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Summary
Preface

Preface

This guide provides information for the Oracle Financial Services Governance, Risk, and Compliance Applications
Pack Installation and Configuration Guide.
This chapter includes the following topics:

® Summary

e Audience

® Related Documents

® Conventions Used in this Guide

® Abbreviations

Summary

You can find the latest copy of this document in OTN library which includes all the recent additions/revisions (if
any) done till date.

Before you begin the installation, ensure that you have an access to the Oracle Support Portal with the required login
credentials to quickly notify us of any issues at any stage. You can obtain the login credentials by contacting Oracle

Support.

Audience

Oracle Financial Services Installation Guide is intended for Administrators and Implementation Consultants who
are responsible for installing and maintaining the application pack components.
Pre-requisites for Audience
Following are the expected preparations before starting the actual installation:
® The document assumes you have experience in installing Enterprise components.

® Basic knowledge about the Oracle Financial Services Governance, Risk, and Compliance Management Pack
components.

] OFSAA Architecture
] UNIX commands

B Database concepts and Web Server/ Web Application Setver is recommended

GRC Installation Guide 8.0.0.0.0



Related Documents
Preface

Related Documents

This section identifies additional documents related to OFSAA Infrastructure. Following documemts are available in
OTN.

OFSAA Related Documents
®  Oracle Financial Services Analytical Applications Infrastructure Administration Guide
®  Oracle Financial Services Analytical Applications Infrastructure Environment Check Utility Guide
®  Oracle Financial Services Analytical Applications Infrastructure Language Pack Guide
®  Oracle Financial Services Analytical Applications Infrastructure User Guide

®  Secure Configuration Document.

OFSGRC Related Documents

This section identifies additional documents related to OFS GRC Application Pack. Following documemts are
available in OTN.

®  Oracle Financial Services Governance Risk and Compliance Management Operational Risk User Guide: This guide
provides information about all the modules in the Oracle Financial Services Governance and Compliance
Management Operational Risk application.

®  Oracle Financial Services Governance Risk and Compliance Management Enterprise Risk Assessment User Guide: This
guide provides information about all the modules in the Oracle Financial Services Governance and
Compliance Management Enterprise Risk Assessment application.

®  Oracle Financial Services Model Risk Management User Guide: This guide provides information about all the
modules in the Oracle Financial Services Model Risk Management application.

®  Oracle Financial Services Operational Risk Analytic User Guide: This guide explains the structures of the entities in
the OFSORA and provides in-depth information on data handling of the Oracle Financial Services
Operational Risk Analytic system.

Xii GRC Installation Guide 8.0.0.0.0



Conventions Used in this Guide

Preface

Conventions Used in this Guide

Table 1. Conventions Used in this Guide

This convention... Stands for...

Italics ® Names of books, chapters, and sections as references
® Emphasis

Bold ® Object of an action (menu names, field names, options,

button names) in a step-by-step procedure
Commands typed at a prompt
User input

Monospace

Directories and subdirectories
File names and extensions
Process names

Code sample, including keywords and variables within
text and as separate paragraphs, and user-defined
program elements within text

<Variable> °

Substitute input value

Abbreviations

The following table lists the abbreviations used in this document:.

Table 2. Conventions Used in this Guide

Abbreviation Meaning

AIX Advanced Interactive eXecutive
DEFQ Data Entry Forms and Queries

DML Data Manipulation Language

EAR Enterprise Archive

EJB Enterprise JavaBean

ERM Enterprise Resource Management
ORA Operational Risk Analytics

FTP File Transfer Protocol

GUI Graphical User Interface

HTTPS Hypertext Transfer Protocol Secure
J2C J2EE Connector

J2EE Java 2 Enterprise Edition

JDBC Java Database Connectivity

JDK Java Development Kit

JNDI Java Naming and Directory Interface
JRE Java Runtime Environment

MOS My Oracle Support

OFSAAI Oracle Financial Services Analytical Application Infrastructure
OLAP On-Line Analytical Processing

GRC Installation Guide 8.0.0.0.0



Abbreviations
Preface

Table 2. Conventions Used in this Guide (Continued)

Abbreviation

Meaning

RAM Random Access Memory

RDMS Relational Database Management System
SFTP Secure File Transfer Protocol

SID System ldentifier

SSL Secure Sockets Layer

TNS Transparent Network Substrate

URL Uniform Resource Locator

VM Virtual Machine

WAR Web Archive

XML Extensible Markup Language

Xiv
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Chapter 1—About OFS GRC

CHAPTER 1 About OFS GRC Application Pack

This chapter includes the following topics:
® About Oracle Financial Services Analytical Applications (OFSAA)
® About Oracle Financial Services Analytical Applications (OFSAA) Application Packs
® About OFS GRC Application Media Pack
® About Oracle Financial Services Advanced Analytical Applications Infrastructure (OFS AAAT)

About Oracle Financial Services Analytical Applications (OFSAA)

In today's turbulent markets, financial institutions require a better understanding of their risk-return while
strengthening competitive advantage and enhancing long-term customer value. Oracle Financial Services Analytical
Applications (OFSAA) enable financial institutions to measure and meet risk adjusted performance objectives,
cultivate a risk management culture through transparency, lower the costs of compliance and regulation, and
improve insight into customer behavior.

OFSAA uses industry-leading analytical methods, shared data model, and applications architecture to enable
integrated risk management, performance management, customer insight, and compliance management. OFSAA
actively incorporates risk into decision making, enables to achieve a consistent view of performance, promote a
transparent risk management culture, and provide pervasive intelligence.

Oracle Financial Services Analytical Applications delivers a comprehensive and integrated suite of financial services
analytical applications for both banking and insurance domain.

About Oracle Financial Services Analytical Applications (OFSAA)
Application Packs

The following figure depicts the various application packs that are available across the OFSAA Banking and
Insurance domains

GRC Installation Guide 8.0.0.0.0 1
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*  Insurance Treasury Risk Applications Pack
- Insurance Governance, Risk and Compliance

Applications Pack
*  Insurance Performance Applications Pack
- INSURANCE | L Insurance Foundation Applications Pack

Advanced Analytical Applications o
Infrastructure Applicalions Pack

Data Management Applications Pack
Foundation Applications Pack

Risk Regulatory Reporting Solution
Applications Pack

Connectors e

Corsma)

Behavior Detection Applications Pack )
Compliance Regulatory Reporting

( Applications Pack
H{ BANKING Compliance - Governance, Risk and Compliance
Applications Pack )

Pricing Management Applications Pack o
Customer Analytics Applications Pack
Profitability Applications Pack

Asset & Liability Management Applications
Pack )

~ Credit Risk Management Applications N

( Performance and“’1
Customer J
Pack
Risk - Treasury Risk Applications Pack
* Capital Adequacy Applications Pack

Enterprise Stress Testing and Capital
Planning Applications Pack
International Financial Reporting

" Standards Applications Pack )

Figure 1. OFSAA Application Packs

About OFS GRC Application Media Pack

The OFS GRC Application Pack includes the following applications:

e Financial Services Analytical Applications Infrastructure: This application streamlines analysis using a
set of tools for data management and security administration and creates a single, consistent and
enterprise-wide source of all relevant customer and financial data.

2 GRC Installation Guide 8.0.0.0.0
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® Financial Services Operational Risk: Financial Services Operational Risk solution provides a
comprehensive framework to manage governance, risk, and compliance across the organization.

This application provides the ability to conduct Risk and Control Assessment, capture Key Indicators (for
Risk and Control), collect Losses and compute Economic Capital, thus providing all the elements required
for addressing Regulatory Compliance which can be facilitated by a Central Operational Risk Management
Team.

® Financial Services Governance and Compliance Management : Oracle Financial Services Governance
and Compliance Management provides an in-depth level of insight across the enterprise to effectively
identify, monitor, and manage risks and controls across lines of business and processes within a
comprehensive, Governance, Risk, and Compliance (GRC) framework. This level of insight gives senior
management and additional stakeholders the confidence that the business is performing in line with stated
business objectives.

® Financial Services Model Risk Management : Financial institutions rely heavily on financial and
economic models for a wide range of applications such as risk management, valuation, and
financial/regulatory reporting. The level of sophistication of models used for such applications varies widely
from relatively simple spreadsheet tools to complex statistical models applied to millions of transactions.
Regardless of the level of sophistication, model use exposes the financial institutions to model risks ? which
leads to the possibility of a financial loss, incorrect business decisions, misstatement of external financial
disclosures, or damage to the company's reputation arising from possible errors in the model design and
development process (including the design and development of changes to existing models) - such as errors
in the data, theory, statistical analysis, assumptions, or the code of underlying model. The Oracle Financial
Services Model Risk Management provides model information vide a single instance thereby breaking silos
within an organization and facilitates in better management of model risks through periodic assessments and
validations.

® Financial Services Operational Risk Analytics : This application enables institutions to perform
business-user driven reporting through historical and predictive analysis of enterprise-wide operational risk
with a comprehensive and readily deployable suite of pre-built analytics, thereby allowing institutions to
capitalize on their present investments. Through better in-depth analysis of loss, risk and control data, an
institution can see areas of weakness as well as scope for improvements. OFSORA helps in determining
trends based on risks by business units, locations, and any other operational risk dimension across time
periods and achieve desired transparency and audit ability in reports and dashboards. OFSORA also helps in
alerting senior management to evolving situations to prevent future crises and comply with BIS Principles for
Effective Risk Data Aggregation and Risk Reporting,

e Financial Services Enterprise Risk Assessment : This application provides a comprehensive framework
to define and access risk appetite across the organization. It also provides a framework for defining risk
appetite in terms of Strategic Objectives, Specific Statements, and Key Indicators. The application provides a
framework for assessing risk appetite by computing the scores of the Strategic Objectives and Specific
Statements based on the Key Indicators values and comparing them against the pre-specified limits
highlighting deviations from the organizational goals, thereby enabling institutions to take timely corrective
action. The solution is built on Oracle Financial Services Analytical Application Infrastructure, the industry's
only integrated business infrastructure designed to serve Enterprise Risk, Performance, Compliance, and
Customer Insight requirements. Oracle Financial Services Analytical Applications use a commonly available
analytical infrastructure consisting of a unified financial services data model, analytical computations and the
industry-leading Oracle Business Intelligence platform.
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About Oracle Financial Services Advanced Analytical Applications
Infrastructure (OFS AAAI)

Oracle Financial Services Advanced Analytical Applications Infrastructure (OFS AAAI) powers the Oracle Financial
Services Analytical Applications family of products to perform the processing, categorizing, selection and
manipulation of data and information needed to analyze, understand and report on specific performance, risk,
compliance and customer insight issues by providing a strong foundation for the entire family of Oracle Financial
Services Analytical Applications across the domains of Risk, Performance, Compliance and Customer Insight.

Components of OFSAAI

The OFSAA Infrastructure is comprised of a set of frameworks that operates on and with the Oracle Financial
Services Analytical Applications Data Model and form the array of components within the Infrastructure.

The OFSAA Infrastructure components or frameworks are installed in two layers: primarily the metadata server and
Infrastructure services run on one layer, and the Ul and presentation logic runs on the other. The Ul and
presentation layer is deployed on any of the supported J2EE Servers.

The following figure depicts the various frameworks and capabilities that make up the OFSAA Infrastructure:

Forms Manager Open Machine Leaming Conditional Execution Business Processors
Workflow Manager Modeling Sandbox Baseline & Simulation Run Hierarchy-Node Execution
Business Dimension Maps Scenarios & Stress Testing Enterprise Batch Mgr In Data Execution

H!Ef gcum; ! !NESS - [ Ma” Ha‘nagemen!
$50 Integration ok Relational Mart Builder

Hierarchy Node Anchors L | In RDBMS & HDF$
T  (———— —— T BdEREREATIG
& Movement g _Behavior Detection
DataAsset Registry & Maps Technical Data Quality Data Model & Mapping Open Scenario Definitions
DataJoins & Movement Business Data Integrity Framework Entity Registry Streaming Data
Aggregation & Computation Data Quality Reporting Browsing Tracing Security Shared Batch/RTEngine

Figure 2. Components of OFSGRC
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CHAPTER 2 Understanding OFS GRC Appilication

Pack Installation

This chapter includes the following topics:

Installation Overview

Deployment Topology

Hardware and Software Requirements
Verifying the System Environment

Understanding Installation Modes

Installation Overview

This section gives an overview of the OFS GRC Application Pack Installation.

Verify System Environment.

v

Obtain the Software.

J

Configure and Execute the Sehema Creator Utility

J e - e’ N

( Installation of GRC pack
r
Verify Install ation ]
( Configure GRC Pack ]

—
e )

Figure 3. Installation Overview
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The following table provides additional information and links to specific documentation for each task in the

flowcharts.

Table 1. OFSGRC Application Pack Installation Tasks and Descriptions

Tasks Details and Documentation

Verify Systems Environment To verify that your system meets the minimum necessary requirements for installing
and hosting the OFS GRC Application Pack, See I erifying the System Environment.

Obtain the software See Obtaining Software.

Configure and Execute the See Confignring and Executing the Schema Creator Utility.

Schema Creator Utility

Install OFS GRC Pack See Installing OFS GRC Application Pack.

Configure OFS GRC Pack See Post Installation Configuration.

Deployment Topology

The following figure depicts the logical architecture implemented for OFS GRC Application Pack.

HTTP & WE[') Brl'fDWSQI'
HTTPS nterface
C /e
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N Application
=
Et{ . Components Client Workstation
Ll
Socket - L }
connection =
T
Web Server JDBC ’:;/
Matve Oracle Bl Server
.-" / )
‘ L ]
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Web Application Database
Server Server
* Includes Oracle Financial Services Analytical Applications and Infrastructure

Figure 4. Logical Deployment Architecture
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Hardware and Software Requirements

This section describes the various Operating Systems, Database, Web Server and Web Application Server versions,
and other variant details on which this release of the OFS GRC Application Pack has been qualified.

Note: OFS GRC Application Pack installation can be performed on both Virtual and Physical servers.

The following table shows the minimum hardware and software requirements for running OFS GRC Application
Pack.
Configurations supported for Java 7

The following table shows the minimum hardware and software requirements for installing GRC Application Pack
(for Java 7).

Table 2. Configurations Supported for JAVA 7

Category Sub-Category Value
Operating Oracle Linux / Red Hat Enterprise Linux ® Oracle Linux Server release 5.3 up to 5.10 -
System (x86-64) 64 bit
® Oracle Linux Server release 6.0 and above -
64 bit
Note: Same versions of RHEL is supported
Oracle Solaris (SPARC)/ Solaris x86 ® Oracle Solaris v5.10 Update 11 and above -
64 bit
® Oracle Solaris v5.11 update 1 and above —
64 bit
IBM AIX (PowerPC) AIX 6.1 (TL 09 and above) - 64 hit
Shell KORN Shell (KSH)
Note :

If the OS is IBM AIX 6.1, configure the size parameter setting for Large File Support. Refer link
http://www-01.ibm.com/support/docview.wss?uid=isg3T1000290 for more details.

If the operating system is RHEL, install the package Isb_release using one of the following commands by logging
in as root user:

e yum install redhat-Isb-core
e yum install redhat-Isb

Java Runtime ® Oracle Linux / Red Hat Oracle Java Runtime Environment (JRE) 1.7.x -
Environment e Enterprise Linux 64 bit.
® Oracle Solaris
IBM AIX IBM AlIX Runtime, Java Technology JRE 1.7.x -
64 bit.
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Table 2. Configurations Supported for JAVA 7

Category Sub-Category Value
Oracle ® Oracle Database Server Enterprise Edition
Database 11g Release 2 (11.2.0.3.0 +) - 64 bit RAC/
Server and Non-RAC with/ without partitioning option
Client

® Oracle Database Server Enterprise Edition
12c Release 1 (12.1.0.1.0 +)- 64 bit RAC/
Non-RAC with/ without partitioning option

® Oracle Client 11g Release 2 (11.2.0.3.0+) -
64 bit

® Oracle Client 12c Release 1 (12.1.0.1.0+) -
64 bit

® Oracle 11g Release 2 (11.2.0.3+) JDBC
driver (Oracle thin driver)

® Oracle 12C Release 1 (12.1.0.1+) JDBC
driver (Oracle thin driver)

® Oracle Distribution of R version 2.15.1,
2.15.2, or 2.15.3.(Optional)

® Oracle R Enterprise (Server) version 1.4.
(Optional)

Note: Ensure that the following patches are applied:
® Oracle Server 12c, v12.1.0.1 — 17082699

® Oracle Server 12c, v12.1.0.2 - 19392604, 19649591

® Also for latest information, refer http://support.oracle.com/, 12.1.0.2 Bundle Patches for
Engineered Systems and DB In-Memory - List of Fixes in each Bundle (Doc ID 1937782.1)

OLAP Oracle Hyperion Essbase ® V 11.1.2.1+ (Server and Client) with Oracle
11g Database

® V 11.1.2.3+ (Server and Client) with Oracle
12c Database

Oracle OLAP ® V 11.2.0.3+ with Oracle 11g Database
® V\ 12.1.0.1+ with Oracle 12c Database

Note: Oracle Hyperion Essbase & Oracle OLAP is required only if you are using the OLAP feature of OFSAAI. For
Oracle OLAP, ensure that you have configured the Oracle Database server with OLAP option.

Web Server/ ® Oracle Linux / Red Hat Enterprise Linux/ | Oracle HTTP Server 11.1.1.1/ Apache HTTP
Web IBM AIX Server 2.2.x/ IBM HTTP Server.
Application e Oracle Solaris ® Oracle WebLogic Server 12.1.2+ (64 bit)

Server ® IBM WebSphere Application Server 8.5+

with bundled IBM Java Runtime (64 bit)
® Apache Tomcat 8.0.x (64 bit)

Note: OFSAA Infrastructure web component deployment on Oracle WebLogic Server with Oracle
JRockit is not supported.
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Table 2. Configurations Supported for JAVA 7

Category Sub-Category

Value

Desktop Operating System

MS Windows 7/ Windows 8/ Windows 8.1

Requirements Browser

® MS Internet Explorer 9, 10, (Compatibility
Mode) and 11 (Compatibility Mode)

® Oracle Java plug-in 1.7.0+*(64- bit)

® Turn off Pop-up blocker settings. For more
information, refer Internet Explorer Settings.

Office Tools

® MS Office 2007/ 2010/2013
® Adobe Acrobat Reader 8 and above

Screen Resolution

1024*768 or 1280*1024

Other Directory Services OFSAAI is qualified on both OPEN LDAP 2.2.29+
Software and Oracle Internet Directory v 11.1.1.3.0.
However, it can be integrated with other directory
services software like MS Active Directory.
Note:

® Configuration of Directory services software for OFSAAI installation is optional. For more
information on configuration, see Infrastructure LDAP Configuration.

® Open LDAP needs to be installed on MS Windows Server machine only.

Configurations supported for Java 8

The following table shows the minimum hardware and software requirements for installing GRC Application Pack

(for Java 8).

Table 3. Configurations Supported for JAVA 8

Requirement Sub-Category

Value

Operating Oracle Linux / Red Hat Enterprise Linux

System (x86-64)

® Oracle Linux Server release 5.3 up to 5.10 -
64 bit

® Oracle Linux Server release 6.0 and above -
64 bit

Note: Same versions of RHEL is supported

Oracle Solaris (SPARC)/ Solaris x86

® Oracle Solaris v5.10 Update 11 and above -
64 bit

® Oracle Solaris v5.11 update 1 and above —
64 bit

IBM AIX (PowerPC)

AIX 6.1 (TL 09 and above) - 64 bit

Shell

KORN Shell (KSH)
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Requirement Value

Sub-Category

Note :

e If the OS is IBM AIX 6.1, configure the size parameter setting for “Large File Support”. Refer link
http://www-01.ibm.com/support/docview.wss?uid=isg3T1000290 for more details.

e If the operating system is RHEL, install the package Isb_release using one of the following commands by
logging in as root user:

m yum install redhat-Isb-core
m yum install redhat-Isb

Java Runtime ® Oracle Linux / Red Hat Enterprise Linux Oracle Java Runtime Environment (JRE) 1.8.x -
Environment e Oracle Solaris 64 bit
IBM AIX IBM AlIX Runtime, Java Technology JRE 1.8.x -
64 bit
Oracle ® Oracle Database Server Enterprise Edition
Database 11g Release 2 (11.2.0.3.0 +) - 64 bit RAC/
Server and Non-RAC with/ without partitioning option

Client ® Oracle Database Server Enterprise Edition

12c Release 1 (12.1.0.1.0 +)- 64 bit RAC/
Non-RAC with/ without partitioning option

® Oracle Client 11g Release 2 (11.2.0.3.0+) -
64 bit

® Oracle Client 12c Release 1 (12.1.0.1.0+) -
64 bit

® Oracle 11g Release 2 (11.2.0.3+) JDBC
driver (Oracle thin driver)

® Oracle 12C Release 1 (12.1.0.1+) JDBC
driver (Oracle thin driver)

® Oracle Distribution of R version 2.15.1,
2.15.2 or 2.15.3.(Optional)

® Oracle R Enterprise (Server) version 1.4.
(Optional)

Note: Ensure that the following patches are applied:
® Oracle Server 12c, v12.1.0.1 — 17082699

® Oracle Server 12c, v12.1.0.2 - 19392604, 19649591

® For latest information, refer http://support.oracle.com/, 12.1.0.2 Bundle Patches for
Engineered Systems and DB In-Memory - List of Fixes in each Bundle (Doc ID 1937782.1)

OLAP Oracle Hyperion Essbase ® V 11.1.2.1+ (Server and Client) with Oracle
11g Database

® V 11.1.2.3+ (Server and Client) with Oracle
12c Database

Oracle OLAP ® V 11.2.0.3+ with Oracle 11g Database
® V\ 12.1.0.1+ with Oracle 12c Database

Note: Oracle Hyperion Essbase & Oracle OLAP is required only if you are using the OLAP feature of OFSAAI. For
Oracle OLAP, ensure that you have configured the Oracle Database server with OLAP option.
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Requirement Sub-Category Value
Web Server/ ® Oracle Linux / Red Hat Enterprise Linux ® Oracle HTTP Server 11.1.1.1/ Apache HTTP
Web /IBM AIX Server 2.2.x/ IBM HTTP Server
gppllcatlon e Oracle Solaris m Oracle WebLogic Server 12.1.3+ (64 bit)
erver

m  Apache Tomcat 8.0.x (64 bit)

Note: IBM WebSphere 8.5.x (Full Profile) on Java
8 is not available.

Note:
® OFSAA Infrastructure web component deployment on Oracle WebLogic Server with Oracle
JRockit is not supported.

e For deployment on Oracle WebLogic Server 12.1.3+ (64 bit) with Java 8, download and install
patch 18729264 from http://support.oracle.com/.

Desktop Operating System MS Windows 7/ Windows 8/ Windows 8.1
Requirements

Browser ® MS Internet Explorer 9, 10, and 11
(Compatibility Mode)

® Oracle Java plug-in 1.7.0+*(64- bit)

® Turn off Pop-up blocker settings. For more
information, refer Internet Explorer Settings

Office Tools ® MS Office 2007/ 2010/2013
® Adobe Acrobat Reader 8 or above
Screen Resolution 1024*768 or 1280*1024
Directory OFSAAI is qualified on both OPEN LDAP 2.2.29+
Services and Oracle Internet Directory v 11.1.1.3.0.

However, it can be integrated with other directory
services software like MS Active Directory.

Note:
® Configuration of Directory services software for OFSAAI installation is optional. For more
information on configuration, see Infrastructure LDAP Configuration.

® Open LDAP needs to be installed on MS Windows Server machine only.

Note: To upgrade an existing OFSAA 8.0.x Java 7 instance to Java 8, refer APPENDIX P.

OFSAAA recommends the following software combinations for deployment:

Table 4. Recommended Software Combinations

Operating System Database Web Application Server Web Server
Oracle Database Oracle WebLogic Server Oracle HTTP Server/
Oracle Linux 5.3 up to /Apache Tomcat Server Apache HTTP Server
5.10/ 6.0 and above
Oracle Database Oracle WebLogic Server Oracle HTTP Server/
Oracle Solaris 5.10/ 5.11 /Apache Tomcat Server Apache HTTP Server
Oracle Database IBM WebSphere IBM HTTP Server/
IBM AIX 6.1 Application Server /Apache | Apache HTTP Server

Tomcat Server
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Verifying the System Environment

To verify your system environment meets the minimum requirements for the installation, a Pre-Install Check utility
is available within the Install Kit archive file. This utility can also be obtained separately by contacting Oracle
Support.

Though the system environment verification is an integral and automated part of the installation of this software
product, Oracle strongly recommends running this utility prior to beginning the installation as part of your
organization's Installation Readiness Verification Process.

Note: For more details on download and usage of this utility, refer Oracle Financial Services Analytical
Applications Infrastructure Environment Check Ultility Guide.

Understanding Installation Modes

The following modes of installation are available for the OFS GRC Application Pack.
e GUI Mode
® Silent Mode

GUI Mode

This mode launches the product installation in a Graphical User Interface (GUI) Mode. You need to enter the
required information on various panels within the Ul in a user interaction format at various stages.

For more information on configuration required for GUI Mode installation, refer Configuration for GUI Mode
Installation.

Silent Mode

This mode mandates updating the installation files with required details and performs installation in a Silent format.
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CHAPTER 3 Preparing for Installation

This chapter provides necessary information to review before installing the Oracle Financial Services Governance,
Risk, and Compliance Applications (OFS GRC) Pack v 8.0.0.0.0.

This chapter includes the following topics:

Installer and Installation Prerequisites

e Taking Backup

Obtaining Software

e Common Installation Tasks
Installer and Installation Prerequisites

The following table lists the prerequisites required before starting the installation of OFS GRC application. The
Installer/Env Check utility notifies you if any requitements are not met.
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Table 5. Prerequisites Information

Category Sub-Category Expected Value
Unix User Settings ® User to have 755 permission on the directory identified for
Environment Settings installation (F1C_HOME).

® User to have 755 permission on the.profile file.

Java Settings PATH in.profile to be set to include the Java Runtime
Environment absolute path.

The path should include java version (Java 7 or Java 8) based
on the configuration selected.

Note:
® Ensure the absolute path to JRE/bin is set at the
beginning of PATH variable.

For example,
PATH=/usr/java/jrel.7/bin:$0RACLE_ HOME/
bin:$PATH

® Ensure no SYMBOLIC links to JAVA installation is being
set in the PATH variable.

Oracle Database @ TNS_ADMIN to be setin.profile pointing to
Settings appropriate tnsnames . ora file.

® ORACLE_HOME to be set in. profi le pointing to
appropriate Oracle Client installation.

e PATH in.profile to be set to include appropriate
$ORACLE_HOME/bin path.

Oracle Essbase ARBORPATH, ESSBASEPATH, HYPERION_HOME to be
Settings set in the . profi le pointing to an appropriate Oracle
Essbase Client installation.

Note: These settings are required only if you want to use
Oracle Hyperion Essbase OLAP features.
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Table 5. Prerequisites Information

Category

Sub-Category

Expected Value

OS/ File System Settings

File Descriptor
Settings

Greater than 15000

Total Number of
Process Settings

Greater than 4096

Port Settings ® Default port numbers to be enabled on the system are
6500, 6501, 6505, 6507, 6509, 6510, 6666, 9999, and
10101.

.profile User to have 755 permission on the _profile file.

permissions

Installation Directory

® A directory where the product files will be installed/
copied.

® Set to 755 on the Installation directory

e |Installation directory is also set as FIC_HOME
in_.profile

Staging Area/
Metadata Repository

® A directory to hold the application metadata artifacts and
additionally act as staging area

® The directory should exist on the same system as the
OFSAA Installation. This directory can be configured on
different mount or under a different user profile

® Set 775 permission on this folder

Download Directory

® A directory where the product installer file will be
downloaded/ copied.

® Ensure user permission is set to 755 on the download
directory.

Database Settings

Database Instance
Settings

o NLS CHARACTERSET to be AL32UTF8
® NLS LENGTH_SEMANTICS to be BYTE
® OPEN CURSORS limit to be greater than 1000

GRC Installation Guide 8.0.0.0.0
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Table 5. Prerequisites Information

Category

Sub-Category

Expected Value

Web Application Server

WebSphere/
WebLogic/Tomcat

® Web Application Server should be installed and
profile/domain is created

® You are prompted to enter the WebSphere Profile path or
WebLogic Domain path or Tomcat Deployment path
during OFSAAI installation

Note:

® For More information on WebSphere Profile Creation and
WebLogic Domain Creation, refer to APPENDIX A.

® For deployment on Oracle WebLogic Server 12.1.3+ (64
bit) with Java 8, download and install patch 18729264
from https://support.oracle.com/

Web Server

Apache HTTP
Server/
Oracle HTTP Server

This is an optional requirement.

HTTP Server Installation to be present.

You are required to enter the Web Server IP/ Hosthame and
Port details.

Note:
For more information for Web Server Installation, refer to
APPENDIX A.

16
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Table 5. Prerequisites Information

Category Sub-Category Expected Value
Others Oracle R/ Oracle R This is an optional requirement.
Enterprise For more information, refer Installation of Oracle R distribution

and Oracle R Enterprise (ORE)

OFSAA ® For installation on Java 8, login to
https://support.oracle.com/ and search for 21160684
under the Patches and Updates tab.

® For installation of this release on an existing OFSAA
instance version 8.0.1.0.0, login to
https://support.oracle.com/ and search for 21133780
under the Patches and Updates tab.

® For installation of this release on an existing OFSAA
instance version 8.0.2.0.0, login to
https://support.oracle.com/ and search for 21657319
under the Patches and Updates tab.

GRC on BD Pack For installation of this release on an existing BD Pack instance,
below steps needs to be followed:
® Execute below scripts in Config Schema before start of
GRC installation

m alter table CSSMS_GROUP_MAST_PACK drop
CONSTRAINT UK_CSSMS_GROUP_MAST_PACK
drop INDEX

m alter table CSSMS_GROUP_MAST drop
CONSTRAINT UK_GROUP_MAST drop INDEX

® Once GRC installation is done, apply the 1-off with Bug
21796081. Login to https://support.oracle.com/ and
search for corresponding patch id under the Patches and
Updates tab. Download & save the patch for post
installation activity.

GRC on CAP Pack For installation of this release on an existing CAP Pack
instance, below steps needs to be followed:
® Order Of Installation should be as below:

CAP 8.0 >> CAP 8.0.0.0.1(Bug ID-21080052) >> GRC 8.0 >>
GRC 8.0.0.0.10(Bug ID-21530684) >> CAP 8.0.0.0.2(Bug
ID-21767340)

Login to https://support.oracle.com/ and search for
corresponding patch id under the Patches and Updates tab.
Save all patches & complete the installation as per above
order.
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Taking Backup

Take a backup of the following before the application installation process starts. The backup should be kept until the
application runs successfully.

® OFSAAI Configuration schema
® OFSAALI Installation directory
e OFSAAI FTPSHARE directory
® OFSAAI Atomic Schema

Note: This activity should be performed if any other media pack is already installed.
Obtaining Software

This release of OFS GRC Application Pack v8.0.0.0.0 can be downloaded from the Oracle Software Delivery Cloud
(https:/ /edelivery.oracle.com). You need have a valid Oracle account in order to download the software.

Common Installation Tasks

The following are the common pre-installation activities that you need to carry out before installing the OFS GRC
application pack.

This section includes the following topics:
e Configuration for GUI Mode Installation
e Identifying the Installation and Download Directory
® Download and Copy OFS GRC Application Pack Installer
e Copying and Extracting Softwate
® Setting up Web Application Server
® Installation of Oracle R distribution and Oracle R Enterprise (ORE)

Configuration for GUI Mode Installation

To install OFS GRC Application Pack in GUI mode, you need to ensure the software and configurations are
available:

e Install and configure any PC X Server software such as Open Text Exceed (formerly Hummingbird Exceed)
on the user desktop system from which the installation is triggered.

® Configure DISPLAY variable.

® Ensure to set the DISPLAY variable on the system on which the OFSAA will be installed, to point to the
user desktop system where the PC X Server software has been installed.

Syntax

export DISPLAY=hostname:n.nl
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where hostname is the IP Address/ Host Name of the user desktop system and n is the sequence number
(usually 0).

For example, 10.11.12.13:0.0 or myhostname:0.0

Identifying the Installation and Download Directory

For installation of any OFSAA Application Pack, the folders/directories required to be created.

® GRC Download Directory (Optional) - Create a download directory and copy the GRC Application Pack
Installer File (Archive). This is the directory where the downloaded installer/ patches can be copied. The
pack folder name should be OFS_BGRC_PACK.

® OFSAA Installation Directory (Mandatory) - Create an installation directory. This is the directory where
the installer is install/copy the product files. FIC_HOME variable to be set in the . profi le pointing to this
OFSAA Installation Directory.

® OFSAA Staging/Metadata Repository Directory (Mandatory) - Create a Staging/Metadata Repository
Directory. This is the directory where you are required to copy the data loading files, save data extracts and so

on. Additionally, this folder also maintains the OFSAA metadata artifacts. This is commonly referred as
FTPSHARE.

Note:
m  Ensure the user permission is set to 755 on the Installation and Download Directory.

B Ensure the user permission is set to 775 on the Staging Directory.
Download and Copy OFS GRC Application Pack Installer

® To download the OFS GRC Application Pack, you need to login to the Oracle Software Delivery Cloud
(https:/ /edelivery.oracle.com). You need to have a valid Oracle account in order to download the software.

® Copy the downloaded installer archive to the Download Directory (in Binary Mode) on the setup identified
for GRC installation.

Copying and Extracting Software

Once you obtain the installer, copy the installer in BINARY mode to the Download Directory.
Note: You must be logged in to the UNIX operating system as a non-root user.

1. Download the unzip utility (OS specific) unzip_<0s>.Z and copy it in Binary mode to the directory that is
included in your PATH variable. If you already have the unzip utility to extract the contents of the downloaded
archive, skip to the next step.

2. Uncompress the unzip installer file using the command:
uncompress UNZip_<0sS>.Z

Note: If you notice an error message: #ncompress not found [No such file or directory] when the package is not
installed, contact your UNIX administrator.

3. Give EXECUTE permission to the file using the command: chmod 751 unzip_<os>
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For example, chmod 751 unzip_sparc

Extract the contents of the OFS GRC Application Pack 8.0.0.0.0 to Download Directory using the following
command:

unzip OFS_BGRC_PACK.zip
Note: Do not rename the Application Pack installer folder name on extraction from the archive.

Give following permission to the installer folder. Navigate to the Download Directory and execute the
command:

chmod -R 755 OFS_BGRC_PACK

Setting up Web Application Server

For setting up the environment based on your selected Web Server/Web Application Server, refer to APPENDIX A
for more information.

Installation of Oracle R distribution and Oracle R Enterprise (ORE)

This is an optional step and required only if you intend to use Oracle R scripting in the Oracle Financial Services
Enterprise Modeling Application. Ensure the below sequence of prerequisites are followed:

1. 1.Install Oracle R Distribution and Oracle R Enterprise (Server Components) on the Oracle Database server.

See Oracle® R Enterprise Installation and Administration Guide for Windows, Linux, Solatis, and AIX,
Release 1.3.1.

] Oracle R Distribution versions supported- Oracle Distribution of R version 2.15.1, 2.15.2 or 2.15.3.
m  ORE version supported- Oracle R Enterprise (Server) version 1.4.
Note:
m  Skip this step if it is already installed.
m  Oracle R Enterprise 1.4 requires Oracle Database Enterprise Edition 11.2.0.3+/ 12.1.0.1+.
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CHAPTER 4 Installing GRC Application Pack

Follow the instructions in this chapter to install the OFS GRC Application pack depending on the mode of
installation.

This chapter includes the following sections:
® Schema Creator Utility
e Configuring and Executing the Schema Creator Utility

e Installing OFS GRC Application Pack

Schema Creator Utility

Creating database users/schemas is one of the primary steps in the complete OFSGRC installation. This release of
OFSGRC provides a utility to quickly get started with the installation by allowing easier and faster creation of
database User(s)/Schema(s), assign the necessary Grants(s), and so on. Additionally, it also creates the required
entities in these schemas.

This section includes the following topics:
® About Schema Creator Utility
® Execution Modes in Schema Creator Utility

® [ixecution Options in Schema Creator Ultility
About Schema Creator Utility

The schema creator utility should be configured and executed mandatorily every time prior to the installation of any
OFSAA Application Pack.

The following are the schemas that can be configured in OFSAA:

® CONFIG - Denotes the unique OFSAA setup configuration schema. It contains entities and other objects
required for OFSAA setup information.

Note: There can be only one CONFIG schema per OFSAA instance.

® ATOMIC — Denotes the schema that contains the data model entities. One ATOMIC schema is attached to
one Information Domain.

Note: There can be multiple ATOMIC schemas per OFSAA Instance.

e SANDBOX - Denotes the schema that contains the data for all Sandbox executions. One SANDBOX
schema is attached to one Sandbox Information Domain.

Note: There can be multiple SANDBOX schemas per OFSAA Instance.
® ADDON - Denotes any additional schema used by the OFSAA Applications.
Note: This Schema type is not applicable for OFS AAAI Application Pack.
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Execution Modes in Schema Creator Utility

The Schema Configuration Utility supports the following modes of execution:

® Online Mode: In this mode, the utility connects to the database and executes the DDLs for User, Objects,
and Grants. If you have the SYSDBA privileges you can execute the Schema Creator Ultility in Online mode
and thereby create Users, Objects, and Grants during the execution process.

Note: To execute the utility in Online mode, you need to connect as <user> AS SYSDBA

e Offline Mode: In this mode, the utility generates a SQL script with all required DDLs for User, Objects, and
Grants. This script needs to be executed by the DBA on the appropriate database identified for OFSAA
usage. If you do not have the SYSDBA privileges, you can execute the Schema Creator Utility in Offline
mode and generate the script file that contains the Schemas, Objects, and Grants information. Subsequently,
a SYSDBA user should execute the script file manually.

Note:

a. To execute the utility in Offline mode, you need to connect as any user with the following grants
(alternatively, you can also connect as a user with SYSDBA privileges):

m  SELECT ON DBA_ROLES

m  SELECT ON DBA_USERS

m  SELECT ON DBA_DIRECTORIES
m  SELECT ON DBA_TABLESPACES
m  CREATE SESSION

b. If there are any errors during the script execution, reconfigure the <PACK>_SCHEMA_IN.XML file and
execute the utility. This regenerates the scripts with corrected information.

c. For more information on Configuring <<APP Pack>>_SCHEMA_IN_XML file, refer APPENDIX K .
d. Do not modify the <PACK>_SCHEMA_OUT . XML file generated after the execution of this utility.

Execution Options in Schema Creator Utility

Depending on the option selected to run the GRC Application Pack Installer, you need to select the schema creator
utility execution option. If you try to run the OFSAA Application Pack installer in SILENT mode, it is mandatory to
execute the schema creator utility with— s option.

Note: If the schema creator utility is executed without the option-—s, it is mandatory to run the OFSAA
Application Pack Installer in GUI mode.
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Configuring and Executing the Schema Creator Utility

This section includes the following topics:
® Prerequisites
® Configuring Schema Creator Utility

® Executing the Schema Creator Utility
Prerequisites

The following prerequisites must be ensured before configuring the Schema Creator Ultility:
® You must have the Oracle User ID/Password with SYSDBA privileges (not applicable for offline mode)
® You must have the JDBC Connection URL for RAC/Non RAC database
® Make sure the database TNS Entry is available in TNSNAMES . ORA file

o The HOSTNAME/IP of the server on which OFS GRC is getting installed is TNSNAMES . ora which is
available under TNS_ADMIN path.

NOTE:

©® If this release of the OFS GRC Application Pack version 8.0.0.0.0 is installed
on an OFSAA setup where the underlying OFSAA Infrastructure (OFS
AAI) version is upgraded to version 8.0.1.x.x, download and install the patch
for schema creator utility (Bug 20912588) by following the instructions in
the Readme.txt packaged in it prior to executing the utility.

©® If this release of the OFS GRC Application Pack version 8.0.0.0.0 is installed
on an OFSAA setup where the underlying OFSAA Infrastructure (OFS
AAI) version is upgraded to version 8.0.2.x.x, download and install the patch
for schema creator utility (Bug 21657319) by following the instructions in
the Readme.txt packaged in it prior to executing the utility.

Configuring Schema Creator Utility

To configure the Schema Creator Ultility, follow these steps:
1. Navigate to the following path: <OFS BGRC Pack>/schema_creator/conf.
2. Edit the OFS_BGRC_SCHEMA_IN.xml file in a text editor.
3. Configure the elements as described in APPENDIX K.
4. Save the OFS_BGRC_SCHEMA_IN.xml file.

Note: On successful execution of the utility, the entered passwords in the OFS_BGRC_SCHEMA_IN.xml
file are nullified.

Executing the Schema Creator Utility

This section includes the following topics:
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Executing Schema Creator Utility in Online Mode
Executing Schema Creator Utility in Offline Mode
Executing the Schema Creator Utility with- s option

Executing the Schema Creator Utility while Installing Subsequent Application Pack

Note: If you intend to use Oracle OLAP feature, execute the following grant on all ATOMIC schema(s) grant
olap_user to and database_username.

Executing Schema Creator Utility in Online Mode

In Online Mode, the Schema Creator Utility will create all the Schemas, Schema Objects, Tablespaces, Grants, and
Roles in the database during the execution process.

To execute the schema creator utility in online mode, follow these steps:

1.
2.
3.

Log in to the system as non-root uset.
Navigate to the following folder path: OFS_BGRC_PACK/schema_creator/bin/
Execute the osc.sh file using the following command ./0Sc.sh

The following message is displayed: You have chosen ONLINE mode. Triggering the utility in ONLINE mode will
excecute the DDLs directly on the Database. Do you wish to proceed? (Y/y or N/ n).

Enter Y/ y to proceed with the script generation.

or

Enter N/n to quit sctipt creation.

Enter the DB Username with SYSDBA Privileges. For example, SYS as SYSDBA.

Enter the User Password.

Figure 5. Online Mode
7.

8.

The console runs the initial validation checks and then displays the following message: You have chosen to install
this Application Pack on <Name of the Atomic Schema>ATOMIC schema. Do you want to proceed? (Y/N).

Enter Y/y to proceed with the schema creation.
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or
Enter N/n to quit schema creation.

The following message is displayed.

You have chosen to install this Application Pack on <Name of the Infodomr>. Do you want to proceed? (Y/N).

Figure 6. Schema Creation

9. Enter Y/y to start the schema creation.
Or

Enter N/n if you want to quit executing the schema creation.

Figure 7. Creating Schema
Note:
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On successful execution of schema creator utility, the console displays the following status message:
Schema Creator executed successfully. Please proceed with the installation.

Refer log file in OFS_BGRC_PACK/schema_cteator/logs folder for execution status. In case of any errors,
contact Oracle Support.

Executing Schema Creator Utility in Offline Mode

In Offline Mode, the Schema Creator Utility will create an output in SQL file format. This script has to be executed
manually by logging as database user with SYSDBA privileges. The SQL file will contain the scripts for creation of
Schemas, Schema Objects, Tablespaces, Grants, and Roles.

Prerequisites

Database user with following privileges:

SELECT ON DBA_ROLES
SELECT ON DBA_USERS
SELECT ON DBA_DIRECTORIES
SELECT ON DBA_TABLESPACES
CREATE SESSION

Note: Explicit Grants to the user are required. Grants assigned through Roles are not supported.

To execute the schema creator utility in the offline mode, follow these steps:

1.
2.
3.

Log in to the system as non-root user.

Navigate to the following path: OFS_BGRC_PACK/schema_creator/bin
Execute the osc.sh file using the following command:

./osc.sh -o

The following message is displayed: You have chosen OFFLINE mode. Triggering the utility in OFFLINE mode will
generate the script. Do you wish to proceed? (Y/y or N/ n).

Enter Y /y to generate the sctipt.

or

Enter N/n to quit the schema creation.

Enter the DB Username with SELECT privileges.

Enter the User Password.
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Figure 8. Executing Schema

8. The console runs the initial validation checks and displays the following message:
You have chosen to install this Application Pack on <IName of the Atomic Schema>ATOMIC schema. Do yon want to
proceed? (Y/N).

9. Enter Y to start the script generation.
Or

Enter N if you want to quit the script generation.

The following message is displayed. You have chosen to install this Application Pack on <Name of the Infodon>. Do you
want to proceed? (Y/N).

Figure 9. Checking OFSAA Installation

10. Enter Y to start the script generation.

Or

Enter N if you want to quit the script generation.
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Figure 10. Generating Scripts

On successful execution of schema creator utility, the console displays the following status message:
Schema Creator executed successfully. Please execute OFS_BGRC_PACK] schema_creator/ sysdba_output_scripts.sql before proceeding
with the installation.

11. Navigate to the directory: OFS_BGRC_PACK/schema_creator.
12. Login to SQLPLUS with a user having SYSDBA Privileges.

Figure 11. Login to SQLPLUS

13. Execute the sysdba_output_scripts.sql file using the following command:
SQL>@sysdba_output_scripts.sql

Alternatively, you can copy the sysdba_output_scripts.sqgl file and SQLScripts folder to a remote
server and execute Sysdba_output_scripts.sql file.

Note: Refer log sysdba_output_scripts.log file for execution status. In case of any errors, contact
Oracle Support.
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Executing the Schema Creator Utility with- s option

If you try to run the OFSGRC Application Pack Installer in SILENT mode, it is mandatory to execute the schema
creator utility with - s option.

To execute the Schema Creator Utility with- s option, follow these steps:
1. Edit the file OFS_BGRC_PACK/schema_creator/conf/0OFS_BGRC_SCHEMA IN.xml in text editor.

2. Set the value for attribute “INFODOM™ of <SCHEMA> tag(s) to specify a specific Information Domain name.
By default, the value is empty and the utility will derive the Information Domain name. If the attribute value is
set, the utility/ installer will configure the Information Domain against this <SCHEMA>.

3. Execute the utility with —s option. For example,
Josc.sh —s.
Note:

® If the utility is executed without the —s option, it is mandatory to launch the OFSGRC Application Pack
Installer in GUI mode.

® To execute the utility in OFFLINE mode with SILENT option, enter the following command

./osc.sh —0 —s.

Figure 12. Schema Creator Utility with -s option
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Figure 14. Schema Creator Utility with -s option
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Executing the Schema Creator Utility while Installing Subsequent Application Pack

While executing the schema creator utility for subsequent Application Pack, you can choose to install the pack either
on the same Information Domain/Atomic Schema or on a new Information Domain/Atomic Schema. You can
execute the Schema Creator Utility either in Online or Offline Mode.

Note: OFS GRC Application Pack can be installed on any Information Domain/atomic schema where any OFS
Application Packs are installed other than OFS Behavior Detection Application Pack or OFS Compliance
Regulatory Reporting Application Pack.

To execute the schema creator utility while installing OFS GRC Application Pack over an existing Application pack,
follow these steps:

1. Repeat the steps 1 to 5 from Executing the Schema Creator Utility section.
Note: Ensure to use the same config schema user name as the previous Application Pack.

The utility identifies the Application Packs that are already installed on the current OFSAA setup and displays
the following on console:

[ Atomic schema of the Existing Application Pack
[ Information Domain Name of the Existing Pack

m  List of Installed Application Packs

Figure 15. Executing Schema Creator Utility

2. Enter Y to start the schema creation.
Or
Enter N if you want to quit executing the schema creation.

On successful execution of schema creator utility, the console displays the following status message:
Success. Please proceed with the installation.

Note:
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® Refer log file in OFS_BGRC_PACK/schema_creator/l1ogs folder for execution status if scripts are
executed in online mode.

® Refer log sysdba_output_scripts. log file for execution status, if executed in offline mode.

® In case of any errors, contact Oracle Support.
Installing OFS GRC Application Pack

Follow the instructions in this section to install the OFS GRC Application Pack depending on the mode of
installation.

This section includes the following topics:
® GUI Mode Installation
o Silent Mode Installation

® Verifying Log File
GUI Mode Installation

Ensure you have followed the steps as mentioned in the Configuration for GUI Mode Installation section priot to
proceeding with the next steps.

1. Login to the system as non-root usef.

Identify a directory for installation and set the same in the user .profile file as following:FIC_HOME=<
OFSAA Installation Directory >

export FIC_HOME
2. Execute the user .profile.
3. Navigate to the path: OFS_BGRC_PACK/bin
4. To install OFS GRC Application Pack on :
® For Java 7: Proceed with step 6.

® For Java 8: Edit the VerInfo. txt file to modify the value for property JAVA_VERSION to 1.8. Save the
changes and proceed with step 6.

5. Execute the following command in the console:
./setup.sh

Note: Refer the console for any errors during Pre-install checks.
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Welcome to the OFSAA 8.0 Application Pack
Installation

ORACLE’
FINANCIAL SERVICES

Copyright © 1993, 2014, Oracle andior its affiliates. Al rights reserved.

I

Figure 16. Initialization Window

6. The general License Agreement is displayed.

License Agreement

Welcome to the OFSAA Application Pack Installation

(D Preinstall Setup This program will guide you through the installation of OFSAA Application Pack
IO Inztaliation..

O e comp Copyright @ 1993, 2015, Oracle and / or its affiliates. Al rights resenved
nstall Complete

This software and related documentation are provided under a license agreement containing restrictions on use and disclosure and are pratected by intellectual
property laws. Except as expressly permitted in your license agreement ar allowed by law, you may not use, copy, reproduce, translate, broadcast, modify, license,
transmit, distribute, exhibit, perform, publish or display any part, in any form, or by any means. Rewerse engineering, disassembly, or decompilation of this
software, unless required by law for interaperakility, is prohibited.

The information contained herein is subject 10 change without notice and is not warranted to be error-free. If you find any errors, please report them to us in writing

If this software or related documentation is delivered 1o the LS, Gowarnment or amyane licensing it on behalf of the LS. Gowernment, the following netice is
applicable

U.S. GOVERNMMENT END USERS: Qracle programs, including amy operating systern, integrated software, any pragrams installed on the harcware, and/or
documentation, delivered to U.S. Government end users are "commercial computer software” pursuant 1o the applicable Federal Acquisition Regulation and
agency-specific supplemental regulations. As such, use, duplication, disclosure, modification, and adaptation of the programs, including any operating system,
integrated software, amy pragrams installed an the hardware, and/ar documentation, shall be subject to license terms and license restrictions applicable ta the
programs. No other rights are granted 1o the U.5. Government

This software or hardware is developed for general use in a variety of infarmatian management applications. It is not dewveloped or intended for use in any inherently
dangeraus applications, including applications that may create a risk of personal injury If you use this software or harcware in dangerous applications, then you
shall be respensible 1o take all appropriate fall-safe, backup, redundancy, and other measures 1o ensura its safe use. Oracle Corporation and its affiliates disclaim
anmy liability for any damages caused by use of this software or hardware in dangerous applications

This software or hardware and documentation may provide access to or infarmation on content, products, and services from third parties. Oracle Corporation and
its affiliates are not responsible for and expressky disclaim all warranties of any kind with respect 1o third-party cantent, products, and sendces. Oracle Carparation
and its affiliates will not be responsible for amy 10ss, costs, or damages incurred due to your access to or use of third-party content, praducts, or sendces

ORACLE
FINANCIAL SERVICES

(3 1 aeceptthe trms of the Licanze Agreamant

(®) [l do NOT acceptthe terms of the License Agreement

Figure 17. License Agreement

7. Select I accept the terms if the License Agreement option.

8. Click Next. The Financial Services GRC Pack details are displayed:
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‘s pack install

Financial Services Governance, Risk and Compliance Applications Pack

S Freinstall Setup Application Pack 1D : OFS_BGRC_PACK

ORACLE"

FINANCIAL SERVICES

(O Install Camplete
Application Pack Version : 8.0.0.0.0 ANALYTICAL APPLICATIONS,

(O Installation Application Pack Name:  Financial Services Governance, Risk and Compliance Applications Pack

The following products are available in this application pack:
Financial Services Analytical Applications Infrastructure
Financial Services Operational Risk
Financial Services Operational Risk Analytics
Financial Services Model Risk Management
Financial Services Enterprise Risk Assessment

Financial Services e and Ci iance

ORACLE
FlNANcmL SERWCES 1. Select the product(s) you have licensed and click "Mext? to procesd

2. Praduct Analytical Applications Infrastructure does not need to be selected explicitly, This product is the base infrastructure and gets installed autsmatically

Notes:

3. Product Enterprize Modeling Option would get enabled ¢ installed automatically if ather productis) has dependent license

Figure 18. Application Pack Details
9. Select the product(s) to enable.

Note: Financial Services Analytical Applications Infrastructure is selected by default.

10. Click Next. The Application Pack License Agreement is displayed.
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“r pack install

Financial Services Governance, Risk and Compliance Applications Pack License Agreement

Installation and use of Financial Services Governance, Risk and C iance Applications Pack Installer requires acceptance of the following license
& Prelnstall Setup OFSA4 APPLICATION PACK LICENSE AGREEMENT
(D instaliation

O nstall Complete Oracle Financial Services Analwtical Applications (OFSA%) Application Pack is a group of OFSAA products packaged together in a single installer. Each Application Pack
addresses specific functional domains via its products that are grouped together. The Oracle Financial Services Anahtical Applications Infrastructure (OFS Aal) being
the hase infrastructure for deployment of other OFSAA products fApplication Packs, is bundled with each Application Pack. With every Application Pack installation,
the OFSAA Infrastructure product would be checked for and installed if required

Oracle Financial Services Enterprise Modeling (OFS AA4)) and Oracle Financial Services Inline Processing Engine (OFS IPE) products are separately licensadle products
and should not be enabled unless it has been licensed. Orarle Financial Serdces Enerprise Modeling (OFS AA&l and Oracle Financial Serces Inling Processing
Engine (OFS IFE} products are only part of the Oracle Financial Senvices Advanced Analytics Infrastructure Pack and specific OFSAA Application Packs that require
these advanced analytical features of the praduct. Oracle Financial Services Enterprise Modeling (OFS AAAR or Oracle Financial Services Inline Pracessing Engine (OFS
IPE) product gets pre-selected automatically on selecting any of the OFSAA praducts within a specific Application Pack that reguire these products to be enabled and
configured

Multiple products being grouped together under a Application Pack, mandate installation and configuration of these products by default. However, during the
Application Pack installation, based on the products that are being selected, it would get enabled and should be licensed far. It is Important 1o nate that products
once selected (enabled) cannat be disabled at a later stage. However, products can only be enabled at any later stage using the OFSA4 Infrastructure *Manage
Application Pack License” feature

Enabling a product within a Application Pack automatically implies you agree with this license agreement and the respective terms and conditions

ORACLE
FINANCIAL SERVICES

®) [ 3ccept the terms of the License Agresment

3 1 do NOT accept the term s of the License Agreement

Figure 19. License Agreement

11. Select I accept the terms if the License Agreement option.

12. Click Next. The Pre-Installation Summary page is displayed.

Pre Installation Summary

Please review the ing before c

Freinstall Setup
(D installation Application Pack 1D
FS_BGRC_PACK
[ Install Complete
Application Pack Name
Financial Services Governance, Risk and Compliance Applications Pack

Application Pack Version
8.0.0.0.0
Below products are selected to be enabled:

Financial Services Analytical Applications Infrastructure
Financial Services Gperational Risk

Financial Services Gperational Risk Analytics

Financial Services Model Risk Management

Financial Services Enterprise Risk Assessment

Financial Services Governance and Compliance Management

ORACLE
FINANCIAL SERVICES

Figure 20. Pre-Installation Summary Page

13. Click Next. The Manage Information Domain Screen is displayed.
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T pock == ==

Manage Information Domains

Information Dlomain Name| Application Name Information Domain Description Type DB Schema
& Prelnstall Setup Financial Services Operational |Information Domain for OFS_BGRC PRODUCTION
OFSBGRCINFO Rizk executions FRODUCTION dew_ofsaa@0atm

(O Instaliation

(D Install Complete [Financial Services Operational |Infarmation Damain for OFS_BGRC PRODUCTION
Risk Anabytics executions FRODUCTION dev_ofsaaBoaim

Financial Services Model Risk  |information Domain for OFS_BGRC PRODUCTION
Management executions PRODUCTION dev_ofsaafoatm

Financial Services Enterprise  |Information Domain for OFs_BGRC PRODUCTION
Fisk Assessment executions PRODUCTION dew_ofsaaB0atm

Financial serces Gowernance [Information Domain far OFS_BGRC PRODUCTION
land Compliance Management |executions PRODUCTION dewv_ofsaaSoatm

ORACLE
FIVANCIAL SERVICES

Figure 21. Manage Information Domains

14. The default Information Domain Name for this Application Pack is OFSGRCINFO. Double-click the
Information Domain Name field to edit. Refer Appendix for permissible length and allowed characters.

Note: In case of subsequent Application Pack installation on the same Information Domain, the
Information Domain Name is not editable.

15. Click Next. The Pre-Pack panel is displayed. Click Next for Pre-Pack Install.
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Pre-Pack Panel Template

Dararnodel to UploadSelect 1 for ves O far Moy A

& Prelnstall Setup
(2 Installation
(D install Complete

Erter Operational Risk Anahtics{ORA) Source User Mame
2 _oratarns

Enter Operational Risk Anahtics{ORA} Source Password

Configure OBIEE server details(Select 1 for Yes/0 for Noj

Enter OBIEE URL(Example: hitp.// <ipaddress>:<port>)
https:ffofss23 11703 in.oracle.come..

Enter SMTP host
linternal-mail-router. oracle.com

Enter SMTP port number L

Enter Mail Sleep Time
40000

Enter Mail Sender Address
loRAdmin@aracle. com

Configure Mail Statusselect 1 for YES/O for Moy |

Save Metadataelect 1 for VES/O far Ma) L

ORACLE
FINANCIAL SERVICES

Instal R —_— 00000

Figure 22. Pre-Pack Panel
Note: The user inputs are required for mail configuration and datamodel upload and ORA.

= - e = T R — — T | AR |
, —

-
“m pack install - PN T T T T W
‘ Please Wait

S Preinstall Setup
O Installation.
(@ Install Complete

ﬁ!ff"k""“a"—-hg— ~— |system. This may take 2 moment.

Executing A4l Installation Script.

ORACLE
FINANCIAL SERVICES

Install A - - 000000 _0_0_0_0_0_0_

Figure 23. Installation Process
16. Click Next. The User Installation Directory page is displayed.
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User Installation Directory

User installavion Directary
o Freinsial Sewp Facratih/folsaacty OF5ad

ORACLE

FINANCIAL SERVICES

Figure 24. User Installation Directory
Note: The User Installation Directory path is auto-populated from the path you have set in the user .profile file
in Step 2.

17. Click Next. The OFSAA Infrastructure Server Details window is displayed.

o e

OFSAA Infrastructure Server Details

Enter requested information
& Preinsiall Setup
(D Installation

(© Install Complete

Mote: If the |DBC_URL is of RAC rype then DB Serwer IP/Hostname
field name should be A

OFSAAI Server IP / Hostname :
[10.184.153.95

Database Server IP /
[ofss2z 11645

ORACLE’
FINANCIAL SERVICES

Figure 25. OFSAA Infrastructure Server Details
18. Enter the IP address or hostname of the Database Server.

Note: The OFSAAI Server IP/Hostname is auto-populated by default.
19. Click Next. The Web Application Server window is displayed.

Web Application Server

o) License Choose the Wah Application Server type
& Preinstall Setup
(D Installation..

(@ Install Complete

) Tomeat
© WebSphere
® [Weblogic

ORACLE’
FINANCIAL SERVICES

Installmywhere

Figure 26. Web Application Server
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20. Select the required Web Application server type. The options are Tomcat, WebSphere, and WebLogic.
21. Click Next. Based on the selection, corresponding screens are displayed.

®  For Websphere: The WebSphere Setup Details window is displayed.

WebSphere Setup Details

@ License Enter WehSphere installation Path up 1o the Host name directony
& Preinstall Setup For Ex:- fdataZ2 ftestj /WebSphere/AppServer/profiles f < Profile_Ma
& Installation mex finstalledappsf <cellMames

(D) Install Complete

ORACLE’
FINANCIAL SERVICES

In e

Figure 27. WebSphere Setup Details screen.
22. Enter the installation path (up to the host name directory) of the WebSphere. The format is WebSphere path
<WebSphere profile directory>/installedApps/ <NodeCel IName>.

®  For Tomeat: The Absolute Tomcat Path window is displayed.

Absolute Tomcat Path

1
License Enter ahsolute Tomeat Installation path where Oracle Financial
Services Analytical Applications Infrastructure is 10 be deployed

& Prelnstall Setup
Example:- /fhomefdatalftomcat-7.0.19jwebapps

(2 Installation..
() Install Complete

ORACLE’
FINANCIAL SERVICES

Install hereg

Figure 28. Absolute Tomcat Path
23. Enter the Tomcat installation path (till /webapps) where OFSAAI will be deployed.

®  For Weblogic: The Weblogic Home window is displayed.
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" OFSAAInfrastructure [=[=] = ]

Weblogic Home

Enter Wehblogic Home
For Ext; Jhome jweblogic/beafweblagic 10.3.5.0

fscratchforacle/Middleware fOracle_Home fwiserver

ORACLE"
FINANCIAL SERVICES

Figure 29. Weblogic Home Details
24. Enter the WebLogic home directory path. Click Next. The Weblogic Setup Details screen is displayed.

“m OFSAAInfrastructure
Weblogic Setup Details

Enter weblogic Domain Home
FOr £x0 /home fweblogic/Dea/user_projects/comains mydomain

Install Complete

[aclefMiddieware /Oracle_Home fuser_projectsjdomains /GRCDOM 6

oOoORACLE
FINANCIAL SERVICES

Figure 30. Weblogic Setup Details
25. Enter the path of the Weblogic domain home directory and click Next. The OLAP Details window is
displayed.

% OFsAAInfrastructure ([=[E]rs= |

OLAP Details

& License Note

= Frelnstall Setup 1 = Enahled O=Disahled

D Installation If valug i 1 then ARBORPATH, HYPERION_HOME & ESSBASEPATH
wariables should be set in . profile before installation

(D Install Complete

CONFIGURE OFSAAI OLAP FEATURE :
o

ORACLE’
FINANCIAL SERVICES

Figure 31. OLAP Details
26. Proceed with the default value O displayed.

27. Click Next. The Web Server Details window is displayed.
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Web Server Details

@ License Mote - Context name will be used in your Application URL
& Prelnstall Setup nttp:/ /< webSenverlP > <Serviet por >/ <contextname > flogin.jsp
O ntliation Example - hitp://10.80 50.2 06 9080/ myapp/1ogin jsp

(@ instan Complete

EMABLE HTTPS

WEB SERVER PORT
2457

WEE SERVER IP
0fs52311703

Context name for deployment
[arcsopack

ORACLE’
FINANCIAL SERVICES

Ins er
Cancel Previous et

Figure 32. Web Server Details

28. Select Enable HT'TPS checkbox if you want to configure HT'TPS. Also, enter the Web Server (HT'TP Server)
Port, Web Server IP address (nyhost.mydomain.com), Context name for deployment and Local path to any

folder on the Web Application Server (Tomcat/ Websphere/ Weblogic).

i OFSAAInfrastructure L= )
Web Server Details

& License Mote : Context hame will be used in your Application URL
Q) Preinstall Setup http: £/ <WebServerlP > <Serviet port> f <contextname > /login isp
) inetatiaion Example:- http: £/10.80.50.206: 9080 frvapp/ogin. sp

(D install Complete

| zas57

WEB SERVER IP
07552311703

Context name for deployment
arcsopack

WEB LOCAL PATH
fstratchfofsaadi/ftpshare

Install ere

Figure 33. Web Server Details

29. Click Next. The Database Details window is displayed.

o OFSAAInfrastructure (= = |

Database Details

@ License NOTE
= Prelnstall Setup Specify the Database user name which is the user created for
) Ineraliarion configuration database schema. For example: configuser

Secify the Datahase driver path as <ORACLE_HOME> /jdhc/lin
(@ Install Complete where <ORACLE_HOME> should be replaced with ORACLE_HOME

value.
The ABSOLUTE DRIWER PATH refers to the |DBC driver files path

ORACLE $ID / SERVICE_ NAME ;
[creoB

JDBC URL:
‘mbt'm’ac\a thin: @07552311645: 152 1: GRCDB

x CONFIG SCHEMA USER ID :
ORACLE [ma.orconf4

FINANCIAL SERVICES

Orade Confit ion Schema
r

Instz

Figure 34. Database Details
30. Enter the Oracle SID/Service Name.

GRC Installation Guide 8.0.0.0.0

41



Installing OFS GRC Application Pack
Chapter 4—Installing OFS GRC Pack

Note: The JDBC URL, Configuration Schema User 1D, Oracle Configuration Schema Password, and
Absolute Driver Path are auto-populated.

Absolute Driver Path can be the path where Oracle DB client is installed or JDBC driver is installed. For
example, /scratch/oracle/app/oracle/product/11.2.0/client_1/jdbc/lib.

Database Details

& Licenss NOTE:
& Prelnstall Setup Specify the Database user name which is the user created for
e configuration database schema. For example: configuser
Specify the Database driver path as <ORACLE_HOME> fjdbc/lin
Install Complete wihere <ORACLE_HOME> should be replaced with ORACLE_HOME
value
The ABSOLUTE DRIVER PATH refers to the JDBC driver files path.

CONFIG SCHEMA USER ID
[qa.orcant4

Oracle Confi ion Schema Password

ABSOLUTE DRIVER PATH :
[sscratch/oracte/app/orace/product/11.2.0/client_1/jdbcsli |

ORACLE

FINANCIAL SERVICES
Restore Default H

Choose

Instal B

Figure 35. Database Details
31. Click Next. The Ports Configuration window is displayed.

@ OFSAAInfrastructure

Enter required information
Flote: Parts must have unisu!

1ava pare
[Sat0

Native Port

[t

. Agent Part
ORACLE [H4az
FINANCIAL SERVICES

ICC Server Part

Figure 36. Ports Configuration
Note: The Java Port, Native Port, Agent Port, ICC Server Port, and ICC Native Ports are auto-populated. You
can also configure the Ports settings.

32. Click Next. The Ports Confignration window is displayed.

“m OFSAAInfrastructure [= E3)

Ports Cenfiguration

o
License Enter required infarmation
D Prelnstall Setup Mote: Ports must hawe unigue value.

(O Installation
(D Install Complete

| 4441

Agent Port
[4442

1CC Server Port
[444z

ORACLE

FINANCIAL SERVICES 1CC Native Port
[4444

Install,

Figure 37. Ports Configuration

Note: The OLAP Port, Message Server Port, Router Port and AM Port details are auto-populated. You can also
configure the Ports settings.
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Ports Configuration

Z

License Enter requested information
[ Prelnstall Setup MNote: Parts must have unigue value
(D Installation

[@ nstall Camplete

OLAP Port
[10101

Message Server Port
[4445

3 Router Port
ORACLE [4446
FINANCIAL SERVICES

AM Port
T

In: g —mMmM

Figure 38. Ports Configuration

[= Bl

“m OFSAAlnfrastructure
Ports Configuration

”

License Enter requested information :
(& Preinstall Setup Mote: Parts must have unigue value
[D Installation

Install Complete

| 10101

Message Server Fort
[44as

Router Port
[44a5

ORACLE’
FINANCIAL SERVICES

AM Port
[44a7

In: T ——

Figure 39. Ports Configuration

33. Click Next. The Default Infrastructure Administrator and Authorizer User Password window is displayed.

“m OFSAAInfrastructure. [= 3|

Default Infrastructure Administrator and Authorizer User Password

& License Enter requested information
& Preinstall Setup
O Installation.

(O Install Complete

Please enter password for default Infrastructure
ini: or user SYSADMN

Please re-enter password for default Infrastructure
ini: or user SYSADMN

ORACLE’
AL e o e Please enter password for default Infrastructure authorizer
FINANCIAL SERVICES
user SYSAUTH :

InstallAmy ¢ —M MM ——

Figure 40. Default Infrastructure Administrator and Authorizer User Password
34. Enter the passwords for default System Administrator and System Authorizer users.

35. Click Next. The SFIP Details window is displayed.
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i OFSAAInfrastructure [= 3|

SFTP Details

@ License Mote -
For enahle SFTP : If value is 1 then SFTP will be enabled . If value is

& Prelnstall Setup
0 then FTF will be enabled

[© Instaliation
(D install Complate

ENAELE SFTP:
[1

FILE TRANSFER PORT :
[22

ORACLE’
FINANCIAL SERVICES

Installamywhere

Figure 41. SFTP Details
Note:
m  Enable SFTP and File Transfer Port details are auto-populated.

m  Ensure that the system, on which the OFSAA Infrastructure is being installed, has either
FTP/ SFTP enabled.

B You can also modify the SFTP settings
36. Click Next. The OFSAAI Post Install Details window is displayed.

m OFSAAInfrastructure [=[=] = ]

OFSAAIl Post |nstall Details

@ License FTPSHARE PATH
S Frelnstall Setup [ sscratchyofsaacn

(D Installation.. Eestore Deraun || choose

(O Install Complete
FTP / SFTP USER ID b

[orsaacn

Please enter ture FTP/SFTP password:

ORACLE
FINANCIAL SERVICES

Installanywhere

Figure 42. OFSAAI Post Install Details
37. Enter the FTPSHARE Path. This is same as the OFSAA Staging/ Metadata Repository Ditrectory.
38. Enter the FTP/SFTP User ID and Password for FTPSHARE Directory access

Note: The transfer of data (files) between the OFSAAI Server and the Web Application Server happens over
FTP/ SFTP. Ensure the necessary host configurations ate made for a successful handshake. For more details,

refer Section FTP/ SFTP Configuration for File Transfer.
39. Click Next. The Pre Installation Summary window is displayed.
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Pre-installation Summary

& License Please review the ing before continuing:

& Preinstall Setup
(D Installation
(D Install Complete

Product Name;
OFSAAInfrastructure

Yersion
3.0.0.0.0

Installation Folder
Jscratchfofsaadb /GFSAAI

Required Space
390 MegaBytes

ORACLE’ Available Space
—_ 295597 MegaBytes
FINANCIAL SERVICES

Selactad Larale

Instz ere

Figure 43. Pre-Installation Summary

i OFSAAlnfrastructure (= 3|

& License Please review the following before continuing:
S Preinstall Setup version

8.0.0.0.0
(O Installation
(@ Install Complete Installation Folder
fseratchfofsaadbfOFSAAL

Required Space
390 MegaBytes

Available Space
295597 MegabBytes

Selected Locale
g en_US.utfg
ORACLE

FINANCIAL SERVICES Warnings
None

o

Ins e

Figure 44. Pre-Installation Summary
40. Click Install. The Installing OFSAA Infrastructure window is displayed.

% OFSAAInfrastructure [= 5T |
Installing OFSAAlInfrastructure

& Licenss
@ Prainstall Setup
& Installation

(D Install Complete

©

ORACLE" Installation is in progress...

—eeee This process may take several minutes. Please Wait.
FINANCIAL SERVICES

Extracting duplicates...

Cancel|

Figure 45. Installing OFSAA Infrastructure
Note: Anytime during the installation you can click Cancel to stop the installation. Once completed, the
Installation Summary screen is displayed.
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“m OFSAAInfrastructure
INSTALLATION SUMMARY

License
Frelnstall Setup

INSTALLATION SUMM AR

#FAT AL ERRO o

HERRORS-——— o

#DEBUG STATEMENTS: 667

HIMFORMAT IO 2ls
o

Installation
3 Install Complete

Please see the installation lag under
Jscratchjofsaadb/KIT/OFS_BORC_PACK/OFs_AAl/logs /OFSAMBZ0
15_01_28_06_09_04.log and

Jscratch/ofsaadb/OFSA4 OFSA&INfrastructure_Install.log for more
details

Click an Mext ta continue

ORACLE"
FINANCIAL SERVICES

Figure 46. Installation Summary
Note: The Summary screen displays the number of Fatal Errors, Errors, Debug Statements, Information,
and Warnings along with the location of log files.

41. Click Next. The Installation Complete window is displayed.

IR LA ALIVT T T IELS

@ License

@ Frelnstall Setup
D Installation

& Install Complete

Congratulations! Oracle Financial Services Anaktical Applications
Infrastructure has been successfully installed

Click on "Done” to exit the installer. Please do not close the
console. Post Install activites will be perfarmed in console

ORACLE’
FINANCIAL SERVICES

Figure 47. Installation Complete

42. Click Done. The following message is displayed: Please wait, pack_install is being configured for your system. This may
take a moment.
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Please Wait

& Prelnstall Setup
[ Installation.
[ Install Complete

“wm pack install [ = ]

- - - e a moment..

1 a Installing Financial Services Gowernance, Risk and Compliance Applications Pack.
[ ]

ORACLE
FINANCIAL SERVICES

InstallArssvhere

Figure 48. Checking OFSAAI Services
43. The Checking OFSAA Service screen is displayed.

Note: This step verifies the OFSAA services startup. In case of errors during services check, an
appropriate error message is displayed.

44. On completion of Application Pack installation, the Installation Summary screen is displayed.
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IMSTALLATIOR SUM M ARY:

& Preinstall Setup
& Installation

) Install Complete #DEBUG STATEMENTS: 124
#INFORMATIONS ---—- 33
FUWARNINGS - ——— o

Mote
Flease see the installation log under fscratch/ofsaaappfOFS_Adhl_PACK /logs/Pack_Install. log
Click an Mext 1o continue.

ORACLE
FIANCIAL SERVICES

Figure 49. Installation Summary
Note: In case of any ERRORS/ FATAL ERRORS, contact Oracle Support.
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@ Preinstall Setup Click on "Done” to exit the installer. Please do not close the consaole. Past Install activites will be performed in console

& Installation
P Install Complete

ORACLE
FIVANCIALSERVICES

Previous Done

Figure 50. Installation Complete
45. Click Done.

Note: The installation process continues on the console. Do not close the console until the installation
process is complete.

GRC Installation Guide 8.0.0.0.0 49



Installing OFS GRC Application Pack
Chapter 4—Installing OFS GRC Pack

F . LAL.profile

b cd Szoratchdofzaaapp/OFS_ARAI_PACK bin

e

FSAAL, jar inztall,jar pack_inztall,bin setup.sh
b L Szetup,sh GUI

FIC_HOME : /=scratchfofzaaappAAAIPACK

Frvironment check utility started,,,

[ava Validation Started ...

Java found in § Ascratchf/ofzaadjdkl,6,0_25/bin
JAVA Merszion found @ 1,6,0_25

JAVA Bit Version found ¢ B4-bit

[ava Validation Completed, Status § SIUCCESS

Frvironment Variables Validation Started ...

ORACLE_HOHME : sscratchd/OracleClientllo/products11,2,0/client_1

THS_ADMIM : #zcratchsOracleClientllo/products/11,2,0/client _1/metwork/admin
Frvironment. Yariables Yalidation Completed, Status @ SUCCESS

S specific Yalidation Started ...

Unix shell found 3 /bindksh, Status @ SUCCESS
Total file descriptors ¢ 19000, Status : SUCCESS
Total number of process 3 10240, Status ;@ SUCCESS
05 version + b, Status ¢ SUCCESS

S specific Yalidation Completed, Status : SUCCESS

B zpecific Validation Started ...

Oracle Client version  11,2,0,3,0, Status & SUCCESS

CREATE SESSIOM has been granted to uzer, Status 3 SUCCESS

CREATE PROCEDURE haz been granted to user, Status § SUCCESS

CREATE WIEW haz been granted to user, Status @ SUCCESS

CREATE TRIGCER has been granted to user, Status 3 SUCCESS

CREATE MATERIALIZED WIEW haz been granted to user, Status 3 SUCCESS

CREATE TABLE has been aranted to user, Status : SIUCCESS

CREATE SEQUEMCE has been granted to user, Status $ SUCCESS

SELECT privilege iz granted for V_#nls_parameters wiew, Current walue 3 SELECT, Status ; SUCCESS
MLS_LEWGTH_SEMANTICS : BYTE. Current walue : BYTE, Status : SUCCESS

HLS_CHARACTERSET : AL32UTFS, Current walue : AL3ZUTFS, Status @ SUCCESS

SELECT privilege iz granted for V_fparameter wiew, Current walue 3 SELECT, Status § SUCCESS

Open curzor value iz greater than 1000, Current walue @ 1200, Status @ SUCCESS

Oracle Databaze Partitioning feature iz enabled, Current walue : Partitioned, Status : SUCCESS
SELECT priwvilege iz granted for USER_TS_OUOTAS wiew, Current walue i SELECT, Status 3 SUCCESS
Schema iz granted with at least 900 ME table space, Current walue : 1073741824, Status § SIUCCESS
Oracle Server version Current walue 3 11,2,0,3.0, Status @ SUCCESS

B specific Yalidation Completed, Status : SUCCESS

Ervironment. check wutility Status @ SUCCESS

tarting inztallation,,,

reparing to install...

Evtracting the installation resources from the installer archive,.,
onfiguring the installer for thiz system’s environment,,,

Launching installer,,,

R e R R R
TEL characters removal started ..,

TEL characters removal over ...

lindows executable files removal started ...

lindows executable files remowval ower ...

e are now in Ascratch/ofsaaapp ...

nztallation completed...
A |

Figure 51. Installation Complete
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46. Pollowing message is displayed: You have successfully installed the OFS GRC Application Pack.

Note: Download and install patch for Bug 21160684 if installing this release of the OFS GRC Application
Pack version 8.0.0.0.0 on Java 8.

Silent Mode Installation

In the Silent Mode Installation you must configure the product xml files and follow the instructions in command
prompt.

Configuring OFSAAI_InstallConfig.xml
For Configuring OFSAAI_InstallConfig.xml, refer APPENDIX L

Configuring OFS_BGRC_PACK.xml
For configuring OFS_BGRC_PACK .xml, refer to APPENDIX K.

Configuring InstallConfig.xml
For configuring InstallConfig.xml, refer to APPENDIX L.

Configuring OFS_BGRC_SCHEMA_IN.xml file
For configuring OFS_ BGRC_SCHEMA .xml, refer to APPENDIX K.

Running Installer in Silent Mode

To install the OFSGRC in Silent mode, execute the following command:
1. Navigate to the path <DOWNLOAD DIRECTORY>/0FS_BGRC_PACK/bin
2. To install OFS GRC Application Pack on:
® For Java 7: Proceed with step 3.

e For Java 8: Edit the Ver Info . tXt file to modify the value for property JAVA_VERSION to 1.8. Save the
changes and proceed with step 3.

3. Execute the application pack installer with SILENT option.
4. Execute the command ./setup.sh SILENT
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Figure 52. Validation Process

5. Enter the Infrastructure FTP/SFTP password value, when prompted at the command prompt.
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Table 6. Console Prompts

Console Prompts User Inputs

Enter Infrastructure FTP/SFTP password. Enter the password to access Product Staging/Metadata
repository directory in the application server.

Note: In case the prompt reads as follow, enter the username/ password for accessing the product Staging/ Metadata
Repository FTPSHARE.
® Kerberos username [user]

® Kerberos password for user

6. Enter Always, when prompted to add host key fingerprint.
7. The OFSAAI License Agreement is displayed.

Figure 53. OFSAAI License Agreement

8. Accept the License Agreement.

Table 7. Console Prompts

Console Prompts User Inputs
Are you accepting the terms Enter Y if you accept the license agreement and want to proceed with
and conditions mentioned installation.

above? [Y/N].

Please nter password for Enter the password for the System Administrator.
default Infrastructure
administrator user SYSADMN.
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Table 7. Console Prompts

Please re-enter password for Enter the same password again to confirm its validity.
default Infrastructure
administrator user SYSADMN.

Please enter password for Enter the password for the System Authorizer.
default Infrastructure
authorizer user SYSAUTH.

Please enter password for Enter the same password again to confirm its validity.
default Infrastructure
authorizer user SYSAUTH.

Note: SYSADMN and SYSAUTH are the two default OFSAAI administrative users created.

Figure 54. Installation Completes
The following message is displayed in the console: Installation completed. ..

9. On completion of installation, refer the installation log files.

For more information, refer Verifying Log File.
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Note:

® The installation process continues on the console. Do not close the console until the installation process is
complete.

® Download and install patch for Bug 21160684 if installing this release of the OFS GRC Application Pack
version 8.0.0.0.0 on Java 8. This patch is not required if an existing OFSAA instance already exists and is
configured for Java 8.

Verifying Log File

Refer the following logs files for more information:

® Refer the Pack_Install.log located at OFS_BGRC_PACK/10gs/ folder for OFS GRC Application Pack
installation log file.

® Refer the log file(s) located at OFS_BGRC_PACK/OFS_AAI/l1ogs/ folder for Infrastructure installation log.

® Refer the OFSAAlnfrastucture_Install.log located at OFSAA Installation Directory folder for Infrastructure
installation log.

® Refer the OFS_BGRC_LOG. log located at OFS_BGRC_PACK/OFS_BGRC/ logs folder for OFS BGRC
Application Installation.
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CHAPTER 5 Post Installation Configuration

This chapter explains the post installation steps. On successful installation of the Oracle Financial Services
Governance, Risk, and Compliance Pack, follow these post installation steps.

This chapter includes the following sections:
® Creating and Deploying the Application Pack Web Archive
e Configuring Resource Reference
e Starting OFSAA Infrastructure Services
® Operational Risk Analytics (ORA) Batch
e Configurating Axis API
® E-mail Configuration
e OBIEE Configuration
e Configurations for Java 8
® Accessing OFSGRC Application Pack
® Performing Post Deployment Configurations
® Operational Risk Analytics (ORA) Batch
e Configurating Axis API
® Taking Backup
® Deploying Operational Risk Dashboard Analytics
® E-mail Configuration
e OBIEE Configuration
e Configurations for Java 8

e Installing OFS GRC Application Pack 8.0.0.0.0 over Higher version of OFS AAI (Infrastructure) 8.0.x.0.0

Creating and Deploying the Application Pack Web Archive

On successful installation of the OFS GRC Application Pack, the web archive file is automatically generated.
However, you need to deploy the generated web archive file on the Web Application Server.

For identifying the location of the generated web archive file and for generating and deploying the web archive file at
any time later, refer APPENDIX C.
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Configuring Resource Reference

Configure the resource reference in the Web Application Server configured for OFSAA Applications. Refer
APPENDIX B for details on configuring the resource reference in WebSphere, WebLogic, and Tomcat Application
Servers.

Creating Sample Users

After successful installation, you can create sample GRC application users through scripts available under following
path:

$FIC_HOME/ficdb/Test_Data.

To Execute Sample User Scripts, follow these steps:
1. Navigate to $FIC_HOME/ficdb/Test_Data
2. Connect to config schema through sqlplus.
3. Execute command @"Execution_order.txt"
4. Commit the change.

Note: Sample users are useful for understanding of OFS GRC application in initial stages. However,
Oracle doesn't restrict on use of OFS GRC application only through sample users.

This script needs to be executed each time any of the App from GRC pack gets enabled post installation.
Compiling Data Base Objects

Login to atomic schema and make sure that all data base objects are compiled.
Starting OFSAA Infrastructure Services

Start the OFSAA Infrastructure Services prior to deployment or accessing the OFSAA Applications.
Refer to the APPENDIX D for details on Start/ Stop OFSAA Services.

Adding TNS entries in TNSNAMES.ORA file

Add TNS entries in the tnsnames . ora file, for every schema created for the Application Pack
To find the tnsname for the entries, follow these steps:
1. Login to the application using System Administrator privileges.
. Navigate to System Configuration & Identity Management tab.

2
3. Click Administration and Configuration. Select System Configuration and click Database Details.
4. Expand the drop-down list for Name to get the list of TNS entry names.

5

. Alternatively, you can connect to the CONFIG schema and execute the following query:

Select dbname from db_master where dbname !'="CONFIG"
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Accessing OFSGRC Application Pack

Prior to accessing the OFSGRC application ensure the Internet Explorer Settings are configured.

Refer to APPENDIX E for details on accessing the OFSGRC Application on successful deployment of the
application web archive.

Performing Post Deployment Configurations

Prior to using the OFSGRC Application perform the Post Deployment Configuration steps detailed in
APPENDIX F.

Operational Risk Analytics (ORA) Batch

To move data from processing to reporting tables, ORA batch needs to be executed. This can be done, once OFS
GRC pack installation is done and setup is ready for use. Before executing this batch make sure proper data has been
inserted into processing table either through application front end or through staging table.

Note: This section is applicable if OFSORA is enabled.
To execute ORA batch, follow these steps:

Login to OFS GRC application with user having ORA Admin credentials. You can log in with AORADMIN user, if
sample user scripts are ran as mentioned in section Creating Sample Users.

1. Access Common tasks. Select Rules Administration, and clisk Run screen.
. Select Run Name as Integrated_Domain.

. Click on Fire Run icon in the grid.

2

3

4. Click OK on the confirmation window without any change.

5. This generates a Batch in the Batch Execution section of Operations module.
6. Execute the Batch from the Batch Execution screen of Operations module.

7

. Navigate to Batch Monitor screen to know the status of batch execution.
Configurating Axis API

This step is optional and required only if the web application server is Apache Tomcat. If you use any other web
application server, skip and proceed to next step.

Copy the Jaxrpc.jar from the <OFSAA Installation
Directory>/axis-1_4/webapps/axis/WEB-INF/1ib and place it in under <Tomcat Installation
Directory>/1ib and restart the Tomcat Server.
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Taking Backup

The backup should be kept until the application runs successfully. Take a backup of the following post installation.
® OFSAAI Configuration schema
® OFSAAI Installation directory
e OFSAAI FTPSHARE directory
o OFSAAI Atomic Schema

Deploying Operational Risk Dashboard Analytics

This section explains how to deploy Configuration and Deployment of GRC Analytics on Oracle Business
Intelligence Enterprise Edition (OBIEE).

This section includes the following sections:

Installing OBIEE Server

e Installing OBIEE Windows Administration Client
® Disabling the Cache Feature in OBIEE Server

® Deploying Operational Risk Report Analytics

® Post Installation Steps

® Security setting for ORA

For more information on deploying operational risk dashboard analytics, refer Deploying Operational Risk
Dashboards Analytics APPENDIX M.

E-mail Configuration

This section describes how to configure the email utility for GRC application.

This configuration is required if SMTP details are not filled in
OFS_BGRC_PACK\OFS_BGRC\conf\Instal IConfig.xml during installation.

To configure the email utility for GRC application, follow these steps:
The web application server should have access to the SMTP server at the designated port.
Update the following entries in the configuration table in config schema.
Following values are examples, needs to be updated as required.
e REV_SMTP_HOST - 'internal-mail-router.oracle.com'
e REV_SMTP_PORT - 25
e MAILUTILITY_SLEEPINTERVAL - 40000 (in Micro Seconds)
e MAILUTILITY_STATUS - 'Yes'
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e REV_MAIL_FROM - GRCdmin@oracle.com

OBIEE Configuration

Update the following entries in the configuration table in config schema.

This configuration is required if OBIEE details are not filled in
"OFS_BGRC_PACK\OFS_BGRC\conf\Instal IConfig.xml" during installation.

e OBI_URIL_<<INFODOM>> - http://<ip address or
hostname>:<port>/analytics/saw.dll

o <<INFODOM_SEGMENT>>_OBI_URL - http://<ip address or hostname>:<port>

Configurations for Java 8

Refer to the following instructions to extract and apply the patch.

1. Copy the downloaded patch file (21160684) to your OFSAA server in Binary mode.

For more informaiton on downloading the patch files, refer Prerequisite Information, go to Category - Others
and Sub-Category - OFSAA in Installer and Installation Prerequisites chapter.

2. Follow the instructions given in the Readme to apply the patch.

3. If the Oracle Database version is 12¢, copy 0jdbc7 . jar from $ORACLE_HOME/jdbc/11ib to the

following locations:

$FI1C_HOME/utility/OFSAAGenerateRepository/lib/
$F1C_HOME/realtime_processing/WebContent/WEB-INF/1ib/
$FIC_HOME/Ficdb/lib/

$FIC_HOME/ficapp/icc/lib/
$FI1C_HOME/Ficapp/common/FICServer/lib/
$F1C_HOME/FMStandalone/FormsManager/WEB-INF/1ib/
$F1C_HOME/Fficweb/webroot/WEB-INF/lib/
$FIC_HOME/ficdb/etl/classes/

4. If the Oracle Database version is 11g, copy ojdbc6.jar from $ORACLE_HOME/ jdbc/ b to the following
locations:

$FIC_HOME/utility/OFSAAGenerateRepository/lib/
$FI1C_HOME/realtime_processing/WebContent/WEB-INF/1ib/
$FIC_HOME/Ficdb/lib/

$FIC_HOME/ficapp/icc/lib/
$F1C_HOME/Ficapp/common/FICServer/lib/
$FI1C_HOME/FMStandalone/FormsManager/WEB-INF/1ib/
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m  $FIC_HOME/fTicweb/webroot/WEB-INF/1ib/
m  $FIC_HOME/Ficdb/etl/classes/

Installing OFS GRC Application Pack 8.0.0.0.0 over Higher version of OFS
AAI (Infrastructure) 8.0.x.0.0

This section explains step to install OFS GRC Application Pack 8.0.0.0.0 release on an existing OFSAA instance.
Where the OFSAA infrastructure (OFS AAl) is already upgraded to a higher release for example, 8.0.1.0.0,

To install OFS GRC Application Pack 8.0.0.0.0 over Higher version of OFS AAI (Infrastructure) 8.0.x.0.0, follow
these steps:

1. Navigate to $FIC_HOME/Post_AAI_Migration folder.

2. Execute ./aaipi.sh
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appENDIXxA Configuring Web Server

This appendix includes the following sections:
e Configuring Web Server
e Configuring Web Application Server

Configuring Web Server

This step assumes an installation of a Web Server exists as per the prerequisites.

Refer the product specific Installation Guide/ Configuration Guide to install/ configure the Web Server. If an
installation already exists, skip and proceed to the next step.

Make a note of the IP Address/ Hostname and Port of the web server. This information is required during the
installation process.

Refer Oracle Financial Services Analytical Applications Infrastructure Security Guide mentioned in the , on page xi, section
for additional information on securely configuring your Web Server.

Configuring Web Application Server

This step assumes an installation of a web application server exists as per the prerequisites. To configure the Web
Application Server for OFSAA Deployment refer the sections below.

This section includes the following topics:
® Configuring WebSphere Application Server for Application Deployment
e Configuring WebLogic for Application Deployment
e Configuring Apache Tomcat Server for Application Deployment

Note: Make a note of the IP Address/ Hostname and Port of the web application server. This information is
required during the installation process (required if Web Server is not configured).

Refer OFSAA Secure Configuration Guide/ Security Guide mentioned in the Related Documents section for
additional information on securely configuring your Web Server.
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Configuring WebSphere Application Server for Application Deployment

You can deploy multiple OFSAA applications on different profiles of a WebSphere application server. To create
multiple WebSphete "Profiles", use the command line option as explained below. A profile is the set of files that
define the runtime environment. At least one profile must exist to run WebSphere Application Server.

This section includes the following topics:
® Creation of New Profile in WebSphere
® Manage Applications in WebSphere
® Delete WebSphere Profiles
® WebSphere HTTPS Configuration
® WebSphere Memory Settings

Creation of New Profile in WebSphere

The Profile is created in WebSphere through command line using the manageprofiles.sh which resides in
<WebSphere Install directory>/ AppServer/ bin.

The command to create a profile without admin security through command line is as follows:

"manageprofiles.sh -create -profileName <profile> -profilePath
<profile_path> -templatePath <template_path> -nodeName <node_ name>
-cellName <cell_name> -hostName <host_name>"

Example:

$usr/home>./manageprofiles.sh -create -profileName mockaix
-profilePath/websphere/webs64/Appserver/profiles/mockaix
-templatePath/websphere/webs64/Appserver/profileTemplates/default
-nodeName ipa020dorNode04 - cellName ipa020dorNode0O4Cell -hostName
ipa020dor

The command to create a profile with admin security through command line is as follows:

"manageprofiles.sh -create -profileName <profile> -profilePath
<profile_path> -templatePath <template_path> -nodeName <node_name> -cel IName
<cell_name> -hostName <host_name> -enableAdminSecurity true -adminUserName
<Admin User Name> -adminPassword < Admin User Password> -samplespassword
<sample User Password>"

Example:

$usr/home>./manageprofiles.sh -create -profileName mockaix
-profilePath/websphere/webs64/Appserver/profiles/mockaix
-templatePath/websphere/webs64/Appserver/profileTemplates/default -nodeName
ipa020dorNode04 -cellName ipa020dorNode04Cell -hostName ipa020dor
-enableAdminSecurity true -adminUserName ofsaai -adminPassword ofsaai
-samplespassword ofsaai”
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Note: While using the manageprofiles.sh command to create a New Profile in WebSphere, you can also use
"-validatePorts" to validate if the specified ports ate not reserved or in use. Additionally, you can specify new
ports with "-startingPort <base port>" which specifies the starting port number to generate and assign all ports
for the profile. For more information on using these ports, refer WebSphere manageprofiles command.

Manage Applications in WebSphere
To manage the installed applications in WebSphere, do the following:
1. Open the administrator console using the following URL:
http://<ipaddress>:<Administrative Console Port>/ibm/console
Example: http://10.111.222.333:9003/ibm/console (https if SSL is enabled)

Note: Administrative Console Port value is available in serverindex.xml file within <WebSphere Profile
Directory>/config/cells/<Node Cell>/nodes/<Node Name> ditectory.

The Integrated Solutions Console Login window is displayed.

Integrated Solutions Console

Log in to the console,
User ID:

upgs?3
Password:

Log in

E“ _

i

Figure 55. Integrated Solutions Console Login

2. Log on with the User ID provided with the admin rights.

3. From the LHS menu, expand the Applications > Application Type> WebSphere Enterprise
Applications. The Enterprise Applications screen is displayed.
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Enterprise Applications

Uze this page to manzsge installed applications. A single zpplication can be deployed onto multiple servers.
Praferences
Start S[cpl [nu!l\| Uninstall | Updsts | Rellout Update Remove File J Expart | Expert DOL || Expore File
@ @ =
+ 4
o T
Select| Name - Application Status g_

You can administer the following resources:

O Dafsultanslication L]
O |t 3
= e .-’
O |sessza r

Tetal 4

Figure 56. Enterprise Applications

This Enterprise Applications screen helps you to:
® Install new application
® Uninstall existing applications

® Start or Stop the installed applications

Delete WebSphere Profiles
To delete a WebSphere profile, do the following:
1. Select the checkbox adjacent to the required application and click Stop.
2. Stop the WebSphere profile to be deleted.
3. Navigate to WebSphere directory:
<WebSphere_Installation_Directory>/AppServer/bin/
4. Execute the command:
manageprofiles.sh -delete -profileName <profile_name>
5. Delete profile folder.
Example: <WebSphere_Installation_Directory>/AppServer/profiles/<profile_name>
6. Execute the command: manageprofiles.sh

7. Validate and update Registry.

WebSphere HTTPS Configuration
Following are the steps for configuring an HTTPS Transport on WebSphere:
1. Create a profile using the Profile Creation Wizard in WebSphere.

Note: Note down the https port specified during this process and use the same as servlet port or web
server port during OFSAALI installation.
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2. To enable https configuration on Infrastructure, assign value 1 to "HTTPS_ENABLE" in
OFSAAI_InstallConfig.xml for Silent mode OFSAALI installation.
WebSphere Memory Settings
To configure the WebSphere Memory Settings:

1. Navigate to Websphere applications server > Application servers > serverl > Process
definition > Java Virtual Machine.

2. Change the memory setting for Java Heap:

Initial heap size = 512

Maximum heap size =3072

Configuring WebLogic for Application Deployment

You can deploy multiple OFSAA applications on different domains of a stand-alone Weblogic application Server. To
create a2 WebLogic "Domain" you can use the Domain Creation wizard. A domain is the set of files that define the
runtime environment. At least one domain must exist to run WebLogic Application Server.

Note: For deployment on Oracle WebLogic Server 12.1.2+ (64 bit) with Java 8, download and install patch
187292064

This section includes the following topics:
® Creating Domain in WebLogic Server
® Delete Domain in WebLogic

® WebLogic Memory Settings

Creating Domain in WebLogic Server
To create a new domain using Configuration Wizard in WebLogic, do the following:

1. Navigate to the directory <WLS_HOME>/wlserver/common/bin and execute the
command:\config.sh. The Welome window of the Configuration Wizard is displayed.
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Y Fusion Middleware Configuration Wizard Ilﬁ

Welcome

ORACLE

® Create a new WebLogic domain

Create a WabLoglc domaln in your projects directory.

O Extend an existing WebLeogic domain

Usethis option to add new components o an existing domain and modify configuration setings.

[ || neo | [ wer |

Figure 57. Welcome Screen

2. Select Create a new WebLogic domain option and click Next. The Select Domain Source window is displayed.

7 Fusion Middleware Configuration Wizard I. X
Select Domain Source
ORACLE’
@ a domain configured ically to support the following prod
O Base this domain on an existing template
e |[ e | (oo | [ et |

Figure 58. Select Domain Source

3. Select the Generate a domain configured automatically to support the following products option and click
Next. The Specify Domain Name and Location window is displayed.
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[ Fusion Middleware Configuration Wizard

Specify Domain Name and Location

ORACLE
Enter the name and location for the domain:
Diomain name: . MockSal
Domain location: | Awebloiciwebl10 Sbeakiser srojectskomains | arowse |
e [ [eous | [ e |

Figure 59. Specify Domain Name and Location

4. Enter the Domain Name and Location. Click Browse to navigate and specify the location. Click Next. The

Configure Administrator Username and Password window is displayed.

| ) Fusion Middleware Configuration Wizard !l X

Configure Administrator User Name and Password

ORACLE'

. Disgard Changes

"User name. | manager
*Uzer password | vnansnnn
*Confifm User password | |

Dezcription: | This ser (2 the dafaut sdministrator

(e [

ot ]

Figure 60. Configure Administrator Username and Password

5. Enter the User name and User password to be assigned to the Administrator. Ensure that the password is of

minimum 8 characters in length.

6. Re-enter the password for confirmation and add a brief Description. Click Next. The Configure Server Start

Mode and JDK window is displayed.
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) Fusion Middleware Configuration Wizard !l b

Co

nfigure Server Start Mode and JOK

ORACLE’

Before putting your domain info production, make sure thal the production environment is secure. For more information, see the topic ‘Securing &

Production Environment in the WebLogic Server documentation.

Ltiize boot properties for usemame and

password and pol for applications to deploy.

Sun JOK recommended for better startup
during fterai

O Production Mode
Redquire the entry of a uzamams and pazsword
and do not poll for spplcations to deploy,
WighLogic JRockit JOK recommended for better

To use WebLogic JRockt in prockiction, Oracle u develaping and testing your sppications with WebLLogic JRockit early in the project cycle,

For information about WeblLogic JRockd, see the WebLogic JRockt documentation.

| WebLogic Dormein Startup Mode JOK Selection |
® Development Mode ® Available JOKs

Sun SOK 16,018 @ AisrAdkd 5.0_18

ruritime performance and management. ation |
[ et |[ Bk previous || et |

Figure 61. Configure Server Start Mode and JDK

7. Select the following options:

8. Click Next. The Select Optional Configuration window is displayed.

® In the WebLogic Domain Startup Mode section, select the required mode (Development Mode or

Production Mode).

® In the DK Selection section, select Other JDK. Click Browse and navigate to the JDK location.
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Select Optional Configuration

ORACLE’

(e | wee |

Administration Server
Moty Settings:
[ Managed Servers, Clusters and Machines
Add of Delete
Moty Selings
[ RDBMS Security Store
Modify Settings

Previous || e

Figure 62. Select Optional Configuration

9. Select Administration Server. A WebLogic Server domain must have an Administration Server. You can also
select Manages Servers, Clusters and Machines and RDBMS Security Store if required.

10. Click Next. The Configure the Administration Server window is displayed.

) Fusion Middleware Configuration Wizard l.n
conﬂgum the Administration Server
ORACLE
. Disgard Changes
Name: | Aginserver |
"Listen address: All Local Addresses N |
Listenpat | 7007 ]
SsLensbledt [
. Ext . Help . .E(amus . Mest

Figure 63. Configure the Administration Server
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11. Enter Administration Server details such as the Name, Listen address, Listen Port, SSL listen port, and SSL
enabled (for secure login using https) check box.

12. Click Next. The Configuration Summary window is displayed.

Note: Make a note of the Listen Port or SSL Listen Port value (ex: 7007), since the same has to be entered in
the Servlet port field during installation.

E) Fusion Middleware Configuration Wizard

Configuration Summary

OoORACLE
Diomain Summany Chck on an #em in the Domain Summary pane on the left 1o inspect its attributes in the
Summary View: Detalls pane below. You can make limed adustments by cheking Previous to return to a
|Deploymeﬁ _"'| prior panel, If everything is salisfactory, click MNext,
) MockSal (Aweblogichwebt 01 3beatsser_projectsidomainy
Aftribute Value

[ adminserver
Mame Basic WebLogic Server Damain
Descripion  Create a basic WeblLogic Server domaln without instaling sample application
Author Oracle Corporation

Location FereblogicAvebl 01 3heatsisarver 10 Jicommondemplatesidomainsieds jar

[ 3 K1 ][]

Exzit Help Previous Create

Figure 64. Configure Server Start Mode and JDK

13. Verify the configuration details of the WebLogic domain and click Create. The Creating Domain window is
displayed with the status indication of the domain creation process.
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[ Fusion Middleware Configuration Wizard -]

Creating Demain
ORACLE’

Progress:
| foo%

Extracting Domain Contents...

Creating Domain Security Information. ..
Sarving the Domain Information...

Storing Domain Infarmation...

String Substiuting Domain Files...
Performing O Specific Tasks...
Performing Post Domain Creation Tasks..,
Domain Created Successfullyl

Domain Location: fweblogicwebl 01 3bealuser_profecisidomains MockSol
Admin Server URL: htip: Hps8arev: 1007

ORACLE’

Figure 65. Configure Server Start Mode and JDK

14. Click Done when complete. The domain server is created enabling the deployment of multiple Infrastructure
applications on a single WebLogic.

Note: Note down the HTTPS port specified during this process and use the same as servlet port or web server
port during OFSAAI Installation.

To enable https configuration on Infrastructure, assign value 1 to "HTTPS_ENABLE" in
OFSAAI_InstallConfig.xml for silent mode OFSAALI installation.

15. Add a java option entry -DUseSunHttpHandler=true in WLS_HOME/bin/ 'setDomainEnv.sh' file
(Required only if self signed certificate is used).
Delete Domain in WebLogic
1. Navigate to the following directory:
<WebLogic Installation directory>/user_projects/domains/<domain name>/bin
2. Execute ./stopWebLogic.sh to stop the WebLogic domain.
3. Delete the WebLogic domain.

WebLogic Memory Settings
To configure the WebLogic Memory Settings:

1. Change the memory setting for Java Heap to -Xms512m -Xmx1024m in setDomainEnvsh file, which resides in the
folder <DOMAIN_HOME>/bin and in CommEnv.sh file which resides in the folder common/bin.
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2. Edit this file for customizing memory settings and garbage collector settings depending on the available
hardware configuration.

Example 1:
if [ "${JAVA VENDOR}" = "Sun™ ] ; then
WLS_MEM_ARGS_64BIT="-Xms512m -Xmx1024m"
export WLS_MEM_ARGS_64BIT
WLS_MEM_ARGS_32BIT="-Xms512m -Xmx1024m"
export WLS_MEM_ARGS_32BIT
else
WLS_MEM_ARGS_64BIT="-Xms512m -Xmx1024m"
export WLS_MEM_ARGS_64BIT
WLS_MEM_ARGS_32BIT="-Xms512m -Xmx1024m"
export WLS_MEM_ARGS_32BIT

Example 2:

JAVA_VM=
MEM_ARGS="-Xms256m -Xmx1024m"

Configuring Apache Tomcat Server for Application Deployment
This section is applicable only when the Web Application Server type is Tomcat.
This section includes the following topics:

® Tomcat User Administration

® Configure Tomcat to use JAVA 64 bit Executables

e Configure Servlet Port

® SSL Port Configuration

® Apache Tomcat Memory Settings

Tomcat User Administration

The Tomcat administration and manager application does not provide a default login. You are required to edit
""$CATALINA_HOME/conf/tomcat-users.xml' as instructed below.

This file contains an XML tag <user> for each individual user, which will display the username and password used
by admin to log on to Tomecat, and the role names to which the admin user is associated with. For example, <user
name=""admin" password="admin" roles="'standard,manager' />
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1. Add the manager role to any one of the existing username/password combination as shown in the example
above.

2. Use the same username/password to which the manager role has been assigned to access the Tomcat
Application Manager.

3. If the Tomcat server is already running, it requires a re-start after the above configuration is done.

Configure Tomcat to use JAVA 64 bit Executables
1. Navigate to the "§CATALINA_HOME/bin" folder.
2. Edit the setclasspath.sh as explained below.

3. Replace the following block of text

# Set standard commands for invoking Java.
_RUNJAVA=""$JRE_HOME"/bin/java

if [ "$0s400" !'= "true" ]; then
_RUNJDB=""$JAVA_HOME"/bin/jdb

With:

# Set standard commands for invoking Java.
_RUNJAVA="$JAVA_BIN"/java

if [ "$0s400" 1= "true" ]; then
_RUNJDB=""$JAVA BIN"/jdb

4. If the Tomcat server is already running, it requires a re-start after the above configuration is done

Note: In case tomcat is installed under different Unix profile, set JAVA_BIN environment variable in .profile to
include the Java Runtime Environment absolute path.

For example:export JAVA_BIN /usr/java6_64/jre/bin
export JAVA BIN = /Zusr/java6_64/jre/bin//sparcv9 for Solaris Sparc
Configure Servlet Port

The default servlet port configured for the Tomecat installation is 8080. Ignore this section if you need to use the
default port.

If you need to use a different port numbet, you must first configure the port in the "server.xml" in the "conf"
directory of Tomcat Installation directory. The following steps guide you through the configuration process:

1. Navigate to $CATALINA HOME/conf. Open server .Xml and locate the tag"Define a non-SSL
HTTP/1.1 Connector on port 8080 "

2. Against this tag, a parameter is specified 'Connector port = "8080" *. Edit this value to the new port
number that was used during the Infrastructure installation process.

3. Save your changes in "'server.xml"

Note: Make a note of the servlet port configured. This information is required during the installation of
OFSAA Application Pack.
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SSL Port Configuration

If you need to configure and access your OFSAA setup for HTTPS access, ensure that the following connect tag
under "Define a SSL HTTP/1/1 Connector on port 8443" in

"<Tomcat_installation folder>/conf/server.xml" file is uncommented for SSL Configuration. (By
default, it is commented).

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled=""true™
maxThreads="150" scheme="https" secure=""true"
clientAuth="false" sslProtocol="TLS"

Note:

® Make a note of the servlet port configured. This information would be required during the installation of
OFSAA Application Pack.

® To enable https configuration on Infrastructure, assign value 1 to "HTTPS_ENABLE" in
OFSAAI_InstallConfig.xml for SILENT mode OFSAAI installation.

For more information related to SSL Configuration on Tomecat, refer to http://tomcat .apache.org/

Apache Tomcat Memory Settings
To configure the Apache Tomcat Memory Settings:
1. Locate the file catalina. sh which resides in the folder <CATALINA HOME>/bin.

2. Edit this file for customizing the memory settings and garbage collector settings depending on the available
hardware configuration.

3. Add the memory setting for Java Heap to -Xms512m -Xmx1024m
4. Example
if [ -z "$SLOGGING_MANAGER" ]; then

JAVA_OPTS="$JAVA_OPTS -Xms512m -Xmx1024m
-Djava.util._logging.manager=org.apache.juli.ClassLoaderLogManager"
else

JAVA_OPTS="$JAVA_OPTS -Xms512m -Xmx1024m $LOGGING_MANAGER"fi
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aprENDIx B CoNfiguring Web Application Servers

This appendix includes the following topics:
® Configure Resource Reference in WebSphere Application Server
e Configure Resource Reference in WebLogic Application Server

® Configure Resource Reference in Tomcat Application Server

Configure Resource Reference in WebSphere Application Server

This section is applicable only when the Web Application Server is WebSphere.
This section includes the following topics:

® Create JDBC Provider

® Create Data Source

® |2C Authetication Details

e JDBC Connection Pooling

Create JDBC Provider
To create JDBC Provider follow these steps:

1. Open the WebSphere admin console in the browser window: http://<ipaddress>:<administrative
console port>/ibm/console. (https if SSL is enabled). The Login window is displayed

2. Login with the User ID that has admin rights.

3. Expand the Resources option in the LHS menu and click JDBC > JDBC Providers. The [DBC Providers
window is displayed.
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IDBEC providers T=
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Figure 66. JDBC Providers

5. Select the Scope from the drop-down list. Scope specifies the level at which the resource definition is visible.

6. Click New to add new JDBC Provider under the Preferences section. The Create new JDBC provider window is
displayed.
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Create a new JDBC Provider

Step 1: Create new
IDAC provider

Step 2: Enter
database class path
information

Step 3: Summary

Next] | Cancel |

Sat the basic configuration values of a JDBC provider, which encapsulates the specific
veandor JDEC driver implemeantetion cissses that are reguired to sccess the detebasze,
The wizard fills in the name and the description fields. but you can type different

values.

Scopa

cellz 1 GNS L S0REV-
ZoneZlodelSCallinodes: GXS1SCREV-
Zone2iodeDSisarverstsarvarl

* Database type
| Cracle »

* Brovider type .
[Sracle IDEC Driver v

* Implementation tyoe
ICunntclion ool data source |V

* Nama

[orads Joec Driver

Description

Cracle JOBEC Driver

Figure 67. Create a new JDBC Provider

7. Enter the following details:

® Database Type - Oracle

® Provider Type- Oracle JDBC Driver

® Implementation Type- Connection pool data source

e Name- The required display name for the resource

® Description - The optional description for the resource

8. Click Next.
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Create a new JDBC Provider =

Create a new JOBC Pravider

Step 1: Create new Enter database class path information |
JDBC provider . : - - :

Set the environmant variables that represent the JOBC driver class files, which

Step 2t Enter WebSphere(R) Application Server uses to define your JDEC provider, This wizard page
f““h“"* class path displays the fila names: you supply only the directory locations of the files. Use
infarmation complats directory paths whan you typa tha JOEC drivaer file locations. For axample:
Ci\SQLLIE java on Windows{R) or /home/db2instl/sqllib/java on Linux{TM™]}.

Step 2: Summary

If & value iz specified for you. you may click Next to accept the value.

Class path:

&
E

Direstory location for "cjdbes.jar” which is saved as WebSphera variable
${ORACLE_JDEC_DRIVER_PATH}
|/ oracle/crajdbe/appy orajdbe/ product/ 1 1.2.0/ cient_1/jdbc/lib

| previous | |Next| | Cancel |

Figure 68. Enter database class path information

9. Specify the directory location for "ojdbc<version>. jar" file. Ensure that you do not use the trailing
slash file separators.

The Oracle JDBC driver can be downloaded from the following Oracle Download site:
Oracle Database 11g Release 2 (11.2.0.4) JDBC Drivers

Oracle Database 12c Release 1 (12.1.0.1) JDBC Drivers

Once downloaded, you need to copy the file in the required folder on the server.

Note:Refer APPENDIX O for identifying the correct ojdbc<version>.jar version to be copied.

10. Click Next. The Summary window is displayed.

Create a new JDBC Provider -

Create a new JOEC Pravider

Stap 11 Create new Summary |
JDEC providaer R

Step 21 Enter JSumme ot astions) : g
databaze dass path Ostions | Vakias |
information Mol e | s |
Heone | calls:EX51 50REV-ZoneZHode0SCellinodes:GXEL SOREV-
=¥ Step 3: Summary | Zone2Nodel S serversiservert
| 10BC pravider name Cracle JDEC Driver
Description Cracla JOEC Oriver
Class path | ${ORACLE_JDBC_DRIVER_PATH]}/ojdbecs jar
${ORACLE_JDEC_DRIVER_PATH} | /oracle/orajdbe/spp/ orajdbe/ produet/11. 2.0/ cliant_1/jdbe/lib |
| Implsmantation cass nama oracle-pibe.pocl.CradeConnactionPosiDataSource

‘_. Previous ] | 'Fm'i'éh'_.l__ -C.anoél-ll

Figure 69. Summary
11. Verify the details and click Finish to create the JDBC Provider.

12. The options to Save and Review are displayed. Click Save.
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Create Data Source
The steps given below are applicable for both CONFIG and ATOMIC data source creation.

1. Open this URL in the browser window: http://<ipaddress>:<administrative console port>/ibm/console.
(https if SSL is enabled). The Login window is displayed.

Login with the user id that has admin rights.

3. Expand the Resources option in the LHS menu and click JDBC > Data sources option. The Data sources
page is displayed.

4. Select the Scope from the drop-down list. Scope specifies the level at which the resource definition is visible.

5. Click New. The Create a Data Sonrce window is displayed.

BESF c - T =
Data sources
Use this page te edit the settings of a datasource that is asscciated with your selacted JOEC provider. The datasource
object supplies your application with connections for accessing the databaze. Learn more about thiz tazk in a guided
Sctiviky. A guided activity provides a list of task steps and more general infarmation about the topic
B Scepe: Call=sGXS150REV-Zone2Node05Cell. NodesGXS1IS50REV-Zone2Node0s, Serversserverl
Seope spacifies the lavel at vhich the reazourca dafinition iz vigible, For detsiled
information on what scope is and how it works. 99 the scops settings haglp.
NHodewGXS1SO0REV-ZonaZNodels, Sarvarssarcarl (W
F Frefarences
'\.l..i Dalats | Test connection Manege state..
s drob | | g
o
Selact| Hame J DI namea 7 Scops O Provider Description 3 Categery O
You can sdminizter the falloving resources:
| Default DefaultDatasource | Node=EXS 1 SOREY- Derby JDBEC Catasource
rog ZoneZNodelS Server=serverl | Provider for the
WebSphere
Default
Application
| EICMASTER Jdbe/FICMASTER Hode=GXS130REV- FICMASTER Haw JDEC
ZonaZHodeOs5 Sarverssarvarl Datszourcs
El RCBRFEWY jdbe/RORFFW MHode=GXS1SOREV- RORFFW Mew IDBC
ZonaZNodel I . Server=sarvarl Datasource
O BRORPHC jebe/RORPHC Hode=CGXS1SOREY- RORPHC Paw JDEC
ZoneZNodel S Sarvar=sararl Datasource
i | WEGSBET b/ UPGSEFT Hode=CXS130REV- UPGSPFT Haw JDEC
ZeneZNodels Sarvar=sarvarl Datasource
B4 PGSR jeEc/UBPGSROR Hode=GXS1SOREW- UPGSROR Hew JDEC
ZoneZNodel 5. Server=servarl Datazource
Toksl &

Figure 70. Data Sources

GRC Installation Guide 8.0.0.0.0



Configure Resource Reference in WebSphere Application Server
Configuring Web Application Servers

[Fext] | cancel |

Step 11 Enter basic
data source
information

Step 27 Salect JIOBC
provider

Step 3: Entar
database specific
propaerties for the
dsts source

Step 4: Setup
security aliases

Step 5: Summany

Cranté 8 daks Sourca

Sat tha basic configuration valuss of a datascurca for association with your JOBC
provider. A datasource supslies the physical connactions batwean the agplication
servar and the database.

Reguirement: Use the Datasources [(WebSghare{R)} Application Server W4) conscle
pages if your applications are bazed on the Enterprise JavaBenns[TM) (EIEY 1.0
specification or the Java(TM) Serviet 2.2 specfication.

Seope
cells: GNS1S50REW-

Zane 2NodeldSCal inodes :GXS 1 JOREV-
Zone ZNodel S

sarsarscgarverl

#+ Data source name
[atomT

* INDI nama
hebe/ CRYMOCK

Figure 71. Create a data source

6. Specify the Data Source name and JNDI name for the new "Data Source”. The JNDI and Data Source

name are case sensitive. Ensute that JNDI name is same as the "Information Domain" name.

7. Click Next. The Select /DBC provider window is displayed.

Creats a data sourca

Step 11 Entar basic
data sourca
information

Step I: Select IDBC
provider

Step 31 Enter

database specific
proparties for the
data sourca

Step 4: Sstup
sacurity alisases

Step 51 Summary

m _Next| | Cancel |

Spacify & JDEC provider to support the datasource. If you choose to craats a naw
JDEC provider, it will be created at the same scope as the datasourse, IF you are
selecting an existing JDBC provider, only those providers at the current scope are
available from the list,

O Create new IDEC provider

(® select an existing IDEC provider

[oracte J0BC Driver i3]

Figure 72. Select JDBC provider

8. Select the option Select an Existing JDBC Provider and select the requited JDBC provider from the

drop-down list. Click Next.

82

GRC Installation Guide 8.0.0.0.0



Configure Resource Reference in WebSphere Application Server
Configuring Web Application Servers

Create a dats sowrce =

Create a daka source

Step L: Enter basic
data source
Infarmation

Stap 2: Selact JDBC
provider

Step 3t Enter
database specific
properties for the
data source

Stap 4 Setup
security aliasas

Stap 5 Summany

S erevious [ Nest |

Cancel I

Enter database specific properties for the data source

Set these database-specific properties, which are reguired by the databese vendor
JDEC driver to support the connections that are managed through the datasource.

Hame | valua

* URL [z0.184.308.92 11521 tarcl11g]

# Dat= store helper class name
Sredaiia duis siore helos S

EI Use this data source in container managed persistence (CME)

Figure 73. Enter database specific properties

9.

10.

Specify the database connection URL.
For Example: jdbc:oracle:thin:@<DB_SEREVER_IP>:<DB_SERVER_PORT>:<SID>

Select Data Store Helper Class Name from the drop-down list and ensure that the checkbox Use this data
source in container managed persistence (CMP) is selected.

Note:For RAC configuration, provide the RAC URL specified during installation

For Example:
jdbc:oracle:thin:@(DESCRIPTION=(ADDRESS_LIST=(ADDRESS=(PROTOCOL=TCP) (HOST=10.11.12.13)(port=152
1)) (ADDRESS=(PROTOCOL=TCP) (HOST=10.11.12.14) (PORT=1521)) (LOAD_BALANCE=n0) (FAILOVER=yes)) (CONNEC
T_DATA=(SERVICE_NAME=pgadb))) .

11.

Click Next.

Create a data sourca

Stap 1: Enter basic
data source
Iinformation

Step 2: Select JDBC
provider

Step 3: Enter
database specific
properties for the
data source

Step 4: Setup
security aliases

Step 5: Summary

] Previous I ﬂen[ Carlcell

Setup security aliases

Select the authentication values for this resource.
Component-managed authentication aliss

| fnene} w

Mapping-configuration alias
(nenel w |

Centainer-managed authentication alias
| {none) W

Hota: You can create a new J2C authentication alias by sccessing one of the follewing
links. Clicking on a link will cancel the wizard and your current wizard selections will be
lost,

Slobsl hentic

Sscuriky demains

Figure 74. Setup security aliases

12. Map the J2C authentication alias, if already created. If not, you can create a new J2C authentication alias by
accessing the link given (Global J2C authentication alias) or you can continue with the data source creation
by clicking Next and then Finish.
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Craate a data source

Step 1: Enter basic
data source
information

Step 21 Salect JDBC
provider

Stap 3: Enter
databaze spacific
properties for the
data source

Step 41 Satup
security allases

Step 5: Summary

Summary

Summary of actions:

I Options Veluas

I Scope cells1GXS1S0REV-Zone2Node0SCell:nodes 1 GXS1SOREV-
Zone2NodaelS:servers:serverl

| Data source name | AtemT |
| HD1 name | jdbc/oRYMOCK |

: Select an existing

| Oracle JDBC Drivar

| oracle.jdbe.pool.OracleConnectionPoolDataSource

! LI hini@10.184,108.9211521 10

n:ﬂb::tom helper cl.“i com.ibm.websphere.rsedapter.Cracle10gDataStoreHelper

Use thiz dsts zource Irli
container managed | krue
persistence (CMP)

Component-managed | (nane)

authentication alias
Mapping-configuration | (none)
l Container-managed | (racm)

| authentication alias

| Previous | | Finish| | Cancel |

Figure 75. Summary

You can also create and map J2C authentication alias after creating the data source.

13. You must create another Data source by following the above procedure with jdbc/FICMASTER as JNDI
name pointing to the "configuration schema" of Infrastructure.

J2C Authetication Details

The steps given below are applicable for creating both config and atomic J2C Authentication.

To create J2C Authentication details:

1. Select the newly created Data Source and click JAAS - J2C authentication data link under Related Items.
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Data sources 7=

Dats sources > Defaiilt Datasource > JAAS - J2C authentication data

Specifies 3 list of user identitles and passwords for Java{TM] 2 connector security to use.

Prafix new alias names with the node name of the call (for compatibility with sarlier releases)

Apply
B Freferances

. M Calata

b
(=l m et o
Salect Alias 2 Usar ID 2 Descripbion &
¥eu can administer the following rescurcas:
[0 | SxsisoRev. upgscent FICMASTER
ZoneZliode IS5/ FICMASTER
[] |SXSLSOREV-ZonelNodeQS/RORFFW | rorffw
o GXS1I0REV-ZeneINodel I/ RORENS | rarpne
O GXE1S0REV-ZongZhodelS/USGEEFT | upgspft upgspft
D GXS1S0REV- upgsprod upgsprod
B uRgErer upgsroar
D upgssand upgssand
|| CHEL1S5OREV-Zone2hodel S VASTEST | upgscanf upgsconf

Tetal &

Figure 76. JAAS- J2C authentication data

2. Click New under the Preferences section.

Data sources > Default Datasource > JAAS - J2C authentication data > New

Specifies a list of user identities and passwords for Java{TM) 2 connector security to use

General Properties

#* User [D
||.lr.=gs'-"3

* Passwerd
[reasess

D el iptio n
|=ta'\'|r: Instance

[Feeiv] ok| [Resst| | Cancel |

Figure 77. JAAS- J2C authentication data- New
3. Enter the Alias, User ID, Password, and Description. Ensure the following:

® User ID is the Oracle user ID created for the respective CONFIG and ATOMIC Schema for the
“Information Domain”.

® Specify the CONFIG database user ID and password information for the jdbc/FICMASTER data soutce,
and specify the ATOMIC database user ID and password information for the ATOMIC schema data source
that you created earlier.

e Click Apply and save the details.
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JDBC Connection Pooling

To define the JDBC connection pooling ensure that you have created JDBC Provider and Data source to access the
data from the database.

1. Expand the Resources option in the LHS menu and click JDBC > Data sources option. The Data sources
page is displayed.

2. Click the newly created Data Source $DATA_SOURCES and navigate to the path Data
sources>$DATA_SOURCE$>Connection pools.

Data sources =

Data sources > GAFUSION DATA SOURCE > Connecton pools
Use thiz page to set properties that impact the timing of connection management tasks, which can affect

tha parforrmance of your application. Congidar the dafault values carafully; vour application requirarmants
roight warrant changing these values,

Configuration

General Proparties additional Proporties

Seope
calls:ipaZédoodenicellinodesipazdorNodenl iservers: sarvarl s nand
Lfal T={1-1s] 1
* Connecion timeout aroperties
] saconds Cennection poal
storm pr i

* Maximum connackions
|1.I:|D connections

* Minimum cennadions

[10 connacions
* Reaptimé

|120 seconds

* Unused timeout
|1@00 seconde

+ Aged timeout
o saconds

Purga policy i
EntiraFool |

Apply | [OK| | Resst| | Cancel

Figure 78. Connection Pools

3. Set the values for Connection timeout to 0 seconds, Maximum connections to 100 connections, and
Minimum connections to 10 connections as shown in the above figure. You can also define Reap Time,
Unused Timeout, and Aged Timeout as required.
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Configure Resource Reference in WebLogic Application Server
This section is applicable only when the Web Application Server is WebLogic.

This section includes the following topics:
® Create Data Source.
® Create GridLink Data Srouce.
e Configure MultiData Sources.
® Advanced Settings for Data Source.
® JDBC Connection Pooling.
In WebLogic, you can create "Data Source" in the following ways:
o For a Non RAC Database instance, Generic Data Source has to be created. See Create Data Source..
e For a RAC Database instance, Gridlink Data Source has to be created. See Create GridLink Data Srouce..

® When Load Balancing/Fail over is required, Multi Data Soutce has to be created. See Configure MultiData
Sources.

Create Data Source

The steps given below are applicable for both config and atomic data source creation.

1. Open WebLogic Admin Console in the browser window: http://<ipaddress>:<administrative console port>/console.
(https if SSL is enabled). The Welome window is displayed.

2. Login with the Administrator Username and Password.

ORACLE
WebLogic Server® 11g

Administration Console

Welcome
Log m 10 work with e Webloge Server donan

Usomanse:
Passwand

Figure 79. Welcome Screen

3. From the LHS menu (Domain Structure), click Services > Data Sources. The Summary of [DBC Data Sources
window is displayed.
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Figure 80. Summary of JDBC Data Sources

4. Click New and select Generic Data Source option. The Create a New |[DBC Data Sounrce window is displayed.

You can also select GridLink Data Source or Multi Data Source while creating a Data Source. For more
information, see Create Data Source. or Configure MultiData Sources..

Creabe a New JDBC Data Source
st Canced

JDEC Data Source Properties

The folioveng properties will be used to enbfy your new JOBC data source.

What woold you e o name your nesy J0BC dats soirce?
il * mame: ATOMSTSOL

What JN0E name would wou ke o assgn o your new J0BC Data Source?

#5] INDI Narme:
Jdbc/ ATRHSTSOL

what database type would vou e o select?

Database Types Oracle R

et Canced

Figure 81. Create a New JDBC Data Source

5. Enter JDBC data source Name, JNDI Name, and sclect the Database Type from the drop-down list. Click
Next.

6. Ensure the following:
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® The JNDI Name field should be in the format "jdbc/informationdomain"

® Same steps needs to be followed to create a mandatory data soutce pointing to the "configuration schema" of
infrastructure with jdbc/FICMASTER as JNDI name.

e JNDI Name is the same as mentioned in web.xml file of OFSAAI Application.
® Required "Database Type" and "Database Drivet" should be selected.

Create a New JIDBC Dalta Sosrce

Back | leext Cancel

JDEC Data Source Properties

The following properties wil be used o identify your rew J0BC data source,
Database Type: Orade

Wit dainbae driver voukd you Bee touse o oeste daishess conmectons? Fiote: ® rdicabes that the dover s explicoSy supporbed by Orscs Wehl opgic Sarver,
Database Oriver: "Oracle’s Dover (Thin )A) for Instance connections; Viersions:9 0.1 and later o

Back | lext Cancel

Figure 82. JDBC Data Source Properties

7. Select the Database Driver from the drop-down list. You need to select the Database Driver depending on
database setup, that is, with or without RAC. Click Next.

Create a liew JDBC Data Source
Back | hest Cancei

Transaction Options

You have selached ron-KA J0BC driver 0 craate datahase cONMECHON i your nesy dats souree

Does s dta source SupDort grodal ransactons? IF yes, pleses choose She ansation protocnl for ths cats seurge.
[¥] Supports Global Transactions

connestors from She dats source ia parbopate in plobal iransactions Leng the Lappng [ast Aaseiree (LLR) ransaction opbmzabon,

Select thes opton o you want 4o
Recommended in place of Emulate

) Legging Last Resource

want to enable non-XA JOBC connectorss from Bhe data source to emulate particpation in global ransactions usng JTA. Sehect s option only if your apgication can

Select this cplion if you
bons.

owr LR ML 5 O

) Emulate Two-Phase Commit

onnectiond fom e cata suros i pATHEDALE it Cobal rARSACTONS LNy the one-Dhass ComMT anSACHon procsssng, With this cation, na

(%) One-Phase Commit

Back | | Ned Cangel
|

Figure 83. Transaction Options
8. Select the Supports Global Transactions checkbox and the One-Phase Commit option.

9. Click Next. The Connection Properties window is displayed
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Create a liew JDBC Data Source

Back | hest Cance:

Connection Properties

Defing Conmntcto

Whatis the na

Database Name: fagbu

Host Hame: 10 184 74 80
it s the port on the catatese server Lsed o connect 1o Te catabase?

Port: 1521

ihat datshase acoount user nama da you want in use to creste databass connections?

Database User Hame: sgatom

Whatis e database account pasevand o Use to create database connections?

Password: sesuns
Confirm Password: LLTTLL}
Back | Hext Cance

Figure 84. Connection Properties

10. Enter the required details such as the Database Name, Host Name, Port, Oracle User Name, and Password .

11. Click Next. The Test Database Connection window is displayed.
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Creale a Mew JOBC Dats Source

Test Cod fgeidlied Back | liast Finih Cangel

Test Database Connection

he connection properbes you provded.

< 11 e connacnon posl
Detircs Chugy Hame: oracle jdbe OracleDrer
What & the URL of the databade o connget 107 The format of the LRL vares by JOBC driver.
e jdbe: araclathin @10 184 |

busdr name do Fou WANT 10 LSE B fresle datshass Lonnechons]

Database User NHame: ssatom

WHEL 5 the Catahase Azoount PasSTOfd 10 LS8 1D Treate databiss tarnectiond?

Password: srnssRRRRRRRRRRENE

Confirm Password: SRASRRRRRRARERRRN

Wit ane the properties to pass to the JDEC drrver whien crepinyg datsbase conmechons?

Properties:

uaer=asatom

The st of driver propertes whose values ane derived at runbme from the named system property

System Froperties:

What tabie name of SQU statement iwouid you tke 10 Use t test database tonnectons?

Test Table Hame:
SQL SELECT 1 FRCM DUAL
Tesd Configuraton Gack || Nsx | Fnah Canga

Figure 85. Test Database Connection
12. Verity the details and click Test Configuration and test the configuration settings. A confirmation message is
displayed stating "Connection test succeeded."

13. Click Finish. The created "Data Soutce" is displayed in the list of Data Sources.

NOTE:

e "User ID" is the Oracle user ID that is created for the respective CONFIG and ATOMIC schema of the
respective "Information Domain".

® "User ID" to be specified for data source with "FICMASTER" as "JNDI" name should be the Oracle user
ID created for the CONFIG schema.

14. Select the new Data Source and click the Targets tab
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Create a New JDBC Data Source
Back Finish. | | Cancel

Select Targets

Ssiact one o mONE RAAQAS i dediy your nevw JDSC cats souros, IF vou don't select & target, the dats souroe will be ested but not deplayed. You id 1 08y e St Joufle

Servers

¥ AdminServer

Figure 86. Select Targets
15. Select the AdminServer option and click Finish.

Create GridLink Data Srouce

If you have selected the option, New > GridLink Data Source while creating the "Data Source", you can directly
specify the JDBC URL as indicated.

Create allew IDBC GridLink Data Source
Cancal

J0BC Gridlink Data Source Properties

The foliowang propertes will be used to dentify vour new JDBC Gnolink dats source
2% would you e 1o nams your new JOBC GridUnk data saorce?
= * name: g
g e %z
8% IO rare would you e 0 assign o your rew J0BC Grdlink data source?
5] 101 Hame:
ddbey/ x|

Figure 87. Create a New JDBC GridLinkData Source
1. Enter Data Source Name, and JNDI Name.

2. Ensure that the "JNDI Name" field is specified in the format "jdbc/infodomname" and the XA Driver
checkbox is not selected. Click Next.
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Create a New JDBC Gridiink Data Source
Back | feeat Cancel

Connection Properties
Disfee Corvecban Propertes
Enter Complete JOBC LAL for Grcink database

Complete JDBL URL:

What Ja180Mse SI00UNT LSEr NAME CO yOU HaNt 10 uSe 19 T e CHIB0GE COMMECTONE!

Database User Name:

\What i the datsbase scoount passwond B9 use o creabe detabase coonections

Passvwond:

Confirm Password:

Back | liext Cancel

Figure 88. JDBC GridLinkData Source- Connection Properties

3. Specify Complete JDBC URL, Database User Name, and Password. Click Finish. The created "Data
Source" is displayed in the list of Data Sources.

Configure MultiData Sources

A JDBC multi data source is an abstraction around a group of data sources that provides load balancing and failover
between data sources. As with data sources, multi data sources are also bound to the JNDI tree. Applications can
look up a multi data source on the JNDI tree and then reserve a database connection from a data source. The multi
data source determines from which data source to provide the connection.

When the database used is Oracle RAC (Real Application Clusters) which allows Oracle Database to run across
a set of clustered servers, then group of data sources can be created for instances running on a set of clustered
servers and a JDBC multi data source can be created so that applications can look up a multi data source on the
JNDI tree to reserve database connection. If a clustered server fails, Oracle continues running on the remaining

SErvers.

1. Open WebLogic Admin Console in the browser window: http://<ipaddress>:<administrative console port>/console.
(https if SSL is enabled). The Login window is displayed.

2. Login with the "User ID" that has admin rights.

3. In the LHS menu (Domain Structure), select Services > JDBC > Multi Data Sources. The Swmmary of [DBC
Multi Data Sounrces window is displayed.
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Figure 89. Summary of JDBC Multi Data Sources
4. Click New.The New JDBC Multi Data Source screen is displayed.

Note:For more information, see Create Data Sourceor Ensure that the Data Sources which needs to be

added to new JDBC Multi Data Source has been created.

Create a New JD8C Multi Data Source
Peud Cancel

Configure the Multi Data Source

The fi

properoes wil be use

Vhat would you e to neme your ne

A5 Hame:

WAt INDL AAme vedlid you e 1 Basgn 1 your ngik 108

45| W01 Name:

Jdbe/iniodomname

What sigonthn type for this JDBC Muis Date Source wauld you o to select?

4F] Algorithm Type: Load-Balancing v

Pt =

Figure 90. Configure the Multi Data Source

5. Enter the JDBC Source Name, JNDI name, and select the Algorithm Type from the drop-down list. Click

Next.
Note:
® The JNDI Name has to be specified in the format jdbc/infodomname.

e JNDI Name of the Data Sources that will be added to new JDBC Multi data source should be different from

the JNDI name specified during Multi Data Source.

Same steps needs to be followed to create a mandatory data source pointing to the "configuration schema" of

infrastructure with jdbc/FICMASTER as JNDI name for Data Source.

e JNDI Name provided in multi data source should be the same name that will be mentioned in the web.xml

file of OFSAAI Application.
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® You can select the Algorithm Type as Load-Balancing.

Create s New JDBC Malti Data Source

Back | Next Canca

Select Targets

Vi S8 SERCLONe Of mone Lrpets Lo cesay your new JDSC MUt Data Source
Servers

[l AdminServer

Back || hex Cancel

Figure 91. Select Targets
6. Select the AdminServer check box and click Next.

Create a New JOBC Multi Data Source
Back  Piext Cancet

Select Data Source Type

Flaase seiect type (A or Mor &) of data source you veould lios to add to wour new J05C MUt Dats Source

) NA Driver

(&) Mom-XA Driver

Figure 92. Select Data Source Type
7. Select the type of data source which will be added to new JDBC Multi Data Source. Click Next.

Create a New J0BL Multi Data Source

dack Firoan cancel

Add Data Seurces

Figure 93. Add Data Sources
8. Map the required Data Source from the Available Data Sources. Click Finish.

The New JDBC Multi Data Source is created with added data sources.

Advanced Settings for Data Source

1. Click the new Data Source fromt the Summary of [DBC Data Sonrces window. The Settings for <Data Sonrce
Name> window is displayed.

2. Select the Connection Pooling tab given under Configuration.
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3. Go to the Advanced option at the bottom of the page, and check the Test Connection of Reserve checkbox
(Enables Weblogic Server to test a connection before giving it to a client).

4. 'To vertify if the data source is valid, select "Data Source name". For example, FICMASTER.

Settings for FICMASTER
Configuration ~ Targets | Monitoring | Control | Security | MNotes

Statsics | Testing

Use s page to test catahass JoNNECHons N his IDBC data source.

F Customize this table

Test Data Source (Filtered - More Columns Exist)

Showing 1to 1of 1 Previous | Next

Showing 1 1o Lof 1 Previous | Mext

Figure 94. Settings for <Data Source Name>

5. Select the server and click Test Data Source. A message is displayed indicating that the test was successful.
6. Once the "Data Source" is created successfully, the following messages are displayed

® All changes have been activated. No restart is necessary.

® Settings updated successfully.

If not, follow the steps given above to recreate the data source.

JDNC Connection Pooling

To define the JDBC connection pooling, ensure that you have created JDBC Provider and Data source to access the
data from the database.

1. Click the newly created Data Source DATA_SOURCES$ and navigate to the path Home >Summary of
Services: JDBC >Summary of JDBC Data Sources >JDBC Data Source-<INFODDOM_NAME>

2. Set the values for Initial Capacity to 10, Maximum Capacity to 100, Capacity Increment by 1, Statement Cache
Type to LRU, and Statement Cache Size to 10.

3. Click Save.
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Configure Resource Reference in Tomcat Application Server

This section is applicable only when the Web Application Server is Tomcat.
This section includes the following topics:

® Create Data Source

e JDBC Connection Pooling

® C(lass loader configuration for Apache Tomcat

Copy the Oracle JDBC driver file, "ojdbc<version>. jar" from <Oracle Home>/jdbc/lib and place it in
<Tomcat Home>/lib.

Note: Refer APPENDIX O for identifying the correct ojdbc<version>.jar version to be copied.

Create Data Source

To create "data source" for Infrastructure application, navigate to <Tomcat Home>/conf and edit the following block
of text by replacing the actual values in server.xml.

Note: The Uset-IDs for configuration/ atomic schemas have the prefix of setupinfo depending on the value
set for PREFIX_SCHEMA_NAME in <<APP Pack>>_SCHEMA_IN.XML file of
Schema Creator Utility.

For example: if the value set for PREFIX_SCHEMA_NAME is DEV and the schema name was mentioned as
ofsaaconf, then the actual schema created in the database would be DEV_ofsaaconf.

<Context path ="/<context name>" docBase="<Tomcat Installation
Directorys>/webapps/<context name>" debug="0" reloadable="true" crossContext="true">

<Resource auth="Container"

name="jdbc/FICMASTER"

type="javax.sql.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="<user id for the configuration schemas>"
username="<user id for the configuration schema database>"
password="<password for the above user id>"
url="jdbc:oracle:thin:@<DB engine IP address>:<DB Port>:<SID>"
maxActive="100"

maxIdle="30"

maxWait="10000"/>

<Resource auth="Container"

name="jdbc/< INFORMATION DOMAIN NAME >"

type="javax.sql.DataSource"
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driverClassName="oracle.jdbc.driver.OracleDriver"
username="<user id for the atomic schemas>"
username="<user id for the database>"

password="<password for the above user id>"
url="jdbc:oracle:thin:@<DB engine IP address>:<DB Port>:<SID>"
maxActive="100"

maxIdle="30"

maxWait="10000"/>

</Context>

Note:

® The <Resource> tag must be repeated for each Information Domain created.

e After the above configuration, the "WAR" file has to be created and deployed in Tomecat.

JDBC Connection Pooling

To define the JDBC connection pooling, do the following:
1. Copy SORACLE_HOME/jdbc/lib/ojdbc<version>. jar to the path $TOMCAT_DIRECTORY/Ilib/.
Note: Refer APPENDIX O for identifying the correct "ojdbec<version>.jat" version to be copied.
2. Edit the server.xml present under the path TOMCAT_DIRECTORY/conf/ with the below changes, which is

required for connection pooling.

<Context path="/ $CONTEXTNAMES$" docBase=" S$APP_DEPLOYED PATH$ "
debug="0" reloadable="true" crossContext="true"s>

<Resource auth="Container"
name="jdbc/ $ INFODOM NAMES"
type="javax.sqgl.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username=" S$ATOMICSCHEMA USERNAMES"
password="$ATOMICSCHEMA PASSWORDS"
url="$JDBC_ CONNECTION URL"
maxActive="100"
maxIdle="30"
maxWait="10000"
removeAbandoned="true" removeAbandonedTimeout="60"
logAbandoned="true"/>

</Context>

Note the following:
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o S$APP_DEPLOYED_PATHS$ should be replaced by OFSAAI application deployed path.

e $INFODOM_NAMES$ should be replaced by Infodom Name.

o SATOMICSCHEMA_USERNAMES$ should be replaced by Atomic schema database user name.
o SATOMICSCHEMA_PASSWORDS should be replaced by Atomic schema database password.

e $JDBC_CONNECTION_URL should be replaced by JDBC connection string
jdbe:Oracle:thin: <IP>:<PORT>:<SID>. For example, jdbc:oracle:thin 10.80.50.53:1521:soluint

® The User-IDs for configuration/ atomic schemas have the prefix of setupinfo depending on the value set for
PREFIX_SCHEMA_NAME in <<APP Pack>>_SCHEMA_IN.XML file of Schema Creator Ultility.

For example: if the value set for PREFIX_SCHEMA_NAME is DEV and the schema name was mentioned
as ofsaaconf, then the actual schema created in the database would be DEV_ofsaaconf.

Class loader configuration for Apache Tomcat
1. Edit the server.xml available in §TOMCAT _HOME/conf/ folder.

2. Add tag <Loader delegate="true" /> within the <Context> tag, above the <Resource> tag in server.xml file.

Note: This configuration is required if Apache Tomcat version is 8.
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~prEnDIxC Creating and Deploying EAR/WAR
File

This appendix includes the following topics:
® Creating EAR/WAR File
® Deploying EAR/WAR File

Creating EAR/WAR File

To create EAR/WAR File, follow these steps:
1. Navigate to the $FIC_WEB_HOME directory on the OFSAA Installed server.
2. Execute ./ant.sh to trigger the creation of EAR/ WAR file.

3. On completion of the EAR files creation, the "BUILD SUCCESSFUL" and "Time taken" message is
displayed and you will be returned to the prompt.

Figure 95. Creating EAR/ WAR File

4. The EAR/ WAR file - <contextname>.ear/<contextname>.war - is created.

Note: The <contextname> is the name given during installation. This process overwrites any existing
version of EAR file that exists in the path.In case of OFSAA configured onTomecat installation,
<contextname>.war will be created.
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Deploying EAR/WAR File

The OFSAA Application EAR/ WAR file is generated at $FIC_WEB_HOME on the OFSAA Installed server.
Locate the <contextname>.eatr/ .war file for deployment.

This section includes the following topics:

® Deploying EAR/WAR Files on WebSphere

® Deploying EAR/WAR File on WebLogic

® Deploying Tomcat WAR Files on Tomcat
Note: Ensure to clear the application cache prior to the deployment of Application Pack Web Archive. This is
applicable to all Web Servers (WebSphere, WebLogic, and Tomecat). For more information, refer Clearing
Application Cache section.
Deploying EAR/WAR Files on WebSphere
To deploy WebSphere EAR/WAR File, follow these steps:

1. Start WebSphere Profile by navigating to the path
/<Websphere Installation Directory>/IBM/WebSphere/AppServer/profiles/<
Profile Name>/bin/" and execute the command:

./startServer.sh serverl

2. Open the following URL in the browser: http://<ipaddress>:<Administrative Console
Port>/ibm/console. (https if SSL is enabled). The login screen is displayed.
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WebSphere Integrated
Solutions Console

User |D:
admin

Password

Y

Licensed Materals - Property of IBM (c) Copyright IBM Corp. 1997, 2011 All Rights Reserved.
IBM, the IBM logo, ibm.cam and WebSphere arz trademarks or registered trademarks of
International Business Machines Corp., registered in many jurisdictions worldwide. Other
product and service names might be trademarks of IBM or other companies. A current list of
IBM trademarks is available on the Web at Copyright and trademark information.

Figure 96. Login Window
3. Enter the User Credentials with Admin Privileges and click Log In.

4. From the LHS menu, select Applications and click New Application. The New Application window is
displayed.

MNew Application

MNew Application

Thizs page provides links to create new applications of different types.
Install a New Application

—

Hew Enterprise Application

% Mew Business Level 2pplication
. i 1 HNgw S2zget

Figure 97. New Application

5. Click New Enterprise Application. The Preparing for the application installation window is displayed.
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Specify the EAR, WAR, JAR, or SAR module to upleoad and install.

Path to the new application
@ Local file system

Full path
| | Browse...

O Remote file system

| Mext I Cancel I

Figure 98. Preparing for the application installation

6. Select Remote File System and click Browse. Select the EAR file generated for OFSAA to upload and
install. Click Next.

How do you want to install the application?

@ Fast Path - Prompt only when additional infermation is reguirad.

O Datailed - Show all installation options and parameters.

Choose to generate default bindings and mappings

Previous I Next] Cancel]

Figure 99. Installation Options

7. Select the Fast Path option and click Next. The Install New Application window is displayed.
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Install New Application

Specify options for installing enterprise applications and maodul

Step 1: Select
installation options

Step 2 Map
modules to servers [ srecompile JavaServer Pages files

Step 2 Map Diractory bo install application

resounce referancﬂ_i
to resources

Distribute applicstion
Step 4 Map wirtual
hosts for Web

modules D Use Binary Configuration

Deploy enterprise beans

Step 5 Summary

Application name
[upgs73

Create MBeans for resources

Beload interval in seconds

D Deploy Web sarvices

Validate Input off/wam/fail
warn |[W

I:l Process embedded configuration

File Permission

Specify the various options that sre available to prepare and install your application.

[ override clzss reloading settings for Web and EJE modules

Allow all files to be read but not written to
Allgw executables to execute
Allgw HTML and image files to be read by everyane

[*dll=755=.%\ s0=755=.7\,a=755=.%\.s1=755

Application Build ID
Unknown

I:I Allow dispatching incdludes to remote resources
D allow servicing includes from remote resources

Business level application name
Create New ELA b}

Asynchronous Request Dispatch Type
Disabled ~ |

I:I Allow EJE reference targets to resclve automatically

Figure 100. Install New Application

8. Enter the required information and click Next. The Map Modules to Servers window is displayed.
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Install New Application

Step 1 Select
installation options

Step 2: Map
modules to servers

Specify options for installing enterprise apolications and modules.

Specify targets such as applization servers or custers of application servers where you want to install the modules that are
contained in your apglication. Modules can be installed on the same application server or digspersed among several
application servers. Also. specify the Web servers as targets that serve as routers for reguests to this application. The
plug=in configuration file (plugin=efg.xeml) for asch Web server is ganerstad, besad on the spplications that are routad

Step 3 Map through.
L:s;ne:g:r::;-_mmes Clusters and servers:
WebSphereicell=ipalZsdorficdelSCell node=ipaZidorfiodels server=sarvarl | Apply
Step 4 Map virtual =
hosts for Web BB
modules e
Salect| Module | URI | Sarvar |
Sten 5 Summary Raaiif e Jom i — =
| beancache jar.META- | WebSphera:call=ipalZddorfodals l.node=ipaZidorfiiodels server=sarvarl |
| 'M“'h."'r[mﬁr‘;_]b_-!!r.xml il _:
| OFSAAI Web | aixprz.war, WEB- [ WebSphere:call=ipalZadorfiode05Cell,node=ipazddoriiodeld server=sarvarl |
| ! Applicntian | INFS vl | |

| Previous || Next | Cancel ]

Figure 101. Map Modules to Servers
9. Select the Web Application and click Next. The Map Resource References to Resonrces window is displayed.

Trstall Mew Applecstion 7=
Specfy cotions for installing enterpnase spphcations and modules.
Hep 1l Select mmmhm I
installation options
Each ratource refecence that in defined in your B0BLLABOA Mull be MEDDEC 1D & FEESUITe.
Step d Map
modulss to servers javax.sql.DataSource
Step Tt Map Sat Multiple INDI Namas * ] Modify Rescurce Authentication Method... ]
resouIce | Extended Properties.. |
erences to
L) Cources E E.
Siz0 4 Map vitual
hosts for Web | Resource Login
riadadlas sdlnt: Module EJB| URIL Rilaranca Target Resource JNDI Hame fauration
Step 3 Summary Resource
autherization:
OFSAAL Wab ofsa?d.war, WES- [ ) Contaner
Azgplication THF/ vt L SRS LT | s A hanboatan
method:
None
Resource
authorization:
CFSAAL Wab ofsa73.var, WEE- s [ Coptacee
B | 1b¢/FICMASTER :
Application LM/ v 2l Brovas... I Authsntication
methed:
None
Previous ] 5 Nex:] Cancel I

Figure 102. Map Resource References to Resources

10. Map each resource defined in the application to a resource JNDI name defined eatrlier.
11. Click Modify Resource Authentication Method and specify the authentication method created earlier.
You can specify "config" for FICMASTER resource or "atomic" for atomic resource as the authentication method.

12. Select the OFSAAI Web Application check box and click Next. The Map 1irtual hosts for Web Modules window
is displayed.
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Install New Applica

Step 1 Select
installation options

Step 2 Map
modules to servers

Step 3 Map
resource references
to resources

Step 4: Map virtual
hosts for Web
modules

Step 5 Summary

Specify options for installing enterprize applications and modules.

Specify the virtual host where you want to install the Web modules that are contained
in your application. You can install Web modules on the same virtual host or disperse

them among several hosts.

B Apply Multiple Mappings

B B

| Sllld! Wab module

Virtual host

| | OFSAAL Web Application

E default_host |V

Il Previous | iNext |] Canoél ]

Figure 103. Map Virtual host for Web Modules

13. Select the Web Application check box and click Next. The Summary page is displayed.

Install New Application

Step 1 Select
installation options

Step 2 Map
modules to servers

Step 3 Map
resource references
to resources

Step 4 Map virtual
hosts for Web
modules

Step 5: Summary

Specify options for installing enterprise applications and modules.

Summary of installation options

Options Values
Precompile JavaServer Pages files No
Diraectory to install application

I-Disbribule application Yes
Use Binary Configuration MNo

| Deploy enterprize beans Yeas
Application name [
Create MEBeans for resources _Y-:

I Override class reloading settings for NG

[ eaE e ETR S e

Reload interval in seconds

Deploy Waeb services MNo

| validate Input off/warn/fail warn
Process embedded configuration Mo

File Permission

Application Build ID

L dil=755= . % . s0=755=,. %) . a=755=.% s|=755

Unknown

Allow dispatching includes to remote Mo
resgurces
&llow servicing incdudes from remote No
resources
Business level spplication namse
Asynchronous Request Dispatch Type | Disabled
Allow EJE reference targets to resolve Mo
automatically

| CelliNode/Server Click here

| Previous

Finish-“] ] Cancel I

Figure 104. Summary

14. Click Finish and deploy the Infrastructure Application on WebSphere. On successful installation, a message is

displayed.
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15. Click Save and save the master file configuration. The details are displayed in the Master File Configuration
window.

Start the Application
To start the application, follow these steps:

1. Expand Applications > Application Type > WebSphere enterprise applications. The Enzerprise
Applications window is displayed.

e TP App — =

Enterprive Applications
Use thet D3ge to MandQe instaled Jopiabons, A single apORCIDON CaN Do depioyed OMo MDD Servers

E Prefeorences

St Install Uneratal Update B obout Ugdate ] Eernove Fide I ugeaet Evport DDA Esport Fide
en Ty
Seolect Name 2 Apphcation Status ¢

You can admrester the following resources:

:
|
IR

Qeafry

Total 4

Figure 105. Enterprise Applications
2. Select the installed application and click Start.
Note:
® <profile name> is the profile name given while creating the WebSphere profile.
e <cell name > is the cell name given during profile creation

® <contextname> is the context name given during installation.

Deploying EAR/WAR File on WebLogic
Following are the steps for deploying Infrastructure application that would be created during installation:

1. Navigate to the path <WebLogic Installation directory>/user_projects/domains/<domain name>/bin in the machine in
which WebLogic is installed.

2. Start WebLogic by executing the command:

./startWebLogic.sh -dé4 file

3. Open the URL in the browser window: http://<ipaddress>:<admin server port>/console. (https if SSL is
enabled). The Sign in window of the WebLogic Server Administration Console is displayed.

Note: Ensure that you have started Infrastructure Server by executing ".startofsaai.sh" as mentioned in Start
Infrastructure section

4. Log on to the WebLogic Server by entering the user credentials having privileges to deploy the EAR file.

From the Domain Structure LHS menu, click Deployments. The Swuzmary of Deployments window is displayed.
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ORACLE WeblLogic Server® Administration Console

Change Center Q Home LogOut Preferences E Record Help | __Cl Welcome, upg7273 | Connected to:
View changes and restarts | upg7273
Hore »Summary of Deployments

Configuration editing is enabled. Future
changes will automatically be activated as you

modify, add or delete iterms in this domain, Sommpary of Deplovinents

Control | Monitoring
Domain Structure

This page displays a kst of Java EE applications and stand-alone application modules that have been instaled to this
domain. Installed applications and modules can be started, stopped, updated (redeployed), or deleted from the domain by
first selecting the application name and wsing the controls on this page.

| Security Realms To mstall a new application or modue for deployment to targets in this domain, dick the Install button.
B-Interoperabilty
B-Diagnostics

¥ Customize this table

Deployments
|nstal | 5 Showing 1to 1of 1 Previous | MNext
O | name & State | Health | Type g’ﬁ”‘?’""’t
Howdo L ) O | = Bupe72rs Actve | ¥ OK E;S::éﬁ 100
System Status & | nstall o z =
— - wing 1to 10f 1 Previous | Next

Figure 106. Summary of Deployments

5. Click Install. The Install Application Assistant window is displayed.

6. Select the Exploded EAR directory after browsing to the directory where it is saved and click Next.
Explode EAR File

To explode EAR, follow the below steps:

1. Create the "applications" folder under domain name. For example, /Bea/user_projects/domains/ <Domain
_name>/applications.

2. Create <context_name>.car folder under "applications" folder.

3. Copy the<$FIC_WEB_HOME/<context_name>.eat file to
<WEBLOGIC_INSTALL_DIR>/Bea/uset_projects/domains/ <DOMAIN_NAME>/applications/<cont
ext_name>.car

4. Explode the <context_name>.ear file by executing the command

jar -xvf <context_name>.car

5. Delete the <context>.ear and < context >.war files (recently created)
<WEBLOGIC_INSTALL_DIR>/Bea/uset_projects/domains/ <DOMAIN_
NAME> /applications/<context_name>.car

6. Create a directory <context_name>.war under <WEBLOGIC_INSTALL_
DIR>/Bea/usetr_projects/domains/ <DOMAIN_NAME> /applications/ <context_ name>.ear

7. Copy <$FIC_WEB_HOME/<context_name>.war file to
<WEBLOGIC_INSTALL_DIR>/Bea/uset_projects/domains/ <DOMAIN_NAME> /applications/<cont
ext_ name>.ear/<context_name>.war

8. Explode the <context_name>.war file by executing the following command to get the directory structure:

jar -xvf <context_name>.war
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Install Application

To install Application:

1. Open the Install Application Assistant

Install Application Assistant

Nt I Cancel

Locate deployment to install and prepare for deployment

Select the fie path that represents the appbcation root directary, archive fie, exploded archive drectary, o application module descriptor that you want to instal, You can also enter the path of
the appiication drectory or file in the Path field,

Mote: Ondy vaid fie paths are desplaved below, If you cannot find your deployment files, upload your file(s) andjor confirm that your apphcation containg the regured deplo yment desariptors.

Path: /oradata2/wi1035/0racle/Middleware/user_projectsidomains/upgT27 applications
Recently Used Paths: 2

Current Location: [ appicatons
~ A
() M0 upg7273.ear (open drectory)

Hext | Cancel
_ | =

Figure 107. Install Application Assistant
2. Click Next

Install Application Assistant

Back | | hexi Cancel

Choose targeting style

Targets are the servers, dusters, and virtual hasts on which ths deployment will run, Thene are several ways you can target an application,
: Install this deployment as an application
Thi: sppiication and its componients wil ba targeted to the same lacations. This i the most common usage.

() Install this deployment as a library

Appicaton lorares are degloyments that are avaiabie for other deployments to share, Libraries should be avaiable on al of the targets runnng ther re‘e'e":’; Appicabons

Back | | Next Cancel

Figure 108. Install Application Assistant

3. From the Choose targeting style section, select the Install this deployment as an application option and click
Next. The Optional Settings window is displayed.
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Install Apphcation Assistant

Back | | text! | Finish | | Cancel

Optional Settings

fou can modfy these settings or accept the defaults

General

What do you want to name this deployment?

Hame: upaT213
Security
What security mode! do you want to use wath thes applcaton?

(%) DD Only: Use only roles and policies that are defined in the deployment descriptors.

) Custom Roles: Use roles that are defined in the Administration Console; use pokcies that are defined in the deployment

descriptor.
) Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.

) Advanced: Use a custom model that you have configured on the realm's configuration page.

Source accessibility

Haw should the saurzs files be made accesshia?
(3) Use the defaults defined by the deployment's targets
Recommended seiecton
() Copy this application onto every target for me
During degloyment, the fies wil be copied automatically to the managed servers to which the appbzaton is argeted,

> 1will make the deployment accessible from the following location

Location: Joradata2/wl1035/Oracle/Middleware/user_projects/domai
Frovide the location from whare all targets will access thes appicaton’s fies. This s often a shared drectory, You must ensure the appicaton files ewst n ths locabion and that each target can
reach the location,

Back | et | | Fnish |:ar\:=.

Figure 109. Optional Settings
4. Enter a Name for the deployment if required.

5. Under the Security section, select the DD only option to specify that only roles and policies that are defined in
the deployment descriptors should be used.

6. Select the I will make the deployment available from the following location option under the Source

accessibility section.

7. Click Next to continue. The Deployment Summary window is displayed.
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Install Application Assistant
Back i Fiish | [ Cancel
Review your choices and click Finish
Cick Finish to complete the deployment. This may take a few moments to complete,
Additional configuration

(3 Yes, take me to the deployment's configuration sereen,

() Mo, I will review the configuration later.

Inorder to work successfull, this application may require addtianal configuration. Do you want to review this appheabion'’s configuration after completing this assistant?

Summary
Deployment: joradatadvd1035/Crace Mddleware juser_projects/domans upg 7273 apolications/upg 7273.ear
Name: wpizna
Staging mode: Use the defacits defined by the chosen targets
Security Model: COOnly: Uise only roles and palices that are dafined in the deployment desoriptors,
Target Summary
Compaonents & Targets
UpgT2T3 080 AgminServer

Back Finish | | Cance!

Figure 110. Deployment Summary

8. Select the Yes, take me to the deployment's configuration screen option and click Finish. The Se#ings for

<Deployment Name> window is displayed.
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Settings for upg7273

Qverview | DepioymentPian | Configration | Seqwity | Targets | Control | Testrg | Monitaring

Save

the end of the page ists the madules (such as Web applications and E.

Hotes

Lise this page to view the general configuration of an Enterprise applcaton, such as its name, the physical path to the application fies, the assocated deployment plan, and so on, The table at
) that are contained in the Enterprice application. Chck on the name of the moduie to view and update it configuration.

Hame: upg7273 The name of this Enterprise Application.  More Info...
Path: { vi1035/ Orade/ Middieware] Gser_projects| damains/ upg 7273/
./ UDg 773, ear
Deployment Plan: (no plan specified) More
Staging Mode: (o1 specified)
Security Modek DOOny ayed module. More Info..
%] Deployment Order: 100
1%} Deployment Principal
Name:
Save
Hodules and Components
Showing 140 1of 1 Previous | Mext
Hame v Type
= 2373 Enterprise
Eluogrzrs Appiaton
talessCachedsanbaan E
B Modules
) (PG T2T3 Web
* Apghcation
[beancache jar E
Medde
B Web Serces
Hone to display

Showing 1to 1of 1 Previous | Mext

Figure 111. Settings for <Deployment Name>

9. Review the general configuration details of the deployment. You can also update the configuration of the
deployment in this window. In the Overview tab you can view the complete deployment configuration.

10. Click Save to update the changes, if any.

11. From the LHS menu, click Deployments. The Summary of Deployments window is displayed.

Summary of Deployments

Control | Monitaring

{redeloyed), or deieted from the domain by first selecting the application name and using the contrals on this page.

Ta install a new applicaton or module for deployment to targats i this domain, dick the Install butten:

I Customize this table
Deployments

instad || Update  Deiste Stogy

This page displays a list of Java EE appicabons and stand-slore apphcation modules that havve been nstaled to ths doman, Instalied spplcations and modules can be started, stopped, updated

Showing 110 1of 1 Previous | Next

Servicng al requests

Servicng anly admiristration requests stz

Hame & Health

Type

Deplayment Order

B [Rupgrzn

Enterprise Applicaton

100

rsah| | Updals | Deiste | Startv || Stop v

Showng 110 1of 1 Previous | Next

Figure 112. Summary of Deployments
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12. Select the newly deployed Infrastructure application and click Start > Servicing all requests. Ensure that the

Infrastructure server is up and running,

Hessages
& Start requests have been sant to the selacted Depldyments
Summary of Deployments

Control  Manitoring

This page dsplays 2 kst of Javi
{redeployed], or deleted from the

domain by first selecting the application name and using the controls on this page.

To nstall & new application or module for degloyment to targets in this doman, dick the Insta¥ button.,

P Customize this table

Deployments
a0l : Showing 1to 1of 1 Previous | Mext
1 | mame State Health Type Deployment Order
1 | ® Bupgrzm Active ¥ oK Enterprise Application 100

natal

Showving 1 to 1of 1 Previous | Mext

Figure 113. Summary of Deployments

The State of the deployed application is displayed as Active if started successfully.

Deploying Tomcat WAR Files on Tomcat

Before deploying the WAR files, ensure that the previously deployed applications of Infrastructure are uninstalled.
See Uninstalling Previously Deployed WAR Files in Tomeat for the procedure to uninstall the previously deployed

Infrastructure war files.

On the machine that hosts Tomcat, follow the steps outlined to deploy Infrastructure application:

1. Open the URL in Browser window: http://<IP address>:<Tomcat setver port>. (https if SSL is enabled). The

Tomeat home window is displayed.
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Home Documentation Configuration Wiki Mailing Lists

Apache Tomcat/7.0.19

Recommended Reading:

Security Considerations HOW-TO
Manager Application HOW-TO
ClustaringiSession Replication HOW-TO
Developer Quick Start

Tomeat Sotup Realms & AAA Servlol Examples
Eirst Web Application JDBEC DataSources J5P Expmples

Managing Tomcat

For s

Documentation
Tomcat 7.0 Documentation

cess 1ot

MAnAgEr webapg s
ed in

Tomcat 7.0 Configuration
Tomcat Wiki

SCATALINA_HCME/conf/tomcac-users.xml

n Tomcat al important configuration
appaCalion 5
Bradmore SCATALINA_MOME/RINNING. txt
Release Notes Develapers may e interestad in
Changelog

Tomcal7.0 Bug Dafabase:
Migration Guide

Tomeal?
Security Updates

Tomeal?.0 5V Repostor

"= Apache Software Foundation

Ll
\—. mitp://www.apache.org/

Find Help

Server Status

Manager App

Serviet Spocilications
Tomecat Versions
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The Tollowing maling Ists are avalabie

WTROTIGNT ANNGUNCHTENS, MeEses, SecuTity
wulnratull iy notficaticas, (Low volume)

Figure 114. Tomcat home

2. Click Manager App. The Connect to dialog is displayed.

3. Enter the User Id and Password that has admin rights and click OK. (For user creation in tomcat, see Tomcat
User Administration. The Tomcat Web Application Manager window is displayed with the list of all the

applications deployed.)
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Deploy directory or WAR file located on server
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WAR file 1o deploy
Salect WAR fils 1o upload Broase.
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Apache Tomeat/? 0 19 1.6.0_25506 Sun Microsystems Inc Linuax 26 16154 elSuen amdbd ICLVBEDOR 10184 134 145

Cogyrght © 1999-2011, Apache Seftware Foundstion

Figure 115. Tomcat Web Application Manager

4. In the Deploy section, enter the Context Path provided during the installation as "/<context-name>".

5. Enter the path where the <context-name>.war file resides (by default "$FIC_WEB_HOME/<context-name.war>") in
the WAR or Directory URL field and click Deploy.

On successful application deployment, a confirmation message is displayed.

For information on starting the Tomcat server, see Tomcat User Administration, on page 74, .
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APPENDIX D Starting/Stopping Infrastructure Ser-
vices

This chapter details on how to start and stop OFSAA Infrastructure services. This chapter includes the following

sections:
e Starting Infrastructure Services

® Stopping Infrastructure Services

Starting Infrastructure Services

Once the installation of Infrastructure has been completed successfully and the post-installation steps are
completed, the servers must be started. Log on to each machine and run the .profile file. All servers mentioned must
be started from the same shell encoding, The servers mentioned below are dependent on each other. It is
mandatory to maintain the order in which the servers are started. Allow each of the servers to initialize completely

before starting the next server.

1. On the machine in which Infrastructure Application components have been installed, navigate to
$FIC_APP_HOME/common/FICSetvet/bin and execute the following command to start the Infrastructure
Server../startofsaai.sh.

Note: You can also start the Infrastructure Server by executing the command "nohup./startofsaai.sh &".
Starting the process using "nohup" and "&" will return the command prompt without having to wait till
the process completes. However, this command cannot be used when you are starting the server for the
first time or starting after changing user password in the configuration database schema.You can also
start the Infrastructure Server by executing the command "nohup ./ startofsaai.sh &". Starting the
process using "nohup" and "&" will return the command prompt without having to wait till the process
completes. However, this command cannot be used when you are starting the server for the first time or
starting after changing user password in the configuration database schema.

2. Start ICC server.

® On the machine in which Infrastructure default Application components have been installed, navigate to
$FIC_HOME/ficapp/icc/bin

® Execute the command:
/iccserver.sh
Note: Only Infrastructure Default Application Server would hold ICC component.
3. Start Back-end Services:

® On the machine on which Infrastructure Database components have been installed, navigate to
$FIC_DB_HOME/bin and execute the command to start "Agent server":

-/agentstartup.sh
Or
e Start Back-end services using the command:
nohup ./agentstartup.sh &
NOTE: This agent internally starts the Router, Message Server, OLAP data server and AM services.
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Starting Web Application Servers

Start the Web Application Server depending on the type from the following table.
Table 8: Webserver start Up option

Start up Option Description

Starting WebSphere profile On the machine in which Web sphere is installed, navigate to
[Webshpere_Install_Directory] /AppServer/<profiles>/<profile name>/bin and exe-
cute the command: ./startServer.sh serverl.

Starting WebLogic Domain On the machine in which WebLogic is installed navigate to <WebLogic Installation
directory>/user_projects/domains/<domain name>/bin and execute the command:
startWebLogic.sh -d64.

Note: If WebLogic is already running, access the WebLogic Admin Console. Stop
and start the application <context name>.ear.

Starting Tomcat Application On the machine in which Tomcat is installed, navigate to <Tomcat_Install_ Direc-
tory>/bin and execute the command: ./catalina.sh run

Stopping Infrastructure Services

To stop Infrastructure services follow these steps:

1. On the machine in which Infrastructure Application components have been installed, navigate to
$FIC_APP_HOME/common/FICServer/bin and execute the command:

./stopofsaai.sh

2. To stop ICC server, on the machine in which Infrastructure default Application components have been
installed, navigate to $FIC_HOME/ficapp/icc/bin and execute the command:

./iccservershutdown.sh
Note: Only Infrastructure Default Application Server would hold ICC component.

3. To stop Back-end server, on the machine in which Infrastructure database components have been installed,
navigate to SFIC_DB HOME/bin and execute the command:

./agentshutdown. sh
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apPENDIXE Accessing OFSAA Application

This section gives details the steps to be performed to access OFSAA Application.
1. From your desktop, open the browser and enter the URL in below format:

<scheme>://<IP address/ hostnames>:<ports>/<context-name>/login.jsp
For example, https://111.222.333.444:5555/ ofsaa/login.jsp
The OFSAA login screen is displayed as below:

Language [US-English w
User 1D |
Password

1903 2015 Orecle andfor itz affifiaies. Al right

Figure 1. OFSAA Login window
2. With installation of every OFSAA Application Pack, there are two seeded user profiles configured in the

system:

o SYSADMN - System Administrator

® SYSAUTH - System Authorizer
3. Login to the application using the "SYSADMN" User ID. (Note that, there is no "I" in the SYSADMN login
USER ID). Enter the password that was provided during installation. On the first login, you will be prompted to

change the password.
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~rrENDIX F POSt Deployment Configurations

This section provides detailed information about the Post Deployment Configurations.

This section lists the various configurations to be completed before you use the OFSAA Applications.
e Create Application Users
® Map Application User(s) to User Group
® Change ICC Batch Ownership

Create Application Users

Create the application users in the OFSAA setup prior to use.

NOTE: This step may not be required if you have already setup users in the OFSAA setup. For more
information refer user creation section from the Oracle Financial Services Analytical Applications Infrastructure User
Guide.

Map Application User(s) to User Group

Starting the OFSAA 8.0 release, with installation of every OFSAA Application Pack, pre-configured application
user groups are seeded. These user groups are unique to every OFSAA Application Pack and have application
roles pre-configured.

User Groups seeded with the OFS AAAI Application Pack are listed in the table.
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Table 1: Seeded User Groups

Name

Description

Modeler Group

User mapped to this group will have access to all the menu items for Enter-
prise modeling but will not have authorization rights for sandbox population,
model deployment and modeling technique authorization.

Modeling Administrator Group

User mapped to this group will have access to all the menu items for Enter-
prise modeling and will be have authorization rights for sandbox population,
model deployment and modeling technique authorization.

Inline Processing Admin Group

User mapped to this group will have access to all the menu items and actions
for Inline Processing module.

Business Administrator

User mapped to this group will have access to all the menu items and actions
for advanced operations of metadata objects.

Business Authorizer

User mapped to this group will have access to all the menu items and actions
for authorization of changes to metadata objects.

Business Owner

User mapped to this group will have access to all the menu items and actions
for read and write of metadata objects

Business User

User mapped to this group will have access to all the menu items and actions
for access and read of metadata objects.

Identity Administrator

User mapped to this group will have access to all the menu items for manag-
ing User entitlements, User Group Entitlements and Access Management
configurations.

Identity Authorizer

User mapped to this group will have access to all the menu items for autho-
rizing User entitlements, User Group Entitlements and Access Management
configurations.

System Administrator

User mapped to this group will have access to all menu items for managing
the setup configurations.

Object Administrator

User mapped to this group will have access to all menu items for managing
object migration and metadata traceability using metadata browser.

Guest Group

User mapped to this group will have access to certain menu items with only
access privileges.

Map the application uset(s) to the respective Application User Group(s) and subsequently authorize the entitlements

by logging in as SYSAUTH (System Authorizer) user.

For more information refer Mapping/ Unmapping Users section from the Oracle Financial Services Analytical Applications

Infrastructure User Guide.

Change ICC Batch Ownership

This section is not applicable for OFS GRC Application Pack.
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~rrENDIxG OFSAA Landing Page

This appendix includes the following topics:
o OFSAA Landing Page
® Enabling a Product within an Application Pack

OFSAA Landing Page

On successful authentication with ORM user id and password, the OFSAA 8.0 Landing Page is displayed. This is a
common landing page for all users until a preferred application landing page is set by the user in his preferences.

The landing page includes multiple tabs and each tab has specific links to OFSAA Infrastructure and/or
Application modules. The tabs and links are displayed based on the OFSAA Application accessed and the access
roles mapped to the logged in user.

Each tab contains LHS Menu and RHS Menu. The LHS Menu holds link(s) to modules in a tree structure. The
RHS Menu holds link(s) to modules in a navigational panel format.

The following tabs are available in the Landing Page:
® Applications tab
e Sandbox tab
® Object Administration tab

e System Configuration & Identity Management tab

Applications tab
This tab lists the various OFSAA Applications that are installed in the setup.

The “<Select Application>" drop-down lists the OFSAA Applications based on the user logged in and User
Group(s) mapped to OFSAA Application. Selecting an Application from the drop-down refreshes the menus/
links.
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Sandbox tab
This tab lists the various OFSAA Sandboxes created in the setup.

The “<Select Sandbox>" drop-down lists the OFSAA Sandboxes based on the user logged in and User Group(s)
mapped to OFSAA Application.

Selecting a Sandbox from the drop-down would refresh the menus/ links.

Object Administration tab
This tab lists the various OFSAA Information Domains created in the setup.

The “<Select Information Domain>"" drop-down lists the OFSAA Information Domains based on the user logged
in and User Group(s) mapped to OFSAA Application.

Selecting an Information Domain from the drop-down refreshes the menus/ links.

System Configuration & ldentity Management tab

This tab lists the OFSAA Infrastructure System Configuration and Identity Management modules. These modules
work across Applications/ Information Domains and hence there are no Application/ Information Domain
drop-down list in this tab.

NOTE: Refer the OFSAA User Manual for more details on how to operate on each tab

Enabling a Product within an Application Pack

You can also enable a product/ application within an application pack post installation at any point of time.
To enable a product through the application Ul, follow these steps:
1. Login to the application as SYSADMN user or any user with System Administrator privileges.

2. Navigate to System Configurations & Identity Management tab and expand Financial Services Analytical
Applications Infrastructure >> Administration and Configuration >> System Configuration.

3. Click Manage OFSAA Product License(s)
4. The Manage OFSAA Product License(s) page is displayed as below.
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Financia fical Applications Infrastructure > Administration and Confi

» INSTALLED APPLICATION PACKS
| APPUICATION PACK D APPLICATION PACK NAME
@ OFS_AAM PACK Financial Services Advanced Analyfics Infrastnuchure Pack

OFS_CAP_ADQ_PACK Financial Senvices Capdtal Adequacy Applications Pack

» PRODUCTS IN THE APPLICATION PACK

ENABLE i PRODUCT ID PRODUCT NAME
OFS_AAAI Financial Services Enlerprise Modeling

7 OFS_IPE Financial Sendces Infing Processing Engine

| DEscreTioN
Appications for Advanced Analyfics using Oracle R, Modeling & Stress Tesfing Framework and Infine

Processing Engine

tion > System Configuration > Manage OFSAA Froduct License(s)

| INSTALL DATE

241202 1422330

Applcations for Basel Basic, IRB & Analyfic, Operational Risk Economic Capital & Analybe and Retal o 10 19 40 59580
Portfolio Risk Models and Pooling in Banking and Financial Services Domain 5 T e

| DESCRIPTION

Base Infrastructure for Advanced Analyfical Applications

Frameseork for Inline Processing Engine
g

ENABLE DATE

412021422330

Figure 1. Manage OFSAA Product License

This page includes the following sections:

e INSTALLED APPLICATION PACKS

e PRODUCTS IN THE APPLICATION PACK
5. The following fields are displayed in the INSTALLED APPLICATION PACKS section

Table 1: Installed Application Pack

Field Description

Application Pack ID

section.

Displays a unique Application Pack ID related to the application pack.

Select the appropriate Pack id using the radio button. The Products in the applica-
tion pack will be displayed below in the PRODUCTS IN THE APPLICATION PACKS

Application Pack Name

Displays the name of the Application Pack.
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Table 1: Installed Application Pack

Description

Displays the description of the Application Pack.

Install Date

Displays the date when the Application Pack was installed.

6. The following fields are displayed in the PRODUCTS IN THE APPLICATION PACK section:
Table 2: Products in the Application Pack

Field Description
Enable Select the checkbox to enable a product within an Application Pack.
Product ID Displays a unique product id for the product.

Product Name

Displays the name of the Product

Description

Displays the description of the product.

Enable Date

Displays the date when the product was enabled.

7. Select an Application Pack by clicking the radio button next to the Application Pack ID field.

8. Selecting an Application Pack will display below the products within the Application Pack.

9. Products which were enabled at the time of installation will have the checkbox “ENABLE” disabled. You can
enable any product within the selected Application Pack by clicking the “ENABLE” checkbox against the

respective Product ID.

10. Click on RESET button to cancel the operation and refresh the screen.
11. Click VIEW LICENSE AGREEMENT button. The License Agreement section is displayed.
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NT
Oracle Financial Services Enterprise Modeling Option (OF S AAAI) product is a separately licensabie product and would not be enabled unless it nas been licensed. Oracle =
Financial Services Enterprise Modeling Option (OFS AAAI) product is only part of the Oracle Financial Services Advanced Analytics Infrastructure Pack and specific OFSAA
Application Packs that require the advanced analytical features of this producl. Oracle Financial Services Enterprise Modeling Oplion (OFS AAAI) product gels pre-selecled
automatically on selecting any of the ofsaa preducts within a specific Application Pack that require this product to be enabled and configured.

installation, based on the products that are being selected, it would get enabled and would be licensed for. It is important to note that products once selected (enabled) cannot be

Multiple products being grouped together under a Application Pack, mandate installation and configuration of these products by default. However, during the Application Pack r
disabled at a later stage. However, products can only be enabled at any later stage using the OFSAA Infrastructure "Manage Application Pack License” featurs. ‘

Enabling a product within a Application Pack autematically implies you agree with this license agreement and the respective terms and conditions. ‘

@ | AGGEPT THE LIGENSE AGREEMENT.
(T) 1 DO NOT ACCEPT THE LICENSE AGREEMENT.

ENABLE

Figure 2. License Agreement
12. Select the option I ACCEPT THE LICENSE AGREEMENT.

13. Click ENABLE.
14. An appropriate pop-up message confirmation is displayed showing that the product is enabled for the pack.

NOTE: To use the newly enabled product, you need to map your application users to the appropriate product
specific User_Group(s) and subsequently, authorize the actions by logging in as System Authorizer.

NOTE:

e For more information refer to Mapping/ Unmapping Users section in the Oracle Financial Services Analytical
Applications Infrastructure User Guide 8.0.

® To identify the newly enabled product specific UserGroups/ Application Pack specific User_Groups, refer to
the respective Application Pack specific Installation and Configuration Guide/ User Manual.
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~prEnDix H Additional Configuration

This Appendix gives detailed information about the Additional Configuration regarding OFSAA Installation.
This Appendix includes following topics:

e FTP/ SFIP Configuration for File Transfer
e Configure Infrastructure Server Memory

® Internet Explorer Settings

o OLAP Data Server Configuration

e Configure Infrastructure Ports

® OFSAAI Setup Information Fetching Tool
® Encryption Changer

e Infrastructure LDAP Configuration

e Configure OFSAAI Web Services

® Deploy OFSAAI Web Services

e Configure Message Details in Forms Designer
® (learing Application Cache

e Configuring Password Changes

e Configure Internal Service (Document Upload/ Download)

FTP/ SFTP Configuration for File Transfer

In OFSAA, certain modules require transfer of files from the web application server to the OFSAA server over
SSH.

Follow these steps to ensure the OFSAA server recognizes the web application server during file transfers.
1. Login to the web application server.
2. Type sftp <user>@<OFSAA Server>

3. Specify Yes when prompted for permission.

Are you sure you want to continue connecting (Yes/No)?
4. 'This will add an entry into the "known_hosts" file.

5. A confirmation message is displayed:
Permanently added <OFSAA Server> RSA) to the list of known hosts.
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Configure Infrastructure Server Memory

The memory settings for Infrastructure Application Server, Tomcat, WebSphere, and WebLogic can be edited for
customizing memory settings and garbage collector settings depending on the available hardware configuration as
explained below. These settings are base minimum and has to be incremented considering the deployment metrics
into account. The increments are usually handled in multiples of 128mb for heap and 64mb for stack.

Infrastructure Application Server Memory Settings

You can configure the Infrastructure Application Memory settings as follows:

1. Locate .profile file.

2. Edit X_ARGS field in this file for customizing memory settings and garbage collector settings depends on the
hardware configuration.

This has a default value X_ARGS="-Xms200m"
X_ARGS=" "$X_ ARGS" $DELIM -Xmx2048m"

NOTE: This parameter is modified in 7.3.2 IR and you need to modify X_ARGS_APP variable in the
.profile file to customize Java Memory Settings for Model Upload based on the Data Model size.
For Run and Rule executions, the following value is recommended:

X_ARGS_RNEXE=""-Xmslg -Xmxlg -XX:+UseAdaptiveSizePolicy -XX:MaxPermSize=512M
-XX:+UseParallelOIdGC -XX:+DisableExplicitGC"

X_ARGS_RLEXE="-Xmslg -Xmxlg -XX:+UseAdaptiveSizePolicy -XX:MaxPermSize=512M
-XX:+UseParallelOlIdGC -XX:+DisableExplicitGC"

Internet Explorer Settings

Note: OFSAAI supports only default zoom setting in Internet Explorer, that is, 100%.
Cookies should be enabled.

The following browser settings have to be specified at every client machine prior to accessing the Infrastructure

application.
1. Open Internet Explorer. Select Tools > Internet Options. The Internet Options window is displayed.
2. Click the Settings button. The Settings window is displayed.
3. Select the option Everytime I Visit the webpage and click OK.
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Figure 1. Internet Options

4. In the Internet Options window, select the Security tab and select the Internet option under Select a zone to
view or change the security settings.
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r

Internet Options @@

General | Security | Privacy | Content | Connections | Programs | Advanced

Select a zone to view or change security settings.

@ €« vV O

i v
Internet Local intranet  Trusted sites  Restricted
sites

Internet

O This zone is For Internet websites,
except those listed in trusted and
restricted zones.

Security level For this zone
Allowed levels For this zone: Medium to High
Medium-high
L_l - Appropriate for most websites
- Prompts before downloading patentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

[ ok || concel

Figure 2. Internet Options

5. Click Default Level under Security level for this zone.
6. Click OK to save.
7. Click Internet Explorer >> Tools >> Compatibility View Settings.
8. Enter the OFSAA setup URL in the Add this website field.
9. Click Add.
10. Ensure the URL is listed under Websites you've added to Compatibility View.

11. In the Internet Options window, select the Privacy tab and select the Turn on Pop-up Blocker option under
Pop-up Blocker settings.
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Figure 3. Internet Options- Popup Blocker Settings
12. Click Settings. The Pop-up Blocker Settings window is displayed.

13. Enter the URL of the OFSAA Application in the Address of Website to Allow: field.
14. Click Add. The OFSAA URL is displayed in the Allowed Sites section.

15. Click Close.

16. Click OK in the Internet Options window.

Retrieve Patch Information
To identify the list of patches installed on your OFSAA setup, follow these steps:
1. Login to the OFSAA application as a user with Object AdminAdvanced Role.
Navigate to Object Administration tab.

2

3. Click System Utilities.

4. Click Patch Information.
5

The page displays the list of patches installed on the OFSAA setup across Applications Platform.
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OLAP Data Server Configuration
This section is applicable if you are using the OLAP feature of OFSAAL

The following parameters must be set to ensure that the system limitations are not exceeded at any stage. The values
for these OS parameters should be specified based on the expected load at each implementation site.

Example:
Process Memory Limit
Max Thread Stack Size
Max Number of Threads per Process
® Sort Buffer settings: This must be set at the Essbase application level appropriate to the anticipated load.

e Shutdown and Restart: During shutdown of OFSAAI Server that has an instance of Data Services that is
communicating with an OLAP Data Server, it is imperative to ensure that the cleanup of the old instance is
completed on the OLAP Data Server before restarting the OFSAALI Server. Pause for a period of time based
on the load the system was subjected to, before restarting the Data Services subsystem.

Configure Infrastructure Ports

This step is applicable only in the event you wish to change any of the ports used by Infrastructure services after the
installation process. The ports that are used by the Infrastructure application are distributed across the machines on
which Infrastructure Web; Application, and Database components have been installed. Therefore you must perform
the port changes on all the machines on which Infrastructure components have been installed.

"PortC.jar" can be executed in two modes.
o GUI
e CMD

To execute "PortC.jar" in GUI mode, ensure that the "Hummingbird Exceed" to be running and do the following:
1. Navigate to the path $FIC_HOME in each machine.

2. Enter the command

java -jar PortC.jar GUI

The OFSAA Infrastructure Port Changer window is displayed.

134 GRC Installation Guide 8.0.0.0.0



OLAP Data Server Configuration

OFSAAInfrastructure,

Application Layer
Database Layer

Web Layer
Infrastructire Java Port 2425
ICC Server Porl SE15
1CC Native Port 2817

Infrastructure Native Port 8721
Infrastiuctisne Agent Porn 2812
OLAP Data Sever Port. (10101

Message Server Pon 4376

Router Fort 4379
AM PorL BT02
Web Server Port 12123

Enter Datahase Detalls

Select your Database |Oradle
1P Address

Par Mumber

SiD

Config schema username

Cancel

Config schema password »ssssses|

Configure port numbers used by

OFSAAInfrastructure install directon:

Change

Figure 4. OFSAA Infrastructure Port Changer
The OFSAA Infrastructure Port Changer window displays the following:

® The path in which Infrastructure components have been installed.

® The check-boxes corresponding to Application Layer, Database Layer, or Web Layer are enabled based on:

m In the event you have performed a single-tier installation on the current machine, the check-boxes for all

three components will be enabled.

If you have installed more than one category of components on the current machine, the corresponding checkboxes

for the respective components you have installed will be enabled.

To edit the port value, enter the new port value. User has the option to change the required ports and leave the other
ports unchanged. Only the ports for which values are modified will change and the ports that are unchanged will

retain its default value.

NOTE: All ports on a machine must be unique. The range of port numbers that are given should
preferably be between 1025 and 65535. The Servlet port can have 80 or 443 as port numbers if Default

HTTP/HTTPS portts are being used.

® Sclect the Database Type as Oracle from the drop-down list.

e The IP / Host Address of the machine on which the corresponding database is installed will be populated.

® The Port Number on which the database is listening is displayed.

® The SID details are displayed.
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® The Configuration Schema username is displayed.
® Enter the Configuration schema password.
® C(lick Change to initiate the port changes.
To execute PortC.jar in CMD mode:
1. Navigate to the path $FIC_HOME.

2. Enter the command:

java -jar PortC.jar CMD

Then enter the requested information to change the ports. Once the port numbers are changed in the Infrastructure
configuration, a message will be displayed confirming the changes. The log "Portchangerlog" in the Infrastructure
installation path provides the status of port changes performed.

For above port changes to take effect, a re-start of all Infrastructure servers is required.

NOTE: Do not execute the "PortC.jar" with CMD option in the "nohup" mode. The port changes are
done only on Infrastructure web components where EAR/WAR files are deployed. After the port
changes are done, you need to re-create the EAR/WAR files and re-deploy these files.

OFSAAI Setup Information Fetching Tool

Executing the Setuplnfo,jar file available in the FIC_HOME path will help you retrieve the related information about
the OFSAAI Set up such as Operating System Name and version, Database Type and Version, OFSAAI
architecture, Log file locations and so on.

To execute "Setuplnfo.jar” in console:
1. Navigate to the path $FIC_HOME.

2. Enter the command:

java -jar SetupInfo.jar

After execution, the output file location is displayed in the console.

Encryption Changer

This utility helps you to regenerate the new AESCryptKey.ext file and encrypt all the encrypted values of the OFSAAI
setup according to the new key.

To execute EncryptCijar in console:
1. Navigate to the path $FIC_HOME.
2. Enter the command:
java -jar EncryptC.jar
A confirmation message is displayed after execution.

Once executed, you need to create and deploy the EAR/WAR file depending on the configured Web Application
Server. For more information, see APPENDIX C
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Infrastructure LDAP Configuration

This provides you with the option of using LDAP (Lightweight Directory Access Protocol) authentication or
Infrastructure SMS authentication for logging on to Infrastructure.

If you are using the Infrastructure authentication, the user and user group details, profile creation, function and role
maintenance and other mappings can be done through the Infrastructure Administration module under Security
Management. The data in this case, will be updated in the CSSMS table.

However, if you wish to use LDAP for user authentication, then you have to ensure that the LDAP server is installed
and configured. Also make sure that OPEN LDAP 2.2.29+ is installed and configured in Windows machine. Before
doing the following configuration, it is required to select the "Authentication type" as LDAP in the Confignration
screen of Infrastructure. This screen can be accessed by selecting Systenz Configuration > Confignration in the LHS menu
of Infrastructure. In the Windows machine in which LDAP Server is installed, go to the OpenLLDAP installation
directory through the command prompt and execute the command "slapd -d 1" to start the LDAP server.

Configure Infrastructure Configuration Schema

In the Infrastructure configuration schema, ensure the following entries in Configuration Table.

Table 1: Configuration Schema

PARAMNAME Description PARAM Value Example
AUTHENTICATIONTYPE Authentication type 2 - AUTHENTICATIONTYPE value must be 2
for LDAP
ROOTCONTEXT The Root Context for the LDAP | dc=<OFSAA>, dc=<com>
Directory
The Root dn for LDAP direc- cn=<Manager>, dc=<OFSAA>, dc=<com>
ROOTDN tory
ROOTPASS Password for the Root <secret>
LDAPURL LDAP URL <ldap://10.11.12.13.1234/>
LDAP_SSL_MODE LDAP in SSL Mode N for non - SSL and Y for SSL
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Table 1: Configuration Schema

HASHPASS Should the user password be FALSE or TRUE.

Hashed When HASSPASS is set as FALSE, we need to
have the ROOTDN value as "uid=ORCLADMIN,
ou =Users, dc=OFSAAI, dc=com". ORCLADMIN is
a dummy user, it will be replaced dynamically
with the logged in user.

When HASSPASS is set as TRUE, we need to
have the ROOTDN value as "cn=orcladmin,
cn=Users, dc=i-flex,dc=com" and proper oraclad-
min LDAP password as ROOTPASS. First
OFSAAI connects to LDAP directory using
orcladmin user and fetches the login user
details and verifies the entered password.

RETRIEVE_DN To retrieve Distinguished TRUE

Name

NOTE: ROOTCONTEXT, ROOTDN, and ROOTPASS entries should be same as in the slapd.conf file.

Configure OpenLDAP Files

1.

Copy the reveleusSchema.schema from <Infrastructure Installation Directory>
/ficapp/common/FICSetvet/conf/LDAP_LDIF folder to LDAPServer Schema folder.

Copy the Domains.Idif and Reveleus.ldif files from <Infrastructure Installation
Ditectory>/ficapp/common/FICServer/conf/LDAP_LDIF foldet to OpenLDAPServer folder.

NOTE: Make sure that the ROOTCONTEXT in the Domains.ldif and Reveleus.ldif files are the same as
slapd.conf file.

Provide the appropriate entries for ROOTDN, ROOTPASS, and ROOTCONTEXT in slapd.conf file in the
OpenLDAPSetver folder.

Add the text "include schema/reveleusSchema.schema" as the first line of the slapd.conf file.

NOTE: The above steps of the configuration are for OpenLDAP Server only. If you need to configure
Infrastructure for any other LDAP Server, you will have to make the changes appropriately.

In the command prompt, navigate to the LDAP installation directory and execute the command "ldapadd
-D"ROOTDN" -w ROOTPASS -f/data/Reveleus.Idif"

This is for creating the entries for Users, User Groups, Functions, Profiles, Segments, Domains, Roles, and
HolidayMaster in the Data information Tree of LDAP.

Make an entry in the Domainsdif file for each Information Domain that is created through the Infrastructure
UL

To add an entry corresponding to the new Information Domain to the Domains.ldif file, add the following block
of text with the appropriate values:

NOTE: DSNID refers to Information Domain name.
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dn: DSNID=<DSN 1D>,ou=Domains,@LDAP_DIRECTORY_ROOTCONTEXT@
changetype: add

mappedsegments: <Mapped segments/~>

dsnid: <DSN ID>

infodomname: < Information Domain Name>

objectClass: Infodom

objectClass: top

infodomdescription: < Information Domain Description>
Example:

dn: DSNID=FUSIONMOCK, ou=Domains, dc=FTP1,dc=com

mappedsegments: ~

dsnid: FUSIONMOCK

infodomname: FUSIONMOCK

objectClass: Infodom

objectClass: top

infodomdescription: FUSIONMOCK

Then, navigate to LDAP installation directory and execute the command "D"ROOTDN"  -w ROOTPASS
-f/data/Domains.1dif"

NOTE: You can add entries for multiple Information Domains at the same time.

Migrate Data from CSSMS tables to LDAP server

If you are using LDAP authentication, it is required to migrate all the details from the CSSMS table, which contains
the information entered using the Infrastructure Administration module under Security Management to the LDAP
Server.

To migrate data from CSSMS tables to LDAP server:

1. Invoke the LDAP_Migration.sh file in $FIC_HOME/MigrationUtilities/Migtation_LDAP/ bin folder. The Select Source
Destination for Migration window is displayed with the option to migrate the data from SMS to LDAP or vice
versa.
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=Select Source & Destination for Migration—

LDAP To SMS
5MS To LDAP

oK Close

Figure 5. Select Source & Destination for Migration
2. Select the SMS to LDAP option and click OK. The Select Entities to Migrate window is displayed.

FSelect Entities To Migrate

¥l User
| User Group
_| Funetion
Role
| Segment
Profile
| Holiday
|| Function - Role Map
|| User - User Group Map
|| User Group - Role Map

User Group - Domain Map

Migrate [ Close

Figure 6. Select Entities to Migrate

You can select the data that you wish to migrate such as Users, User Groups, Functions, Roles, Segment, Profiles,
Holiday Master, Function Role Maps, User - User Group Maps, User Group Role Map, and User Group- Domain
Map.
3. Select the entities that you wish to migrate and click Migrate. The data is migrated and a confirmation dialog is
displayed.
4. You can verify the data migrated to LDAP server through the LDAP Browser.

NOTE: You should also enter the passwords for all the users as passwords are not migrated in migration
process.
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Configure OFSAAI Web Services

Web Services in OFSAAIT is meant for exposing a web service to "asynchronously" or "synchronously" execute
requested tasks offered by OFSAAIL The configuration steps given below are to be done only if you are using the
Web Services feature of OFSAAL

Configure DynamicWSConfig.xml File

For each third party web service that needs to be accessed using the OFSAAI Web services framework and the
operations to be invoked, corresponding entries are to be made in the DynamicWSConfigxml template file.

The variable <WebServer> denotes any one of the application server, i.e. WebSphere, WebLogic, or Tomcat.

The DynamicWSConfigxml file will be available in the <OFSAAI Installation Ditectory>/EXEWebService/
<WebServer>/ROOT/conf directory. This file can be placed in any directory that is accessible by the application and
this location must be specified in the web.xml file, as WSCONFIGFILE parameter.

The DynamicWSConfigxml template file will be in <WebSetver Deployment Path>/
EXEWebSetvice.car/ EXEWebService.war/conf directory.

This template is given below:

<XML>

<WEBSERVICES>

<WEBSERVICE CODE="$CODE"

ENDPOINT="$ENDPOINT" TARGETNAMESPACE="$TARGETNAMESPACE"
XMLNS_XSD=""$XMLNS_XSD"* ENCODINGSTYLE="$ENCODINGSTYLE"
SERVICENAME="$SERVICENAME" PORTTYPENAME=""$PORTTYPENAME"
SESSION_MAINTAIN_PROPERTY="$SESSION_MAINTAIN_PROPERTY"
USERNAME=""$USERNAME""

PASSWORD=""$PASSWORD" STYLE="$WEBSERVICESTYLE"
STUBIMPLEMENTAT ION=""$STUBIMPLEMENTAT ION"*>

<OPERATION CODE="'$CODE"

NAME=""$NAME""

SOAPACT ION=""$SOAPACT ION"'

STYLE="$STYLE"

PACKAGENAME=""$PACKAGENAME"">

<INPUT ORDER="$ORDER"

PARAMNAME=""$PARAMNAME"*
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ARGTYPE=""$ARGTYPE"
CLASSNAME=""$CLASSNAME"/>
<OUTPUT PARAMNAME=""$PARAMNAME"
RETURNTYPE="$RETURNTYPE"

CLASSNAME=""$CLASSNAME"/>

</OPERATION>
</WEBSERVICE>
</WEBSERVICES>

</XML>

The DynamicWSConfig.xml has the placeholders as tabulated below. These have to be updated depending on the web
service chosen and the mode of accessing it. For each Web service to be accessed, the entire webservice tag in the
DynamicWSConfigxml file must be repeated. The placeholders tabulated below should be set in accordance to the
parameters published in the third party wsdl files (webservices) to be accessed. The stub class specified must
implement the "com.iflex.Oracle Reveleus.execution.webservice EXEWebIEF" interface.

Attributes for WEBSERVICE tagh

Table 2: WEBSERVICE Tag

Placeholder Description

$CODE Unique number within the xml file and cannot be 999 or 0.

SENDPOINT soap: address location in the wsdl: service name tag of the wsdl file.

STARGETNAMESPACE The attribute value for the targetNamespace of the wsdl: definitions
tag.

SXMLNS XSD The attribute value for the xmIns:s of the wsdl :definitions tag

SENCODINGSTYLE The attribute value for the xmIns:soapenc of the wsdl:definitions tag.

$SERVICENAME Name of the service found under the wsdl:service name tag of the wsdl
file.

$PORTTYPENAME wsdl port type name as mentioned in the wsdl file.

$SESSION MAINTAIN PROPERTY This could be given as ™ also.

SUSERNAME User name to access the web services. Enter " if no user name is required.

$PASSWORD Password to access the web services. Enter " if no password is required.
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Table 2: WEBSERVICE Tag

SWEBSERVICESTYLE This can take either "rpc” in case of DIl mode of invoking web services or
"stub" in case of static mode. This is a mandatory parameter.
$STUBIMPLEMENTATION Fully qualified class name (package name.classname).

Attributes for OPERATION tag

Ensure that the "operation tag attributes" are repeated for each of the operation tags.

Table 3: OPERATION Tag

Placeholder Description

$CODE Should be unigue within the Webservice tag.

$NAME The name of the Function that is to be called by the wsdl file.

$SOAPACTION The URL for the Operation to access. This is associated with the Opera-
tion tag of the wsdl file.

SSTYLE This can take "rpc” if the web services invoking is in DIl mode or "stub" if it
is in static mode. This is a mandatory parameter.

$PACKAGENAME Represents the JAXB package of input object.

Attributes for INPUT tag

Table 4: INPUT Tag

Placeholder Description

$ORDER The sequential number of the INPUT tag. Should start from 0. This is in line
with the input order of the arguments that the APl accepts which is called
by this operation.

$PARAMNAME Input parameter name to be called by the wsdl file.

$ARGTYPE Input Parameter Data Type. If the input argument type is complex object,
specify $ARGTYPE as "xmistring".

$CLASSNAME Represents class name of input object parameter.

Attributes for OUTPUT tag

Table 5: OUTPUT Tag

Placeholder Description

$PARAMNAME Output parameter name to be returned by the web service.

$RETURNTYPE Output parameter Data Type. If the web service response is a complex
object, then specify SRETURNTYPE as "object".

$CLASSNAME Represents class name of output object parameter.
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Web.xml Entries

Navigate to <OFSAAI Installation Directory>/EXEWebSetvice/ <WebServer>/ROOT/WEB-INF/ and edit the web.xml file
as explained below.

NOTE: In case of Java 7 when WebLogic is used as web application server replace following line of
<OFSAALI Installation Ditrectory>/EXEWebService/Weblogic/ROOT/WEB-INF/web.xml file that is:

<?xml version="1.0" encoding="UTF-8"7>

<web-app id="WebApp_ ID" version="3.0"
xmIns="http://java.sun.com/xml/ns/javaee"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://java.sun.com/xml/ns/javaee
http://java.sun.com/xml/ns/javaee/web-app_3 0.xsd" metadata-complete="true'>

with

<?xml version="1.0" encoding="UTF-8"7>
<web-app xmlns=""http://java.sun.com/xml/ns/j2ee"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"'>

Entry for WSConfig File

The WSCONFIG file (DynamicWSConfigxml) is available in the <WebServer Deployment Path>/
EXEWebSetvice.car/ EXEWebService.war/conf directory. This file can be placed in any directory that is
accessible by the application.

The path where the WSCONFIG file is placed must be specified in place of §WSCONFIGFILELOCATIONS in

the below block of text in web.xml.

<context-param>

<description>WebServices Configuration File</description>
<param-name>WSCONFIGFILE</param-name>
<param-value>$WSCONF IGFILELOCAT ION$</param-value>
<I--Specify the Location of DynamicWSConFig.xml-->
</context-param>

Proxy Settings

The following block of text in web.xml file, replace the <param-value> given in bold below with appropriate

values.
If no values are required, leave the <param-value> blank.
<C0ntext—param>

<description>http Proxy Host</description>
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<param-name>http.proxyHost</param-name>
<param-value>$PROXYHOST$</param-value>

<I-- Specify the IP address or hostname of the http proxy server-->
</context-param>

<context-param>

<description>http Proxy Port</description>
<param-name>http.proxyPort</param-name>
<param-value>$PROXYPORT$</param-value>

<I--Port Number for the Proxy Server-->
</context-param>

<context-param>

<description>http proxy UserName</description>
<param-name>http.proxyUserName</param-name>
<param-value>$PROXYUSERNAMES$</param-value>

<I-- User ID To get authenticated by proxy server-->
</context-param>

<context-param>

<description>http proxy Password</description>
<param-name>http.proxyPassword</param-name>
<param-value>$PROXYPASSWORD$</param-value>

<I-- User Password To get authenticated by proxy server-->
</context-param>

<context-param>

<description>http non-ProxyHosts</description>
<param-name>http.nonProxyHosts</param-name>

<param-value>$NONPROXYHOST$</param-value>
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<I--Hosts for which the proxy settings should get by-passed (Note: Separate them
by "|" symbol) -->

</context-param>

OFSAAI Home Entry

This entry should point to the Application layer / Web layer of the OFSAALI installation and should be accessible.

Replace $FIC_HOMES in the following block of text in webxml with ~ <WebServer Deployment
Path>/EXEWebService.ear/EXEWebService.war.

<context-param>

<description>0FSAAl Web Home</description>
<param-name>FIC_HOME</param-name>
<param-value>$F1C_HOME$</param-value>
<I--OFSAAI Installation Folder-->
</context-param>

<context-param>

<description>0FSAAl Web Home</description>
<param-name>FIC_PHYSICAL_HOME</param-name>
<param-value>$FIC_HOME$</param-value>
<I--OFSAAI Installation Folder-->
</context-param>

DynamicWSConfig.xml

For each third party web service that needs to be accessed using the OFSAAI Web services framework, and the
operation to be invoked, make corresponding entries into this file. This file is to be placed in the location that is
specified in the web.xml, as WSCONFIGFILE parameter.

Deploy OFSAAI Web Services

You can deploy OFSAAI Web Services separately if you had not configured OFSAAI Web Services as part of the
installation.

1. Complete the manual configuration of OFSAAI Web Services.
2. Navigate to <OFSAAI Installation Directory>/EXEWebService/ <WebServer> and execute the command:
./ant.sh
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This will trigger the EAR/WAR file creation, which is required for the deployment.

3. Deploy the generated EXEWebService. EAR/EXEWebSetvice. WAR file into the WebSetver.

If you have already configured OFSAAI Web Services as part of the installation, deploy the generated
EXEWebSetvice. EAR/ EXEWebService. WAR file into the OFSAAI Deployment area in WebServer profile.

Configuration to Enable Parallel Execution of DML statements

A configuration file, OracleDB.conf has been introduced to accommodate any configurable parameter related to
operations on oracle database. If you do not want to set a parameter to a specific value, then the respective
parameter entry can be removed/commented off form the OracleDB.conf file which resides in the path
$FIC_DB_HOME/conf.

As of now, the OracleDB.conf file has only one parameter namely CNF_DEGREE_OF_PARALLELISM. This parameter
indicates the degree of parallelism to be used for a DML operation if parallel DML is explicitly enabled in the session
with the ENABLE PARALLEL DML clause of the ALTER SESSION statement. The default mode of a session is
DISABLE PARALLEL DML. If CNF_DEGREE_OF_PARALLELISM is not set, then the default degree, as
decided by Oracle will be used.

Configure Message Details in Forms Designer

You can configure the Message Details in Forms Designer under Data Entry Forms and Queries module by
updating the details of mail server in the "NotificationConfig.cfg" file which resides in the path
$FIC_APP_HOME/common/FICServet/conf.

Ensure that the "authorized User details" for whom you need to configure the Message details are included in
Administration > Security Management > User Administrator > User Maintenance window.

Update the following patrameters in the "NotificationConfig.cfg" file:
Table 6: NotificationConfig.cfg File

Parameter Description
SMTP SERVER IP Specify the hostname or IP address of SMTP Server.
SMTP DEBUG MODE To run SMTP service in Debug mode, set value to 'true’, otherwise set

value to 'false’.

SMTP AUTHORIZATION Set to 'true' if SMTP server requires the client to be authenticated, other-
- wise set to 'false’.

SMTP USERNAME Username required for logging into SMTP server, if authentication is not
- required use a dummy value.

SMTP PASSWORD Password required for logging into SMTP server, if authentication is not
- required use a dummy value.

SMTP MAILID If the Messages has to go from a Particular ID that ID need to be added.
- Exchange server forces you set a valid ID that is there in the exchange
server. (Based on Security settings)

Ensure that the authorized User details are included in Adwinistration > Security Management > User Administrator >
User Maintenance window.
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Clearing Application Cache

This is applicable to all Web Servers (i.e. WebSphere, WebLogic, and Tomcat).

Prior to the deployment of Infrastructure or Application Service Packs / One-off patches, navigate to the following
path depending on the WebServer configured and clear the cache:

Tomcat: <Tomcat installation folder>/work/Catalina/localhost/<Application name>/org/apache/jsp

WebLogic: <Weblogic installation location>/domains/<Domain name>/setvers/<Setver
name>/tmp/_WL_uset/<Application name>/qaclce/jsp_setvlet

WebSphere: <Websphere installation directory>/AppServet/profiles/<Profile name>/temp/<Node
name>/serverl/<Application name>/<.war file name>

Configuring Password Changes

This section explains about how to modify the OFSAA Infrastructure Config Schema and Atomic Schema
passwords.

OFSAA Infrastructure Config Schema password modification

To change the Config Schema password, perform the following steps:

1.
2.
3.

Change the Config schema User Password in the database.
Delete the $FIC_HOME/conf/Reveleus.SEC file.
Shutdown the OFSAAI App service:

cd $FIC_APP_HOME/common/FICServer/bin

./reveleusshutdown.sh

Start the Infrastructure Server in foreground directly on the server or through X-Windows software using the
command:

./reveleusstartup.sh

At the prompt, enter System Password. Enter the "new Config schema" password. The service will start and
initialize itself if it is able to successfully connect to the DB.

Post successful startup of the service, if required, the Infrastructure server may be shut down and restarted in
the background using nohup mode.

OFSAA Infrastructure Atomic Schema password modification

To change the Atomic Schema password, perform the following steps:

1.
2.

Change the Atomic schema User Password in the database.

Login to the application from the browser using SYSADMN account or any user id, which has System
Administrator role mapped.

Navigate to System Configuration > Database Details window. Select the appropriate connection and edit the
password.
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4. Navigate to Unified Metadata Manager > Technical Metadata> Data Integrator > Define Sources window.
Update the appropriate Source details.

5. If you are using Apache Tomcat as Web server, update the <Context> -> Resource tag details in Server.xml file
from the $CATALINA_HOME/conf folder. (In case of Tomcat only Atomic <Resource> will exist).

If you are using WebSphere as Web server:

a.Login to the WebSphere Administration Console, from the left side menu.

b.Navigate to Resources >[DBC >Data Sources. A list of data sources will be populated on the

right side.

c.Select the appropriate Data Source and edit the connection details. (In this case, both

Config and Atomic data sources will need to be modified).

If you are using WebLogic as Web server:

a.Login to the WebLogic Administration Console, from the left side menu

b.Under Domain Structure list box, expand the appropriate Domain and navigate to Services

> JDBC >Data Sonrces. A list of data sources will be populated on the right side.

c.Select the appropriate Data Source and edit the connection details. (In this case, both

Config and Atomic data sources need to be modified).

6. Restart the OFSAATI services.

Configure Internal Service (Document Upload/ Download)

This step can be ignored if it has already been configured as part of any previous IR /ML installation.

The Document Upload /Download feature has undergone a change and can now be configured to use Internal
service for document upload / download instead of the eatlier ExeWebService.

To facilitate Internal service for document upload/ download, perform the following configurations:

1. Create the folders download, upload, TempDocument and Temp in the local path of Web application server
and provide Read/Write permission.

e To find the exact location, execute the following query in CONFIG schema:
select localpath from web_server_info
® To create folders with Read/Wite permission, execute the command:
mkdir -m 777 download upload TempDocument Temp
2. Create DocStorage folder in the FTPSHARE location of APP tier and provide Read/Write permission.
e To find the exact location, execute the query in CONFIG schema:
select ftpdrive from app_server_info
® To create folder with Read/Write permission, execute the command:

mkdir -m 777 DocStorage
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Additional Configuration

By default, the parameter DOCUMENT_SERVICE_TYPE_EXTERNAL value is set to FALSE in the
Configuration table in CONFIG schema and hence the application “ExeWebService” will not be used. It is
recommended that the value to be set to FALSE and use the Internal service for document upload/ downloads. If
you intend to continue using the External ExeWebService, set the value to TRUE.

Navigate to $F1C_HOME/EXEWebService/<WEBSERVER_TYPE> directory of WEB tier and type ./ant.sh.
This triggers the creation of EAR/WAR file EXEWebService.ear/.war. The EAR/WAR file
EXEWebService.ear/.war will be created in $FIC_HOME /EXEWebService/ <WEBSERVER_TYPE>
directory of WEB tier. Redeploy the generated EAR/WAR file onto your configured web application setver.
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~ppenDIx1 Patching OFSAA Infrastructure Instal-
lation

Patching Your OFSAA Infrastructure Installation

Oracle strongly recommends installing the latest available patchset so as to be up to date with the various releases of
the OFSAA products.

Refer http://support.oracle.com for more information on latest releases.
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appENDIxJ Grants For Atomic/Config Schema

This section mentions about the various grants required for the CONFIG and ATOMIC schemas.

This appendix includes the following sections:

o Grants for Atomic Schema

e Grants for Config Schema

e Grants on Config Schema Entities for Atomic Users

Grants for Atomic Schema

Atomic Schema creation requires certain grants for object creation. This can be located in
$FIC_HOME/privileges_atomic_user.sql file

The following are the Grants for Atomic Schema:

grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/

create SESSION to &database username

create PROCEDURE to &database username

create SEQUENCE to &database username

create TABLE to &database username

create TRIGGER to &database_ username

create VIEW to &database username

create MATERIALIZED VIEW to &database username
olap_user to &database_username

select on SYS.V_$PARAMETER to &database_username

create SYNONYM to &database username

Note: If you intend to use Oracle OLAP feature, execute the below grant on all ATOMIC schema(s) grant
olap_user to &database_username
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Grants for Config Schema

Config Schema creation requires certain grants for object creation. This can be located in
$FIC_HOME/privileges_config_user.sql file

The following are the Grants for Config Schema:

grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant

/

create SESSION to &database username

create PROCEDURE to &database username

create SEQUENCE to &database username

create TABLE to &database username

create TRIGGER to &database username

create VIEW to &database username

create MATERIALIZED VIEW to &database username
olap user to &database username

select on SYS.V_$PARAMETER to &database username

create SYNONYM to &database username
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Grants on Config Schema Entities for Atomic Users

Atomic Schema creation requires certain grants for config schema object acess. This can be located in
$FIC_HOME/config_table_privileges_for_atomic_uset.sql file.

The following are the Grants for Config Schema entities for Atomic Users:

grant
/
grant
/
grant
/
grant
/
grant
/
grant

select on

select on

select on

select on

select on

select on

CSSMS_USR_PROFILE to &database username
CSSMS_ROLE_MAST to &database username
CSSMS_GROUP_MAST to &database username
CSSMS_FUNCTION_MAST to &database username
CSSMS_USR_GROUP_MAP to &database username

CSSMS_USR_GROUP_DSN_SEG_MAP to

&database username

/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant

select on

select on

select on

select on

select on

select on

select on

CSSMS_ROLE_FUNCTION_MAP to &database username
CSSMS_GROUP_ROLE_MAP to &database username
CSSMS_SEGMENT_MAST to &database username
BATCH_TASK to &database username
CSSMS_USR_DSN_SEG_MAP to &database username
CSSMS_USR_ROLE_MAP to &database username

CSSMS_METADATA_SEGMENT_MAP to

&database_ username

/
grant
/
grant
/
grant
/
grant
/
grant
/
grant

select on

select

select

select

select

select

BATCH_RUN to &database username

PR2_FILTERS to &database_username

PR2_TASK _FILTER to &database username

PR2 TASK_FILTER_DETAIL to &database username
ST _STRESS MASTER to &database username

ST _SCENARIO_MASTER to &database username
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grant select on ST_SHOCK_MASTER to &database username

grant select on BATCH _MASTER to &database username

grant select on ICC_MESSAGELOG to &database username

grant select on PR2_MASTER to &database username

grant select on PR2_RUN_REQUEST to &database username

grant select on MF_MODEL_SCRIPT_MASTER to &database username
grant select on MF_INPUT_VALUES to &database username

grant select on MF_MODEL_OUTPUT_VALUES to &database username
grant select on DB_MASTER to &database username

grant select on DSNMASTER to &database_username

grant select on pr2_rule_map to &database username

grant delete on pr2_rule_map_pr to &database_username

grant insert on pr2_rule _map pr to &database username

grant update on pr2_rule_map_pr to &database username

grant select on pr2_rule_map_pr to &database_username

grant delete on pr2_rule_map pr_tmp to &database_ username
grant insert on pr2_rule map pr_tmp to &database username
grant update on pr2_rule_map_pr_tmp to &database username
grant select on pr2_rule_map pr_tmp to &database username
grant select on pr2_rule_map_exclude to &database username
grant delete on pr2_rule_map_exclude pr to &database username
érant insert on pr2_rule _map _exclude pr to &database username
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grant update on pr2_rule_map_exclude pr to &database username

/

grant select on pr2_rule_map_exclude_pr to &database username

/

grant delete on pr2_rule_map_exclude pr_tmp to
&database username

/

grant insert on pr2_rule_map_exclude_pr_tmp to
&database username

/

grant update on pr2_rule_map_exclude pr_tmp to
&database username

/

grant select on pr2_rule_map_exclude pr_tmp to
&database username

/

grant select on

/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant

select

select

select

select

select

select

select

select

select

select

on

on

on

on

on

on

on

on

on

on

pr2_run_object to &database username
pr2_run_object _member to &database username
pr2_run_map to &database_username
pr2_run_execution_b to &database username
pr2_run_execution_filter to &database username
pr2_firerun_filter to &database username
pr2_filters to &database_username
configuration to &database username
batch_parameter to &database username
component_master to &database_ username

MDB_OBJECT TYPE_ATT_LAYOUT to

&database username

/

grant select on REV_OBJECT ATTRIBUTE DTL to &database username

/

grant select on FORMS_LOCALE_ MASTER to &database username

/

grant select on mdb_object dependencies to &database username

/
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grant select on mdb_execution_details to &database username

/

grant select on REV_STAT DATA to &database_username

/

grant select on REV_OBJECT _REPOSITORY_ B to &database username
/

grant select on REV_OBJECT_REPOSITORY_TL to &database username
/

grant select on REV_OBJECT ATTRIBUTE_DTL_MLS to

&database username

/

grant select on REV_OBJECT_APPLICATION_MAP to

&database username

grant select on MDB _OBJ EXPR DETAILS to &database username
grant select on MDB_EXECUTION_DETAILS to &database_username
grant select on REV_OBJECT TYPES CD to &database username
grant select on REV_OBJECT TYPES MLS to &database username
grant select on REV_APPLICATIONS CD to &database_username
grant select on REV_APPLICATIONS MLS to &database username
grant select on METADATA_ BROWSER_LOCALE to &database username
grant select on MDB_STAT DATA to &database username

grant select on MDB_OBJECT _TYPE LAYOUT to &database username
grant select on ofsa md_i1d _ref to &database username

grant select on MDB_ETL MAPPING to &database username

grant select on setupinfo to &database username

grant select on LOCALEREPOSITORY to &database_username
grant select on MF_MODEL_MASTER to &database_username

grant select on MF_SANDBOX_ MASTER to &database username

/

grant select on MF_VARIABLE MASTER to &database username
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/

grant select on MF_TECHNIQUE MASTER to &database username

/

grant select on MDB_RULE_SOURCE_HEADER to &database username

/

grant select on MDB_RULE_TARGET_HEADER to &database username

/

grant select on MDB_RULE_TARGET_MEMBER_HEADER to
&database username

/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant

select
select
delete
insert
update
select
select
select

select

on

on

on

on

on

on

on

on

MDB_RULE_GRID_DATA to &database_username
MDB_MODEL_MAPPING to &database username
AAl_MAP_MAPPER to &database username
AAIl_MAP_MAPPER to &database username

AAl _MAP_MAPPER to &database username
AAl_MAP_MAPPER to &database username
RT1_UI_EXCLUDE_PDM_LIST to &database_username
RTI_VIR_PHY _TBL_NAME to &database username

infodom_patches to &database_username
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appENDIx K Configuring OFS_BGRC_Pack.xml
Files

This Appendix covers following topics:
e Configuring OFS_BGRC_PACK.xml file
e Configuring InstallConfig.xml
e Configuring OFS_BGRC_SCHEMA_IN.xml file

Configuring OFS_BGRC_PACK.xml file

The OFS_BGRC_PACK.xml file holds details on the various GRC products that are packaged in a particular
Application Pack.

Navigate to the file: OFS_BGRC_PACK/conf/OFS_BGRC_Pack.xmland Select the applications to be enabled. This xml
helps in enabling or disabling applications under GRC Pack.

e Itis mandatory to enable OFS_AAL

e OFS_OR is mandatory incase OFS_GCM is enabled.
Note: Enter YES in ENABLE tag to enable application.
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Table 1: Attribute Table

Mandator
Tag Name/ Attribute y Default Value/
Name Description (Y/'N) Permissible Value Comments
APP_PACK_ID Unique Applica- Y Unique Seeded Value DO NOT modify
tion Pack Identifier this value.
APP_PACK_NAME Unique Applica- Y Unique Seeded Value DO NOT modify
tion Pack Name this value.
APP_PACK_DESCRIPTIO | Unique Applica- Y Unique Seeded Value DO NOT modify
N tion Pack Descrip- this value.
tion
VERSION Unique release Y Unique Seeded Value DO NOT modify
version this value.
APP Unique Applica- Y Unique Seeded Value DO NOT remove
tion Entries these tags.
APP_ID Unique Applica- Y Unique Seeded Value DO NOT modify
tion Identifier this value.
APP_ID/ PREREQ Prerequisite Appli- | Y Unique Seeded Value For most applica-
cation/ Product tions Infrastructure
would be the pre-
requisite set. For
certain other appli-
cations, an appro-
priate Application
ID would be set.
DO NOT modify
this value.
APP_ID/ DEF_SEL_FLAG | Default Selected Y Default - YES In all Application

Flag

Packs, Infrastruc-
ture would have
this value set to
“YES”. DO NOT
modify this value.
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Table 1: Attribute Table

APP_ID/ ENABLE Enable Applica- YES if Default — Set this attri-

tion/ Product installing YES for Infrastructure bute-value to YES
in SILENT | NO for Others against every
mode. Permissible - YES or APP_ID which is
NO licensed and
should be enabled
for use.

Note: Application/
Product once
enabled cannot be
disabled. How-
ever, Application/
Product not
enabled during
installation can be
enabled later
through the Admin-
istration Ul.

APP_NAME Unique Applica- Y Unique Seeded Value DO NOT modify
tion/ Product this value.
Name

APP_DESCRIPTION Unique Applica- Y Unique Seeded Value DO NOT modify
tion/ Product this value.
Name
VERSION Unique release Y Unique Seeded Value DO NOT modify
version this value.
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Configuring InstallConfig.xml

Navigate to the file: OFS_BGRC_PACK/OFS_GRC/conf/InstallConfig.xml and fill in the details mentioned
under the tags (<!-- Start: User input required for silent installer. --> and <!-- End: User input required for silent
installer. -->) as following;

Table 2: PlaceHolder Name

Details

Place Holder Name Mandatory
#OFS_OR_SMTP_H | This variable used for configuring SMTP HOST need to configure for sending No
OST#H# e-mails.

For ex.o0fss222892.in.oracle.com

This variable used for configuring SMTP port number of SMTP Host for sending
##OFS_OR_SMTP_P | e-mails. No
ORT## For Ex.25
##OFS_OR_MAIL_SL | This variable to configure e-mail thread sleep time (in Micro Seconds) No
EEPTIME## For Ex:40000 (in Micro Seconds)
##OFS_OR_MAIL_ST | This variable used to configure whether to send e-mail or not. Applicable values | No
ATUSH# are Yes/No.

For Ex: Yes
##OFS_OR_MAIL_SE | This variable is used for capturing mail sender ID. No
NDER##
##OFS_OR_CONFIG | This variable used to configure OBIEE or not. Applicable values are 0/1. No
URE_OBIEE## For Ex:1
##OFS_OR_OBIEE_ Applicable in case ##OFS_OR_CONFIGURE_OBIEE## mentioned as 1(Yes). | No
URL## For Ex: Mention the URL in format http://<ipaddress>:<port>)
##OFS_OR_SAVE_M | This variable used to do resave Meta data through Installer. No
ETADATA## Do mention as ‘1’ in case like to do resave meta data through Installer

otherwise mention as ‘0’
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Details

Place Holder Name Mandatory
This variable is used for capturing Operational Risk Analytics (ORA) Source

##OFS_ORA_ORA_S | User Name. No

OURCE_USER## The value to be provided is the User Name of GRC ATOMIC schema created

using schema creator utility. For ATOMIC schema name, refer to
OFS_BGRC_SCHEMA_OUTPUT.xml present inside
OFS_BGRC_PACK/schema_creator folder.

##OFS_ORA_ORA_S | This variable is used for capturing Operational Risk Analytics (ORA) Source No
OURCE_PW## User Password. The value to be provided is password of ATOMIC schema
mentioned in the above field

Note:Password needs to be in normal text not encrypted format

##0OFS_OR_UPLOAD | This attribute would be used by Installer to decide whether to upload Data Yes
_DM## model or not. Applicable values are 0(means no
no data model upload through Installer) or 1(means do model upload through
Installer)

By default it should be mentioned as 1 unless data model upload was done
outside before starting APP Pack Installations.

GRC Installation Guide 8.0.0.0.0 165



Configuring OFS_BGRC_SCHEMA_IN.xml file
Configuring OFS_BGRC_PACK.xml file

Configuring OFS_ BGRC_SCHEMA _IN.xml file

Creating database schemas, object with schemas and assigning appropriate grants are the primary steps in the
installation process of OFSAA Applications. The OFS_BGRC_SCHEMA_IN.Xml contains details on the various
application schemas that should be created prior to the Application Pack installation.

The following table gives details about the various tags/ parameters available in the file and the values that need to
be updated. Prior to executing the schema creator utility, it is mandatory to update this file.

Table 3: OFS_BGRC_SCHEMA_IN.xml

Tag Name/
Attribute Name

Description

Mandatory/
Optional

Default Value/
Permissible Value

Comments

<APP_PACK_ID>

Unique Application
Pack Identifier

Mandatory

Unique Seeded Value

DO NOT modify
this value.

<JDBC_URL>

Enter the JDBC
URL.

Note: You can enter
RAC and NON-RAC
enabled database
connectivity URL.

Mandatory

Example,

jdbc:oracle:thin: @<HOST/IP
>:<PORT>:<SID>

or
jdbc:oracle:thin:@//[[HOST][:
PORT]/SERVICE

or
jdbc:oracle:thin:@(DESCRIP
TION=(ADDRESS_LIST=(A
DDRESS=(PROTOCOL=TC
P)(HOST=[HOST])(port=[PO
RT]))(ADDRESS=(PROTOC
OL=TCP)(HOST=[HOST])(P
ORT=[PORT]))(LOAD_BALA
NCE=yes)(FAILOVER=yes))(
CONNECT_DATA=(SERVIC
E_NAME=[SERVICE])))

For example,
jdbc:oracle:thin:@//dbhost.se
rver.com:1521/servicel

or
jdbc:oracle:thin:@//dbshost.s
erver.com:1521/scan-1

or

jdbc:oracle:thin: @(DESCRIP
TION=(ADDRESS_LIST=(A
DDRESS=(PROTOCOL=TC
P)(HOST=dbhost1.server.co
m)(port=1521))(ADDRESS=(
PROTOCOL=TCP)(HOST=d
bhost2.server.com)(PORT=1
521))(LOAD_BALANCE=yes
)(FAILOVER=yes))(CONNE
CT_DATA=(SERVICE_NAM
E=servicel)))

<JDBC_DRIVER>

By default this driver
name is seeded.
Note: Do not edit this
attribute value.

Mandatory

Example,
oracle.jdbc.driver.OracleDriv
er

Only JDBC Thin
Driver is
supported.

DO NOT modify
this value.
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Tag Name/ Mandatory/ Default Value/
Attribute Name Description Optional Permissible Value Comments
<HOST> Enter the Hostname/ | Mandatory
IP Address of the Host Name/ IP Address
system on which you
are installing the
OFSAA components.
<SETUPINFO>/ NAME Enter the acronym Mandatory Accepts strings with a This name
for the type of minimum length of two and would appear in
implementation. This maximum of four. the OFSAA
information will be Example, Landing Page as
displayed in the DEV, SIT, PROD “Connected To:
OFSAA Home Page. XXXX”
Note: On executing The schemas
the schema creator being created
utility, this value will would get this
be prefixed with each prefix. For E.g.
schema name. For dev_ofsaaconf,
example: uat_ofsaaconf
dev_ofsaaconf, etc.
uat_ofsaaatm.
<SETUPINFO>/ Identifies if the N YES or No Default Value is
PREFIX_ value specified YES.
SCHEMA_NAME in
<SETUPINFO>/
NAME attribute
should be
prefixed to the
schema name
<PASSWORD>/ Enter the password if | Optional The maximum length allowed
DEFAULT* you want to set a is 30 characters. Special

default password for
all schemas.

Note: You also need
to set
APPLYSAMEFORAL
L attribute as Y to
apply the default
password for all the
schemas.

characters are not allowed.
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Tag Name/ Mandatory/ Default Value/
Attribute Name Description Optional Permissible Value Comments
<PASSWORD>/ Enter as Y if you Mandatory Default — N Note: Setting
APPLYSAMEFORALL want to apply the Permissible — Y or N this attribute
password specified value is
in DEFAULT attribute mandatory, If
for all the schemas. DEFAULT
If you enter as N, you attribute is set.

need to provide
individual passwords
for all schemas.

Note: In case you
have entered Y in
APPLYSAMEFORAL
L attribute and also
have specified
individual passwords
for all the schemas,
then the specified
individual passwords
will take precedence.

<SCHEMA>/ TYPE The different types of | Mandatory ATOMIC/CONFIG/SANDBO Only One
schemas that are X/ADDON CONFIG
supported in this schema can
release are exist in the file.
ATOMIC, CONFIG, Note: SANDBOX AND This schema
SANDBOX, and ADDON schemas are not identifies as the
ADDON. applicable for OFS AAAI CONFIGURATI
By default, the Application Pack. ON schema that
schemas types are holds the
seeded based on the OFSAA setup
Application Pack. details and other
Note: Do not edit this metadata
attribute value. information.
Multiple
ATOMIC/
SANDBOX/
ADDON

schemas can
exist in the file.
ATOMIC
schema refers to
the Information
Domainschema.
SANDBOX
schemarefers to
the SANDBOX
schema.
ADDON schema
refers to other
miscellaneous
schema (not
applicable for
this Application
Pack).

168 GRC Installation Guide 8.0.0.0.0



Configuring OFS_BGRC_SCHEMA _IN.xml file
Configuring OFS_BGRC_PACK.xml file

Tag Name/ Mandatory/ Default Value/
Attribute Name Description Optional Permissible Value Comments
<SCHEMA.>/ NAME By default, the Mandatory The permissible length is 15 SETUPINFO/
schemas names are characters and only NAME attribute
seeded based on the alphanumeric characters value would be
Application Pack. allowed. No special prefixed to the
You can edit the characters allowed except schema name
schema names if underscore *_". being created.
required. For E.g. if name
Note: is set as
The Schema Name ‘ofsaaatm’ and
will have a prefix of setupinfo as ‘vat’
the SETUPINFO/ then schema
NAME attribute. being created
SCHEMA NAME would be
must be same for all ‘uat_ofsaaatm’.
the ATOMIC NAME should be
Schemas of same where
applications within APP_GRP=1 for
an Application Pack. all SCHEMA
tags (Not
applicable for
this Application
Pack).
<SCHEMA>/ Enter the password Optional The maximum length allowed | Note: You need
PASSWORD* of the schema to be is 30 characters. Special to mandatorily
created. characters are not allowed. enter the
Note: password if you
If this attribute is left have set the
blank, then the <PASSWORD>/
password specified APPLYSAMEFO
in the RALL attribute
<PASSWORD>/DEF as N.
AULT attribute is
applied as the
Schema Password.
<SCHEMA>/ APP_ID By default, the Mandatory Unique Seeded Value Identifies the
Application ID is Application/
seeded based on the Product for
Application Pack. which the
Note: Do not edit this schema is being
attribute value. created.
DO NOT modify
this value.
<SCHEMA>/ Enter the available Optional Default — USERS Modify this value
DEFAULTTABLESPACE | default tablespace Permissible — Any existing to associate any

for DB User.

Note:

If this attribute is left
blank, then USERS
is set as the default
tablespace.

valid tablespace name.

valid tablespace
with the schema.
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the Information
Domain to associate
this schema.

The schema creator
utility automatically
derives an
Information Domain
Name based on the
Application Pack if
no value is specified
for this attribute.

characters and only
alphanumeric characters
allowed. No special
characters allowed.

Tag Name/ Mandatory/ Default Value/
Attribute Name Description Optional Permissible Value Comments
<SCHEMA>/ Enter the available Optional Default — TEMP Modify this value
TEMPTABLESPACE temporary Permissible — Any existing to associate any
tablespace for the valid temporary tablespace valid tablespace
DB User. name. with the schema.
Note:
If this attribute is left
blank, then TEMP is
set as the default
tablespace.
<SCHEMA>/ QUOTA Enter the quotato be | Optional Example, Modify this value
set on 600M/m to grant the
DEFAULTTABLESP 20G/g specified quota
ACE attribute for the UNLIMITED/unlimited on the
schema/ user. By mentioned
default, the quota tablespace to
size is set to 500M. the user.
Minimum: 500M or
Unlimited on default
Tablespace
<SCHEMA>/ INFODOM | Enter the name of Optional Permissible length is 16

*On successful execution of the utility, the entered passwords in the OFS_BGRC_SCHEMA_IN _xml file are

nullified.
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appENDIX L Configuring
OFSAAI_InstallConfig. XML Files

This section gives details about the OFSAAI_InstallConfig.xml file.

Configuring OFSAAI_InstallConfig.xml file
To configure the OFSAAI_InstallConfig.xml file, follow these steps.
1. Navigate to be OFS_BGRC_PACK\OFS_AAI\conf
2. Open the file OFSAAI InstallConfigxml in text editor.
3. Configure the OFSAAI_ InstallConfigxml as mentioned in the below table:
4. You need to manually set the InteractionVariable parameter values as mentioned in the table.

5. If a value is not applicable, enter NA and ensure that the value is not entered as NULL.
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Table 1: Interaction Variable Name

e varEE e Significance and Expected Value Mandator

<Layer name="GENERAL">

WEBAPPSERVERTYPE Identifies the web application server on which the OFSAA Yes
Infrastructure web components would be deployed.

The below numeric value should be set depending on the

type:
® Apache Tomcat =1

® |IBM WebSphere Application Server = 2
® Oracle WebLogic Server =3

For example, <InteractionVariable
name=""WEBAPPSERVERTYPE"'>3</Interaction-
Vari able>

DBSERVER_IP Identifies the hostname or IP address of the system on which | Yes
the Database Engine is hosted.

Note: For RAC Database , the value should be NA.
For example, <InteractionVariable

name="DBSERVER_ 1P">14_.15.16.17</Interac-
tionVariable> or

<InteractionVariable name="DBSERVER__
IP"">dbhost.server.com</InteractionVari-
able

>

ORACLE_SID/SERVICE_ Identifies the Oracle DB Instance SID or SERVICE_NAME Yes

NAME Note: The Oracle_SID value should be exactly the same as it

is mentioned in JDBC_URL.

For example, <InteractionVariable
name="ORACLE_SID/SERVICE_

NAME">ofsaser</InteractionVariable>

ABS_DRIVER_PATH Identifies the directory where the JDBC driver Yes
(ojdbc<version>. jar) exists. This would typically be
the

$ORACLE_HOME/jdbc/lib

For example, <InteractionVariable
name=""ABS_DRIVER_
PATH'>">/oradata6/revwb7/oracle

</InteractionVariable>
Note: Refer APPENDIX O for identifying the

correct "ojdbc<version>.jar" version to be copied
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Table 1: Interaction Variable Name

OLAP_SERVER_ IMPLEMEN- Identifies if the OFSAA Infrastructure OLAP component needs | No
TATION to be configured depending on whether you intend to use the
OLAP feature. The below numeric value should be set
depending on the choice:

® YES-1

® NO-0

Note:IfvalueforOLAP_SERVER_IMPLEMENTATIONSssetto1, itchecksforfollowing environment variables are
set in .profile:

ARBORPATH,HYPERION_HOMEand ESSBASEPATH.

SFTP_ENABLE Identifies if the SFTP (Secure File Transfer Protocol) featureis | Yes
to be enabled. The below numeric value should be set
depending on the choice:

® SFTP-1

® FTP-0

Note: The default value set is 1 as this release of the OFSAA Infrastructure mandates the SFTP service be up
and running on the system where OFSAA Infrastructure would be installed.

FILE_ TRANSFER_PORT Identifies the port used for the file transfer service. The default | Yes
value specified is 22 (SFTP). Specify value as 21 or any other
PORT value if value for SFTP_ENABLE is 0.

For example, <InteractionVariable
name="FILE_TRANSFER_ PORT">21</Interac-
tionVariable>

LOCALE Identifies the locale information to be used during the installa- | Yes
tion. This release of the OFSAA Infrastructure supports only
US English.

For example, <InteractionVariable
name=""LOCALE">en_US</InteractionVariable>

Note: The below ports are used internally by the various OFSAA Infrastructure services. The default values
mentioned below are set in the installation. If you intend to specify a different value, update the parameter value
accordingly and ensure this port value is in the range of 1025to 65535 the respective port is enabled.

JAVAPORT 9999 Yes
NATIVEPORT 6666 Yes
AGENTPORT 6510 Yes
ICCPORT 6507 Yes
ICCNATIVEPORT 6509 Yes
OLAPPORT 10101 Yes
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Table 1: Interaction Variable Name

MSGPORT 6501 Yes
ROUTERPORT 6500 Yes
AMPORT 6505 Yes

Note: If value for HTTPS_ENABLE is set to 1, ensure you have a valid certificate available from a trusted CA
and the same is configured on your web application server.

HTTPS_ENABLE Identifies if the Ul should be accessed using HTTP or HTTPS | Yes
scheme. The default value set is 0. The below numeric value
should be set depending on the choice:

Yes -1

No -0

For example, <InteractionVariable
name="HTTPS_ENABLE">0</InteractionVari-
able>

WEB_SERVER_IP Identifies the HTTP Server IP/ Hostname or Web Application No
Server IP/ Hosthame, to be used for accessing the Ul. This IP
would typically be the HTTP Server IP.

If no separate HTTP Server is available, the value should be
Web Application Server IP/Hostname.

For example, <InteractionVariable
name="WEB_SERVER_ IP">10.11.12.13</Inter-
actionVariable>

or

<InteractionVariable name="WEB_ SERVER
IP"">myweb.server.com</InteractionVari-
able>

WEB_SERVER_PORT Identifies the Web Server Port. This would typically be 80 for No
non SSL and 443 for SSL. If no separate HTTP Server exists,
the value should be the port configured for Web Server.

Note: The port value will not be accepted as 80 if
HTTPS_ENABLEIs 1 and as 443, if HTTPS_ENABLEis 0.

For example, <InteractionVariable name="WEB_
SERVER_PORT''>80</InteractionVariable>
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Table 1: Interaction Variable Name

CONTEXT_NAME Identifies the web application context name which will be used | Yes
to built the URL to access the OFSAA applications. The con-
text name can be identified from a URL as below:

<scheme>://<host>:<port>/<con-
text-name>/10 gin.jsp

Sample URL:
https://myweb:443/ofsaadev/login.jsp

For example, <InteractionVariable
name=""CONTEXT_ NAME'">ofsaadev</Interac-
tionVariable>

WEBAPP_CONTEXT_PATH Identifies the absolute path of the exploded .ear file on the Yes
web application server.

For Tomcat, specify the Tomcat directory path till
/webapps, such as
/oradata6/revwb7/tomcat/webapps/ .
For WebSphere, enter the WebSphere path as

<WebSphere profile direc-
tory>/installedApps/

<NodeCel IName>. For example,

/data2/test//WebSphere/AppServer/pro-
files/

<Profile_

Name>/instal ledApps/aix-imfNodeO1Cell.
Where aix-imf is Host name.

For WebLogic, provide the WebLogic home directory path as
/<WebLogic home directory path>/bea/wlserver_10.3

WEB_LOCAL_PATH Identifies the absolute path to any directory on the web appli- | Yes
cation server that can hold temporary files being uploaded as
part of the applications usage.

Note: In case of a clustered deployment, ensure this path and
directory is same on all the nodes.
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Table 1: Interaction Variable Name

WEBLOGIC_DOMAIN_HOME Identifies the WebLogic Domain Home. Specify the value only | No
if WEBSERVERTYPE is set as 3 (WebLogic).

For example, <InteractionVariable
name=""WEBLOGIC_DOMAIN_

HOME'*>/home/weblogic/bea/user_ proj-
ects/domains/mydomain

</InteractionVariable>

OFSAAI_FTPSHARE_ Identifies the absolute path to the directory Yes
PAT H identified as file system stage area.
Note:

® The directory should exist on the same
system on which the OFSAA Infrastructure
is being installed (can be on a separate

mount).
® The user mentioned in APP_SFTP_USER_ID

parameter below should have RWX

permission on the directory.

For example, <InteractionVariable
name=""APP_FTPSHARE_
PATH">">/oradata6/revwb7/ftpshare</Int

OFSAAI_SFTP_USER_ Identifies the user who has RWX permissions on Yes
ID the directory identified under parameter APP_
FTPSHARE_PATH above.
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~prENDIx M Deploying Operational Risk Dash-
boards Analytics

This Appendix covers following topics:
® Managing OBIEE Activities
® Deploying Operational Risk Report Analytics
® Sccurity Settings for ORA

Managing OBIEE Activities

This section covers following topics:
e Installing OBIEE Server
e Installing OBIEE Windows Administration Client

Installing OBIEE Server

To install Oracle Business Intelligence Enterprise Edition (OBIEE) server, refer to Oracle Fusion Middleware
Installation Guide for Oracle Business Intelligencellg Release 1 (11.1.1). After installing Oracle Business
Intelligence Enterprise Edition (OBIEE) server, get the Enterprise Manager URL, username, password, and
OBIEE installed directory from the System Administrator.

Note: Once the OBIEE server is installed, it should be upgraded to the version as mentioned in the
Environment section.
Installing OBIEE Windows Administration Client

To install OBIEE repository administration client for Windows machine, refer to Oracle® Fusion Middleware
Installation Guide for Oracle Business Intelligencellg Release 1 (11.1.1).
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Disabling the Cache Feature in OBIEE Server

Login to Enterprise Manager, and perform the following steps:

1. Click Business Intelligence folder from left hand side menu and select coreapplicaiton.

ORACLE Enterprise Manager 119 Fuses Mudiesurs Cumirs
itns g Ty

Figure 1. OBIEE Windows Administration Screen to Disable the Cache

. Click on Capacity Management tab.

2

3. Select Performance tab.

4. Click Lock and Edit Configuration tab.
5

. Uncheck the Cache Enabled option to disable the cache.
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Deploying Operational Risk Report Analytics
To deploy Analytic Reports, follow these steps:

1. Stop Oracle Process Manager and Notification Server (OPMN) services by executing the following command:

<OBIEE Installed Directory>/instances/instancel/bin

./opmnctl stopall

2. Copy GRC.rpdfrom $FIC_HOME/OBIEE/Repository of Web layer to windows machine where the OBIEE
windows administration client is installed.

3. To change the default password for the repository, follow these steps:

a. Open the repository using OBIEE Windows administration client.

D ook ok ok @@ S (X ED D[ s WA R S|

kook ;[0 cami

Figure 2. OBIEE Windows Administration Client to Open Repository

b. Select GRC. rpd

Name | =] Date moddied | ~| Type

Bt WML 230PM Orcle B

o | i
Fie risme: | ] I T |
Fiesolyor  [Repostony Fies [ ) =] Carcd |

— |

Figure 3. OBIEE Windows Administration Client to Select Repository from Windows Machine

c. Select OR_rpd. OBIEE windows Administration Client to enter Repository Default Password is
dsplayed.
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Open Offline GRC.rpd

Repository Password:

Cancel

il

Help

|

Figure 4. OBIEE Windows Administration Client to Select Repository from Windows Machine

d. Enter default repository password as password123. The Administration Console is displayed.
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Figure 5. Administration Console
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Figure 6. New User Creation Screen
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l
i

Repostory Password: K
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Figure 7. OBIEE windows Administration Client to enter Repository Default Password

e. Click File menu, select Change Password.
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Figure 8. OBIEE Windows Administration Client to Change the Password of Repository
4. Enter the new password. Click OK.
5. To configure connection pool of repository, follow these steps:
a. In the physical section, expand OR folder.
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Figure 9. OBIEE Windows Administration Client to Open Connection Pool Window
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b. Double-click Authorization Connection Pool to open the Connection Pool Properties window.

c. Enter the following in Data Source Name text box of Connection Pool Properties window after
modifying <Database Server Host Name> and <Database Name>

(DESCRIPTI0ON=(ADDRESS=(PROTOCOL=TCP) (HOST=<Database Server Host
Name>) (PORT=1521)) (CONNECT_DATA=(SERVER=DEDICATED) (SERVICE_NAME=<Database

Name>)))

d. Enter atomic schema user in User name text box.

e. Enter atomic

f. Click OK.

schema user password in Password text box.
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Figure 10. OBIEE Windows Administration Client to modify Connection Pool variables

g. Double-click OR123 to open the Connection Pool window.

h. Enter the following in Data Source Name text box of Connection Pool-VAR_CONN_POOL properties
window after modifying <Database Server Host Name> and <Database Name>

(DESCRIPTI0N=(ADDRESS=(PROTOCOL=TCP) (HOST=<Database Server Host
Name>) (PORT=1521)) (CONNECT_DATA=(SERVER=DEDICATED) (SERVICE_NAME=<Database

Name>)))

i. Enter atomic schema user in User name text box.

j. Enter atomic schema password in Password text box.

k. Click OK.
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Figure 11. OBIEE Windows Administration Client to modify Connection Pool-VAR_CONN_POOL variables
6. Click File menu and then click Save.
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Figure 12. OBIEE Windows Administration Client to save Repository changes

7. Click Yes on the pop-up message, Do you want to check global consistency?
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Figure 13. OBIEE Windows Administration Client to check global consistency
8. Click OK, on the pop-up message Conusistency check didn't find any errors, warning or best practices violations.

Note: Warnings on consistency check can be ignored.
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Figure 14. OBIEE Windows Administration Client with global consistency checking message
9. Copy GRC.zipfolder from <FIC_HOME>/OBIEE of Web layer and place under
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<OBIEE Installed

Directory>/instances/instancel/bifoundation/OracleBIPresentationServicesComponent/ coreapplication
_obips1/catalog

10. Unzip the GRC.zipfolder.
11.

Login to Enterprise Manager. Click Business Intelligence folder at left hand side. Select coreapplication and
then click on Deployment tab.
12. Click Repository tab.

CORACLE Enterprise Manager 119 Fusion Middiewars Control
Fireme 4 Tepoiogy

@~ & coreapplication @
-1 [ Busness tnteligence Instance =

change Center:

Overve:

Avalabity

Presentaton | Repository  Scheduer  Marketrg  Mal

D
BI Server Repository

Upload BI Server Repository

e s 540200 1 ukobd & New RPD &

nd 55 pagswond 3

BI Presentation Catalog

This secton shows the cument kx

by pointing t 8 shaned locason,

Figure 15. OBIEE Enterprise Manager to deploy Repository

13. Click Lock and Edit Configuration. The Lock and Edit Configuration Confirmation window is displayed.
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ORACLE Enterpriso Manager 11 rusien biosemais Ges

Figure 16. OBIEE Enterprise Lock and Edit Configuration Page
14. Click Close.

15. In Upload BI Server Repository section, browse the OR_6. rpd file from Windows machine.
16. Enter the new repository password in the text boxes repository password and confirm password.

17.  In BI Presentation Catalog section, provide the Catalog Location as
<OBIEE Installed Directory>/instances/instancel/bifoundation/
OracleBlPresentationServicesComponent/coreapplication_obipsl/
catalog/0OR_6

18. Click Apply.

19. Click Activate Changes. An Activate Changes Confirmation window is displayed.
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Y o= | dladit soaoty Maregenerst | Degrorcs | Sacnty | Degloyment

Figure 17. OBIEE Enterprise Activate Changes page

20.
21.

22.

Click Close.

Modify <OBIEE Installer Directory>
/instances/instancel/config/OracleBlPresentationServicesComponent/coreapplicat
ion_obipsl/instanceconfig.xml as shown in the following

From

<Security>

<I--This Configuration setting is managed by Oracle Enterprise Manager Fusion
Middleware Control-->

<ClientSessionExpireMinutes>210</ClientSessionExpireMinutes>
</Security>

To

<Security>

<I--This Configuration setting is managed by Oracle Enterprise Manager Fusion
Middleware Control-->

<ClientSessionExpireMinutes>210</ClientSessionExpireMinutes>
<InlFrameRenderingMode>al low</InlFrameRenderingMode>
</Security>

Modify the<OBIEElInstalled Directory>/OracleBI1/bifoundation/web/app/WEB-INF /web.xml
From

<servlet-mapping>
<servlet-name>RelatedContent</servlet-name>
<url-pattern>/RelatedContent</url-pattern>
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</servlet-mapping>

<login-config>
<auth-method>CLI1ENT-CERT</auth-method>
</login-config>

To

<servlet-mapping>
<servlet-name>RelatedContent</servilet-name>
<url-pattern>/RelatedContent</url-pattern>
</servlet-mapping>
<context-param> <param-name>oracle.adf.view.rich.security.FRAME_BUSTING</
param-name>
<param-value>never</param-value>
</context-param>
<login-config>
<auth-method>CLI1ENT-CERT</auth-method>
</login-config>
Re-start Weblogic
23. Start Oracle Process Manager and Notification Server (OPMN) services by executing the following command:
-/opmnctl startall.
from <OBIEE Installed Directory>/instances/instancel/bin directory.
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Security Settings for ORA

This section covers following topics:
e Creating New User
o Creating New Group
e Creating Application Roles
e Deleting Group
e Lditing Application Role

To set security for ORA, follow these steps:

1. Open http://localhsot:7001/console WebLogic Server 11g.

1o e ooy Bt Lo i e ————8——

Oracle WebLogie Server Admin... % | 4= —

Pa e p— c 8- G Sl BE % oa =

oRrRACLE
WebLogic Server® 11g

Administration Console

Figure 18. WebLogic Sever Administration Console

2. Login with admin user weblogic and password.
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Figure 19. Security Realm Summary Page

3. Go to the Domain Structure Pane on the left and select Security Realms. The summary of the Security
realm details are displayed.

Creating New User

e Dev iy Gootmans o o PO O R ——— |,y o ]
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Figure 20. Myrealm Setting

1. Select the Users and Groups tab and click the New button to create a new uset.
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Figure 21. New User Creation Page

2. Enter the following information:

Field Description

Name ##AOR_USER##

Description ##AOR_USER_DESCRIPT I ON##
Provider DefaultAuthenticator

Password #H#PASSWORD##

Confirm Password #H#PASSWORD##

3. Click OK button.
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Figure 22. New Group Creation Page

1. Click Groups tab, click on the New button to create a new group.
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Figure 23. Group Properties
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2. Enter the following information:

Field Description

Name ##AOR_GROUP##

Description ##AOR_GROUP_DESCRIPT ION##
Provider DefaultAuthenticator

3. Click OK button.

Creating Application Roles
1. Open the URL: http://localhost:7001/em Enterprise Manager 11g Fusion Middleware Control.

T Tt e iy foom o e T —— L e |
| Orsci Lrserprise Mansges » G : = .

& | B ohIaI0 et ot 0L v Aargetmdthaema oo Mgt arn, Mlandet Vo Cantatirf e e ITLSEATEEAvndeaModes 0B it Pl Pl 3 8=

ORACLE 4]

Enterprise Manager 11g
Fusion Middleware Control

Login 1o Grascle Fisaon Me@erware Contiol

o Parm fafndstn_damer,

Figure 24. Enterprise Manager Fusion Middleware Control

2. Login with admin user weblogic and password.
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Figure 25. Coreapplication Page

3. In the left pane select Farm_bifoundation_domain, then select Weblogic Domain, then select

bifoundation_domain, right click on bifoundation_domain and select Security, then click Application
Roles.

Application Rles /Farm bfou., X | o

B} Fam _bifoundation_domain
£ 2 Application Deployments

Figure 26. Application Roles Page
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Setp v Hep v LogOut

[3] Business Tnteligence Instance ~

Logged nas weblogic
Page Refreshed Apr 6, 2015 3:57:20 M 15T 1)
1> [ Weblogic Domain Application Roles
7 [7] Business Inteligence Application roles are the roles usec! by security aware appiications that are specif to the appication, These roles are seeded by applications in single dobal polcy store when the applications are registered, These are also appication roles that are created i the context of end users accessing the applicaion,
[&] |coreapplication| [fTo manage users and groups in the Weblogic Domain, use the Orade Webloaic Server Security Provider.
¥ Qe S »/Policy Store Provider
1> [ 1] Metadata Repositories

Search

Enter search keyword fo role name to query roes defined by this application, Use applicaton stipe to searchf applcation uses & stipe thatis differerent from appication e,
Applcaton Stipe [ obi

Role Name | Starts With [

@
Create. Create Lke...  ZEdt.. §§ Delete.
[Role Name [Display Name [Description
Biystem Bl System Rale:
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BlAuthor 81 Author Role:
BICansumer B1 Consumer Role
AOR_ROLE AOR_ROLE
1
¥/ Membership for BISystem
Principal |pisplay name [1ype [pescription
BlSystemlser User

4. Search section, select obi for the Application Stripe and click on the blue arrow button to list the
Application Roles.
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Figure 27. Application Role Creation Page

Select the BIConsumer Role and click on the Create Like link , enter AOR_ROLE for the Role Name
Select ##AOR ROLE DISPLAY## for the Display Name field.
Click the OK button.

S A

In the left pane select the Farm_bifoundation_domain select Weblogic Domain, then select
bifoundation_domain, right click on bifoundation_domain and select Security, then click Application
Roles.

9. Navigate to Search section select obi for the Application Stripe and click on the blue arrow button to list the
Application Roles.

10. Select the AOR_ROLE Application Role and click the Edit link.
11. Click the Add icon and select Group for the Type field and click the blue button to list all the groups.
12. Select the ##AOR_GROUP## group and click the OK button to add the group to the Members.
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Figure 28. Add Principal Window

Select the authenticated-role and click Delete icon to delete the group from the Members section.

Editing Application Role
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Figure 29. Application Role Edit Page

1. Application role is edited in this page as required.
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Figure 30. Updated Application Role Page

2. The Application Role page is updated accordingly.

3. Go to the URL : http://localhost:7001 /console and login as admin user weblogic.
4. Open the Security Realms on the left pane and on the right pane select myrealm, then select the Users and

Groups tab.

5. Then select the Users tab, click on the user ##A0R_USER## to open the Setting for ##AOR_USER##

window.

0. Select the Groups tab for ##AOR_USER##.

7. Goto the Parent Group and select #A0OR_GROUP## and move it to the Chosen section.

8. Click the Save button.
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Figure 31. Group Setting Page
9. Use ##AOR_USER## as User and ##PASSWORD## as password to login to the analytics link.

Note: All the entries with preceding and trailing ‘##’ are user-defined values.
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~ppENDIXxN Migration To Excel Upload

This appendix provides detailed instructions to migrate for excel upload. This section discusses the
following topics:

Pre-requisites

Migration for Excel Upload

Pre-requisites

The following are the pre-requistes for migration.

Data model in ATOMIC schemas should be same on the source and target setups.
OFS AAI (platform) patch level version should be same on the source and target setups.
PL/SQL Developer to connect and query the database.

WinSCP to connect and access server file system.

Migration for Excel Upload

To migrate for excel upload, follow these steps:

1.

Open PL/SQL Developer and logon to the source setup’s configuration (CONFIG) schema by
entering the appropriate username and password.

. In a new SQL window query the data of table EXCEL_MAPPING_MASTER.

. Open a new session in PL/SQL developer and logon to the target setup’s configuration

(CONFIG) schema by entering the appropriate username and password.

. Insert the records from Step 1 above in to this table.

. In V_INFODOM column of EXCEL_MAPPING_MASTER table update the infodom name

with the target infodom name.

Note: If all the mappings can work out of the single target Infodom, update same Infodom
value across all rows. If only few mappings will work out of the target infodom, update the
infodom value for selective records. Kindly note, excel upload mappings will work only if the
target infodom has same data model entities as used in the mappings defined on source setup.

. Update V_CREATED_BY column with the name of any user present in the target setup that has

appropriate roles to perform Excel Upload tasks.
Note: It is mandatory to update values for V_INFODOM and V_CREATED_BY columns.

. Open WinSCP and login a new session by entering the host name, port number, user name and

password to access the source setup.

. Navigate to the folder referred as FTPSHARE.

. Copy the excel-entity mapping xml file(s) which are located in this folder according to their folder

structure on to your desktop. For example: /ftpshare
/STAGE/ExcelUpload/$SOURCE_INFODOM_NAME/$EXCEL_FILE_NAME.xml

Note: Actual file name of Excel Sheet is mentioned in the V_EXCEL_NAME column of
EXCEL_MAPPING_MASTER table.
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10. Copy the excel templates (.xls/ .xIsx) file(s) which are located in this folder according to their folder structure
on to your desktop. For example: /Ftpshare/STAGE/ExcelUpload/TEMPLATE/*_xlIs or
*_xIsx
Note: Ignore this step if files are not present at the location.

11. Login a new session in WinSCP by entering the host name, port number, user name and password to access the
target setup.

12. Copy the xml file(s) from Step3 to the below location in the target setup. For example:
/Ttpshare/STAGE/ExcelUpload/$TARGET_INFODOM_NAME/$EXCEL_FILE_NAME . xml

Note: $TARGET_INFODOM_NAME should be target setup infodom in which you have uploaded the
appropriate data model and the name should be same as the V_INFODOM column value updated in
EXCEL_MAPPING_MASTER table.

13. Copy the xls/ xlsx file(s) from Step 3 to the below location in target setup. For example:
/Ttpshare/STAGE/ExcelUpload/TEMPLATE/* . xls or *_.xlIsx

Note: Ignore this step if files are not present at the location.
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aprenpixo JDBC Jar Files

The ojdbc<version>.jar file should be copied based on Database & Java version. Refer to the following
table for details.

Table 1: Data base and JAVA Version

Oracle Database

version JDK Version supported JDBC Jar files specific to the release
12.1 or 12cR1 JDK 7 & JDK 6 ojdbc7.jar for JDK 7
ojdbc6.jar for JDK 6
11.2 or 11gR2 JDK 6 & JDK 5 ojdbcé.jar for IDK 7
JDK 7 supported in 11.2.0.3 and 11.2.0.4 ojdbc6.jar for JDK 6

ojdbc5.jar for JIDK 5
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appEnDIx P Upgrading an Existing OFSAA 8.0.x
Java 7/ Instance to Java 8

This Appendix covers following topics:
® Prerequisites
e Upgrading OFSAA 8.0.x Java 7 instance to Java 8
® Web Application Server Configurations
® OFSAA Generic Configurations
o OFSAA Configurations for New Web Application Server Installation

Prerequisites

The following are the prerequisites for upgrading OFSAA 8.0.x Java 7 instance to Java 8:
® Java 8 should be installed on the OFSAA server and Web Application Server.
® Oracle WebLogic Server should be 12.1.3.0 or above.

Note: IBM WebSphere 8.5.x (Full Profile) on Java 8 is not available.

Upgrading OFSAA 8.0.x Java 7 instance to Java 8

To upgrade OFSAA 8.0.x Java 7 instance to Java 8, follow these steps:

1. Configure Web Application Server to Java 8. For more information, refer Web Application Server
Configurations.

2. Configure the OFSAA instance to Java 8. For more information, refer OFSAA Generic Configurations. For a
newly installed Web Application Server, refer OFSAA Configurations for New Web Application Server
Installation.

3. Restart the OFSAA services. For more information, refer the Start/Stop Infrastructure Services section in
APPENDIX D.

4. Generate the application EAR/WAR file and redeploy the application onto your configured web application
server. For more information on generating and deploying EAR / WAR file, refer APPENDIX C.

Web Application Server Configurations

This section describes the changes to be made in the Web Application Server. Following are the two options to
perform Web Application Server Configurations which are listed as follows:

e Upgrade the existing Web Application Server installation to Java 8

e Install a new instance of the Web Application Server with Java 8
This section consists of the following topics:

® Oracle WebLogic Server Updates

® Apache Tomcat Server Updates

Oracle WebLogic Server Updates
Perform the following configurations to upgrade the existing WebLogic server instance to Java 8:

1. Navigate to <WLS_HOME>/Middleware/Oracle_Home/wlserver.



Web Application Server Configurations
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2. .Edit the product.properties file. Set JAVA_HOME, WLS_JAVA_HOME, JAVAHOME properties to the
new Java path and java.vm.version to the new Java version. For example,

JAVA_HOME=/usr/java/jdk1.8.0_45
WLS_JAVA_HOME=/usr/java/jdk1.8.0_45
JAVAHOME=/usr/java/jdk1.8.0_45
jJava.vm.version=1.8.0_45

3. Navigate to <WLS_HOME>/Middleware/Oracle_Home/user_projects/domains/<domain>/bin.
Update SUN_JAVA HOME, DEFAULT_JAVA HOME, JAVA_ HOME in the setDomainEnv.sh file to
point to the new Java path. For example,

SUN_JAVA HOME="/usr/java/jdk1.8.0_45"
DEFAULT_SUN_JAVA_HOME='"/usr/java/jdk1.8.0_45"
JAVA_HOME=""/usr/java/jdk1.8.0_45"

4. Clear the Application cache. Navigate to the following path and delete the files:

<Weblogic installation location>/domains/<Domain name>/servers/<Server
name>/tmp/_WL_user/<Application name>/qaelce/jsp_servlet

If you wish to install a new instance of the Oracle WebLogic Server, follow these steps:
1. Install Oracle WebLogic Server 12.1.3.x on Java 8.

2. Perform the configurations for the newly installed WebLogic server. For more information refer Configure
Resource Reference in WebLogic Application Server.

Note:
m  While creating WebLogic Domain, the Listen Port should be set same as that of the existing Domain.

m  Note down the new Domain path to perform OFSAA Configurations.

Apache Tomcat Server Updates
Perform the following configurations to upgrade the existing Apache Tomcat Server from Java 7 to Java 8:
1. Login to the Apache Tomcat Server as a non-root user.

2. Edit the user .profile. Update the value for JAVA_ HOME from JRE 1.7 to JRE 1.8. For Example,
JAVA HOME=/usr/java/jrel_8.0_45

3. Clear the Application cache. Navigate to the following path and delete the files:

<Tomcat installation folder>/work/Catalina/localhost/<Application
name>/org/apache/jsp

If you wish to install a new instance of the Apache Tomcat Server, follow these steps:
1. Install Apache Tomcat Server 8 with Java 8.

2. Perform the configurations for the newly installed Tomcat server. For more information refer Configure
Resource Reference in Tomcat Application Server.

Note:

m  Update the Connector Port in /apache-tomcat-8.0.21/conf/server.xml file to that of the
existing Tomcat instance.
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m  Note down the new deployment path to perform OFSAA Configurations.

OFSAA Generic Configurations

This section consists of the following topics:
® User .profile Settings

® Configurations for Java 8

User .profile Settings
Perform the following configurations:
1. Login to the OFSAA Server as a non-root uset.
2. Edit the user .profile. Update the value for PATH variable from JRE 1.7 to JRE 1.8. For Example,
PATH=/usr/java/jdk1.8.0_45/jre

JAVA BIN=/usr/java/jdk1.8.0_45/jre/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/usr/java/jdk1.8.0_45/jre/lib/amd64/server

Configurations for Java 8

Perform the configurations explained in the section Configurations for Java 8.

OFSAA Configurations for New Web Application Server Installation

This configuration is required only if you have freshly installed Oracle WebLogic 12.1.3 or Apache Tomcat Server
8.0. Follow these steps:

1. Modify the following parameters in the Configuration table present in the Config Schema with the new
Domain Path in case of WebLogic or with the new deployment path in case of Tomcat:

e DeFiHome
e REV_IMG_PATH
e EMBEDDED JSP_JS PATH

2. Login to the OFSAA Server as a non-root user.

3. Navigate to $F1C_HOME/Ticweb/webroot/WEB_INF and update the following parameters in the web.xml
file with the new Domain path in case of WebLogic or with the new deployment path in case of Tomcat:

e FIC_PHYSICAL_HOME_LOC
e FIC_HOME
e ICC_SERVLET LOG_FILE

4. Navigate to $F1C_HOME/ficweb/webroot/conf and update the Domain path in case of WebLogic or
with the new deployment path in case of Tomcat:

e OFSAALogger.xml

e MDBLogger .xml

e RevLog4jConfig.xml
e RFDLogger .xml
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e ExportLog4jConfig.xml
e RFDLogger.xml
e PR2Logger.xml
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apPENDIXxQ Removing OFSAA

This chapter includes the following sections:
® Uninstalling EAR Files in WebSphere
e Uninstalling EAR Files in WebLogic
® Uninstalling WAR Files in Tomcat

Uninstalling OFSAA Infrastructure

This section will guide you through the necessary steps to uninstall the OFSAA Infrastructure product.

Before you start the uninstallation process, ensure that no open connections exist to the OFSAA Infrastructure

Config and Atomic Schemas and Infrastructure services are brought down.
To uninstall OFSAA Infrastructure:

1. Login to the system as non-root user.

2. Navigate to the $FIC_HOME directory and execute the command:
./Uninstall.sh

3. Enter the password for OFSAAI Configuration Schema when prompted as shown in the following figure.

faeratohdof zaadbIFSAAT ., Alninstal 1. sh

Uninstallation Started [time ; Tue Jun 10 14;20;2F IST 2014 1
S0 e R R R R R R
##% Driver loaded with Iriver oracle,jdbc,driver,Oraclelriver

Pleaze enter Configuration schena Password

Connected to Config Schema

Cleaning config schena ...

config schena cleaned ..,

Cleaning up Infrastructure Home Die |

Please wait .,

Ininstal lation Conpleted | Thank You Ctine ¢ Tue Jun 10 14:21:53 ST 2014 1

Szeratchi/of saadbAOFSAAT

Figure 1. Uninstalling OFSAA Infrastructure
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Note:

e Uninstallation does not remove the Infrastructure application from the Web Application Server. This has to
be done manually.

® The entries in the .profile file will have to be removed manually.

® 'The files/ folders under the file system staging area (ftpshate) have to be deleted manually.

® All the Database objects from Atomic Schemas have to be dropped manually.

Uninstalling EAR Files in WebSphere
Following are the steps to uninstall any previously deployed application:

1. Open the URL in the browser window: http://<ipaddress>:<Administrative Console Port>/ibm/console
(https if SSL is enabled). The Login window is displayed.

2. Login with the user id that has admin rights.

3. Expand Applications > Application Types > WebSphere enterprise applications from the LHS. The Enterprise
Applications window is displayed with all the deployed applications.

Enterprise Applicalions

Use thul page to MAnEQE iniks led spplizatiens. & single spplicabion can be cecloved ante multiole servers.

B Praferancas
1
_El:urtl_fu:ln | _i!n_ztall_I Uninstall || Updats I Rollout Upc ste ] Remove File ] Export | Export DDL I Export File
Lol el

Select Hama 2 Apolication Status &)

You can administer the following resources:

U WEADg

Qu&ErF

I':I upgaTa

P

Total 4

Figure 1. Enterprise Applications

4. Select the checkbox adjacent to the application to be uninstalled and click Stop.

5. Click Uninstall. The Uninstall Application window is displayed.
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Cheke OK 10 remove the following Spphcation(s ). If you do NOt want 1O remove the spphcatsons, Cick CancCel 1o return
L0 the previcus Page

MNarma
AIGAST

Cancel

Figure 2. Uninstall Application
6. Click OK to confirm.

7. Click Save to save the master file configuration.

Uninstalling EAR Files in WebLogic
On the machine that hosts WebLogic, perform the following steps to uninstall any previously deployed application:

1. Open the URL in the browser window: http://<ipaddress>:<admin server port>/console (https if SSL is
enabled). The Login window of the WebLogic Server Administration Console is displayed.

2. Login with the WebLogic user credentials having administrator privileges.

3. From the Domain Structure LHS menu, click Deployments. The Summary of Deployments screen is
displayed.

Sllmmln'ﬁll Depleyments

Contrel  Mentarng

Tt pagas dapinys & st of Java BE apgiications and simnd-aione aopkcation maduas Bt have baan retallad oo $i8 doman, Instalisd applcstions and moduias can bé stariad, stopped, undaisd
[recenioved), or deleted from the domain by first seecng the 2ppicacon name and bsing the controls on this pege

Toinstal & e Adoscaton or modue for depioymens to argels n s doman, ek the Install buston.

¥ Customize this table

Daployments
Jostal || Update | | Delate | Starty Showing 1to 1of L Prewous | Neat
VPEn work comoetes
[ | name B State | Heabth Type Deployment Drder
E + ™A 067273 Stop, but continue: serviding acminisbaton requests Artive & o Etpraries Anplicaton 100
Inslal Upoae Deleiz ! SL.ITL"‘ .51:1..? ¥ Showing 110 10F 1 Sreveos | Hert

Figure 3. Summary of Deployments
4. Select the checkbox adjacent to the application to be uninstalled and click Stop> Force Stop Now.

5. Click Yes in the confirmation dialog to stop the selected deployment.
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II(:.—'AJIW-.“

o Selected Dl yments have been requested 1o stap
Sumimary of Deploviments

Controd | Monitoring

This page displays a istof Java EE
{redeploved), or deketed from the @

by fratseiecting the cpobaben nene and wsing the controls on Bs ooge.

To irstaka new appbcaton or modiie for deplayenent o targets in e comaen, Shor e [rstall bution

¥ Customize this table

cabons and siand-aione anokcaton modules Tl have been instabed 1o this domain. Instaled appications and modules car be started, stopped, uocaied

Deployments
done Showang 10 1of 1 Prevous | et
] | name o Srate Haalth Type Depleyment Drder
O | ® Pungrars Prepaed L= EnEpres ADDICANON 160
Insich | wing 110 10F 1 Prevoos | Mext

Figure 4. Summary of Deployments- Messages

6. Select the checkbox adjacent to the application and click Delete to delete the selected deployment.

7. Click Yes in the confirmation dialog to remove the selected deployment from the domain configuration.

Uninstalling WAR Files in Tomcat

On the machine that hosts Tomcat, perform the following steps to uninstall any previously deployed application:

1. Comment out Context path section from server.xml file in §CATALINA_HOME/ conf directory to avoid

conflict during undeploy and re-deploy of the WAR file.

Place comment <!-- --> in between the context path section. For example:

<I--

<Context path ="/pr2test"” docBase=""/home/perfuser/tomcat-7.0.19/webapps/pr2test"

debug="0" reloadable=""true' crossContext=""true'>
<Resource auth="Container”

name=""jdbc/PR2ATM"

type=""javax.sql .DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="pr2atm"

password="pr2atm'
url="jdbc:oracle:thin:@10.184.74.99:1521 :PERFTEST"
maxActive="100"

maxldle="30"

maxWait="10000"/>

</Context>

-——>

Restart the Tomcat service by doing the following:

a. Login to the "Unix server" through a terminal emulator.
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b. Navigate to $catalina_home/bin directory.
c.. Stop the tomcat services using the command ./shutdown.sh
d. Start the tomcat services using the command ./startup.sh

2. Open the URL in a browser window: http://<IP address>:<Tomcat server port>. (https if SSL is enabled).
The Tomcat home window is displayed.

3. Click the Manager App. The Connect to window is displayed.

4. Login with the user credentials having admin rights. The Tomcat Web Application Manager window is
displayed with the list of all applications deployed in Tomcat.

8 Apache

Software Foundation

http://www.apache.org/

Tomecat Web Application Manager

Ligt sppleationy ML 1 £Hg1 lanagor Hgl Senee Sty

Path Displar ame [N Lo i s
San Si Aeleml yndspiny

i veeicome o Tomzat e g Expire se551008 | . on e 2130 s

Stert Shie Omhonl Ledseler

s e — S T =y Py

Start Sico Balowd lUndssioy

lszampies Sacsstand ISDExaroies trie 2 Expirs eostiont | oo 230 Syt e

Stant Gico Boiosd Undepioy

SR S m— O =y [

Slart Sia Aslosd Undepioy

Pl Lil 11 =4 Toncatilanape: &padcation e g E:lclpar\e Tessions wih e 2 30 meruiey

| (efzpaigt Reveless web Appication rue 1 Start Sico Bolosd Undeploy

Figure 5. Tomcat Web Application Manager

5. Click the Undeploy link against the deployed Infrastructure application. A confirmation message is displayed
on the application /Infrastructure being uninstalled.
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apPENDIXxQ Removing OFSAA

This chapter includes the following sections:
® Uninstalling EAR Files in WebSphere
e Uninstalling EAR Files in WebLogic
® Uninstalling WAR Files in Tomcat

Uninstalling OFSAA Infrastructure

This section will guide you through the necessary steps to uninstall the OFSAA Infrastructure product.

Before you start the uninstallation process, ensure that no open connections exist to the OFSAA Infrastructure

Config and Atomic Schemas and Infrastructure services are brought down.
To uninstall OFSAA Infrastructure:

1. Login to the system as non-root user.

2. Navigate to the $FIC_HOME directory and execute the command:
./Uninstall.sh

3. Enter the password for OFSAAI Configuration Schema when prompted as shown in the following figure.

faeratohdof zaadbIFSAAT ., Alninstal 1. sh

Uninstallation Started [time ; Tue Jun 10 14;20;2F IST 2014 1
S0 e R R R R R R
##% Driver loaded with Iriver oracle,jdbc,driver,Oraclelriver

Pleaze enter Configuration schena Password

Connected to Config Schema

Cleaning config schena ...

config schena cleaned ..,

Cleaning up Infrastructure Home Die |

Please wait .,

Ininstal lation Conpleted | Thank You Ctine ¢ Tue Jun 10 14:21:53 ST 2014 1

Szeratchi/of saadbAOFSAAT

Figure 1. Uninstalling OFSAA Infrastructure
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Note:

e Uninstallation does not remove the Infrastructure application from the Web Application Server. This has to
be done manually.

® The entries in the .profile file will have to be removed manually.

® 'The files/ folders under the file system staging area (ftpshate) have to be deleted manually.

® All the Database objects from Atomic Schemas have to be dropped manually.

Uninstalling EAR Files in WebSphere
Following are the steps to uninstall any previously deployed application:

1. Open the URL in the browser window: http://<ipaddress>:<Administrative Console Port>/ibm/console
(https if SSL is enabled). The Login window is displayed.

2. Login with the user id that has admin rights.

3. Expand Applications > Application Types > WebSphere enterprise applications from the LHS. The Enterprise
Applications window is displayed with all the deployed applications.

Enterprise Applicalions

Use thul page to MAnEQE iniks led spplizatiens. & single spplicabion can be cecloved ante multiole servers.

B Praferancas
1
_El:urtl_fu:ln | _i!n_ztall_I Uninstall || Updats I Rollout Upc ste ] Remove File ] Export | Export DDL I Export File
Lol el

Select Hama 2 Apolication Status &)

You can administer the following resources:

U WEADg

Qu&ErF

I':I upgaTa

P

Total 4

Figure 1. Enterprise Applications

4. Select the checkbox adjacent to the application to be uninstalled and click Stop.

5. Click Uninstall. The Uninstall Application window is displayed.
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Cheke OK 10 remove the following Spphcation(s ). If you do NOt want 1O remove the spphcatsons, Cick CancCel 1o return
L0 the previcus Page

MNarma
AIGAST

Cancel

Figure 2. Uninstall Application
6. Click OK to confirm.

7. Click Save to save the master file configuration.

Uninstalling EAR Files in WebLogic
On the machine that hosts WebLogic, perform the following steps to uninstall any previously deployed application:

1. Open the URL in the browser window: http://<ipaddress>:<admin server port>/console (https if SSL is
enabled). The Login window of the WebLogic Server Administration Console is displayed.

2. Login with the WebLogic user credentials having administrator privileges.

3. From the Domain Structure LHS menu, click Deployments. The Summary of Deployments screen is
displayed.

Sllmmln'ﬁll Depleyments

Contrel  Mentarng

Tt pagas dapinys & st of Java BE apgiications and simnd-aione aopkcation maduas Bt have baan retallad oo $i8 doman, Instalisd applcstions and moduias can bé stariad, stopped, undaisd
[recenioved), or deleted from the domain by first seecng the 2ppicacon name and bsing the controls on this pege

Toinstal & e Adoscaton or modue for depioymens to argels n s doman, ek the Install buston.

¥ Customize this table

Daployments
Jostal || Update | | Delate | Starty Showing 1to 1of L Prewous | Neat
VPEn work comoetes
[ | name B State | Heabth Type Deployment Drder
E + ™A 067273 Stop, but continue: serviding acminisbaton requests Artive & o Etpraries Anplicaton 100
Inslal Upoae Deleiz ! SL.ITL"‘ .51:1..? ¥ Showing 110 10F 1 Sreveos | Hert

Figure 3. Summary of Deployments
4. Select the checkbox adjacent to the application to be uninstalled and click Stop> Force Stop Now.

5. Click Yes in the confirmation dialog to stop the selected deployment.
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Sumimary of Deploviments
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This page displays a istof Java EE
{redeploved), or deketed from the @

by fratseiecting the cpobaben nene and wsing the controls on Bs ooge.

To irstaka new appbcaton or modiie for deplayenent o targets in e comaen, Shor e [rstall bution

¥ Customize this table
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Figure 4. Summary of Deployments- Messages

6. Select the checkbox adjacent to the application and click Delete to delete the selected deployment.

7. Click Yes in the confirmation dialog to remove the selected deployment from the domain configuration.

Uninstalling WAR Files in Tomcat

On the machine that hosts Tomcat, perform the following steps to uninstall any previously deployed application:

1. Comment out Context path section from server.xml file in §CATALINA_HOME/ conf directory to avoid

conflict during undeploy and re-deploy of the WAR file.

Place comment <!-- --> in between the context path section. For example:

<I--

<Context path ="/pr2test"” docBase=""/home/perfuser/tomcat-7.0.19/webapps/pr2test"

debug="0" reloadable=""true' crossContext=""true'>
<Resource auth="Container”

name=""jdbc/PR2ATM"

type=""javax.sql .DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="pr2atm"

password="pr2atm'
url="jdbc:oracle:thin:@10.184.74.99:1521 :PERFTEST"
maxActive="100"

maxldle="30"

maxWait="10000"/>

</Context>

-——>

Restart the Tomcat service by doing the following:

a. Login to the "Unix server" through a terminal emulator.
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b. Navigate to $catalina_home/bin directory.
c.. Stop the tomcat services using the command ./shutdown.sh
d. Start the tomcat services using the command ./startup.sh

2. Open the URL in a browser window: http://<IP address>:<Tomcat server port>. (https if SSL is enabled).
The Tomcat home window is displayed.

3. Click the Manager App. The Connect to window is displayed.

4. Login with the user credentials having admin rights. The Tomcat Web Application Manager window is
displayed with the list of all applications deployed in Tomcat.

8 Apache

Software Foundation

http://www.apache.org/

Tomecat Web Application Manager

Ligt sppleationy ML 1 £Hg1 lanagor Hgl Senee Sty

Path Displar ame [N Lo i s
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i veeicome o Tomzat e g Expire se551008 | . on e 2130 s
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s e — S T =y Py
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Figure 5. Tomcat Web Application Manager

5. Click the Undeploy link against the deployed Infrastructure application. A confirmation message is displayed
on the application /Infrastructure being uninstalled.
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arpENDIXR FAQS and Error Dictionary

This section of the document consists of resolution to the frequently asked questions and error codes noticed during
OFSAALI installation.

® Frequently Asked Questions

® Error Dictionary

OFSAAT installer performs all the pre-requisite validation check during installation. Any errors encountered in the
process are displayed with an appropriate Error Code. You can refer to the Error Dictionary to find the exact cause
and resolution to rectify the error.

Frequently Asked Questions

You can refer to the Frequently Asked Questions which has been developed with the interest to help you resolve
some of the OFSAALI Installation and configuration issues. This intends to share the knowledge of problem
resolution to a few of the known issues. This is not an official support document and just attempts to share the
knowledge of problem resolution to a few of the known issues.

This section includes the following topics:
e OFSAAI FAQs
® Application Pack 8.0.0.0.0 FAQs

® TForms Framework FAQs
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What are the different components that get installed during OFSAAI?
The different components of OFSAALI are illustrated in Figure 1-1, "OFSAA Infrastructure Framework".

If OFS AAI/ AAAI needs to be installed on different versions of an Operating System, which installer
needs to be downloaded?

OFS AAI/AAAI installer downloaded for a specific Operating System can be used to install on all its supported
versions.

For Solaris OS, only one installer OFSAAI_73300_Solaris is available and it can be used to install OFSAAI on both
versions of Solaris, that is, v5.10 or v5.11. Similarly, the installer OFSAAI_73300_Linux can be used to install
OFSAALI on all supported versions of Oracle Linux, that is, v 5.3 up to 5.10 and v6.0 and above. The installer
OFSAAI_73300_AIX can be used to install OFSAAI on all supported versions of AIX, that is, v5.3 and v6.1.

Same is applicable for OFSAAALI installers available for specific Operating Systems.
What are the different modes of OFSAALI installation?

OFSAAI can be installed in two modes, Silent Mode, and GUI mode.

What deployment options does OFSAAI recommend?

OFSAAI recommends you to install all OFSAAI components namely FICAPP, FICWEB, and FICDB on a single
machine (Single Tier).

Does the 8.0.0.0.0 release of OFSAA Infrastructure support multi-tier installation?
No, the 8.0.0.0.0 release of OFSAA Infrastructure does not support multi-tier installation.
OFSAA Infrastructure components namely FICAPP, FICWEB, FICDB can only be installed on single-tier.

However, OFSAA Infrastructure can be deployed within the n-Tier architecture where the Database and Web Server
or Web Application Server is installed on separate tiers.

For more details please contact Oracle Support.

Is JDK (Java Development Kit) required during installation of OFSAA? Can it be uninstalled after OFSAA
installation?

JDK is not required during installation of OFSAA and only a run time is needed for details. Refer, Hardware and
Software Requirements, Java Runtime Environment section.

Is JRE required during installation of OFSAA? Can it be uninstalled after OFSAAI installation?

Only JRE (Java Runtime Environment) is required during installation of OFSAA and cannot be uninstalled as the
JRE is used by the OFSAA system to work.

How do I know what is the Operating system, webservers and other software versions that OFSAA
supports?

Refer to OFSAA Technology Stack Matrices.
What are the different files required to install OFSAAI?
The following files are required:

® sctup.sh.

® envCheck.sh
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® preinstallcheck.sh

® Verlnfo.txt

o OFSAAlnfrastructure.bin

e validatedXMLinputs.jar

® MyResources_en_US.properties

® Jog4j.xml

® OFSAAI_PostlnstallConfig.xml

o OFSAAI_InstallConfig.xml

® privileges_config user.sql

® privileges_atomic_user.sql

e XML _Utilityjar
Is OFSAALI license specific to Applications?
No, OFSAALI license is not specific to any application.
Where can I reach out for the license key for installations?

OFSAAI 7.3.3.0.0 installer does not need a license code or a license file. With the license agreement acceptance, one
could proceed with the installation.

During installation, when one gets an error message, ""Execute Permission denied", what is to be done?
Please check whether all the files provided for OFSAALI installation has execute permissions.
To give execute permissions,

® Navigate to the path OFSAAI_73300 and execute the command
chmod 755

" Graphical installers are not."

If error resembles "Graphical installers are not supported by the VM. The console mode will be used

instead..." then check whether any of the X-windows software has been installed.

Example: Hummingbird Exceed is started and configured to Graphical mode installation.

NOTE: Type 'xclock' from prompt and this should display clock in graphical mode.

"No Java virtnal machine conld be..."
If the error message reads "No Java virtual machine could be found from your PATH environment
variable. You must install a VM prior to running this program", then

® Check whether "java path" is set in PATH variable. See the Table 3—1, " Prerequisite Information"section in
this document.

® Check whether sufficient temporary space is available.
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® Ensure that the movement of OFSAAI Installer text files to the target system is done in the Text mode so
that setup.sh file does not contain control line feed characters ("M).

During the installation, what should one do if the error message shows "OracleDriver Files Not Found,
Please Choose the Right Path To Continue'?

Check whether the provided path for Oracle Driver files is correct and whether the user has permissions to access
the files.

During installation, what is to be done if the error always reads "User must have CREATE TABLE,
CREATE VIEW, CREATE TRIGGER, CREATE INDEX, CREATE SEQUENCE, CREATE
PROCEDURE" even though the oracle schema user created has the mentioned privileges?

OFSAALI installer validates the database details provided during installation, so ensure:
® Whether the oracle schema user has the required set of privileges for successful installation.

® Whether the oracle schema user has been created with quota privileges on tablespace to create database
objects.

See the, " Prerequisite Information"section for more information.
Installation of OFSAAI was completed successfully! What next?

Post the successful completion of OFSAAT installation, one has to perform the Post Installation steps. See "Post
Installation Configuration", for more information.

What is to be done when OFSAAI Installation is unsuccessful?

OFSAAI installer generates log file OFSAAlnfrastructure_Install.log in the Infrastructure Installation Directory.
There is also another log file created in the path configured in Log4j.xml. The logs of any of these reported,
Warnings/Non Fatal Errors/Fatal Errors/Exceptions should be brought to the notice of the OFSAAI Customer
Support. It is recommended not to proceed, until the reported problems are adequately addressed.

How do I completely uninstall OFSAAI?
OFSAAI can be completely uninstalled by performing the steps provided in, Uninstalling OFSAA Installation.
How to grant privileges if a new information domain is created?

If you are creating a new information domain, provide a set of privileges (database permissions) to the new Atomic
schema.

® [og into the database as sys and connect as sysdba user.
® Execute the file privileges_config_user.sql available under $FIC_HOME directory
® Enter the database schema for which you want to grant privileges.
When should I run the MLS utility?
See the Multiple Language Support (MLS) Utility section in OFSAAI Administration Guide in the section.
Does OFSAAI support Oracle Linux versions other than 5.5?
OFSAALI supports the Oracle Linux versions from 5.5 up to 5.10.

On the UNIX System terminal, error message shows "Insert New Media. Please insert Diskl or type it's
location"while executing ./setup.sh, what should be done?

1. Login as root user on the Unix machine where OFSAALI is getting installed.
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2. Navigate to the path /etc/security/.

3. Edit the file limits.conf to add/edit a row for the unix user installing OFSAA:
<Unix User> soft nofile 9216

4. After saving the changes, log in as unix user with which OFSAALI is getting installed and execute the command:
ulimit -n

The command should return the value 9216.
How does one verify if the system environment is ready for OFSAAI installation?

To verify the system environment meets the minimum requirements for the installation, a Pre-Install Check utility is
available within the Install Kit archive file. This utility can also be obtained separately by contacting Oracle Support.

See Verifying the System Environment section for additional information.
How does one know if the installation is completed successfully?

The OFSAA Infrastructure installation performs a post install health check automatically on successful installation
of the product. To rerun the post install verification at a later time, perform the following steps:

1. Navigate to the path $FIC_HOME (Product Installation Directory).
2. Execute the command:

./piverify.sh

What should one do if the installation in GUI mode is not invoked?

There are set of configuration steps required to be performed during the installation in GUI mode. Verify whether
the steps mentioned under Configuration for GUI Mode Installation section are done correctly.

What should one do if there are any exceptions or errors in installation and how to proceed?
1. Please backup the installation logs.
2. Share the backup logs with Oracle support.
On Solaris 11 system, if one gets the following error message during OFSAALI installation, what should be done:

"Error: OFSAAI-1108
ORA-00604: error occurred at recursive SQL. level 1

ORA-01882: timezone region not found'"
Or
"Time gone cannot be set as null or 'localtime’ "'

This happens if the time zone is not set, that is NULL or it is set as "localtime’. Set the environment vatiable

TZ to a valid time zone region in the .profile file. For example,
TZ=Asia/Calcutta

export TZ

What happens if the installation process is abruptly terminated or aborted? What should one do?
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If the installation is abruptly terminated, then the installation process will be incomplete. To recover from this,
follow the below steps:

1. Drop the DB objects in the config schema created by OFSAAI installation.

2. Open the .profile and remove the entries made by the OFSAAI installation which are made between the
comment statements, #Beginning of entries by OFSAA Infrastructure installation and #End of entries by
OFSAA Infrastructure installation.

3. Delete the OFSAA install directory created by the OFSAALI installer.
4. Perform the OFSAAI installation again.

Would OFSAA support any other web server types, other than the ones stated in tech matrix and
installation guide?

No, all the supported software and versions are stated in the OFSAA Technology Stack Matrices.

What should one do if the database connection from connection pool throws an error
"java.sql.SQLRecoverableException: IO Error: Connection reset''?

This happens while running several database intensive tasks in parallel. To correct this error, add the line
securerandom.source=file:/dev/./urandom in the java.secutity configuration file available in

$JAVA_ HOME/jre/lib/secutity/ path.
NOTE: This needs to be configured on all the machines or VMs where the OFSAAI

components are installed.

If the issue is not resolved even with the above settings, check the MTU(Maximum Transmission Unit) settings on
the linux box. For details on MTU settings and updating them, contact your system Administrator.

When I invoke setup.sh file from my install archive, it throws syntax errors/file not found error messages,
what should I do?

This could mostly happen:
® When installer was not unzipped rightly or corrupted during unzip.

® sctup.sh file which resides within the install archive was not transferred in ASCII or text mode, which could
have corrupted the file.

To correct this, follow the steps:

1. Copy the installer (in BINARY mode) to the system on which the OFSAA Infrastructure components will be
installed.

2. Unzip the installer using the command:

unzip <OFSAAI _Installer>.zip

3. The corrupted setup.sh file would have introduced certain “M characters into the file. You can remove
"M characters from setup.sh file by following the below steps:

a. Login to the server where the installer is copied.
b. Navigate to the directory OFSAAL_73300.

c. Open the setup.sh file in the vi editor using the command: vi setup.sh.
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d. Inside vi editor in Esc mode, type: %s/*M//g
NOTE: To enter "M, hold the CTRL key then press V and M in succesion.

e. Save the setup.sh file by typing: wq!
Does OFSAA support Oracle DB 11g Standard edition?

The OCI client and the jdbc driver does not change depending on whether it is a standard or enterprise edition. So,
OFSAAI will work with standard edition as well.

We do not recommend standard edition because it will not scale and does not support partition pack, database
security vault, or advanced analytics.

On the UNIX System terminal, Error message shows "./reveleusstartup.sh: /java: Execute permission
denied" while executing ./reveleusstartup.sh file. What is to be done?

e Ensure JAVA_BIN environment vatiable path is set on the "unix uset" terminal from where the
reveleusstartup.sh file is invoked.

® Ensure the .profile where the environment/ path settings are made has been executed successfully.

OFSAAI Login page does not come up, error message 'Could not retrieve list of locales" is displayed.
What should one do?

This could be due to 2 reasons:
® System is unable to resolve the hostname configured.
e Contlict with the ports configured.

To correct them, follow the below steps:
A. Steps to replace the hostnames with IP address:

1. Stop all the OFSAA services. See Stopping Infrastructure section on how to stop the services.

2. Replace all the hostnames with the IP address in all the places mentioned in the document (Where to find port,
IP address, HTTPS Configuration for OFSAAI 7.2 Installation (DOC ID 1500479.1)).

3. Restart all the OFSAALI services. See Starting Infrastructure section.
B. Steps to correct the port number conflicts

1. Stop all the OFSAA services.

2. Refer to the port numbers stated in the document (Where to find port, IP address, HTTPS Configuration for
OFSAALI 8.0 Installation)) and check on the discrepancy in the port numbers and correct them.

3. Restart all the OFSAALI services.

What happens when the OFSAAI Application Server does not proceed even after providing the system
password?

Ensure that, the System Password provided when prompted should match with the "Oracle Configuration
password" provided during installation. Also check whether the connection to the "configuration schema" can be
established through sqlplus.

GRC Installation Guide 8.0.0.0.0 221



Although the OFSAALI installation has completed successfully, when OFSAAI servers are started, and the
application URL is accessed, it gives an error message "'the page cannot be found or displayed' or '"Could
not retrieve list of languages from Server. Please contact the system administrator'. What should one do?

Ensure OFSAAI servers have been started and are running successfully. On the server start up parameters options,
see Starting Infrastructure section.

For more details on the issue, tefer on to the Revappserver log in $FIC_APP_ HOME/common/FICServer/logs
directory or the Web Server log files.

Is it necessary to provide the specified grants to the Oracle schema user before installation? If yes, can it
be revoked after completion of installation?

The "Oracle schema" user requites the necessary grants specified before, duting, and after the installation process.
Grants provided should never be revoked as the application makes use of these grants all the time.

Can we have distributed OFSAAI Application Server for load balancing?

OFSAAI Application server can be scaled out/distributed across different JVM's (machines) based on the vatious
services and Information Domains, in other words, Load balancing could be achieved with distribution of services.

Why do we need FTPSHARE 777? Why is it needed on all the layers? Can we have FTPSHARE 777 on
another machine other than the machines where OFSAALI is installed?

FTPSHARE 777 is a Metadata Repository directory. All the metadata related files used in Infrastructure are stored in
the FTPSHARE 777 directory. The FTPSHARE 777 contains folders for each Information Domain, with each
Information Domain folders holding Erwin, log, and scripts folder. The transfer of data among the Web,
Application, and Database servers in Infrastructure takes place through FTP/SFTP.

You need to configure FTP/SFTP and enable communication between the servers by providing App servet's
FTP/SFTP credentials to the Web server and DB server users.

Yes, we can have FTPSHARE 777 on another machine other than the machines where OFSAALI is installed.
Is it mandatory to provide the ftp/sftp password?

Yes, OFSAAI needs credentials of the user which has complete permissions on FTPSHARE 777 directory, and
should be able to independently login to the unix server.

What are the permissions required for FTPSHARE 777 and when should I give them?

It is recommended to provide 777 permissions on FTPSHARE 777 in case of installations done across different
machines or VMs (multitier installation ).

In case of single tier installation, 770 permissions can be provided if the unix users of OFSAAI and web server
belong to the same unix group.

And on any new file that is created in the 'FTPSHARE 777" folder of any installation layer should be granted
specific/explicit permission.

Port Change utility could be used to have the Port number modified, which are currently being used by the
Infrastructure application. For more information, refer Configure Infrastructure Ports section.

Are there any in-built system administration users within OFSAAI Application?

The three in-built system administration users are provided to configure and setup OFSAAL
e SYSADMN
e SYSAUTH

222 GRC Installation Guide 8.0.0.0.0



FAQs and Error Dictionary

e GUEST
Does OFSAAI Application support both FTP and SFTP?
OFSAAI supports both FTP and SFTP configuration.
Is it necessaty to enable the FIP/SFTP setvices to use the OFSAAI?
Yes, enabling of FTP/SFTP services and its ports is a pre-requisite step towards using the OFSAAL
OFSAAI Configuration: Unable to save the server details?
® Ensure the input User ID, Password, and Share Name are correct.
o Ensure FTP/SFTP services are enabled.
e Have a test FTP/SFTP connection made and confirm if they ate successful.

During Information Domain creation, the message '""Please create a database and then create the
information domain" appears. What should be done?

Information Domain is mapped to only one Database; and thus before the creation of Information Domain, at least
one database details would need to exist.

The message "ConnectToDatabase: FatalErrot, could not connect to the DB server" appears during
startup of backend engine message server. What does one need to do?

® Verify whether connection to the "configuration schema" can be established through sqlplus.
® Verify "configuration schema" password is modified post installation.
® Hnsure oracle database alias name created for oracle instance and oracle service name are same.

® On amult tier Installation mode, ensure TNSNAME and SID are the same in both the Application and
Database Layers.

The message "Fatal Error, failed to get user ID from LibSmsConnect" appears during the startup of
backend engine message server. What has to be done?

Ensure Reveleus.sec file exist under the $FIC_HOME/conf directory where the Database components are installed.
Does OFSAAI Application support LDAP authentication?
OFSAAI supports LDAP configuration and authentication.
Does OFSAAI support multiple languages?
Yes, OFSAAI supports multiple languages.
Does OFSAAI provide any data back-up features?
OFSAALI does not have built-in back up facility. External Storage Infrastructure is recommended for back-up.
What kind of security features does the OFSAAI provides?
OFSAAI provides security at:
® Segment Level - Users can access only the segment they are mapped to.
® Application Level - Users can perform an operation only if mapped to appropriate role and functions.

Does OFSAAI have the ability to enforce periodic password change?

GRC Installation Guide 8.0.0.0.0 223



OFSAAI provides configurable parameters to define number of days after which the user password would expire
and then the user is forced to change the password after expiration period.

What is the password policy followed in OFSAAI?

OFSAALI enforces a minimum password length with a combination of Upper and Lower case characters and
alpha-numeric strings.

Which version of Erwin Data Modeller does OFSAAI support?

OFSAAI now supports ERwin version 9.2 and 9.5 generated xmls in addition to ERwin 4.1, ERwin 7.1, ERwin 7.3
and ERwin 9.0 formats.

Does OFSAAI provide the mechanism to upload Business Data model?
OFSAALI provides two mechanisms for business data model upload:

® Easy to use GUI based Model upload mechanism to upload the Business Data Model through Unified
Metadata Manager --> Import Model.

® OFSAAI also provides a model upload utility "upload.sh" for uploading the business data model through the
command line parameter by executing this shell script file under the path
<FIC_HOME>/ficapp/common/FICServer/bin.

Refer the section Run Model Upload Utilityof the Oracle Financial Services Analytical Applications Infrastructure
User Guidefor details.

The Business Data model undergoes changes; how does this incremental change get applied to the
existing model?

Modified data model can be uploaded into the system and OFSAALI has the ability to compare the changes within
the data model with respect to the one already present in the system and enables propagation of incremental changes
in a consistent manner.

What are the different types of uploading a business data Model?

OFSAAI supports uploading of business data model from client desktop and also by picking up the data model
from the server location.

Can the OFSAAI "Configuration Schema'" password be modified post installation?

The OFSAAI "configuration schema" password can be modified post installation. OFSAALI application stores the
password in the database and few configuration files, thus any changes to the "configuration schema" password
would necessitate updating in these. Contact OFSAAI support for more details.

Can the OFSAAI "Atomic Schema" password be modified?

The OFSAAI "Atomic Schema" password can be modified. OFSAAT application stores the atomic schema
password in the database and few configuration files , thus any change to the atomic schema password would
necessitate updating the password.

To change the Atomic Schema password, follow the steps:

1. Login to OFSAA.

2. Navigate to System Configuration > Database Details window. Select the appropriate connection, provide the
modified password and save.

3. Navigate to Unified Metadata Manager > Technical Metadata> Data Integrator > Define Sources window.
Update the appropriate Soutce details.
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a. If you are using Apache Tomcat as Web server:

*Update the <Context> -> Resource tag details in serverxml file from the
$CATALINA_HOME/ conf foldet. (In case of Tomcat only Atomic <Resource> will

exist).
b. If you are using WebSphere as Web server:

*Login to the WebSphere Administration Console from the left side menu.

*Navigate to Resources >JDBC >Data Sources. A list of data sources will be
populated on the right side.

*Select the appropriate Data Source and edit the connection details. (In this case, both
Config and Atomic data sources need to be modified).

c. If you are using WebLogic as Web server:
*Login to the WebLogic Administration Console from the left side menu.

*Under Domain Structure list box, expand the appropriate Domain and navigate to
Setvices > JDBC >Data Sources. A list of data sources will be populated on the right
side.

ASelect the appropriate Data Source and edit the connection details. (In this case, both
Config and Atomic data sources need to be modified).

4. Restart the OFSAALI services.

NOTE: If the modified passwords are not updated, OFSAALI logs displays the message
ORA-28000: the account is locked.

Does the upload of Business Data model depend on Java Memory?

Business data model upload through OFSAAI depends on the Java memory settings on the client and server
machines. Java memory setting varies with the data model size and the available RAM. Contact OFSAALI support for
more details.

Why do the Business Metadata Management screens (Business Processors screen) in User Interface, takes
longer time to load?

The Log file in DynamicServices.xml which resides in $FIC_HOME/conf is continuously being updated/refreshed
to cache metadata. This can be observed when you are starting reveleusstartup.sh and if any of the log file (Ex:
SMSServicelog) in DynamicServices.xml is being continuously refreshed for longer time.

By default, the Metadata Log file cache size is set to 1000. If in case the log is being updated beyond this limit,
retrospectively the preceding entries are overwritten. For example, the 1001th entry is overwritten by deleting the
first entry. This results in the application screen taking a longer time to load.

Increase the cache size limit in Dynamicservices.xml located at <FIC_HOME>/conf, depending on the currently
logged count for the specific metadata.

® Generate the Log report by executing the below query in config schema.

select count(1), t.metadata_name, m.dsn_id

GRC Installation Guide 8.0.0.0.0 225



from metadata_master m, metadata_type_master t
where m.metadata_type = t.metadata_type
group by t.metadata_name, m.dsn_id.

® The above query returns a list of codes with their respective metadata count. You can refer to
"metadata_type_mastet" table to identify the metadata name.

® View the log report to identify the metadata which is being updated/refreshed beyond the specified cache
size limit. Accordingly increase the cache size limit in Dynamicservices.xml depending on the currently
logged count for the specific metadata.

For example, if the "MEASURE_CACHE_SIZE" is set to 1000 and total measure reported in
log 1s 1022, increase the limit to 2000 (approximately).
® Restart Reveleus/OFSAALT servers (Web and APP) and check the issue.
What should I do if I get OutOfMemoryError while deploying EAR file in WebSphere application server?

The Java memory needs to be increased in ejbdeploy.sh file which is present under <WebSphere Install
directory>/AppSetver/deploytool/itp. For example,

$JAVA_CMD \
-Xbootclasspath/a:$ejbd_bootpath \

Xms256m -Xmx1024m \

What configurations should I ensure if my data model size is greater than 2GB?

In order to upload data model of size greater than 2GB in OFSAAI Unified Metadata Manager- Import Model, you
need to configure the required model size in struts.xml file available in the path
$FIC_WEB_HOME /webroot/WEB-INF/classes.

NOTE: The size requitements have to be always specified in bytes.

For example, if you need to configure for model size of 2.5GB, then you can approximately set the max size to 3GB
(3221225472 bytes) as indicated below, in order to avoid size constraints during model upload.

<constant name="struts.multipart.maxSize" value="3221225472"/>

After configuring struts.xml file, generate the application EAR/WAR file and redeploy the application onto your
configured web application server. For more information on generating and deploying EAR / WAR file, see

Configuring Web Application Servers.

What should I do if my Hierarchy filter is not reflecting correctly after I make changes to the underlying
Hierarchy?

In some cases, the Hierarchy Filters do not save the edits correctly if the underlying Hierarchy has been changed.
This can occur in hierarchy maintenance, where you have moved a member to another hierarchy branch, and that
member was explicitly selected in the Filter and is now a child of a node which is already selected in the Filter.

Please refer to Support Note for the workaround.

What should I do to change context name for a cloned environment?
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Refer to Support Note.

What should I do if my Hierarchy filter is not reflecting correctly after I make changes to the underlying
Hierarchy?

In some cases, the Hierarchy Filters do not save the edits correctly if the underlying Hierarchy has been changed.
This can occur in hierarchy maintenance, where you have moved a member to another hierarchy branch, and that
member was explicitly selected in the Filter and is now a child of a node which is already selected in the Filter.

Please refer to Support Note for the workaround.
How do you turn off unused information domains (infodoms) from cache?
Follow the below steps to turn off unused infodoms from cache:

Navigate to $FIC_HOME/conf in the APP layer of your OFSAAI installation.

1.In the DynamicServices.xml file, identify the section for <Setvice code="20">.
2.Modify the value of parameter CACHE_ON_STARTUP to 0 (default is 1).

3.Repeat the same in the WEB layer too. Generate the application EAR/WAR file and redeploy
the application onto your configured web application server. For more information on generating

and deploying EAR / WAR file, see Configuring Web Application Servers.

4 Restart the OFSAAI Services (APP and WEB). For more information, see Start / Stop

Infrastructure Services chapter.

NOTE: This setting will cache the Infodom metadata only for the infodoms that get

accessed upon user login. Infodoms which do not get accessed, will not be cached.
Sample code is pasted below:
<SERVICE CODE="20"

CLASS=""com.iflex.fic.metadata.services.MetadataServiceProvider"
NAME=""BMD"*

SERVERID="DEFAULT" PATH=" "" LOGGERNAME=""UMMLOGGER' LOGGERLEVEL="10"">
<PARAMETERS>

<PARAMETER NAME="'CACHE_ON_STARTUP" VALUE="0" />

<PARAMETER NAME="BACKUP_XML' VALUE="1" />

<PARAMETER NAME="MAX_BACKUP_XML" VALUE="2" />

<PARAMETER NAME="PC_NONBI_BI_SWITCH"™ VALUE="2048" />

<PARAMETER NAME="HIERARCHY_NODE_LIMIT" VALUE="2000" />

<PARAMETER NAME="ALIAS_CACHE_SIZE"™ VALUE="1000" />
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<PARAMETER NAME=""DATASET_CACHE_SIZE"™ VALUE="2000" />
<PARAMETER NAME="MEASURE_CACHE_SIZE"™ VALUE="2000" />
<PARAMETER NAME="HIERARCHY_CACHE_SIZE" VALUE="2000" />

Error Dictionary
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<PARAMETER NAME="DIMENSION_CACHE_SIZE" VALUE="2000" />
<PARAMETER NAME="HIERARCHYATTRIBUTE_CACHE_SIZE" VALUE="1000" />
<PARAMETER NAME="CUBE_CACHE_SIZE" VALUE="1000" />

<PARAMETER NAME="RDM_CACHE_SIZE" VALUE="1000" />

<PARAMETER NAME="BUSINESSPROCESSOR_CACHE_SIZE" VALUE="2000" />
<PARAMETER NAME="DERIVEDENTITY_CACHE_SIZE" VALUE="1000" />
<PARAMETER NAME="LOG_GET_METADATA" VALUE="false" />

<PARAMETER NAME="METADATA_PARALLEIL_CACHING" VALUE="0" />
</PARAMETERS>

</SERVICE>

Can I install an Application Pack on an existing Atomic schema/ Information Domain created manually?

No, you cannot install an Application Pack on existing Atomic schema/Information Domain created manually.
Application Packs can be installed only on Atomic Schemas/Information Domain created using schema creator
utility and/ or the Application Pack installer.

When trying to view the model outputs in Model Outputs screen, I get "Exception ->Local
Path/STAGE/Output file name (No such file or directory)".

Ensure you have created a folder "STAGE" under the path mentioned as "Local Path" in the web server details
screen. This folder needs to be created under the local path on every node ,in case of web application server
clustering,

During OFSAA services startup, I get Exception in thread ""main" java.lang.UnsatisfiedLinkError: net
(Not a directory)?

Ensure the JRE referred in .profile is not a symbolic link. Correct the path reference to point to a physical JRE
installed.

What is the optimized memory settings required for "New" model upload?

The following table lists the optimized memory settings required for "New" model upload.
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Table 1: Optimized Memory Settings for New Model Upload

X_ARGS_APP ENV Variable in OFSAAI
Model Upload Options Size of Data Model XML File APP Layer
106 MB "-Xms1024m -Xmx1024m
Pick from Server
36 MB "-Xms2048m -Xmx2048m
815 MB "-Xms4096m -Xmx4096m
1243 "-Xms6144m -Xmx6144m
106 MB "-Xms1024m -Xmx1024m"-Xms2048m -Xmx2048m
Model Upload Utility 336 MB "-Xms4096m -Xmx4096m
815 MB "-Xms4096m -Xmx4096m
1243 "-Xms6144m -Xmx6144m
Save New Erwin File In Server 106 MB "-Xms1024m -Xmx1024m
336 MB "-Xms2048m -Xmx2048m
"-Xms4096m -Xmx4096m
"-Xms6144m -Xmx6144m

What is the resolution if I get the error - ORA 01792 maximum number of columns in a table or view is 1000
during T2T execution?

You should apply the below patch set from Oracle. Applicable only for 12c.
https:/ /support.oracle.com/epmos/faces/DocumentDisplay?id=1937782.1

I did not enable OFS Inline Processing Engine Application license during the installation. However, I have
enabled it post installation, using the Manage OFSAA Product License(s) in the Admin UI. Are there any
other additional configurations that I need to do?

Yes. Follow the instructions explained in the OFS Inline Processing Engine Configuration Guide.
I get an error when I try to build an Oracle OLAP cube. What should I do?
Execute the below grant on the appropriate ATOMIC schema
grant olap_user to &database_username
How do you turn off unused Information Domains (Infodoms) from caching?
Follow these steps to turn off unused infodoms from caching:
1. Navigate to $FIC_HOME/conf in the APP layer of your OFSAALI installation.
2. In the DynamicServices.xml file, identify the section for <Setvice code="20">.

3. Modify the value of parameter CACHE_ON_STARTUP to 0 (default is 1).
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4. Repeat the same in the WEB layer too. Generate the application EAR/WAR file and redeploy the application

onto your configured web application server. For more information on generating and deploying EAR / WAR
file, refer to the Post Installation Configuration section.

5. Restart the OFSAAI Services (APP and WEB). For more information, refer to the Start OFSAA

Infrastructure Services section.

NOTE: This setting will cache the Infodom metadata only for the infodoms that get accessed upon user login.
Infodoms which do not get accessed, will not be cached.

Sample code is pasted below:

<SERVICE CODE="20"
CLASS="com.iflex.fic.metadata.services.MetadataServiceProvider" NAME="BMD"
SERVERID="DEFAULT" PATH="" LOGGERNAME="UMMLOGGER" LOGGERLEVEL="10">
<PARAMETERS>

<PARAMETER NAME="CACHE_ON_STARTUP" VALUE="0" />

<PARAMETER NAME="BACKUP_XML" VALUE="1" />

<PARAMETER NAME="MAX_BACKUP_XML" VALUE="2" />

<PARAMETER NAME="PC_NONBI_BI_SWITCH" VALUE="2048" />
<PARAMETER NAME="HIERARCHY_NODE_LIMIT" VALUE="2000" />
<PARAMETER NAME="ALIAS_CACHE_SIZE" VALUE="1000" />

<PARAMETER NAME="DATASET_CACHE_SIZE" VALUE="2000" />
<PARAMETER NAME="MEASURE_CACHE_SIZE" VALUE="2000" />
<PARAMETER NAME="HIERARCHY_CACHE_SIZE" VALUE="2000" />
<PARAMETER NAME="DIMENSION_CACHE_SIZE" VALUE="2000" />
<PARAMETER NAME="HIERARCHYATTRIBUTE_CACHE_SIZE" VALUE="1000" />
<PARAMETER NAME="CUBE_CACHE_SIZE" VALUE="1000" />

<PARAMETER NAME="RDM_CACHE_SIZE" VALUE="1000" />

<PARAMETER NAME="BUSINESSPROCESSOR_CACHE_SIZE" VALUE="2000" />
<PARAMETER NAME="DERIVEDENTITY_CACHE_SIZE" VALUE="1000" />
<PARAMETER NAME="LOG_GET_METADATA" VALUE="false" />
<PARAMETER NAME="METADATA_PARALLEIL_CACHING" VALUE="0" />
</PARAMETERS>

</SERVICE>
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"While creating an Excel Mapping, after specifying the excel worksheet, the target table, and mapping each column
in the worksheet to a target table, I click SAVE and nothing happens. But when I click CANCEL, a message pops up
informing me that all changes will be discarded", what is to be done.

Check if the excel mapping creation is done using I.LE 8 with JRE 1.4 plug in enabled on machine. If so, upgrade the
JRE plug in to 1.7+.

Application Pack 8.0.0.0.0 FAQs

What is an Application pack?

An Application Pack is suite of products. For more information, refer Application Packs.

Can I get a standalone installer for OFSAA 8.0?

No. AAl is part of every application pack and installs automatically.
How does OFSAA 8.0 Application pack relate to OFSAA 7.x series?
8.0 is a new major release consolidating all products from OFSAA product suite.

Can existing OFSAA 7.x customers upgrade to OFSAA 8.0 Application Pack? There is no upgrade path available.
However, we will have migration kit / path for every product to 8.0 application pack. Further details will be available
with Oracle Support.

Does OFSAA 8.0 Application pack UPGRADE’s automatically existing environments?

No. Refer Point 5. OFSAA 8.0 application pack has to be installed in an new environment and subsequently
migration path / migration kit needs to be run to migrate from 7.x to 8.0. Please note we will have migration path
only from the previously released version of OFSAA products.

Where can I download OFSAA 8.0 Application Pack?
OSDC
What are the minimum system and software requirements for OFSAA 8.0 Application Pack?

Refer installation guide section Hardware and Software Requirements section.

Is my environment compatible with OFSAA 8.0 Application Pack?
Environment Check utility performs the task. Itis part of install and can also be run separately.
Has OFSAA 8.0 Application Pack is supports all Operating systems?

LINUX, AIX, SOLARIS 10, 11. Refer to Technology Matrix for the technology matrix that OFSAA suite products
are/ will be qualified on.

How can I install OFSAA 8.0 Application Pack?

Refer to 1&C guide published in OTN (<<link to be provided>>) for the application pack installers.
Do we need any License Key to install?

No, you do not need any License Key to install.

Does this installation require any Third party Software’s?

Installation Guide lists the third party software that needs to be installed.

What languages are supported during OFSAA 8.0 Application Pack installation?

US English is the language supported.
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What mode of installations OFSAA Application Pack supports? [i.e., Silent , GUI]

OFSAA Application Packs supports both, GUI and Silent Mode.

Does OFSAA 8.0 Application Pack support Multi tier Installations?

OFSAA 8.0 does single tier installation. For more information refer to OFSAAI FAQ<XREF> section.

Does this Application Pack validate all Pre-requisites required for this installation i.e., Memory, Disk
Space etc.?

Yes. The pre-requisite checks are done by the respective application pack installer.

What happens if it aborts during installation of any application with in Application pack?
Customer needs to restore the system and retrigger the installation

Does this Application pack ‘Rolls Back’ if any of application installation fails due to errors?
Rollback of installation is not supported.

Does the Application pack installs all applications bundled?

All application pack file system files are installed but there is an option to enable the licensed products.
How can I re-install any of the Application Pack?

You can retrigger in case of failure.

Does Application pack allow enabling | disabling any of the applications installed?

Yes. You cannot disable once the product is enabled in an environment.

I have installed one application in a Application pack and can I install any of new applications within the
Application pack later point of time?

No, installation is not required. Enabling the application is an option to use it later.

Is it possible to Install OFSAA 8.0 Application pack on any one of the existing ‘Infodom’ where another
OFSAA 8.0 application is installed?

Yes. But Behavioral Detection Pack and Compliance Regulatory Reporting pack are the exceptions. They need to
be installed in a different INFODOM.

Is there any option in Application pack for the user to select Infodom during installations?
Yes. You can select or change the required infodom.
Can I install all Application Packs in a ‘Single Infodom’?

Yes. But Behavioural Detection Pack and Compliance Regulatory Reporting Pack are the exceptions. They
need to be installed in a different INFODOM.

Is it possible to install applications on different Infodom within the Application pack? (That is if you want to install LRM & MR in
two infodoms)

Applications within application pack have to be installed in the same information domain in the same environment.
Does ‘Data Model’ bundled is Application pack Specific or Specific to individual application?
A merged data model for all applications within the application pack is bundled and uploaded.

Is it possible to install OFS Enterprise Modeling in later point of time?
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OFS Enterprise Modeling as separate product and can be enabled as on option at later point of time from any
application pack that bundles Enterprise Modeling.

Does OFS Enterprise Modeling is required for all applications?

This product is enabled depending on the applications that use the features of OFS Enterprise Modeling.
Will Application pack creates sandbox automatically for the required applications?

Yes, Sandbox creation is part of application install process.

Do we have upgrade Kits for individual applications or it’s a Application Pack Upgrade?

ML/ IR releases / upgrades will be across Packs.

Can I upgrade AAI only?

Yes, you can upgrade AAI alone.

Can I upgrade one application within the Application Pack? i.e., LRM will be upgraded in Treasury
Application pack, but MR won’t be upgraded.

No. Not possible Upgrade is applied across packs.

Is it possible to uninstall any Application from the Application pack?

No, it is not possible to uninstall any Application from the Application Pack.

Can I uninstall entire Application Pack?

No, you cannot uninstall the Application Pack.

Is it possible to uninstall only application and retain AAI in the installed environment?

No, you cannot uninstall only the application and retain AAI in the installed environment.

Does Application Pack contain all Language Packs supported?

Language Packs are installed on top of 8.0 application pack. Releases are planned post the 8.0 availability.

Can I install an Application Pack over another Application Pack (that is same infodom or different
information)

Yes, you can install an Application Pack over another Application Pack in the same information domain or different
information domain.

Can I use an existing manually created schema as information domain for application pack installation?
No. Schemas required by OFSAA applications have to be created using Schema Creator Utility.
Does OFSAA 8.0 support on WebLogic 10.3.6 with Oracle 12c?

Yes, OFSAA 8.0 will support on WebLogic 10.3.6 with Oracle 12c. WebLogic 10.3.6 supports oracle 12¢ with some
additional configurations. Refer the link

http://docs.oracle.com/cd/E28280_01/web.1111/e13737/ds_12cdtiver. htm#JDBCAGS55 for additional
configurations.

While running the schema creator utility, I get an error ""HostName in input xml is not matching with the
local hostname''?

One possible reason could be the machine is configured for zonal partitioning, Ensure all the known IP Addresses
of the machine are present in the /etc/hosts file.
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"W hile creating an Excel Mapping, after specifying the excel worksheet, the target table, and mapping each column in the worksheet to a
target table, 1 click SAVE and nothing happens. But when I click CANCEL, a message pops up informing me that all changes will be
discarded”", what is to be done.

Check if the excel mapping creation is done using I.LE 8 with JRE 1.4 plug in enabled on machine. If so, upgrade the
JRE plug in to 1.6.

What are the Java versions supported in OFS AAAI Application Pack version 8.0.0.0.0?
OFS AAAI Application Pack supports Java 1.7.x and 1.8.x.
Is this release of the OFS AAAI Application Pack version 8.0.0.0.0 supported on Java 8?

Yes. To install this release of the OFS AAAI Application Pack version 8.0.0.0.0 on Java 8. For more information,
refer to specific notes mentioned in the sections [nstaller and Installation Prerequisites, Confignring and Executing the Schema
Creator Utility, GUI Mode Installation and, Silent Mode Installation .

Forms Framework FAQs

What should I do when I have large volume of data to be exported?

It is recommended to use BIP reports or OBIEE reports if you have to export large volume of data.
How do I export the columns added to the grid using Field Chooser option?

Perform Grid Export operation to export the columns added to the grid by Field Chooser option.

Forms Framework FAQs

What should I do when I have large volume of data to be exported?

It is recommended to use BIP reports or OBIEE reports if you have to export large volume of data.
How do I export the columns added to the grid by Field Chooser option?

Perform Grid Export operation to export the columns added to the grid by Field Chooser option.

Error Dictionary

The content of this section has been created with the interest to help you resolve the installation issues if any. There
is a compilation of all the possible errors that might arise during the installation process with the possible cause and
the resolution to quickly fix the issue and proceed further with the installation.

This section includes the following topics:
®  Accessing Error Dictionary

® Error Code Dictionary

Accessing Error Dictionary

Instead of scrolling through the document to find the error code, you can use the pdf search functionality. In the
"Find" dialog available in any of the Adobe Acrobat version that you are using to view the pdf document, follow the
below instructions to quickly find the error resolution.

1. With the Installation pdf open, press Ctrl+F or select Edit > Find.
2. The Find dialog is displayed as indicated.

3. Enter the error code that is displayed on screen during Infrastructure installation.
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4. Press Enter. The search results are displayed and highlighted as indicated below.

Error code - OFSAAI-1003

Cause JAVA HOMEDin not found in PATH vanalie

Resolution | mport <8VA_ HOME=>hin into PATH vanable
Example: FATH = 8IAVA_HOMEDin SPATH export FATH

Figure 6. Error Dictionary

View the details of the issues, its cause, and resolution specific to the error code. Repeat the step to find an answer to
any other errors that you notice during installation. If you are not able to resolve the issue even after following the
steps provided in resolution, you can contact support.oracle.com along with log files and appropriate screen shots.

Error Code Dictionary

Table 2: Error Code - OFSAAI-1001

Cause Unix shell is not "korn" shell.

Resolution Change the shell type to "korn". Use chsh
unix command to change SHELL type.

Shell type can also be changed by
specifying shell path for the Unix user in
/etc/passwd file.

Note: chsh command is not available in
Solaris OS.Cause

Table 3: Error Code - OFSAAI-1002

Cause No proper arguments are available.
Resolution Provide proper arguments. Invoke
Setup.sh using either SILENT or GUI
mode.
Example: ./Setup.sh SILENT or
./Setup.sh GUICause

Table 4: Error Code - OFSAAI-1004

Cause File .profile is not present in $SHOME.

Resolution Create .profile in $HOME, i.e. in the home

directory of user.
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Table 5: Error Code - OFSAAI-1005

Cause File OFSAAINnfrastructure.bin is not present in
current folder.

Resolution Copy OFSAAInfrastructure.bin into installation

kit directory.

Table 6: Error Code - OFSAAI-1006

Cause File CustReg.DAT is not present in current
folder.

Resolution Copy CustReg.DAT into installation kit
directory.

Table 7: Error Code - OFSAAI-1007

Cause File OFSAAI_InstallConfig.xml is not present in
current folder.

Resolution Copy OFSAAI_InstallConfig.xml into
installation kit directory.

Table 8: Error Code - OFSAAI-1008

Cause File validateXMLInputs.jar is not present in
current folder.

Resolution Copy validateXMLInputs.jar into installation
kit directory.

Table 9: Error Code - OFSAAI-1009

Cause File log4j.xml is not present in current folder.

Resolution Copy log4j.xml into installation kit directory.
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Table 10: Error Code - OFSAAI-1010

Cause

Unknown error occurred.

Resolution

Make sure to provide proper argument (SILENT
or GUI) to the Setup.sh file.

Table 11: Error Code - OFSAAI-1011

Cause

XML validation failed.

Resolution

Check InfrastructurePreValidations.Log for more
details.

Table 12: Error Code - OFSAAI-1012

Cause

Property file with locale name does not exist.

Resolution

Copy MyResources_en_US.properties to the
setup kit directory and keep en_US in LOCALE
tag of OFSAAI_InstallConfig.xml.

Table 13: Error Code - OFSAAI-1013

Cause File
OFSAAI_InstallConfig.xmI/OFSAAI_PostInstallCo
nfig.xml not found.

Resolution Copy

OFSAAIL_InstallConfig.xmI/OFSAAI_PostlInstallCo
nfig.xml to the setup kit directory.

Table 14: Error Code - OFSAAI-1014

Cause

XML node value is blank.

Resolution

Make sure all node values except
SMTPSERVER,PROXYHOST, PROXYPORT,
PROXYUSERNAME, PROXYPASSWORD,
NONPROXYHOST, or RAC_URL are not blank.
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Table 15: Error Code - OFSAAI-1015

Cause XML is not well formed.

Resolution Execute the command dos2unix
OFSAAI_InstallConfig.xml to convert plain text
file from DOS/MAC format to UNIX format.

OR

Make sure that OFSAAI_InstallConfig.xml is valid.
Try to open the file through Internet Explorer for
a quick way to check validity. If it is not getting
opened, create new OFSAAI_InstallConfig.xml
using the XML_Utility.jar.

Table 16: Error Code - OFSAAI-1015

Cause User installation directory contain blank spaces.

Resolution Provide an installation path that does not contain
spaces. Check the tag USER_INSTALL_DIR in
OFSAAI_InstallConfig.xml file. This path should
not contain any spaces.

Table 17: Error Code - OFSAAI-1016

Cause User installation directory is invalid.

Resolution Provide a valid installation path. Check if you are
able to create the directory mentioned in
USER_INSTALL_DIR tag value of
OFSAAI_InstallConfig.xml file.

238 GRC Installation Guide 8.0.0.0.0






ORACLE



