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Preface

Audience

Oracle Real User Experience Insight (RUEI) provides you with powerful analysis of
your network and business infrastructure. You can monitor the real-user experience,
set Key Performance Indicators (KPIs) and Service Level Agreements (SLAs), and
trigger alert notifications for incidents that violate them.

This guide is intended for all users of RUEI. These can be Administrators, Security
Officers, and Business and IT users. These roles are explained in Understanding User
Account Roles and Permissions.

This guide is directly relevant to the following users:

*  Administrators responsible for maintaining the RUEI installation. This includes
monitoring the system's health status, performing configuration backups, and for
defining the scope of network operations that will be monitored. They are also
responsible for creating and maintaining user authorizations.

*  The Security Officer responsible for managing security-related issues. These
include defining which sensitive information (such as credit card details) are
omitted from logging, and the installation and management of SSL keys to monitor
encrypted data.

» All other system users. These can be defined as business or IT users (or both),
and their assigned privileges determine the access available to them.

Prerequisites

ORACLE

Although no specific technical knowledge is required, some familiarity with network
and web technology is assumed. However, some organizational knowledge is
required. In particular:

* Administrators should have a firm understanding of network topology, and a good
operational knowledge of their organization's network and application
environment. In addition, individuals assigned to this role should have a good
understanding of RUEIL.

»  Security Officers should possess a firm understanding of security-related issues.
Moreover, they should be able to accurately assess the impact of network
organizational changes.

* As explained earlier, different levels of business and IT users can be defined.
Their assigned permissions determine both the level of data to which they have
access, and the configuration tasks they can perform. This could include
identifying the monitored web pages, and specifying how visitors to the website
are identified. Additional activities could include configuring RUEI to reflect the
monitored web site's functional architecture, the definition of Key Performance
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Indicators (KPIs), and the creation of custom reports. In all cases, the permissions
assigned to users should reflect both the appropriate access they require, and
their organizational knowledge.

Using This Guide

This guide is organized as follows:

ORACLE

Getting Started introduces you to RUEL. It explains the roles and permissions used
within RUEI, the appearance of the RUEI interface, and how you can customize it.
It should be read by all users.

Working With Reports describes the standard report library provided with RUEI, as
well as describing how you can create and modify your own reports. It should be
read by all users who work with reports.

Working With the Data Browser describes the use of the Data Browser. It is
directly relevant to both business and IT users authorized to access it.

Working With the Session Diagnostics Feature describes the use of session
diagnostics to perform root-cause analysis.

Working With Dashboards describes the creation of customized dashboards.

Working with KPI Overviews and Alert Lists describes the use of KPI overviews
and alert lists.

Setting Up Performance Monitoring describes how to set up KPIs and SLAs, and
how to define alert schedules and notifications for them.

Identifying and Reporting Web Pages describes how to define the pages that will
be monitored.

Working With User Flows describes the role of user flows in monitoring network
traffic. This includes an explanation of the components that comprise user flows
(such as steps, conditions, and events), and their reporting within RUEI.

Working With Suites and Web Services explains the use of suites for the
enhanced monitoring of certain Oracle Enterprise architectures. The monitoring of
web services is also described.

Monitoring OAM and SSO-Based Traffic describes how user activity can be
monitored within OAM-based traffic. The monitoring of web traffic where user
access control is managed through a SSO mechanism is also explained.

Controlling the Reporting of Monitored Traffic describes how the reporting of
monitored traffic can be fine optimized to meet your information requirements.

Managing Security-Related Information describes how to configure and manage
the security-related settings used by RUEL. It is directly relevant to Security
Officers.

Managing Users and Permissions explains the roles and permissions assigned to
users within RUEI, as well as the creation and management of user accounts. The
configuration of external user authentication mechanisms (such as LDAP and
SSO0), and the use of the password settings facility to enforce your organization's
security policies, is also described.

Monitoring and Maintaining the System describes how to monitor the status of the
system, perform backups and upgrades, issue messages to system users,
manage users, and export data from RUEI. This chapter is directly relevant to
Administrators.
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Tagging Conventions provides a detailed description of the page and service
tagging schemes supported for use with RUEI.

Cookie Structures provides an overview of the cookie technologies that RUEI
supports.

Troubleshooting highlights the most common problems encountered when using
RUEI, and offers solutions to quickly locate and correct them.

Explanation of Failure Codes provides an extended explanation of the HTTP result
codes, generated by the web server, that can be send to visitors as replies to
requests.

Summary of Data Items presents a brief explanation of the data items and KPI
metrics used in RUEI.

Working with XPath Queries provides a detailed explanation of the support
available within RUEI for the use of XPath queries.

Working with National Language Support provides a detailed discussion of the
character encoding standards supported by RUEI when monitoring network traffic.
Restrictions to the identification of such things as domain names, custom headers,
and functional errors are highlighted. The operation of data masking and user ID
matching when working with international character sets is also discussed.

WebLogic Portal (WLP) Support provides a detailed description of the support
available for the accurate monitoring of WebLogic Portal-based applications.

Oracle ADF Support provides a detailed description of the support available for the
accurate monitoring of Oracle Application Development Framework (ADF)-based
applications.

PeopleSoft Support provides a detailed description of the support available for the
accurate monitoring of PeopleSoft-based applications.

Siebel Support provides a detailed description of the support available for the
accurate monitoring of Siebel-based applications.

Oracle FLEXCUBE Support provides a detailed description of the support
available for the accurate monitoring of Oracle FLEXCUBE-based applications.

Oracle Forms and Oracle E-Business Suite Support provides a detailed
description of the support available for the accurate monitoring of EBS-based
applications.

JD Edwards Support provides a detailed description of the support available for
the accurate monitoring of JD Edwards EnterpriseOne-based applications.

Oracle Fusion Applications Support provides a detailed description of the support
available for the accurate monitoring of OAF-based applications.

Monitoring NATed Traffic provides information about how accurate network traffic
reporting can be obtained if the RUEI system is placed in front of a Network
Address Translation (NAT) device.

Verifying Monitored Network Traffic describes how you can use the TCP
diagnostic facility to verify that RUEI "sees" all required network traffic. It is
strongly recommended that a network engineer within your organization validates
collected network traffic after network changes.

Enriched Data Export Facility describes the table structure used by the Enriched
data export facility.
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*  Configuring HSM Support describes the procedure for configuring RUEI to access

private keys stored on HSM devices.

» Standard Report Library describes the predefined (standard) reports available in

the report library.

* Dimensions Available Within Data Browser Groups provides a detailed listing of
the dimensions available within each of the Data Browser groups.

» Explanation of Event Log Codes explains the messages that are reported in the
Event Log.

»  Application Performance Index describes Apdex usage in RUEL.

» Third-Party Licenses contains licensing information about certain third-party
products included with RUEI.

More information

* Information on Oracle Enterprise Manager is available at the following location:
http:// ww. oracl e. conf us/ product s/ ent er pri se- manager/ i ndex. ht m
» Detailed technical information is available from My Oracle Support:

https://support.oracle.com

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at ht t p: / / www. or acl e. cont pl s/ t opi ¢/ | ookup?
ct x=accé& d=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit htt p: / / www. or acl e. conl pl s/t opi ¢/

| ookup?ct x=acc&i d=i nfo or visit htt p: // ww. or acl e. com pl s/t opi ¢/ | ookup?ct x=acc& d=trs
if you are hearing impaired.

Related Documents

ORACLE

For more information, see the following documents in the Oracle Real User
Experience Insight (RUEI) documentation set:

e Oracle Real User Experience Insight Installation Guide.

e Oracle Real User Experience Insight Administrator's Guide.

e Oracle Real User Experience Insight Release Notes.

The latest version of this and other RUEI books can be found at the following location:

http:// ww. oracl e. conl t echnet wor k/ docunent ati on/ r eal user ei - 091455. ht nl

RUEI also provides extensive online help. Select the option Help option from the
System menu, or click the Help icon within a dialog to display the online help system.
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Updated Terminology

In previous versions of RUEI, users flows were known as transactions.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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Getting Started

This chapter introduces you to RUEL. It explains how RUEI can provide you with
powerful analysis of your network and business infrastructure. The requirements for
your browser, how to start and stop your RUEI session, and how you can customize
the appearance of the Reporter interface, are also described.

RUEI should already have been successfully installed within your organization's
network, and the Initial Setup Wizard run to provide information about the network
infrastructure. The procedure to do this is described in the Oracle Real User
Experience Insight Installation Guide.

1.1 What is RUEI?

ORACLE

While organizations are increasingly looking to explore Internet opportunities, they
require accurate and up-to-date information regarding their web traffic to assess the
effectiveness of their Internet operations. What is required is a solution that records
every user session, and translates complex web data into meaningful and
understandable statistics which can then be the basis of effective business and
operational decisions.

RUEI is a powerful web-based utility to report on real-user traffic requested by, and
generated from, your network. It measures the response times of pages and user
flows at the most critical points in your network infrastructure. The powerful session
diagnostics feature allows Application Managers and IT technical staff to perform root-
cause analysis.

It enables you to view server and network times based on the real-user experience,
monitor your Key Performance Indicators (KPIs) and Service Level Agreements
(SLAs), and trigger alert notifications on incidents that violate their defined targets.

You can implement checks on page content, site errors, and the functional
requirements of your user flows. Based on this information, you can verify your
business and technical operations. You can set custom alerts on the availability,
throughput, and traffic of everything identified in RUEI.

RUEI comes with a library of powerful reports that provide both business-orientated
and technical-orientated users with the information they need to make effective
decisions. In addition, authorized users can quickly create their own reports or modify
existing reports. Using these reports, they can directly interact with the web data to
gain a deep understanding of online usage behavior, as well as the overall status of
web applications. They can view these reports interactively, or receive them by e-mail.

Using RUEI's dynamic drill-down capabilities, you can quickly focus on any desired
level of web results.You can sort, filter, and export information. In addition, you can
correlate any data across a wide variety of criteria, including time, client location, user
flow, and user name.

The session diagnostics feature enables you to perform root-cause analysis of
operational problems. It offers you the ability to assess any individual session, and
review all the user's activity within that session.
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To view a visual demonstration on how you can use RUEI, access the following URL
and click Begin Video:

https://apex. oracl e. conl pl s/ apex/f ?p=44785: 24: 0: : NO
24: P24_CONTENT_I D, P24_PREV_PACE: 5783, 1

The following data collection options are available:

* Network data collector: This option collects data that passes through the network
and was the default option in previous releases and requires either a local or
remote collector.

e Tag data collector: This option, also called tag based monitoring, collects data by
monitoring the request and processing of a specific web URL (the tag) which is
inserted into all pages.

«  ADF monitoring Service: This option collects data directly from the application
server for ADF based applications.

1.2 Browser Requirements for RUEI

The workstations that will access the RUEI user interface must have one of the
following browsers installed:

e Mozilla Firefox 3.6 (or above).
e Internet Explorer 7, 8, or 9.

» Safari 4 and 5.

e Google Chrome 17 (or above).

Note that JavaScript must be enabled. No other plug-ins are required.

In addition, the workstation should have a screen resolution of 1024 * 768 (or higher).

# Note:

Ensure that any pop-up blocker within the browser has been disabled.

1.3 Before You Start Using RUEI

ORACLE

In order for RUEI to start network data monitoring and reporting, it must be configured
with some information about your network infrastructure. Once completed, user traffic
reporting is available. The following actions should have been performed before you
start to use RUEL:

1. If the monitored traffic includes SSL-based sessions, the Collector will not be able
to decrypt the SSL traffic unless the SSL keys are made available to the system.
This is described in Managing SSL Keys. Of course, non-SSL traffic is unaffected
by this requirement.

2. Itis recommended that you specify the cookie structures used within your Web
environment. Otherwise, session tracking is based on IP address and browser.
This is described in Specifying the Session Tracking Mechanism.
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Starting RUEI

Within RUEI, user identification is first based on the HTTP Authorization field. After
that, it is derived from the supplied POST argument specified in the application's
definition. When this is not configured, the SSL client certificate is used (when
available). The common name (CN) portion of it is used. Therefore, if you are
using arguments within URLS, the item within these used for user identification
must be specified in order to provide reliable results. This is described in Defining
User Identification.

Page identification within RUEI is based on applications. Essentially, an
application is a collection of web pages. Note that information about any pages
that could not be identified using application and page definitions is discarded and,
therefore, not available through reports and the Data Browser. This is described in
Naming Pages and Defining Applications.

User flows provide you with greater insight into how visitors experience your web
pages. This facility is described in Working With User Flows.

Check the status of the RUEI environment by selecting System, then Status. This
is described in Viewing the Status of the Collectors and in Viewing a Traffic
Summary.

1.4 Starting RUEI

ORACLE

To start your RUEI session, point your browser at the following URL:

https://Reporter/ruei

where Reporter specifies the host name or IP address of your RUEI installation.

# Note:

If you have not already received this information, contact your Administrator for
the required IP address or host name part of the URL.

The Logon dialog box shown in Figure 1-1 appears.

Figure 1-1 Login Dialog Box

‘Please login [10.161.59.123] 7
| Options

Lsername: Iadmin

Password: |......".

H Login

Enter your user name and password, and click Login. If you have not already been
assigned a user name, contact the Administrator.
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Customizing Your Environment

If you experience problems logging on, ensure that any pop-up blocking facility
within your browser has been disabled.

1.5 Customizing Your Environment

From the System menu, select Preferences (shown in Figure 1-2) to customize your

personal settings:

Figure 1-2 Preferences Menu

Dashbaard
[ Reports

) Browse data
R KPI overview
4it Configuration
B system

f". Refresh
=fLogout

§ User
4 Formatting
[&. Session display

& Change password

The following options are available:

* User: allows you to specify the settings that will be used for your sessions. You
can control the national language used during your sessions, whether the reports
you receive are sent in multiple e-mails or bundled into a single e-mail, the module
in which you want to start your sessions (for example, reports, dashboards, or
system), and the initial active period used within the Data Browser and reports.
These settings are explained in Modifying a User's Settings.

* Formatting: allows you to specify how numeric values will be formatted in reports.
You can specify the decimal point indicator, the character used as the thousand
separator, and the date format (05 Feb 2008 or Feb 05, 2008).

* Change password: allows you to change your system password. You are
required to enter your current password, and to confirm the new password that you

want to use.

ORACLE
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¢ Note:

According to your organization's security policies (described in Enforcing
Password Security Policies), you are required to regularly change your
password. You will receive a warning each time you logon seven days prior
to password expiration. If, during this time, you have not reset your
password, your account will be locked. If you will be out of the office for
more than seven days prior to your password expiring, it is recommended
that you reset your password prior to your absence.

1.6 Ending Your Session

ORACLE

To finish your session, select Logout from the System menu.
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Working With Reports

This chapter describes the standard library reports that are available to you, how to
use reports, control the report mailings you receive, as well as how to modify and
create your own reports. The use of the two report modes, inline and print layout, is
also explained.

2.1 Introducing the Report Library

ORACLE

Reports provide you with the insight you need to assess the performance of your
network infrastructure. They also allow you to see whether defined KPIs and SLAs are
being achieved. They enable you to quickly identify any problem areas and, together
with the use of alerts, ensure that the necessary corrective action is taken promptly
and accurately where required.

RUEI comes with an extensive library of predefined (standard) reports that provides
you instant and powerful insight into your organization's monitored operations. These
reports are available through the report library, which you can view by clicking the
Reports tab. This is shown in Figure 2-1.

Figure 2-1 The Standard Report Library

Reporting

1 Report categories
-EE'. Applications
-EE'. Clients

-EE'. Domains

-EE'. E-Business suite
-EE'. 1D Edwards suite
-EE'. Key pages

-EE'. Monitaring

-EE'. Oracle ADF suite
-EE'. Overall

-EE'. PeopleSoft suite
-EE'. Servers

-EE'. Siebel suite
-EE'. Transactions
=3 URLs

-EE'. User flows

=L3a weblogic Portal

The Standard Report Library

The report library is made up of categories (or folders) containing reports dedicated to
particular aspects of the monitored traffic. This enables you to quickly locate the
information most relevant to you. The information available in each report category is
outlined in Table 2-1.
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Table 2-1 Report Categories

Category Description

Applications Provides information about monitored application pages. This includes
page views, the objects that appear on the pages, and their loading and
reading times.

Clients Provides information about monitored application pages. This includes
page views, the objects that appear on the pages, and their loading and
reading times.

Domains Provides information about the monitored domains, including traffic,

E-Business Suite
Oracle Fusion suite
JD Edwards suite
Key pages

Monitoring

Oracle ADF suite

Overall

Servers

Siebel
Transactions
URLs

User flows

WebLogic Portal

page views, and loading and reading times.

Provides information about EBS-enabled applications.
Provides information about Oracle Fusion-based applications.
Provides information about JD Edwards-enabled applications.

Provides information about pages that have been chosen to receive
special attention. For these pages, additional information is recorded.

Provides daily or weekly information on dashboard items (such as SLAs
and KPIs).

Provides information about Oracle ADF-based applications.

Provides cumulative information about the monitored web site, such as
failures, total traffic, sessions, and page views.

Provides information about client sessions based on assigned IP
ranges.

Provides information about Siebel-based applications.
Contains access to historical user flow datal.
Provides information about failed or slow hits, and performance killers.

Provides client information about all defined web application user flows.
For example, how many user flows were initiated by visitors, how long
did they take, and how many were completed and aborted.

Provides information about WebLogic Portal-based applications.

1 Inversion 6.5.1, transactions were renamed to user flows, and there are important differences in the way
they are processed and reported.

2.2 Customizing the Report Library

You can modify the standard report library to better suit your organization's
requirements. Using menus, you can rename, remove, or add a report category or

ORACLE

subcategory.

It is not possible to modify or delete any standard report. Nor is possible to change
their associated permissions. As such, these reports are available to authorized users
on a read-only basis. If you want to use a modified version of a standard report, you
should use the standard report as the basis for a custom report. The procedure to do
this is described in Creating New Reports.

To add a category to the main report library, right click the Report categories item.
The context menu shown in Figure 2-2 appears.
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Figure 2-2 Report Categories Menu

B Add private category
C1Add public category

The following options are available:

e Add public category to make the new category available to all users.
e Add private category to make the new category only available to you.

After selecting the required option, you are prompted to specify a uniqgue name for the
new category. Report categories are ordered alphabetically, and private categories
appear below public ones.

To add a subcategory, or to rename or remove a category, right click the appropriate
category. The menu shown in Figure 2-3 appears.

Figure 2-3 Report Category Sub-Menu

CJAdd subcategory
# Edit category

'._E'F{ernwe category
XDisable category

The following options are available:

* Add subcategory to create a new subcategory under the selected category. This
new subcategory will be available to all users.

- Edit Category to rename or move the category to another location. This option is
only available for non-standard report categories.

 Remove category to delete the category. You are prompted to confirm the
deletion. This option is only available for non-standard report categories.

- Disable category to prevent access to a public report category for all non-
Administrator users. This facility is useful when modifying report structures or to
restrictive access to reports that contain sensitive information. Note that reports
within a disabled category are also automatically removed from the Favorites and
Report mailings facilities.

Report Permissions and Power Users

Each user-created report and report category is assigned a usage type. This is either
Business or IT, or both. This distinction is also the basis for the user rights explained in
Understanding User Account Roles and Permissions. If you have been assigned
Analytical or Full access level rights as both a Business and IT user (that is, you are a
so-called power user), you should be aware that access to the reports you create is
controlled on individual report level, and not report category level.

For example, if you create a new public category with the usage type Business, such
as the one shown in Figure 2-4, any IT-related reports that are saved to this category
cannot be accessed by Business users.
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Figure 2-4 Creation of New Public Business Category

‘New category @«
Details |
D Specify the name of the new
category.
Name: [web availability
Access permission: o All
{~ Business
o IT

Save Cancel

For this reason, it is recommended that you do not mix reports aimed at different types

of users within categories.

2.3 Using the Mailing Facility

ORACLE

You can use the My Mailings facility to obtain a ready overview of the reports you

receive through automatic E-mails, and the frequency (daily, weekly, or monthly) with

which they are sent to you. An example is shown in Figure 2-5.

Figure 2-5 Example Mailing Profile

| send mailing now: =3 Daily = Weekly = Manthly
Name Daily Weekly Monthly
[# Factsheet download | | |
@ Users far a key page [} [} i

Use the check boxes to the right of a report to specify the frequency with which you

want to receive a report. Alternatively, right click a report and select Mailing and the

report frequency (Daily, Weekly, or Monthly). You can also select Remove from
mailing to stop receiving the selected report.
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Figure 2-6 Report Menu

View
Lradd to Favorites

+ Daily
+ \Weekly
Monthly

Fermave from mailing

You can use the Daily, Weekly, or Monthly command buttons in the Send mailing
now panel to request previous reports. If a command button is unavailable, it means
that there are no reports in the mailing list with that frequency.

# Note:

The report mailing facility is scheduled to run at 6 am (Reporter system time)
every day.

For example, if you click Weekly, a list (shown in Figure 2-7) allows you to select a
particular week, and you will receive all the weekly reports for the selected week that
are currently checked in your mailing profile.

Figure 2-7 Send Mailing Now Dialog

‘Send mailing now (@)«
Details
E Select a period and click Send to
receive the mailing now.
Period: * |wed 26 1an 2011 [~
Send Cancel

2.4 Using the Favorites Facility

To help you quickly locate the reports you work with most often, click the Favorites
option. This facility allows you to create shortcuts to them.

To add a report to your Favorites section, right click the required report, and select
Add to Favorites from the menu shown in Figure 2-6. To open the report, click the
shortcut, or select View from the menu. To review or change the report’s current
mailing frequency, select Mailing and the required option.

To delete a shortcut from your Favorites, right click it, and select Remove from
Favorites from context menu the shown in Figure 2-8.
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Figure 2-8 Favorites Context Menu

¥ View

¥ Remove from Favorites

2.5 Managing Report Mailings

The Report Mailings facility provides for the easy management of the reports mailed to
users. Note that this facility is only available to the Administrator. To specify the users
that should receive a report, do the following:

1. Click Reports, then Mailing, and then Report mailings.

2. Select the report whose recipients you want to specify. The users who currently
receive the selected report are listed, and the frequency with which they receive it.
An example is shown in Figure 2-9.

Figure 2-9 Example of Report Mailing

[#] Add mailing

User name Schedule

& John_smith 5= ™

Optionally, click the schedule icon to customize the report mailing schedule. The
Customize the report publication schedule screen appears, you can how
customise the schedule using the following procedure:

a. Select whether to send the report daily, weekly or monthly. Note that you can
define combinations of these schedules, for example, to send mails weekly on
a Monday and also on the first of every month.

b. Click Add profile to define a time, day of week, or day of month for
publication.

c. Set the required publication timing, including hour and minute of day.

d. Set the reporting period by defining a period on the Customize the report
publication schedule screen. By default, all of the period is defined, for
example, a daily report has all 24 hours defined as the period. To avoid
confusion, define a period before the publication time.

e. Click Save.

3. Click the Add mailing command button to add a new report recipient. The dialog
shown in Figure 2-10 appears.
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Using the Calendar
Figure 2-10 Add Report Mailing
Add report mailing @
Details
E Specify the reqguired report filkers {if any), the
mailing frequency, and the users to add to the
report mailing.
~ Report
Report name: |F‘a-;|e views and hits (toggle)
Application/MName: *lBDDkings x|
—Mailing frequency
Daily: r
Weekly: W~
Maonthly: [
—Recipients
IUsers: j
John_Smith w
Peter_Brown
Simon_Dee
admin

Save Cancel

4. If the selected report was created with one or more filters (see Using Report
Filters), you can use the appropriate dimension menus to specify the appropriate
values.

5. Use the Daily, Weekly, and Monthly check boxes to specify the frequency with
which recipients should receive the selected report.

6. Use the Users field to specify the report's recipients. When ready, click Save.

2.6 Using the Calendar

A report provides information about a particular date or period. Hence, it is necessary
to specify the period for which you want information. Use the Calendar, shown in
Figure 2-11, to specify the required date or period.
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Figure 2-11 Calendar

Chapter 2
Using Report Filters

[ Day ‘Ir Week | Month |

From: 19 Jan 2011 |To:

Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa Su

19 Jan 2011

17 15 ] 20 21 2
24 25 25 27 2B
i1 i1
w Jan 2011 = = ke
Today Clear day selection
O 10 11
12 13 14 15 16 17 1B
Office haurs Clear hour zelection

& | « No time comparison »

o

Controls

The Calendar contains the following parts:

* The From and To sections provide a mechanism to specify the period for which
you want information. This can be specified in terms of days, weeks, or months.
The selected date(s) are shown in highlight. To de-select a date, simply click it

again. Use the arrow keys

at the bottom of the displayed columns to move

backwards and forwards by months or years. You can click Clear day selection to
quickly de-select all current selections. By default, the current date is selected.
This can also be selected by clicking Today.

e The Day tab allows you to

specify the required period in terms of specific days.

Note that if you select a single day, an additional panel allows you to restrict the

report to specific hours within the selected day. You can click hours to select and
de-select them, or click Office hours to immediately select 09 to 18. You can also
quickly de-select any selected hours by clicking Clear hour selection.

The Week and Month tabs allow you to request information specified in terms of
complete weeks or months.

The Compare offset menu allows you to compare data relating to one period with
a comparable period. The use of this facility is described in Comparing Data
Across Different Periods.

Note that while viewing a report, you are free to change your period selection at any
time. Simply use the controls described above, and the report is immediately updated
to reflect your new period selection.

2.7 Using Report Filters

If you open a report created with a report filter (described in Using Report Filters), you
are prompted to specify a filter for the report. For example, if the report concerns the
browser types, you are prompted for the browser you want to view. This is shown in
Figure 2-12.

ORACLE
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Figure 2-12 Example Report Filter

EJ Page Views per Browser

This report requires additional filters before it is viewable, Please select one of the available filters below.

Required filters

Client Browser:| please select a value. v || add |8

Dimension level Filter value
No filter selected.

View report

Select the required value from the displayed list, and click View report. The report
then opens. Note that the values available for selection for each required filter include

only the values available from the selected report, that is, the values have already
been filtered.

2.8 Understanding Report Components

ORACLE

Each report consists of a header, an Information screen, and a number of sections.
These report parts are described in the following sections.

The Report Header
The report header contains general information about the report you are viewing. This

includes the report's title, an indication of the reported metrics, and the date or period
to which the report refers. An example is shown in Figure 2-13.

Figure 2-13 Example Report Header

EJ Browsers and OS

Report on: wa. zll clients, daily
m 27 mar 2007 {tue)

The Information Screen

The information screen provides a glossary of the terms used in the report. This is

useful when you (or other report users) need an explanation of the metrics used in a
report. An example is shown in Figure 2-14.

Figure 2-14 Example Report Glossary

Glossary:

Subject Description

Domain/Name The demain part of the requested URL. ? Full glossary
Total traffic (bytes) The total size of all pages and their abjects.

Note you can also obtain a complete list of all terms used in reports, together with an
explanation of them, by right-clicking within the glossary and selecting Full glossary.
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Report Sections

Typically, a report contains several sections, and the number of available sections
varies between reports. For example, a daily traffic report would contain two sections:
one reporting traffic in terms of page views for the requested period, and the other
reporting traffic in terms of bytes.

You can move between report sections by using the icons in the toolbar at the top of
the report panel. In addition, they allow you to view the report's information screen,
and switch between a graphic and table (value) view of the report's data. These icons
are shown in Figure 2-15 and explained in Table 2-2.

Figure 2-15 Inline Layout Icons

) | & Previous (1/1) @ Next | [§) Preview [0 Download PDF

Table 2-2 Inline Layout Icons Explained

Icon Description

Glossary.
Provides a brief explanation of the metrics currently shown in the report.

w
Graph.
Displays the standard graphic visualization (pie chart, line chart, or bar chart) for
h the report section. The graphic form depends on the underlying data.
Values.
Shows the underlying data values for the data in the report.
=
Previous and Next section.
Use these controls to move between the report's sections. The number of available
(<] sections varies between reports.
W

Indicates the current section in the report.

ORACLE 2-10



ORACLE

Chapter 2
Understanding Report Components

Table 2-2 (Cont.) Inline Layout Icons Explained
|

Icon Description
Preview.
Opens the report in print layout mode. This is the mode to use when you want to
ﬁ customize the report, or create a new report based on it.

Download PDF.
Create an Adobe PDF file of the report's current contents.

In addition to the options shown in Figure 2-15, you can also use Browse option
(shown in Figure 2-16) within each section's context menu to obtain a complete view of
the data from which the report section is derived. This is described in Working With the
Data Browser.

Figure 2-16 Report Section Menu

70000 —
52000

56000

failed views

49000
42000
35000
28000

21000
14000 Eﬁl Browse

7000

¥ 4 =13
u} = R————
01 loz GE 04 GE 06 o7 GE 09 10

Each section within a report can be enabled or disabled. When disabled, a section is
shown as collapsed, and must be enabled to make it visible again. An example of a
disabled report section is shown in Figure 2-17.

Figure 2-17 Disabled Report Section
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It is important to understand that this facility is used to control the content of the final
(saved) report. For example, if the existing report that you are using as the basis for
your new report contains sections that are not relevant to the new report, you can use
this feature to remove them from the final report.

2.9 Interpreting Reported Values

When using reports (and the Data Browser described in Working With the Data
Browser), a value list may sometimes contain the text "n/a" rather than a reported
value. This is caused by no measured data being available. With line graphs and bar
charts, this situation is indicated by a O (zero) value. This can arise in the following
situations:

» Averages for a selected period are always calculated on the basis of available
data. Therefore, if you have requested information about an average value over
the last 24 hours, but only 20 hours of data is available, the average would be
calculated on the basis of 20 hours, and not 24 hours.

» Period-based reports might contain automatically inserted "n/a" rows to ensure
that the order and range between rows is consistent.

* The use of filters may lead to data becoming unavailable for the active period. This
will also lead to the insertion of "n/a" values. Note that for columns reporting totals,
these values are interpreted as 0.

2.10 Working With Print Layout Mode

ORACLE

When you open a report in RUEL, it is shown in inline mode. This offers a high-level
overview of the report's contents, and provides ready access to more detailed
information available through the report. When browsing a report, this is the mode that
you will use. However, when you want to customize reports, or create new ones, a
more powerful editing mode is required: this is called print layout. To view a report in
print layout, select Preview from the taskbar at the top of the report panel (shown in
Figure 2-15). An example is shown in Figure 2-18.
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Figure 2-18 Example Report in Print Layout

Sussiote per hTomr er (iracle Real User Experience hsight 6.5

E3 Sessions per browser

Reporton: all zeszions, daily
® Tue 04 Aug 2009

E
|

Dizable
Add description

QMove up
& Move down

LﬁRemove

Total: 976
Legend:
internet explorer %206.0 . internet explorer %2070
.internet explarer 205,00 Dgahoo
.Firefox 2.0,0.14 Dother
.google .msn
.blinded Dsafari 525,18

This layout can be thought of as the report's template: it defines the report's structure
and appearance. The report's print layout is shown in a new window.

The first major difference you will notice between the two layouts is that, in print layout,
all report sections (including the Information screen) are shown. This provides you with
a complete overview of the report's contents. The other major difference is that the
report's data is shown in both graphic and value (table) form.

You can use the context menu (shown in Figure 2-18) available under each section to
modify the section to your requirements. It allows you to add descriptions to sections,
enable and disable report sections (explained in Understanding Report Components),
remove sections from the report, and change the order in which sections appear in the
report.

2.10.1 Customizing a Report using Print Layout Mode

If you want to modify the columns that are displayed in a report:

1. Select the report that you want to modify and click Preview from the taskbar at the
top of the report panel (shown in Figure 2-15) to enter Print Layout Mode.

2. Right Click on a column that you want to modify and click Edit. The Customize
Export dialog, similar to the one shown in Figure 3-24, appears.

ORACLE"
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3. Add or remove columns from the report as required by modifying the Data
Columns and Value Columns fields.

4. For details on customizing the export, see Modifying the Exported Data.

2.10.2 Working With Value Lists

By default, data in report sections is shown in graphic form. However, sometimes you
want to see "hard" numbers, rather than a graphic visualization. In addition, you may
be planning to distribute the report to users whose printing or display facilities are
limited. Therefore, you can use the Values and Graph icons in the toolbar at the top of
the report panel (see Figure 2-15) to switch between the two views. An example of a
value table is shown in Figure 2-19.

Figure 2-19 Example Value Table

2.10.3 Limiting Value Lists

Within a value list, you can click Preview and then select Limit value lists from the
menu to specify the number of values that are shown for both reports and exports.

If you specify a value of -1, all available values will be shown. It is recommended that
you use this facility with care because of potentially very large value lists. The default
is 100.

2.10.4 Working in Compare Mode

When a report is created using the compare facility (described in Comparing Data
Across Different Periods), an additional option, Compare, is available within the
context menu of its main section.This allows you to specify the offset period to be used
in the report. The available periods depend on the report's active time selection (day,
week, or month).

2.11 Creating New Reports

In addition to the standard reports provided in the report library, you can also create
new reports. To do so, you should use an existing report as the basis for your new
report, and then modify it to meet your requirements. To save the new report, do the
following:

1. When you are ready to create the new report, select Save as new from the File
menu. The dialog shown in Figure 2-20 appears:
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Figure 2-20 Save As New Report Dialog

(Save as new report @«

[ Details T Options |

Specify a name and location for the
report.

Title: * |DL|t|:h Web site data

Description: Bwvailability of the ;I

MyvShop.com Web site for
visitors from the
Hetherlands.

=

T +: = -
Category: -3 Overall :I

-[A Servers

-[] Test

-[3 Transactions

.[3 URLs

- URLs -

You can use the pop-up menu
(right click) under Report
categories to add categories.

Save Cancel

2. Specify a title and brief description for the new report, and the category to which it
should be saved. As mentioned earlier, if you save the report to a private category,
it will only be available to you. The Options tab allows you to specify whether the
glossary is included in the report. When ready, click Save. If a report with that title
already exists, you are prompted with an option to replace it.

Note that if the report you created is not immediately visible in the report library,
click the Reports icon to refresh the displayed structure.

Modifying Existing Reports

You can use the facilities described in Understanding Report Components to modify a
report. Note that it is not possible to modify standard reports (described in Introducing
the Report Library). Your ability to create new reports depends on your assigned user
permissions. If you create a public report, it is editable by users with the necessary
permissions, and is available on a read-only basis to all other users.

2.12 Exporting Reports to PDF

ORACLE

You can click the Download report as PDF icon or select Download report as PDF
from the File menu to create an Adobe PDF file of the report's current contents. Use
Page orientation from the File menu to create either a portrait or landscape PDF file.
Note that sections that are disabled in print layout are not included in the generated
PDF file.
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< Note:

2.13 Exporting Report Data

The report data within RUEI is available for export in various formats including XML
and CSV to host or client systems using a web query. For example, to a Business
Intelligence (BIl) system. The exported data is in Unicode (UTF-8) format. Data can be
downloaded from RUEI using a web request by a RUEI user with the Report Data
Export role using basic authentication. Administrators can use RUEI to construct a
URL with parameters for this purpose. To use this facility, do the following:

ORACLE

1. Select Reports,

Chapter 2
Exporting Report Data

In order to view the generated PDF files, the Adobe Acrobat Reader must be
installed. It is available for download from the Adobe web site (wwv. adobe. com).

2. Select the required report and then select Export Report URL in the toolbar. The
window shown in Figure 2-21 appears.

Figure 2-21 Report Data Export Window

Report data export

Select report:

From:
Up to:

Data format:

Specify the data to export by selecting a report and period. Use the export link to download this data in the format specified.

JECt size detalls
Page loading/reading times
Pageviews and hits
Server load
Traffic size
-1 XLS Server information
B3 Test
~[@ KPI success rate
-[@) Object size details
-
[@ Test
&3 URLs

B3 User flows
19 ~ December
19 ~ December

Extensible Markup Language (XML)

m

+ 2011
+ 2011

— Export filters
Application/Mame:

Bookings

— Export link

http://vmsa.nl.oracle.com/ruei/head/export.php?id=10000&date=20111219&
filters[application.name]=Bookings

3. Specify the period for which data should be available.

4. Use the Data format menu to specify the format in which the report data should
be exported. The default is Extensible Markup Language (XML).

5. If the case of a report that makes use of a filter, select the required dimension

value. The use of filters is described in Using Report Filters.

6. A URL to the report data appears. Copy and send this to all relevant hosts. Users
will require a valid username and password to access the report data.
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7. If necessary create a user with the Report Data Export role to access the report
data. For more information on user roles see Understanding User Account Roles
and Permissions.

Example 2-1 Additional Arguments

By default, exported data is provided for a complete day, and in XML format. However,
the arguments shown in Table 2-3 can also be specified.

Table 2-3 Additional Arguments for Report Data Export Facility

]
Argument name Argument value Description

out put pdf Export data in PDF format.
xl's Export data in XLS format.
xm Export data in XML format (default).
csv Export data in comma-separated values.
tsv Export data in tab-separated values.
wgf Export data in Web Query format.
dat el yyyynmud Export data provided for a complete day (default).
yyyymudhh Export data provided for a specific hour.
yyynmddhhnm? Export data provided for a specific 5-minute period.
date-tol yyyymud Export data provided up to a specific day.
yyyymudhh Export data provided up to a specific hour.

yyynmddhhnm? Export data provided up to a specific 5-minute period.

1 The time range arguments are always in local time with respect to the Reporter system.

2 The lowest granularity of the date format is a 5-minute period. Therefore, specifying a date of
yyyymmdd21215 will return values for the period 1215-1219.

For example:

http://nyshop/ ruei/export. php?i d=10056&out put =csv&dat e=20101025&dat e- t 0=20101027

exports the selected report data in comma-separated values format for the period
25-27 October 2010.

2.13.1 Creating Dynamically Refreshing Dashboards

The Report data export facility can be used to create dynamically refreshing Microsoft
Excel spreadsheets. Note that the procedure described below requires a valid user
with the Report data export role. These can then be the basis for external
dashboards. To create such data feeds, do the following:

1. Select System, and then Report data export. Select the newly created export
from the displayed list (Figure 2-21). Note the URL that appears to the export data.

2. Create the file ruei . i gy on your local system with the following contents:

V\EB
1
https://<Reporter>/ruei/export.php?out put =wqf
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id=["id","The report ID']&date=["date","Begin date
YYYYMVDD' ] &dat e-t o=[ "date-t 0", "End date YYYYMVDD']

Note that the Reporter part of the above specified URL should be replaced with the
appropriate host name or IP address.

3. Within Microsoft Excel, select Existing connections from the File menu. Click
Browse. A dialog similar to the one shown in Figure 2-22 appears.

Figure 2-22 Existing Connections Dialog

: I
Exasting Connections, am

Show: | All Connections v

Select a Connection:

b EL UL ¢ UTRDIUIU

<No connections found=

M5N MoneyCentral Investor Currency Rates
[Blank]

M5SN MoneyCentral Investor Major Indicies

[Blank]

M5SN MoneyCentral Investor Stock Quotes
[Blank]

| Browse for Mare.,. | en ] [ Cancel

5

4. Click Browse for More, and navigate to and select the ruei . i qy file you created
earlier. A dialog similar to the one shown in Figure 2-23 appears.
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Figure 2-23 Import Data Dialog

Import Wata | im‘

Where do you want to put the data?
) Existing worksheet:

[ =

2.7

[F‘L-:uperties... ] [ oK ] [ Cancel

5. Specify that the imported data should be used to create a new spreadsheet. When
ready, click OK. A dialog similar to the one shown in Figure 2-24 appears.

Figure 2-24 Enter Parameter Value Dialog

Enter Parameter Value, ig‘

The repart ID

[] Uze this value reference for future refreshes

ok || cancel |

6. Specify the report ID included in the URL provided to you by the Report data
export facility. You are then prompted for the start and end dates. Note that each
of these can either be retrieved from a cell within the spreadsheet, or entered
directly. When ready, click OK. The data from the specified export source is
automatically updated by RUELI.

Note that the number of rows returned within the Microsoft Excel spreadsheet may
differ across particular intervals. Therefore, you should ensure that this is taken into
account when designing filtering and other formatting queries. In addition, the
appropriate menu options and appearance of dialogs may differ from those described
above depending on the version of Microsoft Excel you are using.
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Working With the Data Browser

This chapter explains the use of the Data Browser. This is at the heart of RUEI, and
provides direct access to the information gathered during monitoring. Through it, you
can drill down, search, and filter information in an intuitive and user-friendly manner

3.1 Introducing the Data Browser

The information shown in each report is derived from a multi-dimensional data
structure that contains all the information captured during monitoring. Through this
structure, you can explore Web data by simply clicking down through increasing levels
of detail, and view by different dimensions (such as period, referrer, visitor type, and
so on). This data structure can be viewed through the Browse data tab.

You can use the Data Browser to understand the context of the data shown in a report,
and to drill down, rank, sort, and filter information to gain insight into causes, effects,
and trends. To open the Data Browser from within a report, select the Browse option
from the report menu. To open the Data Browser from elsewhere, click the Browse
data tab. A window similar to one shown in Figure 3-1 appears.
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Figure 3-1 Data Browser
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The Data Browser Toolbar

The toolbar icons at the top of the Data Browser screen are shown in Figure 3-2, and
are described in Table 3-1.

Figure 3-2 Data Browser Toolbar

Q) olvye aa@ Euld RRH v B®

Table 3-1 Data Browser Icons

______________________________________________________________________________________________|]
Icon Description

Graph.

Displays the standard graphic visualization (pie chart, line chart, or bar chart) for the data. The graphic
form depends on the underlying data.

e
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Table 3-1 (Cont.) Data Browser Icons
]

Icon Description
Edit Filters.
Opens a new window where you can edit filters.
Y
Hierarchy View.
Controls the way the view dimension (used for zooming in/out to different levels of detail) is presented
| = | within the report. When disabled (default), only the active level of detail within the dimension is shown.

When enabled, all levels up to the active (zoom) level are shown. For more information, see Hierarchy
View.

Additional visualizations.

In addition to the standard graphical visualization, depending on the underlying data, additional
visualizations may be available, and can be selected by clicking the appropriate icon.

You can also use the Type option from the Graph menu to select a visualization.

Values.

Shows the underlying data values for the data in the browser. See Working With Value Lists for more
information about working with value lists.

Previous and Next page.
Use these controls to move between pages in the displayed data set.

Glossary.

Provides a brief explanation of the metrics currently shown within the Data Browser. This includes both
the dimensions shown in the graph or values table, and any filters that have been applied to it. The use
of filters is explained in Working With Filters.

Search.

Allows you to search for strings within in the currently displayed data set. The use of the search facility is
described in Searching in the Data Browser.
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Table 3-1 (Cont.) Data Browser Icons

Icon

Description

6“?)\
@\

)

.

B

Zoom in and Zoom out.

Allows you to change the level of displayed detail. When zooming in and out, you change the dimension
of the viewed data. The new dimension depends on the currently selected dimension. For example, if
you are viewing yearly data, zooming in will change the view to a monthly one. If you are viewing client
location by country, zooming in will change the displayed dimension to providers within the client location
country.

To quickly return to the original dimension, select Reset view from the View menu.

Open as report.

Opens a new window with the currently shown data in report print layout mode. The creation and
customization of reports is described in Working With Reports.

Open as export.

Opens a new window in which you can further customize the currently shown data prior to exporting it to
a wide variety of applications (such as Microsoft Excel). This facility is described in Exporting Data.

Add to dashboard.

Adds the current view to a selected dashboard. This facility is described in Adding a Data Browser or
KPI View to a Dashboard.

Back/Forward.
Undoes or redoes your most recent actions within the Data Browser.

Lock/Unlock zoom.

Locks/unlocks the view level so that you can query using a dimension level value that is not available at
a higher level of aggregation. For example, when working at a daily level, you set a filter based on full
URL. Normally, this filter would be automatically dropped when you zoom out to monthly level because
this information is not available at monthly level. But, when Zoom lock is set, 30 daily levels are queried
using the defined filter instead of one month level.

Save customized view.

Saves a customized view so that all users can view the customized view from the data browser. This
facility is described in Customizing Browser Views.
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3.2 Understanding the Data Structure

ORACLE

The information available within the Data Browser is divided across groups. At the
highest level, there are two types of groups: application-related groups and services-
related groups. Each group provides a number of perspectives, or views, on the
collected data. These views can be selected from the View selection panel, located
on the left-hand side of the Data Browser window (Figure 3-1).

Each main group within the View selection panel relates to a broad category of
information. There are groups available about the pages visited on the monitored web
environment, visitor sessions, user flows, failed URLs and pages, and key pages.

Within each of these groups, sub-groups offer information about a specific aspect of
the selected category. More specifically, they offer information across specific
dimensions. These dimensions are indicated in the name of the sub-group. For
example, within the All sessions group, views are available across the dimensions
domain, period, user ID, client browser, language, location, and operating system. This
is shown in Figure 3-3.

Figure 3-3 Data Structure Selection Panel
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Size
Object size details (.
Objects and size -
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Individual views are grouped according to a standard classification (failure,
performance, overall, and size) that reflects the type of information they provide.
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Within these, you can select the active dimension you want to use to explore the
underlying data.

In addition to the standard dimensions discussed in this section, it is also possible to
extend the information available within the Data Browser through the use of custom
dimensions. These are described in Working With Custom Dimensions.

The session diagnostics feature is described in Working With the Session Diagnostics
Feature.

3.2.1 Session-Based Data

ORACLE

In RUEI, session related information is reported based on session activity; the number
of sessions active during a period. However, depending on the period that is viewed,
RUEI uses a different method to calculate the number of active sessions. For period
selections smaller or equal to one day, active sessions are displayed. For period
selections larger then one day, started sessions are displayed. The reason for this
difference is that RUEI has been optimized for performance and storage size.

Active Sessions

Active sessions are sessions for which Page Views are seen within viewed period.

Started Sessions

Started sessions represent the number of sessions that are started within the viewed
period.

Why are there sometimes Differences in Reported Session Data?

When interpreting or comparing session based information, you must be aware of two
important factors. Consider the following two sessions:

Two visitors, each working on a web application for about 8 hours during a day (Jan
2nd), with a small break around 12:30 hours.

Refer to the situation shown in Figure 3-4.

Figure 3-4 Session Reporting

Visitor A J,

Visitor B
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When comparing the session activity of these visitors per hour and per day, the
number of active sessions per hour can not be summed (18) to match the numbers of
active sessions per day (2). Over a day in total only 2 sessions, the session of Visitor
A and Visitor B were active. But Visitor A and B were also both active in for example
hour 9 and hour 10 as shown in Table 3-2.
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Table 3-2 Jan 2nd Sessions per hour

]
Hour Sessions

Jan 2nd 07:00 0
Jan 2nd 08:00 1
Jan 2nd 09:00 2
Jan 2nd 10:00 2
Jan 2nd 11:00 2
Jan 2nd 12:00 2
Jan 2nd 13:00 2
Jan 2nd 14:00 2
Jan 2nd 15:00 2
Jan 2nd 16:00 2
Jan 2nd 17:00 1
Jan 2nd 18:00 0

Table 3-3 Jan 2nd Sessions per day

|
Day Sessions

Jan 2nd 2

When comparing session activity of these visitors in Figure 3-4 over a one day period
or a multiple-days (two) period some (slight) difference in the reported number of
sessions may occur, especially when zooming in on smaller periods (hour, or 5
minute). As explained, for period selections smaller or equal to one day, active
sessions are displayed, but for period selections larger then one day, started sessions
are displayed. An arrow shown in the Figure 3-4 marks the start of a session. Visitor A
started the session in hour 8 and Visitor B in hour 9.

Table 3-4 Sessions per hour

|
Hour Sessions

Jan1st00:00 ...
Jan1st01:00 ...

Jan 2nd 07:00 0
Jan 2nd 08:00
Jan 2nd 09:00 1
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Table 3-5 Sessions per day

Day Sessions
Jan 2nd 07:00 0

Jan 2nd 08:00

Jan 2nd 09:00 2

Understanding Session Duration, Page Load and Read Times

Be aware that session duration is calculated and reported as the time when the last
page was loaded within the session minus the time of starting to load the first page.
The session loading time represents the sum of all page loading times within a
session. The session reading time is the sum of all page reading times within a
session. Each individual page reading time is calculated as the difference between
when the last hit on it was loaded and the start of the first hit on the next page. In the
case that there is no next page in the session, a default of 20 seconds is assumed.
Note that in the case of short sessions, this means that the reported page read time
can be longer that the session duration. Consider the example shown in Figure 3-5.

Figure 3-5 Session Duration

— — —
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1 1 LI LI 1 LI LI 1 LI LI 1 LI LI

1 2 34 BB T8 90 crrrrrrrnrmran i, 28

-— 5 Session duration

> 4> 4 Session load time
B + Session read time

User Flows

For an explanation of user flows, see Understanding User Flows. Flows are tracked in
a manner similar to sessions, simultaneous multiple flows are supported and you can
view reports on active and completed flows. Completed flows can result from the user
completing the last step of the flow, aborting the flow, or as a result of the session
timing out. If flow report data is not what you expected, consider the following:

e If 2 identical flows are defined with different step idle settings, the reported flow-
duration and flow-idle-time will differ despite the user behaviour being identical for
both flows.

e If users typically spend a lot of time on a particular step and step idle setting is low,
you will see lots of step-idle time associated with the step. Increasing the step idle
setting would provide more accurate results regarding user behaviour.
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* During the step idle time the user might close the browser (or other behaviour), but
the data in RUEI will show this period as active time.

3.2.2 Problem Analysis Groups

The Problem analysis category of views (shown in Table 3-7) provides, for
applications, in-depth information about failing or problematic page views and hits. It
contains the groups shown in Table 3-6.

ORACLE

Table 3-6 Problem Analysis Groups

Name

Description

Service tests

URL diagnostics

Failed URLs

Failed pages

Slow URLs

Failed functions

Slow functions

Reports on Services traffic in relation with real end user traffic. For more
information, see Reporting Service Test Beacon Traffic.

Reports on specific URLs. For more information, see URL Diagnostics for
Problem Analysis.

Reports on the objects (hits) within failed pages. For example, those pages
that contain broken images and unavailable downloads. Note that it logs a
maximum of 1000 objects per 1-minute period. All technical errors (described
in Explanation of Failure Codes) for that object are reported. Because this
view does not use application information, it can still report possible reasons
for failed pages when no applications have been configured.

Reports on the server, network, web site, and content errors experienced
with application pages.

Reports on the slowest 1000 objects per minute detected by the system,
based on the object's end-to-end time. Note that objects must have an end-
to-end time of at least the configured slow URL threshold (by default, 2000
milliseconds) to be reported in this view. Applications do not need to be
configured for this view. For more information, see Controlling Slow URL and
Function Call Reporting.

Reports on the server, network, web site, and content errors experienced
with function calls.

Reports on the slowest 1000 objects per minute detected by the system,
based on the call's end-to-end time. Note that the calls must have an end-to-
end time of at least the configured slow URL threshold (by default, 2000
milliseconds) to be reported in this view. Services do not need to configured
for this view. For more information, see Controlling Slow URL and Function
Call Reporting.

Suite URL For more information on suite URL diagnostics and and how these data
Diagnostics groups are not created, see Suite URL Diagnostics for Problem Analysis.
< Note:

The period for which information about failed URLS, pages, and service calls is
available is determined by the Reporter's data retention policies. These are
described in Defining Reporter Retention Policies.

The procedure for configuring external utilities for clickout from within RUEI is
described in Configuring Clickouts to External Tools.
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3.2.3 Page Delivery Dimension

The page delivery dimension is available within the Failed pages, All pages, Key
pages views, and reports which errors have been detected on a monitored web site.
All errors reported in the page delivery dimension are also available through the
Session diagnostics replay facility (see Working With the Session Diagnostics
Feature).

Note if a page or object experienced several types of errors (for example, both a
network and a web service error), the page or object error is not recorded multiple
times. Instead, it is reported according to the following order: web site, server,
collection, network, and content. For example, an object that experienced both a web
site and a network error, is recorded as a web site error rather than a network error.

The errors reported in this dimension are also available as the basis for KPIs as
metrics expressed both as counters and percentages. This is shown in Figure 3-6.

Figure 3-6 Page Availability Metrics

page availability
client-abort-pageviews
client-abort-pageviewsi %)
content-error-pageviews
content-error-pageviewsi%a)
content-ok-pageviews
content-ck-pageviewsi%)
error-pageviews
error-pageviews(%a)
network-error-pageviews
network-error-pageviews(%:)
network-ok-pageviews
network-ok-pageviewsi( %)
pageviews-per-min
pageviews-per-sec
server-error-pageviews
Server-error-pageviews(%a)
website-error-pageviews
website-error-pageviews(%)

Application and User Violations

The application violation counter reports the total number of web site, network, server,
collection, and content errors. The user violation counter reports the total number of
content notifications and client aborts. An example of the possible use of these
counters would be the creation of dashboards to track the general health of specific
applications. These counters are also available for use as KPI metrics. Note that
specific page views can contain both application and user violations.

3.2.4 URL Diagnostics for Problem Analysis

ORACLE

The URL diagnostics group is specifically orientated towards the separate recording of
dynamic objects within pages (such as portlets and frames). Instead of reporting the
literal URLs associated with particular hits, the URL diagnostics group reports
functional URLs. These are customizable reporting schemes where session and
unique information is typically stripped from the reported URLSs.
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# Note:

Data gathered in the URL Diagnostics group is not available to other groups,
for example Failed URLs and Slow URLs.

The information available within this group enables you to access dynamic server-
interacting URLs independently of pages. This approach has the advantage that
relevant hit-based information is more quickly located. For example, you could specify
that you are only interested in the monitoring of Java or PHP-based calls. This is
supplemented by a powerful clickout facility that provides dedicated support for
diagnostic utilities, such as CAMM and ADA4J.

The configuration of URL diagnostics is specified at application and suite level, and is
described in Controlling Reporting Within the Problem Analysis Group and Suite URL
Diagnostics for Problem Analysis.

3.2.5 Suite URL Diagnostics for Problem Analysis

The suites category of views (shown in Table 3-7) provides in-depth information about
the operation of monitored suites. The availability of individual suite groups depends
on at least one suite instance being configured.

For each installed and configured suite type, a diagnostics group can be created that
provides for the suite type the equivalent information available for applications through
the URL diagnostics group (described in URL Diagnostics for Problem Analysis).

# Note:

Data gathered in the Suite URL Diagnostics group is not available to other
groups, for example Failed URLs and Slow URLSs.

Controlling the Creation of Suite URL Diagnostics Groups

By default, suite URL diagnostics data groups are not created. In order to enable their
creation, do the following:

1. Ensure that at least one instance of the required suite type has been has defined.

2. Select Configuration, then General, then Advanced settings, and then Suite
URL diagnostics. Click the required suite type. A dialog similar to the one shown
in Figure 3-7 appears.
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Figure 3-7 E-Business Suite URL Diagnostics Dialog

‘E-Business Suite )|
Details
Enable/disable the URL diagnostics group for
E-Business Suite (EBS).
Status: Disabled -
Save Cancel

3. Specify whether reporting to a URL diagnostics group for the selected suite type
should be enabled or disabled. By default, it is disabled. When ready, click Save.

Note that the availability of data within an enabled suite URL diagnostics group
depends on the defined data retention policies.

3.3 Access to Data Browser Groups

Each Data Browser group is either Business or IT-related (or both). Access to the Data
Browser is only available to users with the relevant Analytical (or higher) access level
permission. The user type assignments for each Data Browser group are shown in

ORACLE

Table 3-7.

Table 3-7 Data Browser Group User Types

Category

Group

Business

IT

Applications

Applications

Overall

All pages

All sessions

User flow completion
User flow activity
Monitored KPIs

ADF Framework
Fusion Applications
Webcenter
E-Business (Forms)
Siebel

PeopleSoft

JD Edwards EnterpriseOne
FC Direct Banking
FC Universal Banking
Weblogic Portal
Problem analysis

Service tests

X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X
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Chapter 3

Working With Value Lists

Category

Group

Business

IT

Services

URL diagnostics

Failed URLs

Failed pages

Slow URLs

ADF Framework Diagnostics
Fusion Applications Diagnostics
Webcenter Diagnostics
E-Business (Forms) Diagnostics
Siebel Diagnostics

PeopleSoft Diagnostics

JD Edwards EnterpriseOne Diagnostics
FC Direct Banking Diagnostics
FC Universal Banking Diagnostics
WebLogic Portal Diagnostics
Overall

All functions

Problem analysis

Failed functions

Slow functions

X X X X X X X X X X X X X X

3.4 Working With Value Lists

When working with value lists, you can add additional columns to the displayed list.
Select Show percentage or Show growth from the Values menu to add indicator
columns to the displayed data. Note that availability of these options depends on the
currently viewed list, and the columns are also carried forward when you view the list

ORACLE

as a report (by selecting Open as report from the View menu).

Changing the Sort Order

You can also change the sort order by selecting a column header at the top of the
Values list. The view changes to reflect the selected column sorted in ascending order.
Click it again, and the sort order becomes descending. The order symbol within a

column heading indicates the current order. An example is shown in Figure 3-8.

Figure 3-8 Sort Order

traffic-per-session =

Inclusive and Exclusive Filters

Within value lists, you can also right click items to open the context menu shown in

Figure 3-9.
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Figure 3-9 Values Context Menu

W Select value
W Exclude value

The following options are available:

e Select value: adds the selected value as an inclusive filter to the Filters panel.
That is, only values that match the selected value are displayed in the browser.

e Exclude value: adds the selected value as an exclusive filter to the filters panel.
That is, only values not matching the selected value are displayed in the browser.

3.5 Searching in the Data Browser

ORACLE

You can use the Search facility to locate the incidence of strings in the currently
displayed data set. This is shown in Figure 3-10.

Figure 3-10 Search Tab

QO kAl n@D IR ¥ NGV | 9
Filter on Value

Search: Lﬁpache Go
Level Value
Page Apache HTTP Server Version 2.2 Documentation - Apache HTTP Server
Page Binding - Apache HTTP Server
Page Configuration Files - Apache HTTP Server
Page Overview of new features in Apache 2.0 - Apache HTTP Server
Page Overview of new features in Apache 2.2 - Apache HTTP Server
Page The Apache License, Version 2.0 - Apache HTTP Server
Page Upgrading to 2.2 from 2.0 - Apache HTTP Server

| % set filter(s) ¥ Set exclude filter(s) | { Invert fitter(s) | [E5 Muitiple selection Selections: 2

The search facility will try to match any search pattern you specify either as a full
match or as a substring. Hence, the search pattern "fire" will match the occurrences of
"firefox", "x-fire", and "sefirewall", as well as, of course, all occurrences "fire".

You can then filter the data using one or more results by clicking the Multiple section
command button, and then clicking each required results.

After selecting the required values, you can use the toolbar at the bottom of the screen
to specify whether the values should be inclusive or exclusive filters. You can also use
the toolbar to invert all currently defined filters, or to remove them.

As mentioned earlier, the search is restricted to the currently displayed data. To
extend the search further, you will need to modify the current view, or remove applied
filters, and repeat the search. If the search did not find any matches, a pop-up dialog
informs you that "No results were found".
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# Note:

The search facility does not support the use of wildcard characters (such as *).
All characters are treated as literals. The results list is a values list and has the
same functionality (see Working With Value Lists).

3.6 Hierarchy View

The hierarchy view functionality is implemented as a toggle, available within Browse
Data, Reports, and Dashboards. It controls the way the view dimension (used for
zooming in/out to different levels of detail) is presented within the report.

When disabled (default), only the active level of detail within the dimension is shown.
When enabled, all levels up to the active (zoom) level are shown. An example of a
report on the Application dimension, zoomed in to the lowest level of detail (Page
Name) with hierarchy view disabled is shown below:

Table 3-8 Application Dimension with Hierarchy View Disabled

|
Page Name Page Views

index.html 15

The following shows the same report, but now with hierarchy view enabled:

Table 3-9 Application Dimension with Hierarchy View Enabled
|

Application Page Group Page Name Page Views
Twiki Home index.html 10

Twiki Services index.html 4

Twiki FAQ index.html 1

You can enable/disable hierarchy view using the icon on the toolbar or from the View
menu, as shown below:

Figure 3-11 Enable Hierarch View Menu Option

| system Graph Walues MERMHelp
Py e [ Open as report
i [ Open as export
» Browse data » All pa;EaB ‘
ac ——
Month |%%Q|M@E|ﬁ_ﬂﬁ|m\\,|

Reset Back/Forward history Value

Dashboard

—
Day Weelk

From: 06 Jun 2013| | |To:
Mo Tu We Th Fr Sa Su || Mo Tu | 2 Enable hierarchy view

12
34 sPBEE| 3 4™
10 11 12 13 14 15 18/ || 10 11 ®\Zoom in

0 YU B Lock zoom
24 25

Reset zoom

Page Views~
== e 138

€ Jun 2013 # “ )
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3.7 Sorting Data

To sort data in a graphic visualization, select the corresponding dimension from the
legend beneath the graph. This is shown in Figure 3-12.

Figure 3-12 Legend

-'\."'.'E: site arror page views (%) I:' Sarver error page views (%) .r'.et'.'.'cr< arrar page views (%)
|:| Content error page views (%)

For information on sorting within a value list, see Working With Value Lists.

In addition, you can use the Sorting option within the Data menu to undo any
specified sorting specifications (Remove sorting), or swap the current sorting
specification (Invert sorting).

3.8 Moving Backwards and Forwards Within the Data
Browser

When working within the Data Browser, you can use the Back and Forward icons
within the taskbar (see Table 3-1) to move between your previous selections. In this
way, you can undo previous actions (such as setting filters) without having to repeat
your complete viewing actions. When using this facility, bear in mind the following
points:

A maximum of 20 actions are remembered.

»  Within the session diagnostics feature, the Exit diagnostics icon returns you to
your position within the Data Browser immediately before you entered the session
diagnostics feature, and your previous actions are preserved in the selection
history.

« If you leave the Data Browser for another module (for example, the Configuration
or Report module), your selection history is preserved on return to the Data
Browser.

« If you use the Back icon to undo a selection, and then perform a new selection,
your selection history from that point onwards is discarded.

* You can select the Reset Back/Forward history option from the View menu to
reset the remembered viewing actions.

3.9 Working With Filters

You can use the Filter panel at the top of the Data Browser window to tighten the
profile of the information you want to view. An example is shown in Figure 3-13.
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Figure 3-13 Example Filter Panel

Filter on Value
O period/year 2007
"? client-location/country Liechtenstein
'? client-browser/version Firefox 0.10.1

The first item shown in the Filter panel is always the date or period for which
information is required. In the example shown in Figure 3-13, this is the year period
2007. This can be thought of as the highest-level filter, and can be changed through
the calendar (explained in Using the Calendar).

After that, additional filters can be set. There are two kinds of filters: inclusive and
exclusive. Inclusion filters specify that only data items that match the data value in the
filter should be shown. Exclusive filters specify that only data items that do not match
the data value in the filter should be shown.

For example, the filter profile in Figure 3-13 specifies that only information should be
displayed for the year 2007 in which the client location was Liechtenstein, and the
client browser was not Firefox.

Note that filters on different dimensions will be considered to be part of a logical 'AND'
clause, while multiple filters on the same dimension are considered to be part of a
logical 'OR' clause. For example, if you create two inclusive client browser filters, one
for 'firefox', and one for 'chrome’, the filter will pass requests by both Firefox and
Chrome browsers.

3.9.1 Defining Filters

ORACLE

You can define any data item within the Data Browser window as a filter by right
clicking it to open the menu shown in Figure 3-9. After you have defined a filter, you
are free to modify it by clicking it and using the context menu shown in Figure 3-14.

Figure 3-14 Filter Context Menu

4§ Invert
“‘In'u-ert filter(s)

"'."-:" Remove
Mark as report filter

il
& Remove all

The following options are available:

* Invert: changes the selected inclusive filter into an exclusive filter, and vice versa.
* Invert filters (s): inverts (as described above) all currently defined filters.

« Remove: deletes the selected filter.
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# Note:

Filters are applied in the order in which you define them. Once defined, it is
not possible to change the order in which they appear in the Filter panel. To
re-order them, you must remove and redefine them in the required order.

* Mark as report filter: the use of this option is described in Working With Filters.

« Remove all: deletes all current defined filters.

3.9.2 Working With Multiple Filters

Within value lists, you can select multiple values by clicking the Multiple section
command button, and then clicking each required value outside of the its associated
link. The selected item(s) are then highlighted. An example is shown in Figure 3-17.

Figure 3-15 Multiple Value Selection

application/fname failed hits~
PSFT 1961
Login (PSFT) 1200
Application Object Library(EBS) 771
application Object Library(GSI) 287
EBS 280
rnonelSiebel) 425
Payahbles(ERS) 280
General Ledger(EBS) 266
551 220
EMPLOYEE/HRMS (PSFT) 179
Siebel 170
Human Fesources(ERS) 126
Ha008484 (PSFT) 78
Receivables(ERS) 26
callcenteriSiebel 26
| % zet filter(s) W Set exclude filker(s) | M tnvert fitteris) T3 Remove all filters =5 m

After selecting the required values, you can use the toolbar at the bottom of the screen
to specify whether the values should be inclusive or exclusive filters. You can also use
the toolbar to invert all currently defined filters, or to remove them.

3.9.3 Using Report Filters

Report filters can be used with reports that you create from the Data Browser. When
you specify a report filter for information you include in a report, the user opening the
report can use the defined filter when viewing the report's contents.

For example, if you are viewing browser type information (via the All sessions groups,
and the page views per browser sub-group), you could create a report that allowed its
users to select a particular browser type. To define the filter, do the following:

1. Select a value from the displayed list of locations, and define it as a filter.
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To add more filters, click on the filter icon on the toolbar as described in Table 3-1

and Add to define more filters. When finished, click Save.

For each filter listed in the filter panel, right click it, and select Mark as report filter

from the menu. An example is shown in Figure 3-16.

Figure 3-16 Example Report Filter

Filter on
W Client Browser
W Client Browser

Day

Thu 08 Jan 2015
Thu 08 Jan 2015
Fri 09 Jan 2015
Fri 09 Jan 2015

" Note:

Value

googl~—=bram-
Invert
safar

Invert filter(s)
& Remove

Mark as report filter

& Remove all
Cli

google chrome
safari
google chrome
safari

Page

Views

5,139
5,296
2,740
2,710

Application
Hits

31,673
33,160
17,280
16,774

Select Open as report from the View menu, and finalize the structure of the
required report. Notice that the selected filter is now shown within the report. An
example is shown in Figure 3-17.

Be careful when designing reports with multiple filters because it can make
the report difficult to view.

3-19



Chapter 3
Working With Filters

6.

Figure 3-17 Report With Filter

Page Views per Browser

Report on: All zezsicns
® Tue 06 Jan 2015 - Fri 09 Jan 2015

Filtered by:
= Client Browser equals google chrome
® Clignt Browser equals safari A Edit filter type
Disable pay
20,000 Add description
g
2 18000 O Move up
% & Move down
& 16,000
& Remove
14,000
12,000
10,000
8,000
ool M I W
. |
4,000 |
e
2,000 |

o ‘ |
06 a7 o8 o9

Highlight the filter by placing the mouse pointer over it, and select Edit filter type
from the menu. A dialog similar to the one shown in Figure 3-18 appears.

Figure 3-18 Edit Filter Type(s) Dialog

Edit filter type(s) 2=
Details
Specify which filters are user-selectable
when the report is viewed.

Client Browser Wl

Apply Cancel

Use the check box(s) shown in the Edit filter type(s) dialog to control which filters
can be selected by a user when the report is opened. There will be a check box for
each defined report filter. When ready, click Apply.

ORACLE"
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7. Save the report, as described in Creating New Reports.

Example 3-1 Running the Report

When the report is opened, and a report filter has been enabled, you can choose one
or more values to filter the report. An example is shown in Figure 3-19:

Figure 3-19 Report using a Filter

£ Page Views per Browser

This report requires additional filters before it is viewable, Please select one of the available filters below.

Required filters

Client Browser:| please select a value. | add B
e Please select a value.

firefox

google chrome

Client Brow! internet explorer

opera

robot

safari

Client Brow

View report

3.9.4 Using Advanced Filters

ORACLE"

Sometimes it is useful to create a set of filters with more complex logic, combining
filters to see only the results that you require. For example, you can create a filter to
view only results from either of 2 IP addresses, but only show results where the
application language is English. This example is shown in Figure 3-17.

Figure 3-20 Advanced Filters

Manage view filters @)=
Filters
| | @ Copy selected A8 Move selected | @ Remove selected IM|
Filter on Value
() AND {hm
W Application Language English
() or W@ w
W Server IP 192.168.2.1
W Server IP 192.168.2.2
Save Cancel
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To create an advanced filter:

1.

Click on the filter icon on the toolbar as described in Table 3-1 to view all the filters
currently applied.

Click the Advanced mode button on the filter screen.
Click the plus icon to create a new filter.

Click the group plus icon (+) to create a new group. Each group has it's own logic,
for example an OR group can contain a set of filters which will produce results if
any of the individual filter criteria is met.

To change a group from AND to OR, click the group label text. For example,
clicking on AND changes that group logic to OR.

These advanced filters can be used in reports, but cannot be used in dashboard or
KPI definitions.

3.10 Comparing Data Across Different Periods

Sometimes it is useful to be able to compare data relating to one period with a
comparable period. For example, to compare traffic levels or the incidence of page
errors. Do the following:

ORACLE

1.
2

Select Browse data, and select the required group.

Use the Calendar controls to select the active period. The use of these controls is
described in Using the Calendar. Note that the two periods to be compared must
not overlap. For example, it is not possible to compare two 2-day periods when
there is only a 1-day gap between them.

Use the Compare offset menu to select the period with which the active period
should be compared. Note that the options available depend on the selected
period scheme (Day, Week, or Month). Up to 50 previous period selections are
available.

Select the required view from the View selection panel. Figure 3-21 shows an
example of a period comparison.
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Figure 3-21 Comparison of Object Performance and Hits for two Periods
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5. Optionally, use the Bar chart, Line chart, or Values icons within the toolbar to
change the comparison's visualization. Note that other visualizations (such as pie
charts) are not available for comparisons, and that restrictions are applied to the
displayed data within bar and line charts. Within value lists, an additional row is
created for comparative analysis. If the amount for the principle period is greater
than that of the compare period, the compare value is shown in green. Otherwise,
it is shown in red. An example is shown in Figure 3-22.

Figure 3-22 Example Compare Value List

Page delivery /Type Page views~
SUccess
Jan 2011 2821872
Mow 2010 Q9353382
-£9,83%
Client abort
Jan 2011 21006814
Mow 2010 4231888
-50,36%
Server error
Jan 2011 I0s67
Mow 2010 28320
-47,59%
Website error
Jan 2011 n/a
Mow 2010 16530
nfa
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3.11 Exporting Data

ORACLE

You can export the data currently shown in the Data Browser to a wide variety of
applications, such as spreadsheets. To start working with export data, open the Export
window by clicking the Open as export icon, or selecting Open as export from the
View menu. A new window with the current data is opened. An example is shown in
Figure 3-23.

Figure 3-23 Export Window

[ File Download Help

BX

fzilures | fzilurs ratzs COracle Real User Experience Insight 5.5

EJ failures failure rates

Report on: 2|l zessions, monthly
® Wed 10 Mar 2010 - Thu 11 Mar 2010

Filtered by:
= Client location/Country * United Kingdem

Client browser/Type Web site error Sarver error Network error Content error
¥P page views (%) page views (%) page views (%) page views (%)

downloader 5.3 0.0 0.0 0.0

internet explorer . .0 0.0 0.0

. A Edit

firefox 0 0.0 0.0

Showing 1 to 3 of 3 value(s) @ Browse

Glossary:

Subject Description

Client brovser/Type The name of the client browser.

Content error page views The percentage of page views for which a content error was determined upon

(%) page display.

Network error page views The percentage of times a network error was determined upon page display.

(%)

Server error page views  The percentage of page views for which a server error was determined upon

(%) dizplay.

Web site error page views The percentage of page views during which & network website error ocourred.

(%)

Exporting Large Numbers of Items

Be aware that a maximum number of 5000 items can be directly exported to Microsoft
Excel. As a workaround to this limitation, it is recommended that you do the following:

1. Save the required view as a report. To do so, click the Open as report icon on the
toolbar, and within the new window, select the Save as new option from the File
menu.

2. Select System, and then Export report data. Select the newly created report.
Note that the use of this facility is described in Exporting Report Data.

3. Copy the URL that appears when the report is selected, and append the string
&out put =xI| s to the end of it.

4. Use the created URL to access the complete Microsoft Excel export.
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3.11.1 Modifying the Exported Data

ORACLE

The Export window (Figure 3-23) shows the raw data that is available for export.
However, you can customize how the data should be exported. To do so, right click
within the export window, and select Edit. A dialog similar to the one shown in
Figure 3-24 appears.

Figure 3-24 Customize Export Dialog

[Customize export @]
Details |
[, Modify the export columns. Special
columns can be enabled, but they

will only appear if their specific
requirements are met.

Growth:
Percentage:
Rolling sum (Funnel only): (]

Value columns: |
Client 0S/Class 14
Application/Mame t4
Client O5/\Version i
Domain/Mame t

Data columns: x|
Total traffic (bytes) 14

Apply Cancel

This dialog allows you to modify the order of data columns, the order in which values
appear in those columns, and specify additional columns that will appear in the
Microsoft Excel export.

Within the Data columns and Value columns fields, you can use the lists to add
additional primary (index) columns, and the data columns that should appear within
them. The exact selection of data and value columns that are available within each list
depends on the view group with which you are working. For example, if you are
viewing data from the All clients group, the selection of web site/page data columns is
limited to domain and web site. However, if you are working in All pages group,
additional data columns are available for such things as page content and page user
flow. For a complete description of the data and value columns that are available for
export within each view group, see Summary of Data ltems.
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The Percentage check box allows you to specify whether an additional column,
showing the percentage make up from the reported values, is added to the export.

The Growth check box allows you to specify whether an additional column, showing
the actual increase in the reported metric, is added to the export.

The Rolling sum check box allows you to specify whether an additional column,
showing the cumulative total of user flows, is added to the export. Note that this option
only applies to the funnel graph (available from the User flows view within the User
flow completion group).

You can use the Up, Down, and Remove icons next to a data column selection to
control the sort order hierarchy, or to remove a data column as an index to the data.
Similarly, you can use these controls within the value column field to rearrange the
order in which they appear in the export.

You can save the export to a new or existing file, or append it to an existing export.

3.11.2 Selecting the Export Format

In addition to controlling how the exported data will appear, you can also specify the
format in which the data will be exported. To do so, select the Download menu. The
following export formats are available:

e Comma-separated values (CSV).

e Tab-separated values (TSV).

e Microsoft Excel (2000 compatible) worksheets.
e Webquery format.

Be aware that the exported data is in Unicode (UTF-8) format.

3.12 Working With Custom Dimensions

ORACLE

Custom dimensions allow you to add your own user-defined dimensions to views in
the Data Browser. These new dimensions are then also available for use within KPlIs,
as well as reports and exports. For example, you might want to add a dimension
"supplier" so that you could more easily track and analyze your organization's
suppliers. Using this facility, you could determine which suppliers have the highest
conversion rates associated with them within key business operations, or which
suppliers attract the most page views on the organization's web site. Note that the use
of problem-based custom dimensions is primarily intended for application debugging
purposes.

# Note:

Custom dimensions can be page, session, function, user flow, or problem -
based. Because KPIs are based on real-time data, session-based custom
dimensions cannot be used as metrics within KPIs. However, page-based
custom dimensions can be used as KPI filters.
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Reporting of Custom Dimensions

Each custom dimension has a unique name, and is page, session, function, user flow,
or problem-based. This determines the Data Browser groups within which it is reported
and, as explained in the following section, how dimension information is preserved
between page views. The reporting of custom dimensions within Data Browser groups
is highlighted in Table 3-10.

Table 3-10 Reporting of Custom Dimensions Within Data Browser Groups
|

Source All Ke Al Fai Faile Slo Slow All Faile (nha UR All
pa y sess led d w func func d me L us
ge pa ions pa URL UR tion tion func d) dia er
s ge ge s Ls s s tion Sui gn flo

s s s te ost ws
ics

Page X X X X X X X X

Page (sessionaware) X X X X X X X

Session X X X X X X

Function X X

Problem analysis X X X X

User Flow X

Be aware that when reviewing live session-based custom dimension information (that
is, during the same day as the session), the reported user name can change. When
viewing the same information across multiple days, the reported user name is based
on the last value detected during the session.

Preserving Dimensional Information

As previously explained, the entity (page, session, function, user flow, or problem)
upon which a custom dimension is based, determines how information within the
dimension is preserved between page views. This section provides a detailed
explanation of how the selected scheme effects the reporting of custom dimension
information. This is based on the presentation of example visitor sessions. Each
example session refers to a monitored web site containing a sales catalog. To capture
information about which collections within the catalog visitors are viewing, a custom
dimension with three levels is defined. These three levels are derived from three
arguments: a, b, and c.

When a custom dimension is specified as page-based, the values shown in Table 3-11
are reported.

Table 3-11 Page-Based Custom Dimension Information Retention
|

Input Dimension level

1(a) 2 (b) 3(c)
a=men men ‘(no value)' '(no value)'
a=men, b=coats men coats '(no value)'
a=men, b=coats, c=winter men coats winter
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Table 3-11 (Cont.) Page-Based Custom Dimension Information Retention

Input Dimension level

a=men, b=hats men hats '(no value)'
a=men, b=hats, c=trilby men hats trilby
a=children children '(no value)' '(no value)'

Notice that when using this scheme, only the information available within the current
page view is used when reporting on the custom dimension levels. No information is
inherited from previous page views.

When a custom dimension is specified as page (session aware)-based, the values
shown in Table 3-12 are reported.

Table 3-12 Page (Session Aware)-Based Custom Dimension Information
Retention

Input Dimension level

1(a) 2 (b) 3(c)
a=men men '(no value)' '(no value)'
(a=men,) b=coats men coats '(no value)'
(a=men,) (b=coats,) c=winter men coats winter
(a=men,) b=hats men hats '(no value)'
(a=men,) (b=hats,) c=trilby men hats trilby
a=children children '(no value)' '(no value)'

Notice that now when custom dimension level information is not available on a page
view, the information is inherited from the previous page view. This inheritance is
indicated with the use of brackets. The information between the brackets is not
available in the current page view, and so is derived from the previous page view.

When a custom dimension is specified as session-based, the values shown in are
Table 3-13 are reported.

Table 3-13 Session-Based Custom Dimension Information Retention

Input Dimension level

1(a) 2 (b) 3(c)
b=coats '(no value)' coats '(no value)'
b=coats, c=winter '(no value)' coats '(no value)'
c=winter ‘(no value)' ‘'(no value)' winter
...... '(no value)' '(no value)' '(no value)'

Notice that in the above example, no inheritance occurs for custom dimension
information. In addition, be aware that only one page view can be reported using this
scheme. This is the first page view for which custom dimension information is
available. In this case, that is the first page in the viewing history (‘(no value)' » coats »
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‘(no value)"). All custom dimension information on other page views is discarded. Note
that Table 3-11, Table 3-12, and Table 3-13 each refer to a single session.

Translations for Custom Dimensions

Optionally, you can also define a set of translations for each unique source value
reported for the dimension level. For example, you could define the service-based
custom dimension "server ID" with the associated translations shown in Table 3-14:

Table 3-14 Example Custom Dimension Translations

Value Translation

178349 Business Partnerships
561808 Newsletter and Events
405969 Catalog

969533 Payment Handling

Defining Custom Dimensions

To define a custom dimension, do the following:

1. For function-based custom dimensions, select Configuration, then Services, and
then Custom dimensions. For application-based custom dimensions, select
Configuration, then Applications, and then Custom dimensions. A list of the
currently defined custom dimensions appears. A maximum of two user flow, and a
maximum of five page or session-based custom dimensions can be defined. For
function-based custom dimensions, the maximum is 10. Click the New dimension
command button. A dialog similar to the one shown in Figure 3-25 appears.
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Figure 3-25 New Custom Dimension Dialog

New custom dimension 2 (=]
@ Specify the name, type, and level(s) for the custom
dimension.
Dimension name: * MyCustomDim
Based on: Page iw

Up to 5 custom dimensions can be defined for
page-based, and the same for session-based
views.

Number of levels: 3 -
Custom dimension enabled:

i a1 "\
[ Level 1 ] Level 2 Level 3

Level name: * Group
DB column name: *C_ Group i
— Sources

Source Source type

« Add new source »

Save Cancel

Specify a uniqgue name for the new dimension. Note that in displays (such as
within the Data Browser or a report) that feature the defined custom dimension,
the dimension's name is appended with an asterisk (*).

Use the Based on menu to specify the entity type upon which the dimension
should be based. For function-based dimensions, this is automatically selected as
function, and cannot be modified. For application-based dimensions, you can
selected this to be page, page (session aware), session, user flow, or problem
analysis. The use of these options is explained in a previous section. Note a
maximum of five page, session, user flow, or problem-based custom dimensions,
and a maximum of 10 function-based custom dimensions, can be defined.

Use the Number of levels menu to specify the level of dimension information that
should be retained. By default, only one level of information is retained for the
defined custom dimension. However, you can use this facility to build a hierarchy
of retained session information. For example, you might want to capture
information about the user's location using the three levels of country, region, and
city. A maximum of four levels is supported.

Use the Custom dimension enabled checkbox to enable or disable processing
for this custom dimension.
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Within the displayed Level tabs, specify a name for the dimension level. Enter the
name of the column in the RUEI table that stores the custom dimensions in the DB
Column name field.

Click Add Source and complete the following screen to add one or more sources
to the custom dimension.

Figure 3-26 Add Custom Dimension Level Source Dialog

New custom dimension @)=
Details
Specify the name, type, and level(s) for the custom
dimension.
Dimension name: * ImyCustomDim B8]
Based grs =
Add custom dim level source 3=
Details
Specify the source value within the custom
Numbe| dimension level.
Custom
Source: | URL Argument v
Leve =
Source value: *| Page Tagging
Level 1 HTML Title
DE col & Note Custom Function
Custom Tag
— Soul Custom Tag (Browser 15 Library)

Client Request
Header in Request
HTTP-Based Authentication
URL
¥Path in 1SON Request |
*Path in XML Request —
Server Response —
Header in Response
¥Path in J1SON Response
*Path in XML Response
Session
Cookie

Save Cancel

Use the Source menu and Source value field to specify the scope of the search
for the dimension, and whether the search should use an XPath expression, a
header, the cookie, HTML title, a URL, a URL argument (request), or a custom tag
or function. More information about using XPath queries is available in Working
with XPath Queries. Note if the source is a URL argument, the raw (original) input
is used. However, in the case of an HTTP header, only ASCII input is allowed.
Non-ASCII characters are replaced by an underscore (_) character when reported.
For more information encoding support, see Working with National Language
Support.

If the custom tag or custom function options are selected, the tag or function name
must be specified within the Source value field. Note that, in the case of a custom
function, only the first parameter is used, and it must be enclosed in single or
double quotes. For example:

wi Vi ewSt at e("wi _menu_nai n_nenu");
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More information about how custom tags and functions are interpreted within
pages is available in Tagging Conventions.

When ready, click Save. An overview of the defined custom definition (similar to
the one shown in Figure 3-27) appears.

Figure 3-27 Custom Dimension Overview

Custom dimension

The custom dimension will be available within its base type view (page, session, or function), as well as
KPIs, reports, and exports,

Name: test
Based on: Page
Custom dimension &
enabled:

1: testl

Custom dimension levels

Each level has one or more spurces, translations and lower casing configuration.

Level name: testl
DB column name: C_TEST1
[ Sources T Translations I Advanced ]

Specify sources for this level.

Source Source type
« Add new source »
™ test1 URL Argument L e
™ test3 Header in Request hr)

Optionally, you can edit the rulings for the custom dimension. To do so, click an
existing source. The dialog shown in Figure 3-29 appears.
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Figure 3-28 Edit Custom Dimension Ruling

‘Edit custom dim level source )] |E|1

f

Datails 1|' Ruling ]

% Use this dialog to modify ruling applied on
the source.
Search expression Custom dimension level
« Add new matching rule »
™ sshome% %2 b )

« Check rules =

Save Cancel

For an introduction to ruling, see Using the Ruling Facility.

9. Optionally, you can also define a set of translations for each unique source value
reported for the dimension level. To do so, click Add new translations. The dialog
shown in Figure 3-29 appears.

Figure 3-29 Add Translation

(Add translation @)«

Details |

T

=] Specify the source value, and its
S translation within the custom
dimension level,

Level name: |5L||:-|:-Iier|'|an'|e
Source value: * |c|c|3
Translation: " [MyShop.com

Save Cancel

Specify the required source value and its translation. When ready, click Save.

Note that if the list of imported translations is very large, you can use the controls in
the toolbar at the bottom of Figure 3-27 to scroll through the displayed list. In addition,
you can use the search facility to locate a required translation. The search string can
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be specified in terms of either a source value or a translation. The use of wildcard
characters (such as *) is not supported, and all characters are treated as literals.

Example 3-2 Importing Lists of Translations

Instead of separately defining each translation, you can click the Upload list icon
within the toolbar (at the bottom of Figure 3-27) to import a file containing a list of
translations. The dialog shown in Figure 3-30 appears.

Figure 3-30 Upload Custom Dimension Translations

"Upload custom dimension translations 2 @‘
Details |
Add a list of translations for the retrieved
source values.

The file must contain one entry per
fine, with the source value and
transiation tab separated.

Level name: |5|_||:-|:-Iier|‘|3me
File encoding: | Unicode (UTF-8) [
File name: [locations.txt Browss... |

Merge Cancel

Use the Browse button to locate and select the required file. Optionally, use the File
encoding menu to specify the file's character encoding. For more information on
international character set support, see Working with National Language Support. If an
unsupported encoding is encountered, or the transcoding fails, an error is
reported.The file may only contain one translation per line, with source values and
translations tab separated. When ready, click Merge.

¢ Note:

You can also use the custom dimension facility to redefine the functionality of
standard dimensions.

Example 3-3 Fallback Values Reported For Custom Dimensions
Within custom dimensions, two fallback values can be reported:

* '(novalue)" indicates that the source defined for the custom dimension was not
found within the page or function call.

« Unknown: indicates that the defined source was defined after the cited period for
the page or function call. For example, if a custom dimension is defined at 1 PM
on a Monday, the daily view will show "unknown" for the period before 1 PM.
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Similarly, within the week and month views, it will be reported for the period before
the custom dimension was defined.

3.12.1 Removing Custom Dimensions

To remove a custom dimension, do the following:

1. For application-based dimensions, select Configuration, then Applications, and
then Custom dimensions. For function-based dimensions, select Configuration,
then Services, and then Custom dimensions. A list of the currently defined
custom dimensions appears. Right click the required custom dimension, and
select Remove from the menu.

2. If the custom dimension is used as a filter in a KPI or a report, you are warned that
deleting the custom dimension also results in the deletion of the associated KPI or
report. Click Yes or No.

3.13 Customizing Browser Views

ORACLE

The RUEI data browser includes a set of standard views, that can be used as a basis
for custom reports and data export definitions. When you customize a report or data
export definition, you can save that customization as a customized view, making it
available in the data browser. The newly created customized views appear as on
option in the Custom classification or subgroup of the panel shown in Figure 3-3.

# Note:

Customized views can only be viewed as a values table.

There are two methods to create a customized view, using a saved report or export, or
editing an export definition.

# Note:

Only users with Administrator access can create customized views. All users
with data browser access can view all customized views.

To create a customized view using a saved report or export:

1. Create a report as described in Creating New Reports or create a data export
definition as described in Exporting Data.

2. Open the report or export definition you created in step 1 by selecting Reports
and then selecting the report or export definition.

3. Right click on the values table and click Browse to navigate to the data browser.
4. Click on the Save icon (as shown in Table 3-1).

To create a customized view using an export definition:

1. Create a data export definition as described in Exporting Data.
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When viewing the export definition as shown in Figure 3-23, right click on the
values table and click Edit.

Modify the export definition, for example add a dimension.

When viewing the modified export definition, right click on the values table and
click Browse to navigate to the data browser.

Click on the Save icon (as shown in Table 3-1). Note that the Save icon does not
appear unless you modified the export definition in step 3.
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Working With the Session Diagnostics
Feature

This chapter explains the use of the session diagnostics feature. This provides a
powerful means for Application Managers and IT technical staff to perform root-cause
analysis of operational problems. It supports session performance breakdown,
including the impact of failing pages and hits on sessions, the full content of each
failed page, and the relationship between objects, page views, and sessions.
Diagnostics for web services is also available to investigate failed function calls. Note
that suite URL diagnostics must be individually enabled in order to make them
available. This is described inSuite URL Diagnostics for Problem Analysis .

4.1 Introduction to Session Diagnostics

ORACLE

When problems are identified, the session diagnostics feature offers a means to drill-
down into RUEI's rich data structure and both assess the impact of the problem on
your web site's visitors and web service clients, and obtain direct insight into possible
causes.

" Note:

In order to replay complete user sessions, session recording must be enabled.
This is described in Controlling Replay Policies.

The Error Recording Facility

In addition to the information described above, RUEI also offers the opportunity to
track exactly what error messages visitors to the monitored web site receive, and
when. With this ability to recreate application failures, you can accurately and
immediately eliminate annoying and problematic parts of your web pages.

Understanding Session Reporting

Information about user sessions is reported within the session diagnostics feature as
user records. It is important to understand that information is reported using a
resolution of five minutes. The properties associated with it, such as IP address and
user ID, are effectively snapshots taken at the end of the 5-minute period. Note that
while the value of these properties can potentially change during the 5-minute period,
it is their values at the end of the period that are reported.

Using Session Diagnostics
To locate the diagnostics information you require, do the following:

1. Select Browse data, and select the group from which you want to start, for
example All sessions. Diagnostics information is available for the groups shown
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in Table 4-1, as well as the suite-specific groups (such as Oracle E-Business Suite
and Siebel). Click the required diagnostics option (for example, Session
diagnostics). Note the name of the option reflects the selected group. A
diagnostics panel similar to the one shown in Figure 4-1 appears.

Figure 4-1 Diagnostics Panel

Session diagnostics

Search user records for the specified period using the available criteria. Wildcard characters (*) can be specified for partial matching.
Select 5 user record to view its properties.

Search

Search filters

Application: T~ |
User ID: LJ =
PeopleSoft Node: D B,

ECID:

Add more filters
Dimension level: « Select » [=]
Value: B3,

Dimension level Value
No fifters

Search

Use the Calendar controls (described in Using the Calendar) to select the required
period. The selected viewing range must be a single day (or less). If you attempt to
search outside this limit, an error is reported. The availability of replay content is
determined by the associated Collector retention policies (described in Defining
Collector Data Retention Policies) and Session diagnostics retention setting
(described in Defining Reporter Retention Policies).

Use the search facility to locate the required user record(s). The specific criteria
available depends on the selected group. The available generic search criteria are
shown in Table 4-1. Note that additional dimensions are also available for suite-
specific data groups.

Be aware that only the first 100 items are listed within the session window. You
can use the Next and Previous controls to scroll through the session list. The Exit
diagnostics icon returns you to your position within the Data Browser immediately
before you entered the session diagnostics feature. Note that at least one search
filter is required.

Table 4-1 Diagnostics Search Criteria

Data Browser Group All  Fail Fail Ser Slo Slo Fail Use Use
ses ed ed vice w w ed r r
sio pag UR test UR fun fun flow flow
ns es Ls s Ls ctio ctio acti co

ns ns vity mpl

etio
n
Application name . . .
Beacon name .
Client IP address . . . . .

4-2



Chapter 4
Introduction to Session Diagnostics

Table 4-1 (Cont.) Diagnostics Search Criteria

Data Browser Group All  Fail Fail Ser Slo Slo Fail Use Use
ses ed ed vice w w ed r r
sio pag UR test UR fun fun flow flow
ns es Ls s Ls ctio ctio acti co

ns ns vity mpl

etio
n
Client network .
ECID . .
Object delivery . . .
Object URL . .
Page delivery .
Service delivery . .
Service name . . .
User flow name
User ID . . . .

Optionally, you can specify additional search criteria using the Add more filters
facility. As with the primary search criteria, the additional search filter options
depend on the selected group. Be aware that all criteria specified for the search
must be met for matched user records to be reported. Note that the use of
wildcards is supported for all fields.

For a number of diagnostics groups, you can also specify the order in which
matched user records are reported through the Search result order facility. When
ready, click Search. The results of the search are shown in the main part of the
window. An example is shown in Figure 4-2.
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Figure 4-2 Session Diagnostics Window

Session diagnostics

Search user records for the specified period using the available criteria. Wildcard characters (*) can be specified for partial
matching. Select 2 user record to wiew its properties,

Dimension level:| « Select » ¥ Value: | Add | B Sort:| Page Views LA
Period User ID Client location Info
B—. 08 Jan 11:45 - 08 Jan 712114.053339089 Client Country: United States Session Page Load Time
11:50 Client City: Columbus (sec): 0.7
Client IP: 214.222.200.13 Frustrated Page Views: O Content Errors: O
Metweork Errors: 0 Content Motifications: O
Website Errors: O Server Errors: 0
Client Aborte: O .':Fplicaticr' Viclation Page
Views: O

Total Viclation Page Views: OUser Wiclation Page Views: 0
Page Viewis: &

B—' 09 Jan 03:25 - 09 Jan 175625.150770099 cClient Country: United States Session Page Load Time

03:30 Client City: Celumbus (sec): 0.7
Client 1P: 22.84.81.50 Frustrated Page Views: 0 Content Errors: 0
MNetwork Errors: O Content Motifications: O
Website Errors: O Server Errors: 0
Client Aborts: 0 .’:Pplicaticr‘ Viclation Page
Wiews: 0

Tetal Viclation Page Views: DUser Viclation Page Views: O
Page Views: &

8—' 09 Jan 02:25 -09 Jan 407100.31963226 Client Country: United States Seszion Page Load Time

02:30 Client City: Columbus (sec): 0.8
Client IP: 29.158.225.215 Frustrated Page Views: 0 Content Errors: O
Metwork Errors: 0 Content Motifications: 0
Website Errors: O Server Errors: O
Application Wiclation Page

Client Aborts: O N
Views: O

Tetal Viclation Page Views: DUser Viclation Page Views: O
Page Views: &

4. Use the controls in the toolbar at the top of the window to scroll between result
pages. The total number of sessions found and the number of pages is displayed
beside the page controls, for example "Found 43478 item(s), showing page
1/435",

Use the Sort menu to change the sorting of the results. A maximum of 100 user
records are listed per page. You can select a specific user record from the
displayed list by clicking it.

Optionally, you can use the Dimension level and Value menus to apply additional
filters to the displayed list. When ready, click Add. The options available within the
Dimension level menu depends on the selected group.

Note that the use of the Export session option within the user record context
menu shown in Figure 4-2 is described in Exporting Full Session Information.

When performing Session diagnostics on a URL based group, for example Slow
URLSs, failures or slow requests are listed instead of sessions. When selected, its
associated session is displayed.

5. After selecting a user record, the View part of the panel in the left-hand side of the
window allows you to view information about the selected user record. Use the
Pages, Object, and Info items under the Session part to view information
concerning specific aspects of the selected user record. An example is shown in
Figure 4-3.
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Day | week | Month |uu | ™ | ] Export session pages EIExpurt session data
From: 22 Aug 2011] [Ta: 22 Aug 2011 Filter on Value
Session activity Pagel(n:)d time  poeo 72:5‘1?:"';"?'::) Time
& Aug 2011 » - - B [1) procurement 30.4 A § 00:42:37
none oracle.adf.RichQuery
I Today Clear day zelzction PrePoPurchasingWorkarea query
[0} T [P /procurement/faces/PrcPoPurchasingWorkarea?_adf.ctrl-state=1mteytffd_9 5888 00:42:37.734
121314 15 16 17 18 * /procurement/images/applcore/patterns/duplicate_ena.png 567 00:42:44.282
Dm(s};:"frst_ ; Clearhour selection * /procurement/images/applcore/patterns/delete_ena.png 460 00:42:44.602
j@ L= No ime companson » - = /procurementfimages/applcore/patterns/update_ena.png 448 00:42:44.630
| Applications. | Services = /procurement/images/lifecycle_ena.png 431 00:42:44.654

All sessions h ® /procurement/images/getattachment_ena.png 516 00:42:44.686

T View selection * /procurement/images/note_ena.png 380 00:42:44.714

[®\ Session diagnostics ‘ * /procurement/images/warning_sm_ena.png 367 00:42:44.850
= = Jlogistics/faces/CountWorkArea?_adf.ctrl-state=palynom7I_9 1 00:42:52.475

Sesslon dhagnostics * /marketing/faces/ReponseDashboard 274 00:43:00.515

) Select user record o Jledger/faces/index 151 00:43:08.020

7 00:00-02:00 by T P et mander vian = o i

sales_representative « session-idle »
(107.85.187.26) B [F none none 177.3 e § 01:08:24
no Adf-View~1d header view

Bl view E [ nens nons 48.4 Y 01:13:42

no Adf-View~1d header view
@ R none none 111.9 c’j" 01:26:29

o A Viere 13 hesder

Objects « session-idle »

Info B [ none none 104.1 S 01:44:17
Session pages are grouped so that when expanded their associated objects can
be viewed. The overview shows the pages and actions (and their times) recorded
within the selected user record. Icons indicate slow or failed objects, page loading
satisfaction, whether the pages are key pages, and whether replay content for
them is available. The use of the Replay viewer is described in Replaying User
Sessions.

Note you can use the Include/Exclude spurious objects icon within the toolbar
to control whether hits not directly associated with a reported page are included in
its displayed list of objects. This facility is particularly useful in the identification of
problem objects that have an extremely long load time. Normally, these objects
would not have associated pages and, therefore, would not be listed in the session
page report.
The Export session pages command button allows you to export a summary of
the currently selected user record to Microsoft Excel. The use of this facility is
explained in Exporting Session Pages to Microsoft Excel.
You can click the Pages or Objects option under the View part of the panel to
review a summary of pages viewed by the visitor or the objects within them.
Clicking an item within the displayed list opens a window with detailed property
information. An example of page properties is shown in Figure 4-4.

ORACLE
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Figure 4-4 Example Page Properties Dialog

ORACLE

Page Properties 2=
Page Properties
Here are listed the properties recorded for the page. More specific information is available through the sections below.

Page Delivery Content Error

Hits 123

Page Load Time (sec) 50.3

- Page Download Time (sec) 50.3

- Browser Time (sec) n/a

Page Read Time (sec) 68.0

Details r Server Ir1.i:|:!l-:"r Client Info " HTTP content 1

|Name |value ]

ADF View ID AtkHelpPortalMain
B Fusion Product Family Oracle Fusion Applications Technology

Fusion Product Family Code ATF
B Fusion Product Application Toolkit
Fusion Product Code ATK

Fusion View ID AtkHelpPortalMain

Fusion Context Root helpPortal

WebCenter View ID AtkHelpPortalMain

WebCenter Portal View ID AtkHelpPortalMain

An example of object properties is shown in Figure 4-5.
Figure 4-5 Example Object Properties Dialog
Object properties =

Object properties

Here you can see the properties recorded for this object. More specific information is available through the
sections below.

HTTP Method: GET
Object Delivery: Success

Object URL: http: ffacme. comitestfindex. jspx

e

[ URL Arguments ]r ECID I Sires Delays |

Name Value
* sessionid 56.137.171.111:8336
* id 56.137.171.111

+ _afrLoop 138053269656.137.171.111

s _afrwindowMode 0

+ _afrWindowld 138053269656.137.171.111_index
s viewld fhome
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Within the displayed history, the full content, as well as the underlying HTTP code

of the messages received by the server and client are also available. Be aware

that the reported contents are subject to the currently defined masking options for

HTTP protocol items. When available, the ECID? is shown for objects. When

relevant, Forms client and server information, as well as client submitted POST
messages, is also shown. Detailed application and session-related information
about the page or URL is available via the Info option. An example is shown is

shown in Figure 4-6.

Figure 4-6 Example Session Information

Name
Application
« Application/Mame
= Domain/Name
Session
Client browser/Detail
s Client browser/Type
« Client language/Language
e Client location/City
s Client location/Country
Client location/IP
& Client location/Region
s Client named location/Group
e Client named location/IP
s Client named location/Name
Client network/Country
s Client network/IP
s Client network/Network
e Client network/Provider
Client 05/Class
s Client O5/Nersion
e User ID/Group
s User ID/ID

Value

Application Object Library(EBS)
linux-ebs-ri12-pc.us.oracle.com

internet explorer 7.0
internet explorer
Dutch (Standard)
Ottawa

Canada
47.149,198.234
Ontario

public
47.149,198.234
public

Canada
47.149,198.234
MNortel Networks
MNortel Networks
windows
windows xp
LUSers

payables

Note that suite-related information (where relevant) is also shown.

7. When ready, you can click the Remove icon beside the selected user record. You
are returned to the diagnostics window shown in Figure 4-2. From here, you can
select and drill down into other user records.

Example 4-1 Masking Sensitive Information Within the Session Diagnhostics

Feature

As mentioned earlier, the availability of information (such as header or URL

information) within the session diagnostics feature can be controlled through the

1 The ECID is used to track requests as they move through the Oracle Fusion Middleware architecture. This is

especially useful for diagnostic purposes.

ORACLE
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appropriate HTTP protocol item masking facility. This is described in Defining Collector
Data Retention Policies.

Example 4-2 Web Services in Session Diagnostics

If you have defined a web service which overlaps in the same session as an
application, it is reported as part of the session page information. An example is shown
in Figure 4-7.

Figure 4-7 Example Web Service Call in Session Diagnostics

Page Info Time S
[{) MyShop » Catalog . ] 11:29:02
B[ MyShop » Menswear » graph . ] 11:29:37
[ faraph.php?frmFile=gui_tmp_img_EH1Rtr 515ms  11:29:37.673
® /data/theme/default/image/graph_pie_16x16.png 21ms  11:29:37.801
® fdataftheme/defaultfimage/ficon_undo_enabled_16x16.png 17ms  11:29:37.817
® fdata/theme/defaultfimagefgraph_pie_dimmed_16x16.00g ams 11:29:37 857
s fdatajtheme/defaultfimage/subheader_blue_bg_mo.png 12ms  11:29:38.497
22 /My Shop froc.php 2,511ms 11:29:39.077
e /dataftheme/defaultfimageicon_search_lexl16.png 19ms  11:29:41.721
® (datastheme/defaultfiimage/ficon_search_dimmed_16x16.pnc 31lms 11:29:41.729

Note that a web service call can only reported as part of a page, and not as individual
page.

Example 4-3 User IDs Within User Flow Diagnostics

Within the user flow diagnostics group, two additional user IDs are reported. These are

explained in Table 4-2.

Table 4-2 User IDs within User Flows

User ID Description

none The step transition did not result in a page view (for example, the
user became idle), or where an error occurred on an outside or
abort page.

not avail abl e There was a burst of reported errors in a short period of time.

4.2 Replaying User Sessions

ORACLE

When available, you can click the Replay icon beside a viewed page to replay the
complete user session. This provides the opportunity to review each page viewed by
the visitor during the session, together with any reported error messages. An example
is shown in Figure 4-8.
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Figure 4-8 Example Session Replay

'L_ Full session replay

Full session replay

0 Twiki » (1 vs, 24)
WebHome < Main < TWiki

[ Twiki » (1 vs. 24)
WebHome < Main = TWiki

[™ Twiki » (r9) WebHome <
Main < TWiki

[ Twiki » (r8) WebHome <
Main < TWiki

[ Twiki » (r7) WebHome <
Main < TWiki

[™ Twiki » (search results)
WebHome < Main < TWiki

[™ Twiki » (changes)
WebHome < Main < TWiki

[ Twiki » (r6) WebHome <
Main = TWiki

[™ Twiki » (TWiki login)
WelcomeGuest = Main <
TWiki

[™ Twiki » (TWiki login)
TWikiWeb < Main < TWiki

[ Twiki » (1 vs. 24)
WebHome < Main < TWiki

™ Twiki » (1 vs. 24)

. WehHome < Main < TWiki

Q0G0

P 1form,

& Frustrated loading time

| Page eventis
~ searcn

scope ! text
= main

search

scope ! text

ignorecase : on

B P P B P P B BB

B 2

===

S ED

| [&) HTTP content

| useria: anonymous; Timestamp: 12:58:57; Page load time (sec): 28,5, Page objects: 2

Changed:

: and TWiki. TWikiPreferences). Replace this text with a description of your new

: and TWiki. TWikiPreferences ). Replace this text with a description of your new

Changed:

< ® WelcomeGuest - for first time visitors
< * Reagistration - become a TWiki user
> ® WelcomeGuest - for first time visitors
> » Reagistration - become a TWiki user

Congratulations, you have finished installing TWiki.

This site is running TWViki version TWiki-4.2.4, Sat, 06 Dec 2008, build 17773, Plugin
APl version 1.2
To learn more about TWiki, visit the TWiki web. Please ensure that the read/write

permissions for each web on your site match your access control policies (see
SitePermissions

TWiki site.

Main Web Utilities

® TWikiUsers - list of users of this TWiki site
® TWikiGroups - list of groups used for access control

® | kikjkijk - advanced search

The replay details are shown in a new window which is the same size as the main
window. Note that if selected by clicking the Replay icon for a page within a selected
user record, the displayed page history starts from the point of the selected page.

The controls below the page listing allow you to navigate through the page history. The
Page information section indicates the currently highlighted page's loading
satisfaction, whether it is key page, and whether it contains an error.

Reporting Page Events

If a viewed page contained HTTP form elements, these and the visitor replies are
reported in the Page events panel. Unnamed elements are reported as
"NO_NAME_number" (where number is incremented for each unnamed element).
Hidden form elements are also reported. Be aware that the replies made by a visitor to
form elements is derived from the request body of the next page in the session page
view history. Therefore, if the visitor switched context to another page between the
request and response pages, the user response cannot be extracted and reported.

The status bar at the bottom of Figure 4-8 provides information about the session user
ID, each page's recorded timestamp, loading time, number of objects and (in the case
of static pages) an indication that reported pages are retrieved from the live source
(such as the application server).

ORACLE
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Viewing Page Content

The HTTP content command button on the toolbar allows you to view the actual
request and response content of the currently selected page. An example is shown in
Figure 4-9.

Figure 4-9 Example Page Content

| [81 HTTP content

Request

GET /twiki/bin/rdiff/Main/WebHome ?type=history,sortcol=2,table=11;up=0 HTTP/1.0
[MHeaders (5)

HTTR/1.1 200 OK
[MHeaders (8)
B [ Content
< |DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http:/fwww.w3.0rg/TR/xhtmI1/DTD/xhtml 1
-transitional.dtd" = < html xmins="http://www.w3.0rg/1999/xhtm!" xml:lang="en_US" lang="en_US5">
<head>
<title>(1 vs. 24) WebHome &lt; Main &t; TWiki=< ftitle >
<meta http-equiv="Content-Type" content="text/html; charset=euc-jp" />
<link rel="icon" href="/twiki/pub/Main/WebPreferences/favicon.ico" type="image/x-icon" />
<link rel="alternate" href="http://labws-twiki.nl.oracle.com/twiki/bin/edit/Main/WebHome?_T=23 Sep 2009" type=
"application/x-wiki" title="edit WebHome" />
<link rel="shortcut icon" href="/twiki/pub/Main/WebPreferences/favicon.ico" type="image/x-icon" />
<meta name="SCRIFTURLPATH" content="/twiki/bin" /=
<meta name="SCRIPTSUFFIX" content="" />
<meta name="TEXT_JUMP" content="Jump" />
<meta name="TEXT_SEARCH" content="Search" />
<meta name="TEXT_NUM_TOPICS" content="Number of topics:" />
<meta name="TEXT_MODIFY_SEARCH" content="Modify search" />
<meta name="robots" content="noindex" /><link rel="alternate" type="application/rss+xml" title="R5S Feed" href="/
twiki/bin/view/Main/WebRss" />
<base href="http://labws-twiki.nl.oracle.com/twiki/bin/rdiff/Main/WebHome"> < /base =
< !|--BEHAVIOURCONTRIE-- = <script type="text/javascript" src:";.-"twiki,fpuD,.-’TWiki,-’BevaicurContriD,-@
Ebehaviour.compressed.jgf'><,-’script>
< script type="text/javascript" src="/twiki/pub/TWiki/TWikilavascripts/twikilib.js"> < /script >
< script type="text/javascript" src="/twiki/pub/TWiki/TWikilavascripts/twikiWindow js" > </script>
< script type="text/javascript" src="/twiki/pub/TWiki/TWikilavascripts/twikiEvent.js" > </script=
< script type="text/javascript" src="/twiki/pub/TWiki/TWikilavascripts/twikiHTML.js" > </script>
< script type="text/javascript" src="/twiki/pub/TWiki/TWikilavascripts/twikiCS5.js" =< /script>
< script type="text/javascript" src="/twiki/pub/TWiki/TWikilavascripts/twikiForm.js"> < /script>
< script type="text/javascript" src="/twiki/pub,/TWiki/PatternSkin/pattern.js" > < /script>

Note that external JavaScript files can also be viewed by clicking the link within the
page content. The reported content of these files is retrieved from the live source (for
example, an application server).

Viewing Static Page Content

If no Replay icon is available beside a page in the displayed viewing history, this
indicates that the page's content is not available. This can be because the information
is expired due to data storage constraints, or because the viewed page was a static
page. In the case of the latter, you can still view the static page's content by
highlighting the page immediately before or after the static page in the viewing history,
and via this page, view the static page's content.

Be aware that the reported content for the objects on a static page is retrieved from
the live source. Hence, if the live source is not available for any reason, the page's
content may not be correctly reported. In addition, data masking and JavaScript
execution rules are not applied to any page contents retrieved from the live source.
The page contents are shown "as is". Note that if a static page was cached at the
client, an earlier complete page fetch for any session is used for the preview.
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Therefore, depending upon the configuration of the monitored web site, this may have
been modified since the visitor actually viewed the page. For example, a page listing
current stock market prices. When live source data is reported, this is indicated in the
Replay status bar.

JavaScript Execution Within the Replay Viewer

Pages viewed by visitors can contain inline JavaScript code. The application definition
facility allows you to specify how execution of this JavaScript code should be handled
within the replay facility. This is fully described in Controlling JavaScript Replay
Execution. In addition, be aware that suites (such as Siebel and PeopleSoft) have
preconfigured JavaScript execution rules that optimize their reporting within the Replay
viewer.

RIA-Based Applications

Applications that make use of a Rich Internet Application (RIA) framework (such as
Ajax) may have reduced replay capability.

4.3 Exporting Session Pages to Microsoft Excel

You can export a summary of the pages within the currently selected session to
Microsoft Excel. To do so, do the following:

1. Select the required session using the procedure described earlier. Click the
Export session pages command button. Depending on how your browser is
configured, you are either prompted to specify the tool with which to open the file
directly (by default, Microsoft Excel), or it is immediately saved to the defined
default location.

2. Within Microsoft Excel, you can view and edit the generated file. An example is
shown in Figure 4-10.

Figure 4-10 Example Microsoft Excel Session Pages Export

Session pajjes:

Number | Session activity Error Load time (sec) Loading satisfaction |Key page Timestamp Objects
1/ Siebel command/Mame ExecuteLogin Mo error 4.4 Tolerated loading time | MNo 2:51:06 24
Siebel view/Name Execute Login

Siebel method/Mame no method
Siebel applet/MName no applat
Siebel module/Name  marketing
Siebel screen/Mame Login
2 Siebel command/Mame  GetCachedFrame Mo eror 0.6/ Satisfied loading time
Siebel view/Name Execute Login
Siebel method/MName  no method
Siebel applet/Name no applet
Siebel module/Mame marketing
Siebel screen/Mame Lagin
3/ Siebel command/Mame GetCachedFrame Content error » error string: SBL-DAT- 0.7 Satisfied loading time |1
Siebel view/Name Execute Login 00329
Siebel method/Mame  no method
Siebel applet/MName no applet
Siebel module/Mame marketing
Siebel screen/Mame Login

Mo 2:51:12 2

5}

25112 z

Session info:

Name Value

Start time 17-8-2011 2:00
End time 17-8-2011 4:00
Userid banders

Client ip 169.175.49.183

Total pages 86

The exported page view history and session summary can be used to compile sets of
real-user sessions. For example, to be used as the basis for testing or performance
analysis.
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Example 4-4 Controlling Row Creation and Ordering

Be aware that the rows (and their order) that appear in the Microsoft Excel export are
based on the currently selected Session Diagnostics dimensions template. This is
described in Controlling Dimension Listing Within Session Diagnostics.

4.4 Exporting Full Session Information

In addition to viewing session information, you can also export complete session
contents to external utilities for further analysis or integration with other data. For
example, this offers the opportunity to use complete real-user sessions as the basis for
test script generation. Test platforms, such as Oracle Application Testing Suite (ATS),
can easily be configured to generate automated test scripts for an application's most
commonly encountered usage scenarios.

In addition, this facility can also be used to support powerful root-cause analysis.
Complete user session information can be provided to application or operations
specialists to help identify unusual or difficult to isolate issues. Sensitive information
within the exported data is masked according to the actions defined in the HTTP
protocol item masking facility. This is described in Masking User Information.

To export session information, do the following:

1. Locate the required session and select the Export session option from its context
menu. This is shown in Figure 4-11.

Figure 4-11 User Record Context Menu

period f5-minutes
Q000 - 00:05
Qo000 -00:10
Q000 -00:05
oo.aag - preensE

oo:oo ¢ Y1ew
a0 a0 - [I_-JExpDrt session

00:00 -00:10

0| =0y o0 o0y Oy 20| &0

Alternatively, within the session details page, click the Export session data
command button. In either case, a dialog appears prompting you to confirm
exportation of the selected session.

It is important to understand that the exported data may contain sensitive
information. It is recommended that you carefully review the session's contents to
ensure that sensitive information has been correctly masked. To confirm export of
the selected session, click Yes.

2. Depending on how your browser is configured, you are either prompted to specify
the location to which the zip file should be saved, or it is immediately saved to the
defined default location.

Example 4-5 Important

In order for the session export files to be created correctly, you should ensure that:

ORACLE 4-12



ORACLE

Chapter 4
Exporting Full Session Information

The exported session is not older than the Full Session Replay (FSR) setting (as
described in Defining Collector Data Retention Policies).

The URL prefix masking setting is specified as "Complete logging" (as described
in Controlling Replay Policies).

In addition, it is recommended that you verify the exported content files (described in
the following section) are present before attempting to import an exported RUEI
session into an external utility.

Example 4-6 Understanding the Structure of the Exported Data

The exported session zip file contains the following files:

dat a. t ab: contains the direct (raw) hit information for the selected session
extracted from the Collector log file.

page. t ab: contains the direct (raw) page information for the selected session
extracted from the Collector log file.

cont ent _hi t no. t ab: contains the complete (raw) content information for the
indicated hit. There is a file for each hit within the dat a. t ab file that has content.
For example, if the third and sixth hits had content available for them, two files
would be created: content _3.tab and cont ent _6. t ab. An example of a hit file is
shown in Figure 4-12.

Figure 4-12 Example Hit Information File

5830 B3 313 221

POST /ruei/rpe.php ETTP/1.1

Host: wple

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.9.0.13) Gecko/2009080315 Ubuntu/9.04 (jaunty) Firefox/3.0.13
Aecept: text/html,application/xhoml+xml, application/xml; q=0.9, %/ %:q=0.8
Aeceprt-Language: en-us, en:g=0.5

iccept—-Encoding: gsip,deflate

Accept-Charset: I[S0-8859-1,utf-8;g=0.7,%;q=0.7

Keep-Alive: 300

Connection: keep-alive

Content-Type: application/x-wyw-form—urlencoded; charsec=UTF-&
Referer: http://vple/ruei/

Content-Length: &8

Cookie: PHPSESSID=heSmtO7uyepidichodlcOcpzZen

Pragua: no-cache

Cache-Control: no-cache

frmHsndler=rpc:_lng1n&fr:m11::t.10n=lng1n&frmUsEr=sdm1n&frmPsss@.1 200 OK
Date: Wed, 19 Auy 2009 13:53:17 GMT

Server: Apache/Z.2.3 (Oracle)

X-Powered-Ey: PHP/S5.1.6

Expires: -1

Cache-Control: no-cache

Pragma: no-cache

Set-Cookie: PHPSESZID=170jgdh3ud2egi?aS7clged?Ons: path=/
Content-Length: 221

Connection: close

Content-Type: application/json; charset=UTF-3

{Mrecval:true, "updates™: [{"id": "wi_div rpe", "heml": ", "oode:"window. open( ' main. php?frmInit=1cfrmilode=", 'wi_main 10 16

The first line within the file (in this case, 589 68 313 221) contains four integers
that indicate respectively the length (in bytes) of the request header, the request
body, the response header, and the response body. In addition, note how the
user's password has been masked in the file.

Viewable versions of the files cited in the hit file are also available under the

cont ent _vi ewer directory. This means that data transferred with chunked encoding
can be immediately viewed. Note that the same hi t no as in the dat a. t ab file is
used in their file naming.

i ndex. ht i ; allows developers and other interested parties outside RUEI to view
and analyze session details as they would appear within the Session diagnostics
feature, with access to source, page and object details, and element identification.
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< Note:

The log files used as the basis for creating exported session files are also used
internally by RUEI. The format and contents of these files is subject to change
without notice.

# Note:

Within Internet Explorer, depending on your security settings, you may receive
a warning that ActiveX controls have been disabled when opening a session
export file.

4.5 Controlling Dimension Listing Within Session
Diagnostics

ORACLE

The values of specific page, action, and custom dimensions are displayed within the
Session activity part of the Session Diagnostics window. If necessary, mouseover text
is available for each reported value to view its associated dimension level. An example
is shown in Figure 4-13.

Figure 4-13 Example Session Diagnostics Dimension Listing

M Login 21 Y 00:42:56
rezp-baszad Demand Planning System
sp-bas Administrator
OA.jsp Demand Flanning
[™MRun Reports 9.4 Y 00:43:34
resp-basad Demand Planning System
=P - Administrator
RF.jsp Demand Flanning
™ Print Statements 0.2 Y 00:45:33
form-based and Planning System
- EBS form name/Mame ii”iztratcr
nnne iwahlas
M Demand Planning Level Values 0.2 Y 00:45:56
. Demand Planning Systam
form-based Administrater

none Demand Planning

[ Hierarchies and Levels Utilities 0.1 BY 00:46:33

Demand Planning System
Administrator
none Demand Planning

form-based

System and User Templates

The specific dimensions, and their order, reported for applications and suites are
controlled via templates. There are two kinds of template: system and user. System
templates are provided with the product installation. The only modification that can be
made to them is the order of the listed dimensions. Note that system templates can
only be modified by an Administrator, and any changes made to them will apply to all
system users. User templates can be modified by individual users to meet their own
requirements. Users must be authorized to access the Session Diagnostics before
they can modify their templates.
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Modifying Dimension Templates
To modify a dimension template, do the following:

1. From the System menu, select Preferences, and then Session display. The
dialog shown in Figure 4-14 appears.

Figure 4-14 Edit Dimension Listing Dialog

Edit dimension listing 2=
Manage the dimensions and their
order displayed within Session
Diagnostics.

Active template: System v

Application type: Generic M

Dimension level: « Select » v

Add

Dimension level

W Application o
W Page Group A
¥ Page @ ¥
W Action 4
Save Cancel

2. Use the Active template menu to select whether you want to modify a system or
user template.

3. Use the Application type menu to select whether you want to modify the template
for generic (that is, applications that are not suite-based applications) or for a
specific suite type. If the latter, you will need to specify the suite type.

4. In the case of user templates, you can use the Dimension level menu to select
the additional dimension that you want reported in the Session activity section.
When ready, click Add.

5. For both system and user templates, you can use the Move up and Move down
controls to modify the order in which dimensions should be listed.

Example 4-7 Understanding how Templates are Applied

Each page view reported by Session Diagnostics has an associated application type.
This is used to automatically load the appropriate dimension template. Any changes
you make to a user or system template are automatically applied to an open Session
Diagnostics window.

4.6 Configuring Clickouts to External Tools

The URL diagnostics group (described in Problem Analysis Groups), the suite
diagnostics groups (described in Suite URL Diagnostics for Problem Analysis), and
Session Diagnostics (described in Introduction to Session Diagnostics) support
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clickout from selected functional URLs and certain dimensions to external diagnostics
utilities. The supported external utilities are shown in Table 4-3.

Table 4-3 Clickout Options

Utility Description
Enterprise Depending on your installed Oracle Enterprise Manager middleware and application management
Manager 12  packs, the following options can be used:

*  Trace JVM transaction: provides JVM activity information for the selected request based on
its ECIDL. This option is available through the ECID dimension within the URL diagnostics and
problem analysis groups and Session Diagnostics.

«  Trace request: provides aggregated JVM activity information for the selected request. This
option is available through the URL dimension within the URL diagnostics group and Session
Diagnostics.

Business Oracle Business Transaction Management (BTM) is a utility that brings real-time visibility to

Transaction business transactions. It enables organizations to identify and resolve transaction errors, failures,

Management and bottlenecks, or respond quickly to prevent an isolated problem from turning into a global
outage. Options:

- Diagnose transaction: provides activity information about the business transaction (and the
operations that participate in it) associated with the selected request. Note that if transaction
information is not available, the other two options provide aggregated information. This option
is only available through the Session Diagnostics feature.

- Diagnose operation: provides aggregated information about the specific flow of work
associated with the selected request. This option is available through the BTM service/
operation dimension within the URL diagnostics group.

- Diagnose service: provides aggregated information about the service deployed within your
application environment associated with the selected request. This option is available through
the BTM service dimension within the URL diagnostics group.

EBS Refers users to the server overview or user search facility within the EBS plug-in. Options:

»  User search: provides user activity information from an application and deployment
perspective based on the selected user ID. This option is available for user IDs within the EBS
groups and Session Diagnostics.

Siebel Refers users to the server overview or user search facility within the Siebel plug-in. Options:

*  View user reports: provides user activity information based on the selected user ID. This
option is available for user IDs within the Siebel groups and Session Diagnostics.

»  View server reports: provides aggregated information about the application's performance
and availability based on the selected application's enterprise name (configured as part of the
Siebel instance definition). This option is available for application names, page URLs, and
suite names within the Siebel groups and Session Diagnostics.

«  Generate user report: creates a Siebel user analysis report based on the selected user ID. If
no report is available, this option must be selected before View user reports. This option is
available for user IDs within the Siebel groups and Session Diagnostics.

* Generate server report: creates a Siebel server analysis report based on the selected
application's enterprise name. If no report is available, this option must be selected before
View server reports. This option is available for application names, page URLs, and suite
names within the Siebel groups and Session Diagnostics.

ORACLE 4-16



Chapter 4
Configuring Clickouts to External Tools

Table 4-3 (Cont.) Clickout Options

_____________________________________________________________________________________________|]
Utility Description

JD Edwards  Refers users to the JD Edwards EnterpriseOne Server Manager Console, providing information on
all user activity associated with the session user. Options:
*  Trace session: provides session information about the current session.
To use this facility, the JSESSIONID cookie must be logged in RUEI as a plain cookie. To ensure
this setting is correct:

1. Navigate to Configuration and select Security.
2. Select Masking and then Cookie masking.
3. Select JSESSIONID or create a new masking if necessary.
4. Inthe Edit masking action for cookie names dialog, select Plain from the Action options.
5. Click Save.
My Oracle Searches the Oracle Customer Services' web site (My Oracle Support) for relevant information
Support about specific reported errors. For example, ORA-12154 or SBL-UIF-00271. Option:

* My Oracle Support: searches the My Oracle Support web site for relevant information about
the selected content error. This option is only available for standard content errors, and not
user-defined content errors (such as "Out of stock").

Use of this facility requires a working My Oracle Support registration. Further information is

available at the following location:

https://support.oracle.conf CSP/ui/flash. htn

1 An ECID is a request header used to track requests as they move through the Oracle Application Server architecture. It is
especially useful for diagnostics purposes.

Supported Earlier Versions

Table 4-4 shows the clickout options available for earlier supported versions of Oracle
Enterprise Manager.

Table 4-4 Clickout Options for Supported Earlier Versions

.______________________________________________________________________________________________|]
Utility Description

EMGC 11 Depending on your installed Oracle Enterprise Manager middleware and application management
packs, the following options are available:

* JVM Diagnostics: opens the JVM Diagnostics facility to identify availability and performance
issues. The request name is filtered based on the selected URL. This option is available through
the URL dimension within the URL diagnostics group and Session Diagnostics.

* Request Monitoring: highlights the Java requests and their associated database sessions to
identify performance issues based on the selected URL. This option is available through the URL
dimension within the URL diagnostics group and Session Diagnostics.

»  Application Dependency: identifies the relationships between the components within your
underlying IT infrastructure based on the selected URL. This option is available through the URL
dimension within the URL diagnostics group and Session Diagnostics.
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(Cont.) Clickout Options for Supported Earlier Versions

Utility

Description

AD4J 10g

CAMM 10g

Oracle Application Diagnostics for Java (AD4J) is part of the Oracle diagnostics pack for Oracle
middleware, and provides low-overhead monitoring and diagnostics functionality to improve Java
application availability and performance. The use of this facility requires AD4J 10g R4 to be installed
within your organization. Option:

»  AD4J 10R4: highlights performance problems in Java applications based on the selected URL.
This option is available through the URL dimension within the URL diagnostics group and
Session Diagnostics.

Oracle Composite Application Monitor and Modeler (CAMM) is a utility that allows you to monitor
highly distributed Java EE and SOA applications running within your organization. The use of this
facility requires CAMM 10g R4 to be installed within your organization. Option:

« CAMM 10R4: identifies the relationships among various application building blocks based on the
selected URL. This option is available through the URL dimension within the URL diagnostics
group and Session Diagnostics.

Configuring Clickout Functionality
To configure access from within RUEI to these utilities, do the following:

1. Click the Configuration tab, then General, then Advanced settings, and then
Clickout settings. Note that this option is only available to Administrators. Click
Add new item or an existing external utility definition. A dialog similar to the one
shown in Figure 4-15 appears.

Figure 4-15 Edit Clickout Setting

Add clickout setting (@) (%] |[Add clickout setting @
1 1\
Details Advanced Details Advanced
Specify the utility, and any required Specify the utility, and any required
connection and URL substitution connection and URL substitution
information. information.
Clickout toal: *[aD4 =] || Protocal: klhttD
Host: *lad-ij‘oratle.tom Regular expression: |.~.,r-.~.—_;l]x‘,|x5
Port: "|84 Replace value: |'-,|1.jgp
Extensions: Add
Save Cancel
— [Save ]| concel
isp
Also allow no extension: 7
Save Cancel

2. Use the Clickout tool menu to select the external utility whose interface you want
to configure. The supported utilities are shown in Table 4-3. Note that the other
fields available within the dialog depend on the selected utility.

3. Use the Host field to specify how the selected external utility should be reached.
This should not include the protocol scheme (such as http://). For example, r uei -
canm or acl e.com

4. Use the Port field to specify the required port number. Only one port number can
be specified. A wildcard character (*) cannot be specified.

5. Use the Extensions entry field to specify the object file extensions for which
clickout should be available. Use the Add button to specify additional extensions.
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You can also use the Also allow no extension check box to specify whether hits
with no associated file extensions should have clickout availability.

6. Click the Advanced tab, and use the Protocol field to specify whether HTTP or
HTTPS is used for connection to the selected utility. By default, HTTP is used.

7. Use the Regular expression and Replace fields to specify the parts of the URL
passed to the external application that should be replaced. Further information on
the use of regular expressions is available from Knowledge Base articles within
the My Oracle Support web site. This is available at the following location:

https://support.oracle.conf CSP/ui/flash. htm

When ready, click Save. Any changes made to these settings are applied
immediately.

Application and Suite Configuration

For each required application, specify the functional URLs that support clickout. This is
described in Controlling Reporting Within the Problem Analysis Group.

For Siebel suites the Enterprise name must be specified as part of a suite's
configuration in order for clickout functionality to be available. This is described in
Working With Suites.

The defined Enterprise name can be located by selecting the appropriate suite, then
clicking the Advanced tab, and then the Enterprise Manager tab. An example is
shown in Figure 4-16.

Figure 4-16 Example Enterprise Name

\

f 1 f A
Client IP [ Enterprbeﬂanager] JavaScript replay Forms

Specify the Enterprise name used for clickout functionality and whether service test
traffic configured for the suite should be reported within RUEL.

Enterprise name: Sieb79
Report service test traffic: [

Access to Clickout Functionality

Clickout functionality for Data Browser items is available via the item's context menu.
The exact options available to you depend on the Data Browser group, the selected
dimension, and the defined clickout settings. An example is shown in Figure 4-17.

Figure 4-17 URL Diagnostics Group

URL/Name Total server ti
/medrec/loginPatient.action
/medrec/patient/viewRec W Select value

/medrec/index.action ‘E’Exclude value
/medrec/patient/viewLog S Inspect EMGC 11 P | Q1ava Diagnostics
/medrec/patient/viewPatient.action Q) Request Monitoring

QX Application Dependency
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4.7 Monitoring Business Applications

ORACLE

The creation and monitoring of business application targets within Oracle Enterprise
Manager offers Application Performance Management (APM) capabilities to maximize
the performance and availability of your business-critical applications. These are
managed targets that provide an intuitive representation of the relationship between
your applications and business transactions and the underlying IT infrastructure. The
RUEI-monitored components that comprise these business applications provide
information across the enterprise, and facilitate central monitoring of their structure,
status, availability, dependencies, and performance.

4-20



Working With Dashboards

This chapter describes how to create customized dashboards. The addition and
modification of specific dashboard items, as well as the creation and management of
dashboard templates is also described.

5.1 Introduction to Dashboards

RUEI allows you to create a set of your own customized dashboards. A dashboard is a
visual display of the most important information required to achieve an objective,
consolidated and arranged on a single screen so that the information can be
monitored at a glance. An example is shown in Figure 5-1.

Figure 5-1 Example Dashboard

[EZlpashboard
» Dashboard

[ arm | ees I | Page avattabminy \Eaazl] |

| # Edit E Save as template T Open in new window @ Remove | Eﬂdd item

Q@ Reload

ElPage load time Q'@l B Location of current sessions

1
2:00 0500 08:00 11:00 14:00 17.00 20:00 23:00 02:00 05:00 08:00 11:.00
Mame :Page load times » page-load-timelsec)
7 sec

-load-tima(sec)
s :Failed (Zh 41m 35s5)

E Current state of KPIs

‘Nﬂme < Value
= &3 Page load times
H W Sessians
B Throughput
© sll-service-traffic(mbps) nfa nfa ao e e Qm
@ all-traffic{mbps) 15 o0 Name :Sessions # concurren trsessions
@ throughput(KB/sec) 93.2 -1e.2 Targat :2 -10

Metric :
&) overall

@ page availability
@ & transactions

EISLAs ﬂ'@|
|Name Ll Year‘ Month ‘ Week | Day ‘ |
@4 Page load times
B Sessions
[ cancurrent-sessions
B[ Thraughput
D all-service-trafficimbps)
Ls# all-trafficimbps)
D throughput{KB/sec)
B[ page availability
[ client-abort-pageviews(%)
D content-error-pageviews( %)
@[l transactions

<L <K< <
LK <K<K <
LK <K< <
LR << <

Each of your currently defined dashboards is available via tabs at the top of the
screen. The last tab (») provides an overview of the templates available to you to use
as the basis for creating new dashboards.

Designing Effective Dashboards

When designing your dashboards, it is recommended you carefully consider the
dashboard's appropriate content in terms of which data to report, and what

ORACLE"
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visualizations to use. In particular, it is recommended you carefully consider the
following points:

* Is the dashboard's information content overloaded? Ideally, it should help you
visually identify trends, patterns, and anomalies.

*  Which visualizations provide the clearest, most meaningful presentation of the
data in the least amount of space?

» Does the displayed information need to be refreshed in real-time and, if so, how
often? Do the objectives it serves require real-time information?

» Does the dashboard quickly point out something that deserves your attention, and
might require action?

Dashboards and Templates

Dashboards are created based on templates. There are three types of templates:
system, public, and published. System templates are provided with the product
installation, and cannot be modified. However, they can be disabled. Public templates,
on the other hand, are dashboard templates created and maintained by
Administrators. They cannot be modified by any other user. Published templates are
used to create dashboards that are viewable by external users via a generated link.

5.2 Creating New Dashboards

ORACLE

To create a new dashboard, do the following:

1. Click the Dashboard tab, and then click the last (») tab. The templates currently
available to you are listed. An example is shown in Figure 5-2.

Figure 5-2 Example of Available Templates

Main ) Booking user flows [ =
New dashboard
To create & new private dashboard, select one of the available dashboard templates. System templates are provided with
the RUEI installation, while public templates are defined by the Administrator for use by other users, Published templates
are viewable by external users via & generated link.
When a template is defined as application, suits, or service-specific, all items on the dashboard are bound to the specified
fifter. Generic templates, on the other hand, do not enforce any pre-configured dashboard filter.
Templates
| [#] add
Name Data access
System
Default Generic )
Public
Credit-card operations Generic W
Failed user flows Application-specific TF
Page availability Generic w
PeopleSoft HR applications Suite-specific '.5'
Sessions Generic W
Siebel CRM applications Suite-specific '.5’
Throughput Generic w
Published
Booking user flows Application-specific T3
2. Click the template you want to use as the basis for the new template. A dialog
similar to the one shown in Figure 5-3 appears.
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Figure 5-3 Add Dashboard Dialog

‘Add dashboard @]
Details
[r— Specify the dashboard's properties, including if
E'Pr it should be based on a template, and click

Save to create it.

Mame: ¥ |Thrcn_|ghpl_|t
Template: | Transactions =l
Layout: |3 columns (25%,50%,25%) ;l
Refresh interval: |r-1anL|a| =]
Options
Data access: Generic LI

Save Cancel

Specify a name for the new dashboard. This must be unique across your
dashboards, and is limited to a maximum length of 30 characters.

Select the template upon which the dashboard should be based. Alternatively,
select the option "(none)" for the dashboard to be created from scratch. Note there
is no link between the newly created dashboard and the template upon which it is
based. That is, any future changes to the template are not applied to any
dashboards created from it.

Select the dashboard's format. This can be based on one, two, or three columns.
The percentages indicate the amount of available screen space allocated to each
dashboard column.

Select the refresh interval. This can either be manual (that is, the dashboard is
only refreshed when you click the Reload icon on the taskbar), or automatic (every
5, 10, or 15 minutes).

Within the Options tab, the Data access menu specifies if the dashboard will be
bound to a specific application dimension value, application, suite, web service, or
if it will be generic. The options within these menus depends on your assigned
access permissions. The use of dashboard filters is described in Using Data
Access Filters.

When ready, click Save.

Example 5-1 Viewing Dashboards

Each of your currently defined dashboards is available by clicking its associated tab
within the Dashboard tab. You can also click the Open in a new window icon on the
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taskbar. This is useful for viewing dashboards in a full-screen display, or for viewing
several dashboards at the same time through resized and aligned windows.

Example 5-2 Modifying Dashboards

You can modify a dashboard's properties by clicking the Edit icon within the
dashboard taskbar. A dialog similar to the one shown in Figure 5-3 appears. Use this
dialog to modify the dashboard's underlying template, name, layout, and refresh
interval. The dashboard's layout and filter (described in Using Data Access Filters) are
also reported.

You can also add or remove items to and from a dashboard, as well as modify existing
items. This is described in the following section.

5.3 Modifying a Dashboard's Contents

To add an item to a dashboard, do the following:

1. Select the required dashboard, and click the Add item icon on the taskbar. A
dialog similar to the one shown in Figure 5-4 appears.

Figure 5-4 New Dashboard Item

New dashboard item [l
Dretails
Sl Specify the properties of the item to be added to the
dashboard, and click Save to add.
Mame: |l
Dashboard: *| Main h
Height:
Leave emmpty (auto) or specify a fixed height in pixels,
Time period: Last hour ne
Wwidget type: *| Data Browser b
i1
[ Dptions ] Filters
Data source: *|all pages ¥
Wiew category: *| application A
View level: Application b
Enable hierarchy wiew: O]
Wiew name: ¥ page Wiews and Application Hits w
wisualization: * | value list e
Sort by: Page Views 3
Sort direction: Descending e
Row lirnits 5 3
Compare to: « Mo time comparisan » il
Show legend:
Save Cancel

ORACLE

5-4



Chapter 5
Modifying a Dashboard's Contents

2. Specify a name for the new item. This must be unique to items within the selected

dashboard.

3. Select the dashboard upon which the new item will appear. By default, this is the
currently selected dashboard.

4. Optionally, you can specify the item's height in pixels. If you leave this field blank,
the item is automatically sized within the available dashboard space. Select the
widget type to be shown. The available widget types are shown in Table 5-1.

Table 5-1 Widget Types
]

Widget
type

Description

Alert log

Data
browser

Map

Single KPI

Multiple
KPls

ORACLE

Specifies the item represents a rolling list of the latest generated alerts. If this
option is selected, you can use fields within the Options tab to specify how
you want the alerts sorted, the order in which they should appear, and the
maximum number of alerts that should be reported within the list. You can
use the fields within the Filters tab to specify the category of KPI alerts listed,
their status, and severity.

Specifies the item represents a data source within the Data Browser. If this
option is selected, you can use the fields within the Options tab to specify
the group from which the item should be derived (for example, All sessions or
Failed pages), as well as its category and dimension level. The visualization
(for example, values list or pie chart) and view level (for example, 5-minutes
or year) can also be specified. In the case of a graphical visualization, you
can use the Show legend check box to specify if an indication of the
displayed metrics should be included. In the case of a value list, you can
specify the maximum number of listed values. The available options depend
on the selected data source.

You can use the fields within the Filters tab to specify filters (based on
selected dimensions) that should be applied to the selected data source. This
widget is only available if you have been granted Analytical or Full level
access permissions (see Table 14-2).

Specifies the item should appear as a map highlighting the location of the
selected data item (for example, client sessions). This is shown with a color
coding scheme to represent the locations from where the selected data
source originates. Hence, a bright red color indicates a country with a high
level, while one with a white color indicates no selected data source activity
originating from there. More detailed views are also available for Europe,
USA, and Asia.

You can use the fields within the Filters tab to specify filters (based on
selected dimensions) that should be applied to the reported data source. This
item is only available if you have IT Analytical or Full access level
permissions (see Table 14-2).

Specifies the item should report the current status of a specific KPI. If this
option is selected, you can use the fields within the Options tab to specify
the required KPI and a visualization for the item (gauge or graph).

Specifies the item should report the status of a selected number of defined
KPIs. If you select this option, you can use the fields within the Options tab
to specify the number and order of the reported KPIs, and the Filters tab to
specify the KPI categories and statuses that should be reported.
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Table 5-1 (Cont.) Widget Types

_____________________________________________________________________|
Widget Description

type
Multiple Specifies the item should report whether selected categories of SLAs have
SLAs achieved their yearly, monthly, weekly, and daily defined percentage levels. If

you select this option, you can use the Options tab to specify how you want
the reported SLAs sorted, and the Filters tab to specify the categories that
should be reported. Note that if the Category field is left empty, all categories
are reported.

5. If the new item is a single KPI with a graph visualization, an alert list, a Data
Browser item, or a map, you can use the Time period menu to specify the period
for which the reported data should refer. This can be the last five minutes, or the
last 1, 6, 12, or 24 hours. For all other item types, (a single KPI with a gauge
visualization, or a multiple KPIs item) this menu is disabled, and the period
reported for the item is derived from the KPI's defined sampling interval. This is
described in Defining KPIs and SLAs.

6. When ready, click Save. The defined item is added to the top left-hand corner of
the selected dashboard. You can drag and drop the item to finalize its position
within the dashboard.

# Note:

You can define a maximum of 35 items for a dashboard.

Example 5-3 Drilling-Down Into The Data Browser

In the case of Data Browser dashboard items, you can click the Browse icon located
in the top right-hand corner of the item to obtain a complete view of the data from
which the item is derived. The use of the Data Browser is described in Working With
the Data Browser. Note this icon is only available if you have either Business/IT
Analytical or Full access level permissions (see Table 14-2).

Example 5-4 Modifying Dashboard Items

You can click a dashboard item's title to edit it. A dialog similar to the shown in

Figure 5-4 allows you to modify its properties. Depending on whether an item is
derived from an application, service, or suite-specific template, and your access level
permissions, some of the fields within the dialog may be disabled. Note an item can be
deleted by clicking the Remove icon within its title area.

Data Access Filters

Templates can either be defined as generic, or as application, service, or suite-specific
or as application dimension values. In the case of the later, all items on the dashboard
are bound to a specified source. Generic dashboards do not have this restriction.

If a source-specific template is defined, each item on the dashboard is filtered on the
specified source. If this filter cannot be applied for some reason (for example, because
a specified application has since been deleted, or the user is not authorized to view
information about the specific application), the item is replaced with a warning that the
requested data could not be displayed.
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The use of template filters has a number of advantages:

* It minimizes template maintenance. For example, imagine that a dashboard
template contains 20 items, all of which refer to the same application. Instead of
having to modify all 20 items when you want to create the same template for
another application, you only have to modify the template filter.

»  System users can be authorized to view data within a dashboard that they would
not normally be able to view. For example, imagine that a user has only Overview
access level permissions. In this case, they do not have access to the Data
Browser. However, through their user account definitions (described in Managing
Users and Permissions), they can be authorized to view selected data items for a
specific application, service, or suite. However, they would be prevented from
being able to view information derived other data sources.

Detection of Template Filters

Note that after an application, service, or suite has been configured, it must still be
identified at least once in the monitored traffic before it can be used as a template
filter.

5.5 Adding a Data Browser or KPI View to a Dashboard

You can add the current view within the Data Browser or the currently viewed KPI
within the KPI overview facility to a dashboard by clicking the Add to dashboard icon.
A dialog similar to the one shown in Figure 5-4 appears. You can use this dialog to
finalize how the data source should be reported within the dashboard.

5.6 Creating Public Templates

ORACLE

As explained earlier, public templates are created by Administrators for use by others
users as the basis for their dashboards. To create a public template, do the following:

1. Click the Dashboard tab, then click an existing dashboard tab, and then click the
Save as template icon on the taskbar. Note this option is only available to
Administrators. The dialog shown in Figure 5-5 appears.
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Figure 5-5 Create Dashboard Template Dialog

(Create dashboard template @@
Details |
oD Specify the template's name, and click Save to
[ create the system template.

Mame: * |Trar'|sa|:ti-::|n5
Lavout: |3 calumns (25%,50%,25%) ;I
Refresh interval: |r.-1anL|a| =l

[ Options T Publish |

Data access: |App|itatinn-speciﬁc |
Application/Mame *[Bookings |

Save Cancel

2. Specify a name for the new template. This must be unique across system
templates.

3. Specify the template's format and refresh interval.

4. Within the Options tab, use the Data access menu to specify whether the
template should be bound to a specific application, service, or suite. The use of
filters is described in Using Data Access Filters.

In the case of an application or service-specific template, specify the application or
service to which it should be bound. In the case of a suite-specific template,
specify the suite type (for example, PeopleSoft), and the configured suite. Note the
options available within the Suite type menu depends on the suite instances
configured on your system.

5. Within the Publish tab, use the Allow anonymous access check box to specify
whether external users can view the selected dashboard. If checked, copy and
send the displayed link to the required users. Note that the use of this facility is
fully described in Publishing Templates.

When ready, click Save. The newly created template immediately appears within
the list of public templates. Access to the items on the template depends on the
user's individual access permissions.

Modifying System Templates

System templates cannot be edited directly. If you need to modify a system template, it
is recommended that you select the Disable option from the system template's context
menu to make it unavailable to other users. You should then modify an existing
dashboard (or create a new one) with your required modifications, save this as a
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public template, and then advice users to use the public template as an alternative to
the system template.

5.7 Modifying a Template's Properties and Contents

After creating public templates for use by other system users, you can edit their
properties by doing the following:

1. Click the Dashboard tab, and then click the last (») tab. The currently available
public templates are listed. Select the Edit option from the required template's
context menu. A dialog similar to the one shown in Figure 5-5 appears.

2. Use the fields available within the dialog to modify the templates name, layout,
refresh interval, and data source as described Creating Public Templates. When
ready, click Save.

To edit the template's contents, do the following:

1. Select the Edit content option from the required template's context menu. The
template appears in a new window in edit mode.

2. Use the procedure described in Modifying a Dashboard's Contents to edit
template's content. When ready, close the window.

As explained earlier, there is no direct link between a template and the dashboards
created based upon it. Hence, any changes you make to a template are not reflected
in existing dashboards created from it.

5.8 Creating Templates Based on User Dashboards

ORACLE

Sometimes, a user has created a private dashboard that you feel would be useful to
other users. In this case, the Administrator can make it available to other users as a
public template. Do the following:

1. Click the Dashboard tab, then click an existing dashboard tab, and then the last
tab (»). The currently available templates are listed. An example is shown in
Figure 5-2.

2. Click the Add command button. The dialog shown in Figure 5-6 appears.

Figure 5-6 Add Dashboard Template Dialog

‘Add dashboard template @«
Details
: Specify a name for the new template, and the
E—P: user dashboard upon which it will be based.

Name: * Availability (CRM)
Dashboard: Siebel CRM availability -

Save Cancel
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3. Specify a name for the new public template. This must be unique across public
templates, and is limited to a maximum length of 30 characters.

4. Select the user dashboard on which it will be based. Alternatively, select the option
"(none)" for the template to be created from scratch. Note there is no link between
the newly created template and the dashboard upon which it is based. That is, any
future changes to the dashboard are not applied to any template or any
dashboards based on it. When ready, click Save.

5.9 Publishing Templates

In addition to defining dashboards, and the templates used as the basis for their
creation, RUEI also enables templates to be made available to external users. For
example, via a portal page. As explained in Creating Public Templates, a dashboard
can be made externally available. Do the following:

1. Select the Edit option from the required template's context menu. A dialog similar
to the one shown in Figure 5-5 appears.

2. Click the Publish tab, and check the Allow anonymous access check box.
3. When ready, click Save.

4. Once again, select the Edit option from the required template's context menu.
Click the Publish tab. Copy and send the displayed link to the required users. An
example is shown in Figure 5-7.

Figure 5-7 Edit Dashboard Template

(Edit dashboard template @)«
Details
oo Modify the template's properties, and click Save to
oo store your changes.
Name: *[Transactions
Layout: |3 columns (25%,50%,25%) |
Refresh interval: |5 minutes |

i

Options 1|' Publish ]

Allow anonymous access: [
Publish URL

hitpacme. comdtest/ main php?
frmWindow=wnd_launch_user_dash&rmbDashID=10362

Save Cancel
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5.10 Publishing Template Items

In addition to publishing complete templates, you can also make individual template
items available to external users. Do the following:

ORACLE

1.

Right click the required published template, and select Edit content from the
context menu. The selected dashboard opens in a new window.

Click the title of the required dashboard item. A dialog similar to the one shown in
Figure 5-8 appears.

Figure 5-8 Edit Dashboard Item

Edit dashboard item =l
Details
Modify the properties of the dashboard item, and click Save to store
oo yvour changes.

Mame: ¥ |Kp15

Dashboard: *[Transactions =]

Height: |

Leave empty (auto) or specify a fixed height in pixels.
Time period: | Fixed =]
Widget type:  *[mMultiple KPIs ~|

Options ] Filters T Publish ]

hitp: i acme. com'test/main php?

Publish URL
’;rm Window=wnd_launch_user_dash&frmltemID=1967

Note

Images (graphs) can have a fixed width applied to them between 240-1024 pixels, by
specifying it as an additional URL argument. For example, add "&frmWidth=425" to the
LUREL to specify a width of 425 pixels.

Save Cancel

Click the Publish tab, and copy and send the Publish URL link to the required
users. Note that the container part of the dashboard item (with the item name and
icons in the top left-hand corner) is removed when items are externally published.
By default, images are published with the lowest of their indicated width ranges
(for example, 240-1024 pixels). However, you can control this by appending the
argument & r m dt h= and the preferred width to the publish URL. Note that aspect
ratio is preserved for maps.

Note that access to the item is controlled through its associated template.
Therefore, if the published item is moved to another template, or the template's
distribution is amended to make it non-published, the item is no longer available to
external users, and an error message will be disabled when the publish URL is
clicked.
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This chapter describes the use of the KPI overview facility. It explains how you can
control the appearance of reported KPIs, and drill-down through them for more
information about their underlying status and generated alerts. The use of KPI
correlation and alert lists is also explained. Note that you must have at least Overview
access level permission to view this tab. User access level permissions are described
inUnderstanding User Account Roles and Permissions .

6.1 KPI Overviews

The KPIs visible to you within the KPI overview facility depend on your authorized
information scope (as described in Managing the Scope of Authorized Data Within
Modules). You can review the status of your authorized KPIs by clicking the KPI
overview tab. This provides a snapshot of them in a format that is both intuitive and
insightful. An example is shown in Figure 6-1.

Figure 6-1 Example KPI Overview

[EB8lDashboard @ Reports
» KPl overview » Overview
&3 KPI overview

KP! overview

A, Alerts
%, Correlation

@& Overview
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B+ Failed Page Views
“ | o Page Views per Min
© Page Load Time (sec)

Shop AN

¥ KPI number 1
Dwration: Oh 4m 21s
© KPI number 2

© KPI number 3

The overview provides a ready summary of the current status of the KPIs within each
category. If you have Full access level permission, you can configure these categories
to reflect your organization's specific requirements, with each category containing
relevant performance indicators. For example, you could have separate categories for
such things as availability issues, performance, visitor traffic, and other specific
aspects of your organization's operations.

You can also click New KPI within the toolbar to create additional KPIs. The procedure
for creating KPIs is described in Defining KPIs and SLAs.

Using the Search Categories field:

* The user can search for specific KPI categories by this toolbar.

* The search supports the Wildcard(*) characters. This wildcard stands for O or more
characters.
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* If you leave the textbox empty then all KPI categories are displayed.

* Press enter key or Search button to perform the searching.

6.1.1 Viewing KPI Overviews

To see the defined categories, select the KPI Overview tab, and then Overview. The
Overview category is a special viewing category that provides the highest level view of
your authorized KPIs. It provides both an instant summary of all the other KPI
categories, and access to their individual KPIs by drilling-down through the displayed
information.

To view a specific KPI category, click the required category. Alternatively, right click it,
and select either Open or Open in a new window from the context menu. This last
option is especially useful for viewing the graphs in a full-screen display, or for viewing
several KPI categories at the same time through resized and aligned windows.

6.1.2 Presentation Style

Two types of KPI overview presentation are available: meters and graphs. Figure 6-1
is an example of a meter overview. This style provides an analog meter view of the
selected KPIs. For a more detailed representation, with information about the KPI over
the last 90 minutes, a graph style is available. An example is shown in Figure 6-2.

Figure 6-2 Example Graphic Overview

Page load time (sec) Concurrent sessions
h T 1 B h 10
I]I]DEIDI:IEIDDEI['EII]DEIDD_ 0 0
09:50 10:20 10:50 09:50 10:20 10:50
Status  : DK Status @ Unknown
Yalue : 0,83 sec Yalue : 7,50
Target :<=15,11 Target :--
Pageviews per min End-to-end-time-per-page{ms)
™ 16 "™ 2K
0 0
09:50 10:20 10:50 09:55 10:25 10055
Status @ Unknown Status  : Unknown
Yalue : 4,20 Value : 610,75 ms
Target :-- Target

Note that in this presentation, the vertical axis is automatically scaled to an appropriate
range in order to provide optimal viewing. To select your preferred presentation style,
select the Presentation style option from the KPI overview menu, and the preferred
style.

6.1.3 Zooming In and Out

ORACLE

Within the graph presentation style, you can zoom in and out to view the displayed
graphs over shorter or longer periods of time. Depending on the historical information
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that is available, you can zoom out to hourly and daily levels. Note that the graph style
automatically changes from a bar chart to a line chart. An example is shown in
Figure 6-3.

Figure 6-3 Zooming in on a KPI

Page load time (sec) A

=
k‘” |
o
0915
s
Valu
i 3

oras

6.1.4 KPIs and Targets

You can select the Include KPIs without targets option from the KPI overview menu
to include or exclude KPIs without defined targets from the currently displayed
category. Note that any targets that have been set for a KPI are shown in the graph
presentation, with the minimum target running from the O-reference line up to the set
minimum target, and the maximum target running from the top of the KPI graph down
to the set maximum target. An example is shown in Figure 6-3.

In addition, the following color scheme is used within graphs to provide information
about targets:

* Blue: the KPI does not have any set targets.
* Green: the KPI was within a set target for the currently selected period.
* Red: the KPI was outside its set target for the currently selected period.

An example is shown in Figure 6-4.

Figure 6-4 Color Coding in Graphs

Page load time (sec) A

6.1.5 Working with Incomplete Data

Data gathered during monitoring is first written to log files stored on the Collector
system. These files are then processed by the Reporter system to track KPlIs. If, for
any reason, one or more of these log files arrive too late for the Reporter system to
process, the KPI overview indicates that the KPI is based on incomplete data. An
example is shown in Figure 6-5.
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Figure 6-5 KPI Based on Incomplete Data

1
=
o
i ]
i (]
o
1
1 108:45 109 of data too late (D,?53}|
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08:50 09:20 0a@:50

The periods that are based on incomplete data are indicated with a dotted border. In
addition, mouse over text provides information about the level of missing data.

6.1.6 Drilling-Down Through Overviews

An overview is a summary of the KPIs within a category, and within each overview,
you can drill-down into further information about the underlying KPIs by right clicking
the KPI title and using the menu shown in Figure 6-6.

Figure 6-6 Drilling-down in Overviews

Y KPI overview

| &, &, | [#] New KPI

KPI overview throughput(KB /sec) iy
% Alerts % Correlate 1500
% Correlation .
m Overview I , B
@) Page load times A&Rename
@@ Sessions ) Copy
m Y Add to dashboard 1o
>|ﬁ?] overall ILBE| 22 View alert history 5
~{3 page availability

Status : Failed

Value : 401.97 KB /sec
Target :50.00- 150,00
Metric  : throughput{KBps)

L3 transaction availability
LY transactions

The options shown in Table 6-1 are available.

Table 6-1 KPI Context Menu Options

Option Description

Correlate Allows you to compare the behavior of the selected KPI over a given period
with other KPIs and performance metrics. This is explained in Comparing
KPI Behavior.

Edit Allows you to modify the definition of the KPI. The settings are explained in
Defining KPIs and SLAs.

View Allows you to view the definition of the KPI. You cannot modify KPI
definitions by this option.

Rename Allows you to rename or move the selected KPI to another category.
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Table 6-1 (Cont.) KPI Context Menu Options
|

Option Description

Copy Allows you to copy the selected KPI. This is useful when you want to use an
existing KPI as the basis for a new one. See Copying Existing KPIs for more
information.

Add to Adds the currently selected KPI to a specified dashboard. This facility is

dashboard described in Working With Dashboards.

View alert Opens a window highlighting the alerts that have been generated for the

history selected KPI. This is explained in Working with Alert Logs.

6.1.7 Working with Alert Logs

Click the required KPI, or select View alert history option from the menu, to open a
window detailing the alert notifications that have been generated for the KPI. An
example is shown in Figure 6-7.

Figure 6-7 Example Alert Log

Alert log: transaction availability » transaction-completion(%o) (2= |
| File
Date Value Minimum Maximum| E-mail | SNMP | Text message
€9 19 Feb 2010 15:00 6.5 15 150 O = O
@ 19 Feb 2010 15.41 8.3 15 150 O | |

Information about specific alerts is available by clicking the appropriate alert. This
provides information such as the persons notified in the alert and notification methods.
It is based on the underlying alert profile, described in Defining Alert Schedules.

6.2 Comparing KPI Behavior

The KPI correlation facility allows you to compare the behavior of a selected KPI over
a given period with other KPIs and performance metrics during that same period. In
this way, you can gain insight into performance issues, identify any related symptoms,
and their possible causes. Note that the specific KPIs included in the comparison
depend on the access type definitions of the currently defined KPIs, and the
applications, suites, and services which you are authorized to view as part of your user
profile.

To use this facility, select a KPI from the Correlation structure, or select a KPI from
the Overview structure and select Correlate from the context menu shown in
Figure 6-6. A screen similar to the one shown in Figure 6-8 appears.

ORACLE 6-5



ORACLE

Chapter 6
Comparing KPI Behavior

Figure 6-8 KPI Correlation

| ‘Q Reset period selection (3 Apply range

KPI correlation

Mame : hit performance » end-to-end-time-per-hit{ms)
Metric : end-to-end-time-per-hit{ms)

[] -
|21:30  [22:00 [22:30 [23:00 [23:30 [00:00 |00:30 [01:00 [01:30 |02:00 [02:30 [03:00

[ KPIs T All functions \ All pages \ PeopleSoft ]

MName
* page performance (system) » end to end performance of Siebel screens
® poyerall » page load time (sec)

Use the Backward and Forward controls to change the displayed history, and then
the graph overlay controls to specify the required period. This can range between 1 to
6 hours. Click Apply range to view the matched metrics.

The KPIs tab lists all currently defined KPIs whose behavior for the specified period
matches that of the selected KPI. The other tabs (such as All pages and Slow URLSs)
list the metrics within their associated Data Browser groups that match the KPI's
behavior for the selected period. The availability of these tabs depends on the selected
KPI, and the installed suite packages. If the KPI's underlying metric is available in a
Data Browser group (for example, Failed pages), than that group is available as a tab
in the KPI correlation panel.

The period you specify is preserved when you select a new KPI. To specify a new
period, click Reset period selection, use the time selection controls described above
to specify the new required period, and click a tab to view the matches found.

As explained in Working with Incomplete Data, reported periods that are based on
incomplete data are shown with a dotted border. However, unlike KPI overviews,
mouse over text indicating the level of missing data is not available.

Drilling-Down Into Found Matches

As explained earlier, matches found for the selected KPI are reported in the
appropriate Data Browser group tabs. Each match found must have a correlation of at
least 90% for it to be reported. An example is shown in Figure 6-9.
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\ \ \
[ KPIs ] All functions All pages PeopleSoft

Server-named-locationfip
192.168.100.105

Page-url ffull-url
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Zomsource=google
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http: ffwewwe moniforce . comfenfindes . html

http://192.168.100,105/index.php?product_id=6&5Size=hig&Color=
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amanufacturer_id=1&category_id=18func=cartadd®option=
com_virtuemart&ltemid=26
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You can click the Browse icon to the right of the matched metric to open the Data
Browser (described in Working With the Data Browser) to explore the underlying data.

If no correlations are found for a metric, this is also reported.

6.3 Working With Alert Lists

You can select KPI overview and then Alerts to view a complete list of all the alerts
generated when KPIs moved outside their required ranges. For example, the number
of visitors to your Home page fell to less than 100 per hour. An example is shown in
Figure 6-10.

ORACLE

Figure 6-10 Example Alert List

00 00000 6 ¢

Date < |Category Name

07 Jan 2007, 15:55 Transactions Orders per hour

07 Jan 2007, 15:40 Availability Fage failures

07 Jan 2007, 18:20 svailability Fage faillures

07 Jan 2007, 18:40 Transactions Orders per hour

07 Jan 2007, 19:30 \isitor traffic Visits to home page
07 Jan 2007, 20:30 vailability Page failures

07 Jan 2007, 22:00 Transactions Orders per hour

09 Jan 2007, 04:00 Availability Page failures

09 Jan 2007, 04:05 Wisitor traffic Visits to home page

Description
server-ip/server-port 213
213.133.55.39:80
server-ip/server-port 213
213.133.55.39:80
server-ip/server-port 213
213.133.55.39:80
server-ip/server-port 213
213.133.55.39:80
server-ip/server-port 213
213.133.55.39:80
server-ip/server-port 213
213.133.55.39:80
server-ip/server-port 213
213.133.55.39:80

Total waiting time of end
Internet response time)
server-ip/server-port 213
2132 133 S5 3080

The icons shown in the left-hand side of alert list are explained in Figure 6-11.
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Figure 6-11 Alert List Icons

W Alert
a4 Alert with reminder
& Alert with escalation

W UP notification

6.3.1 Filtering Alerts

You can use the controls above the alerts list to limit the displayed list. You can filter
on a specific KPI, month, day, or hour. This is shown in Figure 6-12.

Figure 6-12 Filter Alerts

Y Period: [January  =]| 10 fan =l KPL pall =

Page availability
pageviEmE-per-min

Performance
end-to-end-time-per-page(ms]

Note the list of metrics available in the KPI menu depends on the metrics specified for
the KPlIs for which alerts have been generated.

6.3.2 Viewing Alerts

You can click an alert in the displayed list to view its details. An example is shown in
Figure 6-13.
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Figure 6-13 Alert Details
(Alert entry @«
[ Details T E-mail I Analyze |

&

Alert sent at 11:13 (04 May 2012)

Time of measurement:

Name:
Category:

Value:
Minimum:
Maximum:
Severity:

11:10 (04 May 2012)

failed pageviews
overall

14.20
0.00

10.00
Harmless

Close

This shows that the alert concerns the number of failed page views. The KPI has a

range of O - 10 page views per minute, but this has reached 14.20. The Text

message, SNMP, and E-mail tabs list the users who were notified and the contact
information used. Following notification, the appropriate staff members can start to
research possible causes for the drop in client traffic.

You can click the Analyze tab to view more information about the KPI associated with
the selected KPI. An example is shown in Figure 6-14.
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Figure 6-14 Alert Analyze Tab
‘Alert entry @«
( Details I E-mail \ Filters 1|' Analyze ]

e \ Alert sent at 16:30 (02 May 2012)

Utilities

KPI correlation: Go

Data browser: User flow completion * Go

Close

Use the Go command button to compare the behavior of the alert's associated KPI
with other KPIs and performance metrics. The use of this facility is explained in
Comparing KPI Behavior. Use the Data browser menu to open the Data browser the
KPI's filters pre-selected within the selected group.
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This chapter describes how to identify the web pages to be monitored. In particular,
how to define the web pages for which you want additional information to be available,
and those pages that should be monitored for the occurrence of specific text strings.
The use of the ruling and other advanced facilities is also explained. Finally, the
monitoring of traffic within a SSO-based environment is described.

URL Arguments

Note that URL arguments configured for applications, suites, and services, as well as
for user and client ID identification, must be specified without encoding (except for %,
&, and = characters).

7.1 Naming Pages

Page identification within RUEI is based on applications. Essentially, an application is
a collection of web pages. This is because pages on a web site are typically bound to
a particular application. Each page within an application has an assigned name, and
belongs to a group. For example, MyShop » Cont act » About us refers to the About us
page in the Contact group, within the MyShop application.

Each application has a page-naming scheme associated with it, which defines its

scope. This can be specified in terms of a partial domain name, URL structure, or a
combination of both of these. A page-naming scheme (such as page tagging or the
title part of the HTML page) can also be specified to refine the application definition.

For each page that RUEI detects, it uses the available application definitions to assign
a name to it. Note that information about any pages that could not be identified using
these definitions is discarded and, therefore, not available through reports and the
Data Browser.

In addition to automatic detection, application pages can also be defined manually.
This is particularly useful in the case of an inconsistent URL structure, or where
identified pages contain sub pages, or when you want to assign a different name to the
one assigned automatically to it by the application. Note that these manually defined
pages take precedence over pages identified automatically through application
definitions.

The structure of the currently defined applications, their groups and pages, are visible
by selecting Configuration, then Applications, and then Applications. An example
is shown in Figure 7-1.
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Figure 7-1 Example Application Overview

Application overview

Manage the criteria used to identify the pages associated with an application. Whils the reporting of unclassified pages is configurabls, pages not
matching any of the defined application criteria wil be discarded.

Name: Sales

Data collection enabled: ¥ |

Tag based: a

Unigue pages identified: 0

Last page identified: nfa

|dentification Pages Content messages Users Framework exception Advanced

Application identification

Specify the scope of the application. This is defined in terms of one or more partial pags URL matches. Pages will be assigned to the application
when a defined fiter matches a page's URL.

? Find Domain Find URL Find URL Argument Find Cookie
MyShop.com:84 /catalog frmAction aCookie=22

[#] = Add new filter »

To edit an application identification filter, click on the associated value, for example to
edit the cookie filter, click on aCookie=22.

7.2 Tag Based Applications

ORACLE

Defining Applications describes how to monitor an application using either a tag based
or network based data collector.

For tag based applications, where a tag data collector is used, but a network data
collector is not used, collection of data from header, XPath and content sources is not
applicable for application configuration, user id and content messages.For example,
user id and content messages are not applicable to a tag based application. To identify
users for a tag based application, use the oral nf 0. user tag. To configure browser
exceptions, use the specific "Browser exception” source within content messages and
set the session tracking configuration to 'Oracle’ to use the cookie being sent by the
Javascript library.

However, with tag based applications, several metrics (for example, hits, application
language, application territory, detail timings and sizes) and replay functionality are not
available.

To overcome these limitations you can install a network data collector in addition to the
tag based collector. Create Framework Exceptions as described in Refining
Application Definitions Through Framework Exceptions to create a hybrid configuration
where both tag and network based traffic are combined.

For information on setting up tag and network based monitoring see the Installing the
RUEI Software chapter of the RUEI Installation Guide.
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7.3 Defining Applications

ORACLE

To define applications, do the following:

Select Configuration, then Applications, then Applications, and click New
application. The dialog shown in Figure 7-2 appears.

Figure 7-2 Configure New Application

New application 2 =
Application
Specify the application name and fiter criteria, and click Next fo continue.
Application name: “Isales B
Find Domain: MyShop.com
Find Port: 84
Find URL: /catalog
Find URL Argument: frmAction
Find Argument Value:
A Find Cookie:
@ L7 % | Find Cookie Value:
1Ng
Y77 5
i? Filter preview:
hitp(s)/i My Shop.com : 84 / catalog 7 frmAction="
« Back Mext » Cancel

Specify a name for the application. This should be unique across suites, services,
SSO profiles, and applications. Because application names are appended to
reported pages, it is recommended that you keep defined application names as
short as possible. Note that applications cannot be renamed later.

Use the remaining fields to specify the scope of the application. This is defined in
terms of page URLs. Note that as you enter this information, you can see the
effect of your definition through the Filter preview column.

The highest level filter is the domain. It is not possible to specify an application
name and leave all the other fields blank. That is, a blank filter. Note that a
wildcard character (*) cannot be specified within the Find Port field, and only one
port number can be specified. If you need to specify additional ports, these should
be specified as additional filters after the new application has been created.

Be aware that while the use of a wildcard character is supported within certain
fields, all other specified characters are interpreted as literals. Finally, it is not
possible to specify the wildcard character and no other information for domain and
URL argument combinations.
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# Note:

It is advised that filter definitions be mutually exclusive across applications,
suites, SSO profiles, and services. For example, an application filtered on
the domain or acl e. comand then a second application filtered on

oracl e. com appl i cation_servl et, can lead to unpredictable results. See
Controlling Rule Ordering Within RUEI for information about how you can
influence the order in which matching rules are applied.

# Note:

URL arguments configured for applications, suites, and services, as well as
for user and client ID identification, must be specified without encoding
(except for %, &, and = characters).

You can also specify a URL GET argument that must be matched. Note that if you
want to use this facility, both the argument name and argument value must be
complete in order for them to be matched to detected page URLSs. This is, partial
matching is not supported. When ready, click Next. The dialog shown in

Figure 7-3 appears (HTML Title is default selection).

You can also specify a cookie using the Find cookie and Cookie value fields.

Figure 7-3 New Application Dialog

MNew application 2=
Application page-naming scheme

Select the page naming scheme used by the application. If you select
Manual, all detected pages will be reported as "Other".

Application name: ads

Tag based application:

Page-naming scheme: v
Page Tagging
HTML Title
Clicktracks
Coremetrics
r Hitbox
» Intellitracker
Omniture
ﬁ? Oracle
Sitestat
Webtrekk
Webtrends
XiTi
Custom Function
Custoem Tag
Client Request H
Header in Request
HTTP Method and URL
URL
URL Argument T
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# Note:

If the Tag based application checkbox is ticked, the following page
naming schemes are listed,

e HTML Title (Browser JS Library)
e Oracle (Browser JS Library)
¢ URL based options

If you are creating a tag based application, select that option and click Finish. For
more information on the tag and network data collectors, see Tag Based
Applications.

If you are creating a network data collector based application, this dialog allows
you to specify the automatic page-naming scheme used for pages within the
application. Only one scheme can be specified per application. The following
option groups are available:

» Page tagging: specifies that a either a standard scheme (such as
Coremetrics) or a custom scheme is being used. In the case of a custom
scheme, you are required to specify the name of the tag. The HTML title
option specifies that the text found within the page's <ti t| e> tag should be
used to identify the page. See Using Advanced Settings to Control the
Handling of Pages and Objects for more information about the use of this
option. The structure and processing of the generic page tagging schemes
supported by RUEI are described in Tagging Conventions.

e Client request: specifies that pages are identified on the basis of their URL
structure. The following options specify which portion of the URL is used:

— URL argument: page naming is based on a specified argument within the
URL. Note that only ASCII characters are allowed, and special characters
(such as "&" and "|") must be URL-encoded.

— URL: page naming is based on the complete domain and URL as it
appears in the visitor browser location bar. This scheme is particularly
useful when using ruling.

— URL directory: uses only the directory part of the URL. The various parts
of the URL are highlighted in Figure 7-4.

— URL base: uses the main directory and file name (without the file
extension) parts of the URL.

— URL full: uses the main directory, the file name (without the file
extension), and the configured arguments within the URL. If you select this
option, you are prompted for the arguments that you want included in the
page name. Within the dialog box, multiple arguments should be
separated with an ampersand (&) character. For example, if the frmActi on
parameter has been defined, the URL shown in Figure 7-4 will result in the
page name nyshop » shop » NL i ndex f rmActi on=buy.

— Header in request: specifies that page naming uses a specified header
within the client request. Not that only ASCII characters are allowed in the
header name (and not special characters such as ":").

7-5



Chapter 7
Defining Applications

— XPath in request: specifies that pages are identified on the basis of an
XPath expression applied to the client request. For more information on
the use of XPath expressions, see Working with XPath Queries.

— XPath in JSON request: specifies that pages are identified on the basis
of an XPath expression applied to the JSON client request. For more
information on the use of XPath expressions for JSON requests, see
XPath on JSON Content.

— Custom Pattern in request: specifies a start string and (optionally) an
end string to delimit the searched content. Note that the use of wildcard
characters is not supported, and all specified characters are treated as
literals. In addition, besides any specified end string, the search will never
extend beyond a new line.

— HTTP Method and URL: page naming is based on the HTTP Method and
the complete domain and URL as it appears in the visitor browser location
bar. This enables support for REST (REpresentational State Transfer)
style applications.This naming scheme option will report the HTTP Method
and complete URL space separated. After creating your application
definiton, select the naming scheme in the application overview to define
URL ruling and use Translation lists.

If you select any of the above options, see Using Advanced Settings to Control
the Handling of Pages and Objects for further information about their use.

Figure 7-4 URL Structure

http:fvanies myshop.nifshop/MLindex php 7 frmAction=buy item=toaster

Directary  File name Argurments

* Server response: specifies that pages are identified on the basis of the server
response. The following options are available:

— Header in response: specifies that pages are identified on the basis of a
specified header within the server response.
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— XPath in response: specifies that pages are identified on the basis of an
XPath expression applied to the server response. For more information on
the use of XPath expressions, see Working with XPath Queries.

— XPath in JSON response: specifies that pages are identified on the basis
of an XPath expression applied to the JSON server response. For more
information on the use of XPath expressions, see XPath on JSON
Content.

— Custom Pattern in response: specifies a a start string and (optionally) an
end string to delimit the searched content. Note that the use of wildcard
characters is not supported, and all specified characters are treated as
literals. In addition, besides any specified end string, the search will never
extend beyond a new line.

* Manual: specifies that the application pages will be manually defined rather
than through automatic detection. Note that if you select this option, all pages
associated with the application that you want monitored must be manually
defined. See Manually Identifying Pages for information on manual page
definition. This is the default option.

When ready, click Finish. The application definition you have specified is
displayed. An example is shown in Figure 7-5.

Figure 7-5 Example Application Overview

Application overview

Manage the criteria used to identify the pages associated with an application. While the reporting of
unciassified pages is configurable, pages not matching any of the defined application criteria will be
discarded.

Name: test
Data collection enabled: ¥
Tag based: a
Unique pages identified: 0
Last page identified: n/a
Identification 1[ Pages ] Content messages | Users | Framework exception | Advanced |
Pages

Specify the page-naming scheme to be used for pages within the application, the thresholds used to
access page-loading satisfaction, and whether pages identified with the application, but for which no
classified name could be found, are reported. In addition, specify the application pages that when reached
should be regarded as terminating the current user session. Optionally, you can also specify an action-
naming scheme for Rich applications.

[ Configuration ] Identified pages ] Logout events | Page translations | Action translations |
Page-naming scheme: URL Base
Action-naming scheme: « None =
Browser JS Library: [marker.gif '.5'
Page-loading thresholds: 4 sec; 16 sec
Report unclassified pages: g

This overview provides a summary of the defined application. This includes the
application's name, the number of unique pages that have so far been matched to
it, and the date of the most recent page identified for it. Note that if no page has
been identified for the application in the last three days, a warning icon is
displayed to indicate that the application is not currently functioning.
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If you created a tag based application, you must define an Browser JS Library as
described in Defining Browser JS Library Settings.

An application is enabled as soon as it is created. This means any traffic matching
the setup criteria is recorded. Whenever the Data collection enabled box is
unchecked, traffic rules are applied as if this application is not present. Existing
data remains present, and the application can be re-enabled at any time.

The tabs in the lower part of the screen provides information about specific
aspects of the application. For example, The Identification section summarizes
the filter criteria currently defined for the application, while the Pages section
specifies the the page-naming scheme to be used, the report unclassified pages
setting, the page-loading satisfaction threshold, and the pages so far identified as
belonging to the application. Each of these sections are described in more detail in
the following sections.

# Note:

When an application is deleted, both the configuration and all previously
measured data is discarded. This action is irreversible.

¢ Note:

If you create a tag based application using a page naming schemed that is not
URL based and later edit that application to make it non-tag based (unticking
the Tag based application checkbox), it is converted to an equivalent page
naming scheme. For example, a HTML Title (Browser JS Library) scheme
becomes HTML Title.

If you tick the Tag based application checkbox for an application that was
previously non-tag based and used a page naming scheme that was not URL
based, the naming scheme is converted to Oracle (Browser JS Library) and
all ruling is removed.

7.3.1 Defining Browser JS Library Settings

If you created a tag based application, you must define a Browser JS Library, that is a
URL served by the application that acts as the tag that is monitored.

To specify the Browser JS Library used by your applications or suites, do the following:

1.

ORACLE

Select Configuration, and then Applications or Suites. Select the required
application or suite to view its overview. An example is shown in Figure 7-1. Click
the Pages tab and then the Configuration tab.

Click the Browser JS Library setting. The dialog shown in Figure 7-6 appears.
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Figure 7-6 Edit Browser JS Library Dialog

Edit Browser JS Library @)=
Details
Configure the URL of the Browser JS Library and
enable or disable reporting on various Browser 15
Library capabilities.
Library &PI key: Not generated i ]
URL: " |/marker.gif

Objects on Page:
Screen Resolution:
Mavigation Timing:
Browser Exceptions:

Save & Generate JavaScript Save Close

3. RUEI creates a library API key that is unique for the application. If you need to
modify that key, refer to the Maintaining the System chapter of the RUEI
Administrator's Guide.

4. Specify the URL of the requested object and optionally enable options to record
the number of objects on your page and/or screen resolution. To browse data
relating to screen resolution, select Browse data, then select User flow
completion or All sessions. You can then browse data relating to Client Screen
Resolution. If you select the Browser Exception option, all javascript errors are
sent to RUEI. To later check on those errors, select Browse data, then select
Browser Exceptions. To check browser hits, select All pages, then Application
Hits and Browser Hits. Specify an absolute path in the URL field without
wildcards. If the application you are monitoring is hosted on a separate domain,
specify a full URI including scheme, for example htt p: // myhost . con i mages/
mar ker. gi f.

" Note:

If you are defining a tag based application, the Browser JS Library URL
must refer to a file with an extension that is defined as a forced object as
described in Controlling the Reporting of Objects as Pages.

Select the Navigation Timing option if you require reporting on timing relating to
browser navigation. See Optimizing Page Download and Browser Time Reporting
for more information on how navigation timing is reported.

5. Click Generate JavaScript and download the JavaScript code, and include it in
the required application pages by making the following changes to your application
pages:

*  Add the following line between the <head> and </ head> tags:

<script type="text/javascript" src="ruei _library.js"></script>

Note that the above example assumes that the JavaScript library is in the
same webserver path as the page itself.
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e Add the following to the <body onLoad> tag or suitable location where the page
has finished rendering:

<body onLoad="or al nf 0. sendPageLoad() ;">

In previous releases of RUEI, the following HTML was recommended. This
code continues to be supported:

<body onLoad="oral nfo. sendData();">

If you selected "Oracle (Browser JS Library)" as the Page Naming scheme for the
application as described in Defining Applications, you must also set the oralnfo.page
property as described below.

Note that the use of wildcard characters is not supported for security reasons.

For applications and suites using network data monitoring, the default is that no
Browser JS Library is configured and if you do not define one, page browser times will
be reported as zero. In addition, page loading/reading time analysis will also be less
accurate because the reported page load times will not include page browser times. If
pages are being requested from a CDN server (such as Akamai), use of the OnLoad
event includes the render time of objects served through the CDN.

Example 7-1 Tag Library Properties

If you created a tag based application, RUEI automatically reports the page title using
the reserved tag library property, orainfo.title.

In addition, the following properties that can be specified using javascript code:

Table 7-1 Tag Properties
|

Name Default Explanation

oralnfo.url document.location.href  The value RUEI reports as page url.
oralnfo.page The value RUEI reports as page name.
oralnfo.pagegroup The value RUEI reports as page group.
oralnfo.action The value RUEI reports as action.
oralnfo.user The value RUEI reports as user.

For example:

<script type="text/javascript" src="ruei _library.js"></script>
<script type="text/javascript">

oral nfo. page = 'honepage';

oralnfo.action = 'view ;
</script>

Example 7-2 Monitoring Page Clicks Using the Tag Library

If you created a tag based application, you can monitor page clicks using the onclick
oralnfo.sendAction property. For example, the following code reports an when a user
clicks on the "Click here" link:

<a href="#" onclick="oral nfo.sendAction('clickAction');"> Cick here</a>
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Example 7-3 Manual deployment of Browser JS Library link

As alternative to step 4 in Defining Browser JS Library Settings, you can also create a
request to the specified marker object yourself. When enabled, RUEI will detect this
request and records the start time of this request as being the browser time. Note that
specified URL search pattern must correspond to that in the triggered request.

For example:

onLoad="mrnew | mage(); msrc="http://nyhost.conf marker. gi f ?api key=your APl key& + new
Date().getTinme();"

where your APl key is the API key for the Browser JS Library and a timestamp is
included as an argument to prevent browser caching. Note that the event can be
included in the BODY part of the HTML page, or any other required location (such as
within a Flash program).

The above example does not include browser exceptions, navigation timing, object
count, and screen resolution. You should use the JavaScript library if you want to
include those.

Example 7-4 Using Custom Dimensions with the Browser JS Library

If you create a Custom tag (Browser JS Library) dimension as described in Working
With Custom Dimensions, you can set properties relating to those dimensions. For
example, if you created a three level dimension, consisting of levels product, group
and vendor, then you could include the following code to set properties for a page:

<script type="text/javascript" src="ruei _library.js"></script>
<script type="text/javascript">

oral nfo. product = 'x9991";

oralnfo.group = " Servers';

oral nfo.vendor = 'Oracle';
</script>

After creating this three level dimension, RUEI collects data that you can later browse
and use in reports as described in Working With Custom Dimensions.

Example 7-5 Supported Browsers

The Browser JS Library works on modern browsers that support W3C timings, for
example IE9+, Firefox 34+, Chrome 31+, Safari 8+, Opera 26+. However, Internet
Explorer 8 is not supported.

7.3.2 Applying Page Naming Translations

ORACLE

In addition to the defined page-naming scheme described in Naming Pages, the
reporting of application pages can also be modified through the use of page
translations. These allow you to specify transformations that should be made to a
page's reported page-group » page-name specification.

Defining Page Translations
To define page translations, do the following:

1. Select Configuration, then Applications, then Applications, and select the
required application. The application overview (similar to the one shown in
Figure 7-5) appears.
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2. Click the Pages tab, and then the Page translations tab. The currently defined
page translations are displayed. Click Add new translation to define a new
translation, or click an existing one to modify it. The dialog shown in Figure 7-7

appears.

Figure 7-7 Add Page Translation Dialog

Add page translation
Details

I
=],

LBl

@[

Specify the original value, and its
translated page group and name.

Original value:
Page group:

Page name:

3

* catalog

3

192.168.10.105.5hop index.php

store

Save Cancel

3. Specify the original page identification, and group and name that should be
reported for it. Note that the original value must be specified in the format group|
name. When ready, click Save.

Moving Page Translations Between Environments

It is recommended that page translations are developed at the same time as the
application itself. This is best achieved by having RUEI monitor the application under
development, and refining its defined page translations based on the obtained results.

Once ready for deployment, the application is then moved to a production
environment. If that new environment is monitored by a different RUEI installation, you
do not need to manually re-create the application's page translations. Instead, you can
use the download facility to obtain a copy of its latest definitions, and then upload the
generated file for use by the new RUEI installation.

To upload a file containing a list of predefined page translations, do the following:

1. After selecting the required application, click the Pages tab. Click Upload list. The
dialog shown in Figure 7-8 appears.

ORACLE
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Figure 7-8 Upload Page Transactions

rl.lp|0|':|[| page translations @@
Details
Add a list of page translations. It will be
used to translate original page

identifications to specified page groups
and names.

The file must contain one entry per
firne, with the original value, page
groug, and page name tab

separated.
File encoding: Unicode (UTF-8) -
File name: Ctemp\pages. bad Browse...

Merge Cancel

Use the Browse button to locate and specify the name of the page translation file.
The uploaded file must have the extension .t xt . Optionally, use the File encoding
menu to specify the file's character encoding. For more information on
international character set support, see Working with National Language Support.
Note that in the case of duplicate page translations, the latest translation is used.
The file may only contain one translation per line, with page group and page name
tab separated. When ready, click Merge.

To download the currently defined page translations, click Download list. Depending
on how your browser is configured, you are either prompted to specify the location to
which the file should be saved, or it is immediately saved to the defined default
location.

7.3.3 Applying Action Translations

If you are using an action-naming scheme as described in Defining Action-Naming
Schemes for example HTTP Method and URL, you can associate that scheme, for
example a specified HTTP Method and URL, with an action translation.

ORACLE

Defining Action Translations

To define action translations, do the following:

1.

Select Configuration, then Applications, then Applications, and select the
required application. The application overview (similar to the one shown in
Figure 7-5) appears.

Click the Pages tab, and then the Action translations tab. The currently defined
action translations are displayed. Click Add new translation to define a new
translation, or click an existing one to modify it. The dialog shown in Figure 7-7
appears.
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Figure 7-9 Add Action Translation Dialog

[Add action translation @)=
Details
Eﬁ Specify the original value, and its
translated action name.
Original value: * PUT basket
Action name: * add product]
Save Cancel

3. Specify the original value and the action you would like to associate with that
value. When ready, click Save.

7.3.4 Using Advanced Settings to Control the Handling of Pages and

Objects

ORACLE

If you selected the HTML title or any of the client request page-naming schemes (such
as URL base), the Advanced tab within the page naming scheme allows you to refine
the operation of these schemes. In the case of the HTML title scheme, the dialog

shown in Figure 7-10 appears.

Figure 7-10 Edit Application Page-Naming Scheme Dialog

‘Edit application page-naming scheme

@0

¢ v
Details

&

"\
Ruling [ Advanced ]

Specify whether time recognition should be used to
identify pages, how redirects should be treated, and
whether page names should be converted to
lowercase.

Time recognition:
Page handling:
Lowercasing:

Enabled -
Final page -
Mo -

Save Cancel

Time Recognition

You can use the Time recognition menu to control whether non-forced objects are
used to identify the page. Consider the example shown in Figure 7-11.
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home.jsp

subjsp

carm.gif

menu.js

clockgif

Ao jsp

Forced ohjects
(images, js)

ser.qif char.png

In this case, there are three non-forced objects (hone. j sp, sub. j sp, and down. j sp) that

could potentially be used for page identification.

If the enabled option (the default) is specified for the Time recognition menu, only the
first object (hone. j sp) would be identified as a page, and all hits after it will be
considered objects until no more hits are detected within one second after the last
object hit. However, if disabled, each of the three non-forced objects (such as j sp)
would be identified as separate pages, regardless of detection time. For further
information on forced objects, see Controlling the Reporting of Objects as Pages.

Controlling Case Sensitivity

The Lowercasing menu within the Advanced tab allows you to specify whether page
names should be converted to lowercase. The available options are shown in

Table 7-2.

Table 7-2 Case Controlling Options

Option Explanation
No Specifies that the original casing of page names is preserved. This is the
default.

Before ruling Specifies that reported page names for the selected application, suite, or
service are converted to lowercase before applying all rules defined under the
Ruling tab. The test input and search expressions should be supplied in lower

case

After ruling Specifies that reported page names for the selected application, suite, or
service are converted to lowercase after applying all rules defined under the

Ruling tab.
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Sub-Header Fallback

If you selected the HTML title page-naming scheme, the text found within the page's
<title> tag is used to identify the page. Potentially, if not found, you may want the sub-
headings <H1>, <H2>, and <H3> to be used. Therefore, you can use the sub-header
fallback menu to control this facility. By default, the sub-headers are not used
(Disabled).

Redirect handling

If you selected any of the client request-based schemes (such as URL base), and click
the Advanced tab, the dialog shown in Figure 7-12 appears.

Figure 7-12 Edit Application Page-Naming Scheme

‘Edit application page-naming scheme

4 1y 1
Details Ruling [ Advanced ]

Specify whether time recognition should be used to
identify pages and how redirects should be treated

&

" Time recognition: | Enabled =]
Page handling: |Fina| nage =]
Save Canc

el

1

You can use the Page handling menu to specify how redirects within a URL should
be handled. The options shown in Table 7-3 are available.

Table 7-3 Page-Handling Options

|
Setting Description

Final page Specifies that only the final page URL should be used to determine the page
name. This is the default.

Redirect naming Specifies that the page should be identified using the information available
from the redirect in front of the final page. If not available, the final page's
information is used.

Redirect Specifies that the redirect will become the actual identified page. Note that

becomes page the first redirect is used for page creation, and all subsequent redirects
become objects on the created page. It is strongly recommended that you
only select this option if you clearly understand its consequences for
application reporting.

" Note:

Be aware that the Full session replay facility (described in Introduction to
Session Diagnostics) and error reporting may not function correctly if page
names have been derived from redirects.
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7.3.5 Using the Ruling Facility

ORACLE

Each application definition requires you to specify the page-naming and user
identification schemes to be used. Optionally, you can also specify content messages
that should be reported when they appear within specific application pages. Each of
these definitions can be extended through the use of the ruling facility. This allows you
to specify additional matching rules that should be used to refine the selected page-
naming scheme, user identification scheme, or message specification.

When using the ruling facility for page-naming, be aware that only matching URLSs are
reported upon. When a URL does not match, it is disregarded altogether. Note that the
ruling facility is only available for automatic (not manual) page-naming schemes and
XPath-based (not literal) content messages.

Recommended Usage

Because of the complex nature of ruling, it is recommended this facility is only used by
users with a sound understanding of the selected application's appropriate scheme or
message structure. For example, in the case of a URL-based page-naming scheme,
the selected application's underlying URL structure should be clearly understood.

# Note:

When the "Before ruling” setting is applied in the lowercasing option, the test
input and search expressions should be supplied in lower case.

Defining Rules
To specify the use of ruling for an application, do the following:

1. Select Configuration, and then either Applications . Click the required
application to view its overview. Examples are shown in Figure 7-1 and
Figure 10-4.

2. Depending on the required use for the ruling, click the page-naming scheme
(within the Pages tab), the appropriate user-identification scheme (within the
Users tab), or the appropriate content message specification (within the Content
messages tab). A dialog similar to the one shown in Figure 7-13 appears.
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Figure 7-13 Edit Application Page-Naming Scheme Dialog

‘Edit application page-naming scheme ®E1

I A b1
[ Details ] Ruling Advanced

Select the page-naming scheme used by the
application. If you select Manual, all detected pages will
be reported as "Other",

Application: |E.|:H:ul<iﬂ|;45
Page-naming scheme: |URL j

Save Cancel

3. Click the Ruling tab to specify the rules to be used, and the order in which they
should be evaluated. The dialog shown in Figure 7-14 appears.

Figure 7-14 Ruling Tab

‘Edit application page-naming scheme @IE

f 1 f h1
Details [ Ruling ] Advanced

IUse this dialog to change the order in which rules are
matched, or delete them. You can also create new rules
to extend the existing definition with additional rules.

Search expression Page group Page name
El « Add new matching rule =
O www.myshop.com/%e/ %/ %/ %53 ‘.';','
& www.myshop.com/%/% | # Edit %52 bhr )
(VR %1 hr: )

« Check rules = & Move down

'.5' Femove
Save Cancel

4. Use this dialog to define new rules or delete existing ones. You can also use the
context menu under each rule to modify the order in which they are applied. Click
the Add new matching rule item to define new matching rules. A dialog similar to
the one shown in Figure 7-15 appears.
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(add matching rule

Details

E Specify the matching rule,

Specify the following components:

Input value:

www.shop.com/stock/men/hats

Search expression:

.

* e
Page group: |u 3

.

o]
Page name; 04,4
Checl rule Save Cancel

Specify the following components for the rule:

Input value: specifies the structure of the expected scheme (such as URL or
page tagging) or message specification. Essentially, it provides a template for
interpreting the received scheme or specification.

Search expression: specifies a definition of the scheme or specification that
should be matched. Typically, this is expressed in terms of required
parameters or components, and the sequences that should comprise them.

Page group: specifies how the page group is identified from the received
page-naming scheme. Note if this is not specified, the page group is left
empty. This field is only available for page-naming rules.

User ID/Page Name/Content message: specifies how the page name, user
ID, or content message is identified from the received scheme or specification.

Client browser | Client browser version: specifies how the client browser/
browser version is identified from the received user agent string.

Client devicel Client device brand/ Client device model: specifies how the
client device/device brand/device model is identified from the received user
agent string.

After specifying the rule's components, you can click the Check rule button to
verify that the defined rule is consistent with the specified validation value. Note
that the result window can be expanded in order to view a summary of the
matched placeholders. An example is shown in Figure 7-16.
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Figure 7-16 Example Rule Check Dialog

(Oracle Real User Experience Insight 2 @1
Match rule is correct,
v Result: men » hats

OF. L)

Placeholders:
%0 = www,.shop,comystockimens/hats

%1 = www.shop.com
%2 = stock
3 = rmen
%4 = hats

When ready, click Save. You are returned to the dialog shown in Figure 7-14.

After defining all required rules, you can click Check rules to verify all defined
rules against their validation values. Each validation value should be relevant to its
corresponding rule. After verification, the icon shown beside each rule indicates its
status. For rules that were not successfully verified, additional information is
available via a mouseover or hover box. Consider the example shown in

Figure 7-17.

Figure 7-17 Example Ruling Verification

Search expression Page group Page name
« Add new matching rule =
W www.myshop.com,/%/%/ %,/ B
(1] By %1
A www myshaon com /%6 % 04,2

Mulkiple walidation walues match this rule (including
vt mivshiop.com)'1 fbasket' of rule number 3. Please
check wour validation values,

The first rule is consistent with its defined validation value, and is successfully
verified. However, the second rule is extremely generic, and you are warned that
multiple validation rules could match this rule. In fact, it is so generic that no
subsequent rule could be applied because its associated validation value has
already been successfully applied. That is, the third rule will never be reached.
That is why an error is reported on the third rule, and not the second. However, if
the second rule was moved down to become the last rule, then the three rules
would be successfully verified.

Although it is possible to save ruling definitions with reported errors, it is strongly
recommended that you resolve any issues before saving a ruling definition. When
ready, click Save. Any changes you make to a ruling definition take effect within
five minutes.

7-20




ORACLE

Chapter 7
Defining Applications

Example 7-6 Ruling for URL Matching

Be aware that URL matching is case sensitive, and URLSs (after matching) are
converted to lower case. Matched slashes are replaced by spaces in the page name
after ruling.

In addition, it is recommended that only the "URL" page-naming scheme is used when
performing ruling based on URL structures. This is because other URL-based naming
schemes perform some form of initial formatting.

Example 7-7 Ruling for User Identification

The use of ruling for user identification is equivalent to that for page naming, except
that you specify how the user ID is identified from the selected scheme, and page
group identification is not supported. Consider the following case. The specified user-
identification scheme is based on cookies, and each cookie has the following
structure:

ORA_UCM | NFO=5~DVJ88287~John~Doe~j ohn. doe@ryshop. com-USA~en~33~44~5~~1;

You want user identification to be based only on the E-mail address portion of the
cookie. In this case, you could specify the following:

Search expression: % ~% ~% ~% ~% ~%
User ID: %

The validation value could be specified using the example cookie shown above, or
some other example cookie with the same structure.

Example 7-8 Ruling for Client Browser

The use of ruling for client browser allows you to separate mobile App based traffic
from browser traffic. For example, a mobile application may access your web pages
using the user agent '"MyApp/Shopping/v1.3', you can use rules to allow that mobile
application to be reported as 'Shopping' and client version as 'Shopping 1.3'.

Input value: MyApp/ Shoppi ng/ v1. 3

Search expression: % % v%

Client browser: %

Client browser version: %2~%3

Example 7-9 Ruling for Client Device

The use of ruling for client device allows you to separate mobile App based on traffic
from device traffic. For example, a mobile application may access your web pages
using the user agent 'Mozilla/CFNetwork/Darwin/15.0.0', you can use rules to allow
that mobile application to be reported as 'mobile' and client device brand as
'CFNetwork ' and client device model as 'Darwin'.

Input value: Mozilla/CFNetwork/Darwin/15.0.0
Search expression:%/CFNetwork/%/%

Client device: mobile

Client device brand: CFNetwork

Client device model:%2
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Example 7-10 Identifying Page Groups Within Rules

When using the ruling facility with a page-naming scheme whose source includes a
page group, you should ensure that the group value is correctly identified. In the case
of a URL page-naming scheme (except for "URL") whose source is myhost . conf nyshop/
menswear / cat al og/ basket . j sp, it is internally converted to the structure myshop\

% Censwear / cat al og. This then needs to be transformed for correct reporting as
follows:

Input value: nyshop| nenswear / cat al og
Search expression: % % %

Page group: A

Page name: ®

In the search expression, the pipe character (|) separator between group and page
name does not need to be encoded. Note that the slash characters within URL
structures can be used in ruling. Matched slashes are replaced by spaces in the
reported groups and names after ruling.

Example 7-11 Search Constructions

In addition to the use of parameters, the elements shown in Table 7-4 can also be
used in URL matching rules.

Table 7-4 Advanced Search Constructions

]
Usage Description

% Match zero or more characters and fill one placeholder. Allowed
placeholders are %1 - %09.

u'...] Find one value corresponding to any of the supplied name(s) in the URL
argument, and fill one each for the original and matched placeholders.

& ..] Find all values corresponding to the supplied name(s) in the URL
argument, and fill one parameter placeholder for the original and specified
number of placeholders.

%l...] Find zero or more values corresponding to the supplied nhame(s) in the
URL argument, and fill one placeholder for the original and specified
number of placeholders.

9% c#] Find the specified number of characters.

% d] Find directory path of the URL, and fill one placeholder.

% fl Find file name path of the URL without the file extension, and fill one
placeholder.

% h] Find domain part of URL, and fill three placeholders (for example,
a. b. name. co. uk would be matched as %d=a. b, %2=nane, and %3=co. uk).

ut...] Match until one of the following characters is matched, and fill one
placeholder.

utr.. L] Match until a character is found that does not match the specified list of
characters.

% “nane=val ue] Match if the supplied nane and val ue pair are found in the URL argument.

Fills one parameter placeholder.
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Note that special characters (%, \, |, !, and ~) must be preceded with a backslash if
they should be interpreted literally. For example, \% specifies a literal % character,
rather than a parameter. In addition, special characters after the % character (*, &, |,
and ]) also need to be escaped. Be aware that a maximum of nine placeholders can
be specified.

Example 7-12 Matching Multiple URL Parameters

If you want to match multiple URL parameters, it is strongly recommended that they
are defined within one set of square brackets. For example, % ! par ! par n2] . Note that
while it is possible to specify 94 ! par ml] % ! par n2] , be aware that it will only match the
specified arguments if they appear in the same order in which they are defined.
Consider the string / exanpl e/ path/ fil e. ht ni . The possible matching schemes are
shown in Table 7-5.

Table 7-5 Matching Multiple URL Parameters
|

Definition Matched Results
%uf]% 9% =/exanple/path/file% =. htn
% d)%f]% 9% =/exanpl e/path/ %2 =file % =.htnl

Example 7-13 Examples
Search value: % h] / % % % %%
Page group: % (el ectronics)
Page name: % (tv821)

URL (for checking): www. mydonai n. co. uk/ shop/ cat al og/ el ect roni cs/ t v821?par ans=al |

Search value: % h] / % &hop_cat ]

Page group: % (pcShop)

page name: % (Cabl es)

URL (for checking): wwv. pcShop. coml hore/ appl i cat i ons/ cat al 0g?
cust i d=123&shop_cat =Cabl es

Search value: 9§ h]/cart:%c9]/articleid: %c9]/%

Page group: % (00000ABCD)

Page name: % (000018201)

URL (for checking): ww. nyshop. coml cart : 00000ABCDY ar ti cl ei d: 000018201/ shop. j sp?
par ans=al |

7.3.6 Reporting Unclassified Pages

By default, pages that have been identified as belonging to an application through its
URL definition, but for which no classified name has been found, are discarded and
not reported. However, if you want these unclassified pages to be reported in Data
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Browser groups, use the Report unclassified pages check box within the Pages
section of the application overview shown in Figure 7-18.

Figure 7-18 Application Page Configuration Section

k! k! i1 i i1
Identification [ Pagﬁ] Content messages Users Framework exception Advanced

Pages

Specify the page-naming scheme to be used for pages within the application, the thresholds used
to access page-loading satisfaction, and whether pages identified with the application, but for
which ne classified neme could be found, are reported. In addition, specify the application pages
that when reached should be regarded as terminating the current user session. Optionally, yvou
can also specify an action-naming scheme for Rich applications.

k1 k! k!
[ Configuration ] Identified pages Logout events Page translations

Page-naming scheme: URL base
Action-naming scheme: « none »
Page-loading thresholds: 4 sec; 16 sec

Report unclassified pages: O

Because page identification is a time-based activity, it is possible that references to
objects not booked as objects are incorrectly identified as unclassified pages. For this
reason, it is recommended that you only enable the reporting of unclassified pages for
testing purposes. Thereafter, you can disable it again, and define the identified
problems pages manually. Note unclassified pages are reported in the appropriate
Data Browser group under the category "other".

7.3.7 Reporting Service Test Beacon Traffic

Note that monitored service tests can also be converted into RUEI user flows. This is
fully described in Converting Service Test Sessions into User Flows.

You can use the Report service test traffic check box within the Advanced section
to specify whether service test traffic configured within Oracle Enterprise Manager for
a selected application should be reported within RUEI. By default, reporting is
disabled. For further information on the use of this facility, see Reporting Service Test
Traffic.

When enabled, the Service tests group provides information about monitored service
test beacon traffic. Its structure is described in Table W-1.

7.3.8 Obtaining the Client IP Address

When reporting on user visits, the client IP address is, by default, fetched from the IP
packet. However, when the RUEI system is placed in front of a NAT device, it may be
more useful for the client IP address to be obtained from a specific HTTP request
header. This is fully explained in Monitoring NATed Traffic .

7.3.9 Automatic Page Naming Assignment

As explained earlier, each page within RUEI has the form application » group » name.
Automatically detected pages are assigned their group and page names based on the
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directory structure within the URL. The first directory in the URL is assigned to the
group name, and the remaining sub-directories are assigned to the page name. Note
that the domain part is not used in the assigned name. Note this only applies to
applications defined with the URL base, directory, or full page-naming schemes.

For example, the page URL http: // M/Shop. nl / cat al og/ nenswear / sal e. ht i for the
application "Clothing" would generate the RUEI page name C ot hing » catal og »
nmenswear sal e. Note that slashes within the directory structure are converted to spaces.

If there are no sub-directories in the URL, then the default group "home" is assigned to
the page. For example, the URL http://M/Shop. nl / sal e. ht ni in the application Clothing
is assigned the page name cl ot hi ng » hone » sal e.

7.3.10 Refining Your Application Definitions

Once you have defined your application, you can modify its associated page-naming
scheme by clicking it and selecting a new scheme, as described earlier in this section.

Within the Identification section, you can click Add new filter to specify additional
filters for the pages that should be associated with the application. You can also
modify an existing filter definition by clicking it. In each case, you can select from the
same filters as shown in Figure 7-2. The application overview is updated to reflect your
additions or modifications.

7.3.11 Specifying Page Loading Satisfaction

ORACLE

In order to assess the user's experience when viewing application pages in a session,
RUEI assigns a satisfaction level for each page. These are shown in Table 7-6.

Table 7-6 Page Loading Satisfaction Levels

|
Level Description

Good The page loads in the user browser within the satisfied page loading threshold
period. By default, this is four seconds.

OK The page loads in the user browser within the OK threshold period. By default,
this is 16 seconds.

Poor The page takes longer than the poor threshold to load.

An example page load satisfaction report is shown in Figure 7-19.
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Figure 7-19 Page-Load Satisifaction Report
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As stated above, this assessment is based on thresholds within which pages would
normally be expected to load. These thresholds can be modified to fine tune the
reported page load satisfaction. Do the following:

1. Select the required application, click the Pages section, and click the Default
setting. The dialog shown in Figure 7-20 appears.
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Figure 7-20 Edit Page-Load Satisfaction Thresholds Dialog

‘Edit page-load satisfaction thresholds @@
Details
Specify (in seconds) the page-load
satisfaction thresholds. The defaults are 4

and 16. Optionally, define exceptions to
these thresholds.

Definition & | B

Add exception

[ Application/Page name = Booking » Download catalog 45 90 ‘.":?
[ Application/Page name = Booking #» Route planner 20 60 ‘."c?
[ Default 4 18

Mote

These thresholds are used to assess the user's experience when viewing
application pages, and assigring a satisfaction level (Good, OK, or Poor) to
each page within 8 session.

Save Cancel

2. Click the Default item. The dialog shown in Figure 7-21 appears.

Figure 7-21 Edit Default Page-Load Satisfaction Thresholds Dialog

‘Edit default page-load satisfaction thresholds E) @
Details
{@ Specify (in seconds) the default page-load satisfaction
thresholds. The defaults are 4 and 16.
Good loading time: * g
Poor loading time: * 2

Save Cancel

3. Specify the thresholds (in seconds) that should be used when assessing page-
loading satisfaction. These thresholds are explained in Table 7-3. The defaults are
4 and 16 seconds. Note that defined thresholds must be in the range 0.001 -
86400 (that is, a day). When ready, click Save. You are returned to the dialog
shown in Figure 7-20.
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4. Optionally, click Add exception to specify a situation in which different (from the
default) page-loading thresholds should be used to assess the user's experience.
This facility is extremely useful when particular user actions would normally be
expected to take significantly longer to perform than other application actions. For
example, in the case of downloads or complex database queries. The dialog
shown in Figure 7-22 appears.

Figure 7-22 Add Satisfaction Exception Dialog

(Add satisfaction exception i @1
Details |

Specify the exception's events. Note that all defined
events must be met in order for the exception to be
fired.

Good loading time: * ap

Poor loading time: * ap

Definition

O Application/Page name = Booking » Download catalog AND ‘.'{'

@ Application/Page name = Booking » Request client ID AND ‘."-:f

@ Application/Page name = Confirmation and acceptance ‘.'-?

Dimension level: Application/Page name -
value: D Add |8
Exclude: [l

Save Cancel

5. Specify the page-load thresholds that should be used to assess the pages and
user actions within the defined exception.

6. Specify the events that must be met for the exception to be considered reached.
Note that all defined events must be met for the exception to be considered fired.
For each event, use the Dimension level and Value menus to select the
dimension that should be checked, and the value that it must hold. Note that if the
required value is not available within the Value menu, you can click the Search
icon beside it to locate it.

Optionally, you can use the Exclude check box to specify that the defined
dimension level=value pair should be negatively applied. That is, the event should
be regarded as achieved if the defined event is not met. When ready, click Add.
The new event is added to the exception's definition. Note that a maximum of 10

ORACLE 7-28



Chapter 7
Defining Applications

events can be defined for an exception. When ready, click Save. You are returned
to the dialog shown in Figure 7-20.

7. Be aware that exceptions are resolved from top to bottom. If necessary, you can
use the Move up and Move down options within an exception's context menu to
change its position. Note that a maximum of 100 exceptions can be defined.

When ready, click Save. Any change you specify takes effect immediately.

Example 7-14 Understanding how Page and Object-Loading Satisfaction are
Reported

It is important to understand that while page-loading satisfaction is based on the time
required for a page to load in the user's browser, object-loading satisfaction is based
on an object's total end-to-end time. Note that object-loading satisfaction uses the
default application page-loading thresholds, and ignores any defined exceptions.

As explained in Problem Analysis Groups, any object with an end-to-end time of less
than two seconds is not considered a slow URL. If greater than two seconds, its URL-
loading satisfaction is based on the default application page-loading thresholds, and
ignores any defined exceptions.

7.3.12 Defining Logout Events

It is important to understand that RUEI does not automatically regard a user logging
out of an application as the end of a session. Instead, the end of a user session is
determined when the session idle timeout (by default, 60 minutes) is reached. This
means that if an application does not terminate a user's session when they logout, and
the user logs on again to the application, RUEI is unable to detect the application
logout, and reports the two application sessions as part of the same user session.

If this does not meet your reporting requirements, you can define the application
events that, if reached, will automatically be regarded as the end of the current user
session. Typically, these will be logout pages and events. Any subsequent user
actions will then be regarded and reported as part of a new user session.

To define application logout events:

1. Select Configuration, Applications, Applications or Suites, and select the
required application. The application overview (similar to the one shown in
Figure 7-5) appears.

2. Click the Pages tab, and then the Logout Events tab. The currently defined
logout events are listed. Click Add new event. Alternatively, click an existing
definition to edit it. The dialog shown in Figure 7-23 appears.
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Figure 7-23 Specify Application Logout Event(s) Dialog

Specify application logout event(s) =
Details

Specify the events that, if reached, will terminate the current user session.
Mote that all events defined here must be met in order for the session to be
terminated.

Dimension level: * Application/Page name hd

Value: * CRM» home » logout |_| add |8

Exclude:

Event definition
= Application/Page name = CRM » MyCRM » logout ‘.?

Save Cancel

3. Specify a dimension level=value pair for each required event condition. Optionally,
you can use the Exclude check box to specify that the pair should be negatively
applied. That is, the event should be regarded as achieved if the defined condition
is not met. When ready, click Add. Note that while only one defined event needs
to be achieved in order for the session to be regarded as terminated, all conditions
within with an event must be met for it to be considered achieved. When ready,
click Save.

7.3.13 Trapping Application Content Messages

ORACLE

Sometimes you want to detect strings that appear within pages, and have them
reported as either application notifications (such as "Order processed successfully”) or
as application errors (such as "Network connection to server failed").

Content Messages vs System Errors and Page Content Checks

These content messages differ from system errors (such as web server or network
errors) in that they are based on page content, rather than a return code, and are
specific to a selected application.

Note that all pages within the selected application are searched for the specified
message string. It is not possible to limit the search to specific pages, as it is with page
content checks (described in Specifying Page Content Checks).

Application content and page content messages are page-based. In the case of
services, they are call (that is, hit) specific. Therefore, they are only reported in page-
based groups, and not diagnostics groups (which are URL-based).

Reporting of Content Messages

Individual content messages can be specified as notifications or errors. In either case,
they are reported via the Page delivery dimension.

Displayed page texts that match your specified notification strings are reported with
the page content result "notification string: notification search string", while errors are
reported as "error string: error search string". An example of a content error report is
shown in Figure 7-24.
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Figure 7-24 Functional Error Analysis
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Defining Content Messages
To define a content message string, do the following:

1. Select Configuration, then Applications, Suites, or Services, and select the
required application. The Application overview (similar to the one shown in
Figure 7-5) appears.

2. Click the Content messages tab, and then the Content messages tab. The
currently defined content messages are displayed. Click Add new content
message to define a new message, or click an existing one to modify it. The
dialog shown in Figure 7-25 appears.

ORACLE"
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Figure 7-25 Add Content Message

‘Add content message (@«

"

[ Details T Namespaces

[, Specify the scope of the search, and
whether it is based upon a literal
string or an ¥Path expression.

Search type: Find ¥Path in response conte -
XPath search: * Jproduct
& Note Additional ruling options are available
after saving.
Save Cancel

3. Use the Search type menu to specify the scope of the search. The search location
can be one of request header, reply header, request content, reply content, or
URL. The search type is either XPath or literal. For more information about the use
of XPath queries, see Working with XPath Queries.

If you specify a request or response header, you can choose to specify the header
that should be searched. If you choose to leave this field blank, it will be filled
automatically with the full header content.

If you specify a URL, you can choose to specify a URL argument, which will be
reported additionally to the URL part.

Note that the use of wildcards is not supported and all specified characters are
treated as literals.

When ready, click Save. Any changes you make will take effect within five
minutes. Note that after creating an XPath-based or header content message, you
can use the ruling facility to refine the message's specification. This is fully
described in Using the Ruling Facility.

Importing Lists of Content Messages

Instead of separately defining each message that you want to be monitored, you can
import a file containing a list of predefined application messages. Do the following:

1. After selecting the required application or suite, click the Message specifications
tab. Click Upload list. The dialog shown in Figure 7-26 appears.

ORACLE 7-32



Chapter 7
Defining Applications

Figure 7-26 Upload Content Messages Dialog

rU[tlnrﬂd content messages @ @1

Details

B

Add a list of content messages. These
will be regarded as literal strings to be
searched for in the response content.

File encoding: |Unin:f:|de (UTF-8) ;l

File name: | Browse... |

Select the file, containing one
message per line, to merge with the
existing content messages.

Merge Cancel

2. Use the Browse button to locate and select the required file. Optionally, use the
File encoding menu to specify the file's character encoding. For more information
on international character set support, see Working with National Language
Support. If an unsupported encoding is encountered, or the transcoding fails, an
error is reported.

The uploaded file must contain one message per line, and there should be no
blank lines in the file. Be aware that these messages will be regarded as literal
strings to be searched for in the response content. When ready, click Merge.

7.3.13.1 Defining Translations for Content Messages

ORACLE

Optionally, you can also define a set of translations for each unique message string.
For example, you could define the translations for the Oracle database messages
shown in Table 7-7.

Table 7-7 Example Message String Translations

String Translation

ORA- 00056 An attempt was made to acquire a DDL lock that is already locked.

ORA- 00057 The number of temporary tables equals or exceeds the number of temporary
table locks.

ORA- 00058 DB_BLOCK_SIZE initialization parameter is wrong for the database being
mounted.

ORA- 00059 The value of the DB_FILES initialization parameter was exceeded.

ORA- 00060 User flows deadlocked one another while waiting for resources.

ORA- 00061 The shared instance being started is using DML locks, and the running
instances are not, or vice-versa.

ORA- 00062 The instance was started with DML_LOCKS = 0, and the statement being
executed needs a full-table lock (S, X, or SSX).

ORA- 00063 The number of log files specified exceeded the maximum number of log files

supported in this release.
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To define a message translation, do the following:

1. After selecting the appropriate application or suite, click the Content messages
tab, and then the Message specifications tab. The currently defined message
translations are displayed. Click Add new specification to define a new
translation, or click an existing one to modify it. The dialog shown in Figure 7-27
appears.

Figure 7-27 Add Message Specification Dialog

‘Add message specification 2 @‘
Details |
Ebl Specify the source value, and its
B translation and the message type.
Application name: |Bookings
Source value: ¥ [ora-00056
Translation: |nr‘| attempt was made to acquire a
Massage type: |Errn::|r |
Save Cancel

2. Specify the required source value and, optionally, a translation. When ready, click
Save.

3. Use the Message type menu to specify whether the message should be reported
as an error (default) or a notification. When ready, click Save.

In the example above, this would be reported as:

error code ORA-00056: An attenpt was made to acquire a DDL lock that is already
| ocked.

Note that when working with a large number of translations, you can use the Search

field to quickly locate a required translation. The search facility uses partial matching.
The use of wildcards is not supported, and all characters are treated as literals. When
ready, click Go.

Importing Lists of Translations

Instead of separately defining each translation, you can import a file containing a list of
translations. Do the following:

1. Click Upload list. The dialog shown in Figure 7-28 appears.
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Figure 7-28 Upload Message Specifications Dialog

Upload message specifications 7 @1
Details
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retrieved source values.
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Application name: |E-:--:-Ifi|‘|-:|~5

File encoding: |Ur'|i|:c|de (UTF-8) |
File name: [appmesslist.txt Browse... |
Message type: |Errc|r |

Merge Cancel

2. Use the Browse button to locate and specify the name of the translation file. Note
that in the case of duplicate message definitions, the latest definition is used.
Optionally, use the File encoding menu to specify the file's character encoding.
For more information on international character set support, see Working with
National Language Support. If an unsupported encoding is encountered, or the
transcoding fails, an error is reported. The file may only contain one translation per
line, with source values and translations tab separated.

3. Use the Message type menu to specify whether the messages defined in the file
should be reported as errors (default) or notifications. When ready, click Merge.

7.3.13.2 Appending Content Messages to Errors

It can be extremely useful for content messages to be reported alongside non-content
related errors (that is, web site, network, or server errors). This enables you to provide
additional information about the context of the error in order to facilitate
troubleshooting. However, this is not default reporting behavior.

As explained in Page Delivery Dimension, if a page experienced several types of
errors (for example, both a server error and a network error), the page error is not
reported multiple times. Instead, it is reported based on the following prioritization: web
site, server, network, and content.

To specify that non-content related errors should be reported with additional
explanations, do the following:

1. Select Configuration, then Applications, and select the required application. The
Application overview (similar to the one shown in Figure 7-5) appears. Click the
Content messages tab, and then the Advanced tab. The screen shown in
Figure 7-29 appears.
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Figure 7-29 Content Message Advanced Tab

f " b
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2. Check the Append content messages check box to specify that if a defined
content message is found on the page, this should be appended to the error when
reported. By default, content messages are not appended. Note that if multiple
content messages are found within the same page, the first message found on the
page is used for reporting purposes.

An example of enhanced page delivery details is shown in Figure 7-30.

Figure 7-30 Example Additional Page Delivery Details

Legend [Page delivery /Detail)
http-not-found (404

http-not-found (4041 = error string: pages temporarily not available
internal-server-error (5001 = error string: database connection could not be made
internal-zerver-arrar (5001 = error string: Errorin Web server code

7.3.14 Defining User Identification

ORACLE

Within RUEI, newly created applications are automatically configured to have user
identification based on the HTTP Authorization field and the Common Name (CN)
portion of the SSL client certificate (when available). This is shown in Figure 7-31.

Figure 7-31 Application User Identification Scheme

i k1 i \ i
Identification Pages Content messages [ Users ] Framework exception Advanced
Users
Specify the user identification scheme that should be used for the application. Note that, if specified,
the HTTF Authorization fisld has priority over other configured values, and the 55L certificate is the
fallback scheme. When the configured user ID does not match that found in the menitored traffic, the
user ID is reported 85 anonymous,
Source Source type
« Add new source »
s ss5l_c_cn S5L Client certificate name ‘.3
5 LSErname HTTP based Authentication b

However, you can also configure the application's user identification scheme in terms
of URLs, cookies, request or response headers, XPath expressions, custom tag or
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responses, or OAM user tracking (see Monitoring OAM 10g-Based Traffic). Note that
the HTTP Authorization field has priority over other configured values, and that the
SSL certificate is the fallback scheme. When the configured user ID does not match
that found in the monitored traffic, the user ID is reported as "(no value)". For more
information on the reporting of items with no value in RUEI, see Summary of Data
Items.

Configuring an Application's User Identification Scheme

To configure an application's user identification scheme, do the following:

1. Select the required application, and click the Users section.

2. Click Add new source. The dialog shown in Figure 7-32 appears.

Figure 7-32 Add New User ID Source Dialog

(Add user ID source @«
[ Details ‘Ir Advanced |
Specify the source type and value
? for user IDs within this application.
Source type: |URL argument =l
Source value: ¥ [frmuser
Save Cancel

3. Use the Source type and Source value fields to specify the user identification
mechanism. This can be specified in terms of a literal search string or an XPath
expression. Be aware of the following:

* Inthe case of a literal search string, you can specify whether the request or
response header should be searched.

* Inthe case of an XPath expression, you can specify whether the request or
response should be searched. More information about using XPath queries is
available in Working with XPath Queries.

» Inthe case of a cookie, you need to specify the name of the cookie. Note that
if hashing is specified for the selected cookie, or as the default cookie masking
action, the cookie's uniqueness is preserved, but not its original value. This is
fully explained in Masking User Information.

* Inthe case of a URL argument, the name of the argument must be specified.

* Inthe case of OAM-based traffic, see Monitoring OAM 10g-Based Traffic for
more information.

» Inthe case of a custom pattern, you must specify a start string and (optionally)
an end string to delimit the searched content. Note that the use of wildcard
characters is not supported, and all specified characters are treated as literals.
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In addition, besides any specified end string, the search will never extend
beyond a new line.

* Inthe case of a custom tag, you must specify the name in the name=value
pair from which the user ID will be retrieved.

* As explained earlier, if the HTTP-based authentication is specified, this takes
priority over any other defined identification scheme. In addition, if the SSL
client certificate is specified, this is the fallback scheme.

4. Click the Advanced tab. Use the Lowercasing menu to specify whether user
names should be converted to lowercase and, if so, before or after applying the
matching rules you can define after creation of the user identification definition.

When ready, click Save. Note that once your user identification scheme has been
defined, you can use the ruling facility to refine their implementation. This is
described in Using the Ruling Facility.

# Note:

You can check the effect your user identification definition has by viewing the
XLS User Information report in the Clients category. For more information on
reports, see Working With Reports.

Example 7-15 National Language Support

See Working with National Language Support for a detailed discussion of the
implications for identification when working with international character sets.

7.3.15 Defining Localization Sources

Newly created applications and services by default do not have localization sources
configured. However, you can configure the application's localization (territory and
language) sources in terms of URLS, cookies, request or response headers, XPath
expressions, or custom tag or responses.

Configuring an Application's Localization Sources
To configure an application's localization sources, do the following:

1. Select the required application, and click the Advanced section.
2. Click the Localization section.

3. Select either the Application Territory or the Application Language section.
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Figure 7-33 Localization Configuration

Application overview
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4. Click Add new source.

5. Use the Source type and Source value fields to specify the localization
identification mechanism. Be aware of the following:

e Inthe case of a literal search string, you can specify whether the request or
response header should be searched.

e Inthe case of an XPath expression, you can specify whether the request or
response should be searched. More information about using XPath queries is
available in Working with XPath Queries.

e Inthe case of a cookie, you need to specify the name of the cookie. Note that
if hashing is specified for the selected cookie, or as the default cookie masking
action, the cookie's uniqueness is preserved, but not its original value. This is
fully explained in Masking User Information.

e Inthe case of a URL argument, the name of the argument must be specified.

e Inthe case of a custom pattern, you must specify a start string and (optionally)
an end string to delimit the searched content. Note that the use of wildcard
characters is not supported, and all specified characters are treated as literals.

e Unless you specify an end of line string, the search will not extend beyond a
new line.

e Inthe case of a custom tag, you must specify the name in the name=value
pair from which the user ID will be retrieved.

6. Click the Advanced tab. Use the Lowercasing menu to specify whether values
should be converted to lowercase and, if so, before or after applying the matching
rules you can define after creation of the localization sources. When ready, click
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Save. Note that once your localization source has been defined, you can use the
ruling facility to refine their implementation. This is described in Using the Ruling
Facility.

7.3.16 Viewing the Application Page Structure

ORACLE

The structure of the pages detected for an application are shown in the application
overview on the left-hand side of the window. An example is shown in Figure 7-34.

Figure 7-34 Example Application Page Structure
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Potentially, an application could have a very large number of pages associated with it.
Indeed, far too many to be easily readable in the structure shown in Figure 7-34. For
this reason, the structure view is restricted to those pages that have some Point of
Interest (POI) associated with them. This could include the fact that the page is
featured in a report, is defined as a key page, is manually named, or is part of a
monitored KPI. The View menu shown in Figure 7-35 allows you to control which type
of pages are displayed in the structure overview.

Figure 7-35 View Menu

| Al =l

Feport pages
Monitored pages
Checked pages
Manually named pages
Key pages

7-40



Chapter 7
Defining Applications

The options shown in Table 7-8 are available.

Table 7-8 View Menu Options

Options Description

All List all application pages.

Report pages List only pages that have been specified as report filters (see Using Report
Filters).

Checked List only pages for which content checks have been defined (see Specifying

pages Page Content Checks).

Manually List only pages that have been manually defined (see Manually Identifying

named pages Pages").

Key pages List only pages that have defined as key pages (see Tracking Page Usage).

7.3.17 Locating Page Details

By drilling down through the application page categories, you can locate specific
pages. However, if you are working with an application with a large number of pages, it
may be more convenient for you to use the page search facility. Do the following:

ORACLE

1.

Select the application you want to search. Select the Pages section, and click the
Identified pages tab.

Specify the search profile you want to use to locate the required page(s). Note that
the search is restricted to the current application, and page names have the
structure application » group » name. The search facility will try to match any
search pattern you specify either as a full match or as a substring. Hence, the
search pattern "home" would match occurrences of this string or any substring in
the application, group, or page names. When ready, click Go. An example results
listing is shown in Figure 7-36.

Figure 7-36 Page Search and Results

B, Search: Overview Go
Page Group Page Last identified~—
™ overview 1 Add item 06:20
[ overview 2 Remaove item 06:20
[ overview 3 Checkout 06:20
[ Overview 4 Browse 05:55

[ & | 4item(s). | T purge all identified pages

The search results are shown in the lower part of the dialog. Click a matched page
to open it. Use the Backward and Forward buttons to scroll between multiple
pages of results. In addition, you can use the View menu (described in Viewing
the Application Page Structure) to limit the displayed list to a certain criteria, such
as pages used in reports.
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# Note:

The scope of the search includes both pages that have already been
detected, and undetected pages that appear in reports and user flows.

4. If you want to remove all identified pages, select Purge all identified pages at the
bottom of the window. This will reset the identified pages counter and the result list
will be cleared.

7.3.18 Tracking Page Usage

Information about each page detected for an application is available through the page
Analysis window. An example is shown in Figure 7-37.

Figure 7-37 Page Analysis Window

© Oracle » Newsletter.index

Key page: a
Content check: no
|4, Last identified: 08:06 (10 Mar 2010}
Reporting: no
Monitoring: no

\ 1 1
Identification [Ccntentcheck] Reporting Monitoring

Page content checking

Here you can spec

found for the page

@ « Add new check »

ntent ssarch strings that are required

to be reported 35 successful. Otherw

The following tabs are available within this window:

« Identification: specifies the page identification scheme (manual or automatic),
and the conditions used to identify it.

e Content check: specifies if content search strings have been defined for the page.
This is described in Specifying Page Content Checks.

* Reporting: lists the reports in which this page appears. Reports are described in
Working With Reports.

*  Monitoring: list the KPIs in which this page appears. See for more information
about the procedure for defining KPls.

7.3.18.1 Defining Key pages

ORACLE

Use the Key page check box in Figure 7-37 to define a page as a key page.

Key pages are monitored web pages that receive special attention. Typically, these
are pages in which you have particular interest. For example, your organization's
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home page, or a series of pages in a user flow (such as placing an order). For these
pages, additional information is recorded. This includes client information (such as the
ISP, the country of origin, and so on), and the client browser information (such as
operating system, browser version, and so on).

7.3.19 Specifying Page Content Checks

ORACLE

Sometimes you want to monitor a specific page for the occurrence of a specific text
string. For example, your web application has an Order page, and at the end of a
successful sale, the text string "Thank you for shopping with us" should appear on the
page. You can define a page content check that looks for this string on the required
page. Note that if the specified text string is not found on the page, the page view is
reported as failed.

Reporting Page Content Checks

Note that all specified strings for a page must be found within a page view for it to be
reported as successful. Otherwise, it is reported as a failed page view. In addition, be
aware that content messages (described in Trapping Application Content Messages)
are matched before page content checks. Therefore, a page view could be reported as
a notification (that is, successful), even though the page content checks would indicate
that it should be reported as a failed page.

Defining Page Content Checks
To define a page content check, do the following:

1. Select Configuration, then Applications, then Applications, and then select the
required application page. The Page analysis window (shown in Figure 7-37)
appears.

2. Click the Content check tab, and click Add check. The dialog shown in
Figure 7-38 appears.

Figure 7-38 Add Page Content Check

Add page content check 2=

[ Details ] Namespaces |

E Select whether a literal search string or an ¥Path
expression should be used, and whether the response
or request content should be searched.

Add condition on: Find XPath in response content [=]
XPath search: ¥ Server response

Find XPath in response content
XPath value: Find ¥Path in JSON response content

Find in response content
Client request
Find ¥Path in request content
Find ®¥Path in JSON request content
Find in request content

Save Cancel

3. Specify whether the search should use a literal search string or an XPath
expression, and whether the server response or client request should be
searched. In the case of an XPath expression, you can also specify an exact value
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to search for in either the client and server response content. More information
about using XPath queries is available in Working with XPath Queries. When
ready, click Save.

7.3.20 Manually Identifying Pages

In addition to identifying pages through applications, you can also define pages
manually. Note that manually identified pages take precedence over pages identified
automatically through applications. This facility is very useful in the case of sub pages

that cannot be identified automatically, and to which you want to assign a different

name. Manually identified pages are created by selecting an existing page to be the
basis for the new page.

To manually identify pages, you can either define the new page from scratch, or use
an existing page (automatically detected or manually defined) as the basis for the new

page.

To define a page, do the following:

1. To define the page from scratch, select the required application, and click the New
page button. To use an existing page as a basis for the new page, select the
required application page, and click the New page (based on current) button. In
either case, the dialog shown in Figure 7-39 appears.

Figure 7-39 Manual Page Naming Wizard

Manual page identification wizard =
Manual page identification
This wizard will gui ocess of identifying and naming a
tify sub pages that cannot be
fferent name than the
that manual page naming takes
ce over the automatic page-naming scheme,
Add condition on |Find in request content x|
Content search string [solutions
Add condition
Condition Value
ﬂ; -y Find naming-scheme ID  Moniforce|User experience
- = maonitoring solutions
L 2
) Ir
Back MNext = Cancel

ORACLE
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# Note:

If the required page is not visible in the application overview for you to
select, locate it using the Search button (described in Locating Page
Details).

Use this dialog to specify the conditions that must be met for the page to receive
the assigned name. These conditions can be defined in terms of the page's partial
or exact URL, content, domain, or arguments. An XPath expression can also be
specified. Click Add condition for each required condition.

Note that when specifying an exact URL (for example, htt p: // www. or acl e. cont
contact. ht i ) the domain and remaining URL structure are automatically assigned
to the page conditions. For example, within the "Find in domain" option

(oracl e. com) and the "Find exact URL" option (/ contact. htni ).

As you specify additional conditions, these are shown in the dialog. All specified
conditions must be met for a match to be made. Note that conditions shown in
blue can be removed by clicking them, while conditions shown in black cannot be
removed. You must specify at least one condition for page identification. When
ready, click Next. The dialog shown in Figure 7-40 appears.

Figure 7-40 Save as Dialog

Manual page identification wizard @)=
Save as...
Specify 8 page group, and name to be assigned when identifisd, Click
Finish to complete your definition.
@ Application Ferry booking
Page group *[Routes
* -
Page name |passenger info
4
g
Y77 &
« Back Finish Cancel

Use this dialog to specify a group and name for the page. When ready, click
Finish.

The new page's details are shown in a window similar to the one shown in
Figure 7-34. You can use this window to track the page's detection, and modify its
definition.
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7.3.21 Controlling Reporting Within the Problem Analysis Group

ORACLE

The URL diagnostics group (described in URL Diagnostics for Problem Analysis)
allows you to view the functional URLSs reported for hits within applications. These can
be customized on application level to meet your specific requirements.

The use of URL diagnostics can provide valuable insight into application issues. For
example, if a certain application is experiencing unusually large load times, you can
quickly identify the specific problem object or the server responsible. Moreover, when
coupled with the Session Diagnostics feature (see Introduction to Session
Diagnostics), this functionality provides extremely powerful root-cause analysis of
application issues.

To specify the URL diagnostics reporting scheme that should be used for a selected
application, do the following:

1. Select Configuration, then Applications, and select the required application. The
Application overview (similar to the one shown in Figure 7-5) appears. Click the
Advanced section, and click the URL diagnostics tab. The currently defined URL
patterns used to specify the scope of the monitored URLs are displayed. Click
Add new URL pattern to define a new pattern matching scheme, or click an
existing one to modify it. A dialog similar to the one shown in Figure 7-41 appears.

Figure 7-41 Edit URL Diagnostics Dialog

Add new URL diagnostics pattern @E
Details
j Specify the URL pattern that should be reparted in the URL diagnostics group.

Application name: |Crders

URL match type: [Specific URLs x|
URL match pattern: * |“_.-"m'_wshop_.-"catalog_.-"“
Scheme type Yalue Part

« Add URL argument/component =

© URL parameter frmaction ™

© URL parameter frinHeader ‘.?

© WURL component * myshopfcatalogf™® 2 ‘.?
(1] Notice Sesgion parameters should never be specified. In addition, forced objects are

igrored.

Save Cancel

2. Use the URL match type menu to specify whether the schemes you are about to

define should be applied to all application URLSs, or only to specific URLSs. In the
case of the later, you need to specify the URL structures that should be reported
for the application within the URL diagnostics group. These should be defined as
URL patterns that, when matched to detected URLSs, will be reported. While the
use of a wildcard characters (*) is supported, all other specified characters are
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interpreted as literals. Note that if no URL structures are defined, the application's
associated hits are not reported within the URL diagnostics group.

You can also specify the parts (or components) of the detected URL structures
that should be reported. Alternatively, you can the restrict the reported URL to
specific arguments. In either case, click Add URL argument/component. A
dialog similar to the one shown in Figure 7-42 appears.

Figure 7-42 Add URL Argument/Component

(Add URL argument,/component @EI
Details
Specify the UREL argument or component to be reported
within the URL diagnostics group.

Scheme type: | URL component =]

LRL component: * |“_.-"m'_«5h<:up_.-"u: atalog/™

Part: +c|Llse wildcard number 2 ﬂ
Save Cancel

Use the Scheme type menu to specify if a matched URL should be limited to a
specific parameter or component when reported. In the case of a parameter, you
must specify the parameter name to be reported. In the case of a component, you
must specify the component of the matched URL to be isolated, and use the Part
menu to specify the part of it that should be reported. The number of options
available is equivalent to the number of wildcards (*) specified in the URL
component field.

For example, consider the component definition shown in Figure 7-43.

Figure 7-43 Example URL Diagnostics Component Definition

Scheme type: |URL component =l
URL component: * |“_.-"m'_«shcup_.-"u:ataIog_.-"“
Part: +cIl_.lse wildcard number 1 LI

In this case, only the part after */ MyShop/ cat al og/ would be reported. Note that part
parameters are matched to the wildcards specified in the Value definition. For
example, the specified value */ sessi on=*/ * contains three wildcards, and so the
matched URL is regarded as having three logical parts. Note that a maximum of
nine wildcards can be specified within an URL diagnostics definition.

When ready, click Save. You are returned to the dialog shown in Figure 7-41.
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6. Review the parameter and component definitions for the application. When ready,
click Save. Any matched URL patterns are reported within the URL diagnostics
group after 5 minutes.

Example 7-16 Excluded URL Information

Note that forced objects (described in Controlling the Reporting of Objects as Pages)
are automatically stripped from reported URLSs. In addition, it is recommended that you
configure your application definitions to exclude the reporting of session parameters
and static-based objects (such as images). This is in order to prevent diagnostics
information becoming too long and its possible truncation.

7.3.22 Controlling JavaScript Replay Execution

ORACLE

Application pages viewed through the Session Diagnostics replay facility can contain
inline JavaScript code. Typically, this code is used to perform checks. For example, by
connection to a specified server to determine if a session has expired. These checks,
as well as other JavaScript functionality, can present problems when viewing their
associated pages through the Replay facility.

For this reason, the application configuration facility allows you to specify how
execution of inline JavaScript code should be handled within the Replay viewer
(described in Introduction to Session Diagnostics). JavaScript execution can be
completely disabled, or you can specify that specific functions or files should be
replaced during page replay.

Defining Execution Rules

To define the JavaScript execution rules that should be used when replaying an
application's pages, do the following:

1. Select Configuration, then Applications, then Applications, and then select the
required application. The Application overview (similar to the one shown in
Figure 7-5) appears. Click the Advanced section, and then the JavaScript replay
tab. The currently defined execution rules are displayed. A dialog similar to one
shown in Figure 7-44 appears.

Figure 7-44 JavaScript Replay Rules

7 v 7 3
Cliant IP Enterprise Manager URL diagnostics [ JavaScript replay ] Sassion tracking

Specify the rules used to govern 1.
£o i

within the Session Disgnostics faci t can be disabled, or specific functions or files can be replaced.

Disable all JavaScript execution ]

Type Source name Replacement
« Add new rule »
Feplace file prototype s substitute.js ‘.?
Replace function validatecookie validatecookie(){ return true; + ‘.?
Replace function fillform fillform(i{ F '.?

2. Use the Disable all JavaScript execution check box to specify whether all
JavaScript code within the selected application's pages should be disabled when
replayed within the Replay facility. Note that if checked, any existing execution
rules are ignored, and it is not possible to define new ones. By default, it is
checked.

3. Click Add new rule to define a new execution rule, or click an existing one to
modify it. Note that this facility is only available if the Disable All JavaScript
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execution check box is unchecked. A dialog similar to the one shown in
Figure 7-45 appears.

Figure 7-45 Add New Rule Dialog

e

Add new rule 2
Details
[ Specify the rule to be used when executing
JavaScript within the session replay facility.
Rule type: |Replace file =l
Source name: ¥ |check.js

Replacement name: |C:"-.rep-|:heck.js Erowse. . |

Save Cancel

4. Use the Rule type menu to specify the type of execution rule you want to define.
You can select the following options:

Replace function: specifies that a named JavaScript function should be
removed and, optionally, substituted for a return code at execution. For
example, a function that checks whether a cookie is still valid could be
replaced during replay with the returned value "OK".

The definition for the specified function must appear in the page's inline code.
It is not possible to replace external functions. Note that the JavaScript code is
only replaced in the rendered browser page, and not in the replayed page's
contents (as reported within the HTTP content facility).

Be aware that if the function definition contains any comment between the
functi on syntax and the function name, replacement will fail. For example, the
following construction would fail:

function
/* sone comment */
myfunction ( url ) {

If your application pages include references to external functions, you can
replace them by uploading files containing the modified function definitions.
This is described below.

Replace file: specifies that a named file containing JavaScript code should be
replaced with an alternative file. For example, a file containing validation
routines might be replaced with a simplified version for replay purposes. If this
option is selected, the Source name field must specify the name and
extension of the file to be replaced. These must be the same as those
specified within the associated scri pt element. For example, consider the
following file reference:

<script type="text/javascript" src="public/scripts/checks.js"></script>
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Here, the file name checks. j s must be specified.

Use the Replacement file field to specify the substitute file. This must have
the file extension .j s, and the MIME type "text". The file is uploaded to
the / opt/ruei/ gui/ upl oad/ directory on the Reporter system.

When ready, click Save. Any changes you make to the defined application
replay rules are applied immediately.

Example 7-17 Uploading Replacement Files

The replacement .j s file is uploaded to the / opt/ruei/ gui / upl oad directory on the
Reporter system. Note that, if necessary, you can modify the contents of the
replacement file by selecting the appropriate rule, and either uploading a modified
version of the original file, or specifying a completely new file. In either case, the
contents of the original file are overwritten with the newly uploaded file. When a rule is
deleted, any file uploaded for it is automatically also deleted.

Be aware that, if an application contains multiple rules referring to the same file, only
one version of the file is held on the Reporter file system, and this is always the latest
version to be uploaded. The file is only removed from the file system when all rules
that use it have also be been deleted.

Quite often the same JavaScript files are used across multiple applications. Be aware
that each replacement file specified for an application represents a unique file. This is
true even if the same file name is specified across multiple applications. For example,
imagine that three applications, A, B, and C, all have the replacement file nychecks. j s
specified for them. In this case, three versions of the nychecks. j s file are maintained by
RUEI. Any changes made to one particular file only apply to its associated application,
and not to any other applications.

7.3.23 Defining Action-Naming Schemes

ORACLE

In the case of applications that make use of Rich frameworks (such as Ajax), you can
specify an action-naming scheme. This is particularly useful when you want insight into
the interactive user actions performed on specific pages. For example, consider the
situation in which users are viewing your online catalog pages, and you want to know
when they click the "Add to basket" action.

Information about actions is available through the Actions view for the All pages and
Problem Analysis (such as Failed pages) groups. It is also viewable within the Session
Diagnostics feature. An example is shown in Figure 7-46.
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To define an action-naming scheme, do the following:

1. Select Configuration, then Applications, then Applications, and then click the
appropriate application. The application overview (similar to the one shown in

Figure 7-5) appears.

2. Click the Pages tab, and then the Action-naming scheme setting.

3. The same action-naming schemes are available as for page naming (except

Manual), and are explained in Naming Pages.

4. Optionally, you can click the Advanced tab to specify whether action names
should be converted to lowercase. By default, the original casing is preserved.

When ready, click Save.

5. After selecting the required action-naming scheme, you can use the Ruling facility
to refine its operation. This is explained in Using the Ruling Facility.

7.3.24 Using Enriched Data Exchange

The Enriched data exchange facility enables you to combine the data gathered by
RUEI with other data sources. See Enriched Data Export Facility for more information

on using this feature.
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Enriched data exchange can be enabled or disabled for individual applications by:

1. Select Configuration, then Applications, and select the application you want to
modify.

2. Select the Advanced tab, and then the Enriched data exchange subtab.

3. Choose whether to enable or disable Enriched data exchange and KPI data
exchange.

7.3.25 Checking Audit Data

The Audit data is kept for recording modifications made to every application. The audit
data shows the User name, IP address and time of the modification event. An example
is shown in Figure 7-47

Figure 7-47 Audit Data Sample

ldentification  Pages  Contentmessages  Users | Frameworkexception  Advanced

Advanced configuration

Specify the source of the client IP address, Oracle Enterprise Manager integration, the URL disgnostics reporting scheme, and how inline JavaScriot code should be handled within the Session Diagnostics facility.

ferprise Manager  URL diagnostics  JavaScriptreplay  Replaymasking  Sessiontracking  Localization  Enriched data exchange  Audit

List modifications for this application

Time: User name IP address Event
[ 12-SEP-2017 03:24:41 admin 102452912 Application has been added
[ 12-SEP-2017 03:24:41 admin 10.245.29.12 Naming scheme has been updated

The audit data can be checked by:

1. Select Configuration, then Applications, and select the application you want to
check.

2. Select the Advanced tab, and then the Audit sub tab.

7.4 Defining Single Sign-On (SSO) Profiles

ORACLE

Single sign-on (SSO) is a method of access control that enables a user to log in once
and gain access to the resources of multiple software systems without being prompted
to log in again. Because different applications and resources support different
authentication mechanisms, SSO has to internally translate and store different
credentials compared to what is used for initial authentication. SSO offers the following
benefits:

* Reduces password fatigue from different user name and password combinations.
* Reduces time spent re-entering passwords for the same identity.
* Reduces IT costs by lowering the number of IT help desk password-related calls.

SSO uses centralized authentication servers that all other applications and systems
utilize for authentication purposes, and combines this with techniques to ensure that
users are not actively required to enter their credentials more than once.

In order to facilitate the correct monitoring of SSO-enabled applications, you need to
configure the authentication server(s) used within your environment. This is done
through the creation of an SSO profile.
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7.4.1 Understanding How SSO-Enabled Traffic is Monitored

SSO servers manage user profiles and provide a login page to authenticated users.
Applications then interact with SSO servers to validate temporary tokens. Figure 7-48
illustrates how application authentication works when enabled by an SSO server.

ORACLE

Figure 7-48 Authentication Flow Within SSO-Enabled Application Traffic
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The authentication flow shown in Figure 7-48 takes the following sequence:

1.

The user attempts to access a protected URL. The application server checks for
the existence of an authentication cookie for the requested application. If found, it
means that the user is already logged on, and no further authentication is required.

The user is re-directed by the application server to the SSO server. The
application server also provides an application URL to the SSO server so that it
knows where to go after user logon. Note the SSO server also checks whether the
user is already authenticated (by another application) by validating any existing
authentication cookie.

In the event the user is not recognized based on an existing authentication cookie,
the SSO server requests credentials from the user via the login page, and these
are specified by the user in a user name and password combination.

The user's credentials are verified against their entry in the SSO server database.
Once validated, the authentication is preserved by an SSO cookie. The name of
this cookie must be specified when creating a SSO profile.
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5. The SSO server fetches the user's attributes. The attributes that are actually
fetched are implementation-specific, and are not relevant to RUEL.

6. The SSO server passes the fetched attributes to the partner application server,
using the URL provided to it in step 2. Note that a token argument is added to this
URL. The name of this token argument must be specified when creating SSO
profiles. The application server will probably also issue its own cookie to the user.
This is configured as part of the application or suite definition.

Finally, note the network lines over which steps 1, 2, and 5 pass must be within the
scope of RUEI monitored traffic.

Example 7-18 SSO Profiles and Applications

It is important to understand that SSO profiles and applications, although closely
related, are reported as separate entities within RUEL. For this reason, SSO profile and
application definitions should be mutually exclusive. That is, each should be based on
separate domains and cookies. Otherwise, the monitored traffic is reported as
application-related traffic, and the potential benefits to enhanced reporting are not
realized.

7.4.2 Creating SSO Profiles

To define a SSO profile, do the following:

1. Select Configuration, the Applications, then Single Signh-On, and Click New
SSO profile. The dialog shown in Figure 7-49 appears.

Figure 7-49 New Single Sigh-On Dialog

(New Single Sign-On Profile 3 [=
Single Sign-0On (SS0) profile

Specify the Single Sign-0n (S50) profile name and filter criteria. Click Next

Ry .
Lo conunus,

S50 profile name: ¥ [corpsso

Find domain: |Iogin.0racle.c0m

Find port: |g4
Find URL: |

Filter preview:

‘1_( i
"‘? = http(si:// login.oracle.com : 84 / *

Mext = Cancel

m
o
i
"

2. Specify a name for the SSO profile. This must be unique across suites, services,
applications, and SSO profiles. Note that SSO profiles cannot be renamed later.
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Use the remaining fields to specify the scope of the SSO profile. This is defined in
terms of partial page URLs. Note that as you enter this information, you can see
the effect of your definition through the Filter preview column.

# Note:

It is advised that filter definitions be mutually exclusive across SSO profiles,
applications, suites, and services. Otherwise, this can lead to unpredictable
results. See Controlling Rule Ordering Within RUEI for information about
how you can influence the order in which matching rules are applied.

The highest level filter is the domain. You can specify a partial URL instead of, or
to refine, a domain.

It is not possible to specify a profile name and leave all other fields blank. That is,
a blank filter. Note that a wildcard character (*) cannot be specified within the Find
Port field, and network traffic arriving on a non-standard port (that is, other than
ports 80/443), is not associated with the SSO profile unless the port number is
explicitly stated. Only one port number can be specified. If you want to specify
additional ports, these should be specified as additional filters after the new SSO
profile has been created.

Be aware that while the use of a wildcard character is supported, all other
specified characters are interpreted as literals. Note it is not possible to specify the
wildcard character and no other information for domain and URL combinations.
See Controlling Rule Ordering Within RUEI for information about how you can
control the order in which filters are applied.

When ready, click Next. The dialog shown in Figure 7-50 appears.
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Figure 7-50 Single Sign-On Server Information Dialog
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Use this dialog to specify information about the SSO authentication server you are
using. You need to specify the session cookie name, the URL argument which
contains the authentication token, and how users are identified in the monitored

traffic. Normally, this is defined in terms

of a URL argument and value. However, it

can also be specified in terms of cookies, request or response headers, or XPath

expressions.

When ready, click Finish. An overview of the SSO profile definition you have
specified is displayed. An example is shown in Figure 7-51.
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Figure 7-51 SSO Profile Overview

Single Sign-0On (550) overview
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Name: Orasso
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login.oracle.com: 84 =

« Add new filter =

This overview provides a summary of the defined SSO profile and allows you, if
necessary, to modify its definition. This is explained in the following section.

You can check the effect your user identification definition has by viewing the XLS
User Information report in the Clients category. For more information on reports, see
Working With Reports.

7.4.3 Modifying SSO Profiles

After defining an SSO profile, you can modify it via its overview. The following tabs are
available:

Identification: specifies the scope of the SSO server in terms of one or more
partial page URL matches. Pages are assigned to the SSO server when a defined
filter matches a page's URL. To add a new filter, click Add new filter. Click an
existing filter to modify it. A dialog similar to the one shown in Figure 7-52 appears.
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Figure 7-52 Edit SSO Profile Filter Dialog

(Add filter to SSO profile @)«
Details
? Specify the 550 profile filter criteria to be added.
S50 profile name: |':'I'I'L"55':'
Find domain: |I-::ugin.cnrau:|e.|:-::|m
Find port: Ix

Find URL: |

Filter preview:

http(s):// login.oracle.com @ * [/ *

w Motice Current rule ardgering: Manua!

Save Cancel

The note at the bottom of the dialog indicates the current rule ordering scheme.
This is explained in Controlling Rule Ordering Within RUEI.

* Configuration: specifies the authentication token and cookie used.

* Users: specifies how user IDs are identified within the application. When not
defined, the SSL client certificate is used (when available).

7.4.4 Verifying Your SSO Configurations

When verifying the correct operation and reporting of your SSO-enabled applications,
the important aspect to inspect is the correct identification of users. It is recommended
that you regularly review the reporting of within the Data Browser (All sessions > User
Id > Sessions and page views). For example, an unexpectedly high level of
unidentified users.

Also, you should verify that URLs within SSO-enabled applications are not reported
within application-related data. This can indicate that there is a problem.

7.5 Verifying Your Application and Session Tracking
Definitions

ORACLE

It is strongly recommended that you regularly review the tracking of monitored traffic
within your RUEI deployment to ensure that it is being correctly identified. To do so,
select Show statistics from the Configuration menu. The dialog shown in

Figure 7-53 appears.
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Figure 7-53 Configuration Statistics

[Configuration statistics @«
Details
E_ Period: 08:26-08:31
Hits
Defined page | - 99%
Undefined page | 0%
Spurious | 1%
Pages
Defined |  100%
Undefined | 0%
Page views
With session | . 99%
Without session | 1%
Reload Close

If the level of unidentified hits or pages appears to be unexpectedly high, you shown
review your page identification definitions. This is described in Naming Pages. If the
level of page views without session identification is unexpectedly high, you should
review your user identification definitions. This is described in Defining User
Identification.

7.6 Reporting Service Test Traffic

ORACLE

Oracle Enterprise Manager can be configured to monitor service tests to ensure that
the highest levels of availability and performance are maintained for your business-
critical services. Oracle Enterprise Manager service tests are executed from beacons,
and monitor services from the end-users' perspective, and their correlation to the
underlying IT infrastructure. Typically, beacons are set to perform user flows that are
representative of normal application usage, and then Oracle Enterprise Manager
breaks down the response time of that user flow into its component pieces for
analysis. The procedure for defining beacons and service tests is described in the
Oracle Enterprise Manager Cloud Control Administrator's Guide.

The Service tests facility within RUEI complements Oracle Enterprise Manager service
tests by allowing you to validate the results of this synthetic traffic against comparable
real-user traffic. For instance, if a service test reports an issue with a specific aspect of
an application, you can use this facility to determine whether this problem is also seen
with real-user traffic during the same period. In this way, erroneous incidents can be
quickly identified and ignored, while the impact of reported issues on real customers
can be readily assessed.
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7.6.1 Configuring Service Test Monitoring Within RUEI

ORACLE

Within RUEI, specific applications and suites can be monitored for service test traffic
and, when detected, reported via the Service tests group. In addition, diagnostics
information about monitored service tests is also available via the Service tests
diagnostics feature. To configure an application or suite to detect service test traffic, do
the following:

1. Select Configuration, and then either Applications or Suites. Click the required
application or suite to view its overview. An example is shown in Figure 7-1.

2. Click the Advanced tab, then the Enterprise Manager tab, and use the Report
service test traffic check box (shown in Figure 7-54) to specify whether service
test traffic configured within Oracle Enterprise Manager for the selected application
should be reported within RUEI. By default, it is disabled.

Figure 7-54 Enterprise Manager Tab

] ] ] "\ \
Identification Pages Content messages Users Framework exception [ Advanced ]

Advanced configuration

Specify the source of the client IP address, Oracle Enterprise Manager integration, the URL
diagnostics reporting scheme, and how inline JavaScript code should be handled within the
Session Diagnostics facility.

] 1 ] "\
Client IP [ Enterprise Manager ] URL diagnostics JavaScript replay Session tracking

specify whether service test traffic configured for the application should be reported within RUEL.

Report service test traffic: &
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Setting Up Performance Monitoring

This chapter describes how to define the KPIs and SLAs used to monitor your
network's performance, and which you can review via dashboards and reports. The
management of the alerts used to notify staff members about incidents that impact
service levels, such as who should be notified and when, is also described. You must
have Full access level permission to define and modify KPIs and SLAs (as described
inUnderstanding User Account Roles and Permissions ).

8.1 Introduction to Performance Monitoring

A Service Level Agreement (SLA) is an agreement between a provider and a customer
that specifies the terms of the provider's responsibility to the customer, and the level of
service that the customer can expect. Typically, this agreement is expressed in terms
of a number of Key Performance Indicators (KPIs). These are a way of measuring and
benchmarking specific aspects of an organization's performance.

For example, an SLA for a given service might promise that it will be up and running
99.999 percent of the time. Because this is a commitment given to customers, the
organization could make this a KPI. As such, service availability would be monitored,
and whenever it fell below this level, the appropriate staff would be notified, and
corrective action taken.

It is important to understand that an organization may also set KPIs for its own
performance monitoring, independently of an SLA. Because KPIs provide insight into
an organization's performance, they may also be tracked as part of a management
dashboard.

8.2 Defining KPIs and SLAs

To create a KPI and, optionally, use it as the basis for alerts and service levels, do the
following:

1. Select Configuration, then Service level management, then select KPIs, and
click the New KPI button. The dialog shown in Figure 8-1 appears.
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Figure 8-1 Add Key Performance Indicator (KPI)
Add KPI 2 =]
Details
@) Add a Key Peformance Indicator (KP1).
— KPl name
Category: " Overall
Mame: * Error Level
— KPI definition
Specify the metric, and calculation, to transform all measurements within the time
period into a single KP! value.
Metric: Errors -
Entity: Page instance data -
Calculation: Percentage + [ Page Views
Unit: %
Calculation time period (min); 1 L]
Calculation interval (min): 1 (1]
Conditions Threshold Prerequisites Service Level Agreement Alerting Description
[#] Add = all
Name Operator Value
Save Cancel
2. Specify a Name and Category for the monitored KPI. If you specify a new
category name, this category is automatically created.
3. Use Metric, Entity, Calculation and Unit fields to define the KPI, noting the
following:
» Depending on what you choose as the metric, you may not be required to
specify values for the other fields.
e Calculations might require multiple inputs. For example, if you selected the
Page load time (sec) metric, you need to specify the user flow to which it
refers. If the required option is not in the displayed list, you can click the
Search icon to locate it.
*  See KPI Metrics for more information on metrics.
» After saving the KPI definition, you cannot edit these fields at a later time.
4. Specify the Calculation time period (min) for the KPI. This can be a value
between 1 and 15 minutes and can be edited later.
5. Specify the Calculation interval (min) for the KPI. This can be a value between 1
and 30 minutes and can be edited later.
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# Note:

The time period setting determines a time window for calculating a KPI
value. The interval setting determines how often a KPI should be
calculated. For example, if you choose average page load-time as the KPI
and set the calculation time period to 5 minutes and interval to 10 minutes,
the KPI is updated using an average load-time for the previous 5 minutes
but only calculates this every 10 minutes. The higher the interval setting is
configured, the better performance is gained for KPI calculation.

Enter a short description of the KPI into the field on the Description tab. The other
tabs are described in the following sections:

* Applying a Condition to a KPI allows you to add filters to the KPI.

*  Applying Threshold Values to a KPI allows you to define a minimum and
maximum range for the KPI, and how the target should be calculated.

* Applying a Prerequisite to a KPI allows you to add additional requirements for
the selected metric. Using this facility, you can build compound KPIs

* Applying a Service Level Agreement to a KPI allows you associate a KPI with
an SLA. If so, you can configure the level of your committed agreement (in
percentage terms) for specific time periods.

* Applying an Alert Schedule to a KPI allows you associate an alert with a KPI. If
S0, you need to define the length of time that the KPI is non compliant before
an alert is issued.

Click Save.

8.2.1 Applying a Condition to a KP!

The Conditions tab on the KPI screen allows you to filter the data for the KPI to
values that match conditions for either a metric or dimension level. If you require
metric filtering based on an aggregate function, for example the average load-time for
all pageviews being less than 5ms rather than an individual measurement of load-time
being less than 5ms, consider using the Prerequisites tab to create that prerequisite.

ORACLE

1.

Select the KPI you want to edit from Configuration > Service level management
> KPlIs. A screen similar to the one shown in Figure 8-1 appears.

Select the Conditions tab and click Add to insert a new condition. The Add
condition screen appears.

Select the Condition type, the choices are Dimension level or metric. For
information about the metrics and dimensions listed as options, see Summary of
Data Items.

Select the Dimension level or Metric depending on your choice in step 3. The
resulting fields are determined by this choice, allowing you to create a precise
condition.

Enter the details of the condition, for example, Database Process Time between
50 and 500 milliseconds.

For most dimension levels (except application name or client location), one or
more wildcard (*) characters can be specified. Note that filters on different
dimensions will be considered to be part of a logical 'AND' clause, while multiple
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filters on the same dimension are considered to be part of a logical 'OR' clause.
For example, if you create two client browser conditions, one for firefox’, and one
for ‘chrome’, the KPI applies to requests by both Firefox and Chrome browsers.

When you have created all the conditions you require, click Save.

8.2.2 Applying Threshold Values to a KPI

The Target tab on the KPI screen allows you to associate a range of values with a
KPI. For example, if the KPl measures the Error Level as a percentage, you can
create a target range of 0% to 5%.

ORACLE

1.

Select the KPI you want to edit from Configuration > Service level management
> KPIs. A screen similar to the one shown in Figure 8-1 appears.

Select the Threshold tab.

Select the Threshold type, the choices are Fixed values or Automatic. The screen
displays the preview value for preference, the preview value is calculated based
on the KPI definition and the conditions.

Figure 8-2 Edit KPI

Edit KPI 2«
Details
m Edit Key Performance Indicator (KPI).
— KPlname
Category: "loverall
Name: “|End to end time per hitims)
r— KPI definition
Specify the metric, and calculation, to transform all measurements within the time period into a single KPI value.
Metric: End To End Time v
Entity: Page instance data v
Calculation Average v | 7 [Hit v
Unit ms v
Calculation time period (min}): 1 v
Conditions =~ Threshold  Prerequisites | Service Level Agreement  Alerting = Description
Threshold type: *| Automatic v @
Minimum value: Small deviation (-20%) vy @
Maximum value: Small deviation (+20%) vy @
Threshold profile: Same day /4 weeks v (7]
KPI preview
(Currentvalue 112.85 ms
In automatic threshold calculations, RUE! always discards the 5% highest and lowest values within the time window of the selected profile, in
order to reduce the influence of big outliers.
Save Cancel

If you choose Fixed values in step 3 enter the Minimum and Maximum values for
the KPI.

If you choose Automatic in step 3, you can choose whether to use small, medium,
or large deviations for the auto-learnt target. For more information on the use of
this facility, see Automatic and Fixed Targets.

Click Save.
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8.2.3 Applying a Prerequisite to a KPI

The Prerequisites tab on the KPI screen allows you to filter the data for the KPI.
Whereas the Conditions tab allows you to filter using metrics and simple operators, a
prerequisite allows you to filter using the same calculation options as when defining a
KPI. In this way, you can build compound metric conditions. For example, the
monitored service should provide an end-to-end page time of between 3 and 5
seconds for 98% of requested pages, but this requirement should only apply when
page views per minute are between 5 and 10.

1.

Select the KPI you want to edit from Configuration > Service level management
> KPIs. A screen similar to the one shown in Figure 8-1 appears.

Select the Prerequisites tab and click Add to insert a new prerequisite. The Add
prerequisite screen appears.

Select the Metric that you want to use for the prerequisite. See KPI Metrics for
more information on metrics.

Use Metric, Entity, Calculation and Unit fields to define the prerequisite, noting
the following:

» Depending on what you choose as the metric, you may not be required to
specify values for the other fields.

* You do not enter a period or conditions for a prerequisite, these are
determined by the KPI.

The dialogue displays the current value of the requirement for preference. The
preview value is calculated based on the prerequisite definition and the KPI
conditions.

Enter the prerequisite conditions, eg set Operator to 'between’ and enter values
for Minimum value and Maximum value.

Click Save.

8.2.4 Applying a Service Level Agreement to a KPI

The Service Level Agreement tab on the KPI screen allows you to set levels for
target achievement. You can configure the level of your committed agreement (in
percentage terms) for specific time periods.

ORACLE

1.

Select the KPI you want to edit from Configuration > Service level management
> KPlIs. A screen similar to the one shown in Figure 8-1 appears.

Select the Service Level Agreement tab.
Check the Enabled option.

Enter percentage values for target achievement. For example, you undertake that
the service will meet its specified objectives throughout 98% of the year. However,
on an hourly basis, the commitment is 80%, and on a daily basis, 90%. All the
period fields are mandatory.

Click Save.
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8.2.5 Applying an Alert Schedule to a KPI

The Alerting tab on the KPI screen allows you to associate the KPI with an alert
schedule.

1. Select the KPI you want to edit from Configuration > Service level management
> KPlIs. A screen similar to the one shown in Figure 8-1 appears.

2. Select the Alerting tab.

3. Select one or more Alert schedules. Defining alert schedules is described in
Defining Alert Schedules.

4. Enter the number of minutes that the KPI is non compliant before a 'down' alert is
triggered in the Trigger when down (min) field.

5. Enter the number of minutes that the KPI is compliant before an 'up' alert is
triggered in the Trigger when up (min) field.

6. Select a Severity option to suit the KPI, for example 'Warning'.

7. Enable the Notification on up option if you want an alert when a KPI returns to
compliance (after the number of minutes specified in the Trigger when up (min)
field.

8. Click Save.

8.3 Modifying Existing KPIs

You can review and modify the definitions of existing KPIs by selecting Configuration,
then Service level management, then KPIs, and selecting the required KPI from the
displayed listing. A screen similar to the one shown in Figure 8-1 appears.

You can use the tabs to locate particular aspects to the selected KPI, and review and
modify their definition. Their associated settings are equivalent to those described in
Defining KPIs and SLAs.

You can modify, rename, copy, or delete KPIs by right clicking them and selecting the
Rename, Copy or Remove options from the menu. Select the Edit option to modify
the KPI. The procedure to do this is described in Defining KPIs and SLAs.

You can add a KPI to a dashboard by right clicking on the KPI and selecting Add to
dashboard, see Working With Dashboards for more information on dashboards.

8.3.1 Copying Existing KPIs

ORACLE

In addition to creating new KPIs from scratch, as explained in Defining KPIs and SLAs,
you can also create a copy of an existing KPI, and use it as the basis for your new
KPI. This is particularly useful when the new KPI is very similar to an existing one. For
example, you already have an existing KPI that monitors user flow availability in the
USA, but now want to create a new one for Canada. To use an existing KPI as the
basis for a new one, do the following:

1. Select Configuration, then Service level management, then KPlIs, and right click
on the required KPI from the displayed listing. Select Copy from the menu. The
dialog shown in Figure 8-3 appears.
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Figure 8-3 Copy KPI Dialog

Copy KPI 3=
Details
Specify a new name for the KPI, and/or location where it is
A3 gl AN

to be stored.

. ¥ - - \
Mame: |page-load-time(sec)

Category: ¥ &Y KPIs -
-[J Page load times

[ Sessions

-3 Throughput

-3 overall

-

-[Jtest

-2 traffic |
[ transaction availability LI

e e

Add category

Save Cancel

2. Specify a new name and location for the new KPI. Optionally, click Add category
to create a new category. When ready, click Save.

3. Use the procedure described in Modifying Existing KPIs to modify the new KPI to
meet your requirements.

8.3.2 Understanding KPI Calculation Ranges

All KPI values are calculated every minute. This setting determines a time window for
calculating a KPI value, for example if you choose average page load-time as the KPI
and set the calculation time period to 5 minutes, the KPI is updated every minute using
an average load-time for the previous 5 minutes.

By default, the KPI calculation time period is one minute. However, it can be useful to
specify a longer calculation range if you want extreme values to be averaged out over
a longer period. To edit the calculation time period, select Configuration, then
Service level management, then select KPIs, right click on the KPI you want to edit
and choose Edit from the menu.You can then edit the Calculation time period for the
KPIL.

Reporting KPI Values for Calculation Periods Longer Than 1 Minute

KPI values are calculated at the end of each 1-minute period. When a KPI has a
calculation time period of longer than 1 minute, and the KPI calculation is a percentage
of some factor that is calculated on a different time scale, for example average page
load-time per hour, then the KPI value is calculated as an average of the values that
are reported for each minute, averaged over the calculation time period. It is
recommended that you bear this in mind when interpreting reported values for
concurrent sessions and percentile KPIs.
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8.3.3 Automatic and Fixed Targets

ORACLE

As mentioned earlier, you can specify a KPI should use automatic (or auto-learnt)
targets (see Applying Threshold Values to a KPI). Typically, visitor traffic and usage
patterns can differ widely during the course of a day, for example, the number of
visitors might be lower during the night than during the afternoon, or on certain days
compared to others.

To accurately reflect this in the automatic target calculation, RUEI uses an evaluation
algorithm that works as follows:

First, the minimum and maximum targets for a given 1-minute period are always
computed from data within a sampling window around that period. This ensures that
any generic trend in the value fluctuation around that specific period is taken into
consideration.

Next, RUEI also looks at the data from the same sampling period over a number of
previous days. This ensures that a daily trend in the value fluctuation around that
specific period is also considered, for example, if the overall number of visitors at
11lam each day increases as the week progresses.

The size of the sampling window, and the number of previous days to use are
specified by the KPI threshold profile that has been assigned to the KPIs. Defining a
threshold profile is described in Defining KPI Threshold Profiles, and assigning a
threshold profile to a KPI is described in Applying Threshold Values to a KPI.

In contrast, a fixed KPI target essentially represents, either minimum or maximum, a
straight line. This is shown in Figure 8-4.

Figure 8-4 Automatic and Fixed KPI Targets Contrasted

Metric — Artual metric value

value
- Auto-learnt (automatic) moving
average (with minimum and

maxirmurn)

Fixed minirurm and
maximurm target values)

» TiME

When using auto-learnt targets, be aware of the following points:

* ltrequires a full day before the auto-learnt targets become available. Clearly, the
more days of historical data that are available, the more reliable the calculated
automatic targets. During the first day that a KPI is created with auto-learnt
targets, these targets are automatically set to slightly above and below the actual
recorded values in order to prevent the generation of alerts.

» Although auto-learnt targets can signal a problem if the metric value is too high or
too low, if the problem persists over a long period, these abnormal values will
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become part of the auto-learnt targets and will, eventually, be assumed to be
normal behavior.

* Auto-learnt targets can drop dramatically if the KPI value is unavailable every day
at about the same time. For example, in the case of no network traffic after 18:00.

If you define a KPI to use automatic targets, and later modify the KPI to use fixed
targets, the previously calculated targets (derived by monitoring the KPI over time) are
set as the new fixed targets. If you are in doubt about the fixed targets that should be
set for a KPI, you can use this facility to obtain realistic initial values. Of course, you
are free to modify these at any time.

8.4 Defining Service Level Schedules

ORACLE

In addition to defining the KPIs that will be used to track the service levels achieved by
your organization, you also need to specify when these service levels should apply.
Typically, an organization has a core time (for example, 9 am - 5 pm, Monday - Friday)
when the committed service level should be achieved. However, you may need to
define exceptions to this, such as for public holidays. For example, a limited service
between 10 am and 4 pm may be required on Easter Monday. Finally, you will also
need to take account of planned maintenance periods.

The scheduling of planned service levels is maintained through the Service level
schedule (shown in Figure 8-5). To open it, select Configuration, then Service level
management, and then select Service level schedule.

Figure 8-5 Service Level Schedule

Service level schedule

or routine maintenance. Usage: click and drag the mouse to mark a

Weekday 00 |01|02|03|04|05(08|07 |08 (0910 |11 (1213|114 [15|16|17 |18 (19|20 |21 |22 |23
Monday

Tuesday

Wednesday

Thursday

Friday

Saturday

Sunday

Exceptions 00|01 (02|02 (04 |05(08 |07 (08|09 (10|11 (1213 |14 15|16 (17 |18 (19|20 (21 | 22|23

Service level modes
OaActive
OMaon-active

You can mark a period within the Service level schedule by clicking and dragging over
the required period of the week. Assign the selected period a status by clicking the
Active or Non-active modes.
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You can define exceptions by clicking the Plus (+) icon, and selecting the day, month,
and year from the Exceptions list. You can remove exceptions by clicking the Minus
(-) icon to the right of an exception.

Note that any changes you make are not put into effect until you click Save. On exit,
any unsaved changes you made are discarded.

8.5 Defining Alert Schedules

ORACLE

If your organization uses alerts to notify staff members about incidents that impact
service levels, you will need to specify who should be notified and when. This is done
through the creation of an alert schedule. You can define as many schedules as you
wish to meet your operational requirements.

When you define a KPI, you specify the alert schedule(s) that the KPI should use (see
Applying an Alert Schedule to a KPI). Each alert schedule consists of a group of users,
notification details, and the operative time frame. Exceptions to standard operating
times can also be defined. To define the alert schedules that should be used by your
KPls, do the following:

1. Select Configuration, then Service level management, then select Alert
schedule. The window shown in Figure 8-6 appears.

Figure 8-6 Example Alert Schedule

| Wiews |App|icati0n managers ;I e E‘Remove # Edit

Application managers

Click and drag with the mouse fo mark & period, and then click one of the alert profiles to assign. Right click & profile to
edit it, Ootionally, define escalation procedures that should be followed if 3 PI is still down after & defined period

Weekiday 00|01 |02 03 04 05 05 07|08 0810 44|12 13 14 |15 |16 |17 |18 10 20 21 22 23
Monday
Tuesday
Wiednesday
Thursday
Friday
Saturday
Sunday
Exceptions 0001|0203 04 05 06 07 08 0810 1112 13 14 |15 16 |17 |18 19 20 21 22 23
[2s=1[Dec =201 =] =
[26=1[Dec =201 =] =
Alert profiles
Mo alert O&pplication Support
Oapplication technical leads Oapplication Operations
Oapplication analysts OIT Services

Escalation profiles

[JEscalation 1
[JEs=calation 2

Save

2. Use the View menu to review the currently available alert schedules.

You can define exceptions by clicking the Plus (+) icon, and selecting the day,
month, and year from the Exceptions list. You can remove exceptions by clicking
the Minus (-) icon to the right of an exception. You can mark a period within a
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schedule by clicking and dragging over the required period of the week. Assign the
selected period by clicking one of the alert profiles.

Note that any changes you make are not put into effect until you click Save. On
exit, any unsaved changes you made are discarded.

Click New within the toolbar to define a new alert schedule. The dialog shown in
Figure 8-7 appears.

Figure 8-7 Add Alert Schedule

‘Add alert schedule 2 [®|
| Details
Specify a name and a brief
? description for the alert schedule,
Mame: *|eusiness awners
Description: Stakeholders to be

notified when business-
critical applications move
outzide permitted limits.

Save Cancel

Specify a unique name for the alert schedule and, optionally, a brief description. It
is recommended that it includes an indication of its scope and purpose. When
ready, click Save.

Specify the users to be notified, as described in the following section.

8.5.1 Defining Alert Profiles

These define the users who will be notified if a KPl has been down for the specified
duration required to generate an alert. Depending on how the KPI has been defined,
these users will also be notified when the KPI returns to within its set target range.

ORACLE

For example, you might have defined a KPI for the Completed user flows metric, and
have specified that a success rate of least 70% is required for normal operation. If the
KPI falls below this level within core business hours (9 am - 5 pm, Monday - Friday),
all web application Business Managers should be natified. If the failure occurs outside

these hours, the Helpdesk should be notified.

Each profile can be customized by right clicking it, and selecting Edit from the context
menu. This is shown in Figure 8-8.

Figure 8-8 Alert Profile Context Menu

[#]Mark selection

A Test profile
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The dialog shown in Figure 8-9 appears.
Figure 8-9 Alert Profile Dialog

‘Alert profile @«

[ Details T E-mail \ SHMP |l Text message | Escalation |

E Motification profile details.

Mame: * [E-Business Managers

Description: Wekb application owners. ;I

Motification language: |Eng|i5h |

Save Cancel

Use this dialog to specify the name and a brief description of the users to be notified.
Use the other tabs in this dialog to specify the recipients of E-mail, SNMP, and text

message notification. Use the Enabled check box for each method to activate

notification.

# Note:

telephone.

8.5.2 Defining Escalation Procedures

Within the Escalation tab, shown in Figure 8-10, you can set reminders to be sent to
the alert's recipients if the KPI remains down. In addition, you can define an escalation
procedure if the KPlI is still down after a defined period. For example, if the KPlI is still
down after three hours, notify another group. This escalation group can be customized

ORACLE

by right clicking it, and selecting Edit from the context menu.

When receiving text message-based alerts, the timestamp of the message
shown within your mobile telephone may not match that recorded within your
RUEI installation. This is due to time zone differences on your mobile
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Figure 8-10 Escalation Tab
"Alert profile 2 |i|1

( Details \ E-mail \ SHMP |l Text message 1|' Escalation ]

Enable follow-up by
w. reminding/escalating.

Send reminder: |Every 15 minutes |

Escalate: | After 3 hours x|

Escalation profile: | Second-level support |

Save Cancel

8.5.3 Measuring and Notification Intervals

It is important to understand that there are two states associated with a KPI: the KPI
state, and the alert state. The KPI state can change at each measuring interval. The
alert state is controlled by the properties you define for the alert. For example,
consider the case in which a KPI starts to fail, and you have defined a calculation
range of 5 minutes (the default), and a DOWN duration of 15 minutes. Although after 5
minutes the KPI is considered to be failing, you will not be notified about it unless it
has been continually down for 15 minutes.

Similarly, the reminder and escalation durations you specify in Figure 8-10 refer to the
alert. Hence, specifying a reminder duration of every hour would generate a reminder
notification every 60 minutes after the original alert was sent while the KPlI is still
failing. It is recommended that you carefully review the values you specify for these
settings to meet your operational requirements.

8.5.4 Testing Alert Messages

ORACLE

If you have enabled E-mail, SNMP, or text message notification, you can use the Test
profile option in the context menu shown in Figure 8-8 to send a test alert to all
specified recipients in an alert or escalation profile. This is useful for testing that the
contact information has been entered correctly. You are prompted to confirm the test
notification.
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8.5.5 Using Mail Notifications

To define E-mail alert recipients, click the E-mail tab to open the dialog shown in
Figure 8-11, and do the following:

Figure 8-11 E-Mail Tab

[Alert profile @«
( Details 1|' E-mail T SHNMP |l Text message | Escalation |
E Enable notification by E-mail.
Enabled: 7
Recipients: ' [paulmann@myshop.com  Add |

fredblogas@myshop.com
johnsmith@myshop.com

Save Cancel

1. Use the Recipients fields to specify the E-mail addresses of the users to be
notified. Click Add to include a user in the notification list. Note that you can
remove a user from the list by clicking the Remove icon to the right of the user.

2. Check the Enable check box to activate E-mail notification. When ready, click
Save.

8.5.6 Using SNMP Notifications

To define SNMP alert recipients, click the SNMP tab to open the dialog shown in
Figure 8-12, and do the following:
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Figure 8-12 SNMP Tab
[Alert profile @«

( Details I E-mail 1|' SHNMP ‘Ir Text message | Escalation |

ﬁ Enable notification by SNMP traps.

Enabled: 7

Version: # |2.; |

Manager address: i |5r‘|mp.-::|ratle.|:-::|m

Community: * [public

To interpret the SNMP traps sent,
please add the following MIB
definition to your management
program.

Save Cancel

Ensure that the Enabled check box is checked. Note that if not checked, no
SNMP traps will be generated.

Use the Version list to specify which version of the SNMP protocol is being used.
The default is version 2c.

Use the Manager address field to specify the client software address. This must
be a valid network address, and can either be an IP address or a host name.

Use the Community field to specify the group to which information is sent. This
string acts as a password to control the clients' access to the server.

Check the Enable check box to activate SNMP notification.

Download the Management Information Base (MIB) definition and incorporate it
into your address book of managed objects. It contains necessary information
about how the received SNMP messages should be interpreted. Note that the file
(oracl e-ruei . nib) is also available within the RUEI installation zip file in the RUEI /
extra directory. The structure of the MIB file is shown in Figure 8-13.

1 This screen features the iReasoning MIB Browser (ht t p: / / wwv. i r easoni ng. con). This utility is not distributed as
part of RUEI, and requires a separate license. It is intended only to illustrate the structure of the provided MIB file.

ORACLE
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Figure 8-13 SNMP MIB Structure
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| manitoring

----- ‘ kpiMame
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----- ‘ kpiSeverity

----- ‘ kpiDuration

----- ‘ kpiDescription

----- eventDateTime

----- eventSource

----- ‘ eventCode

----- ‘ eventDescription
----- eventlUser

----- ‘ eventRepeatCount
----- ‘ kpiCaloulationR.ange

J snmpV2

SMMPv 1 TRAPS

:? kpiQutOfBounds

:? kpiCkagain

:? applianceCheckFailed

:? sslKeyExpiration¥arning

7 testTrap

} kpiFailR.eminder

} kpiFailEscalation

} applianceChedkWarning
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} eventLogWarning
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The available KPI information and metrics in the MIB represent the most important
properties of every KPI configured within the system, and can be used as the basis for

filtering and alerting. They are explained in Table 8-1.

Table 8-1 KPI Information and Metrics Structure

Object Type
kpi Nane Text
kpi Cat egory Text
kpi Val ue Value
kpi M n Value
kpi Max Value
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Table 8-1 (Cont.) KPI Information and Metrics Structure

Object Type
kpi Severity Text
kpi Durati on Value
kpi Descri ption Text

event Dat eTi ne
event Sour ce
event Code

event Descri ption
event User

event Repeat Count

kpi Cal cul ati onRange

Value (format: YYYYMMDDHHMMSS).
Text

Integer

Text

Value

Integer

Integer

Note that KPl names in SNMP alerts are sent in UTF-8 format. Any characters in the
KPI name not in ISO-Latin-1 format will be replaced by a question mark (?) character.
Also, be aware that not all SNMP managers fully support UTF-8. For further
information, refer to your SNMP manager product documentation.

Example 8-1 Changing the Default SNMP Port

By default, SNMP alerts are sent to port 162. If you want to change this, you should
specify the required port as part of the Manager address (Figure 8-12). For example:

194.158. 1. 23: 10162

8.5.7 Using Text Message Notifications

To define text message notifications, click the Text message tab to open the dialog
shown in Figure 8-14, and do the following:

ORACLE
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Figure 8-14 Text Message Tab
"Alert profile @«
( Details \ E-mail | SHMP 1|' Text message T Escalation |
n Enable notification by text message.
Enabled: 7
Recipients: # ||:|6456|:|-123 Addl
0578935579 o]
0575551290

Save

Cancel

1. Use the Recipients field to specify the telephone numbers of the users to be
notified. Click Add to include a user in the notification list. Note that you can
remove a user from the list by clicking the Remove icon to the right of the user.

2. Check the Enable check box to activate text message notification. When ready,
click Save.
3. If you have not already done so, you will need to configure an text message

provider. If you are warned that one has not already been configured, click the
warning link, and follow the instructions described in Configuring Text Message

Providers.
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Working With User Flows

This chapter describes the role of user flows in monitoring network traffic. This
includes an explanation of the components that comprise user flows (such as steps,
conditions, and events), and their reporting within RUEI.

9.1 Understanding User Flows

ORACLE

A user flow is a collection of web pages that define a logical task. It consists of a
number of steps that need to be performed in order to complete the task. For example,
a booking user flow might have the following defined steps:

1. Route and date details.

2. Passengers and vehicle details.
3. Payment detalils.

4. Confirmation.

Individual steps can consist of multiple web pages. For example, in the above
Payment details step, separate pages may be defined for each available payment
method (such as credit card, bank transfer, and so on). The user flow is considered
completed when the visitor reaches the final step. In addition, while steps are primarily
defined in terms of pages, they can also be defined in terms of other dimensions, such
as Siebel methods, or EBS responsibilities and actions.

In order to facilitate administration, user flows are grouped into categories. For
example, you could define separate categories for bookings, requests for brochures,
CRM activities, and so on.

Conditions and Events

User flow steps are defined in terms of conditions. These represent the requirements
that must be met in order for the step to be considered reached. Each condition is
defined in terms of events. These are specified in terms of dimension values.

For example, consider the Payment details step described above. Typically, this could
have several different conditions defined for it, with each condition representing an
alternative method of payment. Only one of these conditions would need to be met
during a user session in order for the step to be considered reached. Each condition is
defined in terms of the events (that is, the specific dimension values) that must be
achieved in order for the condition to be considered met. Note that all events defined
for a condition must be met in order for the condition to be considered achieved.

Optional and Required Steps

Steps within user flows can be configured to be optional or required. For example, a
user flow could be defined with the steps A, B, C, and D, and allow the paths A > B >
C>D,A>B>D,A>B,and A>C>D. In this case, steps B and C are optional, and
steps A and D are required. In the case of a visitor who followed the part A>B > D,
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the user flows would be reported as A > B > C (skipped) > D. Note that the first and
last steps in a user flow cannot be defined as optional.

Outside and Abort Pages

While completing a user flow, a visitor might navigate to a page that is not defined as a
step. These are referred to as outside pages. In this case, it is necessary to determine
whether the visitor is actually aborting the user flow, or is still permitted to return to the
user flow (for example, after seeking assistance from a Help page). However, you may
want the user flow to be considered aborted when a visitor navigates to specific
outside pages. These pages are referred to as abort pages.

Particular attention should be paid to the first step. If a visitor returns to the first step,
you need to consider whether they are aborting the current user flow and starting a
new one, or still intend to complete the current user flow. For example, in the booking
user flow described earlier, if a visitor was on the Payment details step, and choose to
return to the Route and date selection step, then it could probably be assumed that
they were abandoning the current user flow, and starting a new one.

Idle Times and Time Outs

A visitor is expected to complete a user flow step within a certain period of time (for
instance, five minutes). If they have not done so, then the user flow is considered to be
idle. However, because some steps can taken longer to complete than others, (for
example, they require more reading time by the visitor), the allowed visitor idle time
can be configured for each step within a user flow.

Be aware that the session idle time (described in Controlling Session Reporting)
specifies the amount of visitor inactivity after which a session is considered terminated.
By default, this is 60 minutes. However, step idle time refers only to a visitor's period of
inactivity within a specific user flow step. When the session idle time is elapsed within
a user flow it is reported as timed out.

9.2 Defining User Flows

ORACLE

To define a new user flow, you must have Full Business level permission. Do the
following:

1. Select Configuration, then Applications, and then User flows. The currently
defined user flow categories are listed in the left-hand side of the window. Click the
New user flow command button in the toolbar. The dialog shown in Figure 9-1
appears.
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Figure 9-1 Add User Flow Dialog

Add user flow (@) (=]
[ Details ] Abort condition ] Monetary value ]
"‘iJ Specify the user flow's properties.
Y
|
Name: * Ferry bokking
Category: Orders hd

New category
Data access: Generic

Report optional steps:

Step Definition
« Add new step »
B Route and date details
Application/Page name = Ferry booking » Route and date details
« Aadd new condition =
B Passengers and vehicle details

3

4 Application/Page name = Ferry booking » Passenger details ‘.‘!;f
10 Application/Page name = Ferry boaoking » additional details b}
« Add new condition =
E Payment details
¢ Application/Page name = Ferry boaoking » Payment : Credit card b
41 Applicationf/Page name = Ferry booking » Payment : Bank transfer b}
21 Applicationf/Page name = Ferry booking = Payment : Pay on collection 'F:’
« Aadd new condition =
B Confirmation
O Application/Page name = Ferry booking » Confirmation
« Add new condition =

" Note:

Be aware that it is not possible to add or remove steps within existing user
flows. The data access upon which a user flow is based can also not be
modified. Therefore, it is recommended that you carefully design your user
flows to reflect your requirements before configuring them.

2. Specify a name for the user flow. This must be unique across all user flows, and
can have a maximum length of 255 characters. Note that a maximum of 200 user
flows can be defined.

3. Use the Category menu to select the category under which the user flow will be
stored. If you want to store it under a new category, click the New category
button, and specify the name of the new category.

4. Use the Data access menu to specify if the user flow will be bound to a specific
application or suite, or if it will be generic. The use of data access filters is
described in Managing the Scope of Authorized Data Within Modules. Note that
these definitions cannot be modified later.
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Use the Report optional steps check box to specify whether optional steps
should be included when reporting cumulative user flow information. By default,
they are.

For each required user flow step, click Add new step. The dialog shown in
Figure 9-2 appears. Note that a user flow can contain a maximum of 15 steps.

Figure 9-2 Add User Flow Step Dialog

(Add user flow step @)
Details
L] Specify the step name, the idle time, the conditions that activate
the step, and whether the step is optional.
halall
Step: |2
step name: *|Payment details
Idle time {min}: |1|:| |
Optional: -
(1] Use short step names for optimal display within graphs.,
Initial Event:
Dimension level: * [ application/Page name =|
Value: *|Farry Booking » Payment options |'§k
Exclude: |l
Save Cancel

Specify a name for the step. This must be unique within the new user flow. It is
recommended that step names are kept as short in order to improve readability
within user flow reports (see Understanding how User Flows are Reported).

Specify the period (in minutes) of visitor inactivity after which the step is regarded
as timed out. By default, this is 10 minutes. It is recommended that the step idle
time is carefully considered in order to reflect the step's required reading time, as
well as any other actions (such as calculations and selections) that the visitor is
required to perform. The default user flow step idle time can be specified using the
procedure described in Specifying the Default Step Idle Time.

If this is not the first or last step in the user flow, you can use the Optional check
box to specify whether the visitor is required to complete this step as part of the
user flow. By default, steps are mandatory (that is, unchecked).

Specify the initial step condition that must be met for the step to be considered
reached. For each condition event, use the Dimension level and Value menus to
select the dimension that should be checked, and the value that it must hold. Note
that if the required value is not available within the Value menu, you can click the
Search icon beside it to locate it.

Optionally, you can use the Exclude check box to specify that the defined
dimension level=value pair should be negatively applied. That is, the event should
be regarded as achieved if the defined event is not met. For example, a particular
page is not viewed. When ready, click Save. You are returned to the dialog shown
in Figure 9-1.
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10. Optionally, click Add new condition below the new step to define any additional

11.

conditions required for it. The dialog shown in Figure 9-3 appears.

Figure 9-3 Add User Flow Step Condition

(add user flow step condition @El
Details
@: Specify the events, represented by dimensions and their
Y values, that will activate the selected step. Mote that all
defined events must be met in order for the condition to be
fired.
Definition
O &pplication/Page group = Ferry booking = Terms and AND 1,!;;
conditions
O &pplication/Page group = Ferry booking = Action @ Accept AND ‘."-','?
& Page delivery/Type = success 1,'!;;
Dimension level: Ipage delivery/Detail |
Value: |error string: FRM= | add @
Exclude: r
Save Cancel

Specify a dimension level=value pair for each required condition event. When
ready, click Add. Note that while only one defined condition needs to be achieved
in order for the step to be regarded as reached, all events within a condition must

be met for it to be considered achieved. When ready, click Save. You are returned

to the dialog shown in Figure 9-1.

Click the Abort conditions tab in Figure 9-1 to specify the circumstances in which

the user flow should be regarded as aborted. The dialog shown in Figure
appears.
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Figure 9-4 User Flow Abort Conditions Section

Add user flow @)=
Details ‘[ Abort condition ] Monetary value ]
m Specify the circumstances in which the user flow is considered
4’“ abaorted. In the case of custom conditions, specify the conditions and

the events that comprise them.

First user flow step: ]
All outside pages: ]
All other first user flow steps: [7]

— Custom abort conditions

| [# Add
Definition
4 ApplicationfMame 1= Ferry booking '.?
44 applicationfPage name = Ferry booking » Action @ Abort 'F.F‘
41 Page delivery/Type = Client abort '.?
10 Page delivery/Detail = Client abort b
Save Cancel

The following check boxes are available:

e First user flow step: specifies whether the user flow is regarded as aborted if
the visitor returns to the first step. The default is unchecked.

* All outside pages: specifies whether the user flow is regarded as aborted if
the visitor navigates to any page not defined as a step within the selected user
flow. The default is unchecked.

e All other first user flow steps: specifies whether the user flow is regarded as
aborted if the visitor navigates to any page which is defined as the first step of
another user flow. The default is unchecked.

Optionally, click Add to specify the specific pages (or other dimensions) to which if
the visitor navigates the user flow is regarded as aborted.

Optionally, click the Monetary value tab, and use the Monetary source menu
and the Source value fields shown in Figure 9-5 to specify the source upon which
the user flow's reported monetary value should be based. Use the Monetary
format menu to specify source value should be interpreted. Note that the selected
format does not modify reporting. The use of this facility is fully described in
Assigning Monetary Values to User Flows.
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Figure 9-5 User Flow Advanced Section

Add user flow @)=
Details ) Abort condition ‘[ Monetary value ]
_|_,J Optionally, assign a monetary value to ended user flows.
“ L
Monetary source: URL argument -
Monetary value: * frmBasketValue
Monetary format: MNo decimal marker (1234) -
Save Cancel

The monetary value can be derived from a URL argument, an XPath expression, a
header, a cookie, or a custom tag or function. More information about using XPath
gueries is available in Working with XPath Queries. In addition, you can specify
the formatting used to report the monetary value.

13. When ready, click Save. Monitoring of the new user flow starts within five minutes.

An overview of the new user flow appears.

Example 9-1 Understanding how Event Steps are Handled

When analyzing reported user flow information, it is important to understand the
sequence in which RUEI attempts to processes user flow activity. This can be
summarized as follows:

RUEI first attempts to determine whether a visitor has made progress through the
user flow. That is, whether they have moved to the next step. If so, the reported
progress is updated to reflect this.

If there is no direct progress to the next step, then each of following steps (as long
as they are optional) are checked for progress. If progress is determined, this is
reported.

If no progress has been determined, then the current step is checked and, if this
fails, all previous steps (as long as they are optional) are checked. Any determined
progress is reported.

If all checks until now have failed to identify progress through the user transaction,
then the abort conditions are checked. If met, the user flow is reported as aborted.
Otherwise, the user flow's current status is reported as an outside activity.

Example 9-2 Best Practices

It is recommended that you pay particular attention to the following points when
defining your user flows:

Because a user flow is considered completed when a visitor reaches the last step,
you should always define a confirmation or completion page as the final step.

When defining optional steps, ensure that the web site is structured in order to
regulate the approved navigation.

It is recommended that careful attention be paid to step idle times when defining
your user flows. Note that if the step idle time is defined as longer than the session
idle time, the session idle time takes precedence, and user flows that exceed it are
reported as timed out.
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*  When using the free-text facility, it is strongly recommended that you carefully
review the user flow's definition to ensure that all its attributes lay within defined
data access restrictions. If an attribute (such as a page name) is outside these
restrictions, it will never be reached because of data access enforcement.

9.3 Modifying User Flows

Be aware that it is not possible to add or remove steps within existing user flows. The
data access upon which a user flow is based can also not be modified. Therefore, it is
recommended that you carefully design your user flows to reflect your requirements
before configuring them.

Note that it is possible to modify step conditions, as well as other user flow information
(such as its name, location, abort conditions, and monetary value). To modify a user
flow, do the following:

1. Select Configuration, then Application, and then User flows. Click the
appropriate category and user flow on the left-hand side of the window. An
overview of the selected user flow is displayed. An example is shown in
Figure 9-6.

Figure 9-6 User Flow Overview

| New user flow # Edit j Copy

User flow overview

Manage the properties defined for the user flow. This includes the steps that it
comprises, the circumstances in which the user flow should be regarded as aborted
and, optionally, the monetary value assigned to ended user flows.,

MName: Ferry Booking
Category: Bookings
Data access: Generic

Report optional steps: [

Step| Step name Optional
1 Lagin

2 Select Product "4

3 Put in basket

4 Checkout

2. Click the Edit command button. A dialog similar to the one shown in Figure 9-1
appears.

3. Optionally, select Edit from a step's context menu to modify its name, idle time, or
optional/mandatory setting. As explained earlier, a user flow must contain at least
two steps, and the first and last steps are mandatory. When ready, click Save.

4. Optionally, you can also click individual step conditions to modify them, or click the
Remove icon beside them to delete them. You can also click the Add new
condition item within a step to define additional conditions for the step.

When ready, click Save. Any changes you make to a user flow definition take
effect within five minutes.
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9.4 Copying User Flows

Because only restricted changes can be made to existing user flows, it is very
convenient to use the Copy option under the user flow context menu in the left-hand
side of the window. In particular, it allows you to perform "what if* analysis of problem
user flows.

For example, imagine that a particular step within a user flow has a high abort rate
associated with it. You suspect that the problem may be related to visitors' browser
language settings. Using the copy facility, you make a duplicate of the user flow, and
modify the necessary step definition. Thereafter, you can compare the results of the
original and modified user flows to see whether user flow conversions have improved.

Important

If you change the data access settings when copying a user flow, it is strongly
recommended that you carefully review the new user flow's definition to ensure that all
its attributes lay within the new data access restrictions. If an attribute (such as a page
name) is outside these restrictions, it will never be reached because of data access
enforcement.

9.5 Specifying the Default Step Idle Time

Each time a new user transaction is created, the steps within that transaction are
assigned an idle time. That is, the period of visitor inactivity after which the step is
regarded as timed out. This has a default of 10 minutes. However, this default can be
modified by selecting Configuration, then General, then Advanced settings, then
Session processing, and then Default user flow step time. Note that any change to
this setting only applies to new user transaction definitions. Existing user flows are
unaffected.

9.6 Assigning Monetary Values to User Flows

In order to provide insight into the real cost of performance issues, monetary values
can be assigned to ended user flows. That is, user flows that are completed, timed out,
or aborted. For example, using this facility, you could determine the cost of a server
upgrade in terms of lost user flows. The source of the monetary value is specified in a
similar way to custom dimensions (see Working With Custom Dimensions). An
example of a comparison between the monetary values of different user flows is
shown in Figure 9-7.
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Figure 9-7 Example Overview of User Flow Monetary Totals
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Important

When assigning monetary values to user flows, you should consider the following:

*  When determining the monetary value form a selected element, all leading
whitespace is removed from it. The value is taken from the first numeric character
encountered up to the next non-numeric character. For example, the element ?
Basket =99. 99 US dol | ars would be calculated as 99.

+ Ifthe value is determined to be negative, greater than 232, or a string, zero is

returned.

* The underlying element (such as a request header) can change over the course of
the user flow. Consider the situation shown in Figure 9-8. When user flow A starts,
it has a monetary value of 0. As the user flow progresses, it has values of 80, 120,
and 90. Upon completion, the monetary value of 90 is reported for it.

Figure 9-8 Calculation of Reported Monetary Value

Uzer flow A

a0

120 o0 40 150

| | | |
| | | | >

J [(Completed)
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9.7 Understanding how User Flows are Reported

The funnel view provides the most generic information about a selected user flow. It
indicates visitor transition through the user flow during the selected time period. An
example is shown in Figure 9-9.

Figure 9-9 Example User Flow Funnel
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More detailed information about the current status of a selected user flow is available
through the Funnel view. In particular, it highlights the number of visitors currently
engaged within each step, how they experienced web actions (such as page loading
and errors) within those steps, as well as the number of timed out and aborted steps.
Note that you can click each of the reported items (such as outside pages) to view
them within the Session Diagnostics feature. An example is shown in Figure 9-10.
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Figure 9-10 Example User Flow Status Details
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Optional steps within a user flow are indicated with dotted lines. Note that diagnostics
information with full session information about specific errors experienced on steps is
available by clicking the Error on step indicator within a step. Diagnostics information
on the reported number of poor page views is also available. The use of this facility is
fully explained in Understanding User Flows.

The most detailed information about a user flow is available via the Flow transitions
view. An example is shown in Figure 9-11.
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Figure 9-11 Example User Flow Transition Details
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It provides extensive information about transitions between steps, including the level of
outside activity within steps, aborts, time outs, and the skipping of optional steps. Note
that the Idle item indicates the number of visitors engaged in a step but who have
been inactive for longer than the defined step idle time. If these visitors resume activity
within one hour, this is indicated via the Idle returns item. Otherwise, the step is
considered timed out and stopped.

In order to understand how the numbers reported in the user flow status (Figure 9-10)
and user flow transitions (Figure 9-11) are derived, consider the example session
information shown in Figure 9-12. It shows the pages viewed by three users (X, Y, and
Z). A user flow is monitored that comprises of three steps, which correspond to the
pages P1, P2, and P3.
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Figure 9-12 Example User Flow Reporting
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As each the user sessions proceed, the arrow directly above each step indicates the
number of users entering the step, the number inside the step indicates the total
number of step pages viewed, while the three numbers to its right indicate the number
of outside, outsider returns, and stopped user flows. If the viewed page had an error
associated with it, this is indicated by an asterisk (*) after the page name.

Note that P4 is a help page, while P5 is regarded as an abort page. Therefore, an
outside is reported (in step A) when P4 is encountered, while a stopped user flow is
reported when P5 is encountered. Note also that an outside return is reported when a
user returns from P4,

The user flows for users X and Y are completed at 10:20, while that of user Z timed
out. Therefore, one stopped user flow is reported at 11:20. Note that if you want timed
out user flows to be included in reported data, a sufficient time period needs to be
selected.

Cumulative Reporting of User Flows

It is important to understand the difference between the reporting of user flows for a
selected period, and the cumulative reporting of user flows. Consider the page load
time reported for a selected step. This would indicate the load time (in seconds) for a
step's page views during the selected period. However, when the total page load time
for an aborted step is reported, this represents the total load time of all aborted page
views for that step regardless of the selected period. Note that the total page load on
stopped steps represents the sum of the page load of timed out and aborted step page
views.
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Figure 9-13 Understanding how Ended User Flows are Reported

Ended user flows

Completed user flows

Stopped user flows
Aborted user flows
Timed-out user flows

Rolling Sum Reporting

Within the funnel graph (available from the User flows view within the User flow
completion group), the Show rolling sum open is available within the Values menu.
When selected, an additional column is displayed showing the cumulative total of user
flows. This column is also available when exporting.

Duration Reporting

A number of views within the User flow completion group provide insight into the
duration of user flows. An example is shown in Figure 9-14.

Figure 9-14 User Flow Activelldle Time View

W &) 7 7
o % K % ) % % o % o N
I
Ferry Boaking |
|
Download catalog
Siebel CRM Update &I
[ 1
Flight baoking |_|
o O D o D o A o o o ]
@ A 2 sy ° 3 kg o B <«
Average Idle Time per User Flow [sec)
Legend
Average Active Time per User Flow (sec) l:l #Average Idle Time per User Flow (sec)

When using these views, be aware of the following:
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*  When a user flow becomes idle (based on the defined step idle time), the time
between the last page view and the step-idle time is marked as "active", while the
time following this is reported as "idle". Therefore, two identical user flows with
only a different defined step idle time would result in the same session being
reported with different flow duration and flow idle times.

* The step idle time is included as active time after the user becomes active after
the step. The step idle time is also included as active time when a user went
outside the user flow, and did not return. In this case, the session is reported as
timed out.

9.8 Converting Service Test Sessions into User Flows

ORACLE

Within the Service test diagnostics group (described in Reporting Service Test Traffic),
you can convert selected service test sessions into RUEI user flows. This offers the
advantage that the monitored user flows would then be reported within the All user
flows group. This not only allows immediate comparison with other monitored user
flows, but also enhanced reporting facilities.

To convert a service test session into a RUEI user flow, you must have Full Business
access level permission. Do the following:

1. Select Browse data, the Service tests group, and click the Service test
diagnostics facility. Use the Calendar controls (described in Using the Calendar)
to select the required period. The selected viewing range must be a single day (or
less). If you attempt to search outside this limit, an error is reported. The search
panel shown in Figure 9-15 appears.

Figure 9-15 Service Test Diagnhostics Search Facility

Service test diagnostics

Search service test sessfons for the specified period using application, beacon, or service fest

name. Al strings are regarded as literals, and searching uses exact matching. Select & session to
wiew s properties,

Search

Search filters:
Application/Mame: |5|_r-.-1 21N
Service test/Name: |5tgck_enquiry | 2N
Beacon/Mame: |New York | 2N
Add more filters:
Dimension level: |Damainf|'~.|ame LI
Yalue: Imyghgp,cgm | add B

Dimension level Value

No filters

Search result order: & Session start time
¢ Most active sessions
¢ Fastest sessions
¢ Slowest sessions
™ Shortest sessions
" Longest sessions
" Most failure sessions

Search
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For a general explanation of the session diagnostics feature, see Introduction to
Session Diagnostics.

Optionally, use the available criteria to restrict the service test sessions listed for
the specified period. When ready, click Search. The results of the search are
shown in the main part of the window. An example is shown in Figure 9-16.

Figure 9-16 Service Test Diaghostics

Service test diagnostics
Search service test sessions for the specified period using application, beacon, or service test name, Al strings are regarded as
literals, and searching uses exact matching. Select & session o wew its properties.,

Order:[ Session start tim ¥] Dimension level:[« Select » Tlvalue:| « Select » =l add &
Period/5 . . . =
Tt Client location/ Country BeaconfMName Service test/Name

I 09:30 Austria Order-confirmaticn Stock-enquiry -

g 09:30 Canada Calgary Stock-enquiry

I 09:30 USA MNew York Web-site-availability

I 09:30 Canada Toronto Order-confirmation

I 09:30 usa New York Welbrsite-availability

I 09:30 usa St Louis Web-site-availability

I 09:30 Canada Halifax Stock-enquiry

o 09:30 Canada Calgary Stock-enquiry

I 09:30 Canada Banff Order-confirmation

I 09:30 Canada Toronto Web-site-availability

I 09:35 Other Steck-enguiry Order-confirmation

Ig 09:35 Canada Calgary Stock-enquiry |

Click to select the service test session you want converted into a user flow. Its
session details are displayed. An example is shown in Figure 9-17.

Figure 9-17 Service Test Session Details

| W | ¥l | [¥] Export session pages | I Create user flow =2
Filter on Value
Service test step Info |Time -~
[ SLM stock-enguiry » Step A D 12:01:37
[ SLM stock-enquiry » Step B D 12:01:47
[ SLM stock-enquiry » Step ¢ . 12:01:57
[N SLM stock-enquiry » Step D ) 12:02:07
[N SLM stock-enguiry » Step E Jh 12:02:17
[ SLM stock-enquiry » Step F Jh 12:02:27

4. Click the Create user flow command button in the toolbar to convert the selected

service test session into a RUEI user flow. The dialog shown in Figure 9-18
appears.
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Figure 9-18 Add User Flow From Service Test Session Dialog

Add user flow from service test session @)=

) \
[ Details ] Abort condiion Monetary value

Specify the user flow's properties,
Il
Mame: * |SLr'-1-stock—enquir'_w
Category: | Service test =l

Mew category

Data access: | Generic [~

Step| Definition
[#] « 2dd new step »
B Step A
4 Application/Page name = SLM » Order-payment: Step 1
« Add new condition »
B StepB
1 ppplication/Page name = SLM » Order-payment: Step 2
« Add new condition »
B Step C
1 Application/Page name = 5LM = Order-payment: Step 3
« Add new condition =
B4
¢ Application/Page name = 5LM » Order-payment: Step 4
« Add new condition »

Application/Page name = SLM » Order-payment: Step 5
« Add new condition =

Save Cancel

5. Specify a name for the new user flow. This must be unique within the selected
user flow category. The default is the monitored service test name.

6. Specify the category within which the new user flow should be saved. This can
either a be an existing category or a new one. The default is "Service test".

7. Be aware that the conversion process tries to construct a logical user flow from the
underlying service test session. Hence, if the same page name appears multiple
times within the step, these are consolidated by each page becoming a separate
condition within the step. In addition, steps that appear to skip backwards or
forwards in the service test session are presumed to be optional. Therefore, you
should carefully review the new user flow's structure in order to ensure that it
meets your requirements. When ready, click Save.

Example 9-3 Important
When converting service test sessions into user flows, be aware of the following:

*  The new user flow is limited to a maximum of 15 steps, and any service test
session containing steps over is this limit are automatically truncated.

* The converted user flow must contain at least two steps.
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This chapter explains the use of suites for the enhanced monitoring of certain Oracle
Enterprise architectures (such as Oracle E-Business suite, Siebel, and WebLogic
Portal). The monitoring of web services is also described.

10.1 Working With Suites

As explained earlier, page identification within RUEI is based on applications.
However, if these applications are based on certain Oracle Enterprise architectures
(such as Oracle E-Business Suite, Siebel, and WebLogic Portal), then a fourth level,
suite, is introduced. A suite is essentially a collection of applications, and web pages
associated with these suites have the structure suite » application » group » page.

Important

If you are using any of the currently supported Oracle Enterprise architectures within
your monitored environment, it is strongly recommended that you make use of this
facility. It not only saves you time in defining your applications, and makes applications
within suites more compatible, but also ensures that these architectures are monitored
correctly.

10.1.1 Creating Suite Definitions

To define a suite instance, do the following:

1. Select Configuration, then Applications, and then Suites from the menu
structure shown in Figure 10-1.

Figure 10-1 Suites

Applications

Eﬂ Applications

N

ﬁ;‘ Single Sign-On

1 User flows

& Custom dimensions

i~ Global session tracking
E Enriched data exchange
Ea Framework exceptions

2. Click New suite. The dialog shown in Figure 10-2 appears.
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Figure 10-2 New Suite

New Suite 2
Suite

Specify the suite name and filter criteris, and click Nsxt to continue,
Suite name: *lSSA PR
Find domain: |g|cn|:|a|-e|:n_|siness.nrau:le.|:-::|m
Find port: [e4
Find URL: |
Filter preview:
< B . )
L.r’” E& = http(s):// global-ebusiness.oracle.com : 84 / *
, o
Back Mext = Cancel

Specify a name for the suite. The name must be unique across suites, services,
SSO profiles, and applications. Note that suite instances cannot be renamed later.

Use the remaining fields to specify the scope of the suite. This is defined in terms

of partial page URLSs.

The use of these filter criteria is the same as described in Defining Applications.
Note that as you enter this information, you can see the effect of your definition
through the Filter preview column. The use of blank filters is not permitted. Note
that a wildcard character (*) cannot be specified within the Find port field, and
network traffic arriving on a non-standard port (that is, ports 80/443), is not
associated with the suite instance. Only one port number can be explicitly
specified. If more are required, they should be configured as additional filters. Note
it is not possible to specify the wildcard character and no other information for

domain name and URL argument combinations.

# Note:

the order in which filters are applied.

It is advised that filter definitions should be mutually exclusive across
suites, SSO profiles, applications, and services. The use of non-mutually
exclusive filter definitions can lead to unpredictable results. See Controlling
Rule Ordering Within RUEI for more information about how you can control
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# Note:

URL arguments configured for applications, suites, and services, as well as
for user and client ID identification, must be specified without encoding
(except for %, &, and = characters).

You can also specify a URL GET argument that must be matched. Note that if you
want to use this facility, both the argument name and argument value must be
complete in order for them to be matched to detected page URLs. This is, partial
matching is not supported. When ready, click Next. The dialog shown in

Figure 10-3 appears.

Figure 10-3 Suite Type

New Suite 2=
Suite type
Select the type of your suite.

Suite name: SSA_ PR
Suite type: Siebel M

« Back Finish Cancel

5. This dialog allows you to specify the Oracle Enterprise architecture upon which the
suite is based. When ready, click Finish. The suite definition you have specified is
displayed. An example is shown in Figure 10-4.
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Figure 10-4 Suite Overview

Suite overview

Manage the criteria used to identify the pages associated with a suite. Note pages not matching any of the
defined suite criteria will be discarded.

MName: wrsTest

Data collection enabled: |

Tag based: i

Suite type: Webcenter

Total pages identified: 13

Last page identified: 11:46

Last upload of configuration: n/a
Identification T Pages ] Content messages ] Usars | Framework exceptions ] Advanced ]

Pages

Specify the thresholds used to access page-loading satisfaction. In sddition, specify whether pages identified

with the suite, but for which no classified name could be found, are reported.

1
[ Configuration ] Logouwt events

OnLoad Object: http:/fr - e noracle.com: 19094/tag/marker.jpag ‘.3
Page-loading thresholds: 4 sec; 16 sec

6. This overview provides a summary of the defined suite. This includes the defined
page identification filter(s), the total number of pages seen (since 0:00 current
day), the functional errors (if any) that should be detected and recorded, and the
user identification mechanism used within the suite to track visitor sessions. Each
of these can be modified as required. The procedure is equivalent to that
described in Defining Applications.

10.1.1.1 Tag Based Suite

By default, suites are defined to use network based data collection. For WebCenter
Sites only, it is possible to use tag based data collection. You can enable this on the
suite definition screen as shown in Figure 10-4.

If you enable tag based data collection, you must define an Browser JS Library as
described in Defining Browser JS Library Settings. For information on setting up tag
and network based monitoring see the Installing the RUEI Software chapter of the
RUEI Installation Guide.

10.1.2 Uploading Configuration Files

ORACLE

It is strongly recommended that you run the appropriate script supplied for use when
monitoring traffic that is based on certain Oracle architecture production environments.
For example, the create_EBS info. pl script. This is in order determine how these
architectures have been implemented within your environment. In particular, the page-
naming scheme. Do the following:

1. Download the appropriate script supplied for the selected suite. See the relevant
appendix for further information on the use of this facility.
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Run the script within our deployment environment. This script assigns an
identification to the page IDs within your environment. It creates a number of .t xt
files in directory where the script is executed.

Create a .zi p file from the generated .t xt files, and copy this . zi p file to a location
that can be used for uploading files to the RUEI Reporter System.

Select Configuration, then Applications, then Suites, and select the appropriate
suite. An overview of the suite appears. Click the Upload configuration command
button. The dialog shown in Figure 10-5 appears.

Figure 10-5 Upload Suite Configuration

't

fUl]Il:hT:ll:I suite configuration 2 |i|1

Details

@ Add suite configuration file.

Sefect the file to merge with the
predefined suite characteristics. This
must be a zip file,

File name: |EE;5.;gnf,zip Browse... |
Upload Cancel

Specify the name of the file generated by the script. A Browse button is available
to help you locate the required file. This must be a .zi p file. When ready, click
Upload.

# Note:

This configuration file must be uploaded for each required suite instance. It may
only contain known (and non-empty) .t xt files. All these files must be in the root
directory. That is, subdirectories are not permitted. It is important you upload
the correct configuration file for the required suite instance, and that it is based
on the actual production environment. If you make any changes to the
monitored application(s), you need to re-run the script, and re-import the
generated .zi p file.The result of importing an erroneous configuration file is
incorrect reporting.

10.1.3 Modifying Suite Definitions

As explained earlier, a suite is essentially a collection of applications. Once you have
defined your suites, you can modify its associated properties in the same way as
described for applications in Defining Applications.

ORACLE

You should pay particular to the following points:

The suite instance's Enterprise hame must be correctly specified for clickout
functionality to be available for the suite (see Configuring Clickouts to External
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Tools). It can be obtained from the suite's configuration within EMGC. For
example, ec2ebs2- Oracl e E-Business Suite Or si ebel _engc-anpll. oracl e. com

e A number of default suite-specific functional errors are defined. You should review
these to reflect the requirements of your environment. The procedure is the same
as described in Trapping Application Content Messages.

e By default, unclassified pages are not reported. You can modify this through the
Report unclassified pages check box. The procedure is the same as described
in Reporting Unclassified Pages.

e You can use the Report service test traffic check box to specify whether service
test traffic configured within Oracle Enterprise Manager for the selected suite
should be reported within RUEI. By default, reporting is disabled. For further
information on the use of this facility, see Reporting Service Test Traffic. Note that
monitored service tests can also be converted into RUEI user flows. This is fully
described in Converting Service Test Sessions into User Flows.

e When reporting on user visits, the client IP address is, by default, fetched from the
IP packet. However, when the RUEI system is placed in front of a NAT device, it
may be more useful for the client IP address to be obtained from a specific header.
This is fully explained in Monitoring NATed Traffic .

* A default user identification scheme is defined for each suite. You should review
this to reflect the requirements of your environment. The procedure is the same as
described in Defining User Identification.

e The suite diagnostics groups (described in Suite URL Diagnostics for Problem
Analysis) allow you to view the functional URLs reported for hits within suites. The
use of this facility is equivalent to that for applications (described in Controlling
Reporting Within the Problem Analysis Group).

e In addition to identifying pages through suites, you can also define pages
manually. The procedure is the same as described in Manually Identifying Pages.
However, you cannot define a new page from scratch. You must use an existing
page as the basis for a new page.

10.1.4 Verifying and Evaluating Your Suite Definitions

To ensure the quality of the data being collected and reported by RUEI for your Oracle
Enterprise architecture-based applications, it is strongly recommended you verify their
reported details. You should pay particular attention to the number of associated
pages detected for the defined suite(s).

Select Browse data, then select the All pages group, and then the Applications sub-
group. Within the individual dimensions, such as Page views and hits, you can see
page views are reported for several applications. The suite name in the definition is
shown between brackets. The example shown in Figure 10-6 is for a WLP streaming
portal.
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Figure 10-6 Suite Page Views

application/page-name

avitek.dvt demo/dvt » Main Page Book » Connections |

avitek.dvt demo/dvt » Main Page Book » Try It!

avitek.dvt demo/dvt » WebCenter Services » Blogs | | |

vitek.dvt demo/dvt » Main Page Book = WeblLogic Portal

vitek.dvt demo/fdvt » WebCenter Services » Discussions

avitek.dvt demo/dvt = WebCenter Services » Wikihelp

» Main Page Book » Connections.Move Portlet On Page

avitek.dvt demo/dvt » Main Page Book » Avitek

avitek.dvt demo/dvt » WebCenter Services » Wiki

emo/fdvt » Main Page Book = Web 2.0.maximize portlet

total-time-per-page

10.2 Refining Application Definitions Through Framework
Exceptions

As explained earlier in Working With Suites, RUEI provides dedicated support for the
monitoring of certain Oracle Enterprise architectures (such as Siebel and Oracle E-
Business Suite). This support is made possible because each of these architectures is
based upon a standard underlying framework. However, when an application has been
developed using a customized version of the architecture's framework, RUEI needs
information about the modifications made in order to accurately monitor and report its
network traffic. This is also the case when an architecture framework has been used
as a wrapper to a legacy application. Application developers can use the Framework
exception facility to specify the exceptions that should be made to RUEI's standard
architecture reporting scheme. Note that this facility is also available for use with non-
suite applications.

If you have modified your application's underlying framework to include customized
pages, it is strongly recommended that you use the Framework exception facility,
rather than manual page definitions (described in Manually Identifying Pages), to
ensure that these pages are correctly identified.

Application URL patterns

Typically, an application is identified by its domain. For example, nyshop. com A
possible home page is shown in Figure 10-7.
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Figure 10-7 Example Application Home Page

www.myshop.com

- o it

[THsHoP. 0= & SmEm i ———  www.myshop.com/shop/checkout
www.myshop.com/fuser/preferences

www.myshop.com/fcontact

www.myshop.com/catalog

Each of its discrete functional parts is identified by a URL pattern. For example:

e nyshop. conl cat al og: contains a facility for customers to browse and order items
from an online catalog of available items. This is based on a standard framework
implementation.

* nyshop. con user/ pref erences: contains a facility where customers can modify the
web site's appearance to reflect their personal preferences. For example, national
language, units of measurements, and currency. This is based on a customized
framework implementation.

» nyshop. con shop/ checkout : contains a facility where customers can confirm their
orders and arrange payment. This is based on a customized billing
implementation.

In this case, information about the customizations made to the user/ pref erences and
shop/ checkout parts of the application needs to be provided in order to ensure correct
reporting. The cat al og part is based on a standard framework and, therefore, does not
require further information to be specified.

Specifying Framework Exceptions

To define the framework exceptions that should be used for an application, do the
following:

1. Select Configuration, then Applications, and then Framework exceptions.
Click the New framework exception item. The dialog shown in Figure 10-8
appears.
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Figure 10-8 Add Framework Exception Dialog

‘Add framework exception @) (=]
Details
EP Specify the name, type, and
description for the framework
exception.
Name: * myshop
Application type: * Suites -
Suite type: * ADF Framework -
Description: Customizations made to the

ADF-based myshop.com
application

4

Save Cancel

Specify a uniqgue name for the framework exception. Select "Generic" if the

framework exception applies to all application definitions, or "Suites" if it only
applies to a specific Oracle Enterprise architecture. In the case of the latter, you

will need to specify the architecture.

Note that suites only appear in the Suites

type menu if at least one suite instance of it has been defined. Optionally, specify
a brief description. It is recommended that it includes an indication of the purpose
and scope of the defined exceptions. When ready, click Save.

shown in Figure 10-9 appears.

Figure 10-9 Framework Exception Overview

| Eﬁ Download j Copy

Framework exception overview

Click the newly created framework exception. An overview similar to the one

should be used in the reporting of specific dimensions.

Name: myshop

Match type: Suite

Suite type: ADF Framewaork
Description:

Last modified: 14:50

\ \
[ Identification ] Hit type conditions Dimension definitions

Identification

Manage the definitions for the framework exception. Specify the functional application parts (URL patterns) to which the defined exceptions
should spply. Specify the specific hits to be reported as either pages/actions or objects. You can also define the source and ruling that

Customizations made to the ADF-based myshop.com application

Name
[#] « Add new URL pattern »
[ =/preferences/=
™ fcatalog/=
[™ /shop/checkout

ORACLE

Specify one or more URL patterns to which the framework exception should apply. You can use the wildcard character (%), e.g. */shop.

Last Used

n/a
n/a
n/a

Balad
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Click Identification tab, and then the Add new URL pattern item. This specifies
the scope of the framework exception. Enter one or more patterns, to reflect the
structure of your application. Note that the patterns must start with either a slash
("), or a wildcard ("*"), otherwise they will not match any URL. Use wildcards as
appropriate to include all sub-directories of a given URL pattern, or to specify only
a given sub-directory regardless of the path leading to that directory. For instance,
*/pr ef er ences/* will match any path that contains "preferences", including deeper
paths, such as:..

a. www.myshop.com/preferences
b. www.myshop.com/user/preferences
c. www.myshop.com/another/location/preferences/subdir/subdir/

Note however, that a path without any wild cards will only match the exact URL,
e.g. / shop/ checkout will not match / shop/ checkout / paynent s/ .

Also, note that URL arguments in a path are not take into consideration, so the
same path with or without URL arguments is seen as identical.

Click the Pagelobject conditions tab. Click the Add new condition item. The
dialog shown in Figure 10-10 appears.

Figure 10-10 Add Hit Type Condition Dialog

‘Add hit type condition @) x|
Detail
[ Specify the events, represented by dimensions
and their values, that must be met in order for
the hit condition to be considered achieved.
Hit type: Object -
Definition
@ Object type/Type = static AND T
@© Object type/Class = image AND T
@ Object type/Extension = png AND T
@ Object URL/Full URL = http://labws.nl.oracle.com/ ‘.'-?

manual/en/images/filter_arch.png

Dimension level: Object URL/Full URL -
Value: D Add | @,
Exclude: [l

Save Cancel

Use the Hit type menu to specify how detected hits should be treated. The
available options are shown in Table 10-1.
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Table 10-1 Hit Type Options
]

Hit type Page namel Loading timeZ2  Content error®  Preview*
Page X X X X
Object - X - -
Redirect - X - -
Heartbeat - - - -
1 The reported page name is derived from the hit.
2 Hit taken into account when determining page-load time.
3 Hit is scanned for content errors.
4

Used for previewing in the Session Diagnostics feature.

Specify the events that must be met for the exception to be applied. For each
event, use the Dimension level and Value menus to select the dimension that
should be checked, and the value that it must hold. Note that if the required value
is not available within the Value menu, you can click the Search icon beside it to
locate it.

Optionally, use the Exclude check box to specify that the defined dimension
level=value pair should be negatively applied. That is, the event should be
regarded as achieved if the defined event is not met. When ready, click Add. Note
that while only one defined condition needs to be achieved in order for the
exception to be applied, all events within a condition must be met for it to be
considered achieved. When ready, click Save. You are returned to the dialog
shown in Figure 10-9.

7. Click the Dimensions definitions tab. A list of dimensions specific to the selected
application type is displayed. An example is shown in Figure 10-11.

Figure 10-11 Dimension Definitions Section

f W 1
Identification Hit type conditions [ Dimension definitions ]

Dimension definitions

Specify the sources from which dimension values should be obtained.

Dimension level Source type
[ EBS module/ID Mo exception configured
[™ EBS form name/ID Mo exception configured
[ EBS screen region/ID Mo exception configured
[ EBS responsibility/Key Mo exception configured
[™ EBS 15P filename/Filename Mo exception configured
[ EBS framework/Name Mo exception configured

8. Click the dimension whose default source you want to modify. Use the Source
type and Source value fields to specify how the selected dimension's reported
values should be derived, see Figure 10-12.
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Figure 10-12 Source Type Options

Details
'
Source type:
W Note

Edit dimension definition 2=

Specify the source type and value for this
dimension level.

HTML title [>]

Page taﬂgini & 4.

Custom tag
Custom function
Client request —

LURL —

URL base

URL directory

URL Argument

URL full

HTTP Method and URL

Header in Request

#Path in Request

#Path in JSOM Request
Server response

Header in Response

#Path in Response

#Path in JSOMN Response
Session

Cookie

m

Optionally, you can use the Replace value field to specify a transformation that
should be applied to the retrieved value. The available options are explained in
Table 10-2. When ready, click Save.

Table 10-2 Identification Options

Option

Description

URL argument

XPath in request

XPath in JSON request

Header in request

XPath in response

XPath in JSON response

Header in response

Cookie

Custom tag

The dimension value should be derived from a specified URL
argument.

The dimension value should be derived from an XPath
expression applied to the request.

The dimension value should be derived from an XPath
expression applied to the JSON request.

The dimension value should be derived from a specified
request header.

The dimension value should be derived from an XPath
expression applied to the response.

The dimension value should be derived from an XPath
expression applied to the JSON response.

The dimension value should be derived from a specified
response header.

The dimension value should be derived from a specified
cookie element.

The dimension value should be derived from a specified
custom tag.

10-12



Chapter 10
Refining Application Definitions Through Framework Exceptions

Table 10-2 (Cont.) Identification Options

_______________________________________________________________|
Option Description

Custom function The dimension value should be derived from a specified
custom function. Note that only the first parameter is used,
and it must be enclosed in single or double quotes. For
example:

wi Vi ewSt at e("wi _nmenu_nai n_nmenu");

Literal value The dimension value should be set to a specified literal value.

HTML title The dimension value should be derived from the text found
within the page's <title> tag

URL The dimension value should be derived from the complete
domain and URL as it appears in the visitor browser location
bar.

URL base The dimension value should be derived from the main
directory and file name (without the file extension) parts of the
URL.

URL directory The dimension value should be derived from the directory
part of the URL.

URL full The dimension value should be derived from the main

directory, the file name (without the file extension), and the
configured arguments within the URL.

9. Once created, you can use the ruling facility to specify additional matching rules
that should be used to refine the newly created definition. This is described in
Using the Ruling Facility.

10.2.1 URL Pattern Evaluation Order

By default, the order in which individual URL patterns are evaluated is the order in
which they were defined in the system. In other words, each new URL pattern that you
define would be placed at the bottom of the pattern evaluation chain. During
processing, RUEI will try to match an URL against the available patterns in that
sequence.

There are cases in which you might need to change the evaluation priority of one or
more URL patterns. For example, if a pattern contains a high level of detail so that it
narrowly identifies a specific URL, e.g. / shop/ checkout / paynent - f ai | ed. j sp, it would
need to be evaluated before a more generic expression, such as / shop/ *.

RUEI provides you with the facility to manage the evaluation priority of the URL
patterns. In the framework exceptions overview screen, click the "Edit framework
exception priority" button in the toolbar.
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Figure 10-13 Framework Exceptions Window

[) Upload framework exceptions | [} Download framework exceptions | %) Edit framework exception priority

Please select the framework exception to view.

Click a framework exception to view its definition.

ﬁ? MNew framework exception EFH Login App
'fﬁ

E,‘J myshop

The following dialog appears:

Figure 10-14 Framework Exception Priority Window

Configure framework exception URL pattern matching priority @0
Datails
g}j Manage the order in which framework exception URL patterns will be matched.
i Patterns will be matched in the order in which they appear in the list. Note that

disabled patterns will be skipped.

URL pattern Framework exception  Application type Enabled

flogin.jsp Login App Ganeric @ T
/shop/checkout myshop ADF Framework [V LT
= /preferences/™ myshop ADF Framework [V @ %
jcatalog/™ myshop ADF Framework [V @+ %
/= MNogin/admin.php™ Login App Generic (%] LT

Close

This dialog presents an overview of all framework exception URL patterns, in the order
in which they will be evaluated (patterns at the top of the chain will be evaluated before
patterns at the bottom).

The first column contains the URL pattern. The second shows the framework
exception for which this pattern was defined. The third column identifies the type of the
framework exception (this is the type specified during the creation of the framework
exception). The fourth column shows whether the framework exception is currently
enabled. (Note that URL patterns for disabled framework exceptions will be skipped
during URL matching, regardless of their position in the matching priority chain.)
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The final column contains the controls that let you move patterns up and down the
chain. Clicking on an "Up" arrow will move the current URL pattern up by one row
thereby increasing its matching priority. Clicking on the "Down" arrow will move the
current URL pattern down by one row, decreasing its matching priority. Note that
changes become effective immediately.

Click the "Close" button when you are done.

10.2.2 Moving Framework Exceptions Between Environments

ORACLE

It is recommended that framework exceptions are developed at the same time as the
application itself. This is best achieved by having RUEI monitor the application under
development, and refining its defined exceptions based on the obtained results.

Once ready for deployment, the application is then moved to a production
environment. If that new environment is monitored by a different RUEI installation, you
do not need to manually re-create the application's exception rules. Instead, you can
use the download facility to obtain a copy of its latest definitions, and then upload the
generated file for use by the new RUEI installation.

This facility is particularly useful when deploying an application across multiple
environments. For example, when providing an Extranet-based application for use by
your business partners.

# Note:

The generated framework exception files are in a proprietary format, and must
not be modified in any way.

Downloading Framework Exception Definitions
To download a defined framework exception, do the following:

1. Select Configuration, then Applications, and then Framework exceptions.
Click the Download framework exceptions command button. A window opens
showing the currently defined framework exceptions. An example is shown in
Figure 10-15.
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Figure 10-15 Download Framework Exceptions Window
Download framework exceptions 2 @1
| Options
MName Desciption
i MyCheckout Checkout to app developed internally
e MyPreferences Preferences settings of colors which is developed
by Jack
e Catalog Store front
i Downloads Customized download facility
I Lang MLS settings
Drownload Close

2. Select the required framework exceptions. When ready, click Download.

3. Depending on how your browser is configured, you are either prompted to specify
the location to which the zip file should be saved, or it is immediately saved to the
defined default location.

Example 10-1 Uploading Framework Exception Definitions

When you upload a framework exception definition, any URL patterns contained within
the definition are added to the end of the evaluation priority chain. Therefore you are
strongly advised to review the URL pattern evaluation priority after uploading a
definition. If the framework exception definition already exists, the URL patterns are
replaced with the URL patterns in the upload.

" Note:

Any URL patterns that were added or changed after the framework exception
was originally downloaded are deleted if that framework exception definition is

uploaded.

For all replaced patterns, both the pattern matching priority, and the counter indicating
when they were last used, is reset. Therefore replacing patterns can be used as a
technique to reset the reported last-used information.

Remember to review and adjust the URL pattern matching priority after each upload.

10.3 Defining Web Services

ORACLE

The emergence of web services has become one of the most important advances in
the technology industry. Organizations are increasingly integrating enterprise
applications to exchange information such as purchase orders, inventory levels,
shipment notices, and interbank transactions, to name but a few.

10-16



Chapter 10
Defining Web Services

Understanding Web Services

It is important to distinguish this new breed of web services from traditional ones.
Generally, a web service was any service available over the web (such as search
engines, language translators, weather guides, maps, and so on). However, these
types of web services required some human intervention.

A web service is defined by the W3C! as "a software system designed to support
interoperable machine-to-machine interaction over a network". It implements a clearly
defined business function that operates independently of the state of any other
service. It has a well-defined contract with the consumer of the service. Services are
loosely coupled - a service does not need to know the technical details of another
service in order to work with it - and all interaction takes place through the interfaces.
Using this technology, the service provider simply exposes a service on the web,
publishes the interface and service haming specifications, and waits for a connection.

Services are made available through service descriptions. They describe how to call
the service, and what information is required to request the service and get a
response. The data exchange takes a request-response pattern. RUEI primarily
supports the monitoring of XML-SOAP and similar messages.

Creating Web Service Definitions
To define a web service, do the following:

1. Select Configuration, and then Services. The currently defined web services are
listed. Click New services. The dialog shown in Figure 10-16 appears.

Figure 10-16 Service Configuration Wizard

Service configuration wizard 2=l

Configure new service

Specify the service name and filter criteria.

Service name: kleElank
Find domain: [mybank.com
Find port: |g4
Find URL: |/services
Find URL argument: |frmSer'-;ice
f\\]7 v Argument value: [chkbalance
i \_‘
) = Filter preview:
ﬁ httpls):// mybank.com : 84 / services ? frmService=chkba
1] | i
= Back Mext = Cancel

1 The World Wide Web Consortium (W3C) is the main international standards organization for the World Wide

Web.

ORACLE
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Specify a name for the service. This is the name that will be used for the defined
service within reports and the Data Browser. The name must be unique across
services, SSO profiles, suites, and applications. Note that services cannot be
renamed later.

Use the remaining fields to specify the scope of the service. This is defined in
terms of partial service URLSs.

Note that as you enter this information, you can see the effect of your definition
through the Filter preview column.

The highest level filter is the domain. You can specify a partial URL instead of, or
to refine, a domain. It is not possible to specify a service name and leave all the
other fields blank. Note that a wildcard character (*) cannot specified within the
Find Port field, and network traffic arriving on a non-standard port (that is, other
than ports 80/443), is not associated with the service unless the port number is
explicitly stated. You can only specify one port number within the Find Port field. If
you want to specify additional ports, these should be specified as additional filters
after the new service has been created.

Be aware that while the use of a wildcard character is supported, all other
specified characters are interpreted as literals. Note it is not possible to specify the
wildcard character and no other information for domain and URL argument
combinations.

# Note:

It is recommended that filter definitions should be mutually exclusive across
services, SSO profiles, applications, and suites. For example, do not define
a service filtered on the domain or acl e. comand then another service, suite,
or application filtered on oracl e. conl appl i cati on_servl et. The use of non-
mutually exclusive filter definitions can lead to unpredictable results. See
Controlling Rule Ordering Within RUEI for information about how you can
influence the order in which filters are applied.

You can also specify an argument within the partial URL that must be matched.
Note that if you use this facility, both the argument and argument name must be
complete in order for them to be matched to page URLs. That is, partial matching
is not supported. When ready, click Next. The dialog shown in Figure 10-17
appears.
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Figure 10-17 Function Naming Scheme Dialog

Service configuration wizard 2=l

Function naming schemes

Specify how the service functions should be identified.

Source type: ¥ IURL argument ﬂ
Source value: ¥ [chkbalance
Group naming schemes (Cptional)

Optienally, specify the matching scheme that should be used for function
group names within the selected service, If not specified, functions will
E/\\]; 7 be grouped as "generic”, If specified, it must be present within the

T function caff for it to be reported.
I-'\f \.’\_
) = .
Source type:! |Header INn response j
i Source value: |DirectDebit
« Back Finish Cancel

4. Use this dialog to specify how the service should be identified and reported. It is
important to understand that while applications (see Defining Applications) have
the structure application » group » page, services have the structure service
name » function group » function name. If you specify a group naming scheme,
this must be found within the function call for it to be reported.

When ready, click Finish. An overview of the service definition you have specified
is displayed. An example is shown in Figure 10-18.

Figure 10-18 Service Overview

Service overview

Manage the critsria used to identify the functions associated with the ssrvice.

Name: TWiki Service
Data collection enabled: ]
Unigue functions identified: 42

A\ Last function identified: 01:08 (22 May 2017)

ldentification  Functions  Contentmessages | Clients  Advanced

Service

Specify the scope of the service. This is defined in terms of one or more partial service URL matches. Functions will be assigned to the service when a defined filter matches a service's URL.
¥ Find Domain Find URL. Find URL Argument
labws-twiki* * .

[# « Add newfilter »
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Example 10-2 Refining Your Service Definitions

Once you have defined your service, you can modify its associated function scheme.
Within the Identification section, you can click Add new filter to specify additional
filters for the functions that should be associated with the service. A function will be
assigned to a service when one of the defined filters is matched. You can also modify
an existing filter definition by clicking it. In each case, you can select from the same
filters as shown in Figure 10-16. The service overview is updated to reflect your
additions or modifications.

Example 10-3 Client Identification

The procedure for defining the client ID identification scheme is identical to that for
applications and suites, and is described in Defining User Identification.

Example 10-4 Specifying the IP Address Source

When reporting on user visits, the client IP address is, by default, fetched from the
TCP packet. However, when the RUEI system is placed in front of a NAT device, it
may be more useful for the client IP address to be obtained from a specific header.
The Client IP source check box within the Advanced section (shown in Figure 10-16)
allows you to specify the required scheme. This is explained in Monitoring NATed
Traffic .

10.3.1 Reporting Unclassified Function Calls

By default, function calls that have been identified as belonging to a service through its
URL definition, but for which no classified name has been found, are discarded and
not reported. However, if you want these unclassified calls to be reported, use the
Report unclassified calls check box within the Functions section.

Because hits not identified as belonging to the service are identified as unclassified
calls, incorrect or insufficiently defined function calls will be identified as unclassified.
Note that unclassified calls are reported in the relevant Data Browser group under the
category "Other".

10.3.2 Specifying Function Loading Satisfaction

In order to assess a function's responsiveness, RUEI assigns a satisfaction level for
each function call. This is equivalent to the page-loading thresholds described in
Specifying Page Loading Satisfaction.

10.3.3 Trapping Function Call Errors

The procedure for detecting strings associated with functions is equivalent to that for
applications, and is described Trapping Application Content Messages.

10.3.4 Locating Service Functions

The procedure for locating function calls for web services is equivalent to locating
pages for applications, and is described in Locating Page Details.
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This chapter describes how user activity can be monitored within OAM-based traffic.
The monitoring of web traffic where user access control is managed through a SSO
mechanism is also explained.

If you are using OAM, see the appropriate section relating to the OAM version listed
below. If you are using a different solution, you can still use RUEI to monitor SSO
using Defining Single Sign-On (SSO) Profiles. The chapter contains the following
sections:

*  Monitoring OAM 10g-Based Traffic
*  Monitoring OAM 11g-Based Traffic
» Defining Single Sign-On (SSO) Profiles

11.1 Monitoring OAM 10g-Based Traffic

ORACLE

RUEI can be configured to identify user IDs within Oracle Access Manager (OAM)
traffic. OAM version 10.1.4.x (or higher) is supported. In order to monitor OAM-based
traffic, do the following:

1. Select the required application, and click the Users section.

2. Click Add new source. The dialog shown in Figure 7-32 appears.

3. Within the Search type menu, select the "Oracle Access Manager 10g" option.
4

Within the Source value field, specify the name of cookie used to track user
identification within the monitored OAM-based traffic. By default, this is

hSSCcooki e. When ready, click Save. If your OAM server uses a customized
cookie implementation, you should consult your OAM administrator. Information on
the customization of OAM cookies is available from the Oracle Access Manager
Administrator Guide.

5. Select Configuration, then Applications, and then Session tracking. The
currently defined cookie settings are displayed. An example is shown in
Figure 12-4.

6. Click Add new cookie. The dialog shown in Figure 12-3 appears.
7. Within the Cookie type menu, select the "OAM" option.

8. Within the Cookie name field, specify the cookie used to track user identification
within the monitored OAM-based traffic. By default, this is ®bSSQcooki e. When
ready, click Save.

The procedure to configure your OAM server to work with RUEI is described in the
Oracle Real User Experience Installation Guide.

Example 11-1 Reporting of OAM-Based Traffic

The reporting of user IDs within the Data Browser is based on Distinguished Name
(DN). An example is shown in Figure 11-1.

11-1



Chapter 11
Monitoring OAM 11g-Based Traffic

Figure 11-1 Example of Reported OAM Traffic

Session diagnostics
Search user records for the s o as litersls, and searching uses sxact
matching, Select a user recon
Order:| Most active sessiolia Dimension level:| « Select » [ value: 2 §
__|Period/5 minutes User ID/ID Client network/IP Page views
[~ 10040 - 10:45 uid=alfred.lange,ou= 10.161.58.83 2
people,dc=
somebooks,dc=com
F 10:40 - 10:45 uid=alfred.lange,ou= 10.161.59.133 2
people,dc=
somebooks,dc=com
f 10:40 - 10:45 uid=alfred.lange,ou= 10.161.58.83 1
people,dc=
somebooks,dc=com
' 10:40 - 10:45 uid=alfred.lange,ou= 10.161.59.133 1
people,dc=
somebooks,dc=cam

11.2 Monitoring OAM 11g-Based Traffic

RUEI can be configured to identify user IDs within Oracle Access Manager (OAM)
traffic. OAM version 11g (R2PS3 BP02) is supported. In order to monitor OAM-based
traffic, do the following:

1. Select the required application, and click the Users section.

2. Click Add new source. The dialog shown in Figure 7-32 appears.

3. Within the Search type menu, select the "Oracle Access Manager 11g" option.
The procedure to configure your OAM server to work with RUEI is described in the

Oracle Real User Experience Installation Guide.

Reporting of OAM-Based Traffic

The reporting of user IDs within the Data Browser is based on the uid attribute of the
user as recorded in the OAM LDAP.

11.3 External Authentication

ORACLE

RUEI has support for SSO (mod_osso) and LDAP authentication out of the box.

Specifically for OPC a setup was created that will not be checking actual
authentication (password), but will assume RUEI is instrumented as a protected /
LBaasS resource.

This resource needs to set a specific header to it's backend (not to end users), for
which RUEI will match to RUEI users. These headers are often called REMOTE_USER by
default.
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# Note:

When the user enables the External Authentication feature, RUEI will not do it's
own authentication anymore. So, it also will not be checking valid user login
and passwords anymore for these users.

11.3.1 Installation

Download and install one- of f ux-gui RPMincluding external authentication support.

11.3.2 Configuration

After installation the following configuration should be done to activate external
authentication. Execute these commands as the RUEI_USER user:

execsql config_set_value wi _core extauth_enabled 1

Optionally the above can be repeated for the following options (replace
ext aut h_enabl ed with the option value below):

ext aut h_header

HTTP header, which contains user ID, prefixed with HTTP_.
extauth_| ogin_url

Login URL to redirect (when header is empty).

extauth_| ogout _url

Logout URL to redirect.

In both URLs above a placeholder %s can be used to give in the RUEI URL to go back
to after login or logout.

11.3.3 RUEI Users

To allow users to login using the external authentication, they need to be changed to
External in the user configuration window.

11.3.4 RUEI Users

Instead of directly using the client header of an external load balancer, we can also
use $_SERVER variables. This can be for example, be used to authenticate using
webserver / PHP authentication. Note that this need not work with login / logout pages.

Test Example

1. Create . htaccess in $RUEI _HOVE/ gui

Aut hType Basic
Aut hNarme "Password Protected Area"

Aut hUserFil e [your-safe-dir]/. htpasswd
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Require valid-user
2. Create . ht passwd with htpasswd tool
3. Modify header name:

execsql config_set_value wi _core "extauth_header" REMOTE_USER

11.4 Defining Single Sign-On (SSO) Profiles

Single sign-on (SSO) is a method of access control that enables a user to log in once
and gain access to the resources of multiple software systems without being prompted
to log in again. Because different applications and resources support different
authentication mechanisms, SSO has to internally translate and store different
credentials compared to what is used for initial authentication. SSO offers the following
benefits:

* Reduces password fatigue from different user name and password combinations.
* Reduces time spent re-entering passwords for the same identity.
* Reduces IT costs by lowering the number of IT help desk password-related calls.

SSO uses centralized authentication servers that all other applications and systems
utilize for authentication purposes, and combines this with techniques to ensure that
users are not actively required to enter their credentials more than once.

In order to facilitate the correct monitoring of SSO-enabled applications, you need to
configure the authentication server(s) used within your environment. This is done
through the creation of an SSO profile.

11.4.1 Understanding How SSO-Enabled Traffic is Monitored

ORACLE

SSO servers manage user profiles and provide a login page to authenticated users.
Applications then interact with SSO servers to validate temporary tokens. Figure 11-2
illustrates how application authentication works when enabled by an SSO server.
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Figure 11-2 Authentication Flow Within SSO-Enabled Application Traffic

RUEI /
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Datahase C Sy
J

S50 server

The authentication flow shown in Figure 11-2 takes the following sequence:

1.

The user attempts to access a protected URL. The application server checks for
the existence of an authentication cookie for the requested application. If found, it
means that the user is already logged on, and no further authentication is required.

The user is re-directed by the application server to the SSO server. The
application server also provides an application URL to the SSO server so that it
knows where to go after user logon. Note the SSO server also checks whether the
user is already authenticated (by another application) by validating any existing
authentication cookie.

In the event the user is not recognized based on an existing authentication cookie,
the SSO server requests credentials from the user via the login page, and these
are specified by the user in a user name and password combination.

The user's credentials are verified against their entry in the SSO server database.
Once validated, the authentication is preserved by an SSO cookie. The name of
this cookie must be specified when creating a SSO profile.

The SSO server fetches the user's attributes. The attributes that are actually
fetched are implementation-specific, and are not relevant to RUEL.

The SSO server passes the fetched attributes to the partner application server,
using the URL provided to it in step 2. Note that a token argument is added to this
URL. The name of this token argument must be specified when creating SSO
profiles. The application server will probably also issue its own cookie to the user.
This is configured as part of the application or suite definition.
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Finally, note the network lines over which steps 1, 2, and 5 pass must be within the
scope of RUEI monitored traffic.

SSO Profiles and Applications

It is important to understand that SSO profiles and applications, although closely
related, are reported as separate entities within RUEI. For this reason, SSO profile and
application definitions should be mutually exclusive. That is, each should be based on
separate domains and cookies. Otherwise, the monitored traffic is reported as
application-related traffic, and the potential benefits to enhanced reporting are not
realized.

11.4.2 Creating SSO Profiles

To define a SSO profile, do the following:

1. Select Configuration, the Applications, then Single Sign-On, and Click New
SSO profile. The dialog shown in Figure 11-3 appears.

Figure 11-3 New Single Sigh-On Dialog

New Single Sign-On Profile =
Single Sign-0On (SS0) profile

Specify the Single Sign-0n (S50) profile name and filter criteria. Click Next

O
Lo conlnues,

S50 profile name: ¥ |CorpSSO
Find domain: |Iogin.orac|e.com
Find port: |g4

Find URL: |

v Filter preview:
o , . )
"k = http(si:// login.oracle.com : 84 | *

% Back Next = Cancel

2. Specify a name for the SSO profile. This must be unique across suites, services,
applications, and SSO profiles. Note that SSO profiles cannot be renamed later.

3. Use the remaining fields to specify the scope of the SSO profile. This is defined in
terms of partial page URLs. Note that as you enter this information, you can see
the effect of your definition through the Filter preview column.
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# Note:

It is advised that filter definitions be mutually exclusive across SSO profiles,
applications, suites, and services. Otherwise, this can lead to unpredictable
results. See Controlling Rule Ordering Within RUEI for information about
how you can influence the order in which matching rules are applied.

The highest level filter is the domain. You can specify a partial URL instead of, or
to refine, a domain. It is not possible to specify a profile name and leave all other
fields blank. That is, a blank filter. Note that a wildcard character (*) cannot be
specified within the Find Port field, and network traffic arriving on a non-standard
port (that is, other than ports 80/443), is not associated with the SSO profile unless
the port number is explicitly stated. Only one port number can be specified. If you
want to specify additional ports, these should be specified as additional filters after
the new SSO profile has been created.

Be aware that while the use of a wildcard character is supported, all other
specified characters are interpreted as literals. Note it is not possible to specify the
wildcard character and no other information for domain and URL combinations.
See Controlling Rule Ordering Within RUEI for information about how you can
control the order in which filters are applied.

When ready, click Next. The dialog shown in Figure 11-4 appears.

Figure 11-4 Single Sign-On Server Information Dialog

Mew Single Sign-On Profile =l
Single Sign-0On (S50} server information

ingle Sign-On (550) authentication server.

ie, the URL token argument, and how

users are identified in the monitored traffic.
S50 profile name: |.:.;.,-|_—.55.3
Session cookie: *IathhLlser

Name of the session cookie used by your
550 system.
Token argument: tlI'\.“u‘A-token

Name of the token URL argument used by
your 550 system.

ﬁ “ User ID' source: IURL argument LI

' = User ID source value: *lfrmUser

« Back Finish Cancel

Use this dialog to specify information about the SSO authentication server you are
using. You need to specify the session cookie name, the URL argument which
contains the authentication token, and how users are identified in the monitored
traffic. Normally, this is defined in terms of a URL argument and value. However, it
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can also be specified in terms of cookies, request or response headers, or XPath
expressions.

When ready, click Finish. An overview of the SSO profile definition you have
specified is displayed. An example is shown in Figure 11-5.

Figure 11-5 SSO Profile Overview

Single Sign-0On (550) overview

Manage the criteria used to identify you
in once and gain access to multiple softy

again.

Name: Orasso

i i
[ Identification ] Configuration Users

550 server page identification

s of one or more partial URL

Specify the scope of the 550 server. This is defined
e fined filter matches the server URL.

-]
matches, Identification will be based available w

%W Find domain Find URL
login.oracle.com: 84 =

« Add new filter =

This overview provides a summary of the defined SSO profile and allows you, if
necessary, to modify its definition. This is explained in the following section.

You can check the effect your user identification definition has by viewing the XLS
User Information report in the Clients category. For more information on reports, see
Working With Reports.

11.4.3 Modifying SSO Profiles

ORACLE

After defining an SSO profile, you can modify it via its overview. The following tabs are
available:

Identification: specifies the scope of the SSO server in terms of one or more
partial page URL matches. Pages are assigned to the SSO server when a defined
filter matches a page's URL. To add a new filter, click Add new filter. Click an
existing filter to modify it. A dialog similar to the one shown in Figure 11-6 appears.
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Figure 11-6 Edit SSO Profile Filter Dialog

Details

Y

(Add filter to SSO profile

Specify the 550 profile filter criteria to be added.

S5O profile name:

Find domain:
Find port:
Find URL:

Filter preview:

&y Notice

IL orpSs50

|I-::ugin.cnrau:|e.|:-::|m

I:-:

http(s):// login.oracle.com @ * [/ *

Current rule ardering: Manual

Save Cancel

The note at the bottom of the dialog indicates the current rule ordering scheme.
This is explained in Controlling Rule Ordering Within RUEI.

* Configuration: specifies the authentication token and cookie used.

* Users: specifies how user IDs are identified within the application. When not
defined, the SSL client certificate is used (when available).

11.4.4 Verifying Your SSO Configurations

When verifying the correct operation and reporting of your SSO-enabled applications,

the important aspect to inspect is the correct identification of users. It is recommended
that you regularly review the reporting of within the Data Browser (All sessions > User
Id > Sessions and page views). For example, an unexpectedly high level of

unidentified users.

Also, you should verify that URLs within SSO-enabled applications are not reported
within application-related data. This can indicate that there is a problem.
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Controlling the Reporting of Monitored

Traffic

This chapter describes how the reporting of monitored traffic can be fine optimized to

meet your information requirements. This includes the specification of the cookie

technologies used within your network environment, use of named web server and
client groups, as well as a number of advanced facilities, such as rule ordering and

data retention policies.

12.1 Viewing a Traffic Summary

You can open an overview of the monitored network traffic by selecting System, then
Status. A list of the processing systems within your RUEI deployment is displayed and

ORACLE

an example is shown in Figure 12-1.

Figure 12-1 Data Processing Status Window

Name Status
&  Connectivity between Collector and Reporter OK
& Connectivity with Configuration Database OK
&  Connectivity with Enriched Data Exchange OK
&  Daemon status OK
& Data Aggregation OK
&  Data Processor Output OK
& Database Usage OK
% Disk Usage OK
& Enriched Data Exchange nla
& KPlAlerting CK
& Status Reporting Self-Test OK
& Eventlog OK
@ Reporter Statistics
= Status Notification Mot Configured
System network data Collectors
= & System (localhost) CK
& Buffer Overrun OK
& CPU Usage Status OK
& Connectivity between Collector and Reporter CK
& Daemon Status OK
% Disk Usage OK
& In-Memaory Configuration Status CK
& On-Disk Configuration Status OK
& Output Generation OK

&Y Collector Statistics

Last Status Change
14:22 (01 Sep 2017)
14:22 (01 Sep 2017)
14:22 (01 Sep 2017)
12:09

0611

14:28 (01 Sep 2017)
14:22 (01 Sep 2017)
14:22 (01 Sep 2017)
14:22 (01 Sep 2017)
14:29 (01 Sep 2017)
14:23 (01 Sep 2017)
14:32

14:37 (01 Sep 2017)
14:37 (01 Sep 2017)
14:27 (01 Sep 2017)
14:22 (01 Sep 2017)
14:29 (01 Sep 2017)
14:22 (01 Sep 2017)
14:27 (01 Sep 2017)
14:22 (01 Sep 2017)
14:27 (01 Sep 2017)

Last Status Check
1431
1432
14:32
1432
1432
14:32
1432
1432
14:32
1432
1432
14:32

1431
1431
1431
1431
1431
1431
1431
1431
1431

Click Reporter Statistics or open a processing engine and click Processing
Statistics, to view information about hits, pages, and session processing as well as
the system load. An example is shown in Figure 12-2.
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Figure 12-2 Data Processing Dialog

[Configuration statistics |
| | Processing Engine: System (localhost) -
H Pages H Sessions ][ Performance ]
—Hit processing
| 41K
12:15 13:15 14:15
| 476K
07:00 19:00 07:00
| 13M
13/02 25/02 09fos
. Hits on defined page
. Hits on undefined page
. Hits spuricus
Reload | | Close |

Note the Available resource usage (%) item on the Performance tab indicates the
current processing level. If this approaches 100%, it means a lag in the processing of
data is starting to occur, and it is no longer possible to process data in real time.

Be aware that because this facility is based on application logic, non-application traffic
(such as suites, services, and SSOs), are not represented in the displayed reports.
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# Note:

In order for RUEI to correctly report on monitored traffic, it is strongly
recommended that you regularly review this traffic summary. If necessary,
review the RUEI configuration accordingly. For example, add additional cookie
technologies. In addition, if the system is unable to track sessions, proper
tracking of user flows will also not be available because user flow reporting
requires session tracking.

12.2 Specifying the Session Tracking Mechanism

ORACLE

In order to accurately monitor your web environment, RUEI needs to know and
understand the cookie technology or other session-tracking mechanism your web site
is using. This will either be a standard technology (such as ASP or ColdFusion), or a
custom implementation. In the case of the latter, you will need to provide the system
with information about it.

Cookie technologies can be specified for specific applications and suites, as well as for
global session tracking. Note that application-specific session tracking definitions take
precedence over global session tracking settings. You can define a maximum of nine
application-specific cookie technologies and nine global cookie technologies for use
when monitoring.

Specifying Application-Specific Cookie Technologies
Do the following:

1. Select Configuration, then Applications or Suites, and select the required
application. The application overview appears. Click the Advanced tab, and then
the Session tracking tab.

2. Click Add new session tracking mechanism or an existing definition. A dialog
similar to the one shown in Figure 12-3 appears.

Figure 12-3 Add Session Tracking Scheme Dialog

Add session tracking scheme 2 |E|1
Details
= Specify the session tracking
scheme. In the case of custom

cookies, specify the cookie name.
Otherwise, the URL argument,
header field, or ¥Path expression.

Scheme type: Apache -

Save Cancel
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Select the cookie technology used in your web environment from the Scheme
type menu. If you are using a non-standard technology, select "(custom)" and
specify the name of the cookie used by your organization. You can specify
wildcard characters (*) as part of the cookie name. Note that cookie names are
case sensitive.

The "XPath (custom)" option specifies that session tracking is based on an XPath
expression applied to the request or response. For more information on the use of
XPath expressions, see Working with XPath Queries. The "Header (custom)"
option specifies that session tracking is based on a specified request or response
header.

If you select "(URL argument)”, you are required to specify the name of the URL
argument used by your organization. The use of URL arguments in session
tracking is explained in Cookie Structures.

When ready, click Save. Any changes you make are applied after a short interval
(typically, 5 - 10 minutes), and are then visible within the Reporter system shortly
after this.

Specifying Global Session Tracking Mechanisms

Do the following:

1.

Select Configuration, then Applications, and then Global session tracking.
Note that this option is only available to Administrators. The currently defined
global settings are displayed. An example is shown in Figure 12-4.

Figure 12-4 Global Session Tracking Window

Global session tracking

Within RUEI, session information can be based on cookies, URL arguments, headsr fields, or XPath expressions.
Note that application-specific session tracking defintions take precedence over giobal session tracking definitions.
By dsfault, ¥ no cookies have been defined, the fallback session tracking mechanism will be client network/browser
based. For information on cookig technologies, ses the onling help.

If you are unsure about the configuration required for your environment, you should consult your spplication

specialists.

Session tracking fallback: Client networkl/browser

Always use application- A
specific sessions:

Scheme Tracking type
E| « Add session fracking scheme =
f Apache Apache b

Select the option for Always use application specific sessions. If selected
sessions are always handled as application-specific. If two hits are identified as
different applications, they never become part of the same session. When
unchecked, sessions are handled as application specific only when there is a
match on a configured application-specific cookie.

Click Add session tracking scheme or an existing definition. The procedure is
the same as described above.

The use of the Session tracking fallback setting is described in Specifying the
Fallback Session Tracking Mechanism.
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Example 12-1 Multiple Configured Cookies

When multiple configured cookies are found in the same hit, RUEI merges all hits with
the multiple cookie values into a single user session. For example, consider the
situation in which three hits have following cookie values:

hit1l: Cooki eA=123;

hit2: Cooki eB=321; Cooki eA=123;

hit3: Cooki eB=321;

In this case, all three hits will be regarded as belonging to the same user session.

Example 12-2 Important

It is recommended that you configure cookie definitions on an application-specific
basis, unless you want multiple applications to be reported across the same session.

12.2.1 Implementing JavaScript Cookie Generation

As mentioned earlier, session tracking can be based on cookies. However, in certain
circumstances, a cookie may not be suitable or available. For example, consider the
following situations:

e The cookie changes with every hit (for instance, this is the case with CbSSOCooki €).
*  The path set within the cookie only covers part of the application.

* The privacy policies configured on the web server disable the use of cookies.

If no suitable cookie is available for session tracking, it is recommended that you

implement a client-side cookie mechanism using JavaScript.

Configuring a Client-Side Cookie Mechanism
Do the following:

1. Add code similar to the following to the appropriate login page:

<SCRI PT

LANGUAGE="JavaScri pt ">i f (docunent . cooki e. i ndexCf (' track=")==-1) {docunent. cooki e
='"track="+parsel nt (Mt h. random()*2147418112) +new

Date(). get Ti me() +' ; pat h=/; domai n=" +document . | ocati on. host . substri ng(

docunent . | ocation. host. | ast | ndexCf(".",

docunent . | ocation. host.lastlndexOi(".") - 1)) ;}</SCRIPT>

Note that the above code is for informational purposes only. You may need to
modify it to meet your specific requirements.

2. Select Configuration, then Applications, and then Session tracking. Click Add
new cookie. The dialog shown in Figure 12-5 appears.
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Figure 12-5 Add Session Tracking Scheme Dialog

Add session tracking scheme 2 |E|1
Details
= Specify the session tracking
scheme. In the case of custom

cookies, specify the cookie name.
Otherwise, the URL argument,
header field, or ¥Path expression.

Scheme type: Cookie (Custom) -
Scheme name: * tfrack

Save Cancel

Select the cookie technology (custom) from the Scheme type menu, and specify
the appropriate cookie name. In the above JavaScript code, this is t rack. Note that
the name should match that specified in the login page JavaScript code, and
should only contain alphanumeric characters. In addition, it is recommended that
the cookie name is restricted to no more than 10 characters in order to minimize
header sizes. When ready, click Save.

Verifying the Cookie Configuration

To verify that your cookie configuration is being tracked correctly, do the following:

o o kM v d P

Clear all cookies in the browser.
(Re)login to the monitored application.
Perform a number of page views.
Logout out of the monitored application.
Wait for at least 10 minutes.

Open the RUEI Reporter environment, and select Browse data, open the All
sessions group, select Session diagnostics, and locate the recorded session (by
user ID or time). You can filter on applications.

Open the session and verify that there where more page views than just the login
page. This verifies that the session ID is preserved after the login.

12.2.2 Specifying the Fallback Session Tracking Mechanism

If you do not specify a cookie technology, then (by default) a combination of the client
network and client browser is used to track sessions. However, in the event that this is
not suitable for your environment, the client IP address can be used as an alternative
tracking mechanism.

ORACLE

To specify the fallback session tracking mechanism, do the following:
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Select Configuration, then Applications, and then Session tracking. The
currently defined cookie settings are displayed. Click the currently defined session
tracking fallback mechanism. The dialog shown in Figure 12-6 appears.

Figure 12-6 Set Session Tracking Fallback Dialog

(Set session tracking fallback mechanism @EI
Details
5 Specify the fallback session tracking
mechanism.
Tracking mechanism: | Client network/browser |
Save Cancel

Use the Tracking mechanism menu to specify if a client network and browser
combination should be used (the default), or the client IP address.

When ready, click Save. Any change you make takes effect immediately.

Example 12-3 Which Fallback Session Tracking Mechanism Should be
Selected?

When considering which fallback mechanism to use, a general rule is that external-
facing applications should use the default network/browser combination, while internal-
facing applications should use client IP address. In the case of multiple users behind
the same proxy server, the use of the default fallback mechanism is recommended.
However, be aware this will result in all such users being recorded in one single
session. The use of the client IP address mechanism is generally recommended in the
following circumstances:

All users have a unique IP address. Note that for each application, you can specify
if the client IP address should be retrieved from the TCP packet or a specific HTTP
request header. This is described in Monitoring NATed Traffic .

The organization enforces the use of a normalized browser. That is, a standard
browser (such as Internet Explorer or Mozilla Firefox), with a standard version and
plug-ins.

Some (or all) of the monitored applications are partially implemented in Java.
Oracle E-Business Suite (EBS) is an example of such an application architecture.
For these applications, the use of the client IP address mechanism prevents both
Java and client requests appearing in the same reported session.

# Note:

The accurate specification of the cookie technologies used within your web site
is strongly recommended to ensure the accurate reporting of your network
traffic.

In addition, you should that the cookie specified to track visitor sessions is not
blinded. If it is, session creation based on the cookie will fail.
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12.3 Defining Named Web Server Groups

You can use the Named servers facility to obtain more detailed insight into server
usage within your monitored web sites. This facility allows you to assign ranges of
server IP addresses to a web server group, and to individual web servers. For
example, a server group could be a department or data center, and the server name
refers to specific web servers within that group. In this way, you can easily identify the
location of specific web servers when problems (such as failed pages) occurred. The
Named server facility is only available to users with Full IT user access (see

Table 14-2).

Viewing Server Information

The web server information collected during monitoring can be viewed in the Data
Browser via the All pages, Key pages, All functions, Failed functions groups, Failed
URLs, Failed pages, and Slow URLs groups. The server IP identifies the specified IP
addresses, and the server group refers to the group name. By zooming into a server
group, you can view the individual web server names that comprise the group. Zoom
in again, and you can view the individual IP addresses assigned to that web server.

Sources for Named Server Identification

When reporting named servers, the server's IP address is, by default, fetched from the
IP packet. However, when the web server is placed in front of a NAT device, it may be
more useful for the IP address to be obtained from a specific HTTP header, cookie, or
other item. For this reason, you can specify a hierarchy of sources from which it should
be obtained. Similar source schemes can also be specified for group and server
names. Note that you can also define fallback identification that should be used when
these schemes fail to yield a value.

12.3.1 Defining Named Server Identification Sources

To define how your web servers should be identified and reported, do the following:

1. Select Configuration, then General, and then Named servers. Select one of the
following options:

- IP address sources: use this option to specify the sources from which server
IP addresses should be obtained.

 Named sources: use this option to specify the sources from which server
names should be obtained.

* Group sources: use this option to specify the sources from which server
group names should be obtained.

- Identification fallback: use this option to specify the IP address ranges,
groups, and names that should be used for server identification when they
cannot be obtained from their defined sources. The use of this option is
described in Specifying the Fallback Session Tracking Mechanism.

2. Click Add new source. A dialog similar to the one shown in Figure 12-7 appears.
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Figure 12-7 Add Server IP Address Source Dialog

‘Add server IP address source @)= ]
Details
Specify the source type and value
Q%ﬂ from which server IP addresses

should be obtained

Source type: Header in response -
Source value: * ¥-Forwarded-Host
& Note Additional! rufing options are available
after saving.
Save Cancel

Use the Source type and Source value fields to specify the identification scheme
that should be used for the selected item. The available options are explained in
Table 12-1. When ready, click Save.

Table 12-1 Identification Options

____________________________________________________________________________|
Option Description

Header in request The identification item should be taken from a specified
request header.

Header in response The identification item should be taken from a specified
response header.

Cookie The identification item should be taken from a specified
cookie element.

SSL Client certificate name The identification item should be taken from the SSL client
certificate. This option is not available for IP addresses.

Literal value Specifies a literal value for the identification item. This option
is not available for IP addresses.

Once created, you can use the ruling facility to specify additional matching rules
that should be used to refine the newly created definition. This is described in
Using the Ruling Facility.

It is important to understand that the defined sources for a server's identification
are evaluated in the order in which they appear in the list. If necessary, you can
use the Move up and Move down options within an item's context menu to modify
its position within the list.

12.3.2 Defining the Server Identification Fallback Scheme

ORACLE

You can define a server identification scheme that should be used if information about
a server cannot be obtained from its specified sources. This is referred to as server
identification fallback. To define a identification fallback scheme, do the following:

Select Configuration, then General, then Named servers, and then
Identification fallback. Click Add new server. The dialog shown in Figure 12-8
appears.
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Figure 12-8 Add Named Server Fallback Identification Dialog

Add named server fallback identification @ (=
Details
Assign server fallback identification to a specific IP
Q%ﬂ range. Arange is specified using CIDR notation. For

IPvd, use a /32 prefix and for IPvE use a M28 prefix to
select a single client IP address instead of a range.

IP Range: ¥ 21313255.0
Server group: * marketing
Server name: * shop|

Save Cancel

2. Specify a range of IP addresses (or a specific IP address) within a netmask, and
the associated web server and group names. When ready, click Save.

" Note:

The specified IP address/ CIDR prefix length combination must be unique.
CIDR with prefix length equals to 0 is not acceptable. In addition, if duplicate IP
addresses with different netmasks are specified, the more specific one is used
for reporting purposes.

Example 12-4 Uploading a List of Fallback Identifications

Optionally, you can click Upload to merge a list of fallback identification definitions
with those that are currently defined. The file must contain only one entry per line, and
the information for each server (as shown in Figure 12-8) must be tab-separated. Note
that any definition in the merged file for an already defined server identification
overwrites its existing definition.

12.4 Defining Named Client Groups

In some instances, you want to be able to enhance the information associated with
visitor IP addresses. This is especially useful when monitoring Intranet traffic and you
want to be able to use your own client classification.

To use this facility, do the following:

1. Select Configuration, then General, and then Named clients. The currently
defined named servers are listed. Click Add. This option is only available to users
with IT Full level access. The dialog shown in Figure 12-9 appears.
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Figure 12-9 Add Named Client Dialog

Add named client 2
Details
Assign client identification to a specific IP range. Arange
is specified using CIDR notation. For IPvd, use a /32

prefix and for IPvE use a M28 prefixto select a single
client IP address instead of a range.

IP Range: *213.133.55.10
Client group: * marketing
Client name: " Jhon|

Save Cancel

2. Use the fields within the dialog to specify a range of IPv4 or IPv6 addresses or a
specific address within a netmask, the client, and their associated group (for
example, company department). When ready, click Save.

Example 12-5 Important

The specified IP address combination must be unique. In addition, if duplicate IP
addresses with different netmasks are specified, the more specific one is used for
reporting purposes.

12.4.1 Uploading a List of Named Clients

Optionally, you can click Upload to merge a list of named clients with those that are
currently defined. The file must contain only one entry per line, and the information for
each client (shown in Figure 12-9) must be tab-separated. Note that any definition in
the merged file for an already defined named client overwrites its existing definition.

Any changes made to your defined named client groups are applied after a short
interval (typically, 5-10 minutes), and are then visible within the Reporter system
shortly after this.

12.4.2 Viewing Named Client Group Information

The visitor information can be viewed within the Data Browser via the named client
view (within the Failed URLs, Failed pages, Key pages, Slow URL, All sessions, All
functions, and Failed functions groups).

12.5 Controlling Slow URL and Function Call Reporting

ORACLE

The Slow URLs and Slow functions data groups described in Table 3-6 report on the
slowest 5000 objects per 5-minute period detected by the system, based on the
function call's end-to-end time. Note that, by default, objects and function calls must
have an end-to-end time of at least 2000 milliseconds to be reported in their respective
views. However, this threshold can be modified in order to meet your reporting
requirements.
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Modifying the Slow Reporting Threshold
Do the following:

1. Select Configuration, then General, then Advanced settings, then URL
handling, and then Slow URL and function call threshold. The dialog shown in
Figure 12-10 appears.

Figure 12-10 Edit Slow URL and Function Call Threshold Dialog Box

‘Edit slow URL and function call threshold @@
Details
Specify the threshold for a URL or
function call to be considered slow.

The default is 2000.

Threshold (milliseconds):  * 1500

Save Cancel

2. Specify (in milliseconds) an object's or function's call required end-to-time before it
is considered slow. When ready, click Save.

12.6 Ignoring Failed URL Hits

Hit failures are recorded in the failed URL group. Because hit failures can occur for a
wide variety of reasons, you can control what is recorded. For example, it is unlikely
that you want incidents related to remote robot searches to be recorded. Do the
following:

1. Select Configuration, then General, then Advanced settings, then URL
handling, and then Ignore failed URLs. Note that this option is only available to
Administrators. The dialog shown in Figure 12-11 appears.
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Figure 12-11 Ignore Failed URLs Dialog

(Tgnore failed URLs @)«
Details
Specify any file names that should be ignored within
the failed URL view. That is, they should not be seen
an erraors.
File name: myicon.ico Add
File name
™ favicon.ico )
[™ robots.txt ™
Save Cancel

2. Specify any file names that should be ignored within the failed URL view. That is,
they should not be seen as errors. Note that any directory information within file
name definitions are ignored, and the defined files are also removed from the
listed object URLs. Click Add to define a new file name that should be ignored.
Click the Remove icon to the right of a defined file name to delete it from the list of
files to be ignored.

Upon installation, two default files, robot s. txt and favi con. i co, are automatically
configured. When ready, Click Save. Any changes to this setting are applied after
10 minutes. A short period after this time, the changes you have specified are
visible in the Reporter interface.

12.7 Filtering Arguments in the Page URL Dimension

You can control whether you want all, some, or no URL arguments recorded within the
lowest level page URL dimension. Do the following:

1. Select Configuration, then General, then Advanced settings, then Page URL
handling, and then Page URL argument filtering. Note that this option is only
available to Administrators. The dialog shown in Figure 12-12 appears.
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Figure 12-12 Page URL Argument Filtering

‘Page URL argument filtering 2 @1
Details
Specify whether vou want all, some, or no URL
arguments recorded within a page-URL dimension. The

default is "aAllow all”. If yvou select "allow some”, vou
need to specify which arguments should be recorded.

Argument filter:

Allow some
Deny all

Save Cancel

2. Use the Argument filter menu to select the appropriate filter. The default is
“allow-all". That is, record all arguments. When ready, click Next.

3. If you selected the "allow-some" filter, the next dialog requires you specify which
arguments should be recorded. Separate multiple arguments with an ampersand
(&) symbol. When ready, click Next.

The new setting is applied after 10 minutes. Shortly after this time, the changes you
have specified are visible in the Reporter interface.

" Note:

It is recommended that you make use of this facility if session or other random
arguments are included in your page URLs. Otherwise, the content of page-
based views (such as all pages or failed URLSs) can become very large.

12.8 Controlling Session Reporting

Within RUEI, session information is reported within the All sessions group. Here,
information about a visitor session is available appropriately five minutes after the start
of a session. By default, a visitor session is considered terminated if the visitor has
been inactive for longer than the defined session idle time (by default, 60 minutes).
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In order to optimize the reporting of sessions, the Session idle time advanced setting
is available to specify the period (in minutes) of inactivity after which a visitor session
is regarded as terminated. The default is 60 minutes.

# Note:

Because of the impact this setting can have on the performance of your
installation, as well as the accuracy of the reported data, it is strongly
recommended that you only change it under guidance from Customer Support.

Specifying Session Settings

In order to specify the idle time that should used when reporting sessions, do the
following:

1. Select Configuration, then General, then Advanced settings, then Session
processing, and then Session idle time. The dialog shown in Figure 12-13
appears.

Figure 12-13 Change Session Reporting Dialog

(Change transaction reporting 2 El‘
Details
Specify the length of visitor inactivity
required to elapse before a session is
considered terminated.
Idle time (minutes): | 15 LI
Save Cancel

2. Specify, in minutes, the period of visitor inactivity after which the session should be
regarded as terminated. The default is 60 minutes. When ready, click Save.

Any change you make to this setting takes effect within five minutes.

12.9 Controlling Rule Ordering Within RUEI

ORACLE

By default, the order in which application, SSO profile, suite, and service filters are
matched within RUEI is determined by the level of detail specified in the definition.

That is, the definitions with the most information specified for them are applied first.
However, sometimes you may want to modify the order in which filters are applied.

For example, you want to monitor network traffic for the domain "shop.oracle.com".
You have defined two applications: one for the domain "shop*", and one for the
domain "*oracle*. Because the string "*oracle*" is longer than the string "shop*", it is
applied first. However, you want page identification for the "shop*" domain to take
priority. You can use the rule ordering facility to override the default rule matching
order, and specify the order in which pages for the required domains should be
applied.
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# Note:

It is recommended you use the default rule ordering, and that you define your
applications, SSO profiles, suites, and services with sufficient information for
them to be mutually exclusive.

To use the rule ordering facility, do the following:

1. Click the Configuration tab, select the Configuration menu option, and then the
option Edit ruling orders. Note this option is only available to users with Full IT
access permissions. The dialog shown in Figure 12-14 appears.

Figure 12-14 Edit Rule Ordering

Edit rule ordering for applications, services, SSO profiles, and suites @@
Details
? Manage the rule priority used to identify the pages associated with applications,
SS0 profiles, services, and suites.
Automatic rule ordering: [
# |Order Applications Find Domain Find URL JF\Ir“g‘TJrliz:l_t E::‘)jkie
1 % PSFT psft * * *
2 &  wcsp wcsp * * *
3 %  wcss wcss * * *
4 %  EBS ebs * * *
5 % Fus fus * * *
& W  JIDE jde * * *
7 %  SBL shl * * *
g &  RUEISOAP * Srueif * *
service.php
el {}4} Apache Manual * /manual/* * *
10 W RUEI on RUEL * Jruei/* * *
Close

2. Use the Automatic rule ordering check box to specify whether the rule ordering
is automatically derived from the currently defined applications, SSO profiles,
suites, and services. As explained earlier, by default, the definitions with the most
information specified for them are applied first. This is check box is automatically
unchecked if you use the order controls to specify the order in which the rules
should be applied. If you re-check it, the filter ordering is automatically reset to the
default.

To change the order, click the up/down icon in the Order column and specify the
New priority order you require in the pop up screen.

Note any changes you make are immediately put into effect. When ready, click
Close.
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# Note:

Be aware that if you modify the default rule ordering, and then define a new
application, SSO profile, suite, or service, its associated filter is immediately
placed at the bottom of the current rule ordering. Therefore, you should
always review the rule ordering after the creation of new filters.

12.10 Specifying Data Retention Policies

ORACLE

The level of detail of RUEI reporting depends on the measured traffic volume and the
amount of disk space available. In order to cope with huge traffic volumes, data is
processed into data types (All Pages, All sessions, and Slow URLS) for specific
reporting goals and is per data type aggregated over time.

The time based aggregation method is called Data Aggregation. The following data
aggregation levels are available:

e Instance: (default 8 days)

e 5-minute: (default 15 days)

e Hourly: (default 32 days)

e Daily: (default 90 days)

e Monthly: (default 60 months)

Data retention is about balancing between the amount of available disk space and the
level of reporting details available over time. For example, setting Instance data
aggregation for Applications from 8 to 40 days will mean that for 40 days, high level
application detail will be available for reporting (probably costing a lot of disk space). In
addition, setting Monthly aggregation from 60 to 90 months will allow (lower detail)
trend reporting, but with also the extra cost of disk space.

The reported data retention policy advanced settings screen consist of two tabs
Settings and DB Usage. The Settings tab is shown in Figure 12-15:

Figure 12-15 Settings Tab

[ Settings ]r DB usage ]

Name Value
= Maximum database size (GB) 500.0

Data Type Instance 5 Minutes Hourly Dailly Monthly
Applications 8 15 32 90 &0
Suites 8 15 32 o0 60
Services g 15 90 60
= Session Diagnostics g
Service Level Management 32 366 366
B Enriched Data Exchange

& Enriched Data Exchange 7

= KPI Data Exchange 8

Policies can be specified per data type group and by clicking the + sign on a finer
grained level for each data type. Data aggregation levels can be configured per data
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type group or data type. Click a number in the settings tab to open data retention
dialog, as shown in Figure 12-16:

Figure 12-16 Specifying a Policy

[ Detaits |

Specify how many days of data are kept.
Click Calculate to see the effect of your

celection on database usage.

‘Data retention eIol

Data Type: Applications

Data Aggregation: 5 Minutes

Permitted range: g-32 L1
Number of days: * |15

Projected database usage

Available: BT 100%

Used: | 0%

Calculate Save Cancel

Maximum database size can be configured per database in the settings tab. In a
stand-alone setup only one database can be configured. But in a scaled setup

(Reporter with multiple processing nodes), the maximum size per database can be

specified. Click Maximum database size (GB) to open the dialog shown in
Figure 12-17:
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Figure 12-17 Specifying Database Size

Maximum database size (GB) @]
Details
Specify the maximum amount of data allowed
to be stored in the database. To change this

opticn, you will need to supply the database
SYSTEM user password.

(7] Currently, 0.0% of the configured 500 GB is used.
System: System (localhost)
Minimum: 200

Unlimited DB size:
Database size (GB): * |5E|D

SYSTEM password: * |

Save Cancel

The DB usage tab shows the current and projected disk space used per database
(Reported Database or Databases on the processing nodes). Use the system drop
down to select the node and the view drop down to alternate between current and
projected database usage. Click the table icon to switch from pie chart to table, as
shown in Figure 12-18.
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Figure 12-18 DB usage Tab

I Settings ‘[ DB usage ]
| | System: | System (localhost) ¥ | view: | Current database usage (GB) ¥ | liD |

Current database usage (GB)

100%
Total: 0.0
Legend
. Page instance data # Instance . URL instance data » Instance .AII pages # 5 Minutes
I:‘AII sessions » 5 Minutes . Monitored KPIs » Minute l:' Failed pages » Instance
. Failed URLs # Instance I:‘AII sessions » Daily l:' Monitored KPIs » Hourly
I:‘ Free space

Oracle recommends that you regularly check current and projected database usage,
particularly with a new deployment. The more data is measured, the more accurate the
projections will be. Note that when the RUEI configuration is changed, for example by
adding an new application, or changes are made to an existing application, caution
must be taken to monitor the effect on the database usage.

12.10.1 Defining Reporter Retention Policies

When increasing session diagnostics retention, ensure that sufficient history is also
available in All Sessions at the 5-minute level.

This procedure describes how to define the Reporter retention policies.
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The following settings do not only configure the reporter data retention policy
for the current data, but also control the time based collector data retention

< Session Diagnostics (days) also controls the time based retention for Full

e The larger number set for Application/Failed URLs setting (days) or
Application/Failed Pages setting (days) also controls the time based
retention for Error page replay store.

For example, if Session Diagnostics (days) is set to 8 days, the Session
Diagnostics data will contain up to 8 days worth of sessions and a maximum of

For more information on the collector data retention policy see Defining

To specify the data retention policies used by the Reporter system, do the following:

1. Select Configuration, then General, then Advanced settings, and then
Reporter data retention policy. A screen similar to the one shown in

Figure 12-19 appears.

Figure 12-19 Reporter Data Retention Policy Panel

Settings DB usage

Name
» Maximum database size (GB)

Data Type Instance
Applications 8
Suites 8
Services 8
« Session Diagnostics 2]
Service Level Management 32
E Enriched Data Exchange

= Enriched Data Exchange 7
® KPI Data Exchange 365

2. Select the required setting.

5 Minutes
15
15
15

Hourly
32
32

366

A dialog similar to the one shown in Figure 12-20 appears.

ORACLE

Daily
366
Q0
366

366

Value
500.0
Monthly
G0

G0

G0
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Figure 12-20 Change Data Retention

(Data retention @) x|
Details

Specify how many days of data are kept.
Click Calculate to see the effect of your
selection on database usage.

Data Type: Service Level Management

Data Aggregation: Minute

Permitted range: 1- 366 i

Number of days: * 2]

Projected database usage

Available: BT 100%

Used: | 0%

Calculate Save Cancel

Use the dialog's control to specify the retention policy for the selected option.

The projected database utilization (based on monitored traffic levels) is indicated.
Information about disk space utilization is available within the dialog boxes for
individual settings. Be aware that these estimates are based on the highest usage
within the deployed processing systems. For example, if an item has a usage
within the Reporter of 50%, and 20% within a Processing Engine, the higher value
is used to report usage and availability.

For most settings, you can click Calculate to see the effect of your selection on
database or disk space usage, as applicable.

When ready, click Save. Note that changes to disk space allocations take effect
after approximately 10 minutes, while changes to database allocations only take
effect after midnight.

Optionally, click the DB usage tab for an indication of the total database space (in
gigabytes) currently used for an item, and the proportion this represents of the
database's maximum permitted size. An example is shown in Figure 12-21.

Figure 12-21 Database Usage Indication

Settings DB usage

| system: |system (localhast) [=] | view: | &

Name Present (GB) Projected (GB)
= All functions = 5 Minutes 0.0 0.0% 0.0 0.0%
« All functions » Daily 0.0 0.0% 0.1 0.0%
e All pages » 5 Minutes 0.0 0.0% 0.1 0.0%
e All pages » Daily 0.0 0.0% 0.1 0.0%
e All pages » Hourly 0.0 0.0% 0.1 0.0%
e All sessions » 5 Minutes 0.0 0.0% 0.1 0.0%
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< Note:

It is recommended that if you want to increase the amount of data kept, you
start with the low-level data retention setting and work towards the high-level
data retention setting. If you want to decrease the amount of data kept, start
with the high-level data retention setting, and work towards the low-level data
retention setting.

Example 12-6 Calculating Required Months

The minimum value for the monthly setting is determined by calculating the largest
number of months that can be required to cover the specified number of days. For
example, if 90 days is specified, the minimum value for the monthly setting is 4, since
February, March, and April combined only cover 89 days. Conversely, when 3 months
is specified, the maximum value for the daily setting is 89.

Note that configuration of Collector data retention policies is described in Defining
Collector Data Retention Policies.

12.11 Controlling the Reporting of the Current Period

By default, information about the current (incomplete) period is always shown within
selected periods that extend to the present time. In graphical visualizations, this is
indicated with a dotted line. An example is shown in Figure 12-22.

Figure 12-22 Example of Incomplete Period Reporting

Period/Hour
, 4000 40,000 P
3,600 3g000 E
3,200 32,000
2,800 28,000
2,400 24,000
2,000 20,000
1,600 16,000
1,200 ] 12,000
HE
800 E ! i: B.000
Y
400 N 4,000
HER ]
i :-JI-Ij__________.o
00 12 18 23

Specifying When Incomplete Periods Should be Reported
To specify when incomplete periods should be reported, do the following:

1. Select Configuration, then General, then Advanced settings, then Data
visualization, and then Current period reporting. The dialog shown in
Figure 12-23 appears.
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Figure 12-23 Current Period Reporting Dialog

‘Current period reporting i @‘
Details

Specify which visualizations should
include the current period. By default,
the current period is always reported.

Visualization: |5pe.;iﬁed x|
Bar chart ]
Bar/line chart
Value list

Save Cancel

2. Select the visualization scheme to be used when reporting the current period. The
options shown in Table 12-2 are available.

Table 12-2 Visualization Options

|
Options Description

Enabled Specifies that all incomplete periods should be reported within all graphical
visualizations, as well as value lists, reports, and exports. This is the default.

Disabled Specifies that no incomplete period should ever be reported.

Specified Specifies that incomplete periods should only be reported within the specific
visualizations. Note that the "Value list" option covers not only value lists within
the Data Browser, but also reports and exports.

When ready, click Save. Any change you make to this setting takes effect
immediately.

12.12 Specifying KPI and SLA Reporting Precision

KPI and SLA values are reported to a certain level of precision. By default, this is two
decimal places. However, you are free to modify this to reflect your reporting
requirements. Do the following:

1. Select Configuration, then General, then Advanced settings, and then KPI and
SLA precision reporting. Select the item whose reporting you want to modify.
For example, SLA success. A dialog similar to the one shown in Figure 12-24
appears.
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Figure 12-24 Edit Precision Reporting Dialog

‘Edit precision reporting 2 @1
Details
1 Specify the number of decimal
3 places to which the selected item
should be reported. The default is
2.
Mame: [SLA success
Decimal places: | 3 Ll

Save Cancel

2. Specify the number of decimal places to which the selected item should be
reported. When ready, click Save. Any change to these settings takes effect
immediately.

12.13 Defining KPI Threshold Profiles

A threshold profile specifies the parameters to use when evaluating automatic targets
for KPIs as described in Automatic and Fixed Targets.

RUEI includes a "System default" threshold profile. Create new profiles or edit this
profile, but it is recommended that you do not delete it.

To define a KPI threshold profile:

1. Select Configuration, then General, then Advanced settings, and then KPI
threshold profiles. Select the item you want to modify or click Add.A dialog
similar to the one shown in Figure 12-25 appears.

Figure 12-25 Edit KPI Threshold Profile Dialog

Edit KPI target profile @)=
Details
Define profile parameters to be
used with KPI automatic target

computation.

Name: *[system default

Type: Continuous v
Days: 30 v | O
Sampling window {min): 180 v
Description:

Save Cancel
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Specify the Name for the threshold profile.
Choose a Type from the following:
* Continuous uses data from all the days available to the profile.

» Same day of week uses data from the same day of the week that is available
to the profile. For example, if there is data from two previous Mondays
available, it will use that data to evaluate trends for a Monday.

*  Workweek allows you to specify working days for a week, creating two groups
of days for trend evaluation. For example, data from Monday to Friday can be
used to evaluate trends for any Monday to Friday. Similarly, data from
Saturday and Sunday can be used to evaluate trends for weekend days.

Specify the number of Days or Weeks available to the profile. If you chose a
Continuous type threshold profile, you specify the number of days of data that you
want to make available for trend evaluation. For other threshold profiles, you
specify the number of weeks of data that should be available. The maximum
number of days or weeks for this setting is determined by the reporter data
retention described in Defining Reporter Retention Policies.

# Note:

Trend evaluation is more accurate if more data is available. If you choose a
continuous type threshold profile and provide 30 days of data, the system
has more data to work with than if you choose Same day of week type and
provide 6 weeks of data because each day is matched, meaning there are
only 6 matches for a particular day, for example Monday.

Choose the Sampling window (min) for the threshold profile. This determines the
responsiveness of the target with regard to changes in the data. For example a 90
minute window means that RUEI will look 45 minutes before and 45 minutes after
the current 1 min period to determine the target minimum and maximum. A larger
window means that short-lived variations in the data are less likely to affect the
target over the period, while smaller window values means that the automatic
target will fluctuate faster.

Enter a Description of the threshold profile and click Save.

# Note:

You cannot delete a threshold profile while it is being used by a KPI.

12.14 Setting System-Wide Preferences

ORACLE

As explained in Customizing Your Environment, users can customize the formatting
settings used in their sessions. They can specify the characters used for the decimal
point indicator and the thousand separator, and the date format that should be used.
Administrators can also specify defaults for these settings on a system-wide basis by
selecting System, then Maintenance, and then Formatting preferences.
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12.15 Modifying Client Location Reporting

The client location information reported by RUEI is derived from a predefined table that
specifies the geographical location associated with specific IP address and netmask
combinations.

If the information held in this table does not meet your reporting requirements (that is,
it is insufficient or incorrect), you can define exceptions to it that should be used when
reporting. To define an IP address location exception, do the following:

1. Select Configuration, then General, and then IP address origins. Note that this
option is only available to users with IT Full level access. The currently defined IP
address location exceptions are listed. Click Add to define a new exception, or
click an existing one to modify it. The dialog shown in Figure 12-26 appears.

Figure 12-26 Add IP Address Origin Dialog

Add IP address origin @ =]
Details
Assign origin identification to a specific IP range. A
range is specified using CIDR notation. For IPvd, use a

132 prefix and for IPvG use a M28 prefix to select a single
client IP address instead of a range.

IP Range: *213.133.55.10

Country: * United States -
Region: * Mew York -
City: * New York

Save Cancel

2. Use the fields within the dialog to specify an exception to the predefined IPv4 or
IPv6 address locations. When ready, click Save.

Example 12-7 Important

The specified IP address combination must be unique. Note that if the client IP
address in the monitored traffic matches multiple IP address/netmask combinations,
the one with the smallest subnet range is used for reporting purposes.

12.15.1 Uploading a List of Named Locations

ORACLE

Optionally, you can click Upload to merge a list of exceptions with the currently
defined IP address location exceptions. The uploaded file must contain one entry per
line, and information fields must be tab-separated. Note that any definition in the file
for an existing exception (that is, the same IP address/netmask combination)
overwrites the existing exception. In addition, each of the fields in the uploaded file
must meet the requirements shown in Table 12-3.
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Table 12-3 Requirements for Uploaded File

___________________________________________________________________________________________|]
Field Requirements

IP address (in  Must be of valid IP format and CIDR prefix length equal to 0 is not acceptable
CIDR notation)

Country code  Must be a valid 2-character ISO 3166-1 country code (for example, "AL"). A complete list of
supported country codes is available from the following location:

https://en.w ki pedia. org/w ki /| SO 3166-1

Region code  This must be the code used to identify the region in the MaxMind database (http://
www. maxni nd. com). It is in the format count rycode- r egi oncode. The count r ycode is always the
same 2-character ISO 3166-1 code as specified for the country code. Regioncode should specify

the ISO 3166-2 state/province code. For example, "US-TX" (Texas). A complete list of the
supported region codes is available for download from the following location:

https://en. wikipedia.org/wki/lSO 3166-2

City name There are no requirements for this field other than it cannot be blank.

12.16 Controlling the Reporting of Objects as Pages

Within RUEI, forced objects are always be recorded as objects, and never as pages.
This is regardless of the response time, or any errors that are reported for them.
Table 12-4 shows the default file extensions used for forced objects.

Table 12-4 Default Forced Object File Extensions

Extension Extension Extension
. bmp .class .CSS

- dat . doc .gif

.ico Jjar -j peg
-ipg js .md

- peg - g - png

. ppt .properties . SW

Jtif Jtiff .xl's

You can control whether objects with particular file extensions should be regarded as
forced objects. Do the following:

1. Select Configuration, then General, then Advanced settings, then URL
handling, and then Forced objects. The dialog shown in Figure 12-27 appears.
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Figure 12-27 Forced Objects Dialog

‘Forced objects

Details

reported as objects, and not pages.

@M

{{% Specify the object file extensions that should always be

File extension: %l Add

File extension
[ bmp
[ class
[M css
[ dat
[ dtd
[ aif
M ico
[ jar

Save

m

d9D9IDDSD

-

Cancel

2. Specify the object file extension (without period) that should be treated as a forced

object. When ready, click Add. The file extension is immediately added to the
displayed list. Note that you can remove an object file extension from the list by
clicking the Remove icon immediately to its right. When ready, click Save.

Note that any changes you make to the listed of defined forced object file extensions
take effect immediately.

12.17 Controlling the Reporting of Robot Traffic

ORACLE

In order to more effectively monitor your network traffic, you might want to know how
much of the traffic to your web site is associated with web crawlers (such as spiders
and robots). In this case, you can control the matching of a robot's user agents to
identify its origin. Note that robot traffic is reported via the client browser dimension.
Do the following:

1. Select Configuration, then General, then Advanced Settings, and then Robot
traffic. The currently defined robot identification schemes are shown. An example
is shown in Figure 12-28.

12-29



ORACLE

Chapter 12
Controlling the Reporting of Robot Traffic

Figure 12-28 Robot Traffic Screen

| [#] add
Robot traffic
Identify and categorize robot traffic based on matched user agent. Note that user agents
are matched in the order in which they appear in the list.
Robot name User agent
e altavista *altavista™ +5 M
s archiver =archiver™ %+ T
s cerberian *cerberian® % T
o findlinks *findlinks™ %+ T
s google =google™ % T
s grub *grub® i Ak "ﬂ
= holmes *holmes™ %+ T
s indexer *indexer® % T
s jeaves *leayasg™ i "H
* Msn *msnbot™® %+ T
® pOMpos *pompos™® %+ T
e lwp *lwp™ %+ T
e seek *seek™ % T
e sherlock *sherlock™ % T
s vagabondo *vagabondo™ A "H
s watchmouse *watchmouse™ % T
= yahoo *yvahoo™ i "H
s other *bot™ 4+ T
*crawl® ™
*search™ ™
=spider™ ™

2. Click Add. The dialog shown in Figure 12-29 appears.
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Figure 12-29 Add Robot Identification Dialog

"Add robot identification @)«
Details
Identify and categorize robot traffic based
on user agent matching.
Robot name: * google
User agent: *google® Add
User agent
Save Cancel

Specify the name of the user agent whose traffic should be reported as robot
traffic, and the name under which it should be reported. For each user agent, click
Add. When ready, click Save. You are returned to the screen shown in

Figure 12-28.

Use the Move up and Move down icons to control an item's order in the list. Note
that user agents are matched in the order in which they appear in the list.

Excluding Robot Traffic

In addition to identifying robot traffic, you can also specify that it should be excluded
from reported traffic. Do the following:

1.

Select Configuration, then General, then Advanced settings, then Client-based
traffic exclusion, and then click Robot traffic exclusion. The dialog shown in

Figure 12-30 appears.

Figure 12-30 Robot Traffic Exclusion

"Robot traffic exclusion

Details

*

@0

Specify whether or not robot traffic should be excluded
from all traffic collection.

Exclude robot traffic:

Save Cancel

12-31



Chapter 12
Excluding Client Traffic From Data Collection

2. Use the Exclude robot traffic check box to specify whether the traffic matched to
the specified user agents described above should be reported. By default, they

are.

12.18 Excluding Client Traffic From Data Collection

In principle, all monitored traffic is reported. However, you can exclude traffic
generated by specific clients from being collected. This is useful when, for example,
large amounts of traffic is being reported from internal users. In addition, as described
in Controlling the Reporting of Robot Traffic, it is possible exclude the reporting of
robot-related traffic.

To exclude the collection of client traffic, do the following:

1. Select Configuration, then General, then Advanced settings, and then Client
traffic exclusion. Click Client IP address exclusion list. The dialog shown in

Figure 12-31 appears.

Figure 12-31 Client IP Address Exclusion List Dialog

Client IP address exclusion list 2 (%
Details
% Specify the client IP addresses (using CIDR notation) to be
excluded from all traffic collection.
Client IF address: 198.51.100.1/24 Add
Client IP address
Save Cancel

2. Specify the IP address of the clients whose traffic you do not want monitored. Note
that this must be specified in CIDR format. For each address, click Add. When

ready, click Save.
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¢ Note:

Information about the CIDR format is available at the following location:

http://tools.ietf.org/htm/rfc4632

3. Alternatively, you can exclude the reporting of client traffic based on the contents
of the requested page's header information. Click HTTP request header
exclusion list. The dialog shown in Figure 12-32 appears.

Figure 12-32 HTTP Request Header Exclusion List Dialog

HTTP request header exclusion list @EI
Details
Specify the HTTP reguest headers to be excluded
from all traffic collection.
Header name: META NAME i
Header value: googlebot Add Li ]
Header name Header value
e META NAME robots m
Save Cancel

4. Specify the header name=value pair that should be added to the list. For each
pair, click Add. When ready, click Save.

12.19 Optimizing Page Download and Browser Time

Reporting

ORACLE

The time taken for a requested page to be available to a user within their browser
comprises the following components:

* Page download time: this is the time elapsed between the first page object
(normally the page request) and the last page object being delivered.

» Page browser time: this is the time elapsed between the last page object being
delivered and the page browser complete time reported by the client side
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instrumentation. Client side instrumentation is defined by a Browser JS Library as
described in Defining Browser JS Library Settings.

This period can be quite considerable in the case of web pages that contain large
or complex amounts of JavaScript code or if browser plugins like Flash are
running. Within all major browsers, page availability is indicated by the execution
of an onLoad event. This is shown in Figure 12-33.

If navigation timing is enabled, the following navigation timings are available:

» Page Browser Interactive Time: this is the time taken before the user can click on
an item on the page, that is, the page becomes interactive.

For an example of navigation timings, see Figure 4-4.

Figure 12-33 Page Download and Browser Time Reporting

Page Last OnLoad
request object event

I (page objects)

- > - -
Download time Browser lime
Load time
————————
Browser Interactive Time

Viewing Page Download and Browser Times

Information about page download, browser time and browser interactive time is
available within the Page loading time breakdown view. An example is shown in
Figure 12-34.
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Figure 12-34 Page Loading Time Breakdown View
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Defining an Browser JS Library is described in Defining Browser JS Library Settings.
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This chapter describes the use of Collector profiles and the configuration of the
security-related settings used by RUEI for traffic monitoring. These include setting
network filters to prevent the capturing of specific networks, hosts, Virtual Local Area
Networks (VLANS), or to reduce overall monitored traffic. The security of sensitive data
can also be maintained by specifying masking actions for HTTP protocol items (such
as HTTP headers and cookies). Finally, the managing of your web server's private
keys to handle encrypted secure traffic is also described.

The management of all security-related information is the responsibility of the Security
Officer.

13.1 Managing Collector Profiles

In order to facilitate the easy management of Collectors, each Collector is assigned to
a Collector profile. When configuration changes are made to a Collector profile, they
are automatically applied to all Collectors assigned to it.

Upon installation, two predefined Collector profiles are created:
»  System network data Collector (for network based data collection)
»  System tag server (for tag based data collection)

You can create additional profiles to meet your reporting requirements by copying an
existing profile as the basis for the new one. Note that, unlike user-defined Collector
profiles, the System Collector profile cannot be deleted.

To view the currently available Collector profiles, Select Configuration, then Security,
and then Collector profiles. An example is shown in Figure 13-1.

Figure 13-1 Collector Profiles Panel

Name Description Type
{2 System network data Collectors System network data Collectors System network data Collectors
{1 System Tag Servers System Tag Servers System Tag Servers
fa Asia Traffic Asia network traffic User defined network data
Collectors
{1 EMEA Traffic EMEA network traffic User defined network data
Collectors

For each Collector profile, the options shown in Table 13-1 are available from its
context menu.
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Table 13-1 Collector Profile Context Menu

Option

Description

Configure

Copy

Edit properties

Remove

Allows you to specify the configuration of all Collectors assigned to the
selected profile. These include the use of network filters, the TCP ports on
which Collectors should listen, and the private keys used to decrypt secure
traffic. This is described in Modifying Collector Profile Configurations. You can
specify whether Collectors assigned to a profile are restarted automatically, or
whether a required manual restart is indicated, after configuration changes to
a profile. This is described in Restarting Collectors.

Uses the selected Collector profile as the basis for a new one. This is
described in Creating Collector Profiles.

Allows you to modify the Collector profile's name and brief description. Note
that the default Collector profile's properties cannot be modified.

Deletes the selected Collector profile. Note that if the select profile has
Collectors assigned to it, these are automatically re-assigned to the default
(System) Collector profile. Note that it is not possible to delete the default
Collector profile.

13.1.1 Creating Collector Profiles

In order to create a new Collector profile, do the following:

ORACLE

1. Select Configuration, then Security, and then Collector profiles. The currently
defined Collector profiles are displayed. An example is shown in Figure 13-1.

2. Select Copy from the context menu of the Collector profile you want to use as a
basis for the new one. The dialog shown in Figure 13-2 appears.

Figure 13-2 Copy Collector Profile Dialog

Copy Collector profile @«
Details
[ Specfy a name and brief description
for the new Collector profile.
Type: User defined
Mame: *lEUSSiHESS Partner apps
Description: Profile for Business

Partner applications
monitoring.

Save Cancel

3. Specify a unique name and, optionally, a brief description for the new Collector
profile. It is recommended that the description provides an indication of the
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profile's purpose and scope. When ready, click Save. Upon creation, the new
profile appears in the list of available Collector profiles (Figure 13-1).

Configure the new Collector profile to meet your monitoring requirements. This is
described in Modifying Collector Profile Configurations.

13.1.2 Modifying Collector Profile Configurations

After creating a new profile, its configuration is the same as the profile upon which it is
based. In order to modify its configuration to meet your requirements, do the following:

1.

Click the required profile from the list of available Collector profiles (Figure 13-1),
or select Configure from its context menu. A window opens showing the
Collectors currently assigned to the selected profile. An example is shown in
Figure 13-3.

Figure 13-3 Network Data Collectors Status Window

Network data Collectors status B

| Profile [system =] Q
Collector Details Status
System (localhast) Last update: 08:57 \/

§ 10.161.59.59 Last update: 08:57 v 4

From the Configuration menu, select Configure to modify the Collector profile's
configuration. The options shown in Table 13-2 are available.

Table 13-2 Collector Profile Configuration Options

________________________________________________________________________|
Option Description

Protocols Select this option to specify on which TCP ports Collectors assigned to
the profile should listen. This is described in Managing the Scope of
Network Based Monitoring.

Network filters  Select this option to specify whether collectors assigned to the profile
should be restricted to monitoring specific segments of network traffic, or
to specific servers and subnets. This is described in Defining Network
Filters.

SSL keys Select this option to specify the certificates that will be imported to each
of the profile's assigned Collectors to monitor encrypted content. This is
described in Managing SSL Keys.

Collector restart Select this option to specify whether Collectors assigned to the profile
method should be restarted automatically after configuration changes. This is
described in Restarting Collectors.

13.1.3 Assigning Collectors to Different Profiles

Collectors assigned to a profile can readily be re-assigned to another one in order to
meet your reporting requirements. For example, as a result of changes in network
traffic patterns or security requirements. To re-assign a Collector, do the following:

ORACLE
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1. Select the profile to which the Collector is currently assigned. A window similar to
the one shown in Figure 13-3 appears.

2. Select the Assign profile option from the Collector's context menu. The dialog
shown in Figure 13-4 appears.

Figure 13-4 Assign Collector Profile

(Assign Collector profile @«
Details
Specify the configuration profile to
be assigned to the selected
Collector(s),
Profile name: | System |
Save Cancel

3. Select the new profile to which the Collector should be assigned. When ready,
click Save.

4. After the Collector is assigned to the selected profile, the status message should in
Figure 13-5 appears.

Figure 13-5 Moved Collector Status Message

Collector Details Status
B System {localhost) This Collectar has just been moved to the current w
profile, Please do not restart this Collector until this
status disappears.

This status message can remain for up to 60 seconds. After that, the Collector is
either restarted automatically, or a required manual restart is indicated. See
Restarting Collectors for more information.

# Note:

Be aware that if the new profile's segmentation scheme is different from that of
the previous profile, the Collector's segmentation scheme is adjusted to be
consistent with that of its new profile. Therefore, it is strongly recommended
that you review its traffic filter settings after assigning it to a new profile. See
Limiting Overall Traffic for more information.

Example 13-1 Assigning Multiple Collectors

If you want to assign a number of Collectors to a different profile, you can use the
Multiple selection option within the Configuration menu. After clicking the required
Collectors, click the Assign profile command button on the toolbar.
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13.1.4 Assigning Collectors to Interfaces

Collectors can be network or tag based and be associated with different interfaces. To
assign a collector to an interface:

1.

Select Configuration, then Security, and then Collector profiles. The currently
defined Collector profiles are displayed. An example is shown in Figure 13-1.

Navigate to the collector you want to modify. A window similar to the one shown in
Figure 13-3 appears. Right click on the collector you want to modify.

Select the Assign network interface option from the Collector's context menu.
The dialog shown in Figure 13-4 appears.

Figure 13-6 Collector Network Interface

Configure Collector Network Interface @)=
Details
Specify the network interface(s) to
be used for the selected Collector.
Selection mode: Interfaces with IP M
Save Cancel

For tag based collection, Interfaces with IP should be assigned. For network
based collection, Interfaces without IP should be assigned. Alternatively, select
Specified Interfaces to display all interfaces and make individual selections.
When ready, click Save.

13.1.5 Attaching New Collectors

To attach a new Collector to the system, do the following:

1.

ORACLE

Select Configuration, then Security, and then Collector profiles. The currently
defined Collector profiles are listed. An example is shown in Figure 13-1.

Select the profile to which the new remote Collector should be attached.
Alternatively, select Configure from its context menu. The Collectors currently
assigned to the selected profile are listed. An example is shown in Figure 13-3.

Select the Register remote Collector option from the Configuration menu. The
dialog shown in Figure 13-7 appears.
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Figure 13-7 Register Collector Dialog

(Register Collector 2 @1
Details
. Add a remote Collector to the
system.
IP address: * IlU.E.llgl
DESEriI‘JtiGﬂ: Business partner ;I
Extranet.
Register Cancel

4. Specify the IP address of the new Collector system and, optionally, a brief
description. It is recommended that this include an indication of its scope and
purpose. When ready, click Register. See the Oracle Real User Experience
Insight Installation Guide for information about the configuration requirements for
Collector systems.

13.1.6 Restarting Collectors

After making certain configuration changes to a Collector profile, all Collectors
assigned to that profile must be restarted in order for the changes to take effect. This
restart can either be performed automatically (the default), or be performed manually.
To configure the Collector restart method, do the following:

1. Click the required profile from the list of available Collector profiles (Figure 13-1),
or select Configure from its context menu. A window opens showing the
Collectors currently assigned to the selected profile. An example is shown in
Figure 13-3.

2. From the Configuration menu, select Configure, and then Collector restart
method. The dialog shown in Figure 13-8 appears.

Figure 13-8 Edit Collector Restart Method

(Edit Collector restart method @«

Details |
Specify whether Collectors assigned

Q to the profile are restarted
autamatically after configuration
changes, ar require manual
restarting.

Restart method: I,&,utumatic |

Save Cancel
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3. Use the Restart method menu to specify whether the Collectors assigned to the
selected profile are restarted automatically after configuration changes to the
profile (the default), or whether a manual restart is required. When ready, click
Save.

Example 13-2 Manually Restarting Collectors

You should not restart a Collector until a required restart is indicated in the Configure
network data Collectors window. An example is shown in Figure 13-9.

Figure 13-9 Collectors Awaiting Restart

Configure network data Collectors 6]
| Configuration
| profile [System =] Q
Collector Details Status
B System {localhost) Profile configuration requires restart of this Collector @
J 10.161.59.150 Profile configuration requires restart of this Collector @@

To restart an individual Collector, select Restart from its context menu. Note that when
a Collector profile contains a large number of Collectors, it may be more convenient to
use the Restart all Collectors option within the Configuration menu.

13.1.7 Disabling and Unregistering Collectors

It may be necessary to stop the Collector instance when performing maintenance or
troubleshooting on a remote Collector system. In this case, you can select Disable
from the Collector's context menu to stop the Collector's monitoring of traffic. When
ready, the Collector can be instructed to resume monitoring by selecting the Restart
option.

When a remote Collector system is decommissioned, it is necessary to remove it from
the RUEI installation. To do so, select the Unregister option from the Collector's
context menu. Upon confirmation, the Reporter's connection to the Collector system is
abandoned. Note that the local Collector instance cannot be unregistered.

The Local Collector

The local Collector instance on the Reporter system is represented by the System
(localhost) item. Note that after installation, it is not yet enabled, and appears in each
currently defined Collector profile. After being enabled within a specific profile, it only
appears in the selected Collector profile. It is not possible to unregister the local
Collector instance.

13.2 Managing Processing Engines

ORACLE

In order to extend processing beyond the capacity of a single system, one or more
Processing Engines can be configured to undertake the data processing role normally
performed by the Reporter.

To add a Processing Engine to your RUEI deployment, do the following:
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Ensure that the installation and configuration procedures for Processing Engines
have been performed on the target system. This is fully described in Oracle Real
User Experience Insight Installation Guide.

Select Configuration, then Security, and then Processing Engines. The
currently registered Processing Engines are listed. An example is shown in
Figure 13-10.

Figure 13-10 Processing Engines Window

| Register | [ Enable all O Disable all '.':? Remove all =i Multiple selection
Metwork address < DB link name Mode Status

% scproca.nl.oracle.com ux.scproca.nl.oracle.com Enabled - I_‘.?

% scprocb.nl.oracle.com ux.scprocb.nl.oracle.com Enabled . '_'.?

Click Register. The dialog shown in Figure 13-11 appears.

Figure 13-11 Register Processing Engine Dialog

fRegister Processing Engine @@
Details
Specify the host name or IP address
of the Processing Engine system,

and the name of the link to the
Reporter database.

Metwork address: * proca.myshop.com

DB link name: * ux.proca.myshop.com

Save Cancel

Specify the host name or IP address of the Processing Engine system, and the
database link name. When ready, click Save. Note that the database link name
must include the host name, and conform to Oracle naming conventions. For
example, it cannot contain spaces, or start with a number or underscore. For
further information, see the Oracle Database Administrator's Guide, available at
the following location:

http://downl oad. oracl e. conf docs/ cd/ E11882_01/ server. 112/ e17120/ ds_adni n. ht m#ADM N029

5.

ORACLE

The newly registered Processing Engine appears in the list shown in Figure 13-10
with the mode "None". This indicates that it has yet to be initialized for use by the
Reporter. Click the Processing Engine's Mode setting. The dialog shown in
Figure 13-12 appears.
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Figure 13-12 Processing Engine Mode

(Processing Engine mode i @1
Details
Specify the Processing Engine's
operating mode.
Processing Engine: scproca.nl.oracle.com
Mode: Enabled -
Save Cancel

6. Select "Enabled" from the Mode menu. When ready, click Save. After a brief
period, you are returned to the window shown in Figure 13-10.

Example 13-3 Disabling Processing Engines

Processing Engines can be temporarily disabled in order to perform system
maintenance (such as the installation of patches). When disabling a Processing
Engine, be aware of the following:

» If a Processing Engine is disabled for a longer period of time, data for a brief
period may be lost.

*  The processing normally performed by the disabled Processing Engine is
automatically redistributed among the remaining enabled Processing Engines. If
all Processing Engines are disabled, processing is transferred back to the
Reporter system.

Example 13-4 Removing Processing Engines

If you remove a Processing Engine, all information about it (such as its database link)
is purged from your RUEI deployment. However, the information within the Processing
Engine database is preserved. Therefore, if you re-register a previously removed
Processing Engine system, the data within its database will still be available to the
Reporter.

13.3 Managing the Scope of Network Based Monitoring

Within RUEI, you control the scope of traffic monitoring by specifying which TCP ports
it should monitor for network data based collection. No information is available for
unmonitored ports. It is recommended that you carefully review your selections of
monitored and unmonitored TCP ports (both HTTP and HTTPS).

The currently monitored ports can be viewed by selecting Configuration, then
Security, and then Protocols. An example is shown in Figure 13-13.
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Figure 13-13 Monitored Ports

A HTTRS

| Profile; | Aisia traffic x| < Configure profile |
Protocol Port
& HTTR/Forms servlet mode 80 81 2128 42889 6300 7101 7777 28000 2001
& Forms socket mode 282589 9000 9001 9095
& HTTP 7011 10080 11080 12020

£ HTTPS prowy

120
443 4444 5980

To modify these settings, do the following:

1. Use the Profile menu to select the required Collector profile.

2. Click the protocol whose port settings you want to modify. Table 13-3 shows the
available settings.

Table 13-3 Protocol Settings
|

Protocol

Description

HTTP/Forms
servlet mode

Forms socket
mode

HTTP

HTTPS proxy

HTTPS

Specifies the ports on which the profile's Collectors should listen for Forms
servlet traffic. This option is only applicable to EBS-based traffic (see
Oracle Forms and Oracle E-Business Suite Support).

Specifies the ports on which the Profile's Collectors should listen for Forms
traffic in socket mode. This option is only applicable to EBS-based traffic
(see Oracle Forms and Oracle E-Business Suite Support).

Specifies the ports on which the profile's Collectors should listen for HTTP
traffic. This setting should only be used for "pure" HTTP traffic.

Specifies the proxy server port numbers to which SSL traffic is sent. Note
that:

e If only non-SSL traffic is routed over a proxy port, the port number
should not be specified via this setting. Otherwise, it can have a
significant impact on Collector performance.

e The port number of the server receiving the SSL traffic (behind the
proxy) must be specified via the HTTPS setting.

Specifies the ports on which the profile's Collectors should listen for
HTTPS traffic. Upon installation, the HTTPS port 443 is defined as the
default monitored port.

A dialog similar to the one shown in Figure 13-14 appears.
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Figure 13-14 Edit Collector Ports Dialog

‘Edit profile ports (@«
Details
Specify the protocol-specific port(s)
Q%Q on which to listen.
Protocol: HTTP
Port number: 8080 Add | @
80
40-45

Save Cancel

3. To add a new port number, or a range of ports (such as 80-85), enter the required
number(s) in the Port humber field, and click Add. To remove an item from the
list, click the Remove icon to the right of it. When ready, click Save.

# Note:

The port numbers specified within each protocol must be mutually
exclusive within Collector profiles. That is, a port number should only
appear in one protocol's list of assigned port numbers.

4. When a required restart is indicated, restart the Collectors assigned to the profile.
This is described in Restarting Collectors.

13.4 Defining Network Filters

In addition to port numbers, you can use network filters to manage the scope of
monitored traffic. They allow you to restrict monitoring to specific servers and subnets,
and to restrict the level of packet capture.

To define or modify network filters, do the following:

1. Select Configuration, then Security, and then Network filters.

2. Use the Profile menu to select the required Collector profile. The currently defined
network filters are displayed. An example is shown in Figure 13-15.
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Figure 13-15 Network Filters Panel

Network filters

In addition to port numbers, you can use network fillers to manage the scope of monitored traffic.

() Traffic filter: All traffic

&5 VLAN filter: Only non-VLAM traffic

o TCP port numbers: 80 4437101 7777
IP filter

« Add new filter »

Use the filters described in the following sections to manage the scope of the
monitored traffic.

When a required restart is indicated, restart the Collectors assigned to the profile.
This is described in Restarting Collectors.

Example 13-5 Understanding the Application of Network Filters

Network traffic is monitored based on inclusive handling of defined filters. For
example, all defined port numbers are monitored for traffic. Similarly, all defined
network filters (such as server IP address ranges) are monitored. There is one
exception to this rule, and that is the use of VLAN filters. When enabled, only VLAN
traffic with the specified VLAN ID is monitored. If enabled, but no VLAN ID is specified,
all VLAN traffic is monitored.

13.4.1 Defining Server IP Address Filters

ORACLE

You can define filters to restrict the scope of monitoring to specific servers and
subnets. Note that this facility is only available if at least one Collector has been
assigned to the Collector profile. Do the following:

Click Add new filter to define a new filter, or click an existing filter to modify it. The
dialog shown in Figure 13-16 appears.
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Figure 13-16 Add Network Filter Dialog

Add network filter @ [x]
Details

Select only packets where the network address matches

? the specified IP Range. Arange is specified using CIDR

notation. For IPvd, use a /32 prefix and for IPvE use a
M28 prefixto select a single IP address instead of a
range.

*

Server IF Range: 202.110.240.10/24

Save Cancel

2. Use the Server IP address field to specify the address to which the Collector
should listen. It is recommended that this is done in consultation with your network
specialist. When ready, click Save.

13.4.2 Defining VLAN Filters

VLAN filters offer a means by which to limit monitored traffic to specific servers and
subnets. To define VLAN filters, do the following:

1. Click the current setting for VLAN filter shown in Figure 13-15. The dialog shown
in Figure 13-17 appeatrs.

Figure 13-17 Configure VLAN Filter Dialog

(Configure VLAN filter (@«
Details
o Specify the filtering mode, and optionally, the

VLAM ID to filker on (or leave empty for all).

Filtering mode: only non-VLAN traffic -
VLAM ID:

Save Cancel

2. Use the Filter mode menu to specify whether VLAN filtering should be enabled.
By default, no VLAN traffic is monitored. Note that enabling this filter means that
only VLAN traffic will be monitored.

3. Optionally, use the VLAN ID field to specify a specific VLAN on which to filter.
When ready, click Save.

13.4.3 Limiting Overall Traffic

In addition to the use of network and VLAN filters, it is also possible to specify how
much of the overall traffic that remains after the application of other filters is actually
monitored. By default, all remaining traffic is monitored.
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To specify the level of overall traffic monitoring, do the following:

Click the current setting for Traffic filter shown in Figure 13-15. The dialog shown
in Figure 13-18 appears.

Figure 13-18 Limit Overall Traffic Dialog

Limit overall traffic 2 (%
Details
Specify the scheme used to filter
@ monitored netwark traffic, and which
segment of the traffic to process.
Filtering scheme: Functional IP address -
Packet capture: All traffic -
Warning

When using filtering based on funclional IF address, ensure that the
appropriate HTTE request header has been configured for each
application. If the header was not found, filtering is based on IP packet.

Save Cancel

Use the Filtering scheme menu to specify whether filtering of network traffic
should be based on physical or functional IP addresses. The following filtering
schemes are available:

* |P Packet
e Functional IP address
e Client port

By default, filtering of network traffic is based on the physical IP address. That is,
the IP address fetched from the IP packet. However, if a Collector is installed
behind a CDN or proxy server, you may prefer that filtering is based on functional
IP addresses or client port. Note that SSL traffic is always sent to the first collector
in a client-port scheme. This means SSL traffic is not segmented per client-port
mode.

If you choose to use a functional IP address, you should be aware of the following:

e If the functional IP address is not available, then the IP address obtained from
the IP packet is used instead.

* The use of a configured client IP header for network filtering places a
considerable processing overhead on the Collector, especially when SSL
encryption is being used in the monitored traffic. This is because filtering upon
physical addresses can be performed at the TCP level, while filtering upon
functional IP addresses normally has to be performed at HTTP level.
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3. Use the Packet capture menu to specify which part of the traffic should the
profile's Collectors monitor. Table 13-4 shows the available options.

Table 13-4 Packet Capture Schemes
]

Option

Description

All traffic

Specified domains

Traffic sampling

Load balancing

Specifies that all traffic that remains after the application of other filters should be monitored.
This is the default.

Specifies that monitoring should be restricted to those domains that are explicitly specified in
your application, suite, and service definitions.

Specifies that only a portion of the traffic should be monitored, and which part of it. For
example, the option "1/4 of traffic, part 4" specifies that each Collector within the selected
profile should only monitor the last quarter of the network traffic.

Specifies that monitoring of the packet stream should be spread across the Collectors within
the Collector profile, with each Collector receiving a separate portion. 2-16 Collectors are
supported for this configuration. The assignment of Collectors can be:

e Automatic: each Collector is assigned its portion of traffic to monitor based on its position
within the profile definition. For example, the eighth assigned Collector would monitor the
last eighth of the traffic.

e Manual: you can specify which portion and part of the traffic individual Collectors should
monitor.

This option is only available if at least one Collector has been assigned to the Collector

profile.

When ready, click Save.

4. When a required restart is indicated, restart the Collectors assigned to the profile.
This is described in Restarting Collectors.

Example 13-6 Traffic Monitoring

The setting described above specifies how much of the total network traffic is
measured. Therefore, if you specify that half of all traffic should be monitored, only the
monitored half is reported. When using a setting of less than 100%, you should bear in
mind that the reported information does not reflect all actual traffic, but the selected
sample.

Traffic monitoring is based on IP addresses. This means that, regardless of what
setting you use, complete user sessions are recorded. However, the number of those
sessions depends on your selected setting.

13.4.4 Verifying Your Load Balancing and Traffic Sampling Definitions

ORACLE

It is important to understand that load balancing and traffic sampling definitions can
lead to incorrect monitoring of your network traffic. For example, it is possible to select
the Load balancing division "All traffic divided by 16", while there are not 16 Collectors
assigned to the selected profile. Similarly, you could select the Traffic sampling
division "1/8 of traffic - part 1", have eight Collectors assigned to the selected profile,
and each of them monitoring the same part of your network traffic. Therefore, you
should ensure that:

»  Traffic sampling is only specified when your RUEI deployment incorporates
Collectors attached to different monitoring points within your network
infrastructure.
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*  When using load balancing, the selected option must match the number of
Collectors assigned to the profile.

# Note:

It is strongly recommended that your network filter definitions are reviewed by
someone with a thorough knowledge of your network infrastructure.

Adding and Removing Collectors from Profiles

Be aware that network filter definitions are not automatically updated when Collectors
are added to, or removed from, profiles, and no warnings are generated when such
changes result in network traffic being missed or processed multiple times. Therefore,
you should carefully review your network filter definitions after making any changes to
Collector profile settings.

13.5 Managing SSL Keys

RUEI can be configured to monitor encrypted data (such as HTTPS and SSL). In order
to do this, a copy of the web server's private SSL keys needs to be imported into
RUELI. To import certificates to monitor encrypted content, do the following:

1. Select Configuration, then Security, then SSL keys, and then SSL keys
management. Use the Profile menu to select the required Collector profile. A list
of the currently installed keys is displayed. An example is shown in Figure 13-19.

Figure 13-19 SSL Key Status

SHAZ1 Fingerprints are SHA1 digests of certificate part of uploaded RSA keys. The
SHAZ1 Fingerprints column will only appear for existing keys after upgrade script is
executed.

2. Click Add new key to define a new key. Note that existing SSL key definitions
cannot be modified. The dialog shown in Figure 13-20 appears.
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Figure 13-20 Add SSL Key Dialog
(Add SSL key @D
Details
Install a 55L key/certificate on the
system.

The key must contain a PKCS5£12
structure, or both a key and
matching certificate in PEM or DER
encoding. If the key is encrypted,
specify the passphrase.

Key: |certificate. txt Browss... |

Passphrase: |.....""

Install key Zancel

3. Use the Key field to specify the file containing the key. If the key is encrypted, you
must specify the passphase. When ready, click Install key.

" Note:

The supplied file can be in PEM, DER, or PKCS12 format, and must
include the key and matching certificate. The key must be an RSA key.
Note that encryption protocols that use 40-bit keys (such as DES_40,
RS2 _4-0, and RC4_40) and AEAD ciphers are not supported. Camellia is
only supported for Oracle Linux 6.5 and later.

Example 13-7 Supported Encryption Protocols and Mechanisms

Within Message Authentication Codes (MACs), the MD5, SHA-1, and SHA-2 functions
are supported. The SSL v3, TLS v1.0, TLS v1.1 and TLS v1.2 cryptographic protocols
are supported. A complete list of the currently supported encryption algorithms is
available within the SSL connections section of the Collector statistics window (see
Viewing the Status of the Collectors).

Example 13-8 Monitoring SSL Traffic

Be aware that both SSL and Oracle Forms traffic are particularly sensitive to
disruptions in the TCP packet stream. This is because they require state information to
be maintained for the duration of the connection, and any lost packets can cause that
information to be lost, preventing RUEI from accurately monitoring and reporting the
connection.

Therefore, you should ensure that each Collector is connected to a reliable network
device, such as a TAP. In addition, it is strongly recommended that you regular review
the information available through the Collector Statistics window (described in Viewing
the Status of the Collectors) to verify the integrity of the TCP packet stream. Particular
attention should be paid to the reported TCP and SSL connection errors.
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Example 13-9 Private Key Extraction Failures

Be aware that if the loading of a private key fails, this can be due to a number of
possible reasons, including an incorrect password or the file containing the certificate
and private key is corrupted.

The upload can also fail if the file contains multiple certificates, such as;additional
Certificate Authority (CA) certificates. To fix this, manually;edit the file and remove the
extra certificates. If the file is a PKCS12;container, use the following command to
convert it to a PEM file that;contains only the client and server certificates:;

openssl pkcs12 -in PKCS12-FILE -out <PEMFile> -nodes -clcerts

where PKCS12- FI LE is the name of the PKCS12;container file.

13.5.1 Removing SSL Keys

To remove an installed SSL key, right click the required key, and select Remove. You
are prompted to confirm the key's removal.

13.5.2 Monitoring Key Expiration

ORACLE

Optionally, you can configure notifications about pending SSL key expirations. This
allows you to plan the importation of new keys, and ensures that there are no gaps in
the monitored data while new keys are obtained and activated. Do the following:

1. Click the Monitor key expiration icon on the taskbar. If it is not already visible,
select Configuration, then Security, then SSL keys, and then SSL keys
management. The dialog shown in Figure 13-21 appears.
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Figure 13-21 Monitor SSL Key Expiration

Monitor SSL key expiration

@0

[ Details | E-mail || swmp |

EE

"\
Text message

Fequirements for notification on
pending S5L key expiration.

Trigger notification:

Maotification language:

|? *I day(s) before expiration
|Eng|i5h ;I

Save Cancel

2. Specify the number of days prior to expiration when notification should be
generated. Use the controls on the other tabs to specify the e-mailing, SNMP, and

text message natification details.

These are similar to the dialogs explained in

Defining Alert Profiles. When ready, click Save.

3. When a required restart is indicated, restart the Collectors assigned to the profile.
This is described in Restarting Collectors.

# Note:

(Reporter system time).

13.6 Masking User Information

The RUEI installation can be configured to omit the logging of sensitive information.

This is called masking, and it allows you to prevent passwords, credit card details, and
other sensitive information from being recorded on disk.

ORACLE

RUEI's security facilities allow you to

The check for expired SSL keys is scheduled to be run once a day at 6 am

control the logging of POST URL arguments,

HTTP headers, cookies and their values, Oracle Forms elements, and the contents of

URLSs.

To implement a masking, do the following:
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Select Configuration, then Security, then Masking, and then select the
appropriate option for the HTTP protocol item you want to configure. For example,
URL POST argument masking. A window similar to the one shown in

Figure 13-22 appears.

Figure 13-22 URL POST Argument Masking Window

URL POST argument masking
Specify the URL POST arguments whose logging yvou want to control.
The default action specifies the masking action that should be taken for items not explicitly specified in the definitions listed below.
Default masking action: Plain
Source Value <. |Action Used in
« Add new masking »
iU APP_RUEI_URL_ARG Default 1 location
.t fedbChannel Plain 1 location
. % fedbUserType Plain 1 location
. % fldDeviceld Plain 1 location
. fldLoginUserld Plain 2 locations
.5 fldPassword Blinded 1 location
.t fldReauestld Plain 1 location
:: oracle.adf.view.rich.monitoring.UserActivityInfo Plain 1 location
i pass Blinded Unused ™
. password Blinded Unused ‘.3
i secureTokenlvz Blinded Unused ™
. % sesstrack_on_url_arg_custom Default 1 location
. SSO_TOKEN_ARG Default 1 location
. SSO_USERID_URL_ARG Default 1 location
. urlagrg Default 1 location

The currently defined maskings for the selected HTTP protocol item are listed.

Click an existing item's "Used in" listing to view information about its usage. An
example is shown in Figure 13-23.

Figure 13-23 Example HTTP Item Usage Dialog

Show URL POST argument usage @)«
Details
=" Location(s) where the selected URL
PP POST agrument is used.
URL POST argument: fldLoginUserld
Used in
@ User ID based on URL argument: FlexD
D System
Close
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In this case, it indicates that the selected URL POST argument is used as part of
an application's user ID scheme, and is also used as part of RUEI's internal traffic
detection. These automatically detected items are explained in a later section.

3. Click Add new masking to define a new masking. A dialog similar to the one
shown in Figure 13-24 appears.

Figure 13-24 Add Masking Action for POST Arguments Dialog

Add masking action for POST arguments 2 @1
Details
.- Specify the masking action.
Source value: * cardnumber
Action: Hashed -
Sawve Cancel

4. Specify the name of the item whose logging you want to control. Depending on the
selected protocol item, this will either be the name of a POST URL argument, a
cookie name or value, an Oracle Forms element, an item within a HTTP header, or
a URL prefix.

5. Select the masking action to be assigned to the defined item. Table 13-5 explains
the available options for protocol items other than URL prefixes.

Table 13-5 Masking Actions

______________________________________________________________________|
Option Description

Default Specifies that the defined default action for the selected HTTP protocol item
should be performed for this item. The use of this facility is described in the
following section.

Hashed  Specifies that the item's contents should be replaced with a calculated hash
value when logged. This mechanism provides a unique value for comparison
purposes, but is not in human-readable form. For example, five different user
IDs would receive five different hashes when logged, while multiple sessions
by the same visitor would receive the same hash. This manufactured (hashed)
value provides uniqueness, but not the real value itself.

Blinded  Specifies that the item's original contents should be overwritten with Xs when
logged.

Plain Specifies that the item should be logged in its original state. That is,
unprotected.

Truncated Specifies that only the first 1 KB characters of the HTTP protocol item are
logged. Values longer than this have their reminder truncated and hashed, and
appended to the first 1 KB of plain (unhashed) data. In this way, their
uniqueness is preserved.

When ready, click Save. Any changes you specify take effect within 5 minutes.
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Masking URL Components

In addition to URL POST arguments, Forms elements, cookies, and HTTP headers, it
is also possible to protect certain URL contents by specifying a prefix. This facility is
useful when you want to prevent the storage of URL structures that might contain
sensitive information.

The options specify whether the URL components are preserved in the Collector log
files (from which information within the Data Browser groups and Session Diagnostics
feature is derived). Table 13-6 shows the available masking actions.

Table 13-6 URL Prefix Masking Actions

]
Masking Action Description

Logging Specifies that the URL component should be preserved in Collector log
files (after all other defined maskings have been applied). This is the
default.

No logging Specifies that nothing is preserved in the Collector log files.

Note that if a URL prefix's masking action is set to "No logging", this also becomes its
replay action. As explained in Controlling Replay Policies, this cannot be modified
without first changing its masking action.

¢ Note:

If the URL prefix default masking action is set to "No logging", then no data is
written to Collector log files, and none is available for reporting. Therefore, you
should only select this option if you have first defined a whitelist of URL
components that will be logged.

Specifying the Default Masking Action

As mentioned earlier, the default setting specifies the action that should be taken for
HTTP protocol items not explicitly specified in your security definitions. By defining
items with the "Default" action, you can modify the security settings for a large number
of data items (both listed and unlisted) with one user action.

To specify the default action, do the following:

1. Select the HTTP protocol item whose default action you want to specify. For
example, HTTP header masking.

2. Click the current setting for the Default masking action menu. This is located at
the top of the masking window. A dialog similar to the one shown in Figure 13-20
appears.
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Figure 13-25 Edit Default Masking Setting Dialog

‘Edit masking setting for HTTP headers 2 @1
Details
e Specify the masking setting.
Action: ||:||air-| |
Save Cancel

3. Select the required security setting to be applied to all data item's with the action
"Default”. When ready, click Save. Any changes you make to this setting take
effect within 5 minutes.

Example 13-10 Automatically Listed Items

In addition to the HTTP protocol item maskings you explicitly define, items are also
automatically detected by RUEI during configuration. For example, the URL POST
argument pagel abel is used to track WebLogic Portal applications, while the HTTP
header Accept - Language is used to determine the end-user's language preferences.
These items are indicated in the Used in column as "System". Generally, they receive
the masking action "Plain", which means their associated items are recorded in their
original state. Their actions cannot be modified because they are required for the
correct monitoring of network traffic.

Note that if session tracking is based on some standard technology (such as Apache
or ColdFusion), the cookie is not reported in the "Used in" section. Instead, these
cookies have the default masking action assigned to them, unless they have been
defined manually, and have been configured differently from their default values. This
does not represent a problem if the default masking action has not been set to blinded.
If it has, all visitor sessions would be booked on one session.

Example 13-11 Masking the Authorization Field

As explained in Defining User Identification, user identification is first based on the
HTTP Authorization field. Be aware that, if this is sent over the network in plain format,
this represents a security issue because the user name and password can potentially
be decoded from it. This is a limitation of the basic authentication protocol.

If Authorization fields are sent over the network in plain format, you can use the
masking options described in the previous section to control whether they are
preserved in the Replay viewer. Alternatively, you can ensure that Authorization fields
are hashed when included in network traffic. In this case, the user IDs are unavailable
in Session Diagnostics.

Example 13-12 Cookie Value Masking

Note that the cookie value -1 is automatically assigned the masking action "Plain” (that
is, it is preserved in its original state). This is necessary because this value is often

used within Oracle E-Business Suite to indicate an end of session.
Example 13-13 Important

When using the masking facility, you should pay particular attention to the following
points:
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*  The masking actions you define are applied to all monitored domains.
* All masked HTTP protocol items (except URL prefixes) are case insensitive.

*  While multiple (overlapping) item definitions are possible, the longest matching
specification will be used as the assigned masking action.

» After deleting a defined masking item (for example, a custom dimension item
described in Working With Custom Dimensions), if you have not modified its
masking action, it is automatically removed from the displayed items list. However,
if you have previously modified its defined action, you will need to explicitly remove
it from the items list.

»  See Working with National Language Support for a detailed discussion of the
operation of data masking when working with international character sets.

* As explained in Enriched Data Export Facility, data collected by RUEI can be
exported to enable its combination with other data warehouse data. Because any
data items masked within RUEI are also masked when exported, it is
recommended that you carefully review the requirements for data items used by
external applications. The settings windows available within the masking facility
provide an ideal audit tool to verify your security requirements.

* Be aware that when changing a data item's security, any data already stored in log
files is unaffected by the change. If necessary, you should consider purging the
system (this is fully described in Resetting the System).

* ltis strongly recommended that you regularly verify that all sensitive data is
masked correctly on a regular basis. Applications often change over time, and so
do their use of POST variables, cookies, headers, and URL structures. The
Collector and Reporter raw log files can be found in the directories / var/ opt/ruei/
processor/ data. The Session diagnostics export facility can also be used to audit
the content of these files. This is described in Exporting Full Session Information.

13.7 Masking FSR Page Content

The masking facility described in Masking User Information allows you to define
masking policies for arguments within headers, URLS, cookies, and Oracle Forms
elements. However, you can also define masking policies for the actual content of
application pages shown within the Full-Session Replay (FSR) facility. This is
particularly useful for restricting access to sensitive information (such as passwords
and credit card information) within actual web server content.

To define page content masking policies, do the following:

1. Select Configuration, then Applications, then Applications or Suites, and
select the required application. The application overview appears.

2. Click the Advanced tab, and then the Replay masking tab. The currently defined
masking policies are displayed. Click Edit. The dialog shown in Figure 13-26
appears.
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Figure 13-26 Edit Replay Masking Actions Dialog

Details
e

.
e w

Edit replay masking actions

@

Specify the search scope and XPath expression for which the corresponding value
will be masked within the Diagnostics facility.

Search type:
Search value:

Search value
.. fftte
.. [{payment/type/nr
. fjuser/id

Find ¥Path in response content -
Jfuser/id Add
Search type
Find XPath in response content b
Find XPath in response content b
Find ¥Path in response content b
Save Cancel

Use the Search type menu to specify the scope of the search. This can be either
the request or response content. Use the Search value field to specify the XPath
expression that should be used to locate the required page content. More
information about the use of XPath queries is available in Working with XPath
Queries. For each required search, click Add. When ready, click Save.

Any changes you make take effect within 5 minutes.

# Note:

Although data presented in the User Interface is masked, it will still be stored
unmasked on the disk.

Example 13-14 Designing Your XPath Search Expressions

The precise XPath search expressions to locate the required page content depends on
the structure of your application pages. Consider the following request and response

frag

ments:

PCST /cgi - bi n/ post HTTP/ 1.1

Accept: */*

Connection: keep-alive

Content-Length: 97
Content - Type: text/xm
Host: nyshop. com

Pragma: no- cache<user ><Car dName>AVMEX</ Car dNane><Car dExp>150606</ Car dExp><Car dNo>12345- 12345- 12345</

Car dNo></ user >

HTTP/ 1.1 200 X

Date: Fri, 03 Aug 2012 08:29:01 GVI
Server: Apache/2.2.3 (Oacle)

Connection: close

RUEI - Tr ansf er - Encodi ng:  chunked

Content - Type: text/xm

ORACLE
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<?xm version="1.0"?>

<info>
<request >
<action>do_refund</action>
<net a>
<mer chant i d>8500</ mer chant i d>
<i paddr ess>10. 69. 10. 214</ i paddr ess>
<versi on>1</ versi on>
</ neta>
<par anms>
<payment >
<orderi d>2012050901</ or deri d>
<count rycode>nl </ count rycode>
<paynent product i d>1</ paynent pr oducti d>
<anount >100</ anount >
<currencycode>eur </ currencycode>
<credi t car dnunber >12345- 12345- 12345</ cr edi t car dnunber >
<expi rydat e>150606</ expi r ydat e>
</ paynent >
</ par ans>
</request >
<linfo>

The user's credit card number appears in both the request and the response.
Therefore, in order to completely mask it within session diagnostics, you would need to
define two masking actions:

e Search type: Find XPath in request content Search value: // Car dNo
»  Search type: Find Xpath in Response content Search value: // credi t car dnunmber

Additional actions would also need to be defined to mask the credit card's related
information (such as its expiry date).

Example 13-15 Important

Be aware that the masking policies defined within this facility only apply to how
application pages are displayed within the FSR facility, and not to their storage within
the RUEI installation.

13.8 Masking SSL Client Certificates

By default, all SSL client certificate properties (when available) are recorded as part of
the log files generated by each Collector system. If this does not meet your
organization's security policies, do the following:

1. Select Configuration, then Security, and then SSL certificate masking. The
panel shown in Figure 13-27 appears.

Figure 13-27 Collector SSL Client Certificate Masking Policy

Collector profile Certificate masking
™ System Log full certificate properties
[ Asia traffic Log session ID only
[ Buss Partner apps Log session ID only
[M Siebel apps Log full certificate properties
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2. Click the required Collector profile's certificate masking action. The dialog shown
in Figure 13-28 appears.

Figure 13-28 Edit Collector SSL Certificate Masking Dialog

‘Edit Collector SSL certificate masking @@
Details |
- Specify which S5L client certificate
P properties should be logged.
SSL certificate masking: Log full certificate properties x|
Mo certificate properties logged
ILog sessjon I only

The options shown in Table 13-7 are available.

Table 13-7 SSL Certificate Masking Actions

Option Description
Log full certificate properties Specifies that the complete SSL certificate should be logged. This is the default.
Log session ID only Specifies that only session ID information should be recorded.

No certificate properties logged  Specifies that no proportion of the SSL certificate should be logged.

Select the required masking action. When ready, click Save.

3. When a required restart is indicated, restart the Collectors assigned to the profile.
This is described in Restarting Collectors.

13.9 Defining Collector Data Retention Policies

The following procedure allows you to both to configure data retention and to monitor
current disk usage on an application or collector basis. Collector data retention can be
configured using the following criteria:

* size based - data is discarded after a size quota (X GB) is met
» time based - data is discarded after a defined period (N days)

The storage will not contain more then N days data, and will not occupy more then X
GB of disk space. This procedure describes how to configure the size based data
retention policy. Time based data retention is related to the reporter retention policy
and is described in Defining Reporter Retention Policies.

Note that the time based collector/reporter data retention policy cannot be specified
per application/suite, as is possible for size based collector retention policies.

To specify the size based data retention policy used by the Collectors attached to a
Reporter, do the following:

1. Select Configuration, then Security, and then Collector data retention policy.
The panel shown in Figure 13-29 appears.
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Figure 13-29 Collector Data Retention Policy

4t setreplay defaults

Collector data retention policy

——
Application view Collector view

Description

Specify the data refention policy used by applications/suites for this profile. For the overall column, the following is indicated:

- Total limit. the defined maximum amount of disk space reserved for Replay data in all Collector profiles.
- Profiles. details on Replay data usage per profiie.

Application Replay active Total Limit (GB) Used (GB) Profiles
= Applications

myShop Mo nia nia Details

Totals nia nia

Within the Application view tab, for each defined application, suite, or services
and across each Collector profile, the following information is shown:

e Limit (GB): indicates the maximum amount of disk space currently reserved
for storing Error Page Replay (EPR) and Full Session Replay (FSR) data.

* Used (GB): indicates the amount of disk space currently used by each
Collector within a profile for its replay data.

For each application, suite, and service, click Details in the Profiles column to
view more information.

On the details screen, click Yes or No beside the Replay active label to specify
whether the creation of replay data should be enabled. By default, replay data is
enabled.

When replay is enabled, click either the Error page replay store (ERS) or Full
session replay storage (FRS) value on the details screen for the Collector profile
monitoring the application you want to modify. A dialog similar to the one shown in
Figure 13-30 appears.
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Figure 13-30 Error Page Replay Store Size Dialog

-

Error page replay store size @ @1
Details

Specify the amount of disk space to reserve
for this application’'s Error Page Replay
(EPR) data.

Application: Bookings

Oldest data entry: 24d 15h 45m

MNewest data entry: 24d 15h 45m

Default: 20

Range: 1-100

EPR data (GB): * 2

Save Cancel

Specify the maximum amount of disk space that should be reserved for FSR or

EPR data for all Collectors within the selected profile for the application, suite, or
service.

Alternatively, instead of specifying the FSR and EPR data store sizes for individual
applications and suites across specific Collector profiles, you can click the Set
replay defaults command button shown in Figure 13-29. A dialog similar to the
one shown in Figure 13-31 appears.

Figure 13-31 Set Replay Defaults Dialog

‘Set replay defaults @«
Details

Specify whether replay should by
default be enabled, and the default
maximum EPR and FSR storage.

Replay - on
@ Off

EPR (GB) store * ap

FSR (GB) store * g

Save Cancel

Specify whether replay storage is enabled by default, and the maximum amount of
disk space reserved for FSR and EPR data on each Collector system.

After making a change to these settings, it is recommended that you review the
last update to each appropriate Collector profile via the Network data Collectors
status (described in Viewing the Status of the Collectors) to ensure that it has
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been applied. If necessary, restart all required Collectors as described in
Restarting Collectors.

Example 13-16 Important
Be aware of the following:

e The Replay feature is available if you using a network data collector. If you are
only using a tag data collector, this feature is not available.

e If you want replay data to be available for an application, suite, or service, in
addition to enabling replay storage on its associated Collector profiles, you must
also ensure its Replay logging policy is set appropriately. This is described in
Controlling Replay Policies.

e When you reduce the replay disk space available to an application to an amount
lower than that currently being used, the oldest data in store is removed to resize
the replay data store. For example, imagine that you specify that an application's
FSR data store should be reduced from 20 GB to 10 GB, and 14 GB is currently
being used. In this case, the oldest 4 GB of the current FSR data is removed to
resize the store.

- Data retention is limited by a time and space quota as described at the start of this
section.

e Ifthe FSR time span is less than 15 minutes, the error replay facility may not
function correctly. In addition, if set to zero, the EPR size setting can no longer be
modified.

* You can click the Collector view tab to view the amount of available and used
replay data storage, its time span, and its most recent update for each Collector
attached to the Reporter system. It is recommended that you review this regularly
to ensure that it meets your reporting requirements.

Example 13-17 Purging Replay Data

Note that when an application or suite is deleted, its associated FSR and EPR data is
not automatically removed from its Collector systems. Instead, it remains available for
viewing. If you want to delete this data, you should click the Remove icon shown in the
Replay active column. You are prompted to confirm the data's deletion.

13.10 Controlling Replay Policies

It is possible to control the information written to the Replay Viewer files used by RUEI.
You can specify the replay action that should be applied to all monitored traffic, or to
only specific IP address ranges. In addition, you can control how certain URL contents
are logged by specifying prefixes. To specify the replay policies used within your RUEI
deployment, do the following:

1. Select Configuration, then Security, and then Replay logging policy. The
window shown in Figure 13-32 appears.
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Figure 13-32 Replay Logging Policy Window

Replay logging policy

Spediiy the defaull repiay action, and wnether it shouid apply te all network trafiic, or ic omy speciifed 1P socrass ranges. No'e that any defined USL prefix actions within the a='ise IP range cverride the defael! replay sction

Cefault repiay action: Complete [o3ging
Replay IF range: AllIP addrzszes

URL prefoes  Replay I ranges

URL prefixes

Specify the Repisy acticrs that showld be fakzn for specific USL conten's. Mote the' the Selay sction for URL prefixes that hase the masking ecticr "No logging” cannat bz modified.

Source value 2 Action
< Add new UR_ prefx »

2. Click the default replay action setting. The dialog shown in Figure 13-33 appears.

Figure 13-33 Edit Default Replay Action Dialog

‘Edit default replay action i @
Details

[ Specify the replay action that
should be taken for items not
explicithy specified in your URL prefix
definitions.

Action: MNo replay -
Save Cancel

3. Use the Action menu to specify which parts of the monitored traffic, in terms of
request and response headers and bodies, are logged in the Replay viewer facility
and the Collector log files. The available options are explained in Table 13-8.

Table 13-8 Default Logging Actions

_________________________________________________________________________|
Masking Action Description

No replay Specifies that all parts (after any defined maskings have been applied)
are preserved in the Collector log files, but nothing is preserved in the
Replay viewer. This is the default.

Complete Specifies that all parts should be preserved in both the Replay viewer
logging and Collector log files (after any defined maskings have been applied).

No request body Specifies that all parts (after any defined maskings have been applied)
are preserved in Collector log files, but request bodies are not
preserved in the Replay viewer.

No reply body Specifies that all parts (after any defined maskings have been applied)
are preserved in Collector log files, but reply bodies are not preserved
in the Replay viewer.

Headers only Specifies that all parts (after any defined maskings have been applied)
are preserved in the Collector log files, but only request and response
headers are preserved in the Replay viewer.

Note that the use of masking actions is described in Masking User Information.

4. Click the replay IP range setting. The dialog shown in Figure 13-34 appears.
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Figure 13-34 Edit Collector replay IP Range Dialog

(Edit Collector replay IP range @@
Details
Specify whether the replay action
should apply to all IP addresses
(default), or only specific IP ranges.
Range: All IP addresses -
Save Cancel

Use the Range menu to specify whether network traffic from all IP address ranges
should be logged using the selected default action (the default), or only that from
specific address ranges. When ready, click Save. You are returned to the window
shown in Figure 13-32.

If network traffic should only be logged from specific IP address ranges, click the
Logging IP ranges tab. Note that if the "All IP addresses" option is selected, any
existing IP address range definitions are disabled and ignored.

Click Add new IP range to define a new IP address range, or click an existing
definition to modify it. The dialog shown in Figure 13-35 appears.

Figure 13-35 Add Replay IP Address Range Dialog

Add replay IP address range @ [
Details
Specify the IP range to which the default replay action
should apply. Arange is specified using CIDR notation.

For IPvd, use a /32 prefix and for IPvG use a /128 prefixto
select a single client IP address instead of a range.

IP range: " 255.242.0.0|

Save Cancel

Specify IP range in CIDR notations to which traffic logging should be restricted.
When ready, click Save.

Optionally, you can click Upload list to merge a list of IP address ranges with
those that are currently defined. The file must contain only one entry per line, and
the information for each address range (that is, IP range in CIDR notations). When
ready, click Merge.

To specify URL component logging policies, click the URL prefixes tab. The
currently defined URL prefixes are listed. An example is shown in Figure 13-36.
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Figure 13-36 URL Prefixes Section

1
[ URL prefixes ] Replay IP ranges

URL prefixes

sSpecify the Replay actions that should be taken for specific URL contents, Note that the Replay
action for URL prefixes that have the masking action "No legging” cannot be maodified.

Source Value <. Action
« Add new URL prefix »
Oy Jusers Mo request body ‘.5
& Jupload Complete logging ‘.5
& /cgi-bin Mo replay i)
& /bin Mo logging

11. Click Add new URL prefix to define a new URL prefix, or click an existing one to
modify it. The dialog shown in Figure 13-37 appears.

Figure 13-37 Add Replay Action for URL Prefix Dialog

‘Add replay action for URL prefix 2 |i|1
Details
[ Specify the URL structure whose
logging you want to control, and its
associated replay action.
Source value: * Jusr
Action: Mo replay -

Save Cancel

12. Specify the URL component, and select its associated logging action. The
available options are explained in Table 13-8. When ready, click Save.

Example 13-18 Understanding how Replay Actions are Applied
It is important to understand the following points:

e The replay actions for URL prefixes with the masking action "No logging" explicitly
defined for them (as explained in Masking User Information), appear as
automatically listed items, and cannot be modified. An example (/ bi n) is shown in
Figure 13-36. If you want to modify these items, you must first change their
masking action to "Logging".

* The replay actions described in Table 13-8 control the items recorded in the
Replay Viewer facility. Table 13-9 indicates which parts are recorded within each
replay action.
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Table 13-9 Items Recorded Within Replay Actions
]

Masking Request Request Response Response Recorded in
action header body header body Collector log file
Complete X X X X X

logging

No request X X X X

body

Headers only X X

No replay

How long a logged item remains available for review via the Replay Viewer is
determined by the Error Page Replay (EPR) and Full Session Replay (FSR)
settings specified for each of your monitored applications. Therefore, you should
ensure that sufficient storage is assigned to them in order to meet your reporting
requirements. These settings are explained in Defining Collector Data Retention
Policies.

Example 13-19 Understanding how URL Prefixes are Applied

It is important to understand the following points:

Any defined URL prefix replay actions within the active IP range override the
default replay action.

In the case of overlapping matching URL prefixes (for example, /ru and /ruei),
that have been assigned different replay actions, the longest match is taken. In
addition, note that the prefix must be a true prefix. For example, if the matching
URL is / app/ ruei, neither /ru or /ruei will be matched.

The question mark character (?) should not be specified within URL prefixes. If it
is, the question mark character, and everything after it, is ignored. For example, if
you specify the URL / cat al og/j n. php?i t em it is truncated to / cat al og/ j n. php. URLS
should be specified in human-readable format (not encoded).

URL prefixes are case sensitive.

13.11 Controlling the Monitoring of Jumbo Frames

By default, the Collectors attached to the Reporter only monitor incoming frames with
a maximum payload size of 64 KB. This allows RUEI to monitor traffic when the
network driver uses TCP segmentation offloading. In some cases it may be necessary
to reduce the maximum frame size in order to reduce memory usage and increase the
number of frames that can be held in memory. To reduce the maximum frame size:

ORACLE

1.
2.
3.
4.

Select Configuration, then Security, and then Jumbo frames.
Use the Profile menu to select the required Collector profile.
Click the Maximum frame size setting.

Select the maximum size of incoming frames accepted by the profile's Collectors.
The default is 64 KB. Note that frames that exceed the specified maximum will be
discarded, and a message posted in the Event log. When ready, click Save.

The number of frames that can be held in memory as shown in Table 13-10.
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Table 13-10 Maximum Frame Size, Number of Frames, and Buffer Size
'

Maximum Frame Size No. of Frames Buffer Size
64K 8K 512MB?
32K 16K 512MB?
16K 32K 512MB?

8K 64K 512MB

4K 64K 256MB

2K 64K 128MB

1 Default.

2 The number of frames is adapted automatically.

Therefore, it is recommended that you do not set the maximum frame setting beyond
the maximum anticipated frame size within monitored traffic. Note that you can check
the maximum frame size encountered by each Collector within the Interfaces tab of
the Collector statistics facility (see Viewing the Status of the Collectors).

For further troubleshooting procedures, see the Troubleshooting Appendix of the RUEI
Installation Guide.

13.12 Controlling RUEI User Session Idle Time

ORACLE

By default, users are logged out of RUEI automatically after 60 minutes if there has
been no user activity. To modify the amount of idle time before users are automatically
logged out, navigate to Configuration, then select General, Advanced Settings, and
User Interface. Select RUEI session idle time (minutes) from the resulting list.
Specify the length of visitor inactivity required to elapse before a RUEI session is
terminated, or leave empty for unlimited.
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14.1 Introduction to Users and Permissions

Figure 14-1 User Management

This chapter explains the roles and permissions assigned to users within RUEI, as well
as the creation and management of user accounts. The configuration of external user
authentication mechanisms (such as LDAP and SSO), and the use of the password
settings facility to enforce your organization's security policies, is also described.

To start working with user definitions, select System, and then User management.
The screen shown in Figure 14-1 appears.

B system

System
M Maintenance
@ Repaort data export

L status
[~ JUser management]

| Add new account™; Password settings\a Configure LDAP connection Bss Configure Oracle SSO connection
User name < Full name E-mail Authentication
§ admin Administrator root@localhost Local
§ bmarshell Bill Marshell brnarshell@myshop.com Local
§ dbrown David Brown dbrown@myshop.com Local
g jsmith John Smith jsmith@myshop.com Local
§ piones Paul Jones piones@myshop.com Lacal

ORACLE

This screen lists the currently defined system users. For each user account, their

account name, full name, E-mail address, and authentication mechanism are listed. A
user account's role and status is indicated through the color-coded scheme explained

in Figure 14-2.
Figure 14-2 User Account Roles and Status

B  superAdministrator

Administratar

Authorized Business or [T user
Disabled user

User without assigned permissions
Security Officer

Locked user

System Account

I 50 co @ co @ @

System Account Type

In addition to user accounts, you can also create a system account which does not

have access to the RUEI User Interface. These accounts are used to interact with
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RUEI at a service level, for example if you use the ADF Monitoring Service. System
accounts have full access level, and can be configured to have the permissions
described in Table 14-4.

User Authentication

The authentication of system users can either be performed by RUEI itself, based
upon the user information stored within its database, or by an external authentication
server. Currently, RUEI supports two external authentication mechanisms: via an
LDAP server, or via an Oracle Single Sign-On (SSO) server. In both cases, the server
must be configured to work with RUEI. The procedure to configure the LDAP server is
described in Configuring LDAP Server User Authentication. The procedure to
configure the Oracle SSO server is described in Configuring Oracle Single Sign-On
(SSO) User Authentication.

14.2 Understanding User Account Roles and Permissions

This section explains how RUEI manages access to its configuration facilities, as well
as to reported data. It is recommended that you carefully review the following
information.

Each RUEI user is assigned a role. This role determines the actions that they can
perform, and the type of information to which they have access. These roles are
explained in Table 14-1.

Table 14-1 User Account Roles

Role

Description

Administrator

Security Officer

Business users

ORACLE

This user performs the initial configuration of RUEI, and maintains the basic network-related
configuration (such as mail settings and Collector attachments) used by the system.

In addition, users assigned Administrator privileges act as first-level support for the system,
and are responsible for such things as performing backups of the current configuration, the
configuration of advanced system settings, and the administration of the other users authorized
to work with the system.

This user is responsible for managing all system settings that are affected by the organization's
network security policy. In particular, they:

* Import the security certificates and private keys used to decrypt HTTPS user flows, and
keeps them up-to-date.

»  Decide the scope of what is monitored within the organization's network. They can set up
network filters to prevent the capturing of specific networks or hosts, or Virtual Local Area
Networks (VLANS), or to reduce overall network traffic.

* Implement and maintain security-related measures for private data passed in web traffic.

These users are concerned with evaluating visitor behavior according to business goals. As
such, they use the business intelligence that the system offers them to monitor a wide variety
of issues, such as identifying the most popular paths taken to your web site, or how engaged
visitors are on particular pages or sections. They may be concerned with improving customer
satisfaction, retention, and loyalty, increasing conversion rates, or monitoring the effectiveness
of web site-based marketing activities.

Based on assigned permissions, they use the dashboard functionality, as well as on-demand
and mailed reports, to maintain an overview of the organization's operations. They can also
use these reports and data exports as the basis for further analysis by IT specialists.
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Table 14-1 (Cont.) User Account Roles
]

Role

Description

IT users

Report Data
Export

These users are concerned with supporting the IT and other technical information the system
needs to monitor the web environment. Typically, they are responsible for deeper analysis of
failed SLAs or KPIs. They use the reporting and Data Browser facilities to their fullest to locate
the reported anomaly or failure. For example, they might identify that failed user sessions are
only occurring for users from a particular network domain.

These users use basic authentication to access reports. For more information on the feature
see Exporting Report Data.

14.2.1 User Account Roles

Depending on the configuration required by your organization, users can be authorized
to perform combinations of these roles. There is no limit to the number of users who
can be defined.

Super Administrator Versus Authorized Administrators

Be aware that there is one predefined RUEI user: the Super Administrator. Unlike all
other users, their initial password is set using the set - adni n- passwor d. sh script, and is
always locally authenticated. Depending on your operational requirements, other users
can be assigned Administrator privileges. However, these users remain under the
control of the Super Administrator. For clarity, when it is necessary to distinguish the
Super Administrator from other users assigned Administrator privileges, the Super
Administrator is referred to as the adni n user.

Administrators Changing Each Other's Properties

By default, users with Administrator permissions can change the properties of other
Administrators, as well as create and delete Administrator user accounts. If this is not
consistent with your security requirements, you can disable this functionality. The
procedure is described in the Oracle Real User Experience Insight Administrator's
Guide.

14.2.2 User Account Access Level Permissions

In addition to roles, each user (other than Administrators) is also assigned a separate
access level permission for Business and IT-related information. These define the
modules (such as the Data Browser, KPI Overview, and System) to which the user has
access. They are described in Table 14-2.

The minimum permission required to view KPI definitions is Overview access levels or
higher. Only Full access level users can modify KPI definitions or copy/delete a KPI.

Table 14-2 Business and IT Access Level Permissions
]

Access Level Business User IT User

None The user has no access. The user has no access.

Overview! The user can view their dashboards, the KPI The user can view their dashboards, the KPI
overview, and alert history. overview, and alert history.
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Table 14-2 (Cont.) Business and IT Access Level Permissions
]

Access Level

Business User

IT User

Inquiry
Analytical .
Full .

The user has read-only access to reports, and
can create PDF downloads.

Has access to the Data Browser. .
Can create new reports, and modify .
(public or own) reports.

Define and modify KPlIs. .
Edit the service level schedule. .
Edit alert schedules. .
Define and modify user flow. .
Define and modify site-wide errors. .

The user has read-only access to reports, and
can create PDF downloads.

Has access to the Data Browser.

Can create new reports, and modify
(public or own) reports.

Define and modify KPIs.

Edit the service level schedule.

Edit alert schedules.

Define and modify applications.

Define and modify named web servers.
Define and modify named clients.
Define and modify site-wide errors.

1 Auser who is not authorized to at least Overview level as either a Business or IT user cannot log on.

The management of user roles and access level permissions is described in
Understanding User Account Roles and Permissions.

In this way, Business and IT users can immediately locate the information that is
relevant to them. For example, on entry to the Report library, the list of displayed
reports for a business users is filtered to reflect the reports with which they will want to
work.

Table 14-3 outlines the minimum permissions required for access to session
diagnostics data:

Table 14-3

IT and Business User Permissions for Session Diagnhostics

Access Level

All Applications

Specific Applications

Overview No access No access

Inquiry No access No access

Analytical Access No access

Full Access Access
¢ Note:

14.2.3 System Account Roles Permissions

Restricting authorization on specific applications, services or suites blocks the
Analytical users access to the session diagnostics data content. Analytical
users need be authorized to all application/suites/service in order to access
session diagnostics data (access to specific applications is not sufficient).

Currently, there are no roles associated with system accounts and only the following
permissions:

ORACLE
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Table 14-4 System Account Permissions

Access Level

System Account

ADF Monitoring
Service

Enterprise
Manager Access

These users use RUEI to monitor ADF applications. For more information on setting up RUEI
to work with ADF, see the RUEI Installation Guide.

These users allow RUEI data to be available in Oracle Enterprise Manager. For more
information on setting up RUEI to work with Oracle Enterprise Manager, see the RUEI/
Installation Guide.

Users need to be authorized in order to access RUEI data within the Oracle Enterprise
Manager Application Performance Management (APM) facility. This functionality is fully
described in Oracle Enterprise Manager Cloud Control Oracle Fusion middleware
Management Guide

14.3 Adding New Users

To create a new user, do the following:

ORACLE

1.

Select System, then User management, and click the Add new account
command button in the taskbar (see Figure 14-1). A dialog similar to the one
shown in Figure 14-3 appears.

If an LDAP or Oracle SSO server connection has been configured (as described in
Configuring LDAP Server User Authentication), the dialog shown in Figure 14-3
lists an LDAP authentication option.
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Figure 14-3 Add Account Wizard

Add account =

Add account wizard

This wizard enables you to add a user. Please select the account type, and
whether the new user is authenticated against the settings stored in RUEI,
or & configured LDAP or Oracle 550 server. Click 'Next' to continue.

—Account type

» User
System

Note: a System account can only be used for accessing RUET system
services, not the User Interface.

— Authentication type

# Local

Note: the available options depends on the current authentication
server configurations.

« Back MNext = Cancel

Use the radio buttons shown in Figure 14-3 to create a new user or system
account and to specify whether the user should be authenticated against the
settings held in the RUEI installation (this is the default), or against a configured
LDAP or Oracle SSO server. When ready, click Next. If an LDAP server is
configured, the dialog shown in Figure 14-4 appears. Otherwise, a dialog similar to
the one shown in Figure 14-8 appears.

Use the dialog shown in Figure 14-8 to specify the following information for a new
account:

The user name by which the user will be known within your RUEI installation.
This must be a unique name. Users names are case sensitive. Note that if
Oracle SSO server user authentication is enabled, the user is automatically
created as an Oracle SSO user. In this case, specified user name must be the
same as that defined within the Oracle SSO server.

The user's full name.

The user's E-mail address. This is the address to which reports and E-mail
alerts will be sent. Ensure it is correct.

If the user will be authenticated against the settings held locally in the RUEI
installation, you are required to specify and confirm a password for the new
user. See Enforcing Password Security Policies for information about
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password requirements. Note that the new password must be changed by the
user within seven days or they are locked out.

*  Optionally, use the Disabled check box to disable the user at this time. You
are free to enable them later.

Figure 14-4 User Details Dialog

Add account @)=

User details

Specify the user's details. Click "Next" to continue.

User name: " lismith

Full name: " John Smith

E-mail address: " ljohn.smith@oracle.com

MNew password: ¥ lesnsasss ®
Confirm password: ¥ '.......-| G)'
Disabled: .

Locked:

o %
Yo)

« Back Next » Cancel

If you selected user authentication against a configured LDAP server in
Figure 14-3, you can click the Get user data from LDAP button to retrieve the
user's settings from the configured LDAP server.

Click Next to continue. If you are adding a User account, proceed to step 4. If you
are add a system account, as described in Introduction to Users and Permissions,
proceed to step 5.

Authorized by menu switches the authorization mode. User can choose to assign
a user with applications/suites/services by selecting Applications/Suites/
Webservices then select the applications/suites/services in the below tabs or to
assign a user with a custom application dimension value by selecting Application
Dimension. If user chooses Application Dimension then the user is entitled to all
applications/suites/webservices to which, the chosen custom application
dimension value is assigned. For example, if a user chooses Application
Dimension in Authorize by menu, and assigns the user to application dimension
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value Application Groupl, then this user will be entitled to all applications/
suites/web services that is linked to this application dimension value Application
Groupl. See Figure 14-5.

Figure 14-5 User Account Permissions

Add account @ (=]

User permissions

Specify the permissions this user is granfed.

Administrator:
Security Officer.

Report Data Export:

Business access level: MNane v

IT access level MNane v

Session Diagnostics: a
View KPI Configuration: a9
Note

Because this user does not have Full access isvel permission, specify the
applications, suifes, and services far which they can view infarmation.

Authorize by: Applications/Suites/Vebservices v
Applications Suites Services
Authorize for: All applications ¥
Lt
Wa o
i
« Back Finizh Cancel

Use the check boxes and menus to specify the role and permissions to be
assigned to the new user. These are fully described in Understanding User
Account Roles and Permissions. If the new user is assigned less than Full access
level permission, you must use the Authorize for menu to specify the specific
applications, suites, and services about which the user is authorized to view
information.

6. If you are adding a system account, the dialog shown in Figure 14-6 appears.
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Figure 14-6 System Account Permissions

Add account @)=
User permissions

Specify the permissions this user is granted.

ADF monitoring Service:
Enterprise Manager access:

Tf
E}

3%

A

%

%

« Back Finish Cancel

System accounts have full access to application, suite and service data. For
information about setting up the ADF Monitoring Service and Enterprise Manager
access, see the RUEI Installation Guide.

7. Click Finish to create the user definition. You are returned to the user list shown in
Figure 14-1

# Note:

In addition to the settings described above, there are a number of
additional settings (such as language, mailing type, and so on) that are set
to their default values when a user is created. These additional settings can
also be modified using the procedure described in Customizing Your
Environment.
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14.4 Modifying Existing Users

To modify a user definition, select System, and then User management. The User
management panel shown in Figure 14-1 appears. Right click the appropriate user.
The context menu shown in Figure 14-7 appears.

Figure 14-7 User Menu

/" Edit
. Disahle account

B8 Switch to
™ Remove

The options shown in Table 14-5 are available.

Table 14-5 User Context Menu Options

_______________________________________________________________________|
Option Description

Edit Allows you to modify a user's definition. This is described in Modifying a
User's Settings.

Enable/Disable  Allows you to enable or disable the user account at this time. Note that all

account currently defined users are disabled when SSO authentication is enabled,
and all SSO user accounts are disabled when SSO authentication is
disabled.

Switch to Allows you to temporarily change to the selected user. This is useful if you

want to view the modules and reports that they are authorized to see. Select
Switch back from the View menu to return to your own role. Note this option
is not available when the selected user account is disabled.

Remove Deletes the selected user from the system's user administration. Note that
any private reports that the user created are also deleted. However, public
reports created by the user remain available to other users.

14.5 Modifying a User's Settings

ORACLE

To change the settings for an existing user, do the following:

1. Select the required user within the user list shown in Figure 14-1, and select Edit.
If an LDAP server connection has been configured (as described in Configuring
LDAP Server User Authentication), a dialog similar to the one shown in
Figure 14-3 appears. Otherwise, the dialog shown in Figure 14-8 appears, and you
should continue from step 3.

2. Use the radio buttons to specify whether the user's settings should be
authenticated against the settings held in the RUEI installation (this is the default),
or against a configured LDAP server. When ready, click Next. If an LDAP server is
configured, the dialog shown in Figure 14-4 appears. Otherwise, the dialog shown
in Figure 14-8 appears.
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Figure 14-8 User Details
Edit user 2=l

User details

Madify the user's required settings.

User name: *ljsmith

Full name: "|John Smith

E-mail address: *|jsmith-©|*—-1',f5hop.com

MNew password: |

Confirm password: |

Disabled: r

Locked: r
R
Iy p
; »

= Back Mext = Cancel

Optionally, modify any of the displayed information. Note that the fields shown with
a red asterisk indicate they are mandatory. That is, they can not be left blank.

Note that when modifying an SSO user's account, and SSO authentication is
disabled, the account is automatically converted to a locally authenticated account.
Therefore, it becomes mandatory to specify and confirm a password for the user.

You can use the Disabled check box to prevent the user from using this account.
You are free to enable them later. This facility is also useful because, as
mentioned earlier, all currently defined user accounts are disabled when SSO
authentication is enabled, and all SSO accounts are disabled when SSO
authentication is disabled.

Because user accounts are automatically locked after a user has failed to correctly
enter their password on five successive attempts, you can use the Locked check
box to reset it. Password security is described in Enforcing Password Security
Policies. You can use this check box to unlock the user's account. When ready,
click Next. The dialog shown in Figure 14-9 appears.

# Note:

If a user's password is changed via this interface, the user must change the
password themselves (using the procedure described in Customizing Your
Environment) within seven days or the account will be locked.
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Figure 14-9 User Preferences
‘User preferences () (=] ]

Settings

Select yvour personal preferences.

Language: |English =l
Mailing type: [Multiple E-mails =l
Start-up module: IRepﬂr‘tS =l
Initial browse period: ||_E|5t & hours =l

Save Cancel

4. Optionally, you can modify the settings shown in Table 14-6.

Table 14-6 User Preference Settings

Setting Description

Language This is the language in which system messages and prompts appear.
Currently, only English is available.

Mailing type Specifies whether the reports the user receives are sent in multiple E-

Startup module

Initial browse
period

mails (one for each report) or bundled into a single E-mail. The default is
multiple E-mails.

Specifies the module in which the user starts their session. (For example,
Reports, System, or User management). The default is the dashboard
(described in Working With Dashboards).

Specifies the initial period selection when entering the Data Browser or
reports facility. The default is the last 6-hour period.

When ready, click Next. A dialog similar to the one shown in Figure 14-5 appears.

5. Optionally, use the check boxes and menus to specify the roles and permissions
to be assigned to the user. These are explained in Understanding User Account
Roles and Permissions. If the new user is not assigned Full access level
permission, you should use the Authorize for menu to specify the specific
applications, suites, and services they are authorized to view. When ready, click
Finish for the changes you have made to take effect.
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Example 14-1 Resetting the Super Administrator Password

In the event that you need to reset the adni n user password, you can do so using the
use of the set - adni n- passwor d. sh script. This is described in the Oracle Real User
Experience Insight Installation Guide. Note the new password must be changed (via
the procedure described in Modifying a User's Settings) within seven days.

14.6 Enforcing Password Security Policies

ORACLE

Each user must be defined and authorized to work with RUEI. The procedure to do
this is explained in Introduction to Users and Permissions. In order to optimize the
security of your installation, you can use the password settings facility to enforce your
organization's security policies. Specifically, you can control the maximum length of
user passwords, how often users are required to change their passwords, the number
of days after the creation of a new user account within which the initial password must
be changed, and the number of failed logon attempts after which a user account is
locked.

To control your installation's password enforcement, do the following:

1. Select System, then User management, and click Password settings. The
dialog shown in Figure 14-10 appears.

Figure 14-10 Password Settings

Password settings =
Settings
Specify the password policies to be
enforced for RUEI user accounts.

— All accounts

Minimum length: * g B
Expiration age: * &0
Initial expiration age: * 7

Allowed login attempts:  *[g

— System accounts
Password never expires:

3

Save Cancel

2. Specify the information shown in Table 14-7.
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Table 14-7 Password Settings for All Accounts

|
Field Description

Minimum length Specifies the minimum number of characters that user passwords
must contain. This must be between 8 -255 characters, and the
default is 8 characters.

Expiration age Specifies how often users are required to change their passwords.
The default is 60 days. If set to 0, passwords will never expire. The
maximum expiration period is 999 days.

Initial expiration Specifies the number of days after the creation of a new user account

age within which the initial password must be changed. This must be 1 -
30 days. It also specifies within how many days a user must change
their password after it has been reset by an Administrator. The default

is 7 days.
Allowed login Specifies the number of failed logon attempts after which a user
attempts account is locked. This must be between 1 - 10 times. The default is 5
times.

3. To specify that system account passwords should not expire, enable the
Password never expires option. When ready, click Save.

Example 14-2 Password Enforcement
When creating and authorizing users, the following rules are automatically enforced:

e User accounts are locked after a specified number of failed attempts. The account
must be unlocked before the user can logon again (described in Modifying a
User's Settings). However, locked users will continue to receive mailed reports and
alerts.

e If a password's expiration period is set to 0, and later re-set to a non-zero value (or
vice versa), all existing user accounts will adapt to the newly specified password
expiration period.

e Auser password must have a minimum of eight characters. It must contain at least
one non-alphanumeric character (such as $, @, &, and !).

e A password cannot include the defined user name, or their first or last name. In
addition, the user's last three passwords are also remembered, and cannot be re-
used.

e Passwords are case sensitive.

14.7 Managing the Scope of Authorized Data Within
Modules

Users with Full access level permission have access to all information within the Data
Browser, reports, the KPI overview facility, and dashboards. For all other users, the
information available to them is managed as part of their user profile. The use of this
facility is fully described in Understanding User Account Roles and Permissions.
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Generic vs. Application, Suite, Service-Specific Items, and Application
Dimension Items

KPls, user flows, and dashboards can be defined as generic or bound to a specific
application, suite, service or application dimension values. Access to the information
within an item is automatically managed through each user's assigned permissions.

If an item is defined as generic, only users that are authorized to access all
applications would be able to view the item. This is because a generic item can
contain information about multiple applications, suites, or services. Similarly, if a user
is only authorized to view information about two applications, they would only be able
to view KPIs, dashboards, Data Browser information, and reports directly concerning
those two applications.

If a user is authorized to view information about an application dimension value, they
would be able to see KPIs, dashboards, Data Browser information, and reports that
are related to this application dimension value. If any KPIs, dashboards, Data Browser
information, and reports are associated to any of the applications/suites/web services
inside the application dimension value(for example an application group), then they
can be seen by this user.

14.8 Configuring LDAP Server User Authentication

ORACLE

In order to provide enhanced security, RUEI can be configured to enable user
authentication via an LDAP server, rather than through the settings held locally on
your RUEI installation. If an LDAP server connection has been configured, you can
specify the authentication method to be used for each defined user. Note because the
admi n user is predefined, and their password is set during initial configuration (see the
Oracle Real User Experience Insight Installation Guide), only local authentication is
available for this user.

If you plan to use LDAP authentication, it is recommended that you define your LDAP
connection before the creation of user accounts. This is in order to prevent having to
modify previously specified user settings.

Configuring the LDAP Server Certificate

Note that the LDAP secure server certificate should to in PEM format, and be specified
via the TLS_CACERT directive in the / et ¢/ openl dap/ | dap. conf file. The certificate file
must be owned by the root user, and be readable by the RUEI and Apache user
groups. Note that the CN of the LDAP server certificate must match the fully qualified
domain name of the LDAP server.

Troubleshooting LDAP Connection Problems

If the LDAP secure server certificate configuration procedure described above does
not provide a working connection, you can use the OpenLDAP utility (available on the
Oracle Linux or RedHat Enterprise Linux distribution set) to validate the configuration
of your LDAP server. The utility can be installed and run using the following
commands:

sudo yuminstall openldap-clients
| dapsearch -x -P 2 -H "LDAP_server _URL" -D
cn=jsnith, dc=oracle, cn-com

14-15



ORACLE

Chapter 14
Configuring LDAP Server User Authentication

where LDAP_server _URL specifies the full URL for your LDAP server, and the pair
combinations depends on your LDAP server configuration. If specified correctly,
information about that user is returned from the LDAP server. Otherwise, the problem
encountered (such as the specified host name does not match the LDAP server or
LDAP certificate was not installed correctly) is reported.

Note that if the certificate does not work, you can set the TLS _REQCERT directive to
‘never' in the / et c/ openl dap/ | dap. conf file to prevent validation of the certificate and
continuation with the secure connection.

Configuring the LDAP Server Connection
To enable LDAP server authentication, do the following:

1. Select System, then User management, and then click Configure LDAP
connection. Note that if an LDAP server connection has already been configured,
the option is indicated as Modify LDAP connection. The dialog shown in
Figure 14-11 appears.

Figure 14-11 LDAP Settings Dialog

LDAP settings @«
Settings |
Specify if user authentication via an
- LDAP server is available and, if so,

its connection details.

Allow LDAP authentication: [

Server name: i IIdap.GracIecorp.com
Connection type: |Use LDAP v3 ;l
Port number: |3sg

Search base: |

Anonymaous; [

LDAP attribute names:
Specify the LDAP attributes from which user settings are derived,

User ID: * fuid
E-mail address; |mai|
Full name: |displayname

Tes=t Save Cancel

2. Specify the information shown in Table 14-8.
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Table 14-8 LDAP Settings Dalog Fields
]

Field Description
Allow LDAP Specifies whether an LDAP server is available for user authentication.
authentication The default is unchecked (disabled).

Server hame

Connection type

Port number

Search base

Anonymous

User ID, Email
address, Full
name

Specifies the host name or IP address of the LDAP server to be used.
Note that protocol information (such as LDAP://) should be omitted
from the server name.

Specifies the LDAP version and connection method. The default is V2
(non-secure).

Specifies the port to which the LDAP server is listening. If necessary,
discuss this with your System Administrator. The default port is 389 or
636 (for SSL encryption).

Specifies the location in the directory structure within which the user
ID needs to be unique. This must be a valid DN. For performance
reasons, this should be as specific as possible. The default is the root
of the directory tree.

Specifies if the LDAP server lookup should be performed using an
anonymous user. If unchecked, then a valid Distinguished Name (DN)
must be specified, and the password for that user is requested when a
new user is created. The default is to use an anonymous lookup.

Specifies the attributes that should be used to extract user settings
from the LDAP server. The defaults are based on standard LDAP
functionality. If necessary, you should discuss these attributes with
your LDAP administrator.

3. Optionally, you can click Test to verify whether a working connection to the LDAP
server can be made. This is discussed in the following section. When ready, click

Save.

Any changes you specify to the LDAP configuration settings take effect immediately.

Testing the LDAP Server

As mentioned earlier, you can test the connection to the LDAP server. Do the

following:

1. Within Figure 14-11, click Test. The dialog shown in Figure 14-12 appears.
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Figure 14-12 Test LDAP Settings

(Test LDAP settings @«
Tast
Test the settings made on the main

- window.

User ID to look up: [pcoghlan
Name Values

s [N cn=PAUL_COGHLAN,L=EMEA,DC=

QORACLE,DC=COM

s Lid PCOGHLAN

s displayname Paul Coghlan

s mail paul.coghlan@oracle.com

Test Cancel

2. Use the User ID to look up field to specify the user ID for which the LDAP server
should search. This should be a valid user ID. When ready, click Test. Upon
successfully finding the specified user's entry in the directory, their retrieved details
are displayed. When ready, click Cancel. You are returned to the dialog shown in
Figure 14-11.

14.9 Configuring Oracle Single Sign-On (SSO) User
Authentication

ORACLE

In order to provide enhanced security, RUEI can be configured to enable user
authentication via an Oracle Single Sign-On (SSO) server, rather than through the use
of an LDAP server or the settings held locally on your RUEI installation.

When enabled, RUEI users (other than the adni n user) are automatically re-directed to
the Oracle SSO logon page. They then logon to RUEI through this page, rather than
the RUEI login dialog (shown in Figure 1-1). Note because the adni n user is
predefined, and their password is set during initial configuration (see the Oracle Real
User Experience Insight Installation Guide), only local authentication is available for
this user. Note that other users with Administrator privileges still need to logon via the
Oracle SSO server.

Activating the SSO Server
To activate the SSO server, do the following:

1. Select System, then User management, and then click Configure SSO
connection. Note that if an Oracle SSO server connection has already been
activated, the option is indicated as Modify SSO connection. A dialog similar to
the one shown in Figure 14-13 appears.
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Figure 14-13 Oracle Single Signh-On (SSO) Settings Dialog

Oracle Single Sign-0On (5S0) settings

Setbngs

Enahle or disable Oracle Single Sign-0n (S50) user
ol authentication.

#

=

Enable Oracle 550 [

. Warning When changed #o enabled, alf currently defined RUET user

a5 LDAR) are disabled,

arressed via the following LRL:
https:/oracle.corn:444z/admin.php

When changed do disabled, all currently defined S50 user
Focounts (except the Adrinistrator) wilt be dizabied,

Save

The Adrministrator account will sl be available, but must be

aocounts are disabled, and all other authentication methods (such

Cancel

Use the Enable/Disable Oracle SSO check box to specify whether an SSO server
is available for user authentication. The default is unchecked (disabled). When
ready, click Save.

After enabling or disabling the Oracle SSO server, it is recommended that you
logout and logon again to RUEI. This is to ensure that your RUEI installation
reflects the change you have made.

Example 14-3 Enabling Oracle SSO Authentication

When using an Oracle SSO server for user authentication, it is important to be aware
of the following points:

When users are logged onto multiple SSO-registered applications, and they logout
of an application, they are logged out of all other SSO-registered applications,
including RUEL. Similarly, when users logout of RUEI, they are logged out of their
SSO session.

When SSO authentication is enabled:
— LDAP authentication is automatically disabled.

— ltis not possible to change a user's password through the Reporter interface.
However, the admi n user's password can still be changed because, as
explained earlier, this is authenticated locally.

— All currently defined RUEI users are disabled. This includes users (other than
the admi n user) with Administrator privileges.
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— When modifying an existing non- Oracle SSO user account, the user account
name is converted to lowercase.

— The currently defined password policy settings (see Enforcing Password
Security Policies) only apply to the adni n user. The Oracle SSO server
enforces its own defined password policies.

« If the SSO server is not running, or is experiencing problems, users are unable to
logon.

e The user name in the Oracle SSO directory must be the same as the user name
specified in RUEI. Note also that user names are stored in lower case in RUEI,
and any upper case characters in the Oracle SSO user names are automatically
converted to lowercase in RUEL.

e As mentioned earlier, the admi n user remains locally authenticated. In order to
logon, they must use the following URL:

https://Reporter/ruei/adni n. php

*  When registering the RUEI application with an SSO server, the logout URL should
be specified in the following format:

https://host nane/ ruei /i ndex. php?f r M\ ndow=wnd_| ogout &f r nLogout Mode=i ni ti al
where host nane specifies the appropriate host name.
Example 14-4 Installing and Configuring the Oracle SSO Server

Note that the Oracle HTTP server must be installed and configured before user
authentication via an Oracle SSO server is available. The procedure to do this is fully
explained in Chapter 7 of the Oracle Real User Experience Insight Installation Guide.
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15.1 Monitoring the Status of the System

An Administrator can check the system's condition, and receive automatic status
monitoring messages on the Status page. To reach this page, select System, and
then Status. An example is shown in Figure 15-1.

ORACLE

This chapter explains the tasks performed by an Administrator. These include
monitoring the status of the system, performing backups and upgrades, working with
the event log, managing system users, and configuring data retention policies.

Figure 15-1 Status Window

Name
Connectivity between Collector and Reporter
Connectivity with Configuration Database
Connectivity with Enriched Data Exchange
Daemon status
Data Aggregation
Data Processor Output
Database Usage
Disk Usage
Enriched Data Exchange
KPI Alerting
Status Reporting Self-Test
Event Log
Reporter Statistics
Status Notification
System network data Collectors
O (% System (localhost)
& Buffer Overrun
& CPU Usage Status
& Connectivity between Collector and Reporter
& Daemon Status
% Disk Usage
& In-Memaory Configuration Status
& On-Disk Configuration Status
& Output Generation
&Y Collector Statistics

EBQOooQoReedec

Status
OK
OK
OK
OK
OK
OK
OK
OK
nla
OK
OK
OK

Mot Configured

OK
OK
OK
OK
OK
OK
OK
OK
OK

Last Status Change
14:22 (01 Sep 2017)
14:22 (01 Sep 2017)
14:22 (01 Sep 2017)
12:09

0611

14:28 (01 Sep 2017)
14:22 (01 Sep 2017)
14:22 (01 Sep 2017)
14:22 (01 Sep 2017)
14:29 (01 Sep 2017)
14:23 (01 Sep 2017)
14:32

14:37 (01 Sep 2017)
14:37 (01 Sep 2017)
14:27 (01 Sep 2017)
14:22 (01 Sep 2017)
14:29 (01 Sep 2017)
14:22 (01 Sep 2017)
14:27 (01 Sep 2017)
14:22 (01 Sep 2017)
14:27 (01 Sep 2017)

Last Status Check
1431
1432
14:32
1432
1432
14:32
1432
1432
14:32
1432
1432
14:32

1431
1431
1431
1431
1431
1431
1431
1431
1431

Through the Status page, you can review the status of the attached Collectors and the

log file process, the current level of processing within the system, whether there is

sufficient space within the Reporter and Processing Engine database table spaces,
and the Event log. You can also configure which users are naotified (and how) in the

event of a system status error.

Understanding Component Failures

Each of the components shown in Figure 15-1 indicate their current status. During

normal operation, this should be reported as "OK". However, if one or more

component reports status "Error”, use the information in Table 15-1 to identify and

resolve the problem. Each entry in this table can be clicked to display additional details
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Table 15-1 Reasons for Reported Errors

Component

Possible Cause

Connectivity between
Collector and Reporter

Connectivity with Local
Database

Daemon Status

Data Aggregation

Data Processor Output

Disk Usage

Enriched Data
Exchange

KPI Alerting

Status Reporting Self-
Test

Event Log
Buffer Overrun
CPU Usage Status

In-Memory
Configuration Status

On-Disk Configuration
Status

Output Generation

This collector has a connectivity problem, such as with the network or SSH authentication.
Connectivity with Configuration Database: This reporter or processor has a connectivity
problem to the central configuration database.

This processor has a connectivity problem to the local data database. Connectivity with
Enriched Data Exchange: This reporter or processor has a connectivity problem to the
enriched data exchange database.

One of the RUEI daemon processes has crashed. If this does not recover, verify the
system cron daemon is operating correctly.

Data aggregation is lagging. That is, the most recent data delivered for some data type is
older than expected.

Data processing is lagging. Database Usage: Indicates the database quota used for
some table space is above the configured limit. See Configuring Database and Disk
Space Limits and Alerts.

Indicates the disk space used for some key locations is above the configured limit. See
Configuring Database and Disk Space Limits and Alerts.

Indicates the export to enriched data exchange is lagging.

Indicates KPI processing and/or alerting are lagging.

Indicates problems with the system status reporting subsystem itself.

One or more unread error events is reported in the Event Log.

The collector is not keeping up with incoming traffic.
The collector CPU usage (for some thread type) is very high.
The collector has not loaded some new configuration.

Some collector configuration has not been pushed to the collector system correctly

The last log file was generated too long ago.

15.1.1 Temporary Delays and Alerts

Be aware that the system status indicator shown in Figure 15-1 is only updated when
the browser screen is refreshed. If one or more of the system processes are found to
be failing, a system alert can be generated (as described in Configuring System
Failure Alerts). Therefore, the situation can arise that a process is shown temporarily
as failing (with a red cross), but no alert is generated. This is because the system
status indicator has returned to normal by the time the system processes are checked.

Due to this design, when an alert is triggered, it is recommended that you regard it as
a warning that the system is starting to fail. A failure can be the result of a system
delay that is larger than the default boundaries. For example, the latency between a hit
on the monitored line, and the moment the information based on that hit is available in
the Reporter, may not be long enough. This latency may be out of boundary within a
high-traffic environment. A failure may also be the result of a temporary peak in traffic.
However, if this condition persists, it is recommended that you review the monitored
traffic level.

ORACLE
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15.2 Viewing the Status of the Collectors

ORACLE

You can view the status of each Collector attached to the system by selecting System,
then Status. In this screen collectors are displayed per profile. The System (localhost)
item refers to the local collector on the reporter system; other collectors are identified
by their IP address. Expand the required Collector and select Collector Statistics to
view a detailed report of the traffic monitored by the Collector. An example is shown in
Figure 15-2.

Figure 15-2 Collector Statistics Window

Collector siatistics 2 =
View
& Collector statistics Performance
-0 Interfaces 1% Collector input drops
[ Ethernet
[ Tce Indicates the percentage of incoming trafiic that is
+-[M TCP diagnostics dropped in various parts of the Collector due backlog. If
0@ HTTP this is nonzero, immediate action should be taken
i SSL connections 0%
i-[™ SSL encryption 05:00 05:40 06:20 07:00 07:40
.[Y Performance Legend
] kemel
T0% Collector memory usage
Indicates the memory usage of the selected Collector.
The straight line indicates the maximum memory
threshold (by default 70% for Collector only systems, or
30% for Reporter systems). The blue part of the graph
0% P - ;
05.00 0540 0620 07.00 0740 indicates the actual resident memory consumption
Legend
[ Atocated memory [l Resident memory [l Memory imit
1% Collector CPU usage distribution

Indicates the CPU usage based on the type of threads of
the selected Collector.

0%
05:00 05:40 06:20 07:.00 0740

Legend

B zam [l apcl] am| capll st sm

Collector: 10.170.172 12: Uptime: 02:54:00

The information shown in this window refers to the traffic monitored since midnight for
the selected Collector, or the counters were reset. The Uptime field in the bottom left-
hand corner of the window shows the time the Collector has been running. The uptime
is reset when the Collector is restarted to update its configuration. You can reset all
HTTP request counters shown in the window by selecting Reset counters from the
View menu. Note that the counters will be reset the next time a network packet is
detected. Hence, on an installation with no network traffic, the counters will never be
reset. The display is automatically refreshed every two seconds.

Working With the Collector Statistics Window

The tabs available in the top-left part of the part of the window provide a detailed
breakdown of the traffic monitored by the selected Collector. They are explained in
Table 15-2.
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Table 15-2 Collector Statistics Report Tabs
]

Tab

Description

Interfaces

Ethernet

TCP

TCP diagnostics
HTTP

ORACLE

Provides information on the available network interfaces for data collection. The number of
interfaces and their status depends on the system configuration. For a tag server the
interface is associated with an IP, network data collectors are not associated with an IP.

Note that you will not see any "normally" configured interfaces. For each available network
interface, the name (in the form et hx), utilization (that is, current bandwidth), and state are
displayed. The state can be indicated as "OK", "Down", "Not configured", "Not active", or
"Not promiscous" (that is, the network adapter is only able to see traffic sent to its MAC
address).

Provides a breakdown of the raw packet data transmitted over the monitored ports in terms
of its protocols (such as IPv4 and ARP), and the number of measured frames. The
"Truncated" listing indicates corrupted or dropped frames.

Provides an analysis of the TCP stream. The following counters are reported:

e In progress: the number of currently active TCP sessions. These are sessions for
which there is currently data transfer, or which are still in the connection establishment
stage, or sessions for which the disconnect procedure has been initiated, but has not
yet completed. This counter is a direct indication of the network load.

e Max simultaneous: the maximum number ever attained by the In progress counter
since the Collector was started.

*  Connection reset: the number of sessions that were terminated with a TCP RESET
segment. Such sessions are immediately dropped by both parties: no further data
(including a disconnect procedure) can be sent on such a session.

*  Connection refused: the number of sessions that could not be established because the
requested service was missing. This happens if a peer tries to establish a connection
on a system to a port on which no one is listening.

e Total: the total number of sessions that have taken place since the Collector was
started.

The following network error meters are also shown:

e Out of sequence: indicates the segments received out of sequence. A high level of
errors could indicate a problem in the quality of the underlying network between peers,
which is usually the Internet between a client PC and a server.

*  Bad checksum: indicates corrupted segments en route. A high number of issues can
indicate either a hardware, wiring, or network problem.

*  Bad offset and/or length: indicates the number of packets that had an incorrect length
compared to their advertised length. This indicates a corrupt packet.

- Dropped segments: indicates the total value of segments dropped for any unexpected
reason, such as bad checksum, length, and so on. Check your hardware and network
architecture when this value becomes unusually high.

Note that in the case of complex customer configurations, it probably indicates that the
required traffic is not being correctly routed across the Collector's TAP device. For
example, two network trunks could be used (for in and outbound traffic), but the
Collector can only see one of them. In this case, you should ensure that the TAP
device is correctly connected to both trunks. In addition, in configurations where VLAN
trunk is used, (for example, to separate in and outbound traffic), the mixing of VLAN
and non-VLAN traffic is not supported.

In the event of any of the above meters indicating problems, it is recommended that you

use the TCP diagnostics facility to isolate possible causes.

The use of this facility is described in Verifying Monitored Network Traffic.

Provides an analysis of the monitored HTTP stream. In particular, the type of requests
(such as GET or POST) they contain.
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Table 15-2 (Cont.) Collector Statistics Report Tabs

Tab

Description

SSL connections

SSL encryption

Performance

Reports the encryption method used for packets of encrypted data. In particular:

e SSLv2: number of SSL version 2 connections (the Collector has no support for
tracking these connections).

e SSLv23: number of mixed mode SSL connections (that is, sessions that start as SSL
version 2, but are scaled up to version 3 during the connection establishment phase).
Note that the Collector cannot track these connections.

e SSLv3: number of SSL version 3 connections.

e TLSvl: number of TLS version 1 connections.

e TLSv1.1: number of TLS version 1.1 connections

e TLSv1.2: number of TLS version 1.2 connections

e Other: number of other connections (those connections that do not fit into one of
above categories).

Errors related to SSL key management are reported. In particular:

*  No server key: the private SSL key for the requested server connection has not been
made available to the Collector.

*  No master key: number of connections dropped because the master key for a
connection could not be computed.

*  No session key: number of connections dropped because the session key for a
connection is missing.

Information about (currently) unsupported encryption:

e Pure SSLv2: client is using pure SSL version 2 protocol. This is not supported by the
Collector.

«  Ephemeral: session relies on ephemeral keys for encryption. Such keys cannot be
made known to the Collector and, as a result, such sessions cannot be tracked.

e Anonymous DH: session relies on anonymous Diffie-Hellman key negotiation. Such
keys are unknown to the Collector and, as a result, such sessions cannot be tracked.

The Decrypt errors gauge indicates the connections which could not be decrypted. This

can be caused by several reasons, including the master key could not be decrypted,

session keys were incorrectly computed, or a segment could not be decrypted.

Provides a breakdown of the monitored encrypted data in terms of the employed
encryption algorithm. The Used column indicates the amount (percentage) of total
monitored SSL encrypted traffic that used an encryption algorithm, and the Errors column
indicates the percentage of measured SSL encryption which failed (that is, could not be
read).

Reports on Collector resource usage. The 'input drops' graph shows the amount of traffic
being dropped by the Collector due to overload; immediate action should be taken if this is
not zero. The memory and CPU graph give some indication on how heavily loaded the
collector is. If the memory usage approaches the displayed limit (30% for All-in-one
systems, 70% for Collector only systems) or the CPU usage for any thread type is 100%
for a significant period of time action should be taken to prevent data being dropped by the
Collector. See Limiting Overall Traffic about traffic sampling. If this does not provide a
solution, it is also recommended that you contact Customer Support.

ORACLE

Monitoring SSL and Forms Traffic

Be aware that SSL and Oracle Forms traffic are particularly sensitive to disruptions in
the TCP packet stream. This is because they require state information to be
maintained for the duration of the connection, and any lost packets can cause that
information to be lost, preventing RUEI from accurately monitoring and reporting the
connection.
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Therefore, you should ensure that each Collector is connected to a reliable network
device, such as a TAP. In addition, it is strongly recommended that you regular review
the information available through the Collector Statistics window to verify the integrity
of the TCP packet stream. Particular attention should be paid to the reported TCP and
SSL connection errors.

15.3 Configuring System Failure Alerts

ORACLE

In addition to being notified about KPI and SLA violations, you can also configure
alerts for system failures. It is strongly recommended that you do so. System alerts not
only enable you to take prompt action in the case of system problems (such as a
failing Collector), but can also help indicate serious external issues (such as a denial-
of-service attack). To do so, select System, then Status, and then Status
notification. The dialog that appears is similar to that described in Defining Alert
Profiles.

Basically, any event that makes one (or more) of the indicators shown in Figure 15-1
report the status warning or error will trigger a system alert. For example, a Collector
status alert might indicate that a Collector is unavailable or failing.

Important
It is recommended that you pay particular attention to the following points:

e The configured recipients are also notified about database and disk space
utilization warnings and errors (as described in Configuring Database and Disk
Space Limits and Alerts).

e The system status alerting does not consider any alerting schedules or escalation
levels. When configuring alerts, ensure all recipient information (such as E-mail
addresses and telephone numbers) is correctly specified. Note also that the
system status check is run every 10 minutes. Therefore, if a system failure is
indicated in Figure 15-1, you may not immediately receive an alert about it, but
when the scheduled system check is run.

e Inthe case of Event log alerts, it is recommended that you review the reported
events, as described Working with the Event Log. Be aware that Event log
warnings or errors must be marked as read in order for the Event log indicator to
return to the status OK.

e Inthe case of Collector status alerts, it is recommended that you use the Collector
Statistics window (described in Viewing the Status of the Collectors) to
troubleshoot the issue.

e Inthe event of other (or persistent) errors or warnings, please contact Customer
Support.

SNMP Trap Notification

As with KPI and SLA violations, you can configure system event naotifications to be
sent via SNMP traps. In this case, each event reported in the Event log (described in
Working with the Event Log), becomes a separate SNMP trap.

To configure SNMP traps for system events, do the following:

1. Select System, then Status, and then Status notification. The System status
monitoring screen appears.

2. Click the SNMP tab. The dialog shown in Figure 15-3 appears.
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Figure 15-3 System Status Monitoring

rF»',.nr:'»tla-m status monitoring @@
( Details I E-mail 1|' SHNMP ‘Ir Text message |
ﬁ Enable notification by SNMP traps.
Enabled: [
Version: # |2.; |
Manager address: * |5r‘|mp.-::|ratle.|:-::|m
Community: i [public
Event log monitoring: i

Event log sending limit;  * |1':":'

Limit the number of events sent per
minute.,

To interpret the SNMP traps sent,
please add the following MIB
definition to yvour management
program.

Save Cancel

3. Ensure that the Enabled and Event log monitoring check boxes are checked.
Note that if not, no event SNMP traps for system events are generated.

4. Use the Event log sending limit field to specify the maximum number of SNMP
traps that will be send within a 1-minute period. This feature is useful to prevent
flooding the recipient SNMP manager with excessive numbers of traps. For
example, consider the case in which 500 events are reported within a 1-minute
period. In principle, each of these would become separate SNMP traps. However,
if the send limit is set to 100, only the most serious 100 events would result in
SNMP traps being generated.

5. See Using SNMP Notifications for information about using the other fields in the
dialog.

6. Download the Management Information Base (MIB) definition and incorporate it
into your address book of managed objects. It contains necessary information
about how the received SNMP messages should be interpreted. Note that the MIB
file (oracl e-ruei . ni b) is also available within the RUEI installation zip file in the
RUEl / ext ra directory.

15.4 Configuring Database and Disk Space Limits and
Alerts

In order to ensure the uninterrupted operation of your system, limits are set to the
maximum level of available database and disk space utilization. When the maximum
database utilization level is reached, no further data is written to it until an
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administration mechanism has brought the database's size back to within its permitted
boundary. Similarly, when the maximum disk space utilization is reached, the Collector
is stopped, no further data (in the form of log files) is written to the file system until an
administrator process has deleted existing files. As a result, information about ongoing
sessions is lost, as is Full Session Replay (FSR) data. In addition, you can also
configure alerts to be generated when either of these problems may be about to arise.

" Note:

It is strongly recommended you only modify the default settings if you have a
sound knowledge of RUEI, and clearly understand the use and effect of these
settings.

To define database or disk space thresholds, do the following:

1. Select Configuration, then General, then Advanced settings, and then
Databaseldisk space usage. The thresholds selection panel shown in
Figure 15-4 appears.

Figure 15-4 Database and Disk Space Thresholds

Name Value
[% Database usage alert 5%
D Database usage stop Q5%
[ Disk space usage alert 35%
[ Disk space usage stap 959%;

2. Select the required threshold. A dialog similar to the one shown in Figure 15-5

3.

appears.

Figure 15-5 Change Data Retention

Database usage stop i E|‘
Details

Specify the maximum percentage of
database space used before processing is
stopped.

Default: 05%;

Permitted range: 86% - 95%

Database usage (%): ¥ las

Save Cancel

In the case of an alert threshold, use the dialog to specify the maximum database
or disk space utilization before an alert is generated. The generated alert is sent to
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the same recipients, and uses the same notification mechanism, as that defined
for system failure alerts (described in Configuring System Failure Alerts). In the
case of a stop threshold, specify the maximum database or disk space utilization
before database processing or data collection is stopped. When ready, click Save.
Any changes you specify take effect immediately.

Example 15-1 Defining Threshold Values
When defining threshold values, be aware of the following:

e The maximum permitted setting for stopping the database or disk space utilization
is 95%. This is because if the available disk space becomes completely (100%)
full, other components on the system may no longer work. In addition, remote
logging onto the system may no longer be possible. Similarly, if the database is
allowed to become completely full, the administrative mechanism used to reduce
its size will no longer work.

e The specified thresholds refer to all partitions used for RUEI. That is, / var/ opt/
ruei , and any mounted partitions under it. The alert and stop mechanisms will be
triggered if at least one partition reaches its specified threshold.

e Checking of the defined thresholds is not performed continuously, but every 10
minutes. Hence, it is possible that by the time a check is performed, and an alert is
issued, the database or disk space utilization is already higher than the specified
threshold. For this reason, it is recommended that you set threshold values slightly
lower than their intended target. For example, instead of setting the disk space
stop threshold at 95%, set it to 93% or 94%.

e An alert notification threshold cannot be higher than its associated stop threshold.
For example, if the database stop threshold is 95%, the alert threshold cannot be
higher than this.

e By default, alert thresholds are 85%, and stop thresholds are 95%.

e There is also a Linux operating system limit of 95% on disk space usage. If this
limit is reached, only the root user can write to disk. Because RUEI does not have
this privilege, further utilization of disk space is prevented.

15.5 Viewing a Traffic Summary

You can open an overview of the monitored network traffic by selecting System, then
Status, and then Reporter statistics . This provides you with immediate information
about hits, pages, and session processing, as well as the system load for each
processing unit. An example is shown in Figure 15-6.
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Figure 15-6 Data Processing Dialog

(Configuration statistics ]
| | Processing Engine: System (localhost) -
H Pages H Sessions ][ Performance ]
—Hit processing
| 41K
12:15 13:15 14:15
| 4TGK
07:00 19:00 07:00
| 13M
13/02 25102 09fos
. Hits on defined page
. Hits on undefined page
. Hits spuricus
Reload || Close |

Note the Available resource usage (%) item on the Performance tab indicates the
current processing level. If this approaches 100%, it means a lag in the processing of
data is starting to occur, and it is no longer possible to process data in real time.

Be aware that because this facility is based on application logic, non-application traffic
(such as suites, services, and SSOs), are not represented in the displayed reports.
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< Note:

In order for RUEI to correctly report on monitored traffic, it is strongly
recommended that you regularly review this traffic summary. If necessary,
review the RUEI configuration accordingly. For example, add additional cookie
technologies. In addition, if the system is unable to track sessions, proper
tracking of user flows will also not be available because user flow reporting
requires session tracking.

15.6 Creating and Restoring Configuration Backups

You can create backups of your system's current configuration, and restore it if
necessary. It is recommended that you regularly make backups. Note that backups
only contain the system settings. For security reasons, SSL keys and collected data
are not included.

To create or restore a backup, do the following:

1. Select System, then Maintenance, and then Backup and restore. The dialog
shown in Figure 15-7 appears.

Figure 15-7 Backup and Restore Dialog

'—BEIEI{UII and restore wizard
Backup and restore wizard

This wizard enables you to backup and restare the current system settings
to and from file. Select the appropriate action, and click Next to continue.
v Backup system to file
= Restore system from file
Y %
4
= Back Mext = Cancel
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2. Use the radio buttons to selected the required operation. When ready, click Next.

3. If you selected the Restore system from file option in Figure 15-7, the dialog
shown in Figure 15-8 appears.

Figure 15-8 System Restore Dialog

#

fBackup and restore wizard 2 |E|1

System restore

Select the file created in @ previous system backup, and click Next to
apply these settings.

File name: 201108250746 tar.gz | Browse..

Restore infrastructure (registrations)
Collectors:
Processing Engines:

+ Back Mext = Cancel

Click Browse to locate and select the required backup file.

By default, administration information about your Collectors and Processing
Engines is not restored. However, you can use the Collectors and Processing
Engines check boxes to specify that this information should also be restored. Be
aware that Collectors and Processing Engines configured on your system at the
time the backup was created, but which have since been removed, will be added
to the restored system. Similarily, Collectors and Processing Engines currently
configured on your system, but which were not configured at the time the backup
was created, will be disabled. When ready, click Next.

4. If you selected the Backup system to file option in Figure 15-7, depending on
how your browser is configured, you are either prompted to specify the location to
which the zip file should be saved, or it is immediately saved to the defined default
location.

Example 15-2 Important

Note the following:
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* The generated backup file contains large amounts of information intended for

Customer Support use only. Do not try to modify the file's contents. When

performing a restore, be aware that all current settings are overwritten by the
restored ones.

* After performing a restore from backup, you should immediately upload all

required SSL keys. This is because all existing SSL keys are deleted and they are
not included in the backup file.

15.7 Working with the Event Log

In addition to the status information described in Monitoring the Status of the System,
RUEI maintains an event log. This contains a record of all system events. It enables

both you and Customer Support to quickly identify and resolve any issues that might
arise within your RUEI installation.

It is recommended that you regularly review the contents of the event log. If the event

log contains any unread error messages, this is indicated by the Event log item within
the Status panel being shown with an error icon. Be aware that while most events are
reported almost immediately, Collector-related events can take up to five minutes to be
reported.

To review the event log, do the following:

1. Select System, then Status, and then Event log. A dialog similar to the one

shown in Figure 15-9 appears listing the most recent events.

Figure 15-9 Event Log

Event log
| Event

Time

| (/1) @ | ¥ Severity: | Al

& 02 May 2014 19:20:10
&y 02 May 2014 19:19:08
@y 02 May 2014 19:16:53
@y 02 May 2014 19:15:52
&y 02 May 2014 19:15:51
&y 02 May 2014 19:07:08
&y 02 May 2014 19:05:12
&y 02 May 2014 19:05:11
&y 02 May 2014 19:05:10
&y 02 May 2014 19:05:08
&y 02 May 2014 19:01:09
&y 02 May 2014 19:00:02
&y 02 May 2014 19:00:02
&y 02 May 2014 18:58:02
@y 02 May 2014 18:54:11
&) 02 May 2014 18:54:10
&y 02 May 2014 18:54:00
@y 02 May 2014 18:54:08
@y 02 May 2014 18:54:08
&y 02 May 2014 18:50:05
&y 02 May 2014 18:50:05
@y 02 May 2014 13:48:11
@y 02 May 2014 18:48:10
@y 02 May 2014 18:48:10
&) 02 May 2014 18:48:08

Source

System (localhost)
System (localhost)
System (localhost)
System (localhost)
System (localhost)
System (localhost)
System (localhost)
System (localhost)
System (localhost)
System (localhost)
System (localhost)
System (localhost)
System (localhost)
System (localhost)
System (localhost)
System (localhost)
System (localhost)
System (localhost)
System (localhost)
System (localhost)
System (localhost)
System (localhost)
System (localhost)
System (localhost)
System (localhost)

Found 24 event{s) / 1 new event(s)

v | Status:

Event

Configuration changes trigger Collector restart

Traffic filker changes activated

TCP Diagnostics » Collector exited normally

TCP Diagnostics » Collector started successfully

TCP Diagnostics » Collector time zone set to "CET" (UTC+01:00).
Configuration changes activated

Collector started successfully

Collector time zone set to "CET" (UTC+01:00).

Collector exited normally

Configuration changes trigger Collector restart

Traffic filker changes activated

App/Suite/Service definition changes activated

Content scan changes activated

Masking changes activated

Collector started successfully

Collector time zone set to "CET" (UTC+01:00).

Collector exited normally

Configuration changes trigger Collector restart

Traffic filker changes activated

Disk usage is less than the current alert threshold (85%).
Database usage is less than the current alert threshold (85%).
Collector started successfully

Collector time zone set to "CET" (UTC+01:00).

Collector exited normally

App/Suite/Service definition changes activated

o

ORACLE
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2. Use the controls within the toolbar to scroll through the list of events. Each
displayed log page can contain up to 100 reported events. By default, all event
types are listed. However, the Severity menu enables you to restrict the displayed
list to a selected category. The potential impact of an event is indicated through
the severities described in Table 15-3.

Table 15-3 Event Severities

______________________________________________________________________|
Severity Description

Info Indicates a user-triggered action. For example, the restart of a Collector, the
creation of a new user account, or a configuration backup or restoration.

Warning Indicates an event that might cause your RUEI installation to fail. For example,
the Reporter system is close to running out of disk space or a backlog is
developing in the processing of log files.

Error Indicates an event that results in your RUEI installation not being fully
operational. For example, a remote Collector is no longer available.

Debug Displays more detailed information about an event.

You can also use the Status menu to view all reported events, or restrict the
displayed list to new (unread) events.

" Note:

If the same event occurred multiple times within a 5-minute period, this is
indicated by a repeat counter shown within the reported event.

3. Optionally, you can select the options shown in Table 15-4 within the Event menu.

Table 15-4 Event Menu Options
]

Option Description

Mark all Refreshes the displayed event list with any event information that occurred
events as since you opened the log. Note that you can also click the Reload icon
read within the toolbar to do this.

Reload Refreshes the displayed event list with any event information that occurred

since you opened the log. Note that you can also click the Reload icon
within the toolbar to do this.

Close Closes the event log.

4. You can click a displayed event to view more information about it. A dialog similar
to the one shown in Figure 15-10 appears.
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Figure 15-10 Example Event Log Entry

(Event log entry @

Details

‘ Severity: Erraor

Time: 1a Mar 2010 14:49:24
Code: 20003

User: n/a

Source: n/a

Description:

Collector wg at 208.77.188.166 is unreachable.

Close

This dialog provides you with the complete event text, as well as the associated
event code. Note that both of these should be specified when contacting Customer

Support. In the case of remote Collectors, the reported source is the Collector's IP
address.

15.8 Configuring Text Message Providers

RUEI supports the use of text message notifications. In order to make use of this
facility, all text message providers that you are planning to use must be configured and
known to the system. To manage your provider information, select System, then
Maintenance, and then Text message providers. The dialog shown in Figure 15-11
appears.
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Figure 15-11 Text Message Accounts Dialog

Text message accounts @El
Details |
Below is a list of the currently
configured text message accounts

and their usage priority.

Accounts: « Add new account =
W KPM

§ UPC

g Orz / Edit

& Move up
& Move down

ﬁRemnue

Accounts are tried in order. On
failure of the first account, the
second will be tried, and so on.

Close

To configure a text message provider, do the following:

1. Click Add new account to define a new text message provider. The dialog shown
in Figure 15-12 appears.

Figure 15-12 Select Text Message Provider Dialog

(Select text message provider @El
Details |
Select one of the listed providers to
continue with the account details.
Provider: * |Local GSM modem =l
Mext Cancel

2. Select the required text message provider from the list. It contains a number of

predefined supported services. Each of these require an account with the
associated provider. When ready, click Next. A dialog similar to the one shown in
Figure 15-13 appears.
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¢ Note:

If you specify a local GSM modem, a GSM modem must be installed on the
system. The installed local modem must be a USB or serial GSM ETSI
07.05-compliant modem.

Figure 15-13 Account Detail Dialog

(Account details 2
[ Details |
n Specify a name for this account,

together with the required
information, and click Save to finish.

O Provider Maollie (www.mollie.nl)

Mame: i |P—-1'_¢ Mallie Account

Username: ¥ [idoe

Password: |"""

Originator: ¥ [MyShop

Gateway: ¥ | 2 |

Sending method: ¥ ||_|-|-|-p |

Save Cancel

The exact fields available within the dialog depend on the provider selected in
Figure 15-12. For example, if you selected a local GSM modem, you are required
to specify the local port and baud rate for the modem. If not known, automatic
detection is available. Optionally, you can also specify a SIM PIN (if one is
required).

If you selected the predefined Mollie or Clickatell services, you are required to
specify the user name, password, originator, API ID, and protocol sending method
used for the account. These should have been supplied to you by your account
provider. When ready, click Save. You returned to the dialog box shown in

Figure 15-11.

Right click the providers in the list and use the Move up and Move down options
to control a provider's position in the list. Providers are tried in the order they
appear in the list. Hence, the first account is tried and, on failure, the second one,
and so on.

When ready, click Close to leave the dialog.

Example 15-3 Unicode Support

While Unicode is supported in text messages, there are a number of restrictions of
which you should be aware. In the case of locally installed modems, messages are
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sent to the modem using the 7-bit GSM 3.38 alphabet. Any unsupported characters in
the original message are replaced by a question mark (?) character. In the case of an
external service provider, it is recommended that you consult your service provider for
information about multi-byte character set support. In the case of both locally installed
modems and external service providers, text messages are limited to 160 characters.

15.9 Creating Helpdesk Reports

If you experience problems with the use or operation of RUEI, you can contact
Customer Support. However, before doing so, it is strongly recommended that you
create a Helpdesk report file of your system. To do so, select System, then
Maintenance, and then Helpdesk report. Note that the creation of the Helpdesk may
take some time. When completed, you are then prompted to specify a location to
which the file should be downloaded.

This file contains extended system information that is extremely useful to Customer
Support when handling any issues that you report.

# Note:

The generated file contains software proprietary information. Do not attempt to
modify its contents.

15.10 Working in Session Debug Mode

ORACLE

By default, internal system errors are reported within the user interface with the
following generic error message:

An internal systemerror has occurred. Please contact the Administrator with the
error details.

However, if you want to obtain more detailed information about the error, you can
enable Session debugging, by do the following:

1. Select the Session debug option from the Help menu. The dialog shown in
Figure 15-14 appears.
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Figure 15-14 Session Debugging Dialog

(Session debug @)«
Details
Toggle debug mode for the current
Se55i0M.
Enable debugging:
MNote
When enabled, detaifed information will be ocutput to the screen and
written to disk ("SRUEL_DATA/processor/log/gui_debug.log').
Save | Cancel

# Note:

The Session debug option only appears in the Help menu if you are
logged in as a RUEI Administrator user.

2. Check the Enable debugging check box to specify that debugging mode should

be enabled. When ready, click Save.

When enabled, a detailed error message is reported. In addition, the message (and its
corresponding diagnostics information) is appended to the indicated log file. Note that
this setting only applies to your current session.

" Note:

It is recommended that the session debugging facility is enabled when
reporting errors to Customer Support.

15.11 Managing the E-Mail Configuration

As explained in Using the Mailing Facility, RUEI can send automatic E-mails of
requested reports. This facility uses the information specified during the initial
configuration phase (described in the Oracle Real User Experience Insight Installation
Guide). However, this configuration can be changed by selecting System, then
Maintenance, and then E-mail setup. The dialog shown in Figure 15-15 appears.
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Figure 15-15 E-mail Setup Dialog

(E-mail setup @«
Details
E Specify the mail settings to use for outgoing mail.
Return address: [root@myshop.com
The address to where delivery problems are
reported.
From address: |r-::ucut-€-3m'_wshn::|p.l:-:um
Feply-to address: |
Mail size limit (Kb): |s000
This is the maximum message size; larger
messages are split up (if possible).
Reporter URL: |http://myshop.com
Specify the exact URL required for mail recipients
to connect to this system.
Save Cancel

The fields shown in Figure 15-15 are explained in Table 15-5.

Table 15-5 E-mail Setup Fields
|

Field Description

Return Specifies the E-mail address to which failed or problem E-mails are reported. It
address is strongly recommended that this an address that is regularly checked.

From Specifies the address the recipient sees in their mail client.

address

Reply-to Specifies the address that users can click within an E-mail to reply to an E-mail.
address If this is not specified, the From address setting is used.

Mail size limit

Reporter
URL

Specifies the maximum message size (in kilobytes) allowed for E-mails. Note

that if an E-mail contains reports that exceed this limit, the system will try to split

up the reports into individuals E-mails to overcome this limitation. Reports that
are too large to be sent individually are not sent, and the user is informed of the
problem. The default mail size limit is 5000 Kb.

Specifies the exact URL required for E-mail recipients to connect to the
Reporter system. Typically, this is the same URL used by RUEI users to access

the Reporter system.
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15.12 Resetting the System

ORACLE

If you experience unexplained problems, you can restart processing to ensure that it is
operating properly and synchronized. Note that selection of this option will result in a
temporary delay in data availability and monitoring.

In the last resort, you can remove all collected data from the system. Alternatively, you
can reset all parameters (such as created users and environment parameters) to their
out-of-the-box default values.

To reset the system, do the following:

1. Select System, then Maintenance, and then System reset. The dialog shown in
Figure 15-16 appears.

Figure 15-16 System Reset Wizard

System reset wizard 2 (=]
System reset wizard
This wizard enables you to erase all collected data and/for ssttings from
the system, or restart the procsssing software, Selsct the sppropriste
action, and click Next to continue,
v Reapply latest configuration
¢~ Restart system processing
¢~ Purge collected data
¢~ Reset to factory defaults
W
Y7 Ir
Back Next = Cancel
2. Select the required option. These are explained in Table 15-6.
Table 15-6 System Reset Options
Option Description
Reapply latest Ensures that any configuration changes (such as modifications to
configuration the ruei . conf configuration file) take immediate effect. This is the
default.
Restart system Reactivates system processing.
processing

Purge collected data Removes all collected data from the system.
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Table 15-6 (Cont.) System Reset Options
]

Option Description
Reset to factory Removes all collected data and SSL keys, and reset all system
defaults parameters to their default values.

When ready, click Next.

Caution:

The Purge collected data and Reset to factory defaults options are
irreversible. All collected data will be erased. In the case of Reset to factory
defaults, all system settings will also be returned to their original state.
Therefore, a complete initial configuration (and the definition of the adni n user
password using the set - admi n- passwor d. sh script) will be required before you
have access to the Reporter interface. If you have previously created a backup
(described in Creating and Restoring Configuration Backups), you can restore
this backup after initial configuration. This initial configuration procedure is
described in the Oracle Real User Experience Insight Installation Guide.

15.13 Customizing Data Translations

ORACLE

It is possible to customize the data items (such as Data Browser group and field
names) in order to meet your specific requirements. It is recommended that you only
use this facility if you have a sound knowledge of how RUEI catalogs work.

To customize the data translations used in your deployment, do the following:

1. Select Configuration, then General, then Advanced settings, and then Data
translation. A catalog list appears.

2. Click the appropriate data item. The dialog shown in Figure 15-17 appears.

15-22



Chapter 15
Customizing Data Translations

Figure 15-17 Edit Display Value Dialog

Language catalog » SATISFACTION_TYPE @
| File

| & (1/1) & | Language: English -

1D Display value
e frustrated Poor
e satisfied Good
= tolerated Ok

Edit display value 3=

[ Detais |

ID: frustrated

Display value: * Poor

Restore to default Save Cancel

3. Specify your preferred translation. Note that you can click Restore to default to
reset the item to its factory default. When ready, click Save.
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This appendix presents a description of the generic page and service tagging
conventions supported for use with RUEI.

A.1 Page Tagging Conventions
Note that tags are matched in the order in which they appear in Table A-1. That is, the

highest rows take priority over the lower rows. See the section below for information
about matching schemes.

Table A-1 Page Tag Matching

Tag Scheme Structurel

"2 =%
"2 =%
Pagel D[\t ]*=[\t ]*' %
Pagel D[\t ]*=[\t ]*"%

Clicktracks C
C
C
C
C cnCr eat eTechPropsTag(' %
C
C
C
C

Coremetrics

cnCr eat eTechvi ewTag("' %
cnCreat eProductviewlag ('[0-9]*', [\t ]1*' %
TAGNAME[\t J*([\t ]*" %
TAGNAME[\t ]*([\t 1*"%

custom function
(TAGNAME is function

hbx. pn[\t J*=[\t ]*"%
pary[\t J*=[\t ]*" %
pary[\t J*=[\t ]*"%
pageNane[\t ]*=[\t [*' %
pageNane[\t ]*=[\t ]*"%

Intellitracker

Omniture

name)
custom tag C <TAGNAMVE>%s/ TAGNAVE>
(TAGNAME is name) C TAGNAME[\t ]*=[\t ]*' %
C TAGNAME[\t 1*=[\t ]1*"%
Google C _ucen[\t J*=[\t 1*'%
(o _ucen[\t J*=[\t ]1*"%
C _set CanpNameKey[\t]*' %
c _set CanpNanmeKey[\t]*" %
Hitbox C hbx. pn[\t J*=[\t ]*' %
C
C
C
C
C
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Table A-1 (Cont.) Page Tag Matching
|

Tag Scheme Structurel
Oracle? C orainfo.page[\t ]*=[\t ]*' %
C orainfo.page[\t ]*=[\t ]*"%
C nfinfo.page[\t ]*=[\t ]*' %
Cc nfinfo.page[\t J*=[\t ]*"%
A nfinfo. page=%
A page=%
Sitestat C "http://[a-z0-9.-]1+/[a-z0-9% + -]+/[a-z0-9% +_-]
c + $?%
"http://[a-z0-9.-]1+/[a-20-9% +_-]+/[a-20-9% +_-]
+ s?%
Title C <title[">]*>%/tit]e>
C <hl[*>] *>%/ h1>
C <h2[ 7>] *>%/ h2>
C <h3[ ">] *>%/ h3>
URL-structure
Webtrekk C wt_be[\t ]*=[\t ]*'%
C wt_be[\t J*=[\t ]*"%
Webtrends C <meta[\t ]+nane="W.cg_n"[\t ]+content="9%
C* <neta[\t ]+name="W.cg_s"[\t ]+content="9%
XiTid C xtpage[\t ]*=[\t ]*' %
C xtpage[\t ]*=[\t ]*"%

1 *ijs zero (or more) characters of any kind. % is the matching part of the string.
2 Contains the deprecated Moniforce tagging. Note this does not automatically work for all Oracle products.
3 In addition to the pipe (|) character, "::" can also be specified as a page group separator.

Page-Group Separator

For all page-tagging schemes listed in Table A-1, the pipe character (]) can be
specified within a tag as a page-group separator.

Matching Schemes

C is matching in content (* is optional).

A is matching an argument in a URL.

% is the matching part of the string.

[...]* indicates zero or more occurrences.

[...]+ indicates one or more occurrences.

[*...]* indicates zero or more exclusive (not) occurrences.

\t indicates a tab character.
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< Note:

Tag matching is case insensitive.

A.2 Service Tagging Conventions

ORACLE

Service tags are matched as shown in Table A-2.

Table A-2 Service Tag Matching

Tag Scheme Description

WebDAV H Matches the following supported HTTP methods: ACL,
CONNECT?, COPY, DELETE, GET?, LOCK, MKCOL,
MOVE, OPTIONS, PROPFIND, PROPPATCH, PUT,
REPORT, SEARCH, TRACE, and UNLOCK.

1 By default, RUEI supports all GET, POST, and CONNECT methods.
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ORACLE

This appendix provides an overview of the cookie technologies that RUEI supports.
In order to accurately monitor your web environment, RUEI needs to know and
understand the cookie technology you web site is using. The procedure for specifying
the cookie technology is fully described in Specifying the Session Tracking

Mechanism.

The structures for supported cookie technologies are shown in Table B-1.

Table B-1 Cookie Structures

Technology Structurel
ADF? JSESSI ONI D=%
Apache Apache=%
ASP ASPSESSI ONI D* =%
ASP. NET_Sessi onl d*=%
ColdFusion CFTOKEN=%
Google __utma=%

JD Edwards?

Oracle3

Oracle Access Manager 10g
(OAM)

Oracle Access Manager 11g
(OAM)

Oracle FLEXCUBE Universal
Banking and Direct Banking

PeopleSoft?

PHP

Siebel2

WebLogic Portal (WLP)?
WebSphere

(custom)

(URL argument)

JSESSI ONI D=%

OraTrack=%
M Tr ack=%
nf_sess=%
hSSCeooki e

OAM DI AG CTX

PHPSESS| D=%

ps_t oken=%
PHPSESSI D=%
_sn=%

JSESSI ONI D=%
JSESSI ONI D=%
CUSTOMNAME®=%
URLARGUVENT®=%

1 *js zero (or more) characters of any kind. % is the matching part of the string.
2 These are implemented as preconfigured custom cookies.

3 Used for tag based applications. Also contains the deprecated Moniforce cookie. Note this does not
automatically work for all Oracle products.

4 The default cookie name.

5 CUSTOMNAME is the cookie name.
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6 URLARGUMENT is the name of the argument in the URL. This is explained in more detail in the following
section.

B.1 Session Tracking Using URL Arguments

ORACLE

When you specify that a URL argument should be used to track user sessions, the
object's URL is first checked for the specified argument. If it is not found, the parent
page's URL is searched for the specified argument.

For both the object's and the parent page's URL, the following example URL structure
is assumed:

If the specified URL argument is not successfully located, the following URL structure
is assumed:

www. dormai nnane. cont si t enane/ shop? URLARGUVENT=hI abl a&.

B-2



Troubleshooting

This appendix highlights the most common problems encountered when using RUEI,
and offers solutions to locate and correct them. The information in this appendix
should be reviewed before contacting Customer Support.

C.1 Oracle Web Sites

Information on a wide variety of topics is available from at the RUEI web site (http://
www. or acl e. conl ent er pri se_nmnager/ user - exper i ence- managenment . htni ). It is
recommended that you visit it regularly for support announcements.

In addition, detailed technical information is available via the Customer Support web
site (https://netalink. oracl e. con). This includes information about service pack
availability, FAQs, training material, tips and tricks, and the latest version of the
product documentation.

C.2 Contacting Customer Support

If you experience problems with the use or operation of RUEI, you can contact
Customer Support. However, before doing so, it is strongly recommended that you
create a Helpdesk report file of your configuration. To do so, select System,
Configuration, and then Helpdesk report. This file contains extended system
information that is extremely useful to Customer Support when handling any issues
that you report.

C.3 General (Non-specific) Problems

See the Troubleshooting chapter in the Oracle Real User Experience Insight
Installation Guide.

If you are experiencing problems with the Reporter module, or find its interface
unstable, it is recommended that you do the following:

»  Clear all caching within your browser, and re-start your browser.
* Examine the error log. This is described in Working with the Event Log.

* Reboot the system on which the Reporter is installed.

C.4 Starting Problems

If RUEI does not seem to start, or does not listen to the correct ports, do the following:

*  Review your network filter definitions. This is described in Defining Network Filters.
In particular, ensure that no usual network filters have been applied. This is
particularly important in the case of VLANSs.
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» Ensure that RUEI is listening to the correct protocols and ports. This is described
in Managing the Scope of Network Based Monitoring.

C.5 Delays in Reported Data

It is important to understand that there is a delay associated with the reporting of all
monitored traffic. For information shown in the dashboard (so-called real-time data),
this delay is 5 minutes. For most other data views (that is, session-based data), this
delay is 15 minutes. However, there are two exceptions to this: the all page and the
failed URL views. Both of these have delays of 5 minutes. It is important to understand
the difference between real-time and session-based data when faced with small
differences in what they are reporting. These are fully explained in Session-Based
Data.

C.6 SNMP Alert Issues

If you are experiencing problems with your SNMP alerts (for example, they are not
reaching the required users), it is recommended that you do the following:

* Review thoroughly your SNMP noatification settings. In particular, ensure that the
manager address is correct, you have downloaded and implemented the required
MIB definition, and that SNMP notification has been enabled. This is described in
Configuring System Failure Alerts.

e Check that you have downloaded and installed the latest version of the MIB file.
e Check network connections as a receiver.
*  Check the configuration of your SNMP manager.

In addition, be aware that KPl names in SNMP alerts are specified in UTF-8, and not
all SNMP managers fully support UTF-8. For further information, please review to your
SNMP manager product documentation.

C.7 Text Message Alert Issues

If you are experiencing problems with your text message alerts, it is recommended
that you do the following:

» Review thoroughly your text message natification settings. This is described in
Using Text Message Natifications and Configuring System Failure Alerts.

e Contact your text message provider for information about any reported issues.

e Check that your modem is functioning correctly.

C.8 Time Zone Issues

ORACLE

If you are experiencing problems with reported times within the Reporter, you should
ensure the required time zone is explicitly set in the [Date] section of the / et ¢/ php. i ni
file. This is fully explained in the Oracle Real User Experience Insight Installation
Guide. In addition, you should re-start the Apache web server (logged on as root ) with
the following command:

httpd -k restart
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C.9 Data Monitoring Appears To Have Stopped

When monitoring very high levels of traffic, it can appear from the reported data that
RUEI is no longer monitoring network traffic or it is delayed. An example of this is
shown in Figure C-1.

Figure C-1 Drop in Reported Network Traffic

- period/hour - E
: =

1,8M p 4,5M

4M

pageviews

1.4M e
1.2M / ~—

1M

3,5M
3M

2,5M
800000 '

600000 /

400000 ,/
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This report appears to show that network traffic stopped being monitored at 19:00. In
fact, this situation is the result of an overloaded RUEI system. While traffic continues
to be monitored, the generated Collector log files cannot be processed due to
extremely high traffic levels and insufficient resources.

This can be confirmed by selecting System, then Maintenance, then Data
processing, and then click the Performance tab. If the reported system load is
approaching 100%, then the system is becoming overloaded. The use of this facility is
fully described in Viewing a Traffic Summary.

As a safeguard against permanently overloaded systems, RUEI automatically stops
processing all Collector log files for the previous day approximately 30 minutes after
midnight. This enables any backlog to be discarded, and for RUEI to return normal
processing levels.

If the situation shown in Figure C-1 persists, it is strongly recommended that you use
network filters to limit the level of monitored traffic. This is fully explained in Limiting
Overall Traffic. You might also consider assigning more resources to the RUEI system.

C.10 Collector Crashes Do Not Generate Core Dumps

ORACLE

In the event of a Collector instance crashing, no core dump is generated. However,
some customer issues can only be resolved by Customer Support if a core dump is
made available. The procedure to enable core dumps on Collector systems is
described in the Oracle Real User Experience Insight Advanced Administrator's Guide.
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C.11 Deliberately Forced Core Dumps Reported in Event

Log

Thread deadl ock detected in the log file processor; forcing a core dunp. This may be
caused by insufficient system nenory.

If the above error appears in the event log, do the following:

» If this message appears at irregular intervals, this is probably caused by a bug in
the RUEI software. You should contact Customer Support with the relevant event
details.

» If this messages appears every (or most) nights, it can indicate an overloaded
system where high levels of memory swapping are occurring. In this case, you
should consider adding additional memory to the system.

C.12 Memory Allocation Error

The following error is reported in the Event Viewer:

l'inux.c, 326, cap_dev_set_filter()]: setsockopt(): Cannot allocate nenory

The underlying Linux socket interface used by the Collector for monitoring traffic has a
memory allocation limit of 20KB. This limit can be exceeded when a large number of
network filters (or VLAN definitions) are configured.

This underlying limit can be increased on a running system by issuing the following
command as the root user:

/shin/sysct] -w net.core. opt mem max=65535

In order to make this setting persistent across reboots, add the following line to
the /etc/ sysct!. conf file:

net. core. opt mtem max=65535

C.13 Multiple User Sessions Receiving the Same Cookie

Value

ORACLE

As explained in Defining User Identification, RUEI uses cookies to track user sessions.
Be aware that when high numbers of concurrent users visit a monitored web site, and
a limited selection of unique cookie values are available, this can lead to different user
sessions being assigned the same cookie values. If this happens, it can lead to their
unpredictable reporting. Therefore, it is strongly recommended that the following
cookie and cookie values are not used for session tracking:

* Load-balancing cookies.
e Time-based cookies.
* Log-out cookie values.

*  Cookies in which user preferences are stored (especially if the range of possible
values is limited).
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» Cookies that are not set for the full application domain.

# Note:

It is strongly recommended that the use of fast-rotating cookie values is
avoided for the tracking user sessions.

Furthermore, it is recommended that you ensure that the configured cookie
technologies cover all monitored hits, and that multiple matching cookies for hits are
avoided.

C.14 Recovery of Objects After a Database Crash

In the event of a database crash, objects may become corrupted. Typically, this
reveals itself with ORA-00376 and similar errors reported in the Event Log.

Important

Carefully review the information in the 1303180.1 Knowledge Base article on My
Oracle Support (search for 1303180.1):

https://support.oracle.com

In particular, ensure that the indicated tablespaces are set to force logging.

Verifying the Database Tables
You can use the following command to view the status of the database tables:

cop stats %period

where peri od indicates the required year (2012), month (201203), or day (20120326).
The command output appears as follows:

STRUCTURE PRESENTATI ON  DATA ROWS DATA SI ZE hash data dims |vls pres view
data desc data desc  cube name------ ---- ----aaeo oo il ailll ol
------------------------ fTq7vQ 19 11 22 133 156 0 2 0.1 M 0.1M
wg_keypage_no_201203u7g+3g 9 4 8 13 7 - 470 0.6 M 0.1 MB
wg_kpi _mo_201203PMocAw 22 9 17 159 174 - 16960 19.0 MB 4.0 MB
wg_page_no_201203K/pdww 12 12 29 123 104 0 0 0.1 M8 0.1M
wg_service_mo_2012031S2Ggg 10 19 29 79 90 - 247 2.0 M 0.1 MB
wg_sl owur| _nmo_2012031 ZRuxg 29 5 10 279 61 0 0 0.1 M 0.1M
wg_trasta_no_201203yuY0aQ 29 11 20 153 204 - 343 20M 0.1 M

wg_visit_npo_201203

Note that if the Data column contains a zero value, or there a large number of zeros or
dashes, this would indicate corrupted database tables. In this case, you should use the
script described in the following 556733.1 Knowledge Base article to restore the
database (search for 556733.1):

https://support.oracle.com

In addition, it is recommended that you issue the following commands to force an
update of the RUEI configuration and template tables:
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makedat abase @
modr -fn all
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Explanation of Failure Codes

This appendix explains the HTTP result codes, provided by the Web server, that can
be send to visitors as replies to requests.

D.1 Failure web site-error

The 4xx class of status code is intended for cases in which the client seems to have
erred. Except when responding to a HEAD request, the server should include an entity
containing an explanation of the error situation, and whether it is a temporary or
permanent condition. These status codes are applicable to any request method. User
agents should display any included entity to the user.

If the client is sending data, a server implementation using TCP should be careful to
ensure that the client acknowledges receipt of the packet(s) containing the response,
before the server closes the input connection. If the client continues sending data to
the server after the close, the server's TCP stack will send a reset packet to the client,
which may erase the client's unacknowledged input buffers before they can be read
and interpreted by the HTTP application.

D.1.1 Failure web site-error http-bad-request (400)

The request could not be understood by the server due to malformed syntax. The
client should not repeat the request without modifications.

D.1.2 Failure web site-error http-unauthorized (401)

The request requires user authentication. The response must include a WWW-
Authenticate header field (RFC 2616 document, section 14.47) containing a challenge
applicable to the requested resource. The client may repeat the request with a suitable
Authorization header field. If the request already included Authorization credentials,
then the 401 response indicates that authorization has been refused for those
credentials. If the 401 response contains the same challenge as the prior response,
and the user agent has already attempted authentication at least once, then the user
should be presented with the entity that was specified in the response, because that
entity might include relevant diagnostic information.

D.1.3 Failure web site-error http-payment-req (402)

Currently, this code is not implemented by most web servers. It is reserved for future
use.

D.1.4 Failure web site-error http-forbidden (403)

The server understood the request, but is refusing to fulfil it. Authorization will not help,
and the request should not be repeated. If the request method was not HEAD and the
server wishes to make public why the request has not been fulfilled, it should describe
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the reason for the refusal in the entity. If the server does not wish to make this
information available to the client, the status code 404 (Not Found) can be used
instead.

D.1.5 Failure web site-error http-not-found (404)

The server has not found anything matching the Request-URI. No indication is given of
whether the condition is temporary or permanent. The 410 (Gone) status code should
be used if the server knows, through some internally configurable mechanism, that an
old resource is permanently unavailable and has no forwarding address. This status
code is commonly used when the server does not wish to reveal exactly why the
request has been refused, or when no other response is applicable.

D.1.6 Failure web site-error http-method-not-allowed (405)

The method specified in the Request-Line is not allowed for the resource identified by
the Request-URI. The response must include an Allow header containing a list of valid
methods for the requested resource.

D.1.7 Failure web site-error http-not-acceptable (406)

The resource identified by the request is only capable of generating response entities
which have content characteristics not acceptable according to the accept headers
sent in the request.

Unless it was a HEAD request, the response should include an entity containing a list
of available entity characteristics and location(s) from which the user or user agent can
choose the one most appropriate. The entity format is specified by the media type
given in the Content-Type header field. Depending upon the format and the
capabilities of the user agent, selection of the most appropriate choice may be
performed automatically. However, this specification does not define any standard for
such automatic selection.

HTTP/1.1 servers are allowed to return responses which are not acceptable according
to the accept headers sent in the request. In some cases, this may even be preferable
to sending a 406 response. User agents are encouraged to inspect the headers of an
incoming response to determine if it is acceptable.

D.1.8 Failure web site-error http-proxy-authentication (407)

This code is similar to 401 (Unauthorized), but indicates that the client must first
authenticate itself with the proxy. The proxy must return a Proxy-Authenticate header
field containing a challenge applicable to the proxy for the requested resource. The
client may repeat the request with a suitable Proxy-Authorization header field.

D.1.9 Failure web site-error http-request-timeout (408)

The client did not produce a request within the time that the server was prepared to
wait. The client may repeat the request without modifications at any later time.
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D.1.10 Failure web site-error http-conflict (409)

The request could not be completed due to a conflict with the current state of the
resource. This code is only allowed in situations where it is expected that the user
might be able to resolve the conflict and resubmit the request. The response body
should include enough information for the user to recognize the source of the conflict.
Ideally, the response entity would include enough information for the user or user
agent to fix the problem. However, that might not be possible, and is not required.

Conflicts are most likely to occur in response to a PUT request. For example, if
versioning was being used and the entity being PUT included changes to a resource
which conflict with those made by an earlier (third-party) request, the server might use
the 409 response to indicate that it cannot complete the request. In this case, the
response entity would likely contain a list of the differences between the two versions
in a format defined by the response Content-Type.

D.1.11 Failure web site-error http-gone (410)

The requested resource is no longer available at the server, and no forwarding
address is known. This condition is expected to be considered permanent. Clients with
link-editing capabilities should delete references to the Request-URI after user
approval. If the server does not know, or has no facility to determine, whether or not
the condition is permanent, the status code 404 (Not Found) should be used instead.
This response is cacheable unless indicated otherwise.

The 410 response is primarily intended to assist the task of web maintenance by
notifying the recipient that the resource is intentionally unavailable, and that the server
owners desire that remote links to that resource be removed. Such an event is
common for limited-time, promotional services and for resources belonging to
individuals no longer working at the server's site. It is not necessary to mark all
permanently unavailable resources as "gone", or to keep the mark for any length of
time. That is left to the discretion of the server owner.

D.1.12 Failure web site-error http-length-required (411)

The server refuses to accept the request without a defined Content- Length. The client
may repeat the request if it adds a valid Content-Length header field containing the
length of the message-body in the request message.

D.1.13 Failure web site-error http-precondition-failed (412)

The precondition specified in one or more of the request-header fields evaluated to
false when it was tested on the server. This response code allows the client to place
preconditions on the current resource meta-information (header field data) and,
therefore, prevent the requested method from being applied to a resource other than
the one intended.

D.1.14 Failure web site-error http-entity-too-large (413)

The server is refusing to process a request because the request entity is larger than
the server is willing or able to process. The server may close the connection to prevent
the client from continuing the request.
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If the condition is temporary, the server should include a Retry- After header field to
indicate that it is temporary and after what time the client may try again.

D.1.15 Failure web site-error http-URI-too-long (414)

The server is refusing to service the request because the Request-URI is longer than
the server is willing to interpret. This rare condition is only likely to occur when a client
has improperly converted a POST request to a GET request with long query
information, when the client has descended into a URI "black hole" of redirection (that
is, a redirected URI prefix that points to a suffix of itself), or when the server is under
attack by a client attempting to exploit security holes present in some servers using
fixed-length buffers for reading or manipulating the Request-URI.

D.1.16 Failure web site-error http-media-not-supp (415)

The server is refusing to service the request because the entity of the request is in a
format not supported by the requested resource for the requested method.

D.1.17 Failure web site-error http-invalid-range (416)

A server should return a response with this status code if a request included a Range
request-header field (RFC 2616 document, section 14.35), and none of the range-
specifier values in this field overlap the current extent of the selected resource, and the
request did not include an If-Range request-header field. (For byte-ranges, this means
that the first- byte-pos of all of the byte-range-spec values were greater than the
current length of the selected resource).

When this status code is returned for a byte-range request, the response should
include a Content-Range entity-header field specifying the current length of the
selected resource (see RFC 2616 document, section 14.16). This response must not
use the multipart/byteranges content- type.

D.1.18 Failure web site-error http-expect-failed (417)

The expectation specified in an Expect request-header field (see RFC 2616 document,
section 14.20) could not be met by this server, or, if the server is a proxy, the server
has unambiguous evidence that the request could not be met by the next-hop server.

D.2 Failure server-error

Response status codes beginning with the digit "5" indicate cases in which the server
is aware that it has erred or is incapable of performing the request. Except when
responding to a HEAD request, the server should include an entity containing an
explanation of the error situation, and whether it is a temporary or permanent
condition. User agents should display any included entity to the user. These response
codes are applicable to any request method.

D.2.1 Failure server-error internal-error (500)

The server encountered an unexpected condition which prevented it from fulfilling the
request.
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D.2.2 Failure server-error not-implemented (501)

The server does not support the functionality required to fulfil the request. This is the
appropriate response when the server does not recognize the request method, and is
not capable of supporting it for any resource.

D.2.3 Failure server-error dispatch-error (502)

Section 10 of the RFC 2616 document describes this as "502 Bad Gateway". The
server, while acting as a gateway or proxy, received an invalid response from the
upstream server it accessed in attempting to fulfil the request.

D.2.4 Failure server-error service-unavailable (503)

The server is currently unable to handle the request due to a temporary overloading or
maintenance of the server. The implication is that this is a temporary condition which
will be alleviated after some delay. If known, the length of the delay may be indicated
in a Retry-After header.

" Note:

The existence of the 503 status code does not imply that a server must use it
when becoming overloaded. Some servers may wish to simply refuse the
connection.

D.2.5 Failure server-error dispatch-timeout (504)

Section 10 of the RFC 2616 document describes this as "504 Gateway Timeout". The
server, while acting as a gateway or proxy, did not receive a timely response from the
upstream server specified by the URI (such as HTTP, FTP, or LDAP) or some other
auxiliary server (such as DNS) it needed to access in attempting to complete the
request.

# Note:

Some deployed proxies are known to return 400 or 500 when DNS lookups
time out.

D.2.6 Failure server-error version-not-supported (505)

ORACLE

The server does not support, or refuses to support, the HTTP protocol version that
was used in the request message. The server is indicating that it is unable or unwilling
to complete the request using the same major version as the client other than with this
error message. The response should contain an entity describing why that version is
not supported, and what other protocols are supported by that server.
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D.3 Failure no-server-response

Number of hits requested by the client to which the server did not respond to at all.
This could be caused by a server-error and/or network-error.

D.4 Failure network-error

Network errors are hits which were not delivered completely from the TCP level view.
There are several possible causes:

ORACLE

server-abort

This status indicates a server-related problem with the connection. Any of the
following situations will be reported:

— Server resets the connection.

This is an indication of a server application problem. It is not possible to verify
that all data was transmitted or received correctly.

— Server sends incorrect data.

The data sent from the server is malformed in such a way that it is not possible
to extract the high-level HTTP information. This can be caused by a number of
factors, such as packet loss, too many out-of sequence packets, and so on.

— Client went away.

Sometimes the client might disappear unexpectedly (computer crash, modem
crash, ISP down, or some other hardware problem that results in immediate
loss of connectivity). This situation manifests itself as a server error, because
the server eventually times out, and resets the connection. It is not possible to
determine how much of the transmitted data was received by the client.

Impact on visitors

The visitor receives a server-error message, or at least not the requested
information. In some cases, the partially received information is shown to the
visitor. This is often an indication that there are problems with the server.

Usage

Server errors should not occur regularly. If a high number of server-errors is
reported, the network and server components should be investigated using
Network Protocol Analysis (NPA) tools.

Some indications for analysis on the cause of server errors:

— Load: too many connections to the server and/or load balancer can lead to
resource problems.

— Balancer: is the load distributed correctly over all the servers, or is one server
consistently becoming overloaded and generating errors?

— URLs: are only specific application URLSs generating this type of problems?
server-timeout

A server timeout occurs when a server fails to reply to a client request. In a
timeout situation, the server never transmits any data over the line; that is, no
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response, or part thereof, is ever sent out. (Server aborts are reported under
completion status 4).

The exact interpretation of this completion status is:
— The client sent a complete HTTP request.

— No data at all was sent back by the server.

# Note:

A timeout means no data was sent. That is, the server's TCP stack
might acknowledge that the client's request was received by sending
an acknowledgment segment, but the server application itself is unable
to send back any data.

Impact on visitor

The client never received any content. The server simply failed to respond. This
can only indicate a network or server application problem.

Usage

The cause of server-timeouts can be investigated by analyzing the networks
where this problem occurs. Server timeouts occur sporadically, and should not be
considered problematic unless a high percentage of requests is involved. In cases
where all clients experience a high percentage of timeouts, network and server
components should be investigated using network analysis tools and application
performance testing tools.

network-timeout

The received client or server header packets was truncated. This was caused by a
network problem timeout.

One exception which should normally be seen as a network-error. But since the
cause of this issue cannot be solved by the customer and is normally seen as
standard behavior, we do not add this one in the failed cubes and see the hit as
"success".

client-abort

Client aborted the transfer, possibly because the client closed the browser, or
clicked reload, or clicked away, or was redirected, while the page was still loading.
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Summary of Data Items

This appendix presents a brief explanation of the data items and KPI metrics used in
RUEIL. In addition, it describes some of the more technical aspects to information
gathering and reporting within RUEI.

E.1 Data Terms

The data terms used by RUEI are explained in Table E-1. Note that the following
conventions are used:

- Data and dimension level items for which no value is found or assigned by RUEI
processing will be represented as "(no value)" in the RUEI Ul, including
dashboards, reports, and the data browser. At the database level, such values are
stored as database NULL values.

* Items that contain "(%)" represent percentages. For example, "Error hits (%)"
represents the percentage of hits that had errors associated with them.

e Items that contain "per" in their title represent averages. The text after "per"
indicates its scope. For example, "content errors per session” represents the
average number of content errors detected per user session.

e Items that contain "P95 (%)" are averages with a percentile limit of 95% applied.
This removes extreme values at the highest end before taking the average and,
therefore, provides a more reliable indication.

e Items that do not contain "per" or "(%)" represent totals. For example, "Failed hits"
represents the total number of hits that for any reason resulted in an error.

Table E-1 Data Terms
]

Item Description

Aborted The number of user flows that were aborted.

Active Time on Ended Userflow Active time in ended user flow.

Active on Step Actions that did not change the state of the user flow.

Activity Inside User Flow The number of user flows where activity was seen when end-users
where inside the user flow definition.

Activity Moving Outside User Flow The number of user flows where activity was seen when end users
where moving outside the user flow definition.

Activity Without An Error on Step The number of activities seen on the step without any (technical)
error.

Activity on Step The number of step activities (page views related to activity in the
step).

Application Hits The total number of objects.

Application Hits per Day The average number of requested objects for pages in a day.

Application Hits per Hour Hits per hour.
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Item

Description

Application Hits per Minute
Application Hits per Page
Application Hits per Second
Application Hits per Session

Application Violation Calls

Application Violation Calls (%)

Application Violation Page Views

Application Violation Page Views (%)

Application Violations

Application Violations(%)

Average Active Time per User Flow (sec)

Average Duration per User Flow (sec)
Average Idle Time per User Flow (sec)
Average Monetary Value per Flow
Average Outside Time per User Flow (sec)

Average Page Load Time per Ended Flow
(sec)

Average Page Views per Ended Flows
Avg Monetary Value on Complete

Avg Monetary Value on Failure

Avg Page Load Time per Step Summed

Browser Busy Time per Hit (ms)

ORACLE

Hits per minute.

The average number of requested objects for a page.

Hits per second.

The average number of requested objects during a client session.

The total number of poor webservice calls and Web site, network,
server, and content errors detected.

The percentage of webservice calls for which poor page views and
Web site, network, server, and content errors were detected.

The total number of poor page views and Web site, network, server,
and content errors detected.

The percentage of page views for which poor page views and Web
site, network, server, and content errors were detected.

The total number of poor page views and Web site, network, server,
and content errors detected during userflow activity.

The percentage of page views for which poor page views and Web
site, network, server, and content errors were detected.

Average Active Time per User Flow is calculated by summing all
active time for the filter definition of the user flow, and dividing that
number by the number of user flows. Note that when a flow is
tracked, the time from the start of the flow until the flow is completed
or aborted is divided into three categories:

e active time: the time that is spent clicking on pages, and doing
activities that match the flow step definition.

* idle time: the time that there is no activity inside the flow (after
waiting the step-idle time).

» outside time: the time that is spent clicking on pages that do not
match the flow step definition.

The calculation of Average Active Time does not use idle time and
outside time measurements.

Transaction duration time in each user flow.
Transaction idle duration time in each user flow.
The monetary value upon end per flow.
Transaction outside duration time in each user flow.

The average loading time per ended flow during userflow activity.

The average number of page views per flow during userflow activity.
The average monetary value of user flows upon completion.

The average monetary value loss on the abortion or session timeout
of the user flow.

The average monetary value loss on the abortion or session timeout
of the user flow.

The average delay time (in milliseconds) per hit due to browser
activity at the client end. This is the period during which the client
TCP window size is indicated as 0.
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Item

Description

Browser Hits

Calls

Cancelled User Flows

Client Abort Application Hits
Client Abort Application Hits (%)
Client Abort Calls

Client Abort Calls (%)

Client Abort Page Views

Client Abort Page Views (%)

Client Aborts per Session

Client Data (bytes)
Client Packets

Client Time per Call (ms)

Completed User Flows

Content Error Calls

Content Error Calls (%)

Content Error Page Views

Content Error Page Views (%)

Content Error Views (%)

Content Error on Step

Content Errors

Content Errors Ended Flows(%)

ORACLE

The number of objects on a page as being measured by the Browser
JS Library.

The total number of service function calls.

The number of stopped user flows (either due to abortion or session
timeout).

Client abort hits.
Client abort hits (%s).

The number of service function calls where the client aborted the
transfer because the client closed the connection while the function
was still loading.

Percentage of service function calls where the client aborted the
transfer possibly because the client closed the browser, clicked
reload, or clicked away while the function was still loading.

The number of page views where the client aborted the transfer
possibly because the client closed the browser, clicked reload, or
clicked away while the page was still loading.

Percentage of page views where the client aborted the transfer
possibly because the client closed the browser, clicked reload, or
clicked away while the page was still loading.

Total number of page views per session where the client aborted the
transfer possibly because the client closed the browser, clicked
reload, or clicked away while the page was still loading.

The number of bytes sent from the client to the Web server.
The number of packets sent from the client to the Web server.

The total delay time per service function call due to activity at the
client end.

The number of completed user flows.

The number of times a content error was determined during a service
function call.

The percentage of service function calls for which a content error was
determined.

The number of page views for which a content error was determined.

The percentage of page views for which a content error was
determined upon page display.

The percentage of page views for which a content error was
determined.

The number of content errors seen on step (considering only step
activities).

The predefined content string was not foundor an error string was
found on the page. For example, the page should contain the string
"Welcome to our Web site", but this was not found.

The percentage of page views for which a content error was
determined during userflow activity.
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Item

Description

Content Errors Ended User Flows

Content Errors per Session

Content Notification Function Calls

Content Notification Function Calls (%)

Content Notification Page Views

Content Notification Page Views (%)

Content OK Calls

Content OK Calls (%)

Content OK Page Views

Content OK Page Views (%)

Content Size per Call (bytes)

Content Size per Hit (bytes)
Content Size per Page (bytes)

Cookie Seen (%)

Delayed Log Ratio (%)

Denominator

Duration Time on Ended Userflow

Duration per (Started) User Flow

Duration per Transition

Dynamic Application Hits per Page
Dynamic Content Size per Hit (bytes)
Dynamic Content Size per Page (bytes)
Dynamic End to End Time per Page (ms)

ORACLE

The predefined content string was not found or an error string was
found on the page. For example, the page should contain the string
"Welcome to our Web site", but this was not found during userflow
activity.

The average number of times during a session that a content error
was determined upon page display.

The number of function calls for which a content notifcation was
determined.

The percentage of function calls for which a content notifcation was
determined.

The number of page views for which a content notifcation was
determined.

The percentage of page views for which a content notifcation was
determined.

The number of times a predefined content string was found during a
service function call.

The percentage of service function calls for which a predefined
content string was found.

The number of times a predefined content string was found upon
page display.

The percentage of page views for which a predefined content string
was found upon page display.

The average size (in bytes) of the raw content of an object in a
service function call.

The average size (in bytes) of the content of an object.

The average size (in bytes) of all objects (excluding the header) on a
page.

The percentage of page views that could be identified from a
session-specific tracking scheme. Sessions that could not be
identified via cookies or other schemes are identified by IP address in
combination with browser-specific information.

The percentage of Collector log files which had a processing delay
associated with them.

The number used as denominator to calculate the KPI value
(depends on KPI metric).

Duration time in ended user flow.

The time spent in this user flow. It is calculated as the sum of the
page loading and reading time.

The time spent on this step. It is calculated as the sum of the page
loading and reading times.

The average number of dynamic objects on a page.
The average content size (in bytes) of dynamic objects.
The average content size (in bytes) of all dynamic objects on a page.

The average combined dynamic network time and dynamic server
response time for all objects within a displayed page.
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Table E-1 (Cont.) Data Terms

Appendix E
Data Terms

Item

Description

Dynamic Header Size per Hit (bytes)

Dynamic Header Size per Page (bytes)

Dynamic Network Time per Hit (ms)

Dynamic Network Time per Page (ms)

Dynamic Server Time per Hit (ms)

Dynamic Server Time per Page (ms)

Dynamic Size per Hit (bytes)
Dynamic Size per Page (bytes)
Dynamic Time per Hit (ms)

Dynamic Time per Page (ms)

End to End Time per Call (ms)

End to End Time per Call P95 (ms)

End to End Time per Hit (ms)

End to End Time per Page (ms)

End to End Time per Page P95 (ms)

Ended User Flows

Ended User Flows

Error (%) on Step

Error Application Hits
Error Application Hits (%)
Error Calls

Error Calls (%)

ORACLE

The average size (in bytes) of all dynamic objects in the header part
of an HTTP request.

The average total size (in bytes) of all headers for dynamic objects
on a page.

The average time (in milliseconds) taken for a dynamic object to be
transferred over the network. Note that this includes both request and
response transmission.

The average time (in milliseconds) taken for all dynamic objects
within a page to be transferred over the network. Note that this
includes both request and response transmission.

The average server response time (in milliseconds) for a dynamic
object within a page.

The average server response time (in milliseconds) for all dynamic
objects within a page.

The average size (in bytes) of a requested dynamic object.
The average total size (in bytes) of all dynamic objects within a page.

The average end-to-end time (in milliseconds) for all dynamic
objects.

The average time (in milliseconds) for all dynamic objects on the
page.

The average combined network time and server response time for an
object within a service function call.

The average combined network time and server response time for an
object within a service function call with a percentile limit of 95%
applied. This removes extreme values at the highest end and
therefore provides a more reliable indication.

The average combined network time and server response time for an
object within a displayed page.

The average combined network time and server response time for all
objects within a displayed page.

The average combined network and server response time for all
objects within a displayed page with a percentile limit of 95% applied.
This removes extreme values at the highest end and therefore
provides a more reliable indication.

Numbers of ended user flow.

The number of ended user flows (by completion abortion or session
timeout).

The percentage of errors seen on step (considering all step
activities).

The number of hits that had errors associated with them.
The percentage of hits that had errors associated with them.

The total number of service function calls that for any reason were
not successfully invoked.

The percentage of service function calls that for any reason were not
successfully invoked.
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Table E-1 (Cont.) Data Terms

Appendix E
Data Terms

Item

Description

Error Page Views

Error Page Views (%)

Error Page Views Ended Flows

Error Page Views Ended Flows(%)

Error on Step

Errors per Session

Flow Transitions

Good Application Hits

Good Calls

Good Page Views

Good Page Views (%)

Good Page Views Ended Flows

Good Page Views Ended Flows(%)

Good Step Activities

Header Size per Call (bytes)

Header Size per Hit (bytes)
Header Size per Page (bytes)
Hours

Idle Returns

Idles

KPI Average Value

KPI Down Time (min)

KPI Entity

ORACLE

The total number of page views that for any reason were not
successfully displayed.

The percentage of page views that for any reason were not
successfully displayed.

The total number of page views that for any reason were not
successfully displayed during userflow activity.

The percentage of page views that for any reason were not
successfully displayed during userflow activity.

The number of errors seen step (considering only step activities).

The average number of service function call errors that occurred
during a session.

The number of transitions (moves) in the user flow that change the
status. That is all actions that do not lead to the current step being
repeated.

The number of hits whose loading time was within the defined
threshold.

The number of service function calls that had an end-to-end time
(that is all server and network times) below the specified threshold.

The number of page views for which the page loading time was
within the defined page-loading satisfaction threshold.

The pecentage of page views for which the page loading time was
within the defined page-loading satisfaction threshold.

The number of page views for which the page loading time was
within the defined page-loading satisfaction threshold during userflow
activity.

The pecentage of page views for which the page loading time was
within the defined page-loading satisfaction threshold during userflow
activity.

The number of step activities that were loaded into the client browser
within the defined page-loading satisfaction threshold.

The average size (in bytes) of the header of a requested object in a
service function call.

The average size (in bytes) of the header of a requested object.
The average size (in bytes) of the header of a page.
The number of hours.

Returns to the user flow after a delay of at least the configured step
idle time. When a session time-out is reached it is also marked as
step idle. This ensures that idle out and idle in can be related directly.

There was no activity by the end-user for at least the configured step
idle time.

The average value of a KPI.

The total time (in minutes) since a metric value monitored by the KPI
has crossed the target value.

The KPI calculation period.
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Appendix E
Data Terms

Item

Description

KPI Failures (%)

KPI Max Target
KPI Min Target
KPI Success
KPI Success (%)

Last User Flow Step Number

Max Resolution Time (min)

Max Step Number

Median Dynamic End to End Time(ms)

Median Dynamic Size (bytes)
Median End to End Time (ms)

Median Network Time (ms)
Median Page Browser Time (sec)
Median Page Load Time (sec)

Median Page Read Time (sec)

Median Server Time (ms)

Median Static End to End Time(ms)

Median Static Size (bytes)

Monetary Value on Stopped User Flows
Network Error Application Hits
Network Error Application Hits (%)

Network Error Calls

Network Error Calls (%)

Network Error Page Views

Network Error Page Views (%)

Network Error Views (%)

Network Error on Step

ORACLE

The percentage of time spent during which the KPI was in a failing
state.

The maximum target for the KPI at calculation.
The minimum target for the KPI at calculation.
Indicator of the KPI's current status (OK, failing, or undefined).

The percentage of time spent during which the KPI was in a
successful state.

The total number of steps defined for this user flow.

The longest period of time during which the KPI was outside its
configured boundaries.

The highest user flow step number (used for step number
calculations).

The median combined dynamic network time and dynamic server
response time for all objects within a displayed page.

The median size (in bytes) for all dynamic objects.

The median end-to-end time (in milliseconds). This includes both the
network transfer time and the server response time.

The median network transfer time (in milliseconds).
The median browser time of all pages.
The median loading time of all pages.

The median time from which the last requested object for a page has
been loaded into the client browser and the client requests another

page.
The median number of server time in the total end to end time.

The median combined static network time and static server response
time for all objects within a displayed page.

The median size (in bytes) of all static objects including header and
body.

The total monetary value that was "lost" due to session timeout.
The number of network errors determined for objects.
The percentage of objects for which network errors were determined.

The number of times a network error was determined during a
service function call.

The percentage of times a network error was determined during a
service function call.

The number of times a network error was determined upon page
display.

The percentage of times a network error was determined upon page
display.

The percentage of times a network error was determined during page
views.

The number of network errors seen on the step(considering only step
activities).
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Table E-1 (Cont.) Data Terms

Appendix E
Data Terms

Item

Description

Network Errors

Network Errors Ended Flows

Network Errors Ended Flows(%)

Network Errors per Session

Network OK Calls

Network OK Calls (%)

Network OK Page Views

Network OK Page Views (%)

Network Time (%)

Network Time per Call (ms)

Network Time per Call P95 (ms)

Network Time per Page (ms)

Network Time per Page Ended Flows (ms)

Network Time per Page P95 (ms)

Network Timeout Application Hits

Network Timeout Application Hits (%)

Network Timeout Page Views

Network Timeout Page Views (%)

Numerator

OK Application Hits

ORACLE

Network errors are hits which were not delivered completely from the
TCP level view. Possible reasons are a server-related problem or a
server time-out occurs when a server fails to respond to a client
request.

The number of times a network error was determined upon page
display during userflow activity.

The percentage of times a network error was determined upon page
display during userflow activity.

The average number of times a network error was determined during
a session.

The number of service function calls were no network error was
determined.

The percentage of service function calls during which no network
error was determined.

The number of pages were no network error was determined during
page display.

The percentage of page views during which no network error was
determined.

The percentage of network time in the total end to end time.

The average time taken for an object to reach the client browser after
reply from the server during a service function call.

The average time taken for an object to reach the client browser after
reply from the server during a service function call with a percentile
limit of 95% applied. This removes extreme values at the highest end
and therefore provides a more reliable indication.

The average time (in milliseconds) taken for all threads in a network
to reach the client.

The average time (in milliseconds) taken for all threads in a network
to reach the client during userflow activity.

The average time (in milliseconds) taken for all threads in a network
to reach the client with a percentile limit of 95% applied. This
removes extreme values at the highest end before taking the average
and therefore provides a more reliable indication.

The number of network time-outs determined for objects.

The percentage of objects for which network time-outs were
determined.

The number of page views during which a network time-out occurred.

The percentage of page views during which a network time-out
occurred.

The numerator used to calculate the KPI value. Its selection depends
on the KPI metric.

The number of objects that had an end-to-end time (that is all server
and network times) of less than the specified poor threshold but
higher than the good threshold. That is the object request while not
optimal was OK.
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Appendix E
Data Terms

Item

Description

OK Calls

OK Page Views

OK Page Views (%)

OK Page Views Ended Flows

OK Page Views Ended Flows(%)

OK Step Activities

Outside

QOutside Returns

Page Browser Time (sec)

Page Download Time (sec)
Page Load Time (sec)
Page Load Time Ended Flows (ms)

Page Load Time P95 (sec)

Page Load Time per Page Ended Flows
(sec)

Page Loadtime per Transition (sec)

Page Loadtime per User Flow (sec)

Page Read Time (sec)

ORACLE

The number of service function calls that had an end-to-end time
(that is all server and network times) of less than the specified
function call poor threshold but higher than the good threshold. That
is the function calling while not optimal was OK.

The number of page views that were loaded into the client browser
within a time greater than the defined page loading good threshold
but less than the poor threshold. That is the page loading while not
optimal was OK.

The percentage of page views that were loaded into the client
browser within a time greater than the defined page loading good
threshold but less than the poor threshold. That is the page loading
while not optimal was OK.

The number of page views that were loaded into the client browser
within a time greater than the defined page loading good threshold
but less than the poor threshold during userflow activity. That is the
page loading while not optimal was OK.

The percentage of page views that were loaded into the client
browser within a time greater than the defined page loading good
threshold but less than the poor threshold during userflow activity.
That is the page loading while not optimal was OK.

The number of page views that were loaded into the client browser
within a time greater than the defined page loading good threshold
but less than the poor threshold. That is the page loading while not
optimal was OK. (looking at step activities).

The number of times the end-user performed activities that did not
match the user flow/step definition.

Actions that brought the end-user back inside the user flow.

The average time taken, after receipt, for a page to be loaded by
client browser.

The average download time per page.
The average loading time per page.
The average loading time per page during userflow activity.

The average loading time (in seconds) per page with a percentile
limit of 95% applied. This removes extreme values at the highest end
before taking the average and therefore provides a more reliable
indication.

The average page load time (in seconds) per page during userflow
activity.

The average page load time (in seconds) per transition.

The average page load time (in seconds) per user flow (based on the
total page load time and the number of started user flows).

The average time from which the last requested object for a page has
been loaded into the client browser and the client requests another

page.
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Appendix E
Data Terms

Item

Description

Page Read Time P95 (sec)

Page Sequence Number
Page Views

Page Views Ended Flows
Page Views per Day
Page Views per Hour
Page Views per Session

Percentage of Aborted Flows

Percentage of Completed Flows

Percentage of Stopped Flows

Percentage of Success Flows

Poor Application Hits

Poor Calls

Poor Page Views

Poor Page Views (%)

Poor Page Views Ended Flows

Poor Page Views Ended Flows(%)

Poor Step Activities

Progress Off Completion

Progress from Previous Step

Progress per Step

Progress to Next

Progressed

Reply Content Size per Call (bytes)

ORACLE

The average time (in seconds) from which the last requested object
for a page has been loaded into the client browser and the client
requests another page with a percentile limit of 95% applied. This
removes extreme values at the highest end before taking the average
and therefore provides a more reliable indication.

The sequence number of a page view within a session.
The total number of page views.

The total number of page views during userflow activity.
The average number of page views per day.

The average number of page views per hour.

The average number of page views per session.

The percentage of flows that were ended prematurely through abort
condition that was met.

The percentage of flows that were successfully completed.

The percentage of flows that were ended prematurely through
session timeout.

The percentage of flows that were successfully completed.

The number of objects that had an end-to-end time of greater than
the specified poor threshold.

The number of service calls that had an end-to-end time of greater
than the specified service function call poor threshold.

The number of page views where the client had to wait longer than
the specified page-poor threshold for the page to load.

The percentage of page views where the client had to wait longer
than the specified page-poor threshold to load in the client browser.

The number of page views where the client had to wait longer than
the specified page-poor threshold for the page to load during
userflow activity.

The percentage of page views where the client had to wait longer
than the specified page-poor threshold to load in the client browser
during userflow activity.

The number of step activities that took longer than the specified
page-poor threshold to load in the client browser.

The difference between the number of completions and the average
number of transitions to a next step.

The number of times the end-user progressed from the previous step
to this step.

The number of transitions to a next step divided by the maximum
number of steps.

Skipping Current . The number of times the end-user progressed
from the previous step to a further step.

The number of transitions resulting from movement up or down the
user flow.

The average size (in bytes) of the response body for an object in a
service function call.
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Appendix E
Data Terms

Item

Description

Reply Content Size per Hit (bytes)
Reply Header Size per Call (bytes)

Reply Header Size per Hit (bytes)
Reply Size per Call (bytes)

Reply Size per Hit (bytes)

Request Content Size per Call (bytes)

Request Content Size per Hit (bytes)
Request Header Size per Call (bytes)

Request Header Size per Hit (bytes)
Request Size per Call (bytes)

Request Size per Hit (bytes)

Request Time per Call (ms)

Request Time per Hit (ms)

Returns from Next Step

Returns from Next

SLA Daily Result
SLA Daily Target (%)
SLA Down Time (min)
SLA Entity

SLA Failures (%)
SLA Friday

SLA Max Value

SLA Min Value

SLA Monday

SLA Monthly Result

SLA Monthly Target (%)
SLA Result

SLA Saturday

SLA Success (%)

ORACLE

The average size (in bytes) of the response body for an object.

The average size (in bytes) of the response header for an object in a
service function call.

The average size (in bytes) of the response header for an object.

The average size (in bytes) of the response header and body for an
object in a service function call.

The average size (in bytes) of the response header and body for an
object.

The average size (in bytes) of the request body for an object in a
service function call.

The average size (in bytes) of the request body for an object.

The average size (in bytes) of request header for an object in a
service function call.

The average size (in bytes) of request header for an object.

The average size (in bytes) for the request header and body for an
object in a service function call.

The average size (in bytes) for the request header and body for an
object.

The average response time (in milliseconds) for a service function
call.

The average time taken (in milliseconds) for an object.

The number of times the end-user returned from the next step to this
step.

Skipping Current . The number of times the end-user returned from
the next step to an earlier step.

The average daily value of an SLA.

The defined daily level of the SLA's service agreement.

The total downtime of an SLA (in minutes).

The SLA calculation period.

The percentage of SLA failure.

Indicates whether an SLA was successfully achieved for all Fridays.
The maximum target for the SLA.

The minimum target for the SLA.

Indicates whether an SLA was successfully achieved for all Mondays.

Indicates whether the SLA was successfully achieved on a monthly
basis.

The defined monthly level of the SLA's service agreement.

Indicates whether the SLA has been achieved for the selected
period.

Indicates whether an SLA was successfully achieved for all
Saturdays.

The percentage of SLA success for the selected period.
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Appendix E
Data Terms

Item Description

SLA Sunday Indicates whether an SLA was successfully achieved for all Sundays.

SLA Target (%) The defined level of the SLA's service agreement.

SLA Thursday Indicates whether an SLA was successfully achieved for all
Thursdays.

SLA Tuesday Indicates whether an SLA was successfully achieved for all

SLA Up Time (min)
SLA Wednesday

SLA Weekly Result

SLA Weekly Target (%)
SLA Yearly Result

SLA Yearly Target (%)
Server Abort Application Hits

Server Abort Application Hits (%)
Server Abort Calls

Server Abort Calls (%)

Server Abort Page Views

Server Abort Page Views (%)

Server Data (bytes)

Server Error Application Hits

Server Error Application Hits (%)

Server Error Calls

Server Error Calls (%)

Server Error Ended Flows(%)

ORACLE

Tuesdays.
The total time (in minutes) that the SLA has been up.

Indicates whether an SLA was successfully achieved for all
Wednesdays.

Indicates whether the SLA was successfully achieved on a weekly
basis.

The defined weekly level of the SLA's service agreement.

Indicates whether the SLA was successfully achieved on a yearly
basis.

The defined yearly level of the SLA's service agreement.

The number of times a server abort was determined during an object
request. This can arise for a number of reasons including the server
reset the connection, the server sent incorrect data, or the client
disappeared unexpectedly.

The percentage of objects for which a server abort was determined.

The number of times a server abort was determined during a service
function call. This can arise for a number of reasons including the
server reset the connection, the server sent incorrect data, or the
client disappeared unexpectedly.

The percentage of service function calls for which a server abort was
determined.

The number of times a server abort was determined upon page
display. This can arise for a number of reasons, including the server
reset the connection, the server sent incorrect data, or the client
disappeared unexpectedly.

The percentage of page views for which a server abort was
determined.

The number of bytes sent between the server and the client.

The number of objects for which a server error was determined.
Server errors are objects that result in the HTTP response code
500-599.

The percentage of objects for which a server error was determined.
Server errors are objects that result in the HTTP response code
500-599.

The number of times a server error was determined during a service
function call.

The percentage of service function calls for which a server error was
determined.

The percentage of page views for which a server error was
determined upon display during userflow activity.
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Item

Description

Server Error Page Views

Server Error Page Views (%)

Server Error Views (%)

Server Error on Step
Server Errors

Server Errors Ended Flows

Server Errors per Session

Server Packets
Server Time (%)

Server Time Ended Flows (ms)

Server Time per Call (ms)
Server Time per Call P95 (ms)
Server Time per Hit (ms)
Server Time per Page (ms)

Server Time per Page Ended Flows (ms)

Server Time per Page P95 (ms)

Server Timeout Application Hits

Server Timeout Application Hits (%)

Server Timeout Calls

Server Timeout Calls (%)

Server Timeout Page Views

ORACLE

The number of times a server error was determined upon page
display.

The percentage of page views for which a server error was
determined upon display.

The percentage of page views for which a service error was
determined.

The number of server errors (looking at step activities only.
Server errors are hits that result in an HTTP error code 500-599.

The number of times a server error was determined upon page
display during userflow activity.

The average number of server errors that were determined upon
page display during a session.

The number of packets sent between the server and the client.
The percentage of server time in the total end to end time.

The total server response time (in milliseconds) during userflow
activity.

The average server response time per service function call.
The average server response time per service function call.
The average server response time per hit.

The average server response time (in milliseconds) per page.

The average server response time (in milliseconds) per page during
userflow activity.

The average server response time (in milliseconds) per page with a
percentile limit of 95% applied. This removes extreme values at the
highest end before taking the average and therefore provides a more
reliable indication.

The number of objects for which a server timeout was determined. A
server time-out occurs when a server fails to reply to a client request.
That is no response or part thereof is ever sent.

The percentage of objects for which a server timeout was
determined. A server time-out occurs when a server fails to reply to a
client request. That is no response or part thereof is ever sent.

The number of server time-outs that were determined during a
service function call. A server time-out occurs when a server fails to
reply to a client request. That is no response or part thereof is ever
sent.

The number of server time-outs that were determined during a
service function call with a percentile limit of 95% applied. This
removes extreme values at the highest end before taking the average
and therefore provides a more reliable indication. A server time-out
occurs when a server fails to reply to a client request. That is no
response or part thereof is ever sent.

The number of page views for which a server timeout was
determined. A server time-out occurs when a server fails to reply to a
client request. That is no response or part thereof is ever sent.
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Item

Description

Server Timeout Page Views (%)

Session Duration (sec)
Session Load Time (sec)

Session Read Time (sec)

Session Time per Page (sec)

Sessions

Sessions on First Step
Sessions on Last Step
Sessions on Step
Sessions per Day

Size per Call (bytes)

Size per Hit (bytes)

Started User Flows
Static Application Hits per Page
Static Content Size per Hit (bytes)

Static Content Size per Page (bytes)

Static End to End Time per Page (ms)

Static Header Size per Page (bytes)

Static Network Time per Hit (ms)

Static Network Time per Page (ms)

Static Server Time per Hit (ms)

Static Server Time per Page (ms)

Static Size per Hit (bytes)
Static Size per Page (bytes)

ORACLE

The number of page views for which a server timeout was
determined with a percentile limit of 95% applied. This removes
extreme values at the highest end and therefore provides a more
reliable indication. A server time-out occurs when a server fails to
reply to a client request. That is no response or part thereof is ever
sent.

The average session duration (in seconds).
The average time (in seconds) spent loading pages per session.

The average time (in seconds) spent viewing pages per session. This
is the time taken between the page (and all its objects) being loaded
and the next page request. In other words the time available for the
visitor to read the page.

The average time (in seconds) spent on a page during a session.

Sessions are counted based on session cookies configured for a web
site and represent the number of visitors to that web site. A session is
considered terminated if the visitor has been inactive for longer than
the defined session idle time (by default, 60 minutes).

The number of sessions that show the first step in the user flow.
The number of sessions that show the last step in the user flow.
The number of sessions that show the selected user flow.

The average number of sessions per day.

The average size (in bytes) of the request and response for an object
in a service function call.

The average size (in bytes) of the request and response for an
object.

The number of started user flows.
The average number of static objects on a page.

The average size (in bytes) of a requested static object within the
body.

The average total size (in bytes) of all static objects within the header
of a page.

The average combined static network time and static server
response time for all objects within a displayed page.

The average total size (in bytes) of all static objects within the header
of a page.

The average time (in milliseconds) taken for a static object to reach
the client browser after reply from the server.

The average time (in milliseconds) taken for all static objects within a
page to reach the client browser after reply from the server.

The average server response time (in milliseconds) for a static object
within a page.

The average total server response time (in milliseconds) for all static
objects within a page.

The average size (in bytes) of a requested static object.

The average total size (in bytes) of all static objects within a page.
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Item

Description

Static Time per Hit (ms)
Static Time per Page (ms)
Stats Status Code

Step Changes

Step Number
Stopped User Flows

Success Application Hits
Success Percentage

Success Ratio

Test Dynamic Network Time (ms)
Test Dynamic Server Time (ms)
Test Load Time (sec)

Test Network Error Page Views (%)
Test Page Views

Test Read Time (sec)

Test Server Error Page Views (%)
Test Static Network Time (ms)
Test Static Server Time (ms)

Test Traffic Application Page View

Test Traffic Content Error Page Views (%)

Test Traffic User Violations

Test Traffic Violation Page Views

Test Traffic Web Site Error Page Views (%

Test Visit Time (sec)

ORACLE

The average end-to-end time (in milliseconds) for all dynamic
objects. That is the sum of their network and server response times.

The average end-to-end time (in milliseconds) for all static objects on
the page. That is the sum of their network and server response times.

Indicates the status of TCP traffic monitored during a snapshot. See
Appendix "Verifying Monitored Network Traffic".

Actions that brought the end-user one step further/back in the user
flow (including start and complete).

The number of the step within the user flow.
The number of user flows that ended due to session timeout.

The number of objects that were successfully loaded within the
defined satisfaction threshold.

Percentage of completed user flows within progressed user flows
(max 100%).

The user flow success ratio (calculated by dividing the number of
completed user flows by the number of progress transitions).

The time (in milliseconds) for all dynamic objects within service test
(beacon) traffic to be transferred over the network.

The server response time (in milliseconds) for service test (beacon)
traffic.

The time (in seconds) to load pages within service test (beacon)
traffic.

The percentage of page views within service test (beacon) traffic for
which a network error was determined.

The number of page views within service test (beacon) traffic.

The time (in seconds) within service test (beacon) traffic from the last
requested page object having been loaded by the client and the client
requesting another page.

The percentage of page views for which an error was determined
within service test (beacon) traffic.

The time (in milliseconds) for static objects within service test
(beacon) traffic to be transferred over the network.

The server response time (in milliseconds) for static objects within
service test (beacon) traffic.

The total number of poor page views.

The percentage of page views within service test (beacon) traffic for
which a content error was determined.

The total number of content notifications and client aborts detected
with service test (beacon) traffic.

The percentage of page views for which user and application
violations were detected within service test (beacon) traffic.

) The percentage of page views for which an error was determined
within service test (beacon) traffic.

The time (in seconds) for sessions within service test (beacon) traffic.
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Table E-1 (Cont.) Data Terms

Appendix E
Data Terms

Item

Description

The Number of Days

Throughput (KBps)

Time Spent per Flow (ms)

Total Active Time Spent in Flow (ms)
Total Browser Busy Time (ms)

Total Client Time (ms)

Total Content Error Percentage on Abort
Total Content Error Percentage on Cancel

Total Content Error Percentage on
Completed

Total Content Error Percentage on Stopped
User Flows

Total Content Error on Abort

Total Content Error on Cancel

Total Content Error on Completed

Total Content Error on Stopped User Flows
Total Dynamic Application Hits

Total Dynamic Content Size (bytes)

Total Dynamic Header Size (bytes)

Total Dynamic Network Time (ms)

Total Dynamic Server Time (ms)

Total Dynamic Size (bytes)
Total Dynamic Time (ms)
Total End to End Time (ms)

Total Error Percentage on Abort
Total Error Percentage on Cancel
Total Error Percentage on Completed

Total Error Percentage on Stopped User
Flows

Total Errors on Abort

Total Errors on Cancel

Total Errors on Completed

Total Errors on Stopped User Flows
Total Good Page Views on Abort
Total Good Page Views on Cancel
Total Good Page Views on Completed

Total Good Page Views on Stopped User
Flows

ORACLE

The number of days.

Total throughput on the server (in KB/sec).

The average time spent per flow.

Total active time in completed user flow.

The time taken (in milliseconds).

The total delay time (in milliseconds) due to activity at the client end.
Percentage of content errors on aborted user flows.

Percentage of content errors on stopped user flows.

Percentage of completed user flows that contained content errors.

The percentage of content errors seen on session timeout.

Total number of content errors on aborted user flows.

Total number of content error on stopped user flows.

Total number of content errors on completed user flows.

Total number of content errors seen at session timeout.

The total number of dynamic objects.

The total body size (in bytes) for all dynamic objects.

The total header size (in bytes) for all dynamic objects.

The total network time (in milliseconds) taken for all dynamic objects.

The total server response time (in milliseconds) taken for all dynamic
objects.

The total size (in bytes) for all dynamic objects.
The total time (in milliseconds) for all dynamic objects.

The total end-to-end time (in milliseconds). This includes both the
network transfer time and the server response time.

Percentage of all errors on aborted user flows.
Percentage of total errors on stopped user flows.
The percentage of errors on completed user flows.

Percentage of errors seen at session timeout.

Total number of errors on aborted user flows.

Total number of errors on stopped user flows.

Total number of errors on completed user flows.

Total number of errors seen at session timeout.

Total number of good page views on aborted user flows.
Total number of good page views on stopped user flows.
Total number of good page views on completed user flows.

Total number of good user flow page views at session timeout.
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Table E-1 (Cont.) Data Terms

Appendix E
Data Terms

Item

Description

Total Good Percentage on Abort
Total Good Percentage on Cancel
Total Good Percentage on Completed

Total Good Percentage on Stopped User
Flows

Total Header Size (bytes)
Total Idle Time Spent in Flow (ms)
Total Monetary Value

Total Monetary Value on Abort

Total Monetary Value on Complete

Total Monetary Value on Failure

Total Network Error Percentage on Abort
Total Network Error Percentage on Cancel

Total Network Error Percentage on
Completed

Total Network Error Percentage on Stopped
User Flows

Total Network Errors on Abort
Total Network Errors on Cancel
Total Network Errors on Completed

Total Network Errors on Stopped User
Flows

Total Network Time (ms)

Total Network Time on Abort
Total Network Time on Cancel
Total Network Time on Completed

Total Network Time on Stopped User Flows

Total OK Page View Percentage on Abort
Total OK Page View Percentage on Cancel

Total OK Page View Percentage on
Completed

Total OK Page View Percentage on
Stopped User Flows

Total OK Page Views on Abort
Total OK Page Views on Cancel
Total OK Page Views on Completed

Total OK Page Views on Stopped User
Flows

ORACLE

Percentage of good page views on aborted user flows.
Percentage of good page views on stopped user flows.
The percentage of good page views on completed user flows.

Percentage of good user flow page views at session timeout.

The header size (in bytes) of the page.
Total idle time in completed user flow.
The total monetary value.

The total monetary value that was lost due to end-users aborting the
user flow.

The total monetary value gained through completed user flows.

The total monetary value loss on the abortion or session timeout of
the user flow.

Percentage of network errors on aborted user flow.
Percentage of network errors on stopped user flows.

The percentage of network errors on completed user flows.
Percentage of network errors seen for user flows at session timeout.

Total number of network errors on aborted user flows.
Total number of network errors on stopped user flows.
Total number of network errors on completed user flows.

Total number of network errors at session timeout.

The total network transfer time (in milliseconds).

Total network time (in milliseconds) spent on aborted user flows.
Total network time spent on stopped user flows.

Total network time (in milliseconds) spent on completed user flows.

Total network time (in milliseconds) spent on user flows at session
timeout.

Percentage of OK page views on aborted user flows.
Percentage of OK page views within stopped user flow.

Percentage of OK page views on completed user flows.
Percentage of OK user flow page views on session timeout.

Total number of OK page views on aborted user flows.
Total number of OK page views within stopped user flows.
Total number of OK page views on completed user flows.

The number of OK user flow page views on session timeout.
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Table E-1 (Cont.) Data Terms

Appendix E
Data Terms

Item

Description

Total Object Size per Page (bytes)
Total Outside Time Spent in Flow (ms)

Total Page Load Time (sec)

Total Page Load Time on Abort
Total Page Load Time on Cancel
Total Page Load Time on Completed

Total Page Load Time on Stopped User
Flows

Total Page Read Time (sec)

Total Page Views on Abort

Total Page Views on Cancel

Total Page Views on Completed

Total Page Views on Ended User Flows
Total Page Views on Stopped User Flows
Total Poor Page Views on Abort

Total Poor Page Views on Cancel

Total Poor Page Views on Completed

Total Poor Page Views on Stopped User
Flows

Total Poor Percentage on Abort
Total Poor Percentage on Cancel
Total Poor Percentage on Completed

Total Poor Percentage on Stopped User
Flows

Total Reply Content Size (bytes)

Total Reply Header Size (bytes)

Total Reply Size (bytes)

Total Request Content Size (bytes)
Total Request Header Size (bytes)

Total Request Size (bytes)

Total Request Time (ms)

Total Server Error Percentage on Abort
Total Server Error Percentage on Cancel

Total Server Error Percentage on
Completed

Total Server Error Percentage on Stopped
User Flows

ORACLE

The average total size (in bytes) for all objects within a page view.
Total outside time in completed user flow.

The total time (in milliseconds) for all page views to be processed by
the client browser.

Total page-load time (in seconds) spent on aborted user flows.
Total page-load time (in seconds) spent on stopped user flows.
Total page load time (in seconds) spent on completed user flows.

Total page-load time (in seconds) for user flows at session timeout.

The total time (in seconds) from which the last requested object for a
page has been loaded into the client browser and the client requests
another page.

Total number of page views on aborted user flows.

Total number of page views on stopped user flows.

Total number of page views on completed user flows.
Total number of page views on ended user flows.

Total number of user flow page views at session timeout.
Total number of poor page views on aborted user flows.
Total number of poor page views on stopped user flows.
Total number of poor page views on completed user flows.

Total number of poor page views seen for user flows at session
timeout.

Percentage of poor page views on aborted user flows.
Percentage of poor page views on stopped user flows.
The percentage of poor page views on completed user flows.

Percentage of poor page views seen for user flows at session
timeout.

The total size (in bytes) of all response body parts.
The total size (in bytes) of all response header parts.
The total size (in bytes) of all replies.

The total size (in bytes) of all request body parts.
The total size (in bytes) of all request header parts.
The total size (in bytes) of all requests.

The total time (in milliseconds) for all requests.
Percentage of server errors on aborted user flows.
Percentage of server errors on stopped user flows.

The percentage of server errors on completed user flows.

Percentage of user flow server errors seen at session timeout.
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Table E-1 (Cont.) Data Terms

Appendix E
Data Terms

Item

Description

Total Server Errors on Abort

Total Server Errors on Cancel

Total Server Errors on Completed

Total Server Errors on Stopped User Flows
Total Server Time (ms)

Total Server Time on Abort

Total Server Time on Cancel

Total Server Time on Completed

Total Server Time on Stopped User Flows

Total Session Time (sec)

Total Static Application Hits
Total Static Content Size (bytes)
Total Static Header Size (bytes)
Total Static Network Time (ms)
Total Static Server Time (ms)
Total Static Size (bytes)

Total Static Time (ms)

Total Time Spent in Flow (ms)
Total Traffic (bytes)

Total Transfer Time (ms)

Total Web Site Error Percentage on Abort

Total Web Site Error Percentage on
Completed

Total Web Site Error Percentage on
Stopped User Flows

Total Web Site Errors on Abort

Total Web Site Errors on Completed

Total Web Site Error Percentage on Cancel
Total Web Site Errors on Cancel

Total Web Site Errors on Stopped User
Flows

Traffic per Day (bytes)
Traffic per Session (bytes)

Transaction Step Number

Transfer Time per Call (ms)

ORACLE

Total number of server errors seen on aborted user flows.

Total number of server errors on stopped user flows.

Total number of server errors on completed user flows.

Total number of user flow server errors seen at session timeout.
The total server response time (in milliseconds).

Total server time (in milliseconds) spent on aborted user flows.
Total server time (in milliseconds) spent on stopped user flows.
Total server time (in milliseconds) spend on completed user flows.

The total server time (in milliseconds) spent on user flows at session
timeout.

The total time (in seconds) of all sessions.

The total number of all static objects.

The total size (in bytes) of all static object body sections.

The total size (in bytes) of all static header sections.

The total network transfer time (in milliseconds) of all static objects.
The total server response time (in milliseconds) of all static objects.
The total size (in bytes) of all static objects.

The total network and server time (in milliseconds) for all static
object.

The total time spent in flow.
) The total size (in bytes) of all pages and their objects.

The total time (in milliseconds) taken to reach the client after reply
from the server.

Percentage of Web site errors on aborted user flows.

Percentage of Web site errors on completed user flows.

Percentage of user flow Web site errors on session timeout.

Total number of Web site errors on aborted user flows.
Total number of Web site errors on completed user flows.
Percentage of Web site errors within stopped user flows.
Total number of Web site errors within stopped user flows.

Total number of user flow Web site errors on session timeout.

The average daily size (in bytes) of all pages and their objects.

The average total size (in bytes) of all pages and their objects during
the session.

The sequence of a step within a user flow.

The average time (in milliseconds) taken for a service function call to
reach the client after reply from the server.
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Table E-1 (Cont.) Data Terms

Appendix E
Data Terms

Item

Description

Transfer Time per Hit (ms)

Transitions

Transitions to Next Step

Transitions to Previous Step

User Dynamic Network Time (ms)

User Dynamic Server Time (ms)

User Flow Completion (%)

User Flow Load Time (sec)

User Flow Network Time (ms)

User Flow Page Views

User Flow Read Time (sec)

User Flow Server Time (ms)

User Flow Visit Time (sec)

User Flows Ended

User Flows Failed

User Flows Inactive

User Flows Success

User Load Time (sec)

User Network Error Page Views (%)

User Page Views

User Read Time (sec)

User Server Error Page Views (%)

User Static Network Time (ms)

User Static Server Time (ms)

User Traffic Application Violation Page

View

ORACLE

The average time (in milliseconds) taken for an object to reach the
client browser after reply from the server.

Actions that brought the end user one step further/back in the user
flow (including start and complete).

The number of transitions to the next user flow step (including start
and complete).

The number 