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s Related Documents
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Oracle Financial Services Capital Adequacy Pack Installation and Configuration Guide
is intended for administrators, and implementation consultants who are responsible
for installing and maintaining the application pack components.

Prerequisites for the Audience

Following are the expected preparations from the administrator before starting the
actual installation:

The document assumes that you have experience in installing Enterprise components
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s UNIX Commands
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s Web Server/ Web Application Server
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Abbreviations
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About OFSAA and OFSAA Application Packs

This chapter includes the following topics:
= About Oracle Financial Services Analytical Applications (OFSAA)

= About Oracle Financial Services Analytical Applications (OFSAA) Application
Packs

= About Oracle Financial Services Capital Adequacy Pack
= About Oracle Financial Services Analytical Applications Infrastructure (OFS AAI)

About Oracle Financial Services Analytical Applications (OFSAA)

In today's turbulent markets, financial institutions require a better understanding of
their risk-return, while strengthening competitive advantage and enhancing long-term
customer value. Oracle Financial Services Analytical Applications (OFSAA) enable
financial institutions to measure and meet risk adjusted performance objectives,
cultivate a risk management culture through transparency, lower the costs of
compliance and regulation, and improve insight into customer behavior.

OFSAA uses industry-leading analytical methods, shared data model and applications
architecture to enable integrated risk management, performance management,
customer insight, and compliance management. OFSAA actively incorporates risk into
decision making, enables to achieve a consistent view of performance, promote a
transparent risk management culture, and provide pervasive intelligence.

Oracle Financial Services Analytical Applications delivers a comprehensive, integrated
suite of financial services analytical applications for both banking and insurance
domain.

About Oracle Financial Services Analytical Applications (OFSAA)
Application Packs

The following figure depicts the various application packs that are available across the
OFSAA Banking and Insurance domains:

About OFSAA and OFSAA Application Packs 1-1



About Oracle Financial Services Capital Adequacy Pack

Figure 1-1 OFSAA Application Packs
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About Oracle Financial Services Capital Adequacy Pack
OFS CAP 8.0.0.0.0 Pack includes the following applications:

Oracle Financial Services Basel Regulatory Capital Basic: The application
encompasses Credit, Market, and Operational Risks and provides a detailed
breakup of the Capital Requirements across Tier 1, 2 and 3. The application
supports the computation of Capital Adequacy Ratio (CAR) as per the guidelines
laid out in the BIS (Basel I, Basel II, and Basel III), India, USA, Islamic Banking,
Brazilian, and CBRC jurisdictions.

1-2 OFS CAP Installation and Configuration Guide



About Oracle Financial Services Analytical Applications Infrastructure (OFS AAl)

s Oracle Financial Services Basel Regulatory Capital Internal Ratings Based
Approach: This application is based on the approaches supported by the OFS
Basel Regulatory Capital Basic Application as well as the advanced approaches for
BIS, USA, and CBRC Jurisdictions.

= Oracle Financial Services Basel Regulatory Capital Analytics: This application
allows institutions to capitalize on their Basel II compliance investments by
providing extensive dashboards that enable efficient and timely Pillar I analysis
and Pillar 3 disclosures, regulatory reporting and provide a complete platform for
strategic decision-making across the institution.

s Oracle Financial Services Economic Capital Advanced:This application provides
integrated risk and capital management solution with built-in statistical modeling
features for advanced risk analytics and decision support systems.

= Oracle Financial Services Operational Risk Economic Capital: This application
provides pre-configured models based on actuarial methods that enable
institutions to calculate capital for operational risk. This is achieved through the
computation of the risk measures such as Operational Risk VaR and Conditional
VaR.

s Oracle Financial Services Retail Portfolio Risk Models and Pooling: This
application, which is a part of the Oracle Financial Services Enterprise Risk
Management suite of advanced risk analytical applications, provides a pre-built,
scalable and easily deployable method for retail pooling and loss measure
estimation.

About Oracle Financial Services Analytical Applications Infrastructure

(OFS AAl)

Oracle Financial Services Analytical Applications Infrastructure (OFS AAI) powers the
Oracle Financial Services Analytical Applications family of products to perform the
processing, categorizing, selection and manipulation of data and information needed
to analyze, understand and report on specific performance, risk, compliance and
customer insight issues by providing a strong foundation for the entire family of
Oracle Financial Services Analytical Applications across the domains of Risk,
Performance, Compliance and Customer Insight.

Components of OFSAAI

The OFSAA Infrastructure is comprised of a set of frameworks that operates on and
with the Oracle Financial Services Analytical Applications Data Model and form the
array of components within the Infrastructure.

The OFSAA Infrastructure components/ frameworks are installed in two layers;
primarily the metadata server and Infrastructure services run on one layer, and the Ul
and presentation logic runs on the other. The Ul and presentation layer is deployed on
any of the supported J2EE Servers.

The following figure depicts the various frameworks and capabilities that make up the
OFSAA Infrastructure:

About OFSAA and OFSAA Application Packs 1-3



About Oracle Financial Services Analytical Applications Infrastructure (OFS AAI)

Figure 1-2 Components of OFSAAI
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OFSAA Infrastructure High Availability

The current release of the OFSAA Infrastructure supports only "Single Instance"

installation for the Infrastructure components. However, the High Availability (HA)

for the Database Server and/ or the Web Application Server clustering and

deployment are supported in this release.This release supports Active-Passive model

of implementation for OFSAAI components. For more information, refer
Configuration for High Availability- Best Practices Guide.
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2

Understanding OFS CAP Pack Installation

This chapter includes the following topics:
» Installation Overview

= Deployment Topology

s Hardware and Software Requirements
s Verifying System Environment

s Understanding the Installation Modes

Installation Overview

This section gives an overview of the OFS CAP Pack Installation. Figure 2-1 shows the
order of procedures you will need to follow:

Understanding OFS CAP Pack Installation 2-5



Installation Overview

Figure 2-1 Installation Overview

Installation Workflow

' Start I

Verify System Environment ]

Obtain the Software }
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' Verify Installation ]
v

' Done ,

Table 2-1 provides additional information and links to specific documentation for each
task in the flowchart.

Table 2-1 OFSAA Application Pack Installation Tasks and Descriptions

Tasks Details and Documentation

Verify Systems Environment To verify that your system meets the minimum necessary
requirements for installing and hosting the OFSAA Application
Pack, see Verifying System Environment.

Obtain the software To access and download the OFSAA Application Pack, see
Obtaining the Software.

Configure and Execute the  For instructions on creating the database schemas, see
Schema Creator Utility Configuring and Executing the Schema Creator Utility.

Install OFS CAP Pack For instructions on Installing OFS CAP Application Pack, see
Installing the OFS CAP Application Pack.
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Table 2-1 OFSAA Application Pack Installation Tasks and Descriptions

Tasks Details and Documentation

Configure OFS CAP Pack For instructions on configuring OFS CAP Application Pack, see
Post Installation Configuration.

Deployment Topology

The following figure depicts the logical architecture implemented for OFS CAP
Application Pack.

Figure 2-2 Deployment Topology
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Hardware and Software Requirements

This section describes the various Operating Systems, Database, Web Server, and Web
Application Server versions, and other variant details on which this release of the OFS
CAP Application Pack has been qualified.

Note:

OFS CAP Application Pack installation can be performed on both Virtual and
Physical servers.

The following tables show the minimum hardware and software requirements for
installing OFS CAP Application Pack:
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Configurations supported for Java 7

Table 2-2  Configurations Supported for Java 7

Operating System

Oracle Linux / Red Hat = Oracle Linux Server release 5.3 up to 5.10 - 64 bit
Enterprise Linux (x86-64)

Oracle Linux Server release 6.0 and above - 64 bit

Note: Same versions of RHEL is supported

Oracle Solaris(SPARC)/ = Oracle Solaris v5.10 Update 11 and above - 64 bit

Solaris x86 = Oracle Solaris v5.11 update 1 and above - 64 bit
IBM AIX (POWERPC) s AIX6.1(TL 09 and above) - 64 bit

Shell »  KORN Shell (KSH)

Note :

If the OS is IBM AIX 6.1 and the file size limit for the AIX user on the target server is too
small, configure the size parameter setting for "Large File Support". Follow these steps:

Change the file size limit for the user that initiates the transfer on the AIX system. To
change the file size limit for a particular user, add or edit the fsize attribute for the user in
the /etc/security /limits file on the AIX system. Change the file size limit to unlimited
(fsize = -1) or to a size equal to the size of the file being transferred. This may require an
restart of the AIX server to pick up the new configuration. For more information refer
IBM Support.

If the operating system is RHEL, install the package Isb_release using one of the following
commands by logging in as root user:

s yuminstall redhat-|sh-core

yuminstall redhat-I|sb

Java Runtime Environment

Oracle Solaris

Oracle Linux / Red Hat s Oracle Java Runtime Environment (JRE) 1.7.x - 64 bit
Enterprise Linux

IBM AIX = IBM AIX Runtime, Java Technology JRE 1.7.x - 64 bit

Oracle Database Server and Client

Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.3.0 +) - 64 bit RAC/
Non-RAC with/ without partitioning option

Oracle Database Server Enterprise Edition 12¢ Release 1 (12.1.0.1.0 +)- 64 bit RAC/
Non-RAC with/ without partitioning option

Oracle Client 11g Release 2 (11.2.0.3.0+) - 64 bit

Oracle Client 12c Release 1 (12.1.0.1.0+) - 64 bit

Oracle 11g Release 2 (11.2.0.3+) JDBC driver (Oracle thin driver)
Oracle 12C Release 1 (12.1.0.1+) JDBC driver (Oracle thin driver)
Oracle Distribution of R version 2.15.1, 2.15.2 or 2.15.3.(Optional)
Oracle R Enterprise (Server) version 1.4. (Optional)

Oracle R Enterprise 1.4 requires Oracle Database Enterprise Edition
11.2.0.3/1.2.0.4/12.1.0.1
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Table 2-2 (Cont.) Configurations Supported for Java 7

Note:

Ensure that the following patches are applied:
s Oracle Server 12¢, v12.1.0.1 - 17082699

m  Oracle Server 12¢, v12.1.0.2 - 20698050

= Also for latest information, refer http://support.oracle.com/, 12.1.0.2 Bundle Patches for
Engineered Systems and DB In-Memory - List of Fixes in each Bundle (Doc ID 1937782.1).

OLAP

Oracle Hyperion Essbase = V11.1.2.1+ (Server and Client) with Oracle 11g Database
s V11.1.2.3+ (Server and Client) with Oracle 12c Database
Oracle OLAP =V 11.2.0.3+ with Oracle 11g Database
=  V12.1.0.1+ with Oracle 12¢ Database

Note:

s Oracle Hyperion Essbase & Oracle OLAP is required only if you are using the OLAP
feature of OFSAAL For Oracle OLAP, ensure that you have configured the Oracle
Database server with OLAP option.

Web Server/ Web Application Server

Oracle Linux / Red Hat Oracle HTTP Server 11.1.1.1/ Apache HTTP Server 2.2.x/ IBM
Enterprise Linux/ IBM AIX |HTTP Server
Oracle Solaris s Oracle WebLogic Server 12.1.2+ (64 bit)

= IBM WebSphere Application Server 8.5+ with bundled IBM
Java Runtime (64 bit)

= Apache Tomcat 8.0.x (64 bit)

Note:

s OFSAA Infrastructure web component deployment on Oracle WebLogic Server with
Oracle JRockit is not supported.

Desktop Requirements

Operating System MS Windows 7/ Windows 8/ Windows 8.1
Browser = MS Internet Explorer 9, 10(Compatibility Mode), and 11
(Compatibility Mode)

Oracle Java plug-in 1.7.0+* (64- bit)

Turn off Pop-up blocker settings. For more information, refer
Internet Explorer Settings

Office Tools s MS Office 2007/2010/2013
s Adobe Acrobat Reader 8 or above
Screen Resolution 1024*768 or 1280*1024

Other Software

Directory Services OFSAALl is qualified on both OPEN LDAP 2.2.29+ and Oracle
Internet Directory v 11.1.1.3.0. However, it can be integrated
with other directory services software like MS Active Directory.

Note:

= Configuration of Directory services software for OFSAAI installation is optional. For
more information on configuration, see Infrastructure LDAP Configuration.

= Open LDAP needs to be installed on MS Windows Server machine only.
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Configurations supported for Java 8

Table 2-3  Configurations Supported for Java 8

Operating System

Oracle Linux / Red Hat = Oracle Linux Server release 5.3 up to 5.10 - 64 bit
Enterprise Linux (x86-64)

Oracle Linux Server release 6.0 and above - 64 bit

Note: Same versions of RHEL is supported

Oracle Solaris(SPARC)/ = Oracle Solaris v5.10 Update 11 and above - 64 bit

Solaris x86 = Oracle Solaris v5.11 update 1 and above - 64 bit
IBM AIX (POWERPC) »  AIX 6.1 (TL 09 and above) - 64 bit

Shell »  KORN Shell (KSH)

Note :

If the OS is IBM AIX 6.1 and the file size limit for the AIX user on the target server is too
small, configure the size parameter setting for "Large File Support". Follow these steps:

Change the file size limit for the user that initiates the transfer on the AIX system. To
change the file size limit for a particular user, add or edit the fsize attribute for the user in
the /etc/security /limits file on the AIX system. Change the file size limit to unlimited
(fsize = -1) or to a size equal to the size of the file being transferred. This may require an
restart of the AIX server to pick up the new configuration. For more information refer
IBM Support.

If the operating system is RHEL, install the package Isb_release using one of the following
commands by logging in as root user:

= yuminstall redhat-Ish-core

yuminstall redhat-|sb

Java Runtime Environment

Oracle Solaris

Oracle Linux / Red Hat s Oracle Java Runtime Environment (JRE) 1.8.x - 64 bit
Enterprise Linux

IBM AIX = IBM AIX Runtime, Java Technology JRE 1.8.x - 64 bit

Oracle Database Server and Client

Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.3.0 +) - 64 bit RAC/
Non-RAC with/ without partitioning option.

Oracle Database Server Enterprise Edition 12c Release 1 (12.1.0.1.0 +)- 64 bit RAC/
Non-RAC with/ without partitioning option.

Oracle Client 11g Release 2 (11.2.0.3.0+) - 64 bit

Oracle Client 12c Release 1 (12.1.0.1.0+) - 64 bit

Oracle 11g Release 2 (11.2.0.3+) JDBC driver (Oracle thin driver)
Oracle 12C Release 1 (12.1.0.1+) JDBC driver (Oracle thin driver)
Oracle Distribution of R version 2.15.1, 2.15.2 or 2.15.3.(Optional)
Oracle R Enterprise (Server) version 1.4. (Optional)

Oracle R Enterprise 1.4 requires Oracle Database Enterprise Edition
11.2.0.3/11.2.0.4/12.1.0.1
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Table 2-3 (Cont.) Configurations Supported for Java 8

Note:

Ensure that the following patches are applied:
s Oracle Server 12¢, v12.1.0.1 - 17082699

m  Oracle Server 12¢, v12.1.0.2 - 20698050

= Also for latest information, refer http:/ /support.oracle.com/ , 12.1.0.2 Bundle Patches for
Engineered Systems and DB In-Memory - List of Fixes in each Bundle (Doc ID 1937782.1).

OLAP

Oracle Hyperion Essbase = V11.1.2.1+ (Server and Client) with Oracle 11g Database
s V11.1.2.3+ (Server and Client) with Oracle 12c Database
Oracle OLAP =V 11.2.0.3+ with Oracle 11g Database
=  V12.1.0.1+ with Oracle 12¢ Database

Note:

s Oracle Hyperion Essbase & Oracle OLAP is required only if you are using the OLAP
feature of OFSAAL For Oracle OLAP, ensure that you have configured the Oracle
Database server with OLAP option.

Web Server/ Web Application Server

Oracle Linux / Red Hat Oracle HTTP Server 11.1.1.1/ Apache HTTP Server 2.2.x/ IBM
Enterprise Linux / IBM HTTP Server
AIX

s Oracle WebLogic Server 12.1.3+ (64 bit)

= Apache Tomcat 8.0.x (64 bit)

Note:

IBM WebSphere 8.5.x (Full Profile) on Java 8 is not available.

Oracle Solaris

Note:

s OFSAA Infrastructure web component deployment on Oracle WebLogic Server with
Oracle JRockit is not supported.

= For deployment on Oracle WebLogic Server 12.1.3+ (64 bit) with Java 8, download and
install patch 18729264 from http:/ /support.oracle.com/.

Desktop Requirements

Operating System MS Windows 7/ Windows 8/ Windows 8.1
Browser = MS Internet Explorer 9, 10(Compatibility Mode), and 11
(Compatibility Mode)

Oracle Java plug-in 1.7.0+* (64- bit)

Turn off Pop-up blocker settings. For more information, refer
Internet Explorer Settings.

Office Tools s MS Office 2007/2010/2013
s Adobe Acrobat Reader 8 or above
Screen Resolution 1024*768 or 1280*1024

Other Software

Directory Services OFSAALl is qualified on both OPEN LDAP 2.2.29+ and Oracle
Internet Directory v 11.1.1.3.0. However, it can be integrated
with other directory services software like MS Active Directory.
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Verifying System Environment

Table 2-3 (Cont.) Configurations Supported for Java 8

Note:

= Configuration of Directory services software for OFSAAI installation is optional. For
more information on configuration, see Infrastructure LDAP Configuration.

= Open LDAP needs to be installed on MS Windows Server machine only.

Note: To upgrade an existing OFSAA 8.0.x Java 7 instance to Java §,
refer Appendix P.

OFS CAP Application Pack recommends the following software combinations for
deployment:

Table 2-4 Recommended Software Combinations

Web Application
Operating System | Database Server Web Server
Oracle Linux 5.3 up | Oracle Database Oracle WebLogic Server | Oracle HTTP Server/
to 5.10/ 6.0 and /Apache Tomcat Server | Apache HTTP Server
above
Oracle Solaris 5.10/ | Oracle Database Oracle WebLogic Server | Oracle HTTP Server/
511 /Apache Tomcat Server | Apache HTTP Server
IBM AIX 6.1 Oracle Database IBM WebSphere IBM HTTP Server/
Application Server Apache HTTP Server
/ Apache Tomcat Server

Verifying System Environment

To verify your system environment meets the minimum requirements for the
installation, a Pre-Install Check utility is available within the Install Kit archive file.
This utility can also be obtained separately by contacting Oracle Support.

Though the system environment verification is an integral and automated part of the
installation of this software product, Oracle strongly recommends running this utility
prior to beginning the installation as part of your organization's "Installation
Readiness Verification Process".

Note: For more details on download and usage of this utility, see
Oracle Financial Services Analytical Applications Infrastructure
Environment Check Utility Guide given in the Related Documents
section.

Understanding the Installation Modes
The following modes of installation are available for the OFS CAP Applications Pack.

s  GUIMode
s SILENT Mode
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GUI Mode
This mode launches the product installation in a Graphical User Interface (GUI)
Mode. Users need to enter the required information on various panels within the Ul in
a user interaction format at various stages.
Note: For more information on configuration required for GUI
Mode installation, refer Configuration for GUI Mode Installation.
SILENT Mode

This mode mandates updating the installation configuration files with required details
and performs installation in a "Silent" non user interactive format.
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Preparing for Installation

This chapter provides necessary information to review before installing the OFS CAP
v8.0.0.0.0. This chapter includes the following topics:

= Installer and Installation Prerequisites
= Obtaining the Software

s Common Installation Tasks

Installer and Installation Prerequisites

Table 3-1 mentions the list of prerequisites required before beginning the installation
for OFS CAP application. The Installer/ Environment Check Utility notifies you if any
requirements are not met.
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Table 3-1 Prerequisite Information

Category Sub-Category Expected Value
Environment Java Settings = PATH in .profile to be set to include the Java
Settings Runtime Environment absolute path. The path

should include java version (java 7 or java 8)
based on the configuration.

Note:

= Ensure the absolute path to JRE/bin is set at
the beginning of PATH variable.

= For example,
PATH=/usr/java/jrel.7 /bin:30ORACLE_
HOME /bin:$PATH

s Ensure no SYMBOLIC links to JAVA
installation is being set in the PATH variable.

Oracle Database = TNS_ADMIN to be set in .pr of i | e pointing to
Settings appropriate t nsnames. ora file

=  ORACLE_HOME tobesetin. profile
pointing to appropriate Oracle Client
installation

= PATHin.profile tobe setto include
appropriate SORACLE_HOMVE/ bi n path

= Ensure to add an entry (with SID/ SERVICE
NAME) in the tnsnames.ora file on the OFSAA

server.
Oracle Essbase s  ARBORPATH, ESSBASEPATH, and
Settings HYPERION_HOME to be set in the .profile

pointing to an appropriate Oracle Essbase
Client installation.

Note:

These settings are required only if you want to use
Oracle Hyperion Essbase OLAP features.
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Table 3-1 (Cont.) Prerequisite Information

Category Sub-Category Expected Value
OS/ File System File Descriptor = Greater than 15000
Settings Settings
Total Number of s Greater than 4096
Process Settings
Port Settings = Default port numbers to be enabled on the
system are 6500, 6501, 6505, 6507, 6509, 6510,
6666, 9999, and 10101.
.profile = User to have 755 permission on the .profile file.
permissions
Installation = A directory where the installation files will be
Directory installed.
= Set 755 permission on this directory.
s This directory needs to be set as FIC_HOME.
Staging Area/ = Adirectory to hold the application metadata
Metadata artifacts and additionally act as staging area for
Repository flat files.
s The directory should exist on the same system
as the OFSAA Installation. This directory can
be configured on different mount or under a
different user profile.
= Set 777 permission on this directory.
Download = A directory where the product installer files
Directory will be downloaded/ copied.
= Set 755 permission on this directory.
OS Locale s Linux: en_US.utf8
s AIX: EN_US.UTF-8
s Solaris: en_US.UTF-8
To check the locale installed, execute the following
command:
locale -a | grep -i 'en_US.utf'
Database Settings |Database Instance (s« NLS_CHARACTERSET to be AL32UTF8
Settings = NLS_LENGTH_SEMANTICS to be BYTE
= OPEN CURSORS limit to be greater than 1000
Web Application ~ |WebSphere/ = Web Application Server should be installed and
Server WebLogic/ profile/domain created.
Tomcat

You will be prompted to enter the WebSphere
Profile path or WebLogic Domain path or
Tomcat Deployment path during OFSAAI
installation.

Note:

Refer Configuring Web Server section for
WebSphere Profile Creation and WebLogic
Domain Creation.

For deployment on Oracle WebLogic Server
12.1.3+ (64 bit) with Java 8, download and
install patch 18729264 from

http:/ /support.oracle.com/.
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Obtaining the Software

Table 3-1 (Cont.) Prerequisite Information

Category Sub-Category Expected Value
Web Server Apache HTTP This is an optional requirement. HTTP Server

Server/ Oracle Installation to be present. You will be required to

HTTP Server/ enter the Web Server IP/Hostname and Port details

IBM HTTP Server during installation.

Note: Refer Configuring Web Server section for Web
Server installation.
Others Oracle R/ Oracle | This is an optional requirement.

R Enterprise = Refer to section Installation of Oracle R
distribution and Oracle R Enterprise (ORE) for
more details.

OFSAA = For installation on Java 8, login to

https:/ /support.oracle.com/ and search for
21160684 under the Patches & Updates tab.

This is applicable only when you have installed
OFSAAI pack version 8.0.0.0.0 . This is not
required for version 8.0.0.1.0.

= For installation of this release on an existing
OFSAA instance where the underlying OFSAA
Infrastructure (OFS AAI) version is upgraded
to version 8.0.1.0.0, login to
https:/ /support.oracle.com/ and search for
21133780 under the Patches & Updates tab.

= For installation of this release on an existing
OFSAA instance where the underlying OFSAA
Infrastructure (OFS AAI) version is upgraded
to version 8.0.2.0.0, login to
https:/ /support.oracle.com/ and search for
21657319 under the Patches and Updates tab.

Note: Ensure that the tablespace(s) used for the database user(s) is set
to AUTOEXTEND ON.

Obtaining the Software

This release of OFS CAP Application Pack v8.0.0.0.0 can be downloaded from the
Oracle Software Delivery Cloud (htt ps: // edel i very. or acl e. com). You need to have a
valid Oracle account in order to download the software.

Common Installation Tasks

The following are the common pre-installation activities that you need to carry out
before installing the OFS CAP application pack.

This section includes the following topics:

s Configuration for GUI Mode Installation

s Identifying the Installation, Download, and Metadata Repository Directories
= Download and Copy the OFS CAP Applications Pack Installer

»  Copying and Extracting the Software

3-18 OFS CAP Installation and Configuration Guide


https://edelivery.oracle.com
https://support.oracle.com/ 
https://support.oracle.com/ 
https://support.oracle.com/ 

Common Installation Tasks

Setting Up the Web Application Server
Installation of Oracle R distribution and Oracle R Enterprise (ORE)

Configuration for GUI Mode Installation

To install OFS CAP Application Pack in GUI mode, you need to ensure the below
software and configurations are available:

Install and configure any PC X Server software such as Open Text Exceed
(formerly Hummingbird Exceed) on the user desktop system from which the
installation is triggered.

Configure the DISPLAY variable.

Ensure to set the DISPLAY variable on the system on which the OFSAA will be
installed, to point to the user desktop system where the PC X Server software has
been installed.

Syntax:
export DI SPLAY=host name: n. nl

where hostname is the | P Address/ Host Nane of the user desktop system
and n is the sequence nunber (usually 0).

For exanple, 10.11.12.13:0.0 or nyhostnane: 0.0

Identifying the Installation, Download, and Metadata Repository Directories

To install any of the OFSAA Application Packs, the following folders/ directories are
required to be created.

OFSAA Download Directory (Optional): Create a download directory and copy
the OFSAA Application Pack Installer File (Archive). This is the directory where
the downloaded installer/ patches can be copied.

OFSAA Installation Directory (Mandatory): Create an installation directory. This
is the directory where the installer installs or copies the product files. FIC_HOME
variable to be set in the .profile pointing to this OFSAA Installation Directory.

OFSAA Staging/Metadata Directory (Mandatory): Create a Staging/ Metadata
Repository Directory. This is the directory where you should copy data loading
files, save data extracts and so on. Additionally, this folder also maintains the
OFSAA metadata artifacts. This is commonly referred as "FTPSHARE".

Note:

= Ensure the user permission is set to 755 on the installation
directory.

= Ensure the user permission is set to 777 on the Staging Directory.

Download and Copy the OFS CAP Applications Pack Installer
To download and copy the OFS CAP Applications Pack Installer, follow these steps:

To download the OFS CAP Applications Pack, you need to login to the Oracle
Software Delivery Cloud (https:/ /edelivery.oracle.com) . You need to have a valid
Oracle account in order to download the software.
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s Copy the downloaded installer archive to the Download Directory (in Binary
Mode) on the setup identified for OFS CAP installation.

Copying and Extracting the Software

Once you obtain the installer, copy the installer (in BINARY mode) to the system on
which the OFSAA Infrastructure components will be installed.

Note: :  You must be logged in to the UNIX operating system as a
non-root user.

1. Download the unzip utility (OS specific) unzip_<os>.Z and copy it in Binary mode
to the directory that is included in your PATH variable. If you already have the
unzip utility to extract the contents of the downloaded archive, skip to the next
step.

2. Uncompress the unzip installer file using the command:

unconpress unzi p_<os>.Z

Note: In case you notice an error message "uncompress: not found
[No such file or directory]" when the package is not installed, contact
your UNIX administrator.

3. Give EXECUTE permission to the file using the command:
chnmod 751 unzi p_<0S>
For example, chnod 751 unzi p_sparc

4. Extract the contents of the OFS CAP Application Pack 8.0.0.0.0 in Download
Directory installer archive file using the following command:

unzip OFS_CAP_PACK. zip

5. Give below permission to the installer folder. Navigate to the Download Directory
and execute the command:

chmod -R 755 OFS_CAP_PACK

Setting Up the Web Application Server

For setting up the environment based on your selected Web Application Server, refer
to Configuring Web Server for more information.

Installation of Oracle R distribution and Oracle R Enterprise (ORE)

This is an optional step and required only if you intend to use Oracle R scripting in the
Oracle Financial Services Enterprise Modeling Application. Follow these steps:

Install Oracle R Distribution and Oracle R Enterprise (Server Components) on the
Oracle Database server. See Oracle® R Enterprise Installation and Administration
Guide for Windows, Linux, Solaris and AIX, Release 1.4 at Oracle R Enterprise
Documentation Library.

= Oracle R Distribution versions supported- Oracle Distribution of R version
3.0.1.
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ORE version supported- Oracle R Enterprise (Server) version 1.4.

Note: Oracle R Enterprise 1.4 requires Oracle Database Enterprise
Edition 11.2.0.3/ 11.2.0.4/ 12.1.0.1.

Note: If you are using ORE 1.4.1 and Oracle R 3.1.1 with Oracle
Financial Services Enterprise Modeling, you need to set the session
timezone in 'R_HOME/etc/Rprofile.site’ file on the database server,
where R_HOME is the home directory of the R instance on which ORE
server packages are installed. Alternatively, you may set session
timezone in scripts registered within OFS EM by using the
'Sys.env(TZ=<time zone>)" R function.
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Installing the OFS CAP Application Pack

Follow the instructions in this chapter to install the OFS CAP pack depending on the
mode of installation.

This chapter includes the following sections:

= Schema Creator Utility

= Configuring and Executing the Schema Creator Utility
= Installing the OFS CAP Application Pack

Schema Creator Utility

Creating database users/schemas is one of the primary steps in the complete OFSAA
installation. This release of OFSAA provides a utility to quickly get started with the
OFSAA 8.0 installation by allowing easier and faster creation of database User(s)/
Schema(s), assign the necessary GRANT(s), and so on. Additionally, it also creates the
required entities in these schemas.

This section includes the following topics:
s About Schema Creator Utility
= Execution Modes in Schema Creator Utility

= Execution Options in Schema Creator Utility

About Schema Creator Utility

The schema creator utility should be configured and executed mandatorily every time
prior to installation of any OFSAA Application Pack.

The following are the types of schemas that can be configured in the OFSAA:

s CONFIG - Denotes the unique OFSAA setup configuration schema. It contains
entities and other objects required for OFSAA setup information.

Note: There can be only one CONFIG schema per OFSAA instance.

s ATOMIC - Denotes the schema that contains the data model entities. One
ATOMIC schema is attached to one Information Domain.

Note::  There can be multiple ATOMIC schemas per OFSAA Instance.
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s SANDBOX - Denotes the schema that contains the data for all Sandbox
executions. One SANDBOX schema is attached to one Sandbox Information
Domain.

Note:: There can be multiple SANDBOX schemas per OFSAA
Instance.

Execution Modes in Schema Creator Utility

Schema creator utility supports the following two modes of execution:

= Online Mode: In this mode, the utility connects to the database and executes the
DDLs for User, Objects, and Grants. If you have the SYSDBA privileges you can
execute the Schema Creator Utility in Online mode and thereby create the Users,
Objects, and Grants during the execution process.

Note: To execute the utility in Online mode, you need to connect as
"<User> AS SYSDBA"

= Offline Mode: In this mode, the utility generates a SQL script with all the
required DDLs for User, Objects and Grants. This script needs to be executed by
the DBA on the appropriate database identified for OFSAA usage. If you do not
have the SYSDBA privileges, you can execute the Schema Creator Utility in Offline
mode and generate the script file that contains the Schemas, Objects, and Grants
information. Subsequently, a SYSDBA user should execute the script file manually.

Note: :

1. To execute the utility in Offline mode, you need to connect as any user
with the following grants (alternatively, you can also connect as a user
with SYSDBA privileges):

s SELECT ON DBA_ROLES

» SELECT ON DBA_USERS

= SELECT ON DBA_DIRECTORIES
» SELECT ON DBA_TABLESPACES
» CREATE SESSION

2. If there are any errors during the script execution, reconfigure the OFS_
CAP_ADQ SCHEMA | N. XM. file and execute the utility. This regenerates the
scripts with corrected information.

For more information, refer Configuring OFS_CAP_ADQ_SCHEMA _
IN.XML file.

3. Do not modify the CAP_ADQ SCHEMA QUT. XM. file generated after the
execution of this utility.

Execution Options in Schema Creator Utility

Depending on the option selected to run the OFSAA Application Pack Installer, you
need to select the schema creator utility execution option. To run the OFSAA
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Application Pack installer in SILENT mode, it is mandatory to execute the schema
creator utility with - s option.

Note: If the schema creator utility is executed without the option - s,
it is mandatory to run the OFSAA Application Pack Installer in GUI
mode.

Configuring and Executing the Schema Creator Utility
This section includes the following topics:
m  Prerequisites
= Configuring the Schema Creator Utility
= Executing the Schema Creator Utility

Prerequisites

The following prerequisites must be satisfied before configuring the Schema Creator
Utility:

= You must have the Oracle User ID/Password with SYSDBA privileges.
= You must have the JDBC Connection URL for RAC/Non RAC database.

= You must have the HOSTNAME/IP of the server on which OFSAA is getting
installed.

= For Java §, navigate to OFS_CAP_ADQ PACK/OFS_AAI/bin and modify the
value for property JAVA_VERSION to 1.8 in the VerInfo.txt file and save the
changes.

Note: If this release of the OFS CAP Application Pack version
8.0.0.0.0is being installed on an OFSAA setup where the underlying
OFSAA Infrastructure (OFS AAI) version is upgraded to version
8.0.1.x.x, download and install the patch for schema creator utility
(Bug 21133780 ) by following the instructions in the Readme.txt
packaged in it prior to executing the utility.

If this release of the OFS CAP Application Pack version 8.0.0.0.0 is
being installed on an OFSAA setup where the underlying OFSAA
Infrastructure (OFS AAI) version is upgraded to version 8.0.2x.x,
download and install the patch for schema creator utility (Bug
21657319) by following the instructions in the Readme.txt packaged in
it prior to executing the utility.

If you are installing this release where the OFSAA platform version is
8.0.2.0.0, you need to download and install the patch for bug 21657319
from https:/ /support.oracle.com.

Configuring the Schema Creator Utility

This section explains the steps to configure the Schema Creator Utility.
To configure the Schema Creator Ultility, follow these steps:

1. Log in to the system as non-root user.

Installing the OFS CAP Application Pack 4-23


https://support.oracle.com
https://support.oracle.com

Configuring and Executing the Schema Creator Utility

2. Navigate to the following path: OFS_CAP_ADQ PACK/ schena_creat or/ conf folder.
3. Edit the OFS_CAP_ADQ SCHEMA | N. xm file in a text editor.

4. Configure the elements as described in the sectionConfiguring OFS_CAP_ADQ _
SCHEMA_IN.XML file.

5. Save the OFS_CAP_ADQ SCHEMA | N. xni file.

Note: On successful execution of the utility, the entered passwords in
the OFS_CAP_ADQ SCHEMA I N. xm file are nullified.

Executing the Schema Creator Utility

You can execute the schema creator utility either in Online Mode or Offline Mode. This
section includes the following topics:

= Executing the Schema Creator Utility in Online Mode
= Executing the Schema Creator Utility in Offline Mode
= Executing the Schema Creator Utility with -s option

= Executing the Schema Creator Utility while Installing Subsequent Applications
Pack

Note: If you intend to use Oracle OLAP feature, execute the below
grant on all ATOMIC schema(s) grant ol ap_user to &database_
usernane.

Executing the Schema Creator Utility in Online Mode

In Online Mode, the Schema Creator Utility will create all the Schemas, Schema
Objects, Tablespaces, Grants, and Roles in the database during the execution process.

To execute the Schema Creator Utility in Online Mode, follow these steps:
1. Log in to the system as non-root user.
2. Navigate to the following folder path: OFS_CAP_ADQ PACK/ schema_cr eat or/ bi n/
3. To install OFS CAP Application Pack on :
»  ForJava 7: Proceed with step 4.
4. Execute the osc. sh file using the following command:

.losc. sh
The following message is displayed:

You have chosen ONLINE mode. Triggering the utility in ONLINE mode will execute the
DDLs directly on the Database. Do you wish to proceed? (Y/y or N/n).

5. Enter Y/ y to proceed with the script generation.
or

Enter N/n to quit script creation.
6. Enter the DB Username with SYSDBA Privileges. For example: SYS as SYSDBA.

7. Enter the User Password.
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Figure 4-1 Schema Creation - Online Mode

8. The console runs the initial validation checks and then displays the following
message:

You have chosen to install this Application Pack on <Name of the Atomic
Schema>ATOMIC schema. Do you want to proceed? (Y/N).

9. Enter Y/y to proceed with the schema creation.
or
Enter N/n to quit schema creation.
The following message is displayed.

You have chosen to install this Application Pack on <Name of the Infodom>. Do you want
to proceed? (Y/N).

Figure 4-2 Schema Creation - Online Mode

10. Enter Y/y to start the schema creation.

Or

Enter N/n if you want to quit executing the schema creation.
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Figure 4-3 Schema Creator Utility - Online

Note:

= On successful execution of schema creator utility, the console
displays the following status message:

Schema Creator executed successfully. Please proceed with the installation.

= Refer log file in OFS_CAP_ADQ_PACK/schema_creator/logs
folder for execution status. In case of any errors, contact Oracle
Support.

Executing the Schema Creator Utility in Offline Mode

In Offline Mode, the Schema Creator Utility creates an output in SQL file format. This
script has to be executed manually by logging as database user with SYSDBA
privileges. The SQL file contains the creation of Schemas, Schema Objects,Tablespaces,
Grants, and Roles.

Prerequisites:

To execute the utility in Offline mode, you need to connect as any user with below
grants(alternatively, you can also connect as a user with SYSDBA privileges):

= SELECT ONDBA ROLES
s SELECT ON DBA_USERS
s SELECT ON DBA_DI RECTCRI ES
s SELECT ON DBA_TABLESPACES
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CREATE SESSI ON

Note: Explicit Grants to the user are required. Grants assigned
through Roles are not supported.

To execute the schema creator utility in the offline mode, follow these steps:

1.
2.
3.

Log in to the system as non-root user.

Navigate to the OFS_CAP_ADQ_PACK/schema_creator/bin folder.
To install OFS CAP Application Pack on :

= For Java 7: Proceed with step 4.

Execute the osc.sh file using the following command:
.losc.sh -o

The following message is displayed:

You have chosen OFFLINE mode. Triggering the utility in OFFLINE mode will generate
the script. Do you wish to proceed? (Y/y or N/n).

Enter Y /y to generate the script.

or

Enter N/n to quit the schema creation.

Enter the DB Username with SELECT privileges.

Enter the User Password.

Figure 4-4 Schema Creation - Offline Mode

9.

The console runs the initial validation checks and displays the following message:

You have chosen to install this Application Pack on <Name of the Atomic
Schema>ATOMIC schema. Do you want to proceed? (Y/N).

10. Enter Y/y to start the script generation.
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Or
Enter N/n if you want to quit the script generation.
The following message is displayed.

You have chosen to install this Application Pack on <Name of the Infodom>. Do you want
to proceed? (Y/N)

Figure 4-5 Schema Creation - Offline Mode

11. Enter Y/y to start the script generation.
Or

Enter N/n if you want to quit the script generation.

Figure 4-6 Schema Creator Utility - Offline

On successful execution of schema creator utility, the console displays the
following status message:

Schema Creator executed successfully. Please execute scratch/ofsaaapp/OFS_CAP_ADQ_
PACK/schema_creator/sysdba_output_scripts.sql before proceeding with the installation.

12. Navigate to the directory:
OFS_CAP_ADQ PACK/ schema_cr eat or
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13. Log in to SQLPLUS with a user having SYSDBA Privileges.
14. Execute the sysdba_out put _scripts. sqgl file using the following command:
SQL>@ysdba_out put _scripts. sql

Alternatively, you can copy the sysdba_out put _scripts.sgl file and
SQLScri pt s folder to a remote server and execute sysdba_out put _scri pts. sql
file.

Note: Refer|og sysdba_out put _scripts. | og file for execution
status. In case of any errors, contact Oracle Support. If there are no
errors in the execution, this log file is empty.

Executing the Schema Creator Utility with -s option

If you intend to run the OFS CAP Application Pack Installer in SILENT mode, it is
mandatory to execute the schema creator utility with - s option.

To execute the utility with - s option, follow these steps:

1. Edit the file OFS_CAP_ADQ PACK/ schena_creat or/ conf/ OFS_CAP_ADQ SCHEMA
IN. xm in text editor.

2. Set the value for attribute " | NFODOM' of <SCHEMA> tag(s) to specify a specific
Information Domain name. By default, the value is empty and the utility will
derive the Information Domain name. If the attribute value is set, the
utility /installer will configure the Information Domain against this <SCHEMA>.

3. Toinstall OFS CAP Application Pack on :
= ForJava 7: Proceed with step 4.
4. Execute the utility with - s option.

For Example ./ 0sc. sh -s.

Installing the OFS CAP Application Pack 4-29



Configuring and Executing the Schema Creator Utility

Figure 4—7 Schema Creator Utility with -s option

Note:

= If the utility is executed without the - s option, it is mandatory to launch
the OFSAA Applications Pack Installer in GUI mode.

= To execute the utility in OFFLINE mode with SILENT option, enter the
following command
.losc.sh -0 -s

5. Make a TNS entry for the new users created. For details, see Add TNS entries in
TNSNAMES.ORA file section.
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Figure 4-8 Schema Creator Utility with -s option

Executing the Schema Creator Utility while Installing Subsequent Applications Pack

While executing the schema creator utility for subsequent Applications Pack, you can
choose to install the pack either on the same Information Domain/Atomic Schema or
on a new Information Domain/Atomic Schema. You can execute the Schema Creator

Utility either in Online or Offline Mode.

To execute the schema creator utility while installing OFS CAP Application Pack over
an existing Application Pack, follow these steps:

1. Repeat the steps 1 to 9 from the Executing the Schema Creator Utility section.

Note: Ensure to use the same config schema user name as the
previous Application Pack .

2. The utility identifies the Application Packs that are already installed on the current
OFSAA setup and displays the following on console:

= Atomic schema of the Existing Application Pack
s Information Domain Name of the Existing Pack
= List of Installed Application Packs
3. Enter Y/y to start the schema creation.
If you enter N/n, the list of Atomic Users is displayed.
4. Select the Atomic User, on which you want to install the Application Pack.

5. Make a TNS entry for the new users created. For details, see Add TNS entries in
TNSNAMES.ORA file section.

On successful execution of schema creator utility, the console displays the following
status message:
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Success. Please proceed with the installation.

Note:

= Refer log file in OFS_CAP_ADQ PACK/ schema_creat or/ | ogs folder for
execution status.

= Refer log sysdba_out put _scri pts. | og file for execution status, if
executed in offline mode. This log would be empty if there are no errors
in the execution.

= In case of any errors, contact Oracle Support.

Installing the OFS CAP Application Pack

Follow the instructions in this section to install the OFS CAP Application Pack
depending on the mode of installation.

This section includes the following topics:
= SILENT Mode Installation

= GUI Mode Installation

= Verifying the Log File

SILENT Mode Installation

In the SILENT Mode Installation you must configure the product xml files and follow
the instructions in command prompt.

To install OFS CAP in SILENT mode, follow these steps:
1. Log in to the system as non-root user.

2. Identify a directory for installation and set the same in the user . profil e file as
below:

FI C_ HOVE=<OFSAA Instal l ation Directory>
export FI C_HOME

3. Execute the user .profile.

4. Navigate to OFS_CAP_ADQ_PACK folder.

5. Edit the OFS_CAP_ADQ PACK/ conf/ OFS_CAP_ADQ PACK. xm to enable the product
licenses.

Note: sEnsure to enter Yes in ENABLE tag for OFS_AAI/APP_ID to install
CAP ADQ applications.

= Refer Configuring OFS_CAP_ADQ_PACK .xml file for details on
configuring this XML file.

6. Edit the OFS_CAP_ADQ PACK/ schema_cr eat or/ conf/ OFS_CAP_ADQ SCHEMA I N. xm
file to set the appropriate attribute values.

Include INFODOM = "<Infodom Name>" in OFS_CAP_ADQ_SCHEMA_IN.xml
file

4-32 OFS CAP Installation and Configuration Guide



Installing the OFS CAP Application Pack

Note: sRefer Configuring OFS_CAP_ADQ_SCHEMA_IN.XML file for
details on configuring this XML file.

= Ensure to make a TNS entry for the new users created. For details, refer to
Add TNS entries in TNSNAMES.ORA file section.

7. Edit the OFS_CAP_ADQ PACK/ OFS_AAl/ conf/ OFSAAI _Instal | Config. xm file to set
the appropriate infrastructure installation attribute values.

Note:

»  This step can be ignored if an installation of OFSAA 8.0 already
exists.

s Refer Configuring OFSAAI_InstallConfig.xml File for details on
configuring this XML file.

8. Execute the schema creator utility.

Note:

= This step is mandatory and should be executed before every
OFSAA Application Pack installation.

= Ensure to execute with - s option in Online/ Offline Mode.

= For more information, refer Executing the Schema Creator Utility .

9. Create a copy of the Silent.template file present in the installer folder OFS_CAP_
ADQ_PACK/OFS_CAP_ADQ/conf and rename it as Silent.props.

10. Edit the file Silent.props and specify the parameters as per the requirements.

SILENT installation is achieved via a properties file (Silent.props) that must be
updated with proper values, before attempting to install using the silent mode.
The following table lists all the properties that need to be specified.

Elements in Silent.props file

Table 4-1
Permissible

Property Name Description of Property Values Comments

LOG_MODE Specify Log Mode 1 = Debug Password will be printed in
Mode the log file
0= General = Defaultis GENERAL
Mode

SEGMENT_1_ Specify the Common User Input

CODE Segment for Capital

Adequacy.
SEGMENT_2_ Specify the Attribution User Input
CODE Analysis Segment
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Table 4-1
Permissible

Property Name Description of Property Values Comments
SEGMENT_3_ Specify the Retail Portfolio  User Input
CODE Risk Models and Pooling

Segment
SEGMENT _4_ Specify the Economic User Input
CODE Capital Segment
SEGMENT_5_ Specify the Operational Risk User Input
CODE Economic Capital Segment
BIS_SEGMENT_  Specify the Selected User Input
CODE Jurisdictions Segment name
BRAZIL_ Specify the Selected User Input
SEGMENT_CODE Jurisdictions Segment name
IFSB_SEGMENT_  Specify the Selected User Input
CODE Jurisdictions Segment name
CBRC_SEGMENT_  Specify the Selected User Input
CODE Jurisdictions Segment name
INDIA_ Specify the Selected User Input
SEGMENT_CODE Jurisdictions Segment name
USA_SEGMENT_  Specify the Selected User Input
CODE Jurisdictions Segment name
APPFTP_LOG_ Specify the Infodom User Input
PATH Maintenance log path(to be

created) for the new

Infodom.

Ignore if you are doing

installation on an existing

information domain.
DBFTP_LOG_ Specify the Infodom User Input
PATH Maintenance log path(to be

created) for the new

Infodom.

Ignore if you are doing
installation on an existing
information domain.

UPLOAD_MODEL  Specify whether you want 0 =1If you

to perform Model Upload.  have already
performed
Model
Upload and
want to skip
model
upload
process.

1=1If you
want to
perform
Model
Upload.
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Table 4-1
Permissible
Property Name Description of Property Values Comments
MODEL_TYPE Specify whether you want ~ #0 =If you
to use the released data want to
model or customized data ~ upload the
model for model upload released data
process model.
#1=1If you
want to
upload the
customized
data model.
DATAMODEL Specify the path (DM_ User Input
DIRECTORY) and file
DM_DIRECTORY " ) ATAMODEL) name for
the customized data model.
Mandatory only if you want
to upload the customized
data model, that is you have
specified MODEL_TYPE=1.
ETL_APPSRC_ Specify if you want create 0 =If you Specify if you want create
TYPE new ETL App/Src pair or want to new ETL App/Src pair or
use an existing one. create anew use an existing one.
ETL app/src
pair.
1=1Ifyou
want to use
an existing
pair
ETL_APP_1_DESC ETL Staging source User Input  Provide description for the
description ETL App/Src pair.
Mandatory if you want to
create new ETL app/src
pair. That is, you have
specified ETL_APPSRC_
TYPE=0.
ETL_SRC_1_1_ ETL Processing source User Input  Give description for the ETL
DESC description App/Src pair.
Mandatory if you want to
create new ETL app/src
pair. That is, if you have
specified ETL_APPSRC_
TYPE=0.
ETL_APP_1_ ETL FSAPPS Application User Input  Specify the ETL Application
NAME name and Source Name into ETL
Area Definitions will be
deployed.
ETL_SRC_1_1_ ETL Staging source name User Input Specify the ETL Application
NAME and Source Name into ETL
Area Definitions will be
deployed.
ETL_SRC_1_2_ ETL Processing source name User Input  Specify the ETL Application
NAME and Source Name into ETL

Area Definitions will be
deployed.
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Table 4-1
Permissible

Property Name Description of Property Values Comments
NONSAND_ Specify name of the User Input
SEGMENT Segment for Non

Securitization Modeling

sandbox infodom.
NONSAND_ Specify the sandbox User Input
APPSERVER_FTP_ Maintenance log path(to be
LOGPATH created) for the Non

Securitization Modeling

sandbox.
NONSAND_ Specify the sandbox User Input
DBSERVER_FTP_  Maintenance log path(to be
LOGPATH created) for the Non

Securitization Modeling

sandbox.
SECSAND_ Specify name of the User Input
SEGMENT Segment for Securitization

Modeling sandbox infodom.
SECSAND_ Specify the sandbox User Input
APPSERVER_FTP_ Maintenance log path(to be
LOGPATH created) for the

Securitization Modeling

sandbox.
SECSAND_ Specify the sandbox User Input
DBSERVER_FTP_  Maintenance log path(to be
LOGPATH created) for the

Securitization Modeling

sandbox.
CFSAND_ Specify name of the User Input
SEGMENT Segment for Modeling

Specialized Lending using

Cash flow method sandbox

infodom.
CFSAND_ Specify the sandbox User Input
APPSERVER_FTP_ Maintenance log path(to be
LOGPATH created) for the Modeling

Specialized Lending using

Cash flow method sandbox.
CFSAND_ Specify the sandbox User Input
DBSERVER_FTP_  Maintenance log path (to be
LOGPATH created) for the Modeling

Specialized Lending using

Cash flow method sandbox.
ORECSAND_ Specify name of the User Input
SEGMENT Segment for Operational

Risk Economic Capital

Modelling sandbox

infodom.
ORECSAND_ Specify the sandbox User Input
APPSERVER_FTP_ Maintenance log path(to be
LOGPATH created) for the Operational

Risk Economic Capital
Modelling sandbox.
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Table 4-1
Permissible

Property Name Description of Property Values Comments
ORECSAND_ Specify the sandbox User Input
DBSERVER_FTP_  Maintenance log path (to be
LOGPATH created) for the Operational

Risk Economic Capital

Modelling sandbox.
RPSAND_ Specify name of the User Input
SEGMENT Segment for Retail Risk

Portfolio sandbox infodom.
RPSAND_ Specify the sandbox User Input
APPSERVER_FTP_ Maintenance log path (to be
LOGPATH created) for the Retail Risk

Portfolio sandbox.
RPSAND_ Specify the sandbox User Input
DBSERVER_FTP_  Maintenance log path(to be
LOGPATH created) for the Retail Risk

Portfolio sandbox.

11. Give a path for installation log file in log4j.xml in OFS_CAP_ADQ_PACK/OFS_
CAP_ADQ/conf location.

12. On successful execution of the schema creator utility, navigate to OFS_CAP_ADQ_
PACK/ bi n/ .

13. To install OFS CAP Application Pack on :
»  ForJava 7: Proceed with step 11.

»  ForJava 8: Edit the Ver| nf 0. t xt file to modify the value for property JAVA_
VERSI ONto 1.8. Save the changes and proceed with step 11.

14. Enter the following command in the console to execute the application pack
installer with SILENT option.

.I'setup.sh SILENT
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Figure 4-9 Silent Mode Installation

15. Enter the Infrastructure FTP/SFTP password value, when prompted at the
command prompt.

Figure 4-10 Silent Mode Installation
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Table 4-2 Console Prompts - Silent Mode installation

Console Prompts

User Inputs

Enter Infrastructure
FTP/SFTP password

Enter the password to access Product Staging/Metadata
repository directory in the application server.

Note: In case the prompt reads as below, enter the username/
password for accessing the product Staging/ Metadata
Repository FTPSHARE

s Kerberos username [user]

= Kerberos password for user:

16. Enter Always, when prompted to add host key fingerprint.

The OFSAAI License Agreement is displayed.

17. Enter Y/y to accept the License Agreement.

18. Enter the passwords for default Infrastructure administrator and authorizer users.

Table 4-3 Console Prompts - Silent Mode installation

Console Prompts

User Inputs

Enter password for default
Infrastructure administrator
user SYSADMN

Enter the password for the System Administrator.

Re-enter password for
default Infrastructure
administrator user
SYSADMN

Enter the same password again to confirm its validity.

Enter password for default
Infrastructure authorizer
user SYSAUTH

Enter the password for the System Authorizer.

Enter password for default
Infrastructure authorizer
user SYSAUTH

Enter the same password again to confirm its validity.

Note:

SYSADMN and SYSAUTH are the two defaults OFSAAI

administrative users created.

Installing the OFS CAP Application Pack 4-39



Installing the OFS CAP Application Pack

Figure 4-11 Silent Mode Installation

Note: The installation process continues on the console. Do not close
the console until the installation process is complete.

Once the platform is installed, it proceeds for the CAP PACK installation. After
successful CAP pack installation, WAR file is generated and all the servers are
verified.

19. The following message is displayed in the console:

Installation completed. ..
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20. On completion of installation, refer the installation log files.
For more information, refer Verifying the Log File.

21. Perform the steps mentioned in Post Installation Configuration section.

Note: Download and install patch for Bug 21160684 if installing this
release of the OFS IFRS Application Pack version 8.0.0.0.0 on Java 8.
For more information, refer Configurations for Java 8 . This patch is
not required if an OFSAA instance already exists and is configured for
Java 8.

GUI Mode Installation

Note: Ensure you have followed the steps as mentioned in the
Configuration for GUI Mode Installation section prior to proceeding
with the next steps.

1. Log in to the system as non-root user.

2. Identify a directory for installation and set the same in the user .profile file as the
following:

FI C HOVE=<OFSAA Instal lation Directory>
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export FI C_HOME
3. Execute the user . profile.

4. Navigate to the path: OFS_CAP_ADQ PACK.

5. Edit the OFS_CAP_ADQ PACK/ schena_creat or/ conf/ OFS_CAP_ADQ SCHEMA | N. xm
file to set the appropriate attribute values.

Note: Refer Configuring OFS_CAP_ADQ _SCHEMA_IN.XML file
for details on configuring this XML file.

6. Execute the schema creator utility.

Note: This step is mandatory and should be executed before every
OFSAA Application Pack installation.

Refer Executing the Schema Creator Utility for more details.

7. Navigate to the path: OFS_CAP_ADQ PACK/ bi n.
8. To install OFS CAP Application Pack on :
= ForJava 7: Proceed with step 9.

»  ForJava 8: Edit the VerInfo.txt file to modify the value for property JAVA_
VERSION to 1.8. Save the changes and proceed with step 9.

9. Execute the following command in the console.

.I'setup.sh QU

Note: Refer the console for any errors during Pre-install checks.

Figure 4-12 Initialization Window

ORACLE’
FINANCIAL SERVICES

Copyright © 1993, 2015, Oracle andJor its affliates. Al rights reserved.

10. The general License Agreement is displayed.
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Figure 4-13 License Agreement

License Agreement

Welcome 10 the OFSAA Application Pack Installation - .
This program will guide you INFough The InsTalaNON of OFSAL AppICation Pack

Comyright € 1993, 2015, Oracle and J or s affilztes. Al rights reserved

This software and related documentation are provided under a license agreement comaining restrictions on use and disclosure and are protecied by imellectual
propety laws. Except a5 expressly permated in your license agreement or allowed by law, You may not use, copy, reproduce, Iranslate, broadcast, modify; license,
transmi, distribute, exhibit, perform, publish or display any part, in anyform, or by any means. or of this
software, unless required by law for imeroperability, is prohibited

The information cornained herein is subject 10 chande withous notice and is o1 warramed to be error-free. If vou find any errors, please repor them 10 us n writing

If this saftware or related documentation Is delivered to the U5 Gowverament or amyane licensing it on behalf of the IS, Government, the fallpwing notice Is
applicable

U5, GOVERNMENT END USERS: Oracle programs, Induding any operaring £y81em, integrated software, amy programs installed on th hardware, andj/or
documentation, delivered 1o LS. GOVErMENt 8nc WSers are "COMMErcial COMPDUTEr SOMWAre™ PUFSLANT 10 the apphcatie Federal Acquisition Regulation and
agency-specific supplemental regulations. As such, use, duplication, disclosure, modification, 2nd adaptation of the programs, including any aperating system,
Integrated software, any programs installed on the hardware, and/or documentation, shall be subject 1o icense Terms and license resirictions applicable to the
programs, Ho oiher rights are granied fo the U5, Government,

This software or harctware |s developed far general use in a variety of information management applications. It is not deweloped or intended for use in any inherently
dangerous appications, INCluting APPRCATIONS Thal may Create & fisk of persanal injury, I you use s SOTtware OF harcware in Sangerous appiications, then you
shall be respansible to take all appropriate fail-safe, backup, redundancy, and other measures 10 ensure 15 safe use. Oracle Corporation and is affiiates disclaim
any liability for amy damages caused by use of 1his software or hardware in dangerous applicatians.

This software or hardware and prowvde access 10 of On Content, PrOMUCTS, And Sardces Trom Thind panies Oracle Corporation and
its affiliates are not respo for and  dischaim any kind with respect 10 third-pary conent, products, and services, Dracle Corporation
and 1s affiliates will not be responsiole for any 103, costs, or damages incurred due 1o your access 1o or use of Third-party confent, preducts, or sendces

ORACLE
FIANCILSERVCES

)1 300451 e Tarms o the Lisance Agraam s

201 o MOT accept the tarms of the Lissmse Ageesmert

11. Select I accept the terms if the License Agreement option.
12. Click Next.
The OFS CAP Application Pack details are displayed.

Figure 4-14 Applications Pack Details

Financial Services Capital Adequacy Applications Pack

Application Pack 1D : OFS_CAP_ADQ_PACK ORACLE

Application Pack Name:  Financial Services Capital Adequacy Applications Pack T FINANCIAL SERVICES

Application Pack Version : 8.0.0.0.0 ANALYTICAL APPLICATIONS

The following products are available in this application pack

&

Finai Services An:

tical Applications Infrastructure

¥l Financial Services Enterprise Modeling

vl Financial Services Basel Regulatory Capital internal Ratngs Based Approach
¥l Financial Services Easel Requlatory Capital Basic

(v] Financial Services Basel Requlatory Capital Analytics

v Financial Services Operational Risk Economic Capital

Financial Services Economic Capital Advanced

¥] Financial Services Retail Portfolio Risk Models and Pooling

ORACLE
FIVANCIAL SERVIES

Notes:
1. Select the productishvou hawe licensed and click Next® o proceed

2. Praduct Anatytical Applications Infrastruceure daes not need to be selected explicitly. This proguct i the base infrastructure und gets installed autematicalty

3. Praduct Enterprize Madeling get enabled / if ather dependent license.

13. Select the product(s) to enable.
14. Click Next.
The Application Pack License Agreement page is displayed.
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Figure 4-15 Application Pack License Agreement page

Financial Services Capital Adequacy Applications Pack License Agreement

1 instaitation and use of Financial Services Capinal Adequacy Applications Fack instabier requires acceptance of the foliowing license agreement:
# Freinsall Sen OF5A4 APPLICATION PACK LICENSE AGREEMENT

Oracie Fimancisl Services Anghescal Appécations (OFSAL) Application Pack i 3 group of OMnmmv packaged 1ogether in a single evstaller. Each Application Pack.

wﬂmws spwcific functional domaing. uu A3 proucts that are The Oraci Anghteal (OF5 AM) being
b for deph o ceher oTas \ PACS, 1 ch WD £ACR ACOICHION PACK. W viry ADDACHION Pack insalatica, th

U‘5M INFRSEUCTUNE DFOOUCT would D ChCkad Tod And IRFLAMd If required

Oracle Financisl Services Enterprize Modeling (05 AAM) product i3 a separstely! xmm procuct and woukd not be enabied unless & m been licemsed. Oratle
Financial Services Emerprize Modeling (0FS AMA prosiuct i onby pan of the Orac wices Advanted Anshticy & and specific OFSAA
ApONCaIon PaCks ENAT FEQUICE T SEVINCED BNARKCAI FEATURES Of Thes product orlm Financisl Services Enterpase Modeng (OF5 M orwm G413 pre-selected
AUOMARICANY 0N SEIECTING ANy Of The SFIAN DFOCUCIS WItIA & SDECHIC ADDBCIION PACK 1AM reguire Thit DrOdUN 10 Be enabled ana canfiguren

Muttiple products being grouped together under & Appication Pack, mandste mstalation and configuration of these produdts by defeult, However, during the
ADEUCARION PACK INTERIEION, DASED 0N The DrOTUCTS ThEE r¢ DEING SEIECTR, N Would 041 EnBEET BNC WoUID DE CENIed Tor. L is IMEHMAN 10 Nete INAF BrocUCTS
ONCE SEIECTEC (ENADIEC) CARAOT B CHSADIET 37 3 IWTBr STRQE. HOWEVEr, DFOOUCLE CAN ONh DE ENEDAED 1 S IN18F JTA0H USING THE OFSA INrARTCITE Mana0e
Appheaion Pack License® festure

Enasiing & Broouct wiehin & ADEICETION FECK SUSGMERICER, IMEIES YOU SOMEE with This BCERIE BOrEEMENt BN The FEIDECIVE LERMY BN0 ConCRions.

1 e e tarmy 67 4 Licwnis Agerem it

3180 WOT wiawt e teams ol tha Livman Agrovmsmt

T T

15. Select I accept the terms of the License Agreement option.
16. Click Next.
The Pre Installation Summary is displayed.

Figure 4-16 Pre-Installation Summary

Pre Installation Summary

Please review the following befare

Preinstall Setup
s Application Pack 1D
OFS_CAP_ADQ.PACK

Application Pack Name
Financial Services Capital Adequacy Applications Pack

Application Pack Version
8.0.0.0.0
Below products are selected to be enabled:

Finaneial Services Enterprise Modeling

Financial Services Basel Regulatory Capital Internal Ratings Based Approach
Financial Servicas Basel Requlatory Capital Basic

Financial Services Basel Requlatory Capital Analytics

Financial Services Operational Risk Economic Capital

Financial Services Economic Capital Advanced

Financial Services Retail Portfolio Risk Models and Pooling

Financial Services Analytical Applications Infrastructure

ORACLE
FIVACIAL SERVCES

nstal

e T e .

17. Click Next.

The Manage Infomation Domains page is displayed.
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Figure 4-17 Manage Information Domains page

Manage Information Domains

Information Domain Name___ Application Name | Information Domain Description I Type DB Schema
relnstall Setup [Finantial Services Emterprise | Information Domain for OFs_CAP_ADQ PRODUCTION
e OFSCAPADOINFO Modeling executions PRODUCTION sh_ofsaaam
Financial Senvices Basel Information Domain for OFS_CAP_ADQ PRODUCTION
Regulatory Caphal Internal executions PRODUCTION sit_ofsazatm
Ratings Based Approach
Financial Services Basel information Domain for OFS_CAP_ADQ PRODUCTION
Regulatory Capital Basic executions PRODUCTION sit_ofeaaalm
Financial Senices Basel information Domain for OFS_CAP_ADQ PRODUCTION
Regulatory Capital Analtics  [executions PRODUCTION sit_ofsaaatm
Financial Services Operational [information Domain for OFS_CAP_ADQ PRODUCTION
Risk Economic Capital executions PRODUCTION sit_ofsaaatm
Financial Services Economic information Domain for OFS_CAP_ADQ PRODUCTION
apital Advanced executions PRODUCTION sit_ofsaaatm
inancial Services Retall information Domain for OFS.CAP_ADQ PRODUCTION
Portfolio Risk Models and executions PRODUCTION sit_ofsaaatm
Pooling
inancial Services Retail Information Domain for OFS_CAP_ADQ SANDBOX
OFSSBXRPSAND [Partfolio Risk Models and executions SANDBOX sit_rprmpsnd
Paoling
Financial Services Operational [Information Domain for OFS_CAP_ADQ SANDBOX
OFSSBXORECSAND [Risk Econormic Capital executions SANDBOX sit_orecsnd
[Financial Services Economic Information Domain for OFS_CAP_ADQ SANDBOX
OFSSEXNONSAND canital amances executions SANDBOX sit_crecnonsec
[Financial Services Economic Information Domain for OFS_CAP_ADQ SANDBOX
OFSSBXSECSAND [Capital Advanced executions SANDBOX sit_crecsec
1
WACLE [Financial Services Economic Information Domain for OFS_CAP_ADQ SANDBOX
OFSSEXCFSAND [Capital Advanced executions SANDBOX it crecel

InstallAnywhere

e

18. The default Information Domain Name for this Application Pack is
OFSCAPADQINFO.

Double-click the Information Domain Name field to edit.

Note: In case of subsequent Application Pack installation on the
same Information Domain, the Information Domain Name is not
editable.

Permissible length is 16 characters and only alphanumeric characters
are allowed. No special characters are allowed.

19. Click Next.
The User Installation Directory panel is displayed.
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Figure 4-18 User Installation Directory

Please Wait
& Preinstall Setup
o o
User Installation Directory
User Installation Direclory
& Preinstall Sewp | sscratchyotsaashie/oFsass0
b insraia
noment..
ORACLE
FINANGIAL SERVICES
Instaltdnywhere
[ o |
ORACLE
FINANCIAL SERVICES
T T

Note: The User Installation Directory path is auto-populated from
the path you have set in the user . profi | e file in Step 2.

20. Click Next.
The OFSAA Infrastructure Server Details panel is displayed.

Figure 4-19 OFSAA Infrastructure Server Details

Please Walt
e Preinsiall Sewp
OFSAA Infrastructure Server Details

|Erter requested sfarrmation

¥ Prelnstall Setup |

- f |Mate: It the JDSRC_URL 5 6f FAC hype then DB Serr IP/Hastname
v |Teld narme should De Na,
QFSAAl Seiver IF J Hoslorame: "
ofss222847 roment-.
Database Server IP | Hostname :
ofss222847
ORACLE"
FINANCIAL SERAVICES
Insta
[ ieo ]
ORACLE
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21. Enter the IP address or hostname of the Database Server.

Note: The OFSAAI Server IP/Hostname is auto-populated by
default.

22. Click Next.
The Web Application Server panel is displayed.

Figure 4-20 Web Application Server

Flease Wait

B Preinsall Sewn

Web Application Server

Choose the Web Application Server hype
& Freinsiall Serup

It allmpwhere
Cancel Helg

ORACLE
FANCIALSERVICES

23. Select the appropriate Web Application server type. The options are Tomcat,
WebSphere, and WebLogic.

24. Click Next. Based on the selection, corresponding screens are displayed.

25. For WebSphere: The WebSphere Setup Details window is displayed.
Enter the profile path (up to the Node Cell Name directory) of WebSphere.
The format is:

WebSphere path <WbSphere profile directory>/install edApps/
<NodeCel | Nane>
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Figure 4-21 WebSphere Setup Details

WebSphere Setup Detalls

Enter WebSphere instaliation Path up 10 The HOS! name Oirectory
P Preinstall Setup For Ex - jdata? test)/webSphere/AppServerjprofiles) < Profile_Na
me > finstaliedApps | < celiName >

Jscratch/was7 JIBM JWetSphere [AppServer /profiles /Profsa7 33|

[ireow | s

a. [Enter the installation path (up to the Node Cell Name directory) of
WebSphere. The format is WebSphere path <\bSphere profile
directory>/instal | edApps/ <NodeCel | Nane>.

26. For Tomcat: The Absolute Tomcat Path window is displayed.

Figure 4-22 Absolute Tomcat Path

Absolute Tomcat Path

Enter absolute Tomcat Installation path where Oracle Financial
=¥ Preinstall Setup Sences Anahtical Applications Infrastructure is to be deployed.
(O Installation.. Example:- jhomefdatalftomcat-7.0. 1% webapps

() Install Complete

fscratchjofsaadb ftomcatfwebapps|

ORACLE"
FINANCIAL SERVICES

Ere

a. Enter the Tomcat installation path (till/webapps) where OFSA Al is deployed.
27. For WebLogic: The Weblogic Home window is displayed.
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Figure 4-23 Weblogic Home

Weblogic Home

o License Enter Weblo;;c Home
P Preinstall Setup For Ex. /home/weblogic/bea/weblogic 10.3.5.0

ORACLE
FINANCIAL SERVICES

Previous

a. Enter the WebLogic home directory path.
b. Enter the path of the Weblogic domain directory and click Next.
The OLAP Details window is displayed.

Figure 4-24 OLAP Details

Please Walt

G I'reinsall Setun

OLAP Detalls

4D License |tote

B Preinste Setup |1 = Enstiledt 0= Disabited
= (¥ value is 1 then ARRORPATH, HYPERION_HOME & FSSRASEPATH

|wariables should Be sl in profile before installation

CONFIGURE OFSAAL OLAF FEATURE :

o noment.

ORACLE
FIANCIAL SERVICES

28. Enter 1 if you want to configure OFSAA OLAP feature using Oracle Hyperion
Essbase. By default, it is set to 0.

29. Click Next. The Web Server Details panel is displayed.

Installing the OFS CAP Application Pack 4-49



Installing the OFS CAP Application Pack

Figure 4-25 Web Server Details

& License
=¥ Prelnstall Setup

ORACLE’
FINANCIAL SERVICES

Installanyy

Cance|

30. Select Enable HTTPS checkbox to configure HTTPS, if required, and enter the
Web Server (HTTP Server) Port, Context name for deployment, and Local path to
any folder on the Web Application Server (Tomcat/Websphere/Weblogic).

Web Server Details

Mate - Context name will be used in your Application URL
http: ff <WebServerlP > <Serdet port> / <contextname> flogin_jsp
Example:- hitp:f/10.80.50, 206 3080 /myappflogin. jsp

|8080

WEB APP SERVER IP
|10.184.152.48

Context name for deployment
| OFSAAl

WEE LOCAL PATH
| fscratchfofsaobie ftomcat-7.0. 19 webapps

31. Click Next. The Database Details panel is displayed.

Figure 4-26 Database Details

P License
=¥ Preinstall Setup

ORACLE’
FINANCIAL SERVICES

InstallAmywhere

Database Details

MNOTE:

Specify the Database user name which is the user created for
configuration database schema, For example: configuser

Specify the Database driver path as <ORACLE_HOME> Jjdbc/flib
where <ORACLE_HOME> should be replaced with ORACLE_HOME
value,

The ABSOLUTE DRIVER PATH refers 1o the JDBC driver files path,

ORACLE SID / SERVICE_NAME :
|Poal2C

JDEC URL:
|_j_dhc:oratle:thhn:@a‘rssz 211698:1521.PQAL12C

CONFIG SCHEMA USER ID :
| sit_ofsaacont

Oracle Configuration Schema Password
I .

32. Enter Oracle SID/Service Name.
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Note:

»  The JDBC URL, Configuration Schema User ID, Oracle Configuration
Schema Password, and Absolute Driver Path are auto-populated.

»  Absolute Driver Path can be the path where Oracle DB client is installed
or JDBC driver is installed. For example,
/' scratch/oracl e/ app/ oracl e/ product/11.2.0/client_1/jdbc/lib

33. Click Next. The Ports Configuration window is displayed.

Figure 4-27 Ports Configuration

Please Walt

Ports Configuration

Emer requintd information
Hote: Porty must e unigue vt

5551 = Bhomene
Hative Port
53552

Agent Part
ORACLE' sssss
FINANCIAL SERVICES

ORACLE
FIVANIAL SERVICES

Note: The Java Port, Native Port, Agent Port, ICC Server Port, and
ICC Native Ports are auto-populated. You can also modify the Ports
settings.

34. Click Next. The Ports Configuration panel is displayed.
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Figure 4-28 Ports Configuration

J License
= Prelnstall Setup
(L) Installation..

Inztall Complete

ORACLE’
FINANCIAL SERVICES

EEE T
[

Ports Configuration

Enter requested informatian :
Mote: Parts must have unigue wvalue.

OLAP Port

| 10102

Message Server Port

|5205

Router Port

|5206

AM Port
T

Note:

The OLAP Port, Message Server Port, Router Port, and AM

Port details are auto-populated. You can also configure the Ports

settings.

35. Click Next. The Default Infrastructure Administrator and Authorizer User

Password window is displayed.

Figure 4-29 Default Infrastructure Administrator and Authorizer User Password

D Lizense

FINANCIAL SERVICES

Default Infrastructure Administrater and Authorizer User Password

Lnter recuested information

S Praingall Sarun

Please Walt

S R SYRADMY :

Mease emter password for defamlt Infrastrnacisre suthorizer
user SYSALITH

ORACLE

FINANCIAL SERVICES
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36. Enter the passwords for default System Administrator and System Authorizer
users.

37. Click Next. The SFTP Details panel is displayed.

Figure 4-30 SFTP Details

Please Wait

¥ Preinsal Seup

S5FTP Detalls

Hote
For enable SETP 17 wlue 5 1 tin SETP wal be enabiled | 1 value s
© shen FT? will be enagled

ENABLE SFTP:
1

noment.

FILE TRANSFER PORT ¢
22

FINANCIAL SERVICES

Note:

= Enable SFTP and File Transfer Port details are auto-populated.

»  Ensure that the system, on which the OFSAA Infrastructure is being
installed, has either FTP/SFTP enabled.

= You can also modify the SFTP settings.

38. Click Next. The OFSAAI Post Install Details panel is displayed.

Installing the OFS CAP Application Pack 4-53



Installing the OFS CAP Application Pack

Figure 4-31 OFSAAI Post Install Details

Please Wait

B Preinstall Setup

OFSAAI Post Install Details

FTPSHARE PATH
| fstratchfotsaacbie ffipshare

Bestore Oefaut || Cngose
FIP | SFEP USER 1D
| ersaaobie

Please enter infrastructure FTP/SFTP password:
n e EIR/SFLE homent_.

ORACLE

FINANCIAL SERVICES

ORACLE
FIANCILSERVIES

39. Enter the FTPSHARE Path. This is same as the OFSAA Staging/ Metadata
Repository Directory.

40. Enter the FTP/SFTP User ID and Password for FTPSHARE Directory access.

Note: The transfer of data (files) between the OFSAA Server and the
Web Application Server happens over FTP/ SFTP. Ensure the
necessary host configurations are made for a successful handshake.
For more details, refer FTP/SFTP Configuration for File Transfer.

41. Click Next. The Pre Installation Summary window is displayed.
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Figure 4-32 Pre Installation Summary

Please Wait

3 Preinstall Setup

Pre-installation Summary
Piease review the following before continuing:

| Product Name:
OF SAAInfrastructure

Version
£.0.0.0.0

Installation Folder noment..
Iscratchfofsaacbie/OFSAABD

' Required Space
990 MegabBytes

ORACLE" | Available Space

e 20424 MegaB
FINANCIAL SERVICES 4 Lok

Selected Locale

,
ORACLE

FINANCIAL SERVICES

42. Click Install. The Installing OFSAA Infrastructure window is displayed.

Figure 4-33 Installing OFSAA Infrastructure

Please Wait
) Preinstall Setup
Installing OFSAAInfrastructure
&3] homent
ORACLE Installation Is in progress...
e This process may take several minutes. Please Wail,
FINANCIAL SERVICES
Extracting duplicates...
nstallammhers
ORACLE
FINANCIAL SERVICES

Note: Anytime during the installation you can click Cancel to stop
the installation. Once completed, the Installation Summary window is
displayed.

43. Once completed, the Installation Summary screen is displayed.
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Figure 4-34 Installation Summary

Please Walt
& Preinstal Setup
INSTALLATION SUMMARY
&3 Insiall Complete
ament..

| Fscratenotsanobie/ OFSALS0/OF SaAInfrastructure installlag for

| more details

| lick on Next o conninue

ORACLE’
FINANCIAL SERVICES

The Summary window displays the number of Fatal Errors, Errors, Debug
Statements, Informations, and Warnings along with the location of log files.

44. Click Next. The Installation Complete window is displayed.

Figure 4-35 Installation Complete

Please Wait
o Premsian Setup
Installation Complete
@ uicense [ Congratuiations! Oracle Financial Servces Anahtical Applcations
W Preinstall Setup | Infrastructure has been successfully installed.
ol instaiation | Etick on *Done* to exf the insiatler, Please do not close the
i instan Cornplete | consate. Post instan actnites wil be perfarmed in console
1oment.
ORACLE'
FINANCIAL SERVICES
-
ORACLE

45. Click Done. The following message is displayed:

Please wait, pack_install is being configured for your system. This may take a moment.
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Figure 4-36 Checking OFSAAI Services

Please Wait

i Freinstall Seup

Pleasew ! Executing AA Installation Scripr | *UT SYstem. This may take a mament..

=]

ORACLE
FIANCILSERCES

46. The Checking OFSAA Service screen is displayed.

Note: This step verifies the OFSAA services startup. In case of errors
during services check, an appropriate error message is displayed.

47. After checking the OFSAA services, installation proceeds with the OFS CAP
Application Pack Installation.

The Installing Oracle Financial Services Capital Adequacy Pack screen is
displayed.
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Figure 4-37 Installing Application Pack

Please Wait

.“' Preinstall Senp
o

o

ORACLE
ARG TERICES 5 may take 3 momen.,
Commght @ 1983, 2015, Oracie andir £ amiistes. Al righis reserved
ORACLE
FINANCIAL SERVICES

48. Upon invoking the installer, the Introduction screen is displayed with the
prerequisites for installation. Ensure that all the prerequisites are met before you
proceed with the installation.

Figure 4-38 Installaiton Introduction

i Eralnsiall Setup

This user imertace wil guide you theough The solutien Setup, Before proceeding
with the inssaflation, you mus: ensure the folowing

= Thi Gratie Finwscitl Serdces Anhtical g amns nirasinucses (OF3AMD
must be iestaled and configuned on 1he machine

— The FICsErver i renning &nd 30 sther OFSAM FEREST 8T8 TN down anar fa
S14r1 of the soktsn inslallaan

- Firase ensary ihe OFSAM versien |5 8,0.0,0.0

Mok A atry psirit I o wesh 10 i prescusty entered information, vou may -
accass the previous screens by clicking o the Previous battce

ORACLE

FIRANCIAL SERVICES

49. Click Next. Choose the log mode for this installer. If Debug is selected, the
Passwords will be printed in the log file. If General is selected then the general
information will get printed in the log file.
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I Fredrora Seun

o

Figase salect fhe Log Mode required for this instaliatian

Hore
¥ y0u pebec! Dabug mode, the D swands wil B4 printed i the log file The 1y
g} i

* Duvg
i Gareral

50. Click Next. Segment creation window will be displayed. Enter the log paths.

o Fraingal o

T
9 Fre-instal Configuration

ORACLE

FINANCIAL SERVICES

Please Walt

Pleass enter the follswing 1o crests & new nfarmation domun

et orttoto Ktk Modes ang Paoling Segment
RFSEC

Ecanomic Capital Segment
RECHG

Operational sk Eronomic Capital Segment

Application Server Apshare log path
SSCERCN0faaa00 s hare) ICFSCAPADQINID iegs

DAANSE Server NpShare g path
Jeraen ofs 316 p s tare) ICFUCAPADAINSC egs

51. Enter the information domain details and click Next.
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W Introcuciar Plense enver the following 10 creMte & new mformation doman

e Fr et Configaration

Common Segment for Capial Adequery -
OFSCAPLEC

Attribistion Analysis Segment
ATTRIEC

Reetall Forifobio Risk Modeis and Fooling Segment

FFSEG

Ecomamic Capnal Segment —
CRECSEC

o Ritk Eoanomac ©
OFECIEC

52. Invalid TNS name message appears. Click OK to make TNS entry in tnsnames.ora
file and then proceed.

Please Wait
i Preinstal Setup
@ Introducrion
B Fre-install Configuration
& FIEae Credte 3 THS eniry with the name devpsoaim
for informatisn domain
r stem. This may
L 0K ” L
ORACLE'
FINANCIAL SERVICES
ORACLE

53. Click Next. Pre-Infodom Creation Summary window is displayed.
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WD meracuctian Firase review the following before oontinuing:

b Pre-snstat Configuraeion
Information Doman Name
OFSCAPADQINFD

Infodom Description
Information Domain for GFS_CAP_ADG PRODUCTION
fxecunant

Application Schema User |-
dev_olsaanmilo e

Application Schema |DBC Ur
Jdbeoradethin@afis2221164:152 LEASELE1L

Infodom Schema Database Name
dev_ofsaammil0

infodom Maintenance Application Server Log

ORACLE

FINANCIAL SERVICES Path
fscratch/ofsanapp /fpshara/ [ OFSCAPADOINFOf logs

ORACLE
FIVANCAL SERVCES

Please Wait

ved for your system. This may L
("

P
a Creating infodom
ESSSSSRSRSSY

ORACLE'

FINANCIAL SERVICES

ORACLE
FIVANCIAL SERVIES

55. Select all jurisdictions and click Next.
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Please Wait

¥ Pralngtall Seup

@ miroguction
& Pre-install Condiguraiion

Please specify the Segment Cades for Jurisdictions
&
O
e Hes [ssec |
[l amaziL  [BRAZISEG |

Eirse [FsBsEC | e

[ CBRC

Bwon [mouses |
ORACLE Fusa  usasec |

FINANCIAL SERVICES

ORACLE [ |

FINANCIAL SERVICES

Note: You can modify or rename the segment name under each
jurisdiction.

56. Click Next. The Pre-Setup Information window will be displayed.

o Priindtall Sebio

@ inirncuziion
R Pra-ledtad Confaparation

| PR Bi0E7 The SBowAng FABFTMISNT 10 CTRANE & hiw INIOFTARNSN doMmAR l0F |
| KOMSAND SandDox

Segment hame
| mcoasEceec

AppBication Server Npshare log paik
FECERACH fOr a0 0 st e POFSEXNONS AND hogs

(atahie Sernves Mipshaie 16g paih
AN OHIRAD0 Mpinare) IOFSERNONSAND 100

ORACLE

FINANCIAL SERWICES

57. Verify the details and click Next. The Pre-Installation Page is displayed.
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Flease Wait

Fiease review the follewing hefare continuing:

Infurmation Domain Name I
OF SSEXMONSAND

Infodom Description
Information Domamn for OFS_CAP_ADQ SANDEOX executions ‘

Application Schema User
dev_cracneniecld
Idbearadacthin @olss2221164:1521:BASELELL

Infodom Schema Database Mame
dev.cracnoniecld

ORACLE Infodom Maintenance Application Server Lag
Path

Bl s at
FINANCIAL SERVICES [seratchfofsanappftpshare/{ OFSSEXNONSANDf logs

Application Schema [DEC Url |

e ¥ SR IS R

FINANCIAL SERVICES

58. Click Next. The Creating Sandbox Infodom Page is displayed.

Flease Wait

e Frainsnal Setun

i Fre-inatal Configuraion

red for yous system. This m
By Creatms Sangoos Infogen e e . e

ORACLE
FINANCIAL SERVICES:

59. Verify the details and click Next. The Pre-Installation Page is displayed.
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Flease Walt

= T LT

Fieate review the Follawing befare continuing:
¥ Pre-iratill Configurabon

Information Domain Name
OF SSESECTAND

Infodom Description
Infarmation Dormain for OFS. CAP_ADD SANDEOX executions

Application Schema User
dev crecaecld

Application Schama |DEC Uil
jdbeoracethin@olis2221164:152 LEASELEL]

Infodom Schema Database Name
dev_crecteclD

Application Server Log

Path
Jscratchfofiaaapp/fpshars/ | OFSSEXCECSAND logs

Bt Rllaimbmm e Phmbinbemmm. € B

60. Click Next. The Creating Sandbox Infodom Page is displayed.

Please Walt

B Freinisl Tetun

P red for yous system. This may
T Cremng Sandnos Infocom = = h

ORACLE
FINANCIAL SERVICES

61. Verify the details and click Next. The Pre-Installation Page is displayed.
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Please Walt

o Pl Sens

P introsustisn Fiease oeview the follawing before continuing:
i Pre-iratal Configuratson

Information Domain Mame
OFSSECFSAND

Infodom Description
Infaremation Domain for OFS_CAP_ADGQ SANDBOX executions

Agplication Sehema User
dev_cracefl0

Application Schema [DBC U
jdbcioradecthin@ofis2221164:152 L HEASELELL

Inlodom Schema Database Name
dev_creccf 10

Server Log
Fath
Iscratehjofsasapp fitpshars// OFSSEXCFSAND logs

Al o hdmd b i Pl o e

62. Click Next. The Creating Sandbox Infodom Page is displayed.

Please Walt

B #re sl Setan

@ mnrrotucion
o Fre-ionall Confgraraion

P red For yous system. This may
¥ ; Cresting Sandnos Infoccen = = h

ORACLE
FINANCIAL SERVICES

63. Verify the details and click Next. The Pre-Installation Page is displayed.
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Flease Wait

o P reingl 4 St

Firase meview the fodlewing hefore continming

G Fre-Ira1all Configuration
Information Domain Name
OFSSENCRECSAND

Infodom Description
Infarmation Domain for OFS_CAP_ADQ SANDEOX sxecutions

Apgplication Schema User
dev_orecsndl0

Application Schema |DEC Url
jabcoradethenc@alis2221164:152 184560611

Infodom Schema Database Mame
dev_oressndl0

Server Log
Fath
{scratch|ofs snapp /fipshare/ [ OFSSEXORECSAND logs

64. Click Next. The Creating Sandbox Infodom Page is displayed.

Please Wait

B re il Senn

& inrodiuciior.
kb Fre-teutad Confgeaton

red for yous system. This may
I Cresing Sandoos infocom Py = h

ORACLE

FINANCIAL SERWICES

65. Verify the details and click Next. The Pre-Installation Page is displayed.
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Please Walt

o e et Setug

M Introduction Piease review the follewing Befire continging
o Fre-irnall Configuration

Information Domamn MName
OFSSENRPSAND

Infodom Description
Information Domain for OF 5_CAP_ADQ SAMDEOX axecutions

Application Schema User
devorpempand 10

Application Schema JDBEC Url
jdbcoraclethin @afss 2221 164:152 L BASELE11

Infodom Schema Database Mame
dev_rprmpsnd 10

Infodom Maintenance Application Server Log

Fath.
ficratchfofsasapp /fipshars/ | OF SSERPSAND logs

o ey e o e E o W RS L )

66. Click Next. The Creating Sandbox Infodom window is displayed.

Please Wait

B re il Senn

& inrodiuciior.
kb Fre-teutad Confgeaton

P red for yous system. This may
Wy Cresing Sandbos Infocoen ot o2 i -

ORACLE

FINANCIAL SERWICES

67. Click Next. The Pre-Setup Information window is displayed. Select Yes, if you
want to perform model upload.
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WP Premsan Sewn
7

J vt uction If you want 1o perform Model Uplead, piease start the FICserver before
B Pre-Install Configuration proceeding 10 next step.

Do you want Lo perform Model upload 27
 ves

ORACLE’
FINANCIAL SERVICES

FINANCIAL SERVICES

68. Select the data model type and click Next.

) No,, I have aiready done t, .

Please Wait

@ nradutian o you want 10 upload Reicased Data Model of Customized Data Model 7
G Pre-iostat Configuravens Wl 4 g nl
. " Cumomized Dara Nodsl

69. Click Next, to copy data model to erwin.xml file.
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H Freinszad Seiup

Por your system. This i
x a Coming DETA MOt 0 ereiniML creciony i i

ORACLE

FINANCIAL SERVICES

ORACLE
FIANCIAL ERVICES

70. Click Next, to upload the data model.

o Praingtall Setuo

(] ved for your system. This
a Upianag DataM odsl L i e

ORACLE

FINANCIAL SERVICES

ORACLE
FIANCIAL SERVIES

71. Verify the Pre-Model Upload Summary and click Next.
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Please review the fallowing before cantinuing

Information domain Name
OFSCAPADOINFO

Data Model sml
path

[seranchfofinsapp/OFS CAP_ADG PACKOFS, CAP_ADQ/ DstaMod,

Data Modsl xml file hi
OFS_CAP_ADQ Dturmodel wml

Efwan somil
Fath

Jseravch[olsasapp/frpshare/ [ OFSCAPADCHNF O/ erwin/erwinxML

ORACLE

FINARCIAL SERVICES

72. Click Next. It will check for the Heap Memory Warning.

Model Heap Memory Warning Window:

Please check..
Insufficient heapsize settings in . profile file
Heapsize should be greater than or equal to 16080 MB

73. Click Back, update your .profile entry with required heap memory size.

= Open a new session in Putty.

= Shutdown OFSAAI server using $FIC_
HOME/ficapp/common/FICServer/bin/ stopofsaai.sh.

s Update the X_ARGS_APP entry in .profile file as mentioned in the following
example:

X_ARGS_APP="- Xns2g - Xmx18g - XX: +UseAdapti veSi zePol i cy
- XX: MaxPer nSi ze=1024M - XX: +UseParal | el O dGC
- XX: +Di sabl eExplicitGC
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Note: Ensure that, in an integrated environment for pack on pack
installation the memory size is 10 times the value of all the datamodel
sizes taken together.

= Execute .profile file.

»  Start OFSAAI services using $FIC_HOME/ficapp/common/FICServer/bin/
startofsaai.sh.

s Proceed for model Upload.

After Model Upload completion, ETL Application/ Source Pair is displayed. The
following panel seeks input from the user on whether to create new ETL
application/source pair or use an existing one.

74. Choose a desired option and click Next to continue.

| D4 you want to ereste 3 new ETL SpRIMCItion | Saunce palr or ase the
ienisuing ane?
& New a0pication/sourte pair

Exiting apgik aton (3ourte pis

D Introdudtion

W Pro-legiad Configaracion

ORACLE

FINANCIAL SERVICES

If the option New application/source pair was chosen then the following panel is
displayed seeking the application and source name for creation of the same.

75. Specify all the details required for application and source creation.
76. Click Next to proceed.

This will create application and source within OFSA AL Source model will also be
generated. This process will take some time depending on the number of entities /
attributes in the atomic schema. This step cannot be rolled back.
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Please Walt
@ rerosns ETL FSARFS Application Detanls
G Pre-tnstat Contiguration [ [capmppucanon -
Description | a8 _aFFLCATION
ETL STAGING Source Detalis
Mame ’IIF._'lTI-CFSEr
Description | C&P_STAGE_SRE
I
ETL PROCESSING Sawrce Details
Masme | G4 _PROCESENG.SRC
D-sengion CaP_PROCESSING, S2C
ORACLE
FINANCIAL SERVICES
TN T

This panel displays the pre-installation summary. Verify all details and proceed.

77. Click Next. This creates the staging source folder.

o Freinstall Selup

W Introduction
¥ Pree-instal Conflgurstion

Flease walt, SolutionSetup is being configured for your system. This may "
1ake 3 MOment...

ORACLE

FINANCIAL SERVICES

ORACLE

FINANCIAL SERVICES

78. After Creation, click Next. The Installation Details Review window is displayed.
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Flease Wait

B Prainstall Serup

D iereumon Firate review the Tollawing befare continuing:
D Pre-instul Configuration

¥ Fro-lrsal Summarny PLATFORM

Orasle Financial Services Analyiical Applications Infrastricture
FLATFORM VERSION |
8.0.0.0.0
PRODUCT SAME ={
Oruche Financial Servces Capital Adequacy Pack |
PRODUCT VERSION |
8.0.0.0.0
1RF ODOM MAME ENTERED
OFSCAPADCINFG

OFSAAI USER 1Dv ENTERED
SYSADMMN

ORACLE

FINANCIAL SERVICES

CONFIG SCHEMA USER
U iR

Please Wait

Fiease reyview the Toflowing befare cantinuing:

@ Pre-instal Confgurasion

b Pre-instad Sumemasy PLATFORM

Oracle Financial Services Analytical Applications Infrastructure

':'J A0 U T YOU W 10 DrOCEED WEEN INTANRIon?

8.0.000

INFODOM NAME ENTERED
OFSCAPADGINFO

OFSAAl USER 1D ENTERED
SYSADMN

COMNFIG SCHEMA USER
P e By

ORACLE

FINANCIAL SERVICES

80. Click Yes, Installation is initiated. The Installation Progress is displayed in
Installation Progress window.

Anytime during the installation you can click Cancel to stop the installation. Once
completed, the Installation Summary screen is displayed.
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Please Wait

e Proinstall Setup

M Irroduction

) Fre-Insall Cenfiguraion
l Fre-Ins1al Summary
R Instaling

O]

Installation I8 in progress...
This process may take suveral minules, Ploease Wail,

ORACLE

FINANCIAL SERVICES

Extracting duplicates_.

Cancel

ORACLE

FINANCIAL SERVICES

The following screen displays the completion of installation of the Oracle Financial
Services Capital Adequacy Pack Setup.

81. Click Next. Sandbox Summary Page is displayed.

Please Walt

b Prai il Seup

) Frradienen NORGAND Detalles

@ Pre-instail Corfiguration Infrmgtion Domen Mami OFSEXNONGAND

7 D& Mume far infodorn Databese dev_crecnonsec 1O
W Pro-install Sammany

o istaing SECSAND Devades
Infermgtion Domgn Name. OFSSESECSAND
D& Naene far infedom Dasabase dev_crecsec 10

CFRAND Detades
Infermation Doman Mami. OFSSEXCTSAND
D& Nama for infodom Databass ce_cracci 10

ORACLE
FNANCIAL SERVCES

82. Click Next to create sandbox.
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Please Wait

o Freinal Setun

red for your system. This may
[

P
" ; Crating Sanaoo:
EBEESSRRRRRN)

83. Click Next. The following message is displayed:

Please wait, SolutionSetup is being configured for your system. This may take a moment...

Please Walt

@ Intraductisn
¥ Fre=instal Configuration

Fleare wait, SalutionSetup is bring configured for yous systerm. Thiv may bt
takr a moment..,

84. Click Next. The Installing Financial Service Capital Adequacy Pack window is
displayed.
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Please Walt

« a Instaing Financasl Services Capital Adequicy Appications Pack 118 MY 1ake 3 mament..
L

u |

INSTALLATION SUMMARY
@ Frendial Setun
@ irsuilaion

G (el Compists
R DEM ATIONS
HWARNINGE- - -
Hiote

Fiedie §ee the miialion 163 under (5irabcAIoTanapROFS. CAP_ AT PALE, Iogs Pack. mital 1o
ik B Mt B8 Ogeitimig
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Installation Complate

| Cangranstionss Oracis Financia Sanvcat Athvancen Ananical Appueniont IfrATinaure Pacs AT asn tuccettily nttalsa
i Frernial S
B incasation Cligk, on 0one" 12 €XA thie InAailer. Fieaie Do 0ol Chose the (onsole. POS Instal acites will D performed in (onsote.

o (PTall Compiete

T .

86. Click Done.

Note: The installation process continues on the console. Do not close
the console until the installation process is complete.

The Post Install Health check results are displayed:
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Launching installer,..

Executing profile
.profile executed

CTRL characters removal started ...

CTRL characters removal over ...

Windows executable files removal started ...
Windows executable files removal over ...

We are now in /scratch/ofsaacbie ...

Executing profile

.profile executed

Executing profile

.profile executed

executing "ant"

Buildfile: /scratch/ofsaaobie/0FSAABO/Ficweb/build.xml
Trying to override old definition of datatype resources

existtest:
[echol Checking for file /scratch/ofsaaobie/OFSAAS0/f1icuweb/OFSAAS0, war existense

createwar:
[echol] Creating /scratch/of saasbie/0FSAARB0/Ficweb/0FSAABO .war freshly..
[war] Building war: /scratch/ofsaaobie/0FSAAS0/Ficweb/OFSAABO, war

BUILD SUCCESSFUL

Total timei 49 seconds

OFSAA App Layer Services start-up check started,,,
Starting startofsaai,sh service,..

nohup: appending output to ‘nohup,out”

OFSAA Service - OK

Starting icc service...

nohup: appending output to “nohup.out”

ICC service - OK

Shutting down icc service,..

nohup? appending output to “nohup,out”

Shutting down OFSAA service,..

nohup; appending output to ‘nohup,out”

OFSAAT App Layer Services check Status: SUCCESSFUL.
OFSAAI DB Layer Services check started,..

checking Router service...

Router Service - OK

checking AM service,..

AM Service - OK

Checking MessageServer service,..

DEBUG: main started,

DEBUG: TraceFileName = /scratch/ofsaaocbie/OFSARBO/ficdb/log/nsg_trace_file,log
DEBUG: OpenFiles done,

HessageServer Service - 0K

OFSAAT DB Layer File Serwvices check Status: SUCCESSFUL.

Installation completed,,.

You have successfully installed the OFS CAP Application Pack.

87. Perform the steps mentioned in Post Installation Configuration section.

Note: Download and install patch for Bug 21160684 if installing this
release of the OFS IFRS Application Pack version 8.0.0.0.0 on Java 8.

Verifying the Log File
Refer the following logs files for more information:

»  Refer the Pack_I nstall.l oglocated at OFS_CAP_ADQ PACK/ | ogs/ folder for OFS
CAP Application Pack installation log file.

»  Refer the log file(s) located at OFS_CAP_ADQ PACK/ OFS_AAI /| ogs/ folder for
Infrastructure installation log.

»  Refer the OFSAAI nfrastucture_l nstal | .| og located at $FIC_HOME folder for
Infrastructure installation log.
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Post Installation Configuration

On successful installation of the OFS CAP Application Pack, follow the post
installation steps mentioned below.

This chapter includes the following sections:

Configure Resource Reference

Start OFSAA Infrastructure Services

Add TNS entries in TNSNAMES.ORA file

Configuration for Oracle R distribution and Oracle R Enterprise (ORE)
Updating OBIEE URL

Configurations for Java 8

Create and Deploy the Application Pack Web Archive

Access the OFSAA Application

Perform Post Deployment Configurations

Note: Ensure to clear the application cache prior to the deployment of
Applications Pack Web Archive. This is applicable to all Web Servers
(WebSphere, WebLogic, and Tomcat). For more information, refer
Clearing Application Cache section.

Configure Resource Reference

Configure the resource reference in the Web Application Server configured for OFSAA
Applications. Refer Configuring Resource Reference in Web Application Servers
section for details on configuring the resource reference in WebSphere, WebLogic, and
Tomcat Application Servers.

Start OFSAA Infrastructure Services

Start the OFSAA Infrastructure Services prior to deployment or accessing the OFSAA
Applications. Refer to the Starting/Stopping Infrastructure Services section for details
on Start/ Stop OFSAA Services.

Add TNS entries in TNSNAMES.ORA file

Add TNS entries in the tnsnames.ora file, for every schema created for the Application
Pack.
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To find the tnsname for the entries, follow these steps:

1.
2.
3.

Login to the application using System Administrator privileges.
Navigate to System Configuration & Identity Management tab.

Click Administration and Configuration >> System Configuration >> Database
Details.

Expand Name to get the list of TNS entry names.

Alternatively, you can connect to the CONFIG schema and execute the below
query:
sel ect dbname from db_master where dbname !=' CONFI G

Configuration for Oracle R distribution and Oracle R Enterprise (ORE)

This is an optional step. Skip and proceed with the next steps if OFS Enterprise
Modeling Application with R scripting is not enabled during installation.

1.

Install OFSA AIRunner Package. For more information, refer Installing OFS AAAI
Runner Package. If you have already installed OFSA AIRunner package (as part of
a previous installation), uninstall it . (For more information, refer Uninstalling
OFSAAIRunner Package section), and reinstall the latest available OFSAAIRunner
package.

Log in to the database with dba privileges and provide the following privilege to
Configuration Schema:

RQADM N by executing the command:
GRANT RQADM N TO <confi g_schema>;

Log in to the database with dba privileges and provide the following privileges to
Atomic Schema:

CREATE UNLI M TED TABLESPACE privilege by executing the command: GRANT
CREATE UNLI M TED TABLESPACE TO <at oni ¢_schema>;

CREATE M NI NG MCDEL privilege (to execute the Data Mining models) by executing
the command:
GRANT CREATE M NING MODEL TO <at onmi ¢_schema>;

Installing OFS AAAI Runner Package

OFSAAIRunner is an R package built by the OFS Enterprise Modeling Application. It
is a prerequisite for executing models developed using R scripts. This package helps

m:

Initializing inputs

Mapping framework variables to R objects
Configuring possible outputs of the script
Storing results back to the Database

OFSAAIRunner package (OFSAAl Runner _1. 0. 0. tar. gz) is available under $FI C_DB_
HOVE/ | i b.
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Prerequisite

Oracle R & ORE should be installed on the Oracle Database server before installing
OFSAAIRunner package.

Refer to the following instructions to install OFSA AIRunner package:

1.
2.

Log in to the OFSAA Server. Navigate to the folder $FI C_ DB_HOVE/ | i b.

Copy the file OFSAAl Runner _1. 0. 0. tar. gz in Binary mode to the Oracle Database
Server.

Log in to the Oracle Database Server with the user using which Oracle Database
Server installation is done.

Navigate to the directory where the file OFSAAI Runner _1. 0. 0. tar. gz is copied.
Install the package by executing the command:

ORE CWD | NSTALL OFSAAI Runner _1.0.0.tar.gz

Successful installation is indicated in the installation |og as:

* DONE ( OFSAAI Runner)

Maki ng packages.htnl ... done

Note: The OFSAAIRunner package is installed in
/usr/1ib64/ R library.

Navigate to the directory SORACLE_HOME/R/library and check whether
OFSAAIRunner package is listed there by executing the command:

|'s -l

Uninstalling OFSAAIRunner Package

Refer to the following instructions to uninstall the OFSA AIRunner package:

1.

Log in to the Oracle Database Server with the same username, using which Oracle
Database Server installation is done.

Enter ORE in command prompt and execute the command:
#ORE

To save workspace image, enter the command:
>remove.packages("OFSAAIRunner")

Enter y when prompted to save the workspace image.

q0

Navigate to the directory SORACLE_HOME/R/library and verify the package is
not listed there by executing the command:

Save workspace image? [y/n/c]:y

Is-1
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Updating OBIEE URL

To access the respective Business Intelligence Analytics Application, you need to
update the OBIEE URL in the table 'AAI_ MENU_B’, once the OBIEE environment is
up and running.

1. To access Basel Analytics application, you need to update the following OBIEE url
in the table 'AAI_ MENU_B'":

UPDATE AAI _MENU B SET V_MENU URL
Dashboard URL>>' WHERE V_MENU | D
/

COMWM T

' <<BASEL Anal ytics
' OFS_CAP_BASANA DASH

2. To access OREC Analytics application, you need to update the following OBIEE
url in the table 'AAI_MENU_B"

UPDATE AAI_MENU B SET V_MENU_URL
Dashboard URL>>' WHERE V_MENU | D
/

COMWM T

' << OREC
' OFS_CAP_OREC_DASH

3. To access CREC Analytics application, you need to update the following OBIEE
url in the table 'AAI_MENU_B"

UPDATE AAl _MENU B SET V_MENU URL = '<< CREC
Dashboard URL>> WHERE V_MENU I D = ' OFS_CAP_ECA DASH
/

COW T

Example 5-1
UPDATE AAI _MENU_ B SET V_MENU URL =

"http://10.184.202. 207: 9704/ anal yti cs/ saw. dl | ?Dashboard’ WHERE
V_MENU I D = ' OFS_CAP_BASANA DASH

/

COMW T

/

Configurations for Java 8
Refer to the following instructions to extract and apply the patch.
1. Copy the downloaded patch file ( 21160684) to your OFSAA server in Binary mode.

For more informaiton on downloading the patch files, refer Prerequisite
Information section >> Category - Others >> Sub-Category - OFSAA.

2. Follow the instructions given in the Readme to apply the patch.

3. If the Oracle Database version is 12¢, copy 0j dbc7. j ar from $ORACLE_
HOME/ j dbc/ | i b to the following locations:

= $FIC HOW/ utility/ OFSAAGener at eRepository/lib/
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$FI C_HOVE/ real ti me_processi ng/ WebCont ent / VEB- | NF/ | i b/
$FI C_HOVE/ ficdb/ i b/

$FI C_HOVE/ fi capp/icc/lib/

$FI C_HOVE/ i capp/ common/ FI CServer /i b/

$FI C_HOVE/ FMBt andal one/ For msManager / EB- | NF/ | i b/

$FI C_HOVE/ f i cweb/ webr oot / WEB- | NF/ | i b/

$FI C_ HOVE/ fi cdb/ et/ cl asses/

4. If the Oracle Database version is 11g, copy 0j dbc6. j ar from $ORACLE
HOME/ j dbc/ | i b to the following locations:

$FI C_HOVE/ uti |ity/ OFSAAGener at eRepository/lib/

$FI C_HOVE/ real ti me_processi ng/ WebCont ent / VEB- | NF/ | i b/
$FI C_HOVE/ ficdb/ i b/

$FI C_HOVE/ fi capp/icc/lib/

$FI C_HOVE/ i capp/ common/ FI CServer/ i b/

$FI C_HOVE/ FMBt andal one/ For msManager / EB- | NF/ | i b/

$FI C_HOVE/ f i cweb/ webr oot / VEB- | NF/ | i b/

$FI C_ HOVE/ fi cdb/ et/ cl asses/

Create and Deploy the Application Pack Web Archive

On successful installation of the OFSAA Application Pack, the web archive file is
automatically generated. However, you need to deploy the generated web archive file
on the Web Application Server.

For identifying the location of the generated web archive file and for generating and
deploying the web archive file at any time later, refer Creating and Deploying EAR/
WAR File section.

Note: Refer the Oracle Financial Services Forms Manager User Guide for
instructions on Creating and Deploying the Forms Manager Web
Archive.

Access the OFSAA Application

Prior to accessing the OFSAA application ensure the Internet Explorer Settings are
configured.

Refer to Accessing OFSAA Application section for details on accessing the OFSAA
Application on successful deployment of the application web archive.

Perform Post Deployment Configurations

Prior to using the OFSAA Application perform the Post Deployment Configuration
steps detailed in Post Deployment Configurations section.
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Configuring Web Server

This section covers the following topics:
= Configuring Web Server
= Configuring Web Application Servers

Configuring Web Server
This step assumes an installation of a Web Server exists as per the prerequisites.

Refer the product specific installation guide to install and configure the Web Server. If
an installation already exists, skip and proceed to the next step.

Note: sMake a note of the IP Address/ Hostname and Port of the
web server. This information is required during the installation
process.

»  Refer Oracle Financial Services Analytical Applications
Infrastructure Security Guide mentioned in the Related Documents
section for additional information on securely configuring your
Web Server.

= Ensure to enable sticky session/ affinity session configuration on the web
server. Refer the respective product specific Configuration Guide for
more details. Additionally, you also need to enable the sticky session/
affinity session configuration at Load Balancer level if you have
configured a Load Balancer in front of the web server(s).

Configuring Web Application Servers

This step assumes an installation of a web application server exists as per the
prerequisites. To configure the Web Application Server for OFSAA Deployment refer
the following sections.

This section includes the following topics:

s Configuring WebSphere Application Server for Application Deployment
s Configuring WebLogic for Application Deployment

s Configuring Apache Tomcat Server for Application Deployment
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Note:

s Make a note of the IP Address/ Hostname and Port of the web
application server. This information is required during the
installation process (required if Web Server is not configured).

= Refer OFSAA Secure Configuration Guide/ Security Guide
mentioned in the Related Documents section for additional
information on securely configuring your Web Server.

Configuring WebSphere Application Server for Application Deployment

You can deploy multiple OFSAA applications on different profiles of a stand-alone
WebSphere application server. To create multiple WebSphere "Profiles" in a
stand-alone server, use the command line option as explained in the following section.
A profile is the set of files that define the runtime environment. At least one profile
must exist to run WebSphere Application Server.

This section covers the following topics:

s Creation of New Profile in WebSphere
= Manage Applications in WebSphere

»  Delete WebSphere Profiles

s WebSphere HTTPS Configuration

s WebSphere Memory Settings

Creation of New Profile in WebSphere

The Profile is created in WebSphere through command line using the
manageprofiles.sh which resides in <WebSphere Install directory>/AppServer/bin.

The command to create a profile without admin security through command line is as
follows:

"manageprofiles.sh -create -profileName <profile> -profilePath <profile_
path> -tenpl atePath <tenpl ate_path> -nodeName <node_nanme> -cel | Name <cel | _
nane> - host Name <host name>"

Example:

$usr/ home>. / manageprofiles.sh -create -profil eName nockai x

-profil ePat h/ webspher e/ webs64/ Appser ver/ profi| es/ mockai x

-t enpl at ePat h/ webspher e/ webs64/ Appser ver/ profil eTenpl at es/ def aul t
-nodeNane i pa020dor Node04 - cel | Name i pa020dor Node04Cel | - host Nane
i pa020dor

The command to create a profile with admin security through command line is as
follows:

"manageprofiles.sh -create -profileName <profile> -profilePath <profile_
path> -tenpl atePath <tenpl ate_path> -nodeName <node_nane> -cel | Name <cel | _
name> - host Nane <host _name> - enabl eAdm nSecurity true -adm nUser Nane

<Admi n User Name> -admi nPassword < Admin User Password> -sanpl espassword
<sanpl e User Password>"

Example:

$usr/ home>. / manageprofil es.sh -create -profileName nockai x
- profil ePat h/ webspher e/ webs64/ Appser ver/ profi | es/ mockai x

A-2 OFS CAP Installation and Configuration Guide



Configuring Web Application Servers

-t enpl at ePat h/ webspher e/ webs64/ Appser ver/ profil eTenpl at es/ def aul t
-nodeNane i pa020dor Node04 -cel | Name i pa020dor Node04Cel | - host Nane
i pa020dor -enabl eAdm nSecurity true -adm nUser Name of saai -adm nPassword

of saai

-sanpl espassword of saai "

Note: While using the managepr of i | es. sh command to create a New
Profile in WebSphere, you can also use "-validatePorts" to validate if
the specified ports are not reserved or in use. Additionally, you can
specify new ports with "-startingPort <base port>" which specifies
the starting port number to generate and assign all ports for the
profile. For more information on using these ports, refer WebSphere
manageprofiles command.

Manage Applications in WebSphere
To manage the installed applications in WebSphere, follow these steps:

1.

Open the administrator console using the following URL:
http://<i paddress>: <Adni ni strative Consol e Port>/ibni consol e

Example: http://10. 111. 222. 333: 9003/ i bnf consol e (https if SSL is enabled)

Note: Administrative Console Port value is available in
serverindex. xm file within <WebSphere Profile
Di rectory>/config/cel | s/ <Node Cell >/ nodes/ <Node Name>

directory.

The Integrated Solutions Console Login window is displayed.

Figure 5-1 Integrated Solutions Console Login
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3.
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Log on with the User ID provided with the admin rights.

From the LHS menu, expand the Applications > Application Type> WebSphere
Enterprise Applications.
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The Enterprise Applications screen is displayed.

Figure 5-2 Enterprise Applications
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This Enterprise Applications screen helps you to:
= Install new application
= Uninstall existing applications

= Start or Stop the installed applications

Delete WebSphere Profiles
To delete a WebSphere profile, follow these steps:

1. Select the checkbox adjacent to the required application and click Stop.
2. Stop the WebSphere profile to be deleted.
3. Navigate to WebSphere directory:
<\WebSphere_Instal lation_Directory>/ AppServer/bin/
4. Execute the command:
manageprofiles.sh -del ete -profil eName <profile_nane>
5. Delete profile folder.

Example: <WebSphere_I nstal | ati on_
Di rectory>/ AppServer/profiles/<profile_name>

6. Execute the command:

managepr of i | es. sh -val i dat eAndUpdat eRegi stry

WebSphere HTTPS Configuration
To configure an HTTPS Transport on WebSphere, follow these steps:

1. Create a profile using the Profile Creation Wizard in WebSphere.

Note: Note down the https port specified during this process and
use the same as servlet port or web server port during OFSAAI
installation.
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2. To enable https configuration on Infrastructure, assign value 1 to "HTTPS_
ENABLE" in OFSAAl _I nstal | Confi g. xm for Silent mode OFSAAI installation.

WebSphere Memory Settings
To configure the WebSphere Memory Settings, follow these steps:

1. Navigate to Websphere applications server > Application servers >
serverl > Process definition > Java Virtual Machine.

2. Change the memory setting for Java Heap:
Initial heap size = 512

Maxi mum heap si ze = 3072

Configuring WebLogic for Application Deployment

You can deploy multiple Infrastructure applications on different domains of a
stand-alone weblogic application server. To create multiple WebLogic "Domains" in a
stand-alone server you can use the Domain Creation wizard. A domain is the set of
files that define the runtime environment. At least one domain must exist to run
WebLogic Application Server.

Note: For deployment on Oracle WebLogic Server 12.1.3+ (64 bit) with Java
8, download and install patch 18729264.

This section covers the following topics:

s Creating Domain in WebLogic Server
= Delete Domain in WebLogic

= WebLogic Memory Settings

Creating Domain in WebLogic Server
To create a new domain using Configuration Wizard in WebLogic, follow these steps:

1. Navigate to the directory <W.S_HOME>/ W server/common/ bi n and execute the
command:

.Iconfig.sh

The Welcome window of the Configuration Wizard is displayed.
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Figure 5-3 Welcome
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2. Select Create a new WebLogic domain option and click Next.

The Select Domain Source window is displayed.

Figure 5-4 Select Domain Source
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3. Select the Generate a domain configured automatically to support the following
products option and click Next.

The Specify Domain Name and Location window is displayed.
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Figure 5-5 Specify Domain Name and Location
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location. Click Next.

Enter the Domain Name and Location. Click Browse to navigate and specify the

The Configure Administrator Username and Password window is displayed.

Figure 5-6 Configure Administrator Username and Password
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Enter the User name and User password to be assigned to the Administrator.

Ensure that the password is of minimum 8 characters in length.

Re-enter the password for confirmation and add a brief Description. Click Next.

The Configure Server Start Mode and J]DK window is displayed.
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Figure 5-7 Configure Server Start Mode and JDK
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7. Select the following options:

In the WebLogic Domain Startup Mode section, select the required mode
(Development Mode or Production Mode).

In the JDK Selection section, select Other JDK. Click Browse and navigate to the
JDK location. Click Next.

The Select Optional Configuration window is displayed.

Figure 5-8 Select Optional Configuration
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8. Select Administration Server. A WebLogic Server domain must have an
Administration Server. You can also select Manages Servers, Clusters and
Machines and RDBMS Security Store if required. Click Next.
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The Configure the Administration Server window is displayed.

Figure 5-9 Configure the Administration Server
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9. Enter Administration Server details such as the Name, Listen address, Listen Port,
SSL listen port, and SSL enabled (for secure login using https) check box. Click
Next.

The Configuration Summary window is displayed.

Note: Make a note of the Listen Port or SSL Listen Port value (ex:
7007), since the same has to be re-entered in the Servlet port field
during Infrastructure installation.

Configuring Web Server A-9



Configuring Web Application Servers

Figure 5-10 Configure Server Start Mode and JDK
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10. Verify the configuration details of the WebLogic domain and click Create.

The Creating Domain window is displayed with the status indication of the
domain creation process.

Figure 5-11 Configure Server Start Mode and JDK

N Fuzien Middieware Configuration Wirard
Creating Demain
ORACLE"
oo ]
ORACLE
][ o | [ ] [ oore

11. Click Done when complete. The domain server is created enabling the
deployment of multiple Infrastructure applications on a single WebLogic.
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Note:

= Note down the HTTPS port specified during this process and use
the same as servlet port or web server port during OFSAAI
Installation.

To enable https configuration on Infrastructure, assign value 1 to
"HTTPS_ENABLE" in OFSAAI_InstallConfig.xml for silent mode
OFSAAl installation

12. Add ajava option entry -DUseSunHt t pHandl er=true in W.S_HOME/ bi n/
"set Domai nEnv. sh" file (Required only if self signed certificate is used).

Delete Domain in WebLogic
To delete a domain in WebLogic, follow these steps:

1. Navigate to the following directory:

<WebLogi c Installation directory>/ user_projects/donai ns/ <domain
nanme>/ bi n

2. Execute stopWebLogic.sh to stop the Weblogic domain.
3. Delete the Weblogic domain.

WebLogic Memory Settings
To configure the WebLogic Memory Settings, follow these steps:

1. Change the memory setting for Java Heap to - Xms512m - Xmx3072min
set Domai nEnv. sh file, which resides in the folder <DOVAI N_HOVE>/ bi n and in
CommEnv. sh file which resides in the folder conmon/ bi n.

2. Edit this file for customizing memory settings and garbage collector settings
depending on the available hardware configuration.

Example 1:
if [ "${JAVA VENDOR" = "Sun" ] ; then
W.S MEM ARGS 64BI T="- Xms512m - Xnx1024n
export WS MEM ARGS_64BI T
W.S MEM ARGS_32BI T="- Xms512m - Xmx1024nt
export WS MEM ARGS_32BI T
el se
W.S MEM ARGS_64BI T="- Xms512m - Xmx1024nt
export W.S MEM ARGS 64BI T
W.S_MEM ARGS_32BI T="- Xms512m - Xnx1024nt
export W.S MEM ARGS 32BI T
Example 2:
JAVA VM=
MEM ARGS="- Xnms256m - Xmx1024nt
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Configuring Apache Tomcat Server for Application Deployment
This section is applicable only when the Web Application Server type is Tomcat.

This section includes the following topics:

s Tomcat User Administration

s Configure Tomcat to use JAVA 64 bit Executables
s Configure Servlet Port

= SSL Port Configuration

= Apache Tomcat Memory Settings

s Uninstalling WAR Files in Tomcat

= Configuration for Axis API

Tomcat User Administration

The Tomcat administration and manager application does not provide a default login.
You are required to edit "$CATALI NA_HOME/ conf / t ontat - users. xm " as instructed
below.

This file contains an XML <user> for each individual user, which will display the
username and password used by admin to log on to Tomcat, and the role names to
which the admin user is associated with. For example, <user name="admin"
password="admin" roles="standard,manager" />

1. Add the manager role to any one of the existing username/password combination
as shown in the example above.

2. Use the same username/password to which the manager role has been assigned to
access the Tomcat Application Manager.

3. If the Tomcat server is already running, it requires a re-start after the above
configuration is done.

Configure Tomcat to use JAVA 64 bit Executables
To configure Tomcat to use JAVA 64 bit, follow these steps:

1. Navigate to the "$CATALI NA_HOME/ bi n" folder.
2. Edit the setclasspath.sh as explained below:
3. Replace the following block of text
# Set standard commands for invoking Java.

_RUNJAVA="$JRE_HOMVE"/ bi n/ j ava

if [ "$0s400" !'= "true" ]; then
_RUNJDB="$JAVA HOME"/ bin/jdb
With:

# Set standard commands for invoking Java.
_RUNJAVA="$JAVA BIN'/java

if [ "$0s400" != "true" ]; then
_RUNJDB="$JAVA BIN'/jdb
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4. If the Tomcat server is already running, it requires a re-start after the above
configuration is done.

Note: In case tomcat is installed under different Unix profile, set
JAVA_BIN environment variable in .profile to include the Java
Runtime Environment absolute path.

For example:
export JAVA BIN /usr/java6_64/jre/bin

export JAVA BIN = /usr/java6_64/jrel/bin//sparcv9 for Solaris
Sparc

Configure Servlet Port

The default servlet port configured for the Tomcat installation is 8080. Ignore this
section if you need to use the default port.

If you need to use a different port number, you must first configure the port in the
"server.xml" in the "conf" directory of Tomcat Installation directory.

To configure the Servlet Port, follow these steps:
1. Navigate to $SCATALI NA_HOVE/ conf . Open server.xml and locate the tag:
2. '"Define a non-SSL HTTP/ 1.1 Connector on port 8080 "

3. Against this tag, a parameter is specified 'Connector port = "8080" '. Edit this
value to the new port number that was used during the Infrastructure installation
process.

4. Save your changes in "server. xm ".

Note: Make a note of the servlet port configured. This information is
required during the installation of OFSAA Application Pack.

SSL Port Configuration

If you need to configure and access your OFSAA setup for HTTPS access, ensure that
the following connect tag under Define a SSL HTTP/1/1 Connector on port 8443 in
<Tontat _instal | ati on_fol der>/conf/server.xnl file is uncommented for SSL
Configuration. (By default, it is commented).

<Connector port="8443" protocol ="HTTP/ 1. 1" SSLEnabl ed="true"
max Thr eads="150" schenme="https" secure="true"

clientAut h="fal se" ssl Protocol ="TLS"
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Note:

= Make a note of the servlet port configured. This information
would be required during the installation of OFSAA Application
Pack.

= To enable https configuration on Infrastructure, assign value 1 to
"HTTPS_ENABLE" in OFSAAI_ InstallConfig.xml for SILENT
mode OFSAAL installation.

For more information related to SSL Configuration on Tomcat, refer to
http://tontat. apache.org/.

Apache Tomcat Memory Settings
To configure the Apache Tomcat Memory Settings, follow these steps:

1.
2.

Locate the file cat al i na. sh which resides in the folder <CATALI NA HOVE>/ bi n

Edit this file for customizing the memory settings and garbage collector settings
depending on the available hardware configuration.

Add the memory setting for Java Heap to - Xms512m - Xnx1024m

For example:

if [ -z "$LOGE NG_MANAGER' ]; then

JAVA OPTS="$JAVA OPTS - Xms512m - Xnmx1024m

-Djava. util .l oggi ng. manager =or g. apache. j ul i . O assLoader LogManager "
el se

JAVA_OPTS="$JAVA OPTS - Xms512m - Xmx1024m $LOGE NG_MANAGER'

fi

Uninstalling WAR Files in Tomcat
To uninstall WAR files in tomcat, refer Uninstalling WAR Files in Tomcat.

Configuration for Axis API

This step is optional and required only if the web application server used in Apache
Tomcat. If you use any other web application server, skip and proceed to next step.

Copy thejaxrpc.jar from the <OFSAA Installation Directory>/axis-1_
4/ webapps/ axi s/ WEB- I NF/ | i b and place it in under <Tontat Installation
Directory>/lib and restart the Tomcat Server
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Configuring Resource Reference in Web
Application Servers

This section covers the following topics:
= Configuring Resource Reference in WebSphere Application Server
s Configuring Resource Reference in Weblogic Application Server

= Configuring Resource Reference in Tomcat Application Server

Configuring Resource Reference in WebSphere Application Server
This section is applicable only when the Web Application Server type is WebSphere.
This section covers the following topics:
s Creating JDBC Provider
s Create Data Source
s J2C Authentication Details

= JDBC Connection Pooling

Creating JDBC Provider

1. Open the WebSphere admin console in the browser window:
http://<i paddress>: <adni ni strative consol e port>/ibm consol e. (https if
SSL is enabled). The Login window is displayed.

2. Login with the user id that has admin rights.

3. Expand the Resources option in the LHS menu and click JDBC > JDBC Providers.
The JDBC Providers window is displayed.
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Figure 5-12 JDBC Providers
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4. Select the Scope from the drop-down list. Scope specifies the level at which the
resource definition is visible.

5. Click New to add new JDBC Provider under the Preferences section. The Create
new JDBC provider window is displayed.

Figure 5-13 Create a new JDBC Provider
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6. Enter the following details:
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Table B—1 Fields and their description

Field Description

Database Type Oracle

Provider Type Oracle JDBC Driver

Implementation Type Connection pool data source

Name The required display name for the resource
Description The optional description for the resource

7. Click Next.

Figure 5-14 Enter database class path information
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8. Specify the directory location for "oj doc<ver si on>. j ar " file. Ensure that you do
not use the trailing slash file separators.

The Oracle JDBC driver can be downloaded from the following Oracle Download
site:

»  Oracle Database 11g Release 2 (11.2.0.4) JDBC Drivers
s Oracle Database 12¢ Release 1 (12.1.0.1) JDBC Drivers

Once downloaded, you need to copy the file in the required folder on the server.

Note: Refer Appendix O section for identifying the correct
oj dbc<versi on>. j ar version to be copied.

9. Click Next. The Summary window is displayed.
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Figure 5-15 Summary
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10. Verify the details and click Finish to create the JDBC Provider.

11. The options to Save and Review are displayed. Click Save.

Create Data Source

The steps given below are applicable for both config and atomic data source creation.

1. Open this URL in the browser window: ht t p: / / <i paddr ess>: <admi ni strati ve
consol e port>/ibn consol e. (https if SSL is enabled). The Login window is

displayed.
2. Login with the user id that has admin rights.

3. Expand the Resources option in the LHS menu and click JDBC > Data sources

option. The Data sources page is displayed.

Figure B-1 Data Sources
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4. Select the Scope from the drop down list. Scope specifies the level at which the
resource definition is visible.

5. Click New. The Create a Data Source window is displayed.

Figure B—2 Create Data Source
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6. Specify the Data Source name and JNDI name for the new "Data Source".

The JNDI and Data Source name are case sensitive and ensure that JNDI name is
same as the "Information Domain" name.

7. Click Next. The Select JDBC provider window is displayed.
Figure B-3 Select JDBC provider
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8. Select the option Select an Existing JDBC Provider and select the required JDBC
provider from the drop-down list. Click Next.
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Figure B—4 Enter database specific properties
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9. Specify the database connection URL.
For example: j dbc: or acl e: t hi n: @DB_SEREVER | P>: <DB_SERVER PORT>: <S| D>

10. Select Data Store Helper Class Name from the drop-down list and ensure that the
checkbox Use this data source in container managed persistence (CMP) is
selected.

Note: For RAC configuration, provide the RAC url specified during
installation.

Example: j dbc: or acl e: t hi n: @ DESCRI PTI ON=( ADDRESS _

LI ST=( ADDRESS=( PROTOCOL=TCP) ( HOST=10. 11. 12. 13) ( por t =1521) ) ( ADDRESS=( PRO
TOCOL=TCP) ( HOST=10. 11. 12. 14) ( PORT=1521) ) (LOAD_

BALANCE=n0) ( FAI LOVER=yes) ) ( CONNECT DATA=( SERVI CE_NAME=pqadh)))

11. Click Next.

Figure B-5 Enter Database specific properties
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12. Map the J2C authentication alias, if already created. If not, you can create a new
J2C authentication alias by accessing the link given (Global J2C authentication

alias) or you can continue with the data source creation by clicking Next and then
Finish.
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Figure B-6 Summary
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You can also create and map J2C authentication alias after creating the data source.

13. You must create another Data source by following the above procedure with
jdbc/FICMASTER as JNDI name pointing to the "configuration schema" of
Infrastructure.

J2C Authentication Details

The steps given below are applicable for creating both config and atomic J2C
Authentication.

To create J2C Authentication details:

1. Select the newly created Data Source and click JAAS - J2C authentication data
link under Related Items.

JAAS- J2C authentication data
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Figure B—7 JAAS-J2C authentication data
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2. Click New under the Preferences section.

Figure 5-16 JAAS- J2C authentication data- New
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3. Enter the Alias, User ID, Password, and Description. Ensure the following:

s User ID is the Oracle user ID created for the respective CONFIG and ATOMIC
Schema for the "Information Domain".

»  Specify the CONFIG database user ID and password information for the
jdbc/FICMASTER data source, and specify the ATOMIC database user ID and
password information for the ATOMIC schema data source that you created
earlier.

4. Click Apply and save the details.

JDBC Connection Pooling

To define the JDBC connection pooling ensure that you have created JDBC Provider
and Data source to access the data from the database.
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1. Expand the Resources option in the LHS menu and click JDBC > Data sources
option. The Data sources page is displayed.

2. Click the newly created Data Source $DATA_SOURCE$ and navigate to the path Dat a
sour ces>$DATA_SOURCE$>Connect i on pool s.

Figure B-8 Connection pools
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3. Set the values for Connection timeout to 0 seconds, Maximum connections to 100
connections, and Minimum connections to 10 connections as shown in the above
figure. You can also define Reap Time, Unused Timeout, and Aged Timeout as
required.

Configuring Resource Reference in Weblogic Application Server

This section is applicable only when the Web Application Server type is WebLogic.This
section includes the following topics:

s Create Data Source

s Create GridLink Data Source

s Configure Multi Data Sources

= Advanced Settings for Data Source

= JDBC Connection Pooling

In WebLogic, you can create "Data Source” in the following ways:

s "For a Non RAC Database instance, Generic Data Source has to be created. See
Create Data Source.

s "For a RAC Database instance, Gridlink Data Source has to be created. See Create
GridLink Data Source.

= "When Load Balancing/Fail over is required, Multi Data Source has to be created.
See Configure Multi Data Sources.
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Create Data Source
The steps given below are applicable for both config and atomic data source creation.

1. Open the following URL in the browser window:
http://<i paddress>: <admi ni strative consol e port>/consol e. (https if SSL is
enabled). The Welcome window is displayed.

2. Login with the Administrator Username and Password.

Figure B-9 Welcome

OoRACLE
WeblLogic Server® 11g

Administratron Console

3. From the LHS menu (Domain Structure), click Services > Data Sources. The
Summary of JDBC Data Sources window is displayed.

Figure B-10 Summary of JDBC Data Sources
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4. Click New and select Generic Data Source option. The Create a New JDBC Data
Source window is displayed.

You can also select GridLink Data Source or Multi Data Source while creating a
Data Source. For more information, see Create Data Sourceor Configure Multi
Data Sources.
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Figure 5-17 Create a New JDBC Data Source
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5. Enter JDBC data source Name, JNDI Name, and select the Database Type from
the drop-down list. Click Next.

Ensure the following:
s The JNDI Name field should be in the format "jdbc/informationdomain”

= Same steps needs to be followed to create a mandatory data source pointing to the
"configuration schema" of infrastructure with j dbc/ FI CMASTER as JNDI name.

= JNDI Name is the same as mentioned in web. xm file of OFSAAI Application.
= Required "Database Type" and "Database Driver" should be selected.

Figure B—11 JDBC Data Source Properties
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6. Select the Database Driver from the drop-down list. You need to select the

Database Driver depending on database setup, that is, with or without RAC. Click
Next.
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Figure B—12 Transaction Options
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7. Select the Supports Global Transactions checkbox and the One-Phase Commit
option.

8. Click Next. The Connection Properties window is displayed.

Figure B—13 Connection Properties
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9. Enter the required details such as the Database Name, Host Name, Port, Oracle
User Name, and Password.

10. Click Next. The Test Database Connection window is displayed.
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Figure B-14 Test Database Connection
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11. Verify the details and click Test Configuration and test the configuration settings.
A confirmation message is displayed stating "Connection test succeeded.”

12. Click Finish. The created "Data Source" is displayed in the list of Data Sources.

Note:

»  "User ID" is the Oracle user ID that is created for the respective
"Information Domain".

= "User ID" to be specified for data source with "FICMASTER" as
"INDI" name should be the Oracle user ID created for the
"configuration schema".

13. Select the new Data Source and click the Targets tab.
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Figure B-15 Select Targets
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14. Select the AdminServer option and click Finish.

Create GridLink Data Source
If you have selected the option, New > GridLink Data Source while creating the "Data
Source", you can directly specify the JDBC URL as indicated.

Figure 5-18 Create a New JDBC GridLinkData Source
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1. Enter Data Source Name, and JNDI Name.

Ensure that the "JNDI Name" field is specified in the format "jdbc/infodomname" and
the XA Driver checkbox is not selected. Click Next.
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Figure 5-19 JDBC GridLinkData Source- Connection Properties
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2. Specify Complete JDBC URL, Database User Name, and Password. Click Finish.
The created "Data Source" is displayed in the list of Data Sources.

Configure Multi Data Sources

A JDBC multi data source is an abstraction around a group of data sources that
provides load balancing and failover between data sources. As with data sources,
multi data sources are also bound to the JNDI tree. Applications can look up a multi
data source on the JNDI tree and then reserve a database connection from a data
source. The multi data source determines from which data source to provide the
connection.

When the database used is Oracle RAC (Real Application Clusters) which allows
Oracle Database to run across a set of clustered servers, then group of data sources can
be created for instances running on a set of clustered servers and a JDBC multi data
source can be created so that applications can look up a multi data source on the JNDI
tree to reserve database connection. If a clustered server fails, Oracle continues
running on the remaining servers.

1. Open WebLogic Admin Console in the browser window:
http://<i paddress>: <adm ni strative consol e port>/consol e. (https if SSL is
enabled). The Login window is displayed.

2. Login with the "User ID" that has admin rights.

3. In the LHS menu (Domain Structure), select Services > JDBC > Multi Data
Sources. The Summary of JDBC Multi Data Sources window is displayed.
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Figure 5-20 Summary of JDBC Multi Data Sources
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4. Click New. The New JDBC Multi Data Source screen is displayed.

Note: Ensure that the Data Sources which needs to be added to new
JDBC Multi Data Source has been created.

Figure 5-21 Configure the Multi Data Source
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5. Enter the JDBC Source Name, JNDI name, and select the Algorithm Type from
the drop-down list. Click Next.
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Note:

= The JNDI Name has to be specified in the format
j dbc/ i nf odomane.

= JNDI Name of the Data Sources that will be added to new JDBC
Multi data source should be different from the JNDI name
specified during Multi Data Source.

= Same steps needs to be followed to create a mandatory data
source pointing to the "configuration schema" of infrastructure
with jdbc/FICMASTER as JNDI name for Data Source.

= JNDI Name provided in multi data source should be the same
name that will be mentioned in the web. xni file of OFSAAI
Application.

= You can select the Algorithm Type as Load-Balancing.

Figure 5-22 Select Targets
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6. Select the AdminServer check box and click Next.

Figure 5-23 Select Data Source Type
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7.  Select the type of data source which will be added to new JDBC Multi Data
Source. Click Next.
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Figure 5-24 Add Data Sources

8. Map the required Data Source from the Available Data Sources. Click Finish.
The New JDBC Multi Data Source is created with added data sources.

Advanced Settings for Data Source

1. Click the new Data Source from the Summary of JDBC Data Sources window. The
Settings for <Data Source Name> window is displayed.

2. Select the Connection Pooling tab given under Configuration.

3. Go to the Advanced option at the bottom of the page, and check the Test
Connection of Reserve checkbox (Enables Weblogic Server to test a connection
before giving it to a client).

To verify if the data source is valid, select "Data Source name". For example,
FICMASTER.

Figure 5-25 Settings for <Data Source Name>
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4. Select the server and click Test Data Source.
A message is displayed indicating that the test was successful.

5. Once the "Data Source" is created successfully, the following messages are
displayed:

= All changes have been activated. No restart is necessary.
»  Settings updated successfully.

If not, follow the steps given above to recreate the data source.
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JDBC Connection Pooling

To define the JDBC connection pooling, ensure that you have created JDBC Provider
and Data source to access the data from the database.

1. Click the newly created Data Source $DATA_SOURCES$ and navigate to the path
Home >Summary of Services: JDBC >Summary of JDBC Data Sources >JDBC Data
Source-<INFODDOM_NAME>

2. Set the values for Initial Capacity to 10, Maximum Capacity to 100, Capacity
Increment by 1, Statement Cache Type to LRU, and Statement Cache Size to 10.

3. Click Save.

Configuring Resource Reference in Tomcat Application Server
This section is applicable only when the Web Application Server type is Tomcat.
This section covers the following topics:
s Create Data Source
= JDBC Connection Pooling
s Class Loader Configuration for Apache Tomcat

Copy the Oracle JDBC driver file, "ojdbc<version>.jar" from <Cracl e Horme>/jdbc/1ib
and place it in <Tontat Home>/1ib.

Note: Refer Appendix O for identifying the correct
oj dbc<version>. jar version to be copied.

Create Data Source

To create "data source" for Infrastructure application, navigate to <Toncat Home>/ conf
and edit the following block of text by replacing the actual values in server. xni .

Note: The User-IDs for configuration/ atomic schemas have the
prefix of setupinfo depending on the value set for PREFIX_SCHEMA _
NAME in <<APP Pack>>_SCHEMA _IN.XML file of Schema Creator
Utility.

For example: if the value set for PREFIX_SCHEMA_NAME is DEV
and the schema name was mentioned as ofsaaconf, then the actual
schema created in the database would be DEV_ofsaaconf.

<Context path ="/<context name>" docBase="<Tontat Installation
Di rect ory>/ webapps/ <cont ext nane>" debug="0" rel oadabl e="true"
crossContext="true">

<Resour ce aut h="Cont ai ner"
name="| dbc/ FI CMASTER'
type="j avax. sql . Dat aSour ce"
driverd assName="oracl e. j dbc. driver. O acl eDriver"
username="<user id for the configuration schema>"

passwor d="<password for the above user id>"
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url="jdbc:oracl e: thin: @DB engi ne | P address>: <DB Port >: <S| D>"
maxAct i ve="100"
max| dl e="30"
max Wi t =" 10000"/ >
<Resour ce aut h="Cont ai ner"
name="j dbc/ < | NFORVATI ON DOMAI N NAME >"
type="j avax. sql . Dat aSour ce"
driverd assNane="oracl e.jdbc. driver. O acl eDriver"
username="<user id for the atonic schema>"
passwor d="<password for the above user id>"
url="jdbc:oracl e:thin: @DB engi ne |P address>: <DB Port >: <S| D>"

maxAct i ve="100"

max| dl e=" 30"
maxWai t =" 10000"/ >
</ Cont ext >
Note:

= The <Resource> tag must be repeated for each Information
Domain created.

= After the above configuration, the "WAR" file has to be created
and deployed in Tomcat.

JDBC Connection Pooling
To define the JDBC connection pooling, do the following:

1. Copy $ORACLE_HOME/ j dbc/ i b/ oj dbc<version>.jar to the path $TOMCAT_
DI RECTORY/ |'i b/ .

Note: Refer Appendix O section for identifying the correct
ojdbc<ver si on> jar version to be copied.

2. Editthe server.xnl present under the path $TOMCAT_DI RECTORY/ conf/ with the
below changes, which is required for connection pooling.

<Cont ext path="/ $CONTEXTNAME$" docBase=" $APP_DEPLOYED PATH$ " debug="0"
rel oadabl e="true" crossContext="true">

<Resource auth="Container"

name="j dboc/ $I NFODOM NAMES"

type="j avax. sql . Dat aSour ce"

driverd assName="oracl e. dbc. driver. O acl eDriver"
user nane=" $ATOM CSCHEMA USERNAMES"

passwor d="$ATOM CSCHEMA PASSWORDS"
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</ Cont ext >

ur | ="$JDBC_CONNECTI ON_URL"

maxAct i ve="100"
max| dl e="30"

maxWai t =" 10000"

renoveAbandoned="true" renmpveAbandonedTi meout =" 60"

| ogAbandoned="t rue"/ >

Note the following:

Note:

$APP_DEPLOYED_PATH$ should be replaced by OFSAAI application
deployed path.

$1 NFCDOM_NAMES should be replaced by Infodom Name.

$ATOM CSCHEMA_USERNAMES should be replaced by Atomic schema
database user name.

$ATOM CSCHEMA_PASSWORDS should be replaced by Atomic schema
database password.

$JDBC_CONNECTI ON_URL should be replaced by JDBC connection
string j dbc: Oracl e: t hi n: <I P>: <PORT>: <S| D>. For example,
jdbc:oracle:thin 10.80.50.53: 1521: sol ui nt

The User-IDs for configuration/ atomic schemas have the prefix of
setupinfo depending on the value set for PREFIX_SCHEMA_NAME in
<<APP Pack>>_SCHEMA_IN.XML file of Schema Creator Ultility.

For example: if the value set for PREFIX_SCHEMA_NAME is DEV and
the schema name was mentioned as ofsaaconf, then the actual schema
created in the database would be DEV_ofsaaconf.

Class Loader Configuration for Apache Tomcat
Edit the server. xm available in $TOMCAT_HOWE/ conf/ folder .
Add tag <Loader del egate="true" /> within the <Cont ext > t ag, above the

<Resource> tag. This is applicable only when the web application server is Apache
Tomcat 8.

1.
2.

Note: This configuration is required if Apache Tomcat version is 8.
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Creating and Deploying EAR/ WAR File

This section covers the following topics:
»  Creating EAR/WAR File
= Deploying EAR/WAR File

Creating EAR/WAR File
To create EAR/WAR File, follow these steps:
1. Navigate to the $FIC_WEB_HOME directory on the OFSAA Installed server.
2. Execute ./ant. sh to trigger the creation of EAR/ WAR file.

3.  On completion of the EAR files creation, the "BUILD SUCCESSFUL" and "Time
taken" message is displayed and you will be returned to the prompt.

Figure C-1 Creating EAR/ WAR File

4. The EAR/ WAR file - <cont ext nane>. ear/ .war -is created.

Creating and Deploying EAR/ WAR File C-37



Deploying EAR/WAR File

Note: The <contextname> is the name given during installation. This
process overwrites any existing version of EAR file that exists in the
path.

In case of OFSAA configured on Tomcat installation,
<contextname>.war iscreated.

Deploying EAR/WAR File
This section covers the following topics:
= Deploying EAR/WAR Files on WebSphere
= Deploying EAR/WAR files for WebLogic
= Deploying Tomcat WAR Files on Tomcat

Note: Ensure to clear the application cache prior to the deployment
of Applications Pack Web Archive. This is applicable to all Web
Servers (WebSphere, WebLogic, and Tomcat). For more information,
refer to Clearing Application Cache section.

Deploying EAR/WAR Files on WebSphere
To deploy Infrastructure application in WebSphere:

1. Start WebSphere Profile by navigating to the path "/ <\bsphere_I nstal | ati on_
Di rectory>/1 BM WebSpher e/ AppServer/profil es/ <Profile_Nane>/bin/" and
execute the command:

./startServer.sh serverl

2. Open the following URL in the browser: ht t p: / / <i paddr ess>: <Adni ni strative
Consol e Port>/ibmn consol e. (https if SSL is enabled). The login screen is
displayed.
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Figure C-2 Login Window
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3. Enter the user credentials which has administrator rights and click Log In.

4. From the LHS menu, select Applications and click New Application. The New
Application window is displayed.

Figure C-3 New Application

Naw Application

New Application
This page provides links to create new applications of different types.

Install a New Application

5. Click New Enterprise Application. The Preparing for the application installation
window is displayed.
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Figure C—4 Preparing for the application installation
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6. Select Remote File System and click Browse. Select the EAR file generated for
OFSAALI to upload and install. Click Next.

Figure C-5 Installation Options
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7. Select the Fast Path option and click Next. The Install New Application window is
displayed.
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Figure C-6
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8. Enter the required information and click Next. The Map Modules to Servers
window is displayed.

Figure C-7
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9. Select the Web Application and click Next. The Map Resource References to
Resources window is displayed.

Figure C-8 Map Resource References to Resources
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10. Map each resource defined in the application to a resource JNDI name defined
earlier.

11. Click Modify Resource Authentication Method and specify the authentication
method created earlier.

You can specify "config" for FICMASTER resource or "atomic" for atomic resource
as the authentication method.

12. Select the OFSAAI Web Application check box and click Next. The Map Virtual
hosts for Web Modules window is displayed.

Figure C-9 Map Virtual host for Web Modules
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13. Select the Web Application check box and click Next. The Summary page is
displayed.

Figure C-10 Summary
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14. Click Finish and deploy the Infrastructure Application on WebSphere.
On successful installation, a message is displayed.

15. Click Save and save the master file configuration. The details are displayed in the
Master File Configuration window.

Start the Application

To start the application, follow these steps:

1. Expand Applications > Application Type > WebSphere enterprise applications.
The Enterprise Applications window is displayed.
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Figure C-11 Enterprise Application
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2. Select the installed application and click Start.

Note:

= <profile name> is the profile name given while creating the
WebSphere profile.

»  <cell name > is the cell name given during profile creation.

= <contextname> is the context name given during installation.

Deploying EAR/WAR files for WebLogic

Following are the steps for deploying Infrastructure application that would be created
during installation:

1. Navigate to the path "<WebLogic Installation directory>/user_

projects/domains/<domain name>/bin" in the machine in which WebLogic is
installed.

2. Start WebLogic by executing the command:
./startWebLogic.sh -d64 file

3. Open the URL in the browser window: http://<ipaddress>:<admin server
port>/console. (https if SSL is enabled). The Sign in window of the WebLogic
Server Administration Console is displayed.

Note: Ensure that you have started Infrastructure Server by executing

".Irevel eusstartup. sh" as mentioned in Starting Infrastructure Services
section.

4. Log on to the WebLogic Server by entering the user credentials having privileges
to deploy the EAR file.

5. From the Domain Structure LHS menu, click Deployments. The Summary of
Deployments window is displayed.
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Figure C-12 Summary of Deployments
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Click Install. The Install Application Assistant window is displayed.

Select the Exploded EAR directory after browsing to the directory where it is
saved and click Next.

Explode EAR File
To explode EAR, follow these steps:

1.

Create the "applications” folder under domain name. For example, "/Bea/ user _
proj ect s/ domai ns/ <Domai n _nane>/ applications".

Create <cont ext _nane>. ear folder under "applications"” folder.

Copy the <$FI C_WEB_HOME/ <cont ext _name>. ear file to <WEBLOG C_| NSTALL _
DI R>/ Beal user _proj ect s/ domai ns/ <DOVAI N_NAME>/ appl i cat i ons/ <cont ext _
name>, ear.

Explode the <cont ext _nane>. ear file by executing the command:
jar -xvf <context name>. ear

Delete the <cont ext>. ear and < context >.war files (recently created)
<WEBLOG C_I NSTALL_DI R>/ Bea/ user _proj ect s/ domai ns/ <DOVAI N_
NAME>/ appl i cati ons/ <cont ext name>. ear.

Create a directory <cont ext _name>. war under <WEBLOG C_I NSTALL _
DI R>/ Beal/ user _proj ect s/ domai ns/ <DOVAI N_NAME>/ appl i cat i ons/ <cont ext _
name>. ear.

Copy <$FI C_WEB_HOME/ <cont ext _nane>. war file to <WEBLOG C_| NSTALL _
DI R>/ Beal user _proj ect s/ domai ns/ <DOVAI N_NAME>/ appl i cat i ons/ <cont ext _
nanme>, ear/ <cont ext _name>. war.

Explode the <cont ext _nanme>. war file by executing the following command to get
the directory structure:

jar -xvf <context name>. war

Install Application
To install Application, follow these steps:

1.

Open the Install Application Assistant.

Creating and Deploying EAR/ WAR File C-45



Deploying EAR/WAR File

Figure C-13 Install Application Assistant
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2. Click Next.

Figure C-14 Install Application Assistant
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3. From the Choose targeting style section, select the Install this deployment as an
application option and click Next.

The Optional Settings window is displayed.
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Figure C-15 Optional Settings
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4. Enter a Name for the deployment if required.

Under the Security section, select the DD only option to specify that only roles
and policies that are defined in the deployment descriptors should be used.

Select the I will make the deployment available from the following location
option under the Source accessibility section.

7. Click Next to continue.

The Deployment Summary window is displayed.

Figure C-16 Deployment Summary
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8. Select the Yes, take me to the deployment's configuration screen option and click

Finish.

The Settings for <Deployment Name> window is displayed.

Figure C-17 Settings for <Deployment Name>
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9. Review the general configuration details of the deployment. You can also update
the configuration of the deployment in this window. In the Overview tab, you can

view the complete deployment configuration.

10. Click Save to update the changes, if any.
11. From the LHS menu, click Deployments.

The Summary of Deployments window is displayed.

Figure C-18 Summary of Deployments
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12. Select the newly deployed Infrastructure application and click Start > Servicing
all requests. Ensure that the Infrastructure server is up and running.

Figure C-19 Summary of Deployments
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13. The State of the deployed application will be displayed as Active if started
successfully.

Deploying Tomcat WAR Files on Tomcat

Before deploying the WAR files, ensure that the previously deployed applications of
Infrastructure are uninstalled. See Uninstalling Previously Deployed WAR Files in Tomcat
for the procedure to uninstall the previously deployed Infrastructure war files.

On the machine that hosts Tomcat, follow these steps to deploy Infrastructure
application:

1. Copy the <cont ext - name>. war from $FI C_WEB_HOVE/ <cont ext - nane. war > t 0
<Tontat Installation Directory>/ webapps/ directory.

2. Click Manager App. The Connect to dialog box is displayed.

3. Enter the User Id and Password that has admin rights and click OK. (For user
creation in tomcat, see Tomcat User Administration. The Tomcat Web Application
Manager window is displayed with the list of all the applications deployed.

4. In the Deploy section, enter the Context Path provided during the installation as
" /<context-name>".

5. Enter the path where the <cont ext - name>. war file resides (by default "$FI C_WEB_
HOVE/ <cont ext - name. war >") in the WAR or Directory URL field and click Deploy.

6. On successful application deployment, a confirmation message is displayed.

Start the Tomcat server. Refer Starting Infrastructure Services for more details.
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Starting/Stopping Infrastructure Services

This section details about how to start and stop Infrastructure services. This appendix
covers the following topics:

s Starting Infrastructure Services

= Stopping Infrastructure Services

Starting Infrastructure Services

Once the installation of Infrastructure has been completed successfully and the
post-installation steps are completed, the servers must be started. Log on to each
machine and run the . profi | e file. All servers mentioned must be started from the
same shell encoding. The servers mentioned below are dependent on each other. It is
mandatory to maintain the order in which the servers are started. Allow each of the
servers to initialize completely before starting the next server.

1. On the machine in which Infrastructure Application components have been
installed, navigate to $FI C_APP_HOVE/ cormon/ FI CSer ver / bi n and execute the
following command to start the Infrastructure Server.

./startofsaai.sh

Note: You can also start the Infrastructure Server by executing the
command "nohup ./ startofsaai.sh &". Starting the process using
"nohup" and "&" will return the command prompt without having to
wait till the process completes. However, this command cannot be
used when you are starting the server for the first time or starting after
changing user password in the configuration database schema.You
can also start the Infrastructure Server by executing the command
"nohup ./ startofsaai.sh &". Starting the process using "nohup" and
"&" will return the command prompt without having to wait till the
process completes. However, this command cannot be used when you
are starting the server for the first time or starting after changing user
password in the configuration database schema.

2. Start ICC server:

s On the machine in which Infrastructure default Application components have
been installed, navigate to $FIC_HOME/ficapp/icc/bin

s Execute the command:

.liccserver.sh
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Note: Only Infrastructure Default Application Server would hold

ICC component.

3. Start Back-end Services:

= On the machine on which Infrastructure Database components have been
installed, navigate to $FIC_DB_HOME /bin and execute the command to start

"Agent server":

.lagent startup. sh

Or

= Start Back-end services using the command:

nohup ./agentstartup.sh &

Note: NOTE: This agent internally starts the Router, Message Server,
OLAP data server and AM services.

Starting Web Application Servers

Start the Web Application Server depending on the type from the following table.

Table D-1 Webserver start up options

Start up Option

Description

Starting WebSphere profile

On the machine in which Web sphere is installed, navigate to
[Webshpere_Install _Directory]

| AppServer/ <profil es>/ <profile nane>/bi n and execute the
command: . /start Server.sh serverl

Starting WebLogic Domain

On the machine in which WebLogic is installed, navigate to
<WebLogi ¢ Installation directory>/ user_

proj ect s/ domai ns/ <donmai n name>/ bi n and execute the
command: st art WebLogi c. sh -d64

Note: If WebLogic is already running, access the WebLogic
Admin Console. Stop and start the appl i cati on <cont ext
name>. ear

Starting Tomcat
Application

On the machine in which Tomcat is installed, navigate to
<Toncat _I nstal | _ Directory>/binand execute the command:
./catalina.sh run

Stopping Infrastructure Services

To stop Infrastructure services, follow these steps:

1. On the machine in which Infrastructure Application components have been
installed, navigate to $FI C_APP_HOVE/ cormmon/ FI CSer ver / bi n and execute the

command:.

. I stopof saai . sh

2. To stop ICC server, on the machine in which Infrastructure default Application
components have been installed, navigate to $FI C_ HOME/ f i capp/i cc/ bi n and

execute the command:

./iccservershut down. sh

D-52 OFS CAP Installation and Configuration Guide




Stopping Infrastructure Services

Note: Only Infrastructure Default Application Server would hold
ICC component.

3. To stop Back-end server, on the machine in which Infrastructure database
components have been installed, navigate to $FI C_DB_HOVE/ bi n and execute the
command:

. I agent shut down. sh

Starting/Stopping Infrastructure Services D-53



Stopping Infrastructure Services

D-54 OFS CAP Installation and Configuration Guide



E

Accessing OFSAA Application

This section gives details the steps to be performed to access OFSAA Application.

Access the OFSAA Application

1. From your desktop, open the browser and enter the URL in below format:
<scheme>:/ /<IP address/ hostname>:<port>/<context-name>/login.jsp
For example, https:/ /111.222.333.444:5555 / ofsaa /login.jsp
The OFSAA login screen is displayed.

Figure E-1 OFSAA Login Window

2. With installation of every OFSAA Application Pack, there are two seeded user
profiles configured in the system:

"SYSADMN - System Administrator
"SYSAUTH - System Authorizer

3. Login to the application using the "SYSADMN" User ID. (Note that, there is no "I"
in the SYSADMN login USER ID). Enter the password that was provided during
installation. On the first login, you will be prompted to change the password.
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Post Deployment Configurations

This section provides detailed information about the Post Deployment Configurations.

Post Deployment Configurations

This section lists the various configurations to be completed before you use the
OFSAA Applications.

= Deploying the Application

s Logging as System Administrator

»  Create Application Users

= Map Application User(s) to User Group

Deploying the Application
This section explains steps to deploy the application.
To deploy the application, follow these steps:
1. Execute the query:
select * fromaai _nmenu_b b where b.v_nenu_id in (' OFS_CAP');
2. Update the URL: "V_MENU_URL" and "V_URL_PARAMETERS".

Logging as System Administrator

Post installation, the first login into Infrastructure is possible only for a System
Administrator through user ID "sysadmn". This ID is created at the time of installation
with the password provided during installation. Enter login id "sysadmn" and
password that was provided during installation. Click Login.

Create Application Users
Create the application users in the OFSAA setup prior to use.

Note: This step may not be required if you have already setup users
in the OFSAA setup.

For more information refer user creation section from the Oracle
Financial Services Analytical Applications Infrastructure User Guide.
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Map Application User(s) to User Group

Starting the OFSAA 8.0 release, with installation of every OFSAA Application Pack,
pre-configured application user groups are seeded. These user groups are unique to
every OFSAA Application Pack and have application roles pre-configured.

User Groups seeded with the OFS CAP Application Pack are listed in the table.

Table F-1 Seeded User Groups

Name

Description

Modeler Group

User mapped to this group will have access to all the menu
items for Enterprise modeling but will not have authorization
rights for sandbox population, model deployment and
modeling technique authorization.

Modeling Administrator
Group

User mapped to this group will have access to all the menu
items for Enterprise modeling and will be have authorization
rights for sandbox population, model deployment and
modeling technique authorization.

Inline Processing Admin
Group

User mapped to this group will have access to all the menu
items and actions for Inline Processing module.

Business Administrator

User mapped to this group will have access to all the menu
items and actions for advanced operations of metadata objects.

Business Authorizer

User mapped to this group will have access to all the menu
items and actions for authorization of changes to metadata
objects.

Business Owner

User mapped to this group will have access to all the menu
items and actions for read and write of metadata objects

Business User

User mapped to this group will have access to all the menu
items and actions for access and read of metadata objects.

Identity Administrator

User mapped to this group will have access to all the menu
items for managing User entitlements, User Group Entitlements
and Access Management configurations.

Identity Authorizer

User mapped to this group will have access to all the menu
items for authorizing User entitlements, User Group
Entitlements and Access Management configurations.

System Administrator

User mapped to this group will have access to all menu items
for managing the setup configurations.

Object Administrator User mapped to this group will have access to all menu items
for managing object migration and metadata traceability using
metadata browser.

Guest Group User mapped to this group will have access to certain menu

items with only access privileges.

Map the application user(s) to the respective Application User Group(s) and
subsequently authorize the entitlements by logging in as SYSAUTH (System

Authorizer) user.

For more information refer Mapping/Unmapping Users section from the Oracle
Financial Services Analytical Applications Infrastructure User Guide.

F-58 OFS CAP Installation and Configuration Guide



http://docs.oracle.com/cd/E60058_01/homepage.htm
http://docs.oracle.com/cd/E60058_01/homepage.htm

G

Cloning OFSAA Instance

There is a consistent need for a faster and effective approach of replicating an existing
OFSAA instance for further project developments, that is, setting up OFSAA instances
that are exact copies of the current OFSAA instance. For more information on cloning,
refer OFSAA Cloning Reference Guide.
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OFSAA Landing Page

This section includes the following topics:

» Installation Checklist

s OFSAA Landing Page

s Enabling a Product within an Application Pack

Installation Checklist

Before starting on the OFSAAI Installation Kit, ensure that the following
pre-installation activities checklist is completed successfully. It is recommended to take
a print out of the checklist and follow the checklist step by step.

Table H-1

Step No. Task Done
General

1 Check the OFS Capital

Adequacy Release Notes
and Read Me document for
any additional steps to be
performed on OFS CAP or
OFSAALI

Note: For more details,
contact Oracle support.

Capital Adequacy Pack Pre Installation + During Installation

1 Prior to installation, ensure
that sufficient free temp
space (minimum 1 GB free)
is available in /tmp
directory of unix server
hosting OFSAAL

Capital Adequacy Pack Post Installation

1 Perform post-installation
steps. For more information,
refer to Post Installation

OFSAA Landing Page

On successful authentication, the OFSAA 8.0 Landing Page is displayed. This is a
common landing page for all users until a preferred application landing page is set by
the user in his preferences.
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The landing page includes multiple tabs and each tab has specific links to OFSAA
Infrastructure and/or Application modules. The tabs and links are displayed based on
the OFSAA Application accessed and the access roles mapped to the logged in user.

Each tab contains LHS Menu and RHS Menu. The LHS Menu holds link(s) to modules
in a tree structure. The RHS Menu holds link(s) to modules in a navigational panel
format.

The following tabs are available in the Landing Page:
= Applications Tab

= Sandbox Tab

s Object Administration Tab

= System Configuration and Identity Management Tab

Applications Tab
This tab lists the various OFSAA Applications that are installed in the setup.
The "<Select Application>" dropdown lists the OFSAA Applications based on the user

logged in and User Group(s) mapped to OFSAA Application. Selecting an Application
from the drop down refreshes the menus/ links.

Sandbox Tab
This tab lists the various OFSAA Sandboxes created in the setup.
The "<Select Sandbox>" dropdown lists the OFSAA Sandboxes based on the user
logged in and User Group(s) mapped to OFSAA Application.
Selecting a Sandbox from the drop down would refresh the menus/ links.
Object Administration Tab

This tab lists the various OFSAA Information Domains created in the setup.

The "<Select Information Domain>" dropdown lists the OFSAA Information Domains
based on the user logged in and User Group(s) mapped to OFSAA Application.

Selecting an Information Domain from the drop down refreshes the menus/ links.

System Configuration and Identity Management Tab

This tab lists the OFSAA Infrastructure System Configuration and Identity
Management modules. These modules work across Applications/ Information
Domains and hence there are no Application/ Information Domain dropdown list in
this tab.

Note: Refer the User Manual for more details on how to operate on
each tab.

Enabling a Product within an Application Pack

You can also enable a product/ application within an application pack post installation
at any point of time.

To enable a product through the application Ul, follow these steps:
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1. Login to the application as SYSADMN user or any user with System
Administrator privileges.

2. Navigate to System Configurations & Identity Management tab and expand
Financial Services Analytical Applications Infrastructure >> Administration and
Configuration >> System Configuration.

3. Click Manage OFSAA Product License(s)

4. The Manage OFSAA Product License(s) page is displayed as below.
This page includes the following sections:
= INSTALLED APPLICATION PACKS
= PRODUCTS IN THE APPLICATION PACK

Figure H-1 Manage OFSAA Product License(s) Page
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5. The following fields are displayed in the INSTALLED APPLICATION PACKS
section:

Table H-2 Installed Application Pack - Field Description

Field Description
Application Pack ID Displays a unique Application Pack ID related to the
application pack.

Select the appropriate Pack id using the radio button. The
Products in the application pack will be displayed below in the
PRODUCTS IN THE APPLICATION PACKS section.

Application Pack Name Displays the name of the Application Pack.
Description Displays the description of the Application Pack.
Install Date Displays the date when the Application Pack was installed.

6. The following fields are displayed in the PRODUCTS IN THE APPLICATION
PACK section:
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Table H-3 products in the Application Pack - Field Description

Field Description

Enable Select the checkbox to enable a product within an Application
Pack.

Product ID Displays a unique product id for the product.

Product Name Displays the name of the Product.

Description Displays the description of the product.

Enable Date Displays the date when the product was enabled.

7. Select an Application Pack by clicking the radio button next to the Application
Pack ID field.

8. Selecting an Application Pack will display below the products within the
Application Pack.

9. Products which were enabled at the time of installation will have the checkbox
“ENABLE” disabled. You can enable any product within the selected Application
Pack by clicking the “ENABLE” checkbox against the respective Product ID.

10. Click on RESET button to cancel the operation and refresh the screen.
11. Click VIEW LICENSE AGREEMENT button.
The License Agreement section is displayed.
12. Select the option I ACCEPT THE LICENSE AGREEMENT.
13. Click ENABLE.

14. An appropriate pop-up message confirmation is displayed showing that the
product is enabled for the pack.

Note: To use the newly enabled product, you need to map your
application users to the appropriate product specific User_Group(s)
and subsequently, authorize the actions by logging in as System
Authorizer.

Note:

= For more information refer to Mapping/Unmapping Users section
in the Oracle Financial Services Analytical Applications Infrastructure
User Guide 8.0.

= To identify the newly enabled product specific UserGroups/
Application Pack specific User_Groups, refer to the respective
Application Pack specific Installation and Configuration Guide/
User Manual.
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Additional Configuration

This section gives detailed information about the Additional Configuration regarding
OFSAA Installation.

Additional Configuration

This section covers the following topics:

FTP/SFTP Configuration for File Transfer
Configure Infrastructure Server Memory
Internet Explorer Settings

OLAP Data Server Configuration

Changing IP/ Hostname, Ports, and Deployed Paths of OFSAA Instance
OFSAAI Setup Information Fetching Tool
Encryption Changer

Infrastructure LDAP Configuration
Configure OFSAAI Web Services

Deploy OFSAAI Web Services

Configure Message Details in Forms Designer
Clearing Application Cache

Configuring Passwords Changes

Configure Internal Service (Document Upload /Download)

FTP/SFTP Configuration for File Transfer

In OFSAA, certain modules require transfer of files from the web application server to
the OFSAA server over SSH.

Follow these steps to ensure the OFSAA server recognizes the web application server
during file transfers.

1.
2.
3.

Login to the web application server.
Type sftp <user >@OFSAA Server >
Specify Yes when prompted for permission.

Are you sure you want to continue connecting (Yes/No)?
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4. This will add an entry into the "known_hosts" file.
5. A confirmation message is displayed:

Permanently added <OFSAA Server> RSA) to the list of known hosts.

Configure Infrastructure Server Memory

The memory settings for Infrastructure Application Server, Tomcat, WebSphere, and
WebLogic can be edited for customizing memory settings and garbage collector
settings depending on the available hardware configuration as explained below. These
settings are base minimum and has to be incremented considering the deployment
metrics into account. The increments are usually handled in multiples of 128mb for
heap and 64mb for stack.

Infrastructure Application Server Memory Settings
You can configure the Infrastructure Application Memory settings as follows:

1. Locate .profile file.

2. Edit X_ARGSfield in this file for customizing memory settings and garbage
collector settings depends on the hardware configuration.

This has a default value X_ARGS="- Xns200n{
X_ARGS=" "$X_ARGS" $DELI M - Xmx2048m'

Note: This parameter is modified in 7.3.2 IR and you need to modify
X_ARGS_APP variable in the . profile file to customize Java Memory
Settings for Model Upload based on the Data Model size.

For Run and Rule executions, the following value is recommended:

X_ARGS _RNEXE="-Xmslg - Xmxlg - XX: +UseAdapti veSi zePol i cy
- XX: MaxPer nfSi ze=512M - XX: +UseParal | el 0 dGC
- XX: +Di sabl eExplicitGC'

X_ARGS RLEXE="-Xmslg - Xmxlg - XX: +UseAdapti veSi zePol i cy
- XX: MaxPer nfSi ze=512M - XX: +UseParal | el O dGC
- XX: +Di sabl eExplicitGC'

Internet Explorer Settings

Note: OFSAAI supports only default zoom setting in Internet
Explorer, that is, 100%.
Cookies should be enabled.

The following browser settings have to be specified at every client machine prior to
accessing the Infrastructure application.

1. Open Internet Explorer. Select Tools > Internet Options. The Internet Options
window is displayed.

2. Click the Settings button. The Settings window is displayed.
3. Select the option Everytime I Visit the webpage and click OK.
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Figure I-1 Internet Options

-
Internet Options | ? = | Website Data Settings | ? = |
General |Set:|.||'it5-I I Privacy I Content I Connections I Programs I Advancedl Temporary Internet Files |His1:<:r\-I | Caches and daiabases|
Home page Internet Explorer stores copies of webpages, images, and media
for faster viewing later.
To create home page tabs, type each address on its own line.
lf'_l Check for newer versions of stored pages:
about:blank 2 (@) Every time I visit the webpage
- () Every time I start Internet Explorer
() putomatically
’ Use current ] [ Use default ] [ Use new tab ) Never

Startup Disk space to use (3-1024ME) 250 =

() Start with tabs from the last session (Recommended: 50-250ME)

@ Start with home page Current location:
Tabs C:\Users'anekuria\AppDataiLocalMicrosaft\Windows Temporary

Internet Files),

Change how webpages are displayed in tabs.
Browsing histary [ Move folder. .. ] [ View objects ] [ View files ]

Delete temporary files, history, cookies, saved passwords, and web

form information. [ aK ] [ Ganced

[T]Delete browsing history on exit L

’ Delete... ][ Settings ]

Appearance

Colors ]’ Languages ” Fonts ]’ Accessibility ]

[ CK ][ Cancel ] Apply

4. In the Internet Options window, select the Security tab and select the Internet
option under Select a zone to view or change the security settings.

5. Click Default Level under Security level for this zone.
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Figure I-2 internet Options

Internet Options L® EE |

General | Security |Pri\u'aquI | Content I Connections I Programs | Ad\rancedl

Select a zone to view or change security settings,

@ & v O

Internet  Localintranet Trusted sites  Restricted
sites

Internet

Q This zone is for Internet websites,
except those listed in trusted and

restricted zones.

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
=) - Prompts before downloading potentially unsafe
content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explorer)
Custom lewvel. .. Default leve

[ Reset all zones to default level ]

’ oK ] [ Cancel Apply

Click OK to save.

Click Internet Explorer >> Tools >> Compatibility View Settings.

Enter the OFSAA setup URL in the Add this website field.

Click Add.

10. Ensure the URL is listed under Websites you've added to Compatibility View.

© © N o

11. In the Internet Options window, select the Privacy tab and select the Turn on
Pop-up Blocker option under Pop-up Blocker settings.
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-

Internet Options | @ | =

|General | Security | Privacy |Conhent Connections | Programs | Advanced|

Settings
Select a setting for the Internet zone.

Medium

- Blocks third-party cookies that do not have a compact
privacy policy
- Blocks third-party cookies that save information that can

[l be used to contact you without your explicit consent
- Restricts first-party cockies that save information that
can be used to contact you without your implicit consent
[ Sites | l Import | I Advanced ] Default
Location

Clear Sites
Settings |

[¥] Disahle toolbars and extensions when InPrivate Browsing starts

= Mewver allow websites to request your

[ physical location

Pop-up Blocker
[ Turn on Pop-up Blocker
InPrivate -

| oK H Cancel H Apply

]

-
Pop-up Blocker Settings

O

e |

Exceptions

2
s i

Address of website to allow:

Pop-ups are cumently blocked. You can allow pop-ups from specific
websites by adding the site to the list below.

Allowed sites:

* oracle.com
* oraclecomp .com
*oraclevpn.com

[[ex]

Emove

Removeall...

Motifications and blocking level:

Flay a sound when a pop-up iz blocked.
[#] Show Motification bar when a pop-up is blocked.
Blocking level:

12.

13.

field.
14.
15. Click Close.

16.

Retrieve Patch Information

[Medium: Block most automatic pop-ups - |
Leam mare about Pop-up Blocker Close

Click Settings. The Pop-up Blocker Settings window is displayed.
Enter the URL of the OFSAA Application in the Address of Website to Allow:

Click Add. The OFSAA URL is displayed in the Allowed Sites section.

Click OK in the Internet Options window.

To identify the list of patches installed on your OFSAA setup, follow these steps:

1. Login to the OFSAA application as a user with Object AdminAdvanced Role.

Navigate to Object Administration tab.

2

3. Click System Utilities.

4. Click Patch Information.
5

The page displays the list of patches installed on the OFSAA setup across

Applications/Platform.

OLAP Data Server Configuration

This section is applicable if you are using the OLAP feature of OFSAAL

The following parameters must be set to ensure that the system limitations are not

exceeded at any stage. The values for these OS parameters should be specified based
on the expected load at each implementation site.

Example:
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Process Memory Limit
Max Thread Stack Size
Max Number of Threads per Process

= Sort Buffer settings: This must be set at the Essbase application level appropriate
to the anticipated load.

s Shutdown and Restart: During shutdown of OFSAAI Server that has an instance
of Data Services that is communicating with an OLAP Data Server, it is imperative
to ensure that the cleanup of the old instance is completed on the OLAP Data
Server before restarting the OFSAAI Server. Pause for a period of time based on
the load the system was subjected to, before restarting the Data Services
subsystem.

Changing IP/ Hostname, Ports, and Deployed Paths of OFSAA Instance

For information on this section, refer OFS Analytical Applications Infrastructure
Administration User Guide in OTN Documentation Library.

OFSAAI Setup Information Fetching Tool

Executing the Set upl nf 0. j ar file available in the FI C_HOME path will help you retrieve
the related information about the OFSAAI Set up such as Operating System Name and
version, Database Type and Version, OFSAAI architecture, Log file locations and so on.

To execute "Set upl nf 0. j ar " in console:
1. Navigate to the path $FIC_HOME.
2. Enter the command:

java -jar Setuplnfo.jar

After execution, the output file location is displayed in the console.

Encryption Changer

This utility helps you to regenerate the new AESCr ypt Key. ext file and encrypt all the
encrypted values of the OFSAALI setup according to the new key.

To execute Encrypt C. j ar in console:
1. Navigate to the path $FIC_HOME.
2. Enter the command:
java -jar EncryptC.jar
A confirmation message is displayed after execution.

Once executed, you need to create and deploy the EAR / WAR file depending on the
configured Web Application Server. For more information, refer to Creating and
Deploying EAR/ WAR File seciton.

Infrastructure LDAP Configuration

This provides you with the option of using LDAP (Lightweight Directory Access
Protocol) authentication or Infrastructure SMS authentication for logging on to
Infrastructure.

If you are using the Infrastructure authentication, the user and user group details,
profile creation, function and role maintenance and other mappings can be done
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through the Infrastructure Administration module under Security Management. The
data in this case, will be updated in the CSSMS table.

However, if you wish to use LDAP for user authentication, then you have to ensure
that the LDAP server is installed and configured. Also make sure that OPEN LDAP
2.2.29+ is installed and configured in Windows machine. Before doing the following
configuration, it is required to select the "Authentication type" as LDAP in the
Configuration screen of Infrastructure. This screen can be accessed by selecting System
Configuration > Configuration in the LHS menu of Infrastructure. In the Windows
machine in which LDAP Server is installed, go to the OpenLDAP installation directory
through the command prompt and execute the command "sl apd -d 1" to start the
LDAP server.

Configure Infrastructure "Configuration Schema"

In the Infrastructure "configuration schema", ensure the following entries in
Configuration Table.

Table I-1  Configuration Schema

PARAMNAME Description PARAM Value Example
AUTHENTICATIONTYPE Authentication type 3 - AUTHENTICATIONTYPE value
must be 3 for LDAP
ROOTCONTEXT The Root Context for the |dc=<OFSAA>, dc=<com>
LDAP Directory
ROOTDN The Root dn for LDAP cn=<Manager >, dc=<Revel eus>,
directory dc=<conp
ROOTPASS Password for the Root <secret>
LDAPURL LDAP URL <l dap://10.11.12.13. 1234/ >
LDAP_SSL_MODE LDAP in SSL Mode N for non - SSL and Y for SSL
HASHPASS Should the user FALSE or TRUE.
password be Hashed

When HASSPASS is set as FALSE, we
need to have the ROOTDN value as

"ui d=ORCLADM N, ou =Users,
dc=0FSAAl, dc=com'. ORCLADMIN
is a dummy user, it will be replaced
dynamically with the logged in user.

When HASSPASS is set as TRUE, we
need to have the ROOTDN value as
"cn=or cl adm n, cn=Users,

dc=i -f1 ex, dc=cont and proper
oracladmin LDAP password as
ROOTPASS. First OFSAAI connects to
LDAP directory using orcladmin
user and fetches the login user
details and verifies the entered
password.

RETRIEVE_DN To retrieve TRUE
Distinguished Name

Note: ROOTCONTEXT, ROOTDN, and ROOTPASS entries should
be same as in the sl apd. conf file.
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Configure OpenLDAP Files

1.

Copy the revel eusScherma. schema from <I nfrastructure Installation
Directory> /ficapp/ common/ FI CServer/conf/LDAP_LDI F folder to LDAPServer
Schema folder.

Copy the Dommi ns. | di f and Revel eus. | dif files from <I nfrastructure
Installation Directory>/ficapp/ common/ Fl CServer/conf/LDAP_LDI F folder to
OpenLDAPSer ver folder.

Note: Make sure that the ROOTCONTEXT in the Donai ns. | di f and
Revel eus. | di f files are the same as sl apd. conf file.

Provide the appropriate entries for ROOTDN, ROOTPASS, and
ROOTCONTEXT in sl apd. conf file in the OpenLDAPSer ver folder.

Add the text "include schema/reveleusSchema.schema" as the first line of the
sl apd. conf file

Note: The above steps of the configuration are for QpenLDAP Server
only. If you need to configure Infrastructure for any other LDAP
Server, you will have to make the changes appropriately.

In the command prompt, navigate to the LDAP installation directory and execute
the command "l dapadd - D' ROOTDN' -w ROOTPASS -f/data/ Revel eus. | dif"

This is for creating the entries for Users, User Groups, Functions, Profiles,
Segments, Domains, Roles, and HolidayMaster in the Data information Tree of
LDAP.

Make an entry in the Domai ns. | di f file for each Information Domain that is
created through the Infrastructure UL

To add an entry corresponding to the new Information Domain to the Domai ns. | di f
file, add the following block of text with the appropriate values:

Note: DSNID refers to Information Domain name.

dn: DSNI D=<DSN | D>, ou=Domai ns, @.DAP_DI RECTORY_ROOTCONTEXT@
changet ype: add

mappedsegnent s: <Mapped segment s/ ~>

dsnid: <DSN | D>

i nfodomane: < Infornmation Domain Nane>

obj ect d ass: | nfodom

obj ectd ass: top

i nf odomdescription: < Information Domain Description>

Example:

dn: DSN D=FUSI ONMOCK, ou=Domai ns, dc=FTP1, dc=com

mappedsegnents: ~
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dsni d: FUSI ONMOCK

i nf odommane: FUSI ONMOCK

obj ectd ass: | nfodom

objectC ass: top

i nf odomdescri ption: FUSI ONMOCK

Then, navigate to LDAP installation directory and execute the command " D" ROOTDN'
-w ROOTPASS -f/dat a/ Donai ns. | di f"

Note: You can add entries for multiple Information Domains at the
same time.

Migrate Data from CSSMS tables to LDAP server

If you are using LDAP authentication, it is required to migrate all the details from the
CSSMS table, which contains the information entered using the Infrastructure
Administration module under Security Management to the LDAP Server.

To migrate data from CSSMS tables to LDAP server:

1. Invoke the LDAP_M grati on. sh file in $FI C_
HOVE/ M grationUtilities/Mgration_LDAP/ bin folder. The Select Source &
Destination for Migration window is displayed with the option to migrate the data
from SMS to LDAP or vice versa.

Figure I-3 Select Source & Destination for Migration

-Select Source & Destination for Migration—

LDAP To SMS
S5MS To LDAP

Ok Close

2. Select the SMS to LDAP option and click OK. The Select Entities to Migrate
window is displayed.
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Figure I-4 Select Entities to Migrate

FSelect Entities To Migrate

¥ User
¥ User Group
Fuinctian
Role
Seqgiment
Profile
Holiday
Function - Role Map
User - User Group Map
User Group - Role Map

User Group - Domain Map

Migraie Clase

You can select the data that you wish to migrate such as Users, User Groups,
Functions, Roles, Segment, Profiles, Holiday Master, Function Role Maps, User -
User Group Maps, User Group Role Map, and User Group- Domain Map.

3. Select the entities that you wish to migrate and click Migrate. The data is migrated
and a confirmation dialog is displayed.

You can verify the data migrated to LDAP server through the LDAP Browser.

Note: You should also enter the passwords for all the users as
passwords are not migrated in migration process.

Configure OFSAAI Web Services

Web Services in OFSAALI is meant for exposing a web service to "asynchronously" or
"synchronously” execute requested tasks offered by OFSAALI The configuration steps
given below are to be done only if you are using the Web Services feature of OFSAAL

Configure DynamicWSConfig.xml File

For each third party web service that needs to be accessed using the OFSAAI Web
services framework and the operations to be invoked, corresponding entries are to be
made in the Dynani c\WsConf i g. xnl template file.

The variable <\&bSer ver > denotes any one of the application server, i.e. WebSphere,
WebLogic, or Tomcat.

The Dynami cWsConf i g. xn file will be available in the <OFSAAI | nstal | ation

Di rect ory>/ EXEWebSer vi ce/ <WebServer >/ ROOT/ conf directory. This file can be
placed in any directory that is accessible by the application and this location must be
specified in the web. xnl fil e, as WSCONFI GFI LE parameter.

The Dynami c\WsConfi g. xm template file will be in <WebServer Depl oynent Pat h>/
EXEVebSer vi ce. ear / EXEWebSer vi ce. war/ conf directory

This template is given below:
<XM>
<WEBSERVI CES>
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<WEBSERVI CE CODE="$CODE"

ENDPO NT="$ENDPO NT" TARGETNAMESPACE="$TARGETNAVESPACE"
XMLNS_XSD=" $XMLNS_XSD" ENCODI NGSTYLE="$ENCODI NGSTYLE"
SERVI CENAME=" $SERVI CENAVME" PORTTYPENAME=" $PORTTYPENAME"
SESSI ON_MAI NTAI N_PROPERTY="$SESSI ON_MAI NTAI N_PRCPERTY"

USERNAME=" $USERNANME"

PASSWORD=" $PASSWORD"  STYLE="$WEBSERVI CESTYLE"
STUBI MPLEMENTATI ON=" $STUBI MPLEMENTATI ON' >
<OPERATI ON CODE=" $CODE"

NAVE=" $NANE'

SOAPACTI ON="$SOAPACTI ON'

STYLE="$STYLE"

PACKAGENAVE=" $PACKAGENAME" >

< NPUT ORDER="$CORDER"

PARAMNAVE=" $PARAMNAME"

ARGTYPE=" $ARGTYPE"

CLASSNAVE="$CLASSNAME" / >
<OUTPUT PARAVNAME=" $PARAMNANE"
RETURNTYPE="$RETURNTYPE"
CLASSNAVE="$CLASSNAME" / >

</ OPERATI ON\>
</ \EBSERVI CE>
</ \EBSERVI CES>
</ XM_>

The Dynam cWsConfi g. xm has the placeholders as tabulated below. These have to be
updated depending on the web service chosen and the mode of accessing it. For each
Web service to be accessed, the entire webservice tag in the Dynam cWsConfi g. xm file
must be repeated. The placeholders tabulated below should be set in accordance to the
parameters published in the third party wsdl files (webservices) to be accessed. The
stub class specified must implement the "com i f| ex. Oracl e

Revel eus. execut i on. webser vi ce. EXEVebl F" interface.

Attributes for WEBSERVICE tag
Table -2 WEBSERVICE tag

Placeholder Description

$CODE Unique number within the xml file and cannot be 999 or 0.

$ENDPOI NT soap: address location in the wsdl : service nane tag of
the wsdl file.

$TARGETNAMESPACE The attribute value for the t ar get Nanespace of the wsdl :

definitions tag.
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Table I-2 (Cont.) WEBSERVICE tag

Placeholder Description

$XMLNS_XSD The attribute value for the xnl ns: s of the wsdl : defi ni tions
tag

$ENCODI NGSTYLE The attribute value for the xnl ns: soapenc of the
wsdl : definitions tag.

$SERVI CENAMVE Name of the service found under the wsdl : servi ce nane tag
of the wsdl file.

$PORTTYPENAME wsdl port type name as mentioned in the wsdl file.

$SESSI ON_MAI NTAI N_PROPERTY | This could be given as " also.

$USERNANVE User name to access the web services. Enter " if no user
name is required.

$PASSWORD Password to access the web services. Enter "" if no password
is required.

$WEBSERVI CESTYLE This can take either "r pc" in case of DII mode of invoking

web services or "st ub" in case of static mode. This is a
mandatory parameter.

$STUBI MPLEMENTATI ON Fully qualified class name (package nane. cl assnane).

Attributes for OPERATION tag

Ensure that the "operation tag attributes" are repeated for each of the operation tags.

Table -3 OPERSTION tag

Placeholder Description

$CODE Should be unique within the Webservice tag.

$NAMVE The name of the Function that is to be called by the wsdl file.
$SCAPACTI ON The URL for the Operation to access. This is associated with

the Operation tag of the wsdl file.

$STYLE This can take "rpc" if the web services invoking is in
DII mode or "stub" if it is in static mode. This is a
mandatory parameter.

$PACKAGENANME Represents the JAXB package of input object.

Attributes for INPUT tag
Table -4  INPUT tag

Placeholder Description

$ORDER The sequential number of the | NPUT tag. Should
start from 0. This is in line with the input order of
the arguments that the API accepts which is called

by this operation.
$PARAMNANVE Input parameter name to be called by the wsdl file.
$ARGTYPE Input Parameter Data Type. If the input argument
type is complex object, specify $ARGTYPE as
"xm string".
$CLASSNAMVE Represents class name of input object parameter.
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Attributes for OUTPUT tag
Table -5 OUTPUT tag

Placeholder Description

$PARAMNAME Output parameter name to be returned by the web
service.

$RETURNTYPE Output parameter Data Type. If the web service response is

a complex object, then specify SRETURNTYPE as "obj ect .

$CLASSNAME Represents class name of output object parameter.

web.xml Entries

1. This step is optional and required only if the web application server used is
Tomcat. In case of any other application server, skip and proceed with next step.
Navigate to $FI C_HOVE/ webr oot / VEB- | NF/ and edit the web. xni file. Set parameter
value DOCSERVI CEAPP to EXEWebSer vi ceAXI S.

2. Navigate to <OFSAAl | nstal |l ation
Di rect ory>/ EXEWebSer vi ce/ <WbSer ver >/ ROOT/ VEB- | NF/ and edit the web. xm
file as explained below.

Note: In case of Java 7 when WebLogic is used as web application
server replace following line of <OFSAAI | nstal | ation

Di rect ory>/ EXEWebSer vi ce/ Wbl ogi ¢/ ROOT/ EB- | NF/ web. xmi  file
that is

<?xm version='1.0" encodi ng=" UTF-8' ?>

<web-app id="WebApp I D" version="3.0"

xm ns="http://java. sun. com xm /ns/j avaee"

xm ns: xsi ="http:// ww. w3. org/ 2001/ XM_Schenma-i nst ance"
xsi:schemalLocation="http://java. sun.conm xnl /ns/javaee
http://java. sun.con xm /ns/javaee/ web-app_3_0. xsd"

met adat a- conpl ete="true">

with

<?xm version='1.0" encodi ng=" UTF-8' ?>

<web-app xm ns="http://java.sun.com xm /ns/ | 2ee"

xm ns: xsi ="http:// ww. w3. org/ 2001/ XM.Schena-i nst ance" >

Entry for WSConfig File

The WSCONFIG file (DynamicWSConfig.xml) is available in the <WebServer
Deployment Path>/ EXEWebService.ear/EXEWebService.war/conf directory. This file
can be placed in any directory that is accessible by the application.

The path where the WSCONFIG file is placed must be specified in place of
$WSCONFIGFILELOCATIONS in the below block of text in web.xml.

<cont ext - par an»
<descri pti on>WebServi ces Configuration File</description>

<par am nane>WSCONFI G-I LE</ par am nane>
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<par am val ue>$WSCONFI GFI LELOCATI ON$</ par am val ue>
<I'--Specify the Location of Dynam cWSConFig. xm -->

</ cont ext - par anp

Proxy Settings

The following block of text in web. xni file, replace the <par am val ue> given in bold
below with appropriate values.

If no values are required, leave the <param-value> blank.
<cont ext - par an»
<description>http Proxy Host</description>
<par am nanme>ht t p. pr oxyHost </ par am name>
<par am val ue>$PROXYHOST$</ par am val ue>
<I-- Specify the I P address or hostnane of the http proxy server-->
</ cont ext - par anp
<cont ext - par an»
<description>http Proxy Port</description>
<par am nane>ht t p. pr oxyPort </ par am name>
<par am val ue>$PROXYPORT$</ par am val ue>
<I--Port Number for the Proxy Server-->
</ cont ext - par anp
<cont ext - par an»
<description>http proxy UserNane</description>
<par am nane>ht t p. pr oxyUser Name</ par am nane>
<par am val ue>$PROXYUSERNAME$</ par am val ue>
<I-- User ID To get authenticated by proxy server-->
</ cont ext - par anp
<cont ext - par an»
<description>http proxy Password</description>
<par am nane>ht t p. pr oxyPasswor d</ par am nane>
<par am val ue>$PROXYPASSWORD$</ par am val ue>
<I'-- User Password To get authenticated by proxy server-->
</ cont ext - par anp
<cont ext - par an»
<descri ption>http non-ProxyHost s</description>
<par am nane>ht t p. nonPr oxyHost s</ par am nane>
<par am val ue>$NONPROXYHOST$</ par am val ue>

<I'--Hosts for which the proxy settings should get by-passed (Note:
Separate themby "|" synbol) -->
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</ cont ext - par anp

OFSAAI Home Entry

This entry should point to the Application layer / Web layer of the OFSAAI
installation and should be accessible.

Replace $FI C_HOVE$ in the following block of text in web. xm with <WbSer ver
Depl oynment Pat h>/ EXEWebSer vi ce. ear / EXEWebSer vi ce. war.

<cont ext - par an»
<descri pti on>OFSAAI Wb Home</ descri ption>
<par am nane>F| C_HOMVE</ par am nane>
<par am val ue>$FI C_HOVE$</ par am val ue>
<I--COFSAAl Installation Fol der-->

</ cont ext - par anp

<cont ext - par an»
<descri pti on>OFSAAI Wb Home</ descri ption>
<par am nanme>F| C_PHYSI CAL_HOME</ par am name>
<par am val ue>$FI C_ HOVE$</ par am val ue>
<I--COFSAAl Installation Fol der-->

</ cont ext - par anp

DynamicWSConfig.xml

For each third party web service that needs to be accessed using the OFSAAI Web
services framework, and the operation to be invoked, make corresponding entries into
this file. This file is to be placed in the location that is specified in the web. xni , as
WSCONFI GFI LE parameter.

Deploy OFSAAI Web Services

You can deploy OFSAAI Web Services separately if you had not configured OFSAAI
Web Services as part of the installation.

1. Complete the manual configuration of OFSAAI Web Services.

2. Navigate to <OFSAAI Instal | ation Directory> EXEWebServi ce/ <WebServer >
and execute the command:

.lant.sh

This will trigger the EAR/WAR file creation, which is required for the
deployment.

3. Deploy the generated EXEVebSer vi ce. EAR/ EXEWebSer vi ce. WAR file into the
WebServer.

If you have already configured OFSAAI Web Services as part of the installation,
deploy the generated EXEVehSer vi ce. EAR/ EXEVebSer vi ce. WAR file into the OFSAALI
Deployment area in WebServer profile.
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Configuration to Enable Parallel Execution of DML statements

A configuration file, Or acl eDB. conf has been introduced to accommodate any
configurable parameter related to operations on oracle database. If you do not want to
set a parameter to a specific value, then the respective parameter entry can be
removed/commented off form the Or acl eDB. conf file which resides in the path $FI C_
DB_HOVE/ conf .

As of now, the Oracl eDB. conf file has only one parameter namely CNF_DEGREE_CF_
PARALLELI SM This parameter indicates the degree of parallelism to be used for a DML
operation if parallel DML is explicitly enabled in the session with the ENABLE
PARALLEL DML clause of the ALTER SESSION statement. The default mode of a
session is DISABLE PARALLEL DML. If CNF_DEGREE_OF_PARALLELISM is not
set, then the default degree, as decided by Oracle will be used.

Configure Message Details in Forms Designer

You can configure the Message Details in Forms Designer under Data Entry Forms and
Queries module by updating the details of mail server in the

"Noti ficationConfig.cfg"file which resides in the path $FI C_APP_

HOVE/ common/ FI CSer ver/ conf .

Ensure that the "authorized User details" for whom you need to configure the Message
details are included in Administration > Security Management > User Administrator >
User Maintenance window.

Update the following parameters in the "Not i fi cati onConfi g. cf g" file:

Table I-6  NotificationConfig.cfg File

Parameter Description
SMIP_SERVER_| P Specify the hostname or IP address of SMTP Server.
SMIP_DEBUG_MXDE To run SMTP service in Debug mode, set value to

'true’, otherwise set value to 'false'.

SMIP_AUTHCRI ZATI ON Set to 'true' if SMTP server requires the client to be
authenticated, otherwise set to 'false’.

SMIP_USERNAME Username required for logging into SMTP server, if
authentication is not required use a dummy value.

SMIP_PASSWORD Password required for logging into SMTP server, if
authentication is not required use a dummy value.

SMIP_MAI LI D If the Messages has to go from a Particular ID that
ID need to be added. Exchange server forces you set
a valid ID that is there in the exchange server.
(Based on Security settings)

Ensure that the authorized User details are included in Administration > Security
Management > User Administrator > User Maintenance window.

Clearing Application Cache
This is applicable to all Web Servers (that is, WebSphere, WebLogic, and Tomcat).

Prior to the deployment of Infrastructure or Application Service Packs / One-off
patches, clear the cache. Navigate to the following path depending on the WebServer
configured and delete the files:
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Tomcat: <Toncat installation
fol der>/wor k/ Cat al i na/ | ocal host/<Appl i cati on name>/ or g/ apache/ | sp

WebLogic: <\\bl ogi ¢ instal | ation | ocation>/ domai ns/ <Domai n
nane>/ servers/ <Server name>/tnp/ _W._user/<Application name>/ qael ce/jsp_
servl et

WebSphere: <\®bsphere installation
directory>/ AppServer/profiles/<Profile name>/tenp/ <Node
nane>/ server 1/ <Application name>/ < war file name>

Configuring Passwords Changes

This section explains about how to modify the OFSAA Infrastructure Config Schema
and Atomic Schema passwords.

OFSAA Infrastructure Config Schema password modification
To change the Config Schema password, perform the following steps:

1.
2.
3.

Change the Config schema User Password in the database.
Delete the $FI C_HOME/ conf/ Revel eus. SECfile.

Shutdown the OFSAAI App service:

cd $FI C_APP_HOVE/ common/ FI CSer ver/ bin

./ revel eusshut down. sh

Start the Infrastructure Server in foreground directly on the server or through
X-Windows software using the command:

.Irevel eusstartup. sh

At the prompt, enter System Password. Enter the "new Config schema" password.
The service will start and initialize itself if it is able to successfully connect to the
DB.

Post successful startup of the service, if required, the Infrastructure server may be
shut down and restarted in the background using nohup mode.

OFSAA Infrastructure Atomic Schema Password Modification
To change the Atomic Schema password, perform the following steps:

1.
2.

Change the Atomic schema User Password in the database.

Login to the application from the browser using SYSADMN account or any user
id, which has System Administrator role mapped.

Navigate to System Configuration > Database Details window. Select the appropriate
connection and edit the password.

Navigate to Data Management Tools >Data Sources> Source Designer window.
Update the password of the appropriate Source

If you are using Apache Tomcat as Web server, update the <Cont ext > ->
Resour ce tag details in Server. xm file from the $CATALI NA_HOME/ conf folder. (In
case of Tomcat only Atomic <Resource> will exist).

If you are using WebSphere as Web server:

a. Login to the WebSphere Administration Console, from the left side menu.
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b. Navigate to Resources >JDBC >Data Sources. A list of data sources will be
populated on the right side.

c. Select the appropriate Data Source and edit the connection details. (In this
case, both Config and Atomic data sources will need to be modified).

If you are using WebLogic as Web server:
a. Login to the WebLogic Administration Console, from the left side menu

b. Under Domain Structure list box, expand the appropriate Domain and
navigate to Services > [DBC >Data Sources. A list of data sources will be
populated on the right side.

c. Select the appropriate Data Source and edit the connection details. (In this
case, both Config and Atomic data sources need to be modified).

6. Restart the OFSAAI services.

Configure Internal Service (Document Upload/Download)

This step can be ignored if it has already been configured as part of any previous IR
/ML installation.

The Document Upload /Download feature has undergone a change and can now be
configured to use Internal service for document upload / download instead of the
earlier ExeWebService.

To facilitate Internal service for document upload/ download, perform the following
configurations:

1. Create the folders download, upload, TempDocument and Temp in the local path
of Web application server and provide Read /Write permission.

» To find the exact location, execute the following query in CONFIG schema:
sel ect | ocal path fromweb_server_info

»  To create folders with Read /Write permission, execute the command:
nkdir -m 777 downl oad upl oad TenpDocunment Tenp

2. Create DocStorage folder in the FTPSHARE location of APP tier and provide
Read/Write permission.

s To find the exact location, execute the query in CONFIG schema:
sel ect ftpdrive from app_server_info

= To create folder with Read/Write permission, execute the command:
nkdir -m 777 DocStorage

By default, the parameter DOCUMENT_SERVICE_TYPE_EXTERNAL value is set to
FALSE in the Configuration table in CONFIG schema and hence the application
“ExeWebService” will not be used. It is recommended that the value to be set to FALSE
and use the Internal service for document upload/ downloads. If you intend to
continue using the External ExeWebService, set the value to TRUE.

Navigate to $FIC_HOME /EXEWebService/<WEBSERVER_TYPE> directory of WEB
tier and type ./ant.sh. This triggers the creation of EAR/WAR file
EXEWebService.ear/.war. The EAR/WAR file EXEWebService.ear/.war will be created
in $FIC_HOME/EXEWebService/ <WEBSERVER_TYPE> directory of WEB tier.
Redeploy the generated EAR/WAR file onto your configured web application server.
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Patching OFSAA Infrastructure Installation

Patching Your OFSAA Infrastructure Installation

Oracle strongly recommends installing the latest available patchset so as to be up to
date with the various releases of the OFSAA product.

Refer http://support.oracl e. comfor more information on latest release.
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Grants for Atomic/ Config Schema

This section mentions about the various grants required for the CONFIG and ATOMIC
schemas.

This section discusses the following sections:
s Grants for Atomic Schema
= Grants for Config Schema

= Grants for Config Schema Entities for Atomic Users

Grants for Atomic Schema

Atomic Schema creation requires certain grants for object creation. This can be located
in $FI C_HOWE/ privi | eges_at omi c_user.sqgl file.

The following are the Grants for Atomic Schema:

grant create SESSION to &dat abase_username

/

grant create PROCEDURE to &dat abase_username

/

grant create SEQUENCE to &dat abase_username

/

grant create TABLE to &database_usernane

/

grant create TRIGGER to &database_usernane

/

grant create VIEWto &database_username

/

grant create MATERIALI ZED VIEWto &database_user nane
/

grant ol ap_user to &database_usernane

/

grant select on SYS.V_3$PARAMETER to &database_usernane
/
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grant create SYNONYMto &dat abase_usernane
/

Note: If you intend to use Oracle OLAP feature, execute the below
grant on all ATOMIC schema(s) grant ol ap_user to &database_
usernane

Grants for Config Schema

Config Schema creation requires certain grants for object creation. This can be located
in $FI C_HOVE/ pri vi |l eges_confi g_user. sql file.

The following are the Grants for Config Schema:

grant create SESSION to &dat abase_username

/

grant create PROCEDURE to &dat abase_username

/

grant create SEQUENCE to &dat abase_user nane

/

grant create TABLE to &dat abase_username

/

grant create TRIGGER to &dat abase_username

/

grant create VIEWto &database_usernane

/

grant create MATERI ALI ZED VIEWto &dat abase_username
/

grant ol ap_user to &database_usernane

/

grant select on SYS.V_$PARAMETER to &dat abase_usernane
/

grant create SYNONYMto &dat abase_username

/

Grants for Config Schema Entities for Atomic Users

Atomic Schema creation requires certain grants for config schema object acess. This
can be located in $FI C_ HOVE/ confi g_tabl e_privil eges_for_atom c_user. sql file.

The following are the Grants for Config Schema entities for Atomic Users:
grant select on CSSM5_USR PRCFILE to &database_user nane

/
grant select on CSSM5_ROLE MAST to &dat abase_user nane
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grant select on CSSM5_GROUP_MAST to &dat abase_username

grant select on CSSM5_FUNCTI ON_MAST to &database_user nane

grant select on CSSM5_USR GROUP_MAP to &dat abase_user nane

grant select on CSSM5_USR GROUP_DSN SEG MAP to &dat abase_user nane

grant select on CSSM5_ROLE FUNCTI ON MAP to &dat abase_username

grant select on CSSM5_GROUP_ROLE MAP to &dat abase_usernanme

grant select on CSSM5S_SEGVENT MAST to &dat abase_usernanme

grant select on CSSM5_USR DSN SEG MAP to &dat abase_username

grant select on CSSM5_USR ROLE MAP to &dat abase_usernanme

grant select on CSSM5_METADATA SEGVENT MAP to &dat abase_username

grant select on BATCH RUN to &database_username

grant select on PR2_FILTERS to &database_username

grant select on PR2_TASK FILTER to &dat abase_usernane

grant select on PR2_TASK FILTER DETAIL to &database_usernane

grant select on ST_STRESS MASTER to &dat abase_username

grant select on ST_SCENARI O MASTER to &dat abase_usernanme

grant select on ST_SHOCK MASTER to &dat abase_user nane

grant select on BATCH MASTER to &dat abase_user nane
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grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/

grant

sel ect

sel ect

sel ect

sel ect

sel ect

sel ect

sel ect

sel ect

sel ect

del ete

i nsert

updat e

sel ect

del ete

i nsert

updat e

sel ect

sel ect

del ete

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

| CC_MESSAGELOG t 0 &dat abase_user nane

PR2_MASTER to &dat abase_user nane

PR2_RUN REQUEST to &dat abase_user nane

M-_MODEL_SCRI PT_MASTER t o &dat abase_user nane

M_I NPUT_VALUES to &dat abase_user nane

M-_MODEL_QUTPUT _VALUES to &dat abase_user nane

DB_MASTER to &dat abase_username

DSNVASTER t 0 &dat abase_user nane

pr2_rule_nmap to &database_usernane

pr2_rule_map_pr to &database_usernane

pr2_rule_map_pr to &database_usernane

pr2_rule_map_pr to &database_username

pr2_rule_map_pr to &database_usernane

pr2_rule_map_pr_tnp to &database_username

pr2_rule_map_pr_tnp to &database_username

pr2_rule_map_pr_tnp to &database_username

pr2_rule_map_pr_tnp to &database_username

pr2_rul e_map_excl ude to &database_usernanme

pr2_rul e_map_excl ude_pr to &database_username

K-88 OFS CAP Installation and Configuration Guide



Grants for Config Schema Entities for Atomic Users

/

grant insert on pr2_rule_map_exclude_pr to &database_username

/

grant update on pr2_rul e_map_excl ude_pr to &database_username

/

grant select on pr2_rule_map_exclude_pr to &database_username

/

grant delete on pr2_rule_map_exclude_pr_tnp to &database_usernane
/

grant insert on pr2_rule_map_exclude_pr_tnp to &database_usernane
/

grant update on pr2_rul e_map_exclude_pr_tnp to &database_usernane
/

grant select on pr2_rule_nap_exclude pr_tnp to &database username
/

grant select on pr2_run_object to &database username

/

grant select on pr2_run_object nenber to &database_usernane

/

grant select on pr2_run_map to &database_usernane

/

grant select on pr2_run_execution_b to &database_usernane

/

grant select on pr2_run_execution filter to &database_usernane

/

grant select on pr2 firerun_filter to &database username

/

grant select on pr2_filters to &database_usernane

/

grant select on configuration to &database_usernanme

/

grant select on batch_parameter to &database usernane

/

grant select on conponent _master to &database_usernanme

/

grant select on MDB OBJECT TYPE ATT LAYQOUT to &dat abase_usernane
/
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grant select on REV_OBJECT ATTRI BUTE DTL to &database_username
/

grant select on FORMS_LOCALE MASTER to &database_user nane

/

grant select on mdb_object dependencies to &database_username
/

grant select on mdb_execution_details to &database_username

/

grant select on REV_STAT _DATA to &dat abase_username

/

grant select on REV_OBJECT REPOSI TORY_B to &dat abase_username
/

grant select on REV_OBJECT REPCSI TORY_TL to &database_usernane
/

grant select on REV_OBJECT ATTRIBUTE DTL_M.S to &dat abase_user nane
/

grant select on REV_OBJECT APPLI CATION MAP to &dat abase_user nane
/

grant select on MDB_OBJ EXPR DETAILS to &database_usernane

/

grant select on MDB _EXECUTI ON DETAILS to &database_username

/

grant select on REV_OBJECT TYPES CD to &database_username

/

grant select on REV_OBJECT TYPES M.S to &dat abase_usernane

/

grant select on REV_APPLI CATI ONS CD to &dat abase_username

/

grant select on REV_APPL|I CATI ONS_M.S to &dat abase_user nane

/

grant sel ect on METADATA BROASER LOCALE to &dat abase_username
/

grant select on MDB_STAT DATA to &dat abase_user name

/

grant select on MDB OBJECT TYPE LAYQUT to &dat abase_usernane

/

grant select on ofsa nd_id ref to &atabase username
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grant select on MDB_ETL_MAPPI NG t o &dat abase_user nane

grant select on setupinfo to &latabase_username

grant select on LOCALEREPCSI TORY to &dat abase_username

grant select on M-_MODEL_MASTER to &dat abase_user nane

grant select on M-_SANDBOX MASTER to &dat abase_user nane

grant select on M-_VARI ABLE _MASTER to &dat abase_usernane

grant select on M-_TECHNI QUE MASTER to &dat abase_user name

grant select on MDB_RULE SOURCE HEADER to &dat abase_usernane

grant select on MDB_RULE TARGET HEADER to &dat abase_usernane

grant select on MDB RULE TARGET MEMBER HEADER to &dat abase_username

grant select on MDB _RULE GRI D DATA to &dat abase_username

grant select on MDB_MODEL MAPPI NG to &dat abase_user name

grant delete on AAl_MAP_MAPPER to &database username

grant insert on AAl_MAP_MAPPER to &database username

grant update on AAl_MAP_MAPPER to &database username

grant select on AAl_MAP_MAPPER to &database username

grant select on RTI_U EXCLUDE PDM LI ST to &database_usernane

grant select on RTI_VIR PHY TBL NAME to &database_username
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grant select on infodom patches to &database_usernane
/

K-92 OFS CAP Installation and Configuration Guide



L

Configuring Application Pack XML Files

This section explains configuration of OFS_CAP_ADQ_PACK.xml and OFS_ CAP_
ADQ _SCHEMA _IN.xml files.

This section includes the following topics:
s Configuring OFS_CAP_ADQ_PACK xml file
s Configuring OFS_CAP_ADQ_SCHEMA_IN.XML file

Configuring OFS_CAP_ADQ_PACK.xml file

The OFS_CAP_ADQ_PACK xml file holds details on the various OFSAA products that
are packaged in a particular Application Pack.

The following table gives details about the various tags/parameters available in the
file and the values that need to be updated. Prior to installing the OFSAA Application
Pack in SILENT mode, it is mandatory to update this file.

Note: If you are installing in the GUI mode, then this file need not be
updated.

Table L-1 OFS_CAP_ADQ_PACK.xml Parameters

Tag Name/ Attribute Default Value/

Name Description Mandatory (Y/N) Permissible Value | Comments

APP_PACK_ID Unique Y Unique Seeded DO NOT modify
Application Value this value.
Pack Identifier

APP_PACK_NAME Unique Y Unique Seeded DO NOT modify
Application Value this value.
Pack Name

APP_PACK_ Unique Y Unique Seeded DO NOT modify

DESCRIPTION Application Value this value.
Pack Description

VERSION Unique release Y Unique Seeded DO NOT modify
version Value this value.

APP Unique Y Unique Seeded DO NOT remove
Application Value these tags.
Entries

APP_ID Unique Y Unique Seeded DO NOT modify
Application Value this value.
Identifier
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Table L-1 OFS_CAP_ADQ_PACK.xml Parameters

Tag Name/ Attribute
Name

Description

Mandatory (Y/N)

Default Value/
Permissible Value

Comments

APP_ID/ PREREQ

Prerequisite
Application/
Product

Y

Unique Seeded
Value

For most
applications
Infrastructure
would be the
prerequisite set. For
certain other
applications, an
appropriate
Application ID
would be set.

DO NOT modify
this value.

DO NOT modify
this value.

APP_ID/ DEF_SEL_
FLAG

Default Selected
Flag

Default - YES

In all Application
Packs,
Infrastructure
would have this
value set to "YES".
DO NOT modify
this value.

APP_ID/ ENABLE

Enable
Application/
Product

YES if installing in
SILENT mode.

Default -

YES for
Infrastructure

NO for Others

Permissible - YES
or NO

Set this
attribute-value to
YES against every
APP_ID which is
licensed and should
be enabled for use.

Note: Application/
Product once
enabled cannot be
disabled. However,
Application/
Product not enabled
during installation
can be enabled later
through the
Administration UL

APP_NAME

Unique
Application/
Product Name

Unique Seeded
Value

DO NOT modify
this value.

APP_DESCRIPTION

Unique
Application/
Product Name

Unique Seeded
Value

DO NOT modify
this value.

VERSION

Unique release
version

Unique Seeded
Value

DO NOT modify
this value.

Configuring OFS_CAP_ADQ_SCHEMA _IN.XML file

Creating database schemas, objects within schemas and assigning appropriate grants
are the primary steps in the installation process of OFSAA Applications. The OFS_

CAP_ADQ_SCHEMA_IN.xml file contains details on the various application schemas
that should be created prior to the Application Pack installation.
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The following table gives details about the various tags/ parameters available in the
file and the values that need to be updated. Prior to executing the schema creator
utility, it is mandatory to update this file.

Table L-2 OFS_CAP_ADQ_SCHEMA_IN.xml Parameters

Tag Name/ Attribute

Default Value/

Name Description Mandatory (Y/N) Permissible Value | Comments
<APP_PACK_ID> Unique Y Unique Seeded DO NOT modify
Application Value this value.
Pack Identifier
<JDBC_URL> Enter the JDBC | Y jdbc:oracl e:thi |Ensuretoaddan
URL. n: @HCST/ | P>: <P | entry (with
Note: You can ORT>: <S| D> SID/SERVICE
’ NAME) in the
enter RAC and or .
NON-RAC _ | tnsnames.ora file on
enabled jdbc: oracl e:thi |the OFSAA server.
database n: @/ [HOST] [: PO | The entry should
connectivity RT] / SERVI CE match with the
URL or SID/ SERVICE
’ NAME used in the
j dbc: oracl e: thi | JDBC URL.
n: @ DESCRI PTI ON
=( ADDRESS _
LI ST=( ADDRESS=(
PROTOCOL=TCP) (H
OST=[ HOST] ) ( por
t =[ PORT] ) ) (ADDR
ESS=( PROTOCOL=T
CP) ( HOST=[ HOST]
) (PORT=[ PORT] ))
(LQAD_
BALANCE=yes) ( FA
| LOVER=yes)) (CO
NNECT _
DATA=( SERVI CE_
NAME=[ SERVI CE] )
)
<JDBC_DRIVER> By default this Y Example: Only JDBC Thin
sdgé‘(ljeefj name is oracle jdbe.driver.Or Driver is supported.
) acleDriver DO NOT modify
Note: Do not this value.
edit this
attribute value.
<HOST> Enter the Y Host Name/ IP
Hostname/ IP Address
Address of the
system on which
you are
installing the
OFSAA
components.
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Table L-2 OFS_CAP_ADQ_SCHEMA_IN.xml| Parameters

Tag Name/ Attribute
Name

Description

Mandatory (Y/N)

Default Value/
Permissible Value

Comments

<SETUPINFO>/ NAME

Enter the
acronym for the
type of
implementation.
This information
will be
displayed in the
OFSAA Home
Page.

Note: On
executing the
schema creator
utility, this value
will be prefixed
with each
schema name.
For example:
dev_ofsaaconf,
uat_ofsaaatm.

Y

Accepts strings with
a minimum length
of two and
maximum of four.

Example,
DEV, SIT, PROD

This name would
appear in the
OFSAA Landing
Page as "Connected
To: xxxx".

The schemas being
created would get
this prefix. For
example, dev_
ofsaaconf, uat_
ofsaaconf, and so
on.

<SETUPINFO>/ PREFIX_
SCHEMA_NAME

Identifies if the
value specified
in
<SETUPINFO>/
NAME attribute
should be
prefixed to the
schema name.

Y or N

Default value is N.

<HOST>

Enter the
Hostname/ IP
Address of the
system on which
you are
installing the
OFSAA
components.

Host Name/ IP
Address
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Table L-2 OFS_CAP_ADQ_SCHEMA_IN.xml Parameters

Tag Name/ Attribute
Name

Description

Mandatory (Y/N)

Default Value/

Permissible Value

Comments

<PASSWORD>/
APPLYSAMEFORALL

Enter as Y if you
want to apply
the password
specified in
DEFAULT
attribute for all
the schemas.

If you enter as
N, you need to
provide
individual
passwords for
all schemas.

Note: In case
you have
entered Y in
APPLYSAMEFO
RALL attribute
and also have
specified
individual
passwords for
all the schemas,
then the
specified
individual
passwords will
take precedence.

Y

Default - N

Permissible - Y or N

Note: Setting this
attribute value is
mandatory, If

DEFAULT attribute

is set.

<SETUPINFO>/ PREFIX_

SCHEMA_NAME

Identifies if the
value specified
in
<SETUPINFO>/
NAME attribute
should be
prefixed to the
schema name.

YES or NO

Default value is
YES.

<PASSWORD>/
DEFAULT*

Enter the
password if you
want to set a
default
password for all
schemas.

Note: You also
need to set
APPLYSAMEFO
RALL attribute
as 'Y to apply the
default
password for all
the schemas.

The maximum

length allowed is 30
characters. Special

characters are not
allowed.
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Table L-2 OFS_CAP_ADQ_SCHEMA_IN.xml| Parameters

Tag Name/ Attribute

Default Value/

Name Description Mandatory (Y/N) Permissible Value | Comments
<SCHEMA>/ TYPE The different Y ATOMIC/CONFIG | Only One CONFIG
types of schemas /SANDBOX/ADD | schema can exist in
that are ON the file.
f;;}; F;:gféggelgre Note: SANDBOX This schema
ATOMIC AND ADDON identifies as the
C ONFIG/ schemas are not CONFIGURATION
g ANDBéX and applicable for OFS | schema that holds
ADDON. CAP Application the OFSAA setup
’ Pack. details and other
By default, the metadata
schemas types information.
are seeded based Multiple ATOMIC/
Application SANDBOX/
Pack ADDON schemas
ack. L .
can exist in the file.
the. ].)0 not ATOMIC schema
edit this
. refers to the
attribute value. Inf .
nformation
Domain schema.
SANDBOX schema
refers to the
SANDBOX schema.
ADDON schema
refers to other
miscellaneous
schema (not
applicable for this
Application Pack).
<SCHEMA.>/ NAME By default, the Y The permissible SETUPINFO/
schemas names length is 15 NAME attribute
are seeded based characters and only | value would be
on the alphanumeric prefixed to the
Application characters allowed. | schema name being
Pack. No special created.

You can edit the
schema names if
required.

Note: The
Schema Name
will have a
prefix of the
SETUPINFO/

NAME attribute.

SCHEMA
NAME must be
same for all the
ATOMIC
Schemas of
applications
within an
Application
Pack.

characters allowed
except underscore '_
:

For E.g. if name is
set as 'ofsaaatm' and
setupinfo as 'uat'
then schema being
created would be
'uat_ofsaaatm'.

NAME should be
same where APP_
GRP=1 for all
SCHEMA tags (Not
applicable for this
Application Pack).
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Table L-2 OFS_CAP_ADQ_SCHEMA_IN.xml Parameters

Tag Name/ Attribute

Default Value/

Name Description Mandatory (Y/N) Permissible Value | Comments
<SCHEMA>/ Enter the N The maximum Note: You need to
PASSWORD* password of the length allowed is 30 | mandatorily enter

schema to be
created.

characters. Special
characters are not

the password if you
have set the

. allowed. <PASSWORD>/
Note: If this APPLYSAMEFORA
attribute is left LL attribute as N
blank, then the ’
password
specified in the
<PASSWORD>/
DEFAULT
attribute is
applied as the
Schema
Password.
<SCHEMA>/ APP_ID By default, the Y Unique Seeded Identifies the
Application ID Value Application/
is seeded based Product for which
on the the schema is being
Application created.
Pack. DO NOT modify
Note: Do not this value.
edit this
attribute value.
<SCHEMA>/ Enter the N Default - USERS Modify this value to
DEFAULTTABLESPACE available default P issible - A associate any valid
tablespace for er I:.HSSI ?;1 ny tablespace with the
DB User. existing vat schema.

Note: If this
attribute is left
blank, then
USERS is set as
the default
tablespace.

tablespace name.
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Table L-2 OFS_CAP_ADQ_SCHEMA_IN.xml| Parameters

Tag Name/ Attribute

Default Value/

Name Description Mandatory (Y/N) Permissible Value | Comments
<SCHEMA>/ Enter the N Default - TEMP Modify this value to
TEMPTABLESPACE available Permissible - A associate any valid
temporar CIMISSIDIE - ANy tablespace with the
p Y existing valid P
tablespace for N schema.
the DB User. emporary
tablespace name.
Note: If this
attribute is left
blank, then
TEMP is set as
the default
tablespace.
<SCHEMA>/ QUOTA Enter the quota | N Example: Modify this value to
to be set on grant the specified
DEFAULTTABL 600M/m quota on the
ESPACE 20G/g mentioned
attribute for the UNLIMITED /unlim tablespace to the
schema/ user. ited user.
By default, the
quota size is set
to
500M.Minimum:
500M or
Unlimited on
default
Tablespace
<SCHEMA>/ INFODOM | Enter the name | Optional for Atomic | Permissible length
of the and mandatory for | is 16 characters and
Information sandbox only alphanumeric
Domain to characters allowed.
associate this No special
schema. characters allowed.

The schema
creator utility
automatically
derives an
Information
Domain Name
based on the
Application
Pack if no value
is specified for
this attribute.

On successful execution of the utility, the entered passwords in the OFS_CAP_ADQ_
SCHEMA_IN.xml file are nullified.
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Configuring OFSAAI_InstallConfig.xml File

This section gives details about the OFSAAI_InstallConfig.xml file.

Configuring OFSAAI_InstaliConfig.xml file
To configure the OFSAAI_InstallConfig.xml file, follow these steps.
1. Navigate to OFS_CAP_ADQ PACK/OFS_AAI/conf/
2. Open the file OFSAAI_InstallConfig.xml in text editor.
3. Configure the OFSAAI InstallConfig.xml as mentioned in the below table:
4

You need to manually set the InteractionVariable parameter values as mentioned
in the table. If a value is not applicable, enter NA and ensure that the value is not
entered as NULL.

Table M=1 OFSAA Infrastructure Installation Tasks and Descriptions

InteractionVariable
Name Significance and Expected Value Mandatory

<Layer name="GENERAL">

WEBAPPSERVERTYPE (Identifies the web application server on which Yes
the OFSAA Infrastructure web components
would be deployed.

The below numeric value should be set
depending on the type:

= Apache Tomcat =1
= IBM WebSphere Application Server = 2
= Oracle WebLogic Server =3

For example, <InteractionVariabl e
nanme="WEBAPPSERVERTYPE" >3</ | nt eracti onVari
abl e>

DBSERVER_IP Identifies the hostname or IP address of the Yes
system on which the Database Engine is hosted.

Note: For RAC Database, the value should be
NA.

For example, <I nteractionVari abl e
name="DBSERVER_

| P*>14. 15.16. 17</ I nteractionVari abl e> or
<InteractionVariabl e name="DBSERVER_

| P">dbhost . server. conx/ | nteractionVariabl e
>
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Table M-1 (Cont.) OFSAA Infrastructure Installation Tasks and Descriptions

InteractionVariable
Name

Significance and Expected Value

Mandatory

ORACLE_
SID/SERVICE_ NAME

Identifies the Oracle DB Instance SID or
SERVICE_NAME

Note: The Oracle_SID value should be exactly
the same as it is mentioned in JDBC_URL.

For example, <I nter acti onVari abl e
name="ORACLE_SI ¥ SERVI CE_
NAME" >of saser </ I nt eracti onVari abl e>

Yes

ABS_DRIVER_PATH

Identifies the directory where the JDBC driver
(oj dbc<versi on>. j ar) exists. This would
typically be the $ORACLE_HOWE/ j dbc/lib

For example, <I nter acti onVari abl e
name="ABS_DRI VER_

PATH' >" >/ or adat a6/ r evwb7/ or acl e
</InteractionVariabl e>

Note: Refer to Appendix O section for
identifying the correct "ojdbc<version> jar"
version to be copied.

Yes

OLAP_SERVER_
IMPLEMENTATION

Identifies if the OFSAA Infrastructure OLAP
component needs to be configured depending on
whether you intend to use the OLAP feature. The
below numeric value should be set depending on
the choice:

= YES-1
= NO-0

No

variables are set in.profile:

ARBORPATH, HYPERI ON_HOME and ESSBASEPATH.

Note: If value for OLAP_SERVER | MPLEMENTATI ONis set to 1, it checks for following environment

SFTP_ENABLE

Identifies if the SFTP (Secure File Transfer
Protocol) feature is to be enabled. The below
numeric value should be set depending on the
choice:

= SFIP-1
= FIP-0

Yes

Note: The default value for SFTP_ENABLE is 1, which signifies that SFTP will be used. Oracle
recommends using SFTP instead of FTP because SFTP is considered more secure. However, a
client may choose to ignore this recommendation and to use FIP by setting SFTP_ENABLE to
0. This selection may be changed later by using the OFSAAI administration interface.

FILE_TRANSFER_PORT

Identifies the port used for the file transfer
service. The default value specified is 22 (SFTP).
Specify value as 21 or any other PORT value if
value for SFTP_ENABLE is 0.

For example, <I nteractionVari abl e
name="FI LE_TRANSFER_
PORT">21</ I nteracti onVari abl e>

Yes

LOCALE

Identifies the locale information to be used
during the installation. This release of the
OFSAA Infrastructure supports only US English.

For example, <I nteractionVari abl e
name="LOCALE">en_US</ I nt eracti onVari abl e>

Yes
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Table M-1 (Cont.) OFSAA Infrastructure Installation Tasks and Descriptions

InteractionVariable
Name

Significance and Expected Value

Mandatory

Note: The below ports are used internally by the various OFSAA Infrastructure services. The
default values mentioned below are set in the installation. If you intend to specify a different
value, update the parameter value accordingly and ensure this port value is in the range of

1025 to 65535 and the respective port is enabled.

JAVAPORT 9999 Yes
NATIVEPORT 6666 Yes
AGENTPORT 6510 Yes
ICCPORT 6507 Yes
ICCNATIVEPORT 6509 Yes
OLAPPORT 10101 Yes
MSGPORT 6501 Yes
ROUTERPORT 6500 Yes
AMPORT 6505 Yes

Note: If value for HTTPS_ENABLE is set to 1, ensure you have a valid certificate available from a
trusted CA and the same is configured on your web application server.

HTTPS_ENABLE

Identifies if the Ul should be accessed using
HTTP or HTTPS scheme. The default value set is
0. The below numeric value should be set
depending on the choice:

= YES-1
= NO-0

For example, <I nteracti onVari abl e
name="HTTPS_
ENABLE" >0</ | nt er act i onVari abl e>

Yes

WEB_SERVER_IP

Identifies the HTTP Server IP/ Hostname or Web
Application Server IP/ Hostname, to be used for
accessing the UL This IP would typically be the
HTTP Server IP.

If no separate HTTP Server is available, the value
should be Web Application Server IP /Hostname.

For example, <I nteracti onVari abl e
name="WEB_SERVER_
| P'>10.11.12. 13</ I nteracti onVari abl e>

or

<InteractionVariabl e name="WEB_SERVER
| P">nyweb. server. conx/ I nteractionVari abl e>

No

WEB_SERVER_PORT

Identifies the Web Server Port. This would
typically be 80 for non SSL and 443 for SSL. If no
separate HTTP Server exists, the value should be
the port configured for Web Server.

Note: The port value will not be accepted as 80 if
HTTPS_ENABLE is 1 and as 443, if HTTPS_ENABLE is
0.

For example, <InteractionVariable name="WEB_
SERVER_PORT">80</InteractionVariable>

No
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Table M-1 (Cont.) OFSAA Infrastructure Installation Tasks and Descriptions

InteractionVariable
Name

Significance and Expected Value

Mandatory

CONTEXT_NAME

Identifies the web application context name
which will be used to built the URL to access the
OFSAA applications. The context name can be
identified from a URL as below:

<scheme>: /[ <host >: <port >/ <cont ext - name>/ | o
gin.jsp

Sample URL:

https:// nyweb: 443/ of saadev/ | ogin. j sp

For example, <I nt eractionVari abl e
name="CONTEXT _
NAME" >of saadev</ I nt eracti onVari abl e>

Yes

WEBAPP_CONTEXT_
PATH

Identifies the absolute path of the exploded .ear
file on the web application server.

For Tomcat, specify the Tomcat directory path till
/webapps, such as
/ or adat a6/ r evwb7/ t ontat / webapps/ .

For WebSphere, enter the WebSphere path as
<WebSphere profile directory>/installed Apps/
<NodeCellName>. For example,

/ dat a2/ t est// \\ebSpher e/ AppSer ver/ profil es/
<Profile_

Nane>/ i nst al | edApps/ ai x-i nf Node01Cel | .
Where aix-imf is Host name.

For WebLogic, provide the WebLogic home
directory path as / <WbLogi ¢ hone directory
pat h>/ bea/ W server _10. 3

Yes

WEB_LOCAL_PATH

Identifies the absolute path to any directory on
the web application server that can hold
temporary files being uploaded as part of the
applications usage.

Note: In case of a clustered deployment, ensure
this path and directory is same on all the nodes.

Yes

WEBLOGIC_DOMAIN_
HOME

Identifies the WebLogic Domain Home.

For example, <InteractionVariable
name="WEBLOGIC_DOMAIN _

HOME">/home/weblogic/bea/user_
projects/domains/mydomain

< /InteractionVariable>

Yes Specify the
value only if
WEBSERVERTY
PEis setas3
(WebLogic)

OFSAAI_FTPSHARE_
PATH

Identifies the absolute path to the directory
identified as file system stage area.

Note:

s The directory should exist on the same
system on which the OFSAA Infrastructure
is being installed (can be on a separate
mount).

s The user mentioned in APP_SFTP_USER_ID
parameter below should have RWX
permission on the directory.

For example, <InteractionVariable
name="APP_FTPSHARE_
PATH">">/oradata6/revwb?7/ftpshare</Int
eractionVariable>

Yes
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Table M-1 (Cont.) OFSAA Infrastructure Installation Tasks and Descriptions

InteractionVariable
Name Significance and Expected Value Mandatory

OFSAAI_SFTP_USER_ Identifies the user who has RWX permissions on |Yes
1D the directory identified under parameter APP_
FTPSHARE_PATH above.
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Migration for Excel Upload

This section provides detailed instructions to migrate for excel upload.

Prerequistes

The following are the pre-requistes for migration.

Data model in ATOMIC schemas should be same on the source and target setups.

OFS AAI (platform) patch level version should be same on the source and target
setups.

PL/SQL Developer to connect and query the database.

WinSCP to connect and access server file system.

Migration for Excel Upload

To migrate, follow these steps:

1.

6.

Open PL/SQL Developer and logon to the source setup's configuration (CONFIG)
schema by entering the appropriate username and password.

In a new SQL window query the data of table EXCEL_MAPPI NG_MASTER.

Open a new session in PL/SQL developer and logon to the target setup's
configuration (CONFIG) schema by entering the appropriate username and
password.

Insert the records from Step 1 above in to this table.

In V_I NFODOMcolumn of EXCEL_MAPPI NG_MASTER table update the infodom name
with the target infodom name.

Note: If all the mappings can work out of the single target Infodom,
update same Infodom value across all rows. If only few mappings will
work out of the target infodom, update the infodom value for selective
records. Kindly note, excel upload mappings will work only if the
target infodom has same data model entities as used in the mappings
defined on source setup.

Update V_CREATED_BY column with the name of any user present in the target
setup that has appropriate roles to perform Excel Upload tasks.
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10.

11.

12.

13.

Note: Itis mandatory to update values for V_| NFODOM and V_
CREATED_BY columns.

Open WinSCP and login a new session by entering the host name, port number,
user name and password to access the source setup.

Navigate to the folder referred as FTPSHARE.

Copy the excel-entity mapping xml file(s) which are located in this folder
according to their folder structure on to your desktop. For example: / f t pshar e
| STAGE/ Excel Upl oad/ $SOURCE_| NFODOM NAME/ $EXCEL_FI LE_NAME. xr

Note: Actual file name of Excel Sheet is mentioned in the V_EXCEL _
NAME column of EXCEL_MAPPI NG_MASTER table.

Copy the excel templates (.xIs/ .xIsx) file(s) which are located in this folder
according to their folder structure on to your desktop. For example:
/ ft pshar e/ STAGE Excel Upl oad/ TEMPLATE/ *. xI s or *.xl sx

Note: Ignore this step if files are not present at the location.

Login a new session in WinSCP by entering the host name, port number, user
name and password to access the target setup.

Copy the xml file(s) from Step3 to the below location in the target setup. For
example: / f t pshar e/ STAGE/ Excel Upl oad/ $TARGET_| NFODOM NAME/ $EXCEL_FI LE_
NAME. xm

Note: $TARGET_| NFODOM NAME should be target setup infodom in
which you have uploaded the appropriate data model and the name
should be same as the V_| NFODOMcolumn value updated in EXCEL _
MAPPI NG_MASTER table.

Copy the xls/ xlsx file(s) from Step 3 to the below location in target setup. For
example: / f t pshar e/ STAGE/ Excel Upl oad/ TEMPLATE/ *. xI s or *.xl sx

Note: Ignore this step if files are not present at the location.
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JDBC Jar Files

The oj dbc<versi on>. j ar file should be copied based on Database & Java version.
Refer to the following table for details.

Table O-1 JDBC Jar files version details

Oracle Database

JDK/JRE Version

JDBC Jar files specific to the

Version Supported release
12.1 or 12¢cR1 JDK 8,JDK 7 and JDK 6 0jdbc?7 jar for JDK 7/JDK 8
ojdbc6 jar for JDK 6
11.2 or 11gR2 JDK 6 & JDK 5 ojdbcé.jar for JDK 7
JDK 7 supported in 11.2.0.3 | ojdbcé.jar for JDK 6
and 11.2.0.4 . .
ojdbc5.jar for JDK 5

JDBC Jar Files 0-109



0-110 OFS CAP Installation and Configuration Guide



P

Upgrading an Existing OFSAA 8.0.x Java 7

Instance to Java 8

This section explains the configurations required to upgrade an existing OFSAA 8.0.x
Java 7 instance to Java 8. It consists of the following topics:

Prerequisites

Prerequisites

Steps for upgrading OFSAA 8.0.x Java 7 instance to Java 8

Web Application Server Configurations

OFSAA Generic Configurations

OFSAA Configurations for New Web Application Server Installation

The following are the prerequisites for upgrading OFSAA 8.0.x Java 7 instance to Java

8:

Java 8 should be installed on the OFSAA server and Web Application Server.

Oracle WebLogic Server should be 12.1.3.0 or above. Download and install patch
18729264 from http:/ /support.oracle.com/ for the same.

Note: IBM WebSphere 8.5.x (Full Profile) on Java 8 is not available.

Steps for upgrading OFSAA 8.0.x Java 7 instance to Java 8

To upgrade OFSAA 8.0.x Java 7 instance to Java 8, follow these steps:

1.

Configure Web Application Server to Java 8. For more information, refer Web
Application Server Configurations.

Configure the OFSAA instance to Java 8. For more information, refer OFSAA
Generic Configurations. For a newly installed Web Application Server, refer
OFSAA Configurations for New Web Application Server Installation

Restart the OFSAA services. For more information, refer the Start/Stop
Infrastructure Services section in Appendix D

Generate the application EAR/WAR file and redeploy the application onto your
configured web application server. For more information on generating and
deploying EAR / WAR file, refer Appendix C.
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Web Application Server Configurations

Web Application Server Configurations

This section describes the changes to be made in the Web Application Server.
Following are the two options to perform Web Application Server Configurations
which are listed as follows:

= Upgrade the existing Web Application Server installation to Java 8
» Install a new instance of the Web Application Server with Java 8
This section consists of the following topics:

= Oracle WebLogic Server Updates

= Apache Tomcat Server Updates

Oracle WebLogic Server Updates

Perform the following configurations to upgrade the existing WebLogic server
instance to Java 8:

1. Navigate to <W.S_HOVE>/ M ddI ewar e/ Or acl e_Home/ Wl ser ver.

2. Edit the product . properti es file. Set JAVA_HOVE, W.S JAVA HOVE,
JAVAHOVE properties to the new Java path and j ava. vm ver si on to the new
Java version. For example,

JAVA HOVE=/usr/javal/jrel.8.0_45

W.S JAVA HOVE=/usr/javal/jrel.8.0_45
JAVAHOVE=/ usr/j aval/jrel. 8.0_45
java.vm version=1.8.0_45

3. Navigate to <W.S_HOVE>/ M dd| ewar e/ Or acl e_Home/ user _
proj ect s/ domai ns/ <domai n>/ bi n. Update SUN_JAVA_ HOME, DEFAULT_
JAVA_HOVE, JAVA_HOVE in the set Domai nEnv. sh file to point to the new Java
path. For example,

SUN_JAVA HOVE="/usr/javal/jrel.8.0_45"
DEFAULT_SUN_JAVA HOVE="/usr/javal/jrel.8.0_45"
JAVA HOVE="/usr/javal/jrel. 8.0 45"
4. Clear the Application cache. Navigate to the following path and delete the files:

<Webl ogi ¢ installation |ocation> domai ns/<Donmai n name>/ servers/ <Server
name>/t np/ _W._user/<Application nanme>/ qael ce/jsp_servl et

If you wish to install a new instance of the Oracle WebLogic Server, follow these steps:
1. Install Oracle WebLogic Server 12.1.3.x on Java 8.

2. Perform the configurations for the newly installed WebLogic server. For more
information refer Configuring Resource Reference in Weblogic Application Server.

Note: While creating WebLogic Domain, the Listen Port should be
set same as that of the existing Domain.

Note down the new Domain path to perform OFSAA Configurations.
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Apache Tomcat Server Updates

Perform the following configurations to upgrade the existing Apache Tomcat Server
from Java 7 to Java 8:

1. Login to the Apache Tomcat Server as a non-root user.

2. Edittheuser. profi | e. Update the value for JAVA_ HOME from JRE 1.7 to JRE 1.8.
For Example,

JAVA HOMVE=/usr/javaljrel.8.0_45
3. Clear the Application cache. Navigate to the following path and delete the files:

<Toncat installation fol der>/work/ Catalinal/local host/<Application
nane>/ or g/ apache/ j sp

If you wish to install a new instance of the Apache Tomcat Server, follow these steps:
1. Install Apache Tomcat Server 8 with Java 8.

2. Perform the configurations for the newly installed Tomcat server. For more
information refer Configuring Resource Reference in Tomcat Application Server.

Note: Update the Connector Port in
/ apache-tontat-8. 0. 21/ conf/server. xn file to that of the
existing Tomcat instance.

Note down the new deployment path to perform OFSAA
Configurations.

OFSAA Generic Configurations
This section consists of the following topics:
= User .profile Settings

= Configurations for Java 8

User . profi | e Settings

Perform the following configurations:
1. Login to the OFSAA Server as a non-root user.

2. Edit the user. profi | e. Update the value for PATH variable from JRE 1.7 to JRE
1.8. For Example,

PATH=/ usr/javaljrel.8.0_45/jre
JAVA BIN=/usr/javal/jrel.8.0 _45/jrel/bin

LD LI BRARY_PATH=$LD LI BRARY_PATH: /usr/java/jrel. 8.0_
45/ jrelli b/ and64/ server

Configurations for Java 8

Perform the configurations explained in the section Configurations for Java 8.
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OFSAA Configurations for New Web Application Server Installation

This configuration is required only if you have freshly installed Oracle WebLogic
12.1.3 or Apache Tomcat Server 8.0. Follow these steps:

1.

Modify the following parameters in the Configuration table present in the Config
Schema with the new Domain Path in case of WebLogic or with the new
deployment path in case of Tomcat:

= DeFi Hone

=  REV_I MG_PATH

= EMBEDDED JSP_JS_PATH

Login to the OFSAA Server as a non-root user.

Navigate to $FI C_HOVE/ f i cweb/ webr oot / VEB_I| NF and update the following
parameters in the web. xm  file with the new Domain path in case of WebLogic or
with the new deployment path in case of Tomcat:

= FI C_PHYSI CAL_HOME_LOC
= FIC HOME
= | CC SERVLET LOG FILE

Navigate to $FI C_HOVE/ f i cweb/ webr oot / conf and update the Domain path
in case of WebLogic or with the new deployment path in case of Tomcat:

= OFSAALogger. xm

= MDBLogger.xm

= RevlLog4j Config. xm

= RFDLogger.xm

= ExportLog4j Config.xm
= RFDLogger.xm

= PR2Logger.xm
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This chapter includes the following sections:
s Uninstalling OFSAA Infrastructure

= Uninstalling EAR Files in WebSphere

= Uninstalling EAR Files in WebLogic

= Uninstalling WAR Files in Tomcat

Uninstalling OFSAA Infrastructure

This section will guide you through the necessary steps to uninstall the OFSAA
Infrastructure product.

Before you start the uninstallation process, ensure that no open connections exist to the
OFSAA Infrastructure Config and Atomic Schemas and Infrastructure services are
brought down.

To uninstall OFSAA Infrastructure:

1. Log in to the system as non-root user.

2. Navigate to the $FI C_HOVE directory and execute the command:
./Uninstall.sh

3. Enter the password for OFSAAI Configuration Schema when prompted as shown
in the following figure.

Figure 5-26 Uninstalling OFSAA Infrastructure

faoratechdof2aadb OFSAAT:, Aninstall ., sh

Uninstallation Started [time 3 Tue Jun 10 14:20:27 IST 2014 1]
0 G o
#%% Iriver loaded with Driver oracle,jdbc,driver,Oraclelriver

Pleaze enter Configuration schema Password @
Connected to Config Schema
Cleaning config schema ...
config schema cleaned ...
Cleaning up Infrastructure Home Dir |
Pleaze wait .,
Uninztallation Completed | Thank You [time 3 Tue Jun 10 14:21:53 IST 2014 1
A R R R R R R R R
#zcratoh/of zaadbAOFSRAT ]
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Note:

»  Uninstallation does not remove the Infrastructure application
from the Web Application Server. This has to be done manually.

= The entries in the .profil e file will have to be removed manually.

» The files/ folders under the file system staging area (ftpshare)
have to be deleted manually.

»  All the Database objects from Atomic Schemas have to be dropped
manually.

Uninstalling EAR Files in WebSphere

Following are the steps to uninstall any previously deployed application:

1. Open the URL in the browser window: ht t p: // <i paddr ess>: <Adni ni strative
Consol e Port>/ibnf consol e (https if SSL is enabled). The Login window is
displayed.

2. Login with the user id that has admin rights.

3. Expand Applications > Application Types > WebSphere enterprise applications
from the LHS. The Enterprise Applications window is displayed with all the
deployed applications.

Figure 5-27 Enterprise Applications

Enterprise Applications

Use this page to manage installed applications. A single application cen be deployed onte multiple servers.

B Preferences

Startl Stcpl Instzll | Uninstzll Update i Rollout Update Remaove File | Expart [ Export DDL Export File
o o b
T

Select| Name & Application Status ()_

¥ou can administer the following resources:

[] |Bafaultacolicstion '
O | ivtage E
| | auery -
O |ueeaza >

Total 4

4. Select the checkbox adjacent to the application to be uninstalled and click Stop.
5. Click Uninstall. The Uninstall Application window is displayed.
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Figure 5-28 Uninstall Application

Chek OK 10 réendve the following sppbcaton(s). If you do not want 10 remove the appications, ¢hck Cancel 1o retumn
Lo the pravious page

6. Click OK to confirm.

7. Click Save to save the master file configuration.

Uninstalling EAR Files in WebLogic

On the machine that hosts WebLogic, perform the following steps to uninstall any
previously deployed application:

1. Open the URL in the browser window: ht t p: // <i paddr ess>: <adni n server
port >/ consol e (https if SSL is enabled). The Login window of the WebLogic Server
Administration Console is displayed.

2. Login with the WebLogic user credentials having administrator privileges.

3. From the Domain Structure LHS menu, click Deployments. The Summary of
Deployments screen is displayed.

Figure 5-29 Summary of Deployments

Summary of Deployments

Control | Monitorng

This page dispiays a fist of Java EE appications and stand-alone application modides that have been instaled to this domain, Instaled applications and modules can be started, stopped, updated
{redepioyed), or deleted from the domain by first selecting the appiication name and using the controls on this page.

To install & new appicaton or module for deployment to targets in this damain, dick the Install button.

W Customize this table

Deployments
install | | Update | Delete | |_S==ft" Showing 1to 1of 1 Previous | Next
1 When work compietes
Hame & e State Health Type Deployment Order
@ Pupg7273 Stop, but continue servidng administration requests Active | oK Enterprise Application 100
| Instal | Update  Delete | | Start || Stap v Showing 1to Lof 1 Previous | Next

4. Select the checkbox adjacent to the application to be uninstalled and click Stop>
Force Stop Now.

5. Click Yes in the confirmation dialog to stop the selected deployment.

Removing OFSAA Q-117



Uninstalling WAR Files in Tomcat

Figure 5-30 Summary of Deployments- Messages

Messages
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To instal a new applcation or moduie for deployment to targets in this domain, dick the Install button.
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Deployments
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0 | @ Buwgr2r Prepared ¥ox Enterprise Application 100
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6. Select the checkbox adjacent to the application and click Delete to delete the
selected deployment.

7. Click Yes in the confirmation dialog to remove the selected deployment from the
domain configuration.

Uninstalling WAR Files in Tomcat

On the machine that hosts Tomcat, perform the following steps to uninstall any
previously deployed application:

1. Comment out Context path section from server. xm file in $CATALI NA_HOME/ conf
directory to avoid conflict during undeploy and re-deploy of the WAR file.

Place comment <! -- --> in between the context path section. For example:

<l--

<Context path ="/pr2test"
docBase="/hone/ per fuser/tontat-7.0. 19/ webapps/ pr 2t est" debug="0"
rel oadabl e="true" crossContext="true">

<Resour ce aut h="Cont ai ner"

name="|j dbc/ PRRATM'

type="j avax. sql . Dat aSour ce"

driverd assName="oracl e. jdbc. driver. O acl eDriver"
user name="pr 2at n{

passwor d="pr 2at nf

url ="jdbc: oracl e: thin: @O0.184. 74.99: 1521: PERFTEST"
maxActi ve="100"

max| dl e=" 30"

max\Wi t =" 10000"/ >
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</ Cont ext >

-->

Restart the Tomcat service by doing the following:

d. Login to the "Unix server" through a terminal emulator.

e. Navigate to $catal i na_home/ bi n directory.

f.  Stop the tomcat services using the command . / shut down. sh
g. Start the tomcat services using the command ./ start up. sh

2. Open the URL in a browser window: http: // <I P addr ess>: <Tontat server
port >. (https if SSL is enabled). The Tomcat home window is displayed.

3. Click the Manager App. The Connect to window is displayed.

4. Login with the user credentials having admin rights. The Tomcat Web Application
Manager window is displayed with the list of all applications deployed in Tomcat.

Figure 5-31 Tomcat Web Application Manager

8" Apache

Software Foundation
http://www.apache.org/

Tomcat Web Application Manager

| ListApplications THL I r Hel lanager Hel Servd Siatus
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siant Sige Rekag Undeglor

| Mpat-manageT Toment MansgE ARDICHION true g Expire sessions with ile 3 30 iminutes
Stam Swp Reicad Undeploy

| (manpger Tomcat Manpger Appication true a wihgez 30 minutes

| intspnigt Reveleus web Apglication | true i Start Sigo FAsioad Undepioy

5. Click the Undeploy link against the deployed Infrastructure application. A
confirmation message is displayed on the application /Infrastructure being
uninstalled.
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FAQs and Error Dictionary

This section of the document consists of resolution to the frequently asked questions
and error codes noticed during OFSAAI installation.

»  Frequently Asked Questions
s Error Dictionary

OFSAAl installer performs all the pre-requisite validation check during installation.
Any errors encountered in the process is displayed with an appropriate Error Code.
You can refer to the Error Dictionary to find the exact cause and resolution to rectify
the error.

Frequently Asked Questions

You can refer to the Frequently Asked Questions which has been developed with the
interest to help you resolve some of the OFSAAI Installation and configuration issues.
This intends to share the knowledge of problem resolution to a few of the known
issues. This is not an official support document and just attempts to share the
knowledge of problem resolution to a few of the known issues.

This section includes the following topics:
= OFSAAIFAQs
= Application Pack 8.0.0.0.0 FAQs

s  Forms Framework FAQs

OFSAAI FAQs
What are the different components that get installed during OFSAAI?

The different components of OFSAALI are illustrated in Components of OFSAAL
What are the different modes of OFSAAI installation?

OFSAALI can be installed in two modes, Silent Mode, and GUI mode.
Can the OFSAA Infrastructure components be installed on multi-tier?

No. OFSAA Infrastructure components (ficapp, ficweb, ficdb) cannot be installed on
multi-tier. By default, they will be installed on single-tier. However, OFSAA
Infrastructure can be deployed within the n-Tier architecture where the Database, Web
Server and Web Application Server is installed on separate tiers.

Is DK (Java Development Kit) required during installation of OFSAA? Can it be
uninstalled after OFSAA installation?
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JDK is not required during installation of OFSAA and only a run time is
needed for details. Refer Hardware and Software Requirements, Java Runtime
Environment section.

Is JRE required during installation of OFSAA? Can it be uninstalled after OFSAAI
installation?

Only JRE (Java Runtime Environment) is required during installation of OFSAA
and cannot be uninstalled as the JRE is used by the OFSAA system to work.

How do I know what is the Operating system, webservers and other software
versions that OFSAA supports?

Refer to OFSAA Technology Stack Matrices.

What are the different files required to install OFSAAI?

The following files are required:
setup.sh.
envCheck.sh
preinstallcheck.sh
VerInfo.txt
OFSA Alnfrastructure.bin
validatedXMLinputs.jar
MyResources_en_US.properties
log4j.xml
OFSAAI_PostInstallConfig.xml
OFSAALI InstallConfig.xml
privileges_config_user.sql
privileges_atomic_user.sql

XML_Utility;jar

What should I do if I get the following error message during installation, "Execute
Permission denied”?

Please check whether all the files provided for OFSAAI installation has execute
permissions.

To give execute permissions,
Navigate to the path OFSAAI _80000 and execute the command
chnod 755

"Graphical installers are not..”

If error resembles "Graphical installers are not supported by the VM. The
console mode will be used instead..." then check whether any of the X-windows
software has been installed.

Example: Hummingbird Exceed is started and configured to Graphical mode
installation.

Note: Type 'xcl ock' from prompt and this should display clock in
graphical mode.
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"No Java virtual machine could be...”

If the error message reads "No Java virtual machine could be found from your
PATH environment variable. You must install a VM prior to running this
program”, then

s Check whether "java path" is set in PATH variable. See the Table 3-1,
" Prerequisite Information"section in this document.

s Check whether sufficient temporary space is available.

s Ensure that the movement of OFSAAI Installer text files to the target system is
done in the Text mode so that set up. sh file does not contain control line feed
characters ("M).

What should I do if I get the following error message during installation, "OracleDriver
Files Not Found, Please Choose the Right Path To Continue”?

Check whether the provided path for Oracle Driver files is correct and whether the
user has permissions to access the files.

What should I do if I get the following error message during installation, "User must have
CREATE TABLE, CREATE VIEW, CREATE TRIGGER, CREATE INDEX, CREATE
SEQUENCE, CREATE PROCEDURE" even though the oracle schema user created has the
mentioned privileges?

OFSAAl installer validates the database details provided during installation, so
ensure:

s Whether the oracle schema user has the required set of privileges for
successful installation.

s Whether the oracle schema user has been created with quota privileges on
tablespace to create database objects.

See the Table 3-1, " Prerequisite Information"section in this document.
Installation of OFSAAI was completed successfully! What next?

Post the successful completion of OFSAALI installation, one has to perform the Post
Installation steps. See Chapter 5, "Post Installation Configuration".

What is to be done when OFSAAI Installation is unsuccessful?

OFSAAl installer generates log file OFSAAI nfrastructure_Instal | .| og in the
Infrastructure Installation Directory. There is also another log file created in the path
configured in Log4j . xm . The logs of any of these reported, Warnings/Non Fatal
Errors/Fatal Errors/Exceptions should be brought to the notice of the OFSAAI
Customer Support. It is recommended not to proceed, until the reported problems are
adequately addressed.

How do I completely uninstall OFSAAI?

OFSAAI can be completely uninstalled by performing the steps provided in
Uninstalling OFSAA Infrastructure in the OFS AAAI Installation and Configuration
Guide Release 8.0.0.0.0.

Can OFSAAI config and atomic schemas be on different databases?

OFSAAI requires both config and atomic schemas to be present on the same database
instance.

How to grant privileges if a new information domain is created?

If you are creating a new information domain, provide a set of privileges (database
permissions) to the new Atomic schema.
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» Log into the database as sys and connect as sysdba user.

= Execute the file pri vi | eges_confi g_user. sql available under $FI C_HOMVE
directory

= Enter the database schema for which you want to grant privileges.
When should I run the MLS utility?

See the Multiple Language Support (MLS) Utility section in OFS AAI
Administration Guide available on OTN.

Does OFSAAI support Oracle Linux versions other than 5.5?

OFSAAI supports the Oracle Linux versions from 5.5 up to 5.10 and also from
6.0 and above.

What should I do if 1 get the following error message on the UNIX System terminal
while executing ./setup.sh, "Insert New Media. Please insert Disk1 or type its
location”?

1. Login as root user on the Unix machine where OFSAAI is getting installed.
2. Navigate to the path / et ¢/ security/.

3. Editthefilelimts. conf toadd/edita row for the unix user installing
OFSAA:

<Uni x User> soft nofile 9216

4. After saving the changes, log in as unix user with which OFSA Al is getting
installed and execute the command:

ulimt -n
The command should return the value 9216.
How do I verify if the system environment is ready for OFSAAI installation?

To verify the system environment meets the minimum requirements for the
installation, a Pre-Install Check utility is available within the Install Kit archive
file. This utility can also be obtained separately by contacting Oracle Support.

See Verifying System Environment section for additional information.
How do I know if the installation is completed successfully?

The OFSAA Infrastructure installation performs a post install health check
automatically on successful installation of the product. To rerun the post install
verification at a later time, perform the following steps:

1. Navigate to the path $FI C_HOVE (Product Installation Directory).
2. Execute the command:
Jdpiverify.sh
What should I do if the installation in GUI mode is not invoked?

There are set of configuration steps required to be performed during the
installation in GUI mode. Verify whether the steps mentioned under
Configuration for GUI Mode Installation section are done correctly.

What should I do if there are any exceptions or errors in installation and how to
proceed?

1. Please backup the installation logs.
2. Share the backup logs with Oracle support.
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What should I do if I get the following error message during OFSAAI installation on Solaris
11 system?:

"Error: OFSAAI-1108

ORA-00604: error occurred at recursive SQL level 1
ORA-01882: timezone region not found”

Or

"Time zone cannot be set as null or localtime’”

This happens if the time zone is not set, that is NULL or it is set as "localtime’. Set the
environment variable TZ to a valid time zone region in the . profi | e file. For example,

TZ=Asia/Cal cutta
export TZ
What should I do if the installation process is abruptly terminated or aborted?

If the installation is abruptly terminated, then the installation process will be incomplete.
To recover from this, follow these steps:

1. Drop the DB objects in the config schema created by OFSAAI installation.

2. Open the . profil e and remove the entries made by the OFSAAI installation
which are made between the comment statements, #Beginning of entries by OFSAA
Infrastructure installation and #End of entries by OFSAA Infrastructure installation.

3. Delete the OFSAA install directory created by the OFSAALI installer.
4. Perform the OFSA Al installation again.

Does OFSAA support any other web server types, other than the ones stated in tech matrix
and installation guide?

No, all the supported softwares and versions are stated in the OFSAA Technology Stack
Matrices.

What should I do if the database connection from connection pool displays the following error
message, "java.sql.SQLRecoverableException: 10 Error: Connection reset”?

This happens while running several database intensive tasks in parallel. To correct this
error, add the line secur erandom sour ce=fi |l e:/dev/./urandomin the j ava. security
configuration file available in $JAVA HOVE/ jre/ | i b/ security/ path.

Note: This needs to be configured on all the machines or VMs where
the OFSAAI components are installed.

If the issue is not resolved even with the preceding settings, check the MTU(Maximum
Transmission Unit) settings on the linux box. For details on MTU settings and updating
them, contact your system Administrator.

What should I do when I get syntax errors/file not found error messages while invoking
setup.sh file from my install archive?

This could mostly happen:
= When installer was not unzipped rightly or corrupted during unzip.

= setup.sh file which resides within the install archive was not transferred in
ASCII or text mode, which could have corrupted the file.
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To correct this, follow the steps:

1. Copy the installer (in BINARY mode) to the system on which the OFSAA
Infrastructure components will be installed.

2. Unzip the installer using the command:
unzip <OFSAAl Installer>. zip

3. The corrupted set up. sh file would have introduced certain ~M characters into
the file. You can remove "M characters from setup.sh file by following these
steps:

a. Login to the server where the installer is copied.
b. Navigate to the directory CFSAAI _80000.
c. Open the setup. sh file in the vi editor using the command: vi setup. sh.

d. Inside vi editor in Esc mode, type: %/ "M/ g

Note: To enter “M, hold the CTRL key then press V and M in
succession.

e. Save the set up. sh file by typing: wg!
Does OFSAA support Oracle DB 11g Standard edition?

The OCI client and the jdbc driver does not change depending on whether it is a
standard or enterprise edition. So, OFSAAI will work with standard edition as
well.

We do not recommend standard edition because it will not scale and does not
support partition pack, database security vault, or advanced analytics.

What should I do if I get the following error message while executing .Istartofsaai.sh
file on the UNIX System terminal ”./startofsaai.sh: [java: Execute permission denied”?

= Ensure JAVA_BIN environment variable path is set on the "unix user" terminal
from where the st art of saai . sh file is invoked.

= Ensure the . profil e where the environment/ path settings are made has
been executed successfully.

What happens when the OFSAAI Application Server does not proceed even after
providing the system password?

Ensure that, the System Password provided when prompted should match with
the "Oracle Configuration password" provided during installation. Also check
whether the connection to the "configuration schema" can be established through
sqlplus.

Although the OFSAAI installation has completed successfully, when OFSAAI servers
are started, and the application URL is accessed, it gives an error message "the page
cannot be found or displayed” or "Could not retrieve list of languages from Server.
Please contact the system administrator”. What should one do?

Ensure OFSAALI servers have been started and are running successfully. On the
server start up parameters options, refer Starting Infrastructure Services section.

For more details on the issue, refer on to the Revappserver log in $FI C_APP_
HOME/ common/ FI CSer ver/ | ogs directory or the Web Server log files.
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Is it necessary to provide the specified grants to the Oracle schema user before
installation? If yes, can it be revoked after completing the installation?

The "Oracle schema" user requires the necessary grants specified before, during,
and after the installation process. Grants provided should never be revoked as the
application makes use of these grants all the time.

Can we have distributed OFSAAI Application Server for load balancing?

OFSAAI Application server can be scaled out/distributed across different JVM's
(machines) based on the various services and Information Domains, in other
words, Load balancing could be achieved with distribution of services.

Why do we need Ftpshare on all the layers? Can we have ftpshare on another machine
other than the machines where OFSAAI is installed?

Ftpshare is a Metadata Repository directory. All the metadata related files used in
Infrastructure are stored in the ftpshare directory. The ftpshare contains folders for
each Information Domain, with each Information Domain folders holding Erwin,
log, and scripts folder. The transfer of data among the Web, Application, and
Database servers in Infrastructure takes place through FTP/SFTP.

You need to configure FIP/SFIP and enable communication between the servers
by providing App server's FTP/SFTP credentials to the Web server and DB server
users.

Yes, we can have ftpshare on another machine other than the machines where
OFSAAL is installed.

Is it mandatory to provide the ftp/sftp password?

Yes, OFSA Al needs credentials of the user which has complete permissions on
ftpshare directory, and should be able to independently login to the unix server.

What are the permissions required for ftpshare and when should I give them?

It is recommended to provide permissions on ftpshare in case of installations
done across different machines or VMs (multitier installation).

In case of single tier installation, 770 permissions can be provided if the unix users
of OFSAAI and web server belong to the same unix group.

And on any new file that is created in the 'ftpshare' folder of any installation layer
should be granted specific/explicit permission.

Port Change utility could be used to have the Port number modified, which are
currently being used by the Infrastructure application. For more information, refer
Changing IP/ Hostname, Ports, and Deployed Paths of OFSAA Instance section.

Are there any in-built system administration users within OFSAAI Application?

The three in-built system administration users are provided to configure and setup
OFSAAL

=  SYSADMN
= SYSAUTH
=  GUEST

Does OFSAAI Application support both FTP and SFTP?
OFSAAI supports both FTP and SFTP configuration.
Is it necessary to enable the FTP/SFTP services to use the OFSAAI?
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Yes, enabling of FTP/SFTP services and its ports is a pre-requisite step towards
using the OFSAAL

OFSAAI Configuration: Unable to save the server details?
= Ensure the input User ID, Password, and Share Name are correct.
»  Ensure FTP/SFTP services are enabled.
s Have a test FIP/SFIP connection made and confirm if they are successful.

What should I do if I get the following message while creating Information Domain,
"Please create a database and then create the information domain”?

Information Domain is mapped to only one Database; and thus before the creation
of Information Domain, at least one database details would need to exist.

What should I do if I get the following message during startup of backend engine
message servet, "ConnectToDatabase: FatalError, could not connect to the DB server”?

Verify whether connection to the "configuration schema" can be established
through sqlplus.

= Verify "configuration schema" password is modified post installation.

m  Ensure oracle database alias name created for oracle instance and oracle
service name are same.

s On a multi tier Installation mode, ensure TNSNAME and SID are the same in
both the Application and Database Layers.

What should I do if I get the following message during the startup of backend engine
message server, "Fatal Error, failed to get user ID from LibSmsConnect”?

Ensure Reveleus.sec file exist under the $FIC_HOME/ conf directory where the
Database components are installed.

Does OFSAAI Application support LDAP authentication?
OFSAAI supports LDAP configuration and authentication.
Does OFSAAI support multiple languages?
Yes, OFSAAI supports multiple languages.
Does OFSAAI provide any data back-up features?

OFSAALI does not have built-in back up facility. External Storage Infrastructure is
recommended for back-up.

What kind of security features does the OFSAAI provide?
OFSAAI provides security at:
= Segment Level - Users can access only the segment they are mapped to.

= Application Level - Users can perform an operation only if mapped to
appropriate role and functions.

Does OFSAAI have the ability to enforce periodic password change?

OFSAALI provides configurable parameters to define number of days after which
the user password would expire and then the user is forced to change the
password after expiration period.

What is the password policy followed in OFSAAI?

OFSAAI enforces a minimum password length with a combination of Upper and
Lower case characters and alpha-numeric strings.
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Which version of Erwin Data Modeller does OFSAAI support?

OFSAAI now supports ERwin version 9.2 and 9.5 generated xmls in addition to
ERwin 4.1, ERwin 7.1, ERwin 7.3 and ERwin 9.0 formats.

Does OFSAAI provide the mechanism to upload Business Data model?
OFSAAI provides two mechanisms for business data model upload:

= Easy to use GUI based Model upload mechanism to upload the Business Data
Model through Unified Metadata Manager --> Import Model.

= OFSAAIl also provides a model upload utility "upl oad. sh" for uploading the
business data model through the command line parameter by executing this
shell script file under the path <FI C_HOVE>/ f i capp/ cormon/ FI CSer ver/ bi n.

Refer the section Run Model Upload Ultility of the OFS Analytical Applications
Infrastructure User Guide available on OTN for details.

How do I apply incremental change to the existing model when the Business Data
model undergoes a change?

Modified data model can be uploaded into the system and OFSAALI has the ability
to compare the changes within the data model with respect to the one already
present in the system and enables propagation of incremental changes in a
consistent manner.

What are the different types of uploading a business data Model?

OFSAAI supports uploading of business data model from client desktop and also
by picking up the data model from the server location.

Can the OFSAAI "Configuration Schema” password be modified post installation?

The OFSAAI "configuration schema" password can be modified post installation.
OFSAALI application stores the password in the database and few configuration
files, thus any changes to the "configuration schema" password would necessitate
updating in these. Contact OFSAAI support for more details.

Can the OFSAAI "Atomic Schema” password be modified?

The OFSAAI "Atomic Schema" password can be modified. OFSAAI application
stores the atomic schema password in the database and few configuration files,
thus any change to the atomic schema password would necessitate updating the
password.

To change the Atomic Schema password, follow the steps:
1. Login to OFSAA.

2. Navigate to System Configuration > Database Details window. Select the
appropriate connection, provide the modified password and save.

3. Navigate to Unified Metadata Manager > Technical Metadata> Data Integrator
> Define Sources window. Update the appropriate Source details.

a. If you are using Apache Tomcat as Web server:

*  Update the <Context> -> Resource tag details in server. xnl file from the
$CATALI NA_HOVE/ conf folder. (In case of Tomcat only Atomic <Resource>
will exist).

b. If you are using WebSphere as Web server:

Login to the WebSphere Administration Console from the left side menu.
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*  Navigate to Resources >JDBC >Data Sources. A list of data sources will be
populated on the right side.

*  Select the appropriate Data Source and edit the connection details. (In this
case, both Config and Atomic data sources need to be modified).

c. If you are using WebLogic as Web server:
*  Login to the WebLogic Administration Console from the left side menu.

*  Under Domain Structure list box, expand the appropriate Domain and
navigate to Services > JDBC >Data Sources. A list of data sources will be
populated on the right side.

*  Select the appropriate Data Source and edit the connection details. (In this
case, both Config and Atomic data sources need to be modified).

4. Restart the OFSAAI services

Note: If the modified passwords are not updated, OFSAAI logs
displays the message ORA-28000: the account is locked.

Does the upload of Business Data model depend on Java Memory?

Business data model upload through OFSAAI depends on the Java memory
settings on the client and server machines. Java memory setting varies with the
data model size and the available RAM. Contact OFSAAI support for more details.

Why do the Business Metadata Management screens (Business Processors screen) in
the User Interface, take more time to load than other screens?

The Log file in Dynami cSer vi ces. xm which resides in $FI C_HOME/ conf is
continuously being updated /refreshed to cache metadata. This can be observed
when you are starting st art of saai . sh and if any of the log file (Ex:
SMSService.log) in Dynami cSer vi ces. xnl is being continuously refreshed for
longer time.

By default, the Metadata Log file cache size is set to 1000. If in case the log is being
updated beyond this limit, retrospectively the preceding entries are overwritten.
For example, the 1001th entry is overwritten by deleting the first entry. This results
in the application window taking a longer time to load.

Increase the cache size limit in Dynani cservi ces. xm located at <FI C_HOVE>/ conf,
depending on the currently logged count for the specific metadata.

1. Generate the Log report by executing the following query in config schema.
select count(1), t.netadata name, mdsn_id
frommetadata_naster m netadata type master t
where mnetadata type = t.netadata_type
group by t.nmetadata name, mdsn_id

2. The preceding query returns a list of codes with their respective metadata
count. You can refer to "metadata_type_master" table to identify the metadata
name.

3. View the log report to identify the metadata which is being updated /refreshed
beyond the specified cache size limit. Accordingly increase the cache size limit
in Dynamicservices.xml depending on the currently logged count for the
specific metadata.
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For example, if the "MEASURE_CACHE_SIZE" is set to 1000 and total
measure reported in log is 1022, increase the limit to 2000 (approximately).

4. Restart Reveleus/OFSAAI servers (Web and APP) and check the issue.

What should I do if 1 get OutOfMemoryError while deploying EAR file in WebSphere
application server?

The Java memory needs to be increased in €] bdepl oy. sh file which is present
under <\WWebSphere Install directory>/ AppServer/depl oytool/itp.For
example,

$JAVA_CWVD \
- Xboot cl asspat h/ a: $ej bd_boot path \
Xms256m - Xnmk1024m \
What configurations should I ensure if my data model size is greater than 2GB?

In order to upload data model of size greater than 2GB in OFSA AI Unified
Metadata Manager- Import Model, you need to configure the required model size
instruts.xn file available in the path $FI C_WEB_

HOVE/ webr oot / EB- | NF/ cl asses.

Note: The size requirements have to be always specified in bytes.

For example, if you need to configure for model size of 2.5GB, then you can
approximately set the max size to 3GB (3221225472 bytes) as follows, in order to
avoid size constraints during model upload.

<constant name="struts.nultipart.maxSize" val ue="3221225472"/>

After configuring struts. xni file, generate the application EAR/WAR file and
redeploy the application onto your configured web application server. For more
information on generating and deploying EAR / WAR file, refer Appendix C.

What should I do if my Hierarchy filter is not reflecting correctly after I make changes
to the underlying Hierarchy?

In some cases, the Hierarchy Filters do not save the edits correctly if the
underlying Hierarchy has been changed. This can occur in hierarchy maintenance,
where you have moved a member to another hierarchy branch, and that member
was explicitly selected in the Filter and is now a child of a node which is already
selected in the Filter.

Please refer Support Note for the workaround.

Can I install an Application Pack on an existing Atomic schemal Information
Domain created manually?

No, you cannot install an Application Pack on existing Atomic
schema/Information Domain created manually. Application Packs can be installed
only on Atomic Schemas/Information Domain created using schema creator
utility and/ or the Application Pack installer.

What should I do if I get the following exception while trying to view the model
outputs in Model Outputs screen, "Exception ->Local Path/STAGE/Output file name
(No such file or directory)”?
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Ensure you have created a folder "STAGE" under the path mentioned as "Local Path"
in the web server details window. This folder needs to be created under the local path
on every node,in case of web application server clustering.

What should I do if I get the following exception during OFSAA services startup,
"Exception in thread "main” java.lang.UnsatisfiedLinkError: net (Not a directory)”?

Ensure the JRE referred in .profile is not a symbolic link. Correct the path
reference to point to a physical JRE installed.

What is the optimized memory settings required for "New” model upload?

The following table lists the optimized memory settings required for "New"
model upload.

Table R-1 Optimized Memory Settings for New Model Upload

X_ARGS_APP ENV
Size of Data Model Variable in OFSAAI
Model Upload Options XML File APP Layer

Pick from Server 106 MB "-Xms1024m
-Xmx1024m

36 MB "-Xms2048m
-Xmx2048m

815 MB "-Xms4096m
-Xmx4096m

1243 MB "-Xms6144m
-Xmx6144m

Model Upload Utility 106 MB "-Xms1024m
-Xmx1024m"-Xms2048
m -Xmx2048m

336 MB "-Xms4096m
-Xmx4096m

815 MB "-Xms4096m
-Xmx4096m

1243 MB "-Xms6144m
-Xmx6144m

Save New Erwin File In 106 MB "-Xms1024m
Server -Xmx1024m

336 MB "-Xms2048m
-Xmx2048m

"-Xms4096m
-Xmx4096m

"-Xms6144m
-Xmx6144m

What should I do if I get the following error message, "ORA 01792 maximum number
of columns in a table or view is 1000 during T2T execution”?

You should apply the following patch set from Oracle. Applicable only for 12c.
https:/ /support.oracle.com/epmos/faces/DocumentDisplay?id=1937782.1

I did not enable OFS Inline Processing Engine Application license during the
installation. However, I have enabled it post installation, using the Manage OFSAA
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Product License(s) in the Admin Ul. Are there any other additional configurations
that I need to do?

Yes. Follow the instructions explained in the OFS Inline Processing Engine
Configuration Guide available on OTN.

I get an error when I try to build an Oracle OLAP cube. What should I do?

Execute the following grant on the appropriate ATOMIC schema
grant ol ap_user to &database_usernane

How do you turn off unused Information Domains (Infodoms) from caching?
Follow these steps to turn off unused infodoms from caching:
1. Navigate to $FIC_HOME/conf in the APP layer of your OFSAAI installation.
2. Inthe DynamicServices.xml file, identify the section for <Service code="20">.
3. Modify the value of parameter CACHE_ON_STARTUP to 0 (default is 1).
4

Repeat the same in the WEB layer too. Generate the application EAR/WAR file
and redeploy the application onto your configured web application server. For
more information on generating and deploying EAR / WAR file, refer
Appendix C.

5. Restart the OFSAAI Services (APP and WEB). For more information, refer to the
Start OFSAA Infrastructure Services section.

Note: This setting will cache the Infodom metadata only for the
infodoms that get accessed upon user login. Infodoms which do not
get accessed, will not be cached.

Sample code is as follows:

<SERVI CE CODE="20"

CLASS="comiflex.fic.netadata.services. Metadat aServi ceProvi der" NAVE="BMD'
SERVERI D="DEFAULT" PATH=" " LOGGERNAME="UMM.OGGER' LOGGERLEVEL="10">
<PARAMETERS>

<PARAMETER NAME=" CACHE_ON_STARTUP" VALUE="Q" />

<PARAMETER NAME="BACKUP_XM." VALUE="1" />

<PARAMETER NAME="MAX BACKUP_XM." VALUE="2" [>

<PARAMETER NAME="PC _NONBI Bl _SW TCH' VALUE="2048" />

<PARAMETER NAME="HI ERARCHY_NODE LIM T VALUE="2000" />

<PARAMETER NAME="ALI AS_CACHE_SI ZE" VALUE="1000" />

<PARAMETER NAME="DATASET_CACHE_SI ZE" VALUE="2000" />

<PARAMETER NAME="MEASURE_CACHE_SI ZE" VALUE="2000" />

<PARAMETER NAME="HI ERARCHY_CACHE_SI ZE" VALUE="2000" />

<PARAMETER NAME="DI MENSI ON_CACHE_SI ZE" VALUE="2000" />

<PARAMETER NAME="HI ERARCHYATTRI BUTE_CACHE_SI ZE" VALUE="1000" />
<PARAMETER NAME="CUBE_CACHE SI ZE" VALUE="1000" />
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<PARAVETER NAVME="RDM CACHE_SI ZE" VALUE="1000" />

<PARAVETER NAME="BUS| NESSPROCESSOR_CACHE_SI ZE" VALUE="2000" />
<PARAVMETER NAME="DERI VEDENTI TY_CACHE_SI ZE" VALUE="1000" />
<PARAVETER NAME="LOG_GET_METADATA" VALUE="fal se" />
<PARAMETER NAME="METADATA_PARALLEL_CACH NG' VALUE="0Q" />

</ PARAMETERS>

</ SERVI CE>

While creating an Excel Mapping, after specifying the excel worksheet, the target
table, and mapping each column in the worksheet to a target table, I click SAVE and
nothing happens. But when I click CANCEL, a message pops up informing me that all
changes will be discarded”, what is to be done?

Check if the excel mapping creation is done using I.E 8 with JRE 1.4 plug in
enabled on machine. If so, upgrade the JRE plug in to 1.7+.

Can Multiple OFSAA Infrastructure instances share the same config schema?
No, only one OFSAA environment can be installed using one config schema.
Can Atomic schema be shared?
Yes, it can be shared between two OFSAA instances.

While setting a firewall, which ports should be opened for communication between
the Web Server (Apache HTTP Server/ Oracle HTTP Server/ IBM HTTP Server) and the
Web Application Server (WebSpherel WebLogic/ Tomcat) for OFSAAI to operate

properly?
The OFSAA Servlet port which is same as Web server port should be open. Also
the web application port should be open.

Can I modify the NLS_LENGTH_SEMANTICS to BYTE from CHAR for the Database
where older versions of OFSAA is Installed?

Yes, NLS_LENGTH_SEMANTICS can be modified to BYTE from CHAR if you are
not intending to use multi language support.

Can I install already installed application in a different infodom?
No, it is not possible to install the same application in two different infodom:s.
How can I configure the OFSAA application for High Availability?

OFSAA can have active-passive high availability. For more details, refer
Configuration for High Availability- Best Practices Guide.

During OFSAA installation should I provide web application server’s IP [Hostname
and port or web server’s IP/[Hostname and port, if the Apache HTTP Server/ Oracle
HTTP Server/ IBM HTTP Server are configured?

In case the web server is configured, you should enter the Web Server IP
Address/Hostname and Port details during OFSAA installation. Here the Servlet
port should be same as the Web Server port.

If Web Server is not configured, the Web Application Server's IP Address/
Hostname

and Port is required during the installation process. Here the Servlet port should

be same as the Web application Server port.
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Is "ReveleusAdminConsoleAgent” applicable for OFSAAI 8.0.0.0.0 and higher versions?

No, Revel eusAdm nConsol eAgent is not applicable starting OFSAAI7.3.3.0.0.
There is a change in the way agentservers are managed through AGENTSTARTUP. SH
& AGENTSHUTDOWN. SH.

What should I do when the message server process does not open and I get the following
error message, "CI18NProvider::CI18NProvider, Errot, unable to connect to the config
database”?

This error is displayed due to the following reasons:
s The Config Schema password is already expired.

= If the config schema password is going to expire soon and the message
like "ORA-28002: the password will expire within 6 days" displays while
connecting to config schema through sqlplus.

s The Config schema password is Modified.

To resolve the error, re-set the config schema password to the old password. Else, if
the config schema password is modified to something else then follow these steps:

1. Delete the $FIC_HOME/conf/Reveleus.SEC file.

2. Shutdown the OFSAAI App service: cd $FI C_APP_
HOME/ commron/ FI CServer/ bin ./ st opof saai.sh

3. Shutdown the OFSAAI App service: cd $FI C_APP_
HOME/ commron/ FI CServer/ bin ./ st opof saai.sh

4. Start the Infrastructure Server in foreground directly on the server or through
XWindows software using the command: . / st art of saai . sh

5. Enter System Password.

6. Enter the new Config schema password. The service starts and initializes if it is
able to successfully connect to the DB and generates the Revel eus. SECfile.

7. Post successful startup of the service, if required, the Infrastructure server may be
shut down and restarted in the background using nohup mode.

What is the mechanism of Log File sizing and backup?

OFSAAI Log files created under $FI C_APP_HOVE/ conmmon/ FI CServer /| ogs &
<OFSAAI _DEPLOYED_AREA>/ <CONTEXT. war >/ | ogs is configurable in
RevLog4j Config. xm .

The default size of the log files (MaxFileSize) is set to max 5000kb & number of max
backup log files (MaxBackupIndex) retained is set to 5, both of which are configurable.
Increasing these parameters to a higher value should depend on the server HW
configurations and may reduce the performance.

To configure the Logs file size on OFSAA Application server, follow these steps:
1. Navigate to $FI C_HOME/ conf where OFSAA is installed.
2. Edit the following parameters in the file RevLog4j Confi g. xni
= <param name="file" : Enter the path where the Logs are to be generated.
= <param name="MaxFileSize" : Provide the required file size.

= <param name="MaxBackupIndex" : Provide the required number of backup
files to be created.

Example:
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<appender nane=" REVSERVERAPPENDER"
cl ass="org. apache. | og4j . Rol | i ngFi | eAppender " >

<par am name="fil e" val ue="$FI C_
HOWE/ f i capp/ conmon/ FI CSer ver /| ogs/ RevAppserver. | og"/ >

<par am nane="Append" val ue="true" />

<par am nanme="MaxFi | eSi ze" val ue="5000kb" />

<l ayout cl ass="org.apache. | og4j.PatternLayout">

<par am nanme="Conver si onPattern" val ue="[ REVELEUSLOG %¥n"/ >
</l ayout >

</ appender >

To configure the Deployed area logs file, follow these steps:

1. Navigate to <EAR/ WAR Depl oy area>/ conf folder.

2. Repeat step 2 from the preceding section.

Can we modify the Log file path?

Yes, Log file path is configurable, it can be configured in
RevLog4j Confi g. xml . default log file path (file) is set by the installer. This can
be configured to another path.

Can I point the environment with HTTP enabled to HITPS after installation and vice
versa?

Follow these steps:

1. Create SSL related certificates and import to respective servers.

2. Enable SSL on a desired Port (example 9443) on your existing and already
deployed web application servers.

3. Replace the protocol as https and new ssl port (FIC_SERVLET_PORT)
configured and in all the URLs specified on the following files:

= $FI C_HOVE/ f i capp/ common/ FI CSer ver/ conf/ FI CWb. cfg and $FI C_
HOWE/ f i cweb/ webr oot / conf/ FI CWb. cfg

= $FI C_HOWE/ fi capp/ i cc/ conf/ WBMRESer vi ce. properti es

= $FI C_HOVE/ fi cweb/ webr oot / conf / Model Executi on. properties

= $FI C_HOMWE/ fi cdb/ conf/ MDBPubl i shExecuti on. properties

= $FI C_HOWE/ fi cdb/ conf/ Cbj AppMap. properti es

= $FIC_ HOVE/ utility/ M gration/conf/WM gration. properties

= $FI C_ HOVE/ uti | i t y/ WeExecut i on/ conf/ WBExecuti on. properties

= $FIC_
HOVE/ EXEV\ebSer vi ce/ WebSpher e/ ROOT/ VEEB- | NF/ wsdl / EXEWebSer vi cel m
pl . wsdl

n $FIC_
HOVE/ EXEV\ebSer vi ce/ Tontat / ROOT/ WEB- | NF/ wsdl / EXEWebSer vi cel npl .
wsdl

n $FIC_
HOVE/ EXEWebSer vi ce/ webl ogi ¢/ ROOT/ VEEB- | NF/ wsdl / EXEWebSer vi cel np
I . wsdl

4. Replace XML attribute/Node values as specified on the following files:
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= $FI C HOWE fi cweb/ webr oot / VEB- | NF/ web. xm
FI C_ WEBSERVER_PORT=9443
s FI C_WEBPROTOCOL=ht t ps

$FI C_HOVE/ conf/ LookUpSer vi ces. xm and $FI C_
HOVE/ f i cweb/ webr oot / conf / LookUpSer vi ces. xm

PORT="9443" PROTOCOL="ht t ps: "

5. Login to config schema and execute the following SQL command to replace
protocol and SSL port.

SQL> update configuration cn set cn.paranmval ue=' 9443' where
cn. parammane=" SERVLET_ENG NE_PCRT" ;

SQL> update configuration cn set
cn. paranval ue=repl ace(cn. paranval ue, ' http:',"' https:') where
cn. parammane=' For neManager CacheRel oad' ;

SQL> update web_server_info ws set
ws. servl et port='9443"' , ws. servl et protocol =" https';

6. Create EAR/WAR file and Re-Deploy.
What should I do if the sliced data model upload takes a long time to complete?

If the metadata cache size is set to a lower value than the actual count of each
metadata type (hierarchy, dataset, dimension etc), then it gets into performance
degrade issues. We have to increase the cache size for each metadata type according to
the count in the environment.

Following are the parameters in DynamicServices.xml to be configured depends on
the metadata count in your environment.

<PARAMETER NAME="HIERARCHY_NODE_LIMIT" VALUE="2000"/>
<PARAMETER NAME="ALIAS_CACHE_SIZE" VALUE="1000"/>

<PARAMETER NAME="DATASET_CACHE_SIZE" VALUE="2000"/>
<PARAMETER NAME="MEASURE_CACHE_SIZE" VALUE="3000"/>
<PARAMETER NAME="HIERARCHY_CACHE_SIZE" VALUE="2000"/>
<PARAMETER NAME="DIMENSION_CACHE_SIZE" VALUE="2000"/>
<PARAMETER NAME="CUBE_CACHE_SIZE" VALUE="1000"/>

<PARAMETER NAME="BUSINESSPROCESSOR_CACHE_SIZE" VALUE="2000"/>
<PARAMETER NAME="DERIVEDENTITY_CACHE_SIZE" VALUE="1000"/>

Metadata count can be derived based on the following queries:

select count(1) from metadata_master where metadata_version=0 --- for all metadata

select count(1) from metadata_master where metadata_version=0 and metadata_
type=1 -—- for measure

select count(1) from metadata_master where metadata_version=0 and metadata_
type=2 --- for Dimension

select count(1) from metadata_master where metadata_version=0 and metadata_
type=3 --- for HCY

select count(1) from metadata_master where metadata_version=0 and metadata_
type=4 --- for DATASET
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select count(1) from metadata_master where metadata_version=0 and metadata_
type=59 --- for BP's

select count(1) from metadata_master where metadata_version=0 and metadata_
type=54 --- for Alias

select count(1) from metadata_master where metadata_version=0 and metadata_
type=5 --- for CUBES

select count(1) from metadata_master where metadata_version=0 and metadata_
type=856 --- for Derived Entity

For LDAP authentication, which server connects with the LDAP servet, the Application
server (where ofsaai is installed), or Web Application server (where EAR is deployed)?

For LDAP authentication, the Application server (ficapp) connects with the LDAP
server.

The LDAP server in the setup listens on secure protocol ldaps (port 636). I have the root
certificate of the LDAP server for SSL, and would like to know where to offload this
certificate?

You need to import the certificate into the JDK/JVM used by Reveleus server in ficapp
layer.

How to relocate FTPSHARE folder?

You can run the PortC jar utility. For more details, refer Changing IP/ Hostname,
Ports, Deployed Paths of the OFSAA Instance section in the OFSAAI Admin Guide
available on OTN.

How do we identify the list of ports that are used by/configured in an OFSAA
environment?

1. Navigate to $FIC_HOME folder on Target.
2. Run the PortC jar utility using the command:
java -jarPortC. jar DW

A file with the name DefaultPorts.properties will be created under $FIC_HOME
directory which will contain the ports. For more information, refer Changing IP/
Hostname, Ports, Deployed Paths of the OFSAA Instance section in the OFSAAI

Admin Guide available on OTN.

What should I do if I get the following error message, "Error while fetching open cursor
value Status : FAIL"?

This error occurs while executing envCheck. sh because the user does not have
access to V$par anet er. This error does not occur due to sysdba or non sysdba
privileges provided they have access/grants to V$par amet er.

Application Pack 8.0.0.0.0 FAQs
What is an Application pack?

An Application Pack is suite of products. For more information, refer About Oracle
Financial Services Analytical Applications (OFSAA) Application Packs.

Can I get a standalone installer for OFSAA 8.0?
No. OFSAAL is part of every application pack and installs automatically.
How does OFSAA 8.0 Application pack relate to OFSAA 7.x series?

8.0 is a new major release consolidating all products from OFSAA product suite.
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Can existing OFSAA 7.x customers upgrade to OFSAA 8.0 Application Pack?

There is no upgrade path available. However, we will have migration kit / path for
every product to 8.0 application pack. Further details will be available with Oracle
Support.

Does OFSAA 8.0 Application pack UPGRADE automatically existing environments?

No. Refer Point 5. OFSAA 8.0 application pack has to be installed in an new
environment and subsequently migration path / migration kit needs to be run to
migrate from 7.x to 8.0. Note that we will have migration path only from the
previously released version of OFSAA products.

Where can I download OFSAA 8.0 Application Pack?

You can download the OFSAAI 8.0 Application Pack from Oracle Software Delivery
Cloud (OSDC).

What are the minimum system and software requirements for OFSAA 8.0 Application
Pack?

Refer to Hardware and Software Requirements section.
Is my environment compatible with OFSAA 8.0 Application Pack?

Environment Check utility performs the task. It is part of install and can also be run
separately.

Has OFSAA 8.0 Application Pack is supports all Operating systems?

LINUX, AIX, SOLARIS 10, 11. Refer to Technology Matrix for the technology matrix
that OFSAA suite products are/ will be qualified on.

How can I install OFSAA 8.0 Application Pack?

Refer to Oracle Financial Services Advanced Analytical Infrastructure Installation And
Configuration Guide published in OTN for the application pack installers.

Does this installation require any Third party Software?

Oracle Financial Services Advanced Analytical Infrastructure Installation And
Configuration Guide published in OTN lists the third party software that needs to be
installed.

What languages are supported during OFSAA 8.0 Application Pack installation?
US English is the language supported.

What mode of installations OFSAA Application Pack supports? [i.e., Silent , GUI]
OFSAA Application Packs supports both, GUI and Silent Mode.

Does OFSAA 8.0 Application Pack support Multi tier Installations?

OFSAA 8.0 does single tier installation. For more information refer to OFSAAI FAQs
section.

Does this Application Pack validate all Pre-requisites required for this installation
i.e., Memory, Disk Space etc.?

Yes. The pre-requisite checks are done by the respective application pack installer.

What happens if it aborts during installation of any application with in Application
pack?

Customer needs to restore the system and retrigger the installation
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Does this Application pack 'Rolls Back’ if any of application installation fails due to
errors?

Rollback of installation is not supported.
Does the Application pack installs all applications bundled?

All application pack system files are installed but there is an option to enable the
licensed products.

Can I re-install any of the Application Pack?

Yes. You can retrigger in case of failure.

Does this Application pack allow enabling / disabling any of the applications
installed?

Yes. You cannot disable once the product is enabled in an environment.

I have installed one application in an Application pack, can I install any of new
applications within the Application pack later ?

No, installation is not required. Enabling the application is an option to use it later.
How many OFSAA Infrastructures can be installed in a single server?

There is no issue in installing separate OFSA Al installations, each with their own
PFT/FTP installations and separate associated database instances and separate Web
Server installations on the same server as long as adequate memory is allocated for
each instance and as long as each OFSA Al installation is installed using a separate
UNIX user and profile. Care should be taken if running multiple OFSAAI installations

on a single server. Adequate memory will be required for each installation as several
OFSAAI processes (model upload, DEFQ services, etc) take significant amounts of
memory. So it depends on your server memory.

Is it possible to Install OFSAA 8.0 Application pack on an existing ‘Infodom’ where
another OFSAA 8.0 application is installed?

Yes. However, the Behavioral Detection Application Pack and Compliance Regulatory
Reporting Application pack are the exceptions. They need to be installed in a different
INFODOM.

Can I select an Infodom in Application pack during installation?
Yes. You can select or change the required infodom.
Can I install all Application Packs in a 'Single Infodom'?

Yes. But Behavioural Detection Application Pack and Compliance Regulatory
Reporting Application Pack are the exceptions. They need to be installed in a different
INFODOM.

Is it possible to install applications on different Infodom within the Application
pack? (That is if you want to install LRM & MR in two infodoms)

Applications within application pack have to be installed in the same information
domain in the same environment.

How many Infodoms can be created over a single OFSAA Infrastructure of 8.0.1.0.0?

You can install only one infodom during installation. But after installation, you can
create multiple infodoms.

Is the 'Data Model’ bundled specific to an Application pack or to an individual
application?
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A merged data model for all applications within the application pack is bundled and
uploaded.

Is it possible to install OFS Enterprise Modeling later ?

OFS Enterprise Modeling is a separate product and can be enabled as an option later
from any application pack that bundles Enterprise Modeling.

Does the Application pack create sandbox automatically for the required
applications?

Yes, Sandbox creation is part of application install process.

Are upgrade Kits available for individual applications or the complete Application
Pack?

Maintenance Level (ML) Release / Minor Release upgrades are available across all
applications.

Can I upgrade AAI only?
Yes, you can upgrade AAI alone.

Can I upgrade one application within the Application Pack? i.e., LRM will be
upgraded in Treasury Application pack, but MR won't be upgraded.

No. Not possible Upgrade is applied across packs.

Is it possible to uninstall any Application from the Application pack?

No, it is not possible to uninstall any Application from the Application Pack.
Can I uninstall entire Application Pack?

No, you cannot uninstall the Application Pack.

Is it possible to uninstall only application and retain AAI in the installed
environment?

No, you cannot uninstall only the application and retain AAI in the installed
environment.

Does Application Pack contain all Language Packs supported?
Language Packs need to be insalled on 8.0 application packs.

Can I install an Application Pack over another Application Pack (that is same
infodom or different infodom)?

Yes, you can install an Application Pack over another Application Pack in the same
information domain or different information domain. But Behavioural Detection

Application Pack and Compliance Regulatory Reporting Application Pack, Asset
Liability Management Application Pack and Profitability Application Pack are the
exceptions. They need to be installed in a different INFODOM.

Can I use an existing manually created schema as information domain for application
pack installation?

No. Schemas required by OFSAA applications have to be created using Schema
Creator Utility.

Does OFSAA 8.0 support on WebLogic 10.3.6 with Oracle 12c?

Yes, OFSAA 8.0 will support on WebLogic 10.3.6 with Oracle 12c. WebLogic 10.3.6
supports oracle 12c with some additional configurations. Refer the link
http://docs.oracle.com/cd/E28280_01/web.1111/e13737 /ds_
12cdriver.htm#DBCAG655 for additional configurations.
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Error Dictionary

While running the schema creator utility, I get an error "HostName in input xml is not
matching with the local hostname”?

One possible reason could be the machine is configured for zonal partitioning. Ensure
all the known IP Addresses of the machine are present in the /etc/hosts file.

What are the Java versions supported in OFS CAP Application Pack version 8.0.0.0.0?
OFS CAP Application Pack supports Java 1.7.x and 1.8.x.
Is this release of the OFS CAP Application Pack version 8.0.0.0.0 supported on Java 8?

Yes. To install this release of the OFS CAP Application Pack version 8.0.0.0.0 on Java 8.
For more information, refer to specific notes mentioned in the sections Installer and
Installation PrerequisitesConfigurations supported for Java 8, Configuring the Schema
Creator Utility, GUI Mode Installation, and SILENT Mode Installation .

What should be done if you encounter the following "FATAL" exception in the
installation log because of insufficient DB process value?

[FATAL] - =====Exception====

java.sql.SQLRecoverableException: 10 Error: Got minus one from a read call

at oracle.jdbc.driver.T4CConnection.logon(T4CConnection.java:419)

at oracle.jdbc.driver.Physical Connection.<init>(PhysicalConnection.java:536)

at oracle.jdbc.driver.T4CConnection.<init>(T4CConnection.java:228)

at oracle.jdbc.driver.TACDriverExtension.getConnection(T4CDriverExtension.java:32)
at oracle.jdbc.driver.OracleDriver.connect(OracleDriver.java:521)

Contact the DBA team to increase the DB process/sessions value accordingly, which
depends on the number of database process running at that particular point of time.

Forms Framework FAQs

What should I do when I have large volume of data to be exported?

It is recommended to use BIP reports or OBIEE reports if you have to export large
volume of data.

How do I export the columns added to the grid using Field Chooser option?

Perform Grid Export operation to export the columns added to the grid by Field
Chooser option.

‘Expand Alll Collapse All’ button is not visible in the Hierarchy Browser window. What

should I do?

Expand All/ Collapse All button is enabled only if the number of hierarchy nodes is
less than 50. If it is more than that, it is considered as large hierarchy and the data will
be fetched dynamically when you expand each node.

Error Dictionary

This contents of this section has been created with the interest to help you resolve the
installation issues if any. There is a compilation of all the possible errors that might
arise during the installation process with the possible cause and the resolution to
quickly fix the issue and proceed further with the installation.

This section includes the following topics:
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Accessing Error Dictionary

Instead of scrolling through the document to find the error code, you can use the pdf
search functionality. In the "Find" dialog available in any of the Adobe Acrobat version
that you are using to view the pdf document, follow the below instructions to quickly
find the error resolution.

1. With the Installation pdf open, press Ctrl+F or select Edit > Find.

2. The Find dialog is displayed as indicated.

3. Enter the error code that is displayed on screen during Infrastructure installation.
4

Press Enter. The search results are displayed and highlighted as indicated below.

Figure R—1 Error Code

Error code - OFSAAI-1003

Cause JAVA HOME S not fourd i PATH vanable
-

Resolution Inport < JAVA HOME ~tea o PATH vanable

| Example PATH = SJAVA HOME i $PATH export PATH

View the details of the issues, its cause, and resolution specific to the error code.
Repeat the step to find an answer to any other errors that you notice during
installation. If you are not able to resolve the issue even after following the steps
provided in resolution, you can contact support.oracle.com along with log files and
appropriate screen shots.

Error Code Dictionary

Error code - OFSAAI-1001

Table R—2 Error code - OFSAAI-1001

Cause Unix shell is not "korn" shell.
Resolution Change the shell type to "korn". Use chsh unix command to change
SHELL type.

Shell type can also be changed by specifying shell path for the Unix
user in / et ¢/ passwd file.

Note: chsh command is not available in Solaris OS.

Error code - OFSAAI-1002

Table R—-3 Error code - OFSAAI-1002

Cause No proper arguments are available.
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Error Dictionary

Table R—3 Error code - OFSAAI-1002

Resolution Provide proper arguments. Invoke Set up. sh using either SILENT or
GUI mode.

Example: ./ Set up. sh SILENT or ./ Set up. sh GUI

Error code - OFSAAI-1004

Table R—4 Error code - OFSAAI-1004

Cause File . profil e is not present in $HOVE.
Resolution Create . profil e in $HOME, i.e. in the home directory of user.
Error code - OFSAAI-1005

Table R-5 Error code - OFSAAI-1005

Cause File OFSAAI nf rast ruct ur e. bi n is not present in current folder.
Resolution Copy OFSAAI nfrast ruct ur e. bi n into installation kit directory.
Error code - OFSAAI-1006

Table R—6 Error code - OFSAAI-1006

Cause File Cust Reg. DAT is not present in current folder.
Resolution Copy Cust Reg. DAT into installation kit directory.
Error code - OFSAAI-1007

Table R—7 Error code - OFSAAI-1007

Cause File OFSAAI _I nstal | Confi g. xm is not present in current folder.
Resolution Copy OFSAAI _Instal | Confi g. xm into installation kit directory.
Error code - OFSAAI-1008

Table R—8 Error code - OFSAAI-1008

Cause File val i dat eXMLI nput s. j ar is not present in current folder.
Resolution Copy val i dat eXMLI nput s. j ar into installation kit directory.
Error code - OFSAAI-1009

Table R—-9 Error code - OFSAAI-1009

Cause File | og4j . xnl is not present in current folder.
Resolution Copy | 0g4j . xn  into installation kit directory.
Error code - OFSAAI-1010

Table R—-10 Error code - OFSAAI-1010

Cause Unknown error occurred.
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Table R—-10 Error code - OFSAAI-1010

Resolution Make sure to provide proper argument (SILENT or GUI) to the
Set up. sh file.

Error code - OFSAAI-1011

Table R—-11 Error code - OFSAAI-1011

Cause XML validation failed.

Resolution Check InfrastructurePreValidations.Log for more details.

Error code - OFSAAI-1012

Table R—-12 Error code - OFSAAI-1012

Cause Property file with locale name does not exist.

Resolution Copy M/Resour ces_en_US. properti es to the setup kit directory and
keep en_US in LOCALE tag of OFSAAI _I nstal | Confi g. xni .

Error code - OFSAAI-1013

Table R—13 Error code - OFSAAI-1013

Cause File OFSAAI _I nst al | Confi g. xm /OFSAAI _Post I nstal | Confi g. xm
not found.
Resolution Copy OFSAAI _Instal | Confi g. xm /OFSAAI _Post | nstal | Confi g. xm

to the setup kit directory.

Error code - OFSAAI-1014

Table R—-14 Error code - OFSAAI-1014

Cause XML node value is blank.

Resolution Make sure all node values except SMTPSERVER, PROXYHOST,
PROXYPORT, PROXYUSERNAME, PROXYPASSWORD,
NONPROXYHOST, or RAC_URL are not blank.

Error code - OFSAAI-1015

Table R-15 Error code - OFSAAI-1015

Cause XML is not well formed.

Resolution Execute the command dos2uni x OFSAAI _I nstal | Config.xni to
convert plain text file from DOS/MAC format to UNIX format.
OR

Make sure that OFSAAl _I nstal | Confi g. xn is valid. Try to open the
file through Internet Explorer for a quick way to check validity. If it is
not getting opened, create new OFSAAl _I nst al | Confi g. xm using the
XM_Uility.jar.
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Error code - OFSAAI-1016

Table R-16 Error code - OFSAAI-1016

Cause

User installation directory contain blank spaces.

Resolution

Provide an installation path that does not contain spaces. Check the
tag USER_| NSTALL_DI Rin OFSAAI _I nstal | Confi g. xm file. This path
should not contain any spaces.

Error code - OFSAAI-1017

Table R—17 Error code - OFSAAI-1017

Cause

User installation directory is invalid.

Resolution

Provide a valid installation path. Check if you are able to create the
directory mentioned in USER | NSTALL_DI Rtag value of CFSAAI _
Instal | Config. xnm file.
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