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PREFACE
AUDIENCE

1.1

1.2

1.3

Preface

This guide provides information related to end-user tasks in the Oracle Financial Services (OFS) Crime and
Compliance Studio (FCC Studio) application.

Audience

This guide is intended for Data Analysts and Data Scientists to create notebooks for analysis and models to
be run against FCCM and other data for several different use case using these languages and creating
notebooks including graph paragraphs and templates for non-technical users. The basic knowledge of the
following is recommended:

e Database concepts

e BigData
e Python
e Scala

e Spark

e OracleR
e SQL

e PGOQL or PGX-Java
o Groovy

¢ Markdown

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program website.

Related Documents

You can access the following additional documents related to the OFS Crime and Compliance Studio
application from the Oracle Help Center (OHC) Documentation Library:

e Oracle Financial Services Crime and Compliance Studio Installation Guide

¢ Oracle Financial Services Crime and Compliance Studio Deployment Guide (Using Kubernetes)
e Oracle Financial Services Crime and Compliance Studio Administration Guide

e Oracle Financial Services Crime and Compliance Studio Data Model Guides

e Oracle Financial Services Crime and Compliance Studio Release Notes and Readme
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PREFACE
ABBREVIATIONS

1.4 Abbreviations

The following table lists the abbreviations used in this document.

Table 1: Abbreviations

Abbreviation Meaning

OFS Oracle Financial Services

FCC Studio Financial Crime and Compliance Studio
OFSAA Oracle Financial Services Analytical Application
PGX Parallel Graph AnalytiX

AML Anti-money Laundering

FCDM Financial Crime Data Model

BD Behavior Detection

0OO0B Out-of-the-Box
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INTRODUCTION TO FINANCIAL CRIME AND COMPLIANCE STUDIO
SOLUTIONS OFFERED BY FCC STUDIO

2.1

Introduction to Financial Crime and Compliance
Studio

The Financial Crime and Compliance (FCC) Studio uses the latest technology to harness the power of Graph
Analytics to give Financial Institutions the ability to effectively monitor anti-money laundering and anti-
fraud programs in financial institutions.

By using the FCC Studio, financial institutions can deploy advanced machine learning algorithms and
artificial intelligence to discover unknown criminals, streamline compliance operations and have
unprecedented control over their Financial Crime program.

FCC Studio helps financial institutions to overcome the following challenges:
e Fraud programs in financial institutions.
e Identify and adapt to the changing patterns of financial crime.
e Ability to discover new and emerging criminal behavioral patterns.

e Ability of institutions to gain insights on the financial crime data with new and emerging financial
crime patterns and trends.

Solutions offered by FCC Studio

The FCC Studio is a platform that can be used by Data Scientists and Data Analysts for perform the FCC
analysis.

The following are the solutions offered by FCC Studio:
e Machine Learning

Out-of-the-box notebooks which are language agnostics and supports SparkML, ORE, R, Python,
Deep Learning, On Graph, Case Similarity, Predictive Behavioral Models, AAS, and so on for your
Machine Learning requirements.

e Graph Analytics

Provides graph analytics such as, Pattern Matching, Graph Algorithm, Case Creation, Graph Based
Investigation, PGX, and Spark.

e Data Discovery

Provides out of the box notebooks that can be used for discovering the data. Also, supports Graph
Pattern Discovery, Data Visualization, and Graph Questions.

¢ Rapid Development

Provides REST interface, widgets notebooks in batch, and consumerization data science.
e Modeling

Provides you the flexibility to create and import graph models and visualize the outputs.
e Explainability

The intuitive Interface of the FCC Studio helps you to learn and adapt to the Interface with less
training and explanation.

OFS CRIME AND COMPLIANCE STUDIO USER GUIDE | 7



INTRODUCTION TO FINANCIAL CRIME AND COMPLIANCE STUDIO
BENEFITS OF FCC STUDIO

2.2

2.2.1

e Leverage fragmented data

Replicates the Oracle Financial Crime Data Model (Graph and Relational) which are on the data lake
and the ability to connect with any of the data set.

e Collaboration

Provides an ability to collaborate and share notebooks to improve the productivity.

Benefits of FCC Studio

The Financial information stored in tables in the relational database are in tables and provides the users
with many tools to access, manipulate, and combine the information. With graphs, data can be managed in
more intuitive ways closer to how you can organize your thoughts on a whiteboard.

FCC Studio takes the advantage of parallel processing and huge amount of information and memory
available in the modern servers, this allows studio to directly model the relationships between all the data
and process these data into graphs or network that can be visualized in FCC Studio and can consume these
graphs to look for alerts that are generated by financial systems and see how it can be combined together
into sets of cases and then prosecuted more efficiently.

Example

Let us take an example of a customer, where the customer wires money through an external entity from
one account to another account which belongs to another customer. However, two customers are in fact
related in a chain of shared information. Where Customer A share the same e-mail address with Customer
B who shares password with Customer C who shares ground address with Customer D, and so on.

The following figure illustrates such a graph pattern. In the figure, the dotted line represents a path
(Account and the Customer are related to the common email address).

ALY
KN
RN
N
N

N

This pattern can be processed, and the results can be visualized. The following figure shows the graph
pattern that is obtained when running the Property Graph Query Language (PGQL) for the previously
illustrated scenario.
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INTRODUCTION TO FINANCIAL CRIME AND COMPLIANCE STUDIO
KEY FEATURES
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The insights that are provided by the graph enables you to look at the alerts that are generated by financial
systems that banks could have and see how it can be combined to sets of cases and then prosecuted more
efficiently. The Investigator, instead of looking at each alert or case individually, can combine the insights
into a small network then investigate.

Key Features

The key features of FCC Studio include the following:

Provides an integrated and comprehensive analytics toolkit designed to rapidly discover and model
new financial crime patterns.

Interacts with the database, processes the data, and generates patterns in various formats using
interpreters.

Provides secure access to an institution's financial crime data with predefined scenarios, out-of-the-
box graph queries, and visualizations.

Uses Graph Analytics and Graph Query methods to analyze historic data available in the database,
and forecast the generated patterns using various interpreters.

Uses Machine Learning Algorithms to gain insights from historical alert data to prioritize the alerts
generated by the detection engines.

Offers a unified tool for Graph Analytics, Data Visualization, Machine Learning, Scenario Authoring,
Pattern Discovery, Data Mashups. and testing for financial crime data.

Works with Apache Spark, the most prevalent analytics engine on Big Data.

Works with Apache Zeppelin, a web-based notebook that enables interactive data analysis.
Supports Polyglot Scenario Authoring to author new scenarios in SQL, Scala, Python, or Rlanguage.
Embedded with a highly scalable in-memory Graph Analytics Engine (PGX).

Enterprise-ready with underlying OFSAA framework.

Works with earlier 8.x releases of Oracle Financial Crime and Compliance Management Anti Money
Laundering (AML) and Fraud applications.
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INTRODUCTION TO FINANCIAL CRIME AND COMPLIANCE STUDIO
KEY FEATURES

¢ Integrates with Oracle Financial Crime Application Data and readily usable across the enterprise
financial crime data lake. This can automatically load Oracle AML and Fraud data into the data lake
and mashup FCC Studio data with third-party data for discovery and modeling.
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INTRODUCTION TO FINANCIAL CRIME AND COMPLIANCE STUDIO
THE ARCHITECTURE OF FCC STUDIO

2.4

2.5

The Architecture of FCC Studio

The following diagram depicts the architecture of the FCC Studio application.

Figure 1: FCC Studio Architecture

The Architecture of the FCC Studio is built upon a secured Behavior Detection (BD) or Financial Crime and
Compliance Management (FCCM) platform to offer the ability to build notebooks based on the data
available on the platform and run these notebooks to build analytical model for your investigation.

FCC studio is used with oracle’s behavior detection or other FCC product there are pre-built integrations for
scenario authoring and creation of events in our enterprise case management but FCC studio can be used
with any financial crime platform. It offers an enriched graph-based analytics service with the capability of
integration with Oracle PGX. The data that is loaded to the platform is moved to Studio through ETL and
this data is sent to the PGX servers to compile and return graph-based analytics.

Oracle Financial Crime Graph Model

The Oracle Financial Crime Graph Model serves as a window into the financial crimes data lake. It collates
disparate data sets into an enterprise-wide global graph, enabling a whole new set of financial crime use
cases. The Graph model enables to accelerate financial crime investigation use cases.

For information on the Graph Data Model, see Graph Data Model.

For information on the node and edge properties of the Oracle Financial Crime Graph Model, see the Data
Model Guides.
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Figure 2: Oracle Financial Crime Graph Model

INTRODUCTION TO FINANCIAL CRIME AND COMPLIANCE STUDIO

ORACLE FINANCIAL CRIME GRAPH MODEL
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NOTE

The Case node in this Financial Crime Graph Model is loaded only

when you load the FCDM data from Enterprise Case Management
(ECM). When data is loaded from ECM, the graph includes “CASE”

nodes and “has event” edges.
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GETTING STARTED
ACCESSING THE FCC STUDIO APPLICATION

3.1

Getting Started

The web-based notebook in FCC Studio provides users the ability to combine live code collaboration in
multiple programming languages with graph analytics and rich, interactive visualizations. Data Studio
accelerates the process of exploring and gaining insights from your data.

Data can be imported to the FCC Studio from various sources (from HDFS or Spark, databases, or files) and
analyzed with interpreter environments for a range of programming languages (Python, R, Shell, Spark, and
so on).

For financial transactions graph data, FCC Studio comes packaged with Oracle Labs' graph analytics tool
(PGX) and property graph query language (PGQL), adding an interactive visual layer that supports options
such as:

e Filtering graphs

e Highlighting elements

e Visualizing geographical data, and expanding or contracting the view
e Enabling users to explore large graphs intuitively

The FCC Data Studio components form a reusable base for enterprise software products tailored to specific
industries. Example use cases include financial crime detection and compliance, machine learning for
health sciences, and market segmentation for retail. It provides you the ability to build notebook to analyze
you use cases that are associated with the financial transactions.

To get started using the FCC Studio, see the following topics:
e Accessing the FCC Studio Application
e FCC Studio Workspace

e About Notebooks

e About Graphs
e About Templates

e About Interpreters

e About Tasks

e About Permissions

e About Ruleset

e About Manual Decisioning

To know about the common use cases in FCC Studio and how you can build your use case based on the
available use cases, see the Use Cases chapter.

Accessing the FCC Studio Application

To access the FCC Studio application, follow these steps:

1. Specify the URL in the following format in the web browser:
https://<Host Name>:<Port Number>

Use the port number as follows:

OFS CRIME AND COMPLIANCE STUDIO USER GUIDE | 13



GETTING STARTED

ACCESSING THE FCC STUDIO APPLICATION

= 7008 for FCC Studio installed on-premise.
»= 30078 for FCC Studio deployed on the Kubernetes cluster.

NOTE You must accept the license certificate from your browser to login to
FCC Studio.

After accepting the certificate, the FCC Studio application login page is displayed.

Figure 3: FCC Studio Login Page

Crime & Compliance Studio

ORACLE

Financial Services
Crime and Comgliance Studio

2. Login with the Username and Password.

3. C(Click Login. The FCC Studio Workspace is displayed.
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FCC Studio Workspace

3.2 FCC Studio Workspace

The FCC Studio Workspace displays the Out of the Box Notebooks for your financial use cases and analysis.
It also provides you functionalities such as, Import, Export, Create, and Delete Notebooks.

In the Workspace, you can specify the details to filter and search for Notebooks and then perform the
related actions such as, Import, Export, Create, and Delete.

Figure 4: FCC Studio Workspace
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¥ Notebooks
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P em

Do N

Graph_Alive
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The following table describes the callouts that are illustrated in the Workspace figure.

Table 1: Out-of-the-Box Notebooks in FCC Studio

Callouts Description

1 Home and Menu Navigation icon: When you click the Home and Menu Navigation
options, the available menu items are listed as follows:

e Notebooks

¢ Graphs

e Templates

o |Interpreters

o Tasks

e Permissions

e Ruleset

e Manual Decisioning

NOTE: If you are not an Administration user, you will not have the items such as,
Interpreters, Tasks, Permission, and Ruleset.

2 Search Notebooks: To quickly search your notebook, specify the details in the
Search Notebooks field. For more information, see Searching vour Notebook on the

Workspace.
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FCC Studio Workspace

3.2.1

3.2.2

3.2.3

3.2.3.1

3 Filter Notebook: You can do a quick filter and search your notebook that are
available in the FCC Studio Workspace. For more information, see Filtering vour
Notebook

4 Notebooks: The list of notebooks that are available out of the box and the

notebooks that you have created or imported are also listed. For more information,
see About Notebooks.

5 Quick Actions: To quickly do a batch, import, export, and delete operations, you
can choose the quick actions in the Workspace. For more information, see Quick
Actions

Searching your Notebook on the Workspace

The notebooks that are available out of the box and the ones that are created and managed by you, can be
quickly searched and drilled down to access the notebook and start your analysis.

The notebooks can be searched by using the following options:
e Search Notebooks
Specify the details of your notebook in this field to quickly access the notebook.
e Typeto Search

The Type to Search works based on the filters that you have used when creating your notebook. You
can specify the filter details to access the notebook. For more information about filtering, see
Filtering your Notebook.

Filtering your Notebook

You can do a quick filter and search your notebook that are available in the FCC Studio Workspace.
Following are the ways you can filter and search your notebooks:

e Filter by Name

Using a text input field labeled as Type to search on the left of the main workspace toolbar, you can
search for notebooks by name.

e Filter by Tags

If you have added any tags to the notebook, while creating or updating it, you can use the tags to
narrow the filter by clicking to one or more colored tags, above notebook list.

Quick Actions

The quick actions available in the Workspace are two functionalities, Select Notebooks and Import
Notebooks.

Select Notebooks

To select notebooks and perform actions on them, click Select Notebooks on the top of the workspace-
view.

Notebooks and directories can be selected and actions, such as Export Notebooks and Delete Notebooks
can be applied.
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FCC Studio Workspace

e Export Notebooks
Executing this option exports the notebooks to the specified location.
¢ Delete Notebooks

Executing this option deletes the selected notebooks.

NOTE If a directory is deleted, then all the notebooks that are related to the
directory are also deleted.

3.2.3.2 Import Notebooks

If you like to import some notebooks into your workspace, click Import Notebooks and drag and drop or
select FCC Studio Notebook, Zeppelin or Jupyter format files from your computer.

3.2.3.3 Export All Notebooks

You can also save all Notebooks to your computer and import them later or on another instance. To do so,
click Export All Notebook button.

3.2.3.4 Open as an iframe Notebook

From the workspace view, notebooks can be directly opened in an iframe view. Hover over a notebook
displays an Open as iframe option. You can click the option, which will further open a window with the
following iframe settings, where you can customize your notebook view:

e Show Notebook toolbar

e Show add-paragraph actions
e Show paragraph actions

¢ Show paragraph code

By default, these settings are enabled and saved locally, and are applied each time the iframe settings
dialog is opened. This behavior can be disabled by deselecting the Save Settings checkbox in the iframe
window.
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About Notebooks

Notebooks are used by data scientists and data analysts to quickly explore the scenario and take actions
based on the graphical insights. It offers several advantages over any local scripts or tools. When properly
set up by the organization, a notebook offers direct connections to all necessary sources of data, without
additional effort from the user.

A notebook segments a computation in individual steps called paragraphs. These paragraphs contain an
input and an output section. Each paragraph executes separately and modifies the global state of the
notebook.

Advantages of Using the Notebooks

The following are the advantages of using the notebooks:

e Notebooks increase productivity, by facilitating incremental improvement. It is easy to use, rerun, and
modify only the relevant paragraph.

e Users can develop a notebook and then iterate the notebooks based on their needs.
¢ Notebooks data are stored in the working memory.

e Notebooks offer advanced interactive visualizations. These range from simple line charts, bar graphs
to maps, and custom visualizations that are useful for the data scientists to consume the insights.

Out of the Box Notebook in FCC Studio

The FCC Studio has a collection of Out-of-the-Box (OOB) Notebooks that are packaged along with the
license. Following are the Notebooks that are available in FCC Studio:

e Financial Crime Graph Patterns
e HRG Scenario - AC Focus

e RMF Account (SQL)

e RMF Scenario - AC Focus

e RMF Scenario — CUS Focus

Managing your Notebooks

A notebook is a collection of paragraphs and acts as a container to hold one or more paragraphs. Each
notebook is a collection of documentation and snippets of executable code. The notebook allows large
scripts to be broken into a modular collection of executable code with tailored results. Different languages,
such as Groovy, Scala, Python, and Oracle’s own property graph query language (PGQL), can be combined
into one notebook. Each notebook is mapped to the role of the logged-in user.

You can view the following topics to manage your notebooks:

e Creating a Notebook

e |Importing a Notebook

e Exporting a Notebook

e Deleting a Notebook
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e Common Screen Elements in a Notebook

e Publishing yvour Notebooks

e Versioning your Notebook

3.3.3.1  Creating a Notebook

To get started with your analysis, you need to create a notebook. It allows large scripts to be broken into a
modular collection of executable code with tailored results. To create a notebook, follow these steps:

1. Navigate to the FCC Studio workspace.
2. C(lick Create in the upper-right corner. The Create Notebook dialog box is displayed.
3. Specify the notebook details, such as:

= Name

= Description

= Tags
= Type
4. C(lick Create. A new notebook is created and listed in the FCC Studio Workspace.
= ORACLE’ crime & Compliance Studio Q. Search Notebooks R DS
I Test_new # > o W |EH]
Publish Notebook & $ 2 £ © B layoudd Default Template ¢ Default B3 Sho

.{
L]
LY
1
@
&

To know more about the actions that can be performed in a notebook, see Common Screen Elements
in a Notebook.

After creating a notebook, you can create Paragraphs in a notebook. For information on creating
paragraphs, see Creating a Paragraph.

3.3.3.2 Importing a Notebook

The Import Notebook feature enables you to import notebooks into your FCC Studio workspace. The file
format supported for import is Data Studio Notebook (*.dsnb).

To import notebook (or notebooks) into the FCC Studio workspace, follow these steps:

1. Navigate to the FCC Studio Workspace.
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3.3.3.3.1

2. Click [Z] Import Notebooks on the upper-right corner. The Import Notebook(s) dialog box is
displayed.

Import Notebook(s) ¥

o D o P
el IS a

Drop files here or click to upload

i
i
=8

Mo files select

Cance

3. (lick Choose Files to browse and select the files from your local machine or drag and drop the
required files to upload.

A message is displayed at the bottom of the Import Notebook dialog box to indicate if the selected
files are valid for import.

4. Click Import. The notebooks are imported into the FCC Studio workspace.

Exporting a Notebook

The Export Notebook feature enables you to export notebooks from the FCC Studio workspace to your local
machine. Notebooks are exported in the Data Studio Notebook (*.dsnb) format and are copied to the
Downloads directory in the local machine. These files can be shared or imported.

You can either choose to export all the notebooks or export individual notebooks.

e Exporting All Notebooks

e Exporting Individual Notebooks

Exporting All Notebooks

You can export all your notebooks on a single go by using the Export All Notebooks option from the FCC
Studio workspace to your local machine.

To export all the notebooks, follow these steps:

1. Navigate to the FCC Studio workspace.

2. Click [ Export Notebooks on the upper-right corner. The Export Notebooks dialog box is
displayed.
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Figure 18: Export Notebooks

Export Notebooks x
Exclude Code
Exclude Result

3. Select the required Additional Settings in the Export Notebooks dialog box and click Export. All the
notebooks in the FCC Studio workspace are exported to your computer.

Exporting Individual Notebook

You can export your notebook by using the Export Notebook option from the FCC Studio workspace to your
local machine.

To export an individual notebook, follow these steps:
1. Navigate to the FCC Studio workspace.
2. Select the required notebook to export. The selected notebook is opened.

3. Click Export Notebook. The notebook is exported to your computer.

Deleting a Notebook

You can delete the notebooks that are no longer required for your analysis. To delete a notebook, follow
these steps:

1. Navigate to the FCC Studio workspace.
2. Click [Z] select Notebooks. The check boxes are displayed for each notebook.
3. Select the required notebook (or notebooks) and click Delete. The selected notebook (notebooks) are

deleted.

Common Screen Elements in a Notebook

The following table describes the common screen elements in a notebook that can be used to perform
quick actions when preparing and executing the notebooks.

Table: Common Screen Elements in a Notebook

Action or Description

Modify Notebook: Modifies the details of a notebook, such as the name,
description, and (or) tags.

Hide Code: Hides or shows the Code Section in all the paragraphs in a
* notebook.
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Hide Result: Hides or shows the Results Section in all the paragraphs in a
notebook.

Read-Only: Sets the notebook to read-only mode.

NOTE: The notebook is protected from edit, clear result, delete, share, reset
session, and run paragraphs in Read-only mode.

Write: Sets the notebook to write mode.

Run Paragraphs: Executes all the paragraphs in a notebook in sequential
order. For more information, see Run All Paragraphs.

Q]

Reset Session: Resets any connection or code executed in a notebook.

Delete Notebook: Deletes a notebook.

[]

Clear Result: Clears results for all the paragraphs in a notebook.

NOTE:

This action clears all the results. You must run the paragraphs again to view
the results.

Clear Paragraph Dependencies: Remove all defined paragraph dependencies.

Open as an iframe: Opens a notebook in an Iframe. This allows a notebook to
be embedded inside another webpage.

Clone Notebook: Creates a copy of a notebook. All paragraphs in the current
notebook are replicated in the new notebook. The cloned notebook is created
with the default name, Copy of <Current Notebook Name>.

Save Notebook: Saves the notebook to your computer as a DNSB file. For more
information, see Exporting Individual Notebooks.

Layout: Sets the preferred layout: Zeppelin or Jupyter.

Default Template: Applies the overall look and feel of the notebook using the
default template.

Default View: Switches between Default, Simple, and Report views.

OFS CRIME AND COMPLIANCE STUDIO USER GUIDE | 22



GETTING STARTED
ABOUT NOTEBOOKS

3.3.3.6

Toolbar, and Settings Dialog for a selected paragraph in a panel to the right of

Show Panel: Shows or hides the Paragraph Settings Bar Commands, Results

the notebook.

Versioning: You can use this option to create versions for your notebook,

Versioning @

which helps you analyze the changes based on the version control.

This table describes the common screen elements in a notebook that can be used to perform various
actions on a notebook such as modify notebook details, hide or show code, hide or show the result, set the
notebook to read-only or write mode, delete a notebook, and so on.

Publishing your Notebooks

Notebooks can be published from the Notebook interface. Only one notebook can be in a published state
for a given notebook-ID. If another version of a notebook is published, the previous published version is
replaced.

When a notebook is published:

The original notebook is cloned, and a published notebook is created.

Any changes made to the original notebook will have no impact on the published notebook.
Whenever the original notebook is republished, a new version of the published notebook is created.
The published notebook is in a read-only format.

The published notebook can be run in a batch pipeline.

The notebook toolbar is extended by following conditional buttons after publishing the notebook:

Publish
Clicking this button will publish the given notebook. The published notebook is automatically loaded.
Published Notebook

If the notebook has a published version, this button appears and on click, will redirect you to the
published notebook.

The workspace View shows an additional Published column that reflects whether a notebook is published.

NOTE e When Publishing a Notebook, you must ensure there are no
empty paragraphs.

e Published notebooks do not appear in the overview.
Published notebooks can only be seen by either knowing
the direct link or navigating from a notebook that has a
published notebook.
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3.3.3.6.2

Publishing a Non-scenario Notebook

The non-scenario notebook is of Notebook Type: Default or Jupyter. Upon publishing an original notebook,
you must select the user role or group to which the notebook will be published. After publishing, the
original notebook is cloned, and a published notebook is created.

Original Publich Published

Motebook Notebook

m : subiish Notebool . Clone EE

To publish a non-scenario notebook, follow these steps:

1. Navigate to a Scenario Notebook details page.
2. C(lick Publish Notebook on the top left corner. The Publish Notebook dialog box is displayed.
3. Click Publish.
The notebook is published, and a confirmation message is displayed to indicate that the notebook is
published.
Publishing a Scenario Notebook

The scenario notebook is of Notebook Type: Scenario. For scenario notebooks, the publish functionality
provides four eyes approval process.

Original Published

Notebook Publish Notebook

m_. SEch Mntahan — Approve o Clone | I

When a scenario notebook is published, the published notebook is shared with the user who is mapped to
the DSBATCHGRP group for approval.

When a notebook is approved by the batch user:
= The original notebook is cloned, and a published notebook is created.
» Scenario metadata is created.

» Athreshold set is created with values for all the parameters that you have provided in the
notebook.

The approved scenario notebook can be executed with any threshold set which has been created while the
notebook is being approved by the batch user. Whenever a user wants to create a new threshold set, the
notebook must be republished with different threshold values. After a notebook is approved, a new
threshold set is created for the same scenario.

To perform batch execution of the published scenario notebook, follow these steps:
1. Navigate to the <studio home>/ficdb/bin directory.

2. Run from the terminal using the following:

./FCCM_Studio NotebookExecution.sh "notebookID" "null" "scenarioID"
"thresstoresetID" "null"
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This section includes the following:
» Publishing a Notebook
=  Approving a Notebook

3.3.3.6.3 Publishing a Notebook

After the notebook is approved, you can publish that notebook for your organization to use it. To publish a
scenario notebook, follow these steps:

1. Navigate to a Scenario Notebook page.
2. Click Publish Notebook on the top left corner.

The Publish for Approval dialog box is displayed with the Parameter Keys and the corresponding
Parameter values added to the paragraphs.

NOTE Ensure that the parameters with the same name must have the
same values.

3. Click Publish.

The Scenario Notebook is published for approval and listed in the Notebooks page with the For
Approval tag. The published scenario notebook is shared to the user mapped to the DSBATCHGRP
group in OFSAA, with the For Approval tag.

3.3.3.6.4 Approving a Notebook

The notebook that is published must be approved by the group administrator. To approve a notebook,
follow these steps:

1. Logintothe FCC Studio application as a DSBATCHGRP user.

2. Navigate to the Scenario Notebook page, that you want to approve.

3. Click Approve Notebook on the top left corner. The Approve Notebook dialog box is displayed.
4. Click Approve.

A confirmation message is displayed to indicate that the notebook is approved. The following
scenario and threshold tables are updated in the BD Atomic Schema: KDD_SCNRO.

For an approved notebook, a scenario record is created in the KDD_SCNRO table and the columns scnro_id
and cntry_id are updated with the values: ML and customer focus value (113000004), respectively.

» KDD_TSHLD_SET
= KDD_TSHLD
For an approved notebook, the parameters are captured in the KDD_TSHLD table. Publishing multiple

notebooks creates multiple threshold sets in the KDD_TSHLD table: SCNRO_NB_PUBLISH.
3.3.3.7 Versioning your Notebook

Data Studio provides a notebook versioning system. Notebook versions represent snapshots of the state of
a notebook. Notebook versions can be associated with metadata such as a name and a description.
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Restoring a notebook version resets the current notebook to the state represented by the version. This may
affect the existing paragraphs, the notebook description, the selected layout, the selected style and the
selected template.

{7 Discovery @

RN > Fuoish Notebook & $ B2 | B B Zeppelin [ FCGM Defult Template &
Create Version
View Version History

Use Help command to know list of APIs/functions available > o @

%fcc-spark-scala
#help

The following functions are supported

fecloadGraph(code,graphtag [--optional date]) -- to load graph for a particular date in yyyy-mm-dd format. Return type s void, and shouldn't be assigned to any variable. E.g. fecloadGraph(*code”,"graphtag",date")

raphAs(graphtag, usertag) -- to create a snapshot of graph against a new tab. Return type is void, and shouldn't be assigned to any variable. E.g. fcc.saveGraphAs(“graphtag”, "usertag”);

fec.printGraphs() -- to print all the available graphs in a tabular form. Can't be used in conjunction with any other code. E.g. fcc.printGraphs()

getGraphDetails(code) -~ t

etails in a tabular form. Can't be used in conjunction with any other code. E.g. fec.getGraphDetails(code”)
fecloadDataset(code) - to load a particular dataset. Returns a Dataframe. E.g. var ds = fccloadDataset("code"))

fecloadDataset(code date) -- to load dataset for

r a particular date in yyyy-mm-dd format. Returns a DataFrame. E.g. var ds = fccloadDataset("code”, "date")
fecloadDataset(code startDate,endDate) - to load dataset for a specific time period with date in yyyy-mm-dd format. Returns a DataFrame. E.g. var ds = fecloadDataset("code”,"startDate","endDate"))

fec.printDatasets() -~ to print all the available datasets in  tabular form. Can't be used in conjunction with any other code. E.g. fec.printDatasets()

1 (1-8of 8 items) m

3.3.3.7.1 Creating Version

To create a version, use the Versioning button in the upper left corner. A version name is suggested, which

contains a version number that is based on the existing versions. Optionally, a version description can be
added.

Create Version X

Mame *

Version 1

Description

3.3.3.7.2 Viewing Version History

To restore a version, first open the version history panel using the Versioning button in the upper left
corner. Then select the version that you want to restore and click Restore. Versions can also be openedin a
new tab by clicking on the External Link icon on a version item.
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Layout [J] Default Template Show Panel [1]

Version History

Version 3
Creation date: May 28th 2020, 9:11 an
Author: admin@
me( "biog
me (" accc Version 2
me( "trasv Creation date: May 28th 2020, 8:11 am |:|
me( “emai Author: admin@
me (" loce
oo (" phox Version 1
me ( "biog

Description: i a
Creation date: May
Author 1

iderBuil

The opened versions of the notebook have a banner at the top as a visual distinction to regular notebooks.

Notebook Version

This is the version named "Version 1" of notebook "Financial Crime Graph Patterns”, created on August 11th 2020, 10:39 am.
View current version of the notebook

About Paragraphs

A paragraph is a piece of code that can be executed to obtain the result. Paragraph offers a workbench to
author code or query using interpreter-friendly scripting languages supported in FCC Studio.

Data scientists and analysts can use paragraphs to interactively explore financial crime data by the
authoring queries and applying these queries on the financial crime data lake to fetch results in various
formats. This enables them to rapidly discover and model financial crime patterns.

Paragraphs are like the pages of the Notebook. A notebook can be developed with multiple types of
paragraphs and executed to visualize the results. The FCC Studio notebooks provides you the flexibility to
create paragraphs as many as you can by using a normal paragraph option or the paragraph with
interpreters. In FCC Studio, you can add the following interpreter-based paragraphs:

e IDBCInterpreter paragraph
e PGX-Java paragraph

e PGX Algorithm paragraph

e PySpark paragraph

e PGQL paragraph

e Spark paragraph

For more information about Interpreters that are used, see About Interpreters.
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3.3.4.1 Creating a Paragraph
Paragraphs can be created using interpreters that are supported in FCC Studio.
To create a paragraph in a notebook, follow these steps:
1. Navigate to the Notebook page.
2. Hover above or below a paragraph and click @ toadda paragraph to your Notebook.

To create a paragraph based on the interpreter, you can choose the respective icons displayed for the
interpreters as shown. You can hover over the icons to view the name of the interpreter-based
paragraph.
VO®AAOGOO®OON®O®O®®
VOO®OOO@OOMOVOEOOO®

The added paragraph can be used to write queries based on your requirement to plot and visualize your
data. For more information about data visualization, see Data Visualization.

3.3.4.2 Writing a Sample paragraph

After creating the paragraph using the available interpreter, you can write your query in the paragraph to
execute and display the visuals or analysis as results.

Let us take an example to write a PGQL Paragraph using PGQL Interpreter and querying for the graph
plots.

To create and write a PGQL query in the paragraph, follow these steps:

1. Hover above or below a paragraph and click (7] Add PGQL Paragraph.
2. Specify the title for your paragraph. In this case, Transfer of Money Through External Entity.

| Transfer of Money Through External Entity | o @ 7 =

%pgql
SELECT n,e,m FROM GRAPH_NAME MATCH (n) -[e]-> [(m)

3. Specify the PGQL query that you want to execute from the Global Graph and click Execute.

Transfer Of Money Through External Entity - i W@ L = ® B

%pgql

SELECT n,e,m,el,o0,e2,p,e3,q FROM GlobalGraphIH MATCH (n)-[e]->(m)-[e1]->(o)-[e2]->(p)<-[e3]-(q) m
where e.lLabel =
and e1.Label in ( v T, ems i, ] #o @rdl o ()
and o.Label

and e2.label in ( nd wire trxn','cash trxn’,'end to end mi trxn')
and e3.Label = 'has account' Sample PGQL
and id(n)= id(q) Query

The graph results are displayed as shown.
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Transfer Of Money Through External Entity
%pgql
SELECT n,e,m,el,0,e2,p,e3,q FROM GlobalGraphTH MATCH (n)-[e]->(m)-[el]->(0)}-[e2]->(p)}<-[e3]1-(q)
where e.Label = ‘has account’
and el.Label in (" ','cash trxn',"end to end mi trxn')
and
an ','cash trxn',"end to end mi trxn')
an
and
Teal g
S -
BAHIR KHAN J PANDAV = ‘l'sqiqd;
10008 L - === 7T
______ - RAMASAMY NADAR
SACHIN J PANDAV N

Similarly, you can us other interpreters to create your paragraph, write your queries and execute to visualize
the data. For more information about data visualization, see Data Visualization.

Paragraph Dependencies

The Paragraph Dependencies helps you to add dependencies between paragraphs. The dependents of a
paragraph are automatically executed after the original paragraph itself or any graph manipulation on the
original paragraph is executed.

To create paragraph dependencies, follow these steps:

1.

Click E Dependency on the Paragraph Settings Bar of a paragraph. The Dependency Mode
window is displayed.

Select the paragraphs to add as dependents.

The order in which the paragraphs are selected appears as a number over the selected paragraphs.
The number indicates the order in which the dependent paragraphs will be executed.

~

{E Financial Crime Graph Patterns @ > o 2 @ el @

S DapendencyMods UnselectAll | Cancel | [0S
Select dependent paragraphs that are executed after the current paragraph has finished running.
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3. (Click Save. The changes are saved. Every time a paragraph is executed, or graph actions are applied,
its dependent paragraphs will be executed automatically.

Run All Paragraphs

You can run all the paragraphs in the notebook by clicking B Run Paragraphs in the notebook toolbar to
execute the complete notebooks and view the data in a single go.

= ORACLE e & Compliance Studio Q Search Notebooks  FCOMDSADMIN v

{3 Financial Crime Graph Patterns @

Vesong (D & Publisn Notshook & § 2 €6 R Zappelin (] FCGM Defaut Templatz &

When you execute all the paragraphs at once, the paragraphs are executed in top to bottom order. If a
paragraph was deleted during the Run Paragraphs job execution, it is ignored, and paragraph execution
continues for the rest of paragraphs.
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3.3.5.1

Data Visualization

The notebooks provide you flexibility to visualize and customize your data. Following are the data

visualizations that are available in FCC Studio:

Graph Visualization

Graph Visualization

Table

HTML or Markdown

Text

Area Chart
Bar Chart
Funnel Chart
Line Chart

Pie Chart
Pyramid Chart

Treemap Diagram

Sunburst Diagram

Tag Cloud
Box Plot

Scatter Plot

Map Visualizer

The FCC Studio allows to visualize data in form of a Graph Visualization. All actions of the graph

visualization are collected inside a panel.

Page 1 of 1 E

Type to search

Manipulate Graph

Manipulate Paragraph

Graph Legend
4 Vertices

(2
s ) m

4 Edges

The panel can be resized and includes two states, default and minimized panel. These panels enable
you to manipulate paragraphs and graphs; and provides options to customize your graph.
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Type to search

¥Yp

Manipulate Graph

Manipulate Paragraph

Graph Legend
4 Vertices

Table

The FCC Data Studio allows you to visualize your data in the form of a Table Diagram. The table can be
sorted by column in ascending or descending order. Additionally, the table can be filtered for a specific

search term. Rows that do not contain this term are hidden from view and the remaining rows

highlight the location of the search term within the row.

Mok E o2& A o s B owm @ R o L @
Type to search
Code Name Continent Region SurfaceArea Population
ABW Aruba North America  Caribbean 193.00 103000
AFG Afghanistan Asia Southern and Central Asia 652080.00 22720000
AGO Angola Africa Central Africa 1246700.00 12878000
AlA Anguilla North America  Caribbean 96.00 8000
ALB Albania Europe Southern Eurcpe 28748.00 3401200
AND Andorra Europe Southern Europe 468.00 78000
ANT Netherlands Antilles North America  Caribbean 800.00 217000
ARE United Arab Emirates  Asia Middle East 83600.00 2441000
ARG Argentina South America South America 2780400.00 37032000
ARM Armenia Asia Middle East 29800.00 3520000
Page 1 of 24 (1-10 of 239 items) 2 3 45 .24

LifeExpectancy GNP
784 828,00
459 5976.00
383 6648.00
76.1 63.20

716 3205.00
835 1630.00
74.7 1941.00
741 37966.00
75.1 340238.00
66.4 1813.00

GNPOId

793.00

null

7984.00

null

2500.00

null

null

36846.00

323310.00

1627.00

LocalName

Aruba

Afganistan/Afqanestan
Angola

Anguilla

Shqipéria

Andorra

Nederlandse Antillen
Al-Imarat al-*Arabiya al-Mutt:
Argentina

Hajastan

HTML or Markdown

The FCC Data Studio allows you to visualize your data in the form of HTML or Markdown text.

Pattern 3 Description

pottern we are looking fori</p>

that have been
vigh activity rist
1

s. The high risk geography determination is based on the geographic risk value of the addresses

see a pattern where <strong>&quot;High risk accounts transacting with counter-parties in high risk geographiesdquot;</strong>

that the related to 2
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3.3.5.4 Text

The FCC Studio allows you to visualize your data in the form of a Text that are structured and
presented for you to customize the data.

High risk accounts ranked by transaction flows Vs ® B

B =

Finding Total Transactions (cummulative of various type os transactions like, Cash, MI, Wire) carried out on High Risk Accounts.
Paragraph on left lists the total transaction per Account.
Paragraph on right shows if there were any Alerts on Such High Risk Acocunts.

3.3.5.5 Area Chart

The FCC Studio allows you to visualize your data in the form of an Area Chart.

Multiple accounts depositing to same external entity g ® Q@
i ik ¥ @ @& A B X% o M & O = v
5.5
45
35
M TransactionCount
25
15
05
T T
838883388383 8383083088203 83888738053880R3353888%98338
R 2229909 €222 2220 U022 022288 RRERCSRRNR022E2T2ag
S - R R R R R R =R RS- R e B R e R
£555S8co0c080560888883Y;2285Y338¢55808288:685¢8"28588 s¥sgg
F22225¢ ge2S2cSg222 RHHZY HSO922285323809028 BoOBOO S oouy
CCofoooobobooool O IS e Rl SY533 3 &
EuoEpzoggzegage 8 B SoEEEy BoEsggs BoEE 8 g
3.3.5.6 Bar Chart
The FCC Studio allows you to visualize your data in the form of a Bar Chart.
High risk accounts ranked by transaction flows e ® B~
B E @2 & & # % & W = & B = b
9.2
2.1
9.0

W AccountRisk

ACCIBPAACE-04

3.3.5.7 Funnel Chart

The FCC Studio allows you to visualize your data in the form of a Funnel Chart.
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3-3-5-9

Multiple accounts depositing to same external entity P
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Line Chart

The FCC Studio allows you to visualize your data in the form of a Line Chart.
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Pie Chart

The FCC Studio allows you to visualize your data in the form of a Pie Chart.
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3.3.5.10 Pyramid Chart

The FCC Studio allows you to visualize your data in the form of a Pyramid Chart.
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3.3.5.11 Tree Map Diagram

The FCC Studio allows you to visualize your data in the form of a Tree Map Diagram.
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3.3.5.12 Sunburst Diagram

The FCC Studio allows you to visualize your data in the form of a Sunburst Diagram.
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3.3.5.13 Tag Cloud

The FCC Studio allows you to visualize your data in the form of tags. The tag cloud operation is used
to identity the spots where there are more flags.
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3.3.5.14 Box Plot

The FCC Studio allows you to visualize your data in the form of a Box Plot.
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3.3.5.15 Scatter Plot

The FCC Studio allows you to visualize your data in the form of a Scatter Plot.
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3.3.5.16 Map Visualizer

The FCC Studio allows you to visualize your data on top of a Map.
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Setting up the Visualizations

The visualization settings offer several ways of configuration, which are split into three tabs: General,
Visualization, and Text. To set the configuration for your table view, click Settings.

These tabs in the Settings window allow you to customize the properties of the text, graphs, visuals,
and viewing the visuals in various orientation. For example, you can view the Bar Chart to change the

colors, type of bar, and 360-degree view of the visuals.

The Settings window is displayed and contains the following category:

e General
e Visualization

e Text

Settings

B2 General

Height

Series to Show

Group By

Aggregate Duplicates

auto

oln Wisualization

AccountRisk >

Account >

Sum

IT  Text
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3.3.5.18 Download As

The visuals that are displayed can be downloaded using the Download As option. The available
download formats are, RAW, SVG, and PNG.

High risk accounts ranked by transaction flows p ® @

B AccountRisk

ACCIBPAACE-04

3.3.6 Layouts
Data Studio supports multiple layouts to give the resemblance of familiar systems such as Project
Jupyter and Apache Zeppelin.

3.3.6.1  Jupyter Layout

The Jupyter Layout is a single column layout that is something that the traditional documents look
like. To get the Jupyter-Experience, paragraphs can hide certain aspects, such as Input, Selection and
Result. For example, this allows to show only HTML when a Markdown paragraph is executed.

{7l Financial Crime Graph Patterns &

Versioning () & Pubish Notebook = L B Jupyter 0 | FCGM Default Template 7'

Fraud & Money Laundering Graph Patterns in Financial Transac' e © B

> = v
About Financial Activity Graph Here we use a sample graph created from a synthetic data set of financial transactions.

The graph has 21503 vertices and about 15014 edges. There are 7 different labels (kinds) for vertices: CUSTOMER, ACCOUNT, EXTERNAL_ENTITY,ADDRZSS,CLIENT
BANK EMPLOYEE, ALERT Edges are labeled based on reletionships between entities. Edges classified into three categories:

relationship : Between Account,Customer relationship transactionlink: between accounts and/or external entities, Address,Institution. shared_info : COMMON_TAX_ID,
COMMON_PHONE_NO, COMMON_ADDRESS, and COMMON_EMAIL_ADDR: between customers or between accounts (that share the same information)

Loading the GlobalGraph

Pexaraphl; ohIH, N=14578, E=6515,
Available Entities (Nodes)
B Mk E ~ & a * OO W D F v

3.3.6.2 Apache Zeppelin Layout

The Zeppelin Layout allows you to resize paragraphs and have multiple paragraphs next to each
other.
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& Financial Crime Graph Patterns @

Versioning (D & Publish Notebook (&) o B Zeppelin ) | FCGM Default Template &

Fraud & Money Laundering Graph Patterns in 7 ® B Loading the GlobalGraph

About Financial Activity Graph Here we use a sample graph created from a synthetic data set of financial transactions. PgxGraphl 4578, E6516,cr

The graph has 21503 vertices and about 15014 edges. There are 7 different labels (kinds) for vertices: CUSTOMER,
ACCOUNT, EXTERNAL_ENTITY,ADDRESS,CLIENT BANK EMPLOYEE, ALERT Edges are labeled based on relationships between
entities. Edges classified into three categories:

relationship : Between Account,Customer relationship transactionlink: between accounts and/or external
entities, Address, Institution. shared_info : COMMON_TAX_ID, COMMON_PHONE_NO, COMMON_ADDRESS, and
CCOMMON_EMAIL_ADDR: between customers or between accounts (that share the same information)

Available Entities (Nodes) Links (edges)
B Mk ¥ & & a ¥ O vk @ B L4 B Mk ¥ 2 & & B % ke B @ = L
end to end mi trxn
has event  end to end wire trxn

cash trxn is similarto event on

Account

Comments

You can add comments on the paragraph to highlight changes or suggestion to the visuals.
Comments can be added from the user interface and they can delete their own comments.

You can click ® Comments in the paragraph toolbar. The Comments view shows all paragraph
comments, such as:

e Add Comment
Using a text area field labeled as New Comment on the bottom of comments.
e Delete Comment

Using a bin icon on the right of comments (you can only delete your own comments).

Interpolate node colors/sizes based on properties

S

—

4 \ertices @
® mn " h
®n L \
Your comment
b Edges ® ® s E 8 i ® L]
New Comment
Page 1 of1l 1 e ] A

About Graphs

The FCC Studio provides pre-defined Financial crime graph that can be pre-loaded for most users and
then state the ways they can load different graphs. It also provides an intuitive way for creating graphs
used in notebooks, where you can load graphs from external sources or create custom graphs. Using
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3.4.1

PGX, you can load multiple graphs into a notebook and create PGQL queries against different graphs.
The result obtained from running a paragraph in a notebook can be used as an input to other
paragraphs in the notebook. The results of analytics algorithms are stored as transient properties of
nodes and edges in the graph. Pattern matching can then be used against these properties.

The pre-defined graphs within the notebook can be accessed and used for the analysis. To access the
pre-defined graphs within the notebook, select any of the out-of-the-box notebook, make the
necessary changes for the PGQL code within the paragraph for the analysis that you require and run
the paragraph the query results are displayed as graph.

For example, to view the Transfer of Money through hidden relationships, use the Financial Crime
Graph Patterns notebook and execute the paragraph by providing the information about entity,
customer, and account.

L]

Transfer Of Money To EN through hidden relationships

JOHNSON

RAMASAMY NADAR

CHAITANYA J PANDAV
. ]

The graph configuration can be defined through an Ul based configurator or a JSON configurator.
Graph configurations give you an easy access to graphs using PGX-ALGORITHM, PGX-JAVA and
PGQL interpreters.

For information on configuring data sources for graphs, see the Configuring Data Sources for Graph
section in the OFS Crime and Compliance Studio Administration and Configuration Guide.

The graph can be created based on the following options:

e Creating Graphs by using the Ul Based Configurator

e Creating Graphs by using the JSON Configurator

Accessing the Graphs page

To create graphs based on the configurator, you need to access the Graphs page in the FCC studio.
To access the Graphs page, follow these steps:

1. Inthe FCC Studio Workspace, click Navigation Menu on upper-left corner. The menu items are
listed.

2. (lick Graphs. The Graphs page is displayed.
3. Inthe Graphs page, click Create.
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The Create new Graph Configuration dialog box is displayed. In the dialog box, you can click:

. 0 Wizard to configure the graphs based on the Ul configurator.

. @ Plain to configure the graphs based on the JSON configurator.

3.4.2 Creating Graphs by using the UI Based Configurator

To create the Graphs by using the Ul Based Configurator, follow these steps:

1.

In the Create new Graph Configuration dialog box, click ® Wizard and specify the following
information:

= Name
Define a unique graph name for this graph.
= Format

Data studio provides creating a graph from multiple formats, such as: Two tables, PGB, Edge
list, Adjacency list, Flat file, GraphML, PG, and RDF.

= Vertex Properties

Define the properties and types that your vertices must have in the graph. For example, a
Patient Vertex can have a Name (string) property.

= Edge Properties

Define the properties and types that your edges must have in the graph. For example a
Patient_Medication Edge can have a Dose (String) property.

= Datastore

Choose the data source for the vertices and edges of the graph. Depending on the option
you must provide different information:

= File

Provide the Vertex URL List and the Edge URL List.
= Spark

Provide the Nodes and the Edges Table Name.
= RDBMS

Provide the username, password, number of connections, Nodes and Edges Key
Columns and the From and To Node ID Columns.

= Advance Mode

Click Advance Mode to add more properties related to Vertex and Edge.
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Create Graph Configuration

Format Two tables

Add Vertex Property -

dge | Add Edge Property -

Cancel

2. C(lick Create. The graph is created.

Creating Graphs by using the JSON Configurator
You can write a JSON configuration file based on the PGX JSON fields defined in the PGX graph

configuration documentation to configure your graph.

To create the Graphs by using the JSON Configurator, follow these steps:

1. Inthe Create new Graph Configuration dialog box, click @ Plain

2. Specify the name of your graph and the JSON code in the code field.
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Create Graph Configuration x

{
@ “local_date_format™ [

yyyy-MM-dd HH:mm:ss
1
"vertex_props": [1,
“edge_props": [J.
“format": "two_tables”,

“attribute:

"header": false
“vertex_uri_list": [].
“edge_uri_list": ],
“separator”: "\t ",
“loading": {}

1

Cancel

Click Create. The graph is created. Sample code snippet is as follows:
{

"vertex labels": false, "edge label": true, "loading":

"load edge label": true

bo

"date format": "yyyy-MM-dd HH:mm:ss", "vertex props":
{

"type": "string",

"name": "type"

bo

{

"type": "string", "name": "religion"
by

{

"type": "string",

"name": "company"

"type": "string", "name": "musicGenre"

}y

OFS CRIME AND COMPLIANCE STUDIO USER GUIDE | 43



GETTING STARTED
ABOUT GRAPHS

"type" .

"name" :

}y

"type" .

"name" :

s

thpe" :

"name" :

thpe" :

"name" :

s

"type" .

"name" :

}y

"type" .

s

thpe" .

"name" :

}
1,

"string",

n Show"

"string",

n name n

"string",

"country"

"string",

"team"

"string",

"genre"

"string", "name": "occupation"

"string",

"role"

"edge props": [

{

"type": "float",

"name": "weight"

}

Iy

"format": "edge list", "vertex id type":
"header": "",

"integer", "attributes": {},

"uri": "http://pgx.us.oracle.com/graphs/connections.edge list",
"separator"™: "\t "

}
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3.4.4

3.4.4.1

3.4.4.2

This newly created graph configuration can be used in a notebook for the following:
= Load a graph using the PGX interpreter.

Toload a graph, create a notebook and a paragraph with a PGX interpreter. Enter the code
format given in the following example:

graph = session.readGraphWithProperties (dataSourceName, 'graphName')
Here, dataSourceName refers to the graph name that you have created.
= Query a graph using the PGQL interpreter.

To query a graph, create a notebook and create a paragraph with a PGQL interpreter.
Specify the code format given in the following example:

"SELECT n,e,m FROM GRAPH NAME MATCH (n) -[e]-> (m)"

Here GRAPH NAME refers to the graph name that you have created.

Viewing the Details in a Graph

The graphs that are created and executed can be repositioned, collapsed, expanded, and then edges
and vertex can be customized.

Repositioning Nodes

The Network Graph page allows you to move nodes around the screen, using the drag and drop
feature, to reposition them.

To reposition nodes, follow these steps:
1. Navigate to the Network Graph in a notebook.
2. Select a node to reposition and click it.

3. Drag and Drop the node to the required position.

NOTE The graph only uses a specific portion of the browser window
to display the graph. Dragging a node beyond a certain point
towards the right side of the browser hides the portion of the
graph dragged beyond that point. However, you can use the
Zoom Out feature on the Graph Toolbar to view the hidden
portion again.

Dropping and Expanding Nodes

You can drop the nodes to hide all the outgoing links and nodes to which these outgoing links are
connected from the node being collapsed. You also similarly expand the nodes. The dropped node
can be regenerated again by executing the graph. To drop a node, follow these steps.

1. Navigate to the Network Graph in a notebook.
2. Select a node to collapse and right-click the node. An option menu is displayed.

3. Select the Drop option from the menu. The node and its outgoing links are dropped.
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NOTE If any child node has at least one incoming link from any other
node, the child node and its child network are not dropped. But
the link from the dropped node to the child node is hidden and
the icon of the dropped node changes to indicate that the node
isin a dropped state.

On the Node menu of a dropped node, the drop option
changes to Expand. If the user drops a node but there is no
impact on the graph (that is, if no part of the graph is hidden),
the Node menu remains unchanged. There is no restriction on
how many nodes can be dropped on a graph.

4. To expand the node, select Expand from the menu. The outgoing links are then restored on the
page.
3.4.4.3 Viewing the Node Details

You can view the current information associated with the selected node. This is the same information
that is displayed on the Entity Summary Historical Report paragraph for this entity.

To view the node details, follow these steps:
1. Navigate to the Network Graph in a notebook.

2. Select a node and right-click. An option menu is displayed. The Node Details window is
displayed with the current information associated with the selected node. This includes the
Properties and Risk details of the node.

3.4.4.4 Deleting a Node

If you want to delete a node from a graph which is not required for your analysis, you can remove the
unwanted node and view. To delete a node, follow these steps:

1. Navigate to the Network Graph in a notebook.

2. Right click on any node as shown in the following figure and click Drop.
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Removing an Edge

You can remove an edge from a network graph to view the result in On-screen data. To remove an

edge, follow these steps:

1. Navigate to the Network Graph in a notebook.

2. Right- click on any edge and click Drop - Delete selected vertices.

Is similar to

[ Publish N

(=) B

Graph Result of Entity Searc|

FMEDIAFI...
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3.4.6

3:5

Graph Customization and Settings

The graph can be customized based on your visual needs, the graph customization and settings are

based on the configuration in the graph settings, such as General, Visualization, Highlights, and
Smart Explorer.

The graph settings can be accessed by clicking ] Settings in the paragraph. You can specify the
properties in the Settings window to customize your graphs.

Settings x

EE General +% Visualization Highlights " Smart Explorer

Height 425px v A

¥

X No

Live Search
Enable Search In Edges
Froperties To S2arch | Name X || vertices:iReason X -
About Templates

The FCC Studio offers different formats to view the result after the execution of a Paragraph.
Templates enable you to define parameters to customize the result formats. You can customize the

visualization of the result by defining parameters in a template and then applying that template to a
notebook.

NOTE e FCC studio comes with a default template, but users can
customize this at template level but can also override any
global template settings in each notebook paragraph

e Itisrecommended to use the template that is available from
out of the box FCC Studio.

The customized parameters in the template are applied to the result format in the notebook. You can
perform the following actions in the Templates page.
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e Creating a Template

e |Importing and Exporting a Template

e Updating an Existing Template

e Applying Template to a Notebook

3.5.1 Accessing the Template page

Templates can be created and used across paragraphs in a Notebook based on your visualization
requirements. To create and perform various actions on the template page, you need to access the
Templates page.

To access the Template page, follow these steps:

1. Inthe FCC Studio Workspace, click Navigation Menu on upper-left corner. The menu items are
listed.

2. C(lick Templates. The Templates page is displayed.

3.5.2 Creating a Template

You can create a template that you can use for the notebook paragraphs.

To create a template, follow these steps:
1. Inthe Template page, click Create. The Create Template dialog box is displayed.
2. Specify the Name for the template and click Create.

A new template is created and listed on the LHS. The details of the template are displayed on
the RHS.

3. Select the required result format icon on the RHS to define parameter values for that format.
4. Specify the required values. For every result format in a template, you can define values for
General, Visualization, and Text parameters.

5. Click Update. A template is created with the defined parameters.

3.5.3 Importing and Exporting a Template

You can create template by performing template import to use them in your notebooks and template
exports to store and use it elsewhere.

1. Toimport a template, in the Templates page, click Create.

2. Inthe Import Template (s) dialog box, drag and drop the template that you want to import and
click Import.

3. To export a template, in the Template page, open a template that is already created and click
Export, below the page next to the Update option.

4. Specify the location where you want to export the template and click Export.
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3:5:4

3:5:5

3.7

Updating an Existing Template

To update an existing template, follow these steps:

1. Inthe Templates page, select the template that you want to update from the list displayed on
the LHS. The details of the selected template are displayed on the RHS.

2. Modify the required values for General, Visualization, and Text parameters.

3. (lick Update. The template is updated.

Applying Template to a Notebook

To apply a template to a Notebook, follow these steps:
1. Navigate to the Notebook page you want to apply a template.
2. Click the iconin the upper-right corner. The available templates are listed.

3. Select the required template that you want to apply to the notebook. The selected template is
applied to the notebook.

About Interpreters

Data Studio consists of interpreters, which can execute code in different languages. Each interpreter
has a set of properties that can be adjusted and will be applied across all notebooks.

For example, by using the python-interpreter, it is possible to change between versions, whereas the
jdbc-interpreter offers to customize the URL, schema, or credentials.

To navigate to the Interpreters page, in the FCC Studio Workspace, click Navigation Menu on the
upper-left corner, and then click Interpreters.

As multiple users need different settings, the concept of variants is introduced. These variants are
linking user-defined settings to an interpreter and can be used independent from each other. It can be
used in a paragraph by post fixing the interpreter name such as: interpreter.variant-name. It is
possible to use multiple variants in the same notebook.

For more information about Interpreters and its configuration see, OFS Crime and Compliance Studio
Administration and Configuration Guide.

About Tasks

The Tasks page lists all tasks of FCC Studio and displays details such as, notebook, paragraph,
interpreter, and user associated with the task.

NOTE Task is available to the users based on the permissions in FCC
Studio.

To navigate to the Tasks page, in the FCC Studio Workspace, click Navigation Menu on upper-left
corner, and then click Tasks.

Following are the details that are available in the Tasks page:
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e Task Status

A task can have one of seven possible statuses such as, created, queued, running, rejected,
success, cancelled, and error. The tasks page displays the status of the task that are associated
with the notebook.

e Task Column

The available columns in the Tasks page are, Notebook, Paragraph, Interpreter, Status,
Creation Time, Queue Time, Run Time, and User.

e Tasks Filter

The filters that can be used to filter the results. The available filters are based on the Task
Status and Date and Time.

For more information about tasks and its configuration see the Managing Tasks section in OFS Crime
and Compliance Studio Administration and Configuration Guide.

About Ruleset

A Ruleset is a set of rules that are applied to the defined source and target entities, compares the
attributes of the entities to derive a match. The ruleset is provided for resolving entities and is used for
creating the graph. This rule set enables you to pull the required data based on the threshold that you
specify when configuring the ruleset.

NOTE Ruleset can be configured only by the Administrator.

To navigate to the Ruleset page, in the FCC Studio Workspace, click Navigation Menu on the upper-
left corner, and then click Ruleset. For more information about creating rulesets, on matching
rulesets, see the Managing Rulesets in OFS Crime and Compliance Studio Administration and
Configuration Guide.

You can also see the Financial Crime Graph Model Matching Guide to know the specific parameters
that you can set when applying the ruleset.

About Manual Decisioning

The Manual Decisioning in FCC Studio provides you the ability to make manual decisions on
similarity edges which can be marked as required for your graph analysis apart from the threshold
that is set in the Ruleset page. This flexibility provides an Ad-hoc experience to improve the graph
analytic capability and identify the match to analyze risk and take required actions.

You can specify your Manual Threshold in the Ruleset page for Manual Decisioning.

Ruleset Details

Name Description Scoring Aggregation Type Auto Thresnold Manual Thveshold

Customer To Extenal Source - Panama arimum 08 27

Rules | Create Source Target
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To navigate to the Manual Decisioning page, in the FCC Studio Workspace, click Navigation Menu
on the upper-left corner, and then click Manual Decisioning.

& Manual Decisioning

Review Review in Management Approved Rejected

| [[mrgervame | remss— s

Source Nods Type Source Hams Target Hods Type Targsthame Target Description Match Scors Masich Description  Comment, Do Hames Match? Grested Date

The Manual Decisioning page is displayed in a tabular format, where the manual edges source
information is available for reviewing and adding to the graph for analysis. It has the following tabs:

Review
The Review tab displays the information, that can be Approved or Rejected.
Review in Management

The Review in Management tab displays the sources that are approved and sent by the user.
The Administrators can review these details and further approve or reject.

This tab has the following tabs that categorizes the sources based on approval and rejection:
= Review for Acceptance

In this tab, the sources that are submitted by the users are further validated and if it the
sources are accepted, then they are move to the Accepted tab. If the sources are rejected,
then they are moved to the Review for Rejection tab.

= Review for Rejection

In this tab, the sources that are rejected from the Review for Acceptance tab are displayed.
You can further validate these sources to either approve or review the sources again.

NOTE The Review in Management tab is available only for the users with
the request approve and review request permissions.

Approved
The Approved tab displays the sources that are approved.
Rejected

The Rejected tab displays the sources that are rejected.
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Approving the Similarity Edges

Approving the similarity edges can be done based on the following scenarios:

3.9.2

If the user has the request approve and review request permissions.

The similarity edges move to the Review for Acceptance tab. In this tab, the sources that are
submitted by the users are further validated and if it the sources are accepted, then they are
moved to the Accepted tab. If the sources are rejected, then they are moved to the Review for
Rejection tab.

If the user does not have request approve and review request permissions.
The similarity edges move to the Approved tab.

You can provide comment for the selected similarity edge, using the Comments drop-down.
Then you can select Do Names Match? drop-down and select Yes or No.

Do Mames Match?

m
i

Based on the selection, the similarity edge is stored in the
fcc er ml training data name boosted table, with the source MANUAL DECISION. If
Yes is selected the MATCH value is 1 and if No is selected, then MATCH value is 0.

select sl |whnere source = "MANUAL DECISICH'

o~ | f ¢ # B <€ H €l-E-T
| [PARID | NAMEI | NAME2 |MATCH | CREATED |REMOVED _ | SOURCE
15937862021 | ANIK ~ RONNIE 1/1/6/2021 400:08PM  ~ * MANUAL DECISION
?1??36?3?4 Maranaj Sapunxiu -~ Marena Budo 1112/29/2020 12:06:05 PM ~ ~ MAMNUAL DECISION -
| 3|6739467304 | Balmira Simaku -~ Afif Simaku 0|12/29/2020 12:06:54 PM ~  MANUAL DECISION -~
| 4|6735167296 | Alzeta Vilasi | Bejkush Vllasi 1/12/29/2020 12:08:39 PM ~ * MANUAL DECISION

B 5|7177867318 | Maranaj Sapunxiu - | Ardit Sapunkiu 1/12/29/2020 12:07:56 PM = ~ MANUAL DECISION ~
| 6|6739167277 Verime Gjokaj -~ Lirime Zogjani 1/12/29/2020 12:07:56 PM = ~ MANUAL DECISION

Rejecting the Similarity Edges

Rejecting the similarity edges can be done based on the following scenarios:

If the user has the request approve and review request permissions.

The similarity edges move to the Review for Rejection. In this tab, the sources that are rejected
from the Review for Acceptance tab are displayed. You can further validate these source to
either approve or review the sources again.

If the user does not have request _approve and review request permissions.
The similarity edges move to the Rejected tab.

You can provide comment for the selected similarity edge, using the Comments drop-down.
Then you can select Do Names Match? drop-down and select Yes or No.
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Do Mames Match?

Based on the selection, the similarity edge is stored in the
fcc er ml training data name boosted table, with the source MANUAL DECISION. If
Yes is selected the MATCH value is 1 and if No is selected, then MATCH value is 0.

"MANUAL DECISION'

o - (G ] = < |H g Mm~-E- T
| [PAIRID  |NAME1 | NAME2 | MATCH | CREATED | REMOVED | SOURCE
15937862021 | ANIK ~ RONNIE : 1[1/6/2021 400:08PM - ~  MANUAL DECISION
.71??86?3?4 Maranaj Sapunxiu - Marena Budo 1/12/29/2020 12:06:05 PM ~ v  MANUAL DECISION -
| 36739467304 | Balmira Simaku | Afif Sirnaku 0]12/29/2020 12:06:54 PM = | MANUAL DECISION -
| 4|6735167296 | Alzeta Vilasi | Bejkush Vilasi 1[12/29/202012:08:39 PM - | MANUAL DECISION -
»| 5|7177867318 | Maranaj Sapunxiu - | Ardit Sapunkiu 1/12/29/2020 12:07:56 PM = | MANUAL DECISION -
6739167277 | Verime Gjokaj = | Lirime Zogjani 1/12/29/2020 12:07:56 PM = | MANUAL DECISION -

3.9.3 Viewing the Edges from the Source
In the Manual Decisioning page, when you select the source from the Review tab. The Details pane
is populated below the screen. In the Details pane, you can view the edge and validate it to include in
your graph.
4 Details
BB = L
% © 00 e
DAT HOLDING 1) mm/w@r fest . Saralinda Linited Exploration -
90— 0.6
PDWWMMWﬂ? :/E / oo et ManagerCarole Lombard Legend 7
et A 4 Vertices
T‘E"SIMEWAVPWMNW et nrnson Customer
" Um:m s meﬁ! mwﬁm e External Entity
r_
L o
3.10 Quantifind Risk Report

Quantifind integration for real-time risk reports in FCC Studio enables the Financial institutions to
discover signals of revenue drivers and risk, including fraud and money.

NOTE
ECM.

These reports are only available for FCC Studio integration with
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3.11

3.11.1

In the ECM notebook, by using the java interpreter you can run the risk report query as shown in the
figure.

%pgx-java
getRiskReport(${Node Ids})

L]
i

Node Ids N
100000014203,10000008773,

HH

MAUSHAM JHA APARNA PLAY POPAT

None Found None Found

The results are displayed as a card, which displays the risk status of the identified node details. Based
on the risk you can perform the required measures for the risk analysis.

Dynamic Forms

Dynamic Forms in FCC Studio are the dynamic input fields that can be created by you for the
paragraphs. When the paragraphs with the dynamic input fields are executed, the existing paragraph
properties are replaced with these dynamic values and the results are displayed.

The following are the supported input fields in FCC Studio:

e Textbox
e Select

e Slider

e Checkbox

e Date Picker
e Time Picker

e DateTime Picker

The following sections in this chapter provides the details about how you can specify the dynamic
parameters for the existing fields.

Textbox

The textbox offers a simple user input that accepts any characters.
e The name of the user-input can be defined using $ {name}.
e A customized label can be set using $ {name (Label) }.

e A default value can be assigned using the equals operator $ {name (label)=Default Value}
or ${name=Default Value}.

For example, $ {name (Label)=Default Value}
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gmd
My name is: ${name(Label)=Default Value}
Label

Default Value

My name is: Default Value

3.11.2 Select

A select-field allows you to choose from a given selection.
e The name, label and default value can be set like the textbox.

e Options followthe", (comma)" after the default assignment
name=default,default|otherl|other2 and soon.

e Thelabel of an option can be added in the brackets following the option other1l (Other
Option 1).

For example: $ {name (Label)=default,default (Default Option) |otherl (Other Option
1) |lother2}

$md
My name is: ${name(Label)=default,default(Default Option)|otherl(Other Option 1) |other2}

Label

Default Option v

My name is: default

3.11.3 Slider

A slider allows you to choose from a given range.

e The first part of the slider dynamic form is the keyword s1ider, followed by brackets

containing the values for minimum, maximum and step size:
slider (<min>, <max>,<step size>).

e Then, after a: (colon), the name, label, and default value can be set similar to the textbox.

For example: ${slider (0,30,1.5) :name (Label)=3}
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3.11.4

3.11.5

Imd
My age is: ${slider(0,30,1.5):name(Label)=3}

Label
0O == 30

My ageis: 3

Checkbox

A checkbox allows you to choose from a given selection.

The first part of the checkbox dynamic form is the keyword checkbox, followed by brackets
containing the values join parameter of the options: slider (<join parameter>).

The join parameter is used between all selections and only shows up if at least two elements are
selected.

Then, after a : (colon), the name, label, default value, and options can be set similar to the
select dynamic form.

Forexanuﬂe:s{checkbox( or ) :name (Label)=default,default (Default
Option) |otherl (Other Option 1) |other2}

smd

My favorites are: ${checkbox( or ):name(Label)=default,default(Default Option)|otherl(Other Option 1)|other2}

Label
« Default Option + Other Option 1

other2

My favorites are: default or other1

Date Picker

A date-picker allows you to choose from a given date.

The first part of the checkbox dynamic form is the keyword date, followed by brackets
containing the output format, thatis date (day) or date (yyyy-MM-dd) .

The name, label, and default value can be set similar to the textbox.

For example: $ {date (yyyy-MM-dd) :name (Label)=2019-02-27}

¥md
My birthday is on ${date(yyyy-MM-dd):name(Label)=2019-02-27}
Label

2019-02-27 i)

My birthday is on 2019-02-27
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3.11.6 Time Picker

A time picker allows you to choose from a given time.

e The first part of the checkbox dynamic form is the keyword t ime, followed by brackets
containing the output format, thatis time (HH:mm) or time (HH).

e The name, label, and default value can be set similar to the textbox.

For example: ${time (HH:mm) :name (Label)=T13:30}.

$md
Lunch will be served at ${time(HH:mm):name(Label)=T14:30}
Label

14:30 ®

Lunch will be served at 14:30

3.11.7 DateTime Picker

A datetime picker allows you to choose from a given date and time.

e The first part of the checkbox dynamic form is the keyword dateTime, followed by brackets
containing the output format, thatis dateTime (YYYY-MM-dd hh:mm).

e The name, label, and default value can be set similar to the textbox.

For example: $ {dateTime (yyyy-MM-dd hh:mm) :name (Label)=2019-02-28 11:30}.

$md

The event will be on ${dateTime(yyyy-MM-dd hh:mm):name(Label)=2019-02-28 11:30}

Label
2019-02-28 11:30

The event will be on 2019-02-28 11:30

3.11.8 Setting Values Through a Notebook URL

In the web interface, dynamic form values can also be set by passing a name-value pair as parameter
of a notebook URL. For example, to set the value of the dynamic form named myDynamicForm to
FCCStudio, the parameter &form myDynamicForm=FCCStudio must be added to the URL. If
there are multiple dynamic forms with the same name in the same notebook, all of them will be set.

NOTE It is recommend not to pass sensitive information via the URL. If you
have sensitive information, you can use the REST API to change the
values of a dynamic form.
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USING FCC STupio wiTH MMG

FROM FCC STUDIO USER INTERFACE

Using FCC Studio with MMG

You can use FCC Studio in MMG, which has workspaces (sandboxes), you can leverage these
workspaces and create the notebook.

NOTE e FCC Studio with MMG can only be used with FCC-Phyton
Interpreter.

e mmg app_ connection isthe default app connection that
enables the integration. Make sure this connection is not
removed.

e You must accept the license certificate in your browser to
access FCC Studio from MMG.

e The notebooks and folders within the sandboxes are
maintained in the same hierarchy both in FCC Studio and
MMG.

From FCC Studio User Interface

With the MMG integration, you can create notebooks in the MMG sandbox, and perform your analysis.
To choose the sandboxes, you can click Workspaces option and to re-initialize the session of the
notebooks you can select the Re-Initialize session option.

ORACLE' crime & Compliance Studio 2, Search Notebooks . MMGUSER

& studio809 > teststudio @

Versioning (D Workspaces | & &5 & PublishNotebook  [A % O & Zeppelin 0 FCGM Default Template &

= » The notebook has been published once.

1]
4

L]

%fcc-python > e}

print(mmgﬁappimmectinn)|

i)

L, v

<cx_oracle.connection to BATASCHEMA_QA28{DESCRIPTION=(ADDRESS=(PROTOCOL=TCP) (HOST=hfeebhm. in.oracle. com) (PORT=1522) ) (CONNECT_DATA=(SERVICE WAME=Ti3@012064)))>
#fcc-python

cust=pandas.read_sql('select * from cust’, mmg_app_connection)
cust_acct=pandas.read_sgql(|'select * from cust_acct’, mmg_app_connection)|

%fcc-python
def join_frames(framel,frame2):

From MMG User Interface

The FCC Studio can be accessed from MMG. In the MMG workspace, you can select the sandboxes (in
this example, Q1 and Q2), and create your notebooks within the sandbox and to re-initialize the
session of the notebooks you can select the Re-Initialize session option.
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FROM MMG USER INTERFACE

ORACLE Financial Services Model Management and Governance

[
G

mze;@ E

-English v v B

] studio809 > teststudio #

Versioning (D) & S5 & Publish Notebook

2 b B Zeppelin 1 FCGM Defautt Template 7

» The notebook has been published once.

%fcc-python
print(mmg_app_connection)

®

<cx_oracle. Connection to DATASCH

A_Q428(DESCRIP! DDRESS=(PROTOCOL=TCP) (HOST=whfeebha. in.oracle

— OOEGEOO®+BGO®

cust-pandas.read $ql('select * from cust’, mmg_app_connection)
cust_acct=pandas.read_sql(’select * from cust_acct', mmg_app_connection)

NNECT_DATA=( SERVICE_NAME=Ti36012L64)))>

VOO®

%fcc-python
def join_frames(framel,frame2):

Copyright © 1993, 2020, Oracle and/or its affiliates. All rights reserved.
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5.1

Scenario Notebooks

The FCC Studio has a collection of Out-of-the-Box (OOB) Notebooks that are packaged along with the
license. Following are the Notebooks that are available in FCC Studio:

e Financial Crime Graph Patterns

e Example Scenario Notebooks

Financial Crime Graph Patterns

Financial Crime Graph Pattern notebook provides sample graph that are created from a synthetic data
set of financial transactions. There are 7 different label vertices such as, CUSTOMER, ACCOUNT,
DERIVED ENTITY, EXTERNAL ENTITY, EXTERNAL ADDRESS, CASE, EVENT, and INSTITUTION. The
graph edges are classified into following categories:

e has event

e entityon

e eventon

e issimilar to

e isrelated to

e has account

e cash transaction
¢ Ml transaction

e wire transaction
e send Ml/wire

e receive Ml/wire

e Mi/wire transfer
¢ has address

This notebook provides patterns such as Transfer of money through an external entity, Transfer of
money to external entity, and High-risk accounts transacting with counterparties in high risk
geographies.

For example, the and High-risk accounts transacting with counterparties in high risk geographies
pattern identifies the following:

e Accounts that are alerted
e Accounts that have a high activity risk
e Accounts that are also located in high risk areas.

The high-risk geography determination is based on the geographic risk value of the addresses that
the related to a counterparty.
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5.2

5.2.1

5.2.2

5.2.3

5.2.4

Example Scenario Notebook

The scenario notebooks such as, HRG and RMF are available for you to create notebooks which are
can be baselined based on these notebooks as an example and create different AML scenarios using
different interpreters and be able to push events to ECM.

HRG Scenario — AC Focus

The notebook contains the High-Risk Geography scenario logic defined in Scala and Spark SQL. You
can use this notebook to visualize the financial data flow in high risk geographical area.

RMF Account (SQL)

The notebook contains the Rapid Movements of Fund (RMF) - Account scenario. The scenario logic is
defined in the Oracle SQL query. You can run the RMF Account scenario using the JDBC Interpreter.
This interpreter uses Oracle (RDBMS) as the source and target database to create the required
temporary tables. Temporary tables are used in the scenario development process.

RMF Scenario — AC Focus

The notebook contains the Rapid Movements of Fund (RMF) - Account Focus scenario. The scenario
logic is defined in the Oracle SQL query.

RMF Scenario — CUS Focus

The notebook contains the Rapid Movements of Fund (RMF) - Customer Focus scenario. The scenario
logic is defined in Scala and Spark SQL.
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6.1

6.1.1

Use Cases

In real world, it is difficult to not just detect but discover the new patterns that the criminals are
executing every day. These patterns are not just new, but this could be used for years and are difficult
to identify with traditional techniques.

To execute your use cases and scenarios, you can create a notebook and assume the notebook that is
created is your use case at a granular level.

The scenarios in this chapter will walk you through to quickly build your notebook by using the FCC
Studio based on the common scenarios that are explained in the following sections and get a quick
insight.

Anti-Money Laundering Pattern Data Discovery

Anti-money laundering (AML) refers to the laws, regulations and procedures intended to prevent
criminals from disguising illegally obtained funds as legitimate income. The AML Pattern Data
Discovery is a scenario that helps you to see new financial crime patterns. These patterns enable you
to easily explore any relationship among entities in real time to extract valuable insights from your
data.

This data discover pattern quickly uncover emerging, complex money laundering and terrorist
financing threats with network and entity generation processes that automatically build network
diagrams and reveal hidden relationships. The advanced graph analytics enables entity resolution by
looking at multiple data sources and references to a customer, then accounting for inconsistencies,
errors, abbreviations and incomplete records to help determine whether they relate to the same entity.

The scenario includes the following actions that you can perform for the data discovery:

e Creating a Notebook for Your Financial Crime Discovery

e Loading a Financial Crime Graph

e |Insight to Customize and Arrange Data in a Graph

e Customizing the Nodes and Edges of the Graph

Creating a Notebook for Your Financial Crime Discovery

The first step in any scenario is to create a notebook. In this use case, let's create a notebook to
discover your financial crime. To create a new notebook, follow these steps:

1. Create a Notebook and specify the notebook details.

2. After the notebook is created, create a Paragraph using the PGX Interpreter.

g = session.readGraphvithProperties(FCCGlebalGraph,false, "gs’)

", v

PRGraph[namesgs, Na21903, E«150 14, creat ed=1540 73634 7660
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In this example, the PGX Interpreter is used to create a PGX query to load the graph. You must
specify the session information that you want to retrieve the data. The query is executed and
the graph details such as, graph name, edges, and nodes or vertices are displayed. Further to
understand the pattern detection, you must understand the details of the node, vertices, and

edges within the displayed data.

displayed.

3. Forinstance, you can specify the matrices such as, what are the vertices and edges that exists
within the data.
In this example, the parameters included are:
= SELECT
The code v.entity,v.jrsdecn, count (*),max (v.rishnb) from g, fetchesthe
jurisdiction count and risk numbers within the graph g, that is built from the previous
paragraph.
= MATCH
Matching the vertices.
= GROUPBY
Grouping the entities by vertices and jurisdiction.
4. C(lick Execute Paragraph. The entities data such as, the jurisdiction, country, risk numbers are

[(J234s >

5. You can click the visualization icons within the paragraph, to view the details in the visual form

to make it more consumable for you.
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6. You can hide the code and add a title to the data that is fetched to make it presentable,

consumable, and sharable with others.

Available Entities (Nodes)

iE
R

[
R
)
I:

47.6%

W Account
Customer

B Derived Entity
Event

W CASE

The visualizations that are displayed are easy to consume providing you the flexibility to choose
the type of visual. The visualization in this case is a Pie Chart, which enables you to see the

entites associated by its type based on the percentage.

You can use the other visualization option to see various types of visuals and different

visualization formats.

displayed.

7. After the first level execution, execute further to understand the relationships that exists
between the edges by writing the relationship query.
E ;8. :
In this example, the parameters included are:
=  SELECT
The code e.relationship,e.type,coun(*) from g, fetches the relationship count
within the graph g, that is built from the first paragraph.
= MATCH
Matching the vertices "v1" and "v2" and the edge is "e". You must write the vertices within
parenthesis and edges within brackets to fetch the PGQL query.
= GROUPBY
Grouping the entities by relationship and type.
8. (lick Execute Paragraph. The entities data such as, the jurisdiction, country, risk numbers are
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e _redabonship e ype COUNT(™

9. You can click the visualization icons within the paragraph, to view the details in the visual form
to make it more consumable for you. Each paragraph that is executed is a rest services which
provides you a flexibility to run the executing based on the updated service. You can hide the
code and add a title to the data that is fetched to make it presentable, consumable, and sharable
with others.

Available Edges (Relationships)

BeneToOrigAddress AccountCustomerCommonTax

CustomerToAccount
ACCO U ntTOC U StO mer BeneToExtrlEntity Oth e r

6.1.2 Loading a Financial Crime Graph

To make your pattern even more readable you can write a plain text in a paragraph and then
simultaneously write the query in another paragraph and seamlessly produce a readable graph
insight. This pattern can be a pattern that an investor or an analyst has provided.

To create a plain text paragraph, perform the following steps:
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1. Create a paragraph and write the description of the analysis or your use case. For example, refer

the figure.

Pattern 1 - transfer > H & .7 = @® @ v |

<h3>Description</h3>

Let's start from a simple layering pattern -

a customer transters money from one of his/her accounts tc
another his/her account through an external entity,

(i.e. the person may be hiding money transfer via an exter

<h3>Explanation</h3>
The right-hand-side paragraph shows how to describe this p
Especially, the pattern is encoded in the WHERE clause of

<h3>PGQL</h3>

(c:CUSTOMER) -[el:CustomerToAccount]->
(a1:ACCOUNT) -[e2]-> (en:EXTERNAL_ENTITY) -[e3]->
(a2:ACCOUNT) -[ed:AccountToCustomer]-> (c)

2. After executing the paragraph, the plain text is formatted and displayed as shown.

Pattern 1 - transfer > [ & . ® B v

Description

Let's start from a simple layering pattern - a customer transfers money
from one of his/her accounts to another his/her account through an
external entity, (i.e. the person may be hiding money transfer via an
external entity).

Explanation

The right-hand-side paragraph shows how to describe this patten in
PGQL. Especially, the pattern is encoded in the WHERE clause of the

query.
PGQL

(c:CUSTOMER) -[e1:CustomerToAccount]-> (a1:ACCOUNT) -[e2]->
(en:EXTERNAL_ENTITY) -[e3]-> (a2 ACCOUNT) -
[ed:AccountToCustomer]-=> (c)

As your next step, create another paragraph to run a PGQL query based on the pattern that you
described in the previous paragraph. The code snippet can be provided as shown in the figure.

Transfer Of Money To EN through hidden relationships

%pgql
SELECT Custil,e,Acctl,el,EN,e2,Acct2,e3,Cust2,ed,Custd

FROM GlobalGraphIH match
(Cust1l)-[e]->(Acctl)-[el]->(EN)-[e2]->(Acct2)<-[e3]-(Cust2),(Cust2)-[ed]-(Custa)

where e.lLabel = "has account’
and el.Label in ('end to end wire trxn','end to end mi trxn','cash trxn')
and e3.Label = 'has account’

and e4.Label="is similar to'
and Cust1l."Original ID"='CUTRUSTFTNCU-183"

3. (lick Execute Paragraph to visualize your pattern.
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L]
«

Transfer Of Money To EN through hidden relationships

Exploration

Modes

Legend

red Entity

JOHNSON

RAMASAMY NADAR
CHAITANYA J PANDAV
]

You can hide the code and add a title to the data that is fetched to make it presentable,
consumable, and sharable with others. You can provide more highlights (such as, labels, and
vertices) and rearrange the nodes and toggle the graph to enrich your graph, you can open the
paragraph in the iframe mode or expand the graph to make it more readable.

Insight to Customize and Arrange Data in a Graph

To enrich the graph that is executed, you can provide more highlights (such as, labels, and vertices) by
using the Graph Customization options.

The graph can be customized based on your visual needs, the graph customization and settings are
based on the configuration in the graph settings, such as General, Visualization, Highlights, and
Smart Explorer. For more information see, Graph Customization and Settings.

The following figure is customized using Visualization and Highlights in the Graph Settings.

Providing Labeling changes, such as Name Label and Edge Label, the graph is displayed as follows.

Versioning (D &  Publish Notebook & 5 12 I © B Zeppelin [

Settings

B2 General & Visualization Y Highlights ¢ Smart

Edge Distance — =———— 120

03

Vertex Padding — se—— 40

Labeling

Vertex Label name v

x Label Bottom >

Edge Label cost v

10004 _

Network Evolution
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6.1.4

6.1.4.1

Customizing the Nodes and Edges of the Graph

The Nodes and Edges in your graphs can be customized to provide a better visualization of the data
flow between the entities. To customize the Nodes and Edges, you can navigate to the graph setting
and add new highlights in the Highlights tab.

Vertices

Vertices can be highlighted by clicking the New Highlight and specify the parameters for the
highlights. For example, the figure shows how you can differentiate the vertices with different entities
as Customer, Account, and Derived Entity.

Settings X
B2 General Visualization ' Highlights ey
Height 425px v A
Mumber of Hops  e—— 2
Truncate Labels v Yes #* No
amum Visible 20 VoA
Label Length
Hover
Display Graph
Legend
Visible Graph Sharing L
Enable Visible Graph
Mada v

Based on the applied highlights, the graph changes are displayed as follows.
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6.1.4.2

Versioning () € Publish Notebook & I

®©

Transfer Of Money To EN through hidden relationships

2 ® & B

@ v

Exploration

Modes

Pe
e
’\‘o JOHNSON

Legend

4 Vertices

@ Derived Entity

88 Customer

RAMASAMY NADAR
CHAITANYA J PANDAV

The graphs illustrate a pattern, where there is a money flow from the different entities with a hidden

relationship.

Edges

Edge can be highlighted by clicking the New Highlight and specify the parameters for the highlights.
For example, the figure shows how you can differentiate the edges with different color and animations

to visualize the flow of money from the entities.

Based on the applied highlights, the graph changes are displayed as follows.
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The graphs illustrate a pattern, where there is a money flow from the bank to the different accounts
from a customer, with the flow of money highlighted with different colors. Blue represents the money
flow from the account to the bank and red represents the money flow from the bank to the account.
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You can also specify the risk numbers to this pattern and visualize your risk. For example, if we use the
risk parameters as highlights.

The graphs illustrate a pattern, where there is a risk in the account and when you click for details, the
risk number is displayed.
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By exploring the options available within the graph customization, you can streamline your analysis
and present your reports based on your use case.
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Create Event API

The Create Event API is a collection of DB program units. This APl accepts inputs from two tables to
generate alerts that are populated in the event tables.

The syntax to call the Create Event APl is as follows:
SELECT FUNC CREATE EVENT(,) FROM DUAL;

For information on Table_1and Table_2, see Table 1 Details and Table 2 Details.

Table 1 Details

Table 1 contains information related to the direct focus. This information is aggregated for focus. For
example, the account number and the total transaction amount for that account will be stored in Table
1. Here, one record is inserted for each focus (account or customer).

Table 1
Column Name Sample Values Description
V_FOCUS_TYPE ACCOUNT The main focus of the scenario. The value can be
obtained from the kdd_dataset_base table.
V_ENTITY_NAME ANDERSON Name of the focused entity, that is, account display
name and customer display name.
V_DATA_ORIGIN AMLBIG Data origin, that is, MAN, DLY, and so on.
V_STATUS_CD NEW Event status code. Default value: New.
D_EVENT_CREATED_DATE 3/11/2019 Event creation date.
15:02
V_JURISDICTION_CD AMEA Jurisdiction.
V_BUSINESS_DOMAIN_CD a Business domain.
V_COMMENTS General comment for the scenario.
V_SCENARIO_CLASS AML Class to which the scenario belongs to, that is, AML,
TC, and BC.
V_FOCUS_CD ACMLTERR Code for focus, that is, account internal ID in case of
ORFINFAC- 005 account.
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V_ENTITY_CD 832 Focus sequence ID, that is, account sequence ID in
case of account focus.
MAX_DATA_DUMP_DT 12/10/2015 Data Dump date for which business data is involved.
MAX_NOT_EFT_TRANS 0 Specific for an account. This column can be ignored
for other scenarios.
TOT_TRXN_AMT 10500
TOT_TRXN_CNT 2
EFFECTIVERISK 9
ACTIVITYRISK Lo}
RISK_CATEGORY HR
ACCT_TYPE Seasoned
TRUSTED_PRCTG 0
PASS_THRU_PRCTG 0
LRF_PRCTG 0
HR_PRCTG 0
ACT_TOT_CREDIT_TRXN_AMT 5400 Threshold specific for an account. It can be different
TH_TOT_MIN_CREDIT_TR XN_AMT 50 for other scenarios.
TH_TOT_MAX_CREDIT_T RXN_AMT/10000000
ACT_TOT_CREDIT_TRXN CT 2
TH_TOT_MIN_CREDIT_TRXNCT |
TH_TOT_MAX_CREDIT_T RXNCT R0
ACT_TOT_DEBIT_TRXNCT 2
TH_TOT_MIN DEBIT_TR XNCT 1
TH_TOT_MAX_DEBIT_TR XNCT 20
ACT_TOT_DEBIT_TRXN_A MT 5100
TH_MIN_DEBIT_TRXN_A MT 20
REMARK
SCENARIO_CD 10000
SCENARIO_MN RME Name of scenario notebook.
Account(sql
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)
N_RUN_ID 34 The Create Event APl automatically creates this value.
N_EVENT_CD 366
V_ENTITY_CD 25291 Transaction sequence ID.
V_FOCUS_CD IACMLNOA AC-302Account Internal ID in case of account focus.
N_ENTITY_ID FOMLNOA AC-301[Transaction Internal ID.
TRXN_DATADUMP_DT 12/10/2015 Transaction Data Dump date.
TRXN_PRDCT_TYPE WIRE_TRXN Transaction Product type. The value can be obtained
from the kdd_dataset_base table.

7.2 Table 2 Details

Table 2 contains information on all the transactions involved in alert generation.

Table 2

Columns Sample Values Description

V_ENTITY_CD 2529 Transaction sequence ID.

V_FOCUS_CD |ACMLNOAAC-302 Account Internal ID in case of account
focus.

N_ENTITY_ID |FOMLNOAAC-301 Transaction Internal ID.

TRXN_DATA  12/10/2015 Transaction data dump date

DUMP_DT

TRXN_PRDC  WIRE_TRXN Transaction Product type. The value can

T_TYPE be taken from the kdd_dataset_base
table.
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OFSAA Support

Raise a Service Request (SR) in My Oracle Support (MOS) for queries related to the OFSAA
applications.
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SEND US YOUR COMMENTS

Send Us Your Comments

Oracle welcomes your comments and suggestions on the quality and usefulness of this publication.
Your input is an important part of the information used for revision.

e Didyou find any errors?

e Istheinformation clearly presented?

¢ Do you need more information? If so, where?

e Arethe examples correct? Do you need more examples?
e What features did you like most about this manual?

If you find any errors or have any other suggestions for improvement, indicate the title and part
number of the documentation along with the chapter/section/page number (if available) and contact
the My Oracle Support.

Before sending us your comments, you might like to ensure that you have the latest version of the
document wherein any of your concerns have already been addressed. You can access My Oracle
Support site that has all the revised/ or recently released documents.
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