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Preface

This Preface provides supporting information for the Oracle Financial Services CRM Pack
Installation Guide and includes the following topics:

= Summary

= Audience

= Documentation Accessibility
= Related Documents

= Conventions

Summary

You can find the latest copy of this document in OTN library which includes all the recent
additions/revisions (if any) done till date.

Before you begin the installation, ensure that you have an access to the Oracle Support Portal
with the required login credentials to quickly notify us of any issues at any stage. You can obtain
the login credentials by contacting Oracle Support.

Audience

The Oracle Financial Services CRM pack Installation and Configuration Guide is intended for
Administrators, Business User, Strategists, and Data Analyst, who are responsible for installing
and maintaining the application pack components.

The document assumes you have experience in installing Enterprise components. Basic
knowledge about the OFS CRM pack components, OFSAA Architecture, UNIX commands,
Database concepts and Web Server/ Web Application Server is recommended.

Prerequisites for the Audience

Following are the expected preparations from the administrator before starting the actual
installation:

The document assumes that you have experience in installing Enterprise components and
basic knowledge about the following is recommended:

» Oracle Financial Services Credit Risk Management pack components
i« OFSAA Architecture

»  UNIX Commands

» Database Concepts

»  Web Server/ Web Application Server
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Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info

or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Related Documents

This section identifies additional documents related to OFS CRM Infrastructure. You can access
Oracle documentation online from Documentation Library (OTN).

» Oracle Financial Services Credit Risk Management Release 8.0.0.0.0 User Guide

» Oracle Financial Services Analytical Applications Infrastructure User Guide (OTN library)

Conventions and Acronyms

The following text conventions are used in this document:

Conventions Description

Boldface type indicates graphical user interface elements
boldface associated with an action, or terms defined in text or the glossary.

ltalic type indicates book titles, emphasis, or placeholder
italic variables for which you supply particular values.

Monospace type indicates commands within a paragraph, URLS,
code in examples, text that appears on the screen, or text that
monospace you enter.

The following table lists the abbreviations used in this document:

Abbreviation Meaning

AIX Advanced Interactive executive
DEFQ Data Entry Forms and Queries
DML Data Manipulation Language
EAR Enterprise Archive

Oracle Financial Services Software Confidential - Restricted

9 ORACLE


http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
http://docs.oracle.com/cd/E60529_01/homepage.htm
http://docs.oracle.com/cd/E60058_01/homepage.htm

Abbreviation Meaning
EJB Enterprise JavaBean
ERM Enterprise Resource Management
FTP File Transfer Protocol
GUI Graphical User Interface
HTTPS Hypertext Transfer Protocol Secure
J2C J2EE Connector
J2EE Java 2 Enterprise Edition
JDBC Java Database Connectivity
JDK Java Development Kit
JNDI Java Naming and Directory Interface
JRE Java Runtime Environment
JVM Java Virtual Machine
LDAP Lightweight Directory Access Protocol
LHS Left Hand Side
MOS My Oracle Support
OFS Oracle Financial Services
OFSAAI Oracle Financial Services Analytical Application
Infrastructure OLAP
(O] Operating System
RAM Random Access Memory
RDMS Relational Database Management System
SFTP Secure File Transfer Protocol
SID System Identifier
SSL Secure Sockets Layer
TNS Transparent Network Substrate
URL Uniform Resource Locator
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Abbreviation Meaning

VM Virtual Machine
Web Archive WAR
XML Extensible Markup Language
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1 About OFSAA and OFSAA Application Packs

This chapter includes the following topics:

= About Oracle Financial Services Analytical Applications (OFSAA)

= About Oracle Financial Services Analytical Applications (OFSAA) Applications Pack

= About Oracle Financial Services Credit Risk Management 8.0.0.0.0 Applications
Pack

=  About OFSAA Infrastructure

1.1 About Oracle Financial Services Analytical Applications (OFSAA)

In today's turbulent markets, financial institutions require a better understanding of their
risk-return, while strengthening competitive advantage and enhancing long-term customer
value. Oracle Financial Services Analytical Applications (OFSAA) enable financial
institutions to measure and meet risk adjusted performance objectives, cultivate a risk
management culture through transparency, lower the costs of compliance and regulation,
and improve insight into customer behavior.

OFSAA uses industry-leading analytical methods, shared data model and applications
architecture to enable integrated risk management, performance management, customer
insight, and compliance management. OFSAA actively incorporates risk into decision
making, enables to achieve a consistent view of performance, promote a transparent risk
management culture, and provide pervasive intelligence.

Oracle Financial Services Analytical Applications delivers a comprehensive, integrated
suite of financial services analytical applications for both banking and insurance domain.

1.2 About Oracle Financial Services Analytical Applications (OFSAA) Pack

The following figure depicts the various application packs that are available across the
OFSAA Banking and Insurance domains:



7~ Insurance Market Risk

+Insurance Market Risk Analytics
Insurance Operational Risk Standard
Edition/Enterprise Edition
Insurance Operational Risk
Insurance Operational Risk Analytics

—{ INSURANCE

Insurance Model Risk Management
Insurance Enterprise Risk Management
Insurance Governance and Compliance
Management

Insurance Solvency Il Management
Insurance Operational Risk Economic

:

Capital

/~ Advanced Analytical
Application

Infrastructure

Data Management Pack
Data Foundation Pack
Risk Regulatory

Solution Pack
Connectors J

Behavior Detection
Pack

—[ BANKING j—

{Compliance}'

Compliance Regulatory
Reporting Solution Pack

__( Performance )
and Customer

Governance Risk and
Compliance Pack

o _/

Pricing Management
Pack

Customer Analytics
Pack

Profitability Pack
Asset Liability
Management Pack

— Risk

Credit Risk Management
Pack

Treasury Risk Pack

Capital Adequacy Pack
Enterprise Stress Testing
and Capital Planning Pack
International Financial
Reporting Standard Pack/

Applications Pack

OFSAA Application Pack

OFS CRM Application Pack includes the following applications:

1.3 About Oracle Financial Services Credit Risk Management 8.0.0.0.0

Financial Services Credit Risk Management: As data is typically dispersed across
multiple risk applications, to gain a full understanding of credit risk and respond effectively,
senior managers must be able to quickly identify significant portfolio issues and drill into
relevant data as necessary. The recent credit crises have led to even more demanding

reporting requirements by

regulators which focus on

issues such as portfolio

2
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concentration, counterparty credit risk, stress testing, and delinquency management. With
the help of Oracle Financial Services (OFS) Credit Risk Management, we aim to provide a
single consistent view of portfolio credit risk across the entire organization.

1.4 About OFSAA Infrastructure

14.1

Oracle Financial Services Analytical Applications Infrastructure (OFS AAI) powers the
Oracle Financial Services Analytical Applications family of products to perform the
processing, categorizing, selection and manipulation of data and information needed to
analyze, understand and report on specific performance, risk, compliance and customer
insight issues by providing a strong foundation for the entire family of Oracle Financial
Services Analytical Applications across the domains of Risk, Performance, Compliance
and Customer Insight.

Components of OFSAAI

The OFSAA Infrastructure is comprised of a set of frameworks that operates on and with
the Oracle Financial Services Analytical Applications Data Model and form the array of
components within the Infrastructure.

The OFSAA Infrastructure components/ frameworks are installed in two layers; primarily
the Metadata Server and Infrastructure services run on one layer, and the Ul and
presentation logic runs on the other. The Ul and presentation layer is deployed on any of
the supported J2EE Servers.

The following figure depicts the various frameworks and capabilities that make up the
OFSAA Infrastructure:

!on'ns ! uoa!ow | | m!ngg !ﬁm Run ﬁmm# !ompﬂgﬂonal !ng'ne
Forms Manager Open Machine Leaming Conditional Execution Business Processors
Workflow Manager Modeling Sandbox Baseline & Simulation Run Hierarchy-Node Execution
Business Dimension Maps Scenarios & Stress Testing Enterprise Batch Mgr In Data Execution
User Security & Access : l | MaEManagem'en!
S50 Integration | Relational Mart Builder
Hierarchy Node Anchors | In RDBMS & HDFS

U DataManagement e
| [ Qua Metadata Mgmt :
& Movement | ] 9 Behavior Detection
Data Asset Registry & Maps Technical Data Quality Data Model & Mapping Open Scenario Definitions
Data Joins & Movement Business Data Integrity Framework Entity Registry Streaming Data
Aggregation & Computation Data Quality Reporting Browsing Tracing Security Shared Batch/RT Engine

Components of OFSAAI
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2 Understanding OFS CRM Applications Pack Installation

This chapter includes the following topics:

Installation Overview

Deployment Topology

Hardware and Software Requirements

Verifying the System Environment

Understanding Installation Modes
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2.1 Installation Overview

This section gives an overview of the OFS CRM Application Pack Installation. The figure below
shows the order of procedures you need to follow:

Installation Workflow

Start
Verify System Environment ]
| Obtain the Software ]

Configure and Execute the Schema Creator Utility ]

!

Install OFS CRM Pack J
Configure OFS CRM Pack }
Verify Installation ]

¥

' Done I

OFS CRM Applications Pack Installation Tasks and Descriptions

Tasks

Details and Documentation

Verify Systems Environment

System Environment.

To verify that your system meets the minimum necessary requirements for
installing and hosting the OFS CRM Application Pack, see Verifying

Obtain the software

Obtaining the software.

To access and download the OFS CRM Application Pack, See

Configure and Execute the
Schema Creator Utility

Executing the Schema Creator Utility.

For instructions on creating the database schemas, see Configuring and
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Tasks Details and Documentation

Install OFS CRM Application For instructions on Installing OFS CRM Application Pack , see_Installing
Pack the OFS CRM Pack Installer.
Configure OFS CRM Setup See Post Installation Configuration.

2.2 Deployment Topology

The following figure depicts the typical deployment topology implemented for OFSAA

Applications.
HTTP & Web Browser
HTTPS
L 0F§AA* e
~ Application
. Components Web Browser
&
Socket
connection )
Web Server JDBC )
Native ;
Oracle Bl Server
JDBC 2
h—.—* \:‘
s
N
Web Application Database
Server Server
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2.3 Hardware and Software Requirements

This section describes the various Operating Systems, Database, Web Server, and Web
Application Server versions, and other variant details on which this release of the Oracle
Financial Services CRM Application Pack has been qualified.

Note: OFS CRM Application Pack installation can be performed on both Virtual and Physical
servers.

2.3.1 Configurations supported for Java 7

The following table shows the minimum hardware and software requirements for installing
OFS CRM Application Pack (for Java 7).

Configurations supported for Java 7

Requirement [Sub-Category Value

Oracle Linux Server release 5.3 up to 5.10 -

64 bit
Oracle Linux / Red Hat Enterprise Linux (x86-

64) Oracle Linux Server release 6.0 and above -

64 bit

Note: Same versions of RHEL is supported

Operating .
Oracle Solaris v5.10 Update 11 and above -

System
y 64 bit

Oracle Solaris (SPARC) / Solaris x86
Oracle Solaris v5.11 update 1 and above —

64 bit
IBM AIX (PowerPC) AIX 6.1 (TL 09 and above) - 64 bit
Shell KORN Shell (KSH)

Note: If the OS is IBM AIX 6.1, configure the size parameter setting for “Large File Support”. Refer link
http://www-01.ibm.com/support/docview.wss?uid=isg3T1000290 for more details.

If the operating system is RHEL, install the package Isb_release using one of the following commands by
logging in as root user:

L] yum install redhat-Isb-core

L] yum install redhat-Isb
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Requirement

Sub-Category

Value

Java Runtime
Environment

Oracle Linux / Red Hat Enterprise Linux

Oracle Solaris

Oracle Java Runtime Environment (JRE)
1.7.x - 64 bit

IBM AIX

IBM AIX Runtime, Java Technology JRE
1.7.x - 64 bit

Oracle
Database
Server and
Client

Oracle Database Server Enterprise Edition
11g Release 2 (11.2.0.3.0 +) - 64 bit RAC/
Non-RAC with/ without partitioning option

Oracle Database Server Enterprise Edition
12c Release 1 (12.1.0.1.0 +)- 64 bit RAC/
Non-RAC with/ without partitioning option

Oracle Client 11g Release 2 (11.2.0.3.0+) -
64 bit

Oracle Client 12c Release 1 (12.1.0.1.0+) -
64 bit

Oracle 11g Release 2 (11.2.0.3+) JDBC
driver (Oracle thin driver)

Oracle 12C Release 1 (12.1.0.1+) JDBC
driver (Oracle thin driver)

Oracle Distribution of R version 2.15.1,
2.15.2 or 2.15.3.(Optional)

Oracle R Enterprise (Server) version 1.4.
(Optional)

Note: Ensure that the following patches are applied:
. Oracle Server 12¢, v12.1.0.1 — 17082699
- Oracle Server 12¢, v12.1.0.2 - 19392604, 19649591

= Also for latest information, refer http://support.oracle.com/, 12.1.0.2 Bundle Patches for|

Engineered Systems and DB In-Memory - List of Fixes in each Bundle (Doc ID

1937782.1)

OLAP

Oracle Hyperion Essbase

V 11.1.2.1+ (Server and Client) with Oracle
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Requirement

Sub-Category

Value

11g Database

V 11.1.2.3+ (Server and Client) with Oracle
12c Database

Oracle OLAP

V 11.2.0.3+ with Oracle 11g Database
V 12.1.0.1+ with Oracle 12c Database

Note:

OLAP option.

Oracle Hyperion Essbase & Oracle OLAP is required only if you are using the OLAP feature of
OFSAAI. For Oracle OLAP, ensure that you have configured the Oracle Database server with

Web Server/
Web

Oracle Linux / Red Hat Enterprise Linux/ IBM
AIX Oracle Solaris

Oracle HTTP Server 11.1.1.1/ Apache HTTP
Server 2.2.x/ IBM HTTP Server

o Oracle WebLogic Server
12.1.2+ (64 bit)

o IBMWebSphere
Application Server 8.5+
with bundled IBM Java

Application Runtime (64 bit)
Server
0 Apache Tomcat 8.0.x (64
bit)

Note:

OFSAA Infrastructure web component deployment on Oracle WebLogic Server with Oracle

JRockit is not supported.

Operating System MS Windows 7/ Windows 8/ Windows 8.1
Desktop Browser MS Internet Explorer 9, 10(Compatibility

Requirements

Mode) and 11 (Compatibility Mode)
Oracle Java plug-in 1.7.0+* (64- bit)

Turn off Pop-up blocker settings. For more
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Requirement

Sub-Category Value

information, refer Internet Explorer Settings.

Office Tools MS Office 2007/ 2010/2013

Adobe Acrobat Reader 8 or above

Screen Resolution 1024*768 or 1280*1024

Other
Software

OFSAAI is qualified on both OPEN LDAP
2.2.29+ and Oracle Internet Directory v
Directory Services 11.1.1.3.0. However, it can be integrated with
other directory services software like MS
Active Directory.

Note:

Configuration of Directory services software for OFSAAI installation is optional. For more
information on configuration, see Infrastructure LDAP Configuration. Open LDAP needs to be
installed on MS Windows Server machine only.

2.3.2 Configurations supported for Java 8

Requirement

Sub-Category Value

Operating
System

Oracle Linux Server release 5.3 up to 5.10 -

64 bit
Oracle Linux / Red Hat Enterprise Linux (x86-

64)

Oracle Linux Server release 6.0 and above -
64 bit

Note: Same versions of RHEL is supported

Oracle Solaris v5.10 Update 11 and above -

64 bit
Oracle Solaris (SPARC)/Solaris x86
Oracle Solaris v5.11 update 1 and above —

64 bit
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Requirement [Sub-Category Value

IBM AIX (POWERPC) AIX 6.1 (TL 09 and above) - 64 bit

Shell KORN Shell (KSH)

Note: If the OS is IBM AIX 6.1, configure the size parameter setting for “Large File Support”. Refer link
http://www-01.ibm.com/support/docview.wss?uid=isg3T1000290 for more details.

If the operating system is RHEL, install the package Isb_release using one of the following commands by
logging in as root user:

= yum install redhat-Isb-core

= yum install redhat-Isb

Oracle Linux / Red Hat Enterprise Linux Oracle Java Runtime Environment (JRE)

Oracle Solaris 1.8.x - 64 hit

Java Runtime

Environment g1 ax IBM AIX Runtime, Java Technology JRE

1.8.x - 64 bit
Oracle
Database e Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.3.0 +) - 64 bit RAC/
Server and Non-RAC with/ without partitioning option
Client e Oracle Database Server Enterprise Edition 12c Release 1 (12.1.0.1.0 +)- 64 bit RAC/

Non-RAC with/ without partitioning option
e Oracle Client 11g Release 2 (11.2.0.3.0+) - 64 bit
e Oracle Client 12c Release 1 (12.1.0.1.0+) - 64 bit
e Oracle 11g Release 2 (11.2.0.3+) JDBC driver (Oracle thin driver)
e Oracle 12C Release 1 (12.1.0.1+) JDBC driver (Oracle thin driver)

Note: Ensure that the following patches are applied:
e Oracle Server 12c, v12.1.0.1 — 17082699
e Oracle Server 12c, v12.1.0.2 - 19392604, 19649591

IAlso for latest information, refer http://support.oracle.com/, 12.1.0.2 Bundle Patches for
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Requirement

Sub-Category

Value

Engineered Systems and DB In-Memory - List of Fixes in each Bundle (Doc ID 1937782.1)

OLAP

Oracle Hyperion Essbase

V 11.1.2.1+ (Server and Client) with Oracle
11g Database

V 11.1.2.3+ (Server and Client) with Oracle
12c Database

Oracle OLAP

V 11.2.0.3+ with Oracle 11g Database
V 12.1.0.1+ with Oracle 12c Database

Note:

OLAP option.

Oracle Hyperion Essbase & Oracle OLAP is required only if you are using the OLAP feature of

OFSAAI. For Oracle OLAP, ensure that you have configured the Oracle Database server with

Web Server/
Web

Oracle Linux / Red Hat Enterprise Linux/ IBM
AIX Oracle Solaris

Oracle HTTP Server 11.1.1.1/ Apache HTTP
Server 2.2.x/ IBM HTTP Server

o Oracle WebLogic Server
12.1.3+ (64 bit)

o Apache Tomcat 8.0.x (64
bit)

Note:

Application IBM WebSphere 8.5.x (Full Profile) on
Server Java 8 is not available..
Note:
e  OFSAA Infrastructure web component deployment on Oracle WebLogic Server with
Oracle JRockit is not supported.
e For deployment on Oracle WebLogic Server 12.1.3+ (64 bit) with Java 8, download
and install patch 18729264 from http://support.oracle.com/
Desktop Operating System MS Windows 7/ Windows 8/ Windows 8.1
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Requirement [Sub-Category

Value

Requirements [growser

MS Internet Explorer 9, 10, 11(Compatibility
Mode) and 11 (Compatibility Mode)

Oracle Java plug-in 1.7.0+* (64- bit)

Turn off Pop-up blocker settings. For more
information, refer Internet Explorer Settings.

Office Tools

MS Office 2007/ 2010/2013

Adobe Acrobat Reader 8 or above

Screen Resolution

1024*768 or 1280*1024

Directory Services

Other

OFSAAI is qualified on both OPEN LDAP
2.2.29+ and Oracle Internet Directory v
11.1.1.3.0. However, it can be integrated with
other directory services software like MS

Active Directory.

Software
Note:

Configuration of Directory services software for OFSAAI installation is optional. For more
information on configuration, see Infrastructure LDAP Configuration.

Open LDAP needs to be installed on MS Windows Server machine only.

Note: To upgrade an existing OFSAA 8.0.x Java 7 instance to Java 8, refer Appendix O.

The following table shows the minimum software requirements for running OFS CRM Application

Pack on each machine.

Operating System Database Web Application Server Web Server
Oracle Linux 5.3 up to Oracle Oracle WebLogic Server |Oracle HTTP Server/
5.10/ 6.0 and above Database /Apache Tomcat Server  |Apache HTTP Server
Oracle Solaris 5.10/ Oracle Oracle WebLogic Server |Oracle HTTP Server/
5.11 Database /Apache Tomcat Server  |Apache HTTP Server
IBM AIX 6.1 Oracle IBM WebSphere IBM HTTP Server/
Database Application Server /Apache |Apache HTTP Server

Tomcat Server
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2.4 Verifying the System Environment

To verify if your system environment meets the minimum requirements for the installation,
a Pre-Install Check utility (Environment Check) is available within the Install Kit archive
file. This utility can also be obtained separately by contacting Oracle Support.

Though the system environment verification is an integral and automated part of the
installation of this software product, Oracle strongly recommends running this utility prior
to beginning the installation as part of your organization’s "Installation Readiness
Verification Process".

NOTE: For more details on download and usage of this utility, see Oracle Financial Services
Analytical Applications Infrastructure Environment Check Utility Guide given in the Related
Documents section.

2.5 Understanding Installation Modes

The following modes of installation are available for the OFS CRM Application Pack.

2.5.1 GUI Mode

This mode launches the product installation in a Graphical User Interface (GUI) Mode.
You need to enter the required information on various panels within the Ul in a user
interaction format at various stages.

Note: For more information on configuration required for GUI Mode installation, refer
Configuration for GUI Mode Installation.

2.5.2 Silent Mode

This mode mandates updating the installation configuration files with required details and
performs installation in a “Silent” non user interactive format.
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3 Preparing for Installation
This chapter provides necessary information to review before installing the OFS CRM
Pack v8.0.0.0.0.
This chapter includes the following topics:

= |nstaller and Installation Prerequisites

=  QObtaining the Software

= Common Installation Activities

Note: If you are installing an application pack on an environment, where another
application pack is already installed, you may sometimes get a warning message such as
"Object Already Exists". This message can be ignored.

3.1 Installer and Installation Prerequisites

The following table mentions the list of prerequisites required before beginning the
installation for OFS CRM Application Pack. The Installer/ Environment Check utility
notifies you if any requirements are not met.

Installer and Installation Prerequisites

Requirement Sub-Category Expected Value

Java Settings PATH in _profile to be set to include the Java
Runtime Environment absolute path. The path
should include java version (java 7 or java 8) based
on the configuration.

Note: Ensure the absolute path to JRE/bin is set at

Environment Settings . i
the beginning of PATH variable.

For example,
PATH=/usr/java/jrel.7/bin:$0RACLE_ HOME
/bin:$PATH

Ensure no SYMBOLIC links to JAVA installation is
being set in the PATH variable.
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Requirement

Sub-Category

Expected Value

Oracle Database
Settings

TNS_ADMIN to be set in .profile pointing to
appropriate tnsnames.ora file

ORACLE_HOME to be set in .profile pointing to
appropriate Oracle Client installation

PATH in .profile to be set to include appropriate
$ORACLE_HOME/bin path.

Ensure to add an entry (with SID/ SERVICE NAME)
in the tnsnames.ora file on the OFSAA server.

Oracle Essbase
Settings

ARBORPATH,ESSBASEPATH, HYPERION_HOME
to be set in the .profile pointing to an

appropriate Oracle Essbase Client installation.

Note: These settings are required only if you want
to use Oracle Hyperion Essbase OLAP features.

OS/ File System
Settings

File Descriptor
Settings

Greater than 15000

Total Number of
Process Settings

Greater than 4096

Port Settings

Default port numbers to be enabled on the system
are 6500, 6501, 6505, 6507, 6509, 6510, 6666,
9999, and 10101.

-profile User to have 755 permission on the .profile file.
permissions

Installation A directory where the product files will be installed/
Directory copied.

Set 755 permission on this directory.

This directory needs to be set as FIC_HOME.

Staging Area/
Metadata
Repository

A directory to hold the application metadata artifacts
and additionally act as staging area for flat files.

The directory should exist on the same system as
the OFSAA Installation. This directory can be
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Requirement

Sub-Category

Expected Value

configured on different mount or under a different
user profile.

Set 777 permission on this directory.

Download
Directory

A directory where the product installer files will be
downloaded/ copied.

Set 755 permission on this directory.

OS Locale

e Linux: en_US.utf8
e AIX: EN_US.UTF-8
e Solaris: en_US.UTF-8

To check the locale installed, execute the following
command:

locale -a | grep -1 "en_US._utf"

Database Settings

Database
Instance Settings

NLS_CHARACTERSET to be AL32UTF8
NLS_LENGTH_SEMANTICS to be BYTE

OPEN CURSORS limit to be greater than 1000

Web Application
Server

WebSphere/
WebLogic/
Tomcat

Web Application Server should be installed and
profile /Jdomain created.

You will be prompted to enter the WebSphere
Profile path or WebLogic Domain path or Tomcat
Deployment path during OFSAAI installation.

Note: Refer Appendix A for WebSphere Profile
Creation and WebLogic Domain Creation.

For deployment on Oracle WebLogic Server 12.1.3+
(64 bit) with Java 8, download and install patch
18729264 from https://support.oracle.com.

Web Server

Apache HTTP
Server/

Oracle HTTP
Server/

IBM HTTP Server

This is an optional requirement.

HTTP Server Installation to be present.

You will be required to enter the Web Server IP/
Hostname and Port details during installation.

Oracle Financial Services Software Confidential - Restricted

17 ORACLE



https://support.oracle.com/epmos/faces/MosIndex.jspx?_afrLoop=439104271525723&_afrWindowMode=0&_adf.ctrl-state=cbhuq6m2p_9

Requirement Sub-Category Expected Value

Note: Refer Appendix A for Web Server installation.

Others Oracle R/ Oracle | This is an optional requirement.
R Enterprise

OFSAA For installation on Java 8, login to
https://support.oracle.com/ and search for 21160684
under the Patches & Updates tab. This is applicable
only when you have installed 8.0.0.0.0 OFSAAI
pack and not required for 8.0.0.1.0.

For installation of this release on an existing OFSAA
instance where the underlying OFSAA Infrastructure
(OFS AAI) version is upgraded to version 8.0.1.0.0,
login to https://support.oracle.com/ and search for
21133780 under the Patches and Updates tab.

For installation of this release on an existing OFSAA
instance where the underlying OFSAA Infrastructure
(OFS AAI) version is upgraded to version 8.0.2.0.0,
login to https://support.oracle.com/ and search for
21657319 under the Patches and Updates tab.

Note: Ensure that the tablespace(s) used for the database user(s) is set to AUTOEXTEND ON.

3.2 Obtaining the Software

This release of OFS CRM Application Pack v8.0.0.0.0 can be downloaded from the Oracle
Software Delivery Cloud (https://edelivery.oracle.com). You need to have a valid

Oracle account in order to download the software.

3.3 Common Installation Tasks

The following are the common pre-installation activities that you need to carry out before
installing the OFS CRM Application Pack.

This section includes the following topics:

=  Configuration for GUI Mode Installation

= |dentifying the Installation, Download and Metadata Repository Directories
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= Download and copy the OFS CRM Application Pack Installer

= Copying and Extracting the Software

=  Setting up the Web Server/ Web Application Server

3.3.1 Configuration for GUI Mode Installation

To install OFS CRM Application Pack in GUI mode, you need to ensure the below
software and configurations are available:

» [nstall and configure any PC X Server software such as Open Text Exceed (formerly
Hummingbird Exceed) on the user desktop system from which the installation is
triggered.

= Configure DISPLAY variable in the user .profile.

= Ensure to set the DISPLAY variable on the system on which the OFSAA will be
installed, to point to the user desktop system where the PC X Server software has
been installed.

Syntax:
export DISPLAY=hostname:n.nl

Where, hostname is the IP Address/ Host Name of the user desktop system and n is
the sequence number (usually 0).

For example, 10.11.12.13:0.0 or myhostname:0.0

3.3.2 Identifying the Installation, Download and Metadata Repository Directories

For installation of any OFSAA Application Pack, the below folders/ directories required to
be created.

= OFSAA Download Directory (Optional) - Create a download directory and copy the
OFSAA Application Pack Installer File (Archive). This is the directory where the
downloaded installer/ patches can be copied.

= OFSAA Installation Directory (Mandatory) — Create an installation directory. This is
the directory where the installer installs or copies the product files. FIC_HOME
variable to be set in the . profi le pointing to this OFSAA Installation Directory.

= OFSAA Staging/ Metadata Repository Directory (Mandatory) — Create a Staging/
Metadata Repository Directory. This is the directory where you should copy data
loading files, save data extracts and so on. Additionally, this folder also maintains the
OFSAA metadata artifacts. This is commonly referred as "FTPSHARE".

NOTE: Ensure the user permission is set to 755 on the Installation and Download Directory.
Ensure the user permission is set to 777 on the Staging Directory.
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3.3.3 Download and copy the OFS CRM Application Pack Installer

To download and copy the OFS CRM Applications Pack Installer, follow these steps:

* To download the OFS CRM Application Pack, you need to login to the Oracle
Software Delivery Cloud (https://edelivery.oracle.com). You need to have a valid
Oracle account in order to download the software.

= Copy the downloaded installer archive to the Download Directory (in Binary mode)
on the setup identified for OFSAA installation.

3.3.4 Copying and Extracting the Software

Once you obtain the installer, copy the installer (in BINARY mode) to the system on which
the OFSAA Infrastructure components will be installed.

NOTE: You must be logged in to the UNIX operating system as a non-root user.

1. Download the unzip utility (OS specific) unzip_<os>.Z and copy it in Binary
mode to the directory that is included in your PATH variable. If you already have
the unzip utility to extract the contents of the downloaded archive, skip to the
next step.

2. Uncompress the unzip installer file using the command:

uncompress unzip_<os>.Z

NOTE: In case you notice an error message "uncompress: not found [No such file or directory]"
when the package is not installed, contact your UNIX administrator.

3. Give EXECUTE permission to the file using the command:
chmod 751 unzip_<os>
For example, chmod 751 unzip_sparc

4. Extract the contents of the Oracle Financial Services Credit Risk Management
Application Pack 8.0.0.0.0 to Download Directory installer archive file using the
following command:

unzip OFS_CRM_PACK.zip

NOTE: DO NOT rename the Application Pack installer folder name on extraction from the
archive.

5. Copy the below file to the installer folder in Text mode. Provide execute
privileges and execute the file to remove the "M characters.
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https://edelivery.oracle.com/

ctrlRemove.sh

6. Give EXECUTE permission to the installer script. Navigate to the Download
Directory and execute the command:

chmod —R 755 OFS_CRM_PACK

3.3.5 Setting up the Web Application Server

For setting up the environment based on your selected Web Application Server, refer to
Appendix A for more information.
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swvijaya
Sticky Note
Marked set by swvijaya


echo "CTRL characters removal started ..." 	

	# Function to Remove the ^M characters.

	function RemoveCTRL  { 

		for i in `find . -name "$1" -print`

		do 

			if [ -f $i ] ; then

				tr <"$i" >"$i.bhn" -d '\r'

				mv "$i.bhn" "$i"

				chmod 750 "$i"

			fi

		done

		return

	}

	

	# Call the Function 

	RemoveCTRL "*.sh" 

	RemoveCTRL "*.xml" 

	RemoveCTRL "*.XML" 

	RemoveCTRL "*.props" 

	RemoveCTRL "*.properties" 

	RemoveCTRL "*.cfg" 

	RemoveCTRL "*.conf" 

	RemoveCTRL "*.sql" 	

	

	for namewith1 in `find . -name "*.bhn" -print` 

	do 

		rm -fR "$namewith1" 

	done	

	echo "CTRL characters removal over ..."

swvijaya
File Attachment
ctrlRemove.sh


4 Installing OFS Credit Risk Management Application Pack
Follow the instructions in this chapter to install the OFS CRM pack depending on the
mode of installation.

This chapter includes the following sections:

= Schema Creator Utility

=  Configuring and Executing the Schema Creator Utility

= |nstalling the OFS CRM Application Pack Installer

4.1 Schema creator utility

Creating database users/ schemas is one of the primary steps in the complete OFSAA
installation. This release of OFSAA provides a utility to quickly get started with the OFSAA
8.0 installation by allowing easier and faster creation of database User(s)/ Schema(s),
assign the necessary GRANT(s) and so on. Additionally, it also creates the required
database objects in these schemas.

This section includes the following topics:

= About Schema Creator utility

= Execution Modes in Schema Creator Utility

= Execution Options in Schema Creator Utility

4.1.1 About Schema Creator Utility

The schema creator utility should be configured and executed mandatorily every time prior
to installation of any OFSAA Application Pack.

The following are the types of schemas that can be configured in the OFSAA:

= CONFIG — Denotes the unique OFSAA setup configuration schema. It contains
entities and other objects required for OFSAA setup information.

NOTE: There can be only one CONFIG schema per OFSAA instance.

=  ATOMIC - Denotes the schema that contains the data model entities. One ATOMIC
schema is attached to one Information Domain.

NOTE: There can be multiple ATOMIC schemas per OFSAA Instance, and an Information
Domain can have only one ATOMIC schema.

=  SANDBOX — Denotes the schema that contains the data for all Sandbox executions.
One SANDBOX schema is attached to one Sandbox Information Domain.
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NOTE: There can be multiple SANDBOX schemas per OFSAA Instance and a Sandbox
Information Domain can have only one SANDBOX schema.

= ADDON - Denotes any additional schema used by the OFSAA Applications.

4.1.2 Execution Modes in Schema Creator Utility

The Schema Configuration Utility supports the following modes of execution:

e Online Mode: In the Online mode, the utility connects to the database and
executes the DDLs for Users, Objects and Grants. If you have the SYSDBA
privileges you can execute the Schema Creator Utility in Online mode and
thereby create the Users, Objects and Grants during the execution process.

NOTE: To execute the utility in Online mode, you need to connect as “<User> AS SYSDBA”".

o Offline Mode: In the Offline mode, the utility generates SQL script with all the
required DDLs for Users, Objects and Grants. This script needs to be executed
by the DBA on the appropriate database identified for OFSAA usage. If you do
not have the SYSDBA privileges, you can execute the Schema Creator Utility in
Offline mode and generate the script file that contains the Schemas, Objects
and Grants, information. Subsequently, a SYSDBA user can execute the script
file manually.

NOTE: 1. To execute the utility in Offline mode, you need to connect as any user with below
grants(alternatively, you can also connect as a user with SYSDBA privileges):
SELECT ON DBA_ROLES
SELECT ON DBA_USERS
SELECT ON DBA_DIRECTORIES
SELECT ON DBA_TABLESPACES
CREATE SESSION
For more details refer, Executing the Schema Creator Utility in Offline Mode
2. If there are any errors during the script execution, reconfigure the
OFS_CRM_SCHEMA_IN. XML file and execute the utility. This regenerates the scripts with
corrected information. For more information, refer Configuring and Executing the Schema

Creator Utility.

NOTE: Do not modify the OFS_CRM_SCHEMA_OUT . XML file generated after the execution of
this utility.

4.1.3 Execution Options in Schema Creator Utility

Depending on the option you choose to run the OFSAA Application Pack Installer, you
need to choose the schema creator utility execution option. To run the OFSAA Application
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Pack installer in SILENT mode, it is mandatory to execute the schema creator utility with —
S option.

Note: If the schema creator utility is executed without the option —s, it is mandatory to run the
OFSAA Application Pack Installer in GUI mode.

4.2 Configuring and Executing the Schema Creator Utility

This section includes the following topics:

= Prerequisites

=  Configuring the Schema Creator Utility

= Executing the Schema Creator Utility

4.2.1 Prerequisites

The following prerequisites must be ensured before configuring the Schema Creator
Utility:

= You must have the Oracle User ID/Password with SYSDBA privileges (not
applicable for offline mode).

= You must have the JDBC Connection URL for RAC/Non RAC database.

= You must have the HOSTNAME/IP of the server on which OFSAA is getting
installed.

= |tis recommended to set the PGA_AGGREGATE_LIMIT database-parameter value
sufficiently, when Oracle 12c is installed.

= You must add a TNS entry before the installation.

NOTE: - If this release of the OFS CRM Application Pack version 8.0.0.0.0 is installed on an
OFSAA setup where the underlying OFSAA Infrastructure (OFS AAl) version is
upgraded to version 8.0.1.x.x, download and install the patch for schema creator utility
(Bug 20912588) by following the instructions in the Readme.txt packaged in it prior to
executing the utility.

- If this release of the OFS AAAI Application Pack version 8.0.0.0.0 is being installed
on an OFSAA setup where the underlying OFSAA Infrastructure (OFS AAI) version is
upgraded to version 8.0.2x.x, download and install the patch for schema creator utility
(Bug 21657319) by following the instructions in the Readme.txt packaged in it prior to
executing the utility.
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4.2.2 Configuring the Schema Creator Utility

To configure the Schema Creator Utility, follow these steps:
1. Log in to the system as non-root user.

2. Navigate to the following path: OFS_CRM_PACK/schema_creator/conf.
3. Editthe OFS_CRM_SCHEMA IN.xml file in a text editor.
4. Configure the elements as described in the Appendix L .

5. On successful execution of the utility, the entered passwords in the
OFS_CRM_SCHEMA_IN.xml file are nullified.

6. Save the OFS_CRM_SCHEMA_IN.xml file.

7. Navigate to BIN folder and run the schema creator utility.

NOTE: On successful execution of the utility, the entered passwords in the
OFS_CRM_SCHEMA _IN.xml file are nullified.

NOTE: If this release of the OFS CRM Application Pack version 8.0.0.0.0 is installed on an
OFSAA setup where the underlying OFSAA Infrastructure (OFS AAl) version is
upgraded to version 8.0.1.0.0+, download and install the patch for schema creator
utility (Bug 20912588) by following the instructions in the Readme.txt packaged in it
prior to executing the utility.

4.2.3 Executing the Schema Creator Utility

This section includes the following topics:

= Executing the Schema Creator Utility in Online Mode

= Executing the Schema Creator Utility in Offline Mode

= Executing the Schema Creator Utility with —s option

= Executing the Schema Creator Utility while Installing Subsequent Application Pack
Schema Creation

NOTE: If you intend to use Oracle OLAP feature, execute the below grant on all ATOMIC
schema(s) grant olap_user to &database_username

4.2.3.1 Executing the Schema Creator Utility in Online Mode

In Online Mode, the Schema Creator Utility will create all the Schemas, Schema Objects,
Tablespaces, Grants, and Roles in the database during the execution process.
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To execute the schema creator utility while creating the schemas for the application pack,
follow these steps:

1. Log in to the system as non-root user.
2. Navigate to the following folder path: OFS_CRM_PACK/schema_creator/bin/
3. Execute the following command.

./osc.sh

Note: For silent mode installation, execute the osc.sh file using the following
command: ./osc.sh -s

4. The following message is displayed: You have chosen ONLINE mode. Triggering
the utility in ONLINE mode will execute the DDLs directly on the Database. Do
you wish to proceed? (Y/y or N/n).

5. Enter Yly to proceed.

6. Enter the DB Username with SYSDBA Privileges.
For example: SYS as SYSDBA.

7. Enter the User Password.

8. The console runs the initial validation checks and then displays the following
message: You have chosen to install this Application Pack on <Name of the
Atomic Schema>ATOMIC schema. Do you want to proceed? (Y/N).

You have chosen to install this Application Pack on <Name of the Infodom>. Do
you want to proceed? (Y/N).

9. Enter Yly to start the schema creation.
Or

Enter N/n if you want to quit executing the schema creation.
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10. Make TNS entries for the created users in TNSNAMES.ORA. For details, see

Add TNS Entries in TNSNAMES.ORA file.

NOTE: On successful execution of schema creator utility, the console displays the following
status message:
Schema Creator executed successfully. Please proceed with the installation.

Refer log file in OFS_CRM_PACK/schema_creator/logs folder for execution status. In
case of any errors, contact Oracle Support.

4.2.3.2 Executing the Schema Creator Utility in Offline Mode

In Offline Mode, the Schema Creator Utility will create an output in SQL file format. This
script has to be executed manually by logging as database user with SYSDBA privileges.
The SQL file will contain the scripts for creation of Schemas, Schema Objects,
Tablespaces, Grants, and Roles.

Prerequisites:

To execute the utility in Offline mode, you need to connect as any user with below grants
(alternatively, you can also connect as a user with SYSDBA privileges):

« SELECT ON DBA_ROLES
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« SELECT ON DBA_USERS

» SELECT ON DBA_DIRECTORIES
» SELECT ON DBA_TABLESPACES
» CREATE SESSION

Note: Explicit Grants to the user are required. Grants assigned through Roles are not
supported.

To execute the schema creator utility in the offline mode, follow these steps:
1. Log in to the system as non-root user.
2. Navigate to the following path: OFS_CRM_PACK/schema_creator/bin
3. Execute the osc.sh file using the following command:
./osc.sh —o

Note: For silent mode installation, execute the osc.sh file using the following
command: ./osc.sh -s

4. The following message is displayed:
You have chosen OFFLINE mode. Triggering the utility in OFFLINE mode will
generate the script. Do you wish to proceed? (Y/y or N/n).

5. Enter Yly to proceed.
6. Enter the DB Username with SELECT privileges.

7. Enter the User Password.

8. The console runs the initial validation checks and displays the following
message:
You have chosen to install this Application Pack on <Name of the Atomic
Schema>ATOMIC schema. Do you want to proceed? (Y/N).
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You have chosen to install this Application Pack on <Name of the Infodom>. Do
you want to proceed? (Y/N).
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9. Enter Yly to start the script generation.

Or

Enter N/n if you want to quit the script generation.

NOTE: On successful execution of schema creator utility, the console displays the following
status message:
Schema Creator executed successfully. Please execute
scratch/ofsaaapp/0OFS_CRM_PACK/schema_creator/sysdba_output_scripts.sq
I before proceeding with the installation.

10. Navigate to the directory: OFS_CRM_PACK/schema_creator.

11. Login to SQLPLUS with a user having SYSDBA Privileges.

12. Execute the sysdba_output_scripts.sql file using the following command:

SQL>@sysdba_output_scripts.sql

Alternatively, you can copy the sysdba_output_scripts.sql file and
SQLScripts folder to a remote server and execute
sysdba_output_scripts.sql file, after providing appropriate execute
permissions.

NOTE: Refer log sysdba_output_scripts.log file for execution status. In case of any
errors, contact Oracle Support. This log would be empty if there are no errors in the
execution.

13. Make TNS entries for the created users in TNSNAMES.ORA. For details, see
Add TNS Entries in TNSNAMES.ORA file.
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4.2.3.3 Executing the Schema Creator Utility with —s option

If you want to run the OFSAA Application Pack Installer in SILENT mode, it is mandatory
to execute the schema creator utility with —s option.

To execute the utility with —s option, follow these steps:

1. Edit the file
OFS_CRM_PACK/schema_creator/conf/0OFS_CRM_SCHEMA_ IN.xml in text
editor.

2. Set the value for attribute “INFODOM” of <SCHEMA> tag(s) to specify a specific
Information Domain name. By default, the value is empty and the utility will derive
the Information Domain name. If the attribute value is set, the utility/ installer will
configure the Information Domain against this <SCHEMA> .

3. Execute the utility with —s option.

For Example: ./osc.sh —s.
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4. Make TNS entries for the created users in TNSNAMES.ORA. For details, see

Add TNS Entries in TNSNAMES.ORA file.

NOTE: If the utility is executed without the —s option, it is mandatory to launch the OFSAA
Application Pack Installer in GUI mode.

NOTE: To execute the utility in OFFLINE mode with SILENT option, type. /osc.sh —0 —s.

4.2.3.4 Executing the Schema Creator Utility while Installing Subsequent Application
Pack Schema Creation

While executing the schema creator utility for subsequent Application Pack, you can
choose to install the pack either on the same Information Domain/ Atomic Schema or on a
new Information Domain/ Atomic Schema.

NOTE: OFS CRM Application Pack can be installed on any Information Domain/ Atomic
schema where any OFS Application Packs are installed other than OFS Behavior
Detection Application Pack or OFS Compliance Regulatory Reporting Application Pack

To execute the schema creator utility while installing OFS CRM Application Pack over an
existing Application pack, follow these steps:

1. Repeat the steps 1 to 8 from Executing the Schema Creator Utility section.

2. The utility identifies the Application Packs that are already installed on the
current OFSAA setup and displays the following on console:

» Atomic schema of the Existing Application Pack,
» Information Domain Name of the Existing Pack, and the
» List of Installed Application Packs
3. Enter Yly to start the schema creation.
Or

Enter N/n if you want to quit executing the schema creation.
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4. You can select the Atomic User, on which you want to install the Application
Pack.

NOTE: On successful execution of schema creator utility, the console displays the following
status message: Success. Please proceed with the installation.

NOTE: Refer log file in OFS_CRM_PACK/schema_creator/logs folder for execution status.
Refer log sysdba_output_scripts.log file for execution status, if executed in offline
mode. This log would be empty if there are no errors in the execution. In case of any
errors, contact Oracle Support.

5. Make TNS entries for the created users in TNSNAMES.ORA. For details, see
Add TNS Entries in TNSNAMES.ORA file.

Verifying the Log File
If schema creation is successful, the console would display an appropriate message. If the
schema creation runs into errors, do refer the log file.

<<OFSCRMAP Installer folder>>/<<OFS_CRM_PACK>>/schema_creator/logs/
<<OFS_CRM>>_osc_<timestamp>. log for further details.

You may contact Oracle support anytime for assistance.

4.3 Installing the OFS CRM Application Pack

Follow the instructions in this section to install the OFS CRM Application Pack depending
on the mode of installation.

This section includes the following topics:

=  GUI Mode Installation

= Silent Mode Installation

= Verifying the Log File

4.3.1 GUI Mode Installation

Note: Ensure you have followed the steps as mentioned in the Configuration for GUI Mode
Installation section prior to proceeding with the next steps.

1. Log in to the system as non-root user.

2. ldentify a directory for installation and set the same in the user .profile file as
below:

FIC_HOME=< OFSAA Installation Directory >

export FIC_HOME
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3. Execute the user .profile.

Note: Configure and execute the Schema Creator utility. For details, see

Configuring and Executing the Schema Creator Utility.

Note: Ensure to make a TNS entry for the new users created. For details, see Add

TNS Entries in TNSNAMES.ORA file.

4. Navigate to the path: OFS_CRM_PACK/bin.
5. Toinstall OFS CRM Application Pack on :

e For Java 7: Proceed with step 7.

e For Java 8: Edit the Verlnfo.txt file to modify the value for property
JAVA_VERSION to 1.8. Save the changes and proceed with step 7.

6. Run the installer in GUI Mode:
./setup.sh GUI

Refer the console for any errors during Pre-install checks.

¥ 1s . )
5 fentup,sh Gl
ICHME : Fserabehfof samueh
Envirorment chick utility started...
Jm '\-'ahd-mcﬂ Started |
Jova Found in 2 }mmc‘,:ﬂtl E.0_45/Din
JRVA Nersion Found © 1,6.0_45
JiA Bit Version and i Bd=bit
Java Yalidation Completed, Status : SUCCESS
Erwnrorneﬂl Varishles Validation Startsd |,
LE_HME ! /soratchiorscleforsclellss]ientproduct 11,2, 0/client 1
Tlﬁ ARIH @ Astrakehiorssleforaclellsel fent/product/ 11,2 0/ L fent_Linetwor k. adnin
Ewlrnn-mt 'm-:ables '-'a]:da.mn tapleted ] atus SIIEE'S‘S

05 specific Validabion Started .

Unix shell fourd 7 /binksh, Status © SUCCESS

Total file de.s:.r'1pturs L 'Sr..atus SUCCESS
Total ramber of process @ unlimited, Status @ SUCCESS
05 version © 5. Status ; SUCLESS

05 zpecific Yalidation Completed, Status 3 SUCCESS

DB specific Yalidation Started .

Dracle Client wersion @ 11,2,0_2,0, Status @ SCTESS

CREATE SESSION haz been grantsd to user, Status 3 SUCCESS

CREATE PROCEDNLRE has been granted to user, Status 3 SUCCESS

CREATE VIEW b been granted to user, Status @ SUDDESS

CREATE TRIGGER has been granted to user. Status @ SUCCESS

CREATE MATERIALIZED VIEW hat bewn granted to user. Status 1 SUCCESS
CREATE THELE hus been granted to user. Status @ SUCCESS

CREATE SEQUENCE has been granted to user, Status 3 SUCCESS

HLS_CHAPRCTERSET @ ALZAUTFR, Current value @ ALTZUTFE, Status @ SUDDESS
SELECT privilegs is granted For V_fparameter view, Currert value 3 SELECT, Status
Dpen cursor walue iz grester than 1000, Current walue @ 1200, Statu: + BICCESS

Startirg 1n=sta!illk-1un

Preparing to inetall,.

Extracting the JnsLaI.I..lt:lm resources from the installer archive...
[Conf iguring the installer For this systes’s environment, ..

Launching installer,..

SELECT privilese iz granted for Y_$nls_parameters wview. Current walue @ SELECT, Status

Dracle Database Partitioning feature is enabled. Current walue : Partitiored, Status :

SELECT privilege iz granmted For USER_TS_OUOTAS view, Current walue 3 SELECT, Status 3 ESS

S:hleﬂa ig granted with st lesst 500 ME tabls speca, Current valus @ 1,0737E+10, Status :
atle Server wersion Curvent value @ 11.2,0,2.0, Seatus 3 SUCCESS

IJB apec:h-: 'r'aima t‘wleted SJEEESS

Validating the Installation
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ORACLE’
FINANCIAL SERVICES

Copyright @ 1993, 2015, Oracle and/or its affiliates. All rights reserved.

Initialization

pack install

‘Welcome to the OFSAA Application Pack Installation
“This progeam will guide you through the installation of OFSAA Application Pack
Copyrignt @ 1993, 2014, Oracle and / or A5 afilites. All ights reserved.
This sofiware and related documentation are provided under a license agreement containing restrictions on use and disclosure and are protected by intellectual property laws. Except as

EXPrEsshy PEMATED In YOUr HCENSE AGrERmen or allowed By 1w, YOU My 10T USE, CORY, FERIOOUCE, Iranslate, DROAdCas, Modily, license, Transmit, disiribute, exhioi, perform, publish o
display any pan, in anyform, or by any means. Reverse engineering, disassembiy, or decompilation of this software, uniess required by law for interoperability, is prohibited

‘The infaremation contained herein is subject 1o change withoul notice and is ROt warranied ta be error-free. If you find any emors, please repon her 1o us in wiiting,

If this software or retated documentation is delivered 10 the U.S. Government or amane licensing it on bahalf of the US. Government, the following notice is applicable:

U5, GOVERNMENT END USERS: Oracle programs, including ary operating system, integrated software, army programs installed on the hardware, andjor documentation, delivered to U S
Government end users ars “commercial computer software” pursuant 1o the appiicable Federal Acguisition Regulation and sgency-speciiic supplemental reguiations. As such, use, duplication,

disclosure, modification, and adaptation of the programs, including any operaling system, iegrated software, any programs installed on the hardware, and/or documentation, shall be subject
10 license terms and license restrictions applicable to the programs. Mo other rights are granted 1o the U'S. Government

This software or harcware is developed for general use in a variety of information management applications. I is not developed or imended for use in ay inherently dangerous applications,
inchucing apRiications that may create a risk of personal injury. i YoU use this software or hardware in dangerous spplications, then you shall be respansinle to take all appropriate fail-safe,
backup, redundancy, and oiher measures to ensure Its safe use. Oracle Corporation and As affiiates disclaim any iabilfty fer any damages caused by use of this software or hardware In
TARGErOUS ABPICAIONS.

This software ar harcware and documentation may prewide access 1o o information on content, products, and services from third parties. Oracle Corporation and s affiiates are no
respansiDl for and expresshy disckaim 4l warraMies of arm kind with respect 10 thirti-panty CONEN, DFOGUCTS, and serices. Oracle Corporation and s afiiates will not b resgonsible for any
loss, costs, or damages incurred due 10 your a<cess 10 or use of third-party content, Producs, or serces.

ORACLE
FINANCIAL SERVICES

) 36Eapt e 17w of e Licanse Agresm ant

£ HO Aceeptihe torm s o e Lcamse Agracment

License Agreement

7. Select | accept the terms of the License Agreement option.

8. Click Next. The Application Pack details are displayed:
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i pack install

D Pretnsiall Sewp Application Pack 1D : OFS_CRM_PACK. ORACLE"

i Application Pack Name :  Finandial Services Credit Risk Management Applications Pack T FINANCIAL SERVICES
Application Fack Version : 8.0.0.0.0 FLssELis

The following praducts are available in this application pack:

[ Finandial Services Analytical Applications infrastrucure

W] Finandial Services Credit Risk Management

ORACLE
FINANCIAL SERVICES

Application Pack Details

Financial Services Credit Risk Management]

Brovious

9. Select the product to enable for which you have already obtained license.

10. Click Next. The License Agreement page is displayed.

Installation and use of Financial Services Credit Risk Pack Installer requi prance of the following license agreement:
OFSAA APPLICATION PACK, LICENSE AGREEMENT

required

Pack that require this product 1o be enabled and configured.

However, progucts can only be enabled at any |ater stage using the OFSAA Infrastructure “Manage Application Pack License” fealure.

Enabiing a product within a Appiication Pack autamaticalty impiies you agree with this license agreement and the respective terms and canditians.

ORACLE
FINANCIAL SERVICES

® | acouptna rms of e Ucenss Agream:
166 MO aceapt o erms of e Lo A

OFSCRM License Agreement

11. Select | accept the terms of the License Agreement option.

12. Click Next. The Pre Installation Summary page is displayed.

Financial Services Credit Risk Management Applications Pack

Orale Fingntial SEPices ANIMICal Applications (OFSAL) APRICANIon PACK is & group of OFSAA PROSUCIS BACKAged toGRher in 4 Single installer. ELCh ADpIication Pack A0Cresses Speeme
functional domaing via is products that are grouped together. The Oracle Financial Services Anahfical Applications Infrastructure (OF3 Adl) being the base infrastructure for deplayment of other
ofsaa producispplication Parks, is bundied wih each Appiication Pack With every ipplication Pack installation, the OFSAA Infrastructure product would be checked for and installed if

Oracle Financial Services Enterprise Modeling {OFS AAM) product s a separately licensable product and would not be enabled unless it has been licensed, Oracle Financial Services Enterprise
Modteling (OF5 ASA) product is only pan of the Oracle Financial Services Advanced Anaiics Infrastructure Pack and specfic OFSAS Application Packs that require the acvanced anahaical
features of this pracuct. Oracke financial Servces Enterprise Modeling (OF5 gets selecting any of the ofsaa products within 2 specific Application

Mulliple products being prouped together under a Application Pack, mandate Installation and configuration of these products by default, However, during the Appiication Pack Installation,
BAsEA on 1he BroGUNS Thin 4Rt Baing SeIRCR, It would D&t £nabIEd and would be IICEnSEd for. It i IMDOMAN 10 AOLE That Prodlcts once SelCied (enabled) cannot be disabled ol 4 ler stage.

| [_tien

[Brevious
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B E

Piease review the following before continuing:

i preinstall Setp

Application Pack 1D
OFS.CRM_PACK

Application Pack Name
Financial Services Credit Risk Management Applications Pack

Application Pack Version
£.0.0.00

Below products are selected to be enabled:

Financial Services Analytical Applications Infrastructure
Financial Services Cradit Risk Management

ORACLE'
FIANCIAL SERVICES

[Brevious Mext

Pre Installation Summary

13. Click Next. The Manage Information Domain page is displayed.

! mai
G Preinstall Sewp Credn Risk. o RM PRODUCTION Executians

PRODUCTION dev_ermal

ORACLE
FINANCIAL SERVICES

Information Domain

14. The default Information Domain Name for this Application Pack is OFSCRMINFO.
Double-click to edit the Information Domain Name, if it is a new Information

domain and you wish to change the name of the information domain name.

15. Click Next.
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W packinatall ——— T

&9 Prainstall Setup

License Agreement

Welcome 1o the OFSAM Installation
any hiability for any damages caused by use of this -
software or hardware in dangerous applications.

This software or hardware and documentation may
provide access to or information on content,
products, and services from third parties. Gracle
Carporation and its affiliates are not responsible for
and exprassiy disclaim all warranties of any kind pment.,
with respect to third-party content, products, and
services. Oracle Corporation and its affiliates will not

be responsible for any 1055, Costs, or damages "f‘
incurred due 1o your access to or use of third-party
content, products, or services. =

FINANCIAL SERVICES

ORACLE
FIVANCAL SERVICES

OFSAA App Pack License Agreement

16. Select | accept the terms of the License Agreement option.

17. Click Next. The following page is displayed.

(5 iOFSAAInﬁashucm e =R )

License Details

= License

() Preinstall Setup Product Name:

() Installation.. OFSAAlInfrastructure

(2 Install Complete Version
2.0.0.0.0

Operating System
Linux

Relational Database
Qracle

Licensed Locale

ORACLE’ en_US
FINANCIAL SERVICES

Installamawher

License Details

18. Click Next. The User Installation Directory window is displayed. Enter the
installation directory path. This is the directory you have set in the user .profile
file in step 2.
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| User Installation Directory
fseratehjolsaaweb

ORACLE
FIANCIAL SERVICES

Cancal Help Previous haxt

User Installation Directory

19. Click Next. OFSAA Infrastructure details are displayed in the following figure.
Enter the IP address or hostname of the OFSAAI server and Database server.

F | [Eter requested intarmation
D Preinsiall Setup
Mote: If the JDBC_URL is of RAC tyne then DB Server IP/Hostname field name should be Na

OFSAAI Server IP / Hostname :
10.184.143.12

Datahase Server IP { Hostname :
10.184.124.239

ORACLE
FINANCIAL SERVICES

Cancel Help Erevious Bext

OFSAA Infrastructure Server Details

20. Click Next to view the Web Application Server details. The options are Tomcat,
WebSphere and WebLogic.
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= [EESEEE——)

Web Application Server

o) License Chaase the Web Application Server tae
=¥ Prelnstall Setup
() Installation .

(O Install Complete

® Tomcat
2 WebSphere
1 Weblogic

ORACLE’
FINANCIAL SERVICES

siglksiineny —————

Web Application Server Type

21. Select the web application server type and Click Next. Based on the selection,
corresponding screens are displayed.
For WebSphere: The WebSphere Setup Details window is displayed.
Enter the profile path (up to the Node Cell Name directory) of WebSphere.
The format is WebSphere path <WebSphere profile
directory>/installedApps/ <NodeCel IName>.
WebSphere Setup Details

W License (Enter WebSphere installation Path up 10 the Host name directory
For Ex - jdata2 flest)/WebSphere/AppServer /profiles ) <Profile_Na

B Preinstall Setup
me > finstalledApps/ < celiName >

[stratch/was7 /IBM fWebiSphere/AppServer/profiles [Profsa7 33|

e | e ]

Websphere setup Details

For Tomcat: The Absolute Tomcat Path window is displayed. Enter the Tomcat
deployment path (till /webapps) where the application will be deployed.
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Absolute Tomcat Path

Enter absalute Tomcat Installation path where Oracle Financial
=¥ Prelnstall Setup Services Anakgtical Applications Infrastructure is to be deployed.
Example:- fhomefdatalftomcat-7.0. 19 Mwebapps

(O Installation..
() Install Complete

License

,fscratch,fDfsaadb,fmmcatjwebapps|

oRrRACLE

FINANCIAL SERVICES

Tomcat Path

For WebLogic: The WebLogic Home window is displayed. Enter the WebLogic
home directory path, and click Next.

Weblogic Setup Details

Enter weblogic Domain Home
kD Preinstall Setup For Ex: /homejweblogic /Dea juser, projects/domains /mydoman

Weblogic Setup Details

22. Enter the OLAP details. Enter 1 if you want to configure OFSAAI OLAP feature,
using Oracle Hyperion Essbase. By default, O is displayed.
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= [E=SEERE)

of) License
= Prelnstall Setup
() Installatian. .

() Install Complete

ORACLE
FINANCIAL SERVICES

OLAP Details

MNote

1 = Enabled O=Disabled

It value iz 1 then ARBORPATH, HYPERION_HOME & ESSBASERPATH
wvariables should be set in . profile before installation.

CONFIGURE OF5AAI OLAP FEATURE :

0

OLAP Details

23. Click Next. The Web Server Details window is displayed.

0 OFSARInfrastructure

onteat name wil be used i yaur Application URL
ol i

B Freinsiall Setup

hitg < <Sendet part>
Example:~ hitp://10.80.50.206: 9080 myapp/login. jsp

isp

(] EMABLE HTTPS,

WEE SERVER PORT

7302

WEB APP SERVER IP
10.184.149 12

Context name for deplayment
CRM.APP

WEB LOCAL PATH
fseratchjofsaaweb/pshare

ORACLE'
FINANCIAL SERVICES

| Cancet || Heip

[ previous |

Web Server Details

niest

24. Enter the Web server details. Select Enable HTTPS checkbox if you want to
configure HTTPS for the OFSAA application. Also, enter the Web Server (HTTP
Server) Port, Web Server IP Address, Context name for deployment and Local
path to any folder on the Web Application Server (Tomcat/ WebSphere/

WebLogic).

25. Click Next. The Database Details window is displayed.
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[reoTE:

|Specifythe Database user rame which is the user created for confiquration diarabase schema. For example: configuser

Specify the Database driver path as <ORACLE.HOME> /jdbc/lib where <ORACLE.HOME> should be replaced with ORACLE_HOME value.
The ABSOLUTE DRIVER PATH refers to e JDBC driver fies pain

ORACLE SID / SERVICE. NAME :
ORCL

JOBC URL:
idbc oracle thin @10, 184 134 239 1521 0RCL

CONFIG SCHEMA USER ID 1

dev.crmel

Oracie Configuration Schema Password

srssaniee

ABSOLUTE DRIVER PATH ;

JSCraIch/oracte foracie 110cIIen product 1 1.2 0fchent_ 1/jabe /i

Restora Default Ik 'Zh%ase_ |
ORACLE
FINANCIAL SERVICES
Cancel kielp prevous | [ mext |

Database Details

26. Enter Oracle SID/Service Name, JDBC URL, Configuration Schema User 1D and
Password, and Absolute Driver Path.

The JDBC URL, Configuration Schema User ID, Oracle Configuration Schema
Password, and Absolute Driver Path are auto-populated.

Note: Absolute Driver Path can be the path where Oracle DB client is installed or JDBC driver is
installed. For example,
/scratch/oracle/app/oracle/product/11.2.0/client_1/jdbc/lib

27. Click Next. The Ports Configuration window is displayed.

i OF SARSrdrastabure

Java Pent
()

sative Past

Agem Post
€510
1CC Server Far
6507
1CC Mathe FarL
B508

ORACLE
FINANCIAL SERVICES

Ports Configuration
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28. The Java Port, Native Port, Agent Port, ICC Server Port, and ICC Native Ports
are auto-populated using default ports. You can also modify the Ports settings.

29. Click Next. The Ports Configuration window is displayed.

.....

nnnnnnn

ORACLE
ANANCUAL SERVIES

Ports Configuration

30. The OLAP Port, Message Server Port, Router Port and AM Port details are auto-
populated using default ports. You can also modify the Ports settings.

31. Click Next. The Default Infrastructure Administrator and Authorizer User
Password window is displayed.

i RS ARI st

.........................

password fer default Infrastroriuse 2

SYRADMN

e T detaull Infrastructues authorizer uset SYSAUTH :

Piease re-enter passwoad for defash Infrasircture ael hasizer user SYSAUTH 1

ORACLE
FINANCIAL SERVICES

Administrator and Authorizer User Password

32. Enter the passwords for default System Administrator and System Authorizer
users.

33. Click Next. The SFTP Details window is displayed.
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SFTP Details

o License Note -
=¥ Prelnstall Setup For enable SFTP : If walue is 1 then SFTP will be enabled . If value is

() Installation 0 then FTP will be enabled

Install Complete

ENABLE SFTP:
[1

FILE TRANSFER PORT :
[22

ORACLE’
FINANCIAL SERVICES

Installamawhere

SFTP Details

34. Enter 1 to enable SFTP or 0 to enable FTP. Enable SFTP and File Transfer Port
details are auto-populated using default ports.

Note: Ensure the system on which the OFSAA Infrastructure is being installed, has either FTP/
SFTP enabled. You can also modify the SFTP settings.

35. Enter the port to be used for file transfer.

36. Click Next.

FIPSHARE PATH

OFSAAI Pre Installation Details

37. Enter the path of the FTPSHARE directory and the User Id and password for
OFSAAI Server. This is same as the OFSAA Staging/ Metadata Repository
Directory.FTP/SFTP User ID and Password for FTPSHARE Directory access.
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Note: The transfer of data (files) between the OFSAAI Server and the Web Application Server
happens over FTP/ SFTP. Ensure the necessary host configurations are made for a successful
handshake.

38. Click Next. The Pre Installation Summary window is displayed.

Pheass review the Tellowing hetere continuing

Product Name:
OFSAAInfrastrusry

Version
BO000

Installation Falder
Fscranchfofsaawen

Required Space
950 MagaByrer

Available Space
46377 MagaBytes

Selected Locale
en LS ustE

Warnings
Nane

Cangal Erivisus yesan

OFSAAI Pre Install Details

39. Click Install. The Installing OFSAA Infrastructure window is displayed.
Installing OFSAAInfrastructure

o License
& Preinstall Setup
&3 Installatian..

(O Install Complete

O

ORACLE’ Installation is in progress...

—_— This process may take several minutes. Please Wait.
FINANCIAL SERVICES

Extracting duplicates...

InstallAmavhere

Cancel

Installing OFSAAI Infrastructure
Anytime during the installation you can click Cancel to stop the installation.
Once completed, the Installation Summary screen is displayed.
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NSTALLATION SUMMARY.

CRM PACKJOFS, AM/l0gs/OFSAMSIO14, 11,27,02,33, 14.log andl jscrmchfofsamwen | OFSAMTrasirucrure insall log, for more

ORACLE
FINANCIAL SERVKES

OFSAAI Installation Summary

The Summary screen displays the number of Fatal Errors, Errors, Debug
Statements, Information, and Warnings along with the location of log files.

40. Click Next. The Installation Complete window is displayed.

Congranutations! Orack Financial Services Snaivical ACoR s IMTASTUCILNE has been SuCCessfuly fataled

Bk on "Done” to exe The nstaller. Pheate da nan chase the console Post Ingall acthates wil b perfommed in consale

ORACLE
FINANCIAL SERVICES

OFSAAI Installation Complete

Note: If the installation is successful with some warnings, you can navigate to the installation log
for more details and address them.

41. Click Done. You have successfully installed the OFS AAI Application Pack.

Upon invoking the installer, the Introduction screen is displayed with the
prerequisites for installation. Ensure that all the prerequisites are met before
you proceed with the installation.

42. The Checking OFSAA Service screen is displayed.
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Note: This step verifies the OFSAA services startup. In case of errors during
services check, an appropriate error message is displayed.

Fleasew ; Chiecking OFSAA Sendce st system. This miy Lake 3 moment...

ORACLE

FINANCIAL SERVICES

Checking OFSAAI Services

43. After checking the OFSAA services, installation proceeds with the Application
Pack Installation. The Installing Financial Services Advanced Analytics
Infrastructure Pack screen is displayed.

Please Wait

P Prelnstall Setup

* a Installing Financial Services Advanced Anahyics Infrasiruciure Pack _ $ M3y Lake 2 moment..
[ ]

ORACLE %
FIANCIAL SERVIES

Installing OFSAAI Screen

44, Click Next, to start solution setup.
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% Solution Setup

¥ Infroduction This user interface will guide you through the solution selup Before proceeding
with 1he instaliation, you must ansune Thie following

- The Oracle Financial Services Anahaical Applicatkons Infrastnicture (OFSAAN
Frisl bnit installed and configured on The maching

- The FICserver ts running &nd all other OFSAAl servers are shut down prior fo
SUArT Of thi salution installation

- Please ensure the OFSAA version ks 8.0.0.000

Mt A1 @y paint if you wish 1o @dit prevoushy entéred nformaion, vou may
accass the previous soreens by clicking on 1he Previous Button.

ORACLE’

FINAMNCIAL SERVICES

Solution Setup Introduction

45. Choose the log mode for this installer. If Debug is selected, the Passwords will
be printed in the log file. Click Next.

3 Solution Setup =] E3

off Introdiuction Flease select the Log Mode required for this Installation.
= Pre-Install Configuration
MNote:

O Pre-Install Summary If wou select Debug mode, the passwords will be printed in the log file. The log
() Installing... Tile will be written in the path specified in the log4j.xml file of the installer.

[ Install Complete

® Debug
) General

ORACLE’

FINANCIAL SERVICES

Log Mode

46. Enter the Data Management Segment, Tablespace, Application Server ftpshare
log path and Database server ftpshare log path in the Information domain
screen, and click Next.
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3 solution Setup =] 3

o) Introduction Pleaze enter the following to create a new information domain
=¥ Pre-Install Configuration
() Pre-Install Summary

() Installing. .

() Install Camplete

Credit Risk Management Segment
| oFscrRMsEG

Application Server ftipshare log path
| Jscratchfofsaaweb ffipshare /S OFSCRMINFO flogs

Database Server ftpshare log path
| Jscratchyofsaaweb /ftpshare/ f fOFSCRMIMFOflogs

ORACLE

FINANCIAL SERVICES

Pre-Setup Information

47. Verify the details, and click Next.

Pre-Infadom Creation Summary

A, Fieate review the fallowing hefere comtinuing:

i Pru-inmiat Configurmtion

Information Domain Marme
CESCRMINFG

Infodom Description
Information Dornain for OFS_CRM PRODUCTION executions

Apglication Schema User
dev crmal

Application Sehrma JDEC Ul
jdbcoraderhin@10,184.134, 238 152 LOREL

Infodom Schema Database Name

dev_crmal

Infodam Maintenance Application Server Log Path
1 1

Infodom Maintenance Database Server Log Path
iscrarehfofsaiw ek Mepshare/| [OFSCRMINFC 1ags

Erewus Hest

Pre-Infodom Creation Summary

48. Select Yes, If you want to perform model upload, and click Next.
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Pre-Setup Information

¥ ou want 1o perform Model Unisad, please S1am e FICSErver DEfore EFDCERONG 10 N1 STED

Do you want 1o perfeim Mudel upload 77
e

Mo, | Rirvw alreachy o &

ORACLE
FINANCIAL SERVKES

Model Upload Confirmation

49. Select the type of data model, and click Next.

Pre-Setup Information

I Do you wam to uptaad Released Data Model ar Customiz ed Diata Mosel 7

® Rateased Dara Mocel
Clstonized Dats Mode

ORACLE
FINANCIAL SERVICES

Data Model

If the option Customized Data Model was chosen, the following panel is
displayed prompting the user to select the customized data model located in
the machine.Choose the customized datamodel file from the server, and click
Next.

Note: Data model xml file should be available in the server.

In case the installation is being performed on an existing information domain, the data model that
is planned to be selected in this panel should be merged with the data model that was previously
uploaded in the information domain.

In case the installation is being performed on a new information domain, data model that is either
customized or merged with other data models can be selected in this panel.
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50. The following panel displays Pre-Model Upload Summary details. Verify the
summary details, and click Next.

HE
Pre-Model Upload Surmmary

T Poease seview e femaning before comsng:
i Fre-nssl Configaration

Information domain Mame
CFSCRMINFG

Diata Madel xomd path
Fscranchiofsaawen [ OFS_CRM_PACK/OFS_ CRM/DataMode!

Diata Model i file
CFS CRM_ Datamodelxml

ERwin somd Path

ORACLE
FINANCIAL SERVICES

Pre-Model Upload Summary

The following message is displayed: Please wait, solution setup is being
configured for your system. This may take a moment.

L8]
Please Wait

i Fre-nsl Configuraricn

Pheiie wait Sebstinmiates b being configeerd fos yess wyitem, Thit may tike & marsent

T
e —
= xewsswewe

ORACLE
FINANCIAL SERVICES

Please Wait

51. Select the ETL application/source, and click Next.
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-] £
Pre Setup Infarmation

B Do you want 1o create 3 mew ETL dpphicatien sourcs pals of ue the existing ane
# New application) saurce par
Exitting apobeaon jinrte par

ORACLE
FINANCIAL SERVICES

o

Cantal Htg Erevisus Bt

Solution Setup - Pre- Setup Information

52. Enter the ETL application details, and click Next.

[ 131
Pre-Setup Information

it ETL Application Desalls
b Fre-instail Contiguration Il o [
Dscrigaon | FAPS
ETLSTAGING Source Details
Hame STAGING
Descripaion | STAGING

ETL CR APF Details

Pame R
Descnpson | LA

ETL CR Source Dedails

Hama (X

ORACLE
FINANCIAL SERVICES

[—
Cancel Heip Ereviest thes

Solution Setup - Pre- Setup Information

53. The Pre-installation Summary window is displayed. Verify the details.
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AL B
Pre-Installation Summary

| Poease veview the Balliwing brfare contising:

PLATFORM
Dracly Financial Servcas Anahical Applicstions Infrastristure

PLATFORM VERSION
B0.0.0.0
PRODUCT NAME
Gracle Financial Service Credn Risk Management
PRODUCT VERSION
£0.00.0
IRFODOM NAME ENTERED
CFSCRMINFD
OFSAAI USER 1D ENTERED
SYSADMN
CONFIG SCHEMA USER,
dav_srmel
BAVA B
Fscratchjdk1.6.0_45 bin
Dhsk Space Information (for Installation Target:

Raquired: 45,613,696 bytes
Available; 47,403,831,296 bytes

Pre-Installation Summary

54. Click Install. The Installing OFSAA Infrastructure window is displayed. The
message Are you sure you wish to proceed with the installation? is displayed.

55. Click Yes, to proceed. The Installing Solution Setup screen is displayed.

[-[57]
Installing SalutionSetup

Installation is in progeess...
This process may Lake sevaral minutes, Plesen Wit

ORACLE
FINANCIAL SERVICES

Inuratsing. Execste Sy Ba N Back-Up File Detetion

Installing Solution Setup

56. Anytime during the installation you can click Cancel to stop the installation.
Once completed, the Installation Complete screen is displayed.
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Install Complete

InPRREN If COMEINE , A SOME WAPHNGE OCCUNTRG cluring I inIM Your infaleson 150 hax baen writlen 1o fAcranch (ol aswat[OFS_CRM_PACKCFS_CRM logs /0F5_CRM_instasatien log

Rane

Install Complete

57. Click Done. The following message is displayed: Please wait, pack_install is
being configured for your system. This may take a moment.

58. Click Next. The installation summary page is displayed.

INSTALLATION SUMMARY

piote:
Fiease see ihe insallation log Unger /SCralch {odsatwe, OFS, CRM  PACK flogs Pack. install 10
Hiaat 10 Gentiue.

€nek e

ORACLE

FINANCIAL SERVICES

Installation Summary
59. Click Next, to finish the installation. The Installation Complete screen is

displayed.
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(ORACLE
FIRANCIAL SERVICES

Install Complete

60. Click Done.

Note: The installation process continues on the console. Do not close the
console until the installation process is complete.

61. Post Install Health checks are displayed:

Post Install Checks

62. Perform steps mentioned in the Post Installation Configuration section.
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NOTE:

Download and install patch for Bug 21160684 if installing this release of the OFS CRM
Application Pack version 8.0.0.0.0 on Java 8.

4.3.2 Silent Mode Installation

In the Silent Mode Installation you must configure the product xml files and follow the
instructions in command prompt.

Follow the below steps for installing the OFS CRM Pack in SILENT mode:

1.
2.

Log in to the system as non-root user.

Identify a directory for installation and set the same in the user . profile file as

below:
FIC_HOME=< OFSAA Installation Directory >
export FIC_HOME

Execute the user .profile.

Navigate to OFS_CRM_PACK folder (installer folder).

Edit the OFS_CRM_PACK/conf/0FS_CRM_PACK.xml to enable the product licenses.
Update the attribute ENABLE=YES/NO in OFS_CRM_pack.xml for licensing the App
in the pack.

NOTE:

NOTE:

Refer Configuring OFS_CRM_PACK.XML for details on configuring this XML file.

Update OFS_CRM_PACK.XML, set the attribute “ENABLE=YES” of <APP_ID> tag for

applications to be enabled during installation. If any application has mentioned OFS_AAI as
PREREQ in the <APP_ID> tag, set the attribute “ENABLE=YES” for OFS_AAI. To install
CRM, ensure to enter "YES" in ENABLE tag for OFS_CRM/APP_ID, and ensure to enter
"YES" in ENABLE tag for OFS_AAI/APP_ID.

6. Edit the OFS_CRM_PACK/schema_creator/conf/0FS_CRM_SCHEMA IN.xml file
to set the appropriate attribute values. It is optional to include INFODOM = “<Infodom
Name>" in OFS_CRM_SCHEMA_IN.xml file. If not specified a default INFODOM
name is generated.
NOTE: Refer Configuring OFS_CRM_SCHEMA_IN.XML for details on configuring this XML
file.
NOTE: Ensure to make TNS entries for the created users in TNSNAMES.ORA. For details,

see Add TNS Entries in TNSNAMES.ORA file.

7.

Edit the OFS_CRM_PACK/OFS_AAI1/conf/0FSAAL_InstallConfig.xml file to set
the appropriate infrastructure installation attribute values.
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NOTE: This step can be ignored if an installation of OFSAA 8.0 already exists.
Refer Configuring OFSAAI_InstallConfig.xml for details on configuring this XML file.

8. Execute the schema creator utility with —s option.

NOTE: This step is mandatory and should be executed before every additional OFSAA
Application Pack installation.
Refer Executing the Schema Creator Utility for more details.

9. The installer folder contains a template file “Silent.template”
10. Create a copy of this file and rename the copy as “Silent.props”

11. Edit the file “Silent.props” and specify the parameters as per the requirements. For
details, see Silent.props.

12. On successful execution of the schema creator utility, navigate to
OFS_CRM_PACK/bin/ and execute the application pack installer with SILENT option.

13. To install OFS CRM Application Pack on :
= For Java 7: Proceed with step 14.

= For Java 8: Edit the Ver Info. txt file to modify the value for property JAVA _
VERSION to 1.8. Save the changes and proceed.

14. Execute ./setup.sh SILENT in the console.

15. Enter the Infrastructure FTP/SFTP password value, when prompted at the command
prompt.

Console Prompts User Inputs

Please enter Infrastructure | Enter the password to access Product Staging/Metadata
FTP/SFTP password repository directory in the application server.

Note: In case the prompt reads as below, enter the username/
password for accessing the product Staging/ Metadata
Repository FTPSHARE

16. Enter Always, when prompted to add host key fingerprint.
17. The OFSAAI License Agreement is displayed.
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18. To accept the License Agreement, enter Yly.
19. Enter the passwords for default Infrastructure administrator and authorizer users.

Console Prompts User Inputs

Please enter password for | Enter the password for the System Administrator.
default Infrastructure

administrator user

Please re-enter password Enter the same password again to confirm its validity.
for default Infrastructure
administrator user

Please enter password for | Enter the password for the System Authorizer.
default Infrastructure
authorizer user SYSAUTH

Please enter password for | Enter the same password again to confirm its validity.
default Infrastructure
authorizer user SYSAUTH

NOTE: SYSADMN and SYSAUTH are the two default OFSAAI administrative users created.
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NOTE: The installation process continues on the console. Do not close the console until the

installation process is complete.

20. The following message is displayed in the console
Installation completed...
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21. On completion of installation, refer the installation log files. For more information, refer
Verifying the Log Files.

22. Perform steps mentioned in the Post Installation Configuration section.

NOTE: Do not install the new applications in the same segment if the pre-installed applications
use Run management.
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4.3.3 Silent.props

Silent installation is achieved via a properties file [Silent.props] that must be updated with proper
values, before attempting to install using the silent mode. The following table lists all the properties

that need to be specified:

Property Name

Description of
Property

Permissible
values

Comments

LOG_MODE

Specify Log Mode

1 = Debug Mode
0= General Mode

Password will be

printed in the log file
Password will not be
printed in the log file.
Default is GENERAL

SEGMENT_1_CODE

Specify the Credit
Risk Management
Segment Code

User Input

APPFTP_LOG_PATH

Specify the Infodom
Maintenance log
path(to be created)
for the new Infodom
Please ignore if you
are doing installation
on an existing
information domain

User Input

DBFTP_LOG_PATH

Specify the Infodom
Maintenance log
path(to be created)
for the new Infodom
Please ignore if you
are doing installation
on an existing
information domain

User Input

UPLOAD_MODEL

Specify whether you
want to perform
Model Upload

0 = If you have
already performed
Model Upload and
want to skip
model upload
process

1 = If you want to
perform Model
Upload
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Property Name Description of Permissible Comments
Property values
MODEL_TYPE Specify whether you | 0 = If you want to
want to use the upload the
released datamodel released
or customized datamodel
datamodel for model | 1 = If you want to
upload process upload the
customized
datamodel
DATAMODEL Specify the path User Input

DM_DIRECTORY

(DM_DIRECTORY)
and file

(DATAMODEL) name

for the customized
datamodel
Mandatory only if you
want to upload the
customized
datamodel

i.e you have specified

MODEL_TYPE=1

ETL_APPSRC_TYPE

Please specify if you
want create new ETL
App/Src pair or use
an existing one.

0 = If you want to
create a new ETL
app/src pair

1 = If you want to
use an existing
pair

ETL_APP_1 DESC ETL Credit Risk User Input Please give
Management description for the
Application ETL App/Src pair
description Mandatory if you
want to create new
ETL app/src pair
i.e you have specified
ETL_APPSRC_TYP
E=0
ETL_SRC_1_1 DESC | ETL Credit Risk User Input Please give

Management source
description

description for the
ETL App/Src pair
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Property Name Description of Permissible Comments
Property values
Mandatory if you
want to create new
ETL app/src pair
i.e you have specified
ETL_APPSRC_TYP
E=0
ETL_APP_1_NAME ETL Credit Risk User Input Specify the ETL
Management Application and
Application name Source Name into
ETL Area Definitions
will be deployed
ETL_SRC_1 1 NAME | ETL Credit Risk User Input Specify the ETL
Management source Application and
name Source Name into
ETL Area Definitions
will be deployed

NOTE:

Download and install patch for Bug 21160684 if installing this release of the OFS CRM

Application Pack version 8.0.0.0.0 on Java 8. For more information, refer
Configurations for Java 8. This patch is not required if an OFSAA instance already

exists and is configured for Java 8.

4.3.4 Verifying the Log File

Refer the following logs files for more information:

= Refer the Pack_Install.log located at OFS_CRM_PACK/ OFS_CRM /logs/ folder for

OFS CRM Application Pack installation log file.

= Refer the log file(s) located at OFS_CRM_PACK/OFS_AAl/logs/ folder for Infrastructure
installation log.

= Refer the OFSAAInfrastucture_lInstall._log

Infrastructure installation log.

Note:

For Pack on Pack installation, the following errors might be logged in the installation log and these

can be ignored as this has no implication on the product:

"create sequence SEQ DIM_GL_ACCOUNT

located at $FIC_HOME folder for
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minvalue 1

maxvalue 999999999999999999999999999
start with 1

increment by 1

cache 20"

Warning:Object already exists

Query:"create sequence SEQ_DIM_PRODUCT
minvalue 1

maxvalue 999999999999999999999999999
start with 805

increment by 1

cache 20"

Warning:Object already exists

Query:"create table FSI_MESSAGES

(
MESSAGE_ID NUMBER(5) not null,
MESSAGE_LOCALE VARCHAR2(5 CHAR) not null,
MESSAGE_CODE VARCHAR2(50 CHAR),
MESSAGE_DESCRIPTION VARCHAR2(1024 CHAR),
MESSAGE_TYPE CHAR(1) not null

3

Warning:Object already exists

4.3.5 Verifying the Installation

This section explains the steps to verify your installation of App.

To verify that you have successfully installed the Credit Risk Management pack, follow the
below steps:

Login in to the atomic schema
Verify all the database objects like view, procedure, and functions must have been
complied without any compilation error.

3. Deploy the war file and check the application screen is coming or not.
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5 Post Installation Configuration
On successful installation of the Oracle Financial Services Credit Risk Management
Application Pack, follow the post installation steps mentioned below.
This chapter includes the following sections:

=  Configuring Resource Reference

=  Start OFSAA Infrastructure Services

= Add TNS entries in TNSNAMES.ORA file

» Updating OBIEE URL

=  Configurations for Java 8

= Create and Deploy the Application Pack Web Archive

= Access the OFSAA Application

= Perform Post Deployment Configurations

NOTE: Ensure to clear the application cache prior to the deployment of Application Pack Web
Archive. This is applicable to all Web Servers (WebSphere, WebLogic, Tomcat). For more
information, refer Clearing Application Cache section.

5.1 Configure Resource Reference

Configure the resource reference in the Web Application Server configured for OFSAA
Applications. Refer Appendix B for details on configuring the resource reference in
WebSphere, WebLogic, and Tomcat Application Servers.

5.2 Start OFSAA Infrastructure Services

Start the OFSAA Infrastructure Services prior to deployment or accessing the OFSAA
Applications.

Refer to the Appendix D for details on Start/ Stop OFSAA Services.

5.3 Add TNS entries in TNSNAMES.ORA file

Add TNS entries in the tnsnames.ora file, for every schema created for the Application
Pack

To find the tnsname for the entries, follow these steps:
1. Login to the application using System Administrator privileges.

2. Navigate to System Configuration & Identity Management tab.
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3. Click Administration and Configuration >> System Configuration >> Database
Details.

4. Expand the dropdown list for Name to get the list of TNS entry names.

5. Alternatively, you can connect to the CONFIG schema and execute the below
query:

select dbname from db_master where dbname '="CONFIG*

5.4 Updating OBIEE URL

To access the respective Business Intelligence Analytics Application, you need to update
the OBIEE url in the table ‘AAl_MENU_B’, once the OBIEE environment is up and
running.

Following statement needs to be executed in the config schema:
UPDATE AAI_MENU_B
SET V_MENU_URL = '<obieeURL>'

WHERE V_MENU_ID IN (‘<List of enabled BI Analytical Links for a
particular Media Pack >’)

/

COMMIT

/

For CRM Media Pack as an example:

UPDATE AAI_MENU_B

SET V_MENU_URL = ' http://CRMIP:port/analytics’

WHERE V_MENU_ID IN (“OFS_CRMBI_LINK’,’OFS_CRMBI_ABI’)
/

COMMIT

/
5.5 Configurations for Java 8

Refer to the following instructions to extract and apply the patch.

1. Copy the downloaded patch file (21160684) to your OFSAA server in Binary mode.
For more information on downloading the patch files, refer Prerequisite Information section
>> Category - Others >> Sub-Category - OFSAA.

2. Follow the instructions given in the Readme to apply the patch.
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3. If the Oracle Database version is 12c, copy ojdbc7.jar from $ORACLE_

HOME/ jdbc/11ib to the following locations:

e S$FIC_HOME/utility/OFSAAGenerateRepository/lib/

e S$FIC_HOME/realtime_processing/WebContent/WEB-INF/1ib/

e S$FIC_HOME/Ficdb/lib/

e S$FIC_HOME/ficapp/icc/lib/

e $FIC_HOME/Ficapp/common/FICServer/lib/

e $FIC_HOME/FMStandalone/FormsManager/WEB-INF/1ib/

e $FIC_HOME/ficweb/webroot/WEB-INF/1ib/

e S$FIC HOME/ficdb/etl/classes/

4. If the Oracle Database version is 11g, copy ojdbc6.jar from $ORACLE_

HOME/ jdbc/1ib to the following locations:

e S$FIC_HOME/utility/OFSAAGenerateRepository/lib/

e S$FIC_HOME/realtime_processing/WebContent/WEB-INF/1ib/

e S$FIC_HOME/Ficdb/lib/

e S$FIC_HOME/fTicapp/icc/lib/

e S$FIC_HOME/TFicapp/common/FICServer/lib/

e $FIC_HOME/FMStandalone/FormsManager/WEB-INF/lib/

e S$FIC_HOME/ficweb/webroot/WEB-INF/1ib/
$FIC_HOME/ficdb/etl/classes/

5.6 Create and Deploy the Application Pack Web Archive

On successful installation of the OFSAA Application Pack, the web archive file is
automatically generated. However, you need to deploy the generated web archive file on
the Web Application Server.

To deploy the application pack web archive, follow these steps:
1. Navigate to FICWEBHOME
2. Runant.sh

For identifying the location of the generated web archive file and for generating and
deploying the web archive file at any time later, refer Appendix C.

NOTE: Refer the Oracle Financial Services Forms Manager User Guide for instructions on
Creating and Deploying the Forms Manager Web Archive.

5.7 Access the OFSAA Application

Prior to accessing the OFSAA application ensure the Internet Explorer Settings are
configured.

Refer to Appendix E for details on accessing the OFSAA Application on successful
deployment of the application web archive.
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5.8 Perform Post Deployment Configurations

Prior to using the OFSAA Application perform the Post Deployment Configuration steps
detailed in Appendix F.
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6 OFS Credit Risk Management v8.0.0.0.0 Analytics
Configuration

6.1 Introduction

This chapter provides details about the OFS Credit Risk Management v8.0.0.0.0 Analytics
Configuration.

6.2 Assumptions

The assumptions to be considered before configuring OFS Credit Risk Management Analytics are
as follows:

e OBIEE 11.1.1.7.1 Server for the respective operating system is installed.
e Administrator knows how to start/shutdown the OBIEE servers namely:
0 Weblogic Server
o Oracle BI Server
o Oracle Bl Presentation Server
o Oracle Bl Java Host
e Administrator knows the OBIEE installation path.

6.3 Prerequisites

The following requirements are to be met before configuring OFS Credit Risk Management
Analytics:

o Create a backup of the following OBIEE folders (this is for an existing installation only and
is not required for a new installation):

0 <Installation Path>\middleware\instances\instancel\bifoundation\

= OracleBlIServerComponent\coreapplication_obis1\repository
0 <Installation Path>middleware\instances\instancel\bifoundation\
= OracleBIPresentationServicesComponent\coreapplication_obips1\catalog\
<new folder created as part of Installation steps>
e Server details, that is, the URL of OBIEE should be kept handy.
e Copy the following files from the release kit to the local machine:

0 \Customer Deliverables\Answers & Dashboards\CRM.catalog; this has the archive
for dashboard and Answer (report) related files. Do not unzip this file, as this file is
not a zip file.

\Customer Deliverables\OBIEE Repository\CRM.rpd;

\Customer Deliverables\Dashboard Configuration\CreateAppRoles.py and
\Customer Deliverables\Dashboard Configuration\CRM.xml; these are the
application roles (CreateAppRoles.py) and write back (CRM.xml) files that needs
to be deployed after OBIEE installation.
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6.4 Installation Steps

Server Configuration
For each release refer to the following steps for server configuration:

a. Stop the Bl servers.

b. Add the tnsnames.ora file in the following folder “<Installation
Path>middleware \Oracle_BI1\network\admin”. The thsnames.ora file should
contain the data-source connection details used in the connection pool of the
RPD.

c. Log on to Oracle Enterprise Manager.

i. Navigate to the Business Intelligence menu located on the left hand side

of the screen and select Core Application.

ii. Navigate to Deployment located on the last tab.

iii. Click Lock and Edit Configuration.

iv. Navigate to the section Upload Bl Repository.

v. Browse and select the repository.

vi. Enter the repository password and confirm the same. The repository
password is “Password123".

vii. Navigate to Bl Presentation Catalog section.

viii. Edit the catalog path and delete SampleAppLite (only in case of first time
installation) at the end of the catalog path section and enter CRM as the
name of the new catalog folder. Make sure that the folder path is <OBIEE
Installation Path>middleware\instances\instancel\bifoundation\

OracleBIPresentationServicesComponent\coreapplication_obips1\catalog\

”

ix. Click Apply.

x. Click Activate Changes.
xi. Click the Overview tab
xii. Click Restart.

B~ {} coreapplication ®
% Farm_bifoundation_domain @ Business Inteligence Instance -

3 Application Deployments
(9 WebLogic Domain Change Center: | | [ Activate Changes % Release Configuration
= 3 Business Inteligence
[%] coreapplication Overview || Capacity Management | Diagnostics | Security || Deployment

[ Metadata Repositories
Lk

System Shutdown & Startup

System Componerts
System Status Manage System
4 All components are available D start 3 stop [ Restart
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xiii. Confirm to restart all services.

xiv. Edit the NQSConfig.INI file, found at <Installation
Path>\instances\instancel\config\OracleBIServerComponent\coreapplicati
on_obisl to reset the FMW_UPDATE_ROLE_AND_USER_REF_GUIDS
= NO to YES

Xv. Add the tag
<UpdateAccountGUIDs>UpdateAndExit</UpdateAccountGUIDs>
present in <Installation
Path>\instances\instancel\config\OracleBIPresentationServicesCompone
nt in the instanceconfig.xml and restart the services.

xvi. Check if all the servers are up and running.

xvii. Edit the NQSConFig. INI file, found at <Installation
Path>\instances\instancel\config\OracleBIServerComponent\coreapplicati
on_obisl to reset the FMW_UPDATE_ROLE_AND_USER_REF_GUIDS
= YES to NO and update.

Set EVALUATE_SUPPORT_LEVEL=2 from
EVALUATE_SUPPORT_LEVEL=0 and save.

xviii. Remove the tag
<UpdateAccountGUIDs>UpdateAndExit</UpdateAccountGUIDs> found
at <Installation
Path>\instances\instancel\config\OracleBIPresentationServicesCompone
nt in the instanceconfig.xml and restart the services.

xix. Disable the cache (cache can be enabled once the setup is moved to the
production mode and on the basis of bank’s requirements).To disable the
cache; click the Capacity Management tab in the Oracle Enterprise
Manager. Select Performance tab within it. Click Lock and Edit
Configuration. Un-check the option Cache enabled. Click Activate
Changes. Restart the servers to activate changes. Refer to the following
image:
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DOIRACLE Enterprise Manager 119 Fusion Middieware Control |
EiFarm~ | & Topolagy

- 1} coreapplication ®
= % Farm_bifoundation_domain @Business Inteligence Instance +
3 application Deployments
£ webLogic Domain Change Center: | & Activate Changes ‘ 5 Release Configuration
E B3 Business Inteligence
@ Qverview |Capacil:v Management | Diagnostics Security Deployment
£ Metadata Repositories Metrics  Availabiity  Scalahility

Performance Options
Use this page to tune the performance of this BI Instance.

Enable BI Server Cache

Enabling the server cache can areatly improve performance by enabling users whi
retrigve row sets from queries that have already been run at the cost of the posg
data.

[Jcache ensbled

Maximum cache entry size

Maximum cache entries

BRI

d. Open the RPD by clicking Start Menu > All Programs > Oracle Business
Intelligence > Bl Administration.

Open Online coreapplication_OH1809976113 |

Repository Paszword: Open |
|| Cancel |
Uzer |.-’-‘-.u:|ministratn:|r Help
FPazzward: |

I Load all objects on startup

e. Provide the User as weblogic and the Password provided at the time of
installing OBI 11g and the Repository Password as “Password123”

f. Double click “Database” in the physical layer of the RPD as shown in the
following diagram:
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Jeache Bl Administration Tool - 18 DLC_CRM Lo B i
Bt View Manege Teoh Dugem Windew el = ~ = — - -

|IFFFAOD LOD D AEh " HES (R

sentation Bsminess Model and Mapping Frrywal
a

[ e e— = G Conch Pk Aripus = cRaACems
T Tronpose Conck Mk Maragamant Y G |
L T T Y T — @ O
B Woleasis Credi Mick Nansgemars = 4, ATNCRA

g. Change data source name, user name and password to the Oracle TNS
Name, database schema name and password respectively, as shown in the
diagram below.

Note: If Oracle TNS Name is entered in Data Source Name, then TNS details
must be also present under file —

<Installation Path>\Oracle_BIl1l\network\admin\tnsnames.ora. Services must be
restarted after addition of TNS details in the above mentioned path.

5] Oracie B Acdminisation Tock - 14, DIC.CRM - @ u

DT sds XG0 |32

Preveststen

< T Courtacaty ot Flck Mansgamant

o Erteriree Dot Sk Marageert
Fietad Croct Flisk Management
Wholsusle Crect Pk Maragemers

=
4

[ ] cmed | 4w |

Connection ool “CRAFDBMS". Database™ T

h. Similarly, change the details for ‘Data’.
i. Save RPD and close.
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j- Create a folder named CRM (if not created) in the following location “<OBIEE
Installation Path>middleware\instances\instancel\bifoundation\

OracleBIPresentationServicesComponent\coreapplication_obipsl\catalog\” (only
in case of first time installation)

k. Start the BI services (if not started).
Dashboard/Answer Reports

To configure Dashboard or Answer reports from any client machine that is, windows machine,
refer to the following steps:

a. Start the Bl services (if not already started):

b. Start OBIEE Catalog Manager (Start 2 Programs - Oracle Business Intelligence
- Catalog Manager.

c. Select Open Catalog from the File menu.

Select the option Online for Type.

Type the link for presentation services that is, Oracle Interactive Dashboard link.

For example: (http://URL:<port_number>/analytics/saw.dll)

Enter the Administrator User Id and Password, and click OK.

Click the Shared Folder in the left hand pane.

Select the Un-archive option from File Menu.

Select the archive file ‘CRM.catalog’ (sent as release), copied onto the local

machine as part of introduction pre-requisite step. Click OK.

sa =

Post-installation Steps
Dashboard Verification Steps
Refer to the following steps to verify the Dashboard:

a. Log into Analytics and select Enterprise Credit Risk Dashboard. Verify whether
the screen looks the same as the following figure:
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http://URL:%3cport

ORACLE’ signoust O

Business Intelligence search [ Administration | Help +

Home | Cataleg | Favorites v~ | Dashboards v | B Mew B% Open ~ | Signed In As weblogic +
. summary . CrefitQualty [ Top X " Reserves and 507 03:3 Loans | D and Non Performing Asset | Hew Business | Concentation | Capia Related Regerts | Rating Migation Anelysis (Transiten analys) | pees 5 (D)
Reporting Period Run Name Execution ID
@8 | Apply | Resety --Select Value— x| |--select Value-- x| | Apply | Resetw
@ No Results
The specified criteria didn't result in any data. This is often caused by applying filters and/or selections that are too restrictive or that contain incorrect values. Please check your Analysis Filters and try
again. The filters currently being applied are shown below.
Run Execution Identifier is equal to exeid
and Run Description is equal to run E
and Component Code is equal to / is in RCY
Refresh
[By Product Type )
product Type (All Column Values) |=| | Apply | Resetw
/;77 Loan Portfolio and Credit Quality Summary by Product Type
No Matching Result Set Found. W
Analyze -Refresh
[mc
Q Loans Outstanding by Product Type - Trend
No Matching Result Set Found. No Matching Result Set Found.
Analyze - Refresh Analyze -Refresh
EX
C;} Inflows and Outflows by Product Type
No Matching Result Set Found.
Refresh
No Matching Result Set Found.
Analyze -Refresh
C
4% Outstanding by Product Type !

b. Click each dashboard link and check if all the links are visible.
c. Open the RPD and check if the RPD can be accessed online with the
Administrator user.

Application Roles

Steps to create Application Roles for OFS Credit Risk Management Release 8.0.0.0.0 are as
follows:

a. Open a command prompt, navigate to the folder “<OBIEE Installation
Path>/oracle_common/common/bin/” and execute the following command

—

CreateAp_pRoIes.py

wist <file path>/CreateAppRoles.py username password t3://localhost:7001

For Example: wist d\CRM_XXX\CreateAppRoles.py username password
t3://localhost: 7001
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connect(sys.argv[1], sys.argv[2],sys.argv[3])

createAppRole("obi","Enterprise Credit Risk Analyst")

createAppRole("obi","Wholesale Credit Risk Analyst")

createAppRole("obi","Retail Credit Risk Analyst")

createAppRole("obi","Counterparty Credit Risk Analyst")

createAppRole("obi","Enterprise Credit Risk Admin")

createAppRole("obi","Wholesale Credit Risk Admin")

createAppRole("obi","Retail Credit Risk Admin")

createAppRole("obi","Counterparty Credit Risk Admin")

exit()

swvijaya
File Attachment
CreateAppRoles.py


Configuration of Comments Module

Steps to implement the Comments Module for OFS Credit Risk Management 8.0.0.0.0 are as
follows:

a. Add the tag <LightWriteback>true</LightWriteback> in between <Serverinstance>
</Serverinstance> tag found at
<Obiee_Installation_Path>\instances\instancel\config\OracleBIPresentationServicesCom
ponent\coreapplication_obips1\instanceconfig.xml.

Eg:
<Serverlnstance>

<LightWriteback>true</LightWriteback>

</Serverinstance>
b. Put the CRM.xml file inside the below mentioned folder. If customMessages folder is not
present, create the folder :
e <Obiee_Installation_Path>\instances\instancel\bifoundation\OracleBIPresentation
ServicesComponent\coreapplication_obips1\analyticsRes\customMessages.
e <Obiee_Installation_Path>\instances\instancel\bifoundation\OracleBIPresentation
ServicesComponent\coreapplication_obipsl\analyticsRes\WEB-
INF\customMessages

CRM.xml

c. Restart OBIEE Server.

d. Login to OBIEE Analytics (http://localhost:7001/analytics use the login you created in
OBIEE installation to log in).

e. Navigate to Administration right top corner.

f.  Click on Manage Privileges and scroll down to Writeback.

Grant ‘Writeback to Database’ privilege to Authenticated User and Bl Administrator Role.
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             INSERT INTO FSI_MODULE_COMMENTS(N_SEQ_NUMBER,V_MODULE_IDENTIFIER,V_RUN_DESC,V_RUN_EXECUTION_ID,V_USER_ID,V_COMMENTS,D_COMMENTS_INPUT_DATE,D_EXECUTION_DATE) select SEQ_FSI_MODULE_COMMENTS.NEXTVAL,FMM.V_MODULE_IDENTIFIER,'@3','@4','@5','@6',sysdate,to_date('@8','yyyy-mm-dd') from FSI_MODULE_MASTER FMM WHERE FMM.V_MODULE_CODE = '@9'
              
		 
      
   



swvijaya
File Attachment
CRM.xml


7 Appendix A: Configuring Web Server

This appendix includes the following sections:

=  Configuring Web Server

=  Configuring Web Application Server

7.1 Configuring Web Server

This step assumes an installation of a Web Server exists as per the prerequisites.

Refer the product specific Installation Guide/ Configuration Guide to install/ configure the Web
Server. If an installation already exists, skip and proceed to the next step.

NOTE: Make a note of the IP Address/ Hostname and Port of the web server. This information is
required during the installation process.

Refer Oracle Financial Services Analytical Applications Infrastructure Security Guide mentioned in
Documentation Library for OFSAAI 8.0.0.0.0 for additional information on securely configuring your
Web Server.

Ensure to enable sticky session/ affinity session configuration on the web server. Refer the
respective product specific Configuration Guide for more details. Additionally, you also need to
enable the sticky session/ affinity session configuration at Load Balancer level if you have configured
a Load Balancer in front of the web server(s).

7.2 Configuring Web Application Server

This step assumes an installation of a web application server exists as per the prerequisites. To
configure the Web Application Server for OFSAA Deployment refer the sections below.

This section includes the following topics:

=  Configuring WebSphere Application Server for Application Deployment

=  Configuring WebLogic for Application Deployment

=  Configuring Apache Tomcat Server for Application Deployment

NOTE: Make a note of the IP Address/ Hostname and Port of the web application server. This
information is required during the installation process (required if Web Server is not configured).

Refer OFSAA Secure Configuration Guide/ Security Guide mentioned in the Related Documents
section for additional information on securely configuring your Web Server.
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7.2.1 Configuring WebSphere Application Server for Application Deployment

You can deploy multiple OFSAA applications on different profiles of a WebSphere application
server. To create multiple WebSphere "Profiles”, use the command line option as explained
below. A profile is the set of files that define the runtime environment. At least one profile must
exist to run WebSphere Application Server.

This section includes the following topics:

= Creation of New Profile in WebSphere

= Manage Applications in WebSphere

= Delete WebSphere Profiles

=  WebSphere HTTPS Configuration

WebSphere Memory Settings

7.2.1.1 Creation of New Profile in WebSphere

The Profile is created in WebSphere through command line using the manageprofiles.sh which
resides in <WebSphere Install directory>/AppServer/bin.

The command to create a profile without admin security through command line is as follows:

"manageprofiles._.sh -create -profileName <profile> -profilePath
<profile_path> -templatePath <template_path> -nodeName
<node_name> -cellName <cell name> -hostName <host name>"

Example:

$usr/home>_/manageprofiles.sh -create -profileName mockaix -
profilePath/websphere/webs64/Appserver/profiles/mockaix -
templatePath/websphere/webs64/Appserver/profileTemplates/default
-nodeName i1pa020dorNode04 - cellName ipa020dorNodeO4Cell -
hostName ipa020dor

The command to create a profile with admin security through command line is as follows:

"manageprofiles.sh -create -profileName <profile> -profilePath
<profile_path> -templatePath <template_path> -nodeName <node_name> -
cellName <cell_name> -hostName <host_name> -enableAdminSecurity true -
adminUserName <Admin User Name> -adminPassword < Admin User Password> -
samplespassword <sample User Password>"

Example:

$usr/home>_/manageprofiles.sh -create -profileName mockaix -
profilePath/websphere/webs64/Appserver/profiles/mockaix -
templatePath/websphere/webs64/Appserver/profileTemplates/default -
nodeName ipa020dorNode04 -cellName ipa020dorNode04Cell -hostName
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ipa020dor -enableAdminSecurity true -adminUserName ofsaai -
adminPassword ofsaal -samplespassword ofsaai’’

NOTE: While using the manageprofiles.sh command to create a New Profile in WebSphere, you can
also use "-validatePorts" to validate if the specified ports are not reserved or in use. Additionally, you
can specify new ports with "-startingPort <base port>" which specifies the starting port number to
generate and assign all ports for the profile. For more information on using these ports, refer
WebSphere manageprofiles command.

7.2.1.2 Manage Applications in WebSphere

To manage the installed applications in WebSphere, do the following:
1. Open the administrator console using the following URL:
http://<ipaddress>:<Administrative Console Port>/ibm/console

Example: http://10.111.222_333:9003/ibm/console (https if SSL is enabled)

NOTE: Administrative Console Port value is available in serverindex.xml file within <WebSphere
Profile Directory>/config/cells/<Node Cell>/nodes/<Node Name> directory.

The Integrated Solutions Console Login window is displayed.

Integrated Solutions Console

Log in to the console.
User 1D

upgs7T 2

Password:

Log in

Integrated Solutions Console Login

2. Log on with the User ID provided with the admin rights.

Oracle Financial Services Software Confidential - Restricted

80 ORACLE



3. From the LHS menu, expand the Applications > Application Type> WebSphere
Enterprise Applications.

4. The Enterprise Applications screen is displayed.

Enterprise Applications

Use this page to manage installed applications. A single application can be deployed onto multiple servers,

@ Freferences

Stare | | Seep [ns:all| Uninszeall Upcate Fellour Update Remeve File ?Ehp!ﬂ.| Expert DDL 'i Expore File
b |4
L u]lg5 k4
Select| Name 2 Application Status Q_

You can administer the following resources:

El Defsultdnplization L4
O |saee +
O . auery 3
[0 |uessiz <
Total 4

Enterprise Applications
5. This Enterprise Applications screen helps you to:
= [Install new application
= Uninstall existing applications

= Start or Stop the installed applications

7.2.1.3 Delete WebSphere Profiles

To delete a WebSphere profile, do the following:
1. Select the checkbox adjacent to the required application and click Stop.
2. Stop the WebSphere profile to be deleted.
3. Navigate to WebSphere directory:
<WebSphere_Instal lation_Directory>/AppServer/bin/
4. Execute the command:
manageprofiles.sh -delete -profileName <profile_name>
5. Delete profile folder.

6. Example:
<WebSphere_Instal lation_Directory>/AppServer/profiles/<profile_name>

7. Execute the command:

8. manageprofiles.sh —validateAndUpdateRegistry
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7.2.1.4 WebSphere HTTPS Configuration
Following are the steps for configuring an HTTPS Transport on WebSphere:
1. Create a profile using the Profile Creation Wizard in WebSphere.
Note:

Note down the https port specified during this process and use the same as servlet port
or web server port during OFSAAI installation.

2. To enable https configuration on Infrastructure, assign value 1 to "HTTPS_ENABLE" in

OFSAAI_InstallConfig.xml for Silent mode OFSAAI installation.

7.2.1.5 WebSphere Memory Settings

To configure the WebSphere Memory Settings:

1. Navigate to Websphere applications server > Application servers > serverl > Process
definition > Java Virtual Machine.

2. Change the memory setting for Java Heap:
Initial heap size = 512

Maximum heap size =3072

7.2.2 Configuring WebLogic for Application Deployment

Note: Applicable only if the web container is WebLogic.

You can deploy multiple Infrastructure applications on different domains of a stand-alone
weblogic application server. To create multiple WebLogic "Domains" in a stand-alone server you
can use the Domain Creation wizard. A domain is the set of files that define the runtime
environment. At least one domain must exist to run WebLogic Application Server.

NOTE: For deployment on Oracle WebLogic Server 12.1.3+ (64 bit) with Java 8, download and install
patch 18729264.

This section includes the following topics:

= Create Domain in WebLogic Server

= Delete Domain in WebLogic

=  WebLogic Memory Settings

7.2.2.1 Creating Domain in WebLogic Server

To create a new domain using Configuration Wizard in WebLogic, do the following:
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1. Navigate to the directory <WLS_HOME>/wlserver/common/bin and execute the
command:

/config.sh

The Welcome window of the Configuration Wizard is displayed.

E) Fusion Middleware Configuration Wizard !.E

Welcome

ORACLE

® Craate a new WebLogic domain

Create a VWebLoglc domaln in your projects directory.

0 Extend an existing WebLogic demain

Use this option to add new components to an existing domain and modify configuration settings.

Welcome
2. Select Create a new WebLogic domain option and click Next.

The Select Domain Source window is displayed.
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I Aa LT

@ Generate a domain configured automatically to support the following products:

_ Base this domain on an existing template

(e |[ oo | (revous | [ ea_]

Select Domain Source

3. Select the Generate a domain configured automatically to support the following
products option and click Next.

The Specify Domain Name and Location window is displayed.

[ Fusion Middleware Configuration Wizard BEE
Specify Domain Name and Location
ORACLE
Enter the name and location for the domain:
Croumiain mames: [ MockSol
Domain location: | fweblogeehwebil 01 Ibeatser_proectsidomains: I Browse '
ea || v | L revious |

Specify Domain Name and Location
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4. Enter the Domain Name and Location. Click Browse to navigate and specify the
location. Click Next.

The Configure Administrator Username and Password window is displayed.

) Fusion Middleware Configuration Wizard - .m
Configure Administrator User Name and Password
ORACLE
" Disgard Changes
"Lizer reame; [
sar pﬂgswﬂ [ LERTEETRT]
*Contirfm USer password —
Description: | This user |s the defsul sdministrator
ea [ e revos | [_wen |

Configure Administrator Username and Password

5. Enter the User name and User password to be assigned to the Administrator.
Ensure that the password is of minimum 8 characters in length.

6. Re-enter the password for confirmation and add a brief Description. Click Next.
The Configure Server Start Mode and DK window is displayed.
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) Fusion Middleware Configuration Wizard

Configure Server Start Mode and JDK

ORACLE

Production Environment’ in the WebLogic Server documentation,

Betore putting your domain into production, make sure that the production enviconment is sacure. For more information, sea the topic "Sacuring a

To use Weblogic JRockit in production, Oracle recommends developing and testing your applications with Weblogic JRockit earky in the project cycle.
For information about WeblLogic JRockE, see the WebLogic JRock documentation.

| webLogic Domain Startup Mode

JOH

@ Development Mode
Utilize boot properties for username and
password and poll for spplications to deploy.
Sun JOK recommended for better starbup
performance during ferative development.

C) Production Mode
Require the entry of a username and passwond
and do not poll for applcations to deploy,

(®) Available JOKs

Sun SDH 1,6.0_18 @ Ais7hck1 5.0_18

O other JOK

WieblLogic JRockt JOK recommended for better
runtirne per formance and management oCalion |
e [ bew | [erevicus || et |

Configure Server Start Mode and JDK

7. Select the following options:

In the WebLogic Domain Startup Mode section, select the required mode (Development

Mode or Production Mode).

In the JDK Selection section, select Other JDK. Click Browse and navigate to the JDK

location. Click Next.

The Select Optional Configuration window is displayed.
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e L B =4

Administration Server
Modify Settings
[ Managed Servers, Clusters and Machings
Add or Delets
Modily Sedings
[] RDBMS Security Store
Modily SeHings

Ext Help Previous e

Select Optional Configuration

8. Select Administration Server. A WebLogic Server domain must have an
Administration Server. You can also select Manages Servers, Clusters and Machines
and RDBMS Security Store if required. Click Next.

The Configure the Administration Server window is displayed.
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" Discard Changes

*Mame: AdminServer
"Listen atress: | All Local Addresses -
Listen port: | 0071
S5L ksten port

SSLenabled: [

Exit Help Brevious: ent

Configure the Administration Server

9. Enter Administration Server details such as the Name, Listen address, Listen Port,
SSL listen port, and SSL enabled (for secure login using https) check box. Click Next.

The Configuration Summary window is displayed.

NOTE: Make a note of the Listen Port or SSL Listen Port value (ex: 7007), since the same has to be
re-entered in the Servlet port field during Infrastructure installation.
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E) Fusion Middleware Configuration Wizard

Ceonfiguration Summary

ORrRACLE’

Domain Summany
ST | Deployment

Click on an em in the Domain Summary pane on the left to inspect ts attrisutes in the

= Detalls pane below . You can make limted adustments by chicking Previous to return to a
| I | prioe panel. If everything is salisfactory, click Mext.

") MockSel (fweblogic/webi1 013heatuser_project .
B (] Server | Detels
D) Advieserver Atribute  Vaue

e Bazic WeblLagic Server Domain
Description  Creste a basic VWeblogic Server domain without instaling sample application
Author Oracls Corporation

Location  Aweblogichvebll 01 3heafwizerver_10 3icommondemplstesidomains/wis jar

]

Configure Server Start Mode and JDK

10. Verify the configuration details of the WebLogic domain and click Create.

The Creating Domain window is displayed with the status indication of the domain
creation process.
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ORACLE’

Progress:

Preparing. ..

Extracting Domain Contents:..,

Creating Domain Security Information. ..
Saving the Domain Informstion...

Storing Domain Information. .

String Substituting Domain Files....
Performing OS Specific Tasks...
Performing Post Domain Creation Tasks..,
Dormadn Created Successtullyl

Dormain Lacation: Meblogicieebll 01 Jbealser_projectsidomainsMockSol
Admin Server URL: hitpipeB8rey: 7007

ORACLE’

[erevious | [ pone

Configure Server Start Mode and JDK

11. Click Done when complete. The domain server is created enabling the deployment of
multiple Infrastructure applications on a single WebLogic.

Note: Note down the HTTPS port specified during this process and use the same as servlet port or web
server port during OFSAAI Installation.

To enable https configuration on Infrastructure, assign value 1 to "HTTPS_ENABLE" in
OFSAAI_InstallConfig.xml for silent mode OFSAAI installation

12. Add a java option entry -DUseSunHttpHandler=true in WLS HOME/bin/
"setDomainEnv.sh" file (Required only if self signed certificate is used).

7.2.2.2 Delete Domain in WebLogic
1. Navigate to the following directory:
2. <WebLogic Installation directory>/user_projects/domains/<domain name>/bin
3. Execute stopWebLogic.sh to stop the Weblogic domain.

4. Delete the Weblogic domain.
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7.2.2.3 WebLogic Memory Settings

To configure the WebLogic Memory Settings:

1. Change the memory setting for Java Heap to -Xms512m -Xmx3072m in
setDomainEnv.sh file, which resides in the folder <DOMAIN_HOME>/bin and in
CommEnv.sh file which resides in the folder common/bin.

2. Edit this file for customizing memory settings and garbage collector settings
depending on the available hardware configuration.

3. Example 1:

if [ "${JAVA_VENDOR}" = "Sun" ] ; then
WLS_MEM_ARGS_64BIT=""-Xms512m -Xmx1024m"
export WLS_MEM_ARGS_64BIT
WLS_MEM_ARGS_32BIT=""-Xms512m -Xmx1024m"
export WLS_MEM_ARGS_32BIT

else

WLS_MEM_ARGS_64BIT=""-Xms512m -Xmx1024m"
export WLS_MEM_ARGS_64BIT
WLS_MEM_ARGS_32BIT=""-Xms512m -Xmx1024m"

export WLS_MEM_ARGS 32BIT

Example 2:

JAVA_VM=

MEM_ARGS=""-Xms256m -Xmx1024m""

7.2.3 Configuring Apache Tomcat Server for Application Deployment

This section is applicable only when the Web Application Server type is Tomcat.

This section includes the following topics:

Tomecat User Administration

Configure Tomcat to use JAVA 64 bit Executables

Configure Servlet Port

SSL Port Configuration

Apache Tomcat Memory Settings

Uninstalling WAR Files in Tomcat
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=  Configuration for Axis API

7.2.3.1 Tomcat User Administration

The Tomcat administration and manager application does not provide a default login. You are
required to edit "$SCATALINA_HOME/conf/tomcat-users.xml" as instructed below.

This file contains an XML tag <user> for each individual user, which will display the username
and password used by admin to log on to Tomcat, and the role names to which the admin user is
associated with. For example, , <user name="admin" password="admin"
roles="standard,manager"/>

1.

Add the manager role to any one of the existing username/password combination as
shown in the example above.

Use the same username/password to which the manager role has been assigned to
access the Tomcat Application Manager.

If the Tomcat server is already running, it requires a re-start after the above
configuration is done.

7.2.3.2 Configure Tomcat to use JAVA 64 bit Executables

1.

2.

3.

Navigate to the "$CATALINA_HOME/bin" folder.
Edit the setclasspath.sh as explained below.
Replace the following block of text:

# Set standard commands for invoking Java.
_RUNJAVA="$JRE_HOME"/bin/java

if [ "$0s400" I= "true" ]; then
_RUNJDB=""$JAVA HOME"'/bin/jdb

With:

# Set standard commands for invoking Java.
_RUNJAVA="$JAVA_BIN"/java
ifT [ "$0s400" I= "true" ]; then

_RUNJDB="$JAVA_BIN"/jdb

If the Tomcat server is already running, it requires a re-start after the above
configuration is done.

NOTE: In case tomcat is installed under different Unix profile, set JAVA_BIN environment variable in
.profile to include the Java Runtime Environment absolute path. For example:

export JAVA BIN /usr/java6_64/jre/bin
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export JAVA BIN = /usr/java6_64/jre/bin//sparcv9 for Solaris Sparc

7.2.3.3 Configure Servlet Port

The default servlet port configured for the Tomcat installation is 8080. Ignore this section if you
need to use the default port.

If you need to use a different port number, you must first configure the port in the "server.xml" in
the "conf" directory of Tomcat Installation directory. To configure the Servlet Port, follow these
steps:

1. Navigate to $CATALINA_HOME/conf. Open server.xml and locate the tag:
"Define a non-SSL HTTP/1.1 Connector on port 8080 "

2. Against this tag, a parameter is specified 'Connector port = "8080" '. Edit this value
to the new port number that will be used during the installation process.

3. Save your changes in "server.xml".

NOTE: Make a note of the servlet port configured. This information is required during the installation
of OFSAA Application Pack.

7.2.3.4 SSL Port Configuration

If you need to configure and access your OFSAA setup for HTTPS access, ensure that the
following connect tag under "Define a SSL HTTP/1/1 Connector on port 8443"™ in
"<Tomcat_installation_folder>/conf/server._xml" file is uncommented for SSL Configuration.
(By default, it is commented).

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled=""true"
maxThreads="150" scheme="https"™ secure=""true'

clientAuth="false" sslProtocol="TLS"

NOTE: Make a note of the servlet port configured. This information would be required during the
installation of OFSAA Application Pack. To enable https configuration on Infrastructure, assign value
1to "HTTPS_ENABLE" in OFSAAI_InstallConfig.xml for SILENT mode OFSAAI installation.

For more information related to SSL Configuration on Tomcat, refer to
http://tomcat.apache.org/.

7.2.35 Apache Tomcat Memory Settings

To configure the Apache Tomcat Memory Settings:

1. Locate the file catal ina.sh which resides in the folder <CATALINA_HOME>/bin.
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2. Edit this file for customizing the memory settings and garbage collector settings
depending on the available hardware configuration.

3. Add the memory setting for Java Heap to -Xms512m -Xmx1024m.

Example:
if [ -z "$LOGGING_MANAGER™ 7]; then

JAVA_OPTS="$JAVA_OPTS -Xms512m -Xmx1024m

Djava.util.logging.manager=org.apache. juli.ClassLoaderLogManager

else

JAVA_OPTS="$JAVA_OPTS -Xms512m -Xmx1024m $LOGGING_MANAGER"

fi
7.2.3.6 Uninstalling WAR Files in Tomcat

To uninstall WAR files in tomcat, refer Uninstalling WAR Files in Tomcat.

7.2.3.7 Configuration for Axis API
This step is optional and required only if the web application server used in Apache Tomcat. If
you use any other web application server, skip and proceed to next step.

Copy the jaxrpc.jar from the <OFSAA Installation Directory>/axis-1_4/webapps/axis/WEB-
INF/1ib and place it in under <Tomcat Installation Directory>/lib and restart the Tomcat

Server
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8 Appendix B: Configuring Resource Reference in
Application Servers

8.1 Configuring Resource Reference in Web Application Server

This appendix includes the following topics:

=  Configure Resource Reference in WebSphere Application Server

=  Configure Resource Reference in WebLogic Application Server

=  Configure Resource Reference in Tomcat Application Server

8.1.1 Configure Resource Reference in WebSphere Application Server

This section is applicable only when the Web Application Server type is WebSphere.
This section includes the following topics:

=  Create JDBC Provider

= Create Data Source

= J2C Authentication Details

= JDBC Connection Pooling

8.1.1.1 Create JDBC Provider

1. Open the WebSphere admin console in the browser window:

Web

http://<ipaddress>:<administrative console port>/ibm/console. (httpsif SSL is

enabled). The Login window is displayed.

2. Login with the user ID that has admin rights.

3. Expand the Resources option in the LHS menu and click JDBC > JDBC Providers.

The JDBC Providers window is displayed.
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IDBC providers 7=

JDBC providers
Use this page to adit propartiss of a JOBC provider. Tha JDBC providar obiect ancapsulates the specific JDBC driver

Implementation class for access to the specific vendor database of your ironment. Learn more about this task in 3
guided sctivity. & guided activity provides a list of task steps and more general information about the topic,

B Stoze: Ceil=GXS130REV-Zone2Node05Cell, Node=GXS130REV-Zone2Node0s, Server=serverl

Scope specifies the level at which the rescurce definitlen is visible. Por detailed
infarmation an what gcope it and how it works, sas the scoos settings hals,

Node=GX5150REY-Zoneziodeds, Server=sarvarl ¥
Prefarences
Naw || Delete
Qi

Selact Name & Scope &

A
Description

You can administar the fallowing rescurces:

D Carky IDEC Provider HodemGXE 1 SOREV. Derby embedded non-X4& JDEC
Zone2iodell. Servear=sararl Provider

D FICMaCSTER NodemGXS150REV- Cracle JDBC Driver
Zonelhodels, Server=sarvarl

@ yracle 1 rivar Hode=GXS51S0REV- Oracle JDBEC Drivar
Zona2icdals, Server=sarvarl

D RORFFW Node=GXS1S0REV- RORFFW
Zona2hodels, Server=sararl

D RORPNS Node=GX5150REV- RORPNC
ZoneZMNodelS, Serversgarveri

D LUPGSOFT Hode=GXS5130REV- UPGSPFT
Zene2Hode(S, Serversgariarl

l:l YUBGEROR Hode=GX5130REV- UPGSROR

ZoneZNodelS, Servearsgarvearl

O BESSAN Hode=GXS150REV- | upgssanc
ZoneZNodelS. Servermsarverl
JDBC Providers

4. Select the Scope from the drop-down list. Scope specifies the level at which the resource
definition is visible.

5. Click New to add new JDBC Provider under the Preferences section. The Create new
JDBC provider window is displayed.
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Craate a new JOEC Provider

Step 1: Create new
IDBC provider

Step 2: Enter
database class path
information

Step 3: Summary

Sat the basic configuration valuas of a JDBC provider, which ancapsulates the specific
vendor IDBC driver implementation clazses that are required to sccess the databasze,
The wizard fills in the name and the description fields. but you can type different

values,

Scope

elSCellinodes:GXS1T0REV-
NodeQS:sarvarscsarvarl

#* Database type
| @racle Sl

* Provider byoe :
|Dixrla JDRC Drivef e
+ Implementation type
| Connectien sool data source (W

* Nama

Oracle JOBC Driver

Description
Cracle JDBC Criver [:I

Create a new JDBC Provider

6. Enter the following details:

= Database Type - Oracle

= Provider Type- Oracle JDBC Driver

= Implementation Type- Connection pool data source

= Name- The required display name for the resource

= Description - The optional description for the resource

7. Click Next.
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Create a new JDBC Provider -

Create & new JDBC Provider

Step 1: Create new Emdlhhmdm th information. |
JDBC provider izt e ___Fl_"_'lilim\ mation

Set the environment variables that represent the JOBC driver class files, which
WebSphere(R) Application Server uses to define your JDBC provider, This vizard page
displays tha fila namas: you supply only the directory locations of the files. Use
complete directory paths whan you type the JDBC driver file locations. For example:
C\SQLLIEY java on Windows(R) or /home/db2instl/sqllib/java on Linux(TM}.

Step 2t Enter
database class path
information

Step 2 Summary
If & value is spedfied for you, you may click Next to accept the value.

Class path:

=
Directory location for "ojdbcS.jar” which is saved as WebSphaere variable

${ORACLE JOBC DRIVER FATH}
/oracle/orajdbe/app/orajdbe/product/ 11.2.0/ client_1/jdbe/lib

| Previous | | Next|  cancel |

Enter database class path information

8. Specify the directory location for "ojdbc<version>.jar" file. Ensure that you do not use
the trailing slash file separators.

The Oracle JDBC driver can be downloaded from the following Oracle Download site:

e Oracle Database 11g Release 2 (11.2.0.4) JDBC Drivers

e Oracle Database 12c Release 1 (12.1.0.1) JDBC Drivers

Once downloaded, you need to copy the file in the required folder on the server.

NOTE: Refer Appendix N for identifying the correct “ojdbc<version>. jar” version to be copied.

9. Click Next. The Summary window is displayed.

Create 8 new JDEC Provider

Step 1) Create new : 3 I
JDBC provider

Step 21 Enter il silst) il

database clazs path Options I Walues |
information ! e booemie

| S | calls:@XE150REV-Zone2todel SCellinodes 13X 51 S0REV-
Step 3: Summary | Zone2NodedS i servers:sarvert

| 1oBc provider name | Oracle JIDBC Driver

Description | Cracle JOEC Drivar

| Class path | 5{ORACLE JDBC_DRIVER_PATH} ojdbes.jar

| 8{ORACLE_JDBC_DRIVER_PATH} foracle/orajdbc/appd orajdbc produst/ 11. 2.0/ cliant_1/jdbe/lib |

| Implemantation class name oracle.jdbe pocl.OradeConnactionFocilatasource

| Previous [ 'F:'n'i;h'_l__' Cancel ]

Summary
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10. Verify the details and click Finish to create the JDBC Provider.

11. The options to Save and Review are displayed. Click Save.

8.1.1.2 Create Data Source

The steps given below are applicable for both CONFIG and ATOMIC data source creation.

1. Open this URL in the browser window: http://<ipaddress>:<administrative
console port>/ibm/console. (https if SSL is enabled). The Login window is displayed.

2. Login with the user id that has admin rights.

3. Expand the Resources option in the LHS menu and click JDBC > Data sources option. The
Data sources page is displayed.
Data sources v

Data sources

Use this page to edit the settings of 3 datascurce that is asscoiated with your selacted JOBEC provider. The datascurce
obiect suppliss your apglicatian with connections for accessing the database. Learn more about this task in a guided
geklvity. A guided activity orovides a list of task steps and more general information about the topis.

B Scope: CellsGXS150REV-ZoneZNoded5Cell, NodesGXS5150REV-Zone2Noded5, Serversserverl

Szope apacifies the lavel at which the rezourca definition is visible, For detailed
information on what scope is and how it works. 398 the scoos settings halp.

HodewGEXS5150REV-Zona2lodelS. Serverssarvearl W

E Freferences

1
New| Dalete | Test connection Manage SEate...
ik | 4
Lol

Select| Name O JHDI name Scops O Provider Description & Category

You can sdminister the folloving resources:

O Dafault DefaultDatasource | Mode=GXS150REV- Derby JOBC Datasource
B ref ZenezNodelS Servar=gserverl | Provider far the
WebSphere
Default
Application
E FICMASTESR Jebc/FICMASTER Nede=GXS130REV- FICMASTER Hew JDEC
Zona2Hode0S5 Servarsgarvarl Datssourcs
[ | BoREEW jdbe/RORFFW Node=GX51S0REV- RORFFW Hew JDBC
ZeneZNodels Server=sarverl Datasource
EI RORBHC Jdba/RORPNC Node=GXS5150REV- RORPHC Haw JDEC
ZoneiNodels Server=serverl Datasource
D UBGSPEET b/ URGSPFT Hode=GXS130REV- URGSEFT Haw JDBC
ZoneZNodels Serversgervarl Diatnscurce
D UPGSROR jdBe/UPGSROR Hode=GXS1SOREW- UPGSROR Hew JDBEC
ZoneZNodalS. Server=servarl Datasourca
Totsl &

Data Sources

4. Select the Scope from the drop down list. Scope specifies the level at which the resource
definition is visible.

5. Click New. The Create a Data Source window is displayed.
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Crante & data source

Step 11 Enter basic
data source
information

Step 2: Saelect IDAC
provider

Step 3¢ Enter
database specific
proparties for the
dats source

Step 4: Setup
sacurity aliases

Step 51 Summary

| [Rext] | cancel |

Enter basic data so

Set the basic configuration values of a datasource for assedation with your JDEC
provider. A datasource supplies the physical connections between the applicatien
servar and the database.

ation or the

ent: Use the Datasources (WebSphere( R} tpplication Server V4) consele
our applications are based on the Enterprise JavaBeans(TM) (EIE) 1.0

- fofe ation

Java(TM) Serviet 2.2 specification.

Zone 2NodelSisarversiserveri

# Data source name

[gtemT

* JHDI nama

hbe/ORYMOCK

Create a

data source

6. Specify the Data Source name and JNDI name for the new "Data Source".

The JNDI and Data Source name are case sensitive. Ensure that INDI name is same as the
"Information Domain" name.

7. Click Next. The Select JDBC provider window is displayed.

Create a data source

Step 1: Enter basic
data sourca
infermation

Step 1: Select JDBC
provider

Stap 31 Entar
database specific
properties for the
data source

Step 41 Satup
security alisses

Step 51 Summary

Select JDBC provider

Spacify 8 JDEC provider to support the datasource. If you choose to craate & naw
JDEC provider. it will be crested at the same scops as the datasourze. IF you ars
selecting an existing JDBC provider, only those providers at the current stope are
available frem the list,

O Crasts new IDBC provider

@ Select mn axisting JDBEC provider

Cru_tl!_:mE—E Criver ™

Select JDBC provider

8. Select the option Select an Existing JDBC Provider and select the required JDBC provider
from the drop-down list. Click Next.
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Create a data source

Step 1: Enter basic
data source
Infarmatian

Stap 2: Select JDBC
provider

Step 3: Enter
database specific
propertias for the
data source

Stap 4: Setup
security aliases

Stap 5: Summary

Pravious | le Cancel |

Create a dats source =

Sat these database-specfic properties, whith are required by the database vendor
JOEC driver ko support the connections that sre managed through the datasource.

Name ! Value

+ URL [10.184.208.91 1521 0rcl1 1]

# Data store helper class name
Oracalisdats sioce helper Jg

E Use thiz data source in container managed persistence (CMP)

Enter database specific properties

9. Specify the database connection URL.

For Example: jdbc:oracle:thin:@<DB_SEREVER_IP>:<DB_SERVER_PORT>:<SID>

10. Select Data Store Helper Class Name from the drop-down list and ensure that the checkbox
Use this data source in container managed persistence (CMP) is selected.

NOTE:

For RAC configuration, provide the RAC URL specified during installation

For Example:

jdbc:oracle:thin:

@(DESCRIPTION=(ADDRESS_L1ST=(ADDRESS=(PROTOCOL=TCP) (HOST=10

.11.12.13) (port=1521)) (ADDRESS=(PROTOCOL=TCP) (HOST=10.11.12.14) (PORT=1521)) (
LOAD_BALANCE=no) (FAILOVER=yes) ) (CONNECT_DATA=(SERVICE_NAME=pgadb)))

11. Click Next.

Create = data source

Stap 1: Enter basic

data source
information

Step 2: Select JODBC

provider

Step 3: Enter
database specific
properties for the
data source

Step 4: Setup
security aliases

Step 5: Summary

Previous | | Next[ ]

Setup security aliases

Select the authentication values for this resource.
Component-managed authentication alias
| (nane} hoo

| (none) ||

Container-managed authentication alias
| (nona) b ot

Mota: You can craates a naw J2C authentication alias by accessing ons of tha folloving
links. Clicking on a link will cancel the wizard and your current wizard selections will ba
lost,

Cancel |

Setup security aliases
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12. Map the J2C authentication alias, if already created. If not, you can create a new J2C
authentication alias by accessing the link given (Global J2C authentication alias) or you
can continue with the data source creation by clicking Next and then Finish.

Craata a data source

Step 1: Enter basic Summary

data source :
information E
Summary of sctions:
Step 2: Select JDBC . Options . valuas
provider = i, i

lsccpn cells1GX5150REV-Zona2NodedSCellinodes | GXS1 S0REV-

Stap 3: Enter | Zone2NodelS:servers:serverl
s |LLs = | ottt il

::m;’;::‘;;i | Data seurce name AtemT

data source | INBT Aame jdbe/DRYMOCK

Step 45 Satup Ealack an _a)_-:ist'mg Oracle JDEC Criver
security aliases | JDBC amwcler

lar i |
| ;Tl::ﬂ'ﬂ“hon o oracle.jdbec.pocl. OracleConnectionPoolDataSource

=% Step 5: Summary

| URL jdbcroraclerthini@10.184.108.9111521 rorcl11gr2
E:::bor‘ FealERcciaan, com.ibm.websphere.rsadapter.Oraclel0glataStoreHelper
, Use this dets source in |

container managed true

| persistence (CMP)

| Component-managed (none)

| authentication alias
Mapping-configuration (nene)
| alias | !
Container-managed
| authentication alias | ("oe!
Previous | | Finish | | Cancel |
Summary

You can also create and map J2C authentication alias after creating the data source.
13. You must create another Data source by following the above procedure with

jdbc/FICMASTER as JNDI name pointing to the "configuration schema” of Infrastructure.

8.1.1.3 J2C Authentication Details

The steps given below are applicable for creating both config and atomic J2C Authentication.
To create J2C Authentication details:

1. Select the newly created Data Source and click JAAS - J2C authentication data link
under Related Items.
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Data sources —

Dats sources > Default Datssource > JAAS - 12C authentication data

Specifies a list of user identities and passweords for Java(TM) 2 connactor security to use.

Srafix new alias names with the node name of the cell (for compatibility with sarier relaasas)

Apply

B Fraferances
M Dulsta
elnte

Selact Alias 2 User ID Description
You can administer the following resourcas:

[:l GESIJORE

BEV- upgsconf FICMASTER
Zone2lodelS FICMASTER

GHS1S0REV-Pone2Node0S/RORFFW | rorffw

D GXSITC0REV-ToneNoded S RORONE | rorgne

O GXS150REV-Zong2NodedS/USGECFT | upgspft upgspft

I:l GXS1SOREY- upgaprod upgeprad

g g BEEERO

O 3¥E5150REV- upgsror upgEror
Zona2l ES/UPGSRO

D GX31S508EY- upgssand upgssand
ZongIHodeDS/UPESSAND

D GXS150REV-ZoneZNode0 S/ VASTEST | upgsconf upgsconf

Total &

JAAS- J2C authentication data

2. Click New under the Preferences section.

Data sources > Default Datasource > JAAS - J2C authentication data > New

Specifies a list of user identities and passwords for Javal(TM) 2 connector security to use.
General Properties

+ Aliax
[atm

* User ID
|u=gs?3

* Password
|I‘.I‘.I

Deszriptio
Atomic Instance

I ippivl oK Reset Cancel

JAAS- J2C authentication data- New
3. Enter the Alias, User ID, Password, and Description. Ensure the following:

= User ID is the Oracle user ID created for the respective CONFIG and ATOMIC
Schema for the “Information Domain”.

= Specify the CONFIG database user ID and password information for the
jdbc/FICMASTER data source, and specify the ATOMIC database user ID and
password information for the ATOMIC schema data source that you created earlier.
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4. Click Apply and save the details.

8.1.1.4 JDBC Connection Pooling

To define the JDBC connection pooling ensure that you have created JDBC Provider and Data
source to access the data from the database.

1. Expand the Resources option in the LHS menu and click JDBC > Data sources option.
The Data sources page is displayed.

2. Click the newly created Data Source $DATA_SOURCE$ and navigate to the path Data
sources>$DATA_SOURCE$>Connection pools.

Data sources > GAFUSION DATA SOURCE > Connection pools

Usze thiz page to set properties that impact the timing of connection management tasks, which can affect
tha parforrmance of your application. Congidar tha default values carafully; your application raquirermants
might warrant changing these values,

Configuration

Ceneral Properties Additional Properties

Seope
lz:ipaZédorfodeliCallinodesipaZédarNodallisarvers sarvearl Advancad
nnaction 1
* Connedion timeout preperiies
15 seconds Sonnection pool
i propart

* Maximum connedcions
|100 conReciont

* Minirmurm connactions

illj connactions
wReaptivnd

|is0 seconds

* Unuzed timeout

|i800 seconds

* Aged timeout
=) saconds

Purgae policy
EntirePool w |

Apnly] EJ Rasat | Cancal I

Connection Pools

3. Set the values for Connection timeout to 0 seconds, Maximum connections to 100
connections, and Minimum connections to 10 connections as shown in the above
figure. You can also define Reap Time, Unused Timeout, and Aged Timeout as
required.
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8.1.2 Configure Resource Reference in WebLogic Application Server

This section is applicable only when the Web Application Server is WebLogic.

This section includes the following topics:

Create Data Source

Create GridLink Data Source

Configure Multi Data Sources

Advanced Settings for Data Source

JDBC Connection Pooling

In WebLogic, you can create "Data Source" in the following ways:

For a Non RAC Database instance, Generic Data Source has to be created. See Create
Data Source.

For a RAC Database instance, Gridlink Data Source has to be created. See Create
GridLink Data Source.

When Load Balancing/Fail over is required, Multi Data Source has to be created. See
Configure Multi Data Sources.

8.1.2.1 Create Data Source

The steps given below are applicable for both config and atomic data source creation.

1.

Open WebLogic Admin Console in the browser window:
http://<ipaddress>:<administrative console port>/console. (https if SSL is
enabled). The Welcome window is displayed.

Login with the Administrator Username and Password.
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ORACLE
WebLogic Server® 11g

Administration Console

Welcome

Welcore

L 1o ek B B Wiellogie Sarver doman

Usernianse:

3. From the LHS menu (Domain Structure), click Services > Data Sources. The Summary

of JDBC Data Sources window is displayed.

ORACLE Weblogic Server® asmeivration Cansete

T — ) P Log Snt Proteiences [l Record e |
View endraktats o «smnaney o TOBE il s Sarsws
S

Fubure
thanges sl mutomscaby b actiiated a6 o
i, ackd on deet emns 1 s chomaan.

¥ 0l JOBC Dot Seurces

Drariain Structaee
Mo ]
B Errormere.

Errow o databan conmmton friee o data sarte.

- Eeporreants
H senvicns
o Mesangng
fhaka Sourers
Hiki Dty Sourons
Tty e Facteres
 Frersstene St
Forwgn 104 Provicers
Wi Cartmts
2 gty
3 frtte Corbes =|

o dla I

e Cust irreire bl Lalbde

B0 it st i i okt Bourd b2 e THDL St hat Gorides databire canvonctiy theongh i pocd of 20K comemctinn. Ao stk cie bk ugr 8 it scunce n th 301 Frew a6 e

Thva putgn wmemar s th JOBC diaba sounos obiect that hurve been oreatnd in e doman.

Welccmos, manager | Conrmd s Mockial

Shewang 1t 1 of 1 Preten | et

|
Fhovarg Lin 1 of 1. Previius | Heat:

® Grmate KOG doty souroes
v Gt B oty saremn

Systens Status
et of Rurving Servers.
I Pkt 3

I ragin)

[ ]
I warweg (0]
LRl

Summary of JDBC Data Sources

4. Click New and select Generic Data Source option. The Create a New JDBC Data

Source window is displayed.

You can also select GridLink Data Source or Multi Data Source while creating a Data
Source. For more information, see Create GridLink Data Source or Configure Multi Data

Sources.
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JDEC Data Sowrce Properties

The folovwng oroperties will be wsed bo identfy your new JOBC data source

What would you lice to name your new JOBC data source?
o * Hame: ATOMETSOL
What IO name would you lke to MsEgn 1o your nesv J0BC Data Source?

5] INDE Mame:
Sdbg A ATOMETSOL

Vihat database type would you lioe to select?

Database Type: Oracle 2

test Cancel

Create a New JDBC Data Source
5. Enter JDBC data source Name, JNDI Name, and select the Database Type from the
drop-down list. Click Next.
Ensure the following:

= The JNDI Name field should be in the format "jdbc/informationdomain”

= Same steps needs to be followed to create a mandatory data source pointing to the
"configuration schema" of infrastructure with ydbc/FICMASTER as JNDI name.

= JNDI Name is the same as mentioned in web.xml file of OFSAAI Application.
= Required "Database Type" and "Database Driver" should be selected.

Create a New JDBC Dala Source
Back | hext Cancal

JDBC Data Source Properties

The folliovng propeytes wil be used to identify your new JDBC data scurce,

Database Type: Crade

Wit datebace drrver veduld pou Bes (o uss b oresbe databiss connecons? Note:  mdloabes that ths dever 5 expdaty suppadted by Orade Weblage: Served,

Database Driver: “Oracle’s Dever (Thin XA) for Instance connections. Versions 9.0 1 and later e

Back | hext Cancel

JDBC Data Source Properties

6. Select the Database Driver from the drop-down list. You need to select the Database
Driver depending on database setup, that is, with or without RAC. Click Next.
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Create a lew JDBC Data Source

Back | | hext | Cancei
|

Transaction Options

Yiou have selaried ron-NA JDBC driver to create databass conmechon n your new dats souree
Does ths GatA souroe Supoor T global ransactons? IF ves, Dieace choose the transacton arotoce! for this data seuroe.
[¥] Supports Global Transactions:

Selact thes poton f you want io enable ron-iA 10BC connectors: from the dats source o particpate n plobal transactions Leng the Loppng Lasr Aesaunce (LLR) ranssction cotimeston,

Recommended in place of Emuldate Two-Phase Commit.

) Logging Last Resource

Select this option If you want 5o enable non-XA J0BC connectionss from the data souroe to emulats par bopaton in global transsctons usng JTA. Sefect ths option ondy o your appication can

Toeer ate Neurd i 00NG DOns.
) Enmulate Two-Phase Commit

Selact this cpson o you wan? o snahls nen-Xa JDBC connectors from the data sourse to particioats in gobal transastions usng the one-phass sommit ransaction procsssing, Wit this soten, na
ather resources can partapate i the giobal transaction.

% One-Phase Commit

Back | | het| | Cancel

Transaction Options

7. Select the Supports Global Transactions checkbox and the One-Phase Commit option.

8. Click Next. The Connection Properties window is displayed.

Create a few JDBC Data Source
Buck | | et | | Canced
I I
Conpection Properties
Ot fira Connecton Proper bes.
Whatix the name of the databace you woud e to connect o}
Database Name: faghu
What s the name or TP address of the datshade servar?
O T 10.184.74.80
What 5 the port on the databace server ised to cornect 1o the database?

Port: 1521

\ihat catabase ascount user fame da you want 1o Lss o oreste databass connecions?

Database User Hame: saatem

What s the databass AcCOUNE PASSHOND 10 LS 10 Create database ConnacTons?

Password: o
Confirm Password: PYTTTT |
Back | | feat| | | Canes

Connection Properties

9. Enter the required details such as the Database Name, Host Name, Port, Oracle User
Name, and Password.

10. Click Next. The Test Database Connection window is displayed.
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Create a New JDBC Data Source
Tast Confguration Back | jeext Finih | | Cancei

Test Database Connection

Test the datsbase svalabiity and the connedtion propertes you provided

ihat i tha £l package name of JDBC drever dass Lsed to oreate datahase conmectons n the connectan pool?

Driver Class Name: oracle jdbe OracleCrrer

whad o the URL of the database o connect o The farmat of She LBL vanes

b jdbe aracle thin @10 164 ]
ihat datsbacs scoount user name do you want to use i craate datshaes corrections?
Database User Hame: saatom

WRAT S the calabase acoount DRSSHONG 10 uSe tD craate database Jonnechors?

Password: EsARRRERRRAR R RN

Confirm Passwond: BERRasRERI BRI RRRd

What are the propertes to pass to the JDBC drinviér wihest crébing database conrectons?

Propertics:

usermssatom

ver properises whose values ane derived at rentene from the named system property

System Properties:

What tabie name or SOL aiatement woukd you lice to use to test database connecions?

Test Table Hame:

S0L SELECT 1 FRCM DUAL

Tiesd Configuraton Back || Neoi Finish Cance

Test Database Connection
11. Verify the details and click Test Configuration and test the configuration settings.
A confirmation message is displayed stating "Connection test succeeded.”

12. Click Finish. The created "Data Source" is displayed in the list of Data Sources.

NOTE: "User ID" is the Oracle user ID that is created for the respective CONFIG and ATOMIC
schema of the respective "Information Domain".

"User ID" to be specified for data source with "FICMASTER" as "JNDI" name should be the Oracle
user ID created for the CONFIG schema.

Oracle Financial Services Software Confidential - Restricted

109 ORACLE



13. Select the new Data Source and click the Targets tab.

LITALE & P UL AL S0unCE

Sack Finssh | | Canced

Select Targets

i can salect one of mone Eagets ko ceskdy your new JDBC cats source, If you don't selact & tarpat, the dats source wil be ceated but rat deplayed. You vl need to deploy the dats soures
&t 8 laber me.

SETVETS

[ Adminserver

Back Fniah. | | Gance

Select Targets

14. Select the AdminServer option and click Finish.

8.1.2.2 Create GridLink Data Source

If you have selected the option, New > GridLink Data Source while creating the "Data Source",
you can directly specify the JDBC URL as indicated.

Create a Bew JOBC GridLink Data Source
M Cansal

J06C Griduink Data Source Froperties

The faloming properties vl be Lsad ta slantfy your ney J0BC Grdlink dats seurse

you st mames your ey JDBC GridLink dats soorce?
= name: XZ
a2 FOT rae would yois B 20 assagn $o your e JDEC Gridlink dats source?
fE| DT Hame:
Jebe/ xya

Ahat dstabase type would vou b to select?
Database Type: Orace
Ts S XA drrver?

[ %A Driver

hext Cancel

Create a New JDBC GridLinkData Source
1. Enter Data Source Name, and JNDI Name.

Ensure that the "JNDI Name" field is specified in the format “jdbc/infodomname" and the
XA Driver checkbox is not selected. Click Next.

Oracle Financial Services Software Confidential - Restricted

110 ORACLE



Create a New IDBE GridLink Data Source

Back | timxt cancel

Connection Propertics

Ertber Complat

Complete JDBL URL:

hat CaIBhaEE 000Ut Lser name GO you Wan 1D ube 19 TeabE aIRbMGe ConnecTong?

Database User Name:

What = the database sccount pasihivord to use fo oréate database connéctions?

Passwond:
Confirm Password:

Back | Beext Cance:

JDBC GridLinkData Source- Connection Properties

2. Specify Complete JDBC URL, Database User Name, and Password. Click Finish. The
created "Data Source" is displayed in the list of Data Sources.

8.1.2.3 Configure Multi Data Sources

A JDBC multi data source is an abstraction around a group of data sources that provides load
balancing and failover between data sources. As with data sources, multi data sources are also
bound to the JNDI tree. Applications can look up a multi data source on the JNDI tree and then
reserve a database connection from a data source. The multi data source determines from which
data source to provide the connection.

When the database used is Oracle RAC (Real Application Clusters) which allows Oracle
Database to run across a set of clustered servers, then group of data sources can be created for
instances running on a set of clustered servers and a JDBC multi data source can be created so
that applications can look up a multi data source on the JNDI tree to reserve database
connection. If a clustered server fails, Oracle continues running on the remaining servers.

1. Open WebLogic Admin Console in the browser window:
http://<ipaddress>:<administrative console port>/console. (https if SSL is

enabled). The Login window is displayed.
2. Login with the "User ID" that has admin rights.

3. Inthe LHS menu (Domain Structure), select Services > JDBC > Multi Data Sources.
The Summary of JDBC Multi Data Sources window is displayed.
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Summary of IDBC Mult Data Sources

2E i & AbsIrachon Sround & Group of Sata seurces St provades load halsnang and fadover betieen data sources. As with dats sounces, ol data sources are aiso bound
o 280 ok U & Pt dat8 saured o tha IND] e S then resirve & databade cancection from & clith souree, The inulll dats Soures determaies fam which dat

Use this page o create o view multi dats sources i your domain,

¥ Customize this table

Fulti Daka Sources(Filtered - More Columns Exist)

B

1 | ttame = 01 Hame: Algorithm Type [ Targets
(m] R FUSIONANEL Load-Baancng !;:- nServer
[ |rowos Koo RORRFELQT Load-Eaiancng !w"-"sr -

Shoning Lta 20f 2 Frevious | Next

Summary of JDBC Multi Data Sources

4. Click New. The New JDBC Multi Data Source screen is displayed.

NOTE: Ensure that the Data Sources which needs to be added to new JDBC Multi Data Source has
been created.

Create a New 080 Multi Data Scurce
Mt Cance

Configure the iHulti Data Source

Thea faloviens proper tes be ugest to sentify your new JDBC s data source,

Vinat wouds vou Boe o naeme your nesy JOBC Mt data souroe?
45 Hame: JOBC Muhi Data Source-0

at TNDT name veoLid

you Hios 80 assgn to your new JDBC Uit dats source?

-13 DT Name:

Jdbs/ iniodomname

What sigorithm type for this J08C Mulb Date Source would you e to sehect?
4| Algorithm Type: Load-Balancing

Pl Cance

Configure the Multi Data Source

5. Enter the JDBC Source Name, JNDI name, and select the Algorithm Type from the
drop-down list. Click Next.

Note:
= The JNDI Name has to be specified in the format jdbc/infodomname.

=  JNDI Name of the Data Sources that will be added to new JDBC Multi data source should
be different from the JINDI name specified during Multi Data Source.

= Same steps needs to be followed to create a mandatory data source pointing to the
"configuration schema" of infrastructure with jdbc/FICMASTER as JNDI name for Data

Source.
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= JNDI Name provided in multi data source should be the same name that will be mentioned
in the web.xml file of OFSAAI Application.

= You can select the Algorithm Type as Load-Balancing.

‘Create a Hew JDBC Hulti Data Source

Bact| Heas Cancel

Select Targets

Y0U S8 St Orve OF DM TBIQRLS RO DRy o mew JOSC MUt Date Sourte,
Servers

¥ Adminserver

Back | Hext Cance!

Select Targets

6. Select the AdminServer check box and click Next.

Create a New JOBC Multi Data Source
Back | et Cancel

Select Data Source Type

Plaase seiect type (KA or Non-13) of Gata source vou vwould lios to ackd to yeur new JDBC MU Data Source
L) KA Driver

(&) Non-XA Driver

Select Data Source Type

7. Select the type of data source which will be added to new JDBC Multi Data Source.
Click Next.

Data Sources:

Avnilable

Add Data Sources
8. Map the required Data Source from the Available Data Sources. Click Finish.

The New JDBC Multi Data Source is created with added data sources.
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8.1.2.4 Advanced Settings for Data Source

1. Click the new Data Source fromt the Summary of JDBC Data Sources window. The
Settings for <Data Source Name> window is displayed.

2. Select the Connection Pooling tab given under Configuration.

3. Gotothe Advanced option at the bottom of the page, and check the Test Connection
of Reserve checkbox (Enables Weblogic Server to test a connection before giving it to a
client).

To verify if the data source is valid, select "Data Source nhame". For example,
FICMASTER.

Settings for FICMASTER
Configuration  Targets | Monitoring | Control | Secunty | Notes

Stapstics  Testing
Use thss page to test datahase connections m this JDBC data source,

W Customize this table
Test Data Source (Filtered - More Columns Exist)

Showing 1to 1of 1 Previous | Next

Server State

O |oFsanrs Rurring

Showing 1 to 1of 1 Previous | Next

Settings for <Data Source Name>
4. Select the server and click Test Data Source.
A message is displayed indicating that the test was successful.
5. Once the "Data Source" is created successfully, the following messages are displayed:
= All changes have been activated. No restart is necessary.
= Settings updated successfully.

If not, follow the steps given above to recreate the data source.

8.1.2.5 JDBC Connection Pooling

To define the JDBC connection pooling, ensure that you have created JDBC Provider and Data
source to access the data from the database.

1. Click the newly created Data Source $DATA_SOURCES$ and navigate to the path Home
>Summary of Services: JDBC >Summary of JDBC Data Sources >JDBC Data Source-
<INFODDOM_NAME>
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2. Set the values for Initial Capacity to 10, Maximum Capacity to 100, Capacity Increment
by 1, Statement Cache Type to LRU, and Statement Cache Size to 10.

3. Click Save.

8.1.3 Configure Resource Reference in Tomcat Application Server

This section is applicable only when the Web Application Server is Tomcat.
This section includes the following topics:

e Create Data Source

e JDBC Connection Pooling

e Class loader configuration for Apache Tomcat

Copy the Oracle JDBC driver file, "ojdbc<version>.jar" from <Oracle Home>/jdbc/l1ib and place it
in <Tomcat Home>/l1ib.

NOTE: Refer Appendix N for identifying the correct ojdbc<version>_jar version to be copied.

8.1.3.1 Create Data Source

To create "data source" for OFSAA application, navigate to <Tomcat Home>/conf and edit the
following block of text by replacing the actual values in server._.xml.

NOTE: The User-IDs for configuration/ atomic schemas have the prefix of SETUPINFO NAME
depending on the value set for PREFIX_SCHEMA_NAME in <<APP
Pack>>_ SCHEMA_IN.XML file of Schema Creator Utility. For example: if the value set for
SETUPINFO NAME is DEV and PREFIX_SCHEMA NAME is Y and the schema name was
mentioned as ofsaaconf, then the actual schema created in the database would be
DEV_ofsaaconf.

<Context path ="/<context name>" docBase="<Tomcat Installation
Directory>/webapps/<context name>" debug="0" reloadable="true"
crossContext=""true">

<Resource auth="Container"
name="jdbc/FICMASTER"
type="javax.sql .DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="<user id for the configuration schema>"
password="<password for the above user id>"
url="jdbc:oracle:thin:@<DB engine IP address>:<DB Port>:<SID>"
maxActive="100"
maxIdle="30"
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maxWait=""10000"/>
<Resource auth="Container"
name="jdbc/< INFORMATION DOMAIN NAME >"
type="javax.sql .DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="<user id for the atomic schema>"
password="<password for the above user id>"
url="jdbc:oracle:thin:@<DB engine IP address>:<DB Port>:<SID>"
maxActive="100"
maxIdle="30"
maxWait="10000"/>
</Context>

NOTE: The <Resource> tag must be repeated for each Information Domain created.
After the above configuration, the "WAR" file has to be created and deployed in Tomcat.

8.1.3.2 JDBC Connection Pooling

To define the JDBC connection pooling, do the following:

1. Copy $ORACLE_HOME/jdbc/lib/ojdbc<version>.jar to the path
$TOMCAT_DIRECTORY/Hib/.

NOTE: Refer Appendix N for identifying the correct “ojdbc<version>.jar” version to be copied.

2. Edit the server.xml present under the path $TOMCAT_DIRECTORY/conf/ with the below
changes, which is required for connection pooling.

<Context path="/ $CONTEXTNAME$" docBase=" $APP_DEPLOYED_PATH$ *
debug="'0" reloadable=""true" crossContext=""true'>

<Resource auth="Container"

name="jdbc/ $INFODOM_NAMES$"

type="javax.sql .DataSource"
driverClassName="oracle.jdbc.driver_OracleDriver"
username="" $ATOMICSCHEMA USERNAMES$"
password=""$ATOMICSCHEMA_PASSWORD$""
url="$JDBC_CONNECTION_URL"

maxActive="100"

maxidle="30"
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maxWait=""10000"
removeAbandoned=""true" removeAbandonedTimeout=""60"
logAbandoned=""true"/>
</Context>
Note the following:
= $TOMCAT_DIRECTORYS$ should be replaced by Tomcat application installed path.
=  $CONTEXTNAMES should be replaced by OFSAAI context nhame.
= $APP_DEPLOYED_PATHS$ should be replaced by OFSAAI application deployed path.
=  $INFODOM_NAMES should be replaced by Infodom Name.

= S$ATOMICSCHEMA_USERNAMES$ should be replaced by Atomic schema database user
name.

= S$ATOMICSCHEMA_PASSWORDS$ should be replaced by Atomic schema database
password.

= $IJDBC_CONNECTION_URL should be replaced by JDBC connection string
jdbc:Oracle:thin:<IP>:<PORT>:<SID>. For example, jdbc:oracle:thin
10.80.50.53:1521:soluint

= The User-IDs for configuration/ atomic schemas have the prefix of SETUPINFO NAME
depending on the value set for PREFIX_SCHEMA_NAME in <<APP
Pack>> SCHEMA_IN.XML file of Schema Creator Utility.

For example: if the value set for SETUPINFO NAME is DEV and
PREFIX_SCHEMA NAME is Y and the schema name was mentioned as ofsaaconf, then
the actual schema created in the database would be DEV_ofsaaconf.

8.1.4 Class loader configuration for Apache Tomcat

1. Edit the server.xml available in $TOMCAT_HOME/conf/ folder.

2. Add tag <Loader delegate=""true" /> within the <Context> tag, above the
<Resource> tag. This is applicable only when the web application server is Apache
Tomcat 8.

Add tag <Loader delegate="true" /> within the <Context> tag, above the <Resource> tag in
server.xml file.

NOTE: This configuration is required if Apache Tomcat version is 8.
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9 Appendix C: Creating and Deploying EAR/ WAR File

9.1 Creating and Deploying EAR/WAR File

This appendix includes the following topics:

= Creating EAR/WAR File

= Deploying EAR/WAR File

9.1.1 Creating EAR/WAR File

To create EAR/WAR File, follow these steps:
1. Navigate to the $F1C_WEB_HOME directory on the OFSAA Installed server.
2. Execute .Zant.sh to trigger the creation of EAR/ WAR file.

3. On completion of the EAR files creation, the "BUILD SUCCESSFUL" and "Time taken"
message is displayed and you will be returned to the prompt.

'OF5A80/f

4. The EAR/WAR file - <contextname>.ear/ .war -is created.

NOTE: The <contextname> is the name given during installation.
This process overwrites any existing version of EAR file that exists in the path.
In case of OFSAA configured onTomcat installation, <contextname>._war will be created.
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9.1.2 Deploying EAR/WAR File

The OFSAA Application EAR/ WAR file is generated at $F1C_WEB_HOME on the OFSAA Installed
server. Locate the <contextname>.ear/ .war file for deployment.

This section includes the following topics:

=  Deploying WebSphere EAR/WAR Files

= Deploying WebLogic EAR/WAR Files

= Deploying Tomcat WAR Files

NOTE: Ensure to clear the application cache prior to the deployment of Application Pack Web
Archive. This is applicable to all Web Servers (WebSphere, WebLogic, and Tomcat). For more

information, refer Clearing Application Cache section.

9.1.2.1 Deploying EAR/WAR files on WebSphere

To deploy WebSphere EAR/WAR File, follow these steps:

1. Start WebSphere Profile by navigating to the path
"I<Websphere_Installation_Directory>/IBM/WebSphere/AppServer/profiles/<Profile_Na

me>/bin/" and execute the command:
./startServer.sh serverl

2. Open the following URL in the browser: http://<ipaddress>:<Administrative
Console Port>/ibm/console. (https if SSL is enabled). The login screen is displayed.
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. . WebSphere Integrated
Solutions Console

User ID:

admin

Password:

&

Licensed Materials - Property of 1BM (c) Copyright IBM Corp. 1997, 2011 All Rights Reserved.
1BM, the IBM logo, ibm.com and WebSphere are trademarks or registered trademarks of
International Business Machines Corp., registered in many jurisdictions worldwide. Other
product and service names might be trademarks of IBM or other companies. A current list of
1BM trademarks is available on the Web at Copyright and trademark informaticn.

Login Window
3. Enter the user credentials with admin privileges and click Log In.

4. From the LHS menu, select Applications and click New Application. The New
Application window is displayed.

Mew Application

New Application

This page provides links to create new applications of different types.
Install a New Application

=

Mew Enterprise &pplication

% Mew Business Level Application
i] Mew Asset

New Application

5. Click New Enterprise Application. The Preparing for the application installation
window is displayed.
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Preparing for the application installation

Specify the EAR, WAR, JAR, or SAR module to upload and install.

Path to the new application

) Local file system

® Remote file system

Full path
E_'s_n;ratch.n"uraclE.u"wa5855.-"|:|r-:|ﬁ|EEFFEETSUAAIIMISﬁI Browse.. I

M Cancel

Preparing for the application installation

6. Select Remote File System and click Browse. Select the EAR file generated for
OFSAA to upload and install. Click Next.

Preparing for the application installation

How do you want to install the application?

@ Fast Path - Brompt only when additional infarmation is required.

) Detailed - Show all installation options and parameters.

# Choose to generate default bindings and mappings

Previous I NE-n:l Cancel

Installation Options

7. Select the Fast Path option and click Next. The Install New Application window is
displayed.
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installation options

Step 2 Map
maodules to servers

Step 2 Summary

Specify the various options that are available for your application.

Precompile JavaServer Pages files

Directory to install application

Distribute application
Use Binary Configuration

Dieploy enterprise beans

Application name

AATS0

Create MBeans for resources

Owerride class reloading settings for Web and EJB modules

Reload interval in seconds

Deploy Web services

alidate Input offfwarn/fail
warn v

Process embedded configuration

File Permission

Allow all files to be read but not written to
Allow executables to execute
Allow HTML and image files to be read by everyone

[#\.dll=755=.F\,50=755=%\.a=755=%\.51=755

Application Build ID

Allow dispatching includes to remote resources
Allow servicing includes from remote resources

Business level application name 3
Create New BLA x

Asynchronous Request Dispatch Type
Disabled >

Allow EIB reference targets to resolve autematically
Deploy client madules
Isolated -

Validate schema

8. Enter the required information and click Next. The Map Modules to Servers window is
displayed.

Install New Application
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Install New Application

Specify options for installing enterprise applications and modules.

Step 1 Select Map modules to servers

installation options

Specify targets such as application servers or clusters of application servers where you want to install the medules that are

=3 Step 2: Map modules contained in your application. Medules can be installed on the same application server or dispersed ameng several application

to servers servers, Also, specify the Web servers as targets that serve as routers for requests to this application. The plug-in

configuration file (plugin-cfg.xml) for each Web server is generated, based on the applications that are routed through.

Step 3 Summary
Clusters and servers:

| webSphere:cell=ofs52211701Nede02Cell,node=0fs523117 01 MNode02,server=sarverl Apply

Select | Module URI Server
OFSAAL AAISD.war WEB- WebSphere:cell=o0fs523117 01Node02Cell,node=ofss2311701Nade02,server=serverl
Wweb
sl IMF/web.xml
Applicatien

Previous || Cancel |

Map Modules to Servers

9. Select the Web Application and click Next. The Map Resource References to
Resources window is displayed.

Specify options for installing enterprise applications and modules.

Step 1 Select Map fe to
installation options
Shail Each resource reference that is defined in your application must be mapped to a resource. )
modules to servers
Step 3:  map resource | Set Multiple JNDI Names ~ | Modify Resource Authentication Methad... | [_Extended Properties... |
references to resource
Step 4: Map virtual
hosts to Web modules E tl
Step 5: Summary Select | Module Bean | URD Resource Reference I Target Resource JNDI Name | Login configuration
Resource
authonization:
| [idbc/OFSALMINFO i
[ | OFSAAIweb AAIB0.war, WEB- hoesavee | Confamer
L Application INFfweb.xem d | [ Browse... | Authentication
method:
Mone
Resource
authorization:
[jdbe/FicMasTER. | i
[] | OFSAAlweb AAIS0.war, WEB- Jdbo/FICMASTER | ,;:,:,r I R EogRaRIEr
Application INF/web.xml | s Authentication
method:
Mone
Resource
authorization:
jdbc/OFSCAPADQINFO Container
OFSAAL Web AATB0.war, WEB- : |
B L ‘ jdbc/OFSCAPADQINFO | [ Browse... e
Application INF/web.xml | —] Authentication
method:
Mone

Previous || Finish || Cancel

Map Resource References to Resources
10. Map each resource defined in the application to a resource JNDI name defined earlier.

11. Click Modify Resource Authentication Method and specify the authentication method
created earlier.
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12. You can specify "config" for FICMASTER resource or "atomic" for atomic resource as
the authentication method.

13. Select the OFSAAI Web Application check box and click Next. The Map Virtual hosts
for Web Modules window is displayed.

Install New Application P

Specify options for installing enterprize applications and modules.

Step 1 Select Map virtual hosts for Web modules

installation options

Specify the virtual host whare you vant to install the Web modules that are contained
Step 2 Map in your application. You can install Web modules on the same virtuzl host or disperse

modules to servers them among several hosts.

Step 3 Map Apply Multiple Mappings

resource references

Lo resources _. . B'

Step 4: Map virtual Select Web module Virtual host
hosts for Web I 1

modules OFSAAL Web Application | default_host [
1 i o

Step 5 Summary

|_Previous | | | Cancel |

Map Virtual host for Web Modules

14. Select the Web Application check box and click Next. The Summary page is
displayed.
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Step 1 Select
installation options

Step 2 Map
modules to servers

Step 3 Map
resource refereances
to resources

Step 4 Map virtusal
hosts for Web
modules

Step 5: Summary

Specify options for installing enterprise applications and meodules.

Summary of installation options

Options Valuas
_Prucnmpill JavaServer Pages files Neo
Dirasctory toinstall application

Distribute application Yeas
Use Rinary Canfiguration Nao
Deploy enterprise beans Yeas
A:laplica.tilm:l name AAIBD
Create MBeans for resources Yes
Ovarride class reloading settings for Web and EJE e
modules

Raload intarval in seconds

Deploy Web services No
Validate Input offfwarn/fail warn
Process embedded configuration Neo

File Permission

FLdll=7 55=,%\.50=755=,*\.a=755#,%\,5|=755

Application Build ID

Unknown

Allow dispatching includes to remote resources Ne

Allew sarvicing includas frem remeta rescurces Ne
Business level application name

Asynchronous Request Dispatch Type Disabled
A[Ie—w EJB reference targats to rasolve lutum:liclll_\,.r Ne
Daplay cliant madulas KNa

Client deployment mode Isclated
Validate schema No
éellmudefséwzr -Cl.ick here

 Previous | 0 Finish.]'_ll Cancel_]::_:-

Summary

15. Click Finish and deploy the Infrastructure Application on WebSphere.

On successful installation, a message is displayed.

16. Click Save and save the master file configuration. The details are displayed in the
Master File Configuration window.

Start the Application

To start the application, follow these steps:

1. Expand Applications > Application Type > WebSphere enterprise applications. The
Enterprise Applications window is displayed.
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Enterprise Applications FE

Enterprise Applications

Use this page to manage installed applicatiens. A single application can be depleyed onto multiple servers,

# Prefzrences

Startl Stopl Install Uninstall Update Rollout Update Remove File | Export | Export DDL Export File
) e o
Select| Mame £ Application Status £

You can administer the following resources:

[ |aaso a
[[] |Defaultapplication &
[] |ifoo >
O |auen &
Total 4

Enterprise Applications

2. Select the installed application and click Start.

NOTE: <profile name> is the profile name given while creating the WebSphere profile.
<cell name > is the cell name given during profile creation
<contextname> is the context name given during installation.

9.1.2.2 Deploying WAR File on WebLogic

Following are the steps for deploying Infrastructure application that would be created during
installation:

1. Navigate to the path <WebLogic Installation
directory>/user_projects/domains/<domain name>/bin in the machine in
which WebLogic is installed.

2. Start WebLogic by executing the command:

./startWeblLogic.sh -d64 file

3. Open the URL in the browser window: http://<ipaddress>:<admin server port>/console.

(https if SSL is enabled). The Sign in window of the WebLogic Server Administration
Console is displayed.

NOTE: Ensure that you have started Infrastructure Server by executing ““./reveleusstartup.sh”
as mentioned in Start Infrastructure section

4. Log on to the WebLogic Server by entering the user credentials having privileges to
deploy the EAR file.
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5. From the Domain Structure LHS menu, click Deployments. The Summary of
Deployments window is displayed.

oORrRACLE WebLogic Server® Administration Console —
Change Center & Home Log Out Preferences Record Help | J. Welcome, upg7273 | Connected to:
View changes and restarts | upg?273

Home >Summary of Deployments
Configuration editing is enabled, Future
changes will automatically be activated as you

madify, add or delete items in this domain, Sommary of Deployments

Control | Monitoring

Domain Structure

This page displays a kst of Java EE applications and stand-alone application modules that have been installed to this
domain. Installed applications and modules can be started, stopped, updated (redeployed), or deleted from the domain by
first selecting the application name and using the controls on this page.

teH-services
Secqurity Realms To install a new application or module for deployment to targets in this domain, dick the Instaf button.
e Interoperabity
#}-Diagnostics

¥ Customize this table

Deployments
Install Showing 1to 10f 1 Previous | Mext
[ | name State | Health | Type DMyl
How do L.. 2 | == = Enterprise
O | ® Bupg7273 Active | ¥ OK Appication | 199

System Status . | |
J Install | Showing 1to 1of 1 Previous | Next

Summary of Deployments
6. Click Install. The Install Application Assistant window is displayed.

7. Select the Exploded EAR directory after browsing to the directory where it is saved and
click Next.

Explode EAR File

To explode EAR, follow the below steps:

1. Create the "applications" folder under domain name. For example,
/Bea/user_projects/domains/ <Domain _name>/applications.

2. Create <context_name>.ear folder under "applications" folder.

3. Copy the <$FIC_WEB_HOME/<context_name>.ear file to
<WEBLOGIC_INSTALL_DIR>/Bea/user_projects/domains/<DOMAIN_NAME>/ap
plications/<context _name>.ear

4. Explode the <context_name>.ear file by executing the command:
jar -xvf <context_name>.ear

5. Delete the <context>.ear and < context >_war files (recently created)
<WEBLOGIC_INSTALL_DIR>/Bea/user_projects/domains/<DOMAIN_NAME>/a
pplications/<context_name>.ear.
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6. Create a directory <context_name>.war under

<WEBLOGIC_INSTALL_DIR>/Bea/user_projects/domains/<DOMAIN_NAME>/a
pplications/<context name>_ear.

Copy <$FIC_WEB_HOME/<context_name>.war Ffile to
<WEBLOGIC_INSTALL_DIR>/Bea/user_projects/domains/<DOMAIN_NAME>/a
pplications/<context_name>.ear/<context_name>.war.

Explode the <context_name>_war file by executing the following command to get the

directory structure:

jar -xvf <context_name>.war

Install Application

To install Application, follow these steps:

1. Open the Install Application Assistant.
Install Application Assistant
Nt | cancel
|

Locate deployment to install and prepare for deployment

Salact the fis path that reprasants tha appbcation oot directory, archive fie, exploded archive drectary, or application module descriptor that you want

the applcation drectory or fie in the Path field,

Mote: Orly vaid fie paths are displayed below, If you cannot find your degloyment files, upload your

Path: foradata2fwi 1035/ 0racleMiddleware/user_projactsidomains/upgl 273/ applications
Recently Used Paths: foradataz Oracie /M 7273 applicabions
1 Oracie [ Muddleware [user_projects [ domans [ upg7273 [

Current Location:
-~
(0 L0 upg7273.ear (open drectoey)

Hext i Cancei

Install Application Assistant

2. Click Next.

Install Application Assistant
Back | | MNext Cancel

Choose targeting style

'B’GES are the servers, dusters, and virtual hosts onwhich this deployment w

@ Install this deployment as an application

The spplication and its components wil ba targeted to the same locations. Thes i the most comeman usage.
O Install this deployment as a library

Appécation fibranies are deployments that are avadable for other deployments to share, Libraries sh

Back | | Naxt Cancei

Install Application Assistant

to instal, You can also snter the path of

file (s} andjor confirm that your applicabon contains the requred deployment descriptors,

run. There are several ways you can target an applcation.

ouid be avaiable on af of the targets running ther -'!-‘E'C“:': Sppications
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3. From the Choose targeting style section, select the Install this deployment as an
application option and click Next. The Optional Settings window is displayed.

Install Apphcation Assistant
Back | | Next | | Fnish| || Cancel

Optional Settings
fou can modfy these settings or acoept the defaults
General

Vhat do you want to name this denloyment?
Mame upg7273

Security

Vihat security model g you want to use with thes applcaten?

(3} DD Only: Use only roles and policies that are defined in the deployment descriptors.

() Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the deployment
descriplor.

) Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.

() Advanced: Use a custom model that you have configured on the realm's configuration page.

Source accessibility

Hiw shacld the sauree fles be made sccesshie?

(&) Use the defaults defined by the deployment’s targets

Recommended seiecton
) Copy this apphcation onto every target for me

During depioyment, the fies will e coped automancally to the managed servers to which the application is fargeted,
2 1will make the deployment accessible from the following location

Location: foradata2iwl 1035/ 0vacleMiddiewarefuser_projects/domail

Frovide the location from where all targets wil access this appiicaton’s fies. This s often a shared directory. You must ensure the appicaton files exst in ths location and that each target can
FEATH INE Iplabon,

Back | | et | | Finisn | || Cancel
= |

Optional Settings
4. Enter a Name for the deployment if required.

5. Under the Security section, select the DD only option to specify that only roles and
policies that are defined in the deployment descriptors should be used.

6. Selectthe | will make the deployment available from the following location option
under the Source accessibility section.

7. Click Next to continue. The Deployment Summary window is displayed.
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Install Apphication Assistant

Back Finish Cancel

Review your choices and click Finish
Click Finish to complete the deployment. This may take a few moments to complets,
Additional configuration
In arder to work successfully, this application may require additional configuration. Do you want to review this application's configuration after completing this assistant?

@ Yes, take me to the deployment's configuration screen.

() Mo, I will review the configuration later.

Summary
Deployment: JjoradataZivd 1035 /Crace Mddleware luser_projects/domains lupg 7273 /applicabons jupg 7273.ear
Hame: wgrTI3
Staging mode: Use the defaults defined by the chosen targets
Security Model: DOOnly: Lise only roles and polioes that are defined in the deployment descriptors,

Target Summary
Components < Teivets
LpgT2T3.ear AdminServer
P..ack _Fmsn i .Canct."

Deployment Summary

8. Select the Yes, take me to the deployment's configuration screen option and click
Finish. The Settings for <Deployment Name> window is displayed.
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Settings for upg7273

Overview DeploymentPlan  Configuration | Seawrity | Targets | Contrel | Testing | Monitoring || Notes

Saye

Usa this page to view the genaral configuration of an Enterprise applcation, such as its name, the physical path to the appication fles, the assodated depioyment plian, and 50 on. The table at
the end of the page ks the modides (such as Web spplications and EJBs) that are contaned in the Enterprise application. Click on the name of the module to view and update its configuration.

Hame: upg7273 The name of this Enterprise dpplication.  More Info...

Path: | oradata2 wi 1035/ Orade/ Middevars/ user_projects] domains/ Log 7273/
appications/ upgTa7a. ear

Deployment Plan: {no plan specfied) More
Staging Mode: (not specified)
Security Modek TOOnly

4] Deployment Order: 100

(] Deployment Principal
Hame:
Save
Modules and Components
Showing 1o 1of 1 Previous | hext
Hame « Type
T Entemrise
B w273 Appacaton
EERs
StatelessCachaBeanBean ER
El Modules
it gt
[beancache jar 5134
Module
) Web Services
Hone to display

Showing Lto 10f 1 Previous | Next

Settings for <Deployment Name>

9. Review the general configuration details of the deployment. You can also update the
configuration of the deployment in this window. In the Overview tab you can view the
complete deployment configuration.

10. Click Save to update the changes, if any.

11. From the LHS menu, click Deployments. The Summary of Deployments window is
displayed.
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Summary of Deployments

Control | Monitoring

Ths page cisplays » kst of Java EE apphcatons and
{redeployed), or deieted from the domain by fi

d-slore appicaton modules o

have been nstalied to thes doman. Installed appheations and madules can be started, stooped, updated
& B00 e 2 i

nirols on this page.

1, dick the Install button,

To install & new application or module for deployment to targets n this d

¥ Customize this table

Deployments
Install | | Update | | Dedste ,W\ Stop ¥ Showing 1to 1of 1 Previcus | Next
Servidng al requests
lame # Servicng only adwiriskration requests State | Health | Type Deployment Order
& | ® Bupgrzra Active ¥ oK Enterprise Applicaton 100
dnateh| | Updels:) | Dciele,) §.Siarts | jiSlopoc Showing 1to 10f 1 Previous | Next

Summary of Deployments

12. Select the newly deployed Infrastructure application and click Start > Servicing all
requests. Ensure that the Infrastructure server is up and running.

Messages

& Start requests have besn sent to the sslected Depioyments
Summary of Deployments

Control  Monitoring

This page dispiays 2 kst of Java EE appicatons and stand-alone 2poication moduies that have been instaled to this domain. Instalied apphcatons and modules can be started, stopped, updated
{redeployed), or delated from the domain by first selecting the application name and using the contrals on this page,

To install & new application or modle for deployment to tangets in this domain, o

P Customize this table

Deployments
nstat ' - Showing 140 10F 1 Previous | Next
1 | vame & State Health Type Deployment Order
0O|=G Active o Enterprise Apphcation 100

| Instas | = Showing 1to 1of 1 Previous | hext

Summary of Deployments

13. The State of the deployed application is displayed as Active if started successfully.

9.1.2.3 Deploying WAR Files on Tomcat

Before deploying the WAR files, ensure that the previously deployed applications of Infrastructure
are uninstalled. See Uninstalling Previously Deployed WAR Files in Tomcat for the procedure to
uninstall the previously deployed Infrastructure war files.

On the machine that hosts Tomcat, follow the below steps outlined to deploy Infrastructure
application:

1. Copy the <context-name>_war from $FIC_WEB_HOME/<context-name.war> to
<Tomcat Installation Directory>/webapps/ directory.
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Apache Tomcat/7.0.57

Developer Quick Start
Tomcal bring
ol Vied Avotaios

Managing Tomcat

Foe gogunty sctwes 19 1he MaShSge wibapd &
restrcted Urers are defredn
BCATALINA_ROWE/ conl/tomcet-umers . xml

b Tomcat 70 stiwss 10 P maduge
applaabon s s betwean dferent uren

Home Documentation Configuration Examples

Hesira & ARK
4T Dl Lomrroey

Wikl Malling Lists

M you're sesing this, you've successfuily instafled Tomcat. Congratulations!

Recommended Reading:

Security Considerations HOW-TO
Manager Application HOW-TO
Clustering Session Replication HOW-TO

Documentation
Tomeat 7.0 Documentation
Tomeat 7.0 Configuration
Tomcat Wiki

o aibansl snpotant odbgutihon
migimaten £

Find Help
= Apache Software Foundation

hitp://fwww apache. arg/

Ferviet Seecilcatony
Tomeat erssn

Getting Help
FAQ and Mailing Lists
The Soliomersy el et ot sesdabie

o B
IO AR I TSR TR ST

nol LemreaEmy

Baad mos L]
lmum_mf:mn,rn T PaT i BRaname
Releats Hotes Sl ate:
Draiogers may b wbewstod o B -+ = & - ]
Changsiog
Tt L0 Sen Dntetane e P L
Toneni 70 jwyalioey
Security Hotices
Tecxat T 030 Assaaliry
Ml - - g

ey

il ety LI
:r'..: :\:;Lrt :;.:;'fv

2. Click Manager App. The Connect to dialog box is displayed.

3. Enter the User Id and Password that has admin rights and click OK. (For user creation
in tomcat, see Tomcat User Administration. The Tomcat Web Application Manager
window is displayed with the list of all the applications deployed.

TR el || e |
) L L] 2
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perrT - [TEREPIRY T — [ i T i) o v —
= g =] C—"
 I— -]
g e ) o L e 8 S R

™
=]
| L Pl 4 by
e .
G
P i L e 1 — 8 s i A rt—— e
4.,

""/<context-name>"".

In the Deploy section, enter the Context Path provided during the installation as
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5. Enter the path where the <context-name>.war file resides (by default ""$FIC_WEB_
HOME/<context-name>_war") in the WAR or Directory URL field and click Deploy.

6. On successful application deployment, a confirmation message is displayed. Start the
Tomcat server..Refer Starting Web Application Servers for more details.
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10 Appendix D: Starting / Stopping Services

10.1 Start/Stop OFSAA Infrastructure Services

This chapter details on how to start and stop OFSAA Infrastructure services. This chapter
includes the following sections:

e Starting Infrastructure services

e Starting Web Application Servers

e Stopping Infrastructure Services

e Stopping Web Application Servers

10.1.1 Starting Infrastructure Services

Once the installation of Infrastructure has been completed successfully and the post-installation
steps are completed, the servers must be started. Log on to each machine and run the .profile
file. All servers mentioned must be started from the same shell encoding. The servers mentioned
below are dependent on each other. It is mandatory to maintain the order in which the servers are
started. Allow each of the servers to initialize completely before starting the next server.

1. On the machine in which Infrastructure Application components have been installed,
navigate to $FIC_APP_HOME/common/FICServer/bin and execute the following

command to start the Infrastructure Server.

./startofsaai.sh

NOTE: You can also start the Infrastructure Server by executing the command "nohup ./
startofsaai.sh &". Starting the process using "nohup” and "&" will return the command prompt
without having to wait till the process completes. However, this command cannot be used
when you are starting the server for the first time or starting after changing user password in
the configuration database schema.You can also start the Infrastructure Server by executing
the command "nohup ./ startofsaai.sh &". Starting the process using "nohup" and "&" will
return the command prompt without having to wait till the process completes. However, this
command cannot be used when you are starting the server after changing user password in
the configuration database schema.

2. Select the required webserver start up option from the table.
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Start up Option Description

Starting WebSphere profile On the machine in which Web sphere is installed, navigate to
[Webshpere_Install_Directory] /AppServer/<profiles>/<profile
name>/bin and execute the command: ./startServer.sh serverl.

Starting WebLogic Domain On the machine in which WebLogic is installed navigate to <WebLogic
Instal lation directory>/user_projects/domains/<domain
name>/bin and execute the command: startWebLogic.sh -d64.

Note: If WebLogic is already running, access the WebLogic Admin
Console. Stop and start the application <context name>.ear.

Starting Tomcat Application On the machine in which Tomcat is installed, navigate to <Tomcat_Install_

Directory>/bin and execute the command: ./catalina.sh run

3. Start ICC server.:

= On the machine in which Infrastructure default Application components have been
installed, navigate to $FIC_HOME/ficapp/icc/bin and execute the command.

= _/iccserver.sh

NOTE: Only Infrastructure Default Application Server would hold ICC component.

4. Start Back-end Services:

* On the machine on which Infrastructure Database components have been
installed, navigate to $FIC_DB_HOME/bin and execute the command to start
"Agent server":

./agentstartup.sh
Or
= Start Back-end services using the command:

nohup ./agentstartup.sh &

NOTE: This agent internally starts the Router, Message Server, OLAP data server and AM services.

10.1.2 Starting Web Application Servers

Start the Web Application Server depending on the type from the following table.
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Start up Option

Description

Starting WebSphere profile On the machine in which Web sphere is installed, navigate to

[Webshpere_Install_Directory] /AppServer/<profiles>/<profile
name>/bin and execute the command: ./startServer.sh serverl.

Starting WebLogic Domain On the machine in which WebLogic is installed navigate to <WebLogic

Instal lation directory>/user_projects/domains/<domain
name>/bin and execute the command: startWebLogic.sh -d64.

Note: If WebLogic is already running, access the WebLogic Admin
Console. Stop and start the application <context name>.ear.

Starting Tomcat Application On the machine in which Tomcat is installed, navigate to <Tomcat_Install_

Directory>/bin and execute the command: ./catalina.sh run

10.1.3 Stopping Infrastructure Services

To stop Infrastructure services:

1. On the machine in which Infrastructure Application components have been installed,
navigate to $FIC_APP_HOME/common/FICServer/bin and execute the command:

./stopofsaai .sh

2. To stop ICC server, on the machine in which Infrastructure default Application
components have been installed, navigate to $FIC_HOME/Fficapp/icc/bin and
execute the command:

./iccservershutdown.sh

NOTE: Only Infrastructure Default Application Server would hold ICC component.

3. To stop Back-end server, on the machine in which Infrastructure database
components have been installed, navigate to $F1C_DB_HOME/bin and execute the

command:

-/agentshutdown.sh
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10.1.4 Stopping Web Application Servers

Stop the Web Application Server depending on the type from the following table.

Stop Option Description

Stopping On the machine in which Web sphere is installed, navigate to
WebSphere profile | [Webshpere_lInstall_Directory] /AppServer/<profiles>/<profile
name>/bin and execute the command: ./stopServer.sh serverl.

Stopping WebLogic | On the machine in which WebLogic is installed navigate to <WebLogic
Domain Instal lation directory>/user_projects/domains/<domain
name>/bin and execute the command: startWebLogic.sh -d64.

Note: If WebLogic is already running, access the WebLogic Admin
Console. Stop the application <context name>.ear.

Stopping Tomcat On the machine in which Tomcat is installed, navigate to <Tomcat_Install_
Application Directory>/bin and execute the command: ./shutdown.sh
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11 Appendix E: Accessing OFSAA Application

This appendix gives details the steps to be performed to access OFSAA Application.
11.1 Accessing OFSAA Infrastructure

1. From your desktop, open the browser and enter the URL in below format:
<scheme>://<IP address/ hostname>:<port>/<context-name>/login.jsp
For example, https://111.222_.333.444:5555/0fsaa/login.jsp

The OFSAA login screen is displayed.

ORACLE

2. With installation of every OFSAA Application Pack, there are two seeded user profiles
configured in the system:

e SYSADMN — System Administrator
e SYSAUTH — System Authorizer

3. Login to the application using the "SYSADMN" User ID. (Note that, there is no "I" in the
SYSADMN login USER ID). Enter the password that was provided during installation. On the
first login, you will be prompted to change the password.
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11.1.1 OFSAAI Login

While accessing Oracle Financial Services Analytical Applications Infrastructure, the Splash
screen is as displayed:

ORACLE

You can select the required language from the Language drop-down list. The language options
displayed in the drop down are based on the license. Based on the selection of Language, the
appropriate language login screen is displayed.

Enter the User ID and Password provided by the System Administrator and click Login. You will
be prompted to change your password on your first login. Alternatively, you can also choose to
change your password any time.
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In the Change Password screen, enter a new password, confirm it and click OK to view the
Splash screen. Refer to the following guidelines for Password Creation:

o Passwords are displayed as asterisks (stars) while you enter. This is to ensure that the
password is not revealed to other users.

e Ensure that the entered password is at least six characters long.

e The password must be alphanumeric with a combination of numbers and characters.
e The password should not contain spaces.

e Passwords are case sensitive and ensure that the Caps Lock is not turned ON.

e By default the currently used password is checked for validity if password history is not
set.

e New password should be different from previously used passwords based on the
password history which can be configured.

¢ If you encounter any of the following problems, contact the System Administrator:
o0 Your user ID and password are not recognized.
o Your user ID is locked after three consecutive unsuccessful attempts.
0 Your user ID has been disabled.

0 Guest user cannot change the password.
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12 Appendix F: Post Deployment Configurations

12.1 Post Deployment Configuration

This chapter covers the following topics:

e Deploying the Application

e Logging as System Administrator

e Creating Application Users

e Mapping Application User(s) to User Group

12.2 Deploying the Application

12.3

12.4

This section explains steps to deploy the application.
To deploy the application, follow these steps:
1. Execute the below query
e select * from aai_menu_b b where b.v_menu_id in (OFS_CRM;

2. Update the URL: “V_MENU_URL" and “V_URL_PARAMETERS".

Logging as System Administrator

Post installation, the first login into Infrastructure is possible only for a System Administrator
through user id “sysadmn”. This ID is created at the time of installation with the password
provided during installation. Enter login id “sysadmn” and password that was provided during
installation. Click Login.

Creating Application Users

User Maintenance facilitates you to create user definitions, view, manage, modify, and delete
user information. You can access User Maintenance by expanding User Administrator section
within the tree structure of LHS menu.

The User Maintenance screen displays user details such as User ID, Name, Profile Name, Start
and End dates. You can also identify the user status if enabled to access the Infrastructure
system.

To add a user in the User Maintenance screen:

1. Select button from the User Maintenance tool bar. Add button is disabled if you have
selected any User ID in the grid. The New User screen is displayed.
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= New - User - Windows Internet Explorer

User Maintenance

User Maintenance > User

# User Maintenance

User D JohnAdmin User Name John K
Nottingham Road, New “ork
Address Date of Birth O7/07/1870 j
Designation Administrator Profile Name : Profile for the Administrator M
Start Date o720 |TE] End Date orrzanns |TE

Password ssssssssn

& Notification Time

Start 09:00 End 06:00
Email ID john_k@emal.com Mobile No +5554360947
Pager No 6585201266
% Enable User
Enable User Login on Holidays
save | | Cancel
% User Info
Created By Created Date
Last Modified By Lazt Medified Date

2. Enter the user details as tabulated.

Field Description

Fields marked in red asterisk (*) are mandatory.

User ID Enter a unique user id. Ensure that there are no special characters and extra
spaces in the id entered.

User Name Enter the user name. The user name specified here will be displayed on the
Infrastructure splash screen. Ensure that the User Name does not contain any
special characters or spaces except "=, “. and “.”.

Contact Address Enter the contact address of the user. It can be the physical location from

where the user is accessing the system. Ensure that Contact Address does
not contain any special characters except ".", "#", "-", ",".

Date Of Birth Specify the date of birth. You can use the popup calendar to enter the date.

Designation Enter the user designation. Ensure that Designation does not contain any
special characters except “_, “:" and "-".

Profile Name Select the profile name by clicking on the drop down list.

User Start Date Specify the user start date based on the day slot the user is enabled to access

the system. Ensure that User Start Date is greater than today’s date. You can
use the popup calendar to enter the date.

User End Date Specify the user end date based on month and year when the user Id expires.
Ensure that user End Date is greater than User Start Date. You can use the
popup calendar to enter the date.
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Password Enter the default password for the user for the initial login. User needs to
change the default password during the first login.

A user is denied access in case the user has forgotten the password or enters
the wrong password for the specified number of attempts (as defined in the
Configuration screen). To enable access, enter a new password here.

Notification Time (Optional) Specify the notification start and end time within which the user can
be notified with alerts.

E-mail ID Enter the e-mail address of the user.

Mobile No (Optional) Enter the mobile number of the user.

Pager No (Optional) Enter the pager number of the user.

Enable User Select the checkbox to allow user to access the system.

A deselected checkbox denies access to the user.

3. Click Save to upload the user details.

The new User details are populated in the User Authorization screen which has to be
authorized by System Authorizers. Once authorized, the User details are displayed in
User Maintenance screen and can then be mapped to the required user group in the
User UserGroup Map screen.

NOTE: This step may not be required if you have already setup users in the OFSAA setup.
For more information refer user creation section from the Oracle Financial Services Analytical
Applications Infrastructure User Guide.

12.5 Mapping Application User(s) to User Group

User UserGroup Map facilitates you to map user(s) to specific user group which in turn is mapped
to a specific Information Domain and role. Every UserGroup mapped to the infodom needs to be
authorized. Else, it cannot be mapped to users.

User UserGroup Map screen displays details such as User ID, Name, and the corresponding
Mapped Groups. You can view and modify the existing mappings within the User UserGroup
Maintenance screen.

You can access User UserGroup Map by expanding User Administrator section within the tree
structure of LHS menu.
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13 Appendix G: Cloning OFSAA Instance

There is a consistent need for a faster and effective approach of replicating an existing OFSAA
instance for further project developments, that is, setting up OFSAA instances that are exact

copies of the current OFSAA instance. For more information on cloning, refer OFSAA Cloning
Reference Guide.
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14 Appendix H: OFSAA Landing Page

This appendix includes the following topics:

= |nstallation Checklist

= OFSAA Landing Page

= Enabling a Product within an Application

14.1 Installation Checklist

Before starting on the OFSAAI Installation Kit, ensure that the following pre-installation activities checklist
is completed successfully. It is recommended to take a print out of the checklist and follow the checklist
step by step.

14.1.1 Table with (General, Pre-Install, Install, and Post Install) Checklist

Installation Checklist

Step No. Task Done
General
1 Check the OFS Credit Risk Management Release Notes and Read Me document for any

additional steps to be performed on OFS Treasury Pack or OFSAAI. L]

Note: For more details, contact Oracle support.

Credit Risk Management Pack Pre Installation + During Installation

1 Prior to installation, ensure that sufficient free temp space (minimum 1 GB free) is available ]
in /tmp directory of unix server hosting OFSAAI.

Credit Risk Management Pack Post Installation

1 Perform post-installation steps. For more information, refer to Post Installation. ]
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14.2 OFSAA Landing Page for CRM Administrator

On successful authentication, the OFSAA 8.0 Landing Page is displayed. This is a common
landing page for all users until a preferred application landing page is set by the user in his
preferences.

ORACLE Financial Services Analytical Applications

I Epp—

The landing page includes multiple tabs and each tab has specific links to OFSAA Infrastructure
and/or Application modules. The tabs and links are displayed based on the OFSAA Application
accessed and the access roles mapped to the logged in user.

Each tab contains LHS Menu and RHS Menu. The LHS Menu holds link(s) to modules in a tree

structure. The RHS Menu holds link(s) to modules in a navigational panel format.

14.2.1 Accessing OFSAA Infrastructure

Infrastructure can be accessed through your web-browser as soon as the System Administrator (SA)
installs and configures Oracle Financial Services Analytical Applications Infrastructure.

The SA will provide you with a link through which you can access Oracle Financial Services Analytical
Applications Infrastructure. You can access the Infrastructure application login screen through your web-
browser using the URL: <IP Address of the Web Server > :<servlet port>/<context name>/login.jsp.

You can also login to the Infrastructure application with the host name instead of the IP address. To do
this, it is necessary to have the host name mapped to the IP address in the hosts file the client Windows
machine. The hosts file will be in %systemroot%\system32\ drivers\etc\ directory.

14.2.2 OFSAAI Login

While accessing Oracle Financial Services Analytical Applications Infrastructure, the Splash screen is as
displayed:
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ORACLE rlnim:lil Services Analytical Applications Infrastructure

User ID capadmin

Password  sssssees o |

You can select the required language from the Language drop-down list. The language options displayed
in the drop down are based on the license. Based on the selection of Language, the appropriate language
login screen is displayed.

Enter the User ID and Password provided by the System Administrator and click Login. You will be

prompted to change your password on your first login. Alternatively, you can also choose to change your
password any time.

ORACLE ws«mmmmlm

\bout

User ID CRMUSER
0Old Password

New Password

Confirm Password

Copesd ORACLE

93, 2014 Oracle andior iis affiliates All rights reserved

In the Change Password screen, enter a new password, confirm it and click OK to view the Splash
screen. Refer to the following guidelines for Password Creation:
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e Passwords are displayed as asterisks (stars) while you enter. This is to ensure that
the password is not revealed to other users.

e Ensure that the entered password is at least six characters long.

e The password must be alphanumeric with a combination of numbers and characters.
e The password should not contain spaces.

e Passwords are case sensitive and ensure that the Caps Lock is not turned ON.

e By default the currently used password is checked for validity if password history is
not set.

e New password should be different from previously used passwords based on the
password history which can be configured.

¢ If you encounter any of the following problems, contact the System Administrator:
e Your user ID and password are not recognized.

e Your user ID is locked after three consecutive unsuccessful attempts.

e Your user ID has been disabled.

e Guest user cannot change the password.

14.3 Enabling a Product within an Application

Each product is marketed by a separate team and which is headed by a Sales Manager who
reports to the Sales Head. Each Sales Manager in turn has two Sales Officers who are
responsible for sales and profitability of the product.

The Sales Head has decided that the Sales Officer of each product will not have access to the
information of other products. However, each Sales Manager will have access to Sales figures of
the other products.

Using the Oracle Infrastructure Security Hierarchy feature Administrator can provide information
security at hierarchy level by defining security options for each hierarchy node. Thus, the Bank
can control access of information at a node level and not increase the overheads.

This is how it is done in Oracle Infrastructure:

o First, the users are created in Oracle Infrastructure and then, a business hierarchy (as
defined above) is created.

¢ Now, the bank can restrict access of certain information to certain people in the Hierarchy
Security configuration. In this window,
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e The administrator can control security by mapping the users to various nodes in
hierarchy.

For example, the administrator maps Sales Officer 1 and Sales Officer 2 to only the Personal
Loans Node in the Product hierarchy. This restricts Sales Officer 1 and 2 to only viewing and
maintaining their particular node in the hierarchy.

By default, all the users mapped to a domain can access all the hierarchy levels to which they are
mapped. This function allows the administrator to restrict or exclude a user/s from accessing
restricted nodes.

14.4 Enabling a Product within an Application Pack

You can also enable a product/ application within an application pack post installation at any point
of time.

To enable a product through the application Ul, follow these steps:

1. Login to the application as SYSADMN user or any user with System Administrator
privileges.

2. Navigate to System Configurations & ldentity Management tab and expand Financial
Services Analytical Applications Infrastructure >> Administration and Configuration >>
System Configuration.

3. Click Manage OFSAA Product License(s)

4. The Manage OFSAA Product License(s) page is displayed as below.

ERGTARCT I IR THE AFPLICATION PACE

This page includes the following sections:
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= INSTALLED APPLICATION PACKS

= PRODUCTS IN THE APPLICATION PACK

5. The following fields are displayed in the INSTALLED APPLICATION PACKS section:

Field

Description

Application Pack ID

Displays a unique Application Pack ID related to the application pack.

Select the appropriate Pack id using the radio button. The Products in the
application pack will be displayed below in the PRODUCTS IN THE
APPLICATION PACKS section.

Application Pack Name

Displays the name of the Application Pack.

Description

Displays the description of the Application Pack.

Install Date

Displays the date when the Application Pack was installed.

6. The following fields are displayed in the PRODUCTS IN THE APPLICATION PACK

section:
Field Description
Enable Select the checkbox to enable a product within an Application Pack.
Product ID Displays a unique product id for the product.

Product Name

Displays the name of the Product

Description

Displays the description of the product.

Enable Date

Displays the date when the product was enabled.

7. Select an Application Pack by clicking the radio button next to the Application Pack ID

10.

11.

12.

13.
14.

field.
Selecting an Application Pack will display below the products within the Application Pack.

Products which were enabled at the time of installation will have the checkbox “ENABLE”
disabled. You can enable any product within the selected Application Pack by clicking the
“ENABLE” checkbox against the respective Product ID.

Click on RESET button to cancel the operation and refresh the screen.
Click VIEW LICENSE AGREEMENT button.

The License Agreement section is displayed.

Select the option | ACCEPT THE LICENSE AGREEMENT.

Click ENABLE.
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15. An appropriate pop-up message confirmation is displayed showing that the product is
enabled for the pack.

NOTE: To use the newly enabled product, you need to map your application users to the appropriate
product specific User_Group(s) and subsequently, authorize the actions by logging in as
System Authorizer.

NOTE: For more information refer to Mapping/Unmapping Users section in the Oracle Financial
Services Analytical Applications Infrastructure User Guide 8.0.
To identify the newly enabled product specific UserGroups/ Application Pack specific
User_Groups, refer to the respective Application Pack specific Installation and Configuration
Guide/ User Manual.
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15 Appendix I: Additional Configurations

15.1 Additional Configurations

The following sections provide detailed module specific post installation configurations.

This section includes the following topics:

FTP/SETP Configuration for File Transfer

Configuring Infrastructure Server Memory

Internet Explorer Settings

Retrieving Patch Information

OLAP Data Server Configuration

Changing IP/ Hostname, Ports, Deployed Paths of the OFSAA Instance

OFSAAI Setup Information Fetching Tool

Encryption Changer

Infrastructure LDAP Configuration

Configuring OFSAAI Web Services

Deploying OFSAAI Web Services

Configuring to Enable Parallel Execution of DML statements

Configuring Message Details in Forms Designer

Clearing Application Cache

Configuring Password changes

Configuring Java Virtual Machine

Configure Internal Service (Document Upload/ Download)

15.1.1 FTP/SFTP Configuration for File Transfer

In OFSAA, certain modules require transfer of files from the web application server to the OFSAA server

over SSH.

Follow these steps to ensure the OFSAA server recognizes the web application server during file

transfers.

1. Login to the web application server.

2. Type sftp <user>@<OFSAA Server>

3. Specify Yes when prompted for permission.
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Are you sure you want to continue connecting (yes/no)?
4. This will add an entry into the "known_hosts" file.
5. A confirmation message is displayed

Permanently added <OFSAA Server> (RSA) to the list of known hosts.

15.1.2 Configuring Infrastructure Server Memory

The memory settings for Infrastructure Application Server, Tomcat, WebSphere, and WebLogic
can be edited for customizing memory settings and garbage collector settings depending on the
available hardware configuration as explained below. These settings are base minimum and has
to be incremented considering the deployment metrics into account. The increments are usually
handled in multiples of 128mb for heap and 64mb for stack.

15.1.2.1 Infrastructure Application Server Memory Settings

You can configure the Infrastructure Application Memory settings as follows:
1. Locate .profile file.

2. Edit X_ARGS field in this file for customizing memory settings and garbage collector
settings depends on the hardware configuration.

This has a default value X_ARGS_APP =""-Xms200m"

X_ARGS_APP =" "'$X_ARGS"™ $DELIM -Xmx2048m"

NOTE: You need to modify X_ARGS_APP variable in the _profile file to customize Java Memory
Settings for Model Upload based on the Data Model size.
For Run and Rule executions, the following value is recommended:

X_ARGS_RNEXE="-Xmslg -Xmx1g -XX:+UseAdaptiveSizePolicy -XX:MaxPermSize=512M -
XX:+UseParallelOldGC -XX:+DisableExplicitGC"

X_ARGS_RLEXE="-Xmslg -Xmx1g -XX:+UseAdaptiveSizePolicy -XX:MaxPermSize=512M -
XX:+UseParallelOldGC -XX:+DisableExplicitGC"
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15.1.3 Internet Explorer Settings

NOTE: OFSAAI supports only default zoom setting in Internet Explorer, that is, 100%.
Cookies should be enabled.

The following browser settings have to be specified at every client machine prior to accessing the
Infrastructure application.

1. Open Internet Explorer. Select Tools > Internet Options. The Internet Options
window is displayed.

2. Click the Settings button. The Settings window is displayed.

3. Select the option Everytime | Visit the webpage and click OK.

. = -
Internet Options : Website Data Settings e

General | sequity | Privacy | Content | Connections | Programs [ Advanced | Temporary Intemet Fles | History | Caches and databases
Home page Internet Explorer stores copies of webpages, images, and media
,-? To ceate home page tabs, type sach address on its own line. for faster viewing later.
& Chedk for neveer versions of stored pages:

about:blank
@ Every tme [ visit the webpage

Every tme I start Inbernet Explorer

Y 1 Autoenatical
Use gurrent | i Lise dafault Lse nesw tab | :
L Il J Never
Startup
e Disk space to use (3-10249-8) 25 -
Start with tabs from the last session (Recommended: 50-25008)

& Start with home page Current location:

Tabs | - Ci'\Users\shwwallAppData Y ocal MaresoftiWindows Temparary
Change how webpages are dsplayed n tabs, | Tabs | Internet Fies}
Erowsing history | Mefddu | | h'iend:qeds | _. leiﬁ |
ﬁhﬂ ;ﬂwar fies, History, cockdes, saved passwords, and web
pliir ok | [ conca |
Delete browsing history on exit = — —
 Qeete.. || Settngs |
ADDEArANDS
r “ ¢
| Cors Languages | Fonts | | Accassibdty
0K, Cancel |

4. In the Internet Options window, select the Security tab and select the Internet option
under Select a zone to view or change the security settings.

5. Click Default Level under Security level for this zone.
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Internet Options

General | Security  Privacy | Content | Connections | Programs | Advanced

Select a zone to view or change security settings.

o ‘t& V4 @

Internet Local intranet  Trusted sites  Restricked
sites

Internet

0 This zone is for Internet websites,
except those listed in brusted and
restricted zones.

Security level for this zone
Bllowed levels For this zone: Medium to High
Medium-high
L - Appropriate for most websites
- Prompts before downloading potentially unsafe

content
- Unsigned Active¥ controls will not be downloaded

[ Ok H Cancel }

6. Click OK to save.

7. Click Internet Explorer >> Tools >> Compatibility View Settings.

8. Enter the OFSAA setup URL in the Add this website field.

9. Click Add.

10. Ensure the URL is listed under Websites you've added to Compatibility View.

11. In the Internet Options window, select the Privacy tab and select the Turn on Pop-up
Blocker option under Pop-up Blocker settings.
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Intemet Options . T
| - - | £ - & || [ Navigation Canceled

| General | Security | Privacy | Content | Connections | Programa | Advanced

Setungs
Select @ seting for the Internet Tone.
HMediibi
- Biocks third-party cookses that do not have & compact
oriviscy policy
- Blocks thard-party cookies that save information that can
] B uSed o ContBel yiu withoit your exphat comient
- Restricts first-party cookies that save nformation that
can e used 1o CONERCT yiu WIthouT your Implicit consent

Htes | Inport | -. Achvanced
Locabon

Hmver allow websitos 10 reguUest your Choar Si
physical loca ton [ |

Pop-up Blodker i Por-up Brocker Setiings J - Fm—pe—

¥ Turn on Pop-up Blocker |  Settngs Excegbons

InPrivate v Popeups are currently blocked . You can allow pop-upa froen specilic
R iy -t wabstes by adding the ste to the bt below

Addman of websfe 1o alow

i} Sorme geilinas are managed by your Syatern administrator. Alrweid) phow:
| = oracle com
d = = praciscom com
“ praclevon.com

ok | [ caxa

Notifications and blocking bevel

blocknd

Play o nound w & pog-L i b
4 Show Netfication bar when a popug s Backed
Eeacking level

Modkum; Biock masl SULGIENIC DOp-UpS

Leam mars sbons Pooag Blocker

12. Click Settings. The Pop-up Blocker Settings window is displayed.

13. Enter the URL of the OFSAA Application in the Address of Website to Allow:
field.

14. Click Add. The OFSAA URL is displayed in the Allowed Sites section.

15. Click Close.

16. Click OK in the Internet Options window.

15.1.4 Retrieving Patch Information

To identify the list of patches installed on your OFSAA setup, follow these steps:

1.

2
3
4,
5

Login to the OFSAA application as a user with Object AdminAdvanced Role.
Navigate to Object Administration tab.

Click System Utilities.

Click Patch Information.

The page displays the list of patches installed on the OFSAA setup across Applications/
Platform.
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15.1.5 OLAP Data Server Configuration

This section is applicable if you are using the OLAP feature of OFSAAI.

The following parameters must be set to ensure that the system limitations are not exceeded at
any stage. The values for these OS parameters should be specified based on the expected load
at each implementation site.

Example:

Process Memory Limit

Max Thread Stack Size

Max Number of Threads per Process

= Sort Buffer settings: This must be set at the Essbase application level appropriate to the
anticipated load.

= Shutdown and Restart: During shutdown of OFSAAI Server that has an instance of Data
Services that is communicating with an OLAP Data Server, it is imperative to ensure that
the cleanup of the old instance is completed on the OLAP Data Server before restarting the
OFSAAI Server. Pause for a period of time based on the load the system was subjected to,
before restarting the Data Services subsystem.
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15.1.6 Changing IP/ Hostname, Ports, Deployed Paths of the OFSAA Instance

For information on this section, refer OFS Analytical Applications Infrastructure Administration
User Guide in OTN.

15.1.7 OFSAAI Setup Information Fetching Tool

Executing the Setuplnfo.jar file available in the FIC_HOME path will help you retrieve the related
information about the OFSAAI Set up such as Operating System Name and version, Database
Type and Version, OFSAAI architecture, Log file locations and so on.

To execute "SetuplInfo. jar" in console:
1. Navigate to the path $FIC_HOME.
2. Enter the command:
jJava -jar Setuplnfo.jar

After execution, the output file location is displayed in the console.

15.1.8 Encryption Changer

This utility helps you to regenerate the new AESCryptKey.ext file and encrypt all the encrypted
values of the OFSAAI setup according to the new key.

To execute EncryptC. jar in console:
1. Navigate to the path $FIC_HOME.
2. Enter the command:
java -jar EncryptC.jar
A confirmation message is displayed after execution.

Once executed, you need to create and deploy the EAR / WAR file depending on the configured
Web Application Server. For more information, see Create and Deploy EAR/ WAR files.
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15.1.9 Infrastructure LDAP Configuration

This provides you with the option of using LDAP (Lightweight Directory Access Protocol)
authentication or Infrastructure SMS authentication for logging on to Infrastructure.

If you are using the Infrastructure authentication, the user and user group details, profile creation,
function and role maintenance and other mappings can be done through the Infrastructure
Administration module under Security Management. The data in this case, will be updated in the
CSSMS table.

However, if you wish to use LDAP for user authentication, then you have to ensure that the LDAP
server is installed and configured. Also make sure that OPEN LDAP 2.2.29+ is installed and
configured in Windows machine. Before doing the following configuration, it is required to select
the "Authentication type" as LDAP in the Configuration screen of Infrastructure. This screen can
be accessed by selecting System Configuration > Configuration in the LHS menu of
Infrastructure. In the Windows machine in which LDAP Server is installed, go to the OpenLDAP
installation directory through the command prompt and execute the command "slapd -d 1" to
start the LDAP server.

15.1.9.1 Configure Infrastructure "Configuration Schema"

In the Infrastructure "configuration schema", ensure the following entries in Configuration Table.

Configuration Schema

PARAMNAME Description PARAM Value Example
AUTHENTICATIONTYPE Authentication type 3 - AUTHENTICATIONTYPE value must be 3

for LDAP
ROOTCONTEXT The Root Context for the LDAP |dc=<OFSAA>, dc=<com>

Directory

ROOTDN The Root dn for LDAP directory |cn=<Manager>, dc=< Reveleus >, dc=<com>
ROOTPASS Password for the Root <secret>
LDAPURL LDAP URL <ldap://10.11.12.13.1234/>
LDAP_SSL_MODE LDAP in SSL Mode N for non - SSL and Y for SSL
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PARAMNAME

Description

PARAM Value Example

HASHPASS

Should the user password be
Hashed

FALSE or TRUE.

When HASSPASS is set as FALSE, we need
to have the ROOTDN value as
"uid=ORCLADMIN, ou =Users, dc=OFSAAI,
dc=com". ORCLADMIN is a dummy user, it
will be replaced dynamically with the logged in

user.

When HASSPASS is set as TRUE, we need
to have the ROOTDN value as "cn=orcladmin,
cn=Users, dc=i-flex,dc=com" and proper
oracladmin LDAP password as ROOTPASS.
First OFSAAI connects to LDAP directory
using orcladmin user and fetches the login
user details and verifies the entered
password.

RETRIEVE_DN

To retrieve Distinguished
Name

TRUE

NOTE:

ROOTCONTEXT, ROOTDN, and ROOTPASS entries should be same as in the slapd. conf file.

15.1.9.2 Configure OpenLDAP Files

1.

Copy the reveleusSchema.schema from <Infrastructure Installation Directory>
/Ficapp/common/FICServer/conf/LDAP_LDIF folder to LDAPServer Schema folder.

Copy the Domains. Idif and Reveleus.ldif files from <Infrastructure
Installation Directory>/ficapp/common/FICServer/conf/LDAP_LDIF folder to

OpenLDAPServer folder.

Note: Make sure that the ROOTCONTEXT in the Domains.ldif and Reveleus.ldif files are the same as

slapd.conf file.

Provide the appropriate entries for ROOTDN, ROOTPASS, and ROOTCONTEXT in
slapd.conf file in the OpenLDAPServer folder.

Add the text "include schema/reveleusSchema.schema" as the first line of the

slapd.conf file

Oracle Financial Services Software Confidential - Restricted

162

ORACLE



Note: The above steps of the configuration are for OpenLDAP Server only. If you need to configure
Infrastructure for any other LDAP Server, you will have to make the changes appropriately.

5. In the command prompt, navigate to the LDAP installation directory and execute the
command "ldapadd -D"ROOTDN" -w ROOTPASS -f/data/Reveleus.Idif"

This is for creating the entries for Users, User Groups, Functions, Profiles, Segments,
Domains, Roles, and HolidayMaster in the Data information Tree of LDAP.

6. Make an entry in the Domains.Idif file for each Information Domain that is created
through the Infrastructure Ul.

To add an entry corresponding to the new Information Domain to the Domains. Idif file, add the
following block of text with the appropriate values:

NOTE: DSNID refers to Information Domain name.

dn: DSNID=<DSN I1D>,ou=Domains,@LDAP_DIRECTORY_ROOTCONTEXT@
changetype: add

mappedsegments: <Mapped segments/~>

dsnid: <DSN ID>

infodomname: < Information Domain Name>

objectClass: Infodom

objectClass: top

infodomdescription: < Information Domain Description>
Example:

dn: DSNID=FUSIONMOCK, ou=Domains, dc=FTP1,dc=com
mappedsegments: ~

dsnid: FUSIONMOCK

infodomname: FUSIONMOCK

objectClass: Infodom

objectClass: top

infodomdescription: FUSIONMOCK

Then, navigate to LDAP installation directory and execute the command "D"ROOTDN"  -w
ROOTPASS -f/data/Domains. 1dif"

NOTE: You can add entries for multiple Information Domains at the same time
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15.1.9.3 Migrate Data from CSSMS tables to LDAP server

If you are using LDAP authentication, it is required to migrate all the details from the CSSMS
table, which contains the information entered using the Infrastructure Administration module
under Security Management to the LDAP Server.

To migrate data from CSSMS tables to LDAP server:

1. Invoke the LDAP_Migration.sh filein
$FIC_HOME/MigrationUtilities/Migration_LDAP/ bin folder. The Select Source &
Destination for Migration window is displayed with the option to migrate the data from
SMS to LDAP or vice versa.

=Select Source & Destination for Migration—

LDAP To SMS
S5MS To LDAP

Ok Close

Select Source & Destination for Migration

2. Select the SMS to LDAP option and click OK. The Select Entities to Migrate window
is displayed.

rSelect Entities To Migrate

v] User
| User Group
_| Function
Role
| Segment
Profile
Holiday
| Function - Role Map
.| User - User Group Map
User Group - Role Map

User Group - Domain Map

Migrate . Close

Select Entities to Migrate
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You can select the data that you wish to migrate such as Users, User Groups,
Functions, Roles, Segment, Profiles, Holiday Master, Function Role Maps, User - User
Group Maps, User Group Role Map, and User Group- Domain Map.

3. Select the entities that you wish to migrate and click Migrate. The data is migrated and
a confirmation dialog is displayed.

4. You can verify the data migrated to LDAP server through the LDAP Browser.

NOTE: You should also enter the passwords for all the users as passwords are not migrated in
migration process.

15.1.10 Configuring OFSAAI Web Services

Web Services in OFSAAI is meant for exposing a web service to "asynchronously" or
"synchronously" execute requested tasks offered by OFSAAI. The configuration steps given
below are to be done only if you are using the Web Services feature of OFSAAI.

15.1.10.1 Configure DynamicWSConfig.xml File

For each third party web service that needs to be accessed using the OFSAAI Web services
framework and the operations to be invoked, corresponding entries are to be made in the
DynamicWSConfig.xml template file.

The variable <WebServer> denotes any one of the application server, i.e. WebSphere,
WebLogic, or Tomcat.

The DynamicWSConfig.xml file will be available in the <OFSAAlI Installation
Directory>/EXEWebService/ <WebServer>/R0O0T/conf directory. This file can be
placed in any directory that is accessible by the application and this location must be specified in
the web.xml file, as WSCONFIGFILE parameter.

The DynamicWSConfig.xml template file will be in <WebServer Deployment Path>/
EXEWebService.ear/EXEWebService.war/conf directory.

This template is given below:

<XML>

<WEBSERVICES>

<WEBSERVICE CODE=""$CODE"

ENDPOINT="$ENDPOINT" TARGETNAMESPACE=""$TARGETNAMESPACE"
XMLNS_XSD=""$XMLNS_XSD"* ENCODINGSTYLE=""$ENCODINGSTYLE"
SERVICENAME=""$SERVICENAME" PORTTYPENAME=""$PORTTYPENAME""

SESSION_MAINTAIN_PROPERTY=""$SESSION_MAINTAIN_PROPERTY"
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USERNAME=""$USERNAME"*

PASSWORD=""$PASSWORD" STYLE=""$WEBSERVICESTYLE"
STUBIMPLEMENTAT ION=""$STUBIMPLEMENTATION"*>
<OPERATION CODE="'$CODE"

NAME=""$NAME"*

SOAPACT ION=""$SOAPACT ION"*

STYLE=""$STYLE"
PACKAGENAME=""$PACKAGENAME"*>

<INPUT ORDER="'$ORDER"'
PARAMNAME=""$PARAMNAME"*

ARGTYPE="$ARGTYPE"
CLASSNAME=""$CLASSNAME"*/>

<OUTPUT PARAMNAME="'$PARAMNAME"*
RETURNTYPE="$RETURNTYPE"
CLASSNAME=""$CLASSNAME"*/>

</OPERATION>

</WEBSERVICE>

</WEBSERVICES>

</XML>

The DynamicWSConfig.xml has the placeholders as tabulated below. These have to be updated
depending on the web service chosen and the mode of accessing it. For each Web service to be
accessed, the entire webservice tag in the DynamicWSConfig.xml file must be repeated. The
placeholders tabulated below should be set in accordance to the parameters published in the
third party wsdl files (webservices) to be accessed. The stub class specified must implement the
“com.iflex.Oracle Reveleus.execution.webservice. EXEWebIF" interface.

15.1.10.2 Attributes for WEBSERVICE tag

WEBSERVICE tag
Placeholder Description
$CODE Unique number within the xml file and cannot be 999 or 0
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Placeholder Description

$ENDPOINT soap: address location in the wsdl: service name tag of the
wsdl file.
$TARGETNAMESPACE The attribute value for the targetNamespace of the wsdl:

definitions tag.

$XMLNS_XSD The attribute value for the xmIns:s of the

wsdl :definitions tag

$ENCODINGSTYLE The attribute value for the xmIns :soapenc of the

wsdl:definitions tag.

$SERVICENAME Name of the service found under the wsdl:service name tag
of the wsdl file.

$PORTTYPENAME wsdl port type name as mentioned in the wsdl file.

$SESSION_MAINTAIN_PROP |This could be given as ™ also.

ERTY

$USERNAME User name to access the web services. Enter ™ if no user
name is required.

$PASSWORD Password to access the web services. Enter ™ if no
password is required.

$WEBSERVICESTYLE This can take either "rpc" in case of DIl mode of invoking

web services or "stub” in case of static mode. This is a

mandatory parameter.

$STUBIMPLEMENTATION Fully qualified class name (package name.classname).

15.1.10.3 Attributes for OPERATION tag

Ensure that the "operation tag attributes" are repeated for each of the operation tags.

OPERSTION tag

Placeholder Description
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$CODE Should be unique within the Webservice tag.

$NAME The name of the Function that is to be called by the
wsdl file.
$SOAPACTION The URL for the Operation to access. This is

associated with the Operation tag of the wsdl file.

$STYLE This can take "rpc" if the web services invoking is
in DIl mode or "stub” if it is in static mode. This is a

mandatory parameter.

$PACKAGENAME Represents the JAXB package of input object.

15.1.10.4 Attributes for INPUT tag

INPUT tag
Placeholder Description
$ORDER The sequential number of the INPUT tag. Should

start from 0. This is in line with the input order of
the arguments that the API accepts which is called

by this operation.

$PARAMNAME Input parameter name to be called by the wsdl file.

$ARGTYPE Input Parameter Data Type. If the input argument
type is complex object, specify SARGTYPE as
"xmlstring".

$CLASSNAME Represents class name of input object parameter.

15.1.10.5 Attributes for OUTPUT tag
OUTPUT tag

Placeholder Description

$PARAMNAME Output parameter name to be returned by the web
service.

$RETURNTYPE Output parameter Data Type. If the web service
response is a complex object, then specify
$RETURNTYPE as "object".
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$CLASSNAME Represents class name of output object parameter.

15.1.10.6 web.xml Entries

1. This step is optional and required only if the web application server used is Tomcat. In case of
any other application server, skip and proceed with next step.

Navigate to $FIC_HOME/webroot/WEB-INF/ and edit the web.xml file. Set parameter value
DOCSERVICEAPP to EXEWebServiceAXIS.

2. Navigate to <OFSAAI Installation
Directory>/EXEWebService/<WebServer>/RO0T/WEB- INF/ and edit the web.xml file as
explained below.

NOTE: In case of Java 7 when WebLogic is used as web application server replace following line of
<OFSAAI Installation Directory>/EXEWebService/Weblogic/ROOT/WEB-
INF/web.xml file that is

<?xml version="1.0" encoding="UTF-8"7?>

<web-app 1d="WebApp_ID" version="3.0"
xmlns=""http://java.sun.com/xml/ns/javaee"
xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://java.sun.com/xml/ns/javaee
http://java.sun.com/xml/ns/javaee/web-app_3_0.xsd" metadata-
complete=""true'">

with
<?xml version="1.0" encoding="UTF-8"7?>

<web-app xmlns="http://java.sun.com/xml/ns/j2ee"
xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance'>

Entry for WSConfig File

The WSCONFIG file (DynamicWSConfig.xml) is available in the <WebServer Deployment
Path>/ EXEWebService.ear/EXEWebService.war/conf directory. This file can be placed
in any directory that is accessible by the application.

The path where the WSCONFIG file is placed must be specified in place of
$WSCONFIGFILELOCATIONS in the below block of text in web.xml.

<context-param>

<description>WebServices Configuration File</description>
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<param-name>WSCONF IGF ILE</param-name>
<param-value>$WSCONFIGFILELOCAT ION$</param-value>
<I--Specify the Location of DynamicWSConFig.xml-->

</context-param>

Proxy Settings

The following block of text in web.xml file, replace the <param-value> given in bold below with
appropriate values.

If no values are required, leave the <param-value> blank.
<context-param>

<description>http Proxy Host</description>
<param-name>http.proxyHost</param-name>
<param-value>$PROXYHOST$</param-value>

<l-- Specify the IP address or hostname of the http proxy server-->
</context-param>

<context-param>

<description>http Proxy Port</description>
<param-name>http.proxyPort</param-name>
<param-value>$PROXYPORT$</param-value>
<!--Port Number for the Proxy Server-->
</context-param>

<context-param>

<description>http proxy UserName</description>
<param-name>http.proxyUserName</param-name>
<param-value>$PROXYUSERNAME$</param-value>
<l-- User ID To get authenticated by proxy server-->
</context-param>

<context-param>

<description>http proxy Password</description>

<param-name>http.proxyPassword</param-name>
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<param-value>$PROXYPASSWORD$</param-value>

<l-- User Password To get authenticated by proxy server-->
</context-param>

<context-param>

<description>http non-ProxyHosts</description>
<param-name>http.nonProxyHosts</param-name>
<param-value>$NONPROXYHOST$</param-value>

<l--Hosts Tfor which the proxy settings should get by-passed (Note:
Separate them by "|'" symbol) -->

</context-param>

OFSAAI Home Entry

This entry should point to the Application layer / Web layer of the OFSAAI installation and should
be accessible.

Replace $FIC_HOME$ in the following block of text in web.xml with <WebServer
Deployment Path>/EXEWebService.ear/EXEWebService.war.

<context-param>

<description>0FSAAlI Web Home</description>
<param-name>FIC_HOME</param-name>
<param-value>$FI1C_HOME$</param-value>
<!--OFSAAl Installation Folder-->
</context-param>

<context-param>

<description>0FSAAlI Web Home</description>
<param-name>FIC_PHYSICAL_HOME</param-name>
<param-value>$FI1C_HOME$</param-value>
<!--OFSAAIl Installation Folder-->

</context-param>

DynamicW SConfig.xml
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For each third party web service that needs to be accessed using the OFSAAI Web services
framework, and the operation to be invoked, make corresponding entries into this file. This file is
to be placed in the location that is specified in the web.xml, as WSCONFIGFILE parameter.

15.1.11 Deploying OFSAAI Web Services

You can deploy OFSAAI Web Services separately if you had not configured OFSAAI Web
Services as part of the installation.

1. Complete the manual configuration of OFSAAI Web Services.

2. Navigate to <OFSAAI Installation Directory>/EXEWebService/<WebServer> and
execute the command:

Jant.sh
3. This will trigger the EAR/MWAR file creation, which is required for the deployment.
4. Deploy the generated EXEWebService.EAR/EXEWebService.WAR file into the

WebServer.

If you have already configured OFSAAI Web Services as part of the installation, deploy the
generated EXEWebService.EAR/ EXEWebService.WAR file into the OFSAAI Deployment area in
WebServer profile.

15.1.12 Configuring to Enable Parallel Execution of DML statements

A configuration file, OracleDB.conf has been introduced to accommodate any configurable
parameter related to operations on oracle database. If you do not want to set a parameter to a

specific value, then the respective parameter entry can be removed/commented off form the
OracleDB. conf file which resides in the path $F1C_DB_HOME/conf.

As of now, the OracleDB.conf file has only one parameter namely
CNF_DEGREE_OF_PARALLELISM. This parameter indicates the degree of parallelism to be used
for a DML operation if parallel DML is explicitly enabled in the session with the ENABLE
PARALLEL DML clause of the ALTER SESSION statement. The default mode of a session is
DISABLE PARALLEL DML. If CNF_DEGREE_OF_PARALLELISM is not set, then the default
degree, as decided by Oracle will be used.

15.1.13 Configuring Message Details in Forms Designer

You can configure the Message Details in Forms Designer under Data Entry Forms and Queries
module by updating the details of mail server in the "NotificationConfig.cfg" file which resides in
the path $F1C_APP_HOME/common/FICServer/conf.

Ensure that the "authorized User details” for whom you need to configure the Message details are
included in Administration > Security Management > User Administrator > User Maintenance
window.
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Update the following parameters in the "*"NotificationConfig.cfg" file:

NotificationConfig.cfg File

Parameter Description

SMTP_SERVER_IP Specify the hostname or IP address of SMTP
Server.

SMTP_DEBUG_MODE To run SMTP service in Debug mode, set value to

'true’, otherwise set value to 'false'.

SMTP_AUTHORIZATION Set to 'true' if SMTP server requires the client to be
authenticated, otherwise set to ‘false'.

SMTP_USERNAME Username required for logging into SMTP server, if

authentication is not required use a dummy value.

SMTP_PASSWORD Password required for logging into SMTP server, if

authentication is not required use a dummy value.

SMTP_MAILID If the Messages has to go from a Particular ID that
ID need to be added. Exchange server forces you
set a valid ID that is there in the exchange server.

(Based on Security settings)

Ensure that the authorized User details are included in Administration > Security Management >
User Administrator > User Maintenance window.

15.1.14 Clearing Application Cache

This is applicable to all Web Servers (i.e. WebSphere, WebLogic, and Tomcat).

Prior to the deployment of Infrastructure or Application Service Packs / One-off patches, navigate
to the following path depending on the WebServer configured and clear the cache:

* Tomcat: <Tomcat installation
folder>/work/Catalina/localhost/<Application name>/org/apache/jsp

» WebLogic: <Weblogic installation location>/domains/<Domain
name>/servers/<Server name>/tmp/_WL_user/<Application
name>/qaelce/jsp_servlet
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= WebSphere: <Websphere installation
directory>/AppServer/profiles/<Profile name>/temp/<Node
name>/serverl/<Application name>/<_.war file name>

15.1.15 Configuring Password changes

This section explains about how to modify the OFSAA Infrastructure Config Schema and Atomic
Schema passwords.

15.1.15.1 OFSAA Infrastructure Config Schema password modification

To change the Config Schema password, perform the following steps:
1. Change the Config schema User Password in the database.
2. Delete the $FIC_HOME/conf/Reveleus.SEC file.
3. Shutdown the OFSAAI App service:
cd $FIC_APP_HOME/common/FICServer/bin
. reveleusshutdown.sh

4. Start the Infrastructure Server in foreground directly on the server or through X-
Windows software using the command:

./ reveleusstartup.sh

5. At the prompt, enter System Password. Enter the "new Config schema" password. The
service will start and initialize itself if it is able to successfully connect to the DB.

6. Post successful startup of the service, if required, the Infrastructure server may be shut

down and restarted in the background using nohup mode.

OFSAA Infrastructure Atomic Schema password modification

To change the Atomic Schema password, perform the following steps:
1. Change the Atomic schema User Password in the database.

2. Login to the application from the browser using SYSADMN account or any user id,
which has System Administrator role mapped.

3. Navigate to System Configuration > Database Details window. Select the appropriate
connection and edit the password.

4. Navigate to Data Management Tools >Data Sources> Source Designer window.
Update the password of the appropriate Source.
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5. If you are using Apache Tomcat as Web server, update the <Context> -> Resource tag
details in Server.xml file from the $CATALINA_HOME/conf folder. (In case of Tomcat
only Atomic <Resource> will exist).

6. If you are using WebSphere as Web server:
a. Login to the WebSphere Administration Console, from the left side menu.

b. Navigate to Resources >JDBC >Data Sources. A list of data sources will be
populated on the right side.

c. Select the appropriate Data Source and edit the connection details. (In this case,
both Config and Atomic data sources will need to be modified).

If you are using WebLogic as Web server:
d. Login to the WebLogic Administration Console, from the left side menu

e. Under Domain Structure list box, expand the appropriate Domain and navigate to
Services > JDBC >Data Sources. A list of data sources will be populated on the
right side.

f.  Select the appropriate Data Source and edit the connection details. (In this case,
both Config and Atomic data sources need to be modified).

7. Restart the OFSAAI services.

15.1.16 Configuring Java Virtual Machine

While running several database intensive tasks in parallel, fetching the database connection from
connection pool may face an error. To ensure no such error is encountered, add the line
securerandom.source=file:/dev/./urandom in the jJava.security
configuration file available in $JAVA_HOME/jre/lib/security/ path.

This needs to be configured on all the machines or virtual machines where the OFSAAI database
components (ficdb layer) are installed.

15.1.17 Configure Internal Service (Document Upload/ Download)

This step can be ignored if it has already been configured as part of any previous IR/ML
installation.

The Document Upload /Download feature has undergone a change and can now be configured to
use Internal service for document upload / download instead of the earlier ExeWebService.

To facilitate Internal service for document upload/ download, perform the following configurations:

1. Create the folders download, upload, TempDocument and Temp in the local path of
Web application server and provide Read/Write permission.

e To find the exact location, execute the following query in CONFIG schema:
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select localpath from web_server_info
e To create folders with Read/Write permission, execute the command:
mkdir -m 777 download upload TempDocument Temp

2. Create DocStorage folder in the FTPSHARE location of APP tier and provide
Read/Write permission.

e Tofind the exact location, execute the query in CONFIG schema:

select ftpdrive from app_server_info

e To create folder with Read/Write permission, execute the command:
mkdir -m 777 DocStorage

By default, the parameter DOCUMENT_SERVICE_TYPE_EXTERNAL value is set to FALSE in
the Configuration table in CONFIG schema and hence the application “ExeWebService” will not
be used. It is recommended that the value to be set to FALSE and use the Internal service for
document upload/ downloads. If you intend to continue using the External ExeWebService, set
the value to TRUE.

Navigate to $FIC_HOME/EXEWebService/<WEBSERVER_TYPE> directory of WEB tier and
type ./ant.sh. This triggers the creation of EAR/WAR file EXEWebService.ear/.war.

The EAR/WAR file EXEWebService.ear/.war will be created in
FIC_HOME/EXEWebService/<WEBSERVER_TYPE> directory of WEB tier. Redeploy the
generated EAR/WAR file onto your configured web application server.
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16 Appendix J: OFS CRM Patch Information

16.1 Patching Your OFS CRM Pack Installation

Oracle strongly recommends installing the latest available patch set so as to be up to date with
the various releases of the OFSAA Infrastructure product.

Refer http://support.oracle.com for more information on latest releases.
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17 Appendix K: Grants for Atomic/ Config Schema

This Appendix includes the following sections:

=  Grants for Atomic Schema

= Grants for Config Schema

= Grants for Config Schema Entities for Atomic Users

17.1 Grants for Atomic Schema

Atomic Schema creation requires certain grants for object creation. This can be located in
$FIC_HOME/privileges_atomic_user.sql file

grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/

Create

Create

Create

Ccreate

Create

Create

Ccreate

SESSION to &database username
PROCEDURE to &database username
SEQUENCE to &database username
TABLE to &database username
TRIGGER to &database username
VIEW to &database username

MATERIALIZED VIEW to &database username

olap_user to &database_username

select on SYS.V_S$PARAMETER to &database_username

Ccreate

SYNONYM to &database username

NOTE: If you intend to use Oracle OLAP feature, execute the below grant on all ATOMIC schema(s)
grant olap_user to &database_username

17.2 Grants for Config Schema

Config Schema creation requires certain grants for object creation. This can be located in
$FIC_HOME/privileges_config_user.sql file

The following are the Grants for Config Schema:

grant create SESSION to &database_username

/

grant create PROCEDURE to &database username

/
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grant create SEQUENCE to &database_username

grant create TABLE to &database_username

grant create TRIGGER to &database username

grant create VIEW to &database username

grant create MATERIALIZED VIEW to &database username
grant olap_user to &database_username

érant select on SYS.V_S$PARAMETER to &database_username

grant create SYNONYM to &database_username

/

17.3 Grants on Config Schema Entities for Atomic Users

Atomic Schema creation requires certain grants for config schema object access. This can be
located in $F1IC_HOME/config_table privileges for_atomic_user.sql file.

The following are the Grants for Config Schema entities for Atomic Users:
grant select on CSSMS_USR_PROFILE to &database username

grant select on CSSMS ROLE MAST to &database username

grant select on CSSMS GROUP_MAST to &database username

grant select on CSSMS _FUNCTION _MAST to &database username

grant select on CSSMS _USR_GROUP_MAP to &database username

grant select on CSSMS USR_GROUP_DSN_SEG MAP to &database username
grant select on CSSMS ROLE FUNCTION_MAP to &database username
grant select on CSSMS GROUP_ROLE_MAP to &database username
grant select on CSSMS_SEGMENT MAST to &database username

grant select on BATCH TASK to &database username

grant select on CSSMS USR_DSN SEG MAP to &database username
grant select on CSSMS _USR_ROLE MAP to &database username

grant select on CSSMS METADATA_SEGMENT_MAP to &database username
grant select on BATCH RUN to &database username

érant select on PR2 _FILTERS to &database username
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grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant

select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
delete
insert
update
select
delete
insert
update
select
select
delete
insert
update

select

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

PR2 TASK FILTER to &database username

PR2 TASK _FILTER_DETAIL to &database username
ST _STRESS MASTER to &database username

ST _SCENARIO_MASTER to &database username

ST _SHOCK _MASTER to &database username
BATCH_MASTER to &database username
ICC_MESSAGELOG to &database username

PR2 _MASTER to &database username

PR2_RUN REQUEST to &database username
MF_MODEL_SCRIPT_MASTER to &database username
MF_INPUT_VALUES to &database username
MF_MODEL_OUTPUT_VALUES to &database username
DB_MASTER to &database username

DSNMASTER to &database username

pr2_rule_map to &database_username
pr2_rule_map_pr to &database_username
pr2_rule_map_pr to &database_username
pr2_rule_map_pr to &database_username
pr2_rule_map_pr to &database_username
pr2_rule_map_pr_tmp to &database_username
pr2_rule_map_pr_tmp to &database_username
pr2_rule_map_pr_tmp to &database_username
pr2_rule_map_pr_tmp to &database_username
pr2_rule_map_exclude to &database_username
pr2_rule_map_exclude_pr to &database_username
pr2_rule_map_exclude_pr to &database_username
pr2_rule_map_exclude_pr to &database_username

pr2_rule_map_exclude_pr to &database_username
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/
grant delete on pr2_rule_map_exclude_pr_tmp to &database username

grant insert on pr2_rule_map_exclude pr_tmp to &database_username
grant update on pr2_rule_map_exclude pr_tmp to &database_username
grant select on pr2_rule_map_exclude_pr_tmp to &database username
grant select on pr2_run_object to &database username

grant select on pr2_run_object _member to &database_username
grant select on pr2_run_map to &database_username

grant select on pr2_run_execution_b to &database_username

grant select on pr2_run_execution_filter to &database_username
grant select on pr2_firerun_filter to &database_username

grant select on pr2_filters to &database_username

grant select on configuration to &database_username

grant select on batch_parameter to &database_username

grant select on component_master to &database_username

grant select on MDB_OBJECT TYPE_ATT_LAYOUT to &database username
grant select on REV_OBJECT _ATTRIBUTE DTL to &database username
grant select on FORMS LOCALE MASTER to &database username

grant select on mdb_object _dependencies to &database username
grant select on mdb_execution_details to &database username
grant select on REV_STAT DATA to &database username

grant select on REV_OBJECT_REPOSITORY_B to &database username
grant select on REV_OBJECT_REPOSITORY_TL to &database username
grant select on REV_OBJECT ATTRIBUTE DTL_MLS to &database username
grant select on REV_OBJECT_APPLICATION_MAP to &database username
grant select on MDB_OBJ EXPR DETAILS to &database username

grant select on MDB_EXECUTION DETAILS to &database username
érant select on REV_OBJECT TYPES CD to &database username

Oracle Financial Services Software Confidential - Restricted

181 ORACLE



grant select on REV_OBJECT_TYPES MLS to &database_username

grant select on REV_APPLICATIONS CD to &database username
grant select on REV_APPLICATIONS MLS to &database username
grant select on METADATA BROWSER LOCALE to &database username
grant select on MDB_STAT DATA to &database username

grant select on MDB_OBJECT TYPE LAYOUT to &database username
grant select on ofsa md_id ref to &database username

grant select on MDB_ETL_MAPPING to &database username

grant select on setupinfo to &database_username

grant select on LOCALEREPOSITORY to &database_username

grant select on MF_MODEL_MASTER to &database username

grant select on MF_SANDBOX_ MASTER to &database username
grant select on MF_VARIABLE MASTER to &database username
grant select on MF_TECHNIQUE MASTER to &database username
grant select on MDB_RULE_SOURCE_HEADER to &database username
grant select on MDB_RULE_TARGET HEADER to &database username
grant select on MDB_RULE_TARGET MEMBER HEADER to &database username
grant select on MDB_RULE _GRID DATA to &database username
grant select on MDB_MODEL MAPPING to &database username
grant delete on AAl_MAP_MAPPER to &database username

grant insert on AAl_MAP_MAPPER to &database username

grant update on AAl_MAP_MAPPER to &database_username

grant select on AAl_MAP_MAPPER to &database username

grant select on RTI_Ul _EXCLUDE PDM_LIST to &database username
grant select on RTI VIR PHY TBL _NAME to &database username
érant select on infodom _patches to &database username
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18 Appendix L: Configuring CRM Pack XML Files

18.1 OFS_CRM_PACK.XML file

The OFS_ CRM _PACK.xml file holds details on the various products that are packaged together
in CRM Application Pack.

This section details the various tags/ parameters available in the file and the values that need to
be updated. Prior to installing the CRM Application Pack in SILENT mode, it is mandatory to
update this file.

- <APP_PACK_CONFIG=
<APP_PACK_ID=0FS_CRM_PACK</APP_PACK_ID>
<APP_PACK_MAME=Financial Services Credit Risk Management Applications Pack</APP_PACK_NAME=
<APP_PACK_DESCRIPTION=Applications for Financial Services Credit Risk Management</APP_PACK_DESCRIPTION=
<VERSION=8.0.0.0.0</VERSION >
- <APP:=
<APP_ID PREREQ="" DEF_SEL_FLG="YES">=0F5_AAI</APF_ID=>
<APP_NAME >Financial Services Analytical Applications Infrastructure </APP_NAME >
<APP_DESCRIPTION=Base Infrastructure for Analytical Applications </APP_DESCRIPTION
<VERSION>8.0.0.0.0</VERSION =
</APP =
- <APP:=
<APP_ID PREREQ="OFS_AAI">OFS_CRM</APP_ID=>
<APP_NAME=Financial Services Credit Risk Management</APP_NAME>
<APP_DESCRIPTICON=Application for Credit Risk Management Compliance</APP_DESCRIPTION=
<VERSION=>8.0.0.0.0</VERSION =
</APP =
</APP_PACK_CONFIG=

18.1.1 Configuring OFS_ CRM _PACK.XML file

The OFS_CRM_PACK.xml file holds details on the various OFSAA products that are packaged in
a particular Application Pack.

The following table gives details about the various tags/ parameters available in the file and the
values that need to be updated. Prior to installing the OFSAA Application Pack in SILENT mode,
it is mandatory to update this file.

NOTE: If you are installing in the GUI mode, then this file need not be updated.

OFS_CRM_PACK.XML Parameters

Tag Name/ Attribute Name Description Mandatory | Default Value/ | Comments
(Y/'N) Permissible Value
APP_PACK_ID Unique Y Unique Seeded DO NOT modify
Application Pack Value this value.
Identifier
APP_PACK_NAME Unique Y Unique Seeded DO NOT modify
Application Pack Value this value.
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Tag Name/ Attribute Name Description Mandatory | Default Value/ | Comments
(Y/'N) Permissible Value
Name
APP_PACK_DESCRIPTION | Unique Y Unique Seeded DO NOT modify
Application Pack Value this value.
Description
VERSION Unique release | Y Unique Seeded DO NOT modify
version Value this value.
APP Unique Y Unique Seeded DO NOT remove
Application Value these tags.
Entries
APP_ID Unique Y Unique Seeded DO NOT modify
Application Value this value.
Identifier
APP_ID/ PREREQ Prerequisite Y Unique Seeded For most
Application/ Value applications
Product Infrastructure would
be the prerequisite
set. For certain other
applications, an
appropriate
Application ID would
be set.
DO NOT modify this
value.
APP_ID/ DEF_SEL_FLAG Default Selected | Y Default - YES In all Application
Flag Packs, Infrastructure
would have this
value set to “YES".
DO NOT modify this
value.
APP_ID/ ENABLE Enable YES if | Default: Set this attribute-
Application/ installing | YES for value to YES
Product in Infrastructure against every
SILENT NO for Others APP_ID which is
mode. Permissible: YES or | licensed and

NO

should be enabled
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Tag Name/ Attribute Name Description Mandatory | Default Value/ | Comments
(Y/'N) Permissible Value
for use.
Note: Application/
Product once
enabled cannot be
disabled.
However,
Application/
Product not
enabled during
installation can be
enabled later
through the
Administration Ul.
APP_NAME Unique Y Unique Seeded DO NOT modify
Application/ Value this value.
Product Name
APP_DESCRIPTION Unique Y Unique Seeded DO NOT modify
Application/ Value this value.
Product Name
VERSION Unique release | Y Unique Seeded DO NOT modify

version

Value

this value.

18.2 OFS_CRM_SCHEMA_IN.xm|

The OFS_CRM_SCHEMA_IN.XML file contains details on the various application schemas that
should be created prior to the CRM Application Pack installation.

This section details the various tags/ parameters available in the file and the values that need to
be updated. Prior to executing the schema creator utility, it is mandatory to update this file.

Oracle Financial Services Software Confidential - Restricted

185

ORACLE



<APPPACKSCHEMA>
<APP_PACK_ID=0OFS_CRM_PACK</APP_PACK_ID>
<JDBC_URL>jdbc:oracle:thin: @IP:PORT:SID</JDBC_URL:
<JDBC_DRIVER:»oracle.jdbc.driver.OracleDriver</IDBC_DRIVER>
<HOST>SCHEMA_CREATOR_HOST_NAME</HOST=>
<SETUPINFO NAME="DEV"/>
<PASSWORD DEFAULT="ofsaa8x" APPLYSAMEFORALL="Y"/=>
- «SCHEMAS>
<SCHEMA NAME="CRMCONFIG" QUOTA="10G" TEMPTABLESPACE="TEMP" DEFAULTTABLESPACE="USERS" INFODOM="" APP_ID="OFS_AAI" PASSWORD="" TYPE="CONFIG" >
<SCHEMA NAME="CRMATOMIC" QUOTA="" TEMPTABLESPACE="TEMP" DEFAULTTABLESPACE="USERS" INFODOM="" APP_ID="OFS_CRM" PASSWORD=""TYPE="ATOMIC"/>
</SCHEMAS®>
</APPPACKSCHEMA >

18.2.1 Configuring OFS_CRM_SCHEMA_IN.XML file

Creating database schemas, object within schemas and assigning appropriate grants are the
primary steps in the installation process of OFSAA  Applications. The
OFS_CRM_SCHEMA_IN.xml file contains details on the various application schemas that should
be created prior to the Application Pack installation.

The following table gives details about the various tags/ parameters available in the file and the
values that need to be updated. Prior to executing the schema creator utility, it is mandatory to
update this file.

OFS_CRM_SCHEMA_IN.XML Parameters

Tag Name/ | Description Mandatory Default Value/ | Comments

Attribute Name (Y/N) Permissible Value

<APP_PACK_ID> Unique Application Y Unique Seeded Value DO NOT modify
Pack Identifier this value.

<JDBC_URL> Enter the JDBC Y Example, Ensure to add an
URL. jdbc:oracle:thin:@<HOST/IP | €ntry (with SID/
Note: You can enter >:<PORT>:<SID> SERVICE NAME)
RAC and NON-RAC or in the tnsnames.ora

file on the OFSAA

enabled database jdbc:oracle:thin:@//[HOST][:

connectivity URL. server. The entry

PORTJ/SERVICE should match with

or the SID/ SERVICE
jdbc:oracle:thin:@(DESCRIP | NAME used in the
TION=(ADDRESS_LIST=(A
DDRESS=(PROTOCOL=TC
P)(HOST=[HOST])(port=[PO
RT]))(ADDRESS=(PROTOC
OL=TCP)(HOST=[HOST])(P
ORT=[PORT]))(LOAD_BAL

ANCE-=yes)(FAILOVER=yes
))(CONNECT DATA=(SER

JDBC URL.
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Tag Name/ | Description Mandatory Default Value/ | Comments
Attribute Name (Y/N) Permissible Value
VICE_NAME=[SERVICE])))
For example,
jdbc:oracle:thin:@//dbhost.s
erver.com:1521/servicel
or
jdbc:oracle:thin:@//dbshost.
server.com:1521/scan-1
or
jdbc:oracle:thin:@(DESCRIP
TION=(ADDRESS_LIST=(A
DDRESS=(PROTOCOL=TC
P)(HOST=dbhost1.server.co
m)(port=1521))(ADDRESS=(
PROTOCOL=TCP)(HOST=d
bhost2.server.com)(PORT=
1521))(LOAD_BALANCE=y
es)(FAILOVER=yes))(CONN
ECT_DATA=(SERVICE_NA
ME=servicel)))
<JDBC_DRIVER> By default this driver | Y Example, Only JDBC Thin
name is seeded. oracle.jdbe.driver.OracleDriv | Driver is supported.
Note: Do not edit er DO NOT modify
this attribute value. this value.
<HOST> Enter the Hostname/ | Y
IP Address of the Host Name/ IP Address
system on which you
are installing the
OFSAA
components.
<SETUPINFO>/ Enter the acronym Y Accepts strings with a This name would

NAME

for the type of
implementation. This
information will be
displayed in the
OFSAA Home Page.

Note: On executing

minimum length of two and

maximum of four.
Example,

DEV, SIT, PROD

appear in the
OFSAA Landing
Page as
“Connected To:

XXXX”

The schemas being
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Tag Name/

Attribute Name

Description

Mandatory
(YIN)

Default

Permissible Value

Value/

Comments

the schema creator
utility, this value will
be prefixed with
each schema name.
For example:
dev_ofsaaconf,
uat_ofsaaatm.

created would get
this prefix. For E.g.
dev_ofsaaconf,

uat_ofsaaconf etc.

<SETUPINFO>/
PREFIX_SCHEMA_
NAME

Identifies if the
value specified in
<SETUPINFO>/
NAME attribute
should be prefixed
to the schema
name.

YES or NO

Default value is
YES.

<PASSWORD>/
APPLYSAMEFORAL
L

Enter as Y if you
want to apply the
password specified
in DEFAULT
attribute for all the

schemas.

If you enter as N,
you need to provide
individual passwords
for all schemas.

Note: In case you
have entered Y in
APPLYSAMEFORA
LL attribute and also
have specified
individual passwords
for all the schemas,
then the specified
individual passwords
will take
precedence.

Default — N
Permissible — Y or N

Note: Setting this
attribute value is
mandatory, If
DEFAULT attribute
is set.

<PASSWORD>/

Enter the password
if you want to set a

The maximum length

allowed is 30 characters.
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Tag Name/ | Description Mandatory Default Value/ | Comments
Attribute Name (Y/N) Permissible Value
DEFAULT* default password for Special characters are not
all schemas. allowed.
Note: You also need
to set
APPLYSAMEFORA
LL attribute as Y to
apply the default
password for all the
schemas.
<SCHEMA>/ TYPE The different types Y ATOMIC/CONFIG/SANDBO | Only One CONFIG

of schemas that are
supported in this
release are
ATOMIC, CONFIG,
SANDBOX, and
ADDON.

By default, the
schemas types are
seeded based on
the Application
Pack.

Note: Do not edit
this attribute value.

X/ADDON

Note:

SANDBOX AND ADDON
schemas are not applicable
for OFS AAAI Application
Pack.

schema can exist in
the file.

This schema
identifies as the
CONFIGURATION
schema that holds
the OFSAA setup
details and other
metadata
information.

Multiple ATOMIC/
SANDBOX/
ADDON schemas
can exist in the file.

ATOMIC schema
refers to the
Information Domain
schema.
SANDBOX schema
refers to the
SANDBOX
schema. ADDON
schema refers to
other miscellaneous
schema (not
applicable for this
Application Pack).
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Tag Name/ | Description Mandatory Default Value/ | Comments
Attribute Name (Y/N) Permissible Value
<SCHEMA.>/ NAME | By default, the Y The permissible length is 15 | SETUPINFO/
schemas names are characters and only NAME attribute
seeded based on alphanumeric characters value would be
the Application allowed. No special prefixed to the
Pack. characters allowed except schema name
You can edit the underscore ‘_". being created.
schema names if For E.g. if name is
required. set as ‘ofsaaatm’
Note: and setupinfo as
‘uat’ then schema
The Schema Name .
being created
ill h fix of
will have a prefix o would be
the SETUPINFO/ . ;
uat_ofsaaatm’.
NAME attribute.
NAME should be
SCHEMA NAME
same where
must be same for all APP_GRP=1 for all
the ATOMI
e ATOMIC SCHEMA tags (Not
h f . .
Schemas o applicable for this
licati ithi S
applications within Application Pack).
an Application Pack.
<SCHEMA>/ Enter the password N The maximum length Note: You need to
PASSWORD* of the schemato be allowed is 30 characters. mandatorily enter
created. Special characters are not the password if you
Note: allowed. have set the
< >
If this attribute is left PASSWORD>/
blank, then the APPLYSAMEFORA
e LL attribute as N.
password specified
in the
<PASSWORD>/DEF
AULT attribute is
applied as the
Schema Password.
<SCHEMA>/ By default, the Y Unique Seeded Value Identifies the
APP_ID Application ID is Application/ Product

seeded based on

the Application

for which the

schema is being
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Tag Name/ | Description Mandatory Default Value/ | Comments
Attribute Name (Y/N) Permissible Value

Pack. created.

Note: Do not edit DO NOT modify

this attribute value. this value.
<SCHEMA>/ Enter the available N Default —- USERS Modify this value to
DEFAULTTABLESP | default tablespace Permissible — Any existing associate any valid
ACE for DB User. valid tablespace name. tablespace with the

Note: schema.

If this attribute is left

blank, then USERS

is set as the default

tablespace.
<SCHEMA>/ Enter the available N Default - TEMP Modify this value to
TEMPTABLESPACE | temporary Permissible — Any existing associate any valid

tablespace for the valid temporary tablespace tablespace with the

DB User. name. schema.

Note:

If this attribute is left

blank, then TEMP is

set as the default

tablespace.
<SCHEMA>/ Enter the quota to N Example, Modify this value to
QUOTA be set on 600M/m grant the specified

DEFAULTTABLESP t th

20G/g quota on the

ACE attribute for the o mentioned

schema/ user. By UNLIMITED/unlimited tablespace to the

default, the quota user.

size is set to 500M.

Minimum: 500M or

Unlimited on default

Tablespace
<SCHEMA>/ Enter the name of N Permissible length is 16 Enter this field in
INFODOM the Information characters and only UPPERCASE.

Domain to associate
this schema.
The schema creator

utility automatically

(Optional for
Atomic and
mandatory for

sandbox )

alphanumeric characters
allowed. No special
characters allowed.
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Tag Name/
Attribute Name

Description

Mandatory
(YIN)

Default

Permissible Value

Value/

Comments

derives an
Information Domain
Name based on the
Application Pack if
no value is specified

for this attribute.

*On successful execution of the utility, the entered passwords in the OFS_CRM_SCHEMA_IN. xml file are nullified.
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19 Appendix M: OFSAAI_InstallConfig.xml file

19.1 Configuring OFSAAI_InstallConfig.xml file

1.

2.

Navigate to OFS_CRM_PACK/OFS_AAl/cont/
Open the file OFSAAIL_InstallConfig.xml in text editor.

Configure the OFSAAL_Instal IConfig.xml as mentioned in the below table:

You need to manually set the InteractionVariable parameter values as mentioned in the
table. If a value is not applicable, enter NA and ensure that the value is not entered as

NULL.

InteractionVariable Name Significance and Expected Value Mandatory
<Layer name="GENERAL">
WEBAPPSERVERTYPE Identifies the web application server on which the OFSAA Infrastructure web Yes
components would be deployed.
The below numeric value should be set depending on the type:
Apache Tomcat = 1
IBM WebSphere Application Server = 2
Oracle WebLogic Server = 3
For example, <InteractionVariable
name="WEBAPPSERVERTYPE">3</InteractionVari able>
DBSERVER_IP Identifies the hostname or IP address of the system on which the Database Engine is | Yes

hosted.
Note: For RAC Database , the value should be NA.

For example, <InteractionVariable name="DBSERVER _
IP">14.15.16.17</InteractionVariable> or

<InteractionVariable name="DBSERVER_
IP">dbhost.server.com</InteractionVariable

>
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InteractionVariable Name

Significance and Expected Value

Mandatory

ORACLE_SID/SERVICE_ Identifies the Oracle DB Instance SID or SERVICE_NAME Yes
NAME Note: The Oracle_SID value should be exactly the same as it is mentioned in
JDBC_URL.
For example, <InteractionVariable name="ORACLE_SID/SERVICE_
NAME">ofsaser</InteractionVariable>
ABS_DRIVER_PATH Identifies the directory where the JDBC driver (ojdbc<version>.jar) exists. This would | Yes
typically be the
$ORACLE_HOME/jdbc/lib
For example, <InteractionVariable name="ABS_DRIVER_
PATH">">/oradata6/revwb7/oracle
</InteractionVariable>
Note: Refer Appendix N for identifying the correct “ojdbc<version>.jar” version to be
copied.
OLAP_SERVER_ Identifies if the OFSAA Infrastructure OLAP component needs to be configured No

IMPLEMENTATION

depending on whether you intend to use the OLAP feature. The below numeric value
should be set depending on the choice:

YES-1
NO -0

Note: Ifvaluefor OLAP_SERVER_IMPLEMENTATIONis setto 1, itchecksforfollowing environment variables are set in .profile:

ARBORPATH,HYPERION_HOMEand ESSBASEPATH.

SFTP_ENABLE

Identifies if the SFTP (Secure File Transfer Protocol) feature is to be enabled. The

below numeric value should be set depending on the choice:
SFTP -1
FTP -0

Yes

Note: The default value for SFTP_ENABLE is 1, which signifies that SFTP will be used. Oracle recommends using SFTP instead of FTP

because SFTP is considered more secure. However, a client may choose to ignore this recommendation and to use FTP by setting
SFTP_ENABLE to 0. This selection may be changed later by using the OFSAAI administration interface.
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InteractionVariable Name Significance and Expected Value Mandatory

FILE_TRANSFER_PORT Identifies the port used for the file transfer service. The default value specified is 22 Yes
(SFTP). Specify value as 21 or any other PORT value if value for SFTP_ENABLE is
0.

For example, <InteractionVariable name="FILE_TRANSFER _
PORT">21</InteractionVariable>

LOCALE Identifies the locale information to be used during the installation. This release of the | Yes
OFSAA Infrastructure supports only US English.

For example, <InteractionVariable name="LOCALE">en_US</InteractionVariable>

Note: The below ports are used internally by the various OFSAA Infrastructure services. The default values mentioned below are set in the
installation. If you intend to specify a different value, update the parameter value accordingly and ensure this port value is in the range of
1025 to 65535and the respective portis enabled.

JAVAPORT 9999 Yes
NATIVEPORT 6666 Yes
AGENTPORT 6510 Yes
ICCPORT 6507 Yes
ICCNATIVEPORT 6509 Yes
OLAPPORT 10101 Yes
MSGPORT 6501 Yes
ROUTERPORT 6500 Yes
AMPORT 6505 Yes

Note: If value for HTTPS_ENABLE is set to 1, ensure you have a valid certificate available from a trusted CA and the same is configured on
your web application server.

HTTPS_ENABLE Identifies if the Ul should be accessed using HTTP or HTTPS scheme. The default Yes

value set is 0. The below numeric value should be set depending on the choice:
YES -1
NO -0

For example, <InteractionVariable name="HTTPS_ENABLE">0</InteractionVariable>
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InteractionVariable Name

Significance and Expected Value

Mandatory

WEB_SERVER_|P

Identifies the HTTP Server IP/ Hostname or Web Application Server IP/ Hostname, to
be used for accessing the Ul. This IP would typically be the HTTP Server IP.

If no separate HTTP Server is available, the value should be Web Application Server

IP/Hostname.

For example, <InteractionVariable name="WEB_SERVER_
IP">10.11.12.13</InteractionVariable>

or

<InteractionVariable name="WEB_SERVER _

IP">myweb.server.com</InteractionVariable>

No

WEB_SERVER_PORT

Identifies the Web Server Port. This would typically be 80 for non SSL and 443 for
SSL. If no separate HTTP Server exists, the value should be the port configured for
Web Server.

Note: The port value will not be accepted as 80 if HTTPS_ENABLEis 1 and as 443, if
HTTPS_ENABLE:is 0.

For example, <InteractionVariable name="WEB_
SERVER_PORT">80</InteractionVariable>

No

CONTEXT_NAME

Identifies the web application context name which will be used to built the URL to
access the OFSAA applications. The context name can be identified from a URL as
below:

<scheme>://<host>:<port>/<context-name>/lo gin.jsp
Sample URL:
https://myweb:443/ofsaadev/login.jsp

For example, <InteractionVariable name="CONTEXT_
NAME'">ofsaadev</InteractionVariable>

Yes
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InteractionVariable Name

Significance and Expected Value

Mandatory

WEBAPP_CONTEXT_PATH

Identifies the absolute path of the exploded .ear file on the web application server.
For Tomcat, specify the Tomcat directory path till

/webapps, such as

/oradata6/revwb7/tomcat/webapps/.

For WebSphere, enter the WebSphere path as

<WebSphere profile directory>/installedApps/

<NodeCellName>. For example,

/data2/test//WebSphere/AppServer/profiles/

<Profile_

Name>/installedApps/aix-imfNode01Cell. Where aix-imf is Host name.

For WebLogic, provide the WebLogic home directory path as /<WebLogic home
directory path>/bea/wlserver_10.3

Note: For WebLogic, value specified for this attribute is ignored and value provided
against attribute WEBLOGIC_DOMAIN_HOME is considered.

Yes

WEB_LOCAL_PATH

Identifies the absolute path to any directory on the web application server that can
hold temporary files being uploaded as part of the applications usage.

Note: In case of a clustered deployment, ensure this path and directory is same on all
the nodes.

Yes

WEBLOGIC_DOMAIN_HOME

Identifies the WebLogic Domain Home. Specify the value only if WEBSERVERTYPE
is set as 3 (WebLogic).

For example, <InteractionVariable name="WEBLOGIC_DOMAIN_
HOME">/home/weblogic/bea/user__ projects/domains/mydomain

</InteractionVariable>

Yes Specify the
value only if
WEBSERVERTYPE
is set as 3

(WebLogic)
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InteractionVariable Name

Significance and Expected Value

Mandatory

OFSAAI_FTPSHARE_PATH

Identifies the absolute path to the directory identified as file system stage area.
Note:

The directory should exist on the same system on which the OFSAA Infrastructure is
being installed (can be on a separate mount).

The user mentioned in APP_SFTP_USER_ID parameter below should have RWX

permission on the directory.

For example, <InteractionVariable
name="APP_FTPSHARE_PATH">">/oradata6/revwb7/ftpshare</InteractionVariable>

Yes

OFSAAI_SFTP_USER_ID

Identifies the user who has RWX permissions on the directory identified under
parameter APP_FTPSHARE_PATH above.

Yes
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20 Appendix N: Migration for Excel Upload

This appendix provides detailed instructions to migrate for excel upload.

20.1.1 Prerequisites

Data model in ATOMIC schemas should be same on the source and target setups.
OFS AAI (platform) patch level version should be same on the source and target setups.
PL/SQL Developer to connect and query the database.

WinSCP to connect and access server file system.

20.1.2 Migration for Excel Upload

To migrate, follow these steps:

1. Open PL/SQL Developer and logon to the source setup’s configuration (CONFIG)
schema by entering the appropriate username and password.

2. Inanew SQL window query the data of table EXCEL_MAPPING_MASTER.

3. Open a new session in PL/SQL developer and logon to the target setup’s configuration
(CONFIG) schema by entering the appropriate username and password.

4. Insert the records from Step 1 above in to this table.

5. In V_INFODOM column of EXCEL_MAPPING_MASTER table update the infodom name
with the target infodom name.

NOTE:

If all the mappings can work out of the single target Infodom, update same Infodom value
across all rows. If only few mappings will work out of the target infodom, update the infodom
value for selective records. Kindly note, excel upload mappings will work only if the target
infodom has same data model entities as used in the mappings defined on source setup.

6. Update V_CREATED_BY column with the name of any user present in the target setup
that has appropriate roles to perform Excel Upload tasks.

NOTE:

It is mandatory to update values for V_INFODOM and V_CREATED_BY columns.

7. Open WiInSCP and login a new session by entering the host name, port number, user
name and password to access the source setup.

8. Navigate to the folder referred as FTPSHARE.

9. Copy the excel-entity mapping xml file(s) which are located in this folder according to
their folder structure on to your desktop. For example: /ftpshare
/STAGE/ExcelUpload/$SOURCE_ INFODOM_NAME/$SEXCEL_FILE_NAME.xml
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NOTE: Actual file name of Excel Sheet is mentioned in the V_EXCEL_NAME column of
EXCEL_MAPPING_MASTER table.

10. Copy the excel templates (.xlIs/ .xlsx) file(s) which are located in this folder according to

their folder structure on to your desktop. For example:
/Ttpshare/STAGE/ExcelUpload/TEMPLATE/* . x1s or *_xlIsx

NOTE: Ignore this step if files are not present at the location.

11. Login a new session in WinSCP by entering the host name, port number, user name
and password to access the target setup.

12. Copy the xml file(s) from Step3 to the below location in the target setup. For example:
/Ttpshare/STAGE/ExcelUpload/$TARGET_INFODOM_NAME/$EXCEL_FILE_NAME

-xml

NOTE: $TARGET_INFODOM_NAME should be target setup infodom in which you have uploaded the
appropriate data model and the name should be same as the V_INFODOM column value
updated in EXCEL_MAPPING_MASTER table.

13. Copy the xls/ xlIsx file(s) from Step 3 to the below location in target setup. For example:
/Ttpshare/STAGE/ExcelUpload/TEMPLATE/* . xIs or *_xlIsx

NOTE: Ignore this step if files are not present at the location.
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21 Appendix O: JDBC Jar Files

The ojdbc<version>. jar file should be copied based on Database & Java version. Refer to
the following table for details.

Oracle

version

Database

JDK Version supported

JDBC Jar files specific to the
release

12.1 or 12cR1

JDK 7 and JDK 8

ojdbc?7 jar for JDK 7/JDK 8

11.2 or 11gR2

JDK 7 and JDK 8 supported in 11.2.0.3 and
11.2.04

ojdbcé.jar for JIDK 7 / JDK 8
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22 Appendix P: Upgrading an Existing OFSAA 8.0.x Java 7 Instance
to Java 8

This section explains the configurations required to upgrade an existing OFSAA 8.0.x Java 7
instance to Java 8. It consists of the following topics:

e Prerequisites
e Steps for upgrading OFSAA 8.0.x Java 7 instance to Java 8

e Web Application Server Configurations

e OFSAA Generic Configurations

e OFSAA Configurations for New Web Application Server Installation

22.1 Prerequisites

The following are the prerequisites for upgrading OFSAA 8.0.x Java 7 instance to Java 8:
e Java 8 should be installed on the OFSAA server and Web Application Server.

e Oracle WebLogic Server should be 12.1.3.0 or above. Download and install patch
18729264 from http://support.oracle.com/ for the same.

Note: IBM WebSphere 8.5.x (Full Profile) on Java 8 is not available.

22.2 Steps for upgrading OFSAA 8.0.x Java 7 instance to Java 8

To upgrade OFSAA 8.0.x Java 7 instance to Java 8, follow these steps:

1. Configure Web Application Server to Java 8. For more information, refer Web Application
Server Configurations.

2. Configure the OFSAA instance to Java 8. For more information, refer OFSAA Generic
Configurations. For a newly installed Web Application Server, refer OESAA
Configurations for New Web Application Server Installation.

3. Restart the OFSAA services. For more information, refer the Start/Stop Infrastructure
Services section in Appendix D.

4. Generate the application EAR/MWAR file and redeploy the application onto your configured
web application server. For more information on generating and deploying EAR / WAR

file, refer Appendix C.
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22.3 Web Application Server Configurations

This section describes the changes to be made in the Web Application Server. Following are the
two options to perform Web Application Server Configurations which are listed as follows:

e Upgrade the existing Web Application Server installation to Java 8
¢ Install a new instance of the Web Application Server with Java 8
This section consists of the following topics:

e Oracle WebLoqgic Server Updates

e Apache Tomcat Server Updates

22.3.1 Oracle WebLogic Server Updates

Perform the following configurations to upgrade the existing WebLogic server instance to Java 8:
1. Navigate to <WLS_HOME>/Middleware/Oracle_Home/wlserver.

2. Edit the product.properties file. Set JAVA_HOME, WLS_JAVA HOME, JAVAHOME
properties to the new Java path and java.vm.version to the new Java version. For
example,

JAVA HOME=/usr/java/jdk1.8.0_45
WLS_JAVA HOME=/usr/java/jdkl1.8.0_45
JAVAHOME=/usr/java/jdk1.8.0_45
Java.vm.version=1.8.0_45

3. Navigate to
<WLS_HOME>/Middleware/Oracle_Home/user_projects/domains/<domain>/
bin. Update SUN_JAVA_HOME, DEFAULT_JAVA_HOME, JAVA_HOME in the
setDomainEnv. sh file to point to the new Java path. For example,

SUN_JAVA_HOME="/usr/java/jdkl1.8.0_45"
DEFAULT_SUN_JAVA_HOME=""/usr/java/jdk1.8.0_45"

JAVA_HOME=""/usr/java/jdk1.8.0_45"
4. Clear the Application cache. Navigate to the following path and delete the files:

<Weblogic installation location>/domains/<Domain
name>/servers/<Server name>/tmp/_WL_user/<Application
name>/qaelce/jsp_servlet

If you wish to install a new instance of the Oracle WebLogic Server, follow these steps:
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2232

1. Install Oracle WebLogic Server 12.1.3.x on Java 8.

2. Perform the configurations for the newly installed WebLogic server. For more information
refer Configure Resource Reference in WebLogic Application Server.

Note: While creating WebLogic Domain, the Listen Port should be set same as that of the
existing Domain. Note down the new Domain path to perform OFSAA Configurations.

Apache Tomcat Server Updates

Perform the following configurations to upgrade the existing Apache Tomcat Server from Java 7
to Java 8:

1. Login to the Apache Tomcat Server as a non-root user.

2. Editthe user .profile. Update the value for JAVA_HOME from JRE 1.7 to JRE 1.8.
For Example,
JAVA HOME=/usr/java/jrel.8.0_45

3. Clear the Application cache. Navigate to the following path and delete the files:

<Tomcat installation folder>/work/Catalina/localhost/<Application
name>/org/apache/jsp

If you wish to install a new instance of the Apache Tomcat Server, follow these steps:
1. |Install Apache Tomcat Server 8 with Java 8.

2. Perform the configurations for the newly installed Tomcat server. For more information
refer Configure Resource Reference in Tomcat Application Server.

Note:

Update the Connector Port in /apache-tomcat-8.0.21/conf/server .xml file to that of the
existing Tomcat instance.

Note down the new deployment path to perform OFSAA Configurations.

22.4 OFSAA Generic Configurations

This section consists of the following topics:

e User .profile Settings

e Configurations for Java 8
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22.4.1 User .profile Settings

Perform the following configurations:
1. Login to the OFSAA Server as a hon-root user.

2. Edit the user .profile. Update the value for PATH variable from JRE 1.7 to JRE 1.8.
For Example,

PATH=/usr/java/jdkl1.8.0_45/jre

JAVA BIN=/usr/java/jdk1.8.0_45/jre/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/usr/java/jdk1.8.0_45/jre/lib/am
dé4/server

22.4.2 Configurations for Java 8

Perform the configurations explained in the section Configurations for Java 8.

22.5 OFSAA Configurations for New Web Application Server Installation
This configuration is required only if you have freshly installed Oracle WebLogic 12.1.3 or Apache
Tomcat Server 8.0. Follow these steps:

1. Modify the following parameters in the Configuration table present in the Config Schema
with the new Domain Path in case of WebLogic or with the new deployment path in case
of Tomcat:

e DeFiHome
e REV_IMG_PATH
e EMBEDDED JSP_JS PATH

2. Login to the OFSAA Server as a hon-root user.

3. Navigate to $FIC_HOME/Ficweb/webroot/WEB_INF and update the following
parameters in the web.xml file with the new Domain path in case of WebLogic or with
the new deployment path in case of Tomcat:

e FIC_PHYSICAL_HOME_LOC
e FIC_HOME
e ICC_SERVLET_LOG_FILE

4. Navigate to $FI1C_HOME/Ficweb/webroot/conf and update the Domain path in case
of WebLogic or with the new deployment path in case of Tomcat:

e OFSAALogger .xml
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e MDBLogger .xml

e RevLog4jConfig.xml

e RFDLogger.xml

e ExportLog4jConfig.xml
e RFDLogger.xml

e PR2Logger.xml
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23

23.1

Appendix Q: Removing OFSAA

This chapter includes the following sections:

e Uninstalling OFSAA Installation

e Uninstalling EAR Files in WebSphere

e Uninstalling EAR Files in WebLoqgic

e Uninstalling WAR Files in Tomcat

Uninstalling OFSAA Installation

This section will guide you through the necessary steps to uninstall the OFSAA 8.0 installation.

Before you start the uninstall process, ensure that no open connections exist to the OFSAA

Config and Atomic Schemas and Infrastructure services are brought down.
To uninstall OFSAA:

1. Log in to the system as non-root user.

2. Navigate to the $FI1C_HOME directory and execute the command:

./Uninstall.sh

3. Enter the password for OFSAA Configuration Schema when prompted as shown in the

following figure.

daoratochdofzaadb OFSAART >, AUninstall,sh

ninstallation Started [time @ Tue Jun 10 14:20:27 IST 2014 1
SRR R o ook o o o R R R
%% Iriver loaded with Driver oracle, jdbc.driver,.Oraclelriver

Pleaze enter Configuration schema Password @
Connected to Config Schema

Cleaning config schema ...

config schema cleaned ...

Cleaning up Infrastructure Home Dir |

Pleaze wait ..

e e o o o e o o o e o o o o o R o ko
dzoratch/ofzaadb OFSAAT >

Uninztallation Completed | Thank You [time : Tue Jun 10 14:21:53 IST 2014 1

Note:

e Uninstallation does not remove the Infrastructure application from the Web

Application Server. This has to be done manually.
e The entries in the .profile file will have to be removed manually.

e The files/ folders under the file system staging area (ftpshare) have to be deleted

manually.
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e All the Database objects from Atomic Schemas have to be dropped manually.

23.2 Uninstalling EAR Files in WebSphere

Following are the steps to uninstall any previously deployed application:

1.

Open the URL in the browser window: http://<ipaddress>:<Administrative
Console Port>/ibm/console (https if SSL is enabled). The Login window
is displayed.

Login with the user id that has admin rights.

Expand Applications > Application Types > WebSphere enterprise applications from the
LHS. The Enterprise Applications window is displayed with all the deployed applications.

Enterprise Applications

Use this page to manage installed applications. A single application can be deployed onto multiple servers.

[ Preferences

Start | {Step || Install [ Uningtzll Update Rellout Update Remove File | Expert i Expert DDL Expert File
B e
+ e
Select Name 2 Application Status 9

You can administer the following resocurces:

| Jgfaultiaslicgtion -t+
. O . ivtAog .-}

)| uery L
| D .I_I‘:g.(-.’; +
: Total 4

4. Select the checkbox adjacent to the application to be uninstalled and click Stop.

5. Click Uninstall. The Uninstall Application window is displayed.

Chek OK to rémave the following spphcaton(s). If you do not want to réemove the apphcations, clck Cancel 1o return
to the prewvious page

Name
ADIGAST

Jocl Corce }

6. Click OK to confirm.

7. Click Save to save the master file configuration.
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23.3 Uninstalling EAR Files in WebLogic

On the machine that hosts WebLogic, perform the following steps to uninstall any previously
deployed application:

1. Open the URL in the browser window: http://<ipaddress>:<admin server
port>/console (https if SSL is enabled). The Login window of the WebLogic

Server Administration Console is displayed.

2. Login with the WebLogic user credentials having administrator privileges.

3. From the Domain Structure LHS menu, click Deployments. The Summary of
Deployments screen is displayed

Summary of Deployments

Control | Monitaring

This page displays a list of Java FE appications and stand-alone application modules that have been instaled to this domain, Instafed applications and modules can be started, stopped, updated

(redeployed), or deleted from the domain by first SEECONG thE apDLCatON Name and

¥ Customize this table

Deployments

instal || Update || Delete |S:ar1‘r

Hame

Wien work compietes

Force Stop Now

A [Rung7273

Stop, but continpe serviging administration requests

instal | | Update | Delete |S:an‘-' Stop >

o install 8 new appicaton or module for deployment to targets in this domain, ciick the Install button.

he controls on this page.

Showing 1to 16f 1 Preavious | Next
State Health Type Deployment Order
] & ox Enterprise Application 100
Showing 1to 1of 1 Previous | Next

4. Select the checkbox adjacent to the application to be uninstalled and click Stop> Force

Stop Now.

5. Click Yes in the confirmation dialog to stop the selected deployment.
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Messages

o Selected Deployments have been requeste

Summary of Deployments

Control = Manitaring

This pags displaye a list of Java EE appbcations and
(recepioyed), or deleted from the domain by first

tand-alons appication madules that have baen instalied to this doman. Installed applications and modules can be started, stopped, updated

g the application name and e controls on this page.

To instal a new applcation or moduie for deployment to targets in this domain, dick the Install button.

¥ Customize this table

Deployments

instal | Showing 1to 1of 1 Previous | Maxt
[ | name & State Health Type Deployment Order

| ® PBupgrara Prepared ¥ ox Enterprise Applcaton 100

jsial, I e Showing 110 1of 1 Previous | Next

6. Select the checkbox adjacent to the application and click Delete to delete the selected
deployment.

7. Click Yes in the confirmation dialog to remove the selected deployment from the domain

configuration.

23.4 Uninstalling WAR Files in Tomcat
On the machine that hosts Tomcat, perform the following steps to uninstall any previously
deployed application:

1. Comment out Context path section from server.xml file in $SCATALINA_HOME/conf
directory to avoid conflict during undeploy and re-deploy of the WAR file.

Place comment <!-- --> in between the context path section. For

example:
<l_—

<Context path ="/pr2test" docBase="'"/home/perfuser/tomcat-
7.0.19/webapps/pr2test’ debug="0" reloadable=""true"
crossContext=""true">

<Resource auth="Container"

name=""jdbc/PR2ATM"

type="javax.sql .DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"

username="pr2atm"
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password="pr2atm"
url="jdbc:oracle:thin:@10.184.74.99:1521 :PERFTEST""
maxActive="100"

maxldle="30"

maxWait="10000"/>

</Context>

—

Restart the Tomcat service by doing the following:

» Login to the "Unix server" through a terminal emulator.

= Navigate to $catalina_home/bin directory.

=  Stop the tomcat services using the command ./shutdown.sh
= Start the tomcat services using the command ./startup.sh

2. Open the URL in a browser window: http://<IP address>:<Tomcat server port>. (https if
SSL is enabled). The Tomcat home window is displayed.

3. Click the Manager App. The Connect to window is displayed.

4. Login with the user credentials having admin rights. The Tomcat Web Application
Manager window is displayed with the list of all applications deployed in Tomcat.
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¥ lase°Apache

Software Foundation

http:f/www.apache.org/

Tomcat Web Application Manager

| kgt ApplscMeong TLIL Lkang e Hyl naget Hil Serepr Slahes

Patk DHmpilay Masmen Barning Sommions | Comemands
San Jeg Esiad Undssioy

Expire seasians win g s |30 e

Stan Giio Beisad Usdesioy

e Tamoal Do cumerbalan Fuk [ Expire sanadng e |1 | minuing

i Wisoose o Tomesl true

S

Staril Sigo Baisad ledesioy

B i [CEonmem Janas®  Josn

Sl Eho Ssiead Mndsoex
somcss s s o 2 |[CEowesemon Junsea® looses

Swar Swa Relad Underey

fir el - o Tamoil Usager o3aanta EuE '} Expira 9eR50nE wiih e s | 30 ey

[=-hi TT Lo Rt vopl Appkcation ] a Stant Eipg Belead Undesioy

5. Click the Undeploy link against the deployed Infrastructure application. A confirmation
message is displayed on the application /Infrastructure being uninstalled.
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24  Appendix R: FAQs and Error Dictionary

This section of the document consists of resolution to the frequently asked questions and error codes
noticed during OFSAAI installation.

e Frequently Asked Questions

e Forms Framework FAQs

e Error Dictionary

OFSAAI installer performs all the pre-requisite validation check during installation. Any errors
encountered in the process is displayed with an appropriate Error Code. You can refer to the Error
Dictionary to find the exact cause and resolution to rectify the error.

24.1 Frequently Asked Questions

You can refer to the Frequently Asked Questions which has been developed with the interest to help you
resolve some of the OFSAAI Installation and configuration issues. This intends to share the knowledge of
problem resolution to a few of the known issues. This is not an official support document and just
attempts to share the knowledge of problem resolution to a few of the known issues.

This section includes the following topics:

e OFSAAIFAQs
e Application Pack 8.0.0.0.0 FAQs

24.1.1 OFSAAI FAQs

What are the different components that get installed during OFSAAI?

The different components of OFSAAI are illustrated in "Components of OFSAAI".
What are the different modes of OFSAAI installation?

OFSAAI can be installed in two modes, Silent Mode, and GUI mode.

Can the OFSAA Infrastructure components be installed on multi-tier?

No. OFSAA Infrastructure components (ficapp, ficweb, ficdb) cannot be installed on multi-tier. By default,
they will be installed on single-tier. However, OFSAA Infrastructure can be deployed within the n-Tier
architecture where the Database, Web Server and Web Application Server is installed on separate tiers.

Is JDK (Java Development Kit) required during installation of OFSAA? Can it be uninstalled after
OFSAA installation?

JDK is not required during installation of OFSAA and only a run time is needed for details.
Is JRE required during installation of OFSAA? Can it be uninstalled after OFSAAI installation?

Only JRE (Java Runtime Environment) is required during installation of OFSAA and cannot be uninstalled
as the JRE is used by the OFSAA system to work.

How do | know what is the Operating system, webservers and other software versions that OFSAA
supports?

Refer to OFSAA Technology Stack Matrices.
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What are the different files required to install OFSAAI?
The following files are required:

setup.sh.

envCheck.sh
preinstallcheck.sh

Verinfo.txt
OFSAAInfrastructure.bin
validatedXMLinputs.jar
MyResources_en_US.properties
log4j.xml
OFSAAI_PostinstallConfig.xml
OFSAAI_InstallConfig.xml
privileges_config_user.sql
privileges_atomic_user.sql
XML_Utility.jar

Is OFSAAI license specific to Applications?

No, OFSAAI license is not specific to any application.

During installation, when one gets an error message, "Execute Permission denied", what is to be
done?

Please check whether all the files provided for OFSAAI installation has execute permissions.
To give execute permissions,

Navigate to the path OFSAAI_80000 and execute the command

chmod 755

"Graphical installers are not.."

If error resembles "Graphical installers are not supported by the VM. The console mode will be used
instead..." then check whether any of the X-windows software has been installed.

Example: Hummingbird Exceed is started and configured to Graphical mode installation.

Note:
Type 'xclock' from prompt and this should display clock in graphical mode.
"No Java virtual machine could be..."

If the error message reads "No Java virtual machine could be found from your PATH environment
variable. You must install a VM prior to running this program", then

Check whether "java path" is set in PATH variable. See the " Prerequisite Information"section in
this document.

e Check whether sufficient temporary space is available.
e Ensure that the movement of OFSAAI Installer text files to the target system is done in the
Text mode so that setup.sh file does not contain control line feed characters (*M).

During the installation, what should one do if the error message shows "OracleDriver Files
Not Found, Please Choose the Right Path To Continue"?

Check whether the provided path for Oracle Driver files is correct and whether the user has
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permissions to access the files.

During installation, what is to be done if the error always reads "User must have CREATE
TABLE, CREATE VIEW, CREATE TRIGGER, CREATE INDEX, CREATE SEQUENCE, CREATE
PROCEDURE" even though the oracle schema user created has the mentioned privileges?

OFSAAI installer validates the database details provided during installation, so ensure:
Whether the oracle schema user has the required set of privileges for successful installation.

Whether the oracle schema user has been created with quota privileges on tablespace to create
database objects.

See “Prerequisite Information” section in this document.
Installation of OFSAAI was completed successfully! What next?

Post the successful completion of OFSAAI installation, one has to perform the Post Installation
steps. See Chapter 5, "Post Installation Configuration”.

What is to be done when OFSAAI Installation is unsuccessful?

OFSAAI installer generates log file OFSAAInfrastructure_Install.log in the Infrastructure
Installation Directory. There is also another log file created in the path configured in Log4j.xml.
The logs of any of these reported, Warnings/Non Fatal Errors/Fatal Errors/Exceptions should be
brought to the notice of the OFSAAI Customer Support. It is recommended not to proceed, until
the reported problems are adequately addressed.

How do | completely uninstall OFSAAI?

OFSAAI can be completely uninstalled by performing the steps provided in Uninstalling OFSAA
Installation in the OFS AAAI Installation and Configurtion Guide Release 8.0.

Can OFSAAI config and atomic schemas be on different databases?
OFSAAI requires both config and atomic schemas to be present on the same database instance.
How to grant privileges if a new information domain is created?

If you are creating a new information domain, provide a set of privileges (database permissions) to
the new Atomic schema.

e Log into the database as sys and connect as sysdba user.
o Execute the file privileges_config_user.sql available under $FIC_HOME directory
¢ Enter the database schema for which you want to grant privileges.

When should | run the MLS utility?

See the Multiple Language Support (MLS) Utility section in OFS AAI Administration Guide available
on OTN.

Does OFSAAI support Oracle Linux versions other than 5.5?
OFSAAI supports the Oracle Linux versions from 5.5 up to 5.10 and also from 6.0 and above.

On the UNIX System terminal, error message shows "Insert New Media. Please insert Disk1
or typeit's location"while executing ./setup.sh, what should be done?

1. Login as root user on the Unix machine where OFSAAI is getting installed.
2. Navigate to the path /etc/security/.
3. Edit the file limits.conf to add/edit a row for the unix user installing OFSAA:

<Unix User> soft nofile 9216
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4. After saving the changes, log in as unix user with which OFSAAI is getting installed and
execute the command:

ulimit -n
The command should return the value 9216.
How does one verify if the system environment is ready for OFSAAI installation?

To verify the system environment meets the minimum requirements for the installation, a Pre-
Install Check utility is available within the Install Kit archive file. This utility can also be obtained
separately by contacting Oracle Support.

See Verifying System Environment section for additional information.
How does one know if the installation is completed successfully?

The OFSAA Infrastructure installation performs a post install health check automatically on
successful installation of the product. To rerun the post install verification at a later time, perform
the following steps:

1. Navigate to the path $FIC_HOME (Product Installation Directory).
2. Execute the command:

[piverify.sh
What should one do if the installation in GUI mode is not invoked?

There are set of configuration steps required to be performed during the installation in GUI mode.
Verify whether the steps mentioned under Configuration for GUI Mode Installation section are
done correctly.

What should one do if there are any exceptions or errors in installation and how to
proceed?

1. Please backup the installation logs.
2. Share the backup logs with Oracle support.

On Solaris 11 system, if one gets the following error message during OFSAAIl installation,
what should be done:

"Error: OFSAAI-1108
ORA-00604: error occurred at recursive SQL level 1
ORA-01882: timezone region not found"

Or

"Time zone cannot be set as null or 'localtime

This happens if the time zone is not set, that is NULL or it is set as ’localtime’. Set the environment
variable TZ to a valid time zone region in the .profile file. For example,

TZ=Asia/Calcutta
export TZ

What happens if the installation process is abruptly terminated or aborted? What should
one do?

If the installation is abruptly terminated, then the installation process will be incomplete. To recover
from this, follow the below steps:
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1. Drop the DB objects in the config schema created by OFSAAI installation.

2. Open the .profile and remove the entries made by the OFSAAI installation which are
made between the comment statements, #Beginning of entries by OFSAA Infrastructure
installation and #End of entries by OFSAA Infrastructure installation.

3. Delete the OFSAA install directory created by the OFSAAI installer.

4. Perform the OFSAAI installation again.

Would OFSAA support any other web server types, other than the ones stated in tech
matrix and installation guide?

No, all the supported softwares and versions are stated in the OFSAA Technology Stack Matrices.

What should one do if the database connection from connection pool throws an error
"java.sql.SQLRecoverableException: 10 Error: Connection reset"?

This happens while running several database intensive tasks in parallel. To correct this error, add
the line securerandom.source=file:/dev/./urandom in the java.security configuration file available in
$JAVA_HOMEI/jre/lib/security/ path.

Note: This needs to be configured on all the machines or VMs where the OFSAAI components are
installed.

If the issue is not resolved even with the above settings, check the MTU(Maximum Transmission
Unit) settings on the linux box. For details on MTU settings and updating them, contact your
system Administrator.

When | invoke setup.sh file from my install archive, it throws syntax errors/file not found
error messages, what should |1 do?

This could mostly happen:
When installer was not unzipped rightly or corrupted during unzip.

setup.sh file which resides within the install archive was not transferred in ASCII or text mode,
which could have corrupted the file.

To correct this, follow the steps:

1. Copy the installer (in BINARY mode) to the system on which the OFSAA Infrastructure
components will be installed.
2. Unzip the installer using the command:

unzip <OFSAAI_Installer>.zip

3. The corrupted setup.sh file would have introduced certain M characters into the file. You
can remove "M characters from setup.sh file by following the below steps:
a. Login to the server where the installer is copied.
b. Navigate to the directory OFSAAI_80000.
c. Open the setup.sh file in the vi editor using the command: vi setup.sh.
d. Inside vi editor in Esc mode, type: %s/*M//g

Note:
To enter *M, hold the CTRL key then press V and M in succesion.

Save the setup.sh file by typing: wq!
Does OFSAA support Oracle DB 11g Standard edition?
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The OCI client and the jdbc driver does not change depending on whether it is a standard or enterprise
edition. So, OFSAAI will work with standard edition as well.

We do not recommend standard edition because it will not scale and does not support partition pack,
database security vault, or advanced analytics.

On the UNIX System terminal, Error message shows "./reveleusstartup.sh: /java: Execute
permission denied" while executing ./reveleusstartup.sh file. What is to be done?

o Ensure JAVA_BIN environment variable path is set on the "unix user" terminal from where the
reveleusstartup.sh file is invoked.

e Ensure the .profile where the environment/ path settings are made has been executed
successfully.

OFSAAI Login page does not come up, error message "Could not retrieve list of locales" is
displayed. What should one do?

This could be due to 2 reasons:

e System is unable to resolve the hostname configured.
e Conflict with the ports configured.

To correct them, follow the below steps:

A. Steps to replace the hostnames with IP address:

1. Stop all the OFSAA services. See Stopping Infrastructure Services section on how to stop the
services.

2. Replace all the hostnames with the IP address in all the places mentioned in the document
(Where to find port, IP address, HTTPS Configuration for OFSAAI 7.2 Installation (DOC ID
1500479.1)).

3. Restart all the OFSAAI services. For more information, refer Starting Infrastructure Services

section.

Steps to correct the port number conflicts

Stop all the OFSAA services.

Refer to the port numbers stated in the document (Where to find port, IP address, HTTPS

Configuration for OFSAAI 7.2 Installation (DOC ID 1500479.1)) and check on the discrepancy in

the port numbers and correct them.

3. Restart all the OFSAAI services.

What happens when the OFSAAI Application Server does not proceed even after providing the
system password?

NP

Ensure that, the System Password provided when prompted should match with the "Oracle Configuration
password" provided during installation. Also check whether the connection to the "configuration schema"
can be established through sqlplus.

Although the OFSAAI installation has completed successfully, when OFSAAI servers are started,
and the application URL is accessed, it gives an error message "the page cannot be found or
displayed" or "Could not retrieve list of languages from Server. Please contact the system
administrator”. What should one do?

Ensure OFSAAI servers have been started and are running successfully. On the server start up
parameters options, see Starting Infrastructure Services section.
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For more details on the issue, refer on to the Revappserver log in $FIC_APP_
HOME/common/FICServer/logs directory or the Web Server log files.

Is it necessary to provide the specified grants to the Oracle schema user before installation? If
yes, can it be revoked after completion of installation?

The "Oracle schema" user requires the necessary grants specified before, during, and after the
installation process. Grants provided should never be revoked as the application makes use of these
grants all the time.

Can we have distributed OFSAAI Application Server for load balancing?

OFSAAI Application server can be scaled out/distributed across different JVM's (machines) based on the
various services and Information Domains, in other words, Load balancing could be achieved with
distribution of services.

Why do we need Ftpshare? Why is it needed on all the layers? Can we have ftpshare on another
machine other than the machines where OFSAAI is installed?

Ftpshare is a Metadata Repository directory. All the metadata related files used in Infrastructure are
stored in the ftpshare directory. The ftpshare contains folders for each Information Domain, with each
Information Domain folders holding Erwin, log, and scripts folder. The transfer of data among the Web,
Application, and Database servers in Infrastructure takes place through FTP/SFTP.

You need to configure FTP/SFTP and enable communication between the servers by providing App
server's FTP/SFTP credentials to the Web server and DB server users.

Yes, we can have ftpshare on another machine other than the machines where OFSAAI is installed.
Is it mandatory to provide the ftp/sftp password?

Yes, OFSAAI needs credentials of the user which has complete permissions on ftpshare directory, and
should be able to independently login to the unix server.

What are the permissions required for ftpshare and when should I give them?

It is recommended to provide permissions on ftpshare in case of installations done across different
machines or VMs (multitier installation ).

In case of single tier installation, 770 permissions can be provided if the unix users of OFSAAI and web
server belong to the same unix group.

And on any new file that is created in the ‘ftpshare’ folder of any installation layer should be granted
specific/explicit permission.

Port Change utility could be used to have the Port number modified, which are currently being used by
the Infrastructure application. For more information, refer Configure Infrastructure Ports section.

Are there any in-built system administration users within OFSAAI Application?

The three in-built system administration users are provided to configure and setup OFSAAIL.

e SYSADMN
e SYSAUTH
e GUEST

Does OFSAAI Application support both FTP and SFTP?

OFSAAI supports both FTP and SFTP configuration.

Is it necessary to enable the FTP/SFTP services to use the OFSAAI?

Yes, enabling of FTP/SFTP services and its ports is a pre-requisite step towards using the OFSAAI.
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OFSAAI Configuration: Unable to save the server details?
Ensure the input User ID, Password, and Share Name are correct.

e Ensure FTP/SFTP services are enabled.
e Have atest FTP/SFTP connection made and confirm if they are successful.

During Information Domain creation, the message "Please create a database and then create the
information domain" appears. What should be done?

Information Domain is mapped to only one Database; and thus before the creation of Information Domain,
at least one database details would need to exist.

The message "ConnectToDatabase: FatalError, could not connect to the DB server” appears
during startup of backend engine message server. What does one need to do?

Verify whether connection to the "configuration schema" can be established through sqlplus.
Verify "configuration schema" password is modified post installation.

e Ensure oracle database alias name created for oracle instance and oracle service name are
same.

e On amulti tier Installation mode, ensure TNSNAME and SID are the same in both the Application
and Database Layers.

Does OFSAAI Application support LDAP authentication?
OFSAAI supports LDAP configuration and authentication.
Does OFSAAI support multiple languages?

Yes, OFSAAI supports multiple languages.

Does OFSAAI provide any data back-up features?

OFSAAI does not have built-in back up facility. External Storage Infrastructure is recommended for back-
up.

What kind of security features does the OFSAAI provides?

OFSAAI provides security at:

e Segment Level - Users can access only the segment they are mapped to.
e Application Level - Users can perform an operation only if mapped to appropriate role and
functions.

Does OFSAAI have the ability to enforce periodic password change?

OFSAAI provides configurable parameters to define number of days after which the user password would
expire and then the user is forced to change the password after expiration period.

What is the password policy followed in OFSAAI?

OFSAAI enforces a minimum password length with a combination of Upper and Lower case characters
and alpha-numeric strings.

Which version of Erwin Data Modeller does OFSAAI support?

OFSAAI now supports ERwin version 9.2 and 9.5 generated xmls in addition to ERwin 4.1, ERwin 7.1,
ERwin 7.3 and ERwin 9.0 formats.

Does OFSAAI provide the mechanism to upload Business Data model?

OFSAAI provides two mechanisms for business data model upload:
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e Easy to use GUI based Model upload mechanism to upload the Business Data Model through
Unified Metadata Manager --> Import Model.

e OFSAAI also provides a model upload utility "upload.sh" for uploading the business data model
through the command line parameter by executing this shell script file under the path
<FIC_HOME>/ficapp/common/FICServer/bin.

Refer the section Run Model Upload Utility of the OFS Analytical Applications Infrastructure User Guide
available on OTN for details.

The Business Data model undergoes changes; how does this incremental change get applied to
the existing model?

Modified data model can be uploaded into the system and OFSAAI has the ability to compare the
changes within the data model with respect to the one already present in the system and enables
propagation of incremental changes in a consistent manner.

What are the different types of uploading a business data Model?

OFSAAI supports uploading of business data model from client desktop and also by picking up the data
model from the server location.

Can the OFSAAI "Configuration Schema" password be modified post installation?

The OFSAAI "configuration schema" password can be modified post installation. OFSAAI application
stores the password in the database and few configuration files, thus any changes to the "configuration
schema" password would necessitate updating in these. Contact OFSAAI support for more details.

Can the OFSAAI "Atomic Schema" password be modified?

The OFSAAI "Atomic Schema" password can be modified. OFSAAI application stores the atomic schema
password in the database and few configuration files , thus any change to the atomic schema password
would necessitate updating the password.

To change the Atomic Schema password, follow the steps:

1. Loginto OFSAA.

2. Navigate to System Configuration > Database Details window. Select the appropriate connection,
provide the modified password and save.

3. Navigate to Unified Metadata Manager > Technical Metadata> Data Integrator > Define Sources
window. Update the appropriate Source detalils.

If you are using Apache Tomcat as Web server:

*Update the <Context> -> Resource tag details in server.xml file from the SCATALINA_HOME/conf folder.
(In case of Tomcat only Atomic <Resource> will exist).

*Login to the WebSphere Administration Console from the left side menu.
*Navigate to Resources >JDBC >Data Sources. A list of data sources will be populated on the right side.

Select the appropriate Data Source and edit the connection details. (In this case, both Config and Atomic
data sources need to be modified).

If you are using WebLogic as Web server:
*Login to the WebLogic Administration Console from the left side menu.

*Under Domain Structure list box, expand the appropriate Domain and navigate to Services > JDBC
>Data Sources. A list of data sources will be populated on the right side.
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*Select the appropriate Data Source and edit the connection details. (In this case, both Config and Atomic
data sources need to be modified).

Restart the OFSAAI services

Note: If the modified passwords are not updated, OFSAAI logs displays the message ORA-28000:
the account is locked.

Does the upload of Business Data model depend on Java Memory?

Business data model upload through OFSAAI depends on the Java memory settings on the client and
server machines. Java memory setting varies with the data model size and the available RAM. Contact
OFSAAI support for more details.

Why do the Business Metadata Management screens (Business Processors screen) in User
Interface, takes longer time to load?

The Log file in DynamicServices.xml which resides in $FIC_HOME/conf is continuously being
updated/refreshed to cache metadata. This can be observed when you are starting reveleusstartup.sh
and if any of the log file (Ex: SMSService.log) in DynamicServices.xml is being continuously refreshed for
longer time.

By default, the Metadata Log file cache size is set to 1000. If in case the log is being updated beyond this
limit, retrospectively the preceding entries are overwritten. For example, the 1001th entry is overwritten by
deleting the first entry. This results in the application screen taking a longer time to load.

Increase the cache size limit in Dynamicservices.xml located at <FIC_HOME>/conf, depending on the
currently logged count for the specific metadata.

1. Generate the Log report by executing the below query in config schema.
select count(1), t.metadata_name, m.dsn_id
from metadata_master m, metadata_type_master t
where m.metadata_type = t.metadata_type
group by t.metadata_name, m.dsn_id

2. The above query returns a list of codes with their respective metadata count. You can refer to
"metadata_type_master" table to identify the metadata name.

3. View the log report to identify the metadata which is being updated/refreshed beyond the
specified cache size limit. Accordingly increase the cache size limit in Dynamicservices.xml
depending on the currently logged count for the specific metadata.

For example, if the "MEASURE_CACHE_SIZE" is set to 1000 and total measure reported in log
is 1022, increase the limit to 2000 (approximately).

4. Restart Reveleus/OFSAAI servers (Web and APP) and check the issue.

What should I do if | get OutOfMemoryError while deploying EAR file in WebSphere application
server?

The Java memory needs to be increased in ejbdeploy.sh file which is present under <WebSphere Install
directory>/AppServer/deploytool/itp. For example,

$JAVA_CMD\
-Xbootclasspath/a:$ejbd_bootpath \
Xms256m -Xmx1024m \

What configurations should | ensure if my data model size is greater than 2GB?
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In order to upload data model of size greater than 2GB in OFSAAI Unified Metadata Manager- Import
Model, you need to configure the required model size in struts.xml file available in the path
$FIC_WEB_HOME/webroot/WEB-INF/classes.

Note:
The size requirements have to be always specified in bytes.

For example, if you need to configure for model size of 2.5GB, then you can approximately set the max
size to 3GB (3221225472 bytes) as indicated below, in order to avoid size constraints during model
upload.

<constant name="struts.multipart.maxSize" value="3221225472"/>

After configuring struts.xml file, generate the application EAR/WAR file and redeploy the application onto
your configured web application server. For more information on generating and deploying EAR / WAR
file, see Configuring Web Application Servers. For more information on generating and deploying EAR /
WAR file, refer Appendix C.

What should I do if my Hierarchy filter is not reflecting correctly after | make changes to the
underlying Hierarchy?

In some cases, the Hierarchy Filters do not save the edits correctly if the underlying Hierarchy has been
changed. This can occur in hierarchy maintenance, where you have moved a member to another
hierarchy branch, and that member was explicitly selected in the Filter and is now a child of a node which
is already selected in the Filter.

Please refer to Support Note for the workaround.

How do you turn off unused information domains (infodoms) from cache?
Follow the below steps to turn off unused infodoms from cache:

Navigate to $FIC_HOME/conf in the APP layer of your OFSAAI installation.

1. Inthe DynamicServices.xml file, identify the section for <Service code="20">.

2. Modify the value of parameter CACHE_ON_STARTUP to 0 (default is 1).

3. Repeat the same in the WEB layer too. Generate the application EAR/WAR file and redeploy the
application onto your configured web application server. For more information on generating and
deploying EAR / WAR file, see Configuring Web Application Servers.

Restart the OFSAAI Services (APP and WEB). For more information, see Appendix D.

Note: This setting will cache the InNfodom metadata only for the infodoms that get
accessed upon user login. Infodoms which do not get accessed, will not be cached.

Sample code is pasted below:

<SERVICE CODE="20"

CLASS="com.iflex.fic.metadata.services.MetadataServiceProvider* NAME="BMD"
SERVERID="DEFAULT" PATH="" LOGGERNAME="UMMLOGGER" LOGGERLEVEL="10">
<PARAMETERS>

<PARAMETER NAME="CACHE_ON_STARTUP" VALUE="0" />

<PARAMETER NAME="BACKUP_XML" VALUE="1" />

<PARAMETER NAME="MAX_BACKUP_XML" VALUE="2" />

<PARAMETER NAME="PC_NONBI_BI_SWITCH" VALUE="2048" />
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<PARAMETER NAME="HIERARCHY_NODE_LIMIT" VALUE="2000" />
<PARAMETER NAME="ALIAS_CACHE_SIZE" VALUE="1000" />

<PARAMETER NAME="DATASET_CACHE_SIZE" VALUE="2000" />
<PARAMETER NAME="MEASURE_CACHE_SIZE" VALUE="2000" />
<PARAMETER NAME="HIERARCHY_CACHE_SIZE" VALUE="2000" />
<PARAMETER NAME="DIMENSION_CACHE_SIZE" VALUE="2000" />
<PARAMETER NAME="HIERARCHYATTRIBUTE_CACHE_SIZE" VALUE="1000" />
<PARAMETER NAME="CUBE_CACHE_SIZE" VALUE="1000" />

<PARAMETER NAME="RDM_CACHE_SIZE" VALUE="1000" />

<PARAMETER NAME="BUSINESSPROCESSOR_CACHE_SIZE" VALUE="2000" />
<PARAMETER NAME="DERIVEDENTITY_CACHE_SIZE" VALUE="1000" />
<PARAMETER NAME="LOG_GET_METADATA" VALUE="false" />

<PARAMETER NAME="METADATA_PARALLEL_CACHING" VALUE="0" />
</PARAMETERS>

</SERVICE>

Can linstall an Application Pack on an existing Atomic schema/ Information Domain created
manually?

No, you cannot install an Application Pack on existing Atomic schema/Information Domain created
manually. Application Packs can be installed only on Atomic Schemas/Information Domain created using
schema creator utility and/ or the Application Pack installer.

When trying to view the model outputs in Model Outputs screen, | get "Exception ->Local
Path/STAGE/Output file name (No such file or directory)".

Ensure you have created a folder "STAGE" under the path mentioned as "Local Path" in the web server
details screen. This folder needs to be created under the local path on every node ,in case of web
application server clustering.

During OFSAA services startup, | get Exception in thread "main" java.lang.UnsatisfiedLinkError:
net (Not a directory)?

Ensure the JRE referred in .profile is not a symbolic link. Correct the path reference to point to a physical
JRE installed.

What is the optimized memory settings required for "New" model upload?

The following table lists the optimized memory settings required for "New" model upload.

Upload Options Size of Data Model | X_ARGS_APP ENV
XML File Variable in OFSAAI
APP Layer
Pick from Server 106 MB "-Xms1024m -
Xmx1024m
36 MB "-Xms2048m -
Xmx2048m
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815 MB "-Xms4096m -
Xmx4096m

1243 MB "-Xms6144m -
Xmx6144m

Model Upload Utility 106 MB "-Xms1024m -
Xmx1024m"-
Xms2048m -
Xmx2048m

336 MB "-Xms4096m -
Xmx4096m

815 MB "-Xms4096m -
Xmx4096m

1243 MB "-Xms6144m -
Xmx6144m

Save New Erwin File In 106 MB "-Xms1024m -
Server Xmx1024m

336 MB "-Xms2048m -
Xmx2048m

"-Xms4096m -
Xmx4096m

"-Xms6144m -
Xmx6144m

What is the resolution if | get the error - ORA 01792 maximum number of columns in atable or
view is 1000 during T2T execution?

You should apply the below patch set from Oracle. Applicable only for 12c.
https://support.oracle.com/epmos/faces/DocumentDisplay?id=1937782.1

I did not enable OFS Inline Processing Engine Application license during the installation.
However, | have enabled it post installation, using the Manage OFSAA

Product License(s) in the Admin Ul. Are there any other additional configurations that | need to
do?

Yes. Follow the instructions explained in the OFS Inline Processing Engine Configuration Guide.

| get an error when | try to build an Oracle OLAP cube. What should | do?

Execute the below grant on the appropriate ATOMIC schema grant olap_user to &database_username
How do you turn off unused Information Domains (Infodoms) from caching?

Follow these steps to turn off unused infodoms from caching:

1. Navigate to $FIC_HOME/conf in the APP layer of your OFSAAI installation.
2. In the DynamicServices.xml file, identify the section for <Service code="20">.
3. Modify the value of parameter CACHE_ON_STARTUP to 0 (default is 1).
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4. Repeat the same in the WEB layer too. Generate the application EAR/WAR file and redeploy the
application onto your configured web application server. For more information on generating and
deploying EAR / WAR file, refer Appendix C.

5. Restart the OFSAAI Services (APP and WEB). For more information, refer to the Start OFSAA
Infrastructure Services section.

Note:

This setting will cache the Infodom metadata only for the infodoms that get accessed upon user
login. Infodoms which do not get accessed, will not be cached.

Sample code is pasted below:

<SERVICE CODE="20"
CLASS="com.iflex.fic.metadata.services.MetadataServiceProvider* NAME="BMD"
SERVERID="DEFAULT" PATH="" LOGGERNAME="UMMLOGGER" LOGGERLEVEL="10">
<PARAMETERS>

<PARAMETER NAME="CACHE_ON_STARTUP" VALUE="0" />

<PARAMETER NAME="BACKUP_XML" VALUE="1" />

<PARAMETER NAME="MAX_BACKUP_XML" VALUE="2" />

<PARAMETER NAME="PC_NONBI_BI_SWITCH" VALUE="2048" />

<PARAMETER NAME="HIERARCHY_NODE_LIMIT" VALUE="2000" />
<PARAMETER NAME="ALIAS_CACHE_SIZE" VALUE="1000" />

<PARAMETER NAME="DATASET_CACHE_SIZE" VALUE="2000" />
<PARAMETER NAME="MEASURE_CACHE_SIZE" VALUE="2000" />
<PARAMETER NAME="HIERARCHY_CACHE_SIZE" VALUE="2000" />
<PARAMETER NAME="DIMENSION_CACHE_SIZE" VALUE="2000" />
<PARAMETER NAME="HIERARCHYATTRIBUTE_CACHE_SIZE" VALUE="1000" />
<PARAMETER NAME="CUBE_CACHE_SIZE" VALUE="1000" />

<PARAMETER NAME="RDM_CACHE_SIZE" VALUE="1000" />

<PARAMETER NAME="BUSINESSPROCESSOR_CACHE_SIZE" VALUE="2000" />
<PARAMETER NAME="DERIVEDENTITY_CACHE_SIZE" VALUE="1000" />
<PARAMETER NAME="LOG_GET_METADATA" VALUE="false" />

<PARAMETER NAME="METADATA_PARALLEL_CACHING" VALUE="0" />
</PARAMETERS>

</SERVICE>

"While creating an Excel Mapping, after specifying the excel worksheet, the target table, and
mapping each column in the worksheet to a target table, | click SAVE and nothing happens. But
when | click CANCEL, a message pops up informing me that all changes will be discarded", what
is to be done.
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Check if the excel mapping creation is done using I.E 8 with JRE 1.4 plug in enabled on machine. If so,
upgrade the JRE plug into 1.7+.

Can Multiple OFSAA Infrastructure instances share the same config schema?
No, only one OFSAA environment can be installed using one config schema.

Can Atomic schema be shared?

Yes, it can be shared between two OFSAA instances.

While setting a firewall, which ports should be opened for communication between the
Web Server (Apache HTTP Server/ Oracle HTTP Server/ IBM HTTP Server) and the Web
Application Server (WebSphere/ WebLogic/ Tomcat) for OFSAAI to operate properly?

The OFSAA Servlet port which is same as Web server port should be open. Also the web application port
should be open.

Can | modify the NLS_LENGTH_SEMANTICS to BYTE from CHAR for the Database where
older versions of OFSAA is Installed?

Yes, NLS_LENGTH_SEMANTICS can be modified to BYTE from CHAR if you are not intending to use
multi language support.

Can |l install already installed application in a different infodom?

No, it is not possible to install the same application in two different infodoms.

| want to configure OFSAA for High Availability that is weblogic cluster on which
OFSAA.ear is deployed and cluster OFSAAI processes (such as Reveleus etc) are
runnning. Is this a supported confuguration?

High Availability is available for WebLogic cluster and DB level as active-active, but is not available on the
application side. OFSAA can have active-passive high availability. For more details, refer Configuring
OFSAA in Clustered Environment Guide.

During OFSAA installation should I provide web application server's IP /Hostname and
port or web server's IP/Hostname and port, if the Apache HTTP Server/ Oracle HTTP
Server/ IBM HTTP Server are configured?

In case the web server is configured, you should enter the Web Server IP Address/Hostname and Port
details during OFSAA installation. Here the Servlet port should be same as the Web Server port.

If Web Server is not configured, the Web Application Server's IP Address/ Hostname and Port is required
during the installation process. Here the Servlet port should be same as the Web application Server port.

Is "ReveleusAdminConsoleAgent" applicable for OFSAAI 8.0.0.0.0 and higher versions?

No, ReveleusAdminConsoleAgent is not applicable starting OFSAAI 7.3.3.0.0. There is a change in the
way agentservers are managed through AGENTSTARTUP.SH & AGENTSHUTDOWN.SH.

Oracle Financial Services Software Confidential - Restricted

227 ORACLE


http://docs.oracle.com/cd/E61555_01/books/configuring_ofsaa_in_clustered_environment_guide.pdf
http://docs.oracle.com/cd/E61555_01/books/configuring_ofsaa_in_clustered_environment_guide.pdf
http://docs.oracle.com/cd/E61555_01/books/configuring_ofsaa_in_clustered_environment_guide.pdf

What should | do when the message server process does not open and | get the following
error message, "CI18NProvider::CI18NProvider, Error, unable to connect to the config
database"?

This error is displayed due to the following reasons:

e The Config Schema password is already expired.

o If the config schema password is going to expire soon and the message like "ORA-28002: the
password will expire within 6 days" displays while connecting to config schema through sqlplus.

e The Config schema password is Modified.

To resolve the error, re-set the config schema password to the old password. Else, if the config schema
password is modified to something else then follow the below steps:

1. Delete the $FIC_HOME/conf/Reveleus.SEC file.

2. Shutdown the OFSAAlI App service: cd $FIC_APP_ HOME/common/FICServer/bin
.Jstopofsaai.sh

3. Shutdown the OFSAAI App service: cd $FIC_APP_ HOME/common/FICServer/bin
.Jstopofsaai.sh

4. Start the Infrastructure Server in foreground directly on the server or through XWindows software

using the command: ./startofsaai.sh

Enter System Password.

Enter the new Config schema password. The service starts and initializes if it is able to

successfully connect to the DB and generates the Reveleus.SEC file.

7. Post successful startup of the service, if required, the Infrastructure server may be shut down and
restarted in the background using nohup mode.

oo

What is the mechanism of Log File sizing and backup?
OFSAAI Log files created under $FIC_APP_HOME/common/FICServer/logs &
<OFSAAI_DEPLOYED_AREA>/<CONTEXT.war>/logs is configurable in RevLog4jConfig.xml.

The default size of the log files (MaxFileSize) is set to max 5000kb & number of max backup log files
(MaxBackuplndex) retained is set to 5, both of which are configurable. Increasing these parameters to a
higher value should depend on the server HW configurations and may reduce the performance.

To configure the Logs file size on OFSAA Application server, follow these steps:

1. Navigate to $FIC_HOME/conf where OFSAA is installed.
2. Edit the following parameters in the file RevLog4jConfig.xml
o <param name="file" : Enter the path where the Logs are to be generated.
e <param name="MaxFileSize" : Provide the required file size.
e <param name="MaxBackuplndex" : Provide the required number of backup files to be
created.

Example:

<appendername=""REVSERVERAPPENDER" class=""org.apache.log4j.RollingFileAppender'>

<param name=""file" value="$FIC_ HOME/ficapp/common/FICServer/logs/RevAppserver.log"/>
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<param name=""Append” value="true" />

<param name=""MaxFileSize" value="5000kb" />

<param name=""MaxBackuplndex" value="5" />

<layout class=""org.apache.log4j.PatternLayout'>

<param name="'ConversionPattern" value="[REVELEUSLOG] %m%n"/>
</layout>

</appender>
To configure the Deployed area logs file, follow these steps:

1. Navigate to <EAR/WAR Deploy area>/conf folder.
2. Repeat step 2 from the above section.

Can we modify the Log file path?

Yes, Log file path is configurable, it can be configured in RevLog4jConfig.xml.default log file path (file) is
set by the installer . This can be configured to another path.

Can | point the environment with HTTP enabled to HTTPS after installation and vice
versa?

Follow these steps:

1. Create SSL related certificates and import to respective servers.

2. Enable SSL on a desired Port ( example 9443 ) on your existing and already deployed web
application servers.

3. Replace the protocol as https and new ssl port (FIC_SERVLET_PORT) configured and in all the
URLs specified on below files:

s S$FIC_HOME/Ficapp/common/FI1CServer/conf/FICWeb.cfg and $FIC_
HOME/ficweb/webroot/conf/FICWeb.cfg

s $FIC_HOME/fFicapp/icc/conf/WSMREService.properties

s  $FIC_HOME/ficweb/webroot/conf/Mode lExecution.properties

s $FIC_HOME/fFicdb/conf/MDBPublishExecution.properties

»  $FIC_HOME/Ficdb/conf/0bjAppMap .properties

»  $FIC_HOME/utility/Migration/conf/WSMigration.properties

s $FIC_HOME/utility/WSExecution/conf/WSExecution.properties

. SFIC_
HOME/EXEWebService/WebSphere/ROOT/WEB-INF/wsdl /EXEWebServicelmpl

-wsdl
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. SFIC_
HOME/EXEWebService/Tomcat/ROOT/WEB-INF/wsdl/EXEWebServicelmpl .ws dl

. SFIC_
HOME/EXEWebService/weblogic/ROOT/WEB- INF/wsdl/EXEWebServicelmpl . wsdl

4. Replace XML attribute/Node values as specified on below files:

»  $FIC_HOME/ficweb/webroot/WEB-
INF/web.xml FIC_WEBSERVER_PORT=9443
» FIC_WEBPROTOCOL=https

$FI1C_HOME/conf/LookUpServices.xml and

$FIC_
HOME/ ficweb/webroot/conf/LookUpServices.x
ml
PORT=""9443" PROTOCOL=""https:"

5. Login to config schema and execute below SQL command to replace protocol and SSL port.

SQL> wupdate configuration cn set cn.paramvalue="9443" where
cn._paramname="SERVLET_ENGINE_PORT";

SQL> update configuration cn set
cn_paramvalue=replace(cn.paramvalue, "http: ", "https: ") where
cn_paramname="FormsManagerCacheReload" ;

SQL> update web_server_info ws set
ws.servletport="9443" ,ws._servletprotocol="https

6. Create EAR/WAR file and Re-Deploy.

What should | do if the sliced data model upload takes a long time to complete?

If the metadata cache size is set to a lower value than the actual count of each metadata type ( hierarchy,
dataset, dimension etc), then it gets into performance degrade issues. We have to increase the cache
size for each metadata type according to the count in the environment.

Following are the parameters in DynamicServices.xml to be configured depends on the metadata count in
your environment.

<PARAMETER NAME="HIERARCHY_NODE_LIMIT" VALUE="2000"/>
<PARAMETER NAME="ALIAS_CACHE_SIZE" VALUE="1000"/>
<PARAMETER NAME="DATASET_CACHE_SIZE" VALUE="2000"/>
<PARAMETER NAME="MEASURE_CACHE_SIZE" VALUE="3000"/>
<PARAMETER NAME="HIERARCHY_CACHE_SIZE" VALUE="2000"/>
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<PARAMETER NAME="DIMENSION_CACHE_SIZE" VALUE="2000"/>

<PARAMETER NAME="CUBE_CACHE_SIZE" VALUE="1000"/>

<PARAMETER NAME="BUSINESSPROCESSOR_CACHE_SIZE" VALUE="2000"/>

<PARAMETER NAME="DERIVEDENTITY_CACHE_SIZE" VALUE="1000"/>

Metadata count can be derived based on the following queries:

select count(1) from metadata_master where metadata_version=0 --- for all metadata

select count(1) from metadata_master where metadata_version=0 and metadata_ type=1 --- for measure

select count(l) from metadata_master where metadata _version=0 and metadata_ type=2 --- for
Dimension

select count(1) from metadata_master where metadata_version=0 and metadata_ type=3 --- for HCY

select count(l) from metadata_master where metadata version=0 and metadata_ type=4 --- for
DATASET

select count(1) from metadata_master where metadata_version=0 and metadata_ type=59 --- for BP's
select count(1) from metadata_master where metadata_version=0 and metadata_ type=54 --- for Alias
select count(1) from metadata_master where metadata_version=0 and metadata_ type=5 --- for CUBES

select count(l) from metadata_master where metadata_version=0 and metadata_ type=856 --- for
Derived Entity

For LDAP authentication , which server connects with the LDAP server, the Application
server (where ofsaai is installed), or Web Application server (where EAR is deployed)?
For LDAP authentication, the Application server (ficapp) connects with the LDAP server.

The LDAP server in the setup listens on secure protocol ldaps ( port 636). | have the root
certificate of the LDAP server for SSL, and would like to know where to offload this
certificate?

You need to import the certificate into the JDK/JVM used by Reveleus server in ficapp layer.
How to relocate FTPSHARE folder?

You can run the PortC.jar utility. For more details, refer Changing IP/ Hostname, Ports, Deployed Paths of
the OFSAA Instance section in the OFSAAI Admin Guide available on OTN.

24.2 Application Pack 8.0.0.0.0 FAQs

What is an Application pack?

An Application Pack is a suite of products. For more information, refer section About Oracle Financial
Services Analytical Applications (OFSAA) Applications Pack.

Can | get a standalone installer for OFSAAI 8.0?
No. AAl is part of every application pack and installs automatically.

How does OFSAA 8.0 Application pack relate to OFSAA 7.x series?
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http://docs.oracle.com/cd/E60058_01/homepage.htm

8.0 is a new major release consolidating all products from OFSAA product suite.
Can existing OFSAA 7.x customers upgrade to OFSAA 8.0 Application Pack?

There is no upgrade path available. However, we will have migration kit / path for every product to 8.0
application pack. Further details will be available with Oracle Support.

Does OFSAA 8.0 Application pack UPGRADE’s automatically existing environments?

No. Refer Point 5. OFSAA 8.0 application pack has to be installed in a new environment and
subsequently migration path / migration kit needs to be run to migrate from 7.x to 8.0. Please note we will
have migration path only from the previously released version of OFSAA products.

Where can | download OFSAA 8.0 Application Pack?
You can download the OFSAAI 8.0 Application Pack from Oracle Software Delivery Cloud (OSDC).
What are the minimum system and software requirements for OFSAA 8.0 Application Pack?

Refer installation guide section Hardware and Software Requirements.

Is my environment compatible with OFSAA 8.0 Application Pack?
Environment Check utility performs the task. It is part of install and can also be run separately.
Has OFSAA 8.0 Application Pack is supports all Operating systems?

LINUX, AIX, SOLARIS 10, 11. Refer to Technology Matrix for the technology matrix that OFSAA suite
products are/ will be qualified on.

How can linstall OFSAA 8.0 Application Pack?
Refer to 1&C guide published in OTN for the application pack installers.
Does this installation require any Third party Software’s?

Oracle Financial Services Advanced Analytical Infrastructure Installation And Configuration Guide
published in OTN lists the third party software that needs to be installed.

What languages are supported during OFSAA 8.0 Application Pack installation?
US English is the language supported.

What mode of installations OFSAA Application Pack supports? [i.e., Silent , GUI]
OFSAA Application Packs supports both, GUI and Silent Mode.

Does this Application Pack validate all Pre-requisites required for this installation i.e., Memory,
Disk Space etc.?

Yes. The pre-requisite checks are done by the respective application pack installer.

What happens if it aborts during installation of any application with in Application pack?
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Customer needs to restore the system and retrigger the installation

Does this Application pack ‘Rolls Back’ if any of application installation fails due to errors?
Rollback of installation is not supported.

Does the Application pack installs all applications bundled?

All application pack system files are installed but there is an option to enable the licensed products.
How can I re-install any of the Application Pack?

You can retrigger in case of failure.

Does Application pack allow enabling / disabling any of the applications installed? Yes.
You cannot disable once the product is enabled in an environment.

| have installed one application in a Application pack and can | install any of new applications
within the Application pack later point of time?

No, installation is not required. Enabling the application is an option to use it later.
How many OFSAA Infrastructures can be installed in a single server?

There is no issue in installing separate OFSAAI installations, each with their own PFT/FTP installations
and separate associated database instances and separate Web Server installations on the same server
as long as adequate memory is allocated for each instance and as long as each OFSAAI installation is
installed using a separate UNIX user and profile. Care should be taken if running multiple OFSAAI
installations on a single server. Adequate memory will be required for each installation as several
OFSAAI processes (model upload, DEFQ services, etc) take significant amounts of memory. So it
depends on your server memory.

Is it possible to Install OFSAA 8.0 Application pack on any one of the existing 'Infodom' where
another OFSAA 8.0 application is installed?

Yes. However, the Behavioral Detection Application Pack and Compliance Regulatory Reporting
Application pack are the exceptions. They need to be installed in a different INFODOM.

Is there any option in Application pack for the user to select Infodom during installations?
Yes. You can select or change the required infodom.
Can linstall all Application Packs in a ‘Single Infodom’?

Yes. But Behavioral Detection Application Pack and Compliance Regulatory Reporting Application Pack
are the exceptions. They need to be installed in a different INFODOM.

Is it possible to install applications on different Infodom within the Application pack? (That is if
you want to install LRM & MR in two infodoms)

Oracle Financial Services Software Confidential - Restricted

233 ORACLE



Applications within application pack have to be installed in the same information domain in the same
environment.

How many Infodoms can be created over a single OFSAA Infrastructure of 8.0.1.0.0?

You can install only one infodom during installation. But after installation, you can create multiple
infodoms.

Is the ‘Data Model’ bundled is Application pack Specific or Specific to individual application?

A merged data model for all applications within the application pack is bundled and uploaded.

Is it possible to install OFS Enterprise Modeling later?

OFS Enterprise Modeling is a separate product and can be enabled as an option later from any
application pack that bundles Enterprise Modeling.

Does OFS Enterprise Modeling is required for all applications?

This product is enabled depending on the applications that use the features of OFS Enterprise Modeling.
Will Application pack creates sandbox automatically for the required applications?

Yes, Sandbox creation is part of application install process.

Are upgrade Kits available for individual applications or the complete Application Pack?
Maintenance Level (ML) Release / Minor Release upgrades are available across all applications.

Do we have upgrade Kits for individual applications or it’'s a Application Pack Upgrade?

ML/ IR releases / upgrades will be across Packs.

Can lupgrade AAl only?

Yes, you can upgrade AAI alone.

Can | upgrade one application within the Application Pack? i.e., LRM will be upgraded in Treasury
Application pack, but MR won’t be upgraded.

No. Not possible Upgrade is applied across packs.

Is it possible to uninstall any Application from the Application pack?
No, it is not possible to uninstall any Application from the Application Pack.
Can Il uninstall entire Application Pack?

No, you cannot uninstall the Application Pack.

Is it possible to uninstall only application and retain AAl in the installed environment?
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No, you cannot uninstall only the application and retain AAl in the installed environment.

Does Application Pack contain all Language Packs supported?

Language Packs are installed on top of 8.0 application pack. Releases are planned post the 8.0
availability.

Can linstall an Application Pack over another Application Pack (that is same infodom or different

infodom)

Yes, you can install an Application Pack over another Application Pack in the same information domain or
different information domain. But Behavioural Detection Application Pack and Compliance Regulatory
Reporting Application Pack, Asset Liability Management Application Pack and Profitability Application
Pack are the exceptions. They need to be installed in a different INFODOM.

Can | use an existing manually created schema as information domain for application pack
installation?

No. Schemas required by OFSAA applications have to be created using Schema Creator Utility.
Does OFSAA 8.0 support on WebLogic 10.3.6 with Oracle 12¢?

Yes, OFSAA 8.0 will support on WebLogic 10.3.6 with Oracle 12c. WebLogic 10.3.6 supports oracle 12c
with some additional configurations. Refer the link

http://docs.oracle.com/cd/E28280 01/web.1111/e13737/ds 12cdriver.htm#IJDBCAG55 for additional
configurations

“HostName in input xml is not matching with the local hostname”?

One possible reason could be the machine is configured for zonal partitioning. Ensure all the known IP
Addresses of the machine are present in the /etc/hosts file.

What are the Java versions supported in OFS AAAI Application Pack version 8.0.0.0.0?
OFS AAAI Application Pack supports Java 1.7.x and 1.8.x.
Is this release of the OFS AAAI Application Pack version 8.0.0.0.0 supported on Java 8?

Yes. To install this release of the OFS AAAI Application Pack version 8.0.0.0.0 on Java 8. For more
information, refer to specific notes mentioned in the sections Installer and Installation Prerequisites,
Configurations supported for Java 8, Configuring the Schema Creator Utility, GUI Mode Installation,
SILENT Mode Installation.

What should be done if you encounter the following "FATAL" exception in the installation log
because of insufficient DB process value?

[FATAL] - =====Exception====
java.sql.SQLRecoverableException: IO Error: Got minus one from a read call

at oracle.jdbc.driver.T4ACConnection.logon(T4CConnection.java:419)
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at oracle.jdbc.driver.PhysicalConnection.<init>(PhysicalConnection.java:536)

at oracle.jdbc.driver.T4ACConnection.<init>(T4CConnection.java:228)

at oracle.jdbc.driver.TACDriverExtension.getConnection(T4CDriverExtension.java:32)
at oracle.jdbc.driver.OracleDriver.connect(OracleDriver.java:521)

Contact the DBA team to increase the DB process/sessions value accordingly, which depends on the
number of database process running at that particular point of time.

24.3 Forms Framework FAQs

What should | do when | have large volume of data to be exported?
It is recommended to use BIP reports or OBIEE reports if you have to export large volume of data.
How do | export the columns added to the grid by Field Chooser option?

Perform Grid Export operation to export the columns added to the grid by Field Chooser option.

24.4 Error Dictionary

This contents of this section has been created with the interest to help you resolve the installation issues
if any. There is a compilation of all the possible errors that might arise during the installation process with
the possible cause and the resolution to quickly fix the issue and proceed further with the installation.

This section includes the following topics:

e Accessing Error Dictionary
e Error Code Dictionary

24.4.1 Accessing Error Dictionary

Instead of scrolling through the document to find the error code, you can use the pdf search functionality.
In the "Find" dialog available in any of the Adobe Acrobat version that you are using to view the pdf
document, follow the below instructions to quickly find the error resolution.

1. With the Installation pdf open, press Ctrl+F or select Edit > Find.

2. The Find dialog is displayed as indicated.

3. Enter the error code that is displayed on screen during Infrastructure installation.
4. Press Enter. The search results are displayed and highlighted as indicated below.

Error code - OFSAAI-1003

Cause JAVA_HOMEBin not found in PATH vanable

Resolution | Import <JAVA_ HOME >t into PATH vanable

Example: PATH = SJAVA_HOMEBin 3PATH export PATH.
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View the details of the issues, its cause, and resolution specific to the error code. Repeat the step to find
an answer to any other errors that you notice during installation. If you are not able to resolve the issue
even after following the steps provided in resolution, you can contact support.oracle.com along with log
files and appropriate screen shots.

24.4.2 Error Code Dictionary

Error code - OFSAAI-1001

hell is not "korn" shell.
Resolution Change the shell type to "korn". Use chsh unix command to

change SHELL type.

Shell type can also be changed by specifying shell path for
the Unix user in /etc/passwd file.

Note: chsh command is not available in Solaris OS.

Error code - OFSAAI-1002

Cause

No proper arguments are available.

Resolution

Provide proper arguments. Invoke Setup.sh using either
SILENT or GUI mode.

Example: ./Setup.sh SILENT or ./Setup.sh GUI

Error code - OFSAAI-1004

Cause

File .profile is not present in SHOME.

Resolution

Create .profile in $HOME, i.e. in the home directory of user.

Error code - OFSAAI-1005

Cause

File OFSAAInfrastructure.bin is not present in current folder.

Resolution

Copy OFSAAInfrastructure.bin into installation kit directory.

Error code - OFSAAI-1006

Cause

File CustReg.DAT is not present in current folder.

Resolution

Copy CustReg.DAT into installation kit directory

Error code - OFSAAI-1007

Cause

File OFSAAI_InstallConfig.xml is not present in current
folder.
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Resolution

Copy OFSAAI_InstallConfig.xml into installation kit directory.

5 Error code - OFSAAI-1008

Cause

File validateXMLInputs.jar is not present in current folder.

Resolution

Copy validateXMLInputs.jar into installation kit directory.

Error code - OFSAAI-1009

Cause

File log4j.xml is not present in current folder.

Resolution

Copy log4j.xml into installation kit directory.

Error code - OFSAAI-1010

Cause

Unknown error occurred.

Resolution

Make sure to provide proper argument (SILENT or GUI) to
the Setup.sh file.

Error code - OFSAAI-1011

Cause

XML validation failed.

Resolution

Check InfrastructurePreValidations.Log for more details.

Error code - OFSAAI-1012

Cause

Property file with locale name does not exist.

Resolution

Copy MyResources_en_US.properties to the setup kit
directory and keep en_US in LOCALE tag of
OFSAAI_InstallConfig.xml.

Error code - OFSAAI-1013

Cause File _ _
OFSAAI_InstallConfig.xml/OFSAAI_PostInstallConfig.xml not
found.

Resolution Copy

OFSAAI_InstallConfig.xml/OFSAAI_PostInstallConfig.xml to
the setup kit directory.

Error code - OFSAAI-1014

Cause

XML node value is blank.
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Resolution

Make sure all node values except SMTPSERVER,
PROXYHOST, PROXYPORT, PROXYUSERNAME,
PROXYPASSWORD, NONPROXYHOST, or RAC_URL are
not blank.

Error code - OFSAAI-1015

Cause

XML is not well formed.

Resolution

Execute the command dos2unix OFSAAI_InstallConfig.xml
to convert plain text file from DOS/MAC format to UNIX
format.

OR

Make sure that OFSAAI_InstallConfig.xml is valid. Try to
open the file through Internet Explorer for a quick way to
check validity. If it is not getting opened, create new
OFSAAI_lInstallConfig.xml using the XML_Utility.jar.

Error code - OFSAAI-1016

Cause

User installation directory contain blank spaces.

Resolution

Provide an installation path that does not contain spaces.
Check the tag USER_INSTALL_DIR in
OFSAAI_InstallConfig.xml file. This path should not contain
any spaces.

Error code - OFSAAI-1017

Cause

User installation directory is invalid.

Resolution

Provide a valid installation path. Check if you are able to
create the directory mentioned in USER_INSTALL_DIR tag
value of OFSAAI_InstallConfig.xml file.
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