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Preface

This Preface provides supporting information for the Oracle Financial Services Data Integration
Applications Pack Installation Guide and includes the following topics:

=  Summary

*= Audience

= Documentation Accessibility
* Related Documents

= Conventions
Summary

You can find the latest copy of this document in OHC Documentation library which includes all the
recent additions/revisions (if any) done till date.

Before you begin the installation, ensure that you have access to the Oracle Support Portal with
the required login credentials to quickly notify us of any issues at any stage. You can obtain the
login credentials by contacting Oracle Support.

Audience

Oracle Financial Services Data Integration (OFS DI) Applications Pack Installation Guide is
intended for Administrators, Business User, Strategists, and Data Analyst, who are responsible for
installing and maintaining the application pack components.

Prerequisites for the Audience

Following are the expected preparations from the administrator before starting the actual
installation:

The document assumes that you have experience in installing Enterprise components and basic
knowledge about the following is recommended:

e Oracle Financial Services Advanced Analytical Applications Infrastructure pack
components

e OFSAA Architecture

¢ UNIX Commands

e Database Concepts

o Web Server/ Web Application Server

e Oracle Data Integrator

Oracle Financial Services Software
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Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Related Documents

This section identifies related documents to OFS DI. You can access Oracle documentation online
from Documentation Library for OFS DI Pack (OHQC).

Oracle Financial Services Data Integration User Guide Release 8.0.6

Oracle Financial Services Analytical Application-DRM Interface User Guide Release 8.0.6
Oracle Financial Services Analytical Application-OBP Interface User Guide Release 8.0.6
Oracle Financial Services Analytical Application-FAH Interface User Guide Release 8.0.5

Oracle Financial Services Analytical Application-FCUBS Interface User Guide Release
8.0.5

Oracle Financial Services Analytical Applications Infrastructure User Guide (OHC)

Oracle Financial Services Analytical Applications Infrastructure Environment Check Utility
Guide (OHC)

Conventions and Acronyms

Conventions Description

AIX Advanced Interactive eXecutive
DBA Database Administrator

DDL Data Definition Language
DEFQ Data Entry Forms and Queries
DIH Data Integration Hub

oDl Oracle Data Integrator

ADI Application Data Interface

Oracle Financial Services Software
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http://docs.oracle.com/cd/E60058_01/homepage.htm
http://docs.oracle.com/cd/E60058_01/homepage.htm

Conventions Description

KM Knowledge Module

DML Data Manipulation Language

EAR Enterprise Archive

EJB Enterprise JavaBean

ERM Enterprise Resource Management
FTP File Transfer Protocol

GUI Graphical User Interface

HDFS Hadoop Distributed File System
HTTPS Hypertext Transfer Protocol Secure
J2c J2EE Connector

J2EE Java 2 Enterprise Edition

JDBC Java Database Connectivity

JDK Java Development Kit

JNDI Java Naming and Directory Interface
JRE Java Runtime Environment

JVM Java Virtual Machine

LDAP Lightweight Directory Access Protocol
LHS Left Hand Side

MFA Multi-Factor Authentication

MOS My Oracle Support

OFSAAI Oracle Financial Services Analytical Application Infrastructure
OHC Oracle Help Center

OLAP On-Line Analytical Processing

OLH Oracle Loader for Hadoop

oS Operating System

RAM Random Access Memory

RDBMS Relational Database Management System
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Conventions Description

SFTP Secure File Transfer Protocol
SID System Identifier

SSL Secure Sockets Layer

TDE Transparent Data Encryption

Oracle Financial Services Software
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1

Introduction to OFS DI Application Pack

This chapter includes the following topics:
=  About OFSAA
=  About OFSAA Application Pack

=  About Oracle Financial Services Data Integration Pack

=  QOFSAA Infrastructure

1.1 About OFSAA

In today's turbulent markets, financial institutions require a better understanding of their risk-return,
while strengthening competitive advantage and enhancing long-term customer value. Oracle
Financial Services Analytical Applications (OFSAA) enable financial institutions to measure and
meet risk adjusted performance objectives, cultivate a risk management culture through
transparency, lower the costs of compliance and regulation, and improve insight into customer
behavior.

OFSAA uses industry-leading analytical methods, shared data model and applications architecture
to enable integrated risk management, performance management, customer insight, and
compliance management. OFSAA actively incorporates risk into decision making, enables to
achieve a consistent view of performance, promote a transparent risk management culture, and
provide pervasive intelligence.

Oracle Financial Services Analytical Applications delivers a comprehensive, integrated suite of
financial services analytical applications for both banking and insurance domain.

1.2 About OFSAA Application Packs

The following figure depicts the various application packs that are available across the OFSAA
Banking and Insurance domains:
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— INSURANCE

OFSAA Others

BANKING

— Risk

Insurance Market Risk

Insurance Market Risk Analytics
Insurance Operational Risk Standard
Edition/Enterprise Edition

Insurance Operational Risk

Insurance Operational Risk Analytics
Insurance Model Risk Management
Insurance Enterprise Risk Management
Insurance Governance and Compliance
Management

Insurance Solvency Il Management
Insurance Operational Risk Economic
Capital

- Compliance '

Performance
and Customer

Advanced Analytical
Application
Infrastructure

Data Management Pack
Data Foundation Pack
Risk Regulatory
Solution Pack
Connectors

Behavior Detection
Pack

Compliance Regulatory
Reporting Solution Pack
Governance Risk and
Compliance Pack

Pricing Management
Pack

Customer Analytics
Pack

Profitability Pack
Asset Liability
Management Pack

Credit Risk Management
Pack

Treasury Risk Pack
Capital Adequacy Pack
Enterprise Stress Testing
and Capital Planning Pack
International Financial
Reporting Standard Pack
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1.3 About Oracle Financial Services Data Integration Pack

Oracle Financial Services Data Integration (OFS DI) helps financial services institutions loading data from
multiple sources via logical interfaces. OFS DI Application Pack includes the following application:

¢ Financial Services Data Integration Hub: Data Integration Hub (DIH) enables to load the
data from the source systems to the OFSAA staging tables, through logical interfaces,
known as Application Data Interfaces (ADI). DIH provides a set of User Interfaces (Ul),
which is used to define and maintain External Data D (EDD), Application Data Interfaces,
and also map the EDDs and ADIs through Connectors. The mappings can be one to one,
one to many, many-to-many and many to one.

¢ Financial Services Data Relationship Management (DRM) Interface: Oracle Data
Relationship Management (DRM) helps proactively manage changes in master data across
operational, analytical, and enterprise performance management silos. Users may make
changes in their departmental perspectives while ensuring conformance to enterprise
standards

¢ Financial Services Oracle Flexcube Universal Banking (FCUBS) Interface: Oracle
FLEXCUBE Universal Banking (FCUBS) supports the changing landscape of retail,
corporate, and investment banking needs with strong transaction banking and Islamic
banking capabilities.

The current FCUBS-OFSAA interfaces, transfers all key data elements across various
modules within FCUBS to OFSAA Common Staging Area (CSA).

The integration between the Oracle FCUBS and the OFSAA enables the financial
institutions to:

= Get insight to customer patterns based on the data captured in core banking
= Achieve end-to-end improvement in business delivery

= Achieve effective performance and risk free management using the available customer
data

This integration is achieved by handing off FCUBS core banking data with OFSAA
through FLEXCUBE Information Server (FIS) and DIH.

¢ Financial Services Oracle Banking Platform (OBP) Interface

Oracle Business Platform (OBP) is designed to help banks respond strategically to today's
business challenges and progressively transform their business models through
industrialized business processes, driving productivity improvements across front and back
offices, and reducing operating costs.

It supports banks' growth agenda through new distribution strategies including multi-brand
or white labeling to tap new markets and enterprise product origination supporting multi-
product and packages to drive an increased customer-to-product ratio.
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¢ Financial Services Financial Accounting Hub (FAH) Interface

Oracle Fusion Accounting Hub (FAH) is an accounting integration platform that allows
customers to integrate and standardize accounting from non-Oracle transactional systems
to create accounting entries in any general ledger (for example, Fusion, E-Business Suite,
PeopleSoft or other non-Oracle general ledger systems and so on).

1.4 About Oracle Financial Services Analytical Applications Infrastructure
(OFSAAI)

Oracle Financial Services Analytical Applications Infrastructure (OFS AAI) powers the Oracle
Financial Services Analytical Applications family of products to perform the processing,
categorizing, selection and manipulation of data and information needed to analyze, understand
and report on specific performance, risk, compliance and customer insight issues by providing a
strong foundation for the entire family of Oracle Financial Services Analytical Applications across
the domains of Risk, Performance, Compliance and Customer Insight.

1.4.1 Components of OFSAAI

The OFSAA Infrastructure is comprised of a set of frameworks that operates on and with the Oracle
Financial Services Analytical Applications Data Model and form the array of components within the
Infrastructure.

The OFSAA Infrastructure components/frameworks are installed in two layers; primarily the
metadata server and Infrastructure services run on one layer, and the Ul and presentation logic
runs on the other. The Ul and presentation layer is deployed on any of the supported J2EE Servers.

The following figure depicts the various frameworks and capabilities that make up the OFSAA
Infrastructure:
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2 Understanding OFS DI Pack Installation

This chapter includes the following topics:

Installation Overview

Logical Deployment Architecture

Hardware and Software Requirements

Verifying the System Environment

Understanding Installation Modes
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2.1 Installation Overview

This release (8.0.6.0.0) of the OFS DI Application Pack bundles the upgrade patch set along with
the base installer. Users/ Administrators who wish to install a new OFS DI Application Pack
8.0.6.0.0 instance or upgrade an existing OFS DI Application Pack 8.0.x instance to 8.0.6.0.0
should download this installer. The following figure shows the order of procedures you will need to
follow to install a new OFS DI Pack 8.0.6.0.0 instance. For upgrading a current OFS DI Application
Pack 8.0.x instance to 8.0.6.0.0 release, refer Upgrading to OFS DI Application Pack 8.0.6.0.0.

Installation Workflow

Start
Werify System Environment J
Obtain the Software J
Configure and Execute the Schema Creator Utility }
Install Data Integration Pack J
Configure Data Integration Pack J
Verify Installation J

v
Daone

Installation Overview

Following table provides additional information and links to specific documentation for each task in
the flowchart.
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OFSAA Application Pack Installation Tasks and Descriptions

Tasks Details and Documentation

Verify Systems Environment To verify that the system meets the minimum necessary requirements
for installing and hosting the OFS DI Application Pack, see "Hardware

and Software Requirements Specifications" and "Verifying the System

Environment"

Obtain the software See "Obtaining the software"

Configure and Execute the See "Configuring and Executing the Schema Creator Utility "

Schema Creator Utility

Install OFS DI Pack See "Installing the OFS DI Pack Installer "
Configure OFS DI Pack See "Post Installation Configuration "
Verify Installation See "Verifying the Installation”

2.2 Logical Deployment Architecture

The deployment architecture depicts the mapping of a logical architecture to a physical environment. The
physical environment includes the computing nodes in an intranet or Internet environment, CPUs, memory,
storage devices, and other hardware and network devices.
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Logical Deployment

2.3 Hardware and Software Requirements and Specifications

This section describes the various Operating System, Database, Web Server, and Web Application
Server version and other variant details on which this release of the OFS DI Application Pack has
been qualified.

NOTE: OFS DI Application Pack installation can be performed on both Virtual and Physical servers.

NOTE: If you are installing an application pack on an environment, where another application pack is
already installed, you may get a warning message such as "Object Already Exists". Ignore this message.

2.3.1 Configurations Supported

2.3.1.1 Configurations Supported for Java 7

The following table shows the minimum hardware and software requirements for installing Oracle
Financial Services Data Integration Application Pack on each machine.
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Configurations supported for Java 7

Requirement

Sub-Category

Value

Operating
System

Oracle Linux / Red Hat Enterprise Linux (x86-64)

Oracle Linux Server release 5.3 up to 5.10 - 64 bit
Oracle Linux Server release 6.0 and above - 64 bit

Note: Same versions of RHEL is supported

Oracle Solaris (SPARC)/Solaris x86

Oracle Solaris v5.10 Update 11 and above - 64 bit

Oracle Solaris v5.11 update 1 and above — 64 bit

IBM AIX (PowerPC)

AIX 6.1 (TL 09 and above) - 64 bit

Shell

KORN Shell (KSH)

01.ibm.com/support/docview.wss?uid=isg3T 1000290 for more details.

user:

. yum install redhat-Isb-core

. yum install redhat-Isb

Note: If the OS is IBM AlX 6.1, configure the size parameter setting for “Large File Support”. Refer link http://www-

If the operating system is RHEL, install the package Isb_release using one of the following commands by logging in as root

Java Runtime

Environment

Oracle Linux / Red Hat Enterprise Linux

Oracle Solaris

Oracle Java Runtime Environment (JRE) 1.7.x - 64
bit

IBM AIX

IBM AIX Runtime, Java Technology JRE 1.7.x - 64
bit

Oracle
Database
Server and

Client

e  Oracle Database Server Enterprise Edition
11g Release 2 (11.2.0.3.0 +) - 64 bit RAC/
Non-RAC with/ without partitioning option

e  Oracle Database Server Enterprise Edition
11g Release 2 (11.2.0.4.0 +) - 64 bit
RAC/Non-RAC with/ without partitioning

option, Advanced Security Option**.
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Requirement

Sub-Category

Value

e  Oracle Database Server Enterprise Edition
12c Release 1 (12.1.0.1.0 +) - 64 bit RAC/
Non-RAC with/ without partitioning option,
Advanced Security Option**

Note: See the “Additional Notes” section in the 806
Tech Matrix for details.

. Oracle Client 11g Release 2 (11.2.0.3.0+) -
64 bit

e  Oracle Client 12c Release 1 (12.1.0.1.0+) -
64 bit

e Oracle 11g Release 2 (11.2.0.3+) JDBC
driver (Oracle thin driver)

e  Oracle 12C Release 1 (12.1.0.1+) JDBC
driver (Oracle thin driver)

. Oracle R Distribution (ORD) version
3.2.0/3.3.0 3.0.1 (Optional)

e  Oracle R Enterprise (Server) version 1.5
with ORD 3.2.0 and version 1.5.1 with ORD
3.3.01.4 (Optional).

Note:
Ensure that the following patches are applied:

e  For Oracle DB Server 12.1.0.1 and
12.1.0.2, download the patches 27010930
and 22205607 from My Oracle Support and
apply them.

. For Oracle DB Server 11.2.0.4, download
the patch 22205607 from My Oracle
Support and apply.

ORD and ORE versions compatible along with Oracle DB version

No.

Oracle R Enterprise

Oracle R Advanced
Analytics for Hadoop

Open source R or | Oracle Database Enterprise
Oracle R Edition

Distribution
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Requirement Sub-Category Value

1 1.51 271 3.3.0 11.2.0.4,12.1.0.1,12.1.0.2,
12.2.0.1
2 1.5.0 25.1,2.6.0,2.7.0 3.2.0 11.2.0.4,12.1.0.1,12.1.0.2
Oracle Hyperion Essbase V 11.1.2.1+ (Server and Client) with Oracle 11g
Database

V 11.1.2.3+ (Server and Client) with Oracle 12c

Database
OLAP
Oracle OLAP V 11.2.0.3+ with Oracle 11g Database
V 12.1.0.1+ with Oracle 12c Database
Note: Oracle Hyperion Essbase & Oracle OLAP is required only if you are using the OLAP feature of OFSAAI.
For Oracle OLAP, ensure that you have configured the Oracle Database server with OLAP option.
Oracle Linux / Red Hat Enterprise Linux/ IBM AIX Oracle HTTP Server 11.1.1.1/ Apache HTTP Server
2.2.x/ IBM HTTP Server
Oracle Solaris . Oracle WebLogic Server 12.2.1.2 (64 bit)
Web Server/
L e  IBM WebSphere Application Server 8.5+
Web Application
with bundled IBM Java Runtime (64 bit)
Server
Note: OFSAA Infrastructure web component deployment on Oracle WebLogic Server with Oracle JRockit is
not supported.
MS Windows 7 / Windows 8 / Windows 10
Browser . Microsoft Internet Browser 11.x
Desktop

. e  Chrome 57.x
Requirements

. FireFox 52.x

e  Oracle Java plug-in 1.7.0+ (64- bit) / Oracle
Java plug-in 1.8.0+ (64- bit)
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Requirement Sub-Category Value

Turn off Pop-up blocker settings. For more

information, refer Internet Explorer Settings

Office Tools MS Office 2007/ 2010/2013

Adobe Acrobat Reader 8 or above

Screen Resolution 1024*768 or 1280*1024

OFSAAI is qualified on both OPEN LDAP 2.2.29+
and Oracle Internet Directory v 11.1.1.3.0. However,
it can be integrated with other directory services

software like MS Active Directory.

Directory
Services
Note:
Configuration of Directory services software for OFSAAI installation is optional. For more information on
configuration, see Infrastructure LDAP Configuration.
Open LDAP needs to be installed on MS Windows Server machine only.
ETL Tool Oracle Data Integrator 11.1.1.7.0/11.1.1.9.0

2.3.1.2 Configurations Supported for Java 8

The following table shows the minimum hardware and software requirements for installing Oracle
Financial Services Data Integration Application Pack on each machine.

Requirement [Sub-Category Value

Oracle Linux Server release 5.3 up to 5.10 - 64 bit

Oracle Linux / Red Hat Enterprise Linux (x86-64) Oracle Linux Server release 6.0 and above - 64 bit
Operating
Note: Same versions of RHEL is supported
System

Oracle Solaris (SPARC)/Solaris x86 Oracle Solaris v5.10 Update 11 and above - 64 bit
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Requirement

Sub-Category Value

Oracle Solaris v5.11 update 1 and above — 64 bit

IBM AIX (POWERPC) AIX 6.1 (TL 09 and above) - 64 bit

Shell

KORN Shell (KSH)

Note: If the OS is IBM AlX 6.1, configure the size parameter setting for “Large File Support”. Refer link http://www-

01.ibm.com/support/docview.wss?uid=isg3T 1000290 for more details.

user:

If the operating system is RHEL, install the package 1sb_release using one of the following commands by logging in as root

. yum install redhat-Isb-core

. yum install redhat-Isb

Java Runtime

Environment

Oracle Linux / Red Hat Enterprise Linux Oracle Java Runtime Environment (JRE) 1.8.x - 64
Oracle Solaris bit
IBM AIX IBM AIX Runtime, Java Technology JRE 1.8.x - 64

bit

Oracle
Database
Server and

Client

Note: See the "Additional Notes" section in the 806 Tech Matrix for details.

Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.3.0 +) - 64 bit RAC/ Non-RAC with/

without partitioning option

Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.4.0 +) - 64 bit RAC/Non-RAC with/

without partitioning option, Advanced Security Option**.

Oracle Database Server Enterprise Edition 12c Release 1 (12.1.0.1.0 +) - 64 bit RAC/ Non-RAC with/

without partitioning option, Advanced Security Option**.

Oracle Client 11g Release 2 (11.2.0.3.0+) - 64 bit

Oracle Client 12c Release 1 (12.1.0.1.0+) - 64 bit

Oracle 11g Release 2 (11.2.0.3+) JDBC driver (Oracle thin driver)
Oracle 12C Release 1 (12.1.0.1+) JDBC driver (Oracle thin driver)
Oracle R Distribution (ORD) version 3.2.0/3.3.0 (Optional)

Oracle R Enterprise (Server) version 1.5 with ORD 3.2.0 and version 1.5.1 with ORD 3.3.0(Optional).
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Requirement [Sub-Category Value

e ver)

Note: Ensure that the following patches are applied:
e  Oracle Server 12¢, v12.1.0.1 — 17082699
e  Oracle Server 12¢, v12.1.0.2 - 19392604, 19649591

e  For Oracle DB Server 12.1.0.1 and 12.1.0.2, download the patches 27010930 and 22205607 from
My Oracle Support and apply them.

. For Oracle DB Server 11.2.0.4, download the patch 22205607 from My Oracle Support and apply.
Also for latest information, refer http://support.oracle.com/, 12.1.0.2 Bundle Patches for Engineered
Systems and DB In-Memory - List of Fixes in each Bundle (Doc ID 1937782.1).

. Oracle R Enterprise 1.5 and 1.5.1 requires Oracle Database Enterprise Edition / 11.2.0.4/
12.1.0.1/12.1.0.2/12.2.0.1.

ORD and ORE versions compatible along with Oracle DB version

No. Oracle R Oracle R Open source R or Oracle R Oracle Database
Enterprise Advanced Distribution Enterprise Edition

Analytics for

Hadoop
1 1.5.1 2.7.1 3.3.0 11.2.0.4,12.1.0.1,
12.1.0.2, 12.2.0.1
2 1.5.0 2.5.1,2.6.0, 3.2.0 11.2.0.4,12.1.0.1,
2.7.0 12.1.0.2

Note: Oracle Hyperion Essbase & Oracle OLAP is required only if you are using the OLAP feature of OFSAAL.

For Oracle OLAP, ensure that you have configured the Oracle Database server with OLAP option.

Oracle Linux / Red Hat Enterprise Linux Oracle HTTP Server 11.1.1.1/ Apache HTTP Server

Oracle Solaris 2.2.x/ IBM HTTP Server

Web Server/ IBM AIX e Oracle Weblogic Server 12.2.1.2

Web Application
Note:
Server
e |BM WebSphere 8.5.x (Full Profile) on

Java 8 is not available.
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Requirement [Sub-Category Value

Note: OFSAA Infrastructure web component deployment on Oracle WebLogic Server with Oracle JRockit is

not supported.
Operating System MS Windows 7 / Windows 8 / Windows 10
Browser . Microsoft Internet Browser 11.x
. Chrome 57.x
. FireFox 52.x
Desktop Turn off Pop-up blocker settings. For more
Requirements information, refer Internet Explorer Settings
Office Tools MS Office 2007/ 2010/2013
Adobe Acrobat Reader 8 or above
Screen Resolution 1024*768 or 1280*1024
OFSAAI is qualified on both OPEN LDAP 2.2.29+
and Oracle Internet Directory v 11.1.1.3.0. However,
Directory Services
it can be integrated with other directory services
software like MS Active Directory.
Other Software
Note: Configuration of Directory services software for OFSAAI installation is optional. For more information on
configuration, see Infrastructure LDAP Configuration. Open LDAP needs to be installed on MS Windows
Server machine only.
ETL Tool

Oracle Data Integrator

ODI 12.2.1.2.6 and 12.2.1.3 are also supported.

NOTE: To upgrade an existing OFSAA 8.0.x Java 7 instance to Java 8, refer Appendix O.

OFS DI Application Pack recommends the following software combinations for deployment:

Recommended Software Combinations
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Operating System Database \Web Application Server \Web Server

Oracle Linux 5.3 up to 5.10/ Oracle Database Oracle WebLogic Server Oracle HTTP Server/
6.0 and above Apache HTTP Server
Oracle Solaris 5.10/ 5.11 Oracle Database Oracle Weblogic Server Oracle HTTP Server/

Apache HTTP Server

IBM AIX 6.1 Oracle Database IBM WebSphere Application IBM HTTP Server/ Apache
Server HTTP Server
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2.4 \Verifying the System Environment

To verify the system environment meets the minimum requirements for the installation, a Pre-
Install Check utility is available within the Install Kit archive file. This utility can also be obtained
separately by contacting Oracle Support.

Though the system environment verification is an integral and automated part of the installation of
this software product, Oracle strongly recommends running this utility prior to beginning the
installation as part of your organization’s "Installation Readiness Verification Process".

NOTE: For more details on download and usage of this utility, see Oracle Financial Services
Analytical Applications Infrastructure Environment Check Utility Guide given in the Related
Documents section.

2.5 Understanding Installation Modes

OFS DI Application Pack installation supports the following modes of installation:

¢ Silent Mode Installation - This mode mandates updating the installation configuration files
with required details and performs installation in a "Silent" non-user interactive format.

o Graphical User Interface (GUI) Mode Installation - This mode launches the product
installation in a GUI mode. Users need to enter the required information on various panels
within the Ul in a user interaction format at various stages.

NOTE: For more information on configuration required for GUI Mode installation, refer Configuration
for GUI Mode Installation.
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3 Preparing for Installation

This chapter provides necessary information to review before installing the Oracle Financial
Services Data Integration (OFS DI) Pack v8.0.6.0.0. This chapter includes the following topics:

= |nstaller and Installation Prerequisites

= QObtaining the Software

=  Common Installation Activities

3.1 Installer and Installation Prerequisites

The following table mentions the list of prerequisites required before beginning the installation for
OFS DI Application Pack. The Installer/ Environment Check utility notifies you if any requirements
are not met.

Installer and Installation Prerequisites

Java Settings PATH in .profile to be set to include the Java
Runtime Environment absolute path. The path should
include java version (java 7, or Java 8) based on the
configuration.

Note: Ensure the absolute path to JRE/bin is set at the
beginning of PATH variable.

For example,
PATH=/usr/java/jrel.7/bin:$ORACLE HOME/b
in:S$PATH

Environment Settings Ensure no SYMBOLIC links to JAVA installation is
being set in the PATH variable.

Oracle Database | Oracle Database Server

Settings e TNS_ADMIN must be set in .profile file pointing

to appropriate tnsnames.ora file.

e Enable Transparent Data Encryption (TDE)
and/ or Data Redaction.

Note: For more information, see Appendix R:
Configuring Transparent Data Encryption (TDE) and,
Data Redaction in OFSAA.

Oracle Financial Services Software

29 ORACLE



OFSAA Processing Server

e ORACLE_HOME must be set in .profile file
pointing to appropriate Oracle DB Client
installation.

e PATH in .profile must be set to include
appropriate $ORACLE_HOME/bin path.

e Ensure that an entry (with SID/ SERVICE
NAME) is added in the thsnames.ora file.

Oracle Essbase | ARBORPATH, ESSBASEPATH, HYPERION_HOME
Settings to be set in the .profile pointing to an appropriate
Oracle Essbase Client installation.

Note: These settings are required only if you want to
use Oracle Hyperion Essbase OLAP features.

File Descriptor Greater than 15000
Settings

Total Number of Greater than 4096
Process Settings

Port Settings Default port numbers to be enabled on the system are
OS/ File System 6500, 6501, 6505, 6507, 6509, 6510, 6666, 9999, and
Settings 10101.

.profile User to have 755 permission on the .profile file.

permissions

Installation A directory where the installation files will be installed.

Directory

Set 755 permission on this directory.

This directory needs to be set as FIC_HOME.
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Temporary
Directory

Default temporary directory where installation files are
stored for a short period of time to support faster
installation.

e For installation on UNIX OS, your UNIX
administrator must give you the required read-
write permissions for the /tmp directory and
disable the NOEXEC option

e Configure adequate space on the /tmp
directory. It is recommended that you allocate
more than 10 GB of space.

Note: If NOEXEC is enabled, the extraction of files by
the installer into the /tmp directory is prevented and the
binaries will not execute in the directory, which will fail
the installation.

Staging Area/
Metadata
Repository
Directory

A directory to hold the application metadata artifacts
and additionally act as staging area for flat files.

The directory should exist on the same system as the
OFSAA Installation. This directory can be configured
on different mount or under a different user profile.

Set 777 permission on this directory.

Download
Directory

A directory where the product installer files will be
downloaded/ copied.

Set 755 permission on this directory.

Database Settings

Database Instance
Settings

NLS_CHARACTERSET to be AL32UTF8
NLS_LENGTH_SEMANTICS to be BYTE
OPEN CURSORS limit to be greater than 1000

Web Application Server

WebSphere/
WebLogic

1. Web Application Server should be installed and
profile /domain created.
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You will be prompted to enter the WebSphere
Profile path or WebLogic Domain path
Deployment path during OFSAAI installation.

Note: Refer Appendix A for WebSphere Profile
Creation and WebLogic Domain Creation.

2.
Web Server Apache HTTP This is an optional requirement.
Server/ HTTP Server Installation to be present.
Oracle HTTP You will be required to enter the Web Server IP/
Server/ Hostname and Port details during installation.
IBM HTTP Server Note: Refer Appendix A for Web Server installation.
Big Data Cloudera CDH This is an optional requirement and required if Oracle
and Cloudera Financial Services - Big Data Processing license is
JDBC Connectors | enabled. For more information, see Installing Cloudera
CDH.

OFS AAI One-off Download the consolidated one- off patch for bug
number 27938294 and 28079607 from
http://support.oracle.com
Download the compatibility patch 28033582 from My
Oracle Support, which needs to be mandatorily
applied. This patch enables you to upgrade selected
packs in your OFSAA instance to 8.0.6.0.0 and makes
the existing packs from earlier versions compatible
with 8.0.6.0.0.

Others 1. Toinstall this release on Oracle Solaris OS, refer

to the following list for version specific
information:

= Solaris 11 — Upgrade to Oracle Solaris 11.3
with SRUQ9 or higher. See
https://docs.oracle.com/cd/E60778 01/htmI/E6
0743/gouaw.html#scrolltoc to upgrade to
SRUOQ9 if you have a lower SRU version.
Additionally, install the required runtime
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libraries. For more information, see Installing
Only the Runtime Libraries on Oracle Solaris
1.

= Solaris 10 — Install the required OS patches.
For more information, see Installing the
Required Oracle Solaris 10 Patches.
Additionally, install the required runtime
libraries. For more information, see Installing
Only the Runtime Libraries on Oracle Solaris
10.

NOTE: In an OFSAA instance where multiple
OFSAA application packs have been installed/
deployed, it is mandatory to upgrade all
OFSAA application packs to 8.0.6.0.0 release.
You should start the upgrade of OFS AAAI
pack only after confirming that all of the
application packs in your OFSAA instance are
available for upgrade to 8.0.4.0.0 version. For
information on availability of the required
OFSAA Application Packs, see 2246606.1.

Others Oracle R/ Oracle This is an optional requirement.
R Enterprise

Oracle Data This is a mandatory requirement. For compatibility
Integrator details refer Oracle 8.0.6 Tech Matrix.

Following step is applicable only if existing OF SAA setup version is 8.0.5.x.x and Configuration and Atomic
Schema(s) were restored from exported dumps of other environment;

Login to Configuration Schema and execute the following SQL statements:

alter table AAI AOM APP COMP ATTR MAPPING drop constraint AOM APP COMP ATTR PK
drop index

/

alter table AAI AOM APP COMP ATTR MAPPING add constraint AOM APP COMP ATTR PK
primary key (APP_COMP ATTR MAP ID)

NOTE:
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o Ensure that the tablespace (s) used for the database user (s) is set to AUTOEXTEND ON.
e Add a TNS entry before the installation.

3.2 Obtaining the Software

This release of OFS DI Application Pack v8.0.6.0.0 can be downloaded from the My Oracle
Support. You need to have a valid Oracle account in order to download the software.

3.3 Common Installation Activities

The following are the common pre-installation activities that you need to carry out before installing
the OFS DI Application Pack.

This section includes the following topics:

o Configuration for GUI Mode Installation

e Identifying the Installation and Download Directory

o Downloading and Copying the OFS DI Applications Pack Installer
e Copying and Extracting the Software

e Setting up the Web Application Server

3.3.1 Configuration for GUI Mode Installation
To install OFS DI Application Pack in GUI mode, you need to ensure the below software and
configurations are available:

o Install and configure any PC X Server software such as Open Text Exceed (formerly
Hummingbird Exceed) on the user desktop system from which the installation is triggered.

e Configure DISPLAY variable.

Ensure to set the DISPLAY variable on the system on which the OFSAA is installed, to point to
the user desktop system where the PC X Server software has been installed.

Syntax:
export DISPLAY=hostname:n.nl

where hostname is the IP Address/ Host Name of the user desktop system and n is the
sequence number (usually 0).

For example, 10.11.12.13:0.0 or myhostname:0.0
3.3.2 Identifying the Installation and Download Directory

To install any of the OFSAA Application Pack, the below folders/ directories required to be created.

= OFSAA Download Directory (Optional) - Create a download directory and copy the OFSAA
Application Pack Installer File (Archive). This is the directory where the downloaded installer/
patches can be copied.
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= OFSAA Installation Directory (Mandatory) — Create an installation directory. This is the
directory where the installer installs or copies the product files. FIC_HOME variable to be set
in the .profile pointing to this OFSAA Installation Directory.

= OFSAA Staging/ Metadata Repository Directory (Mandatory) — Create a Staging/ Metadata
Repository Directory. This is the directory where you should copy data loading files, save
data extracts and so on. Additionally, this folder also maintains the OF SAA metadata artifacts.
This is commonly referred as “FTPSHARE”.

3.3.3 Downloading and Copying the OFS DI Applications Pack Installer

To download and copy the OFS AAAI Applications Pack Installer, follow these steps:

e To download the OFS DI Applications Pack, you need to login to the My Oracle Support. You need
to have a valid Oracle account in order to download the software.

e Copy the downloaded installer archive to the Download Directory (in Binary Mode) on the setup
identified for OFS DI installation.

e Download the mandatory installer one-off patch 28398331 from My Oracle Support.

e Loginto My Oracle Support, search for the 33663417 Mandatory Patch in the Patches & Updates
Tab and download it.

ATTENTION On the 10th of December 2021, Oracle released Security Alert
CVE-2021-44228 in response to the disclosure of a new
vulnerability affecting Apache Log4J prior to version 2.15. The
application of the 33663417 Mandatory Patch fixes the issue.

For details, see the My Oracle Support Doc ID 2827801.1.

Ensure that you reapply the 33663417 Mandatory Patch
whenever you install or upgrade the application or apply an
incremental patch.

3.3.4 Copying and Extracting the Software

Once you obtain the installer, copy the installer (in BINARY mode) to the system on which the OFSDI
Applications Pack components will be installed.

NOTE: You must be logged in to the UNIX operating system as a non-root user.

1. Login to https://support.oracle.com/ and search for Bug# 28267596 under the Patches &
Updates tab.

2. Download the unzip utility (OS specific) unzip <os>.z, and copy it in Binary mode to any
directory and include the directory in your PATH variable. If you already have the unzip utility
to extract the contents of the downloaded archive, skip to the next step.

3. Uncompress the unzip installer file using the command:
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uncompress unzip <os>.Z

NOTE: In case you notice an error message "uncompress: not found [No such file or directory]" when
the package is not installed, contact your UNIX administrator.

4. Give EXECUTE permission to the file using the command:
chmod 751 unzip <os>
For example, chmod 751 unzip sparc

5. Extract the contents of the OFS DI Application pack 8.0.6.0.0 in the Download Directory
installer archive file using the following command:

unzip OFSDI 8.0.6.0.0.zip

Extract and apply the patch 28398331. Refer to the Readme.ixt file packaged with the patch
for details on how to apply the patch.

NOTE: Do not rename the Application Pack installer folder name on extraction from the archive.

6. Give below permission to the installer folder. Navigate to the Download Directory and execute
the command:

chmod -R 755 OFS DI PACK
3.3.5 Setting up the Web Application Server

For setting up the environment based on your selected Web Application Server, refer to Appendix A for
more information.

3.3.6 Installing Cloudera CDH
This is an optional step and required only if you intend to install Oracle Financial Services Advanced
Analytical Infrastructure Big Data Option. Follow these steps:

1. Install CDH v5.3.3, 5.4.4, v5.8.4 or v5.13. For more information, refer Cloudera 5.3.x
Documentation, Cloudera 5.4.x Documentation or Cloudera 5.8.x Documentation.
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4 Installing Oracle Financial Services Data Integration Application
Pack

This chapter includes the following topics:

=  Schema Creator Utility

= Configuring and Executing the Schema Creator Utility

= |Installing the OFS DI Application Pack

4.1 Schema Creator Utility

Creating database users/ schemas is one of the primary steps in the complete OFSAA installation.
This release of OFSAA provides a utility to quickly get started with the OFSAA 8.0.6.0.0 installation
by allowing easier and faster creation of database User(s)/ Schema(s), assign the necessary
GRANT(s) and so on. Additionally, it also creates the required database objects in these schemas.

This section includes the following topics:

e About Schema Creator Utility

e Execution Modes in Schema Creator Utility

e Execution Options in Schema Creator Utility

4.1.1 About Schema Creator Utility

The schema creator utility needs to be configured and executed mandatorily every time prior to
installation of any OFSAA Application Pack.

The following are the types of schemas that can be configured in the OFSAA:

= CONFIG — Denotes the unique OFSAA setup configuration schema. It contains entities and
other objects required for OFSAA setup information.

NOTE: There can be only one CONFIG schema per OFSAA instance.

= ATOMIC - Denotes the schema that contains the data model entities. One ATOMIC schema
is attached to one Information Domain.

NOTE: There can be multiple ATOMIC schemas per OFSAA Instance.

= SANDBOX — Denotes the schema that contains the data for all Sandbox executions. One
SANDBOX schema is attached to one Sandbox Information Domain.

NOTE: There can be multiple SANDBOX schemas per OFSAA Instance.

= ADDON - Denotes any additional schema used by the OFSAA Applications.
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NOTE: This Schema type is applicable for OFS AAAI Application Pack.

4.1.2 Execution Modes in Schema Creator Utility

The Schema Creator Utility supports the following modes of execution:

»= Online Mode: In this mode, the utility connects to the database and executes the DDLs for
Users, Objects and Grants. If you have the SYSDBA privileges you can execute the Schema
Creator Utility in Online mode and thereby create the Users, Objects, and Grants during the

execution process.

NOTE: To execute the utility in Online mode, you need to connect as “<User> AS SYSDBA”.

= Offline Mode: In this mode, the utility generates SQL scripts with all the required DDLs for
User, Objects and Grants. This script needs to be executed by the DBA on the appropriate
database identified for OFSAA usage. If you do not have the SYSDBA privileges, you can
execute the Schema Creator Utility in Offline mode and generate the script file that contains
the Schemas, Objects, and Grants information. Subsequently, a SYSDBA user should

execute the script file manually.

1. To execute the utility in Offline mode, you need to connect as any user with below
grants(alternatively, you can also connect as a user with SYSDBA privileges):
SELECT ON DBA ROLES
SELECT ON DBA USERS
SELECT ON DBA DIRECTORIES
SELECT ON DBA TABLESPACES
CREATE SESSION

2. Ifthere are any errors during the script execution, reconfigure the <PACK> SCHEMA IN.XML
file and execute the utility. This regenerates the scripts with corrected information.
For more information, refer Configuring OFS_DI_Schema_In.XML file.

NOTE: Do not modify the OFS DI SCHEMA OUT.XML file generated after the execution of this utility.

4.1.3 Execution Options in Schema Creator Utility

Depending on the option selected to run the OFSAA Application Pack Installer, you need to select
the schema creator utility execution option. To run the OFSAA Application Pack installer in
SILENT mode, it is mandatory to execute the schema creator utility with —s option.

NOTE: If the schema creator utility is executed without the option -s, it is mandatory to run the OFSAA

Application Pack Installer in GUI mode.
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4.2 Configuring and Executing the Schema Creator Utility

Schema Creator Utility is used to create the schema in the database.
This section includes the following topics:

e Prerequisites

e Configuring the Schema Creator Utility

e Executing the Schema Creator Utility

4.2.1 Prerequisites

The following prerequisites must be satisfied before configuring the Schema Creator Utility:
e You must have the Oracle User ID/Password with SYSDBA privileges.
¢ You must have the JDBC Connection URL for RAC/Non RAC database.
e You must have the HOSTNAME/IP of the server on which OFSAA is getting installed.

You must add a TNS entry before the installation.

For enabling Transparent Data Encryption (TDE) in your OFSAA instance during
installation, perform the steps explained in the Appendix R: Enabling Transparent Data
Encryption (TDE) in OFSAA.

Optionally, for HIVE installation, the prerequisites you must have before configuring the
Schema Creator Utility are:

e HIVE connection credentials (For example: Kerberos connection properties).
o Hostname/IP of the HIVE Server installation.

NOTE: The TNS Entry for an atomic schema should be without any special character, i.e ' . If the
atomic schema name is like 'DEV_ATOM', the TNS entry should be like 'DEVATOM".

4211 Configuring Schema Creator Utility for RDBMS Installation

Application specific schema details need to be filled in the OFS_DI_SCHEMA_IN.xml file before executing
the Schema Creator Utility. For more information on the xml file, *Configure the following elements as
described in the section Configuring OFS_DI_SCHEMA_IN.XML file. Refer Configuring
OFS DI_SCHEMA IN.xml File.

The types of schemas that can be configured are:

e CONFIG: - This schema holds the entities and other objects required for OFSAA setup
configuration information.

NOTE: There can be only one CONFIG schema per OFSAA instance.
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4.21.2 Configuring Schema Creator Utility for HDFS Schema

In case the installation is being performed for Big Data, the pack specific schema details need to be filled
in the OFS_DI_SCHEMA_BIGDATA_IN.xml file, before executing the utility. For more information on the
xml file, see Configuring OFS DI_SCHEMA_ BIGDATA_IN.xml file.

The following are the types of schemas that can be configured:

e CONFIG: This schema holds the entities and other objects required for OFSAA setup configuration
information.

Note: There can be only one CONFIG schema per OFSAA instance. This schema is created only in RDBMS.

¢ METADOM: This schema holds the DIH metadata information. One METADOM schema is
attached to one Information Domain.

Note: There can be multiple METADOM schemas per OFSAA Instance. This schema is created only in
RDBMS. It has only platform entities that hold the metadata details. However, it does not hold the data model
entities.

¢ DATADOM: This schema holds data model entities. One DATADOM schemaiis attached to one
Information Domain.

Note: There can be multiple DATADOM schemas per OFSAA Instance.

4.2.2 Configuring the Schema Creator Utility

This section explains the steps to configure and run the Schema Creator Utility.
To configure the Schema Creator Utility, follow these steps:
1. Log in to the system as non-root user.
2. Navigate to the following path: OFS DI PACK/schema creator/conf
3. Under the above directory you will find the following files:
e OFS_DI_SCHEMA BIGDATA_IN.xml
e OFS_DI_SCHEMA_IN.xml
e App_Pack_Bigdata_Schema_Creator.xsd
e App Pack Schema_Creator.xsd
4. If DIH is being installed in RDBMS infodom remove the below files:
e OFS_DI_SCHEMA_BIGDATA_IN.xml

e App_Pack_Bigdata_Schema_Creator.xsd
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7.

8.

Edit the OFS DI SCHEMA IN.xml file in a text editor.

Configure the following elements as described in the section Configuring
OFS DI _SCHEMA IN.XML file.

Save the OFS DI SCHEMA IN.xml file.

Navigate to BIN folder and run the schema creator utility.

NOTE: On successful execution of the utility, the entered passwords inthe OFS DI SCHEMA IN.xml
file are nullified.

4.2.3 Executing the Utility

This section includes the following topics:

Executing the Schema Creator Utility in Online Mode

Executing the Schema Creator Utility in Offline Mode

Executing the Schema Creator Utility with -s option

Executing the Schema Creator Utility for First Application Pack Schema Creation

Executing the Schema Creator Utility for Subsequent Application Pack Schema Creation

Verifying the Log File

4.2.3.1 Executing the Schema Creator Utility in Online Mode

In Online Mode, the Schema Creator Utility will create all the Schemas, Schema Objects,
Tablespaces, Grants, and Roles in the database during the execution process.

To execute the schema creator utility in online mode, follow these steps:

1.

N

Log in to the system as non-root user.

Navigate to the following folder path: OFS DI Pack/schema creator/bin/
Execute the osc. sh file using the following command

./osc.sh

Note: For silent mode installation, execute the osc.sh file using the following
command: ./osc.sh -s

The following message is displayed: You have chosen ONLINE mode. Triggering the
utility in ONLINE mode will execute the DDLs directly on the Database. Do you wish to
proceed? (Y/y or N/n).

Enter Y/y to proceed with the script generation

Or,
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Enter N/n to quit script creation.

6. Enter the DB Username with SYSDBA Privileges. . For example: SYS as SYSDBA.

7. Enter the User Password.

8. The console runs the initial validation checks and then displays the following message:
You have chosen to install this Application Pack on <Name of the Atomic
Schema>ATOMIC schema. Do you want to proceed? (Y/N)

9. Enter Y/y to proceed with the schema creation.

Or
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Enter N/n if you want to quit executing the schema creation.

The following message is displayed.

You have chosen to install this Application Pack on <Name of the Infodom>. Do you want to
proceed? (Y/N).

10. Enter Yly to start the schema creation.
Or,

Enter N/n if you want to quit executing the schema creation.

NOTE: On successful execution of schema creator utility, the console displays the following status
message:

Schema  Creator executed  Successfully. Please proceed with the installation.
Refer log file in OFS_DI PACK/schema creator/logs folder for execution status. In case of any
errors, contact Oracle Support.

11. Navigate to the directory OFS_AAAI_PACK/schema_creator.
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12.

13.

14.

4.2.3.2

Log in to SQLPLUS with a user having SYSDBA Privileges.
I Fi

Connect to the Oracle DB Server on which the OFSAA Application Pack installation is to be
performed and execute the sysdba output scripts.sqlfile using the following command:

SQL>@sysdba output scripts.sql

Alternatively, you can copy the
sysdba_output_scripts.sqgl fileand SQLScripts
directory to a remote server and execute the
sysdba_output scripts.sql file.

(This step is optional and applicable only for HDFS installation.) Connect to the HDFS repository
using a HUE Browser. Log in to the Hue Browser with System Administrator privileges. Execute
the script mentioned under hive_output_scripts.hqgl (omitting the slash (’/’)) in the HIVE Query
Editor. For example, the query can be as follows:

CREATE SCHEMA TIF NOT EXIST <<HIVE SCHEMA NAME>>

Note: See log sysdba output scripts.logfile for execution status. If there are
any errors, contact Oracle Support Services. If there are no errors in the execution, the
log file is empty.

Executing the Schema Creator Utility in Offline Mode

In Offline Mode, the Schema Creator Utility creates an output in SQL file format. This script has to
be executed manually by logging as database user with SYSDBA privileges. The SQL file contains
the scripts for creation of Schemas, Schema Objects, Tablespaces, Grants, and Roles.

Prerequisites:

To execute the utility in Offline mode, you need to connect as any user with below grants
(alternatively, you can also connect as a user with SYSDBA privileges):

= SELECT ON DBA ROLES
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= SELECT ON DBA USERS
= SELECT ON DBA DIRECTORIES
= SELECT ON DBA TABLESPACES

= CREATE SESSION

NOTE: Explicit Grants to the user are required. Grants assigned through Roles are not supported.

To execute the schema creator utility in the offline mode, follow these steps:
1. Log in to the system as non-root user.
2. Navigate to the following path: OFS DI Pack/schema creator/bin
3. Execute the osc. sh file using the following command:
./osc.sh -o

Note: For silent mode installation, execute the osc.sh file using the following
command: ./osc.sh -o -s or, ./osc.sh -s -o

4. The following message is displayed:
You have chosen OFFLINE mode. Triggering the utility in OFFLINE mode will generate
the script. Do you wish to proceed? (Y/y or N/n).

5. Enter Yly to generate the script
Or,
Enter N/n to quit the schema creation.

6. Enter the DB Username with SELECT privileges.

7. Enter the User Password.
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8. The console runs the initial validation checks and displays the following message:
You have chosen to install this Application Pack on <Name of the Atomic
Schema>ATOMIC schema. Do you want to proceed? (Y/N)

9. Enter Yly to start the script generation.
Or
Enter N/n if you want to quit the script generation.
The following message is displayed.

You have chosen to install this Application Pack on <Name of the Infodom>. Do you
want to proceed? (Y/N).

10. Enter Yly to start the script generation
Or,

Enter N/n if you want to quit executing the script generation

NOTE: On successful execution of schema creator utility, the console displays the following status
message:

Schema Creator Executed Successfully. Please execute
OFS DI Pack/schema creator/sysdba output scripts.sql before proceeding with the installation.
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11. Navigate to the directory: OFS_DI Pack/schema creator.

12. Login to SQLPLUS with a user having SYSDBA Privileges.

13. Execute the sysdba_output scripts.sql file using the following command:

SQL>@sysdba_ output scripts.sqgl

Alternatively, you can copy the sysdba_ output scripts.sql file and SQLScripts
folder to a remote server and execute sysdba_ output scripts.sql file.

NOTE: Refer log sysdba output scripts.log file for execution status. In case of any errors,
contact Oracle Support. If there are no errors in the execution, this log file is empty.

4.2.3.3 Executing the Schema Creator Utility with -s option
If you intend to run the OFS DI Application Pack Installer in SILENT mode, it is mandatory to
execute the schema creator utility with -s option.

To execute the utility with -s option, follow these steps:
1. Edit the file OFS DI PACK/schema creator/conf/OFS DI SCHEMA IN.xml in text
editor.

For Example: . /osc.sh -s.

NOTE: If the utility is executed without the -s option, it is mandatory to launch the OFSAA Applications Pack
Installer in GUI mode.

To execute the utility in OFFLINE mode with SILENT option, enter the following command:

./osc.sh -o -s
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4.2.3.4 Executing the Schema Creator Utility for First Application Pack Schema Creation

Follow the below steps to execute schema creator utility for first application pack schema creation:
1. Login to the <DOWNLOAD_DIR>on the server where you plan to install the APP Pack.

2. Execute OFS DI PACK/schema creator/bin/osc.sh (OFSAA Schema
Creator).

Note: 0SC. sh must have execution permission.

3. Enter the SYSDBA privileged user name and password prompted by the utility.

Schema Creation
4.2.3.5 Executing the Schema Creator Utility for Subsequent Application Pack Schema Creation

To execute the schema creator utility while installing OFS AAAI Application Pack over an existing
Application Pack, follow these steps:

1. Navigate to the following folder path: OFS_DI_Pack>/schema_creator/bin/
2. Execute the ./osc.sh file.

3. Enter the SYSDBA user name.

4

Enter the password. The utility validates all the configurations in the xml file and
displays Y or N.
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5. Enter Y. Once you successfully configured the Schema Creator utility, you can proceed
with the application installation.

NOTE: Refer log file in OFS_DI PACK/schema creator/logs folder for execution status.

Refer log sysdba output scripts.log file for execution status, if executed in offline mode. This log
would be empty if there are no errors in the execution.

In case of any errors, contact Oracle Support.

4.2.3.6 Verifying the Log File

If schema creation is successful, the console would display an appropriate message. If the schema
creation runs into errors, do refer the log file.

OFS_DI PACK/schema creator/logs/OFS DI osc <timestamp>.log for further details.

You may contact Oracle support anytime for assistance.

#P ofss222582.in.oracle.com - PuTTY =[-=

Putty Screen
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4.3 Installing the OFS DI Application Pack

Follow the instructions in this section to install the OFS AAAI Application Pack depending on the mode of
installation.

This section includes the following topics:

e GUI Mode Installation
e Silent Mode Installation

NOTE:

The Schema Creator job needs to be run first, if you are doing OFS DI 8.0.6 fresh installation on an
existing pack. It will append the new artifacts in the existing instance.

4.3.1 GUI Mode Installation

NOTE:

GUI mode of installation is supported only on RDBMS database server. For HDFS support of installation,
see section Installing in Silent Mode.

Ensure you have followed the steps as mentioned in the Configuration for GUI Mode Installation section
prior to proceeding with the next steps.

4.3.1.1 Installing DI Pack 8.0.6 in a Fresh Environment
Follow the below steps to install DI Pack 8.0.6 in GUI mode:
1. Log in to the system as non-root user.
2. ldentify a directory for installation and set the same in the user .profile file as below:
FIC HOME=< OFSAA Installation Directory >
export FIC HOME

3. Execute the user .profile.

NOTE: For Java 8: Edit the Verlnfo.txt file in the path /OFS DI PACK/OFS_AAI/bin to modify
the value for property JAVA_VERSION to 1.8, and save the changes.

4. Run the installer at location OFS_DI_PACK/bin in GUI Mode by executing the
command:

./setup.sh GUI
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5. Select | accept the terms of the License Agreement option.

6. Click Next. The Application Pack details are displayed:
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Application Pack 1D : OFS_DI_PACK ORACLE'
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Application Pack Installarion, based on the producs Thar ane being selecied, i would gel enabled and should be licensed for It Is Imporan tm neie thal products
once selected (enablecl cznnat be disabled at a lzier stage. However, producis can only be enabled at any later stage using the OFSAA Infrastructure "Manage
Aaplication Pack Litense” feature

Enanling a oreduct within a Application Pack autemzticzlty imples vou agree with this license zgreemant and the respecthe terms and conclitions.

ORACLE
FIVACIAL SERVIES

i) | arcopt the terns of

0 1 da HOT wceept th terms of tha Licenss Sgreem et

T T
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OFSAA Application Pack License Agreement

9. Select | accept the terms of the License Agreement option.

10. Click Next.

Prenstal Setip

all Complate

ORACLE

FINANCIAL SERVICES

Please review the following before cantinuing:

Fre Installation Summary

Application Pack 10
OFS_DI_PACK

Application Pack Name
Finansial Services Data Integration

Application Pack Version
80,100
Below products are selected to be enabled:

Financial Services Analytical Applications Infrastructure
Financial Servizas Data Integration Hub

Interface For Oracle Data Relationship Management
Interface for Cracle Flexcube Universal Banking System
Interface for Cracle Eanking Platform

Inzerface for Gracle Fusion Accounting Hub

Pre Installation Summary Details

11. Click Next. The Manage Information Domain page is displayed.

_ire»ious _ﬂm
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Manage Information Domains

- ation Domain Name  Application Name 1on Domain Description | Type DB Schema
=¥ Frainsiall Setup Financial Serdces Daa Infarmation Dormaln Tor OFS_00
OFEDIINFD rtegration Hub BROCUCTION rac, dihaim
nterface for Oracle Data information Domain for OF5_DI
Frelarionships W anagernent PRODUCTION rac_dihztm
nerface for Oracle Flexcube |Infarmation Daraln Tor OFS DI
Hnivarsal Banking Systern PRODUCTION rac_ciham
merface for Oracle Banking  |infarmarian Damaln Tor OFS_DI
Flarform PRODUCTION rac_diham
merface for Dracle Fusion Information Dormain Toer OF5_DI
[accounting Huly PRODUCTION rac. dihzm
Ins e

Information Domain

12. Edit the Information Domain Name if it is a new Information domain and you wish to
change the name of the information domain name.

13. Click Next. (Note: If already any Media Pack is installed in the same setup, proceed to
step no: 37)

14. Click Next. Enter the Installation Directory.

User Installation Directory

@ License User Installation Directory
=¥ Prelnstall setup fscratchfofsaaapp? fFOFSAASOO

() Installation..
() Install Complete

ORACLE’
FINANCIAL SERVICES
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OFSAA Installation Directory Details

15. Click Next. OFSAA Infrastructure server details are displayed.
OFSAA Infrastructure Server Details

License Enter requested information :

H Prelnstall Setup
Mate: If the |IDEC_URL is of RAC typoe then DB Server [P fHosthame

D Installation. figld narme should be MA
() Install Complate

OF5AAl Server IP / Hostname :
| 10.184.150.20)

Database Server IP / Hosthame :
| 10.184.150.20

ORACLE
FINANCIAL SERVICES

Install I

OFSAA Infrastructure Server Details
16. Enter IP Address or Hostname of OFSAAI server and Database Server and Click Next.

Web Application Server

License Choose the Web Application Server type
=¥ Frelnstall Setup
() Installation..

(D) Install Complete

(® Tomcar
2 Wiebsphere
) Weblogic

ORACLE
FINANCIAL SERVICES

Install A

Previous
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Web Application Server Type
17. Select the web application server type and Click Next.
Note: Ensure to select WebSphere and Weblogic.

18. Enter the OLAP details and click Next

OLAP Details

License Maote -
=¥ Prelnstall Setup 1 = Enabled 0 =Disabled
If value is 1 then ARBORPATH, HYPERION_HOME & ESSBASEPATH

| i : : g ; ;
Q) Installation. wariables should be set in .profile before installation.
[ Install Complete

CONFIGURE OF5AAI OLAP FEATURE :
0

ORACLE
FINANCIAL SERVICES

Installane, |

OLAP Details

Web Server Details

f) License Mate : Context name will be used in vour Application URL
http: ff<WwebhserverlP = <5endet port > f<contextname> flogin.jsp

I Prelnstall Setup
Example: - http: fF10 8050 2069080 /myappflogin.jsp

() Installation..
() Install Complete

8025

WEE SERVER IP
| 10.184.150.20

Context name for deployment
| OFSAABO0

ORACLE’
FINANCIAL SERVICES

WEE LOCAL PATH
| fscratchfofsaaapp fMpshare
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Web Server Details

19. Enter the Web server details and click Next.
Database Details

@ License MOTE:
=¥ Prelnstall Setup Specify the Database user name which is the user created for
@ irictanaian configuration database schema. For example: configuser
2 e Specify the Database driver path as <ORACLE_HOME=/jdbcflib
(L) Install Complete where <ORACLE_ HOME:> should be replaced with OFRACLE_HOME

walue.
The ABSQLUTE DRIVER. PATH refers to the |DBC driver files path.

ORACLE SID / SERVICE_NAME :
| FSDFDE

JDBC URL:
| jdhcioracle:thin@10 184, 125 6152 L.FsDFDB

i CONFIG SCHEMA USER 1D :
ORACLE |rac_dihc0nf

FINANCIAL SERVICES

Oracle Configuration Schema Password
I

Instal wiher

Database Details

20. Enter Oracle SID/Service Name, JDBC URL, Configuration Schema User ID and
Password, and Absolute Driver Path.

NOTE:
Absolute Driver Path can be the path where Oracle DB client is installed or JDBC driver is installed. For
example, /scratch/oracle/app/oracle/product/11.2.0/client_1/jdbc/lib

21. Click Next. The Ports Configuration window is displayed.
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Ports Configuration

License Enter required information
relnstall Setup Mote: Ports must hawve unicue value.

() Installation.
Install Completa

| wEYd

Native Port
| 7668

Agent Port
[7510

ORACLE
e ICC Server Port
FINANCIAL SERVICES [7507

Ports Configuration

22. Enter Java Port, Native Port, Agent Port, ICC Server Port, and ICC Native Port. You
can proceed with the default port values configured.

23. Click Next. The Ports Configuration window is displayed.

Perts Configuration

License Erter requested informatian
=¥ Prelnstall Setup Mate: Parts must hawve unigue walde,

() Installation..
() Install Complete

|11101

Message Server Port
| 7501

Router Port
7500

ORACLE

FINANCIAL SERVICES AM Fort
7505

Installanwwhera

Ports Configuration_1

24. Enter OLAP Port, Message Server Port, Router Port, and AM Port.
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25. Click Next. The Default Infrastructure Administrator and Authorizer User Password
window is displayed.

Default Infrastructure Administrator and Authorizer User Password

g License Enter requested information
i Prelnstall Setup
() Installation..

() Install Complete

administrator uéer SYSADMM :

Please enter password for default Infrastructure authorizer
user 5Y5AUTH :

ORACLE Please re-enter password for default Infrastructure
EINANCIAL SERVICES authorizer user 5YSAUTH :

Installamn

Administrator and Authorizer User Password

26. Enter the passwords for default System Administrator and System Authorizer users.

27. Click Next. The SFTP Details window is displayed.
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SFTP Details

& License Mate -
=¥ Prelnstall Setup Far enahle SFTP @ If walue is 1 then SFTP will be enabled . If walue is

(2) Installation 0 then FTP will be enabled
= i

[ Install Complete

ENABLE SFTP:
[1

FILE TRANSFER PORT :
|22

ORACLE
FINANCIAL SERVICES

SFTP Details

28. Enter 1 to enable SFTP or 0 to enable FTP.

NOTE:
Ensure the system on which the OFSAA Infrastructure is being installed, has either
FTP/ SFTP enabled.

29. Enter the port to be used for file transfer.
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OFSAA| FTP/SFTP Details

& License FTPSHARE PATH
= Prelnstall Setup | fscratchfofsaaapp2 /fipshare
Installation

Eestore Default || Choose. ..

(L) Install Complate
FTP / SFTP USER ID

|0fsaaapp2

Please enter Infrastructure FTP/SFTP password:

ORACLE’
FINANCIAL SERVICES

OFSAAI FTP/SFTP Details
30. Click Next. The OFSAAI Post Install Details window is displayed.

31. Enter the path of the ftpshare directory and the User Id and password for OFSAAI
Server.

NOTE:

The transfer of data (files) between the OFSAAI Server and the Web Application Server happens over FTP/
SFTP. Ensure the necessary host configurations are made for a successful handshake.

32. Click Next. The Sample Application Installation window is displayed.
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Pre-installation Summary

§ License Please review the following before continuing:

=¥ Prelnstall Setup
() Installation.. Product Name:

OFSAAINfrastructure
Install Complete

Yersion
2.0.1.0.0

Installation Folder
Fecratchfofsaaapp2 fOFSAASOD

Required Space
930 MegaBytes

ORACLE Available Space
101563 MegaBytas
FINANCIAL SERVICES

Selected | arale

Installamawhers

Cancel Previous Install

Pre Installation Summary
33. Click Install. The Installing OFSAA Infrastructure window is displayed.

Installing OFSAAINnfrastructure

o Licenze
o Prelnstall Setup
= Installation..

() Install Camplete

O

ORACLE Installation is in progress...
This process may take several minutes. Please Wait.
FINAMCIAL SERVICES

Extracting duplicates...

Cancel

Installing OFSAAI Infrastructure

Anytime during the installation you can click Cancel to stop the installation. Once
completed, the Installation Summary screen is displayed.
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INSTALLATION SUMMARY

License INSTALLATIORN SUMMARY:
o) Prelnstall Setup
: #FAT AL ERRORS

Installation.. HERRORS o
S Install Complete #DEBUG STATEMEMTS: 512
#INFORMATIONS
HUWARNINGS

Flease see the installation log under
fscratchfofsaaappd fkitfOFS _DI_PACKfOFS_aAlflogs fOFSAAISZ2015 _
07 _02_04_28_16.1og and

Jscratchfofsaaapp? JOFSAABOO/OFSAAINTrastructure_Install. log for
more detajls.

Click, an Mext to continue.

ORACLE’
FINANCIAL SERVICES

Frevious

Installation Summary

The Summary screen displays the number of Fatal Errors, Errors, Debug Statements,
Information, and Warnings along with the location of log files.

34. Click Next. The Installation Complete window is displayed.

Installation Complete

License Congratulations! Oracle Financial Servces Anaktical Applications

Prelnstall Setup Infrastructure has been successfully installed.

Installation.. Click an "Done" ta exit the installer. Please do naot close the console.
=¥ Install Complete Past Install activites will be performed in console..

ORACLE
FINANCIAL SERVICES

Installam

Cancel Help Prevdous

Installation Completed
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NOTE:

If the installation is successful with some warnings, you can navigate to the installation log for more details
and address them.

35. Click Done. Upon invoking the installer, the Introduction screen is displayed with the
prerequisites for installation. Ensure that all the prerequisites are met before you
proceed with the installation.

“ Introduction This user interface will guide wou through the solution setup Before proceeding

@ Pro-Install Configuration with the installation, you must ensure the following:
-Install Configurat

() Pre-Install Summary - The FICserer is running and all other OFSALl servers are shut down prior to
() Installing. . start of the solution installation.

) Install Compiete Mote: Af ary point if sou wish to edit previously ertered information, you rmay
access the previous screens by clicking on the Prevdous button,

ORACLE'

FINANCIAL SERVICES

Solution Setup Introduction

36. Click Next. Choose the log mode for this installer. If Debug is selected, the Passwords
will be printed in the log file.

37. Click Next to proceed.

Oracle Financial Services Software

64 ORACLE



of) Introduction Please select the Log Mode required for this Installation.
Pre-Install Configuration

() Pre-Install Summany G ; ) : :
If wou select Debug mode, the passwards will be printed in the log file. The log

(D Installing... file will be written in the path specified in the log4j xml file of the installer.

() Install Complete

® Delbug
) General

ORACLE'

FINANCIAL SERVICES

Log Mode

38. Click Next.

) Introduction Please enter the following to create a new information domain
N Pre-Install Canfiguration
Fre-Install summary

() Installing. ..
(D Install Complete

Data Integration Hub Segment
| DIHUSERS

Application Server ftpshare log path
|,fscratch,fnfsaaappE,fftpshare,fOFSDIINFO,flogs

Database Server fipshare log path
|,fscratch,fnfsaaappE,fftpshare,fOFSDIINFO,flogs

ORACLE’

FINANCIAL SERVICES

Pre-Setup Information

Create a new information domain by entering the Segment, Application Server ftpshare
log path and Database server ftpshare log path.
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o Introcluction Please review the following before continuing:

Pre-Install Configuratian
Information Domain Mame
QFSOIMFD

(D Pre-Install Summary

(D Instaling...

() Install Complete Infodom Description
Information Domain for QFS_DI

Application Schema User
rac_dihatm

Application Schema JDBEC Url
jdbcioracleithini@10.184,.135.6:1521:FSDFDE

Infodom Schema Database Name
racdihatm

ORACLE Infodom Maintenance Application Server Log
_ Path
FINANCIAL SERVICES fscratchfofsaaappZ/ftpshare/QFSDIINFO/logs

Pre-Infodom Creation Summary

39. Click Next
40. Click Install to proceed.

& Introduction Flease review the following before continuing:

o Pre-Install Configuration
PLATFORM

Pre-Install summary _ ; : 3 : ]
COracle Financial Services Analytical Applications Infrastructure

) Installing...
() Install Complete PLATFORM VERSION
8.0.1.0.0

PRODUCT NAME
Cracle Financial Services Data Integration Hub Pack

PRODUCT VERSION
8.0.1.0.0

INFODOM NAME ENTERED
CFSDHMNFO

ORACLE' OFSAAI USER 1D ENTERED

_ SYSADMMN
FINANCIAL SERVICES

CONFIG SCHEMA USER

Previous Install

Pre-Install Summary

This panel displays the installation process. Wait until it completes.
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of Introduction

& Pre-Install Configuration
& Pre-install summary

¥ Installing. ..

() Install Complete

&

Installation is in progress...
DRACI—E This process may take several minutes. Please Wait.

FINANCIAL SERVICES

Installing... Database Query Execution:

Installation in Progress
The following screen displays the completion of installation of the Oracle Financial

Services Data Integration Hub Product Setup.

41. Click Done to exit.

o) Introduction Installation is complete , but some warnings occurred during the install. Your
d Pre-Install Configuration installation log has been written to

. scratchfofsaaapp2 kit fOFS_DI_PACKfOFS_DIflogs fOFs_DI_installation. lo

) Pre-Install Summany / ! RR= IR D1 AN G2 0k DIC g
d nstalling...

Install Complete

ORACLE’

FINANCIAL SERVICES

Cancel Help Prewvious Done

Install Complete
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NOTE: Please ignore this warning message and continue, if there are no warnings in the below

screen.

@ Freinsiall Seup
B Instaliarion,.
3 Install Comolete

ORACLE
FIVANCIAL SERVICES

) Freinstall Setup
@ Installation..
B Insall Cornplens

ORACLE
FIVANCIAL SERVCES

IMET ALLATION SUMMARY:
HEATAL ERRORS
FERRORS = === o
#OEBUG STATEMENTS: 133
#INFORMATIONS. - 28
FULRININGS - -

[

ot
Pleasa see the installztion iog under fscratchjafsazappa ki) OFS_DIPACK lags Pack Install lag
Click on Mext 10 continua

Installation Summary

INSTALLATION SUMMARY

Installation Complete

Congrailations! Financlal Serces Dara Integration 1as oeen successTuly instelled

Installation Complete

CHick O “DORE" 10 @XM NSTallar. PIZASE A0 007 £1058 The Consale, FOST INS1A AcThiles will Be perfarmed in consale

T T
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NOTE:

The installation process continues on the console. Do not close the console until the installation process is
complete.
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42. Log in to My Oracle Support, search for the 33663417 Mandatory Patch in the Patches
& Updates Tab and download it.

ATTENTION On the 10th of December 2021, Oracle released Security Alert CVE-
2021-44228 in response to the disclosure of a new vulnerability
affecting Apache Log4J prior to version 2.15. The application of the
33663417 Mandatory Patch fixes the issue.

For details, see the My Oracle Support Doc ID 2827801.1.

43. Install the consolidated one-off patch 27938294. Refer to the Readme available with
the patch for further instructions on installing the patch.

44. Install the mandatory one-off patch 28079607. Refer to the Readme available with the
patch for further instructions on installing the patch.

45. Perform the steps mentioned in Post Installation Configurations section.
46. For enabling Transparent Data Encryption (TDE), see Transparent Data Encryption
(TDE).

47. For enabling Data Redaction, see Data Redaction section under Data Security and
Data Privacy chapter in OFS Analytical Applications Infrastructure Administration Guide
8.0.6.0.0.Installing DI Pack 8.0.6 in an Environment with Application Pack Release 8.0
Installed

Follow the below steps to install DIH Pack 8.0.6 in an environment with any application
pack release 8.0 installed:

—_

Log in to the system as non-root user.

N

Identify a directory for installation and set the same in the user .profile file as below:
set FIC HOME=<ofsaa install dir>

export FIC HOME
3. Execute the user .profile.

4. Run the installer at location OFS_DI_PACK/bin in GUI Mode:
./setup.sh GUI
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6. After the OFSAAI upgrade is complete, the installer is launched.
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7. Repeat the steps 5 to 12 in section 4.3.1.1 Installing DIH Pack 8.0.6 in a Fresh
Environment

8. Upon invoking the installer, the Introduction screen is displayed with the prerequisites
for installation. Ensure that all the prerequisites are met before you proceed with the
installation.

. @ Intraduction This user interface will guide you through the solution setup.Before proceeding
() Fre-insta i with the installation, wou must ensure the following:

- The FlICserver is running and all other OF544] servers are shut down prior to
start of the solution installation.

Mote: At any paoint if wou wish to edit previously entered information, wou may
access the previous screens by clicking on the Previous button.

ORACLE'

FINANCIAL SERVICES
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Solution Setup Introduction

9. Click Next. Choose the log mode for this installer. If Debug is selected, the Passwords
will be printed in the log file.

W Introduction Please selact the Log Mode recuired for this Installation,
= Pre-Install Configuration

[ Pre-lInstall Sumrmary D ) ) ) )
=2 If wou select Debug mode, the passwords will be printed in the log file. The log

file will be written in the path specified in the log4j. xml file of the installer.

() Imstalling..
() Install Cornplete

& Debug
) General

ORACLE’
FINANCIAL SERVICES

Log Mode

10. Click Next. The Pre-Setup Information page is displayed.

Specify the Data Integration Hub Segment
| DIHUSERS]

) Introduction

=¥ Pre-Install Configuration
[ Pre-Install Surmmary

(D Installing...

(2D Install Cornplete

ORACLE

FINANCIAL SERVICES

Pre-Setup Information

11. Click Next. In the Pre-installation Summary screen, click Install to proceed.
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£ Introduction Please review the following before continuing:

Pre-Install Configuration

PLATFORM
Oracle Financial Services Analytical Applications Infrastructure

¥ Pre-Install Summary
() Instaliing...

() Install Camplete PLATFORM YERSION
3.0.1.0,0

PRODUCT NAME
Oracle Financial Services Data Integration Hub Pack

PRODUCT VERSION
3.0.1.0.0

INFODOM NAME ENTERED
QOFSEFMDINFO

ORACLE OFSAAl USER 1D ENTERED

— SYSADMMN
FINANCIAL SERVICES
CONFIG SCHEMA USER

Lo ¥l

Pre-Install Summary

This panel displays the installation process. Wait until it completes.

g Introduction
$ Pre-Install Canfiguration
d Pre-Install Summary
¥ [nstalling. ..
() Install Complete

O

Installation is in progress...
DRACL.E' This process may take several minutes. Please Wait.

FINANCIAL SERVICES

Extracting duplicates...

Cancel

Installation in Progress
The following screen displays the completion of installation of the Oracle Financial Services

Data Integration Hub Product Setup.
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12. Click Done to exit.

Introduction Installation is complete , but sorme warninds occurred during the install. Your
& Fre-install Configuration installation log has been written to
Jscratchfofsaaappl kit DIHEO 1 fOFs_DI_PACKfOFS_DIflogs fFOFS_Dl_installation. |

 Pre-Install Summany 0g

Installing...
H Install Complete

ORACLE'

FINANCIAL SERVICES

Cancel Help Erevious Done

Install Complete

INSTALLATION SUMMARY

oy tIrene INSTALLATICN SUN M ART:

@ Prainziall Setup

o Installation.. i

= Install Complete HDEBUG STATEM
HFORMATIONS.
HWARNMINGS--

#FAT AL ERRORS-
HERRORS -

Please see the INStallation lag uncer fscraichfofsasenp 1/kRDIMEO 1 JOFS_DI_PACK flogs Park_Instal log
Click on Next 1o continue,

ORACLE
FIVANCIAL SERVES

Installation Summary
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e

B premsan seup
Installarion

B install Complete

Conaratulations! Financial Senvices Data Intearation has been successfully installed 1

Click an *Done’ 1 exit the installer, Please co not close the console. Post Instal activites will be performad in conscle.

ORACLE
FINANCIAL SERVICES

Installamanare

Installation Complete

Note: The installation process continues on the console. Do not close the console until the installation
process is complete.

Oracle Financial Services Software

76 ORACLE



4.3.2 Silent Mode Installation

In the Silent Mode Installation you must configure the product xml files and follow the instructions
in command prompt. For installation, follow the below steps:

1.

= © ©o N o

Update OFS DI SCHEMA IN.xml file related to Atomic/Config scheme details for AAI
configuration. Include INFODOM = “<Infodom Name>" in OFS_DI SCHEMA IN.xml file.

All the Applications which are selected within DI Pack should be installed on same atomic
schema and infodom. So the values for atomic schema name and infodom should be same
across all the apps within DI pack.

Update OFSAAI_InstallConfig.xml related to AAl configuration. For more information, refer to
Configuring OFSAAI InstallConfig.xml section.

Update OFs DI PACK.xml file for Licensing the App in the pack. For more information, refer
to Appendix K. Update the attribute ENABLE=YES/NO in OFS DI pack.xml for licensing the
App in the pack.

Open OFs DI PACK.xml file, and search for <VERSION>8.0.2.0.0</VERSION> and
replace this with <VERSTON>8.0.6.0.0</VERSION>.

Execute “osc.sh -s” for schema creation process in Silent mode.

The installer folder contains a template file “Silent.template”.
Create a copy of this file and rename the copy as “Silent.props”.
Edit the file “Silent.props” and specify the parameters as per the requirements

. On the UNIX Command prompt, execute the following command:

“/setup.sh SILENT”

11. Refer to the console log [or the file preinstall.log] for any error messages:

Silent installation is achieved via a properties file [Silent.props] that must be updated with proper values,
before attempting to install using the silent mode. The following table lists all the properties that need
to be specified:

Permissible
Property Name Description of Property Comments
values
) 0 = Debug Optional;
LOG_MODE Mode for logging
1= General Default : 0
SEGMENT_CODE Segment Code DIHUSERS MANDATORY
) # Mandatory if this an App
Infodom Maintenance log path(to . .
. Layer Installation and if
APFTP P_LOG_PATH= be created) for the new Infodom Not Applicable
you want to create a new
for app layer .
infodom.
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Permissible
Property Name Description of Property I Comments
values

# Mandatory if this an DB

Infodom Maintenance log path(to ) .
Layer Installation and if

DBFTP_LOG_PATH be created) for the new Infodom Not Applicable

you want to create a new
for DBLayer

infodom.

12. Log in to My Oracle Support, search for the 33663417 Mandatory Patch in the Patches & Updates
Tab and download it.

ATTENTION On the 10th of December 2021, Oracle released Security Alert CVE-
2021-44228 in response to the disclosure of a new vulnerability
affecting Apache Log4J prior to version 2.15. The application of the
33663417 Mandatory Patch fixes the issue.

For details, see the My Oracle Support Doc ID 2827801.1.

13. Install the consolidated one-off patch 27938294. Refer to the Readme available with the patch for
further instructions on installing the patch.

14. Install the mandatory one-off patch 28079607. Refer to the Readme available with the patch for
further instructions on installing the patch.

15. Perform the steps mentioned in Post Installation Configurations section.

16. For enabling Transparent Data Encryption (TDE), see Transparent Data Encryption (TDE).

17. For enabling Data Redaction, see Data Redaction section under Data Security and Data Privacy
chapter in OFS Analytical Applications Infrastructure Administration Guide 8.0.6.0.0.

4.3.2.1 Running the installer in Silent Mode

To install the OFSAA DI Media pack in Silent mode, execute the below command at location
OFS_DI_PACK/bin:

./setup.sh SILENT in the console.
4.3.2.2 Completing the installation in Silent Mode

Follow the below steps to complete the installation in Silent mode:

1. On launching the installer in silent mode, the environment check utility is executed as below.
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Console Prompts User Inputs

Please enter Infrastructure Enter the password to access Product Staging/Metadata
FTP/SFTP password repository directory in the application server.

2. The OFSAAI License Agreement is displayed as shown in the figure:
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Console Prompts

User Inputs

Are you accepting the terms and
conditions mentioned above? [Y/N]

Enter Y if you accept the license agreement and want to
proceed with installation.

Please enter password for default
Infrastructure administrator user
SYSADMN

Enter the password for the System Administrator.

Please re-enter password for default
Infrastructure administrator user
SYSADMN

Enter the same password again to confirm its validity.

Please enter password for default
Infrastructure authorizer user
SYSAUTH

Enter the password for the System Authorizer.

Please enter password for default
Infrastructure authorizer user
SYSAUTH

Enter the same password again to confirm its validity.

Note:

Password for SYSADMN and SYSAUTH are asked only when Dl is the first media pack installation

in the setup

SYSADMN and SYSAUTH are the two OFSAAI administrative users created by default.
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4. OFS_DI Pack installation is complete.

Oracle Financial Services Software

81 ORACLE



The installation process continues on the console, and ear/war files are created depending on web
server type, Please do not close the console until the installation process is complete.

4.4 \Verifying the Log File

The log files OFS_DI_installation.log can be found in the installation path
(/OFS_DI PACK/OFS DI/logs).The log files OFSAAInfrastructure_lInstall.log can be found in the
installation path $FIC_HOME. The log files contain detailed summary of installation processes. It also shows

the number of Fatal Errors, Errors, Debug Statements, Information, and Warnings.

Following are the log files:
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e Application Pack specific log file in /OFS_DI PACK/logs (overall status of the app pack

installation)
e AAl Installation log file in the path: /OFS DI PACK/OFS_AAI/logs.
e Application installation log file at OFS_DI_PACK/OFS_Dl/logs.
e OFS_DI_Installation_debug.log

e OFS_DI _installation.log

Note:

The warning "Object already exists, Table already has a primary key for creating table
FSI_MESSAGES” present in OFS_ DI installation.log can be ignored.

4.5 Verifying the Installation

This section explains the steps to verify your installation of Application.

To verify that you have successfully installed the OFS DI pack follow the below steps:
1. Login in to the atomic schema.

2. Verify the application log (it must not have any error).

3. Verify all the database objects like view, procedure, and functions must have been complied
without any compilation error.

4. Deploy the war file and check the application screen is coming or not.
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5 Upgrading the OFS DI Application Pack

Refer to the following instructions to download, extract, install, and configure this release.

1.

Download the OFS DI Application Pack v8.0.6.0.0 archive file and copy it to your OFSAA server in Binary
mode.

Note: The archive files are different for every operating system like AlX, Solaris, and RHEL/Oracle
Linux.

Log in to the OFSAA Server.

Shut down all the OFSAAI Services. For more information, refer to the Start/Stop Infrastructure Services
section in_Appendix D.

Log in to My Oracle Support, search for the 33663417 Mandatory Patch in the Patches & Updates Tab
and download it.

ATTENTION On the 10th of December 2021, Oracle released Security Alert CVE-
2021-44228 in response to the disclosure of a new vulnerability
affecting Apache Log4J prior to version 2.15. The application of the
33663417 Mandatory Patch fixes the issue.

For details, see the My Oracle Support Doc ID 2827801.1.
Execute the following command:
chmod -R 750 $FIC HOME

If you have Unzip utility, skip to the next step. Download the Unzip utility (OS specific) and copy it in
Binary mode to the directory that is included in your PATH variable, typically $HOME path or directory in
which you have copied the 8.0.6.0.0 installer.

e Uncompress the unzip installer file using the command:
uncompress unzip <os>.7Z

Note: In case you notice an error message “uncompress: not found [No such file or directory]”
when the package is not installed, contact your UNIX administrator.

e Give EXECUTE permission to the file using the command:
chmod 751 OFS DI 80500 <OperatingSystem>.zip

Extract the contents of the Oracle Financial Services Data Integration Application Pack 8.0.6.0.0 in
Download Directory installer archive file using the following command:

unzip <os> <name of the file to be unzipped>

Give EXECUTE permission to the archive file. Navigate to the path
OFS_DI_80500_<OperatingSystem>.zip and execute the command:

chmod -R 750 OFS DI 80500 <OperatingSystem>
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9. Navigate to OFS_DI_PACK/OFS_Dl/conf and create a copy of “Silent.template” and rename the copy as
“Silent.props”.

10. Execute setup.sh file using the following command from the OFS_DI/bin directory:
./setup.sh SLIENT

Verify if the release is applied successfully by checking the log files generated in the installation folder as
mentioned below:

e OFS DI PACK/OFS_AAAI PACK/logs/OFSAAIUpdate.log for Infrastructure installation log
file.

e OFS DI PACK/OFS_DI/logs/OFS_DI installation.log for OFS Data Integration Pack

installation log file.

11. You can ignore ORA-00001, ORA-00955, ORA-02260, and ORA-01430 errors in the log file. If there are
any other errors, contact Oracle Support.Navigate to OFS_DI_PACK/bin and execute setup.sh in silent
mode using the following command :

./setup.sh SILENT.

Verify if the release is applied successfully by checking the log file generated in the installation folder. You
can ignore ORA-00001, ORA-00955, ORA-02260, and ORA-01430 errors in the log file. In case of any
other errors, contact Oracle Support.

12. For more information on securing your OFSAA Infrastructure, refer to the Security Guide in OHC Library.
13. After successful installation, follow these steps:

Log in to the web application server and clear the application cache. Navigate to the following path
depending on the configured web application server and delete the files.

e WebLogic

<Weblogic installation location>/domains/<Domain name>/servers/<Server
name>/tmp/ WL user/<Application name>/<auto generated

folder>/jsp servlet

In case of WebLogic version 12.2.x.x, delete the folder named
".WL internal" present in the path <WebLogic installation
location>/user projects/domains/< Domain name

>/applications/<context name>.ear/META-INF/", if it exists.

o WebSphere

<Websphere installation directory>/AppServer/profiles/<Profile

name>/temp/<Node name>/serverl/<Application name>/<.war file name>

14. Add umask 0027 in the .profile of the UNIX account which manages the WEB server to ensure restricted
access permissions.

15. Restart all the OFSAAI services. For more information, refer to the Start/Stop Infrastructure Services
section in Appendix D.
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16. Generate the application EAR/WAR file and redeploy the application onto your configured web application
server. For more information on generating and deploying EAR / WAR file, refer Appendix C.

17. For enabling TDE, see Configuring TDE in case of Upgrade.
18. For enabling Data Redaction, see Enabling Data Redaction in case of Upgrade.

19. Install the mandatory one-off patch 28079607. Refer to the Readme available with the patch for further
instructions on installing the patch.
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6 Post Installation Configuration

Once the OFS DI Application pack installation is completed successfully, certain post-installation steps are
required to set configuration parameters. These configuration parameters are distributed across the machines on
which Infrastructure Web, Application, and Database components have been installed.

This chapter includes the following sections:

Patch OFSAA Infrastructure Installation
Deploying DIH application for Tech stack (Java 8 — Oracle Weblogic Server 12.2.1.2 — ODI| 12.2.1.0.0)
Deploying DIH Application for ODI 11g (11.1.1.7.0/11.1.1.9.0)

Configure Resource Reference
Start OFSAA Infrastructure Services
Add TNS entries in TNSNAMES.ORA file

Create and Deploy the Application Pack Web Archive
Access the OFSAA Application

Perform Post Deployment Configurations

Note:

e Ensure to clear the application cache prior to the deployment of Infrastructure or
Application Service Packs / One-off patches. This is applicable to all Web Servers
(WebSphere, WeblLogic) and OS combinations. For more information, refer Clearing
Application Cache section.

¢ Install the patches listed in the following table. Refer to the Description column for details.

Patch Number Type Description
27938294 Mandatory one-off Refer to the Readme available with the patch for
patch further instructions on installing the patch.
28079607 Mandatory one-off Refer to the Readme available with the patch for
patch further instructions on installing the patch.
28033582 Mandatory Enables you to upgrade selected packs in your
compatibility patch OFSAA instance to 8.0.6.0.0 and makes the existing
packs from earlier versions compatible with 8.0.6.0.0.
Applying this patch resolves compatibility issues.

6.1

Patch OFSAA Infrastructure Installation

Oracle strongly recommends installing the latest available patch set to be up-to-date with the
various releases of the OFSAA product.

Apply the following mandatory patch:
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o 33663417

ATTENTION On the 10th of December 2021, Oracle released Security Alert
CVE-2021-44228 in response to the disclosure of a new
vulnerability affecting Apache Log4J prior to version 2.15. The
application of the 33663417 Mandatory Patch fixes the issue.

For details, see the My Oracle Support Doc ID 2827801.1.

Ensure that you reapply the 33663417 Mandatory Patch
whenever you install or upgrade the application, or apply an
incremental patch.

6.2 Deploying DIH application

To deploy DIH application follow the below steps:

1. Navigate to $FIC_HOME/ficdb/bin/ path and execute the copyOdiJars. sh file with ODI
version as argument.

e |f ODI Version is 12.2.1.2.0 then the argument will be 12212.
o If ODI Version is 12.2.1.3.0 then the argument will be 12213.
e |f ODI Version is 12.1.3.0 then the argument will be 1213.

o If ODI Version is 12.2.1.2.6 then the argument will be 122126.
e |f ODI Version is 12.2.1.0.0 then the argument will be 1221.

2. Copy the odikmvarstore.jar from $FIC_WEB HOME/webroot/WEB-INF/1lib. to ODI
installation directory.

a. In case of standalone ODI agent, copy to <ODI HOME>/odi/agent/1lib
b. In case of J2EE ODI agent, copy to <ODI DOMAIN>/1lib
3. Import the following Knowledge modules and procedure to ODI.

a. Obtain the following XMLs from $FIC_HOME/KM_Files:
o KM_IKM_MultiFiles_to_Oracle_ SQLLDR__ Direct_Target.xml
o KM_IKM_MultiFiles_to_Oracle_ SQLLDR_with_EBCDIC__ Direct_Target.xml
e KM_IKM_Oracle_Insert_Only.xml
o KM_IKM_Oracle_Insert_Only__Ext Tab_and _DB_.xml
e KM_IKM_Oracle_Multi_Table_Insert_ SQLLDR__Direct_Target.xml
o KM_IKM_Oracle_Multi_Table Insert SQLLDR_with_EBCDIC__ Direct_Target.xml
e KM_IKM_ Oracle_Multi_Table Insert NonDirect.xml
e KM_IKM_Oracle_Multi_Table_Insert_ NonDirect Ext Tab_and DB _.xml

e KM_LKM_MultiFiles_to_Oracle_ EXTERNAL_TABLE_.xml
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KM_LKM_MultiFiles_to_Oracle_ SQLLDR_.xml
KM_LKM_MultiFiles_to_Oracle__SQLLDR_with_EBCDIC_.xml
KM_LKM_MultiFiles_to_Oracle_Multi_Insert_ EXTERNAL_TABLE_.xml
KM_LKM_MultiFiles_to Oracle_Multi_Insert_ SQLLDR_.xml
KM_LKM_MultiFiles_to_Oracle_Multi_Insert_ SQLLDR_with_EBCDIC_.xml
KM_LKM_Oracle_to_Oracle_ DBLINK No_Source View__.xml
KM_LKM_Oracle_to_Oracle_Multi_Insert_ DBLINK_No_Source View___.xml
KM_LKM_XML_to_ Oracle.xml

KM_LKM_XML_to Oracle_Multi_Table_Insert.xml
KM_IKM_Oracle_Extract.xml
KM_LKM_Oracle_to_Oracle_Datapump__ DBLINK_.xml

KM_LKM_File to_SQL.xml

KM_LKM SQL to Oracle.xml
KM_LKM_Hive to Oracle Big Data SQL _.xml
KM_IKM_Hive_Control_Append.xml

KM_IKM SQL to File Append.xml
KM_LKM_MultiFiles_to_Hive_ EXTERNAL_TABLE_.xml

KM_LKM_SQL_to_SQL.xml

b. Obtain the following XMLs from standard ODI installation directory
<ODI_INSTALL_DIR>/odi/sdk/xml-reference.

KM_CKM_Oracle.xml

4. Import following additional Knowledge modules if the source is Hadoop.

a. Get the following XMLs from $FIC_HOME/KM_Files.

KM_LKM_File_Hive_to_Oracle_ OLH_.xml

KM_LKM_File_Hive_to Oracle_Multi_Insert  OLH_.xml

b. Get the following XMLs from Hadoop connector enabled ODI installation directory.

KM_IKM_File_Hive _to Oracle_ OLH_OSCH_.xml

Edit the TRT_Recon.xml and replace the value DIH OFSAATOMIC with INFODOM name
and import into ODI.

5. After successful installation, perform the these steps:

a. Clear the application cache. Navigate to the following path depending on the configured web
application server and delete the files.
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e WeblLogic:

<Weblogic installation location>/domains/<Domain name>/servers/<Server
name>/tmp/_WL_user/<Application name>/<auto generated folder>/jsp_servlet

e WebSphere:

<Websphere installation directory>/AppServer/profiles/<Profile name>/temp/<Node
name>/server1/<Application name>/<.war file name>

6. Puta TNS Entry named same as INFODOM in the ODI Agent machine (if ODI Agent is not
running in same machine as OFSAAI). This should point to atomic schema.

<INFODOM> = (DESCRIPTION = (ADDRESS LIST = (ADDRESS = (PROTOCOL =
TCP) (HOST = <Atomic DB Server>) (PORT = <Port Number>)) ) (CONNECT DATA
= (SERVER = DEDICATED) (SERVICE NAME = <Service Name>) ) )

7. Generate the application EAR/WAR file and redeploy the application onto your configured web
application server. For more information on generating and deploying EAR / WAR file, refer to
the Post Installation Configuration section in Oracle Financial Services Data Integration
Installation Manual Release 8.0.1

8. In case of upgrade login to the application. Select Application Data Integration Hub. Navigate
to Administration->Settings and re-save the ODI details again. Refer the section 4.1.1 in
Oracle Financial Services Data Integration User Guide available on OHC Documentation Library
for details on Editing the Settings.

6.3 Configure Resource Reference

Configure the resource reference in the Web Application Server configured for OFSAA Applications. Refer
Appendix B for details on configuring the resource reference in WebSphere and WebLogic application
Servers.

6.4 Start OFSAA Infrastructure Services

Start the OFSAA Infrastructure Services prior to deployment or accessing the OFSAA Applications.

Refer to Start/ Stop OFSAA Services for details.

6.5 Add TNS entries in TNSNAMES.ORA file

Add TNS entries in the tnsnames. ora file, for every schema created for the Application Pack
To find the thsname for the entries, follow these steps:
1. Login to the application using System Administrator privileges.
2. Navigate to System Configuration & Identity Management tab.
3. Click Administration and Configuration >> System Configuration >> Database Details.

4. Expand Name to get the list of TNS entry names.
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5. Alternatively, you can connect to the CONFIG schema and execute the below query:

select dbname from db master where dbname !='CONFIG'
6.6 Create and Deploy the Application Pack Web Archive

On successful installation of the OFSAA Application Pack, the web archive file is automatically generated.
However, you need to deploy the generated web archive file on the Web Application Server.

For identifying the location of the generated web archive file and for generating and deploying the web
archive file at any time later, refer Appendix C.

NOTE: Refer the Oracle Financial Services Forms Manager User Guide for instructions on Creating and
Deploying the Forms Manager Web Archive.

6.7 Access the OFSAA Application

Prior to accessing the OFSAA application ensure the Internet Explorer Settings are configured.

Refer to Appendix E for details on accessing the OFSAA Application on successful deployment of the
application web archive.

6.8 Perform Post Deployment Configurations

Prior to using the OFSAA Application perform the Post Deployment Configuration steps detailed in Post-
Deployment Configuration.
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7 Appendix A: Configuring Web Server

This appendix includes the following sections:

=  Configuring Web Server

=  Configuring Web Application Server

7.1 Configuring Web Server

This step assumes an installation of a Web Server exists as per the prerequisites.

Refer the product specific Installation Guide/ Configuration Guide to install/ configure the Web Server. If an
installation already exists, skip and proceed to the next step.

NOTE: Make a note of the IP Address/ Hostname and Port of the web server. This information is required
during the installation process.

Refer Oracle Financial Services Analytical Applications Infrastructure Security Guide mentioned in the
Documentation Library for OFSAAI 8.0.0.0.0 (OHC), for additional information on securely configuring your
Web Server.

Ensure to enable sticky session/ affinity session configuration on the web server. Refer the respective product
specific Configuration Guide for more details. Additionally, you also need to enable the sticky session/ affinity
session configuration at Load Balancer level if you have configured a Load Balancer in front of the web
server(s).

7.2 Configuring Web Application Server

This step assumes an installation of a web application server exists as per the prerequisites. To configure
the Web Application Server for OFSAA Deployment refer the sections below.

This section includes the following topics:

=  Configuring WebSphere for Application Deployment

=  Configuring WebLogic for Application Deployment

NOTE: Make a note of the IP Address/ Hosthame and Port of the web application server. This information is
required during the installation process (required if Web Server is not configured).

Refer OFSAA Secure Configuration Guide/ Security Guide mentioned in the Related Documents section for
additional information on securely configuring your Web Server.
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7.2.1 Configuring WebSphere Application Server for Application Deployment

You can deploy multiple OFSAA applications on different profiles of a WebSphere application server. To
create multiple WebSphere "Profiles", use the command line option as explained as follows. A profile is the
set of files that define the runtime environment. At least one profile must exist to run WebSphere Application
Server.

This section includes the following topics:

=  Creation of New Profile in WebSphere

= Managing IBM WebSphere SDK Java Technology Edition Versions

= Manage Applications in WebSphere

= Delete WebSphere Profiles

= Configuring WebSphere Shared Library to Support Jersey 2x and Jackson 2.9x Libraries
=  WebSphere HTTPS Configuration

=  WebSphere Memory Settings

= Configuring WebSphere for REST Services Authorization
= Configuring Application Security in WebSphere

7.2.1.1 Creation of New Profile in WebSphere

The Profile is created in WebSphere through command line using the manageprofiles.sh which resides in
<WebSphere Install directory>/AppServer/bin.

The command to create a profile without admin security through command line is as follows:

"manageprofiles.sh -create -profileName <profile> -profilePath
<profile path> -templatePath <template path> -nodeName <node name> -
cellName <cell name> -hostName <host name>"

Example:

Susr/home>. /manageprofiles.sh -create -profileName mockaix -
profilePath/websphere/webs64/Appserver/profiles/mockaix -
templatePath/websphere/webs64/Appserver/profileTemplates/default -
nodeName ipa020dorNode04 - cellName ipa020dorNode(04Cell -hostName
ipa020dor

The command to create a profile with admin security through command line is as follows:

"manageprofiles.sh -create -profileName <profile> -profilePath <profile path>
-templatePath <template path> -nodeName <node name> -cellName <cell name> -
hostName <host name> -enableAdminSecurity true -adminUserName <Admin User
Name> -adminPassword < Admin User Password> -samplespassword <sample User

Password>"

Example:

Oracle Financial Services Software

93 ORACLE



Susr/home>. /manageprofiles.sh -create -profileName mockaix -
profilePath/websphere/webs64/Appserver/profiles/mockaix -
templatePath/websphere/webs64/Appserver/profileTemplates/default -nodeName
ipa020dorNode04 -cellName ipa020dorNode04Cell -hostName ipa020dor -
enableAdminSecurity true -adminUserName ofsaai -adminPassword ofsaai -

samplespassword ofsaai"

NOTE: While using the manageprofiles.sh command to create a New Profile in WebSphere, you can also use
"-validatePorts" to validate if the specified ports are not reserved or in use. Additionally, you can specify new
ports with "-startingPort <base port>" which specifies the starting port number to generate and assign all ports
for the profile. For more information on using these ports, refer WebSphere manageprofiles command.

7.2.1.2 Managing IBM WebSphere SDK Java Technology Edition Versions

By default, WebSphere Application Server V8.5.5.X uses the Java 6.0 SDK. You must upgrade to Java 7.X SDK or
JAVA 8.X SDK.
Prerequisites: Install the IBM WebSphere SDK Java Technology Edition Versions 1.7.X_64 or 1.8.X_64.

Perform the following steps to upgrade to Java 7.X SDK or JAVA 8.X SDK:

1. Enter the WebSphere URL in the format http://HOST NAME:PORT NUMBER/ibm/console (use https
if SSL is enabled.). For example, http://192.168.1.0:9000/ibm/console.

2. Login with your administrator user ID and password.

3. From the LHS menu, click Servers to expand and view the menu.

4. Click Server Types to expand the menu further and then click WebSphere Enterprise Application Servers
to view the Application servers window.

5. On Application servers window, click the required Application Server link. For example, server1 in the
following illustration:

Application servers ? E

Application servers > serverl

Usa this page to configure an application server An application server is a server that provides services required to run enterprise applications.

Runtima | | Configuration

General Properties Container Settings

Name 25
Session mansgement

o)

SIP Container Settings
Node name g -
[ Wab Containar Settings

(hf003anNode01 |

L
Run in development mode E EJB Containe
+

¥|  parallel start

Start components as neaded
Access to internal server classes

Applications

Installed applications

Server-specific Application Settings Sarver messagin
Serve ging

Messaging enginas

Clazsloader policy
Multiple ¥

Class loading mode

Apply | CK || Resei || Cancel

Messaging engine inbound transports

WebSphgre MO link inbound trangports
S8 service

Server Infrastructure

[# Java and Process Managemant
@ Administration

Javs SDKs
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6. Click Java SDKs link from Server Infrastructure to view the list of Java SDKs.

Application servers 7 =

Application servers * serverl > Java SDKs

This page lists the software development kits (SDKs) that are installed on the server. These SDKs are available to the servers.

# Praferences

Make Default
e o)

Select | Name 2 Version o Location o Bits o Default 2

You can administer the following resources:

1.6_64 1.6 ${WAS_INSTALL_ROOT}/java 54 false
1.7_64 1.7 S{WAS_INSTALL_ROOT}/ java_1.7_64 | 64 falze
= | 1.8 64 1.8 £{WAS_INSTALL_ROOT)}/java_1.8 &4 | 64 true

Total 3

7. Select either 1.7_64 or 1.8 64 based on the JVM version with which you plan to install OFSAA or have
installed with.

8. Click Make Default button and save to master repository.

9. Restart the WebSphere Application Server to apply the changes to the IBM application profile.

7.2.1.3 Manage Applications in WebSphere

To manage the installed applications in WebSphere, do the following:
1. Open the administrator console using the following URL:
http://<ipaddress>:<Administrative Console Port>/ibm/console

Example: http://10.111.222.333:9003/1ibm/console (https if SSL is enabled)

NOTE: Administrative Console Port value is available in serverindex.xml file within <WebSphere Profile
Directory>/config/cells/<Node Cell>/nodes/<Node Name> directory.

The Integrated Solutions Console Login window is displayed.
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Integrated Solutions Console

Log in to the console.
User ID:

upgs?3
Passvword:

Log in l

Integrated Solutions Console Login

2. Log on with the User ID provided with the admin rights.

3. From the LHS menu, expand the Applications > Application Type> WebSphere Enterprise

Applications.

4. The Enterprise Applications screen is displayed.
nterprise Applications

Enterprise Applications

Use thiz page to manage installed applications. 2 single application can be deployed ante multiple servers.

@ Freferences

Seare | | Seep [nslall| Uninseall Updats Felleur Update Remeve File I Eapr.r1|

7=

Expert DOL ] Export File

oo ?

Select| Name 2 Application Status £)_
You can administer the following resources:

O Defsultizslication L

I:‘ ivtapo '

D query L

O |uesszz »

Totzal 4

Enterprise Applications
5. This Enterprise Applications screen helps you to:
= Install new application

= Uninstall existing applications
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= Start or Stop the installed applications
7.21.4 Delete WebSphere Profiles

To delete a WebSphere profile, do the following:
1. Select the checkbox adjacent to the required application and click Stop.
2. Stop the WebSphere profile to be deleted.
3. Navigate to WebSphere directory:
<WebSphere Installation Directory>/AppServer/bin/
4. Execute the command:
manageprofiles.sh -delete -profileName <profile name>
5. Delete profile folder.
Example: <WebSphere Installation Directory>/AppServer/profiles/<profile name>
6. Execute the command:

manageprofiles.sh -validateAndUpdateRegistry
7.2.1.5 Configuring WebSphere Shared Library to Support Jersey 2x and Jackson 2.9x Libraries

Perform the following configuration to set WebSphere shared library to support jersey 2x and Jackson 2.9x
libraries.

1. Click Environment from the menu on the left to expand and view the list. Click Shared Libraries to
open the Shared Libraries window.

LENSWNTUUGNNOOE ZLE, FIOTIE=AAISUD
| View: | Al tasks v ‘
|Shared Libraries o
Shared Libraries > New..

Use this page ta defin

Welcome

Guided Activities
rwide shared library that can be used by deployed applications.
Servers
Configuration
Applications
Sarvices
General Properties

Resources

# Scope
Se ity
ourt [cells:whfooagnNodeacsll:nodes:whftOagnNode0L isarvars: serverl
) Emvirenment
+ Name
Virtual hosts Persevas
Update globz| Web server plug-in configuration
A Diescription

Providing Jersey 2.x shared library |

ation routers
Replication domains

Naming 4

05Gi bundle repositaries

+# Classpath
System administration /scratch/IBM/WebSphere/AppServer/ profiles/ AA1805/SharsdLIB/
Users and Groups
Monitoring and Tuning £
Troubleshooting Native Library Path

Service integration

uDDI

Class Loading

¥ Use an isolated class loader for this shared library

Apply || OK || Reset || Cancel

2. Enter details as shown in the following:

a. Name: Enter a unique identifiable name.
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b. Description: Enter a valid description.
Classpath: Enter the absolute path where the JARs related to Jersey 2.x and Jackson 2.9x are

copied. These jars are available in the <OFSAA_HOME>/utility/externallib/WEB-INF/lib directory
after creation of the EAR file.

3. Select Use an isolated class loader for this library.
4. Click OK to save to master configuration.

5. Select the application or module and map the shared libraries. Click OK. In the following illustration,
ofsa is selected.

Enterprise Applications ?

Sharad Library Mapping for Madules

Specify shared libraries that the application or individuzl medules reference, These libraries must be defined in the configuration at the appropriate
scopa.

Reference shared libraries

Select | Application URI Shared Libraries
d ofsa META-INF/application.xml|
Select| Module URI Shared Libraries
b OFSAAT Web Application ofsa.wan WEB-INF/web.xml
CK || Cancel

6. From the Shared Library Mapping window, move the required shared libraries from Available to
Selected. In the following illustration, JERSEY2x is selected.

Enterprise Applications rg

Map shared libraries to an entire application or to one or more modules.

Map libraries to the application or module listed

OFSAAL Web Application

Select the library in the Available list. Move it to the Salected list by clicking ==.

Availabla: Selectad:
JERSEYZx

(®]
K1

Mevian
OK || Cancel

7. Click OK.
8. Similarly, select the next application or module and repeat the procedure from steps 5to 7.
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Enterprise Applications

Shared Library Mapping for Modules

Specify shared libraries that the application or individuzl modules reference. These libraries must be defined in the configuration at the appropriate

scope.

Reference shared libraries

Select | Application URI Shared Libraries
ofsa META-INF/zpplication.xml JERSEYZx
Select| Moduls URI Shared Librarizs
OFSAAI Web Application ofsa.wan, WEB-INF/web.xml JERSEY2x
OK | | Cancel

9. Disable the built-in JAX-RS via JVM property.

a. Go to WebSphere admin console in Servers > WebSphere Application Servers >

yourServerName.
b. In Server Infrastructure section, go to Java and Process Management > Process definition >

Java Virtual Machine > Custom properties.
c. Add the following property:

com.ibm.websphere.jaxrs.server.DisableIBMJAXRSEngine=true

10. Restart the application.

7.21.6 WebSphere HTTPS Configuration
Following are the steps for configuring an HTTPS Transport on WebSphere:
1. Create a profile using the Profile Creation Wizard in WebSphere.

Note down the https port specified during this process and use the same as servlet port or web
server port during OFSAAI installation.

2. To enable https configuration on Infrastructure, assign value 1 to "HTTPS ENABLE" in
OFSAAI_InstallConfig.xml for SILENT mode OFSAAI installation.

7.21.7 WebSphere Memory Settings

To configure the WebSphere Memory Settings:

1. Navigate to Websphere applications server > Application servers > server1 > Process definition
> Java Virtual Machine.

2. Change the memory setting for Java Heap:
Initial heap size = 512

3072

Maximum heap size
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7.2.1.8 Configuring WebSphere for REST Services Authorization

Configure the following in WebSphere to enable REST API authorization by OFSAA:

1. Log on to WebSphere console with the User ID provided with the admin rights.

2. Expand Security menu in the LHS and click Global security > Web and SIP security > General
settings.

WebSphere. [T

— Cell=wht00agnioas07 Cell, Prfile=aix806 Close page
| View: | Alltasks v ‘
cloba security N T
Welcome Freld el
. Glabal security > Web security - General settings ield help
ided Activities For field help information,
Servers Specifies the settings for web authentication Select 2 field labal or list
Genersl Properties marker when the help cursar
) Applications
web authentication behavior
&) Servicss ~
[®] Authenticate only when the URI is protected
Resources pao=
¥ Use availatls suthentication data whan an unprotacted URI is accessed
= Security
Authenticate when any URI is accessed
Global security

Default to basic authentication whn cartificate authentication for the HTTPS lient fails

Apply | [ OK | [ Reset | | Cancel

Environment
) System administration

Estanded Repasitory Service

Users and Groups
&) Mo

Troubleshooting

ing and Tuning

Service integrasion

uDDI

3. De-select the Use available authentication data when an unprotected URI is accessed
checkbox.

4. Click OK.

[ software

Call=inr00aqnNede07C:

| View: | Al tasks v |
[Global security.

& The server may n=ed to be restartad for these changas to take effect.

= Security
Global security
Global securicy
e Use this panel to configure administration and the default application security policy. This security configuration applies to the rity policy for all administrative
= N functions and s used as a default security policy for user applications. Security domains can be defined to override and customize the security policies for user
Adk Authorization Groups appications.
and key management

Security Configuration Wizard | Security Configuration Report |

Administrative security Authentication

9 cnabie e security Authentication mechanisms and expiration

® (o8
administrative authentication Werberos and LTPA
Kerberos configuration

Application security SwaM ): No between servers
Users and Grous Enable application security Authentication cache ssttings
web and SIP security

Monitaring and Tuning
Java 2 security

ubleshooting
Use Java 2 security to restrict application access to local resources 1 and Authorization Service
Service integration 7
@ UbDI Enable Jova Authe: SPI (JASPT)
Broviders

User account repasitory tea
2l »

5. Click Save to save the changes to master configuration.
7.21.9 Configuring Application Security in WebSphere

This is a mandatory security procedure for WebSphere to restrict the unauthorized access of configuration files in
directories. For detailed information, see the Oracle Financial Services Analytical Applications Infrastructure

Security Guide.
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7.2.2 Configuring WebLogic for Application Deployment

You can deploy multiple OFSAA applications on different domains of a stand-alone Weblogic application
Server. To create a WebLogic "Domain" you can use the Domain Creation wizard. A domain is the set of
files that define the runtime environment. At least one domain must exist to run WeblLogic Application
Server.

Note: For deployment on Oracle WebLogic Server 12.2.1.2 + (64 bit) with Java 8, download and install
patch 18729264 from My Oracle Support.Following configuration is required only if OFS Big Data
Processing is licensed and enabled in your OFSAA instance and OFSAA is deployed on Oracle WebLogic
Server version 12.2.x:

The jersey-server-1.9.jar file should be copied to <HIVE_LIB_ PATH> path.
This section includes the following topics:

= Creating Domain in WebLogic Server

= Delete Domain in WebLogic

=  Configuring WebLogic Memory Settings

= Configuring WebLogic for REST Services Authorization
7.2.21 Creating Domain in WebLogic Server

1. Navigate to the directory <WLS_HOME>/wlserver/common/bin and execute the command:
./config.sh
The Configuration Type window of the Configuration Wizard is displayed.
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| 3] Fusion Middleware Confige aain=si

Configuration Type ORACLE

FUSION MIDDLEWARE
%) Create Domain

Templates
Administrator Account

Domain Mode and [DE

Caonfiguration Summary

Wihat doyou want to do?

).r\ Advanced Configuration
[ Configuration Progress

End Of Configuration 2l |Create 3 new domain

Update an existing domain

Domain Location: | Dracle/Middleware /Oracle_Home/user_projects /domains/base_domain Erowse

Create a new domain.

Help Mext > Cancel

2. Select Create a new domain option and click Next. The Templates window is displayed.

z‘ Fusion Middleware Configuration Wizard - Page 2 of 8@ofss220601

= 2
- TNy j‘
FUSION MIDDLEWARE

Create Domain

Templates #|Create Domain Using Product Templates:
A

s AEEu Template Categories: [All Templates

Domain Mode and |DK Available Templates

Basic Weblogic Server Domain - 12.2.1.2.0 [wiserver] *

WieblLogic Advanced Web Services for [Ax-RPC Extension - 12.2.1.2.0 [oracle_common]

WiehlLogic Advanced Web Services for [AX-WS Extension - 12.2.1.2.0 [oracle_commaon]
Configuration Progress WebLogic Coherence Cluster Extenszion - 12.2.1.2.0 [wizerver]

)T& Advanced Configuration
T Configuration Summary

End Of Configuration WiehLogic [AX-WS SOAP/IMS Extension - 12.2.1.2.0 [oracle_comman]

Create Domain Using Custom Template

Help

< Back Mext > Cancel

3. Select the Create Domain Using Product Templates option and click Next. The Administrator
Account window is displayed.
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g —
Fusion Middleware Configuration Wizard - Page 3 of 8@ofss220601 EE £S5

Administrator Account O'-"ACLE
FUSION MIDDLEWARE

Create Dom ain

Templates

i) Administrator Accourt

Diomain Maode and DK
Advanced Canfiguration
T Configuration Summary

Configuration Progress

' End Of Configuration Mame

Passwnord | |

Confirm Password | |

User name may not contain commas, tabs, or any of the following characters: <># &0{}

| Help | | < Back | Mext = I Finish | Cancel ‘

4. Enter the user name to be assigned to the administrator, the password and confirm the
password. Click Next. The Domain Mode and JDK window is displayed.

- —
Fusion Middleware Configuration Wizard - Page 4 of 8@ofss220601 (e o= e

Domain Mode and JDK ORACLE
FUSION MIDDLEWARE

Lreate Domain
Domain Mode

#)|Development

Utilize boot.praperties for username and password, and poll for applications tao deploy.

Templates

Domain Mode and DK )
_ Production
Advanced Configuration . o

Require the entry of 2 username and password, and do not pall for applications to deplay
Configuration Summ ary

DK
) Configuration Progress ]

/T\

? Administrator Account
T

)T‘\

T

!

=) Oracle HotSpot 1.8.0_45 fusrfjava/jdkl.G.0_45
o End Of Configuration

) Other |DK Location: Browvuse

| Help | < Back | Mext = I Einizh Cance|

5. Select from the following options:
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In the Domain Mode section, select the required mode (Development
or Production).

In the JDK section, select the required option. If you select Other JDK Location,
click Browse, navigate to the JDK location, and select. Click Next.

The Advanced Configuration window is displayed.

- 1
_i| Fusion Middleware Configuration Wizard - Page 5 of 9@ofss220601
Advanced Configuration ORACLE
FUSION MIDDLEWARE
Create Domain ]
/T\ + | Administration Server
Templates
/T\ Madify Settings
T Administrator Account
T Domain Mode and |DE Node Manager
j=] Advanced Configuration Configure Mode Manager
T Administration Server Topology
¥ Configuration Summary Add, Delete or Modify Settings for Managed Servers, Clusters, Virtual Targets and Coherence
Configuration Progress
End Of Configuration
Help <« Back Mext = Cancel
\ ——

6. Select Administration Server. A WebLogic Server domain must have an Administration
Server. You can also select Manages Servers, Clusters and Machines and RDBMS
Security Store, if required. Click Next.

The Administration Server window is displayed.
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j‘ Fusion Middleware Configuration Wizard - Page & of 9@ofss220601

—__-_.—
Administration Server ORACLE
FUSION MIDDLEWARE

Create Domain

Templates
Administrator Account
Domain Mode and JDKE
Advanced Configuration

Administration Server Server Mame AdminSerer

Configuration Summary

.

Listen Address | All Local Addresses

Configuration Progress Listen Port 2091

End &f Configuration
Enahle 551

3L Listen Port

Port number must be between 1 and 65535, and different from 550 listen port and coherence port.

Help

< Back Mext = Cancel

7. Enter Administration Server details such as the Server Name, Listen
address, Listen Port, Enable SSL(for secure login using https,
select this check box), and SSL listen port. Click Next. The
Configuration Summary window is displayed.

Note: Make a note of the Listen Port or SSL Listen Port value (for
example: 7007), since the same has to be re-entered in the Servlet
port field during Infrastructure installation.
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EI Fusion Middleware Configuration Wizard - Page 7 of 9@ofss220601

Configuration Summary

Create Domain
Templates
Administrator Account
Comain Mode and JOK
Advanced Configuration

Administration Server

S —

&) Configuration Summary
Configuration Progress

End Of Configuration

Help

s Views | Deployment -

[ base_domain {fscratch/806ws /Oracle /Middleware,
B [ Server
D Adminserver

3

the left pane, or by using the Back button

_ORACLE
FUSION MIDDLEWARE

Mame
Description
Authar
Location

Ll I R— r

Select Create to accept the above options and start creating and configuring a new domain. To change the
abowe configuration before starting Domain Creation, go backto the relevant page by selecting its name in

= Back

u)l

Bazic Weblogic Server Domain
Create a basic WeblLogic Server domait
Cracle Corporation
Jscratch 806wtz f Oracle Middleware f

Cancel

LCreate

8. Verify the configuration details of the WebLogic domain and click
Create. The Configuration Progress window is displayed with the
status indication of the domain creation process.
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,
e

Configuration Progress

), Create Domain
. Templates
Administrator Account

Domain Mode and JDK

A, Advanced Configuration
Administration Server

Configuration Summary
Configuration Progress

End Of Canfiguration

ORACLE’

FUSION MIDDLEWARE

| 100%

Copy Unprocessed Artifacts

Security Processing

Artifacts Generation

string Substitution

$eee e

Post Processing

= Back | Mext = Einizh Cancel

9. Click Next when 100% of the activity is complete.
The End of Configuration window is displayed

= ==
Fusicn Middleware Configuration Wizard - Page 9 of 9@ofss220601

End Of Configuration

A Create Domain
A Templates

Administrator Account

Domain Mode and DK

Advanced Configuration

Administration Server

Configuration Summary

Configuration Progress

End Of Configuration

ORACLE
FUSION MIDDLEWARE

<+ Oracle Weblogic Server Configuration Succeeded
New Domain base_domain Creation Succeeded
Domain Location
scratchyS06wds fOracle /Middienare/Oracle_Home/user_projectsfdomains /base domain
Admin Server URL
http:ffofss220601:9081 fconsale

= Back

Mext = Cancel

Einish
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10. Click Finish. The domain server is created enabling the deployment of multiple Infrastructure
applications on a single WebLogic.

NOTE:

Note down the HTTPS port specified during this process and use the same as servlet port or web server port
during OFSAAI Installation.

To enable https configuration on Infrastructure, assign value 1 to "HTTPS_ENABLE" in
OFSAAI_InstallConfig.xml for silent mode OFSAAI installation

11. Add a java option entry -DUseSunHttpHandler=true in WLS_HOME/bin/ "setDomainEnv.sh" file
(Required only if self signed certificate is used).

7.2.2.2 Delete Domain in WebLogic

To delete a domain in WebLogic, follow these steps:

1. Navigate to the following directory:

<WebLogic Installation directory>/user projects/domains/<domain name>/bin
2. Execute ./stopWebLogic.sh to stop the WebLogic domain.

3. Delete the WebLogic domain.
7.2.2.3 Configuring WebLogic Memory Settings

To configure the WebLogic Memory Settings:

1. Change the memory setting for Java Heap to -Xms512m -Xmx3072m in setDomainEnv. sh file,
which resides in the folder <DOMAIN HOME>/bin and in CommEnv.sh file which resides in the

folder common/bin

2. Edit this file for customizing memory settings and garbage collector settings depending on the
available hardware configuration.

3. Example 1:
if [ "S${JAVA VENDOR}" = "Sun" ] ; then
WLS MEM ARGS 64BIT="-Xms512m -Xmx1024m"
export WLS MEM ARGS 64BIT
WLS MEM ARGS 32BIT="-Xms512m -Xmx1024m"
export WLS MEM ARGS 32BIT
else
WLS MEM ARGS 64BIT="-Xms512m -Xmx1024m"
export WLS MEM ARGS 64BIT

WLS MEM ARGS 32BIT="-Xms512m -Xmx1024m"
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export WLS MEM ARGS 32BIT

Example 2:
JAVA VM=
MEM ARGS="-Xms256m -Xmx1024m"

7.2.3 Configuring WebLogic for REST Services Authorization

To enable REST API authorization by OFSAA in WebLogic, perform the following steps:

1. Openthe config.xml file located in the domain where OFSAA is deployed, that is

<domain home>/config/config.xml

2. Add the following in the security-configuration tag:

<enforce-valid-basic-auth-credentials>false</enforce-valid-basic-auth-

credentials>.
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8 Appendix B: Configuring Web Application Server

8.1 Configuring Resource Reference in Web Application Server

This appendix includes the following topics:

= Configure Resource Reference in WebSphere Application Server

=  Configure Resource Reference in WeblLogic Application Server

8.1.1 Configure Resource Reference in WebSphere Application Server

This section is applicable only when the Web Application Server is WebSphere.
This section includes the following topics:

= Create JDBC Provider

= Create Data Source

= J2C Authentication Details

= JDBC Connection Pooling

8.1.1.1 Create JDBC Provider

1. Open the WebSphere admin console in the browser window:
http://<ipaddress>:<administrative console port>/ibm/console. (https if SSL is
enabled). The Login window is displayed.

2. Login with the user ID that has admin rights.

3. Expand the Resources option in the LHS menu and click JDBC > JDBC Providers. The JDBC
Providers window is displayed.
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JDBEC providers 7=

JDBC providers

Usa this page to adit properties of a JDOBC provider. The JDBC provider object ancapsulates the specific JDBC driver
implement class for sccess to the specific vendor database of your envircnment. Learn more about this task in 8
ity. & guided activity provides a list of task steps and more general information about the topic.

El Scope: Cell=GXS130REV-ZonelNodeldSCell, Node=GXS150REV-ZoneiNodelds, Server=sarverl

Scope specifles the level at which the rescurce definition is visitle. For detalled
information an what scope is and how it works, see the scope settings helo.

| Node=GX5150REV-ZoneZNodedS, Server=serverl M

Brefarences

. Ngw || Delute
BloF?

Select Hame & Scope

& Deseription

| You can administer the follewing rescurces:

Carby JOBEC Srovider HodenGXS150REV- Derby embedded non-Xa JDBC
l:‘ Deroy JOBC Frovider ¥
Zonezhodelds Sarvar=sarvarl Provider
FICMASTER HodewGXS150REV- Oracle JDEC Driver
O
Zone2hodals, Sarvar=sarvarl
Oracle JDEC Driver Nede=GXS5150REV- Oracle JDBC Drivar
[0 | Seacle JOEC Drivar
Zonaledels. Servar=sarvarl
O RORFFN HNode=GXS150REY- RORFFW
Zona2hodals Sarvar=sarvarl
O o Node=GX5150REV- RORPHC
ZoneZNodel5, Serverngerverl
O DGSOFT Node=GXS1I0REV- UPGSPFT
Zene2HodelS, Servernsariarl
O LUBGEROR HNode=GXS5150REV- UPGSROR

ZoneZhodeldS5, Servermservarl

YBGSSAND Hode=GXS130REV- UPGSEAND
ZeneZhodels, Server=sarvarl

O

Total 8

JDBC Providers

4, Select the Scope from the drop-down list. Scope specifies the level at which the resource
definition is visible.

5. Click New to add new JDBC Provider under the Preferences section. The Create new JDBC
provider window is displayed.
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Create a new JDBC Provider -

Creste a new JDEC Provider

Step 1: Create new m Mlelldw

JDBC provider

= Sat the basic configuration values of a JDBC provider, which encapsulates the specific
Step Z: Enter vendor JDEC driver implementation classes that are required to access the database.
database class path The wizard fills in the name and the description fields, but you can type different
infarmation values.

Step 3: Summary Scope

cells1GXS1 SOREY-
2oneZlodelSCellinodes :GHS1JOREY-
ZoneZNodelS:serversiserverl

* Database type
| Cracle |

+ Provider type _
[cracie 108BC Driver v

* impl tion type
=CUﬂﬂ!C'ii0n poel datas source |V

* Namae
[oracle JoBC Driver

Description
Gracle JDBC Driver [:l

(=]

Create a new JDBC Provider
6. Enter the following details:
= Database Type - Oracle
= Provider Type- Oracle JDBC Driver
= Implementation Type- Connection pool data source
= Name- The required display name for the resource
= Description - The optional description for the resource

7. Click Next.
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Create a new JDBC Provider -

Create & naw JDBC Provider

Step 1: Create new Enter database class path information |
JDBC provider

Set the environment variables that represent the JOBC driver class files, which
WebSphera(R) Application Server uses to defineg your JDEC provider. This wizard page
displays the file names: you supply only the directory locations of the files. Use
complete directory paths whaen you type the JDBC driver file locations. For example:
C\SQLLIE\java on Windovws{R) or /home/db2instl sqllib/java on Linus(TM]).

Step 2: Enter
database class path
information

Step 3: Summary
If a value iz specified far you, you may click Next to azcept the value,

Class path:

=
%]

Directory location for "ojdbck jar” which is saved as WebSphere variable
${ORACLE_JDEC_DRIVER_PATH}

| eracle/orajdbc/app/orajdbe/product/11.2.0/client_1/idbe/lib

| Previous | | Next| ! Cancel |

Enter database class path information

8. Specify the directory location for "ojdbcé. jar" file. Ensure that you do not use the trailing slash
file separators.

The Oracle JDBC driver can be downloaded from the following Oracle Download
site:

m Oracle Database 11g Release 2 (11.2.0.4) JDBC Drivers

m Oracle Database 12c Release 1 (12.1.0.1) JDBC Drivers

Once downloaded, you need to copy the file in the required folder on the server.

NOTE: Refer Appendix N for identifying the correct “ojdbc<version>.jar” version to be copied.

9. Click Next. The Summary window is displayed.

Create & new JDBC Provider =

Craste & new JDOEC Provider

Step 11 Create new ﬁf-;mm
IDBC provider A =
Skup 21 Erber - Sumeniar o a-doo) :
database cass path Ostions | valuas
information I R
Scaoe | calls:GXS150REV-Zone2lodelSCallinodes : GXS1S0REY-
Step 3: Summary | | Zona2hodelS servers iserverl
| JIDBC provider name | Cracle JOBC Driver
Cescription Cracla JOEC Drivar
| Class path | ${ORACLE_JDBC_DRIVER_PATH)/ ojdbek jar

| 8{CRACLE_JOEC_DRIVER_PATH} | /oratle/srajdoe/app/ orajdbe/ produt/ 11.2.0/cliant_1/jdbe/lin |

| Implamantation dass namae utudo-pdbc-pool-Drldr':_onnlctfonﬂuofDah_E—uuln

] Previous [ .F'ir'.isll‘l!.'l__i C'ano.ell-]

Summary

10. Verify the details and click Finish to create the JDBC Provider.
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11. The options to Save and Review are displayed. Click Save.
8.1.1.2 Create Data Source

The steps given below are applicable for both CONFIG and ATOMIC data source creation.

1. Open this URL in the browser window: http://<ipaddress>:<administrative
console port>/ibm/console. (https if SSL is enabled). The Login window is displayed.

2. Login with the user id that has admin rights.

3. Expand the Resources option in the LHS menu and click JDBC > Data sources option. The
Data sources page is displayed.

Data sources

Use this page te edit the settings of a datasource that is associated with your selected JOBC previder. The datascurce
cbject supplies your application with connections for accessing the database. Learn more about this task in a guided
Feklviky, A guided activity provides a list of task steps and more general information about the topiz,

E Scope: Cell=GXS150REV-ZoneZNoded5Cell. Node=GXS150REV-Zone2NodeD5, Servareserverl

Scope apecifias the lavel at which tha resource definition iz visible, For detailed
information on what scope is and how it works, gee the scops gettings halo.

Hode=GXSLSOREV-Zona2Nodels, Sarver=sarvarl |V

[ Preferences

\-ﬂ-'.! Delate | Test connecton Mansge state..
o ik | D
Lo e
Select| Hame 2 JNDI name & Scope Provider 2 Description 3 - Category

You can administer the following rezources:

I:l Dafault DefaultDatasource | Node=GXS150REV- Derby JOEC Datasource
Catasource ZoneZlode0S Server=serverl | Provider for the
WebSphere
Default
Application
O FIGMASTER Jdbc/FICMASTER Nede=GXS130REV- FICMASTER HNew JDEC
ZoneZNode0S Serverszervarl Catasource
l:l DRFFVY sdbe/RORFFW Nede=GXS 1 S0REV- RORFFW Mew JDBC
Zenazlodels Sarvar=sarvarl Datasourca
0 RORENC Jdbe/RORPNRC MNode=GXS150REV. RORPHC Hew JOBC
ZoneZiodels Servar=sarverl Datasource
D UBZSPET jdbe/UPGSPFT Node=GXS150REV- UPGESEFT Heaw JDBC
Zone2NodelS, Servermservarl Datasource
O |uessror $dbe/ UPGSROR Node=GX51S0REV- UPGSROR New JDBC
Zone2Node05, Server=servarl Datasourca
Tatal &

Data Sources

4. Select the Scope from the drop down list. Scope specifies the level at which the resource
definition is visible.

5. Click New. The Create a Data Source window is displayed.
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Create a data source -

Crabté 8 dats sounce

Step 1: Enter basic Enter m:ﬁhcuum_-im I
data source . : ) i
information

Sat the basic configuration values of a datascurce for association with your JDBEC
provider. A datasource supplias the physical connactions between the application

Step 2; Select I0BC servar and the database.

providaer

= Requirement: Use the Datasources (WebSghere{ R} Application Server V4) console
Stap 3: Enter 5 oages if your applications are bazed on the Enterprise JavaEBeans(TM) (EIE) 1.0
dnlaha_s-e apecific spetification or the Java(TM) Servlet 2.2 specification.

propartias for the

data source Scope
cells: GXS 1 SOREV-
Stap 41 Setup Zone2Node0SCallinodes: GXS130REV-

sacurity aliases Zone2NodelSisarvers:serverl

Sl‘.p 51 Summﬂr}' 4 Data source namae
[stomT

+ JNDI name
igbe/ BRYMOCK

Create a data source
6. Specify the Data Source name and JNDI name for the new "Data Source".

The JNDI and Data Source name are case sensitive. Ensure that JNDI name is same as the
"Information Domain" name.

7. Click Next. The Select JDBC provider window is displayed.

Create a data source

Step 11 Enter basic 'a' lald"'.:'m' T ﬂl‘
data source e A LA vid
information

Spacify & JDBC provider to support the datasource. If you choose to craate a naw
JDBC provider, it will be created at the same scope as the datasource, If you are
selecting an existing JOBC provider, only those providers at the current scope are
available from the list.

Step 2: Select JDBC
provider

Step 31 Enter

database specific
proparties for the
dats saurce

O Create new JDEC provider

@ Select 3n axizting JOBC provider
Step 4: Satup

security aliases EE:J_D_EE Oriver —

Step 51 Summary

'_Im next|  cancel |

Select JDBC provider

8. Select the option Select an Existing JDBC Provider and select the required JDBC provider
from the drop-down list. Click Next.
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Create a dats source -

Craate a data sourse
Step 1: Enker basic
data source
Infarmation

Stap 2: Select IDBEC
T

Step 3: Enter

database specific

proparties for the
data source

Stap 4: Setup
security aliases

Stap 3: Summary

| Previous | jNe:-;tl Cancel |

Sak these database-specific properties, which are required by the database vendor
JCEC driver to support the connections that sre managed through the datasource.

| Hame ! Valua

# URL

10.184.108.91:1521:0rcl11g)|

* Dats store helper clags name

_Dr.clc‘! 1g data store halper V

E Usae this data source in container managed persistence (CMP)

Enter database specific properties

9. Specify the database connection URL.

For Example: jdoc:oracle:thin:@<DB_SEREVER IP>:<DB SERVER PORT>:<SID>

10. Select Data Store Helper Class Name from the drop-down list and ensure that the checkbox

Use this data source in container managed persistence (CMP) is selected.

NOTE: For RAC configuration, provide the RAC URL specified during installation

For Example:

jdbc:oracle:thin:@ (DESCRIPTION=(ADDRESS LIST=(ADDRESS=(PROTOCOL=TCP) (HOST=10.11.12
.13) (port=1521)) (ADDRESS=(PROTOCOL=TCP) (HOST=10.11.12.14) (PORT=1521)) (LOAD BALANCE

=no) (FAILOVER=yes)) (CONNECT DATA=(SERVICE NAME=pgadb)))

11. Click Next.

Craate a data source

Stap 1: Enter basic

data source
information

Step 2: Select IDEC

provider

Step 3: Enter
database specific
properties for the
data source

Stop 4: Setup
security aliases

Stap 5: Summary

i Frevigus I' Mext]

Setup security aliases

Select the authentication values for this resource.

| (mane} w

Mapping ~eonfiguration alias
| {none} .

Centainer-managed authentication alias
(mane) v

Nete: You can create @ new J2C authentication alias by accessing one of the following
links. Clicking on a link will cancel the wizard and your current wizard selections will be
lost,

Global J2C suthentication aliss
il

Ca“rla:elul

Setup security aliases
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12. Map the J2C authentication alias, if already created. If not, you can create a new J2C
authentication alias by accessing the link given (Global J2C authentication alias) or you can
continue with the data source creation by clicking Next and then Finish.

Craate @ data source

Step 1: Enter basic Sumimary
data source

informatian =
Summary of actions:

Siwp 2 Select JORE | Options | values
provider — {8 % LA

cells:GX5130REV-Zone2NodedSCell:nodes 1 GXS 1 SOREV-

Stap 3: Enter il Zona2Nodald:sarvars:servarl
g;};::;‘aﬂh': | Data source name AtomT

data source | DT nam. jebe/DRYMOCK

Stap 4: Satup | Select an existin Gracle JDBEC Driver

security allases JDEC provider

=» Step 5: Summary | :‘T:‘I:m'"hﬁon class oracle.jdbe.pool.CracleConneactionPoolDataSource

URL jdbcroraclasthini@10.184.108.91:1521 1orcliigr2

2:::““ hslpar class| com.ibm.websphere.rsadapter.Oracle10gDataStoreHelper
| Use this data source in|

| eentainer managed true

persistence (CMP)

Component-managed

| (
| authentication alias (none)
| :lj:.p’ginﬂ'conﬁguration tricne)
Containar-managed
| suthantication alias | (72" [
Previous | i Fi.n-is.llﬁl Cancel
Summary

You can also create and map J2C authentication alias after creating the data source.

13. You must create another Data source by following the above procedure with jdbc/FICMASTER
as JNDI name pointing to the "configuration schema" of Infrastructure.

8.1.1.3 J2C Authentication Details

The steps given below are applicable for creating both config and atomic J2C Authentication.
To create J2C Authentication details:

1. Select the newly created Data Source and click JAAS - J2C authentication data link under
Related Items.
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Data sources -

Dats sources > Default Datasource > JAAS - 12C authentication data

Specifies a list of user identities and passwords for Java(TM) 2 connector security to use,

Srafix new alias names with the node name of the cell (for compatibility vith earlier relesses)

Apply
@ Praferancas

| haw || Dalata
Blee®
-s.lﬁt- Alias o Usar ID 2 “‘Uclu’iuﬁon i

You can administer the following rescurces:

[ |Sxsisosev upgscenf FICMASTER
Zone2Node S/ FICMASTER

GXS150REV-Zone2NodaDS/RORFFW | rorffw

D GXSISOREV-TongdNodeDRRQRONG | rorpgnc

O GX5150REV-Zong2NodelS/URGESEFT | upgspit upgspft

D GX51S0REN- upgaprad upgEprod

nggh PGS

D 20 REW- upgsror upgsror
ZonalhodeOS/UPGSROR

D upgssand upgssand

0 GXS150REV-Zane2NodeDS/VASTEST | upgscont upgsconf

Tetal &

JAAS- J2C authentication data

2. Click New under the Preferences section.

Data sources > Default Datasource > JAAS - 12C authentication data > New
Speacifies a list of user identities and passwerds for Java(TM) 2 connector security to use.

General Properties

+ Aliaz
mbm

* Usear ID
|ur:9;2'3

* Password
|I.'Ill.'.l

Deseription

Atamic Instance

IAppl-\.-l Kl Reset Cancal |

JAAS- J2C authentication data- New
3. Enter the Alias, User ID, Password, and Description. Ensure the following:

= User ID is the Oracle user ID created for the respective CONFIG and ATOMIC Schema for
the “Information Domain”.

= Specify the CONFIG database user ID and password information for the jdbc/FICMASTER
data source, and specify the ATOMIC database user ID and password information for the
ATOMIC schema data source that you created earlier.

4. Click Apply and save the details.
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8.1.1.4 JDBC Connection Pooling

To define the JDBC connection pooling ensure that you have created JDBC Provider and Data source to
access the data from the database.

1. Expand the Resources option in the LHS menu and click JDBC > Data sources option. The
Data sources page is displayed.

2. Click the newly created Data Source $DATA SOURCE$ and navigate to the path Data
sources>$DATA SOURCES$>Connection pools.

Data sources. =

Dats sources > GAFUSION DATA SOURCE > Connection pools

Usze thiz page to set properties that impact the timing of connecion management tazks, which can affect
tha parformance of your application. Considar tha default values carafully; veur application raquirerments
rnight warrant changing these values.,

Configuration

GCeneral Properties

Additional Properties

Scope
calls:ipaZédorNodeliCallinodesiipaZédorNodellisarvars: sarver

1 Advanced
connaction pool
propertiss

* Connaction timeout

13 seconds Sennection pool

stom properts

+ Maxzimum connackions
|1I:|'D connections

# Minimurm connactions

[ID connactions
wReaplie

|ig0 seconds

* Unused timeout
|1@00 saconds

+ Aged timeout
=) saconds

Purge policy )
EntiraFool W |

Apply | [oK| [ Reset | | Cancal |

Connection Pools

3. Set the values for Connection timeout to 0 seconds, Maximum connections to 100
connections, and Minimum connections to 10 connections as shown in the above figure. You
can also define Reap Time, Unused Timeout, and Aged Timeout as required.
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8.2 Configure Resource Reference in WebLogic Application Server

This section is applicable only when the Web Application Server is WebLogic.
This section includes the following topics:

= Create Data Source

=  Create GridLink Data Source

=  Configure Multi Data Sources

=  Advanced Settings for Data Source

= JDBC Connection Pooling

In WebLogic, you can create "Data Source" in the following ways:
= For a Non RAC Database instance, Generic Data Source has to be created. See Create Data Source.

= For a RAC Database instance, Gridlink Data Source has to be created. See Create GridLink Data
Source.

» When Load Balancing/Fail over is required, Multi Data Source has to be created. See Configure Multi
Data Sources.

8.2.1.1 Create Data Source

The steps given below are applicable for both config and atomic data source creation.

1. Open WebLogic Admin Console in the browser window:
http://<ipaddress>:<administrative console port>/console. (https if SSL is enabled).

The Welcome window is displayed.

2. Login with the Administrator Username and Password.
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ORACLE
WebLogic Server® 11g

Administration Console

Welcone

Log n to work with e Weblogic Server domain

Username:

Passward:

Welcome

3. From the LHS menu (Domain Structure), click Services > Data Sources. The Summary of
JDBC Data Sources window is displayed.

ORACLE weblogic Server® Admei stion Canssls

I
Change Carter 1 Fome L 9nt Pratererces (B pocend e | e Wk g, nanagrr < crresind b Mokl
e R St ety o JOC Bals Bimrie
Configu stion sdtng s snabied. Futue Sumemary of WAL Dats Serces
chaniges il matomatic sy b activsted 5
iy, aekd @ celets e i et o
£ 0 it wnrce i on-chinct bournd o e TN e hat peinides databinn cannectrety theisgh o ool of 00 connedtion. Felk ations can ok o6 data seurtn on the 01 tres aned then

Dot SAruchue Ecyrove 8 databuaen conrecton from 3 data wance.
ModSd A Tha page mmrarioes e OO0 daa source ohycts Bt b baan ot n e doman
W trreree

Twpioymenis
F-taniom e Enstonmiee thes table

FMeagng

Ex0c Dt Seurcrs{fitered  Hore Cobrns Exist)

Data Sourers

Showang 1101 o0 1 P | bt
Data Sixirie Fackini 1

perstet saes B ety
e DA Frowciers | e emcns Bl
Wirk ankeei 4 - -
L Eetre Shovang 100 1of 1 Prevous | et
0 frite Coche x

Mo s 1. &

= Crast JO0C dits srom
o Delate J0BC daly dironi

Systens Status

Pk of Runveng Sareery

I P (3

I K

I Criericaded ()
I Wosrarg {11}
i)

Summary of JDBC Data Sources

4. Click New and select Generic Data Source option. The Create a New JDBC Data Source
window is displayed.

You can also select GridLink Data Source or Multi Data Source while creating a Data Source.

For more information, see Error! Reference source not found.or Error! Reference source
not found..
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Create a Mew JIDBC Data Source
tiext Cancel

JDEC Data Source Properties

The folovwng propertes wil be used to idenbify your new JOBC data source.

‘What would vou like to name your new JOBC data source?
o * Mames ATOMSTSOL

what IO name would you ke &0 assign o your new JOBC Data Source?

5] INDE Mame:

Jdbo/ATOMSTSOL

What database type would you e to select?

Database Type: Oracle bt

ligaxt Caneed

Create a New JDBC Data Source

5. Enter JDBC data source Name, JNDI Name, and select the Database Type from the drop-
down list. Click Next.

Ensure the following:
= The JNDI Name field should be in the format "jdbc/informationdomain”

» Same steps needs to be followed to create a mandatory data source pointing to the
"configuration schema" of infrastructure with jdbc/FICMASTER as JNDI name.

= JNDI Name is the same as mentioned in web.xnl file of OFSAAI Application.

= Required "Database Type" and "Database Driver" should be selected.

Create a Mew JDEC Dala Source

Back et Cancel

IDBC Data Source Properties
The followirg properties will be used to ientify your e JDBC data soufce.,

Database Type: Qracle

Whiat datsbase driver would you ke to use 1o create databass conmecions? Note: ® ndeates that the diver is explay supported by Orade Weblogic Server,
Database Driver

“Oracle’s Drever (Thin XA4) for Instance connections. Versions: 9.0.1 and later -

Back  Rext Cancel

JDBC Data Source Properties

6. Select the Database Driver from the drop-down list. You need to select the Database Driver
depending on database setup, that is, with or without RAC. Click Next.
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Create a Hew JDBC Data Source

Back || Neat Cancel
|

Transaction Options

Tou have seleched non-XA JDBC driver 1o create database CoNMEcion iN your Néyw dats source,
Does ths data source support gicbal ransactons? IF yes, piease choose the iransacton profocol for this data source.
[#] Supports Global Transactions

Selact the option of you want to enable ron-XA J0BC connectiorss from the data source o partiopate n globsl ransactions Lsng the {oappng Last Resounce (LLR) ranssction optrmizabon,
Becommended n place of Emulate Tro-Phase Sommit.

O Logging Last Resource

Seiect this oplion if you want to enable non-XA J0BC connections from e data sowrce to emulale paricoation in global ransachons usng JTA, Select ths cotion only i your applcation can

Towlr AR MBS DONQINONE
O' Emulate Two-Phase Commit

Selact this caton o you want to enable non-YA JOBC connectons from the data sture to pariichats i global ransactiond Laing e one Shads commil MARSACHON Droostsng, With this cotien, no
other resourtes can particpabe in the giobal transaction.

# One-Phase Commit

Back | | Next Cancel

Transaction Options
7. Select the Supports Global Transactions checkbox and the One-Phase Commit option.

8. Click Next. The Connection Properties window is displayed.

Create a flew JDBC Data Source
Back | Neat | Canc
Connection Properties
Define Connection Froperbes.
whatx the name of the databses you would e to connect oF
Database Name: faghy
Wshat s the name or [P address of the database server?
Host Hame: 10 184 74.80
‘What i the port on the detabase server used o connect to The database?
Port: 1521

What datahase ASEnUAT USEF NAME 38 ¥ou WAL 15 LS4 15 Feale datAhase Sonnattnrs?

Database User Names ssatom

Wihati the database oioUnt DRsEAan 10 USe B0 Create GATMDBSS ConmeCtions?
Password; sennes
Confirm Password: (LT L

Back | heab Cance:

Connection Properties

9. Enter the required details such as the Database Name, Host Name, Port, Oracle User Name,

and Password.

10. Click Next. The Test Database Connection window is displayed.
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Create a New JDBC Data Source
Tast Confguration Back | lieat Finish Cancel

Test Database Connection

Test the datshace sralabiity and the ponnection propertes you provided.

ikt i the A package name of JDBC drver caes used to create databade cornectond n the cirmecton poal?

Diriver Class Hame: oracle jdbe OracleDrver
What i5 the LRL of the database to connect tof The format of the LRL vanes by J0BC driver.

UL jdbe oracle thin @10 184 ]
Vhat datshass actount ussr name da you want 1o Lss i crasts datsbass cormectons?

Database User Hame: ssatom

What s the database account passwdnd 1o Use to create databade cornechors?

Password: R RRRRRIRR R

Confirm Password: SEESRARAERRRERR RN

What are the properbies to pass to the JDBC driver when crapting datsbase connections?

Properties:

usmI=szaiom

The st of driver propertes whose values are derived at runtee from the named system property

System Properties:

What table name o SQL statement woukd you lke to use 1o test database connectons?

Test Table Hame:

s : DUAT

SQL SELECT 1 FRCM DUAL

Test Configuraton Back | | Newdi | | Finsh | | Cancel

Test Database Connection
11. Verify the details and click Test Configuration and test the configuration settings.
A confirmation message is displayed stating "Connection test succeeded."”

12. Click Finish. The created "Data Source" is displayed in the list of Data Sources.
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NOTE:

"User ID" is the Oracle user ID that is created for the respective CONFIG and ATOMIC schema of the
respective "Information Domain".

"User ID" to be specified for data source with "FICMASTER" as "JNDI" name should be the Oracle user ID
created for the CONFIG schema.

13. Select the new Data Source and click the Targets tab.

Create a Hew JDBC Data Source

Back Fnigh | | Cance

Select Targets
ou can select one of mone tangets ta ceploy your nevs JOBC cata source. If you don't select & target, the data source wil be created but not deployed. You wil need 1o deploy the data source
&t 4 laber s,

Servers

[ AdminServer

Back Foish, | | Gance

Select Targets

14. Select the AdminServer option and click Finish.
8.2.1.2 Create GridLink Data Source

If you have selected the option, New > GridLink Data Source while creating the "Data Source", you can
directly specify the JDBC URL as indicated.

Create a Hew JDBC GridLink Data Source
et Caned

J0BL GridLink Data Source Properties

The folowing properties vl be usad to dentify your new JOBC GrcLink data source

1F * tame: %z

] 0T Rame:

sama/xyve

Vst Eatabass tyme wouid you Boe by select)

Database Type: Cracle
s XA o

Create a New JDBC GridLinkData Source

1. Enter Data Source Name, and JNDI Name.
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Ensure that the "JNDI Name" field is specified in the format "jdbc/infodomname" and the XA
Driver checkbox is not selected. Click Next.

Create a New J08C GridUink Data Source
Back | Next Cancel

Connection Propertics

Defne Cornection Properbes,

Enter Complate JDBC URL for Grkunk databa:

Complete JDBC URL:

\Whot databese account user name do you want o use to Teate database connectons?

Databace User Name:

ot s the datsbase account passwond o use to create database cormections?

Passvword:
Confirm Password:

Back | liaxt Carcel

JDBC GridLinkData Source- Connection Properties

2. Specify Complete JDBC URL, Database User Name, and Password. Click Finish. The
created "Data Source" is displayed in the list of Data Sources.

8.2.1.3 Configure Multi Data Sources

A JDBC multi data source is an abstraction around a group of data sources that provides load balancing
and failover between data sources. As with data sources, multi data sources are also bound to the JNDI
tree. Applications can look up a multi data source on the JNDI tree and then reserve a database connection
from a data source. The multi data source determines from which data source to provide the connection.

When the database used is Oracle RAC (Real Application Clusters) which allows Oracle Database to
run across a set of clustered servers, then group of data sources can be created for instances running on
a set of clustered servers and a JDBC multi data source can be created so that applications can look up a
multi data source on the JNDI tree to reserve database connection. If a clustered server fails, Oracle
continues running on the remaining servers.

1. Open WebLogic Admin Console in the browser window:
http://<ipaddress>:<administrative console port>/console. (https if SSL is enabled). The
Login window is displayed.

2. Login with the "User ID" that has admin rights.

3. Inthe LHS menu (Domain Structure), select Services > JDBC > Multi Data Sources. The
Summary of JDBC Multi Data Sources window is displayed.
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Summary of J08C Fulti Data Sources

wa, it B sOUFoES Sre Bis Bourd
fich data

EAtS gsures 6 a0 abatracton araund A frou of Gata sources Sat prevides inad balimang snd faiener betyeen 4818 souress, A8 with Bate ssurs
L1 mud data source on the JND ires and then resere s datshass connection from & cate sources, The mulb dats sourcs determines fom v

Use this phge o creste or view muiti data souroes in your domain,

b Customize this table

Hulti Data Sources(Filtered - More Columns Exist)

T Showing 1o 20f 2 Previous | Hext
[ | vame Algorthm Type Targets

i-'—l & ac -8, & NServes

[ |rosos oad-Balan AdmnServer

P Sherwing 100 20f 2 Prewious [ Next

Summary of JDBC Multi Data Sources

4. Click New. The New JDBC Multi Data Source screen is displayed.

NOTE: Ensure that the Data Sources which needs to be added to new JDBC Multi Data Source has been

created.

Create a Hew J0BC Multi Data Source
gt Caige

Configure the Multi Data Source
T folow ) DO ey e usest to ientify your mew JDBC Uit data saures,
Vhat would you Boe 1o naeme your mew JOBC mult data source?

i Mame: JOBC Mutti Data Source-0
ou e to assign bo your new JDBC muiti data source?

Wihat N name veould y

45| DT Name:

Jdkbg/iniodomname

What algorithm type for this JOBC Mult Data Source veould you le to select?

A7) Algurithm Type: Load-Balancing v

Mt Cance

Configure the Multi Data Source

5. Enter the JDBC Source Name, JNDI name, and select the Algorithm Type from the drop-
down list. Click Next.

Note:

The JNDI Name has to be specified in the format jdbc/infodomname.

JNDI Name of the Data Sources that will be added to new JDBC Multi data source should be different
from the JNDI name specified during Multi Data Source.
Same steps needs to be followed to create a mandatory data source pointing to the "configuration
schema" of infrastructure with jdbc/FICMASTER as JNDI name for Data Source.
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= JNDI Name provided in multi data source should be the same name that will be mentioned in the
web.xml file of OFSAAI Application.

= You can select the Algorithm Type as Load-Balancing.

Create a New JDBC Multi Data Source

Bact || Nex cancl

Select Targets

fioad S SESEIR 0N OF MONE TAMGRTS 10 CEDIDY your nd JOBC Multi Dats Source
Servers

¥ Adminserver

Bask | Nex cantsl

Select Targets

6. Select the AdminServer check box and click Next.

Create a New JDBC Multi Data Source
Back  Pit | Cancei

Select Data Source Type

Fleage sebect Type (KA or Mon=KA) of data souroe you vwould e to add to your ey J09C MUu Data Sours
) MA Driver
(& Non-XA Driver

Sack Ml Gancal

Select Data Source Type

7. Select the type of data source which will be added to new JDBC Multi Data Source. Click Next.

Create a New JD6C Mult Data Source

Back Fisan | | Cascal
Add Data Sources
fitat JOBC Dwta Sources would you like to add to your new JOBC Mulb Daia Source?
Data Sources:
Available Chosen
[ReRY ]
_9 s
4 -

Add Data Sources
8. Map the required Data Source from the Available Data Sources. Click Finish.

The New JDBC Multi Data Source is created with added data sources.

8.2.1.4 Advanced Settings for Data Source

1. Click the new Data Source from the Summary of JDBC Data Sources window. The Settings for
<Data Source Name> window is displayed.
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2. Select the Connection Pooling tab given under Configuration.

3. Go to the Advanced option at the bottom of the page, and check the Test Connection of
Reserve checkbox (Enables Weblogic Server to test a connection before giving it to a client).

4. To verify if the data source is valid, select "Data Source name". For example, FICMASTER.

Settings for FICMASTER
Configuration  Targets | Monitoring | Control | Security | Notes

Stabstics  Testing

Usa this page o test datahase connections in this 2DBC data source.
¥ Customize this table

Test Data Source (Filtered - More Columns Exist)
Showing 110 1of 1 Previous | Mext

State

i
o
L

Showing 1to Lof 1 Previous | et

Settings for <Data Source Name>

5. Select the server and click Test Data Source.
6. A message is displayed indicating that the test was successful.
7. Once the "Data Source" is created successfully, the following messages are displayed:

= All changes have been activated. No restart is necessary.

= Settings updated successfully.

If not, follow the steps given above to recreate the data source.

8.2.1.5 JDBC Connection Pooling

To define the JDBC connection pooling, ensure that you have created JDBC Provider and Data source to
access the data from the database.

1. Click the newly created Data Source $DATA_SOURCES$ and navigate to the path Home
>Summary of Services: JDBC >Summary of JDBC Data Sources >JDBC Data Source-

<INFODDOM_NAME>

2. Set the values for Initial Capacity to 10, Maximum Capacity to 100, Capacity Increment by 1,
Statement Cache Type to LRU, and Statement Cache Size to 10.

3. Click Save.
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9 Appendix C: Creating and Deploying EAR/WAR File

9.1 Creating and Deploying EAR/WAR File

This appendix includes the following topics:

= Creating EAR/WAR File

= Deploying EAR/WAR File

9.1.1 Creating EAR/WAR File

To create EAR/WAR File, follow these steps:
1. Navigate to the $SFIC_WEB_ HOME directory on the OFSAA Installed server.

2. Execute./ant.sh to trigger the creation of EAR/ WAR file.
On completion of the EAR files creation, the "BUILD SUCCESSFUL" and "Time taken"

message is displayed and you will be returned to the prompt.

4. The EAR/ WAR file - <contextname>.ear/ .war -is created.

NOTE: The <contextname> is the name given during installation. This process overwrites any existing

version of EAR file that exists in the path.
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9.1.2 Deploying EAR/WAR File

The OFSAA Application EAR/ WAR file is generated at $SFIC_WEB_HOME on the OFSAA Installed
server. Locate the <contextname>.ear/ .war file for deployment.

This section includes the following topics:

=  Deploying WebSphere EAR/WAR Files

=  Deploying WebLogic EAR/WAR Files

NOTE: Ensure to clear the application cache prior to the deployment of Application Pack Web Archive.
This is applicable to all Web Servers (WebSphere and WebLogic). For more information, refer Clearing
Application Cache section.

9.1.2.1 Deploying EAR/WAR Files on WebSphere

To deploy WebSphere EAR/WAR File, follow these steps:

1. Start WebSphere Profile by navigating to the path
"/<Websphere_Installation_Directory>/IBM/WebSphere/AppServer/profiles/<Profile_Na
me>/bin/" and execute the command:

./startServer.sh serverl

2. Open the following URL in the browser: http://<ipaddress>:<Administrative
Console Port>/ibm/console. (https if SSL is enabled). The login screen is displayed.

WebSphere. W

€D 7~ €D WebSphere Integrated
AL )4  Solutions Console
l |'/ N \I User ID
g L | admin
J (o] e | | Password
— - ooooo|

Licensed Materials - Property of IBM (c) Copyright IBM Corp. 1997, 2011 All Rights Reserved.
IBM, the IBM logo, ibm.com and WebSphere are trademarks or registered trademarks of
International Business Machines Corp., registered in many jurisdictions worldwide. Other

® product and service names might be trademarks of IBM or other companies. A current list of
1BM trademarks is available on the Web at Copyright and trademark information.

Login Window
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3. Enter the user credentials with admin privileges and click Log In.

4. From the LHS menu, select Applications and click New Application. The New
Application window is displayed.

Mew Application =

Mew Application
This page provides links to create new applications of different types.

Install a New Application

Mew Enterprise Application

,ﬁ:ﬂ Mew Business Level Application
-
@ MNew Asset

New Application

5. Click New Enterprise Application. The Preparing for the application installation
window is displayed.

Preparing for the application installation

Specify the EAR, WAR, J&R, or SAR medule to upload and install,

Path to the new application

T Local file system

@ Remote file system

Full path

[fzcratch/orscle/wase5s/profies/ TESTEOAAT/AAISS

MNext Cancel

Preparing for the application installation

6. Select Remote File System and click Browse. Select the EAR file generated for
OFSAA to upload and install. Click Next.
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Preparing for the application installation

How do you want to install the application?

@ Fast Path - Prompt only when additional infarmation is required.

! Detailed - Show all installation options and parameters,

# Choose to generate default bindings and mappings

Prewvious I le Cancel

Installation Options

7. Select the Fast Path option and click Next. The Install New Application window is
displayed.
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Specify optiens for installing enterprise applications and medules.

Step 1: Select
installation options

Step 2 Map
modules to servers Precompile JavaServer Pages files

Step 3 Summary Diirectory to install application

Distribute application
Use Binary Configuration

Deploy enterprise beans

Application name
AAIB0

Create MBeans for resources

Ohwerride class reloading settings for Web and EJB modules

Reload interval in seconds

Deploy Web services

Walidate Input off/warn/fail
wamn w

Process embedded configuration

File Permission

Allow all files to be read but not written to
Allow executables to execute
Allow HTML and image files to be read by everyone

Specify the various options that are available for your application,

[F\dll=755=.%\,50=755=.%\,a=755=%\.5/=755

Application Build ID

Allow dispatching includes to remote resources
Allow servicing includes from remote resources

Business level application name g
Create New BLA >

Asynchronous Request Dispatch Type
Disabled -

Allow EIB reference targets to resolve automatically

Deploy client modules
Isolated -

walidate schema

Cancel |

Install New Application

8. Enter the required information and click Next. The Map Modules to Servers window is

displayed.
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Install Mew Application

Specify options for installing enterprise applications and modules.

Step 1 Select Map modules to servers
installztion aptions
Specify targets such as application servers or clusters of application servers where you want to install the modules that are
=3 Step 2: Map modules contained in your application. Medules can be installed on the same applicatien server or dispersed amang several application
to servers servers, &lso, specify the Web servers as targets that serve as routers for requests to this application, The plug-in
configuration file (plugin-cfg.xml) for each Web server is generated, based on the applicztions that are routed through,

Step 3 Summary
2 Clusters and servers:

| WebSphere:cell=ofs523117 01Node0ZCell,node=0fs523117 01 NodeD2Z,server=serverl Apply

L=IiLa)
Select Module URI Server
; OFSAAT AAIB0.war WEB- bSpk ell=ofss23117 01Node02Cell,node=ofss2211701Nodel2 server=senverl
Web
.. | INFfweb.ml
Application

Map Modules to Servers

9. Select the Web Application and click Next. The Map Resource References to
Resources window is displayed.

Specify options for installing enterprise applications and modules,

Step 1 Select Map to
installation options
Step 2 Map Each resource reference that is defined in your application must be mapped to a resource.
modules to servers
= Step3: mapresource Set Multiple JNDI Names * | Modify Resource Authentication Method... | Extended Properties... |
references to resource
Step 4: Map virtual
hosts to Web modules B D
Step 5: Summary Select Module | Bean| URI Resource Reference | Target Resource JNDI Name Login configuration
Resource
authorization:
Wk ATES e lidbc/OFSALMINFO Container
OFSAA Ll jdbe/OFSALMINFO
Application INF/web.xml B Authentication
method:
Nong
I
Resource
authorization:
OFSAAI Web AAIBD.war,WEB- pbe/PICHASTER Contamer
1 el jdbe/FICMASTER
B Application INF/web.xml Browse. Authentication
mathod:
None
Resource
authorization:
2, PR jdbe/OFSCAPADQINFO Container
B OFSAAL el jdbe/OFSCAPADQINFG || Browse... P
Application INFfweb.xm| Authentication
method:
None
| Pravicus | Finish | cancel

Map Resource References to Resources
10. Map each resource defined in the application to a resource JNDI name defined earlier.

11. Click Modify Resource Authentication Method and specify the authentication method
created earlier.

You can specify "config" for FICMASTER resource or "atomic" for atomic resource as
the authentication method.

12. Select the OFSAAI Web Application check box and click Next. The Map Virtual hosts
for Web Modules window is displayed.
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Install New Application P =

Specify options for installing enterprize applicationz and medules.

S for Web modules

Step 1 Select Map vir
installation options
Specify the virtual host where you vant to install the Web modules that are contained
Step 2 Map in your application. You can install Web modules on the same virtual host or disperse
modules to servers them among several hosts.
Step 3 Map B Apply Multiple Mappings
resource references
to resources

Web module Virtual host

OFSAAT Web Application [ default_host |V

Step 4: Map virtual
hosts for Web
modules

Step 5 Summary

Previous | Next| cancel |

Map Virtual host for Web Modules

13. Select the Web Application check box and click Next. The Summary page is
displayed.

Specify options for installing enterprise applications and modules.

Step 1 Select
installation options
Summary of installation options

Step 2 Map f — — —
modules to servers Syonn e
Pracompile JavaServer Pages files No
Step 3 Map
RO it Cal et o Diractory to install application
to resources Distribute application Yes
Step 4 Map virtusl Use Rinary Canfiguration Na
hosts for Web Deploy enterprise beans Yes
i : Cdaile L Al
Application name AAISO
Step 5: Summary Create MBeans for resources Yes
Ovarride class reloading settings for Web and EJB Ay
modules
Raload intarval in seconds
Deploy Web services Ne
Validate Input offfwarm/fail warn
Process embedded configuration No
File Permission Fldll=7 55=.*\.s0=755=,*\.a=755#.*\.sI=755
Application Build ID Unknown
Allow dispatching includes to remote r No
Allew servicing includas from ramote Ne
Business level application name
A h Request Dispatch Type Disabled
Allow EJB reference targets to resolve automatically No
Daplay clisnt madulas Na
Client deploymant mode Isclatad
Validate schema No
Cell/Node/Sarver Click here

1 Previous I; Finish“]'hl Cancel ]

Summary
14. Click Finish and deploy the Infrastructure Application on WebSphere.

15. On successful installation, a message is displayed. Click Save and save the master file
configuration. The details are displayed in the Master File Configuration window.
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Start the application

To start the application, follow these steps:

1. Expand Applications > Application Type > WebSphere enterprise applications.
The Enterprise Applications window is displayed.

Enterprise Applications

Enterprise Applications
Use this page to manage installed applications. A single application can be deployed onte multiple servers.

+ Preferences

Stan:l Stap || Install Uninstall Update Raollout Update Remaowve Filz | Bcpon:| Export DDL Export File
] e
Select| Name & Application Status (3

“ou can administer the following rescurces:

[ | &als0
=l DefaultApplicatian

L

4 L

=] ivthpp

¢ ¢ ¢ =

=

gueny

Total 4

Enterprise Applications

2. Select the installed application and click Start.

NOTE: <profile name> is the profile name given while creating the WebSphere profile.
<cell name > is the cell name given during profile creation

<contextname> is the context name given during installation.

9.1.2.2 Deploying EAR/WAR File on WebLogic
Following are the steps for deploying Infrastructure application that would be created during
installation:

1. Navigate to the path <WebLogic Installation
directory>/user projects/domains/<domain name>/bin in the machine in
which WebLogic is installed.

2. Start WebLogic by executing the command:

./startWebLogic.sh -d64 file

3. Open the URL in the browser window: http://<ipaddress>:<admin server port>/console.
(https if SSL is enabled). The Sign in window of the WebLogic Server Administration
Console is displayed.
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NOTE: Ensure that you have started Infrastructure Server by executing "./reveleusstartup.sh" as

mentioned in Start Infrastructure section

4. Log on to the WebLogic Server by entering the user credentials having privileges to

deploy the EAR file.

5. From the Domain Structure LHS menu, click Deployments. The Summary of
Deployments window is displayed.

Change Center
wiew changes and restarts

:n-"ipu.\"_um eding i erabled. Futune
changes vl sutomatcally be actrvated &5 you
moddy, sdd or delete Sems n this domain,

Domasin Structure

System Status

DQACL..E Wablogic S—grvn-r- Admanisiration Con

pf“;.;.m"‘ doman. Installed appicatons ard modules can be started, stopped, updated (redeployed), or deleted Fom the doman by
- earvices ol palectrg the apohuabon nirme and usng the contioll on B page
ity Rl To irstal & new application or madule for deployment fo targets in Shis domain, cick the Instal bution
# Iribes oper sl
- Chagnostics
w Customize this table
Deployments
e Showing Lo 1of I Previous | Next
t
[[]uu“ﬂ State | Health | Type e
How do L. _— = Ereer e i
i.. L ofsss Actrve | 9o el 504

) Home LogOut Preferences 5 Record Help o Welcome, upa 7273 | Cormected to:

upg 7213

Sasminia ey oF Dreplingments
sumsmiary of Deployments

Control  Moritorng

This paos deaplays & kst of lava EF apobonbore and stand -alone aopdoatom modules That hace been rotaled ba thes

Showng 1t 1of 1 Previous | Next

6. Click Install. The Install Application Assistant window is displayed.

7. Select the Exploded EAR directory after browsing to the directory where it is saved and

click Next.

Explode EAR

To explode EAR, follow the below steps:

<WEBLOGIC INSTALL DIR>/Bea/user projects/domains/<DOMAIN NAME>/a

1. Create the "applications" folder under domain name. For example,
/Bea/user projects/domains/ <Domain name>/applications

2. Create <context name>.ear folder under "applications" folder.

3. Copythe <$FIC WEB HOME/<context name>.ear file to
pplications/<context name>.ear.

4.

Explode the <context name>.ear file by executing the command:
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jar -xvf <context name>.ear

Delete the <context>.ear and < context >.war files (recently created)
<WEBLOGIC INSTALL DIR>/Bea/user projects/domains/<DOMAIN

NAME>/applications/<context name>.ear.
Create a directory <context name>.war under <WEBLOGIC INSTALL

DIR>/Bea/user projects/domains/<DOMAIN NAME>/applications/<conte

xt name>.ear

Copy <$SFIC WEB HOME/<context name>.war fileto <WEBLOGIC INSTALL
DIR>/Bea/user projects/domains/<DOMAIN NAME>/applications/<conte

Xt name>.ear/<context_name>.war.

Explode the <context name>.war file by executing the following command to get

the directory structure:

jar -xvf <context name>.war
Install Application

To install Application:

1. Open the Install Application Assistant.

Install Application Assistant

Mt ! Cancal
|

Locate geployiment Lo insiall and prepare for depoynment

Zalect the Sa path that reprecenic e applcaton reat demctory, archive fils, expided ardhere drectory, or apphoaton madue deccrptor that yousant toinctal

the apobicaton drectary or e in the Path field

Note: Only vaid fie pating 3re dspiayed belny, If you annet ind your depiyyment e, uplodd your fiz () andfor Confim That your BpHaton Contans e reg

Fath: loradataZivd 1035/ 0racleMiddieware/user projects/domains/upeT 27 3 applications

Racanthy Ueed Pathe: e nel 34w A 1075 00 Rl A A b sl i e E5iohie felarn it fLisg T3 T3 sk Baee

Current Locabwn: 10184 1 re fuser projects fdonans [ upgT2T3 [ appiications
- =
O LD upgPaFdear (open drectory]

Met CAnCE

LSS CEDM Y TREATT SR SIS,

fou can alen an‘ter the path of

Install Application Assistant

2. Click Next.
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Install Application Assistant

Back | | Mext Cancal

Choose targeting style

Targets are the servers, dusters, and virtual hosts on which this deployment will run., There ane several ways you can target an applcation,
& Install this deployment as an application

The application and its components wil be targeted to the same locations. Ths i the most common usage.,
) Install this deployment as a library

Appication libranes ane deployments that are avaiable for other deployments to share, Libraries should be avaiable on af of the targets runnng ther referencng applications

Back | | Mext

Install Application Assistant

3. From the Choose targeting style section, select the Install this deployment as an
application option and click Next. The Optional Settings window is displayed.

Install Application Assistant
Back | | Next | | Finish | || Canced
Optional Settings
You can modify these settings or acoept the defaults

General

What do you want to name this deployment?

Hame: upg7273

Security

What secunity model do you want to use with this applcaton?

(%) DD Only: Use only roles and policies that are defined in the deployment descriptors.

() Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the deployment
descriptor.

() Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.

(! Advanced: Use a custom model that you have configured on the realm's configuration page.

Source accessibility

How should the source fles be made accessble?

(&) Use the defaults defined by the deployment's targets

Recommended selecton.
() Copy this apphcation onto every target for me

During deployment, the fies will be copied automancally to the managed servers to which the application is targeted.
' 1will make the deployment accessible from the following location

Location: foradata2iwl1035/0racleMiddlewaraiuser_projects/domail

Brovide the location from whers all targats will access thes appicaton’s fles. This is often a shared dractory. You must ensure the applicaton files exst m thes locabon and that each target can
reach the ladation,

Back | | Wext | | Finish | || Cancel

Optional Settings

4. Enter a Name for the deployment if required.
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5. Under the Security section, select the DD only option to specify that only roles and
policies that are defined in the deployment descriptors should be used.

6. Select the I will make the deployment available from the following location option

under the Source accessibility section.

7. Click Next to continue. The Deployment Summary window is displayed.

Install Application Assistant
Back I Finish Cance!

Rewview your choices and click Finish
Click Finish to complete the deployment. This may take a few moments to complete,
Additional configuration
In order to work successfully, this application may require additional configuration. Do you want to review this apphcaton's configuration after completing this assistant?

(&) Yes, take me to the deployment's configuration screen.

() Mo, I will review the configuration later.

Summary
Deployment: joradata2jvd 1035 /0race Mddleware juser_projects domains fupg 7273 /applicabons jupg 7273.ear
Name: wgTI7I3
Staging mode: Use the defaults defined by the chosen targets
Security Model: DOOnly: Lise only roles and polices that are defined in the depioyment descriptors,

Target Summary
Components < Targets
upg7273.8ar AdminServer
Back | Fmish Cance;

Deployment Summary

8. Select the Yes, take me to the deployment's configuration screen option and click
Finish. The Settings for <Deployment Name> window is displayed.
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Settings for upg7273

Overview DeplaymentPlan | Configuration | Seowity | Targets | Control | Testng  Monitoring || Notes

Save

Uise this page to view the general configuration of an Enterprise apphcation, such as its name, the physical path to the application files, the assocdated deployment pian, and so on. The table at
the end of the page ksts the madules (such as Web applications and E8s) that are contaned in the Enterprise application. Chok on the name of the module to view and update its configuration.

Hame: upg7273 The name of this Enterprise Appiication.  More Info...

Path: | oradatadf vl 1035] Oracis/ Middlewara] user_projacts/ domaing/ upg 7273/
appications{ upgT273. ear

dministration

Deployment Plan: {no plan specified) The path to the deployment plan document on Administration Server.  More
Info..
Staging Mode: {not specified)
Mare
Security Modek COOnly The security model that is used to secure a deployed module.  More Info..,

4F] Deployment Order: 100

#5] Deployment Principal
Hame:
Save
Modules and Components
Showing 1o 1of 1 Previous | Next
Hame « Type
B wa737 Enterprice
e i Apphcation
=1
[ Statel sssCachaBaanfean %
= Modules
9..'\49072?1 .‘":d?-amn
= baancache jar EB
Modde
& Web Senvces
Mone to display

Showing 1to 1of 1 Previous | Mext

Settings for <Deployment Name>

9. Review the general configuration details of the deployment. You can also update the
configuration of the deployment in this window. In the Overview tab you can view the
complete deployment configuration.

10. Click Save to update the changes, if any.

11. From the LHS menu, click Deployments. The Summary of Deployments window is
displayed.
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Summary of Deployments

Control | Monitaring

Tris page displays & bst of Java EE applications and stand-alone appiication modules that have been nstalied to this doman, Instalied applications and madules can be started, stopped, updated
(redeployed), or deleted from the domain by first selecting the apoiication name and using the controls on this page,

To install a new application or module for deployment to targets in this domain, dick the Install button,
¥ Customize this table
Deployments

Install | | Update | | Deiste | | Stariw | | Stop

Showing 1to 1of 1 Previous | Next
Servicing all recuests

Hame & Seryicing only admicistration requests State Health Type Deployment Order

= Bupg7273 Active ¥ oK Enterprise Application 100

Instai | | Update | | Deiste | | Stari~ || Stop~

Showing 1to 1of 1 Previous | Next

Summary of Deployments

12. Select the newly deployed Infrastructure application and click Start > Servicing all
requests. Ensure that the Infrastructure server is up and running.

HMessages

o Start requests have been sent to the selacted Deplo

Summary of Deployments

Control = Manitoring

This page dispiays 2 kst of Java EE appications and stand-alone applcation modules that have been nstaled to thes domain. Instalied apphcations and moduies can be started, stopped, updated
{receployed), or delated from the domain by first selecting the application name and using the controls on this page,

To install & new application or modube for deployment to targets in this domain, dick the Install button.,

P Customize this table
Deployments
| nstax Showing 1o 10f 1 Previous | Mext
[ | Hame & State Health Type Deployment Order
1 | ® Pusgr2m3 Active @ox Enterprise Applicaton 100
| instal

Showing 1to 1of 1 Previous | Mext

Summary of Deployments

13. The State of the deployed application is displayed as Active if started successfully.
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10 Appendix D: Starting and Stopping Infrastructure Services

This chapter details about how to start and stop Infrastructure services. This chapter includes the
following topics:

e Starting Infrastructure

e Starting Web Application Servers

e Stopping Infrastructure

10.1 Starting Infrastructure

Once the installation of Infrastructure has been completed successfully and the post-installation
steps are completed, the servers must be started. Log on to each machine and run the .profile
file. All servers mentioned must be started from the same shell encoding. The servers mentioned
below are dependent on each other. It is mandatory to maintain the order in which the servers are
started. Allow each of the servers to initialize completely before starting the next server.

1.  On the machine in which Infrastructure Application components have been installed,
navigate to SFIC_APP HOME/common/FICServer/bin and execute the following

command to start the Infrastructure Server.

./startofsaai.sh

NOTE: You can also start the Infrastructure Server by executing the command "nohup ./ startofsaai.sh
&". Starting the process using "nohup" and "&" will return the command prompt without having to wait
till the process completes. However, this command cannot be used when you are starting the server
for the first time or starting after changing user password in the configuration database schema.You
can also start the Infrastructure Server by executing the command "nohup ./ startofsaai.sh &".
Starting the process using "nohup" and "&" will return the command prompt without having to wait till
the process completes. However, this command cannot be used when you are starting the server after
changing the CONFIGURATION schema user password.

2. Start ICC server.:

= On the machine in which Infrastructure default Application components have been
installed, navigate to $FIC_HOME/ficapp/icc/bin and execute the command.

./iccserver.sh

NOTE: Only Infrastructure Default Application Server would hold ICC component..

3. To start Back-end Services:

= On the machine on which Infrastructure Database components have been
installed, navigate to $FIC_DB_HOME/bin and execute the command to start
"Agent server":
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./agentstartup.sh
Or
= Start Back-end services using the command:

nohup ./agentstartup.sh &

NOTE: This agent internally starts the Router, Message Server, OLAP data server and AM services.

NOTE: If you install OFS DI Pack alone in a setup and start FICSERVER with nohup command, ignore
the below error in the nohup log. It will get resolved after you finish model upload for other applications.

java.io.FileNotFoundException:
@ /scra tCh/ofsaaapp/FTPSHARE/OFSAAAIINFO/erWin/fipxml/OFSAAAIINFO_DATABASE . XML

(No such file or directory

10.2 Starting Web Application Servers

Start the Web Application Server depending on the type from the following table.

Start up Option Description

Starting WebSphere profile | On the machine in which Web sphere is installed, navigate to
[Webshpere Install Directory]
/AppServer/<profiles>/<profile name>/bin and execute the
command: . /startServer.sh serverl.

Starting WebLogic Domain On the machine in which WebLogic is installed navigate to <webLogic
Installation directory>/user projects/domains/<domain
name>/bin and execute the command: startWebLogic.sh -d64.

Note: If WebLogic is already running, access the WebLogic Admin
Console. Stop and start the application <context name>.ear.

10.3 Stopping Infrastructure

To stop Infrastructure services:

1. On the machine in which Infrastructure Application components have been installed,
navigate to $FIC_APP HOME/common/FICServer/bin and execute the command:

./stopofsaai.sh
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2. To stop ICC server, on the machine in which Infrastructure default Application
components have been installed, navigate to $FIC HOME/ficapp/icc/bin and execute

the command:

./iccservershutdown.sh

NOTE: Only Infrastructure Default Application Server would hold ICC component.

3. To stop Back-end server, on the machine in which Infrastructure database components
have been installed, navigate to SFIC DB HOME/bin and execute the command:

./agentshutdown. sh
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11 Appendix E: Accessing OFSAA Application

This section gives details the steps to be performed to access OFSAA Application.
11.1 Access the OFSAA Application

1. From your desktop, open the browser and enter the URL in below format:

<scheme>://<IP address/ hostname>:<port>/<context-name>/login.jsp For example,
https://111.222.333.444:5555/ofsaa/login.jsp

The OFSAA login screen is displayed.
ORACLE

Financial Services Analytical Applications

Language US-English

User ID

Password
Version 8.0.6.0.0

Copyright © 1993, 2017 Oracle and/or its affiliates. All rights
reserved.

2. With installation of every OFSAA Application Pack, there are two seeded user profiles
configured in the system:

e SYSADMN - System Administrator
e SYSAUTH - System Authorizer

NOTE: For SYSADMN and SYSAUTH, the default password is password0.

3. Login to the application using the "SYSADMN" User ID. (Note that, there is no "I" in the
SYSADMN login USER ID). Enter the password that was provided during installation. On
the first login, you will be prompted to change the password.

11.2 OFSAAI Login

While accessing Oracle Financial Services Analytical Applications Infrastructure, the Splash

window is as displayed.

Oracle Financial Services Software

147 ORACLE



You can select the required language from the Language drop-down list. The language options displayed
in the drop-down list are based on the licenses. Based on the selection of Language, the appropriate

language login window is displayed.

Enter the User ID and Password provided by the System Administrator and click Login. You will be
prompted to change your password on your first login. Alternatively, you can also choose to change your

password any time.

In the Change Password window, enter a new password, confirm it and click OK to view the Splash
window. Refer to the following guidelines for Password Creation:

o Passwords are displayed as asterisks (stars) while you enter. This is to ensure that the password

is not revealed to other users.
o Ensure that the entered password is at least six characters long.
e The password must be alphanumeric with a combination of numbers and characters.
e The password should not contain spaces.
e Passwords are case sensitive and ensure that the Caps Lock is not turned ON.
e By default, the currently used password is checked for validity if password history is not set.

¢ New password should be different from previously used passwords based on the password

history, which can be configured.

If you encounter any of the following problems, contact the System Administrator:

e Your user ID and password are not recognized.
e Your user ID is locked after three consecutive unsuccessful attempts.
e Your user ID has been disabled.

e Guest user cannot change the password.
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12 Appendix F: Post Deployment Configuration

This chapter includes the following topics:
e Logging as System Administrator
e Creating Users

e Adding User
e Mapping the User to User Group

e Postlogin to DIH

e Saving Data Transformations in Post Load Changes

e Deploying the connectors

e Undeploying the Connectors

12.1 Logging as System Administrator

Post installation, the first login into Infrastructure is possible only for a System Administrator
through user id “sysadmn”. This ID is created at the time of installation with the password
provided during installation. Enter login id “sysadmn” and password that was provided during

installation. Click Login.

12.2 Creating Users

This section explains steps to create users.

User Maintenance facilitates you to create user definitions, view, manage, modify, and delete
user information. You can access User Maintenance by expanding User Administrator section
within the tree structure of LHS menu.

The User Maintenance window displays user details such as User ID, Name, Profile Name, Start,
and End dates. You can also identify the user status if enabled to access the Infrastructure
system.

You can also make use of Search and Pagination options to search for a specific user or view list

of existing users within the system.
12.3 Adding User
To add a user definition in the User Maintenance window:

1. Click @ from the header to display the Administration tools in Tiles menu. Click
Identity Management from the Tiles menu to view a submenu list.

Oracle Financial Services Software

149 ORACLE



Note: After you have accessed a tool from the submenu, the options are also available
in the

2. Navigation List to the left. Click = button to access the Navigation List.

3. Select Add button from the User Maintenance tool bar. Add button is disabled if you
have selected any User ID in the grid. The New User window is displayed.

User Maintenance > User Definition (add mode)

User Maintenance Save Cancel

User Maintenance

User ID * User Name *  ofsad
Employee Code Address
Date of Birth i Designation
Profile Name *  profile for the Administrator M Start Date * &
End Date * i Password *  sseserese
Database authentication . B
principal
Notification Time
Start HH:MM End HH:MM
Email ID Mobile Number
Pager Number
Enable User
Fnahla | lcar 1 nnin an Halidaue | e
Audit Trail
Created By Creation Date
Last Modified By Last Modification Date
New User

4. Enter the user details as tabulated.

Fields marked in red asterisk (*) are mandatory.

User ID Enter a unique user id. Ensure that the User ID
does not contain any special characters or spaces

except “.7, “‘@”, “-", and “_".

User Name Enter the user name. The user name specified
here will be displayed on the Infrastructure splash

window. Ensure that the User Name does not
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contain any special characters except “-”, “”. and

Contact Address Enter the contact address of the user. It can be the
physical location from where the user is accessing
the system. Ensure that Contact Address does not

contain any special characters except ".", "#", "-",

Date Of Birth Specify the date of birth. You can use the popup

calendar to enter the date.

Designation Enter the user designation. Ensure that

Designation does not contain any special

characters except “_, “” and "-".

Profile Name Select the profile name by clicking on the drop
down list.

User Start Date Specify the user start date based on the day slot

the user is enabled to access the system. Ensure
that User Start Date is greater than today’s date.
You can use the popup calendar to enter the date.

User End Date Specify the user end date based on month and
year when the user Id expires. Ensure that user
End Date is greater than User Start Date. You can

use the popup calendar to enter the date.

Password Enter the default password for the user for the
initial login. User needs to change the default
password during the first login.

A user is denied access in case the user has
forgotten the password or enters the wrong
password for the specified number of attempts (as
defined in the Configuration window). To enable

access, enter a new password here.

Notification Time (Optional) Specify the notification start and end
time within which the user can be notified with

alerts.
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E-mail ID Enter the e-mail address of the user.

Mobile No (Optional) Enter the mobile number of the user.

Pager No (Optional) Enter the pager number of the user.

Enable User Select the checkbox to allow user to access the
system.

A deselected checkbox denies access to the user.

Login on Holidays Select the checkbox to allow users to access the
system on holidays.
A deselected checkbox denies access to the user

on holidays.

5. Click Save to upload the user details.

The new User details are populated in the User Authorization screen which has to be authorized
by System Authorizers. Once authorized, the User details are displayed in User Maintenance
screen and can then be mapped to the required user group in the User UserGroup Map screen.

12.4 Mapping the User to User Group

User Group names seeded as part of the media pack:

1. To access the DIH application the above created users can be mapped to the following user groups.
¢ DIH Admin — Data Integration Hub Admin Group
o DIH Data Mapping — Data Integration Hub Data Mapping Group

e DIH Execution - Data Integration Hub Data execution Group

2. To access the DRM application the above created users can be mapped to the following user
groups.

¢ DRM Admin — Data Relationship Management Interface Admin Group
e DRM Analyst — Data Relationship Management Interface Data Analyst Group

e DIH Operator - Data Relationship Management Interface Data Operator Group

3. To access the FCUBS application the above created users can be mapped to the following user
groups.

e FCUBS Admin — Flexcube Universal Banking System Admin Group
e FCUBS Analyst — Flexcube Universal Banking System Analyst Group
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e FCUBS Operator - Flexcube Universal Banking System Operator Group

4. To access the OBP application the above created users can be mapped to the following user
groups.

e OBP Admin — Oracle Banking Platform Interface Admin Group
e OBP Analyst — Oracle Banking Platform Interface Analyst Group
e OBP Operator - Oracle Banking Platform Interface Operator Group

5. To access the FAH application the above created users can be mapped to the following user
groups.

e FAH Admin - Fusion Accounting Hub Interface Admin Group

e FAH Analyst — Fusion Accounting Hub Interface Analyst Group

e FAH Operator - Fusion Accounting Hub Interface Operator Group

Note: To get the Connector Deployment Menu of any of the interface connectors the user

should be mapped to respective admin groups of each Interface as well as DIH Admin.

12.5 Post Login to DIH

Login to OFSAAI, the settings is changed according to ODI setup. It is self explanatory.
ADI refresh needs to be clicked so that ADI can appear under OFSAA Data Interface page.

Note: Before clicking on ADI refresh, change the browser settings to increase timeout setting (if
required). Sometimes on incremental ADI refresh for big modesl such as FSDF, it might take time.
Hence the final popup message does not appear if the ADI refresh takes more than browser timeout
setting.

Target Refresh has to be done post ADI refresh.

12.6 Saving Data Transformations in Post Load Changes

Follow the below steps to save data transformations in post-load changes:
1. Login to AAl user interface.

2. Select the Interface for Data Relationship Management Application or Interface for Fusion
Accounting Hub Application (only if you have enabled these packs).

3. Navigate to Data Management Tools, and click Post Load Changes
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# Home

llnterface for Oracle Data Re...

Search and Filter

Summary
+add K view (Fedit @Delete
Code Name

batch_hierTransformation batch_hierTransformation

ata_Elements_Wrapper Fn_Data_Elements_Wrapper

fn_DimDates

fn_DRMDataLoader

Fnl

_Dq_Edit_Check_Results

fn_Pop_Fiscal_Periods

fn_Pop_Reg_LE_Hier

FN_REFRES!

MATVIEWS

Fn_Report_Elements_Wrapper  Fn_Report_Elemen

MapPushD MapPushDown_DT

The list of DTs which are supposed to be saved are:
e fn_DRM_Pop_Stg Hier Intf
o fn_fah_tran_event_gen
e fn_fah_passthru_event gen

o fn_fah_pop_delta_bal

Post Load Changes

Transformation Proc

L Insert Transformation

E|

Transformation

# Stored Procedure

a

External Library

Transformation Definition

Code *

Name *

Description

4. Selectthe DT Name and click Edit.
5. Click Next and the Finish.

6. Save all the four DTs similarly.

&R

Update Transformation

ionship Management

I} Make Latest

Type

Stored Procedure
Stored Procedure
Stored Procedure
Stored Procedure
Stored Procedure
Stored Procedure
Stored Procedure
Stored Procedure
Stored Procedure

Stored Procedure

E' Input Parameters

Created by Created Date Version
#BUSERSS 16/05/18 11:38:32 1
USER#2 1
1
1
1
|
|
#HUSER#S 1
#BUSER#S 1
#BUSER&S 1

Next  Reset

% Expression Generator
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12.7 Deploying the Connectors

This section details information regarding deployment of the connectors DRM, FCUBS, OBP and
FAH. Refer to the User Manual of the respective connectors for more details.

This section details information regarding deployment of the connectors DRM, FCUBS, OBP and
FAH. Refer to the User Manual of the respective connectors for more details.

Follow the below steps to deploy connectors:

Complete the prerequisites of the respective application
Navigate to the respective application interface of the connector.
Click <Connector Name> Administration

Refresh <Connector Name> Interface

Select Source Version from the drop down menu.

Click Deploy Selected Version

ook wbdh =

Below are the available source versions of connectors

e FCUBS:12.0.3.0

e OBP:2.3.0.0and 2.4.0.0
e DRM:11.1.2.3

e FAH:9.2.0.0

Refer to the DRM/ FAH/ OBP/ FCUBS User Guide in OHC documentation Library.

For detailed information for the prerequisites and any of the steps mentioned above.

12.8 Undeploying the Connectors

Follow the below steps to undeploy the connectors:

1. Navigate to the respective application interface of the connector.
2. Click <Connector Name> Administration

3. Refresh <Connector Name> Interface

4. Click UnDeploy All

For details refer to the DRM/ FAH/ OBP/ FCUBS User Guide in OHC documentation Library.
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13 Appendix G: Cloning OFSAA Instance

There is a consistent need for a faster and effective approach of replicating an existing OFSAA
instance for further project developments, that is, setting up OFSAA instances that are exact copies
of the current OFSAA instance. For more information on cloning, refer OFSAA Cloning Reference
Guide
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14 Appendix H: OFSAA Landing Page

14.1 Installation Checklist

Before starting on the OFSAAI Installation Kit, ensure that the following pre-installation activities
checklist is completed successfully. It is recommended to take a print out of the checklist and follow

the checklist step by step.

Table with (General, Pre-Install, Install, and Post Install) Checklist

Installation Checklist

Step No. Task Done

General

1 Check the OFSDI 8.0.6.0.0 Release Notes document for any additional steps to be
performed for installation on an existing OFS Behavior Detection Pack. [
Note: For more details, contact Oracle support.

OFS DI Application Pack Pre Installation + During Installation

2 Prior to installation, ensure that sufficient free temp space (minimum 1 GB free) is ]
available in /tmp directory of unix server hosting OFSAAI.

OFS DI Application Pack Post Installation

3 Perform post-installation steps. O

14.2 OFSDIH Landing Page

The landing page for the applications is as follows:

= ORACLE financal services Analytical Applications e ® [ | ustngish v

Interface for Oracle Fusion
ing Hub
or OFS

Financial Services Data Interface for Oracle
Integration Hub Banking Platform
Financial Se DIH Connectors for OFSAA

A - Oracle

Oracle

al Services Data Integration

Hub Banking Platform g Hub

Select Data Integration Hub. The landing page is displayed in the below figure.

OFSAD v
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= ORACLE’ rinancial services Data Integration Hub

L Administration Emi M

'f Application Data Interface Data Integration Hub (DIH) enables to load the data from the source systems to the OFSAA staging tables, through logical interfaces, known as Application Data Interfaces (ADI)

' Data Mapping Setup Details

@ Exeaition

Activity

11 21 |
127 192 n

EDD Connector

Application Data Interface

DIH Landing Page

Select Interface for Oracle Data Relationship Management.

# Home

Interface for Oracle Data Re...

DRM Administration

DRM Data Mapping

Data Management Tools

Orchestration

cution

DRM Interface Landing Page
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Select Interface for Oracle Flexcube Universal Banking System.

Interface for Oracle Flexcub...

FCUBS Administration

FCUBS Data Mapping

Orchestration

Execution

FCUBS Interface Landing Page

Select Interface for Oracle Banking Platform.
# Home

Interface for Oracle Bankin...

OBP Administration

OBP Data Mapping

Orchestration

Execution

OBP Interface Landing Page
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Select Interface for Oracle Fusion Accounting Hub.

#A Home

.Interface for Oracle Fusion ...

FAH Administration

FAH Data Mapping

Data Management Tools

Orchestration

Execution

FAH Interface Landing Page
14.3 Enabling a Product within an Application

You can also enable a product/ application within an application pack post installation at any point
of time.

To enable a product through the application Ul, follow these steps:

1. Login to the application as SYSADMN user or any user with System Administrator privileges.

2. Click Administration icon.

= ORACLE froncal sonviees Analyiical Applications infrasine :::Qa usEgen v o v @

System Configus

n Database Details anage OFSAA Product Create New Application I
Foaa onfigure OFSAA Database Ser reate New Application

Translation Tools
Manage Translation Toals

3. Click Manage OFSAA Product License(s)

The Manage OFSAA Product License(s) page is displayed as below.
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=  ORACLE financal senices Analytical Applications Infrastructure # o E  uskgish ¥ OFSAD v

Manage OFSAA Application Pack Licenses
Manage OFSAA Application Pack Licenses

Installed Application Packs

Application Pack ID Application Pack Name Description Installation Date Version

A ons ics SOl
Financial Services Foundation Applications  APPIcations forming analytics foundation such as FSDF, DIF

OFS_BFND_PACK Pack GLRECON, CONNECTORS for the Banking and Financial Services  2018-05-16 11:39:29.0 8.06.0.0
Domain,
®| OFS_DI_PACK Financial Services Data Integration Pack Applications for Data Integration 2018-05-17 01:34:17.0 80200
Products In The App
Enable  Product ID Product Name Description Date Enabled
OFS_AAAI Financial Services Enterprise Modeling Base Infrastructure for Advanced Analytical Applications
QOFS_AAI Financial Services Analytical Applications Infrastructure Base Infrastructure for Analytical Applications Infrastructure 2018-05-16 11:39:29

Financial Services Analytical Applications Infrastructure - Big

OFS_AAIB Data Processing Base Infrastructure for Analytical Applications Infrastructure - Big Data Processing

OFS_INTF_DRM Interface for Oracle Data Relationship Management DIH Connectors for OFSAA - Oracle Data Relationship Management 2018-05-17 01:34:17
OFS_INTF_FAH Interface for Oracle Fusion Accounting Hub for OFSAA - Oracle Fusion Accounting Hub 2018-05-17 01:34:17
OFS_INTF_FCUBS Interface for Oracle Flexcube Universal Banking System for OFSAA - Oracle Flexcube Universal Banking System 2018-05-17 01:34:17
OFS_INTF_OBP Interface for Oracle Banking Platform DIH Connectors for OFSAA - Oracle Banking Platform 2018-05-17 01:34:17

View License Agreement  Reset

This page includes the following sections:
» INSTALLED APPLICATION PACKS
= PRODUCTS IN THE APPLICATION PACK
4. The following fields are displayed in the INSTALLED APPLICATION PACKS section:

Field Description

Displays a unique Application Pack ID related to the application pack.

Select the appropriate Pack id using the radio button. The Products in the
application pack will be displayed below in the PRODUCTS IN THE
APPLICATION PACKS section.

Application Pack ID

Application Pack Name Displays the name of the Application Pack.
Description Displays the description of the Application Pack.
Install Date Displays the date when the Application Pack was installed.

5. The following fields are displayed in the PRODUCTS IN THE APPLICATION PACK section:

Field Description

Enable Select the checkbox to enable a product within an Application Pack.
Product ID Displays a unique product id for the product.

Product Name Displays the name of the Product

Description Displays the description of the product.

Enable Date Displays the date when the product was enabled.
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6. Select an Application Pack by clicking the radio button next to the Application Pack ID field.
7. Selecting an Application Pack will display below the products within the Application Pack.

8. Products which were enabled at the time of installation will have the checkbox “ENABLE”
disabled. You can enable any product within the selected Application Pack by clicking the
“ENABLE” checkbox against the respective Product ID.

9. Click on RESET button to cancel the operation and refresh the screen.
10. Click VIEW LICENSE AGREEMENT button.

11. The License Agreement section is displayed.

License Agreement

OFSAA APPLICATION PACK LICENSE AGREEMENT

Oracle Financial Services Analytical Applications (OFSAA) application packs are groups of OFSAA products packaged together into a single installer. Each
application pack contains OFSAA applications that address specific functional domains.

Every application pack also includes the following OFSAA infrastructure application options which are automatically installed by every application pack installer:
1. Oracle Financial Services Analytical Applications Infrastructure

2. Oracle Financial Services Enterprise Modeling

3. Oracle Financial Services In-line Processing Engine

4. Oracle Financial Services Big Data Processing

Oracle Financial Services Analytical Applications Infrastructure (OFS AAl) is the base infrastructure for all OFSAA applications and is therefore automatically installed ~+

1 Accept The License Agreement.
1 Do Not Accept The License Agreement.

Enable

12. Select the option | ACCEPT THE LICENSE AGREEMENT.
13. Click ENABLE.

14. An appropriate pop-up message confirmation is displayed showing that the product is
enabled for the pack.

NOTE: To use the newly enabled product, you need to map your application users to the appropriate
product specific User_Group(s) and subsequently, authorize the actions by logging in as System
Authorizer.

NOTE: For more information refer to Mapping/Unmapping Users section in the Oracle Financial
Services Analytical Applications Infrastructure User Guide 8.0.6.0.0.
To identify the newly enabled product specific UserGroups/ Application Pack specific User_Groups,
refer to the respective Application Pack specific Installation and Configuration Guide/ User Manual.

Oracle Financial Services Software

162 ORACLE



15 Appendix I: Additional Configuration

This section includes the following topics:
o Configuring FTP/SFTP

Configure Infrastructure Server Memory

e Internet Explorer Settings

e Retrieve Patch Information

e OLAP Data Server Configuration

e Configure Infrastructure Ports

e OFSAAI Setup Information Fetching Tool

e Encryption Changer

e Infrastructure LDAP Configuration

e Configure OFSAAI Web Services

e Deploy OFSAAI Web Services

e Configure Message Details in Forms Designer

e Clearing Application Cache

e Configuring Passwords Changes

e Configuring Java Virtual Machines

Configure Internal Service (Document Upload/ Download)

15.1 Configuring FTP/SFTP
This section details about the configurations required for FTP/SFTP.
15.1.1 Adding FTP/ SFTP Configuration for File Transfer

In OFSAA, certain modules require transfer of files from the web application server to the OFSAA server
over SSH.

Follow these steps to ensure the OFSAA server recognizes the web application server during file transfers.

1. Login to the web application server.

1. Type sftp <user>@<OFSAA Server>
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2. Specify Yes when prompted for permission.
Are you sure you want to continue connecting (yes/no)?
3. This will add an entry into the "known_hosts" file.

4. A confirmation message is displayed
Permanently added <OFSAA Server> (RSA) to the list of known hosts.

15.1.2 Setting Up SFTP Private Key

Log in to OFSAA Unix user using Putty tool, where you plan for installation and generate a pair of
authentication keys using the ssh-keygen command. If required, set passphrase. Otherwise
OFSAAI_SFTP_PASSPHRASE tag in the OFSAAT InstallConfig.xml file should be set to
NA.

To generate private key, enter the commands as shown:

0fsaapp@OFSASERVER:~> ssh-keygen -t rsa Generating public/private rsa key

pair.

Enter file in which to save the key (/home/ofsaapp/.ssh/id rsa): Created
directory '/home/ofsaapp/.ssh'.

Enter passphrase (empty for no passphrase): Enter same passphrase again:

Your identification has been saved in /home/ofsaapp/.ssh/id rsa. Your
public key has been saved in /home/ofsaapp/.ssh/id rsa.pub. The key
fingerprint is: 3e:4f:05:79:3a:9f:96:7c:3b:ad:e9:58:37:bc:37:e4

ofsaapp@OFSASERVER: ~> cat /home/ofsaapp/.ssh/id rsa.pub >>
/home/ofsaapp/.ssh/authorized keys

In case, you are generating SFTP Private key for Hive server, append the content of
/home/ofsaapp/.ssh/id rsa.pub to Hiveserver authorized_keys file located at
$HOME DIR HIVE/.ssh folder.
Ensure the following permissions exist for the given folders:

e Permission of . ssh should be 700

e Permission of .ssh/authorized keys should be 640

e Permission of .ssh/id_rsa should be 400

e Permission of Unix user created should be 755
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15.2 Configure Infrastructure Server Memory

The memory settings for Infrastructure Application Server, WebSphere, and WebLogic can be
edited for customizing memory settings and garbage collector settings depending on the available
hardware configuration as explained below. These settings are base minimum and has to be
incremented considering the deployment metrics into account. The increments are usually handled
in multiples of 128mb for heap and 64mb for stack.

15.2.1.1 Infrastructure Server Memory Settings

You can configure the Infrastructure Application Memory settings as follows:
1. Locate .profile file.

2. Edit x ARGS field in this file for customizing memory settings and garbage collector
settings.

This has a default value X ARGS APP ="-Xms200m"

X_ARGS_APP =" "$X ARGS" $DELIM -Xmx2048m"

NOTE: This parameter is modified in 7.3.2 IR and you need to modify X ARGS APP variable in the
.profile file to customize Java Memory Settings for Model Upload based on the Data Model size.
For Run and Rule executions, the following value is recommended:

X ARGS RNEXE="-Xmslg -Xmxlg -XX:+UseAdaptiveSizePolicy -XX:MaxPermSize=512M
-XX:+UseParallelOldGC -XX:+DisableExplicitGC"

X ARGS RLEXE="-Xmslg -Xmxlg -XX:+UseAdaptiveSizePolicy -XX:MaxPermSize=512M
-XX:+UseParallelOldGC -XX:+DisableExplicitGC"

15.3 Internet Explorer Settings

NOTE: OFSAAI supports only default zoom setting in Internet Explorer, that is, 100%. Cookies should
be enabled.

The following browser settings have to be specified at every client machine prior to accessing the
Infrastructure application.

1. Open Internet Explorer. Select Tools > Internet Options. The Internet Options window
is displayed.

2. Click the Settings button. The Settings window is displayed.

3. Select the option Everytime | Visit the webpage and click OK.
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4.

Internet Options

Website Data Settings

General |security | Privacy | Content | Comnections | Programs | Advanced

Home page
l/? To create home page tabs, type each address on its own line.
a
= |

about:blank -

[ Use current ] [ Use default ][ Use new tab

Startup

() Start with tabs from the last session
(@ Start with home page
Tabs

Change how webpages are displayed in tabs.

Browsing history

Delete temparary files, history, cookies, saved passwords, and web
form information.

[~ Delete browsing history on exit

Temporary Internet Files |Hi5tory ICaches and datat |

Internet Explorer stores copies of webpages, images, and media
for faster viewing later.

Chedk for newer versions of stored pages:
(@) Every time I visit the webpage
() Every time I start Internet Explorer
() Automatically
() Never
Disk space to use (8-1024ME) 250 &
{Recommended: 50-250ME)
Current location:

C:\Users\shwwali\AppDataLocal \Microsoft\Windows{Temporary
Internet Files}

Move folder... ] [ View objects ] [ View files ]

[ Delete... ] [ Settings ]

Appearance

Colors H Languages ][ Fonts H Accessibility ]

P

In the Internet Options window, select the Security tab and select the Internet option

under Select a zone to view or change the security settings.

5. Click Default Level under Security level for this zone.
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Internet Options @

General | Security | Privacy | Content | Connections | Programs | Advanced

Select a zone to view or change security settings.

@ €« v 0O

i v

Internet Local inkranet  Trusted sites  Restricted
sites

Internet

0 This zone is For Internet websites,
except those listed in trusted and
restricted zones,

Security level for this zone
Allowed levels For this zone: Medium to High
Medium-high
£ - Appropriate For most websites
- Prompts before downloading potentially unsafe
content
- Unsigned ActiveX, controls will not be downloaded

[ ok || cancel

6. Click OK to save.

7. Click Internet Explorer >> Tools >> Compatibility View Settings.

8. Enter the OFSAA setup URL in the Add this website field.

9. Click Add.

10. Ensure the URL is listed under Websites you've added to Compatibility View.

11. In the Internet Options window, select the Privacy tab and select the Turn on Pop-up
Blocker option under Pop-up Blocker settings.
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|
|

Internet Options

‘1 Website Data Settings

General |security | Privacy | Content | Comnections | Programs | Advanced

Home page

To create home page tabs, type each address on its own line.

about:blank -

Use current ] [ Use default ] [ Use new tab

Startup
() Start with tabs from the last session
(@ Start with home page

Tabs

Change how webpages are displayed in tabs.

Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information.

[~ Delete browsing history on exit

Temporary Internet Files | History I Caches and datat |

for faster viewing later.

Chedk for newer versions of stored pages:
(@) Every time I visit the webpage
() Every time I start Internet Explorer
() Automatically
() Never

Disk space to use (8-1024ME)

{Recommended: 50-250ME)

Current location:

Internet Files}

Internet Explorer stores copies of webpages, images, and media

C:\Users\shwwali\AppDataLocal \Microsoft\Windows{Temporary

250 =

Move folder... ] [ View objects ] [

view files ]

[ Delete... ] [ Settings ]

Appearance

Colors H Languages ][ Fonts H Accessibility ]

12. Click Settings. The Pop-up Blocker Settings window is displayed.

13. Enter the URL of the OFSAA Application in the Address of Website to Allow: field.

14. Click Add. The OFSAA URL is displayed in the Allowed Sites section.

15. Click Close.

16. Click OK in the Internet Options window.

15.4 Retrieve Patch Information

To identify the list of patches installed on your OFSAA setup, follow these steps:

1.

o &~ b

Click System Utilities.

Click Patch Information.

Platform.

15.5 OLAP Data Server Configuration

Navigate to Object Administration tab.

This section is applicable if you are using the OLAP feature of OFSAAI.

Login to the OFSAA application as a user with Object AdminAdvanced Role.

The page displays the list of patches installed on the OFSAA setup across Applications/
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The following parameters must be set to ensure that the system limitations are not exceeded at
any stage. The values for these OS parameters should be specified based on the expected load at
each implementation site.

Example:

Process Memory Limit

Max Thread Stack Size

Max Number of Threads per Process

o Sort Buffer settings: This must be set at the Essbase application level appropriate to the
anticipated load.

¢ Shutdown and Restart: During shutdown of OFSAAI Server that has an instance of Data
Services that is communicating with an OLAP Data Server, it is imperative to ensure that
the cleanup of the old instance is completed on the OLAP Data Server before restarting
the OFSAAI Server. Pause for a period of time based on the load the system was subjected
to, before restarting the Data Services subsystem.

15.6 Configure Infrastructure Ports

This step is applicable only in the event you wish to change any of the ports used by Infrastructure
services after the installation process. The ports that are used by the Infrastructure application are
distributed across the machines on which Infrastructure Web; Application, and Database
components have been installed. Therefore you must perform the port changes on all the machines
on which Infrastructure components have been installed.

"PortC.jar" can be executed in two modes.
= GUI
= CMD

To execute "PortC.jar" in GUI mode, ensure that the "Hummingbird Exceed" to be running and do
the following:

1. Navigate to the path $FIC_HOME in each machine.
2. Enter the command
java -jar PortC.jar GUI

3. The OFSAA Infrastructure Port Changer window is displayed.
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B oFSaAlnfrastructure Port Changer EEE

Configure port numbers used by
OFSAAInfrastructure,

OFSAAInfrastructure install direclon:

Application Layer
Database Layer

Web Layer
Infrastructure Java Port 2425
1CC Server Port SE15
ICC Native Port 2817

Infrastructure Mative Port&721
Infrastructure Agent Port 2812
OLAP Data Server Port 10101

Message Server Port 4376

Router Port 4379

AM PorL 5702

Web Server Port 12123

Enter Database Details

Select your Database Oracle -
1P Address

Port Mumber

S0

Config schema usermame

Config schema password #=ssssss)

Cancel Change

OFSAA Infrastructure Port Changer
The OFSAA Infrastructure Port Changer window displays the following:
= The path in which Infrastructure components have been installed.

= The check-boxes corresponding to Application Layer, Database Layer, or Web Layer are
enabled based on:

*= In the event you have performed a single-tier installation on the current machine, the check-
boxes for all three components will be enabled.

If you have installed more than one category of components on the current machine, the
corresponding checkboxes for the respective components you have installed will be enabled.

To edit the port value, enter the new port value. User has the option to change the required ports
and leave the other ports unchanged. Only the ports for which values are modified will change and
the ports that are unchanged will retain its default value.

NOTE: All ports on a machine must be unique. The range of port numbers that are given should
preferably be between 1025 and 65535. The Servlet port can have 80 or 443 as port numbers if Default
HTTP/HTTPS ports are being used.

= Select the Database Type as Oracle from the drop-down list.
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= The IP /| Host Address of the machine on which the corresponding database is installed will
be populated.

= The Port Number on which the database is listening is displayed.
= The SID details are displayed.
» The Configuration Schema username is displayed.
= Enter the Configuration schema password.
= Click Change to initiate the port changes.
To execute PortC.jar in CMD mode:

1. Navigate to the path $SFIC_HOME.

2. Enter the command:

java -jar PortC.jar CMD

Then enter the requested information to change the ports. Once the port numbers are changed in
the Infrastructure configuration, a message will be displayed confirming the changes. The log
"Portchanger.log" in the Infrastructure installation path provides the status of port changes

performed.

For above port changes to take effect, a re-start of all Infrastructure servers is required.

NOTE: Do not execute the "PortC.jar" with CMD option in the "nohup" mode. The port changes are
done only on Infrastructure web components where EAR/WAR files are deployed. After the port
changes are done, you need to re-create the EAR/WAR files and re-deploy these files.

15.7 OFSAAI Setup Information Fetching Tool

Executing the SetupInfo.jar file available in the FIC_HOME path will help you retrieve the related
information about the OFSAAI Set up such as Operating System Name and version, Database
Type and Version, OFSAAI architecture, Log file locations and so on.

To execute "SetupInfo.jar" in console:
1. Navigate to the path $FIC_HOME.
2. Enter the command:
java -jar SetupInfo.jar

After execution, the output file location is displayed in the console.
15.8 Encryption Changer

For more information on Encryption Changer, see Key Management section in OFSAAI
Administration Guide.
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15.9 Infrastructure LDAP Configuration

For more information on LDAP configuration, see OFSAAI Administration Guide.

15.10 Enable Parallel Execution of DML statements

15.11

A configuration file, OracleDB.conf has been introduced to accommodate any configurable
parameter related to operations on oracle database. If you do not want to set a parameter to a

specific value, then the respective parameter entry can be removed/commented off form the
OracleDB.conf file which resides in the path SFIC DB HOME/conf.

As of now, the OracleDB.conf file has only one parameter namely
CNF_DEGREE OF PARALLELISM. This parameter indicates the degree of parallelism to be used
for a DML operation if parallel DML is explicitly enabled in the session with the ENABLE PARALLEL
DML clause of the ALTER SESSION statement. The default mode of a session is DISABLE
PARALLEL DML. [fCNF_DEGREE OF PARALLELISMIis notset, then the default degree, as decided
by Oracle will be used.

Configure Message Details in Forms Designer

You can configure the Message Details in Forms Designer under Data Entry Forms and Queries
module by updating the details of mail server in the "NotificationConfig.cfg" file which
resides in the path $SFIC APP HOME/common/FICServer/conf.

Ensure that the "authorized User details" for whom you need to configure the Message details are
included in Administration > Security Management > User Administrator > User Maintenance
window.

Parameter Description
SMTP SERVER IP Specify the hosthame or IP address of SMTP Server.
SMTP_DEBUG_MODE To run SMTP service in Debug mode, set value to 'true’, otherwise

set value to 'false'.

SMTP_AUTHORIZATION Set to 'true' if SMTP server requires the client to be authenticated,

otherwise set to 'false’'.

SMTP_USERNAME Username required for logging into SMTP server, if authentication is

not required use a dummy value.

SMTP_PASSWORD Password required for logging into SMTP server, if authentication is

not required use a dummy value.
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SMTP_MAILID If the Messages has to go from a Particular ID that ID need to be
added. Exchange server forces you set a valid ID that is there in the
exchange server. (Based on Security settings)

Ensure that the authorized User details are included in Administration > Security Management >
User Administrator > User Maintenance window.

15.12 Clearing Application Cache

This is applicable to all Web Servers (i.e. WebSphere, WebLogic).

Prior to the deployment of Infrastructure or Application Service Packs / One-off patches, navigate
to the following path depending on the WebServer configured and clear the cache:

» WebLogic: <Weblogic installation location>/domains/<Domain
name>/servers/<Server name>/tmp/ WL user/<Application

name>/qaelce/jsp servlet

= WebSphere: <Wiebsphere installation
directory>/AppServer/profiles/<Profile name>/temp/<Node

name>/serverl/<Application name>/<.war file name>

15.13 Configuring Password changes

This section explains about how to modify the OFSAA Infrastructure Config Schema and Atomic
Schema passwords.

15.13.1  OFSAA Infrastructure Config Schema password modification

To change the Config Schema password, perform the following steps:
1. Change the Config schema User Password in the database.
2. Delete the $FIC_HOME/conf/Reveleus.SEC file.
3. Shutdown the OFSAAI App service:
cd $FIC_APP_HOME/common/FICServer/bin
Ireveleusshutdown.sh

4. Start the Infrastructure Server in foreground directly on the server or through X-
Windows software using the command:

Jreveleusstartup.sh

At the prompt, enter System Password. Enter the "new Config schema" password. The
service will start and initialize itself if it is able to successfully connect to the DB.
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5. Post successful startup of the service, if required, the Infrastructure server may be shut
down and restarted in the background using nohup mode.

15.13.2 OFSAA Infrastructure Atomic Schema password modification

To change the Atomic Schema password, perform the following steps:
1. Change the Atomic schema User Password in the database.

2. Login to the application from the browser using SYSADMN account or any user id,
which has System Administrator role mapped.

3. Navigate to System Configuration > Database Details window. Modify the password
as explained in the following steps:

e From the Database Master window, select the connection whose password
you want to modify and click (A button from the toolbar.

e Click [4 putton corresponding to the Alias Name. The Alias Details window is
displayed.

e Modify the password in the Auth String field.
4. If you are using WebSphere as Web server:
e Login to the WebSphere Administration Console, from the left side menu.

¢ Navigate to Resources >JDBC >Data Sources. A list of data sources will be
populated on the right side.

e Select the appropriate Data Source and edit the connection details. (In this
case, both Config and Atomic data sources will need to be modified).

If you are using WebLogic as Web server:
e Login to the WebLogic Administration Console, from the left side menu

e Under Domain Structure list box, expand the appropriate Domain and navigate
to Services > JDBC >Data Sources. A list of data sources will be populated on
the right side.

e Select the appropriate Data Source and edit the connection details. (In this
case, both Config and Atomic data sources need to be modified).

5. Restart the OFSAAI services.
15.14 Configuring Java Virtual Machines

While running several database intensive tasks in parallel, fetching the database connection from
connection pool may face an error. To ensure no such error is encountered, add the line

Oracle Financial Services Software

174 ORACLE



securerandom.source=file:/dev/./urandom in the java.security configuration file
available in $JAVA HOME/jre/lib/security/path.

This needs to be configured on all the machines or virtual machines where the OFSAAI database
components (ficdb layer) are installed.

15.15 Configuring Internal Service (Document Upload/ Download)

This step can be ignored if it has already been configured as part of any previous IR /ML installation.

The Document Upload /Download feature has undergone a change and can now be configured to
use Internal service for document upload / download instead of the earlier ExeWebService.

To facilitate Internal service for document upload/ download, perform the following configurations:

1. Create the folders download, upload, TempDocument and Temp in the local path of
Web application server and provide Read/Write permission.

= To find the exact location, execute the following query in CONFIG schema:
select localpath from web_server_info

» To create folders with Read/Write permission, execute the command:
mkdir -m 777 download upload TempDocument Temp

2. Create DocStorage folder in the FTPSHARE location of APP tier and provide
Read/Write permission.

» To find the exact location, execute the query in CONFIG schema:
select ftpdrive from app_server_info
= To create folder with Read/Write permission, execute the command:

mkdir -m 777 DocStorage
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16 Appendix J: Patching OFSAA Infrastructure Installation

16.1 Patching Your OFS DI Pack Installation

Oracle strongly recommends installing the latest available patchset so as to be up to date with the
various releases of the OFSAA products.

Refer http://support.oracle.com for more information on latest releases.
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17 Appendix K: Grants for Atomic/Config Schema

This appendix includes the following sections:

=  Grants for Atomic Schema

= Grants for Config Schema

=  Grants for Config Schema Entities for Atomic Users

17.1 Grants for Atomic Schema

Atomic Schema creation requires certain grants for object creation. This can be located in
$FIC HOME/privileges atomic user.sql file

The following are the Grants for Atomic Schema:

grant create SESSION to &database username

;rant create PROCEDURE to &database username

grant create SEQUENCE to &database username

érant create TABLE to &database username

grant create TRIGGER to &database username

grant create VIEW to &database username

;rant create MATERIALIZED VIEW to &database username

/

grant select on SYS.V SPARAMETER to &database username
;rant create SYNONYM to &database username

/

NOTE: If you intend to use Oracle OLAP feature, execute the below grant on all ATOMIC schema(s)

@ grant olap user to &database username

17.2 Grants for Config Schema

Config Schema creation requires certain grants for object creation. This can be located in
$FIC HOME/privileges config user.sql file

The following are the Grants for Config Schema:

grant create SESSION to &database username

/

grant create PROCEDURE to &database username
/
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grant create SEQUENCE to &database username
grant create TABLE to &database username
grant create TRIGGER to &database username
grant create VIEW to &database username

grant create MATERIALIZED VIEW to &database username

grant select on SYS.V SPARAMETER to &database username

grant create SYNONYM to &database username

17.3 Grants on Config Schema Entities for Atomic Users

Atomic Schema creation requires certain grants for config schema object acess. This can be
located in $SFIC HOME/config table privileges for atomic user.sql file.
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18 APPENDIX L: Configuring Application Pack XML Files

18.1 OFS_DI_PACK.xml file

The OFS_DI_PACK.xml file holds details on the various products that are packaged together in DI
Application Pack.

. <?xml version="1.0"?>
- <APP_PACK_CONFIG=>
<APP_PACK_ ID>OFS_DI PACK</APP_PACK ID>
<APP_PACK_NAME=Financial Services Data Integration </APP_PACK_NAME=
<APP_PACK_DESCRIPTION=Applications for Data Integration</APP_PACK_DESCRIPTION=
<VERSION>8.0.1.0.0</VERSION >
- <APP>
<APP_ID ENABLE="YES" DEF_SEL_FLG="YES" PREREQ="">O0FS_AAI</APP_ID>
<APP_NAME=Financial Services Analytical Applications Infrastructure</APP_NAME:=
<APP_DESCRIPTION=>Base Infrastructure for Analytical Applications</APP_DESCRIPTIONZ
<VERSION=>8.0.1.0.0</VERSION=
</APP>
<APP>
<APP_ID ENABLE="NO" PREREQ="OFS_AAI">OFS_DIH</APP ID>
<APP_NAME=Financial Services Data Integration Hub</APP_NAME=>
<APP_DESCRIFTION=Application for data integration</APP_DESCRIPTION >
<VERSION>8.0.1.0.0</VERSION>
</APP>
<APP>=
<APP_ID ENABLE="NO" PREREQ="0OFS_DIH">0FS_INTF_DRM</APP_ID>
<APP_MNAME:=Interface for Oracle Data Relationship Management</APP_MNAME:=
<APP_DESCRIPTION=DIH Connector for OFSAA - Oracle Data Relationship Management</APP_DESCRIPTION =
<VERSION=8.0.1.0.0</VERSION>
</APP>
- <APP>
<APP_ID ENABLE="NO" PREREQ="OF5_DIH">=0FS_INTF_FCUBS=</APP_ID>
<APP_MNAME:=Interface for Oracle Flexcube Universal Banking System</APP_MNAME:=
<APP_DESCRIPTION=DIH Connector for OFSAA - Oracle Flexcube Universal Banking System</APP_DESCRIPTION >
<VERSION=8.0.1.0.0</VERSION
</APP
<APP>
<APP_ID ENABLE="ND" PREREQ="0OFS_DIH">0FS_INTF_OBP</APP_ID>
<APP_MNAME:Interface for Oracle Banking Platform</APP_NAME=>
<APP_DESCRIPTION=DIH Connector for OFSAA - Oracle Banking Platform </APP_DESCRIPTION >
<VERSION=>8.0.1.0.0</VERSION>
</APP>
- <APP>
<APP_ID ENABLE="NO" PREREQ="OFS_DIH">0FS_INTF_FAH</APP_ID>
<APP_NAME:=Interface for Oracle Fusion Accounting Hub</APP NAME:>
<APP_DESCRIPTION=DIH Connector for OFSAA - Oracle Fusion Accounting Hub</APP_DESCRIPTION >
<VERSION>8.0.1.0.0</VERSION=
</APP>
</APP_PACK_CONFIG>

18.1.1 Configuring OFS_DI_PACK.XML file

The OFS DI PACK.xml file holds details on the various OFSAA products that are packaged in a
particular Application Pack.

The following table gives details about the various tags/ parameters available in the file and the
values that need to be updated. Prior to installing the OFSAA Application Pack in SILENT mode, it
is mandatory to update this file.

NOTE: If you are installing in the GUI mode, then this file need not be updated.
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OFS_DI_PACK.XML Parameters

Tag Name/ Attribute Name

Description

Mandatory

Default Value/

Comments

(Y/ N) Permissible Value
APP_PACK_ID Unique Application Y Unique Seeded Value DO NOT modify this
Pack Identifier value.
APP_PACK_NAME Unique Application Y Unique Seeded Value DO NOT modify this
Pack Name value.
APP_PACK_DESCRIPTION Unique Application Y Unique Seeded Value DO NOT modify this
Pack Description value.
VERSION Unique release Y Unique Seeded Value DO NOT modify this
version value.
APP Unique Application Y Unique Seeded Value DO NOT remove
Entries these tags.
APP_ID Unique Application Y Unique Seeded Value DO NOT modify this
Identifier value.
APP_ID/ PREREQ Prerequisite Y Unique Seeded Value For most applications
Application/ Product Infrastructure would
be the prerequisite
set. For certain other
applications, an
appropriate
Application ID would
be set.
DO NOT modify this
value.
APP_ID/ DEF_SEL_FLAG Default Selected Y Default - YES In all Application
Flag Packs, Infrastructure
would have this value
set to “YES”. DO
NOT modify this
value.
APP_ID/ ENABLE Enable Application/ YES if Default - Set this attribute-
Product installing in YES for Infrastructure value to YES against
SILENT NO for Others every APP_ID which
mode. is licensed and

Permissible - YES or NO

should be enabled for

Oracle Financial Services Software

180

ORACLE



Tag Name/ Attribute Name

Description

Mandatory
(Y/ N)

Default Value/
Permissible Value

Comments

use.

Note: Application/
Product once
enabled cannot be
disabled. However,
Application/ Product
not enabled during
installation can be
enabled later through

the Administration Ul.

APP_NAME

Unique Application/

Product Name

Unique Seeded Value

DO NOT modify this

value.

APP_DESCRIPTION

Unique Application/

Product Name

Unique Seeded Value

DO NOT modify this

value.

VERSION

Unique release

version

Unique Seeded Value

DO NOT modify this

value.
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18.2 OFS_DI_SCHEMA_IN.xml file

The OFS_DI _SCHEMA IN.XML file contains details on the various application schemas that

should be created prior to the DI Application Pack installation.

<?xml version="1.0"2>
<APPPACKSCHEMA=

<APP_PACK_ID>OFS_DI_PACK</APP_PACK_ID:
<]DBC_URL>jdbc:oracle:thin:@10.184.135.6:1521:DIHDB</IDBC_URL>
<JDBC_DRIVER=oracle.jdbc.driver.OracleDriver</JDBC_DRIVER>
<H05T>10.184.149.130</HOST>

<SETUPINFO PREFIX_SCHEMA_NAME="Y" NAME="DEV"/>

<PASSWORD DEFAULT="" APPLYSAMEFORALL="Y"/>

- <SCHEMAS>

<SCHEMA NAME="DIHCONF" QUOTA="10G" TEMPTABLESPACE="TEMP" DEFAULTTABLESPACE="USERS" APP_ID="OFS_AAI" PASSWORD=""TYPE="CONFIG'"/>

<SCHEMA NAME="DIHATM" QUOTA="" TEMPTABLESPACE="TEMP" DEFAULTTABLESPACE="USERS" APP_ID="0FS_DIH" PASSWORD=""TYPE="ATOMIC" APP_GRP="1" INFODOM=""/>

<SCHEMA NAME="DIHATM" QUOTA="" TEMPTABLESPACE="TEMP" DEFAULTTABLESPACE="USERS" APP_ID="OFS_INTF_DRM" PASSWORD=""TYPE="ATOMIC" APP_GRP="1" INFODOM=""/

<SCHEMA NAME="DIHATM" QUOTA="" TEMPTABLESPACE="TEMP" DEFAULTTABLESPACE="USERS" APP_ID="OFS_INTF_FCUBS" PASSWORD=""TYPE="ATOMIC" APP_GRP="1" INFODOM=""/>

<SCHEMA NAME="DIHATM" QUOTA="" TEMPTABLESPACE="TEMP" DEFAULTTABLESPACE="USERS" APP_ID="OFS_INTF_OBP" PASSWORD="" TYPE="ATOMIC" APP_GRP="1" INFODOM=""/>

<SCHEMA NAME="DIHATM" QUOTA="" TEMPTABLESPACE="TEMP" DEFAULTTABLESPACE="USERS" APP_ID="OFS_INTF_FAH" PASSWORD=""TYPE="ATOMIC" APP_GRP="1" INFODOM=""/>
<[SCHEMAS>»

<[APPPACKSCHEMA

18.2.1 Configuring OFS_DI_SCHEMA_IN.XML file

Creating database schemas, object with schemas and assigning appropriate grants are the primary

steps in the installation process of OFSAA Applications.

The OFS_DI_SCHEMA_IN.xml file

contains details on the various application schemas that should be created prior to the Application
Pack installation.

The following table gives details about the various tags/ parameters available in the file and the
values that need to be updated. Prior to executing the schema creator utility, it is mandatory to
update this file.

OFS_DI_SCHEMA_IN.XML Parameters

Tag Name/ Description Mandatory Default Value/ Comments

Attribute Name (Y/N) Permissible Value

<APP_PACK_ID> Unique Application Y Unique Seeded Value DO NOT modify this
Pack Identifier value.

<JDBC_URL> Enter the JDBC URL. Y Example, Ensure to add an

Note: You can enter
RAC and NON-RAC
enabled database

connectivity URL.

jdbc:oracle:thin:@<
DBSERVER IP/HOST/
IP>:<PORT>:<SID>

oror

jdbc:oracle:thin:@//[HOST][:PO

RT])/SERVICE

entry (with SID/
SERVICE NAME) in
the tnsnames.ora file
on the OFSAA server.
The entry should
match with the SID/
SERVICE NAME
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Tag Name/
Attribute Name

Description

Mandatory
(Y/N)

Default Value/

Permissible Value

Comments

or

jdbc:oracle:thin: @(DESCRIPTI
ON=(ADDRESS_LIST=(ADDR
ESS=(PROTOCOL=TCP)(HOS
T=[HOST])(port=[PORT]))(ADD
RESS=(PROTOCOL=TCP)(HO
ST=[HOST])(PORT=[PORT]))(L
OAD_BALANCE=yes)(FAILOV
ER=yes))(CONNECT_DATA=(
SERVICE_NAME=[SERVICE]))
)

For example,
jdbc:oracle:thin:@//dbhost.serv

er.com:1521/service1
or

jdbc:oracle:thin:@//dbshost.serv

er.com:1521/scan-1
or

jdbc:oracle:thin: @(DESCRIPTI
ON=(ADDRESS_LIST=(ADDR
ESS=(PROTOCOL=TCP)(HOS
T=dbhost1.server.com)(port=15
21))(ADDRESS=(PROTOCOL=
TCP)(HOST=dbhost2.server.co
m)(PORT=1521))(LOAD_BALA
NCE=yes)(FAILOVER=yes))(C
ONNECT_DATA=(SERVICE_N
AME-=service1)))

used in the JDBC
URL.

<JDBC_DRIVER>

By default this driver

name is seeded.

Note: Do not edit this

attribute value.

Example,

oracle.jdbc.driver.OracleDriver

Only JDBC Thin
Driver is supported.
DO NOT modify this

value.

<HOST>

Enter the Hostname/
IP Address of the

system on which you

Host Name/ IP Address
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specified in DEFAULT
attribute for all the

schemas.

If you enter as N, you
need to provide
individual passwords
for all schemas.

Note: In case you
have entered Y in
APPLYSAMEFORALL

attribute and also have

specified individual

Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
are installing the
OFSAA components.
<SETUPINFO>/ NAME | Enter the acronym for Y Accepts strings with a minimum This name would
the type of length of two and maximum of appear in the OFSAA
implementation. This four. Landing Page as
information will be Example, “Connected To: xxxx”
displayed in the DEV, SIT, PROD The schemas being
OFSAA Home Page. created would get this
Note: On executing prefix. For E.g.
the schema creator dev_ofsaaconf,
utility, this value will be uat_ofsaaconf etc.
prefixed with each
schema name. For
example:
dev_ofsaaconf,
uat_ofsaaatm.
<SETUPINFO>/ Identifies if the value N YES or NO Default value is YES.
PREFIX_SCHEMA_NA | specified in
ME <SETUPINFO>/ NAME
attribute should be
prefixed to the schema
name.
<PASSWORD>/ Enter as Y if you want Y Default — N Note: Setting this
APPLYSAMEFORALL to apply the password Permissible — Y or N attribute value is

mandatory, If
DEFAULT attribute is

set.
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Tag Name/
Attribute Name

Description

Mandatory
(Y/N)

Default Value/

Permissible Value

Comments

passwords for all the
schemas, then the
specified individual
passwords will take

precedence.

<PASSWORD>/
DEFAULT*

Enter the password if
you want to set a
default password for all

schemas.

Note: You also need to
set
APPLYSAMEFORALL
attribute as Y to apply
the default password

for all the schemas.

The maximum length allowed is
30 characters. Special

characters are not allowed.

<SCHEMA>/ TYPE

The different types of
schemas that are
supported in this
release are ATOMIC,
CONFIG, SANDBOX,
and ADDON.

By default, the
schemas types are
seeded based on the
Application Pack.
Note: Do not edit this

attribute value.

ATOMIC/CONFIG/SANDBOX/A
DDON

Note:

SANDBOX AND ADDON
schemas are not applicable for

OFS AAAI Application Pack.

Only One CONFIG
schema can exist in
the file.

This schema
identifies as the
CONFIGURATION
schema that holds the
OFSAA setup details
and other metadata

information.

Multiple ATOMIC/
SANDBOX/ ADDON
schemas can exist in

the file.

ATOMIC schema
refers to the
Information Domain
schema. SANDBOX
schema refers to the
SANDBOX schema.
ADDON schema

refers to other
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Application ID is

Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
miscellaneous
schema (not
applicable for this
Application Pack).
<SCHEMA.>/ NAME By default, the Y The permissible length is 15 SETUPINFO/ NAME
schemas names are characters and only attribute value would
seeded based on the alphanumeric characters be prefixed to the
Application Pack. allowed. No special characters schema name being
You can edit the allowed except underscore *_. created.
schema names if For E.g. if name is set
required. as ‘ofsaaatm’ and
setupinfo as ‘uat’ then
Note:
schema being created
The Schema Name will
would be
have a prefix of the
‘uat_ofsaaatm’.
SETUPINFO/ NAME
) NAME should be
attribute.
same where
SCHEMA NAME must
. APP_GRP=1 for all
be same for all the
SCHEMA tags (Not
ATOMIC Schemas of . .
applicable for this
applications within an L
Application Pack).
Application Pack.
<SCHEMA>/ Enter the password of N The maximum length allowed is | Note: You need to
PASSWORD* the schema to be 30 characters. Special mandatorily enter the
created. characters are not allowed. password if you have
Note: set the
. . . <PASSWORD>/
If this attribute is left
APPLYSAMEFORAL
blank, then the
e L attribute as N.
password specified in
the
<PASSWORD>/DEFA
ULT attribute is applied
as the Schema
Password.
<SCHEMA>/ APP_ID By default, the Y Unique Seeded Value Identifies the

Application/ Product
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
seeded based on the for which the schema
Application Pack. is being created.
Note: Do not edit this DO NOT modify this
attribute value. value.
<SCHEMA>/ Enter the available N Default —- USERS Modify this value to
DEFAULTTABLESPAC | default tablespace for Permissible — Any existing valid | associate any valid
E DB User. tablespace name. tablespace with the
Note: schema.
If this attribute is left
blank, then USERS is
set as the default
tablespace.
<SCHEMA>/ Enter the available N Default — TEMP Modify this value to
TEMPTABLESPACE temporary tablespace Permissible — Any existing valid | associate any valid
for the DB User. temporary tablespace name. tablespace with the
Note: schema.
If this attribute is left
blank, then TEMP is
set as the default
tablespace.
<SCHEMA>/ QUOTA Enter the quota to be N Example, Modify this value to
set on 600M/m grant the specified
DEFAULTTABLESPA 20G/g quota on the
CE attribute for the mentioned tablespace
schema/ user. By UNLIMITED/unlimited to the user.
default, the quota size
is set to 500M.
Minimum: 500M or
Unlimited on default
Tablespace
<SCHEMA>/ Enter the name of the N Permissible length is 16 Enter this field in
INFODOM Information Domain to characters and only UPPERCASE.

associate this schema.

The schema creator
utility automatically

derives an Information

(Optional for
Atomic and
mandatory for

sandbox )

alphanumeric characters
allowed. No special characters

allowed.

If DI media pack is
first media pack

installation in the
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
Domain Name based setup, then
on the Application Pack INFODOM has to be
if no value is specified specified mandatorily
for this attribute. otherwise it is optional
Parent tag to hold Uncomment the tag
<ADV_SEC_OPTIONS | Advance Security N and edit if you want to
S Options. add security options.
For example, TDE
and Data Redact.
For details, see the
example following the
table.
<ADV_SEC_OPTIONS | Tag to enable/disable N Default is FALSE. To enable Ensure this tag is not
>/TDE TDE. TDE, set this to TRUE. commented if you
have uncommented
<ADV_SEC_OPTION
S>/
<ADV_SEC_OPTIONS | Tag to enable/disable N Default is FALSE. To enable Ensure this tag is not
>/ DATA_REDACT Data Redaction DATA_REDACT, set this to commented if you
feature. TRUE have uncommented
<ADV_SEC_OPTION
S>/
Uncomment the tag
<TABLESPACES> Parent tag to hold N NA and edit. ONLY if

<TABLESPACE>

elements

tablespaces are to be
created as part of the
installation.

For details, see the
example following the
table.

Note: When TDE is
TRUE in
ADV_SEC_OPTIONS
, then it is mandatory
for the
<TABLESPACES>
tag to be present in

the xml file.
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value

Name if specified
<TABLESPACE>/ Logical Name of Y should be referred in

the <SCHEMA
NAME tablespace to be DEFAULTTABLESPA

created. CE= “##NAME##">
attribute.

Note the ## syntax.
<TABLESPACE>/ Physical Name of the Y NA Value if specified will
VALUE tablespace to be be the actual name of

created the TABLESPACE.
<TABLESPACE>/ Specifies the location Y NA Enter the absolute
DATAFILE of the data file on the path of the file to be
server created.
<TABLESPACE>/ Specifies if the Y ON or OFF Set to ON to ensure
AUTOEXTEND tablespace should be that the tablespace
extensible or have a does not run out of
hard limit space when full.
<TABLESPACE>/ Specifies if the Y ON or OFF Set to ON to ensure
ENCRYPT tablespace(s) should that the tablespaces
be encrypted using when created are
TDE. encrypted using TDE.

*On successful execution of the utility, the entered passwords in the 0FS_DI_SCHEMA IN.xml file are nullified.

Note: Encryption of tablespaces requires to enabling Transparent Data Encryption (TDE) on the Database

Server.

Example: : (The following snippet shows that TDE is enabled and hence the tablespace has been shown

with encryption ON.)

<ADV_SEC_OPTIONS>

<OPTION NAME="TDE" VALUE="FALSE"/>

<OPTION NAME="DATA REDACT" VALUE="FALSE" />
</ADV_SEC_OPTIONS>
<TABLESPACES>

<TABLESPACE NAME:"OFS_AAI_TBSP_l" VALUEZ"TS_USERSl"
DATAFILE="/scratch/oral2c/app/oracle/oradata/OFSPQA12CDB/ts usersl.dbf"
SIZE="500M" AUTOEXTEND="ON" ENCRYPT="ON" />TABLESPACE
NAME="OFS AAI TBSP 2" VALUE="TS USERS2"
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DATAFILE="/scratch/oral2c/app/oracle/oradata/OFSPQA12CDB/ts users2.dbf"

SIZE="500M" AUTOEXTEND="ON" ENCRYPT="ON" />
</TABLESPACES>
<SCHEMAS>
<SCHEMA TYPE="CONFIG" NAME="ofsaaconf" PASSWORD="" APP ID="OFS AAI"

DEFAULTTABLESPACE=" ##OFS_AAI_TBS P_l ##" TEMPTABLESPACE="TEMP"
QUOTA="unlimited"/>

<SCHEMA TYPE="ATOMIC" NAME="ofsaaatm" PASSWORD="" APP ID="OFS AAAI"
DEFAULTTABLESPACE="##0FS AAI TBSP 2##" TEMPTABLESPACE="TEMP"

QUOTA="unlimited"

</SCHEMAS>

INFODOM="OFSAAAIINFO" />

18.2.2 Configuring OFS DI_SCHEMA_BIGDATA_IN.xml file

Creating HIVE schemas, objects within the schemas are the primary steps in the installation process of
OFSAA Applications. The OFS_DI_SCHEMA_ BIGDATA_IN.xml file contains details on the various
application schemas that should be created/ referred prior to the Application Pack installation.

Note: This file should be configured only in case of OFS DI Application Pack installation for HDFS ONLY
target. This file is not required to be configured for an RDBMS ONLY target installation.

The following table provides details about the various tags/ parameters available in the file and the

values that have to be updated.

Prior to executing the schema creator utility, it is mandatory to update this file.

OFS_DI_SCHEMA_BIGDATA _IN.XML Parameters

Note: You can enter
RAC/ NON-RAC
enabled database

connectivity URL.

jdbc:oracle:thin:@<HOST/
IP>:<PORT>:<SID>

or

jdbc:oracle:thin:@//[HOS
T][:PORT)/SERVICE

or

Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
<APP_PACK_ ID> Seeded unique ID for Y Seeded DO NOT modify this
the OFSAA Application value.
Pack
<JDBC_URL> Enter the JDBC URL Y Example, In case of an HDFS

ONLY target
installation, this URL
should be of the
RDBMS instance that
hosts the Application’s

METADOM.
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Tag Name/
Attribute Name

Description

Mandatory
(Y/N)

Default Value/
Permissible Value

Comments

jdbc:oracle:thin: @(DESCRI
PTION=(ADDRESS_
LIST=(ADDRESS=(PROT
OCOL=TCP)(HOST=[HO
ST])(port=[PORT]))(ADD
RESS=(PROTOCOL=TCP)
(HOST=[HOST])(PORT=[
PORT]))(LOAD_
BALANCE=yes)(FAILOV
ER=yes))(CONNECT_
DATA=(SERVICE_
NAME=[SERVICE])))

For example,
jdbc:oracle:thin:@//dbhos
t.server.com:1521/service 1
or

jdbc:oracle:thin:@//dbsho

st.server.com:1521/scan-1
or

jdbc:oracle:thin: @(DESCRI
PTION=(ADDRESS_
LIST=(ADDRESS=(PROT
OCOL=TCP)(HOST=dbho
st1.server.com)(port=1521)
)J(ADDRESS=(PROTOCO
L=TCP)(HOST=dbhost2.s
erver.com)(PORT=1521))(
LOAD_
BALANCE=yes)(FAILOV
ER=yes))(CONNECT_
DATA=(SERVICE_

NAME=service1)))

<JDBC_ DRIVER>

By default this driver

name is seeded.

Note: Do not edit this

attribute value.

Example,

oracle.jdbc.driver.OracleD river

Only JDBC Thin

Driver is supported.

DO NOT modify this

value.
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
<HOST> Enter the Hostname/ IP | Y Host Name/ IP Address
Address of the system
on which you are
installing the OFSAA
components.
<SETUPINFO>/ Identifies if the value N YES or NO Default value is YES.
PREFIX_SCHEMA _ specified in
NAME <SETUPINFO>/ NAME
attribute should be
prefixed to the schema
name.
<SETUPINFO>/ NAME | Enter the acronym for Y Accepts strings with a minimum | This name would
the type of length of two and maximum of appear in the OFSAA
implementation. This four. Landing Page as
information will be Example, "Connected To: xxxx"
displayed in the DEV, SIT, PROD The schemas being
OFSAA Home Page. created would get this
Note: On executing the prefix. For example,
schema creator utility, dev_ ofsaaconf,
this value will be uat_ofsaaconf etc.
prefixed with each
schema name. For
example: dev_
ofsaaconf,
uat_ofsaaatm.
<PASSWORD>/ Enter the password if N The maximum length allowed is | Applies only to the
DEFAULT* you want to set a 30 characters. Special RDBMS type
default password for all characters are not allowed. METADOM
schemas. schema(s).

Note: You also need to
set
APPLYSAMEFORALL

attribute as Y to apply
the default password

for all the schemas.
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
<PASSWORD>/ Enter as Y if you want Y Default - N Permissible - Y or N Note: Setting this
APPLYSAMEFO RALL | to apply the password attribute value is
specified in DEFAULT mandatory, If
attribute for all the DEFAULT attribute is
schemas. set.
If you enter as N, you Applies only to the
need to provide RDBMS type
individual passwords METADOM
for all schemas. schema(s).
Note: In case you have
entered Y in
APPLYSAMEFORALL
attribute and also have
specified individual
passwords for all the
schemas, then the
specified individual
passwords will take
precedence.
<SCHEMAS>/ Identifies the RDBMS Y Default names for schemas In an HDFS ONLY
TYPE=RDBMS schema details. within the pack would be target installation, the
derived in absence of any value | Application’s
specified. METADOM (that
hosts the metadata)
for an application is
stored in RDBMS
schema and the data
model entities of the
application are stored
in the DATADOM
(which would be on
Hive).
<SCHEMA>/ TYPE The different types of Y ATOMIC/CONFIG/SAN Only One CONFIG

schemas that are
supported in this
release are ATOMIC,

DBOX/ADDON

Note: SANDBOX AND

schema can exist in

the file.
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Tag Name/
Attribute Name

Description

Mandatory
(Y/N)

Default Value/
Permissible Value

Comments

CONFIG, SANDBOX,
and ADDON.

By default, the
schemas types are
seeded based on the
Application Pack.
Note: Do not edit this

attribute value.

ADDON schemas are not
applicable for OFS AAAI
Application Pack.

This schema identifies
as the
CONFIGURATION

schema that holds the
OFSAA setup details
and other metadata

information.

Multiple ATOMIC/
SANDBOX/ ADDON

schemas can exist in

the file.

ATOMIC schema
refers to the
METADOM within the
Information Domain
schema. SANDBOX
schema refers to the

SANDBOX schema.

ADDON schema
refers to other
miscellaneous
schema (not
applicable for this

Application Pack).

<SCHEMA>/ NAME

By default, the
schemas names are
seeded based on the

Application Pack.

You can edit the
schema names if
required.

Note:

The Schema Name will
have a prefix of the
SETUPINFO/ NAME

attribute.

The permissible length is 15
characters and only
alphanumeric characters
allowed. No special characters

allowed except underscore '_".

SETUPINFO/ NAME

attribute value would
be prefixed to the
schema name being

created.

For example, if name
is set as 'ofsaaatm'
and setupinfo as 'uat’
then schema being
created would be

'uat_ofsaaatm'.
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
SCHEMA NAME must NAME should be
be same for all the same where
ATOMIC Schemas of APP_GRP=1 for all
applications within an SCHEMA tags (Not
Application Pack. applicable for this
Application Pack).
<SCHEMA>/ Enter the password of N The maximum length allowed is | Note: You need to
PASSWORD the schema to be 30 characters. Special mandatorily enter the
created. characters are not allowed. password if you have
Note: set the
<PASSWORD>
If this attribute is left SSWO !
APPLYSAMEFORALL
blank, then the
password specified in attribute as N.
the
<PASSWORD>/DEFA
uL
T attribute is applied as
the Schema Password.
<SCHEMA>/ APP_ID By default, the Y Unique Seeded Value Identifies the
Application ID is Application/ Product
seeded based on the for which the schema
Application Pack. is being created.
Note: Do not edit this DO NOT modify this
attribute value. value.
<SCHEMA>/ Enter the available N Default - USERS Modify this value to
DEFAULTTABL default tablespace for Permissible - Any existing valid associate any valid
ESPACE DB User. tablespace name. tablespace with the
Note: schema.
If this attribute is left
blank, then USERS is
set as the default
tablespace.
<SCHEMA>/ If this attribute is left N Default - TEMP Modify this value to
TEMPTABLESP ACE blank, then TEMP is associate any valid

Permissible - Any existing valid

temporary tablespace name.
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schemas names are
seeded based on the

Application Pack.

You can edit the
schema names if

required.

characters and only

alphanumeric characters

allowed.

Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
set as the default tablespace with the
tablespace. schema.
<SCHEMA>/ QUOTA Enter the quota to be N Example, Modify this value to
600M/m
seton 20G/g grant the specified
DEFAULTTABLESPAC UNLIMITED/ quota on the
E attribute for the unlimited mentioned tablespace
schema/ user. By to the user.
default, the quota size
is set to 500M.
Minimum: 500M or
Unlimited on default
Tablespace
<SCHEMAS>/ Type of schemas being | Y Refers to the
TYPE=HDFS created. DATADOM of the
Application Pack
being installed.
<HIVE_ SERVER_ IP/HostName of the Y
HOST> server where HIVE is
installed
<HIVE_LIB_ PATH> Folder path where Y Should contain the list
HIVE related drivers/jar of jars mentioned in
files are copied the section Copying
Jars to OFSAA
Installation Folder and
krb5.conf, keytab files.
Manually copy the
preceding listed files
from CDH distribution
to this identified folder.
<SCHEMA>/ NAME By default, the Y The permissible length is 20 Schema Name should

not be the same as
Schema Name
specified for Schema
Type ATOMIC.
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
Note: The Schema
Name will have a prefix
of the SETUPINFO/
NAME attribute.
<SCHEMA>/ TYPE Identifies the type of Y By default, the TYPE attribute in | DO NOT modify this
schema where the data this tag is set to DATADOM. value.
model entities would
reside.
<SCHEMA>/ DB TYPE | Identifies the type of Y By default, the only supported In the upcoming
driver to be used for type is HIVE in this release. releases, the type
connection. value can be HIVE/
IMPALA etc.
<SCHEMA>/<P COMMENTS for HIVE N
ROPERTY>/CO schema
MMENT
<SCHEMA>/<P You can optionally N
ROPERTY>/LO specify a location for
CATION the table data
<CONNECTIO . e
N PROPERTIES>/ HIVE JDBC driver Y com.cloudera.hive.j The default cloudera
<;ROPERTY>/J details dbc4.HS2Driver HiveServer 2 driver
DBC_DRIVER name.
<CONNECTIO . ) )
N PROPERTIES>/ Enter HIVE JDBC URL | Y Valid Hive JDBC URL to be Specify the Hive
<;ROPERTY>/J specified. JDBC URL to connect
DBC URL to the Hive Server.
<CONNECTIO o . .
N PROPERTIES>/ Authentication Type Y Permissible values: Only “Kerberos with
<;R OPERTY>/ KERBEROS_WITH_ KEYTAB keytab” based
AUTH TYPE authentication
supported in this
release.
<CONNECTIO ) .
N PROPERTIES>/ Alias name for Y An Alias name
<;ROPERTY>/ authentication mapping to a principal
AUTH ALIAS credentials and password

combination specified

in the following tags.
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
<CONNECTIO o o o
N PROPERTIES>/ Authentication principal | Y Principal name used
<PROPERTY>/ name in authentication to
PRINCIPAL connect to the Hive
Server.
<CONNECTIO o _
N PROPERTIES>/ Authentication Y Password used in
<PROPERTY>/ password authentication to
PASSWORD connect to the Hive
Server.
<CONNECTIO ) o This file should be
N_ PROPERTIES>/ A keytab file containing | Y copied to the location
- . specified in
<PROPERTY>/ pairs of Kerberos
KRE GSSJAAS principals and an <HIVE_LIB_PATH>
FILE_NAME - encrypted copy of that
B principal's key.
<CONNECTIO . . This file should be
N PROPERTIES>/ REALM configuration Y copied to the location
- file specified in
<PROPERTY>/
<HIVE_LIB_PATH>
KRB_REALM_
FILE_NAME

18.2.3 Copying Jars to OFSAA Installation Folder

1. Download the supported Cloudera HIVE JDBC Connectors and copy the following Jars
to the location SFIC HOME/ext/lib and SFIC WEB HOME/webroot/WEB-INF/lib. For

supported versions, see OFSAA Technology Matrix 8.0.2.0.0.

hive service.jar

HiveJDBC4.jar

hive metastore.jar

zookeeper-3.4.6.jar

TCLIServiceClient.Jjar

2. Copy the following Jars <Cloudera Installation Directory>/jars folder based on the CDH version
to the location $FIC_HOME/ext/lib and $FIC_WEB_HOME/webroot/WEB-INF/lib:

CDH v5.3.3

slfd4j-log4jl2-1.7.5.jar
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https://www.cloudera.com/downloads/connectors/hive/jdbc/2-6-1.html
https://docs.oracle.com/cd/E55339_01/homepage.htm

slf4j-api-1.7.5.jar
libthrift-0.9.0.jar
1ibfb303-0.9.0.jar
httpcore-4.2.5.jar
httpclient-4.2.5.jar
hive-exec-0.13.1-cdh5.3.3.jar
hadoop-core-2.5.0-mrl-cdh5.3.3.jar
hadoop-common-2.5.0-cdh5.3.3.jar
hadoop-auth-2.5.0-cdh5.3.3.jar
commons-logging-1.1.3.jar
commons-io-2.4.jar
commons-configuration-1.7.jar

commons-collections-3.2.2.jar

CDH v5.4.4:

slfd4j-logd4jl2-1.7.5.Jar
slfdj-api-1.7.5.jar
libthrift-0.9.2.jar
1ibfb303-0.9.2.jar
httpcore-4.2.5.jar
httpclient-4.2.5.jar
hive-exec-1.1.0-cdh5.4.4.jar
hadoop-core-2.6.0-mrl-cdh5.4.4.jar
hadoop-common-2.6.0-cdh5.4.4.jar
hadoop-auth-2.6.0-cdh5.4.4.jar
commons-logging-1.1.3.Jjar
commons-io-2.4.jar
commons-configuration-1.7.jar

commons-collections-3.2.2.jar
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CDH v5.8.4

CDH v5.13:

slfdj-logdjl2-1.7.5.Jar
slf4j-api-1.7.5.jar
libthrift-0.9.3.jar
1ibfb303-0.9.3.jar
httpcore-4.3.jar
httpclient-4.3.jar
hive-exec-1.1.0-cdh5.8.4.jar
hadoop-core-2.6.0-mrl-cdh5.8.4.jar
hadoop-common-2.6.0-cdh5.8.4.jar
hadoop-auth-2.6.0-cdh5.8.4.jar
commons-logging-1.2.jar
commons-io-2.4.jar
commons-configuration-1.7.jar

commons-collections-3.2.2.jar

commons-collections-3.2.2.jar
gl.jar

libthrift-0.9.0.jar

hive metastore.jar
hive-exec-1.1.0-cdh5.13.0-core.jar
1ibfb303-0.9.0.jar
hive-exec-1.1.0-cdh5.13.0.jar
commons-io-2.4.jar
hadoop-common-2.6.0-cdh5.13.0.jar
libthrift-0.9.3.jar
TCLIServiceClient.Jjar
commons-configuration-1.7.jar
hadoop-core-2.6.0-mrl-cdh5.13.0.jar

hive service.jar
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e 1ibfb303-0.9.3.jar

e httpcore-4.3.jar

e hadoop-client-2.6.0-cdh5.4.0.jar
e HiveJDBC4.jar

e commons-logging-1.2.jar

e Jlogd4j-1.2.16.jar

e zookeeper-3.4.6.jar

e httpclient-4.3.jar

e hadoop-auth-2.6.0-cdh5.13.0.jar
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19 Appendix M: Configuring OFSAAI_InstallConfig.xml File

This section gives details about the OFSAAI_InstallConfig.xml file.

19.1 Configuring OFSAAI_InstallConfig.xml file

To configure the OFSAAI_InstallConfig.xml file, follow these steps

1.
2.

Log in to the system as non-root user.

Identify a directory for installation and set the same in the user .profile file as below:
FIC HOME=< OFSAA Installation Directory >

export FIC HOME

Execute the user .profile.

Note: Below steps (Step No. 4 & 5) are required only when DI Application Pack is the
first installation in the setup. If some other media pack is already installed in the setup
then you can skip these steps.

Navigate to the file: OFS DI PACK/OFS AAI/conf/OFSAAI InstallConfig.xml
Open the file OFSAAT InstallConfig.xml in text editor.

Configure the OFSAATI InstallConfig.xml as mentioned in the below table:

You need to manually set the InteractionVariable parameter values as mentioned in the
table. If a value is not applicable, enter NA and ensure that the value is not entered as
NULL.

Navigate to the file: OFS DI PACK/conf/OFS DI Pack.xml,and select the applications
to be enabled.

Note: Enter “YES” in ENABLE tag to enable application.
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InstallConfig.xml Parameters

Interaction Variable Name Significance and Expected Value Mandatory

<Layer name="GENERAL">

InteractionGroup name="WebServerType"

WEBAPPSERVERTYPE Identifies the web application server on which the OFSAA Infrastructure web Yes

components would be deployed.

The below numeric value should be set depending on the type:
IBM WebSphere Application Server = 2

Oracle WebLogic Server =3

For example, <InteractionVariable

name="WEBAPPSERVERTYPE">3</InteractionVari able>

InteractionGroup name="OFSAA Infrastructure Server Details"

DBSERVER_IP Identifies the hostname or IP address of the system on which the Database Yes

Engine is hosted.
Note: For RAC Database , the value should be NA.

For example, <InteractionVariable name="DBSERVER _
IP">14.15.16.17</InteractionVariable> or
<InteractionVariable name="DBSERVER_
IP">dbhost.server.com</InteractionVariable

>

InteractionGroup name="Database Details"

ORACLE_SID/SERVICE_ Identifies the Oracle DB Instance SID or SERVICE_NAME Yes

NAME Note: The Oracle_SID value should be exactly the same as it is mentioned in
JDBC_URL.
For example, <InteractionVariable name="ORACLE_SID/SERVICE_

NAME">ofsaser</InteractionVariable>
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Interaction Variable Name Significance and Expected Value Mandatory

ABS_DRIVER_PATH Identifies the directory where the JDBC driver (ojdbc<version>.jar) exists. This Yes
would typically be the

$ORACLE_HOME/jdbc/lib

For example, <InteractionVariable name="ABS_DRIVER _

PATH">">/oradata6/revwb7/oracle
</InteractionVariable>

Note: Refer Appendix N for identifying the correct “ojdbc<version>.jar” version

to be copied.

InteractionGroup name="OLAP Detail"

OLAP_SERVER _ Identifies if the OFSAA Infrastructure OLAP component needs to be configured No
IMPLEMENTATION depending on whether you intend to use the OLAP feature. The below numeric

value should be set depending on the choice:
YES -1

NO -0

Note:IfvalueforOLAP_SERVER_IMPLEMENTATIONissetto 1, itchecksforfollowing environment variables are set in .profile:

ARBORPATH,HYPERION_HOMEand ESSBASEPATH.

InteractionGroup name="SFTP Details"

Identifies if the SFTP (Secure File Transfer Protocol) feature is to be enabled.
SFTP_ENABLE The following numeric value should be set depending on the choice:

. For SFTP, set this fieldto 1 or-1. —1
. For FTP, set this field to -0

Yes

Note: The default value for SFTP_ENABLE is 1, which signifies that SFTP will be used. Oracle recommends using SFTP instead of FTP
because SFTP is considered more secure. However, a client may choose to ignore this recommendation and to use FTP by setting

SFTP_ENABLE to 0. You can change this selection later by using the OFSAAI administration interface.

Set SFTP_ENABLE to -1 to configure ftpshare and weblocal path as local path mounted for OFSAAI server.
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Interaction Variable Name Significance and Expected Value Mandatory

Identifies the port used for the file transfer service. The default value
FILE_TRANSFER_PORT specified is 22 (SFTP). Specify default value as 21 (FTP) if Yes
SFTP_ENABLE is 0. Alternatively, this value can be any Port configured
by System Administrators to support SFTP/FTP.

For example, <InteractionVariablename="FILE_TRANSFER_
PORT">21</InteractionVariable>

InteractionGroup name="Locale Detail"

LOCALE Identifies the locale information to be used during the installation. This release Yes

of the OFSAA Infrastructure supports only US English.

For example, <InteractionVariable

name="LOCALE">en_US</InteractionVariable>

InteractionGroup name="OFSAA Infrastructure Communicating ports"

Note: The below ports are used internally by the various OFSAA Infrastructure services. The default values mentioned below are set in the
installation. If you intend to specify a different value, update the parameter value accordingly and ensure this port value is in the range of
1025 to 65535and the respective port is enabled.

JAVAPORT 9999 Yes
NATIVEPORT 6666 Yes
AGENTPORT 6510 Yes
ICCPORT 6507 Yes
ICCNATIVEPORT 6509 Yes
OLAPPORT 10101 Yes
MSGPORT 6501 Yes
ROUTERPORT 6500 Yes
AMPORT 6505 Yes

InteractionGroup name="Web Details"

Note: If value for HTTPS_ENABLE is set to 1, ensure you have a valid certificate available from a trusted CA and the same is configured on

your web application server.
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Interaction Variable Name Significance and Expected Value Mandatory

HTTPS_ENABLE Identifies if the Ul should be accessed using HTTP or HTTPS scheme. The Yes
default value set is 0. The below numeric value should be set depending on the

choice:
YES -1
NO -0

For example, <InteractionVariable
name="HTTPS_ENABLE">0</InteractionVariable>

WEB_SERVER_IP Identifies the HTTP Server IP/ Hostname or Web Application Server IP/ No
Hostname, to be used for accessing the Ul. This IP would typically be the
HTTP Server IP.

If no separate HTTP Server is available, the value should be Web Application

Server IP/Hostname.

For example, <InteractionVariable name="WEB_SERVER _

IP">10.11.12.13</InteractionVariable>
or

<InteractionVariable name="WEB_SERVER _

IP">myweb.server.com</InteractionVariable>

WEB_SERVER_PORT Identifies the Web Server Port. This would typically be 80 for non SSL and 443 | No
for SSL. If no separate HTTP Server exists, the value should be the port

configured for Web Server.

Note: The port value will not be accepted as 80 if HTTPS_ENABLE:is 1 and as
443, if HTTPS_ENABLEis 0.

For example, <InteractionVariable name="WEB_
SERVER_PORT">80</InteractionVariable>
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Interaction Variable Name

Significance and Expected Value

Mandatory

CONTEXT_NAME

Identifies the web application context name which will be used to built the URL Yes

to access the OFSAA applications. The context name can be identified from a

URL as below:
<scheme>://<host>:<port>/<context-name>/lo gin.jsp
Sample URL:

https://myweb:443/ofsaadev/login.jsp

For example, <InteractionVariable name="CONTEXT_

NAME">ofsaadev</InteractionVariable>

WEBAPP_CONTEXT_PATH

Identifies the absolute path of the exploded .ear file on the web application

server.

For WebSphere, enter the WebSphere path as

<WebSphere profile directory>/installedApps/

<NodeCellName>. For example,
/data2/test//WebSphere/AppServer/profiles/

<Profile_

Name>/installedApps/aix-imfNode01Cell. Where aix-imf is Host name.

For WebLogic, provide the WebLogic home directory path as /<WebLogic

home directory path>/bea/wlserver_10.3

Yes

WEB_LOCAL_PATH

Identifies the absolute path to any directory on the web application server that Yes

can hold temporary files being uploaded as part of the applications usage.

Note: In case of a clustered deployment, ensure this path and directory is same

on all the nodes.

InteractionGroup name="Weblogic Setup Details"
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Interaction Variable Name Significance and Expected Value Mandatory

WEBLOGIC_DOMAIN_HOME Identifies the WebLogic Domain Home. Specify the value only if No
WEBSERVERTYPE is set as 3 (WebLogic).

For example, <InteractionVariable name="WEBLOGIC_DOMAIN_
HOME">/home/weblogic/bea/user_ projects/domains/mydomain

</InteractionVariable>

InteractionGroup name="OFSAAI FTP Details"

OFSAAI_FTPSHARE_PATH Identifies the absolute path to the directory identified as file system stage area. Yes
Note:

The directory should exist on the same system on which the OFSAA
Infrastructure is being installed (can be on a separate mount).

The user mentioned in APP_SFTP_USER_ID parameter below should have
RWX permission on the directory.

For example, <InteractionVariable
name="APP_FTPSHARE_PATH">">/oradata6/revwb7/ftpshare</InteractionVar

iable>

OFSAAI_SFTP_USER_ID Identifies the user who has RWX permissions on the directory identified under Yes
parameter APP_FTPSHARE_PATH above.

OFSAAI_SFTP_ Identifies the SFTP private key for OFSAAI. For example, No

PRIVATE_KEY <InteractionVariable name="OFSAAI|_SFTP_PRIVATE_

KEY">/home/ofsaapp/.ssh/id_rsa</InteractionVariable>

By default, the value is NA, which indicates password will be prompted for the
user <OFSAAI_SFTP_USER _ ID> for authentication.

For more information on generating SFTP Private key, see the Setting Up

SFTP Private Key section.

OFSAAI_SFTP_PASSPHRASE | Identifies the passphrase for the SFTP private key for OFSAAI. For example, No

InteractionVariable name="OFSAAI_SFTP_PASSPHRASE">enter a pass

phrase here</InteractionVariable>
By default, the value is NA.

If OFSAAI_SFTP_PRIVATE_KEY value is given and this is kept as NA, then it

is assumed as empty passphrase.
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Interaction Variable Name

Significance and Expected Value

Mandatory

InteractionGroup name="Hive Details"

The default value set for the interaction variables under this group is set as NA. These are required only for Hive Configuration.

HIVE_ SERVER_PORT

Identifies the port used for the file transfer service. The default value set is 22
(SFTP). Set this value as 21 for FTP.

For example,

InteractionVariable name="HIVE_SERVER_ PORT">22</InteractionVariable>

Yes, only for HIVE

Configuration

HIVE_SERVER_ FTPDRIVE

Identifies the absolute path to the directory identified as file system stage area

of HIVE server.
For example,

InteractionVariable name="HIVE_SERVER_
FTPDRIVE">/scratch/ofsaa/ftpshare</InteractionVariable>

Yes, only for HIVE

Configuration

HIVE_SERVER_FTP_ USERID

Identifies the user who has RWX permissions on the directory identified under
the preceding parameter HIVE_SERVER_FTPDRIVE.

For example,

InteractionVariable name="HIVE_SERVER_FTP_

USERID">ofsaa</InteractionVariable>

Yes, only for HIVE

Configuration

HIVE_SERVER_FTP_
PROTOCOL

If the HIVE_SERVER_PORT is 21, then set value as FTP, else set it as SFTP.

For example,

InteractionVariable name="HIVE_SERVER_FTP_
PROTOCOL">SFTP</InteractionVariable>

Yes, only for HIVE

Configuration

HIVE_SFTP_PRIVATE_ KEY

Identifies the SFTP private key for the HIVE server. For example,

<InteractionVariable name="HIVE_SFTP_PRIVATE_
KEY">/scratch/testuser/.ssh/id_rsa</InteractionVariable>
By default, the value is NA, which indicates password will be prompted for the

user <HIVE_SERVER_FTP_USERID> for authentication.

For more information on generating SFTP Private key, see the Setting Up

SFTP Private Key section.

Yes, only for HIVE

Configuration

HIVE_SFTP_ PASSPHRASE

Identifies the passphrase for the SFTP private key for HIVE. For example,

<InteractionVariable name="HIVE_SFTP_

PASSPHRASE">NA</InteractionVariable> By default, the value is NA.

If HIVE_SFTP_PRIVATE_KEY value is given and this is kept as NA, then it is

assumed as empty passphrase.

Yes, only for HIVE

Configuration
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20 Appendix N: Migration for Excel Upload

This appendix provides detailed instructions to migrate for excel upload.
20.1.1 Prerequisites

= Data model in ATOMIC schemas should be same on the source and target setups.

OFS AAI (platform) patch level version should be same on the source and target setups.

PL/SQL Developer to connect and query the database.

WinSCP to connect and access server file system.
20.1.2 Migration for Excel Upload

To migrate, follow these steps:

1. Open PL/SQL Developer and logon to the source setup’s configuration (CONFIG)
schema by entering the appropriate username and password.

2. Inanew SQL window query the data of table EXCEL MAPPING MASTER.

3. Open a new session in PL/SQL developer and logon to the target setup’s configuration
(CONFIG) schema by entering the appropriate username and password.

4. |Insert the records from Step 1 above in to this table.

5. InVv_INFODOM column of EXCEL MAPPING MASTER table update the infodom name
with the target infodom name.

NOTE: If all the mappings can work out of the single target Infodom, update same Infodom value
across all rows. If only few mappings will work out of the target infodom, update the infodom value for
selective records. Kindly note, excel upload mappings will work only if the target infodom has same
data model entities as used in the mappings defined on source setup.

6. Update v_CREATED BY column with the name of any user present in the target setup
that has appropriate roles to perform Excel Upload tasks.

NOTE: It is mandatory to update values for v_INFODOM and V_CREATED BY columns.

7. Open WIinSCP and login a new session by entering the host name, port number, user
name and password to access the source setup.

8. Navigate to the folder referred as FTPSHARE.

9. Copy the excel-entity mapping xml file(s) which are located in this folder according to
their folder structure on to your desktop. For example: /ftpshare
/STAGE/ExcelUpload/$SOURCE INFODOM NAME/SEXCEL FILE NAME.xml
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NOTE: Actual file name of Excel Sheet is mentioned in the Vv _EXCEL NAME column of
EXCEL MAPPING MASTER table.

10. Copy the excel templates (.xlIs/ .xlsx) file(s) which are located in this folder according to

their folder structure on to your desktop. For example:
/ftpshare/STAGE/ExcelUpload/TEMPLATE/*.x1ls or *.xlsx

NOTE: Ignore this step if files are not present at the location.

11. Login a new session in WinSCP by entering the host name, port number, user name
and password to access the target setup.

12. Copy the xml file(s) from Step3 to the below location in the target setup. For example:
/ftpshare/STAGE/ExcelUpload/S$TARGET INFODOM NAME/S$SEXCEL FILE NAM

E.xml

NOTE: S$TARGET INFODOM NAME should be target setup infodom in which you have uploaded the
appropriate data model and the name should be same as the v_ INFODOM column value updated in
EXCEL MAPPING MASTER table.

13. Copy the xls/ xIsx file(s) from Step 3 to the below location in target setup. For example:
/ftpshare/STAGE/ExcelUpload/TEMPLATE/*.x1ls or *.xlsx

NOTE: Ignore this step if files are not present at the location.

Oracle Financial Services Software

211 ORACLE



21 Appendix O: JDBC Jar Files

The ojdbc<version>.jar file should be copied based on Database & Java version. Refer to the
following table for details.

Oracle Database JDK Version supported JDBC Jar files specific to the

version release

12.1 or 12cR1 JDK 7 and JDK 8 ojdbc7 .jar for JDK 7/JDK 8

11.2 or 11gR2 JDK 7 and JDK 8 supported in 11.2.0.3 and ojdbc6.jar for JDK 7 / JDK 8
11.2.04
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22 Appendix P: Upgrading an Existing OFSAA 8.0.x Java 7 Instance to
Java 8

This section explains the configurations required to upgrade an existing OFSAA 8.0.x Java 7 instance to
Java 8. It consists of the following topics:

e Prerequisites
e Steps for upgrading OFSAA 8.0.x Java 7 instance to Java 8

e Web Application Server Configurations
e OFSAA Generic Configurations
e OFSAA Configurations for New Web Application Server Installation

22.1 Prerequisites

The following are the prerequisites for upgrading OFSAA 8.0.x Java 7 instance to Java 8:

¢ Java 8 should be installed on the OFSAA server and Web Application Server.

NOTE: IBM WebSphere 8.5.x (Full Profile) on Java 8 is not available.

22.2 Steps for upgrading OFSAA 8.0.x Java 7 instance to Java 8

To upgrade OFSAA 8.0.x Java 7 instance to Java 8, follow these steps:

1. Configure Web Application Server to Java 8. For more information, refer Web Application Server
Configurations.

2. Configure the OFSAA instance to Java 8. For more information, refer OFSAA Generic
Configurations. For a newly installed Web Application Server, refer OFSAA Configurations for New
Web Application Server Installation

3. Restart the OFSAA services. For more information, refer the Start/Stop Infrastructure Services
section.

4. Generate the application EAR/WAR file and redeploy the application onto your configured web
application server. For more information on generating and deploying EAR / WAR file, refer

Appendix C.

22.3 Web Application Server Configurations

This section describes the changes to be made in the Web Application Server. Following are the two options
to perform Web Application Server Configurations which are listed as follows:

o Upgrade the existing Web Application Server installation to Java 8
e Install a new instance of the Web Application Server with Java 8

This section consists of the following topics:

e Oracle WebLogic Server Updates
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22.3.1 Oracle WebLogic Server Updates

Perform the following configurations to upgrade the existing WebLogic server instance to Java 8:

1. Navigate to <WLS_ HOME>/Middleware/Oracle Home/wlserver.
2. Editthe product.properties file. Set JAVA HOME, WLS JAVA HOME, JAVAHOME properties to
the new Java path and java.vm.version to the new Java version. For example,

JAVA HOME=/usr/java/jdk1.8.0_45

WLS JAVA HOME=/usr/java/jdkl.8.0 45
JAVAHOME=/usr/java/jdkl.8.0_ 45
java.vm.version=1.8.0 45

3. Navigate to
<WLS_ HOME>/Middleware/Oracle Home/user projects/domains/<domain>/bin
Update SUN_JAVA HOME, DEFAULT JAVA HOME, JAVA HOME in the setDomainEnv. sh file to
point to the new Java path. For example,
SUN_JAVA HOME="/usr/java/jdkl.8.0 45"
DEFAULT SUN_ JAVA HOME="/usr/java/jdkl.8.0 45"
JAVA_HOME="/usr/java/jdk1.8.0_45"

4. Clear the Application cache. Navigate to the following path and delete the files:
<Weblogic installation location>/domains/<Domain name>/servers/<Server
name>/tmp/ WL user/<Application name>/gqaelce/jsp servlet

If you wish to install a new instance of the Oracle WebLogic Server, follow these steps:

1. Install Oracle WebLogic Server 12.2.1.2 on Java 8.
2. Perform the configurations for the newly installed WebLogic server. For more information refer
Configuring Resource Reference in Weblogic Application Server.

NOTE: While creating WebLogic Domain, the Listen Port should be set same as that of the existing
Domain.

Note down the new Domain path to perform OFSAA Configurations.
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22.4 OFSAA Generic Configurations

This section consists of the following topics:

User .profile Settings

22.4.1 User .profile Settings

Perform the following configurations:

1.
2.

Login to the OFSAA Server as a non-root user.
Edit the user .profile. Update the value for PATH variable from JRE 1.7 to JRE 1.8. For

Example,
PATH=/usr/java/jdkl.8.0 _45/jre
JAVA BIN=/usr/java/jdkl.8.0 _45/jre/bin

LD LIBRARY PATH=$LD LIBRARY PATH:/usr/java/jdkl.8.0 45/jre/lib/amd64/se

rver

22.5 OFSAA Configurations for New Web Application Server Installation

This configuration is required only if you have freshly installed Oracle WebLogic 12.2.1.2. Follow these

steps:
1.

Modify the following parameters in the Configuration table present in the Config Schema with the
new Domain Path in case of WebLogic:

e DeFiHome

e REV IMG PATH

e EMBEDDED JSP JS PATH

Login to the OFSAA Server as a non-root user.

Navigate to SFIC HOME/ficweb/webroot/WEB INF and update the following parametersin the
web . xml file with the new Domain path in case of WebLogic:

e FIC PHYSICAL HOME LOC

e FIC HOME

e ICC SERVLET LOG FILE

Navigate to $FIC HOME/ficweb/webroot/conf and update the Domain path in case of
WebLogic:

e OFSAALogger.xml

e MDBLogger.xml

e RevLog4jConfig.xml

e RFDLogger.xml

e ExportLog4jConfig.xml

e RFDLogger.xml

e PR2Logger.xml
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23 Appendix Q: Removing OFSAA

This chapter includes the following sections:

e Uninstalling OFSAA Infrastructure

e Uninstalling EAR Files in WebSphere

e Uninstalling EAR Files in WeblLogic

23.1 Uninstalling OFSAA Infrastructure

This section will guide you through the necessary steps to uninstall the OFSAA Infrastructure
product.

Before you start the uninstallation process, ensure that no open connections exist to the OFSAA
Infrastructure Config and Atomic Schemas and Infrastructure services are brought down.

To uninstall OFSAA Infrastructure:

1. Log in to the system as non-root user.

2. Navigate to the $FIC_HOME directory and execute the command:
./Uninstall.sh

3. Enter the password for OF SAAI Configuration Schema when prompted as shown in the following
figure.

fzoratchdofzaadb/OFSART > . AUninstall.zh
Ininsztallation Started [time : Tue Jun 10 14:20:27 IST 2014 1
SRR R o o R SRR o s o

#*¥% IIriver loaded with Driver oracle, jdbc,driver,Oraclelriver

Pleaze enter Configuration schema Password @

Connected to Config Schema

Cleaning config schema ...

config schema cleaned ...

Cleaning up Infrastructure Home Dir |

Pleaze wait ..

Ininztallation Completed | Thank You [time $ Tue Jun 10 14:21:53 IST 2014 1
s b o b o s b s s b s b s o e s s b s b e b o s b s s ok s bl s ool sl sl o sk ok sk
/zcratchdofzaadb/OFSEAT ]

NOTE: Uninstallation does not remove the Infrastructure application from the Web Application Server. This
has to be done manually.

The entries in the .profile file will have to be removed manually.
The files/ folders under the file system staging area (ftpshare) have to be deleted manually.

All the Database objects from Atomic Schemas have to be dropped manually.
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23.2 Uninstalling EAR Files in WebSphere

Following are the steps to uninstall any previously deployed application:

1. Open the URL in the browser window: http://<ipaddress>:<Administrative Console
Port>/ibm/console (https if SSL is enabled). The Login window is displayed.

2. Login with the user id that has admin rights.

3. Expand Applications > Application Types > WebSphere enterprise applications from the LHS. The
Enterprise Applications window is displayed with all the deployed applications.

Enterprise Applications

Use thiz page to manage inzstalled applications. & single spplication can be deployed onte multiple zervers.

B Freferences

5tart| Stapl [nstaJl[ Uninstall Update I Rollour Updats Remaove File | Expart i Export DDL ] Export File
e
+ -
Select| Name 2 Application Status ().

You can administer the following resources:

[0 |Gafaultssclication 3
O | ivtaoo '
.D —= 5
T >
:Tol:alat .

4. Select the checkbox adjacent to the application to be uninstalled and click Stop.

5. Click Uninstall. The Uninstall Application window is displayed.
Uninstall Applicotion -

Chck OK 10 remnave the following sppbCation(s). If you do not want 10 remove the appicationd, ¢hck Cancel 1o retumn
Lo the privious page

MNamo
AINGAST

foeljf conce |

6. Click OK to confirm.

7. Click Save to save the master file configuration.
23.3 Uninstalling EAR Files in WebLogic

On the machine that hosts WebLogic, perform the following steps to uninstall any previously deployed
application:
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1. Open the URL in the browser window: http://<ipaddress>:<admin server
port>/console (https if SSL is enabled). The Login window of the WeblLogic Server

Administration Console is displayed.
2. Login with the WebLogic user credentials having administrator privileges.

3. From the Domain Structure LHS menu, click Deployments. The Summary of Deployments
screen is displayed
Summary of Deployments

Control | Moritaring

This page displays a fist of Java EE applheations and stand-alane apphication modules that have been installad ta this dorain, Instafed applcations and madules can be started, stopped, updated
(redeployed), or deleted from the domain by first selecting the appication name and using the contrals on this page.

To install 8 mew appicaton or module for deployment to targets in this domain, dick the Install button.

¥ Customize this table

Deployments
insiall || Update _De:e:e |_S:a.'1 > | | Stop > Showing 1to 1of 1 Previous | Next
| When work compietes
Hame % Force Siop tom State Health Type Deployment Order
@ Rupg7273 Stop, but continue servicing administration requests Artive & oK Erterpeise Anpleation 100
Instal || Update  Delete | Start~ | Stop v Showing 1to Lof 1 Previous | Next

4. Select the checkbox adjacent to the application to be uninstalled and click Stop> Force Stop Now.

5. Click Yes in the confirmation dialog to stop the selected deployment.

Messages

yments have been requeste
Summary of Deployments
Control = Monitaring
This pags displays a list of Java EE applications and stand-alone application modules that have been instalied to this domain. Installed applications and modules can be started, stopped, updated
(redepioyed), or deleted from the domain by first selecting the appication name and using the controls on this page.

To instal 3 new applcation or moduie for deployment to targets in this domain, ciick the Install button.

I Customize this table

Deployments
Instal > Showing L to 1of 1 Previous | MNaxt
1 | name & State Health Type Deployment Order
B | B Rupgrarz Prepared & ox Enterprice Applicaten 100
Showing Lto 1of 1 Previous | MNext

6. Select the checkbox adjacent to the application and click Delete to delete the selected deployment.

7. Click Yes in the confirmation dialog to remove the selected deployment from the domain

configuration.
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24 Appendix R: Configuring Transparent Data Encryption (TDE) and,
Data Redaction in OFSAA

Two features comprise Oracle Advanced Security: Transparent Data Encryption and Oracle Data
Redaction.

This section details about the configurations required in case you want to enable TDE or Data
Redaction in OFSAA applications.

24.1 Transparent Data Encryption (TDE)

Transparent Data Encryption (TDE) enables you to encrypt sensitive data, such as Personally
Identifiable Information (PIl), that you store in tables and tablespaces. After the data is encrypted,
this data is transparently decrypted for authorized users or applications when they access this data.
To prevent unauthorized decryption, TDE stores the encryption keys in a security module external
to the database, called a Keystore. For more details on TDE, see the Database Advanced Security
Guide.

TDE tablespace encryption enables you to encrypt all of the data stored in a tablespace. To control
the encryption, you use a Keystore and TDE master encryption key. Oracle Database supports
both software keystores and hardware, or HSM-based, keystores. A software keystore is a
container for the TDE master encryption key, and it resides in the software file system.

24.1.1 Configuring TDE During OFS DI Installation Using Full Installer

This section provides information on how to help enable TDE (Transparent Data Encryption) in the
database. , Data Redaction and its corresponding settings in OFSAA. This section consists of the
following sub sections:

e  Configuring Software Keystore and Encrypted Tablespace Creation
e  Running the Schema Creator Utility
e  Testing the Encryption

241.1.1 Configuring a Software Keystore and Encrypted Tablespace Creation

A software keystore is a container for the TDE master encryption key, and it resides in the software
file system. You must define a location for the key in the sqglnet.ora file so that the database locates
the keystore (one per database) by checking the keystore location in the sqlnet.ora file. After
defining the location, create the keystore and open it. Set the TDE master key after opening it and
then encrypt the data.

To find whether a wallet is already existing, check the following entries:

1. The location specified by the ENCRYPTION_WALLET_LOCATION parameter in the
sqlnet.ora file.
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2. The location specified by the WALLET_LOCATION parameter in the sglnet.ora file.

Encrypted tablespaces can share the default database wallet. However, Oracle recommends that
you use a separate wallet for transparent data encryption functionality by specifying the
ENCRYPTION_WALLET _LOCATION parameter in the sqlnet.ora file.

NOTE: You should have proper privileges to perform the following actions.

For details to configure the software keystore, perform the following steps:
Step 1: Set the Software keystore location in the sqlnet.ora file

The first step is to designate a location for software keystore in the sqlnet.ora file. The Oracle
Database will check the sqlnet.ora file for the directory location of the keystore to determine whether
it is a software keystore or a hardware module security (HSM) keystore.

NOTE: Ensure that the directory location which you want to set for software keystore exists
beforehand. Preferably, this directory should be empty.

In a multitenant environment, the keystore location is set for the entire multitenant container
database (CDB), not for individual pluggable databases (PDBs).

By default, the sgqlnet.ora file is located in the ORACLE_HOME/network/admin directory or in

the location set by the TNS_ADMIN environment variable. Ensure that you have properly set the
TNS_ADMIN environment variable to point to the correct sqlnet.ora file.

To create a software keystore on a regular file system, use the following format when you edit the
sqlnet.ora file:

ENCRYPTION WALLET LOCATION=
(SOURCE=
(METHOD=FILE)
(METHOD DATA=
(DIRECTORY=<<path to keystore>>)))
Examples:
For regular file system in which the database name is orclb:
ENCRYPTION WALLET LOCATION=
(SOURCE=
(METHOD=FILE)
(METHOD DATA=
(DIRECTORY=/etc/ORACLE/WALLETS/orcl)))

When multiple databases share the sqlnet.ora file:
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ENCRYPTION WALLET LOCATION=
(SOURCE=
(METHOD=FILE)
(METHOD DATA=
(DIRECTORY=/etc/ORACLE/WALLETS/orcl)))
When Oracle Automatic Storage Management (ASM) is configured:
ENCRYPTION WALLET LOCATION=
(SOURCE=
(METHOD=FILE)
(METHOD DATA=
(DIRECTORY=+diskl/mydb/wallet)))
For ASM Diskgroup:
ENCRYPTION WALLET LOCATION=
(SOURCE=
(METHOD=FILE)
(METHOD DATA=
(DIRECTORY=+ASM file path of the diskgroup)))
Step 2: Create the Software Keystore
There are three different types of Software Keystores:
e Password-based Software Keystores
o  Auto-login Software Keystores
e Local Auto-login Software Keystores
Perform the following steps to create a software keystore:
1. Login as sysdba or user with ADMINISTER KEY MANAGEMENT or SYSKM privilege.
2. Use the following command to create password-based software keystore:
CONN sys/password@serviceid AS SYSDBA

ADMINISTER KEY MANAGEMENT CREATE KEYSTORE 'keystore location'
IDENTIFIED BY software keystore password;

e keystore location is the path of the keystore directory you want

to create
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e software keystore password is the password of the keystore that

you want to create.

For example, to create the keystore in the /etc/ ORACLE/WALLETS/orcl directory:

ADMINISTER KEY MANAGEMENT CREATE KEYSTORE '/etc/ORACLE/WALLETS/orcl'
IDENTIFIED BY password;

After you run this statement, the ewallet.p12 file, which is the keystore, appears in the keystore
location.

o Alternatively, you can create an Auto-Login or Local-Login Keystore to avoid opening the
Keystore manually every time. Use the following command:

ADMINISTER KEY MANAGEMENT CREATE [LOCAL] AUTO LOGIN KEYSTORE FROM
KEYSTORE 'keystore location' IDENTIFIED BY keystore password;

e LOCAL enables you to create a local auto-login software keystore. Otherwise, omit this
clause if you want the keystore to be accessible by other computers.

After you run this statement, the cwallet. sso file appears in the keystore location.

NOTE: It is important to remember the master key password (<keystore password>) used during
creation of the keystore. There are no ways to retrieve the password if forgotten.

Step 3: Open the Software Keystore

Depending on the type of keystore you create, you must manually open the keystore before you
can use it.

You do not need to manually open auto-login or local auto-login software keystores. These keystore
are automatically opened when it is required, that is, when an encryption operation must access
the key. If necessary, you can explicitly close any of these types of keystores. You can check the
status of whether a keystore is open, closed, open but with no master key, or open but with an
unknown master key by querying the STATUS column of the VSENCRYPTION_WALLET view.

NOTE: After you open a keystore, it remains open until you manually close it. Each time you restart
a database instance, you must manually open the password keystore to re-enable encryption and
decryption operations.

Perform the following steps to open the software wallet:
1. Login as sysdba or user with ADMINISTER KEY MANAGEMENT or SYSKM privilege.
2. Use the following command to open password-based software keystore:
CONN sys/password@serviceid AS SYSDBA

ADMINISTER KEY MANAGEMENT SET KEYSTORE OPEN IDENTIFIED BY
software keystore password [CONTAINER = ALL | CURRENT];
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e software keystore password is the same password that you used to create the
keystore in "Step 2: Create the Software Keystore".

e CONTAINER is for use in a multitenant environment. Enter ALL to set the keystore in all of
the PDBs in this CDB, or CURRENT for the current PDB.

NOTE: In a CDB, open the Keystore in the ROOT (CDB$ROOT) container and in all the associated
PDBs, where TDE is enabled.

You do not need to manually open auto-login or local auto-login software Keystores.

Step 4: Set the Software TDE Master Encryption Key

Once the keystore is open, you can set a TDE master encryption key for it. The TDE master
encryption key is stored in the keystore. This key protects the TDE table keys and tablespace
encryption keys. By default, the TDE master encryption key is a key that Transparent Data
Encryption (TDE) generates.

In a multitenant environment, you can create and manage the TDE master encryption key from
either the root or the PDB.

Ensure that the database OPEN_MODE is set as READ WRITE. To find the status for a non-
multitenant environment, query the OPEN_MODE column of the VSDATABASE dynamic view. If
you are using a multitenant environment, then query the V$PDBS view. (If you cannot access these
views, then connect as SYSDBA and try the query again. In order to connect as SYSKM for this
type of query, you must create a password file for it. See Oracle Database Administrator's Guide
for more information.)

Perform the following steps to set the encryption key:
1. Login as sysdba or user with ADMINISTER KEY MANAGEMENT or SYSKM privilege.
2. Use the following command to set the encryption key:

CONN sys/password@serviceid AS SYSDBA

ADMINISTER KEY MANAGEMENT SET KEY [USING TAG 'tag'] IDENTIFIED BY
password [WITH BACKUP [USING 'backup identifier']] [CONTAINER = ALL |
CURRENT] ;

e tag is the associated attributes and information that you define. Enclose this setting in
single quotation marks (' ').

e password is the mandatory keystore password that you created when you created the
keystore in "Step 2: Create the Software Keystore".

e WITH BACKUP creates a backup of the keystore. You must use this option for password-
based keystores. Optionally, you can use the USING clause to add a brief description of
the backup. Enclose this description in single quotation marks (' '). This identifier is
appended to the named keystore file (for example,
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ewallet_time_stamp_emp_key backup.p12, with emp_key backup being the backup
identifier). Follow the file naming conventions that your operating system uses.

e CONTAINER is for use in a multitenant environment. Enter ALL to set the key in all of the
PDBs in this CDB, or CURRENT for the current PDB.

For example,

ADMINISTER KEY MANAGEMENT SET KEY IDENTIFIED BY password WITH BACKUP USING
'emp_ key backup';

Step 5: Encrypting your Data

After completing the keystore configuration, encrypt the data. You can encrypt individual columns
in a table or entire tablespaces. OFSAA recommends encrypting entire tablespaces and the
description in this section covers encrypting entire tablespaces.

Note the following restrictions on using Transparent Data Encryption when you encrypt a
tablespace:

e Transparent Data Encryption (TDE) tablespace encryption encrypts or decrypts data during
read and write operations, as compared to TDE column encryption, which encrypts and
decrypts data at the SQL layer. This means that most restrictions that apply to TDE column
encryption, such as data type restrictions and index type restrictions, do not apply to TDE
tablespace encryption.

e To perform import and export operations, use Oracle Data Pump.

Encrypting data involves the following steps:

Step 1: Setting the COMPATIBLE initialization parameter for tablespace encryption

Step 2: Setting the tablespace TDE master encryption key

Step 3: Creating the Encrypted Tablespace

Step 1: Setting the COMPATIBLE initialization parameter for tablespace encryption

Prerequisite- You must set the COMPATIBLE initialization parameter for the database to 11.2.0.0
or later. Once you set this parameter to 11.2.0.0, the change is irreversible.

Perform the following steps to set the COMPATIBLE initialization parameter:
1. Log into the database instance. In a multitenant environment, log into the PDB.

2. Check the current setting of the COMPATIBLE parameter.
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For example:

SHOW PARAMETER COMPATIBLE

NAME TYPE VALUE
compatible string 12.0.0.0
noncdbcompatible BOOLEAN FALSE

3. If you want to change the COMPATIBLE parameter, perform the following steps:

a. Locate the initialization parameter file for the database instance.

e UNIX systems: This file is in the ORACLE HOME/dbs directory and is named
initORACLE SID.ora (forexample, initmydb.ora).

b. In SQL*Plus, connect as a user who has the SYSDBA administrative privilege, and then
shut down the database.

For example:
CONNECT /AS SYSDBA
SHUTDOWN
c. Edit the initialization parameter file to use the correct COMPATIBLE setting.
For example:
COMPATIBLE = 12.2.0.0

d. In SQL*Plus, ensure that you are connected as a user who has the SYSDBA administrative
privilege, and then start the database.

For example:
CONNECT /AS SYSDBA

STARTUP

e. If tablespace encryption is in use, then open the keystore at the database mount. The
keystore must be open before you can access data in an encrypted tablespace.

STARTUP MOUNT;
ADMINISTER KEY MANAGEMENT SET KEYSTORE OPEN IDENTIFIED BY password;

ALTER DATABASE OPEN;
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Step 2: Setting the tablespace TDE master encryption key

Make sure that you have configured the TDE master encryption key as shown in Step 4: Setting
the software TDE master encryption key.

Step 3: Creating the Encrypted Tablespace

After you have set the COMPATIBLE initialization parameter, you are ready to create the encrypted
tablespace.

Follow the instruction given in Running the Schema Creator Utility with Encryption section for
configuring the schema creator file to create tablespaces.

If you are enabling TDE in case of upgrade or you did not enable it during installation and want to
enable at a later point of time, see the following reference link for details on manually creating
encrypted tablespaces:

https://docs.oracle.com/cloud/latest/db121/ASOAG/asotrans config.htm#ASOAG9555

24.1.1.2 Running the Schema Creator Utility with Encryption

This section is applicable only if you want to enable TDE during installation.

Run the schema creator utility by including the encrypt=on option in the Tablespace tag in the
DI SCHEMA IN.xml Schema in xml file. You have to perform this procedure manually as it is’s
not a part of the schema DI SCHEMA IN.xml.TEMPLATE template originally.

Following is an example for OFS AAAI PACK SCHEMA IN.xml
<APPPACKSCHEMA>
<APP PACK ID>OFS AAAI PACK</APP PACK ID>

<JDBC_URL>jdbc:oracle:thin:@whf00ajn<DB Server IP>:1521:0FSPQA12CDB<DB
NAME></JDBC_URL>

<JDBC_DRIVER>oracle.jdbc.driver.OracleDriver</JDBC_ DRIVER>
<HOST>0fss220608<OFSAA Server IP/HOST Name></HOST>

<SETUPINFO NAME="t608<PREFIX NAME>" PREFIX_SCHEMA_NAME="Y"/>
<PASSWORD APPLYSAMEFORALL="Y" DEFAULT="passwordl23<PASSWORD>"/>
<TABLESPACES>

<TABLESPACE NAME:"OFS_AAI_TBSP" VALUE:"TS_USERSI"
DATAFILE="/scratch/oral2c/app/oracle/oradata/OFSPQA12CDB<ABSOLUTE PATH
to TABLESPACE>/ts usersl<TABLESPACE DATA FILE NAME>.dbf" SIZE="500M"
AUTOEXTEND="OFF" ENCRYPT="ON" />

</TABLESPACES>

<SCHEMAS>
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<SCHEMA TYPE="CONFIG" NAME="ofsaaconf" PASSWORD="" APP ID="OFS AAI"
DEFAULTTABLESPACE="TS USERS1##OFS AAI TBSP##" TEMPTABLESPACE="TEMP"
QUOTA="unlimited"/>

<SCHEMA TYPE="ATOMIC" NAME="ofsaaatm" PASSWORD="" APP ID="OFS AAAI"
DEFAULTTABLESPACE="##0FS AAI TBSP##TS USERS1" TEMPTABLESPACE="TEMP"
QUOTA="unlimited" INFODOM="OFSAAAIINFO"/>

<SCHEMA TYPE="ATOMIC" NAME="ofsaaatm" PASSWORD="" APP ID="OFS IPE"
DEFAULTTABLESPACE="##0FS AAI TBSP##TS USERS1" TEMPTABLESPACE="TEMP"
QUOTA="unlimited" INFODOM="OFSAAAIINFO"/>

</SCHEMAS>

</APPPACKSCHEMA>
24.1.1.3 Testing the Encryption

Test the encryption by checking if a tablespace is encrypted or not. Execute the following query to
check:

SELECT tablespace name, encrypted FROM dba tablespaces;

The following result is displayed, which indicates whether the TABLESPACE is encrypted
(ENCRYPTED TS - YES) or not (ENCRYPTED TS - NO) in the ENCRYPTED column;

TABLESPACE NAME ENCRYPTED
SYSTEM NO
SYSAUX NO
UNDOTBS1 NO
TEMP NO
USERS NO
ENCRYPTED_ TS YES

6 rows selected.

The above example indicates TABLESPACE ENCRYPTED_TS is created with Encryption ON.
24.1.2 Configuring TDE in case of Upgrade

This section details about the configurations required in case you want to enable TDE in OFSAA
applications after upgrade to OFSAA 8.0.6.0.0 version from a previous version. Additionally,
these configurations are required in case you did not enable TDE during 8.0.6.0.0 installation and
want to enable at a later point of time.
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1. Create a new PDB (12c)/ instance (11g) on same or different Database Server for TDE. For
more information, see Configuring Software Keystore and Encrypted Tablespace Creation.

2. Shutdown the OFSAAI Services.

3. Export all Configuration, Atomic and Sandbox Schemas as per the applications installed in
your OFSAA instance.

For example:

expdp SYSTEM/oracle@OFSA12C2DB DIRECTORY=data pump dir
DUMPFILE=ofsaaconf ofsaaatm %U.dmp filesize=2G
SCHEMAS=ofsaaconf,ofsaaatm LOGFILE=ofsaaconf ofsaaatm exp.log

NOTE: The above command will create data dumps as files of 2GB size each (multiples). Any
other commands/ tools as appropriate may be used to archive the schemas.

4. Import all schemas that are exported using the above command, into the new DB instance.
For example:

impdp SYSTEM/oracle@OFSA12nDB DIRECTORY=data pump dir
DUMPFILE=ofsaaconf ofsaaatm %U.dmp SCHEMAS=ofsaaconf,ofsaaatm
LOGFILE=ofsaaconf ofsaaatm imp.log

NOTE: Restoring the exported dumps creates Configuration and Atomic Schema(s) with the
same user credentials as that of the source, along with the existing grants.

NOTE: If schemas are restored using a tool/ mechanism other than as mentioned in the Step 1
and 2, retain the user credentials of Configuration and Atomic Schemas same as in the Source
environment, along with the Schema grants.

5. Provide select grants on sys.V_ $parameter to view Configuration and Atomic Schemas of
Target Environment database

For example:
Login as sys user:
SQL> GRANT SELECT ON SYS.V $PARAMETER TO ofsaaconf;
Grant succeeded
SQL> GRANT SELECT ON SYS.V S$PARAMETER TO ofsaaatm;
Grant succeeded
6. Update .profile for ORACLE SID environment variable with new ORACLE_SID.

7. Update JDBC URL by executing Port Changer utility. For details on how to execute Port
Changer utility, see Changing IP/ Hostname, Ports, Deployed paths, Protocol of the OFSAA
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Instance section under Generic Configurations chapter in OFS Analytical Applications
Infrastructure Administration Guide 8.0.6.0.0.

8. Navigate to the SFIC_WEB_ HOME directory and execute the following command to trigger the
creation of EAR/WAR file:

Jant.sh
9. The EAR/WAR file - <contextname>.ear/.war - is created in SFIC_WEB HOME directory.

10. On completion of EAR/WAR file creation, the message "BUILD SUCCESSFUL" will be
displayed.

11. Edit the existing Connection Pool settings to point to new JDBC URL and verify connections.

12. Clear the webserver cache and redeploy the application onto your configured web application
server.

13. Restart the OFSAA Services. For more information, refer to the Start/Stop Infrastructure
Services section in the Oracle Financial Services Advanced Analytical Applications
Infrastructure Application Pack Installation and Configuration Guide 8.0.2.0.0

24.2 Data Redaction

OFSAA is enhanced to enable masking of sensitive data and Personal Identification Information (PIl) to
adhere to Regulations and Privacy Policies. Oracle Data Redaction provides selective, on-the-fly redaction
of sensitive data in database query results prior to display by applications so that unauthorized users cannot
view the sensitive data. The stored data remains unaltered, while displayed data is transformed to a pattern
that does not contain any identifiable information.

24.2.1 Enabling Data Redaction in case of Upgrade

This section details about the configurations required in case you want to enable Data Redaction in OFSAA
applications after upgrade to OFSAA 8.0.6.0.0 version from a previous version. Additionally, these
configurations are required in case you did not enable TDE during OFS DI 8.0.6.0.0 installation and want
to enable at a later point of time.

Perform the following steps:

1. Login as SYSDBA into the database.

2. Execute the file
$FIC HOME/utility/data security/scripts/create data sec roles.sqgl only
once per database (PDB in case of 12c).

3. Execute the following sql statement to find out the list of atomic users from the table:
select v_schema name from aai db detail where V_DB NAME <> 'CONFIG' AND
V_DB TYPE = 'ORACLE'

4. Execute the file
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$FIC HOME/utility/data security/scripts/grant data sec roles.sgl for all

atomic users found in the previous step.

5. From the Configuration window in the System Configuration module, select the Allow Data
Redaction checkbox.

6. Run the Data Redaction utility. For more details on how to run the utility, see Data Redaction section
under Data Security and Data Privacy chapter in OFS Analytical Applications Infrastructure

Administration Guide 8.0.6.0.0.
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25 Configuring Work Manager in Web Application Servers

Process Modelling framework requires creation of Work Manager and mapping it to OFSAA
instance. This configuration is required for WebSphere and WebLogic Web Application Server
types.

This section covers the following topics:

=  Configuring Work Manager in WebSphere Application Server

=  Configuring Work Manager in WebLogic Application Server

25.1 Configuring Work Manager in WebSphere Application Server

This section is applicable only when the Web Application Server type is WebSphere.
This section covers the following topics:

= Creating Work Manager

=  Mapping Work Manager to OFSAA WebSphere Instance

25.1.1 Creating Work Manager

1. Open the WebSphere admin console in the browser window:
http://<ipaddress>:<administrative console port>/ibm/console. (https if SSL is enabled).
The Login window is displayed.

osphore LS

W WebSphere Integrated
e W Solutions Console

admin

2. Login with the user id that has admin rights.
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~]

* walcome

¥ Guided Activitias

W Sarvars

# Applications

# Sanices

¥ Resources

¥l Sncunty

1+l Environmant

8] System admiristration
%1 Users and Groups

81 Monitoring and Tuning
# Troubleshssting

¥ Service integration

sl uoor

Managers.

| websghers. [

e [ neir <

& Sarvars

& Applications
) Services

= Resources

Schedulers

Object pool managers
3us
@ 308

& Usars and Graugs
£ Monitaring snd Tuning
& Teoubleshooting

& Sarvice intagration

& uoot

walcame

Welcoms

7 = O Jll About this Intagrated Solutions Console

Intagrated Solutions Console provides  commen administrative cansole for multiple products. Tha table
lists the product suites that can be administered threugh this installation. Select a product suite to view
mara information.

Suite Name

WabSohars Application Secver

Version
8.5.5.0

[Work managers

Wark managers

Specifies a mork manager that contains a pool of threads that are bound into the Java(TM} Naming and Directory Interface (NDI).
= scope:

ecifies the level at which the resource definition iz visible. For detailed information on what scope is
and how it works. £ea the scope setiings belp,

Woda=vhiooaanticden:, Servarserari v

@ Prafarances

Saiuse

oF 18m
5724-108, 5724-163, 5724-H88, 5724-H89, 655
ass Machines Corp. 1996, 201

From the LHS menu, expand Resources > Asynchronous beans and select Work

Total 1

4. Select the required Scope from the drop-down list.

For example, Node=whf00agnNode01, Server=server1.

5. Click New in the Preferences section.

Qe
Select Mame & | W01 name | Seope & | Description § | Category &
| Yeu can administer the folloning raseurcas: . _
RafauitierkManager videfault Noda=nhfo0aqniicdel, Servermsarvard | WabSphars Dafault Dafault
Wor o
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|| Views [ tasics v |

Work managers
walcoms

) Guided Activitias Work managers > New...
& Sarvars

& Applications Canfiguration

¥ Sarvices

= Resaurces Goneral Properties

Schedulers

Specifies a work manager that contains a poal of threads that are bound into the Java(TM) Naming and Directory Interface (INDI).

Tha additional proparties will not be available until the general properties
for this item are applied or saved.

# Resource Environment

<
B secoty ategory

# Envirsnmant.

Thread pool properties
* Number of alarm threads
2z

* Minimum numl ber of threads
o

# Maximum numbar of threads
z

# Thraad Priority
0]

M Grouable

[2e] (o8] [Reset] [ Gancal]

* Scope
Object pool managers e T
l e + Name
& J08C —
[ Resource Adaptars
= Asynchranzus baans # INDE name
Timer managers [orr/roricm
o Daseription
& Cacha instances
& mail
& URL

Wark timesut
# System administration o
% Users and Graups Work request queus size
 Manitaring and Tuning o
@ Troublaskoosing Work raguast queus full action
slock
¥ Sarvica integration
o0 Service names
[ intarnationalization
O application Profiling Servios (depracated)
O security
O workarea

6. Enter the Name as ‘wm’ and JNDI name as ‘wm/WorkManager ‘ in the respective

fields.
7. Enter the Thread pool properties.
8. Click Apply.
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|| v [ asics v

Welcoma
F Guided Activities
* Sarvars
# Applications
# Sarvices
= Resources
Schedulers
Object pocl managars
& Mg
& JoeC
& Rasource Adaptars
= Asynchrancus baans

Timer managers
Work managers

& Cache instances
& Mail
& URL
8 Resource Environment
& Security
 Environment
(& System administration
5 Users and Graups
& Monitaring and Tuning
@ Troubleshasting
[ Sarvice integration
& vool

9. Click Save.

Cell=whf00=gnN

— — —
‘WebSphere. tw

I ae—
Welcome

Guided Activities
Servers
Applications
Services
= Resources
Schedulers
Object poel managers
ms
JpeC
Resouree Adapters
E Asynchranous beans
Timer managers
Work managers
Cache instances
Mail
URL
Resource Environment
Security
Environment
System administration
Users and Groups
Manitoring and Tuning
Troubleshooting
Service intagration
ubpr

5 Messages
& Changes have Bean made to you
= Save directly to the master config
® Review changes before saving or discarding.

| eonfiguration. Yeu san:

& The server may need to be restarted for these changes to take effect.
Work managsrs > wm

Specifies 8 work manager that contains & pool of threads that are bound into the Java(TM) Naming and Directory Interface (JNDI).
Canfiguration

General Properties

¥ Scape

[eellsiwhfo0aantiodeo2Celiinodes iwhfOgaantiode01 iservers iserverl
+ Name

v x
* INDI name

[wemn/ WorkManager

Description

~

Categery

Werk timesut

o milliseconds.
Work request queue size

wark objects

Work reguest queus full action
Block] ..a_'l

Service names

[ internationslization

Cell, Profile=BGRCDOM

Work managers

Wark managers

Specifies a work manager that contains a pool of threads that are bound into the Java(TM) Naming and Directory Interface (JNDI).
= Scope: Cs

Scape specifies the lavel at which the resource definition is visible. For detailed information on what scope is
and how it works, see the scope ssttings help.

[Mode=whfooaanhode0l, server=sarvers

Preferences.

Select| Name % INDT name Scope £ Description Category &
You can administer the folloving rescurces:
i1 Default Default
WorkManager
O |wm 1

Total 2

After creating work manager successfully, you have to map it to OFSAA instance.

25.1.2 Mapping Work Manager to OFSAA WebSphere Instance

1. From the LHS menu, expand Applications > Application Types and select
WebSphere enterprise applications.
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|| views [2i vasics v |

= wWelcome
# Guldad Activities
[ Sarvars
= Agplications
New Application
= Application Types
vabSghar apphications

Business-level agplications
= Assets

= Global depleyment settings
2 Sarvicas
= Rasourcas

= Schedulers

= Objact pool managers

@M.

s J08C

# Resource Adapters

= Asynchroncus beans

& Timer managers
= Work managaes

[ Cache instances

8 Mail

& AL

# Resource Environment
[ Sacurity.
# Environmant.
8 System administration
# Users and Graups
3 Monitoring and Tuning
[ Troubleshoating

(8 Service integration

# uoot

entorrize Aol

ns

Enterprise Applications
Use this page to man:
& Prefecances

[Start] [ stop | _tnstall || uninstall || Update
B[6)F)

Select Name &

installed applications. 4 sin;

application can be deployed onto multiple servers.

Rollout Update || Remove File || Expott || Expot DL || Export File |

Application Status €

| You can administer the following resources:

[] |Defautaoolication >
I | orsaar *
(m] | formemanager IE)
(m] [ uthoe IE)
0 s IE]
| Total's

2. Click OFSAAI instance hyperlink.

Enterprise App

ns

Enterprise Applications > OFSAAT

Use this page to configure an enterprise application. Click the links to access pages for further configuring of the application or its modules.

Configu

Modules

Application re! ce validation
I]lsuc warnings

Detail Properties

= Man. Moduyl

* Display module build Ids

Web Module Properties

= Session management

« Target specific application status
= Startup behavior
* Application binaries
L | 1 ing an: i
* Request dispatcher properties
= JASP] provider
Custom properties
= Vi loyman! riptor

" Last participant support extension

References

= Context Root For Web Modules
= Initislize parameters for serviets
= J5P and JSF options

“ Virtual F

Enterprise Java Bean Properties

= fault m: iy rovider referen

Client Module P roperties

Client module deployment mode

Database Profiles

Resource references
» Shared library references

Shared libracy relationshi

'O_K]M'mnwl

" 50U profiles and pureQuery bind files

3. Click Resource references link under References section.
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Enterprise Applications

Enterprise Applications > OFSAAL > Resource references
Rasource references
Each rescurce reference that iz defined in your application must be mapped to a resource.

Saet Multiple JND! Hames ~ |

& 0
Salact  Module Baan | URL Rescurce Referance Target Resource JNDI Name
OFSAAI Wab Application l OFSAAL T B o [wen/dafault |Cerovas... ]

Set Multiple JNDI Hames ~ 1| Modify Resource Authentication Method... | [ Extended Properties... |
Select | Module Bean URI :m“""":‘ Target Resource JNDI Name | Login configuration
Resource
authorization:
jdbo/ FICMASTER Container
OFSAAL Web OFSAAL. war, WEB~
O | Application INF/wab.xml MISCIEICRASIEE [ Erowse... | Authentication
method:
Mone
Resource
authorization:
4t/ OFSBGRCINFO Container
OFSAAL Web OFSAAL.var, WEB- - r -
O | application INF/web.xmi KbcforsseRcInFs | [ srovas... | Authentication
methad:
Mone

M Cancel

4. Click Browse corresponding to the Work Manager Resource Reference. The available
resources are displayed.

Enterprise Applications

Enterprise Applications > OFSAAL > R ca raf es > Availabl

FRSOUFCES

Resources that can be used to bind to the resource-reference of a bean. Resources shown here are only those available to that module carrying the bean. This
is determined by the targets to which that module is mapped. Resources available to a module can come from a hierarchical scope of & bean. If resources at
diffarant scopes have the same JNDI name, the one at the lower scope will sverride the parent. The overidden ressurces are not shown hare,

[aep][ Cancet |

&
Salact [u-m- A | WDI nama & _ Scope 2 _ Description
O AsyncRequestDispatcherWorkManager wn/ard Nede=vwhilOagnhodell I
Q DefaultWorkManager wen/ default Hede=whi0OagnNedell, Sarvar=serverl WebSphere Default WorkManager
- W, wr WorkManager | Node=whf0OagnNedell Server=serverl I
. Total .!

5. Select the newly created Work Manager (‘wm’) and click Apply.
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weip | Logour IEM)

Close page
v welzama
PR Eatarprize Apobcations > DESAAL > Resaurce references
 ouided For flld hielp information, salect
* Sarvars Aescurce refarences 2 fiald Label or list marker when
o haln corsor is dispiaved
@ Applicati Each rasource referance that is dafined in your application must be mapped 1o 3 resource.
| oo wotivortonaee | e et abaut th
| Sat Multipla DI Hames - Ery
B B
capleymant satings | Salact | Module ean I Aescurce Referance | Target Assource INGI Nama

e i = ot [vworsnnage
= Rasources '

.

= Object posl mansgers

@z - Sat Multple JNOL hames = | Mad fy Resource Mathad... || extended rroperties... |

08¢

8 Rasource Adaptars B

Salact Modula saan URT e ‘T..,.. Rasource INDI Nama. |m,.......u....m

 Cache instances Resource

& Mail [idb</FrcmasTer: Container

F oFsAAl wab OFSAAL var, WEB- .

s O Srication M HEFICHASTER | [ Bromme... | e

# Rasource Environmast method:
T sy -
* Endrunmess Resourc
LSRR ) [Ferorsacncmis Contas

ntainer
OFsAAl wab OFSAAL v, WEB-

B Usars and Groeps O Ssicaton N v $db/OFIBIRCINFD | promme... ot
% Manitaring and Tuning method:

None
# Troubleshzsting L | | | 1
% Sarvica intageation
& uoor

o] [men]

6. Select the Work Manager (‘wm/WorkManager’) and click OK.

plications

= Masssges
&Chiﬂﬂ“ have bean made to your local configuratien. You can:

= Saye directly to the master configuration.
® Reviewchanges before saving or discarding.

M The sarvar may need to be restarted for these changes to take affect.

Enterprise Applications > OFSAAL

Usa this page to configure an enterprise application. Click the links to access pages for further configuring of the application or its medules.
Configuration

Properties

F Name

[E‘%M] " Man M I!

lication reference validation

Issue wamings

Detail Properties * Sesgion mansgement
a T, - emtion = Conl Eor Maodul
= [nitialize parameters for gervigts
= Startup behavior
= 1S and JSF aptions
= Appli ion Bin
i - * Virtual hosts
= Class loading and update detection
= Reguest Enterprise Java Bean Properties
= JASP] orovider . Default m in vidar raf
= Qustom proparties
) ) Client Module Properties
= i rigar
. . _——
. icipan nsion Clignt modyls deployment mods
References Database Profiles
= Resouee refsrgnces . files and gur ing il
= sh li n
L] il g tionghij

7. Click Save.
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Enterprise Applications 7=
Enterprise Applications

Use this page to manage installed applications. A single application can be deployed ento multiple servers.

% Praferances
Start| Step| Imstall || Uninstall | uUpdaste | Rellsut Update || Remeove File | Expert| Expert DOL
el m il

~
s

Select Name

Export File

Application Status &)_
You can administer the following resources:

Defaultapplication

Y
[] |Qessat L
[ |fermsmanager L
[ |ities L
[ | susw +

25.2 Configuring Work Manager in WebLogic Application Server

This section is applicable only when the Web Application Server type is WebLogic.

25.2.1 Creating Work Manager
1. Open the WebLogic admin console in the browser window:
http://<ipaddress>:<administrative console port>/console. (https if

SSL is enabled). The Welcome window is displayed.

ORACLE Weblogic Server administration Console 12¢

Welcome

Login to work with the WeblLogic Server domain

username:

2. Login with the user id that has admin rights.

3. From the Domain Structure menu in the LHS, expand Environment and select Work
Managers. The Summary of Work Managers window is displayed.
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ORACLE WebLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences [ Record Help a Welcome, weblogic | Connected to: GRCBOLIS
e Hame. »Summary of Work Managers
Configuration editing is enabled. Future Summary of Work Managers
changes wil automaticall be actated a5 you
modiy, a3 or delete fems in this domain.
T A vk Manager defines & set of request classes and by eblogic ™ the global Work Managers, request classes and thread constaints defined for this domain.
Domain Struct
e Gicbal Work Managers are defined atthe domain evel. You can alo define appbation-fevel and modulelevel Work Managers.
E-Emonmnert A
[ Servers  Customize this table
- Chusters
Coherence Clusters Global Work Managers, Request Classes and Constraints
Machines
Virtual Hosts New] [Clone] [Deicte Shosing 0100 0F 0 Previous | Next
“Work Mananers T T
Startup and Shotdown Classes (]| Kame & Trpe Targets
Deployments
H-Services \ There are no items to display I
Secunty Resims New| [Clons] [Deiete Showing 010 00f 0 Previous | Next
Intesoperabisty v

4. Click New to create a new work manager component.
Create a New Work Manager Component
Back | | Next |=-r'-sr| .C.um:d

Select Work Manager Definition type
What type of Work Manager, Request Class or Constraint do you want to creste?

l- Work Manager

Response Time Request Class
() Fair Share Request Class
) Context Request Class

_) Maximum Threads Constraint

Minimum Threads Constraint
() Capacity Constraint
Back | | Next | Firish | | Cancel

5. Select Work Manager and click Next.

@ Home Log Out Preferences Record Help | Q

Home =Summary of Work Managers

Create a New Work Manager Component
Back | | Mext | Finish | Cancel

‘Work Manager Properties

The following properties will be used to identify your new Work Manager.
* Indicates required fields

‘What would you like to name your new Work Manager?

*Name:

wm/WorkManager], X

Back | | Mext | Finish |Cam:e|

6. Enter the Name as ‘wm/WorkManager'.

7. Click Next.
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Create a New Work Manager Component
Back| [Ned | Finish | Cancel

Select deployment targets

You can targat the Work Manager to anvy of these Weblogic Server instances or Clustars. Salect the same targats on which you will daploy applications that reference the Work Manager,
Available targets :

Servers

| AdminServer

(Bock| [Fieid] | | Finish | || Cancel

8. Select the required deployment target and click Finish.

@) Home Log Out Preferences (B Record Help |

| L2
Home »Summary of Work Mansgers
Messages

Welcome, weblogic | Connected to: GRCBO1IS
o Al changes have been activated. No restarts are necessary.
G Work Manager created successfully

Summary of Work Managers

A Work Manager defines a set of request dlasses and thread constraints that manage work performed by Weblogic Server instances. This page displays the global Work Managers, request classes and thread constraints defined for this domain.
Globsl Work Managers are defined at the domain level, You can also define spplication-level and module-level Work Managers.

[ Customize this table

Global Work Managers, Request Classes and Constraints.

Mew| [Clane| [Delete Showing 1to 1 of 1 Previous | Next
|D Name & Type Targets

|H wm/WorkManager Work Manager AdminServer

New | Clone Delete

Showing 1to 1 of 1 Previous | Next
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26 FAQs and Error Dictionary

This section of the document consists of resolution to the frequently asked questions and error
codes noticed during OFSAAI installation.

e Frequently Asked Questions

e Error Dictionary

OFSAAI installer performs all the pre-requisite validation check during installation. Any errors
encountered in the process are displayed with an appropriate Error Code. You can refer to the
Error Dictionary to find the exact cause and resolution to rectify the error.

26.1 FAQs

You can refer to the Frequently Asked Questions which has been developed with the interest to help you
resolve some of the OFSAAI Installation and configuration issues. This intends to share the knowledge of
problem resolution to a few of the known issues. This is not an official support document and just attempts
to share the knowledge of problem resolution to a few of the known issues.

This section includes the following topics:

e OFSAAI FAQs
e Application Pack 8.0.0.0.0 FAQs

26.1.1 OFSAAI FAQs

What are the different components that get installed during OFSAAI?

The different components of OFSAAI are illustrated in Figure 1-1, "OFSAA Infrastructure
Framework".

What are the different modes of OFSAAI installation?
OFSAAI can be installed in two modes, Silent Mode, and GUI mode.
Can the OFSAA Infrastructure components be installed on multi-tier?

No. OFSAA Infrastructure components (ficapp, ficweb, ficdb) cannot be installed on multi-tier. By
default, they will be installed on single-tier. However, OFSAA Infrastructure can be deployed within
the n-Tier architecture where the Database, Web Server and Web Application Server is installed
on separate tiers.

What deployment options does OFSAAI recommend?

OFSAAI recommends you to install all OFSAAI components namely FICAPP, FICWEB, and FICDB
on a single machine (Single Tier).

Is JDK (Java Development Kit) required during installation of OFSAA? Can it be uninstalled
after OFSAA installation?
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JDK is not required during installation of OFSAA and only a run time is needed for details. Refer

Hardware and Software Requirements, Java Runtime Environment section.

Is JRE required during installation of OFSAA? Can it be uninstalled after OFSAAI
installation?

Only JRE (Java Runtime Environment) is required during installation of OFSAA and cannot be

uninstalled as the JRE is used by the OFSAA system to work.

How do | know what is the Operating system, webservers and other software versions that
OFSAA supports?

Refer to OFSAA Technology Stack Matrices.
What are the different files required to install OFSAAI?

The following files are required:

setup.sh.

envCheck.sh
preinstallcheck.sh

Verlnfo.txt
OFSAAInfrastructure.bin
validatedXMLinputs.jar
MyResources_en_US.properties
log4j.xml
OFSAAI_PostInstallConfig.xml
OFSAAI_InstallConfig.xml
privileges_config_user.sql
privileges_atomic_user.sql

XML_Utility.jar

During installation, when one gets an error message, "Execute Permission denied”, what is
to be done?

Please check whether all the files provided for OFSAAI installation has execute permissions.

To give execute permissions,

Navigate to the path OFSAAI_80500 and execute the command

chmod 755

"Graphical installers are not."
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If error resembles "Graphical installers are not supported by the VM. The console mode will be
used instead..." then check whether any of the X-windows software has been installed.

Example: Hummingbird Exceed is started and configured to Graphical mode installation.

NOTE: Type 'xclock' from prompt and this should display clock in graphical mode.

"No Java virtual machine could be..."

If the error message reads "No Java virtual machine could be found from your PATH environment
variable. You must install a VM prior to running this program”, then

» Check whether "java path" is set in PATH variable. See the Table 3-1, " Prerequisite
Information"section in this document.

= Check whether sufficient temporary space is available.

= Ensure that the movement of OFSAAI Installer text files to the target system is done in the Text
mode so that setup.sh file does not contain control line feed characters (*M).

During the installation, what should one do if the error message shows "OracleDriver Files
Not Found, Please Choose the Right Path To Continue"?

Check whether the provided path for Oracle Driver files is correct and whether the user has
permissions to access the files.

During installation, what is to be done if the error always reads "User must have CREATE
TABLE, CREATE VIEW, CREATE TRIGGER, CREATE INDEX, CREATE SEQUENCE, CREATE
PROCEDURE" even though the oracle schema user created has the mentioned privileges?

OFSAAI installer validates the database details provided during installation, so ensure:
= Whether the oracle schema user has the required set of privileges for successful installation.

= Whether the oracle schema user has been created with quota privileges on tablespace to
create database objects.

See the "Prerequisite Information" section for more information.

Installation of OFSAAI was completed successfully! What next?

Post the successful completion of OFSAAI installation, one has to perform the Post Installation
steps. See "Post Installation Configuration", for more information.

What is to be done when OFSAAI Installation is unsuccessful?

OFSAAl installer generates log file OFSAAInfrastructure_Install.log in the Infrastructure Installation
Directory. There is also another log file created in the path configured in Log4j.xml. The logs of any
of these reported, Warnings/Non Fatal Errors/Fatal Errors/Exceptions should be brought to the
notice of the OFSAAI Customer Support. It is recommended not to proceed, until the reported
problems are adequately addressed.
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How to grant privileges if a new information domain is created?

If you are creating a new information domain, provide a set of privileges (database permissions) to
the new Atomic schema.

» Log into the database as sys and connect as sysdba user.
= Execute the file privileges_config_user.sql available under $SFIC_HOME directory
= Enter the database schema for which you want to grant privileges.

When should I run the MLS utility?

See the Multiple Language Support (MLS) Utility section in OFSAAI Administration Guide in the
Documentation Library for OFSAAI 8.0.0.0.0 .

Does OFSAAI support Oracle Linux versions other than 5.5?
OFSAAI supports the Oracle Linux versions from 5.5 up to 5.10.

On the UNIX System terminal, error message shows “Insert New Media. Please insert Disk1
or type it's location"while executing ./setup.sh, what should be done?

1. Login as root user on the Unix machine where OFSAAI is getting installed.
Navigate to the path /etc/security/.

Edit the file limits.conf to add/edit a row for the unix user installing OFSAA:

© w

<Unix User> soft nofile 9216

4. After saving the changes, log in as unix user with which OFSAAI is getting installed and
execute the command:

10. ulimit -n
11. The command should return the value 9216.
How does one verify if the system environment is ready for OFSAAI installation?

To verify the system environment meets the minimum requirements for the installation, a Pre-Install
Check utility is available within the Install Kit archive file. This utility can also be obtained separately
by contacting Oracle Support.

See Verifying the System Environment section for additional information.

How does one know if the installation is completed successfully?

The OFSAA Infrastructure installation performs a post install health check automatically on
successful installation of the product. To rerun the post install verification at a later time, perform
the following steps:

1. Navigate to the path $FIC_HOME (Product Installation Directory).

2. Execute the command:
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12. . /piverify.sh
What should one do if the installation in GUI mode is not invoked?

There are set of configuration steps required to be performed during the installation in GUI mode.
Verify whether the steps mentioned under Configuration for GUI Mode Installation section are done
correctly.

What should one do if there are any exceptions or errors in installation and how to proceed?
1. Please backup the installation logs.
2. Share the backup logs with Oracle support.

On Solaris 11 system, if one gets the following error message during OFSAAI installation,
what should be done:

"Error: OFSAAI-1108

ORA-00604: error occurred at recursive SQL level 1
ORA-01882: timezone region not found”

Or

"Time zone cannot be set as null or 'localtime

This happens if the time zone is not set, that is NULL or it is set as ’localtime’. Set the environment
variable TZ to a valid time zone region in the .profile file. For example,

TZ=Asia/Calcutta
export TZ

What happens if the installation process is abruptly terminated or aborted? What should
one do?

If the installation is abruptly terminated, then the installation process will be incomplete. To recover
from this, follow the below steps:

1. Drop the DB objects in the config schema created by OFSAAI installation.

2. Openthe .profile and remove the entries made by the OFSAAI installation which
are made between the comment statements, #Beginning of entries by OFSAA
Infrastructure installation and #End of entries by OFSAA Infrastructure installation.

3. Delete the OFSAA install directory created by the OFSAAI installer.
4. Perform the OFSAAI installation again.

Would OFSAA support any other web server types, other than the ones stated in tech matrix
and installation guide?

No, all the supported software and versions are stated in the OFSAA Technology Stack Matrices.
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What should one do if the database connection from connection pool throws an error
"java.sql.SQLRecoverableException: IO Error: Connection reset"?

This happens while running several database intensive tasks in parallel. To correct this error, add
the line securerandom. source=file:/dev/./urandom in the java.security configuration file

available in $JAVA HOME/jre/lib/security/ path.

NOTE: This needs to be configured on all the machines or VMs where the OFSAAI components are

installed.

If the issue is not resolved even with the above settings, check the MTU(Maximum Transmission
Unit) settings on the linux box. For details on MTU settings and updating them, contact your system

Administrator.
When I invoke setup.sh file from my install archive, it throws syntax errors/file not found
error messages, what should | do?
This could mostly happen:
= When installer was not unzipped rightly or corrupted during unzip.
» setup. sh file which resides within the install archive was not transferred in ASCII or text mode,
which could have corrupted the file.
To correct this, follow the steps:
1. Copy the installer (in BINARY mode) to the system on which the OFSAA Infrastructure
components will be installed.
2. Unzip the installer using the command:
13. unzip <OFSAAI Installer>.zip

3. The corrupted setup.sh file would have introduced certain *M characters into the file.
You can remove *M characters from setup.sh file by following the below steps:

a. Login to the server where the installer is copied.

b. Navigate to the directory OFSAAI_80500.

c. Open the setup.sh file in the vi editor using the command: vi setup.sh.
d. Inside vi editor in Esc mode, type: $s/~M//g

NOTE: To enter "M, hold the CTRL key then press V and M in succesion.

e. Save the setup.sh file by typing: wg!
Does OFSAA support Oracle DB 11g Standard edition?

The OCI client and the jdbc driver does not change depending on whether it is a standard or
enterprise edition. So, OFSAAI will work with standard edition as well.
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We do not recommend standard edition because it will not scale and does not support partition
pack, database security vault, or advanced analytics.

On the UNIX System terminal, Error message shows "./startofsaai.sh: /java: Execute
permission denied” while executing ./startofsaai.sh file. What is to be done?

= Ensure JAVA BIN environment variable path is set on the "unix user" terminal from where the
reveleusstartup.sh file is invoked.

» Ensure the .profile where the environment/ path settings are made has been executed
successfully.

OFSAAI Login page does not come up, error message "Could not retrieve list of locales” is
displayed. What should one do?

This could be due to 2 reasons:
= System is unable to resolve the hostname configured.
= Conflict with the ports configured.

To correct them, follow the below steps:

A. Steps to replace the hostnames with IP address:

1. Stop all the OFSAA services. See Stopping Infrastructure section on how to stop the
services.

2. Replace all the hostnames with the IP address in all the places mentioned in the
document (Where to find port, IP address, HTTPS Configuration for OFSAAI 7.2
Installation (DOC ID 1500479.1)).

3. Restart all the OFSAAI services. See Starting Infrastructure section.

B. Steps to correct the port number conflicts
1. Stop all the OFSAA services.

2. Refer to the port numbers stated in the document (Where to find port, IP address,
HTTPS Configuration for OFSAAI 7.2 Installation (DOC ID 1500479.1)) and check on
the discrepancy in the port numbers and correct them.

3. Restart all the OFSAAI services.

What happens when the OFSAAI Application Server does not proceed even after providing
the system password?

Ensure that, the System Password provided when prompted should match with the "Oracle
Configuration password" provided during installation. Also check whether the connection to the
"configuration schema" can be established through sqlplus.

Although the OFSAAI installation has completed successfully, when OFSAAI servers are
started, and the application URL is accessed, it gives an error message "the page cannot
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be found or displayed” or "Could not retrieve list of languages from Server. Please contact
the system administrator". What should one do?

Ensure OFSAAI servers have been started and are running successfully. On the server start up
parameters options, see Starting Infrastructure section.

For more details on the issue, refer on to the Revappserver log in $FIC_APP_
HOME/common/FICServer/logs directory or the Web Server log files.

Is it necessary to provide the specified grants to the Oracle schema user before installation?
If yes, can it be revoked after completion of installation?

The "Oracle schema" user requires the necessary grants specified before, during, and after the
installation process. Grants provided should never be revoked as the application makes use of
these grants all the time.

Can we have distributed OFSAAI Application Server for load balancing?

OFSAAI Application server can be scaled out/distributed across different JVM's (machines) based
on the various services and Information Domains, in other words, Load balancing could be
achieved with distribution of services.

Why do we need Ftpshare? Why is it needed on all the layers? Can we have ftpshare on
another machine other than the machines where OFSAAI is installed?

Ftpshare is a Metadata Repository directory. All the metadata related files used in Infrastructure
are stored in the ftpshare directory. The ftpshare contains folders for each Information Domain, with
each Information Domain folders holding Erwin, log, and scripts folder. The transfer of data among
the Web, Application, and Database servers in Infrastructure takes place through FTP/SFTP.

You need to configure FTP/SFTP and enable communication between the servers by providing
App server's FTP/SFTP credentials to the Web server and DB server users.

Yes, we can have ftpshare on another machine other than the machines where OFSAAl is installed.
Is it mandatory to provide the ftp/sftp password?

Yes, OFSAAI needs credentials of the user which has complete permissions on ftpshare directory,
and should be able to independently login to the unix server.

What are the permissions required for ftpshare and when should I give them?

It is recommended to provide 777 permissions on ftpshare in case of installations done across
different machines or VMs (multitier installation ).

In case of single tier installation, 770 permissions can be provided if the unix users of OFSAAI and
web server belong to the same unix group.

And on any new file that is created in the 'ftpshare’ folder of any installation layer should be granted
specific/explicit permission.
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Port Change utility could be used to have the Port number modified, which are currently being used
by the Infrastructure application. For more information, refer Configure Infrastructure Ports section.

Are there any in-built system administration users within OFSAAI Application?
The three in-built system administration users are provided to configure and setup OFSAAI.
= SYSADMN
= SYSAUTH
» GUEST
Does OFSAAI Application support both FTP and SFTP?
OFSAAI supports both FTP and SFTP configuration.
Is it necessary to enable the FTP/SFTP services to use the OFSAAI?
Yes, enabling of FTP/SFTP services and its ports is a pre-requisite step towards using the OFSAAI.
OFSAAI Configuration: Unable to save the server details?
= Ensure the input User ID, Password, and Share Name are correct.
= Ensure FTP/SFTP services are enabled.
= Have a test FTP/SFTP connection made and confirm if they are successful.

During Information Domain creation, the message "Please create a database and then create
the information domain" appears. What should be done?

Information Domain is mapped to only one Database; and thus before the creation of Information
Domain, at least one database details would need to exist.

The message "ConnectToDatabase: FatalError, could not connect to the DB server" appears
during startup of backend engine message server. What does one need to do?

= Verify whether connection to the "configuration schema" can be established through sqlplus.
= Verify "configuration schema" password is modified post installation.

= Ensure oracle database alias name created for oracle instance and oracle service name are
same.

= On a multi tier Installation mode, ensure TNSNAME and SID are the same in both the
Application and Database Layers.

The message "Fatal Error, failed to get user ID from LibSmsConnect” appears during the
startup of backend engine message server. What has to be done?

Ensure Reveleus.sec file exist under the $FIC HOME/conf directory where the Database
components are installed.

Does OFSAAI Application support LDAP authentication?
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OFSAAI supports LDAP configuration and authentication.
Does OFSAAI support multiple languages?

Yes, OFSAAI supports multiple languages.

Does OFSAAI provide any data back-up features?

OFSAAI does not have built-in back up facility. External Storage Infrastructure is recommended for
back-up.

What kind of security features does the OFSAAI provides?
OFSAAI provides security at:
= Segment Level - Users can access only the segment they are mapped to.

= Application Level - Users can perform an operation only if mapped to appropriate role and
functions.

Does OFSAAI have the ability to enforce periodic password change?

OFSAAI provides configurable parameters to define number of days after which the user password
would expire and then the user is forced to change the password after expiration period.

What is the password policy followed in OFSAAI?

OFSAAI enforces a minimum password length with a combination of Upper and Lower case
characters and alpha-numeric strings.

Which version of Erwin Data Modeller does OFSAAI support?

OFSAAI now supports ERwin version 9.2 and 9.5 generated xmls in addition to ERwin 4.1, ERwin
7.1, ERwin 7.3 and ERwin 9.0 formats.

Note: OFS AAI supports data model upload for data models generated using ERwin 7.1.x, 7.2.x,
7.3.%, 9.0.x, 9.2.x, and 9.5.x versions

Does OFSAAI provide the mechanism to upload Business Data model?
OFSAAI provides two mechanisms for business data model upload:

= Easy to use GUI based Model upload mechanism to upload the Business Data Model through
Unified Metadata Manager --> Import Model.

= OFSAAI also provides a model upload utility "upload.sh" for uploading the business data model
through the command line parameter by executing this shell script file under the path
<FIC_HOME>/ficapp/common/FICServer/bin.

Refer the section Run the Model Upload Utility of the Oracle Financial Services Analytical
Application Infrastructure User Guide for details.

The Business Data model undergoes changes; how does this incremental change get
applied to the existing model?
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Modified data model can be uploaded into the system and OFSAAI has the ability to compare the
changes within the data model with respect to the one already present in the system and enables
propagation of incremental changes in a consistent manner.

What are the different types of uploading a business data Model?

OFSAAI supports uploading of business data model from client desktop and also by picking up the
data model from the server location.

Can the OFSAAI "Configuration Schema" password be modified post installation?

The OFSAAI "configuration schema" password can be modified post installation. OFSAAI
application stores the password in the database and few configuration files, thus any changes to
the "configuration schema" password would necessitate updating in these. Contact OFSAAI
support for more details.

Can the OFSAAI "Atomic Schema" password be modified?

The OFSAAI "Atomic Schema" password can be modified. OFSAAI application stores the atomic
schema password in the database and few configuration files , thus any change to the atomic
schema password would necessitate updating the password.

To change the Atomic Schema password, follow the steps:
1. Login to OFSAA.

2. Navigate to System Configuration > Database Details window. Select the appropriate
connection, provide the modified password and save.

3. Nauvigate to Unified Metadata Manager > Technical Metadata> Data Integrator > Define
Sources window. Update the appropriate Source details.

a. If you are using WebSphere as Web server:
e Login to the WebSphere Administration Console from the left side
menu.
o Navigate to Resources >JDBC >Data Sources. A list of data sources
will be populated on the right side.
e Select the appropriate Data Source and edit the connection details.
(In this case, both Config and Atomic data sources need to be
modified).
b. If you are using WeblLogic as Web server:
e Login to the WebLogic Administration Console from the left side menu.
e Under Domain Structure list box, expand the appropriate Domain and
navigate to Services > JDBC >Data Sources. A list of data sources will
be populated on the right side.
e Select the appropriate Data Source and edit the connection details.
(In this case, both Config and Atomic data sources need to be
modified).

Oracle Financial Services Software

251 ORACLE



4. Restart the OFSAAI services.

NOTE: If the modified passwords are not updated, OFSAAI logs displays the message ORA-28000:
the account is locked.

Does the upload of Business Data model depend on Java Memory?

Business data model upload through OFSAAI depends on the Java memory settings on the client
and server machines. Java memory setting varies with the data model size and the available RAM.
Contact OFSAAI support for more details.

Why do the Business Metadata Management screens (Business Processors screen) in User
Interface, takes longer time to load?

The Log file in DynamicServices.xml which resides in $FIC_HOME/conf is continuously being
updated/refreshed to cache metadata. This can be observed when you are starting
reveleusstartup.sh and if any of the log file (Ex: SMSService.log) in DynamicServices.xml is being
continuously refreshed for longer time.

By default, the Metadata Log file cache size is set to 1000. If in case the log is being updated
beyond this limit, retrospectively the preceding entries are overwritten. For example, the 1001th
entry is overwritten by deleting the first entry. This results in the application screen taking a longer
time to load.

Increase the cache size limit in Dynamicservices.xml located at <FIC_HOME>/conf, depending on
the currently logged count for the specific metadata.

1. Generate the Log report by executing the below query in config schema.
select count(l), t.metadata name, m.dsn id
from metadata master m, metadata type master t
where m.metadata type = t.metadata type
group by t.metadata name, m.dsn_ id

2. The above query returns a list of codes with their respective metadata count. You can
refer to "metadata_type_master" table to identify the metadata name.

3. View the log report to identify the metadata which is being updated/refreshed beyond
the specified cache size limit. Accordingly increase the cache size limit in
Dynamicservices.xml depending on the currently logged count for the specific
metadata.

For example, if the "MEASURE_CACHE_SIZE" is set to 1000 and total measure
reported in log is 1022, increase the limit to 2000 (approximately).

4. Restart Reveleus/OFSAAI servers (Web and APP) and check the issue.
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What should | do if I get OutOfMemoryError while deploying EAR file in WebSphere
application server?

The Java memory needs to be increased in ejbdeploy.sh file which is present under <wWwebSphere
Install directory>/AppServer/deploytool/itp. For example,

$JAVA CMD \

-Xbootclasspath/a:$ejbd bootpath \

Xms256m —-Xmx1024m \

What configurations should | ensure if my data model size is greater than 2GB?

In order to upload data model of size greater than 2GB in OFSAAI Unified Metadata Manager-
Import Model, you need to configure the required model size in struts.xml file available in the path
SFIC _WEB HOME/webroot/WEB-INF/classes

NOTE: The size requirements have to be always specified in bytes.

For example, if you need to configure for model size of 2.5GB, then you can approximately set the
max size to 3GB (3221225472 bytes) as indicated below, in order to avoid size constraints during
model upload.

<constant name="struts.multipart.maxSize" value="3221225472"/>

After configuring struts.xml file, generate the application EAR/WAR file and redeploy the application
onto your configured web application server. For more information on generating and deploying
EAR / WAR file, see Configuring Web Application Servers.

What should I do if my Hierarchy filter is not reflecting correctly after | make changes to the
underlying Hierarchy?

In some cases, the Hierarchy Filters do not save the edits correctly if the underlying Hierarchy has
been changed. This can occur in hierarchy maintenance, where you have moved a member to
another hierarchy branch, and that member was explicitly selected in the Filter and is now a child
of a node which is already selected in the Filter.

Please refer to Support Note for the workaround.
What should | do to change context name for a cloned environment?
Refer to Support Note.
How do you turn off unused information domains (infodoms) from cache?
Follow the below steps to turn off unused infodoms from cache:
Navigate to SFIC HOME/conf inthe APP layer of your OFSAAI installation.
1. In the DynamicServices.xml file, identify the section for <Service code="20">.

2. Modify the value of parameter CACHE_ON_STARTUP to 0 (default is 1).
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3. Repeat the same in the WEB layer too. Generate the application EAR/WAR file and
redeploy the application onto your configured web application server. For more
information on generating and deploying EAR / WAR file, see Configuring Web

Application Servers.

4. Restart the OFSAAI Services (APP and WEB). For more information, see Start / Stop
Infrastructure Services chapter.

NOTE: This setting will cache the Infodom metadata only for the infodoms that get accessed upon
user login. Infodoms which do not get accessed, will not be cached.

Sample code is pasted below:

<SERVICE CODE="20"

CLASS="com.iflex.fic.metadata.services.MetadataServiceProvider"
NAME="BMD"

SERVERID="DEFAULT" PATH=" " LOGGERNAME="UMMLOGGER" LOGGERLEVEL="10">
<PARAMETERS>

<PARAMETER NAME="CACHE ON STARTUP" VALUE="0" />

<PARAMETER NAME="BACKUP XML" VALUE="1" />

<PARAMETER NAME="MAX BACKUP XML" VALUE="2" />

<PARAMETER NAME="PC NONBI BI SWITCH" VALUE="2048" />
<PARAMETER NAME:"HIERARCHY_NODE_LIMIT" VALUE="2000" />
<PARAMETER NAME="ALIAS CACHE SIZE" VALUE="1000" />

<PARAMETER NAME:"DATASET_CACHE_SIZE" VALUE="2000" />
<PARAMETER NAME="MEASURE CACHE SIZE" VALUE="2000" />
<PARAMETER NAME:"HIERARCHY_CACHE_SIZE" VALUE="2000" />
<PARAMETER NAME="DIMENSION CACHE SIZE" VALUE="2000" />
<PARAMETER NAME:"HIERARCHYATTRIBUTE_CACHE_SIZE" VALUE="1000" />
<PARAMETER NAME="CUBE CACHE SIZE" VALUE="1000" />

<PARAMETER NAME:"RDM_CACHE_SIZE" VALUE="1000" />

<PARAMETER NAME="BUSINESSPROCESSOR CACHE SIZE" VALUE="2000" />
<PARAMETER NAME:"DERIVEDENTITY_CACHE_SIZE" VALUE="1000" />
<PARAMETER NAME="LOG GET METADATA" VALUE="false" />

<PARAMETER NAME:"METADATA_PARALLEL_CACHING" VALUE="0" />
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</PARAMETERS>
</SERVICE>

Can Il install an Application Pack on an existing Atomic schema/ Information Domain created
manually?

No, you cannot install an Application Pack on existing Atomic schema/Information Domain created
manually. Application Packs can be installed only on Atomic Schemas/Information Domain created
using schema creator utility and/ or the Application Pack installer.

When trying to view the model outputs in Model Outputs screen, | get "Exception ->Local
Path/STAGE/Output file name (No such file or directory)".

Ensure you have created a folder "STAGE" under the path mentioned as "Local Path" in the web
server details screen. This folder needs to be created under the local path on every node ,in case
of web application server clustering.

During OFSAA services startup, | get Exception in thread “main”
java.lang.UnsatisfiedLinkError: net (Not a directory)?

Ensure the JRE referred in .profile is not a symbolic link. Correct the path reference to point to a
physical JRE installed.

What is the optimized memory settings required for "New" model upload?

The following table lists the optimized memory settings required for "New" model upload.
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Table 1: optimized memory settings required for "New" model upload

Model Upload Options

Size of Data Model XML
File

X_ARGS_APP ENV

Variable in OFSAAI APP

Layer
Pick from Server 106 MB "-Xms1024m -Xmx1024m
36 MB "-Xms2048m -Xmx2048m
815 MB "-Xms4096m -Xmx4096m
1243 MB "-Xms6144m -Xmx6144m
Model Upload Utility 106 MB "-Xms1024m -Xmx1024m
336 MB "-Xms2048m -Xmx2048m
815 MB "-Xms4096m -Xmx4096m
1243 MB "-Xms6144m -Xmx6144m
Save New Erwin File In 106 MB "-Xms1024m -Xmx1024m
Server 336 MB "-Xms2048m -Xmx2048m
815 MB "-Xms4096m -Xmx4096m
1243 MB "-Xms6144m -Xmx6144m

1 did not enable OFS Inline Processing Engine Application license during the installation.
However, | have enabled it post installation, using the Manage OFSAA Product License(s)
in the Admin UI. Are there any other additional configurations that | need to do?

Yes. Follow the instructions explained in the OFS Inline Processing Engine Configuration Guide.

I get an error "" when | try to build an Oracle OLAP cube. What should | do?

Execute the below grant on the appropriate ATOMIC schema
@ grant olap user to &database username

How do you turn off unused Information Domains (Infodoms) from caching?

Follow these steps to turn off unused infodoms from caching:

1
2.
3.
4

Navigate to $FIC_HOME/conf in the APP layer of your OFSAAI installation.

In the DynamicServices.xml file, identify the section for <Service code="20">.
Modify the value of parameter CACHE_ON_STARTUP to O (default is 1).

Repeat the same in the WEB layer too. Generate the application EAR/WAR file and

redeploy the application onto your configured web application server. For more
information on generating and deploying EAR / WAR file, refer to the Post Installation

Configuration section.
Restart the OFSAAI Services (APP and WEB). For more information, refer to the Start

OFSAA Infrastructure Services section.
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Note:

This setting will cache the Infodom metadata only for the infodoms that get accessed upon user

login. Infodoms which do not get accessed, will not be cached.

Sample code is pasted below:

<SERVICE CODE="20"

CLASS="com.iflex.fic.metadata.services.MetadataServiceProvider"
NAME="BMD"

SERVERID="DEFAULT" PATH=" " LOGGERNAME="UMMLOGGER" LOGGERLEVEL="10">
<PARAMETERS>

<PARAMETER NAME="CACHE ON_ STARTUP" VALUE="0" />

<PARAMETER NAME="BACKUP XML" VALUE="1" />

<PARAMETER NAME="MAX BACKUP XML" VALUE="2" />

<PARAMETER NAME="PC NONBI BI SWITCH" VALUE="2048" />
<PARAMETER NAME="HIERARCHY NODE LIMIT" VALUE="2000" />
<PARAMETER NAME="ALIAS CACHE SIZE" VALUE="1000" />

<PARAMETER NAME="DATASET CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="MEASURE CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="HIERARCHY CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="DIMENSION CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="HIERARCHYATTRIBUTE CACHE SIZE" VALUE="1000" />
<PARAMETER NAME="CUBE CACHE SIZE" VALUE="1000" />

<PARAMETER NAME="RDM CACHE SIZE" VALUE="1000" />

<PARAMETER NAME="BUSINESSPROCESSOR CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="DERIVEDENTITY CACHE SIZE" VALUE="1000" />
<PARAMETER NAME="LOG GET METADATA" VALUE="false" />

<PARAMETER NAME="METADATA PARALLEL CACHING" VALUE="0" />
</PARAMETERS>

</SERVICE>

"While creating an Excel Mapping, after specifying the excel worksheet, the target table,
and mapping each column in the worksheet to a target table, | click SAVE and nothing
happens. But when I click CANCEL, a message pops up informing me that all changes will
be discarded”, what is to be done.

Check if the version of Internet Explorer and JRE Plugin are as mentioned in the Desktop
Requirements section of this manual. If not, use the qualified versions as mentioned.

Can multiple OFSAA Infrastructure instances share the same Config Schema?

No, only one OFSAA environment can be installed using one Config Schema.
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Can Atomic Schema be shared?
Yes, it can be shared between two OFSAA instances.

While setting a firewall, which ports should be opened for communication between the
Web Server (Apache HTTP Server/ Oracle HTTP Server/ IBM HTTP Server) and the Web
Application Server (WebSphere/ WebLogic) for OFSAAI to operate properly?

The OFSAA Servlet port which is same as Web server port should be open. Also the web
application port should be open.

Can | modify the NLS_ LENGTH_SEMANTICS to BYTE from CHAR for the Database where
older versions of OFSAA is Installed?

Yes, NLS_LENGTH_SEMANTICS can be modified to BYTE from CHAR if you are not intending
to use multi language support.

Can I install already installed application in a different infodom?
No, it is not possible to install the same application in two different infodoms.
How can I configure the OFSAA application for High Availability?

OFSAA can have active-passive high availability. For more details, refer Configuration for High
Availability- Best Practices Guide.

During OFSAA installation should I provide web application server's IP /Hostname and
port or web server's IP/Hostname and port, if the Apache HTTP Server/ Oracle HTTP
Server/ IBM HTTP Server are configured?

In case the web server is configured, you should enter the Web Server IP Address/Hostname and
Port details during OFSAA installation. Here the Servlet port should be same as the Web Server
port.

If Web Server is not configured, the Web Application Server's IP Address/ Hostname and Port is
required during the installation process. Here the Servlet port should be same as the Web
application Server port.

Is "ReveleusAdminConsoleAgent” applicable for OFSAAI 8.0.0.0.0 and higher versions?

No, ReveleusAdminConsoleAgent is not applicable starting OFSAAI 7.3.3.0.0. There is a change
in the way agentservers are managed through AGENTSTARTUP.SH and
AGENTSHUTDOWN.SH.

What should | do when the message server process does not open and I get the following
error message, "CI18NProvider::CI18NProvider, Error, unable to connect to the config
database"?

This error is displayed due to the following reasons:

e The Config Schema password is already expired.
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e |f the Config Schema password is going to expire soon and the message like "ORA-
28002: the password will expire within 6 days" displays while connecting to Config
Schema through SQLPIus.

e The Config Schema password is modified.

To resolve the error, re-set the Config Schema password to the old password. Else, if the Config
Schema password is modified to something else then follow these steps:

1. Delete the $FIC_HOME/conf/Reveleus.SEC file.

2. Shutdown the OFSAAI App service: cd $FIC_APP_ HOME/common/FICServer/bin
Istopofsaai.sh

3. Shutdown the OFSAAI App service: cd $FIC_APP_ HOME/common/FICServer/bin
Istopofsaai.sh

4. Start the Infrastructure Server in foreground directly on the server or through XWindows
software using the command: ./startofsaai.sh

5. Enter System Password.

6. Enter the new Config schema password. The service starts and initializes if it is able to
successfully connect to the DB and generates the Reveleus.SEC file.

7. Post successful startup of the service, if required, the Infrastructure server may be shut
down and restarted in the background using nohup mode.

What is the mechanism of Log File sizing and backup?

OFSAAI Log files created under $FIC_APP_HOME/common/FICServer/logs &
<OFSAAI_DEPLOYED_AREA>/<CONTEXT.war>/logs is configurable in RevLog4jConfig.xml.

The default size of the log files (MaxFileSize) is set to 5000kb and number of maximum backup
log files (MaxBackuplndex) retained is set to 5, both of which are configurable. Increasing these
parameters to a higher value should depend on the server hardware configurations and may
reduce the performance.

To configure the Logs file size on OFSAA Application server, follow these steps:
1. Navigate to $FIC_HOME/conf where OFSAA is installed.
2. Edit the following parameters in the file RevLog4jConfig.xml
e param name="file" ;: Enter the path where the Logs are to be generated.
e param name="MaxFileSize" : Provide the required file size.

e param name="MaxBackuplndex" : Provide the required number of backup files to be
created.

Example:
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<appender name="REVSERVERAPPENDER"
class="org.apache.logd4j.RollingFileAppender">

<param name="file" value="SFIC

HOME/ficapp/common/FICServer/logs/RevAppserver.log"/>
<param name="Append" value="true" />
<param name="MaxFileSize" value="5000kb" />
<param name="MaxBackupIndex" value="5" />
<layout class="org.apache.logd4j.PatternLayout">
<param name="ConversionPattern" value="[REVELEUSLOG] %m%n"/>
</layout>
</appender>
To configure the Deployed area logs file, follow these steps:
1. Navigate to <EAR/WAR Deploy area>/conf folder.
2. Repeat step 2 from the preceding section.
Can we modify the Log file path?

Yes, Log file path is configurable, it can be configured in RevLog4jConfig.xml file. The default log
file path (file) is set by the installer. This can be configured to another path.

Can I point the environment with HTTP enabled to HTTPS after installation and vice versa?
For more details, see the HTTPS section in the OFSAAI Administration Guide.

What should | do if my HIVE connection fails with the following exception: java.sql.SQLException:
[Cloudera][HiveJDBCDriver](500164) Error initialized or created transport for authentication:

[Cloudera][HiveJDBCDriver](500168) Unable to connect to server: GSS initiate failed.
com.ibm.security.krb5.KrbException, status code: 37
message: PROCESS_TGS at com.ibm.security.krb5.KrbTgsRep.<init>(KrbTgsRep.java:20)

This happens if there is a clock skew between the client and the KDC server. To resolve this,
there are two solutions:

Solution 1:

Synchronize the clocks between the servers. For more information, refer
http://docs.oracle.com/cd/E19253-01/816-4557/setup-192/index.html

Solution 2:
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1. Set clockskew parameter on the server side (KDC) krb5.conf file and replace the same
file in HIVE_LIBRARY_PATH folder. Parameter value should be decided on the basis of
the time difference between the two machines.

2. Get the epoch time on the two servers by firing “date +%s” on the command line.

3. Clockskew param value should be chosen as a value sufficiently larger than the
difference of the preceding two calculated values.

4. Set “clockskew = <value>" in the /etc/krb5.conf on the KDC server.
5. Restart Kerberos services.
What should I do if my schema creator log has the following exception:

Failed to detect a valid hadoop home directory java.io.lOException: HADOOP_HOME or
hadoop.home.dir are not set. at org.apache.hadoop.util.Shell.checkHadoopHome(Shell.java:302)

at org.apache.hadoop.util.Shell.<clinit>(Shell.java:327)

at org.apache.hadoop.util.StringUtils.<clinit>(StringUtils.java:79) at
org.apache.hadoop.security.Groups.parseStaticMapping(Groups.java:130)

at org.apache.hadoop.security.Groups.<init>(Groups.java:94) at
org.apache.hadoop.security.Groups.<init>(Groups.java:74) at

org.apache.hadoop.security.Groups.getUserToGroupsMappingService(Groups.java:30  3)
at org.apache.hadoop.security.UserGrouplnformation.initialize(UserGrouplnformation.ja va:283)

at org.apache.hadoop.security.UserGrouplnformation.setConfiguration(UserGrouplnfor
mation.java:311)

at HdfsDbUtil.connect(HdfsDbUtil.java:162)

at SchemaParserUstil.validateHiveConnection(SchemaParserUtil.java: 1359) at
SchemaParserUtil.checkAllPreChecks(SchemaParserUtil.java:1011)

at Main.execute(Main.java:317)
at Main.main(Main.java:145)

This occurs when HADOOP_HOME environment variable is not set. You can ignore this
exception since we do not mandate to install HIVE where OFSAA is installed.

What should I do if the sliced data model upload takes a long time to complete?

If the metadata cache size is set to a lower value than the actual count of each metadata type (
hierarchy dataset, dimension etc), then it gets into performance degrade issues. We have to
increase the cache size for each metadata type according to the count in the environment.

Following are the parameters in DynamicServices.xml to be configured depend on the metadata
count in your environment.
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<PARAMETER NAME="HIERARCHY NODE LIMIT" VALUE="2000"/>
<PARAMETER NAME="ALIAS CACHE SIZE" VALUE="1000"/>

<PARAMETER NAME="DATASET CACHE SIZE" VALUE="2000"/>
<PARAMETER NAME="MEASURE CACHE SIZE" VALUE="3000"/>
<PARAMETER NAME="HIERARCHY CACHE SIZE" VALUE="2000"/>
<PARAMETER NAME="DIMENSION CACHE SIZE" VALUE="2000"/>
<PARAMETER NAME="CUBE CACHE SIZE" VALUE="1000"/>

<PARAMETER NAME="BUSINESSPROCESSOR CACHE SIZE" VALUE="2000"/>
<PARAMETER NAME="DERIVEDENTITY CACHE SIZE" VALUE="1000"/>
Metadata count can be derived based on the following queries:

select count(l) from metadata master where metadata version=0 --- for
all metadata

select count(l) from metadata master where metadata version=0 and

metadata type=1 --- for measure

select count(l) from metadata master where metadata version=0 and

metadata type=2 --- for Dimension

select count(l) from metadata master where metadata version=0 and
metadata type=3 --- for HCY

select count(l) from metadata master where metadata version=0 and
metadata type=4 --- for DATASET

select count(l) from metadata master where metadata version=0 and

metadata type=59 --- for BP's

select count(l) from metadata master where metadata version=0 and

metadata type=54 --- for Alias

select count(l) from metadata master where metadata version=0 and
metadata type=5 --- for CUBES

select count(l) from metadata master where metadata version=0 and

metadata type=856 --- for Derived Entity

For LDAP authentication, which server connects with the LDAP server, the Application
server (where ofsaai is installed), or Web Application server (where EAR is deployed)?

For LDAP authentication, the Application server (ficapp) connects with the LDAP server.
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The LDAP server in the setup listens on secure protocol Idaps (port 636). | have the root
certificate of the LDAP server for SSL, and would like to know where to offload this
certificate?

You need to import the certificate into the JDK/JVM used by Reveleus server in ficapp layer.
How to relocate FTPSHARE folder?

You can run the PortC.jar utility. For more details, refer Changing IP/ Hostname, Ports, Deployed
Paths of the OFSAA Instance section in the OFSAAI Admin Guide available on QHC.

How do we identify the list of ports that are used by/configured in an OFSAA
environment?

1. Navigate to $FIC_HOME directory on Target.

2. The file PortsDef.log will be available in the $FIC_ HOME directory. It will contain the
ports information.

What should I do if I get the following error message, "Error while fetching open cursor
value Status : FAIL"?

This error occurs while executing envCheck.sh because the user does not have access to
V$parameter. This error does not occur due to sysdba or non sysdba privileges provided they
have access/grants to V$parameter.

What should | do when an entity containing many attributes (>100 columns) is selected as
Source entity and the Data Mapping (T2T definition) save operation takes longer than
expected with the hourglass in the Ul continuously rotating?

The workaround is:
1. Locate the webserver deployed area webroot/conf/excludeURLList.cfg file.
2. Modify the following entries:
e [SQLIA]./dataIntegrator/ to [ALL]./datalntegrator/
° [SQLIA]./ETLExtractionServlet to [ALL]./ETLExtractionServlet
3. Save the changes and restart the webserver.
4. Resave the definition.
What should I do if | get the following error message when | try to start the OLAP server:
./olapdataserver: error while loading shared libraries: libessapinu.so:
cannot open shared object file: No such file or directory
FATAL ERROR :- OLAP DATA SERVER start up failed.

This error occurs when OLAP component is not configured and OLAP feature in OFSAA is not
used. However, this error can be ignored.
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What should I do if I get the error "FATAL ERROR-Problem with OFSAA Service” during
OFS_AAAI_PACK installation?

Increase the sleep counter (default value is 80) to a higher value in the following section of the
OFS_AAAI_PACK/OFSAAIUpdate.sh file:

if [ Scount -eq 0 ] ; then
sleep 80;
count=" grep -i "FICServer Initialization Complete"

SFIC HOME/ficapp/common/FICServer/bin/nohup.out|wc -1

fi

if [[ $count -gt 0 1] ; then
echo OFSAA Service - OK

else
echo FATAL ERROR-Problem with OFSAA Service
exit 1

fi

26.1.2 Application Pack 8.0.6.0.0 FAQs

What is an Application pack?
An Application Pack is suite of products. For more information, refer Application Packs.
Can | get a standalone installer for OFSAA 8.0.6?

No. AAl is part of every application pack and installs automatically.

How does OFSAA 8.0.6 Application pack relate to OFSAA 7.x series?

8.0 is a new major release consolidating all products from OFSAA product suite.
Can existing OFSAA 7.x customers upgrade to OFSAA 8.0.6 Application Pack?

There is no upgrade path available. However, we will have migration kit / path for every product to
8.0 application pack. Further details will be available with Oracle Support.

Does OFSAA 8.0.6 Application pack UPGRADE’s automatically existing environments?

No. Refer Point 5. OFSAA 8.0.6 application pack has to be installed in an new environment and
subsequently migration path / migration kit needs to be run to migrate from 7.x to 8.0.6. Please
note we will have migration path only from the previously released version of OFSAA products.

Where can | download OFSAA 8.0.6 Application Pack?
You can download the OFSAAI 8.0.6 Application Pack from Oracle Software Delivery
Cloud (OSDC).
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What are the minimum system and software requirements for OFSAA 8.0.6 Application
Pack?

Refer installation guide section Hardware and Software Requirements section.

Is my environment compatible with OFSAA 8.0.6 Application Pack?
Environment Check utility performs the task. It is part of install and can also be run separately.
Has OFSAA 8.0.6 Application Pack is supports all Operating systems?

LINUX, AlX, SOLARIS. Refer to Technology Matrix for the technology matrix that OFSAA suite
products are/ will be qualified on.

How can Il install OFSAA 8.0.6 Application Pack?

Refer to Oracle Financial Services Advanced Analytical Infrastructure Installation And
Configuration Guide published in OHC for the application pack installers.

Do we need any License Key to install?

No, you do not need any License Key to install.

Does this installation require any Third party Software’s?

Installation Guide lists the third party software that needs to be installed.

What languages are supported during OFSAA 8.0.6 Application Pack installation?

US English is the language supported.

What mode of installations OFSAA Application Pack supports? [i.e., Silent, GUI]
OFSAA Application Packs supports both, GUI and Silent Mode.

Does OFSAA 8.0.6 Application Pack support Multi-tier Installations?

OFSAA 8.0.6 does single tier installation. For more information refer to OFSAAI FAQ section.

Does this Application Pack validate all Pre-requisites required for this installation i.e.,
Memory, Disk Space etc.?

Yes. The pre-requisite checks are done by the respective application pack installer.

What happens if it aborts during installation of any application with in Application pack?
Customer needs to restore the system and retrigger the installation

Does this Application pack ‘Rolls Back’ if any of application installation fails due to errors?
Rollback of installation is not supported.

Does the Application pack installs all applications bundled?

All application pack file system files are installed but there is an option to enable the licensed
products.

How can I re-install any of the Application Pack?
You can retrigger in case of failure.
Does Application pack allow enabling / disabling any of the applications installed?

Yes. You cannot disable once the product is enabled in an environment.

Oracle Financial Services Software

265 ORACLE


http://docs.oracle.com/cd/E55339_01/homepage.htm
http://docs.oracle.com/cd/E60058_01/homepage.htm

I have installed one application in a Application pack and can | install any of new
applications within the Application pack later point of time?
No, installation is not required. Enabling the application is an option to use it later.

J

Is it possible to Install OFSAA 8.0.6 Application pack on any one of the existing ‘Infodom
where another OFSAA 8.0.6 application is installed?

Yes. But Behavioral Detection Pack and Compliance Regulatory Reporting pack are the
exceptions. They need to be installed in a different INFODOM.

Is there any option in Application pack for the user to select Infodom during installations?
Yes. You can select or change the required infodom.
Can | install all Application Packs in a ‘Single Infodom’?

Yes. But Behavioural Detection Pack and Compliance Regulatory Reporting Pack are the
exceptions. They need to be installed in a different INFODOM.

Is it possible to install applications on different Infodom within the Application pack? (That
is if you want to install LRM & MR in two infodoms)

Applications within application pack have to be installed in the same information domain in the
same environment.

Does ‘Data Model’ bundled is Application pack Specific or Specific to individual application?
A merged data model for all applications within the application pack is bundled and uploaded.
Is it possible to install OFS Enterprise Modeling in later point of time?

OFS Enterprise Modeling as separate product and can be enabled as on option at later point of
time from any application pack that bundles Enterprise Modeling.

Does OFS Enterprise Modeling is required for all applications?

This product is enabled depending on the applications that use the features of OFS Enterprise
Modeling.

Will Application pack creates sandbox automatically for the required applications?

Yes, Sandbox creation is part of application install process.

Do we have upgrade Kits for individual applications or it’s a Application Pack Upgrade?
ML/ IR releases / upgrades will be across Packs.

Can | upgrade AAl only?

Yes, you can upgrade AAl alone.

Can | upgrade one application within the Application Pack? i.e., LRM will be upgraded in
Treasury Application pack, but MR won’t be upgraded.

No. Not possible Upgrade is applied across packs.
Is it possible to uninstall any Application from the Application pack?
No, it is not possible to uninstall any Application from the Application Pack.

Can | uninstall entire Application Pack?
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No, you cannot uninstall the Application Pack.

Is it possible to uninstall only application and retain AAl in the installed environment?

No, you cannot uninstall only the application and retain AAl in the installed environment.

Does Application Pack contain all Language Packs supported?

Language Packs are installed on top of 8.0.6 application pack. Releases are planned post the 8.0.6
availability.

Can | install an Application Pack over another Application Pack (that is same infodom or
different information)

Yes, you can install an Application Pack over another Application Pack in the same information
domain or different information domain.

Can | use an existing manually created schema as information domain for application pack
installation?

No. Schemas required by OFSAA applications have to be created using Schema Creator Utility.
Does OFSAA 8.0.6 support on WebLogic 10.3.6 with Oracle 12¢?

Yes, OFSAA 8.0.6 will support on WebLogic 10.3.6 with Oracle 12c. WebLogic 10.3.6 supports
oracle 12c with some additional configurations. Refer the link
http://docs.oracle.com/cd/E28280 01/web.1111/e13737/ds_12cdriver.hntm#JDBCAB55 for
additional configurations.

While running the schema creator utility, | get an error “HostName in input xml is not
matching with the local hostname”?

One possible reason could be the machine is configured for zonal partitioning. Ensure all the
known IP Addresses of the machine are present in the /etc/hosts file.

"While creating an Excel Mapping, after specifying the excel worksheet, the target table,
and mapping each column in the worksheet to a target table, | click SAVE and nothing
happens. But when I click CANCEL, a message pops up informing me that all changes will
be discarded”, what is to be done.

Check if the excel mapping creation is done using |.E 8 with JRE 1.4 plug in enabled on machine.
If so, upgrade the JRE plug into 1.7+

What are the Java versions supported in OFS AAAI Application Pack version 8.0.6.0.0?
OFS AAAI Application Pack supports Java 1.7.x and 1.8.x.
Is this release of the OFS AAAI Application Pack version 8.0.6.0.0 supported on Java 8?

Yes. To install this release of the OFS AAAI Application Pack version 8.0.6.0.0 on Java 8. For
more information, refer to specific notes mentioned in the sections Installer and Installation
Prerequisites, Configuring the Schema Creator Utility, GUI Mode Installation, SILENT Mode
Installation.
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What should be done if you encounter the following "FATAL" exception in the installation
log because of insufficient DB process value?

[FATAL] - =====Exception====
Java.sql.SQLRecoverableException: 10 Error: Got minus one from a read call
at oracle.jdbc.driver. T4CConnection.logon(T4CConnection.java:419)
at oracle.jdbc.driver.PhysicalConnection.<init>(PhysicalConnection.java:536)
at oracle.jdbc.driver. T4CConnection.<init>(T4CConnection.java:228)
at oracle.jdbc.driver. T4CDriverExtension.getConnection(T4CDriverExtension.java:32)
at oracle.jdbc.driver.OracleDriver.connect(OracleDriver.java:521)

Contact the DBA team to increase the DB process/sessions value accordingly, which depends on
the number of database process running at that particular point of time.
Can Oracle Financial Services Data Integration pack in a setup work alone?

No. It requires at least one OFSAA application. The reason being DIH integrates data (source or
extract) for OFSAA applications.

Does Oracle Financial Services Data Integration have separate data model?

No, DIH does not have sa eparate data model to store data. However, it has its own repository
table to hold the metadata.

Can DIH work, if | install Oracle Financial Services Data Integration pack in one infodom
and other application in different infodom in same setup?

No, DIH will not work. The other Application has to be installed in the same infodom where DIH is
installed.

What should be done when the installation displays the below exception due to delay in
starting the app server?

[SMSSERVICES]Error occurred while getting MASTER DSN Name java.lang.Exception:
Error occurred while getting MASTER DSN Name

at com.iflex.fic.client. SMSServices.getMasterDSN(SMSServices.java:109)
at com.iflex.fic.ficml.JSPInitBean.defaultinitialize(JSPInitBean.java:225)
at com.ofs.aai.mp.utility. AppPckMastSynch.main(AppPckMastSynch.java:67)
Perform the following steps:
1. Start all the servers if they are down.

2. Replace $PackName with actual pack name (OFS DI PACK) under ##FIC HOME##/
/utility/AppPckMastSynch/bin/AppPckMastSynch. sh file.
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3. Execute AppPckMastSynch. sh file.
4. Continue with the post installation activities.
What should be done if publish fails with universal connection pool error?

Use Web Service for ODI connectivity and perform the following steps:
a. Navigate to <FIC WEB HOME>/webroot/WEB-INF/props and open
DIHWSDetails.conf

b. Update the following properties in the above file.

Property Value Remarks
USE_WS Y/N Y — If you want ot use web service
N — If you don’t want to use web service
HTTPS 01 1 — If you want to enable https protocol for
web service

0 - If you want http protocol for webservice

PORT Unused port number | Please specify a unused port number in
OFSAA installed machine

c. Navigate to <FIC DB HOME>/bin and trigger StartDIHWS.sh and check
DIHWebService.log file under <FIC DB HOME>/log for web service status.

What should | do when | get "[ERROR] - Error : APP Setup bin file failed.” Message during
OFS_Application_PACK installation?

This is a generic error message that appears during application installation failure. You should
check the installation log files for more information about what failed the installation. However, if
the message is displayed and the log files are not generated, it could be that it is a temp directory
issue. The resolution is that your UNIX administrator has to disable the NOEXEC option. The
installers extract the installation files into the /tmp directory, and if NOEXEC is enabled, execution
of binaries will not happen in the directory and the installation fails. Re-run the installer after the
configuration is changed. For detailed information, see the support note at
https://support.oracle.com/epmos/faces/DocumentDisplay?id=2340045.1.
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26.2 Error Dictionary

The content of this section has been created with the interest to help you resolve the installation
issues if any. There is a compilation of all the possible errors that might arise during the installation
process with the possible cause and the resolution to quickly fix the issue and proceed further with
the installation.

26.2.1 Accessing Error Dictionary

Instead of scrolling through the document to find the error code, you can use the pdf search
functionality. In the "Find" dialog available in any of the Adobe Acrobat version that you are using
to view the pdf document, follow the below instructions to quickly find the error resolution.

1. With the Installation pdf open, press Ctrl+F or select Edit > Find.
The Find dialog is displayed as indicated.

Enter the error code that is displayed on screen during Infrastructure installation.

0D

Press Enter. The search results are displayed and highlighted as indicated below.

Error code - OFSAAI-1003

Cause JAVA HOMEDBin not found in PATH vanalie

Resolution | Import <JAVA HOME=%n into PATH variable

Example: FATH = JJAVA_HOMEDin 8PATH export PATH

Error Dictionary

View the details of the issues, its cause, and resolution specific to the error code. Repeat the step
to find an answer to any other errors that you notice during installation. If you are not able to resolve
the issue even after following the steps provided in resolution, you can contact support.oracle.com
along with log files and appropriate screen shots.

26.2.2 Error Code Dictionary

26.2.2.1 Error code - OFSAAI-1001

Cause Unix shell is not "korn" shell.

Resolution Change the shell type to "korn". Use chsh
unix command to change SHELL type.
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Shell type can also be changed by
specifying shell path for the Unix user in
/etc/passwd file.

Note: chsh command is not available in
Solaris OS.Cause

26.2.2.2 Error code - OFSAAI-1002

Cause No proper arguments are available.

Resolution Provide proper arguments. Invoke Setup.sh
using either SILENT or GUI mode.

Example: ./Setup.sh SILENT or
./Setup.sh GUI

26.2.2.3 Error code - OFSAAI-1004

Cause File .profile is not present in SHOME.

Resolution Create .profile in SHOME, i.e. in the

home directory of user.

26.2.2.4 Error code - OFSAAI-1005

Cause File OFSAAInfrastructure.bin is not
present in current folder.

Resolution Copy OFSAAInfrastructure.bin into
installation kit directory.

26.2.2.5 Error code - OFSAAI-1006

Cause File CustReg.DAT is not present in current
folder.

Resolution Copy CustReg.DAT into installation kit
directory.
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26.2.2.6 Error code - OFSAAI-1007

Cause File OFSAAI InstallConfig.xml is not
present in current folder.

Resolution Copy OFSAAI InstallConfig.xml into
installation kit directory.

26.2.2.7 Error code - OFSAAI-1008

Cause File validateXMLInputs.jar is not present
in current folder.

Resolution Copy validateXMLInputs.jar into

installation kit directory.

26.2.2.8 Error code - OFSAAI-1009

Cause File log4j.xml is not present in current
folder.
Resolution Copy 1log47.xml into installation kit directory.

26.2.2.9 Error code - OFSAAI-1010

Cause Unknown error occurred.

Resolution Make sure to provide proper argument
(SILENT or GUI) to the Ssetup. sh file.

26.2.2.10 Error code - OFSAAI-1011

Cause XML validation failed.
Resolution Check InfrastructurePreValidations.Log for more
details.
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26.2.2.11 Error code - OFSAAI-1012

Cause

Property file with locale name does not exist.

Resolution

Copy MyResources_en US.properties to
the setup kit directory and keep en_US in LOCALE
tag of OFSAAI InstallConfig.xml

26.2.2.12 Error code - OFSAAI-1013

Cause File
OFSAAI InstallConfig.xml/OFSAAI PostInstallConfig.xml
not found.

Resolution Copy

OFSAAI InstallConfig.xml/OFSAAI PostInstallConfig.xml
to the setup kit directory.

26.2.2.13Error code - OFSAAI-1014

Cause

XML node value is blank.

Resolution

Make sure all node values except
SMTPSERVER, PROXYHOST,
PROXYPORT, PROXYUSERNAME,
PROXYPASSWORD, NONPROXYHOST, or
RAC_URL are not blank.

26.2.2.14Error code - OFSAAI-1015

Cause

XML is not well formed.

Resolution

Execute the command dos2unix
OFSAAI InstallConfig.xml to convert

plain text file from DOS/MAC format to UNIX
format.

OR

Make sure that
OFSAAI InstallConfig.xml is valid. Try to

open the file through Internet Explorer for a
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quick way to check validity. If it is not getting
opened, create new

OFSAAI InstallConfig.xml using the
XML Utility.jar.

26.2.2.15Error code - OFSAAI-1016

Cause User installation directory contain blank spaces.

Resolution Provide an installation path that does not
contain spaces. Check the tag
USER_INSTALL DIRin

OFSAAI InstallConfig.xml file. This path
should not contain any spaces.

26.2.2.16 Error code - OFSAAI-1017

Cause User installation directory is invalid.

Resolution Provide a valid installation path. Check if you
are able to create the directory mentioned in
USER INSTALL DIR tag value of

OFSAAI InstallConfig.xml file.
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