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1 Installing OFS Data Integration Hub

See OFS Data Integration Hub (DIH) User Guide Release 8.0.7.0.0, for detailed installation steps.
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2.1

Secure Configurations

Security Configurations

To have a secure environment for OFSAA installation, there are a set of configurations that need to be
accomplished. The configurations are discussed in the following sections in this document. For more
information, see the OFSAAI Administration Guide.

Oracle Data Redaction — This is an Oracle Database Advanced Security option to enable the
protection of data. It is used to mask (redact) sensitive data shown to the user in real time. To
enable this option during installation, see section Enabling Data Redaction in the OFSAAI
Installation and Configuration Guide. To enable post installation, see the section Data Redaction
in the OFSAAI Administration Guide.

CSRF Enabled - Enabling this option results in setting CSRF tokens in requests. OFSAAI
System Configuration Ul provides the option to enable or disable CSRF. For more information on
enabling CSRF, see the section Update General Details in the OFSAAI User Guide.

Key Management - The OFSAA configuration schema (CONFIG) is the repository to store
passwords for users and application database schemas centrally. These values are AES 128 bit
encrypted using an encryption key uniquely generated for each OFSAA instance during the
installation process. The OFSAA platform provides a utility (EncryptC.sh) to rotate/generate a
new encryption key if needed.

The Key Management section in the OFSAAI Administration Guide explains how to generate and
store this key in a Java Key Store.

NOTE Integration with any other Key management solution is out of
scope of this release.

File Encryption — OFSAA supports file encryption using AES 256 Bit format. For more
information, see the section File Encryption in the OFSAAI Administration Guide.
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3

Secure Header Configuration

Refer OFSAA Security Guide for more information.
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4

Web Application Server Security Configurations

Refer OFSAA Security Guide for more information.

ORACLE FINANCIAL SERVICES DATA INTEGRATION HUB APPLICATION LPACK | 8


https://docs.oracle.com/cd/E61555_01/books/OFSAAI_Security_Guide.pdf

5 Additional Security Configurations

Refer OFSAA Security Guide for more information.
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OFSAAI Support Contact Details

e Contact Infrastructure support at https://flexsupp.oracle.com if you have installed ERM and FCCM
applications.

e Raise an SR in https://support.oracle.com if you have any queries related to EPM applications.
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ADDITIONAL SECURITY CONFIGURATIONS | SECURITY CONFIGURATIONS

Send Us Your Comments

Oracle welcomes your comments and suggestions on the quality and usefulness of this publication.
Your input is an important part of the information used for revision.

¢ Did you find any errors?

e |s the information clearly presented?

e Do you need more information? If so, where?

e Are the examples correct? Do you need more examples?
¢ What features did you like most about this manual?

If you find any errors or have any other suggestions for improvement, indicate the title and part number
of the documentation along with the chapter/section/page number (if available) and contact the Oracle
Support.

Before sending us your comments, you might like to ensure that you have the latest version of the

document wherein any of your concerns have already been addressed. You can access My Oracle
Support site which has all the revised/recently released documents.
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