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Preface
This Preface provides supporting information for the Oracle Financial Services Data Foundation
Applications Pack Installation Guide and includes the following topics:
¢ Summary
¢+ Audience
¢ Documentation Accessibility
¢+ Related Documents

¢ Conventions

Summary

You can find the latest copy of this document in OHC Document Library which includes all the
recent additions/revisions (if any) done till date.

Before you begin the installation, ensure that you have an access to the Oracle Support Portal
with the required login credentials to quickly notify us of any issues at any stage. You can obtain
the login credentials by contacting Oracle Support.

Audience

The Oracle Financial Services Data Foundation (OFSDF) Application Pack Installation and
Configuration Guide is intended for Administrators, Business User, Strategists, and Data Analyst,
who are responsible for installing and maintaining the application pack components.

Prerequisites for the Audience

These are the expected preparations for administrators before starting the installation:

The document assumes you have experience in installing Enterprise components. Basic
knowledge about the Oracle Financial Services Advanced Analytical Applications Infrastructure
Applications Pack components, OFSAA Architecture, UNIX commands, Database concepts and
Web Server/ Web Application Server is recommended.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.
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Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Related Documents

This section identifies additional documents related to OFSDF. You can access Oracle
documentation online from Documentation Library for OFSDF.

¢+ Oracle Financial Services Data Foundation User Guide (OHC)
¢+ Oracle Financial Services Analytical Applications Infrastructure User Guide (OHC)

¢+ OFS Analytical Applications Environment Check Utility Guide (QHC)

Conventions and Acronyms

Conventions Description
AlX Advanced Interactive executive
DEFQ Data Entry Forms and Queries
DML Data Manipulation Language
EAR Enterprise Archive
EJB Enterprise JavaBean
ERM Enterprise Resource Management
FTP File Transfer Protocol
GUI Graphical User Interface
HDFS Hadoop Distributed File System
HTTPS Hypertext Transfer Protocol Secure
J2C J2EE Connector
J2EE Java 2 Enterprise Edition
JDBC Java Database Connectivity
JDK Java Development Kit
JNDI Java Naming and Directory Interface
JRE Java Runtime Environment
VM Java Virtual Machine
Oracle Financial Services Software ORACLE
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Conventions Description
LDAP Lightweight Directory Access Protocol
LHS Left Hand Side
MFA Multi-Factor Authentication
MFA Multi-Factor Authentication
MOS My Oracle Support
OFSAAI Oracle Financial Services Analytical Application Infrastructure
OHC Oracle Help Center
OLAP On-Line Analytical Processing
(0N Operating System
RAM Random Access Memory
RDMS Relational Database Management System
SFTP Secure File Transfer Protocol
SID System ldentifier
SSL Secure Sockets Layer
TDE Transparent Data Encryption
TDE Transparent Data Encryption
TNS Transparent Network Substrate
URL Uniform Resource Locator
VM Virtual Machine
Web Archive WAR
XML Extensible Markup Language
Oracle Financial Services Software ORACLE
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1 About OFSAA and OFSAA Application Packs

This chapter includes the following topics:
¢+ About OFSAA

¢ About OFSAA Application Packs 8.0.6.0.0

¢+ About OFSDF Applications Pack

¢+ About Oracle Financial Services Analytical Applications Infrastructure (OFS AAI)

1.1 About Oracle Financial Services Analytical Applications (OFSAA)

In today's turbulent markets, financial institutions require a better understanding of their
risk- return, while strengthening competitive advantage and enhancing long-term
customer value. Oracle Financial Services Analytical Applications enable financial
institutions to measure and meet risk adjusted performance objectives, cultivate a risk
management culture through transparency, lower the costs of compliance and regulation,
and improve insight into customer behavior.

OFSAA uses industry-leading analytical methods, shared data model and applications
architecture to enable integrated risk management, performance management, customer
insight, and compliance management. OFSAA actively incorporates risk into decision
making, enables to achieve a consistent view of performance, promote a transparent risk
management culture, and provide pervasive intelligence.

Oracle Financial Services Analytical Applications delivers a comprehensive, integrated
suite of financial services analytical applications for both banking and insurance domain.

1.2 About OFSAA Applications Pack

The following figure depicts the various application packs that are available across the
OFSAA Banking and Insurance domains.

Oracle Financial Services Software ORACLE
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1.3 About OFSDF Applications Pack

Oracle Financial Services Data Foundation (OFSDF) Application Pack provides integrated stress
testing and modeling capabilities that you can readily apply across multiple risk areas enabling
institutions to devise appropriate enterprise-wide and holistic risk and economic capital strategies.

OFSDF enables you to comply with regulatory requirements on stress testing, enables advanced
customer and portfolio analytics, utilize multiple industry standard techniques, test and model with
complete data integrity.

OFSDF Application Pack includes the following applications:
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¢ Financial Services Big Data Processing: This option includes, into OFSDF, the
capability to process data stored in Hadoop Distributed File System (HDFS). With the Big
Data Processing (BDP) add-on option, all core data management frameworks within
OFSAA such as Data Management Framework (T2T/ F2T), Data Quality Framework and
Rules framework are enhanced to operate on both Oracle RDBMS data sources as well
as Apache Hive data sources. An OFSAA Run definition can contain tasks that transform
data held in Hive. OFSAA applications that use these frameworks for expressing
application logic automatically gain the ability to manage data held in Hive. The OFSAA
platform leverages HiveQL and Map Reduce in order to process data directly in the
Hadoop cluster without having to stage data in a relational database.

The application pack includes a logical data model, physical data model and supporting scripts.

NOTE: The schema/ domain for FSDF are referred to as BFND.

Oracle Financial Services Software ORACLE
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1.4 About Oracle Financial Services Analytical Applications Infrastructure (OFS
AAIl)

Oracle Financial Services Analytical Applications Infrastructure (OFS AAIl) powers the Oracle
Financial Services Analytical Applications family of products to perform the processing,
categorizing, selection and manipulation of data and information needed to analyze, understand
and report on specific performance, risk, compliance and customer insight issues by providing a
strong foundation for the entire family of Oracle Financial Services Analytical Applications across
the domains of Risk, Performance, Compliance and Customer Insight.

1.4.1 Components of OFSAAI

The OFSAA Infrastructure is comprised of a set of frameworks that operates on and with the
Oracle Financial Services Analytical Applications Data Model and form the array of components
within the Infrastructure.

The OFSAA Infrastructure components/ frameworks are installed in two layers; primarily the
metadata server and Infrastructure services run on one layer, and the Ul and presentation logic
runs on the other. The Ul and presentation layer is deployed on any of the supported J2EE
Servers.

The following figure depicts the various frameworks and capabilities that make up the OFSAA

Infrastructure:
odeling ress Testing Computations & Rule Framework Run Framework Mart Management Framework
Framework {
Business Processors Conditional Execution Cube Builder
Forms Manager
Multi-hierarchy Conditional - Baseline Run Relational Mart Builder
Workflow Manager Rules
_ Simulation Run Aggregated & OLAP Computed
Business Dimension Maps Rules Executed in DB Measures

Forms & Workflow Framework

BPEL Workflows

FINANCIAL SERVICES ANALYTICAL APPLICATIONS FRAMEWORK Forms Manager

Business Mapper

Data Quality Batch & Real-Time Management o srtaameaﬁoaﬁ(ement
T2T Data Process Framework \ . _ /

Data Quality Multi-Node Dispatch Data Model Management

Data Movement
Business Integrity Scheduler Metadata Trace

Data Aggregations
Data Quality Reporting Data Access Services Metadata Browser

SCD and Controls

. . . .
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1.5 OFSAA Infrastructure High Availability

The current release of the OFSAA Infrastructure supports only "Single Instance" installation
for the Infrastructure components. However, the High Availability (HA) for the Database
Server and/ or the Web Application Server clustering and deployment are supported in this

release.

This release supports Active-Passive model of implementation for OFSAAI components. For
more information, refer Configuration for High Availability- Best Practices Guide.

1.6 About Data Security Configurations

Data Security refers to the protection of data against unauthorized access and data theft.
OFSAA ensures Data Security with the following features:

Multi-Factor Authentication
Transparent Data Encryption (TDE)
Data Redaction

Key Management

HTTPS

CSRF

Logging

For more details on the features in the previous list, see the relevant topics in this guide and
the Data Security and Data Privacy section in the OFS Analytical Applications Infrastructure
Administration Guide 8.0.6.0.0.
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2 Understanding OFSDF Applications Pack Installation

This chapter includes the following topics:

¢ Installation Overview

¢ Logical Deployment Architecture

¢ Hardware and Software Requirements

¢+ Verifying the System Environment

¢ Understanding Installation Modes

2.1 Installation Overview

This release (8.0.6.0.0) of the OFSDF Application Pack bundles the upgrade patch set along with
the base installer. Users/Administrators who wish to install a new OFSDF Application Pack
8.0.6.0.0 instance or upgrade an existing OFSDF Application Pack 8.0.x instance to 8.0.6.0.0
must download this installer. The following figure depicts the order of procedures required to
follow to install a new OFSDF Pack 8.0.6.0.0 instance. To upgrade an existing OFSDF
Application Pack 8.0.x.x.x instance to 8.0.6.0.0 release, refer to Upgrading the OFSDF
Application Pack chapter. The following figure shows the order of procedures to install.
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Installation Workflow

' Start ]
' Verify System Environment ]
' Obtain the Software ]
' Configure and Execute the Schema Creator Utility ]
' Install OFS BFND Pack ]
' Configure OFS BFND Pack ]
' Verify Installation ]

N

I Done ]

The below table provides additional information and links to specific documentation for each task
in the flowchart

Tasks Details and Documentation
Verify Systems To verify that your system meets the minimum necessary requirements
Environment for installing and hosting the OFSDF Applications Pack, see "Hardware

and Software Reguirements Specifications" and "Verifying the System

Environment"

Obtain the software See "Obtaining the software".
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Configure and Execute the
Schema Creator Utility

See “Configuring and Executing the Schema Creator Utility".

Install OFSDF Pack

See “Installing the OFSDF Pack Installer".

Configure OFSDF Pack

See “Post Installation Configuration".

Verify Installation

See "Verifying the Installation”.

Upgrade Installation

See “Upgrading the OFSDF Application Pack”

2.2 Deployment Topology

The deployment architecture depicts the mapping of a logical architecture to a physical
environment. The physical environment includes the computing nodes in an intranet or Internet
environment, CPUs, memory, storage devices, and other hardware and network devices.

e
Web Browser

HITP & Interface

HTTPS

e

OFSAA”
Application
Components Client Workstation
Socket
connection A
Web Server JDBC E/]
/Native

/Omcle Bl Server

JDBC
\ \‘
§ 3
5
Web Application Database
Server Server

* Includes Oracle Financial Services Analytical Applications and Infrastructure
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2.3 Hardware and Software Requirements

This section describes the various Operating Systems, Database, Web Server, and Web
Application Server versions, and other variant details on which this release of the OFSDF Pack
has been qualified.

NOTE: OFSDF Applications Pack installation can be performed on both Virtual and Physical
servers.

2.3.1 Configurations Supported for Java 7

The following table shows the minimum hardware and software requirements for installing
Oracle Financial Services Data Foundation Application Pack (Java 7) on each machine.

Requirement [Sub-Category Value
Operating Oracle Linux / Red Red Hat Enterprise Linux or Oracle Linux Server release 6 Update 6 and
System Hat Enterprise Linux | above
(x86-64 bit) Red Hat Enterprise Linux or Oracle Linux Server release 7 Update 1 and
above
Oracle Solaris Solaris 10 — Install the required OS patches. For more information, see

(SPARC) / Solaris Installing the Required Oracle Solaris 10 Patches. Additionally, install
x86-64 bit the required runtime libraries. For more information, see Installing Only
the Runtime Libraries on Oracle Solaris 10.

Solaris 11 — Upgrade to Oracle Solaris 11.3 with SRUOQ9 or higher. See
https://docs.oracle.com/cd/E60778_01/html/E60743/gouaw.html#scr
olltoc to upgrade to SRUOQ9 if you have a lower SRU version.
Additionally, install the required runtime libraries. For more

information, see Installing Only the Runtime Libraries on Oracle
Solaris 11.

IBM AIX (PowerPC) | AIX 6.1 (TL 09 and above) - 64 bit
AIX 7.1 (TL 03 and above) - 64 bit

Shell KORN Shell (KSH)

Note:

e Ifthe OSis IBM AIX 6.1 and the file size limit for the AIX user on the target server is too small, configure the

size parameter setting for "Large File Support". Follow these steps:
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Requirement

Sub-Category

Value

system.

Support.

Change the file size limit for the user that initiates the transfer on the AlX system. To change the file size

limit for a particular user, add or edit the fsize attribute for the user in the /etc/security/limits file on the AIX

Change the file size limit to unlimited (fsize = -1) or to a size equal to the size of the file being transferred.
This may require a restart of the AIX server to pick up the new configuration. For more information refer IBM

e Ifthe operating system is RHEL, install the package 1sb_release using one of the following commands by

logging in as root user:

o yum install redhat-Isb-core

o yum install redhat-Isb

Java Runtime

Environment

Oracle Linux / Red
Hat Enterprise
Linux Oracle Solaris

Oracle Java Runtime Environment (JRE) 1.7.x - 64 bit
Oracle Java Runtime Environment (JRE) 1.8.x - 64 bit

IBM AIX

IBM AIX Runtime, Java Technology JRE 1.7.x - 64 bit IBM
AIX Runtime, Java Technology JRE 1.8.x - 64 bit

Oracle
Database
Server and
Client

e Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.3.0 +) - 64 bit RAC/ Non-
RAC with/ without partitioning option

e Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.4.0 +) - 64 bit RAC/Non-
RAC with/ without partitioning option, Advanced Security Option**.

e Oracle Database Server Enterprise Edition 12c Release 1 (12.1.0.1.0 +)- 64 bit RAC/ Non-
RAC with/ without partitioning option, Advanced Security Option**.
** Note: See the “Additional Notes” section in the 806 Tech Matrix for details.

e Oracle Database Server 12c Release 2 (12.2.0.1+) Enterprise Edition

e Oracle Client 11g Release 2 (11.2.0.3.0+) - 64 bit

e Oracle Client 12c Release 1 (12.1.0.1.0+) - 64 bit

e Oracle 11g Release 2 (11.2.0.3+) JDBC driver (Oracle thin driver)

e Oracle 12C Release 1 (12.1.0.1+) JDBC driver (Oracle thin driver)

e Oracle R Distribution (ORD) version 3.2.0/3.3.0 (Optional)

e Oracle R Enterprise (Server) version 1.5 with ORD 3.2.0 and version 1.5.1 with ORD
3.3.0(Optional).

Note:

Ensure that the following patches are applied:
e For Oracle DB Server 12.1.0.1 and 12.1.0.2, download the patches 27010930 and
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22205607 from My Oracle Support and apply them.

e For Oracle DB Server 11.2.0.4, download the patch 22205607 from My Oracle Support and

apply.
ORD and ORE versions compatible along with Oracle DB version
No|Oracle R Oracle R Advanced |Open source R or Oracle Database
Enterprise Analytics for Hadoop |Oracle R Distribution |Enterprise Edition

1 151 2.7.1 3.3.0 11.2.0.4,12.1.0.1,
12.1.0.2,12.2.0.1

> 150 2.5.1,2.6.0,2.7.0 3.2.0 11.2.0.4,12.1.0.1,
12.1.0.2

OLAP Oracle V 11.1.2.1+ (Server and Client) with Oracle 11g Database V

Hyperion 11.1.2.3+ (Server and Client) with Oracle 12c Database

Essbase

Note:

Oracle Hyperion Essbase & Oracle OLAP is required only if you are using the OLAP feature of

OFSAAL

Web Server/
Web

Oracle Linux / Red Oracle HTTP Server 11.1.1.7.1 or 11.1.1.9+/

Hat Enterprise

Apache HTTP Server 2.2.x/ IBM HTTP Server 8.5.5

Application Linux/ IBM AIX « IBM WebSphere Application Server WebSphere 8.5.5.9+ (64 bit)
Server » Oracle WebLogic Server 12.1.3+ with jersey 1.18 (64 bit) / Oracle
. WebLogic Server 12.2.x with jersey 2.25 (64 bit)
Oracle Solaris - . . .
The OFSDF Application Pack Release v8.0.6.0.0 is compatible with the
WebLogic v12.2.x and does not support the WebLogic v12.1.3. If the
WebLogic version is 12.1.3, upgrade to the WebLogic 12.2.x version.
« Apache Tomcat 8.0.x (64 bit)
Note:
IBM WebSphere 8.5.x (Full Profile) on Java 8 is not available.
Note:
OFSAA Infrastructure web component deployment on Oracle WebLogic Server with Oracle
JRockit is not supported.
Big Data Cloudera Distribution| ., CDH Version 5.3.3

Hadoop 5.3.3 . Hadoop-2.5.0+cdh5.3.3+844

« Hive-0.13.1+cdh5.3.3+350

« SgooplV 1.4.5+cdh5.3.3+67

» Sgoop2 V 1.99.4+cdh5.3.3+23

» Oracle Loader For Hadoop (OLH) V 3.2

Cloudera Distribution| ., CDH Version -5.4

Hadoop 5.4.4 . Hadoop-2.6.0+cdh5.4.4+597

« Hive V 1.1.0+cdh5.4.4+152

» SqooplV 1.4.5+cdh5.4.4+101
« Sgoop2 V 1.99.5+cdh5.4.4+36

Cloudera Distribution] . CDH Version -5.8.4
Hadoop 5.8.4 . Hadoop-2.6.0+cdh5.8.4+1801
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« Hive-1.1.0+cdh5.8.4+723
« Sqoop-1.4.6+cdh5.8.4+100
»  Sgoop2-1.99.5+cdh5.8.4+42

Note: Ensure livy-0.4.0-incubating is installed and configured for spark 2.
For more details, see the section Configuring Apache Livy Interface in the
chapter Post Installation Configuration.

Cloudera Distribution
Hadoop 5.13.0

» CDH Version: 5.13.0 (9)
« Hive 1.1.0+

Cloudera Hive
Connector

Hive JDBC Connectors V 2.5.19 and Hive-on-Spark

Oracle R Advanced
Analytics for Hadoop

Oracle R Advanced Analytics for Hadoop (ORAAH) 2.6.0

Hadoop Security
Protocol

« Kerberos R release 1.6.1
« Sentry 1.4.0

Oracle Big Data
SQL

Oracle Big Data SQL 3.1+. For more information, see Big Data.

Desktop
Requirements

Operating System

Windows 10

Browser e MS Internet Explorer 11.x (Compatibility Mode)
Turn off Pop-up blocker settings. For more information, refer Internet
Explorer Settings.
e Google Chrome 57.x
e Mozilla Firefox 52.x
e For Chrome and Firefox, turn off Pop-up blocker settings by
choosing "Always allow pop-ups for <URL>"
Office Tools e MS Office 2007/ 2010/ 2013/ 2016

e Adobe Acrobat Reader 10 or above

Screen Resolution

1024*768 or 1280*1024

Other
Software

Directory Services

OFSAAI is qualified on both OPEN LDAP 2.2.29+ and Oracle Internet
Directory v 11.1.1.3.0. However, it can be integrated with other directory
services software like MS Active Directory.

Note:

e Configuration of Directory services software for OFSAAI installation is optional. For more
information on configuration, see Infrastructure LDAP Configuration.
e  Open LDAP must be installed on MS Windows Server machine.

* This indicates the latest version available at the time of the release. Any latest updates
may be applied.
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2.3.2 Configurations Supported for Java 8

The following table shows the minimum hardware and software requirements for
installing Oracle Financial Services Data Foundation Application Pack (Java 8) on each
machine.

Requirement

Sub-Category

Value

Operating
System

Oracle Linux / Red
Hat Enterprise Linux
(x86-64 bit)

Red Hat Enterprise Linux or Oracle Linux Server release 6 Update 6
and above
Red Hat Enterprise Linux or Oracle Linux Server release 7 Update 1

and above

Oracle Solaris
(SPARC) / Solaris
X86-64 bit

Solaris 10 — Install the required OS patches. For more information,
see Installing the Required Oracle Solaris 10 Patches. Additionally,
install the required runtime libraries. For more information, see
Installing Only the Runtime Libraries on Oracle Solaris 10.

Solaris 11 — Upgrade to Oracle Solaris 11.3 with SRUQ9 or higher.
See
https://docs.oracle.com/cd/E60778_01/html/E60743/gouaw.html#scr
olltoc to upgrade to SRUQ9 if you have a lower SRU version.
Additionally, install the required runtime libraries. For more
information, see Installing Only the Runtime Libraries on Oracle
Solaris 11.

IBM AIX
(POWERPC)

AIX 6.1 (TL 09 and above) - 64 bit
AIX 7.1 (TL 03 and above) - 64 bit

Shell

KORN Shell (KSH)
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Note:

e Ifthe OSis IBM AIX 6.1 and the file size limit for the AlX user on the target server is too small, configure the
size parameter setting for "Large File Support". Follow these steps:
Change the file size limit for the user that initiates the transfer on the AlX system. To change the file size
limit for a particular user, add or edit the fsize attribute for the user in the /etc/security/limits file on the AIX
system.
Change the file size limit to unlimited (fsize = -1) or to a size equal to the size of the file being transferred.
This may require a restart of the AIX server to pick up the new configuration. For more information refer IBM
Support.

e If the operating system is RHEL, install the package 1sb_release using one of the following commands by
logging in as root user:

o yum install redhat-Isb-core
o yum install redhat-Isb

Oracle Linux / Red Oracle Java Runtime Environment (JRE) 1.8.x - 64 bit
Java Runtime | Hat Enterprise
Environment || inux Oracle Solaris

IBM AIX IBM AIX Runtime, Java Technology JRE 1.8.x - 64 bit

e Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.3.0 +) - 64 bit RAC/

Oracle Non- RAC with/ without partitioning option

Database e Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.4.0 +) - 64 bit
Server and RAC/Non-RAC with/ without partitioning option, Advanced Security Option**
Client

e Oracle Database Server Enterprise Edition 12c Release 1 (12.1.0.1.0 +)- 64 bit RAC/
Non- RAC with/ without partitioning option, Advanced Security Option**
** Note: See the “Additional Notes” section in the 806 Tech Matrix for details.

e Oracle Client 11g Release 2 (11.2.0.3.0+) - 64 bit

e Oracle Client 12c Release 1 (12.1.0.1.0+) - 64 bit

e Oracle 11g Release 2 (11.2.0.3+) JDBC driver (Oracle thin driver)

e Oracle 12C Release 1 (12.1.0.1+) JDBC driver (Oracle thin driver)

e Oracle R Distribution (ORD) version 3.2.0/3.3.0 (Optional)

e Oracle R Enterprise (Server) version 1.5 with ORD 3.2.0 and version 1.5.1 with ORD
3.3.0(Optional).

e Oracle Database Server 12c Release 2 (12.2.0.1+) Enterprise Edition Oracle Client 12c
Release 1 (12.1.0.1.0+) - 64 bit

e Oracle 11g Release 2 (11.2.0.3+) JDBC driver (Oracle thin driver) Oracle 12C Release 1
(12.1.0.1+) JDBC driver (Oracle thin driver) Oracle Distribution of R version 3.1.1
(Optional)

Note:

Ensure that the following patches are applied:
Oracle Server 12c, v12.1.0.1 — 17082699
Oracle Server 12c, v12.1.0.2 — 20698050
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e For Oracle DB Server 12.1.0.1 and 12.1.0.2, download the patches 27010930 and
22205607 from My Oracle Support and apply them.

e For Oracle DB Server 11.2.0.4, download the patch 22205607 from My Oracle Support
and apply.
Also for latest information, refer My Oracle Support, 12.1.0.2 Bundle Patches for
Engineered Systems and DB In-Memory - List of Fixes in each Bundle (Doc ID 1937782.1)

e Oracle R Enterprise 1.5 and 1.5.1 requires Oracle Database Enterprise Edition / 11.2.0.4/
12.1.0.1/12.1.0.2/12.2.0.1.

ORD and ORE versions compatible along with Oracle DB version

No.Oracle R Oracle R Advanced Open source R or Oracle Database
Enterprise Analytics for Hadoop |Oracle R Distribution |Enterprise Edition
1 151 2.7.1 3.3.0 11.2.0.4,12.1.0.1,
12.1.0.2,12.2.0.1
> [15.0 2.5.1,2.6.0,2.7.0 3.2.0 11.2.0.4,12.1.0.1,
12.1.0.2
OLAP Note:

Oracle Hyperion Essbase is required only if you are using the OLAP feature of OFSAAI.

Web Server/ | Oracle Linux/ Red Oracle HTTP Server 11.1.1.7.1 or 11.1.1.9+/
Web Hat Enterprise Apache HTTP Server 2.2.x/ IBM HTTP Server 8.5.5
Application Linux/ IBM AIX e |IBM WebSphere Application Server WebSphere 8.5.5.9+
Server Oracle Solaris ¢ Oracle Weblogic Server 12.1.3+ with jersey 1.18 (64 bit)/Oracle
Weblogic Server 12.2.x with jersey 2.25 (64 bit)
The OFSDF Application Pack Release v8.0.6.0.0 is compatible
with the WebLogic v12.2.x and does not support the WebLogic
v12.1.3. If the WebLogic version is 12.1.3, upgrade to the
WebLogic 12.2.x version.
e Apache Tomcat 8.0.x (64 bit)
Note:
IBM WebSphere 8.5.x (Full Profile) on Java 8 is not available.
Note:
OFSAA Infrastructure web component deployment on Oracle WebLogic Server with Oracle
JRockit is not supported.
For deployment on Oracle WebLogic Server 12.1.3+ (64 bit) with Java 8, download and install
patch 18729264 from My Oracle Support.
Big Data Cloudera Distribution| , CDH Version 5.3.3
Hadoop 5.3.3 . Hadoop-2.5.0+cdh5.3.3+844
« Hive-0.13.1+cdh5.3.3+350
« SqgooplV 1.4.5+cdh5.3.3+67
» Sqoop2 V 1.99.4+cdh5.3.3+23
» Oracle Loader For Hadoop (OLH) V 3.2
Cloudera Distribution| , CDH Version 5.4
Hadoop 5.4.4 . Hadoop-2.6.0+cdh5.4.4+597
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« Hive V 1.1.0+cdh5.4.4+152
» SqgooplV 1.4.5+cdh5.4.4+101
« Sgoop2 V 1.99.5+cdh5.4.4+36

Cloudera Distribution
Hadoop 5.8.4

» CDH Version -5.8.4

» Hadoop-2.6.0+cdh5.8.4+1801
« Hive-1.1.0+cdh5.8.4+723

» Sqoop-1.4.6+cdh5.8.4+100

» Sgoop2-1.99.5+cdh5.8.4+42

Note: Ensure livy-0.4.0-incubating is installed and configured for spark 2.
For more details, see the section Configuring Apache Livy Interface in the
chapter Post Installation Configuration.

Cloudera Distribution
Hadoop 5.13.0

« CDH Version: 5.13.0 (9)
» Hive-1.1.0+

Cloudera Hive
Connector

Hive JDBC Connectors V 2.5.19 and Hive-on-Spark

Oracle R Advanced
Analytics for Hadoop

Oracle R Advanced Analytics for Hadoop (ORAAH) 2.6.0

Hadoop Security
Protocol

« Kerberos R release 1.6.1
« Sentry-1.4.0

Oracle Big Data
SQL

Oracle Big Data SQL 3.1+. For more information, see Big Data.

Desktop
Requirements

Operating System

MS Windows 7/Windows 8/Windows 10

Browser e  MS Internet Explorer 11.x (Compatibility Mode)
e  Turn off Pop-up blocker settings. For more information, refer
Internet Explorer Settings.
e Google Chrome 57.x
e Mozilla Firefox 52.x
For Chrome and Firefox, Turn off Pop-up blocker settings by choosing
"Always allow pop-ups for <URL>"
Office Tools MS Office 2007/ 2010/ 2013/ 2016

Adobe Acrobat Reader 10 or above

Screen Resolution

1024*768 or 1280*1024

Other
Software

Directory Services

OFSAAI is qualified on both OPEN LDAP 2.2.29+ and Oracle Internet
Directory v 11.1.1.3.0. However, it can be integrated with other directory

services software like MS Active Directory.
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Note:
e Configuration of Directory services software for OFSAAI installation is optional. For more
information on configuration, see Infrastructure LDAP Configuration.

e  Open LDAP must be installed on MS Windows Server machine.

NOTE:

To upgrade an existing OFSAA 8.0.x Java 7 instance to Java 8, see Appendix Q.

To configure the Oracle Database 19c Server and Client on a new installation, see MOS
Doc ID: 2691006.1.

The following table shows the minimum software requirements for running OFSDF
Applications Pack on each machine.

Table 1: Recommended software Combinations

Operating System

Database

\Web Application Server

'Web Server

Oracle Linux6.6/7.1

Oracle Database

Oracle WebLogic Server
/Apache Tomcat Server

Oracle HTTP Server/
Apache HTTP Server

Oracle Solaris 5.10/5.11

Oracle Database

Oracle WebLogic Server
/Apache Tomcat Server

Oracle HTTP Server/
Apache HTTP Server

IBMAIX6.1/7.1

Oracle Database

IBM WebSphere Application
Server /Apache Tomcat
Server

IBM HTTP Server/
Apache HTTP Server

2.4 Verifying the System Environment

To verify your system environment meets the minimum requirements for the installation,
a Pre- Install Check utility is available within the Install Kit archive file. This utility can also
be obtained separately by contacting Oracle Support.

Though the system environment verification is an integral and automated part of the
installation of this software product, Oracle strongly recommends running this utility prior
to beginning the installation as part of your organization’s "Installation Readiness

Verification Process".

NOTE: For more details on download and usage of this utility, see Oracle Financial
Services Analytical Applications Infrastructure Environment Check Utility

Guide given in the Related Documents section.

2.5 Understanding Installation Modes

You can install OFSDF Applications Pack in Graphical User Interface (GUI) Mode. This
mode launches the product installation in a GUI mode. Users need to enter the required
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information on various panels within the Ul. For more information on configuration
required for GUI mode installation, see Configuration for GUI Mode Installation.

This mode mandates updating the installation configuration files with required details and
performs installation in a "Silent" non-user interactive format.
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3 Preparing for Installation

This chapter provides necessary information to review before installing the OFSDF
Applications Pack v8.0.6.0.0. This chapter includes the following topics:

¢+ Installer and Installation Prerequisites

¢ Obtaining the Software

¢ Common Installation Activities

NOTE: If you are installing an application pack on an environment, where another
application pack is already installed, you may sometimes get a warning
message such as "Object Already Exists". This message can be ignored.

3.1 Installer and Installation Prerequisites

NOTE: The user profile executing the installation must have the permission on /tmp prior to
installation.

NOTE: Sufficient space must be available in /tmp, else the installation will terminate, and logs
are not generated.

Table 2: Installer and Installation Prerequisites

Requirement Sub-Category Expected Value
Environment Java Settings PATH variable in .profile file must be set to include the Java
Settings Runtime Environment absolute path. The path should include java

version (Java 7, or Java 8) based on the configuration.
Note:
=  Ensure that the absolute path to JRE/bin is set at the
beginning of PATH variable.
For example,
PATH=/usr/java/jrel.7/bin:$ORACLE HOME/bin:$P
ATH
= JAVA_HOME variable must be set in .profile file, pointing to
the appropriate Java Runtime Environment Path.
For example, export
JAVA HOME=/usr/jdk/instances/jdkl.8.0
= Ensure that SYMBOLIC links to JAVA installation are not set
in the PATH variable.
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Requirement

Sub-Category

Expected Value

Oracle Database
Settings

Oracle Database Server

=  TNS_ADMIN variable must be setin .profile file
pointing to appropriate tnsnames.ora file.

= Enable Transparent Data Encryption (TDE) and/ or Data
Redaction**
** Note: For more information, see Appendix S:
Enabling Transparent Data Encryption in OFSAA.

OFSAA Processing Server

= ORACLE_HOME variable must be setin .profile file
pointing to appropriate Oracle Client installation.

=  PATH variable in .profile file must be set toinclude
appropriate SORACLE_HOME/bin path

=  Ensure that an entry (with SID/ SERVICE NAME) is added in
the tnsnames.ora file on the OFSAA server.

Oracle Essbase
Settings

ARBORPATH, ESSBASEPATH, HYPERION_HOME to be set in
the .profilefile pointing to an appropriate Oracle Essbase Client
installation.

Note: These settings are required only if you want to use Oracle
Hyperion Essbase OLAP features.

OS/ File System
Settings

File Descriptor
Settings

Greater than 15000

Note: The value specified here is the minimum value to be set for
the Installation process to go forward. For other modules, this value
may depend on the available resources and the number of
processes executed in parallel.

Total Number of
Process Settings

Greater than 4096

Note: The value specified here is the minimum value to be set for
the Installation process to go forward. For other modules, this value
may depend on the available resources and the number of
processes executed in parallel.

Port Settings Default port numbers to be enabled on the system are 6500, 6501,
6505, 6507, 6509, 6510, 6666, 9999, and 10101.
.profile User to have 755 permission on the .profile file.
permissions
Installation = Adirectory where the installation files will be installed.
Directory = Assign 755 permission on this directory. For Big Data

installation, assign 775 permission on this directory.
= This directory needs to be set as FIC_HOME.
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Staging Area/

= Adirectory to hold the application metadata artifacts and

Metadata additionally act as staging area for flat files.
Repository = The directory should exist on the same system as the OFSAA
Directory Installation. This directory can be configured on different
mount or under a different user profile.
= Assign 777 permission on this directory.
Download =  Adirectory where the product installer files will be
Directory downloaded/ copied.
=  Assign 755 permission on this directory.
OS Locale = Linux:en US.utf8

* AIX:EN US.UTF-8

= Solaris: en_US.UTF-8

To check the locale installed, execute the following command:
'en US.utf'

locale -a | grep -i

Database Settings

Database Instance

= NLS_CHARACTERSET to be AL32UTF8

Settings * NLS_LENGTH_SEMANTICS to be BYTE
= OPEN CURSORS limit to be greater than 1000
Web Application WebSphere/ =  Web Application Server should be installed and profile /
Server WebLogic/ domain created.
Tomcat = You will be prompted to enter the WebSphere Profile path or
WebLogic Domain path or Tomcat Deployment path during
OFSAAI installation.
Note:
= Refer Appendix A for WebSphere Profile Creation and
WebLogic Domain Creation.
=  For deployment on Oracle WebLogic Server 12.1.3+ (64 bit)
with Java 8, download and install patch 18729264 from
http://support.oracle.com/
Web Server Apache HTTP This is an optional requirement.
Server/ HTTP Server Installation to be present.
Oracle HTTP You will be required to enter the Web Server IP/ Hostname and
Server/ Port details during installation.
IBM HTTP Server Note: See Appendix A for Web Server installation.
Others Oracle R/ Oracle R | This is an optional requirement.

Enterprise See section Installing Oracle R distribution and Oracle R Enterprise
(ORE) for more details.
OFSAAI

1. Download the OFSAAI Mandatory Patch 33663417.

ATTENTION: On the 10th of December 2021, Oracle
released Security Alert CVE-2021-44228 in response to
the disclosure of a new vulnerability affecting Apache
Log4J prior to version 2.15. The application of the
33663417 Mandatory Patch fixes the issue.
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For details, see the My Oracle Support Doc ID
2827801.1.

Ensure that you reapply the OFSAAI Mandatory Patch
33663417 whenever you Install or Upgrade the
Application, or whenever you apply an Incremental
Patch.

Download the mandatory consolidated one-off patches
27938294 and 28079607 from My Oracle Support.

Download the compatibility patch 28033582 from My Oracle
Support, which needs to be mandatorily applied. This patch
enables you to upgrade selected packs in your OFSAA
instance to 8.0.6.0.0 and makes the existing packs from earlier

versions compatible with 8.0.6.0.0.

NOTE: Execute the DMT Migration Utility to manually migrate
the DMT metadata of the Applications which are not upgraded
to 8.0.6.0.0.

OFSDF

Download the mandatory one-off patch 28214459 from My
Oracle Support.

Since OFSAA 8.0.6.0.0 releases are not fully backward
compatible with applications on earlier versions, you should
apply the mandatory compatibility patch 28311975 on the
applications that are dependent on OFSDF 8.0.6.0.0, and plan
for one of the following:

= Perform entire OFSAA instance upgrade to 8.0.6.0.0
version after confirming that all of the application packs in
your instance are available for upgrade to 8.0.6.0.0

version.

=  Upgrade only selective packs in your instance to
8.0.6.0.0, while retaining the remaining applications at
their current versions.
Note: The compatibility patch 28311975 is mandatory for
both the options described in the preceding list. The
instructions to download and apply the patch is described
in further steps and sections in this document.

Download the mandatory compatibility patch 28311975 from
My Oracle Support. This patch enables you to upgrade
selected packs in your OFSAA instance to 8.0.6.0.0 that are
dependent on OFSDF 8.0.6.0.0, and makes the existing packs

from earlier versions compatible with 8.0.6.0.0.
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For Big Data: Download the mandatory patches 28146898, and 28432036 from
OFSDF Stage and

Results on Hive My Oracle Support.

For Big Data: To install OFSDF Stage on Hive and Results on RDBMS, OFSDF
OFSDF Stage on must be installed first.

Hive and Results

on RDBMS
OFSDF DM/erwin Download the OFSDF Data Model patch 28079957 from My Oracle
files Support.

Following step is applicable only if existing OFSAA setup version is 8.0.5.x.x and
Configuration and Atomic Schema(s) were restored from exported dumps of other
environment:

Login to Configuration Schema and execute the following SQL statements:

alter table AAI AOM APP COMP ATTR MAPPING drop constraint
AOM APP COMP_ATTR PK drop index
/

alter table AAI AOM APP COMP ATTR MAPPING add constraint
AOM APP COMP ATTR PK primary key (APP COMP ATTR MAP ID)
/

NOTE: Ensure that the tablespace(s) used for the database user(s) is set to AUTOEXTEND ON.

3.2 Obtaining the Software

This release of OFSDF Applications Pack 8.0.6.0.0 can be downloaded My Oracle Support.

See the following instructions to download this release of OFS BFND Application Pack. You need
to have a valid Oracle account in order to download the software:

¢ Login to My Oracle Support and search for 27569871 under the Patches & Updates tab.

¢+ Download the OFSDF Application Pack v8.0.6.0.0 archive file and copy it to your OFSAA
server in Binary mode.

NOTE: The archive files are different for every operating system like AIX, Solaris, and RHEL/Oracle
Linux.

3.3 Common Installation Tasks

The following are the common pre-installation activities that you need to carry out before installing
the OFSDF application.

This section includes the following topics:

¢ |dentifying the Installation, Download and Metadata Repository Directories
¢ Configuration for GUI Mode Installation
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¢ Downloading and Copying the Software
¢ Extracting the Software
¢+ Setting up the Web Application Server

3.3.11dentifying the Installation, Download and Metadata Directories

To install OFSDF Application Pack, create the following directories:

¢ OFSDF Download Directory (Optional): Create a download directory and copy the
OFSDF Application Pack Installer File (Archive). This is the directory where the
downloaded installer/ patches can be copied.

¢ OFSAA Installation Directory (Mandatory): Create an installation directory. This is the
directory where the installer would install/ copy the product files. FIC_HOME variable to
be set in the .profile pointing to this OFSAA Installation Directory.

¢ OFSAA Staging/ Metadata Repository Directory (Mandatory): Create a Staging/
Metadata Repository Directory. This is the directory where you would be required to copy
data loading files, save data extracts etc. Additionally, this folder also maintains the
OFSAA metadata artifacts. This is commonly referred as “FTPSHARE”.

¢ OFSDF Hive Directory (Mandatory for Big Data Installation): Create a directory for file
system stage area of Hive server. This is commonly referred to as “FTPSHAREH” or
“HIVE_SERVER_FTPDRIVE”.

NOTE: Ensure the user permission is set to 755 on the Installation directory.
Ensure the user permission is set to 777 on the Staging directory.

For Big Data installation, ensure the user permission is set to 775 on the Installation
Directory.

Ensure the OFSAA Staging directory is not set to the same path as the OFSAA
Installation directory and is not a sub-folder inside the OFSAA Installation directory.

3.3.2 Configuration for GUI Mode Installation

To install this product in GUI mode, you need to ensure the below software and configurations
are available:

¢+ Install and configure any PC X Server software such as Open Text Exceed (formerly
Hummingbird Exceed) on the user desktop system from which the installation is
triggered.

¢ Configure DISPLAY variable.

Ensure to set the DISPLAY variable (in user .profile) on the system on which the OFSAA
Infrastructure will be installed, to point to the user desktop system where the PC X Server
software has been installed.

Syntax:

export DISPLAY = hostname:n
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where hostname is the IP Address/ Host Name of the user desktop system and n is the
sequence number (usually 0).

For example, 10.11.12.13:0 or myhostname: 0

3.3.3 Downloading and Copying the Software

To download and copy the OFSDF Application Pack Installer, follow these steps:

¢+ To download the OFSDF Application Pack, login to My Oracle Support
(https://support.oracle.com/) and search for 27569871 under the Patches & Updates tab.

¢+ Enter Oracle Financial Services Data Foundation in the search box to search.

¢+ Download or copy the installer archive into the Download directory (in Binary mode) in
the setup identified for OFSDF installation.

¢ Download the OFSAAI Mandatory Patch 33663417.

ATTENTION: On the 10th of December 2021, Oracle released Security Alert CVE-2021-44228 in

response to the disclosure of a new vulnerability affecting Apache Log4J prior to version 2.15. The
application of the 33663417 Mandatory Patch fixes the issue.

For details, see the My Oracle Support Doc ID 2827801.1.

Ensure that you reapply the OFSAAI Mandatory Patch 33663417 whenever you Install or Upgrade
the Application, or whenever you apply an Incremental Patch.
¢+ Download the mandatory installer one-off patch 28398331 from My Oracle Support

(https://support.oracle.com/).

3.3.4 Extracting the Software

After obtaining the installer, copy the installer (in BINARY mode) to the system on which the
OFSAA Infrastructure components will be installed.

NOTE: You mustbe logged in to the UNIX operating system as a non-root user.

1. Download the unzip utility (OS specific) unzip_<os>.Z, and copy it in Binary mode to
any directory and include the directory in your PATH variable. If you already have the
unzip utility to extract the contents of the downloaded archive, skip to the next step.

2. Uncompress the unzip installer file using the command:

uncompress unzip <os>.Z

NOTE: In case you notice an error message "uncompress: not found [No such file or directory]"
when the package is not installed, contact your UNIX administrator.

3. Assign 751 permission to the file using the command:

chmod 751 unzip <os>

For example, chmod 751 unzip sparc
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4. Extract the contents of the OFSDF Application Pack 8.0.6.0.0 to Download Directory with
the following command:

unzip OFS_BFND PACK.zip

Extract and apply the patch 28398331. Refer to the Readme.txt file packaged with the
patch for details on how to apply the patch.

NOTE: Do notrename the Application Pack installer folder name on extraction from the
archive.

5. Navigate to the Download Directory and Assign 755 permission to the installer folder with
the following command:

chmod -R 755 OFS_BFND_ PACK

3.3.5 Setting up the Web Application Server

For setting up the environment based on your selected Web Application Server, refer to Appendix
A for more information.
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4 Installing Oracle Financial Services Data Foundation
Applications Pack

Follow the instructions in this chapter to install the OFSDF Applications Pack depending on the
mode of installation.

NOTE: Release 8.0.6.0.0 of OFSDF is not fully backward compatible with earlier versions of
OFSAA applications. You can either upgrade all of your applications from existing 8.0.x
versions to 8.0.6.0.0 version or choose to upgrade only selective application packs to
v8.0.6.0.0. In the case of the latter, you must also apply the compatibility patches for the
required application packs, so that the remaining application-packs can continue to be at
their pre-8.0.6.0.0 versions.

This chapter includes the following topics:

¢ Schema Creator Utility

¢ Configuring and Executing the Schema Creator Utility

¢ Running the OFSDF Applications Pack Installer

¢+ Verifying the Installation

4.1 About Schema Creator Utility

Creating database users/schemas (RDBMS/ HIVE) is one of the primary steps in the complete
OFS AAAI installation process. Schema Creator utility facilitates you to quickly get started with
the installation by creating Database User(s)/ Schema(s) (RDBMS/ HIVE), assigning the
necessary GRANT(s), creating the required entities in the schemas and so on. Additionally, it also
creates the required database objects in these schemas.

The schema creator utility needs to be configured and executed mandatorily every time prior to
installation of any OFSAA Application Pack.

4.2 Configuring Schema Creator Utility
4.2.1 Configuring Schema Creator Utility for RDBMS Installation

Pack specific schema details need to be filled in the OFS_BFND_SCHEMA_IN.xml file before executing

the Schema Creator Utility. For more information on the xml file, refer Configuring
OFS BFEND_SCHEMA _IN.xml File.

The following are the types of schemas that can be configured in the OFSAA:

¢ CONFIG — Denotes the unique OFSAA setup configuration schema. It contains entities
and other objects required for OFSAA setup information.

NOTE: There can be only one CONFIG schema per OFSAA instance.

¢ ATOMIC - Denotes the schema that contains the data model entities. One ATOMIC
schema is attached to one Information Domain.
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NOTE: There can be multiple ATOMIC schemas per OFSAA Instance, and an Information
Domain can have only one ATOMIC schema.

4.2.2 Configuring Schema Creator Utility for HDFS Schema

In case the installation is being performed for Big Data, the pack specific schema details need to
be filled in the OFS_BFND_SCHEMA BIGDATA_IN.xml file, before executing the utility. For
more information on the xml file, see Configuring OFS BFND SCHEMA BIGDATA IN.xml file.

The following are the types of schemas that can be configured:

» CONFIG:This schema holds the entities and other objects required for OFSAA setup configuration
information.

Note: There can be only one CONFIG schema per OFSAA instance. This schema is created only
in RDBMS.

« METADOM: This schema holds the data model entities. One METADOM schema is attached to
one Information Domain.

Note: There can be multiple DATADOM schemas per OFSAA Instance. This schema is created
only in RDBMS. It has only platform entities that hold the metadata details. However, it does not
hold the data model entities.

« DATADOM: This schema holds data model entities. One DATADOM schema is attached to one
Information Domain.

Note: There can be multiple DATADOM schemas per OFSAA Instance.

4.3 Selecting Execution Modes in Schema Creator Utility

4.3.1Execution Modes in Schema Creator Utility

The Schema Configuration Utility supports the following modes of execution:

¢+ Online Mode: In the Online mode, the utility connects to the database and executes the
DDLs for Users, Objects and Grants. If you have the SYSDBA privileges you can execute
the Schema Creator Utility in Online mode and thereby create the Users, Objects, and
Grants during the execution process.

NOTE: To execute the utility in Online mode, you must connect as “<User> AS SYSDBA”.

¢+ Offline Mode: In the Offline mode, the utility generates SQL script with all the required
DDLs for User, Objects and Grants. This script needs to be executed by the DBA on the
appropriate database identified for OFSAA usage. If you do not have the SYSDBA
privileges, you can execute the Schema Creator Utility in Offline mode and generate the
script file that contains the Schemas, Objects, and Grants information. Subsequently, a
SYSDBA user can execute the script file manually.
NOTES:

1. Connect as any database user.

2. Reconfigure the file OFS_BFND SCHEMA IN.xml /
OFS_BFND SCHEMA BIGDATA IN.xml (asthe case may be) and execute the
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utility. For more information on reconfiguring these files, see Configuring
OFS BEND SCHEMA IN.xml File for RDBMS, and for Big Data, Configuring
OFS BEND SCHEMA BIGDATA IN.xml file for Stage and Results on Hive and
Configuring OFS BEND SCHEMA_BIGDATA IN.xmI.HYBRID file for Stage on
Hive and Results on RDBMS. To execute the utility in Offline mode, you need to
connect as any user with below grants:
(Alternatively, you can also connect as a user with SYSDBA privileges):

e SELECT ON DBA_ROLES

e SELECT ON DBA_USERS

e SELECT ON DBA_DIRECTORIES
e SELECT ON DBA_TABLESPACES
e CREATE SESSION

3. If there are any errors during the script execution, reconfigure the
OFS_BFND SCHEMA IN.xml / OFS BFND SCHEMA BIGDATA IN.xml file
and execute the utility. This regenerates the scripts with corrected information.
For more information, see Configuring OFS BFND_SCHEMA _IN.xml File for
RDBMS, and for Big Data, Configuring OFS BEND SCHEMA BIGDATA IN.xml

file for Stage and Results on Hive and Configuring
OFS BEND SCHEMA BIGDATA IN.xml.HYBRID file for Stage on Hive and
Results on RDBMS.

4. Do not modify the <PACK> SCHEMA OUT.XMLfile generated after the execution
of this utility.

4.3.2Selecting Execution Options in Schema Creator Utility
Depending on the option selected to run the OFSDF Applications Pack Installer, you need to

select the schema creator utility execution option. If you try to run the OFSDF Applications Pack
installer in SILENT mode, it is mandatory to execute the schema creator utility with —s option.

NOTE:

If the schema creator utility is executed without the option -s, it is mandatory to run
the OFSDF Applications Pack Installer in GUI mode.

4.4 Configuring and Executing the Schema Creator Utility
Schema Creator Utility is used to create the schema in the database.

This section includes the following topics:

¢

¢

¢

¢

Prerequisites
Configuring the Schema Creator Utility

Executing the Schema Creator Utility

Verifying the Log File

4.4.1 Prerequisites
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The following prerequisites must be satisfied before configuring the Schema Creator Utility:
¢ Oracle User ID/ Password with SYSDBA privileges.

¢+ JDBC Connection URL for RAC/ Non RAC database.
¢+ HOSTNAME/IP of the server on which OFSAA is getting installed.

¢ For enabling Transparent Data Encryption (TDE) in your OFSAA instance during
installation, perform the steps explained in the Appendix S.

Optionally, for Big Data installation, the prerequisites you must have before configuring the
Schema Creator Utility are:
¢+ HIVE connection credentials (For example: Kerberos connection properties).

¢ Hostname/IP of the HIVE Server installation.

4.4.2 Configuring to Run the Schema Creator Utility

This section explains the steps to configure and run the Schema Creator Utility.
To configure the Schema Creator Utility, follow these steps:
1. Login to the system as non-root user.
2. Navigate to the following path: OFS BFND PACK/schema creator/conf
3. Under the above directory you will find the following files:
* OFS BFND SCHEMA BIGDATA IN.xml.template
* OFS BFND SCHEMA IN.xml
* OFS BFND SCHEMA BIGDATA IN.xml.HYBRID.template
* OFS BFND CFG.dat.template
* OFS BFND APP CFG.dat
* App Pack Bigdata Schema Creator.xsd
" App Pack Schema Creator.xsd
4. If FSDF is being installed in Big Data infodom, below file is renamed:
* OFS BFND SCHEMA IN.xml

5. Editthe OFS BFND SCHEMA IN.xml/OFS BFND SCHEMA BIGDATA IN.xml fileina
text editor.

6. Configure the elements as described in the section Configuring
OFS BEND_SCHEMA IN.xml File for RDBMS, and for Big Data, Configuring
OFS BEND SCHEMA BIGDATA IN.xml file for Stage and Results on Hive and
Configuring OFS BEND SCHEMA BIGDATA IN.xmI.HYBRID file for Stage on Hive
and Results on RDBMS. For example, to create schemas only in RDBMS, populate the
OFS_BFND SCHEMA IN.xml file.

7. Savethe OFS BFND SCHEMA IN.xml/OFS_BFND_ SCHEMA BIGDATA IN.xml file.
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8. Navigate to BIN folder, provide execute permissions to file osc.sh and run the schema
creator utility.

NOTE: On successful execution of the utility, the entered passwords in the
OFS BFND SCHEMA IN.xml/OFS BFND SCHEMA BIGDATA IN.xml file are nullified.

4.4.3 Executing the Schema Creator Utility

This section includes the following topics:

¢ Executing the Schema Creator Utility in Online Mode

¢ Executing the Schema Creator Utility in Offline Mode

¢ Executing the Schema Creator Utility with —s option

¢ Executing the Schema Creator Utility while Installing Subsequent Application Pack

¢+ Verifying the Log File

NOTE: If youintend to use Oracle OLAP feature, execute the below grant on all ATOMIC
schema(s) @ grant olap user to &database username

4.4.3.1 Executing the Schema Creator Utility in Online Mode

In Online Mode, the Schema Creator Utility will create all the Schemas, Schema Objects,
Tablespaces, Grants, and Roles in the database during the execution process.

To execute the schema creator utility in Online Mode, follow these steps:
1. Log in to the system as non-root user.
2. Navigate to the following folder path: OFS BFND PACK/schema creator/bin/

3. Execute the following command.
Josc.sh

The following message is displayed: You have chosen ONLINE mode. Triggering the
utility in ONLINE mode will execute the DDLs directly on the Database. Do you wish to
proceed? (Y/y or N/n).

4. Enter Yly to proceed.

5. Enter the DB User Name with SYSDBA Privileges. For example: SYS as SYSDBA.

6. Enter the User Password.




OFSDF 8.0.6.0.0 Installation Guide

7. The console runs the initial validation checks and then displays the following message:
You have chosen to install this Application Pack on <Name of the Atomic
Schema>ATOMIC schema. Do you want to proceed? (Y/N). You have chosen to install
this Application Pack on <Name of the Infodom>. Do you want to proceed? (Y/N).

8. Enter Yly to start the schema creation or enter N/n if you want to quit executing the
schema creation.

On successful execution of schema creator utility, the console displays the following
status message:

Schema Creator executed successfully. Please proceed with the installation.

Oracle Financial Services Software ORACLE

31



OFSDF 8.0.6.0.0 Installation Guide

NOTE:

If schema creation is successful, the console displays the following status message:
Schema Creator executed successfully. Please proceed with the installation.
Subsequently, an OFS_BFND SCHEMA OUTPUT.xml is generated under
<OFS_BFND Pack>/schema creator/

Refer log file in OFS_BFND PACK/schema_creator/logs directory for execution
status. In case of any errors, contact Oracle Support.

4.4.3.2 Executing the Schema Creator Utility in Offline Mode

In Offline Mode, the Schema Creator Utility will create an output in SQL file format. This script has
to be executed manually by logging into the database as any user with SYSDBA privileges. The
SQL file will contain the scripts for creation of Schemas, Schema Objects, Tablespaces, Grants,
and Roles.

Prerequisites

To execute the utility in Offline mode, you need to connect as any user with below grants
(alternatively, you can also connect as a user with SYSDBA privileges):

¢

¢

SELECT ON DBA ROLES
SELECT ON DBA USERS
SELECT ON DBA DIRECTORIES
SELECT ON DBA TABLESPACES

CREATE SESSION

NOTE:

Explicit Grants to the user are required. Grants assigned through Roles are not
supported.

To execute the schema creator utility in the Offline mode, follow these steps:

1. Login to the system as non-root user.

2. Navigate to the following path: OFS BFND PACK/schema creator/bin directory.

3. Execute the osc.sh file using the following command:
./osc.sh -o

4. The following message is displayed:
You have chosen OFFLINE mode. Triggering the utility in OFFLINE mode will generate
the script. Do you wish to proceed? (Y/y or N/n).

5. Enter Y/y to proceed.

6. Enter the DB Username with SELECT privileges.
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7. Enter the User Password.

8. The console runs the initial validation checks and displays the following message:

You have chosen to install this Application Pack on <Name of the Atomic
Schema>ATOMIC schema. Do you want to proceed? (Y/N).

9. Enter Yly to start the script generation. The following message is displayed:
You have chosen to install this Application Pack on <Name of the Infodom>. Do you want
to proceed? (Y/N).

10. Enter Yl/y to start the script generation. Or

Enter N/n if you want to quit the script generation.
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NOTE: On successful execution of schema creator utility, the console displays the following
status message:
Schema Creator executed successfully. Please execute
OFS_BFND Pack/schema creator/sysdba output scripts.sqlfile before
proceeding with the installation.

11. Navigate to the directory: OFS BFND Pack/schema creator
12. Login to SQLPLUS with a user having SYSDBA Privileges.

13. Connect to the Oracle DB Server on which the OFSAA Application Pack installation is to
be performed and execute the sysdba output scripts.sqgl file under

OFS BFND Pack/schema creator using the following command:
SQL>@sysdba output scripts.sqgl

Alternatively, you can copy the sysdba output scripts.sql file and SQLScripts
folder to a remote server and execute sysdba output scripts.sql file, after
providing appropriate execute permissions.

The schema creator utility is executed successfully.

14. (This step is optional and applicable only for HDFS installation.) Connect to the HDFS
repository using a HUE Browser. Log in to the Hue Browser with System Administrator
privileges. Execute the script mentioned under hive output scripts.sqgl (omitting
the slash (/') in the HIVE Query Editor. For example, the query can be as follows:
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CREATE SCHEMA IF NOT EXIST <<HIVE SCHEMA NAME>>

NOTE: Refer log sysdba output scripts.log file for execution status. In case of any
errors, contact Oracle Support. If there are no errors in the execution, the log file is
empty.

4.4.3.3 Executing the Schema Creator Utility with —s Option

If you want to run the OFSDF Applications Pack Installer in SILENT mode, it is mandatory to
execute the schema creator utility with —= option.

To execute the utility with —s option, follow these steps:

1. Editthe file OFS_BFND PACK/schema creator/conf/OFS BFND SCHEMA IN.xml
file in text editor.

2. Execute the utility with —s option.

For example: . /osc.sh -s

NOTE: If the utility is executed without the —s option, it is mandatory to launch the OFSDF
Applications Pack Installer in GUI mode.
To execute the utility in OFFLINE mode with SILENT option, type /osc.sh -o -s

3. Make a TNS entry for the new users created. For details, see Adding TNS Entries in the
TNSNAMES.ORA File section.

4.4.3.4 Executing the Schema Creator Utility for Subsequent Application Pack

While executing the schema creator utility for subsequent Application Pack, you can choose to
install the pack either on the same Information Domain/Atomic Schema or on a new Information
Domain/Atomic Schema. You can execute the Schema Creator Utility either in Online or Offline
Mode.

To execute the schema creator utility while creating the schemas for subsequent application
pack, follow these steps:

NOTE: Ensure to use the same config schema user name as the previous Application Pack.

1. Navigate to the following folder path: OFS BFND Pack/schema creator/bin/

2. Execute the . /osc. sh file using the command:
./osc.sh -s

3. Enter the DB Username with SYSDBA Privileges. Run this command:
sys as sysdba

4. Enter the User Password.

5. The console identifies the Application Packs that are already installed on the current
OFSAA setup and then displays the following:

a. You have selected to install this Application Pack on <> ATOMIC schema.
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b. To proceed enter (Y/y). To change the selection, enter (N/n). Do you want to
proceed? (Y/N)

6. Enter Y/y to start the schema creation.
¢ For Big Data installation, Stage and Results on Hive:
a. You have chosen to install this Application Pack on INFODOM “fsdfinfo”.
b. Do you want to proceed? (Y/N)
c. Enter Y/y to begin.
7. If you enter N/n, the list of Atomic Users is displayed.
8. You can select the Atomic User, on which you want to install the Application Pack.

9. Make a TNS entry for the new users created. For details, see Adding TNS Entries in the
TNSNAMES.ORA File section.

10. If schema creation is successful, the console displays the following status message:
Success. Please proceed with the installation.

NOTE: Refer log file in folder OFS BFND PACK/schema creator/logs for execution
status.
Refer log sysdba output scripts.log file for execution status, if executed in

offine mode. This log would be empty if there are no errors in the execution.
In case of any errors, contact Oracle Support.
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4.4.3.5 Verifying the Log File

@ ofss222582.in.oracle.com - PuTTY

ip l tic

If schema creation is successful, the console would display an appropriate message. If the
schema creation runs into errors, do refer the log file:

<<OFSBFND Installer folder>>/<<OFS BFND_ PACK>>/schema creator/logs/
<<OFS_BFND>> 0SC_<timestamp>.log for further details.

You may contact Oracle Support anytime for assistance.

45 Installing the OFSDF Applications Pack

OFSDF Applications Pack installation supports two modes of installation:

¢ Installing in GUI Mode

¢ Installing in SILENT Mode

4.5.1 Installing in GUI Mode

NOTES:

1. GUI mode of installation is supported only on RDBMS database server. For HDFS support
of installation, see section Installing in SILENT Mode

2. Ensure you have followed the steps as mentioned in the Configuration for GUI Mode
Installation section prior to proceeding with the next steps.

1. Log in to the system as non-root user.
2. ldentify a directory for installation and set the same in the user .profile file as follows:
FIC HOME=< OFSAA Installation Directory >

export FIC HOME

3. Execute the user .profile file.
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4. Navigate to OFS_BFND_PACK directory.

5. Editthe OFS BFND PACK/schema creator/conf/OFS BFND SCHEMA IN.xml file
to set the appropriate attribute values.

NOTE: See Configuring OFS BFND SCHEMA IN.XML File for details on configuring
this XML file.

6. Execute the schema creator utility.
NOTE: This step is mandatory and should be executed before every OFSAA
Application Pack installation. See Executing the Schema Creator Utility for
more details.

7. Navigate to the: OFS_BFND PACK/bin directory.
8. Execute the following command in the console:

./setup.sh GUI
NOTE: Refer the console for any errors during Pre-install checks.

Validating the Installation
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Initialization Window

ORACLE
FINANCIAL SERVICES

Copyright © 1883, 2017 Oracle and/or its affiliates. All rights reserved.

9. The General License Agreement is displayed.

License Agreement

Welcome 10 the OFSAA Application Pack Installation
This peograem wil guide \ou throups the mstalation of OFSAA Appication Pack

Copynight © 1993, 2017, Oracle and | oc f1s 3¥fates. All ights reserved.

This softwire and relaled dotumentation & provided UnGer & IKense agresment COMLENING PESINCIONS on Wi 7 GSCHIwE ANG &e PIVECTED by Inedeciusl
Droperty liws. Except 42 Expressly PETHed In YOUr Acense grecint or SIowed by 1w, you My KL UZe, Copn, fepreduce, Iransiine, Broadcat, medy, license,
tranmy, Gistribute, ebibit, perform. pubish oF GDlay Ay RINT, in a form. OF by anlv means. Reverse engraering, disassembl, or Gecompiation of this
Softweare, unbess reguired by liw for interoperabitty, Is prohibiled

The ifomation Contained hersin is sUDjCE 10 CRange WNSUE NGtice 30 15 N1 WAITaned 10 DE SITOr-ree. ¥ YOU iNG 3Ny BTors, PIasE report Them 10 U In writing.

I 1hs software or refated Cocumentalion (s Géivered 1o the U.S. Goverrenent or smyvone icensiog i on Densr of the US. Covernment, the folowing notice is
opiikable

U5 GOVERNMENT END USERS. Oracle Broprims, Inthuding any 0persing system, miegrated software. any programs installed on Ihe hardware, andjor
documentation, Gaiivered 10 US. Covemment and Uzers are *commercial Computer saMwire” pursuant 10 the A0DICaDIE Fe0eral Acquistion Reguigein and
F3ANC/-SERCNC SUDRIBMANAI TeGUIFTNS. A6 SUCR, USe. CHPICAION. ASCIRsUE, MOdKIKATIsn, Al ACAERATIEN Of The HEOGEANTS. INCluding Ay ADRTHNG SYSteM,
intugrated software, a7y programs instabied on the hardware, secdfor docarmentation, shall bu suiject 1o lcease 1ermy and licensw restrictions applcabie 1o the
orograms. No other ngis are graned (o the U.S. Covernmers

This (0ftwars OF hardware is Savelopad for gEearal Usa in & Vanety of Informsson managemess ADPACANONS. 1 s net davelonac e IMendad for use in amy
mherently dangerous EpIKatloes, INChading 2ODIKENNS then My Creale & risk of personsl inury. If you use this Software o haroware in dangerous &plicatices,
Thes you Shall Be (e2p0nzible 10 take All ADEOPANE T4il-24%e, BACALR, FEUNTANCY, AN BINET MEALUres 1o ensure ts afe use. Oracle Corparation and itz MMriates
dtisclam any JAkARy for 3y dAMARes CAUSRd by USe Of ThiS SOftware OF RarOware In cangercus appilcations

This seftware o hargware s Y access 1o ee canrent, prOGuLts, Snd ServLes feom thrd panies Oracle Corparation and
5 afMikaes ane not respoNsI0le 107 and expressiy disclam a1 warranties of amy kind with (E50eCt 10 third - DAy COMEN. products, and sendces, Oracke Corporacion
aecd 1 affliwes wil not be resoonsible for any loss, €osty. or damages incurred dus 10 VOUr (0SS 10 0F Use of Shrd-nty content, Broducts, or servces

ORACLE
FINANCIL SERVRES

Do s o1 e e Ao ant

) 460 NOT asiapt e vy oF i Uconis Agemimen

oo R ]

10. Select | accept the terms if the License Agreement option.

11. Click Next. The Application Pack details are displayed:
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Preinstall Sewp

12. Select the product to enable for which you have already obtained license. Refer to
Appendix for enabling additional products post the OFSDF App pack installation at a later

time.

Financlal Seryices Foundation Applications Pack

Avplication Pack 101 OIS_IEND_PACK

ORACLE
FINANCIAL SEFRVICES
ANALYTICAL APPLICATIONS

Apptication Iack Name t Tlabncial Sevices |oundation Apptcatan Pack

Application Ik \wicion s BAALE

Ther following geoduct

itaivle s Ol sppticatson pack:

2] Hnanual Setvices Anatyticat Apphicativns Infrastucture

I Financial Services Data Foundation

Notes:
1 Se16¢1 1he Grauitio yeu have Heensed and Otk Nest™ 9 preceed

2 Patory ASaMIICH ADACATIANT INIFRITAGCTARE 51 D61 BEEC10 be Jelected ExpiTy. THE DrOA0ch 1 The BASE INFLSMITATE 304 Je1s MoTaked AMOmAIICAY.

3. Pra0uit Ex1ersrise Ma0eves Optien wirald 460 EnALIED 7 ImITATEd et ATy I Ater JIOTHCIUN 40 d6pedent Iense

13. Click Next. The Application Pack License Agreement is displayed.

o Preinstall Setup

Financlal Services Foundation Applications Pack License Agreement

Instaation and use of FINancial Services Foundation AppHEations Pack Instalier requires accepnance of the follewing license agresment:
CFSAA APPUCATION PACK LICENSE AGRITMENT

Qracle Finaccial Sardcas Anaeca ADplications (OFSAA) 30DIEATION DACKS are 0TOURS Of OFSAA Broducts Dackaged Together inta 3 ongle mstallee. £3ch 30plcaon
pack contains OTSAA spplicutions uat widewss specific farctsnal domas.

Every a0plkatkn Pack ak0 ncyces he folgwing OFSSA infrastructire 3pRYGAoN options which are automaricay nzzalled by every appICation pack Instalker:
Oracle Financial SArvces Anahical ApIKaons Mirasructre

Oeacle Ninsecial Surices Enterprise Mocsliog

3. Oracle Hinsncal Servces In-ine frocessng Engre

4 Oracle Financal Sarvices Big Dara Processing
Gracte Tingoeal Sarvices Anibyticdl Applic ticess bfrastructsrn (OFS AN) is the base infrastruciurs for &1 OFSAA spplications s i tharsters automanicaty installed
nd eneied Dy the =OpICEtien Pack Fstaler

The application pack Inctaler Aways nctals Oracle Financal Servces Enterprice Moosiing. Oracis Financlal Serices m-kne Processing Engine and Orack Fnancia
Servces Dy Data Procesung appacAon options akng with 1he ApEACAIIon Dack APEICANONS, DUt BANDIL Them Ory € Ry ARROCANION ThAE fequrss LRl TUncliEally
s eatied

Aty OFSa4 30pIICaTion that & enabied must e Scensac for ute. Oracke FAANCIE Senuces AaNical APPICAIONS Infrastnature, Dracle FInancial Service;
Moguing, Oracie finkecal Srices In-Ine Processiog Engios anc Oracle Nnancial Services Big Data Precessing s indiidusdy lic

arprise
able AppACALion eptions

ACPICAtIoN Brogucts once enadked (annce be dER0RY. AppIKATon Preducts not enakied on Ins1aliaion, may later be enabled vsing the “Manage OFSAA Prodyc
License(s)" feaure of the platomm

Bt i o e Lnie g et
¥ €0 NOT Aecaat the tarm s of the Uicanra Mprmamanm

14. Select | accept the terms if the License Agreement option.

15. Click Next, The Pre-Installation Summary is displayed.
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Pre Installation Summary

Please review Une following before continuing:

& Preinstall Setup

Application Pack 1D
CFS, BFND_PACK

Application Pack Name
Financial Services Foundation Applications Pack

Application Pack Version
805.00

Below praducts are selected ta be enabled

Fenancial Services Analytical Applications Infrastructure
Financial Services Data Foundation

16. Click Next. The Manage Information Domains window is displayed.
NOTE:

= If you are installing OFSDF on top of any existing application pack, and if you
want to use the same Information Domain, Click Next.

= If you want to install OFSDF on a new Information Domain, edit the Information
Domain field with new name, and Click Next.

Domain Name

Manage Information Domains

Information Damumn Name  Application Name

P Preinstal Setup. Fenancial Sari(ues Dty
. rsomnof Foundation :

Information Domain Descriptian Type | 08 Schema

Dormain far OF BFND

PROCUCTION ApP_226.3m

ORACLE
FIVNCIAL SERVEES
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17. The default Information Domain Name for this Application Pack is OFSBFNDINFO.
Double-click the Information Domain Name to edit if it is a new Information domain and
you wish to change the name of the information domain name.

NOTE: For subsequent Application Pack installation on the same Information Domain, the
Information Domain Name is not editable.
Permissible length is 16 characters and only alphanumeric characters are allowed. No
special characters are allowed.

18. Change the INFODOM name to FSDFINFO and click Next.

The User Installation Directory window is displayed.

User Installation Directory

User Installation Directory

@ License User Installation Directory
) Prelnstall Setup fscratchfofsaaapp/OFSAAl

ORACLE’
FINANCIAL SERVICES

InstallAnywhere

19. Enter the installation directory path. This is the directory you have set in the user
.profile file in Step 2.

20. Click Next. The OFSAA Infrastructure Server Details window is displayed.
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OFSAA Infrastructure Server Details

OFSAA Infrastructure Server Details

of) License Enter requested information :

& Prelnstall Setup
Mote: If the JDBC _UREL is of RAC typoe then DB Server IPjHostname

(D Installation.. field narme should be MA,
Install Complete

OF5AAl Server IP f Hosthame :
[10.184.151.226

Database Server IP [/ Hostname :
[10.184.151.22¢]

ORACLE’
FINANCIAL SERVICES

21. Enter the IP address or hostname of the Database Server.

NOTE: The OFSAAI Server IP/Hostname is auto-populated by default.

22. Click Next. The Web Application Server window is displayed.

Web Application Server
Web Application Server

o) Licenze Chaonse the Wek Application Server type
S Prelnstall Setup
(O Installation..

(O Install Complete

® Tamcat
) WebSphere
) Weblogic

ORACLE
FINANCIAL SERVICES

23. Select the appropriate Web Application server type. The options are Tomcat, WebSphere
and WebLogic.
24. Click Next. Based on the selection, corresponding screens are displayed.

For Tomcat: The Absolute Tomcat Path window is displayed.

Oracle Financial Services Software ORACLE

43



OFSDF 8.0.6.0.0 Installation Guide

Absolute Tomcat Path

Absolute Tomcat Path

o) Licensze Enter absolute Tomcat Installation path where Oracle Financial
5 Prelnstall Setup Serndces Anahdical Applications Infrastructure is to be deployed.
(D Installation.. Example:- fhomejdataljtomcat-7.0. 19 webapps

(O Install Complete

jscratchjofsaaappjtumcat,fwebapps|

ORACLE’
FINANCIAL SERVICES

25. Enter the Tomcat installation path (till /webapps) where OFSAAI will be deployed.

For WebSphere: The WebSphere Setup Details window is displayed.

WebSphere Setup Details
WebSphere Setup Details

o License Enter WehSphere installation Path up to the Host name directory
S Prelnstall Setup For Ex:- jdata2 jtest//WehSpherejAppServer/profiles/ <Profile_Na
e me s jinstalledApps/ <cellName >

D) Install Complete

Jscratchfwas? /IBM fWebSphere f AppServer/profiles /Profsa7 33| |

ORACLE’
FINANCIAL SERVICES

26. Enter the installation path (up to the Node Cell Name directory) of the WebSphere. The
format is WebSphere path <WebSphere profile directory>/installedApps/
<NodeCellName>.

For WebLogic: The Weblogic Home window is displayed.
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WebLogic Home
Weblogic Home

d License Enter Weblogic Home
For Ex: fhomejweblogic/beafweblogic 10.3.5.0

= Prelnstall Setup

(© Installation.

(& Install Complete

ORACLE’
FINANCIAL SERVICES

Previous

Cancel

27. Enter the WebLogic home directory path.

WebLogic Setup Details
Weblogic Setup Details

J License Enter Weblogic Domain Home
For Ex: /homejwehlogicfhea/user_projectsfdomains/mydomain

ORACLE’
FINANCIAL SERVICES

nstallansseterg ——o—0o 44---+—+-——-—

28. Enter the path of the WebLogic domain home directory and click Next.

The OLAP Details window is displayed.

ORACLE
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OLAP Details

OLAP Details

o License Mote -

= Prelnstall Setup 1 = Enakled 0=Disahled
If walue is 1 then ARBORPATH, HYFERION_HOME & ES5BASEPATH

O Installation.. wariables should be set in .profile before installation.
() Install Complete

CONFIGURE OFSAAl OLAP FEATURE :
4]

ORACLE’
FINANCIAL SERVICES

29. Enter 1 if you want to configure OFSAAI OLAP feature. By default, O is displayed.

30. Click Next. The Web Server Details window is displayed.

Web Server Details
Web Server Details

o) License Mote : Context narme will be used in wour Application URL
=¥ Prelnstall Setup http: jj<wWebServerlP = <Serdet port>j<cantextname = flogin. jsp
O Installation.. Example:- hitp: /f10.80.50.206: 9080 /myapp/login. jsp

(O Install Complete

[] ENABLE HTTPS

WEE SERVER PORT
[020

WEB APP SERVER IP
[10.184.135.172

ORrRACLE’
FINANCIAL SERVICES Context name for deployment
[ oFsaaigo0

Installinywhere

e ———————————

31. Select the Enable HTTPS checkbox to configure HTTPS, if required and enter the WEB
SERVER (HTTP Server) PORT, WEB APP SERVER (HTTP Server) IP address, Context
name for deployment and the Web Local path to any folder on the Web Application

Server (Tomcat/ WebSphere/ WebLogic).

32. Click Next. The Database Details window is displayed.
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Database Details

Database Details

D License NOTE:
= Preinstall Setup Specify the Database user name which is the user created for
Installation configuration darabase schema. For example: configuser

N Specify the Database driver path as <ORACLE_HOME = fjdbc flib
Install Camplete where < ORACLE_HOME> should be replaced with ORACLE_HOME
walue.
The ABSOLUTE DRIVER PATH refers to the |DBC driver files path.

ORACLE SID { SERVICE_NAME :
| FsDFD] .
i

JDEC URL:
|jdbc:oracle:thin:@lo.184. 135 6:152 1:FSDFDE

3 CONFIG SCHEMA USER ID :
ORACLE | dev_ofsaaconf

FINANCIAL SERVICES

Oracle Configuration Schema Password
I

Brg

33. Enter Oracle SID/Service Name.

NOTE: The JDBC URL, CONFIGURATION SCHEMA USER ID and Oracle Configuration
Schema Password, and ABSOLUTE DRIVER PATH fields are auto-populated.
ABSOLUTE DRIVER PATH can be the path where Oracle DB client is installed or
JDBC driver is installed. For example:
/scratch/oracle/app/oracle/product/11.2.0/client 1/jdbc/lib

34. Click Next. The Ports Configuration window is displayed.
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Ports Configuration

o) License

= Preinstall Setup

(O Installation..
Install Complete

ORACLE’
FINANCIAL SERVICES

Ports Configuration

Enter required information :
Mote: Parts must have unigue walue.

Java Port

[9922

Mative Port

|68

Agent Port

[6510

ICC Server Port
I

NOTE: The Java Port, Native Port, Agent Port, ICC Server Port, and ICC Native Port fields are
auto-populated. You can proceed with the default port values configured or modify.

35. Click Next. The Ports Configuration window is displayed.

Ports Configuration

o) Licensze

=¥ Prelnstall Setup
() Installation..

[ Install Complete

ORACLE’
FINANCIAL SERVICES

Ports Configuration

Enter requested information :
Mate: Ports must have unicue walue,

OLAP Pont

| 10101

Message Server Port

6501

Router Port

| 6500

AM Port
I

Oracle Financial Services Software

48

ORACLE



OFSDF 8.0.6.0.0 Installation Guide

NOTE: The OLAP Port, Message Server Port, Router Port, and AM Port fields are auto-
populated. You can also configure the Ports settings.

36. Click Next. The SFTP Details window is displayed.

SFTP Details

CHOOSE FILE TRANSFER PROTOCOL
WSETP O FTP

..............

FILE TRANSFER PORT

ORACLE

FINANCIAL SERVICES

———

el Prevous pext

37. Enter 1 to enable SFTP or 0 to enable FTP.

NOTE: ENABLE SFTP and FILE TRANSFER PORT fields are auto-populated.
Ensure the system on which the OFSAA Infrastructure is being installed, has either
FTP/ SFTP enabled.
You can also modify the SFTP settings.

38. Enter the port to be used for file transfer.

39. Click Next. The OFSAAI FTP / SFTP Details window is displayed.

OFSAAI FTP / SFTP Details

ORACLE
FIANCIALSERVCES

—

Hewo Eravous bea

40. Enter the FTPSHARE path. This is same as the OFSAA Staging/ Metadata directory.
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41. Enter the FTP/SFTP User ID and Password for FTPSHARE directory access.

NOTE: The transfer of data (files) between the OFSAAI Server and the Web Application Server
happens over FTP/ SFTP. Ensure the necessary host configurations are made for a
successful handshake.

For more details, see ETP/SFTP Configuration for File Transfer.

42. Click Next. The Pre Installation Summary window is displayed.

Pre Installation Summary

500
Installation Folder
Iscratch/ofsanapp/ OF SAAI

ORACLE

FINANCIALSERVICES
—

43. Click Install. The Installing OFSAA Infrastructure window is displayed.

Installing OFSAA Infrastructure

Installing OFSAAInfrastructure

i@ License
o Freinstall setup
=¥ Installation..

() Install Complete

O

ORACLE Installation is in progress...
—_— This process may take several minutes. Please Wait.
FINANCIAL SERVICES

Installing... Execute Script/Batch file: AdminConf

NOTE: Anytime during the installation, you can click Cancel to stop the installation. Once
completed, the INSTALLATION SUMMARY window is displayed.
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Installation Summary

INSTALLATION SUMMARY

& License INGTALLATION SUMMARY:

& Preinstall Setup SEATAL ERRORS
& Installation.. #ERRORS

=) Install Complete

#NFORMATIONS
#HWARNINCS

Flease see the installation log under
Jscratchfofsaaapps kit fOFS_BFRDfinstallerf OFs _BFMD _PACK JOFS_
Adlflogs /OFSAAIE2014_11_21_01_08_04.log and
Jfscratchfofsaaapps fOFSAAIE00 OFsadlinfrastructure_Install. log
for more details.

Click on Mext to continue.

ORACLE’
FINANCIAL SERVICES

Cancel Previous

The INSTALLATION SUMMARY window displays the number of Fatal Errors, Errors,
Debug Statements, Information, and Warnings along with the location of log files.

44, Click Next. The Installation Complete window is displayed.

Installation Complete

Congranuiations! Dracle Financia Servces Ansiaical Appications Infrastructure has been successfully instaliea
Click on "Done" 1o &xil the Installer. Piease o non ciase the console. POs! Instal sctivtes will be performed in consale

Instal Complete

ORACLE

FINANCIAL SERVICES

—

prevows_| [ Rorel

NOTE: If the installation is successful with some warnings, you can navigate to theinstallation
log for more details and address them.

45. Click Done. The following message is displayed: Please wait, pack install is being
configured for your system. This may take a moment.
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Checking OFSAAI Services

Please Wait

(D Preinstall Setup
o
o
X
g pack_install = | ) e
Please | ﬂ Checking OFSAASenvice system. This may take 2 moment..
FINANCIAL SERVICES

NOTE: This step verifies the OFSAA services startup. In case of errors during services check,
an appropriate error message is displayed.

After checking the OFSAA services, installation proceeds with the OFS BFND Application
Pack Installation.

46. The Installer will prepare to install Oracle Financial Services Data Foundation
Applications Pack.

Installing Oracle Financial Services Data Foundation Applications Pack

Please Wait

& Freinstall Setup
LY

*m pack_install =&
‘ . a Installing Financial Services Foundation Applications Pack. is may take a moment..
L 1

ORACLE
FIANCILSERVCES

47. The Solution Setup — Introduction window is displayed.
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Solution Setup Introduction

& Introduction This user interface will guide you through the solution setup. Before proceeding
> ¢ with the installation, you must ensure the following.

- The FICserver Is running and all other OFSAA! servers are shut down prior to
start of the solution installation,

Note: Al any point If you wish to edit prevously entered information, You may
access the previous screens by clicking on the Previous button

ORACLE

FINANCIAL SERVICES

[ coca e |

48. Click Next. Log mode window is displayed. Select the Log Mode.

NOTE: If Debug is selected, the Passwords will get printed in the log file.
If General is selected then the general information will get printed in the log file.

Log Mode

o) Iniroduction Flease select the Log Mode required for this Installation
Pre-Install Configuration

Mate:

If wou select Debug mode, the passwords will be printed in the log file. The log

(D Installing... file will e written in the path specified in the log4j. xml file of the installer.

() Pre-Install Summary

(D) Install Complete

® Debug
1 General

ORACLE
FINANCIAL SERVICES

49. Click on Next. Segment creation window is displayed. Enter the Data Management
Segment, Application Server ftpshare log path, and Database server ftpshare log path in
the Information Domain window, and click Next.
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Segment Creation

o) Introduction
¥ ~ve-Install Configuration

() Pre-Install Surmmany
() Installing...
() Install Complete

ORACLE

FINANCIAL SERVICES

Flease enter the Tollowing 10 creare a new information domain

Data Foundation S

| BFrDsEG

Application Server ftpshare log path

| fecratchfofsaaappB/fipshare fOFSEFRMDINFOflogs

Database Server fipshare log path

| f=cratch/ofsaaapps/fipsharef OFSEFMDINFOflogs

NOTE:
and click Next.

o) Introduction

¥ Pre-Install Canfiguration
(D) Pre-Install Surmmary

() Installing. ..

() Install Complete

ORACLE
FINANCIAL SERVICES

If you are installing FSDF on top of any other pack, you must provide segment name

Fleaze enter the following 1o create a new information domain

Data Foundation Segment

| FsDFsEG

Application Server fipshare log path

| fscratch/ofsaaapp /fipshare JFSDFINFOflogs

Database Server ftpshare log path

| fscratchfofsaaappffipshare (FSDFINFOflogs

50. Click Next. The Pre-Information Creation Summary window is displayed.
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Pre-Information Domain Creation Summary

o) Introduction Please review the following before continuing:

&) Pre-Install Canfiguration
Information Domain Name

Fre-Install 5
(D Pre-Install Summary s

(D Installing. ..

(D Install Complete Infodom Description
Informatien Dormain for OFS_BFND

Application Schema User
app_226_atm

Application Schema JDBEC Url
jdberoraclerthin:@10.184.151.226:152 Liorel

Infodom Schema Database Name
app22Gatm

ORACLE' Infodom Maintenance Application Server Log
_ Path
FINANCIAL SERVICES {scratchfofsaaapp {ftpshare [FSDFINFOflogs

51. Click Next. The Information Domain Creation window is displayed.

Information Domain Creation

& Introduction

&) Pre-Install Configuration
(O Pre-Install Suramanry

(© Installing

(D Install Complete

%@ SolutionSetup

~a Creating Infodom
[

for your system. This may

ORACLE

FINANCIAL SERVICES

52. Click Next. The Model Upload window is displayed.
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Model Upload

If wou want to perform Model Upload, please start the FICserver before
proceeding to next step.

o Introciuction

= Pre-Install Configuration
(O Pre-Install Summany

(D Installing. ..

[ Install Complete

Do you want to perform Model upload ??
) Yes
) Mo, | have alreacly dane it.

ORACLE

FINANCIAL SERVICES

53. Select Yes and click Next. The Model Type window is displayed.

Model Type

) Introduction Do you want to upload Released Data Model or Customized Data Model| ?

¥ Pre-Install Canfiguration ® Released Data Madel
Pra¥install Surmma

O F3 v ) Customized Data Model

(2 Installing. ..

(D Install Complete

ORACLE

FINANCIAL SERVICES

ORACLE
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54. Select Released Data Model and click Next. The Model will get copied to ftpshare.
Model Copy

o Introduction

& Pre-Install Configuration
(@ Pre-Install Summary

(@ Insta lling

(@ Install Complete

Fg SolutionSetup ﬂ

ol a Copying Data Model to erwinXML directory your system. This may
[

ORACLE

FINANCIAL SERVICES

55. The Pre-Model Upload Summary window is displayed.

Model Review

o) Introduction Please review the following before continuing:

& Pre-Install Configuration
(D Fre-Install Surmmary Information domain Name

FSDFINFG
(2 Installing. ..

() Install Complete Data Model xml
path
fscratchfofsaaapp /OFS_BFND_PACKfOFS_BFMD{ DataModel

Data Model xml file
COFS_BFMD _Datamodel xml

ERwin xml

Path
fseratchfofsaaapp /ftpsharef fFSDFINFOferwinfarwinxML

ORACLE
FINANCIAL SERVICES

56. Click Next, It will check for the Heap Memory Warning.
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Model Heap Memory Warning

& Introduction

S Pre-Install Configuration

Pre-Install Summarng #m Error

Installing

Install Complete Please check..
Insufficient heapsize settings in .profile file

Heapsize should be greater than or equal to 39130 MB

ORACLE’

FINANCIAL SERVICES

Cancel

57. Click Back, Update your .profile entry with required heap memory size.

a.

b.

Open a new session in Putty

Shutdown OFSAAI server using
SFIC HOME/ficapp/common/FICServer/bin/ stopofsaai.sh

Update the X ARGS_APP entry in .profile following example:

X ARGS APP="-Xms2g -Xmx18g -XX:+UseAdaptiveSizePolicy -
XX:MaxPermSize=1024M -XX:+UseParallelOldGC -
XX:+DisableExplicitGC"

NOTE: Ensure that, in an integrated environment for pack on pack installation the memory size
is 10 times the value of all the data model sizes taken together.

d. Run .profile file.
e. Start OFSAA services using $FIC_HOME/ficapp/common/FICServer/bin/
startofsaai.sh
f. Proceed for Model Upload.
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58. Click Next again. The Data Model Upload will get start. This will take 3 Hours approx.
Model Upload

& Introduction
& Pre-Install Configuration
stall Summany
nstalling
(@ Install Complete

“® SolutionSetup

g a Uploading DataModel for your system. This may

ORACLE'
FINANCIAL SERVICES

Previous

59. After Data Model Upload completion, the Pre-Setup Information window is displayed.
ETL Application/ Source Pair

o Introduction Do you want to create a hew ETL application/source pair or use the

) ) isti 2
9 Pre-Install Configuration ML _
P O TpaRIheun ‘@ New application/source pair

(O Pre-Install Summanry

© Installing

() Existing application/source pair

ORACLE

FINANCIAL SERVICES

60. Select New Application/Source pair and click Next.

NOTE: If the option New application/source pair is chosen, then the Staging Details window
is displayed seeking the application and source name for creation of the same.
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Staging Details

o) Introduction

) Pre-Install Configuration
() Pre-Install summary

() Installing. ..

(D) Install Complete

ORACLE

FINANCIAL SERVICES

ETL STAGING Source Details

Name |sTAGING

[sTAGING

Description

ETL Capital Adequacy Pack Results Source Details

Narne | FsDF_Cap sRC

Descrigtion | FSDF_CAP_SRC

ETL Treasury Pack Results Source Details

Name | FsDF_TRSRC

Description | FSDF_TR_SRC

ETL IFRS Pack Results Source Details

Name | FSDF_IFRS_SRC1

Macrrintinmn |F§I’1F IFR% SR

61. Click Next. This creates application and source within OFSAAI. This also generates
source model. This process takes some time depending on the number of entities /
attributes in the atomic schema. This process cannot be rolled back.

Staging Creation

& Introduction

& Pre-Install Configuration
© Pre-Install Summary

(© Installing

(O Install Complete

ORACLE

FINANCIAL SERVICES

Please wait, SolutionSetup is being configured for your system. This may

take a moment..

Previous

62. After Creation, Click Next. The Pre-Installation Summary window is displayed.
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Installation Details Review

o Introduction Please review the following before continuing:

o Pre-Install Configuration
= Pre-Install Summary
(D Installing. ..

[ Install Complete PLATFORM YERSION
8.0.5.0.0

PLATFORM
COracle Financial Services Analytical Applications Infrastructure

PRODUCT NAME
Oracle Financial Services Data Foundation

PRODUCT YERSION
8.0.5.0.0

INFODOM NAME ENTERED
FSDFIMNFD

ORACLE OFSAAI USER ID ENTERED

————— SYSADMN
FINANCIAL SERVICES

CONFIG SCHEMA USER

NOTE: This window displays the pre-installation summary. Verify all details and proceed.

63. Click Install. A pop-up window asks for the confirmation.

Confirmation

i Information

® Are ol sure wau wish 1o proceed with Installationy

Yes Mo

64. Click Yes. The Installation is initiated and progress is displayed in the Installing
SolutionSetup window.
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Installing SolutionSetup

P
“m® Solution Setup

P Introduction

& Pre-Install Configuration
P Pre-Install Summary
Y Installing...

Install Complete

Installation is in progress...
ORACLE' k This process may take several minutes. Please Wait.

FINANCIAL SERVICES

Extracting duplicates...

Cancel

NOTE: Anytime during the installation you can click Cancel to stop the installation.
65. After the installation is complete, the Install Complete window is displayed.

Install Complete

f Introduction Installation is complete , but some warnings occurred during the install. Your
d Fre-Install Configuration installation log has been written 1o

7 scratchfofsaaappfOFS_BFND _PACKOFS_BFMDflogs/OFs_BFMD_installation.|o
§ Fre-Install Sumrmary ! ! PR/OFS. - fOFS. Hogs fOFa_ - a

£ Installing. ..
= Install Complete

ORACLE

FINANCIAL SERVICES

66. Click Done. The panel will go back to App Pack Installation Window.
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App Pack Installation

Please Wait

K Preinatil Setup

67. After processing the Installation Summary window is displayed.

Installation Summary

INSTALLATION SUMMARY

RETALLATION MMAR:

itn Comptete

PRORSH 108 e ILURIISA K5 WA AHTTRINSBERAAON M BIND. P ACK Segs Pach_merat g
Chn 00 N 18 Comemun

68. Click Done. The Installation Complete window is displayed.
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Installation Complete

mQratonst Fnarcisl Senies Sounaaion AODICAont Pach Ras Deen SUKEiIR0y intaied

Cock e "Dene” 19 euit the instaler. Fleise 00 00 close the Console. POst lestall activtes will e performad in conssle

69. Click Done.
NOTE: The installation process continues on the console. Do not close the console untilthe
installation process is complete.

The Post Install Health checks are displayed: You have successfully installed the OFS
BFND Application Pack.
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Installation Complete on Console

Starting installation,,.

Preparing to install,..

Extracting the insztallation resources from the installer archive...
Configuring the installer for this system's environment, ..

Launching installer,..

’profile executed for ofszaaapp.

CTEL characters remowsl started ...,

CTEL characters removal over ..

Windows executable files remowal started ...

Windows executable files remowval owver ...
airam

lle are now in Ascratchdofsaaapp ...

rprofile executed for ofszaaapp.

fprofile executed for ofsaaapp.

executing "ant"

Fuildfile: #scratchsofzaasppsOFSAALSFicwebrbuild, xml
Trying to override old definition of datatype resources

existtest:
[echio] Checking for file Ascratchl/ofzaaspps/OFSAALAFicweb OFSARI  war existense

createwar:
[echo] Creating Ascratchdofzasapp/OFSPALAFicweb/OFSAAL .war Freshly,.
[war] Building war: Sscratchiofzazapp 0FSARLAFicweb OFSAAT, war

EUILD SUCCESSFUL

Total time: 1 minute 30 seconds

OFSAA App Layer Serwices start-up check started...
Starting startofszaai,sh service, .,

OFSAA Service — 0K

Starting icc szervice,..

ICC =service - OK

Shutting down icc service,.,

Shutting down OFSAA zervice, .,

OFSAAI App Layer Services check Status: SUCCESSFIL,
OFSAAI DB Layer Services check started...

Calling agentzhutdown,zh to check and kill. if any of the server is running,..
OLAP Data Server zerwvice is not running,

MESSAGE Serwer serwice is not running,

AM service iz not running.,

EOUTER serwice iz not running,

Starting ROUTER Service

ROUTER szerwvice started in background mode,

Starting AN Service

AM service started in background mode,

Starting MESSAGE SERVER Serwice

MESSAGE SERVER =zerwice started in background mode,
Starting OLAP DATA SERVER Serwice

OLAFP DATA SERVER zervice started in background mode,
OLAP Data Server szervice iz nob running,

Stop MESSAGE Serwer service with Proces ID @ 2642
Stop AM =service with Proces ID @ 2623

Stop ROUTER serwice with Praces ID : 2613

OFSAAI DB Layer File Services check Status: SUCCESSFIL.

Installation completed,..

feoratchy'of saaapp/OFS_BFNI_PACKbBink
Seoratchy'of zaaapp/OFS_BFND_PACKbinX
dsoratech/of saaapp/OFS_BFND_PACK bin ]

70. Install the patches listed in the following table. Refer to the Description column for

details:
Patch Number Type Description
33663417 AAl mandatory one-off Refer to the Readme available with the patch

patch

for further instructions on installing the patch.

ATTENTION: On the 10th of December 2021,
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Oracle released Security Alert CVE-2021-
44228 in response to the disclosure of a new
vulnerability affecting Apache Log4J prior to
version 2.15. The application of the 33663417
Mandatory Patch fixes the issue.

For details, see the My Oracle Support Doc ID
2827801.1.

Ensure that you reapply the OFSAAI Mandatory
Patch 33663417 whenever you Install or
Upgrade the Application, or whenever you
apply an Incremental Patch.

27938294 AAI mandatory one-off Refer to the Readme available with the patch
patch for further instructions on installing the patch.

28079607 AAl mandatory one-off Refer to the Readme available with the patch
patch for further instructions on installing the patch.

28033582 AAl mandatory Enables you to upgrade selected packs in your

compatibility patch

OFSAA instance to 8.0.6.0.0 and makes the
existing packs from earlier versions compatible
with 8.0.6.0.0. Applying this patch resolves
compatibility issues.

71. Install the patches listed in the following tab

le. Refer to the Description column for details:

Patch Number

Type

Description

28214459 OFSDF mandatory one- | Refer to the Readme available with the patch
off patch for further instructions on installing the patch.
28311975 OFSDF mandatory Enables you to upgrade selected packs in your

compatibility patch

OFSAA instance to 8.0.6.0.0 that are
dependent on OFSDF 8.0.6.0.0 and makes the
existing packs from earlier versions compatible

with 8.0.6.0.0. Applying this patch resolves

compatibility issues.

72. DMT migration utility is executed during installation of OFSDF Application Pack, to
migrate the DMT metadata (PLC/Data Source/Data Mapping/Data File Mapping) to be
persisted in tables instead of XML. You may be required to re-run DMT migration utility in
some scenarios. To identify whether to run the utility, how to run, and how to handle
migration issues, see OFSAA DMT Metadata Migration Guide.

Note: Execute the DMT Migration Utility to manually migrate the DMT metadata of the
Applications which are not upgraded to 8.0.6.0.0.

73. Perform the steps mentioned in Post Installation Configuration section.
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74. For enabling Transparent Data Encryption (TDE), see Appendix S.

75. For enabling Data Redaction, see Data Redaction section under Data Security and Data
Privacy chapter in OFS Analytical Applications Infrastructure Administration Guide
8.0.6.0.0.
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4.5.2 Installing in SILENT Mode

In the SILENT Mode Installation, you must configure the product XML files and follow instructions
in the command prompt.

To install OFS BFND Pack in SILENT mode, follow these steps:

NOTE: For Schema Creator Utility steps, see Executing the Schema Creator Utility.

1. Log in to the system as non-root user.
2. ldentify a directory for installation and set the same in the user .profile file as below:

FIC HOME=< OFSAA Installation Directory >
export FIC HOME
3. Execute the user .profile file using this command in user home directory:
./.profile
4. For Big Data installation, give access permission using this command:
chmod -R 775 ftpshare ftpshareh FSDF806 libs
5. Create afolder kit/<release number> in user home.
For example: /scratch/ofsaa/kit/806

6. For Big Data installation, place the installer zip folder in the above mentioned path and
extract using this command:

unzip -a OFS BEFND PACK.zip
Note: Delete file if you have space issue.

7. For Big Data installation, ensure that ofsaa-hive-udf. jar file is present in
HiveAuxDir, and spark2 1ib in CDH installed server. If it is a cluster, then each node
must consist of the file in these locations:

= /scratch/ofsaa/kit/806/OFS_BFND_PACK/OFS_AAAI_PACK/fichome/utility/DMT/UDF/lib/ofsaa-
hive-udf.jar
= spark2lib
8. Navigate to OFS_BFND PACK directory.

9. Editthe OFS _BFND PACK/conf/OFS BFND PACK.xml file to enable the product
licenses.

NOTE: Ensure to enter Yes in ENABLE tag for OFS AAI/APP_ IDto install OFS
BFND applications.
See Configuring OFS BEND PACK.XML File for details on configuring this
XML file.

10. Editthe OFS_BFND PACK/OFS_ AAI/conf/OFSAAI InstallConfig.xml file to set
the appropriate infrastructure installation attribute values.
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NOTE: See Configuring OFSAAI InstallConfig.xml File for details on configuring this
XML file.

11. If you are performing installation on Big Data infodom, then navigate to the path
<INSTALLER DIR>/OFS BFND PACK/OFS BFND/conf and perform these steps:

e For Stage and Results on Hive:

a. Rename default.propertiesto
default.properties RDBMS.template

b. Rename default.properties.BIGDATA.template to
default.properties

e For Stage on Hive and Results on RDBMS:

a. Rename default.propertiesto
default.properties RDBMS.template

b. Rename default.properties Hybrid.template to
default.properties

12. Execute the schema creator utility.
NOTES:

a. This step is mandatory and must be executed before every OFSAA Application
Pack installation.

b. Ensure to execute with -s option in Online/ Offline Mode.

c. For more information, see Executing the Schema Creator Utility.

13. In the installer folder <INSTALLER DIR>/OFS BFND PACK/OFS BFND/conf:

e When performing installation for RDBMS, create a copy of the Silent.template
file and rename itto Silent.props.

¢ When performing installation for Big Data (Stage and Results on Hive), rename
Silent.BIGDATA.templateto Silent.props.

¢ When performing installation for Big Data (Stage on Hive and Results on RDBMS),
rename Silent Hybrid.templateto Silent.props.

14. Edit the file Silent.props and specify the parameters as per the requirements.
SILENT installation is achieved via a properties file (Silent.props) that must be
updated with proper values, before attempting to install, using the silent mode.

e When performing fresh OFSDF installation, enter values for parameters in the
Silent.template file. For detailed information, see Silent.template in the Appendix:
Configuring SILENT.template file.

¢ When performing installation for Big Data (Stage and Results on Hive), enter
values for parameters in the Silent.BIGDATA.template file. For detailed information,
see Silent.BIGDATA.template for Stage and Results on Hive in the Appendix D.

e When performing installation for Big Data (Stage on Hive and Results on RDBMS),
enter values for parameters in the Silent_Hybrid.template file. For detailed
information, see Silent Hybrid.template Stage on Hive and Results on RDBMS in
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the Appendix D.

15. When performing installation for Big Data (Stage on Hive and Results on RDBMS),
rename Data Models:

a. Rename OFS BFND Datamodel.xml to
OFS_BFND Datamodel.xml.RDBMS.template

b. Rename OFS BFND Datamodel.xml.template to
OFS_BFND_ Datamodel.xml

c. Rename OFS BFNDHV_ Datamodel.xml.template to
OFS_BFNDHV Datamodel.xml

Installation:

16. Give a path for installation log file in 1og4j.xml in OFS BFND PACK/OFS BFND/conf
directory.

17. Navigate to the following directory:
OFS BFND Pack/bin/

18. Execute the following command in the console to execute the application pack installer
with Silent option:

./setup.sh SILENT

The installer proceeds with Pre-Installation Checks.

19. On successful completion of Pre-Installation checks, when prompted enter the
Infrastructure FTP/SFTP password.

Console Prompts User Inputs
Enter Infrastructure Enter the password to access Product Staging/Metadata
FTP/SFTP password repository directory in the application server.

Note: In case the prompt reads as below, enter the user name/
password for accessing the product Staging/ Metadata
Repository FTPSHARE.
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20. Enter the Hive Server SFTP/FTP password value, when prompted atthe command

prompt (Follow this step when performing installation for Big Data).

Console Prompts User Inputs

Please enter Hive Server | Enter the password to access the HIVE Server.

SFTP/FTP password Note: This information is required if you have opted for Big Data
installation. Enter the Hive Server FTP/SFTP Password.

21. Enter Always when prompted to add host key fingerprint.

The OFSAAI License Agreement is displayed.

22. Enter Y/y to accept the License Agreement and proceed.
NOTE: The installation process continues on the console. Do not close the console
until the installation process is complete.
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23. The OFS AAl platform is installed.

NOTE: After the platform is installed, it proceeds for the OFS BFND PACK installation.
After successful OFS BFND Pack installation, WAR file is generated and all the
servers are verified.

24. The OFS BFND Pack installation starts.

NOTE: Data Model Upload may take several hours to get complete. You can check the
Logsin /OFS BFND PACK/OFS BFND/logs.

NOTE: Do not close the console until the installation is complete.
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Building

p.out!

out'

out'

log/wsy_trace file.log

25. The following message is displayed in the console:

Installation completed...

26. To verify if the release is applied successfully, check the log files mentioned in the section
Verifying the Log File.

27. Install the patches listed in the following table. Refer to the Description column for details:

Patch Number

Type

Description

33663417

AAI mandatory one-off
patch

Refer to the Readme available with the patch

for further instructions on installing the patch.

ATTENTION: On the 10th of December 2021,
Oracle released Security Alert CVE-2021-
44228 in response to the disclosure of a new
vulnerability affecting Apache Log4J prior to
version 2.15. The application of the 33663417
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Mandatory Patch fixes the issue.

For details, see the My Oracle Support Doc ID
2827801.1.

Ensure that you reapply the OFSAAI Mandatory
Patch 33663417 whenever you Install or
Upgrade the Application, or whenever you

apply an Incremental Patch.

27938294 AAl mandatory one-off Refer to the Readme available with the patch
patch for further instructions on installing the patch.

28079607 AAl mandatory one-off Refer to the Readme available with the patch
patch for further instructions on installing the patch.

28033582 AAI mandatory Enables you to upgrade selected packs in your
compatibility patch OFSAA instance to 8.0.6.0.0 and makes the

existing packs from earlier versions compatible
with 8.0.6.0.0. Applying this patch resolves

compatibility issues.

28. Install these patches only for fresh FSDF installation (RDBMS). Refer to the Description
column for details:

NOTE: Do not install these patches for Big Data installation.

Patch Number Type Description

28214459 OFSDF mandatory one- | Refer to the Readme available with the patch
off patch for further instructions on installing the patch.

28311975 OFSDF mandatory Enables you to upgrade selected packs in your
compatibility patch OFSAA instance to 8.0.6.0.0 that are

dependent on OFSDF 8.0.6.0.0 and makes the
existing packs from earlier versions compatible
with 8.0.6.0.0. Applying this patch resolves

compatibility issues.

29. For Big Data installation process:
Note: During both Big Data installation processes:

For Big Data SQL to refresh the data, ensure to truncate Stage tables during the
second time and onwards, and then load the data. Truncation is not required during
the first time.

e For Stage and Results on Hive:
a. Install these patches 28146898, and 28432036. Refer to the Readme available
with each patch for further instructions on installing the patch.

b. Create a directory under user home and place the below mentioned files.

Or else, place the shell script (Load-csv-hdfs-run.sh) file in Seeded data
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and run it. Ensure to provide 775 permission to the shell script.

o Location of the seeded CSV files is:

FICHOME/scripts OFS BFND/atomic/insert/hive/Dimension/Se
eded data

o Location of the shell script file 1oad-csv-hdfs-run.sh is:
ficdb/bin
To load seeded data, run this command:

./load-csv-hdfs-run.sh <HDFS TEMP DIR>
<HIVE_SCHEMA NAME>

For example:
./load-csv-hdfs-run.sh /user/ofsaa/load datadom806

Note: HDFS_TEMP_DIR is not the Hive warehouse directory. Also, ensure that
the path is not Hive Metastore directory.

o The script expects two parameters. They are:
* HDFS TEMP DIR
* HIVE DATABASE NAME

o HDFS_TEMP_DIR — /user/<Cloudera hive user
name>/<Any Name>

e For Stage on Hive and Results on RDBMS:
a. Grantthe BIGDATA_SQL user privilege to all the schemas.

For example:

grant BDSQL USER to BSZBDSCONF806;
grant BDSQL USER to BSZBDSMETA806;
grant BDSQL USER to BSZBDSATM806;

grant all privileges to BSZBDSMETA806;

b. In$FIC HOME/ficdb/bin, execute the file externaltablecreator. sh with
these arguments:

SuserId = SYSADMN

$infodom = RDBMS INFODOM

$dbAlias= RDBMS INFODOM Metadom alias

S$hiveSchema = Hive Schema Name

Sdirectory = Warehouse Directory(with double quotes)
Suser connection url = metadomUID/password@SID

For example:

./externaltablecreator.sh SYSADMN FSDFINFO META
bszbdsdatadom "\"ORA BIGDATA CL cluster\" "
bszbdsmeta806/passwordl23@0OFSAA

Note: For more information about External Tables, see the section Verifying
Oracle’s External Tables Utility.
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30. DMT migration utility is executed during installation of OFSDF Application Pack, to
migrate the DMT metadata (PLC/Data Source/Data Mapping/Data File Mapping) to be
persisted in tables instead of XML. You may be required to re-run DMT migration utility in
some scenarios. To identify whether to run the utility, how to run, and how to handle
migration issues, see OFSAA DMT Metadata Migration Guide.

Note: Execute the DMT Migration Utility to manually migrate the DMT metadata of the
Applications which are not upgraded to 8.0.6.0.0.

31. Perform the steps mentioned in Post Installation Configuration section.

32. For enabling Transparent Data Encryption (TDE), see Appendix S.

33. For enabling Data Redaction, see Data Redaction section under Data Security and Data
Privacy chapter in OFS Analytical Applications Infrastructure Administration Guide
8.0.6.0.0.

4.5.3 Verifying the Log File

The log files OFS_BFND installation.log can be found in the installation path

<OFSBEFND Installer Folder>/OFS BFND PACK/OFS BFND/logs and
OFSAAInfrastructure Install.logcan be found in the installation path $FIC_HOME. The
log files contain detailed summary of installation processes. It also shows the number of Fatal
Errors, Errors, Debug Statements, Information, and Warnings.

NOTE: Applications Pack installer performs all the pre-requisite validation checks during
installation. Any errors encountered during the process are displayed in
InfrastructurePreValidations.log generated in
<OFS_BFND PACK Installer Folder>/bin directory.

Three log files:

¢+ Application Pack specific log file (overall status of the app pack installation) can be found
in:

<OFSBFND Installer Folder>/OFS BFND PACK/logs/Pack install.log

¢+ AAl Installation log file can be found in:
<OFSBFND Installer folder>/OFS BFND PACK/OFS AAI/logs/
OFSAAI<timestamp>.log

¢+ Application installation log file. The following log file can be found in:
<OFSBEND Installer Folder>/OFS BFND PACK/OFS BFND/logs:

o OFS BFND Installation debug.log

o OFS BFND installation.log

4.6 Verifying the Installation
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This section explains the steps to verify the installation of OFSDF Application Pack.
To verify that you have successfully installed the OFSDF pack, follow the below steps:

1. Login in to the Atomic Schema. Verify that all the database objects like view, procedure,
and functions are compiled without any compilation error.

2. Verify the application log (must not have any error).

3. Deploy the EAR/WAR files and check whether the application screen is up. For
deployment of the application, see Appendix C.
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5

Upgrading the OFSDF Application Pack

NOTE: Release 8.0.6.0.0 of OFSDF is not fully backward compatible with earlier versions of

OFSAA applications. You can either upgrade all of your applications from existing 8.0.x
versions to 8.0.6.0.0 version or choose to upgrade only selective application packs to
v8.0.6.0.0. In the case of the latter, you must also apply the compatibility patches for the
required application packs, so that the remaining application-packs can continue to be at
their pre-8.0.6.0.0 versions.

NOTE: To upgrade to Oracle Financial Services Data Foundation Application Pack 8.0.6.0.0, you

need to have at least Oracle Financial Services Data Foundation Application Pack
8.0.2.0.0 or higher installed on your system.

NOTE: To upgrade from version prior to OFSDF 802 to OFSDF 806, first upgrade the existing

OFSDF version to OFSDF 802, and then upgrade that OFSDF 802 to OFSDF 806.

NOTE: The user profile executing the installation must have the permission on /tmp prior to

installation.

NOTE: Sufficient space must be available in /tmp prior to installation, else the installation will

terminate, and logs are not generated.

Refer to the following instructions to download, extract, install, and configure this release.

1.

To download and copy the OFSDF Application Pack v8.0.6.0.0 archive file, see Downloading
and Copying the OFSDF Applications Pack Installer section.

NOTE: The archive files are different for every operating system like AIX, Solaris, and
RHEL/Oracle Linux.

Log in to the OFSAA Server with user credentials that was used to install OFSAA.

Shut down all the OFSAAI Services. For more information, refer to the Start/Stop Infrastructure
Services section in Appendix E.

Execute the following command:

chmod -R 755 SFIC HOME

If you have Unzip utility, skip to the next step. Download the Unzip utility (OS specific) and
copy it in Binary mode to the directory that is included in your PATH variable, typically SHOME
path or directory in which you have copied the 8.0.6.0.0 installer.

¢ Uncompress the unzip installer file using the command:

uncompress unzip <os>.Z

NOTE: In case you notice an error message uncompress: not found [No such file or
directory]” when the package is not installed, contact your UNIX administrator.

¢+ Give EXECUTE permission to the file using the command:
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chmod 755 OFS _BEND 80600 <OperatingSystem>.zip

6. Extract the contents of the Oracle Financial Services Data Foundation Application Pack
8.0.6.0.0 installer archive file using the following command:

unzip <os> <name of the file to be unzipped>

7. Give EXECUTE permission to the archive file. Navigate to the path OFS_BFND _
80600_<OperatingSystem>.zip and execute the command:

chmod -R 755 OFS_BFND_PACK
8. Inthe installer folder <INSTALLER DIR>OFS BEFND PACK/OFS BFND/conf, create a
copy of the SILENT file:

e Andrename Silent upgrade 8041-806.template fileto Silent.props, when

performing upgrade from versions earlier than OFSDF 805 to OFSDF 806.

e Andrename Silent upgrade 805-806.template fileto Silent.props, when

performing upgrade from OFSDF 805/8051 to OFSDF 806.

9. Editthefile Silent.props and specify the parameters as per the requirements. SILENT
installation is achieved via a properties file (Silent.props) that must be updated with proper
values. There are two types of upgrade to OFSDF 806. They are:

e Upgrade from versions earlier than OFSDF 805 to OFSDF 806:
When performing upgrade from versions earlier than OFSDF 805 to OFSDF 806, enter
values for parameters in the Silent_upgrade_8041-806.template file. For detailed
information, see Silent_upgrade 8041-806.template in the Appendix: Configuring
SILENT.template file.

e Upgrade from version OFSDF 805/8051 to OFSDF 806:
When performing upgrade from version OFSDF 805 to OFSDF 806, enter values for

parameters in the Silent_upgrade_805-806.template file. For detailed information, see
Silent_upgrade_805-806.template in the Appendix: Configuring SILENT.template file.

10. Execute setup.sh file using the following command:

./setup.sh SILENT

To verify if the release is applied successfully, check the log files mentioned in the section
Verifying the Log File.

You can ignore ORA-00001, ORA-00955, ORA-02260, and ORA-01430 errors in the log file. In
case of any other errors, contact Oracle Support.

NOTE: OFs BFND 80600 upgrade does not support GUI mode installation.

11. For more information on securing your OFSAA Infrastructure, refer to the Security Guide in
OHC Documentation Library.
12. After successful installation, follow these steps:

Clear the application cache. Navigate to the following path depending on the configured web
application server and delete the files.
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Tomcat

<Tomcat installation folder>/work/Catalina/localhost/<Application
name>/org/apache/jsp

WebLogic

<Weblogic installation location>/domains/<Domain
name>/servers/<Server name>/tmp/ WL user/<Application name>/<auto

generated folder>/jsp servlet

NOTE: In case of WebLogic version 12.2.x.x, delete the folder named ".WL_internal" present in
the path <WebLogic installation location>/user_projects/domains/< Domain name
>/applications/<context_name>.ear/META-INF/", if it exists.

WebSphere

<Websphere installation folder>/AppServer/profiles/<Profile
name>/temp/<Node name>/serverl/<Application name>/<.war file

name>

13. Add unmask 0027 in the .profile of the UNIX account which manages the WEB server to
ensure restricted access permissions.

14. Install the patches listed in the following table. Refer to the Description column for details:

Patch Number Type Description
33663417 AAl mandatory one- Refer to the Readme available with the patch for
off patch further instructions on installing the patch.

ATTENTION: On the 10th of December 2021,
Oracle released Security Alert CVE-2021-44228
in response to the disclosure of a new
vulnerability affecting Apache Log4J prior to
version 2.15. The application of the 33663417
Mandatory Patch fixes the issue.

For details, see the My Oracle Support Doc ID
2827801.1.

Ensure that you reapply the OFSAAI Mandatory
Patch 33663417 whenever you Install or Upgrade
the Application, or whenever you apply an
Incremental Patch.

27938294 AAI Mandatory one- Refer to the Readme available with the patch for
off patch further instructions on installing the patch.
28079607 AAl Mandatory one- Refer to the Readme available with the patch for
off patch further instructions on installing the patch.
28033582 AAIl Mandatory Enables you to upgrade selected packs in your
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compatibility patch OFSAA instance to 8.0.6.0.0 and makes the
existing packs from earlier versions compatible
with 8.0.6.0.0. Applying this patch resolves

compatibility issues.

15. Install the patches listed in the following table. Refer to the Description column for details:

Patch Number Type Description

28214459 OFSDF mandatory Refer to the Readme available with the patch for
one-off patch further instructions on installing the patch.

28311975 OFSDF mandatory Enables you to upgrade selected packs in your
compatibility patch OFSAA instance to 8.0.6.0.0 that are dependent on

OFSDF 8.0.6.0.0 and makes the existing packs from
earlier versions compatible with 8.0.6.0.0. Applying

this patch resolves compatibility issues.

16. DMT migration utility is executed during installation of OFSDF Application Pack, to migrate
the DMT metadata (PLC/Data Source/Data Mapping/Data File Mapping) to be persisted in
tables instead of XML. You may be required to re-run DMT migration utility in some scenarios.
To identify whether to run the utility, how to run, and how to handle migration issues, see
OFSAA DMT Metadata Migration Guide.

Note: Execute the DMT Migration Utility to manually migrate the DMT metadata of the
Applications which are not upgraded to 8.0.6.0.0.
17. Generate the application EAR/WAR file and redeploy the application onto your configured web

application server. For more information on generating and deploying EAR / WAR file, refer

Appendix C section.
18. Restart all the OFSAAI services. For more information, refer to the Start/Stop Infrastructure

Services section in Appendix E.

19. For enabling Transparent Data Encryption (TDE), see Configuring TDE in case of Upgrade
section in Appendix S.

20. For enabling Data Redaction, see Enabling Data Redaction in case of Upgrade in Appendix S.

5.1 Performing Model Upload Outside Installer

NOTE: This section is applicable if you are performing Model Upload outside the installer.

The following tables should not have any data before Model Upload is triggered. Based on your
current FSDF version, the tables must be selected.
You can take the backup of these tables and reload the data after Model Upload is performed.
In FSDF 8.0.0.0.0

¢ DIM_PRODUCT_FEATURE

¢ FCT_ACCOUNT_FEATURE_MAP

¢ STG_MGMT_FORECAST
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¢ FCT_MGMT_FORECAST
FSDF 8.0.1.0.0

¢ STG_TIME_SPECIFIC_OBLIGATIONS

¢ DIM_TERMINAL

¢ FCT_REG_CAP_ACCOUNT_SUMMARY
FSDF 8.0.2.0.0

¢ FCT_REG_CAP_ACCOUNT_SUMMARY

¢ FCT_IFRS_ACCOUNT_SUMMARY

¢ FCT_IFRS_STAGE_DETERMINATION

¢ FCT_REG_OR_CAPITAL_SUMMARY

¢ FCT_REG_LE_CAPITAL_SUMMARY

¢ FCT_REG_CP_CAPITAL_SUMMARY

¢ FCT_REG_CAP_POOL_SUMMARY

¢ FCT_REG_CAP_PLCD_COLL_SUMMARY

¢ FCT_REG_COUNTERPARTY_CVA

¢ FCT_REG_RUN_LEGAL_ENTITY_MAP
FSDF 8.0.3.0.0

¢ FCT_REG_AGG_CASH_FLOWS

¢ FCT_CREDIT_LINE

¢ FCT_LOAN_ACCOUNT_SUMMARY

¢ FCT_ACCOUNT_FAIR_VALUE

¢+ DIM_UOM_ATTR

¢+ DIM_UOM_HIER

¢ FCT_INSTRUMENT_MARKET_PRICES

¢ STG_ACCOUNT_INCEPTION_RATES
FSDF 8.0.3.1.0

¢ FCT_LOAN_ACCOUNT_SUMMARY

¢ FCT_ACCOUNT_FAIR_VALUE

¢ DIM_UOM_ATTR

¢ DIM_UOM_HIER

¢ FCT_INSTRUMENT_MARKET_PRICES

¢ STG_ACCOUNT_INCEPTION_RATES
In FSDF 8.0.4.0.0

¢ FCT_LLFP_ECL_RECONCILIATION

¢ STG_PROFESSION_RANK_MASTER

¢ FCT_INSTRUMENT_MARKET_PRICES
In FSDF 8.0.4.1.0

¢ FCT_LLFP_ECL_RECONCILIATION
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¢ STG_PROFESSION_RANK_MASTER
¢ FCT_INSTRUMENT_MARKET_PRICES
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6 Post Installation Configuration

Once the OFSDF Applications Pack installation is completed successfully, certain post-
installation steps are required to set configuration parameters. These configuration parameters
are distributed across the machines on which Infrastructure Web, Application, and Database
components have been installed.

NOTE:

NOTE:

NOTE:

NOTE:

Ensure to clear the application cache prior to the deployment of Infrastructure or
Application Service Packs / One-off patches. This is applicable to all Web Servers
(WebSphere, WebLogic, and Tomcat) and OS combinations.

DMT Migration Utility must be executed post FSDF 8.0.6.0.0 upgrade, if the
environment has customized T2Ts, F2Ts, or PLCs, or any other earlier version of
OFSAA applications. For more information and steps to execute DMT Migration Utility,
see OFSAA DMT Metadata Migration Guide.

When the following change is not made in the Erwin data model, make it as mentioned
in the FSDF_Data_Model_8.0.6.0.0_Readme.html file. The
FCT_MITIGANTS.n_sub_asset_level_skey column is mapped to two Foreign Key
references. Remove the reference to DIM_ASSET_LEVEL
(N_ASSET_LEVEL_SKEY).

When the following change is not made in the Erwin data model, make it as mentioned
in the FSDF_Data_Model_8.0.6.0.0_Readme.html file. The table
FSI_PARTY_RIGHT_TO_FORGET consists of PARTY_ID with data length Varchar
(20). Increase this data length to 50 (when the Party ID is expected to be more than 20
in length).

This chapter includes the following sections:

¢

¢

¢

Configuring Resource Reference

Starting OFSAA Infrastructure Services
Adding TNS entries in the TNSNAMES.ORA File
Configuring Oracle R distribution and Oracle R Enterprise (ORE)

Configuring Oracle Financial Services Inline Processing Engine (OFS IPE)

Configuring Big Data Processing

Verifying Oracle’s External Tables Utility

Creating and Deploying the Application Pack Web Archive

Accessing the OFSAA Application

6.1 Configuring Resource Reference

Configure the resource reference in the Web Application Server configured for OFSAA Applications. See
Appendix B for details on configuring the resource reference in WebSphere, WebLogic, and Tomcat
Application Servers.
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6.2

6.3

6.4

Starting OFSAA Infrastructure Services

Start the OFSAA Infrastructure Services prior to deployment or accessing the OFSAA Applications.
See to the Appendix E for details on Start/Stop OFSAA Services.

Adding TNS entries in the TNSNAMES.ORA File

Add TNS entries inthe tnsnames . orafile, for every schema created for the Application Pack.
To find the tnsname for the entries, follow these steps:

1. Log in to the application as System Administrator.

2. Navigate to System Configuration & Identity Management tab.

3. Click Administration and Configuration, select System Configuration, and click Database
Details.

4. Expand Name to get the list of TNS entry names.
5. Alternatively, you can connect to the CONFIG schema and execute the following query:
select dbname from db master where dbname !='CONFIG'

NOTE: Ensure that TNS entry for both Config and Metadom are mentioned in the tnsnames.ora file
during Big Data installation.

Configuring Oracle Rdistribution and Oracle REnterprise (ORE)

This section is applicable only if OFS Enterprise Modeling is licensed and enabled in your OFSAA
instance.

1. Install OFSAAIRunner Package. For more information, see Installing OFS AAAI Runner
Package. If you have already installed OFSAAIRunner package (as partof a previous
installation), uninstall it. (For more information, see Uninstalling OFSAAI Runner Package
section), and reinstall the latest available OFSAAIRunner package.

2. Login to the database with dba privileges and provide the following privilege to Configuration
Schema:

» RQADMIN hy executing the command:
GRANT RQADMIN TO <config schema>;

3. Log in to the database with dba privileges and provide the following privileges to Atomic
Schemas:

» CREATE MINING MODEL privilege (to execute the Data Mining models) by executing the
command:
GRANT CREATE MINING MODEL TO <atomic schema>;

6.4.1 Installing OFS AAAI Runner Package

OFSAAIRunner is an R package built by the OFS Enterprise Modeling Application. It is a
prerequisite for executing models developed using R scripts. This package helps in:

« Initializing inputs
» Mapping framework variables to R objects
« Configuring possible outputs of the script

» Storing results back to the Database
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OFSAAIRunner package (OFSAAIRunner 1.0.0.tar.gz) is available at the path$SFIC DB
HOME/1ib.

6.4.1.1 Prerequisites

Oracle R and ORE must be installed on the Oracle Database server before installing OFSAAIRunner
package.

Refer to the following instructions to install OFSAAIRunner package:
1. Logintothe OFSAA Server. Navigate to the folder SFIC DB HOME/1lib.
2. Copy the file OFSAAIRunner 1.0.0.tar.gzin Binary mode to the Oracle Database Server.

3. Log in to the Oracle Database Server with the user using which Oracle Database Server
installation is done.

4. Navigate to the directory where the file OFSAAIRunner 1.0.0.tar.gz iscopied.
5. Install the package by executing the command:

ORE CMD INSTALL OFSAAIRunner 1.0.0.tar.gz

Successful installation is indicated in the installation log as:

* DONE (OFSAAIRunner)

Making packages.html ... done

Note: The OFSAAIRunner package is installed in
lusr/1ib64/R/1library

6. Navigate to the directory $ORACLE_HOME/R/library and check whether OFSAAIRunner
package is listed there by executing the command:
>library (OFSAAIRunner)

>OFSAAIRunner: : and press TAB twice. This lists out all the functions.

6.4.2 Uninstalling OFSAAI Runner Package
Note: This procedure is required only if you are uninstalling OFSAAI Runner Package.
Perform the following instructions to uninstall the OFSAAIRunner package:

1. Log into the Oracle Database Server with the same username, using which Oracle Database
Server installation is done.

2. Enter ORE in command prompt and execute the command:
#ORE

>remove.packages ("OFSAAIRunner")
3. To save workspace image, enter the command:
>q ()
4. Entery when prompted to save the workspace image. Save workspace image? [y/n/c]: y

5. Navigate to the directory SORACLE HOME/R/library and verify that the package is not listed
there by executing the command:

1s -1

6.5 Configuring ORE Execution
Perform the following step to configure ORE execution:
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Add a TNS entry in tnsnames . ora file with ths name same as that of value set for
ORACLE_SID in database server.
Note: For RAC database, follow the preceding configuration in all machines.

6.6 Configuring Tomcat

To stop generating static content with one print statement per input line, you must configure the
web . xml file.

6.7

To configure web . xm1 file, perform these steps:

1
2.

Navigate to the tomcat/conf directory.

Edit web . xm1 file as follows:

Set the mapped file parameter to false in the servlet tag mentioned with:
<servlet-name>jsp</servlet-name>.

<init-param>

<param-name>mappedfile</param-name>
<param-value>false</param-value>

</init-param>

Configuring Big Data Processing

This section is not applicable if you have enabled Financial Services Big Data Processing during
the installation of OFSAAI 8.0.6.0.0 full installer. Follow instructions in this section if you intend to
enable Big Data Processing.

This section includes the following topics:
Copying Jars to OFSAA Installation Folder
Copying KEYTAB and KRB5 Files in OFSAAI
Enabling Big Data

6.7.1 Copying Jars to OFSAA Installation Folder

1

Download the supported Cloudera HIVE JDBC Connectors and copy the following .jar files
to the location in the installation server, which is specified in

OFS_BFND SCHEMA BIGDATA IN.xml.For supported versions, see OFSAA Technology Matrix
8.0.6.0.0.

» hive service.jar

» hive metastore.jar

» HiveJDBC4.jar

. zookeeper-3.4.6.jar

» TCLIServiceClient.jar

Copy the following Jars from the <Cloudera Installation Directory>/jars
directory based on the CDH version to the location in the installation server, which is specified in
OFS BFND SCHEMA BIGDATA IN.xml:

CDH v5.3.3:
« slf4j-log4jl2-1.7.5.3ar
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slfd4j-api-1.7.5.jar
libthrift-0.9.0.jar
1ibfb303-0.9.0.jar
httpcore-4.2.5.jar

httpclient-4.2.5.jar

hive-exec-0.13.1-cdh5.3.3.jar

hadoop-core-2.5.0-mrl-cdh5.3.3.jar
hadoop-common-2.5.0-cdh5.3.3.jar
hadoop-auth-2.5.0-cdh5.3.3.jar

commons-logging-1.1.3.jar

commons-io-2.4.jar

commons-configuration-1.7.jar

commons-collections-3.2.2.jar

log4j-1.2.17.jar

CDH v5.4.4:

slfd4j-log4jl2-1.7.5.jar
slfdj-api-1.7.5.jar
libthrift-0.9.2.jar
1ibfb303-0.9.2.jar
httpcore-4.2.5.jar
httpclient-4.2.5.jar

hive-exec-1.1.0-cdh5.4.4.jar

hadoop-core-2.6.0-mrl-cdh5.4.4.jar
hadoop-common-2.6.0-cdh5.4.4.jar

hadoop-auth-2.6.0-cdh5.4.4.jar

commons-logging-1.1.3.jar

commons-io-2.4.jar

commons-configuration-1.7.jar

commons-collections-3.2.2.jar

log4j-1.2.17.jar

CDH v5.8.4:

slf4j-log4jl2-1.7.5.jar
slfd4j-api-1.7.5.jar
libthrift-0.9.3.jar
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» 1ibfb303-0.9.3.jar

» httpcore-4.3.jar

» httpclient-4.3.jar

» hive-exec-1.1.0-cdh5.8.4.jar

» hadoop-core-2.6.0-mrl-cdh5.8.4.jar
» hadoop-common-2.6.0-cdh5.8.4.jar
» hadoop-auth-2.6.0-cdh5.8.4.jar

» commons-logging-1.2.jar

» commons-io-2.4.jar

» commons-configuration-1.7.jar

» commons-collections-3.2.2.jar

» log4j-1.2.17.jar

CDH 5.13

» slfd4j-log4jl2-1.7.5.jar

» slf4j-api-1.7.5.jar

s« libthrift-0.9.3.jar

« 1ibfb303-0.9.3.jar

» httpcore-4.3.jar

» httpclient-4.3.jar

s« hive-exec-1.1.0-cdh5.13.0.jar

» hadoop-core-2.6.0-mrl-cdh5.13.0.jar
» hadoop-common-2.6.0-cdh5.13.0.jar
» hadoop-auth-2.6.0-cdh5.13.0.jar

. commons-logging-1.2.Jjar

« commons-io-2.4.jar

» commons-configuration-1.7.jar

» commons-collections-3.2.2.jar

» log4j-1.2.14.jar

6.7.2 Copying KEYTAB and KRB5 Files in OFSAAI

A Keytab is a file containing pairs of Kerberos principals and encrypted keys (these are derived
from the Kerberos password). The krb5.conf file contains Kerberos configuration information,
including the locations of KDCs and admin servers for the Kerberos realms of interest, defaults for
the current realm and for Kerberos applications, and mappings of hostnames onto Kerberos realms.

If the Authentication is configured as KERBEROS WITH_KEYTAB for the Hive database, then you
must use the Keytab file to login to Kerberos. The Keytab and Kerberos files must be copied to
OFS_BFND_PACK installation server.
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Ensure the .profile file contains entry for kinit in the following format:
kinit ##PRINCIPAL CREATED## -k -t ofsaa.keytab

For example:

kinit ofsaa@WHFBSY.ORACLE.COM -k -t ofsaa.keytab

NOTE: The kinit command is used to login to the Kerberos authentication and authorization system.
Only registered Kerberos users can use the Kerberos system.

6.7.3 Enabling Big Data

To enable Big Data option, follow these steps:

1. Log in to the application as SYSADMN user or any user with System Administrator privileges.
2. Click System Configuration & Identity Management tab.

3. Expand Financial Services Analytical Applications Infrastructure, select Administration and
Configuration and click System Configuration.

4. Click Manage OFSAA Product License(s). The Manage OFSAA Application Pack License
window is displayed.

Figure 6-1 Manage OFSAA Application Pack License

MANAGE OFSAA APPLICATION PACK LICENSE
MANAGE OFSAA APPLICATION PACK LICENSE

» INSTALLED APPLICATION PACKS

APPLICATION PACK D | APPLICATION PACK NAME DESCRIPTION INSTALL DATE
. Applications for Advanced Analytics using Oracle R,
(O OFS_AAAI_PACK Fioanctl Seivices Advaneed Modeling & Stress Testing Framework and Infine 2015-11-02 11:13:4

r 1 =
Analytics Infrastructure Pack Processing Engine

Financial Services Governance, Risk and Compliance
Applications Pack

Applications for Basel Basic, IRB & Analytic, Operational
Financial Services Capital Adequacy Risk Economic Capital & Analytic and Retail Portfolio

(O OFS_BGRC_PACK  OFS_BGRC_PACK 2015-11-04 01:35:1

(O OFS_CAP_ADQ_PACK 2015-11-02 16:19:4

Applications Pack Risk Models and Pooling in Banking and Financial
Services Domain
Financial Services Profitability Applications for Profitability in the Banking and Financial .
@) ; 5-11- 3
L) 1OFS FRT-FACK Applications Pack Services Domain 201510219249
5-11-09
(O OFS_HIVE1_PACK  OFS_HIVE1 PACK OFS_HIVE1 PACK 201 -11:09

15:34:23.715
2015 11 42

5. Select OFS_AAAI_PACK application pack from Installed Application Packs. The products in the
application pack are displayed.

6. Select Financial Services Analytical Applications Infrastructure - Big Data option.
7. Click VIEW LICENSE AGREEMENT. The License Agreement sectionis displayed.

Figure 6-2 License Agreement
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LICENSE AGREEMENT

Oracle Financial Services Enterpris
Financial Services Enterprise A
Application Packs that require
automatically on selecting any

would not be enabied uniess it has been kcensed. Oracie
Anah astructure Pack and specific OFSAA
ng OF S AAAI) product gets pre-selected

Multiple products being grouped toge
instailation, based on the products that
disabled at a later stage.

ENABLE

8. Select the option | ACCEPT THE LICENSE AGREEMENT.

9. Click ENABLE. A confirmation message is displayed showing that the product is enabled for the
pack.

6.7.4 Configuring Apache Livy Interface
Apache Livy is an Interface service that enables easy interaction with a Spark cluster over a REST
interface. Perform the following configurations for Big Data installation.

6.7.4.1 Configuring Spark
NOTE: This section is applicable only during Stage and Results on Hive installation.

Ensure crossJoin is configured as follows:

1. Open the Cloudera Manager application.

2. Navigate to SPARK2 > Configuration, and search for spark-defaults.conf.
For example:
/etc/spark2/conf.cloudera.spark2 on yarn/spark-defaults.conf
Set spark.sql.crossJoin.enabled=true.

4. Set spark.executor.memory=10g.

NOTE: When the Spark memory settings are set to low values, T2Ts execution fails. To
resolve this, adjust the value of spark.executor.memory variable.

6.7.4.2 Set metastore Path for Spark
NOTE: This section is applicable during both installation processes in Big Data (Stage and

Results on Hive, and Stage on Hive and Results on RDBMS).
1. Copyhive-site.xml from hive conf directory to SPARK2 conf directory.

For example:

cp /etc/hive/conf.cloudera.hive/hive-site.xml
/etc/spark2/conf.cloudera.spark2 on yarn

2. Edit the file to add the following entries in SPARK2 conf:

in hive conf in SPARK2 conf
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<property> <property>
<name>hive.metastore.warehouse.dir< | <name>spark.sql.warehouse.dir</name>
/name> <value>/user/hive/warehouse</value>
<value>/user/hive/warehouse</value> | </property>

</property>

NOTE: When Cloudera is configured for a cluster, then all the nodes must adhere to this
configuration.

6.7.4.3 Cluster Configuration

NOTE: This section is applicable only during Stage and Results on Hive installation.

Configure DMT to provide Apache Livy Interface details. Ensure that you have the proper role to
access this screen.

To add a New Cluster, add appropriate roles to the user:

NOTE: To add a new cluster and then register it, the user must have DMTADMIN (Data
Management Admin) role. Therefore, assign DMTADMIN role to the user, and ensure to map the
DMTADMIN role to the FSDFADMIN user group.

1. Navigate to Data Management Framework > Data Management Tools > DMT
Configuration > Register Cluster > Add Cluster.

2. Enter the details as shown in the image. In the Livy Service URL field, enter Livy Server URL
of your environment.

Cluster Configurations
Details
[ 2] € KRES Conf @ MapReduce
Authentication File Marme Configuration
Type e Core XML
@ Configuration Configuration @ Yan
File Path XL Configuration
@ Principal @ HOFrs ML
Configuration @ Hive
e Keytab File XML Configuration
MName ®ML
S5H Details
@ 55H Server @ S5H Port @ 55H Auth
narme Alias
Livy Details Enter 0 or more characters, up to a maxirmum of
250,
Livy Service URL  httpi/swhf0Obsyinoracle.com:3298 Principal KRES Conf File ‘
MName
Authentication DEFAULT Kevtab File Mame Spark Base File
Type Dokl

3. To populate DIM_DATES, navigate to the Batch Execution screen. Perform these steps:
a. Run the batch FSDFINFO_ POP_DATES_DIM_HIVE.

b. SCD batches (FSDFINFO_DATA_FOUNDATION_SCD,
FSDFINFO_DIM_ACCOUNT_SCD) are sequenced with wait mode Yes enabled.
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NOTE: FSDFINFO_DATA FOUNDATION_SCD and
FSDFINFO_DIM_ACCOUNT_SCD batches are made sequential.

c. Click Execute Batch.
d. Monitor the status of the batch in the Batch Monitor screen of OFSAAL.
4. Execute T2T Batches in the Run Management screen.

NOTE: In Run Management, FSDF_SOURCED_RUN is made sequential.

6.7.5 Verifying Oracle’s External Tables Utility
NOTE: This section is applicable only for Stage on Hive and Results on RDBMS installation.

On successful installation of the OFSDF Application Pack for Big Data, the list of Hive external
tables created can be verified using Oracle’s External Tables Utility. Oracle’s External Tables
Utility facilitates Oracle Database to query data that is stored outside of the database in flat files,
in a way such that they are inside a database. Views and synonyms can be created against these
external tables. They are useful in the Extract Transform and Load (ETL) process of data
warehouses because the data does not required to be staged and can be queried in parallel. For
more details, see External Tables Concepts.

To verify the External Tables created for Big Data:

1. Navigate to the file $SFIC_DB HOME/log/FSDF/CreateExternalTable.log. Thislog
file consists of an acknowledgement of the external tables created:

Created
2. To verify the external tables created in the database:
a. Open the database application.
b. Navigate to the Tables option. A list of External Tables is displayed.

c. In the query window, only the read queries can be executed on these External
Tables.

For example:

Select * from <external table name>
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D_CALEN... -V_PAGE_...: } V_PAGE_... [{} V_PAGE_.... |{} V_PAGE_... |{} V_PAGE_...

Hessages - Log

 Messages | Statements x

6.8 Creating and Deploying the Application Pack Web Archive

On successful installation of the OFSAA Application Pack, the Web Archive file is automatically
generated. However, you need to deploy the generated Web Archive file on the Web Application
Server.

For identifying the location of the generated Web Archive file and for generating and deploying the
web archive file at any time later, refer Appendix C.

NOTE: Referthe Oracle Financial Services Forms Manager User Guide for instructions on
Creating and Deploying the Forms Manager Web Archive.

6.9 Accessing the OFSAA Application

Prior to accessing the OFSAA application ensure the Internet Explorer Settings are configured.

Refer to Appendix E for details on accessing the OFSAA Application on successful deployment of
the application Web Archive.
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7 Appendix A: Configuring Web Server

This appendix includes the following sections:

¢ Configuring Web Server

¢ Configuring Web Application Server

7.1 Configuring Web Server

This step assumes an installation of a Web Server exists as per the prerequisites.

Refer the product specific Installation Guide/ Configuration Guide to install/ configure the Web
Server. If an installation already exists, skip and proceed to the next step.

NOTES:

1. Make a note of the IP Address/ Hostname and Port of the web server. Thisinformation
is required during the installation process.

2. Refer Oracle Financial Services Analytical Applications Infrastructure Security Guide
mentioned in the Documentation Library for OFSAAI 8.0.6.0.0 (OHC), for additional
information on securely configuring your Web Server.

3. Ensure to enable sticky session/affinity session configuration on the web server. Refer
the respective product specific Configuration Guide for more details. Additionally, you
also need to enable the sticky session/affinity session configuration at Load Balancer
level if you have configured a Load Balancer in front of the web server(s).

7.2 Configuring Web Application Server

This step assumes an installation of a web application server exists as per the prerequisites. To
configure the Web Application Server for OFSAA Deployment refer the sections below.

This section includes the following topics:

¢ Configuring WebSphere for Application Deployment

¢ Configuring WebLoagic for Application Deployment

¢ Configuring Apache Tomcat Server for Application Deployment

NOTE: Make a note of the IP Address/ Hostname and Port of the web application server. This
information is required during the installation process (required if Web Server is not
configured).

Make a note of the IP Address/ Hostname and Port of the web application server. This
information is required during the installation process (required if web server is not
configured).

Refer OFSAA Secure Configuration Guide/ Security Guide in OHC Documentation

Library for additional information on securely configuring your Web Server.
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7.2.1 Configuring WebSphere Application Server for Application Deployment

You can deploy multiple OFSAA applications on different profiles of a WebSphere application
server. To create multiple WebSphere "Profiles”, in a stand-alone server use the command line
option as explained below. A profile is the set of files that define the runtime environment. At least
one profile must exist to run WebSphere Application Server.

This section includes the following topics:

¢ Creating New Profile in WebSphere

¢ Managing Applications in WebSphere

¢ Configuring WebSphere Application Server to Use a Load Balancer or Proxy Server

¢+ Deleting WebSphere Profiles

¢ Configuring WebSphere Shared Library to Support Jersey 2x and Jackson 2.9x Libraries

¢ Configuring WebSphere HTTPS

¢ Setting WebSphere Memory

¢ Configuring WebSphere for REST Services Authorization

¢ Configuring Application Security in WebSphere

7.2.1.1 Creating New Profile in WebSphere

The Profile is created in WebSphere through command line using the manageprofiles.sh
which resides in <WebSphere Install directory>/AppServer/bin.

The command to create a profile without admin security through command line is as follows:

"manageprofiles.sh -create -profileName <profile> -profilePath
<profile path> -templatePath <template path> -nodeName <node name> -
cellName <cell name> -hostName <host name>"

Example:

Susr/home>. /manageprofiles.sh -create -profileName mockaix -
profilePath/websphere/webs64/Appserver/profiles/mockaix -
templatePath/websphere/webs64/Appserver/profileTemplates/default -
nodeName ipa020dorNode04 - cellName ipa020dorNode(04Cell -hostName
ipa020dor

The command to create a profile with admin security through command line is as follows:

"manageprofiles.sh -create -profileName <profile> -profilePath
<profile path> -templatePath <template path> -nodeName <node name> -
cellName <cell name> -hostName <host name> -enableAdminSecurity true
—adminUserName <Admin User Name> -adminPassword < Admin User

Password> -samplespassword <sample User Password>"
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Example:

Susr/home>. /manageprofiles.sh -create -profileName mockaix -

profilePath/websphere/webs64/Appserver/profiles/mockaix -

templatePath/websphere/webs64/Appserver/profileTemplates/default -
nodeName ipa020dorNode(04 -cellName ipa020dorNode(O4Cell -hostName

ipa020dor -enableAdminSecurity true -adminUserName ofsaai -

adminPassword ofsaai -samplespassword ofsaai"

NOTE:

7.2.1.2

While using the manageprofiles.sh command to create a New Profile in WebSphere,
you can also use "-validatePorts" to validate if the specified ports are not reserved orin
use. Additionally, you can specify new ports with "-startingPort <base port>" which
specifies the starting port number to generate and assign all ports for the profile. For
more information on using these ports, refer WebSphere manage profiles command.

Managing IBM WebSphere SDK Java Technology Edition Versions

By default, WebSphere Application Server V8.5.5.X uses the Java 6.0 SDK. You must upgrade to
Java 7.X SDK or JAVA 8.X SDK.

Prerequisites: Install the IBM WebSphere SDK Java Technology Edition Versions 1.7.X_64 or

1.8.X_64.

Perform the following steps to upgrade to Java 7.X SDK or JAVA 8.X SDK:

1. Enter the WebSphere URL in the format http://HOST NAME:PORT
NUMBER/ibm/console (use https if SSL is enabled.).

For example:

http://192.168.1.0:9000/1ibm/console

2. Login with your administrator user ID and password.

3. From the LHS menu, click Servers to expand and view the menu.

4. Click Server Types to expand the menu further and then click WebSphere Enterprise
Application Servers to view the Application Servers window.

5. On Application Servers window, click the required Application Server link. For example,
serverl in the following illustration:

Application Server - Java SDKs
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Application senvers ? -

Applicatior servers > serverl

Use this page to configure an application server. An application server is 2 sarver that provides services required to run enterprise applications.

T
Runtime Configuration

General Properties Container Settings
I
Name Session management
lsewa‘l |
SIP Container Sectings
Node name

2]

Web Contalner Settings

IwthﬂJaqucdeDl |

&

Portlet Container Settings

Run in development mode £JB Container Settings

B ®

) parallel start Container Services

@  Start components as needed Business Process Services

Access to internal server classes Applications
Allow ¥

Installed zpplicatons

Server-specific Application Settings Siidves mdssse

Clzssloader policy M i i
Aessaging enginas
Multiple ¥ 2

Messaging enginz inbound transports
Clzss loading mode WsbSphere MQ Ink inbound transports

Casses loaded with parent class loader first v SIB service

Server Infrastructure

| Apply | OK | | Reset H Cancel | Java and Process Management

Administration

Java SDKs

Click Java SDKs link from Server Infrastructure to view the list of Java SDKs.

Application Server - List of Java SDKs

Application servers ? -

Application servers > serverl > Java SDKs

This page lists the software development kits (SDKs) that are installed on the server. These SDKs are available to the servers.

Preferences

| Make De{auﬁr

{
i
i

()55 |
Selecti Name £ Version { E Location | Bits & | Default 53
You can administer the following resources:
o] | 1.6.64 1.6 S{WAS_INSTALL_ROOT}/java 54 false
1.7_64 1.7 ${WAS_INSTALL_ROOT}/java_1.7_64 | 64 false
¥ | 1.8.64 1.8 S{WAS_INSTALL_ROOT}/java_1.8_64 64 true
\\ Total 3

Select either 1.7_64 or 1.8_64 based on the JVM version with which you plan to install
OFSAA or have installed with.

Click Make Default button and save to master repository.

Restart the WebSphere Application Server to apply the changes to the IBM application
profile.
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7.2.1.3 Managing Applications in WebSphere

To manage the installed applications in WebSphere, do the following:
1. Open the administrator console using the following URL:

http://<ipaddress>:<Administrative Console Port>/ibm/console

Example: http://10.111.222.333:9003/ibm/console (https, if SSL is enabled)

NOTE: Administrative Console Port value is available in serverindex.xml file within <WebSphere Profile
Directory>/config/cells/<Node Cell>/nodes/<Node Name> directory.

The Integrated Solutions Console Login window is displayed.

Integrated Solutions Console

Log in to the console.
User ID:

upgs73

Password:

lu \.

Integrated Solutions Console Login
2. Log on with the User ID provided with the admin rights.

3. From the LHS menu, expand the Applications > Application Type - WebSphere
Enterprise Applications.
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4. The Enterprise Applications screen is displayed.

Enterprise Applications

Use this page to manage installed applications. A single application can be deployed onto multiple servers

@ Preferences

Start | | Stop [nxulll Uninzeall Upcate Rollout Update J Remove File ] E\.ponl Export DL Expore File
by
=)l mlislk
Select Name & Application Status ().

You can administer the following resources:

[] |Gefsultaoolication >
0O | itace L4
[ |auex >

ES

Enterprise Applications
5. This Enterprise Applications screen helps you to:
¢+ Install new application
¢ Uninstall existing applications

¢  Start or Stop the installed applications

7.2.1.4 Configuring WebSphere Application Server to Use a Load Balancer or Proxy Server

The configuration prevents the process server from redirecting to an internal port when using a load
balancer or proxy server.

The following steps describe the configuration:

1. Enter the WebSphere URL in the format http://HOST NAME:PORT NUMBER/ibm/console
(use https if SSL is enabled.). For example, http://192.168.1.0:9000/ibm/console.

2. Login with your administrator user ID and password.
From the LHS menu, click Servers to expand and view the menu.

4. Click Server Types to expand the menu further and then click WebSphere Enterprise
Application Servers to view the Application servers window.

5. On Application servers window, click the required Application Server link. For example, serverl in
the following illustration:
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Applicatior servers

int=rna system ronfiguratinn properties.

+ Preferences

Application servers > serverl > Web container > Custom properties

Use this pace to speafy an arbitray neme and value pair. The value that is specified for the name and value par is a string that can set

‘ true

Total 2

| [ New.. || Delete
BE e
Sg*ectj Nanjerg | Value 7(7) | Descrjgfjonr <
You czn administer the following resources:

| com.ibm.ws.webcontainer.axtractHcstHeaderPort true \ i

‘ |
trusthostheaderport el }

[

6. Click Web Container Settings > Custom Properties.

7.

Add the following properties:

= Name: trusthostheaderportValue: true

=  Name: com.ibm.ws.webcontainer.extractHostHeaderPortValue: true

8. Restart the WebSphere Application Server to apply the changes.

7.2.1.5

Deleting WebSphere Profiles

To delete a WebSphere profile, do the following:

w N e

o o

Select the checkbox adjacent to the required application and click Stop.

Stop the WebSphere profile to be deleted.
Navigate to WebSphere directory:

<WebSphere Installation Directory>/AppServer/bin/

Execute the command:

manageprofiles.sh -delete -profileName<profile name>

Delete profile folder.

Example:

<WebSphere_Installation_Directory>/AppServer/profiles/<profile_name>

Execute the command:

manageprofiles.sh -validateAndUpdateRegistry
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7.2.1.6 Configuring WebSphere Shared Library to Support Jersey 2x and Jackson 2.9x
Libraries

Perform the following configuration to set WebSphere shared library to support jersey 2x and Jackson 2.9x
libraries.

1. Click Environment from the menu on the left to expand and view the list. Click Shared
Libraries to open the Shared Libraries window.

CET=WATUUSqNNGOeUZCEN, Prome=FArIs0T

| Views: | Al tasks A

‘ Shared Libraries T

Shared Libraries > Newu.

Welcome

Guided Acrivities

Use this page to define a container-wide shared library that can be usad by deployed applications.
Servers
Applications Cenfiguration

Services
General Properties

Resources

# Scope
Se ity
L [cells:whfooagnNodeo2Call:nodes:whfiOagnNods0 L iservars:serverl
Emvironment
= + Name
Virtual hosts PersEvax
Updse= global Web server plug-in configuration
: e variables Dascription

Providing Jersey 2.% shared library |

Naming i
05Gi bundle repositories + Classpath
Iscratch/IBM/WebSphere/AppServer/profiles/ AA1805/ SharsdLIB/

System administration
Users and Groups
Monitoring and Tuning 4

Troubleshooting Native Library Path

Service integration

uDDI

Class Loading

¥ Use an isolated class loader for this shared library

Apply | OK || Reset | Cancel

2. Enter details as shown in the following:

a. Name: Enter a unique identifiable name.

b. Description: Enter a valid description.

c. Classpath: Enter the absolute path where the JARs related to Jersey 2.x and Jackson
2.9x are copied. These jars are available in the
<OFSAA_HOME>/utility/externallib/WEB-INF/lib directory after creation of the EAR file.

3. Select Use an isolated class loader for this library.

4. Click OK to save to master configuration.

5. Select the application or module and map the shared libraries. Click OK. In the following
illustration, ofsa is selected.
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Enterprise Applications

Shared Library Mapping for Modules

Specify sharad libraries that the application or individual meodules reference. These libraries must be defined in the configuration at the appropriate
scopa.

Reference shared libraries

Select | Application URI Shared Libraries
i ofsa META-INF/application.xml

Select| Module URI Shared Librarias
L OFSAAI Web Application ofsa.wan WEB-INF/wab.xml

m Cancel

6. From the Shared Library Mapping window, move the required shared libraries from Available to
Selected. In the following illustration, JERSEY2x is selected.

Enterprise Applications

Map shared libraries to an entire zpplication or to one or mere modules.

Map libraries to the application or module listad

OFSAAL Waeb Application

Select the library in the Available list. Move it to the Selacted list by clicking =>=.

Available: Selected:

JERSEY2x -

»]
K1

MNewia..
OK || Cancel

7. Click OK.

8. Similarly, select the next application or module and repeat the procedure from steps 5to 7.
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Enterprise Applications rd -

Shared Library Mapping for Modules

Specify sharad libraries that the application or individual modules reference. These libraries must be defined in the configuration at the appropriate
scape.

Reference shared libraries

Select | Application URI Shared Libraries
ofsa META-INF/application.xml JERSEY2x
Select | Madulzs URI Shared Libraries
OFSAAI Web Application ofsa.wan WEB-INF/web.xml JERSEYZx
OK || Cancel

9. Disable the built-in JAX-RS via JVM property.

a. Go to WebSphere admin console in Servers > WebSphere Application Servers >
yourServerName.

b. In Server Infrastructure section, go to Java and Process Management > Process
definition > Java Virtual Machine > Custom properties.

c. Add the following property:

com.ibm.websphere.jaxrs.server.DisableIBMJAXRSEngine=true

10. Restart the application.

7.2.1.7 Configuring WebSphere HTTPS
Following are the steps for configuring an HTTPS Transport on WebSphere:
1. Create a profile using the Profile Creation Wizard in WebSphere.

2. Note down the HTTPS port specified during this process and use the same as
servlet port or web server port during OFSAAI installation.

3. To enable https configuration on Infrastructure, assign value 1 to "HTTPS_ENABLE" in
OFSAAI_InstallConfig.xml for SILENT mode OFSAAI installation.

7.2.1.8 Setting WebSphere Memory

To configure the WebSphere Memory Settings:

1. Navigate to Websphere applications server - Application servers - serverl

- Process definition - Java Virtual Machine.
2. Change the memory setting for Java Heap:

Initial heap size =512

Maximum heap size =3072

7.2.1.9 Configuring WebSphere for REST Services Authorization
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Configure the following in WebSphere to enable REST API authorization by OFSAA:
1. Log on to WebSphere console with the User ID provided with the admin rights.

4. Expand Security menu in the LHS and click Global security > Web and SIP security >
General settings.

[ soitware

Cell=whr00aqnNoce07 Cel, Profile=21808

Close page
View: Al tasis v |
bl secury I T
Welcome .
Global security > Web security - General settings Field help
Guided Activites For fisld halp information,
Specifies the settings for web authentication, select 2 field st
SIS General Properties marker when the help curser
] is displayed.
Web authentication behavior Page hel,
Sarices _ ge help
[®] authenticate anly when the URI is pratactad More information sbout this
Resalirees pzez
¥ Use available suthentication data when an unprotected URI is accessed
= Security
O authenticate whan any URL is accassed
Global s
Securty
Ad ive Authorization Groups (1) Default to basic authentication vihen cartificate authentication for the HTTPS client fails
SSL cert d key management
Securty

Bus security
Envirenment

[l System administration

master resesitery

Job
Cansale Identity

Users and Groups
Monitoring and Tuning
Troubleshosting
Senice intzgration

uDDI

5. De-select the Use available authentication data when an unprotected URI is
accessed checkbox.

6. Click OK.

WebSphere. [T [ b

Cell=wnt00aqnNodeQ7 Cell, Protile=aix806 Close page
View: Al tasks v |
e ? 5 TR
Welcome
B Messages Field help
Guided Activities For field hel,
& changes have been made to your local configuration. You can: et el
£Ti=e . sa tly to the master configuration. marker when
pplications anges before saving or discarding. is displaysd.
Services Page help
= & The server may need to be restarted for these changes to take effect, ::;%W
= Security
Global security
Global it

tration and the default application security policy. This security configuration applies to the security policy for all a
ult security policy for user applications. Security domains can be defined to override and custo

Adminis

SSL certficate and key management
Security auditing

Extended Reposi

Job scheduler
Console Identity
Users and Groups
Moritering and Tuning
Troubleshoating

& Service integration

upo1

Application security

[ enable application security

Java 2 security

Administrative group roles

Administrative suthentication

[ Use Java 2 security to restrict application access to local resources

7

User account repository

® 7o

© swan ): Ne

—— Security Configuration Wizard Security Configuration Repor
Environment Administrative security Authentication
(=) System sdministration [ e sacurty wser roles Authentication mechanisms and expiration

Authentication cache settings
Web and SIP security

RUI/IIOP security

Java Authentication and Authorization Service

) Enable Java Authe:
Broviders

[ t1ze realmenualifierd user

SPI (2A3PT)

mize the security policie

between servers

7. Click Save to save the changes to master configuration.

7.2.1.10 Configuring Application Security in WebSphere

This is a mandatory security procedure for WebSphere to restrict the unauthorized access of configuration

files in directories. For detailed information, see the Oracle Financial Services Analytical Applications
Infrastructure Security Guide.
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7.2.2 Configuring WebLogic for Application Deployment

Applicable only if the web container is WebLogic.

You can deploy multiple OFSAA applications on different domains of a stand-alone WebLogic
application Server. To create a WebLogic "Domain" you can use the Domain Creation wizard. A

domain is the set of files that define the runtime environment. At least one domain must exist to
run WebLogic Application Server.

NOTE: For deployment on Oracle WebLogic Server 12.1.3+ (64 bit) with Java 8, download and
install patch 18729264 from My Oracle Support.

This section includes the following topics:

¢ Creating Domain in WebLogic Server

¢ Deleting Domain in WebLogic

¢ Setting WebLogic Memory

¢ Configuring WebLogic for REST Services Authorization

7.2.2.1 Creating Domain in WebLogic Server

To create a new domain using Configuration Wizard in WebLogic, do the following:

1. Navigateto <WLS_ HOME>/wlserver/common/bin directory and execute the command:

./config.sh

The Configuration Type window of the Configuration Wizard is displayed
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Configuration Type ORACLE
FUSION MIDDLEWARE

o) Create Domain
Templates
Administrator Account

Domain Mode and |DK

Configuration Summary

‘What do you want to do?

).l,\ Advanced Configuration
] Configuration Progress

End Of Configuration ) iCreate a new domain

Update an existing domain

Domain Location: | Dracle /Middleware/COracle_Home/fuser_projects fdomains/base_domain Erowvse

Create a new domain.

Help Mext > Cancel
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2. Select the Create a new domain option and click Next. The Templates window is displayed.

EI Fusion Middleware Configuration Wizard - Page 2 of 8@ofss220601

= |
_— forsae g )‘
FUSION MIDDLEWARE

it Create Domain

@) Create Domain Using Product Templates:
Sl Templates
Administrator Account Template Categories: |All Templates -
T Domain Mode and DK Ayailable Templates
" - F— -
AaEnEes) CRmTENEaD Bazic WeblLogic Server Domain - 12.2.1.2.0 [wiserver]
)T\ ‘WeblLogic Advanced Web Services for JAX-RPC Extension - 12.2.1.2.0 [oracle_comman]
T Configuration Summary ‘WeblLogic Advanced Web Services for JAX-WS Extension - 12.2.1.2.0 [oracle_commaon]
] Configuration Progress Weblogic Coherence Cluster Extenzion - 12.2.1.2.0 [wizerver]
U End Of Canfiguration WeblLogic |AX-WS SOAPSIME Extension - 12.2.1.2.0 [oracle_common]

Create Domain Using Custom Templare:

Help

< Back Mext = Cancel
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3. Select the Create Domain Using Product Templates option and click Next. The
Administrator Account window is displayed.

~
‘3| Fusion Middleware Configuration Wizard - P: 3 of 8@ofss220601
g age

_ORACLE

Administrator Account

Create Domain

Templates

Administrator Account

Domain Maode and |DE

Advanced Configuration
Configuration Sum mary

Configuration Progress

C—(—€—F—€—E—F—¥

End &f Configuration Mame

Pazzward

Confirm Passward |

Uszer name may not contain commas, tabs, or any of the following characters: < =#| &7 0{}

< Back |L Mext > I Einizh Cancel
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Enter the user name to be assigned to the administrator, the password and confirm the
password. Click Next. The Domain Mode and JDK window is displayed.

-
. Fusion Middleware Configuration Wizard - Page 4 of BQOMZM”EM

Domain Mode and JDK ORACLE
FUSION MIDDLEWARE
LCreate Domain

T | Domain Mode
emplates

/T (%) Development
Administrator Accaunt
T Utilize boot.properties for username and password, and poll for applications to deploy
w Domain Mode and JDK .
| () Productian
Advanced Configuration L
’Tk Require the entry of a username and password, and do not poll for applications to deploy
T Configuration Summary

DK
» Configuration Progress ] )
l (%) Oracle HotSpot 1.8.0_45 fusr/fjava/jdkl.5.0_45
~ End Of Configuration i

() Other |DK. Lacation:

Help

< Back | Mext = I Cancel
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5. Select from the following options:

¢ Inthe Domain Mode section, select the required mode (Development or
Production).

¢ Inthe JDK section, select the required option. If you select Other JDK Location, click
Browse, navigate to the JDK location, and select. Click Next.

e The Advanced Configuration window is displayed.

-
jl Fusion Middleware Configuration Wizard - Page 5 of 9@ofss220601

Advanced Configuration ORACLE
FUSION MIDDLEWARE

Create Domain

/T\ | Administration Server
i, Templates
/T\ L Madify Settings
T Administrator Account
.|, Comain Mode and DK Node Manager
jo Advanced Configuration Configure Mode Manager
T Administration Server Topology
T Configuration Summary Add, Delete or Modify Settings for Managed Servers, Clusters, Virtual Targets and Coherence
I Configuration Progress

End Of Configuration

Help < Back Mext = Cancel

e e ——————
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6. Select Administration Server. A WebLogic Server domain must have an Administration
Server. You can also select Manages Servers, Clusters and Machines and RDBMS
Security Store, if required. Click Next. The Administration Server window is displayed

Fil Fusion Middleware Configuration Wizard - Page 6 of 9@ofss220601

LCreate Domain

Templates

Domain Mode and DK
Advanced Configuration
Administration Server

Configuration Summary

Configuration Progress

)Tk
)Jlj Administrator Accoumnt
T
e
|
T
I

End Of Configuration

Help

Administration Server OQACI_E
FUSION MIDDLEWARE

Server Mame Adminserver
Listen Address | All Local Addresses

Listen Port 3031

Enable 33L

551 Listen Port

Port number must be between 1 and 65535, and different from 55L listen port and coherence port

= Back Mext =

el Cancel
_
=
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7. Enter Administration Server details such as the Server Name, Listen Address, Listen
Port, Enable SSL(for secure login using https, select this check box), and SSL Listen
Port. Click Next. The Configuration Summary window is displayed.

NOTE: Make a note of the Listen Port or SSL Listen Port value (for example: 7007),
since the same has to be re-entered in the Servilet port field during
Infrastructure installation.

EI Fusion Middleware Configuration Wizard - Page 7 of 9@ofss220601

Configuration Summary OQACLE i j‘
FUSION MIDDLEWARE

Create Domain

4 Wiews |Deployment - Mame Basic WeblLogic Server Domain
Description  Create a basic WeblLogic Server domai
fIte i (214 (= base_domain {fscratch/806wls/ Oracle/Middleware, Author Oracle Carporation
Administrator Account B = Server

Location fscratch/806wd s/ Oracle /Middleware

D AdminServer

Domain Mode and |DE

Advanced Configuration

Administration Server
el Configuration Summary
Configuration Progress

End Of Canfiguration

| Y 77— ’

Select Create to accept the above options and start creating and configuring a new domain. To change the
above configuration befare starting Domain Creation, go back to the relevant page by selecting its name in
the left pane, or by using the Back button.

Help

= Back LCreate Cancel
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8. Verify the configuration details of the WebLogic domain and click Create. The
Configuration Progress window is displayed with the status indication of the domain
creation process.

- B’
Fusion Middleware Configuration Wizard - Page 8 of 9@ofss220601 [
E—

ORACLE
FUSION MIDDLEWARE

Configuration Progress

/-l-\ Create Domain

100% |

/-l-\ Templates I

Administrator Sccount Copy Unprocessed Artifacts
Security Proceszing
Artifacts Generation

String Substitution

Post Processing

Domain Mode and |DK

I
I
T
l
[
|

%844

Administration Server

A Advanced Canfiguration

Configuration Summary

) Configuration Progress

w End Of Configuration

< Back Mext = Einish
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9. Click Next when 100% of the activity is complete. The End of Configuration window is
displayed.

_—I Fusion Middleware Configuration Wizard - Page 9 of 9@ofss220601

End Of Configuration ORACLE
FUSION MIDDLEWARE

Create Domain

¥ Oracle Weblogic Server Configuration Succeeded

. TRlfEeEs New Domain base_domain Creation Succeeded
o Administrator Account Domain Lacation
fecratch fB06ws/Oracle/Middleware/ Oracle_Homefuser projects/domains fhase_domain
Domain Mode and JDE Admin Server URL

http:f/ofss220601:9091 fconsale

2 Advanced Configuration
< Administration Server

Configuration Sum mary
Configuration Progress

! End OF Configuration

Help Einizh

10. Click Finish. The domain server is created enabling the deployment of multiple
Infrastructure applications on a single WebLogic.

NOTE: Note down the HTTPS port specified during this process and use the same as
servlet port or web server port during OFSAAI Installation. To enable https
configuration on Infrastructure, assign value 1 to "HTTPS_ENABLE" in
OFSAAIL_InstallConfig.xml for silent mode OFSAAI installation.

11. Add a java option entry -DUseSunHttpHandler=truein WLS_HOME/bin/
"setDomainEnv.sh" file (Required onlyif self-signed certificate is used).

7.2.2.2 Deleting Domain in WebLogic

1. Navigate to the following directory:

<WebLogic Installation directory>/user_projects/domains/<domain name>/bin
2. Execute ./stopWebLogic.sh to stop the WebLogic domain.

3. Delete the WebLogic domain.
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7.2.2.3 Setting WebLogic Memory

To configure the WebLogic Memory Settings:

1. Change the memory setting for Java Heap to -¥ms512m -¥mx3072m iN setDomainEnv.sh
file, which resides in the folder <DOMAIN_HOME>/bin and in CommEnv.sh file which
resides in the folder common/bin.

2. Edit this file for customizing memory settings and garbage collector settings depending
on the available hardware configuration.

Example 1:

if [ "${JAVA VENDOR}" ="Sun" ] ; then
WLS MEM ARGS 64BIT="-Xms512m -Xmx1024m"
export WLS MEM ARGS 64BIT

WLS_MEM ARGS 32BIT="-Xms512m -Xmx1024m"
export WLS MEM ARGS 32BIT

else

WLS MEM ARGS 64BIT="-Xms512m -Xmx1024m"
export WLS MEM ARGS 64BIT

WLS MEM ARGS 32BIT="-Xms512m -Xmx1024m"

export WLS MEM ARGS 32BIT
Example 2:

JAVA VM=

MEM ARGS="-Xms256m -Xmx1024m"

7.2.2.4 Configuring WebLogic for REST Services Authorization
To enable REST API authorization by OFSAA in WebLogic, perform the following steps:

1. Openthe config.xml file located in the domain where OFSAA is deployed, that is

<domain home>/config/config.xml

2. Add the following in the security-configuration tag:

<enforce-valid-basic-auth-credentials>false</enforce-valid-basic-auth-

credentials>

7.2.3 Configuring Apache Tomcat Server for Application Deployment

This section is applicable only when the Web Application Server type is Tomcat.

¢ Administering Tomcat User

¢ Configuring Tomcat to use JAVA 64 bit Executables
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Configuring Servlet Port

Configuring SSL Port

Setting Apache Tomcat Memory

Configuring Tomcat for User Group Authorization

Uninstalling WAR Files in Tomcat

Configuring Axis API

7.2.3.1 Administering Tomcat User

The Tomcat administration and manager application does not provide a default login. You are
required to edit "$SCATALINA HOME/conf/tomcat-users.xml"as instructed below.

This file contains an XML tag <user> for each individual user, which will display the username
and password used by admin to log on to Tomcat, and the role names to which the admin user is
associated with. For example, <user name="admin" password="admin"
roles="standard,manager"/>

1.

7.2.3.2

=

w

4.

Add the manager role to any one of the existing username/password combination as
shown in the example above.

Use the same username/password to which the manager-gui role has been assigned
to access the Tomcat Application Manager.

If the Tomcat server is already running, it requires a re-start after the above
configuration is done.

Configuring Tomcat to use JAVA 64 bit Executables

Navigate to the "$CATALINA HOME/bin" folder.

Edit the setclasspath.sh as explained below.

Replace the following block of text:

# Set standard commands for invoking Java.
RUNJAVA="$JRE HOME"/bin/java

if [ "$o0s400" != "true" ]; then
RUNJDB="$JAVA HOME"/bin/jdb

With

# Set standard commands for invoking Java.
RUNJAVA="S$JAVA BIN"/java

if [ "S$o0s400" != "true" ]; then
RUNJDB="$JAVA BIN"/jdb

If the Tomcat server is already running, it requires a re-start after the above
configuration is done.
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NOTE: In case tomcat is installed under different UNIX profile, set JAVA_BIN environment
variable in .profile to include the Java Runtime Environment absolute path.
For example:
export JAVA BIN /usr/java/jdkl.7.0 65/jre/bin
export JAVA BIN = /usr/jdkl.7.0 75/bin/sparcv9 for Solaris Sparc

7.2.3.3 Configuring Servlet Port

The default servlet port configured for the Tomcat installation is 8080. Ignore this section if you
need to use the default port.

If you need to use a different port number, you must first configure the port in the " server.xml" in
the "conf" directory of Tomcat Installation directory. The following steps guide you through the
configuration process:

1. Navigate to SCATALINA HOME/conf. Open server.xml and locate the tag:

"Define a non-SSL HTTP/1.1 Connector on port 8080"

2. Against this tag, a parameter is specified 'Connector port = "8080" '. Edit this value
to the new port number that will be used during the installation process.

3. Saveyourchangesinserver.xml file.

NOTE: Make a note of the servlet port configured. This information is required duringthe
installation of OFSAA Application Pack.

7.2.3.4 Configuring SSL Port

If you need to configure and access your OFSAA setup for HTTPS access, ensure that the
following connect tag under Define a SSL HTTP/1/1 Connector on port 8443" in

<Tomcat installation folder>/conf/server.xml file is uncommented for SSL Configuration.
(By default, it is commented).

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"

clientAuth="false" sslProtocol="TLS"

NOTE: Make a note of the servlet port configured. This information would be required during
the installation of OFSAA Application Pack.

To enable https configuration on Infrastructure, assign value 1 to "HTTPS_ENABLE" in
OFSAAI_InstallConfig.xml for SILENT mode OFSAAI installation.

For more information related to SSL Configuration on Tomcat, refer to
http://tomcat.apache.orgl.
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7.2.3.5 Setting Apache Tomcat Memory

To configure the Apache Tomcat Memory Settings:

1. Locate the file catalina.sh which resides in the folder <CATALINA_HOME>/bin.

2. Edit this file for customizing the memory settings and garbage collector settings
depending on the available hardware configuration.

3. Add the memory setting for Java Heap to -¥ms512m -Xmx1024m,

4. Example:
if [ -z "SLOGGING MANAGER" ]; then
JAVA OPTS="SJAVA OPTS -Xms512m -Xmx1024m
-Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager"
else

JAVA OPTS="$JAVA OPTS -Xms512m -Xmx1024m S$SLOGGING MANAGER"

fi

7.2.3.6 Configuring Tomcat for User Group Authorization and Data Mapping

Users with system authorization roles can access User Group Authorization. However, to make it
available on Tomcat web server, you have to perform the following configuration steps:

1. Navigate to the SCATALINA HOME/conf folder and open web . xml file.
2. Enter the following in the web . xm1 file.

<init-param>
<param-name>mappedfile</param-name>
<param-value>false</param-value>
</init-param>

3. Save and close the file.

7.2.3.7 Uninstalling WAR Files in Tomcat

To uninstall WAR files in Tomcat refer Uninstalling WAR Files in Tomcat.

7.2.3.8 Configuring Axis API

This step is optional and required only if the web application server used in Apache Tomcat. If
you use any other web application server, skip and proceed to next step.

Copy the Jjaxrpc.jar from the <OFSAA Installation Directory>/axis-
1 4/webapps/axis/WEB-INF/1lib and place it in under <Tomcat Installation
Directory>/1ib and restart the Tomcat Server.
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8 Appendix B: Configuring Resource Reference in Web
Application Servers

This appendix includes the following topics:

¢ Configuring Resource Reference in WebSphere Application Server

¢ Configuring Resource Reference in WebLogic Application Server

¢ Configuring Resource Reference in Tomcat Application Server

8.1 Configuring Resource Reference in WebSphere Application Server

This section is applicable only when the Web Application Server is WebSphere.
This section includes the following topics:

¢ Creating JDBC Provider

¢ Creating Data Source

¢ Creating J2C Authentication

¢ Creating JDBC Connection Pooling

8.1.1 Creating JDBC Provider

1. Open the WebSphere admin console in the browser window:;
http://<ipaddress>:<administrative console port>/ibm/console. (https, if SSL is

enabled). The Login window is displayed.
2. Login with the user ID that has admin rights.

3. Expand the Resources option in the LHS menu and click JDBC - JDBC Providers.
The JDBC Providers window is displayed.
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JOBC providers

JDBC providers

7=

Use thiz page to edit propaerties of a JOBC provider. The JDEC provider object encapsulates the specific JDEC driver

implementation class for access to the specific vendor database of your ens
guided sctivity. A guided activity provides a list of task steps and more ger

nment, Learn more about this task in a
| information about the topic:

[E] Scope: Ceil=GXS150REV-Zone2Node05Cell. Node=GXS1S50REV-Zone2Node0S, Server=serverl

Scope specifies the leval at which the resource definition is visible. For detalled
information on what scope is and how it works, see the scoce settings hels.

Node=GXS1S0REV-ZonezNode0s, Servar=sarverl V|

Prefarences

\_uj Dealeta

e

Select MName §
You can administer the following resources:

D Cerby JOEC Provider

Scope {

Node=GXS150REV-

Zone2NodelS,Server=serverl

EICMASTER

Qracle JDEC Driver

NodewGXS150REV-

Zone2NodelS, Server=sarverl

Derby embedded non-XA JDBC
Provider

Description §

Oracle JDEC Driver

O Node=GXS1SO0REV- Oracle JDEC Crivar
Zone2Ncdeds, Server=sarverl

D RORFFW Node=GXS1S0REV- RORFFW
Zone2NodeldS . Server=sarverl

D RORPNC Node=GX51S0REV- RORPNC
Zone2NodelsS, Serverszerverl

(mHE SGSOFT Node=GXS1SOREV- UPGSPFT
Zone2NodeOS,Serverngerverl

0 UPGSROR Node=GXS150REV- UPGSROR
Zone2NodeOS5.Servernserverl

O 2 Al Node=GXS1SOREV- UPGSSAND

Total &

Zone2NodelS, Serversserverl

JDBC Providers

4. Select the Scope from the drop-down list. Scope specifies the level at whichthe

resource definition is visible.

5. Click New to add new JDBC Provider under the Preferences section. The Create new

JDBC provider window is displayed.
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Create a new JDBC Provider -

Create a new JOEC Provider

=) Step 1: Create new E JDBC p r
JDBC provider

Saet the basic configuration values of a JDBEC provider, vhich encapsulates the specific
vendor JDBC driver implementation cissses that are required to sccess the database,
The wizard fills in the name and the description fieids. but you can type different
values,

Step 2: Enter
database class path
information

Step 3: Summary Scope
cells :GXS1S0REV-
Zone2Hode03Ceall:

Zone2hode0s: ersiserveri

* Provider tyce
| Oracle JOBC Driver v

+ Implementation type E
| Connection pool data source ¥

* Name
[oracle JOBC Driver

Description
Oracle JDEC Driver [:]

. ierancel I:

Create a new JDBC Provider
6. Enter the following details:
= Database Type - Oracle
= Provider Type- Oracle JDBC Driver
= Implementation Type- Connection pool data source
= Name- The required display name for the resource
= Description - The optional description for the resource

7. Click Next.
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Create a new JDBC Provider -

Create 3 new JDEC Provider

Step 1: Create new Emé’mb.'!" =g m = : |
JOBC provider Cind e o v_”u‘. formation

Set the environment variables that represent the JDEC driver class files, which
WebSphere(R) Application Server uses to define your JOBC provider. This vizard page
displays the file names: you supply only the directory locations of the files. Use
complete directory paths whaen you type the JOBC driver file locations. For example:
C:\SQLLIB\java on Windows(R) or /home/db2inst1/sqllib/java on Linux{TM]}.

Step 2: Enter
database class path
information

Step 3: Summary

If 3 value is spedfied for you. you may click Next to accept the value.

Class path:

5]
=)

Directory location for “oidbcS.jar” vhich is saved as WebSphere variable
${ORACLE_JOBC_DRIVER_PATH}

[‘-‘cra cle/orajdbe/app/orajdbe/product/11.2.0/client_1/3dbc/lib

\' ‘Previous l | Nextl 7\ Aé;ncél'|

Enter database class path information

8. Specifythedirectorylocationfor'ojdbc<version>.jar"file. Ensure that youdo notuse
the trailing slash file separators.

The Oracle JDBC driver can be downloaded from the following Oracle Download site:
¢+ = Oracle Database 11g Release 2 (11.2.0.4) JDBCDrivers
¢+ = Oracle Database 12c Release 1 (12.1.0.1) JDBC Drivers

Once downloaded, you need to copy the file in the required folder on the server.

NOTE: Refer Appendix O for identifying the correct ojdbc<version>. jar version to be
copied.

9. Click Next. The Summary window is displayed.

Craate a new JOEC Provider

Step 1: Create new Su
JDBC peovider Sun
Step 21 Enter Summary of actions:

database cdass path Options 1 Values
information f 1

| calls:GXS150REV-Zone2todedSCall:nodes 1 GXS2SOREV-

~) Step 3: Summary SCO?. Zone2NodeldSiservars:zervert
: JDEC provider nsme i Oracle JDBC Driver
Description | dv;:h JﬁéC cm.-;
[Class path | S{ORACLE_JDBC_DRIVER_PATH)/cjdbet jar
Loire i & Aot ety i ot s Sl A i

S{ORACLE_JDBC_DRIVER_PATH} | foracle/orajdbe/app/ orajdbe/product/11,2.0/cliant_1/jdbe/lib |
Implamantation class name | oracle.jdbe.pool.OracleConnaectionPociDataSource

; | Previous. ] | ﬁni%h'] | (fonf.gl ]

Summary
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10. Verify the details and click Finish to create the JDBC Provider.

11. The options to Save and Review are displayed. Click Save.

8.1.2 Creating Data Source

The steps given below are applicable for both CONFIG and ATOMIC data source creation.

1. Open this URL in the browser window: http://<ipaddress>:<administrative
console port>/ibm/console. (https, if SSL is enabled). The Login window is
displayed.

2. Login with the user ID that has admin rights.

3. Expand the Resources option in the LHS menu and click JDBC - Data sources
option. The Data sources page is displayed.

Data sources -

Data sources

Use this page to adit the settings of 3 datasource that is associated with your selected JOEC provider. The datasource
object supplies your application with :c-mo*ho-\: for accessing the databasze. Learn more about this task in » guided
Ackivity. A guided activity provides a list of task steps and more general information about the topic.

[ Scoce: Cell»GXS150REV-Zone2Node05Cell, liode=GXS150REV-Zone2Node05, Server=serverl

Scope specifies the level at vhich the resource definition iz visible, For detailed
information on what scope is and how it vorks, 399 the 55008 settings help.

NodewGXS1S50REV-Zone2NodelS, Sarvermservarl ¥
Preferences

New Cilual Test connection ] Manage state..

@_@. ;

Select Name $ INDI name Scope § Provider Description {  Category
You can admini the foll Qr 1
D Default DefaultDatasource | Node=GXS1SOREV- Derby JOBC Dataszource
Catasource Zone2NodelS Server=serverl Provider for the
WebSphere
Default
Application
0O EigMAST 1dbe/FICMASTER Node=GXS150REV- FICMASTER New JOEC
Zone2NodelS. Servermserverl Datasource
D RORFF JEbe/RORFFW Node=GXS1S0REV- RORFFW New JOBC
Zone2Nodel5,Server=sarverl Datasource
0 RORBNC J4b/RORPRC Node=GXS1SOREV- RORPHC New JCEC
Zone2NodelS, Server=serverl Datascurce
O | wesseer Jdbc/UPGSPFT Node=GXS150REV- UPGSPFT New JOBC
ZoneZNodelS Sarversservarl Datasource
D UPGSRO 3dbe/UPGSROR Rode=GXS150REV- UPGSROR New JOBC
Zone2Node05,Server=serverl Datasource
Total &

Data Sources

4. Select the Scope from the drop down list. Scope specifies the level at which the
resource definition is visible.

5. Click New. The Create a Data Source window is displayed.
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Create a data source -

Create » data source

=) Step 1: Enter basic Enmbaﬂtdnhmminfomaﬂon
data source .
information

Set the basic configuration values of 3 datasource for association with your JDEC
provider, A datasource supplies the physical connections betysen the agplication

Step 2: Select JOBC servar and tha database.

provider

Requirement: Use the Datasources (WebSphere(R) Application Server V4) console
Step 3: Enter pages if your applications are baszed on the Enterprise JavaBeans{TM) (EJE) 1.0
database specific specification or the Java(TM) Serviet 2.2 specification.
proparties for the
data source Scoce

cells: GXS1SOREV-

Step 4: Setup Zone2Node0SCallinodes:GXS1SOREV-
security allases Zone2NodelSiservers:servers
Step 5: Summary # Data source name

[atomT

# JKDI name
igs/oRYMOCK

CPE ; ,Z?;H?el_i;

Create a Data Source
6. Specify the Data Source name and JNDI name for the new "Data Source".

The JNDI and Data Source name are case sensitive. Ensure that INDI name is same
as the "Information Domain" name.

7. Click Next. The Select JDBC provider window is displayed.
createndatazouece -

Create a data source

Step 11 Enter basic sm o » 3 M‘ "‘ ides
data source DEPCEN ST BE DV IR
information

Spaecify a JDBC provider to support the datasource. If you choose to create a new
JDEC provider. it will be created at the same scope as the datasource, If you are
Step 2: Select J0BC selecting an existing JDBC provider, only those providers at the current scope sre
provider available from tha list,

Step 31 Enter

database specific
properties for the
data source

O Create new JDEC provider

@ Select an axisting JDBC provider
Step 4: Satup — =

security alikses lsr_azlo JDEC Oriver (%

Step 5: Summary

[ Previous I iie_x{]l-aa;éeTl

Select JDBC Provider

8. Select the option Select an Existing JDBC Provider and select the required JDBC
provider from the drop-down list. Click Next.
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Craate a data source

Step 1: Enter basic Enter database specific properties for the data source |
data source
Information

Set these database-specific properties, which are required by the database vender
JDBC driver to support the connections that sre managed through the datasource.

Step 2: Select JDBC
provider

Step 3: Enter ﬁ'!’. | v,.'“,., —
database specific
pwpo::i:s for the * URL [fo.184.108.91 11521 0rcl11g)

data source ‘
# Data store helper class name
Oracleiig data store helper ¥

Step 4: Setup
sacurity aliases

Step 5: Summary Usze thiz dats source In container managed persistence (CMP)

Previous | Nextl Cancell

Enter Database Properties
9. Specify the database connection URL.
For Example: jdbc:oracle:thin:@<DB_SEREVER_IP>:<DB_SERVER_ PORT>:<SID>

10. Select Data Store Helper Class Name from the drop-down list and ensure thatthe
checkbox Use this data source in container managed persistence (CMP) is
selected.

NOTE: For RAC configuration, provide the RAC URL specified during installation.

For Example:

jdbc:oracle:thin: @ (DESCRIPTION= (ADDRESS LIST=(ADDRESS=(PROTOCOL=TCP) (HOST=1
0.11.12.13) (port=1521)) (ADDRESS=(PROTOCOL=TCP) (HOST=10.11.12.14) (PORT=1521)

) (LOAD_BALANCE=no) (FAILOVER=yes)) (CONNECT DATA=(SERVICE NAME=pgadb)))

11. Click Next.
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Create a dats source
Step 1: Enter basic
data source

information

Select JDEC

Step 2:
provider

Step 3: Enter
database specific
properties for the
data source

=) Step 4: Setup
security aliases

Stap 5; Summary

Select the authentication values for this rezource.

Comp W-manzaged auther

| (none}

v 7

| (none)

[.(nan.)

Mapping-configuration alia:

Container-managed authentication alias

vl

v

Note: You can create a new J2C authenti
links. Clicking on a8 link vill cancel the vizard and your current wizard selections will be

aliaz by ing one of the folloving

lost.
|l henticati
Secunity domains

l Previous I f Cani::l. I

Setup Security Aliases

12. Map the J2C authentication alias, if already created. If not, you can create a new J2C
authentication alias by accessing the link given (Global J2C authentication alias) or
you can continue with the data source creation by clicking Next and then Finish.

Craate 3 data source

Step 1: Enter basic
data source
information

Step 2: Select JOBC
provider

Stap 3: Enter
database specific
properties for the
data source

Step 4: Satup
security allases

Step 5: Summary

Summary of actions:
I”Opt;onlv : VI'U.!‘
Scope cells:GX51SO0REV-Zone2NodeOSCell:nodes:GXS1S0REV-
Zone2Nodel5:servers:serverl
l;ta lou; r:m: AtomT = =
JNDI name jdbc/DRYMOCK

Select an existing
JDEC provider

Oracle JDEC Driver

Implemantation class
name
URLr - —
Data store helper class
name

Use this data source in

jdbcioracle:thini@10.184.108,91:15211orcl11gr2

oracle.jdbe.pool.OracleConnectionPoolDataSource

com.ibm.websphere.rsadapter.Oracle10gDataStoreHelper

container managed true

ncumojin (cmp)

Component-managed

authentication alias {0oné)

Mapping-configuration (nene)

aliss

Container-managed

authentication aliaz snone)
| _Previous | | Finish | | Cancel |

Summary

You can also create and map J2C authentication alias after creating the data source.
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13. You must create another Data source by following the above procedure with
jdbc/FICMASTER as JNDI name pointing to the "configuration schema" of
Infrastructure.

8.1.3 Creating J2C Authentication

The steps given below are applicable for creating both config and atomic J2C Authentication.
To create J2C Authentication details:

1. Select the newly created Data Source and click JAAS - J2C authentication datalink
under Related Items.
Data sources =

Data sources > Default Datasource > JAAS - J2C authentication data

Specifies a list of user identities and passwords for Java(TM) 2 connector security to use

Prafix new alias names vith the node name of the cell (for compatidility with earller releases)

Apply

@ Preferances
Naw || Delate
N ERIE

Selact Alias £ UsarID & Description §

You can administer the following resources:

O GXS130REV- upgsconf FICMASTER
one2Node0S/FICMASTER |

O GXS1S0REV-Zone2NodeOS/RORFFW | rorffw

D GXS1J0REV-Zong2NodeQS/RORONC | rorpnc

D | SOFT | upgspft | upgspft

D | upgsprod upgsprod

O [ . upgsror [ upgsror

D . upgssand v upgssand

D GXS1SOREV-Zone2NodeOS/VASTEST . upgsconf upgsconf

Total 8

JAAS - J2C Authentication Data

2. Click New under the Preferences section.
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Data sources > Default Datasource > JAAS - 12C authentication data > New

Specifies 3 list of user identities and passwords for Java(TM) 2 connector security to use

General Properties

* Aliss
Atm

+ User ID
Iu:;x‘.’3
* Password
Description
I;to-nn: Instance
1 1
Apply | |OK| | Reset ] Cancel

JAAS - J2C Authentication Data - New
3. Enter the Alias, User ID, Password, and Description. Ensure the following:

= User ID is the Oracle user ID created for the respective CONFIG and ATOMIC
Schema for the “Information Domain”.

[l Specify the CONFIG database user ID and password information for the
jdbc/FICMASTER data source, and specify the ATOMIC database user ID and
password information for the ATOMIC schema data source that you created earlier.

4. Click Apply and save the details.

8.1.4 Creating JDBC Connection Pooling
To define the JDBC connection pooling ensure that you have created JDBC Provider and Data
source to access the data from the database.

1. Expand the Resources option in the LHS menu and click JDBC - Datasources
option. The Data sources page is displayed.

2. Click the newly created Data Source $DATA_SOURCE$ and navigate to the path Data
sources>S$DATA_SOURCES>Connection pools.

Oracle Financial Services Software ORACLE

129



OFSDF 8.0.6.0.0 Installation Guide

[Datasowrces 7 ]
Data sources > GAEUSION DATA SOURCE > Connection pools

Use this page to set properties that impact the timing of connection management tasks, which can affect
the parformance of your application. Considar the default values carafully; your application requiremants
might warrant changing these values,

Configuration

General Properties Additional Propeorties

Scope
cells:ipa26édorNode0iCellinodes ipazbdorNodeDlsarvers:serverl Advanced
nn ion |
4+ Connection timeout ereperiies
seconds Cennection pool

+ Maximum connections
[100 connactions

* Minimum connactions
10 connactions

+ Reap time
[180 seconds

* Unused timeout

{1800 seconds
+ Aged timeout
0 seconds
Purge policy .
EntiraPool ﬂ

lApp|y| ﬂ] Rosot] Cunul[

Connection Pools

3. Set the values for Connection timeout to 0 seconds, Maximum connections to 100
connections, and Minimum connections to 10 connections as shown in the above
figure. You can also define Reap Time, Unused Timeout, and Aged Timeout as
required.
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8.2 Configuring Resource Reference in WebLogic Application Server

This section is applicable only when the Web Application Server is WebLogic.

¢ Creating Data Source

¢ Creating GridLink Data Source

¢ Configuring Multi Data Sources

¢ Advanced Settings for Data Source

¢ Creating JDBC Connection Pooling

In WebLogic, you can create "Data Source" in the following ways:

¢+ For a Non RAC Database instance, Generic Data Source has to be created. See_
Creating Data Source.

¢+ For a RAC Database instance, GridLink Data Source has to be created. See Creating
GridLink Data Source.

¢ When Load Balancing/Fail over is required, Multi Data Source has to be created. See_
Configuring Multi Data Sources.

8.2.1 Creating Data Source

The steps given below are applicable for both config and atomic data source creation.

1. Open WebLogic Admin Console in the browser window:
http://<ipaddress>:<administrative console port>/console. (https, if SSL is

enabled). The Welcome window is displayed.

2. Login with the Administrator Username and Password.
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ORACLE
WebLogic Server® 11g

Administration Console

Welcome

3. From the LHS menu (Domain Structure), click Services - Data Sources. The

Summary of JDBC Data Sources window is displayed.

ORACLE Weblogic Server® Asmantration Consols

Change Center
Wiew changes and restarts

B rome Log Ot Prafererces (8 Recerd ek |

hsr wVurmmary of JOBC Oals Sarins

Lo Funae
hanges vl pzomacc by be activaked 3 1ou
wdty, add or detete bems 1 ths doman.

Domain Structue
Mocksal
¥ Cwrereme
Tegloyarts
- Sarvicns
¥ Metsarg
=x0c
Data Sources
M ot Sources
Dot Zouce Factores
Ferstert Stoees

o Craste TOC ity saromn
» Delete TOC dura sonscos

y of J08C

[

A XOC
Borrow & databass connacton from 4 data sarce.

pock of JOOC connmctiony. Aockatons can ook O 8 dits source on the 301 tres and than

| otime
| R SENODE

Wekcome, nanager | Corrmcted to: Mocksel

Shovegitot ol Wreveous | bt

Showng 1to 1o/ 1 Previous | Net

Systems Status
Ynath of Rurring Servers
I Faded (0}

Summary of JDBC Data Sources

4. Click New and select Generic Data Source option. The Create a New JDBC Data
Source window is displayed.

You can also select GridLink Data Source or Multi Data Source while creating a Data
Source. For more information, see Creating Data Source or Configuring Multi Data

Sources.
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Create a New JDOC Data Source

Next Canced

JDBC Data Source Properties

The folovwng propertes wil be used to ientfy your new JOBC cata source.

What would you like to name your new JOSC data source?
1 * Hame: ATOMSTSOL
What JNOZ name would you lke 50 assign 1o your new JOBC Data Source?

15] INDI Name:
Sdbc/ATOMSTSOL

What database type would you le to select?

Database Type: Oracle v

Next Cancel

Create a New JDBC Data Source

5. Enter JDBC data source Name, JNDI Name, and select the Database Type from the
drop-down list. Click Next.

Ensure the following:

¢ The JNDI Name field should be in the format "jdbc/informationdomain”

¢ Same steps needs to be followed to create a mandatory data source pointing to
the "configuration schema" of infrastructure with jdbc/FICMASTER as JNDI

name.

¢+ JINDI Name is the same as mentioned in web.xm1 file of OFSAAI Application.
¢+ Required "Database Type" and "Database Driver" should be selected.

Creste a New JDBC Data Source

Back  fext Cancel

JOBC Data Source Propertics
The folowing properties wil De used o identify your new JOEC data source,

Database Type: Orade

What database driver would you ke to use to create database connectons? Note: * ndicates that the driver is explofy supported by Orade Weblogi Server,

Oatabase Driver: *Oracle’s Drver (Thin XA) for Instance connections. Versions 9.0 1 and later v

Back | Next Cancel

JDBC Data Source Properties
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6. Select the Database Driver from the drop-down list. You need to select the Database
Driver depending on database setup, that is, with or without RAC. Click Next.

Create a New JDBC Data Source
Bacy | Next Cancei
Transaction Options
You have selected non-XA JOBC driver 10 Create database conrettion n your new cats source
Does s 0ata source SUpEOeT ol transactons? if yes, piease choose the transacton protocol for ths cata source,

[¥] Supports Global Transactions

Select ths 0oton o you want 1o ensbie non-XA JOBC comectons from the dats source 8 parbopate m global ransactons Lsng the Loppnp Last Rasource (LLR) ransaction cptmzaton,
Recommended n place of Emuate Two-Phase Commit.

) Logging Last Resource

Select this opton if you want to enable non-XA JOBC connestons from the data source 89 emulate pardicoetion n global Tangactions usng JTA. Selest s opton only if your appicaton can
tlerate heursts conditons.

O Emulate Two-Phase Commit

Selact ths 000 f you want 1o anadie nen-XA JOBC comectons from e data source 10 PAricoats n CObN ransachons LSy The one Dhase tommit ransacton processng, With thes opton, no

%) One-Phase Commit

Back || Next | Cance:
|

Transaction Options

7. Select the Supports Global Transactions checkbox and the One-Phase Commit option.

8. Click Next. The Connection Properties window is displayed.
Create a New JDBC Data Source
Back | Next | Cancel

Connection Properties

Oefine Connecton Properdes.

What s the name of the database you would ke to connect to?

Database Name: fsgbu
Vihats the name or IP adcress of the datadase servar?
Host Hame: 10184 74 80

Vihat s the port on the Catadase server Lsed 1o connect 1o e Catabase?

Port: 1521
What &

Atabase ACCOUNt Lser name 40 you want 15 Le to create database connectons?

Database User Name: ssatom

What s the database Account DESSWOrd 10 Use 10 Create CAtaDASS CONNACtons?

Password: esssee

Confirm Password: eseeel

Back | MNext' | Cancai

Connection Properties

9. Enter the required details such as the Database Name, Host Name, Port, Oracle
User Name, and Password.

Oracle Financial Services Software

ORACLE

134



OFSDF 8.0.6.0.0 Installation Guide

10. Click Next. The Test Database Connection window is displayed.

Create a New JD8C Data Source
Test Confguration | Back  lext | | Finsh | | Cancel
Test Database Connection
Test the database avalabity and the connection propertes you provded

VWhat s the &4 package name of JOBC driver class Lsed to reate Catabase COMNECHONS N e COMECton podl?

Driver Class Name: oracle jdbe OracleDrrver

hat 5 the URL of the database to connect to? The format of the LRL vares by J08C drinver
s |dbe oracle thin @10 184

hat databade ccount user name do you Want I use i Creale datsbase connmectons?

Database User Name: ssatom

What s the catabase account passided 10 Use 1 Treate database Lomectons?

Password: L T Y]

Confirm Password: L T T T

What are the properties to pass to the JDBC driver when oreatng database connections?

Properties:

Sser=ssaton

The set of driver properties whose Values are derived at runtme from the named system property

System Properties:

What tabie name or SQX statement woukd you lie to Use to test database omectons?

Test Table Hame:

Test Configuraton Back  Nex Frah Cancel

Test Database Connection
11. Verify the details and click Test Configuration and test the configuration settings.
A confirmation message is displayed stating "Connection test succeeded."

12. Click Finish. The created "Data Source" is displayed in the list of Data Sources.

NOTE: "UserID"is the Oracle user ID that is created for the respective CONFIG and ATOMIC
schema of the respective "Information Domain".
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"User ID" to be specified for data source with "FICMASTER" as "INDI" name should be
the Oracle user ID created for the CONFIG schema.

13. Select the new Data Source and click the Targets tab.

Create a New JDBC Data Source

Back Finish Cance!

Select Targets

You Can selact one of mire targets to cepidy your new JOBC Cata source, If you don't select a target, the data sox be craatad by depioyed. You wil need 1 deploy the cata sirce
8t 2 later tme

Servers

=
] AdminServer

Select Targets

14. Select the AdminServer option and click Finish.

8.2.2 Creating GridLink Data Source

If you have selected the option, New - GridLink Data Source while creating the "Data Source”,
you can directly specify the JDBC URL as indicated.

Create a New JOEC GridLink Data Source
Next Cance

J0BC GridUnk Data Source Properties

The foloming propertes will be Lsed to dentfy your new JOBC Grct

< Lnk Cats source
o name DEC Gridink dats source
1 * name:
DI name woudd you e 10 assgn 10 your new J0S:
15 INOT Name:
Jdbe/xyy]

What catabase type would you ke to select?

Database Type: Crace

Create a New JDBC GridLinkData Source

1. Enter Data Source Name, and JNDI Name.

Ensure that the "JNDI Name" field is specified in the format "jdbc/infodomname" and
the XA Driver checkbox is not selected. Click Next.
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Create a New JOBC GridUink Data Source

Back  Mhext Cance

Connection Propertics

Complete JDBC URL:

Database User Name:

s the database account passnord 8o use %o ceabe catabase connections?

Password:

Confirm Password:

JDBC GridLinkData Source- Connection Properties

2. Specify Complete JDBC URL, Database User Name, and Password. Click Finish.
The created "Data Source" is displayed in the list of Data Sources.

8.2.3 Configuring Multi Data Sources

A JDBC multi data source is an abstraction around a group of data sources that provides load
balancing and failover between data sources. As with data sources, multi data sources are also
bound to the JNDI tree. Applications can look up a multi data source on the JNDI tree and then
reserve a database connection from a data source. The multi data source determines from which
data source to provide the connection.

When the database used is Oracle RAC (Real Application Clusters) which allows Oracle
Database to run across a set of clustered servers, then group of data sources can be created for
instances running on a set of clustered servers and a JDBC multi data source can be created so
that applications can look up a multi data source on the JNDI tree to reserve database
connection. If a clustered server fails, Oracle continues running on the remaining servers.

1. Open WebLogic Admin Console in the browser window:
http://<ipaddress>:<administrative console port>/console. (https,
if SSL is enabled). The Login window is displayed.

2. Login with the "User ID" that has admin rights.

3. Inthe LHS menu (Domain Structure), select Services - JDBC > Multi Data
Sources. The Summary of JDBC Multi Data Sources window is displayed.
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Summary of JDBC Multi Data Sources

LS sOurles, mult data sources are aiso bound
dats source determings from which data

ADSTACHON Around & Groud of CAIA SoUrces that prowdas 10ad Balanng and fajover Detveen daia sources
ook U & MUIT data sdurce on e and then resarve & database connection from & data source, T

Use this page to'create or view muls data sources in your doman

¥ Customize this table

HMulti Data Sources(Filtered - More Columns Exist)
Showing 10 20f 2 Previous | Next

New

[ | vame & Targets
0 |~ AdminServer
O = AdmnServer

Showing 110 20f 2 Previous | Next

»

Summary of JDBC Multi Data Sources

4. Click New. The New JDBC Multi Data Source screen is displayed.

NOTE: Ensure that the Data Sources which needs to be added to new JDBC Multi Data
Source has been created.

Create a New JOBC Multi Data Source
Next Cance

Configure the Multi Data Source

The folowing properties il be used to

VWhat would you lke 50 name your ne:
15 Hame:
What 2! name would you e 20 assign to your new JOBC muit data source?

45] INDI Name:

R

18

pc/infcdomname

What aigonthm type for this JOBC MUt Dats Source would you loe £0 select?
| .
4| Algorithm Type: Load-Balancing v

Next Cance:

Configure the Multi Data Source

5. Enter the JDBC Source Name, JNDI name, and select the Algorithm Type from the
drop-down list. Click Next.

NOTE: The JNDI Name has to be specified in the format jdbc/infodomname.
JNDI Name of the Data Sources that will be added to new JDBC Multi data source
should be different from the JNDI name specified during Multi Data Source.
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Same steps needs to be followed to create a mandatory data source pointing to the
"configuration schema" of infrastructure with jdbc/FICMASTER as JNDI name for Data
Source.

JNDI Name provided in multi data source should be the same name that will be
mentioned in the web.xml file of OFSAAI Application.

You can select the Algorithm Type as Load-Balancing.

Create a New JDBC Hulti Data Source

Bact | New Cancel

Select Targets

You can seiect one or more targets 10 Sepioy your new JOSC MU Data Source
Servers

7
¥l AdminServer

Bact  Nem Conce

Select Targets

6. Select the AdminServer check box and click Next.

Create a New JOBC Multi Data Source
Back  hext Cance!

Select Data Source Type

Please selact type (XA or Nor-XA) of gata source you would ke 8 acd t your new JOSC MU Data Source

) XA Driver

(&) Non-XA Driver

Sack  Next Caacel

Select Data Source Type

7. Select the type of data source which will be added to new JDBC Multi Data Source.
Click Next.

Create a Hew JDBC Multi Data Source

Sack Foan | Canscel

Add Data Sources

What JOEC Data Sources would you ike t0 200 t0 your new JOBC MUt Data Source?
Data Sources:
Available Chosen
[RoRy
2 a
3 v
ea v Data Squrcs
! ] nsn 8
Add Data Sources
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8. Map the required Data Source from the Available Data Sources. Click Finish.

The New JDBC Multi Data Source is created with added data sources.

8.2.4 Advanced Settings for Data Source

1. Click the new Data Source from the Summary of JDBC Data Sources window. The
Settings for <Data Source Name> window is displayed.

2. Selectthe Connection Pooling tab given under Configuration.

3. Go to the Advanced option at the bottom of the page, and check the Test Connection
of Reserve checkbox (enables WebLogic Server to test a connection before giving it to
a client).

4. To verify if the data source is valid, select "Data Source name". For example,
FICMASTER.

Settings for FICMASTER
Configuration  Targets  Monitoring | Control | Security | Notes

Statsbcs  Testing
Use ths page to test database connections m ths JO5C cata source

¥ Customize this table
Test Data Source (Filtered - More Columns Exist)

Showing 1to 10f 1 Previous | Next

Server State

) | oFsanrzs

Showing 1 to 10f 1 Previous | Next

Settings for <Data Source Name>
5. Select the server and click Test Data Source.
6. A message is displayed indicating that the test was successful.
7. Once the "Data Source" is created successfully, the following messages are displayed:
¢+ All changes have been activated. No restart is necessary.
¢+ Settings updated successfully.

If not, follow the steps given above to recreate the data source.
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8.2.5 Creating JDBC Connection Pooling

To define the JDBC connection pooling, ensure that you have created JDBC Provider and Data
source to access the data from the database.

1. Click the newly created Data Source $DATA SOURCE$ and navigate to the path
Oracle Home = Summary of Services: JDBC -> Summary of JDBC Data
Sources = JDBC Data Source-<INFODDOM NAME>

2. Set the values for Initial Capacity to 10, Maximum Capacity to 100, Capacity Increment
by 1, Statement Cache Type to LRU, and Statement Cache Size to 10.

3. Click Save.

8.3 Configuring Resource Reference in Tomcat Application Server

This section is applicable only when the Web Application Server is Tomcat.
This section includes the following topics:

¢ Creating Data Source

¢ Creating JDBC Connection Pooling

¢ Configuring Class Loader for Apache Tomcat

Copy the Oracle JDBC driver file, ojdbc<version>.jar from <Oracle Home>/jdbc/lib
and place it in <Tomcat Home>/lib.

NOTE: Refer Appendix O for identifying the correct ojdbc<version>.jar version to be
copied.

8.3.1 Creating Data Source

To create "data source" for OFSAA application, navigate t0 <Tomcat Home>/conf and edit the
following block of text by replacing the actual values in server.xml.

NOTE: The User-IDs for configuration/ atomic schemas have the prefix of setupinfo depending
on the value set for PREFIX SCHEMA NAME in OFS_BFND SCHEMA IN.XML file of
Schema Creator Utility.
For example: if the value set for PREFIX SCHEMA NAME is DEV and the schema
name was mentioned as ofsaaconf, then the actual schema created in the database
iS DEV_ofsaaconft.

<Context path ="/<context name>"
docBase="<Tomcat Installation Directory>/webapps/<context name>"
debug="0"

reloadable="true"
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crossContext="true">
<Resource auth="Container"

name="jdbc/FICMASTER"
type="javax.sql.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="<user id for the configuration schema>"
password="<password for the above user id>"
url="jdbc:oracle:thin:@<DB engine IP address>:<DB Port>:<SID>"
maxActive="100"
maxIdle="30" maxWait="10000"/>

<Resource auth="Container"
name="jdbc/<INFORMATION DOMAIN NAME >"

type="7javax.sql.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="<user id for the atomic schema>"
password="<password for the above user id>"
url="jdbc:oracle:thin:@<DB engine IP address>:<DB Port>:<SID>"
maxActive="100"
maxIdle="30" maxWait="10000"/>

<Resource auth="Container"
name=" jdbc/<HIVE INFORMATION DOMAIN NAME >"
type="7javax.sql.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="<user id for atomic schema of HIVE INFORMATION DOMAIN>"
password="<password for the above user id>"
url=" jdbc:oracle:thin:@<DB engine IP address>:<DB Port>:<SID>"
maxActive="100"
maxIdle="30" maxWait="10000"/>

</Context>

For example:
<Context path ="/FSDF806"
docBase="/scratch/ofsaa/apache-tomcat-8.0.21/webapps/FSDF806"
debug="0"
reloadable="true"
crossContext="true">

<Resource auth="Container"
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name="jdbc/FICMASTER"
type="javax.sql.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username=" FSDFHIVECONE"
password="passwordl23"
url="jdbc:oracle:thin:@10.184.155.78:1521:FSDFDB12C"
maxActive="100"
maxIdle="30" maxWaitMillis="10000"/>

<Resource auth="Container"
name="jdbc/FSDFINFO"
type="javax.sql.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username=" FSDFHIVEMETA"
password="passwordl23"
url="jdbc:oracle:thin:@10.184.155.78:1521:FSDFDB12C"
maxActive="100"
maxIdle="30" maxWait="10000"/>

<Resource auth="Container"
name="jdbc/FSDFHVINFO"
type="7javax.sqgl.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="BSZBDSATM806"
password="passwordl23"
url=" jdbc:oracle:thin:@10.184.155.78:1521:FSDFDB12C "
maxActive="100"
maxIdle="30" maxWait="10000"/>

</Context>

NOTE: The <Resource> tag must be repeated for each Information Domain created.
After the above configuration, the "WAR" file must be created and deployedin
Tomcat.

8.3.2 Creating JDBC Connection Pooling

To define the JDBC connection pooling, do the following:

1. Copy $ORACLE HOME/jdbc/lib/ojdbc<version>.jar to the path
$TOMCAT_DIRECTORY/lib/

NOTE: Refer Appendix O for identifying the correct ojdbc<version>.jar version to be
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copied.

2. Editthe server.xml present under the path STOMCAT_DIRECTORY/conf/ with the below
changes, which is required for connection pooling.

<Context path="/ S$CONTEXTNAMES" docBase=" $APP_DEPLOYED_PATH$ "
debug="0" reloadable="true" crossContext="true">

<Resource auth="Container"

name="jdbc/ SINFODOM NAMES"

type="javax.sql.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username=" $ATOMICSCHEMA USERNAMES"
password="$ATOMICSCHEMA PASSWORDS"

url="$JDBC_ CONNECTION URL"

maxActive="100"

maxIdle="30"

maxWait="10000"

removeAbandoned="true" removeAbandonedTimeout="60"
logAbandoned="true"/>

</Context>
Note the following:

e S$SAPP DEPLOYED PATHS$ should be replaced by OFSAAI application deployed
path.

e SINFODOM NAMES should be replaced by Information Domain Name.

e SATOMICSCHEMA USERNAMES should be replaced by Atomic schema database
user name.

e SATOMICSCHEMA PASSWORDS should be replaced by Atomic schema database
password.

e S$JDBC_CONNECTION URLshould be replaced by JDBC connection string
jdbc:Oracle:thin:<IP>:<PORT>:<SID>.
For example: jdbc:oracle:thin 10.80.50.53:1521:so0luint

e The User-IDs for configuration/ atomic schemas have the prefix of setupinfo
depending on the value set for PREFIX_SCHEMA_NAME in <<APP
Pack>> SCHEMA IN.XML file of Schema Creator Utility.

e For example: if the value set for PREFIX_SCHEMA_NAME is DEV and the
schema name was mentioned as ofsaaconf, then the actual schema created
in the database would be DEV_ofsaaconf.

In the event, Oracle Wallet is configured in OFSAA server to store the database
passwords, editthe server.xml presentunderthe path $TOMCAT DIRECTORY/conf/
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with the following changes, which is required for connection pooling.

<Context path="/ SCONTEXTNAMES" docBase=" $APP DEPLOYED PATHS$ " debug="0"
reloadable="true" crossContext="true">

<Resource auth="Container"

name="jdbc/ SINFODOM NAMES"
type="javax.sql.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
url="$JDBC CONNECTION URL"

maxTotal="100" maxIdle="30"
maxWaitMillis="10000"

removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"/>

</Context>

Note the following:

« $APP DEPLOYED PATHS should be replaced by OFSAAI application deployed path.
» S$SINFODOM NAMES should be replaced by Infodom Name.

» S$ATOMICSCHEMA USERNAMES$ should be replaced by Atomic schema database user
name.

» S$ATOMICSCHEMA PASSWORD$ should be replaced by Atomic schema database
password.

» $JDBC_CONNECTION URL should be replaced by JDBC connection string

jdbc:0Oracle:thin:/@<TNS STRING>
For example:

jdbc:oracle:thin:/QCONFIG
Note: If you use Oracle Wallet for database password configuration, see Creation of
Oracle Wallet on OFSAA Server.

« The User-IDs for configuration/ atomic schemas have the prefix of setup info depending
on the value set for PREFIX SCHEMA NAME in
<<APP Pack>> SCHEMA IN.xMLfile of Schema Creator Utility.
For example: if the value set for PREFIX_SCHEMA_NAME is DEV and the schema
name was mentioned as ofsaaconf, then the actual schema created in the database

would be DEV_ofsaaconft.

8.3.3 Configuring Class Loader for Apache Tomcat

1. Editthe server.xml available in $TOMCAT HOME/conf/ folder

2. Addtag <Loader delegate="true" /> withinthe <Context> tag, above the
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<Resource> tag. This is applicable only when the web application server is Apache
Tomcat 8.

NOTE: This configuration is required if Apache Tomcat version is 8.
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9 Appendix C: Creating and Deploying EAR/ WAR File

This appendix includes the following topics:

¢ Creating EAR/WAR File

¢ Deploying EAR/WAR File

9.1 Creating EAR/WAR File

To create EAR/WAR File, follow these steps:
1. Navigate to the SFIC_WEB_HOME directory on the OFSAA Installed server.

2. Execute ./ant.sh command to trigger the creation of EAR/ WAR file.

3. On completion of the EAR files creation, the "BUILD SUCCESSFUL" and "Time taken"
message is displayed and you will be returned to the prompt.

4. The EAR/ WAR file - <contextname>.ear/.war - isS created.

NOTE: The <contexthame> is the name given during installation.
This process overwrites any existing version of EAR file that exists in the path.
In case of OFSAA configured on Tomcat installation, <contextname>.war will be
created.

Oracle Financial Services Software ORACLE

147



OFSDF 8.0.6.0.0 Installation Guide

9.2 Deploying EAR/WAR File

This section includes the following topics:

¢ Deploying WebSphere EAR/WAR Files

¢ Deploying WebLogic EAR/WAR Files

¢ Deploying Tomcat WAR Files

NOTE: Ensure to clear the application cache prior to the deployment of Application Pack Web
Archive. This is applicable to all Web Servers (WebSphere, WebLogic, and Tomcat).
For more information, refer Clearing Application Cache section.
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9.2.1 Deploying EAR/WAR Files on WebSphere

To deploy WebSphere EAR/WAR File, follow these steps:

1. Start WebSphere Profile by navigating to the path
/<Websphere Installation Directory>/IBM/WebSphere/AppServer/prof
iles/<Profile Name>/bin/ and execute the command:

./startServer.sh serverl

2. Open the following URL in the browser: http://<ipaddress>:<Administrative

Console Port>/ibm/console. (https, if SSL is enabled). The login screen is displayed.

| . ‘ WebSphere Integrated
Solutions Console

User ID:
admin

Password:
u oooool

Licensed Materials - Property of IBM (c) Copyright IBM Corp. 1997, 2011 All Rights Reserved.
IBM, the IBM logo, ibm.com and WebSphere are trademarks or registered trademarks of
International Business Machines Corp., registered in many jurisdictions worldwide. Other
product and service names might be trademarks of IBM or other companies. A current list of
IBM trademarks is available on the Web at Copyright and trademark information.

Login Window
3. Enter the user credentials with admin privileges and click Log In.

4. From the LHS menu, select Applications and click New Application. The New
Application window is displayed.
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New Application -

New Application
This page provides links to create new applications of different types.

Install a New Application

New Enterprise Application

& New Business Level Applicaticn
i ] New Asset

5. Click New Enterprise Application. The Preparing for the application installation

New Application

window is displayed.

Preparing for the application installation ? =

Specify the EAR, WAR, JAR, or SAR module to upload and install.

Path to the new application

) Local file system

l |] Erowse
© Remote file system

Full path
[scratch/oracle/was855/profiles/ TEST80AAT/AALS( | Browse... |

M | “é;nce.lml

Preparing for the Application Installation

6. Select Remote File System and click Browse. Select the EAR file generated for
OFSAA to upload and install. Click Next.
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Preparing for the application installation

How do you want to install the application?

® Fast Path - Prompt only when additional information is required.

) Detailed - Show all installation options and parameters.

% Choose to generate default bindings and mappings

\l Previous || Next—'i: Cancel l\

Installation Options

7. Select the Fast Path option and click Next. The Install New Application window is
displayed.
Install New Application

Specify options for i enterprise applications and modul

= Step 1: Select
installation options
Specify the various options that are available for your application.
Step2 Map
modules to servers Precompile JavaServer Pages files

Step 3 Summary Directory to install application

Distribute application

Use Binary Configuration

Deploy enterprise beans
Application name

AaTS0

Create MBeans for resources

Override class reloading settings for Web and EJB modules

Reload interval in seconds

Deploy Web services
Validate Input offfwarn/fail
warn v

Process embedded configuration

File Permission
Allow all files to be read but not written to
Allow executables to exascute
Allow HTML and image files to be read by everyone

[*\.dll=755=.%\,50=755=.%\.a=755=,%\.s|=755

Application Build ID
Unknown

Allow dispatching includes to remote resources

Allow servicing includes from remote resources

Business level application name
Create New BLA v

Asynchronous Request Dispatch Type
Disabled v

Allow EJB reference targets to resolve automatically
Deploy client modules
Isolated ».

Validate schema

Install New Application
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8. Enter the required information and click Next. The Map Modules to Servers window is
displayed.

Install New Application

Specify options for installing enterprise applications and modules.

Step 1 Select
installation options
Specify targets such as application servers or clusters of application servers where you want to install the modules that are
= Step 2: Map modules contained in your application. Modules can be installed on the same application server or dispersed among several application
to servers servers, Also, specify the Web servers as targets that serve as routers for requests to this application. The plug-in
configuration file (plugin-cfg.xml) for each Web server is generated, based on the applications that are routed through.

Step3 S
SRR SR Clusters and servers:

I WebSphere:cell=o0fss2311701Node02Cell,node=0fss2311701Node02,server=serverl \ Apply

(=[]

Select| Module URI Server
S OFSAAL AAIS0.war WEB- WebSphere:cell=ofss2311701Node02Cell,node=0fss23117 01Node02,server=serverl
web
Application | INF/web.xml
pplication

Previous IIle ] Cancel I

Map Modules to Servers

9. Select the Web Application and click Next. The Map Resource Referencesto
Resources window is displayed.

Specify options for installing enterprise applications and modules,

Step 1 Select Map resource references to resources
installation options
Step2 Map Each resource reference that is defined in your application must be mapped to a resource.
modules to servers
Step 3: mapresource | SetMultiple INDI Names ~ || Modify hentication Method... I [ Properties... |
references to resource
Step 4: Map virtual
hosts to Web modules &2 © |
Step 5: Summary Select Module | Bean | URI | fe | Target INDI Name Login configuration |
Resource
authorization:
] | OFSAAI Web AAIB0.war, WEB- jIbc/OFSALMINFG | R il
= | application INF/web.xml | erowse... Authentication
method:
None
Resource
authorization:
;dbchlCMASTER Container
1 | OFSAAI Web AAIBO.war,WEB-
B ! 0 Jdbe/FICMASTER e
Application INF/web,xml | [ Browse... | Authentication
method:
None
Resource
authorization:
)_d' bc/OFSCAPADQINFO Container
Sl OFSAAI Web AAI80.war WEB- :
Bl | Application INF/web.xmi 1dbc/OFSCAPADQINFO | growse... | Authentication
method:
None

| Previous I‘] Finish || Cancel I‘

Map Resource References to Resources

10. Map each resource defined in the application to a resource JNDI name defined earlier.
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11. Click Modify Resource Authentication Method and specify the authentication
method created earlier.

You can specify "config" for FICMASTER resource or "atomic" for atomic resource as
the authentication method.

12. Select the OFSAAI Web Application check box and click Next. The Map Virtual hosts
for Web Modules window is displayed.

Install New Application

Specify options for installing enterprize applications and modules.

Step 1 Select Map virtual hosts for Web modules

installation options

Specify the virtual host vhere you want to install the Web modules that are contained
Step 2 Map in your application. You can install Web modules on the same virtual host or disperse
modules to servers them among several hosts.

Step 3 Map Apply Multiple Mappings

resource references . 3
to resources 3 I

Step 4: Map virtual Select Web module Virtual host
hosts for Web p—_—1 e
modules OFSAAI Web Application Lj_efault’_l'\oxt v

Step 5 Summary

' previous | | Next| | cancel |

Map Virtual Host for Web Modules

13. Select the Web Application check box and click Next. The Summary page is
displayed.
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Specify options for installing enterprise applications and modules.

Step 1 Select ‘Summary
installation options —
Summary of installation options
Step 2 Map — —_ - _— -
modules to servers f°"“°"’ Values I
| Precompile JavaServer Pages files No ]
Step 3 Map — —_—
resource references | Diractory to install application
to resources | Distribute application Yes
Step 4 Map virtual EE“ Hinarywt‘_nnﬁgurxﬂnn o ﬂ\
hosts for Web | Deploy enterprise beans Yes
modules = e -
| Application name AAISO
Step 5: Summary | Create MBeans for resources Yes
| Ovarride class reloading settings for Web and EJB o
| modules
iR-load intarval in saconds
| Deploy Web services No
Validate Input off/warm/fail warn
Process embedded configuration No
| File Pearmission F\dll=755=,*\.50=755=,*\.a=755#,%\,5|=755 |
!Applicnion Build ID Unknown ‘
| Allow dispatching includes to remote resources No
| Allow servicing includes from remote resourcas Neo
! Business level application name
Asynchronous Request Dispatch Type Disabled
Allow EJB reference targets to resolve automatically No
aploy client modules No
| Client deployment mode Isolated
| Validate schema No
| Cell/Node/Server Click here
| previous |  Finish | | Cancel |

Summary
14. Click Finish and deploy the Infrastructure Application on WebSphere.

15. On successful installation, a message is displayed. Click Save and save the master file
configuration. The details are displayed in the Master File Configuration window.
9.2.1.1 To start the application

1. Expand Applications = Application Type > WebSphere Enterprise Applications.
The Enterprise Applications window is displayed.
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Enterprise Applications

Enterprise Applications
Use this page to manage installed applications. & single application can be deployed onto multiple servers.

+ Preferences

| Startl Stop l Install Uninstall Update Rollout Update Remove File | Export | Export DDL Export File
@ E ie 23 49
- -
Select Name £ Application Status (J_

You can administer the following rescurces:

[ AAISO
[ DefaultApplication

@l ivtApp

¢ @ ¢ ®

Enterprise Applications

2. Select the installed application and click Start.

NOTE: <profile name> is the profile name given while creating the WebSphere profile.
<cell name> is the cell name given during profile creation
<contextname> is the context name given during installation.

9.2.2 Deploying EAR / WAR File on WebLogic

Following are the steps for deploying Infrastructure application that would be created during
installation:

1. Navigate to the path <WwebLogic Installation
directory>/user projects/domains/<domain name>/binin the machine in
which WebLogic is installed.

2. Start WebLogic by executing the command:
./startWebLogic.sh -d64 file

3. Open the URL in the browser window: http://<ipaddress>:<admin server
port>/console. (https, if SSL is enabled). The Sign in window of the WebLogic
Server Administration Console is displayed.

NOTE: Ensure that you have started Infrastructure Server by executing
“./reveleusstartup.sh" as mentioned in Start Infrastructure section

4. Log on to the WebLogic Server by entering the user credentials having privileges to
deploy the EAR file.
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5. From the Domain Structure LHS menu, click Deployments. The Summary of
Deployments window is displayed.

ORACLE Woblogic Server® Administration Conssle B 2 O
Change Center | @ Home LogOut Preferences B Record Mol Q Welcome, upg7273 | Cornected 1

|
View changes and restarts upg7273

o+ Summary of Deployments

Configuraton edang 5 erubled. Future
changes will automatcally be actvated as you
madity, add or delele Rems n this doman Sammery of Oeplovmants

Control  Monitorng
Domain Structure

*) Erraronment Thes page daplays 3 st of Java EE appications and stand-aione appication modules that have been nstaled to ths

Deployments domain. Installed applcations and modules can be started, stopped, updated (redeployed), or deleted from the doman by
5 Sarvices first selectng the aopication name and usng the controls on ™hs page

Services

Security Resims

To rstall 8 new appication or module for depioyment o targets n T doman, dick the Instal button,
*1interoperabiity

=) Dagrostcs

¥ Customize this table

Deployments
ot Showng 110 10f 1 Previous | Next
Deployment
[ | name & State | Health | Type ord
|
How ) BS - Ve
ol } O | ®Mofzas Actve | P ox Er‘"; 100

Showing 110 10f 1 Previous | Next

Summary of Deployments
6. Click Install. The Install Application Assistant window is displayed.

7. Select the Exploded EAR directory after browsing to the directory where it is saved and
click Next.

9.2.2.1 Exploding EAR

To explode EAR, follow the below steps:

1. Create the "applications” folder under domain name. For example,

/Bea/user projects/domains/ <Domain name>/applications
2. Create <context name>.ear folder under "applications" folder.

3. Copythe <$FIC WEB HOME/<context name>.ear file to

<WEBLOGIC INSTALL DIR>/Bea/user projects/domains/<DOMAIN NAME>/a
pplications/<context name>.ear.

4. Explode the <context name>.ear file by executing the command:
jar -xvf <context name>.ear

5. Delete the <context>.ear and < context >.war files (recently created)
<WEBLOGIC INSTALL DIR>/Bea/user projects/domains/<DOMAIN
NAME>/applications/<context name>.ear.
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6. Create a directory <context name>.war under <WEBLOGIC INSTALL

DIR>/Bea/user projects/domains/<DOMAIN NAME>/applications/<conte

Xt name>.ear

7. Copy <$FIC WEB HOME/<context name>.war file to <WEBLOGIC INSTALL
DIR>/Bea/user projects/domains/<DOMAIN NAME>/applications/<conte

xt  name>.ear/<context name>.war.

8. Explode the <context name>.warfile by executing the following command to get
the directory structure:

jar -xvf <context name>.war

9.2.2.2 Installing Application

To install Application:

1. Open the Install Application Assistant.

Install Application Assistant
Next I Cancel

Locate deployment to install and prepare for deployment

Select the fie path that represents the applcaton root drrectory, archive fiie, exploded archive drectory, or applcation module descptor that you want to instal, You can aiso enter the path of
the applicaton drectory or file in the Path field,

Note: Only vaid fie paths are displayed below, If you cannot find your depioyment files, upload your fle(s) andjor confirm that your appbcaton contans the requred deployment descriptors,
Path: /oradata2/vd1035/0racle/Middleware/user_projects/domains/upg7273/apphications

Recently Used Paths:
Current Location:

O B upg7273.ear (open drec

Next i Cancel
3 e=E=

2. Click Next.

Install Application Assistant
Install Application Assistant
ubagk| e Cancel,

Choose targeting style

Targets are the servers, custers, and virtual hosts an which this deployment will run, There are several ways you can target an applcaton.

@ Install this deploy asan

The sppbcation and its components wil be targeted to the same locations. This & the most common ussge.
O Install this deployment as a library
Appication fibrares are deployments that are avadable for other deployments to share, Libranes should be avaiable on al of the targets running ther referencng applications

Back | | Next Cancel

Install Application Assistant
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3. From the Choose targeting style section, select the Install this deployment as an
application option and click Next. The Optional Settings window is displayed.

Install Application Assistant

Back | | Next| | Finisn | | Canca

Optional Settings
You can modfy these settings or accept the defaults
General

Vihat do you want to name this deployment?
Name: upa?273

Security

Vihat secunty model do you want to use yath ths applcaton?

(5) DD Only: Use only roles and policies that are defined in the deployment descriptors.

() Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the deployment
descriptor.

(O Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.

) Advanced: Use a custom model that you have configured on the realm's configuration page.

Source accessibility

How shodd the source files be made accessbie?

(& Use the defaults defined by the deployment’s targets
Recommended selecbon

() Copy this application onto every target for me

During deployment, the files will be copred automatically to the managed servers to which the application is targeted,
O 1will make the deployment accessible from the following location
Location: /oradata2/wl1035/Oracle/Middleware/user_projects/domait

Provide the location from where all targets wil access this appicaton’s fies. This is often a shared directory. You must ensure the appication files exst i ths location and that each target can

reah the iocadton,
Back ' | Next | | Foish | | Cancel

Optional Settings
4. Enter a Name for the deployment if required.

5. Under the Security section, select the DD only option to specify that only roles and
policies that are defined in the deployment descriptors should be used.

6. Select the “l will make the deployment available from the following location* option
under the Source accessibility section.

7. Click Next to continue.
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The Deployment Summary window is displayed.

Install Application Assistant

Back Finish Cancel

Review your choices and click Finish

Click Finish to complete the deployment. This may take a few moments to complete,
Additional configuration
n order to work successfully, this application may require additional configuration. Do you want to review this appbcaton's configuration after completing this assistant?

() Yes, take me to the deployment's configuration screen.

() Mo, I will review the configuration later.

Summary
Deployment: joradata2/vd 1035 /Oracle Mdadieware fuser_projects/domains Aipg 7273 /applications jupg 7273.ear
Name: uwpg72733
Staging mode: Use the defaults defined by the chosen targets
Security Model: DOOnly: Use only roles and polices that are defined in the deployment descriptors.

Target Summary

Components &~ Targets

upg7273.eac AdminServer

Back Finish 1 Cancel

Deployment Summary

8. Select the Yes, take me to the deployment's configuration screen option and click Finish.

The Settings for <Deployment Name> window is displayed.
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Settings for upg7273
Overview DeploymentPian  Configraton  Seawity | Targets  Control | Testing  Monitoring | Notes

Save

Use this page to view the general configuration of an Enterprise application, such as its name, the physical path to the applic files, the cab 3 pian, and so on, The table at
the end of the page ists the mocules (such as Web applications and EJ8s) that are contaned in the Enterprise application. Click on the name of the moduie to view and update its configuration.

Name: upg7273 The name of this Enterprise Appication.  More Info..,
Path: | oradata2/ wi103S/ Orace/ Middleware/ user_projects/ domains/ upg7273/ the Administration
appications/ upg7273. ear
Deployment Plan: (no plan specified) The path to the deployment plan document on Administration Server.  More
Info...
Staging Mode: (not specified)

Security Modek: DOOnly
(@ Deployment Order: 100
4] Deployment Principal
Name:
Save
HModules and Components
Showing 1to 10f 1 Previous | Next
Name v Type
S Enterprise
Bupg7273 Appication
S EXBs
(7| StateLessCacheBeanBean 37)
= Modules
o1 pg7273 \Web !
[ beancache.jar 5):;4
- Modue
£ Web Services
None to dsplay

Showing 1to 1of 1 Previous | Next

Settings for <Deployment Name>

9. Review the general configuration details of the deployment. You can also update the
configuration of the deployment in this window. In the Overview tab you can view the
complete deployment configuration.

10. Click Save to update the changes, if any.
11. From the LHS menu, click Deployments. The Summary of Deployments window is displayed.
Summary of Deployments

Control  Monitoring

This page displays 8 kst of Java EE appications and stand-slone appication modules that have been mstalied to this doman, Instalied applications and madules can be started, stopped, updated
(redepioyed), or deleted from the doman by first selecting the application name and using the controls on this page.

To install a new application or modue for deployment to targets n this domain, click the Install butten,

P Customize this table
Deployments
| Instal || Update ﬁ Stop v Showing 1to 1of 1 Previcus | Next
Servicing all requests
Name & Servicing only adwinitration requests State Health Type Deployment Order
B [Bupg7273 Active oK Enterprise Applicaton 100

Instai | Update Deiete | Statv  Stopv Showng 1to 10f 1 Previous | Next

Summary of Deployments
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12. Select the newly deployed Infrastructure application and click Start = Servicing all
requests. Ensure that the Infrastructure server is up and running.
Messages
o Start requests have been sent to the sslected Deplioyments

Summary of Deployments

Control  Monitorng

This page dsplays a ist of Java EE applcatons
{receployed), or d an by fir:

nd-alone 2ppicaton modules that have baen nstaled to ths doman. Instalied appicatons and moduies can be started, stopped, undated
the appication name and using the controls on this page.

To install 3 new appication or module for depioyment to targets n this domain, dick the Instal button,

P Customize this table

Deployments
nsta: Showing 1t0 10F 1 Previous | Next
[ | name & State Health Type Deployment Order
O Bung Active v ok Enterprise Apphcation 100
instal

Showing 1 to 10f 1 Previous | MNext

Summary of Deployments

13. The State of the deployed application is displayed as Active if started successfully.
9.2.3 Deploying WAR Files on Tomcat

Before deploying the WAR files, ensure that the previously deployed applications of Infrastructure
are uninstalled. See Uninstalling Previously Deployed WAR Files in Tomcat for the procedure to
uninstall the previously deployed Infrastructure war files.

On the machine that hosts Tomcat, follow the below steps outlined to deploy Infrastructure
application:

14. Copy the <context-name>.war from $FIC WEB HOME/ <context-name.war> to
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<Tomcat Installation Directory>/webapps/ directory. Copy the <context-
name>.war from $FIC WEB HOME/<context-name.war> 10 <Tomcat

Installation Directory>/webapps/ directory.

Home Documentation Configuration Examples Wiki Mailing Lists Find Help

Apache Tomcat/7.0.57 ‘A‘pache Software Foundation

http://www.apache.org/

Recommended Reading Server Status

Security Considerations HOW-TO

Manager App
Manager Application HOW-TO
Clustering/Session Replication HOW-TO Host Meneger
Developer Quick Start
Tomeat Setup Realms & AAA Exampbes Setviet Specifications
£irs1 Web Applicabion JDBC Data Sources Tomcat Versions
Managing Tomcat Documentation Getting Help
secur 5to Tomcat 7.0 Documentation FAQ and Mailing Lists
Tomcat 7.0 Configuration The following maiking lists are avalable
Tomeat Wiki tomeat announce

Important announcemaents, relnsses, security

Find addtional impaortant coafiguration
nd addtional important coafiguratior vulnerabaity notifications. (Low volume)

nformation i

Lrcotusen
SCATALIMA_HOME/RUNNING.txt S e e
1ae-arer
Devolopers may be interosted in ser Bugpon and Sacusann for Apache Tagite
Tomsot 2.6 Bea Detabane e
eveltpment maling I POLINYG COMME ME43A0CS
Migration Guide z :

Security Notices Tomeal 7.0 SVN Regeatory

Tomcat Home Page

15. Click Manager App. The Connect to dialog box is displayed.

16. Enter the User Id and Password that has admin rights and click OK. (For user creation
in Tomcat, see Tomcat User Administration. The Tomcat Web Application Manager
window is displayed with the list of all the applications deployed.
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s (S0 [ Ruoaa | [ unaeoior |

g None mected Tomcat Documentaton ue 2
Exun 5049008 win ige s 30 minstes.
sean (Siep) | Reload | | Unsegior |
aepiey None mecited Sented an? SSP Laamigles ue '}
_ EXUR 3035008 wen ishe £ 30 mndtes
9 30| [ Rucaa | | unsepa |
ue 0 P
D50 300000 winisiea 30 minctes.
Stan Swop Asioad Undeplsy
manags Nens spucited Tomcat Manager Apsscason Yue 1

EXpUR 5020005 e um z 20 ey

|

Contee Pa (recuresy Wotiam
X Comuratn the URL
AR of Deciofy URL $33wsDMOCKAIHOMER e bivtsasl war
VAR e 1o deploy
Setect WAR Ne %o uphsas trowne

il
i

Foadwas | Ths Bagn0s3c check wil NIgger 3 Afl Gartage Collechon Use f wilh exrbeme cauton on Froducden syztems
05 Name 08 Version O Archtmcture Wostrara W Astr
Apacte Temcan7 057 150_45006 Sun MaosFslems Inc Unax 2630400211 1 e¥velE6_54 amats Ot33220154 in 0ra0e com 90184 13

Copyrpht © 19992014, Avache Sotware Foundston

Tomcat Web Application Manager

17. In the Deploy section, enter the Context Path provided during the installation as
"/<context-name>".

18. Enter the path where the <context-name>.war file resides (by default "$SFIC WEB
HOME/<context-name>.war") in the WAR or Directory URL field and click Deploy.

19. On successful application deployment, a confirmation message is displayed. Startthe
Tomcat server. Refer Starting Web Application Servers for more details.
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10

This Appendix includes the following sections:

¢ Silent.template
¢+ Silent upgrade 8041-806.template

¢ Silent _upgrade 805-806.template

Appendix D: Configuring SILENT.template file

¢+ Silent.BIGDATA.template for Stage and Results on Hive

¢ Silent Hybrid.template for Stage on Hive and Results on RDBMS

10.1 Silent.template

This section is for fresh OFSDF 806 installation. Add values for parameters in the
Silent.template file. The following table lists all the properties that must be specified.

Property Name Description of Property Permissible values Comments
LOG_MODE Mode for logging 0 = Debug # Optional;
1= General Default: 0

SEGMENT_1_CODE

Segment Code

Example: BFNDSEG

# Mandatory

Segment Code should not

exceed 10 characters and

there should not be special
characters or extra spaces

or Customized data
model

1 = customized

APPFTP_LOG_PATH Information Domain Example: # Mandatory if this an App
: [ftpshare/<INFODOM_ -
Maintenance log path(to be NAME>/logs Layer Installation and want
created) for the new to create a new Information
Information Domain for App Domain
Layer
DBFTP_LOG_PATH Information Domain Example: # Mandatory if this an App
: [ftpshare/<INFODOM_ -
Maintenance log path(to be NAME>/logs Layer Installation and want
created) for the new to create a new Information
Information Domain for DB Domain
Layer
UPLOAD_MODEL Whether you want to 0=No # Mandatory
perform Model Upload 1=yes
MODEL_TYPE Released data model 0 = released # Mandatory only in the

case of
UPLOAD_MODEL=1
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Property Name

Description of Property

Permissible values

Comments

DATAMODEL

The file name for the
customized data
model

Not Applicable

# Mandatory only in the
case of uploading the
customized data model

# Option selected for
MODEL_TYPE=1

DM_DIRECTORY

The path for the
customized data model

Not Applicable

# Mandatory only in the
case of uploading the
customized data model

# Option selected for
MODEL_TYPE=1

ETL_APPSRC_TYPE

The ETL application name

0=New Pair
1=Existing

# Mandatory

ETL_SRC_1_NAME

ETL FSDF Staging Source
Name

Example: STAGING

# Mandatory

ETL_SRC_2_NAME

ETL FSDF CAP ADQ Pack
Integration Source Name

Example:
FSDF_CAP_SRC

# Mandatory

Integration Source Name

FSDF_IFRS_SRC

ETL_SRC_3_NAME ETL FSDF TR Pack Integration | Example: # Mandatory
Source Name FSDF_TR_SRC
ETL_SRC_4_NAME ETL FSDF IFRS Pack Example: # Mandatory

ETL_SRC_1 _DESC

ETL FSDF Staging Source
Description

Example: STAGING

# Mandatory

ETL_SRC_2 DESC

ETL FSDF CAP ADQ Pack
Integration Source Description

Example:
FSDF_CAP_SRC

# Mandatory

Integration Source Description

FSDF_IFRS_SRC

ETL_SRC_3 DESC ETL FSDF TR Pack Integration | Example: # Mandatory
Source Description FSDF_TR_SRC
ETL_SRC_4 DESC ETL FSDF IFRS Pack Example: # Mandatory

10.2 Silent.template for Upgrade

This section is for upgrade. There are two types of upgrade. They are:

e Upgrade from versions earlier than OFSDF 805 to OFSDF 806

e Upgrade from OFSDF 805/8051 to OFSDF 806

10.2.1 Silent_upgrade_8041-806.template

This SILENT template is for upgrade from versions earlier than OFSDF 805 to OFSDF 806.
Add values for these parameters in the Silent_upgrade_8041-806.template file:
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Property Name

Description of Property

Permissible values

Comments

LOG_MODE

Mode for logging

0 = Debug

1= General

# Optional; Default: 0

SEGMENT_1_CODE

Segment Code

Example: BENDSEG

# Mandatory

Segment Code must be
same as the code that is
used during the first FSDF
installation (Base Pack)

APPFTP_LOG_PATH Information Domain Example: # Mandatory
. [ftpshare/<INFODOM
Maintenance log path _NAME>/logs Information Domain
(to be created) for the Maintenance log path
new Information must be same as the
Domain for App Layer log path that is used
during the first FSDF
installation (Base Pack)
DBFTP_LOG_PATH Information Domain Example: # Mandatory
' /ftpshare/<INFODOM | |nformation Domain
Maintenance log path " NAME>/logs .
(to be created) for the Maintenance log
new Information path must be same
Domain for DB Layer as the log path that
is used during the
first FSDF
installation (Base
UPLOAD_MODEL Whether you want to 0=No # Mandatory
perform Model Upload 1=vyes
MODEL_TYPE Released data model or 0 = released # Mandatory only in the
Customized data model )
1 = customized UPLOAD_MODEL=1
DATAMODEL The file name for the Not Applicable # Mandatory only in the

customized data
model

case of uploading the
customized data model

# Option selected for
MODEL_TYPE=1
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DM_DIRECTORY

The path for the
customized data model

Not Applicable

# Mandatory only in the
case of uploading the
customized data model

# Option selected for
MODEL_TYPE=1

ETL_APPSRC_TYPE The ETL application name 0=New Pair # Mandatory
1=Existing

ETL_NEW_SRCS_REQ | Whether ETL new sources are | Y # Mandatory

UIRED required

NO_OF _NEW_SRCS | Number of new sources 3 # Mandatory

ETL_SRC_2_NAME ETL FSDF CAP ADQ Pack Example: # Mandatory

Integration Source Name

FSDF_CAP_SRC

ETL_SRC_3_NAME ETL FSDF TR Pack Integration Example: # Mandatory
Source Name FSDF_TR_SRC
ETL_SRC_4_NAME ETL FSDF IFRS Pack Example: # Mandatory

Integration Source Name

FSDF_IFRS_SRC

ETL_SRC_2 DESC

ETL FSDF CAP ADQ Pack
Integration Source Description

Example:
FSDF_CAP_SRC

# Mandatory

ETL_SRC_3_DESC ETL FSDF TR Pack Integration | Example: # Mandatory
Source Description FSDF_TR_SRC
ETL_SRC_4_DESC ETL FSDF IFRS Pack Example: # Mandatory

Integration Source Description

FSDF_IFRS_SRC

10.2.2 Silent_

upgrade_805-806.template

This SILENT template is for upgrade from OFSDF 805/8051 to OFSDF 806. Add values for
these parameters in the Silent_upgrade_805-806.template file:

Property Name

Description of Property

Permissible values

Comments

LOG_MODE

Mode for logging

0 = Debug
1= General

# Optional; Default: 0

SEGMENT_1_CODE

Segment Code

Example: BEFNDSEG

# Mandatory

Segment Code must
be same as the code
that is used during the
first FSDF installation
(Base Pack)

APPFTP_LOG_PATH

Information Domain
Maintenance log path
(to be created) for the
new Information
Domain for App Layer

Example:
[ftpshare/<INFODOM_
NAME>/logs

# Mandatory
Information Domain
Maintenance log
path must be same
as the log path that

is used during the

Oracle Financial Services Software

167

ORACLE



OFSDF 8.0.6.0.0 Installation Guide

first FSDF
installation (Base
Pack)

DBFTP_LOG_PATH Information Domain Example: # Mandatory
Maintenance log path (to /l\flt,gi/lhlza:/ell <INFODOM_ | rformation Domain
be created) for the new 008 Maintenance log path
) must be same as the log
Information Domain for DB path that is used during
the first FSDF installation
Layer (Base Pack)
UPLOAD_MODEL Whether you want to perform 0=No # Mandatory
Model Upload
1=yes
MODEL_TYPE Released data model or 0 = released # Mandatory only in the
Customized data model ] case of
1 = customized UPLOAD_MODEL=1
DATAMODEL The file name for the Not Applicable # Mandatory only in

customized data
model

the case of uploading
the customized data
model

# Option selected
for
MODEL_TYPE=1

DM_DIRECTORY

The path for the
customized data model

Not Applicable

# Mandatory only in
the case of uploading
the customized data
model

# Option selected for
MODEL_TYPE=1

ETL_APPSRC_TYPE The ETL application name 0=New Pair # Mandatory
1=Existing
N # Mandatory

ETL_NEW_SRCS_REQ
UIRED

Whether ETL new sources are
required
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10.3 Silent.BIGDATA.template for Stage and Results on Hive

This section is for Big Data installation (Stage and Results on Hive). Add values for parameters
in the Silent.BIGDATA.template file. The following table lists all the properties that must be

specified.
Property Name Description of Property Permissible values Comments
LOG_MODE Mode for logging 0 = Debug # Optional;
1= General Default: O

SEGMENT_1_CODE

Segment Code

Example: FSDFSEG

# Mandatory

Segment Code should not

exceed 10 characters and

there should not be special
characters or extra spaces

HIVE_APPFTP_LOG_P
ATH

Infodom Maintenance log
path(to be created) for the new
Infodom

Example:

/scratch/ofsaalftpshare
/FSDFINFO/logs

# Mandatory to create a new
Information Domain

HIVE_DBFTP_LOG_PA
TH

Information Domain
Maintenance log path(to be
created) for the new Information
Domain for DB Layer

Example:

[scratch/ofsaalftpshare
/[FSDFINFO/logs

# Mandatory to create a new
Information Domain

or Customized data
model for model
upload process

HIVE_UPLOAD_MODEL| Whether you want to 0=No # Mandatory
perform Model Upload on 1=yes
hive infodom

HIVE_MODEL_TYPE Released data model 0 = released # Option selected for

1 = customized

HIVE_MODEL_TYPE=0

DATAMODEL_HIVE

The file name for the
customized data

model in Hive

Not Applicable

# Mandatory only in the
case of uploading the
customized data model

# Option selected for
HIVE_MODEL_TYPE=
1

DM_DIRECTORY

The path for the
customized data model

Not Applicable

# Mandatory only in the
case of uploading the
customized data model

# Option selected for
HIVE_MODEL_TYPE=1
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Property Name

Description of Property

Permissible values

Comments

ETL_APPSRC_TYPE

The ETL application name

0=New Pair
1=Existing

# Mandatory

ETL_SRC_5_NAME

ETL FSDF HIVE Staging
Source Name

Example: STAGING

# Mandatory

ETL_SRC_5_DESC

ETL FSDF HIVE Staging
Source description

Example: STAGING

# Mandatory

10.4 Silent_Hybrid.template for Stage on Hive and Results on RDBMS

This section is for Big Data installation (Stage on Hive and Results on RDBMS). Add values for
parameters in the Silent_Hybrid.template file. The following table lists all the properties that

must be specified.

Property Name Description of Property Permissible values Comments
LOG_MODE Mode for logging 1 = Debug # Optional;
0 = General Default: 0

SEGMENT_1_CODE

Segment Code

Example: FSDFSEG

# Mandatory

Segment Code should not

exceed 10 characters and

there should not be special
characters or extra spaces

APPFTP_LOG_PATH

Infodom Maintenance log

path(to be created) for the new

Infodom

Example:

[/scratch/ofsaalftpshare
/[FSDFINFO/logs

# Mandatory to create a new
Information Domain

DBFTP_LOG_PATH

Information Domain
Maintenance log path(to be

created) for the new Information

Domain for DB Layer

Example:

[/scratch/ofsaalftpshare
/[FSDFINFO/logs

# Mandatory to create a new
Information Domain

HIVE_APPFTP_LOG_P
ATH

Infodom Maintenance log

path(to be created) for the new

Hive Infodom

Example:

/scratch/ofsaalftpshare
/FSDFHVINFO/logs

# Mandatory to create a new
Hive Information Domain

HIVE_DBFTP_LOG_PA
TH

Information Domain
Maintenance log path(to be
created) for the new Hive
Information Domain for DB
Layer

Example:

/scratch/ofsaalftpshare
/FSDFHVINFO/logs

# Mandatory to create a new
Hive Information Domain

UPLOAD_MODEL

Whether you want to
perform Model Upload

0=No
1=yes

# Mandatory
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Property Name

Description of Property

Permissible values

Comments

MODEL_TYPE To use released data 0 = released # Option selected for
model or customized 1 = customized MODEL_TYPE=0
data model for model
upload process

DATAMODEL The file name for the Not Applicable # Mandatory only in the

customized data
model

case of uploading the
customized data model

# Option selected for
MODEL_TYPE=1

DM_DIRECTORY

The path for the
customized data model

Not Applicable

# Mandatory only in the
case of uploading the
customized data model

# Option selected for
MODEL_TYPE=1

HIVE_UPLOAD_MODEL| Whether you want to 0=No # Mandatory
perform Model Upload on 1=Yes
hive infodom

HIVE_MODEL_TYPE To use released data 0 = released # Option selected for

model or customized
data model for model
upload process

1 = customized

HIVE_MODEL_TYPE=0

DATAMODEL_HIVE

The file name for the
customized data
model for Hive

Not Applicable

# Mandatory only in the case
of uploading the customized
data model for Hive

# Option selected for
HIVE_MODEL_TYPE=1

DM_DIRECTORY

The path for the
customized data model for
Hive

Not Applicable

# Mandatory only in the case
of uploading the customized
data model

# Option selected for
HIVE_MODEL_TYPE=1

ETL_APPSRC_TYPE

The ETL application name

0 = New Pair

1 = Existing

# Mandatory

ETL_SRC_1_NAME

ETL FSDF Staging Source
Name

Example: STAGING

# Mandatory

ETL_SRC_2_NAME

ETL FSDF CAP ADQ Pack
Integration Source Name

Example:
FSDF_CAP_SRC

# Mandatory
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Property Name

Description of Property

Permissible values

Comments

ETL_SRC_3_NAME ETL FSDF TR Pack Integration | Example: # Mandatory
Source Name FSDF_TR_SRC
ETL_SRC_4_NAME ETL FSDF IFRS Pack Example: # Mandatory

Integration Source Name

FSDF_IFRS_SRC

ETL_SRC_1 DESC

ETL FSDF Staging Source
Description

Example: STAGING

# Mandatory only in the case
of creating new ETL source

# Option selected for
ETL_APPSRC_TYPE=0

ETL_SRC_2 DESC

ETL FSDF CAP ADQ Pack
Integration Source Description

Example:
FSDF_CAP_SRC

# Mandatory only in the case
of creating new ETL source

# Option selected for
ETL_APPSRC_TYPE=0

ETL_SRC_3 DESC ETL FSDF TR Pack Integration EéaD“;P'TeliQ SRC # Mandatory only in the case
Source Description - = of creating new ETL source
# Option selected for
ETL_APPSRC_TYPE=0
ETL_SRC_ 4 DESC ETL FSDF IFRS Pack Example: # Mandatory only in the case

Integration Source Description

FSDF_IFRS_SRC

of creating new ETL source

# Option selected for
ETL_APPSRC_TYPE=0

ETL_SRC_5_NAME

ETL FSDF HIVE Staging
Source Name

Example: NOT_USED

ETL_SRC_5_DESC

ETL FSDF HIVE Staging
Source description

Example:

NOT_USED_SOURCE
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11 Appendix E: Starting / Stopping Services

11.1 Start/Stop OFSAA Infrastructure Services

This chapter details on how to start and stop OFSAA Infrastructure services. This chapter
includes the following sections:

¢ Starting Infrastructure services

¢+ Starting Web Application Servers

¢ Stopping Infrastructure Services

11.1.1 Starting Infrastructure Services

Once the installation of Infrastructure has been completed successfully and the post-installation
steps are completed, the servers must be started. Log on to each machine and run the .profile
file. All servers mentioned must be started from the same shell encoding. The servers mentioned
below are dependent on each other. It is mandatory to maintain the order in which the servers are
started. Allow each of the servers to initialize completely before starting the next server.

1. On the machine in which Infrastructure Application components have been installed,
navigate to SFIC_APP_HOME/common/FICServer/bin and execute the following
command to start the Infrastructure Server.

./startofsaai.sh

NOTE: You can also start the Infrastructure Server by executing the command "nohup ./
startofsaai.sh &". Starting the process using "nohup" and "&" will return the command
prompt without having to wait till the process completes. However, this command
cannot be used when you are starting the server for the first time or starting after
changing user password in the configuration database schema. You can also start the
Infrastructure Server by executing the commandnohup ./ startofsaai.sh &".

Starting the process using "nohup" and "&" will return the command prompt without
having to wait till the process completes. However, this command cannot be used when
you are starting the server after changing the CONFIGURATION schema user
password in the configuration database schema.

2. Start ICC server:

= On the machine in which Infrastructure default Application components have
been installed, navigate to $FIC_HOME/ficapp/icc/bin and execute the
command.

./iccserver.sh

NOTE: Only Infrastructure Default Application Server would hold ICC component.
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3. To start Back-end Services:

= On the machine on which Infrastructure Database components have been
installed, navigate to $FIC_DB_HOME/bin and execute the command to start
"Agent server";

./agentstartup.sh
Or
= Start Back-end services using the command:

nohup ./agentstartup.sh &

NOTE: This agent internally starts the Router, Message Server, OLAP data server and AM
services.

11.1.2 Starting Web Application Servers

Start the Web Application Server depending on the type from the following table.

Startup Option Description

Starting WebSphere profile On the machine in which Web sphere is installed, navigate to
[Webshpere Install Directory] /AppServer/<profiles>/<profile

name>/bin and execute the command:

./startServer.sh serverl

Starting WebLogic Domain On the machine in which WebLogic is installed navigate to <webLogic
Installation directory>/user projects/domains/<domain
name>/bin and execute the command:

startWebLogic.sh -d64

Note: If WebLogic is already running, access the WebLogic Admin
Console. Stop and start the application <context name>.ear.

Starting Tomcat Application On the machine in which Tomcat is installed, navigate to <Tomcat Install
Directory>/bin and execute the command :

./catalina.sh run

11.1.3 Stopping Infrastructure Services

To stop Infrastructure services:

1. On the machine in which Infrastructure Application components have beeninstalled,
navigate to $FIC_APP HOME/common/FICServer/bin andexecute the command:

./stopofsaai.sh
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2. To stop ICC server, on the machine in which Infrastructure default Application
components have been installed, navigate to $FIC_HOME/ficapp/icc/bin and
execute the command:

./iccservershutdown.sh

NOTE: Only Infrastructure Default Application Server would hold ICC component.

3. To stop Back-end server, on the machine in which Infrastructure database components
have been installed, navigate to $SFIC_DB_ HOME/bin and execute the command:

./agentshutdown. sh

Oracle Financial Services Software ORACLE

175



OFSDF 8.0.6.0.0 Installation Guide

12 Appendix F: Accessing OFSAA Application

This appendix gives details about the steps to be performed to access OFSAA Application.

12.1 Accessing the OFSAA Application

Perform the following steps to access the OFSAA application:
1. From ayour desktop, open the browser and enter the URL in below format:

<scheme>://<IP address/ hostname>:<port>/<context-name>/login.jsp
For example, https://192.0.2.2:8080/0fsaa/login.jsp
The OFSAA login window is displayed as below:

ORACLE

Financial Services Analytical Applications

language  US-English

UserID

Password

Version 8.0.6.0.0

Copyright © 1993, 2017 Oracle and/or its affiliates. All rights
reserved.

OFSAA Login window

2. With installation of every OFSAA Application Pack, there are two seeded user profiles
configured in the system:

¢ SYSADMN - System Administrator

¢  SYSAUTH - System Authorizer
NOTE: For SYSADMN and SYSAUTH, the default password is password0.

3. Login to the application using the "SYSADMN" User ID. (Note that, there is no "I'" in the
SYSADMN login USER ID). Enter the password that was provided during installation. On
the first login, you will be prompted to change the password.

Once you have logged into the Infrastructure system, you need to perform the following
additional configurations to setup the OFSAAI environment:

¢+ Define Server Details for Database, Application and Web servers.
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¢ Add Database Details.
¢ Create an Information Domain.
¢ Create a Segment.

¢ Create / Add User with access to all permissions.

NOTE: Each new file that is created in the ftpshare folder of any installation layer should be
granted specific / explicit permission. If you encounter any problems during setup,
please contact Infrastructure Support.

12.2 OFSAAI Login

ORACLE’

Financial Services Analytical Applications

language  US-English

User ID

Password

Version 8.0.6.0.0

Copyright © 1993, 2017 Oracle and/or its affiliates. All rights
reserved.

While accessing Oracle Financial Services Analytical Applications Infrastructure, the Splash
screen is as displayed:

You can select the required language from the Language drop-down list. The language options
displayed in the drop down are based on the license. Based on the selection of Language, the
appropriate language login screen is displayed.
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Enter the User ID and Password provided by the System Administrator and click Login. You will
be prompted to change your password on your first login. Alternatively, you can also choose to
change your password any time.

In the Change Password screen, enter a new password, confirm it and click OK to view the

Splash screen. Refer to the following guidelines for Password Creation:

¢

Passwords are displayed as asterisks (stars) while you enter. This is to ensure that the
password is not revealed to other users.

Ensure that the entered password is at least six characters long.

The password must be alphanumeric with a combination of numbers and characters.
The password should not contain spaces.

Passwords are case sensitive and ensure that the Caps Lock is not turned ON.

By default the currently used password is checked for validity if password history is not
set.

New password should be different from previously used passwords based on the
password history which can be configured.

If you encounter any of the following problems, contact the System Administrator:
o Your user ID and password are not recognized.
o Your user ID is locked after three consecutive unsuccessful attempts.
o Your user ID has been disabled.

o Guest user cannot change the password.
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13 Appendix G: Post Deployment Configurations

This chapter includes the following sections:

¢+ Deploying the Application

¢ Logging as System Administrator

¢ Creating Users
¢ Mapping the User to User Group

¢ Change ICC Batch Ownership

¢ Mapping ICC Batch Execution Rights to Users

¢ Saving Post-Load Change Transformations

13.1 Deploying the Application

This section explains steps to deploy the application. Web Layer deployment is required and for
more information, see Appendix A.

13.2 Logging as System Administrator

Post installation, the first login into Infrastructure is possible only for a System Administrator
through user id “sysadmn”. This ID is created at the time of installation with the password
provided during installation. Enter login id “sysadmn” and password that was provided during
installation. Click Login. For more information, refer OFSAAI Login.

13.3 Creating Users

User Maintenance facilitates you to create user definitions, view, manage, modify, and delete
user information. You can access User Maintenance by expanding User Administrator section
within the tree structure of LHS menu.

The User Maintenance screen displays user details such as User ID, Name, Profile Name, Start
and End dates. You can also identify the user status if enabled to access the Infrastructure
system.

To add a user in the User Maintenance screen:

1. Select add [ button from the User Maintenance tool bar. Add button is disabled if you
have selected any User ID in the grid. The New User screen is displayed.
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/= New - User - Windows Internet Explorer Q@@

User Maintenance

User Name John K
Date of Birth 07/07/1970 EJ

Profile Name

End Date

Notification Time

Start 08:00 End

Email D

Pager No

A Enable User

Enable User Login on Holidays

[Lsave | [Lcancel

Created Date

Last Modified Date

2. Enter the user details as tabulated.

Field ’ Description

Fields marked in red asterisk (*) are mandatory.

User ID Enter a unique user id. Ensure that there are no special
characters and extra spaces in the id entered.

User Name Enter the user name. The user name specified here is displayed
on the Infrastructure splash screen. Ensure that the User Name

does not contain any special characters or spaces except ",
and “.”.

Contact Address Enter the contact address of the user. It can be the physical
location from where the user is accessing the system. Ensure
that Contact Address does not contain any special characters
except ", ", -

Date Of Birth Specify the date of birth. You can use the popup calendar to
enter the date.

Designation Enter the user designation. Ensure that Designation does not
contain any special characters except “_, “” and "-".

Profile Name Select the profile name by clicking on the drop down list.

User Start Date Specify the user start date based on the day slot the user is

enabled to access the system. Ensure that User Start Date is
greater than today’s date. You can use the popup calendar to
enter the date.

User End Date Specify the user end date based on month and year when the
user Id expires. Ensure that user End Date is greater than User
Start Date. You can use the popup calendar to enter the date.
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Password Enter the default password for the user for the initial login. User
needs to change the default password during the first login.

A user is denied access in case the user has forgotten the
password or enters the wrong password for the specified number
of attempts (as defined in the Configuration screen). To enable
access, enter a new password here.

Notification Time (Optional) Specify the notification start and end time within which
the user can be notified with alerts.

E-mail ID Enter the e-mail address of the user.

Mobile No (Optional) Enter the mobile number of the user.

Pager No (Optional) Enter the pager number of the user.

Enable User Select the checkbox to allow user to access the system.

A deselected checkbox denies access to the user.

3. Click Save to upload the user details.

The new User details are populated in the User Authorization screen which has to be
authorized by System Authorizers. Once authorized, the User details are displayed in
User Maintenance screen and can then be mapped to the required user group in the
User UserGroup Map screen.

13.4 Mapping the Application User(s) to User Group

User UserGroup Map facilitates you to map user(s) to specific user group which in turn is mapped
to a specific Information Domain and role. Every UserGroup mapped to the Information Domain
needs to be authorized. Else, it cannot be mapped to users.

User UserGroup Map screen displays details such as User ID, Name, and the corresponding
Mapped Groups. You can view and modify the existing mappings within the User UserGroup
Maintenance screen.

Starting the OFSAA 8.0 release, with installation of FSDF Application Pack, preconfigured
Application user groups are seeded. These user groups are unigue to every OFSAA Application
Pack and have application roles pre-configured.

You can access User UserGroup Map by expanding Identity Management section within the tree
structure of LHS menu.

Table 4: Seeded User Groups

Name Description

FSDF Admin User mapped to this group will have access to all the menu items for entire
FSDF Application. The exclusive menu’s which are available only to this
group users are Application Preference and Global Preference under

Settings Menu.
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Name

Description

FSDF Data Modeler

User mapped to this group will have access only for Data Model
Management and Metadata Browser Menus.

FSDF Analyst

User mapped to this group will have access for Data Management
Framework, Dimension Management and Metadata Browser Menus.

FSDF Operator

User mapped to this group will have access for Rule Run Framework and
Operations Menus.

13.5 Changing ICC Batch Ownership

All the seeded Batches in OFSDF Applications Pack will be automatically assigned to SYSADMN
user during Installation. If one user who wants to see the Batches in Batch Maintenance Menu,
He needs to execute the following Queries in Config Schema of the Database.

Syntax:
begin

AAI OBJECT ADMIN.TRANSFER BATCH OWNERSHIP
('fromUser', 'toUser', '"infodom') ;

end;
OR
begin

AAI OBJECT ADMIN.TRANSFER BATCH OWNERSHIP ('fromuser', 'touser');

end;

Where from User indicates the user who currently owns the batch, to User indicated the user to
which the ownership has to be transferred. Infodom is optional parameter, if specified the
ownership of batches pertaining to that Infodom will be changed.

Example:
begin

AAI OBJECT ADMIN.TRANSFER BATCH OWNERSHIP
('SYSADMN', "FSDFOP', '"OFSBFNDINFO”) ;

end;

Oracle Financial Services Software ORACLE

182



OFSDF 8.0.6.0.0 Installation Guide

13.6 Mapping ICC Batch Execution Rights to Users

By default all users who are mapped to FSDF Admin and FSDF Operator will have the
permission to execute the seeded Batches in FSDF Application Pack. However if any other user-
defined batches or any other application pack batches created during the respective installation of
application packs, the user need to map the Batch execution rights for each user/batch in the
Batch Execution Rights menu under Object Administration >> Object Security.

NOTE: Any user who is mapped under FSDF Admin User Group will have the access to map
the Batch execution rights menu.

ORACL_E’ Financial Services Analytical Applications
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(& patch Execution Rights
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13.7 Saving Post-Load Change Transformations

After creating users, Login to Infrastructure as any user who is mapped to FSDF Admin or FSDF
Analyst group. Navigate to Data Management Framework >> Post Load Changes.
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A New window is displayed. Click on Each Transformation from Transformations List and Click
on Stored Procedure in the Right Panel, Click on Edit in the Top Right Menu and Click on
Finish Button in Bottom
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[

[

NOTE: All the Transformation Stored Procedures are required to be edited and saved (Finish
Button) once for getting it is available.
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14  Appendix H: Cloning OFSAA Instance

There is a consistent need for a faster and effective approach of replicating an existing OFSAA
instance for further project developments, that is, setting up OFSAA instances that are exact
copies of the current OFSAA instance. For more information on cloning, refer OFSAA Cloning
Reference Guide
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15 Appendix I: OFSAA Landing Page

This appendix includes the following topics:

e |Installation Checklist

e OFSAA Landing Page for OFSDF Administrator

e Enabling a Product within an Application Pack

15.1 Installation Checklist

This section provides you a list of topics that you must check while installing the application.
It is recommended to take a print out of the checklist and follow the checklist step by step.

Table with (General, Pre-Install, Install, and Post Install) Checklist

Step No. Task Done
General
1 Check the OFSDF Release Notes and Read Me document for any additional steps to r

be performed on OFSDF Pack or OFSAAI.

Note: For more details, contact Oracle support.

OFSDF Pack Pre Installation + During Installation

2 Prior to installation, ensure that sufficient free temp space (minimum 1 GB free) is r
available in /tmp directory of Unix server hosting OFSAAI.

OFSDF Pack Post Installation

3 Perform post-installation steps. For more information, refer to Chapter Post r
Installation.
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15.2 OFSAA Landing Page for OFSDF Administrator

@ v X v| usengisnv | FsORD Y

ORACLE Financial Services Analytical Applications

The landing page includes multiple tabs and each tab has specific links to OFSAA Infrastructure
and/or Application modules. The tabs and links are displayed based on the OFSAA Application
accessed and the access roles mapped to the logged in user.

Each tab contains LHS Menu and RHS Menu. The LHS Menu holds link(s) to modules in a tree
structure. The RHS Menu holds link(s) to modules in a navigational panel format.

The following tabs are available in the Landing Page:
¢+ Applications Tab
¢ Object Administration Tab

¢+ System Configuration and Identity Management Tab

15.2.1 Applications Tab

This tab lists the various OFSDF Applications that are installed in the OFSDF setup. The Select
Application drop-down list displays the OFSDF Applications, based on the logged in user and
mapped OFSDF Application User Group(s). Links to related modules within Applications and
Infrastructure are grouped appropriately to maintain a unified experience.

15.2.2 Object Administration Tab

This tab lists the various OFSDF Information Domains created in the OFSDF setup. The Select
Information Domain drop-down list displays the OFSDF Information Domains based on the
logged in user and mapped OFSDF Application User Group(s). Links to modules that enable
object traceability and migration of objects are grouped in this tab.
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15.2.3 System Configuration and Identity Management Tab

This tab lists the OFSDF Infrastructure System Configuration and Identity Management modules.
These modules work across Applications/ Information Domains and hence there are no
Application and Information Domain drop-down lists in this tab. Links to modules that allow the
maintenance of setup installation and identity management tasks are grouped together in this tab.

NOTE: Refer the User Manual for more details on how to operate on each tab.

15.3 Enabling a Product within an Application Pack

You can also enable a product/ application within an application pack post installation at any point
of time.

To enable a product through the application Ul, follow these steps:

1. Login to the application as SYSADMN user or any user with System Administrator
privileges.

2. Navigate to System Configurations & Identity Management tab, expand Administration and
Configuration and select System Configuration.

3. Click Manage OFSAA Product License(s). The Manage OFSAA Product License(s)
window is displayed as below.

Financial Services Analytical Applications Infrastructure > Administration and Configuration > System Configuration > Manage OFSAA Product License(s)

MANAGE OFSAA APPLICATION PACK LICENSE
MANAGE OFSAA APPLICATION PACK LICENSE

» INSTALLED APPLICATION PACKS
APPLICATION PACK ID APPLICATION PACK NAME DESCRIPTION INSTALL DATE

& , y 3 - Applications forming analytics foundation such as FSDF, DIH, GLRECON, CONNECTORS __ . v .
@ OFS_BFND_PACK Financial Services Foundation Applications Pack o e Bankivg oixd Financiol Sciviss Domcin 2015-04-01 16:48:17.0

» PRODUCTS IN THE APPLICATION PACK

ENABLE | PRODUCT ID PRODUCT NAME DESCRIPTION ENABLE DATE

OFS_FSDF Financial Services Data Foundation Application for Financial Services Data Foundation 2015-04-01 16:48:17.0

4. Select an Application pack to view the products in it. The products are displayed inthe
Products in the Application Pack section. The following fields are displayed in the
INSTALLED APPLICATION PACKS section:
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Field Description

Displays a unique Application Pack ID related to the application pack.

Select the appropriate Pack id using the radio button. The Products in
the application pack is displayed below in the PRODUCTS IN THE
APPLICATION PACKS section.

Application Pack ID

Application Pack ) o
Displays the name of the Application Pack.

Name
Description Displays the description of the Application Pack.
Install Date Displays the date when the Application Pack was installed.

5. The following fields are displayed in the PRODUCTS IN THE APPLICATION PACK

section:
Field Description
Enable Select the checkbox to enable a product within an Application Pack.
Product ID Displays a unique product id for the product.
Product Name Displays the name of the Product
Description Displays the description of the product.
Enable Date Displays the date when the product was enabled.

6. Select the checkbox to enable a product within the selected Application Pack which is not
enabled during installation.

7. Click VIEW LICENSE AGREEMENT button. The License Agreement section is
displayed.

» LICENSE AGREEMENT
Oracle Financial Services Enterprise Modeling Option (OFS AAAI) product is a separately licensable product and would not be enabled unless it has been licensed. Oracle %
Financial Services Enterprise Modeling Option (OFS AAAI) product is only part of the Oracle Financial Services Advanced Analytics Infrastructure Pack and specific OFSAA
Application Packs that require the advanced analytical features of this product. Oracle Financial Services Enterprise Modeling Option (OFS AAAI) product gets pre-selected
automatically on selecting any of the ofsaa products within a specific Application Pack that require this product to be enabled and configured.

Multiple products being grouped together under a Application Pack, mandate installation and configuration of these products by default. However, during the Application Pack
installation, based on the products that are being selected, it would get enabled and would be licensed for. It is important o note that products once selected (enabled) cannot be
disabled at a later stage. However, products can only be enabled at any later stage using the OFSAA Infrastructure "Manage Application Pack License" feature.

m

Enabling a product within a Application Pack automatically implies you agree with this license agreement and the respective terms and conditions

@ | ACCEPT THE LICENSE AGREEMENT.
(©) | DO NOT ACCEPT THE LICENSE AGREEMENT.

ENABLE |

8. Select the option | ACCEPT THE LICENSE AGREEMENT and click ENABLE. An
appropriate pop-up message confirmation is displayed showing that the product is
enabled for the pack.

NOTE: To use the newly enabled product, you need to map your application users to the appropriate
product specific User_Group(s) and subsequently, authorize the actions by logging in as
System Authorizer.
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NOTE: For more information refer to Mapping/Unmapping Users section in the Oracle
Financial Services Analytical Applications Infrastructure User Guide 8.0 (QHC).
To identify the newly enabled product specific User Groups/ Application Pack specific
User_Groups, refer to the respective Application Pack specific Installation and
Configuration Guide/ User Manual.
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16 Appendix J: Additional Information

This section includes the following topics:

¢

¢

FTP/ SETP Configuration for File Transfer

Configure Infrastructure Server Memory

Internet Explorer Settings

Retrieving Patch Information

OLAP Data Server Configuration

OFESAAI Setup Information Fetching Tool

Encryption Changer

Infrastructure LDAP Configuration

Configuring OFSAAI Web Services

Deploying OFSAAI Web Services

Configuration to Enable Parallel Execution of DML statements

Configure Message Details in Forms Designer

Clearing Application Cache

Configuring Password changes

Configure Internal Service (Document Upload/ Download)

16.1 FTP/ SFTP Configuration for File Transfer

This section details about the configurations required for FTP/SFTP.
In OFSAA, certain modules require transfer of files from the web application server to the OFSAA
server over SSH.

Follow these steps to ensure the OFSAA server recognizes the web application server during file
transfers.

1. Login to the web application server.
2. Type sftp <user>@<OFSAA Server>
3. Specify Yes when prompted for permission.
Are you sure you want to continue connecting (Yes/No)?
4. This will add an entry into the "known_hosts" file.
5. A confirmation message is displayed:

Permanently added <OFSAA Server> RSA) to the list of known hosts.
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16.1.1 Setting Up SFTP Private Key

Log in to OFSAA Unix user using Putty tool, where you plan for installation and generate a pair of
authentication keys using the ssh-keygen command. If required, set passphrase. Otherwise
OFSAAI_SFTP_PASSPHRASE tag in the OFSAAI InstallConfig.xml file should be setto
NA.

To generate private key, enter the commands as shown:
0fsaapp@OFSASERVER:~> ssh-keygen -t rsa
Generating public/private rsa key pair.
Enter file in which to save the key (/home/ofsaapp/.ssh/id rsa):
Created directory '/home/ofsaapp/.ssh'.
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /home/ofsaapp/.ssh/id rsa.
Your public key has been saved in /home/ofsaapp/.ssh/id rsa.pub.
The key fingerprint is:
3:4£:05:79:3a:9f£:96:7c:3b:ad:e9%9:58:37:bc:37:e4

0fsaapp@OFSASERVER: ~> cat /home/ofsaapp/.ssh/id rsa.pub >>
/home/ofsaapp/.ssh/authorized keys

In case, you are generating SFTP Private key for Hive server, append the content of
/home/ofsaapp/.ssh/id_rsa.pub to Hiveserver authorized_keys file located at
$HOME DIR HIVE/.ssh folder.

Ensure the following permissions exist for the given folders:

e Permission of . ssh should be 700
e Permission of .ssh/authorized keys should be 640
e Permission of .ssh/id rsa should be 400

e Permission of Unix user created should be 755

16.2 Configuring Infrastructure Server Memory

The memory settings for Infrastructure Application Server, Tomcat, WebSphere, and WebLogic
can be edited for customizing memory settings and garbage collector settings depending on the
available hardware configuration as explained below. These settings are base minimum and have
to be incremented considering the deployment metrics into account. The increments are usually
handled in multiples of 128mb for heap and 64mb for stack.

16.2.1 Setting Infrastructure Server Memory

You can configure the Infrastructure Application Memory settings as follows:
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1. Locate the .profile file.

2. Edit X _ArGsfield in this file for customizing memory settings and garbage collector
settings depends on the hardware configuration.

This has a default value X ARGS APP ="-Xms200m"

X_ARGS_APP =" "$X ARGS" $DELIM-Xmx2048m"

NOTE: You need to modify X ARGS APP variable in the .profile file to customize Java
Memory Settings for Model Upload based on the Data Model size.
For Run and Rule executions, the following value is recommended:

X _ARGS_ RNEXE="-Xmslg -Xmx1g -XX:+UseAdaptiveSizePolicy -
XX:MaxPermSize=512M -XX:+UseParallelOIdGC -XX:+DisableExplicitGC"

X_ARGS_RLEXE="-Xmslg -Xmx1g -XX:+UseAdaptiveSizePolicy -
XX:MaxPermSize=512M -XX:+UseParallelOI3dGC -XX:+DisableExplicitGC"

16.3 Setting Internet Explorer

NOTE: OFSAAI supports only default zoom setting in Internet Explorer, that is, 100%.
Cookies should be enabled.

The following browser settings have to be specified at every client machine prior to accessing the
Infrastructure application.

1. Open Internet Explorer. Select Tools - Internet Options. The Internet Options
window is displayed.

2. Click the Settings button. The Settings window is displayed.

3. Select the option Every time | visit the webpage and click OK.

Internet Options

Website Data Settings ||

General 1 Security I Privacy I Content ] Connections | Programs | Advanced \ . Temporary Internet Files ‘ Eﬁoryrircaches TP
Home page Internet Explorer stores copies of webpages, images, and media
/‘ To create home page tabs, type each address on its own line. for faster viewing later,
) ’ .
=] |2 aboutblank = cheFk for newer versions of stored pages:
@) Every time I visit the webpage
25 Every time I start Internet Explorer
Automaticall
Use current l [ Use default I [ Use new tab .4
_) Never
Startup o
Disk space to use (8-1024MB) 250 |
() Start with tabs from the last session (Recommended: 50-250MB)
@ start with home page Current location:
Tabs C:\Users\shwwali\AppData\LocalMicrosoft\Windows\Temporary
Change how webpages are displayed in tabs. Internet Files\
Browsing history [ Move folder... ] [ View objects ] [ View files ]
Delete temporary files, history, cookies, saved passwords, and web
e v (o ]
ancel

[| Delete browsing history on exit

[ Delete... H Settings ]

Appearance
Colors ] [ Languages ] [ Fonts j [ Accessibility ]
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10.

11.

In the Internet Options window, select the Security tab and select the Internet option

under Select a zone to view or change the security settings.

Click Default Level under Security level for this zone.

Internet Options

Select a zone to view or change security settings.

@ & / ©®

Localintranet Trusted sites  Restricted

sites
Internet
0 This zone is for Internet websites,
except those listed in trusted and
restricted zones.
Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
= - Appropriate for most websites
- Prompts before downloading potentially unsafe
content

- Unsigned ActiveX controls will not be downloaded

[ OK ][ Cancel ]

| General | Security | Privacy | Content | Connections | Programs | Advanced

Click OK to save.

Click Internet Explorer >> Tools >> Compatibility View Settings.

Enter the OFSAA setup URL in the Add this website field.

Click Add.

Ensure the URL is listed under Websites you've added to Compatibility View.

In the Internet Options window, select the Privacy tab and select the Turn on Pop-up

Blocker option under Pop-up Blocker settings.
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—

| Internet Options = —
['b pti £ ~ & || [&] Navigation Canceled

3

i General I Security ] Privacy | Content ] Connections ] Programs I Advanced\

Settings -
Select a setting for the Internet zone.
Medium

- Blocks third-party cookies that do not have a compact

privacy policy

- Blocks third-party cookies that save information that can
=) be used to contact you without your explicit consent

- Restricts first-party cookies that save information that

can be used to contact you without your implicit consent

[ Sites ] [ Import ] [ Advanced ] Default
Location
Never allow websites to request your .
O physical location Slesx: Sites
Pop-up Blocker
[¥] Turn on Pop-up Blocker
InPrivate

Disable toolbars and extensions when InPrivate Browsing starts

@ Some settings are managed by your system administrator.

rop sersees T

2]

Exceptions

— Pop-ups are cumrently blocked. You can allow pop-ups from specific
l | websites by adding the site to the list below.

Address of website to allow:

Allowed sites:

[ OK ][ Cancel ] Apply

“.oracle.com
~.oraclecomp.com
~.oraclevpn.com

Notifications and blocking level:

Play a sound when a pop-up is blocked
[¥] Show Notffication bar when a pop-up is blocked.
Blocking level:

[Mediu'n: Block most automatic pop-ups

Leam more about Pop-up Blocker

12. Click Settings. The Pop-up Blocker Settings window is displayed.

13. Enter the URL of the OFSAA Application in the Address of Website to Allow: field.

14. Click Add. The OFSAA URL is displayed in the Allowed Sites section.

15. Click Close.

16. Click OK in the Internet Options window.

16.4 Retrieving Patch Information

To identify the list of patches installed on your OFSAA setup, follow these steps:

1. Login to the OFSAA application as a user with Object AdminAdvanced Role.

2. Navigate to Object Administration tab.

3. Click System Utilities.

4. Click Patch Information.

5. The page displays the list of patches installed on the OFSAA setup across Applications/

Platform.
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16.5 Configuring OLAP Data Server

This section is applicable if you are using the OLAP feature of OFSAAI.

The following parameters must be set to ensure that the system limitations are not exceeded at
any stage. The values for these OS parameters should be specified based on the expected load
at each implementation site.

Example:
¢ Process Memory Limit
¢ Max Thread Stack Size
¢+ Max Number of Threads per Process

Sort Buffer settings: This must be set at the Essbase application level appropriate to the
anticipated load.

Shutdown and Restart: During shutdown of OFSAAI Server that has an instance of Data
Services that is communicating with an OLAP Data Server, it is imperative to ensure that the
cleanup of the old instance is completed on the OLAP Data Server before restarting the OFSAAI
Server. Pause for a period of time based on the load the system was subjected to, before
restarting the Data Services subsystem.

16.6 Configuring Infrastructure Ports

The Port Changer utility can be used to change IP/ Hostname, Ports, and Deployed paths of the
OFSAA instance.

Prerequisite

You should have minimum version as OFSAAI 8.0.

How to run Port Changer utility

1. Navigate to $FIC_HOME folder on Target.
2. Execute java -jar PortC.jar DMP.

A file with the name DefaultPorts.properties will be created under $FIC_HOME directory
which contains the ports, IPs and paths currently being used.

Make the necessary changes to those ports, IPs, and paths in the DefaultPorts.properties
file as per the Target environment. Save the changes.

3. Run the PortC.jar utility using the command:
java -jar PortC.jar UPD
This will change the ports, IPs and paths in .profile (under home directory), all files under

$FIC HOME directory, and tables in the database according to the values mentioned in
DefaultPorts.properties file.
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16.7 Executing OFSAAI Setup Information Fetching Tool

Executing the SetupInfo.jar file available in the rIc_HoME path will help you retrieve the related
information about the OFSAAI Set up such as Operating System Name and version, Database
Type and Version, OFSAAI architecture, Log file locations and so on.

To execute SetupInfo.jar" in console:
1. Navigate to the path $FIC_HOME.
2. Enter the command:
java -jar SetupInfo.jar

After execution, the output file location is displayed in the console.

16.8 Executing Encryption Changer

For more information on Encryption Changer, see Key Management section in OFSAAI
Administration Guide.

16.9 Configuring Infrastructure LDAP

16.10

16.11

For more information on LDAP configuration, refer OFSAAI Administration Guide.

Configuring Enable Parallel Execution of DML statements

A configuration file, OracleDB.conf has been introduced to accommodate any configurable
parameter related to operations on oracle database. If you do not want to set a parameter to a
specific value, then the respective parameter entry can be removed/commented off form the
OracleDB.conf file which resides in the path $SFIC DB HOME/conf.

As of now, the OracleDB.conf file has only one parameter namely
CNF_DEGREE OF PARALLELISM. This parameter indicates the degree of parallelism to be used
for a DML operation if parallel DML is explicitly enabled in the session with the ENABLE

PARALLEL DML clause of the ALTER SESSION statement. The default mode of a session is
DISABLE PARALLEL DML. If CNF DEGREE OF PARALLELISM is not set, then the default
degree, as decided by Oracle will be used.

Configuring Message Details in Forms Designer

You can configure the Message Details in Forms Designer under Data Entry Forms and Queries
module by updating the details of mail server in the "NotificationConfig.cfg" file which
resides in the path $FIC_ APP HOME/common/FICServer/conf.

Ensure that the "authorized User details” for whom you need to configure the Message details are
included in Administration - Security Management -> User Administrator - User
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Maintenance window.

Update the following parameters in the "NotificationConfig.cfg" file:

NotificationConfig.cfg File

Parameter

Description

SMTP_SERVER_IP

Specify the hosthname or IP address of SMTP
Server.

SMTP_DEBUG_MODE

To run SMTP service in Debug mode, set value to
'true’, otherwise set value to 'false'.

SMTP_AUTHORIZATION

Set to 'true' if SMTP server requires the client to be
authenticated, otherwise set to 'false'.

SMTP_USERNAME

Username required for logging into SMTP server, if
authentication is not required use a dummy value.

SMTP_PASSWORD

Password required for logging into SMTP server, if
authentication is not required use a dummy value.

SMTP_MAILID

If the Messages has to go from a Particular ID that
ID need to be added. Exchange server forces you

set a valid ID that is there in the exchange server.

(Based on Security settings)

Ensure that the authorized User details are included in Administration -> Security
Management - User Administrator - User Maintenance window.

16.12 Clearing Application Cache

This is applicable to all Web Servers (i.e. WebSphere, WebLogic, and Tomcat).

Prior to the deployment of Infrastructure or Application Service Packs / One-off patches, navigate
to the following path depending on the WebServer configured and clear the cache:

Tomcat: <Tomcat installation

folder>/work/Catalina/localhost/<Application name>/org/apache/jsp

WebLogic: <Weblogic installation location>/domains/<Domain

name>/servers/<Server name>/tmp/ WL user/<Application

name>/qaelce/jsp servlet

WebSphere: <Websphere installation

directory>/AppServer/profiles/<Profile name>/temp/<Node
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name>/serverl/<Application name>/<.war file name>
16.13 Configuring Password Changes

This section explains about how to modify the OFSAA Infrastructure Config Schema and Atomic
Schema passwords.

16.13.1 Changing OFSAA Infrastructure Config Schema Password

To change the Config Schema password, perform the following steps:
1. Change the Config schema User Password in the database.
2. Delete the SFIC_HOME/conf/Reveleus.SEC file.
3. Shutdown the OFSAAI App service:
cd SFIC APP HOME/common/FICServer/bin
./ reveleusshutdown.sh

2. Start the Infrastructure Server in foreground directly on the server or through X-
Windows software using the command:

./ reveleusstartup.sh

At the prompt, enter System Password. Enter the "new Config schema" password. The
service will start and initialize itself if it is able to successfully connect to the DB.

4. Post successful startup of the service, if required, the Infrastructure server may be shut
down and restarted in the background using nohup mode.

16.13.2 Configuring Java Virtual Machine

While running several database intensive tasks in parallel, fetching the database connection from
connection pool may face an error. To ensure no such error is encountered, add the line
securerandom.source=file:/dev/./urandom inthe java.security configuration file available

in $JAVA HOME/jre/lib/security/ path

This needs to be configured on all the machines or virtual machines where the OFSAAI database
components (ficdb layer) are installed.

16.13.3 Changing OFSAA Infrastructure Atomic Schema Password
To change the Atomic Schema password, perform the following steps:

1. Change the Atomic schema User Password in the database.

2. Login to the application from the browser using SYSADMN account or any user id,
which has System Administrator role mapped.

3. Navigate to System Configuration - Database Details window. Select the appropriate
connection and edit the password.

4. Navigate to Unified Metadata Manager - Technical Metadata - Data Integrator >
Define Sources window. Update the appropriate Source details.

5. If vou are using Apache Tomcat as Web server, update the <Context> ->
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Resource tag details in Server.xml file from the $SCATALINA_HOME/conf folder. (In
case of Tomcat only Atomic <Resource> will exist).

6. If you are using WebSphere as Web server:
a. Login to the WebSphere Administration Console, from the left side menu.

b. Navigate to Resources >JDBC >Data Sources. A list of data sources will be
populated on the right side.

c. Select the appropriate Data Source and edit the connection details. (In this
case, both Config and Atomic data sources will need to be modified).

If you are using WebLogic as Web server:
d. Login to the WebLogic Administration Console, from the left side menu

e. Under Domain Structure list box, expand the appropriate Domain and navigate
to Services > JDBC >Data Sources. A list of data sources will be populated
on the right side.

f. Select the appropriate Data Source and edit the connection details. (In this
case, both Config and Atomic data sources need to be modified).

7. Restart the OFSAAI services.

16.14 Configuring Internal Service (Document Upload/ Download)
This step can be ignored if it has already been configured as part of any previous IR /ML
installation.

The Document Upload /Download feature has undergone a change and can now be configured to
use Internal service for document upload / download instead of the earlier ExeWebService.

To facilitate Internal service for document upload/ download, perform the following configurations:

1. Create the folders download, upload, TempDocument and Temp in the local path of
Web application server and provide Read/Write permission.

= To find the exact location, execute the following query in CONFIG schema:
select localpath from web server info

= To create folders with Read/Write permission, execute the command:
mkdir -m 777 download upload TempDocument Temp

2. Create DocStorage folder in the FTPSHARE location of APP tier and provide
Read/Write permission.

= Tofind the exact location, execute the query in CONFIG schema:
select ftpdrive from app server info

= To create folder with Read/Write permission, execute the command:
mkdir -m 777 DocStorage
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17 Appendix K: Patching FSDF Pack Installation

Oracle strongly recommends installing the latest available patch set so as to be up to date with
the various releases of the OFSAA products.

Refer http://support.oracle.com for more information on latest releases.
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18 Appendix L: Grants for Atomic/ Config Schema

This appendix includes the following sections:

¢ Grants for Atomic Schema

¢ Grants for Config Schema

¢ Grants for Config Schema Entities for Atomic Users

181 Grants for Atomic Schema
Atomic Schema creation requires certain grants for object creation. This can be located in
$FIC HOME/privileges atomic user.sql file

The following are the Grants for Atomic Schema:

grant create SESSION to &database username

érant create PROCEDURE to &database username

grant create SEQUENCE to &database username

;rant create TABLE to &database username

grant create TRIGGER to &database username

érant create VIEW to &database username

érant create MATERIALIZED VIEW to &database username
;rant select on SYS.V_SPARAMETER to &database username
érant create SYNONYM to &database username

/

NOTE: If you intend to use Oracle OLAP feature, execute the below grant on all ATOMIC
schema(s): grant olap user to &database username

182 Grants for Config Schema

Config Schema creation requires certain grants for object creation. This can be located in
$FIC HOME/privileges config user.sql file

The following are the Grants for Config Schema:

grant create SESSION to &database username

/

grant create PROCEDURE to &database username
/

grant create SEQUENCE to &database username
/
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grant
grant
grant
grant
grant

grant

create

create

create

create

select

create

TABLE to &database username

TRIGGER to &database username

VIEW to &database username

MATERIALIZED VIEW to &database username
on SYS.V SPARAMETER to &database username

SYNONYM to &database username

183 Grants on Config Schema Entities for Atomic Users

Atomic Schema creation requires certain grants for config schema object access. This can be
located in $SFIC_HOME/config table privileges for atomic user.sql file.
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19 Appendix M: Configuring FSDF Pack XML Files

191 Configuring OFS_BFND_PACK.XML file

The OFS BFND PACK.xml file holds details on the various OFSAA products that are packaged in
a particular Application Pack.
In the <INSTALLER DIRECTORY>/OFS BFND PACK/conf:
1. For:
e RDBMS installation, rename OFS_BFND_PACK.xml to OFS_BFND_PACK.xml.template
¢ Big Data installation:
o For Stage and Results on Hive, rename OFS_BFND_PACK.xmI.BIGDATA.template
to OFS_BFND_PACK.xml
o For Stage on Hive and Results on RDBMS, rename
OFS_BFND_PACK.XML.HYBRID.TEMPLATE to OFS_BFND_PACK.xml

The following table gives details about the various tags/ parameters available in the file and the
values that need to be updated. Prior to installing the OFSAA Application Pack in SILENT mode, it
is mandatory to update this file.

NOTE: If you are installing in the GUI mode, then this file need not be updated.

OFS_BFND_PACK.XML Parameters

Tag Name/ Attribute Name | Description Mandatory | Default Value/ Comments
(YI'N) Permissible Value

APP_PACK_ID Unigue Application | Y Unique Seeded Value DO NOT modify this
Pack Identifier value.

APP_PACK_NAME Unique Application | Y Unique Seeded Value DO NOT modify this
Pack Name value.

APP_PACK_DESCRIPTION | Unique Application | Y Unique Seeded Value DO NOT maodify this
Pack Description value.

VERSION Unique release Y Unique Seeded Value DO NOT maodify this
version value.

APP Unique Application | Y Unique Seeded Value DO NOT remove
Entries these tags.

APP_ID Unique Application | Y Unique Seeded Value DO NOT modify this
Identifier value.
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Tag Name/ Attribute Name

Description

Mandatory
(YI'N)

Default Value/
Permissible Value

Comments

APP_ID/ PREREQ

Prerequisite
Application/ Product

Y

Unique Seeded Value

For most
applications
Infrastructure would
be the prerequisite
set. For certain
other applications,
an appropriate
Application ID
would be set.

DO NOT modify this

value.

APP_ID/ DEF_SEL_FLAG

Default Selected
Flag

Default - YES

In all Application
Packs,
Infrastructure would
have this value set
to “YES”. DO NOT
modify this value.

APP_ID/ ENABLE

Enable Application/
Product

YES if
installing in
SILENT
mode.

Default —
YES for Infrastructure
NO for Others

Permissible - YES or
NO

Set this attribute-
value to YES
against every
APP_ID which is
licensed and should
be enabled for use.

Note: Application/
Product once
enabled cannot be
disabled. However,
Application/ Product
not enabled during
installation can be
enabled later
through the

Administration Ul.

APP_NAME

Unigue Application/
Product Name

Unique Seeded Value

DO NOT maodify this
value.

APP_DESCRIPTION

Unigue Application/
Product Name

Unique Seeded Value

DO NOT maodify this
value.
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Tag Name/ Attribute Name

Description

Mandatory
(YI'N)

Default Value/
Permissible Value

Comments

VERSION

Unique release

version

Y

Unique Seeded Value

DO NOT modify this
value.
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192 Configuring OFS_BFND_SCHEMA_IN.XML File

Creating database schemas, object within schemas and assigning appropriate grants are the
primary steps in the installation process of OFSAA Applications. The OFS BFND

_SCHEMA IN.xml file contains details on the various application schemas that should be
created prior to the Application Pack installation.
NOTE: This file must be configured only in case of OFSDF Application Pack installation for
RDBMS ONLY target. This file is not required to be configured for an HDFS ONLY target

installation.

The following table gives details about the various tags/ parameters available in the file and the
values that need to be updated. Prior to executing the schema creator utility, it is mandatory to
update this file.

OFS_BFND_SCHEMA_IN.XML Parameters

Tag Name/ Description Mandatory | Default Value/ Comments
Attribute Name / Optional Permissible Value
<APP_PACK_ID> | Unique Application Y Unique Seeded Value DO NOT modify
Pack Identifier this value.
Example:
OFS_BFND_PACK
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Tag Name/
Attribute Name

Description

Mandatory
/ Optional

Default Value/
Permissible Value

Comments

<JDBC_URL>

Enter the JDBC URL.
Note: You can enter

RAC and NON-RAC
enabled database
connectivity URL.

Y

Example,

jdbc:oracle:thin:@<HOST>:<
PORT>:<SID>

or

jdbc:oracle:thin:@//[HOST][:

PORT]/SERVICE

or

jdbc:oracle:thin: @(DESCRIP
TION=(ADDRESS_LIST=(A
DDRESS=(PROTOCOL=TC
P)(HOST=[HOST])(port=[PO
RT]))(ADDRESS=(PROTOC
OL=TCP)(HOST=[HOST])(P
ORT=[PORT]))(LOAD_BAL
ANCE=yes)(FAILOVER=yes
))(CONNECT_DATA=(SER
VICE_NAME=[SERVICE])))
For example,
jdbc:oracle:thin:@//dbhost.s
erver.com:1521/servicel

or
jdbc:oracle:thin:@//dbshost.
server.com:1521/scan-1

or

jdbc:oracle:thin: @(DESCRIP
TION=(ADDRESS_LIST=(A
DDRESS=(PROTOCOL=TC
P)(HOST=dbhost1.server.co
m)(port=1521))(ADDRESS=(
PROTOCOL=TCP)(HOST=d
bhost2.server.com)(PORT=
1521))(LOAD_BALANCE=y
es)(FAILOVER=yes))(CONN
ECT_DATA=(SERVICE_NA
ME=servicel)))

Ensure to add an
entry (with SID/
SERVICE NAME)
in the
tnsnames.ora file
on the OFSAA
server. The entry
should match with
the SID/ SERVICE
NAME

used in the JDBC
URL.

<JDBC_DRIVER>

By default this driver
name is seeded.

Example:

oracle.jdbc.driver.OracleDriv

Only JDBC Thin

Driver is supported.

Note: Do not edit this er DO NOT modify
attribute value. this value.
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attribute for all the
schemas.

If you enter as N, you
need to provide
individual passwords for

all schemas.

Note: In case you have

Tag Name/ Description Mandatory | Default Value/ Comments
Attribute Name / Optional Permissible Value
<HOST> Enter the Hosthname/ IP | Y Host Name/ IP Address
Address of the system
on which you are
installing the OFSAA
components.
<SETUPINFO>/ Enter the acronym for Y Accepts strings with a This name would
NAME the type of minimum length of two and appear in the
implementation. This maximum of four. OFSAA Landing
information is displayed Example, Page as
in the OFSAA Home DEV, SIT, PROD “Connected To:
Page. XXXX”
Note: On executing the The schemas being
schema creator utility, created would get
this value will be this prefix.
prefixed with each For E.g.
schema name. For dev ofsaacont,
example: uat_ofsaaconf etc.
dev_ofsaaconf,
uat_ofsaaatm.
<SETUPINFO>/ Identifies if the value N YES or NO Default value is
PREFIX_SCHEM | specified in YES.
A_NAME <SETUPINFO>/
NAME attribute
should be prefixed to
the schema name.
<PASSWORD>/ Enter as Y if you want Y Default — N Note: Setting this
APPLYSAMEFOR | to apply the password Permissible — Y or N attribute value is
ALL specified in DEFAULT mandatory, If

DEFAULT attribute
is set.
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Tag Name/
Attribute Name

Description

Mandatory
/ Optional

Default Value/
Permissible Value

Comments

entered Y in
APPLYSAMEFORALL
attribute and also have
specified individual
passwords for all the
schemas, then the
specified individual
passwords will take
precedence.

<PASSWORD>/
DEFAULT*

Enter the password if
you want to set a
default password for all
schemas.

Note: You also need to
set
APPLYSAMEFORALL
attribute as Y to apply
the default password for
all the schemas.

The maximum length
allowed is 30 characters.
Special characters are not
allowed.
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and ADDON.

By default, the schemas
types are seeded based
on the Application Pack.
Note: Do not edit this
attribute value.

schemas are not applicable

for OFS AAAI Application
Pack.

Tag Name/ Description Mandatory | Default Value/ Comments
Attribute Name / Optional Permissible Value
<SCHEMA>/ The different types of Y ATOMIC/CONFIG/SANDBO | Only One CONFIG
TYPE schemas that are X/ADDON schema can exist in
supported in this the file.
release are ATOMIC, Note- This schema
CONFIG, SANDBOX, identifies as the
SANDBOX AND ADDON

CONFIGURATION
schema that holds
the OFSAA setup
details and other
metadata

information.

Multiple ATOMIC/
SANDBOX/
ADDON schemas
can exist in the file.

ATOMIC schema
refers to the
Information Domain
schema.
SANDBOX schema
refers to the
SANDBOX
schema. ADDON
schema refers to
other miscellaneous
schema (not
applicable for this

Application Pack).
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Tag Name/ Description Mandatory | Default Value/ Comments
Attribute Name / Optional Permissible Value
<SCHEMA>/ By default, the schemas | Y The permissible length is 15 | SETUPINFO/
NAME names are seeded characters and only NAME attribute
based on the alphanumeric characters value is prefixed
Application Pack. allowed. No special to the schema
You can edit the characters allowed except name being
schema names if underscore * . created. For
required. Example: if name
Note: is set as
‘ofsaaatm’ and
The Schema Name will .
h fix of th setupinfo as
t
ave aprefixotine ‘uat’ then schema
SETUPINFO/ NAME being created
attribute. would be
SCHEMA NAME must . ,
uat_ofsaaatm’.
be same for all the
ATOMIC Schemas of
o o Example for
applications within an
I <SCHEMA>/
Application Pack.
NAME:
FSDFCONF or
FSDFATM
NAME should be
same where
APP_GRP=1 for all
SCHEMA tags (Not
applicable for this
Application Pack).
<SCHEMA>/ Enter the password of N The maximum length Note: You need to
PASSWORD* the schema to be allowed is 30 characters. mandatorily enter
created. Special characters are not the password if you
Note: allowed. have set the
If this attribute is left <PASSWORD>/
blank, then the APPLYSAMEFORA
L LL attribute as N.
password specified in
the
<PASSWORD>/DEFAU
LT attribute is applied
as the Schema
Password.
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Tag Name/ Description Mandatory | Default Value/ Comments
Attribute Name / Optional Permissible Value
<SCHEMA>/ By default, the Y Unigue Seeded Value Identifies the
APP_ID Application ID is seeded Example: Application/ Product
based on the For CONFIG schema. for which the
Application Pack. OFS_AAl schema is being
Note: Do not edit this For ATOMIC schema, created.
attribute value. OFS_FSDF
DO NOT modify
this value.
<SCHEMA>/ Enter the available N Default — USERS Modify this value to
DEFAULTTABLE | default tablespace for Permissible — Any existing associate any valid
SPACE DB User. valid tablespace name. tablespace with the
Note: Example: schema.
If this attribute is left
blank, then USERS is ##OFS_BFND_DATA_TB
set as the default SP##
tablespace.
<SCHEMA>/ Enter the available N Default — TEMP Modify this value to
TEMPTABLESPA | temporary tablespace Permissible — Any existing associate any valid
CE for the DB User. valid temporary tablespace tablespace with the
Note: name. schema.
If this attribute is left Example:
blank, then TEMP is set
as the default ##OFS_BFND_DATA_TB
tablespace. SP##
<SCHEMA>/ Enter the quota to be N Example, Modify this value to
QUOTA seton 600M/m grant the specified
DEFAULTTABLESPAC 206G/g guota on the
E attribute for the mentioned
schema/ user. By UNLIMITED/unlimited tablespace to the
default, the quota size is user.
set to 500M. Minimum:
500M or Unlimited on
default Tablespace
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Tag Name/ Description Mandatory | Default Value/ Comments
Attribute Name / Optional Permissible Value
<SCHEMA>/ Enter the name of the N Permissible length is 16 Enter this field in
INFODOM Information Domain to (Optional characters and only UPPERCASE.
associate this schema. for Atomic alphanumeric characters
The schema creator and allowed. No special
utility automatically mandatory characters allowed.
derives an Information for sandbox
Domain Name based on )
the Application Pack if
no value is specified for
this attribute.
<ADV_SEC_ Parent tag to hold N Uncomment the
OPTIONS> Advance Security tag and edit i
Options. you want to add
security options.
For example,
TDE and Data
Redact.
For details, see
the example
following the
table.
<ADV_SEC_ Tag to enable/disable | Default is FALSE. ES;%Z:,?;?%,;W
OPTIONS>/ have uncommented
To enable TDE, set this <ADV_SEC_OPTIO
TPE to TRUE. NS>/
<ADV_SEC_ | Data Redacton feature. | N Defaultis FALSE. commented fyou
OPTIONS>/ have uncommented
To enable <ADV_SEC_OPTIO
DATA_RE DATA_REDACT, set this NS>/
DACT to TRUE
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Tag Name/
Attribute Name

Description

Mandatory
/ Optional

Default Value/
Permissible Value

Comments

<TABLESPA
CES>

Parent tag to hold
<TABLESPACE>
elements

N

NA

Uncomment the tag
and edit. ONLY if
tablespaces are to
be created as part of
the installation.

For details, see the
example following the
table.

Note: When
TDE is TRUE in
ADV_SEC_OPT
IONS, theniitis
mandatory for
the
<TABLESPACE
S> tag to be
present in the
xml file.

<TABLESPA
CE>/ NAME

Logical Name of
tablespace to be created.

Name if specified
should be referred in
the <SCHEMA
DEFAULTTABLESP
ACE= “##NAME##">
attribute.

Note the ## syntax.

<TABLESPA
CE>/ VALUE

Physical Name of the
tablespace to be created

NA

Value if specified will
be the actual name
of the
TABLESPACE.

<TABLESPA
CE>/
DATAFILE

Specifies the location of
the data file on the server

NA

Enter the absolute
path of the file to be
created.

<TABLESPA
CE>/
AUTOEXTE
ND

Specifies if the
tablespace should be
extensible or have a hard
limit

ON or OFF

Set to ON to ensure
that the tablespace

does not run out of

space when full.

<TABLESPA
CE>/
ENCRYPT

Specifies if the
tablespace(s) should be
encrypted using TDE.

ON or OFF

Set to ON to ensure
that the tablespaces
when created are
encrypted using

TDE.

Note: Encryption of tablespaces requires to enabling Transparent Data Encryption (TDE) on the Database

Server.

Example: (The following snippet shows that TDE is enabled and hence the tablespace has been shown

with encryption ON.)

<ADV_SEC_OPTIONS>
<OPTION NAME="TDE" VALUE="FALSE"/>

<OPTION NAME="DATA REDACT" VALUE="FALSE" />
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</ADV_SEC_OPTIONS>

<TABLESPACES>
<TABLESPACE NAME="OFS_AAI_TBSP_1" VALUE="TS_USERSI"
DATAFILE="/scratch/oral2c/app/oracle/oradata/OFSPQA12CDB/ts usersl
.dbf" SIZE="500M" AUTOEXTEND="ON" ENCRYPT="ON" />
<TABLESPACE NAME="OFS_AAI_TBSP_2" VALUE="TS_USERSZ"
DATAFILE="/scratch/oral2c/app/oracle/oradata/OFSPQA12CDB/ts users?2
.dbf" SIZE="500M" AUTOEXTEND="ON" ENCRYPT="ON" />

</TABLESPACES>

<SCHEMAS>
<SCHEMA TYPE="CONFIG" NAME="ofsaaconf" PASSWORD=""
APP ID="OFS AAI" DEFAULTTABLESPACE="##OFS AAI TBSP I1##"
TEMPTABLESPACE="TEMP" QUOTA="unlimited"/>
<SCHEMA TYPE="ATOMIC" NAME="ofsaaatm" PASSWORD=""
APP ID="OFS AAAI" DEFAULTTABLESPACE="##OFS AAI TBSP 2##"
TEMPTABLESPACE="TEMP" QUOTA="unlimited" INFODOM="OFSAAAIINFO"/>
</SCHEMAS>

193 Configuring OFS_BFND_SCHEMA_BIGDATA_IN.xml file for Stage and
Results on Hive

Creating Hive schemas, objects within the schemas are the primary steps in the installation process
of OFSAA Applications. The OFS_BFND SCHEMA BIGDATA IN.xml file contains details on the
various application schemas that must be created/ referred prior to the Application Pack installation.

Note: This file should be configured only in case of OFS AAAI Application Pack installation for
HDFS ONLY target. This file is not required to be configured for an RDBMS ONLY target
installation.

The following table provides details about the various tags/ parameters available in the file and the
values that have to be updated.

Prior to executing the schema creator utility, it is mandatory to update this file.

In the location <INSTALLER DIR>/OFS BFND PACK/schema creator/conf
a. Rename OFS_BFND_SCHEMA_ BIGDATA_IN.xml.template to
OFS_BFND_SCHEMA_BIGDATA_IN.xml
b. Rename OFS_BFND_SCHEMA_IN.xml to OFS_BFND_SCHEMA_IN.xml.template
Table OFS_BFND_SCHEMA_BIGDATA_IN.xml Parameters

Tag Name/ Description Mandato| Default Value/ Comments
Attribute Name ry (Y/N) | Permissible Value

<?xml Y

version="1.0"

encoding="UTF-
g

standalone="no"

>
<APPPACKSC
HEMA>
<APP_PACK_ Seeded unique ID for the | Y Seeded DO NOT maodify this
ID> OFSAA Application Pack value.
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Tag Name/
Attribute Name

Description

Mandato
ry (Y/N)

Default Value/
Permissible Value

Comments

<JDBC_URL>

Enter the JDBC URL

Note: You can enter RAC/
NON-RAC enabled
database connectivity
URL.

Y

Example,

jdbc:oracle:thin:@<HOST/
IP>:<PORT>:<SID>

or

jdbc:oracle:thin:@//[[HOS
T][:PORT]/SERVICE

or

jdbc:oracle:thin:@(DESC
RI PTION=(ADDRESS_
LIST=(ADDRESS=(PROT
OCOL=TCP)(HOST=[HO
ST])(port=[PORT]))(ADD
RESS=(PROTOCOL=TC

P)
(HOST=[HOST])(PORT=[
PORT]))(LOAD_
BALANCE=yes)(FAILOV
ER=yes))(CONNECT _
DATA=(SERVICE_
NAME=[SERVICE])))

For example,
jdbc:oracle:thin:@//dbhos
t.server.com:1521/service
1

or

jdbc:oracle:thin:@//dbsho
st.server.com:1521/scan-
1

or

jdbc:oracle:thin:@(DESCR
| PTION=(ADDRESS_

LIST=(ADDRESS=(PROT
OCOL=TCP)(HOST=dbho
stl.server.com)(port=1521

)
)(ADDRESS=(PROTOCO
L=TCP)(HOST=dbhost2.s
erver.com)(PORT=1521))(
LOAD_
BALANCE=yes)(FAILOV
ER=yes))(CONNECT_
DATA=(SERVICE_
NAME-=servicel)))

In case of an HDFS ONLY
target installation, this
URL should be of the
RDBMS instance that
hosts the Application’s
METADOM.

<JDBC_DRIVE
R>

By default this driver
name is seeded.

Note: Do not edit this
attribute value.

Example,

oracle.jdbc.driver.OracleD
river

Only JDBC Thin Driver is
supported.

DO NOT modify this
value.

<HOST>

Enter the Hostname/ IP
Address of the system on
which you are installing
the OFSAA components.

Host Name/ IP Address

<IS_HYBRID>/V
ALUE

Tag to enable/disable
HYBRID installation
(Stage on Hive and
Results on RDBMS)

Default value is FALSE

Default value is FALSE for
Hive
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Tag Name/
Attribute Name

Description

Mandato
ry (Y/N)

Default Value/
Permissible Value

Comments

absence of any value
specified.

<SETUPINFO>/ | Identifies if the value N YES or NO Default value is YES.
PREFIX_ specified in
SCHEMA_ <SETUPINFO>/ NAME
NAME attribute should be
prefixed to the schema
name.
<SETUPINFO>/ | Enter the acronym for the | Y Accepts strings with a This name would appear
NAME type of implementation. minimum length of two in the OFSAA Landing
This information will be and maximum of four. Page as "Connected To:
E;g%'zysgglg the OFSAA Example, XXXX |
) ) BEND The schemas being
Note: On executing the created would get this
schema creator utility, prefix. For example, dev_
this value will be prefixed ofsaaconf, uat_ofsaaconf
with each schema name. etc.
For example: dev_
ofsaaconf, uat_ofsaaatm.
<PASSWORD>/ | Enter the password if you | N The maximum length Applies only to the
DEFAULT* want to set a default allowed is 30 characters. | RDBMS type METADOM
password for all schemas. Special characters are not| schema(s).
Note: You also need to allowed.
set APPLYSAMEFORALL
attribute as Y to apply
the default password for
all the schemas.
<PASSWORD>/ | Enteras Y if youwantto | Y Default - N Note: Setting this
APPLYSAMEF | apply the password i attribute value is
ORALL specified in DEFAULT Permissible - Y or N mandatory, If DEFAULT
attribute for all the attribute is set.
schemas. Applies only to the
If you enter as N, you RDBMS type METADOM
need to provide schema(s).
individual passwords for
all schemas.
Note: In case you
have entered Y in
APPLYSAMEFORAL
L
attribute and also
have specified
individual passwords
for all the schemas,
then the specified
individual passwords
will take precedence.
<SCHEMAS>/ Identifies the Y Default names for In an HDFS ONLY target
TYPE=RDBM RDBMS schema schemas within the pack | installation, the
S details. would be derived in Application’s METADOM

(that hosts the metadata)
for an application is stored
in RDBMS schema and
the data model entities of
the application are stored
in the DATADOM (which
would be on Hive).
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Tag Name/ Description Mandato| Default Value/ Comments
Attribute Name ry (Y/N) | Permissible Value
<SCHEMA>/ The different types of Y ATOMIC/CONFIG Only One CONFIG
TYPE schemas that are schema can exist in the
supported in this release file.
are ATOMIC, CONFIG. This schema identifies as
By default, the schemas the CONFIGURATION
types are seeded based schema that holds the
on the Application Pack. OFSAA setup details and
Note: Do not edit this other metadata
attribute value. information.
Multiple ATOMIC/
SANDBOX/ ADDON
schemas can exist in the
file.
ATOMIC schema refers to
the METADOM within the
Information Domain
schema. SANDBOX
schema refers to the
SANDBOX schema.
ADDON schema refers to
other miscellaneous
schema (not applicable for
this Application Pack).
<SCHEMA>/ By default, the schemas Y The permissible lengthis | SETUPINFO/ NAME
NAME names are seeded 15 characters and only attribute value would be
based on the alphanumeric characters | prefixed to the schema
Application Pack. allowed. No special name being created.
You can edit the characters aIIowedl ' For example, if name is set
schema names if except underscore " as 'ofsaaeﬁ)tm' and
required. setupinfo as 'uat' then
Note: schema being created
) would be 'uat_ofsaaatm'.
The Schema Name will
have a prefix of the NAME should be Eame
SETUPINEO/ NAME where APP_GRP=1 for all
attribute SCHEMA tags (Not
) applicable for this
SCHEMA NAME must be Application Pack).
same for all the ATOMIC
Schemas of applications
within an Application
Pack.
<SCHEMA>/ Enter the password of N The maximum length Note: You need to
PASSWORD the schema to be allowed is 30 characters. | mandatorily enter the
created. Special characters are not | password if you have set
Note: allowed. the <PASSWORD>/
: APPLYSAMEFORALL
If this attribute is left attribute as N.
blank, then the password
specified in the
<PASSWORD>/DEFAUL
T attribute is applied as
the Schema Password.
<SCHEMA>/ By default, the Y Unigue Seeded Value Identifies the Application/
APP_ID Application ID is seeded Product for which the
based on the Application schema is being created.
Pack. DO NOT modify this
Note: Do not edit this value.
attribute value.
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Tag Name/ Description Mandato| Default Value/ Comments
Attribute Name ry (Y/N) | Permissible Value
<SCHEMA>/ Enter the available default| N Default - USERS Modify this value to
DEFAULTTABL | tablespace for DB User. . . associate any valid
ESPACE Note: \I:a(flir(rjngsbllt()else ;ﬁg};}g;ﬂztlng tablespace with the
) P : schema.
If this attribute is left
blank, then USERS is set
as the default
tablespace.
<SCHEMA>/ Enter the available N Default - TEMP Modify this value to
TEMPTABLES temporary tablespace for I associate any valid
PACE the pDB U}s/er. P Permissible - Any tablespace W)i/th the
existing valid temporary schema
Note: tablespace name. '
If this attribute is left
blank, then TEMP is set
as the default tablespace.
<SCHEMA>/ Enter the quota to be set | N Example: 600M/m Modify this value to grant
QUOTA on 20G/ the specified quota on the
DEFAULTTABLESPAC 9 mentioned tablespace to
E UNLIMITED/unlimited the user.
attribute for the schema/
user. By default, the quota
size is set to 500M.
Minimum: 500M or
Unlimited on default
Tablespace
<SCHEMA>/ Enter the name of the N Permissible length is 16
INFODOM Information Domain to characters and only
associate this alphanumeric characters
schema. allowed. No special
The schema creator characters allowed.
utility automatically
derives an Information ##INFODOM_NAME##
Domain Name based on Example:
the Application Pack if no ESDEINFO
value is specified for this
attribute.
<SCHEMAS>/ Type of schemas being Y Refers to the DATADOM
TYPE=HDFS created. of the Application Pack
being installed.
<HIVE_ IP/HostName of the Y
SERVER server where HIVE is
__ HOST> installed
<HIVE_LIB Folder path where HIVE Y Should contain the list of
PATH> related drivers/jar files jars mentioned in the
are copied section Copying Jars to
OFSAA Installation
Folder and krb5. conf,
keytab files. Manually
copy the preceding listed
files from CDH
distribution to this
identified folder.
NOTE: The Cloudera
administrator will provide
these two files krb5.conf
and keytab.
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arehouse/<<PREFIX>>
__ <<SCHEMA_NAME>
>/

NOTE: <<PREFIX>>
Prefix is applicable only
if the
<PREFIX_SCHEMA_N
AME> tag is "Y" in
<SETUPINFO> tag. For
example, when
<SETUPINFO
NAME="BFND"
PREFIX_SCHEMA_NA
ME="Y"/>.
<<SCHEMA_NAME>>
is the DATADOM
schema name.

Example:
hdfs://

O/user/hive/warehouse/BFN

D_BSYDATADOM/

whfOObsy.in.oracle.com:802

Tag Name/ Description Mandato| Default Value/ Comments
Attribute Name ry (Y/N) | Permissible Value
<SCHEMA>/ By default, the Y The permissible length Schema Name should not
NAME schemas names are is 20 characters and be the same as Schema
seeded based on the only alphanumeric Name specified for
Application Pack. characters allowed. Schema Type ATOMIC.
You can edit the Example:
schema names if HIVEHYBDATADOM
required.
Note: The Schema
Name will have a prefix
of the SETUPINFO/
NAME
attribute.
<SCHEMA>/ Identifies the type of Y By default, the TYPE DO NOT modify this
TYPE schema where the data attribute in this tag is set | value.
model entities would to DATADOM.
reside.
<SCHEMA>/ By default, the Y The supported value is
APP_ID Application ID is seeded OFS FSDE
based on the -
Application Pack.
<SCHEMA>/ Identifies the type Y By default, the only In the upcoming releases,
DB TYPE of driver to be used supported type is HIVE in | the type value can be
for connection. this release. HIVE/ IMPALA etc.
<SCHEMA_PR | COMMENTS for HIVE N
OPERTIES>/<P | schema
ROPERTY>/CO
MMENT
<SCHEMA_PR | You can optionally N hdfs://
OPERTIES>/<P | specify a location for the ##HIVE_SERVER_HOS
ROPERTY>/LO | table data T_NAME_OR_IP##:Na
CATION menodePort/user/hive/w

Oracle Financial Services Software

221

ORACLE




OFSDF 8.0.6.0.0 Installation Guide

Tag Name/ Description Mandato| Default Value/ Comments
Attribute Name ry (Y/N) | Permissible Value
<CONNECTIO HIVE JDBC driver details | Y com.cloudera.hive.j | The default cloudera
N_ dbc4 .HS2Driver HiveServer 2 driver name.
PROPERTIES>
/
<PROPERTY>/
JDBC_DRIVER
<CONNECTIO Enter HIVE JDBC URL Y Valid Hive JDBC Specify the Hive JDBC
N_ URL to be URL to connect to the
PROPERTIES> specified. Hive Server.
/ jdbc:hive2://##HIVE
<PROPERTY>/ SERVER_HOST
JDBC_URL NAME_OR_IP##:1

0000/<<PREFIX>>

___<<SCHEMA_NA

ME>>;AuthMech=1

:KrbServiceName=

hive;KrbHostFQDN

=##HIVE_SERVER

_HOST_NAME_O

R_IP##;KrbRealm=

#HHREALM##

NOTE: <<PREFIX>>

Prefix is applicable only

if the

<PREFIX_SCHEMA N

AME> tag is "Y" in

<SETUPINFO> tag. For

example, when

<SETUPINFO

NAME="BFND"

PREFIX_SCHEMA_NA

ME="Y"/>.

<<SCHEMA_NAME>>

is the DATADOM

schema name.

For example:

jdbc:hive2://whf00bsy.in.

oracle.com:10000/BFN

D

BSYDATADOM:;AuthMe

ch=1;KrbServiceName=

hive;KrbHostFQDN=whf

00bsy.in.oracle.com;Krb

Realm=WHFBSY.ORAC

LE.COM
<CONNECTIO Authentication Type Y Permissible values: Only “Kerberos with
N_ KERBEROS_WITH keytab” based
PROPERTIES> _KEYTAB authentication supported
/ in this release.
<PROPERTY>/
AUTH_TYPE
<CONNECTIO Alias name for Y An Alias name mapping
N_ authentication credentials to a principal and
PROPERTIES> password combination
/ specified in the following
<PROPERTY>/ tags.
AUTH_ALIAS
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Tag Name/ Description Mandato| Default Value/ Comments

Attribute Name ry (Y/N) | Permissible Value

<CONNECTIO Authentication principal Y Principal name used in
N_ name authentication to connect
PROPERTIES> to the Hive Server.

/

<PROPERTY>/

PRINCIPAL

<CONNECTIO Authentication password | Y Password used in

N_ authentication to connect
PROPERTIES> to the Hive Server.

/

<PROPERTY>/

PASSWORD

<CONNECTIO A keytab file containing Y This file should be copied
N_ pairs of Kerberos to the location specified in
PROPERTIES> | principals and an <HIVE_LIB_PATH>

/ encrypted copy of that

<PROPERTY>/ | principal's key.

KRB_GSSJAA

S_FILE_NAME

<CONNECTIO REALM configuration file | Y This file should be copied
N_ to the location specified in
PROPERTIES> <HIVE_LIB_PATH>

/

<PROPERTY>/

KRB_REALM_

FILE_NAME

194 Configuring OFS_BFND_SCHEMA_BIGDATA_IN.xmIl.HYBRID file for Stage on
Hive and Results on RDBMS

Prior to executing the schema creator utility, it is mandatory to update this file.

In the location <INSTALLER DIR>/OFS BFND PACK/schema creator/conf:
1. Rename OFS_BFND_SCHEMA_IN.xml to OFS_BFND_SCHEMA IN.xml.template

2. Rename OFS_BFND_SCHEMA_ BIGDATA_IN.xml.HYBRID.template to
OFS_BFND_SCHEMA_BIGDATA_IN.xml

Rename OFS_BFND_APP_CFG.dat to OFS_BFND_APP_CFG.dat.template
4. Rename OFS_BFND_CFG.dat.HYBRID.template to OFS_BFND_APP_CFG.dat

Table: OFS_BFND_SCHEMA_BIGDATA_IN.xm| Parameters

Tag Name/ Description Mandat | Default Value/ Comments
Attribute Name ory (Y/N)| Permissible Value

<?xml Y

version="1.0"

encoding="UTF-8"
standalone="no"?>
<APPPACKSCHE

MA>

<APP_PACK_ ID>

Seeded unique ID for the | Y Seeded

OFSAA Application Pack

DO NOT maodify this
value.
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Note: You can enter
RAC/ NON-RAC enabled
database connectivity
URL.

Tag Name/ Description Mandat | Default Value/ Comments
Attribute Name ory (Y/N)| Permissible Value
<JDBC_URL> Enter the JDBC URL Y Example, In case of an HDFS

jdbc:oracle:thin: @##DB_
SERVER_HOST_NAME
_OR_IP##:1521:##SID_
NAME##

or

jdbc:oracle:thin:@<HOS
T/ IP>:<PORT>:<SID>

or

jdbc:oracle:thin:@//[HOS
T]:PORT]/SERVICE

or

jdbc:oracle:thin:@(DES
CRI
PTION=(ADDRESS_
LIST=(ADDRESS=(PRO

-
OCOL=TCP)(HOST=[H
o)

ST])(port=[PORT]))(ADD
RESS=(PROTOCOL=T
CP)
(HOST=[HOSTI])(PORT
=[ PORT]))(LOAD_
BALANCE=yes)(FAILO
V ER=yes))(CONNECT _
DATA=(SERVICE_
NAME=[SERVICE])))

For example,
jdbc:oracle:thin:@//dbho
s
t.server.com:1521/servic
el

or
jdbc:oracle:thin:@//dbsh
o}

st.server.com:1521/scan
-1

or

jdbc:oracle:thin:@(DESC
Rl PTION=(ADDRESS_
LIST=(ADDRESS=(PRO
T
OCOL=TCP)(HOST=dbh
(o]

stl.server.com)(port=152
1)
)(ADDRESS=(PROTOC
o

L=TCP)(HOST=dbhost2.

s
erver.com)(PORT=1521))
(LOAD_
BALANCE=yes)(FAILOV
ER=yes))(CONNECT_
DATA=(SERVICE_
NAME=servicel)))

ONLY target installation,
this URL should be of the
RDBMS instance that
hosts the Application’s
METADOM.
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attribute for all the
schemas.

If you enter as N, you
need to provide
individual passwords for
all schemas.

Note: In case you have
entered Y in
APPLYSAMEFORALL

attribute and also have
specified individual
passwords for all the
schemas, then the
specified individual
passwords will take

Tag Name/ Description Mandat | Default Value/ Comments
Attribute Name ory (Y/N)| Permissible Value
<JDBC_DRIVER> | By default this driver Y Example, Only JDBC Thin Driver is
name is seeded. oracle.jdbc.driver.Oracle supported.
Note: Do not edit D river DO NOT maodify this
this attribute value. value.
<HOST> Enter the Hostname/ IP Y Host Name/ IP Address
Address of the system Example:
on which you are
installing the OFSAA E#%';SMAE—%%STE#SERVE
components. — ——
<IS_HYBRID>/VA | Tag to enable/disable Y Default value is TRUE
LUE HYBRID installation
(Stage on Hive and
Results on RDBMS)
<SETUPINFO>/ Identifies if the value N YES or NO Default value is YES.
PREFIX_ specified in
SCHEMA_ NAME | <SETUPINFO>/ NAME
attribute should be
prefixed to the schema
name.
<SETUPINFO>/ Enter the acronym for the | Y Accepts strings with a This name would
NAME type of implementation. minimum length of appear in the OFSAA
This information will be two and maximum of Landing Page as
displayed in the OFSAA four. "Connected To: xxxx"
Home Page. Example: The schemas being
Note: On executing the BEND created would get this
schema creator utility, prefix. For example,
this value will be prefixed dev_ ofsaaconf,
with each schema name. uat_ofsaaconf etc.
For example: dev_
ofsaaconf, uat_ofsaaatm.
<PASSWORD>/ Enter the password if you | N The maximum length Applies only to the
DEFAULT* want to set a default allowed is 30 characters. | RDBMS type METADOM
password for all schemas. Special characters are schema(s).
Note: You also need to not aIIow'ed.
set APPLYSAMEFORALL Example:
attribute as Y to apply ##CONFIG_META_SCH
the default password for EMA_PASSWORD##
all the schemas.
<PASSWORD>/ Enteras Y if youwantto | Y Default - Y Note: Setting this
APPLYSAMEFOR | apply the password o attribute value is
ALL specified in DEFAULT Permissible - Y or N mandatory, If DEFAULT

attribute is set.

Applies only to the
RDBMS type METADOM

schema(s).
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supported in this release
are ATOMIC, CONFIG.

By default, the schemas
types are seeded based
on the Application Pack.

Note: Do not edit
this attribute value.

Tag Name/ Description Mandat | Default Value/ Comments
Attribute Name ory (Y/N)| Permissible Value
precedence.
<SCHEMAS>/ Identifies the Y Default names for In an HDFS ONLY target
TYPE=RDBMS RDBMS schema schemas within the installation, the
details. pack would be derived Application’s METADOM
in absence of any (that hosts the metadata)
value specified. for an application is
stored in RDBMS
schema and the data
model entities of the
application are stored in
the DATADOM (whichis
on Hive).
<SCHEMA>/ The different types of Y ATOMIC/CONFIG Only One CONFIG
TYPE schemas that are . schema can exist in the

file.

This schema identifies as
the CONFIGURATION
schema that holds the
OFSAA setup details
and other metadata
information.

Multiple ATOMIC/
SANDBOX/ ADDON
schemas can exist in
the file.

ATOMIC schema refers
to the METADOM within
the Information Domain
schema. SANDBOX
schema refers to the
SANDBOX schema.
ADDON schema refers to
other miscellaneous
schema (not applicable
for this Application Pack).
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Tag Name/ Description Mandat | Default Value/ Comments
Attribute Name ory (Y/N)| Permissible Value
<SCHEMA>/ By default, the schemas Y The permissible length SETUPINFO/ NAME
NAME names are seeded is 15 characters and attribute value would be
based on the only alphanumeric prefixed to the schema
Application Pack. characters allowed. No name being created.
You can edit the schema Zﬁg\(/:vlgtljcg?cr:&ters For exeltmple, if name is
names if required. underscore ' set as 'ofsaaatm’ and
. = info as 'uat' then
There are one Config seﬁlupln bei d
User Name (Example: s¢ ekrjng €ing cfreate .
##CONFIG_USER NAM would be 'uat_ofsaaatm'.
E##), one Atomic User NAME should be same
Name for RDBMS part where APP_GRP=1 for
(Example: all SCHEMA tags (Not
##ATOMIC_USER_NAM applicable for this
E##, which is Application Pack).
##META_USER_NAME#
#), and one Atomic User
Name for Hive part
(Example:
##ATOMIC_USER2_NA
ME_FSDFHV##).
Note:
The Schema Name will
have a prefix of the
SETUPINFO/ NAME
attribute.
SCHEMA NAME must be
same for all the ATOMIC
Schemas of applications
within an Application
Pack.
<SCHEMA>/ Enter the password of N The maximum length Note: You need to
PASSWORD the schema to be allowed is 30 characters. | mandatorily enter the
created. Special characters are password if you have set
Note: not allowed. the <PASSWORD>/
) APPLYSAMEFORALL
If this attribute is left attribute as N.
blank, then the password
specified in the
<PASSWORD>/DEFAUL
T attribute is applied
as the Schema
Password.
<SCHEMA>/ By default, the Y Unigue Seeded Value. Identifies the Application/
APP_ID Application ID is seeded There are one Confi Product for which the
based on the 9 schema is being created.
Application Pack. related APP_ID (Value ) )
is OFS_AAI), one DO NOT maodify this
Note: Do not edit Atomic APP_ID for value.
this attribute value. RDBMS part (Value is
o 00 v
related APP_ID (Value is —
OFS_AAI), one Atomic part (Value is
- y OFS_FSDFHYV).
APP_ID for RDBMS part -
(Value is OFS_FSDF),
and one Atomic APP_ID
for Hive part (Value is
OFS_FSDFHV).
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Tag Name/ Description Mandat | Default Value/ Comments
Attribute Name ory (Y/N)| Permissible Value
<SCHEMA>/ Enter the available default| N Default - USERS Modify this value to
DEFAULTTABL tablespace for DB User. . associate any valid
ESPACE , Permissible - Any tablespace with the
Note: existing valid tablespace schema
If this attribute is left name.
blank, then USERS is set
as the default
tablespace.
<SCHEMA>/ Enter the available N Default - TEMP Modify this value to
TEMPTABLESPA | temporary tablespace for - associate any valid
CE the DB User. Permissible - Any tablespace with the
existing valid temporary schema
Note: tablespace name. )
If this attribute is left
blank, then TEMP is set
as the default tablespace.
<SCHEMA>/ Enter the quota to be set | N Example: 500M/m Modify this value to grant
QUOTA on 10G/ the specified quota on the
DEFAULTTABLESPAC 9 mentioned tablespace to
E UNLIMITED/unlimited the user.
attribute for the schema/
user. By default, the quota
size is set to 500M.
Minimum: 500M or
Unlimited on default
Tablespace
<SCHEMA>/ Enter the name of the N Permissible length is 16
INFODOM Information Domain to characters and only
associate this alphanumeric characters
schema. allowed. No special
The schema creator characters allowed.
utility automatically Therearetwo
derives an Information information domains for
Domain Name based on Stage on Hive and
the Application Pack if no Results on RDBMS
value is specified for this installation. One is for
attribute. RDBMS and another for
There are two information Hive.
domains for Stage on Hive
and Results on RDBMS. ##INFODOM_NAME##
One is for RDBMS and
another for Hive. Example for RDBMS part
in Stage on Hive and
Results on RDBMS:
FSDFINFO
Example for Hive part in
Stage on Hive and
Results on RDBMS
(Staging):
FSDFHVINFO
<SCHEMAS>/ Type of schemas being Y Refers to the DATADOM
TYPE=HDFS created. of the Application Pack
being installed.
<HIVE_ IP/HostName of the Y
SERVER _ server where HIVE is
HOST> installed
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Tag Name/ Description Mandat | Default Value/ Comments
Attribute Name ory (Y/N)| Permissible Value
<HIVE_LIB_ Folder path where HIVE | Y Should contain the list
PATH> related drivers/jar files of jars mentioned in the
are copied section Copying Jars to
OFSAA Installation
Folder and krb5. conf,
keytab files. Manually
copy the preceding listed
files from CDH
distribution to this
identified folder.
NOTE: The Cloudera
administrator will provide
these two files krb5.conf
and keytab.
<SCHEMA>/ By default, the Y The permissible length Schema Name should
NAME schemas names are is 20 characters and not be the same as
seeded based on the only alphanumeric Schema Name specified
Application Pack. characters allowed. for Schema Type
You can edit the ATOMIC.
schema names if
required.
Note: The Schema
Name will have a prefix
of the SETUPINFO/
NAME
attribute.
<SCHEMA>/ Identifies the type of Y By default, the TYPE DO NOT maodify this
TYPE schema where the data attribute in this tag is value.
model entities would set to DATADOM.
reside.
<SCHEMA>/AP By default, the Y The supported value is
P_ID Application ID is seeded OES ESDEHV
based on the -
Application Pack.
Note: Edit this attribute
value.
<SCHEMA>/ Identifies the type Y By default, the only In the upcoming releases,
DB_TYPE of driver to be used supported type is HIVE in| the type value can be
for connection. this release. HIVE/ IMPALA etc.
<SCHEMA>/ Enter the name of the N Permissible length is 16
INFODOM Information Domain to characters and only
associate this alphanumeric characters
schema. allowed. No special
The schema creator characters allowed.
utility automatically
derives an Information ##INFODOM_NAME##
Domain Name based on
the Application Pack if no For Hive part in Stage on
value is specified for this Hive and Results on
attribute. RDBMS
Example:
FSDFHVINFO
<SCHEMA_PROP | COMMENTS for HIVE N
ERTIES>/<P schema
ROPERTY>/CO
MMENT
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Tag Name/
Attribute Name

Description

Mandat
ory (Y/N)

Default Value/
Permissible Value

Comments

<SCHEMA_PROP
ERTIES>/<P
ROPERTY>/LO
CATION

You can optionally
specify a location for the
table data

N

hdfs://
#HIVE_SERVER_HO
ST_NAME_OR_IP##:N
amenodePort/user/hive
/warehouse/<<PREFIX
>>_ <<SCHEMA_NA
ME>>/

NOTE: <<PREFIX>>
Prefix is applicable
only if the
<PREFIX_SCHEMA_N
AME> tag is "Y" in
<SETUPINFO> tag.
For example, when
<SETUPINFO
NAME="BFND"
PREFIX_SCHEMA_NA
ME="Y"/>.
<<SCHEMA_NAME>>
is the DATADOM
schema name.

Example:

hdfs://
whf00bsy.in.oracle.co
m:8020/user/hive/ware
house/BFND _
BSYDATADOM/

<CONNECTIO

N_
PROPERTIES>/
<PROPERTY>/JD
BC_DRIVER

HIVE JDBC driver details

com.cloudera.hive.

jdbc4 .HS2Driver

The default cloudera
HiveServer 2 driver
name.

<CONNECTIO
N_
PROPERTIES>/
<PROPERTY>/JD
BC_URL

Enter HIVE JDBC URL

Valid Hive JDBC
URL to be
specified.
jdbc:hive2:/[##HIV
E_SERVER_HOS
T_NAME_OR_IP#
#:10000/<<PREFI
X>> <<SCHEM
A _NAME>>;Auth
Mech=1;KrbServic
eName=hive;KrbH
0stFQDN=##HIVE
_SERVER_HOST
_NAME_OR_IP##
:KrbRealm=##RE
ALM##

NOTE: <<PREFIX>>
Prefix is applicable
only if the
<PREFIX_SCHEMA N
AME> tag is "Y" in
<SETUPINFO> tag.
For example, when
<SETUPINFO
NAME="BFND"
PREFIX_SCHEMA_NA
ME="Y"/>.

Specify the Hive JDBC
URL to connect to the
Hive Server.
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Tag Name/ Description Mandat | Default Value/ Comments
Attribute Name ory (Y/N)| Permissible Value

<<SCHEMA_NAME>>

is the DATADOM

schema name.

For example:

jdbc:hive2://whfO0

bsy.in.oracle.com:

10000/BFND_

BSYDATADOM;A

uthMech=1;KrbSe

rviceName=hive;K

rbHostFQDN=whf

00bsy.in.oracle.co

m;KrbRealm=WH

FBSY.ORACLE.C

oM
<CONNECTIO Authentication Type Y Permissible Only “Kerberos with
N_ values: keytab” based
PROPERTIES>/ KERBEROS_WIT authentication supported
<PROPERTY>/ H_KEYTAB in this release.
AUTH_TYPE
<CONNECTIO Alias name for Y An Alias name mapping
N_ authentication credentials to a principal and
PROPERTIES>/ password combination
<PROPERTY>/ specified in the following
AUTH_ALIAS tags.
<CONNECTIO Authentication principal Y Principal name used in
N_ name authentication to
PROPERTIES>/ connect to the Hive
<PROPERTY>/ Server.
PRINCIPAL
<CONNECTIO Authentication password | Y Password used in
N_ authentication to
PROPERTIES>/ connect to the Hive
<PROPERTY>/ Server.
PASSWORD
<CONNECTIO A keytab file containing Y This file should be copied
N_ pairs of Kerberos to the location specified in
PROPERTIES>/ principals and an <HIVE_LIB_PATH>
<PROPERTY>/ encrypted copy of that
KRB_GSSJAAS_ | principal's key.
FILE_NAME
<CONNECTIO REALM configuration file | Y This file should be copied
N_ to the location specified in
PROPERTIES>/ <HIVE_LIB_PATH>
<PROPERTY>/
KRB_REALM_
FILE_NAME
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20 Appendix N: Configuring OFSAAI_InstallConfig.xml File

1. Navigate to OFS_BFND_PACK/OFS_AAI/conf directory.

2. Openthe OFSAAI InstallConfig.xml file in text editor.
3. Configure the OFSAAI InstallConfig.xml file as mentioned in the below table:
4. You need to manually set the InteractionVariable parameter values as mentioned in the table.
If a value is not applicable, enter NA and ensure that the value is not entered as NULL.
InstallConfig.xml Parameters
InteractionVariable Name Significance and Expected Value Mandatory
YIN
InteractionGroup name="WebServerType"
WEBAPPSERVERTYPE Identifies the web application server on which the OFSAA Yes
Infrastructure web components would be deployed.
The below numeric value should be set depending on the type:
Apache Tomcat = 1
IBM WebSphere Application Server = 2
Oracle WebLogic Server =3
For example, <InteractionVariable
name="WEBAPPSERVERTYPE">3</InteractionVariable>
InteractionGroup name="OFSAA Infrastructure Server Details"
DBSERVER_IP Identifies the hostname or IP address of the system on which the Yes
Database Engine is hosted.
Note: For RAC Database, the value should be NA.
For example, <InteractionVariable name="DBSERVER_
IP">14.15.16.17</InteractionVariable> or
<InteractionVariable name="DBSERVER_IP">dbhost.server.com
</InteractionVariable>
InteractionGroup name="Database Details"
ORACLE_SID/SERVICE_ Identifies the Oracle DB Instance SID or SERVICE_NAME Yes
NAME Note: The Oracle_SID value should be exactly the same as it is
mentioned in JDBC_URL.
For example, <InteractionVariable
name="ORACLE_SID/SERVICE_NAME">ofsaser
</InteractionVariable>
ABS_DRIVER_PATH Identifies the directory where the JDBC driver (ojdbc<version>.jar) Yes
exists. This would typically be the
$ORACLE_HOME/jdbc/lib
For example, <InteractionVariable name="ABS_DRIVER_
PATH">">/oradata6/revwb7/oracle
</InteractionVariable>
Note: Refer Appendix P for identifying the correct
ojdbc<version>.jar version to be copied.
InteractionGroup name="OLAP Detail"
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IMPLEMENTATION

be configured depending on whether you intend to use the OLAP
feature. The below numeric value should be set depending on the
choice:

YES-1
NO -0

InteractionVariable Name Significance and Expected Value Mandatory
Y/N
OLAP_SERVER_ Identifies if the OFSAA Infrastructure OLAP component needs to No

in .profile:

Note:IfvalueforOLAP SERVER

IMPLEMENTATION issettol, itchecksforfollowing environment variables are set

ARBORPATH, HYPERION HOME and ESSBASEPATH.

InteractionGroup name="SFTP Details"

SFTP_ENABLE

Identifies if the SFTP (Secure File Transfer Protocol) feature is to
be enabled. The below numeric value should be set depending on
the choice:

« For SFTP, set this field to 1 or -1.
« For FTP, set this field to O

Yes

Note: The default value for SFTP_ENABLE is 1, which signifies that SFTP will be used. Oracle recommends
using SFTP instead of FTP because SFTP is considered more secure. However, a client may choose to ignore
this recommendation and to use FTP by setting SFTP_ENABLE to 0. You can change this selection later by
using the OFSAAI administration interface

For example, <InteractionVariablename="SFTP_ENABLE">0</InteractionVariable>

Set SFTP_ENABLE to -1 to configure ftpshare and weblocal path as local path mounted for OFSAAI server

FILE_TRANSFER_PORT

Identifies the port used for the file transfer service. The
default value specified is 22 (SFTP). Specify default value as
21 (FTP) if SFTP_ENABLE is 0. Alternatively, this value can
be any Port configured by System Administrators to support
SFTP/FTP

For example, <InteractionVariable name="FILE_TRANSFER_
PORT">21</InteractionVariable>

Yes

InteractionGroup name="Locale Detail"

LOCALE

Identifies the locale information to be used during the installation.
This release of the OFSAA Infrastructure supports only US English.
For example, <InteractionVariable
name="LOCALE">en_US</InteractionVariable>

Yes

InteractionGroup name="OFSAA Infrastructure Communicating ports"

Note: The below ports are used internally by the various OFSAA Infrastructure services. The default values
mentioned below are set in the installation. If you intend to specify a different value, update the parameter value
accordingly and ensure this port value is in the range of 1025 to 65535 and the respective port is enabled.

JAVAPORT 2280 Yes
NATIVEPORT 2281 Yes
AGENTPORT 2282 Yes
ICCPORT 2283 Yes
ICCNATIVEPORT 2284 Yes
OLAPPORT 2285 Yes
MSGPORT 2286 Yes
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ROUTERPORT 2287 Yes
AMPORT 2288 Yes

InteractionGroup name="Web Details"
Note: If value for HTTPS_ENABLE is set to 1, ensure you have a valid certificate available from a trusted CA and
the same is configured on your web application server.

HTTPS_ENABLE Identifies if the Ul should be accessed using HTTP or HTTPS Yes
scheme. The default value set is 0. The below numeric value
should be set depending on the choice:

YES-1
NO -0

For example, <InteractionVariable name="HTTPS_ENABLE">0
</InteractionVariable>

WEB_SERVER_IP Identifies the HTTP Server IP/ Hostname or Web Application No
Server IP/ Hostname, to be used for accessing the Ul. This IP
would typically be the HTTP Server IP.

If no separate HTTP Server is available, the value should be Web
Application Server IP/Hostname.

For example, <InteractionVariable name="WEB_SERVER_
IP">10.11.12.13</InteractionVariable>

or

<InteractionVariable name="WEB_SERVER_IP">
myweb.server.com</InteractionVariable>

WEB_SERVER_PORT Identifies the Web Server Port. This would typically be 80 for non Yes
SSL and 443 for SSL. If no separate HTTP Server exists, the value
should be the port configured for Web Application Server.

Note: The port value will not be accepted as 80 if
HTTPS_ENABLE is 1 and as 443, if HTTPS_ENABLE is 0.

For example, <InteractionVariable
name="WEB_ SERVER PORT">2289</InteractionVariable>

CONTEXT_NAME Identifies the web application context name, which will be used Yes
to build the URL to access the OFSAA applications. The context
name can be identified from a URL as below:

<scheme>://<host>:<port>/<context-name>/lo
gin.jsp

Sample URL:
https://myweb:443/ofsaadev/login. jsp

For example, <InteractionVariable name="CONTEXT
NAME">ofsaadev</InteractionVariable>
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WEBAPP_CONTEXT_PATH | Identifies the absolute path of the exploded .ear file on the web Yes
application server.

For Tomcat, specify the Tomcat directory path till
Iwebapps, such as
/oradata6/revwb7/tomcat/webapps/.

For WebSphere, enter the WebSphere path as
<WebSphere profile directory>/installedApps/
<NodeCellName>. For example,
/data2/test//WebSphere/AppServer/profiles/
<Profile_

Name>/installedApps/aix-imfNode01Cell. Where aix-imf is Host
name.

For WebLogic, provide the WebLogic home directory path as
/<WebLogic home directory path>/bea/wlserver_10.3

WEB_LOCAL_PATH Identifies the absolute path to any directory on the web application | Yes
server that can hold temporary files being uploaded as part of the
applications usage.

Note: In case of a clustered deployment, ensure this path and
directory is same on all the nodes.

InteractionGroup name="Weblogic Setup Details"

WEBLOGIC_DOMAIN_HOM | Identifies the WebLogic Domain Home. Yes
E For example, <InteractionVariable name="WEBLOGIC_DOMAIN_ | Specify the
HOME">/home/weblogic/beal/user_ projects/domains/mydomain ;]/‘alue only
</InteractionVariable> WEBSERV
ERTYPE is
setas 3

InteractionGroup name="OFSAAI FTP Details"

OFSAAI_FTPSHARE_PATH | Identifies the absolute path to the directory identified as file system | Yes
stage area.

Note:
1. The directory should exist on the same system on which the

OFSAA Infrastructure is being installed (can be on a separate
mount).

2. The user mentioned in APP_SFTP_USER_ID parameter below
should have RWX permission on the directory.

For example, <InteractionVariable
name="APP_FTPSHARE_PATH">">/oradata6/revwb7/ftpshare</In
teractionVariable>

OFSAAI_SFTP_USER_ID Identifies the user who has RWX permissions on the directory Yes

identified under parameter APP_FTPSHARE_PATH above.
OFSAAI_SFTP_PRIVATE_K | Identifies the SFTP private key for OFSAAI. No
EY For example,

<InteractionVariable
name="OFSAAI_SFTP_PRIVATE_KEY">/home/ofsaapp/.ssh/id_rsa
</InteractionVariable>

By default, the value is NA, which indicates password will be
prompted for the user <OFSAAI_SFTP_USER_ ID> for
authentication.

For more information on generating SFTP Private key, see the
Setting Up SFTP Private Key section.
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OFSAAI_SFTP_PASSPHRA
SE

Identifies the passphrase for the SFTP private key for OFSAAL
For example,

InteractionVariable name="OFSAAI_SFTP_PASSPHRASE">enter a
pass phrase here</InteractionVariable>

By default, the value is NA.
If OFSAAI_SFTP_PRIVATE_KEY value is given and this is kept as

NA, then it is assumed as empty passphrase.

No

Configuration.

InteractionGroup name="Hive Details"

The default value set for the interaction variables under this group is set as NA. These are required only for Hive

HIVE_SERVER_PORT

Identifies the port used for the file transfer service. The default value

Yes, only for

InteractionVariable
name="HIVE_SERVER_FTPDRIVE">/scratch/ofsaa/ftpshare</Inter
actionVariable>

set is 22 (SFTP). Set this value as 21 for FTP. HIVE

For example, Configuration

InteractionVariable

name="HIVE_SERVER_PORT">22</InteractionVariable>
HIVE_SERVER_FTPDRIVE | Identifies the absolute path to the directory identified as file system |Yes, only for

stage area of HIVE server. HIVE

HIVE_SERVER_FTP_USERI
D

Identifies the user who has RWX permissions on the directory
identified under the preceding parameter
HIVE_SERVER_FTPDRIVE.
For example,
InteractionVariable
name="HIVE_SERVER FTP_ USERID">ofsaa</InteractionVariable>|

Yes, only for
HIVE
Configuration

HIVE_SERVER_FTP_PROT
ocoL

If the HIVE_SERVER_PORT is 21, then set value as FTP, else set it
as SFTP.

For example,

InteractionVariable

name="HIVE_SERVER_FTP_PROTOCOL">SFTP</InteractionVaria
ble>

Yes, only for
HIVE
Configuration

HIVE_SFTP_PRIVATE_KEY

Identifies the SFTP private key for the HIVE server.
For example,

<InteractionVariable
name="HIVE_SFTP_PRIVATE_KEY">/scratch/testuser/.ssh/id_rsa</I
nteractionVariable>

By default, the value is NA, which indicates password will be
prompted for the user <HIVE_SERVER_FTP_USERID> for
authentication.

For more information on generating SFTP Private key, see the
Setting Up SFTP Private Key section.

Yes, only for
HIVE
Configuration

HIVE_SFTP_PASSPHRASE |(ldentifies the passphrase for the SFTP private key for HIVE. Yes, only for
For example, HIVE
<InteractionVariable name="HIVE_SFTP_ Configuration
PASSPHRASE">NA</InteractionVariable>
By default, the value is NA.

If HIVE_SFTP_PRIVATE_KEY value is given and this is kept as NA,
then it is assumed as empty passphrase.
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21 Appendix O: Migration for Excel Upload

This appendix provides detailed instructions to migrate for excel upload.

211 Prerequisites

The prerequisites for migration are as follows:

¢

¢

¢

¢

Data model in ATOMIC schemas should be same on the source and target setups.
OFS AAI (platform) patch level version should be same on the source and target setups.
PL/SQL Developer to connect and query the database.

WinSCP to connect and access server file system.

212 Migration for Excel Upload

To migrate, follow these steps:

1. Open PL/SQL Developer and logon to the source setup’s configuration (CONFIG)
schema by entering the appropriate username and password.

2. Inanew SQL window query the data of table EXCEL_MAPPING MASTER.

3. Open a new session in PL/SQL developer and logon to the target setup’s configuration
(CONFIG) schema by entering the appropriate username and password.

4. Insert the records from Step 1 above in to this table.

5. InVv_INFODOM column of EXCEL MAPPING MASTER table update the Information
Domain name with the target Information Domain name.

NOTE: If all the mappings can work out of the single target Information Domain, update same
Information Domain value across all rows. If only few mappings will work out of the
target Information Domain, update the Information Domain value for selective records.
Excel upload mappings will work only if the target Information Domain has same data
model entities as used in the mappings defined on source setup.

6. Update v_.CREATED BY column with the name of any user present in the target setup
that has appropriate roles to perform Excel Upload tasks.

NOTE: Itis mandatory to update values for v_INFODOM and V_CREATED BY columns.

7. Open WInSCP and login a new session by entering the host name, port number, user
name and password to access the source setup.
8. Nauvigate to the folder referred as FTPSHARE.
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9. Copy the excel-entity mapping xml file(s) which are located in this folder according to
their folder structure on to your desktop. For example: /ftpshare
/STAGE/ExcelUpload/$SOURCE INFODOM NAME/$EXCEL FILE NAME.xml

NOTE: Actual file name of Excel Sheet is mentioned in the v_EXCEL NAME column of
EXCEL MAPPING MASTER table.

10. Copy the excel templates (.xIs/ .xIsx) file(s) which are located in this folder according to
their folder structure on to your desktop. For example:
/ftpshare/STAGE/ExcelUpload/TEMPLATE/*.x1ls or *.xlsx

NOTE: Ignore this step if files are not present at the location.

11. Login a new session in WinSCP by entering the host name, port number, user name
and password to access the target setup.

12. Copy the xml file(s) from Step 3 to the below location in the target setup. For example:
/ftpshare/STAGE/ExcelUpload/$TARGET INFODOM NAME/$EXCEL FILE NAME

.xml

NOTE: S$TARGET INFODOM NAME should be target setup Information Domain in which you
have uploaded the appropriate data model and the name should be same as the
V_INFODOM column value updated in EXCEL MAPPING MASTER table.

13. Copy the xls/ xIsx file(s) from Step 3 to the below location in target setup. For example:
/ftpshare/STAGE/ExcelUpload/TEMPLATE/*.x1ls or *.xlsx

NOTE: Ignore this step if files are not present at the location.
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22  Appendix P: JDBC Jar Files

The ojdbc<version>.jar file should be copied based on Database and Java version. Refer to
the following table for details.

Oracle Database | JDK Version Supported JDBC Jar Files Specific to the
Version Release
12.1 or 12cR1 JDK 7 and JDK 8 ojdbc7 jar for JIDK 7/JDK 8
11.2 or 11gR2 JDK 7 and JDK 8 supported in 11.2.0.3 and | ojdbcé6.jar for JDK 7 / JDK 8
11.2.0.4
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23  Appendix Q: Upgrading an Existing OFSAA 8.0.x Java 7 Instance
to Java 8

This section explains the configurations required to upgrade an existing OFSAA 8.0.x Java 7
instance to Java 8. It consists of the following topics:

Prerequisites
Steps for upgrading OFSAA 8.0.x Java 7 instance to Java 8

Web Application Server Configurations
OFSAA Generic Configurations
OFSAA Configurations for New Web Application Server Installation

* & & o o

231 Prerequisites

The following are the prerequisites for upgrading OFSAA 8.0.x Java 7 instance to Java 8:
¢ Java 8 should be installed on the OFSAA server and Web Application Server.

NOTE: IBM WebSphere 8.5.x (Full Profile) on Java 8 is not available.

232 Steps for Upgrading OFSAA 8.0.x Java 7 Instance to Java 8

To upgrade OFSAA 8.0.x Java 7 instance to Java 8, follow these steps:

1. Configure Web Application Server to Java 8. For more information, refer Web Application
Server Configurations.

2. Configure the OFSAA instance to Java 8. For more information, refer OFSAA Generic
Configurations. For a newly installed Web Application Server, refer OFSAA
Configurations for New Web Application Server Installation

3. Restart the OFSAA services. For more information, refer the Start/Stop Infrastructure
Services section in Appendix D

4. Generate the application EAR/WAR file and redeploy the application onto your configured
web application server. For more information on generating and deploying EAR / W AR

file, refer Appendix C.

233 Configuring Web Application Server

This section describes the changes to be made in the Web Application Server. Following are the
two options to perform Web Application Server Configurations which are listed as follows:

¢ Upgrade the existing Web Application Server Installation to Java 8
¢+ Install a new instance of the Web Application Server with Java 8
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This section consists of the following topics:

¢ Oracle WebLogic Server Updates
¢ Apache Tomcat Server Updates

23.3.1 Oracle WebLogic Server Updates

Perform the following configurations to upgrade the existing WebLogic server instance to Java 8:

1. Navigate to <WLS_HOME>/Middleware/Oracle Home/wlserver.

2. Edit the product.properties file. Set JAVA HOME, WLS JAVA HOME, JAVAHOME
properties to the new Java path and java.vm.version to the new Java version. For
example,

JAVA_HOME=/usr/java/jdkl.8.0_45
WLS JAVA HOME=/usr/java/jdk1.8.0 45
JAVAHOME=/usr/java/jdk1l.8.0 45
java.vm.version=1.8.0 45

3. Navigate to
<WLS_HOME>/Middleware/Oracle Home/user projects/domains/<domain>/
bin. Update SUN JAVA HOME, DEFAULT JAVA HOME, JAVA HOME in the
setDomainEnv. sh file to point to the new Java path. For example,

SUN_JAVA HOME="/usr/java/jdkl.8.0 45"
DEFAULT SUN JAVA HOME="/usr/java/jdkl.8.0 45"
JAVA _HOME="/usr/java/jdkl.8.0_45"

4. Clear the Application cache. Navigate to the following path and delete the files:

<Weblogic installation location>/domains/<Domain
name>/servers/<Server name>/tmp/ WL user/<Application

name>/qaelce/jsp servlet
If you wish to install a new instance of the Oracle WebLogic Server, follow these steps:

1. Install Oracle WebLogic Server 12.1.3.x on Java 8.
2. Perform the configurations for the newly installed WebLogic server. For more information
refer Configuring Resource Reference in Weblogic Application Server.

NOTE: While creating WebLogic Domain, the Listen Port should be set same as that of the
existing Domain.
Note down the new Domain path to perform OFSAA Configurations.
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22.3.1 Apache Tomcat Server Updates

Perform the following configurations to upgrade the existing Apache Tomcat Server from Java 7
to Java 8:

1. Login to the Apache Tomcat Server as a non-root user.
2. Editthe user .profile. Update the value for JavA HOME from JRE 1.7 to JRE 1.8. For
Example:

JAVA HOME=/usr/java/jrel.8.0_45
3. Clear the Application cache. Navigate to the following path and delete the files:
<Tomcat installation folder>/work/Catalina/localhost/<Application
name>/org/apache/jsp
If you wish to install a new instance of the Apache Tomcat Server, follow these steps:
1. Install Apache Tomcat Server 8 with Java 8.

2. Perform the configurations for the newly installed Tomcat server. For more information
refer Configuring Resource Reference in Tomcat Application Server.

NOTE: Update the Connector Portin /apache-tomcat-8.0.21/conf/server.xml fileto
that of the existing Tomcat instance.
Note down the new deployment path to perform OFSAA Configurations.

234 OFSAA Generic Configurations

This section consists of the following topics:

¢ User .profile Settings
¢ Configurations for Java 8

23.4.1 User .profile Settings

Perform the following configurations:

1. Login to the OFSAA Server as a non-root user.
2. Editthe user .profile. Update the value for PATH variable from JRE 1.7 to JRE 1.8.
For Example,

PATH=/usr/java/jdkl.8.0 45/jre
JAVA BIN=/usr/java/jdk1.8.0 45/jre/bin

LD LIBRARY PATH=$LD LIBRARY PATH:/usr/java/jdk1.8.0 45/jre/lib/am

d64/server

23.4.2 Configurations for Java 8

Perform the configurations explained in the section Configurations for Java 8.
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235 OFSAA Configurations for New Web Application Server Installation

This configuration is required only if you have freshly installed Oracle WebLogic 12.1.3 or Apache
Tomcat Server 8.0. Follow these steps:

1. Modify the following parameters in the Configuration table present in the Config Schema
with the new Domain Path in case of WebLogic or with the new deployment path in case
of Tomcat:

¢ DeFiHome
¢ REV_IMG_PATH
¢ EMBEDDED JSP_JS PATH
2. Login to the OFSAA Server as a non-root user.

3. Navigate to S$FIC HOME/ficweb/webroot/WEB INF and update the following
parameters in the web.xml file with the new Domain path in case of WebLogic or with
the new deployment path in case of Tomcat:

¢ FIC PHYSICAL HOME LOC
¢ FIC HOME
¢ ICC_SERVLET LOG FILE

4. Navigate to $SFIC HOME/ficweb/webroot/conf and update the Domain path in case
of WebLogic or with the new deployment path in case of Tomcat:

¢ OFSAALogger.xml

¢ MDBLogger.xml

¢ RevLog4jConfig.xml

¢ RFDLogger.xml

¢ ExportLog4jConfig.xml
¢ RFDLogger.xml

¢ PR2Logger.xml
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24  Appendix R: Removing OFSAA

This chapter includes the following sections:

¢

¢

¢

¢

Uninstalling OFSAA Infrastructure

Uninstalling EAR Files in WebSphere

Uninstalling EAR Files in WebLogic

Uninstalling WAR Files in Tomcat

241 Uninstalling OFSAA Infrastructure

This section will guide you through the necessary steps to uninstall the OFSAA Infrastructure

product.

Before you start the uninstallation process, ensure that no open connections exist to the OFSAA
Infrastructure Config and Atomic Schemas and Infrastructure services are brought down.

To uninstall OFSAA Infrastructure:

1.
2.

Log in to the system as non-root user.
Navigate to the SFIC_HOME directory and execute the command:
./Uninstall.sh

Enter the password for OFSAAI Configuration Schema when prompted as shown in the
following figure.

/scratch/ofsaadb/0FSAAL>, /Uninstall,sh

Uninstallation Started [time § Tue Jun 10 14:20:27 IST 2014 ]
R AR oK R o o o o o o R o o R R oK oK R R KR K oK R R KR K oK R oK R KK o
*%% Driver loaded with Driver oracle, jdbc,driver,Oraclelriver

Please enter Configuration schema Password

Connected to Config Schema

Cleaning config schema ...

config schema cleaned ...

Cleaning up Infrastructure Home Dir |

Please wait .,

Uninstallation Completed ! Thank You [time : Tue Jun 10 14:21:59 IST 2014 1
SRR AR KR R Ko K oK R KoK K o K oK K K oK R K KoK o R K oK K o R K o K oK K oK K K KoK K oK KR K K K ok K oK kK
/scratch/ofsaadb/0FSAAT>H

NOTE:

Uninstallation does not remove the Infrastructure application from the Web Application
Server. This has to be done manually.

The entries in the .profile file must be removed manually.

The files/ folders under the file system staging area (ftpshare) must be deleted
manually.

All the Database objects from Atomic Schemas have to be dropped manually.
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242 Uninstalling EAR Files in WebSphere

Following are the steps to uninstall any previously deployed application:

1. Open the URL in the browser window: http://<ipaddress>:<Administrative
Console Port>/ibm/console (https, if SSL is enabled). The Login window is
displayed.

2. Login with the user ID that has admin rights.

3. Expand Applications = Application Types - WebSphere enterprise applications from
the LHS. The Enterprise Applications window is displayed with all the deployed
applications.

Enterprise Applications ?7-

Enterprise Applications
Use this page to manage installed applications. A single application can be deployed onto multiple servers.

B Preferences

Surt] Stop Insull] Uninstall Upcuel Rollout Update I Remove File I Exportl Export DDL ] Export File
(I JEEE
v
Select| Name & Application Status ¢)_

You can administer the following resources:

[] |Refautacolication '
' O | itang |
O | query '
' 0 | ueas73 »

Total 4

4. Select the checkbox adjacent to the application to be uninstalled and click Stop.

5. Click Uninstall. The Uninstall Application window is displayed.
Usinstall Application -

Cick OK to remave the following apphcation(s). If you do not want to remove the appications, chck Cancel to return
10 the previous page

Name
AIXGAST

Cancel |

6. Click OK to confirm.

7. Click Save to save the master file configuration.
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243 Uninstalling EAR Files in WebLogic

On the machine that hosts WebLogic, perform the following steps to uninstall any previously
deployed application:

1. Open the URL in the browser window: http://<ipaddress>:<admin server

port>/console (https, if SSL is enabled). The Login window of the WebLogic Server
Administration Console is displayed.

2. Login with the WebLogic user credentials having administrator privileges.

3. From the Domain Structure LHS menu, click Deployments. The Summary of
Deployments screen is displayed

Summary of Deployments

Control  Monitorng

This page displays a list of Java EE applications and stand-alone application modules that have been instaled to this domain, Instaled applications and modules can be started, stopped, updated
(redeployed), or deleted from the domain by first selecting the application name and using the controls on this page.

To install 3 new appication or module for deployment to targets in this domain, cick the Install button.

¥ Customize this table

Deployments

install | | Update | | Delete ‘S:env

Showing 1to 10f 1 Previous | Next

When work completes
v A
Name & S State Health Type Deployment Order
@ Pupg7273 Stop, but continue servicing administration requests Active ok Enterprise Application 100

Install | Update  Delete ‘ Startv | | Stopv. Showing 1t0 10f 1 Previous | Next

4. Select the checkbox adjacent to the application to be uninstalled and click Stop> Force
Stop Now.

5. Click Yes in the confirmation dialog to stop the selected deployment.
& Selected Deployments have been requested to stop.
Summary of Deployments
Control  Monitorng

This page displays a list of Java EE appications and stand-alone application modules that have been instalied to this domain. Instalied applications and modules can be started, stopped, updated
(redeployed), or deleted from the domain by first selecting the appication name and using the controls on this page.

To install a new appication or module for deployment to targets in this domain, dick the Install button,

P Customize this table

Deployments
Instad Showing 1t0 10f 1 Previous | Next
[ | name & State Health Type Deployment Order
O | ® (Ruwg7273 Prepared Vo Enterprise Appication 100

Showing 1t0 1of 1 Previous | Next
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6. Select the checkbox adjacent to the application and click Delete to delete the selected
deployment.

7. Click Yes in the confirmation dialog to remove the selected deployment from the domain
configuration.

244 Uninstalling WAR Files in Tomcat

On the machine that hosts Tomcat, perform the following steps to uninstall any previously
deployed application:

1. Comment out Context path section from server.xml file in SCATALINA_ _HOME/conf
directory to avoid conflict during undeploy and re-deploy of the WAR file.

Place comment <!-- --> in between the context path section. For

example:
<!--

<Context path ="/pr2test" docBase="/home/perfuser/tomcat-
7.0.19/webapps/pr2test" debug="0" reloadable="true"

crossContext="true">
<Resource auth="Container"
name="jdbc/PR2ATM"
type="javax.sql.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="pr2atm"
password="pr2atm"
url="jdbc:oracle:thin:@10.184.74.99:1521:PERFTEST"
maxActive="100"
maxIdle="30"
maxWait="10000"/>
</Context>
-—>
Restart the Tomcat service by doing the following:
a. Login to the "Unix server" through a terminal emulator.
b. Navigate to $catalina_home/bin directory.

c. Stop the tomcat services using the command . /shutdown. sh

Oracle Financial Services Software ORACLE

208



OFSDF 8.0.6.0.0 Installation Guide

d. Start the tomcat services using the command . /startup.sh

2. Openthe URL in a browser window: http://<IP address>:<Tomcat server
port>. (https, if SSL is enabled). The Tomcat home window is displayed.

3. Click the Manager App. The Connect to window is displayed.

4. Login with the user credentials having admin rights. The Tomcat Web Application
Manager window is displayed with the list of all applications deployed in Tomcat.

88 Apache —
Software Foundation /‘r*%v\

http://www.apache.org/

Tomcat Web Application Manager

ist Applications HTIL Manager Help anager Help

Applicatons.

Path Display Name Running Sessions  Commands
Stant Stoo Reload Undepio

eicome to Tomcat trve 2 Expire sessions wan iole x |30 minutes

Stort Stop Beload Undeploy

idoca Tomcat Documentation true [} Expire sessions wih e = 30 minutes

sxgmpias Serviet and JSP Examples jex 30 m
Start Sioo Ralcag Undeplov

fhost-manager Tomcat Manager Appication true 2 [ Expire sessions with ile & 30 minutes
Start Stop Relcad Undeploy

manager Tomcat Manager Appication true [} Expire sesmT] with xle 21 30

lotspait Reveleus web Appication true 1 Start Sioo Reicad Undeploy

Tomcat Web Application Manager

5. Click the Undeploy link against the deployed Infrastructure application. Aconfirmation
message is displayed on the application /Infrastructure being uninstalled.
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25 Appendix S: Configuring Transparent Data Encryption and Data
Redaction in OFSAA

Two features comprise Oracle Advanced Security: Transparent Data Encryption and Oracle Data
Redaction.

This section details about the configurations required in case you want to enable TDE or Data
Redaction in OFSAA applications.

25.1 Transparent Data Encryption (TDE)

Transparent Data Encryption (TDE) enables you to encrypt sensitive data, such as Personally
Identifiable Information (PII), that you store in tables and tablespaces. After the data is encrypted,
this data is transparently decrypted for authorized users or applications when they access this
data. To prevent unauthorized decryption, TDE stores the encryption keys in a security module
external to the database, called a Keystore. For more details on TDE, see the Database
Advanced Security Guide. TDE tablespace encryption enables you to encrypt all of the data
stored in a tablespace. To control the encryption, you use a Keystore and TDE master encryption
key. Oracle Database supports both software keystores and hardware, or HSM-based, keystores.
A software keystore is a container for the TDE master encryption key, and it resides in the
software file system.

25.1.1 Configuring TDE during OFSDF Installation Using Full Installer

This section provides information on how to enable TDE (Transparent Data Encryption) in the
database. This section consists of the following sub sections.

e Configuring Software Keystore and Encrypted Tablespace Creation
¢ Running the Schema Creator Utility
e Testing the Encryption

25.1.1.1 Configuring a Software Keystore and Encrypted Tablespace Creation

A software keystore is a container for the TDE master encryption key, and it resides in the
software file system. You must define a location for the key in the sglnet.ora file so that the
database locates the keystore (one per database) by checking the keystore location in the
sglnet.ora file. After defining the location, create the keystore and open it. Set the TDE master
key after opening it and then encrypt the data.

To find whether a wallet is already existing, check the following entries:

1. The location specified by the ENCRYPTION_WALLET_LOCATION parameter in the
sglnet.ora file.

2. The location specified by the WALLET_LOCATION parameter in the sglnet.ora file.
Encrypted tablespaces can share the default database wallet. However, Oracle recommends that

you use a separate wallet for transparent data encryption functionality by specifying the
ENCRYPTION_WALLET_LOCATION parameter in the sglnet.ora file.
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NOTE: You should have proper privileges to perform the following actions.

For details to configure the software keystore, perform the following steps:
Step 1: Set the Software keystore location in the sqlnet.ora file

The first step is to designate a location for software keystore in the sglnet.ora file. The Oracle
Database will check the sglnet. ora file for the directory location of the keystore to determine
whether it is a software keystore or a hardware module security (HSM) keystore.

NOTE: Ensure that the directory location which you want to set for software keystore exists
beforehand. Preferably, this directory should be empty.

In a multitenant environment, the keystore location is set for the entire multitenant
container database (CDB), not for individual pluggable databases (PDBs).

By default, the sglnet.ora file is located in the ORACLE HOME/network/admin
directory or in the location set by the TNS_ADMIN environment variable. Ensure that
you have properly set the TNS_ADMIN environment variable to point to the correct
sglnet.ora file.

To create a software keystore on a regular file system, use the following format when you edit the
sglnet.ora file:

ENCRYPTION WALLET LOCATION=
(SOURCE=
(METHOD=FILE)
(METHOD DATA=
(DIRECTORY=<<path to keystore>>)))
Examples:
For regular file system in which the database name is orclb:
ENCRYPTION WALLET LOCATION=
(SOURCE=
(METHOD=FILE)
(METHOD DATA=
(DIRECTORY=/etc/ORACLE/WALLETS/orcl)))
When multiple databases share the sglnet.ora file:
ENCRYPTION WALLET LOCATION=
(SOURCE=

(METHOD=FILE)
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(METHOD DATA=

(DIRECTORY=/etc/ORACLE/WALLETS/orcl)))

When Oracle Automatic Storage Management (ASM) is configured:
ENCRYPTION WALLET LOCATION=
(SOURCE=
(METHOD=FILE)
(METHOD DATA=
(DIRECTORY=+diskl/mydb/wallet)))
For ASM Diskgroup:
ENCRYPTION WALLET LOCATION=
(SOURCE=
(METHOD=FILE)
(METHOD DATA=
(DIRECTORY=+ASM file path of the diskgroup)))
Step 2: Create the Software Keystore
There are three different types of Software Keystores:
» Password-based Software Keystores
= Auto-login Software Keystores
= Local Auto-login Software Keystores
Perform the following steps to create a software keystore:
1. Login as sysdba or user with ADMINISTER KEY MANAGEMENT or SYSKM privilege.
2. Use the following command to create password-based software keystore:
CONN sys/password@serviceid AS SYSDBA
ADMINISTER KEY MANAGEMENT CREATE KEYSTORE 'keystore location'
IDENTIFIED BY software keystore password;
* keystore location is the path of the keystore directory you want to create
* software keystore password is the password of the keystore that you want to
create.
For example, to create the keystore in the /etc/ORACLE/WALLETS/orcl directory:

ADMINISTER KEY MANAGEMENT CREATE KEYSTORE
'/etc/ORACLE/WALLETS/orcl' IDENTIFIED BY password;
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After you run this statement, the ewallet.pl2 file, which is the keystore, appears in the keystore
location.

= Alternatively, you can create an Auto-Login or Local-Login Keystore to avoid opening the
Keystore manually every time. Use the following command:

ADMINISTER KEY MANAGEMENT CREATE [LOCAL] AUTO_LOGIN KEYSTORE FROM
KEYSTORE 'keystore location' IDENTIFIED BY keystore password;

* LOCAL enables you to create a local auto-login software keystore. Otherwise, omit this
clause if you want the keystore to be accessible by other computers.

After you run this statement, the cwallet. sso file appears in the keystore location.

NOTE: It is important to remember the master key password (<keystore_password>) used
during creation of the keystore. There are no ways to retrieve the password if forgotten.

Step 3: Open the Software Keystore

Depending on the type of keystore you create, you must manually open the keystore before you
can use it.

You do not need to manually open auto-login or local auto-login software keystores. These
keystore are automatically opened when it is required, that is, when an encryption operation must
access the key. If necessary, you can explicitly close any of these types of keystores. You can
check the status of whether a keystore is open, closed, open but with no master key, or open but
with an unknown master key by querying the STATUS column of the VSENCRYPTION_WALLET
view.

NOTE: After you open a keystore, it remains open until you manually close it. Each time you
restart a database instance, you must manually open the password keystore to re-
enable encryption and decryption operations.

Perform the following steps to open the software wallet:
1. Login as sysdba or user with ADMINISTER KEY MANAGEMENT or SYSKM privilege.
2. Use the following command to open password-based software keystore:
CONN sys/password@serviceid AS SYSDBA

ADMINISTER KEY MANAGEMENT SET KEYSTORE OPEN IDENTIFIED BY
software keystore password [CONTAINER = ALL | CURRENT];

* software keystore password is the same password that you used to create the
keystore in "Step 2: Create the Software Keystore".

= CONTAINER is for use in a multitenant environment. Enter ALL to set the keystore in
all of the PDBs in this CDB, or CURRENT for the current PDB.

NOTE: In a CDB, open the Keystore in the ROOT (CDB$ROOT) container and in
all the associated PDBs, where TDE is enabled.
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You do not need to manually open auto-login or local auto-login software
Keystores.

Step 4: Set the Software TDE Master Encryption Key

Once the keystore is open, you can set a TDE master encryption key for it. The TDE master
encryption key is stored in the keystore. This key protects the TDE table keys and tablespace
encryption keys. By default, the TDE master encryption key is a key that Transparent Data
Encryption (TDE) generates.

In a multitenant environment, you can create and manage the TDE master encryption key from
either the root or the PDB.

Ensure that the database OPEN_MODE is set as READ WRITE. To find the status for a non-
multitenant environment, query the OPEN_MODE column of the V$DATABASE dynamic view. If
you are using a multitenant environment, then query the V$PDBS view. (If you cannot access
these views, then connect as SYSDBA and try the query again. In order to connect as SYSKM for
this type of query, you must create a password file for it. See Oracle Database Administrator's
Guide for more information.)

Perform the following steps to set the encryption key:
1. Login as sysdba or user with ADMINISTER KEY MANAGEMENT or SYSKM privilege.
2. Use the following command to set the encryption key:
CONN sys/password@serviceid AS SYSDBA

ADMINISTER KEY MANAGEMENT SET KEY [USING TAG 'tag'] IDENTIFIED BY
password [WITH BACKUP [USING 'backup identifier']] [CONTAINER =
ALL | CURRENT];

* tagis the associated attributes and information that you define. Enclose this
setting in single quotation marks (' ").

* password is the mandatory keystore password that you created when you
created the keystore in "Step 2: Create the Software Keystore".

* WITH BACKUP creates a backup of the keystore. You must use this option for
password-based keystores. Optionally, you can use the USING clause to add a
brief description of the backup. Enclose this description in single quotation marks
(' "). This identifier is appended to the named keystore file (for example,
ewallet_time_stamp_emp_key backup.p12, with emp_key backup being the
backup identifier). Follow the file naming conventions that your operating system
uses.

= CONTAINER is for use in a multitenant environment. Enter ALL to set the key in all
of the PDBs in this CDB, or CURRENT for the current PDB.

For example,
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ADMINISTER KEY MANAGEMENT SET KEY IDENTIFIED BY password WITH
BACKUP USING 'emp key backup';

Step 5: Encrypting your Data

After completing the keystore configuration, encrypt the data. You can encrypt individual columns
in a table or entire tablespaces. OFSAA recommends encrypting entire tablespaces and the
description in this section covers encrypting entire tablespaces.

Note the following restrictions on using Transparent Data Encryption when you encrypt a
tablespace:

= Transparent Data Encryption (TDE) tablespace encryption encrypts or decrypts data during
read and write operations, as compared to TDE column encryption, which encrypts and
decrypts data at the SQL layer. This means that most restrictions that apply to TDE column
encryption, such as data type restrictions and index type restrictions, do not apply to TDE
tablespace encryption.

= To perform import and export operations, use Oracle Data Pump.

Encrypting data involves the following steps:

Step 1: Setting the COMPATIBLE initialization parameter for tablespace encryption

Step 2: Setting the tablespace TDE master encryption key

Step 3: Creating the Encrypted Tablespace

Step 1: Setting the COMPATIBLE initialization parameter for tablespace encryption

Prerequisite- You must set the COMPATIBLE initialization parameter for the database to 11.2.0.0
or later. Once you set this parameter to 11.2.0.0, the change is irreversible.

Perform the following steps to set the COMPATIBLE initialization parameter:
1. Log into the database instance. In a multitenant environment, log into the PDB.
2. Check the current setting of the COMPATIBLE parameter.
For example:

SHOW PARAMETER COMPATIBLE

NAME TYPE VALUE
compatible string 12.0.0.0
noncdbcompatible BOOLEAN FALSE

3. If you want to change the COMPATIBLE parameter, perform the following steps:

4.2.3 Locate the initialization parameter file for the database instance.
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= UNIX systems: This file is in the ORACLE HOME/dbs directory and is named
initORACLE_ SID.ora (for example, initmydb.ora).

4.2.4 In SQL*Plus, connect as a user who has the SYSDBA administrative privilege, and then
shut down the database.

For example:
CONNECT /AS SYSDBA
SHUTDOWN
4.2.5 Edit the initialization parameter file to use the correct COMPATIBLE setting.
For example:
COMPATIBLE = 12.2.0.0

4.2.6 In SQL*Plus, ensure that you are connected as a user who has the SYSDBA administrative
privilege, and then start the database.

For example:
CONNECT /AS SYSDBA
STARTUP

4.2.7 If tablespace encryption is in use, then open the keystore at the database mount. The
keystore must be open before you can access data in an encrypted tablespace.

STARTUP MOUNT;
ADMINISTER KEY MANAGEMENT SET KEYSTORE OPEN IDENTIFIED BY password;
ALTER DATABASE OPEN;

Step 2: Setting the tablespace TDE master encryption key

Make sure that you have configured the TDE master encryption key as shown in Step 4: Setting
the software TDE master encryption key.

Step 3: Creating the Encrypted Tablespace

After you have set the COMPATIBLE initialization parameter, you are ready to create the
encrypted tablespace.

Follow the instruction given in Running the Schema Creator Utility with Encryption section for
configuring the schema creator file to create tablespaces.

If you are enabling TDE in case of upgrade or you did not enable it during installation and want to
enable at a later point of time, see the following reference link for details on manually creating
encrypted tablespaces:

https://docs.oracle.com/cloud/latest/db121/ASOAG/asotrans _config.htm#ASOAG9555
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25.1.1.2 Running the Schema Creator Utility with Encryption

This section is applicable only if you want to enable TDE during installation.

Run the schema creator utility by including the encrypt=on option in the Tablespace tag in the
Schema in xml file. You have to perform this procedure manually as it's not a part of the schema
template originally.

<APPPACKSCHEMA>
<APP_PACK ID>OFS AAAI PACK</APP PACK ID>
<JDBC_URL>jdbc:oracle:thin:@<DB_Server IP>:1521:<DB NAME></JDBC URL

<JDBC_DRIVER>oracle.jdbc.driver.OracleDriver</JDBC_ DRIVER>
<HOST><OFSAA Server IP/HOST Name></HOST>
<SETUPINFO NAME="<PREFIX NAME>" PREFIX SCHEMA NAME="Y"/>
<PASSWORD APPLYSAMEFORALL="Y" DEFAULT="<PASSWORD>"/>
<TABLESPACES>
<TABLESPACE NAME="OFS AAI TBSP" VALUE="TS USERS1"
DATAFILE="<ABSOLUTE PATH to TABLESPACE>/<TABLESPACE DATA FILE NAME>.dbf"
SIZE="500M" AUTOEXTEND="OFF" ENCRYPT="ON" />
</TABLESPACES>
<SCHEMAS>
<SCHEMA TYPE="CONFIG" NAME="ofsaaconf" PASSWORD=""
APP ID="OFS AAI" DEFAULTTABLESPACE="TS USERS1" TEMPTABLESPACE="TEMP"
QUOTA="unlimited"/>
<SCHEMA TYPE="ATOMIC" NAME="ofsaaatm" PASSWORD=""
APP ID="OFS AAAI" DEFAULTTABLESPACE="TS USERS1" TEMPTABLESPACE="TEMP"
QUOTA="unlimited" INFODOM="OFSAAAIINFO"/>
<SCHEMA TYPE="ATOMIC" NAME="ofsaaatm" PASSWORD=""
APP ID="OFS IPE" DEFAULTTABLESPACE="TS USERS1" TEMPTABLESPACE="TEMP"
QUOTA="unlimited" INFODOM="OFSAAAIINFO"/>
</SCHEMAS>
</APPPACKSCHEMA>

25.1.1.3 Testing the Encryption

Test the encryption by checking if a tablespace is encrypted or not. Execute the following query to
check:

SELECT tablespace name, encrypted FROM dba tablespaces;

The following result is displayed, which indicates whether the TABLESPACE is encrypted or not in
the ENCRYPTED column:

TABLESPACE NAME ENCRYPTED
SYSTEM NO

SYSAUX NO
UNDOTBS1 NO

TEMP NO
USERS NO
ENCRYPTED TS YES

6 rows selected.
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The above example indicates TABLESPACE ENCRYPTED TS is created with
Encryption ON.

25.1.2 Configuring TDE in case of Upgrade
This section details about the configurations required in case you want to enable TDE in OFSAA
applications after upgrade to OFSAA 8.0.6.0.0 version from a previous version. Additionally, these
configurations are required in case you did not enable TDE during 8.0.6.0.0 installation and want
to enable at a later point of time.
1. Create a new PDB (12c)/ instance (11g) on same or different Database Server for TDE.
For more information, see Configuring Software Keystore and Encrypted Tablespace

Creation

2. Shutdown the OFSAAI Services.

3. Export all Configuration, Atomic and Sandbox Schemas as per the applications installed
in your OFSAA instance.

For example:

expdp SYSTEM/oracle@OFSA12C2DB DIRECTORY=data pump dir
DUMPFILE=ofsaaconf ofsaaatm %U.dmp filesize=2G
SCHEMAS=ofsaaconf,ofsaaatm LOGFILE=ofsaaconf ofsaaatm exp.log

NOTE: The above command will create data dumps as files of 2GB size each (multiples). Any
other commands/ tools as appropriate may be used to archive the schemas.

4. Import all schemas that are exported using the above command, into the new DB
instance.

For example:

impdp SYSTEM/oracle@OFSA12nDB DIRECTORY=data pump dir
DUMPFILE=ofsaaconf ofsaaatm %U.dmp SCHEMAS=ofsaaconf,ofsaaatm
LOGFILE=ofsaaconf ofsaaatm imp.log

NOTE: Restoring the exported dumps creates Configuration and Atomic Schema(s) with the
same user credentials as that of the source, along with the existing grants.

NOTE: If schemas are restored using a tool/ mechanism other than as mentioned in the Step 1
and 2, retain the user credentials of Configuration and Atomic Schemas same as in the
Source environment, along with the Schema grants.

5. Provide select grants on sys.V_S$parameter to view Configuration and Atomic
Schemas of Target Environment database

For example:

Login as sys user:

SQL> GRANT SELECT ON SYS.V_ SPARAMETER TO ofsaaconf;

Grant succeeded
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SQL> GRANT SELECT ON SYS.V S$PARAMETER TO ofsaaatm;
Grant succeeded
6. Update .profile for ORACLE SID environment variable with new ORACLE_SID.

7. Update JDBC URL by executing Port Changer utility. For details on how to execute Port
Changer utility, see How to run Port Changer Utility section.

8. Navigate to the SFIC WEB HOME directory and execute the following command to trigger
the creation of EAR/WAR file:

Jant.sh
9. The EAR/WAR file - <contextname>.ear/.war - is created in SFIC_WEB HOME directory.

10. On completion of EAR/WAR file creation, the message "BUILD SUCCESSFUL" will be
displayed.
11. Edit the existing Connection Pool settings to point to new JDBC URL and verify

connections.

12. Clear the webserver cache and redeploy the application onto your configured web
application server.

13. Restart the OFSAA Services. For more information, refer to the Start/Stop Infrastructure
Services section in the Oracle Financial Services Advanced Analytical Applications
Infrastructure Application Pack Installation and Configuration Guide 8.0.2.0.0.

25.2 Data Redaction

OFSAA is enhanced to enable masking of sensitive data and Personal Identification Information
(Pl to adhere to Regulations and Privacy Policies. Oracle Data Redaction provides selective, on-
the-fly redaction of sensitive data in database query results prior to display by applications so that
unauthorized users cannot view the sensitive data. The stored data remains unaltered, while
displayed data is transformed to a pattern that does not contain any identifiable information.

25.2.1 Enabling Data Redaction in case of Upgrade

This section details about the configurations required in case you want to enable Data Redaction
in OFSAA applications after upgrade to OFSAA 8.0.6.0.0 version from a previous version.
Additionally, these configurations are required in case you did not enable TDE during OFSDF
8.0.6.0.0 installation and want to enable at a later point of time.

Perform the following steps:
1. Login as SYSDBA into the database.

2. Execute the file
SFIC HOME/utility/data security/scripts/create data sec roles.sqgl
only once per database (PDB in case of 12c).
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3. Execute the following sql statement to find out the list of atomic users from the table:

select v_schema name from aai db detail where V_DB NAME <>
'CONFIG' AND V_DB TYPE = 'ORACLE'

4. Execute the file
$FIC HOME/utility/data security/scripts/grant data sec roles.sqgl for
all atomic users found in the previous step.

5. From the Configuration window in the System Configuration module, select the Allow
Data Redaction checkbox.

6. Run the Data Redaction utility. For more details on how to run the utility, see Data
Redaction section under Data Security and Data Privacy chapter in OFS Analytical
Applications Infrastructure Administration Guide 8.0.6.0.0.
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26  Appendix T: Configuring Work Manager in Web Application

Servers

Process Modelling framework requires creation of Work Manager and mapping it to OFSAA
instance. This configuration is required for WebSphere and WebLogic Web Application Server

types.
This section covers the following topics:

=  Configuring Work Manager in WebSphere Application Server

= Configuring Work Manager in Webl ogic Application Server
26.1 Configuring Work Manager in WebSphere Application Server

This section is applicable only when the Web Application Server type is WebSphere.

This section covers the following topics:

= Creating Work Manager

=  Mapping Work Manager to OFSAA WebSphere Instance

26.1.1 Creating Work Manager
1. Open the WebSphere admin console in the browser window:
http://<ipaddress>:<administrative console port>/iom/console. (https if SSL is enabled).
The Login window is displayed.

—~c= o

| WebSphere. LU
WebSphere Integrated
\ &/ Solutions Console
O : ‘ Password

kd

[sacen

2. Login with the user id that has admin rights.
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3. From the LHS menu, expand Resources > Asynchronous beans and select Work

Managers.

= walzome
® Guided Activitias Work managers.

© Servers

Specifies a mork manager that contains a pool of threads that

@ scoper
& Applications

 Sarvices and how it vorks. a0 th
= Resources
= Schadulars
« Object
s

#208C [er][Galewn ]

anagers @ Preferances
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are bound into the Java(TM) Naming and Directory Interface (JNDI). o Frald labal or
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Help | Logout
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Page help
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Command Assistance
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Salect Hame 2

| o it o st e
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& Mail
e
e =E
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wor

| Dusaription & Category £
Sphers Default Osfault
Manager

=
i

i+ Sacurity
& Envronman

+ Syatem administration
% Users snd Groups

& Manitaring and Tuning
5 Troubles haoting

% Servica intagration

oot

4. Select the required Scope from the drop-down list.

For example, Node=whf0OOagnNode01, Server=serverl.

5. Click New in the Preferences section.
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* walcome
F Guided Activitias
* Sarvars

# Applications

& Sarvices

= Resources

= Schedulers

= Obiject pool managers

& aMs.

& J08C

& Resource Adeptars

= Asynch
= Timer managers

= Work managars
& Cacheinstances
& mail
B URL
& Resource Environment
& Security
# Environment
 Systam administration
# Users and Groups
 Monitaring and Tuning.
® Troubleshooting
# Service integration
# uoor

6. Enter the Name as ‘w

Work managers > New...
Specifies a work manager that contains a pool of threads that are bound inta the Java(TM) Naming and Dirsctory Interface (INDI).

Configuration

General Properties @3 will not ba available until the general properties

Additional Properties

Scope
[ealls :whio ode2Call: NodeOl:servers:serverl |

me
s

+ INDI nama
enf WorkManager

Deseription

Category
wark timaout
o

o ] miliseconds

Werk request queue size
o

Work request queue full action
[elock~

Service names

a

work objects

Intarnationalization
[0 application Profiling Service {deprecated)
[ sacurity
O workarea

Thread pool properties
+ Number of slarm theeads
2 thraads

# Minimum number of threads

o threads

+ Maximum number of threads
threads

+ Thraad Prioei
5 priority

B Grovasie

m’ and JNDI name as ‘wm/WorkManager ‘ in the respective fields.

7. Enter the Thread pool properties.

8. Click Apply.

View:

Al tasks %

« walcome
* Guided Acuivities
F Servers

& Applications

* Services

= Resources
® Schedulers
* Object pool managers
& aMs
® Joec
[ Resource Adapars
= Asynchronsus baans

= werk managars
& Cache instances
& mail
& uAL
 Resource Envirsnment
& Security
& Envirsnmant
& System administration
(& Users and Groups
& Monitoring and Tuning
& Troubleshosting
[ Service integration
# uoor

9. Click Save.

Wark managers

= Messages
& Changes have basn mads to your local configuration. You can:
® Save directly ta the master eanfiguration.
® Raview changes before saving or discarding.

@ The server may need to be restarted for thess changes to take effact.

Work managers > wm
Spacifies 8 work manager that containg & pool of threads that are bound into the Java(TM] Naming and Directory Interface (JNDI).

Cenfiguration

General Properties Additional Propertis

¥ Scope

[ a0 TEP TV Te—— * Custom properties
+ Name

= *
+ INDI name:

wen/WorkManager

Category
Work timeout
o

Work request queue size
[ work objects
work request queua full action

[Block]

Service names.

milliseconds

[ tnternation:
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—— — —
WebSphere. i1

Welcome

¥ Guided Activities Work managers

- Specifies a work manager that contains a paol of threads that are bound into the Java(TM) Naming and Directory [nterface (JNDI).
= Scope: Cs

[ Applications

[ Sarvicas Scope spacifies the level at whid rce dsfinition is visible. For detailad information on what scope is

and how it works, see the scope settin 1}
(= Resources

— [Mode=whfaoagntiode01, Server=servert|v]

Object posl managers Preferences

Salact Name & INDI name & Scope G Dascription &

ce Adapters

[ Asynchranous beans

Timer managers

Categary O
Wark managers
You can administer the falloving resources:
1 1 Default Default
WorkManager
Resource Environment O |em L
e

Total 2

Envirenment

System administration

Users and Group:

Manitoring and Tuning
Troubleshoating
Servics intagration

uppl

After creating work manager successfully, you have to map it to OFSAA instance.

26.1.2 Mapping Work Manager to OFSAA WebSphere Instance

1. From the LHS menu, expand Applications > Application Types and select WebSphere
enterprise applications.

| websgners. |

[ [ oz < |
Entarprise Applications

Welcome
FIL T Enterprise Applications
—— Use this page to manage installed applications. A single appiication can be deployed onto multiple servers.
- @ Prafarances
= Applications

[Start] | stop || tnstall || uninstall || Update || Rollout Update || Remove Fite || Export || Export DOL_||_Export File

rprize applications L=l Gl

el applications Select Name o Application Status )
Global deploymant satting g5 L ——— .
[] | Gefauksoslcation +
= Rasourcas | cesas | +
Schedulers [] | fermsmanager +
Objact pool managars
®oms O |ace *
& JosC O | ausx s
# Resaurce Adagrars
S Asynchroncus baans Totel §

Timer managers
work minagars
 Cacha instances
& wail
® uRL
¥ Rasource Enviranms ant
® Sacurity
#l Eavironmant
+ Systam administration
& Users and Graups
¥ Monitaring and Tuning
& Troubleshooting

¥ Service integration

& uoor

2. Click OFSAAI instance hyperlink.
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Enterprise Applications ?

Enterprise Applications > OFSAAL
Use this page to fi an licati Click the links to access pages for further figuring of the lication or its duls

Configuration {

General Properties Modules
¥ Name
OFSAATL ] ® Manage Modules
» Display m: 1 il
Application reference validation
|luue varnings Lv Web Module Properties
Detail Properties * Session management

Context Root For Web Modules
» Initialize parameters for serviets
» )SP and JSF options

» Target specific application status
» Startup behavior
= Application binaries

Class loading and update detect * Virtual hosts
= ncima i
R i properties Enterprise Java Bean Properties
* JASPI provider « Default messaqging provider references

Client Module Properties

= Vi ! Ll riptor
. Lagt 2ot ; » Client module deployment mode
References Database Profiles
» Resource references s rofil I ind files
hared lif referen
= sh li ionshij

3. Click Resource references link under References section.

Enterprise Applications 1=

Enterprise Applications > OFSAAL > Resource references

Resource references

Each resource reference that is defined in your lication must be dtoa
{ Set Multiple JNDI Names ~ |
Select Module Bean | URI | Resource Refarance Target Resource JNDI Name
[v]  OFsAAI Web Application OFSAALwar, WEB-INF/web.xml | wm/WorkManager [wem/defautt [ Brovae... |
Sat Multiple INDI Namas ~ |l _ Modify Resource Authentication Method... | | Extended Properties... |
2 0
Select 41 Module Bean URI :m Target Resource JNDI Name ’ Login configuration
‘ Resource
authorization:
| bc/FICMASTER Container
| OFSAAT Web OFSAALwar, WEB-
O | Application INF/web.xml Jdbe/FICMASTER Brovse... Authentication
m B
None
Resource
authorization:
| EddeFSBGRClNFO Container
| OFSAAL Web OFSAAL war, WES- :
O | application INF/web.xml Jdbo/OFSBGRCINFO || Browse... Atbentication
W S
None

[oK] | Cancel

4. Click Browse corresponding to the Work Manager Resource Reference. The available
resources are displayed.
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Enterprise Applications =

Enterprise Applications > OFSAAL > Resource references > Available resources

Resources that can be used to bind to the resource:
is determined by the targets to which that d
different scopes have

[ooiz] | cancel |

~reference of a bean. Resources shown here are only those ilabl dul ying the bean. This
4 abl,

le is dule can come from a hierarchical scope of a bean. If resources at
same JNDI name, the one at the lower scope will override the parent. The overridden resources are not shown here.

to that

2/
s.lu:n:m. & INDI name 2 _ Scope Description
O h k 9 wm/ard Node=whf0OagnNodeO1 J
O DefaultWorkManager wm/default Node=whi0OagnNodeO1,Server=serverl Default rk 9
Ol wm [ wn/Work ¢ | Hocamtito de01,Server=serverl [
Total 3

5.

Select the newly created Work Manager (‘wm’) and click Apply.

File Edit View Favorites Tools Help

Websphere. |

[=] Single Sign On - Login B Suggested Sites ~ [3] Web Application Starter P...

&) Web Slice Gallery +

Help | Logout
View: A tazks & Call=whi0DagrNod Closepage
Enterprise Applications g 3
welcome
Field help
o oFsaa1>
Guided Activities For fisld halp information, sslact
= Resource references = fiald Iabal or list marker when
Seivers) the help cursor is displayed.
S Appicatons £ach razourcs rafarance that is definad in your application must be mapped to = resourcs. page hel
5 age help
New Application R Mors information sbout this
WebSphars entarprize spplications
Businass-level applications
Assets
Global deplayment settings Selact | Module. |Boan | URI | Resourcs Reference [ Targat Resource HDI Name
[ rovss
=== O | orsast wes sopicason — i | Cemes.c ]
5 Resourzes
Object peol managers
P [ Set Multiple JNDI Names ~ I Modify Resource Method... | | Extended Properties... |
oEC
Resource Adapters
 Asynchronous beans
Timer mansgers Selact | Module Basn URI L) Target Rezource INDI Hama. Login configuration
Work mansgers
Resource
B @t authorization:
weil Container
OFsAAl wab OFSAALvar WER-
et O Aoplcation I el e TSI Authentication
Resource Environment methad:
Security None
Enviranment Resource
. authorization
O | orsaatwes OFSAALwar,WEB- beroresarcmre | SR
Users and Groups Application fit e Authentication
Monitaring and Tuning i
None
Troublashscting
Service intagration
D!
K] | Cancel v

6. Select the Work Manager (‘wm/WorkManager’) and click OK.
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Enterprise Applications E

= Messages

&Chanqn have been made to your local configuration. You can:
= Save directly to the master configuration.
® Ravigw changes before saving or discarding.

O The server may need to be restarted for these changes to take effect.

Enterprise Applications > OFSAAI

Use this page to configure an enterprise application. Click the links to access pages for further confi g of the i or its dul

Configuration

General Properties dub
¥ Name !
[oFsaal ] Manage M
Risplay module build Ids
Application reference validation
|lnue wamings M. Web Module Properties
Detail Properties Session management
n Root For Web Modul
I ifi ion
. I ! rs for sarviats
Startup behavior
P and JSF n
Application binaries
* Virtual hosts
loading an
R + d h s 1 Enterprise Java Bean Properties
* JASP] provider Default o covider refer:
m pr i
Client Module Properties
* Viaw Daploymant Dascriptor
n nsion * Clieot modyls decloyment mode
Raborancis Database Profiles
. R far . eoiiles and pur ind fil
hared li feren
hared library ralationghi
7. Click Save.
Enterprise Applications ?E
Enterprise Applications
Use this page to manage installed applications. A single application can be deployed onto multiple servers.
# Praferences
Start| Stop | Install || Uninstall || Update |  Rellout Update | Remove File || Export | Export DDL || Export File |
8@+ ?
Select Name o Applieation Status ()
You can administer the following resources:
] | EBsafsultdpplication
0 fFaull I n L3
[ |QEsaAl +
0 formgmanagar 3
[ |itbee +*
[] |swex +
Total 5

26.2  Configuring Work Manager in WebLogic Application Server
This section is applicable only when the Web Application Server type is WebLogic.
26.2.1 Creating Work Manager

1. Open the WebLogic admin console in the browser window:
http://<ipaddress>:<administrative console port>/console. (https if SSL
is enabled). The Welcome window is displayed.
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ORACLE Weblogic Server Administration Console 12¢

Welcome

Login to work with the WebLogic Server domain

uUsername: weblogic

2. Login with the user id that has admin rights.

3. From the Domain Structure menu in the LHS, expand Environment and select Work
Managers. The Summary of Work Managers window is displayed.

ORACLE wenLogic erver immsoten orse 2

Welcome, weblogic | Connected to; GRCS01I8

Change Center @) Home Log Out Preferences [ Record Help Q

e Home >Summary of Work Managers

Configuration editing is ensbled. Future Summary of Work Managers.
changes will automatically be activated a5 you
the domain

A Work Manager defines & set of request dasses and

by WebLogic “The the global Work Managers, request classes and thread constraints defined for this domain.
2:;:'}':’""“" Gloks! Work Managers are defined at the domsin level, You can also dafine application-level and module-level Work Managers.
“Enwironment. A
Servers B Customize this table
Clusters

T-Coherencs Chasters
Maehings
sl Hosls: |ew| [Cone]| (Dt
“Work Managers T 5
“startup and Shusdonn Classes | mame & Type Targets
[~Deployments [
-Services
Securtty Reaims
- Intercperabiity M

Global Work Managers, Request Classes and Constraints

Showing 010 0 of 0 Previous | Next

‘There are no items to display ]
New| [Cione| [Delete

Showing 00 0.0 Previous | Next

4. Click New to create a new work manager component.
Create a New Work Manager Component
Back| | Nexdt | Finish .C.unl:el

Select Work Manager Definition type
What type of Work Manages, Request Class or Constraint 8o you want to craata?

# Work Manager
Response Time Request Class
_) Fair Share Request Class
) Context Request Class
") Maximum Threads Constraint
Minimum Threads Constraint
() Capacity Constraint

Back | | Next |'-|r|5n Canceal

5. Select Work Manager and click Next.
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& Home Log Out Preferences Record Help Q

Home =Summary of Work Managers
Create a New Work Manager Component
Back | Mext | Finish | Cancel
‘Work Manager Properties
The following properties will be used to identify your new Work Manager.
* Indicates required fields
‘What would you like to name your new Work Manager?

* Name:

wmMWorkManager] X

Back | Mext |Finish |Can|:e|

6. Enter the Name as ‘wm/WorkManager'.

7. Click Next.

Create a New Work Manager Component
Beck| [fiexd] | |Finish| | Cancel
Select deployment targets

“You can target the Work Manager to any of these WeblLogic Senver instances or Clusters. Select the same targets on which you will deploy applications that reference the Work Manager.

Available targets :

Servers

! Adminserver

(Bock| [Hexd] | (Finish| | Cancel

8. Select the required deployment target and click Finish.

@ Home Log Out Preferences (] Record Help | Q Welcome, weblogic | Connected to: GRCB0118
Home >Summary of Work Managers
Messages

o All changes have baen activated. No restarts are necessary.
& Work Manager crested successfully

Summary of Work Managers

A Work Manager defines a set of requast classes and thread constraints that manage work performed by Weblogic Server instances. This page displays the global Work Managers, requast classes and thread constraints defined for this domain.
Global Work Managers are defined at the domain level. You can aiso define application-level and module-level Work Managers.

| Customize this table

Global Work Managers, Request Classes and Constraints
New | Clone Delete

Showing 1to 1 0f 1 Previous | Next
‘ ] Name Type Targets
“j |wrr\dwo&Mamger ‘Work Manager AdminServer
Hew | Clone Delete

Showing 1to 1 of 1 Previous | Next
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27 Appendix U: FAQs and Error Dictionary

This section of the document consists of resolution to the frequently asked questions
and error codes noticed during OFSAAI installation.

¢  Frequently Asked Questions

¢ Error Dictionary

OFSAAI installer performs all the pre-requisite validation check during installation. Any
errors encountered in the process are displayed with an appropriate Error Code. You
can refer to the Error Dictionary to find the exact cause and resolution to rectify the
error.

27.1  Frequently Asked Questions
You can refer to the Frequently Asked Questions which has been developed with the

interest to help you resolve some of the OFSAAI Installation and configuration issues.
This intends to share the knowledge of problem resolution to a few of the known issues.
This is not an official support document and just attempts to share the knowledge of
problem resolution to a few of the known issues.

This section includes the following topics:
¢ OFSAAIFAQs

¢+ Application Pack 8.0.6.0.0 FAQs

27.1.1 OFSAAI FAQs

What are the different components that get installed during OFSAAI?

The different components of OFSAAI are illustrated in Figure 1-1, "OFSAA
Infrastructure Framework".

Can the OFSAA Infrastructure components be installed on multi-tier?

No. OFSAA Infrastructure components (ficapp, ficweb, ficdb) cannot be installed on
multi-tier. By default, they will be installed on single-tier. However, OFSAA Infrastructure
can be deployed within the n-Tier architecture where the Database, Web Server and
Web Application Server is installed on separate tiers.

What are the different modes of OFSAAI installation?
OFSAAI can be installed in two modes, Silent Mode, and GUI mode.
What deployment options does OFSAAI recommend?

OFSAAI recommends you to install all OFSAAI components namely FICAPP,
FICWEB, and FICDB on a single machine (Single Tier).

Is JDK (Java Development Kit) required during installation of OFSAA? Can it
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be uninstalled after OFSAA installation?

JDK is not required during installation of OFSAA and only a run time is needed for
details. Refer Hardware and Software Requirements, Java Runtime Environment

section.

Is JRE required during installation of OFSAA? Can it be uninstalled after

OFSAAIl installation?

Only JRE (Java Runtime Environment) is required during installation of OFSAA and

cannot be uninstalled as the JRE is used by the OFSAA system to work.

How do | know what is the Operating system, webservers and other software

versions that OFSAA supports?

Refer to OFSAA Technology Stack Matrices.

What are the different files required to install OFSAAI?

The following files are required:
¢ setup.sh.
¢ envCheck.sh
¢ preinstallcheck.sh
¢+ Verlnfo.txt
¢+ OFSAAlInfrastructure.bin

¢+ validatedXMLinputs.jar

¢ MyResources_en_US.properties

¢ log4j.xml

¢ OFSAAI_PostinstallConfig.xml

¢ OFSAAI_InstallConfig.xml
¢+ privileges_config_user.sql
¢+ privileges_atomic_user.sql

¢ XML_Utility.jar

During installation, when one gets an error message, "Execute Permission

denied", what is to be done?

Please check whether all the files provided for OFSAAI installation has execute

permissions. To give execute permissions, navigate to the path OFSAAI_80000 and

execute the command: chmod 755
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"Graphical installers are not..." message is displayed.

If error resembles "Graphical installers are not supported by the VM. The console mode will be
used instead..." then check whether any of the X-windows software has been installed.

Example: Hummingbird Exceed is started and configured to Graphical mode installation.

NOTE: Type 'xclock' from prompt and this should display clock in graphical mode.

"No Java virtual machine could be..." message is displayed.

If the error message reads "No Java virtual machine could be found from your PATH environment
variable. You must install a VM prior to running this program", then:

¢ Check whether "java path” is set in PATH variable. See the Table 3—1, "Prerequisite
Information” in this document.

¢+ Check whether sufficient temporary space is available.

¢+ Ensure that the movement of OFSAAI Installer text files to the target system is done in
the Text mode so that setup.sh file does not contain control line feed characters (*M).

During the installation, what should one do if the error message shows "OracleDriver Files
Not Found, Please Choose the Right Path To Continue"?

Check whether the provided path for Oracle Driver files is correct and whether the user has
permissions to access the files.

During installation, what is to be done if the error always reads "User must have CREATE
TABLE, CREATE VIEW, CREATE TRIGGER, CREATE INDEX, CREATE SEQUENCE,
CREATE PROCEDURE" even though the oracle schema user created has the mentioned
privileges?

OFSAAI installer validates the database details provided during installation, so ensure:

¢+ Whether the oracle schema user has the required set of privileges for successful
installation.

¢+ Whether the oracle schema user has been created with quota privileges on tablespace to
create database objects.

See the "Prerequisite Information" section for more information.

Installation of OFSAAI was completed successfully! What next?

Post the successful completion of OFSAAI installation, one has to perform the Post Installation
steps. See "Post Installation Configuration”, for more information.
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What should | do when OFSAAI Installation is unsuccessful?

OFSAAI installer generates log file OFSAAlnfrastructure Install.log in the Infrastructure
Installation Directory. There is also another log file created in the path configured in Log4j.xml.
The logs of any of these reported, Warnings/Non Fatal Errors/Fatal Errors/Exceptions should be
brought to the notice of the OFSAAI Customer Support. It is recommended not to proceed, until
the reported problems are adequately addressed.

Can OFSAAI config and atomic schemas be on different databases?
OFSAAI requires both config and atomic schemas to be present on the same database instance.
How to grant privileges if a new information domain is created?

If you are creating a new information domain, provide a set of privileges (database permissions)
to the new Atomic schema.

¢+ Log into the database as sys and connect as sysdba user.
¢+ Execute the file privileges_config_user.sql available under SFIC_HOME directory
¢+ Enter the database schema for which you want to grant privileges.

When should | run the MLS utility?

See the Multiple Language Support (MLS) Utility section in OFS Analytical Applications Infrastructure
Administration Guide in the Documentation Library for OFSAAI 8.0.6.0.0 on OHC.

Does OFSAAI support Oracle Linux versions other than 5.5?
OFSAAI supports the Oracle Linux versions from 5.5 up to 5.10 and also from 6.0 and above.

On the UNIX System terminal, error message shows "Insert New Media. Please insert
Disk1 or type its location” while executing ./setup.sh, what should be done?

1. Login as root user on the UNIX machine where OFSAAI is getting installed.

2. Navigate to the path /etc/security/.

3. Edit the file limits.conf to add/edit a row for the Unix user installing OFSAA:
<Unix User> soft nofile 9216

4. After saving the changes, log in as Unix user with which OFSAAI is getting installed and
execute the command:

ulimit -n

The command should return the value 9216.
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How do | verify if the system environment is ready for OFSAAI installation?

To verify the system environment meets the minimum requirements for the installation, a Pre-
Install Check utility is available within the Install Kit archive file. This utility can also be obtained
separately by contacting Oracle Support.

See Verifying the System Environment section for additional information.

How do | know if the installation is completed successfully?

The OFSAA Infrastructure installation performs a post install health check automatically on
successful installation of the product. To rerun the post install verification at a later time, perform
the following steps:

1. Navigate to the path $FIC_HOME (Product Installation Directory).
2. Execute the command:
./piverify.sh
What should | do if the installation in GUI mode is not invoked?

There are set of configuration steps required to be performed during the installation in GUI mode.
Verify whether the steps mentioned under Configuration for GUI Mode Installation section are
done correctly.

What should | do if there are any exceptions or errors in installation and how to proceed?
1. Please backup the installation logs.
2. Share the backup logs with Oracle support.

On Solaris 11 system, if | get the following error message during OFSAAI installation, what
should 1 do?

"Error: OFSAAI-1108

ORA-00604: error occurred at recursive SQL level 1
ORA-01882: timezone region not found"

Or

"Time zone cannot be set as null or 'localtime" "

This happens if the time zone is not set, that is NULL or it is set as ’localtime’. Set the
environment variable TZ to a valid time zone region in the .profile file. For example,

TZ=Asia/Calcutta

export TZ
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What happens if the installation process is abruptly terminated or aborted? What should |
do?

If the installation is abruptly terminated, then the installation process will be incomplete. To
recover from this, follow the below steps:
1. Drop the DB objects in the config schema created by OFSAAI installation.

2. Openthe .profileand remove the entries made by the OFSAAI installation which are
made between the comment statements, #Beginning of entries by OFSAA Infrastructure
installation and #End of entries by OFSAA Infrastructure installation.

3. Delete the OFSAA install directory created by the OFSAAI installer.
4. Perform the OFSAAI installation again.

Would OFSAA support any other web server types, other than the ones stated in tech
matrix and installation guide?

No, all the supported software and versions are stated in the OFSAA Technology Stack Matrices.

What should | do if the database connection from connection pool throws an error
"java.sql.SQLRecoverableException: IO Error: Connection reset"?

This happens while running several database intensive tasks in parallel. To correct this error, add
the line securerandom. source=file:/dev/./urandom in the java.security configuration file
available in $JAVA HOME/jre/lib/security/ path.

NOTE: This needs to be configured on all the machines or VMs where the OFSAAI
components are installed.

If the issue is not resolved even with the above settings, check the Maximum Transmission Unit
(MTU) settings on the Linux box. For details on MTU settings and updating them, contact your
system Administrator.

When | invoke setup.sh file from my install archive, it throws syntax errors/file not found
error messages, what should | do?

This could mostly happen:
When installer was not unzipped rightly or corrupted during unzip.

setup.sh file which resides within the install archive was not transferred in ASCII or text
mode, which could have corrupted the file.

To correct this, follow the steps:

1. Copy the installer (in BINARY mode) to the system on which the OFSAA Infrastructure
components will be installed.

2. Unzip the installer using the command:

unzip <OFSAAI Installer>.zip
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3. The corrupted setup.sh file would have introduced certain *M characters into the file. You
can remove M characters from setup.sh file by following the below steps:

a. Login to the server where the installer is copied.

b. Navigate to the directory OFSAAI_80000.

c. Open the setup.sh file in the vi editor using the command: vi setup.sh.
d. Inside vi editor in Esc mode, type: $s/*M//g

NOTE: To enter *M, hold the CTRL key then press V and M in succession.

e. Save the setup.sh file by typing: wq!
Does OFSAA support Oracle DB 11g Standard edition?

The OCI client and the JDBC driver does not change depending on whether it is a standard or
enterprise edition. So, OFSAAI will work with standard edition too.

We do not recommend standard edition because it will not scale and does not support partition
pack, database security vault, or advanced analytics.

On the UNIX System terminal, Error message shows "./startofsaai.sh: /java: Execute
permission denied" while executing ./startofsaai.sh file. What is to be done?

¢+ Ensure JAVA_BIN environment variable path is set on the "Unix user" terminal from
where the reveleusstartup.sh file is invoked.

¢+ Ensure the .profile where the environment/ path settings are made has been executed
successfully.

OFSAAI Login page does not come up, error message "Could not retrieve list of locales" is
displayed. What should | do?

This could be due to 2 reasons:
1. System is unable to resolve the hosthame configured.
2. Conflict with the ports configured.

To correct them, follow the below steps:

A. Steps to replace the hostnames with IP address:

1. Stop all the OFSAA services. See Stopping Infrastructure section on how to stop the
services.

2. Replace all the hostnames with the IP address in all the places mentioned in the
document (Where to find port, IP address, HTTPS Configuration for OFSAAI 7.2
Installation (DOC ID 1500479.1)).

3. Restart all the OFSAAI services. See Starting Infrastructure section.
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B. Steps to correct the port number conflicts
1. Stop all the OFSAA services.

2. Refer to the port numbers stated in the document (Where to find port, IP address, HTTPS
Configuration for OFSAAI 7.2 Installation (DOC ID 1500479.1)) and check on the
discrepancy in the port numbers and correct them.

3. Restart all the OFSAAI services.

What happens when the OFSAAI Application Server does not proceed even after providing
the system password?

Ensure that, the System Password provided when prompted should match with the "Oracle
Configuration password” provided during installation. Also check whether the connection to the
"configuration schema" can be established through SQL Plus.

Although the OFSAAI installation has completed successfully, when OFSAAI servers are
started, and the application URL is accessed, it gives an error message "the page cannot
be found or displayed" or "Could not retrieve list of languages from Server. Please contact
the system administrator”. What should 1 do?

Ensure OFSAAI servers have been started and are running successfully. On the server start up
parameters options, see Starting Infrastructure section.

For more details on the issue, refer on to the Revappserver log in $FIC_APP_
HOME/common/FICServer/logs directory or the Web Server log files.

Is it necessary to provide the specified grants to the Oracle schema user before
installation? If yes, can it be revoked after completion of installation?

The "Oracle schema" user requires the necessary grants specified before, during, and after the
installation process. Grants provided should never be revoked as the application makes use of
these grants all the time.

Can we have distributed OFSAAI Application Server for load balancing?

OFSAAI Application server can be scaled out/distributed across different JVM's (machines)
based on the various services and Information Domains, in other words, Load balancing could be
achieved with distribution of services.

Why do we need Ftpshare? Why is it needed on all the layers? Can we have ftpshare on
another machine other than the machines where OFSAAI is installed?

Ftpshare is a Metadata Repository directory. All the metadata related files used in Infrastructure
are stored in the ftpshare directory. The ftpshare contains folders for each Information Domain,
with each Information Domain folders holding Erwin, log, and scripts folder. The transfer of data
among the Web, Application, and Database servers in Infrastructure takes place through
FTP/SFTP.
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You need to configure FTP/SFTP and enable communication between the servers by providing
App server's FTP/SFTP credentials to the Web server and DB server users.

Yes, we can have ftpshare on another machine other than the machines where OFSAAI is
installed.

Is it mandatory to provide the ftp/sftp password?

Yes, OFSAAI needs credentials of the user which has complete permissions on ftpshare
directory, and should be able to independently login to the UNIX server.

What are the permissions required for ftpshare and when should | give them?

It is recommended to provide 777 permissions on ftpshare in case of installations done across
different machines or VMs (multitier installation).

In case of single tier installation, 770 permissions can be provided if the UNIX users of OFSAAI
and web server belong to the same UNIX group.

And on any new file that is created in the 'ftpshare' folder of any installation layer should be
granted specific/explicit permission.

Port Change utility could be used to have the Port number modified, which are currently being
used by the Infrastructure application. For more information, refer Configure Infrastructure Ports

section.
Are there any in-built system administration users within OFSAAI Application?

The three in-built system administration users are provided to configure and setup OFSAAI.

1. SYSADMN
2. SYSAUTH
3. GUEST

Does OFSAAI Application support both FTP and SFTP?
OFSAAI supports both FTP and SFTP configuration.
Is it necessary to enable the FTP/SFTP services to use the OFSAAI?

Yes, enabling of FTP/SFTP services and its ports is a pre-requisite step towards using the
OFSAAL.

OFSAAI Configuration: Unable to save the server details?
1. Ensure the input User ID, Password, and Share Name are correct.
2. Ensure FTP/SFTP services are enabled.

3. Have atest FTP/SFTP connection made and confirm if they are successful.
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During Information Domain creation, the message "Please create a database and then
create the information domain" appears. What should be done?

Information Domain is mapped to only one Database; and thus before the creation of Information
Domain, at least one database details would need to exist.

The message "ConnectToDatabase: FatalError, could not connect to the DB server"
appears during startup of backend engine message server. What do | need to do?

¢+ Verify whether connection to the "configuration schema" can be established through SQL
Plus.

¢+ Verify "configuration schema" password is modified post installation.

¢ Ensure oracle database alias name created for oracle instance and oracle service name
are same.

¢ On a multitier Installation mode, ensure TNSNAME and SID are the same in both the
Application and Database Layers.

The message "Fatal Error, failed to get user ID from LibSmsConnect" appears during the
startup of backend engine message server. What should 1 do?

Ensure Reveleus.sec file exist under the SFIC_HOME/conf directory where the Database
components are installed.

Does OFSAAI Application support LDAP authentication?
OFSAAI supports LDAP configuration and authentication.
Does OFSAAI support multiple languages?

Yes, OFSAAI supports multiple languages.

Does OFSAAI provide any data back-up features?

OFSAAI does not have built-in back up facility. External Storage Infrastructure is recommended
for back-up.

What kind of security features does the OFSAAI provides?
OFSAAI provides security at:
¢ Segment Level: Users can access only the segment they are mapped to.

¢+ Application Level: Users can perform an operation only if mapped to appropriate role and
functions.

Does OFSAAI have the ability to enforce periodic password change?

OFSAAI provides configurable parameters to define number of days after which the user
password would expire and then the user is forced to change the password after expiration
period.
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What is the password policy followed in OFSAAI?

OFSAAI enforces a minimum password length with a combination of Upper and Lower case
characters and alpha-numeric strings.

Which version of Erwin Data Modeler does OFSAAI support?

OFSAAI now supports ERwin version 9.2 and 9.5 generated .xml files in addition to ERwin 4.1,
ERwin 7.1, ERwin 7.3 and ERwin 9.0 formats.

Note: OFS AAl supports data model upload for data models generated using ERwin 7.1.x, 7.2.X,
7.3.%, 9.0.%, 9.2.%, and 9.5.x versions

Does OFSAAI provide the mechanism to upload Business Data model?
OFSAAI provides two mechanisms for business data model upload:

¢+ Easy to use GUI based Model upload mechanism to upload the Business Data Model
through Unified Metadata Manager --> Import Model.

¢ OFSAAI also provides a model upload utility "upload.sh” for uploading the business data
model through the command line parameter by executing this shell script file under the
path <FIC_HOME>/ficapp/common/FICServer/bin.

Refer the section Run the Model Upload Utility of the Oracle Financial Services Analytical
Application Infrastructure User Guide on OFS Analytical Applications Infrastructure User
Guide for details.

The Business Data model undergoes changes; how does this incremental change get
applied to the existing model?

Modified data model can be uploaded into the system and OFSAAI has the ability to compare the
changes within the data model with respect to the one already present in the system and enables
propagation of incremental changes in a consistent manner.

What are the different types of uploading a business data Model?

OFSAAI supports uploading of business data model from client desktop and also by picking up
the data model from the server location.

Can the OFSAAI "Configuration Schema" password be modified post installation?

The OFSAAI "configuration schema" password can be modified post installation. OFSAAI
application stores the password in the database and few configuration files, thus any changes to
the "configuration schema" password would necessitate updating in these. Contact OFSAAI
support for more details.

Can the OFSAAI "Atomic Schema" password be modified?

The OFSAAI "Atomic Schema" password can be modified. OFSAAI application stores the atomic
schema password in the database and few configuration files, thus any change to the atomic
schema password would necessitate updating the password.
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To change the Atomic Schema password, follow the steps:
1. Loginto OFSAA.

2. Navigate to System Configuration - Database Details window. Select the appropriate
connection, provide the modified password and save.

3. Navigate to Unified Metadata Manager > Technical Metadata - Data Integrator >
Define Sources window. Update the appropriate Source details.

a. If you are using Apache Tomcat as Web server:
¢+ Update the <Context> -> Resource tag details in server.xml file from
the $CATALINA_HOME/conf folder. (In case of Tomcat only Atomic
<Resource> will exist).
b. If you are using WebSphere as Web server:
¢ Login to the WebSphere Administration Console from the left side
menu.
¢+ Navigate to Resources >JDBC >Data Sources. A list of data sources
will be populated on the right side.
¢+ Select the appropriate Data Source and edit the connection details.
(In this case, both Config and Atomic data sources need to be
modified).
c. If you are using WebLogic as Web server:
¢ Login to the WebLogic Administration Console from the left side
menu.
¢ Under Domain Structure list box, expand the appropriate Domain
and navigate to Services - JDBC >Data Sources. A list of data
sources will be populated on the right side.
¢ Select the appropriate Data Source and edit the connection details.
(In this case, both Config and Atomic data sources need to be
modified).

4. Restart the OFSAAI services.

NOTE: If the modified passwords are not updated, OFSAAI logs displays the message ORA-
28000: the account is locked.

Does the upload of Business Data model depend on Java Memory?

Business data model upload through OFSAAI depends on the Java memory settings on the client
and server machines. Java memory setting varies with the data model size and the available
RAM. Contact OFSAAI support for more details.
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Why do the Business Metadata Management screens (Business Processors screen) in
User Interface, takes longer time to load?

The Log file in DynamicServices.xml which resides in $FIC_HOME/conf is continuously being
updated/refreshed to cache metadata. This can be observed when you are starting
reveleusstartup.sh and if any of the log file (Ex: SMSService.log) in DynamicServices.xml is being
continuously refreshed for longer time.

By default, the Metadata Log file cache size is set to 1000. If in case the log is being updated
beyond this limit, retrospectively the preceding entries are overwritten. For example, the 1001th
entry is overwritten by deleting the first entry. This results in the application screen taking a longer
time to load.

Increase the cache size limit in Dynamicservices.xml located at <FIC_HOME>/conf, depending
on the currently logged count for the specific metadata.

1. Generate the Log report by executing the below query in config schema.
select count(l), t.metadata name, m.dsn id
from metadata master m, metadata type master t
where m.metadata type = t.metadata type
group by t.metadata name, m.dsn_ id

2. The above query returns a list of codes with their respective metadata count. You can
refer to "metadata_type_master" table to identify the metadata name.

3. View the log report to identify the metadata which is being updated/refreshed beyond the
specified cache size limit. Accordingly increase the cache size limit in
Dynamicservices.xml depending on the currently logged count for the specific metadata.

For example, if the "MEASURE_CACHE_SIZE" is set to 1000 and total measure reported
in log is 1022, increase the limit to 2000 (approximately).

4. Restart Reveleus/OFSAAI servers (Web and APP) and check the issue.

What should | do if | get OutOfMemoryError while deploying EAR file in WebSphere
application server?

The Java memory needs to be increased in ejbdeploy.sh file which is present under <webSphere
Install directory>/AppServer/deploytool/itp. For example,

$JAVA CMD \
-Xbootclasspath/a:$ejbd bootpath \

Xms256m -Xmx1024m \
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What configurations should | ensure if my data model size is greater than 2GB?

In order to upload data model of size greater than 2GB in OFSAAI Unified Metadata Manager-
Import Model, you need to configure the required model size in struts.xml file available in the path
SFIC WEB HOME/webroot/WEB-INF/classes

NOTE: The size requirements have to be always specified in bytes.

For example, if you need to configure for model size of 2.5GB, then you can approximately set
the max size to 3GB (3221225472 bytes) as indicated below, in order to avoid size constraints
during model upload.

<constant name="struts.multipart.maxSize" value="3221225472"/>

After configuring struts.xml file, generate the application EAR/WAR file and redeploy the
application onto your configured web application server. For more information on generating and
deploying EAR / WAR file, see Appendix C.

What should | do if my Hierarchy filter is not reflecting correctly after | make changes to
the underlying Hierarchy?

In some cases, the Hierarchy Filters do not save the edits correctly if the underlying Hierarchy
has been changed. This can occur in hierarchy maintenance, where you have moved a member
to another hierarchy branch, and that member was explicitly selected in the Filter and is now a
child of a node which is already selected in the Filter.

Please refer to Support Note for the workaround.

How do | turn off unused information domains (infodoms) from cache?

Follow the below steps to turn off unused Information Domains from cache:

Navigate to SFIC _HOME/conf inthe APP layer of your OFSAAI installation.
1. In the DynamicServices.xml file, identify the section for <Service code="20">.
2. Modify the value of parameter CACHE_ON_STARTUP to 0 (default is 1).

3. Repeat the same in the WEB layer too. Generate the application EAR/WAR file and
redeploy the application onto your configured web application server. For more
information on generating and deploying EAR / WAR file, see Appendix C.

4. Restart the OFSAAI Services (APP and WEB). For more information, see Start / Stop
Infrastructure Services chapter.

NOTE: This setting will cache the Information Domain metadata only for the Information
Domains that get accessed upon user login. Information Domains which do not get
accessed, will not be cached.

Sample code is pasted below:
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<SERVICE CODE="20"

CLASS="com.iflex.fic.metadata.services.MetadataServiceProvider"

NAME="BMD"

SERVERID="DEFAULT" PATH=" " LOGGERNAME="UMMLOGGER" LOGGERLEVEL="10">
<PARAMETERS>

<PARAMETER NAME="CACHE ON_ STARTUP" VALUE="0" />

<PARAMETER NAME="BACKUP_ XML" VALUE="1" />

<PARAMETER NAME="MAX BACKUP_ XML" VALUE="2" />

<PARAMETER NAME="PC NONBI BI SWITCH" VALUE="2048" />
<PARAMETER NAME="HIERARCHY NODE LIMIT" VALUE="2000" />
<PARAMETER NAME="ALIAS CACHE SIZE" VALUE="1000" />

<PARAMETER NAME="DATASET CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="MEASURE CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="HIERARCHY CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="DIMENSION CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="HIERARCHYATTRIBUTE CACHE SIZE" VALUE="1000" />
<PARAMETER NAME="CUBE CACHE SIZE" VALUE="1000" />

<PARAMETER NAME="RDM CACHE SIZE" VALUE="1000" />

<PARAMETER NAME="BUSINESSPROCESSOR CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="DERIVEDENTITY CACHE SIZE" VALUE="1000" />
<PARAMETER NAME="LOG GET METADATA" VALUE="false" />

<PARAMETER NAME="METADATA PARALLEL CACHING" VALUE="0" />
</PARAMETERS>

</SERVICE>

Can linstall an Application Pack on an existing Atomic schema/ Information Domain
created manually?

No, you cannot install an Application Pack on existing Atomic schema/Information Domain
created manually. Application Packs can be installed only on Atomic Schemas/Information
Domain created using schema creator utility and/ or the Application Pack installer.

Oracle Financial Services Software

ORACLE

244



OFSDF 8.0.6.0.0 Installation Guide

When trying to view the model outputs in Model Outputs screen, | get "Exception ->Local
Path/STAGE/Output file name (No such file or directory)".

Ensure you have created a folder "STAGE" under the path mentioned as "Local Path" in the web
server details screen. This folder needs to be created under the local path on every node for web
application server clustering.

During OFSAA services startup, | get Exception in thread “main”
java.lang.UnsatisfiedLinkError: net (Not a directory)?

Ensure the JRE referred in .profile is not a symbolic link. Correct the path reference to point to a
physical JRE installed.

What is the optimized memory settings required for "New" model upload?
The following table lists the optimized memory settings required for "New" model upload.

Table 6: optimized memory settings required for "New" model upload

Model Upload Options Size of Data Model XML X_ARGS_APP ENV Variable in
File OFSAAI APP Layer
Pick from Server 106 MB -Xms1024m -Xmx1024m
36 MB -Xms2048m -Xmx2048m
815 MB -Xms4096m -Xmx4096m
1243 MB -Xms6144m -Xmx6144m
Model Upload Utility 106 MB -Xms1024m -Xmx1024m
336 MB -Xms2048m -Xmx2048m
815 MB -Xms4096m -Xmx4096m
1243 MB -Xms6144m -Xmx6144m
Save New Erwin File In 106 MB -Xms1024m -Xmx1024m
Server 336 MB -Xms2048m -Xmx2048m
815 MB -Xms4096m -Xmx4096m
1243 MB -Xms6144m -Xmx6144m

| did not enable OFS Inline Processing Engine Application license during the installation.
However, | have enabled it post installation, using the Manage OFSAA Product License(s)
in the Admin Ul. Are there any other additional configurations that | need to do?

Yes. Follow the instructions explained in the OFS Inline Processing Engine Configuration Guide.

| get an error "" when | try to build an Oracle OLAP cube. What should | do?
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Execute the below grant on the appropriate ATOMIC schema
@ grant olap user to &database username
How do | turn off unused Information Domains (Infodoms) from caching?
Follow these steps to turn off unused Information Domains from caching:
1. Navigate to $FIC_HOME/conf in the APP layer of your OFSAAI installation.
2. In the DynamicServices.xml file, identify the section for <Service code="20">.
3. Modify the value of parameter CACHE_ON_STARTUP to 0 (default is 1).
4

Repeat the same in the WEB layer too. Generate the application EAR/WAR file and
redeploy the application onto your configured web application server. For more
information on generating and deploying EAR / WARfile, refer to the Post Installation
Configuration section.

5. Restart the OFSAAI Services (APP and WEB). For more information, refer to the Start
OFSAA Infrastructure Services section.

NOTE: This setting will cache the Information Domain metadata only for the Information
Domains that get accessed upon user login. Information Domains which do not get
accessed, will not be cached.

Sample code is pasted below:
<SERVICE CODE="20"

CLASS="com.iflex.fic.metadata.services.MetadataServiceProvider"
NAME="BMD"

SERVERID="DEFAULT" PATH=" " LOGGERNAME="UMMLOGGER" LOGGERLEVEL="10">
<PARAMETERS>

<PARAMETER NAME="CACHE ON_ STARTUP" VALUE="0" />
<PARAMETER NAME="BACKUP XML" VALUE="1" />

<PARAMETER NAME="MAX BACKUP XML" VALUE="2" />
<PARAMETER NAME="PC NONBI BI SWITCH" VALUE="2048" />
<PARAMETER NAME="HIERARCHY NODE LIMIT" VALUE="2000" />
<PARAMETER NAME="ALIAS CACHE SIZE" VALUE="1000" />
<PARAMETER NAME="DATASET CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="MEASURE CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="HIERARCHY CACHE SIZE" VALUE="2000" />
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<PARAMETER NAME="DIMENSION CACHE SIZE" VALUE="2000" />

<PARAMETER NAME="HIERARCHYATTRIBUTE CACHE SIZE" VALUE="1000" />
<PARAMETER NAME="CUBE CACHE SIZE" VALUE="1000" />

<PARAMETER NAME="RDM CACHE SIZE" VALUE="1000" />

<PARAMETER NAME="BUSINESSPROCESSOR CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="DERIVEDENTITY CACHE SIZE" VALUE="1000" />
<PARAMETER NAME="LOG GET METADATA" VALUE="false" />

<PARAMETER NAME="METADATA PARALLEL CACHING" VALUE="0" />
</PARAMETERS>

</SERVICE>

"While creating an Excel Mapping, after specifying the excel worksheet, the target table,
and mapping each column in the worksheet to a target table, | click SAVE and nothing

happens. But when | click CANCEL, a message pops up informing me that all changes will
be discarded”, what is to be done.

Check if the excel mapping creation is done using |.E 8 with JRE 1.4 plug in enabled on machine.
If so, upgrade the JRE plug into 1.7+

How can | configure the OFSAA application for High Availability?

OFSAA can have active-passive high availability. For more details, refer Configuration for High
Availability- Best Practices Guide.

What should | do if | get the following error message, "Error while fetching open cursor
value Status: FAIL"?

This error occurs while executing envCheck.sh because the user does not have access to
VSparameter. This error does not occur due to sysdba or non sysdba privileges provided they
have access/grants to VSparameter.

What should | do when an entity containing many attributes (>100 columns) is selected as
Source entity and the Data Mapping (T2T definition) save operation takes longer than
expected with the hourglass in the Ul continuously rotating?

In such cases, the user might falsely assume that T2T definition save has failed. The reason for

this occurrence is that the FilerServlet has taken considerable amount of time to validate the xml
data that was passed. If we skip validation in excludeURLList.cfg, there will be no latency in
Data Mapping save operation. To rectify this, follow these steps:

1. Locate the webserver deployed area webroot/conf/excludeURLList.cfq file.
2. Modify the following entries:
[SQLIA]./dataIntegrator/ to [ALL]./datalntegrator/

[SQLIA]./ETLExtractionServletto [ALL]./ETLExXtractionServlet
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3. Save the changes and restart the webserver.

4. Resave the definition.

| get an error while executing grant olap_user to the schema. What should | do?

During OLAP user creation (Error while executing- grant olap_user to dev_ofsaafsd37), this error
occurs “java.sql.SQLSyntaxErrorException: ORA-01919: role 'OLAP_USER' does not exist”.

Follow this workaround:
1. Create this role as mentioned below and proceed further.

2. The OLAP_USER role is defined in the sql script file in this path,
$ORACLE_HOME/olap/admin/apsroles.sq|l.

27.1.2 Application Pack 8.0.6.0.0 FAQs

What is an Application pack?

An Application Pack is suite of products. For more information, refer Application Packs.

Can | get a standalone installer for OFSAAI 8.0?

No. AAl is part of every application pack and installs automatically.

How does OFSAA 8.0 Application pack relate to OFSAA 7.x series?

8.0 is a new major release consolidating all products from OFSAA product suite.
Can existing OFSAA 7.x customers upgrade to OFSAA 8.0 Application Pack?

There is no upgrade path available. However, we will have migration kit / path for every product to
8.0 application pack. Further details will be available with Oracle Support.

Does OFSAA 8.0 Application pack UPGRADE'’s automatically existing environments?

No. Refer Point 5. OFSAA 8.0 application pack has to be installed in a new environment and
subsequently migration path / migration kit needs to be run to migrate from 7.x to 8.0. Please
note we will have migration path only from the previously released version of OFSAA products.

Where can | download OFSAA 8.0 Application Pack?

You can download the OFSAAI 8.0 Application Pack from Oracle Software Delivery

Cloud (OSDC).

What are the minimum system and software requirements for OFSAA 8.0 Application
Pack?

Refer installation guide section Hardware and Software Requirements section.

Is my environment compatible with OFSAA 8.0 Application Pack?
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Environment Check utility performs the task. It is part of install and can also be run separately.
Has OFSAA 8.0 Application Pack is supports all Operating systems?

LINUX, AlX, SOLARIS 10, 11. Refer to Technology Matrix for the technology matrix that OFSAA
suite products are/ will be qualified on.

How can | install OFSAA 8.0 Application Pack?

Refer to Oracle Financial Services Advanced Analytical Infrastructure Installation And
Configuration Guide published in OHC Documentation Library for the application pack installers.

Does this installation require any Third party Software’s?

Oracle Financial Services Advanced Analytical Infrastructure Installation And Configuration Guide
published in OHC Documentation Library lists the third party software that needs to be installed.

What languages are supported during OFSAA 8.0 Application Pack installation?
US English is the language supported.

What mode of installations OFSAA Application Pack supports? [Silent, GUI]
OFSAA Application Packs supports both, GUI and Silent Mode.

Does OFSAA 8.0 Application Pack support Multi-tier Installations?

OFSAA 8.0 does single tier installation. For more information refer to OFSAAI FAQ section.

Does this Application Pack validate all Pre-requisites required for this installation i.e.,
Memory, Disk Space etc.?

Yes. The pre-requisite checks are done by the respective application pack installer.
What happens if it aborts during installation of any application with in Application pack?
Customer needs to restore the system and retrigger the installation

Does this Application pack ‘Rolls Back’ if any of application installation fails due to
errors?

Rollback of installation is not supported.
Does the Application pack installs all applications bundled?

All application pack system files are installed but there is an option to enable the licensed
products.

How can | re-install any of the Application Pack?
You can retrigger in case of failure.
Does Application pack allow enabling / disabling any of the applications installed?

Yes. You cannot disable once the product is enabled in an environment.

| have installed one application in an Application pack and can | install any of new
applications within the Application pack later point of time?

No, installation is not required. Enabling the application is an option to use it later.

Oracle Financial Services Software ORACLE

249


http://docs.oracle.com/cd/E55339_01/homepage.htm
http://docs.oracle.com/cd/E60058_01/homepage.htm
http://docs.oracle.com/cd/E60058_01/homepage.htm

OFSDF 8.0.6.0.0 Installation Guide

How many OFSAA Infrastructures can be installed in a single server?

There is no issue in installing separate OFSAAI installations, each with their own PFT/FTP
installations and separate associated database instances and separate Web Server installations
on the same server as long as adequate memory is allocated for each instance and as long as
each OFSAAI installation is installed using a separate UNIX user and profile. Care should be
taken if running multiple OFSAAI installations on a single server.

Adequate memory will be required for each installation as several OFSAAI processes (model
upload, DEFQ services, and so on) take significant amounts of memory. So it depends on your
server memory.

Is it possible to Install OFSAA 8.0 Application pack on any one of the existing ‘Infodom’
where another OFSAA 8.0 application is installed?

Yes. However, the Behavioral Detection Application Pack, Compliance Regulatory Reporting
Application pack Asset Liability Management Application Pack and Profitability Application Pack
are the exceptions. They need to be installed in a different INFODOM.

Is there any option in Application pack for the user to select Infodom during installations?
Yes. You can select or change the required Information Domain.
Can | install all Application Packs in a ‘Single Infodom’?

Yes. But Behavioral Detection Application Pack, Compliance Regulatory Reporting Application
Pack, Asset Liability Management Application Pack and Profitability Application Pack are the
exceptions. They need to be installed in a different INFODOM.

Is it possible to install applications on different InNfodom within the Application pack? (That
is if you want to install LRM & MR in two infodoms)

Applications within application pack have to be installed in the same information domain in the
same environment.

How many Infodoms can be created over a single OFSAA Infrastructure of 8.0.6.0.0?

You can install only one infodom during installation. But after installation, you can create multiple
infodoms.

Is the 'Data Model' bundled?

Does ‘Data Model’ bundled is Application pack Specific or Specific to individual
application?

A merged data model for all applications within the application pack is bundled and uploaded.

Is it possible to install OFS Enterprise Modeling in later point of time?

OFS Enterprise Modeling is a separate product and can be enabled as an option later from any
application pack that bundles Enterprise Modeling.

Will Application pack creates sandbox automatically for the required applications?

Yes, Sandbox creation is part of application install process.
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Are Upgrade Kits available for individual applications or the complete Application Pack?

Maintenance Level (ML) Release / Minor Release upgrades are available across all applications.
Can |l upgrade AAl only?

Yes, you can upgrade AAI alone.

Can | upgrade one application within the Application Pack? i.e., LRM will be upgraded in
Treasury Application pack, but MR won’t be upgraded.

No. Not possible Upgrade is applied across packs.

Is it possible to uninstall any Application from the Application pack?

No, it is not possible to uninstall any Application from the Application Pack.

Can | uninstall entire Application Pack?

No, you cannot uninstall the Application Pack.

Is it possible to uninstall only application and retain AAl in the installed environment?
No, you cannot uninstall only the application and retain AAl in the installed environment.
Does Application Pack contain all Language Packs supported?

Language Packs need to be installed on 8.0 application packs.

Can Il install an Application Pack over another Application Pack (that is same infodom or
different infodom?)

Yes, you can install an Application Pack over another Application Pack in the same information
domain or different information domain. But Behavioral Detection Application Pack and
Compliance Regulatory Reporting Application Pack, Asset Liability Management Application Pack
and Profitability Application Pack are the exceptions. They need to be installed in a different
INFODOM.

Can | use an existing manually created schema as information domain for application pack
installation?

No. Schemas required by OFSAA applications have to be created using Schema Creator Utility.
Does OFSAA 8.0 support on WebLogic 10.3.6 with Oracle 12c?

Yes, OFSAA 8.0 will support on WebLogic 10.3.6 with Oracle 12c. WebLogic 10.3.6 supports
oracle 12c with some additional configurations. Refer the link
http://docs.oracle.com/cd/E28280 01/web.1111/e13737/ds 12cdriver.htm#JDBCAG55 for
additional configurations.

While running the schema creator utility, | get an error “HostName in input xml is not
matching with the local hostname”?

One possible reason could be the machine is configured for zonal partitioning. Ensure all the
known IP Addresses of the machine are present in the /etc/hosts file.

What are the Java versions supported in OFS AAAI Application Pack version 8.0.6.0.0?
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OFS AAAI Application Pack supports Java 1.7.x and 1.8.x.

Is this release of the OFS AAAI Application Pack version 8.0.6.0.0 supported on Java 8?

Yes. To install this release of the OFS AAAI Application Pack version 8.0.6.0.0 on Java 8. For
more information, refer to specific notes mentioned in the sections Installer and Installation
Prerequisites, Configurations supported for Java 8, Configuring the Schema Creator Utility, GUI
Mode Installation, SILENT Mode Installation.

27.2  Error Dictionary

The content of this section has been created with the interest to help you resolve the installation
issues if any. There is a compilation of all the possible errors that might arise during the
installation process with the possible cause and the resolution to quickly fix the issue and proceed
further with the installation.

27.2.1 Accessing Error Dictionary

Instead of scrolling through the document to find the error code, you can use the pdf search
functionality. In the "Find" dialog available in any of the Adobe Acrobat version that you are using
to view the pdf document, follow the below instructions to quickly find the error resolution.

1. With the Installation pdf open, press Ctrl+F or select Edit > Find.
2. The Find dialog is displayed as indicated.
3. Enter the error code that is displayed on screen during Infrastructure installation.

4. Press Enter. The search results are displayed and highlighted as indicated below.

Error code - OFSAAI-1003

Cause JAVA_HOME/bin not found in PATH vaniable

Resolution 'nw <JA VA_"’OS{E >/bin into PATH vanable
Example: PATH = SJAVA_HOMEDin SPATH export PATH,

Error Dictionary

View the details of the issues, its cause, and resolution specific to the error code. Repeat the step
to find an answer to any other errors that you notice during installation. If you are not able to
resolve the issue even after following the steps provided in resolution, you can contact
support.oracle.com along with log files and appropriate screen shots.
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27.2.2 Error Code Dictionary

27.2.1 Error code - OFSAAI-1001

Cause Unix shell is not "korn" shell.
Resolution Change the shell type to "korn". Use chsh Unix command to change SHELL
type.

Shell type can also be changed by specifying shell path for the Unix user in
/etc/passwd file.

Note: chsh command is not available in Solaris OS.

27.2.2 Error code - OFSAAI-1002

Cause No proper arguments are available.

Resolution Provide proper arguments. Invoke Setup.sh using either SILENT or GUI mode.

Example: . /Setup.sh SILENT or ./Setup.sh GUI

27.2.3 Error code - OFSAAI-1004

Cause File .profile is not present in SHOME.

Resolution Create .profile in $SHOME, i.e. in the home directory of user.

27.2.4 Error code - OFSAAI-1005

Cause File OFSAAInfrastructure.bin is not present in current folder.

Resolution Copy OFSAAInfrastructure.bin into installation kit directory.

27.2.5 Error code - OFSAAI-1006

Cause File CustReg.DAT is not present in current folder.
Resolution Copy CustReg.DAT into installation kit directory.
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27.2.6 Error code - OFSAAI-1007

Cause File OFSAAI InstallConfig.xml is not presentin current folder.

Resolution Copy OFSAAI InstallConfig.xml into installation kit directory.

27.2.7 Error code - OFSAAI-1008

Cause File validateXMLInputs.jar is not present in current folder.

Resolution Copy validatexXMLInputs. jar into installation kit directory.

27.2.8 Error code - OFSAAI-1009

Cause File 1og47j.xml is not present in current folder.

Resolution Copy log4j.xml into installation kit directory.

27.2.9 Error code - OFSAAI-1010

Cause Unknown error occurred.

Resolution Make sure to provide proper argument (SILENT or GUI) to the Setup. shfile.

27.2.10 Error code - OFSAAI-1011

Cause XML validation failed.

Resolution Check InfrastructurePreValidations.Log for more details.

27.2.11 Error code - OFSAAI-1012

Cause Property file with locale name does not exist.

Resolution Copy MyResources_en US.properties to the setup kit directory and keep
en USin LOCALE tag of OFSAAI InstallConfig.xml
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27.2.12 Error code - OFSAAI-1013

Cause File OFSAAI InstallConfig.xml/OFSAAI PostInstallConfig.xml not
found.
Resolution Copy OFSAAI InstallConfig.xml/OFSAAI PostInstallConfig.xml

to the setup kit directory.

27.2.13 Error code - OFSAAI-1014

Cause

XML node value is blank.

Resolution

Make sure all node values except SMTPSERVER, PROXYHOST,
PROXYPORT, PROXYUSERNAME, PROXYPASSWORD, NONPROXYHOST,
or RAC_URL are not blank.

27.2.14 Error code - OFSAAI-1015

Cause

XML is not well formed.

Resolution

Execute the command dos2unix OFSAAI InstallConfig.xml to convert
plain text file from DOS/MAC format to UNIX format.

OR

Make sure that OFSAATI InstallConfig.xmlis valid. Try to open the file
through Internet Explorer for a quick way to check validity. If it is not getting
opened, create new OFSAAI InstallConfig.xml using the

XML Utility.jar.

27.2.15 Error code - OFSAAI-1016

Cause User installation directory contain blank spaces.

Resolution Provide an installation path that does not contain spaces. Check the tag
USER_INSTALL DIRINOFSAAI InstallConfig.xml file. This path should
not contain any spaces.

Oracle Financial Services Software ORACLE

255




OFSDF 8.0.6.0.0 Installation Guide

27.2.16 Error code - OFSAAI-1017

Cause User installation directory is invalid.

Resolution Provide a valid installation path. Check if you are able to create the directory
mentioned in USER_INSTALL DIR tag value of
OFSAAI InstallConfig.xml file.
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