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Introduction

This document includes the necessary instructions to apply 8.0.6.0.0 Minor Release for Oracle
Insurance Data Foundation (OIDF) Application Pack and perform the required post install
configurations. You can find the latest copy of this document in OHC Documentation Library.
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OIDF 8.0.6.0.0 Installation Guide

Preface
This Preface provides supporting information for the Oracle Insurance Data Foundation
Applications Pack Installation Guide and includes the following topics:
¢ Summary
¢+ Audience
¢+ Documentation Accessibility
¢ Related Documents

¢ Conventions

Summary

You can find the latest copy of this document in OHC Document Library which includes all the
recent additions/revisions (if any) done till date.

Before you begin the installation, ensure that you have an access to the Oracle Support Portal
with the required login credentials to quickly notify us of any issues at any stage. You can obtain
the login credentials by contacting Oracle Support.

Audience

The Oracle Insurance Data Foundation (OIDF) Application Pack Installation and Configuration
Guide is intended for Administrators, Business User, Strategists, and Data Analyst, who are
responsible for installing and maintaining the application pack components.

Prerequisites for the Audience

These are the expected preparations for administrators before starting the installation:

The document assumes you have experience in installing Enterprise components. Basic
knowledge about the Oracle Financial Services Advanced Analytical Applications Infrastructure
Applications Pack components, OFSAA Architecture, UNIX commands, Database concepts and
Web Server/ Web Application Server is recommended.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.
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Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Related Documents

This section identifies additional documents related to OIDF. You can access Oracle
documentation online from Documentation Library for OIDF (OHC).

¢ Oracle Insurance Data Foundation User Guide (OHC)
¢+ Oracle Financial Services Analytical Applications Infrastructure User Guide (OHC)

¢+ OFS Analytical Applications Infrastructure Environment Check Utility Guide (OHC)

Conventions and Acronyms

Conventions Description

AIX Advanced Interactive executive

DEFQ Data Entry Forms and Queries

DML Data Manipulation Language

EAR Enterprise Archive

EJB Enterprise JavaBean

ERM Enterprise Resource Management

FTP File Transfer Protocol

GUI Graphical User Interface

HTTPS Hypertext Transfer Protocol Secure

J2C J2EE Connector

J2EE Java 2 Enterprise Edition

JDBC Java Database Connectivity

JDK Java Development Kit

JNDI Java Naming and Directory Interface

JRE Java Runtime Environment

JVM Java Virtual Machine

LDAP Lightweight Directory Access Protocol
Oracle Financial Services Software ORACLE
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Conventions

Description

LHS

Left Hand Side

MFA Multi-Factor Authentication

MOS My Oracle Support

OFSAAI Oracle Financial Services Analytical Application Infrastructure
OHC Oracle Help Center

OLAP On-Line Analytical Processing

(O] Operating System

RAM Random Access Memory

RDMS Relational Database Management System
SFTP Secure File Transfer Protocol

SID System Identifier

SSL Secure Sockets Layer

TDE Transparent Data Encryption

TNS Transparent Network Substrate

URL Uniform Resource Locator

VM Virtual Machine

Web Archive WAR

XML Extensible Markup Language
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1 About OFSAA and OFSAA Application Packs

This chapter includes the following topics:
¢ About OFSAA

¢+ About OFSAA Application Packs 8.0.6.0.0

¢ About OIDF Applications Pack

¢+ About Oracle Financial Services Analytical Applications Infrastructure (OFS AAI)

1.1 About Oracle Financial Services Analytical Applications (OFSAA)

In today's turbulent markets, financial institutions require a better understanding of their risk-return, while
strengthening competitive advantage and enhancing long-term customer value. Oracle Financial Services
Analytical Applications enable financial institutions to measure and meet risk adjusted performance
objectives, cultivate a risk management culture through transparency, lower the costs of compliance and
regulation, and improve insight into customer behavior.

OFSAA uses industry-leading analytical methods, shared data model and applications architecture to
enable integrated risk management, performance management, customer insight, and compliance
management. OFSAA actively incorporates risk into decision making, enables to achieve a consistent
view of performance, promote a transparent risk management culture, and provide pervasive intelligence.

Oracle Financial Services Analytical Applications delivers a comprehensive, integrated suite of financial
services analytical applications for both banking and insurance domain.

1.2 About OFSAA Applications Pack

The following figure depicts the various application packs that are available across the OFSAA Banking
and Insurance domains.
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1.3 About OIDF Applications Pack

CredctRiskaagement\
Pack

- Treasury Risk Pack
|- Capital Adequacy Pack

The Oracle Insurance Data Foundation (OIDF) is an analytical data warehouse platform for the Financial
Services industry. OIDF combines an industry data model for Financial Services along with a set of
management and infrastructure tools that allows Financial Services Institutions to develop, deploy, and
operate analytical solutions spanning key functional areas in Financial Services, including:

1. Health Insurance
2. Property Casualty

3. Life Insurance
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OIDF is a comprehensive data management platform that helps institutions to manage the analytical data
life cycle from sourcing to reporting as a consistent platform and toolset.

The application pack includes a logical data model, physical data model and supporting scripts.

NOTE: The schema/ domain for OIDF are referred to as OIDF.

1.4 About Oracle Financial Services Analytical Applications Infrastructure (OFS AAl)

Oracle Financial Services Analytical Applications Infrastructure (OFS AAI) powers the Oracle Financial
Services Analytical Applications family of products to perform the processing, categorizing, selection and
manipulation of data and information needed to analyze, understand and report on specific performance,
risk, compliance and customer insight issues by providing a strong foundation for the entire family of
Oracle Financial Services Analytical Applications across the domains of Risk, Performance, Compliance
and Customer Insight.

1.4.1 Components of OFSAAI

The OFSAA Infrastructure is comprised of a set of frameworks that operates on and with the Oracle
Financial Services Analytical Applications Data Model and form the array of components within the
Infrastructure.

The OFSAA Infrastructure components/ frameworks are installed in two layers; primarily the metadata
server and Infrastructure services run on one layer, and the Ul and presentation logic runs on the other.
The Ul and presentation layer is deployed on any of the supported J2EE Servers.

The following figure depicts the various frameworks and capabilities that make up the OFSAA
Infrastructure:

" 4 Computations & Rule Framework Run Framework Mart Management Framework
Framework L ) L 1

Business Processors

Forms Manager

Workflow Manager

Multi-hierarchy Conditional -
Rules

Business Dimension Maps

Rules Executed in DB

FINANCIAL SERVICES ANALYTICAL APPLICATIONS FRAMEWORK

ﬁ ﬁ ) 7 Heta!ata Hana ement
T2T Data Process Framework Data Quality Batch' & Real-Time Management \ Frameworgk )

Data Movement

Data Quality

Data Aggregations

Business Integrity

SCD and Controls

Data Quality Reporting

Conditional Execution

Baseline Run

Simulation Run

Cube Builder

Relational Mart Builder

Aggregated & OLAP Computed
Measures

Forms & Workflow Framework

BPEL Workflows

Forms Manager

Business Mapper

Multi-Node Dispatch

Data Model Management

Scheduler

Metadata Trace

Data Access Services

Metadata Browser
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1.5 OFSAA Infrastructure High Availability

The current release of the OFSAA Infrastructure supports only "Single Instance" installation for the
Infrastructure components. However, the High Availability (HA) for the Database Server and/ or the Web
Application Server clustering and deployment are supported in this release.

This release supports Active-Passive model of implementation for OFSAAI components. For more
information, refer Configuration for High Availability- Best Practices Guide.

1.6  About Data Security Configurations

Data Security refers to the protection of data against unauthorized access and data theft. OFSAA ensures
Data Security with the following features:

e Multi-Factor Authentication
e Transparent Data Encryption (TDE)
e Data Redaction

o Key Management

e HTTPS
e CSRF
e Logging

For more details on the features in the previous list, see the relevant topics in this guide and the
Data Security and Data Privacy section in the OFS Analytical Applications Infrastructure

Administration Guide.
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2 Understanding OIDF Applications Pack Installation

This chapter includes the following topics:

¢+ Installation Overview

¢ Logical Deployment Architecture

¢ Hardware and Software Requirements

¢+ Verifying the System Environment

¢ Understanding Installation Modes

2.1 Installation Overview

This release (8.0.6.0.0) of the OIDF Application Pack bundles the upgrade patch set along with
the base installer. Users/Administrators who wish to install a new OIDF Application Pack 8.0.6.0.0
instance or upgrade an existing OIDF Application Pack 8.0.x instance to 8.0.6.0.0 should
download this installer. The following figure depicts the order of procedures required to follow to
install a new OIDF Pack 8.0.6.0.0 instance. To upgrade an existing OIDF Application Pack
8.0.x.x.x instance to 8.0.6.0.0 release, refer to Upgrading the OIDF Application Pack chapter. The
following figure shows the order of procedures to install.
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Installation Workflow

' Start ]

W,
L

Venfy System Environment ]

1

Obtain the Software ]

s

Configure and Execute the Schema Creator Utility ]

\'.I'

Install OFS QIDF Pack ]
' Configure OFS OIDF Pack J
. I“I
Venfy Installation ]
J

The below table provides additional information and links to specific documentation for each task
in the flowchart

Tasks Details and Documentation
Verify Systems To verify that your system meets the minimum necessary requirements
Environment for installing and hosting the OIDF Applications Pack, see "Hardware and

Software Requirements Specifications" and "Verifying the System

Environment"

Obtain the software See "Obtaining the software".
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Configure and Execute the
Schema Creator Utility

See “Configuring and Executing the Schema Creator Utility".

Install OIDF Pack

See “Installing the OIDF Pack Installer".

Configure OIDF Pack

See “Post Installation Configuration".

Verify Installation

See "Verifying the Installation".

Upgrade Installation

See “Upgrading the OIDF Application Pack”

2.2 Deployment Topology

The deployment architecture depicts the mapping of a logical architecture to a physical
environment. The physical environment includes the computing nodes in an intranet or Internet
environment, CPUs, memory, storage devices, and other hardware and network devices.

e
Web Browser

HITP & Interface

HTTPS

e

OFSAA"
Application
Components Client Workstation
Socket /
connection S
Web Server JDBC E)
Nati
e /0facle Bl Server
8 JDBC %
! L ]
8
Web Application Database
Server Server

* Includes Oracle Financial Services Analytical Applications and Infrastructure
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2.3 Hardware and Software Requirements

This section describes the various Operating Systems, Database, Web Server, and Web
Application Server versions, and other variant details on which this release of the OIDF Pack
has been qualified.

NOTE: OIDF Applications Pack installation can be performed on both Virtual and Physical
servers.

2.3.1 Configurations Supported for Java 7

The following table shows the minimum hardware and software requirements for installing
Oracle Insurance Data Foundation Application Pack (Java 7) on each machine.

Requirement [Sub-Category Value
Operating Oracle Linux / Red e Red Hat Enterprise Linux or Oracle Linux Server release 6 Update 6
System Hat Enterprise Linux and above
(x86-64 bit) e Red Hat Enterprise Linux or Oracle Linux Server release 7 Update 1
and above
Oracle Solaris e Solaris 10 - Install the required OS patches. For more information,
(SPARC) / Solaris see Installing the Required Oracle Solaris 10 Patches. Additionally,
x86-64 bit install the required runtime libraries. For more information, see

Installing Only the Runtime Libraries on Oracle Solaris 10.

e Solaris 11 — Upgrade to Oracle Solaris 11.3 with SRU09 or higher.
See
https://docs.oracle.com/cd/E60778_01/htmI/E60743/gouaw.html#scr
olltoc to upgrade to SRUOQ9 if you have a lower SRU version.
Additionally, install the required runtime libraries. For more
information, see Installing Only the Runtime Libraries on Oracle
Solaris 11.

IBM AIX (PowerPC) | o« AIX6.1(TL 09 and above) - 64 bit
e AIX7.1(TL 03 and above) - 64 bit

Shell KORN Shell (KSH)

Note:
If the OS is IBM AIX 6.1 and the file size limit for the AIX user on the target server is too small, configure the size
parameter setting for "Large File Support". Follow these steps:
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Requirement [Sub-Category Value

e Change the file size limit for the user that initiates the transfer on the AIX system. To change the file size
limit for a particular user, add or edit the fsize attribute for the user in the /etc/security/limits file on the AIX
system.

e Change the file size limit to unlimited (fsize = -1) or to a size equal to the size of the file being transferred.
This may require a restart of the AIX server to pick up the new configuration. For more information refer IBM
Support.

If the operating system is RHEL, install the package 1sb_release using one of the following commands
by logging in as root user:

o yum install redhat-Isb-core

o yum install redhat-Isb

Java Runtime | Oracle Linux / Red e Oracle Java Runtime Environment (JRE) 1.7.x - 64 bit
Environment | Hat Enterprise Linux | e  Oracle Java Runtime Environment (JRE) 1.8.x - 64 bit
Oracle Solaris

IBM AIX e IBM AIX Runtime, Java Technology JRE 1.7.x - 64 bit
e IBM AIX Runtime, Java Technology JRE 1.8.x - 64 bit

e Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.3.0 +) - 64 bit RAC/

Oracle

Database Non- RAC with/ without partitioning option

Server and e Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.4.0 +) - 64 bit
Client RAC/Non-RAC with/ without partitioning option, Advanced Security Option**.

e Oracle Database Server Enterprise Edition 12c Release 1 (12.1.0.1.0 +)- 64 bit RAC/
Non- RAC with/ without partitioning option, Advanced Security Option**.
** Note: See the “Additional Notes” section in the 806 Tech Matrix for details.
e Oracle Database Server 12c Release 2 (12.2.0.1+) Enterprise Edition
e Oracle Client 12c Release 1 (12.1.0.1.0+) - 64 bit
e Oracle 11g Release 2 (11.2.0.3+) JDBC driver (Oracle thin driver)
e Oracle 12C Release 1 (12.1.0.1+) JDBC driver (Oracle thin driver)
Note:

Ensure that the following patches are applied:
e For Oracle DB Server 12.1.0.1 and 12.1.0.2, download the patches 27010930 and
22205607 from My Oracle Support and apply them.

e For Oracle DB Server 11.2.0.4, download the patch 22205607 from My Oracle Support
and apply.
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Requirement [Sub-Category Value

OLAP Oracle Hyperion e V11.1.2.1+ (Server and Client) with Oracle 11g Database
Essbase e V11.1.2.3+ (Server and Client) with Oracle 12c Database
Note:

Oracle Hyperion Essbase & Oracle OLAP is required only if you are using the OLAP feature of

OFSAAI.
Web Server/ Oracle Linux / Red Oracle HTTP Server 11.1.1.7.1 or 11.1.1.9+/
Web Hat Enterprise Linux/ Apache HTTP Server 2.2.x/ IBM HTTP Server 8.5.5
Application IBM AIX e IBM WebSphere Application Server WebSphere 8.5.5.9+ (64 bit)
Server e Oracle WebLogic Server 12.1.3+ with jersey 1.18 (64 bit) /
Oracle Solaris Oracle WebLogic Server 12.2.x with jersey 2.25 (64 bit)
The OIDF Application Pack Release v8.0.6.0.0 is compatible with
the WebLogic v12.2.x and does not support the WebLogic v12.1.3.
If the WebLogic version is 12.1.3, upgrade to the WebLogic 12.2.x
version.
e Apache Tomcat 8.0.25+ (64 bit)
Note:
IBM WebSphere 8.5.x (Full Profile) on Java 8 is not available.
Note:

OFSAA Infrastructure web component deployment on Oracle WebLogic Server with Oracle

JRockit is not supported.

Desktop Operating System Windows 10
Requirements
Browser e MS Internet Explorer 11.x (Compatibility Mode)
Turn off Pop-up blocker settings. For more information, refer Internet
Explorer Settings.
e Google Chrome
57.x
e  Mozilla Firefox 52.x
For Chrome and Firefox, turn off Pop-up blocker settings by
choosing "Always allow pop-ups for <URL>"
Office Tools MS Office 2007/ 2010/ 2013/ 2016
Adobe Acrobat Reader 10 or above
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Requirement

Sub-Category Value

Screen Resolution 1024*768 or 1280*1024

Other
Software

Directory Services OFSAAI is qualified on both OPEN LDAP 2.2.29+ and Oracle Internet
Directory v 11.1.1.3.0. However, it can be integrated with other directory
services software like MS Active Directory.

Note:
e Configuration of Directory services software for OFSAAI installation is optional. For more

information on configuration, see Infrastructure LDAP Configuration.

e Open LDAP needs to be installed on MS Windows Server machine.

* This indicates the latest version available at the time of the release. Any latest updates may be

applied.

2.3.2 Config

urations Supported for Java 8

The following table shows the minimum hardware and software requirements for installing Oracle
Insurance Data Foundation Application Pack (Java 8) on each machine.

Requirement |Sub-Category Value
Operating Oracle Linux / Red e Red Hat Enterprise Linux or Oracle Linux Server release 6 Update 6
System Hat Enterprise Linux and above
(x86-64 bit) e Red Hat Enterprise Linux or Oracle Linux Server release 7 Update 1
and above
Oracle Solaris e Solaris 10 - Install the required OS patches. For more information,
(SPARC) / Solaris see Installing the Required Oracle Solaris 10 Patches. Additionally,
x86-64 bit install the required runtime libraries. For more information, see
Installing Only the Runtime Libraries on Oracle Solaris 10.
e Solaris 11 — Upgrade to Oracle Solaris 11.3 with SRU09 or higher.
See
https://docs.oracle.com/cd/E60778_01/htmI/E60743/gouaw.html#scr
olltoc to upgrade to SRUOQ9 if you have a lower SRU version.
Additionally, install the required runtime libraries. For more
information, see Installing Only the Runtime Libraries on Oracle
Solaris 11.
Oracle Financial Services Software ORACLE
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Requirement [Sub-Category Value
IBM AIX e AIX6.1(TL 09 and above) - 64 bit
(POWERPC) e AIX7.1(TL 03 and above) - 64 bit
Shell KORN Shell (KSH)

Note:

If the OS is IBM AIX 6.1 and the file size limit for the AIX user on the target server is too small, configure the size

parameter setting for "Large File Support". Follow these steps:

¢ Change the file size limit for the user that initiates the transfer on the AIX system. To change the file size
limit for a particular user, add or edit the fsize attribute for the user in the /etc/security/limits file on the AlX
system.

e Change the file size limit to unlimited (fsize = -1) or to a size equal to the size of the file being transferred.
This may require a restart of the AIX server to pick up the new configuration. For more information refer IBM
Support.

If the operating system is RHEL, install the package 1sb_release using one of the following commands
by logging in as root user:

o yum install redhat-Isb-core

o yum install redhat-Isb

Java Runtime | Oracle Linux / Red Oracle Java Runtime Environment (JRE) 1.8.x - 64 bit
Environment | Hat Enterprise Linux
Oracle Solaris

IBM AIX IBM AIX Runtime, Java Technology JRE 1.8.x - 64 bit
Oracle e Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.3.0 +) - 64 bit RAC/
Database Non- RAC with/ without partitioning option
Server and e Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.4.0 +) - 64 bit

Client RAC/Non-RAC with/ without partitioning option, Advanced Security Option**
Oracle Database Server Enterprise Edition 12c Release 1 (12.1.0.1.0 +)- 64 bit RAC/
Non- RAC with/ without partitioning option, Advanced Security Option**

** Note: See the “Additional Notes” section in the 806 Tech Matrix for details.

Oracle Database Server 12c Release 2 (12.2.0.1+) Enterprise Edition Oracle Client 12c
Release 1 (12.1.0.1.0+) - 64 bit

Oracle 11g Release 2 (11.2.0.3+) JDBC driver (Oracle thin driver) Oracle 12C Release 1
(12.1.0.1+) JDBC driver (Oracle thin driver) Oracle Distribution of R version 3.1.1
(Optional)
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Requirement

Sub-Category Value

Note:
Ensure that the following patches are applied:
Oracle Server 12c, v12.1.0.1 — 17082699
Oracle Server 12c, v12.1.0.2 — 20698050
e For Oracle DB Server 12.1.0.1 and 12.1.0.2, download the patches 27010930 and
22205607 from My Oracle Support and apply them.
e For Oracle DB Server 11.2.0.4, download the patch 22205607 from My Oracle Support
and apply.

Also for latest information, refer My Oracle Support, 12.1.0.2 Bundle Patches for Engineered
Systems and DB In-Memory - List of Fixes in each Bundle (Doc ID 1937782.1)

OLAP

Note:
Oracle Hyperion Essbase is required only if you are using the OLAP feature of OFSAAI.

Web Server/
Web

Oracle Linux / Red Oracle HTTP Server 11.1.1.7.1 or 11.1.1.9+/

. . Apache HTTP Server 2.2.x/ IBM HTTP Server 8.5.5
Hat Enterprise Linux/ pa v v

Requirements

Application IBM AIX e IBM WebSphere Application Server WebSphere 8.5.5.9+
Server Oracle Solaris e Oracle Weblogic Server 12.1.3+ with jersey 1.18 (64 bit)/Oracle
Weblogic Server 12.2.x with jersey 2.25 (64 bit)
The OIDF Application Pack Release v8.0.6.0.0 is compatible with
the WebLogic v12.2.x and does not support the WebLogic v12.1.3.
If the WebLogic version is 12.1.3, upgrade to the WebLogic 12.2.x
version.
e  Apache Tomcat 8.0.25+ (64 bit)
Note:
IBM WebSphere 8.5.x (Full Profile) on Java 8 is not available.
Note:
OFSAA Infrastructure web component deployment on Oracle WebLogic Server with Oracle
JRockit is not supported.
For deployment on Oracle WebLogic Server 12.1.3+ (64 bit) with Java 8, download and install
patch 18729264 from http://support.oracle.com/
Desktop Operating System Windows 10

Browser e MS Internet Explorer 11.x (Compatibility Mode)
Oracle Java plug-in 1.7.0+* (64-bit) / Oracle Java plug-in 1.8.0+ (64-
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Requirement [Sub-Category Value

bit)
Turn off Pop-up blocker settings. For more information, refer

Internet Explorer Settings.
e Google Chrome 57.x
e Mozilla Firefox 52.x
For Chrome and Firefox, Turn off Pop-up blocker settings by choosing
"Always allow pop-ups for <URL>"

Office Tools MS Office 2007/ 2010/ 2013/ 2016
Adobe Acrobat Reader 10 or above

Screen Resolution 1024*768 or 1280*1024

Other

Software

Directory Services OFSAAI is qualified on both OPEN LDAP 2.2.29+ and Oracle Internet
Directory v 11.1.1.3.0. However, it can be integrated with other directory
services software like MS Active Directory.

Note:

e Configuration of Directory services software for OFSAAI installation is optional. For more
information on configuration, see Infrastructure LDAP Configuration.

e Open LDAP needs to be installed on MS Windows Server machine only.

NOTE: To upgrade an existing OFSAA 8.0.x Java 7 instance to Java 8, see Appendix Q.

NOTE: To configure the Oracle Database 19c Server and Client on a new installation, see

MOS Doc ID: 2691006.1.

The following table shows the minimum software requirements for running OIDF Applications

Pack on each machine.

Table 1: Recommended software Combinations

Operating System Database

Web Application Server

Web Server

Oracle Linux6.6 /7.1 Oracle Database

Oracle WebLogic Server /
Apache Tomcat Server

Oracle HTTP Server /
Apache HTTP Server
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Oracle Solaris 5.10/5.11 Oracle Database Oracle WebLogic Server / Oracle HTTP Server /
Apache Tomcat Server Apache HTTP Server

IBMAIX6.1/7.1 Oracle Database IBM WebSphere Application IBM HTTP Server /
Server / Apache HTTP Server
Apache Tomcat Server

2.4 \Verifying the System Environment

To verify your system environment meets the minimum requirements for the installation, a Pre-
Install Check utility is available within the Install Kit archive file. This utility can also be obtained
separately by contacting Oracle Support.

Though the system environment verification is an integral and automated part of the installation of
this software product, Oracle strongly recommends running this utility prior to beginning the
installation as part of your organization’s "Installation Readiness Verification Process".

NOTE: For more details on download and usage of this utility, see Oracle Financial Services
Analytical Applications Infrastructure Environment Check Utility Guide given in the
Related Documents section.

2.5 Understanding Installation Modes

You can install OIDF Applications Pack in Graphical User Interface (GUI) Mode. This mode
launches the product installation in a GUI mode. Users need to enter the required information on
various panels within the Ul. For more information on configuration required for GUlI mode
installation, see Configuration for GUI Mode Installation.

This mode mandates updating the installation configuration files with required details and
performs installation in a "Silent" non-user interactive format.
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3 Preparing for Installation

This chapter provides necessary information to review before installing the OIDF Applications
Pack v8.0.6.0.0. This chapter includes the following topics:

¢+ Installer and Installation Prerequisites

¢ Obtaining the Software

¢ Common Installation Activities

NOTE: If you are installing an application pack on an environment, where another application
pack is already installed, you may sometimes get a warning message such as "Object
Already Exists". This message can be ignored.

3.1 Installer and Installation Prerequisites

NOTE: The user profile executing the installation must have the permission on /tmp prior to
installation.

NOTE: Sufficient space must be available in /tmp, else the installation will terminate, and logs
are not generated.

Following table mentions the list of prerequisites required before beginning the installation for
OIDF application. The Installer/ Environment Check utility notifies you if any requirements are not

met.
Table 2: Installer and Installation Prerequisites
Requirement Sub-Category Expected Value
Environment Java Settings PATH variable in .profile file must be set to include the Java
Settings Runtime Environment absolute path. The path should include java
version (Java 7, or Java 8) based on the configuration.
Note:
=  Ensure that the absolute path to JRE/bin is set at the
beginning of PATH variable.
For example,
PATH=/usr/java/jrel.7/bin:$ORACLE HOME/bin:$P
ATH
= JAVA_HOME variable must be set in .profile file, pointing to
the appropriate Java Runtime Environment Path.
For example, export
JAVA HOME=/usr/jdk/instances/jdkl.6.0
=  Ensure that SYMBOLIC links to JAVA installation are not set
in the PATH variable.
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Requirement

Sub-Category

Expected Value

= Ensure that you set the Heap Size in .profile file, using
following command:
export JAVA OPTIONS="-Xms512m -Xmx1024m"
Heap size is a validation to get the memory size for Model
Upload. If the Heap size is less than the ten times as of the
Model, then it returns an error.

Oracle Database
Settings

= TNS_ADMIN variable must be set in .profile file
pointing to appropriate tnsnames.orafile.

=  Enable Transparent Data Encryption (TDE) and/ or
Data Redaction**
** Note: For more information, see Appendix S:
Enabling TDE, Data Redaction and the
Corresponding Settings in OFSAA.

=  ORACLE_HOME variable must be set in .profile file
pointing to appropriate Oracle Client installation.

= PATH variable in .profile file must be set to
include appropriate $ORACLE_HOME/bin path

= Ensure that an entry (with SID/ SERVICE NAME) is added in
the tnsnames.orafile on the OFSAA server.

Oracle Essbase
Settings

ARBORPATH, ESSBASEPATH, HYPERION_HOME to be set in
the .profile file pointing to an appropriate Oracle Essbase Client
installation.

Note: These settings are required only if you want to use Oracle
Hyperion Essbase OLAP features.

OS/ File System
Settings

File Descriptor
Settings

Greater than 15000

Note: The value specified here is the minimum value to be set for
the Installation process to go forward. For other modules, this value
may depend on the available resources and the number of
processes executed in parallel.

Total Number of
Process Settings

Greater than 4096

Note: The value specified here is the minimum value to be set for
the Installation process to go forward. For other modules, this value
may depend on the available resources and the number of
processes executed in parallel.

Port Settings Default port numbers to be enabled on the system are 6500, 6501,
6505, 6507, 6509, 6510, 6666, 9999, and 10101.

.profile User to have 755 permission on the .profile file.

permissions
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Requirement

Sub-Category

Expected Value

Installation
Directory

= Adirectory where the installation files will be installed.
= Assign 755 permission on this directory.
= This directory needs to be set as FIC_HOME.

Staging Area/

= Adirectory to hold the application metadata artifacts and

Metadata additionally act as staging area for flat files.
Repository = The directory should exist on the same system as the OFSAA
Directory Installation. This directory can be configured on different
mount or under a different user profile.
= Assign 775 permission on this directory.
Download = Adirectory where the product installer files will be
Directory downloaded/ copied.
= Assign 755 permission on this directory.
OS Locale =  Linux: en_US.utf8

= AIX: EN_US.UTF-8

= Solaris: en_US.UTF-8

To check the locale installed, execute the following
command:

locale -a | grep -i 'en US.utf'

Database Settings

Database Instance

= NLS_CHARACTERSET to be AL32UTF8

Settings = NLS_LENGTH_SEMANTICS to be BYTE
= OPEN CURSORS limit to be greater than 1000
Web Application WebSphere/ = Web Application Server should be installed and profile /
Server WebLogic/ domain created.
Tomcat = You will be prompted to enter the WebSphere Profile path or
WebLogic Domain path or Tomcat Deployment path during
OFSAAI installation.
Note:
= Refer Appendix A for WebSphere Profile Creation and
WebLogic Domain Creation.
=  For deployment on Oracle WebLogic Server 12.1.3+ (64 bit)
with Java 8, download and install patch 18729264 from
http://support.oracle.com/
Web Server Apache HTTP This is an optional requirement.
Server/ HTTP Server Installation to be present.
Oracle HTTP You will be required to enter the Web Server IP/ Hostname and
Server/ Port details during installation.
IBM HTTP Server Note: See Appendix A for Web Server installation.
Others Oracle R/ Oracle R | This is an optional requirement.

Enterprise

See section Installing Oracle R distribution and Oracle R Enterprise
(ORE) for more details.
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Requirement Sub-Category Expected Value

OFSAAI 1. Download the OFSAAI Mandatory Patch 33663417.

ATTENTION: On the 10th of December 2021, Oracle
released Security Alert CVE-2021-44228 in response to
the disclosure of a new vulnerability affecting Apache
Log4J prior to version 2.15. The application of the
33663417 Mandatory Patch fixes the issue.

For details, see the My Oracle Support Doc ID 2827801.1.

2. Download the mandatory consolidated one-off patches
27938294 and 28079607 from My Oracle Support.

3. Download the compatibility patch 28033582 from My Oracle
Support, which needs to be mandatorily applied. This patch
enables you to upgrade selected packs in your OFSAA
instance to 8.0.6.0.0 and makes the existing packs from
earlier versions compatible with 8.0.6.0.0.

NOTE: Execute the DMT Migration Utility to manually
migrate the DMT metadata of the Applications which are not
upgraded to 8.0.6.0.0.

NOTE: Ensure that the tablespace(s) used for the database user(s) is set to AUTOEXTEND ON.

3.2 Obtaining the Software

This release of OIDF Applications Pack 8.0.6.0.0 can be downloaded My Oracle Support.

See the following instructions to download this release of OFS OIDF Application Pack. You need
to have a valid Oracle account in order to download the software:

¢ Login to My Oracle Support and search for 27569903 under the Patches & Updates tab.

¢+ Download the OIDF Application Pack v8.0.6.0.0 archive file and copy it to your OFSAA
server in Binary mode.

NOTE: The archive files are different for every operating system like AlX, Solaris, and RHEL/Oracle
Linux.

3.3 Common Installation Tasks

The following are the common pre-installation activities that you need to carry out before installing
the OIDF application.

This section includes the following topics:

¢ Identifying the Installation, Download and Metadata Repository Directories
¢ Configuration for GUI Mode Installation
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¢
¢
¢

Downloading and Copying the Software
Extracting the Software
Setting up the Web Application Server

3.3.1 Identifying the Installation, Download and Metadata Directories
To install OIDF Application Pack, create the following directories:
¢ OIDF Download Directory (Optional): Create a download directory and copy the OIDF
Application Pack Installer File (Archive). This is the directory where the downloaded
installer/ patches can be copied.
¢ OFSAA Installation Directory (Mandatory): Create an installation directory. This is the
directory where the installer would install/ copy the product files. FIC_HOME variable to
be setin the .profile pointing to this OFSAA Installation Directory.
¢ OFSAA Staging/ Metadata Repository Directory (Mandatory): Create a Staging/
Metadata Repository Directory. This is the directory where you would be required to copy
data loading files, save data extracts etc. Additionally, this folder also maintains the
OFSAA metadata artifacts. This is commonly referred as “FTPSHARE”.
NOTE: Ensure the user permission is set to 755 on the Installation directory.
Ensure the user permission is set to 775 on the Staging directory.
Ensure the OFSAA Staging directory is not set to the same path as the OFSAA
Installation directory and is not a sub-folder inside the OFSAA Installation directory.
3.3.2 Configuration for GUI Mode Installation
To install this product in GUI mode, you need to ensure the below software and configurations
are available:
¢ Install and configure any PC X Server software such as Open Text Exceed (formerly
Hummingbird Exceed) on the user desktop system from which the installation is
triggered.
¢ Configure DISPLAY variable.
Ensure to set the DISPLAY variable (in user .profile) on the system on which the OFSAA
Infrastructure will be installed, to point to the user desktop system where the PC X Server
software has been installed.
Syntax:
export DISPLAY = hostname:n
where hostname is the IP Address/ Host Name of the user desktop system and n is the
sequence number (usually 0).
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For example, 10.11.12.13:0 or myhostname:0

3.3.3 Downloading and Copying the Software

To download can copy the OIDF Application Pack Installer, follow these steps:

¢ To download the OIDF Application Pack, login to https://support.oracle.com/ and search
for 27569903 under the Patches & Updates tab.

¢ Download the OFSAAI Mandatory Patch 33663417.

ATTENTION: On the 10th of December 2021, Oracle released Security Alert CVE-
2021-44228 in response to the disclosure of a new vulnerability affecting Apache
Log4J prior to version 2.15. The application of the 33663417 Mandatory Patch fixes
the issue.

For details, see the My Oracle Support Doc ID 2827801.1.

Ensure that you reapply the OFSAAI Mandatory Patch 33663417 whenever you
Install or Upgrade the Application, or whenever you apply an Incremental Patch.

¢ Enter Oracle Insurance Data Foundation in the search box to search.

¢+ Download or copy the installer archive into the Download directory (in Binary mode) in
the setup identified for OIDF installation.

¢+ Download the mandatory installer one-off patch 28398331 from My Oracle Support
(https://support.oracle.com/).

3.3.4 Extracting the Software

After obtaining the installer, copy the installer (in BINARY mode) to the system on which the
OFSAA Infrastructure components will be installed.

NOTE: You mustbe logged in to the UNIX operating system as a non-root user.

1. Download the unzip utility (OS specific) unzip <os>.Zz, and copy it in Binary mode to
any directory and include the directory in your PATH variable. If you already have the
unzip utility to extract the contents of the downloaded archive, skip to the next step.

2. Uncompress the unzip installer file using the command:

uncompress unzip <os>.Z

NOTE: In case you notice an error message "uncompress: not found [No such file or directory]"
when the package is not installed, contact your UNIX administrator.

3. Assign 751 permission to the file using the command:

chmod 751 unzip <os>
For example, chmod 751 unzip sparc
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4. Extract the contents of the OIDF Application Pack 8.0.6.0.0 to Download Directory with
the following command:

unzip OFS OIDF PACK.zip

Extract and apply the patch 28398331. Refer to the Readme.txt file packaged with the
patch for details on how to apply the patch.

NOTE: Do notrename the Application Pack installer folder name on extraction from the
archive.

5. Navigate to the Download Directory and Assign 755 permission to the installer folder with
the following command:

chmod -R 755 OFS_OIDF PACK
3.3.5 Setting up the Web Application Server

For setting up the environment based on your selected Web Application Server, see Appendix A
for more information.
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4 Installing Oracle Insurance Data Foundation Applications Pack

Follow the instructions in this chapter to install the OIDF Applications Pack depending on the
mode of installation.

NOTE: Release 8.0.6.0.0 of OIDF is not fully backward compatible with earlier versions of
OFSAA applications. You can either upgrade all of your applications from existing 8.0.x
versions to 8.0.6.0.0 version or choose to upgrade only selective application packs to
v8.0.6.0.0. In the case of the latter, you must also apply the forthcoming compatibility
patches for the required application packs, so that the remaining application-packs can
continue to be at their pre-8.0.6.0.0 versions.

This chapter includes the following topics:

¢ Schema Creator Utility

¢ Configuring and Executing the Schema Creator Utility

¢ Running the OIDF Applications Pack Installer

¢+ Verifying the Installation

4.1 Schema Creator Utility

Creating database users/ schemas is one of the primary steps in the complete OFSAA
installation. This release of OFSAA provides a utility to quickly get started with the OFSAA 8.0
installation by allowing easier and faster creation of database User(s)/ Schema(s), assign the
necessary GRANT(s) and so on. Additionally, it also creates the required database objects in
these schemas.

The schema creator utility needs to be configured and executed mandatorily every time prior to
installation of any OFSAA Application Pack.

The following are the types of schemas that can be configured in the OFSAA:

¢ CONFIG: Denotes the unique OFSAA setup configuration schema. It contains entities
and other objects required for OFSAA setup information.

NOTE: There can be only one CONFIG schema per OFSAA instance.

¢ ATOMIC: Denotes the schema that contains the data model entities. One ATOMIC
schema is attached to one Information Domain.

NOTE: There can be multiple ATOMIC schemas per OFSAA Instance, and an Information
Domain can have only one ATOMIC schema.

¢ SANDBOX: Denotes the schema that contains the data for all Sandbox executions. One
SANDBOX schema is attached to one Sandbox Information Domain.
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NOTE:

There can be multiple SANDBOX schemas per OFSAA Instance and a Sandbox
Information Domain can have only one SANDBOX schema.

Execution Modes in Schema Creator Utility

The Schema Configuration Utility supports the following modes of execution:

¢

Online Mode: In the Online mode, the utility connects to the database and executes the
DDLs for Users, Objects and Grants. If you have the SYSDBA privileges you can execute
the Schema Creator Utility in Online mode and thereby create the Users, Objects, and
Grants during the execution process.

NOTE:

To execute the utility in Online mode, you must connect as “<User> AS SYSDBA”.

Offline Mode: In the Offline mode, the utility generates SQL script with all the required
DDLs for User, Objects and Grants. This script needs to be executed by the DBA on the
appropriate database identified for OFSAA usage. If you do not have the SYSDBA
privileges, you can execute the Schema Creator Utility in Offline mode and generate the
script file that contains the Schemas, Objects, and Grants information. Subsequently, a
SYSDBA user can execute the script file manually.

NOTE:
1. To execute the utility in Offline mode, you need to connect as any user with
below grants:
(alternatively, you can also connect as a user with SYSDBA privileges):
SELECT ON DBA ROLES
SELECT ON DBA USERS
SELECT ON DBA DIRECTORIES
SELECT ON DBA TABLESPACES
CREATE SESSION
For more details refer, Executing the Schema Creator Utility in Offline Mode
2. If there are any errors during the script execution, reconfigure the
<PACK> SCHEMA IN.XML file and execute the utility. This regenerates the
scripts with corrected information. For more information, refer Configuring
OFS OIDFE_SCHEMA IN.XML file
3. Do not modify the <PACK> SCHEMA OUT.XML file generated after the execution

of this utility.

4.1.2 Execution Options in Schema Creator Utility

Depending on the option selected to run the OIDF Applications Pack Installer, you need to select
the schema creator utility execution option. If you try to run the OIDF Applications Pack installer in
SILENT mode, it is mandatory to execute the schema creator utility with —s option.
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NOTE: If the schema creator utility is executed without the option -s, it is mandatory to run
the OIDF Applications Pack Installer in GUI mode.

4.2 Configuring and Executing the Schema Creator Utility
Schema Creator Utility is used to create the schema in the database.
This section includes the following topics:

¢ Prerequisites
¢ Configuring the Schema Creator Utility

¢ Executing the Schema Creator Utility

¢ Verifying the Log File

4.2.1 Prerequisites

The following prerequisites must be satisfied before configuring the Schema Creator Utility:
¢ Oracle User ID/ Password with SYSDBA privileges.

¢ JDBC Connection URL for RAC/ Non RAC database.
¢+ HOSTNAME/IP of the server on which OFSAA is getting installed.

4.2.2 Configuring the Schema Creator Utility

This section explains the steps to configure and run the Schema Creator Utility.

To configure the Schema Creator Utility, follow these steps:
1. Log in to the system as non-root user.
2. Navigate to the following path: OFS OIDF PACK/schema creator/conf
3. Editthe OFS_OIDF SCHEMA IN.xml file in a text editor.

4. Configure the elements as described in the table Configuring OFS_OIDF
SCHEMA IN.XML file in Appendix M.

5. Savethe OFS OIDF SCHEMA IN.xml file.

6. Navigate to BIN folder, provide execute permissions to file osc.sh and run the schema
creator utility.

NOTE: On successful execution of the utility, the entered passwords in the
OFS_OIDF SCHEMA IN.xml file are nullified.

4.2.3 Executing the Schema Creator Utility

This section includes the following topics:
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¢+ Executing the Schema Creator Utility in Online Mode

¢ Executing the Schema Creator Utility in Offline Mode

¢ Executing the Schema Creator Utility with —s option

¢ Executing the Schema Creator Utility while Installing Subsequent Application Pack

¢+ Verifying the Log File

NOTE: If you intend to use Oracle OLAP feature, execute the below grant on all ATOMIC
schema(s) @ grant olap user to &database username

4.2.3.1 Executing the Schema Creator Utility in Online Mode

In Online Mode, the Schema Creator Utility will create all the Schemas, Schema Objects,
Tablespaces, Grants, and Roles in the database during the execution process.

To execute the schema creator utility in Online Mode, follow these steps:
1. Log in to the system as non-root user.
2. Navigate to the following folder path: OFS_OIDF PACK/schema creator/bin/
3. Execute the following command.
Josc.sh

The following message is displayed: You have chosen ONLINE mode. Triggering the
utility in ONLINE mode will execute the DDLs directly on the Database. Do you wish to
proceed? (Y/y or N/n).

4. Enter Yly to proceed.

5. Enter the DB User Name with SYSDBA Privileges.
For example: SYS as SYSDBA.

6. Enter the User Password.
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7. The console runs the initial validation checks and then displays the following message:
You have chosen to install this Application Pack on <Name of the Atomic
Schema>ATOMIC schema. Do you want to proceed? (Y/N). You have chosen to install
this Application Pack on <Name of the Infodom>. Do you want to proceed? (Y/N).

8. Enter Y/y to start the schema creation or enter N/n if you want to quit executing the
schema creation.
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On successful execution of schema creator utility, the console displays the following
status message:

Schema Creator executed successfully. Please proceed with the installation.

NOTE: If schema creation is successful, the console displays the following status message:
Schema Creator executed successfully. Please proceed with the installation.
Subsequently, an OF'S_OIDF SCHEMA OUTPUT.xml iS generated under
OFS_OIDF Pack>/schema creator/

Refer log file in OFS_OIDF PACK/schema creator/logs directory for execution
status. In case of any errors, contact Oracle Support.

4.2.3.2 Executing the Schema Creator Utility in Offline Mode

In Offline Mode, the Schema Creator Utility will create an output in SQL file format. This script has
to be executed manually by logging into the database as any user with SYSDBA privileges. The
SQL file will contain the scripts for creation of Schemas, Schema Objects, Tablespaces, Grants,
and Roles.

Prerequisites

To execute the utility in Offline mode, you need to connect as any user with below grants
(alternatively, you can also connect as a user with SYSDBA privileges):

¢ SELECT ON DBA_ROLES
¢ SELECT ON DBA_USERS
¢ SELECT ON DBA_DIRECTORIES
¢ SELECT ON DBA_TABLESPACES
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¢

CREATE SESSION

NOTE:

Explicit Grants to the user are required. Grants assigned through Roles are not
supported.

To execute the schema creator utility in the Offline mode, follow these steps:

1. Log in to the system as non-root user.

2. Navigate to the following path: OFS OIDF PACK/schema creator/bin directory.

3. Execute the osc.sh file using the following command:
./osc.sh -o

4. The following message is displayed:
You have chosen OFFLINE mode. Triggering the utility in OFFLINE mode will generate
the script. Do you wish to proceed? (Y/y or N/n).

5. Enter Y/y to proceed.

6. Enter the DB Username with SELECT privileges.

7. Enter the User Password.

8. The console runs the initial validation checks and displays the following message:
You have chosen to install this Application Pack on <Name of the Atomic
Schema>ATOMIC schema. Do you want to proceed? (Y/N).

9. Enter Y/y to start the script generation. The following message is displayed:
You have chosen to install this Application Pack on <Name of the Infodom>. Do
you want to proceed? (Y/N).
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10. Enter Yly to start the script generation. Or

Enter N/n if you want to quit the script generation.
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NOTE: On successful execution of schema creator utility, the console displays the following
status message:
Schema Creator executed successfully. Please execute
OFS_OIDF Pack/schema creator/sysdba output scripts.sql file before
proceeding with the installation.

11. Navigate to the directory: OFS OIDF Pack/schema creator
12. Login to SQLPLUS with a user having SYSDBA Privileges.

13. Connect to the Oracle DB Server on which the OFSAA Application Pack installation is to
be performed and and execute the sysdba_output_scripts.sql file under
OFS_OIDF Pack/schema creator using the following command:

SQL>@sysdba output scripts.sql

Alternatively, you can copy the sysdba output scripts.sql file and
SQLScripts folder to a remote server and execute sysdba output scripts.sgl
file, after providing appropriate execute permissions.

The schema creator utility is executed successfully.

NOTE: Referlog sysdba output scripts.log file for execution status. In case of any
errors, contact Oracle Support. This log would be empty if there are no errors in the
execution.

4.2.3.3 Executing the Schema Creator Utility with —s Option

If you want to run the OIDF Applications Pack Installer in SILENT mode, it is mandatory to
execute the schema creator utility with —s option.

To execute the utility with —s option, follow these steps:

1. Editthe file OFS_OIDF PACK/schema creator/conf/OFS OIDF SCHEMA IN.xml
file in text editor.

2. Execute the utility with —s option.

For example: . /osc.sh -s

NOTE: If the utility is executed without the —s option, it is mandatory to launch the OIDF
Applications Pack Installer in GUI mode.
To execute the utility in OFFLINE mode with SILENT option, type /osc.sh -o -s

3. Make a TNS entry for the new users created. For details, see Adding TNS Entries in the
TNSNAMES.ORA File section.
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4.2.3.4 Executing the Schema Creator Utility for Subsequent Application Pack

While executing the schema creator utility for subsequent Application Pack, you can choose to
install the pack either on the same Information Domain/Atomic Schema or on a new Information
Domain/Atomic Schema. You can execute the Schema Creator Utility either in Online or Offline
Mode.

To execute the schema creator utility while creating the schemas for subsequent application
pack, follow these steps:

NOTE: Ensure to use the same config schema user name as the previous Application Pack.

1. Navigate to the following folder path: OFS OIDF Pack>/schema creator/bin/
2. Execute the . /osc.shfile.

3. Enter the DB Username with SYSDBA Privileges.

4. Enter the User Password.

5. The console identifies the Application Packs that are already installed on the current
OFSAA setup and then displays the following: You have selected to install this
Application Pack on <> ATOMIC schema. To proceed enter (Y/y). To change the
selection, enter (N/n). Do you want to proceed? (Y/N)

6. Enter Yly to start the schema creation.
7. If you enter N/n, the list of Atomic Users is displayed.

8. You can select the Atomic User, on which you want to install the Application Pack.

9. Make a TNS entry for the new users created. For details, see Adding TNS Entries in the
TNSNAMES.ORA File section.
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10. If schema creation is successful, the console displays the following status message:
Success. Please proceed with the installation.

NOTE: Refer log file in OFS _OIDF_PACK/schema creator/logs folder for execution
status.
Refer log sysdba output scripts.log file for execution status, if executed in
offine mode. This log would be empty if there are no errors in the execution.
In case of any errors, contact Oracle Support.

4.2.3.5 Verifying the Log File
@ ofss222582.in.oracle.com - PuTTY EI@

m

If schema creation is successful, the console would display an appropriate message. If the
schema creation runs into errors, do refer the log file:

<<OFSOIDF Installer folder>>/<<OFS OIDF PACK>>/schema creator/logs/
<<OFS_OIDF>> OSC_ <timestamp>.log for further details.

You may contact Oracle Support anytime for assistance.

4.3 Creating Database Directories for QMR Functionalities

For getting the QMR functionalities in OIDF Media Pack, we need to create two database
directories using SYSDBA of Database which is pointing to a physical location inside the server
where database is installed. The following are the two steps for creating these directories:
Creating Physical Directories in Server, Creating the directories in Database. The Grants to
Access the Directories from Atomic Schema will be provided by Schema Creator Utility.
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¢ Creating Physical Directories Login to the server Database Server where the Database
has been installed as Oracle sudo user and create two physical directories namely
gmr_extracts and gmr_upload.

For example:
gmr_upload Folder: /scratch/oracle/gmr_upload
gmr_extracts Folder: /scratch/oracle/qmr_extracts
¢ Creating Directories from SYSDBA
Login to Database as SYSDBA user and execute the following scripts.

create or replace directory DIR_QMR_UPLOAD_FILES as'/scratch/oracle/gmr_upload;
create or replace directory QMR_EXTRACTS as '/scratch/oracle/gmr_extracts';

The location (for example: ‘/scratch/oracle/gmr_extracts’) should be the physical location
which the user has created during Physical Directories creation.

4.4 Installing the OIDF Applications Pack
OIDF Applications Pack installation supports two modes of installation:
¢ Installing in GUI Mode
¢ Installing in SILENT Mode
4.4.1 Installing in GUI Mode
NOTE: GUI mode of installation is supported only on RDBMS database server. For HDFS
support of installation, see section Installing in SILENT Mode
NOTE: Ensure you have followed the steps as mentioned in the Configuration for GUI Mode
Installation section prior to proceeding with the next steps.
1. Log in to the system as non-root user.
2. Identify a directory for installation and set the same in the user .profile file as follows:
FIC HOME=< OFSAA Installation Directory >
export FIC HOME
3. Execute the user .profile file.
4. Navigate to OFS_OIDF PACK directory.
5. Editthe OFS_OIDF PACK/schema creator/conf/OFS OIDF SCHEMA IN.xml file
to set the appropriate attribute values.
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NOTE: See Configuring OFS OIDF_SCHEMA IN.XML File for details on configuring
this XML file.

6. Execute the schema creator utility.

NOTE: This step is mandatory and should be executed before every OFSAA
Application Pack installation. See Executing the Schema Creator Utility for

more details.

7. Navigate to the: OFS_OIDF PACK/bin directory.
8. Execute the following command in the console:

./setup.sh GUI

NOTE: Referthe console for any errors during Pre-install checks.

Validating the Installation

Oracle Financial Services Software ORACLE

46



OIDF 8.0.6.0.0 Installation Guide

Initialization Window

ORACLE
FINANCIAL SERVICES

Copyright © 1883, 2017 Oracle and/or its affiliates. All rights reserved.

9. The General License Agreement is displayed.

License Agreement
Welcome to the OFSAA Application Pack Installation
O Freinstall Sewp This program will guide you through the installation of OFSA Application Pack
O Installation
O Install Complete

Copyright ® 1993, 2017, Oracle andl / or its affliates. Al rights reserved

This software and related documertation are provided undler a license agreerment containing restrictions on use and disclosure and are protected by intellectual
property laws. Except as exprassly permitted in your license agreement or allowec by law, you may not use, copy, reprocluce, translate, broadcast, modlify, license,
transmit, distribute, exhibit, perform, publish o display any part, in any form, or by any means. Reverse engineering, disassermbly, or decompilation of this
software, unless requirec! by law for interoperability, is prohiaited

The inforrmation contained herein i subject to change without notice and is not warranted to e error—free. If you find any ervors, please report them to s in writing.

If this software or related documentation is delivered 1o the LLS. Government or anyone licensing it on behalf of the LLS. Government, the following notice is
applicable:

US. GOVERNMENT END USERS: Oracle programs, including any operating system, integrated software, any programs installed on the hardware, and jor
documentation, delivered to LS. Government end users are "commercial computer software” pursuant to the applicable Federal Acquisition Regulation and
agency-speciiic supplemental regulations. As such, use, duplication, disclosure, modlfication, and adaptation of the programs, inclucing any aperating syster,
integrated software, any programs installed on the hardware, andor documentation, shall be subject to license terms and license restrictions applicable to the
programs. No other rights are granted to the U.S. Government

This software or hardware is developed for general use in a variety of information management applications. It s not developed or intended for use in any
inheranthy ciangeraus applications, including applications that may create a risk of personal injury. If you use this software or hareware in dangerous applications,

1 you shall be responsible to take all appropriate fail-safe, backup, redundancy, and other measres to ensure its safe use. Oracle Corporation and its affiliates
clisclaim any liability for any damages caused by use of this software or harchware In dangeraus applications

This software or hartware and documentation may provie actess 1o or information on content, products, and servces Trom third parties. Oracle Corporation and
its afilliates are not responsible for and expressly disclaim all warranties of any kind with respect to third-party content, products, and services. Oracle Corporation
and its affiliates will not be responsible for any 10ss, costs, of damages incurred due to your access 10 or use of third-party content, products, or servicas

ORACLE
FIVANCIAL SERVCES

(@ | acceptthe terms of the License Agreen ent

()1 4o HOT accept the term s of the License Agreem ent

Previous

10. Select | accept the terms if the License Agreement option.

11. Click Next. The Application Pack details are displayed:

Oracle Financial Services Software ORACLE

47



OIDF 8.0.6.0.0 Installation Guide

Oracle Insurance Foundation Pack

S Preinstall Setup Application Pack ID : OFS_OIDF_PACK RACLE"

< t ‘ Application Pack Name :  Oracle Insurance Foundation Pack T
install Complete

Application Pack Version:  8.0.5.0.0 ANALYTICAL APPLICATIONS

The following products are available in this application pack:
[ Financial Services Analytical Applications Infrastructure

[¥] Oracle Insurance Data Foundation

ORACLE
Ll (oo —

2. Product Analytical Applications Infrastructure does not need to be selected explicitly. This proguct is the base infrastructure and gets installed automatically.

3. Product Enterprise Modeling Option would get enabled / installed automatically if other product(s] has dependent license

12. Select the product to enable for which you have already obtained license. Refer to
Appendix for enabling additional products post the OIDF App pack installation at a later
time.

13. Click Next. The Application Pack License Agreement is displayed.

Financial Services Foundation Applications Pack License Agreement

Installation and use of Financial Services Foundation Applications Pack Installer requires acceptance of the following license agreement:
@ Preinstall Setup OFSAA APPLICATION PACK LICENSE AGREEMENT
O Instalation.

O nstall Complete Orale Financial Services Analytical Applications (OFSAA) application packs are groups of OFSAA proclucts packaged tagether into a single installer. Each application
pack contains OFSAA applications that address specific functional domains.

Every application pack also includes the following OFSAA infrastructure application options which are automatically installed by every application pack installer.
1. Oracle Financial Services Anahytical Applications Infrastructure

2. Oracle Financial Services Enterprise Modeling

3. Oracle Financial Services In-line Processing Engine

4. Oracle Financial Services Big Data Frocessing
Orale Financial Services Analytical Applications Infrastructure (OFS AAJ is the base infrastructure for all OFSAA applications and is therefore automatically installed
and enabled by the application pack installer.

The application pack installer ahways installs Oracle Financial Services Enterprise Modeling, Oracle Financial Sences In-line Processing Engine and Oracle Financial
Services Big Data Processing application options along with the application pack applications, but enables them anly if any application that recuires their functionality
is enabled.

Any OFSAA application that is enabled must be licensed for use. Oracle Financial Senices Analyical Applications Infrastructure, Oracle Financial Services Enterprise
Modeling, Oracle Financial Services In-line Processing Engine andl Oracle Financial Services Big Data Processing are individually licensable application options.

Application products once enabled cannot be disabled. Application products not enabled on installation, may later be enabled using the "Manage OFSAA Product
License(s)’ feature of the platfarm

ORACLE
FIANCIL SERVCES

@ [l acceptthe terms of the License Agreement

{0 1do NOT acceptthe terms of the License Agreement

Install

14. Select | accept the terms if the License Agreement option.

15. Click Next. The Pre-Installation Summary is displayed.
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Pre Installation Summary

Please review the following before

(D Preinstall Setup
Application Pack ID
OFS_OIDF_PACK

Application Pack Name
Oracle Insurance Foundation Pack

Application Pack Version
805.0.0
Belaw products are selected to be enabled:

Financial Services Analytical Applications Infrastructure
Oracle Insurance Data Foundation

ORACLE
FIVANCIAL ERVCES

g | der |

16. Click Next. The Manage Information Domains window is displayed.

NOTE:

= If you are installing OIDF on top of any existing application pack, and if you
want to use the same Information Domain, Click Next.

= If you want to install OIDF on a new Information Domain, edit the Information
Domain field with new name, and Click Next.

Domain Name

Manage Information Domains

Domain Name __ Application Name Information Domain I Type DB Schema |
D Preinstall Setup [Gracte insurance Dara [Afarmation Damain for OFs OIDF
) OIDFINFO [Foundation PRODUCTION ral.oldfatm
T

17. The default Information Domain Name for this Application Pack is OFSOIDFINFO.
Double-click the Information Domain Name to edit if it is a new Information domain and
you wish to change the name of the information domain name.
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NOTE: For subsequent Application Pack installation on the same Information Domain, the
Information Domain Name is not editable.
Permissible length is 16 characters and only alphanumeric characters are allowed. No
special characters are allowed.

18. Change the INFODOM name to OIDFINFO and click Next.
The User Installation Directory window is displayed.

User Installation Directory

User Installation Directory

User Installation Directory
| Jscratchfofsaaappl/OFSAABOO

ORACLE’
FINANCIAL SERVICES

InstallAnywhere

19. Enter the installation directory path. This is the directory you have set in the user
.profile file in Step 2.

20. Click Next. The OFSAA Infrastructure Server Details window is displayed.

Oracle Financial Services Software ORACLE

50



OIDF 8.0.6.0.0 Installation Guide

OFSAA Infrastructure Server Details

OFSAA Infrastructure Server Details

of) License Enter requested information

= Preinstall Setup
Mote: If the JDEC_UREL is of RAC typoe then DB Server IPfHostname

QO Installation.. field name should be NA,
Install Complete

0OF5A41 Server IP f Hosthame :
[10.184.151.226

Database Server IP / Hostname :
[10.184.151.22¢]

ORACLE’
FINANCIAL SERVICES

ere

21. Enter the IP address or hostname of the Database Server.

NOTE: The OFSAAI Server IP/Hostname is auto-populated by default.

22. Click Next. The Web Application Server window is displayed.

Web Application Server
Web Application Server

o License Choose the Web Application Server type
S Prelnstall Setup

Installation..
[ Install Complete

® Tomcat
2 WebSphere
0 Weklogic

ORACLE
FINANCIAL SERVICES

Install A

23. Select the appropriate Web Application server type. The options are Tomcat, WebSphere
and WebLogic.

24. Click Next. Based on the selection, corresponding screens are displayed.

For Tomcat: The Absolute Tomcat Path window is displayed.
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Absolute Tomcat Path
Absolute Tomcat Path

o) License Enter absolute Tomcat Installation path where Oracle Financial
=¥ Prelnstall setup Sendces Analyical Applications Infrastructure is to be deployed.

Installation.. Example:- fhomefdatalftomcat-7.0. 1% 'webapps

(O Install Complete

,fscratch;ofsaaapp;tomcat,fwebapps|

ORACLE
FINANCIAL SERVICES

InstallAn

25. Enter the Tomcat installation path (till /webapps) where OFSAAI will be deployed.

For WebSphere: The WebSphere Setup Details window is displayed.

WebSphere Setup Details
Web5Sphere Setup Details

i License Enter WebSphere installation Path up to the Host name directary
= Prelnstall Setup Faor Ex:- fdata2 jtestffWebSphere/AppServer/profilesf < Profile_Na
(5 Instalition.. mexjfinstalledappsf < cellMame »

[ Install Complete

Jscratchfwas? JIBM [WebSphere fAppSerer profiles/Profsar3 3| |

ORACLE
FINANCIAL SERVICES

26. Enter the installation path (up to the Node Cell Name directory) of the WebSphere. The
format is WebSphere path <WebSphere profile directory>/installedApps/
<NodeCellName>.

For WebLogic: The Weblogic Home window is displayed.
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WebLogic Home

Weblogic Home

o License Enter Weblogic Home
=¥ Prolnstall Setup For Ex: jhome fweblogic/beafweblogic 10.2.5.0

() Installation..
Install Complete

ORACLE'
FINANCIAL SERVICES

Cancel Prewious

27. Enter the WebLogic home directory path.

WebLogic Setup Details
Weblogic Setup Details

) License Enter weblogic Domain Home
5 Prelnstall Setup For Ex: fhomefweblogicfbeafuser_projects/domainsfmydomain

Installation..
() Install Complete

ORACLE’
FINANCIAL SERVICES

Preswious

28. Enter the path of the WebLogic domain home directory and click Next.

The OLAP Details window is displayed.
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OLAP Details

OLAP Details

o) Licenze Mate -

= Prelnstall Setup 1 = Enabled O=Disabled
If walue is 1 then ARBORPATH, HYPERION_HOME & ESSBASEPATH

O Installation.. wariables should be set in . profile bhefore installation.
(O Install Complete

COMFIGURE OFSAAI OLAP FEATURE :
0

ORACLE’
FINANCIAL SERVICES

29. Enter 1 if you want to configure OFSAAI OLAP feature. By default, O is displayed.

30. Click Next. The Web Server Details window is displayed.

Web Server Details
Web Server Details

J License Mote - Context name will be used in your Application URL
& Preinstall Setup http: ff < WebServerlP > <Senvet port> f<contextname > flogin. jsp
() Installation Example:- bt i 10.80.50. 2069080 fmyapp/login. jsp

() Install Complete

[ ] ENABLE HTTRS

WEE SERVER PORT
|8020

WEB APP SERVER IP
|10.184.135.172

ORACLE’
FINANCIAL SERVICES Context name for deployment
| oFsasB00

InstallArawhere

31. Select the Enable HTTPS checkbox to configure HTTPS, if required and enter the WEB
SERVER (HTTP Server) PORT, WEB APP SERVER (HTTP Server) IP address, Context
name for deployment and the Web Local path to any folder on the Web Application

Server (Tomcat/ WebSphere/ WebLogic).

32. Click Next. The Database Details window is displayed.
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Database Details

Database Details

o) License MNOTE:
= Prelnstall Setup Specify the Database user name which is the user created for
Installation canfiguration database schema. For example: configuser
b Specify the Database driver path as <ORACLE_HOME> fjdbe/lib
(D Install Complete where < ORACLE_HOME> should be replaced with ORACLE_HOME
walue.
The ABSOLUTE DRIWER. PATH refers ta the |DBC driver files path.

ORACLE SID / SERVICE_NAME :
| FsoFDE] .
1

JDBC URL:
|jdbc:urac|e:thin:@10. 184,135 61521 F5DFDE

2 CONFIG SCHEMA USER ID :
ORACLE | dev_ofsaaconf

FINANCIAL SERVICES

Oracle Configuration Schema Password

Installdy

f e ——7 D

33. Enter Oracle SID/Service Name.

NOTE: The JDBC URL, CONFIGURATION SCHEMA USER ID and Oracle Configuration
Schema Password, and ABSOLUTE DRIVER PATH fields are auto-populated.
ABSOLUTE DRIVER PATH can be the path where Oracle DB client is installed or

JDBC driver is installed. For example:
/scratch/oracle/app/oracle/product/11.2.0/client 1/jdbc/1lib

34. Click Next. The Ports Configuration window is displayed.

Ports Configuration

Ports Configuration

) License Enter required infarmation :
=¥ Prelnstall Setup Mote: Ports must have unigque walue.

Installation..
(O Install Complete

Java Port
| 9999

Native Port
|6668

Agent Port

ORACLE' (6510
FINANCIAL SERVICES

1CC Server Port
I
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NOTE: The Java Port, Native Port, Agent Port, ICC Server Port, and ICC Native Port fields are
auto-populated. You can proceed with the default port values configured or modify.

35. Click Next. The Ports Configuration window is displayed.

Ports Configuration
Ports Configuration

o Li - .
License Enter requested infarmation
= Prelnstall Setup Mote: Ports must hawve unigue value.

() Installation..
[0 Install Complete

OLAP Port
[10101

Message Server Port
|6501

Router Port

ORACLE (6500
FINANCIAL SERVICES

AM Port
T

InstallAn e

T T ——

NOTE: The OLAP Port, Message Server Port, Router Port, and AM Port fields are auto-
populated. You can also configure the Ports settings.

36. Click Next. The SFTP Details window is displayed.

SFTP Details

CHOOSE FILE TRANSFER FROTOCOL ;

FILE TRAMSFER PORT

ORACLE
FINANCIAL SERVICES
R
37. Enter 1 to enable SFTP or 0 to enable FTP.
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NOTE: ENABLE SFTP and FILE TRANSFER PORT fields are auto-populated.
Ensure the system on which the OFSAA Infrastructure is being installed, has either
FTP/ SFTP enabled.
You can also modify the SFTP settings.

38. Enter the port to be used for file transfer.

39. Click Next. The OFSAAI FTP / SFTP Details window is displayed.

OFSAAI FTP / SFTP Details

OFSAAI FTP/SFTP Details

@ License || FTPSHARE PATH
) Prelnstall Setup |/scratthfofsaaapp1 [

Restore Defau || Choose... |

FTP { SFTP USER ID
lofsaaappl [

Please enter Infrastructure FTP/SFTP password:
| 00000000 ,

ORACLE’
FINANCIAL SERVICES

InstallAmavhere

40. Enter the FTPSHARE path. This is same as the OFSAA Staging/ Metadata directory.

41. Enter the FTP/SFTP User ID and Password for FTPSHARE directory access.

NOTE: The transfer of data (files) between the OFSAAI Server and the Web Application Server
happens over FTP/ SFTP. Ensure the necessary host configurations are made for a
successful handshake.

For more details, see ETP/SETP Configuration for File Transfer.

42. Click Next. The Pre Installation Summary window is displayed.
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Pre Installation Summary

Pre-installation Summary

& License Please review the following before continuing:

Product Name:
OFSAAInfrastructure

Install Complete
Yersion
8.0.5.0.0

Installation Folder
fscratchfofsaaapp 1/ OFSAABO0

Required Space
990 MegaBytes

ORACLE’ Available Space
— = 101181 MegaBytes
FINANCIAL SERVICES

Selected Lacale

Installamywhere

43. Click Install. The Installing OFSAA Infrastructure window is displayed.

Installing OFSAA Infrastructure

Installing OFSAAlInfrastructura

) License

) Preinstall Setup
= Installation. .

() Install Complete

O

ORACLE" Installation is in progress...

. This process may take several minutes. Please Wait.
FINANCIAL SERVICES

Installing... Execute Script/Batch file: AdminConf

NOTE: Anytime during the installation, you can click Cancel to stop the installation. Once
completed, the INSTALLATION SUMMARY window is displayed.
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Installation Summary

INSTALLATION SUMMARY

& License INSTALLATION SUMMARY:
& Prelnstall Setup
& Installation..

Install Complete
#INFORMATIONS
HFWARNINGS

Please see the installation log under

Jscratchfofsaaappl/kit/805 JOFS_OIDF_PACK/OFS_AAlflogs/OFSAAI
82017_10_27_01_38_05.log and

Jscratchfofsaaapp 1/OFSAABOO/OFSAAINfrastructure_Install.log for
more details.

Click on Next to continue.

ORACLE’
FINANCIAL SERVICES

InstallAnywhere

The INSTALLATION SUMMARY window displays the number of Fatal Errors, Errors,
Debug Statements, Information, and Warnings along with the location of log files.

44, Click Next. The Installation Complete window is displayed.

Installation Complete

Installation Complete

Congratulations! Oracle Financial Services Analtical Applications

@ Prelnstall Setup Infrastructure has been successfully installed.

7 ]
Installation.. Click on "Dane" ta exit the installer. Please da not close the console.

S Install Complete Post Install activites will be performed in console..

ORACLE’
FINANCIAL SERVICES

InstallAnywhere

NOTE: If the installation is successful with some warnings, you can navigate to the installation
log for more details and address them.

45. Click Done. The following message is displayed: Please wait, pack install is being
configured for your system. This may take a moment.
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Checking OFSAAI Services

Please Wait

el E Checking OFSAA Senice. system. This may take 2 moment...

ORACLE
FIVANCIL SERVCES

NOTE: This step verifies the OFSAA services startup. In case of errors during services check,
an appropriate error message is displayed.

After checking the OFSAA services, installation proceeds with the OFS OIDF Application
Pack Installation.

46. The Installer will prepare to install Oracle Insurance Data Foundation Applications Pack.

Installing Oracle Insurance Data Foundation Applications Pack

Flease Wait

' pack install =& ]
‘ < a Installing Financial Senices Foundation Applications Pack s may 1ake 2 moment...
[

ORACLE
FIVNCIAL SERVIES

47. The Solution Setup — Introduction window is displayed.
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Solution Setup Introduction

= Introduction This user interface will guide you through the solution setup.Before proceeding
with the installation, You must ensure the following.

- The FiCserver s running and all other OFSAA! servers are shut down prior to
start of the solution installation,

Note: Al any point If you wish to edit previously entered information, you may
access the previous screens by clicking on the Previous button

ORACLE'

FINANCIAL SERVICES

48. Click Next. Log mode window is displayed. Select the Log Mode.

NOTE: If Debug is selected, the Passwords will get printed in the log file.
If General is selected then the general information will get printed in the log file.

Log Mode

7 i - -
Introduction Please select the Log Mode required for this Installation
= Pre-Install Configuration
Mote:

O Pre-Install Surnmary If wou select Debug mode, the passwords will be printed in the lag file. The log
(D Installing file will be written in the path spacified in the log4]j.xml file of the installer.

(D Install Complete

® Dehug
1 General

ORACLE

FINANCIAL SERVICES

49. Click on Next. Segment creation window is displayed. Enter the Data Management
Segment, Application Server ftpshare log path, and Database server ftpshare log path in
the Information Domain window, and click Next.
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Segment Creation

o Introduction
& Pre-Install Configuration
stall Summany
1stalling

Install Complete

ORACLE’

FINANCIAL SERVICES

Please enter the following to create a new information domain

Insurance Data Foundation S

| oiFseG

Application Server ftpshare log path

1 fscratchfofsaaapp1/ftpshare/OIDFINFO/logs

Database Server ftpshare log path

! fscratchjofsaaappl/ftpshare/OIDFINFOflogs

50. Click Next. The Pre-Information Creation Summary window is displayed.

Pre-Information Domain Creation Summary

& Introduction
<) Pre-Install Configuration

(&) Pre-Install Summary

ORACLE’

FINANCIAL SERVICES

Please review the following before continuing:

AL TN A

Infodom Description
Information Domain for OFS_OIDF

Application Schema User
raj_oidfatm

Application Schema JDBC Url

jdbcioracle:thin:@10.184.155.78:1521:FSDFDB12C

Infodom Schema Database Name
rajoidfatm

Infodom Maintenance Application Server Log

Path

fscratchfofsaaapp1/ftpshare/QIDFINFOflogs

Infodom Maintenance Database Server Log
Path

fscratchfofsaaapp 1fftpshare/CIDFINFOflogs

51. Click Next. The Information Domain Creation window is displayed.
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Information Domain Creation

o) Introduction

¥ Pre-Install Configuration
() Pre-Install Summary

() Installing. ..

(D Install Complete

® SolutionSetup

K a Creating Infadom
[

for your system. This may

ORACLE

FINANCIAL SERVICES

52. Click Next. The Model Upload window is displayed.

Model Upload

o) Introcluction If you want to perform Model Upload, please start the FICserver before
=¥ Pre-Install Configuration proceeding to next step.
() Pre-Install Sumrmary
(2D Installing. ..

() Install Complete

Do you want to perform Model upload ??
& Yes

) Mo, | have already done it

ORACLE’

FINANCIAL SERVICES

53. Select Yes and click Next. The Model Type window is displayed.

ORACLE
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Model Type

Do you want to upload Released Data Model or Customized Data Model ?

o) (ntrociuction
& Pre-Install Configuration @ Released Data Model

FrefInstall Surmmal

O i v ) Customized Data Model
(D) Installing. ..

() Install Complete

ORACLE

FINANCIAL SERVICES

54. Select Released Data Model and click Next. The Model will get copied to ftpshare.

Model Copy

o) (ntrociuction

& Pre-Install Configuration
(D) Pre-Install Surnmary
() Installing. ..

(D) Install Complete

e

3 g Copying Data Model to erwiniML directory
[

your system. This may

ORACLE

FINANCIAL SERVICES

55. The Pre-Model Upload Summary window is displayed.

ORACLE
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Model Review

& Introduction Please review the following before continuing:

& Pre-Install Configuration
(® Pre-Install Summary Information domain Name
OIDFINFO

(D Install Complete Data Model xml
path

fscratchfofsaaapp 1/kit/805/OFS_OIDF_PACK/OFS_OIDF{DataMod

Data Model xml file
OFS_OIDF _Datamodel.xml

ERwin xml Path
fscratchfofsaaapp 1/ OIDFINFOferwin/erwinXML

ORACLE’

FINANCIAL SERVICES

56. Click Next, It will check for the Heap Memory Warning.
Model Heap Memory Warning

o Introcuction
& Pre-Install Configuration
(O Fre-Install summar] 4m Emor )
(D Installing...

(O Install Complete ® Plaase check..
Insufficient heapsize settings in . profile file
Heapsize should be greater than or equal to 29130 ME

tem. This may

ORACLE

FINANCIAL SERVICES

57. Click Back, Update your .profile entry with required heap memory size.
a. Open a new session in Putty

b. Shutdown OFSAAI server using
$SFIC HOME/ficapp/common/FICServer/bin/ stopofsaai.sh
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c. Update the X ARGS_APP entry in .profile following example:

X ARGS APP="-Xms2g -Xmx18g -XX:+UseAdaptiveSizePolicy -
XX:MaxPermSize=1024M -XX:+UseParallelOldGC -
XX:+DisableExplicitGC"

NOTE: Ensure that, in an integrated environment for pack on pack installation the memory size
is 10 times the value of all the data model sizes taken together.

d. Run .profile file.

e. Start OFSAA services using
SFIC HOME/ficapp/common/FICServer/bin/ startofsaai.sh

f.  Proceed for Model Upload.

58. Click Next again. The Data Model Upload will get start. This will take 3 Hours approx.
Model Upload

i Introduction

& Pre-Install Configuration
(D) Pre-Install Surmmary

(D) Installing. .

(O Install Complete

M SolutionSetup

for your system. This may

g ! Uploading DatamModel
[

ORACLE’

FINANCIAL SERVICES

59. After Data Model Upload completion, the Pre-Setup Information window is displayed.
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ETL Application/ Source Pair

Do you want 1o create a new ETL application, source pair or use the
existing one?
® Mew application/source pair

& Introduction

¥ Pre-Install Canfiguration

(D Pre-Install Summary
(D) Installing

) Existing application/source pair

() Install Complete

ORACLE

FINANCIAL SERVICES

60. Select New Application/Source pair and click Next.

NOTE: If the option New application/source pair is chosen, then the Staging Details window
is displayed seeking the application and source name for creation of the same.

Staging Details

D Introduction ETL Application Details
) > 4

= Pre-Install Configuration Niarne ‘ FSAPPS
() Pre-Install Summary

ling Description [ FSAPPS

Install:Complete ETL STAGING Source Details

Name [sTAGING

Description | STAGING

ORACLE’

FINANCIAL SERVICES

61. Click Next. This creates application and source within OFSAAI. This also generates
source model. This process takes some time depending on the number of entities /
attributes in the atomic schema. This process cannot be rolled back.
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Staging Creation

of) Introduction

& Pre-Install Configuration
(D) Pre-Install Summany

() Installing...

(D Install Camplete

Please wait, SolutionSetup is being configured for your system. This may
take a moment..

ORACLE

FINANCIAL SERVICES

62. After Creation, Click Next. The Pre-Installation Summary window is displayed.

Installation Details Review

o Introduction Please review the following before continuing:

LR v i T T

& Pre-Install Configuration Qracle Insurance Data Foundation

PRODUCT VERSION
8.0.5.0.0

INFODOM NAME ENTERED
CIDFINFO

OFSAAI USER ID ENTERED
SYSADMN

CONFIG SCHEMA USER
raj_oidfconf

JAVA BIN
fscratchfjdk1.7.0_72/bin

ORACLE’
YT R T Disk Space Information (for Installation Target):
FINANCIAL SERVICES Required: 336,796,273 bytes
Available: 99,412,205,568 bytes

NOTE: This window displays the pre-installation summary. Verify all details and proceed.

63. Click Install. A pop-up window asks for the confirmation.
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Confirmation

"»‘fg Infarmation I

@ Are sou sure wou wish to proceed with Installation?

Yes Mo

64. Click Yes. The Installation is initiated and progress is displayed in the Installing
SolutionSetup window.

Installing SolutionSetup

g
4@ Solution Setup

& Introduction

& Pre-Install Configuration
& Pre-Install Summary

S Installing...

O Install Complete

o

Installation is in progress...
DRACI_E * This process may take several minutes. Please Wail.

FINANCIAL SERVICES
Extracting duplicates...

Cancel

NOTE: Anytime during the installation you can click Cancel to stop the installation.

65. After the installation is complete, the Install Complete window is displayed.
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Install Complete

& Introduction Installation is complete , but some warnings occurred during the install. Your

@D Pre-Install Configuration installation log has been written to

@ Fre-install Summary ézc;’:;ch/ofsaaapp1lk|t/805/OFS_OlDF_PACK/OFS_0IDF/IogleFS_OIDF_lnstalIatl
& Installing...

Install Complete

ORACLE’

FINANCIAL SERVICES

Cancel Previous

66. Click Done. The panel will go back to App Pack Installation Window.

App Pack Installation

Please Wait

i Preinstall Setup

Please wait, pack_install is being configured for your system. This may take a moment..
2 pack install |E=5 Eol ==

x a Installing Financial Services Founciation Applications Pack
[

ORACLE'
FINANCIAL SERVICES

67. After processing the Installation Summary window is displayed.
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Installation Summary

INSTALLATION SUMMARY

INSTALLATION SUMMAR

@ Preinstall Setup
@ Installation

B Install Complete
#INFORMATIONS -
HWARNINGS -

Click on Next to continue.

ORACLE
FINANCIAL SERVICES

Please see the installation log under Jscraich/ofsaaappl /kit/805 JOFS_OIDF_PACK logs/Pack_Install log

InstallAnywhere

68. Click Done. The Installation Complete window is displayed.

Installation Complete

@ Freinstall Setup
@ Installation.
¥ Install Complete

ORACLE'
FINANCIAL SERVICES

Congratulations! Oracle Insurance Foundation Pack has been successfully installed

Click on "Done” 1o exlt the Installer. Please do not close the console. Post Install activites will be performed in console.

Installation Complete

69. Click Done.

T T

NOTE: The installation process continues on the console. Do not close the console until the

installation process is complete.

The Post Install Health checks are displayed with message: You have successfully
installed the OFS OIDF Application Pack.
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Installation Complete on Console

70. Install the patches listed in the following table. Refer to the Description column for details:

Patch Number

Type

Description

33663417

AAI mandatory one-
off patch

Refer to the Readme available with the patch for
further instructions on installing the patch.

ATTENTION: On the 10th of December 2021,
Oracle released Security Alert CVE-2021-44228
in response to the disclosure of a new
vulnerability affecting Apache Log4J prior to
version 2.15. The application of the 33663417
Mandatory Patch fixes the issue.

For details, see the My Oracle Support Doc ID
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71.

72.
73.

74.

2827801.1.

Ensure that you reapply the OFSAAI Mandatory
Patch 33663417 whenever you Install or
Upgrade the Application, or whenever you apply
an Incremental Patch.

27938294 AAI mandatory one- Refer to the Readme available with the patch for
off patch further instructions on installing the patch.

28079607 AAI mandatory one- Refer to the Readme available with the patch for
off patch further instructions on installing the patch.

28033582 AAI mandatory Enables you to upgrade selected packs in your

compatibility patch OFSAA instance to 8.0.6.0.0 and makes the
existing packs from earlier versions compatible
with 8.0.6.0.0. Applying this patch resolves
compatibility issues.

DMT migration utility is executed during installation of OIDF Application Pack, to migrate
the DMT metadata (PLC/Data Source/Data Mapping/Data File Mapping) to be persisted
in tables instead of XML. You may be required to re-run DMT Migration Utility in some
scenarios. To identify whether to run the utility, how to run the utility, and how to handle
migration issues, see OFSAA DMT Metadata Migration Guide.

Note: Execute the DMT Migration Utility to manually migrate the DMT metadata
of the Applications which are not upgraded to 8.0.6.0.0.

Perform the steps mentioned in Post Installation Configuration section.

To enable Transparent Data Encryption (TDE), see Configuring TDE during
OIDF Installation Using Full Installer section in Appendix S.

To enable Data Redaction, see Data Redaction section under Data Security and Data
Privacy chapter in OFS Analytical Applications Infrastructure Administration Guide
8.0.6.0.0

4.4.2 Installing in SILENT Mode
In the SILENT Mode Installation, you must configure the product XML files and follow instructions
in the command prompt.
To install OFS OIDF Pack in SILENT mode, follow these steps:
NOTE: For Schema Creator Utility steps, see Executing the Schema Creator Utility.
1. Log in to the system as non-root user.
2. ldentify a directory for installation and set the same in the user .profile file as below:
FIC HOME=<OFSAA Installation Directory>
exp;rt FIC HOME
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Execute the user .profile file.
4. Navigate to OFS_OIDF PACK directory.

Edit the OFS OIDF PACK/conf/OFS OIDF PACK.xml file to enable the product
licenses.

NOTE: Ensureto enter Yes in ENABLE tag for OFS AAI/APP ID to install OFS OIDF
applications.
See Configuring OFS OIDF_PACK.XML File for details on configuring this
XML file.

6. Edit the OFS_OIDF PACK/schema creator/conf/OFS OIDF SCHEMA IN.xml file
to set the appropriate attribute values.

Include INFODOM = "<Infodom Name>"in OFS OIDF SCHEMA IN.xml file

NOTE: See Configuring OFS OIDF_SCHEMA IN.XML File for details on configuring
this XML file.
Ensure to make a TNS entry for the new users created. For details, see Adding
TNS Entries in TNSNAMES.ORA File section.

7. Edit the OFS _OIDF PACK/OFS AAI/conf/OFSAAI InstallConfig.xml file to set
the appropriate infrastructure installation attribute values.

NOTE: See Configuring OFSAAI_InstallConfig.xml File for details on configuring this
XML file.

8. Execute the schema creator utility.

NOTE: This step is mandatory and should be executed before every OFSAA
Application Pack installation.
Ensure to execute with —s option in Online/ Offline Mode.
For more information, see Executing the Schema Creator Utility.

9. Create a copy of the Silent.template file present in the installer folder
OFS_OIDF PACK/OFS_ OIDF/conf andrenameitas Silent.props.

10. Edit the file Silent.props and specify the parameters as per the requirements.

SILENT installation is achieved via a properties file (Silent.props) that must be
updated with proper values, before attempting to install using the silent mode. When
performing fresh OIDF 806 installation, enter values for parameters in the Silent.template
file. For detailed information, see Silent.template in the Appendix: Configuring
SILENT.template file.

Installation:
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11. Give a path for installation log file in 1og43j.xml in OFS_OIDF PACK/OFS OIDF/conf
directory.

12. Navigate to the following directory:
OFS_OIDF Pack/bin/

13. Execute the following command in the console to execute the application pack installer
with Silent option:

./setup.sh SILENT

The installer proceeds with Pre-Installation Checks.

14. On successful completion of Pre-Installation checks, when prompted enter the
Infrastructure FTP/SFTP password.

Console Prompts User Inputs
Enter Infrastructure Enter the password to access Product Staging/Metadata
FTP/SFTP password repository directory in the application server.

Note: In case the prompt reads as below, enter the user name/
password for accessing the product Staging/ Metadata
Repository FTPSHARE

= Kerberos username [user]

= Kerberos password for user:
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15. Enter Always when prompted to add host key fingerprint.

The OFSAAI License Agreement is displayed.

16. Enter Y/y to accept the License Agreement and proceed.

NOTE: The installation process continues on the console. Do not close the console
until the installation process is complete.

17. The OFS AAl platform is installed.

NOTE: After the platform is installed, it proceeds for the OFS OIDF PACK installation.
After successful OFS OIDF Pack installation, WAR file is generated and all the
servers are verified.
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18. The OFS OIDF Pack installation starts.

NOTE: Data Model Upload may take several hours to get complete. You can check the
Logsin /OFS_OIDF PACK/OFS OIDF/logs.

NOTE: Do not close the console until the installation is complete.
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19. The following message is displayed in the console:

Installation completed...

20. To verify if the release is applied successfully, check the log files mentioned in the
section Verifying the Log File.

21. Install the patches listed in the following table. Refer to the Description column for details:

Patch Number

Type

Description

33663417

AAI mandatory one-
off patch

Refer to the Readme available with the patch for
further instructions on installing the patch.

ATTENTION: On the 10th of December 2021,
Oracle released Security Alert CVE-2021-44228
in response to the disclosure of a new
vulnerability affecting Apache Log4J prior to
version 2.15. The application of the 33663417
Mandatory Patch fixes the issue.

For details, see the My Oracle Support Doc ID
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2827801.1.

Ensure that you reapply the OFSAAI Mandatory
Patch 33663417 whenever you Install or Upgrade
the Application, or whenever you apply an
Incremental Patch.

27938294 AAI mandatory one- Refer to the Readme available with the patch for
off patch further instructions on installing the patch.

28079607 AAl mandatory one- Refer to the Readme available with the patch for
off patch further instructions on installing the patch.

28033582 AAI mandatory Enables you to upgrade selected packs in your

compatibility patch OFSAA instance to 8.0.6.0.0 and makes the
existing packs from earlier versions compatible
with 8.0.6.0.0. Applying this patch resolves
compatibility issues.

22. DMT migration utility is executed during installation of OIDF Application Pack, to migrate
the DMT metadata (PLC/Data Source/Data Mapping/Data File Mapping) to be persisted
in tables instead of XML. You may be required to re-run DMT Migration Utility in some
scenarios. To identify whether to run the utility, how to run the utility, and how to handle
migration issues, see OFSAA DMT Metadata Migration Guide.

Note: Execute the DMT Migration Utility to manually migrate the DMT metadata
of the Applications which are not upgraded to 8.0.6.0.0.

23. Perform the steps mentioned in Post Installation Configuration section.

24. To enable Transparent Data Encryption (TDE), see Configuring TDE during OIDF
Installation Using Full Installer section in Appendix S.

25. To enable Data Redaction, see Data Redaction section under Data Security and Data
Privacy chapter in OFS Analytical Applications Infrastructure Administration Guide
8.0.6.0.0.
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4.4.3 Verifying the Log File

The log files OFS_OIDF installation.log can be found in the installation path

<OFSOIDF Installer Folder>/OFS_OIDF PACK/OFS OIDF/logs and
OFSAAInfrastructure Install.log can be found in the installation path SFIC_HOME. The
log files contain detailed summary of installation processes. It also shows the number of Fatal
Errors, Errors, Debug Statements, Information, and Warnings.

NOTE: Applications Pack installer performs all the pre-requisite validation checks during
installation. Any errors encountered during the process are displayed in
InfrastructurePreValidations.log generated in
<OFS_OIDF PACK Installer Folder>/bin directory.

Three log files:

¢+ Application Pack specific log file (overall status of the app pack installation) can be found
in:

<OFSOIDF Installer Folder>/OFS OIDF PACK/logs/Pack install.log.

¢+ AAl Installation log file can be found in:
<OFSOIDF Installer folder>/OFS OIDF PACK/OFS AAI/logs/
OFSAAI<timestamp>.log

¢+ Application installation log file. The following log file can be found in:
<OFSOIDF Installer Folder> /OFS OIDF PACK/OFS_OIDF/logs :

o OFS OIDF Installation debug.log

o OFS OIDF installation.log
4.5 Verifying the Installation

This section explains the steps to verify the installation of OIDF Application Pack.
To verify that you have successfully installed the OIDF pack, follow the below steps:

1. Login in to the Atomic Schema. Verify that all the database objects like view, procedure,
and functions are compiled without any compilation error.

2. Verify the application log (must not have any error).

3. Deploy the EAR/WAR files and check whether the application screen is up. For
deployment of the application, see Appendix C.
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5 Upgrading the OIDF Application Pack

NOTE: Release 8.0.6.0.0 of OIDF is not fully backward compatible with earlier versions of

OFSAA applications. You can either upgrade all of your applications from existing 8.0.x
versions to 8.0.6.0.0 version or choose to upgrade only selective application packs to
v8.0.6.0.0. In the case of the latter, you must also apply the forthcoming compatibility
patches for the required application packs, so that the remaining application-packs can
continue to be at their pre-8.0.6.0.0 versions.

NOTE: To upgrade from version prior to OIDF 802 to OIDF 806, first upgrade the existing OIDF

version to OIDF 802, and then upgrade that OIDF 802 to OIDF 806.

NOTE: The user profile executing the installation must have the permission on /tmp prior to

installation.

NOTE: Sufficient space must be available in /tmp prior to installation, else the installation will

terminate, and logs are not generated.

Refer to the following instructions to download, extract, install, and configure this release.

1. To download and copy the OIDF Application Pack v8.0.6.0.0 archive file, see Downloading
and Copying the OIDF Applications Pack Installer section.
NOTE: The archive files are different for every operating system like AlX, Solaris, and
RHEL/Oracle Linux.
2. Loginto the OFSAA Server.
3. Shut down all the OFSAAI Services. For more information, refer to the Start/Stop
Infrastructure Services section in Appendix E.
4. Execute the following command:
chmod -R 755 $SFIC HOME
5. If you have Unzip utility, skip to the next step. Download the Unzip utility (OS specific) and
copy it in Binary mode to the directory that is included in your PATH variable, typically
$HOME path or directory in which you have copied the 8.0.6.0.0 installer.
¢+ Uncompress the unzip installer file using the command:
uncompress unzip <os>.Z
NOTE: In case you notice an error message uncompress: not found [No such file or
directory]” when the package is not installed, contact your UNIX administrator.
¢ Give EXECUTE permission to the file using the command:
chmod 755 OFS OIDF 80600 <OperatingSystem>.zip
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6. Extract the contents of the Oracle Insurance Data Foundation Application Pack 8.0.6.0.0
installer archive file using the following command:

unzip <os> <name of the file to be unzipped>

7. Give EXECUTE permission to the archive file. Navigate to the path OFS_OIDF_
80600_<OperatingSystem>.zip and execute the command:

chmod -R 755 OFS_OIDF_PACK

8. Inthe installer folder OFS_OIDF PACK/OFS_OIDF/conf, create a copy of the SILENT file,
and rename itto Silent.props.

9. Edit the file Silent.props and specify the parameters as per the requirements. SILENT
installation is achieved via a properties file (Silent.props) which must be updated with
proper values. For details, see Silent.template in the Appendix: Configuring
SILENT.template file.

10. Execute setup.sh file using the following command:

./setup.sh SILENT

To verify if the release is applied successfully, check the log files mentioned in the section
Verifying the Log File.

You can ignore ORA-00001, ORA-00955, ORA-02260, and ORA-01430 errors in the log
file. In case of any other errors, contact Oracle Support.

NOTE: OFs OIDF 80600 upgrade does not support GUI mode installation.

11. For more information on securing your OFSAA Infrastructure, refer to the OFSAA Security
Guide in OHC Documentation Library.
12. After successful installation, follow these steps:

Clear the application cache. Navigate to the following path depending on the configured
web application server and delete the files.

Tomcat

<Tomcat installation folder>/work/Catalina/localhost/<Application
name>/org/apache/jsp

WebLogic

<Weblogic installation location>/domains/<Domain

name>/servers/<Server name>/tmp/ WL user/<Application name>/<auto

generated folder>/jsp servlet

NOTE: In case of WebLogic version 12.2.x.x, delete the folder named ".WL_internal"
present in the path <WebLogic installation location>/user_projects/domains/<
Domain name >/applications/<context_name>.ear/META-INF/", if it exists.
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WebSphere

<Websphere installation folder>/AppServer/profiles/<Profile

name>/temp/<Node name>/serverl/<Application name>/<.war file name>
13. Add umask 0027 in the .profile of the UNIX account which manages the WEB server to

ensure restricted access permissions.
14. Install the patches listed in the following table. Refer to the Description column for details:

Patch Number Type Description

33663417 AAIl mandatory Refer to the Readme available with the patch for
further instructions on installing the patch.

ATTENTION: On the 10th of December 2021, Oracle
released Security Alert CVE-2021-44228 in response
to the disclosure of a new vulnerability affecting
Apache Log4J prior to version 2.15. The application
of the 33663417 Mandatory Patch fixes the issue.

one-off patch

For details, see the My Oracle Support Doc ID
2827801.1.
Ensure that you reapply the OFSAAI Mandatory Patch
33663417 whenever you Install or Upgrade the
Application, or whenever you apply an Incremental

Patch.
27938294 AAl Mandatory Refer to the Readme available with the patch for
one-off patch further instructions on installing the patch.
28079607 AAl Mandatory Refer to the Readme available with the patch for
one-off patch further instructions on installing the patch.
28033582 AAl Mandatory Enables you to upgrade selected packs in your

compatibility patch OFSAA instance to 8.0.6.0.0 and makes the existing
packs from earlier versions compatible with 8.0.6.0.0.

Applying this patch resolves compatibility issues.

15. DMT migration utility is executed during installation of OIDF Application Pack, to migrate the
DMT metadata (PLC/Data Source/Data Mapping/Data File Mapping) to be persisted in
tables instead of XML. You may be required to re-run DMT Migration Utility in some
scenarios. To identify whether to run the utility, how to run the utility, and how to handle
migration issues, see OFSAA DMT Metadata Migration Guide.

Note: Execute the DMT Migration Utility to manually migrate the DMT metadata of the
Applications which are not upgraded to 8.0.6.0.0.

16. Generate the application EAR/WAR file and redeploy the application onto your configured

web application server. For more information on generating and deploying EAR / WAR file,

refer Appendix C section.
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17. Restart all the OFSAAI services. For more information, refer to the Start/Stop Infrastructure
Services section in Appendix E.

18. For enabling Transparent Data Encryption (TDE), see Configuring TDE in case of Upgrade
section in Appendix S.

19. For enabling Data Redaction, see Enabling Data Redaction in case of Upgrade in Appendix
S.

5.1 Performing Model Upload Outside Installer

NOTE: This section is applicable if you are performing Model Upload outside the installer.

The following tables should not have any data before Model Upload is triggered. Based on your
current OIDF version, the tables must be selected.

You can take the backup of these tables and reload the data after Model Upload is performed.
In OIDF 8.0.0.0.0

¢ DIM_PRODUCT_FEATURE

¢ FCT_ACCOUNT_FEATURE_MAP

¢ STG_MGMT_FORECAST

¢ FCT_MGMT_FORECAST
OIDF 8.0.1.0.0

¢ STG_TIME_SPECIFIC_OBLIGATIONS

¢ DIM_TERMINAL

¢ FCT_REG_CAP_ACCOUNT_SUMMARY
OIDF 8.0.2.0.0

¢ FCT_REG_CAP_ACCOUNT_SUMMARY

¢ FCT_IFRS_ACCOUNT_SUMMARY

¢ FCT_IFRS_STAGE_DETERMINATION

¢ FCT_REG_OR_CAPITAL_SUMMARY

¢ FCT_REG_LE_CAPITAL_SUMMARY

¢ FCT_REG_CP_CAPITAL_SUMMARY

¢ FCT_REG_CAP_POOL_SUMMARY

¢ FCT_REG_CAP_PLCD_COLL_SUMMARY

¢ FCT_REG_COUNTERPARTY_CVA

¢ FCT_REG_RUN_LEGAL ENTITY_MAP
OIDF 8.0.3.0.0

¢ FCT_REG_AGG_CASH_FLOWS

¢ FCT_CREDIT_LINE
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FCT_LOAN_ACCOUNT_SUMMARY
FCT_ACCOUNT_FAIR_VALUE
DIM_UOM_ATTR

DIM_UOM_HIER
FCT_INSTRUMENT_MARKET_PRICES
STG_ACCOUNT_INCEPTION_RATES

OIDF 8.0.3.1.0

¢

¢

¢

¢

¢

¢

FCT_LOAN_ACCOUNT_SUMMARY
FCT_ACCOUNT_FAIR_VALUE
DIM_UOM_ATTR

DIM_UOM_HIER
FCT_INSTRUMENT_MARKET_PRICES
STG_ACCOUNT_INCEPTION_RATES

In OIDF 8.0.4.0.0

¢

¢

¢

FCT_LLFP_ECL_RECONCILIATION
STG_PROFESSION_RANK_MASTER
FCT_INSTRUMENT_MARKET_PRICES

In OIDF 8.0.4.1.0

¢

¢

¢

FCT_LLFP_ECL_RECONCILIATION
STG_PROFESSION_RANK_MASTER
FCT_INSTRUMENT_MARKET_PRICES
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6 Post Installation Configuration

After the OIDF Applications Pack installation is completed successfully, certain post-installation
steps are required to set configuration parameters. These configuration parameters are distributed
across the machines on which Infrastructure Web, Application, and Database components have
been installed.

NOTE: Ensure to clear the application cache prior to the deployment of Infrastructure or
Application Service Packs / One-off patches. This is applicable to all Web Servers
(WebSphere, WebLogic, and Tomcat) and OS combinations.

NOTE: DMT Migration Utility must be executed post OIDF 8.0.6.0.0 upgrade, if the environment
has customized T2Ts, F2Ts, or PLCs, or any other earlier version of OFSAA applications.
For more information and steps to execute DMT Migration Utility, see OFSAA DMT
Metadata Migration Guide.

This chapter includes the following sections:

¢ Creating and Deploying the Application Pack Web Archive

¢ Accessing the OFSAA Application

¢ OIDF Related Post Installation Activities

6.1 Creating and Deploying the Application Pack Web Archive

On successful installation of the OFSAA Application Pack, the Web Archive file is automatically
generated. However, you need to deploy the generated Web Archive file on the Web Application
Server.

For identifying the location of the generated Web Archive file and for generating and deploying the
web archive file at any time later, refer Appendix C.

NOTE: Referthe Oracle Financial Services Forms Manager User Guide for instructions on
Creating and Deploying the Forms Manager Web Archive.

6.2 Accessing the OFSAA Application

Prior to accessing the OFSAA application ensure the Internet Explorer Settings are configured.

Refer to Appendix F for details on accessing the OFSAA Application on successful deployment of
the application Web Archive.
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6.3 OIDF Related Post Installation Activities

6.3.1 Verifying Data Model Change

As part of Data Model changes, it was mandatory not to have data in following Actual tables.
Installer had taken a backup of Actual tables and deleted the contents of Actual tables as part of
pre-scripts. The same data would have been restored automatically to the Actual tables and
dropped backup tables as part of Post-scripts.

NOTE: Ensure the following listed Backup tables are not present in the upgraded environment. If any
_803 table exists, load the data from the Backup table to the respective Actual table.

Backup Table Name Actual Table Name
FSI_PARTY_STD_PARTY_MAP_803 FSI_PARTY_STD_PARTY_MAP
FCT_IFRS_ACCOUNT_SUMMARY_803 FCT_IFRS_ACCOUNT_SUMMARY
FCT_IFRS_STAGE_DETER_803 FCT_IFRS_STAGE_DETERMINATION
FCT_REG_CAP_ACCT_SUMMARY_803 FCT_REG_CAP_ACCOUNT_SUMMARY
FCT_REG_CAP_PLCD_COLL_SUM_803 FCT_REG_CAP_PLCD_COLL_SUMMARY
FCT_REG_CAP_POOL_SUMMARY_803 FCT_REG_CAP_POOL_SUMMARY
FCT_REG_COUNTERPARTY_CVA_803 FCT_REG_COUNTERPARTY_CVA
FCT_REG_CP_CAPITAL_SUMMARY_803 FCT_REG_CP_CAPITAL_SUMMARY
FCT_REG_LE_CAPITAL_SUMMARY_803 FCT_REG_LE_CAPITAL_SUMMARY
FCT_REG_OR_CAPITAL_SUMMARY_803 FCT_REG_OR_CAPITAL_SUMMARY
FCT_REG_RUN_LEGAL_ENT_MAP_803 FCT_REG_RUN_LEGAL_ENTITY_MAP
FCT_ LOAN_ACCOUNT_SUMMARY_804 FCT_LOAN_ACCOUNT_SUMMARY
FCT_ INSTR_MARKET_PRICES_804 FCT_INSTRUMENT_MARKET_PRICES
STG_ACCOUNT_INCEPTION_RATE_804 STG_ACCOUNT_INCEPTION_RATES
FCT_ACCOUNT_FAIR_VALUE_804_BKP
DIM_UOM_ATTR_804 DIM_UOM_ATTR
DIM_UOM_HIER_804 DIM_UOM_HIER
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6.3.2

Changing ICC Ownership

All the seeded Batches in OIDF Applications Pack will be automatically assigned to SYSADMN user
during Installation. If one user who wants to see the Batches in Batch Maintenance Menu, He needs
to execute the following Queries in Config Schema of the Database.

Syntax:

begin

AAI_OBJECT_ADMIN.TRANSFER_BATCH_OWNERSHIP (‘fromUser','toUser",'infodom’);

end;

OR

begin

AAI_OBJECT_ADMIN.TRANSFER_BATCH_OWNERSHIP (‘fromuser’,'touser’);

end;

Where from User indicates the user who currently owns the batch, to User indicated the user to
which the ownership has to be transferred. Infodom is optional parameter, if specified the ownership
of batches pertaining to that Infodom will be changed.

For example:
begin
AAI_OBJECT_ADMIN.TRANSFER_BATCH_OWNERSHIP ('SYSADMN','OIDFOP','OIDFINFO’);

end;

6.4 Additional Configurations

6.4.1

6.4.2

6.4.3

6.4.4

Configurations for Big Data Processing

You can refer the Configurations for Big Data Processing section in the OFS Advanced Analytical
Applications Infrastructure Application Pack Installation and Configuration Guide v8.0.2.0.0.

Configurations for Enterprise Modeling

You can refer the Oracle Financial Services Analytical Applications Infrastructure Applications
Infrastructure Administration User Guide for information on configuration for Enterprise Modeling.

Configuration for Tomcat

You can refer the Oracle Financial Services Analytical Applications Infrastructure Applications
Infrastructure Administration User Guide for information on configuration for Tomcat.

Configurations for Inline Processing Engine (IPE)

You can refer the Oracle Financial Services Analytical Applications Infrastructure Applications
Infrastructure Administration User Guide for information on configuration for IPE.
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6.4.5 Configurations for Process Modeling Framework

You can refer the Oracle Financial Services Analytical Applications Infrastructure Applications
Infrastructure Administration User Guide for information on configuration for Process Modeling
Framework.

6.4.6 Configurations for Forms Manager

You can refer the Oracle Financial Services Analytical Applications Infrastructure Applications
Infrastructure Administration User Guide for information on configuration for Forms Manager.

6.4.7 Update Constraints Utility

You can refer the Update Constraints Utility section in the OFS Advanced Analytical Applications
Infrastructure Application Pack Installation and Configuration Guide v8.0.4.0.0.
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7 Appendix A: Configuring Web Server

This appendix includes the following sections:

¢ Configuring Web Server

¢ Configuring Web Application Server

7.1 Configuring Web Server

This step assumes an installation of a Web Server exists as per the prerequisites.

Refer the product specific Installation Guide/ Configuration Guide to install/ configure the Web
Server. If an installation already exists, skip and proceed to the next step.

NOTE: Make a note of the IP Address/ Hostname and Port of the web server. This information is
required during the installation process.
Refer Oracle Financial Services Analytical Applications Infrastructure Security Guide
mentioned in the Documentation Library for OFSAAI 8.0.6.0.0 (OHC), for additional
information on securely configuring your Web Server.
Ensure to enable sticky session/affinity session configuration on the web server. Refer the
respective product specific Configuration Guide for more details. Additionally, you also
need to enable the sticky session/affinity session configuration at Load Balancer level if
you have configured a Load Balancer in front of the web server(s).

7.2 Configuring Web Application Server

This step assumes an installation of a web application server exists as per the prerequisites. To
configure the Web Application Server for OFSAA Deployment refer the sections below.

This section includes the following topics:

¢ Configuring WebSphere for Application Deployment

¢ Configuring WebLogic for Application Deployment

¢ Configuring Apache Tomcat Server for Application Deployment

NOTE: Make a note of the IP Address/ Hostname and Port of the web application server. This
information is required during the installation process (required if Web Server is not
configured).

Make a note of the IP Address/ Hostname and Port of the web application server. This
information is required during the installation process (required if web server is not
configured).

Refer OFSAA Secure Configuration Guide/ Security Guide in OHC Documentation Library

for additional information on securely configuring your Web Server.
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7.21

7.21.1

Configuring WebSphere Application Server for Application Deployment

You can deploy multiple OFSAA applications on different profiles of a WebSphere application
server. To create multiple WebSphere "Profiles”, in a stand-alone server use the command line
option as explained below. A profile is the set of files that define the runtime environment. At least
one profile must exist to run WebSphere Application Server.

This section includes the following topics:

¢ Creating New Profile in WebSphere

¢ Managing Applications in WebSphere

¢ Deleting WebSphere Profiles

¢ Configuring WebSphere Shared Library to Support Jersey 2x and Jackson 2.9x Libraries

¢ Configuring WebSphere HTTPS

¢ Setting WebSphere Memory

¢ Configuring WebSphere for REST Services Authorization

¢ Configuring Application Security in WebSphere

Creating New Profile in WebSphere

The Profile is created in WebSphere through command line using the manageprofiles.sh which
resides in <WebSphere Install directory>/AppServer/bin.

The command to create a profile without admin security through command line is as follows:

"manageprofiles.sh -create -profileName <profile> -profilePath

<profile path> -templatePath <template path> -nodeName <node name>

cellName <cell name> -hostName <host name>"

Example:

Susr/home>./manageprofiles.sh -create -profileName mockaix -
profilePath/websphere/webs64/Appserver/profiles/mockaix -
templatePath/websphere/webs64/Appserver/profileTemplates/default -
nodeName ipa020dorNode04 - cellName ipa020dorNode04Cell -hostName
ipa020dor

The command to create a profile with admin security through command line is as follows:
"manageprofiles.sh -create -profileName <profile> -profilePath

<profile path> -templatePath <template path> -nodeName <node name> -

cellName <cell name> -hostName <host name> -enableAdminSecurity true
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—adminUserName <Admin User Name> -adminPassword < Admin User Password> -

samplespassword <sample User Password>"

Example:

Susr/home>. /manageprofiles.sh -create -profileName mockaix -

profilePath/websphere/webs64/Appserver/profiles/mockaix -

templatePath/websphere/webs64/Appserver/profileTemplates/default -
nodeName ipa020dorNode04 -cellName ipa020dorNode(O4Cell -hostName

ipa020dor -enableAdminSecurity true —adminUserName ofsaai -

adminPassword ofsaai -samplespassword ofsaai"

NOTE:

While using the manageprofiles.sh command to create a New Profile in WebSphere,
you can also use "-validatePorts" to validate if the specified ports are not reserved orin
use. Additionally, you can specify new ports with "-startingPort <base port>" which
specifies the starting port number to generate and assign all ports for the profile. For
more information on using these ports, refer WebSphere manage profiles command.

7.21.2 Managing IBM WebSphere SDK Java Technology Edition Versions

By default, WebSphere Application Server V8.5.5.X uses the Java 6.0 SDK. You must upgrade to
Java 7.X SDK or JAVA 8.X SDK.

Prerequisites: Install the IBM WebSphere SDK Java Technology Edition Versions 1.7.X_64 or

1.8.X_64.

Perform the following steps to upgrade to Java 7.X SDK or JAVA 8.X SDK:

1. Enter the WebSphere URL in the format http://HOST NAME:PORT
NUMBER/ibm/console (use https if SSL is enabled.).

For example:

http://192.168.1.0:9000/ibm/console

2. Login with your administrator user ID and password.

3. From the LHS menu, click Servers to expand and view the menu.

4. Click Server Types to expand the menu further and then click WebSphere Enterprise
Application Servers to view the Application Servers window.

5. On Application Servers window, click the required Application Server link. For example,
serverl in the following illustration:

Application Server - Java SDKs
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Application seners

Applicatior servers > serverl

]
Runtime Configuration

Use this page to configure an zpplication server. An application sarver is 2 sarver that provides services required to run enterprise applications.

General Properties

Name

isewa’l I

Node name
Iv,uhfcwﬂaqrﬁlcdeﬂi |

Run in development mode

] parallel start

| Start components as nesded

Access to internal server classes
Allow v

Server-specific Application Settings

Clzssloader policy
Multiple ¥

Clzss loading mode

Casses loaded with parent class loader first v

[‘apply | [ OK | [ Reset | [ Cancel

Container Settings

Session management

]

SIP Container Settings

=

Web Container Settings

3}

Portlet Container Settings

®

EJB Container Settings

B

Container Services

®

Business Process Services

Applications

Installed applications

Server messaging

Messaging enginzs
Messaging enginz inbound transports
WabSphere MQ Ink inbound transports

S18 service

Server Infrastructure

[ Java and Process Management
Administration

Java SDKs

6. Click Java SDKs link from Server Infrastructure to view the list of Java SDKs.

Application Server - List of Java SDKs

Application servers ?
Application servers > serverl > Java SDKs
This page lists the software development kits (SDKs) that are instzlled on the server. These SDKs are available to the servers.
Praferences
| | Make Default |
I —
v
EEEE
| select | Name 3 | version 2 | Location % Bits Default
| | | | |
You can administer the following resources:
1.6_64 1.6 | ${was_INSTALL_ROOT}/java 64 falze
|
1.7_64 1.7 | ${WAS_INSTALL_ROOT}/java_1.7_64 | 64 falze
|
v |18_64 1.8 ${WAS_INSTALL_ROOT}/java_1.8_64 | 64 true
Total 3

OFSAA or have installed with.

profile.

Select either 1.7_64 or 1.8_64 based on the JVM version with which you plan to install

Click Make Default button and save to master repository.

Restart the WebSphere Application Server to apply the changes to the IBM application
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7.2.1.3 Managing Applications in WebSphere
To manage the installed applications in WebSphere, do the following:

1. Open the administrator console using the following URL:

http://<ipaddress>:<Administrative Console Port>/ibm/console
Example: http://10.111.222.333:9003/ibm/console (https, if SSL is enabled)

NOTE: Administrative Console Port value is available in serverindex.xml file within
<WebSphere Profile Directory>/config/cells/<Node Cell>/nodes/<Node Name>

directory.

Integrated Solutions Console

Log in to the console.
User ID:

as73

¥

The Integrated Solutions Console Login window is displayed.

Integrated Solutions Console Login

2. Log on with the User ID provided with the admin rights.
3. From the LHS menu, expand the Applications - Application Type »>

WebSphere Enterprise Applications.
4. The Enterprise Applications screen is displayed.
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Enterprise Applications

Use this page to manage installed applications. A single application can be deployed onto multiple servers
Praferences
Start | Stop || Install I Uninseall Upcate Rollout Update Remove File Export Export DDL Export File
| ey
=)l mllslk
Select Name & Application Status €)_

You can administer the following resources:

D DefsultAnplication £
O | itage >
0O |avex +
O |uees2 L4
Total 4

Enterprise Applications

5. This Enterprise Applications screen helps you to:
a. Install new application

b. Uninstall existing applications
c. Start or Stop the installed applications

7.21.4 Configuring WebSphere Application Server to Use a Load Balancer or Proxy
Server

The configuration prevents the process server from redirecting to an internal port when using a
load balancer or proxy server.

The following steps describe the configuration:

1. Enter the WebSphere URL in the format
http://HOST NAME:PORT NUMBER/ibm/console (use https if SSL is enabled.).
For example, http://192.168.1.0:9000/ibm/console.

2. Login with your administrator user ID and password.
From the LHS menu, click Servers to expand and view the menu.

4. Click Server Types to expand the menu further and then click WebSphere Enterprise
Application Servers to view the Application servers window.

5. On Application servers window, click the required Application Server link. For example,
serverl in the following illustration:
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8.

Application servers ? -

Application servers > serverl > Web container > Custom properties

Usz this pace to specfy an arbitra~y name and value pair. The value that is specified for the name and value pair is a string that can set
intarna system ronfiguratinn properties.

# Preferences

v New‘.r Delete
i

1 ~ A ~
Select| Name £ | Valve & Description {

You czn administer the following resources:

com.ibm.ws.webcontainer.zxtractHcstHeaderPort ‘ true ()
trusthostheaderport true Bl |

Total 2

Click Web Container Settings > Custom Properties.

Add the following properties:

= Name: trusthostheaderportValue: true

= Name: com.ibm.ws.webcontainer.extractHostHeaderPortValue: true

Restart the WebSphere Application Server to apply the changes.

7.2.1.5 Deleting WebSphere Profiles

To delete a WebSphere profile, do the following:

1. Select the checkbox adjacent to the required application and click Stop.
2. Stop the WebSphere profile to be deleted.
3. Navigate to WebSphere directory:
<WebSphere Installation Directory>/AppServer/bin/
4. Execute the command:
manageprofiles.sh -delete -profileName <profile name>
5. Delete profile folder.

6. Example:
<WebSphere_Installation_ Directory>/AppServer/profiles/<profile name>

7. Execute the command:

manageprofiles.sh —-validateAndUpdateRegistry

7.2.1.6 Configuring WebSphere Shared Library to Support Jersey 2x and Jackson 2.9x

Libraries

Perform the following configuration to set WebSphere shared library to support jersey 2x and
Jackson 2.9x libraries.
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1. Click Environment from the menu on the left to expand and view the list. Click Shared
Libraries to open the Shared Libraries window.

CET=WITUUSq NG EUZ CaT, Prome =TS0
‘ View: | All tasks v |
Shared Libraries ?
Welcome

@ Guided Activiti Shared Libraries > New...

i ctivities
Use this page to define a container-wide shared library that can be used by deployed applications.

Servers

e Configuration

[ Services
General Properties
Resources
+ Scope
=
curity [cells: whfatagnhodenzCell: nodes: whfolagnhode01 iservers servert
= Enviranmen:
# Name
Virtual hosts [ersEvas
Update global Web sarver plug-in configuration

WebSphers varizbles Description

= Providing Jersey 2.x shared library |
sIp plica routers
Replication domains

Naming y
05Gi bundle repositories # Classpath

SEE Ty /scratch/18M/WebSphere/ AppSarver/ profiles/AA180 3/ SharedLls/

Users and Groups

Monitaring and Tuning y

Troubleshoating Native Library Path

Service intagration

uDDI

Class Loading

¥ Use an isclated class loader for this shared library

Apply || OK | Reset || Cancel

2. Enter details as shown in the following:

1. Name: Enter a unique identifiable name.

2. Description: Enter a valid description.

3. Classpath: Enter the absolute path where the JARs related to Jersey 2.x and Jackson
2.9x are copied. These jars are available in the
<OFSAA_HOME>/utility/externallib/WEB-INF/lib directory after creation of the EAR file.

3. Select Use an isolated class loader for this library.
4. Click OK to save to master configuration.
5. Select the application or module and map the shared libraries. Click OK. In the following
illustration, ofsa is selected.
Enterprise Applications ? -
Ed Lihrar‘,r- Mapping for Modules

Specify sharad libraries that the application or individuzal medules reference. These libraries must be defined in the configuration at the appropriate
scops.

Reference shared libraries

Select | Application URI Shared Libraries
b ofsa META-INF/zpplication.xml

Select | Module URI Shared Librarias
d OFSAAL Web Application ofsa.wan WEB-INF/web.xml

m Cancsl
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6. From the Shared Library Mapping window, move the required shared libraries from Available to
Selected. In the following illustration, JERSEY2x is selected.

Enterprise Applications rd _4

Map shared libraries to an entire zpplication or to one or more modulas.

Map libraries to the application or module listed

OFSAAT Web Application

Selact the library in the Availablz list. Move it to the Seslected list by clicking ==,

Available: Selected:

M JERSEYZ2x
K3

MNewi...
OK | Cancel

7. Click OK.
8. Similarly, select the next application or module and repeat the procedure from steps 5to 7.

Enterprise Applications ? ]

Shared Library Mapping for Modules

Specify sharad libraries that the application or individual medules reference. These libraries must be defined in the configuration at the appropriate
scopa.

Raference shared librarizs

Selact | Application URI Shared Librarias
ofsa META-INF/zpplication.xml JERSEY2x
Select| Module URI Shared Libraries
OFSAAT Web Application ofsa.war, WEB-INF/web.xml JERSEYZx
OK || Cancel

9. Disable the built-in JAX-RS via JVM property.

1. Go to WebSphere admin console in Servers > WebSphere Application Servers >
yourServerName.

2. In Server Infrastructure section, go to Java and Process Management > Process
definition > Java Virtual Machine > Custom properties.

3. Add the following property:

com.ibm.websphere.jaxrs.server.DisableIBMJAXRSEngine=true

10. Restart the application.
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7.21.7 Configuring WebSphere HTTPS
Following are the steps for configuring an HTTPS Transport on WebSphere:
g. Create a profile using the Profile Creation Wizard in WebSphere.

h. Note down the HTTPS port specified during this process and use the same as
servlet port or web server port during OFSAAI installation.

i. To enable https configuration on Infrastructure, assign value HT{rPS_ENABLE" in
OFSAAI_InstallConfig.xml for SILENT mode OFSAAI installation.

7.2.1.8 Setting WebSphere Memory
To configure the WebSphere Memory Settings:

Navigate to Websphere applications server - Application servers - 1
server

- Process definition = Java Virtual Machine,

j.  Change the memory setting for Java Heap:

Initial heap size =512 Maximum heap size =3072

7.2.1.9 Configuring WebSphere for REST Services Authorization
Configure the following in WebSphere to enable REST API authorization by OFSAA:

4. Log on to WebSphere console with the User ID provided with the admin rights.

5. Expand Security menu in the LHS and click Global security > Web and SIP security >
General settings.

WebSphere. [0 1; -*‘,&_k_
v

‘ View: [ All tasks

Welcome
> Web security - General settings
Guided Activities Y, v

ttings for web authentication.
Servers

Web authe: n behavior

I#] authenticate only when the URI is protected
v

Uss available authantication data when an unprotacted URI is accessed

Authenticate when any URL is accassed

Default to basic 2 when cartificate for the HTTRS cliant fails

Apply | [OK | [ Reset | [ Gancel

uDDI
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6. De-select the Use available authentication data when an unprotected URI is
accessed checkbox.

7. Click OK.

[ o) software e ——
Cell=vht00zanNgge07 Cell, Prafile=ax806 Close page
View: Al tasks v
Slbel ecurty 7 5 Cra—
Welcome
T Messages Field help
Guided Activities For field hel,
& changes have besn made to your local canfiguration. You can: ]

select a field |

ST marker when

+ Save directly to the master configuration.

displayed.
+ Review changes before saving or discarding. iz displays:
Page help

& The server may need to be restarted for these changes to take effect. VD‘:; nformal

Global security

stration and the default application security policy, This security configuration applies to the security policy for all
rity policy for user applications. Security domains can be defined to override and customize the security polici

Fhorization Graups
d key managamant

Security Configuration Wizard Security Configuraticn Report

Administrative security Authentication

¥ nasle ve securty Adminstrative user roles Authentication mechanisms and expiration

® 7o

Karberos and LTPA
Kerberos configuration

Application security

SWAM ): No between servers
Users and Groups Enable application security Authentication cache settings
Monitering and Tuning

Java 2 security
& Troubleshoating

Use Java 2 security to restrict application access to local resources

3] Servics intagration

upo! Enable Java Authentication SPI (JASPI)
Broviders

User account repository

fss realmenualified ussr names

8. Click Save to save the changes to master configuration.

7.2.1.10 Configuring Application Security in WebSphere

This is a mandatory security procedure for WebSphere to restrict the unauthorized access of
configuration files in directories. For detailed information, see the Oracle Financial Services
Analytical Applications Infrastructure Security Guide.

7.2.2 Configuring WebLogic for Application Deployment

Applicable only if the web container is WebLogic.

You can deploy multiple OFSAA applications on different domains of a stand-alone WebLogic
application Server. To create a WebLogic "Domain" you can use the Domain Creation wizard. A
domain is the set of files that define the runtime environment. At least one domain must exist to
run WebLogic Application Server.

NOTE: For deployment on Oracle WebLogic Server 12.1.3+ (64 bit) with Java 8, download and
install patch 18729264 from My Oracle Support.

This section includes the following topics:

¢ Creating Domain in WebLogic Server

¢ Deleting Domain in WebLogic
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¢ Setting WebLogic Memory

¢ Configuring WebLogic for REST Services Authorization

7.2.2.1 Creating Domain in WebLogic Server

To create a new domain using Configuration Wizard in WebLogic, do the following:
1. Navigateto <WLS HOME>/wlserver/common/bin directory and execute the command:
./config.sh

The Configuration Type window of the Configuration Wizard is displayed

| 3] Fusion Middieware Configurat [

Configuration Type ORACLE
FUSION MIDDLEWARE

[l Create Domain
Templates
Administrator Account

Domain Mode and |DK

Configuration Summary

‘What do you want to do?

/T\ Advanced Configuration
] Configuration Progress

End Of Canfiguration ) iCreate a new domain

Update an existing domain

Domain Location: | Dracle /Middleware/COracle_Home/fuser_projects fdomains/base_domain Erowvse

Create a new domain.

Help Mext > Cancel
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2. Select the Create a new domain option and click Next. The Templates window is
displayed.

3‘ Fusion Middleware Configuration Wizard - Page 2 of 8@ofss220601 =

Templates w
FUSION MIDDLEWARE

N

it Create Domain
# |[Create Domain Using Product Templates:

Sl Templates
Administrator Account Template Categories: |All Templates -
Domain Mode and DK Available Templates

Bazic WebLogic Server Domain - 12.2.1.2.0 [wlserver] ™

‘WeblLogic Advanced Web Services for JAX-RPC Extension - 12.2.1.2.0 [oracle_comman]
‘WeblLogic Advanced Web Services for JAX-WS Extension - 12.2.1.2.0 [oracle_commaon]
Configuration Progress WeblLogic Coherence Cluster Extenzion - 12.2.1.2.0 [wizerver]

WeblLogic |AX-WS SOAPSIMS Extension - 12.2.1.2.0 [oracle_common]

Advanced Canfiguration
Configuration Summary
\lJ

End Of Configuration

Create Domain Using Custom Templare:

Help < Back Mext = Cancel
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3. Select the Create Domain Using Product Templates option and click Next. The

Administrator Account window is displayed.

Administrator Account

Create Domain

Templates
Administrator Account

Domain Maode and |DE

Advanced Configuration
Configuration Summary

Configuration Progress

-
Fusion Middleware Configuration Wizard - Page 3 of 8@ofss220601 .

_ORACLE
FUSION MIDDLEWARE

(—C—€—F—€—E—F—¥

End Of Canfiguration Mame

Pazzward

Confirm Passward |

Uszer name may not contain commas, tabs, or any of the following characters: <=#| &7 0}

< Back | Mext > I Einizh Cancel
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4. Enter the user name to be assigned to the administrator, the password and confirm the
password. Click Next. The Domain Mode and JDK window is displayed.

j‘ Fusion Middleware Configuration Wizard - Page 4 of 8@ofss220601

Domain Mode and JDK ORACLE i j‘
FUSION MIDDLEWARE

Create Domain

|
Domain Mode
Templates

o Development
Administrator Account

Utilize hoot.properties for username and password, and poll for applications to deplay.

Domain Mode and JDK
Production

Advanced Configuration . o

Require the entry of a username and password, and do not poll for applications to deploy.

r 3

Configuration Summary

DK
Configuration Progress ]

# Qracle HotSpot 1.5.0_45 fusrfjava/jdkl.5.0_45
End Of Configuration

Other DK Location:

Help < Back Mext = Cancel
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5. Select from the following options:

¢ Inthe Domain Mode section, select the required mode (Development or
Production).

e Inthe JDK section, select the required option. If you select Other JDK
Location, click Browse, navigate to the JDK location, and select. Click Next.

e The Advanced Configuration window is displayed.

e
jl Fusion Middleware Configuration Wizard - Page 5 of 9@ofss220601
Advanced Configuration ORACLE
FUSION MIDDLEWARE
Create Domain {
/T\ +| Administration Server
Templates
/T\ Modify Settings
.|, Administrator Account
T Comain Mode and |k Node Manager
)‘K Advanced Configuration Configure Node Manager
T Administration Server Topology
¥ configuration Summary Add, Delete or Modify Settings for Managed Servers, Clusters, Virtual Targets and Coherence
Configuration Progress
End Of Configuration
Help < Back Mext = Cancel
\ ——
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6. Select Administration Server. A WeblLogic Server domain must have an
Administration Server. You can also select Manages Servers, Clusters and Machines

and RDBMS Security Store, if required. Click Next. The Administration Server window
is displayed

-
jl Fusion Middleware Configuration Wizard - Page 6 of 9@ofss220601

—_—-_
Administration Server ORACLE
FUSlON MIDDLEWARE

Create Domain

. Templates
Administrator Account

Domain Mode and JDK

Advanced Configuration

Administration Server Server Mame Adminserver

Configuration Summary Listen Address | All Local Addresses

Configuration Progress Listen Port 9091|

(S ———F—F

End Of Configuration
Enable 5501

S5L Listen Port

Port number must be between 1 and 65535, and different from S5L listen port and coherence port.

Help

= Back Mext = Cancel
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7. Enter Administration Server details such as the Server Name, Listen Address, Listen
Port, Enable SSL (for secure login using https, select this check box), and SSL Listen
Port. Click Next. The Configuration Summary window is displayed.

NOTE: Make a note of the Listen Port or SSL Listen Port value (for example: 7007),

since the same has to be re-entered in the Servlet port field during
Infrastructure installation.

s 1
_il Fusion Middleware Configuration Wizard - Page 7 of 9@ofss220601
Configuration Summary ORACLE
FUSION MIDDLEWARE
/T\ Create Domain " Wiew: |Deployment - Mame Basic WeblLogic Server Domain
Description  Create a basic WeblLogic Server dom air
Templates i i
/T\ LERIIAEES = base_domain {fscratch/306uwds/ Oracle/Middlenare, Author Oracle Corparation
Administrator Account B & Server Lacation fscratch /806w s/ Oracle /Middleware /1
T D AdminServer
T Domain Mode and |DK
/T\ Advanced Configuration
T Administration Server

o Configuration Summary
Configuration Progress

End Of Configuration

i 3| 77— r

Select Create to accept the above options and start creating and configuring a new domain. To change the
above configuration before starting Domain Creation, go back to the relevant page by selecting its name in
the left pane, or by using the Back button.

Help < Back LCreate Cancel
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8. Verify the configuration details of the WebLogic domain and click Create. The
Configuration Progress window is displayed with the status indication of the domain
creation process.

- 1
Fusion Middleware Configuration Wizard - Page 8 of 9@ofss220601

Configuration Progress ORACLE G‘
FUSION MIDDLEWARE

A, Create Domain
l Templates I AT
/l\
] Administrator Account Copy Unprocessed Artifacts
s Domain Mode and [DE SRRV (HEEselE
] Artifacts Generation

Advanced Configuration string Substitution

Post Processing

%448

Administration Server

o Configuration Summary

-\Tu Configuration Progress
w

End Of Configuration

= Back Mext = Einizh Cancel
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9.

Click Next when 100% of the activity is complete. The End of Configuration window is
displayed.

p
_3] Fusion Middleware Configuration Wizard - Page 9 of 9@of:s220601

_ORACLE

FUSION MIDDLEWARE

End Of Configuration

Create Diomain

+* Oracle Weblogic Server Configuration Succeeded
New Domain base_domain Creation Succeeded
Diomain Location
fscratchfB06wdsf Cracle/Middlewaref Oracle_Homefuser projects/domains fbase_domain
Admin Server URL
http:ffofss220601:9091 fconzole

Templates

Administrator Account

Domain Mode and JDEk

Advanced Configuration
Administration Server

Configuration Sum mary
Configuration Progress

End OFf Configuration

Help Einish

10.

11.

Click Finish. The domain server is created enabling the deployment of multiple
Infrastructure applications on a single WebLogic.

NOTE: Note down the HTTPS port specified during this process and use the same as
servlet port or web server port during OFSAAI Installation. To enable https
configuration on Infrastructure, assign value 1 to "HTTPS_ENABLE" in
OFSAAI_InstallConfig.xml for silent mode OFSAAI installation.

Add a java option entry -DUseSunHttpHandler=truein WLS_HOME/bin/
"setDomainEnv.sh" file (Required onlyif self-signed certificate is used).

7.2.2.2 Deleting Domain in WebLogic

1. Navigate to the following directory:
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<WebLogic Installation directory>/user_projects/domains/<domain name>/bin

2. Execute ./stopWebLogic.sh to stop the WebLogic domain.

3. Delete the WebLogic domain.

7.2.2.3 Setting WebLogic Memory
To configure the WebLogic Memory Settings:

1. Change the memory setting for Java Heap to -Xms512m -Xmx3072m iN setDomainEnv.sh
file, which resides in the folder <DOMAIN_HOME>/bin and in CommEnv.sh file which
resides in the folder common/bin.

2. Edit this file for customizing memory settings and garbage collector settings depending
on the available hardware configuration.

Example 1:
if [ "${JAVA VENDOR}" = "Sun" ] ; then WLS MEM ARGS 64BIT="-Xms512m -

Xmx1024m"
export WLS MEM ARGS 64BIT WLS MEM ARGS 32BIT="-Xms512m -Xmx1024m"
export WLS MEM ARGS 32BIT else

WLS MEM ARGS 64BIT="-Xms512m -Xmx1024m"

export WLS MEM ARGS 64BIT WLS MEM ARGS 32BIT="-Xms5l12m -Xmx1024m"

export WLS MEM ARGS 32BIT
Example 2:
JAVA VM=

MEM ARGS="-Xms256m -Xmx1024m"

7.2.2.4 Configuring WebLogic for REST Services Authorization
To enable REST API authorization by OFSAA in WebLogic, perform the following steps:

1. Openthe config.xml file located in the domain where OFSAA is deployed, that is

<domain home>/config/config.xml

2. Add the following in the security-configuration tag:

<enforce-valid-basic-auth-credentials>false</enforce-valid-basic-

auth-credentials>
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7.2.3 Configuring Apache Tomcat Server for Application Deployment
This section is applicable only when the Web Application Server type is Tomcat.

¢ Administering Tomcat User

¢ Configuring Tomcat to use JAVA 64 bit Executables

¢ Configuring Servlet Port

¢ Configuring SSL Port

¢ Setting Apache Tomcat Memory

¢+ Configuring Tomcat for User Group Authorization

¢ Uninstalling WAR Files in Tomcat

¢ Configuring Axis API

7.2.3.1 Administering Tomcat User

The Tomcat administration and manager application does not provide a default login. You are
required to edit "SCATALINA HOME/conf/tomcat-users.xml"as instructed below.

This file contains an XML tag <user> for each individual user, which will display the username
and password used by admin to log on to Tomcat, and the role names to which the admin user is
associated with. For example, <user name="admin" password="admin"
roles="standard,manager"/>

1. Add the manager role to any one of the existing username/password combination as
shown in the example above.

2. Use the same username/password to which the manager-gui role has been assigned to
access the Tomcat Application Manager.

3. If the Tomcat server is already running, it requires a re-start after the above
configuration is done.

7.2.3.2 Configuring Tomcat to use JAVA 64 bit Executables

1. Navigate to the "$CATALINA HOME/bin" folder.
2. Edit the setclasspath.sh as explained below.
3. Replace the following block of text:
# Set standard commands for invoking Java.

RUNJAVA="SJRE HOME" /bin/java
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if [ "$0s400" != "true" ]; then RUNJDB="S$JAVA HOME"/bin/jdb With:

# Set standard commands for invoking Java.
RUNJAVA="$JAVA_BIN"/java

if [ "$os400" != "true" ]; then RUNJDB="$JAVA BIN"/jdb

4. If the Tomcat server is already running, it requires a re-start after the above
configuration is done.

NOTE: In case tomcat is installed under different UNIX profile, set JAVA BIN environment
variable in .profile to include the Java Runtime Environment absolute path.

For example:
export JAVA BIN /usr/java/jdkl.7.0 65/jre/bin

export JAVA BIN = /usr/jdkl.7.0 75/bin/sparcv9 for Solaris
Sparc

7.2.3.3 Configuring Servlet Port

The default servlet port configured for the Tomcat installation is 8080. Ignore this section if you
need to use the default port.

If you need to use a different port number, you must first configure the sporterinxthe "
conf" in the "

directory of Tomcat Installation directory. The following steps guide you through the
configuration process:

1. Navigate to SCATALINA HOME/conf. Open server.xml and locate the tag: "

Define a non-SSL HTTP/1.1 Connector on port 8080"

2. Against this tag, a parameter is specified 'Connector port = "8080" '. Edit this value to
the new port number that will be used during the installation process.

3. Saveyourchangesinserver.xml file.

NOTE: Make a note of the servlet port configured. This information is required during the
installation of OFSAA Application Pack.

7.2.3.4 Configuring SSL Port

If you need to configure and access your OFSAA setup for HTTPS access, ensure that the
following connect tag under Define a SSL HTTP/1/1 Connector on port 8443" in

Oracle Financial Services Software ORACLE

112



OIDF 8.0.6.0.0 Installation Guide

<Tomcat installation folder>/conf/server.xml file is uncommented for SSL
Configuration. (By default, it is commented).

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true" clientAuth="false"

sslProtocol="TLS"

NOTE: Make a note of the servlet port configured. This information would be required during
the installation of OFSAA Application Pack.

To enable https configuration on Infrastructure, assign value 1 to "HTTPS_ENABLE" in
OFSAAI_InstallConfig.xml for SILENT mode OFSAAI installation.

For more information related to SSL Configuration on Tomcat, refer to

http://tomcat apache . orgl-
7.2.3.5 Setting Apache Tomcat Memory

To configure the Apache Tomcat Memory Settings:

1. Locate the file catalina.sh which resides in the folder <CATALINA_HOME>/bin.

2. Edit this file for customizing the memory settings and garbage collector settings
depending on the available hardware configuration.

3. Add the memory setting for Java Heap to -¥ms512m -Xmx1024m.

4. Example:

if [ -z "$LOGGING MANAGER" ]; then JAVA OPTS="SJAVA OPTS -Xms512m -

Xmx1024m
-Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager" else

JAVA OPTS="$JAVA OPTS -Xms512m -Xmx1024m S$LOGGING MANAGER"

fi

7.2.3.6 Configuring Tomcat for User Group Authorization and Data Mapping

Users with system authorization roles can access User Group Authorization. However, to make it
available on Tomcat web server, you have to perform the following configuration steps:

1. Navigate to the SCATALINA HOME/conf folder and open web . xml file.

Oracle Financial Services Software ORACLE

113


http://tomcat.apache.org/

OIDF 8.0.6.0.0 Installation Guide

2. Enter the following in the web . xm1 file.
<init-param>
<param-name>mappedfile</param-name>

<param-value>false</param-value>
</init-param>
3. Save and close the file.

7.2.3.7 Uninstalling WAR Files in Tomcat

To uninstall WAR files in Tomcat refer Uninstalling WAR Files in Tomcat.

7.2.3.8 Configuring Axis API

This step is optional and required only if the web application server used in Apache Tomcat. If
you use any other web application server, skip and proceed to next step.

Copy the Jjaxrpc.jar from the <OFSAA 1Installation Directory>/axis-
1 4/webapps/axis/WEB-INF/lib and place it in under <Tomcat Installation
Directory>/1ib and restart the Tomcat Server.
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8 Appendix B: Configuring Resource Reference in Web Application
Servers

This appendix includes the following topics:

¢+ Configuring Resource Reference in WebSphere Application Server

¢ Configuring Resource Reference in WebLogic Application Server

¢ Configuring Resource Reference in Tomcat Application Server

8.1 Configuring Resource Reference in WebSphere Application Server
This section is applicable only when the Web Application Server is WebSphere.

This section includes the following topics:

¢ Creating JDBC Provider

¢ Creating Data Source

¢ Creating J2C Authentication

¢ Creating JDBC Connection Pooling

8.1.1 Creating JDBC Provider

1. Open the WebSphere admin console in the browser window:
http://<ipaddress>:<administrative console port>/ibm/console. (https, if SSL is

enabled). The Login window is displayed.
2. Login with the user ID that has admin rights.

3. Expand the Resources option in the LHS menu and click JDBC - JDBC Providers.
The JDBC Providers window is displayed.
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JDBC providers 7=

JDBC providers

Use thiz page to edit properties of a3 JOBC provider. The JDBC provider object encapsulates the specific JDBC driver
implementation class for access to the specific vendor database of your environment, Learn more about this task in a
guided sctivity. A guided activity provides a list of task steps and more general information about the topic.

E] Scope: Cell=GXS150REV-Zone2Node05Cell. Node=GXS150REV-Zone2Node05, Server=serverl

Scope specifies the level at which the rescurce definition is visible. For detailed
information on what scope is and how it works, see the scoce settings helo

Node=GXS1S50REV-Zone2NodelS, Server=serverl ¥
Srefarences
LJ Daleta
BRE?

Select Name Scope { Oescription §

You can administer the following resources:

D tby JDEC Provider Node=GXS1S0REV- Derby embedded non-XA JDBC
Zone2NodelS,Server=sarverl Provider

D FICMASTER NodewGXS150REV- Oracle JDEC Driver
Zone2NodelS, Server=serverl

D Oracle JDEC Drivar Node=GXS1SOREV- Oracle JDEC Oriver
Zone2Ncded3, Server=sarverl

D RORFFW Node=GXS150REV- RORFFW
Zone2hode0S,Server=sarverl

(] ROREHG Node=GXS1S0REV- RORPNC
Zone2NodelS, Serverszerverl

O SGSOFT Node=GXS1S0REV- UPGSPFT
Zone2Hode0S,Servernsarvert

O UPGSROR Node=GXS150REV- UPGSROR
Zone2NodeOS.Servermserverl

= Al Node=GXS1S0REV- UPGSSAND

a

Zone2NodelS,Serversserverl

Total &

JDBC Providers

4. Select the Scope from the drop-down list. Scope specifies the level at which the
resource definition is visible.

5. Click New to add new JDBC Provider under the Preferences section. The Create new
JDBC provider window is displayed.
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Create a new JDBC Provider -

Create a new JDEC Provider

=) Step 1: Create new
JDBC provider

Step 2: Enter
database class path
information

Step 3: Summary

[ex] _cancel |

Saet the basic configuration values of a JDEC provider, vhich encapsulates the specific
vendor JOBC driver implementation ciazses that are required to access the database,
The vizard fills in the name and the description fields, but you can type different

values.

Scope

cells:GXS150REV-
Zone2Node03Cellinodes:GXS150REV-
Zone2hodeO5:serversiserverl

* Database type
| Oracle el

+ 1 Provider type g
| Oracle JDBC Driver v

* Implementation type -
{ Connection pocl data source V¥

* Name

[orade JoBC Driver

Description

Oracle JOBC Oriver

Create a new JDBC Provider

6. Enter the following details:

= Database Type - Oracle

= Provider Type- Oracle JDBC Driver

= Implementation Type- Connection pool data source
= Name- The required display name for the resource

= Description - The optional description for the resource

7. Click Next.
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Create a new JDBC Provider -

Create 3 new JDBC Provider

Step 1: Create new Em fdlhll ase dl“ SR o fon |
JOBC provider adac 2o 8 V.D.u'l '“"0 rmatio:

Set the environment variables that represent the JOBC driver class files, which
WebSphere(R) Application Server uses to define your JOBC provider. This wizard page
displays the file names: you supply only the directory locations of the files. Use
complete directory paths vhan you type the JDBC driver file locations. For example:
C:\SQLLIB\java on Windows(R) or /home/db2insti/sqllib/java on Linux(TM]).

Step 2: Enter
database class path
information

Step 3: Summary
If a value is specified for you. you may click Next to accept the value.

Class path:

El
=

Directory location for “ojdbcS jar” which is saved as WebSphere variable
${ORACLE_JDBC_DRIVER_PATH}
[J‘ oracle/ocrajdbe/app/orajdbe/product/11.2.0/client_1/idbe/lib

| Previous | |Next| Cancel |

Enter database class path information

8. Specify the directory location for "ojdbc<version>.jar" file. Ensure that you do not use
the trailing slash file separators.

The Oracle JDBC driver can be downloaded from the following Oracle Download site:
¢+ = Oracle Database 11g Release 2 (11.2.0.4) JDBC Drivers
¢+ = Oracle Database 12c Release 1 (12.1.0.1) JDBC Drivers

Once downloaded, you need to copy the file in the required folder on the server.

NOTE: Refer Appendix O for identifying the correct ojdbc<version>. jar version to be
copied.

9. Click Next. The Summary window is displayed.

Create a new JOBC Provider -

Create 3 new JOEC Provider

Step 1: Create new Sur r’ |
JOBC provider SR
Step 21 Enter : Summty ot acticns) : :
databaze class path Options | values |
information —_— o 1
Scope calls:GXS150REV-Zone2todedSCellinodes: GXS 1 SOREV-
=) Step 3: Summary Zone2NodelS:servers:servert
JDBC provider name | Oracle JDBC Dtiver
Description Cracle JOEC Oriver
Class path | S{ORACLE_JDBC_DRIVER_PATH)/cjdbeck jar
${ORACLE_JOBC_DRIVER_PATH} | /oracle/orajdbe/app/orajdbe/product/11.2.0/client_1/idbe/lib |
| lmplcmcnnt{on class name } ondg.}dbc‘pool.prn deConnaectionPociDatasource

| ﬁre\;nbusil‘\'ﬁnn-{éi‘\-l:\ Ciancq‘:ld.lr

Summary
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10. Verify the details and click Finish to create the JDBC Provider.

11. The options to Save and Review are displayed. Click Save.

8.1.2 Creating Data Source

The steps given below are applicable for both CONFIG and ATOMIC data source creation.

1. Open this URL in the browser window: http://<ipaddress>:<administrative
console port>/ibm/console. (https, if SSL is enabled). The Login window is
displayed.

2. Login with the user ID that has admin rights.

3. Expand the Resources option in the LHS menu and click JDBC - Data sources
option. The Data sources page is displayed.
Data sources iy

Data sources

Use this page toc edit the settings of a datasource that is associated with your selected JOEC provider. The datasource
object supplies your application with connections for accessing the database. Learn more about this task in 3 guided
ackivity. A guided activity provides a list of task steps and more general information about the topic.

B Scope: CellsGXS1S0REV-Zone2Node05Cell. liocde=GXS150REV-Zone2Node05, Serversserverl

Scope specifies the level at vhich the rasource definition iz visible, For detailed
information on what scope is and how it works, z9e the sc00s settings haelo.

NodewGXS1S0REV-Zone2NodelS, Servermserverl ¥

[ Preferences

New| Delate ] Test connaction Manage state..
R
- -
Select Name INDI name Scope § Provider { Description §  Category §

You can administer the following resources:

[:] Default DefaultDatasource | Node=GXS1SOREY- Derby JDBC Dataszource
Catasource ZoneZNode0S Server=serverl | Provider for the
WebSphere
Default
Application
O FIGMASTER Jdbe/FICMASTER Node=GXS150REV- FICMASTER New JOEC
Zone2NodeOS, Servermserverl Datasource
D RORFEW Jdbe/RORFFW Node=GXS1S0REV- RORFFW New JOBC
Zone2Nodel5,.Server=saerverl Datasource
D RORPHC JO/RORPNC Node=GXS1S5OREV- RORPHNC New JCBC
ZoneZNodelS5, Server=serverl Datascurce
O PGSPET JEbc/UPGSPFT Node=GXS1S0REV- UPGSPFT New JOBC
ZoneZNodelS5, Sarvermssarvarl Datasource
D UPGSRO 1dbe/UPGSROR Rode=GXS150REV- UPGSROR New JOBEC
Zone2Node05,Server=serverl Dataszource

Data Sources

4. Select the Scope from the drop down list. Scope specifies the level at which the
resource definition is visible.

5. Click New. The Create a Data Source window is displayed.

Oracle Financial Services Software ORACLE

119



OIDF 8.0.6.0.0 Installation Guide

Create a data source

=) Step 1: Enter basic
data source
information

Step 2: Select JOBC
provider

Step 3¢ Enter
database specific
properties for the
data source

Step 4: Setup
security aliases

Stap 5: Summary

[Nex] | concel |

‘Enter basic data source information

Set the basic configuration values of a datasource for association with your JDBC
provider. A datasource supplies the physical connections between the application
servar and the database.

Requiremaent: Use the Datasources (WebSphare(R) Appli \ Server V&) !
pages if your applications are based on the Enterprise JavaBeans(TM) (EJB) 1.0
specification or the Java(TM) Serviet 2.2 specification.

Scoce

cells: GXS1S0O
Zane2Nodel
Zone2Node(S

Cellinodes:GXS130REV-
frvers:sarverl

+ Data source name
[atomT

# JKDI name
figoe/ DRYMOCK

Create a Data Source

Specify the Data Source name and JNDI name for the new "Data Source".

The JNDI and Data Source name are case sensitive. Ensure that JNDI name is same

as the "Information Domain" name.

7. Click Next. The Select JDBC provider window is displayed.

Create a data source
Step 11 Enter basic

data source
information

Step 2: Select JOBC
provider

Step 31 Enter

database specific
properties for the
data source

Step 4: Satup
security aliases

Step 51 Summary

Spaecify a JDBC provider to support the datasource. If you choosae to create a new
JDEC provider, it will be created at the same scope as the datasource, If you are
selecting an existing JDBC provider, only those providers at the current scope sre
available from thae list,

O Create new JDEC provider
@ Select an existing JDEC provider

{ Qracl;;DVB—C Oriver 1%

| Previoﬂi_\'ﬁeﬂx‘tl‘i Cancel I

Select JDBC Provider

8. Select the option Select an Existing JDBC Provider and select the required JDBC
provider from the drop-down list. Click Next.

Oracle Financial Services Software

ORACLE

120



OIDF 8.0.6.0.0 Installation Guide

Create a data source -

Create a data source
Step 1: Enter basic
data source
Information

Step 2: Select JOBC
provider

Step 3: Enter

database specific
properties for the
data source

Stap 4: Setup
security aliases

Stap 5: Summary

Set these database-specific properties, which are required by the database vendor
JOBC driver to support the connections that sre managed through the datasource.

Name : Value

+ URL

|10.184.108.91:1521:0rcl2 15

+ Data store helper class name

Oraclaiig data stors helper ¥

Usze thiz data source in container managed persistence (CMP)

_ Previous | | Next| | Cancel |

Enter Database Properties

9. Specify the database connection URL.

For Example: jdbc:oracle:thin:@<DB_SEREVER IP>:<DB_SERVER PORT>:<SID>

10. Select Data Store Helper Class Name from the drop-down list and ensure that the
checkbox Use this data source in container managed persistence (CMP) is
selected.

NOTE: For RAC configuration, provide the RAC URL specified during installation.

For Example:

jdbc:oracle:thin:@ (DESCRIPTION=(ADDRESS LIST=(ADDRESS=(PROTOCOL=TCP) (HOST=1
0.11.12.13) (port=1521)) (ADDRESS= (PROTOCOL=TCP) (HOST=10.11.12.14) (PORT=1521)
) (LOAD BALANCE=no) (FAILOVER=yes)) (CONNECT DATA=(SERVICE NAME=pgadb)))

11. Click Next.

Create 3 data source

Stap 1: Enter basic
data source
information

Step 2: Select JDBC
provider

Step 3: Enter
database specific
properties for the
data source

Step 4: Setup
security aliases

Step S: Summary

| Previous I |N—exi| B

Select the suthentication values for this resource.

Component-managed authentication aliss

| (none} v

Mapping-configuration alias

| (none) v
Container-managed authentication alias
| (nene) v

Note: You can create a new J2C authentication alias by accessing one of the following
links. Clicking on a link vill cancel the wizard and your current vizard selections will be
lost.

Cancel |

Setup Security Aliases
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12. Map the J2C authentication alias, if already created. If not, you can create a new J2C
authentication alias by accessing the link given (Global J2C authentication alias) or
you can continue with the data source creation by clicking Next and then Finish.

Create a3 data source

Step 1: Enter basic Summary
data source
information ;
Summary of actions:
Step 2: Select JOBC [Sptions [Aralvas
provider - . — —_—
|:Scope cells:GX5150REV-Zone2Node0S5Cell:nodes:GXS1S0REV-
Stap 3: Enter | Zone2Nodel5:servers:serverl
Sy g |Data source name | AtomT
data source | INDI name jdbc/DRYMOCK
Step 41 Satup | Select an existing |
acotity Glires Joec provicy Oracle JOBC Driver

=) Step 5: Summary | :‘r:\:'l:mcntatlon class oracle.jdbc.pool.OracleConnectionPeoolDataSource
| URL jdbcioracle:thini@10.184.108.91:15210rcl11gr2

| Data store helper class |

R com.ibm.websphere.rsadapter.Oracle10gDataStoreHelper

| Use this data source in|
| container managed | true
| persistence (CMP)

| Component-managed

| authentication alias tnone)
| Mapping-configuration (none)
alias «
| Container-managed
| authentication alias | Apone)
Previous [l Finish il Cancel |
Summary

You can also create and map J2C authentication alias after creating the data source.

13. You must create another Data source by following the above procedure with
jdbc/FICMASTER as JNDI name pointing to the "configuration schema" of
Infrastructure.

8.1.3 Creating J2C Authentication

The steps given below are applicable for creating both config and atomic J2C Authentication.
To create J2C Authentication details:

1. Select the newly created Data Source and click JAAS - J2C authentication data link
under Related Items.
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Data sources > Default Datasource > JAAS - J2C authentication data

Specifies a list of user identities and passwords for Java(TM) 2 connector security to use.

Prafix new alias names with the node name of the cell (for compatibility with earlier relesses)

Apply
@ Preferances
Naw | Delata
QP

Select Aliazs £ User ID & Description £

You can administer the following resources:

D GXS1SOREV- : upgsconf FICMASTER
Zone2NodeDS/FICMASTER

{ ¢ corffw
. rorpnc
[ upgspft | upgspft
| upgsprod ' upgsprod
[ upgsror | upgsror
v upgssand v upgssand
. upgsconf . upgsconf

JAAS - J2C Authentication Data

2. Click New under the Preferences section.

Data sources > Default Datasource > JAAS - 12C authentication data > New

Specifies a list of user identities and passwords for Java(TM) 2 connector security to use.

General Properties

* Alisz

Atm

# User ID
Iupgl73

+ Password
[sesvvss

Description
’Ato-hnc Instance

IApplvl ok| [Reset Cancel

JAAS - J2C Authentication Data - New
3. Enter the Alias, User ID, Password, and Description. Ensure the following:

= User ID is the Oracle user ID created for the respective CONFIG and ATOMIC
Schema for the “Information Domain”.

= Specify the CONFIG database user ID and password information for the
jdbc/FICMASTER data source, and specify the ATOMIC database user ID and
password information for the ATOMIC schema data source that you created earlier.
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4. Click Apply and save the details.

8.1.4 Creating JDBC Connection Pooling

To define the JDBC connection pooling ensure that you have created JDBC Provider and Data
source to access the data from the database.

1. Expand the Resources option in the LHS menu and click JDBC - Data sources
option. The Data sources page is displayed.

2. Click the newly created Data Source $DATA SOURCES and navigate to the path Data
sources>$DATA SOURCES>Connection pools.

Data sources.

Data sources > GAFUSION DATA SOURLE > Connecton pools

Uze thiz page to set properties that impact the timing of connecion management tazks, which can affect
tha parforrmance of your application. Considar tha default values carafully: vour application requirernants
might warrant changing these values,

Configuration

LCeneral Propertbes Additional Properties
Scope A
calls:ipaZedorfodeniCellinades ipaZbdarNadedlrsarverssarverd AL

connaction pogl

* Connection timeout preperiias
(3 saconds Seonnection pocl

Ftorm propart

* Maximum connacions
|100 conmactiont

* Minirmurm connactions

ilU connactions
WReaptims

|iso seconds

* Unuzed timeout
|i800 seconds

* Aged tirmeout
1o saconds

Purgae policy §
EntiraPool w |

Apply | [oK| | Reset | | Cancel |

Connection Pools

3. Set the values for Connection timeout to 0 seconds, Maximum connections to 100
connections, and Minimum connections to 10 connections as shown in the above
figure. You can also define Reap Time, Unused Timeout, and Aged Timeout as
required.
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8.2 Configuring Resource Reference in WebLogic Application Server

This section is applicable only when the Web Application Server is WebLogic.

¢

¢

¢

¢

¢

Creating Data Source

Creating GridLink Data Source

Configuring Multi Data Sources

Advanced Settings for Data Source

Creating JDBC Connection Pooling

In WebLogic, you can create "Data Source" in the following ways:

¢

For a Non RAC Database instance, Generic Data Source has to be created. See
Creating Data Source.

For a RAC Database instance, GridLink Data Source has to be created. See Creating
GridLink Data Source.

When Load Balancing/Fail over is required, Multi Data Source has to be created. See
Configuring Multi Data Sources.

8.2.1 Creating Data Source

The steps given below are applicable for both config and atomic data source creation.

1. Open WebLogic Admin Console in the browser window:
http://<ipaddress>:<administrative console port>/console. (https, if SSL is
enabled). The Welcome window is displayed.

2. Login with the Administrator Username and Password.
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ORACLE
WebLogic Server® 11g

Administration Console

LOg 1 10 work with e Weblogic Server doman

Username:
Password:

Welcome

3. From the LHS menu (Domain Structure), click Services - Data Sources. The
Summary of JDBC Data Sources window is displayed.

ORACLE Weblogic Server® Aswmntration Consede

Change Conter @ rome 1030t Proterscces (3 Record ek | Y Welcome, manager | Coroacted to; Mocksel
i S s Vumanory of JOBC Dol s Somint
Funse y of J00C
unges wil somatcaly be sctivated 36 you
wodfy, o or delets tems 1 thes doman.
£ X0C dw. ok of OO corrmctionn. Agplkatiirs can kook 4G 8 st source on e 301 tree and than
Domain Structure. Barrow & databaes cornmcton frim & d%a sarce.
Mocssel - ™ the T0¢ e
W Crrorene e
Tagloyarts
F=-Sarvices ¥ Customize this table
¥ Messagrg
=xec
Data Sources
2 Oate Sources Sowgitolol ] Frevews | et
Dot Sonrce Factores Proea— ST :
!
Perasters Soeet 1‘,"'_ Ot Hame h-""
Foregn DL Arovdens | e Adererver |
Work Cantats 1
N Segrres Showng 1to 1901 Freveus | Nedt
208 frtte Cochen, x
Mow do L.

» Croste XOC doty snsom
» Cedeto 0OC data sosrces

Systens Status

Hoath of Runring Servers

I Faled (0)

| Crecs (0)

| Overloaded ()
[ Warreq (0)

Summary of JDBC Data Sources

4. Click New and select Generic Data Source option. The Create a New JDBC Data
Source window is displayed.

You can also select GridLink Data Source or Multi Data Source while creating a Data

Source. For more information, see Creating Data Source or Configuring Multi Data
Sources.
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Create a Mew JDBC Data Source
tet Canced

JDEC Data Source Properthes

The: following properties wil be used o identify your new JOBC cata source.

What would you Mo toname your new J0BC dats source?
4 * Mame: ATOMSTSOL

what JN0E name would you e 50 asegn o your new J0BC Data Source?

5] IND Marmes

Jdbo/ATOHSTSOL

what database type would vou lice to salect?
Database Type: Orscle -

hiest. Canced

Create a New JDBC Data Source

5. Enter JDBC data source Name, JNDI Name, and select the Database Type from the
drop-down list. Click Next.

Ensure the following:
¢ The JNDI Name field should be in the format “jdbc/informationdomain™

¢ Same steps needs to be followed to create a mandatory data source pointing to
the "configuration schema" of infrastructure with jdbc/FICMASTER as JNDI
name.

¢+ JINDI Name is the same as mentioned in web.xml file of OFSAAI Application.

¢+ Required "Database Type" and "Database Driver" should be selected.

Create a New JDEC Data Source

Back  Next Canceal

JOBC Data Source Propertics
The following properties will be used 1o identify your new JOEC data sowrce,

Database Type: Orade
What database driver would you like to use to create database connections? Note: * indicates that the driver is expla®y supported by Orade Weblogic Server,
Database Driver:

"Oracle’s Daver (Thin XA) for Instance connections, Versions 9.0.1 and later v

Back  Next Cancel

JDBC Data Source Properties

6. Select the Database Driver from the drop-down list. You need to select the Database
Driver depending on database setup, that is, with or without RAC. Click Next.
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Create a Hew JDBC Data Source
Back || Neat Cancel

Transaction Options

Tou have Seleched non-YXA JDBC driver 1o create database conrechion in your neyw dath soune,
Does ths data source support gicbal ransactons? IF yes, please choose the ransacton prolocol for this data source.
[#] Supports Global Transactions

Select thee ootion of you want to enable fen-XA JDBC connecton from the data source fo parbodate n global Tansactons Lang the Lopang Lasl Resaunce (LLR) rinsacton colimzaton,
Recommended in place of Emulate Two-Phase Commit.

O Logging Last Resource

Select this oolion if you want to enable non-XA JOBC connectiorss from fhe daka sowroe fo emulate particoation in giobal ransactons usng JTA, Seiedt ts cotion only of your applcation can
Towlr AR MBS DONQINONE

O Emulate Two-Phase Commit

Selact this cotion & you want i snable non-XA JOBC connecbioces from the dats sourcs o parbapats n gobal transactions LNy e one-phids Commit MANAACHON DRossssng, Wish this calen, no
other resourtes can particpabe in the giobal transaction.

& One-Phase Commit

Back | | Next | Cancel
|

Transaction Options
7. Select the Supports Global Transactions checkbox and the One-Phase Commit option.

8. Click Next. The Connection Properties window is displayed.

Create a liew JDBC Data Source
Back | Next | Cancel
Connection Properties
Define Connecton Propertes.
What s the name of the database you woid ke to connect to?
Database Name: fsgby
Vihat s the name o IP address of the datadase server?
Host Hame: 10.184 74 80
VWhat s the port on the Catabase server Lsed to connect to the database?
Port: 1521
What database account user name do you want 16 use to create databsse comnectons?

Database User Name: ssatom

What s the database a2Count Dassord 10 Use 10 Create Catabase CoNnectons?

Password: eessee
Confirm Password: PP
Sack | Next | Cancai

Connection Properties

9. Enter the required details such as the Database Name, Host Name, Port, Oracle
User Name, and Password.

10. Click Next. The Test Database Connection window is displayed.
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Create a New JDBC Data Source
Tast Configuration Back | lewst Finish Cantal

Test Database Connection

‘et the detsbase svalability and the connection properties you provided

ihat i the i package name of IDBC drver clags Lsed to create datsbass cannectons in e sornection pasl?

DBriver Class lame: aracle jdbe OracleDrmer
What 5 the URL of the database to connect 07 The format of fhe LRL varies by J0BC driver.

Ut |dbe aracle thin @10 184,

Database User Name: ssatom

What s the catabase account passiord 1o Use 1o oreate database cormectons?

Password: sassRdERRRRRRR R

Confirm Password: LT LT T

Vihat are the properbes to pacs o the IDBC driver whien rastng datshase conmections?

Properties:

useIwszatom

The set of driver propertes whose values e derived atnuntime from the nemed system property

System Properties:

Vihat tabie name or SQL statement would you e touse to test database connections?

Test Table Hame:

5QL SEILECT

Test Configuration Back || Nexd | Finish | | Cance

Test Database Connection
11. Verify the details and click Test Configuration and test the configuration settings.
A confirmation message is displayed stating "Connection test succeeded."

12. Click Finish. The created "Data Source" is displayed in the list of Data Sources.

NOTE: "UserID"is the Oracle user ID that is created for the respective CONFIG and ATOMIC
schema of the respective "Information Domain".

"User ID" to be specified for data source with "FICMASTER" as "INDI" name should be
the Oracle user ID created for the CONFIG schema.

13. Select the new Data Source and click the Targets tab.
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Create a New JDBC Data Source

Sack

Finsh Cance!
Select Targets
(OU CAN SEiaCt One Or mire targats to Ceploy your new JOBC cata source, If you et the be created but not depioyed. You need 10 deploy the dats source
8t 3 later tme.
Servers

¥ AdminServer

Select Targets

14. Select the AdminServer option and click Finish.

8.2.2 Creating GridLink Data Source

If you have selected the option, New -> GridLink Data Source while creating the "Data Source",
you can directly specify the JDBC URL as indicated.

Create a New JOEC GridLink Data Source

Newt Cancal

J0BC GridUink Data Source Properties

The folowing propertes wil be used to dentfy

ne ac cat e
ame ce?
5 * name:
DI name e 10 255 %L
] MO Name:
Jdbe/xyy
hot catadase type would you

ke to select?

Database Type:

Create a New JDBC GridLink Data Source
1. Enter Data Source Name, and JNDI Name.

Ensure that the "JNDI Name" field is specified in the format "jdbc/infodomname" and
the XA Driver checkbox is not selected. Click Next.
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Create a New J08C GridLink Data Source

Back | et Cancai

Connection Propertics

an Propertes.

Define Connect

Enber Complete JOBC URL for Gridunk database.

Complete JDBC URL:

What database scoount user name oo you wank to use tooe

Database User Name:

at = the database sccount passwond Bo use to create databace connectons?

Passvword:
Confiem Passwornd:

Back | lesxt Carcel

JDBC GridLinkData Source- Connection Properties

Specify Complete JDBC URL, Database User Name, and Password. Click Finish.
The created "Data Source" is displayed in the list of Data Sources.

8.2.3 Configuring Multi Data Sources

A JDBC multi data source is an abstraction around a group of data sources that provides load
balancing and failover between data sources. As with data sources, multi data sources are also
bound to the JNDI tree. Applications can look up a multi data source on the JNDI tree and then
reserve a database connection from a data source. The multi data source determines from which
data source to provide the connection.

When the database used is Oracle RAC (Real Application Clusters) which allows Oracle
Database to run across a set of clustered servers, then group of data sources can be created for
instances running on a set of clustered servers and a JDBC multi data source can be created so
that applications can look up a multi data source on the JNDI tree to reserve database
connection. If a clustered server fails, Oracle continues running on the remaining servers.

1.

Open WebLogic Admin Console in the browser window:
http://<ipaddress>:<administrative console port>/console. (https, if
SSL is enabled). The Login window is displayed.

Login with the "User ID" that has admin rights.

In the LHS menu (Domain Structure), select Services - JDBC - Multi Data
Sources. The Summary of JDBC Multi Data Sources window is displayed.
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Summary of J0BC Multi Data Sources

Use this page &

¥ Customize this table

HMulti Data Sources(Filtered - More Columns Exist)

i Showing 110 20f 2 Previous | Ne
[ | wame & Targets

ol Admngerves

D RORDS dmnServer

- s g ito 20 Previous | Ne:

Summary of JDBC Multi Data Sources

4. Click New. The New JDBC Multi Data Source screen is displayed.

NOTE: Ensure that the Data Sources which needs to be added to new JDBC Multi Data
Source has been created.

Create a New J08C Multi Data Source
Hst oy B

Configure the FMulti Data Source

The folonang propartes wil be Liad to identify your nei J0BC mit A8t souros

Vitat wouid you e b nerme your R J0S

of] Hame: JOBC Muhi Data Source-0
WAt INDI Aame veouid you e i ASsgn B your Aew JDBC Uit datS Souroe?
45| W01 Hame:

jdbe/infodomname

What sigorithen type for this JDBC Muls Dats Source veould you los to select?
47| Algoritha Type: Load-Balancing ~

Haxd CATCH

Configure the Multi Data Source

5. Enter the JDBC Source Name, JNDI name, and select the Algorithm Type from the
drop-down list. Click Next.

NOTE: The JNDI Name has to be specified in the format jdbc/infodomname.
JNDI Name of the Data Sources that will be added to new JDBC Multi data source
should be different from the JNDI name specified during Multi Data Source.
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Same steps needs to be followed to create a mandatory data source pointing to the
"configuration schema" of infrastructure with jdbc/FICMASTER as JNDI name for Data
Source.

JNDI Name provided in multi data source should be the same name that will be
mentioned in the web.xml file of OFSAAI Application.

You can select the Algorithm Type as Load-Balancing.

Create a few JDBC Multi Data Source

Bact | Mext Cancsl

Select Targets

¥iou a1 SefeCh O OF MOTE TATGRTS B ceDiay your N JDSC Mult Data Source,
Servers

[ Adminserver

Back || hsad Cancel

Select Targets

6. Select the AdminServer check box and click Next.

Create a New JDBC Multi Data Source
Sack  Mext Cance

Select Data Source Type

ease select type (XA or Non-XA) of data source you would i to add to your new JOSC MUt Data Source

XA Driver

(&) Non-XA Driver

Sack  hext Cancel

Select Data Source Type

7. Select the type of data source which will be added to new JDBC Multi Data Source.
Click Next.

Create a New JDSC Multi Data Source

Sack Finan | Caacel

Add Data Sources

Data Sources:
Available h
2> i -
\‘ v
l
Add Data Sources
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8. Map the required Data Source from the Available Data Sources. Click Finish.

The New JDBC Multi Data Source is created with added data sources.

8.2.4 Advanced Settings for Data Source

1. Click the new Data Source from the Summary of JDBC Data Sources window. The
Settings for <Data Source Name> window is displayed.

2. Select the Connection Pooling tab given under Configuration.

3. Go to the Advanced option at the bottom of the page, and check the Test Connection
of Reserve checkbox (enables WebLogic Server to test a connection before giving it to
a client).

4. To verify if the data source is valid, select "Data Source name". For example,
FICMASTER.

Settings for FICHASTER
Configuration  Targeis | Monitoring | Conirol | Security || Motes

Stabstics  Testing
Uisa this page to test datsbase connections in this JDBC data source.

F Customize this table

Test Data Source (Filtered - More Columns Exist)

Server State

Settings for <Data Source Name>
5. Select the server and click Test Data Source.
6. A message is displayed indicating that the test was successful.
7. Once the "Data Source" is created successfully, the following messages are displayed:
¢+ All changes have been activated. No restart is necessary.
¢ Settings updated successfully.

If not, follow the steps given above to recreate the data source.
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8.2.5 Creating JDBC Connection Pooling

To define the JDBC connection pooling, ensure that you have created JDBC Provider and Data
source to access the data from the database.

1. Click the newly created Data Source $DATA SOURCE$ and navigate to the path
Oracle Home => Summary of Services: JDBC = Summary of JDBC Data
Sources = JDBC Data Source-<INFODDOM NAME>

2. Setthe values for Initial Capacity to 10, Maximum Capacity to 100, Capacity Increment
by 1, Statement Cache Type to LRU, and Statement Cache Size to 10.

3. Click Save.

8.3 Configuring Resource Reference in Tomcat Application Server

This section is applicable only when the Web Application Server is Tomcat.
This section includes the following topics:

¢ Creating Data Source

¢ Creating JDBC Connection Pooling

¢ Configuring Class Loader for Apache Tomcat

Copy the Oracle JDBC driver file, ojdbc<version>.jar from <Oracle Home>/jdbc/lib
and place it in <Tomcat Home>/1lib.

NOTE: Refer Appendix O for identifying the correct ojdbc<version>. jar version to be
copied.

8.3.1 Creating Data Source

To create "data source" for OFSAA application, navigate to <Tomcat Home>/conf and edit the
following block of text by replacing the actual values in server.xml.

NOTE: The User-IDs for configuration/ atomic schemas have the prefix of setupinfo depending
on the value set for PREFIX SCHEMA NAME in <<APP Pack>> SCHEMA IN.XML file
of Schema Creator Utility.

For example: if the value set for PREFIX SCHEMA NAME is DEV and the schema
name was mentioned as ofsaaconf, then the actual schema created in the database
would be DEV_ofsaaconf.

<Context path ="/<context name>" docBase="<Tomcat Installation
Directory>/webapps/<context name>" debug="0" reloadable="true"
crossContext="true">

<Resource auth="Container"

name="jdbc/FICMASTER"
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type="javax.sql.DataSource"

driverClassName="oracle.jdbc.driver.OracleDriver"

username="<user id for the configuration schema>"

password="<password for the above user id>"

url="jdbc:oracle:thin:@<DB engine IP address>:<DB Port>:<SID>"

maxActive="100"

maxIdle="30"

maxWait="10000"/>

<Resource auth="Container"

name="7jdbc/< INFORMATION DOMAIN NAME >"
type="javax.sql.DataSource"

driverClassName="oracle.jdbc.driver.OracleDriver"

username="<user id for the atomic schema>"

password="<password for the above user id>"

url="jdbc:oracle:thin:@<DB engine IP address>:<DB Port>:<SID>"

maxActive="100"

maxIdle="30"

maxWait="10000"/>

</Context>

NOTE: The <Resource> tag must be repeated for each Information Domain created.
After the above configuration, the "WAR" file has to be created and deployed in
Tomcat.

8.3.2 Creating JDBC Connection Pooling

To define the JDBC connection pooling, do the following:

1. Copy $SORACLE HOME/jdbc/lib/ojdbc<version>.jar to the path
STOMCAT DIRECTORY/1ib/.

NOTE: Refer Appendix O for identifying the correct ojdbc<version>. jar version to be
copied.

2. Editthe server.xml present under the path $TOMCAT DIRECTORY/conf/ with the below
changes, which is required for connection pooling.

<Context path="/ SCONTEXTNAMES" docBase=" $APP7DEPLOYED7PATH$ "
debug="0" reloadable="true" crossContext="true">

<Resource auth="Container"

name="jdbc/ $INFODOM NAMES"
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type="javax.sql.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username=" $ATOMICSCHEMA USERNAMES"
password="$ATOMICSCHEMA PASSWORDS"
url="$JDBC_CONNECTION URL"

maxActive="100"

maxIdle="30"

maxWait="10000"

removeAbandoned="true" removeAbandonedTimeout="60"
logAbandoned="true"/>

</Context>
Note the following:

$APP DEPLOYED PATHS should be replaced by OFSAAI application deployed
path.$INFODOM NAMES should be replaced by Information Domain Name.

$ATOMICSCHEMA USERNAMES should be replaced by Atomic schema database user name.
$ATOMICSCHEMA PASSWORDS should be replaced by Atomic schema database password.

$JDBC_CONNECTION URL should be replaced by JDBC connection string
jdbc:Oracle:thin:<IP>:<PORT>:<SID>.
For example: jdbc:oracle:thin 10.80.50.53:1521:s0luint

The User-IDs for configuration/ atomic schemas have the prefix of setupinfo depending on
the value set for PREFIX_SCHEMA_NAME in <<APP Pack>>_SCHEMA_IN.XML file of
Schema Creator Utility.

For example: if the value set for PREFIX_SCHEMA_NAME is DEV and the schema name
was mentioned as ofsaaconf, then the actual schema created in the database would be

DEV_ofsaaconf.

In the event, Oracle Wallet is configured in OFSAA server to store the database passwords, edit
the server.xml present under the path $TOMCAT DIRECTORY/conf/ with the following
changes, which is required for connection pooling.

<Context path="/ SCONTEXTNAMES" docBase=" $APP DEPLOYED PATHS$ " debug="0"
reloadable="true" crossContext="true">

<Resource auth="Container" name="jdbc/ SINFODOM NAMES"
type="javax.sql.DataSource"

driverClassName="oracle.jdbc.driver.OracleDriver" url="$JDBC_ CONNECTION URL"
maxTotal="100" maxIdle="30" maxWaitMillis="10000"

removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"/>
</Context>
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Note the following:

$APP DEPLOYED PATH$ should be replaced by OFSAAI application deployed path.
$INFODOM NAMES should be replaced by Infodom Name.

SATOMICSCHEMA USERNAMES should be replaced by Atomic schema database user
name.

SATOMICSCHEMA PASSWORDS should be replaced by Atomic schema database
password.

$JDBC_CONNECTION URL should be replaced by JDBC connection string
jdbc:0Oracle:thin:/@<TNS STRING>. For example,
jdbc:oracle:thin:/@CONFIG

Note: If you use Oracle Wallet for database password configuration, see Creation of
Oracle Wallet on OFSAA Server.

The User-IDs for configuration/ atomic schemas have the prefix of setupinfo
depending on the value set for PREFIX SCHEMA NAME in
<<APP Pack>> SCHEMA IN.XML file of Schema Creator Utility.

For example: if the value set for PREFIX SCHEMA NAME is DEV and the schema
name was mentioned as ofsaaconf, then the actual schema created in the
database would be DEV_ofsaaconf.

8.3.3 Configuring Class Loader for Apache Tomcat

1. Editthe server.xml available in $TOMCAT HOME/conf/ folder.

2. Add tag <Loader delegate="true" /> within the <Context> tag, above the
<Resource> tag. This is applicable only when the web application server is Apache

Tomcat 8.

NOTE: This configuration is required if Apache Tomcat version is 8.
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9 Appendix C: Creating and Deploying EAR/ WAR File

This appendix includes the following topics:

¢ Creating EAR/WAR File

¢+ Deploying EAR/WAR File

9.1 Creating EAR/WAR File

To create EAR/WAR File, follow these steps:
1. Navigate to the SFIC_WEB HOME directory on the OFSAA Installed server.

2. Execute./ant.sh command to trigger the creation of EAR/ WAR file.

3.  On completion of the EAR files creation, the "BUILD SUCCESSFUL" and "Time taken"
message is displayed and you will be returned to the prompt.

4. The EAR/ WAR file - <contextname>.ear/.war - is created.

NOTE: The <contextname> is the name given during installation.
This process overwrites any existing version of EAR file that exists in the path.
In case of OFSAA configured on Tomcat installation, <contextname>.war will be
created.

9.2 Deploying EAR/WAR File

This section includes the following topics:
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¢ Deploying WebSphere EAR/WAR Files

¢+ Deploying WebLogic EAR/WAR Files

¢ Deploying Tomcat WAR Files

NOTE: Ensure to clear the application cache prior to the deployment of Application Pack Web
Archive. This is applicable to all Web Servers (WebSphere, WebLogic, and Tomcat).
For more information, refer Clearing Application Cache section.

9.2.1 Deploying EAR/WAR Files on WebSphere

To deploy WebSphere EAR/WAR File, follow these steps:

1. Start WebSphere Profile by navigating to the path
/<Websphere Installation Directory>/IBM/WebSphere/AppServer/prof
iles/<Profile Name>/bin/ and execute the command:

./startServer.sh serverl

2. Open the following URL in the browser: http://<ipaddress>:<Administrative
Console Port>/ibm/console. (https, if SSL is enabled). The login screen is displayed.

WebSphere. E T

| WebSphere Integrated
Solutions Console

( | User ID
3 admin

0 — Password

¢ sanssl
- |

Licensed Materials - Property of IBM (c) Copyright IBM Corp. 1997, 2011 All Rights Reserved.
IBM, the I1BM logo, ibm.com and WebSphere are trademarks or registered trademarks of
International Business Machines Corp., registered in many jurisdictions worldwide. Other
product and service names might be trademarks of IBM or other companies. A current list of
IBM trademarks is available on the Web at Copyright and trademark information.

Login Window
3. Enter the user credentials with admin privileges and click Log In.

4. From the LHS menu, select Applications and click New Application. The New
Application window is displayed.
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New Application

New Application

This page provides links to create new applications of different types.
Install a New Application

New Enterprise Application

gj New Business Level Application

Zd
- New Asset

New Application

5. Click New Enterprise Application. The Preparing for the application installation
window is displayed.

Preparing for the application installation =

Specify the EAR, WAR, JAR, or SAR module to upload and install.

Path to the new application

Local file system

l \I Srowse

© Remote file system

Full path
I/scratch/oracIerasSSS/proﬁles/TESTSOAAI/AAIS@| Browse... |

_Next| Cancel |

Preparing for the Application Installation

6. Select Remote File System and click Browse. Select the EAR file generated for
OFSAA to upload and install. Click Next.

Preparing for the application installation

How do you want to install the application?

@ Fast Path - Prompt only when additional information is required.

") Detailed - Show zll installation options and parameters.

# Choose to generate default bindings and mappings

| Previous I[Nextl} Cancel I

Installation Options
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7. Select the Fast Path option and click Next. The Install New Application window is
displayed.
Install New Application ?

Specify options for installi i lications and modul

> Step 1: Select
installation options

Specify the various options that are available for your application.
Step2 Map
modules to servers Precompile JavaServer Pages files

Step 3 Summary Directory to install application

Distribute application
Use Binary Configuration
Deploy enterprise beans

Application name

Create MBeans for resources

Override class reloading settings for Web and EJB modules

Reload interval in seconds

Deploy Web services

Validate Input off/warn/fail
warn v

Process embedded configuration

File Permission

Allow all files to be read but not written to
Allow executables to execute
Allow HTML and image files to be read by everyone

[*\.dll=755=.%\50=755=.%\.a=755=%\:5|=755

Application Build ID
Unknown

Allow dispatching includes to remote resources

Allow servicing includes from remote resources

level application name
Create New BLA ¥

Asynchronous Request Dispatch Type
Disabled v

Allow EJB reference targets to resolve automatically

Deploy client modules
Isolated ad

Validate schema

Install New Application

8. Enter the required information and click Next. The Map Modules to Servers window is
displayed.
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Install New Application ? -

Specify options for installing enterprise applications and modules.

Step 1 Select Map modules to servers
installation options B
Specify targets such as application servers or clusters of application servers where you want to install the modules that are
=3 Step 2: Map modules ined in your lication. Modules can be i lled on the same application server or dispersed among several application
to servers servers, Also, specify the Web servers as targets that serve as routers for requests to this application. The plug-in

configuration file (plugin-cfg.xml) for each Web server is generated, based on the applications that are routed through.

Step 3 Summary

Clusters and servers:
| WebSphera:cell=ofss2311701Node02Cell,node=0fss2311701Node02,server=serverl | Apply

=ills)

Select| Module URI Server
OFSAAL | 1 1 180.war WEB- WebSphere:cell=ofss23117 01Node02Cell,node=0fss23117 01Node02,server=serverl
web et
Application INF/web.xml|

i Previous |>I:J‘e‘x~t” Cancel I

Map Modules to Servers

9. Select the Web Application and click Next. The Map Resource References to
Resources window is displayed.

Specify options for i lling enterprise i and modul
Step 1 Select Map ref es to
installation options
Step2 Map Each resource reference that is defined in your application must be mapped to a resource.
modules to servers
javax.sql.DataSource
Step 3:  map resource Set Multiple INDI Names ~ ] Modify Resource Authentication Method... | Extended Properties...
references to resource
Step 4: Map virtual
hosts to Web modules &2 0 ‘
Step 5: Summary Select| Module | Bean| URI | | Terget INDI Name | Login configuration |
Resource
— T [)dbc/OFSALMINFO Container
Application INF/web.xml J0bc/OFSALIINGG Browse... Authentication
method:
None
Resource
[idbe/FicmasTeR Container
] | OFSAAI Web AAIBO.war,WEB-
=) | Application INF/web.xmi Jdbe/FICHASTER: [ Browse... | Authentication
method:
None
Resource
authorization:
}dbc/OFSCAPADQINFO Container
OFSAAI Web AAIS0.war,WEB- ;
i ! jdbc/OFSCAPADQINFO S
Application INF/web.xml [erowse... | Authentication
ma g
None
| Previous | | Finish | Cancel |

Map Resource References to Resources
10. Map each resource defined in the application to a resource JNDI name defined earlier.

11. Click Modify Resource Authentication Method and specify the authentication
method created earlier.

You can specify "config" for FICMASTER resource or "atomic" for atomic resource as
the authentication method.

12. Select the OFSAAI Web Application check box and click Next. The Map Virtual hosts
for Web Modules window is displayed.
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Install New Application ?

Specify options for installing enterprize applications and modules.

Step 1 Select

installation options

Specify the virtual host where you want to install the Web modules that are contained
Step 2 Map in your application. You can install Web modules on the same virtuzal host or disperse
modules to servers them among several hosts.
Step 3 Map Apply Multiple Mappings
resource references

-
to resources &‘ !h

Step 4: Map virtual Select Web module Virtual host
hosts for Web

modules [¥] | OFsAAl web Application default_host |V

Step S Summary

Map Virtual Host for Web Modules

13. Select the Web Application check box and click Next. The Summary page is
displayed.
Specify options for installing enterprise applications and modules.
Step 1 Salect

installation options
Summary of installation options

Step 2 Map
modules to servers Options Values
Precompile JavaServer Pages fles No
Step 3 Map
reS0UIoR rafererces Diractory to install application
to resources Distribute application Yes
Step 4 Map virtual Use Rinary Configuration No
hosts for Web Deploy enterprise beans Yes
modules
Application name AAISO
Step 5: Summary Create MBeans for resources Yes
Ovarride class reloading settings for Wed and EJB N
modules

Reload intarval in saconds

Deploy Web services No
Validate Input off/warm/fail warn
bedded fig No
File Permi: *\.dll=755=,*\.s0=755=.*\.a=755#,%\.5|=755
Application Build ID Unknown
Allow dispatching includes to te resources No
Allow servicing includes from remote resources No

Business level application name

Asynchronous Request Dispatch Type Disabled
Allow EJB gets to resol tically No
Daploay clisnr modulas No
Client deployment mode Isolated
Validate schema No
Cell/Node/Server ick h

Summary

14. Click Finish and deploy the Infrastructure Application on WebSphere.
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15. On successful installation, a message is displayed. Click Save and save the master file
configuration. The details are displayed in the Master File Configuration window.

To start the application

1. Expand Applications - Application Type > WebSphere Enterprise Applications.
The Enterprise Applications window is displayed.

Enterprise Applications
Use this page to manage installed applications. & single application can be deployed onto multiple servers.

# Preferences

Startl Stop | Install Uninstall Update Rollout Update Remove File I Export| Export DDL Export File
B [ [+
=) w4
Select| Name & Application Status (_

You can administer the following rescurces:
AAISO

[ Defaultapplication

ivtApp

AR

gquery

Total 4

Enterprise Applications

2. Select the installed application and click Start.

NOTE: <profile name> is the profile name given while creating the WebSphere profile.
<cell name> is the cell name given during profile creation
<contextname> is the context name given during installation.

9.2.2 Deploying EAR / WAR File on WebLogic

Following are the steps for deploying Infrastructure application that would be created during
installation:

1. Navigate to the path <WebLogic Installation
directory>/user projects/domains/<domain name>/bin inthe machine in
which WebLogic is installed.

2. Start WebLogic by executing the command:
./startWebLogic.sh -d64 file

3. Open the URL in the browser window: http://<ipaddress>:<admin server
port>/console. (https, if SSL is enabled). The Sign in window of the WebLogic
Server Administration Console is displayed.

NOTE: Ensure that you have started Infrastructure Server by executing
“./reveleusstartup.sh" as mentioned in Start Infrastructure section
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4. Log on to the WebLogic Server by entering the user credentials having privileges to
deploy the EAR file.

5. From the Domain Structure LHS menu, click Deployments. The Summary of
Deployments window is displayed.

ORACLE WebLogic Server® Administration Console ‘
Change Center @ Home Log Out Preferences @ Record Help | ,,Q‘, Welcome, upg7273 | Connected to:
View changes and restarts | upg7273

Home >Summary of Deployments

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain. Someary ol Deplovments

Control  Monitoring
Domain Structure

upg7273

-Environment This page displays a kst of Java EE appications and stand-alone application modules that have been instalied to this
Deployments domain. Installed applications and modules can be started, stopped, updated (redeployed), or deleted from the domain by

B}-Services first selecting the application name and using the controls on this page.

Seauxity Realms
Interoperability
Diagnostics

To nstall a new application or module for deployment to targets in this domain, dlick the Instal button.

+

+

¥ Customize this table
Deployments
lnstal Showing 1to 1of 1 Previous | Next
] | name & State | Health | Type g’edp:vment
®
Howdal. | O | ® MRupe7273 Active | @ 0K f;;‘:;: 100

System Status . J nstal I

Showing 1to 1of 1 Previous | Next

Summary of Deployments
6. Click Install. The Install Application Assistant window is displayed.

7. Select the Exploded EAR directory after browsing to the directory where it is saved and
click Next.

9.2.2.1 Exploding EAR
To explode EAR, follow the below steps:

1. Create the "applications" folder under domain name. For example,

/Bea/user projects/domains/ <Domain name>/applications
2. Create <context name>.ear folder under "applications" folder.

3. Copythe <$FIC WEB HOME/<context name>.ear file to

<WEBLOGIC INSTALL DIR>/Bea/user projects/domains/<DOMAIN NAME>/a
pplications/<context name>.ear.

4. Explode the <context name>.ear file by executing the command:
jar -xvf <context name>.ear

5. Delete the <context>.ear and < context >.war files (recently created)
<WEBLOGIC INSTALL DIR>/Bea/user projects/domains/<DOMAIN
NAME>/applications/<context name>.ear.
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6. Create a directory <context name>.war under <WEBLOGIC INSTALL

DIR>/Bea/user projects/domains/<DOMAIN NAME>/applications/<conte

Xt name>.ear

7. Copy <$FIC_WEB HOME/<context name>.war fileto <WEBLOGIC INSTALL
DIR>/Bea/user projects/domains/<DOMAIN NAME>/applications/<conte

xt name>.ear/<context name>.war.

8. Explode the <context name>.war file by executing the following command to get
the directory structure:

jar -xvf <context name>.war
9.2.2.2 Installing Application
To install Application:

1. Open the Install Application Assistant.

Install Application Assistant
Next | cancel
Locate deployment to install and prepare for deployment

represents the applcation root directory, archive file, exploded archive drectory, or appication module descriptor that you want to nstal, You can also enter the path of
y or file in the Path field,

Select the fie path
the application drec

Note: Only vaid file paths are displayed below, I you cannot find your deployment fies, upload your file(s) and/or confirm that your application containg the requred deployment descriptors,

Path: /oradata2/vd1035/Oracle/Middleware/user_projects/domains/upg7273/apphications
Recently Used Paths:

race Mddiewarefuser_projects/domains upg7273/apphcations

Orade / Middieware / user_projects / domans [ upg7273 / appications

Current Location: i 134.147 [ oradata2 [ w1035

O L upg7273.ear (open drec

Next | Cancel

Install Application Assistant

2. Click Next.

Install Application Assistant
Back | | Next Cancel

Choose targeting style

Targets are the servers, dusters, and virtual hosts on which this degloyment will run. There are several ways you can target an appication.
(5 Install this deployment as an application
The sppiication and its components will be targeted to the same locations. This & the most common usage,
() Install this deployment as a library
Appiication libraries are deployments that are avadable for other deployments to share, Libraries should be available on a of the targets running ther referencng applications

Back | | Next Cancel

Install Application Assistant

3. From the Choose targeting style section, select the Install this deployment as an
application option and click Next. The Optional Settings window is displayed.
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Install Apphcation Assistant
Back | | Wext | | Finish I Cancel

Optional Settings
fou can modfy these settings or accept the defaults
General

vihat do you want to name this deployment?
Hame: upg7273

Security

Vihat secunty mode! go you want to use wath this apphcaton?

(%) DO Only: Use only roles and policies that are defined in the deployment descriptors.

) Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the deployment
descriptor.

) Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.

) Advanced: Use a custom model that you have configured on the realm's configuration page.

Source accessibility

How should the sourcs fles be made accessble?
() Use the defaults defined by the deployment's targets

Recommended seledton,
() Copy this application onto every target for me

During depioyment, the fies wil be copied automatically to the managed servers to which the application « targated,
) 1will make the deployment accessible from the following location

Location: foradata2iwl 1035/ OracleMiddleware/user_projectsidomail

Frovide the location from where all targets will access this applicaton's fles. This is often a shared directory. You must ensure the appication files exost n thes locabon and that each target can
reach the location,

Back | | teot | | Fnist | || Cances

Optional Settings
4. Enter a Name for the deployment if required.

5. Under the Security section, select the DD only option to specify that only roles and
policies that are defined in the deployment descriptors should be used.

6. Select the “l will make the deployment available from the following location® option
under the Source accessibility section.

7. Click Next to continue.
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The Deployment Summary window is displayed.

Install Application Assistant
Back | Fnish | || Cancel

Rewview your choices and click Finish
{Ciick Finish to complete the deployment, This may take a few moments to complete,
Additional configuration

In order to work successfully, this application may require additional configuration, Do you want to review this appbcaton's configuration after completing this assistant?
@ Yes, take me to the deployment's configuration screen.

() Mo, I will review the configuration later.

Summary
Deployment: foradata2fvd 1035/ Oracle Mddleware fuser_prajects/domains fupg 7273 /applications fupg 7273 .ear
Hame: upg72733
Staging mode: Use the defaults defined by the chosen targets
Security Model: DOOnly: Use only roles and polices that are defined in the deployment descriptors,
Target Summary
Components < Targets
upgT273.ear AdminServer

Back Finish Cancel

Deployment Summary

8. Select the Yes, take me to the deployment's configuration screen option and click
Finish.
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10.
11.

The Settings for <Deployment Name> window is displayed.

Settings for upg7273
Overview DegoymentPian  Configuration | Secwity | Targets || Control | Testng | Monitoring | Notes

Save

Use this page to view the general configuration of an Enterprise applcation, such as its name, the physical path to the application files, the assocated deployment plan, and so on. The table at
the end of the page Ists the modules (such as Web aoplications and EJBs) that are contained in the Enterprise application, Chick on the name of the module to view and update its configuration.

Hame: upg7273 The name of this Enterprise Application.  More Info...

Path: | oradata2f w1035/ Orade/ Middlevvare/ user_projects/ domains/ upg7273/
appications upg7273. ear

Deployment Plan: (no plan specfied)
Staging Mode: (not specified)
Security Model COOnly

%] Deployment Order: 100

(#7] Deployment Principal
Mame:
Save
Modules and Components
Showing L to 1of 1 Previous | Mext
Hame « Type
Enterprise
Aophcaton
(| StatelessCacheBeanBean &8
= Madules
@)/pg7273 ‘l;e?'aann
{beancache.jar 2]
Mode
E Web Services
Hone to display

Settings for <Deployment Name>

Showing 1to 1of 1 Previous | Mext

Review the general configuration details of the deployment. You can also update the
configuration of the deployment in this window. In the Overview tab you can view the

complete deployment configuration.
Click Save to update the changes, if any.

From the LHS menu, click Deployments.
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The Summary of Deployments window is displayed.

Summary of Deployments

Control  Monitoring

This page displays 3 is

(redeployed), or deleted from the domain by first se

To install a new application or module for deployment to targets n this doman, cick the Install buttan.

¥ Customize this table

ols on ths page,

t of Java EE appications and stand-slone appication modules that have been mstaled to ths doman, Installed applications and madules can be started, stopped, updated
g the 2ppiication name and using th

Deployments
Instal | | Update | Delste Sa# Stop v Showing 1 to 10f 1 Prewious | Next
Servicing al requests
Name &~ Sesviing only adiisiration requests State Health Type Deployment Order
@ = Active VoK Enterprise Appication 100

Deiste

Startv | | Stop v

Showing 1to 1of 1 Previous |

Next

Summary of Deployments

12. Select the newly deployed Infrastructure application and click Start - Servicing all
requests. Ensure that the Infrastructure server is up and running.

Messages

o Start requests have been sent to the selected Depioyments
Summary of Deployments

Control  Montoring

been nstaled to this domain. Instalied applcations and modules can be started, stopped, updated

g-alone appication modules that
ing the application name and

tof Java EE appications &
d from the domain by first

This page dsplays 3
{redepioyed), or de!

ontrols on this page.

se! g o

To install 3 new application or module for depioyment to targets in this doman, dick the Instal button,

P Customize this table

Deployments
nstal Showing 1to 10f 1 Previous | Next
] | name & State Health Type Deployment Order
0 | ® Bupg?273 Active v ox Enterprse Applcation 100
nstal Showing 1to 10f 1 Previous | Next

Summary of Deployments

13. The State of the deployed application is displayed as Active if started successfully.

9.2.2.3 Deploying WAR Files on Tomcat

Before deploying the WAR files, ensure that the previously deployed applications of Infrastructure
are uninstalled. See Uninstalling Previously Deployed WAR Files in Tomcat for the procedure to

uninstall the previously deployed Infrastructure war files.

On the machine that hosts Tomcat, follow the below steps outlined to deploy Infrastructure
application:

1. Copythe <context-name>.war from $FIC WEB HOME/ <context-name.war>t0o
<Tomcat Installation Directory>/webapps/ directory. Copy the <context-
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name>.war from SFIC WEB HOME/<context-name.war> 10 <Tomcat
Installation Directory>/webapps/ directory.

Home Documentation Configuration Examples Wiki Malling Lists Find Help

Apache Tomcat/7.0.57 ™™ Apache Software Foundation

http://www.apache.org/

Recommended Reading Server Status

Security Considerations HOW-TO
Manager App
Manager Application HOW-TO

Clustering/Session Replication HOW-TO Host tanager
Developer Quick Start
Tomcat Setup Realms & AAA Examptes Setviel Specifications
firs1 Web Appicabion JDBC DataSources Tomcat Versions
Managing Tomcat Documentation Getting Help
For secunty, access to the manager w i5 Tomcat 7.0 Documentation FAQ and Mailing Lists
restncted Users are defined in Tomeat 7.0 Confi unﬁ_gg The foliowing maing ists are avaiable

SCATALINA_HOME/conf/tomcat-users.xml Tomcat Wiki

tomeat announce
R S e sy s - Important snpouncements, relnsses, security
In Tomcat 7.0 access 10 the manager f " ¢ addtional important configuration vulnerabity notifications. (Low volume)
néormation n
apphcation 15 split between differant users
Lece-usen
Bead more. —eid - e P
SCATALINA_HOME/RUNNING.txt v
Release Notes ; S for Apache Taois
Developers may be interested in SE7 SIPPON ARG SRCusae d
Change!
S tematdey
Migration Guide :°m“‘~“£§"ﬂfm Develspment maing lal ACLING Comme Mmesaages
wigration Guice omeat 7 0 Javalocs
) % 1

Tomcat Home Page

2. Click Manager App. The Connect to dialog box is displayed.

3. Enter the User Id and Password that has admin rights and click OK. (For user creation
in Tomcat, see Tomcat User Administration. The Tomcat Web Application Manager
window is displayed with the list of all the applications deployed.
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st (S0 | [ Reioad | [ Unaeoior |

e Nene ecited Tomcat Documentaton fue 2
L Expun Seaticon  wanige s 30 mnstes
Seat (Ske! | Relcad | | Undeplor
wamries Nore mecited Sentat and S5P Exangles e [
EXpUR 3035008 wen e = 30 mnetes
9 [0 [ Ruoaa | | unepir |
Déakmanace Nonw zoecited Toscat Host Manager Apghicansn ue 0 e —
e 0NN wmnisiea 0 minctes
Stan Sp Reload Uncesiay
nanage o St Tomaat Manager Apsscatan e )

EXpUR 5020005 e um z 20 ey

|

Costet Paih (requres: Sotiam
AWML Configuration Be URL
AR of Dacion URL. 533wt DMOCKBIHOMER Cwe bistsasi war

VUAR i 10 Gughey
Setect WAR Ne o uphsas fowne
wndephoy
Fndnam | This Bagnossc check wil gger 3 Rl Gan cavtos ystems
Temcat Versca 2V Versien VM Vemor 05 N 05 Vorsion O Archimcture Wostrarra 1 Astr
Apacee Temeat7 057 150_45006 Sun Mcrosystema iec Unax 2030400211 1 e¥vat86_64 amats 0153220254 in crage com %184 134

e Soltnes Fandhiinh

Tomcat Web Application Manager

4. Inthe Deploy section, enter the Context Path provided during the installation as
"/<context-name>".

5. Enter the path where the <context-name>.war file resides (by default "$FIC WEB
HOME/<context-name>.war") in the WAR or Directory URL field and click Deploy.

6. On successful application deployment, a confirmation message is displayed. Start the
Tomcat server. Refer Starting Web Application Servers for more details.
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10 Appendix D: Configuring SILENT.template file

This Appendix includes the following sections:

¢ Silent.template
10.1 Silent.template

Add values for parameters in the Silent.template file. The following table lists all the
properties that must be specified.

Property Name Description of Permissible values Comments
Property
LOG_MODE Mode for logging 0 = Debug # Optional;
1= General Default: 0

SEGMENT_CODE

Segment Code

Example: OIDFSEG

# Mandatory

Segment Code should
not exceed 10 characters
and there should not be
special characters or
extra spaces

APPFTP_LOG_PATH

Information Domain
Maintenance log
path(to be created) for
the new Information

Domain for App Layer

Not Applicable

# Mandatory if this an
App Layer Installation
and want to create a new

Information Domain

DBFTP_LOG_PATH

Information Domain
Maintenance log
path(to be created) for
the new Information
Domain for DB Layer

Not Applicable

# Mandatory if this an
App Layer Installation
and want to create a new

Information Domain

UPLOAD_MODEL Whether you want to 0=No # Mandatory
perform Model Upload | 1 =yes

MODEL_TYPE Released data model | 0 = released # Mandatory only in the
or Customized data 1 = customized case of uploading the
model data model

DATAMODEL The file name for the Not Applicable # Mandatory only in the

customized data model

case of uploading the
customized data model

# Option selected for
MODEL_TYPE=1

Oracle Financial Services Software

154

ORACLE




OIDF 8.0.6.0.0 Installation Guide

DM_DIRECTORY

The path for the
customized data model

Not Applicable

# Mandatory only in the
case of uploading the
customized data model

# Option selected for
MODEL_TYPE=1

ETL_APPSRC_TYPE

The ETL application
name

0=New Pair
1=Existing

# Mandatory

ETL_APP_1_DESC

Give description for the
ETL FSAPPS
Application

Not Applicable
Example: OIDFAPPDESC

# Mandatory if you want
to create new ETL
app/src pair

# Option selected for
ETL_APPSRC_TYPE=0

ETL_SRC_1_1 DESC

Give description for the
ETL OIDF Staging
Source

Not Applicable
Example: OIDFSRCDESC

# Mandatory if you want
to create new ETL
app/src pair

# Option selected for
ETL_APPSRC_TYPE=0

ETL_APP_1_NAME

Give name for the ETL
FSAPPS Application

Not Applicable
Example: OIDFAPPS

# Mandatory if you want
to create new ETL
app/src pair

# Option selected for
ETL_APPSRC_TYPE=0

ETL_SRC_1_1_NAME

Give name for the ETL
OIDF Staging Source

Not Applicable
Example: OIDFSRC

# Mandatory if you want
to create new ETL
app/src pair

# Option selected for
ETL_APPSRC_TYPE=0
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11 Appendix E: Starting/Stopping Services

11.1 Start/Stop OFSAA Infrastructure Services

This chapter details on how to start and stop OFSAA Infrastructure services. This chapter
includes the following sections:

¢ Starting Infrastructure services

¢ Starting Web Application Servers

¢+ Stopping Infrastructure Services

11.1.1 Starting Infrastructure Services

Once the installation of Infrastructure has been completed successfully and the post-installation
steps are completed, the servers must be started. Log on to each machine and run the .profile
file. All servers mentioned must be started from the same shell encoding. The servers mentioned
below are dependent on each other. It is mandatory to maintain the order in which the servers are
started. Allow each of the servers to initialize completely before starting the next server.

1. On the machine in which Infrastructure Application components have been installed,
navigate to SFIC_APP HOME/common/FICServer/bin and execute the following
command to start the Infrastructure Server.

./startofsaai.sh

NOTE: You can also start the Infrastructure Server by executing the command "nohup ./
startofsaai.sh &". Starting the process using "nohup” and "&" will return the command
prompt without having to wait till the process completes. However, this command
cannot be used when you are starting the server for the first time or starting after
changing user password in the configuration database schema. You can also start the
Infrastructure Server by executing the command "nohup ./ startofsaai.sh &"
Starting the process using "nohup" and "&" will return the command prompt without
having to wait till the process completes. However, this command cannot be used when
you are starting the server after changing the CONFIGURATION schema user
password in the configuration database schema.

2. Start ICC server:

= On the machine in which Infrastructure default Application components have
been installed, navigate to $FIC_HOME/ficapp/icc/bin and execute the
command.

./iccserver.sh

NOTE: Only Infrastructure Default Application Server would hold ICC component.
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3. To start Back-end Services:

= On the machine on which Infrastructure Database components have been
installed, navigate to $FIC_DB_HOME/bin and execute the command to start
"Agent server":

./agentstartup.sh
Or
=  Start Back-end services using the command:

nohup ./agentstartup.sh &

NOTE: This agent internally starts the Router, Message Server, OLAP data server and AM
services.

11.1.2 Starting Web Application Servers

Start the Web Application Server depending on the type from the following table.

Startup Option Description

Starting WebSphere profile On the machine in which Web sphere is installed, navigate to
[Webshpere Install Directory] /AppServer/<profiles>/<profile
name>/bin and execute the command:

./startServer.sh serverl

Starting WebLogic Domain On the machine in which WebLogic is installed navigate to <webLogic
Installation directory>/user projects/domains/<domain
name>/bin and execute the command:

startWebLogic.sh -d64

Note: If WebLogic is already running, access the WebLogic Admin
Console. Stop and start the application <context name>.ear.

Starting Tomcat Application On the machine in which Tomcat is installed, navigate to <Tomcat Install
Directory>/bin and execute the command:

./catalina.sh run

11.1.3 Stopping Infrastructure Services

To stop Infrastructure services:

1. On the machine in which Infrastructure Application components have been installed,
navigate to $FIC_ APP HOME/common/FICServer/bin and execute the command:

./stopofsaai.sh
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2. To stop ICC server, on the machine in which Infrastructure default Application
components have been installed, navigate to $FIC_HOME/ficapp/icc/bin and
execute the command:

./iccservershutdown.sh

NOTE: Only Infrastructure Default Application Server would hold ICC component.

3. To stop Back-end server, on the machine in which Infrastructure database components
have been installed, navigate to $SFIC DB HOME/bin and execute the command:

./agentshutdown. sh
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12 Appendix F: Accessing OFSAA Application

This appendix gives details about the steps to be performed to access OFSAA Application.

12.1 Access the OFSAA Application

Perform the following steps to access the OFSAA application:
1. From a your desktop, open the browser and enter the URL in below format:
<scheme>://<IP address/ hostname>:<port>/<context-name>/login.jsp
For example, https://192.0.2.2:8080/0fsaa/login.jsp

The OFSAA login window is displayed as below:

ORACLE

Financial Services Analytical Applications

language  US-English

User ID

Password
Version 8.0.6.0.0

Copyright @ 1993, 2017 Oracle and/or its affiliates. All rights
reserved.

OFSAA Login window

2. With installation of every OFSAA Application Pack, there are two seeded user profiles
configured in the system:

¢ SYSADMN - System Administrator

¢ SYSAUTH - System Authorizer

NOTE: For SYSADMN and SYSAUTH, the default password is passwordO.

3. Login to the application using the "SYSADMN" User ID. (Note that, there is no "I" in the
SYSADMN login USER ID). Enter the password that was provided during installation. On
the first login, you will be prompted to change the password.

Once you have logged into the Infrastructure system, you need to perform the following
additional configurations to setup the OFSAAI environment:

¢+ Define Server Details for Database, Application and Web servers.
¢ Add Database Details.
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¢ Create an Information Domain.
¢+ Create a Segment.

¢ Create / Add User with access to all permissions.

NOTE: Each new file that is created in the ftpshare folder of any installation layer should be
granted specific / explicit permission. If you encounter any problems during setup,
please contact Infrastructure Support.

12.2 OFSAAI Login

While accessing Oracle Financial Services Analytical Applications Infrastructure, the Splash
screen is as displayed:

ORACLE'

Financial Services Analytical Applications

Language US-English

User ID

Password
Version 8.0.6.0.0

Copyright ©@ 1993, 2017 Oracle and/or its affiliates. All rights
reserved.

You can select the required language from the Language drop-down list. The language options
displayed in the drop down are based on the license. Based on the selection of Language, the
appropriate language login screen is displayed.

Enter the User ID and Password provided by the System Administrator and click Login. You will
be prompted to change your password on your first login. Alternatively, you can also choose to
change your password any time.

In the Change Password screen, enter a new password, confirm it and click OK to view the
Splash screen. Refer to the following guidelines for Password Creation:

¢ Passwords are displayed as asterisks (stars) while you enter. This is to ensure that the
password is not revealed to other users.

¢+ Ensure that the entered password is at least six characters long.

¢+ The password must be alphanumeric with a combination of numbers and characters.

¢ The password should not contain spaces.

¢+ Passwords are case sensitive and ensure that the Caps Lock is not turned ON.
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¢+ By default the currently used password is checked for validity if password history is not
set.

¢ New password should be different from previously used passwords based on the
password history which can be configured.

¢ If you encounter any of the following problems, contact the System Administrator:;
o Your user ID and password are not recognized.
o Your user ID is locked after three consecutive unsuccessful attempts.
o Your user ID has been disabled.

o Guest user cannot change the password.
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13 Appendix G: Post Deployment Configurations

This chapter includes the following sections:

¢+ Deploying the Application

¢ Logging as System Administrator

¢ Creating Users
¢ Mapping the User to User Group

¢ Change ICC Batch Ownership

¢ Mapping ICC Batch Execution Rights to Users

¢ Saving Post-Load Change Transformations

13.1 Deploying the Application

This section explains steps to deploy the application. Web Layer deployment is required and for
more information, see Appendix A.

13.2 Logging as System Administrator

Post installation, the first login into Infrastructure is possible only for a System Administrator
through user id “sysadmn”. This ID is created at the time of installation with the password
provided during installation. Enter login id “sysadmn” and password that was provided during
installation. Click Login. For more information, refer OFSAAI Login.

13.3 Creating Users

User Maintenance facilitates you to create user definitions, view, manage, modify, and delete
user information. You can access User Maintenance by expanding User Administrator section
within the tree structure of LHS menu.

The User Maintenance screen displays user details such as User ID, Name, Profile Name, Start
and End dates. You can also identify the user status if enabled to access the Infrastructure
system.

To add a user in the User Maintenance screen:

1. Select add button from the User Maintenance tool bar. Add button is disabled if you
have selected any User ID in the grid. The New User screen is displayed.
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= New - User - Windows Internet Explorer Q@@
User Maintenance
add mode
A User Maintenance
User D JohnAdmin User Name John K
Nottingham Road, New York
Address Date of Birth 07071970 |T8]
Designation Administrator Profile Name [Frofie for the Administrator v
Start Date 07292011 |T8] End Date
Password®  wesssssss
A Notification Time
Start it 0
Email D john_k@email.com Mobile No
Pager No 6585201266
A Enable User
Enable User Login on Holidays
save | [ cancel |
A User Info
2. Enter the user details as tabulated.
Field ’ Description

Fields marked in red asterisk (*) are mandatory.

User ID Enter a unique user id. Ensure that there are no special
characters and extra spaces in the id entered.

User Name Enter the user name. The user name specified here is displayed
on the Infrastructure splash screen. Ensure that the User Name
does not contain any special characters or spaces except ", “”.
and “.”.

Contact Address Enter the contact address of the user. It can be the physical

location from where the user is accessing the system. Ensure
that Contact Address does not contain any special characters
except ™", ",

Date Of Birth

Specify the date of birth. You can use the popup calendar to
enter the date.

Designation

Enter the user designation. Ensure that Designation does not

contain any special characters except “_, “” and "-".

Profile Name

Select the profile name by clicking on the drop down list.

User Start Date

Specify the user start date based on the day slot the user is
enabled to access the system. Ensure that User Start Date is
greater than today’s date. You can use the popup calendar to
enter the date.

User End Date

Specify the user end date based on month and year when the
user Id expires. Ensure that user End Date is greater than User
Start Date. You can use the popup calendar to enter the date.
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Password

Enter the default password for the user for the initial login. User
needs to change the default password during the first login.

A user is denied access in case the user has forgotten the
password or enters the wrong password for the specified number
of attempts (as defined in the Configuration screen). To enable
access, enter a new password here.

Notification Time

(Optional) Specify the notification start and end time within which
the user can be notified with alerts.

E-mail ID Enter the e-mail address of the user.

Mobile No (Optional) Enter the mobile number of the user.

Pager No (Optional) Enter the pager number of the user.

Enable User Select the checkbox to allow user to access the system.

A deselected checkbox denies access to the user.

3. Click Save to upload the user details.

The new User details are populated in the User Authorization screen which has to be
authorized by System Authorizers. Once authorized, the User details are displayed in
User Maintenance screen and can then be mapped to the required user group in the
User UserGroup Map screen.

13.4 Mapping the Application User(s) to User Group

User ‘UserGroup Map’ facilitates you to map user(s) to specific user group which in turn is
mapped to a specific Information Domain and role. Every UserGroup mapped to the Information
Domain needs to be authorized. Else, it cannot be mapped to users.

User ‘UserGroup Map’ screen displays details such as User ID, Name, and the corresponding
Mapped Groups. You can view and modify the existing mappings within the User UserGroup

Maintenance screen.

Starting the OFSAA 8.0 release, with installation of OIDF Application Pack, preconfigured
Application user groups are seeded. These user groups are unique to every OFSAA Application
Pack and have application roles pre-configured.

You can access User UserGroup Map by expanding Identity Management section within the tree

structure of LHS menu.

Table 3: Seeded User Groups

Name

Description

OIDF Admin

User mapped to this group will have access to all the menu items for entire
OIDF Application. The exclusive menu’s which are available only to this
group users are Application Preference and Global Preference under
Settings Menu.

OIDF Data Modeler

User mapped to this group will have access only for Data Model
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Name Description

Management and Metadata Browser Menus.

OIDF Analyst User mapped to this group will have access for Data Management
Framework, Dimension Management and Metadata Browser Menus.

OIDF Operator User mapped to this group will have access for Rule Run Framework and
Operations Menus.

13.5 Changing ICC Batch Ownership

All the seeded Batches in OIDF Applications Pack will be automatically assigned to SYSADMN
user during Installation. If one user who wants to see the Batches in Batch Maintenance Menu,
He needs to execute the following Queries in Config Schema of the Database.
Syntax:

begin

AAT OBJECT ADMIN.TRANSFER BATCH OWNERSHIP

('fromUser', 'toUser', 'infodom') ;

end;

OR

begin

AAI OBJECT ADMIN.TRANSFER BATCH OWNERSHIP ('fromuser', 'touser');

end;
Where from User indicates the user who currently owns the batch, to User indicated the user to

which the ownership has to be transferred. Infodom is optional parameter, if specified the
ownership of batches pertaining to that Infodom will be changed.

Example:
begin
AAI OBJECT ADMIN.TRANSFER BATCH OWNERSHIP
('SYSADMN', '"OIDFOP', 'OFSOIDFINFO’) ;

end;

13.6 Mapping ICC Batch Execution Rights to Users

By default all users who are mapped to OIDF Admin and OIDF Operator will have the permission
to execute the seeded Batches in OIDF Application Pack. However if any other user-defined
batches or any other application pack batches created during the respective installation of
application packs, the user need to map the Batch execution rights for each user/batch in the
Batch Execution Rights menu under Object Administration >> Object Security.

NOTE: Any user who is mapped under OIDF Admin User Group will have the access to map
the Batch execution rights menu.
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Object Administrati System C & dentity
Select Information Domain Financial Services Analytical > Object > Object Secunty > Batch Execution Rights
OFSBFNDINFO v -
= User Group - Batch Execution Map @
4 Fmanc:al Services Analytical Applications Infrastru Lsg’ GWE&YC!V E:CU( on Mal e S S S = ‘
4 2 Object Administration =
» User Group - Batch Execution Map
4 [B object security ‘
Information Domain OFSBFNDINFO ] User Groups FSDF Operator
& Batch Execution Rights
B8, Object to Application Mapping © Batch Maintenance © Enterprise Modeling © Run Rules Framework ©) ALL
» 38 Object Migration » User Group - Batch Execution Map
» @ Translation Tools Batch Name Batch Description Batch Map
» S utiliies OFSBFNDINFO_ALM Data Quality batch for ALM tables @
LﬁMeladala Hrowser OFSBFNDINFO_ALMBI_T2T_Annuity T2T for ALMBI Annuity Contracts Vi
OFSBFNDINFO_ALMBI_T2T_BORROWINGS T2T For ALMBI Borrowings [
OFSBFNDINFO_ALMBI_T2T_BRK_FUNDING T2T For ALMBI Break Funding Charges 7]
OFSBFNDINFO_ALMBI_T2T_CASA T2T For ALMBI Current and Savings Accounts g
OFSBFNDINFO_ALMBI_T2T_CREDIT_CARDS T2T for ALMBI Credit Cards W
OFSBFNDINFO_ALMBI_T2T_FUTURES T2T for ALMBI Future Contracts [
OFSBFNDINFO_ALMBI_T2T_FX_CONTRACTS T2T For ALMBI FX Coniracts 7]
OFSBFNDINFO_ALMBI_T2T_GUARANTEES T2T For ALMBI Guarantees g
OFSBFNDINFO_ALMBI_T2T_INVESTMENTS T2T For ALMBI Investments W
OFSBFNDINFO_ALMBI_J2T_LEASES T2T For ALMBI Leases Contracts [
oFsaFND|NFo_:«u.«m_l}r_wm_commn T2T For ALMBI Loan Commitments 7]
OFSBFNDINFO_ALMBI_T2T_Loans T2T for ALMBI Loan Contracts g
OFSBFNDINFO_ALMBI_T2T_MM_CONTRACTS T2T For ALMBI MM Contracts W
OFSBFNDINFO_ALMBI_T2T_OD_ACCOUNTS T2T For ALMBI OD Accounts or Credit Lines [
OFSBFNDINFO_ALMBI_T2T_OPTIONS T2T For ALMBI Options or Capfloors [F]]

13.7 Saving Post-Load Change Transformations

After creating users, Login to Infrastructure as any user who is mapped to OIDF Admin or OIDF
Analyst group. Navigate to Data Management Framework >> Post Load Changes.

on | System Configuration & iden

Applications | Object Administ

Applications  Financial Services Data Founda. . ¥

Financial Services Data Foundation

Manage Data mover

3] e fun Frameworc

o

E‘d Sattings

Setting:

"k and complex busines;

mework for Data Management

A New window is displayed. Click on Each Transformation from Transformations List and Click
on Stored Procedure in the Right Panel, Click on Edit in the Top Right Menu and Click on
Finish Button in Bottom
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Transformation Process Flow Ef::%ﬁ @
[es)
= " % ErT .
I
a
meter De t @ ®

Paraneter Name Dt Type Detaut Vaue

Businass Process Flow By
o statue o

e Path Bowse

NOTE: All the Transformation Stored Procedures are required to be edited and saved (Finish
Button) once for getting it is available.
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14 Appendix H: Cloning OFSAA Instance

There is a consistent need for a faster and effective approach of replicating an existing OFSAA
instance for further project developments, that is, setting up OFSAA instances that are exact

copies of the current OFSAA instance. For more information on cloning, refer OFSAA Cloning
Reference Guide
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15 Appendix I: OFSAA Landing Page

This appendix includes the following topics:

¢+ |Installation Checklist

¢ OFSAA Landing Page for OIDF Administrator

¢ Enabling a Product within an Application Pack

15.1 Installation Checklist

This section provides you a list of topics that you must check while installing the application.
It is recommended to take a print out of the checklist and follow the checklist step by step.

Table with (General, Pre-Install, Install, and Post Install) Checklist

Step No. Task Done
General
1 Check the OIDF Release Notes and Read Me document for any additional steps to be O

performed on OIDF Pack or OFSAAI.

Note: For more details, contact Oracle support.

OIDF Pack Pre Installation + During Installation

2 Prior to installation, ensure that sufficient free temp space (minimum 1 GB free) is (]
available in /tmp directory of Unix server hosting OFSAAI.

OIDF Pack Post Installation

3 Perform post-installation steps. For more information, refer to Chapter Post
Installation.
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15.2 OFSAA Landing Page for OIDF Administrator

ORACLE Financial Services Analytical Applications

Banking Data Foundation

The landing page includes multiple tabs and each tab has specific links to OFSAA Infrastructure
and/or Application modules. The tabs and links are displayed based on the OFSAA Application
accessed and the access roles mapped to the logged in user.

Each tab contains LHS Menu and RHS Menu. The LHS Menu holds link(s) to modules in a tree
structure. The RHS Menu holds link(s) to modules in a navigational panel format.

The following tabs are available in the Landing Page:
¢ Applications Tab
¢ Object Administration Tab

¢+ System Configuration and ldentity Management Tab

15.2.1 Applications Tab

This tab lists the various OIDF Applications that are installed in the OIDF setup. The Select
Application drop-down list displays the OIDF Applications, based on the logged in user and
mapped OIDF Application User Group(s). Links to related modules within Applications and
Infrastructure are grouped appropriately to maintain a unified experience.

15.2.2 Object Administration Tab

This tab lists the various OIDF Information Domains created in the OIDF setup. The Select
Information Domain drop-down list displays the OIDF Information Domains based on the logged
in user and mapped OIDF Application User Group(s). Links to modules that enable object
traceability and migration of objects are grouped in this tab.

Oracle Financial Services Software ORACLE

170



OIDF 8.0.6.0.0 Installation Guide

15.2.3 System Configuration and Identity Management Tab

This tab lists the OIDF Infrastructure System Configuration and Identity Management modules.
These modules work across Applications/ Information Domains and hence there are no
Application and Information Domain drop-down lists in this tab. Links to modules that allow the
maintenance of setup installation and identity management tasks are grouped together in this tab.

NOTE: Referthe User Manual for more details on how to operate on each tab.

15.3 Enabling a Product within an Application Pack

You can also enable a product/ application within an application pack post installation at any point
of time.

To enable a product through the application Ul, follow these steps:

1. Login to the application as SYSADMN user or any user with System Administrator
privileges.

2. Navigate to System Configurations & Identity Management tab, expand
Administration and Configuration and select System Configuration.

3. Click Manage OFSAA Product License(s). The Manage OFSAA Product License(s)
window is displayed as below.

Financial Services Analytical Applications infrastructure > Administration and Configuration > System Configuration > Manage OFSAA Froduct License(s)

MANAGE OFSAA APPLICATION PACK LICENSE
MANAGE OFSAA APPLICATION PACK LICENSE

# INSTALLED APPLICATION PACKS
APPLICATION PACK ID APPLICATION PACK NAME DESCRIPTION INSTALL DATE

Applications forming analytics foundation such as FSDF, DIH, GLRECON, CONNECTORS

for the Banking and Financial Services Domain 2015-04-01 16 45170

@ OFS_BFND_PACK Financial Services Foundation Applications Pack

» PRODUCTS IN THE APPLICATION PACK
ENABLE | PRODUCT ID PRODUCT NAME DESCRIPTION ENABLE DATE

OFS_FSDF Financial Services Data Foundation Application for Financial Services Data Foundation 2015-04-01 16:48:17 .0

4. Select an Application pack to view the products in it. The products are displayed in the
Products in the Application Pack section. The following fields are displayed in the
INSTALLED APPLICATION PACKS section:
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Field

Description

Application Pack ID

Displays a unique Application Pack ID related to the application pack.

Select the appropriate Pack id using the radio button. The Products in
the application pack is displayed below in the PRODUCTS IN THE
APPLICATION PACKS section.

Application Pack

Displays the name of the Application Pack.

Name
Description Displays the description of the Application Pack.
Install Date Displays the date when the Application Pack was installed.

5. The following fields are displayed in the PRODUCTS IN THE APPLICATION PACK

section:
Field Description
Enable Select the checkbox to enable a product within an Application Pack.
Product ID Displays a unique product id for the product.

Product Name Displays the name of the Product

Description Displays the description of the product.

Enable Date Displays the date when the product was enabled.

6. Select the checkbox to enable a product within the selected Application Pack which is not
enabled during installation.

7. Click VIEW LICENSE AGREEMENT button. The License Agreement section is
displayed.

» LICENSE AGREEMEMNT
Oracle Financial Services Enterprise Modeling Option (OFS AAAI) product is a separately licensable product and would not be enabled unless it has been licensed. Oracle o~
Financial Services Enterprise Modeling Option (OFS AAAI) product is only part of the Oracle Financial Services Advanced Analytics Infrastructure Pack and specific OFSAA
Application Packs that reguire the advanced analytical features of this product. Oracle Financial Services Enterprise Modeling Option (OFS AAAI) product gets pre-selected
automatically on selecting any of the ofsaa products within a specific Application Pack that require this product to be enabled and configured.

Multiple products being grouped together under a Application Pack, mandate installation and configuration of these producis by default. However, during the Application Pack
installation, based on the products that are being selected, it would get enabled and would be licensed for. It is important to note that products once selected (enabled) cannot be
disabled at a later stage. However, products can only be enabled at any later stage using the OFSAA Infrastructure "Manage Application Pack License” feature.

m

Enabling a product within a Application Pack automatically implies you agree with this license agreement and the respective terms and conditions

@ | ACCEPT THE LICENSE AGREEMENT.
| DO NOT ACCEPT THE LICENSE AGREEMENT.

ENABLE

8. Select the option | ACCEPT THE LICENSE AGREEMENT and click ENABLE. An
appropriate pop-up message confirmation is displayed showing that the product is
enabled for the pack.

NOTE: To use the newly enabled product, you need to map your application users to the appropriate
product specific User_Group(s) and subsequently, authorize the actions by logging in as

System Authorizer.

ORACLE
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NOTE: For more information refer to Mapping/Unmapping Users section in the Oracle
Financial Services Analytical Applications Infrastructure User Guide 8.0 (OHC).
To identify the newly enabled product specific UserGroups/ Application Pack specific
User_Groups, refer to the respective Application Pack specific Installation and
Configuration Guide/ User Manual.
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16 Appendix J: Additional Information

This section includes the following topics:

¢

¢

FTP/ SETP Configuration for File Transfer

Configure Infrastructure Server Memory

Internet Explorer Settings

Retrieving Patch Information

OLAP Data Server Configuration

OFESAAI Setup Information Fetching Tool

Encryption Changer

Infrastructure LDAP Configuration

Configuring OFSAAI Web Services

Deploying OFSAAI Web Services

Configuration to Enable Parallel Execution of DML statements

Configure Message Details in Forms Designer

Clearing Application Cache

Configuring Password changes

Configure Internal Service (Document Upload/ Download)

16.1 FTP/ SFTP Configuration for File Transfer

This section details about the configurations required for FTP/SFTP.

In OFSAA, certain modules require transfer of files from the web application server to the OFSAA
server over SSH.

Follow these steps to ensure the OFSAA server recognizes the web application server during file
transfers.

1. Login to the web application server.
2. Type sftp <user>@<OFSAA Server>
3. Specify Yes when prompted for permission.
Are you sure you want to continue connecting (Yes/No)?
4. This will add an entry into the "known_hosts" file.

5. A confirmation message is displayed:
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Permanently added <OFSAA Server> RSA) to the list of known hosts.

16.1.1. Setting Up SFTP Private Key
Log in to OFSAA Unix user using Putty tool, where you plan for installation and generate a
pair of authentication keys using the ssh-keygen command. If required, set passphrase.
Otherwise OFSAAI_SFTP_PASSPHRASE tag in the OFSAAI InstallConfig.xml file
should be set to NA.

To generate private key, enter the commands as shown:
0fsaapp@OFSASERVER:~> ssh-keygen -t rsa
Generating public/private rsa key pair.
Enter file in which to save the key (/home/ofsaapp/.ssh/id rsa):
Created directory '/home/ofsaapp/.ssh'.
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /home/ofsaapp/.ssh/id rsa.
Your public key has been saved in /home/ofsaapp/.ssh/id rsa.pub.
The key fingerprint is:
3:4£:05:79:3a:9£:96:7c:3b:ad:e9:58:37:bc:37:e4

ofsaapp@OFSASERVER: ~> cat /home/ofsaapp/.ssh/id rsa.pub >>
/home/ofsaapp/.ssh/authorized keys

In case, you are generating SFTP Private key for Hive server, append the content of
/home/ofsaapp/.ssh/id rsa.pub to Hiveserver authorized_keys file located at
$HOME DIR HIVE/.ssh folder.

Ensure the following permissions exist for the given folders:

e Permission of .ssh should be 700

Permission of .ssh/authorized keys should be 640

Permission of .ssh/id rsa should be 400

Permission of Unix user created should be 755

16.2 Configuring Infrastructure Server Memory

The memory settings for Infrastructure Application Server, Tomcat, WebSphere, and WebLogic
can be edited for customizing memory settings and garbage collector settings depending on the
available hardware configuration as explained below. These settings are base minimum and have
to be incremented considering the deployment metrics into account. The increments are usually
handled in multiples of 128mb for heap and 64mb for stack.
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16.2.1 Setting Infrastructure Server Memory

You can configure the Infrastructure Application Memory settings as follows:

1. Locate the .profile file.

2. Edit X _ARGS field in this file for customizing memory settings and garbage collector
settings depends on the hardware configuration.

This has a default value X ARGS APP ="-Xms200m"

X_ARGS_APP =" "$X ARGS" $DELIM -Xmx2048m"

NOTE: You need to modify X ARGS APP variable inthe .profile file to customize Java
Memory Settings for Model Upload based on the Data Model size.
For Run and Rule executions, the following value is recommended:

X_ARGS_RNEXE="-Xmslg -Xmx1g -XX:+UseAdaptiveSizePolicy -
XX:MaxPermSize=512M -XX:+UseParallelOIdGC -XX:+DisableExplicitGC"

X_ARGS_RLEXE="-Xmslg -Xmx1g -XX:+UseAdaptiveSizePolicy -
XX:MaxPermSize=512M -XX:+UseParallelOI3dGC -XX:+DisableExplicitGC"

16.3 Setting Internet Explorer

NOTE: OFSAAI supports only default zoom setting in Internet Explorer, that is, 100%.
Cookies should be enabled.

The following browser settings have to be specified at every client machine prior to accessing the
Infrastructure application.

1. Open Internet Explorer. Select Tools - Internet Options. The Internet Options
window is displayed.

2. Click the Settings button. The Settings window is displayed.

3. Select the option Every time | visit the webpage and click OK.
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-_— |
Internet Options — | Website Data Settings

General | security | Privacy | Content | Connections | Programs | Advanced

Home page
l/? To create home page tabs, type each address on its own line.
— s
K about:blank -
[ Use current ] [ Use default ] [ Use new tab
Startup

(7) Start with tabs from the last session
@) Start with home page

Tabs

Change how webpages are displayed in tabs.

Browsing history

Temporary Internet Files ||-istnry ICadwesand Jatat i

Internet Explorer stores copies of webpages, images, and media

for faster viewing later,

Check for newer versions of stored pages:
@ Every time I visit the webpage
(7) Every time I start Internet Explorer
©) Automatically
() Never

Disk space to use (8-1024MB)

(Recommended: 50-250MB)

Current location:

C:\Users\shwwali\AppData\Local \Microsoft\Windows\Temporary

Internet Files\

250 =

[ Move folder... ] [ View objects ] [

View files ]

Delete temporary files, history, cookies, saved passwords, and web
form information.

[ Delete browsing history on exit

o J[ conal )

[ oeete.. |[ settngs |

Appearance
Coors | [ Languages | Fonts | [ Accessbity |

e

4. In the Internet Options window, select the Security tab and select the Internet option
under Select a zone to view or change the security settings.

5. Click Default Level under Security level for this zone.

Internet Options @@

| General | Security iPrivacy | Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ €« v O

Local intranet  Trusted sites  Restricted

sites
Internet
0 This zone is for Internet websites,
except those listed in trusted and
restricted zones.
Security level for this zone
Allowed levels for this zone: Medium to High
‘ Medium-high
£} - Appropriate for most websites
‘ - Prompts before downloading potentially unsafe
content

- Unsigned ActiveX controls will not be downloaded

I OK ” Cancel ]

6. Click OK to save.
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7. Click Internet Explorer >> Tools >> Compatibility View Settings.

8. Enter the OFSAA setup URL in the Add this website field.

9. Click Add.

10. Ensure the URL is listed under Websites you've added to Compatibility View.

11. In the Internet Options window, select the Privacy tab and select the Turn on Pop-up
Blocker option under Pop-up Blocker settings.

o — T — i >l — ! )
ternet Options
e L ~-C || [&] Navigation Canceled I I

[ General I Security ] Privacy | Content I Connections I Programs | Advanced\

Settings —
Select a setting for the Internet zone.
Medium

- Blocks third-party cookies that do not have a compact

privacy policy

- Blocks third-party cookies that save information that can
(= be used to contact you without your explicit consent

- Restricts first-party cookies that save information that

can be used to contact you without your implicit consent

[ Sites } [ Import ] I Advanced I Default
Location
[ Never allow websites to request your Clear Sites
physical location
Pop-up Blocker - Pop-up Blocker Setﬁngil . ﬂ
[¥] Turn on Pop-up Blocker Settings Exceptions
InPrivate —

— 1 Pop-ups are cumently blocked. You can allow pop-ups from specific
l 7 !| websites by adding the site to the list below.

Disable toolbars and extensions when InPrivate Browsing starts

Address of website to allow:

@ Some settings are managed by your system administrator. Allowed sites:

~.oracle.com
~.oraclecorp.com
~.oraclevpn.com

[ OK. ] [ Cancel ] Apply

Notifications and blocking level:
Play a sound when a pop-up is blocked
[¥] Show Notification bar when a pop-up is blocked.
Blocking level:

[Medium: Block most automatic pop-ups

Leam more about Pop-up Blocker

12. Click Settings. The Pop-up Blocker Settings window is displayed.

13. Enter the URL of the OFSAA Application in the Address of Website to Allow: field.
14. Click Add. The OFSAA URL is displayed in the Allowed Sites section.

15. Click Close.

16. Click OK in the Internet Options window.
16.4 Retrieving Patch Information

To identify the list of patches installed on your OFSAA setup, follow these steps:

1. Login to the OFSAA application as a user with Object AdminAdvanced Role.
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Navigate to Object Administration tab.
Click System Utilities.

Click Patch Information.

a > WD

The page displays the list of patches installed on the OFSAA setup across Applications/
Platform.

16.5 Configuring OLAP Data Server

This section is applicable if you are using the OLAP feature of OFSAAI.

The following parameters must be set to ensure that the system limitations are not exceeded at
any stage. The values for these OS parameters should be specified based on the expected load
at each implementation site.

Example:
¢ Process Memory Limit
¢ Max Thread Stack Size
¢ Max Number of Threads per Process

Sort Buffer settings: This must be set at the Essbase application level appropriate to the
anticipated load.

Shutdown and Restart: During shutdown of OFSAAI Server that has an instance of Data
Services that is communicating with an OLAP Data Server, it is imperative to ensure that the
cleanup of the old instance is completed on the OLAP Data Server before restarting the OFSAAI
Server. Pause for a period of time based on the load the system was subjected to, before
restarting the Data Services subsystem.

16.6 Configuring Infrastructure Ports

The Port Changer utility can be used to change IP/ Hostname, Ports, and Deployed paths of the
OFSAA instance.

Prerequisite
You should have minimum version as OFSAAI 8.0.
How to run Port Changer utility

1. Navigate to $FIC_HOME folder on Target.
2. Execute java -jar PortC.jar DMP.

A file with the name DefaultPorts.properties will be created under $FIC_HOME directory
which contains the ports, IPs and paths currently being used.
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Make the necessary changes to those ports, IPs, and paths in the DefaultPorts.properties
file as per the Target environment. Save the changes.

3. Run the PortC.jar utility using the command:

java -jar PortC.jar UPD

This will change the ports, IPs and paths in .profile (under home directory), all files under
$FIC HOME directory, and tables in the database according to the values mentioned in
DefaultPorts.properties file.

16.7 Executing OFSAAI Setup Information Fetching Tool

Executing the SetupInfo.jar file available in the FIC_HOME path will help you retrieve the related
information about the OFSAAI Set up such as Operating System Name and version, Database
Type and Version, OFSAAI architecture, Log file locations and so on.

To execute "SetupInfo.jar" in console:
1. Navigate to the path $FIC_HOME.
2. Enter the command:
java -jar SetupInfo.jar

After execution, the output file location is displayed in the console.

16.8 Executing Encryption Changer

For more information on Encryption Changer, see Key Management section in OFSAAI
Administration Guide.

16.9 Configuring Infrastructure LDAP

For more information on LDAP configuration, refer OFSAAI Administration Guide.

16.10 Configuring Enable Parallel Execution of DML statements

A configuration file, OracleDB.conf has been introduced to accommodate any configurable
parameter related to operations on oracle database. If you do not want to set a parameter to a
specific value, then the respective parameter entry can be removed/commented off form the
OracleDB.conf file which resides in the path $SFIC DB HOME/conf.

As of now, the OracleDB. conf file has only one parameter namely
CNF_DEGREE OF PARALLELISM. This parameter indicates the degree of parallelism to be used
for a DML operation if parallel DML is explicitly enabled in the session with the ENABLE
PARALLEL DML clause of the ALTER SESSION statement. The default mode of a session is
DISABLE PARALLEL DML. If CNF DEGREE_OF PARALLELISM is not set, then the default
degree, as decided by Oracle will be used.
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16.11 Configuring Message Details in Forms Designer

You can configure the Message Details in Forms Designer under Data Entry Forms and Queries
module by updating the details of mail server in the "NotificationConfig.cfg" file which
resides in the path $¥FIC_APP HOME/common/FICServer/conf.

Ensure that the "authorized User details" for whom you need to configure the Message details are
included in Administration - Security Management - User Administrator - User
Maintenance window.

Update the following parameters in the "NotificationConfig.cfg" file:

NotificationConfig.cfg File

Parameter Description

SMTP_SERVER_IP Specify the hostname or IP address of SMTP
Server.

SMTP_DEBUG_MODE To run SMTP service in Debug mode, set value to

'true’, otherwise set value to 'false'.

SMTP_AUTHORIZATION Set to 'true' if SMTP server requires the client to be
authenticated, otherwise set to 'false'.

SMTP_USERNAME Username required for logging into SMTP server, if
authentication is not required use a dummy value.

SMTP_PASSWORD Password required for logging into SMTP server, if
authentication is not required use a dummy value.

SMTP_MAILID If the Messages has to go from a Particular ID that
ID need to be added. Exchange server forces you

set a valid ID that is there in the exchange server.

(Based on Security settings)

Ensure that the authorized User details are included in Administration - Security
Management - User Administrator - User Maintenance window.

16.12 Clearing Application Cache

This is applicable to all Web Servers (i.e. WebSphere, WebLogic, and Tomcat).

Prior to the deployment of Infrastructure or Application Service Packs / One-off patches, navigate
to the following path depending on the WebServer configured and clear the cache:
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Tomcat: <Tomcat installation

folder>/work/Catalina/localhost/<Application name>/org/apache/jsp

WebLogic: <Weblogic installation location>/domains/<Domain

name>/servers/<Server name>/tmp/ WL user/<Application

name>/qaelce/jsp servlet

WebSphere: <Websphere installation

directory>/AppServer/profiles/<Profile name>/temp/<Node

name>/serverl/<Application name>/<.war file name>

16.13 Configuring Password Changes

This section explains about how to modify the OFSAA Infrastructure Config Schema and Atomic
Schema passwords.

16.13.1 Changing OFSAA Infrastructure Config Schema Password

To change the Config Schema password, perform the following steps:

1. Change the Config schema User Password in the database.

2.

3.

Delete the SFIC HOME/conf/Reveleus.SEC file.
Shutdown the OFSAAI App service:

cd SFIC APP HOME/common/FICServer/bin
./ reveleusshutdown.sh

Start the Infrastructure Server in foreground directly on the server or through X-
Windows software using the command:

./ reveleusstartup.sh

At the prompt, enter System Password. Enter the "new Config schema" password. The
service will start and initialize itself if it is able to successfully connect to the DB.

Post successful startup of the service, if required, the Infrastructure server may be shut
down and restarted in the background using nohup mode.

16.13.2 Configuring Java Virtual Machine

While running several database intensive tasks in parallel, fetching the database connection
from connection pool may face an error. To ensure no such error is encountered, add the line
securerandom.source=file:/dev/./urandom inthe java.security

configuration file available in $JAVA HOME/jre/lib/security/ path.

This needs to be configured on all the machines or virtual machines where the OFSAAI
database components (ficdb layer) are installed.
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16.13.3 Changing OFSAA Infrastructure Atomic Schema Password

To change the Atomic Schema password, perform the following steps:

1. Change the Atomic schema User Password in the database.

2.

Login to the application from the browser using SYSADMN account or any user id,
which has System Administrator role mapped.

Navigate to System Configuration > Database Details window. Select the appropriate
connection and edit the password.

Navigate to Unified Metadata Manager - Technical Metadata > Data Integrator >
Define Sources window. Update the appropriate Source details.

If you are using Apache Tomcat as Web server, update the <Context> ->
Resource tag details in Server.xml file from the SCATALINA_HOME/conf folder. (In
case of Tomcat only Atomic <Resource> will exist).

If you are using WebSphere as Web server:

a.

b.

Login to the WebSphere Administration Console, from the left side menu.

Navigate to Resources >JDBC >Data Sources. A list of data sources will be
populated on the right side.

Select the appropriate Data Source and edit the connection details. (In this
case, both Config and Atomic data sources will need to be modified).

If you are using WebLogic as Web server:

a.

b.

Login to the WebLogic Administration Console, from the left side menu

Under Domain Structure list box, expand the appropriate Domain and navigate
to Services » JDBC >Data Sources. A list of data sources will be populated
on the right side.

Select the appropriate Data Source and edit the connection details. (In this
case, both Config and Atomic data sources need to be modified).

7. Restart the OFSAAI services.

16.14 Configuring Internal Service (Document Upload/ Download)

This step can be ignored if it has already been configured as part of any previous IR /ML
installation.

The Document Upload /Download feature has undergone a change and can now be configured to
use Internal service for document upload / download instead of the earlier ExeWebService.
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To facilitate Internal service for document upload/ download, perform the following configurations:

1. Create the folders download, upload, TempDocument and Temp in the local path of
Web application server and provide Read/Write permission.

= To find the exact location, execute the following query in CONFIG schema:
select localpath from web server info

= To create folders with Read/Write permission, execute the command:
mkdir -m 777 download upload TempDocument Temp

9. Create DocStorage folder in the FTPSHARE location of APP tier and provide
Read/Write permission.

= Tofind the exact location, execute the query in CONFIG schema:
select ftpdrive from app server info

= To create folder with Read/Write permission, execute the command:
mkdir -m 777 DocStorage

By default, the parameter DOCUMENT_SERVICE_TYPE_EXTERNAL value is set to FALSE in
the Configuration table in CONFIG schema and hence the application “ExeWebService” will not
be used. It is recommended that the value to be set to FALSE and use the Internal service for
document upload/ downloads. If you intend to continue using the External ExeWebService, set
the value to TRUE.

Navigate to SFIC HOME/EXEWebService/<WEBSERVER TYPE> directory of WEB tier and type
Jant.sh. This triggers the creation of EAR/WAR file EXEWebService.ear/.war. The EAR/WAR file
EXEWebService.ear/.war will be created in

$FIC_ HOME/EXEWebService/<WEBSERVER TYPE> directory of WEB tier. Redeploy the
generated EAR/WAR file onto your configured web application server.
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17 Appendix K: Patching OIDF Pack Installation

Oracle strongly recommends installing the latest available patch set so as to be up to date with
the various releases of the OFSAA products.

Refer http://support.oracle.com for more information on latest releases.
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18 Appendix L: Grants for Atomic/ Config Schema

This appendix includes the following sections:

¢ Grants for Atomic Schema

¢ Grants for Config Schema

¢ Grants for Config Schema Entities for Atomic Users

18.1 Grants for Atomic Schema

Atomic Schema creation requires certain grants for object creation. This can be located in
$FIC HOME/privileges atomic user.sql file

The following are the Grants for Atomic Schema:

grant create SESSION to &database username

;rant create PROCEDURE to &database username

grant create SEQUENCE to &database username

érant create TABLE to &database username

;rant create TRIGGER to &database username

grant create VIEW to &database username

érant create MATERIALIZED VIEW to &database username
;rant select on SYS.V_SPARAMETER to &database username
érant create SYNONYM to &database username

/

NOTE: If you intend to use Oracle OLAP feature, execute the below grant on all ATOMIC
schema(s): grant olap user to &database username

18.2 Grants for Config Schema

Config Schema creation requires certain grants for object creation. This can be located in
$FIC HOME/privileges config user.sql file

The following are the Grants for Config Schema:

grant create SESSION to &database username

/

grant create PROCEDURE to &database username
/

grant create SEQUENCE to &database username
/
grant create TABLE to &database username

/
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grant create TRIGGER to &database username

grant create VIEW to &database username

grant create MATERIALIZED VIEW to &database username
grant select on SYS.V SPARAMETER to &database username

grant create SYNONYM to &database username

18.3 Grants on Config Schema Entities for Atomic Users

Atomic Schema creation requires certain grants for config schema object access. This can be
located in $SFIC_HOME/config table privileges for atomic user.sql file.
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19 Appendix M: Configuring OIDF Pack XML Files

19.1 Configuring OFS_OIDF_PACK.XML file

The OFS_OIDF PACK.xml file holds details on the various OFSAA products that are packaged

in a particular Application Pack.

The following table gives details about the various tags/ parameters available in the file and the
values that need to be updated. Prior to installing the OFSAA Application Pack in SILENT mode,
it is mandatory to update this file.

NOTE:

If you are installing in the GUI mode, then this file need not be updated.

OFS_OIDF_PACK.XML Parameters

Tag Name/ Attribute Name

Description

Mandatory

Default Value/

Comments

(YI'N) Permissible Value

APP_PACK_ID Unique Application | Y Unique Seeded Value DO NOT modify this
Pack Identifier value.

APP_PACK_NAME Unique Application | Y Unique Seeded Value DO NOT modify this
Pack Name value.

APP_PACK_DESCRIPTION | Unique Application | Y Unique Seeded Value DO NOT modify this
Pack Description value.

VERSION Unique release Y Unique Seeded Value DO NOT modify this
version value.

APP Unique Application | Y Unique Seeded Value DO NOT remove
Entries these tags.

APP_ID Unique Application | Y Unique Seeded Value DO NOT modify this
Identifier value.

APP_ID/ PREREQ Prerequisite Y Unique Seeded Value For most
Application/ Product applications

Infrastructure would
be the prerequisite
set. For certain
other applications,
an appropriate
Application ID
would be set.

DO NOT maodify this
value.
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Tag Name/ Attribute Name

Description

Mandatory
(YI'N)

Default Value/
Permissible Value

Comments

APP_ID/ DEF_SEL_FLAG

Default Selected
Flag

Y

Default - YES

In all Application
Packs,
Infrastructure would
have this value set
to “YES”. DO NOT
modify this value.

APP_ID/ ENABLE

Enable Application/
Product

YES if
installing in
SILENT

mode.

Default —
YES for Infrastructure
NO for Others

Permissible - YES or
NO

Set this attribute-
value to YES
against every
APP_ID which is
licensed and should
be enabled for use.

Note: Application/
Product once
enabled cannot be
disabled. However,
Application/ Product
not enabled during
installation can be
enabled later
through the
Administration Ul.

APP_NAME

Unique Application/
Product Name

Unique Seeded Value

DO NOT modify this
value.

APP_DESCRIPTION

Unique Application/
Product Name

Unique Seeded Value

DO NOT modify this
value.

VERSION

Unique release
version

Unique Seeded Value

DO NOT modify this
value.
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19.2 Configuring OFS_OIDF_SCHEMA_IN.XML File

Creating database schemas, object within schemas and assigning appropriate grants are the

primary steps in the

installation process of OFSAA Applications.

The OFS OIDF

_SCHEMA IN.xml file contains details on the various application schemas that should be
created prior to the Application Pack installation.

The following table gives details about the various tags/ parameters available in the file and the
values that need to be updated. Prior to executing the schema creator utility, it is mandatory to
update this file.

OFS_OIDF_SCHEMA_IN.XML Parameters

Tag Name/
Attribute Name

Description

Mandatory
/ Optional

Default Value/
Permissible Value

Comments

<APP_PACK_ID>

Unique Application
Pack Identifier

Y

Unigue Seeded Value

DO NOT modify
this value.

<JDBC_URL>

Enter the JDBC URL.

Note: You can enter
RAC and NON-RAC
enabled database
connectivity URL.

Example,

jdbc:oracle:thin:@<HOST>:
<PORT>:<SID>

or

jdbc:oracle:thin:@//[HOST][:
PORT]/SERVICE

or

jdbc:oracle:thin: @(DESCRIP
TION=(ADDRESS_LIST=(A
DDRESS=(PROTOCOL=TC
P)(HOST=[HOST])(port=[PO
RT]))(ADDRESS=(PROTOC
OL=TCP)(HOST=[HOST])(P
ORT=[PORT]))(LOAD_BAL

ANCE=yes)(FAILOVER=yes
))(CONNECT_DATA=(SER

VICE_NAME=[SERVICE]))))

For example,
jdbc:oracle:thin:@//dbhost.s
erver.com:1521/servicel

or

jdbc:oracle:thin:@//dbshost.
server.com:1521/scan-1
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NAME

the type of
implementation. This
information is displayed
in the OFSAA Home
Page.

Note: On executing the
schema creator utility,
this value will be
prefixed with each
schema name. For
example:
dev_ofsaaconf,

uat_ofsaaatm.

minimum length of two and
maximum of four.

Example,

DEV, SIT, PROD

Tag Name/ Description Mandatory | Default Value/ Comments
Attribute Name / Optional Permissible Value
or
jdbc:oracle:thin:@(DESCRIP
TION=(ADDRESS_LIST=(A
DDRESS=(PROTOCOL=TC
P)(HOST=dbhost1.server.co
m)(port=1521))(ADDRESS=(
PROTOCOL=TCP)(HOST=d
bhost2.server.com)(PORT=
1521))(LOAD_BALANCE=y
es)(FAILOVER=yes))(CONN
ECT_DATA=(SERVICE_NA
ME=servicel)))
<JDBC_DRIVER> | By default this driver Y Example, Only JDBC Thin
name is seeded. oracle.jdbc.driver.OracleDriv Driver is supported.
Note: Do not edit this er DO NOT modify
attribute value. this value.
<HOST> Enter the Hostname/ IP | Y Host Name/ IP Address
Address of the system
on which you are
installing the OFSAA
components.
<SETUPINFO>/ Enter the acronym for Y Accepts strings with a This name would

appear in the
OFSAA Landing
Page as
“Connected To:

XXXX"

The schemas being
created would get
this prefix. For E.qg.
dev_ofsaaconf,
uat_ofsaaconf etc.
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Tag Name/
Attribute Name

Description

Mandatory
/ Optional

Default Value/
Permissible Value

Comments

<SETUPINFO>/
PREFIX_SCHEM
A_NAME

Identifies if the value
specified in
<SETUPINFO>/
NAME attribute
should be prefixed to
the schema name.

N

YES or NO

Default value is
YES.

<PASSWORD>/
APPLYSAMEFOR
ALL

Enter as Y if you want
to apply the password
specified in DEFAULT
attribute for all the
schemas.

If you enter as N, you
need to provide
individual passwords for
all schemas.

Note: In case you have
entered Y in
APPLYSAMEFORALL
attribute and also have
specified individual
passwords for all the
schemas, then the
specified individual
passwords will take

precedence.

Default — N
Permissible — Y or N

Note: Setting this
attribute value is
mandatory, If
DEFAULT attribute
is set.

<PASSWORD>/
DEFAULT*

Enter the password if
you want to set a
default password for all
schemas.

Note: You also need to
set
APPLYSAMEFORALL
attribute as Y to apply
the default password for
all the schemas.

The maximum length

allowed is 30 characters.

Special characters are not

allowed.
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Tag Name/ Description Mandatory | Default Value/ Comments
Attribute Name / Optional Permissible Value
<SCHEMA>/ The different types of Y ATOMIC/CONFIG/SANDBO | Only One CONFIG
TYPE schemas that are X/ADDON schema can exist in
supported in this the file.
release are ATOMIC, Note: This schema
CONFIG, SANDBOX, identifies as the
and ADDON. SANDBOX AND ADDON CONFIGURATION
schemas are not applicable
By default, the schemas for OFS AAAI Application schema that holds
types are seeded based Pack. the OFSAA setup
on the Application Pack. details and other
Note: Do not edit this .metadatfa
attribute value. information.
Multiple ATOMIC/
SANDBOX/
ADDON schemas
can exist in the file.
ATOMIC schema
refers to the
Information Domain
schema.
SANDBOX schema
refers to the
SANDBOX
schema. ADDON
schema refers to
other miscellaneous
schema (not
applicable for this
Application Pack).
<SCHEMA.>/ By default, the schemas | Y The permissible length is 15 | SETUPINFO/
NAME names are seeded characters and only NAME attribute
based on the alphanumeric characters value would be
Application Pack. allowed. No special prefixed to the
You can edit the characters allowed except schema name
schema names if underscore ‘. being created.
required. For E.g. if name is
Note: set as ‘ofsaaatm’
and setupinfo as
The Schema Name will ‘uat' then schema
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Note:

If this attribute is left
blank, then USERS is
set as the default

tablespace.

Tag Name/ Description Mandatory | Default Value/ Comments
Attribute Name / Optional Permissible Value
have a prefix of the being created
SETUPINFO/ NAME would be
attribute. ‘uat_ofsaaatm’.
SCHEMA NAME must NAME should be
be same for all the same where
ATOMIC Schemas of APP_GRP=1 for all
applications within an SCHEMA tags (Not
Application Pack. applicable for this
Application Pack).
<SCHEMA>/ Enter the password of N The maximum length Note: You need to
PASSWORD* the schema to be allowed is 30 characters. mandatorily enter
created. Special characters are not the password if you
Note: allowed. have set the
If this attribute is left <PASSWORD>/
blank, then the APPLYSAMEFORA
password specified in LL attribute as N.
the
<PASSWORD>/DEFAU
LT attribute is applied
as the Schema
Password.
<SCHEMA>/ By default, the Y Unigue Seeded Value Identifies the
APP_ID Application ID is seeded Application/ Product
based on the for which the
Application Pack. schema is being
Note: Do not edit this created.
attribute value. DO NOT modify
this value.
<SCHEMA>/ Enter the available N Default — USERS Modify this value to
DEFAULTTABLE default tablespace for Permissible — Any existing associate any valid
SPACE DB User. valid tablespace name. tablespace with the

schema.
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derives an Information
Domain Name based on
the Application Pack if
no value is specified for
this attribute.

for sandbox

)

Tag Name/ Description Mandatory | Default Value/ Comments
Attribute Name / Optional Permissible Value
<SCHEMA>/ Enter the available N Default — TEMP Modify this value to
TEMPTABLESPA | temporary tablespace Permissible — Any existing associate any valid
CE for the DB User. valid temporary tablespace tablespace with the
Note: name. schema.
If this attribute is left
blank, then TEMP is set
as the default
tablespace.
<SCHEMA>/ Enter the quota to be N Example, Modify this value to
QUOTA seton 600M/m grant the specified
DEFAULTTABLESPAC 20G/g quota on the
E attribute for the mentioned
schema/ user. By UNLIMITED/unlimited tablespace to the
default, the quota size is user.
set to 500M. Minimum:
500M or Unlimited on
default Tablespace
<SCHEMA>/ Enter the name of the N Permissible length is 16 Enter this field in
INFODOM Information Domain to (Optional characters and only UPPERCASE.
associate this schema. | tor Atomic | @lPhanumeric characters
The schema creator and allowed. No special
utility automatically mandatory | characters allowed.

<ADV_SEC_OPTI
ONS>

Parent tag to hold
Advance Security
Options.

Uncomment the tag
and edit if you want
to add security
options. For
example, TDE and
Data Redact.

For details, see the
example following
the table.
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Tag Name/
Attribute Name

Description

Mandatory
/ Optional

Default Value/
Permissible Value

Comments

<ADV_SEC_OPTI
ONS>/TDE

Tag to enable/disable
TDE.

N

Default is FALSE. To enable
TDE, set this to TRUE.

Ensure this tag is
not commented if
you have
uncommented
<ADV_SEC_OPTI
ONS>/

<ADV_SEC_OPTI
ONS>/
DATA_REDACT

Tag to enable/disable
Data Redaction feature.

Default is FALSE. To enable
DATA_REDACT, set this to
TRUE

Ensure this tag is
not commented if
you have
uncommented
<ADV_SEC_OPTI
ONS>/

<TABLESPACES

>

Parent tag to hold
<TABLESPACE>

elements

NA

Uncomment the tag
and edit. ONLY if
tablespaces are to
be created as part
of the installation.

For details, see the
example following
the table.

Note: When TDE is
TRUE in
ADV_SEC_OPTIO
NS, then it is
mandatory for the
<TABLESPACES>
tag to be present in
the xml file.

<TABLESPACE>/
NAME

Logical Name of
tablespace to be

created.

Name if specified
should be referred
in the <SCHEMA
DEFAULTTABLES
PACE=
“HHENAME#H">
attribute.
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Tag Name/ Description Mandatory | Default Value/ Comments
Attribute Name / Optional Permissible Value
Note the ## syntax.
<TABLESPACE>/ | Physical Name of the | Y NA Value if specified
VALUE tablespace to be will be the actual
created name of the
TABLESPACE.
<TABLESPACE>/ | Specifies the location of | Y NA Enter the absolute
DATAFILE the data file on the path of the file to be
server created.
<TABLESPACE>/ | Specifies if the | Y ON or OFF Set to ON to ensure
AUTOEXTEND tablespace should be that the tablespace
extensible or have a does not run out of
hard limit space when full.
<TABLESPACE>/ | Specifies if the | Y ON or OFF Set to ON to ensure
ENCRYPT tablespace(s) should be that the
encrypted using TDE. tablespaces when
created are
encrypted using
TDE.

Note: Encryption of tablespaces requires to enabling Transparent Data Encryption (TDE) on
the Database Server.

Example: (The following snippet shows that TDE is enabled and hence the tablespace has
been shown with encryption ON.)

<ADV_SEC_OPTIONS>

VALUE="FALSE"

<TABLESPACES>

<TABLESPACE

/>

<OPTION NAME="TDE" VALUE="FALSE"/>

<OPTION

NAME="DATA REDACT"

</ADV_SEC_OPTIONS>

NAME="OFS AAI TBSP 1"

VALUE="TS USERS1"

DATAFILE="/scratch/oral2c/app/oracle/oradata/OFSPQA12CDB/ts user

sl.dbf"

SIZE="500M" AUTOEXTEND="ON"

ENCRYPT="ON"
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<TABLESPACE NAME="OFS_AAI_TBSP_2" VALUE="TS_USERSZ"
DATAFILE="/scratch/oral2c/app/oracle/oradata/OFSPQA12CDB/ts_user
s2.dbf" SIZE="500M" AUTOEXTEND="ON" ENCRYPT="ON" />

</TABLESPACES>

<SCHEMAS>
<SCHEMA TYPE="CONFIG" NAME="ofsaaconf" PASSWORD=""
APP _ID="OFS_AAI" DEFAULTTABLESPACE="##0FS AAI TBSP 1##"

TEMPTABLESPACE="TEMP" QUOTA="unlimited"/>

<SCHEMA TYPE="ATOMIC" NAME="ofsaaatm" PASSWORD=""
APP_ID="OFS_AAAI" DEFAULTTABLESPACE="##OFS AAI TBSP 2##"
TEMPTABLESPACE="TEMP" QUOTA="unlimited" INFODOM="OFSAAAIINFO"/>

</SCHEMAS>
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20 Appendix N: Configuring OFSAAI_InstallConfig.xml File

1. Navigate to OFS_OIDF PACK/OFS AAI/conf/directory.
2. Openthe OFSAAI InstallConfig.xml file in text editor.
3. Configure the OFSAAI InstallConfig.xml file as mentioned in the below table:

4. You need to manually set the InteractionVariable parameter values as mentioned in the
table. If a value is not applicable, enter NA and ensure that the value is not entered as
NULL.

InstallConfig.xml Parameters

InteractionVariable Name Significance and Expected Value Mandatory
Y/N

InteractionGroup name="WebServerType"

WEBAPPSERVERTYPE Identifies the web application server on which the OFSAA Yes
Infrastructure web components would be deployed.

The below numeric value should be set depending on the type:
Apache Tomcat = 1

IBM WebSphere Application Server = 2

Oracle WebLogic Server = 3

For example, <InteractionVariable
name="WEBAPPSERVERTYPE">3</InteractionVariable>

InteractionGroup name="OFSAA Infrastructure Server Details"

DBSERVER_IP Identifies the hostname or IP address of the system on which the Yes
Database Engine is hosted.

Note: For RAC Database, the value should be NA.

For example, <InteractionVariable name="DBSERVER_
IP">14.15.16.17</InteractionVariable> or

<InteractionVariable name="DBSERVER_IP">dbhost.server.com
</InteractionVariable>

InteractionGroup name="Database Details"

ORACLE_SID/SERVICE_ Identifies the Oracle DB Instance SID or SERVICE_NAME Yes
NAME Note: The Oracle_SID value should be exactly the same as it is
mentioned in JDBC_URL.

For example, <InteractionVariable
name="ORACLE_SID/SERVICE_NAME">ofsaser
</InteractionVariable>
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InteractionVariable Name Significance and Expected Value Mandatory
YIN
ABS_DRIVER_PATH Identifies the directory where the JDBC driver (ojdbc<version>.jar) Yes

exists. This would typically be the
$ORACLE_HOME/jdbc/lib

For example, <InteractionVariable name="ABS_DRIVER _
PATH">">/oradata6/revwb7/oracle

</InteractionVariable>

Note: Refer Appendix P for identifying the correct
ojdbc<version>.jar version to be copied.

InteractionGroup name="OLAP Detail"

OLAP_SERVER_ Identifies if the OFSAA Infrastructure OLAP component needs to No
IMPLEMENTATION be configured depending on whether you intend to use the OLAP
feature. The below numeric value should be set depending on the
choice:

YES -1

NO -0

Note:IfvalueforOLAP SERVER IMPLEMENTATION issettol, itchecksforfollowing environment variables are set
in .profile:

ARBORPATH, HYPERION HOME and ESSBASEPATH.

InteractionGroup name="SFTP Details"

SFTP_ENABLE Identifies if the SFTP (Secure File Transfer Protocol) feature is Yes
to be enabled. The below numeric value should be set
depending on the choice:

. For SFTP, set this field to 1 or -1.
. For FTP, set this field to 0

Note: The default value for SFTP_ENABLE is 1, which signifies that SFTP will be used. Oracle recommends
using SFTP instead of FTP because SFTP is considered more secure. However, a client may choose to ignore
this recommendation and to use FTP by setting SFTP_ENABLE to 0. This selection may be changed later by
using the OFSAAI administration interface

For example, <InteractionVariablename="SFTP_ENABLE">0</InteractionVariable>

Set SFTP_ENABLE to -1 to configure ftpshare and weblocal path as local path mounted for OFSAAI server

FILE_ TRANSFER_PORT Identifies the port used for the file transfer service. The Yes
default value specified is 22 (SFTP). Specify default value as
21 (FTP) if SFTP_ENABLE is 0. Alternatively, this value
can be any Port configured by System Administrators to
support SFTP/FTP

For example, <InteractionVariable name="FILE_TRANSFER_
PORT">21</InteractionVariable>

InteractionGroup name="Locale Detail"

LOCALE Identifies the locale information to be used during the installation. Yes
This release of the OFSAA Infrastructure supports only US English.

For example, <InteractionVariable
name="LOCALE">en_US</InteractionVariable>

InteractionGroup name="OFSAA Infrastructure Communicating ports"

Note: The below ports are used internally by the various OFSAA Infrastructure services. The default values
mentioned below are set in the installation. If you intend to specify a different value, update the parameter value
accordingly and ensure this port value is in the range of 1025 to 65535 and the respective portis enabled.
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InteractionVariable Name Significance and Expected Value Mandatory
YIN
JAVAPORT 9999 Yes
NATIVEPORT 6666 Yes
AGENTPORT 6510 Yes
ICCPORT 6507 Yes
ICCNATIVEPORT 6509 Yes
OLAPPORT 10101 Yes
MSGPORT 6501 Yes
ROUTERPORT 6500 Yes
AMPORT 6505 Yes

InteractionGroup name="Web Details"

Note: If value for HTTPS_ENABLE is set to 1, ensure you have a valid certificate available from a trusted CA and
the same is configured on your web application server.

HTTPS_ENABLE Identifies if the Ul should be accessed using HTTP or HTTPS Yes
scheme. The default value set is 0. The below numeric value
should be set depending on the choice:

YES -1

NO -0

For example, <InteractionVariable name="HTTPS_ENABLE">0
</InteractionVariable>

WEB_SERVER_IP Identifies the HTTP Server IP/ Hostname or Web Application No
Server IP/ Hostname, to be used for accessing the Ul. This IP
would typically be the HTTP Server IP.

If no separate HTTP Server is available, the value should be Web
Application Server IP/Hostname.

For example, <InteractionVariable name="WEB_SERVER_
IP">10.11.12.13</InteractionVariable>

or

<InteractionVariable name="WEB_SERVER_|P">
myweb.server.com</InteractionVariable>

WEB_SERVER_PORT Identifies the Web Server Port. This would typically be 80 for non Yes
SSL and 443 for SSL. If no separate HTTP Server exists, the value
should be the port configured for Web Application Server.

Note: The port value will not be accepted as 80 if HTTPS_ENABLE
is 1 and as 443, if HTTPS_ENABLE is 0.

For example, <InteractionVariable name="WEB_
SERVER_PORT">80</InteractionVariable>
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InteractionVariable Name Significance and Expected Value Mandatory
YIN
CONTEXT_NAME Identifies the web application context name which will be used to Yes

build the URL to access the OFSAA applications. The context
name can be identified from a URL as below:

<scheme>://<host>:<port>/<context-name>/lo
gin.jsp

Sample URL:
https://myweb:443/ofsaadev/login. jsp

For example, <InteractionVariable name="CONTEXT
NAME">ofsaadev</InteractionVariable>

WEBAPP_CONTEXT_PATH | Identifies the absolute path of the exploded .ear file on the web Yes
application server.

For Tomcat, specify the Tomcat directory path till
/webapps, such as
/oradata6/revwb7/tomcat/webapps/.

For WebSphere, enter the WebSphere path as
<WebSphere profile directory>/installedApps/
<NodeCelIName>. For example,
/data2/test//WebSphere/AppServer/profiles/
<Profile_

Name>/installedApps/aix-imfNode01Cell. Where aix-imf is Host
name.

For WebLogic, provide the WebLogic home directory path as
/<WebLogic home directory path>/bea/wliserver_10.3

WEB_LOCAL_PATH Identifies the absolute path to any directory on the web application | Yes
server that can hold temporary files being uploaded as part of the
applications usage.

Note: In case of a clustered deployment, ensure this path and
directory is same on all the nodes.

InteractionGroup name="Weblogic Setup Details"

WEBLOGIC_DOMAIN_HOM | Identifies the WebLogic Domain Home. Yes
E For example, <InteractionVariable name="WEBLOGIC_DOMAIN_ | Specify the
HOME">/home/weblogic/beal/user_ projects/domains/mydomain ?;alue only
</InteractionVariable> WEBSERV
ERTYPE is
set as 3

InteractionGroup name="OFSAAI FTP Details"
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InteractionVariable Name Significance and Expected Value Mandatory
YIN
OFSAAI_FTPSHARE_PATH | Identifies the absolute path to the directory identified as file system | Yes
stage area.
Note:

1. The directory should exist on the same system on which the
OFSAA Infrastructure is being installed (can be on a separate
mount).

2. The user mentioned in APP_SFTP_USER_ID parameter below
should have RWX permission on the directory.

For example, <InteractionVariable
name="APP_FTPSHARE_PATH">">/oradata6/revwb7/ftpshare</In
teractionVariable>

OFSAAI_SFTP_USER_ID Identifies the user who has RWX permissions on the directory Yes
identified under parameter APP_FTPSHARE_PATH above.

Identifies the SFTP private key for OFSAAI.

OFSAAI_SFTP_PRIVATE_K No
For example,

EY . .
<InteractionVariable
name="OFSAAI_SFTP_PRIVATE_KEY">/home/ofsaapp/.ssh/id_r
sa</InteractionVariable>
By default, the value is NA, which indicates password will be
prompted for the user <OFSAAI_SFTP_USER_ ID> for
authentication.
For more information on generating SFTP Private key, see the
Setting Up SFTP Private Key section.

OFSAAI_SFTP_PASSPHRA Identifies the passphrase for the SFTP private key for OFSAAI. No

For example,

InteractionVariable
name="OFSAAI_SFTP_PASSPHRASE">enter a pass phrase
here</InteractionVariable>

By default, the value is NA.

If OFSAAI_SFTP_PRIVATE_KEY value is given and this is kept
as NA, then it is assumed as empty passphrase.

SE
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21 Appendix O: Migration for Excel Upload

This appendix provides detailed instructions to migrate for excel upload.

21.1 Prerequisites

The prerequisites for migration are as follows:
¢+ Data model in ATOMIC schemas should be same on the source and target setups.
¢+ OFS AAI (platform) patch level version should be same on the source and target setups.
¢ PL/SQL Developer to connect and query the database.

¢+ WIiInSCP to connect and access server file system.

21.2 Migration for Excel Upload

To migrate, follow these steps:

1. Open PL/SQL Developer and logon to the source setup’s configuration (CONFIG)
schema by entering the appropriate username and password.

2. Inanew SQL window query the data of table EXCEL MAPPING MASTER.

3. Open a new session in PL/SQL developer and logon to the target setup’s configuration
(CONFIG) schema by entering the appropriate username and password.

4. Insert the records from Step 1 above in to this table.

5. InVv_INFODOM column of EXCEL MAPPING MASTER table update the Information
Domain name with the target Information Domain name.

NOTE: If all the mappings can work out of the single target Information Domain, update same
Information Domain value across all rows. If only few mappings will work out of the
target Information Domain, update the Information Domain value for selective records.
Excel upload mappings will work only if the target Information Domain has same data
model entities as used in the mappings defined on source setup.

6. Update v_.CREATED BY column with the name of any user present in the target setup
that has appropriate roles to perform Excel Upload tasks.

NOTE: Itis mandatory to update values for v_.INFODOM and V_CREATED_ BY columns.

7. Open WInSCP and login a new session by entering the host name, port number, user
name and password to access the source setup.

8. Navigate to the folder referred as FTPSHARE.
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9. Copy the excel-entity mapping xml file(s) which are located in this folder according to
their folder structure on to your desktop. For example: /ftpshare
/STAGE/ExcelUpload/$SOURCE INFODOM NAME/$EXCEL FILE NAME.xml

NOTE: Actual file name of Excel Sheet is mentioned in the Vv_EXCEL NAME column of
EXCEL MAPPING MASTER table.

10. Copy the excel templates (.xIs/ .xIsx) file(s) which are located in this folder according to
their folder structure on to your desktop. For example:
/ftpshare/STAGE/ExcelUpload/TEMPLATE/*.x1ls or *.xlsx

NOTE: Ignore this step if files are not present at the location.

11. Login a new session in WinSCP by entering the host name, port number, user name
and password to access the target setup.

12. Copy the xml file(s) from Step 3 to the below location in the target setup. For example:
/ftpshare/STAGE/ExcelUpload/$STARGET INFODOM NAME/S$SEXCEL FILE NAME

. xml

NOTE: STARGET INFODOM NAME should be target setup Information Domain in which you
have uploaded the appropriate data model and the name should be same as the
V_INFODOM column value updated in EXCEL MAPPING MASTER table.

13. Copy the xls/ xIsx file(s) from Step 3 to the below location in target setup. For example:
/ftpshare/STAGE/ExcelUpload/TEMPLATE/*.x1ls or *.xlsx

NOTE: Ignore this step if files are not present at the location.
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22 Appendix P: JDBC Jar Files

The ojdbc<version>. jar file should be copied based on Database and Java version. Refer to
the following table for details.

Oracle Database | JDK Version Supported JDBC Jar Files Specific to the
Version Release
12.1 or 12cR1 JDK 7 and JDK 8 ojdbc7 jar for JDK 7/JDK 8
11.2 or 11gR2 JDK 7 and JDK 8 supported in 11.2.0.3 and | ojdbc6.jar for JDK 7 / JDK 8
11.2.04
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23 Appendix Q: Upgrading an Existing OFSAA 8.0.x Java 7 Instance
to Java 8

This section explains the configurations required to upgrade an existing OFSAA 8.0.x Java 7
instance to Java 8. It consists of the following topics:

Prerequisites
Steps for upgrading OFSAA 8.0.x Java 7 instance to Java 8

Web Application Server Configurations
OFSAA Generic Configurations
OFSAA Configurations for New Web Application Server Installation

* & & o o

23.1 Prerequisites

The following are the prerequisites for upgrading OFSAA 8.0.x Java 7 instance to Java 8:

¢+ Java 8 should be installed on the OFSAA server and Web Application Server.

NOTE: IBM WebSphere 8.5.x (Full Profile) on Java 8 is not available.

23.2 Steps for Upgrading OFSAA 8.0.x Java 7 Instance to Java 8

To upgrade OFSAA 8.0.x Java 7 instance to Java 8, follow these steps:

1. Configure Web Application Server to Java 8. For more information, refer Web Application
Server Configurations.

2. Configure the OFSAA instance to Java 8. For more information, refer OFSAA Generic
Configurations. For a newly installed Web Application Server, refer OFSAA
Configurations for New Web Application Server Installation

3. Restart the OFSAA services. For more information, refer the Start/Stop Infrastructure
Services section in Appendix D

4. Generate the application EAR/WAR file and redeploy the application onto your configured
web application server. For more information on generating and deploying EAR / WAR

file, refer Appendix C.

23.3 Configuring Web Application Server

This section describes the changes to be made in the Web Application Server. Following are the
two options to perform Web Application Server Configurations which are listed as follows:

¢+ Upgrade the existing Web Application Server Installation to Java 8
¢+ Install a new instance of the Web Application Server with Java 8

This section consists of the following topics:

¢ Oracle WebLogic Server Updates
¢ Apache Tomcat Server Updates
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23.3.1 Oracle WebLogic Server Updates

Perform the following configurations to upgrade the existing WebLogic server instance to Java 8:

1.
2.

Navigate to <WLS_HOME>/Middleware/Oracle Home/wlserver.

Edit the product.properties file. Set JAVA HOME, WLS_ JAVA HOME, JAVAHOME
properties to the new Java path and java.vm.version to the new Java version. For
example,

JAVA HOME=/usr/java/jdk1.8.0_45

WLS_ JAVA HOME=/usr/java/jdkl.8.0 45

JAVAHOME=/usr/java/jdkl.8.0 45

java.vm.version=1.8.0_ 45

Navigate to
<WLS_HOME>/Middleware/Oracle Home/user projects/domains/<domain>/
bin. Update SUN JAVA HOME, DEFAULT JAVA HOME, JAVA HOME in the
setDomainEnv. sh file to point to the new Java path. For example,

SUN JAVA HOME="/usr/java/jdkl.8.0 45"

DEFAULT SUN JAVA HOME="/usr/java/jdkl.8.0 45"
JAVA_HOME="/usr/java/jdk1.8.0_45"

Clear the Application cache. Navigate to the following path and delete the files:

<Weblogic installation location>/domains/<Domain
name>/servers/<Server name>/tmp/ WL user/<Application

name>/qaelce/jsp servlet

If you wish to install a new instance of the Oracle WebLogic Server, follow these steps:

1.
2.

Install Oracle WebLogic Server 12.1.3.x on Java 8.
Perform the configurations for the newly installed WebLogic server. For more information
refer Configuring Resource Reference in Weblogic Application Server.

NOTE: While creating WebLogic Domain, the Listen Port should be set same as that of the

existing Domain.
Note down the new Domain path to perform OFSAA Configurations.

23.3.2 Apache Tomcat Server Updates

Perform the following configurations to upgrade the existing Apache Tomcat Server from Java 7

to Java 8:
1. Login to the Apache Tomcat Server as a non-root user.
2. Edit the user .profile. Update the value for JAvA HOME from JRE 1.7 to JRE 1.8. For
Example:
JAVA HOME=/usr/java/jrel.8.0_ 45
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3. Clear the Application cache. Navigate to the following path and delete the files:
<Tomcat installation folder>/work/Catalina/localhost/<Application
name>/org/apache/jsp

If you wish to install a new instance of the Apache Tomcat Server, follow these steps:

1. |Install Apache Tomcat Server 8 with Java 8.
2. Perform the configurations for the newly installed Tomcat server. For more information
refer Configuring Resource Reference in Tomcat Application Server.

NOTE: Update the Connector Portin /apache-tomcat-8.0.21/conf/server.xml fileto
that of the existing Tomcat instance.
Note down the new deployment path to perform OFSAA Configurations.

23.4 OFSAA Generic Configurations

This section consists of the following topics:

¢ User .profile Settings
¢+ Configurations for Java 8

23.4.1 User .profile Settings

Perform the following configurations:

1. Login to the OFSAA Server as a non-root user.
2. Edit the user .profile. Update the value for PATH variable from JRE 1.7 to JRE 1.8.
For Example,

PATH=/usr/java/jdkl1.8.0 45/jre
JAVA BIN=/usr/java/jdkl.8.0 45/jre/bin

LD LIBRARY PATH=$LD LIBRARY PATH:/usr/java/jdkl.8.0 45/jre/lib/am

d64/server

23.4.2 Configurations for Java 8

Perform the configurations explained in the section Configurations for Java 8.

23.5 OFSAA Configurations for New Web Application Server Installation

This configuration is required only if you have freshly installed Oracle WebLogic 12.1.3 or Apache
Tomcat Server 8.0. Follow these steps:

1. Modify the following parameters in the Configuration table present in the Config Schema
with the new Domain Path in case of WebLogic or with the new deployment path in case
of Tomcat:

¢ DeFiHome

¢ REV_IMG PATH
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¢ EMBEDDED JSP_JS PATH
Login to the OFSAA Server as a non-root user.

3. Navigate to S$FIC HOME/ficweb/webroot/WEB INF and update the following
parameters in the web.xm1 file with the new Domain path in case of WebLogic or with
the new deployment path in case of Tomcat:

¢ FIC PHYSICAL HOME LOC
¢ FIC HOME
¢ ICC_SERVLET LOG FILE

4. Navigate to $FIC_HOME/ficweb/webroot/conf and update the Domain path in case
of WebLogic or with the new deployment path in case of Tomcat:

¢ OFSAALogger.xml

¢ MDBLogger.xml

¢ RevLog4jConfig.xml

¢ RFDLogger.xml

¢ ExportLog4jConfig.xml
¢ RFDLogger.xml

¢ PR2Logger.xml
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24 Appendix R: Removing OFSAA

This chapter includes the following sections:

¢

¢

¢

¢

Uninstalling OFSAA Infrastructure

Uninstalling EAR Files in WebSphere

Uninstalling EAR Files in WebLogic

Uninstalling WAR Files in Tomcat

24.1 Uninstalling OFSAA Infrastructure

This section will guide you through the necessary steps to uninstall the OFSAA Infrastructure

product.

Before you start the uninstallation process, ensure that no open connections exist to the OFSAA
Infrastructure Config and Atomic Schemas and Infrastructure services are brought down.

To uninstall OFSAA Infrastructure:

1. Log in to the system as non-root user.
2. Navigate to the SFIC_ HOME directory and execute the command:
./Uninstall.sh
3. Enter the password for OFSAAI Configuration Schema when prompted as shown in the
following figure.
fecratechdofzaadb/OFSARTL >, AUninstall, sh
Uhinstallation Started [time @ Tue Jun 10 14:20:27 IST 2014 ]
T T e
#4% IIriver loaded with Driver oracle,jdbc.driver,Oraclelriver
Pleaze enter Configuration schema Password @
Connected to Config Schema
Cleaning config schema ...
config schema cleaned ...
Cleaning up Infrastructure Home Dir |
Pleaze wait ..
Ininztallation Completed | Thank You [time § Tue Jun 10 14:21:53 IST 2014 1
SRS SR SRS S SRS SRS SRS
/zoratch/of zaadb OFSEAT ]
NOTE: Uninstallation does not remove the Infrastructure application from the Web Application
Server. This has to be done manually.
The entries in the .profile file will have to be removed manually.
The files/ folders under the file system staging area (ftpshare) have to be deleted
manually.
All the Database objects from Atomic Schemas have to be dropped manually.
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24.2 Uninstalling EAR Files in WebSphere

Following are the steps to uninstall any previously deployed application:

1. Open the URL in the browser window: http://<ipaddress>:<Administrative
Console Port>/ibm/console (https, if SSL is enabled). The Login window is
displayed.

2. Login with the user ID that has admin rights.

3. Expand Applications > Application Types > WebSphere enterprise applications from
the LHS. The Enterprise Applications window is displayed with all the deployed
applications.

Enterprise Applications 7=
Enterprise Applications
Use this page to manage installed applications. A single application can be deployed onto multiple servers.
B Freferences
Startl Stop [nsulll Uninstall Upcdate Rollout Update Remove File Export Export DDL Export File
Qe
Scloc!i Name 2 | Application Status ¢)_
| Youcan administer the following resources: ;
D Daefaultasslication L4
O ' ivtapo [ D>
O guery . >
D . upgs?3 [ 2
Total 4 V
4. Select the checkbox adjacent to the application to be uninstalled and click Stop.
5. Click Uninstall. The Uninstall Application window is displayed.
Usinstall Application -
Chck OK 10 remave the following apphcaton(s). If you do not want to remove the appications, chck Cancel to return
10 the previous page
Name
AIXGAST
Cancel '

6. Click OK to confirm.

7. Click Save to save the master file configuration.
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24.3 Uninstalling EAR Files in WebLogic

On the machine that hosts WebLogic, perform the following steps to uninstall any previously
deployed application:

1. Open the URL in the browser window: http://<ipaddress>:<admin server

port>/console (https, if SSL is enabled). The Login window of the WebLogic Server
Administration Console is displayed.

2. Login with the WebLogic user credentials having administrator privileges.

3. From the Domain Structure LHS menu, click Deployments. The Summary of
Deployments screen is displayed

Summary of Deployments

Control  Monitorng

This page displays a list of Java EE applications and stand-alone application modules that have been instaled to this domain, Instalied applications and modules can be started, stopped, updated
(redeployed), or deleted from the domain by first selecting the appication name and using the controls on this page.

To install a new appication or module for deployment to targets in this domain, cick the Install button,

¥ Customize this table

Deployments

instal | | Update | | Delete ‘Szanv Showing 1to 10f 1 Pravious | Next

When work completes
v \
Name & Force Stop Now State Health Type Deployment Order
CRwaT pg7273 Stop, but continue servicing administration requests Active & ok Enterprise Apphcaton 100

Install | | Update ' = Delete ] Startv HOP v Showing 1to 10f 1 Previous | Next

4. Select the checkbox adjacent to the application to be uninstalled and click Stop> Force
Stop Now.

5. Click Yes in the confirmation dialog to stop the selected deployment.

Messages
o Selected Deployments have been requested to stop
Summary of Deployments

Control  Maonitoring

This page displays a list of Java EE appications and stand-alone application modules that have been instalied to this doman. Instalied applications and modules can be started, stopped, updated

(redepioyed), or deleted from the domain by first selecting the appication name and using the controls on this page.

To install a new appication or module for deployment to targets in this domain, dick the Install button,

P Customize this table

Deployments
- I
instad } Showing 1t0 10f 1 Previous | Next
] | name & State Health Type Deployment Order
O | @ Buegr273 Prepared | ¥ 0K Enterprise Appication 100

Showing 1to 1of 1 Previous | Next

6. Select the checkbox adjacent to the application and click Delete to delete the selected
deployment.
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7. Click Yes in the confirmation dialog to remove the selected deployment from the domain
configuration.

24.4 Uninstalling WAR Files in Tomcat

On the machine that hosts Tomcat, perform the following steps to uninstall any previously
deployed application:

1. Comment out Context path section from server.xml file in SCATALINA_HOME/conf
directory to avoid conflict during undeploy and re-deploy of the WAR file.

Place comment <!-- --> in between the context path section. For

example:
<!--

<Context path ="/pr2test" docBase="/home/perfuser/tomcat-
7.0.19/webapps/pr2test" debug="0" reloadable="true"

crossContext="true">
<Resource auth="Container"
name="jdbc/PR2ATM"
type="javax.sqgl.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="pr2atm"
password="pr2atm"
url="jdbc:oracle:thin:@10.184.74.99:1521:PERFTEST"
maxActive="100"
maxIdle="30"
maxWait="10000"/>
</Context>
-——>
Restart the Tomcat service by doing the following:
a. Login to the "Unix server" through a terminal emulator.
b. Navigate to $catalina_home/bin directory.
c. Stop the tomcat services using the command . /shutdown. sh

d. Start the tomcat services using the command . /startup.sh
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2. Open the URL in a browser window: http://<IP address>:<Tomcat server
port>. (https, if SSL is enabled). The Tomcat home window is displayed.

3. Click the Manager App. The Connect to window is displayed.

4. Login with the user credentials having admin rights. The Tomcat Web Application
Manager window is displayed with the list of all applications deployed in Tomcat.

&8ss °Apache
Software Foundation /‘r&?

http://www.apache.org/

Tomcat Web Application Manager

HYIL Manager Help

Path Display Name Running Sessions Commands
Start Stop Reload Undepio

eicome to Tomcat true 9 Expire sessions win igle =130 minutes

Stort Stoo Bsioad Undeplo

ig0ca Tomcat Documentation true [ Expire sessions with ki x| 30 cahles

exampiay Serviet and JSP Examples

Start Stoo Raload Undeplov

Mmost-manager Tomcat Manager Appication true 9 Expire sessions wih idle x| 30 minutes

Start St0p Relocad Undeploy

[ Expire sessions | ,,en aie 230 ke

true 1 Start Stoo Reioad Undepioy

Tomcat Web Application Manager

5. Click the Undeploy link against the deployed Infrastructure application. A confirmation
message is displayed on the application /Infrastructure being uninstalled.
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25 Appendix S: Configuring Transparent Data Encryption and Data
Redaction in OFSAA

Two features comprise Oracle Advanced Security: Transparent Data Encryption and Oracle Data
Redaction.

This section details about the configurations required in case you want to enable TDE or Data
Redaction in OFSAA applications.

25.1 Transparent Data Encryption (TDE)

Transparent Data Encryption (TDE) enables you to encrypt sensitive data, such as Personally
Identifiable Information (PII), that you store in tables and tablespaces. After the data is encrypted,
this data is transparently decrypted for authorized users or applications when they access this
data. To prevent unauthorized decryption, TDE stores the encryption keys in a security module
external to the database, called a Keystore. For more details on TDE, see the Database
Advanced Security Guide. TDE tablespace encryption enables you to encrypt all of the data
stored in a tablespace. To control the encryption, you use a Keystore and TDE master encryption
key. Oracle Database supports both software keystores and hardware, or HSM-based, keystores.
A software keystore is a container for the TDE master encryption key, and it resides in the
software file system.

25.1.1 Configuring TDE during OIDF Installation Using Full Installer
This section provides information on how to enable TDE (Transparent Data Encryption) in the
database. This section consists of the following sub sections.
e Configuring Software Keystore and Encrypted Tablespace Creation
¢ Running the Schema Creator Utility
e Testing the Encryption

25.1.1.1 Configuring a Software Keystore and Encrypted Tablespace Creation

A software keystore is a container for the TDE master encryption key, and it resides in the
software file system. You must define a location for the key in the sglnet.ora file so that the
database locates the keystore (one per database) by checking the keystore location in the
sglnet.ora file. After defining the location, create the keystore and open it. Set the TDE master
key after opening it and then encrypt the data.

To find whether a wallet is already existing, check the following entries:

1. The location specified by the ENCRYPTION_WALLET_LOCATION parameter in the
sglnet.ora file.

2. The location specified by the WALLET_LOCATION parameter in the sglnet.ora file.
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Encrypted tablespaces can share the default database wallet. However, Oracle recommends
that you use a separate wallet for transparent data encryption functionality by specifying the
ENCRYPTION_WALLET_LOCATION parameter in the sgqlnet.ora file.

NOTE: You should have proper privileges to perform the following actions.

For details to configure the software keystore, perform the following steps:
Step 1: Set the Software keystore location in the sqglnet.ora file

The first step is to designate a location for software keystore in the sqlnet.ora file. The
Oracle Database will check the sqlnet. ora file for the directory location of the keystore to
determine whether it is a software keystore or a hardware module security (HSM) keystore.

NOTE: Ensure that the directory location which you want to set for software keystore exists
beforehand. Preferably, this directory should be empty.

In a multitenant environment, the keystore location is set for the entire multitenant
container database (CDB), not for individual pluggable databases (PDBs).

By default, the sqlnet.ora file is located in the ORACLE HOME/network/admin
directory or in the location set by the TNS_ADMIN environment variable. Ensure that
you have properly set the TNS_ADMIN environment variable to point to the correct
sglnet.ora file.

To create a software keystore on a regular file system, use the following format when you
edit the sglnet.ora file:

ENCRYPTION WALLET LOCATION=
(SOURCE=
(METHOD=FILE)
(METHOD DATA=
(DIRECTORY=<<path to keystore>>)))
Examples:
For regular file system in which the database name is orclb:
ENCRYPTION WALLET LOCATION=
(SOURCE=
(METHOD=FILE)

(METHOD DATA=
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(DIRECTORY=/etc/ORACLE/WALLETS/orcl)))
When multiple databases share the sqglnet.ora file:
ENCRYPTION WALLET LOCATION=
(SOURCE=
(METHOD=FILE)
(METHOD DATA=

(DIRECTORY=/etc/ORACLE/WALLETS/orcl)))

When Oracle Automatic Storage Management (ASM) is configured:
ENCRYPTION WALLET LOCATION=
(SOURCE=
(METHOD=FILE)
(METHOD DATA=
(DIRECTORY=+diskl/mydb/wallet)))
For ASM Diskgroup:
ENCRYPTION WALLET LOCATION=
(SOURCE=
(METHOD=FILE)
(METHOD DATA=
(DIRECTORY=+ASM file path of the diskgroup)))
Step 2: Create the Software Keystore
There are three different types of Software Keystores:
¢+ Password-based Software Keystores
¢+ Auto-login Software Keystores
¢ Local Auto-login Software Keystores
Perform the following steps to create a software keystore:
1. Login as sysdba or user with ADMINISTER KEY MANAGEMENT or SYSKM privilege.
2. Use the following command to create password-based software keystore:

CONN sys/password@serviceid AS SYSDBA
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ADMINISTER KEY MANAGEMENT CREATE KEYSTORE 'keystore location'
IDENTIFIED BY software keystore password;

* keystore location is the path of the keystore directory you want to create

* software keystore password is the password of the keystore that you want to
create.

For example, to create the keystore in the /etc/ORACLE/WALLETS/orcl directory:

ADMINISTER KEY MANAGEMENT CREATE KEYSTORE
'/etc/ORACLE/WALLETS/orcl' IDENTIFIED BY password;

After you run this statement, the ewallet.p12 file, which is the keystore, appears in the
keystore location.

= Alternatively, you can create an Auto-Login or Local-Login Keystore to avoid opening
the Keystore manually every time. Use the following command:

ADMINISTER KEY MANAGEMENT CREATE [LOCAL] AUTO_ LOGIN KEYSTORE
FROM KEYSTORE 'keystore location' IDENTIFIED BY

keystore password;

* LOCAL enables you to create a local auto-login software keystore. Otherwise, omit
this clause if you want the keystore to be accessible by other computers.

After you run this statement, the cwallet. sso file appears in the keystore location.

NOTE: It is important to remember the master key password (<keystore_password>) used
during creation of the keystore. There are no ways to retrieve the password if
forgotten.

Step 3: Open the Software Keystore

Depending on the type of keystore you create, you must manually open the keystore before you
can use it.

You do not need to manually open auto-login or local auto-login software keystores. These
keystore are automatically opened when it is required, that is, when an encryption operation must
access the key. If necessary, you can explicitly close any of these types of keystores. You can
check the status of whether a keystore is open, closed, open but with no master key, or open but
with an unknown master key by querying the STATUS column of the VSENCRYPTION_WALLET
view.

NOTE: After you open a keystore, it remains open until you manually close it. Each time you
restart a database instance, you must manually open the password keystore to re-
enable encryption and decryption operations.

Perform the following steps to open the software wallet:
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1. Login as sysdba or user with ADMINISTER KEY MANAGEMENT or SYSKM privilege.
2. Use the following command to open password-based software keystore:
CONN sys/password@serviceid AS SYSDBA

ADMINISTER KEY MANAGEMENT SET KEYSTORE OPEN IDENTIFIED BY
software keystore password [CONTAINER = ALL | CURRENT];

* software keystore password is the same password that you used to create
the keystore in "Step 2: Create the Software Keystore".

= CONTAINER is for use in a multitenant environment. Enter ALL to set the keystore
in all of the PDBs in this CDB, or CURRENT for the current PDB.

NOTE: In a CDB, open the Keystore in the ROOT (CDB$ROOT)
container and in all the associated PDBs, where TDE is enabled.

You do not need to manually open auto-login or local auto-login software
Keystores.

Step 4: Set the Software TDE Master Encryption Key

Once the keystore is open, you can set a TDE master encryption key for it. The TDE master
encryption key is stored in the keystore. This key protects the TDE table keys and tablespace
encryption keys. By default, the TDE master encryption key is a key that Transparent Data
Encryption (TDE) generates.

In a multitenant environment, you can create and manage the TDE master encryption key from
either the root or the PDB.

Ensure that the database OPEN_MODE is set as READ WRITE. To find the status for a non-
multitenant environment, query the OPEN_MODE column of the VSDATABASE dynamic view. If
you are using a multitenant environment, then query the VSPDBS view. (If you cannot access
these views, then connect as SYSDBA and try the query again. In order to connect as SYSKM for
this type of query, you must create a password file for it. See Oracle Database Administrator's
Guide for more information.)

Perform the following steps to set the encryption key:
1. Login as sysdba or user with ADMINISTER KEY MANAGEMENT or SYSKM privilege.
2. Use the following command to set the encryption key:
CONN sys/password@serviceid AS SYSDBA

ADMINISTER KEY MANAGEMENT SET KEY [USING TAG 'tag'] IDENTIFIED
BY password [WITH BACKUP [USING 'backup identifier']] [CONTAINER
= ALL | CURRENT];
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* tag is the associated attributes and information that you define. Enclose this
setting in single quotation marks (' ).

* password is the mandatory keystore password that you created when you
created the keystore in "Step 2: Create the Software Keystore".

* WITH BACKUP creates a backup of the keystore. You must use this option for
password-based keystores. Optionally, you can use the USING clause to add a
brief description of the backup. Enclose this description in single quotation
marks (' *). This identifier is appended to the named keystore file (for example,
ewallet_time_stamp_emp_key backup.p12, with emp_key backup being the
backup identifier). Follow the file naming conventions that your operating
system uses.

= CONTAINER is for use in a multitenant environment. Enter ALL to set the key in
all of the PDBs in this CDB, or CURRENT for the current PDB.

For example,

ADMINISTER KEY MANAGEMENT SET KEY IDENTIFIED BY password WITH
BACKUP USING 'emp key backup';

Step 5: Encrypting your Data

After completing the keystore configuration, encrypt the data. You can encrypt individual columns
in a table or entire tablespaces. OFSAA recommends encrypting entire tablespaces and the
description in this section covers encrypting entire tablespaces.

Note the following restrictions on using Transparent Data Encryption when you encrypt a
tablespace:

¢+ Transparent Data Encryption (TDE) tablespace encryption encrypts or decrypts data during
read and write operations, as compared to TDE column encryption, which encrypts and
decrypts data at the SQL layer. This means that most restrictions that apply to TDE column
encryption, such as data type restrictions and index type restrictions, do not apply to TDE
tablespace encryption.

¢+ To perform import and export operations, use Oracle Data Pump.
Encrypting data involves the following steps:
Step 1: Setting the COMPATIBLE initialization parameter for tablespace encryption
Step 2: Setting the tablespace TDE master encryption key
Step 3: Creating the Encrypted Tablespace
Step 1: Setting the COMPATIBLE initialization parameter for tablespace encryption

Prerequisite- You must set the COMPATIBLE initialization parameter for the database to 11.2.0.0
or later. Once you set this parameter to 11.2.0.0, the change is irreversible.

Oracle Financial Services Software ORACLE

221




OIDF 8.0.6.0.0 Installation Guide

Perform the following steps to set the COMPATIBLE initialization parameter:
1. Log into the database instance. In a multitenant environment, log into the PDB.
2. Check the current setting of the COMPATIBLE parameter.
For example:

SHOW PARAMETER COMPATIBLE

NAME TYPE VALUE
compatible string 12.0.0.0
noncdbcompatible BOOLEAN FALSE

3. If you want to change the COMPATIBLE parameter, perform the following steps:
a. Locate the initialization parameter file for the database instance.

* UNIX systems: This file is in the ORACLE_HOME/dbs directory and is named
initORACLE SID.ora (for example, initmydb.ora).

b. In SQL*Plus, connect as a user who has the SYSDBA administrative privilege, and
then shut down the database.

For example:
CONNECT /AS SYSDBA
SHUTDOWN
c. Edit the initialization parameter file to use the correct COMPATIBLE setting.
For example:
COMPATIBLE = 12.2.0.0

d. In SQL*Plus, ensure that you are connected as a user who has the SYSDBA
administrative privilege, and then start the database.

For example:
CONNECT /AS SYSDBA
STARTUP

e. |If tablespace encryption is in use, then open the keystore at the database mount. The
keystore must be open before you can access data in an encrypted tablespace.

STARTUP MOUNT;
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ADMINISTER KEY MANAGEMENT SET KEYSTORE OPEN IDENTIFIED BY

password;
ALTER DATABASE OPEN;
Step 2: Setting the tablespace TDE master encryption key

Make sure that you have configured the TDE master encryption key as shown in Step 4: Setting
the software TDE master encryption key.

Step 3: Creating the Encrypted Tablespace

After you have set the COMPATIBLE initialization parameter, you are ready to create the
encrypted tablespace.

Follow the instruction given in Running the Schema Creator Utility with Encryption section for
configuring the schema creator file to create tablespaces.

If you are enabling TDE in case of upgrade or you did not enable it during installation and want
to enable at a later point of time, see the following reference link for details on manually
creating encrypted tablespaces:

https://docs.oracle.com/cloud/latest/db121/ASOAG/asotrans _config.htm#ASOAG9555

25.1.1.2 Running the Schema Creator Utility with Encryption

This section is applicable only if you want to enable TDE during installation.

Run the schema creator utility by including the encrypt=on option in the Tablespace tag in the
Schema in xml file. You have to perform this procedure manually as it's not a part of the
schema template originally.

<APPPACKSCHEMA>
<APP PACK ID>OFS AAAI PACK</APP PACK ID>

<JDBC_URL>jdbc:oracle:thin:@<DB Server IP
>:1521:<DB_NAME></JDBC_URL>

<JDBC_ DRIVER>oracle.jdbc.driver.OracleDri
ver</JDBC DRIVER>

<HOST><OFSAA Server IP/HOST Name></HOST>

<SETUPINFO NAME="<PREFIX NAME>"
PREFIX SCHEMA NAME="Y"/>

<PASSWORD APPLYSAMEFORALL="Y"
DEFAULT="<PASSWORD>"/>
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<TABLESPACES>

<TABLESPACE NAME="OFS AAI TBSP"
VALUE="TS USERS1" DATAFILE="<ABSOLUTE PATH to
TABLESPACE>/<TABLESPACE DATA FILE NAME>.dbf" SIZE="500M"

AUTOEXTEND="OFF" ENCRYPT="ON" />

</TABLESPACES>

<SCHEMAS>

<SCHEMA TYPE="CONFIG" NAME="ofsaaconf"
PASSWORD="" APP_ID="OFS_ AAI" DEFAULTTABLESPACE="TS USERS1"

TEMPTABLESPACE="TEMP" QUOTA="unlimited"/>

<SCHEMA TYPE="ATOMIC" NAME="ofsaaatm"
PASSWORD="" APP ID="OFS AAATI" DEFAULTTABLESPACE="TS USERS1"
TEMPTABLESPACE="TEMP" QUOTA="unlimited" INFODOM="OFSAAAIINFO"/>

<SCHEMA TYPE="ATOMIC" NAME="ofsaaatm"
PASSWORD="" APP _ID="OFS IPE" DEFAULTTABLESPACE="TS USERS1"
TEMPTABLESPACE="TEMP" QUOTA="unlimited" INFODOM="OFSAAAIINFO"/>

</SCHEMAS>

</APPPACKSCHEMA>

25.1.1.3 Testing the Encryption

Test the encryption by checking if a tablespace is encrypted or not. Execute the following query
to check:

SELECT tablespace name, encrypted FROM dba tablespaces;

The following result is displayed, which indicates whether the TABLESPACE is encrypted or not
in the ENCRYPTED column:

TABLESPACE NAME
ENCRYPTED

SYSTEM
NO
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SYSAUX

NO
UNDOTBS1 NO
TEMP

NO
USERS
NO

ENCRYPTED TS

YES

6 rows selected.

The above example indicates TABLESPACE  ENCRYPTED TS is created with
Encryption ON.

25.1.2 Configuring TDE in case of Upgrade

This section details about the configurations required in case you want to enable TDE in
OFSAA applications after upgrade to OFSAA 8.0.6.0.0 version from a previous version.
Additionally, these configurations are required in case you did not enable TDE during 8.0.6.0.0
installation and want to enable at a later point of time.

1. Create a new PDB (12c)/ instance (11g) on same or different Database Server for TDE.
For more information, see Configuring Software Keystore and Encrypted Tablespace
Creation

2. Shutdown the OFSAAI Services.

3. Export all Configuration, Atomic and Sandbox Schemas as per the applications
installed in your OFSAA instance.

For example:

expdp SYSTEM/oracle@OFSA12C2DB DIRECTORY=data pump dir
DUMPFILE=ofsaaconf ofsaaatm %U.dmp filesize=2G
SCHEMAS=ofsaaconf,ofsaaatm LOGFILE=ofsaaconf ofsaaatm exp.log

NOTE: The above command will create data dumps as files of 2GB size each (multiples). Any
other commands/ tools as appropriate may be used to archive the schemas.

4. Import all schemas that are exported using the above command, into the new DB
instance.

For example:
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impdp SYSTEM/oracle@OFSA12nDB DIRECTORY=data pump dir
DUMPFILE=ofsaaconf ofsaaatm %U.dmp SCHEMAS=ofsaaconf,ofsaaatm
LOGFILE=ofsaaconf ofsaaatm imp.log

NOTE: Restoring the exported dumps creates Configuration and Atomic Schema(s) with the
same user credentials as that of the source, along with the existing grants.

NOTE: If schemas are restored using a tool/ mechanism other than as mentioned in the Step
1 and 2, retain the user credentials of Configuration and Atomic Schemas same as in
the Source environment, along with the Schema grants.

5. Provide select grants on sys.V_S$parameter to view Configuration and Atomic
Schemas of Target Environment database

For example:
Login as sys user:
SQL> GRANT SELECT ON SYS.V_ $PARAMETER TO ofsaaconf;
Grant succeeded
SQL> GRANT SELECT ON SYS.V $PARAMETER TO ofsaaatm;
Grant succeeded
6. Update .profile for ORACLE SID environment variable with new ORACLE_SID.

7. Update JDBC URL by executing Port Changer utility. For details on how to execute Port
Changer utility, see Changing IP/ Hostname, Ports, Deployed paths, Protocol of the
OFSAA Instance section.

8. Navigate to the SFIC_WEB_ HOME directory and execute the following command to
trigger the creation of EAR/WAR file:

Jant.sh
9. The EAR/WAR file - <contextname>.ear/.war - is created in $FIC_WEB HOME directory.

10. On completion of EAR/WAR file creation, the message "BUILD SUCCESSFUL" will be
displayed.
11. Edit the existing Connection Pool settings to point to new JDBC URL and verify

connections.

12. Clear the webserver cache and redeploy the application onto your configured web
application server.

13. Restart the OFSAA Services. For more information, refer to the Start/Stop Infrastructure
Services section in the Oracle Financial Services Advanced Analytical Applications
Infrastructure Application Pack Installation and Configuration Guide 8.0.2.0.0.
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25.2 Data Redaction

OFSAA is enhanced to enable masking of sensitive data and Personal Identification Information
(PI) to adhere to Regulations and Privacy Policies. Oracle Data Redaction provides selective, on-
the-fly redaction of sensitive data in database query results prior to display by applications so that
unauthorized users cannot view the sensitive data. The stored data remains unaltered, while
displayed data is transformed to a pattern that does not contain any identifiable information.

25.2.1 Enabling Data Redaction in case of Upgrade

This section details about the configurations required in case you want to enable Data Redaction
in OFSAA applications after upgrade to OFSAA 8.0.6.0.0 version from a previous version.
Additionally, these configurations are required in case you did not enable TDE during OIDF
8.0.6.0.0 installation and want to enable at a later point of time.

Perform the following steps:
1. Login as SYSDBA into the database.

2. Execute the file
SFIC HOME/utility/data security/scripts/create data sec roles.sq
1 only once per database (PDB in case of 12c).

3. Execute the following sqgl statement to find out the list of atomic users from the table:

select v_schema name from aai db detail where V_DB NAME <>

'CONFIG' AND V_DB TYPE = 'ORACLE'

4. Execute the file
SFIC HOME/utility/data security/scripts/grant data sec roles.sql
for all atomic users found in the previous step.

5. From the Configuration window in the System Configuration module, select the Allow
Data Redaction checkbox.

6. Run the Data Redaction utility. For more details on how to run the utility, see Data
Redaction section under Data Security and Data Privacy chapter in OFS Analytical
Applications Infrastructure Administration Guide 8.0.6.0.0.
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26 Appendix T: Configuring Work Manager in Web Application
Servers

Process Modelling Framework (PMF) requires creation of Work Manager and mapping it to
OFSAA instance. This configuration is required for WebSphere and WebLogic Web Application
Server types.

This section covers the following topics:

¢+ Configuring Work Manager in WebSphere Application Server

¢ Configuring Work Manager in WebLogic Application Server

26.1 Configuring Work Manager in WebSphere Application Server
This section is applicable only when the Web Application Server type is WebSphere.
This section covers the following topics:

¢ Creating Work Manager

¢ Mapping Work Manager to OFSAA WebSphere Instance

26.1.1 Creating Work Manager

1. Open the WebSphere admin console in the browser window:
http://<ipaddress>:<administrative console port>/ibom/console. (https if SSL is enabled).
The Login window is displayed.

easpnor. LS

WebSphere Integrated
Solutions Console
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10. Login with the user id that has admin rights.

valp | togout  TBM.

[t [t mas <] walcoma

oF 18M

5724-308, 5724-163, 5724-HEE, 3724-HES, IE35-WES (C) Copyright
Suite Name. Varsion Intamational Business Machines Corp. 1996, 2012 &
WabSchere Aoolication Sarver 8550

) Systam sdminiseration
& Usars and Groups

&) Monitoring and Tuning
 Teoubleshosting

[ Service integration
 uoor

11. From the LHS menu, expand Resources > Asynchronous beans and select Work
Managers.

| websphers.f

Help | Logout  IBM.
|| views [ tasice V] |

[Work managers
) Guided Activitias ark masmpars

— Spacifies 3 mark manager that contains 3 poal of threads that are bound into the Java(TM} Naming and Directory Interface (N1
 Sarvers

& Applications

) Services

Seloct Mame & 01 name & | Seope &
| Yeu can administer the folloing raseurcas:
wen/default

| Oescription & [ Catagons &
Hodasnhf0laqntiode0 1 Serversserverl | WebSphare Default
o o

Total 1

5 Usars and Graugs

£ Monitaring snd Tuning
& Troubleshooting

& Sarvice intagration

& uoon

12. Select the required Scope from the drop-down list.
For example, Node=whf0OagnNode01, Server=serverl.

13. Click New in the Preferences section.
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View: [ Al tasks. |

= Walcoms
# Gulded Activitias
& Sarvars
# Agplications
# Sanvicas
= Resources
= Sehadulers
= Object poal managars
EEES)
& Joec
@ Resaurce Adaprars
& Asynchrancus beans
= Timer managars
= Werk managars

® Cachainstances

® mail

® URL

# Resource Environment
# Sacurty
# Envirenment
8 System administration
8 Users and Groups
8 Monitoring and Tuning
# Troubleshoating
(¥l Service integration
# uoot

Spacifies a work manager that contains a pool of threads that are bound into the Java(TM) Naming and Diractory Interface (INDI).

Configuration

Ganaral Propartiss

Tha sdditional proparties wil not be avallable until the ganeral proparties

for this item are applied or saved.

Sespe .
[clls whiD0aaRRode02Callmodes whio0agnNodeDL sarvars sarvart |

+ Name
=

+ D nama

[ WorkManager

Dascription
|

Catogory

Wark timesut
o milliseconds:

Work request qusua size
o

Work cequast queus full action
Block >

Service names

work objects

Internationalization
Application Profiling Service (depracated)

Security

oooao

warkaraa

Thread pool properties
+ Number of alarm threads
2 threads

+ Minimum number of threads
threads

+ Masximum numbar of thraads

threads

*+ Theead Priorit
5 priority

M Grevable

[Zeow] [ox] [ Reset | cancei

<>

14. Enter the Name as ‘wm’ and JNDI name as ‘wm/WorkManager ‘ in the respective

fields.

15. Enter the Thread pool properties.

16. Click Apply.

|| oo [ tasics |

= Welcoma
# Guided Activitias
& Sarvars
 Applications
& Sarvices
5 Resources
= Schedulers
s Object pool managers
& aMs.
08
& Resource Adaptars
= Asynchransus baans
= Timer managers
= Work managers

8 Cacha instances

& Mail

# UL

[ Resource Enviranmant
% Sacurity
# Envirsnment
 Systam administration
# Usars and Groups
8 Monitaring and Tuning
 Troubleshooting
[ Service integration
uoor

= Messages

& Changes have baen made te yo
® Save directly to the master eanfig

= Bavigw changes bafore saving or discarding.

| configuration. Yeu ean:
n.

& The server may need to be restarted for these changes to take eHect,

Work managers > wm

Configuration

General Proparties

Spacifies 3 work manager that containg & pool of threads that are bound into the Java(TM) Naming and Directory Interface (JNDI).

¥ Scope

[ ellinod Liserversiserverl
+ name

e x
* INDI name.

[wm/workmanager

Description

Ccaragery
Work timeout
o millisecands

Work request queue size
G work objects

Woerk requast quaus full action
Block| v

Service names.

[ internationalization

Additional Properties
* Custom properies
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17. Click Save.

— —_—
[T software
e — \
(Work managers: e
Welcome
Guided Activities Werk managers
prm— Specifies 2 work manager that contains 2 pool of threads that are bound into the Java(TM) Naming and Directory Interface (JNDI).
= scope: ©
Applications
pE— Scope speifies the level at whicl

ource dafinition is visible. For detailed information on what scope is.

and how it works, see the scope help.

[node=vhfooagnnodeot, server=servert[w]

Prafarances
Ms.

JHDI name G Scope Description & Catzgory

1. Default Default
WorkManagar

Resource Environment O |wm

Security

rvice

upDI

After creating work manager successfully, you have to map it to OFSAA instance.

26.1.2 Mapping Work Manager to OFSAA WebSphere Instance

1. From the LHS menu, expand Applications > Application Types and select
WebSphere enterprise applications.

—
WebSphers. [T

|| whews [0 tasice vl |

walcoma
1% Guided Activitias Enterprise Apphcations
= Use this page to manage installed applications. A single application can be deployed onto multiple servers.
¥ Sarvars pag 5 el gle appl ploys ol

@ Preferences
= Applications
e Stop | Install | uninstall || Update | Rollout Update Remove File | Export | Export DDL | Export File
= Application Types.

Select Name 0

Applieation Status ()

lobal d — “You can administer the following resources:
= Defaultaplication L4
¥ sarvicas 0
£
= Rasources QFSAAL +
Schadulers [] | fermsmanager Y
Objact pool managars -
@ ams O | iaee °
# J0BC O |auss Y
[# Resource Adspters
= Asynchronsus beans Total

Timer managers
werk managars

[# Cache instances
& Mail
8 UAL
# Resource Environms eat
8 Sacurity
# Enviranmant
& Systam administration
¥ Users and Graups
3 Monitoring and Tuning
# Troubleshoating

(¥ Sarvice intagration

[# uoot

2. Click OFSAAI instance hyperlink.
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Enterprise Applications ?

Enterprise Applications > OFSAAIL
Use this page to fi an licati Click the links to access pages for further configuring of the application or its modules.
Configuration {

General Properties Modules

¥ Name
OFsAAT ]

Application reference validation
Ilsluc varnings i

Detail Properties

= Target specific application status

» Startup behavior

= Application binaries

= Cl ing an ion

properties

» JASPI provider
» Custom properties

= )SP and JSF options
* Vitual hosts
Enterprise Java Bean Properties

- fault m: ng provi

r raferen

Client Module Properties

= Client module depl:

mode

Database Profiles

- fil I ind fil

3. Click Resource references link under References section.

Enterprise Applications

b > OFSAAL > F
Resource references

Each resource reference that is defined in your

must be dtoa

Set Multiple JNDI Names ~ |
2 B
Select Module Bean | URL \ g Target INDI Name
[¥] | OFSAAI web Application OFSAAL fvabaml | v/ work o [wem/defautt [(erovae... ]

Sat Multiple JNDI Namas ~ i _Modify Resource Authentication Mathod... | | extended Properties... |
Select Module Bun! URL | :m":. | Target Resource JNDI Name ‘ Login configuration
Resource
authorization:
[ fdbc/FicmasTerR | Container
| OFSAAI Web OFSAAL.war, WEB~
O | Application INF/web.xml dbe/FICMASTER Browse... Authentication
method:
| None
[ Resource
authorization:
| ;ddeFSBGRCINFO Container
| OFSAAL Web OFSAAL war, WEB- ; :
D | Application INF/web.xml jdbe/OFSBGRCINFO Browse... Authentication
m 8
None

(0K] | Cancal |
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4. Click Browse corresponding to the Work Manager Resource Reference. The available
resources are displayed.

Enterprise Applications

Enterprise Applications > OFSAAL > Resource references > Available resources

Resources that can be used to bind to the resource-reference of a bean. Resources shown here are only those ilable to that dul ying the bean. This
is determined by the targets to which that module is d dule can come from a hierarchical scope of a bean. If resources at
different scopes have the same JNDI name, the one at the lover scope will override the parent. The overridden resources are not shown here.

ezl cancel

s.l-:uam. a8 INDI name J _ Scope 0 _ Description

O | Asyner £O: h 9 wm/ard Node=whf0OagnNode01 |

O ' DefaultWorkManager | wm/default [ Node=whi0OagnNodeO1,Server=serverl Default rk 9
® |= [ m— r—— - |

Total 3 7

5. Select the newly created Work Manager (‘wm’) and click Apply.

File Edt View Fovortes Tools Help
gle Sign On - Lagin [

Vieb Application Starter B, [ Wieb Slce Gallery +

Help | Logout IBM.

Closs pags o

lcs 1 help
Entarpriss Anglications > > "
8 Gusded Activitien QIAAAL » Rasanrce referances For flad halp Information, selact
Rusource rafasances a Tield han
e
= Applications 8ch resource raference that is defined In your spplication must be mapped 1o 8 resource. g halp
Hors infprmalion ahout this
Set Multiple JND| Narmes * o
LoiRLs]
Select Module Bean | uRL | Rasource Rafarance  Targat Rasource 01 Hama
[ orsaat web Applicatin oraakr - Frefireriabarager

Jovan sal Datatowco

Set Multiple JNOT Names * | Mody Resource Authentication Method... | | extanded Propestien... |
L=t
Resource
select | Module Bean umt |“,“m ‘1mllmmmlum| Login configuration
authorization:
[ |orsast wes OFBAALwas, WEB- o CHASTI libaFicmasTen Eo—
Appication vt C Authantication
# Rasource Bmvironment methad:
& Sacurity 1 =
& Biranment Resource
e — authorization:
stam adminisvation be/OFIARCING i
[ Pt Feardn i = 1dbe/OFSBORCINFD. F conteiner
8 Users and Groups Applcation IHF/ et el O] Authentication
{8 Manisaring and Tusing =
-
8 Traublashsoting :
¥ Barvica imsgraten
& uopt
(oK) Cancel]

6. Select the Work Manager (‘wm/WorkManager’) and click OK.
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Enterprise Applications A

= Messages

& changes have been made to your local configuration. You can:
® Save directly to the master configuration.
® Raevigw changes before saving or discarding.

Oy The server may need to be restarted for these changes to take effect.

Enterprise Applications > OFSAAL
Use this page to configure an enterprise application. Click the links to access pages for further fig g of the or its dul
Configuration
General Properties duh
» Name P o !
[oFsaal ] n;
isplay m il
Application reference validation
'luuc wamings v Web Module Properties
Detail Properties Session 4
Context Root For Web Modules
Iar ifi ication
1 I ramatars for sarviats
Startup behavior
P an: {3 ion.
A I 1on Dingri
* Virtual hosts
1 i fal ion
R ¢ d her pr i Enterprise Java Bean Properties
A5P] pr Default d: f
m pr: i
Client Module Properties
View Daploymant Descriptor
aaa s Cliant modyle deol mede
Raborimcas Database Profiles
& LS * $OU) profiles and puraQuary bind files
Shared library references
hared libr relationghi
7. Click Save.
Enterprise Applications 7E

Enterprise Applications
Use this page to manage installed applications. A single application can be deployed onto multiple servers.

# Praferances
start| Stop| install || uninstall | update || Rellout update || Remove File || Export | Export DOL Export File |
BB P

Select Hame Application Status ()

You can administer the following resources:
Fayll I

3
£]
*| & | #| #|

“[=l{=l=][=][=
4
(L]

26.2 Configuring Work Manager in WebLogic Application Server
This section is applicable only when the Web Application Server type is WebLogic.
26.2.1 Creating Work Manager

1. Open the WebLogic admin console in the browser window:
http://<ipaddress>:<administrative console port>/console. (https if
SSL is enabled). The Welcome window is displayed.
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ORACLE WebLogic Server Administration Console 12¢

Welcome

Login to work with the WeblLogic Server domain

weblogic

2. Login with the user id that has admin rights.

3. From the Domain Structure menu in the LHS, expand Environment and select Work
Managers. The Summary of Work Managers window is displayed.
ORACLE weblLogic Server Adminisiration Console 12¢

Change Center @ Home Log Out preferences (2] Record Help a Welcome, weblogic | Connected to: GRCBO138

s Home >Summary of Work Managers

Confguatin edting & enabled. Future Summary of Work Managers
changes vl automaticaly be sctated 35 you
oy, 568 o dlee s in this dotai.
A Work Manager defines 8 set of requsst clasees and thread e by Weblogic ™ glbal ork Managers, requsst dasses and thread corstraints defined for ths domain.
Domain Struct
FR;"'E ] Global Work Maniagers are defined at the domsin Jevel, You can also define applcationlevel and module-level Work Managers.
Z-Envronment A
senven ¥ Customize this table
S-Cuaters
Coherence Chsters Global Wark Managers, Request Classes snd Constraints
Vachines
Vit Hosts e | [Gione] [l Showing 010 00f 0 Previcus | Next
Wiork Manaders
. Startup and Shudonm lases 1 amme & Tvwe Targets
Deployments
- Services [ There ae o tems o csplay ]
- Secusty Reaims New| [Gione] [Dekeie Shoning 00 00f 0 Previus | Next
CR—— v

4. Click New to create a new work manager component.
Create a New Work Manager Component
Back| |Next] | Finizh | Cance |
Select Work Manager Definition type
what type of Work Manager, Request Class or Constraint 8o you want to create?
®) Work Manager
Response Time Request Class
_) Fair Share Request Class

) Context Request Class

) Maximum Threads Constraint

Minimum Threads Constraint
() Capacity Constraint
Back | | Next | Finish Cancel

5. Select Work Manager and click Next.
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@ Home Log Out Preferences Record Help

Home =Summary of Work Managers
Create a New Work Manager Component
Back | | Mext | Finish | Cancel
Work Manager Properties
The following properties will be used to identify your new Work Manager.
* Indicates required fields

‘What would you like to name your new Work Manager?

* Name: wm/WorkManager| %

Back | | Mext | Finish |Cam:e|

6. Enter the Name as ‘wm/WorkManager’

7. Click Next.

Create a New Work Manager Component

Back| |Nexd

Firish | || Cancel

Select deployment targets

You can target the Work Manager to any of thase Weblogic Server instances or Clusters. Selact the same targets on which you will deploy applications that reference the Work Manager,
Available targets :

Servers

| Adminserver

Back| [fied |an |Cunu|

8. Select the required deployment target and click Finish.

@ Home Log Out Preferences (] Record Help |

Home >Summary of Work Managers
Messages

Welcome, weblogic | Connected to: GRCB0118
o Al changes have been activated. No restarts are necessary.

& Werk Manager creatad successfully
Summary of Work Managers

A Work Manager defines 8 st of requast classes and thread that

‘Wablogic Server instancas. This page displays the global Work Managers, requast classes and thread constraints defined for this domain.
Global Work Managers are defined at the domain level. You can also define application-level and module-level Work Managers.

¥ Customize this table

Global Work Managers, Request Classes and Constraints.
New | | Clone Delete

Showing 1to 1of 1 Previous | Next
||:| Name i~ Type Targets
|H wm/WorkManagar Work Manager AdminServer
Mew| [Clone| [Dekete

Showing 1to 1 of 1 Previous | Next
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27 Appendix U: FAQs and Error Dictionary

This section of the document consists of resolution to the frequently asked questions and error
codes noticed during OFSAAI installation.

¢ Frequently Asked Questions

¢ Error Dictionary

OFSAAI installer performs all the pre-requisite validation check during installation. Any errors
encountered in the process are displayed with an appropriate Error Code. You can refer to the
Error Dictionary to find the exact cause and resolution to rectify the error.

27.1 Frequently Asked Questions

2711

You can refer to the Frequently Asked Questions which has been developed with the interest to
help you resolve some of the OFSAAI Installation and configuration issues. This intends to share
the knowledge of problem resolution to a few of the known issues. This is not an official support
document and just attempts to share the knowledge of problem resolution to a few of the known
issues.

This section includes the following topics:

¢ OFSAAI FAQs
¢ Application Pack 8.0.6.0.0 FAQs

OFSAAI FAQs

What are the different components that get installed during OFSAAI?

The different components of OFSAAI are illustrated in Figure 1-1, "OFSAA Infrastructure
Framework".

Can the OFSAA Infrastructure components be installed on multi-tier?

No. OFSAA Infrastructure components (ficapp, ficweb, ficdb) cannot be installed on multi-tier. By
default, they will be installed on single-tier. However, OFSAA Infrastructure can be deployed
within the n-Tier architecture where the Database, Web Server and Web Application Server is
installed on separate tiers.

What are the different modes of OFSAAI installation?
OFSAAI can be installed in two modes, Silent Mode, and GUI mode.
What deployment options does OFSAAI recommend?

OFSAAI recommends you to install all OFSAAI components namely FICAPP, FICWEB, and
FICDB on a single machine (Single Tier).
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Is JDK (Java Development Kit) required during installation of OFSAA? Can it be
uninstalled after OFSAA installation?

JDK is not required during installation of OFSAA and only a run time is needed for details. Refer
Hardware and Software Requirements, Java Runtime Environment section.

Is JRE required during installation of OFSAA? Can it be uninstalled after OFSAAI
installation?

Only JRE (Java Runtime Environment) is required during installation of OFSAA and cannot be
uninstalled as the JRE is used by the OFSAA system to work.

How do | know what is the Operating system, webservers and other software versions that
OFSAA supports?

Refer to OFSAA Technology Stack Matrices.
What are the different files required to install OFSAAI?
The following files are required:

¢+ setup.sh.

¢ envCheck.sh

¢ preinstallcheck.sh

¢+ Verinfo.txt

¢+ OFSAAlInfrastructure.bin

¢+ validatedXMLinputs.jar

¢ MyResources_en_US.properties

¢+ log4j.xml

¢ OFSAAI_PostinstallConfig.xml

¢ OFSAAI_InstallConfig.xml

¢ privileges_config_user.sql

¢ privileges_atomic_user.sql

¢ XML_Utility.jar

During installation, when one gets an error message, "Execute Permission denied", what
is to be done?

Please check whether all the files provided for OFSAAI installation has execute permissions.
To give execute permissions, navigate to the path OFSAAI_80000 and execute the command:

chmod 755
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"Graphical installers are not..." message is displayed.

If error resembles "Graphical installers are not supported by the VM. The console mode will be
used instead..." then check whether any of the X-windows software has been installed.

Example: Hummingbird Exceed is started and configured to Graphical mode installation.

NOTE: Type 'xclock' from prompt and this should display clock in graphical mode.

"No Java virtual machine could be..." message is displayed.

If the error message reads "No Java virtual machine could be found from your PATH environment
variable. You must install a VM prior to running this program", then:

¢ Check whether "java path" is set in PATH variable. See the Table 3-1, "Prerequisite
Information" in this document.

¢+ Check whether sufficient temporary space is available.

¢ Ensure that the movement of OFSAAI Installer text files to the target system is done in
the Text mode so that setup.sh file does not contain control line feed characters (*M).

During the installation, what should one do if the error message shows "OracleDriver Files
Not Found, Please Choose the Right Path To Continue"?

Check whether the provided path for Oracle Driver files is correct and whether the user has
permissions to access the files.

During installation, what is to be done if the error always reads "User must have CREATE
TABLE, CREATE VIEW, CREATE TRIGGER, CREATE INDEX, CREATE SEQUENCE,
CREATE PROCEDURE" even though the oracle schema user created has the mentioned
privileges?

OFSAAI installer validates the database details provided during installation, so ensure:

¢ Whether the oracle schema user has the required set of privileges for successful
installation.

¢+ Whether the oracle schema user has been created with quota privileges on tablespace to
create database objects.

See the "Prerequisite Information" section for more information.

Installation of OFSAAI was completed successfully! What next?

Post the successful completion of OFSAAI installation, one has to perform the Post Installation
steps. See "Post Installation Configuration”, for more information.
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What should | do when OFSAAI Installation is unsuccessful?

OFSAAI installer generates log file OFSAAlInfrastructure Install.log in the Infrastructure
Installation Directory. There is also another log file created in the path configured in Log4j.xml.
The logs of any of these reported, Warnings/Non Fatal Errors/Fatal Errors/Exceptions should be
brought to the notice of the OFSAAI Customer Support. It is recommended not to proceed, until
the reported problems are adequately addressed.

Can OFSAAI config and atomic schemas be on different databases?
OFSAAI requires both config and atomic schemas to be present on the same database instance.
How to grant privileges if a new information domain is created?

If you are creating a new information domain, provide a set of privileges (database permissions)
to the new Atomic schema.

¢+ Log into the database as sys and connect as sysdba user.
¢+ Execute the file privileges_config_user.sql available under $FIC_HOME directory
¢+ Enter the database schema for which you want to grant privileges.

When should | run the MLS utility?

See the Multiple Language Support (MLS) Utility section in OFSAAI Administration Guide in the
Documentation Library for OFSAAI 8.0.6.0.0 on OHC.

Does OFSAAI support Oracle Linux versions other than 5.5?
OFSAAI supports the Oracle Linux versions from 5.5 up to 5.10 and also from 6.0 and above.

On the UNIX System terminal, error message shows "Insert New Media. Please insert
Diskl or type its location” while executing ./setup.sh, what should be done?

1. Login as root user on the UNIX machine where OFSAAI is getting installed.

2. Navigate to the path /etc/security/.

3. Edit the file limits.conf to add/edit a row for the Unix user installing OFSAA:
<Unix User> soft nofile 9216

4. After saving the changes, log in as Unix user with which OFSAAI is getting installed and
execute the command:

ulimit -n

The command should return the value 9216.
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How do | verify if the system environment is ready for OFSAAI installation?

To verify the system environment meets the minimum requirements for the installation, a Pre-
Install Check utility is available within the Install Kit archive file. This utility can also be obtained
separately by contacting Oracle Support.

See Verifying the System Environment section for additional information.

How do | know if the installation is completed successfully?

The OFSAA Infrastructure installation performs a post install health check automatically on
successful installation of the product. To rerun the post install verification at a later time, perform
the following steps:

1. Navigate to the path $FIC_HOME (Product Installation Directory).
2. Execute the command:
./piverify.sh
What should | do if the installation in GUI mode is not invoked?

There are set of configuration steps required to be performed during the installation in GUI mode.
Verify whether the steps mentioned under Configuration for GUI Mode Installation section are
done correctly.

What should | do if there are any exceptions or errors in installation and how to proceed?
1. Please backup the installation logs.
2. Share the backup logs with Oracle support.

On Solaris 11 system, if | get the following error message during OFSAAI installation, what
should | do?

"Error: OFSAAI-1108

ORA-00604: error occurred at recursive SQL level 1
ORA-01882: timezone region not found"

Or

"Time zone cannot be set as null or 'localtime

This happens if the time zone is not set, that is NULL or it is set as ’localtime’. Set the
environment variable TZ to a valid time zone region in the .profile file. For example,

TZ=Asia/Calcutta

export TZ
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What happens if the installation process is abruptly terminated or aborted? What should |
do?

If the installation is abruptly terminated, then the installation process will be incomplete. To
recover from this, follow the below steps:
Drop the DB objects in the config schema created by OFSAAI installation.

2. Openthe .profile and remove the entries made by the OFSAAI installation which are
made between the comment statements, #Beginning of entries by OFSAA Infrastructure
installation and #End of entries by OFSAA Infrastructure installation.

3. Delete the OFSAA install directory created by the OFSAAI installer.
4. Perform the OFSAAI installation again.

Would OFSAA support any other web server types, other than the ones stated in tech
matrix and installation guide?

No, all the supported software and versions are stated in the OFSAA Technology Stack Matrices.

What should | do if the database connection from connection pool throws an error
"java.sql.SQLRecoverableException: IO Error: Connection reset"?

This happens while running several database intensive tasks in parallel. To correct this error, add
the line securerandom. source=file:/dev/./urandom in the java.security configuration file
available in $JAVA HOME/jre/lib/security/ path.

NOTE: This needs to be configured on all the machines or VMs where the OFSAAI
components are installed.

If the issue is not resolved even with the above settings, check the Maximum Transmission Unit
(MTU) settings on the Linux box. For details on MTU settings and updating them, contact your
system Administrator.

When | invoke setup.sh file from my install archive, it throws syntax errors/file not found
error messages, what should | do?

This could mostly happen:
When installer was not unzipped rightly or corrupted during unzip.

setup. sh file which resides within the install archive was not transferred in ASCII or text
mode, which could have corrupted the file.

To correct this, follow the steps:

1. Copy the installer (in BINARY mode) to the system on which the OFSAA Infrastructure
components will be installed.

2. Unzip the installer using the command:
unzip <OFSAAI Installer>.zip
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3. The corrupted setup.sh file would have introduced certain *M characters into the file. You
can remove "M characters from setup.sh file by following the below steps:

a. Login to the server where the installer is copied.

b. Navigate to the directory OFSAAI_80000.

c. Open the setup.sh file in the vi editor using the command: vi setup.sh.
d. Inside vi editor in Esc mode, type: $s/*M//g

NOTE: To enter “M, hold the CTRL key then press V and M in succession.

e. Save the setup.sh file by typing: wg!
Does OFSAA support Oracle DB 11g Standard edition?

The OCI client and the JDBC driver does not change depending on whether it is a standard or
enterprise edition. So, OFSAAI will work with standard edition too.

We do not recommend standard edition because it will not scale and does not support partition
pack, database security vault, or advanced analytics.

On the UNIX System terminal, Error message shows "./startofsaai.sh: /java: Execute
permission denied" while executing ./startofsaai.sh file. What is to be done?

¢ Ensure JAVA_BIN environment variable path is set on the "Unix user" terminal from
where the reveleusstartup.sh file is invoked.

¢+ Ensure the .profile where the environment/ path settings are made has been executed
successfully.

OFSAAI Login page does not come up, error message "Could not retrieve list of locales" is
displayed. What should | do?

This could be due to 2 reasons:
1. System is unable to resolve the hostname configured.
2. Conflict with the ports configured.

To correct them, follow the below steps:

A. Steps to replace the hostnames with IP address:

1. Stop all the OFSAA services. See Stopping Infrastructure section on how to stop the
services.

2. Replace all the hostnames with the IP address in all the places mentioned in the
document (Where to find port, IP address, HTTPS Configuration for OFSAAI 7.2
Installation (DOC ID 1500479.1)).

3. Restart all the OFSAAI services. See Starting Infrastructure section.
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B. Steps to correct the port number conflicts
1. Stop all the OFSAA services.

2. Refer to the port numbers stated in the document (Where to find port, IP address, HTTPS
Configuration for OFSAAI 7.2 Installation (DOC ID 1500479.1)) and check on the
discrepancy in the port numbers and correct them.

3. Restart all the OFSAAI services.

What happens when the OFSAAI Application Server does not proceed even after providing
the system password?

Ensure that, the System Password provided when prompted should match with the "Oracle
Configuration password" provided during installation. Also check whether the connection to the
"configuration schema" can be established through SQL Plus.

Although the OFSAAI installation has completed successfully, when OFSAAI servers are
started, and the application URL is accessed, it gives an error message "the page cannot
be found or displayed" or "Could not retrieve list of languages from Server. Please contact
the system administrator”. What should 1 do?

Ensure OFSAAI servers have been started and are running successfully. On the server start up
parameters options, see Starting Infrastructure section.

For more details on the issue, refer on to the Revappserver log in $FIC_APP_
HOME/common/FICServer/logs directory or the Web Server log files.

Is it necessary to provide the specified grants to the Oracle schema user before
installation? If yes, can it be revoked after completion of installation?

The "Oracle schema" user requires the necessary grants specified before, during, and after the
installation process. Grants provided should never be revoked as the application makes use of
these grants all the time.

Can we have distributed OFSAAI Application Server for load balancing?

OFSAAIl Application server can be scaled out/distributed across different JVM's (machines)
based on the various services and Information Domains, in other words, Load balancing could be
achieved with distribution of services.

Why do we need Ftpshare? Why is it needed on all the layers? Can we have ftpshare on
another machine other than the machines where OFSAAI is installed?

Ftpshare is a Metadata Repository directory. All the metadata related files used in Infrastructure
are stored in the ftpshare directory. The ftpshare contains folders for each Information Domain,
with each Information Domain folders holding Erwin, log, and scripts folder. The transfer of data
among the Web, Application, and Database servers in Infrastructure takes place through
FTP/SFTP.
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You need to configure FTP/SFTP and enable communication between the servers by providing
App server's FTP/SFTP credentials to the Web server and DB server users.

Yes, we can have ftpshare on another machine other than the machines where OFSAAI is
installed.

Is it mandatory to provide the ftp/sftp password?

Yes, OFSAAI needs credentials of the user which has complete permissions on ftpshare
directory, and should be able to independently login to the UNIX server.

What are the permissions required for ftpshare and when should | give them?

It is recommended to provide 777 permissions on ftpshare in case of installations done across
different machines or VMs (multitier installation).

In case of single tier installation, 770 permissions can be provided if the UNIX users of OFSAAI
and web server belong to the same UNIX group.

And on any new file that is created in the ‘ftpshare' folder of any installation layer should be
granted specific/explicit permission.

Port Change utility could be used to have the Port number modified, which are currently being
used by the Infrastructure application. For more information, refer Configure Infrastructure Ports
section.

Are there any in-built system administration users within OFSAAI Application?

The three in-built system administration users are provided to configure and setup OFSAAI.

1. SYSADMN
2. SYSAUTH
3. GUEST

Does OFSAAI Application support both FTP and SFTP?
OFSAAI supports both FTP and SFTP configuration.
Is it necessary to enable the FTP/SFTP services to use the OFSAAI?

Yes, enabling of FTP/SFTP services and its ports is a pre-requisite step towards using the
OFSAAI.

OFSAAI Configuration: Unable to save the server details?
1. Ensure the input User ID, Password, and Share Name are correct.
2. Ensure FTP/SFTP services are enabled.

3. Have atest FTP/SFTP connection made and confirm if they are successful.
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During Information Domain creation, the message "Please create a database and then
create the information domain" appears. What should be done?

Information Domain is mapped to only one Database; and thus before the creation of Information
Domain, at least one database details would need to exist.

The message "ConnectToDatabase: FatalError, could not connect to the DB server"
appears during startup of backend engine message server. What do | need to do?

¢+ Verify whether connection to the "configuration schema" can be established through SQL
Plus.

¢ Verify "configuration schema" password is modified post installation.

¢ Ensure oracle database alias name created for oracle instance and oracle service name
are same.

¢ On a multitier Installation mode, ensure TNSNAME and SID are the same in both the
Application and Database Layers.

The message "Fatal Error, failed to get user ID from LibSmsConnect" appears during the
startup of backend engine message server. What should |1 do?

Ensure Reveleus.sec file exist under the $FIC HOME/conf directory where the Database
components are installed.

Does OFSAAI Application support LDAP authentication?
OFSAAI supports LDAP configuration and authentication.
Does OFSAAI support multiple languages?

Yes, OFSAAI supports multiple languages.

Does OFSAAI provide any data back-up features?

OFSAAI does not have built-in back up facility. External Storage Infrastructure is recommended
for back-up.

What kind of security features does the OFSAAI provides?
OFSAAI provides security at:
¢ Segment Level: Users can access only the segment they are mapped to.

¢+ Application Level: Users can perform an operation only if mapped to appropriate role and
functions.

Does OFSAAI have the ability to enforce periodic password change?

OFSAAI provides configurable parameters to define number of days after which the user
password would expire and then the user is forced to change the password after expiration
period.
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What is the password policy followed in OFSAAI?

OFSAAI enforces a minimum password length with a combination of Upper and Lower case
characters and alpha-numeric strings.

Which version of Erwin Data Modeler does OFSAAI support?

OFSAAI now supports ERwin version 9.2 and 9.5 generated .xml files in addition to ERwin 4.1,
ERwin 7.1, ERwin 7.3 and ERwin 9.0 formats.

Note: OFS AAI supports data model upload for data models generated using ERwin 7.1.x, 7.2.X,
7.3.%, 9.0.%, 9.2.%, and 9.5.x versions

Does OFSAAI provide the mechanism to upload Business Data model?
OFSAAI provides two mechanisms for business data model upload:

¢ Easy to use GUI based Model upload mechanism to upload the Business Data Model
through Unified Metadata Manager --> Import Model.

¢ OFSAAI also provides a model upload utility "upload.sh" for uploading the business data
model through the command line parameter by executing this shell script file under the
path <FIC_HOME>/ficapp/common/FICServer/bin.

Refer the section Run the Model Upload Utility of the Oracle Financial Services Analytical
Application Infrastructure User Guide on OHC for details.

The Business Data model undergoes changes; how does this incremental change get
applied to the existing model?

Modified data model can be uploaded into the system and OFSAAI has the ability to compare the
changes within the data model with respect to the one already present in the system and enables
propagation of incremental changes in a consistent manner.

What are the different types of uploading a business data Model?

OFSAAI supports uploading of business data model from client desktop and also by picking up
the data model from the server location.

Can the OFSAAI "Configuration Schema" password be modified post installation?

The OFSAAI "configuration schema" password can be modified post installation. OFSAAI
application stores the password in the database and few configuration files, thus any changes to
the "configuration schema" password would necessitate updating in these. Contact OFSAAI
support for more details.

Can the OFSAAI "Atomic Schema" password be modified?

The OFSAAI "Atomic Schema" password can be modified. OFSAAI application stores the atomic
schema password in the database and few configuration files, thus any change to the atomic
schema password would necessitate updating the password.
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To change the Atomic Schema password, follow the steps:
1. Login to OFSAA.

2. Navigate to System Configuration - Database Details window. Select the appropriate
connection, provide the modified password and save.

3. Navigate to Unified Metadata Manager - Technical Metadata - Data Integrator >
Define Sources window. Update the appropriate Source details.

a. If you are using Apache Tomcat as Web server:
¢ Update the <Context> -> Resource tag details in server.xml file from
the $CATALINA_HOME/conf folder. (In case of Tomcat only Atomic
<Resource> will exist).
b. If you are using WebSphere as Web server:
¢ Login to the WebSphere Administration Console from the left side
menu.
¢+ Navigate to Resources >JDBC >Data Sources. A list of data sources
will be populated on the right side.
¢+ Select the appropriate Data Source and edit the connection details.
(In this case, both Config and Atomic data sources need to be
modified).
c. If you are using WebLogic as Web server:
¢ Login to the WebLogic Administration Console from the left side
menu.
¢ Under Domain Structure list box, expand the appropriate Domain
and navigate to Services - JDBC >Data Sources. A list of data
sources will be populated on the right side.
¢+ Select the appropriate Data Source and edit the connection details.
(In this case, both Config and Atomic data sources need to be
modified).

4. Restart the OFSAAI services.

NOTE: If the modified passwords are not updated, OFSAAI logs displays the message ORA-
28000: the account is locked.

Does the upload of Business Data model depend on Java Memory?

Business data model upload through OFSAAI depends on the Java memory settings on the client
and server machines. Java memory setting varies with the data model size and the available
RAM. Contact OFSAAI support for more details.
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Why do the Business Metadata Management screens (Business Processors screen) in
User Interface, takes longer time to load?

The Log file in DynamicServices.xml which resides in $FIC_HOME/conf is continuously being
updated/refreshed to cache metadata. This can be observed when you are starting
reveleusstartup.sh and if any of the log file (Ex: SMSService.log) in DynamicServices.xml is being
continuously refreshed for longer time.

By default, the Metadata Log file cache size is set to 1000. If in case the log is being updated
beyond this limit, retrospectively the preceding entries are overwritten. For example, the 1001th
entry is overwritten by deleting the first entry. This results in the application screen taking a longer
time to load.

Increase the cache size limit in Dynamicservices.xml located at <FIC_HOME>/conf, depending
on the currently logged count for the specific metadata.

1. Generate the Log report by executing the below query in config schema.
select count(l), t.metadata name, m.dsn id
from metadata master m, metadata type master t
where m.metadata type = t.metadata type
group by t.metadata name, m.dsn id

2. The above query returns a list of codes with their respective metadata count. You can
refer to "metadata_type_master" table to identify the metadata name.

3. View the log report to identify the metadata which is being updated/refreshed beyond the
specified cache size limit. Accordingly increase the cache size limit in
Dynamicservices.xml depending on the currently logged count for the specific metadata.

For example, if the "MEASURE_CACHE_SIZE" is set to 1000 and total measure reported
in log is 1022, increase the limit to 2000 (approximately).

4. Restart Reveleus/OFSAAI servers (Web and APP) and check the issue.

What should | do if | get OutOfMemoryError while deploying EAR file in WebSphere
application server?

The Java memory needs to be increased in ejbdeploy.sh file which is present under <webSphere
Install directory>/AppServer/deploytool/itp. For example,

$JAVA CMD \
-Xbootclasspath/a:$ejbd bootpath \

Xms256m -Xmx1024m \
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What configurations should | ensure if my data model size is greater than 2GB?

In order to upload data model of size greater than 2GB in OFSAAI Unified Metadata Manager-
Import Model, you need to configure the required model size in struts.xml file available in the path
SFIC WEB HOME/webroot/WEB-INF/classes

NOTE: The size requirements have to be always specified in bytes.

For example, if you need to configure for model size of 2.5GB, then you can approximately set
the max size to 3GB (3221225472 bytes) as indicated below, in order to avoid size constraints
during model upload.

<constant name="struts.multipart.maxSize" value="3221225472"/>

After configuring struts.xml file, generate the application EAR/WAR file and redeploy the
application onto your configured web application server. For more information on generating and
deploying EAR / WAR file, see Appendix C.

What should | do if my Hierarchy filter is not reflecting correctly after | make changes to
the underlying Hierarchy?

In some cases, the Hierarchy Filters do not save the edits correctly if the underlying Hierarchy
has been changed. This can occur in hierarchy maintenance, where you have moved a member
to another hierarchy branch, and that member was explicitly selected in the Filter and is now a
child of a node which is already selected in the Filter.

Please refer to Support Note for the workaround.

How do | turn off unused information domains (infodoms) from cache?

Follow the below steps to turn off unused Information Domains from cache:

Navigate to SFIC_HOME/conf inthe APP layer of your OFSAAI installation.
1. Inthe DynamicServices.xml file, identify the section for <Service code="20">.
2. Modify the value of parameter CACHE_ON_STARTUP to 0 (default is 1).

3. Repeat the same in the WEB layer too. Generate the application EAR/WAR file and
redeploy the application onto your configured web application server. For more
information on generating and deploying EAR / WAR file, see Appendix C.

4. Restart the OFSAAI Services (APP and WEB). For more information, see Start / Stop
Infrastructure Services chapter.

NOTE: This setting will cache the Information Domain metadata only for the Information
Domains that get accessed upon user login. Information Domains which do not get
accessed, will not be cached.

Sample code is pasted below:
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<SERVICE CODE="20"

CLASS="com.iflex.fic.metadata.services.MetadataServiceProvider"
NAME="BMD"

SERVERID="DEFAULT" PATH=" " LOGGERNAME="UMMLOGGER" LOGGERLEVEL="10">
<PARAMETERS>

<PARAMETER NAME="CACHE ON_ STARTUP" VALUE="0" />

<PARAMETER NAME="BACKUP XML" VALUE="1" />

<PARAMETER NAME="MAX BACKUP_ XML" VALUE="2" />

<PARAMETER NAME="PC NONBI BI SWITCH" VALUE="2048" />
<PARAMETER NAME="HIERARCHY NODE LIMIT" VALUE="2000" />
<PARAMETER NAME="ALIAS CACHE SIZE" VALUE="1000" />

<PARAMETER NAME="DATASET CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="MEASURE CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="HIERARCHY CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="DIMENSION CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="HIERARCHYATTRIBUTE CACHE SIZE" VALUE="1000" />
<PARAMETER NAME:"CUBE_CACHE_SIZE" VALUE="1000" />

<PARAMETER NAME="RDM CACHE SIZE" VALUE="1000" />

<PARAMETER NAME:"BUSINESSPROCESSOR_CACHE_SIZE" VALUE="2000" />
<PARAMETER NAME="DERIVEDENTITY CACHE SIZE" VALUE="1000" />
<PARAMETER NAME:"LOG_GET_METADATA" VALUE="false" />

<PARAMETER NAME="METADATA PARALLEL CACHING" VALUE="0O" />
</PARAMETERS>

</SERVICE>

Can | install an Application Pack on an existing Atomic schema/ Information Domain
created manually?

No, you cannot install an Application Pack on existing Atomic schema/Information Domain
created manually. Application Packs can be installed only on Atomic Schemas/Information
Domain created using schema creator utility and/ or the Application Pack installer.
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When trying to view the model outputs in Model Outputs screen, | get "Exception ->Local
Path/STAGE/Output file name (No such file or directory)".

Ensure you have created a folder "STAGE" under the path mentioned as "Local Path" in the web
server details screen. This folder needs to be created under the local path on every node for web
application server clustering.

During OFSAA services startup, | get Exception in thread “main”
java.lang.UnsatisfiedLinkError: net (Not a directory)?

Ensure the JRE referred in .profile is not a symbolic link. Correct the path reference to point to a
physical JRE installed.

What is the optimized memory settings required for "New" model upload?
The following table lists the optimized memory settings required for "New" model upload.

Table 4: optimized memory settings required for "New" model upload

Model Upload Options Size of Data Model XML X_ARGS_APP ENV Variable in
File OFSAAI APP Layer
Pick from Server 106 MB -Xms1024m -Xmx1024m
36 MB -Xms2048m -Xmx2048m
815 MB -Xms4096m -Xmx4096m
1243 MB -Xms6144m -Xmx6144m
Model Upload Utility 106 MB -Xms1024m -Xmx1024m
336 MB -Xms2048m -Xmx2048m
815 MB -Xms4096m -Xmx4096m
1243 MB -Xms6144m -Xmx6144m
Save New Erwin File In 106 MB -Xms1024m -Xmx1024m
Server 336 MB -Xms2048m -Xmx2048m
815 MB -Xms4096m -Xmx4096m
1243 MB -Xms6144m -Xmx6144m

What is the resolution if | get the error - ORA 01792 maximum number of columns in a
table or view is 1000 during T2T execution?

You should apply the below patch set from Oracle. Applicable only for 12c.
https://support.oracle.com/epmos/faces/DocumentDisplay?id=1937782.1
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| did not enable OFS Inline Processing Engine Application license during the installation.
However, | have enabled it post installation, using the Manage OFSAA Product License(s)
in the Admin Ul. Are there any other additional configurations that | need to do?

Yes. Follow the instructions explained in the OFS Inline Processing Engine Configuration Guide.

| get an error "" when I try to build an Oracle OLAP cube. What should | do?
Execute the below grant on the appropriate ATOMIC schema
@ grant olap user to &database username
How do | turn off unused Information Domains (Infodoms) from caching?
Follow these steps to turn off unused Information Domains from caching:
1. Navigate to $FIC_HOME/conf in the APP layer of your OFSAAI installation.
2. Inthe DynamicServices.xml file, identify the section for <Service code="20">.
3. Modify the value of parameter CACHE_ON_STARTUP to O (default is 1).
4

Repeat the same in the WEB layer too. Generate the application EAR/WAR file and
redeploy the application onto your configured web application server. For more
information on generating and deploying EAR / WAR file, refer to the Post Installation
Configuration section.

5. Restart the OFSAAI Services (APP and WEB). For more information, refer to the Start
OFSAA Infrastructure Services section.

NOTE: This setting will cache the Information Domain metadata only for the Information
Domains that get accessed upon user login. Information Domains which do not get
accessed, will not be cached.

Sample code is pasted below:
<SERVICE CODE="20"

CLASS="com.iflex.fic.metadata.services.MetadataServiceProvider"
NAME="BMD"

SERVERID="DEFAULT" PATH=" " LOGGERNAME="UMMLOGGER" LOGGERLEVEL="10">
<PARAMETERS>

<PARAMETER NAME="CACHE ON_ STARTUP" VALUE="0" />

<PARAMETER NAME="BACKUP_ XML" VALUE="1" />

<PARAMETER NAME="MAX BACKUP XML" VALUE="2" />

<PARAMETER NAME="PC NONBI BI SWITCH" VALUE="2048" />

<PARAMETER NAME="HIERARCHY NODE LIMIT" VALUE="2000" />

<PARAMETER NAME="ALIAS CACHE SIZE" VALUE="1000" />

<PARAMETER NAME="DATASET CACHE SIZE" VALUE="2000" />

<PARAMETER NAME="MEASURE CACHE SIZE" VALUE="2000" />

<PARAMETER NAME="HIERARCHY CACHE SIZE" VALUE="2000" />
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<PARAMETER NAME="DIMENSION CACHE SIZE" VALUE="2000" />

<PARAMETER NAME="HIERARCHYATTRIBUTE CACHE SIZE" VALUE="1000" />
<PARAMETER NAME="CUBE CACHE SIZE" VALUE="1000" />

<PARAMETER NAME="RDM CACHE SIZE" VALUE="1000" />

<PARAMETER NAME="BUSINESSPROCESSOR CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="DERIVEDENTITY CACHE SIZE" VALUE="1000" />
<PARAMETER NAME="LOG GET METADATA" VALUE="false" />

<PARAMETER NAME="METADATA PARALLEL CACHING" VALUE="0" />
</PARAMETERS>

</SERVICE>

"While creating an Excel Mapping, after specifying the excel worksheet, the target table,
and mapping each column in the worksheet to a target table, | click SAVE and nothing

happens. But when | click CANCEL, a message pops up informing me that all changes will
be discarded", what is to be done.

Check if the excel mapping creation is done using I.E 8 with JRE 1.4 plug in enabled on machine.
If so, upgrade the JRE plug into 1.7+

How can | configure the OFSAA application for High Availability?

OFSAA can have active-passive high availability. For more details, refer Configuration for High
Availability- Best Practices Guide.

What should I do if | get the following error message, "Error while fetching open cursor
value Status: FAIL"?

This error occurs while executing envCheck.sh because the user does not have access to
VSparameter. This error does not occur due to sysdba or non sysdba privileges provided they
have access/grants to VSparameter.

What should | do when an entity containing many attributes (>100 columns) is selected as
Source entity and the Data Mapping (T2T definition) save operation takes longer than
expected with the hourglass in the Ul continuously rotating?

In such cases, the user might falsely assume that T2T definition save has failed. The reason for

this occurrence is that the FilerServlet has taken considerable amount of time to validate the xml
data that was passed. If we skip validation in excludeURLList.cfg, there will be no latency in
Data Mapping save operation. To rectify this, follow these steps:

1. Locate the webserver deployed area webroot/conf/excludeURLList.cfg file.
2. Modify the following entries:
[SQLIA]./datalntegrator/ to [ALL]./datalIntegrator/

[SQLIA]./ETLExtractionServlet to [ALL]./ETLExtractionServlet
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3. Save the changes and restart the webserver.

4. Resave the definition.

27.1.2 Application Pack 8.0.6.0.0 FAQs

What is an Application pack?

An Application Pack is suite of products. For more information, refer Application Packs.

Can | get a standalone installer for OFSAAI 8.0?

No. AAl is part of every application pack and installs automatically.

How does OFSAA 8.0 Application pack relate to OFSAA 7.x series?

8.0 is a new major release consolidating all products from OFSAA product suite.
Can existing OFSAA 7.x customers upgrade to OFSAA 8.0 Application Pack?

There is no upgrade path available. However, we will have migration kit / path for every product to
8.0 application pack. Further details will be available with Oracle Support.

Does OFSAA 8.0 Application pack UPGRADE'’s automatically existing environments?

No. Refer Point 5. OFSAA 8.0 application pack has to be installed in a new environment and
subsequently migration path / migration kit needs to be run to migrate from 7.x to 8.0. Please
note we will have migration path only from the previously released version of OFSAA products.

Where can | download OFSAA 8.0 Application Pack?

You can download the OFSAAI 8.0 Application Pack from Oracle Software Delivery

Cloud (OSDC).

What are the minimum system and software requirements for OFSAA 8.0 Application
Pack?

Refer installation guide section Hardware and Software Requirements section.

Is my environment compatible with OFSAA 8.0 Application Pack?
Environment Check utility performs the task. It is part of install and can also be run separately.
Has OFSAA 8.0 Application Pack is supports all Operating systems?

LINUX, AIX, SOLARIS 10, 11. Refer to Technology Matrix for the technology matrix that OFSAA
suite products are/ will be qualified on.

How can | install OFSAA 8.0 Application Pack?

Refer to Oracle Financial Services Advanced Analytical Infrastructure Installation And
Configuration Guide published in OHC Documentation Library for the application pack installers.
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Does this installation require any Third party Software’s?

Oracle Financial Services Advanced Analytical Infrastructure Installation And Configuration Guide
published in OHC Documentation Library lists the third party software that needs to be installed.

What languages are supported during OFSAA 8.0 Application Pack installation?
US English is the language supported.

What mode of installations OFSAA Application Pack supports? [Silent, GUI]
OFSAA Application Packs supports both, GUI and Silent Mode.

Does OFSAA 8.0 Application Pack support Multi-tier Installations?

OFSAA 8.0 does single tier installation. For more information refer to OFSAAI FAQ section.

Does this Application Pack validate all Pre-requisites required for this installation i.e.,
Memory, Disk Space etc.?

Yes. The pre-requisite checks are done by the respective application pack installer.
What happens if it aborts during installation of any application with in Application pack?
Customer needs to restore the system and retrigger the installation

Does this Application pack ‘Rolls Back’ if any of application installation fails due to
errors?

Rollback of installation is not supported.
Does the Application pack installs all applications bundled?

All application pack system files are installed but there is an option to enable the licensed
products.

How can | re-install any of the Application Pack?
You can retrigger in case of failure.
Does Application pack allow enabling / disabling any of the applications installed?

Yes. You cannot disable once the product is enabled in an environment.

| have installed one application in an Application pack and can | install any of new
applications within the Application pack later point of time?

No, installation is not required. Enabling the application is an option to use it later.
How many OFSAA Infrastructures can be installed in a single server?

There is no issue in installing separate OFSAAI installations, each with their own PFT/FTP
installations and separate associated database instances and separate Web Server installations
on the same server as long as adequate memory is allocated for each instance and as long as
each OFSAAI installation is installed using a separate UNIX user and profile. Care should be
taken if running multiple OFSAAI installations on a single server.
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Adequate memory will be required for each installation as several OFSAAI processes (model
upload, DEFQ services, and so on) take significant amounts of memory. So it depends on your
server memory.

Is it possible to Install OFSAA 8.0 Application pack on any one of the existing ‘Infodom’
where another OFSAA 8.0 application is installed?

Yes. However, the Behavioral Detection Application Pack, Compliance Regulatory Reporting
Application pack Asset Liability Management Application Pack and Profitability Application Pack
are the exceptions. They need to be installed in a different INFODOM.

Is there any option in Application pack for the user to select Infodom during installations?
Yes. You can select or change the required Information Domain.
Can I install all Application Packs in a ‘Single Infodom’?

Yes. But Behavioral Detection Application Pack, Compliance Regulatory Reporting Application
Pack, Asset Liability Management Application Pack and Profitability Application Pack are the
exceptions. They need to be installed in a different INFODOM.

Is it possible to install applications on different Infodom within the Application pack? (That
is if you want to install LRM & MR in two infodoms)

Applications within application pack have to be installed in the same information domain in the
same environment.

How many Infodoms can be created over a single OFSAA Infrastructure of 8.0.6.0.0?

You can install only one infodom during installation. But after installation, you can create multiple
infodoms.

Is the 'Data Model' bundled?

Does ‘Data Model’ bundled is Application pack Specific or Specific to individual
application?

A merged data model for all applications within the application pack is bundled and uploaded.
Is it possible to install OFS Enterprise Modeling in later point of time?

OFS Enterprise Modeling is a separate product and can be enabled as an option later from any
application pack that bundles Enterprise Modeling.

Will Application pack creates sandbox automatically for the required applications?

Yes, Sandbox creation is part of application install process.
Are Upgrade Kits available for individual applications or the complete Application Pack?

Maintenance Level (ML) Release / Minor Release upgrades are available across all applications.
Can |l upgrade AAl only?

Yes, you can upgrade AAI alone.
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Can | upgrade one application within the Application Pack? i.e., LRM will be upgraded in
Treasury Application pack, but MR won’t be upgraded.

No. Not possible Upgrade is applied across packs.

Is it possible to uninstall any Application from the Application pack?

No, it is not possible to uninstall any Application from the Application Pack.

Can | uninstall entire Application Pack?

No, you cannot uninstall the Application Pack.

Is it possible to uninstall only application and retain AAl in the installed environment?
No, you cannot uninstall only the application and retain AAl in the installed environment.
Does Application Pack contain all Language Packs supported?

Language Packs need to be installed on 8.0 application packs.

Can | install an Application Pack over another Application Pack (that is same infodom or
different infodom?)

Yes, you can install an Application Pack over another Application Pack in the same information
domain or different information domain. But Behavioral Detection Application Pack and
Compliance Regulatory Reporting Application Pack, Asset Liability Management Application Pack
and Profitability Application Pack are the exceptions. They need to be installed in a different
INFODOM.

Can | use an existing manually created schema as information domain for application pack
installation?

No. Schemas required by OFSAA applications have to be created using Schema Creator Utility.
Does OFSAA 8.0 support on WebLogic 10.3.6 with Oracle 12c?

Yes, OFSAA 8.0 will support on WebLogic 10.3.6 with Oracle 12c. WebLogic 10.3.6 supports
oracle 12c with some additional configurations. Refer the link
http://docs.oracle.com/cd/E28280 01/web.1111/e13737/ds_12cdriver.htm#JDBCAB55 for
additional configurations.

While running the schema creator utility, | get an error “HostName in input xml is not
matching with the local hostname”?

One possible reason could be the machine is configured for zonal partitioning. Ensure all the
known IP Addresses of the machine are present in the /etc/hosts file.

What are the Java versions supported in OFS AAAI Application Pack version 8.0.6.0.0?

OFS AAAI Application Pack supports Java 1.7.x and 1.8.x.
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Is this release of the OFS AAAI Application Pack version 8.0.6.0.0 supported on Java 8?

Yes. To install this release of the OFS AAAI Application Pack version 8.0.6.0.0 on Java 8. For
more information, refer to specific notes mentioned in the sections Installer and Installation
Prerequisites, Configurations supported for Java 8, Configuring the Schema Creator Utility, GUI
Mode Installation, SILENT Mode Installation.

27.2 Error Dictionary

27.21

The content of this section has been created with the interest to help you resolve the installation
issues if any. There is a compilation of all the possible errors that might arise during the
installation process with the possible cause and the resolution to quickly fix the issue and proceed
further with the installation.

Accessing Error Dictionary

Instead of scrolling through the document to find the error code, you can use the pdf search
functionality. In the "Find" dialog available in any of the Adobe Acrobat version that you are using
to view the pdf document, follow the below instructions to quickly find the error resolution.

1. With the Installation pdf open, press Ctrl+F or select Edit > Find.
2. The Find dialog is displayed as indicated.
3. Enter the error code that is displayed on screen during Infrastructure installation.

4. Press Enter. The search results are displayed and highlighted as indicated below.

Error code - OFSAAI-1003

Cause JAVA_HOME/bin not found in PATH variable

Resolution | Import <JAVA HOME>/bin into PATH vanable

Example: PATH = SJIAVA_HOMEDin: SPATH export PATH,

Error Dictionary

View the details of the issues, its cause, and resolution specific to the error code. Repeat the step
to find an answer to any other errors that you notice during installation. If you are not able to
resolve the issue even after following the steps provided in resolution, you can contact
support.oracle.com along with log files and appropriate screen shots.

27.2.2 Error Code Dictionary

27.2.2.1 Error code - OFSAAI-1001

Cause Unix shell is not "korn" shell.
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Resolution

Change the shell type to "korn". Use chsh Unix command to change SHELL
type.

Shell type can also be changed by specifying shell path for the Unix user in
/etc/passwd file.

Note: chsh command is not available in Solaris OS.

27.2.2.2 Error code - OFSAAI-1002

27.2.2.

27.2.2.

27.2.2.

27.2.2.

Cause

No proper arguments are available.

Resolution

Provide proper arguments. Invoke Setup.sh using either SILENT or GUI mode.

Example: . /Setup.sh SILENT or ./Setup.sh GUI

3 Error code - OFSAAI-1004
Cause File .profile is not present in SHOME.
Resolution Create .profile in SHOME, i.e. in the home directory of user.

4 Error code - OFSAAI-1005
Cause File OFSAAInfrastructure.bin is not present in current folder.
Resolution Copy OFSAAInfrastructure.bin into installation kit directory.
5 Error code - OFSAAI-1006
Cause File CustReg.DAT is not present in current folder.
Resolution Copy CustReg.DAT into installation kit directory.

6 Error code - OFSAAI-1007
Cause File OFSAAI InstallConfig.xml is not presentin current folder.
Resolution Copy OFSAAI InstallConfig.xml into installation kit directory.

27.2.2.7 Error code - OFSAAI-1008

Cause File validateXMLInputs.jar is not presentin current folder.
Resolution Copy validateXMLInputs.jar into installation kit directory.
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27.2.2.8 Error code - OFSAAI-1009

Cause

File 1og47.xml is not present in current folder.

Resolution

Copy log4j.xml into installation kit directory.

27.2.2.9 Error code - OFSAAI-1010

Cause

Unknown error occurred.

Resolution

Make sure to provide proper argument (SILENT or GUI) to the Setup. sh file.

27.2.2.10 Error code - OFSAAI-1011

Cause

XML validation failed.

Resolution

Check InfrastructurePreValidations.Log for more details.

27.2.2.11 Error code - OFSAAI-1012

Cause

Property file with locale name does not exist.

Resolution

Copy MyResources _en US.properties to the setup kit directory and keep
en US in LOCALE tag of OFSAAI InstallConfig.xml

27.2.2.12Error code - OFSAAI-1013

Cause File OFSAAI InstallConfig.xml/OFSAAI PostInstallConfig.xml not
found.
Resolution Copy OFSAAI InstallConfig.xml/OFSAAI PostInstallConfig.xml

to the setup kit directory.

27.2.2.13Error code - OFSAAI-1014

Cause

XML node value is blank.

Resolution

Make sure all node values except SMTPSERVER, PROXYHOST,
PROXYPORT, PROXYUSERNAME, PROXYPASSWORD, NONPROXYHOST,
or RAC_URL are not blank.

27.2.2.14 Error code - OFSAAI-1015

Cause

XML is not well formed.
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Resolution

Execute the command dos2unix OFSAATI InstallConfig.xml to convert
plain text file from DOS/MAC format to UNIX format.

OR

Make sure that OFSAAI InstallConfig.xml is valid. Try to open the file
through Internet Explorer for a quick way to check validity. If it is not getting
opened, create new OFSAAI InstallConfig.xml using the

XML Utility.jar.

27.2.2.15Error code - OFSAAI-1016

Cause

User installation directory contain blank spaces.

Resolution

Provide an installation path that does not contain spaces. Check the tag
USER_INSTALL DIRINOFSAAI InstallConfig.xml file. This path should

not contain any spaces.

27.2.2.16 Error code - OFSAAI-1017

Cause User installation directory is invalid.
Resolution Provide a valid installation path. Check if you are able to create the directory
mentioned in USER_INSTALL DIR tag value of
OFSAAI InstallConfig.xml file.
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