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Introduction

This document includes the necessary instructions to apply 8.0.7.0.0 Minor Release for Oracle
Insurance Data Foundation (OIDF) Application Pack and perform the required post install
configurations. You can find the latest copy of this document in OHC Documentation Library.
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OIDF 8.0.7.0.0 Installation Guide

Preface
This Preface provides supporting information for the Oracle Insurance Data Foundation
Applications Pack Installation Guide and includes the following topics:
X Summary
x  Audience
x  Documentation Accessibility
x  Related Documents

x  Conventions

Summary

You can find the latest copy of this document in OHC Document Library which includes all the
recent additions/revisions (if any) done till date.

Before you begin the installation, ensure that you have an access to the Oracle Support Portal
with the required login credentials to quickly notify us of any issues at any stage. You can obtain
the login credentials by contacting Oracle Support.

Audience

The Oracle Insurance Data Foundation (OIDF) Application Pack Installation and Configuration
Guide is intended for Administrators, Business User, Strategists, and Data Analyst, who are
responsible for installing and maintaining the application pack components.

Prerequisites for the Audience

These are the expected preparations for administrators before starting the installation:

The document assumes you have experience in installing Enterprise components. Basic
knowledge about the Oracle Financial Services Advanced Analytical Applications Infrastructure
Applications Pack components, OFSAA Architecture, UNIX commands, Database concepts and
Web Server/ Web Application Server is recommended.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.
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Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Related Documents

This section identifies additional documents related to OIDF. You can access Oracle
documentation online from Documentation Library for OIDF (OHC).

x  Oracle Insurance Data Foundation User Guide (OHC)
x  Oracle Financial Services Analytical Applications Infrastructure User Guide (OHC)

x  OFS Analytical Applications Infrastructure Environment Check Utility Guide (OHC)

Conventions and Acronyms

Conventions Description

AIX Advanced Interactive executive

DEFQ Data Entry Forms and Queries

DML Data Manipulation Language

EAR Enterprise Archive

EJB Enterprise JavaBean

ERM Enterprise Resource Management

FTP File Transfer Protocol

GUI Graphical User Interface

HTTPS Hypertext Transfer Protocol Secure

J2C J2EE Connector

J2EE Java 2 Enterprise Edition

JDBC Java Database Connectivity

JDK Java Development Kit

JNDI Java Naming and Directory Interface

JRE Java Runtime Environment

JVM Java Virtual Machine

LDAP Lightweight Directory Access Protocol
Oracle Financial Services Software ORACLE
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Conventions

Description

LHS

Left Hand Side

MFA Multi-Factor Authentication

MOS My Oracle Support

OFSAAI Oracle Financial Services Analytical Application Infrastructure
OHC Oracle Help Center

OLAP On-Line Analytical Processing

(O] Operating System

RAM Random Access Memory

RDMS Relational Database Management System
SFTP Secure File Transfer Protocol

SID System Identifier

SSL Secure Sockets Layer

TDE Transparent Data Encryption

TNS Transparent Network Substrate

URL Uniform Resource Locator

VM Virtual Machine

Web Archive WAR

XML Extensible Markup Language

Oracle Financial Services Software
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1 About OFSAA and OFSAA Application Packs

This chapter includes the following topics:
x  About OFSAA

x  About OFSAA Application Packs 8.0.7.0.0

x  About OIDF Applications Pack

x  About Oracle Financial Services Analytical Applications Infrastructure (OFS AAI)

1.1 About Oracle Financial Services Analytical Applications ( OFSAA)

In today's turbulent markets, financial institutions require a better understanding of their risk-return, while
strengthening competitive advantage and enhancing long-term customer value. Oracle Financial Services
Analytical Applications enable financial institutions to measure and meet risk adjusted performance
objectives, cultivate a risk management culture through transparency, lower the costs of compliance and
regulation, and improve insight into customer behavior.

OFSAA uses industry-leading analytical methods, shared data model and applications architecture to
enable integrated risk management, performance management, customer insight, and compliance
management. OFSAA actively incorporates risk into decision making, enables to achieve a consistent
view of performance, promote a transparent risk management culture, and provide pervasive intelligence.

Oracle Financial Services Analytical Applications delivers a comprehensive, integrated suite of financial
services analytical applications for both banking and insurance domain.

1.2 About OFS AA Application s Pack

The following figure depicts the various application packs that are available across the OFSAA Banking
and Insurance domains.
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Insurance Market Risk

Insurance Market Risk Analytics
Insurance Operational Risk Standard
Edition/Enterprise Edition

Insurance Operational Risk

Insurance Operational Risk Analytics
Insurance Model Risk Management
Insurance Enterprise Risk Management
Insurance Govemance and Compliance
Management

Insurance Solvency Il Management
Insurance Operational Risk Economic
Capital

~

o

— -
—(INSURANCE

P
OFSAA

o

Others

/ Advanced Analytical
Application

Infrastructure

Data Management Pack
Data Foundation Pack
Risk Regulatory

Solution Pack

\._ Connectors 7
é N\
- Behavior Detection

Pack

—( BANKING }‘{ Comp'iance} - Reporting Solution Pack

Compliance Regulatory

|_( Performance
and Customer/) L

Govemance Risk and
Compliance Pack

< /
(- Pricing Management )
Pack

Customer Analytics
Pack

Profitability Pack
Asset Liabilty
Management Pack

>

H Risk

1.3 About OIDF Applications Pack

CredctRiskaagement\
Pack

- Treasury Risk Pack
|- Capital Adequacy Pack

The Oracle Insurance Data Foundation (OIDF) is an analytical data warehouse platform for the Financial
Services industry. OIDF combines an industry data model for Financial Services along with a set of
management and infrastructure tools that allows Financial Services Institutions to develop, deploy, and
operate analytical solutions spanning key functional areas in Financial Services, including:

1. Health Insurance
2. Property Casualty

3. Life Insurance
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OIDF is a comprehensive data management platform that helps institutions to manage the analytical data
life cycle from sourcing to reporting as a consistent platform and toolset.

The application pack includes a logical data model, physical data model and supporting scripts.

NOTE: The schema/ domain for OIDF are referred to as OIDF.

1.4 About Oracle Financial Services Analytical Applications Infrastructure (OFS AAl)

Oracle Financial Services Analytical Applications Infrastructure (OFS AAI) powers the Oracle Financial
Services Analytical Applications family of products to perform the processing, categorizing, selection and
manipulation of data and information needed to analyze, understand and report on specific performance,
risk, compliance and customer insight issues by providing a strong foundation for the entire family of
Oracle Financial Services Analytical Applications across the domains of Risk, Performance, Compliance
and Customer Insight.

1.4.1 Components of OFSAAI

The OFSAA Infrastructure is comprised of a set of frameworks that operates on and with the Oracle
Financial Services Analytical Applications Data Model and form the array of components within the
Infrastructure.

The OFSAA Infrastructure components/ frameworks are installed in two layers; primarily the metadata
server and Infrastructure services run on one layer, and the Ul and presentation logic runs on the other.
The Ul and presentation layer is deployed on any of the supported J2EE Servers.

The following figure depicts the various frameworks and capabilities that make up the OFSAA
Infrastructure:

" 4 Computations & Rule Framework Run Framework Mart Management Framework
Framework \ )

Business Processors

Forms Manager

Workflow Manager

Multi-hierarchy Conditional -
Rules

Business Dimension Maps

Rules Executed in DB

FINANCIAL SERVICES ANALYTICAL APPLICATIONS FRAME

ﬁ ﬁ ) 7 Heta!ata Mana ement
T2T Data Process Framework Data Quality | Batch' & Real-Time Management Frameworgk

Data Movement

Data Quality

Data Aggregations

Business Integrity

SCD and Controls

Data Quality Reporting

Conditional Execution

Baseline Run

Simulation Run

Cube Builder

Relational Mart Builder

Aggregated & OLAP Computed
Measures

Forms & Workflow Framework

BPEL Workflows

Forms Manager

Business Mapper

Multi-Node Dispatch

Data Model Management

Scheduler

Metadata Trace

Data Access Services

Metadata Browser
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1.5 OFSAA Infrastructure High Availability

The current release of the OFSAA Infrastructure supports only "Single Instance" installation for the
Infrastructure components. However, the High Availability (HA) for the Database Server and/ or the Web
Application Server clustering and deployment are supported in this release.

This release supports Active-Passive model of implementation for OFSAAI components. For more
information, refer Configuration for High Availability- Best Practices Guide.

1.6  About Data Security Configurations

Data Security refers to the protection of data against unauthorized access and data theft. OFSAA ensures
Data Security with the following features:

1 Multi-Factor Authentication
Transparent Data Encryption (TDE)
Data Redaction

Key Management

HTTPS

=A =4 =4 -4 -4

CSRF

1 Logging
For more details on the features in the previous list, see the relevant topics in this guide and the
Data Security and Data Privacy section in the OFS Analytical Applications Infrastructure

Administration Guide.
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2 Understanding OIDF Applications Pack Installation

This chapter includes the following topics:

x Installation Overview

x  Logical Deployment Architecture

x  Hardware and Software Requirements

x  Verifying the System Environment

x  Understanding Installation Modes

2.1 Installation Overview

This release (8.0.7.0.0) of the OIDF Application Pack bundles the upgrade patch set along with
the base installer. Users/Administrators who wish to install a new OIDF Application Pack 8.0.7.0.0
instance or upgrade an existing OIDF Application Pack 8.0.x instance to 8.0.7.0.0 should
download this installer. The following figure depicts the order of procedures required to follow to
install a new OIDF Pack 8.0.7.0.0 instance. To upgrade an existing OIDF Application Pack
8.0.x.x.x instance to 8.0.7.0.0 release, refer to Upgrading the OIDF Application Pack chapter. The
following figure shows the order of procedures to install.
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Installation Workflow

' Start ]

W,
L

Venfy System Environment ]

1

Obtain the Software ]

s

Configure and Execute the Schema Creator Utility ]

\'.I'

Install OFS QIDF Pack ]
' Configure OFS OIDF Pack J
. I“I
Venfy Installation ]
J

The below table provides additional information and links to specific documentation for each task
in the flowchart

Tasks Details and Documentation
Verify Systems To verify that your system meets the minimum necessary requirements
Environment for installing and hosting the OIDF Applications Pack, see "Hardware and

Software Requirements Specifications" and "Verifying the System

Environment"

Obtain the software See "Obtaining the software".
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Configure and Execute the
Schema Creator Utility

See Configuring and Executing the Schema Creator Utility".

Install OIDF Pack

See finstalling the OIDF Pack Installer".

Configure OIDF Pack

See Post Installation Configuration".

Verify Installation

See "Verifying the Installation".

Upgrade Installation

S e eUpdiading the OIDF Application Packo

2.2 Deployment Topology

The deployment architecture depicts the mapping of a logical architecture to a physical
environment. The physical environment includes the computing nodes in an intranet or Internet
environment, CPUs, memory, storage devices, and other hardware and network devices.

e
Web Browser

HITP & Interface

HTTPS

e

OFSAA"
Application
Components Client Workstation
Socket /
connection S
Web Server JDBC E)
Nati
e /0facle Bl Server
8 JDBC %
! L ]
8
Web Application Database
Server Server

* Includes Oracle Financial Services Analytical Applications and Infrastructure
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2.3 Hardware and Software Requirements

This section describes the various Operating Systems, Database, Web Server, and Web
Application Server versions, and other variant details on which this release of the OIDF Pack
has been qualified.

NOTE:

OIDF Applications Pack installation can be performed on both Virtual and Physical

Servers.

2.3.1 Configurations Supported for Java 7

The following table shows the minimum hardware and software requirements for installing
Oracle Insurance Data Foundation Application Pack (Java 7) on each machine.

Requirement

Sub-Category

Value

Operating
System

Oracle Linux / Red
Hat Enterprise
Linux (x86-64 bit)

Red Hat Enterprise Linux or Oracle Linux Server release 6
Update 6 and above

Red Hat Enterprise Linux or Oracle Linux Server release 7
Update 1 and above

Oracle Solaris
(SPARC) / Solaris
x86-64 bit

Solaris 101 Install the required OS patches. For more
information, see Installing the Required Oracle Solaris 10
Patches. Additionally, install the required runtime libraries. For
more information, see Installing Only the Runtime Libraries on
Oracle Solaris 10.

Solaris 117 Upgrade to Oracle Solaris 11.3 with SRUQ9 or
higher. See
https://docs.oracle.com/cd/E60778_01/html/E60743/gouaw.html#
scrolltoc to upgrade to SRUO9 if you have a lower SRU version.
Additionally, install the required runtime libraries. For more
information, see Installing Only the Runtime Libraries on Oracle
Solaris 11.

IBM AIX (PowerPC)

AIX 6.1 (TL 09 and above) - 64 bit
AIX 7.1 (TL 03 and above) - 64 bit

Shell

KORN Shell (KSH)

Oracle Financial Services Software
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Requirement

Sub-Category Value

Note:

system.

If the OS is IBM AIX 6.1 and the file size limit for the AIX user on the target server is too small, configure the size
parameter setting for "Large File Support". Follow these steps:

1  Change the file size limit for the user that initiates the transfer on the AlX system. To change the file size
limit for a particular user, add or edit the fsize attribute for the user in the /etc/security/limits file on the AIX

1 Change the file size limit to unlimited (fsize = -1) or to a size equal to the size of the file being transferred.
This may require a restart of the AIX server to pick up the new configuration. For more information refer
IBM Support.

If the operating system is RHEL, install the package Isb_release  using one of the following commands
by logging in as root user:

o yum install redhat-Isb-core
o yum install redhat-Isb

Java
Runtime

Environment

Oracle Linux / Red 1 Oracle Java Runtime Environment (JRE) 1.7.x - 64 bit

Hat Enterprise 1 Oracle Java Runtime Environment (JRE) 1.8.x - 64 bit

Linux

Oracle Solaris

IBM AIX 1 IBM AIX Runtime, Java Technology JRE 1.7.x - 64 bit
1 IBM AIX Runtime, Java Technology JRE 1.8.x - 64 bit

Oracle
Database
Server and
Client

1 Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.3.0 +) - 64 bit RAC/
Non- RAC with/ without partitioning option

1  Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.4.0 +) - 64 bit
RAC/Non-RAC with/ without partitioning option, Advanced Security Option**.

I Oracle Database Server Enterprise Edition 12c Release 1 (12.1.0.1.0 +)- 64 bit RAC/
Non- RAC with/ without partitioning option, Advanced Security Option**.

**Note: See tthieomaAlddNot es 0 JeeltMairofer detaits. t he 8 0 7

1  Oracle Database Server 12c Release 2 (12.2.0.1+) Enterprise Edition

1 Oracle Client 11g Release 2 (11.2.0.3.0+) - 64 bit

1  Oracle Client 12c Release 1 (12.1.0.1.0+) - 64 bit

1 Oracle 11g Release 2 (11.2.0.3+) JDBC driver (Oracle thin driver)

1 Oracle 12C Release 1 (12.1.0.1+) JDBC driver (Oracle thindriver)

I Oracle R Distribution (ORD) version 3.2.0/3.3.0 (Optional)
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Requirement

Sub-Category Value

1 Oracle R Enterprise (Server) version 1.5 with ORD 3.2.0 and version 1.5.1 with ORD
3.3.0(Optional)
Note:

Ensure that the following patches are applied:
i For Oracle DB Server 12.1.0.1 and 12.1.0.2, download the patches 27010930 and

22205607 from My Oracle Support and apply them.

1 For Oracle DB Server 11.2.0.4, download the patch 22205607 from My Oracle Support

and apply.

ORD and ORE versions compatible along with Oracle DB version

No.|Oracle R Oracle R Advanced Open source R or Oracle Database
Enterprise Analytics for Hadoop |Oracle R Distribution Enterprise Edition
1 hsa1 2.7.1 3.3.0 11.2.0.4, 12.1.0.1,
12.1.0.2,12.2.0.1
2 1150 2.5.1,2.6.0,2.7.0 3.2.0 11.2.0.4, 12.1.0.1,
12.1.0.2

OLAP

Oracle Hyperion 1 V11.1.2.1+ (Server and Client) with Oracle 11g Database

Essbase f  V11.1.2.3+ (Server and Client) with Oracle 12c Database

Note:
Oracle Hyperion Essbase & Oracle OLAP is required only if you are using the OLAP feature of
OFSAAI.

Web Server/
Web
Application
Server

Oracle HTTP Server 11.1.1.7.1 or 11.1.1.9+/

Oracle Linux/Red | 102 Che HTTP Server 2.2.x/ IBM HTTP Server 8.5.5

Hat Enterprise

Linux/ IBM AIX T
1 Oracle WebLogic Server 12.1.3+ with jersey 1.18 (64 bit) /

Oracle WebLogic Server 12.2.x with jersey 2.25 (64 bit)

IBM WebSphere Application Server WebSphere 8.5.5.9+ (64 bit)

Oracle Solaris
The OIDF Application Pack Release v8.0.7.0.0 is compatible with

the WebLogic v12.2.x and does not support the WebLogic
v12.1.3. If the WebLogic version is 12.1.3, upgrade to the
WebLogic 12.2.x version.

1 Apache Tomcat 8.0.25+ (64 bit)

Note:
IBM WebSphere 8.5.x (Full Profile) on Java 8 is not available.
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Requirement [Sub-Category Value
Note:
OFSAA Infrastructure web component deployment on Oracle WebLogic Server with Oracle
JRockit is not supported.
Big Data Cloudera f CDH Version 5.3.3
Distribution Hadoop
5.3.3 1 Hadoop-2.5.0+cdh5.3.3+844
1 Hive-0.13.1+cdh5.3.3+350
1 SqooplV 1.4.5+cdh5.3.3+67
1 Sqoop2V 1.99.4+cdh5.3.3+23
1 Oracle Loader For Hadoop (OLH) V 3.2
Cloudera 1 CDH Version i 5.4
Distribution Hadoop
544 1 Hadoop-2.6.0+cdh5.4.4+597
1 HiveV 1.1.0+cdh5.4.4+152
1 SqooplV 1.4.5+cdh5.4.4+101
1 Sqoop2V 1.99.5+cdh5.4.4+36
Cloudera 1 CDH Versioni5.8.4
Distribution Hadoop| 1~ Hadoop-2.6.0+cdh5.8.4+1801
5.8.4 1 Hive-1.1.0+cdh5.8.4+723
1 Sqoop-1.4.6+cdh5.8.4+100
1 Sqoop2-1.99.5+cdh5.8.4+42
Note: Ensure livy-0.4.0-incubating is installed and configured for spark 2.
For more details, see the section Configuring Apache Livy Interface in the
chapter Post Installation Configuration.
Cloudera 1 CDH Version: 5.13.0 (9)
Distribution Hadoop| {|  Hive 1.1.0+
5.13.0
Cloudera Hive Hive JDBC Connectors V 2.5.19 and Hive-on-Spark
Connector
Oracle R Advanced [Oracle R Advanced Analytics for Hadoop (ORAAH) 2.6.0
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Requirement

Sub-Category

Value

Analytics for
Hadoop

Hadoop Security
Protocol

1 Kerberos R release 1.6.1
1 Sentry1.4.0

Oracle Big Data
SQL

Oracle Big Data SQL 3.1+. For more information, see Big Data.

Desktop
Requirement
s

Operating System

MS Windows 7/Windows 8/Windows 10

Browser

1 MS Internet Explorer 11.x (Compatibility Mode)
Turn off Pop-up blocker settings. For more information, refer Internet
Explorer Settings.
Google Chrome 57.x

Mozilla Firefox 52.x

For Chrome and Firefox, turn off Pop-up blocker settings by choosing
"Always allow pop-ups for <URL>"

Office Tools

MS Office 2007/ 2010/ 2013/ 2016

Adobe Acrobat Reader 10 or above

Screen Resolution

1024*768 or 1280*1024

Other
Software

Directory Services

OFSAAI is qualified on both OPEN LDAP 2.2.29+ and Oracle Internet
Directory v 11.1.1.3.0. However, it can be integrated with other directory

services software like MS Active Directory.

Note:

1 Configuration of Directory services software for OFSAAI installation is optional. For more

information on configuration, see Infrastructure LDAP Configuration.

1  Open LDAP needs to be installed on MS Windows Server machine.

* This indicates the latest version available at the time of the release. Any latest updates may be

applied.
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2.3.2 Configurations Supported for Java 8

The following table shows the minimum hardware and software requirements for installing Oracle
Insurance Data Foundation Application Pack (Java 8) on each machine.

Requirement [Sub-Category Value

Operating Oracle Linux / Red 1 Red Hat Enterprise Linux or Oracle Linux Server release 6

System Hat Enterprise Update 6 and above
Linux (x86-64 bit) 1 Red Hat Enterprise Linux or Oracle Linux Server release 7

Update 1 and above

Oracle Solaris 1 Solaris 1071 Install the required OS patches. For more
(SPARC) / Solaris information, see Installing the Required Oracle Solaris 10
x86-64 bit Patches. Additionally, install the required runtime libraries. For

more information, see Installing Only the Runtime Libraries on
Oracle Solaris 10.

1 Solaris 111 Upgrade to Oracle Solaris 11.3 with SRUQ9 or
higher. See
https://docs.oracle.com/cd/E60778_01/html/E60743/gouaw.html#
scrolltoc to upgrade to SRUO9 if you have a lower SRU version.
Additionally, install the required runtime libraries. For more
information, see Installing Only the Runtime Libraries on Oracle

Solaris 11.
IBM AIX 1 AIX 6.1 (TL 09 and above) - 64 bit
(POWERPC) AIX 7.1 (TL 03 and above) - 64 bit
Shell KORN Shell (KSH)

Note:
If the OS is IBM AIX 6.1 and the file size limit for the AIX user on the target server is too small, configure the size
parameter setting for "Large File Support". Follow these steps:
1 Change the file size limit for the user that initiates the transfer on the AIX system. To change the file size
limit for a particular user, add or edit the fsize attribute for the user in the /etc/security/limits file on the AIX
system.

1 Change the file size limit to unlimited (fsize = -1) or to a size equal to the size of the file being transferred.
This may require a restart of the AIX server to pick up the new configuration. For more information refer
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Requirement [Sub-Category Value

IBM Support.
If the operating system is RHEL, install the package Isb_release  using one of the following commands

by logging in as root user:

o yum install redhat-Isb-core
o yum install redhat-Isb

Java Oracle Linux / Red Oracle Java Runtime Environment (JRE) 1.8.x - 64 bit
Runtime Hat Enterprise
Environment | Linux
Oracle Solaris
IBM AIX IBM AIX Runtime, Java Technology JRE 1.8.x - 64 bit
Oracle 1 Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.3.0 +) - 64 bit RAC/
Database Non- RAC with/ without partitioning option
Server and 1  Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.4.0 +) - 64 bit
Client RAC/Non-RAC with/ without partitioning option, Advanced Security Option**
1  Oracle Database Server Enterprise Edition 12¢ Release 1 (12.1.0.1.0 +)- 64 bit RAC/
Non- RAC with/ without partitioning option, Advanced Security Option**
**Note: See the fAAddi ti on80T Tedhdatrex$obdetails.ct i on i
1 Oracle Client 11g Release 2 (11.2.0.3.0+) - 64 bit
1  Oracle Client 12c Release 1 (12.1.0.1.0+) - 64 bit
1 Oracle 11g Release 2 (11.2.0.3+) JDBC driver (Oracle thin driver)
1 Oracle 12C Release 1 (12.1.0.1+) JDBC driver (Oracle thin driver)
1 Oracle R Distribution (ORD) version 3.2.0/3.3.0 (Optional)
1 Oracle R Enterprise (Server) version 1.5 with ORD 3.2.0 and version 1.5.1 with ORD
3.3.0(Optional).
I Oracle Database Server 12c Release 2 (12.2.0.1+) Enterprise Edition
Oracle Distribution of R version 3.1.1 (Optional)
Note:
Ensure that the following patches are applied:
Oracle Server 12c, v12.1.0.1 7 17082699
Oracle Server 12¢, v12.1.0.2 7 20698050
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Requirement

Sub-Category Value

1 For Oracle DB Server 12.1.0.1 and 12.1.0.2, download the patches 27010930 and
22205607 from My Oracle Support and apply them.

1 For Oracle DB Server 11.2.0.4, download the patch 22205607 from My Oracle Support
and apply.
Also for latest information, refer My Oracle Support, 12.1.0.2 Bundle Patches for

Engineered Systems and DB In-Memory - List of Fixes in each Bundle (Doc ID 1937782.1)
1 Oracle R Enterprise 1.5 and 1.5.1 requires Oracle Database Enterprise Edition / 11.2.0.4/
12.1.0.1/12.1.0.2/12.2.0.1.
ORD and ORE versions compatible along with Oracle DB version

No.|Oracle R Oracle R Advanced Open source R or Oracle Database
Enterprise Analytics for Hadoop Oracle R Distribution Enterprise Edition
1 hsa 2.7.1 3.3.0 11.2.0.4, 12.1.0.1,

12.1.0.2,12.2.0.1

2 h50 25.1,2.6.0,2.7.0 3.2.0 11.2.0.4, 12.1.0.1,
12.1.0.2
Note:
OLAP
Oracle Hyperion Essbase is required only if you are using the OLAP feature of OFSAAI.
. Oracle HTTP Server 11.1.1.7.1 or 11.1.1.9+/
Web Server/ | Oracle Linux/Red | 1o e HTTP Server 2.2.x/ IBM HTTP Server 8.5.5
Web Hat Enterprise
Application Linux/ IBM AIX 1 IBM WebSphere Application Server WebSphere 8.5.5.9+
Server Oracle Solaris 1 Oracle Weblogic Server 12.1.3+ with jersey 1.18 (64 bit)/Oracle
Weblogic Server 12.2.x with jersey 2.25 (64 bit)
The OIDF Application Pack Release v8.0.7.0.0 is compatible with
the WebLogic v12.2.x and does not support the WebLogic
v12.1.3. If the WebLogic version is 12.1.3, upgrade to the
WebLogic 12.2.x version.
1 Apache Tomcat 8.0.25+ (64 bit)
Note:
IBM WebSphere 8.5.x (Full Profile) on Java 8 is not available.
Note:
OFSAA Infrastructure web component deployment on Oracle WebLogic Server with Oracle
JRockit is not supported.
For deployment on Oracle WebLogic Server 12.1.3+ (64 bit) with Java 8, download and install
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Requirement [Sub-Category

Value

patch 18729264 from http://support.oracle.com/

Big Data Cloudera § CDH Version 5.3.3
Distribution Hadoop 1 Hadoop-2.5.0+cdh5.3.3+844
5.3.3 1 Hive-0.13.1+cdh5.3.3+350
1 SqooplV 1.4.5+cdh5.3.3+67
1 Sqoop2V 1.99.4+cdh5.3.3+23
1  Oracle Loader For Hadoop (OLH) V 3.2
Cloudera CDH Versioni5.4
Distribution Hadoop| I  Hadoop-2.6.0+cdh5.4.4+597
5.4.4 f  Hive V 1.1.0+cdh5.4.4+152
1 SqooplV 1.4.5+cdh5.4.4+101
I Sqoop2 V 1.99.5+cdh5.4.4+36
Cloudera T CDH Versioni5.8.4
Distribution Hadoop 1 Hadoop-2.6.0+cdh5.8.4+1801
5.8.4 1  Hive-1.1.0+cdh5.8.4+723
1 Sqoop-1.4.6+cdh5.8.4+100
I Sqoop2-1.99.5+cdh5.8.4+42
Note: Ensure livy-0.4.0-incubating is installed and configured for spark 2.
For more details, see the section Configuring Apache Livy Interface in the
chapter Post Installation Configuration.
Cloudera 1 CDH Version: 5.13.0 (9)
Distribution Hadoop| ]  Hive-1.1.0+
5.13.0

Cloudera Hive
Connector

Hive JDBC Connectors V 2.5.19 and Hive-on-Spark

Oracle R Advanced
Analytics for
Hadoop

Oracle R Advanced Analytics for Hadoop (ORAAH) 2.6.0

Hadoop Security
Protocol

1
1

Kerberos R release 1.6.1
Sentry-1.4.0

Oracle Financial Services Software

27

ORACLE



http://support.oracle.com/

OIDF 8.0.7.0.0 Installation Guide

Requirement [Sub-Category Value
gg"f'e Big Data Oracle Big Data SQL 3.1+. For more information, see Big Data.
Desktop Operating System MS Windows 7/Windows 8/Windows 10
Requirement
s
Browser 1 MS Internet Explorer 11.x (Compatibility Mode)
Oracle Java plug-in 1.7.0+* (64-bit) / Oracle Java plug-in 1.8.0+ (64-bit)
Turn off Pop-up blocker settings. For more information, refer Internet
Explorer Settings.
1 Google Chrome 57.x
1 Mozilla Firefox 52.x
For Chrome and Firefox, Turn off Pop-up blocker settings by choosing
"Always allow pop-ups for <URL>"
Office Tools MS Office 2007/ 2010/ 2013/ 2016
Adobe Acrobat Reader 10 or above
Screen Resolution 1024*768 or 1280*1024
Other Directory Services OFSAAI is qualified on both OPEN LDAP 2.2.29+ and Oracle Internet
Software Directory v 11.1.1.3.0. However, it can be integrated with other directory
services software like MS Active Directory.
Note:
1 Configuration of Directory services software for OFSAAI installation is optional. For more
information on configuration, see Infrastructure LDAP Configuration.
1 Open LDAP needs to be installed on MS Windows Server machine only.
NOTE: To upgrade an existing OFSAA 8.0.x Java 7 instance to Java 8, see Appendix Q.
NOTE: To configure the Oracle Database 19c Server and Client on a new installation, see
MOS Doc ID: 2691006.1.
The following table shows the minimum software requirements for running OIDF Applications
Pack on each machine.
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Table 1: Recommended software Combinations

Operating System Database Web Application Server \Web Server

Oracle Linux 6.6 /7.1 Oracle Database Oracle WebLogic Server / Oracle HTTP Server /
Apache Tomcat Server Apache HTTP Server

Oracle Solaris 5.10/5.11 Oracle Database Oracle WebLogic Server / Oracle HTTP Server /
Apache Tomcat Server Apache HTTP Server

IBMAIX6.1/7.1 Oracle Database IBM WebhSphere Application IBM HTTP Server /
Server / Apache HTTP Server
Apache Tomcat Server

2.4 Verifying the System Environment

To verify your system environment meets the minimum requirements for the installation, a Pre-
Install Check utility is available within the Install Kit archive file. This utility can also be obtained
separately by contacting Oracle Support.

Though the system environment verification is an integral and automated part of the installation of
this software product, Oracle strongly recommends running this utility prior to beginning the
installation as part of your s\ernfigaon Pracess'i ondés "Il nst al

NOTE: For more details on download and usage of this utility, see Oracle Financial Services
Analytical Applications Infrastructure Environment Check Utility Guide given in the
Related Documents section.

2.5 Understanding Installation Modes

You can install OIDF Applications Pack in Graphical User Interface (GUI) Mode. This mode
launches the product installation in a GUI mode. Users need to enter the required information on
various panels within the Ul. For more information on configuration required for GUlI mode
installation, see Configuration for GUI Mode Installation.

This mode mandates updating the installation configuration files with required details and
performs installation in a "Silent" non-user interactive format.
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3 Preparing for Installation

This chapter provides necessary information to review before installing the OIDF Applications
Pack v8.0.7.0.0. This chapter includes the following topics:

x Installer and Installation Prerequisites

x  Obtaining the Software

x  Common Installation Activities

NOTE: If you are installing an application pack on an environment, where another application
pack is already installed, you may sometimes get a warning message such as "Object
Already Exists". This message can be ignored.

3.1 Installer and Installation Prerequisites

NOTE: The user profile executing the installation must have the permission on /tmp prior to
installation.

NOTE: Sufficient space must be available in /tmp , else the installation will terminate, and logs
are not generated.

Following table mentions the list of prerequisites required before beginning the installation for
OIDF application. The Installer/ Environment Check utility notifies you if any requirements are not

met.
Table 2: Installer and Installation Prerequisites
Requirement Sub-Category Expected Value
Environment Java Settings PATH variable in . profile  file must be set to include the Java
Settings Runtime Environment absolute path. The path should include java
version (Java 7, or Java 8) based on the configuration.
Note:
A Ensure that the absolute path to JRE/bin is set at the
beginning of PATH variable.
For example,
PATH=/usr/javaljrel.7/bin:$3ORACLE_HOME/bin:$P
ATH
A JAVA_HOME variable must be set in .profile file, pointing to
the appropriate Java Runtime Environment Path.
For example, export
JAVA_HOME-=/wsr/jdk/instances/jdk1.6.0
A Ensure that SYMBOLIC links to JAVA installation are not set
in the PATH variable.
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Requirement

Sub-Category

Expected Value

Oracle Database
Settings

Oracle Database Server

A TNS_ADMIN variable must be set in .profile file pointing to
appropriate tnsnames.ora  file.

A Enable Transparent Data Encryption (TDE) and/ or Data
Redaction**
** Note: For more information, see Appendix S: Enabling
TDE, Data Redaction and the Corresponding Settings in
OFSAA.

A ORACLE_HOME variable must be set in .profile  file
pointing to appropriate Oracle Client installation.

A PATH variable in .profile  file must be set to include
appropriate $ORACLE_HOME/bin path

A Ensure that an entry (with SID/ SERVICE NAME) is added in

the tnsnames.ora  file on the OFSAA server.

Oracle Essbase
Settings

ARBORPATH, ESSBASEPATH, HYPERION_HOME to be set in
the .profile file pointing to an appropriate Oracle Essbase Client
installation.

Note: These settings are required only if you want to use Oracle

Hyperion Esshase OLAP features.

OS/ File System
Settings

File Descriptor
Settings

Greater than 15000

Note: The value specified here is the minimum value to be set for
the Installation process to go forward. For other modules, this value
may depend on the available resources and the number of
processes executed in parallel.

Total Number of
Process Settings

Greater than 4096

Note: The value specified here is the minimum value to be set for
the Installation process to go forward. For other modules, this value
may depend on the available resources and the number of
processes executed in parallel.

Port Settings Default port numbers to be enabled on the system are 6500, 6501,
6505, 6507, 6509, 6510, 6666, 9999, and 10101.

.profile User to have 755 permission on the .profile file.

permissions

Installation A Adirectory where the installation files will be installed.

Directory A Assign 755 permission on this directory. For Big Data

installation, assign 775 permission on this directory.
A This directory needs to be set as FIC_ HOME.
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Requirement

Sub-Category

Expected Value

Staging Area/

A Adirectory to hold the application metadata artifacts and

Metadata additionally act as staging area for flat files.
Repository A The directory should exist on the same system as the OFSAA
Directory Installation. This directory can be configured on different
mount or under a different user profile.
A Assign 760 permission on this directory.
Download A Adirectory where the product installer files will be
Directory downloaded/ copied.
Assign 755 permission on this directory.
OS Locale

A

A Linux: en_US.utf8

A AIX:EN_US.UTF8

A Solaris: en_US.UTF-8

To check the locale installed, execute the following
command:

locale -a]|grep -i'en_US.utf'

Database Settings

Database Instance

A NLS_CHARACTERSET to be AL32UTF8

Settings A NLS_LENGTH_SEMANTICS to be BYTE
A OPEN CURSORS limit to be greater than 1000
Web Application WebSphere/ A Web Application Server should be installed and profile /
Server WebLogic/ domain created.
Tomcat A You will be prompted to enter the WebSphere Profile path or
WebLogic Domain path or Tomcat Deployment path during
OFSAAI installation.

Note:

A Refer Appendix A for WebSphere Profile Creation and
WebLogic Domain Creation.

A For deployment on Oracle WebLogic Server 12.1.3+ (64 bit)
with Java 8, download and install patch 18729264 from
http://support.oracle.com/

Web Server Apache HTTP This is an optional requirement.
Server/ HTTP Server Installation to be present.
Oracle HTTP You will be required to enter the Web Server IP/ Hostname and
Server/ Port details during installation.
IBM HTTP Server Note: See Appendix A for Web Server installation.
Others Oracle R/ Oracle R | This is an optional requirement.

Enterprise See section Installing Oracle R distribution and Oracle R Enterprise
(ORE) for more details.
OFSAAI 1 Download the OFSAAI Mandatory Patch 33663417.

ATTENTION: On the 10th of December 2021, Oracle
released Security Alert CVE-2021-44228 in response to
the disclosure of a new vulnerability affecting Apache
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Requirement Sub-Category Expected Value
Log4J prior to version 2.15. The application of the
33663417 Mandatory Patch fixes the issue.

For details, see the My Oracle Support Doc ID 2827801.1.

1 Download the mandatory consolidated one-off patch
28226275 from My Oracle Support.

1 Download the mandatory OFSAAI one-off patch 29020711
from My Oracle Support.

Note:

This one-off patch must be installed first and then the OIDF
8.0.7.0.0 patch must be installed.

For Big Data: To install OIDF Stage on Hive and Results on RDBMS, OIDF must
OIDF Stage on be installed first.

Hive and Results

on RDBMS

NOTE: Ensure that the tablespace(s) used for the database user(s) is set to AUTOEXTEND ON.

3.2 Obtaining the Software

This release of OIDF Applications Pack 8.0.7.0.0 can be downloaded from My Oracle Support.

See the following instructions to download this release of OFS OIDF Application Pack. You need
to have a valid Oracle account in order to download the software:

x  Login to My Oracle Support and search for 28739438 under the Patches & Updates tab.

x  Download the OIDF Application Pack v8.0.7.0.0 archive file and copy it to your OFSAA
server in Binary mode.

NOTE: The archive files are different for every operating system like AlX, Solaris, and RHEL/Oracle
Linux.

3.3 Common Installation Tasks

The following are the common pre-installation activities that you need to carry out before installing
the OIDF application.

This section includes the following topics:

Identifying the Installation, Download and Metadata Repository Directories
Configuration for GUI Mode Installation

Downloading and Copying the Software

Extracting the Software

Setting up the Web Application Server

X X X X X
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3.3.1 Identifying the Installation , Downlo ad and Metadata Director ies

To install OIDF Application Pack, create the following directories:

x  OIDF Download Directory (Optional): Create a download directory and copy the OIDF
Application Pack Installer File (Archive). This is the directory where the downloaded
installer/ patches can be copied.

x  OFSAA Installation Directory (Mandatory): Create an installation directory. This is the
directory where the installer would install/ copy the product files. FIC_HOME variable to
be set in the .profile pointing to this OFSAA Installation Directory.

x OFSAA Staging/ Metadata Repository Directory (Mandatory): Create a Staging/
Metadata Repository Directory. This is the directory where you would be required to copy
data loading files, save data extracts etc. Additionally, this folder also maintains the
OFSAA metadata artifacts. This is commonly refe

x  OIDF Hive Directory (Mandatory for Big Data Installation): Create a directory for file
system stage area of Hive server. This is commonly referre d t o as AFTPSHAREH
AHI VE_SERVER_FTPDRI VEO.

NOTE: Ensure the user permission is set to 755 on the Installation directory.
Ensure the user permission is set to 760 on the Staging directory.
For Big Data installation, ensure the user permission is set to 775 on the Installation Directory.
Ensure the OFSAA Staging directory is not set to the same path as the OFSAA. Installation
directory and is not a sub-folder inside the OFSAA Installation directory.

3.3.2 Configuration for GUI Mode Installation
To install this product in GUI mode, ensure that the below software and configurations are
available:

x Install and configure any PC X Server software such as Open Text Exceed (formerly
Hummingbird Exceed) on the user desktop system from which the installation is
triggered.

x  Configure DISPLAY variable.

Ensure to set the DISPLAY variable (in user .profile) on the system on which the OFSAA
Infrastructure will be installed, to point to the user desktop system where the PC X Server
software has been installed.

Syntax:
export DISPLAY = hostname:n

where hostname is the IP Address/ Host Name of the user desktop system and n is the
sequence number (usually 0).
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For example, 10.11.12.13:0 or myhostname:0

3.3.3 Downloading and Copying the Software

To download can copy the OIDF Application Pack Installer, follow these steps:

X

X

To download the OIDF Application Pack, login to https://support.oracle.com/ and search
for 28739438 under the Patches & Updates tab.

Download the OFSAAI Mandatory Patch 33663417.

ATTENTION: On the 10th of December 2021, Oracle released Security Alert CVE-
2021-44228 in response to the disclosure of a new vulnerability affecting Apache
Log4J prior to version 2.15. The application of the 33663417 Mandatory Patch fixes
the issue.

For details, see the My Oracle Support Doc ID 2827801.1.

Ensure that you reapply the OFSAAI Mandatory Patch 33663417 whenever you
Install or Upgrade the Application, or whenever you apply an Incremental Patch.

Download the mandatory one-off patch 29965853 from http://support.oracle.com/.

Enter Oracle Insurance Data Foundation in the search box to search.
Download or copy the installer archive into the Download directory (in Binary mode) in
the setup identified for OIDF installation.

3.3.4 Extracting the Software

After obtaining the installer, copy the installer (in BINARY mode) to the system on which the
OFSAA Infrastructure components will be installed.

NOTE: You must be logged in to the UNIX operating system as a non-root user.

1. Download the unzip utility (OS specific) unzip_<os>.Z , and copy it in Binary mode to
any directory and include the directory in your PATH variable. If you already have the
unzip utility to extract the contents of the downloaded archive, skip to the next step.

2. Uncompress the unzip installer file using the command:
uncompress unzip_<o0s>.Z

NOTE: In case you notice an error message "uncompress: not found [No such file or directory]"
when the package is not installed, contact your UNIX administrator.

3. Assign 751 permission to the file using the command:
chmod 751 unzip_<os>
For example, chmod 751 unzip_sparc
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4. Extract the contents of the OIDF Application Pack 8.0.7.0.0 to Download Directory with
the following command:

unzip OFS_ OIDF_PACK.zip

NOTE: Do not rename the Application Pack installer folder name on extraction from the
archive.

Extract and apply the patch 29965853. See the Readme available with the patch for
further instructions on installing the patch.

5. Navigate to the Download Directory and Assign 755 permission to the installer folder with
the following command:

chmod i R 755 OFS_ OIDF_PACK
3.3.5 Setting up the Web Application Server

For setting up the environment based on your selected Web Application Server, see Appendix A
for more information.
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4 Installing Oracle Insurance Data Foundation Applications Pack
Follow the instructions in this chapter to install the OIDF Applications Pack depending on the
mode of installation.

This chapter includes the following topics:

x  Schema Creator Utility

x  Configuring and Executing the Schema Creator Utility

x  Running the OIDF Applications Pack Installer

x  Verifying the Installation

4.1 About Schema Creator Utility

Creating database users/schemas (RDBMS/HIVE) is one of the primary steps in the complete
OFS AAAI installation process. Schema Creator utility facilitates you to quickly get started with
the installation by creating Database User(s)/Schema(s) (RDBMS/HIVE), assigning the
necessary GRANT(s), creating the required entities in the schemas and so on. Additionally, it also
creates the required database objects in these schemas.

The schema creator utility needs to be configured and executed mandatorily every time prior to
installation of any OFSAA Application Pack.

4.2 Configuring Schema Creator Utility

4.2.1 Configuring Schema Creator Utility for RDBMS Installation

Pack specific schema details need to be filled in the OFS_OIDF_SCHEMA_IN.xml file before
executing the Schema Creator Utility. For more information on the xml file, refer Configuring
OFS_OIDF_SCHEMA_IN.xml File.

The following are the types of schemas that can be configured in the OFSAA:
x  CONFIG T Denotes the uniqgue OFSAA setup configuration schema. It contains entities
and other objects required for OFSAA setup information.

NOTE: There can be only one CONFIG schema per OFSAA instance.

x  ATOMIC i Denotes the schema that contains the data model entities. One ATOMIC
schema is attached to one Information Domain.

NOTE: There can be multiple ATOMIC schemas per OFSAA Instance, and an Information
Domain can have only one ATOMIC schema.
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4.2.2 Configuring Schema Creator  Utility for HDFS Schema

For installation on Big Data, the pack specific schema details must be filled in the
OFS_OIDF_SCHEMA_BIGDATA_IN.xml file, before executing the utility. For more information on
the xml file, see Configuring OFS OIDF_SCHEMA BIGDATA IN.xml file.

The following are the types of schemas that can be configured:

x  CONFIG: This schema holds the entities and other objects required for OFSAA setup
configuration information.

NOTE: There can be only one CONFIG schema per OFSAA instance. This schema is
created only in RDBMS.

x  METADOM: This schema holds the data model entities. One METADOM schema is
attached to one Information Domain.

NOTE: There can be multiple DATADOM schemas per OFSAA Instance. This schema
is created only in RDBMS. It has only platform entities that hold the metadata details.
However, it does not hold the data model entities.

x  DATADOM: This schema holds data model entities. One DATADOM schema is
attached to one Information Domain.

NOTE: There can be multiple DATADOM schemas per OFSAA Instance.

4.3 Selecting Execution Modes in Schema Creator Utility

4.3.1 Execution Modes in Schema Creator Utility

The Schema Configuration Utility supports the following modes of execution:

x  Online Mode: In the Online mode, the utility connects to the database and executes the
DDLs for Users, Objects and Grants. If you have the SYSDBA privileges you can execute
the Schema Creator Utility in Online mode and thereby create the Users, Objects, and
Grants during the execution process.

NOTE: To execute the utility in Online mode, youmustc o nn e c<tUserze 8 SA SYSDBAO .

x  Offline Mode: In the Offline mode, the utility generates SQL script with all the required
DDLs for User, Objects and Grants. This script must be executed by the DBA on the
appropriate database identified for OFSAA usage. If you do not have the SYSDBA
privileges, you can execute the Schema Creator Utility in Offline mode and generate the
script file that contains the Schemas, Objects, and Grants information. Subsequently, a
SYSDBA user can execute the script file manually.

NOTE:
1. Connect as any database user.
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2. Reconfigure the file OFS_OIDF_SCHEMA_IN.xml /
OFS_OIDF_SCHEMA_BIGDATA IN.xml(as the case may be) and execute the
utility. For more information on reconfiguring these files, see Configuring
OFS_OIDF_SCHEMA_IN.xml File for RDBMS, and for Big Data, Configuring
OFS_OIDF_SCHEMA_BIGDATA IN.xml file for Stage and Results on Hive and
Configuring OFS_OIDF_SCHEMA_BIGDATA_IN.xml.HYBRID file for Stage on
Hive and Results on RDBMS. To execute the utility in Offline mode, you need to
connect as any user with below grants:

3. (Alternatively, you can also connect as a user with SYSDBA privileges):

SELECT ON DBA_ROLES

SELECT ON DBA_USERS

SELECT ON DBA_DIRECTORIES

SELECT ON DBA_TABLESPACES

CREATE SESSION
If there are any errors during the script execution, reconfigure the
OFS_OIDF_SCHEMA_IN.xml/ OFS_ OIDF_SCHEMA_BIGDATA_INkml file
and execute the utility. This regenerates the scripts with corrected information.
For more information, see Configuring OFS_OIDF_SCHEMA_IN.xml File for
RDBMS, and for Big Data, Configuring OFS_OIDF_SCHEMA_BIGDATA_IN.xml|
file for Stage and Results on Hive and Configuring
OFS_OIDF_SCHEMA BIGDATA_IN.xml.HYBRID file for Stage on Hive and
Results on RDBMS.

4. Do not modify the OFS_OIDF_SCHEMA_OUT.XMfile generated after the
execution of this utility.

4.3.2 Execution Options in Schema Creator Utility

Depending on the option selected to run the OIDF Applications Pack Installer, you need to select
the schema creator utility execution option. If you try to run the OIDF Applications Pack installer in
SILENT mode, it is mandatory to execute the schema creator utility with i s option.

NOTE: If the schema creator utility is executed without the option T s, it is mandatory to run
the OIDF Applications Pack Installer in GUI mode.

4.4 Configuring and Executing the Schema Creator Utility

Schema Creator Utility is used to create the schema in the database.
This section includes the following topics:

x  Prerequisites

x  Configuring the Schema Creator Utility

x  Executing the Schema Creator Utility
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x  Verifying the Log File

4.4.1 Prerequisites

The following prerequisites must be satisfied before configuring the Schema Creator Utility:
x  Oracle User ID/ Password with SYSDBA privileges.

x  JDBC Connection URL for RAC/ Non RAC database.
x  HOSTNAME/IP of the server on which OFSAA is getting installed.

x  For enabling Transparent Data Encryption (TDE) in your OFSAA instance during
installation, perform the steps explained in the Appendix S.

Optionally, for Big Data installation, the prerequisites you must have before configuring the
Schema Creator Utility are:

x  HIVE connection credentials (For example: Kerberos connection properties).

x  Hostname/IP of the HIVE Server installation.

4.4.2 Configuring to Run the Schema Creator Utility

This section explains the steps to configure and run the Schema Creator Utility.

To configure the Schema Creator Utility, follow these steps:

1. Log in to the system as non-root user.
2. Navigate to the following path: OFS_OIDF_PACK/schema_creator/conf
3. Under the above directory you will find the following files:
A OFS_OIDF_SCHEMA_BIGDATA_IN.xml.template
A OFS_OIDF_SCHEMA_IN.xml
A OFS_OIDF_SCHEMA_BIGDATA_IN.xml.HYBRID.template
A OFS_OIDF_CFG.dat.template
A OFS_OIDF_APP_CFG.dat
A App_Pack_Bigdata_Schema_Creator.xsd
A App_Pack_Schema_Creator.xsd
4. If OIDF is being installed in Big Data infodom, below file is renamed:
A OFS_OIDF_SCHEMA_IN.xml

5. Editthe OFS_OIDF_SCHEMA _IN.xmI/OFS_OIDF_SCHEMA_BIGDATA_ IN.xml file in a text
editor.

6. Configure the elements as described in the section Configuring OFS OIDF
SCHEMA IN.XML file for RDBMS, and for Big Data, Configuring
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OFS OIDF _SCHEMA BIGDATA IN.xml file for Stage and Results on Hive and
Configuring OFS OIDF _SCHEMA BIGDATA IN.xml.HYBRID file for Stage on Hive and
Results on RDBMS. For example, to create schemas only in RDBMS, populate the
OFS_OIDF_SCHEMA_IN.xml file.

7. Save the OFS_OIDF_SCHEMA_IN.xmI/OFS_ OIDF_SCHEMA_BIGDATA_IN.xml file.

8. Navigate to BIN folder, provide execute permissions to file osc.sh  and run the schema
creator utility.

NOTE: On successful execution of the utility, the entered passwords in the
OFS OIDF_SCHEMA_IN.xml file are nullified.

4.4.3 Executing the Schema Creator Utility

This section includes the following topics:

x  Executing the Schema Creator Utility in Online Mode

x  Executing the Schema Creator Utility in Offline Mode

x  Executing the Schema Creator Utility with T s option

x  Executing the Schema Creator Utility while Installing Subsequent Application Pack

x  Verifying the Log File

NOTE: If you intend to use Oracle OLAP feature, execute the below grant on all ATOMIC
schema(s) @ grant olap_user to &database_username

4.2.3.1 Executing the Schema Creator Utility in Online Mode

In Online Mode, the Schema Creator Utility will create all the Schemas, Schema Objects,
Tablespaces, Grants, and Roles in the database during the execution process.

To execute the schema creator utility in Online Mode, follow these steps:
1. Login to the system as non-root user.
2. Navigate to the following folder path: OFS_OIDF_PACK/schema_creator/bin/
3. Execute the following command.
Josc.sh

The following message is displayed: You have chosen ONLINE mode. Triggering the
utility in ONLINE mode will execute the DDLs directly on the Database. Do you wish to
proceed? (Yly or N/n).

4. Enter Yly to proceed.
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5. Enter the DB User Name with SYSDBA Privileges.
For example: SYS as SYSDBA.

6. Enter the User Password.

7. The console runs the initial validation checks and then displays the following message:
You have chosen to install this Application Pack on <Name of the Atomic
Schema>ATOMIC schema. Do you want to proceed? (Y/N). You have chosen to install
this Application Pack on <Name of the Infodom>. Do you want to proceed? (Y/N).
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8. Enter Y/y to start the schema creation or enter N/n if you want to quit executing the
schema creation.
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On successful execution of schema creator utility, the console displays the following
status message:

Schema Creator executed successfully. Please proceed with the installation.

NOTE: If schema creation is successful, the console displays the following status message:
Schema Creator executed successfully. Please proceed with the installation.
Subsequently, an OFS OIDF_SCHEMA_OUTPWAmMI is generated under
<OFS_OIDF_Pack>/schema_creator/

Refer log file in OFS_OIDF_PACK/schema_creator/logs directory for execution
status. In case of any errors, contact Oracle Support.

4.2.3.2 Executing the Schema Creator Utility in Offline Mode

In Offline Mode, the Schema Creator Utility will create an output in SQL file format. This script has
to be executed manually by logging into the database as any user with SYSDBA privileges. The
SQL file will contain the scripts for creation of Schemas, Schema Objects, Tablespaces, Grants,
and Roles.

Prerequisites

To execute the utility in Offline mode, you need to connect as any user with below grants
(alternatively, you can also connect as a user with SYSDBA privileges):

x  SELECT ON DBA_ROLES

x SELECT ON DBA_USERS

x  SELECT ON DBA_DIRECTORIES
x  SELECT ON DBA_TABLESPACES
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x  CREATE SESSION

NOTE: Explicit Grants to the user are required. Grants assigned through Roles are not
supported.

To execute the schema creator utility in the Offline mode, follow these steps:
1. Log in to the system as non-root user.
2. Navigate to the following path: OFS OIDF_PACK/schema_creator/bin directory.
3. Execute the osc.sh file using the following command:
Josc.sh io

4. The following message is displayed:
You have chosen OFFLINE mode. Triggering the utility in OFFLINE mode will generate
the script. Do you wish to proceed? (Y/y or N/n).

5. Enter Y/y to proceed.
6. Enter the DB Username with SELECTprivileges.

7. Enter the User Password.

nf/OF5_AAAT SCHEMAL IN.xml

8. The console runs the initial validation checks and displays the following message:

You have chosen to install this Application Pack on <Name of the Atomic
Schema>ATOMIC schema. Do you want to proceed? (Y/N).
9. Enter Y/y to start the script generation. The following message is displayed:

You have chosen to install this Application Pack on <Name of the Infodom>. Do
you want to proceed? (Y/N).
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10. Enter Yly to start the script generation. Or

Enter N/n if you want to quit the script generation.
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NOTE: On successful execution of schema creator utility, the console displays the following
status message:
Schema Creator executed successfully. Please execute
OFS _OIDF_Pack/schema_creator/sysdba_output_scripts.sql file before
proceeding with the installation.

11. Navigate to the directory: OFS OIDF_Pack/schema cre ator
12. Login to SQLPLUS with a user having SYSDBA Privileges.

13. Connect to the Oracle DB Server on which the OFSAA Application Pack installation is to
be performed and and execute the sysdba_out put_scripts.sql file under
OFS_OIDF_Pack/schema_creator using the following command:

SQL>@sysdba_output_scripts.sql

Alternatively, you can copy the sysdba_output_scripts.sql file and SQLScripts
folder to a remote server and execute sysdba_output_scripts.sq | file, after
providing appropriate execute permissions.

The schema creator utility is executed successfully.

14. (This step is optional and applicable only for HDFS installation.) Connect to the HDFS
repository using a HUE Browser. Log in to the Hue Browser with System Administrator
privileges. Execute the script mentioned under hive_output_scripts.sq|l (omitting
thesl ash (6/6)) in the HIVE Query Editor.

CREATE SCHEMA IF NOT EXIST <<HIVE SCHEMA NAME>>

NOTE: Referlog sysdba_output_scripts.log file for execution status. In case of any
errors, contact Oracle Support. This log would be empty if there are no errors in the
execution.

4.2.3.3 Executing the Schema Creator Utility with s Option

If you want to run the OIDF Applications Pack Installer in SILENT mode, it is mandatory to
execute the schema creator utility with i s option.

To execute the utility with T s option, follow these steps:

1. Edit the file OFS_OIDF_PACK/schema_creator/conf/OFS _ OIDF_SCHEMA_IN.xml
file in text editor.

2. Execute the utility with 7 s option.

For example: ./osc.sh is

NOTE: If the utility is executed without the 7 s option, it is mandatory to launch the OIDF
Applications Pack Installer in GUI mode.
To execute the utility in OFFLINE mode with SILENT option, type /osc.sh 70 is
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3. Make a TNS entry for the new users created. For details, see Adding TNS Entries in the
TNSNAMES.ORA File section.

4.2.3.4 Executing the Schema Creator Utility  for Subsequent Application Pack

While executing the schema creator utility for subsequent Application Pack, you can choose to
install the pack either on the same Information Domain/Atomic Schema or on a new Information
Domain/Atomic Schema. You can execute the Schema Creator Utility either in Online or Offline
Mode.

To execute the schema creator utility while creating the schemas for subsequent application
pack, follow these steps:

NOTE: Ensure to use the same config schema user name as the previous Application Pack.

1. Navigate to the following folder path: <OFS_OIDF_Pack>/schema_creator/bin/
2. Execute the ./ osc.sh file.

3. Enter the DB Username with SYSDBA Privileges. Run this command:
sys as sysdba
4. Enter the User Password.
5. The console identifies the Application Packs that are already installed on the current

OFSAA setup and then displays the following:

a. You have selected to install this Application Pack on <> ATOMIC
schema.

b. To proceed enter (Yly). To change the selection, enter (N/n). Do you
want to proceed? (Y/N)

6. Enter Y/y to start the schema creation.

1 For Big Data installation, Stage and Results on Hive:
a You have chosen to install/l t loidfsi nAfpopd .i cat i or
b. Do you want to proceed? (Y/N)
c. Enter Yly to begin.

7. If you enter N/n, the list of Atomic Users is displayed.

8. You can select the Atomic User, on which you want to install the Application Pack.
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9. Make a TNS entry for the new users created. For details, see Adding TNS Entries in the
TNSNAMES.ORA File section.

10. If schema creation is successful, the console displays the following status message:
Success. Please proceed with the installation.

NOTE: Refer log file in OFS OIDF_PACK/schema_creator/logs folder for execution
status.
Refer log sysdba_ output_scripts.log file for execution status, if executed in

offine mode. This log would be empty if there are no errors in the execution.
In case of any errors, contact Oracle Support.
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4.2.3.5 Verifying the Log File

@ ofss222582.in.oracle.com - PuTTY

If schema creation is successful, the console would display an appropriate message. If the
schema creation runs into errors, do refer the log file:

<<OFSOIDF Installer folder>>/<< OFS _OIDF_PACKs>/schema_creator/logs/
<<OFS_OIDF>>_0SC <timestamp>.log for further details.

You may contact Oracle Support anytime for assistance.

4.5 Creating Database Directories for QMR Functionalities

Note: This section is applicable only for RDBMS mode of OIDF installation.

For getting the QMR functionalities in OIDF Media Pack, we need to create two database
directories using SYSDBA of Database which is pointing to a physical location inside the server
where database is installed. The following are the two steps for creating these directories:
Creating Physical Directories in Server, Creating the directories in Database. The Grants to
Access the Directories from Atomic Schema will be provided by Schema Creator Utility.

x  Creating Physical Directories Login to the server Database Server where the Database
has been installed as Oracle sudo user and create two physical directories namely
gmr_extracts and gmr_upload.

For example:

gmr_upload Folder: /scratch/oracle/gmr_upload

gmr_extracts Folder: /scratch/oracle/gmr_extracts
x  Creating Directories from SYSDBA
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Login to Database as SYSDBA user and execute the following scripts.

create or replace directory DIR_QMR_UPLOAD_FILES as'/scratch/oracle/gmr_upload';
create or replace directory QMR_EXTRACTS as '/scratch/oracle/gmr_extracts’;

The location (for example: '/scratch/oracle/gmr_extracts’) should be the physical location
which the user has created during Physical Directories creation.

4.6 Installing the OIDF Applications Pack

OIDF Applications Pack installation supports two modes of installation:

X

X

Installing in GUI Mode

Installing in SILENT Mode

4.6.1 Installing in GUI Mode

NOTE: GUI mode of installation is supported only on RDBMS database server. For HDFS
support of installation, see section Installing in SILENT Mode
NOTE: Ensure you have followed the steps as mentioned in the Configuration for GUI Mode
Installation section prior to proceeding with the next steps.
1. Login to the system as non-root user.
2. lIdentify a directory for installation and set the same in the user .profile file as follows:
FIC_HOME=< OFSAA Installation Directory >
export FIC_HOME
3. Execute the user .profile file.
4. Install this mandatory AAI one-off patch 29020711 from My Oracle Support. Refer
to the Readme available with the patch for further instructions on installing the
patch.
5. Navigate to OFS_OIDF_PACKdirectory.
6. Edit the OFS_OIDF_PACK/schema_creator/conf/OFS_ OIDF_SCHEMA_IN.xml file
to set the appropriate attribute values.

NOTE: See Configuring OFS OIDF SCHEMA IN.XML File for details on configuring

this XML file.
7. Execute the schema creator utility.

NOTE: This step is mandatory and should be executed before every OFSAA
Application Pack installation. See Executing the Schema Creator Utility for
more details.
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8. Navigate to the: OFS_OIDF_PACK/bin directory.
9. Execute the following command in the console:

Jsetup.sh GUI

NOTE: Refer the console for any errors during Pre-install checks.

Validating the Installation

Initialization Window
= |

ir

ORACLE
FINANCIAL SERVICES

Copyright © 1993, 2017 Oracle and/or its affiliates. All rights reserved.
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10. The General License Agreement is displayed.

License Agreement

Welcome to the OFSAA Application Pack Installation

This program will guide you through the installation of OFSAA Application Pack

Installation.
Install Complete

Copyright © 1993, 2017, Oracle and / or its afilliates. Al rights reserver.

This software and refated documentation are provided uncler a license agresment containing restrictions on use and disclosure and are protected by intellectual
property laws. Except as expressly permitted in your license agreement or allowed by law, you may not use, copy, reprocuce, translate, broadcast, modlify, license,
transmit, distribute, exhibit, parform, publish or display any part, in any form, or by any means. Reverse engineering, disassembly, or decompilation of this
software, unless required by law for interoperability, is prohibe:

The information contained herein is subject to change without notice and is not warranted to e error-free. If you find any errors, please report them to s in writing.

If this software or related! dacumentation is deliverad 10 the LS. Government or anyone licensing it on behalf of the LS. Government, the fallowing natice is
applicable

U.S. GOVERNMENT END USERS: Oracle programs, inclucling any operating system, integrated software, any programs installed on the hardware, and /or
clocumentation, deliverad to LS. Government end users are "commercial computer software’ pursuant to the applicable Fecleral Acquisition Regulation and
agency-speciiic supplemental regulations. As such, use, duplication, disclosure, modification, and adaptation of the programs, including any aperating system,
intearated software, any pragrams installed on the hardware, ancifor documentation, shall be subject to license terms and license restrictions applicable to the
programs. No other rights are granted to the U.S. Government

This software or hardware is developad for general use in a variety of information management applications. It is not developed or intencied for use in any
inherently dangerous applications, incluciing applications that may create a risk of personal injury. If you use this software or hardware in dangerous applications,
then you shall be responsible to take all appropriate fail-safe, backup, redundancy, and other measures to ensure its safe use. Oracle Corporation and its affiliates
dlisclaim any liaility for any damages caused by use of this software or harcware in dangerous applications.

This software or hardware and documentation may provide access 1o or information on content, products, and services from third parties. Oracle Corporation and
its affiliates are not responsible for andl expressly disclaim all warranties of any kind with raspect to third-party content, products, and services. Oracle Corporation
and it affiliates will not be responsible for any Ioss, costs, or damages incurred due to your access 1o or use of third-party content, procucts, or senvces

ORACLE
FIVANCIAL SERVCES

@ [ pcceptine trm s o he Licanse Agresmand

3 140 HOT accep e erms of th Licanse Agresm ent

InstallAnywhes

11. Select | accept the terms if the License Agreement option.

12. Click Next. The Application Pack details are displayed:

Oracle Insurance Foundation Pack

S Preinstal setup Application Pack ID : OFS_OIDF_PACK ORACLE"

: Ins ";‘; on. Application Pack Name :  Oracle Insurance Foundation Pack R S
Install Complete

' Application Pack Version:  8.05.0.0 ANALYTICAL APPLICATIONS
The following products are avalable in this ppiication packc

[ Financial Services Analytical Applications Infrastructure

[¥] Oracle Insurance Data Foundation

ORACLE

Notes:

FINANCIAL SERVICES B -5etc e prosucn you e eensa ke 1 rcess

2. Product Analytical Applications Infrastructure does not need to be selected explicitly. This product is the base infrastructure and gets installed automatically.

3. Product Enterprise Modeling Option would get enabled / installed automatically if other products) has dependent license.

InstallAnywhere

13. Select the product to enable for which you have already obtained license. Refer to
Appendix for enabling additional products post the OIDF App pack installation at a later
time.

14. Click Next. The Application Pack License Agreement is displayed.
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Financial Services Foundation Applications Pack License Agreement

and use of Financial Services Foundat Pack Installer requires acceptance of the following license agreement:
S Preinstal Setup OFSAA APPLICATION PACK LICENSE AGREEMENT
(O installation
O nstall Complete Oracle Financial Services Analytical Appiications (OFSAA application parks are groups of OFSAA products packaged together into a single installer. Each application

pack contains OFSAA applications that address speciic functional domains,

Every application pack also includes the following OFSAA infrastructure application options which are automatically installed! by every application park installer:
1. Oracle Financial Services Analytical Applications Infrastructure

2. Orale Financial Services Enterprise Modeling

3. Oracle Financial Services In-line Pracessing Engine

4. Oracle Financial Services Big Data Processing
Oracle Financial Senvices Analytical Applications Infrastructure (OFS A4J) is the base infrastructure for all OFSAA applications and is therefore automatically installed
and enabled by the application pack installer.

The application pack installer abways installs Oracle Financial Services Enterprise Moceling, Oracle Finantial Senices In-line Processing Engine and Qracle Financial
Services Big Data Frocessing application options along with the application pack applications, but enables them only if any application that recuires their functionality
is enaled.

Any OFSAA application that is enabled must ke licensed for use. Oracle Financial Senvices Analyical Applications Infrastructure, Oracle Financial Services Enterprise
Modeling, Oracle Financial Senvices In-line Frocessing Engine andl Oracle Financial Services Big Data Processing are individually licensable application options.

Application products once enablect cannot be disabledt. Application products not enabled on installation, may later ke enabled using the "Manage OFSAA Product
License(s)' feature of the platfarm

ORACLE
FIANCIAL SERVICES

(@ [l acceptthe terms of the License Agreement

() 1do NOT acceptthe term s of the License Agresment

Install

15. Select | accept the terms if the License Agreement option.

16. Click Next. The Pre-Installation Summary is displayed.

Pre Installation Summary

Please review the following before

[ Preinstall Setup
Application Pack ID
OFS_OIDF_PACK

Application Pack Name
Oracle Insurance Foundation Pack

Application Pack Version
8.05.0.0
Below products are selected to be enabled:

Financial Services Analytical Applications Infrastructure
Oracle Insurance Data Foundaton

ORACLE
FIVANCIAL ERVCES

17. Click Next. The Manage Information Domains window is displayed.

NOTE:

A If you are installing OIDF on top of any existing application pack, and if you
want to use the same Information Domain, Click Next.

A If you want to install OIDF on a new Information Domain, edit the Information
Domain field with new name, and Click Next.
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Domain Name

Manage Information Domains

Information Domain Name __ Application Name Information Domain | Type DB Schema |
[Gracie insurance Data [Grrraion Damain for OFs 0T
OIDFINFO [Foundation PRODUCTION ral.oldfaim

ORACLE
FINANCIAL SERVICES

Erevious INext

18. The default Information Domain Name for this Application Pack is OFSOIDFINFO.
Double-click the Information Domain Name to edit if it is a new Information domain and
you wish to change the name of the information domain name.

NOTE: For subsequent Application Pack installation on the same Information Domain, the
Information Domain Name is not editable.
Permissible length is 16 characters and only alphanumeric characters are allowed. No
special characters are allowed.

19. Change the INFODOM name to OIDFINFO and click Next.
The User Installation Directory window is displayed.

User Installation Directory

User Installation Directory
& License User Installation Directory
&) Prelnstall Setup Jscratchfofsaaappl/OFSAABOO
(D Installation

(D Install Complete

ORACLE’
FINANCIAL SERVICES

InstallAmavhere
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20. Enter the installation directory path. This is the directory you have set in the user
.profile file in Step 2.

21. Click Next. The OFSAA Infrastructure Server Details window is displayed.

OFSAA Infrastructure Server Details

OF3SAA Infrastructure Server Details

of) License Enter requested infarmation

=¥ Prelnstall Setup
Mote: If the |DEC_URL is of RAC type then DB Server IPfHosthame

Installation.. field name should be NA,
(O Install Complete

OF5AAl Server IP f Hosthame :
[10.184.151.226

Database Server IP / Hosthame :
[10.184.151.22¢]

ORACLE’
FINANCIAL SERVICES

e ————————————

22. Enter the IP address or hostname of the Database Server.

NOTE: The OFSAAI Server IP/Hostname is auto-populated by default.

23. Click Next. The Web Application Server window is displayed.

Web Application Server
Web Application Server

) License Chaase the Wel Application Server type
¥ Prelnstall Setup
(O Installation..

() Install Complete

@ Tomcat
2 WebSphere
2 Weklogic

ORACLE’
FINANCIAL SERVICES

ORACLE
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24. Select the appropriate Web Application server type. The options are Tomcat, WebSphere
and WebLogic.
25. Click Next. Based on the selection, corresponding screens are displayed.

For Tomcat: The Absolute Tomcat Path window is displayed.

Absolute Tomcat Path
Absolute Tomcat Path

o) License Enter absolute Tamcat Installation path where Oracle Financial
Services Analytical applications Infrastructure is to be deploved.

= Prelnstall Setup
Example:- jhome/Sdatalftomcat-7.0. 1% fwebapps

(O Installation .
(O Install Complete

| ,fscratch,fofsaaapp,ftomcat,fwebapps|

ORACLE’
FINANCIAL SERVICES

26. Enter the Tomcat installation path (till /webapps) where OFSAAI will be deployed.

For WebSphere: The WebSphere Setup Details window is displayed.

WebSphere Setup Details
WebSphere Setup Details

& License Enter WekSphere installation Path up to the Host name directory
For Ex:- jdataz ftestffiwebsphere fappserveriprofiles) < Profile_Ma

=3 Prelnstall setup
mex=finstalledAppsf<cellMame =

(2 Installation. .
() Install Complete

Jscratchfwas7 fIBM fWebSphere fAppSenverfprofiles fProfsa? 3 3| |

ORACLE'
FINANCIAL SERVICES

ORACLE
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27. Enter the installation path (up to the Node Cell Name directory) of the WebSphere. The
format is WebSphere path <WebSphere profile directory>/installedApps/

<NodeCellName> .
For WebLogic: The Weblogic Home window is displayed.

WebLogic Home
Weblogic Home

o) License Enter Wehlogic Home
For Ex: jhome fweblogic/beafweblogic 10.2.5.0

) Prelnstall Setup
() Installatian..
(2 Install Complate

ORACLE’
FINANGCIAL SERVICES

Installinywhers

Cancel Previous

28. Enter the WebLogic home directory path.

WebLogic Setup Details
Weblogic Setup Details

o License Enter Weblogic Domain Hame
= Prelnstall Setup For Ex: fhomefwehlogic/beafuser_projects/domainsfmydomain

(O Installation..
Install Complete

ORACLE’
FINANCIAL SERVICES

Installdr

29. Enter the path of the WebLogic domain home directory and click Next.

The OLAP Details window is displayed.

ORACLE
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OLAP Details

OLAP Details

o) Licenze Mate -

= Prelnstall Setup 1 = Enabled O=Disabled
If walue is 1 then ARBORPATH, HYPERION_HOME & ESSBASEPATH

O Installation.. wariables should be set in . profile bhefore installation.
(O Install Complete

COMFIGURE OFSAAI OLAP FEATURE :
0

ORACLE’
FINANCIAL SERVICES

30. Enter 1 if you want to configure OFSAAI OLAP feature. By default, O is displayed.

31. Click Next. The Web Server Details window is displayed.

Web Server Details
Web Server Details

J License Mote - Context name will be used in your Application URL
& Preinstall Setup http: ff < WebServerlP > <Senvet port> f<contextname > flogin. jsp
() Installation Example:- bt i 10.80.50. 2069080 fmyapp/login. jsp

() Install Complete

[ ] ENABLE HTTRS

WEE SERVER PORT
|8020

WEB APP SERVER IP
|10.184.135.172

ORACLE’
FINANCIAL SERVICES Context name for deployment
| oFsasB00

InstallArawhere

32. Select the Enable HTTPS checkbox to configure HTTPS, if required and enter the WEB
SERVER (HTTP Server) PORT, WEB APP SERVER (HTTP Server) IP address, Context
name for deployment and the Web Local path to any folder on the Web Application

Server (Tomcat/ WebSphere/ WebLogic).

33. Click Next. The Database Details window is displayed.
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Database Details

Database Details

o) License MNOTE:
= Prelnstall Setup Specify the Database user name which is the user created for
Installation canfiguration database schema. For example: configuser
b Specify the Database driver path as <ORACLE_HOME> fjdbe/lib
(D Install Complete where < ORACLE_HOME> should be replaced with ORACLE_HOME
walue.
The ABSOLUTE DRIWER. PATH refers ta the |DBC driver files path.

ORACLE SID / SERVICE_NAME :
| FsoFDE] .
1

JDBC URL:
|jdbc:urac|e:thin:@10. 184,135 61521 F5DFDE

2 CONFIG SCHEMA USER ID :
ORACLE | dev_ofsaaconf

FINANCIAL SERVICES

Oracle Configuration Schema Password

Installdy

f e ——7 D

34. Enter Oracle SID/Service Name.

NOTE: The JDBC URL, CONFIGURATION SCHEMA USER ID and Oracle Configuration
Schema Password, and ABSOLUTE DRIVER PATH fields are auto-populated.
ABSOLUTE DRIVER PATH can be the path where Oracle DB client is installed or
JDBC driver is installed. For example:
[/scratch/oracle/app/oracle/product/11.2.0/client_1/jdbc/lib

35. Click Next. The Ports Configuration window is displayed.

Ports Configuration

Ports Configuration

) License Enter required infarmation :
=¥ Prelnstall Setup Mote: Ports must have unigque walue.

Installation..
(O Install Complete

Java Port
| 9999

Native Port
|6668

Agent Port

ORACLE' (6510
FINANCIAL SERVICES

1CC Server Port
I
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NOTE: The Java Port, Native Port, Agent Port, ICC Server Port, and ICC Native Port fields are
auto-populated. You can proceed with the default port values configured or modify.

36. Click Next. The Ports Configuration window is displayed.

Ports Configuration
Ports Configuration

o Li - .
License Enter requested infarmation
= Prelnstall Setup Mote: Ports must hawve unigue value.

() Installation..
[0 Install Complete

OLAP Port
[10101

Message Server Port
|6501

Router Port

ORACLE (6500
FINANCIAL SERVICES

AM Port
T

InstallAn e

T T ——

NOTE: The OLAP Port, Message Server Port, Router Port, and AM Port fields are auto-
populated. You can also configure the Ports settings.

37. Click Next. The SFTP Details window is displayed.

SFTP Details

CHOOSE FILE TRANSFER FROTOCOL ;

FILE TRAMSFER PORT

ORACLE
FINANCIAL SERVICES
R
38. Enter 1 to enable SFTP or 0 to enable FTP.
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NOTE: ENABLE SFTP and FILE TRANSFER PORT fields are auto-populated.
Ensure the system on which the OFSAA Infrastructure is being installed, has either
FTP/ SFTP enabled.
You can also modify the SFTP settings.

39. Enter the port to be used for file transfer.

40. Click Next. The OFSAAI FTP / SFTP Details window is displayed.

OFSAAI FTP / SFTP Details

OFSAAI FTP/SFTP Details

@ License | FTPSHARE PATH

) Prelnstall Setup | fscratch/ofsaaappl [

Restore Defau || Choose... |

FTP { SFTP USER ID
lofsaaappl [

Please enter Infrastructure FTP/SFTP password:
| 00000000 ,

ORACLE’
FINANCIAL SERVICES

InstallAmavhere

41. Enter the FTPSHARE path. This is same as the OFSAA Staging/ Metadata directory.

42. Enter the FTP/SFTP User ID and Password for FTPSHARE directory access.

NOTE: The transfer of data (files) between the OFSAAI Server and the Web Application Server
happens over FTP/ SFTP. Ensure the necessary host configurations are made for a
successful handshake.

For more details, see ETP/SETP Configuration for File Transfer.

43. Click Next. The Pre Installation Summary window is displayed.
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Pre Installation Summary

Pre-installation Summary

& License Please review the following before continuing:

Product Name:
OFSAAInfrastructure

Install Complete
Yersion
8.0.5.0.0

Installation Folder
fscratchfofsaaapp 1/ OFSAABO0

Required Space
990 MegaBytes

ORACLE’ Available Space
— = 101181 MegaBytes
FINANCIAL SERVICES

Selected Lacale

Installamywhere

44, Click Install. The Installing OFSAA Infrastructure window is displayed.

Installing OFSAA Infrastructure

Installing OFSAAlInfrastructura

) License

) Preinstall Setup
= Installation. .

() Install Complete

O

ORACLE" Installation is in progress...

. This process may take several minutes. Please Wait.
FINANCIAL SERVICES

Installing... Execute Script/Batch file: AdminConf

NOTE: Anytime during the installation, you can click Cancel to stop the installation. Once
completed, the INSTALLATION SUMMARY window is displayed.
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Installation Summary

INSTALLATION SUMMARY

& License INSTALLATION SUMMARY:
& Prelnstall Setup
& Installation..

Install Complete
#INFORMATIONS
HFWARNINGS

Please see the installation log under

Jscratchfofsaaappl/kit/805 JOFS_OIDF_PACK/OFS_AAlflogs/OFSAAI
82017_10_27_01_38_05.log and

Jscratchfofsaaapp 1/OFSAABOO/OFSAAINfrastructure_Install.log for
more details.

Click on Next to continue.

ORACLE’
FINANCIAL SERVICES

InstallAnywhere

The INSTALLATION SUMMARY window displays the number of Fatal Errors, Errors,
Debug Statements, Information, and Warnings along with the location of log files.

45, Click Next. The Installation Complete window is displayed.

Installation Complete

Installation Complete

Congratulations! Oracle Financial Services Analtical Applications

@ Prelnstall Setup Infrastructure has been successfully installed.

7 ]
Installation.. Click on "Dane" ta exit the installer. Please da not close the console.

S Install Complete Post Install activites will be performed in console..

ORACLE’
FINANCIAL SERVICES

InstallAnywhere

NOTE: If the installation is successful with some warnings, you can navigate to the installation
log for more details and address them.

46. Click Done. The following message is displayed: Please wait, pack install is being
configured for your system. This may take a moment.
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Checking OFSAAI Services

Please Wait

el E Checking OFSAA Senice. system. This may take 2 moment...

ORACLE
FIVANCIL SERVCES

NOTE: This step verifies the OFSAA services startup. In case of errors during services check,
an appropriate error message is displayed.

After checking the OFSAA services, installation proceeds with the OFS OIDF Application
Pack Installation.

47. The Installer will prepare to install Oracle Insurance Data Foundation Applications Pack.

Installing Oracle Insurance Data Foundation Applications Pack

Flease Wait

' pack install =& ]
‘ < a Installing Financial Senices Foundation Applications Pack s may 1ake 2 moment...
[

ORACLE
FIVNCIAL SERVIES

48. The Solution Setup T Introduction window is displayed.
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Solution Setup Introduction

Introduction This user interface will guide you through the solution setup.Before proceeding
with the installation, You must ensure the following.

- The FiCserver s running and all other OFSAA! servers are shut down prior to
start of the solution installation,

Note: Al any point If you wish to edit previously entered information, you may
access the previous screens by clicking on the Previous button

ORACLE'

FINANCIAL SERVICES

49. Click Next. Log mode window is displayed. Select the Log Mode.

NOTE: If Debug is selected, the Passwords will get printed in the log file.
If General is selected then the general information will get printed in the log file.

Log Mode

o Introduction Flease select the Log Mode required for this Installation
= Pre-Install Configuration
Mote:

O Pre-Install Surnmary If wou select Debug mode, the passwords will be printed in the lag file. The log
(D Installing file will be written in the path spacified in the log4]j.xml file of the installer.

(D Install Complete

® Dehug
1 General

ORACLE

FINANCIAL SERVICES

50. Click on Next. Segment creation window is displayed. Enter the Data Management
Segment, Application Server ftpshare log path, and Database server ftpshare log path in
the Information Domain window, and click Next.
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Segment Creation

o Introduction
& Pre-Install Configuration
stall Summany
1stalling

Install Complete

ORACLE’

FINANCIAL SERVICES

Please enter the following to create a new information domain

Insurance Data Foundation S

| oiFseG

Application Server ftpshare log path

1 fscratchfofsaaapp1/ftpshare/OIDFINFO/logs

Database Server ftpshare log path

! fscratchjofsaaappl/ftpshare/OIDFINFOflogs

51. Click Next. The Pre-Information Creation Summary window is displayed.

Pre-Information Domain Creation Summary

& Introduction
<) Pre-Install Configuration

(&) Pre-Install Summary

ORACLE’

FINANCIAL SERVICES

Please review the following before continuing:

AL TN A

Infodom Description
Information Domain for OFS_OIDF

Application Schema User
raj_oidfatm

Application Schema JDBC Url

jdbcioracle:thin:@10.184.155.78:1521:FSDFDB12C

Infodom Schema Database Name
rajoidfatm

Infodom Maintenance Application Server Log

Path

fscratchfofsaaapp1/ftpshare/QIDFINFOflogs

Infodom Maintenance Database Server Log
Path

fscratchfofsaaapp 1fftpshare/CIDFINFOflogs

52. Click Next. The Information Domain Creation window is displayed.
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Information Domain Creation

o) Introduction

¥ Pre-Install Configuration
() Pre-Install Summary

() Installing. ..

(D Install Complete

® SolutionSetup

K a Creating Infadom
[

for your system. This may

ORACLE

FINANCIAL SERVICES

53. Click Next. The Model Upload window is displayed.

Model Upload

o) Introcluction If you want to perform Model Upload, please start the FICserver before
=¥ Pre-Install Configuration proceeding to next step.
() Pre-Install Sumrmary
(2D Installing. ..

() Install Complete

Do you want to perform Model upload ??
& Yes

) Mo, | have already done it

ORACLE’

FINANCIAL SERVICES

54. Select Yes and click Next. The Model Type window is displayed.

ORACLE
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Model Type

Do you want to upload Released Data Model or Customized Data Model ?

o) (ntrociuction
& Pre-Install Configuration @ Released Data Model

FrefInstall Surmmal

O i v ) Customized Data Model
(D) Installing. ..

() Install Complete

ORACLE

FINANCIAL SERVICES

55. Select Released Data Model and click Next. The Model will get copied to ftpshare.

Model Copy

o) (ntrociuction

& Pre-Install Configuration
(D) Pre-Install Surnmary
() Installing. ..

(D) Install Complete

e

3 g Copying Data Model to erwiniML directory
[

your system. This may

ORACLE

FINANCIAL SERVICES

56. The Pre-Model Upload Summary window is displayed.

ORACLE
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Model Review

& Introduction Please review the following before continuing:

& Pre-Install Configuration
(® Pre-Install Summary Information domain Name
OIDFINFO

(D Install Complete Data Model xml
path

fscratchfofsaaapp 1/kit/805/OFS_OIDF_PACK/OFS_OIDF{DataMod

Data Model xml file
OFS_OIDF _Datamodel.xml

ERwin xml Path
fscratchfofsaaapp 1/ OIDFINFOferwin/erwinXML

ORACLE’

FINANCIAL SERVICES

57. Click Next, It will check for the Heap Memory Warning.
Model Heap Memory Warning

o Introcuction
& Pre-Install Configuration
(O Fre-Install summar] 4m Emor )
(D Installing...

(O Install Complete ® Plaase check..
Insufficient heapsize settings in . profile file
Heapsize should be greater than or equal to 29130 ME

tem. This may

ORACLE

FINANCIAL SERVICES

58. Click Back, Update your .profile entry with required heap memory size.
a. Open a new session in Putty

b. Shutdown OFSAAI server using
$FIC_HOME/ficapp/common/FICServer/bin/ stopofsaai.sh
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c. Update the X_ARGS_APFRentry in .profile following example:

X_ARGS_APP=" Xms2g - Xmx18g - XX:+UseAdaptiveSizePolicy -
XX:MaxPermSize=1024M - XX:+UseParallelOIdGC -
XX:+DisableExplicitGC"

NOTE: Ensure that, in an integrated environment for pack on pack installation the memory size
is 10 times the value of all the data model sizes taken together.

d. Run .profile file.

e. Start OFSAA services using
$FIC_HOME/ficapp/common/FICServer/bin/ startofsaai.sh

f.  Proceed for Model Upload.
59. Click Next again. The Data Model Upload will get start. This will take 3 Hours approx.
Model Upload

i Introduction

& Pre-Install Configuration
(D) Pre-Install Surmmary

(D) Installing. .

(O Install Complete

M SolutionSetup

for your system. This may

g ! Uploading DatamModel
[

ORACLE’

FINANCIAL SERVICES

60. After Data Model Upload completion, the Pre-Setup Information window is displayed.
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ETL Application/ Source Pair

Do you want 1o create a new ETL application, source pair or use the
existing one?
® Mew application/source pair

& Introduction

¥ Pre-Install Canfiguration

(D Pre-Install Summary
(D) Installing

) Existing application/source pair

() Install Complete

ORACLE

FINANCIAL SERVICES

61. Select New Application/Source pair and click Next.

NOTE: If the option New application/source pair is chosen, then the Staging Details window
is displayed seeking the application and source name for creation of the same.

Staging Details

D Introduction ETL Application Details
) > 4

= Pre-Install Configuration Niarne ‘ FSAPPS
() Pre-Install Summary

ling Description [ FSAPPS

Install:Complete ETL STAGING Source Details

Name [sTAGING

Description | STAGING

ORACLE’

FINANCIAL SERVICES

62. Click Next. This creates application and source within OFSAAI. This also generates
source model. This process takes some time depending on the number of entities /
attributes in the atomic schema. This process cannot be rolled back.
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Staging Creation

of) Introduction

& Pre-Install Configuration
(D) Pre-Install Summany

() Installing...

(D Install Camplete

Please wait, SolutionSetup is being configured for your system. This may
take a moment..

ORACLE

FINANCIAL SERVICES

63. After Creation, Click Next. The Pre-Installation Summary window is displayed.

Installation Details Review

o Introduction Please review the following before continuing:

LR v i T T

& Pre-install Configuration Cracle Insurance Data Foundation
< Pre-Install Summary
g

Install Complete

PRODUCT VERSION
8.0.5.0.0

INFODOM NAME ENTERED
CIDFINFO

OFSAAI USER ID ENTERED
SYSADMN

CONFIG SCHEMA USER
raj_oidfconf

JAVA BIN
fscratchfjdk1.7.0_72/bin

ORACLE’
YT R T Disk Space Information (for Installation Target):
FINANCIAL SERVICES Required: 336,796,273 bytes
Available: 99,412,205,568 bytes

NOTE: This window displays the pre-installation summary. Verify all details and proceed.

64. Click Install. A pop-up window asks for the confirmation.
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Confirmation

i Infarmation

@ Are sou sure wou wish to proceed with Installation?

==

Yes

Mo

65. Click Yes. The Installation is initiated and progress is displayed in the Installing

SolutionSetup window.

Installing SolutionSetup

g
4@ Solution Setup

& Introduction

& Fre-Install Configuration
& Pre-Install Summary

S Installing...

O Install Complete

o

Installation is in progress...
DRACI_E * This process may take several minutes. Please Wail.

FINANCIAL SERVICES

Extracting duplicates...

Cancel

NOTE: Anytime during the installation you can click Cancel to stop the installation.

66. After the installation is complete, the Install Complete window is displayed.
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Install Complete

& Introduction Installation is complete , but some warnings occurred during the install. Your

@D Pre-Install Configuration installation log has been written to

@ Fre-install Summary ézc;’:;ch/ofsaaapp1lk|t/805/OFS_OlDF_PACK/OFS_0IDF/IogleFS_OIDF_lnstalIatl
& Installing...

Install Complete

ORACLE’

FINANCIAL SERVICES

Cancel Previous

67. Click Done. The panel will go back to App Pack Installation Window.

App Pack Installation

Please Wait

i Preinstall Setup

Please wait, pack_install is being configured for your system. This may take a moment..
2 pack install |E=5 Eol ==

x a Installing Financial Services Founciation Applications Pack
[

ORACLE'
FINANCIAL SERVICES

68. After processing the Installation Summary window is displayed.
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Installation Summary

INSTALLATION SUMMARY

INSTALLATION SUMMAR

@ Preinstall Setup
@ Installation

B Install Complete
#INFORMATIONS -
HWARNINGS -

Click on Next to continue.

ORACLE
FINANCIAL SERVICES

Please see the installation log under Jscraich/ofsaaappl /kit/805 JOFS_OIDF_PACK logs/Pack_Install log

InstallAnywhere

69. Click Done. The Installation Complete window is displayed.

Installation Complete

@ Freinstall Setup
@ Installation.
¥ Install Complete

ORACLE'
FINANCIAL SERVICES

Congratulations! Oracle Insurance Foundation Pack has been successfully installed

Click on "Done” 1o exlt the Installer. Please do not close the console. Post Install activites will be performed in console.

Installation Complete

70. Click Done.

T T

NOTE: The installation process continues on the console. Do not close the console until the

installation process is complete.

The Post Install Health checks are displayed with message: You have successfully
installed the OFS OIDF Application Pack.
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Installation Complete on Console

71. Install the mandatory OFSAAI Mandatory Patch 33663417. Refer to the Readme
available with the patch for further instructions on installing the patch.

ATTENTION: On the 10th of December 2021, Oracle released Security Alert CVE-
2021-44228 in response to the disclosure of a new vulnerability affecting Apache

Log4J prior to version 2.15. The application of the 33663417 Mandatory Patch fixes
the issue.

For details, see the My Oracle Support Doc ID 2827801.1.

Ensure that you reapply the OFSAAI Mandatory Patch 33663417 whenever you
Install or Upgrade the Application, or whenever you apply an Incremental Patch.

72. DMT migration utility is executed during installation of OIDF Application Pack, to migrate
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73.
74.

75.

the DMT metadata (PLC/Data Source/Data Mapping/Data File Mapping) to be persisted
in tables instead of XML. You may be required to re-run DMT Migration Utility in some
scenarios. To identify whether to run the utility, how to run the utility, and how to handle
migration issues, see OFSAA DMT Metadata Migration Guide.

Note: Execute the DMT Migration Utility to manually migrate the DMT metadata
of the Applications which are not upgraded to 8.0.7.0.0.

Perform the steps mentioned in Post Installation Configuration section.

To enable Transparent Data Encryption (TDE), see Configuring TDE during
OIDF Installation Using Full Installer section in Appendix S.

To enable Data Redaction, see Data Redaction section under Data Security and Data
Privacy chapter in OFS Analytical Applications Infrastructure Administration Guide
8.0.7.0.0

4.6.2 Installing in SILENT Mode

In the SILENT Mode Installation, you must configure the product XML files and follow instructions
in the command prompt.

To install OFS OIDF Pack in SILENT mode, follow these steps:

NOTE: For Schema Creator Utility steps, see Executing the Schema Creator Utility.

1. Log in to the system as non-root user.

2. ldentify a directory for installation and set the same in the user .profile file as below:
FIC_HOME=<OFSAA Installation Directory >
export FIC_HOME

3. Execute the user .profile file using this command in user home directory:

J.profile

4. For Big Data installation, give access permission using this command:
chmod - R 775 ftpshare ftpshareh OIDF807 libs

5. Create a folder kit/<release_number> in user home.

For example: /scratch/ofsaa/kit/807

6. For Big Data installation, place the installer zip folder in the above mentioned path and
extract using this command:
unzip -a OFS_OIDF_PACK.zip
Note: Delete file if you have space issue.

7. For Big Data installation, ensure that ofsaa - hive - udf.jar file is present in
HiveAuxDir , and spark2 lib in CDH installed server. If it is a cluster, then each node
must consist of the file in these locations:
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1 /scratch/ofsaa/kit/807 /OFS_OIDF_PACK/OFS_AAAI_PACK/fichome/uti
lity/DMT/UDF/lib/ofsaa - hive - udf.jar
1 spark2 lib

8. Install this mandatory AAI one-off patch 29020711 from My Oracle Support. Refer
to the Readme available with the patch for further instructions on installing the
patch.

9. Navigate to OFS_OIDF_PACKdirectory.

10. Edit the OFS OIDF_PACK/conf/OFS_ OIDF_PACK.xml file to enable the product
licenses.

NOTE: Ensure to enter Yes in ENABLE tag for OFS_AAI/APP_ID to install OFS OIDF

applications.
See Configuring OFS OIDF_PACK.XML File for details on configuring this
XML file.
11. Edit the OFS_OIDF_PACK/OFS_AAl/conf/lOFSAAI_InstallConfig.xml file to set

the appropriate infrastructure installation attribute values.

NOTE: See Configuring OFSAAI InstallConfig.xml File for details on configuring this
XML file.

12. If you are performing installation on Big Data infodom, then navigate to the path
<INSTALLER_DIR>/ OFS_OIDF_PACKOFS_OIDHconf and perform these steps:

1 For Stage and Results on Hive:

a. Rename default.prope rties to
default.properties_ RDBMS.template

b. Rename default.properties.BIGDATA.template to
default.properties

1 For Stage on Hive and Results on RDBMS:

a. Rename default.properties to
default.properties_ RDBMS.template

b. Rename default.properties_Hybrid.template to
default.properties

13. Execute the schema creator utility.

NOTE: This step is mandatory and must be executed before every OFSAA Application
Pack installation.
Ensure to execute with - s option in Online/ Offline Mode.
For more information, see Executing the Schema Creator Utility.

14. In the installer folder <INSTALLER_DIR>/OFS_OIDF_PACK/OFS_OIDF/conf
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1 When performing installation for RDBMS, create a copy of the Silent.template
file and rename it to Silent.pro  ps.

1 When performing installation for Big Data (Stage and Results on Hive), rename

Silent.BIGDATA.template to Silent.props
1 When performing installation for Big Data (Stage on Hive and Results on RDBMS),
rename Silent_Hybrid.template to Silent.props
15. Edit the file Silent.props and specify the parameters as per the requirements.

SILENT installation is achieved via a properties file (Silent.props ) that must be
updated with proper values, before attempting to install, using the silent mode.

1  When performing fresh OIDF installation, enter values for parameters in the
Silent.template file. For detailed information, see Silent.template in the Appendix:
Configuring SILENT.template file.

1 When performing installation for Big Data (Stage and Results on Hive), enter
values for parameters in the Silent.BIGDATA.template file. For detailed information,
see Silent.BIGDATA.template for Stage and Results on Hive in the Appendix D.

1 When performing installation for Big Data (Stage on Hive and Results on RDBMS),
enter values for parameters in the Silent_Hybrid.template file. For detailed
information, see Silent Hybrid.template Stage on Hive and Results on RDBMS in
the Appendix D.

16. When performing installation for Big Data (Stage on Hive and Results on RDBMS),
rename Data Models:

a. Rename OFS_OIDF_Datamodel.xml to
OFS_OIDF_Datamodel.xml.RDBMS.template

b. Rename OFS_OIDF_Datamode l.xml.template to
OFS_OIDF_Datamodel.xml

¢c. Rename OFS_OIDFHV_Datamodel.xml.template to
OFS_OIDFHV_Datamodel.xml

Installation:

17. Give a path for installation log file in log4j.xml in OFS_OIDF_PACK/OFS_OIDF/conf
directory.

18. Navigate to the following directory:
OFS_OIDF_Pack/ bin/

19. Execute the following command in the console to execute the application pack installer
with Silent option:

Jsetup.sh SILENT

The installer proceeds with Pre-Installation Checks.
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20. On successful completion of Pre-Installation checks, when prompted enter the
Infrastructure FTP/SFTP password.

Console Prompts User Inputs
Enter Infrastructure Enter the password to access Product Staging/Metadata
FTP/SFTP password repository directory in the application server.

Note: In case the prompt reads as below, enter the user name/
password for accessing the product Staging/ Metadata Repository
FTPSHARE

21. Enter the Hive Server SFTP/FTP password value, when prompted at the command
prompt (Follow this step when performing installation for Big Data).

Console Prompts User Inputs

Please enter Hive Server Enter the password to access the HIVE Server.

SFTP/FTP password Note: This information is required if you have opted for Big Data
installation. Enter the Hive Server FTP/SFTP Password.
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22. Enter Always when prompted to add host key fingerprint.

The OFSAAI License Agreement is displayed.

23. Enter Y/y to accept the License Agreement and proceed.

NOTE: The installation process continues on the console. Do not close the console
until the installation process is complete.

24. The OFS AAl platform is installed.

NOTE: After the platform is installed, it proceeds for the OFS OIDF PACK installation.
After successful OFS OIDF Pack installation, WAR file is generated and all the
servers are verified.
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25. The OFS OIDF Pack installation starts.

NOTE: Data Model Upload may take several hours to get complete. You can check the
Logs in /OFS_OIDF_PACK/OFS_OIDF/logs

NOTE: Do not close the console until the installation is complete.
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26. The following message is displayed in the console:
I nstallation completedéeé

27. To verify if the release is applied successfully, check the log files mentioned in the
section Verifying the Log File.

28. For Big Data installation process:
Note: During both Big Data installation processes:

For Big Data SQL to refresh the data, ensure to truncate Stage tables during the
second time and onwards, and then load the data. Truncation is not required during
the first time.

i For Stage and Results on Hive:

a. Create a directory under user home and place the below mentioned files.
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Or else, place the shell script (load - csv - hdfs -run.sh ) file in Seeded_data
and run it. Ensure to provide 775 permission to the shell script.
0 Location of the seeded CSV files is:

FICHOME/scripts_ OFS_  OIDF/atomic/insert/hive/
0 Location of the shell script file load - csv - hdfs - run.sh is:

ficdb/bin
To load seeded data, run this command:

Jload - csv - hdfs -run.sh <HDFS_TEMP_DIR> <HIVE_SCHEMA_NAME>
For example:

Jload - csv - hdfs - run.sh /user/ofsaa/load datadom80 7

Note: HDFS_TEMP_DIR is not the Hive warehouse directory. Also, ensure

that the path is not Hive Metastore directory.
0 The script requires two parameters. They are:

A HDFS_TEMP_DIR
A HIVE DATABASE NAME

o HDFS _TEMP_DIRT /user/<Cloudera hive user
name>/<Any_Name>

i For Stage on Hive and Results on RDBMS:
a. Grant the BIGDATA_SQL user privilege to all the schemas.

For example:

grant BDSQL_USERto <CONFIG SCHEMA>
grant BDSQL USERto <ATOMIC SCHEMA1>
grant BDSQL _USERto <ATOMIC SCHEMA2>

grant all privileges to <ATOMIC SCHEMA1>?
b. In$FIC_HOME/ficdb/bin | execute the file
externaltablecreator _OIDF.sh with these arguments:

$userld = SYSADMN

$infodom = RDBMS_INFODOM

$dbAlias= RDBMS_INFODOM Metadom alias

$hiveSchema = Hive Schema Name

$directory = Warehouse Directory(with doub le quotes)
$user_connection_url = metadomUID/password@SID

For example:

Jexternaltablecreator _OIDF.sh SYSADMN OIDFINFO META
bszbdsdatadom " \"ORA _BIGDATA CL _ cluster \" " <ATOMIC
SCHEMA1fpassword123@O0OFSAA

Note: For more information about External Tables, see the section Verifying
Oraclebs Exter.nal Tables Utility

Note: When creating external table, Hive Schema Name must be in lowercase.
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29. Install the mandatory OFSAAI Mandatory Patch 33663417. Refer to the Readme
available with the patch for further instructions on installing the patch.
ATTENTION: On the 10th of December 2021, Oracle released Security Alert CVE-
2021-44228 in response to the disclosure of a new vulnerability affecting Apache

Log4J prior to version 2.15. The application of the 33663417 Mandatory Patch fixes
the issue.

For details, see the My Oracle Support Doc ID 2827801.1.

Ensure that you reapply the OFSAAI Mandatory Patch 33663417 whenever you
Install or Upgrade the Application, or whenever you apply an Incremental Patch.

30. DMT migration utility is executed during installation of OIDF Application Pack, to migrate
the DMT metadata (PLC/Data Source/Data Mapping/Data File Mapping) to be persisted
in tables instead of XML. You may be required to re-run DMT Migration Utility in some
scenarios. To identify whether to run the utility, how to run the utility, and how to handle
migration issues, see OFSAA DMT Metadata Migration Guide.

Note: Execute the DMT Migration Utility to manually migrate the DMT metadata
of the Applications which are not upgraded to 8.0.7.0.0.

31. Perform the steps mentioned in Post Installation Configuration section.

32. To enable Transparent Data Encryption (TDE), see Configuring TDE during OIDF
Installation Using Full Installer section in Appendix S.

33. To enable Data Redaction, see Data Redaction section under Data Security and Data
Privacy chapter in OFS Analytical Applications Infrastructure Administration Guide
8.0.7.0.0.

4.6.3 Verifying the Log File

The log files OFS_OIDF _installation log can be found in the installation path
<OFSOIDF Installer Folder> / OFS_OIDF_PACK/OFS OIDF/logs and
OFSAAlInfrastructure_Install.log can be found in the installation path $FIC_HOME The

log files contain detailed summary of installation processes. It also shows the number of Fatal
Errors, Errors, Debug Statements, Information, and Warnings.

NOTE: Applications Pack installer performs all the pre-requisite validation checks during
installation. Any errors encountered during the process are displayed in
InfrastructurePreValidations.log generated in
<OFS OIDF_PACK Installer Folder>/bin directory.

Three log files:

x  Application Pack specific log file (overall status of the app pack installation) can be found
in:

<OFSOIDF Installer Folder>/OFS_ OIDF_PACK/logs/Pack_install.log.
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x  AAl Installation log file can be found in:
<OFS0IDF Installer folder>/OFS _ OIDF_PACK/OFS_AAl/logs/
OFSAAl<timestamp>.log

x  Application installation log file. The following log file can be found in:
<OFDIDF Installer Folder> /OFS_OIDF_PACK/OFS_OIDF/logs

0 OFS OIDF_Installation_debug.log

0 OFS_OIDF_installation.log

4.7 Verifying the Installation

This section explains the steps to verify the installation of OIDF Application Pack.
To verify that you have successfully installed the OIDF pack, follow the below steps:

1. Login in to the Atomic Schema. Verify that all the database objects like view, procedure,
and functions are compiled without any compilation error.

2. Verify the application log (must not have any error).

3. Deploy the EAR/WAR files and check whether the application screen is up. For
deployment of the application, see Appendix C.
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5 Upgrading the OIDF Application Pack

NOTE:

To upgrade from version prior to OIDF 802 to OIDF 807, first upgrade the existing OIDF
version to OIDF 802, and then upgrade that OIDF 802 to OIDF 807.

NOTE:

NOTE:

The user profile executing the installation must have the permission on /tmp prior to
installation.

Sufficient space must be available in /tmp prior to installation, else the installation will
terminate, and logs are not generated.

Refer to the following instructions to download, extract, install, and configure this release.

1. To download and copy the OIDF Application Pack v8.0.7.0.0 archive file, see Downloading
and Copying the OIDF Applications Pack Installer section.
NOTE: The archive files are different for every operating system like AlX, Solaris, and

RHEL/Oracle Linux.

2. Loginto the OFSAA Server.

3. Shut down all the OFSAAI Services. For more information, refer to the Start/Stop
Infrastructure Services section in Appendix E.

4. Execute the following command:
chmod -R 755 $FIC_HOME

5. If you have Unzip utility, skip to the next step. Download the Unzip utility (OS specific) and
copy it in Binary mode to the directory that is included in your PATH variable, typically
$HOME path or directory in which you have copied the 8.0.7.0.0 installer.

x  Uncompress the unzip installer file using the command:
uncompress unzip_  <0s>.Z
NOTE: In case you notice an error message uncompress: not found [No such file or
directory] o when t he ptactybusn dN8X adnsinismatot. i
x  Give EXECUTE permission to the file using the command:
chmod 755 OFS _OIDF_80700_<OperatingSystem> .zi p

6. Extract the contents of the Oracle Insurance Data Foundation Application Pack 8.0.7.0.0
installer archive file using the following command:
unzip_ <os> <name of the file to be unzipped>

7. Give EXECUTE permission to the archive file. Navigate to the path OFS_OIDF_
80700_<OperatingSystem>.zip and execute the command:
chmod -R 755 OFS_OIDF_PACK
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8. Install this mandatory AAI one-off patch 29020711 from My Oracle Support. Refer to the
Readme available with the patch for further instructions on installing the patch.

9. Inthe installer folder OFS _OIDF_PACK/OFS_OIDF/conf , create a copy of the SILENT file,
and rename it to Silent.props

10. Edit the file Silent.props and specify the parameters as per the requirements. SILENT
installation is achieved via a properties file (Silent.props ) which must be updated with

proper values. For details, see Silent upgrade from_ 806.template in the Appendix:
Configuring SILENT.template file.
11. Execute setup.sh file using the following command:

Jsetup.sh SILENT

To verify if the release is applied successfully, check the log files mentioned in the section
Verifying the Log File.

You can ignore ORA-00001, ORA-00955, ORA-02260, and ORA-01430 errors in the log
file. In case of any other errors, contact Oracle Support.

NOTE: OFS OIDF_80700 upgrade does not support GUI mode installation.

12. For more information on securing your OFSAA Infrastructure, refer to the OFSAA Security
Guide in OHC Documentation Library.
13. After successful installation, follow these steps:

Clear the application cache. Navigate to the following path depending on the configured
web application server and delete the files.

Tomcat

<Tomcat installation folder>/ work/Catalina/localhost/ <Application
name>/org/apache/jsp

WebLogic

<Weblogic installation location> /domains/ <Domain

name>/servers/  <Server name> /tmp/ WL_user/ <Application name>/ <auto

generated folder> ljsp_servlet

NOTE: In case of WebLogic version 12.2.x.x, delete the folder named ".WL_internal”
present in the path <WebLogic installation location>/user_projects/domains/<
Domain name >/applications/<context_name>.ear/META-INF/", if it exists.

WebSphere

<Websphere installation folder> /AppServer/profiles/ <Profile
name>/temp/ <Node name> /serverl/ <Application name> / <.war file name>

14. Add unmask 0027 in the .profile of the UNIX account which manages the WEB server to
ensure restricted access permissions.
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15. Install the mandatory OFSAAI Mandatory Patch 33663417. Refer to the Readme available

16.

17.

18.

19.

20.

with the patch for further instructions on installing the patch.

ATTENTION: On the 10th of December 2021, Oracle released Security Alert CVE-
2021-44228 in response to the disclosure of a new vulnerability affecting Apache Log4J
prior to version 2.15. The application of the 33663417 Mandatory Patch fixes the issue.

For details, see the My Oracle Support Doc ID 2827801.1.

Ensure that you reapply the OFSAAI Mandatory Patch 33663417 whenever you Install
or Upgrade the Application, or whenever you apply an Incremental Patch.

DMT migration utility is executed during installation of OIDF Application Pack, to migrate the
DMT metadata (PLC/Data Source/Data Mapping/Data File Mapping) to be persisted in
tables instead of XML. You may be required to re-run DMT Migration Utility in some
scenarios. To identify whether to run the utility, how to run the utility, and how to handle
migration issues, see OFSAA DMT Metadata Migration Guide.

Note: Execute the DMT Migration Utility to manually migrate the DMT metadata of the
Applications which are not upgraded to 8.0.7.0.0.

Generate the application EAR/WAR file and redeploy the application onto your configured
web application server. For more information on generating and deploying EAR / WAR file,
refer Appendix C section.

Restart all the OFSAAI services. For more information, refer to the Start/Stop Infrastructure
Services section in Appendix E.

For enabling Transparent Data Encryption (TDE), see Configuring TDE in case of Upgrade
section in Appendix S.

For enabling Data Redaction, see Enabling Data Redaction in case of Upgrade in Appendix
S.

5.1 Perform ing Model Upload Outside Installer

NOTE:

This section is applicable if you are performing Model Upload outside the installer.

The following tables should not have any data before Model Upload is triggered. Based on your
current OIDF version, the tables must be selected.

You can take the backup of these tables and reload the data after Model Upload is performed.
In OIDF 8.0.0.0.0

X

X

X

X

DIM_PRODUCT_FEATURE
FCT_ACCOUNT_FEATURE_MAP
STG_MGMT_FORECAST
FCT_MGMT_FORECAST

OIDF 8.0.1.0.0

X

STG_TIME_SPECIFIC_OBLIGATIONS
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X

X

DIM_TERMINAL
FCT_REG_CAP_ACCOUNT_SUMMARY

OIDF 8.0.2.0.0

X

X

X

X

X

FCT_REG_CAP_ACCOUNT_SUMMARY
FCT_IFRS_ACCOUNT_SUMMARY
FCT_IFRS_STAGE_DETERMINATION
FCT_REG_OR_CAPITAL_SUMMARY
FCT_REG_LE_CAPITAL_SUMMARY
FCT_REG_CP_CAPITAL_SUMMARY
FCT_REG_CAP_POOL_SUMMARY

FCT_REG_CAP_PLCD_COLL_SUMMARY

FCT_REG_COUNTERPARTY_CVA
FCT_REG_RUN_LEGAL_ENTITY_MAP

OIDF 8.0.3.0.0

X

X

X

X

X

FCT_REG_AGG_CASH_FLOWS
FCT_CREDIT_LINE
FCT_LOAN_ACCOUNT_SUMMARY
FCT_ACCOUNT_FAIR_VALUE
DIM_UOM_ATTR

DIM_UOM_HIER
FCT_INSTRUMENT_MARKET_PRICES
STG_ACCOUNT_INCEPTION_RATES

OIDF 8.0.3.1.0

X

X

X

X

X

X

FCT_LOAN_ACCOUNT_SUMMARY
FCT_ACCOUNT_FAIR_VALUE
DIM_UOM_ATTR

DIM_UOM_HIER
FCT_INSTRUMENT_MARKET_PRICES
STG_ACCOUNT_INCEPTION_RATES

In OIDF 8.0.4.0.0

X

X

X

FCT_LLFP_ECL_RECONCILIATION
STG_PROFESSION_RANK_MASTER
FCT_INSTRUMENT_MARKET_PRICES

In OIDF 8.0.4.1.0

X

X

FCT_LLFP_ECL_RECONCILIATION
STG_PROFESSION_RANK_MASTER
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x  FCT_INSTRUMENT_MARKET_PRICES
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6 Post Installation Configuration

After the OIDF Applications Pack installation is completed successfully, certain post-installation
steps are required to set configuration parameters. These configuration parameters are distributed
across the machines on which Infrastructure Web, Application, and Database components have
been installed.

NOTE: Ensure to clear the application cache prior to the deployment of Infrastructure or
Application Service Packs / One-off patches. This is applicable to all Web Servers
(WebSphere, WebLogic, and Tomcat) and OS combinations.

NOTE: DMT Migration Utility must be executed post OIDF 8.0.7.0.0 upgrade, if the environment
has customized T2Ts, F2Ts, or PLCs, or any other earlier version of OFSAA applications.
For more information and steps to execute DMT Migration Utility, see OFSAA DMT
Metadata Migration Guide.

This chapter includes the following sections:

x  Configuring Resource Reference

x  Starting OFSAA Infrastructure Services
x  Adding TNS entries in the TNSNAMES.ORA File
x  Configuring Oracle R distribution and Oracle R Enterprise (ORE)

x  Configuring Oracle Financial Services Inline Processing Engine (OFS IPE)

x  Configuring Big Data Processing

x Verifyvying Oraclebds External Tables Utilidt

x  Creating and Deploying the Application Pack Web Archive

x  Accessing the OFSAA Application

x  OIDF Related Post Installation Activities

6.1 Configuring Resource Reference

Configure the resource reference in the Web Application Server configured for OFSAA Applications.
See Appendix B for details on configuring the resource reference in WebSphere, WebLogic, and
Tomcat Application Servers.

6.2 Starting OFSAA Infrastructure Services

Start the OFSAA Infrastructure Services prior to deployment or accessing the OFSAA Applications.
See to the Appendix E for details on Start/Stop OFSAA Services.

6.3 Adding TNS entries in the TNSNAMES.ORA File

Add TNS entriesinthe tnsnames.ora  file, for every schema created for the Application Pack.
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To find the tnsname for the entries, follow these steps:
1. Log in to the application as System Administrator.
2. Navigate to System Configuration & Identity Management tab.

3. Click Administration and Configuration, select System Configuration, and click Database
Details.

4. Expand Name to get the list of TNS entry names.
Alternatively, you can connect to the CONFIG schema and execute the following query:
select dbname from db_master where dbname !='CONFIG'

NOTE: Ensure that TNS entry for both Config and Metadom are mentioned in the tnsnames.ora
file during Big Data installation.

6.4 Configuring Oracle Rdistribution and Oracle REnterprise (ORE)
This section is applicable only if OFS Enterprise Modeling is licensed and enabled in your OFSAA
instance.

1. Install OFSAAIRunner Package. For more information, see Installing OFS AAAI Runner
Package. If you have already installed OFSAAIRunner package (as partof a previous
installation), uninstall it. (For more information, see Uninstalling OFSAAI Runner Package
section), and reinstall the latest available OFSAAIRunner package.

2. Log in to the database with dba privileges and provide the following privilege to Configuration
Schema:

y  RQADMINbyY executing the command:
GRANT RQADMIN TO<config_schema>;

3. Log in to the database with dba privileges and provide the following privileges to Atomic

Schemas:
y  CREATE MINING MODEL privilege (to execute the Data Mining models) by executing the
command:

GRANT CREATE MINING MODEL TO <atomic_schema>;

6.4.1 Installing OFS AAAI Runner Package

OFSAAIRunner is an R package built by the OFS Enterprise Modeling Application. It is a
prerequisite for executing models developed using R scripts. This package helps in:

y  Initializing inputs

y  Mapping framework variables to R objects
y  Configuring possible outputs of the script
y  Storing results back to the Database

OFSAAIRunner package (OFSAAIRunner_1.0.0.tar.gz ) is available at the path $FIC_DB_
HOME/lib .

6.4.1.1 Prerequisites

Oracle R and ORE must be installed on the Oracle Database server before installing
OFSAAIRunner package.
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Refer to the following instructions to install OFSAAIRunner package:

1
2
3.

Log in to the OFSAA Server. Navigate to the folder $FIC_DB_HOME/lib .
Copy the file OFSAAIRunner_1.0.0.tar.gz in Binary mode to the Oracle Database Server.

Log in to the Oracle Database Server with the user using which Oracle Database Server
installation is done.

Navigate to the directory where the file OFSAAIRunner_1.0.0.tar.gz is copied.
Install the package by executing the command:

ORE CMD INSTALL OFSAAIRunner_1.0.0.tar.gz

Successful installation is indicated in the installation log as:

* DONE (OFSAAIRunner)

Making packages.html ... done

Note: The OFSAAIRunner package is installed in /usr/lib64/R/library

Navigate to the directory $ORACLE_HOME/R/library and check whether OFSAAIRunner
package is listed there by executing the command:
>library(OFSAAIRunner)

>OFSAAIRunner::  and press TAB twice. This lists out all the functions.

6.4.2 Uninstalling OFSAAI Runner Package
Note: This procedure is required only if you are uninstalling OFSAAI Runner Package.

Perform the following instructions to uninstall the OFSAAIRunner package:

1

Log in to the Oracle Database Server with the same username, using which Oracle Database
Server installation is done.

Enter ORE in command prompt and execute the command:

#ORE

>remove.packages("OFSAAIRunner")

To save workspace image, enter the command:

>q()

Enter y when prompted to save the workspace image. Save workspace image? [y/n/c]: y

Navigate to the directory SORACLE_HOME/R/library and verify that the package is not listed
there by executing the command:

Is 71

6.5 Configuring ORE Execution

Perform the following step to configure ORE execution:

1 Add a TNS entry in thsnames.ora file with ths name same as that of value set for
ORACLE_SID in database server.
Note: For RAC database, follow the preceding configuration in all machines.
Oracle Financial Services Software ORACLE

95



OIDF 8.0.7.0.0 Installation Guide

6.6 Configuring Tomcat

To stop generating static content with one print statement per input line, you must configure the
web.xml file.

To configure web.xml file, perform these steps:
1. Navigate to the tomcat/conf  directory.
2. Edit web.xml file as follows:
Set the mapped file parameter to false in the servlet  tag mentioned with:
<servlet - name>jsp</servlet - hame>.
<init - param>
<param - name>mappedfile</param - name>
<param - value>false</param - value>

</init - param>

6.7 Configuring Big Data Processing

This section is not applicable if you have enabled Oracle Insurance Big Data Processing during
the installation of OFSAAI 8.0.7.0.0 full installer. Follow instructions in this section if you intend to
enable Big Data Processing.

This section includes the following topics:

y  Copying Jars to OFSAA Installation Folder

y  Copying KEYTAB and KRB5 Files in OFSAAI
y  Enabling Big Data

6.7.1 Copying Jars to OFSAA Installation Folder

1 Download the supported Cloudera HIVE JDBC Connectors and copy the following .jar files to
the location in the installation server, which is specified in
OFS_OIDF_SCHEMA_BIGDATA_IN.xml. For supported versions, see OFSAA Technology
Matrix 8.0.6.0.0.

y  hive_service.jar

y  hive_metastore.jar

y  HiveJDBCA4.jar

y  zookeeper - 3.4.6.jar
y  TCLIServiceClient.jar

2 Copy the following Jars from the <Cloudera Installation Directory>/jars
directory based on the CDH version to the location in the installation server, which is specified
in OFS_OIDF_SCHEMA_BIGDATA_IN.xml:
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CDH v5.3.3:

y slf4j -log4jl2 - 1.7.5.jar

y slf4j -api - 1.7.5.jar

y libthrift -0.9.0.jar

y libfb303 -0.9.0.jar

y  httpcore -4.2.5.ar

y  httpclient -4.2.5jar

y hive -exec-0.13.1 -cdh5.3.3.jar

y  hadoop - core -2.5.0 -mrl - cdh5.3.3.jar
y  hadoop - common 2.5.0 - cdh5.3.3.jar
y  hadoop - auth -2.5.0 - cdh5.3.3.jar

y ~commons- logging - 1.1.3.jar

y ~commons io - 2.4.jar

y ~ commons- configuration - 1.7 jar

y ~ commons- collections -3.2.2jar

y log4j -1.2.17.jar

CDH v5.4.4:
y slf4j -log4jl2 -1.7.5.]ar
y slf4j -api -1.7.5.]ar
y  libthrift -0. 9.2 jar
y libfb303 -0.9.2jar
y  httpcore -4.2.5.jar
y  httpclient -4.2.5jar
y hive -exec-1.1.0 -cdh5.4.4jar
y  hadoop - core -2.6.0 - mrl - cdh5.4.4.jar
y  hadoop - common 2.6.0 - cdh5.4.4.jar
y hadoop - auth -2.6.0 - cdh5.4.4.jar
y ~commons- logging - 1.1.3.jar
y ~commons io - 2.4.jar
y ~ commons- configuration - 1.7 jar
y ~ commons- collections -3.2.2jar

y log4j -1.2.17 jar
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CDH v5.8.4:

y slf4j -log4jl2 - 1.7.5.jar

y slf4j -api - 1.7.5.jar

y  libthrift -0.9.3.jar

y libfb303 -0.9.3.jar

y  httpcore - 4.3.jar

y  httpclient - 4.3 jar

y hive -exec-1.1.0 -cdh5.8.4.jar

y hadoop - core -2.6.0 - mrl - cdh5.8.4.jar
y  hadoop - common 2.6.0 - cdh5.8.4.jar
y  hadoop - auth -2.6.0 - cdh5.8.4.jar

y ~commons- logging -1.2.jar

y ~commons io - 2.4.jar

y ~ commons- configuration - 1.7 jar

y ~ commons- collections -3.2.2jar

y log4j -1.2.17.jar

CDH 5.13

y slf4j -log4jl2 -1.7.5.]ar

y slf4j -api - 1.7.5.jar

y  libthrift -0.9.3 jar

y libfb303 -0.9.3jar

y  httpcore -4.3.jar

y  httpclient -4.3.jar

y hive -exec-1.1.0 -cdh5.13.0.jar

y hadoop - core -2.6.0 - mrl-cdh5.13.0.jar
y  hadoop - common 2.6.0 - cdh5.13.0.jar
y hadoop - auth -2.6.0 -cdh5.13.0.jar

y ~commons- logging -1.2.jar

y commams-io - 2.4.jar

y ~ commons- configuration - 1.7 jar

y ~ commons- collections -3.2.2jar

y log4j -1.2.14 jar
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6.7.2 Copying KEYTAB and KRB5 Files in OFSAAI

A Keytab is a file containing pairs of Kerberos principals and encrypted keys (these are derived
from the Kerberos password). The krb5.conf  file contains Kerberos configuration information,
including the locations of KDCs and admin servers for the Kerberos realms of interest, defaults for
the current realm and for Kerberos applications, and mappings of hostnames onto Kerberos realms.

If the Authentication is configured as KERBEROS_WITH_KEYTAB for the Hive database, then you
must use the Keytab file to login to Kerberos. The Keytab and Kerberos files must be copied to
OFS_OIDF_PACK installation server.

Ensure the .profile file contains entry for kinit in the following format:
kinit #PRINCIPAL_CREATED## -k -t ofsaa.keytab

For example:

kinit ofsaa@WHFBSY.ORACLE.COM -k -t ofsaa.keytab

NOTE: The kinit command is used to login to the Kerberos authentication and authorization system.
Only registered Kerberos users can use the Kerberos system.

6.7.3 Enabling Big Data

To enable Big Data option, follow these steps:

1. Log in to the application as SYSADMN user or any user with System Administrator privileges.
2. Click System Configuration & lIdentity Management tab.

3. Expand Financial Services Analytical Applications Infrastructure, select Administration and
Configuration and click System Configuration.

4. Click Manage OFSAA Product License(s). The Manage OFSAA Application Pack License
window is displayed.

Figure 6i 1 Manage OFSAA Application Pack License

MANAGE OFSAA APPLICATION PACK LICENSE

MANAGE OFSAA APPLICATION PACK LICENSE

» INSTALLED APPLICATION PACKS

(O OFS_AAAI_PACK

(O OFS_BGRC_PACK  OFS_BGRC_PACK

() OFS_CAP_ADQ_PACK

APPLICATION PACK ID [ APPLICATION PACK NAME DESCRIPTION INSTALL DATE
Applications for Advanced Analytics using Oracle R,

Modeling & Stress Testing Framework and Inline 2015-11-02 11:13:5
Processing Engine

Financial Services Governance, Risk and Compliance
Applications Pack

Applications for Basel Basic, IRB & Analytic, Operational
Financial Services Capital Adequacy Risk Economic Capital & Analytic and Retail Portfolio

Financial Services Advanced
Analytics Infrastructure Pack

2015-11-04 01:35:1

2015-11-02 16:19:4

Applications Pack Risk Models and Pooling in Banking and Financial
Services Domain
~ Financial Services Profitability Applications for Profitability in the Banking and Financial . _ ——
OR3P PACK Applications Pack Services Domain 2L
-, 5. N9
O OFS_HIVE1_PACK  OFS_HIVE1 PACK OFS_HIVE1 PACK 2015-10:0

15:34:23.715
IN1E 11 42

5. Select OFS_AAAI_PACK application pack from Installed Application Packs. The products in the
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application pack are displayed.
6. Select Financial Services Analytical Applications Infrastructure - Big Data option.
7. Click VIEW LICENSE AGREEMENT. The License Agreement sectionis displayed.

Figure 6i 2 License Agreement

LICENSE AGREEMENT
Oracle Financial Services Enterpnse Modeding Option (OF S AAAI) product s a separately icensable product and would not be enabied unless it has been bcensed, Oracle
Financial Services Enterprse Modeiing Option (OFS AAAI) product is only part of the Oracle Finandial Services Advanced Analytics Infrastructure Pack and specific OFSAA
Application Packs that require the advanced analytical features of this product Oracle Finandal Services Enterprise Modeling Option (OFS AAAI) product gets pre-selected
automatically on selecting any of the ofsaa products within a speafic Application Pack that require this product to be enabled and configured

Multiple products being grouped together under a Application Pack, mandate instaliation and configuration of these products by default. However, during the Application Pack
installation, based on the products that are being selected, it would get enabled and would be licensed for It is important 1o note that products once selected (enabled) cannot be
disabled at a later stage. However, products can only be enabled at any fater stage using the OFSAA Infrastructure "Manage Application Pack License” feature.

Enabling a product within a Application Pack automatically implies you agree with this Ncense agreement and the respective terms and conditions

© | ACCEPT THE LICENSE AGREEMENT
1 DO NOT ACCEPT THE LICENSE AGREEMENT

ENABLE

8. Select the option | ACCEPT THE LICENSE AGREEMENT.

9. Click ENABLE. A confirmation message is displayed showing that the product is enabled for the
pack.

6.7.4 Configuring Apache Livy with Spark and Hive

See the Configuring Apache Livy with Spark and Hive section in the OFS Analytical Applications
Infrastructure Administration Guide.

6.7.5 Verifying Oracle® External Tables Utility
NOTE: This section is applicable only for Stage on Hive and Results on RDBMS installation.

On successful installation of the OIDF Application Pack for Big Data, the list of Hive external

tables created can be verified using Oracleds Exte
Utility facilitates Oracle Database to query data that is stored outside of the database in flat files,

in a way such that they are inside a database. Views and synonyms can be created against these

external tables. They are useful in the Extract Transform and Load (ETL) process of data

warehouses because the data does not required to be staged and can be queried in parallel. For

more details, see External Tables Concepts.

To verify the External Tables created for Big Data:

1. Navigate to the file $FIC_DB_HOME/log/ OIDF/CreateExternalTable.log . This
log file consists of an acknowledgement of the external tables created:

Created
2. To verify the external tables created in the database:
a. Open the database application.
b. Navigate to the Tables option. A list of External Tables is displayed.
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c. In the query window, only the read queries can be executed on these External
Tables.

For example:

Select * from <external_table _name>

PER-BA RQ oan (@ orade_hive_test
Worksheet  Query Buider

select * from stg_wla_page;

law
!I)QuefyResut x
& 5 @) [ s | AlRows Fetched: 01n 0.445 seconds

D_CALEN... | V_PAGE_... [} V_PAGE_... |} V._PAGE..... [{} V.PAGE_... |{} V_PAGE_...

Messages - Log

Messages || Statements -

6.8 Creating and Deploy ing the Application Pack Web Archive

On successful installation of the OFSAA Application Pack, the Web Archive file is automatically
generated. However, you need to deploy the generated Web Archive file on the Web Application
Server.

For identifying the location of the generated Web Archive file and for generating and deploying the
web archive file at any time later, refer Appendix C.

NOTE: Refer the Oracle Financial Services Forms Manager User Guide for instructions on
Creating and Deploying the Forms Manager Web Archive.

6.9 Access ing the OFSAA Application

Prior to accessing the OFSAA application ensure the Internet Explorer Settings are configured.

Refer to Appendix F for details on accessing the OFSAA Application on successful deployment of
the application Web Archive.
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6.10 OIDF Related Post Installation Activities

6.10.1 Verifying Data Model Change

As part of Data Model changes, it was mandatory not to have data in following Actual tables.
Installer had taken a backup of Actual tables and deleted the contents of Actual tables as part of
pre-scripts. The same data would have been restored automatically to the Actual tables and
dropped backup tables as part of Post-scripts.

NOTE: Ensure the following listed Backup tables are not present in the upgraded environment. If any
_803 table exists, load the data from the Backup table to the respective Actual table.

Backup Table Name Actual Table Name
FSI_PARTY_STD_PARTY_MAP_803 FSI_PARTY_STD_PARTY_MAP
FCT_IFRS_ACCOUNT_SUMMARY_803 FCT_IFRS_ACCOUNT_SUMMARY
FCT_IFRS_STAGE_DETER_803 FCT_IFRS_STAGE_DETERMINATION
FCT_REG_CAP_ACCT_SUMMARY_803 FCT_REG_CAP_ACCOUNT_SUMMARY
FCT_REG_CAP_PLCD_COLL_SUM_803 FCT_REG_CAP_PLCD_COLL_SUMMARY
FCT_REG_CAP_POOL_SUMMARY_803 FCT_REG_CAP_POOL_SUMMARY
FCT_REG_COUNTERPARTY_CVA_803 FCT_REG_COUNTERPARTY_CVA
FCT_REG_CP_CAPITAL_SUMMARY_803 FCT_REG_CP_CAPITAL_SUMMARY
FCT_REG_LE_CAPITAL_SUMMARY_803 FCT_REG_LE_CAPITAL_SUMMARY
FCT_REG_OR_CAPITAL_SUMMARY_803 FCT_REG_OR_CAPITAL_SUMMARY
FCT_REG_RUN_LEGAL_ENT_MAP_803 FCT_REG_RUN_LEGAL_ENTITY_MAP
FCT_ LOAN_ACCOUNT_SUMMARY_804 FCT_LOAN_ACCOUNT_SUMMARY
FCT_ INSTR_MARKET_PRICES_804 FCT_INSTRUMENT_MARKET_PRICES
STG_ACCOUNT_INCEPTION_RATE_804 STG_ACCOUNT_INCEPTION_RATES
FCT_ACCOUNT_FAIR_VALUE_804_BKP
DIM_UOM_ATTR_804 DIM_UOM_ATTR
DIM_UOM_HIER_804 DIM_UOM_HIER
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6.10.2 Changing ICC Ownership

All the seeded Batches in OIDF Applications Pack will be automatically assigned to SYSADMN user
during Installation. If one user who wants to see the Batches in Batch Maintenance Menu, He needs
to execute the following Queries in Config Schema of the Database.

Syntax:

begin

AAI_OBJECT_ADMIN.TRANSFER_BATCH_OWNERSHIP (‘fromUser','toUser",'infodom);

end;

OR

begin

AAI_OBJECT_ADMIN.TRANSFER_BATCH_OWNERSHIP (‘fromuser’,'touser’);

end;

Where from User indicates the user who currently owns the batch, to User indicated the user to
which the ownership has to be transferred. Infodom is optional parameter, if specified the ownership
of batches pertaining to that Infodom will be changed.

For example:
begin
AAl _OBJECT_ADMI N. TRANSFER_BATCH_OWNERSHI P (' SYSADMN'

end;
6.11 Additional Configurations

6.11.1 Configurations for Enterprise Modeling

You can refer the Oracle Financial Services Analytical Applications Infrastructure Applications
Infrastructure Administration User Guide for information on configuration for Enterprise Modeling.

6.11.2 Configurations for Inline Processing Engine (IPE)

You can refer the Oracle Financial Services Analytical Applications Infrastructure Applications
Infrastructure Administration User Guide for information on configuration for IPE.

6.11.3 Configurations for Process Modeling Framework

You can refer the Oracle Financial Services Analytical Applications Infrastructure Applications
Infrastructure Administration User Guide for information on configuration for Process Modeling

Framework.
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6.11.4 Configurations for Forms Manager

You can refer the Oracle Financial Services Analytical Applications Infrastructure Applications
Infrastructure Administration User Guide for information on configuration for Forms Manager.

6.11.5 Update Constraints Utility

You can refer the Update Constraints Utility section in the OFS Advanced Analytical Applications
Infrastructure Application Pack Installation and Configuration Guide v8.0.4.0.0.
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7 Appendix A: Configuring Web Serv  er

This appendix includes the following sections:

x  Configuring Web Server

x  Configuring Web Application Server

7.1 Configuring Web Server

This step assumes an installation of a Web Server exists as per the prerequisites.

Refer the product specific Installation Guide/ Configuration Guide to install/ configure the Web
Server. If an installation already exists, skip and proceed to the next step.

NOTE: Make a note of the IP Address/ Hostname and Port of the web server. This information is
required during the installation process.
Refer Oracle Financial Services Analytical Applications Infrastructure Security Guide
mentioned in the Documentation Library for OFSAAI 8.0.7.0.0 (OHC), for additional
information on securely configuring your Web Server.
Ensure to enable sticky session/affinity session configuration on the web server. Refer the
respective product specific Configuration Guide for more details. Additionally, you also
need to enable the sticky session/affinity session configuration at Load Balancer level if
you have configured a Load Balancer in front of the web server(s).

7.2 Configuring Web Application  Server

This step assumes an installation of a web application server exists as per the prerequisites. To
configure the Web Application Server for OFSAA Deployment refer the sections below.

This section includes the following topics:

x  Configuring WebSphere for Application Deployment

x  Configuring WebLogic for Application Deployment

x  Configuring Apache Tomcat Server for Application Deployment

NOTE: Make a note of the IP Address/ Hostname and Port of the web application server. This
information is required during the installation process (required if Web Server is not
configured).

Make a note of the IP Address/ Hostname and Port of the web application server. This
information is required during the installation process (required if web server is not
configured).

Refer OFSAA Secure Configuration Guide/ Security Guide in OHC Documentation Library

for additional information on securely configuring your Web Server.
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7.21

Configuring WebSphere Application Server for Application Deployment

You can deploy multiple OFSAA applications on different profiles of a WebSphere application
server. To create multiple WebSphere "Profiles”, in a stand-alone server use the command line
option as explained below. A profile is the set of files that define the runtime environment. At least
one profile must exist to run WebSphere Application Server.

This section includes the following topics:

x  Creating New Profile in WebSphere

x  Managing Applications in WebSphere

x  Deleting WebSphere Profiles

x  Configuring WebSphere Shared Library to Support Jersey 2x and Jackson 2.9x Libraries

x  Configuring WebSphere HTTPS

x  Setting WebSphere Memory

x  Configuring WebSphere for REST Services Authorization

x  Configuring Application Security in WebSphere

7.2.1.1 Creating New Profile in  WebSphere

The Profile is created in WebSphere through command line using the manageprofiles.sh which
resides in <WebSphere Install directory>/AppServer/bin.

The command to create a profile without admin security through command line is as follows:

"manageprofiles.sh - create - profileName <profile> - profilePath

<profile_path> - templatePath <template_path> -nodeName <node_name> -
cellName <cell_name> - hostName <host_name>"

Example:

$usr/home>./manageprofiles.sh - create - profileName mockaix -

profilePath/websphere/webs64/Appserver/profiles/mockaix -
templatePath/websphere/webs64/Appserver/profileTemplates/default -
nodeName ipa020dorNode04 - cellName ipa020dorNodeO4Cell - hostName
ipa02 Odor

The command to create a profile with admin security through command line is as follows:
"manageprofiles.sh - create - profileName <profile> - profilePath

<profile_path> - templatePath <template_path> - nodeName <node_name> -
cellName <cell_name> - hostName <host_name> - enableAdminSecurity true

- adminUserName <Admin User Name> - adminPassword < Admin User Password> -
samplespassword <sample User Password>"
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Example:

$usr/home>./manageprofiles.sh - create - profileName mockaix -
profilePath/websphere/webs64/Appserver/profiles/mockaix -
templatePath/websphere/webs64/Appserver/profileTemplates/default -

nodeName ipa020dorNode04 - cellName ipa020dorNode0O4Cell - hostName
ipa020dor - enableAdminSecurity true - adminUserName ofsaai -
adminP assword ofsaai - samplespassword ofsaai”

NOTE: While using the manageprofiles.sh command to create a New Profile in WebSphere,
you can also use "-validatePorts" to validate if the specified ports are not reserved orin
use. Additionally, you can specify new ports with "-startingPort <base port>" which
specifies the starting port number to generate and assign all ports for the profile. For
more information on using these ports, refer WebSphere manage profiles command.

7.2.1.2 Managing IBM WebSphere SDK Java Technolo gy Edition Versions

By default, WebSphere Application Server V8.5.5.X uses the Java 6.0 SDK. You must upgrade to
Java 7.X SDK or JAVA 8.X SDK.

Prerequisites: Install the IBM WebSphere SDK Java Technology Edition Versions 1.7.X_64 or
1.8.X_64.

Perform the following steps to upgrade to Java 7.X SDK or JAVA 8.X SDK:

1. Enter the WebSphere URL in the format http://HOST_NAME:PORT _
NUMBER/ibm/console (use https if SSL is enabled.).

For example:
http://192.168.1.0:9000/ibm/console
2. Login with your administrator user ID and password.
3. From the LHS menu, click Servers to expand and view the menu.

4. Click Server Types to expand the menu further and then click WebSphere Enterprise
Application Servers to view the Application Servers window.

5. On Application Servers window, click the required Application Server link. For example,
serverl in the following illustration:

Application Server - Java SDKs
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6. Click Java SDKs link from Server Infrastructure to view the list of Java SDKs.

Application Server - List of Java SDKs

7. Select either 1.7_64 or 1.8_64 based on the JVM version with which you plan to install
OFSAA or have installed with.

8. Click Make Default button and save to master repository.

9. Restart the WebSphere Application Server to apply the changes to the IBM application
profile.
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