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1

1.1

1.2

1.3

1.4

1.5

Introduction

This document includes the necessary instructions to apply 8.0.8.0.0 Minor Release for Oracle
Insurance Data Foundation (OIDF) Application Pack and perform the required post install
configurations. You can find the latest copy of this document in OHC Documentation Library.

Preface

This Preface provides supporting information for the Oracle Insurance Data Foundation Applications
Pack Installation Guide and includes the following topics:

1 Summary

1 Audience

1 Documentation Accessibility

1 Related Documents

i Conventions
Summary

You can find the latest copy of this document in OHC Document Library which includes all the recent
additions/revisions (if any) done till date.

Before you begin the installation, ensure that you have an access to the Oracle Support Portal with the
required login credentials to quickly notify us of any issues at any stage. You can obtain the login
credentials by contacting Oracle Support.

Audience

The Oracle Insurance Data Foundation (OIDF) Application Pack Installation and Configuration Guide is
intended for Administrators, Business User, Strategists, and Data Analyst, who are responsible for
installing and maintaining the application pack components.

Prerequisites for the Audience

These are the expected preparations for administrators before starting the installation:

The document assumes you have experience in installing Enterprise components. Basic knowledge
about the Oracle Financial Services Advanced Analytical Applications Infrastructure Applications Pack
components, OFSAA Architecture, UNIX commands, Database concepts and Web Server/ Web
Application Server is recommended.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.
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151 Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information, visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

1.6 Related Documents

This section identifies additional documents related to OIDF. You can access Oracle documentation
online from Documentation Library for OIDF (QHC).

1 Oracle Insurance Data Foundation User Guide (OHC)
9 Oracle Financial Services Analytical Applications Infrastructure User Guide (OHC)

1 OFS Analytical Applications Infrastructure Environment Check Utility Guide (OHC)

1.7 Conventions and Acronyms

Conv Description

AIX Advanced Interactive executive
DEFQ Data Entry Forms and Queries

DML Data Manipulation Language

EAR Enterprise Archive

EJB Enterprise JavaBean

ERM Enterprise Resource Management
FTP File Transfer Protocol

GUI Graphical User Interface

HTTPS Hypertext Transfer Protocol Secure
J2C J2EE Connector

J2EE Java 2 Enterprise Edition

JDBC Java Database Connectivity

JDK Java Development Kit

JNDI Java Naming and Directory Interface
JRE Java Runtime Environment

JVM Java Virtual Machine

LDAP Lightweight Directory Access Protocol
LHS Left Hand Side

MFA Multi-Factor Authentication

MOS My Oracle Support

OFSAAI Oracle Financial Services Analytical Application Infrastructure
OHC Oracle Help Center
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Conventions Description

OLAP On-Line Analytical Processing
oS Operating System

RAM Random Access Memory
RDMS Relational Database Management System
SFTP Secure File Transfer Protocol
SID System Identifier

SSL Secure Sockets Layer

TDE Transparent Data Encryption
TNS Transparent Network Substrate
URL Uniform Resource Locator

VM Virtual Machine

Web Archive WAR

XML Extensible Markup Language
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2

About OFSAA and OFSAA Application Packs

This chapter includes the following topics:

1 About OFSAA
1 About OFSAA Application Packs 8.0.8.0.0
1 About OIDF Applications Pack
9 About Oracle Financial Services Analytical Applications Infrastructure (OFS AAI)
2.1 About Oracle Financial Services Analytical Applications
(OFSAA)
In today's turbulent markets, financial institutions require a better understanding of their risk-return,
while strengthening competitive advantage and enhancing long-term customer value. Oracle Financial
Services Analytical Applications enable financial institutions to measure and meet risk adjusted
performance objectives, cultivate a risk management culture through transparency, lower the costs of
compliance and regulation, and improve insight into customer behavior.
OFSAA uses industry-leading analytical methods, shared data model and applications architecture to
enable integrated risk management, performance management, customer insight, and compliance
management. OFSAA actively incorporates risk into decision making, enables to achieve a consistent
view of performance, promote a transparent risk management culture, and provide pervasive
intelligence.
Oracle Financial Services Analytical Applications delivers a comprehensive, integrated suite of financial
services analytical applications for both banking and insurance domain.
2.2 About OFSAA Applications Pack

The following figure depicts the various application packs that are available across the OFSAA Banking
and Insurance domains.
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2.3

7 Insurance Market Risk ™\
- Insurance Market Risk Analytics
Insurance Operational Risk Standard
Edition/Enterprise Edition
Insurance Operational Risk
Insurance Operational Risk Analytics
Insurance Mode! Risk Management
Insurance Enterprise Risk Management
Insurance Govemance and Compliance
Management
Insurance Solvency Il Management
Insurance Operational Risk Economic

Pors = = \ Capital J
— INSURANCE

/~ Advanced Analytical )

Application

Infrastructure
i - Data Management Pack
/_ “
OFS AA Others | |- Data Foundation Pack
s J Sl - Risk Regulatory

T ) Solution Pack

\._ Connectors J

e N\
- Behavior Detection
Pack

_.[ BANKING )——(Compliance} |- Compliance Regulatory

Reporting Solution Pack
Govemance Risk and
Compliance Pack

- 5
(- Pricing Management )

Pack
| Performance N i A
and Customer) L] pack
- Profitability Pack

Asset Liabifity
Management Pack

( : é Credt Rsk Management )
_k Risk Pack
- Treasury Risk Pack

Intermational Financial
Reporting Standard Pack

About OIDF Applications Pack

The Oracle Insurance Data Foundation (OIDF) is an analytical data warehouse platform for the
Financial Services industry. OIDF combines an industry data model for Financial Services along with a
set of management and infrastructure tools that allows Financial Services Institutions to develop,
deploy, and operate analytical solutions spanning key functional areas in Financial Services, including:

M Health Insurance
1 Property Casualty
9 Life Insurance

OIDF is a comprehensive data management platform that helps institutions to manage the analytical
data life cycle from sourcing to reporting as a consistent platform and toolset.

The application pack includes a logical data model, physical data model and supporting scripts.
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2.4

The schema/ domain for OIDF are referred to as OIDF.

I NOTE

About Oracle Financial Services Analytical Applications

Infrastructure (OFS AAI)

24.1

2.5

Oracle Financial Services Analytical Applications Infrastructure (OFS AAI) powers the Oracle Financial
Services Analytical Applications family of products to perform the processing, categorizing, selection
and manipulation of data and information needed to analyze, understand and report on specific
performance, risk, compliance and customer insight issues by providing a strong foundation for the
entire family of Oracle Financial Services Analytical Applications across the domains of Risk,
Performance, Compliance and Customer Insight.

Components of OFSAAI

The OFSAA Infrastructure is comprised of a set of frameworks that operates on and with the Oracle
Financial Services Analytical Applications Data Model and form the array of components within the
Infrastructure.

The OFSAA Infrastructure components/ frameworks are installed in two layers; primarily the metadata
server and Infrastructure services run on one layer, and the Ul and presentation logic runs on the other.
The Ul and presentation layer is deployed on any of the supported J2EE Servers.

The following figure depicts the various frameworks and capabilities that make up the OFSAA
Infrastructure:

odeling & Stress Testing Computations & Rule Framework Run Framework Mart Management Framework
Framework |
/ \ )

Forms Manager

Workflow Manager

Business Processors

Multi-hierarchy Conditional -
Rules

Business Dimension Maps

Rules Executed in DB

Conditional Execution

Baseline Run

Simulation Run

FINANCIAL SERVICES ANALYTICAL APPLICATIONS FRAME

ﬁ ﬁ ﬁ Hetaaata Hanagement
T2T Data Process Framework Data Quality Batch'a Real-Time"Management ( Framework

Cube Builder

Relational Mart Builder

Aggregated & OLAP Computed
Measures

Forms & Workflow Framework

BPEL Workflows

Forms Manager

Business Mapper

Data Movement

Data Quality

Multi-Node Dispatch

Data Model Management

Data Aggregations

Business Integrity

Scheduler

Metadata Trace

SCD and Controls

Data Quality Reporting

Data Access Services

Metadata Browser

OFSAA Infrastructure High Availability

The current release of the OFSAA Infrastructure supports only "Single Instance" installation for the
Infrastructure components. However, the High Availability (HA) for the Database Server and/ or the Web
Application Server clustering and deployment are supported in this release.
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2.6

This release supports Active-Passive model of implementation for OFSAAI components. For more
information, refer Configuration for High Availability- Best Practices Guide.

About Data Security Configurations

Data Security refers to the protection of data against unauthorized access and data theft. OFSAA
ensures Data Security with the following features:

il
1
f
f
1
f

il

Multi-Factor Authentication
Transparent Data Encryption (TDE)
Data Redaction

Key Management

HTTPS

CSRF

Logging

For more details on the features in the previous list, see the relevant topics in this guide and the Data
Security and Data Privacy section in the OFS Analytical Applications Infrastructure Administration

Guide.
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3.1

Understanding OIDF Applications Pack Installation

This chapter includes the following topics:

Installation Overview

Logical Deployment Architecture

Hardware and Software Requirements

Verifying the System Environment

=A =4 =4 4 =4

Understanding Installation Modes

Installation Overview

This release (8.0.8.0.0) of the OIDF Application Pack bundles the upgrade patch set along with the base
installer. Users/Administrators who wish to install a new OIDF Application Pack 8.0.8.0.0 instance or
upgrade an existing OIDF Application Pack 8.0.x instance to 8.0.8.0.0 should download this installer.
The following figure depicts the order of procedures required to follow to install a new OIDF Pack
8.0.8.0.0 instance. To upgrade an existing OIDF Application Pack 8.0.x.x.x instance to 8.0.8.0.0
release, refer to Upgrading the OIDF Application Pack chapter. The following figure shows the order of
procedures to install.

Installation Workflow

Start I

Verify S}rsie\r;l Environment ]

Obtain t\hre Software J

( Configure and Execute ;I:e Schema Creator Utility ]
!

Install OFS OIDF Pack J
!

Configure OFS OIDF Pack ]

Verify In;slalla!ion ]

|
W

- Done i

The below table provides additional information and links to specific documentation for each task in the
flowchart
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Details and Documentation

Verify Systems Environment |To verify that your system meets the minimum necessary requirements for
installing and hosting the OIDF Applications Pack, see "Hardware and
Software Requirements Specifications" and "Verifying the System
Environment"

Obtain the software See "Obtaining the software".

Configure and Execute the |S e eCorliguring and Executing the Schema Creator Utility".
Schema Creator Utility

Install OIDF Pack S e enstéalling the OIDF Pack Installer”.
Configure OIDF Pack S e ePosfiInstallation Configuration".

Verify Installation See "Verifying the Installation".

Upgrade Installation S e eUpdiading the OIDF Application Packo

3.2 Deployment Topology

The deployment architecture depicts the mapping of a logical architecture to a physical environment.
The physical environment includes the computing nodes in an intranet or Internet environment, CPUSs,
memory, storage devices, and other hardware and network devices.
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* Includes Oracle Financial Services Analytical Applications and Infrastructure

3.3 Hardware and Software Requirements

This section describes the various Operating Systems, Database, Web Server, and Web Application
Server versions, and other variant details on which this release of the OIDF Pack has been qualified.

NOTE OIDF Applications Pack installation can be performed on both
Virtual and Physical servers.

3.3.1 Configurations Supported for Java 7

The following table shows the minimum hardware and software requirements for installing Oracle
Insurance Data Foundation Application Pack (Java 7) on each machine.
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Requirement

Sub-
Category

Operating Oracle Linux 1 Red Hat Enterprise Linux or Oracle Linux Server release 6
System / Red Hat Update 6 and above
E;f;‘;gg‘é 1 Red Hat Enterprise Linux or Oracle Linux Server release 7
64 bit) Update 1 and above
Oracle M Solaris 107 Install the required OS patches. For more
Solaris information, see Installing the Required Oracle Solaris 10
(SPARC)/ Patches. Additionally, install the required runtime libraries. For
Solaris x86- more information, see Installing Only the Runtime Libraries on
64 bit Oracle Solaris 10.
9 Solaris 117 Upgrade to Oracle Solaris 11.3 with SRUQ9 or
higher. See
https://docs.oracle.com/cd/E60778 01/htmI/E60743/gouaw.html
#scrolltoc to upgrade to SRUOQ9 if you have a lower SRU
version. Additionally, install the required runtime libraries. For
more information, see Installing Only the Runtime Libraries on
Oracle Solaris 11.
IBM AIX 1 AIX6.1(TL 09 and above) - 64 bit
(PowerPC) AIX 7.1 (TL 03 and above) - 64 bit
Shell KORN Shell (KSH)
Note:

If the OS is IBM AIX 6.1 and the file size limit for the AIX user on the target server is too small, configure
the size parameter setting for "Large File Support". Follow these steps:

1. Change the file size limit for the user that initiates the transfer on the AlX system. To change
the file size limit for a particular user, add or edit the fsize attribute for the user in the
/etc/security/limits file on the AIX system.

2. Change the file size limit to unlimited (fsize = -1) or to a size equal to the size of the file being
transferred. This may require a restart of the AlX server to pick up the new configuration. For
more information refer IBM Support.

If the operating system is RHEL, install the package Isb_release using one of the following commands

by logging in as root user:

1 yum install redhat-Isb-core

1 yum install redhat-Isb

Java Runtime
Environment

Oracle Linux
/ Red Hat
Enterprise
Linux

Oracle
Solaris

1  Oracle Java Runtime Environment (JRE) 1.7.x - 64 bit
1  Oracle Java Runtime Environment (JRE) 1.8.x - 64 bit
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Requirement | Sub-

Category

IBM AIX 1 IBM AIX Runtime, Java Technology JRE 1.7.x - 64 bit
1 IBM AIX Runtime, Java Technology JRE 1.8.x - 64 bit

Oracle 1  Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.3.0 +) - 64 bit
Database RAC/ Non- RAC with/ without partitioning option
gﬁgﬁr and 1  Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.4.0 +) - 64 bit

RAC/Non-RAC with/ without partitioning option, Advanced Security Option**.

1  Oracle Database Server Enterprise Edition 12c Release 1 (12.1.0.1.0 +)- 64 bit
RAC/ Non- RAC with/ without partitioning option, Advanced Security Option**.

** Note: See the AAddi t BDeohaMatrixfoodemis.0 sec
Oracle Database Server 12c Release 2 (12.2.0.1+) Enterprise Edition

Oracle Client 11g Release 2 (11.2.0.3.0+) - 64 bit

Oracle Client 12c Release 1 (12.1.0.1.0+) - 64 bit

Oracle 119 Release 2 (11.2.0.3+) JDBC driver (Oracle thin driver)

Oracle 12C Release 1 (12.1.0.1+) JDBC driver (Oracle thin driver)

Oracle R Distribution (ORD) version 3.2.0/3.3.0 (Optional)

Oracle R Enterprise (Server) version 1.5 with ORD 3.2.0 and version 1.5.1 with
ORD 3.3.0(Optional)

Note:
Ensure that the following patches are applied:

1 For Oracle DB Server 12.1.0.1 and 12.1.0.2, download the patches 27010930
and 22205607 from My Oracle Support and apply them.

1  For Oracle DB Server 11.2.0.4, download the patch 22205607 from My Oracle
Support and apply.

= -4 —4a -—Aa -—a -—a -2

ORD and ORE versions compatible along with Oracle DB version

No. Oracle R Oracle R Advanced  Open source R or Oracle Database
Enterprise Analytics for Ha doop Oracle R Distribution Enterprise Edition
1 |15.1 2.7.1 3.3.0 11.2.0.4,12.1.0.1,
12.1.0.2,12.2.0.1
2 [1.5.0 2.5.1,2.6.0,2.7.0 3.2.0 11.2.0.4,12.1.0.1,
12.1.0.2
OLAP Oracle 1 V11.1.2.1+ (Server and Client) with Oracle 11g Database
Hyperion 1 V11.1.2.3+ (Server and Client) with Oracle 12c Database
Essbase
Note:
Oracle Hyperion Essbase & Oracle OLAP is required only if you are using the OLAP
feature of OFSAAI.
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Requirement | Sub-

Category

Web Server/ Oracle Linux | Oracle HTTP Server 11.1.1.7.1 or 11.1.1.9+/

Web / Red Hat Apache HTTP Server 2.2.x/ IBM HTTP Server 8.5.5

Application Enterprise L

Server Linux/ IBM 1 LBtI;/I WebSphere Application Server WebSphere 8.5.5.9+ (64
AIX !

1  Oracle WebLogic Server 12.1.3+ with jersey 1.18 (64 bit) /
Oracle WebLogic Server 12.2.x with jersey 2.25 (64 bit)

Oracle
Solaris The OIDF Application Pack Release v8.0.8.0.0 is compatible
with the WebLogic v12.2.x and does not support the WebLogic
v12.1.3. If the WebLogic version is 12.1.3, upgrade to the
WebLogic 12.2.x version.
1  Apache Tomcat 8.0.25+ (64 bit)
Note:
IBM WebSphere 8.5.x (Full Profile) on Java 8 is not available.
Note:

OFSAA Infrastructure web component deployment on Oracle WebLogic Server with
Oracle JRockit is not supported.

Big Data C!ou_dera 1 CDH Version 5.3.3
Distribution 1 Hadoop-2.5.0+cdh5.3.3+844
Hadoop )
5.3.3 1 Hive-0.13.1+cdh5.3.3+350
1 SqooplV 1.4.5+cdh5.3.3+67
1 Sqoop2V 1.99.4+cdh5.3.3+23
I  Oracle Loader For Hadoop (OLH) V 3.2
C!ou_dera 1 CDH Versioni5.4
Distribution 1 Hadoop-2.6.0+cdh5.4.4+597
Hadoop )
5.4.4 1 Hive V 1.1.0+cdh5.4.4+152
1 SqooplV 1.4.5+cdh5.4.4+101
1 Sqoop2V 1.99.5+cdh5.4.4+36
C!ou_dera T CDH Versioni5.8.4
Distribution 1 Hadoop-2.6.0+cdh5.8.4+1801
Hadoop .
5.84 1 Hive-1.1.0+cdh5.8.4+723
1 Sqoop-1.4.6+cdh5.8.4+100
1  Sqoop2-1.99.5+cdh5.8.4+42
Note: Ensure livy-0.4.0-incubating is installed and configured for spark
2. For more details, see the section Configuring Apache Livy Interface
in the chapter Post Installation Configuration.
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Requirement

Sub-
Category

Cloudera i CDH Version: 5.13.0 (9)
Distribution ;
Hive 1.1.0+
Hadoop 1 e 0
5.13.0
Cloudera Hive JDBC Connectors V 2.5.19 and Hive-on-Spark
Hive
Connector
Oracle R Oracle R Advanced Analytics for Hadoop (ORAAH) 2.6.0
Advanced
Analytics for
Hadoop
Hadoop T  Kerberos R release 1.6.1
Security
Protocol 1 Sentry1.4.0
Oracle Big Oracle Big Data SQL 3.1+. For more information, see Big Data.
Data SQL
Desktop Operating MS Windows 7/Windows 8/Windows 10
Requirements | System
Browser 1 MS Internet Explorer 11.x (Compatibility Mode)
1 Turn off Pop-up blocker settings. For more information, refer
Internet Explorer Settings.
1 Google Chrome 57.x
1 Mozilla Firefox 52.x
For Chrome and Firefox, turn off Pop-up blocker settings by choosing
"Always allow pop-ups for <URL>"
Office Tools 1 MS Office 2007/ 2010/ 2013/ 2016
 Adobe Acrobat Reader 10 or above
Screen 1024*768 or 1280*1024
Resolution
Other Directory OFSAAI is qualified on both OPEN LDAP 2.2.29+ and Oracle Internet
Software Services Directory v 11.1.1.3.0. However, it can be integrated with other

directory services software like MS Active Directory.
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Requirement | Sub-

Category

Note:

1  Configuration of Directory services software for OFSAAI installation is optional.
For more information on configuration, see Infrastructure LDAP Configuration.

1 Open LDAP needs to be installed on MS Windows Server machine.

* This indicates the latest version available at the time of the release. Any latest updates may be
applied.
3.3.2 Configurations Supported for Java 8

The following table shows the minimum hardware and software requirements for installing Oracle
Insurance Data Foundation Application Pack (Java 8) on each machine.

Requirement |Sub-Category

Operating Oracle Linux / Red 1 Red Hat Enterprise Linux or Oracle Linux Server release 6 Update 6 and above

System 'gg%Egjegﬁ)r ise Linux 1  Red Hat Enterprise Linux or Oracle Linux Server release 7 Update 1 and above
Oracle Solaris 1 Solaris 107 Install the required OS patches. For more information, see Installing
(SPARC) / Solaris the Required Oracle Solaris 10 Patches. Additionally, install the required runtime
X86-64 bit libraries. For more information, see Installing Only the Runtime Libraries on

Oracle Solaris 10.

I Solaris 117 Upgrade to Oracle Solaris 11.3 with SRUQ9 or higher. See
https://docs.oracle.com/cd/E60778 01/html/E60743/gouaw.html#scrolltoc to
upgrade to SRUOQ9 if you have a lower SRU version. Additionally, install the
required runtime libraries. For more information, see Installing Only the Runtime
Libraries on Oracle Solaris 11.

IBM AIX (POWERPC) 1 AIX6.1(TL 09 and above) - 64 bit
1 AIX7.1(TL 03 and above) - 64 bit

Shell KORN Shell (KSH)

Note: If the OS is IBM AIX 6.1 and the file size limit for the AIX user on the target server is too small, configure the size
parameter setting for "Large File Support". Follow these steps:

Change the file size limit for the user that initiates the transfer on the AIX system. To change the file size limit for a particular
user, add or edit the fsize attribute for the user in the /etc/security/limits file on the AlX system.

Change the file size limit to unlimited (fsize = -1) or to a size equal to the size of the file being transferred. This may require a
restart of the AlX server to pick up the new configuration. For more information refer IBM Support.

If the operating system is RHEL, install the package Isb_release using one of the following commands by logging in as root
user:
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Requirement |Sub-Category

1 yum install redhat-Isb-core
1 yum install redhat-Isb
Java Runtime (Oracle Linux / Red Oracle Java Runtime Environment (JRE) 1.8.x - 64 bit
Environment [Hat Enterprise Linux
Oracle Solaris
IBM AIX IBM AIX Runtime, Java Technology JRE 1.8.x - 64 bit
Oracle 1 Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.3.0 +) - 64 bit RAC/ Non- RAC with/
Database without partitioning option
gﬁ;‘:ﬁr and 1 O_racle Data_b_ase Servgr Enterprise Edition 119 Re_lease 2(11.2.0.4.0 +) - 64 bit RAC/Non-RAC with/
without partitioning option, Advanced Security Option**
1 Oracle Database Server Enterprise Edition 12¢ Release 1 (12.1.0.1.0 +)- 64 bit RAC/ Non- RAC with/
without partitioning option, Advanced Security Option**
**Note: See the fAddioninthe8D8 TedhdMatrx$ondetails.c t i
1 Oracle Client 11g Release 2 (11.2.0.3.0+) - 64 bit
1 Oracle Client 12c Release 1 (12.1.0.1.0+) - 64 bit
1 Oracle 11g Release 2 (11.2.0.3+) JDBC driver (Oracle thin driver)
1 Oracle 12C Release 1 (12.1.0.1+) JDBC driver (Oracle thin driver)
1  Oracle R Distribution (ORD) version 3.2.0/3.3.0 (Optional)
1  Oracle R Enterprise (Server) version 1.5 with ORD 3.2.0 and version 1.5.1 with ORD 3.3.0(Optional).
1  Oracle Database Server 12c Release 2 (12.2.0.1+) Enterprise Edition
91  Oracle Distribution of R version 3.1.1 (Optional)
Note:
Ensure that the following patches are applied: Oracle Server 12¢,v12.1.0.1 7 17082699 Oracle Server 12c,
v12.1.0.2 7 20698050
1 Oracle R Enterprise 1.5 and 1.5.1 requires Oracle Database Enterprise Edition / 11.2.0.4/
12.1.0.1/12.1.0.2/12.2.0.1.
ORD and ORE versions compatible along with Oracle DB version
Oracle R Oracle R Advanced Open source R or Oracle Database
Enterprise Analytics for Hadoop Oracle R Distribution Enterprise Edition
1 151 2.7.1 3.3.0 11.2.0.4,12.1.0.1,
12.1.0.2,12.2.0.1
2 [1.5.0 25.1,2.6.0,2.7.0 3.2.0 11.2.0.4,12.1.0.1,12.1.0.2
OLAP Note:
Oracle Hyperion Essbase is required only if you are using the OLAP feature of OFSAAI.
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Requirement |Sub-Category

Web Server/ |Oracle Linux/ Red Oracle HTTP Server 11.1.1.7.1 or 11.1.1.9+/

Web Hat Enterprise Linux/ | Apache HTTP Server 2.2.x/ IBM HTTP Server 8.5.5
ggf“gf‘“on IBM AIX 1  IBM WebSphere Application Server WebSphere 8.5.5.9+
v .
Oracle Solaris 1  Oracle Weblogic Server 12.1.3+ with jersey 1.18 (64 bit)/Oracle Weblogic Server

12.2.x with jersey 2.25 (64 bit)

The OIDF Application Pack Release v8.0.8.0.0 is compatible with the WebLogic
v12.2.x and does not support the WebLogic v12.1.3. If the WebLogic version is
12.1.3, upgrade to the WebLogic 12.2.x version.

1 Apache Tomcat 8.0.25+ (64 bit)
Note:
IBM WebSphere 8.5.x (Full Profile) on Java 8 is not available.

Note:
OFSAA Infrastructure web component deployment on Oracle WebLogic Server with Oracle JRockit is not
supported.
Big Data Cloudera Distribution | § CDH Version 5.3.3
Hadoop 5.3.3 1 Hadoop-2.5.0+cdh5.3.3+844
1 Hive-0.13.1+cdh5.3.3+350
1 SqooplV 1.4.5+cdh5.3.3+67
1 Sqoop2V 1.99.4+cdh5.3.3+23
1  Oracle Loader For Hadoop (OLH) V 3.2
Cloudera Distribution | § CDH Versioni 5.4
Hadoop 5.4.4 1 Hadoop-2.6.0+cdh5.4.4+597
Y Hive V 1.1.0+cdh5.4.4+152
1 SqooplV 1.4.5+cdh5.4.4+101
1 Sqoop2V 1.99.5+cdh5.4.4+36
Cloudera Distribution | § CDH Versioni 5.8.4
Hadoop 5.8.4 1 Hadoop-2.6.0+cdh5.8.4+1801
 Hive-1.1.0+cdh5.8.4+723
1 Sqoop-1.4.6+cdh5.8.4+100
1 Sqoop2-1.99.5+cdh5.8.4+42
Note: Ensure livy-0.4.0-incubating is installed and configured for spark 2. For more details,
see the section Configuring Apache Livy Interface in the chapter Post Installation
Configuration.
Cloudera Distribution | § CDH Version: 5.13.0 (9)
Hadoop 5.13.0 9 Hive-1.1.0+
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Requirement

Sub-Category

Cloudera Hive
Connector

Hive JDBC Connectors V 2.5.19 and Hive-on-Spark

Oracle R Advanced
IAnalytics for Hadoop

Oracle R Advanced Analytics for Hadoop (ORAAH) 2.6.0

Hadoop Security
Protocol

T Kerberos R release 1.6.1
1 Sentry-1.4.0

Oracle Big Data SQL

Oracle Big Data SQL 3.1+. For more information, see Big Data.

Desktop
Requirements

Operating System

MS Windows 7/Windows 8/Windows 10

Browser 1  MS Internet Explorer 11.x (Compatibility Mode)
1 Oracle Java plug-in 1.7.0+* (64-bit) / Oracle Java plug-in 1.8.0+ (64-bit)
1 Turn off Pop-up blocker settings. For more information, refer Internet Explorer
Settings.
1 Google Chrome 57.x
1 Mozilla Firefox 52.x
For Chrome and Firefox, Turn off Pop-up blocker settings by choosing "Always allow
pop-ups for <URL>"
Office Tools MS Office 2007/ 2010/ 2013/ 2016

Adobe Acrobat Reader 10 or above

Screen Resolution

1024*768 or 1280*1024

Other
Software

Directory Services

OFSAAI is qualified on both OPEN LDAP 2.2.29+ and Oracle Internet Directory v
11.1.1.3.0. However, it can be integrated with other directory services software like MS
Active Directory.

Note:

1  Configuration of Directory services software for OFSAAI installation is optional. For more information on
configuration, see Infrastructure LDAP Configuration.

1 Open LDAP needs to be installed on MS Windows Server machine only.

ORACLE INSURANCE DATA FOUNDATION INSTALLATION AND CONFIGURATION GUIDE RELEASE 8.0.8.0.0| 28


https://www.oracle.com/technetwork/topics/bigdata/downloads/index.html

NOTE To upgrade an existing OFSAA 8.0.x Java 7 instance to Java 8,
see Appendix Q.

To configure the Oracle Database 19c¢ Server and Client on a
new installation, see MOS Doc ID: 2691006.1.

The following table shows the minimum software requirements for running OIDF Applications Pack on
each machine.

Database Web Application Server Web Server
Oracle Linux 6.6 /7.1 Oracle Database Oracle WebLogic Server / Oracle HTTP Server /
IApache Tomcat Server IApache HTTP Server

Oracle Solaris 5.10/5.11 Oracle WebLogic Server / Oracle HTTP Server /

Oracle Database IApache Tomcat Server IApache HTTP Server

IBMAIX6.1/7.1 IBM WebSphere Application IBM HTTP Server /
Server / IApache HTTP Server

IApache Tomcat Server

Oracle Database

3.4 Verifying the System Environment

To verify your system environment meets the minimum requirements for the installation, a Pre-Install
Check utility is available within the Install Kit archive file. This utility can also be obtained separately by
contacting Oracle Support.

Though the system environment verification is an integral and automated part of the installation of this
software product, Oracle strongly recommends running this utility prior to beginning the installation as
part of your organizationds "Installation Readiness

NOTE For more details on download and usage of this utility, see Oracle
Financial Services Analytical Applications Infrastructure
Environment Check Utility Guide given in the Related Documents
section.

3.5 Understanding Installation Modes

You can install OIDF Applications Pack in Graphical User Interface (GUI) Mode. This mode launches
the product installation in a GUI mode. Users need to enter the required information on various panels
within the Ul. For more information on configuration required for GUI mode installation, see
Configuration for GUI Mode Installation.

This mode mandates updating the installation configuration files with required details and performs
installation in a "Silent" non-user interactive format.
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3.5.1 Preparing for Installation

This chapter provides necessary information to review before installing the OIDF Applications Pack
v8.0.8.0.0. This chapter includes the following topics:

1 Installer and Installation Prerequisites
1 Obtaining the Software

 Common Installation Activities

NOTE If you are installing an application pack on an environment, where
another application pack is already installed, you may sometimes
get a warning message such as "Object Already Exists". This
message can be ignored.

3.6 Installer and Installation Prerequisites

NOTE The user profile executing the installation must have the
permission on /tmp prior to installation.

Sufficient space must be available in /tmp , else the installation
will terminate, and logs are not generated.

Following table mentions the list of prerequisites required before beginning the installation for OIDF
application. The Installer/ Environment Check utility notifies you if any requirements are not met.

Requirement Sub-Category Expected Value

Environment Settings Java Settings PATH variable in .profile file must be set to include
the Java Runtime Environment absolute path. The path
should include java version (Java 7, or Java 8) based
on the configuration.

Note:

1  Ensure that the absolute path to JRE/bin is set at
the beginning of PATH variable.

1 For example,
PATH=/usr/javal/jrel.7/bin:3ORACLE
_HOME/bin:$PATH

1 JAVA_HOME variable must be set in .profile file,
pointing to the appropriate Java Runtime
Environment Path.

1 For example, export
JAVA_HOME=/ustr/jdk/instances/jdk1
6.0

1 Ensure that SYMBOLIC links to JAVA installation
are not set in the PATH variable.
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Requirement

Sub-Category

Oracle
Database
Settings

Expected Value

Oracle Database Server

1 TNS_ADMIN variable must be set in .profile file
pointing to appropriate thsnames.ora file.

1 Enable Transparent Data Encryption (TDE) and/
or Data Redaction**
** Note: For more information, see Appendix S:
Enabling TDE, Data Redaction and the
Corresponding Settings in OFSAA.
OFSAA Processing Server

1 ORACLE_HOME variable must be set in .profile
file pointing to appropriate Oracle Client
installation.

1 PATH variable in .profile file must be set to
include appropriate $ORACLE_HOME/binpath

1 Ensure that an entry (with SID/ SERVICE NAME)
is added in the tnsnames.ora file on the
OFSAA server.

Oracle
Essbase
Settings

ARBORPATH, ESSBASEPATH, HYPERION_HOME to
be set in the .profile file pointing to an appropriate
Oracle Essbase Client installation.

Note: These settings are required only if you want to
use Oracle Hyperion Essbase OLAP features.

Cloudera
Distribution
Hadoop
Settings

HADOOP_HOME variable must be set in .profile file
pointing to appropriate Hadoop library.

For example:
HADOOP_HOME=/scratch/cloudera/opt/clo
udera/parcels/CDH  -5.13.0 -
1.cdh5.13.0.p0.29/lib/Hadoop

OS/ File System Settings

File Descriptor
Settings

Greater than 15000

Note: The value specified here is the minimum value to
be set for the Installation process to go forward. For
other modules, this value may depend on the available
resources and the number of processes executed in
parallel.

Total Number

Greater than 4096

of Process Note: The value specified here is the minimum value to

Settings be set for the Installation process to go forward. For
other modules, this value may depend on the available
resources and the number of processes executed in
parallel.

Port Settings Default port numbers to be enabled on the system are
6500, 6501, 6505, 6507, 6509, 6510, 6666, 9999, and
10101.

.profile User to have 755 permission on the .profile file.

permissions
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Requirement

Sub-Category

Installation
Directory

Expected Value

1  Adirectory where the installation files will be

installed.

1  Assign 755 permission on this directory. For Big
Data installation, assign 775 permission on this
directory.

1  This directory needs to be set as FIC_HOME.

Staging Area/

1 Adirectory to hold the application metadata

Metadata artifacts and additionally act as staging area for

Rfepository flat files.

Directory 1  The directory should exist on the same system as
the OFSAA Installation. This directory can be
configured on different mount or under a different
user profile.

Assign 760 permission on this directory.

Download 1  Adirectory where the product installer files will be

Directory downloaded/ copied.

1 Assign 755 permission on this directory.
OS Locale 1 Linux: en_US.utf8
1 AIX:EN_US.UTF-8
1 Solaris: en_US.UTF-8
To check the locale installed, execute the following
command:
locale -a|grep -i'en_US.utf
Database Settings Database 1 NLS_CHARACTERSET to be AL32UTF8
gjttt?r?gse 1 NLS_LENGTH_SEMANTICS to be BYTE
1 OPEN CURSORS limit to be greater than 1000
Web Application Server WebSphere/ 1  Web Application Server should be installed and
WebLogic/ profile / domain created.
Tomcat

1  You will be prompted to enter the WebSphere
Profile path or WebLogic Domain path or Tomcat
Deployment path during OFSAAI installation.

Note:

Refer Appendix A for WebSphere Profile Creation and
WebLogic Domain Creation.

Web Server Apache HTTP This is an optional requirement.
Server/ HTTP Server Installation to be present.
Oracle HTTP You will be required to enter the Web Server IP/
Server/ Hostname and Port details during installation.
ISBM HTTP Note: See Appendix A for Web Server installation.

erver

Others Oracle R/ This is an optional requirement.
Oracle R See section Installing Oracle R distribution and Oracle
Enterprise R Enterprise (ORE) for more details.
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Requirement Sub-Category Expected Value

OFS AAAI 1 Download the OFSAAI Mandatory Patch
33663417.
ATTENTION: On the 10th of December 2021,
Oracle released Security Alert CVE-2021-44228
in response to the disclosure of a new
vulnerability affecting Apache Log4J prior to
version 2.15. The application of the 33663417
Mandatory Patch fixes the issue.
For details, see the My Oracle Support Doc ID
2827801.1.

1 Download the mandatory OFSAAI one-off patch
29952285 from My Oracle Support.

1 Download the mandatory OFSAAI one-off patch
30010232 from My Oracle Support.

OIDF DM/erwin | Download the OIDF Data Model patch 29888094 from
My Oracle Support.

For Big Data: To install OIDF Stage on Hive and Results on RDBMS,
OIDF Stage on | OIDF must be installed first.

Hive and
Results on
RDBMS

Ensure that the tablespace(s) used for the database user(s) is set to AUTOEXTEND ON.

3.7 Obtaining the Software

This release of OIDF Applications Pack 8.0.8.0.0 can be downloaded My Oracle Support.

See the following instructions to download this release of OFS OIDF Application Pack. You need to
have a valid Oracle account in order to download the software:

1 Login to My Oracle Support and search for 29888073 under the Patches & Updates tab.

1 Download the OIDF Application Pack v8.0.8.0.0 archive file and copy it to your OFSAA server in
Binary mode.

NOTE The archive files are different for every operating system like AlX,
Solaris, and RHEL/Oracle Linux.

3.8 Common Installation Tasks

The following are the common pre-installation activities that you need to carry out before installing the
OIDF application.

This section includes the following topics:

1 Identifying the Installation, Download and Metadata Repository Directories

1 Configuration for GUI Mode Installation

1 Downloading and Copying the Software
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3.8.1

3.8.2

3.8.3

1 Extracting the Software

1 Setting up the Web Application Server

Identifying the Installation, Download and Metadata Directories

To install OIDF Application Pack, create the following directories:

1 OIDF Download Directory (Optional): Create a download directory and copy the OIDF
Application Pack Installer File (Archive). This is the directory where the downloaded installer/
patches can be copied.

1 OFSAA Installation Directory (Mandatory): Create an installation directory. This is the
directory where the installer would install/ copy the product files. FIC_HOME variable to be set
in the .profile pointing to this OFSAA Installation Directory.

1 OFSAA Staging/ Metadata Repository Directory (Mandatory): Create a Staging/ Metadata
Repository Directory. This is the directory where you would be required to copy data loading
files, save data extracts etc. Additionally, this folder also maintains the OFSAA metadata
artifacts. This is commonlyrefer r ed as AFTPSHAREO.

1 OIDF Hive Directory (Mandatory for Big Data Installation): Create a directory for file system
stage area of Hive server. This is commonly
AHI VE_SERVER_FTPDRI VEO.

NOTE Ensure the user permission is set to 755 on the Installation
directory.
Ensure the user permission is set to 760 on the Staging directory.
For Big Data installation, ensure the user permission is setto 775
on the Installation Directory. Ensure the OFSAA Staging directory
is not set to the same path as the OFSAA. Installation directory
and is not a sub-folder inside the OFSAA Installation directory.

Configuration for GUI Mode Installation

To install this product in GUI mode, ensure that the below software and configurations are available:

1 Install and configure any PC X Server software such as Open Text Exceed (formerly
Hummingbird Exceed) on the user desktop system from which the installation is triggered.

1 Configure DISPLAY variable.

Ensure to set the DISPLAY variable (in user .profile) on the system on which the OFSAA Infrastructure
will be installed, to point to the user desktop system where the PC X Server software has been installed.

Syntax:
export DISPLAY = hostname:n

where hostname is the IP Address/ Host Name of the user desktop system and n is the sequence
number (usually 0).

For example, 10.11.12.13:0 or myhostname:0

Downloading and Copying the Software

To download can copy the OIDF Application Pack Installer, follow these steps:
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1 To download the OIDF Application Pack, login to https://support.oracle.com/ and search for
29888073 under the Patches & Updates tab.

1 Download the OFSAAI Mandatory Patch 33663417.

ATTENTION: On the 10th of December 2021, Oracle released Security Alert CVE-2021-44228
in response to the disclosure of a new vulnerability affecting Apache Log4J prior to version 2.15.
The application of the 33663417 Mandatory Patch fixes the issue.

For details, see the My Oracle Support Doc ID 2827801.1.

Ensure that you reapply the OFSAAI Mandatory Patch 33663417 whenever you Install or
Upgrade the Application, or whenever you apply an Incremental Patch.

1 Download the mandatory one-off patch 30010232 from http://support.oracle.com/.

Enter Oracle Insurance Data Foundation in the search box to search.

1 Download or copy the installer archive into the Download directory (in Binary mode) in the setup
identified for OIDF installation.

3.84 Extracting the Software

After obtaining the installer, copy the installer (in BINARY mode) to the system on which the OFSAA
Infrastructure components will be installed.

NOTE You must be logged in to the UNIX operating system as a non-
root user.

1. Download the unzip utility (OS specific) unzip_<os>.Z, and copy it in Binary mode to any directory
and include the directory in your PATH variable. If you already have the unzip utility to extract the
contents of the downloaded archive, skip to the next step.

2. Uncompress the unzip installer file using the command:

uncompress unzip_<o0s>.Z

NOTE In case you notice an error message "uncompress: not found [No
such file or directory]" when the package is not installed, contact
your UNIX administrator.

3. Assign 751 permission to the file using the command:
chmod 751 unzip_<os>
For example, chmod 751 unzip_sparc

4. Extract the contents of the OIDF Application Pack 8.0.8.0.0 to Download Directory with the
following command:

unzip OFS_OIDF_PACK.zip

NOTE Do not rename the Application Pack installer folder name on
extraction from the archive.
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5. Extract and apply the patch 30010232. See the Readme available with the patch for further
instructions on installing the patch.

6. Navigate to the Download Directory and Assign 755 permission to the installer folder with the
following command:

chmod 1R 755 OFS_OIDF_PACK

3.85 Setting up the Web Application Server

For setting up the environment based on your selected Web Application Server, see Appendix A for
more information.
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4

4.1

4.2

4.2.1

Installing Oracle Insurance Data Foundation
Applications Pack

Follow the instructions in this chapter to install the OIDF Applications Pack depending on the mode of
installation.

This chapter includes the following topics:

Schema Creator Utility

Configuring and Executing the Schema Creator Utility

Running the OIDF Applications Pack Installer

1
1
f
il

Verifying the Installation

About Schema Creator Utility

Creating database users/schemas (RDBMS/HIVE) is one of the primary steps in the complete OFS
AAAI installation process. Schema Creator utility facilitates you to quickly get started with the installation
by creating Database User(s)/Schema(s) (RDBMS/HIVE), assigning the necessary GRANT(S), creating
the required entities in the schemas and so on. Additionally, it also creates the required database
objects in these schemas.

The schema creator utility needs to be configured and executed mandatorily every time prior to
installation of any OFSAA Application Pack.

Configuring Schema Creator Utility

Configuring Schema Creator Utility for RDBMS Installation

Pack specific schema details need to be filled in the OFS_OIDF_SCHEMA_IN.xml file before executing
the Schema Creator Utility. For more information on the xml file, refer Configuring
OFS_OIDF_SCHEMA_IN.xml File.

The following are the types of schemas that can be configured in the OFSAA:

1 CONFIG T Denotes the unique OFSAA setup configuration schema. It contains entities and
other objects required for OFSAA setup information.

I NOTE There can be only one CONFIG schema per OFSAA instance.

1 ATOMIC T Denotes the schema that contains the data model entities. One ATOMIC schema is
attached to one Information Domain.

NOTE There can be multiple ATOMIC schemas per OFSAA Instance,
and an Information Domain can have only one ATOMIC schema.
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4.2.2 Configuring Schema Creator Utility for HDFS Schema

For installation on Big Data, the pack specific schema details must be filled in the
OFS_OIDF_SCHEMA_BIGDATA_IN.xml file, before executing the utility. For more information on the
xml file, see Configuring OFS _OIDF_SCHEMA BIGDATA IN.xml file.

The following are the types of schemas that can be configured:

1 CONFIG: This schema holds the entities and other objects required for OFSAA setup
configuration information.

NOTE There can be only one CONFIG schema per OFSAA instance.
This schema is created only in RDBMS.

1 METADOM: This schema holds the data model entities. One METADOM schema is attached to
one Information Domain.

NOTE There can be multiple DATADOM schemas per OFSAA Instance.
This schema is created only in RDBMS. It has only platform
entities that hold the metadata details. However, it does not hold
the data model entities.

1 DATADOM: This schema holds data model entities. One DATADOM schema is attached to one
Information Domain.

I NOTE There can be multiple DATADOM schemas per OFSAA Instance.

4.3 Selecting Execution Modes in Schema Creator Utility

4.3.1 Execution Modes in Schema Creator Utility

The Schema Configuration Utility supports the following modes of execution:

1 Online Mode: In the Online mode, the utility connects to the database and executes the DDLs
for Users, Objects and Grants. If you have the SYSDBA privileges you can execute the Schema
Creator Utility in Online mode and thereby create the Users, Objects, and Grants during the
execution process.

NOTE To execute the utility in Online mode, you must connect as
A<User> AS SYSDBAO.

1 Offline Mode: In the Offline mode, the utility generates SQL script with all the required DDLs for
User, Objects and Grants. This script must be executed by the DBA on the appropriate
database identified for OFSAA usage. If you do not have the SYSDBA privileges, you can
execute the Schema Creator Utility in Offline mode and generate the script file that contains the
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4.3.2

Schemas, Objects, and Grants information. Subsequently, a SYSDBA user can execute the
script file manually.

NOTE 1. Connect as any database user.

2. Reconfigure the file OFS_OIDF_SCHEMA_IN.xml /
OFS_OIDF_SCHEMA_BIGDATA_IN.xml (as the case may
be) and execute the utility. For more information on
reconfiguring these files, see Configuring
OFS_OIDF_SCHEMA_IN.xml File for RDBMS, and for Big
Data, Configuring OFS_OIDF_SCHEMA_BIGDATA_IN.xml
file for Stage and Results on Hive and Configuring
OFS_OIDF_SCHEMA_BIGDATA_IN.xml.HYBRID file for
Stage on Hive and Results on RDBMS. To execute the utility
in Offline mode, you need to connect as any user with below
grants:

3. (Alternatively, you can also connect as a user with SYSDBA

privileges):

SELECT ON DBA_ROLES

SELECT ON DBA_USERS

SELECT ON DBA_DIRECTORIES

SELECT ON DBA_TABLESPACES

CREATE SESSION
If there are any errors during the script execution,
reconfigure the OFS_OIDF_SCHEMA_IN.xml /
OFS_OIDF_SCHEMA_BIGDATA_IN.xml file and execute
the utility. This regenerates the scripts with corrected
information. For more information, see Configuring
OFS_OIDF_SCHEMA_IN.xml File for RDBMS, and for Big
Data, Configuring OFS_OIDF_SCHEMA_BIGDATA_IN.xml
file for Stage and Results on Hive and Configuring
OFS_OIDF_SCHEMA_BIGDATA_IN.xml.HYBRID file for
Stage on Hive and Results on RDBMS.

4. Do not modify the OFS_OIDF_SCHEMA_OUT.XML file
generated after the execution of this utility.

Execution Options in Schema Creator Utility

Depending on the option selected to run the OIDF Applications Pack Installer, you need to select the
schema creator utility execution option. If you try to run the OIDF Applications Pack installer in SILENT
mode, it is mandatory to execute the schema creator utility with 7 s option.

NOTE If the schema creator utility is executed without the option 7 s, it is
mandatory to run the OIDF Applications Pack Installer in GUI
mode.
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4.4 Configuring and Executing the Schema Creator Utility
Schema Creator Utility is used to create the schema in the database.
This section includes the following topics:

Prerequisites
Configuring the Schema Creator Utility

Executing the Schema Creator Utility

f
1
il
f

Verifying the Log File

4.4.1 Prerequisites

The following prerequisites must be satisfied before configuring the Schema Creator Utility:
1 Oracle User ID/ Password with SYSDBA privileges.
1 JDBC Connection URL for RAC/ Non RAC database.
T HOSTNAME/IP of the server on which OFSAA is getting installed.
l

For enabling Transparent Data Encryption (TDE) in your OFSAA instance during installation,
perform the steps explained in the Appendix S.

Optionally, for Big Data installation, the prerequisites you must have before configuring the Schema
Creator Utility are:

1 HIVE connection credentials (For example: Kerberos connection properties).

1 Hostname/IP of the HIVE Server installation.

4.4.2 Configuring to Run the Schema Creator Utility

This section explains the steps to configure and run the Schema Creator Utility.
To configure the Schema Creator Utility, follow these steps:
1. Login to the system as non-root user.
2. Navigate to the following path: OFS_OIDF_PACK/schema_creator/conf
3. Under the above directory you will find the following files:
A OFS_OIDF_SCHEMA BIGDATA_IN.xml.template
A OFS_OIDF_SCHEMA_IN.xml
A OFS_OIDF_SCHEMA_BIGDATA_IN.xml.HYBRID.template
A OFS_OIDF_CFG.dat.template
A OFS_OIDF_APP_CFG.dat
A App_Pack _Bigdata_Schema_Creator.xsd
A App_Pack_Schema_Creator.xsd
4. If OIDF is being installed in Big Data infodom, below file is renamed:
OFS_OIDF_SCHEMA_IN.xml

5. Editthe OFS_OIDF_SCHEMA_IN.xml/OFS_OIDF_SCHEMA_BIGDATA_IN.xml file in a text
editor.
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6. Configure the elements as described in the section Configuring OFS OIDF _SCHEMA IN.XML

file for RDBMS, and for Big Data, Configuring OFS OIDF _SCHEMA BIGDATA IN.xml file for
Stage and Results on Hive and Configuring OFS OIDF_SCHEMA BIGDATA IN.xmIl.HYBRID
file for Stage on Hive and Results on RDBMS. For example, to create schemas only in RDBMS,
populate the OFS_OIDF_SCHEMA_IN.xml file.

Save the OFS_OIDF_SCHEMA_IN.xml/OFS_OIDF_SCHEMA_BIGDATA_IN.xml file.

Navigate to BIN folder, provide execute permissions to file osc.sh and run the schema creator
utility.

NOTE On successful execution of the utility, the entered passwords in
the OFS_OIDF_SCHEMA_IN.xml file are nullified.

Executing the Schema Creator Utility

This section includes the following topics:

=A =4 =4 -4 =4

Executing the Schema Creator Utility in Online Mode

Executing the Schema Creator Utility in Offline Mode

Executing the Schema Creator Utility with 1 s option

Executing the Schema Creator Utility while Installing Subsequent Application Pack

Verifying the Log File

NOTE If you intend to use Oracle OLAP feature, execute the below
grant on all ATOMIC schema(s) @ grant olap_user to
&database username

Executing the Schema Creator Utility in Online Mode

In Online Mode, the Schema Creator Utility will create all the Schemas, Schema Objects, Tablespaces,
Grants, and Roles in the database during the execution process.

To execute the schema creator utility in Online Mode, follow these steps:
1.
2.
3.

Log in to the system as non-root user.

Navigate to the following folder path: OFS_OIDF_PACK/schema_creator/bin/
Execute the following command.

Josc.sh

The following message is displayed: You have chosen ONLINE mode. Triggering the utility in
ONLINE mode will execute the DDLs directly on the Database. Do you wish to proceed? (Y/y or
N/n).

Enter Y/y to proceed.

Enter the DB User Name with SYSDBA Privileges.
For example: SYS as SYSDBA.

Enter the User Password.
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The console runs the initial validation checks and then displays the following message: You have
chosen to install this Application Pack on <Name of the Atomic Schema>ATOMIC schema. Do

you want to proceed? (Y/N). You have chosen to install this Application Pack on <Name of the
Infodom>. Do you want to proceed? (Y/N).

Enter Y/y to start the schema creation or enter N/n if you want to quit executing the schema
creation.
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10.

On successful execution of schema creator utility, the console displays the following status
message:

Schema Creator executed successfully. Please proceed with the installation.

NOTE If schema creation is successful, the console displays the
following status message: Schema Creator executed
successfully. Please proceed with the installation. Subsequently,
an OFS_OIDF_SCHEMA_OUTPUT.xmik generated under
<OFS_OIDF_Pack>/schema_creator/

Refer log file in OFS_OIDF_PACK/schema_creator/logs
directory for execution status. In case of any errors, contact
Oracle Support.

Executing the Schema Creator Utility in Offline Mode

In Offline Mode, the Schema Creator Utility will create an output in SQL file format. This script has to be
executed manually by logging into the database as any user with SYSDBA privileges. The SQL file will
contain the scripts for creation of Schemas, Schema Objects, Tablespaces, Grants, and Roles.

Prerequisites

f

=A =4 =4 -4 =

To execute the utility in Offline mode, you need to connect as any user with below grants
(alternatively, you can also connect as a user with SYSDBA privileges):

SELECT ON DBA_ROLES
SELECT ON DBA_USERS
SELECT ON DBA_DIRECTORIES
SELECT ON DBA_TABLESPACES
CREATE SESSION
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NOTE Explicit Grants to the user are required. Grants assigned through
Roles are not supported.

To execute the schema creator utility in the Offline mode, follow these steps:
1. Log in to the system as non-root user.
2. Navigate to the following path: OFS_OIDF_PACK/schema_creator/bin directory.
3. Execute the osc.sh file using the following command:
Josc.sh o

4. The following message is displayed:
You have chosen OFFLINE mode. Triggering the utility in OFFLINE mode will generate the script.
Do you wish to proceed? (Y/y or N/n).

5. Enter Yl/y to proceed.
6. Enter the DB Username with SELECT privileges.

7. Enter the User Password.

8. The console runs the initial validation checks and displays the following message:

You have chosen to install this Application Pack on <Name of the Atomic Schema>ATOMIC
schema. Do you want to proceed? (Y/N).

10. Enter Yl/y to start the script generation. The following message is displayed:

You have chosen to install this Application Pack on <Name of the Infodom>. Do you want to
proceed? (Y/N).

11. Enter Yl/y to start the script generation. Or

12. Enter N/n if you want to quit the script generation.
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NOTE On successful execution of schema creator utility, the console displays
the following status message:
Schema Creator executed successfully. Please execute
OFS_OIDF_Pack/schema_creator/sysdba_output_scripts.sql
file before proceeding with the installation.

13. Navigate to the directory: OFS_OIDF_Pack/schema_creator
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14. Login to SQLPLUS with a user having SYSDBA Privileges.

15. Connect to the Oracle DB Server on which the OFSAA Application Pack installation is to be
performed and and execute the sysdba_output_scripts.sql file under
OFS_OIDF_Pack/s chema_creator using the following command:

SQL>@sysdba_output_scripts.sql

16. Alternatively, you can copy the sysdba_output_scripts.sql file and SQLScripts folder to
a remote server and execute sysdba_output_scripts.sql file, after providing appropriate
execute permissions.

17. The schema creator utility is executed successfully.

18. (This step is optional and applicable only for HDFS installation.) Connect to the HDFS repository
using a HUE Browser. Log in to the Hue Browser with System Administrator privileges. Execute
the script mentioned under hive_output_scripts.sql (omitting the slash (06/
Query Editor. For example, the query can be as follows:

CREATE SCHEMA IF NOT EXIST <<HIVE SCHEMA NAME>>

NOTE Refer log sysdba_output_scripts.log file for execution
status. In case of any errors, contact Oracle Support. This log
would be empty if there are no errors in the execution.

4.4.3.3 Executing the Schema Creator Utility with 7s Option

If you want to run the OIDF Applications Pack Installer in SILENT mode, it is mandatory to execute the
schema creator utility with ' s option.

To execute the utility with 7 s option, follow these steps:

1. Editthe file OFS_OIDF_PACK/schema_creator/conf/OFS_OIDF_SCHEMA_IN.xml file in
text editor.

2. Execute the utility with 7 s option.

For example: ./osc.sh is

NOTE If the utility is executed without the T s option, it is mandatory to
launch the OIDF Applications Pack Installer in GUI mode.
To execute the utility in OFFLINE mode with SILENT option, type
loscsh 7o is

3. Make a TNS entry for the new users created. For details, see Adding TNS Entries in the
TNSNAMES.ORA File section.

4.4.3.4 Executing the Schema Creator Utility for Subsequent Application Pack

While executing the schema creator utility for subsequent Application Pack, you can choose to install
the pack either on the same Information Domain/Atomic Schema or on a new Information
Domain/Atomic Schema. You can execute the Schema Creator Utility either in Online or Offline Mode.

To execute the schema creator utility while creating the schemas for subsequent application pack,
follow these steps:
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NOTE Ensure to use the same config schema user name as the
previous Application Pack.

1. Navigate to the following folder path: <OFS_OIDF_Pack>/s chema_creator/bin/
2. Execute the .Josc.sh file.
3. Enter the DB Username with SYSDBA Privileges. Run this command:
sys as sysdba
4. Enter the User Password.

The console identifies the Application Packs that are already installed on the current OFSAA
setup and then displays the following:

You have selected to install this Application Pack on <> ATOMIC schema.
To proceed enter (Y/y). To change the selection, enter (N/n). Do you want to proceed? (Y/N)

Enter Yl/y to start the schema creation.

© ® N o

For Big Data installation, Stage and Results on Hive:

You have chosen to install this Application Pack
Do you want to proceed? (Y/N)

Enter Yy to begin.

10. If you enter N/n, the list of Atomic Users is displayed.

11. You can select the Atomic User, on which you want to install the Application Pack.

12. Make a TNS entry for the new users created. For details, see Adding TNS Entries in the
TNSNAMES.ORA File section.

13. If schema creation is successful, the console displays the following status message: Success.
Please proceed with the installation.
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4.5

NOTE

Refer log file in OFS_OIDF_PACK/schema_creator/logs folder for
execution status.

Refer log sysdba_output_scripts.log file for execution status, if
executed in offline mode. This log would be empty if there are no
errors in the execution.

In case of any errors, contact Oracle Support.

Verifying the Log File

2

+

ofss222582.in.oracle.com - PuTTY EI@

If schema creation is successful, the console would display an appropriate message. If the schema
creation runs into errors, do refer the log file:

<<OFSOIDF Installer folder>>/<<OFS_OIDF_PACK>>/schema_creator/logs/

<<OFS_OIDF>>_0OSC_<timestamp>.log for further detalils.

You may contact Oracle Support anytime for assistance..

Creating Database Directories for QMR Functionalities

Note: This section is applicable only for RDBMS mode of OIDF installation.

For getting the QMR functionalities in OIDF Media Pack, we need to create two database directories
using SYSDBA of Database which is pointing to a physical location inside the server where database is
installed. The following are the two steps for creating these directories: Creating Physical Directories in
Server, Creating the directories in Database. The Grants to Access the Directories from Atomic Schema
will be provided by Schema Creator Utility.

For example:

1 Creating Physical Directories Login to the server Database Server where the Database has
been installed as Oracle sudo user and create two physical directories namely gmr_extracts
and gmr_upload.

gmr_upload Folder: /scratch/oracle/gmr_upload
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4.6

4.6.1

gmr_extracts Folder: /scratch/oracle/gmr_extracts

91 Creating Directories from SYSDBA

a. Login to Database as SYSDBA user and execute the following scripts.

b. Create or replace directory DIR_QMR_UPLOAD_FILES as'/scratch/oracle/gmr_upload';
create or replace directory QMR_EXTRACTS as '/scratch/oracle/gmr_extracts';

The location (for example: '/scratch/oracle/gmr_extracts' ) should be the physical
location which the user has created during Physical Directories creation.

Installing the OIDF Applications Pack

OIDF Applications Pack installation supports two modes of installation:
9 Installing in SILENT Mode

Installing in SILENT Mode

In the SILENT Mode Installation, you must configure the product XML files and follow instructions in the

command prompt.

To install OFS OIDF Pack in SILENT mode, follow these steps:

NOTE For Schema Creator Utility steps, see Executing the Schema
Creator Utility.

Log in to the system as non-root user.
Identify a directory for installation and set the same in the user .profile file as below:

FIC_HOME=<OFSAA Installation Directory>
export FIC_HOME

Execute the user .profile file using this command in user home directory:
. .I.profile

For Big Data installation, give access permission using this command:
chmod - R 775 ftpshare ftpshareh OIDF808 li bs

Create a folder kit/<release_number> in user home.

For example: /scratch/ofsaa/kit/80 8

For Big Data installation, place the installer zip folder in the above mentioned path and extract
using this command:

unzip -a OFS_OIDF_PACK.zip

I NOTE Delete file if you have space issue.

For Big Data installation, ensure that ofsaa - hive - udf.jar file is present in HiveAuxDir , and

spark2 lib in CDH installed server. If it is a cluster, then each node must consist of the file in
these locations:

ORACLE INSURANCE DATA FOUNDATION INSTALLATION AND CONFIGURATION GUIDE RELEASE 8.0.8.0.0 | 49



10.

11.

12.

13.

A Iscratch/ofsaa/kit/80 8/OFS_OIDF_PACK/OFS_AAAI_PACK/fichome/utility/D
MT/UDF/lib/ofsaa - hive - udf.jar

A spark2 lib

Navigate to OFS_OIDF_PACKdirectory.
Edit the OFS_OIDF_PACK/conf/OFS_OIDF_PACK.xml file to enable the product licenses.

NOTE Ensure to enter Yes in ENABLE tag for OFS_AAI/APP_ID to
install OFS OIDF applications.
See Configuring OFS OIDE_PACK.XML File for details on
configuring this XML file.
Edit the OFS_OIDF_PACK/OFS_AAl/conf/lOFSAAI_InstallConfig.xml file to set the

appropriate infrastructure installation attribute values.

NOTE

See Configuring OFSAAI InstallConfig.xml File for details on
configuring this XML file.

If you are performing installation on Big Data infodom, then navigate to the path
<INSTALLER_DIR>/OFS_OIDF_PACK/OFS_OIDF/conf and perform these steps:

a. For Stage and Results on Hive:

i. Rename default.properties to default.properties_ RDBMS.template

ii. Rename defa ult.properties.BIGDATA.template to default.properties

b. For Stage on Hive and Results on RDBMS:

i Rename default.properties to default.properties_ RDBMS.template

ii. Rename default.properties_Hybrid.template to default.properties

Execute the schema creator utility.

NOTE

This step is mandatory and must be executed before every
OFSAA Application Pack installation.

Ensure to execute with - s option in Online/ Offline Mode.

For more information, see Executing the Schema Creator Utility.

In the installer folder <INSTALLER_DIR>/OFS_OIDF_PACK/OFS_OIDF/conf:

A When performing installation for RDBMS, create a copy of the Silent.template file and
rename it to Silent.props.

A When performing installation for Big Data (Stage and Results on Hive), rename
Silent.BIGDATA.template to Silent.props.

A When performing installation for Big Data (Stage on Hive and Results on RDBMS), rename
Silent_Hybrid.template to Silent.props.
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14. Edit the file Silent.props and specify the parameters as per the requirements. SILENT installation
is achieved via a properties file (Silent.props) that must be updated with proper values, before
attempting to install, using the silent mode.

A When performing fresh OIDF installation, enter values for parameters in the Silent.template
file. For detailed information, see Silent.template in the Appendix: Configuring
SILENT .template file.

A When performing installation for Big Data (Stage and Results on Hive), enter values for
parameters in the Silent.BIGDATA.template file. For detailed information, see
Silent.BIGDATA.template for Stage and Results on Hive in the Appendix D.

A When performing installation for Big Data (Stage on Hive and Results on RDBMS), enter
values for parameters in the Silent_Hybrid.template file. For detailed information, see
Silent_Hybrid.template Stage on Hive and Results on RDBMS in the Appendix D.

15. When performing installation for Big Data (Stage on Hive and Results on RDBMS), rename Data
Models:

a. Rename OFS_OIDF_Datamodel.xml to OFS_OIDF_Datamodel.xml.RDBMS.template

b. Rename OFS_OIDF_Datamodel.xml.template to OFS_OIDF_Datamodel.xml

c. Rename OFS_OIDFHV_Datamodel.xml.template to OFS_OIDFHV_Datamodel.xml
Installation:

16. Give a path for installation log file in log4j.xml in OFS_OIDF_PACK/OFS_OIDF/conf
directory.

17. Navigate to the following directory:
OFS_OIDF_Pack/bin/

18. Execute the following command in the console to execute the application pack installer with Silent
option:

Jsetup.sh SILENT

The installer proceeds with Pre-Installation Checks.

19. On successful completion of Pre-Installation checks, when prompted enter the Infrastructure
FTP/SFTP password.

Console Prompts User Inputs
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Enter Infrastructure | Enter the password to access Product Staging/Metadata
FTP/SFTP password repository directory in the application server.

Note: In case the prompt reads as below, enter the user name/
password for accessing the product Staging/ Metadata Repository
FTPSHARE

20. Enter the Hive Server SFTP/FTP password value, when prompted at the command prompt
(Follow this step when performing installation for Big Data).

Console Prompts User Inputs

Please enter Hive Server | Enter the password to access the HIVE Server.

SFTP/FTP password Note: This information is required if you have opted for Big Data
installation. Enter the Hive Server FTP/SFTP Password.

21. Enter Always when prompted to add host key fingerprint.
The OFSAAI License Agreement is displayed.
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22. Enter Yly to accept the License Agreement and proceed.

NOTE The installation process continues on the console. Do not close
the console until the installation process is complete

23. The OFS AAI platform is installed.

NOTE After the platform is installed, it proceeds for the OFS OIDF
PACK installation. After successful OFS OIDF Pack installation,
WAR file is generated and all the servers are verified.

24. The OFS OIDF Pack installation starts.

ORACLE INSURANCE DATA FOUNDATION INSTALLATION AND CONFIGURATION GUIDE RELEASE 8.0.8.0.0| 53



NOTE Data Model Upload may take several hours to get complete. You
can check the Logs in /OFS_OIDF_PACK/OFS_OIDF/logs

NOTE Do not close the console until the installation is complete.
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25. The following message is displayed in the console:
I nstallation completed®é

26. To verify if the release is applied successfully, check the log files mentioned in the section
Verifying the Log File.

27. For Big Data installation process:

During both Big Data installation processes: For Big Data SQL to refresh the data, ensure to
truncate Stage tables during the second time and onwards, and then load the data. Truncation is
not required during the first time.

A For Stage and Results on Hive:
i Create a directory under user home and place the below mentioned files.

Or else, place the shell script (load - csv - hdfs - run.sh ) file in Seeded_data and
run it. Ensure to provide 775 permission to the shell script.

1 Location of the seeded CSV files is:
FICHOME/scripts_ OFS_OIDF/atomic/insert/hive/

%  Location of the shell script file load - csv - hdfs - run.sh is:
ficdb/bin
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ii. To load seeded data, run this command:
Jload - csv - hdfs -run.sh <HDFS_TEMP_DIR> <HIVE_SCHEMA_NAME>
For example:
Jload - csv - hdfs -ru n.sh /user/ofsaa/load datadom808

NOTE HDFS_TEMP_DIR is not the Hive warehouse directory. Also,
ensure that the path is not Hive Metastore directory.

The script requires two parameters. They are:

HDFS_TEMP_DIR

HIVE DATABASE NAME

HDFS_TEMP_DIR T /user/<Cloudera hive user name>/<Any_Name>
For Stage on Hive and Results on RDBMS:

Grant the BIGDATA_SQL user privilege to all the schemas.

For example:

grant BDSQL_USER to <CONFIG SCHEMA>;

grant BDSQL_USER to <ATOMIC SCHEMA1>;

grant BDSQL_USER to <ATOMIC SCHEMA2>;

grant all privileges to <ATOMIC SCHEMA1>;

In $FIC_HOMHficdb/bin , execute the file externaltablecreator_OIDF.sh
with these arguments:

$userld = SYSADMN

$infodom = RDBMS_INFODOM

$dbAlias= RDBMS_INFODOM Metadom alias
$hiveSchema = Hive Schema Name

$directory = Warehouse Directory(with double quotes)
$user_conn ection_url = metadomUID/password@SID
For example:

Jexternaltablecreator_OIDF.sh SYSADMN OIDFINFO META
bszbdsdatadom " \"ORA_BIGDATA CL _cluster \"" <ATOMIC
SCHEMA1>/password123@OFSAA

NOTE For more information about External Tables, see the section
Verifying Oraclebds. External Ta

NOTE When creating external table, Hive Schema Name must be in
lowercase.
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4.6.2

28.

29.

30.

31.
32.

33.

Install the mandatory OFSAAAI one-off patch 29952285. Refer to the Readme available with the
patch for further instructions on installing the patch.

Install the mandatory OFSAAI Mandatory Patch 33663417. Refer to the Readme available with
the patch for further instructions on installing the patch.

ATTENTION: On the 10th of December 2021, Oracle released Security Alert CVE-2021-44228 in
response to the disclosure of a new vulnerability affecting Apache Log4J prior to version 2.15.
The application of the 33663417 Mandatory Patch fixes the issue.

For details, see the My Oracle Support Doc ID 2827801.1.

Ensure that you reapply the OFSAAI Mandatory Patch 33663417 whenever you Install or
Upgrade the Application, or whenever you apply an Incremental Patch.

DMT migration utility is executed during installation of OIDF Application Pack, to migrate the DMT
metadata (PLC/Data Source/Data Mapping/Data File Mapping) to be persisted in tables instead
of XML. You may be required to re-run DMT Migration Utility in some scenarios. To identify
whether to run the utility, how to run the utility, and how to handle migration issues, see OFSAA
DMT Metadata Migration Guide.

NOTE Execute the DMT Migration Utility to manually migrate the DMT
metadata of the Applications which are not upgraded to 8.0.8.0.0.

Perform the steps mentioned in Post Installation Configuration section.

To enable Transparent Data Encryption (TDE), see Configuring TDE during OIDF Installation
Using Full Installer section in Appendix S.

To enable Data Redaction, see Data Redaction section under Data Security and Data Privacy
chapter in OFS Analytical Applications Infrastructure Administration Guide 8.0.8.0.0.

Verifying the Log File

The log files OFS_OIDF _installation.log can be found in the installation path
<OFSOIDF Installer Folder>/OFS_OIDF_PACK/OFS_OIDF/logs and
OFSAAlInfrastructure_Install.log can be found in the installation path $FIC_HOME The log

files contain detailed summary of installation processes. It also shows the number of Fatal Errors,
Errors, Debug Statements, Information, and Warnings.

NOTE Applications Pack installer performs all the pre-requisite
validation checks during installation. Any errors encountered
during the process are displayed in
InfrastructurePreValidations.log generated in
<OFS_OIDF_PACK Installer Folder>/bin directory.

Three log files:

1 Application Pack specific log file (overall status of the app pack installation) can be found in:

<OFSOIDF Installer Folder>/OFS_OIDF_PACK/logs/Pack_install.log.
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1 AAl Installation log file can be found in:
<OFSOIDF Installer folder>/OFS_OIDF_ PACK/OFS_AAl/logs/
OFSAAl<timestamp>.log

1 Application installation log file. The following log file can be found in:

A <OFSOIDF Installer Folder>/OFS_OIDF_PACK/OFS_OIDF/logs

A OFS_OIDF_Installation_debug.log
A OFS_OIDF_installation.log

4.7 Verifying the Installation

This section explains the steps to verify the installation of OIDF Application Pack.
To verify that you have successfully installed the OIDF pack, follow the below steps:

1. Login in to the Atomic Schema. Verify that all the database objects like view, procedure, and
functions are compiled without any compilation error.

2. Verify the application log (must not have any error).

3. Deploy the EAR/WAR files and check whether the application screen is up. For deployment of the
application, see Appendix C.
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5

Upgrading the OIDF Application Pack

NOTE To upgrade from version prior to OIDF 802 to OIDF 808, first
upgrade the existing OIDF version to OIDF 802, and then
upgrade that OIDF 802 to OIDF 808.

NOTE The user profile executing the installation must have the

permission on /tmp prior to installation.

NOTE Sufficient space must be available in /tmp prior to installation,
else the installation will terminate, and logs are not generated.

Refer to the following instructions to download, extract, install, and configure this release.

1.

To download and copy the OIDF Application Pack v8.0.8.0.0 archive file, see Downloading and
Copying the OIDF Applications Pack Installer section.

The archive files are different for every operating system like AlX, Solaris, and RHEL/Oracle
Linux.

Log in to the OFSAA Server.

Shut down all the OFSAAI Services. For more information, refer to the Start/Stop Infrastructure
Services section in Appendix E.

Execute the following command:
chmod - R 755 $FIC_HOME

If you have Unzip utility, skip to the next step. Download the Unzip utility (OS specific) and copy it
in Binary mode to the directory that is included in your PATH variable, typically $HOME path or
directory in which you have copied the 8.0.8.0.0 installer.

A Uncompress the unzip installer file using the command:

uncompress unzip_<os>.Z

NOTE In case you notice an error message uncompress: not found [No such file
or directory] o when the package i
administrator.

A Give EXECUTE permission to the file using the command:
chmod 755 OFS_OIDF_80 800_<OperatingSystem>.zip

Extract the contents of the Oracle Insurance Data Foundation Application Pack 8.0.8.0.0 installer
archive file using the following command:

unzip_<os> <name of the file to be unzipped>

Give EXECUTE permission to the archive file. Navigate to the path OFS_OIDF_
80800_<OperatingSystem>.zip and execute the command:
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chmod - R 755 OFS_OIDF_PACK

8. Inthe installer folder OFS_OIDF_PACK/OFS_OIDF/conf , create a copy of the SILENT file, and
rename it to Silent.props

9. Edit the file Silent.props and specify the parameters as per the requirements. SILENT
installation is achieved via a properties file (Silent.props ) which must be updated with proper
values. For details, see Silent_upgrade_from_806.template in the Appendix: Configuring
SILENT .template file.

10. Execute setup.sh file using the following command:
Jsetup.sh SILENT

11. To verify if the release is applied successfully, check the log files mentioned in the section
Verifying the Log File.

You can ignore ORA-00001, ORA-00955, ORA-02260, and ORA-01430 errors in the log file. In
case of any other errors, contact Oracle Support.

NOTE OFS_OIDF_80800 upgrade does not support GUI mode installation.
OFS_BFND_81000 upgrade does not support the GUI mode installation.

If any applications are installed on top of OFS AAAI Application Pack
8.1.0.0.0 version, execute the update_dq_batches_optional_params.sq|l
script, which is available in $FIC_HOME/Post_AAI_Migration folder, after
the installation of the applications.

12. For more information on securing your OFSAA Infrastructure, refer to the OFSAA Security Guide
in OHC Documentation Library.

13. After successful installation, follow these steps:

Clear the application cache. Navigate to the following path depending on the configured web
application server and delete the files.

Tomcat

<Tomcat installation folder>/work/Catalina/localhost/<Applicat ion
name>/org/apacheljsp

WebLogic

<Weblogic installation location>/domains/<Domain hame>/servers/<Server
name>/tmp/_WL_user/<Application name>/<auto generated
folder>/jsp_servlet

NOTE In case of WebLogic version 12.2.x.x, delete the folder named
"WL_internal" present in the path <WebLogic installation
location>/user_projects/domains/< Domain name
>/applications/<context_name>.ear/META-INF/", if it exists.

WebSphere

<Websphere installation folder>/AppServer/profiles/<Profile
name>/temp/<Node name>/serverl/<Application name>/<.war file name>
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5.1

14.

15.

16.

17.

18.

19.

20.

21.

22.

Add unmask 0027 in the .profile of the UNIX account which manages the WEB server to ensure
restricted access permissions.

Install the OIDF Data Model patch 29888094. See the Readme available with the patch for further
instructions on installing the patch.

Install the mandatory OFSAAAI one-off patch 29952285. Refer to the Readme available with the
patch for further instructions on installing the patch.

Install the mandatory OFSAAI Mandatory Patch 33663417. Refer to the Readme available with
the patch for further instructions on installing the patch.

ATTENTION: On the 10th of December 2021, Oracle released Security Alert CVE-2021-44228 in
response to the disclosure of a new vulnerability affecting Apache Log4J prior to version 2.15.
The application of the 33663417 Mandatory Patch fixes the issue.

For details, see the My Oracle Support Doc ID 2827801.1.

Ensure that you reapply the OFSAAI Mandatory Patch 33663417 whenever you Install or
Upgrade the Application, or whenever you apply an Incremental Patch.

DMT migration utility is executed during installation of OIDF Application Pack, to migrate the DMT
metadata (PLC/Data Source/Data Mapping/Data File Mapping) to be persisted in tables instead
of XML. You may be required to re-run DMT Migration Utility in some scenarios. To identify
whether to run the utility, how to run the utility, and how to handle migration issues, see OFSAA
DMT Metadata Migration Guide.

NOTE Execute the DMT Migration Utility to manually migrate the DMT
metadata of the Applications, which are not upgraded to
8.0.8.0.0.

Generate the application EAR/WAR file and redeploy the application onto your configured web
application server. For more information on generating and deploying EAR / WAR file, refer

Appendix C section.

Restart all the OFSAAI services. For more information, refer to the Start/Stop Infrastructure
Services section in Appendix E.

For enabling Transparent Data Encryption (TDE), see Configuring TDE in case of Upgrade
section in Appendix S.

For enabling Data Redaction, see Enabling Data Redaction in case of Upgrade in Appendix S.

Performing Model Upload Outside of Installer

This section is applicable if you are performing Model Upload outside the installer.

The following tables should not have any data before Model Upload is triggered. Based on your current
OIDF version, the tables must be selected.

You can take the backup of these tables and reload the data after Model Upload is performed.
In OIDF 8.0.0.0.0

7 DIM_PRODUCT FEATURE
1 FCT_ACCOUNT_FEATURE_MAP
1 STG_MGMT_FORECAST
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1 FCT_MGMT_FORECAST
OIDF 8.0.1.0.0

1 STG_TIME_SPECIFIC_OBLIGATIONS

1 DIM_TERMINAL

1 FCT_REG_CAP_ACCOUNT_SUMMARY
OIDF 8.0.2.0.0

1 FCT_REG_CAP_ACCOUNT_SUMMARY
FCT_IFRS_ACCOUNT_SUMMARY
FCT_IFRS_STAGE_DETERMINATION
FCT_REG_OR_CAPITAL_SUMMARY
FCT_REG_LE_CAPITAL_SUMMARY
FCT_REG_CP_CAPITAL_SUMMARY
FCT_REG_CAP_POOL_SUMMARY
FCT_REG_CAP_PLCD_COLL_SUMMARY
FCT_REG_COUNTERPARTY_CVA

1 FCT_REG_RUN_LEGAL_ENTITY_MAP
OIDF 8.0.3.0.0

1 FCT_REG_AGG_CASH_FLOWS
FCT_CREDIT_LINE
FCT_LOAN_ACCOUNT_SUMMARY
FCT_ACCOUNT_FAIR_VALUE
DIM_UOM_ATTR
DIM_UOM_HIER
FCT_INSTRUMENT_MARKET_PRICES

1 STG_ACCOUNT_INCEPTION_RATES
OIDF 8.0.3.1.0

1 FCT_LOAN_ACCOUNT_SUMMARY
FCT_ACCOUNT_FAIR_VALUE
DIM_UOM_ATTR
DIM_UOM_HIER
FCT_INSTRUMENT_MARKET_PRICES

1 STG_ACCOUNT_INCEPTION_RATES
In OIDF 8.0.4.0.0

1 FCT_LLFP_ECL_RECONCILIATION

1 STG_PROFESSION_RANK_MASTER

1 FCT_INSTRUMENT MARKET_PRICES

1
f
f
f
f
f
f
f

=A =4 =4 =4 4 -4

f
f
f
f
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In OIDF 8.0.4.1.0
1 FCT_LLFP_ECL_RECONCILIATION
1 STG_PROFESSION_RANK_MASTER
1 FCT_INSTRUMENT_MARKET_PRICES
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6.1

6.2

Post Installation Configuration

After the OIDF Applications Pack installation is completed successfully, certain post-installation steps
are required to set configuration parameters. These configuration parameters are distributed across the
machines on which Infrastructure Web, Application, and Database components have been installed.

NOTE Ensure to clear the application cache prior to the deployment of
Infrastructure or Application Service Packs / One-off patches.
This is applicable to all Web Servers (WebSphere, WebLogic,
and Tomcat) and OS combinations.

NOTE DMT Migration Utility must be executed post OIDF 8.0.8.0.0
upgrade, if the environment has customized T2Ts, F2Ts, or
PLCs, or any other earlier version of OFSAA applications. For
more information and steps to execute DMT Migration Utility, see
OFSAA DMT Metadata Migration Guide.

This chapter includes the following sections:

Configuring Resource Reference

Starting OFSAA Infrastructure Services

Adding TNS entries in the TNSNAMES.ORA File

Configuring Oracle R distribution and Oracle R Enterprise (ORE)
Configuring Oracle Financial Services Inline Processing Engine (OFS IPE)
Configuring Big Data Processing

Verifyi ng Or acl ebds External Tables Utility

Creating and Deploying the Application Pack Web Archive

Accessing the OFSAA Application

=A =4 =4 =4 A4 -4 -4 A -4 -4

OIDF Related Post Installation Activities

Configuring Resource Reference

Configure the resource reference in the Web Application Server configured for OFSAA Applications.
See Appendix B for details on configuring the resource reference in WebSphere, WebLogic, and
Tomcat Application Servers.

Starting OFSAA Infrastructure Services

Start the OFSAA Infrastructure Services prior to deployment or accessing the OFSAA Applications. See
to the Appendix E for details on Start/Stop OFSAA Services.
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6.3 Adding TNS entries in the TNSNAMES.ORA File

Add TNS entries in the tnsnames.ora  file, for every schema created for the Application Pack.
To find the tnsname for the entries, follow these steps:

1. Log in to the application as System Administrator.

2. Navigate to System Configuration & Identity Management tab.

3. Click Administration and Configuration, select System Configuration, and click Database
Details.

4. Expand Name to get the list of TNS entry names.
Alternatively, you can connect to the CONFIG schema and execute the following query:
select dbname from db_master where dbname !='"CONFIG'

NOTE NOTE: Ensure that TNS entry for both Config and Metadom are
mentioned in the tnsnames.ora file during Big Data installation.

6.4 Configuring Oracle Rdistribution and Oracle REnterprise
(ORE)
This section is applicable only if OFS Enterprise Modeling is licensed and enabled in your OFSAA
instance.

1. Install OFSAAIRunner Package. For more information, see Installing OFS AAAI Runner Package.
If you have already installed OFSAAIRunner package (as part of a previous installation), uninstall
it. (For more information, see Uninstalling OFSAAI Runner Package section), and reinstall the
latest available OFSAAIRunner package.

2. Log in to the database with dba privileges and provide the following privilege to Configuration
Schema:

RQADM by executing the command:
GRANT RQADMIN TO <config_schema>;

3. Log in to the database with dba privileges and provide the following privileges to Atomic
Schemas:

CREATE MINING MODEL privilege (to execute the Data Mining models) by executing the
command:

GRANT CREATE MINING MODEL TO <atomic_schema>;

6.4.1 Installing OFS AAAI Runner Package

OFSAAIRunner is an R package built by the OFS Enterprise Modeling Application. It is a prerequisite for
executing models developed using R scripts. This package helps in:

1 Initializing inputs
1 Mapping framework variables to R objects

1 Configuring possible outputs of the script
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9 Storing results back to the Database

OFSAAIRunner package (OFSAAIRunner_1.0.0.tar.gz ) is available at the path $FIC_DB_
HOME/lib .

6.4.1.1 Prerequisites

Oracle R and ORE must be installed on the Oracle Database server before installing OFSAAIRunner
package.

Refer to the following instructions to install OFSAAIRunner package:
1. Loginto the OFSAA Server. Navigate to the folder $FIC_DB_HOME/lib .
2. Copy the file OFSAAIRunner_1.0.0.tar.gz in Binary mode to the Oracle Database Server.

3. Log in to the Oracle Database Server with the user using which Oracle Database Server
installation is done.

4. Navigate to the directory where the file OFSAAIRunner_1.0.0.tar.gz is copied.
5. Install the package by executing the command:

ORE CMD INSTALL OFSAAIRunner_1.0.0.tar.gz

Successful installation is indicated in the installation log as:

* DONE (OFSAAIRunner)

Making packages.html ... done

NOTE The OFSAAIRunner package is installed in
usr/lib64/R/library.

6. Navigate to the directory SORACLE_HOME/R/library and check whether OFSAAIRunner
package is listed there by executing the command:

>library(OFSAAIRunner)

>0OFSAAIRunner::  and press TAB twice. This lists out all the functions.

6.4.2 Uninstalling OFSAAI Runner Package

NOTE This procedure is required only if you are uninstalling OFSAAI
Runner Package.

1. Perform the following instructions to uninstall the OFSAAIRunner package:

2. Log into the Oracle Database Server with the same username, using which Oracle Database
Server installation is done.

3. Enter ORE in command prompt and execute the command:
#ORE
>remove.packages("OFSAAIRunner")

4. To save workspace image, enter the command:
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6.5

6.6

6.7

>q()
5. Enter y when prompted to save the workspace image. Save workspace image? [y/n/c]: y

6. Navigate to the directory SORACLE_HOME/R/library and verify that the package is not listed
there by executing the command:

Is Tl

Configuring ORE Execution

Perform the following step to configure ORE execution:

1. Adda TNS entry in tnsnames.ora file with ths name same as that of value set for
ORACLE_SID in database server.

NOTE For RAC database, follow the preceding configuration in all
machines.

Configuring Tomcat

To stop generating static content with one print statement per input line, you must configure the
web.xml file.

To configure web.xml file, perform these steps:

Navigate to the tomcat/conf  directory.

Edit web.xml file as follows:

Set the mapped file parameter to false in the servlet  tag mentioned with:
<servlet - name>jsp</serviet - hame>.

<init - param>

<param - name>mappedfile</param - name>

<param - value>false</param - value>

</init - param>

Configuring Big Data Processing

This section is not applicable if you have enabled Oracle Insurance Big Data Processing during the
installation of OFSAAI 8.0.8.0.0 full installer. Follow instructions in this section if you intend to enable
Big Data Processing.

This section includes the following topics:
1. Copying Jars to OFSAA Installation Folder
2. Copying KEYTAB and KRB5 Files in OFSAAI
3. Enabling Big Data
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6.7.1 Copying Jars to OFSAA Installation Folder

1. Download the supported Cloudera HIVE JDBC Connectors and copy the following .jar files to the
location in the installation server, which is specified in OFS_OIDF_SCHEMA_BIGDATA_IN.xml.
For supported versions, see OFSAA Technology Matrix 8.0.6.0.0.

A hive_service.jar

A hive_metastore.jar

A HiveJDBCA4.jar

A zookeeper -3.4.6.jar
A TCLIServiceClient.jar

2. Copy the following Jars from the <Cloudera Installation Directory>/jars directory based on the
CDH version to the location in the installation server, which is specified in
OFS_OIDF_SCHEMA_BIGDATA_ IN.xml:

CDH v5.3.3:

A slf4j -log4jl2 -1.7.5jar

A slf4j -api -1.7.5]ar

A libthrift - 0.9.0.jar

A libfb303 -0.9.0.jar

A httpcore - 4.2.5 jar

A httpclient - 4.2.5jar

A hive -exec-0.13.1 -cdh5.3.3.jar

A hadoop - core -2.5.0 -mrl - cdh5.3.3.jar
A hadoop - common 2.5.0 - cdh5.3.3.jar
A hadoop - auth -2.5.0 -cdh5.3.3.jar

A commons-logging - 1.1.3jar

A commons-io - 2.4 jar

A commons- configuration -1.7.jar

A commons- coll ections -3.2.2.jar
A log4j -1.2.17.jar
CDH v5.4.4;

A slf4j -log4j12 -1.7.5]ar

A slf4j -api -1.7.5]ar

A libthrift -0.9.2 jar

A libfb303 -0.9.2jar

A httpcore - 4.2.5.jar

A nhttpclient - 4.2.5jar

A hive -exec-1.1.0 -cdh5.4.4 jar

A hadoop - core -2.6.0 -mrl - cdh5.4.4 jar
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A hadoop - common 2.6.0 - cdh5.4.4.jar
A hadoop - auth -2.6.0 - cdh5.4.4.jar

A commons- logging - 1.1.3.jar

A commonsio - 2.4.jar

A commons- configuration - 1.7 jar

A commons- collections -3.2.2jar

A log4j -1.2.17jar

CDH v5.8.4:

A slf4j -log4jl2 -1.7.5jar
A slf4j -api -1.7.5]ar

A libthrift -0.9.3jar

A libfb303 -0.9.3jar

A httpcore - 4.3 jar

A httpclient - 4.3 jar

A hive -exec-1.1.0 -cdh5.8.4.jar

A hadoop - core -2.6.0 -mrl - cdh5.8.4.jar
A hadoop - common 2.6.0 - cdh5.8.4.jar
A hadoop - auth - 2.6.0 - cdh5.8.4.jar

A commons logging - 1.2.jar

A commons-io - 2.4.jar

A commons configuration - 1.7.jar

A commons- collections - 3.2.2.jar

A log4j -1.2.17.jar

CDH 5.13

A slf4j -log4j12 -1.7.5]ar

A slf4j -api -1.7.5]ar

A libthrift -0.9.3 jar

A 1ibfb303 - 0.9.3jar

A httpcore - 4.3 jar

A httpclient - 4.3 jar

A hive -exec-1.1.0 -cdh5.13.0.jar

A hadoop - core -2.6.0 -mrl-cdh5.13.0.jar
A hadoop - common 2.6.0 -cdh5.13.0.jar
A hadoop - auth -2.6.0 -cdh5.13.0.jar

A commons- logging - 1.2.jar

A commons-io - 2.4 jar
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A commons- configuration - 1.7 jar
A commons- collections -3.2.2jar
A log4j -1.2.14jar

6.7.2 Copying KEYTAB and KRB5 Files in OFSAAI

A Keytab is a file containing pairs of Kerberos principals and encrypted keys (these are derived from the
Kerberos password). The krb5.conf file contains Kerberos configuration information, including the
locations of KDCs and admin servers for the Kerberos realms of interest, defaults for the current realm
and for Kerberos applications, and mappings of hostnames onto Kerberos realms.

If the Authentication is configured as KERBEROS_WITH_KEYTAB for the Hive database, then you
must use the Keytab file to login to Kerberos. The Keytab and Kerberos files must be copied to
OFS_OIDF_PACK installation server.

Ensure the .profile file contains entry for kinit in the following format:
kinit #PRINCIPAL_CREATED## -k -t ofsaa.keytab

For example:

kinit ofsaa@WHFBSY.ORACLE.COM -k -t ofsaa.keytab

NOTE NOTE: The kinit command is used to login to the Kerberos
authentication and authorization system. Only registered
Kerberos users can use the Kerberos system.

6.7.3 Enabling Big Data

To enable Big Data option, follow these steps:
1. Log in to the application as SYSADMN user or any user with System Administrator privileges.
2. Click System Configuration & Identity Management tab.

3. Expand Financial Services Analytical Applications Infrastructure, select Administration and
Configuration and click System Configuration.

4. Click Manage OFSAA Product License(s). The Manage OFSAA Application Pack License
window is displayed.

Figure 6i 1 Manage OFSAA Application Pack License
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6.7.4

6.7.5

MANAGE OFSAA APPLICATION PACK LICENSE
MANAGE OFSAA APPLICATION PACK LICENSE

» INSTALLED APPLICATION PACKS

APPLICATION PACK ID | APPLICATION PACK NAME DESCRIPTION INSTALL DATE

Fihancial Sevices Advanted Applications for Advanced Analytics using Oracle R,

(O OFS_AAAI_P >
(O ShanL PACK Analytics Infrastructure Pack

Processing Engine

Financial Services Governance, Risk and Compliance
Applications Pack

Applications for Basel Basic, IRB & Analytic, Operational
Financial Services Capital Adequacy Risk Economic Capital & Analytic and Retail Portfolio

(O OFS_BGRC_PACK OFS_BGRC_PACK

(O OFS_CAP_ADQ_PACK

Applications Pack Risk Models and Pooling in Banking and Financial
Services Domain
~ Financial Services Profitability Applications for Profitability in the Banking and Financial - . )
LORS PRIEPACK Applications Pack Services Domain 2 12
- 5. N9
(O OFS_HIVE1_PACK  OFS_HIVE1 PACK OFS_HIVE1 PACK 321541,207‘1':,

2015 11 12

Modeling & Stress Testing Framework and Inline 2015-11-02 11:13:5

2015-11-04 01:35:1

2015-11-02 16:19:4

5. Select OFS_AAAI_PACK application pack from Installed Application Packs. The products in the
application pack are displayed.

6. Select Financial Services Analytical Applications Infrastructure - Big Data option.
Click VIEW LICENSE AGREEMENT. The License Agreement section is displayed.
Figure 6i 2 License Agreement
Select the option | ACCEPT THE LICENSE AGREEMENT.
9. Click ENABLE. A confirmation message is displayed showing that the product is enabled for the

pack.
Configuring Apache Livy with Spark and Hive

See the Configuring Apache Livy with Spark and Hive section in the OFS Analytical Applications
Infrastructure Administration Guide.

Verifying Oracle s External Tables Utility

NOTE NOTE: This section is applicable only for Stage on Hive and
Results on RDBMS installation.

On successful installation of the OIDF Application Pack for Big Data, the list of Hive external tables
created can be verified using Oracleds External
Oracle Database to query data that is stored outside of the database in flat files, in a way such that they
are inside a database. Views and synonyms can be created against these external tables. They are
useful in the Extract Transform and Load (ETL) process of data warehouses because the data does not
required to be staged and can be queried in parallel. For more details, see External Tables Concepts.

To verify the External Tables created for Big Data:

1. Navigate to the file $FIC_DB_HOME/log/OIDF/CreateExternalTable.log . This log file
consists of an acknowledgement of the external tables created:

Created

To verify the external tables created in the database:
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1. Open the database application.

2. Navigate to the Tables option. A list of External Tables is displayed.

3. Inthe query window, only the read queries can be executed on these External Tables.
For example:

Select * from <external_table_name>

DQ&'BQ 28 I‘ﬁé@)& Iawade_hwe_mst
Worksheet  Query Builder

select * from stg_wla_page;

AV

{ B> Query Result. x
& 5 @) @B s | AIRowsFetched: 0in 0.445 seconds
D_CALEN... |{} V_PAGE_... |{} V_PAGE_... |{} V_PAGE_... |{} V_PAGE_... |{} V_PAGE_...

Messages - Log

Messages || Statements x

6.8 Creating and Deploying the Application Pack Web Archive

On successful installation of the OFSAA Application Pack, the Web Archive file is automatically
generated. However, you need to deploy the generated Web Archive file on the Web Application Server.

For identifying the location of the generated Web Archive file and for generating and deploying the web
archive file at any time later, refer Appendix C.

NOTE Refer the Oracle Financial Services Forms Manager User Guide
for instructions on Creating and Deploying the Forms Manager
Web Archive.

6.9 Accessing the OFSAA Application

Prior to accessing the OFSAA application ensure the Internet Explorer Settings are configured.

Refer to Appendix F for details on accessing the OFSAA Application on successful deployment of the
application Web Archive.
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6.10 OIDF Related Post Installation Activities

6.10.1  Verifying Data Model Change

As part of Data Model changes, it was mandatory not to have data in following Actual tables. Installer
had taken a backup of Actual tables and deleted the contents of Actual tables as part of pre-scripts. The
same data would have been restored automatically to the Actual tables and dropped backup tables as
part of Post-scripts.

NOTE Ensure the following listed Backup tables are not present in the
upgraded environment. If any 803 table exists, load the data
from the Backup table to the respective Actual table.

Actual Table Name

Backup Table Name

FSI_PARTY_STD_PARTY_MAP_803 FSI_PARTY_STD_PARTY_MAP

FCT_IFRS_ACCOUNT_SUMMARY_803 FCT_IFRS_ACCOUNT_SUMMARY

FCT_IFRS_STAGE_DETER_803

FCT_IFRS_STAGE_DETERMINATION

FCT_REG_CAP_ACCT_SUMMARY_803

FCT_REG_CAP_ACCOUNT_SUMMARY

FCT_REG_CAP_PLCD_COLL_SUM_803

FCT_REG_CAP_PLCD_COLL_SUMMARY

FCT_REG_CAP_POOL_SUMMARY_803

FCT_REG_CAP_POOL_SUMMARY

FCT_REG_COUNTERPARTY_CVA_803

FCT_REG_COUNTERPARTY_CVA

FCT_REG_CP_CAPITAL_SUMMARY_803

FCT_REG_CP_CAPITAL_SUMMARY

FCT_REG_LE_CAPITAL_SUMMARY_803

FCT_REG_LE_CAPITAL_SUMMARY

FCT_REG_OR_CAPITAL_SUMMARY_803

FCT_REG_OR_CAPITAL_SUMMARY

FCT_REG_RUN_LEGAL_ENT_MAP_803

FCT_REG_RUN_LEGAL_ENTITY_MAP

FCT_LOAN_ACCOUNT_SUMMARY_804

FCT_LOAN_ACCOUNT_SUMMARY

FCT_ INSTR_MARKET_PRICES_804

FCT_INSTRUMENT_MARKET_PRICES

STG_ACCOUNT_INCEPTION_RATE_804

STG_ACCOUNT_INCEPTION_RATES

FCT_ACCOUNT_FAIR_VALUE_804_BKP

DIM_UOM_ATTR_804

DIM_UOM_ATTR

DIM_UOM_HIER_804

DIM_UOM_HIER
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6.10.2

6.11

6.11.1

6.11.2

6.11.3

6.11.4

Changing ICC Ownership

All the seeded Batches in OIDF Applications Pack will be automatically assigned to SYSADMN user
during Installation. If one user who wants to see the Batches in Batch Maintenance Menu, He needs to
execute the following Queries in Config Schema of the Database.

Syntax:

begin

AAI_OBJECT_ADMIN.TRANSFER_BATCH_OWNERSHIP (‘fromUser','toUser",'infodom");
end;

OR

begin

AAI_OBJECT_ADMIN.TRANSFER_BATCH_OWNERSHIP (‘fromuser’,'touser");

end;

Where from User indicates the user who currently owns the batch, to User indicated the user to which
the ownership has to be transferred. Infodom is optional parameter, if specified the ownership of
batches pertaining to that Infodom will be changed.

For example:
begin
AAl _OBJECT_ADMI N. TRANSFER_BATCH_OWNERSHI P (' SYSADMN'

end;

Additional Configurations

Configurations for Enterprise Modeling

You can refer the Oracle Financial Services Analytical Applications Infrastructure Applications
Infrastructure Administration User Guide for information on configuration for Enterprise Modeling.

Configurations for Inline Processing Engine (IPE)

You can refer the Oracle Financial Services Analytical Applications Infrastructure Applications
Infrastructure Administration User Guide for information on configuration for IPE.

Configurations for Process Modeling Framework

You can refer the Oracle Financial Services Analytical Applications Infrastructure Applications
Infrastructure Administration User Guide for information on configuration for Process Modeling
Framework.

Configurations for Forms Manager

You can refer the Oracle Financial Services Analytical Applications Infrastructure Applications
Infrastructure Administration User Guide for information on configuration for Forms Manager.
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6.11.5 Update Constraints Utility

You can refer the Update Constraints Utility section in the OFS Advanced Analytical Applications
Infrastructure Application Pack Installation and Configuration Guide v8.0.4.0.0.
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7.1

7.2

Appendix A: Configuring Web Server

This appendix includes the following sections:

i Configuring Web Server

1 Configuring Web Application Server

Configuring Web Server

This step assumes an installation of a Web Server exists as per the prerequisites.

Refer the product specific Installation Guide/ Configuration Guide to install/ configure the Web Server. If
an installation already exists, skip and proceed to the next step.

NOTE

Make a note of the IP Address/ Hosthame and Port of the web
server. This information is required during the installation
process.

Refer Oracle Financial Services Analytical Applications
Infrastructure Security Guide mentioned in the Documentation
Library for OFSAAI 8.0.8.0.0 (OHC), for additional information on
securely configuring your Web Server.

Ensure to enable sticky session/affinity session configuration on
the web server. Refer the respective product specific
Configuration Guide for more details. Additionally, you also need
to enable the sticky session/affinity session configuration at Load
Balancer level if you have configured a Load Balancer in front of
the web server(s).

Configuring Web Application Server

This step assumes an installation of a web application server exists as per the prerequisites. To
configure the Web Application Server for OFSAA Deployment refer the sections below.

This section includes the following topics:

M Configuring WebSphere for Application Deployment

1 Configuring WebLogic for Application Deployment

1 Configuring Apache Tomcat Server for Application Deployment

NOTE

Make a note of the IP Address/ Hostname and Port of the web
application server. This information is required during the
installation process (required if Web Server is not configured).
Make a note of the IP Address/ Hostname and Port of the web
application server. This information is required during the
installation process (required if web server is not configured).
Refer OFSAA Secure Configuration Guide/ Security Guide in
OHC Documentation Library for additional information on
securely configuring your Web Server.
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7.2.1

7.21.1

Configuring WebSphere Application Server for Application
Deployment

You can deploy multiple OFSAA applications on different profiles of a WebSphere application server. To
create multiple WebSphere "Profiles”, in a stand-alone server use the command line option as explained
below. A profile is the set of files that define the runtime environment. At least one profile must exist to
run WebSphere Application Server.

This section includes the following topics:

Creating New Profile in WebSphere

Managing Applications in WebSphere

Deleting WebSphere Profiles

Configuring WebSphere Shared Library to Support Jersey 2x and Jackson 2.9x Libraries
Configuring WebSphere HTTPS

Setting WebSphere Memory
Configuring WebSphere for REST Services Authorization

=A =4 =4 -4 A4 -4 -4 -4

Configuring Application Security in WebSphere

Creating New Profile in WebSphere

The Profile is created in WebSphere through command line using the manageprofiles.sh which resides
in <WebSphere Install directory>/AppServer/bin.

The command to create a profile without admin security through command line is as follows:

"manageprofiles.sh - create - profileName <profile> - profilePath

<profile_path> - templatePath <template_path> - nodeName <node_name> -
cellName <cell_name> - hostName <host_name>"

Example:

$usr/home>./manageprofiles.sh - create - profileName mockaix -
profilePath/websphere/webs64/Appserver/profiles/mockaix -
templatePath/websphere/webs64/Appserver/profileTemplates/default - nodeName
ipa020dorNode04 - cellName ipa020dorNode0O4Cell - hostName ipa02 Odor

The command to create a profile with admin security through command line is as follows:
"manageprofiles.sh - create - profileName <profile> - profilePath

<profile_path> - templatePath <template_path> - nodeName <node_name> -
cellName <cell_name> - hostName <host_name> - enableAdminSecurity true

- adminUserName <Admin User Name> - adminPassword < Admin User Password> -

samplespassword <sample User Password>"
Example:

$usr/home>./manageprofiles.sh - create - profileName mockaix -
profilePath/websphere/webs64/Appserv er/profiles/mockaix -
templatePath/websphere/webs64/Appserver/profileTemplates/default - nodeName
ipa020dorNode04 - cellName ipa020dorNode04Cell - hostName
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ipa020dor - enableAdminSecurity true - adminUserName ofsaai - adminPassword
ofsaai - samplespassword ofsa  ai"

NOTE While using the manageprofiles.sh command to create a New
Profile in WebSphere, you can also use "-validatePorts "to
validate if the specified ports are not reserved or in use.
Additionally, you can specify new ports with "-startingPort <base
port>" which specifies the starting port number to generate and
assign all ports for the profile. For more information on using
these ports, refer WebSphere manage profiles command.

7.2.1.2 Managing IBM WebSphere SDK Java Technology Edition Versions

By default, WebSphere Application Server V8.5.5.X uses the Java 6.0 SDK. You must upgrade to Java
7.X SDK or JAVA 8.X SDK.

Prerequisites: Install the IBM WebSphere SDK Java Technology Edition Versions 1.7.X_64 or
1.8.X_64.

Perform the following steps to upgrade to Java 7.X SDK or JAVA 8.X SDK:

1. Enter the WebSphere URL in the format http://HOST_NAME:PORT_ NUMBER/ibm/console
(use https if SSL is enabled.).

For example:

http://192.168.1.0:9000/ibm/console

Login with your administrator user ID and password.

From the LHS menu, click Servers to expand and view the menu.

Click Server Types to expand the menu further and then click WebSphere Enterprise
Application Servers to view the Application Servers window.

5. On Application Servers window, click the required Application Server link. For example, serverl in
the following illustration:
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Application seners ? -

Applicatior servers > serverl

Use this page to configure an application server. An application server is 2 server that provides services required to run enterprise applications.

T
Runtime Configuration

General Properties

Container Settings

Name =
I ] Session management
serverl
SIP Container Sectings
Node name

4

Wweb Container Settings
[v.vmr'cwoaqrﬁlcdeOi I

®

Portlet Container Settings

Run in development mode

&

EJB Container Settings

(3]

¥ parallel start Container Services

) Business Process Services
Start components as neadad @ N

Access to internal server classes Aeplications
Allow Vv

Installed zpplications

Server-specific Application Settings T
2erver messaging

Clzssloader policy = X
Messaging_enginas
Multiple ¥ Llel
Messaging_enginz inbound transports
Clzss loading mode WabSphere MQ link inbound transports

Casses loaded with parent class loader first v

SI18 service

Server Infrastructure
Apply I [_IOK Reset I‘ Cancel I Java and Process Management

@ Administration

Java SDKs

6. Click Java SDKs link from Server Infrastructure to view the list of Java SDKs.

Application servers ? =

Application servers > serverl > Java SDKs

This page lists the software development kits (SDKs) that are installed on the server. These SDKs are available to the servers.

[# Preferences
| | Make Default

PR

|

I T T = T = = T
EVSelecti Name £ | Version & | Location } Bits | Default &
} You can administer the following resources:
’ -] | 1664 1.6 | ${was_INSTALL_ROOT}/java 64 | false
’ T | 1764 1.7 | s{was_INSTALL_ROOT}/java_1.7_64 | 64 | false
| |
‘ v |18 s 1.8 | ${was_INSTALL_ROOT}/java_1.8_64| 64 true
‘ Total 3

7. Select either 1.7_64 or 1.8_64 based on the JVM version with which you plan to install OFSAA or
have installed with.

8. Click Make Default button and save to master repository.

9. Restart the WebSphere Application Server to apply the changes to the IBM application profile.

7.2.1.3 Managing Applications in WebSphere

To manage the installed applications in WebSphere, do the following:
1. Open the administrator console using the following URL:

http://<ipaddress>:<Administrative Console Port>/ibm/console

ORACLE INSURANCE DATA FOUNDATION INSTALLATION AND CONFIGURATION GUIDE RELEASE 8.0.8.0.0| 79



Example: http://10.111.222.333: 9003/ibm/console (https, if SSL is enabled)

NOTE Administrative Console Port value is available in serverindex.xml
file within <WebSphere Profile Directory>/config/cells/<Node
Cell>/nodes/<Node Name> directory.

Integrated Solutions Console

Log in to the console.
User ID:

upgs73

Password:

Log in

Integrated Solutions Console Login
The Integrated Solutions Console Login window is displayed.
2. Log on with the User ID provided with the admin rights.

3. From the LHS menu, expand the Applications [0 Application Type 0 WebSphere Enterprise
Applications.

The Enterprise Applications screen is displayed.

Enterprise Applications 7=

Enterprise Applications
Use this page to manage installed applications. A single application can be deployed onto multiple servers.

@ Preferences

Start | Stop lnxulll Uninseall Upcate Rollout Update Remove File ] Sxpon] Export DDL Export File
IR
- -
Select Name & Application Status ().

You can administer the following resources:

[] |gefsutssolication EY
O |etee I
O |auen +
O |sesazz '
Total 4

Enterprise Applications

4. This Enterprise Applications screen helps you to:
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7.21.4

7.2.15

>

Install new application

A Uninstall existing applications

A Start or Stop the installed applications

Deleting WebSphere Profiles

To delete a WebSphere profile, do the following:

1.
2.
3.

Select the checkbox adjacent to the required application and click Stop.
Stop the WebSphere profile to be deleted.

Navigate to WebSphere directory:
<WebSphere_Installation_Directory>/AppServer/bin/

Execute the command:

manageprofiles.sh - delete - profileName <profile_name>
Delete profile folder.
<WebSphere_Installation_Directory>/AppServer/profiles/<profile_name>
Example:

Execute the command:

manageprofiles.sh 1 validateAndUpdateRegistry

Configuring WebSphere Shared Library to Support Jersey 2x and Jackson 2.9x
Libraries

Perform the following configuration to set WebSphere shared library to support jersey 2x and Jackson
2.9x libraries.

1.

Click Environment from the menu on the left to expand and view the list. Click Shared Libraries
to open the Shared Libraries window.

CET=WITUUSTNGAEUZCaT, ProMe=RATEUS
| |Shared Libraries 7

Shared Libraries > New.

| View: | Al tasks v

Welcome

Guided Activities

Use this page to define a container-wide shared library that can be used by deployed applications.
Servers
Configuration
Applications
Services

General Properties

Resources

¥ Scope
S ity
curi [cells:whfotagnhoden2Cell:nodes:whfllagneda01 serversisarverl
(= Environment
# Name
virtual hosts [rERSEYZX

Update global Web server plug-in configuration
Dascription

Providing Jersey 2. shared library |

Replicstion domains
@ Naming 4

05Gi bundle repositories # Classpath

System adminissration /scratch/IBM/WebSphere/AppSarver/ profiles/AAIB0S/ SharsdLlg/

Users and Groups

Monitoring and Tuning A
[ Troubleshoating Mative Library Path

Service intagration

upoI

Class Loading

# Use an isolated class loader for this shared library

Apply || OK || Reset || Cancel
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2. Enter details as shown in the following:
A Name: Enter a unique identifiable name.

A Description: Enter a valid description.

A Classpath: Enter the absolute path where the JARs related to Jersey 2.x and Jackson 2.9x
are copied. These jars are available in the <OFSAA_HOME>/utility/externallib/WEB-INF/lib
directory after creation of the EAR file.

A Select Use an isolated class loader for this library.

Click OK to save to master configuration.

4. Select the application or module and map the shared libraries. Click OK. In the following
illustration, ofsa is selected.

Enterprise Applications

Shared Library Mapping for Medules

Specify sharad libraries that the application or individuzl modules reference. These libraries must be definad in the configuration at the appropriate
scope.

Referance shared libraries

Select | Application URI Shared Libraries
L ofsa META-INF/zapplication.xml
Select | Module URI Shared Libraries
d OFSAAI Web Application ofsa.war, WEB-INF/web.xml

[ oK | [ cancel

5. From the Shared Library Mapping window, move the required shared libraries from Available to
Selected. In the following illustration, JERSEY2x is selected.

Enterprise Applications

Map shared librarizs to an entire zpplication or to onz or more modules.

Map libraries to the application or module listed

OFSAAL Web Application

Select the library in the Available list. Move it to the Selected list by clicking ==.

Availabla: Selectad:

ﬂ JERSEYZ2x
Kl

New...
0K | Cancel

6. Click OK.

7. Similarly, select the next application or module and repeat the procedure from steps 5 to 7.
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Enterprise Applications T 4

Sharad Library Mapping for Madules

Specify sharad libraries that the application or individuzl medules reference. These libraries must be defined in the configuration at the appropriate
scope.

Reference shared librariss

Salect | Application URI Shared Librarias
ofsa META-INF/application.xm| JERSEY2x
Select | Module URI Shared Libraries
OFSAAT Web Application ofsa.wan WEB-INF/web.xml JERSEY2x
[ oK ][ cance!

Disable the built-in JAX-RS via JVM property.

9. Go to WebSphere admin console in Servers > WebSphere Application Servers >
yourServerName.

10. In Server Infrastructure section, go to Java and Process Management > Process definition >
Java Virtual Machine > Custom properties.

11. Add the following property:
com.ibm.websphere.jaxrs.server.DisableIBMJAXRSEngine=true

12. Restart the application.

7.2.1.6 Configuring WebSphere HTTPS

Following are the steps for configuring an HTTPS Transport on WebSphere:
1. Create a profile using the Profile Creation Wizard in WebSphere.

2. Note down the HTTPS port specified during this process and use the same as servlet port or web
server port during OFSAAI installation.

3. To enable https configuration on Infrastructure, assign value 1 to "HTTPS_ENABLE" in
OFSAAI_InstallConfig.xml for SILENT mode OFSAAI installation.

7.21.7 Setting WebSphere Memory
To configure the WebSphere Memory Settings:

1. Navigate to Websphere applications server > Application servers > garverl >
Process definition >Java Virtual Machine.

2. Change the memory setting for Java Heap:

Initial heap size = 512 Maximum heap size =3072

7.2.1.8 Configuring WebSphere for REST Services Authorization

Configure the following in WebSphere to enable REST API authorization by OFSAA:
1. Log on to WebSphere console with the User ID provided with the admin rights.

2. Expand Security menu in the LHS and click Global security > Web and SIP security > General
settings.
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7.2.1.9

71.2.2

Uma e | Dashibos

< | 4

Apps Umeo L

3. De-select the Use available authentication data when an unprotected URI is accessed
checkbox.

4. Click OK.

Uz Lo | Dashios

< = | 4B

Apps Urmeo L

5. Click Save to save the changes to master configuration.

Configuring Application Security in WebSphere

This is a mandatory security procedure for WebSphere to restrict the unauthorized access of
configuration files in directories. For detailed information, see the Oracle Financial Services Analytical
Applications Infrastructure Security Guide.

Configuring WebLogic for Application Deployment

Applicable only if the web container is WebLogic.

You can deploy multiple OFSAA applications on different domains of a stand-alone WebLogic
application Server. To create a WebLogic "Domain” you can use the Domain Creation wizard. A domain
is the set of files that define the runtime environment. At least one domain must exist to run WebLogic
Application Server.

ORACLE INSURANCE DATA FOUNDATION INSTALLATION AND CONFIGURATION GUIDE RELEASE 8.0.8.0.0| 84


http://docs.oracle.com/cd/E61555_01/books/OFSAAI_Security_Guide.pdf
http://docs.oracle.com/cd/E61555_01/books/OFSAAI_Security_Guide.pdf

NOTE NOTE: For deployment on Oracle WebLogic Server 12.1.3+
(64 bit) with Java 8, download and install patch 18729264 from
My Oracle Support.

This section includes the following topics:

Creating Domain in WebLogic Server

Setting WebLogic Memory

1
1 Deleting Domain in WebLogic
1
1

Configuring WebLogic for REST Services Authorization

7221 Creating Domain in WebLogic Server

To create a new domain using Configuration Wizard in WebLogic, do the following:
1. Navigate to <WLS_HOME>/wlserver/common/bin directory and execute the command:
Jconfig.sh

The Configuration Type window of the Configuration Wizard is displayed

| 3] Fusion Middleware Configurati

Configuration Type ORACLE
FUSION MIDDLEWARE

o) Create Domain
| Templates
Administrator Account
Domain Mode and |DK
Advanced Configuration
v Configuration Summary
2 Configuration Progress R
_ End Of Configuration ) iCreate a new domain

Update an existing domain

Domain Location: | Dracle /Middleware/COracle_Home/fuser_projects fdomains/base_domain

Create a new domain.

Cancel

2. Select the Create a new domain option and click Next. The Templates window is displayed.
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zl Fusion Middleware Configuration Wizard - Page 2 of 8@ofss220601

= §3
I forsce | )‘
FUSION MIDDLEWARE

A Create Domain

@ |[Create Domain Using Product Templates:

[ Templates
Administrator &ccount Template Categories: |All Templates -
Domain Mode and [DE. Available Templates

Bazic WeblLogic Server Domain - 12.2.1.2.0 [wiserver] *

‘Weblogic Advanced Web Services for JAX-RPC Extension - 12.2.1.2.0 [oracle_commaon]
‘Weblogic Advanced Web Services for JAX-WS Extension - 12.2.1.2.0 [oracle_common]
Configuration Progress weblogic Coherence Cluster Extension - 12.2.1.2.0 [wiserver]

WeblLogic |AX-WS SOAPSIMS Extension - 12.2.1.2.0 [oracle_common]

Advanced Conflguratlon
Configuration SUmm al
¥ 2] b

End Of Configuration

LCreate Domain Using Custom Template:

Help < Back Mext = Cancel

3. Select the Create Domain Using Product Templates option and click Next. The Administrator
Account window is displayed.
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Fusion Middleware Configuration Wizard - Page 3 of 8@ofss220601 .

Administrator Account _ORACLE
FUSION MIDDLEWARE

Domain Maode and |DE

Advanced Configuration
Configuration Summary

. Configuration Progress

Mame

w End Of Configuration

Pazzward

Confirm Passward |

User name may not contain commas, tabs, or any of the following characters: <=#| &7 0}

| < Back | Mext = I Einizh | Cancel |

4. Enter the user name to be assigned to the administrator, the password and confirm the password.
Click Next. The Domain Mode and JDK window is displayed.
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3‘ Fusion Middleware Configuration Wizard - Page 4 of 8@ofss220601

Domain Mode and JDK DRACLE
FUSION MIDDLEWARE

Create Domain

/T\ Domain Mode
Templates
/T\ o Development
Administrator Accaunt
T Ltilize boot.properties for username and password, and poll for applications to deploy.
i Domain Mode and JDK
| Production
Advanced Configuration X L
/T\ Require the entry of a username and password, and do not poll for applications to deploy.
¥ Configuration Summary

DK
Configuration Progress ]

# Oracle HotSpot 1.8.0_45 jusr/fjava/jdk1.8.0_45
End Of Configuration

Other DK Location:

Help < Back Mext = Cancel

5. Select from the following options:

A In the Domain Mode section, select the required mode (Development or Production).

In the JDK section, select the required option. If you select Other JDK Location, click
Browse, navigate to the JDK location, and select. Click Next.

>

The Advanced Configuration window is displayed.
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zl Fusion Middleware Configuration Wizard - Page 5 of 9@ofss220601 [“:' = éj

. ——

Advanced Configuration ORACLE
FUSION MIDDLEWARE

Create Domain

+ | Administration Server
Templates =

. Modify Settings
Administrator Account

Comain Mode and |k Node Manager
Advanced Configuration Canfigure Mode Manager

Administration Server Topology

Configuration Sutn mary Add, Delete or Modify Settings for Managed Servers, Clusters, Yirtual Targets and Coherence

Configuration Progress

(O ——F —¥

End Of Configuration

Help < Back Mext = Cancel

6. Select Administration Server. A WebLogic Server domain must have an Administration Server.
You can also select Manages Servers, Clusters and Machines and RDBMS Security Store, if
required. Click Next. The Administration Server window is displayed
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.
j‘ Fusion Middleware Configuration Wizard - Page 6 of 9@ofss220601 L-:' L= ﬂ
——

—
Administration Server ORACLE
FUSION MIDDLEWARE

i, Create Domain

%

i, Templates

_3

w Administrator Account

Domain Mode and JOK

—e—

i Advwanced Configuration
Administration Server Server Name AdminServer
Configuration Summary Listen Address | All Local Addresses

Configuration Progress Listen Port 3091

C—< _(_(%

Erd Of Canfiguratian
Enahle 351

351 Listen Part

Port number must be between 1 and 65535, and different from S5L listen port and coherence port.

Help = Back Mext = Cancel

L S— =

Enter Administration Server details such as the Server Name, Listen Address, Listen Port,
Enable SSL(for secure login using https, select this check box), and SSL Listen Port. Click
Next. The Configuration Summary window is displayed.

NOTE Make a note of the Listen Port or SSL Listen Port value (for
example: 7007), since the same has to be re-entered in the
Servlet port field during Infrastructure installation.
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jl Fusion Middleware Configuration Wizard - Page 7 of 9@ofss220601

Configuration Summary ORACLE i j‘
FUSION MIDDLEWARE

Create Diomain

Y Wiewr |Deployment - Mame Basic WeblLogic Server Domain
Description  Create a basic WeblLogic Server dom air

Templates = base_domain {fscratch/S06wds/Oracle/Middlenare, Author Oracle Corparation

Administrator Account B & Server Lacation fscratch /806w s/ Oracle /Middleware /1

D AdminServer

Domain Mode and |DK

Advanced Configuration

Administration Server

Configuration Summary
Configuration Progress

End Of Configuration

: 3| 77— r

Select Create to accept the above options and start creating and configuring a new domain. To change the
above configuration before starting Domain Creation, go back to the relevant page by selecting its name in
the left pane, or by using the Back button.

Help < Back LCreate Cancel

8. Verify the configuration details of the WebLogic domain and click Create. The Configuration
Progress window is displayed with the status indication of the domain creation process.
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H 1
Fusion Middleware Configuration Wizard - Page 8 of 9@ofss220601 [y -

ORACLE
FUSION MIDDLEWARE

Configuration Progress

A, Create Domain
| | 100%
/-l-\ Templates
] Administrator Account % | Copy Unprocessed Artifacts
s Domain Mode and [DE @ | Security Processing
] o | Artifacts Generation
/-l-\ Advanced Configuration | String Substitution
] Administration Server @ | Post Processing
I Configuration Summary
-:@T;n:- Configuration Progress
w End Of Configuration
| Help | = Back | Mext = | Einizh | Cancel |

9. Click Next when 100% of the activity is complete. The End of Configuration window is displayed.
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_—I Fusion Middleware CDnﬁguratan Wizard - Page 9 of 9@ofss220601

End Of Configuration DRACLE
FUSION MIDDLEWARE

Create Daomain

¥ Oracle Weblogic Server Configuration Succeeded

AR New Domain base_domain Creation Succeeded
U Administrator Account Domain Location _ _ _ _
fscratchfB06wds/ Oracle/Middleware/ Cracle_Homefuser projects fdomains fbase_domain
Diomain Mode and |0k Admin Server URL

http:ffofss220601:9091 fconzole

S Advanced Configuration
~ Administration Server

Configuration Summarny
2 Configuration Progress
\L End Of Configuration

Help Einish

\

10. Click Finish. The domain server is created enabling the deployment of multiple Infrastructure
applications on a single WebLogic.

NOTE Note down the HTTPS port specified during this process and use
the same as servlet port or web server port during OFSAAI
Installation. To enable https configuration on Infrastructure,
assign value 1 to "HTTPS_ENABLE" in
OFSAAI_InstallConfig.xml for silent mode OFSAAI installation.

11. Add a java option entry -DUseSunHttpHandler=true in WLS_HOME/bin/ "setDomainEnv.sh" file
(Required only if self-signed certificate is used).

7.2.2.2 Deleting Domain in WebLogic

1. Navigate to the following directory:
<WebLogic Installation directory>/user_projects/domains/<domain name>/bin

2. Execute ./stopWebLogic.sh to stop the WebLogic domain.
3. Delete the WebLogic domain.
7.2.2.3 Setting WebLogic Memory

To configure the WebLogic Memory Settings:
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7.2.3

7.2.3.1

Change the memory setting for Java Heap to -xms512m -Xmx3072m in setDomainEnv. sh file, which
resides in the folder <DOMAIN_HOME>/bin and in CommEnv . sh file which resides in the common/bin
folder.

Edit this file for customizing memory settings and garbage collector settings depending on the
available hardware configuration.

Example 1:

if [ "${JAVA_VENDOR}" ="Sun" ] ; then WLS_MEM_ARGS_64BIT=" - Xms512m -
Xmx1024m"

export WLS_MEM_ARGS_64BIT WLS_MEM_ARGS_32BIT="- Xms512m - Xmx1024m"
export WLS_MEM_ARGS_32BIT else

WLS_MEM_ARGS_64BIT="Xms512m - Xmx1024m"

export WLS_MEM_ARGS_64BIT WLS_MEM_ARGS_32BIT="- Xms512m - Xmx1024m"
export WLS_MEM_ARGS_32BIT

Example 2:

JAVA_VM=

MEM_ARGS="Xms256m - Xmx1024m"

Configuring WebLogic for REST Services Authorization

To enable REST API authorization by OFSAA in WebLogic, perform the following steps:

1.

Open the config.xml  file located in the domain where OFSAA is deployed, that is
<domain_home>/config/config.xml

Add the following in the security-configuration tag:

<enforce -valid - basic -auth - cr edentials>false</enforce -valid - basic -auth -
credentials>

Configuring Apache Tomcat Server for Application Deployment

This section is applicable only when the Web Application Server type is Tomcat.

=A =4 =4 4 4 -4 -4 -

Administering Tomcat User

Configuring Tomcat to use JAVA 64 bit Executables

Configuring Servlet Port

Configuring SSL Port

Setting Apache Tomcat Memory

Configuring Tomcat for User Group Authorization

Uninstalling WAR Files in Tomcat

Configuring Axis API

Administering Tomcat User

The Tomcat administration and manager application does not provide a default login. You are required
to edit "$CATALINA_HOME/conf/tomcat - users.xml " as instructed below.
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7.2.3.2

7.2.3.3

This file contains an XML tag <user> for each individual user, which will display the username and
password used by admin to log on to Tomcat, and the role names to which the admin user is associated
with. For example, <user name="admin" password="admin" roles="standard,manager"/>

Add the manager role to any one of the existing username/password combination as shown in the
example above.

Use the same username/password to which the manager-gui role has been assigned to access the
Tomcat Application Manager.

If the Tomcat server is already running, it requires a re-start after the above configuration is done.

Configuring Tomcat to use JAVA 64 bit Executables
1. Navigate to the "$CATALINA_HOME/bin" folder.

2. Edit the setclasspath.sh as explained below.

3. Replace the following block of text:
# Set standard commands for invoking Java.
RUNJAVA="$JRE_HOME"/bin/j ava
if [ "$0s400" != "true" ]; then RUNJDB="$JAVA_HOME"/bin/jdb With:
# Set standard commands for invoking Java.
RUNJAVA="$JAVA BIN"/java
if [ "$0s400" !="true" ]; then RUNJDB="$JAVA_BIN"/jdb

4. If the Tomcat server is already running, it requires a re-start after the above configuration is done.

NOTE In case tomcat is installed under different UNIX profile, set
JAVA_BIN environment variable in .profile to include the Java
Runtime Environment absolute path.

For example:
export  JAVA_BIN /usr/javal/jdk1.7.0_65/jre/bin
export JAVA_BIN = /usr/jdk1.7.0_75/bin/sparcv9 for Solaris Sparc

Configuring Servlet Port

The default servlet port configured for the Tomcat installation is 8080. Ignore this section if you need to
use the default port.

If you need to use a different port number, you must first configure the port in the "server.xml  in the
"c o n fdigectory of Tomcat Installation directory. The following steps guide you through the
configuration process.

1. Navigate to SCATALINA_HOME/conf . Open server.xml  and locate the tag: Defineanon -
SSL HTTP/1.1 Connector on port 8080

2. Against this tag, a parameter is specified' Connect or por t EdithiSvalde @odhe
new port number that will be used during the installation process

3. Save your changes in server.xml  file.
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7.23.4

7.2.35

7.2.3.6

NOTE Make a note of the servlet port configured. This information is
required during the installation of OFSAA Application Pack.

Configuring SSL Port

If you need to configure and access your OFSAA setup for HTTPS access, ensure that the following
connect tag under Define a SSL HTTP/1/1 Connector on port 8443 oin
<Tomcat_installation_folder>/conf/server.xml file is uncommented for SSL
Configuration. (By default, it is commented).

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true" clientAuth="false"
sslProtocol="TLS"

NOTE Make a note of the servlet port configured. This information would
be required during the installation of OFSAA Application Pack.

To enable https configuration on Infrastructure, assign value 1 to "HTTPS_ENABLE" in
OFSAAI_InstallConfig.xml for SILENT mode OFSAAI installation.

For more information related to SSL Configuration on Tomcat, refer to http://tomcat.apache.org

Setting Apache Tomcat Memory

To configure the Apache Tomcat Memory Settings:
1. Locate the file catalina.sh which resides in the folder <CATALINA_HOME>/bin .

2. Edit this file for customizing the memory settings and garbage collector settings depending on the
available hardware configuration.

3. Add the memory setting for Java Heap to i Xms512m - Xmx1024m

Example:

if [ -z "$LOGGING_MANAGER" ]; then JAVA_OPTS="$JAVA OPTS - Xms512m -
Xmx1024m

- Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager" else
JAVA OPTS="$JAVA OPTS- Xms512m - Xmx1024m $LOGGING_MANAGER"
fi

Configuring Tomcat for User Group Authorization and Data Mapping

Users with system authorization roles can access User Group Authorization. However, to make it
available on Tomcat web server, you have to perform the following configuration steps:

1. Navigate to the $SCATALINA_HOME/conf folder and open web.xml file.
2. Enter the following in the web.xml file.

<init - param>

<param - name>mappedfile</param - name>

<param - value>false</param - value>
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</init - param>

3. Save and close the file.

7.2.3.7 Uninstalling WAR Files in Tomcat

To uninstall WAR files in Tomcat refer Uninstalling WAR Files in Tomcat.

7.2.3.8 Configuring Axis API

This step is optional and required only if the web application server used in Apache Tomcat. If you use
any other web application server, skip and proceed to next step.

1. Copy the jaxrpc.jar from the <OFSAA Installation Directory>/axis -
1_4/webapps/axis’lWEB - INF/lib  and place it in under <Tomcat Installation
Directory>/lib and restart the Tomcat Server.
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8 Appendix B: Configuring Resource Reference in Web
Application Servers

This appendix includes the following topics:

1 Configuring Resource Reference in WebSphere Application Server

i Configuring Resource Reference in WebLogic Application Server

I Configuring Resource Reference in Tomcat Application Server

8.1 Configuring Resource Reference in WebSphere
Application Server

This section is applicable only when the Web Application Server is WebSphere.
This section includes the following topics:
Creating JDBC Provider

Creating Data Source

Creating J2C Authentication

f
f
f
f

Creating JDBC Connection Pooling

8.1.1 Creating JDBC Provider

1. Open the WebSphere admin console in the browser window: http://<ipaddress>:<administrative
console port>/ibm/console. (https, if SSL is enabled). The Login window is displayed.

2. Login with the user ID that has admin rights.

3. Expand the Resources option in the LHS menu and click JDBC A JDBC Providers. The JDBC
Providers window is displayed.
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JDBC providers A

JDBC providers

Use thiz page to edit propaerties of a JOBC provider. The JDBC provider object lates the specific JDBC driver
implementation class for access to the specific vendor database of your environment, Learn more about this task in a
guided sctivity. A guided activity provides a list of task steps and more general information about the topic,

E] Scope: Cell=GXS150REV-Zone2Node05Cell. Node=GXS150REV-Zone2Node05, Server=serverl

Scope specifies the level at which the rescurce definition is visible. For detalled
information on what scope is and how it works, see the scoce settings helo,

[Node=GXS150REV-Zone2Nodeds, Servear=sarvert ¥

Srefarences

&J Delata
| nllE5iE 4

Sclm. Name | Scope { | Oescription §
| Youcan ad the folloning

(| ¢! C Provider Node=GXS1S0REV- Derby embedded non-XA JDBEC
Zone2NodelS, Server=sarverl Provider

E] EICMASTER Node=GXS150REV- Oracle JDEC Driver
Zone2NodelS, Server=sarverl

D racl iver Node=GXS1SOREV- Oracle JDEC Criver
Zone2NcdelS,Server=sarverl

D RORFFW Node=GXS1S50REV- RORFFW
Zone2Rode0S, Server=sarvaerl

D RORPHC Node=GXS1S50REV- RORPAC
2one2NodelS, Servar=zerverl

D UBGSPFT Node=GXS1S0REV- UPGSPFT
Zone2HodeOS,Servernserverl

0 |uessser Node=GXS150REV- UPGSROR
Zone2NodelS.Servernserverl

O DESSAN Node=GXS1SOREV- UPGSSAND

! jeoosNoceln, Sarvemsipyact
i Total &8
JDBC Providers

Select the Scope from the drop-down list. Scope specifies the level at which the resource
definition is visible.

Click New to add new JDBC Provider under the Preferences section. The Create new JDBC
provider window is displayed.
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Create a new JDBC Provider -

Create a new JOBEC Provider

Step 1: Create new

JDEBC provider

Set the basic configuration values of a JDEC provider, vhich encapsulates the specific
vendor JOEC driver implementation ciasses that are required to access the database.
The vizard fills in the name and the description fields, but you can type different
values.

Step 3: Summary Scope
cells:GXS1SOREV-
Zone2Node0S5Cellinodes:GXS150REV-

Zone2hodelS:sarversiserverd

#* Database
QOracle &~

database class
information

Oracle JDBC Driver v

+ Implementation tyse

IConn«ﬂon pool data source \:‘J

* Name
|Oracle JOBC Driver ]

Description
Oracle JOBC Criver

Create a new JDBC Provider

Enter the following details:

A Database Type - Oracle
A Provider Type- Oracle JDBC Driver
A Implementation Type- Connection pool data source

Name- The required display name for the resource

Description - The optional description for the resource

Click Next.

Step 2: Enter
database class path
information

Step 3: Summary

Create a new JDBC Provider -

Create a new JDBC Provider

Set the environmaent variables that represent the JOEC driver class files, which
WebSphere(R) Application Server uses to define your JDBC provider. This wizard page
displays the file names: you supply only the directory locations of the files. Use
complete directory paths whaen you type the JDBC driver file locations. Fo: ample:
C:\SQLLIB\java on Windows(R) or /home/db2insti/sqllib/java on Linux(TM).

I a value is specified for you, you may click Next to accept the value.

Class path:

hd

Directory location for “ojdbes jar” which is saved as WebSphere variable
${ORACLE_JDEC_DRIVER_PATH}

[feracte/orajdbe/app/orajdbe/product/11.2.0/client_1/3dbe/lib
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Enter database class path information

8. Specify the directory location for "ojdbc<version>.jar " file. Ensure that you do not use the
trailing slash file separators.

9. The Oracle JDBC driver can be downloaded from the following Oracle Download site:
A Oracle Database 11g Release 2 (11.2.0.4) JDBC Drivers
A Oracle Database 12c Release 1 (12.1.0.1) JDBC Drivers

10. Once downloaded, you need to copy the file in the required folder on the server.

NOTE Refer Appendix O for identifying the correct
ojdbc<version>.jar version to be copied.

11. Click Next. The Summary window is displayed.

Create 3 new JOEC Provider

Step 1: Create new Summary '
JOBC provider

Stop 21 E Summary of actions:

databaze class path Options Values

information

cells:GXS150REV-Zone2NodelSCellinodes: GXS1 SOREV-

Scope Zone2NodelS:servaers:servert

=) Step 3: Summary

JDBC provider name Oracle JDBC Driver
Description Cracle JOEC Oriver
Class path S{ORACLE_JDBC_DRIVER_PATH}/ojdbck jar

${ORACLE_JDBC_DRIVER_PATH} | /oracle/crajdbe/app/orajdbe/product/11.2.0/client_1/idbe/lib

Implemantation class name oracle.jdbe.pool.OracleConnactionPociDataSource

Drevuousl F:mshl CancelJ

Summary
12. Verify the details and click Finish to create the JDBC Provider.

13. The options to Save and Review are displayed. Click Save.

Creating Data Source

The steps given below are applicable for both CONFIG and ATOMIC data source creation.

1. Open this URL in the browser window: http://<ipaddress>:<administrative console
port>/ibm/console . (https, if SSL is enabled). The Login window is displayed.

2. Login with the user ID that has admin rights.

3. Expand the Resources option in the LHS menu and click JIDBC A Data sources option. The Data
sources page is displayed.
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Data sources

Data sources

i sl

Use this page to edit the gs of & ce that is ted nith your selected JOBC . The dat ree
object supplies your application with connections for accessing the database. Learn more about this task in 3 guided
Aackivity. A guided activity provides a list of task steps and more general information about the topic.

[ Scope: Cell»GXS150REV-Zone2Node05Cell. liode=GXS150REV-Zone2Node05, Serversserverl

Scope specifies the level at vhich the resource definition is visible, For detailed
information on vhat scope is and how it works, zee the sco0s settings helo.
[ Node=GXS150REV-Zone2Nodens, Ser v

E :N.:lﬁ

[ Preferences

;NQWII Dslate ” Test connection li Manage state.. |

BoE®

Sclutl N-m C

| INDI name C [Scopc & ]valdu (4 i Description {  Category $

[ You can the folloving
D Default Dc!aultDatuour«;: Node=GXS1SOREV- \ Derby JDBC Datasource
Oatasource | ZonezNode0S Server=serverl Provider for the
WebSphere
| Default
) | Application
O EICMASTER Jdbe/FICMASTER | Node=GXS1S0REV- FICMASTER | New JOBC
Zone2NodeOS Servermserverl | Datasource
[ |BoREEW Jdbe/RORFFW | Hode=GXS150REV- RORFFW | New J0BC
Zone2NodelS5.Server=sarverl Dataszource
O RORPH JEb/RORPNC Node=GXS150REV- RORPHC New JCBC
ZoneZNodel(S5 Server=serverl | Datasource
O YeGSPET 6B/ UPGSPFT Node=GXS1S0REV- UPGSPFT | New JOBC
Zone2NodeOS, Sarverssarvarl Datasource
O |4esseo’ jdbe/UPGSROR Node=GXS150REV- UPGSROR | New JoBC
Zone2Node05,Server=servarl | Datasource
1 Total &

Data Sources

Select the Scope from the drop down list. Scope specifies the level at which the resource
definition is visible.

Click New. The Create a Data Source window is displayed.

Create a data source

-

Step 1: Enter basic
data source
information

Set the basic configuration values of 3 datasource for nsoaat‘on with your JDEC

) the

Step 2: Select JOBC
provider

Step 3¢ Enter
database specific
propaerties for the
data source

Step 4: Setup
security aliases

Step 5: Summary

provider. A datasource supplies the physical co
servar and the database.

Requiremant: Use the Datasources (WebSphere(R) Application Server V4) conscle
pages if your applications are based on the Enterprise JavaBeans(TM) (EJB) 1.0
specification or the Java(TM) Serviet 2.2 specification.

Scoce

cells: GXS1SOREV-
Zone2Node0SCellinodes:GXS150REV-
Zone2Nodel5iservers:sarvert

# Data source name
[stomT

4 JKDI name
igbe/ DRYMOCK

Create

a Data Source

Specify the Data Source name and JNDI name for the new "Data Source".
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7. The JNDI and Data Source name are case sensitive. Ensure that JNDI name is same as the
"Information Domain" name.

8. Click Next. The Select JDBC provider window is displayed.

Create a data source

Step 11 Enter basic Select JDBC IDMQC'
data source
information

Specify a JDBC provider to support the datasource. If you choosa to create a new
JDEC provider, it will be created at the same scope as the datasource. If you are

Slep:’: Select JOBC selecting an existing JDBC provider, only those providers at the current scope sre
provider

available from the list,

Step 31 Enter
::;::;;’m::: O Create new JDEC provider

data source

@ Select an existing JOBC provider
Step 41 Satup

securty aliases [Grad J08C brver ¥

Step 51 Summary

I Previous | ﬁe&ct] "i':an'c“elAI

Select JDBC Provider

9. Select the option Select an Existing JDBC Provider and select the required JDBC provider from
the drop-down list. Click Next.

Create a data source

Step 1: Enter basic Enter database specific properties for the data source
data source :
Information

Set these database-specific properties, which are required by the database vendor

2:
Stap 2: Select JDBC JOBC driver to support the connections that sre managed through the datasource.

provider

Step 3: Enter Name | Value
daubas.c specific + URL
properties for the
data source

[10.184.108.51 1521 0rcl21g)

+ Data store helper class name
QV.:IQ‘. 1g data store helper N~

Step 4: Setup
security aliases

Stap 5: Summary Usze thiz data source in container managed persistence (CMP)

Previous I ] N'extl Cancel l

Enter Database Properties
10. Specify the database connection URL.
11. For Example: jdbc:oracle:thin:@<DB_SEREVER_IP>:<DB_SERV ER_PORT>:<SID>

12. Select Data Store Helper Class Name from the drop-down list and ensure that the checkbox
Use this data source in container managed persistence (CMP) is selected.

NOTE For RAC configuration, provide the RAC URL specified during
installation.

For Example:

jdbc:oracle:thin: @(DESCRIPTION=(ADDRESS_LIST=(ADDRESS=(PROTOCOL=TCP)(HO
ST=10.11.12.13)(port=1521))(ADDRESS=(PROTOCOL=TCP)(HOST=10.11.12.14)(PO
RT=1521))(LOAD_BALANCE=Nn0)(FAILOVER=yes))(CONNECT_DATA=(SERVICE_NAME=pq
adb)))
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13. Click Next.
create adatasource -]

Create 3 data source

Stap 1: Enter basic

data source
Information

Step 2: Select JDBC Select the authentication values for this resource.
pravider

Component-managed authentication alias

Step 3: Enter | (none} Y
database specific - z R

proparties for the Mapping-configuration alias !

data source | (none) |

Step 4: Setup Container-managed authentication alias
security aliases | (none) v

Step 5: Summary

Hote: You can create a new J2C authentication alias by ing one of the following
links. Clicking on a link will cancel the vizard and your current wvizard selections will be
lost,

| ati

Security domaing

e;: l { C;ﬁc;f ]

Previous

Setup Security Aliases

14. Map the J2C authentication alias, if already created. If not, you can create a new J2C
authentication alias by accessing the link given (Global J2C authentication alias) or you can
continue with the data source creation by clicking Next and then Finish.

Create a data source

Step 1: Enter basic Summary

data source
information

Summary of actions:
Step 2: Select JOBC Options ] Values

provider
cells:GX51S0REV-Zone2Node0SCeil:nodes:GXS1S0REV-

Stap 3: Enter Scope Zone2NodelS:servers:serverl
5 f

g:;::;::{;?;,: Data source name AtemT

data source JKDI name jdbc/DRYMOCK

Step 41 Satup Select an existing \ .

pis e IDEC provider Oracle JOBC Driver

Implemaentation class
name

URL jdbcioracle:thin:@10.184.108.91:1521o0rcl11gr2
Data store helper class
name

oracle.jdbe.pool.OracleConnectionPcolDataSource

=3 Step 5: Summary

com.ibm.websphere.rsadapter.Oraclel10gDataStoreHelper

Use this data source in
container managed true
persistence (CMP)

Component-managed

authentication alias {none)
Mapping-configuration

alias (none)
Container-managed (none)

authentication aliazs

| previous | | Finish H Cancel |
1= = ) - 4

Summary
15. You can also create and map J2C authentication alias after creating the data source.

16. You must create another Data source by following the above procedure with jdbc/FICMASTER as
JNDI name pointing to the "configuration schema" of Infrastructure.

ORACLE INSURANCE DATA FOUNDATION INSTALLATION AND CONFIGURATION GUIDE RELEASE 8.0.8.0.0 | 104



8.1.3 Creating J2C Authentication

The steps given below are applicable for creating both config and atomic J2C Authentication.
To create J2C Authentication details:

1. Select the newly created Data Source and click JAAS - J2C authentication data link under
Related Items.

Data sources > Default Datasource > JAAS - J2C authentication data

Specifies a list of user identities and passwords for Java(TM) 2 connector security to use.

Prafix new alias names vith the node name of the cell (for compatibility with earlier relesses)

Apply
@B Preferences
Naw| Deleta
L=l mlleit

Select Alias £ User ID Description £

You can administer the following resources:

D GX

3 V- upgsconf FICMASTER
ne2Ncde0S/FICMASTER
corffw

rorpne

[ upgspft | upgspft

| upgsprod | upgsprod
upgsror | upgsror

[ upgssand | upgssand

' upgsconf I upgsconf

JAAS - J2C Authentication Data
2. Click New under the Preferences section.

Data sources > Default Datasource > JAAS - J2C authentication data > New
Specifies a list of user identities and passwords for Java(TM) 2 connector security to use.
General Properties

* Aliss
[atm

# User ID
[upgs73

* Password
[sosesee

Description
|Ato-ru: Instance

IApnIvI oxi Reset Cancel l

JAAS - J2C Authentication Data - New
3. Enter the Alias, User ID, Password, and Description. Ensure the following:

A User ID is the Oracle user ID created for the respective CONFIG and ATOMIC Schema for
the Al nformation Domaino.
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A Specify the CONFIG database user ID and password information for the jdbc/FICMASTER
data source, and specify the ATOMIC database user ID and password information for the
ATOMIC schema data source that you created earlier.

4. Click Apply and save the details.

8.1.4 Creating JDBC Connection Pooling

To define the JDBC connection pooling ensure that you have created JDBC Provider and Data source
to access the data from the database.

1. Expand the Resources option in the LHS menu and click JDBC A Data sources option. The
Data sources page is displayed.

2. Click the newly created Data Source $DATA_SOURCES$ and navigate to the path Data
sources>$DATA_SOURCE$>Connection pools.

Data sources. —

Data sources > GAFUSION DATA SOURLCE > Connecton pools

Uze thiz page to set properties that impact the timing of connecion management tazks, which can affect
the parformance of your application, Considar the default values carafully: your application raquirarnents
might warrant changing these values,

Configuration

General Propertios Additional Properties
geopd Advanced
calls:ipaZédorbodedicellinodesiipaZédorNodellsarvers i sarverl

sennaction pogl
* Connection timeout preperiias

2] seconds nection |
gu:;gm EFQEG‘EEIS{

* Maximum connecions

|100 COnnEctions

* Minirmurm connactions

[10 connactions
¥ Raap time

|180 seconds

* Unused timeout
|1800 seconds

* Aged timeout
=] Faconds

Purgae policy
EntiraPool w |

Apply EJ Rasat | | Cancel |

Connection Pools

3. Set the values for Connection timeout to 0 seconds, Maximum connections to 100
connections, and Minimum connections to 10 connections as shown in the above figure. You
can also define Reap Time, Unused Timeout, and Aged Timeout as required.

8.2 Configuring Resource Reference in WebLogic Application
Server

This section is applicable only when the Web Application Server is WebLogic.

M Creating Data Source

9 Creating GridLink Data Source

ORACLE INSURANCE DATA FOUNDATION INSTALLATION AND CONFIGURATION GUIDE RELEASE 8.0.8.0.0 | 106



1 Configuring Multi Data Sources

1 Advanced Settings for Data Source

M Creating JDBC Connection Pooling

In WebLogic, you can create "Data Source" in the following ways:

1 For a Non RAC Database instance, Generic Data Source has to be created. See Creating Data
Source.

i For a RAC Database instance, GridLink Data Source has to be created. See Creating GridLink
Data Source.

1 When Load Balancing/Fail over is required, Multi Data Source has to be created. See
Configuring Multi Data Sources.

8.2.1 Creating Data Source

The steps given below are applicable for both config and atomic data source creation.

1. Open WebLogic Admin Console in the browser window: http://<ipaddress>:<administrative
console port>/console. (https, if SSL is enabled). The Welcome window is displayed.

2. Login with the Administrator Username and Password.
ORACLE
WebLogic Server® 11g

Administration Console

Welcome

LOg 1 10 work with e Weblogic Server doman

Username:
Password:

Welcome

3. From the LHS menu (Domain Structure), click Services A Data Sources. The Summary of
JDBC Data Sources window is displayed.
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ORACLE Weblogic Server® Asss
Change Center & reme L o (o Rocer a

Wiekcomne, manager | Conomctad bo: Mocksel
Wiew changes and restarts

Configur stion adting s snstied. Future Sumenary of J0BC Dot Seurces
Dunges v stoescady be activated 3 you
modty, a3 or deletn bens 0 thes doman.

A X0 ditn source is an cbasct bound b ther TNDL trew that Crovides databine carnctaty through o podl of JO0C cornections. Aopk stxrs can ok 4G & Sata source on the 301 tres acd than
Domain Structue Borrow & databaes connmcnon from & daa e

ModSe 8 s pagn sumesaries the JOOC data source cbincts that have been crastad i the doman

¥ Customize this table

Oata Seurces(Fitered - More Cobums Exist)

New_ | Olste Showng 1t 10l 3 reveus | et
[+ Name o5 INOT Nawne Targets

4 .‘:u\""‘ RO AdowrServer

New Ocleto

Showng 1to 1001 Pravous | Net

Summary of JDBC Data Sources

Click New and select Generic Data Source option. The Create a New JDBC Data Source
window is displayed.

You can also select GridLink Data Source or Multi Data Source while creating a Data Source.
For more information, see Creating Data Source or Configuring Multi Data Sources.

Create a Mew JDBC Data Source
et Canced

JDEC Data Source Properties

The follovang properties wil be used bo enbify your new JOBC data source.
Enhoated reguansd Sl

‘Whiat would you Mo toname your new JOBC dats source?

A * Hame: ATOMSTSOL

What JNOH name: woild you ke t0 asRgn: o your new J0EC Data Source?

5] IND Marmes
Jdbe/ATOMSTSOL

What database type woulkd you lice bo select?
Database Type: Orscle -

hiest. Canced

Create a New JDBC Data Source

Enter JDBC data source Name, JNDI Name, and select the Database Type from the drop-down
list. Click Next.

Ensure the following:

A The JNDI Name field should be in the format "jdbc/informationdomain”
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Same steps needs to be followed to create a mandatory data source pointing to the
"configuration schema" of infrastructure with jdbc/FICMASTER as JNDI name.

JNDI Name is the same as mentioned in web.xml file of OFSAAI Application.
A Required "Database Type" and "Database Driver" should be selected.

Create a New JD8C Data Source
Back  Next Cancal
JOBC Data Source Properties

The folowing properties wil e used 10 identify your new JOBC data source,

Database Type: Orade

What database deiver would you lice to use to creste database connections? Note: ® ndicates that the driver is exphafy supported by Orade Weblogi: Server

Database Driver:

"Oracle’s Daver (Thin XA) for Instance connections, Versions 9.0.1 and later v

Back | Next Cancel

JDBC Data Source Properties
8. Select the Database Driver from the drop-down list. You need to select the Database Driver
depending on database setup, that is, with or without RAC. Click Next.
Create a lew JDBC Data Source
Back || Hest Cancel
Transaction Gptions
Yiou have salected ndn-3A J0BC driver 10 creats dakabase Conmechion in your nevw Sats Sounts,
Does s data source support gobal ransacions? if yes, please choose the transacton protocol for this data source.,

[#] Supports Global Transactions

Salact thes ootion of you want io enabls non-XA 0BG connectiors from the data source to perbopate n global ransactions ang the Lapprp Last Aesauere (LLR) ransaction optimizabon,
Recommended in place of Emulate Two-Phase Commit,

) Logging Last Resource

Select this option IF you want to ensble non-XA J0BC connectionss from the data source o emulate particoation in giobal transactions usng JTA. Seiect the ootion only o your applcation can
overale Rewrs i CONQRons.

) Emulate Two-Phase Commit

Selact this sption & you want in snabls nan-X& JDBC connectiorss from the data souree to particinats n gobal transactions using the one-shase commit iransaction prossssing, \Wish this sotion, no
other resourtes Can partipabe in the giobal transaction.

(%) One-Phase Commit

Back | | Next Cancel

Transaction Options

9. Select the Supports Global Transactions checkbox and the One-Phase Commit option.
10. Click Next. The Connection Properties window is displayed.
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Create a New JDBC Data Source
Back | Next Cance
Connection Properties
Define Connecton Propertes.
VWhat is the name of the database you woid ke to comnect to?
Database Name: fsgby
Vihat s the name or 1P address of the datadase server?
Host Name: 10.184 74 80
Véhat s the port on the database server used to connect to te database?
ot 1521
What database account user name do you want 16 use to create database comnectons?
Database User Name: ssatom

What S the database ccount Password 1o Use 10 oreate catabase Conectons?

Password: eesnee
Confirm Password: LT
Back | Next Cance:

Connection Properties

11. Enter the required details such as the Database Name, Host Name, Port, Oracle User Name,

and Password.

12. Click Next. The Test Database Connection window is displayed.
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Create a New JDBC Data Source
Test Contiguration | Back | lext | | Fnish | | cancel
| !

Test Database Connection

Test the databacs svalshity and the connection propertes you provded.

i the R4 package name of JDBC driver class used to create database conmections in the cornection paal?

Debver Class Name: oracle jdbe OracleDrreer

What is the URL of the database to connect 0! The format of the URL varies by J08C drver,

s |dbe aracle thin @10 184 ]
Vinat datshase scoount user name do you WANE 10 es th Create datsbses cormectons]
Database User Name: ssatom

What s the datadass acoount passwond 10 use tD oreate database tormecions?

Password: sesnERRERRRRRRR RN

Confirm Password: SESRREIRERERRRERNY

Whiat are the propérbes to pass to the JDBC driver witen crébing datsbase connections?

Properties:

usez=ssatom

The set of driver propertes whose values ane derved at runtime from the named system property.

System Properties:

VWiat tabis name of SOL statement would you ke 1o uge to tesl database connectons?

Test Table Hame:

SQL SILECT 1 FROM DUAL

Test Configuraton Back  Med Finiah Cancel

Test Database Connection
13. Verify the details and click Test Configuration and test the configuration settings.
14. A confirmation message is displayed stating "Connection test succeeded.”
15. Click Finish. The created "Data Source" is displayed in the list of Data Sources.

NOTE "User ID" is the Oracle user ID that is created for the respective
CONFIG and ATOMIC schema of the respective "Information
Domain".

"User ID" to be specified for data source with "FICMASTER" as
"JNDI" name should be the Oracle user ID created for the
CONFIG schema.
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16. Select the new Data Source and click the Targets tab.

Create a New JDBC Data Source

Back Finsh | Cancel
Select Targets
You can select one or mire targets to depioy your nevw JDBC cata source, If you don't select 3 target, tha data source wil be eated but not depioyed. You wil need 1 deploy the data sxrce

8t 3 later tme.

Servers

] Adminserver

Back Fonisn, | Cancel

Select Targets

17. Select the AdminServer option and click Finish.

8.2.2 Creating GridLink Data Source

If you have selected the option, New A GridLink Data Source while creating the "Data Source", you
can directly specify the JDBC URL as indicated.

Create a New JOEC GridLink Data Source
Newt Cancel

J08C Griduink Data Source Properties

The folowing propertés wil be Lsed to dentfy your new JDBC Grdlink cats source.
ou ke to name your new JOB nk data source!

15 * name: XyzZ
DI name You Mie 10 assign 10 your new J0SC G Cats source

£5] INOI Hame:

Jdbe/xyz

Vhot catabase type would you ke to select?

Database Type: Oracie

Create a New JDBC GridLink Data Source
1. Enter Data Source Name, and JNDI Name.

2. Ensure that the "JNDI Name" field is specified in the format "jdbc/infodomname" and the XA
Driver checkbox is not selected. Click Next.
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Create a New JDBE GridLink Data Source

Back ) cangel

Connection Propertics

Dafine Cornection Propartes,

Ervber Complets JOBC URL for Griclink databa

Complete JOBC URL:

Wihit database account user name co you want to use to Teate Jatabase connections?

Database User Name:

What = the databace sccount passwond to use to create databace cornectons?

Password:
Confirm Passwornd:

Back | Migxt Gancel

JDBC GridLinkData Source- Connection Properties

3. Specify Complete JDBC URL, Database User Name, and Password. Click Finish. The created
"Data Source" is displayed in the list of Data Sources.

8.2.3 Configuring Multi Data Sources

A JDBC multi data source is an abstraction around a group of data sources that provides load balancing
and failover between data sources. As with data sources, multi data sources are also bound to the JNDI
tree. Applications can look up a multi data source on the JNDI tree and then reserve a database
connection from a data source. The multi data source determines from which data source to provide the
connection.

When the database used is Oracle RAC (Real Application Clusters) which allows Oracle Database to
run across a set of clustered servers, then group of data sources can be created for instances running
on a set of clustered servers and a JDBC multi data source can be created so that applications can look
up a multi data source on the JNDI tree to reserve database connection. If a clustered server fails,
Oracle continues running on the remaining servers.

1. Open WebLogic Admin Console in the browser window:
http://<ipaddress>:<administrative console port>/console . (https, if SSL is
enabled). The Login window is displayed.

Login with the "User ID" that has admin rights.

3. Inthe LHS menu (Domain Structure), select Services A JDBC A Multi Data Sources. The
Summary of JDBC Multi Data Sources window is displayed.
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Summary of JDBC Multi Data Sources

sources that provides load balancng and fadover between data sour
the D] tree and then reserve & database connection from & cata sou

S & DS ALHON AOUND B GrouD
5O Can 100k Up & MUt dats sour
ction

Use this page to create or view mus data sources i your doman

¥ Customize this table

Multi Data Sources(Filtered - More Columns Exist)

1 soUrces are aiso bound

Showing 10 20f 2 Previous | Next

Hew
[ | wame & INDI Rame Algonithm Type Targets
0 |resioro oo FUSIONRHE Load-Salancng AdmnServer
C] RORDS YO RORRMELQT Load Ealancing AdmnServer
Showing 1 to 20f 2 Previous | Next

Summary of JDBC Multi Data Sources
4. Click New. The New JDBC Multi Data Source screen is displayed.

NOTE Ensure that the Data Sources which needs to be added to new

JDBC Multi Data Source has been created.

Create a New J08C Multi Data Source
next Cangel
Configure the Multi Data Source:
Thes Following properties wil be used to isentify your rew JDBC ruit data sourse,
Vithat would you Boe b rame your pew JOBC mult data source?
4F] Hame: JOBC Muhi Data Source-d

Wihat JNDI name vouid you e to assign to your new JDBC Mt data source?

45| MOT Name:

Jdbeit

What sigorithe type for this JDBC Mult Dats Source veould you lios to select?
5] Algorithm Type: Load-Balancing +

Haxd CaNEH

Configure the Multi Data Source

5. Enter the JDBC Source Name, JNDI name, and select the Algorithm Type from the drop-down

list. Click Next.

NOTE The JNDI Name has to be specified in the format
jdbc/infodomname.

JNDI Name of the Data Sources that will be added to new JDBC

Multi data source should be different from the JINDI name
specified during Multi Data Source.

1 Same steps needs to be followed to create a mandatory data source pointing to the
"configuration schema" of infrastructure with jdbc/FICMASTER as JNDI name for Data Source.

ORACLE INSURANCE DATA FOUNDATION INSTALLATION AND CONFIGURATION GUIDE RELEASE 8.0.8.0.0| 114



1 JINDI Name provided in multi data source should be the same name that will be mentioned in
the web.xml file of OFSAAI Application.

1 You can select the Algorithm Type as Load-Balancing.

Create a New JDBC Multi Data Source
Back || Mext Cancel

Select Targets

Vi) TN SERITONE OF MONE WBIGELS  SEDMY Wold new J0BC Mult Dath Sorze,

Servers

=] AdminServer

Back | N Cancal

Select Targets

6. Selectthe AdminServer check box and click Next.

Create a New JDBC Multi Data Source
Sack  Mext Cance

Select Data Source Type

Please select type (XA or Non-Xa) of data source you would e o add to your new JOSC MUt Data Source

XA Driver

(&) Non-XA Driver

Sack  hext Cancel

Select Data Source Type

7. Select the type of data source which will be added to new JDBC Multi Data Source. Click Next.

Create a New JDBC Multi Data Source
Sack Finah | Caacel

Add Data Sources

2t JOEC Data Sources would you ike 1 802 1o your nesw JOSC MUlb Data Source?

Data Sources:
Available Chosen
. [R e
ROR
R
; > a
F
@ >
Creaea Cata ©
2 rush 2

Add Data Sources
8. Map the required Data Source from the Available Data Sources. Click Finish.

9. The New JDBC Multi Data Source is created with added data sources.

8.2.4 Advanced Settings for Data Source

1. Click the new Data Source from the Summary of JDBC Data Sources window. The Settings for
<Data Source Name> window is displayed.

2. Select the Connection Pooling tab given under Configuration.
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3. Gotothe Advanced option at the bottom of the page, and check the Test Connection of
Reserve checkbox (enables WebLogic Server to test a connection before giving it to a client).

4. To verify if the data source is valid, select "Data Source nhame". For example, FICMASTER.

Settings for FICHASTER
Configuration  Targeis | Monitoring | Conirol | Security || Motes

Stabstics  Testing
Uisa this page to test datsbase connections in this JDBC data source.

F Customize this table
Test Data Source (Filtered - More Columns Exist)

Showing 110 10f 1 Frevious | Next

Server State

i

Showing 110 Lof 1 Previous | Mext

Settings for <Data Source Name>
5. Select the server and click Test Data Source.
6. A message is displayed indicating that the test was successful.
7. Once the "Data Source" is created successfully, the following messages are displayed:
A All changes have been activated. No restart is necessary.
A Settings updated successfully.

8. If not, follow the steps given above to recreate the data source.

8.2.5 Creating JDBC Connection Pooling

To define the JDBC connection pooling, ensure that you have created JDBC Provider and Data source
to access the data from the database.

1. Click the newly created Data Source $DATA_SOURCES%Nd navigate to the path Oracle Home
A Summary of Services: JDBC A Summary of JDBC Data Sources A JDBC Data
Source - <INFODDOM_NAME>

2. Set the values for Initial Capacity to 10, Maximum Capacity to 100, Capacity Increment by 1,
Statement Cache Type to LRU, and Statement Cache Size to 10.

3. Click Save.

8.3 Configuring Resource Reference in Tomcat Application
Server
This section is applicable only when the Web Application Server is Tomcat.
This section includes the following topics:

9 Creating Data Source

M Creating JDBC Connection Pooling

M Configuring Class Loader for Apache Tomcat
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8.3.1

Copy the Oracle JDBC driver file, ojdbc<version>.jar from <Oracle Home>/jdbc/lib and
place it in <Tomcat Home>/lib

NOTE Refer Appendix O for identifying the correct
ojdbc<ver sion>.jar version to be copied.

Creating Data Source

To create "data source" for OFSAA application, navigate to <Tomcat Home>/conf and edit the following
block of text by replacing the actual values in server.xml

NOTE The User-IDs for configuration/ atomic schemas have the prefix
of setupinfo depending on the value set for
PREFIX_SCHEMA_NAME OFS_OIDF_SCHEMA _IN.XMlfile of
Schema Creator Utility.

For example: if the value set for PREFIX_SCHEMA_NAME DEV
and the schema name was mentioned as ofsaaco nf , then the
actual schema created in the database would be

DEV_ofsaaconf

<Context path ="/<context name>" docBase="<Tomcat Installation
Directory>/webapps/<context name>" debug="0" reloadable="true"
crossContext="true">

<Resource auth="Container"

name="jdbc/FICMASTER"

type="javax.sgl.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="<user id for the configuration schema>"
password="<password for the above user id>"
url="jdbc:oracle:thin:@<DB engine IP address>:<DB Port>:<SID>"
nmaxActive="100"

maxldle="30"

maxWait="10000"/>

<Resource auth="Container"

name="jdbc/< INFORMATION DOMAIN NAME >"
type="javax.sql.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="<user id for the atomic schema>"
password="<password for the above user id>"
url="jdbc:oracle:thin:@<DB engine IP address>:<DB Port>:<SID>"

maxActive="100"
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maxIdle="30"

maxWait="10000"/>

</Context>

For example:

<Context path ="/OIDF80 8"
docBase="/scratch/ofsaa/apache - tomcat - 8.0.21/webapps/OIDF80 8"
debug="0 "

reloadable="true"

crossContext="true">

<Resource auth="Container"

name="jdbc/FICMASTER"

type="javax.sgl.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="OIDFHIVECONF"

password="password123"
url="jdbc:oracle:thin:@10.184.155.78:152 1:0IDFDB12C"
maxActive="100"

maxldle="30" maxWaitMillis="10000"/>

<Resource auth="Container"

name="jdbc/OIDFINFO"

type="javax.sql.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="OIDFHIVEMETA"

password="password123"

url="jdbc:oracle: thin:@10.184.155.78:1521:0IDFDB12C"
maxActive="100"

maxldle="30" maxWait="10000"/>

<Resource auth="Container"

name="jdbc/OIDFHVINFO"

type="javax.sql.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="<ATOMIC SCHEMA2>"

password ="password123"
url="jdbc:oracle:thin:@10.184.155.78:1521:OIDFDB12C "
maxActive="100"

maxldle="30" maxWait="10000"/>

</Context>
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NOTE The <Resource> tag must be repeated for each Information
Domain created.
After the above configuration, the "WAR" file has to be created
and deployed in Tomcat.

8.3.2 Creating JDBC Connection Pooling

To define the JDBC connection pooling, do the following:

1. Copy $ORACLE_HOME/jdbc/lib/ojdbc<version>.jar to the path
$TOMCAT_DIRECTORY/lib/ .

NOTE Refer Appendix O for identifying the correct
ojdbc<version>.jar version to be copied.

2. Edit the server.xml present under the path $TOMCAT_DIRECTORY/conf/ with the below
changes, which is required for connection pooling.

<Conte xt path="/ $CONTEXTNAMES$" docBase="$APP_DEPLOYED_PATH$ "
debug="0" reloadable="true" crossContext="true">

<Resource auth="Container"

name="jdbc/ SINFODOM_NAME$"

type="javax.sql.DataSource"

driverClassName="oracle.jdbc.driver.OracleDriver"

username=" $ATOMICSCHEMA_USERNAMES$"

password="$ATOMICSCHEMA_PASSWORD$"

url="$JDBC_CONNECTION_URL"

maxActive="100"

maxIdle="30"

maxWait="10000"

removeAbandoned="true" removeAbandonedTimeout="60"

logAbandoned="true"/>

</Context>
Note the following:
$APP_DEPLOYED_PATHShould be replaced by OFSAAI application deployed path.
$INFODOM_NAMES$hould be replaced by Information Domain Name.
$ATOMICSCHEMA_USERNAME®BuUId be replaced by Atomic schema database user name.
$ATOMICSCHEMA PASSWORiD8Buld be replaced by Atomic schema database password.

$JDBC_CONNECTION_URdhould be replaced by JDBC connection string
jdbc:Oracle:thin:<IP>:<PORT>:<SID>.
For example: jdbc:oracle:thin 10.80.50.53:1521:soluint

=A =/ =4 = =
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1 The User-IDs for configuration/ atomic schemas have the prefix of setupinfo depending on the
value set for PREFIX_SCHEMA NAME in <<APP Pack>>_SCHEMA IN.XML file of Schema
Creator Utility.

1 For example: if the value set for PREFIX_SCHEMA_NAME is DEV and the schema name was
mentioned as ofsaaconf , then the actual schema created in the database would be
DEV_ofsaaconf

In the event, Oracle Wallet is configured in OFSAA server to store the database passwords, edit the
server.xml present under the path $TOMCAT_DIRECTORY/conf/ with the following changes, which is
required for connection pooling.

<Context path="/ SCONTEXTNAMES$" docBase="$APP_DEPLOYED_PATHS$ " debug="0"
reloadable="true" crossContext="true">

<Resource auth="Container" name="jdbc/ $INFODOM_NAME$"
type="javax.sql.DataSource"

driverClassName="oracle.jdbc.driver.OracleDriver" url= "$JDBC_CONNECTION_URL"
maxTotal="100" maxldle="30" maxWaitMillis="10000"

removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"/>

</Context>

Note the following:

$APP_DEPLOYED_PATHS$ should be replaced by OFSAAI application deployed path.
$INFODOM_NAMES$ should be replaced by Infodom Name.

$ATOMICSCHEMA_USERNAMES$ should be replaced by Atomic schema database user name.
$ATOMICSCHEMA_PASSWORD$ should be replaced by Atomic schema database password.

$JDBC_CONNECTION_URL should be replaced by JDBC connection string jdbc:Oracle:thin:/@<TNS
STRING>. For example, jdbc:oracle:thin:/ @ CONFIG

NOTE If you use Oracle Wallet for database password configuration, see
Creation of Oracle Wallet on OFSAA Server.

The User-IDs for configuration/ atomic schemas have the prefix of
setupinfo depending on the value set for PREFIX_SCHEMA_NAME
in <<APP Pack>>_SCHEMA_IN.XML file of Schema Creator Utility.

For example: if the value set for PREFIX_SCHEMA_NAME is DEV
and the schema name was mentioned as ofsaaconf, then the actual
schema created in the database would be DEV_ofsaaconf.

8.3.3 Configuring Class Loader for Apache Tomcat
1. Editthe server.xml  available in STOMCAT_HOME/conf/ folder

2. Add tag <Loader delegate="true" /> within the <Context> tag, above the <Resource>
tag. This is applicable only when the web application server is Apache Tomcat 8.
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I NOTE This configuration is required if Apache Tomcat version is 8.
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Appendix C: Creating and Deploying EAR/ WAR File

This appendix includes the following topics:
1 Creating EAR/WAR File
1 Deploying EAR/WAR File

9.1 Creating EAR/WAR File

To create EAR/WAR File, follow these steps:
1. Navigate to the $FIC_WEB_HOMHirectory on the OFSAA Installed server.
2. Execute./ant.sh command to trigger the creation of EAR/ WAR file.

3.  On completion of the EAR files creation, the "BUILD SUCCESSFUL" and "Time taken" message
is displayed and you will be returned to the prompt.

__________

SCrarte

C(

SCra

4. The EAR/ WAR file - <contextname>.ear/.war - is created.

NOTE The <contextname> is the name given during installation.
This process overwrites any existing version of EAR file that
exists in the path.

In case of OFSAA configured on Tomcat installation,
<contextname>.war  will be created.

9.2 Deploying EAR/WAR File

This section includes the following topics:

ORACLE INSURANCE DATA FOUNDATION INSTALLATION AND CONFIGURATION GUIDE RELEASE 8.0.8.0.0 | 122



1 Deploying WebSphere EAR/WAR Files
1 Deploying WebLogic EAR/WAR Files

M Deploying Tomcat WAR Files

NOTE Ensure to clear the application cache prior to the deployment of
Application Pack Web Archive. This is applicable to all Web
Servers (WebSphere, WebLogic, and Tomcat). For more
information, refer Clearing Application Cache section.

9.2.1 Deploying EAR/WAR Files on WebSphere

To deploy WebSphere EAR/WAR File, follow these steps:

1. Start WebSphere Profile by navigating to the path
/<Websphere_Installation_Directory>/IBM/WebSphere/AppServer/profiles/<P

rofile_Name>/bin/ and execute the command:
JstartServer.sh serverl

2. Open the following URL in the browser: http://<ipaddress>:<Administrative Console
Port>/ibm/console. (https, if SSL is enabled). The login screen is displayed.

C ~\ ) WebSphere Integrated
7 4 Solutions Console

l ‘ User ID
\ /4 admin

| (o) — Password
S _J Y

Licensed Materials - Property of IBM (c) Copyright IBM Corp. 1997, 2011 All Rights Reserved.
IBM, the IBM logo, ibm.com and WebSphere are trademarks or registered trademarks of
International Business Machines Corp., registered in many jurisdictions worldwide. Other
product and service names might be trademarks of IBM or other companies. A current list of
IBM trademarks is available on the Web at Copyright and trademark information.

Login Window
Enter the user credentials with admin privileges and click Log In.

4. From the LHS menu, select Applications and click New Application. The New Application
window is displayed.
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New Application 4

New Application
This page provides links to create new applications of different types.

Install a New Application

New Enterprise Application

[% New Business Level Application
@ New Asset

New Application

Click New Enterprise Application. The Preparing for the application installation window is
displayed.

Preparing for the application installation 7=

Specify the EAR, WAR, JAR, or SAR module to upload and install.

Path to the new application

)

Local file system

© Remote file system

Full path
[fscratch/oracle/was855/profiles/ TESTB0AAT/AAIS( | Browse... |

_Next| | Cancel |

Preparing for the Application Installation

Select Remote File System and click Browse. Select the EAR file generated for OFSAA to
upload and install. Click Next.

Preparing for the application installation

How do you want to install the application?

@ Fast Path - Prompt only when additional information is required.

©) Detailed - Show all installation options and parameters.

# Choose to generate default bindings and mappings

| Previous lNextI Cancel

Installation Options

Select the Fast Path option and click Next. The Install New Application window is displayed.
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Install New Application -

Specify options for installing enterprise applications and modules,

—> Step 1: Select
installation options

Specify the various options that are available for your application.
Step2 Map
modules to servers Precompile JavaServer Pages files

Step 2 Summary Directory to install application

Distribute application
Use Binary Configuration

Deploy enterprise beans

Application name
AAISO

Create MBeans for resources

Override class reloading settings for Web and EJB modules

Reload interval in seconds

Deploy Web services

Validate Input off/warn/fail
warn v

Process embedded configuration

File Permission

Allow all files to be read but not written to
Allow executables to exscute
Allow HTML and image files to be read by everyone

[F\dli=755=%\50=755=F\.a=755=%\.5I=755

Application Build ID
Unknown

Allow dispatching includes to remote resources

Allow servicing includes from remote resources

level
Create New BLA ¥

name

Asynchronous Request Dispatch Type
Disabled v

Allow EJB reference targets to resolve automatically
Deploy client modules
Isolated ad

Validate schema

Install New Application

8. Enter the required information and click Next. The Map Modules to Servers window is displayed.

Install New Application

Specify options for i enterprise

Step 1 Select
installation options
Specify targets such as application servers or clusters of application servers where you want to install the modules that are
=> Step 2: Map modules ined in your application. Mod canbei lled on the same application server or dispersed among several application
to servers servers, Also, specify the Web servers as targets that serve as routers for requests to this application. The plug-in
configuration file (plugin-cfg.xml) for each Web server is generated, based on the applications that are routed through.

Step 3 /Summary Clusters and servers:

| WebSphere:cell=ofss2311701Node02Cell,node=0fss2311701Node02,server=serverl Apply

(=ii(s]

Select Module URI Server
5 OFSAAL AAIS0.warWEB- WebSphere:cell=0fs52311701Node02Cell,node=0fs52311701Node02,server=serverl
£4 Web s
Application INF/web.xml|

| Previous |_N_ext“ Cancel I

Map Modules to Servers

9. Select the Web Application and click Next. The Map Resource References to Resources
window is displayed.
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Specify options for installing enterprise applications and modules.,

Step 1 Select Map
installation options
Step 2 Map Each resource reference that is defined in your application must be mapped to a resource.
modules to servers
javax.sql.DataSource
Step 3: Mapresource Set Multiple INDI Names ~ | Modify Method... | Extended Properties...
references to resource
Step 4: Map virtual
hosts to Web modules &2 0 ‘
Step 5: Summary Select Module Bean | URI | Target INDI Name Login configuration |
Resource
dbc/OFSALMINFO Container
[] | OFSAAI web AAIB0.war, WEB- jdbc/OFSALMINFO | b i
E Application INF/web.xml | —I Authentication
method:
None
Resource
[idbe/FicmasTER Container
F] | OFsAAl web AAIS0.war,WEB- jdbe/FICMASTER | .
~ | Application INF/web.xmi [ Bronse... | Authentication
method:
None
Resource
authorization:
)dbc/OFSCAPADQINFO Container
| |OFSAAI Web AAIS0.war,WEB- ;
(&) ¢ jdbc/OFSCAPADQINFO | | Browse... 3
Application INF/web.xml | —I Authentication
method:
None

| Previous | Finish || Cancel |

Map Resource References to Resources
10. Map each resource defined in the application to a resource JNDI name defined earlier.

11. Click Modify Resource Authentication Method and specify the authentication method created
earlier.

12. You can specify "config" for FICMASTER resource or "atomic" for atomic resource as the
authentication method.

13. Select the OFSAAI Web Application check box and click Next. The Map Virtual hosts for Web
Modules window is displayed.

Install New Application ?=

Specify options for installing enterprize applications and modules.

Step 1 Select Map virtual hosts for Web modules
installation options
Specify the virtual host where you vwant to install the Web modules that are contained
Step 2 Map in your application. You can install Web modules on the same virtual host or disperse
modules to servers them among several hosts.
Step 3 Map B Apply Multiple Mappings
resource references [

to resources ‘ I

Step 4: Map virtual Salect| Web module Virtual host
hosts for Web 1 ;
modules OFSAAI Web Application | default_host W

Step S Summary

| Previous | ]Nextil _Cancel |

Map Virtual Host for Web Modules
14. Select the Web Application check box and click Next. The Summary page is displayed.
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Specify options for installing enterprise applications and modules.

Step 1 Salect Summary
installation options -
Summary of installation options
Step 2 Map r — S —_— = —
modules to servers | Options Values
| Precompile JavaServer Pages files No
Step 3 Map = =
resource references | Diractory to install application l
to resources | Distribute application \ Yes
Step 4 Map virtual | Use Binary Configuration ‘ Na
hosts for Web | Deploy enterprise beans | ves
modules S —— =
| Application name AAISO
Step 5: Summary | Create MBeans for resources | Yes
| Ovarride class reloading settings for We and EJB ‘ No
| modules |
iR-luad intarval in saconds [
| Deploy Web services ‘ No
| Validate Input off/warm/fail | warn
Process embedded configuration No
| File Permissi *\dll=755=,*\.50=755=*\.a=755#,%\;5|=755 |
)
| Application Build ID | Unknown
| Allow dispatching includes to remote resources | No
| Allow servicing includes from remote resourcas | Ne
iBusinus level application name L
;esyn;hmno-s Request Dispatch Type | Disabled
| Allow EJB reference targets to resolve automatically | No
' Deploy clisnr modulec | No
| Client deployment mode | Isolated
Validate schema | No
| Cell/Node/Server Click here

nish | | Cancel |

Summary
15. Click Finish and deploy the Infrastructure Application on WebSphere.

16. On successful installation, a message is displayed. Click Save and save the master file
configuration. The details are displayed in the Master File Configuration window.

To start the application

17. Expand Applications A Application Type A WebSphere Enterprise Applications. The
Enterprise Applications window is displayed.

Enterprise Applications 45

Enterprise Applications
Use this page to manage installed applications. A single application can be deployed onto multiple servers.

& Preferences

|Startl| Install || Uninstall H Update || Rollout Update ” Remove File || Export || Export DDL H Export File
(N NERIES
Selecti Name & lApplication Status ()_

You can administer the following resources:

[[] |AAIS0 2

[] | Defaultapplicstion ?

[ |itlee k4

[l |auery >

Total 4

Enterprise Applications
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18. Select the installed application and click Start.

NOTE <profile name> is the profile name given while creating the
WebSphere profile.
<cell name> is the cell name given during profile creation
<contextname> is the context name given during installation.

9.2.2 Deploying EAR / WAR File on WebLogic

Following are the steps for deploying Infrastructure application that would be created during installation:

1. Navigate to the path <WebLogic Installation
directory>/user_projects/domains/<domain name>/bin in the machine in which
WebLogic is installed.

2. Start WebLogic by executing the command:
JstartWebLogic.sh - d64 file

3. Open the URL in the browser window: http://<ipaddress>:<admin server
port>/console . (https, if SSL is enabled). The Sign in window of the WebLogic Server
Administration Console is displayed.

NOTE Ensure that you have started Infrastructure Server by executing
fi/reveleusstartup.sh " as mentioned in Start Infrastructure
section

4. Log on to the WebLogic Server by entering the user credentials having privileges to deploy the
EAR file.

5. From the Domain Structure LHS menu, click Deployments. The Summary of Deployments
window is displayed.

ORACLE WebLogic Server® Administration Console B O
Change Center I @ rome Log Out Preferences Record Help | Q Welcome, upg7273 | Connected to:
View changes and restarts | |9eg7273
| Home >Summary of Deployments
Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain. oy o Deviowments
Control  Monitoring
Domain Structure
upg7273
+-Environment This page displays a kst of Java EE appiications and stand-alone application modules that have been instalied to this
Deployments domain. Installed applications and modules can be started, stopped, updated (redeployed), or deleted from the domain by
3)-Servicas first selecting the application name and using the controls on this page.
Security Reaims To nstall a new application or module for deployment to targets in this domain, dick the Install button.
*1-Interoperability
H#}-Diagnostics
¥ Customize this table
Deployments
instal - Showing 1to 10f 1 Previous | Next
A Deployment
[] | name & State | Health | Type Ondes
How do .. + -
J O | ® MRuwe7273 Actve |Pox | Entermse | 450
System Status 3 | |
J Install Showing 1to 10f 1 Previous | Next
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Summary of Deployments
6. Click Install. The Install Application Assistant window is displayed.

7. Select the Exploded EAR directory after browsing to the directory where it is saved and click
Next.

9.22.1 Exploding EAR

To explode EAR, follow the below steps:

1. Create the "applications" folder under domain name. For example,
/Bealuser_projects/domains/ <Domain _name>/applications

2. Create <context_name>.ear folder under "applications" folder.

3. Copythe <$FIC_WEB_HOME/<cortext_name>.ear file to
<WEBLOGIC_INSTALL_DIR>/Bea/user_projects/domains/<DOMAIN_NAME>/applicat
ions/<context_ name>.ear.

4. Explode the <context_name>.ear file by executing the command:
jar - xvf <context_name>.ear

5. Delete the <context>.ear and < context >.war files (recently created)
<WEBLOGIC_INSTALL_DIR>/Bea/user_projects/domains/<DOMAIN_
NAME>/applications/<context_name>.ear.

6. Create a directory <context_name>.war under
<WEBLOGIC_INSTALL_DIR>/Bea/user_projects/domains/<DOMAIN_NAME>/applicat
ions/<context_ nam e>.ear

7. Copy <$FIC_WEB_HOME/<context_name>.war file to <WEBLOGIC_INSTALL_
DIR>/Bealuser_projects/domains/<DOMAIN_NAME>/applications/<context_
name>.ear/<context_name>.war.

8. Explode the <context_name>.war file by executing the following command to get the directory
structure:

jar - xvf <context_name>.war

9.2.2.2 Installing Application

To install Application:

1. Open the Install Application Assistant.

Install Application Assistant
Next | Cance!
Locate deployment to install and prepare for deployment

t represents the applcation root drectory, archve fie, exploded archive drectory, or appication module descnptor that you want to instal, You can also enter the path of
e fle i Path &

the Path field,

Note: Only vaid fie paths are displayed belonw, If you cannot find your depioyment fiies, upload your fle(s) andjor confirm that your appiication containg the requred deployment descriptors,

Path: /oradata2/wi1035/0racle/Middleware/user_projectsidomains/upg7273/applications
Recently Used Paths:

Current Location: s [ upg7273 [ appicatons
upg7273.ear (open crectory

Next Cancel

Install Application Assistant
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2. Click Next.

Install Application Assistant
Back | | Next Cancel

Choose targeting style

Targets are the servers, dusters, and virtual hosts on which this degloyment will run, There are several ways you can target an appication.
(&) Install this deployment as an application
The spplication and its components will be targeted to the same locations. This & the most common Lsage,

() Install this deployment as a library

Application libraries are deployments that are avadable for other deployments to share, Libraries should be available on af of the targets running ther referencng applications

Back | | Next Cance:

Install Application Assistant

3. From the Choose targeting style section, select the Install this deployment as an application
option and click Next. The Optional Settings window is displayed.

Optional Settings
4. Enter a Name for the deployment if required.

5. Under the Security section, select the DD only option to specify that only roles and policies that
are defined in the deployment descriptors should be used.
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