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1. About this Manual

1.1 Introduction

This manual explains the method of changing the passwords in Oracle FLEXCUBE data sources
and the servers associated with it.

1.2 Audience

This manual is intended for the following User/User Roles:

Role

Function

Implementers

Installation and implementation of Oracle FLEXCUBE

System Administrators System administration

1.3 Organization

This manual is organized into the following chapters:

Chapter 1 About this Manual acquaints you quickly with the purpose, organization and the
audience of the manual.

Chapter 2 Oracle FLEXCUBE Password Change gives an outline of the processes involved
in changing the passwords of various data sources.

Chapter 3 Changing Passwords in Oracle WebLogic describes the method of changing
data source passwords from Oracle WebLogic application server.

Chapter 4 Changing Passwords in IBM Websphere describes the method of changing data
source passwords from IBM Websphere application server.

Chapter 5 Server Password Change explains the process of changing the passwords of the
servers associated with Oracle FLEXCUBE.

1.4 Related Documents

Oracle FLEXCUBE Installation Guide

1-1 ORACLE




2.1

2. Oracle FLEXCUBE Password Change

Introduction

This chapter explains the process of changing the passwords of data sources associated with
Oracle FLEXCUBE.

You will find the methods to change the passwords of the following components:

Oracle FLEXCUBE Host Schema
Scheduler Data Source

ELCM Data Source

Bl Publisher Data Source
Gateway Data Source

Branch Data Source

ORACLE



The following diagram briefs the steps involved in changing the passwords of the above

components.
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Continues...
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3. Changing Passwords in Oracle WebLogic

3.1 Introduction

This chapter describes the method of changing data source passwords from Oracle WebLogic
application server.

3.2 Changing Host Schema Password

This section explains the method to change the password of Oracle FLEXCUBE Host schema.

If you change the host schema password, you also need to change the passwords of the data
sources pointing to the host schema.

3.2.1 Prerequisites

Before you change and test the passwords of the data sources, ensure that the following
activities are completed:

1. Determine the downtime for the password change and test activities.
2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Go to Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.2.2 Changing Host Schema Password

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to Oracle WebLogic application server

2. Goto Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the data source jdbc/fcjdevDS.

4. Select ‘Connection Pool’ tab.

3-1 ORACLE



Change Center
View changes and restarts
Configuration editing is enabled. Future

changes wil automatically be activated as you
modify, add or celete items in this domain,

Domain Structure
base_domain
E}-Environment
~Deployments

rvi
[H-Messaging
~Data Sources
i~-Persistent Stores

{ML Entity Caches

~jCoM

~Mail Sessions

—File T2 j
How do T =]

Configure testing options for 3 JDBC data
source

Configure the statement cache for 2 J0BC
connection pool

Configure credential mapping for a JDBC data
source

System Status a

Health of Running Servers

I Faied@
I critieal (0)
[ Overivaded (1)
[ waming{)
I Ck ()

ORACLE WeblLogic Server® Administration Console

@ Home Log Out Preferences (@] Record Help

Home »Summary of JDX

Sources >FCUBDs
Settings for FCUBDs
Configuration | Targets | Monitoring | Control || Security || Notes

General | Connection Pool | Orade | ONS | Transacton | Diagnostics

Save

The connection pool within a JDBC data source contains a group of JDBC connections that applications reserve, use, and then return to the pool. The connection poal and the connections within it
are created when the connection pool is registered, usually when starting up WebLogic Server or when deploying the data source to a new target.

Use this page to define the configuration for this data source’s connection pool.

Identity Options

4F uRL: jdbe-oracle thin- @10 184 74 142-1521-KERDEV3

@] Driver Class Hame: oracle jdbe. OracleDriver

=

System Properties:

=

& Password:

ssssssssssssssaser

Confirm Password:

The URL of the database to connect to. The format of the URL varies by JDBC

The full package name of JDBEC dri

The list of
hy:

The list of System Froperties names passed to the IDBC driver that are used
t

Welcome, weblogic | Connected to: base_domain

More Info...

used to create the phy
ol. (Note that this river dass must
More Info. ..

nnections in the connection p

e
erver to which itis deplo

f properties passed to the JDBC driver that are used to create
iatabase connections. For example: server=dbserver1. List each
alue pair on & separate ine.  More Info.

al database connections. For example: server=dbserver 1. List
lue pair on & separate line.  More Info...

rd attribute passed to the JDBC driver when creating ph
nnections. More Info...

5. Change the password. Use the following fields:

Password

Specify the new password.

Confirm Password

Specify the new password again.

6. Click ‘Save’.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.

3-2

ORACLE



ORACLE Weblogic Server® Aamiswaten Coreel e o

Change Center @ Home LogGut Preferences Record Help Q@ ‘Welcome, weblngic|CunnEttEd to: base_domair|
e T TS Herse ~Summary of JDBC Data Sources
Messages

Configuration editing is enabied. Future

changes wil automatically be activated as you o Test of FCUBDS on server ManagedServer was successful.
modify, add or delete items in this domain,

Settings for FCUBDs

Domain Structure
Configuration | Targets Contral | Security | Notes
base_domain = ¢ ¢ w il
Bl-Environment Statstis
~-Deployments
EF-Service:

E-Messaging
g Use this page to test database connections in this JDBC data source.
~-Data Sources

i--Persistent Stores
~Foreign JNDI Providers
—~Wark Contexts

%ML Registries

%ML Entity Caches

B Customize this table

L Test Data Source (Filtered - More Columns Exist)

=-JCOM I Showing 1to 1of 1 Previous | Next
~Mail Sessions
File T3 5 Server State

How do L.. B () | ManagedServer Running

« Test JDBC data sources Showing 1to 1of 1 Previous | Next
« Configure testing options for a JDBC data
source

System Status =]

Health of Running Servers

I Rl
I cite®
[ Overbaded 0)
| E——
I < (2

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

ORACLE WebLogic Server® Administration Consale

Change Center @ Home Log Out Preferences Record Help | Q
View changes and restarts Home =Summary of JDBC Data Sources
Messages

Configuration editing is enabled. Future

changes will automatically be activated as you 4 Test of FCUBDs on server ManagedServer was successful,
maodify, add or delete items in this domain.

Settings for FCUBDs
Domain Structure

base_domain [=] Configuration | Targets | Monitoring | Control | Security | Notes
BH-Environment pra—

--Deployments

EF-Services

[#-Messaging

~~Data Sources
~~Persistent Stores
F--Foreign JMDI Providers
~“Work Contexts

~-¥ML Registries

~"¥ML Entity Caches

Use this page to test database connections in this JDBC data source,

[ Customize this table

1= Test Data Source (Filtered - More Columns Exist)

--§COM
~-Mail Sessions
~Fil= T3 j Server
How do L.. = O | Managedserver

« Test JDEC data sources

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE.

12. Log in to Oracle FLEXCUBE. Launch a summary screen or execute a simple transaction to
test.

Try the above process in UAT or any other test environment before you change the password
in a production environment.
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3.2.3 Changing Password in Decentralized Setup

3.3

3.3.1

You need to change the branch schema password for a decentralized setup of Oracle
FLEXCUBE. Follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

| 2| Oracle FLEXCUBE Universal Installer =l =2 ==

Oracle FLEXCUBE Universal Banking ORACLE

Database Installation
Praovide schema details.

Name Value
Username installer
Password ssssssuse
Connect String testdb
IP Address 10.10.10.10
Part 1521

Test Connection

Log Mext Exit

2. You need to modify the following field:

Password

Specify the new password for the branch schema

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
o Deploying EAR file

Try the above process in UAT or any other test environment before you change the
password in a production environment.

Changing Scheduler Data Source Password

After changing the host schema password, you need to change the password of scheduler data
source.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

34 ORACLE



3.3.2

o M W N

steps below:

Determine the down time for the password change activity.

Inform all concerned users and groups.

Stop Oracle FLEXCUBE application.

e Login to Oracle WebLogic application server

e GotoHome > Environments > Servers

e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

Changing Scheduler Data Source Password

Ensure that all users have logged out of Oracle FLEXCUBE system.

Stop the target server to which the data sources point. To stop the target server, follow the

You need to change the password of scheduler data source. Follow the steps given below.

1. Login to Oracle WebLogic application server

2. Goto Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the data scheduler source jdbc/fcjSchedulerDS.

4. Select Connection Pool tab.

ORACLE WebLogic Server® Administration Console

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated 25 you
modify, add or delete items in this domain.

Domain Structure

~Data Sources
~Persistent Stores
~Foreign JNDI Providers
~Waork Contexts

XML Registries = & uRL:
XML Entity Caches
~-jCOM
J ] Driver Class Name:
“Mail Sessions
~File T3 j
How do I... B

(F] Properties:

+ Configure testing options for a JOBC data user=FC1131I0T
source

+ Configure the statement cache for a JDBC
connection pool

+ Configure credential mapping for a JDBC data
source

System Status =) System Properties:

Health of Running Servers

Overloadad (0)
[ Warning (0)

Settings for FCUBS_SchedulerDS

Genersl | Connection Pool

&) Home Log Qut Preferences [&] Record Help Q

Heme »Summary of JDBC Datz Scurces »FOUBS_SchedulerDS

Configuration | Targets | Monitoring | Control | Security | Notes

Orade | ONs | Transaction | Diagnostice | Identity Options

base_domsin B
[-Environment Save
iDeployments
x
. The comnection pool within & JDBC data source cantains & group of JDEC connections that spplications reserve, use, and then retum to the po, The conmection pool and the cannections witin it
Hessaging are created when the connection pool s regictered, usually when startng up WebLogic Server or when deploying the data source to 8 new target.

Use this page to define the configuration for this data source's connection poal,

jdbc oraclethin @10.184.74 1421521 KERDEV3

oracle jdbc xa client OracleXADataSource

[

[

- |

. ok () ] Password:

Confirm Password:

LT T TR TY Y|

LT T T YR TP Y|

Welcome, weblogic | Connected to: base_domait

L of the d
More Info...

More Info...

5. Change the password. Use the following fields:

Password

Specify the new password.
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Confirm Password

Specify the new password again.
6. Click ‘Save’.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.

ORACLE WeblLogic Server® Administration Console

Change Canter @ Home LogOut Preferences [ Record Help ‘

Welcome, weblogic ‘ Connected to: base_domai

View changes and restarts

Configuration editing is enabled. Future
changes wil automatically be activated 2s you
macify, add or delete tems in this comain,

Domain Structure

base_domain -
Bl-Environment

~Deployments

ryi

[B-Messaging

~Data Sources
F-Persistent Stores
~Foreign JNDI Providers
~ork Contexts

ML Registries

XML Entity Caches

~jCOM

~Mail Sessions

~File T3 hd
How do I.. =]

« Test JDBC data sources

« Configure testing options for 2 JDBC data
source

System Status a
Heskth of Runing Servers

[ Fakd(@
[ citeal @
[ Overloaded (0
[ waming @
I C< (2

Homs >Summary of JDBC Data Sources

Messages

& Test of FCUBS _SchedulerDS on server ManagadServer was successfil,

Settings for FCUBS_SchedulerDs

Configurston | Targets c:m. securty | Notes

Statistics

Use this page to test datsbase connections i this JDBC dats source.

B Customize this table

Test Data Source (Filtered - More Columns Exist)

| reiton e

Showing 1to 1of 1 Previous | Next

Server

State

[¢]

ManagedServer

Running

Showing 1to 1of 1 Previous | Next

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

ORACLE WeblLogic Server® Administration Console

Change Center

View changes and restarts

Configuration editing is enabled, Future

changes will automatically be activated as you

modify, add or delete items in this domain.

& Home Log Qut Preferences Record Help |

Home =Summary of JDBC Data Sources

Messages

4 Test of FCUBS_SchedulerDS on server ManagedServer was successful,

Domain Structure
base_domain
BH-Environment
~-Deployments
Eh-Services
[#-Messaging

-~Data Sources
~Persistent Stores
--Foreign JMDI Providers
~~Work Contexts
~-¥ML Registries
~“XML Entity Caches

--COM

~"Mail Sessions

~Fil= T3 ﬂ
How do L.. =]

« Test JDBC data sources

Settings for FCUBS_SchedulerDs

Configuration | Targets | Monitoring | Control | Security | Motes

Statistics | Testing

Use this page to test database connections in this JDBC data source,

[ Customize this table

Test Data Source (Filtered - More Columns Exist)

Server

O | Managedserver
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You need to change the branch schema password after the above steps. Refer to the section
‘Changing Password in Decentralized Setup’ for information on changing the branch schema
password from Oracle FLEXCUBE Universal Banking Solution Installer.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

3.4 Changing ELCM Data Source Password

You need to change the password of ELCM data source.

3.4.1 Prerequisites

Before you change the password of ELCM data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e GotoHome > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.4.2 Changing ELCM Data Source Password

You need to change the password of ELCM data source. Follow the steps given below.

1. Login to Oracle WebLogic application server.

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the ELCM data source.

4. Select Connection Pool tab.
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Change Center &) Home Log Out Preferences Record Help Welcome, weblogic ‘ Connected to: base_domain|
View changes and restarts Heme > Summary of JCH tz Sou UBS_SchedulerDS »Summary urcas > FCUBS_ELCMDs
Configuration citing is enabled. Future Settings for FCUBS_ELCHDs:
changes will automatically be activated as you
madify, add or delete tems in this domain Configuration | Targsts | Monitoring | Control | Security | Nates
Domain Structure Genersl | Connection Pool | Orace | ONS | Transaction | Diagnostics | Identity Options
base_domain [=]
BH-Environment Save
~Deployments
E-Services The connection pool within a JDBC data source contains a group of JDBC connections that applications reserve, use, and then return to the pool. The connection pool and the connections within it
fessaging are created when the connection ool is registered, usually when starting up WebLogic Server or when deploying the data source to a new target.
~Data Sources
--Persistent Stores Use this page to define the configuration for this data source's connection pool,

~Foreign JNDI Providers
~-\Wark Contexts

XML Registries 4 URL: jdbc oracle thin @10.10.10.10-1010 KERDEV3 ;\ﬁ:m 'n"fmﬂéalslz;ahasa to connact to. The format of the URL varies by JDBC
XML Entity Caches ver.

=-JCOM -
Driver Class Name: p The full packags name of JDBC ciiver class used to create the ph
& oracle jdbe. OracleDriver packag o
Mail Sessions = I nnections in the connection poal. (Note that this dr

~Fie T3 path of any server t is deployed.)

How do L. B
@F] Properties: The list of properties passed to the JDBC driver that are used to create

. . fysical database connections, For example: server =dbserver, List each

Configure testing aptions for & JDBC data
source

=

slue par on a separate line. More Info.

+ Configure the statement cache for a JDBC
connection pool

Configure credential mapping for  JDBC data

source |
System Status. =] System Properties: The list of System Properties names passed to the JDBC driver that are used
= ta reate physical datsbase connections, For example; server =dbserver 1, List
Health of Running Servers each property =value pair on a separate ine. More Info...

Failed {0)
Critical (0}
Overloaded (0 =
warning (0)
I (2} 45 Password:

rd attribute passed to the IDBC driver when creating physical
nnections.  More Info...

Confirm Password:

ssssessnsssnsansed

5. Change the password. Use the following fields:

Password

Specify the new password.
Confirm Password

6. Specify the new password again. Click ‘Save’.

7. To test the data source, select Monitoring tab and select ‘Testing’ tab under it.
8. Select the target server and click ‘Test Data Source’.
9

The screen displays a message confirming successful testing.

ORACLE Weblogic Server® Administration Console

Change Center @ Home Log Qut Preferences Record Help Q,
View changes and restarts Hame =Summary of JDBC Dtz Sources »FCUBS_SchedulerDS =Summary of IDBC Dets Sources »FCUBS_ELCMDs =|
Messages

Configuration editing is enabled, Future
changes will automatically be activated as you 4 Test of FCUBS_ELCMDs on server ManagedServer was successful,
modify, add or delete items in this domain.

Settings for FCUBS_ELCMDs
Domain Structure

base domain " Configuration | Targets | Monmitoring | Control | Security | Motes

“Environment
“Deployments

Eb-Services

[H-Messaging

--Data Sources
~~Persistent Stores
F--Foreign JMDI Providers

Work Contexts

Statistics | Testing

Use this page to test database connections in this JDBC data source,

[ Customize this table

~"XML Registries 1= Test Data Source (Filtered - More Columns Exist)
~"¥ML Entity Caches
--COM
~"Mail Sessions
~Fil= T3 j Server
How do L. = O | Managedserver

« Test JDBC data sources
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3.5

3.5.1

3.5.2

You need to change the branch schema password after the above steps. Refer to the section
‘Changing Password in Decentralized Setup’ for information on changing the branch schema
password from Oracle FLEXCUBE Universal Banking Solution Installer.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing Bl Publisher Data Source Password

You need to change the password of the Bl Publisher data source.

Prerequisites

Before you change the password of Bl Publisher data source, ensure that the following activities
are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
Stop Oracle FLEXCUBE application.

o &

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

Login to Oracle WebLogic application server
Go to Home > Environments > Servers

Select and stop the server and clicking ‘Stop’ button.

© © N o

This completes the prerequisites.

Changing Bl Publisher Data Source Password

To change the Bl Publisher data source password, follow the steps given below:

1. Loginto Bl Publisher server.

2. Goto Admin > JDBC > Update Data Source.
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TORACLE' BIPublisher Enterprise

Welcome, administrator Preferences Sign Out Help
Reports | Schedules | Admin
Admin > JDBC > Update Data Source: Oracle BI EE
Update Data Source: Oracle Bl EE

Cancel Apply

General

¥TIP Please make sure to install the required JDBC driver classes.

Data Source Name |Oracle BI EE

= Driver Type ‘Orade BI Server he

* Database Driver Class ‘uracle.b\.]dbc.AnaJdbcDri\'Er ‘
{Example: oracle.jdbc.OracleDriver )
* Connection String |jdhc;

:oraclebi://HOST:PORT/

* Username | Administrator

Fassword [eseses I

Pre Process Function

Post Process Function

Use Proxy Authentication

Test Connection
Security
Avalable Roles Allowed Roles

2 @
Move 0

=)
Move All v
2

)

Remave
=)
Remove All

3. Choose the data source whose password needs to be modified.

4. Modify the following field:
Password

Specify the new password.
5. Click ‘Apply’ button.

6. Restart the application server.
7. Start Oracle FLEXCUBE.
8

Log in to Oracle FLEXCUBE. Generate a sample report to test.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

3.6 Changing Oracle Business Intelligence Enterprise
Edition Schema Password

You need to change the password of the Oracle Business Intelligence Enterprise Edition (OBIEE)
data sources.

3.6.1 Prerequisites

Before you change the password of Bl Publisher data source, ensure that the following activities
are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.
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3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.

5. Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e GotoHome > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.6.2 Changing Bl Publisher Data Source Password

To change the OBIEE data source password, follow the steps given below:

1. Login in to OBIEE Administrative console.

2. Go to Database created > Connection Pool. You will get ‘Connection Pool’ window.

= o B @ ) BT
= @ e

1 w3 o5

= 3 o 5

=1 L

= gl = = ol Fe

w s o 2 GLMS.

= 3 o a2

=3 + b

s L s

= i 0 1]
1 Garaal | Convacton fospin i B | «@D

= 2 e w (2 LM
=5~ - A w W
A é twe.  [FEERTAGE il % 3 tb

= il L T 1 L

o 15 Tl wunti e [y WAt =] W B3 15
- Mumam crvecirn | 103 o 12
- L L

& gl P Trareacson Ciate wmasve rawe  FCUES & |23 RE
L [T —— « G
ra T — raw

= e Erabie e, plokeg i ) & (0 S,
& Sbmpbems Tt 0 [T | o W

2 Seieh e . . =i

* & Lot e e i - —

™ Dmuts g sipchesnsly

B Pmammsens sugooned

Ikt bt [Eeina -]
Cuarsepten

Change the password. You will be prompted to re-enter the password. Click ‘OK’.

3
4. Restart the application server.
5. Start Oracle FLEXCUBE.

6

Log in to Oracle FLEXCUBE. Generate a sample report to test.

Try the above process in UAT or any other test environment before you change the password
in a production environment.
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3.7 Changing Gateway Data Source Password

If you change the host schema password, you also need to change the gateway password.

3.7.1 Prerequisites

Before you change the gateway password, ensure that the following activities are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.

5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Goto Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.7.2 Changing Gateway Data Source Password

You need to change the password of Gateway data source. Follow the steps given below.

1. Login to Oracle WebLogic application server

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Select Gateway data source (FLEXTEST.WORLD).

4. Select ‘Connection Pool’ tab.
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TIGETY, 00 BT BT TR T 1T Tommam. T

Domain Structure

base_domain -
F-Environment

--Deplayments

E-Messaging
~Dats Sources
rPersistent Stores

~Mail Sessions
“File T3

How do L.. a

+ Configure testing options for 3 JDBC data
source

Configure the statement cache for a JDBC
connection poal

« Configure credential mapping for 2 JDBC data
solrce

System Status E]
Health of Running Servers

[ Faled(®
[ criteal (@)
[ Overloaded (0)
[ waming(@
I v (2)

[« jon | Targets | Monitoring | Control | Security | Notes

Genersl | Connection Pool | Oracde | ONS | Transaction | Diagnostics | Identity Options

Save

The connection pool within & JDBC data source contains & group of JDBC connections that applications reserve, use, and then return to the pool. The connection pool and the connections within it
are created when the connection podlis registered, usualy when starting up VWebLogic Server or when deploying the data source to a new target,

Use this page to define the configuration for this data source's connection pool.

5 VRL: jdbe oracle:thin:@10.10.10.10-1010-KERDEV3

] Driver Class Hame:

4E] Properties:

user=Fc

110T =

System Properties:

=

ag eerseresreserereed

Confirm Password:

Initial Capacity: 1
Maximum Capacity: 15

oracle jdbc xa client OracleXADataSource

More Info...

5. Change the password. Use the following fields:

Password

Specify the new password

Confirm Password

Specify the new password again

6. Click ‘Save’.

To test the data source, select ‘Monitoring’ tab and select ‘Testing tab’ under it.

7
8. Select the target server and click ‘Test Data Source’.
9

The screen displays a message confirming successful testing.
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ORACLE Weblogic Server® Administration Console l|

Change Center @ Home Log Out Preferences Record Help

View changes and restarts Home =Summ rDS »Summary of JDBC Dete Sources =FCUBS_ELCMDs >Summary of JDBC Deta Sources =Fy

Sources >FLE ts Sources >FLEXTEST.WORLD
Configuration editing is enabled. Future Messages
changes will automatically be activated as you
modify, add or delete items in this domain, 4 Test of FLEXTEST.WORLD on server ManagedServer was successful.
Domain Structure Settings for FLEXTEST.WORLD

base_domain 1= Configuration | Targets | Monitoring | Control | Security | Notes
BH-Environment

~Deployments Statistics

EH-Services

BH-Messaging

—-Data Sources
~~Persistent Stores
r~-Foreign JNDI Providers

Use this page to test database connections in this JDBC data source,

~-Work Contexts [ Customize this table

~"¥ML Registries L

—-XML Entity Caches Test Data Source (Filtered - More Columns Exist)

~-jC0OM

~~Mail Sessions

—Fil= T3 j

Server State
How do L. =
O Managedserver Running

« Test JDBC data sources

« Configure testing options for a JDEC data
source

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

3.8 Changing Branch Schema Password

This section describes the steps involved in changing branch schema password.

3.8.1 Prerequisites

Before you change the gateway password, ensure that the following activities are completed:
1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Stop Oracle FLEXCUBE application.
4

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Go to Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

5. Ensure that all users have logged out of Oracle FLEXCUBE system.
This completes the prerequisites.

3.8.2 Changing Branch Data Source Password

You need to change the password of Gateway data source. Follow the steps given below.
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1. Login to Oracle Weblogic application server

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Select Gateway data source (jdbc/fcjdevDSBranch).

4. Select ‘Connection Pool’ tab.

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes wil automatically be activated as you
mocify, add o delete items in this domain,

ORACLE WeblLoagic Server® Administration Console

@ Home LogOut Preferences [2] Record Help Q

Hems > Summary of ID8C Datz Scurces = FOUBSBranch

Settings for FCUBSBranch

C jon | Targets | Monitoring | Control | Security | Notes

Domain Structure
base_domain
EH-Envirorment
~Deployments
-Services
~-Security Realms
B Interoperability
#-Diagnostics

How do L..

+ Configure testing options for 2 JDBC data
source

# Configure the statement cache for a JDBC
cormection pocl

+ Configure credential mapping for a JDBC data
source

System Status =

Health of Running Servers

Overloaded (0]

[ Warning (0)

I (D

General | Connection Pool | Orade | ONS | Transaction | Disgnestics | Identity Options

Save

The connection poal within & JDBC data source contains a group of JDBC connections that applications reserve, use, and then return to the pool. The connection pool and the connections within it
are created when the connection pool is registered, usually when starting up WebLogic Server or when deploying the data source to a new target,

Use this page to define the configuration for this data source’s connection poal.

4F] URL:

4] Driver Class Name:

4F] Properties:
user=FC1131IUT

System Properties:

jdbe oracle thin' @ 10.10.10.10:1010-KERDEV3

oracle jdbc xa client OracleXADataSource

g

=]

Bl

4] Password:

Confirm Password:

sessssessnsssnnand

sessesessnsssnsand

Welcome, weblogic ‘ Connected to: base_domain|

The URL of the d

d More Infa...

5. Change the password. Use the following fields:

Password

Specify the new password

Confirm Password

Specify the new password again

6. Click ‘Save’.

To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.

7
8. Select the target server and click ‘Test Data Source’.
9

The screen displays a message confirming successful testing.
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ORACLE Wenlogie Sarvar® Admmmraton comeoe s 002020 o

Change Center & Home Log Out Preferences [ Record Help Q Wekomg,wehlogic|canr\ected to: base_domain

< >FCUBSBranch

View changes and restarts Homs >Summsry o

Messages
Configuration editing is enzbled, Future

changes wil automatically be activated ss you & Test of FCUBSBranch on server ManagedServer was succassful.
modify, add or delete items in this domain.

Settings for FCUBSBranch
Domain Structure

Configuration | Targets | Monitoring | Cantrol | Security | MNotes
base_domain -

Statistics  Testing

~Services
+-Messaging LUse this page to test database connections in this JDBC data source.
~Data Sources

iPersistent Stores
~Foreign JNDI Providers
“~Ujork Contexts

~XML Registries Test Data Source (Filtered - More Columns Exist)
XML Entity Caches
—iCoM

~Mail Sessions
FieT3 =) Server

[ Customize this table

Showing 1to 1of 1 Previous | Next

State

How do L. cl

O | managedserver Running

* Test JDBC data sources

# Configure testing options for 3 JDBC data Showing 1to 1of 1 Previous | Next
source

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.
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4.1

4.2

42.1

4.2.2

4. Changing Passwords in IBM Websphere

Introduction

This chapter describes the methods of changing passwords of data sources from IBM Websphere
application server.

Chanqging Host Schema Password

This section explains the method to change the password of Oracle FLEXCUBE Host schema in
IBM Websphere application server. If you change the host schema password, you also need to
change the passwords of the data sources pointing to the host schema.

Prerequisites

Before you change and test the passwords of the data sources, ensure that the following
activities are completed:

1. Determine the downtime for the password change and test activities
2. Inform all concerned users and groups

3. Ensure that all users have logged out of Oracle FLEXCUBE system
4. Stop the target server to which the data sources point.
5

Stop Oracle FLEXCUBE application
This completes the prerequisites.

Changing Host Schema Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Login to IBM Websphere application server
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Integrated Solutions Console Welcome admin Help | Logout

‘ View: | All ta.

Close page
welcome

Guided Activities

Glabal security

Servers Use this panel to configure administration and the default application security policy. This security configuration applies to the security policy for all administrative
functions and is used as a default security policy for user applications. Security domains can be defined to override and customize the security policies for user

H 2pplications =cplications.

Services

Resources Security Configuration Wizard ] Security Configuration Report

=l s=curity. Administrative security

Authentication
Global security -~

mechanisms and expiration
. Enable administrative security ussrrelss P
Security domsins miniztrative aroup rolss © v1es
Administrative Authorization Groups

ministrative authenticstion
SSL certificate and key management

Kerberos and LTRA
Security auditing Application sacurity (This function is currently disabled. See the IBM Support site for
Bus security ossible futura updates.
1 meun [ Enable application security P " )

Kerberos configuration
Envirenmant

Java 2 security O swam (d d): He =uth betwzen sar
Systam acministration N icatis ettinge

[ use Java 2 security to restrict application access to local resources Authentication cache settings
Users zné Groups

Warn if 2pplications =re granted custom permissions Web and SIP security
O e T Restrict access to resource authentication data RMI/IIOP security
B Troublashooting O Jave Authenticstion and Authorization Sarvice
Usar sccount rapasitory
— nolication lac
Sarvics intsgration Current resim definition sggllcn‘ltn.\c ins
Federated repositaries Sxstem sains.
ubpI J2C suthentication dats
Availzble resim definitions &

, i) and
[ Use reslm-qualified user nqAuthorization Service (1445) Iogin configurations that are
Federsted repositeries v Configure... Setas cument | Lised by system resources including the suthentication
mechanism, principal mapping, and credential mapping. You
Security domains cannot remove the default login configurations because
External suthorization providers |40ING 50 might cause applications to Fail
Custom propsrtiss

2pply | | Reset

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C
Authentication Data.

Integrated Solutions Console Welcame Help | Logout

‘ View: | 21l ta v | e Cloze s2ge
Welcome 2 _Wvelo ]
e Global security > JAAS - J2C authentication data Field help

For field help information,
B Servers Specifies a list of user identities and passwords for Java(TM) 2 connector security to use. select a field Izbel or list
——— marker when the help
e Prefix new alias names with the node name of the cell (for compatibility with earlier relezses) cursor is displayed.
websphere application servers
WebSphere MQ servers Page help
Web servers #pply IMore infermstion abeut
thi
cophEives Prefersnces Command Assistanca
Services . admin
[new]| peletz | <tiphing tommand for |
Resources — actien
) 9]
B security S+ ALE
Global security Seled‘Ahas 2 ‘Userll} s S G
Security demains

You can administer the folloving resources:
Administrative Authorization Groups

S5L certificate and key management |4

Security auditing

‘ LA1465R2 LA1465R2

Total 1
Bus s=curity

Enviranment
System seministration
Users and Groups

Monitoring and Tuning

Troubleshooting
Service intsgration

upDI

3. You will notice a table showing the list of JDBC sources. Choose the node used by host
schema data source.
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Integrated Solutions Console ~ welcome .

View: | 2l tasks ~ ‘ —el=IPL185DORNode05Cel, Profile=AppsS

welcome |Global security
B Guidad Activities Global security > JAAS - 12€ auth data > [PL189DORNode06/LA1465R2 Field help
For field help information.
Bl Sarvers Soacdifies a list of user identities and passwords for Java(TH) 2 connector security to uss. zalect = fisld Isbal or list
Bl Tems General Properties marker when the help

cursor is displayed.
WebSphere application servers

WebSphere MQ servers ORNode0/ LAIAB5RE Page help
web servers More information about
+ User ID [
La1a65R2
B Applications Command Assistance
Services # Password View administrative |
....... zcristing commsnd for last

Resources sctien

Description

Elszams; La1465R2

Global zzcurity

uthorization Graups [Zeelv ] [ok| [Reset| [cancel

nd key management

Security auditing

Bus security
Environmant
System administratien
Users and Groups
Menitering 2nc Tuning
@ Troublesheeting
Service intagration

[€]=]=34

4. Specify the new password and click ‘Apply’ button. Click ‘OK’.

4.2.3 Testing Host Schema Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to IBM Websphere application server

2. Go to Home > Resources > JDBC >Data Sources. You will notice a table that contains the list
of all data sources created in the application server.

3. Select the data source jdbc/fcjdevDS.
4. Select ‘Test Connection’ tab.

5. The screen displays a message confirming successful testing.
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4.3

431

Welcome

Integrated Solutions Console

View: | All tasks v
welcome
Guided Activities
B Sarvars
Bl server Types
WebSphere application servers
WebSphere MQ servers
Wab servers
Apphications
Services
B Resources
Schedulers
Object pool managers
[SRIEES
Eipec
JDEC providers

< {WebSphere Application Server

Resource Adapters
Asynchronous bezns
Cache instances
Mail

URL

Resource Environment

B szcurity

horization Groups

SSL certificats and key management

Security auditing
Bus security
Envirsnment
Systam zdministration
Users and Groups
Menitering 2nd Tuning
@ Troublzshosting
Service intsgration

ubDI

B Messages

[} The test commection operstion for data zource LATAM on server sarverl st node
IPLLESDORNode06 was suctessful.

Field help

For field help informat]
select 2 field label or |
marker when the help
cursor is displayed.

Data sources

Use this page to edit the settings of a datasource that is assodated with your selected JDBC provider. The datasource object supplies
=arn mare about this task in = quided activity. A guided activity provides

wour application with connections for ceessing the databas
= list of task steps and more genersl information about the topic.

B Scope: =All scopes.

Scope specifies the level at which the resource definition is visible. For detailed information en
what scope is and haw it works, see the scope settings help.

[l scopes v

Preferences
New|| Delete
)

Select| Name £ INDI name £ Scope $

e | [ Teraers |

Provider §

You can administer the folloving resources:

[] | Eafsult

Datazource

DefaultDatzsource | Node=IPL183DORNed=06, Server=servarl | Derby JDEC

Provider

¥l Node=IPL18SDORNodens, Server=servert | Cracle JDBC
Driver (XA]
Fl Node=IPL18SDORNode06, Server=servert | Oracle JDEC
Driver (XA)
O Node=IPL18SDORNode06, Server=servart | Oracls
Driver (XA
[ | LaTs Node=IPL185DORNod 06, Sarvear=server | LA1465R2
Total 5

Page help
Meore information abo
this psge

Command Assistance

ministrative
g command for]

Description £ | Category £

Datasource
for the
WebSphere
Dafault
Application
New JDBC
Datasource

New JDBC
Datasource

New JDBC
Datssource

New JDBC
Datzzource

JE|

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in and test whether the change was successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing Scheduler Data Source Password

After changing the host schema password, you need to change the password of scheduler data

source.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are

completed:

1. Determine the down time for the password change activity.

Inform all concerned users and groups.

Ensure that all users have logged out of Oracle FLEXCUBE system.

2
3
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point.

This completes the prerequisites.
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4.3.2 Changing Scheduler Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.
1. Login to IBM Websphere application server

Integrated Solutions Console Welcome admin

Help | Logout
‘ View:

All tasks - ‘

welcome

Guigzd Activities

Global security

ervers Uss this panel to configure and the default
functions and is used as a default security policy for user applicati
Applications =pplications

sscurity policy. This sacurity
S

onfiguration applies to the security pol
urity domains can be d

ed to override and customize the =

y for all administrative
s for user

Sarvices

Security Configuration Wizard

Security Configuration Report
B S=curity

Administrative sacurity Authentication

Enable administrative security Authentication mechanisms and expiration

Administrative arsup rolss.
® L7
Administrative suthentication -
Kerberos and LTPA
Application security (This function is currently disabled. See the IBM Support site for
O enable application sec

possible future updates.)
Kerberos configuration
Environment

Q swam
Java 2 securit
Systam zcministration i

g}t Mo auth d o

between serv

[ use 3ava 2 security ta restrict application Authenti
Usars anc Groups

ess to local resourc

Warn if applications are granted custom permissions =5 and St
Jonitering and Tuning Restrict a:

=5 to resource authentication data RMI/IICR =
B Treublesheeting

User account repository
ervice intagratien Current realm definition

application loging
oot F sito

Bl Jav= Authentication and Authonzstion Sarvice

System logins

lzc gata

Available rezlm definitions

aiiosalisi-of-Jval TH} wd
Authorization Service (J4AS) login configur ations that are
used by system resources including the authentication
mechanism, principal mapping, and credential mapping. You
cannok remove the default login configurations because
Sorernal suthorizatien providers |d0iNG S0 might cause applications to Fail

Federsted repositaries - Configure...

‘ [ uze rezlm-quzlified uzer nd

Security domzins

Custom propertiss

Apply | | Reset

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C
Authentication Data.

Integrated Solutions Console welcome

Hels | Legout
View:

All tas

welcome

Global security

Guided Activitias

Global security > JAAS - 12C authentication data
El Servers

Fiald halp

For field help information,
sslect a fisld label or list
marker vhen the help
cursor is displayed

Specifies = list of user identities and passwords for ]

Bl serverType:

Prafix naw alias names vith tha noda name of tha call (for compatibility vith sarlier releas.
WebSphere application servers

Page help
Apply

More informatien sbout
& 2pplications

this page
Preferances

Services

Command Assistance
New|| Delet=
Resources

View administrative

B Security

i) (12
I

Glabal security Select| Alias & User ID Description §
Security demains

You can administer the following reseurces:

[] |1eL16300RNeds0s,

LalassR2 La1455R2

Total 1
Bus security

Envirenment

System administrztion
Users and Groups
Monitoring and Tuning
B Troubleshosting
e

upD1

3. You will notice a table listing of JDBC sources choose the node which is used by Oracle
FLEXCUBE application.
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Integrated Solutions Console Wielcome Help

| View: [ All tasks v |
welcome [Global security

B Guided Activities Global security > JAAS - 12C auth data > IPL189D /LA1465R2 Field help
For fizld help infarmation,
B servers Specifies a list of user identities and passwords for Java(TH) 2 connactor security to use. select a field label or list
B Sarver Types General Properties A’ven‘the ge\p
splayed.
webSphere zpplicati
webSphere MQ A1455R2 Page help
Web servers Mora information about
# User 1D this page

B Applicstions

Services

Resourcas

Description

B S=curity W

|ok| | Resst | | Cancel

Envirenmant

S
B Users and Groups
WMonitering znd Tuning
& Troubleshsoting
Service int=gration

uDDT

4. Specify the new password in the text field and click on Apply and then click on ok.

4.3.3 Testing Scheduler Data Source Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to IBM Websphere application server

2. Go to Home > Resources > JDBC>Data Sources. You will notice a table that contains the list
of all data sources created in the application server.

3. Select the data source jdbc/fcjSchedulerDS.
4. Click ‘Test connection’ tab.

5. The screen displays a message confirming successful testing.
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4.4

441

4.4.2

Integrated Solutions Console  welcome

| View: | All tasks 2 |

elcome

Guided Activities B Meszages Field help
5 For field help informat|
Bl Servers [} The test connaction cperation for dats source FCUBS Scheduler Data source on sarver servart Bt bl

at nods [PL18SDORNede06 vas successful.

marker uhen the help
curser is displayed.

Data sources Page help
" i f ti b
Use this page to edit the settings of 3 datasource that is associated with your selected JDBEC provider. The datasource object supplies oo armation 220

your application vith connections for accessing the database. Learn mars about this task in a guided activity. A guided activity provides
Applications a list of task steps and more general information sbout the topic.

Command Assistance

Servicas Bl Scope: =All scopes

Bl Resources Scope specifies the level st vhich the resource definition is visible. For detailed information on

what scope is and haw it vorks, see the scope settings helo.

Schedu
Object
Eivs

[All scopes =l

Preferences

New|| Delzrs Tesr i Maznage staez.. |
& &

Select| Name

Sphers Application Server

2d
B Resource Adzpters = IHDI name 3 Scope 2 Provider & Description 2 | Category 2
Zsynchronsus beans

You can administer the folloving resources:
Cache instances

Default DefaultDatasource | Node=1PL1i83DORMNode0§,Server=serverl | Derby JDBC Datasource
Mail O : Fe

Datasource Provider for the
URL WebSphere

Default

@ Resource Environment s
application

Node=1PL18SDORNode06,Server=serverl | Oracle JDBC Hew JDEC
Drivar [XA) Datasourcs
Node=1PL189DORNode06,Server=serveri | Oracle JDBC Hew JDBC
river (XA) Datasource

Node=IPL189DORNode0E, Server=sarverl | Ora
Driver (XA)

Hew JDBC
Datasource

Node=1PL183DORNode0s, Servar=sarverl | LAL465R2 Hew JDBC
Datazource

Envirenment

System acministration

Users and Groups

Menitoring znd Tuning

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in and test whether the change was successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Chanqging ELCM Data Source Password

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system
4. Stop Oracle FLEXCUBE application
5

Stop the target server to which the data sources point.
This completes the prerequisites.

Changing ELCM Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Loginto IBM Websphere application server.
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Integrated Solutions Console

Waelcoma admin

All ta:

‘ View:

Welcome

Guided Activitizs

Servers

Applications

Services

Resources

B security

Global security

Security domazins
Administrative Authorization Groups

S5L certificate and key management

Bus z=curity

Environment
System zdministration
Usars sne Groups

Monitoring and Tuning

Troublzshesting

Service integration

Global security

functions 2nd iz uzed 2= 2 default =

for user appl

Security Configuration Wizard ] Security Configuration Report

Use this panel to canfigure administration and the default application security
tions. Security

olicy
domains

This security configuration applies to the security policy for all administ
n be definad to ovarride and customize tha sacurity pol

= For U

Administrative security

Administrstive userroles

Enable =dm ve security

Administrative group roles
Administrative authentication
Application security

[ enable application security

Java 2 security

[] use 12va 2 security to restrict application sccess to local resources
warn if applications are granted custom permissions
Restrict sccess to resource suthantication datz

User account repository

Current realm definition
Federated repositories

Available realm definitions

Federated repositories v Configure...

Sst 2= current

2pply | | Reset

Authentication

Authentication cache settings

m
® L1ea
Karbares 2nd LTRA

(This function is currently disabled. See the IBM Support site for
possible future updates.)

Kerberos configuraticn

O swamM (deprecated): Ho authenticated communication between servers|

RMI/110P

B lava Authsntication and Autherization Service

Application logins
Sysezm logins

12C zuth. ion data

o Authentication and
[[] us= rezim-qualifisd user naRuthorization Service (JAAS) login configurations

Lsed by systen resources including the authenti
mecharism, principal mapping, and credential ma
Szcurity domains cannot remove the default login configurations b
=erernsl izstion providers |doing so might cause applications to fail
Custom properties

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C

Authentication Data.

Integrated Solutions Console Welcome

All ta

‘ View:

v

welcome
Guided Activitiss
Bl Servers

B Server Types
webSphere application servers
webSphere MQ servers

Web servers

Applications

B s

=
Resources
Bl Security
Global s=curity
Security domains
Administrative Authorizstion Groups
SSL centificate and key management
Security suditing

Bus s=curity
Envirenmant

System administration
Users znd Groups.
Monitoring and Tuning
B Treubleshesting
Sarvice intagration

upoI

Global security > JAAS - J2C auth. data

ies = list of user identities and passwords for Jav

Braferanc

(TM) 2 connector security to usa

Prefix new alias names with the node name of the cell (for compatibility with earlier releases)

Help | Logout

Fiald halp

For fisld halp information,
select a field label or list
marker when the help
cursor is displayed.

Page help
More information about

this page

Command Assistance

New]| Delete

View admi

) 12
' |

Ea\ectl)\has ~ ‘usar[ﬂ o ‘Dascriptinn I
You can =dminister the folloving resources:
D IPL1BSDORNode0E/LA1465R2 ‘ LAL465R2 ‘LA1455R2

Total 1

3. You will notice a table showing list of JDBC Sources choose the node which is been used by

ELCM data source.
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Integrated Solutions Console Welcome

View: | All tazks

weleome
Guided Activitiss
B Servers
B server Types
WebSphere application servers
webSphers MQ servers
web servers
B 2pplications
Services
Resources
B security

Global zecurity

Global sacurity > JAAS - 32¢C

data > IPL189DORNoda06/LA1465R2

Spacifies = list of user identities =nd passvords for Java(TH) 2 connecter security to use.

General Properties

* aliz
=

DORMNod=06/LA1465R2

# Uzer ID
La1465R2

# Password

Description

La1455R2

Fiald help

For field help information,
select a field label or list
marker when the help
curser is displayed.

Page help
More information about
this psge

Command Assistance

View sdministrative
=cripting command for last
sction

« Authorization Groups [oK] [Resst] [ Cancel

ssLe ¢ key management

Envirenment

Systzm aéministration
Users and Groups
WManitering 2 Tuning
B Troublzshosting
Service intzgration

upD1

4. Specify the new password in the text field and click ‘Apply’. Click ‘OK’.

4.4.3 Testing ELCM Schema Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Loginto IBM Websphere application server.

2. Go to Home > Resources > JDBC > Data Sources. You will notice a table that contains the
list of all data sources created in the application server.

3. Select the data source jdbc/fcjdevDS.
4, Select ‘Test connection’ tab.

5. The screen displays a message confirming successful testing.
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4.5

45.1

45.2

Integrated Solutions Console Welcome Helo

View: | All tasks v ‘

welcome

Data sources

Guidsd Activitizs B Messages Field help
. For field help informati
B servers [ The test connection operation for data source LATAM on server serverl at node celact = field lzbel o i
o S IPL189DORNode05 vas =sful. marksr when the help
srver Types cursor is displayed.
bSpl ers
Data sources Page help
Mere infermation sboul
Use this page to =dit the settings of = datasource that is asseciated vith your selected JDEC provider. The datasource object supplies thiz page
vour apglication vith connections for accessing the database. Learn mors about this task in = guided activity. A guided activity provides suseas
Applications 2 list of tazk stems and more general information sbout the topic. Command Assistance
B Services O Scope: =All scopes View administrative

H ing command for

Bl Resources Scope spedifies the level at which the resource definition is visible. For detailed information an
ihat =

Shizidze what scope is and how it works, zse the scooe settings hel

Object pool managers
Eams

[ Al scopes ~|

Preferences

New| Delers Test connzction Manage state.. |
v i
S5l

Select| Name & INDI name Scope & Provider &

WebSphere Application Server

B Resource 2dzprars ~ ~

Description & | Categary §
Asynchrenous bezns
N You can administer the following resources:

Cache instances

[ |Lstault DefaultDatasource | Node=IPL188DORNode0s, Server=serverl | Derby JDEC Datasource
Mail o E

Datasource Brovider for the

URL webSphere
Default
Application

Fesource Environment

B Security [] | ESUES Eranch idbd/fejBranchDs Node=IPL183DORNode0s, Server=serverl New JDEC
Datazource

] duler | jdbe/fejSchedulerDs | Node=IPL183DORNed=06, Server=serverl New JDEC

Datasource

Fl ORLD | FLEXTEST.WORLD | Node=IPL189DORNode0s, Server=serverl New JDBC

Driver (XA} Datasource

Fl idbc/fjdevDs Node=IPL183DORNod=06, Server=serverl | LAL465R2 Naw JDBC

Datasource
B Envi

Environment Total 5

Systam séministraticn

Users and Groups

Menitoring 2nc Tuning

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Chanqging Gateway Password

If you change the host schema password, you also need to change the gateway password.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Stop the target server to which the data sources point.

4. Ensure that all users have logged out of Oracle FLEXCUBE system
5. Stop Oracle FLEXCUBE application

This completes the prerequisites.

Changing Gateway Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Loginto IBM Websphere application server.
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2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C
Authentication Data.

Integrated Solutions Console  Welcome admin Help | Logout |

‘ View: | All tasks v |

Welcome

E Guiczd Activities Global security

Servers Us= this panel to configurs administration and the default 2pplic figuration =pplies to the = y for =il sdministrative
—— functions and is used a5 = default security policy for user applicati = to override and custom rity policies for user
pplications =splications.
B Services
Resources Security Configuration Wizard Security Configuration Report
B S=curity Administrative security Authentication
A user roles Authentication mechanisms and expiration
Enable a sacurity P
’ nistrstive group roles
LTea
nistracive suthenticrion © ren
Kerberos 2nd LTPA
Application security (This function is currently disabled. See the IBM Support site for
] Encble apmication security possibls future updates.)
nesle spelication security Ksrbsros confiqurstion
B Envircnment
h 4 betuesn sarvars
Java 2 sacurit
System séministration ava 2 security
] Uze 32wz 2 security to rastrict spalicstion access to local rezaure
E Users and Groups
Warn if spslicstions are granted custom permissions
Moaitodnglandifusing) Restrict access to resource authentication data
B Troubleshesting User account repository 5 Javs Authentication and Authorization Service
Bl S=rvics integration Current resim definition Zpplicstion loins
e i System locins
Bupo: sde sitories J2c dats ____
Available realm definitions T os — - 1) Authentication and
— ot = oo = E Use realm-qualified user ndfuthorization Service (JA4S) login configurations that are
=derated repositories onfigure... =t =5 curran

used by system resources induding the authentication
mechanism, principal mapping, and credential mapping. Vo
Security domains cannot remove the default login confiqurations because
Sxrernal uthorizstien providers (49D 50 might cause applications to Fail.

Custom properties

apply | | Rasst

3. You will notice a table showing list of JDBC Sources choose the one which is been used by
Gateway data source.

Integrated Solutions Console Welcome

Help | Logout

‘ View: [ All ta= - | el=lE

Welcome [Clobal security

Guided Activities Global security > JAAS - 12C auth data Fiald help

For field help information,
Bl Servers Specifies = list of user identities znd passwords for Java(TM) 2 conmectar security to use. select a field label or list
marker when the help
cursor is displayed.

B 5““;‘”:5 Prefix new alizs names with the node name of the cell (for compatibility with earlier releases)
WebSphere

webSphers vers Page help

Web servers [#eely | More information sbout

thiz peae

B 2pplications Preferences

_New| Delete

Services

Resources

B E 2
Bl S=curity o |
Global securiy Select| Alizs 3 User 1D 3 Description

Security dom

You can administar tha folloving resources
utharization Groups

[] |1PL:8300RNede06/LAL465R2 LA1465R2 LA1465R2

Total ¢

Environmant

System scministration
Users and Groups
Menitoring and Tuning
B Troubleshsoting
Servics intzgratisn

upDI

4. Specify the new password in the text field and click on Apply and then click on ok.

45.3 Testing Gateway Data Source Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Loginto IBM Websphere application server.
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4.6

4.6.1

2. Go to Home > Resources > JDBC > Data Sources. You will notice a table that contains the

list of all data sources created in the application server.

3. Select the data source FLEXTEST.WORLD
4, Select ‘Test Connection’ tab.

5. The screen displays a message confirming successful testing.

Integrated Solutions Console

Welcome

‘ View: | Al tasks v

velcame
Guided Activities
B Servers

Bl sarver Types

WebSph: ers
Data sources Page help
M f ti b
Us= this pags to edit the settings of 3 datasource that is associated vith your selected JDEC provider. The datasource object supplies T E——

Ppphicatons
Services

El Resources

Scope specifies the level at which the resource definition is visible. For detailed information on
Schedulers what scope is and how it works, zee the scope settings helo.
Object pool managers
Jseee < [l szopes |
& ms
Bipec Preferences
JDEC pr
o o New|[ Delets || Test connection Manage state..
el
va =
Ad
Bl Resource Adspters Select| Hame & INDI name & Scope O Brovider & Description {3 | Categery &

Asynchronsus bezns
Cachs instances

Data sources

B Messages

[} The test connaction operation for data source FLEXTEST.WORLD gateway on server serverl at
node IPLIESDORNed=06 was successful,

your application vith connections for accessing the database. Learn more about this task in a guided activity. A guided activity provides

a list of task steps and more general information about the topic.

B Scope: =All scopes

You can administer the folloving resources:

[] | Dsfaule

DefaultDatasource

Node=1PL189DORHod=06,Sarvar=sarvart | Darby JDBC | Datasource

B mail Datszourze Provider for the
URL VebSphere
Dafault

Resource Environment

apglication

Node=1PL183DORNoda06, Sarvar=sarvarl | Oracle JDBEC Hevr IDBC

Close page

BE [TrE—

Field help

For field help informat
sslect = fisld label or |
marker when the help
curser is displayed.

Command Assistance
administrative
ing command for

Bl szcurity [ | ECues eranch jdbeffoBranchDs
_ = Driver (XA} Datasource
(] duler | jdbc/fojSchedulerDS| Node=1PL183DORNode06, Server=servert | Oracle JDBC | Hew JDBC
Driver (XA} Datasaurce
@ [ORLD | FLEXTEST.WORLD | Node=IPL1EIDORHNode06,Server=serverl Hew JDBC
Driver (x2) Datazourcs
0O | eTam jdbe/fdevDs Node=1PL183D0RNode06, Servar=servarl | LAL463R2 Hev JDBC
Datasource
Environment E——
System administraticn
Users and Groups
Monitaring and Tuning
Bl Troublashosting
Service integration
upDI
T 0

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing Branch Schema Password

If you change the host schema password, you also need to change the gateway password.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.
2. Inform all concerned users and groups.

3. Stop the target server to which the data sources point.
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4. Ensure that all users have logged out of Oracle FLEXCUBE system.

5. Stop Oracle FLEXCUBE application.
This completes the prerequisites.

Changing Branch Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Loginto IBM Websphere application server.

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C

Authentication Data.

Integrated Solutions Console

Welcome admin

| View: [All tasks v ‘

uided Activitizs

Global security.

Use this panel to configure administration and the default spplication security policy. Thi
functions nd is used as 2 default security policy for user applications, Security domai
applications.

n

Resources [ Security Configuration Wizard | Security Configuration Report

Help | Logout |

Close page

curity configuration applies te the security p
be defined to override and custamize the =

for all administrative
rity policies for user

Bl Security Administrative security

Enzble userroles
nistrative oroup roles

nistrative authentication

security

® Lrea

Application security

[] Enzble 2palication scurity

Envirenment

Java 2 security
Systzm aéminiztration v

Use Jzva 2 security to restrict application accass to local resources
sers and Groups
Warn if appl

tions are granted custom permissions
onitaring and Tuning

Restrict access to resource authentication data

roubleshsating

Authentication
Authentication mechanisms and expiration

Kerberos and LTPA

(This function is currently disabled. See the IBM Support site for
possible future updates.)

Kerberos cenfiguration

deprecated): Ho authenticated communication between servers

User account repository

erdce intsgration Current realm definition

Fad

upoI

ositaries

Bl Java Authentication and Authorization Service

Appliction lagins

Sustem logine

Available realm definitions

[Specifies a sk of Java(TH) Authentication and

Federsted v | configura... Setas current |

Apply | Reset

Security domaing

Extemal suthorization providers
Custom propertiss

Service (JAAS) login oo that are
used by system resources including the authentication
mechanism, prindipal mapping, and eredential mapping, ‘oul
cannot remave the default login confiqurations because
doing so might cause applications to fal.

3. You will notice a table showing list of JDBC Sources choose the one which is been used by

Branch data source.

Integrated Solutions Console Weleome

Vie

g |

Welcome Global security
Guicee Activitizs Global security > JAAS - J2C authentication data
B Servers

2 list of user identities and passwords for Ja

1] 2 connacto

Bl S=rver Types

B Applications Preferences

New| Delzes
e

Select| Aliss £

B Services
Resources
B S=curity
User 1D
You can administer the folloving resources:

[m]

Total 1

1PL189D0ORHode05/LAL465RE La1dssRe

= security

Environment

ystem administration
sers and Groups
onitoring and Tuning
B Troublzshaoting

[ Service integration

ubDI

Prefix new alizs names vith the node name of the cell (for compatibility with earlier relea:

Description £

La1dssR2

Help | Logout

cl

page

Field help

For field help information,
select = fisld label or list
er when the hela
cursor is dizplayed.

e

Page help
More information sbout
this page

Command Assistanca
trative

sting command for st
2

4. Specify the new password in the text field and click ‘Apply’. Click ‘OK’.
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4.6.3 Testing Branch Schema Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to IBM Websphere application server

2. Goto Home > Resources > JDBC > Data Sources. You will notice a table that contains the
list of all data sources created in the application server.

3. Select the data source jdbc/fcjBranchDs.
4. Select ‘Test Connection’ tab.

5. The screen displays a message confirming successful testing.

Integrated Solutions Console ~ welcome Help
| View: | All tzsks - ‘
welcome Help
Guidac Activities B re—as

Bl servers [ The test connection oparation for dats source FCUBS Branch Datasource on server serverl st
node [PL18SDORNode06 vas successful.

Bl Server Types
phers spplication servers

Q servers Data sources Page help
N 15BC srovider. The o More information 5o
provider. The da thiz
; skin = guided schivity. D
Applications = list of ep= and about the topi Command Assistance
H ervices B Scope: =All scopes View sdministrative
Scripting command forl
B Rescurces action

Scape specifies the |evel at which the resource definition is visisle, For detailed infarmation on
what scope is and how it works, zee the scooe settings helo.

s
Eioec Preferences

JDEC viders
e o [ o] [Teeeee |
()

2
e Select Name 2 INDT name & Scope O Provider & Description & | Categery &

Sphere Application Server

Asynchrenous beans

You can administer the folloving resources:
Cache instances

& mail [ | oefault DefaultDatasource | Node=IPL185DORNode0s, Server=servert | Derby JDEC Datasource
Datssource Provider for the
URL WebSphere

Default

Resource Envirenment 5
Application

Node=IPL183D0RNode0s, Sarver=sarvert | Or:

Hew IDBC
Datasource

Node=IPL18SDORNode0s, Sarvar=sarvarl

N _ Dzt =surce
uthorization Groups
nd key menzgzment

Node=IPL183DORNode08, Sarvar=sarvert Hew JDEC

Datasource

Node=IPL18300RNode0s, Sarvar=sarvart Hav IDBC

Datasourca

Environmant E—
System scministration

Users anc Groups

Menitoring anc Tuning

Bl Troublzshooting

Servics integratien

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the password

in a production environment.
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5.1

5.2

5. Server Password Change

Introduction

This chapter explains the process of changing the passwords of the servers associated with
Oracle FLEXCUBE.

You will find the methods to change the passwords of the following servers:

SMTP Server
EMS FTP Server
BPEL Server
BIP Server

DMS Server

Chanqging SMTP Server Password

This section describes the process of changing the SMTP server password.

The following diagram briefs the steps involved in changing the passwords of the SMTP server.
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START

Take backup of
frubs. properties file

l

Change the password in
foubs. properties file
through Installer

l

Lsing the new fcubs. properties file
create EAR through Installer and
deploy it in the application server

h

Y
Test Application

Mo

Testing
successiul

5.2.1 Prerequisites

Before you change the password of the SMTP server, ensure that the following activity is
completed:

e Take a backup of fcubs.properties file from the current EAR file.

5.2.2 Changing SMTP Server Password

To change the password of SMTP server, follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.
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5.3

| £ Oracle FLEXCUBE Universal Installer =] & |3
Oracle FLEXCUBE Universal Banking ORACLE
Property File Creation
Current screen provides an option for Mail configuring using SMTPS Protocaol.
Ho. Name Value
1 Host samplename.mail.com
2 Userid infra
3 User Password LITTITT ]
4 JNDI Mame mail/FCUBSMail
Log et Exit

2. You need to modify the following field:

User Password

Specify the new password
3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
o Deploying EAR file

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing EMS FTP Server Password

This section describes the process of changing the EMS FTP server password.

The following diagram briefs the steps involved in changing the passwords of the EMS FTP
server.

5-3 ORACLE



5.3.1

5.3.2

START

Take backup of
foubs. properties file

l

Change the password in
foubs. properties file
through Installer

l

Using the new focubs. properies file
create EAR through Installer and
deploy it in the application server

¥

4
Test Application

Mo

Testing
successiul

Prerequisites

Before you change the password of the EMS FTP server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

Changing FTP Server Password

To change the password of EMS FTP server, follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

2. Change the password of the FTP server.
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3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.
Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing BPEL Administrative Console Password

This section describes the process of changing the BPEL server password.

The following diagram briefs the steps involved in changing the passwords of the BPEL server.
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5.4.1 Prerequisites

Before you change the password of the BPEL server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

5.4.2 Changing BPEL Server Password

To change the password of BPEL server, follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

2. You need to modify the following field:
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e BI_PASSWORD: Specify the new password

3. Once you have deployed the EAR file, inform the concerned users and groups about the

password change.

4. Test whether the password change was successful. In case the test is not successful, repeat

the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the
password in a production environment.

Chanqging BIP Administrative Console Password

This section describes the process of changing the Bl Publisher server password.

The following diagram briefs the steps involved in changing the passwords of the BIP server.
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5.5.1

5.5.2

START

Take backup of
fcubs. properties file

l

Change the password in
fcubs.properties file
through Installer

l

Using the new feubs. properties file
create EAR through Installer and
deploy it in the application server

¥
Test Application

Mo

Testing
successul

Prerequisites

Before you change the password of the BIP server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

Changing BIP Server Password

To change the password of BIP server, follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

2. You need to modify the following field:
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BIP Password

Specify the new password

3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Chanqging DMS Server Password

This section describes the process of changing the DMS server password.

The following diagram briefs the steps involved in changing the passwords of the DMS server.
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5.6.1

5.6.2
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Prerequisites

Before you change the password of the DMS server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

Changing BIP Server Password

To change the password of DMS server, follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

2. Change the password.

5-10 ORACLE



3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the password
in a production environment.
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