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PREFACE

Welcome to the Oracle Insurance Data Gateway (OIDG) Installation Guide. This guide
describes installation and configuration steps for the OIDG application.

Audience
This guide is intended for users who will be deploying OIDG.

Conventions

The following text conventions are used in this document:

Convention Description
bold Bold type indicates information you enter.
italic Italic type indicates emphasis or placeholder variables

for which you supply particular values.

monospace Monospace type indicates commands, code
in examples, and text that appears on the
screen.

Documentation Accessibility

This documentation may contain links to websites of other companies or organizations that
Oracle does not own or control. Oracle neither evaluates nor makes any representations
regarding the accessibility of these Websites.

Customer Support

If you have any questions about the installation or use of our products, please call
+1.800.223.1711 or visit the My Oracle Support website:

http://www.oracle.com/us/support/index.html

Go to My Oracle Support to find answers in the Oracle support knowledge base, submit, update
or review your service requests, engage the My Oracle Support Community, download software
updates, and tap into Oracle proactive support tools and best practices.
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Hearing impaired customers in the U.S. who need to speak with an Oracle Support
representative may use a Telecommunications Relay Service (TRS). Information about TRS is
available at http://www.fcc.gov/cgb/consumerfacts/trs.html

A list of phone numbers is available at http://www.fcc.gov/cgb/dro/trsphonebk.html. International
hearing-impaired customers should use the TRS at 1.605.224.1837.

Contact

USA: +1.800.223.1711
Canada: 1.800.668.8921 or +1.905.890.6690
Latin America: 877.767.2253

For other regions including Latin America, Europe, Middle East, Africa, and Asia Pacific regions:
Visit: http://www.oracle.com/us/support/contact/index.html

Follow Us

B https://blogs.oracle.com/insurance

ﬂ https://www.facebook.com/oracleinsurance

u https://twitter.com/oracleinsurance

m https://www.linkedin.com/groups?qid=2271161

6 OIDG Installation Guide


http://www.fcc.gov/cgb/consumerfacts/trs.html
http://www.fcc.gov/cgb/dro/trsphonebk.html
http://www.oracle.com/us/support/contact/index.html
https://blogs.oracle.com/insurance
https://www.facebook.com/oracleinsurance
https://twitter.com/oracleinsurance
https://www.linkedin.com/groups?gid=2271161
https://blogs.oracle.com/insurance
https://www.facebook.com/oracleinsurance
https://twitter.com/oracleinsurance
https://www.linkedin.com/groups?gid=2271161

ORACLE

Insurance

GETTING STARTED

Please follow this document closely while installing or upgrading to the OIDG.

N[ORR= Any missing configuration may lead to an inappropriate setup.

Release Download

Download the OIDG release zip file from the Oracle Software Delivery Cloud and extract into a
local folder.

System Prerequisites

Following system setup is required before moving further with this documentation.

Name Version Notes

Oracle WebLogic 12.2.1.0.x

Server

Oracle SOA Suite 12.2.1.0.x

Oracle Java SE 8 1.8.x

Oracle Database 12.1.0.2.0

Server

GnuPG 2.2.1 https://www.gnupg.org/

Chef 12.6.0 Download compatible Chef package for
your Operating System from the below
URL.
https://downloads.chef.io/chef/stable/12.6.0

ACORD® AML Download ACORD AML libraries

libraries
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Database Configuration

OIDG Database Schema Creation

A database schema needs to be created on a new database when OIDG is installed for the first

time.

Follow these steps to setup a hew tenant database schema:

1.

2.

Connect to the OIDG DB or PDB with SYSDBA privilege.

Create a table space to hold data for the OIDG schema.

SQL command:
Create tablespace OIDX datafile ‘[filepath
location/filename.dbf]’ size 500M autoextend on;

Run \AML Engine\Database\lnstallation\OIDG_PDB_SYSDBA.sql
Make sure to rename the schema owner name, password, and table space name before
applying the script.

Connect as the schema owner user.

Run \AML Engine\Database\lnstallation\SCI001_OIDG_B?_Schema.sql to create the
DB schema.

Note: “?” Denotes the build number which needs to be installed.

Follow these steps to migrate the database schema for OIDX from previous builds to the current
version:

1.

Connect as the schema owner user and apply all the migration scripts in the AML
Engine\Database\Migration folder to update the DB components if the migration
scripts have not been applied. To see if a migration script has been applied or not,
exam the rows in the DBHISTORY table.

Make sure the scripts are applied in the order of the build numbers.
For example, if the current OIDG build is 1, and has to be upgraded to build 3, then you
should upgrade to SCU00?_OIDG_B1ToB2.sgl and SCU00?_OIDG_B2ToB3.sql.

Note: “?” Denotes the serial number of the script file.

RCU (Infra) Schemas Creation

Create the pre-requisite Oracle SOA Infrastructure RCU schemas according to the product
documentation provided with Oracle SOA Suite.
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Note:

The RCU prefix, user, and common password defined during RCU setup will also be
needed for OIDG product installation.

Do not use special characters [!'@#\$%"\&*()_+*] in the RCU prefix name.
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OIDG INSTALLATION REQUIREMENTS

This chapter includes following topics:

¢ Base Path and Java Home Update
e Folder Structure and Release Files Maintenance

Base Path and Java Home Update

Please refer to the following steps for OIDG script update:

1. Gotothe OIDG-1.0-automation\chef\cookbooks\fsgbu_oidx_base\attributes\ and

update the following properties in default.rb

2. Update the user home base path for the Linux user (used for FMW installation)

] ['base home']

= '/scratch'

This path is combined with the username you entered during installation. It will be
recognized as the “user home base bath”, Example: /scratch/username (or) /u01l/username

3. Update the JAVA home path

default['fsgbu oidx base']['java home'] = '/usr/java/jdkl.8.0 144"

Folder Structure and Release Files Maintenance

Create the following folder structure inside the user base path to maintain release files.

Folder structure:

/<user home base>/Chef/0IDG_1.0/

Example:
/u01/Chef/0IDG_1.0/

Copy the following files from the OIDG release package to
/<user home base>/Chef/0IDG_1.0/

10
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/AdminView/AdminView.ear
/AdminView/AdminView.properties
/DataSrv/OIDX_POC_DSL.ear
/Portal/IDXPORTAL.ear
/PrcOrch/OIDX_PrcOrch_cfgplan.xml
/PrcOrch/sca_OIDX_PrcOrch.jar
/QuickView/QuickView.ear
/QuickView/QuickView.properties
/ResultProcessing/sca_ResultProcessing.jar
/ResultProcessing/ResultProcessing_cfgplan.xml
/SrwVirt/log4j-api-2.9.1.jar
/SrvVirt/log4j-core-2.9.1.jar
/SrvwVirt/OSBCoreCustomizationFile.xml
/SrwVirt/SVCore_SrvVirt.sbar

/scratch/Chef/OIDG_1.0

Name

& .
config

| 7] QuickView.properties

| 7] AdminView.properties

|| TLMMessaging.xsd

| SVCore_SrvVirt.sbar

|| sca_OIDX_PrcOrch.jar

@] QuickView.ear

| OSBCoreCustomizationFilexml

|_| OIDX_PrcOrch_cfgplan.xml

{3 OIDX_POC_DSL.ear

|#| logdj-core-29.1 jar

| logdj-api-2.9.1 jar

8 AdminView.ear

|| ResultProcessing_cfgplanxml:

|| sca_ResultProcessing.jar
3 IDXPORTAL.ear

Figure 1: OIDG release package folder structure

Copy the following files from the release package to
/<user home base>/Chef/0IDG_1.0/config

/SrvVirt/adapter-oidx-cache-config.xml
/DataSrv/configfilesecurity.key
/DataSrv/OIDX.properties
/DataSrv/oidx_cache_config.xml
/DataSrv/oidx_dsl_log4j.xml
/DataSrv/PlIConfig.xml
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Name

e .

2 adapter-oidx-cache-config.xml
D configfilesecurity.key
OIDX.properties

= oid;(_cache_config.xml

| oidx_dsl_log4j.xml

Figure 2: OIDG release package folder structure
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INPUT PARAMETERS FOR OIDG INSTALLATION

This chapter includes following topics:

o OIDG Parameter Configuration Steps
o Linux User/Group Section

Database Section

Middleware Section

Confirmation Section

Credentials Section

O O O O

OIDG Parameter Configuration Steps
1. Go to the path /OIDG-1.0-automation/chef/ and run: sh oidg_config.sh with root user

[rooct@Ho il H | ¥ pwd
i i 3/ OIDG-1.0/chef

[root@Host il H | # sh oidg config.sh

2. Provide the required information for the following inputs

Linux User/Group Section

1. Linux Username
o Example: oracle (the user you installed Fusion Middleware with)

2. FMW Products Installed Group
o Example: oinstall or oracle (the user group you installed Fusion Middleware with)

acle Fusion Middleware was i
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Database Section

OIDG and RCU schemas are created in the same database instance.

IS OIDG Schema and RCU Infra Schemas were created on the Same
Database/Pluggable Database (y/n): y

Enter the following values to proceed further:

Database hostname: Database hostname

Database service name: DB Instance name

Database port: Listener port (Example: 1521)
Database OIDG User name: OIDG schema name

RCU Infra Schema Prefix: RCU Schema’s Prefix

OIDG and RCU Schemas are created in Different database instances.

IS OIDG Schema and RCU Infra Schemas were created on the Same
Database/Pluggable Database (y/n): n
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Enter the DB inputs:

RCU Database hostname: Database hostname

RCU Database service name: DB Instance name

RCU Database port: Listener port (Example: 1521)

RCU Infra Schema Prefix: RCU Schema’s Prefix

OIDG Database User name: OIDG schema name

OIDG Database hostname: OIDG Database hostname

OIDG Database service name: OIDG DB Instance name

OIDG Database port: OIDG Listener port (Example:
1521)

Middleware Section

e OIDG Fusion Middleware HOME Path:
o Enter the middleware home path including Oracle_Home

15 OIDG Installation Guide
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Confirmation Section

Correct? (y/n) : (y/n)

Credentials Section

WebLogic Credentials

e Set the WebLogic User Password
o You have to use this password for WebLogic login after domain creation.

Database Credentials

e Set the RCU Password for all Schemas

Provide the common password used for the RCU Infra Schemas
e Set the password for OIDG's schema:

Provide the password for the OIDG db schema

e the common

rd for all

GnuPGCredentials
e Set the password for PGP keys

Set the password for PGP Key creation for Encryption/Decryption
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Security Realm user Credentials

Note: Users oidguser and oidgpii are created for configuring Security Credentials in EM and
Encryption of PIlI Data

e oidguser's Password:

Set the password for user: oidguser
e 0idgpii's Password:

Set the password for user: oidgpii

Confirmation

Please verify and resolve any errors that have occurred before running sh install_oidg_1.0.sh
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OIDG PRE-SCRIPT INSTALLATION

1.

3.

Go to the path /OIDG-1.0-automation/chef/ and run: sh install_oidg_1.0.sh from root.

[root@HostName chef]# sh oidg config.sh

Please check the status of Chef Script: Finished (or) failed.

[root@HostName chef]#

Note: Script execution takes about 30 — 40 minutes.

Upon the completion of the install_oidg_1.0.sh script, please refer to Chapter 5.

Follow these steps in case of pre-script execution failures:

1.

2.

Drop and Re-create the RCU Schema.

Delete the middleware user_projects folder and domain_registry.xml.
Example: /FMW_HOME/Oracle/Middleware/Oracle_Home/user_projects

Delete the OIDG folder.
Example: /[FMW_HOME/Oracle/Middleware/oidg

Delete ora_stage folder.
Example: /[FMW_HOME/oraStage

Kill all the running WebLogic processes if there are any.

Re-run from the input parameters for OIDG Installation chapter with new RCU Schemas.

18
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OIDG INSTALLATION MANUAL STEPS

This chapter includes following topics:

o Defining JNDI Providers
e Creating Security Policies

Defining JNDI Providers

JNDI Provider resources are required by OSB components to locate and communicate with
Enterprise Java Beans (EJB) components.

1. Log on to the Service Bus console (http://hosthame:port/sbconsole), where
‘hostname:port” are the host name and port of your administration server.

2. Inthe project explorer, navigate to All Projects — System — JNDI Providers.
Verify that DataServices_JNDIProvider is defined.
If it is defined, skip steps 3-7. If not, continue with the rest of the steps.

3. Inthe upper left corner of the page, click Create to begin a new update session.

4. Right-click the JNDI Providers folder to display the context menu, then click Create —
Create JNDI Provider.

4 [3) System
4 [ JNDI Provider=
7] Datagen ™ Open

.rc B} Create » [ Create JNDI Provider

3 Proxy
3 SMTP Server Collapse

Figure 3: Create JNDI Provider

5. In the Create JNDI dialog, enter “DataServices_JNDIProvider” for Resource Name. Click
Create.
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Create JNDI x
Resﬁ::ﬁjl DataServices_JNDIProvider I

Descriptior | DataServices JNDIProvided

P

0

Figure 4: Create JNDI dialog

6. On the JNDI Definition page, fill in the following fields:
a. Provider URL — the host name or IP and port of the managed server to which
OIDX_POC_DSL is targeted (Example: “t3://hostname:port”) i.e. ‘AML Server'.
b. Initial Context Factory — select “weblogic.jndi.WLlInitialContextFactory”
c. User Name, New Password, and Confirm Password — the login credentials for the
server. Usually credentials are the same as administration server login credentials.

JNDI Definition < & & H &~ o

4 Gereral

soription  DiataSenvices_JNDiProvide:

4 Configuration Detally

4 ERvirormant Parameters

JNDICache [ Enstiss

Figure 5: INDI Definition

7. Click Save located on the upper-right corner of the page.

=R
s

Figure 6: Save icon

Creating Security Policies

1. Login to the WebLogic Enterprise Manager (<hostname>:> :< Admin Server Port
Number>/em) with WebLogic credentials.

2. WebLogic Domain — Security — System Policies.
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3. Under Search section, select Name as Includes.

4. Type “OIDX_POC_DSL” in the search box, and click the arrow icon.

5. Check to see if the search results include a row as shown below.

6.

the Change Center menu.

Security Reaims.
Users and Groups

Credentials

Security Provider Configuration

Application Policies

Home
Wonitoring
Diagnostics.

CGontrol

Logs
Environment >
Deployments

SOA Deployment >
JDBC Data Sources

Messaging >

Cross Component Wiring

Web Services g
Application Roles Other Services
State Keystore '
R”""‘l‘ System Policies Refresh WebLogic Domain
Ruanin  aucit Policy L 5
Running i)

System MBean Browser

Figure 7: WebLogic Enterprise

4 search
Select a grant type and enter search keyword for codebase or principal to query system security|

Type Codebase -

Name | Starts With v »

| Siads Wilh |

Figure 8: Search section

4 Search

Select a grant type and enter search keyword for codebase or principal fo query system s

Type Codebase 3

Name Includes E] OIDX_POC_DSL @

Figure 9: Search box

View v dl Create... [ CreateLike.. # Edit. ) Delete..
rd
Name
[me S{oracle.deployed.app.difyOIDX_POC_DSLS{oracle.deployed.app.ext) ]

Figure 10: Search result area

If this policy does not exist, create it by following these steps:

ORACLE

Insurance
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Name Includes v oracle.wsm console.core.vi >

Name
file ${domain home)/servers/S{weblogic Name)mp/_WL_user/oracle wsm.console.core view/-

file:${oracle deployed.app.dirjoracle wsm console.core viewS{oracle deployed app.ext}

Figure 11: Create Like

Select the row that includes the text oracle.wsm.console.core.view, and then click
Create Like.

On the Create System Grant Like page, change the text in the Codebase box to the
following:
file:${oracle.deployed.app.dir}/OIDX_POC_DSL${oracle.deployed.app.ext}

Select the CredentialAccessPermission row in the Permission Class table and click
Edit.

In the Edit Permission dialog change Permission Actions from read,write,delete,update
to just read. Click Ok.

Click Ok again.

22
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OIDG POST-SCRIPT INSTALLATION

1. After completing the steps in Chapter 5, go to the path /OIDG-1.0-automation/chef/ and
run the following command from root to complete the installation

Command: sh install oidg 1.0 post.sh (from root)

[root@HostName chef]# sh install oidg 1.0 post.sh

Note: Script execution usually takes about 20-30 minutes to complete all the
deployments.

23
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DEPLOYING ACORD_AML LIBRARIES

Follow these steps:

1. Log into the Service Bus Console (<hostname>:<Admin Server port
number>/shconsole).

2. Create a new update session by clicking Create.

ORACLE" Service Bus Console 12¢

I

Figure 12: Oracle Service bus console

3. Click Import.

= B

4 All Projects

Figure 13: Import

4. Click Choose File and upload the file.

Import Config Jar x

Cancel [ ] >

Input Source nput Configuration

* JAR Source | Choose File | No file chosen

Figure 14: Choosing and uploading file

5. Click Next (right arrow).

Import Config Jar x

Cancel ®
Input Source nput Configuration

* JAR Source | Ghoose File | No file chosen

Figure 15: Next button
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6. Click Import.

Import Config Jar

¢ Cancel (@]

Input Source

Project JAR File : ACORD_XSD.sbar
B & ] Detach

Resource Operation

b (5] svShared

Dependencies || Include Resource Dependencies
Passphrase

Advanced Settings

Security () Preserve Security and Folicy Values
| Preserve Credentials (Username/Password)

¥ Preserve Access Conrol Policies

Operational () preserve Environment Variable Values

| Preserve Operational Values

Input Configuration

Type References

All Projects

Project

Figure 16: Import button

7. Click Close.

Import Config Jar

Import Another

Import completed successfully.
[ 86 of 86 resource(s) have been imported with no issues

Resources With Issues

vieww By By in" Detach
Name Path

No Resource ftems to display

Messages

Figure 17: Close button
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OIDG RELEASE UPGRADE

This chapter includes following topics:

OIDG Release Upgrade Pre-Requisite

OIDG Release Deployment / Un-Deployment Process
OIDG Release Un-Deployment Process

OIDG Release Deployment Process

OIDG Release Upgrade Pre-Requisite

Delete old files from the following locations and replace them with the new release files:

1. Copy the following files from the OIDG release package to /<user home
base>/Chef/OIDG_1.0

o AdminView.ear
AdminView.properties
log4j-api-2.9.1.jar
log4j-core-2.9.1.jar
OIDX_POC_DSL.ear
OIDX_PrcOrch_cfgplan.xml
OSBCoreCustomizationFile.xml
QuickView.ear
IDXPORTAL.ear
sca_ResultProcessing.jar
ResultProcessing_cfgplan.xml
QuickView.properties
sca_OIDX_PrcOrch.jar
SVCore_SrvwVirt.sbar

0O O 0O 0O 0 O 0O o O o0 O o o
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/scratch/Chef/OIDG_1.0

MName
.
config

7] QuickView.properties

7] AdminView.properties

| TLMMessaging.xsd

|| SWCore SrvVirt.sbar

=] sca_OIDX_PrcOrch,jar

B] QuickView.ear

|| OSBCoreCustomizationFilexml
| OIDX_PreQrch_cfgplanzxml
2| OIDX_POC_DSL.ear

=] logdj-core-28.1 jar
=] logdj-api-2.9.1 jar

|2 IDXPORTAL.ear

Figure 18: OIDG release package

OIDX.properties

oidx_cache_config.xml

oidx_dsl_log4j.xml
PlIConfig.xml

fscratch/Chef/QIDG_1.0/config

MName

It .

|2 adapter-oidx-cache-configxml
| configfilesecurity.key

S QIDX.properties

|=] oidx_cache_config.xml

@

oidx_dsl_logdjxml

Figure 19: OIDG release package

ORACLE

Insurance

2. Copy the files below from the OIDG release package to /Juser home
base/Chef/OIDG_1.0/config

adapter-oidx-cache-config.xml
configfilesecurity.key

OIDG Release Deployment / Un-Deployment Process

Go to the path /OIDG-1.0-automation/chef/ and run: sh dep undep app config.sh from

root.

[root@HostHame chef]l# sh dep undep app config.sh

3. Select 1 for OIDG Deploy/Un-Deploy (or) 2 for Exit
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4. Select the components you want to undeploy and replace from the new release
package.

1) AdminView [ v / n ] (y/n)
2) QuickView [ v / n] (y/n)
3) Data Services [ v / n ] (y/n)
4) SOA Composite [y / n] (y/n)
5) Service Virtualization [ v / n ] (y/n)
6) IDX Portal [y / n] (y/n)
7) SOA Result Processing [ v / n ] (y/n)

5. Provide the Linux user/group and Middleware Home details.

o Linux Username:
= Example: oracle (the user you installed Fusion Middleware with)

o Linux Groupname:
= Example: oinstall or dba (the group you installed Fusion Middleware with)

o FMW Middleware Home:
= Middleware home path including Oracle_Home
Example: /Path/Oracle/Middleware/Oracle_Home
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o0 All the inputs given are Correct? (y/n) . (y/n)

o WebLogic User Password

Weblogic Us

6. Check the Confirmation

NHow run Undeployment of application :

After completion of Undeployment run deployment of application:

OIDG Release Un-Deployment Process

1. Go to path /OIDG-1.0-automation/chef/ and run: sh install undep app.sh from root

[root@HostHame chefl# sh install undep app.sh

2. Check the status of Chef Script: Finished or Failed

[root@HostName chef]#

Please verify the status of Un-Deployment components from WebLogic console and EM.

OIDG Release Deployment Process

1. Go to the path /OIDG-1.0-automation/chef/ and run: sh install dep app.sh from
root.

[root@HostName chef]# sh install dep app.sh

2. Check the status of Chef Script: Finished Or Failed.

[root@HostName chef]#
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Please verify the status of deployed components from the WebLogic and EM consoles.
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Chapter—9

SETTING UP THE ENTERPRISE SCHEDULER SERVICE JOBS

This chapter includes following topics:

e Configuring Daily Error Log
e Updating OIDX.Properties file

This chapter describes how to configure jobs in the Enterprise Scheduler Services (ESS) for
batch request processing. Before proceeding with this section, you must configure your parties
and contracts in the AdminView. Please refer to the Oracle Insurance Data Gateway User
Interface Guide for more info on this.

Once your parties and contracts have been established you can configure schedules for batch
jobs following these steps:

1. Login to the Enterprise Manager console
Example: http://<hostname>:<Admin Server Port Number>/em

LOGIN TO

ORACLE

Figure 20: Enterprise Manager console login page

2. Click the Target Navigation at the top-left corner.

3. Click Scheduling Services > ESSAPP (ess_serverl).
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ORACLE Enterprise Manager Fusion Middieware Control 12¢ i WebLogic Domain ¥ weblogic ¥ e

Target Navigation - Ty BAv |AuoReflesh OFf v
3

View ¥ Jan 24, 3018 3:00:28 AM ST 4)

E]

m Application Deployment:
¥ m Application Deployments you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.

> ims
‘ebLogic Domain

[ AdminServer Name AdminServer

Server

aml_servert
fyamL Host

5 ess_senvert
FE mit_servert Listen Port 7001
[ osb_servert

[ soa_servert
Control w =4

b fim Conerence Clusters

> I Metadata Repositories Status  Cluster Machine State Health Listen Port ;. S&L;
MFT
4 fm Scheduling Services dmin %+ UnixMachine_1 Running oK 7001 122 1
4+ UnixMachine_1 Running oK 7007 044
[ ESSAPP (mft_server? 4+ UnixMachine_1 Running oK 7002 032
b {im User Messaging Service 4+ UnixMachine_1 Running oK 7003 275 -

Figure 21: Scheduling services

Click Scheduling Service — Job Metadata — Job Definitions.

ORACLE Enterprise Manager Fusion Middleware Control 12¢ \WebLogic Domain ¥ weblogic ¥
- ADD O
Ell ¥, Scheduling Service v ‘ ‘ rt Up Shut Down Ilan 24, 2018 3:03:02 AM PST 4
Home
Top 10 Top 10 Ready Job Requests
Control 13
Scop Logs ) fice All Scheduling Services sharing the ESS repository
Requ Job Requests , 7 Job Definition i By Applicati ion Type D ipti
No Ry
Performance >
Show 4
Request Processor b
4 S¢  RequestDispatcher 4 Response and Load
Purge Pelicies Lo
0.8
0.6
c Configuration * Enabled  Deployed On 04
; 0.2
R work Allocation » Yes ess_server 0.0 10
08
I Job Metadata ’I Job Definitions o
0.4
40 Hosting Applications Job Sets :S
9 02:48 AN 02:50 02:52 02:54 02:56 02:58 03:00 03:02
Web Services Incompatibiliies January 24 2018
< »
Security " M Average Processing Time over last hour (minutes) [ Requests Comleted over last hour
Mo job requests Table View
Target Stemap completed in last 1
our,
Target Information 4 Performance

Figure 22: Job Definitions

5. Job definition screen appears.
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ORACLE’ Enterprise Manager Fusion Middieware Control 12¢

mm 4 ESSAPP O
== [ Scheduling Service w Start Up Shut Down

Scheduling Service Home >
Job Definitions
Select the application (J2EE application deployment name) for which you want to view the job definitions.
4 Filter Criteria
Application EssNativeHostingApp(v1.0) v
Name
Package

Go

Results

Name Display Name Package

Job Type

Description

&5 webLogic Domain ¥ weblogic ¥

320 24, 2018 3:04:30 AM pST )|

/7 Related Links v

Figure 23: Job Definitions

Click Create and Enter Name, Display Name, Package, Description and Job Type. As

shown in the table below:

Name Example Description
Name Alamere_IN_Carrier_PolicySync | Job name
Display Alamere IN Carrier Job display name
Name PolicySyncAlamere
Package /com/oracle/ejb File Transfer Service

package. Always enter this
value as ’/com/oracle/ejb’

Description | Alamere IN Carrier
PolicySyncAlamere

Job description

Job Type OnewayWebserviceJobType

Job type. Always select this
field value as
“OnewayWebserviceJobType”

Click Select Web Service.

Note: Select Web Service appears only after you select the Job Type as

OnewayWebserviceJobType.

Enter web service URL at WSDL and Click Go.

Select Web Service... x
* WSDLI hitp:fi {0IDX_POC_DSL-EJB-webapp/SchedulerServic I Go
* Web Service Type  Other b
0K § Cancel

Figure 24: Select web service
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Example URL: http://<hostname>:<AML Server Port Number>/OIDX_POC_DSL-EJB-
webapp/SchedulerService?WSDL

Fill in the details as shown in the table below.

Select Services SchedulerServiceMgrEJBBeanService
Port Type SchedulerServiceMgrEJBBeanPort
Operation fileTransferService

Payload:

<PartyShortName></PartyShortName>
<PartyType></PartyType>
<TranactionType></TranactionType>
<BusinessServiceType></BusinessServiceType>
<Direction></Direction>

<Mchnsm></Mchnsm>
<Environment></Environment>
<EndPointId></EndPointId>

Gather all the payload values from AdminView to configure jobs.

a. PartyShortName and PartyType

Party Details

View Business Services Edit

Name

Short Name ¢ Party Short Name

Type ¢ Party Type

Activation Status

Figure 25: Party Details section

b. TransactionType:
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Environment Contracts  Configuration

I&\an'ere!\cm TLoca FHeI »> | Polcy Synchronization Batch (nbound) |

Endpoints

Endpoint Name

Endpoint Details

New  Delete

M M * Endpoint Name

Activation

Endpoint Type  Mechanism e

Environment Endpoint Type

data Active * Transaction

Transaction Type » me

save | Cancel

FTP

Dala

Policy Synchronization v

* Mechanism  FTP v

* Activation
Status

Active v
* Environment QA1 v
* FTP Host

Port

Figure 26: Endpoint Details section

BusinessServiceType:

[AlamereNenlVIFTLocalFilg

Business Services

Business Service

Policy Synchronization Baich (Inbound)

Activation Status

Active

Business Service Details

New  Delete View Endpoints  Edit

cﬁusinesg Service Type

. Business Service
Short Name

Activation Status

e

Figure 27: Business Service Details section

Direction value is always Inbound
Mchnsm and Environment:

Environment | Parties | Confracts  Configuration

AlamereNonMFTLocalFile == Palicy Batch (Inbound)

Endpoints

Endpoint Details

New  Delete View Properties  Edit

Endpoint Name:

Policy_FTP

v v Endpoint Name

Endpoint Type  Mechanism Environment  Activation Endpoint Type
Status

data FTP QA1 Active Transaction Type

v Short Name

o [y —Swecnanisn

Activation Status

Environment |:‘s‘@,em

FTP Host

Port

o

ata

Figure 28: Endpoint Details section for mechanism and environment

EndPointld:
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Environment

481

Test == Policy Synchronization Batch
Endpoints

Data Endpoints | Nofifications

Endpoint Name Direction

Policy_FTP incoming

Contract Number Environment 04
Mechanism Type Activation Status
FTP data Active

Figure 29: AdminView application Data Endpoints section

Example:

<nsl:FileTransferService xmlns:nsl="http://oracle.oidx.com/wsdl">
<PartyShortName>AlamereNonMFTLocalFile</PartyShortName>
<PartyType>Carrier</PartyType>

<TranactionType>PolicySynchronizationProcess</TranactionType>

<BusinessServiceType>PolicySynchronizationBatch</BusinessServiceT

ype>

<Direction>Inbound</Direction>
<Mchnsm>FTP</Mchnsm>
<Environment>QAl</Environment>
<EndPointId>481</EndPointId>
</nsl:FileTransferService>

Select Web Service...

" WSDL

* Web Service Type

* Services

* port Type

http:fi=hostname = <AML_PORT=/0IDX_POC_DSL-EJB-webapp/SchedulerService

Other v

SchedulerService

SchedulerServicePort v

Invoke Operation  Cancel Operation

* Operation ~ FileTransferSe v

=
Payload =ns1:FileTransferService xmins:ns 1="htip./oracle.oidx.com/wsdl"=

=PartyShortName=AlamereNonMF TLocalFile</PartyShortName=
=PartyType=Carrier=/PartyType=
=TranactionType=PolicySynchronizationProcess=/TranactionType=

=BLJSH'\ESSSEI'VI[‘.ET1‘ e>PolicySynchronizationBatch</BusinessService Type>

=Direction=Inbound=/Direction=
=Mchnsm=FTP</Mchnsm=
=Environment-QA1=/Environment=
=EndPointld=481</EndFPointld=
</ns1 FileTransferService>

Go

Figure 30: Select Web Service section
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10. Click Ok to create the Job Definition.

Configuring Daily Error Log

This section is used to configure Enterprise Scheduler Services by using the ESS application in
such a way that you can schedule a particular time to execute the Daily Error Log report

generation process.

Follow these steps to configure Daily Error Log report on Enterprise Scheduler Services server.

1. Login to Enterprise Manager Console.
2. Click Scheduling Services > ESSAPP (ess_serverl).

ORACLIE ertmrprivs Mansger i wsmss [rer——
Target Navigation - v
== = 0
- .
-
i
[pe—
r
"
r -
" =
r Y Chove e S (e e Pori -]
e T [
= +
- *
+
+
+

Figure 31: Enterprise Manager Console after clicking Scheduling Services

3. Click Scheduling Service — Job Metadata — Job Definitions.

ORACLG Enterprise Manager Fusion Middieware Control 12¢

{i webLogic Domain ¥ weblogic ¥

Top 10

scop

Requ
No Ru
Show /

4 sc

t= I, Sched

op o
uiing Service v | nup

Home
Control

Logs

Job Requests
Performance
Request Processor
Request Dispatcher
Purge Policies
Configuration

Work Allocation

Shut Down

Top 10 Ready Job Requests
»

) fice All Scheduling Services sharing the ESS repository

7 Job Definition i By

Jan 24, 2018 3:03:02 AM PST

»
»

»

* Enabled  Deployed On

) Yes ess_servert

Job Mstadata

Hosting Appiications
Web Services
Security

Target Sitemap

Target Information

Job Sets

Incompatibilities

>
No job requests

completed in last 1

N

ion Type D

4 Response and Load

10
0.8
0.6
0.4
02
0.0 1.0
0.8
0.6
0.4
0.2
0.0
02:48 AM 02:50 02:52 02:54 02:56 02:58 03:00 03:02
January 24 2018
“ >
W Average Processing Time over last hour (minutes) [l Requests Completed over last hour
Table View

4 Performance

Figure 32: Enterprise Manager Console after clicking Job Definitions
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Click Create and Enter Name, Display Name, Package, Description and Job Type.

Example:
Name Daily_Error_Log
Display Name Daily_Error_Log
Package /com/oracle/ejb
Description Daily Error Log
Job Type OnewayWebserviceJobType

Click Select Web Service.

Job name
Job display name

Error log service package
name. Always enter this
value as ‘/com/oracle/ejb’
Job description

Job type.Always select this
value as
‘OnewayWebserviceJobType’

== 1 ESSAPP O
b= 7 Scheduling Service ¥ StartUp Shut Down

Scheduling Service Home = Job Definitions =

Create Job Definition
Application  EssNativeHostingApp(v1.0)

 Job Definition

Class Name orscie a5 scheduler jon webservice. Onewsy WS Job

b [ Application Defined Properties

Figure 33: Creating Job Definition section

Note: Select Web Service appears only after you select the Job Type as

OnewayWebserviceJobType.

Enter web service URL at WSDL and Click Go.

Example URL: http://<hostname>:<AML Server Port Number>/OIDX_POC_DSL-EJB-

webapp/SchedulerService?WSDL

Select Web Service... x
= WSDLI hittp:/f [0IDX_POC_DSL-EJB-webapp/SchedulerServic I
* Web Service Type Other v

conee

Figure 34 Dialog after clicking Select Web Service

Fill in the details as shown in the table below.
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Select Services SchedulerServiceMgrEJBBeanService
Port Type SchedulerServiceMgrEJBBeanPort

Operation errorLogService

Enter the following Payload:

<nsl:ErrorLogService
xmlns:nsl="http://oracle.oidx.com/wsdl">
<PartyShortName>Daily</PartyShortName>
<PartyType>Error</PartyType>
<TranactionType>Log</TranactionType>
<Direction>report</Direction>
<SchedulerIntervalInMins>1440</SchedulerIntervalInMins>
</nsl:ErrorLogService>

8. Click Ok.

ORACLE trawpese Marsgw = — P

-t emawo

Croate Job Definition o G

B Job Detimson

P e ) +

4 19 Syvm Progaes -

Figure 35: EM Console

9. Click Ok.
10. Created Job Definition can be scheduled as per desired requirements.

Updating OIDX.Properties file

Update the OIDX.properties file with active environment value.

1. Open OIDX.properties file from the config folder.
2. Update the oidx.active.environment=‘<Environment value>’
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EMAIL CONFIGURATION FOR NOTIFICATIONS

This chapter includes following topics:

e Acquiring mail server SSL certificate
o Importing the mail server SSL certificate into keystore
o Synchronizing certificates from central store to local file instanceSynchronizing
certificates from central store to local file instance
e Configuring Workflow Notification Properties
e Configuring Email Driver Properties
e Troubleshooting

Please see the SOA Suite User Guide for email configuration details. This chapter represents
an example set up.

Email messages are sent via the Oracle User Messaging Service (UMS) in the WebLogic.
The requirements to enable email notifications with User Messaging Service are:

e Acquire and import the mail server SSL certificate into keystore
e Configure Workflow Notification Properties
e Configure Email Driver Properties

If desired, an introduction to UMS is located here:

https://docs.oracle.com/middleware/1212/ums/UMSAG/introduction.htm#UMSAG97582

Acquiring mail server SSL certificate

Most mail servers will use SSL security and you must import a certificate from the mail server so
that UMS can establish a trust relationship with the mail server. One way to acquire a certificate
is with a tool like OpenSSL.

From a command window OpenSSL can be invoked to extract certificate information. The
sample here is interacting with Oracle Beehive with the results being redirected to the file
example.cert:

openssl s _client -connect example.oracle.com:465 > example.cert

Note that, OpenSSL can take a long time to finish. You can end it after a few seconds with
CTRL+C because the needed certificate information is at the beginning.
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Next, open the example.cert file with a text editor to copy the portion identified by the “BEGIN

CERTIFICATE” and “END CERTIFICATE?” records.

o iﬂﬂoolgl|°o'E]Q| ‘EL:&|‘§">'|~—‘I.‘"—'I_=_—' E@ -—"|E| ]

= new 6 1 & Transformation_Rules sl llﬂ Transformation_|DIXData_Premium Bordereau xs| 1 BErew 7 llﬂ OIDX¥-1292 ml ll;:] VacationH

MIIGFTCCBP2ZgAWIBAGIQKSZu+s/ho/ fEproIK6NaxzANBgkghkiGSwOBAQsFADB+
MQOswCQYDVQQGEWIVUzEdMBsGAIUEChMUU31tYWS0Z2WMgQZ2 SycGoyYXRpbZ24xHzAd
BgNVBASTF1NSbWFudGV] IFRydXNOIES1dHdvemsxLzAtBgNVBAMT J1NSbWFudGV
IENSYXNzIDMgU2VidXJLlIFNlcnZlciBDRSAtIEcOMB4XDTEZMT IxNDAWMDAWMFoX
DTE4MDIxM]IzNTklOVowgZgxCzAJBgNVBAYTAl VTMRMWEQYDVQQIDADDYWXp2mSy
bml1hMRcwFQYDVQOHDASSZWR3b2 SkIFNob3J1czELMBkGAIUECgwST3JhY2x1TENV
cnBvemF0aWSuMREwHQYDVQQLDBZQcmSkdWNOIER1dmVsb3Bt ZWSO0IE1IUMROWGWYD
VQODDBRzdAGJI1 ZWhpdmUub3JhY2x1TmNvbTCCASIWDQY JKo ZThveNAQEBBQADgGEP
ADCCAQoCggERANgVWBX00nMGlez7A8agh1Dh3CMOBc3pv]emPOghWBYAYhCS41n/
ZkvV5RSaRRWulfepBoEdlCiomHUfwyizTQINvbhai 0yBmB2 ywVNnMnV01GCawger
FF27NudgPMRWgPcVESRXGEruA/nu3cp2R964ckMddRGEAu70J1dYveXHmTV++I8¢c
iwQsatezaRARS+/jwaGFHjHiu94a01JwX3LTZ5P7JuS6eTSEYby30cL8mz4vVCKXV3
zgLFXLe2lIULdtzWeiGowdomlyAVYSoFjwlg3nYHT40HGPIRgi/ 7ThhLpI 9KjmDr
8f701MnSZUsSTkXomBmGt £G40 TmMEQTXUuRUCAWERAaOCAN IwggJuMBEGALIUAEQQY
MBaCFHNOYmMV1aGl2ZS5vemFjbGUuY2 9tMAKGAIUdEWQCMARWDgYDVROPAQH /BAQD
AgWgMGEGA1UdIARaMFgWVgYGZ4EMAQICMEwWWIWY IKWYBBQUHAGEWF2h0dHBZz01i 8w
ZC5zeW1jY1i5]b20vY3BzMCUGCCSGAQUFBWICMBRKMF2h0dHBz018vECSzeW1jYi5]
b2 0venBhMCsGA1UdHWQKMC TwIRKA=oByGGmh 0dHAGLy 9zcySzeWljY1i5]b2 0ve3Mu
Y3JsMBOGA1UdIQOWMBOGCC SGAQUFBWMBBggrBgEFBQcDAJAfBgNVHSMEGDAWGBR £
YMShkFXfhEMUimAgsvV69EMY 7 zBXBggrBgEFBQCcBAQRIME kwHwY IRwYBBQUHMAGG
E2h0dHAGLy9zcy5zeWl]2C5]b2 0wIgYIRwYBBQUHMARGGmhOdHAELy9zcySzeWl]
¥i57b20vec3MuY3J0MIIBEQYRRWYBBANWeQIEAGSESgSBewDxAHCA3esdR30NT6Yg
14GtgWhwfi6OnQHVKXIiNPRHEzbbsvswARAFY/pkyRgARBAMASDEGAIEAIRZIgISN
GzjT5Pt1E38FmT7cSsny6lavNusSA]/xmEEBWCIQDZdsPesg6hR4COIp4Hk2gECeyD
57g56kN90SD2KsSETnQB2A05Lvbdl zmC64UJpH6vhnma jD35fsHL.YgwDEe41 6gP3L
ARAABWPEZMNEAARQDAECWRQThAPRbRHtpeaZdQBK4 sHWppBNACI3bREP4kSVN/41d
roiwAiBveCbgbkll2FLghjSyWoNF1PNRTgn9zLh3d6LC1DhkszANBgkghkiGow0RB
AQsFAAOCAQEAGBr0Y¥vtbjDnRSvGDg/XFPgoLV1jwLUYMyl++dPYyTH] tvOpYXxVb
mQheUJ2/CZ9X+Bg2dPewUIsHNUFRkEMtwluT8UVESrPMhO9mt fA4pRMct B tUpGIkN
PNuURSF1TS5108TulbesoPDkyLrE13FIMk7XEJP0UCRCZRYTOES2cHg]NBEYgREVABY
KLfci3cmzW/iTWUGE1UHN4HYYkLg5eG31SPbRYGhAGNPKQnbE/ /N19pPbGCZUZNS
ZPFFcSzCXWILKOZAtR/ dR+0U1dZDe5d+ zdjupTET PhuNgP1GnGQLMT 8 + CWXQGDHOX
CahAbSFzR3Dglb+6Egq+lu?DNiXZycwEXTA==

S s I T SR SV T

o w0 o

Nl Wb e

%
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7
2
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Figure 36: example.cert file

Importing the mail server SSL certificate into keystore

To import the SSL certificate, open the Enterprise Manager Fusion Middle Control and navigate
to the Security / Keystore menu item on the WebLogic Domain. Next select the system/trust

store and click Manage.
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ORACLE Enterprise Manager Fusion Middeware Control 12¢

-
= i WebLogic Domain v
/Domain_Vision_domain3Vision_domain3 > Keystore

Keystore
A keystore is a repository of security certificates, and its scope applies to an application stripe. To work with a stripe or a keystore, select its row in the table and select a menu oplion. On this page you can create a strip

View v =j= Create Stripe  =j= Create Keysiore 3¢ Delete ©o Manage Change Password [ Detach
Name Protection
4 (] system nia
@tust Folicy
& demoidentity Password
& castore Policy
& publiccacerts Policy Lk
» ) opss nia
» (3 ums nia
» (2] BPM_CRYPTO_STRIPE nia

Figure 37: Enterprise Manager Fusion Middle Control

On the Manage Certificates pane, click Import and then provide an alias such as “example” and
paste the certificate information that was copied earlier. Click Ok.

rt Certificate

N

Certificate Type Trusted Certificate ’7‘[

*Alias  example

Certificate @) paste Certificate or Certificate Chain
Source
* Paste Certificate String here

MIIGFTCCBP2gAWIBAGIQK9Zu+s/ho/ fEprol i o

MQSWCQYDVOQ 1UEChMUU31 yYXRpl

BgNVBASTFL! IFRydXNOIESL J1 udGVy

IENsYxNzIDHqUZmeJHmlanlr 1BDQSACTIE: E2MTI.

DTE4MDIxMjIzNTk: YTALVTN QI

MMWFQYDVQQEDASSZWHSI)Z9kIFNDbJchzmI‘BkGMUECqHFISJh‘{ZXIIENV
IERI WSOIEL

3JnY2x 1 LedivbTCCASIWDQYJKoZ ThveNAQEBBQADGER
ADCCAQngqEBANgWBXOOnHGIez7ABAqA1Dh3CHOBc3pv] emPOGhWBYAYhCS41n/
yi2TQJNvbhail /01GCawg6x

O selectafile that contains the Certificate or Certificate Chain
File Name
Browse... 1 No file selected.

Figure 38: Managing Certificates screen

For many mail servers importing the one certificate will complete the task, but for example,
Oracle Beehive utilizes a certificate chain, so it is also necessary to acquire and import
certificates for Symantec® and Verisign®.
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@ Information

Trusted Certificate imported successfully.

/Domain_Vision_domain3Nision_domain3 > Keystore >

Manage Certificates: system/trust

To generate a new key pair (public and private key) and wrap the public key into a certificate signed by the Demo CA, click "Generate Keypair". Ta generate a Certificate Signing Request (CSR), select a certificate from table and dlick "Generate CSR". After you create a CSR, send
certficate. To import the CA signed certificate or trusted cert, click Import. You can only import the CA-signed certificate into the same keystore from which the CSR was generated

View v == Generate Keypair 4, Import [’ Detach
Alias Subject Name Certificate Type Serial Number  Certifi
democa CN=CertGenCA OU=FOR TESTING ONLY,0=MyOrganization,L=MyTown,ST=MyState C=US Trusted Cerlificate 0x6433806640 ca 17
olddemoca CN=CertGenCAB,0U=FOR TESTING ONLY,0=MyOrganization,L.=MyTown, ST=MyState,C=US Trusted Cerlificate 0xf5c82bdfed03... 18 5d 4]
example CN= gxample oracle.com ,OU=Product D IT,0=Oracle C: ion, L Shores,5T=California,C=US Trusted Cerlificate Oxc4aBba082ba af 11 di
symantec CN=Symantec Class 3 Secure Server CA- G4,0U Trust Network O: C ,C=Us Trusted Cerlificate  0x40418d3093 i 67 34
Verisign3g...  CN=VeriSign Class 3 Public Primary Certification Authority - G5,0U=(c) 2006 VeriSign\, Inc. - For authorized use only,0U=VeriSign Trust Network O=VeriSign\, Inc. C=US Trusted Certificate 0x4a2158cdcch... 4e b6

Figure 39: Import certificates

Synchronizing certificates from central store to local file
instance

Oracle User Messaging Service depends on certificates that are available from the local file
instance of the keystore, so you must synchronize the certificates with the syncKeyStores
command on the System MBean as previously described in “Synchronizing KSS keystores”.
This step requires restarting the WebLogic servers.

Configuring Workflow Notification Properties

To enable email notifications to be sent from the SOA workflow, open the Enterprise Manager
Fusion Middle Control and navigate to the SOA Administration / Workflow Properties menu item
on the soa_server.
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»
pasny  Home W nstances  Error Hospital
Monitoring »
Key Logs » @ Business Transaction Faults
SOA Deployment »
Last 24 A v Hours |v|@
WManage Partitions lon @
Work Manager Groups Refresh region to snow the latest data. Click graph to drill down
Resequencing Groups
Defi @
Service Engines > Composites and Adapters Availability
Services and References
T soa_semvert |~
Business Events
SO/ Error Notification Rules
1> @ composite: start.up Errors 1
Define Schedules
ﬁ ' No FIS Connectivit Errors
SOA Administration F Common Properties
»
Security ¥ BPEL Properties
i ne 13
Administration ¥ Mediator Properties
Target Sitemap Workiow Profyties ed Services

Sys Target Information Cross References

Last 24 A v Hous |v| @
Token Configurations [ @

Last 24 A v Hous v @
Auta Purge

ces

Refresh region to show the latest data Resiliency Configuration

Wessages in Queues

Figure 40: Workflow Properties

ORACLE

Insurance

Change the Notification Mode to Email. Provide From, Actionable, and Reply To email

addresses.

All email notifications sent from the SOA workflow will utilize the From email address, so the use
of a no-reply email address is recommended (e.g. no-reply@example.com).

Click Apply to apply the changes.

ORACLE Enterprise Manager Fusion Middleware Control 12¢

] 4 soa-infra @
== 11 SOAInfrastructure v
& Confirmation
Changes have been applied.

Mailer | Task

© Information

All changes made in this page require a server restart to take effect.

Workflow Notification Properties

Before configuring the Workflow Notification, configure the Messaging Service Driver. Go to the Messaging Driver page

* Notification Mode | Email |v N

Notification Service

Email : From Address
* Email : Actionable Address "@emimcom

* Email : Reply To Address pai

More Workflow Notification Configuration Properties.

[E5: WebLogic Domain v Weblogic ¥

Dec 12, 2017 2:38:28 PM PST o

=

// Related Links Revert

Figure 41: Workflow Notification Properties
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Configuring Email Driver Properties

To provide mail server account information:

ORACLE
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1. Open the Enterprise Manager Fusion Middle Control and navigate to the User
Messaging Service / usermessagingdriver-email (soa_serverl) menu item.

ORACLE Enterprise Manager Fusicn iadsware Contrat 122

Target Navigation —

ss Transaction Faults
2 A v Hows | Ey

ion 1o £how the Labeat data. Chek raph 1o ol down

sites and Adaprers Avallability

Zomposite: StartUp Errors 1
IS Conmectivity Errors
cenpasites are UP

Adapter Downtime 13

ncy - Suspended Services

tesliency History: Last 24 A v Hews v | @

uspended Sarvices

Figure 42: User Messaging Service / usermessagingdriver-email (soa_serverl) menu item

2. Choose the Email Driver Properties menu item.

ORACLE Enterprise Manager Fusion Middleware Control 12¢

Control >

Logs » Messages Sent Successfully
Perfarmance Summary Messages Sent Failed
Email Driver Properties Messages Received Successfully

s

System MBean Browser Messages Received Failed

Target Sitemap

4 Re

Target Information
Before You Begin

@ Introduction ta Oracle User Messaging Service

[T Cotbins Qbnpbest it 1) Ocaclollcor bl Son ith Orasla O

Figure 43: Email Driver Properties menu item
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Create an email configuration.
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[

View »

ORACLE Enterprise Manager Fusion Middleware Control 12¢

m= 4} usermessagingdriver-email ©
== [ User Messaging Email Driver «

Email Driver Properties

The UMS driver supports multiple configurations, at server or cluster level. Create or edit a configuration to configure the driver properties
Create |

Name 4 ¥ Driver Type Configuration Level

Figure 44: Creating Email configuration

Now provide a configuration name, sender address and set the delivery type to SEND.

k

Name

Configuration Level

Supported Content Types * v

f— 4 usermessagingdriver-email @
== [y User Messaging Email Driver «

Create Driver Properties

4 commoen Configuration

* Nanje Supported Protocols SMTP
mv er

Driver Type Supported Carriers

Supported Application
Names

soa_serverl @®) Use Sender Addresses

Sender Addregs

(O Use Default Sender Address

Supported Delivery Types EMAIL

~ Capabifty SEND v Cost v

Speed ~

Supported Status Types DELIVERY_TO_GATEWAY_SUCCESS,

DELIVERY_TO_GATEWAY_FAILURE,
USER_REPLY_ACKNOWLEDGEMENT_SUCCESS,
USER_REPLY_ACKNOWLEDGEMENT_FAILURE

4 Driver-Specific Cenfiguration

Description Mandatory (:Erl:a‘:‘]{:drﬁ?al Value

Figure 45: Create Driver Properties screen

Since the deliver type is SEND, you only need to provide the outgoing email information.
Scroll down and set the outgoing email Server, Port, Security, Default from address,
Username and Password.
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The email address given here must match the From address provided earlier in the
Workflow Notification Properties.

The name of the SHTP server
Outgoing Mail Server  Mandatory only if e-mail sending is
required

Outgoing Mail Server Pi Outgoing Mail Server Port 25
The security used by SWTP server

Outgoing Mail Server S Possible values are None, TLS and None v
SSL. Default value is None:

Address instead. The default FROM
address (if one is not provided in the
outgoing message).

The usemame used far SUTP | |

Deprecated. Use Default Sender
Default From Address | |

authentication. Required only if
SMTP authentication is supported by
the SMTP server

Outgoing Usemname

Type of Password  Indirect Password, Create New User
The password used for SMTP
authentication. Required only if
SMTP authentication is supported by
the SMTP server

OQutgoing Password v Indirect UsernameiKey

Password

Figure 46: Create Driver Properties screen

6. Scroll back to the top and click Test to confirm the configuration. If the test does not
show “The driver configuration is valid”, there is an issue with the server or credentials
provided, or a missing SSL security certificate.

If the server and credentials are valid but the test still fails, see Troubleshooting below.

ORACLE Enterprise Manager Fusion tiddieware Control 12¢ £ WebLogic Comain.v; || Weblogic:y

— 4 usermessagingdriver-email ©
== [, User Messaging Email Driver v Dec 13, 2017 4:14:57PMPST 4)
© Information ]

The driver configuration is valid.

Create Driver Properties OK Cancel

4 Common Configuration

“ Name phoshiesy Supported Protocols  SMTP

User Messaging Email Driver

Driver Type Supported Carriers

Supported Application
Names

a03_3snverd © Use Sender Addresses
Configuration Leve!

EMAIL eglaiis e
Sender Address

O Use Default Sender Address
Supported Delivery Types  EMAIL
* Capability SEND v Cost v

Supported Content Types  * Speed

Supported Status Types DELIVERY_TO.

Figure 47: Create Driver Properties screen

Troubleshooting

If the test gives a Fail to connect error or a review of the SOA server log shows a failed SSL
handshake, it could be an issue with the security certificate.

Q Error I x
Falledto connectto outgoing email server stoeehive.oracle.com465, ransport security=8sL

oK

Figure 48: Error dialog
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Verifying Trust Keystore

Open the WebLogic Server Administration Console to verify that the trust keystore used by the
SOA server is the same system/trust were the security certificates were imported.

€ OE oo
ORACLE WebLogic Server Adminisiraion Console 12c

Change Center | @ rome Log Out Preferences [ Help Q

View changes and restarts vers sma_serverl

ik the Lack & Editbutton to modify, add or Settings foon servert ]
dekete ilems in tis domain,
Configuration | Frotocols | Loggng | Debug | Monitorng | Control | Deployments | Services | Searity | Notes

General | Cluster 5& Federation Services | Deployment | Mgraton | Tuning  Overload | Concurrency | Health Monitoring | Server Start | Web Services | Coherence

Chck the Lock & Edit button in the Change Center to madify the settings on thi page.

Lock &Edt

Domain Structure
Vision_domain3 -
D Partisons T

Keystores ensure the secure storage and management of private keys and HLE!!G{.&D’Q& sutherites (CAs). This page lets you view and define various keystore configurations. These settings halp vou to manage the security of message tra

Keystores: Demo Identty and Demo Trust| fhang Which cerfiguration rules shoud be used fi

Tdentity

Demo Identity Keystore: kss:ffsystemdemoidentity
ok Managers Demo Identity Keystore Type: ks
Concurrent Templates
i Brsoerre Mananement bl |
Demo Identity Keystors Passphrase: ssssssssssnsssnnst
How do L. L}
« Configure identity and trust Trust
* Configure keystores Dema Trust Keystore: sz ffeystemftrust
* Setup 561
Demo Trust Keystors Type: [ The
System Status |
Demo Trust Keystore Passphrase: The dema trust keystore's encrypled pass
Health of Running Servers
I Faled (0) Java Standard Trust Keystore: e avaick1.8.0_101re b secusity fcacerts
| Critical {0}
verdoaded (1) Java Standard Trust Keystore Type: s The type of the java sta
| Warming (0]
. Java Standard Trust Keystore Passphrase: The password For the Java Standard Trust

Confirm Java Standard Trust Keystore Passphrase:

Chck the Lock & Fit button in the Change Center to madify the setiings on this page.

Figure 49: WebLogic Server Administration Console

Reviewing the WebLogic start script

Review the WebLogic start script to verify that no extraneous keystore is being provided at
startup. If there is, remove it and restart the WebLogic servers.

Edit the setDomainEnv.sh and remove the “javax.net.ssl.trustStore” property on the server
start command (.. /bin/java -server ..) if there is one and restart the WebLogic servers.
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OIDG GNUPG ENCRYPTION AND DECRYPTION

OIDG supports GPG encrypted batch request processing .To support this you need to configure
the GnuPG keys in your Linux machine. Following section describes the gpg-key creation.

Verifying GnuPG-Agent

1. Login to Putty.
2. Run the GnuPG agent from application Linux user using below command.

gpg-agent

Output: gpg-agent: gpg-agent running and available

3. Ifthe output is ‘No gpg-agent running in this session’, follow the steps to run
the gpg agent.

e Enter the following command to run the gpg-agent

eval 'gpg-agent --daemon'

e It shows the location of the GPG Agent file
Now copy that file by following command

.gpg-agent

e Verify the status of GPG- agent

gpg-agent

Generating GnuPG Key

1. Login to putty with root user.
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Give the permission to the gpg-agent by using the following command.

chmod o+rw $(tty)

Switch to the WebLogic installed user.
Enter the following command to create GPG Key.

gpg --gen-key

Comment

Enter O.
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9. Enter the GPG Password.

mggagy

11. Now, you can check the key and secret keys using the following command:

gpg --list-secret-keys

12. Enter the below command to check List keys.

gpg --list-keys

Exporting and Importing secret sub keys

Exporting a secret key

gpg —--export-secret-keys -a ‘<secret key id>’ > Full
path/gpgchefsecret.asc
Note: <secret key id> should be highlighted value of step 11 screenshot.

Exporting a public key
gpg --armor --export ‘<Email id>’> Full path /gpgchefpublic.asc
Note: <Email id> should be same as the one entered in the step 7.
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Backing up the secret and public key and deleting secrete key

gpg --export-secret-subkeys ‘<sub id>’ > Full path
/gpgchefsecretsubkey.asc
Note: <sub id > should be highlighted value of step 12 screenshot.

gpg —--delete-secret-key ‘<secret key id>'

[id=Admi b g

gpg --import Full path /gpgchefsecretsubkey.asc

Trusting the keys

Trust the secret key by using the below command:

gpg —--edit-key <secret key id>

Command> trust

Your decision? 5

Do you really want to set this key to ultimate trust? (y/n) y
Command> save
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Steps to find oidx.gpg.backup.key.id:

Enter gpg -1ist-keys command as shown below.

In the above screen, oidgl is the backup key id.

Testing the gpg:
Encrypt File:

gpg —e -r " <GPG KeyID> " <InputFilePath>/<InputFileName>
Example: gpg —e —r “oidg1” /scratch/oraBase/FileMove/POLMIG_1.xml
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Decrypt File:

gpg —--output <OutputFilePath>/<OutputFileName>--batch —-passphrase
<Password> --decrypt<InputFilePath>/<InputFileName>

Example: gpg --output /scratch/oraBase/FileMove/POLMIG_TEST.xml --batch --
passphrase Welcomel123 --decrypt "/scratch/oraBase/FileMove/POLMIG_1.xml.gpg”
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