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Preface

This preface provides supporting information for the Oracle Financial Services Data Management
(OFS DM) Pack Installation Guide and includes the following topics:

e Summary
e Audience

e Documentation Accessibility

e Related Documents

e Conventions and Acronyms

Summary
You can find the latest copy of this document in OTN library which includes all the recent
additions/revisions (if any) done till date.

Before you begin the installation, ensure that you have an access to the Oracle Support Portal with
the required login credentials to quickly notify us of any issues at any stage. You can obtain the
login credentials by contacting Oracle Support.

Audience

The OFS DM pack Installation and Configuration Guide is intended for Administrators, Business
User, Strategists, and Data Analyst, who are responsible for installing and maintaining the
application pack components.

The document assumes you have experience in installing Enterprise components. Basic
knowledge about the OFS DM pack components, OFSAA Architecture, UNIX commands,
Database concepts and Web Server/ Web Application Server is recommended.

Prerequisites for the Audience

Following are the expected preparations from the administrator before starting the actual
installation:

The document assumes that you have experience in installing Enterprise components and basic
knowledge about the following is recommended:

e Oracle Financial Services Data Management pack components
e OFSAA Architecture

e UNIX Commands

e Database Concepts

e Web Server/ Web Application Server

OFS DM Application Pack Installation Guide 8
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Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visithttp://www.oracle.com/pls/topic/lookup?ctx=acc&id=info

Or,

Visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are
hearing impaired.

Related Documents
This section identifies additional documents related to OFS DM Infrastructure. You can access
Oracle documentation online from Documentation Library (OTN).
e Oracle Financial Services Reconciliation Framework Release 8.0.4.0.0 User Guide
e Oracle Financial Services Data Foundation Release 8.0.4.0.0 Installation Guide
e Oracle Financial Services Data Foundation Release 8.0.4.0.0 User Guide

e Oracle Financial Services Data Governance for US Regulatory Reporting Release 8.0.4.0.0
User Guide

e Oracle Financial Services Data Governance for European Central Reporting Release 8.0.4.0.0
User Guide

e Oracle Financial Services Analytical Applications Infrastructure User Guide Release 8.0.4.0.0
(OTN library)

Conventions and Abbreviations

The following text conventions are used in this document:

Conventions Description

Boldface type indicates graphical user interface elements associated with
boldface an action, or terms defined in text or the glossary.

Italic type indicates book titles, emphasis, or placeholder variables for
italic which you supply particular values.

Monospace type indicates commands within a paragraph, URLs, code in
monospace examples, text that appears on the screen, or text that you enter.

The following table lists the abbreviations used in this document:
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Abbreviation

Meaning

AIX Advanced Interactive executive
DEFQ Data Entry Forms and Queries

DML Data Manipulation Language

EAR Enterprise Archive

EJB Enterprise JavaBean

ERM Enterprise Resource Management
FTP File Transfer Protocol

GUI Graphical User Interface

HTTPS Hypertext Transfer Protocol Secure
J2c J2EE Connector

J2EE Java 2 Enterprise Edition

JDBC Java Database Connectivity

JDK Java Development Kit

JNDI Java Naming and Directory Interface
JRE Java Runtime Environment

JVM Java Virtual Machine

LDAP Lightweight Directory Access Protocol
LHS Left Hand Side

MOS My Oracle Support

OFS Oracle Financial Services

OFSAAI Oracle Financial Services Analytical Application Infrastructure OLAP
osDC Oracle Software Delivery Cloud

oS Operating System

RAM Random Access Memory

RDMS Relational Database Management System
SFTP Secure File Transfer Protocol

SID System I|dentifier
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Abbreviation Meaning

SSL Secure Sockets Layer

TNS Transparent Network Substrate
URL Uniform Resource Locator

VM Virtual Machine

Web Archive WAR

XML Extensible Markup Language

OFS DM Application Pack Installation Guide
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1

Introduction to OFS DM Application Pack

This chapter includes the following topics:

e About Oracle Financial Services Analytical Applications (OFSAA)

e About Oracle Financial Services Analytical Applications (OFSAA) Applications Pack

e About Oracle Financial Services Data Management 8.0.4.0.0 Applications Pack

1.1 About Oracle Financial Services Analytical Applications (OFSAA)

In today's turbulent markets, financial institutions require a better understanding of their risk-return,
while strengthening competitive advantage and enhancing long-term customer value. Oracle
Financial Services Analytical Applications (OFSAA) enable financial institutions to measure and
meet risk adjusted performance objectives, cultivate a risk management culture through
transparency, lower the costs of compliance and regulation, and improve insight into customer
behavior.

OFSAA uses industry-leading analytical methods, shared data model and applications architecture
to enable integrated risk management, performance management, customer insight, and
compliance management. OFSAA actively incorporates risk into decision making, enables to
achieve a consistent view of performance, promote a transparent risk management culture, and
provide pervasive intelligence.

Oracle Financial Services Analytical Applications delivers a comprehensive, integrated suite of
financial services analytical applications for both banking and insurance domain.

1.2 About Oracle Financial Services Analytical Applications (OFSAA) Pack

OFSAA applications are packaged, and released as Application Packs starting from 8.0 release.
An Application Pack is a group of OFSAA products packaged together in a single installer and
addresses specific functional area via its products that are grouped together. Packaging
applications in a group ensures simplified installation, maintenance, development and integration
in an integrated deployment.

The following figure depicts the various application packs that are available across the OFSAA
Banking and Insurance domains:
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1.3 About Oracle Financial Services Data Management Application Pack 8.0.4.0.0

This is a fresh installer of Data Management Pack. It installs three applications such as OFS
Reconciliation Framework 8.0.4.0.0, OFS Data Governance for European Central Reporting
8.0.4.0.0, and OFS Data Governance for US Regulatory Reporting 8.0.4.0.0.

OFS DM Application Pack includes the following applications:

e Oracle Financial Services Reconciliation Framework: Reconciles the balances from the
operational systems of a bank with the balances as maintained in the General Ledger
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(hereinafter referred to as GL) of the bank. With this application banks can also reconcile
between General Ledgers maintained in the bank. The balances in the GL of a bank are the
ones which are audited and duly certified by the internal and external auditors. The GL
balances are considered to be the final version of truth in a bank. Therefore, all data extracted
from any other operational systems of a bank must be reconciled with the balances maintained
in the GL to ensure that they are complete, accurate, and comprehensive. It then acts as an
authentic and reliable base for any further decision making.

e Oracle Financial Services Data Governance for US Regulatory Reporting: Oracle
Financial Services Data Governance for US Regulatory Reporting operationalizes the data
governance process. The OFSAA Data Governance for US Regulatory Reporting (DGUSRR)
enables financial institutions to map multiple data sources to a standard, common business
glossary. Oracle Financial Services Data Governance for US Regulatory Reporting automates
and operationalizes governance for US regulatory reports to support the Data Management
Office, Chief Data Officer, Chief Financial Officer, and Regulatory Reporting teams in their
efforts to implement effective data management program to comply with internal and external
regulatory standards. It is a content based governance solution with an active repository
themed around regulatory reporting in the United States. The solution ensures accuracy and
confidence on the data and the processes used for US regulatory reporting.

The solution provides:

o Pre-packaged controls on data elements and processes around it to monitor quality
and timeliness of data

o Pre-packaged key indicators to monitor exceptions and variances in values of data
elements early in the life cycle

o Pre-packaged plans for regulatory report submissions and ability to track them to
completion

o Pre-packaged OFSAA Glossary and critical data elements

o Issue and Action workflow to capture, manage and resolve exceptions in data life
cycle

o Metadata browser to show complete relationship and lineage of metadata with ability
to perform impact analysis

e Oracle Financial Services Data Governance for European Central Reporting: Oracle
Financial Services Data Governance for European Central Reporting automates and
operationalizes governance for regulatory reports to support the Data Management Office,
Chief Data Officer, Chief Financial Officer, and Regulatory Reporting teams in their efforts to
implement effective data management program to comply with internal and external regulatory
standards. It is a content based governance solution with an active repository themed around
European Central Reporting. The solution ensures accuracy and confidence on the data and
the processes used for European Central Reporting.
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The solution provides:

o Pre-packaged controls on data elements and processes around it to monitor quality
and timeliness of data

o Pre-packaged key indicators to monitor exceptions and variances in values of data
elements early in the life cycle

o Pre-packaged plans for regulatory report submissions and ability to track them to
completion

o Pre-packaged OFSAA Glossary and critical data elements

o Issue and Action workflow to capture, manage and resolve exceptions in data life
cycle

o Metadata browser to show complete relationship and lineage of metadata with ability
to perform impact analysis

NOTE: OFSAA DM Pack has to be used with other Application Packs such as:

¢ Credit Risk Management Pack
e Capital Adequacy Pack

e Treasury Pack

¢ Profitability Pack

1.4 About OFSAA Infrastructure

Oracle Financial Services Analytical Applications Infrastructure (OFS AAIl) powers the Oracle
Financial Services Analytical Applications family of products to perform the processing,
categorizing, selection and manipulation of data and information needed to analyze, understand
and report on specific performance, risk, compliance and customer insight issues by providing a
strong foundation for the entire family of Oracle Financial Services Analytical Applications across
the domains of Risk, Performance, Compliance and Customer Insight.

1.41 Components of OFSAAI

The OFSAA Infrastructure is comprised of a set of frameworks that operates on and with the Oracle
Financial Services Analytical Applications Data Model and form the array of components within the
Infrastructure.

The OFSAA Infrastructure components/ frameworks are installed in two layers; primarily the
Metadata Server and Infrastructure services run on one layer, and the Ul and presentation logic
runs on the other. The Ul and presentation layer is deployed on any of the supported J2EE Servers.

The following figure depicts the various frameworks and capabilities that make up the OFSAA
Infrastructure:
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2 Understanding OFS DM Application Pack Installation

This chapter includes the following topics:

e Installation Overview

e Deployment Topology

e Hardware and Software Requirements

e Verifying the System Environment

e Understanding Installation Modes

OFS DM Application Pack Installation Guide
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2.1 Installation Overview

This section gives an overview of the OFS DM Application Pack Installation. The following figure

shows the order of procedures you need to follow:

Installation Workflow

’

Start
Verify System Environment ]
Obtain the Software ]

W

Configure and Execute the Schema Creator Utility ]

W

install OFS DM Pack ]
Configure OFS DM Pack ]
W
WVerify Installation ]

W

Done |

Tasks

Details and Documentation

Verify Systems Environment

To verify that your system meets the minimum necessary
requirements for installing and hosting the OFS DM Application
Pack, see Verifying System Environment.

Obtain the software

To access and download the OFS DM Application Pack, see
Obtaining the software.

Configure and Execute the
Schema Creator Utility

For instructions on creating the database schemas, see Configuring

and Executing the Schema Creator Utility.

Install OFS DM Application Pack

For instructions on Installing OFS DM Application Pack , see
Installing the OFS DM Pack Installer.

Configure OFS DM Setup

See Post Installation Configuration and Post Deployment.
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2.2 Deployment Topology

The following figure depicts the typical deployment topology implemented for OFSAA

applications.
HTTP & Web Browser
HTTPS

o =
Application

Components Web Browser
Socket /
connection A
Web Server JDBC IEJ
/Nati
A fithre /Oracle Bl Server
JDBC -
\ N
Web Application Database
Server Server

2.3 Hardware and Software Requirements

This section describes the various Operating Systems, Database, Web Server, and Web
Application Server versions, and other variant details on which this release of the Oracle Financial
Services DM Application Pack has been qualified.

NOTE: OFS DM Application Pack installation can be performed on both Virtual and Physical
servers.

2.3.1 Configurations Supported for Java 7

The following table shows the minimum hardware and software requirements for installing OFS
DM Application Pack (for Java 7).
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Requirement

Sub-Category

Value

Oracle Linux / Red Hat Enterprise Linux
(x86-64)

Oracle Linux Server release 5.3 up to 5.10 - 64 bit
Oracle Linux Server release 6.0 and above - 64 bit
Note: Same versions of RHEL is supported

Operating
System

Oracle Solaris (SPARC)

Oracle Solaris v5.10 Update 11 and above - 64 bit
Oracle Solaris v5.11 update 1 and above — 64 bit

IBM AIX (PowerPC)

AIX 6.1 (TL 09 and above) - 64 bit

Shell

KORN Shell (KSH)

Note: If the OS is IBM AIX 6.1, configure the size parameter setting for “Large File Support”. Refer link http://mwww-
01.ibm.com/support/docview.wss?uid=isg3T1000290 for more details.

in as root user:

If the operating system is RHEL, install the package Isb_release using one of the following commands by logging

e yum install redhat-Isb-core
e yum install redhat-Isb

Java Runtime
Environment

Oracle Linux / Red Hat Enterprise Linux
Oracle Solaris

Oracle Java Runtime Environment (JRE) 1.7.x - 64 bit

IBM AIX

IBM AlX Runtime, Java Technology JRE 1.7.x - 64 bit

Oracle Database
Server and
Client

Oracle Database Server Enterprise Edition 11g
Release 2 (11.2.0.3.0 +) - 64 bit RAC/ Non-RAC with/
without partitioning option

Oracle Database Server Enterprise Edition 12¢
Release 1 (12.1.0.1.0 +)- 64 bit RAC/ Non-RAC with/
without partitioning option

Oracle Client 11g Release 2 (11.2.0.3.0+) - 64 bit
Oracle Client 12c Release 1 (12.1.0.1.0+) - 64 bit
Oracle 11g Release 2 (11.2.0.3+) JDBC driver
(Oracle thin driver)

Oracle 12C Release 1 (12.1.0.1+) JDBC driver
(Oracle thin driver)

Oracle Distribution of R version 2.15.1, 2.15.2 or
2.15.3.(Optional)

Oracle R Enterprise (Server) version 1.4. (Optional)

Note: Ensure that the following patches are applied:
e Oracle Server 12c, v12.1.0.1 — 17082699
e Oracle Server 12c, v12.1.0.2 - 19392604, 19649591

e Also for latest information, refer http://support.oracle.com/, 12.1.0.2 Bundle
Patches for Engineered Systems and DB In-Memory - List of Fixes in each Bundle

(Doc ID 1937782.1)
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Requirement

Sub-Category

Value

OLAP

Oracle Hyperion Essbase

V 11.1.2.1+ (Server and Client) with Oracle 11g
Database

V 11.1.2.3+ (Server and Client) with Oracle 12c
Database

Oracle OLAP

V 11.2.0.3+ with Oracle 11g Database
V 12.1.0.1+ with Oracle 12¢ Database

Note: Oracle Hyperion Essbase and Oracle OLAP is required only if you are using the OLAP
feature of OFSAAI. For Oracle OLAP, ensure that you have configured the Oracle Database

server with OLAP option.

Web Server/
Web Application
Server

Oracle Linux / Red Hat Enterprise Linux
Oracle Solaris
IBM AIX

Oracle HTTP Server 11.1.1.1/ Apache HTTP Server
2.2.x/ IBM HTTP Server

e Oracle WebLogic Server 12.1.2+ (64 bit)

e IBM WebSphere Application Server 8.5+
with bundled IBM Java Runtime (64 bit)

e Apache Tomcat 8.0.x (64 bit)

Note: OFSAA Infrastructure web component deployment on Oracle WebLogic Server with

Oracle JRockit is not supported.

Desktop
Requirements

Operating System

MS Windows 7/ Windows 8/ Windows 8.1

Browser

MS Internet Explorer 9 , 10(Compatibility Mode) and
11 (Compatibility Mode)

Oracle Java plug-in 1.7.0+* (64- bit)

Turn off Pop-up blocker settings. For more
information, refer Internet Explorer Settings

Office Tools

MS Office 2007/ 2010/2013
Adobe Acrobat Reader 8 or above

Screen Resolution

1024*768 or 1280*1024

Directory
Services

OFSAAI is qualified on both OPEN LDAP 2.2.29+ and
Oracle Internet Directory v 11.1.1.3.0. However, it can
be integrated with other directory services software
like MS Active Directory.

Note: Configuration of Directory services software for OFSAAI installation is optional. For more
information on configuration, see Infrastructure LDAP Configuration.

Open LDAP needs to be installed on MS Windows Server machine only.
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2.3.2 Configurations Supported for Java 8

The following table shows the minimum hardware and software requirements for installing Oracle
Financial Services Data Management Application Pack (Java 8) on each machine.

Requirement

Sub-Category Value

Oracle Linux Server release 5.3 up to 5.10 - 64 bit
Oracle Linux Server release 6.0 and above - 64 bit
Note: Same versions of RHEL is supported

Oracle Linux / Red Hat Enterprise Linux
(x86-64)

Operating
System

Oracle Solaris v5.10 Update 11 and above - 64 bit

Oracle Solaris (SPARC)/Solaris x86 . .
Oracle Solaris v5.11 update 1 and above - 64 bit

IBM AIX (POWERPC) AIX 6.1 (TL 09 and above) - 64 bit

Shell KORN Shell (KSH)

Note: If the OS is IBM AlX 6.1, configure the size parameter setting for “Large File Support”. Refer link http://www-
01.ibm.com/support/docview.wss?uid=isg3T1000290 for more details.

as root user:

If the operating system is RHEL, install the package Isb_release using one of the following commands by logging in

e yum install redhat-Isb-core

e yum install redhat-Isb

Java Runtime

Oracle Linux / Red Hat Enterprise Linux | Oracle Java Runtime Environment (JRE) 1.8.x-64 bit
Oracle Solaris

Environment

IBM AIX IBM AIX Runtime, Java Technology JRE 1.8.x-64 bit

Oracle Database

Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.3.0 +) - 64 bit RAC/ Non-RAC

Server and with/ without partitioning option
Client Oracle Database Server Enterprise Edition 12¢ Release 1 (12.1.0.1.0 +)- 64 bit RAC/ Non-RAC
with/ without partitioning option
Oracle Client 11g Release 2 (11.2.0.3.0+) - 64 bit
Oracle Client 12c Release 1 (12.1.0.1.0+) - 64 bit
Oracle 11g Release 2 (11.2.0.3+) JDBC driver (Oracle thin driver)
Oracle 12C Release 1 (12.1.0.1+) JDBC driver (Oracle thin driver)
Note: Ensure that the following patches are applied:
Oracle Server 12c, v12.1.0.1 — 17082699
Oracle Server 12¢, v12.1.0.2 - 19392604, 19649591
Also for latest information, refer http://support.oracle.com/, 12.1.0.2 Bundle Patches for
Engineered Systems and DB In-Memory - List of Fixes in each Bundle (Doc ID 1937782.1)
Oracle Hyperion Essbhase V 11.1.2.1+ (Server and Client) with Oracle 119
OLAP
Database
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Requirement

Sub-Category

Value

V 11.1.2.3+ (Server and Client) with Oracle 12c
Database

Oracle OLAP

V 11.2.0.3+ with Oracle 11g Database
V 12.1.0.1+ with Oracle 12¢ Database

Note: Oracle Hyperion Essbase & Oracle OLAP is required only if you are using the OLAP feature
of OFSAAI For Oracle OLAP, ensure that you have configured the Oracle Database server with

OLAP option.

Web Server/
Web Application
Server

Oracle Linux / Red Hat Enterprise Linux
Oracle Solaris
IBM AIX

Oracle HTTP Server 11.1.1.1/ Apache HTTP Server
2.2.x/ IBM HTTP Server

e Oracle WebLogic Server 12.1.3+ (64 bit)
e Apache Tomcat 8.0.x (64 bit)

o Note: IBM WebSphere 8.5.x (Full
Profile) on Java 8 is not available.

Note: OFSAA Infrastructure web component deployment on Oracle WebLogic Server with Oracle

JRockit is not supported.

For deployment on Oracle WebLogic Server 12.1.3+ (64 bit) with Java 8, download and install
patch 18729264 from http://support.oracle.com/

Desktop
Requirements

Operating System

MS Windows 7/ Windows 8/ Windows 8.1

Browser

MS Internet Explorer 9, 10(Compatibility Mode) and 11
(Compatibility Mode)
Oracle Java plug-in 1.7.0+* (64- bit)

Turn off Pop-up blocker settings. For more information,
refer Internet Explorer Settings

Office Tools

MS Office 2007/ 2010/2013
Adobe Acrobat Reader 8 or above

Screen Resolution

1024*768 or 1280*1024

Other Software

Directory Services

OFSAAI is qualified on both OPEN LDAP 2.2.29+ and
Oracle Internet Directory v 11.1.1.3.0. However, it can
be integrated with other directory services software like
MS Active Directory.

Note: Configuration of Directory services software for OFSAAI installation is optional. For more
information on configuration, see Infrastructure LDAP Configuration.

Open LDAP needs to be installed on MS Windows Server machine only.

NOTE:

To upgrade an existing OFSAA 8.0.x Java 7 instance to Java 8, refer Appendix P.
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The following table shows the minimum software requirements for running OFS DM Application
Pack on each machine.

Operating System Database Web Application Server Web Server

Oracle Linux 5.3 up t0 5.10/ | Oracle Database Oracle WebLogic Server / Oracle HTTP Server/

6.0 and above Apache Tomcat Server Apache HTTP Server

Oracle Solaris 5.10/ 5.11 Oracle Database Oracle WebLogic Server/ Oracle HTTP Server/
Apache Tomcat Server Apache HTTP Server

IBM AIX 6.1 Oracle Database IBM WebSphere IBM HTTP Server/

Application Server/ Apache | Apache HTTP Server
Tomcat Server

2.4 Verifying the System Environment

To verify if your system environment meets the minimum requirements for the installation, a Pre-
Install Check utility (Environment Check) is available within the Install Kit archive file. This utility
can also be obtained separately by contacting Oracle Support.

Though the system environment verification is an integral and automated part of the installation of
this software product, Oracle strongly recommends running this utility prior to beginning the
installation as part of your organization’s "Installation Readiness Verification Process".

NOTE: For more details on download and usage of this utility, see Oracle Financial Services
Analytical Applications Infrastructure Environment Check Utility Guide given in the
Related Documents section.

2.5 Understanding Installation Modes

251

2.5.2

The following modes of installation are available for the OFS DM Application Pack.

GUI Mode

This mode launches the product installation in a Graphical User Interface (GUI) Mode. You need
to enter the required information on various panels within the Ul in a user interaction format at
various stages.

NOTE: For more information on configuration required for GUI Mode installation, refer
Configuration for GUI Mode Installation.

Silent Mode

This mode mandates updating the installation configuration files with required details and performs
installation in a ‘Silent’ non user interactive format.
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3 Preparing for Installation
This chapter provides necessary information to review before installing the OFS DM Pack
v8.0.4.0.0.
This chapter includes the following topics:

e Installer and Installation Prerequisites

e Obtaining the Software

e Common Installation Activities

NOTE: If you are installing an application pack on an environment, where another application
pack is already installed, you may get a warning message such as "Object Already
Exists". This message can be ignored.
Do not perform released model upload after installation. Released model upload
cannot be performed after installation as it may lead to installation issues.

3.1 Installer and Installation Prerequisites

NOTE: Ensure that Data Management Pack version 8.x is not installed in the setup. Ensure
that FSDF 8.0.0.0.0 and 8.0.4.0.0 is installed in the setup.

The following table mentions the list of prerequisites required before beginning the installation for
OFS DM Application Pack. The Installer/ Environment Check utility notifies you if any
requirements are not met.

Requirement Sub-Category Expected Value

Environment Settings  |Java Settings PATH in .profile to be set to include the Java Runtime
Environment absolute path. The path should include java
version (java 7, or Java 8) based on the configuration.

Note: Ensure the absolute path to JRE/bin is set at the
beginning of PATH variable.

For example,
PATH=/usr/java/jrel.7/bin:30ORACLE_HOME/bin:$PATH

Ensure no SYMBOLIC links to JAVA installation is being
set in the PATH variable.

Oracle Database TNS_ADMIN to be set in .profile pointing to appropriate
Settings tnsnames.ora file.

ORACLE_HOME to be set in .profile pointing to
appropriate Oracle Client installation.

PATH in .profile to be set to include appropriate
$ORACLE_HOME/bin path.
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Requirement

Sub-Category

Expected Value

Oracle Essbase
Settings

ARBORPATH, ESSBASEPATH, HYPERION_HOME to
be set in the .profile pointing to an appropriate Oracle
Essbase Client installation.

Note: These settings are required only if you want to use
Oracle Hyperion Essbase OLAP features.

OS/ File System
Settings

File Descriptor Settings

Greater than 15000.

Total Number of
Process Settings

Greater than 4096.

Port Settings

Default port numbers to be enabled on the system are
6500, 6501, 6505, 6507, 6509, 6510, 6666, 9999, and
10101.

Profile Permissions

User to have 755 permission on .profile file.

Installation Directory

A directory where the installation files is installed.
Set 755 permission on this directory.
This directory needs to be set as FIC_HOME.

Temporary Directory

Default temporary directory where installation files
are stored for a short period of time to support faster
installation.

e For installation on UNIX OS, your UNIX
administrator must give you the required
read-write permissions for the /tmp directory
and disable the NOEXEC option

e Configure adequate space on the /tmp
directory. It is recommended that you
allocate more than 10 GB of space.

Note: If NOEXEC is enabled, the extraction of files
by the installer into the /tmp directory is prevented

and the binaries will not execute in the directory,
which will fail the installation.

Staging Area/ Metadata
Repository Directory

A directory to hold the application metadata artifacts and
additionally act as staging area for flat files.

The directory should exist on the same system as the
OFSAA Installation. This directory can be configured on
different mount or under a different user profile.
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Requirement

Sub-Category

Expected Value

Set 777 permission on this directory.

Download Directory

A directory where the product installer files is
downloaded/ copied.

Set 755 permission on this directory.

OS Locale

e Linux: en_US.utf8
e AIX:EN_US.UTF-8
e Solaris: en_US.UTF-8

To check the locale installed, execute the following
command:

locale -a | grep -i 'en US.utf'

Database Settings

Database Instance
Settings

NLS_CHARACTERSET to be AL32UTF8.
NLS_LENGTH_SEMANTICS to be BYTE.
OPEN CURSORS limit to be greater than 1000.

Web Application Server

WebSphere/ WebLogic/
Tomcat

Web Application Server should be installed and profile
/domain created.

You are prompted to enter the WebSphere Profile path or
WebLogic Domain path or Tomcat Deployment path
during OFSAAI installation.

Note: Refer Appendix A for WebSphere Profile Creation
and WebLogic Domain Creation.

For deployment on Oracle WebLogic Server 12.1.3+ (64
bit) with Java 8, download and install patch 18729264 from
http://support.oracle.com/.

Web Server Apache HTTP Server/ |This is an optional requirement.
Oracle HTTP Server/  |HTTP Server Installation to be present.
IBM HTTP Server You are required to enter the Web Server IP/ Hostname
and Port details during installation.
Note: Refer Appendix A for Web Server installation.
Others Oracle R/ Oracle R This is an optional requirement.

Enterprise

OFSAA

e For installation of this release on an existing
OFSAA instance version 8.0.1.0.0, login to
https://support.oracle.com/ and search for
21133780 under the Patches and Updates tab.
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Requirement Sub-Category Expected Value

e For installation of this release on an existing
OFSAA instance version 8.0.2.0.0, login to
https://support.oracle.com/ and search for
21657319 under the Patches and Updates tab.

e For installation of this release on an existing
OFSAA instance version 8.0.3.0.0, login to
https://support.oracle.com/ and search for
22809791 under the Patches and Updates tab.

e For installation of this release on an existing
OFSAA instance version 8.0.4.0.0, login to
https://support.oracle.com/ and search for
23748950 under the Patches and Updates tab.

NOTE: Ensure that the tablespace(s) used for the database user(s) is set to AUTOEXTEND
ON.

3.2 Obtaining the Software

This release of OFS DM Application Pack v8.0.4.0.0 can be downloaded from the Oracle Software
Delivery Cloud (https://edelivery.oracle.com). You need to have a valid Oracle account in order to
download the software.

3.3 Common Installation Tasks

The following are the common pre-installation activities that you need to carry out before installing
the OFS DM Application Pack.

This section includes the following topics:

e Configuration for GUI Mode Installation

e Identifying the Installation, Download and Metadata Repository Directories

e Downloading and Copying the OFS DM Application Pack Installer

e Copying and Extracting the Software

e Setting up the Web Server/ Web Application Server

3.3.1 Configuration for GUI Mode Installation

To install OFS DM Application Pack in GUI mode, you need to ensure the below software
and configurations are available:

e Install and configure any PC X Server software such as Open Text Exceed (formerly
Hummingbird Exceed) on the user desktop system from which the installation is
triggered.
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3.33

3.34

3.3.2

Configure DISPLAY variable in the user .profile.

Ensure to set the DISPLAY variable on the system on which the OFSAA is installed,
to point to the user desktop system where the PC X Server software has been
installed.

Syntax:

export DISPLAY=hostname:n.nl

where hostname is the IP Address/ Host Name of the user desktop system and n is the
sequence number (usually 0).

Forexample, 10.11.12.13:0.0 or myhostname:0.0

Identifying the Installation, Download and Metadata Repository Directories

For installation of any OFSAA Application Pack, the following directory/ directories required
to be created.

OFSAA Download Directory (Optional) - Create a download directory and copy the
OFSAA Application Pack Installer File (Archive). This is the directory where the
downloaded installer/ patches can be copied.

OFSAA Installation Directory (Mandatory) — Create an installation directory. This is
the directory where the installer would install/ copy the product files. FIC_ HOME
variable to be setinthe .profile pointing to this OFSAA Installation Directory.

OFSAA Staging/ Metadata Repository Directory (Mandatory) — Create a Staging/
Metadata Repository Directory. This is the directory where you would be required to
copy data loading files, save data extracts etc. Additionally, this directory also
maintains the OFSAA metadata artifacts. This is commonly referred as “FTPSHARE”.

NOTE: Ensure the user permission is set to 755 on the Installation and Download

Directory.
Ensure the user permission is set to 777 on the Staging Directory.

Downloading and Copying the OFS DM Application Pack Installer

e To download the OFS DM Application Pack, login to the Oracle Software Delivery Cloud
(https://edelivery.oracle.com). You need to have a valid Oracle account to download the

software.

o Copy the downloaded installer archive to the Download Directory (in Binary mode) on the setup
identified for OFSAA installation.

Copying and Extracting the Software

Once you obtain the installer, copy the installer in Binary mode to the Download Directory.
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3.3.5

NOTE: You must be logged in to the UNIX operating system as a non-root user.

1. Download the unzip utility (OS specific) unzip <os>.Z from the location
https://updates.oracle.com/unzips/unzips.html, and copy it in Binary mode to the
directory that is included in your PATH variable. If you already have the unzip utility to extract
the contents of the downloaded archive, skip to the next step.

2. Uncompress the unzip installer file using the command:

uncompress unzip <os>.Z

NOTE: In case you notice an error message "uncompress: not found [No such file or
directory]" when the package is not installed, contact your UNIX administrator.

3. Give EXECUTE permission to the file using the command:
chmod 751 unzip <os>
For example, chmod 751 unzip sparc

4. Extract the contents of the Oracle Financial Services Data Management Application Pack
8.0.4.0.0 to Download Directory using the following command:

unzip OFS DM 8.0.4.0.0.zip

NOTE: DO NOT rename the Application Pack installer directory name on extraction from
the archive.

5. Give following permission to the installer directory. Navigate to the Download Directory and
execute the command:

chmod -R 755 OFS_DM PACK

Setting up the Web Server/ Web Application Server

For setting up the environment based on your selected Web Server/ Web Application Server, refer
to Appendix A for more information.
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Installing OFS Data Management Application Pack

This chapter describes the steps to be followed to install the OFS DM pack.
This chapter includes the following sections:

e Schema Creator Utility

e Configuring and Executing the Schema Creator Utility

e Installing the OFS DM Application Pack Installer

4.1 Schema Creator Utility

4.1.1

Creating database users/ schemas is one of the primary steps in the complete OFSAA installation.
This release of OFSAA provides a utility to quickly get started with the OFSAA 8.0.4 installation by
allowing easier and faster creation of database User(s)/ Schema(s), assign the necessary
GRANT(s) and so on. Additionally, it also creates the required database objects in these schemas.

This section includes the following topics:

e About Schema Creator Utility

e Execution Modes in Schema Creator Utility

e Execution Options in Schema Creator Utility

About Schema Creator Utility

The schema creator utility should be configured and executed mandatorily every time prior to
installation of any OFSAA Application Pack.

The following are the types of schemas that can be configured in the OFSAA:

e CONFIG: Denotes the unique OFSAA setup configuration schema. It contains entities and
other objects required for OFSAA setup information.

NOTE: There can be only one CONFIG schema per OFSAA instance.

e ATOMIC: Denotes the schema that contains the data model entities. One ATOMIC schema is
attached to one Information Domain.

NOTE: There can be multiple ATOMIC schemas per OFSAA Instance.

e SANDBOX: Denotes the schema that contains the data for all Sandbox executions. One
SANDBOX schema is attached to one Sandbox Information Domain.

NOTE: There can be multiple SANDBOX schemas per OFSAA Instance.

o ADDON: Denotes any additional schema used by the OFSAA Applications.
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4.1.2 Execution Modes in Schema Creator Utility

4.1.3

The Schema Configuration Utility supports the following modes of execution:

Online Mode: In the mode, the utility connects to the database and executes the DDLs for
Users, Objects and Grants. If you have the SYSDBA privileges you can execute the Schema
Creator Utility in Online mode and thereby create the Users, Objects and Grants during the
execution process.

NOTE: To execute the utility in Online mode, you need to connect as ‘<User> AS

SYSDBA'.

Offline Mode: In the mode, the utility generates SQL script with all the required DDLs for
Users, Objects and Grants. This script needs to be executed by the DBA on the appropriate
database identified for OFSAA usage. If you do not have the SYSDBA privileges, you can
execute the Schema Creator Utility in Offline mode and generate the script file that contains
the Schemas, Objects and Grants, information. Subsequently, a SYSDBA user can execute
the script file manually.

NOTE: 1. To execute the utility in Offline mode, you need to connect as any user with below
grants (alternatively, you can also connect as a user with SYSDBA privileges):
SELECT ON DBA ROLES
SELECT ON DBA USERS
SELECT ON DBA DIRECTORIES
SELECT ON DBA TABLESPACES
CREATE SESSION

For more details refer, Executing the Schema Creator Utility in Offline Mode
2. If there are any errors during the script execution, reconfigure the
OFS_DM SCHEMA IN.XML file and execute the utility. This regenerates the scripts
with corrected information. For more information, refer Configuring and Executing

the Schema Creator Utility.

NOTE: Do not modify the OFS_DM SCHEMA OUT. XML file generated after the execution of

this utility.

Execution Options in Schema Creator Utility

Depending on the option you choose to run the OFSAA Application Pack Installer, you need to
choose the schema creator utility execution option. To run the OFSAA Application Pack installer
in SILENT mode, it is mandatory to execute the schema creator utility with —s option.

NOTE: If the schema creator utility is executed without the option —s, it is mandatory to

run the OFSAA Application Pack Installer in GUI mode.
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4.2 Configuring and Executing the Schema Creator Utility

421

422

This section includes the following topics:

e Prerequisites

e Configuring the Schema Creator Utility

e Executing the Schema Creator Utility

Prerequisites

The following prerequisites must be ensured before configuring the Schema Creator Utility:

¢ You must have the Oracle User ID/Password with SYSDBA privileges (not applicable for offline
mode).

e You must have the JDBC Connection URL for RAC/Non RAC database.
e The HOSTNAME/IP of the server on which OFSAA is getting installed.

e |t is recommended to set the PGA AGGREGATE_LIMIT database-parameter value
sufficiently, when Oracle 12c is installed.

e While installing the application on Solaris 5.10 with Java 6, ensure to mandatorily modify
setup.sh line number 503 as “Line: modelsize=$(ls -1 $dataModelFile | tr -s
"\t'" " ' | cut -4 ' ' -f5)"

e You must add a TNS entry before the installation.

Configuring the Schema Creator Utility

To configure the Schema Creator Utility, perform the following steps:

1. Login to the system as non-root user.

2. Navigate to the following path: OFS DM PACK/schema creator/conf.
3. Editthe oFs DM SCHEMA IN.xml file in a text editor.

4. Configure the elements as described in the OFS DM _SCHEMA IN.xml .

5. On successful execution of the utility, the entered passwords in the OFS DM SCHEMA IN.xml
file are nullified.

6. Savethe OFS DM SCHEMA IN.xml file.

7. Navigate to /bin directory and run the schema creator utility.

NOTE: On successful execution of the utility, the entered passwords in the
OFS_ DM SCHEMA IN.xml.xml file are nullified.

NOTE: For Java 8: Edit the VerInfo.txt file in the path /OFS_ DM PACK/OFS_AAI/bin/ to
modify the value for property JAVA VERSION to 1.8, and save the changes.
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423

4231

Executing the Schema Creator Utility

This section includes the following topics:

e Executing the Schema Creator Utility in Online Mode

e Executing the Schema Creator Utility in Offline Mode

e Executing the Schema Creator Utility with —s option

e Executing the Schema Creator Utility while Installing Subsequent Application Pack Schema
Creation

NOTE: If you intend to use Oracle OLAP feature, execute the below grant on all ATOMIC
schema(s) grant olap user to &database username

Executing the Schema Creator Utility in Online Mode

In Online Mode, the Schema Creator Utility creates all the Schemas, Schema Objects,
Tablespaces, Grants, and Roles in the database during the execution process.

To execute the schema creator utility while creating the schemas for the application pack, perform
the following steps:

1. Login to the system as non-root user.
2. Navigate to the following directory path: OFS DM PACK/schema creator/bin/
3. Execute the following command.

./osc.sh

NOTE: For silent mode installation, execute the osc.sh file using the following command :

./osc.sh -s

The following message is displayed: You have chosen ONLINE mode. Triggering the utility in
ONLINE mode executes the DDLs directly on the Database. Do you wish to proceed? (Y/y or
N/n).

4. Enter Y/y to proceed with the script generation
or
Enter N/n to quit script creation.

5. Enter the DB Username with SYSDBA Privileges.
For example: SYS as SYSDBA.

6. Enter the User Password.
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7. The console runs the initial validation checks and then displays the following message: You
have chosen to install this Application Pack on <Name of the Atomic Schema>ATOMIC
schema. Do you want to proceed? (Y/N).

8. Enter Y/y to proceed with the schema creation.
or
Enter N/n to quit schema creation
The following message is displayed.

You have chosen to install this Application Pack on <Name of the Infodom>. Do you want to
proceed? (Y/N).

9. Enter Yly to start the schema creation.

Or

Enter N/n if you want to quit executing the schema creation.
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NOTE: On successful execution of schema creator utility, the console displays the following
status message: Schema Creator executed successfully. Please proceed with the
installation.

Refer log file in OFS DM PACK/schema creator/logs directory for execution
status. In case of any errors, contact Oracle Support.

10. Make TNS entries for the created users in TNSNAMES.ORA. For details, refer Add TNS
Entries in TNSNAMES.ORA file.

4.2.3.2 Executing the Schema Creator Utility in Offline Mode

In Offline Mode, the Schema Creator Utility creates an output in SQL file format. This script has to
be executed manually by logging as database user with SYSDBA privileges. The SQL file contains
the scripts for creation of Schemas, Schema Objects, Tablespaces, Grants, and Roles.

Prerequisites:

To execute the utility in Offline mode, you need to connect as any user with below grants
(alternatively, you can also connect as a user with SYSDBA privileges):

e SELECT ON DBA_ROLES
e SELECT ON DBA_USERS
e SELECT ON DBA_DIRECTORIES

e SELECT ON DBA_TABLESPACES
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e CREATE SESSION

NOTE: Explicit Grants to the user are required. Grants assigned through Roles are not
supported.

To execute the schema creator utility in the offline mode, perform the following steps:
1. Log in to the system as non-root user.

2. Navigate to the following path: OFS DM PACK/schema creator/bin

3. Execute the osc.sh file using the following command:

./osc.sh -o

NOTE: For silent mode installation, execute the osc.sh file using the following command :

./osc.sh -s

4. The following message is displayed:
You have chosen OFFLINE mode. Triggering the utility in OFFLINE mode generates the
script. Do you wish to proceed? (Y/y or N/n).

5. Enter Y /y to generate the script.
or
Enter N/n to quit the schema creation.
6. Enter the DB Username with SELECT privileges.

7. Enter the User Password.

8. The console runs the initial validation checks and displays the following message:
You have chosen to install this Application Pack on <Name of the Atomic Schema>ATOMIC
schema. Do you want to proceed? (Y/N).
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9. Enter Y/y to start the script generation.

Or

Enter N/n if you want to quit the script generation.

The following message is displayed.

You have chosen to install this Application Pack on <Name of the Infodom>. Do you want to
proceed? (Y/N).

10. Enter Yl/y to start the script generation.

Or

Enter N/n if you want to quit the script generation.

NOTE:

On successful execution of schema creator utility, the console displays the following
status message:
Schema Creator executed successfully. Please execute
scratch/ofsaaapp/OFS DM PACK/schema creator/sysdba output sc
ripts.sqgl before proceeding with the installation.

11. Navigate to the directory: OFS DM PACK/schema creator.

12. Login to SQLPLUS with a user having SYSDBA Privileges.
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13. Execute the sysdba_output_scripts.sql file using the following command:
SQL>@sysdba_ output scripts.sqgl

Alternatively, you can copy the sysdba output scripts.sqgl file and SQLScripts
directory to a remote server and execute sysdba output_ scripts.sql file, after
providing appropriate execute permissions.

NOTE: Refer log sysdba output_scripts.log file for execution status. In case of any

errors, contact Oracle Support. This log would be empty if there are no errors in the
execution.

14. Make TNS entries for the created users in TNSNAMES.ORA. For details, see Add TNS
Entries in TNSNAMES.ORA file.

4.2.3.3 Executing the Schema Creator Utility with —s option

If you want to run the OFSAA Application Pack Installer in SILENT mode, it is mandatory to
execute the schema creator utility with —s option.

To execute the utility with —s option, perform the following steps:

1. Edit the file OFS_DM PACK/schema creator/conf/OFS DM SCHEMA IN.xml intext
editor.

2. Set the value for attribute “INFODOM” of <SCHEMA> tag(s) to specify a specific Information
Domain name. By default, the value is empty and the utility derives the Information Domain

name. If the attribute value is set, the utility/ installer configure the Information Domain
against this <SCHEMA>.

3. Execute the utility with —s option.

For Example: . /osc.sh -s.
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4. Make TNS entries for the created users in TNSNAMES.ORA. For details, see Add TNS

Entries in TNSNAMES.ORA file.

NOTE: If the utility is executed without the —s option, it is mandatory to launch the OFSAA
Application Pack Installer in GUI mode.

NOTE: To execute the utility in OFFLINE mode with SILENT option, type. /osc.sh -o -

S.

4.2.3.4 Executing the Schema Creator Utility while Installing Subsequent Application Pack
Schema Creation

When executing the schema creator utility for subsequent Application Pack, you can choose to
install the pack either on the same Information Domain/ Atomic Schema or on a new Information
Domain/ Atomic Schema.

NOTE: OFS DM Application Pack can be installed on any Information Domain/ Atomic
schema where any OFS Application Packs are installed other than OFS Behavior
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Detection Application Pack or OFS Compliance Regulatory Reporting Application
Pack

To execute the schema creator utility while installing OFS DM Application Pack over an existing
Application pack, perform the following steps:

1. Repeat the steps 1 to 8 from Executing the Schema Creator Utility section.

NOTE: Ensure to use the same config schema user name as the previous Application Pack

2. The utility identifies the Application Packs that are already installed on the current OFSAA
setup and displays the following on console:

e Atomic schema of the Existing Application Pack
e Information Domain Name of the Existing Pack
o List of Installed Application Packs
3. Enter Yl/y to start the schema creation.
Or
Enter N/n if you want to quit executing the schema creation.
4. You can select the Atomic User, on which you want to install the Application Pack.

5. Make TNS entries for the created users in TNSNAMES.ORA. For details, see Add TNS
Entries in TNSNAMES.ORA file.

NOTE: On successful execution of schema creator utility, the console displays the following
status message: Success. Please proceed with the installation.

NOTE: Refer log file in OFS_DM PACK/schema creator/logs directory for execution
status. Refer 1og sysdba output scripts.log file for execution status, if
executed in offline mode. This log would be empty if there are no errors in the
execution. In case of any errors, contact Oracle Support.

Verifying the Log File

If schema creation is successful, the console would display an appropriate message. If the schema
creation runs into errors, do refer the log file.

<<OFSDMAP Installer directory>>/<<OFS DM PACK>>/schema creator/logs/
<<OFS_DM>> osc_<timestamp>.log for further details.

You may contact Oracle support anytime for assistance.

4.3 Installing the OFS DM Application Pack

Follow the instructions in this section to install the OFS DM Application Pack depending on the
mode of installation.
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43.1

This section includes the following topics:

GUI Mode Installation

Silent Mode Installation

Verifying the Log File

GUI Mode Installation

NOTE: Ensure you have followed the steps as mentioned in the Configuration for GUI Mode

Installation section prior to proceeding with the next steps.

Log in to the system as non-root user.

Identify a directory for installation and set the same in the user .profile file as below:
FIC HOME=<OFSAA Installation Directory>

export FIC HOME

Execute the user .profile.

Configure and execute the Schema Creator utility. For details, see Configuring and Executing
the Schema Creator Utility.

Note: Ensure to make a TNS entry for the new users created. For details, see Add TNS
Entries in TNSNAMES.ORA file.

Navigate to the path: OFS DM PACK/bin.
Run the installer in GUI Mode:
./setup.sh GUI

Refer the console for any errors during Pre-install checks.
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$ ./setup.sh GUI

FIC_H®ME : /scratch/ofsaaapp/Install/IG8
DISPLAY : localhost:10,0

Envircement check utility started, ..

Java Validation Started .

Java found in ¢ /seratch/.)dd 7.0_72/bin
JRVA Version Fomd : 1.7.0

JAYR Bit Version Found Bd-bit

Java Validation Cavpleted Status : SUCCESS

Envirorment Varizbles Validation Started ...

ORARCLE_HOME : /scratch/oracle/zpp/product/12,1.0/client 1

TRS_AMMIN @ /scratch/oracle/zpp/product/12,1,0/cl ient_1/network/admin
Envirorment Yariables Validation Completed, Status : SUCCESS

0S specific Yalidation Started ...

Unix shell found : /bin/ksh, Status : SUCCESS
Total file descriptors @ 19000, Status : SUCCESS
Total rumber of process : 91693, Status : SUCCESS
0S version : 5, Status : SUCCESS

0S specific Yalidation Conpleted, Status 3 SUCCESS

DB specific Validation Started ..,

Oracle Client version : 12,1,0,2,0, Status : SUCCESS

Successfully conrected to schema dnp_dgsatmB, Status ; SUCCESS

Successfully conrected to schema dnp_dasatmB, Status § SUCCESS

CRERTE SESSION has been granted to user, Status : SUCCESS

CRERTE PROCEDURE has been aranted to user, Status : SUCCESS

CREATE VIEW has been granted to user, Status : SUCCESS

CRERTE TRIGGER has been granted to user, Status : SUCCESS

CREATE MATERIALIZED VIEW has been granted to user, Stastus : SUCCESS

CREATE TABLE has been granted to user, Status : SUCCESS

CRERTE SEQUENCE hss been granted to user, Status : SUCCESS

SELECT privilege is granted for V_S$nls_parameters view, Current value : SELECT, Status : SUCCESS
NLS_LEMGTH_SENANTICS : BYTE, Current value : BYTE, Status : SUCCESS

NLS_CHARACTERSET : AL32UTFB, Current value : AL32UTFB, Status : SUCCESS

SELECT privilege is granted for V_Sparameter vieuw, Current value § SELECT, Status @ SUCCESS
Open cursor value is greater than 1000, Current value 3 1200, Status : SUCCESS

SELECT privilege is granted for USER_TS_QUOTAS view, Current value 3 SELECT, Status : SUCCESS
Schema is granted with at least S00 HB table space, Current value § 1024 HB, Status : SUCCESS
Oracle Server version Current walue : 12,1,0,1,0, Status : SUCCESS

DB specific Yalidation Conpleted, Status ; SUCCESS

Envircement check utility Status 3 SUCCESS

Starting installation,..

Preparing to install,,.

Extracting the installation resources from the installer archive,.,
Configuring the installer for this system’s environment,,.

Launching installer,,,

ORACLE
FINANCIAL SERVICES

Copyright @ 1993, 2015, Oracle andJor its affiliates. All rights reserved.
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License Agreement

Welcome to the OFSAA Application Pack Installation

[0 Prelnstall Setup This program will guide you through the installation of OFSAA Application Pack
[ Installation

[ Install Complete

Copyright @ 1993, 2017, Oracle and / ar its affiliates. All rights reserved.

This software and related documentation are provided uncer a license agreement containing restrictions on use and disclosure and are protected by intellectual
property laws, Except as expressly permitted inyour license agreement or allowed by |aw, you may not use, copy, reproduce, translate, broadcast, modify, license,
transmit, distribute, exhibit, perform, publish or display amy part, in amy form, or by any means. Reverse engineering, disassembly, or decompilation of this
software, unless required by law for interoperability, is prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free. If you find ary errors, please report them ta us in writing

If this software or related docurnentation is deliverad to the U.S. Government ar anyone licensing it on behalf of the .S, Government, the following notice is
applicable:

1.5, GOYERNMENT END USERS: Oracle programs, including any operating system, integrated software, any programs installed on the hardware, and/or
documentation, delivered to U.S. Covernment end users are "commercial computer software” pursuant to the applicable Federal Acquisition Eegulation and
agency-specific supplemental regulations. As such, use, duplication, disclosure, modification, and adaptation of the programs, including any operating system,
integrated software, any programs installed on the hardware, andfor documentation, shall be subject ta license terms and license restrictions applicable to the
programs. Ko other rights are granted ta the .S, Government

This software or harcware is developed for general use in a variety of information management applications. |t is not developed or intended for use in any
inherenthy dangerous applications, including applications that may create a risk of personal injury. If you use this software ar harchware in dangeraus applications,
1hen you shall be responsitle to take all appropriate fail-safe, backup, redundancy, and other measures 1o ensure its safe yse. Oracle Corporation and its affiliates
disclaim any liability for amy damages caused by use of this software or hardware in dangerous applications.

This software or hardware and documentation may provide access to or infarmation on content, products, and services from third parties. Oracle Corporation and
its affiliates are not respansible for and expresshy disclaim all warranties of any kind with respect to third-party content, products, and services. Qracle Corporation
and its affiliates will not be responsible for any loss, costs, or damages incurred cue to your access 1o or use of third-party content, products, or services.

ORACLE
FARCIL SERCES

31 gccepthe terms of the License Agreement
(8| do NOT accept the term s of the Licenss Agreement

7. Select | accept the terms of the License Agreement option.

8. Click Next. The Application Pack details are displayed:
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Application Pack ID © OFS_DM_PACK

) Preinstall Setup
O instalation
(O Install Complete

Application Pack Name : Financial Services Data Management Pack

Application Pack Version:  8.0.4.0.0

The following products are available in this application pack:

Financial Services Analytical Applications Infrastructure

e for US

Financial Services Analytical Applications Reconciliation Framework

Financial Services Data Management Pack

ORACLE

FINANCIAL SERVICES
ANALYTICAL APPLICATIONS

Financial Services Data G

Financial Services Data G e for EBA ¥

ORACLE
FAANEALERVCE

Notes:
L. Select the product(s] you have licensed and click "Next” to proceed.

2. Product Analytical Applications Infrastructure does not need 10 be selected explicithy. This product is the base infrastructure and gets installed automatically.

3. Product Enterprise Modeling Optioh would get enabled / installed automatically if other productis) has dependent license.

9. Select the product to enable for which you have already obtained license.

10. Click Next. The License Agreement page is displayed.
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Financial Services Data Management Pack License Agreement

Installation and use of Financial Services Data
(FSAA APPLICATION PACK LICENSE AGREEMENT

Pack Installer requires acceptance of the following license

S Prelnstall Setup
D) Installation
(D Inztall Complete

Qracle Financial Services Anahytical Applications (OFSA%) application packs are groups of OFSAA products packaged together into a single installer. Each application
pack containg OFSAA applications that adcress specific functional domains

Every application pack also includes the following OFSAA infrastructure application options which are automatically installed by every application pack installer:
1. Oracle Financial Senvices Analtical Applications Infrastructure

2. Oracle Financial Senices Enterprise Modeling

3. Oracle Financial Senvices In-line Processing Engine

4. Oracle Financial Senvices Big Data Processing
Oracle Financial Services Anahytical Applications Infrastructure (OFS Adl) is the base infrastructure for all OFSAA applications and is therefore autoratically installed
and enabled bythe application pack installer.

The application pack installer ahways installs Oracle Financial Services Enterprise Moceling, Oracle Financial Senvices In-line Processing Engine and Oracle Financial
Services Big Data Processing application options along with the application pack applications, but enables them only if any application that requires their functionality
is enabled.

Aty OFSAA application that is enaled must e licensed for use. Oracle Financial Sendces Analytical Aaplications Infrastructre, Oracle Financial Senices Enterprise
Modeling, Oracle Financial Services In-line Processing Engine and Oracle Financial Services Big Data Processing are indivicually licensale agplication options.

Application products ance enabled cannot be disabled. Application products not enabled an installation, may later be enabled using the "Manage OFSAa Product
License(s)' feature of the platfarm

ORACLE
AL SR

()1 accept the terms of the License Agresment

(71 do NOT acceptthe terms of the License Agreement

11. Select | accept the terms of the License Agreement option.

12. Click Next. The Pre Installation Summary page is displayed.
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Pre Installation Summary

Flease review the following before continuing:

& Prelnstall Setup
O Installation.

KD nstall Comnplete

Application Pack 1D
OF5_DM_PACK

Application Pack Name
Financial Services Data Management Pack

Application Pack Yersion
30.4.00

Below products are selected to be enabled:
Financial Services Analytical Applications Infrastructure
Financial Services Analytical Applications Reconciliation Framework

Financial Services Data Governance for US Regulatory Reporting
Financial Services Data Governance for EBA Regulatory Reperting

ORACLE

FINANCIAL SERVICES

13. Click Next. The Manage Information Domain page is displayed.
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Vianage Information Domains

Information Domain Nam

Application Name

Type

| Information Domain Description | | DB Schema

Prelnstall Setup
O Installation..
KO Install Complete

OFSOMINFO

ORACLE
FAANCIL SERVCES

Financial Services Anahdtical
[4pplications Reconciliation
[Framewark

[Financial Services Data
[Cowvernance for US Regulatory
Feporting

[Financial Services Data
[(Governance for ERA

Regulatory Reporting

Information Domain for OFS_DM
PRODUCTION

‘ dalt_dgscatm

PRODUCTION

Inforration Dormain for OFS_DM
dalt_dgscatm

PRODUCTION

Inforration Domain for OFS_Ok
dlalt_dgscatm

EEE

14. The default Information Domain Name for this Application Pack is OFSDMINFO. Double-click
to edit the Information Domain Name, if it is a new Information domain and you wish to
change the name of the information domain name.

15. Click Next. The Pre-Pack Panel Template page is displayed. This step is to be performed as
part of application installation.
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Pre-Pack Panel Template

Enter Segment Code (E—
& Prelnstall Setup
Enter ETL Application Name
IO Installation bcsapp
(O Install Corplete
Enter ETL Application Description
Ao " [DGSAPPDESC
Enter ETL Source Mame
[DGSaRC
Enter ETL Source Description
[DGSSRCDESC

ORACLE
FAANIALERVCE

Please Wait

ORACLE’
FINANCIAL SERVICES s may take a moment...

Copyright 1993, 2015, Oracle andior its affiliates. &l rights reserved.

ORACLE
FINANCIAL SERVCES
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17. Click Next. The User Installation Directory window is displayed. Enter the installation
directory path. This is the directory you have set in the user .profile file in step 2.

elnstall Setup

ORACLE"
FINANCIAL SERVICES

ORACLE

FINANCIAL SERVICES

18. Click Next. The OFSAA Infrastructure Server Details are displayed in the following figure.

User ion Directory

User Installation Directory

[ sscratchyorsaaappyinstal/DGs

noment...

Please Wait

Enter the IP address or hostname of the OFSAAI server and Database server.

) Preinstall Setup

ORACLE’
FINANCIAL SERVICES

Instal

ORACLE
FIVANCIAL SERVIES

OFSAA Infrastructure Server Details

Enter requested information :

Note: If the JDEC_URL is of RAC type then DB Server IP/Hostname
field name should be NA

OFSAAI Server IP /

[10.184.151.19

Database Server IP /

[ofss2221110]

noment..

Please Wait

19. Click Next to view the Web Application Server details. The options are Tomcat, WebSphere

and WebLogic.
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Q) Prelnstall Setup

FINANCIAL SERVICES

ORACLE
FIANCIAL SERVCES

Web Application Server

Please Wait

Choose the Web Application Server type

Inst:

® Tomcat
© Websphere
© Weblogic

Previous [Next

noment..

20. Select the web application server type and click Next. Based on the selection, corresponding

screens are displayed.

For WebSphere: The WebSphere Setup Details window is displayed.

Enter the profile path (up to the Node Cell Name directory) of WebSphere.

The format is WebSphere path

<WebSphere profile directory>/installedApps/ <NodeCellName>.

D Preinstall Setup

WebSphere Setup Details

‘En!er WebSphere instaliation Path up 10 the Host name directory
For Ex - Jdara2 frest/ /WebSphere/AppServer jprofiles/ <Profile_Na
me> finstalledApps / < celiName >

Jstratch /was7 /IBM fWebSphere /AppServer/profiles /Profsa73 3]

For Tomcat: The Absolute Tomcat Path window is displayed. Enter the Tomcat deployment
path (till 'webapps) where the application is deployed.
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Absolute Tomcat Path

Enter absolute Tomcat Installation path where Oracle Financial
=) Prelnstall Setup Services Anahical Applications Infrastructure is to be deployed.
Example - fhomejdatal ftomcat-7.0. 19 fwebapps

nstall Complete

fscratchjofsaaapp/Kitsftomcat-7 0. 19 /webapps

ORACLE’
FINANCIAL SERVICES

Installamavhere

cancer [ tie | T

For WebLogic: The WebLogic Home window is displayed. Enter the WebLogic home
directory path, and click Next.

Weblogic Setup Details
P License Enter Weblogic Domain Home
D Preinstall Setup For Ex fhome/weblogic/bea/user_projects/domains /mydomain

ORACLE
FINANCIAL SERVICES

21. Enter the OLAP details. Enter 1 if you want to configure OFSAAI OLAP feature, using Oracle
Hyperion Essbase. By default, 0 is displayed.
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OLAP Details

Note :
2 Prelnstall Setup 1 = Enabled 0=Disabled
If walue is 1 then ARBORPATH, HYPERION_HOME & ESSBASEPATH

variables should be set in .profile before installation.

@ Install Complete

CONFIGURE OFSAAI OLAP FEATURE :
0

ORACLE
FINANCIAL SERVICES

Web Server Details

Note : Context name will be used in your Application URL
http:/ /< WebServerlP >: <Serdet port> f <contextname> flogin. jsp
Example: - http: //10.80.50.206:9080/myapp/login. jsp

WEB SERVER PORT
(14510

WEE SERVER IP
[10.184.151.19

Context name for deployment
| oFsAal

ORACLE’
FINANCIAL SERVICES

WEB LOCAL PATH

Cancel m Previous Next

23. Enter the Web Server details. Select Enable HTTPS checkbox if you want to configure HTTPS
for the OFSAA application. Also, enter the Web Server (HTTP Server) Port, Web Server IP
Address, Context name for deployment and Web Local Path to any directory on the Web

Application Server (Tomcat/ WebSphere/ WebLogic).

24. Click Next. The Database Details window is displayed.

OFS DM Application Pack Installation Guide 53



Oracle Financial Services Data Management

Application Pack Release 8.0.4.0.0

d License
=) Prelnstall Setup

ORACLE’
FINANCIAL SERVICES

Database Details

NOTE

Specifythe Database user name which is the user created for
configuration database schema. For example: configuser

Specify the Database driver path as <ORACLE_HOME > /fjdbc/lib
where <ORACLE_HOME> should be replaced with ORACLE_HOME
value.

The ABSOLUTE DRIVER PATH refers to the JDBC driver files path.

ORACLE SID / SERVICE_NAME :
|DEV12(|

JDEC URL:
| jobcoracle:thin:@10.184.153.87:152 1:DEV12C

CONFIG SCHEMA USER ID :
’ dmp_dgsconf8

Oracle Configuration Schema Password

Prevous Next

25. Enter Oracle SID/Service Name, JDBC URL, Configuration Schema User ID, Password,

and Absolute Driver Path.

The JDBC URL, Configuration Schema User ID, Oracle Configuration Schema

Password, and Absolute Driver Path are auto-populated.

NOTE: Absolute Driver Path can be the path where Oracle DB client is installed or JDBC

driver

is installed. For
/scratch/oracle/app/oracle/product/11.2.0/client 1/jdbc/1lib

example,

26. Click Next. The Ports Configuration window is displayed.

& License
& Prelnstall Setup

ORACLE’
FINANCIAL SERVICES

Ports Configuration

Enter required information :
MNote: Ports must have unigue value.

Java Port
19999

Native Port
| 6666

Agent Pornt
6510

IIC,C Server Port

Previous Next
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27. Enter Java Port, Native Port, Agent Port, ICC Server Port, and ICC Native Port. You can

proceed with the default port values configured.

28. Click Next. The Ports Configuration window is displayed.

P License
& Prelnstall Setup

ORACLE’
FINANCIAL SERVICES

Ports Configuration

Enter required information :
MNote: Ports must have unigue value.

Java Port
19999

Native Port
| 6666

Agent Pornt
6510

IIC,C Server Port

Previous Next

29. Enter OLAP Port, Message Server Port, Router Port, and AM Port.

30. Click Next. The Default Infrastructure Administrator and Authorizer User Password window is

displayed.

Default Infrastructure Administrator and Authorizer User Password

= Prelnstall Setup

ORACLE’
FINANCIAL SERVICES

Enter requested information

Please enter password for default Infrastructure
administrator user SYSADMN :

[sosasesee

Please re-enter password for default Infrastructure
administrator user SYSADMN :

Please enter password for default Infrastructure authorizer
user SYSAUTH :

31. Enter the passwords for default System Administrator and System Authorizer users.
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32. Click Next. The SFTP Details window is displayed.

SFTP Details

Note .
For enable SFTP _ If value Is 1 then SFTP will be enabled . If value is
0 then FTP will be enabled

ENABLE SFTP:
[1

’FILE TRANSFER PORT :
22

ORACLE
FINANCIAL SERVICES

Installanywhere

33. Enter 1 to enable SFTP or 0 to enable FTP.

NOTE: Ensure the system on which the OFSAA Infrastructure is being installed, has either
FTP/ SFTP enabled. You can also modify the SFTP settings.

34. Enter the port to be used for file transfer.
35. Click Next.

OFSAAI FTP/SFTP Details

@ License FTPSHARE PATH
& Prelnstall Setup I /scratchfofsaaapp/install/DG8 fftpshare

Restore Default ]l Choose..

FTP / SFTP USER ID
[ ofsaaapp

Please enter Infrastructure FTP/SFTP password:
ssccsces

ORACLE’
FINANCIAL SERVICES

InstallAmywherea

T T (oo | e

36. Enter the path of the FTPSHARE directory and the User Id and password for OFSAAI Server.
This is same as the OFSAA Staging/ Metadata Repository Directory.FTP/SFTP User ID and
Password for FTPSHARE Directory access.
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NOTE: The transfer of data (files) between the OFSAAI Server and the Web Application
Server happens over FTP/ SFTP. Ensure the necessary host configurations are
made for a successful handshake.

37. Click Next. The Pre Installation Summary window is displayed.

Pre-instaliation Summary

Please review the following before continuing:

D Preinstall Setup
oamat Product Name:

OFSAAInfrastructure

Version

8.0.3.1.0

Installation Folder
[scratch/ofsaaapp/installf/DCE

Required Space
990 MegabByres

ORACLE Available Space
e ———————— S6966 MegabBytes
FINANCIAL SERVICES

(Selected | ncale.

InstallArmwhere

L coce B o

38. Click Install. The Installing OFSAA Infrastructure window is displayed.

Installing OFSAAInfrastructure

P License
i Preinstall Setup
= Installation. .

o

ORACLE Installation is in progress...

————— This process may take several minutes. Please Wait.
FINANCIAL SERVICES

Extracting duplicates...

nstallAmywhere -

Anytime during the installation you can click Cancel to stop the installation. Once completed,
the Installation Summary screen is displayed.
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License
W Prelnstall Setup
o Installation..

& Install Complete

ORACLE’
FINANCIAL SERVICES

The Installation Summary screen displays the number of Fatal Errors, Errors, Debug

INSTALLATION SUMMARY

INSTALLATION SUMMARY:

#INFORMATIONS
FWARNINGS

Please see the installation log undler
Jscratchjofsaaapp/Kits JOFS_DM _PACK/OFS_AAlflogs fOFSAAIB2015
_10.07_04_58_08.log and
[scratchfofsaaapp/Install/DG8/OFSAAlnfrastructure_Install log for
more details.

Click on Next 1o continue.

Statements, Information, and Warnings along with the location of log files.

39. Click Next. The Installation Complete window is displayed.

o Prelnstall Setup
o Installation
=¥ Install Complete

ORACLE’
FINANCIAL SERVICES

Installation Complete

Congratulations! Oracle Financial Services Analytical Applications
Infrastructure has been successfully installed

Click on "Done” 1o exit the installer. Please do not close the console.
Post Install activites will be performed in console..

grovous | _gore

NOTE: If the installation is successful with some warnings, you can navigate to the
installation log for more details and address them.

40. Click Done. You have successfully installed the OFS AAI Application Pack.

Upon invoking the installer, the Introduction screen is displayed with the prerequisites for

installation. Ensure that all the prerequisites are met before you proceed with the installation.
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41. The Executing AAI Installation Script screen is displayed.

NOTE: This step verifies the OFSAA services startup. In case of errors during services

check, an appropriate error message is displayed.

Please Wait

Install Setup

Pleasew E Executing AAl Installation Script,.. 'UF System. This may take a moment...

ORACLE
FIANCIAL SERVCES

42. After checking the OFSAA services, installation proceeds with the Application Pack

Installation. The Installing Financial Services Data Management Pack screen is displayed.

Please Wait

® Instaliation.
© Install Complete

« 9y Installing Financial Services Data Management Pack... M- This may take a moment...
a S N

ORACLE
FIVANCIAL SERVICES

43. Click Next. The Installation Summary page is displayed.

OFS DM Application Pack Installation Guide

59



Oracle Financial Services Data Management

Application Pack Release 8.0.4.0.0

@ Freinstall Setup
@ Installation,
S Install Complete

ORACLE
FIVNCIAL SERVICES

Inst

INSTALLATION SUMMARY

INSTALLATION SUMMAR'

FERRORS -1
#DEBUG STATEMENTS: 127
#INFORMATIO] 47
FEWARNINGS -

—0
Nate:

Please see the installation log under fscratch/ofsaawebykit/803 /OFS_DM_PACK/lngs/Pack_Install log
Click on Next to continue.

44. Click Next to finish the installation. The Installation Complete screen is displayed.

© Install Complete

ORACLE
FIVANCIAL SERVIES

Installation Complete

Congratulations! Financial Services Data Management Pack has been successfully installed!

Click on "Done" to exit the installer. Please do not close the console. Post Install activites will be performed in console.

45. Click Done. The Post Install Health checks are displayed:
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] sterm - — - - e - - =& ] i

SELECT privilese 1s granted fr NS INSTANCE_PARAHETERS view, Eurrer\t value 3 SELECT. Status : SUCCESS
NLS_LENGTH_SEMANTICS 3 BYTE, Current value i BVTE, Status 3 SUCCE

NLECHARALTERSET 3 ALSZLTFE. Corrant valuo § ALZITEE. Status : SUEEESS

SELECT privilege is granted for Y_Sparameter view, Current value ; SELECT, Status ; SUCCESS

Open cursor value is greater than 1000, Current ualue : B000. Status : SUCCESS

SELECT privilege is granted for USER_TS_QUOTAS wiew, Current value : SELECT. Status : SUCCESS

Schems is granted with at least 500 HE table space, Current value t Unlinited, Status ¢ SUCCESS
Oracle Server version Current value 1 12,1,0,2,0, Status : SUCCESS

DE specific Validation Conpleted, Status ; SUCLESS

Environment check utility Status © SUCCESS

Starting installation..
Preparing to install, .

Extracting the installation resources from the installer archive..
Configuring the installer for this susten’s environnent..

Launching installer...

.profile executed

CTRL characters removal started ...

CTRL characters removal ower ...

indous executable Files removal started ...
indous executable Files remaval over ...
e are now in /scratch/ofsaaueh ..

.profile executed
profile excouted

executing "ant

Buildfile: Ascratch/ofsaauehyOFSAABO0/Ficueb/build, mnl
Trying to override old definition of datatupe resources

existtests
[echol Checking for file Luar existense
createuar:
[echol Creating war freshly, .

[war] Building wars

BUILD SUCCESSFUL
Total tine; 2 minutes 40 seconds

0FSA App Layer Services start-up check started, ..,
Starting startofsasi.sh service...

|OFSAAL DB Layer Services check started

[Colling ogentshutdoun,sh to check and kill, if any of the server is ruming...
L |OLAP Data Server service is not rumning.

 |MESSAGE Server service is nob running.

|oh service is not running,

[ROUTER service is not ruming,

[Starting ROUTER Service

- [ROUTER <ervice started in background node,

[Starting AN Service

" |oH service started in background node.

- [Starting MESSAGE SERVER Service

- |MESSAGE SERVER service started in hackaround nade,
[Starting OLAP DATA SERVER Service

~|OLAP TATA SERVER service started in backaround nade.

- |0LeP Data Server cervice is not rumning,

| [5top ESSHGE Server <ervice uith Proces' 1D ; 374
[Stop A service uith Proces 1D @ 3862

" [Stop ROUTER seruice with Proces 1D ¢ 3847

" |OFSART DB Lawser File Services check Stabust SUCCESSFUL,

|Installation cowpleted...

~|/soratoh/of saaueh /i 4303 /0FS_IH_PACK/bind

46. Perform steps mentioned in the Post Installation Configuration section.

4.3.2 Silent Mode Installation

In the Silent Mode Installation you must configure the product xml files and follow the instructions

in command prompt.

Perform the following steps for installing the OFS DM Pack in SILENT mode.

1.
2.

Log in to the system as non-root user.

Identify a directory for installation and set the same in the user .profile file as below:
FIC HOME=<OFSAA Installation Directory>
export FIC HOME

Execute the user .profile.

Navigate to OFS DM PACK directory (installer directory).

Edit the OFS_DM PACK/schema creator/conf/OFS DM SCHEMA IN.xml file to setthe
appropriate attribute values. It is optional to include INFODOM = “<Infodom Name>" in
OFS_DM_SCHEMA_IN.xml file. If not specified a default INFODOM name is generated.

NOTE: See Configuring OFS DM_SCHEMA IN.XML for details on configuring this XML

file.
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NOTE: Ensure to make TNS entries for the created users in TNSNAMES.ORA. For details,
see Add TNS Entries in TNSNAMES.ORA file.

6. Execute the schema creator utility with —s option.

NOTE: This step is mandatory and should be executed before every additional OFSAA
Application Pack installation. See Executing the Schema Creator Utility for more
details.

7. Editthe OFS DM PACK/conf/OFS DM PACK.xml to enable the product licenses. Update the
attribute ENABLE=YES/NO in OFS_DM_pack.xml for licensing the App in the pack.

NOTE: See Configuring OFS DM PACK.XML for details on configuring this XML file.

NOTE: Update OFS_DM_PACK.XML, set the attribute “ENABLE=YES” of <APP_ID> tag
for applications to be enabled during installation. If any application has mentioned
OFS_AAAIl as PREREQ in the <APP_ID> tag, set the attribute “ENABLE=YES” for
OFS_AAAI Toinstall DM, ensure to enter "YES" in ENABLE attribute for OFS_AAI,
and OFS_DGS.

8. Editthe OFS DM PACK/OFS AAI/conf/OFSAAI InstallConfig.xml file to setthe
appropriate infrastructure installation attribute values.

NOTE: This step can be ignored if an installation of OFSAA 8.0.4.0.0 already exists.
See Configuring OFSAAI_InstallConfig.xml for details on configuring this XML file.

9. The OFS DM PACK/OFS DM/conf directory contains a template file “InstallConfig.xml”. For
details see InstallConfig.xml

10. On successful execution of the schema creator utility, navigate to OFS_ DM PACK/bin/ and
execute the application pack installer with SILENT option.

11. Execute . /setup.sh SILENT in the console.

12. Enter the Infrastructure FTP/SFTP password value, when prompted at the command prompt.

Console Prompts User Inputs

Please enter Infrastructure |Enter the password to access Product Staging/Metadata repository
FTP/SFTP password directory in the application server.

Note: During installation stage, you need to enter the config schema
password again.

13. Enter Always, when prompted to add host key fingerprint.
14. The OFSAAI License Agreement is displayed.
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15. To accept the License Agreement, enter Yly.

16. Enter the passwords for default Infrastructure administrator and authorizer users.

Console Prompts

User Inputs

Please enter password for default
Infrastructure administrator user SYSADMN

Enter the password for the System Administrator.

Please re-enter password for default
Infrastructure administrator user SYSADMN

Enter the same password again to confirm its validity.

Please enter password for default
Infrastructure authorizer user SYSAUTH

Enter the password for the System Authorizer.

Please enter password for default
Infrastructure authorizer user SYSAUTH

Enter the same password again to confirm its validity.

NOTE: SYSADMN and SYSAUTH are
created.

the two default OFSAAI administrative users
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NOTE: The installation process continues on the console. Do not close the console until
the installation process is complete.

17. The following message is displayed in the console:
Installation completed...
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18. On completion of installation, refer the installation log files. For more information, see Verifying

the Log Files.
19. Perform steps mentioned in the Post Installation Configuration section.

NOTE: Download and install patch for Bug 21160684 if installing this release of the OFS
AAAI Application Pack version 8.0.0.0.0 on Java 8. For more information, see
Configurations for Java 8. This patch is not required if an OFSAA instance already
exists and is configured for Java 8.
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4.3.3 InstallConfig.xml

Silent installation is achieved via a xml file [InstallConfig.xml]. The following table lists all the
properties that must be specified:

NOTE: Do notinstall the application in same segment when run management is used.

Property Name Description of Property

DMSEGMENT Specify the Data Management Segment name

DM_APPLICATION_NAME_1 Specify the Data Management Application Code

DM_APPLICATION_DESC_1 Specify the Data Management Application Name

DM_SOURCE_NAME_1 Specify the Data Management Source Code

DM_SOURCE_DESC_1 Specify Data Management Source Name

NOTE: Segmentand Source Name should not be same as that of already installed applications.

4.3.4 Verifying the Log File

Refer the following logs files for more information:

e Refer the Pack Install.log located at OFS DM PACK/logs/ directory for OFS DM
Application Pack installation log file.

o Refer the log file(s) located at OFS DM PACK/OFS_AAI/logs/ directory for Infrastructure
installation log.

o Refer the log file(s) located at OFS DM PACK/OFS DM/logs/ directory for application
installation log.

NOTE: For Pack on Pack installation, the following errors might be logged in the installation
log and these can be ignored as this has no implication on the product:

'create sequence SEQ DIM GL ACCOUNT
minvalue 1

maxvalue 999999999999999999999999999
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start with 1
increment by 1
cache 20"

Warning:0bject already exists

Query: 'create sequence SEQ DIM PRODUCT
minvalue 1

maxvalue 999999999999999999999999999
start with 805

increment by 1

cache 20"

Warning:0bject already exists

Query:'create table FSI MESSAGES
(

MESSAGE ID NUMBER (5) not null,
MESSAGE LOCALE VARCHARZ2 (5 CHAR) not null,
MESSAGE CODE VARCHARZ2 (50 CHAR),

MESSAGE DESCRIPTION VARCHARZ2 (1024 CHAR),
MESSAGE TYPE CHAR (1) not null
) 1

Warning:0bject already exists

4.3.5 Verifying the Installation

This section explains the steps to verify your application installation.

To verify that you have successfully installed the Data Management pack, perform the following
steps:

1. Login in to the atomic schema.

2. Verify all the database objects such as view, procedure, and functions must have been
complied without any compilation error.

3. Deploy the war file and check the application screen is coming or not.
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6 Post Installation Configuration

On successful installation of the Oracle Financial Services Data Management Application Pack,
perform the post installation steps mentioned as follows.

This chapter includes the following sections:

e Configuring Resource Reference

e Starting OFSAA Infrastructure Services

e Adding TNS entries in TNSNAMES.ORA file

e Creating and Deploying the Application Pack Web Archive

e Accessing the OFSAA Application

e Performing Post Deployment Configurations

e Changing Batch Ownership

e Enabling Metadata Browser

e Performing Post Installation Configuration for Data Governance for Data Management
Application Pack

e Configuring Process Monitoring Runs and Tasks for Data Management Application Pack

e Passing the RUNSKEY as Parameter

e Enabling Data Quality Alias Configuration

NOTE: Ensure to clear the application cache prior to the deployment of Application Pack
Web Archive. This is applicable to all Web Servers (WebSphere, WebLogic,
Tomcat). For more information, see Clearing Application Cache section.

6.1 Configuring Resource Reference

Configure the resource reference in the Web Application Server configured for OFSAA
Applications. See Appendix B for details on configuring the resource reference in WebSphere,
WebLogic, and Tomcat Application Servers.

6.2 Starting OFSAA Infrastructure Services

Start the OFSAA Infrastructure Services prior to deployment or accessing the OFSAA Applications.
See the Appendix D for details on Start/ Stop OFSAA Services.

6.3 Adding TNS entries in TNSNAMES.ORA file

Add TNS entries in the tnsnames. ora file, for every schema created for the Application Pack.

To find the tnsname for the entries, perform the following steps:
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1. Login to the application using System Administrator privileges.

2. Navigate to System Configuration & Identity Management tab.

3. Click Administration and Configuration - System Configuration > Database Details.
4. Expand the dropdown list for Name to get the list of TNS entry names.

Alternatively, you can connect to the CONFIG schema and execute the following query:

select dbname from db master where dbname !='CONFIG'

6.4 Creating and Deploying the Application Pack Web Archive

On successful installation of the OFSAA Application Pack, the web archive file is automatically
generated. However, you need to deploy the generated web archive file on the Web Application
Server.

To deploy the application pack web archive, perform the following steps:
1. Navigate to FICWEBHOME
2. Runant.sh

For identifying the location of the generated web archive file and for generating and deploying the
web archive file at any time later, see Appendix C

NOTE: See the Oracle Financial Services Forms Manager User Guide for instructions on
Creating and Deploying the Forms Manager Web Archive

6.5 Accessing the OFSAA Application

Prior to accessing the OFSAA application ensure the Internet Explorer Settings are configured.

Refer Appendix E for details on accessing the OFSAA Application on successful deployment of the
application web archive.

6.6 Performing Post Deployment Configurations

Prior to using the OFSAA Application perform the Post Deployment Configuration steps detailed in
Appendix F.
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6.7 Changing Batch Ownership

All the seeded batches are created with SYSADMN as the owner by default. This needs to be
updated with username of the user who is responsible for maintenance of the batches. This can be
done by executing the below procedure in the config schema:

begin
AATI OBJECT ADMIN.TRANSFER BATCH OWNERSHIP ('fromUser', 'toUser','infodom;

end;

OR
begin
AAT OBJECT ADMIN.TRANSFER BATCH OWNERSHIP ('fromuser', 'touser');

end;

where “FromUser” indicates the user who currently owns the batch and “toUser” indicates the user
to which ownership needs to be transferred to. “Infodom” is an optional parameter.

6.8 Enabling Metadata Browser

Execute the following as part of post installation step atomic schema:
declare

result number;

begin

result:=fn mdb t2t view;

dbms output.put line(result);

exception

when others then

dbms output.put line (SQLERRM) ;

end;

6.9 Performing Post-Installation Configuration for Data Management Application
Pack

Perform the following steps for post-installation configuration of Data Management Application
Pack:

1. Create application specific users, and map them to the respective user groups available in
the application. For details see section Mapping Application Users to User Groups. Whenever
the user to user group mapping is created/ modified, execute the step 2 and 4 below.

2. After successful installation, execute the batch <INFODOM>_USER_ROLES.

Save the hierarchies in Common Tasks = Unified Analytical Metadata = Business
Metadata Management - Save Metadata
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ORACLE Financial Services Analytical Applications

Applications | Object Administration My Inbox

Select Applications
Financial Services Data Governance Studio
4 @ Common Tasks
» @ Data Model Management
4 (& unified Analytical Metadata
» @ Data Management Tools
4 @ Business Metadata Management
25 Save Metadata
@ Derived Entity
8 Dataset
(& Build Hierarchy
» [ Operations
HD Metadata Browser

b Data Governance Studio

Common Tasks > Unified Analytical Metadata > Business Metadata Management > Save Metadata

Metadata Details

Information Domain

® Hierarchy O Derived Entty

Metadata Resave

OFSOMINFO
Map
Avaiabie Metadata | Selected Metadata
(AcBon Priocy
Aggregate K A
Branch

econciiation

siness Line
Business Unt for Reconciliation =
ccy

Category
Category for control library E
Cause Hierarchy =

<
Gontro Type =
Control design effectveness
Currency
(Currency for Reconciliation Vi
Customer Ciass for Reconciliation

Save Reset

4. Compile the backend objects such as functions, procedures and packages which are related

to DGS.

5. Perform the following steps:

a. Generate source model for the application-source pair used during installation.

i. Login into the Application and navigate to Common Tasks =2 Unified Analytical

Metadata - Data Management Tools.

Appliications | Object Administralion My Inboi

Select Applcations
Financial Senvies Dalz Gavemance Studio
4 & common Tasis
» B Data Motel Wanagement
» £l unified Analytical Metadata
» B operations
B wetatata Browser

iaDeta Govemance Studo

Comemn Tasks > Unifed Anaiytcal Wefadats > Deta M

P % Data Management Tools
Toals for Data Management

% Data Sources

Define and manage Deta Sources

% Data File Mapping

Dsfing and mansgs Data File Mapping

» E‘: Data Qualty Framework

ﬁﬁ Data Mapping

Define and manage Datz Mapping

% Post Load Changes

Define and manage Post Load Changes using PUSQL procedures:

Manage Data Quaity using Framework for Data Quaity

ii. Click Data Sources to display a new window. Navigate to Map grid section, select

the application from drop down, select mapped sources from source applications and
click Generate Source Model.

il

i
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iii. Click OK to replace the existing model and a pop up window is displayed.

a Warning -- Webpage Dialog

=

[3766] Model already exists forthe source[3787] Do you want to
replace existing model?

Cancel

iv. Click Catalog and then click Generate.

£ Generate Source Model -- Webpage Dialog &
Generate Source Model ‘
Source Designer > Generate Source WModel
# Generate Source Model 5 %l &

Starts with
Contains

Ends with

| Generate [@ Cancel

v. Click OK on the dialog box to finish the process of Source Model Generation.

a Information -- Webpage Dialog

et

L ]
1 | [3770] Source model generation successful

b. Resave the following mentioned derived entities:
o DEATNAME: DE Attribute Name
e DEENNAME: DE Entity Name
e DEGLSTERM: DE Business Term
e PMREPLINK

c. Resave the following mentioned hierarchies:
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e HDGENNAM: Entity Name Hierarchy
o HDGATNAM: Attribute Name Hierarchy
o HDGGLTRM: Business Term Hierarchy

e Reports Hierarchy

6.10 Configuring Process Monitoring Runs and Tasks for Data Management
Application Pack

As a pre-requisite, before configuring the runs and tasks, ensure the following:

e Oracle Financial Services Regulatory Reporting for US Federal Reserve 8.0.4 version or
Oracle Financial Services Regulatory Reporting for European Banking Authority (OFS REG
REP USFED 8.0.4 or OFS REG REP EBA 8.0.4) is installed and configured.

o MDB Publish is performed for Oracle Financial Services Regulatory Reporting for US Federal
Reserve 8.0.4

NOTE: See Oracle Financial Services Regulatory Reporting for US Federal Reserve 8.0.4
or Oracle Financial Services Regulatory Reporting for European Banking Authority
Installation and Configuration on OTN for more details.

As part of configurations perform the following steps to load the Process Monitoring related plans,
runs and tasks associated with OFS REG REP USFED 8.0.4 or OFS REG REP EBA 8.0.4 install.

1. Login to OFSAAI using a user having permissions for running batches.

2. Navigate to Batch Execution screen and search for the batch ID such as
Process_Monitoring_Batch.

Applications O

Select Applica

BB

3.

4. Check and ensure that the batch is executed successfully.

Select the MIS Date and execute the batch Process_Monitoring_Batch.
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5. Navigate to Process Monitoring menu under Data Governance application and ensure
that the Plans, Runs and Tasks are displayed for OFS REG REP USFED 8.0.4 or OFS
REG REP EBA 8.0.4.

OFSAD | Thursday, March 16, 2017 @ 0FsAA [ About 4 Logout

ORACLE' Data forus y Reporting

Inbox Standards & Policies ~ Controls  Key Indicators  Process Monitoring Issues & Actions  Admin

Plans Help

B Search | D Clear |C> Go

() i Name
Plans (11)
B & Create Plan | | [3] Export
= ] 1D Name Type Status Last Modified
[ 141325 Annual regulatory report submission plan Regulatory Report Submission Open 21-8ep-2016
] 141328 Monthly reguiatory report submission plan Regulatory Report Submission Open 21-Sep-2016
] 141329 Weekly regulatory report submission plan Regulatory Report Submission Open 21-Sep-2016
[ 141326 Daily regulatory report submission plan Regulatory Report Submission Open 23-Jun-2016
[ 141327 Quarterly regulatory report submission plan Regulatory Report Submission Open 23-Jun-2016

6.11 Passing the RUNSKEY as Parameter

The Bulk KI Assessment batch expects RUNSKEY to pass as a parameter.

In an integrated setup, user can avoid passing RUNSKEY parameter manually by including the
bulk KI assessment process part of either US FED 8.0.4/ EBA 8.0.4/FSDF 8.0.4 run.

For a standalone setup, user needs to pass the RUNSKEY parameter separately from the Ul. For
the same, user needs to navigate to the Ul and make the specified changes in the batch to set
the desired RUNSKEY.

The process to pass RUNSKEY as a parameter from the Ul is to update the
BULK_KI_ASSESMENT batch:

1. Navigate to Applications after selecting Financial Services Data Governance for the
preferred jurisdiction from the Select Applications drop down.

B v & v | uskngishv | OFSAD ¥

ORACLE Financial Services Analytical Applications

Object straf System Ct & Identity

Select Applications
4 Common Tasks

Menu for Common Tasks

Financial Services Data Govemance for US Regulatory Rep... ¥

4 @ common Tasks
ju
» =: Unified Analytical Metadata
Define and maintain analytical metadata definitions

» [ pata Model Management i
» [E unitied Analytica Metadata
@ Metadata Report
» % operations
&) Metadata Browser

Data Model Management
Manage Data Mode!

@ Metadata Report

Generate Metadata Reports

1
> @ Operations
Tools for Data Center operations

ot Data Governance for US Regulatory Reporting ikdaciatd Browser

Browse metadata lineage

2. Navigate to Common Tasks -> Operations -> Batch Maintenance.
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ORACLE Financial Services Analytical Applications

Applications | Oiect Adminisiration

Select Applications

System Configuration & Icensty Management

Financial Ssrvices Data Goveman:e for US Regulatary Reporting v

4 @ comman Tasks
¥ (8 oata Mocel Management
b [ uninea anaytcal Metscats
@ metacata Repan
4 B operations
B Batch Maintenance
B Batcn Exscuton
T gaten Scnecuer
B aten monior
® gatcn Cancesation
RBigaten Execution Righs
8 wetacata Browser

i Data Gavernance for US Regulatory Reporting

ABoutOracle | ComtactUs | Legal Notices  Terms Of Use  Your Privacy Rights

Comman Tasks > Cperations > Batch Mainfenance

Batch Mantenance

S
Batch 1D Like DGSINFO_ Bateh Description Like
v — pe—
+ Baten ame
Cfssen

TROL_ASSESSMENT
) CREATE_ISSUES
[] DasNFO_CRM

T
(n T Tk Demrpton
[ Taskt Bulk: KI Assessment

[ st Deeroton
Data Gualey bt for AL s
AMEM Dimerson Dt Load
o S 1o o assessmen Tor UK K or 3 v Gl
Oata ey b for CANPAIGH tiss
Dot Gty b for G
Dsta Gualey b for Colecton and Recevery aies
Croate Cartrts
s B use o crete Assessmeres or e oo
This baich is Used for craation of Issues for 3 given MIS_DATE
Dota Gl b for Gl s

Messin value
FN_DGS_BULK_KI_ASSMNT

Batwoon

Baich Edtion £t

Component D
TRANSFCRM DATA

@
BD
3 aa ).
EEES8 | s 1100 |
(=
e
s ot

3. Select the Bulk KI Assessment batch to edit the Task definition. Pass the RUN SKEY

L€’ Financial Set

Applications | Otject Adminisiaton

Select Applications

Financial Services Data Govemance for US Regulatory Reporting v

4 T comman Tasks
+ @ 0ata Model Management
+ El unined Anaiytical Metagata
@ witadata Repart
4 B operations
Batch Maintonance
Bl Baich Execution
B Batch Scheduier
& gaten monitor
8 gatch Cancesation
KB gatcn Execution Rights
) wetadata Browser

s Data Gavernance for US Regulatory Reporting

About Oracle | Contact Us | Legal Noies  Terms Of Use  Your Pracy Rights

parameter for which user needs to perform assessment.

es Analytical Applic|

System Configuration & Icentity Manageafll

= Task Defintien

Task D Toski

[— [Favsromnpara

| = nynamic Parameters List
| Propecty
Datastors Type
Datastore Name
P Address
Fula Hama

Parameter List

» Auait Panel
Cresied By OFsaD
Last modifed by. oFsaD

Task Definition

[ne]

Buk K Assessment
Description

Vake
Eow
DsSHrD

10184 157.118
=

<l<lele

SULK_K_ASSUNT

[ome ]

Creation Dste 24 may 2018 033035

Last Moscation Date 26 0c12016 164841

US-Engish OFSAD

@
B3
=
EEES - 1210/ 108,
|
EEEE @ 1141
—— |
e
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7 Oracle Reconciliation Framework Configuration

Following steps are to be followed for configuring Reconciliation Framework Analytics v8.0.4.0.0
Dashboards and Reports after OBIEE installation (Server):
A. Preliminary Installation of Software

1. Make sure Oracle Business Intelligence (Version 11.1.1.7.1) installation is completed and
available.

2. If the OBIEE is installed in other than Windows environment, make sure that a standalone
OBIEE Client is installed in a Windows environment.

B. Modify Repository Connection Pool Settings
For Windows Server

1. Copy the Repository file from the $FIC_HOME/GLBI and place it in the Repository folder where
OBIEE is installed.

i.e.<OBIEE Install Folder>/instances/instancel/bifoundation/
OracleBIServerComponent/coreapplication_obisl/repository.
2. Select Start > Programs > Oracle Business Intelligence > Administration.

3. Select File > Open > Offline.
4. Locate the OFS GL 8.0.rpd and open.

5. Provide Repository password. The Repository password is 'weblogic123'

Set the Connection Pool Properties
6. Inthe "Physical" layer, under Database object double-click on the "Connection Pool" to update

its properties..
7. Inthe ‘General’ tab, edit / check the following entries:
8. Call Interface: Default (OCI 10g/119)
9. Update Data source name as give in the below example:

For example:
(DESCRIPTION=(ADDRESS_LIST=(ADDRESS=(PROTOCOL=TCP)(HOST=<Database IP
Address>)(PORT=<Port no>)))(CONNECT_DATA=(SID=<Database name>)))

10. Enter Database Schema user name in the User Name field.

11. Enter Database Schema password in the Password field.
12. Click 'OK' to close the window and click 'Save' to save the RPD file.
13. Click 'No' for the Global Consistency Message.

14. Close the RPD file (File / Exit).
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For Other Servers

1. Copy the Repository file from the $FIC_HOME/GLBI and place it anywhere in the local
Windows system.

2. Open the Bl Administration tool in the windows environment.

3. Select Start > Programs > Oracle Business Intelligence Enterprise Edition Plus Client>
Administration.

4. Select File > Open > Offline.

Locate the file OFS GL 8.0.rpd and open.

6. Provide Repository password. The Repository password is 'weblogic123'

o

Set the Connection Pool Properties as described above 6-14.
C. Starting Node manager and WebLogic Servers

1. Check if the Node Manager is running or not. If not then follow the below steps.

For Windows Server

1.1 Navigate to the services.

1.2 Start the Service Oracle Weblogic NodeManager.

%Oracle DE11GRZ W55 Writer Service
L Oracle Process Manager (instancel) Skarked
%Oracle WebLogic ModeManager (E_MiddelwareHome_wlserver_10.3) Started
% OracleDBConsoleDB1 1GR2

Alternatively you can start Node Manager and all the managed services from the All Programs
-> Oracle Business Intelligence-> Start Bl Services option in the start menu.

Cracle - OH105207 7500 » BI Adminiskration

= rozilla Firefox BI administration Help File

Microsoft Wisual Studio 6.0 » Zatalog Manager
A TextPad Dreinskall
Oracle - OH445532003 » Job Manager

Stark BEI Services

Cracle WeblLogic

=
=
=
L =
=
o
=

Oracle Business Inteligence Stop BI Services

Oracle Zommon Home 119 - Homel
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For Other Servers

1.1 Navigate to < OBIEE Install Folder >/ wiserver_10.3/server/bin folder.
1.2 Run the following command: ‘nohup ./startNodeManager.sh &'.
2. Check if the Weblogic AdminServer if running or not. If not then follow the below steps.

For Windows Server

2.1 Navigate to < OBIEE Install Folder >/user_projects/domains/bifoundation_domain/bin
2.2 Run the following command: startWebLogic.cmd

Note: The Weblogic Admin Server would have been already started if you had started
through the, All Programs -> Oracle Business Intelligence-> Start Bl Services option as
stated above.

For Other Servers

2.1 Navigate to < OBIEE Install Folder >/user_projects/domains/bifoundation_domain/bin
2.2 Run the following command: ‘./startWebLogic.sh’
2.3 Enter the weblogic credential defined during the installation.

2.4 Bringing up this service may take a few minutes depending on your environment, wait until
the command line stops scrolling and indicates server in RUNNING mode.

<Aug 25, 2010 10:32:06 AM CEST» <Noticer <webLogicServer: <BEA-000365:> <Server state changed to RUNNING:
chug 25, 2010 10:32:06 AM CEST> <Notice» <wWeblLogicServers c<BEA-000360> <Server started in RUNNING modes

3. Start Weblogic Managed Server (bi_serverl)

a. Log in to Fusion Middleware Control ‘ http://<hostserver name or IP>:<Port No Default is
7001>/em’ using the weblogic credentials defined during installation.

b. Under the WebLogic Domain expand the bifoundation_domain node in the navigation tree,
and select bi_cluster. Select bi_cluster, and click the WebLogic Cluster menu to the right of
it. Select the Control option from the menu, and select Start Up to start the Managed
Servers.
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45 Topology

SiFarm
v
= % Farm_bifoundation_domain
[ [ Application Deployments
= [ WebLogic Domain

= fﬂ bifoundation_domain

[# 7] Pletadata Repositories

ORACLE Enterprise Manager Fusion Middleware Control 11g

& bi_cluster @
E weblLogic Cluster v

Home

Control

Logs

Performance Summary

Port Usage

Application Deployment

4 Start Up
> Shut Down...

‘WebLogic Server Ad
Console,

c. Verify the status of the applications.

ORACLE Enterprise Manager Fusion Middlewars Control 11g Setup v
EFam~ | & Topology
B~ 1} bi_cluster® Logge]
= 58 Farm_bifoundation_domain & weblogic Cluster ~ Page Refrashad Jul 7, 2011
B3 Application Deplayments
El E@ WebLogic Domain E Summary @~ E Response and Load
=l £ bifoundation_domain 3,000
5l adminserver General B To configure and manage this YT
= g bi eustar! Cluster Address {EoLogic Cluster, Lse the Crace '
&5 bi_servert Cluster Sroadcast Channel dlestacic Server Administraten ks
1 B3 Business Inteligence Session Replcation Type  (None) a
[B] coreapplication Defauit Lozd Algorithm Round Robin
(3 Metadata Repositories Cluster Messaging Mode Unicast
Salcaiovments LA 0341 0943 0345 0%47  0a4e  0wS1 0953 09
o @ Juy 07 2011
ety Reduest Bean ‘
Hame Status  Target Seacone Processing  Accesses — Request Processing Time (ns) = Requests (Der minute)
Time {ms) {per minute)
3 Internal Applcations ]
2 8, analytics(11.1.1) £ bi_custer 1 303 0.00 B Servers
@ analytics| i bi_server1 1 2 0.00  Search @
= &, bilocalads & bi_cluster 0 [ 0.00 Active  Request
i @ bilocaladmin(11.1.1) & bi_server1 0 o 0.0 Mame A7 Status Host Listen Part e F‘ﬁ::iﬁg A
B & bimiddienare(11,1,1) T bi_cluster 0 13 000 H b servert o REV-OVS... 8704 1 a3
@ bimiddleware(11.1.. 4 bi_server1 0 50 0.00
<
E &, bioffice(11. 1. () bi_cluster 0 o 0.00
@ bioffice(11.1.1) 4 bi_server1 0 o 0.00
B &, biofficedient(: [e) bi_dluster 0 0 0.00
<@ bi_serverl [ ) 0.00
& bi_cluster 0 o 0.00
L8 bi_server1 0 0 0.00
a bi_duster 0 o 0.00
& bi_server1 0 0 0.00
[ bi_cluster 0 o 0.00
T bi_servert [ o 0.00
[} bi_dluster 0 0 0.00
(8 bi_server1 0 o 0.00
T bi_duster [} o 0.00
& bi_server1 0 0 0.00

Deployment

Deploy RPD file.

1.1 Log in to Fusion Middleware Control ’http://<hostserver name or IP>:<Port No Default is
7001>/em’ using the weblogic credentials defined during installation.

1.2 Go to Business Intelligence folder > coreapplication> Deployment and click on Lock and Edit

Configuration.
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ORACLE Enterprise Manager Fusion Middleware Control 11g
H3Farm~ | & Topology

[ER coreapplication ®

[E! &% Farm_bifoundation_domain (@] Business Inteligence Instance +

3 Application Deployments
& 3 webLogic Domain

Change Center: || 4 Lock and Edit Configuration

B ] bifoundation_domain
Bl Adminserver Overview | CapacTy TeTa0emenT T DE0oRTE urit ploy
=4 %—““5‘5‘ Presentation | Repository | Scheduer  Marketing
bi_serverl

o]

[ 3 Business Inteligence

(3] ‘coreapplication

This section shows the current installed RPD. You can use this section to configure & shared RPD location.
= DefaultRPD pftbiS111g BI0002

BI Server Repository

Upload BI Server Repository

Target Mawigation Tree

Ll

Presentation Service Repository

Catalog Location  SORACLE_INSTANCE hifoundation/OradeBIPresentationServicesCompanent/SCOMPONENT_NAMEfcatalog/PFTEIS111G

Use this section to upload a new RPD and its password to your BI Server domain. You may also use this section to re-enter the password if a mistake was made on a previ

This section shows the current lacation of presentation repesitary for the presentation services. fou can use this section to change the repositary location and peint ta sh

1.3 In the Upload BI Server Repository click on Browse and locate the folder where the new OFS

GL 8.0.RPD which has to be deployed is present.
1.4 Now put the existing RPD Password. Then Apply > Activate Changes.

1.5 You can see the new Default RPD as the OFSGL3_BI0008.0

coreapplication ®
[@] Business Intelligence Instance »

Change Center: E tivate Changes % Relezse Configuration

Overview | Capacity Management | Diagnostics | Security Deployment

Presentation | Repository | Scheduler  Marketing  Mai

BI Server Repository

This section shows the current installed RPYP. You can use this section to configure a shared RPD location.
DefautRPD  pfthiS1tig BIO0D2

[ share Repository

Upload BI Server Repository

Use this section to upload a new RPD and its password to your BI Server domain, You may also use this section to re-enter the password if a mistake was made on a previous upload,

Repository File

Repository Password | essess

Confirm Password | wessne

Logged in as weblogi

Page Refreshed Jul 7, 2011 10:07:3

7 am1st 0]

@

Apply

1.6 Restart the Bl Server as mentioned in section E.

1.7 Modify the NQSConfig.INI file to incorporate User Roles and Group Id changes in case any

GUID related error occurs. The location is

< OBIEE Install Folder>

/instances/instancel/config/OracleBlServerComponent/coreapplication_obis1
Change the FMW_UPDATE_ROLE_AND_USER_REF_GUIDS to YES.
Example: FMW_UPDATE_ROLE_AND_USER_REF_GUIDS = YES;

1.8 After modifying the file, restart the Bl services again to remove the above error.
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2. Deploy Web Catalog.
2.1 Copy the GL_Recon_8.0.catolog file from $FIC_HOME/GLBI folder.

2.2 Navigate to Business Intelligence folder > coreapplication> Deployment and check for the
Catalog name. Change to GL then apply and activate changes. This will create a new empty
catalog with the name given.

Example:
$ORACLE_INSTANCE/bifoundation/OracleBIPresentationServicesComponent/SCOMPONE
NT_NAME/catalog/GL

'$ORACLE_INSTANCE bifoundation/OradeBIPresentationServicesComponen
This section shows the current location of the catalog used by Presentation Services. Use this section to change the location of the catalog) gCOMPONENT_NAME/catalog',

Catalog Location  DRACLE_INSTANCE jbifoundation/CradeBIPresentationServicesComponent/SCOMPONENT_NAME catalog/GL|

BI Presentation Catalog J Acceptable syntax ist *fnet/machine fdisk3/sharedcatalogdata’ or:

2.3 Navigate to Catalog Manager. Open the newly created catalog. File -> Open Catalog.

2.4 Open the catalog offline -> Browse to the catalog path. Click OK.

[ E Open Cataleg Iﬁw

Type: ’Gf'ﬂine -

Path: t'.coreapplication_obipsltcatalogh GL R SRR -

weblogic

Englizh (English)

[] Read-Only

QK ] [ Cancel

AC—

2.5 Now navigate to the /shared folder in the catalog manager and unarchive by selecting the path
where the GL_Recon_8.0.catolog was present. Then press ok.
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Edit Wiew Tools Help

Oracle Busineszs Intelligence Catalog Manager - CVOBIEE11118\instances\instance2\bifoundati
File

Yy Open Catalog Ctrl+ 0O
[#] Close Catalog =
“ Search ehared
Explore
[E] Archive... Ctrl+ Shift+ C lame
[Z] uUnarchive... Ctrl+ Shift+V
B Exit Alt+Fd
© ™
[=] Unarchive Catalog ‘ ﬁ
Archive File Path
D:\Work GL_Recon_8.0.catalog -
8] ] ’ Cancel ]

E Unarchive Catalog

Operation done!

2.6 Verify that the GL folder appears under /shared folder.
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i ey I ; o, [ y =),
[=] Oracle Business Intelligence Catalog Manager - hitp://vinasath-in.in.oracle.com:7001/analytics/zaw.dll - Logged in as:weblog e = ||

File Edit View Tools Help
34 | Co @ | a8 E

2 Tree 52 = = Tableys2 = =
[ Cataleg Root —
1 Shared Folders /shared halfll "=
[C3 Systemn Folders

Mame Type Owner My Permis...  Attributes Date Crea
) User Folders

) Analytical Applications Recon ... Folder Systerm Ac...  Full Control Jan 14, 20
1) Components Folder BI Adminis... Full Control Sep 2, 201

(o GL Recon 2.5 Folder System Ac...  Full Control Now 38, 3
1 GL Spec Folder System Ac...  Full Control Jan 14, 20
[ prompts Folder System Ac...  Full Control Jan 14, 20

1 sales Folder weblogic Full Control Jan 3, 201
) Sample Lite Folder BI Adminis... Full Control Dec 6, 201

2.7 Once the Unarchive is done. Restart the Bl Presentation Services (see section E) to apply the
change.

2.8 Modify the instanceconfig.xml file in case of any GUID error related to the Bl Presentation
Server to instruct Presentation Services to refresh GUIDs on restart.

The location of instanceconfig.xml file is < OBIEE |Install Folder>
/instances/instancel/config/OracleBlPresentationServicesComponent/coreapplication_obips1
Edit the file to add the line <UpdateAccountGUIDs>UpdateAndExit</UpdateAccountGUIDs>
and restart the Bl presentation services once again.

2.9 Note that the steps mentioned above will force the Bl Presentation Services to shut down after
updating the Account GUIDS.

In that case, go to instanceconfig.xml file and revert back the changes made i.e. remove the
line <UpdateAccountGUIDs>UpdateAndExit</UpdateAccountGUIDs> from the
instanceconfig.xml file and restart the services again.

E. Starting the Analytics services

The Oracle Business Intelligence system components can start in any of the following manner.

1. Through OPMN controller

For Windows Server

1.1 Open a command prompt, navigate to <OBIEE Install Folder>/instances/instancel/bin
1.2 Run the ‘opmnctl startall command.

For Other Servers

a. Navigate to < OBIEE Install Folder > /instances/instancel/bin
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b. Run the command ‘. Jopmncitl startall’

c. Check the status by running the command ‘. /opmnctl status’

2. Through Enterprise Manager

_________ o

pid |

a. Login to the EM administration screen using the url ’http://<hostserver name or IP>:<Port No

Default is 7001>/em’

b. Expand 'Business Intelligence' node on the left and choose Core application.

c. Navigate to Capacity management > Availability.

d. Click on the necessary buttons to start and stop the services.

coreapplication®
Business Inteligence Instance »

Change pend E’ e

Owerview Capacity Management

Metrics | Awvailability | Scalability

iabi

Piagnostics

Performance

% Release Configuration

Security

Deployment

Dstart Al CJStopal [ Restart Al

[ Start Selected

0 Stop Selected

[ Restart Selected

Name Status

El Hé BI Presentation Servers
ClJ coreapplication_obips1

] ﬁ BI Servers

[ E}"%BI Schedulers

[ H‘g BI Cluster Controllers

] H'g BI JavaHosts

(==l = = =y =

Host

REV-OVS-X13.i-flex.com

Port Orade Instance Note

9710 instancel

3. In case of any problems check for the log files present in the respective diagnostic folders of
analytics server that is, <OBIEE Install Folder>/instances/instancel/diagnostics/logs.
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F. Testing the Analytics reports

1. Log in to ‘http:// <host server name or IP>:<Port No default is 7001>/analytics/saw.dlI?Dashboard’
using your Administrator credentials created during platform install.

2. Check for the reports availability.

In case of any problems, check for the log files present in the respective diagnostic folders of
analytics server, that is, <OBIEE Install Folder>/instances/instancel/diagnostics/logs.
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8 Deploying Data Management Application Pack Analytics

This chapter includes the following sections:

e Managing OBIEE Activities

e Deploying Data Management Application Pack Analytics

8.1 Managing OBIEE Activities

This section covers following topics:

e Installing OBIEE Server

e Installing OBIEE Windows Administration Client

e Disabling the Cache Feature in OBIEE Server

8.1.1 Installing OBIEE Server

To install Oracle Business Intelligence Enterprise Edition (OBIEE) server, refer to Oracle Fusion
Middleware Installation Guide for Oracle Business Intelligencellg Release 1 (11.1.1.9.0). After
installing Oracle Business Intelligence Enterprise Edition (OBIEE) server, get the Enterprise
Manager URL, username, password, and OBIEE installed directory from the System Administrator.

8.1.2 Installing OBIEE Windows Administration Client

To install OBIEE repository administration client for Windows machine, refer to Oracle® Fusion
Middleware Installation Guide for Oracle Business Intelligencellg Release 1 (11.1.1.9.0).
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8.1.3 Disabling the Cache Feature in OBIEE Server

Login to Enterprise Manager, and perform the following steps:

1. Click Business Intelligence directory from left hand side menu and select coreapplication.

CRIACLE Lramapring Mareger 1197 e ot s (oo

Plrwme & Twrwoe
0 - & owrvppdiation a

)8 e wigae oW .

e e

T —.

Select Capacity Management tab.

Select Performance sub tab.

Click Lock and Edit Configuration tab.

Uncheck the Cache Enabled option to disable the cache.
Click Apply - Activate Changes.

Select Yes when prompted.

Click Restart to apply recent changes.

© N o gk wd

8.2 Deploying Data Management Application Pack Analytics

Perform the following steps to deploy Analytic Reports:

1. Stop Oracle Process Manager and Notification Server (OPMN) services by executing the

following command:

<OBIEE Installed Directory>/instances/instancel/bin

./opmnctl stopall

2. Copy DGS.rpdfrom $SFIC HOME/DGSBI of Web layer to windows machine where the OBIEE

windows administration client is installed.

3. Perform the following steps to change the default password for the repository:

a. Open the repository using OBIEE Windows administration client.
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e R N N R e

@ DGS.rpd

Recent Places

Desktop

LiBraries

Network

<

3/3/2017 1:00 PM

File name:

Files of type:

RPD File

|DGS pd

IRepository Files (*.rpd)

c. The OBIEE Windows Administration Client to enter Repository Default Password is

displayed.
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Repository Password:

d. Enter default repository password as password123.

e. Click File menu, select Change Password.

Edit View Manage Tools Diagram Window Help

New Repository... Ctrl+N
Open

Multiuser >
Source Control >
Close

Save Ctrl+S
Save As 3
Copy As >

Change Password...

Print Preview..,
Print

Import Metadata...
Compare...

Turh off Compare Mode

Merge...

Check Global Consistency Ctrl+K

Check Models »

1DGS.rpd
2 Di\Sree\..\1/02201\DGS.rpd
3 D:\Sre€\...\08022017\DGS.rpd

4 D:\Sre€\...\06022017_1\DGS.rpd

Exit

}ai@mww@@xa&%%\x\

Business Model and Mapping

=@ DGS

Change repository password

4. Enter the new password. Click OK.
5. Perform the following steps to configure connection pool of repository:
a. Select Manage - Variables from the menu.
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18] Oracle BI Administra

File Edit View BUSUEREE Tools Diagram  Window Help

e L5 S

= el R ke

Presentation ';&—Pi“g Physical

@ DataGoven  Clusters in =B DGS

||| =@ Data Goven Identity... &) Connection Pool

#-@ DataGoven . @ Intiglization Blocks
- @ Data Govt le &% AQM2_DGSATM
=@ DataGov:J lity @ && DGSREPORT
[ Data Gov Projects... lity and Profile

- @ Data Govt Marketing... Actions

[ Data Govem % ators

i @ Data Govemance Studio - Process Monitoring

2] @ Data Govemance Studio - Reports

Edit repository variables | INUM )
b. Select static variables under the Repository section.
ot I - Sl
File Edit iew Manage Tools Diagram Window Help
NewweBA|RE0|A Rl VARG BEW|%|
— — ical
-3 3 DGS
(| @ Data Govemance Studio - &, Connection Pool
| - Data Govemance Studio - @ Initialization Blocks
@ Data Govemance Studio - T;‘E | Name -y AQM2_DGSATM
() Data Govemance Studi @3 Inttalization Blo. [ T%) Variable s51 #- &% DGSREPORT
@ Data Govemance Studio -D/| = =-[?] Variables (%), Variable LE
#- @) Data Govemance Studi (%) Dynamic | (3} e ATOMIC_SCHEMA
(@ Data Govemance Studio - Kijl [?] Static T\ /risble NS
S g gala Govemance :tuzo E =38 ?essllm » (3, Variable INFODOM
) ata Govemance Studio - Rif I % \;:,I‘: zlzt;cn Blo. (2, Variable SEGMENT
=t [ .
g [$ System E'V?Tla.blev USR_LOCALE
“& Sec... »  Initialization Block Source System
1) Non-Syst.. | - Intialization Block Legal Entity
Rilaon 3 Intialization Block Infodom
3 Initialization Block Segment
&3 Inttalization Block Usr_Locale
| For Help, press F1
For Help, press F1 [ INUM | Z
L SiE T i -

Initializer section. Save the changes.

e. Inthe Physical section, expand DGS directory.

Select the variable SCHEMA and enter the schema name within single quotes under the
Default Initializer section. Save the changes.

Select the variable TNS and enter the TNS details within single quotes under the Default
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File Edit Miew

loesssas wom

lo|

Tools Diagram \Wing

Data Govemance Studio - Attestation
@ Data Govemance Studio - CDE
@ Data Govemance Studio - Controls
@ Data Govemance Studio - Data Profile
I @ Data Govemance Studio - Data Quality

Name: |Conneﬁion Pool

Physical

Call interface: | Defaut (OCI 10g/11g)
Maximum connections: m

™ Require fully qualfied table names
[VALUEOF(TNS)

Data source name:

=-@ DGS
&) Connection Pool
@, Intialization Blocks
4§ AQM2_DGSATM
& DGSREPORT

Data Govemance Studio - Data Quality and Profile
Data Govemance Studio - Issues and Actions

@
@
(@ Data Govemance Studio - Key Indicators
@
@

[V Shared logon

User name: [VALUEOFATOMIC_SCF  Password: [sevssessees
¥ Enable connection pooling

l Timeout: I5
IV Use multithreaded connections
IV Parameters supported

Data Govemance Studio - Process Monitoring
Data Govemance Studio - Reports

Ivninmes) ;I

Isolation level: | Defautt
Description:

Connection Pool "DGS"."Connection Pool”

oK Cancel | Heb |

[ Nm[
f. Double-click Connection Pool to open the Connection Pool Properties window.

g. Enter atomic schema user password in Password text box.

h. Click OK.

s P = = =ne -
[E) Oracle BI Administration Tool - DGS.rpd [ ‘w’m Pool - mwmm o | @)% iil
le Edit View Mensge Tools Diagram Winkl Generl | Connection Scipts | XML | Wite Back | Miscelancous |
i”nﬁ@@ A5 KEn |2 g
T Name:  [Connection Pool Pemissi
|| Presentation | Physical
# ) Data Govemance Studio - Aftestation Callinterface: | Defaut (OCI 10g/11g) ~| =8 DGs
o2} @ Data Govemance Studio - CDE Mai o 0= a Connection Pool
@ Data Govemance Studio - Controls SN COmpRtions: = (B Inttialization Blocks
lfﬁ Data Govemance Studio - Data Profile ™ Require fully qualfied table names -ty AQM2_DGSATM
@ Data Govemance Studio - Data Quality 5 &% DGSREPORT
(@ Data Govemance Studio - Data Qualty and Profile Dt e |VALUEOF(TNS}
(@ Data Govemance Studio - Issues and Actions [V Shared logon
[ @ Data Govemance Studio - Key Indicators 3 Y
15 @ Dots Govarmarice S - Process Motk User name: [VALUEOFATOMIC_SCt Password: [seessecesse
1+ @ Data Govemance Studio - Reports
Connection Pool "DGS"."Connection Pool" i; 0K Cancel | Help Jﬁ' | NUM /
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.
j.

Double-click Initialization Blocks to open the Connection Pool window.
Enter atomic schema password in Password text box.

k. Click OK.
'[&] Oracle Bl Administration Tool - DGS.pd | nnection Pox ——c X 3L K
Ble kdis ege Tooks Disgram Willll General | Connection Scrpts | XML | Wite Back | Miscelansous |
IJJD@@@ A8 KEnE|A|]
Name: Pemissi
Presentation —] Physical
l @ Data Govemance Studio - Attestation Call interface: | Defautt (0C1 109/11g) ~| =8 DGS
& @ Data Govemance Studio - CDE 2 i l—EA m Connection Pool
([ Data Govemance Studio - Controls Maan comnectons: 10 @ Intialization Blocks
#- @ Data Govemance Studio - Data Profile I~ Require fully qualfiied table names &4 AQM2_DGSATM
(@ Data Govemance Studio - Data Quality 5 # <& DGSREPORT
& @ Data Govemance Studio - Data Quality and Profile Ugamottee e |VALUE0F(TNS)
& @ Data Govemance Studio - Issues and Actions V¥ Shared logon
S0 Deta Govemance Siido ey lodcdors Username: [VALUEOFATOMIC_SCF  Password: [ssssssessss
& @ Data Govemance Studio - Process Monitoring
- [@ Data Govemance Studio - Reports V' Enable connection pooling
Timeout: |5 |¢n1nl.nes) ll
V' Use multithreaded connections
V¥ Parameters supported
Isolation level: | Defautt ~|
Description:
G ction Pool "DGS"."Ci ction Pool" NUM
onnection Pool onnection Pool 0K | Cancel | Help r

6. Click File menu and then click Save.

0N Edit View Manage Tools Diagram Window Help

Change Password...

Print Preview.

Print

Import Metadata...

Compare...

Turn off Compare Mode

Merge...

Check Global Consistency Ctrl+K
Check Models >

Check Out All

Ch

riges

Un: | Cha

1DGS.rpd

2 D:\Sree\..\17022017\DGS.rpd

3 D:\Sree\...\08022017\DGS.rpd

4 D:\Sree\..\06022017_1\DGS.rpd

Exit

New Repository... Ctrl+N E ‘@ i W) ORI R igg l
Open 3

Multiuser > Business Model and Mapping
Source Control > m DGS

Close

Save As >

Copy As > tofie

=B DGS
7Y Connection Podl
&) Intialization Blocks
& AQM2_DGSATM
4% DGSREPORT

Save the active repository
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7. Click Yes on the pop-up message Do you want to check global consistency?

E Oracle BI Administration Tool - DGS.rpd

j 0 .4 sssasEmss W =T=Ts T

(@ Data Govemance Studio - Controls
-3 Data Govemance Studio - Data Profile
@ Data Govemance Studio - Data Qualty &% DGSREPORT
@ Data Govemance Studio - Data Quality and Profile
+- [ Data Govemance Studio - Issues and Actions

] @ Data Govemance Studio - Key Indicators = R

- [() Data Govemance Studio - Process Monitoring Oracle BI Administration Tool
+- @ Data Govemance Studio - Reports

File Edit View Manage Taols Diagram W He —

laR= maaa\amn B Rl vEaa ks

Presentation Business Model and Mapping Physical

# ﬁi Data Govemance Studio - Attestation # i; DGS =-E DGS
(@ Data Govemance Studio - CDE

@, Connection Pool
@ Intialization Blocks I
& AQM2_DGSATM

Cancel

||
[For Help, press F1

8. Click OK, on the pop-up message Consistency check didn’t find any errors, warning or best

practices violations.

NOTE: Warnings on consistency check can be ignored.

IV Errors (0) ™ Warnings (35)

"?::3* | Object Type I Object Izrmruo.[ Error Description

I™ Show Qualified Name ~ Objects... Stats Save fis Check All Objects Edit GoTo Cop!

A Global Consistency Check was performed. 0 Error(s) (0 shown), 35 Warning(s) (0 shown), and 0 Best Practice violations(s) (0 shown) found.

For Help, press F1
& = =

9.

Copy DGS.catalog file from <FIC HOME>/DGSBI of Web layer to your local machine.

10. Login to Enterprise Manager. Click Business Intelligence directory at LHS. Select

coreapplication and then click Deployment tab.
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Setup ~ Help ~ Log Oyl

11. Click Repository tab.
ORACLE Enterprise Manager 11g Fusion Middieware Control
4 coreapplication @ Logged in a5 weblogic
E Page Refreshed Mar 16, 2017 2:58:12 M 157 O
)

a-
V [ Farm_bifoundaton_domain Business Inteligence Instance v

&\ Restart to apply recent changes

& (13 Appicaton Deployments
= (2 WebLogc Domain Change Center: | 3 Lock and Edit Configuration
7 (23 Business Inteligence
@ it Overview Avalabilty Capacity Management Diagnostics Seaunty Deployment
Presentation Repository Scheduer Marketing wail
Apoly

&> [ Metadata Repositories
BI Server Repository
This section shows the current installed RPD. You can use ths section to configure a shared RPD location

Defauit RPD DGS_BIl

RPD Pubishing Directory

Upload BI Server Repository
Use this section to upload & new RPD and its password to your BI Server domain. You may also use this section to re-enter the password if a mistake was made on a previous upload.

BI Presentation Catalog

This section shows the current location of the catalog used by Presentation Services. Use this section to change the location of the catalog, or to share the catalog by pointing to a shared location
Component ¥ a

Jifound: acleB

(OBIEES.

Catalog Location

Setip v Hep v LogOut

displayed.
ORACLE Enterprise Manager 11g Fusion Middieware Control
< coreapplication @ Logged in as weblogic
Page Refreshed Mar 16, 2017 2:58:12 M 15T 02
@

12. Click Lock and Edit Configuration. The Lock and Edit Configuration Confirmation window is

E -
¥ [ Farm_bifoundation_domain () Busness Inteligence Instance ~
& (23 Application Deployments
& (23 Weblogic Domain Change Center: | Lock and Edit Configuration | ) Restart to apply recent changes
¥ () Busness Inteligence
(3] coreapplication Overview Avaiabiity Capacity Management Dagnostics Security Deployment
-@ Repository Scheduer Marketing Mai
Aoply

BI Server Repository
This section shows the current mstaled RPD. You can use this section to configure 3 shared RPD location,

Default RFD DGS_BIO0S1

ung Directory
Upload BI Server Repository [@ confirmation
Use ths section to pload 8 new RPD and s pessWord 18 |y . it Configuration - Completed Successfully us upload.
Done
Close

BI Presentation Catalog
A oG

This secton shows the current locaton of the catalog used by Presentation Services. Use this section to change the location of the catalog, or to share the catalog by pomting to 3 shared location.

JOBIEES,

13. Click Close.
14. In Upload BI Server Repository section, browse the DGS.rpd file from Windows machine.
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ORACLE Enterprise Manager 11g Fusion iddievare Conirol
]

B Fam v

Setup + Help ~ LogOut
2 -

4 coreapplication @ Logged in as weblogic
7 [§ Farm _bifoundation_domain (2] Business Inteligence Instance ~
> (3 Application Deployments
& 23 Weblogic Doman Change Center: | [ Actvate Changes
7 (23 Busness Inteligence
) corcappiication] Overview Availabiity
= 23 Metadata Repositories

Page Refreshed Mar 16, 2017 2:58:12 M 15T 03
@y Release Configuration ) Restart to apply recent changes

@

Capacity Mansgement  Diagnostics Seaurity Deployment

Presentation Repository Scheduler Marketing Mai
BI Server Repository

This section shows the current installed RPD. You can use ths secton to configure a shared RFD location

utRPD DGS_BIOS

[Clshare Repository

Upload BI Server Repository

" to upload a new RPD and Its password to your BI Server domain. You may aiso use this section to re-enter the pas

DGS.pd _ Update...

sssword If a mistake was made on a previous upload.

BI Presentation Catalog
This section shows the current location of the catalog used by Presentation Services. Use this section to change the location of the catalog, or to share the catalog by pointing to a shared location.

n | fscratchjorade/OBIEES. 0/instances instance 1 bifoundation/OradieET

cesComponent, ypication_obips1/ca

15.

Enter the new repository password in Repository Password and Confirm Password.
16.

In Bl Presentation Catalog section, provide the Catalog Location as
<OBIEE Installed Directory>/instances/instancel/bifoundation/

OracleBIPresentationServicesComponent/coreapplication obipsl/
catalog/DGS

17. Click Apply.

18. Click Activate Changes. An Activate Changes Confirmation window is displayed.

ORACLE Enterprise Manager 11g Fusion Middieware Control
B ram~

=] 4} coreapplication @ Logged n 3 weblogic
7 8 Farm_bifoundaton_domain (5] Busness Inteligence Instance = A
> (23 Appication Deployments
1> [ WebLogi Domain
7 [ Busiess Inteligence
> (33 Metadata Reposiories

Setup v Help v Log Out

Page Refreshed Mar 16, 2017 2:58:
Change Center:

[ Activate Changes | % Release Configuration (), Restart to apply recent changes

Avaiabity Capacity Management Diagnostics Seauity Deployment

Presentation Repository Scheduer Marketing Mail

BI Server Repository

current nstalled RPD. You can se this secton to configure a shared RED ocaton

Share Reposi

0 Publishing Directory

Upload BI Server Repository [& confirmation

Use this section to upload & new RPD and its password 0. Activate Changes - Completed Successfully us upload,

oy Fle || Browse... | No fle selected
Done

_cose |

BI Presentation Catalog
This section sh

nt location of the catalog used by Presentation Services. Use this section to change the locaton of the catalog, or to share the catalog by ponting to a shared location.

tch/or acle /OBTEES, 0/instances instance

ServicesCt creappication_chips 1/ca

19. Click Close.
20. Click Restart to apply recent changes.

You will notice a new catalog folder with the name DGS is created at the location <OBIEE

Installed Directory>/instances/instancel/bifoundation/Oracle

BIPresentationServicesComponent/coreapplication obipsl/catalog/
21. Select Catalog Manager to connect to the new catalog.
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TT=] Oracle Business Intelligence Catalog Manager. . - d = — = A )
e - - — i
File Edit View Tools Help |
ROm| DB e
2 Tree &2 I = H
i 1 —
7]
My Permis...  Attributes Size
tin.oracle.com:9704/analytics/saw.dll ~ [ Browse... |
User: weblogic v
Password: eeessssssse
Locale: English (English) ~
[T] View Only Mode
22.
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File Edit View Tools Help

T HNED Qe =

4[] Catalog Root
[ Shared Folders| /shared . m

(2 System Folders

3 User Fold Name Type Owner My Permis...  Attributes Size
ser Folders

23. Select File and then Unarchive from the drop down.
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E Oracle Business Intelligence Catall

/,wthOaIt.in.oracle.com:WWana'lyﬁcs/"saw.dTl ic C=REef X Y

[(File] Edit View Tools Help

=y Open Catalog Ctrl+0 ‘

[%] Close Catalog =0 Eg:g Table &2 “oi
Search ‘

& o /shared v
xplore

& | Archive-. Ctrl+Shift+ C Name Type Owner My Permis... Attributes Size

[Z] Unarchive... Ctrl+Shift+V

M Exit Alt+F4

24. When prompted, click Browse and select the saved DGS.catalog file on your local machine.
25. The RPD and catalog are deployed and the application is ready to view the reports.

8.3 Updating Server Specific Parameters

This feature is used in the dashboards where in the user navigates from OBIEE dashboard links to
OFSAA application. For Example: Create a new issue

1. Insert/update the columns of the table obiee_parameters in atomic schema with the
appropriate values.

INFODOM <INFODOM>
SEGMENT <SEGMENT>
LOCALE <LOCALE>

8.4 Alias Configuration

This configuration is required to successfully navigate from a report to a dashboard page while
filtering the data in the all the reports on that page. This functionality is used in various reports
across the DGR dashboards.
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1. Navigate to
<MIDDLEWARE HOME>/user projects/domains/bifoundation domain/

config/fmwconfig/biinstances/coreapplication directory.

2. Locate the ActionFrameworkConfig.xml file. Take a backup so that any unwanted
changes to the file can be reverted to the original state.

3. Open the file for editing. Locate the </aliases> tag and replace it with the following XML
code:

<aliases>

<location-alias>

<alias>actionsrv</alias>
<actual>http://<hostname>:<port number> </actual>
</location-alias>

<location-alias>

<alias>biserver</alias>

<actual>http://
<hostname>:<port number>/analytics/saw.dl1?WSDL</actual>

<alias>app url</alias>
<actual><OFSAA APP URL></actual>
</location-alias>

</aliases>

For Example:

<actual>http://10.184.155.80:15520/DGSGL</actual>

NOTE: The <hostname>, <port_number>and <OFSAA_APP_URL> must be replaced with
server specific values.

4. Save the file.
5. Restart the OPMN and Managed Servers.
8.5 Starting Node Manager and WebLogic Servers

Check if the Node Manager is running or not. If not then perform the following steps.
For Windows Server

2. Navigate to Services.

3. Start Service Oracle WebLogic NodeManager.
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%Oracle DE11GRE Y35 \Writer Service
™ 0racle Process Manager (instancel)
%Oracle WiehLogic ModeManager (E_MiddelwareHome_wlserver _10.3) Started
8 OracleDBConsoleDB1 1GRZ

Skarted

4. Alternatively you can start Node Manager and all the managed services from the All
Programs - Oracle Business Intelligence = Start Bl Services option in the start
menu.

Cracle - OH1052077500 BEI Adminisktration

Mogzilla Firefox BI Adminisktration Help File
Microsoft Wisual Studio 6.0 Cakalog Manager
TextPad Deinstall

Cracle - OH445592003 Job Manager

Cracle weblLogic Skark BI Services

Cracle Business Intelligence Skop BI Services

I ©racle Cormmon Home 119 - Homel

For Other Servers

1. Navigate to <OBIEE Install Directory>/ wilserver_10.3/server/bin directory.
2. Run the following command:

nohup ./startNodeManager.sh &

tail -f nohup.out

3. Bringing up this service may take a few minutes depending on your environment, wait
until the command line stops scrolling and indicates INFO: Secure socket listener
started on port <port_no>.

4. Check if the WebLogic Admin Server is running. If not, then follow the below steps.

For Windows Server

1. Navigate to <OBIEE Install Directory>/user_projects/domains/bifoundation_domain
/bin directory.

2. Run the following command:

startWebLogic.cmd

NOTE: The WebLogic Admin Server would have been already started if you had started
through the, All Programs - Oracle Business Intelligence - Start Bl Services
as stated above.
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For Other Servers

1.

Navigate to <OBIEE Install Directory>/user_projects/domains/bifoundation_domain
/bin directory.

Run the following command:

nohup ./startWebLogic.sh &

Enter the WebLogic credential defined during the installation.
Execute the following command:

tail -f nohup.out

Bringing up this service may take a few minutes depending on your environment, wait
until the command line stops scrolling and indicates Server started in RUNNING mode.

cAug 25, 2010 10:32:06 AM CEST» <Notice» <WeblLoaicServer> c¢BEA-000365» <Server state changed to RUNNING:
cAug 25, 2010 10:32:06 AM CEST» <Notice» <WeblogicServers ¢BEA-D00360> <Server started in RUNNING modes:

Start WebLogic Managed Server (bi_serverl)

Log in to Fusion Middleware Control ‘ http://<hostserver name or IP>:<Port No Default
is 7001>/em’ using the WebLogic credentials defined during installation.

Under the WebLogic domain expand the bifoundation_domain node in the navigation
tree, and select bi_cluster. Click the WebLogic Cluster menu to the right of it. Select
Control from the menu, and select Start Up to start the Managed Servers.

ORACLE Enterprise Manager Fusion Middleware Control 11g
HiFarmy | 4 Topology
v & bi_cluster®
= 5} Farm_bifoundation_domain E weblLogic Cluster v
[# | 7] Application Deployments Home
= [ WebLogic Domain
=& :ﬂ bifoundation_domain Cokec 3
g] AdminServer oo AR,
o 8 bidester] Logs > Shut Down...
5]_b|sz;,rverl WebLogic Server Ad
: & Console,
[ [ Bysiness Intelligence Performance Summary
[# [ Metadata Repositories Port Usage
l Application Deployment >
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C.

Verify the status of the applications.

ORACLE Enterprise Manager rusion Middiewars Gonol 113

Setup -
Effarm~ | & Topology
B~ 1 bi_cluster @ Leges]
= 58 Farm _bifoundation_domain B weblogic Cluster ~ Page Refrashad Jul 7, 2011
[ Applization Depioyments
2 £3 Weblogic Domain E Summary @~ E Response and Load
&l £ bifoundation_domain 3,000
&5l Adminserver General Ef To configure and manage this S
© H ileksia] s ueblogic Cluster, use the Orale ! ‘/\f
. Weblogic Server Administration 1,000
& bi_server1 Cluster Broadc: nnel =
1 [ Business Inteligence Session Replcation Type  (None) o
[B] coreapplication Defauit Lozd Algorithm Round Robin
[ Metsdats Repositories Cluster Messaging Mode Unicast
Salepiognents e [T 09:43 08:45 0947 0249 [i=23) 09:53 0g
P @ July 07 2011
o Request Bean ‘
Hame Status  Target e Processing  Accesses — Request Processing Time (ns) = Requests (Der minute)
Time {ms) {per minute)
3 Internal Applcations ]
2 8, analytics(11.1.1) [ bi_cluster 1 303 0.00 B Servers
@ analytics(11.1.1) < bi_server1 1 42 0.00  Search @
B &, bilocaladmin(11.1.1) < bi_cluster 0 [ 0.00 Active  Request
q @ bilocaladnin G biserven o o oon  MNeme A< Sttus  Host Listen Part Sesaans  Processng
B &, bimiddieware(1 T bi_cluster 0 119 0.00 b servert o REV-OVS...| 970% 1 a3
@ bimiddleware(11.1.. 4 bi_server1 0 s0 0.00
<
E B bioffice(11.1.1) (%) bi_cluster 0 [ 0.00
@ bioffice (11 < bi_server1 0 o 0.00
B 8, biofficedient(11. 1. G bi_duster 0 o 0.00
@, biofficedient(11. [ bi_serverl 0 o
2 8, bipublisher(11. 1. 1. 4 bi_duster 0 o
@ bipublisi Ee) bi_server1 0 o
2 8, bisearch(l o bi_duster i o
@ bisearch(11.1.1) & bi_server1 0 o
= 5, essape Ee) bi_duster 0 0
@) ESSAPP < bi_server1 0 o
B 8, mapuiewer (e bi_cluster 0 0
@) mapuie Er) bi_server1 0 o
B &, OracleRTD! < bi_duster 0 o
@) OracieRTD(: < bi_server1 0 0

5. Through Enterprise Manager:

a. Login to the EM Administration screen using the URL

’http://<hostserver name or IP>:<Port No Default is 7001>/em’
Expand Business Intelligence node on the left pane and select coreapplication.
c. Navigate to Capacity Management = Availability.

d. Click on the necessary buttons to start and stop the services.

coreapplication @
@ Business Inteligence Instance «

Change e D et % Release Configuration
Owverview Capacity Management | [Disgnostice | Security | Deployment
Metrics | Availability | Scalability  Performance
@start Al @Stop Al @ Restart Al [ Start Selected [ Stop Selected [ Restart Selected
MName Status  |Host Port Orade Instance Motz

=] @ BI Presentation Servers
ﬁ coreapplication_obips1

BT Servers

81 Schedulers

2 BT Cluster Cantrollers

EFE BT Javatosts

REV-OVS-X13.i-flex.com 9710 instancel

(=pl = b =p ) =pl =

e. |If any problems, check for the log files present in the respective diagnostic
directories of the analytics server, that is, <OBIEE Install

Directory>/instances/instancel/diagnostics/logs.
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6. Testing the Analytics Reports:

a. Log in to ‘http:// <host server name or IP>:<Port No default is
7001>/analytics/ saw.dll?Dashboard’ using your Administrator credentials
created during platform install.

b. Check for the reports availability.

If any problems, check for the log files present in the respective diagnostic directories of
the analytics server, that is, <OBIEE Install
Directory>/instances/instancel/diagnostics/logs

For details, see Oracle Business Intelligence Configuration Guide.
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9.1

9.2

9.21

Appendix A: Configuring Web Server

This appendix includes the following sections:

e Configuring Web Server

e Configuring Web Application Server

Configuring Web Server

This step assumes an installation of a Web Server exists as per the prerequisites.

Refer the product specific Installation Guide/ Configuration Guide to install/ configure the Web
Server. If an installation already exists, skip and proceed to the next step.

NOTE: Make a note of the IP Address/ Hostname and Port of the web server. This
information is required during the installation process.

Configuring Web Application Server

This step assumes an installation of a web application server exists as per the prerequisites. To
configure the Web Application Server for OFSAA Deployment refer the following sections:

This section includes the following topics:

e Configuring WebSphere for Application Deployment

e Configuring WebLogic for Application Deployment

e Configuring Apache Tomcat Server for Application Deployment

NOTE: Make a note of the IP Address/ Hostname and Port of the web application server.
This information is required during the installation process (required if Web Server
is not configured).
Refer OFSAA Secure Configuration Guide/ Security Guide mentioned in the
Related Documents section for additional information on securely configuring your
Web Server.

Configuring WebSphere Application Server for Application Deployment

You can deploy multiple OFSAA applications on different profiles of a WebSphere application
server. To create multiple WebSphere "Profiles”, in a stand-alone server use the command line
option as explained below. A profile is the set of files that define the runtime environment. At least
one profile must exist to run WebSphere Application Server.

This section includes the following topics:

e Creation of New Profile in WebSphere
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9.2.1.1

¢ Manage Applications in WebSphere

e Delete WebSphere Profiles

e WebSphere HTTPS Configuration

e \WebSphere Memory Settings

Creation of New Profile in WebSphere

A new profile is created in WebSphere through the command line interface using the
manageprofiles.sh command which resides in <WebSphere Install directory>/AppServer/bin
directory.

The command to create a profile without admin security through command line is as follows:

"manageprofiles.sh -create -profileName <profile> -profilePath
<profile path> -templatePath <template path> -nodeName <node name> -
cellName <cell name> -hostName <host name>"

Example:

Susr/home>. /manageprofiles.sh -create -profileName mockaix -
profilePath/websphere/webs64/Appserver/profiles/mockaix -
templatePath/websphere/webs64/Appserver/profileTemplates/default -
nodeName ipa020dorNode04 - cellName ipa020dorNode(04Cell -hostName
ipa020dor

The command to create a profile with admin security through command line is as follows:

"manageprofiles.sh -create -profileName <profile> -profilePath

<profile path> -templatePath <template path> -nodeName <node name> -
cellName <cell name> -hostName <host name> -enableAdminSecurity true -
adminUserName <Admin User Name> -adminPassword < Admin User Password> -

samplespassword <sample User Password>"
Example:

Susr/home>. /manageprofiles.sh -create -profileName mockaix -
profilePath/websphere/webs64/Appserver/profiles/mockaix -
templatePath/websphere/webs64/Appserver/profileTemplates/default -
nodeName ipa020dorNode(04 -cellName ipa020dorNode04Cell -hostName
ipa020dor -enableAdminSecurity true -adminUserName ofsaai -

adminPassword ofsaai -samplespassword ofsaai"

NOTE: While using the manageprofiles.sh command to create a new profile in
WebSphere, you can also use "-validatePorts" to validate if the specified ports are
not reserved or in use. Additionally, you can specify new ports with "-startingPort
<base port>" which specifies the starting port number to generate and assign all
ports for the profile. For more information on using these ports, refer WebSphere
manageprofiles command.
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9.2.1.2 Manage Applications in WebSphere

To manage the installed applications in WebSphere, do the following:
1. Open the administrator console using the following URL:
http://<ipaddress>:<Administrative Console Port>/ibm/console

Example: http://10.111.222.333:9003/ibm/console (https if SSL is enabled)

NOTE: Administrative Console Port value is available in serverindex.xml file within
<WebSphere Profile Directory>/config/cells/<Node
Cell>/nodes/<Node Name> directory.

The Integrated Solutions Console Login window is displayed.

Integrated Solutions Console

Log in to the console.
User ID:

upgs73
Password:

ssssee

Log in I

2. Log on with the User ID provided with the admin rights.

3. From the LHS menu, expand the Applications = Application Type - WebSphere
Enterprise Applications.

4. The Enterprise Applications screen is displayed.
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Enterprise Applications

Use thiz page to manage installed applications. A single application can be deployed onto multiple servers.

B Freferences

Start] Stop I!ns:all| Uninsezall Update Raollout Updare ] Remove File | Expr.n:l E:\.p:ﬁ.DDL] Expart File
IESIES

Select Name & Application Status (p_

You can administer the following resources:

B Defsultéoolication L]
] |itiee +
[ |ouex <+
[0 |uess=Z3 +

Total 4

5. This Enterprise Applications screen helps you to:
¢ Install new application
e Uninstall existing applications

e Start or Stop the installed applications

9.2.1.3 Delete WebSphere Profiles

9.214

To delete a WebSphere profile, do the following:
1. Select the checkbox adjacent to the required application and click Stop.
2. Stop the WebSphere profile to be deleted.
3. Navigate to WebSphere directory:

<WebSphere Installation Directory>/AppServer/bin/
4. Execute the command:

manageprofiles.sh -delete -profileName <profile name>
5. Delete profile directory.

Example:

<WebSphere Installation Directory>/AppServer/profiles/<profile name>
6. Execute the command:

manageprofiles.sh -validateAndUpdateRegistry

WebSphere HTTPS Configuration
Following are the steps for configuring an HTTPS Transport on WebSphere:

1. Create a profile using the Profile Creation Wizard in WebSphere.
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2. Note down the https port specified during this process and use the same as servlet port or
web server port during OFSAAI installation.

To enable https configuration on Infrastructure, assign value 1 to "HTTPS ENABLE" in

OFSAAI_InstallConfig.xml file for Silent Mode OFSAAI installation.

9.2.1.5 WebSphere Memory Settings

To configure the WebSphere Memory Settings:

1. Navigate to WebSphere Applications Server > Application Servers - Serverl >
Process Definition - Java Virtual Machine.

2. Change the memory setting for Java Heap:
Initial heap size = 512

Maximum heap size =3072

9.2.2 Configuring WebLogic for Application Deployment

Applicable only if the web container is WebLogic.

You can deploy multiple Infrastructure applications on different domains of a stand-alone weblogic
application server. To create multiple WebLogic "Domains” in a stand-alone server you can use
the Domain Creation wizard. A domain is the set of files that define the runtime environment. At
least one domain must exist to run WebLogic Application Server.

NOTE: For deployment on Oracle WebLogic Server 12.1.3+ (64 bit) with Java 8,
download and install patch 18729264.

This section includes the following topics:

e Creating Domain in WebLogic Server

e Delete Domain in WebLogic

e WebLogic Memory Settings

9.2.2.1 Creating Domain in WebLogic Server

To create a new domain using Configuration Wizard in WebLogic, do the following:

1. Navigate to the directory <WLS HOME>/wlserver/common/bin and execute the
command:

./config.sh

The Welcome window of the Configuration Wizard is displayed.
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E1 Fusion Middleware Configuration Wizard l.n
Wealcoma
ORACLE'
® Create a new WebLogic domain
Create a WeblLogic domain in your projects directory.
0 Extend an existing WebLeogic demain
Use this option to add new components 1o an existing domain and modify configuration settings.
| Ext Help | et
2. Select Create a new WebLogic domain option and click Next.
The Select Domain Source window is displayed.
) Fusion Middleware Configuration Wizard H.B
Select Domain Source
ORACLE’
® Generate a domain configured automatically to suppont the following products:
O Base this domain on an existing template
= ][ b | [roveus |

3. Select the Generate a domain configured automatically to support the following products

option and click Next.

4. The Specify Domain Name and Location window is displayed.
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[ Fusion Middleware Configuration Wizard !in
Specify Domain Name and Location
ORACLE
Enter the name and location for the domain:
Domain name; :PhckSD-l ]
Domain location: | Aweblogic/webl1 01 Sealuser_projectskomains | Browse |
ed |[ new | | erevious |

5. Enter the Domain Name and Location. Click Browse to navigate and specify the location.

Click Next.

The Configure Administrator Username and Password window is displayed.

I] Fusion Middleware Configuration Wizard !.m
Configure Administrator User Name and Password
ORACLE
" Disgard Changes
"User rame; harager
*Uzer password: .........
*Confirm user passwaord "“"“"|
Drescription: This user = the defaul adminisirator
et || bew L revious | [ pet |

6. Enter the User name and User password to be assigned to the Administrator. Ensure that

the password is of minimum 8 characters in length.

7. Re-enter the password for confirmation and add a brief Description. Click Next.

The Configure Server Start Mode and JDK window is displayed.
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B Fusion Middleware Configuration Wizard

Configure Server Start Mode and JOK

ORACLE’

Production Ervironment’ in the WebLogic Server documentation.

Betore putting your domain info production, make sure that the production environment is secure. For more information, see the topic *Securing a

To use Webloghc JRockit in production, Oracle recommends developing and testing your applications with WebLogic JRockit early in the project cycle.
For information about VWebLogic JRocki, see the VWebLogic JRockit documentation.

| webLogic Domain Startup Modke

JOK Selection

@ Development Mode
Utilize boot progerties 1or usemname and
passsword and poll for spplications to deploy.
Sun JOK recommended for better steartup
perlonmance during ferative development,

O Production Mode
Require the entry of a username and password
and do not poll Tor appications 1o deploy,
WebLogic JRocki JOK recommended for beter

®) Available JOKs

Sun SDI 1.6.0_18 @ Musrick1 5.0_18

O Other JOK

runtime performance and management. oCation |
Exit | Help | Previous [ [t |

Configure Server Start Mode and JDK

8. Select the following options:

a. Select the required mode (Development Mode or Production Mode) in the WebLogic

Domain Startup Mode section.

b. Select Other JDK in the JDK Selection section. Click Browse and navigate to the JDK

location. Click Next.

The Select Optional Configuration window is displayed.
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B Fusion Middleware Configuration Wizard

Select Optional Configuration

ORACLE

Administration Sener
Moty Settings

[] Managed Servers, Clusters and Machines
Add or Delete
Modity Seflings

[] RDBMS Security Store
Modity Settings

9. Select Administration Server. A WebLogic Server domain must have an Administration
Server. You can also select Manages Servers, Clusters and Machines and RDBMS Security
Store if required. Click Next.

The Configure the Administration Server window is displayed.
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) Fusion Middleware Configuration Wizard -n

Configure the Administration Server

ORACLE’

. Disgard Changes

Mame: | AdminServer
‘Listen address: Al Local Addresses T
SSLkstenport. |
SsLenabled [

[ ea || o | Lerevious | | net |

10. Enter Administration Server details such as the Name, Listen address, Listen Port, SSL
listen port, and select SSL enabled (for secure login using https). Click Next.

NOTE: Make a note of the Listen Port or SSL Listen Port value (for example, 7007), since
the same has to be re-entered in the Servlet port field during Infrastructure
installation.

The Configuration Summary window is displayed.
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E) Fusion Middleware Configuration Wizard !IE
Configuration Summary
ORACLE’
Domain Summary Click on an &em in the Domain Summary pane on the left to inspect its attricates in the
Summary View: Detais pane below. You can make limted adustments by chcking Previous to returnto a
[ Deployment |~ || prior panel. It everything is satistactory, click Next.
-l ( - (
5 (0 server | Detols
f_‘] AdminServer Aftribide  Value
Name Basic WebLogic Server Domain
Description  Creste a basic WeblLogic Server domain without instaling sample application
Author Oracle Corporation
Location logic Awiserver_10 Jar
[ o X bl
Exit Help Previous | | Create

11. Verify the configuration details of the WebLogic domain and click Create.

12. The Creating Domain window is displayed with the status indication of the domain creation
process.
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Creating Domain

E] Fusion Middleware Configuration Wizard !iu

ORACLE"

ORACLE'

[ J[ e | (B ] [ one

Progress:

[ 100%

Exdracting Domain Contents...

Creating Domain Security Information...
Sanving the Dorrsin Information...

Starirg Domain Information. .

String Substituting Domain Files. .
Performing OS Specific Tasks...
Performing Post Domain Creation Tasks...
Domain Created Successfully!

Dioereain Location: f i o _proj
Admin Server URL: hitp: ipeB8rewv: 7007

13. Click Done when complete. The domain server is created enabling the deployment of
multiple Infrastructure applications on a single WebLogic.

NOTE:

Note down the HTTPS port specified during this process and use the same as
servlet port or web server port during OFSAAI Installation.
To enable https configuration on Infrastructure, assign value 1 to
"HTTPS_ENABLE" in OFSAAIL_InstallConfig.xml for silent mode OFSAAI
installation

14. Add a

java option entry -DUseSunHttpHandler=true in WLS HOME/bin/

"setDomainEnv.sh" file (Required only if self signed certificate is used).

9.2.2.2 Delete Domain in WebLogic

1. Navigate to the following directory:

<WebLogic Installation directory>/user projects/domains/<domain

name>/bin

2. Execute stopWebLogic.sh command to stop the WebLogic domain.

3. Delete the WebLogic domain.

9.2.2.3 WebLogic Memory Settings

To configure the WebLogic Memory Settings:
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Change the memory setting for Java Heap to -Xms512m —-Xmx3072m in
setDomainEnv. sh file, which resides in the directory <DOMAIN HOME>/bin and in
CommEnv.sh file which resides in the common/bin directory.

Edit this file for customizing memory settings and garbage collector settings depending on the

available hardware configuration.

Example 1:
if [ "${JAVA VENDOR}" = "Sun" ]; then
WLS MEM ARGS 64BIT="-Xms512m -Xmx1024m"
export WLS MEM ARGS 64BIT
WLS_MEM ARGS 32BIT="-Xms512m -Xmx1024m"
export WLS MEM ARGS 32BIT
else
WLS MEM ARGS 64BIT="-Xms512m -Xmx1024m"
export WLS MEM ARGS 64BIT
WLS_MEM ARGS 32BIT="-Xms512m -Xmx1024m"
export WLS MEM ARGS 32BIT

Example 2:
JAVA VM=
MEM ARGS="-Xms256m -Xmx1024m"

9.2.3 Configuring Apache Tomcat Server for Application Deployment

This section is applicable only when the Web Application Server type is Tomcat.

This section includes the following topics:

Tomcat User Administration

Configure Tomcat to use JAVA 64 bit Executables

Configure Servlet Port

SSL Port Configuration

Apache Tomcat Memory Settings

Uninstalling WAR Files in Tomcat

Configuration for Axis API
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9.2.3.1 Tomecat User Administration

The Tomcat administration and manager application does not provide a default login. You are
required to edit "$SCATALINA HOME/conf/tomcat-users.xml" file as instructed below.

This file contains an XML tag <user> for each individual user, which displays the username and
password used by admin to log on to Tomcat, and the role names to which the admin user is
associated with. For example, <user name="admin" password="admin"

roles="standard, manager"/>

1. Add the manager role to any one of the existing username/password combination as shown
in the example above.

2. Use the same username/password to which the manager-gui role has been assigned to
access the Tomcat Application Manager.

3. If the Tomcat server is already running, it requires a re-start after the above configuration is
done.

9.2.3.2 Configure Tomcat to use JAVA 64 bit Executables

1. Navigate to the SCATALINA HOME/bin directory.
2. Edit the setclasspath.sh file as explained below.

Replace the following block of text:
# Set standard commands for invoking Java.
RUNJAVA="SJRE HOME"/bin/java
if [ "$0s400" != "true" ]; then
RUNJDB="$JAVA HOME"/bin/jdb

With:
# Set standard commands for invoking Java.
RUNJAVA="S$ JAVA BIN" /java
if [ "$o0s400" != "true" ]; then

RUNJDB="$JAVA BIN"/jdb

3. If the Tomcat server is already running, it requires a re-start after the above configuration is

done.
NOTE: If Tomcat server is installed under different Unix profile, set JAVA_BIN environment
variable in profile to include the Java Runtime Environment absolute path. For
example:

export JAVA_BIN /usr/java6_64/jre/bin

export JAVA_BIN = /usr/java6_64/jre/bin//sparcv9 for Solaris Sparc
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9.2.3.3

9.2.34

9.235

Configure Servlet Port

The default servlet port configured for the Tomcat installation is 8080. Ignore this section if you
need to use the default port.

If you need to use a different port number, you must first configure the port in the "server.xml" in
the "conf" directory of Tomcat Installation directory. The following steps guide you through the
configuration process:

1. Navigate to SCATALINA HOME/conf. Open server.xml and locate the tag:
"Define a non-SSL HTTP/1.1 Connector on port 8080 "

2. Against this tag, a parameter is specified 'Connector port = "8080""'. Edit this value to
the new port number that is used during the installation process.

3. Save your changes in "server.xml".

NOTE: Make a note of the servlet port configured. This information is required during the
installation of OFSAA Application Pack.

SSL Port Configuration

If you need to configure and access your OFSAA setup for HTTPS access, ensure that the following
connect tag under "Define a SSL HTTP/1/1 Connector on port 8443"™ in
"<Tomcat installation directory>/conf/server.xml" file is uncommented for SSL
Configuration. (By default, it is commented).

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"

clientAuth="false" sslProtocol="TLS"

NOTE: Make a note of the servlet port configured. This information would be required
during the installation of OFSAA Application Pack. To enable https configuration on
Infrastructure, assign value 1to "HTTPS_ENABLE" in OFSAAI_InstallConfig.xml
file for SILENT mode OFSAAI installation.

For more information related to SSL Configuration on Tomcat, refer to http://tomcat.apache.ora/.

Apache Tomcat Memory Settings

To configure the Apache Tomcat Memory Settings:

1. Locate the file catalina. sh which resides in the directory <CATALINA HOME>/bin
directory.

2. Edit this file for customizing the memory settings and garbage collector settings depending on
the available hardware configuration.
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3. Add the memory setting for Java Heap to -Xms512m -Xmx1024m.
Example:
if [ -z "SLOGGING MANAGER" ]; then
JAVA OPTS="$JAVA OPTS -Xms512m -Xmx1024m
-Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager"

else

JAVA OPTS="SJAVA OPTS -Xms512m -Xmx1024m $SLOGGING MANAGER"

fi
9.2.3.6 Uninstalling WAR Files in Tomcat

To uninstall WAR files in Tomcat, see Uninstalling WAR Files in Tomcat.

9.2.3.7 Configuration for Axis API

This step is optional and required only if the web application server used in Apache Tomcat. If you
use any other web application server, skip and proceed to next step.

Copy the jaxrpc. jar file from the <OFSAA Installation Directory>/axis-
1 4/webapps/axis/WEB-INF/1lib and place itin under <Tomcat Installation
Directory>/1ib and restart the Tomcat Server.
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10 Appendix B: Configuring Resource Reference in Web
Application Servers

This appendix includes the following topics:

e Configure Resource Reference in WebSphere Application Server

e Configure Resource Reference in WebLogic Application Server

e Configure Resource Reference in Tomcat Application Server

10.1 Configure Resource Reference in WebSphere Application Server

This section is applicable only when the Web Application Server is WebSphere.
This section includes the following topics:

e Create JDBC Provider

e Create Data Source

e J2C Authentication Details

e JDBC Connection Pooling

10.1.1 Create JDBC Provider

1. Open the WebSphere admin console in the browser window:
http://<ipaddress>:<administrative console port>/ibm/console (https, if
SSL is enabled). The Login window is displayed.

2. Login with the user ID that has admin rights.

3. Expand the Resources option in the LHS menu and click JDBC - JDBC Providers. The
JDBC Providers window is displayed.
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JDEC providers 7=

JDBC providers

Use thiz page to edit propaerties of a JOBC provider. The JDEC provider object encapsulates the specific JDBC driver
implemen n class for access to the specific vendor database of your en nment. Learn more about this task in a
guided sctivity. A guided activity provides a list of task steps and more general information about the topic.

B Scope: Ceil=GXS150REV-Zone2Node05Cell, Node=GXS150REV-Zone2Node0S, Server=serverl

Scope specifies the level at which the rescurce definition iz visible. For detalled
information on what scope is and how it works, see the scoce settings helo

Node=GXS1S0REV-Zone2NodelS, Server=serverl V.
Prefarences
\_cJ Deleta
=il wllEE e

Select Name § Scope { Description §

You can administer the following resources:

O Derby JOEC Provider Node=GXS150REV- Derby embedded non-XA JDBC
Zone2NodelS, Servear=sarverl Provider

D EICMASTER NodewGXS150REV- Oracle JDEC Driver
Zone2NodelS, Server=sarverl

D Oracle JDEC Driver Node=GXS1SOREV~ Oracle JDEC Driver
Zone2NcdelS, Server=sarverl

D RORFFW Node=GXS1S50REV- RORFFW
Zone2Node0S, Server=sarverl

D RORPHC Node=GXS51S0REV- RORPNC
Zone2Node0S,Serverszerverl

0O SOFT Node=GXS1S0REV- UPGSPFT
Zone2Node0S,Servernserverl

0O UPGSROR Node=GXS150REV- UPGSROR
Zone2NodelS.Servermserverl

@] UPGSSAND Node=GXS1S0REV- UPGSSAND
Zone2NodelS,Serversserverl

Total &

4. Select the Scope from the drop-down list. Scope specifies the level at which the resource
definition is visible.

5. Click New to add new JDBC Provider under the Preferences section. The Create a new
JDBC Provider window is displayed.
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Create a new JDBC Provider -

Create a new JOBC Provider

_)

Step 1: Create new
JDBC provider

Step 2: Enter vendor JDBC driver implementation ciasses that are required to access the database.
database class path The vizard fills in the name and the description fields, but you can type different
information values.

Step 3: Summary Scope

cells :GXS150REV-
Zone2Node03Cellinodes:GXS150REV-
Zone2hodelQS: serversiserverl

* Database type
| Oracle v

# Provider type .
(Oeacle-JORC Orvar b4

* Implementation type
| Connaction pocl data source ¥

+ Name
[oradle JoBC Driver

Description
Cracle JDBC Criver =

[] _cancel |

Set the basic configuration values of a JDBC provider, which encapsulates the specific

6. Enter the following details:

o Database Type - Oracle

e Provider Type - Oracle JDBC Driver

e Implementation Type - Connection pool data source

e Name - The required display name for the resource

e Description - The optional description for the resource
7. Click Next.
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Create a new JDBC Provider -

Create 3 new JDBC Provider

Step 1: Create new Enter d.hbl!edl“ plﬂllnformaﬂon |
JOBC provider o

Set the environment variables that represent the JOBC driver class files, which
WebSphere(R) Application Server uses to define your JDBC provider. This wizard page
displays the file names: you supply only the directory locations of the files. Use
complaete directory paths whan you type the JDEC driver file locations. For example:
C:\SQLLIB\java on Windows(R) or /home/db2insti/sallib/java on Linux(TM).

Step 2: Enter
database dass path
information

Step 3: Summary
If a value is specified for you. you may click Next to accept the value.

Class path:

=]
=

Directory location for “ojdbcs jar”™ which is saved as WebSphere variable
${ORACLE_JDEC_DRIVER_PATH}

|."oraclc.v’ orajdbc/app/orajdbe/product/11.2.0/client_1/3dbe/lib

| previous | | Next| Cancel |

8. Specify the directory location for ojdbc<version>. jar file. Ensure that you do not use the
trailing slash file separators.

The Oracle JDBC driver can be downloaded from the following Oracle Download site:
e Oracle Database 11g Release 2 (11.2.0.4) JDBC Drivers
e Oracle Database 12c Release 1 (12.1.0.1) JDBC Drivers

Once downloaded, you need to copy the file in the required directory on the server.

NOTE: See Appendix P for identifying the correct ojdbc<version>.jar version to be
copied.

Once downloaded, you need to place the file in the required directory in your system. While
creating the JDBC Provider, ensure that the path to the jar file in the directory is specified in
the Classpath field in the previous window.

9. Click Next. The Summary window is displayed.

Create a3 new JOEC Provider

Step 1: Create new sumry
JOBC provider DS

Step 21 Enter ‘ Summary of actions:
databaze class path Ostions | Values

information | !

cells:GXS150REV-Zone2NodedSCellinodes:GXS1SOREV-

=) Step 3: Summary | Tope | ZonelNodelS:servers:servert
| JDEC provider name | Ou_clc JDEC Driver
Description Cracle JOEC Oriver
[ Class path [ S{CRACLE_JDBC_DRIVER_PATH}/ojdbek jar
: -s{dncgs;msc_ovasa_:nn} :-,‘o-nclm’ouj-d bdo:;p.-'o'-aﬁbdovodum’ i1 2 O/client_1/3dbe/lib
Implemantation class name | oracle.jdbc.pool.OracleConnactionPociDataSource |

‘ Previous I ‘ﬁuniéhl Cancel']

10. Verify the details and click Finish to create the JDBC Provider.
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11. The options to Save and Review are displayed. Click Save.

10.1.2 Create Data Source

The following steps are applicable for both CONFIG and ATOMIC data source creation:

1.

Open this URL in the browser window: http://<ipaddress>:<administrative console
port>/ibm/console (https, if SSL is enabled). The Login window is displayed.

Login with the user ID that has admin rights.

Expand the Resources option in the LHS menu and click JDBC - Data Sources. The Data
Sources page is displayed.

Data sources - 7=

Data sources

Use this page to edit the settings of 3 datasource that is associated with your selected JOBC provider. The datasource
object supplies your application with connections for accessing the database. Learn more about this task in 3 guided
ackivity. A guided activity provides a list of task steps and more general information about the topic

B Scope: Cell"GXS150REV-Zone2Node05Cell. lode=GXS150REV-Zone2Node05, Servar=serverl

Scope specifies the level at vhich the resource definition is visible, For detailed
information on vhat scope is and how it works. zee the 5500s settings help.

NodesGXS150REV-Zone2NodelS, Servermserverl W

@ Preferences

New| Dslats l Test connection ] Manage state...

L=l sl

Select Name £ INDI name Scope § Provider { Description §  Category

You can administer the following resources:

D Default DefaultDatascurce | Node=GXS1SOREV- Derby JDBC Datazource
Catasource ZonezNodelS Servar=servarl | Provider for the
WebSphere
Default
Application
O FICMASTER Jdbe/FICMASTER Node=GXS1350REV- FICMASTER New JOBC
Zone2NodeOS Servermserverl Datasource
0 RORFFEW Jdbe/RORFFW Node=GXS1SOREV- RORFFW New JOBC
Zene2NodelS, Server=sarverl Datasource
[:‘ RORPRC 1db/RORPNC Nocde=GXS150REV- RORPHC MNew JCBC
Zone2NodelS5 Servar=serverl DOatascurce
D PGSPEY b/ UPGSPFT Node=GXS150REV- UPGSPFT New JOBC
Zonez2NodeOS Sarverssarvarl Datasource
0 UPGSROR 18bc/UPGSROR Node=GXS150REV- UPGSROR New JOBC
Zone2Node05,Server=serverl Datasource

4. Select the Scope from the drop down list. Scope specifies the level at which the resource

definition is visible.

5. Click New. The Create a Data Source window is displayed.
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Create a data source

=) Step 1: Enter basic ‘Enter basic data source information
data source
information

Sat the basic configuration values of a datasource for association with your JOBC
provider. A datasource supplies the physical co t bet the appl J
servar and tha database.

Step 2: Select JOBC
provider

Requiremant: Use the Datasources (WebSphere(R) Application Server V4) consocle

Step 3¢ Enter pages if your applications are based on the Enterprise JsvaBeans(TM) (EJB) 1.0
database specific specification or the Java(TM) Serviet 2.2 specification.
properties for the
data source Scoce
cells: GXS1S0O
Step 4: Setup Zane2Node0SCellinodes:GXS1S0REV-

security allases Zone2NodelS5iservers:sarvert

Stap 51 Summary 4+ Data source name
[atomT

4 JNDI name
igbe/ DRYMOCK

6. Specify the Data Source name and JNDI name for the new Data Source.

The JNDI name and Data Source name are case sensitive. Ensure that JINDI name is same
as the Information Domain name.

7. Click Next. The Select JDBC provider window is displayed.

Create a data source

Step 11 Enter basic mmm
data source A
information

Spaecify a JDBC provider to support the datasource. If you choose to create a new
JDEC provider, it will be created at the same scope as the datasource, If you are
selecting an existing JDEC provider, only those providers at the current scope are
available from the list,

Step 2: Select JOBC
provider

Step 31 Enter

database s ific
properties ::c;h;. O Create new IDBEC provider

data source

@ Select an existing JDBC provider
Step 4: Satup e I
security aliases "PrartlQ)DEC Oriver ¥

Step 51 Summary

| Previous ]"_\'Nextl_\ Can&ll

8. Select the option Select an Existing JDBC Provider and select the required JDBC provider
from the drop-down list. Click Next.
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Create a data source -

Create a data source

Step 1: Enter basic Enter database specific properties for the data source ‘
data source 1
Information

Set these database-specific properties, which are required by the database vendor
JDBC driver to support the connections that sre managed through the datasource.

Stap 2: Select JDBEC
provider

Step 3: Enter Name | Value
database specific + URL
properties for the
data source

[10.184.108.51 1521 0rcl11g)

+ Data store helper class name
Stap 4; Setup Oracleiig data store helper ¥

security aliases

Step 51 Summary Usze thiz data source in container managed persistence (CMP)

Previous I Nextl Cancell

9. Specify the database connection URL.
For Example: jdbc:oracle:thin:@<DB_SEREVER_IP>:<DB_SERVER_ PORT>:<SID>

10. Select Data Store Helper Class Name from the drop-down list and ensure that the checkbox
Use this data source in container managed persistence (CMP) is selected.

NOTE: For RAC configuration, provide the RAC URL specified during installation

For Example:
jdbc:oracle:thin:@ (DESCRIPTION= (ADDRESS LIST= (ADDRESS=(PROTOCOL=TCP)
(HOST=10.11.12.13) (port=1521)) (ADDRESS=(PROTOCOL=TCP) (HOST=10.11.12.
14) (PORT=1521)) (LOAD BALANCE=no) (FAILOVER=yes)) (CONNECT DATA=(SERVIC
E NAME=pgadb)))

11. Click Next.
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Create 3 data source

Step 1: Enter basic Setup security aliases

data source

information
Step 2: Select JDBC Select the authentication values for this resource.
g Component-managed authentication aliss
Step 3: Enter | {(none} v
database specific ’ 3 .
properties for the Mapping-configuration alias
data source _’V(nonc) v

=) Step 4: Setup (Container-managed authentication alias
security aliases | (none) v
Step S: Summary

Note: You can create a new J2C authentication alias by ing one of the following

links. Clicking on a link will cancel the vizard and your current vizard selections vill be
lost.

1 henticati
Security domains
= - =
| Previous |_1 Next| Cancell

12. Map the J2C authentication alias, if already created. If not, you can create a new J2C
authentication alias by accessing the link given (Global J2C authentication alias) or you
can continue with the data source creation by clicking Next and then Finish.

Create a data source

Step 1: Enter basic Summtrv

data source
information

Summary of actions:

Step 2: Select JOBC Options . values |
provider [

| cells:GX5150REV-Zone2Node0SCeil:nodes: GXS1SOREV-

Stap 3: Enter ’ Bope ZoncZch:Crli:::fy:E:servorl \
:2::;,‘:,‘,2:‘::: 'Data source name | AtomT |
data source INDI name | jdbe/DRYMOCK ‘
f:s:::; i‘(‘:‘;z JSSIB'C";:V::.':"W : Oracle JOBC Criver
=3 Step 5: Summary Lr:\:‘l:mnnhﬁon class ‘ oracle.jdbec.pool.OracleConnectionPeolDataSource
Rt [ decionadeithinig10.184.108.9111521 odigrz.
Data store helper d'“% com.ibm.websphere.rsadapter.Oracle10gDataStoreHelper

| name

| Use this data source in|
| container managed true
| persistence (CMP) |

I
| Component-managed

| authentication alias {none)

Mapping-configuration

E !!i“ ‘ (none)

be=ia |

| Container-managed (none)
|

| authentication aliaz

| previous | | Finish | | Cancel |

You can also create and map J2C authentication alias after creating the Data Source.

13. You must create another Data Source by following the above procedure with
jdbc/FICMASTER as JNDI name pointing to the ‘configuration schema’ of Infrastructure.
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10.1.3 J2C Authentication Details

The following steps are applicable for creating both config and atomic J2C Authentication.
To create J2C Authentication details:

1. Select the newly created Data Source and click JAAS - J2C authentication data link under
Related Items.

Data sources > Default Datasource > JAAS - J2C authentication data

Specifies a list of user identities and passwords for Java(TM) 2 connector security to use.

Prafix new alias names vith the node name of the cell (for compatibility with earlier releases)

Apply
Preferances

_;'\_'-_\] Delata

ene®
Select Alias £ Usar ID & Description £
| You can ad the foll - as:

[] |SxSisoRev: upgsconf FICMASTER

Zone2NodeDS/FICMASTER

corffw

O rorpnc

O upgspft upgspft

D XS1SOREV- upgsprod upgsprod

naaN 05/UPGSe

D ZXS1SOREV- upgsror upgsror
Zone2NodelS/UPGSRO

D GXS130REY- upgssand upgssand
Zone2NodedS/UPGSSAND

D GXS1SOREV-Zone2HodeOS/VASTEST | upgsconf upgsconf

Total 8

2. Click New under the Preferences section.

Data sources > Default Datasource > JAAS - J2C authentication data > New
Specifies 3 list of user identities and passwords for Java(TM) 2 connector security to use,

General Properties

* Alisz

|:'-tm

+ User ID
|u99573

+ Password
[Fosesee

Description
I;toﬂ-\:: Instance

Iipplvl ok| | Reset Cancel

3. Enter the Alias, User ID, Password, and Description. Ensure the following:

e User ID is the Oracle user ID created for the respective CONFIG and ATOMIC Schema for
the Information Domain.
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e Specify the CONFIG database user ID and password information for the jdbc/FICMASTER
data source, and specify the ATOMIC database user ID and password information for the
ATOMIC schema data source that you created earlier.

4. Click Apply and save the details.

10.1.4 JDBC Connection Pooling

To define the JDBC connection pooling ensure that you have created JDBC Provider and Data
source to access the data from the database.

1. Expand the Resources option in the LHS menu and click JDBC - Data sources option.
The Data sources page is displayed.

2. Click the newly created Data Source SDATA SOURCES and navigate to the path Data
sources>$DATA SOURCE$>Connection pools.

Data sources > GAFUSION DATA SOURLE > Connection pools

Usze thiz page to set properties that impact the timing of connedion management taszks, which can affect
tha parforrmance of your application. Congidar tha default values carafully: your application requirernants
rnight warrant changing these values,

Configuration

GCeneral Properties

Additional Properties

Scope A
T - . e : dvanced
calls:ipaZédarfodediCallinadesipaZédarNodallisarvers i sarverl . c-!:
Lalat 0= 11151 el
* Connection timeout Rreperiias
2] seconds Connection pool

* Maximum sonnactions
100 connactions

* Minirnurn connactions

[10 connactions
Wlheaptims

|180 seconds

* Unused timeout
|1@00 seconds

+ Aged timeout
=) saconds

Purge policy
EntireFool |

Bpply ﬂ F:u'ntl Cancall

3. Set the values for Connection timeout to 0 seconds, Maximum connections to 100
connections, and Minimum connections to 10 connections as shown in the above figure.
You can also define Reap Time, Unused Timeout, and Aged Timeout as required.
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10.2 Configure Resource Reference in WebLogic Application Server

This section is applicable only when the Web Application Server is WebLogic.

This section includes the following topics:

Create Data Source

Create GridLink Data Source

Configure Multi Data Sources

Advanced Settings for Data Source

JDBC Connection Pooling

In WebLogic, you can create Data Source in the following ways:

For a Non RAC Database instance, Generic Data Source has to be created. See Create Data
Source.

For a RAC Database instance, GridLink Data Source has to be created. See Create GridLink
Data Source.

When Load Balancing/Fail Over is required, Multi Data Source has to be created. See
Configure Multi Data Sources.

10.2.1 Create Data Source

The following steps are applicable for both config and atomic data source creation.

1.

Open WebLogic Admin Console in the browser window:
http://<ipaddress>:<administrative console port>/console (https, if SSL is enabled). The
Welcome window is displayed.

Login with the Administrator Username and Password.
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ORACLE
WebLogic Server® 11g

Administration Console

Welcome

Log 1 10 work with e Weblogic Server doman
Username:

Password:

3. From the LHS menu (Domain Structure), click Services = Data Sources. The Summary of
JDBC Data Sources window is displayed.

ORACLE Weblogic Server® Asmistration Consobe

rry o @ reme Log e Prodererces (B Record Ml Q mwiwmm
— e Shr Summary of JOOC Dot Somins

Configur ation sdtng s enstied. Futse Sumemary of J0BC Dats Seurces

5 x0¢ 800k of X0 coromctionn. Aok
Barrow 4 databaes conomcon from a das surce.

Showng 1010l 1 Preveus | bt
['gm
adrtere

Showng 110 1941 Previous | Nedt

Warreq (1)

()

4. Click New and select Generic Data Source option. The Create a New JDBC Data Source
window is displayed.

You can also select GridLink Data Source or Multi Data Source while creating a Data
Source.
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Creabe a Mew J0EC Data Source
teed Canced

JDBC Dats Source Properties

The folloveng properties wil be used bo idenbfy your new JDBC cata source.

What would you o bo name your new JOBC data source?
i * Name: ATOMSTSOL

what INDE name would you e t0 assign: o your new JDBC Data Source?

(5] INDT Mame:

Jdbo/ATOHSTSOL

What catabage Type wiolhd yous loe bo select?

Database Type: Oreacle -

et Canced

5. Enter JDBC data source Name, JNDI Name, and select the Database Type from the drop-
down list. Click Next.

Ensure the following:
e The JNDI Name field should be in the format "jdbc/informationdomain".

e Same steps needs to be followed to create a mandatory data source pointing to the
configuration schema of infrastructure with jdbc/FICMASTER as JNDI name.

o JNDI Name is the same as mentioned in web . xm1 file of OFSAAI Application.

¢ Required Database Type and Database Driver should be selected.

Create a New JDBC Data Source

Back  Next Cancal

JOBC Data Source Properties

The following properties wil De used 10 identfy your new JOBC data souwrce,
Database Type: Orade
What database driver would you lke 10 use to creste database Connectons? Note: * ndcates that the driver is explafy supported by Orade Weblogic Server,

Oatabase Driver: *Oracle’s Drver (Thin XA) for Instance connections. Versions 9.0.1 and later v

Back  Next Cancel

6. Select Database Driver from the drop-down list. You need to select the Database Driver
depending on database setup, that is, with or without RAC. Click Next.
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Create a New JDBC Data Source

Back || Hest Cancel
|

Transaction Gptions
Yous have selectad ron-Y4 IDBC driver b0 create datshase sonrection n your new dats soorce,
Does ths data source support gobal ransactong? IF yeg, piease choose the trangacton protoonl fior this dats souroe.

[¥] Supports Global Transactions

Sehact thes option of you want to enable non-XA JDBC connectiors from the data source bo piriopate n gobsl ransactions Lang the {appeg L et Resounce (LLR) ransaction optimizabon,
Recommended in place of Emulate Two-Phase Commit.

) Logging Last Resource

Sesect this option if you want to enable non-XA JOBC connectionss from the data souroe to emulate particoaton in global transactons usng JTA, Select ths option only o your applcation can

oerale Mewrsis CONALons.

) Emulate Two-Phase Commit

Selact this option o you want th erable non-XA JDBC donnectors from e dath sourcs o pie BCHELE i Gobal AN ationd LNy e one-phids CoMmIT FANAACHON Drotsesng, Wish this colion, no

ather resourtes can particpabe in the global transaction.
& One-Phase Commit

Back | | Next Cancel
|

7. Select Supports Global Transactions checkbox and then One-Phase Commit.

8. Click Next. The Connection Properties window is displayed.

Create a New JDBC Data Source
Back | Next Cance
Connection Properties
Define Connection Propertes.
What is the name of the database you wouid ke to comnect to?

Database Name: fagby

Vihat s the name or IP adcress of the database server?

Host Hame: 10.184 74 80

Vihat s the port on the catabase server Used to connect 1o e database?

Port: 1521

What database account user name do you want 16 use to create database connectons?

Database User Name: ssatom

Vhat s the database azcount Dassord 1o Use 1o Create catadbase covnectons?

Password: YT

Confirm Password: seeene

Back | Next | Cancel

9. Enter the required details such as the Database Name, Host Name, Port, Oracle User
Name, and Password.

10. Click Next. The Test Database Connection window is displayed.
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Create a New JDBC Dats Sounce
Tast Configuration Back | lext Fnish | | Camcei

Test Database Connection

e5t Bhe database svadabidly and the connedtion propertes you pronvded.

it i the Bl pacikage name of J0BC driver class Lsed bo creats database cornechons in tha cornecton pool?

Driver Class Name: aracle jdbe OracleDmer

What i the URL of the database 1o connect fo? The farmat of Sie LAL vares by JOBC driver,

URL: |dbe orachs thin @10 184 |
VWhat datahase Acoount user AAME to You WANE I Lise B create datahiss cormectons?
Database User Hame: sgatom

What s the datsbase account passivond 1o use to create database cor

Password: BEsRRRERRRRRRRRRRE
Confirm Password: L L LT PR LT
7

1t are tha properties to pass o the IDBC driver whien rastng datsbasce connections

Properties:

useIwasatom

The sat af driver propertes whose values ane derved at nuntime from the nemed system propery

System Properties:

What tabie name or SOU statement woukd you e 1o use to test database connections?

Test Table Hame:
3Q0L SELECT 1 EFROM DUAL
Test Configuraton Back | Neod Finiah Cance

11. Verify the details and click Test Configuration and test the configuration settings.
A confirmation message is displayed stating "Connection test succeeded".

12. Click Finish. The created Data Source is displayed in the list of Data Sources.

NOTE: User ID is the Oracle user ID that is created for the respective CONFIG and
ATOMIC schema of the respective "Information Domain".
User ID to be specified for data source with FICMASTER as JNDI name should be
the Oracle user ID created for the CONFIG schema.

13. Select the new Data Source and click Select Targets tab.
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Create a New JDBC Data Source

Back Finsh Cance

Select Targets

14. Select AdminServer and click Finish.

10.2.2 Create GridLink Data Source

If you have selected the option, New - GridLink Data Source while creating the Data Source,
you can directly specify the JDBC URL as indicated.

Create a New JDBC GridLink Data Source
Newt Cance:

J0BC GridLink Data Source Properties

The folloming propertes il be Lsed to dentfy your new JOBC Gnclink cats source

15 * name: XYz

£ MO Hame:
jdbe/xyd

hot catabase type would you lie to select?

Database Type:

1. Enter Data Source Name and JNDI Name.
Ensure that the JNDI Name is specified in the format "jdbc/infodomname” and the XA
Driver checkbox is not selected. Click Next.
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Create a New JOBC GridLink Data Source

Back | et Cancel

Connection Propertics

Enter Com

Complete JDBC URL:

Vet database account user name do you want to use 09 oreate database connectons?

Database User Name:

ihat = the databace socount passwond to use to ceate databace cornmecbons?

Passvond:
Confirm Passwornd:

Back | lisxt Canced

2. Specify Complete JDBC URL, Database User Name, and Password. Click Finish. The
created Data Source is displayed in the list of Data Sources.

10.2.3 Configure Multi Data Sources

A JDBC multi data source is an abstraction around a group of data sources that provides load
balancing and failover between data sources. As with data sources, multi data sources are also
bound to the JNDI tree. Applications can look up a multi data source on the JNDI tree and then
reserve a database connection from a data source. The multi data source determines from which
data source to provide the connection.

When the database used is Oracle RAC (Real Application Clusters) which allows Oracle
Database to run across a set of clustered servers, then group of data sources can be created for
instances running on a set of clustered servers and a JDBC multi data source can be created so
that applications can look up a multi data source on the JNDI tree to reserve database connection.
If a clustered server fails, Oracle continues running on the remaining servers.

1. Open WebLogic Admin Console in the browser window:
http://<ipaddress>:<administrative console port>/console (https if SSL is
enabled). The Login window is displayed.

2. Login with the User ID that has admin rights.

3. Inthe LHS menu (Domain Structure), select Services = JDBC - Multi Data Sources. The
Summary of JDBC Multi Data Sources window is displayed.
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Summary of JDBC Multi Data Sources

¥ Customize this table
HMulti Data Sources(Filtered - More Columns Exist)

e Showing 10 20f 2 Previous | Next

[ | wame & INDI Kame Algorithm Type Targets
[ |rFustonos
[ |roros ot RORRHELQT

4. Click New. The Create a New JDBC Multi Data Source screen is displayed.

NOTE: Ensure that the Data Sources which must be added to new JDBC Multi Data Source
are created.

Create a Hew J0BC Multi Data Source
Pl Cance
Configure the Multi Data Source
The falowing properties vl be used to dentify your mew JDBC st data sourse.

Vihat wouls you Boe to naee your nesy JOBC Pt data souroe?

{E] Hame: JOBC Muti Data Source-0

at INDI name veouid you i io sesign b your new JDBC muit dats souree?

What sigorithe type for this JOBC Mult Data Source veould you o to select?

45| Algorithm Type: Load-Balancing »

Maxt SANCH

5. Enter the JDBC Source Name, JNDI name, and select the Algorithm Type from the drop-
down list. Click Next.

NOTE: The JNDI Name must be specified in the format jdbc/infodomname.
JNDI Name of the Data Sources that are added to new JDBC Multi data source
should be different from the JNDI name specified during Multi Data Source.
Same steps must be followed to create a mandatory data source pointing to the
configuration schema of infrastructure with jdbc/FICMASTER as JNDI name for
Data Source.
JNDI Name provided in multi data source should be the same name that is
mentioned in the web.xml file of OFSAAI Application.
You can select the Algorithm Type as Load-Balancing.
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Create s New JDBC Hulti Data Source

Bact | fex = =]
Select Targets
fou i Sefect one o mone 1angels o deploy your new JOBC Multi Data Scunoe
Servers
[¥] adminServer
Back | Nest Cangsl

6. Select AdminServer and click Next.

Create a New JDBC Multi Data Source
Sack  Mext Cance!

Select Data Source Type

ease seiect type (XA or Non-XA) of gata source you would lke to acd to your new JOSC MUt Data Source

XA Driver

(&) Non-XA Driver

Sack  Mext Cancel

7. Select the type of data source which is added to new JDBC Multi Data Source. Click Next.

Create a New JD8C Multi Data Source

Sack Finan | Caacel

Add Data Sources

8. Map the required Data Source from the Available Data Sources. Click Finish.

The New JDBC Multi Data Source is created with added data sources.

10.2.4 Advanced Settings for Data Source

1. Click the new Data Source from the Summary of JDBC Data Sources window. The Settings
for <Data Source Name> window is displayed.

2. Select the Connection Pooling tab given under Configuration.

3. Navigate to Advanced option at the bottom of the page, and check the Test Connection of
Reserve checkbox (enables WebLogic Server to test a connection before giving it to a client).

4. To verify if the data source is valid, select Data Source name. For example, FICMASTER.

OFS DM Application Pack Installation Guide 139



Oracle Financial Services Data

Management Application Pack Release 8.0.4.0.0

Settings for FICMASTER
Configuration Targeis = Monitoring | Control Security || Notes

Statstics  Testing

Use this page to test database connections in this JDEC data source,

P Customize this table
Test Data Source (Filtered - More Columns Exist)

Shoving 1to 1of 1 Previous | MNext

Showing 1 to 1of 1 Previous | Mext

5. Select the server and click Test Data Source.

6. A message is displayed indicating that the test was successful.

7. Once the Data Source is created successfully, the following messages are displayed:
e All changes have been activated. No restart is necessary.
e Settings updated successfully.

If not, follow the steps given above to recreate the data source.

10.2.5 JDBC Connection Pooling

To define the JDBC connection pooling, ensure that you have created JDBC Provider and Data
Source to access the data from the database.

1. Click the newly created Data Source $DATA_SOURCE$ and navigate to the path
Home = Summary of Services: JDBC - Summary of JDBC Data Sources - JDBC
Data Source-<INFODDOM_NAME>

2. Setthe values for Initial Capacity to 10, Maximum Capacity to 100, Capacity Increment to
1, Statement Cache Type to LRU, and Statement Cache Size to 10.

3. Click Save.

10.3 Configure Resource Reference in Tomcat Application Server

This section is applicable only when the Web Application Server is Tomcat.
This section includes the following topics:

e Create Data Source

e JDBC Connection Pooling

Copy the Oracle JDBC driver file, "ojdbc<version>.jar" from <Oracle Home>/jdbc/lib
directory and place it in <Tomcat Home>/1ib directory.
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NOTE:

See Appendix P for identifying the correct ojdbc<version>.jar version to be

copied.

10.3.1 Create Data Source

To create Data Source for OFSAA application, navigate to <Tomcat Home>/conf directory and

edit the following block of text by replacing the actual values in the server.xml file.

NOTE:

The User-IDs for configuration/ atomic schemas have the prefix of SETUPINFO
NAME depending on the value set for PREFIX_SCHEMA_NAME in <APP
Pack>_ SCHEMA _IN.xml file of Schema Creator Utility. For example, if the value
set for SETUPINFO NAME is DEV and PREFIX_SCHEMA_NAME is Y, and the
schema name was mentioned as ofsaaconf£, then the actual schema created in

the database would be DEV_ofsaaconf.

<Context path ="/<context name>" docBase="<Tomcat Installation
Directory>/webapps/<context name>" debug="0" reloadable="true"
crossContext="true">

<Resource auth="Container"

name="jdbc/FICMASTER"

type="7javax.sqgl.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="<user id for the configuration schema>"
password="<password for the above user id>"

url="jdbc:oracle:thin:@<DB engine IP address>:<DB
Port>:<SID>"

maxActive="100"

maxIdle="30"

maxWait="10000"/>

<Resource auth="Container"
name="7jdbc/<INFORMATION DOMAIN NAME>"
type="javax.sqgl.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="<user id for the atomic schema>"
password="<password for the above user id>"

url="jdbc:oracle:thin:@<DB engine IP address>:<DB
Port>:<SID>"

maxActive="100"
maxIdle="30"

maxWait="10000"/>
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</Context>

NOTE: The <Resource> tag must be repeated for each Information Domain created.
After the above configuration, the WAR file must be created and deployed in
Tomcat Server.

10.3.2 JDBC Connection Pooling

To define the JDBC connection pooling, do the following:

1. Copy $ORACLE_HOME/jdbc/lib/ojdbc<version>.jar file tothe
$TOMCAT DIRECTORY/lib/directory.

NOTE: See Appendix P for identifying the correct “ojdbc<version>.jar” file version to
be copied.

2. Editthe server.xml file present under the $TOMCAT DIRECTORY/conf/ directory with
the below changes, which is required for connection pooling.

<Context path="/ SCONTEXTNAMES" docBase=" S$SAPP DEPLOYED PATHS "
debug="0" reloadable="true" crossContext="true">

<Resource auth="Container"

name="jdbc/ $INFODOM NAMES"
type="7javax.sqgl.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username=" $ATOMICSCHEMA USERNAMES"
password="$ATOMICSCHEMA PASSWORDS"
url="$JDBC_CONNECTION_URL"

maxActive="100"

maxIdle="30"

maxWait="10000"

removeAbandoned="true" removeAbandonedTimeout="60"
logAbandoned="true"/>

</Context>

Note the following:

e SAPP DEPLOYED PATHS$ should be replaced by OFSAAI application deployed
path.$INFODOM NAMES should be replaced by Infodom Name.

e SATOMICSCHEMA USERNAMES should be replaced by Atomic schema database user

name.

e SATOMICSCHEMA PASSWORDS should be replaced by Atomic schema database
password.
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e $IDBC_CONNECTION_URL should be replaced by JDBC connection string
jdbc:Oracle:thin:<IP>:<PORT>:<SID>. For example, jdbc:oracle:thin
10.80.50.53:1521:soluint

e The User IDs for configuration/ atomic schemas have the prefix of setupinfo depending
on the value set for PREFIX_SCHEMA NAME in <<APP Pack>>_SCHEMA IN.XML file
of Schema Creator Utility.

For example: if the value set for PREFIX_SCHEMA_NAME is DEV and the schema
name was mentioned as ofsaaconf, then the actual schema created in the database
would be DEV_ofsaaconf.

10.3.3 Class loader configuration for Apache Tomcat

1. Editthe server.xml file available in $TOMCAT HOME/conf/ directory.

2. Add tag <Loader delegate="true" /> within the <Context> tag, above the
<Resource> tag. This is applicable only when the web application server is Apache Tomcat
8.

NOTE: This configuration is required if Apache Tomcat version is 8.
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11 Appendix C: Creating and Deploying EAR/WAR File

This appendix includes the following topics:

e Creating EAR/WAR File

e Deploying EAR/WAR File

11.1 Creating EAR/WAR File

To create EAR/WAR File, perform the following steps:
1. Navigate to the SFIC_WEB_HOME directory on the OFSAA Installed server.
2. Execute ./ant.sh to trigger the creation of EAR/ WAR file.

3.  On completion of the EAR files creation, the BUILD SUCCESSFUL and Total Time taken
message is displayed and you are returned to the prompt.

(=
(=
Je

4. The EAR/ WAR file - <contextname>.ear/ .war -is created.

NOTE: The  <contextname> is the name given during installation.
This process overwrites any existing version of EAR file that exists in the path.
For OFSAA configured onTomcat installation, <contextname>.war file is
created.
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11.2 Deploying EAR/WAR File

This section includes the following topics:

e Deploying WebSphere EAR/WAR Files

e Deploying WebLogic EAR/WAR Files

e Deploying Tomcat WAR Files

NOTE: Ensure to clear the application cache prior to the deployment of Application Pack
Web Archive. This is applicable to all Web Servers (WebSphere, WebLogic, and
Tomcat). For more information, see Clearing Application Cache section.

11.2.1 Deploying EAR/WAR Files on WebSphere

To deploy WebSphere EAR/WAR File, perform the following steps:

1. Start WebSphere Profile by navigating to the path
"/<Websphere Installation Directory>/IBM/WebSphere/AppServer/profile
s/<Profile Name>/bin/"and execute the command:

./startServer.sh serverl

2. Open the following URL in the browser: http://<ipaddress>:<Administrative
Console Port>/ibm/console (https if SSL is enabled). The login screen is displayed.

[\ ITEEN software

WebSphere Integrated

."/L P l\\
( i User ID
‘ admin
(o) S—— Password
> - oooool
et | Login
Licensed Materials - Property of IBM (c) Copyright IBM Corp. 1997, 2011 All Rights Reserved.
IBM, the I1BM logo, ibm.com and WebSphere are trademarks or registered trademarks of
International Business Machines Corp., registered in many jurisdictions worldwide. Other
product and ser names might be tradema f IBM or other companies. A current list of

IBM trademarks is available on the Web at Copvright and trademark information.

3. Enter the user credentials with admin privileges and click Log In.
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4. From the LHS menu, select Applications and click New Application. The New Application
window is displayed.

New Application

New Application
This page provides links to create new applications of different types.
Install a New Application

New Enterprise Application

L% New Business Level Application

Za
- New Asset

5. Click New Enterprise Application. The Preparing for the application installation window is
displayed.

Preparing for the application installation 7 -

Specify the EAR, WAR, JAR, or SAR module to upload and install.

Path to the new application

2 Local file system

© Remote file system
Full path
[/scratch/oracle/was855/profiles/ TESTEOAAL/AAIS( | Browse.. |

“Next| | Cancel |

6. Select Remote File System and click Browse. Select the EAR file generated for OFSAA to
upload and install. Click Next.

Preparing for the application installation

How do you want to install the application?

@ Fast Path - Prompt only when additional information is required.

") Detailed - Show all installation options and parameters.

# Choose to generate default bindings and mappings

I Previous INextl Cancel |

7. Select the Fast Path option and click Next. The Install New Application window is displayed.
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Install New Application

Specify options for installing enterprise applications and modules,

=) Step 1: Select

installation options
Specify the various options that are available for your application.
Step2 Map
modules to servers Precompile JavaServer Pages files

Step 3 Summary Directory to install application

Distribute application

| Use Binary Configuration

Deploy enterprise beans

Application name
AAISO

Create MBeans for resources

Override class reloading settings for Web and EJB modules

Reload interval in seconds

Deploy Web services
Validate Input offfwarn/fail
warn v

Process embedded configuration

File
Allow all files to be read but not written to
Allow executables to exscute
Allow HTML and image files to be read by everyone

[*\dll=755=*\.50=755=.%\.a=755=,%\:5I=755

Application Build ID
Unknown

Allow dispatching includes to remote resources

Allow servicing includes from remote resources

Business level application na
Create New BLA b4

Asynchronous Request Dispatch Type
Disabled hd

Allow EJB reference targets to resolve automatically
Deploy client modules
Isolated %

Validate schema

8. Enter the required information and click Next. The Map Modules to Servers window is

displayed.
Install New Application

Specify options for installing enterprise applications and modules.

Step 1 Select
installation options

Specify targets such as application servers or clusters of application servers where you want to install the modules that are

=> Step 2: Map modules ined in your lication. Modules can beii lled on the same lication server or dispersed among several application
to servers servers, Also, specify the Web servers as targets that serve as routers for requests to this application. The plug-in

configuration file (plugin-cfg.xml) for each Web server is generated, based on the applications that are routed through.

Step3 Summary Clusters and servers:

| WebSphere:cell=ofss2311701Node02Cell,node=0fss2311701Node02,server=serverl Apply

Lcla

Select| Module URI Server
3EEAA! AAIS0.war, WEB- WebSphere:cell=ofss2311701Node02Cell,node=0fs523117 01Node02, server=servarl
Application INF/web.xml

] Previous | Next| Cancel |

9. Select the Web Application and click Next. The Map Resource References to Resources
window is displayed.
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Specify options for installing enterprise applications and modules.

Step 1 Select Map e refi
installation options
Step2 Map Each resource reference that is defined in your application must be mapped to a resource.
modules to servers
= Step3: mapresource Set Multiple INDI Names ~ ] Modify Resource Authentication Method... | Extended Properties...
references to resource
Step 4: Map virtual
hosts to Web modules G 0 1
Step 5: Summary Select Module Bean | URD | Target INDI Name Login configuration ‘
S peck) Hoclo S Hoan| N 8| jOCoS B ODROVFaRon I
Resource
authorization:
jdbc/OFSALMINFO Container
] OFSAAI Web AAISO0.war,WEB- :
= | Application INF/web.xml Jdbc/OFSALMINFO | [ Browse... | Authentication
method:
None
i !
Resource
P | oFsAal web AAIB0.war,WEB- Jdbe/FICMASTER [ baborric R Contelac
=) | Application INF/web,xml Browse.. | Authentication
method:
None
Resource
authorization:
)dbc/OFSCAPADQINFO Container
| | OFSAAI Web AAIS0.war, WEB- ;
EJ | Application INF/web.xml j4bc/OFSCAPADQINFO| | Browse... SR
method:
None
—
| Previous “ Finish || Cancel I

10. Map each resource defined in the application to a resource JNDI name defined earlier.
11. Click Modify Resource Authentication Method and specify the authentication method

created earlier.

12. You can specify ‘config’ for FICMASTER resource or ‘atomic’ for atomic resource as the
authentication method.

13. Select OFSAAI Web Application and click Next. The Map Virtual hosts for Web Modules
window is displayed.

Install New Application 7=

Specify options for installing enterprize applications and modules.

Step 1 Select Map virtual hosts for Web modules

installation options

Specify the virtual host where you want to install the Web modules that are contained
Step 2 Map in your application. You can install Web modules on the same virtuzal host or disperse
modules to servers them among several hosts.

Apply Multiple Mappings

Step 3 Map
resource references
to resources

Step 4: Map virtual Select Web module Virtual host
hosts for Web

modules OFSAAI Web Application default_host ¥

Step S Summary

| Previous ] ' Next | | Cancel ]

14. Select Web Application and click Next. The Summary page is displayed.
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Specify options for installing enterprise applications and modules.

Step 1 Select Summary
installation options —
Summary of installation options
Step 2 Map e — —_ = S
modules to servers | Opsions Values
| Precompile JavaServer Pages files No
Step 3 Map - =
resourca references | Diractory toinstall application
to resources ‘ Distribute application Yes
Step 4 Map virtual illll Rinary Coanfiguration Na
hosts for Web | Deploy enterprise beans Yes
modules [ e
| Application name AAISO
Step 5: Summary | Create MBeans for resources Yes |
| Ovarride class reloading settings for We and EJE o
| modules
iRQload intarval in saconds
' Deploy Web services No
| Validate Input off/war/fail warn
| Process embedded canfiguration No
| File Permissi F\dll=755=,%\.50=755=,*\.a=755#,%\,;5|=755 |
[Applicnion Build ID Unknown
| Allow dispatching includes to te resources No
| Allow servicing includes from remote resourcas \ No
= —
| Business level application name L
Efuynghrﬂo-} Request Dispatch Type = | Disabled
| Allow EJB reference targets to resolve automatically No
‘ Daplay clisnt modules No
| Client deployment mode Isolated
| Validate schema No
[ Cell/Node/Sarver Click here
| Previous I . Finish ] | Cancel ]

15. Click Finish and deploy the Infrastructure Application on WebSphere.

16. On successful installation, a message is displayed. Click Save and save the master file
configuration. The details are displayed in the Master File Configuration window.

Start Application

To start the application, perform the following steps:

1. Expand Applications - Application Type - WebSphere Enterprise Applications. The
Enterprise Applications window is displayed.
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Enterprise Applications.

Enterprise Applications
Use this page to manage installed applications. A single application can be deployed onto multiple servers.

# Preferences

Startl Stop | Install Uninstall Update Rollout Update Remove File Export Export DDL Export File
=l mile sl
Select| Name £ Application Status () _

You can administer the following rescurces:
AAISO

DefaultApplication

ivtApp

¢ ¢ & =

gquery

Total 4

2. Select the installed application and click Start.

NOTE: <profile name> is the profile name given while creating the WebSphere profile.
<cell name> is the cell name given during profile creation
<context name> is the context name given during installation.

11.2.2 Deploying WAR File on WebLogic

Following are the steps for deploying Infrastructure application that is created during installation:

1. Navigate to the <WwebLogic Installation
directory>/user projects/domains/<domain name>/bin directory in the
machine in which WebLogic is installed.

2. Start WebLogic by executing the command:
./startWebLogic.sh -d64

3. Open the URL in the browser window: http://<ipaddress>:<admin server port>/console
(https, if SSL is enabled). The Sign in window of the WebLogic Server Administration
Console is displayed.

NOTE: Ensure that you have started Infrastructure Server by executing
“./reveleusstartup.sh" command as mentioned in Start Infrastructure.

4. Log on to the WebLogic Server by entering the user credentials having privileges to deploy
the EAR file.

5. From the Domain Structure LHS menu, click Deployments. The Summary of
Deployments window is displayed.
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ORACL.E WeblLogic Server® Administration Console ‘

Change Center @ Home Log Out Preferences [ Record Help Q Welcome, upg7273 | Connected to:

View changes and restarts | upg7273

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Home >Summary of Deployments

Summary of Deployments

Domain Structure

upg7273
#-Environment This page displays a kst of Java EE appications and stand-alone application modules that have been instalied to this

Control  Monitoring

domain. Installed applications and modules can be started, stopped, updated (redeployed), or deleted from the domain by
first selecting the application name and using the controls on this page.

i Seauxity Reaims To install a new application or module for deployment to targets in this domain, dlick the Instal button.
BH-Interoperabilty
#}-Diagnostics
¥ Customize this table
Deployments
Instal | v = Showing 1to 10f 1 Previous | Next
[ | Name & State | Health | Type gevdlcir' sat

How do L.. + =

O | ® Rug7273 Actve [@ox |E . | 100

System Status K ]

Install |

Showing 1to 10f 1 Previous | Next

6. Click Install. The Install Application Assistant window is displayed.

7. Select the Exploded EAR directory after browsing to the directory where it is saved and click

Next.

Explode EAR

To explode EAR, perform the following steps:

1.

Create the applications directory under domain name. For example,

/Bea/user projects/domains/ <Domain name>/applications.
Create <context name>.ear directory under applications directory.

Copy the <$FIC WEB HOME/<context name>.ear fileto
<WEBLOGIC INSTALL DIR>/Bea/user projects/domains/<DOMAIN NAME>/appli

cations/<context name>.ear directory.
Explode the <context name>.ear file by executing the command:
jar -xvf <context name>.ear

Delete the <context>.ear and <context>.war files (recently created) in
<WEBLOGIC INSTALL DIR>/Bea/user projects/domains/<DOMAIN NAME>/appli

cations/<context name>.ear directory.

Create <context name>.war directory under
<WEBLOGIC INSTALL DIR>/Bea/user projects/domains/<DOMAIN NAME>/appli

cations/<context name>.ear directory.
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7. Copy <$FIC WEB HOME/<context name>.war fileto <WEBLOGIC INSTALL
DIR>/Bea/user projects/domains/<DOMAIN NAME>/applications/<context

name>.ear/<context name>.war directory.

8. Explode the <context name>.war file by executing the following command to get the
directory structure:

jar -xvf <context name>.war
Install Application

To install the application, perform the following steps:

1. Open Install Application Assistant.

Install Application Assistant
Next | cance:

Locate deployment to install and prepare for deployment

Select the fie path that represents the applcation root directory, archive fie, exploded archive drectory, or appication module descnptor that you want to nstal, You can aiso enter the path of

the application drectocy or file in the Path field,

Note: Only vaid file paths are displayed below, If you cannot find your deployment fiies, upload your file(s) andjor confirm that your application containg the requred deployment descriptors,

Path: /oradata2/wi1035/Oracle/Middleware/user_projects/domains/upg7273/applications

Recently Used Paths: for
Current Location: 0
O L upg7273.ear (open drectory)

Next | cancel

2. Click Next.
Install Application Assistant
Back | | Next Cancel

Choose targeting style

Targets are the servers, dusters, and virtual hosts on which this deployment will run, There are several ways you can target an applcaton.
(5 Install this deployment as an application
The sppbcation and its components wil be targeted to the same [ocations. This & the most common usage,
() Install this deployment as a library
Application libranies are deployments that are avadable for other deployments to share, Libraries should be available on al of the targets running ther referencng applications

Back | | Next Cancel

3. Select the Install this deployment as an application option from Choose targeting style
section and click Next. The Optional Settings window is displayed.
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Install Application Assistant
Back | | Next | | Finish I Cancel

Optional Settings
You can modify thess settings or acoept the defaults
General

Vihat do you want to name this deployment?
Hame: upg?273

Security

vihat secunity model dio you want to use with this applcaton?

(5} DD Only: Use only roles and policies that are defined in the deployment descriptors.

() Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the deployment
descriptor.

) Custom Roles and Policies: Use only roles and pelicies that are defined in the Administration Console.

() Advanced: Use a custom model that you have configured on the realm's configuration page.

Source accessibility

How shoadd the source fles be made accessbie?
® Use the defaults defined by the deployment's targets

Recommended seiecton.
() Copy this application ento every target for me

During deployment, the fles wil be coped automancally to the managed servers to which the anplication is targeted,
) 1will make the deployment accessible from the following location

Location: foradata2/w1035/OracleMiddlewareluser_projects/domail

Frovide the lncation from where all targats will accass this application’s fies. This is often a shared directory, You must ensure the appiication files exst m ths location and that each target can
reach the location.

gack | | text| | Fist | | Cancel

4. Enter a Name for the deployment if required.

5. Under the Security section, select the DD only option to specify that only roles and policies
that are defined in the deployment descriptors should be used.

6. Select | will make the deployment available from the following location option under the
Source accessibility section.

7. Click Next to continue. The Deployment Summary window is displayed.
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Install Apphication Assistant
Back Finish Cancel

Review your choices and click Finish
Chick Finish to complete the deployment. This may take a few moments to complete,
Additional configuration

In crdar to work successfully, this application may require additional configuration. Do you want to review this apphicaton's configuration after completing this assistant?
@) Yes, take me to the deployment's configuration screen.

) Mo, 1 will review the configuration later.

Summary

Deployment: v 1035 /Cracie Muddleware juser_projects /domains Lipg 7273 /applications fupg7273.ear

Name: . hrrck]
Staging mode: Use the defaults defined by the chosen targets

Security Model: DOOnly: Lze anly rolas and paises that are defined in the daplayment deserpltons,

Target Summary

Components <& Targets

upgT273 ea AdminServer

Back | Finish Cancel

8. Select the Yes, take me to the deployment's configuration screen option and click Finish.
The Settings for <Deployment Name> window is displayed.
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Settings for upg7273

Overview DepioymentPian = Configuration | Secunity | Targets | Control | Testng | Monitoring | Motes

Save

Uss this page to view the gansral configuration of an Enterprise applcation, such as its name, the physical path to the application files, the assocated deplayment plan, and 50 on, The table at
the end of the page ists the modules (such as Web applications and EJ8s) that are contained in the Enterprise application. Chick on the name of the moduie to view and update its configuration.

Name: upg?273 The name of this Enterprise Application.  More Info...

loyable unit on the Administration

Path: [ oradata2f wi1035/ Orade Mddeware/ user_projects) domains/ Log 7273/ The path t :
appications| upg7273, ear Server e Infa...

Deployment Plan: (no plan specfiad) The path to the deployment plan document on Administration Server.  More
Info...

Staging Mode: {not specified)

Security Modek COOnly to secure & deployed madule.  More Info..,

-_!g Deployment Order: 100

(5] Deployment Principal
Mame:
the ananymous princpal wil be used.  More Info...
Save
Hodules and Components
Showing 1to 1of 1 Previous | MNext
Hame Type
[P Enterprise
Elupgrans Appication
EEs
(7 5tatelessCacheBeanBaan 35
[= Madules
0)/wpa7273 mmm
¥ beancache.jar ] 3
= web Serices
Hone to dsplay

Showing 1to 10f 1 Previous | Mext

9. Review the general configuration details of the deployment. You can also update the
configuration of the deployment in this window. In the Overview tab you can view the
complete deployment configuration.

10. Click Save to update the changes, if any.

11. From the LHS menu, click Deployments. The Summary of Deployments window is
displayed.
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Summary of Deployments

Control  Montorng

This page displays 8 kst of Java EE appications and stand-slone appication moduies that have been mstalied to ths doman, Instalied applications and madules can be started, stopped, updated
(redepioyed), or deleted from the doman by frst selecting the appiication name and usng the contrals on this page.

To install a new application or module for deployment to targets n this domain, diick the Install button.

P Customize this table

Deployments
Install | | Update || Delete l S!ar‘.VI Stop v Showing 1to 10f 1 Previous | Next
Servicing all requests
v| | Name «~ tat Health T ployment Order
Serviong only administration requests e < vee 3 o
™ | ® Bupgr273 Active oK Enterprise Appication 100
Instai | | Update ' | Deiete | Startv | Stopv Showing 1to 1of 1 Previous | Next

12. Select the newly deployed Infrastructure application and click Start 2 Servicing all
requests. Ensure that the infrastructure server is up and running.

Messages

& Start requests have been sent to the selected Depioyments
Summary of Deployments
Control  Monitorng

This page dsplays 8 Ist of Java EE appications and stand-alone appication modules that have been nstaled to this domain. instalied applcatons and modules can be started, stopped, updated
(receployed), or deleted from the doman by first selec the application name and using the controls on this page.

To install 3 new appication or module for depioyment to targets in this domain, dick the Instal button,

P Customize this table

Deployments
nstal ‘ Showing 1t0 10f 1 Previous | Next
[ | name & State Health Type Deployment Order
0O | ® Pupg7273 Active v ox Enterprise Applcation 100
nstal ‘ Showing 1t0 10f 1 Previous | Next

13. The State of the deployed application is displayed as Active if started successfully.

11.2.3 Deploying WAR Files on Tomcat

Before deploying the WAR files, ensure that the previously deployed applications of Infrastructure
are uninstalled. See Uninstalling Previously Deployed WAR Files in Tomcat for the procedure to
uninstall the previously deployed Infrastructure war files.

On the machine that hosts Tomcat, follow the below steps outlined to deploy Infrastructure
application:

1. Copythe <context-name>.war file from $SFIC WEB HOME/<context-name.war> t0
<Tomcat Installation Directory>/webapps/ directory.
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Home Documentation Configuration Examples Wiki Mailing Lists Find Help

Apache Tomcat/7.0.57 " Apache Software Foundation

http://www.apache.org/

Recommended Reading:
Security Considerations HOW-TO
Manager Application HOW-TO -
Clustering/Session Replication HOW-TO HostManager
Developer Quick Start

Server Status

Manager App

Tomcat Setup Realms & AAA Examples Serviet Specifications
First Web Application JOBC DataSources Tomcat Versions
Managing Tomcat Documentation Getting Help

For secunty, access to the manager webapp is Tomcat 7.0 Documentation FAQ and Mailing Lists

estricted. Users are defined
feeie ] il Tomeat 7.0 Configuration The following mailing lists are available
SCATALINA HOME/conf/tomcat-users.xml Tomcat Wiki

fomeat-annoynce
Important announcements, releases, security
In Tomcat 7.0 access to the manager :'{:;n?:;‘jg;‘m:‘al important conﬁguva!ron vulnerability notifications. (Low volume).
application is split between different users : ke
SPONCALOR 10,07 et fomeat-users
SCATALINA HOME/RUNNING.TXT User support and dscussion
fagibs-yser
Release Notes Developers may be interested in User support and dscussion for Apache Tagibs
Changelog -
T t7 lomecat-dev _
% 3 } Development maiing ist, including commit messages
Migration Guide R LSRSUp ot 3
Tomcat 7.0 JavaDocs
Security Notices

Tomeat 7.0 SVN Repository

2. Click Manager App. The Connect to dialog box is displayed.

3. Enter the User ID and Password that has admin rights and click OK. (For user creation in
Tomcat, see Tomcat User Administration. The Tomcat Web Application Manager window is
displayed with the list of all the applications deployed.
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4. Inthe Deploy section, enter the Context Path provided during the installation as
"/<context-name>".

5. Enter the path where the <context-name>.war file resides (by default "$FIC WEB
HOME/<context-name>.war") in the WAR or Directory URL field and click Deploy.

6. On successful application deployment, a confirmation message is displayed. Start the
Tomcat server. See Starting Web Application Servers for more details.
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12 Appendix D: Starting / Stopping Infrastructure Services

12.1 Starting/Stopping OFSAA Infrastructure Services

This chapter details on how to start and stop OFSAA Infrastructure services. This chapter includes
the following sections:

e Starting Infrastructure Services

e Starting Web Application Servers

e Stopping Infrastructure Services

e Stopping Web Application Servers

12.1.1 Starting Infrastructure Services

Once the installation of Infrastructure has been completed successfully and the post-installation
steps are completed, the servers must be started. Log on to each machine and run the .profile
file. All servers mentioned must be started from the same shell encoding. The servers mentioned
below are dependent on each other. It is mandatory to maintain the order in which the servers are
started. Allow each of the servers to initialize completely before starting the next server.

1. On the machine in which Infrastructure Application components have been installed, navigate
to SFIC_APP HOME/common/FICServer/bin directory and execute the following
command to start the Infrastructure Server.

./startofsaai.sh

NOTE: You can also start the Infrastructure Server by executing the command "nohup ./
startofsaai.sh ¢&". Starting the process using "nohup" and "&" returns the
command prompt without having to wait till the process completes. However, this
command cannot be used when you are starting the server for the first time or
starting after changing user password in the configuration database schema.

2. Select the required Webserver start up option from the table.

Start up Option Description

Starting WebSphere Profile On the machine in which Web sphere is installed, navigate to
[Webshpere Install Directory]
/AppServer/<profiles>/<profile name>/bin and
execute the command: . /startServer.sh serverl

Starting WebLogic Domain On the machine in which WebLogic is installed navigate to
<WebLogic Installation

directory>/user projects/domains/<domain
name>/bin and execute the command: startWebLogic.sh
-d64
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Start up Option Description

Note: If WebLogic is already running, access the WebLogic Admin
Console. Stop and start the application <context

name>.ear.

Starting Tomcat Application On the machine in which Tomcat is installed, navigate to
<Tomcat Install Directory>/bin and execute the
command: ./catalina.sh run

3. Start ICC server:

e On the machine in which Infrastructure default Application components have been
installed, navigate to S$FIC HOME/ficapp/icc/bin directory and execute the

command.

o./iccserver.sh

NOTE: Only Infrastructure Default Application Server holds ICC component.

4. To start Back-end Services:

e On the machine on which Infrastructure Database components have been installed,
navigate to $FIC DB HOME/bin directory and execute the command to start "Agent

server':
o ./agentstartup.sh
o Or
o Start Back-end services using the command:

o nohup ./agentstartup.sh &

NOTE: This agent internally starts the Router, Message Server, OLAP data server and AM
services.

12.1.2 Starting Web Application Servers

Start the Web Application Server depending on the type from the following table.

Start up Option Description

Starting WebSphere Profile On the machine in which Web sphere is installed, navigate to
[Webshpere Install Directory]
/BppServer/<profiles>/<profile name>/bin and
execute the command: . /startServer.sh serverl

Starting WebLogic Domain On the machine in which WebLogic is installed navigate to
<WebLogic Installation

directory>/user projects/domains/<domain
name>/bin and execute the command: startWebLogic.sh -
de4
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Start up Option

Description

Note: If WebLogic is already running, access the WebLogic Admin
Console. Stop and start the application <context name>.ear

Starting Tomcat Application

On the machine in which Tomcat is installed, navigate to
<Tomcat Install Directory>/bin and execute the

command: . /catalina.sh run

12.1.3 Stopping Infrastructure Services

To stop Infrastructure Services:

1. On the machine in which Infrastructure Application components are installed, navigate to
$FIC_APP HOME/common/FICServer/bin and execute the command:

./stopofsaai.sh

2. To stop ICC server, on the machine in which Infrastructure default Application components

are installed, navigate to $FIC_HOME/ficapp/icc/bin and execute the command:

./iccservershutdown. sh

NOTE: Only Infrastructure Default Application Server holds ICC component.

3. To stop Back-end server, on the machine in which Infrastructure database components are
installed, navigate to $FIC_ DB HOME/bin and execute the command:

./agentshutdown. sh
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13

13.1

Appendix E: Accessing OFSAA Application

This appendix gives details the steps to be performed to access OFSAA Application.
Accessing the OFSAA Application

1. From a your desktop, open the browser and enter the URL in below format:
<scheme>://<IP address/ hostname>:<port>/<context-name>/login.jsp
For example, https://111.222.333.444:5555/0fsaa/login.jsp
The OFSAA Login window is displayed.

Language [US-English V]
User ID |
Password

£ ,,»“‘\' &
. - U
ORACLE

2. With installation of every OFSAA Application Pack, there are two seeded user profiles

configured in the system:

o SYSADMN - System Administrator
o SYSAUTH — System Authorizer

3. Login to the application using the "SYSADMN" User ID. (Note that, there is no "I" in the

SYSADMN login USER ID). Enter the password that was provided during installation. On the

first login, you are prompted to change the password.

Once you have logged into the Infrastructure system, you need to perform the following

additional configurations to setup the OFSAAI environment:

o Define Server Details for Database, Application and Web Servers.
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e Add Database Details.
e Create an Information Domain.
e Create a Segment.

e Create / Add User with access to all permissions.

NOTE: Each new file that is created in the ftpshare directory of any installation layer should
be granted specific / explicit permission. If you encounter any problems during
setup, please contact Infrastructure Support.

13.2 OFSAAI Login

While accessing Oracle Financial Services Analytical Applications Infrastructure, the Splash screen
is as displayed:

() OFSAA Login Screen - Intemet Explorer =al0)

ORACLE Flnmeﬂ Services Analytical Applications

Language US-English I
User ID OFSAD
Password  sssesses o
L .
Lo ORACLE

You can select the required language from the Language drop-down list. The language options
displayed in the drop down are based on the license. Based on the selection of Language, the
appropriate language login screen is displayed.

Enter the User ID and Password provided by the System Administrator and click Login. You are
prompted to change your password on your first login. Alternatively, you can also choose to change
your password any time.
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() OFSAA - Password Change Screen - Internet Explorer oo - S

User ID SYSADMN
Old Password ~ ssessses o -
New Password

Confirm Password

Lok | [Lcancel

ORACLE’

In the Change Password screen, enter a new password, confirm it and click OK to view the Splash
screen. Refer to the following guidelines for password creation:

Passwords are displayed as asterisks (stars) while you enter. This is to ensure that the
password is not revealed to other users.

Ensure that the entered password is at least six characters long.

The password must be alphanumeric with a combination of numbers and characters.

The password should not contain spaces.

Passwords are case sensitive and ensure that the Caps Lock is not turned ON.

By default the currently used password is checked for validity if password history is not set.

New password should be different from previously used passwords based on the password
history which can be configured.

If you encounter any of the following problems, contact the System Administrator:
o Your user ID and password are not recognized.

o Your user ID is locked after three consecutive unsuccessful attempts.

o Your user ID has been disabled.

o Guest user cannot change the password.
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14 Appendix F: Post Deployment Configurations

14.1 Post Deployment Configuration

This chapter covers the following topics:

e Deploying the Application

e Logging as System Administrator

e Creating Application Users

e Mapping Application User(s) to User Group

14.2 Deploying the Application

14.3

14.4

This section explains steps to deploy the application. Web Layer deployment is required, For more
information, see Appendix A.

Logging as System Administrator

Post installation, the first login into Infrastructure is possible only for a System Administrator through
user ID, sysadmn. This ID is created at the time of installation with the password provided during
installation. Enter login ID, sysadmn and password that was provided during installation. Click
Login.

Creating Application Users

User Maintenance facilitates you to create user definitions, view, manage, modify, and delete user
information. You can access User Maintenance by expanding User Administrator section within the
tree structure of LHS menu.

The User Maintenance screen displays user details such as User ID, Name, Profile Name, Start
and End dates. You can also identify the user status if enabled to access the Infrastructure system.

To add a user in the User Maintenance screen:

1. Select button from the User Maintenance tool bar. Add button is disabled if you have
selected any User ID in the grid. The New User screen is displayed.
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= New - User - Windows Internet Explorer

A User Info
Created By

Last Modified By

User Maintenance > User Defintion (add mode
A User Maintenance
User D JohnAdmin User Name John K

Nottingham Road, New York

Address Date of Birth 07/07/1970 _°|
Designation Administrator Profile Name ‘ Profile for the Administrator v
Start Date 071292011 78] End Date 0712972015 78]
Password sssssssese
A Notification Time
Start 08:00 End 06:00
Email ID john_k@email.com Mobile No +858436947
Pager No 8585201266
A Enable User
Enable User Login on Holidays

User Maintenance

Save Cancel

Created Date

Last Modified Date

2. Enter the user details as tabulated.

Field

Description

Fields marked in red asterisk (*) are mandatory.

User ID* Enter a unique user ID. Ensure that there are no special characters and extra
spaces in the id entered.
User Name* Enter the user name. The user name specified here is displayed on the

Infrastructure Splash screen. Ensure that the user name does not contain any

» o« W

special characters or spaces except "—*, “”. and “.”.

Contact Address*

Enter the contact address of the user. It can be the physical location from where
the user is accessing the system. Ensure that Contact Address does not contain
any special characters except ".", "#", "-", ",".

Date Of Birth*

Specify the date of birth. You can use the popup calendar to enter the date.

Designation*

Enter the user designation. Ensure that designation does not contain any special

characters except “_, “” and "-".

Profile Name*

Select the profile name by clicking on the drop down list.
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User Start Date* Specify the user start date based on the day slot the user is enabled to access
the system. Ensure that User Start Date is greater than today’s date. You can
use the popup calendar to enter the date.

User End Date* Specify the user end date based on month and year when the user Id expires.
Ensure that user End Date is greater than User Start Date. You can use the
popup calendar to enter the date.

Password* Enter the default password for the user for the initial login. User needs to change
the default password during the first login.

A user is denied access in case the user has forgotten the password or enters
the wrong password for the specified number of attempts (as defined in the
Configuration screen). To enable access, enter a new password here.

Notification Time (Optional) Specify the notification start and end time within which the user can
be notified with alerts.

E-mail ID* Enter the e-mail address of the user.

Mobile No (Optional) Enter the mobile number of the user.

Pager No (Optional) Enter the pager number of the user.

Enable User* Select the checkbox to allow user to access the system.

A deselected checkbox denies access to the user.

3. Click Save to upload the user details.

The new User details are populated in the User Authorization screen which has to be
authorized by System Authorizers. Once authorized, the User details are displayed in User
Maintenance screen and can then be mapped to the required user group in the User UserGroup
Map screen.

NOTE: This step may not be required if you have already setup users in the OFSAA setup.
For more information refer user creation section from the Oracle Financial Services
Analytical Applications Infrastructure User Guide.

14.5 Mapping Application User(s) to User Group

The User UserGroup Map facilitates you to map user(s) to specific user group which in turn is
mapped to a specific Information Domain and role. Every UserGroup mapped to the infodom needs
to be authorized. Else, it cannot be mapped to users.

The User UserGroup Map screen displays details such as User ID, Name, and the corresponding
Mapped Groups. You can view and modify the existing mappings within the User UserGroup
Maintenance screen.

Starting the OFSAA 8.0 release, with installation of DM Application Pack, preconfigured Application
user groups are seeded. These user groups are unique to every OFSAA Application Pack and have
application roles pre-configured.
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You can access User UserGroup Map by expanding User Administrator section within the tree
structure of LHS menu.

After the user is created for Reconciliation Framework, it should to be mapped to the following
mentioned user groups:

1. Recon Administrator
2. Recon Framework Analyst
3. Recon Framework Authorizer

After the user is created for Data Governance for different jurisdictions, it should to be mapped to
the required user groups as per their roles:

e Data Governance for US Regulatory Reporting Application: DGS Authorizer Group, DGS
Administrator Group, DGS Analyst Group, BUO and CWS

o Data Governance for European Central Reporting Application: DGS EBA Authorizer
Group, DGS EBA Administrator Group, DGS EBA Analyst Group, BUO and CWS

e Glossary Module: Glossary Approver Group, Glossary Creator Group, Glossary Owner
Group, Glossary Viewer Group

e Business Terms Module: Glossary Term Approver Group, Glossary Term Creator Group,
Glossary Term Owner Group, Glossary Term Viewer Group

e Critical Data Element Module: CDE Approver Group, CDE Creator Group, CDE Owner
Group, CDE Viewer Group

e Control Module: DGCOGRP, DGCOVIEWGRP

¢ Key Indicator Module: DGSKRCODGRP, KIVCAP, DGKIVIEWGRP, DGKIVCAP

e |Issues Module: DGISAPRGRP, DGISASRGRP

e Actions Module: DGAAGRP

e Process Monitoring Module: DGSPLANSCOPE, DGSPSI, DGPMVIEWGRP

e Metadata Report Module: MDR Owner Group, MDR View Group
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15 Appendix G: Cloning OFSAA Instance

There is a consistent need for a faster and effective approach of replicating an existing OFSAA
instance for further project developments, that is, setting up OFSAA instances that are exact copies
of the current OFSAA instance. For more information on cloning, see OFSAA Cloning Reference
Guide.
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16 Appendix H: OFSAA Landing Page

This appendix includes the following topics:

e Installation Checklist

¢ OFSAA Landing Page

e Enabling a Product within an Application

e Uninstalling the OSFAA Installation

16.1 Installation Checklist

Before starting on the OFSAAI Installation Kit, ensure that the following pre-installation activities
checklist is completed successfully. It is recommended to take a print out of the checklist and follow
the checklist step by step.

Table with (General, Pre-Install, Install, and Post Install) Checklist

Step No. Task Done
General
1 Check the OFS Data Management Release Notes and Read Me document for
any additional steps to be performed on OFS Data Management Pack or O
OFSAAI.
Note: For more details, contact Oracle support.
Data Management Pack Pre Installation + During Installation
1 Prior to installation, ensure that sufficient free temp space (minimum 1 GB free) O
is available in /tmp directory of unix server hosting OFSAAI.
Data Management Pack Post Installation
1 Perform post-installation steps ]
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16.2 OFSAA Landing Page for DM Administrator
On successful authentication, the OFSAA 8.0.4.0.0 Landing Page is displayed. This is a common
landing page for all users until a preferred application landing page is set by the user in his
preferences.

(&) Financial Services Analytical Applications - Internet Explorer [ESloR x|

v X v | usengisnv | oFsapv
ORACLE Financial Services Analytical Applications

Applications

Object Administration ~ System Configuration & Identity Management

Select Applications

Financial Servi

4 @ common Tasks

ices Data Governance for US Regulatory Rep... ¥ 4 @ Common Tasks

Menu for Common Tasks

» [ pata Model Management N Data Model Management > E Unified Analytical Metadata
» [ unified Analytical Metadata Manage Data Model Define and maintain analytical metadata definitions

@ Metadata Report

1
» B8 operations @ Metadata Report .[’% Operations

85 metacata Browser

Generate Metadata Reports Tools for Data Center operations

& Data Govemance for US Regulatory Reporting Metadats Browsss

Browse metadata ineage

About Oracle Contact Us = Legal Notices Terms Of Use  Your Privacy Rights Copyright © 2016 Oracle andior its affiiates. All ights reserved

16.2.1

The landing page includes multiple tabs and each tab has specific links to OFSAA Infrastructure
and/or Application modules. The tabs and links are displayed based on the OFSAA Application
accessed and the access roles mapped to the logged in user.

Each tab contains LHS Menu and RHS Menu. The LHS Menu holds link(s) to modules in a tree
structure. The RHS Menu holds link(s) to modules in a navigational panel format.

NOTE: Refer the User Manual for more details on how to operate on each tab.

Accessing OFSAA Infrastructure

Infrastructure can be accessed through your web-browser as soon as the System Administrator
(SA) installs and configures Oracle Financial Services Analytical Applications Infrastructure.

The SA provides you with a link through which you can access Oracle Financial Services Analytical
Applications Infrastructure. You can access the Infrastructure application login screen through your
web-browser using the URL: http://<IP Address of the Web Server>:<servlet port>/<context
name>/login.jsp.

You can also login to the Infrastructure application with the host name instead of the IP address.
To do this, it is necessary to have the host name mapped to the IP address in the hosts file the
client Windows machine. The hosts file is in %systemroot%\system32\ drivers\etc\ directory.
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16.3 Enabling a Product within an Application

Each product is marketed by a separate team and which is headed by a Sales Manager who reports
to the Sales Head. Each Sales Manager in turn has two Sales Officers who are responsible for
sales and profitability of the product.

The Sales Head has decided that the Sales Officer of each product not have access to the
information of other products. However, each Sales Manager have access to Sales figures of the
other products.

Using the Oracle Infrastructure Security Hierarchy feature Administrator can provide information
security at hierarchy level by defining security options for each hierarchy node. Thus, the Bank can
control access of information at a node level and not increase the overheads.

In the Oracle Infrastructure:

e The users are created in Oracle Infrastructure and then, a business hierarchy (as defined
above) is created.

e The bank can restrict access of certain information to certain people in the Hierarchy Security
configuration. In this window,

e The administrator can control security by mapping the users to various nodes in hierarchy.

For example, the administrator maps Sales Officer 1 and Sales Officer 2 to only the Personal Loans
Node in the Product hierarchy. This restricts Sales Officer 1 and 2 to only viewing and maintaining
their particular node in the hierarchy.

By default, all the users mapped to a domain can access all the hierarchy levels to which they are
mapped. This function allows the administrator to restrict or exclude a user/s from accessing
restricted nodes.

16.4 Enabling a Product within an Application Pack

You can also enable a product/ application within an application pack post installation at any point
of time.
To enable a product through the application Ul, Perform the following steps:

1. Login to the application as SYSADMN user or any user with System Administrator privileges.

2. Navigate to System Configurations & ldentity Management tab and expand Financial
Services Analytical Applications Infrastructure = Administration and Configuration 2>
System Configuration.

3. Click Manage OFSAA Product License(s). The Manage OFSAA Product License(s) page is
displayed.
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This page includes the following sections:
e INSTALLED APPLICATION PACKS
e PRODUCTS IN THE APPLICATION PACK

The following fields are displayed in the INSTALLED APPLICATION PACKS section:
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Field Description

Displays a unique Application Pack ID related to the Application Pack.

Select the appropriate Pack ID. The products in the application pack
are displayed in the PRODUCTS IN THE APPLICATION PACKS
section.

Application Pack ID

Application Pack Name | Displays the name of the Application Pack.

Description Displays the description of the Application Pack.

Install Date Displays the date when the Application Pack was installed.

The following fields are displayed in the PRODUCTS IN THE APPLICATION PACK

section:
Field Description
Enable Select the checkbox to enable a product within an Application Pack.
Product ID Displays a unique product ID for the product.
Product Name Displays the name of the Product
Description Displays the description of the product.
Enable Date Displays the date when the product was enabled.

4. Select an Application Pack from the Application Pack ID field.
Selecting an Application Pack displays the products within the Application Pack.

Products enabled during installation have the checkbox “ENABLE” disabled. You can enable
any product within the selected Application Pack by clicking the “ENABLE” checkbox against
the respective Product ID.

5. Click RESET to cancel the operation and refresh the screen.

6. Click VIEW LICENSE AGREEMENT. The License Agreement window is displayed.
7. Select| ACCEPT THE LICENSE AGREEMENT.

8. Click ENABLE.

An appropriate pop-up message confirmation is displayed showing that the product is
enabled for the pack.

NOTE: To use the newly enabled product, you need to map your application users to the
appropriate product specific User_Group(s) and subsequently, authorize the
actions by logging in as System Authorizer.

NOTE: For more information refer to Mapping/Unmapping Users section in the Oracle
Financial Services Analytical Applications Infrastructure User Guide 8.0.
To identify the newly enabled product specific UserGroups/ Application Pack
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specific User_Groups, refer to the respective Application Pack specific Installation
and Configuration Guide/ User Manual.

16.5 Uninstalling OFSAA Installation

This section provides the necessary steps to uninstall the OFSAA 8.0 installation.

Before you start the uninstall process, ensure that no open connections exist to the OFSAA
Configuration Schema and Atomic Schemas, and Infrastructure Services are brought down.

To uninstall OFSAA:

1. Log in to the system as non-root user.

2. Navigate to the SFIC_ HOME directory and execute the command:
./Uninstall.sh

3. Enter the password for OFSAA Configuration Schema when prompted as shown in the
following figure:

facratchdofzaadb/OFSAAL:, AUninstall, sh

Uninstallation Started [time @ Tue Jun 10 14:20:27 IST 2014 ]
e e e e e o e e e e o

%% Iriver loaded with Driver oracle, jdbc,driver,Oraclellriver

Flease enter Configuration schema Pazsword 3
Connected to Config Schema

Cleaning config schema ....

config schema cleaned ...

Cleaning up Infrastructure Home Dir |

Flease wait ..,
Uninstallation Completed | Thank You [time @ Tue Jun 10 14:21:53 IST 2014 1
0 e e o o e e e e e o

/zcratoh/ofzaadb OFSART ]

Uninstall process does not uninstall the OFSAA application from the Web Application Server. This
has to be done manually. The files/ directories under the file system staging area (ftpshare) have
to be deleted manually.

All the Database objects from Atomic Schemas have to be dropped manually.
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17 Appendix I: Additional Configurations

The following sections provide detailed module specific post installation configurations.
This section includes the following topics:

e Configuring FTP/SFTP for File Transfer

e Configuring Infrastructure Server Memory

e Setting Up Internet Explorer

e Retrieving Patch Information

e Configuring OLAP Data Server

e Changing IP/ Hostname, Ports, Deployed Paths of the OFSAA Instance

e Configuring Infrastructure Ports

e Fetching Tool for OFSAAI Setup Information

e Encryption Changer

e Configuring Infrastructure LDAP

e Configuring OFSAAI Web Services

e Deploying OFSAAI Web Services

e Configuring Message Details in Forms Designer

e Clearing Application Cache

e Configuring Password Changes

e Configuring Java Virtual Machine

e Configuring Internal Service (Document Upload/ Download)

17.1 Configuring FTP/SFTP for File Transfer

In OFSAA, certain modules require transfer of files from the web application server to the OFSAA
server over SSH.

Perform the following steps to ensure the OFSAA server recognizes the web application server
during file transfers.

1. Login to the web application server.
2. Type sftp <user>@<OFSAA Server>
3. Enter Yes when prompted for permission.
Are you sure you want to continue connecting (Yes/No)?

4. This adds an entry to the known_hosts file.
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5. A confirmation message is displayed:

Permanently added <OFSAA Server> RSA) to the list of known hosts.

17.2 Configuring Infrastructure Server Memory

The memory settings for Infrastructure Application Server, Tomcat, WebSphere, and WebLogic
can be edited for customizing memory settings and garbage collector settings depending on the
available hardware configuration as explained below. These settings are base minimum and has
to be incremented considering the deployment metrics into account. The increments are usually
handled in multiples of 128mb for heap and 64mb for stack.

17.2.1 Setting Up Infrastructure Server Memory

You can configure the Infrastructure Application Memory settings as follows:
1. Locate .profile file.

2. Edit X ARGS field in this file for customizing memory settings and garbage collector settings
depends on the hardware configuration.

This has a default value X ARGS APP ="-Xms200m"

X ARGS APP =" "$X ARGS" SDELIM -Xmx2048m"

NOTE: You need to modify X ARGS APP variable inthe .profile file to customize Java
Memory Settings for Model Upload based on the Data Model size.
For Run and Rule executions, the following value is recommended:

X_ARGS_RNEXE="-Xmslg -Xmx1g -XX:+UseAdaptiveSizePolicy -
XX:MaxPermSize=512M -XX:+UseParallelOldGC -XX:+DisableExplicitGC"

X_ARGS_RLEXE="-Xmslg -Xmx1g -XX:+UseAdaptiveSizePolicy -
XX:MaxPermSize=512M -XX:+UseParallelOldGC -XX:+DisableExplicitGC"
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17.3 Setting Up Internet Explorer

NOTE:

OFSAAI supports only default zoom setting in Internet Explorer, that is, 100%.
Cookies should be enabled.

The following browser settings have to be specified at every client machine prior to accessing the
Infrastructure application.

1. Open Internet Explorer. Select Tools = Internet Options. The Internet Options window is
displayed.

2. Click the Settings button. The Settings window is displayed.

3. Select the option Everytime | Visit the webpage and click OK.

P —
Internet Options

Websi@ata Settings

General | Security | Privacy | Content [ Connections | Programs | Advanced |
Home page

Temporary Internet Files ‘ History | Caches and databases i

Internet Explorer stores copies of webpages, images, and media
/‘ To create home page tabs, type each address on its own line. for faster viewing later.
517 =3

= about:blank

-

Check for newer versions of stored pages:
@ Every time I visit the webpage

) Automatically

(") Every time I start Internet Explorer
Use current l [ Use default J [ Use new tab ] ‘

(2) Never
Startup

: Disk space to use (8-1024MB)
() Start with tabs from the last session

250 (=
(Recommended: 50-250MB)
@ start with home page Current location:
Tabs C:\Users\shwwali\AppData\LocalWMicrosoft\Windows\Temporary
Change how webpages are displayed in tabs. Tabs Internet Files\
Browsing history - = { Move folder... ] [ View objects ] [ View files ]
Delete temporary files, history, cookies, saved passwords, and web
form information.
[ Delete browsing history on exit

[ OK ] [ Cancel
[ Delete... H Settings ]
Appearance
Colors ] [ Languages H Fonts ] [ Accessibility ]
[ oK ] [ Cancel ] Apply
\ A

4,

In the Internet Options window, select the Security tab and select the Internet option under
Select a zone to view or change the security settings.

5. Click Default Level under Security level for this zone.
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Internet Options @

General | Security | Privacy | Content | Connections | Programs | Advanced

Select a zone to view or change security settings.

@ €« v O

Internet Local intranet Trusted sites  Restricted
sites

Internet

0 This zone is for Internet websites,
except those listed in trusted and
restricted zones.,

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
.| - Appropriate for most websites
- Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

[ OK ” Cancel ]

6. Click OK to save.

7. Click Internet Explorer > Tools > Compatibility View Settings.

8. Enter the OFSAA setup URL in the Add this website field.

9. Click Add.

10. Ensure the URL is listed under Websites you've added to Compatibility View.

11. In the Internet Options window, select the Privacy tab and select the Turn on Pop-up Blocker
option under Pop-up Blocker settings.
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Internet Options . - o s
- e | 0~ C” [&) Navigation Canceled
General [Secmtv Privacy | Content ] Connections ]?mqans [ Advanced
Settings
Select a setting for the Internet zone.
Medium
- Blocks third-party cookies that do not have a compact
privacy policy
- Blocks third-party cookies that save information that can
) be used to contact you without your explicit consent
- Restricts first-party cookies that save information that
can be used to contact you without your implicit consent
Sites | Import | Advanced
Location
=1 Never allow websites to request your |
‘ physical location Clees Stes, , —
Pop-up Blocker Pop-up Blocker Settings ‘ g
[¥] Tun on Pop-up Blocker Settings Exceptions
InPrivate - Pop-ups are cumently blocked. You can allow pop-ups from specific
'lr'r‘ websites by adding the site to the list below
Address of website to allow
;0 Some settings are managed by your system administrator Allowed stes
— g — T — “oracle com
o “.oraclecorp .com
“.oraclevpn.com | Remove all... |
Notifications and blocking level
Play a sound when a pop-up is blocked
| Show Notification bar when a pop-up is blocked
Blocking level
| Medm: Block most automatic pop-ups A l

Leam more about Pop-up Blocker | Close |

12. Click Settings. The Pop-up Blocker Settings window is displayed.

13. Enter the URL of the OFSAA Application in the Address of Website to Allow: field.

14. Click Add. The OFSAA URL is displayed in the Allowed Sites section.

15. Click Close.

16. Click OK in the Internet Options window.

17.4 Retrieving Patch Information

To identify the list of patches installed on your OFSAA setup, perform the following steps:

1. Login to the OFSAA application as a user with Object AdminAdvanced Role.

Navigate to Object Administration tab.

Click System Utilities.

2
3
4. Click Patch Information.
5

The page displays the list of patches installed on the OFSAA setup across Applications/

Platform.
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17.5 Configuring OLAP Data Server

This section is applicable if you are using the OLAP feature of OFSAAI.

The following parameters must be set to ensure that the system limitations are not exceeded at
any stage. The values for these OS parameters should be specified based on the expected load at
each implementation site.

Example:

e Process Memory Limit

e Max Thread Stack Size

e Max Number of Threads per Process

e Sort Buffer settings: This must be set at the Essbase application level appropriate to the
anticipated load.

e Shutdown and Restart: During shutdown of OFSAAI Server that has an instance of Data
Services that is communicating with an OLAP Data Server, it is imperative to ensure that the
cleanup of the old instance is completed on the OLAP Data Server before restarting the
OFSAAI Server. Pause for a period of time based on the load the system was subjected to,
before restarting the Data Services subsystem.

17.6 Changing IP/ Hostname, Ports, Deployed Paths of the OFSAA Instance

For information on this section, see OFS Analytical Applications Infrastructure Administration User
Guide in OTN.

17.7 Configuring Infrastructure Ports

This step is applicable only in the event you wish to change any of the ports used by Infrastructure
services after the installation process. The ports that are used by the Infrastructure application are
distributed across the machines on which Infrastructure Web; Application, and Database
components have been installed. Therefore you must perform the port changes on all the machines
on which Infrastructure components have been installed.

The PortC. jar file can be executed in two modes.
o GUI
e CMD

To execute PortC. jar file in GUI mode, ensure that Hummingbird Exceed is running and do
the following:

1. Navigate to the path $FIC_ HOME in each machine.
2. Enter the command:

java -jar PortC.jar GUI
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3. The OFSAA Infrastructure Port Changer window is displayed.

B OFSAAInfrastructure Port Changer mn

Configure port numbers used by
OFSAAInfrastructure,

OFSAAInfrastructure install directory:

Application Layer
Database Layer v
Web Layer

Infrastructure java Port 2425

1CC Server Port 9815
1CC Native Pont 9817
Infrastructure Native Port 8721
Infrastructure Agent Port 9812

OLAP Data Server Port 10101

Message Server Port 4376

Router Port 4379

AM Port 6702

Web Server Port 12123

Enter Database Details

Select your Database Oracle -
IP Address

Port Number

SID

Config schema username

Config schema password eseseess)

Cancel Change

The OFSAA Infrastructure Port Changer window displays the following:
e The path in which Infrastructure components have been installed.

e The check-boxes corresponding to enable Application Layer, Database Layer, or Web
Layer:

o Inthe event you have performed a single-tier installation on the current machine, the check-
boxes for all three components be enabled.

If you have installed more than one category of components on the current machine, the
corresponding checkboxes for the respective components you have installed are enabled.

To edit the port value, enter the new port value. User has the option to change the required
ports and leave the other ports unchanged. Only the ports for which values are modified change
and the ports that are unchanged retain its default value.

NOTE: All ports on a machine must be unique. The range of port numbers that are given
should preferably be between 1025 and 65535. The Servlet port can have 80 or
443 as port numbers if Default HTTP/HTTPS ports are being used.

o Select the Database Type as Oracle from the drop-down list.
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The IP / Host Address of the machine on which the corresponding database is installed
be populated.

The Port Number on which the database is listening is displayed.
The SID details are displayed.

The Configuration Schema username is displayed.

Enter the Configuration schema password.

Click Change to initiate the port changes.

To execute PortC.jar in CMD mode:

4. Navigate to the path $SFIC_ HOME.

5. Enter the command:

java -jar PortC.jar CMD

Then enter the requested information to change the ports. Once the port numbers are changed
in the Infrastructure configuration, a message be displayed confirming the changes. The log,
Portchanger. log, in the Infrastructure installation path provides the status of port changes
performed.

For

above port changes to take effect, a restart of all Infrastructure servers is required.

NOTE:

Do not execute the portcC. jar file with CMD option in the nohup mode. The port
changes are done only on Infrastructure web components where EAR/WAR files
are deployed. After the port changes are done, you need to re-create the EAR/WAR
files and re-deploy these files.

17.8 Fetching Tool for OFSAAI Setup Information

Executing the SetupInfo. jar file available in the $FIC HOME path helps you retrieve the related

information about the OFSAAI Set up such as Operating System Name and version, Database
Type and Version, OFSAAI architecture, Log file locations and so on.

To execute "SetupInfo.jar"in console:

1. Navigate to the path SFIC HOME.

2. Enter the command:

java -jar SetupInfo.jar

After execution, the output file location is displayed in the console.

17.9 Encryption Changer

This utility helps you to regenerate the new AESCryptKey.ext file and encrypt all the encrypted

values of the OFSAAI setup according to the new key.
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To execute EncryptC. jar in console:
1. Navigate to the path $FIC_HOME.
2. Enter the command:
java -jar EncryptC.jar
A confirmation message is displayed after execution.

Once executed, you need to create and deploy the EAR / WAR file depending on the configured
Web Application Server. For more information, see Create and Deploy EAR/ WAR files.

17.10 Configuring Infrastructure LDAP

This provides you with the option of using LDAP (Lightweight Directory Access Protocol)
authentication or Infrastructure SMS authentication for logging on to Infrastructure.

If you are using the Infrastructure authentication, the user and user group details, profile creation,
function and role maintenance and other mappings can be done through the Infrastructure
Administration module under Security Management. The data in this case, be updated in the
CSSMS table.

However, if you wish to use LDAP for user authentication, then you have to ensure that the LDAP
server is installed and configured. Also make sure that OPEN LDAP 2.2.29+ is installed and
configured in Windows machine. Before doing the following configuration, it is required to select
the "Authentication type" as LDAP in the Configuration screen of Infrastructure. This screen can be
accessed by selecting System Configuration = Configuration in the LHS menu of Infrastructure.
In the Windows machine in which LDAP Server is installed, go to the OpenLDAP installation
directory through the command prompt and execute the command, slapd -d 1 to start the LDAP
server.

17.10.1 Configuring Infrastructure Configuration Schema

In the Infrastructure "configuration schema"”, ensure the following entries in Configuration Table.

PARAM Name Description PARAM Value Example

AUTHENTICATIONTYPE | Authentication type 3 - AUTHENTICATIONTYPE value must be 3
for LDAP

ROOTCONTEXT The Root Context for the dc=<OFSAA>, dc=<com>

LDAP Directory

ROOTDN The Root dn for LDAP cn=<Manager>, dc=<Reveleus>, dc=<com>
directory
ROOTPASS Password for the Root <secret>
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PARAM Name Description PARAM Value Example
LDAPURL LDAP URL <ldap://10.11.12.13.1234/>
LDAP_SSL_MODE LDAP in SSL Mode N for non - SSL and Y for SSL
HASHPASS Should the user password FALSE or TRUE.
be Hashed When HASSPASS is set as FALSE, we need

to have the ROOTDN value as
"uid=ORCLADMIN, ou =Users, dc=OFSAAI,
dc=com". ORCLADMIN is a dummy user, it
be replaced dynamically with the logged in
user.

When HASSPASS is set as TRUE, we need
to have the ROOTDN value as
"cn=orcladmin, cn=Users, dc=i-flex,dc=com"
and proper oracladmin LDAP password as
ROOTPASS. First OFSAAI connects to LDAP
directory using orcladmin user and fetches
the login user details and verifies the entered

password.
RETRIEVE_DN To retrieve Distinguished TRUE
Name
NOTE: ROOTCONTEXT, ROOTDN, and ROOTPASS entries should be same as in the

slapd.conf file.

17.10.2

Configuring OpenLDAP Files

Copy the reveleusSchema.schema from <Infrastructure Installation
Directory> /ficapp/common/FICServer/conf/LDAP LDIF directory to
LDAPServer Schema directory.

Copy the Domains.1dif and Reveleus.1dif files from <Infrastructure
Installation Directory>/ficapp/common/FICServer/conf/LDAP LDIF directory
to OpenLDAPServer directory.

NOTE: Make sure that the ROOTCONTEXT in the Domains.1ldif and Reveleus.1ldif

files are the same as slapd.conf file.

Provide the appropriate entries for ROOTDN, ROOTPASS, and ROOTCONTEXT in
slapd.conf file inthe OpenLDAPServer directory.

Add the text "include schema/reveleusSchema.schema" as the first line of the
slapd.conf file
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NOTE: The above steps of the configuration are for OpenLDAP Server only. If you need to
configure Infrastructure for any other LDAP Server, you have to make the changes
appropriately.

5. Inthe command prompt, navigate to the LDAP installation directory and execute the
command "ldapadd -D"ROOTDN" -w ROOTPASS -f/data/Reveleus.ldif"

This is for creating the entries for Users, User Groups, Functions, Profiles, Segments,
Domains, Roles, and HolidayMaster in the Data information Tree of LDAP.

6. Make an entry in the Domains. 1dif file for each Information Domain that is created through
the Infrastructure Ul.

To add an entry corresponding to the new Information Domain to the Domains.1dif file, add
the following block of text with the appropriate values:

NOTE: DSNID refers to Information Domain name.

dn: DSNID=<DSN ID>,ou=Domains,@LDAP DIRECTORY ROOTCONTEXT®
changetype: add

mappedsegments: <Mapped segments/~>

dsnid: <DSN ID>

infodomname: < Information Domain Name>

objectClass: Infodom

objectClass: top

infodomdescription: < Information Domain Description>

Example:

dn: DSNID=FUSIONMOCK, ou=Domains, dc=FTP1l,dc=com
mappedsegments: ~

dsnid: FUSIONMOCK

infodomname: FUSIONMOCK

objectClass: Infodom

objectClass: top

infodomdescription: FUSIONMOCK

Then, navigate to LDAP installation directory and execute the command "D"ROOTDN"  -w
ROOTPASS -f/data/Domains.ldif"

NOTE: You can add entries for multiple Information Domains at the same time.
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17.10.3 Migrate Data from CSSMS tables to LDAP server

If you are using LDAP authentication, it is required to migrate all the details from the CSSMS table,
which contains the information entered using the Infrastructure Administration module under
Security Management to the LDAP Server.

To migrate data from CSSMS tables to LDAP server:

1. Invoke the LDAP Migration.sh filein

$FIC HOME/MigrationUtilities/Migration LDAP/ bin directory. The Select
Source & Destination for Migration window is displayed with the option to migrate the data

from SMS to LDAP or vice versa.

2. Select the SMS to LDAP option and click OK. The Select Entities to Migrate window is

displayed.

You can select the data that you wish to migrate such as Users, User Groups, Functions,
Roles, Segment, Profiles, Holiday Master, Function Role Maps, User - User Group Maps,
User Group Role Map, and User Group- Domain Map.

3. Select the entities that you wish to migrate and click Migrate. The data is migrated and a

=Select Source & Destination for Migration =

LDAP To SMS
SMS To LDAP

OK Close

-Select Entities To Migrate

v User
v User Group
Function
Role
Segment
Profile
Holiday
Function - Role Map
User - User Group Map
User Group - Role Map

User Group - Domain Map

Migrate Close

confirmation dialog is displayed.
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4. You can verify the data migrated to LDAP server through the LDAP Browser.

NOTE: You should also enter the passwords for all the users as passwords are not
migrated in migration process.

17.11 Configuring OFSAAI Web Services

Web Services in OFSAAI is meant for exposing a web service to "asynchronously" or
"synchronously" execute requested tasks offered by OFSAAI. The configuration steps given below
are to be done only if you are using the Web Services feature of OFSAAI.

17.11.1  Configuring DynamicWSConfig.xml File

For each third party web service that needs to be accessed using the OFSAAI Web services
framework and the operations to be invoked, corresponding entries are to be made in the
DynamicWSConfig.xml template file.

The variable <WwebServer> denotes any one of the application server, that is, WebSphere,
WebLogic, or Tomcat.

The DynamicWSConfig.xml file is available in the <OFSAAT Installation
Directory>/EXEWebService/ <WebServer>/ROOT/conf directory. This file can be placed

in any directory that is accessible by the application and this location must be specified in the
web . xml file, as WSCONFIGFILE parameter.

The DynamicWSConfig.xml template file is in <WebServer Deployment Path>/
EXEWebService.ear/EXEWebService.war/conf directory.

This template is given below:

<XML>

<WEBSERVICES>

<WEBSERVICE CODE="$CODE"

ENDPOINT="$ENDPOINT" TARGETNAMESPACE="S$TARGETNAMESPACE"
XMLNS XSD="$XMLNS XSD" ENCODINGSTYLE="$ENCODINGSTYLE"
SERVICENAME="S$SERVICENAME" PORTTYPENAME="S$PORTTYPENAME"
SESSION MAINTAIN PROPERTY="$SESSION MAINTAIN PROPERTY"
USERNAME="SUSERNAME"

PASSWORD="S$PASSWORD" STYLE="SWEBSERVICESTYLE"
STUBIMPLEMENTATION="$STUBIMPLEMENTATION">

<OPERATION CODE="$CODE"

NAME="S$NAME"
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SOAPACTION="SSOAPACTION"
STYLE="$STYLE"
PACKAGENAME="$PACKAGENAME" >
<INPUT ORDER="$ORDER"
PARAMNAME="S$PARAMNAME"
ARGTYPE="SARGTYPE"
CLASSNAME="S$CLASSNAME" />
<OUTPUT PARAMNAME="$PARAMNAME"
RETURNTYPE="S$SRETURNTYPE"
CLASSNAME="SCLASSNAME" />
</OPERATION>

</WEBSERVICE>
</WEBSERVICES>

</XML>

The DynamicWSConfig.xml file has the placeholders as tabulated below. These have to be
updated depending on the web service chosen and the mode of accessing it. For each Web service
to be accessed, the entire webservice tag in the DynamicWSConfig.xml file must be repeated.
The placeholders tabulated below should be set in accordance to the parameters published in the
third party wsdl files (webservices) to be accessed. The stub class specified must implement the
"com.iflex.Oracle Reveleus.execution.webservice. EXEWebIF" interface.
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17.11.2  Attributes for WEBSERVICE tag

Placeholder Description

$CODE Unigue number within the xml file and cannot be 999 or 0.

$ENDPOINT soap: address location in the wsdl: service name tag of the wsdl
file.

$TARGETNAMESPACE The attribute value for the targetNamespace of the wsdl: definitions
tag.

$XMLNS_XSD The attribute value for the xm1ns:s of the wsdl:definitions
tag

$ENCODINGSTYLE The attribute value for the xmlns: soapenc of the wsdl:definitions
tag.

$SERVICENAME Name of the service found under the wsdl:service name tag of the
wsdl file.

$PORTTYPENAME wsdl port type name as mentioned in the wsdl file.

$SESSION_MAINTAIN_PROPERTY | This could be given as "™ also.

$USERNAME User name to access the web services. Enter "™ if no user name is
required.

$PASSWORD Password to access the web services. Enter " if no password is
required.

$WEBSERVICESTYLE This can take either "rpc” in case of DIl mode of invoking web
services or "stub” in case of static mode. This is a mandatory
parameter.

$STUBIMPLEMENTATION Fully qualified class name (package name.classname).

17.11.3  Attributes for OPERATION tag

Ensure that the "operation tag attributes" are repeated for each of the operation tags.

Placeholder Description

$CODE Should be unique within the Webservice tag.

SNAME The name of the Function that is to be called by the wsdl file.

$SOAPACTION The URL for the Operation to access. This is associated with the Operation
tag of the wsdl file.

$STYLE This can take "rpc" if the web services invoking is in DIl mode or "stub" if it is
in static mode. This is a mandatory parameter.

$PACKAGENAME Represents the JAXB package of input object.
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17.11.4  Attributes for INPUT tag
Placeholder Description
$ORDER The sequential number of the INPUT tag. Should start from 0. This is in line
with the input order of the arguments that the API accepts which is called by
this operation.
$PARAMNAME Input parameter name to be called by the wsdl file.
$ARGTYPE Input Parameter Data Type. If the input argument type is complex object,
specify SARGTYPE as "xmistring".
$CLASSNAME Represents class name of input object parameter.
17.11.5 Attributes for OUTPUT tag
Placeholder Description
$PARAMNAME Output parameter name to be returned by the web service.
$RETURNTYPE Output parameter Data Type. If the web service response is a complex
object, then specify SRETURNTYPE as "object".
$CLASSNAME Represents class name of output object parameter.
17.11.6  web.xml File Entries

e This step is optional and required only if the web application server used is Tomcat. In case
of any other application server, skip and proceed with next step.

Navigate to $SFIC_HOME/webroot/WEB-INF/ directory and edit the web . xml file. Set
parameter value DOCSERVICEAPP to EXEWebServiceAXIS.

e Navigate to <OFSAAT Installation
Directory>/EXEWebService/<WebServer>/ROOT/WEB-INF/ directory and edit the
web . xml file as in Note.

NOTE: In case of Java 7, when WebLogic is used as web application server replace

following line of <OFSAAI Installation
Directory>/EXEWebService/Weblogic/ROOT/WEB-INF/web.xml  file that is

<?xml version="1.0' encoding='"UTF-8'?>
<web-app id="WebApp_ID" version="3.0"
xmlns="http://java.sun.com/xml/ns/javaee"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemal.ocation="http://java.sun.com/xml/ns/javaee
http://java.sun.com/xml/ns/javaee/web-app_3_0.xsd" metadata-complete="true">

with
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<?xml version="1.0' encoding='"UTF-8'?>
<web-app xmins="http://java.sun.com/xml/ns/j2ee"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

Entry for WSConfig File

The WSCONFIG file (DynamicWSConfig.xml) is available in the <WebServer Deployment
Path>/ EXEWebService.ear/EXEWebService.war/conf directory. This file can be placed
in any directory that is accessible by the application.

The path where the WSCONFIG file is placed must be specified in place of
$WSCONFIGFILELOCATIONS in the below block of text in web . xm1file.

<context-param>

<description>WebServices Configuration File</description>
<param-name>WSCONFIGFILE</param-name>
<param-value>$WSCONFIGFILELOCATIONS</param-value>

<!--Specify the Location of DynamicWSConFig.xml-->

</context-param>

Proxy Settings

The following block of text in web . xml file, replace the <param-value> given in bold below with
appropriate values.

If no values are required, leave the <param-value> blank.

<context-param>

<description>http Proxy Host</description>
<param-name>http.proxyHost</param-name>
<param-value>$PROXYHOSTS$</param-value>

<!-- Specify the IP address or hostname of the http proxy server-->
</context-param>

<context-param>

<description>http Proxy Port</description>
<param-name>http.proxyPort</param-name>
<param-value>$PROXYPORTS$</param-value>

<!--Port Number for the Proxy Server-->
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</context-param>

<context-param>

<description>http proxy UserName</description>
<param-name>http.proxyUserName</param—-name>
<param-value>$PROXYUSERNAMES$</param-value>

<!-- User ID To get authenticated by proxy server-->
</context-param>

<context-param>

<description>http proxy Password</description>
<param-name>http.proxyPassword</param-name>
<param-value>$PROXYPASSWORDS$</param-value>

<!-- User Password To get authenticated by proxy server-->
</context-param>

<context-param>

<description>http non-ProxyHosts</description>
<param-name>http.nonProxyHosts</param-name>
<param-value>$NONPROXYHOSTS$</param-value>

<!--Hosts for which the proxy settings should get by-passed (Note:
Separate them by "|" symbol) -->

</context-param>

OFSAAI Home Entry

This entry should point to the Application layer / Web layer of the OFSAAI installation and should
be accessible.

Replace sSFIC HOMES in the following block of text in web.xml with <WebServer Deployment
Path>/EXEWebService.ear/EXEWebService.war

<context-param>

<description>OFSAAI Web Home</description>
<param-name>FIC_ HOME</param-name>
<param-value>SFIC HOMES$</param-value>

<!--OFSAAI Installation Directory-->
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</context-param>

<context-param>

<description>OFSAAI Web Home</description>
<param-name>FIC PHYSICAL HOME</param-name>
<param-value>$FIC HOMES$</param-value>
<!--OFSAAI Installation Directory-->

</context-param>
DynamicWSConfig.xml

For each third party web service that needs to be accessed using the OFSAAI Web services
framework, and the operation to be invoked, make corresponding entries into this file. This file is to
be placed in the location that is specified in the web . xm1file as WSCONFIGFILE parameter.

17.12 Deploying OFSAAI Web Services

You can deploy OFSAAI Web Services separately if you had not configured OFSAAI Web Services
as part of the installation.

1. Complete the manual configuration of OFSAAI Web Services.

2. Navigate to <OFSAAI Installation Directory>/EXEWebService/<WebServer>
and execute the command:

./ant.sh
This triggers the EAR/WAR file creation, which is required for the deployment.

3. Deploy the generated EXEWebService.EAR/EXEWebService.WAR file into the Web
Server.

If you have already configured OFSAAI Web Services as part of the installation, deploy the
generated EXEWebService.EAR/EXEWebService.WAR file into the OFSAAI Deployment area
in Web Server profile.

17.13 Configuring Enable Parallel Execution of DML statements

A configuration file, OracleDB.conf has been introduced to accommodate any configurable
parameter related to operations on oracle database. If you do not want to set a parameter to a
specific value, then the respective parameter entry can be removed/commented off form the
OracleDB.conf file which resides in the path $SFIC DB HOME/conf.

As of now, the OracleDB.conf file has only one parameter namely
CNF_DEGREE OF PARALLELISM. This parameter indicates the degree of parallelism to be used
for a DML operation if parallel DML is explicitly enabled in the session with the ENABLE PARALLEL
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17.14

DML clause of the ALTER SESSION statement. The default mode of a session is DISABLE
PARALLEL DML. If CNF_DEGREE OF PARALLELISMIis notset, then the default degree, as decided
by Oracle is used.

Configuring Message Details in Forms Designer

You can configure the Message Details in Forms Designer under Data Entry Forms and Queries
module by updating the details of mail server in the "NatificationConfig.cfg" file which resides in the
path $SFIC APP HOME/common/FICServer/conf.

Ensure that the "authorized User details" for whom you need to configure the Message details are
included in Administration - Security Management = User Administrator - User
Maintenance window.

Update the following parameters in the "NotificationConfig.cfg" file:

Parameter Description

SMTP_SERVER_IP Specify the hostname or IP address of SMTP Server.

SMTP_DEBUG_MODE To run SMTP service in Debug mode, set value to 'true’, otherwise set value
to 'false’.

SMTP_AUTHORIZATION Set to 'true' if SMTP server requires the client to be authenticated, otherwise
set to 'false’.

SMTP_USERNAME Username required for logging into SMTP server, if authentication is not
required use a dummy value.

SMTP_PASSWORD Password required for logging into SMTP server, if authentication is not
required use a dummy value.

SMTP_MAILID If the Messages has to go from a Particular ID that ID must be added.
Exchange server forces you set a valid ID that is there in the exchange
server. (Based on Security settings)

Ensure that the authorized User details are included in Administration - Security Management
> User Administrator = User Maintenance window.

17.15 Clearing Application Cache

This is applicable to all Web Servers (that is, WebSphere, WebLogic, and Tomcat).

Prior to the deployment of Infrastructure or Application Service Packs / One-off patches, navigate
to the following path depending on the WebServer configured and clear the cache:

e Tomcat: <Tomcat installation
directory>/work/Catalina/localhost/<Application name>/org/apache/jsp
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WebLogic: <Weblogic installation location>/domains/<Domain
name>/servers/<Server name>/tmp/ WL user/<Application

name>/qaelce/jsp servlet

WebSphere: <Websphere installation
directory>/AppServer/profiles/<Profile name>/temp/<Node

name>/serverl/<Application name>/<.war file name>

17.16 Configuring Password Changes

This section explains about how to modify the OFSAA Infrastructure Config Schema and Atomic
Schema passwords.

17.16.1

Modifying OFSAA Infrastructure Configuration Schema Password

To change the Config Schema password, perform the following steps:

1.
2.

17.16.2

Change the Config Schema User Password in the database.
Delete the SFIC HOME/conf/Reveleus.SEC file.
Shutdown the OFSAAI App service:

cd SFIC APP HOME/common/FICServer/bin

./ reveleusshutdown.sh

Start the Infrastructure Server in foreground directly on the server or through X-Windows
software using the command:

./ reveleusstartup.sh

At the prompt, enter System Password. Enter the "new Config schema" password. The
service starts and initializes itself if it is able to successfully connect to the DB.

Post successful startup of the service, if required, the Infrastructure server can be shut down
and restarted in the background using nohup mode.

Modifying OFSAA Infrastructure Atomic Schema Password

To change the Atomic Schema password, perform the following steps:

1.
2.

Change the Atomic Schema User Password in the database.

Login to the application from the browser using SYSADMN account or any user ID, which has
System Administrator role mapped.

Navigate to System Configuration - Database Details window. Select the appropriate
connection and edit the password.

Navigate to Unified Metadata Manager = Technical Metadata - Data Integrator >
Define Sources window. Update the appropriate Source details.
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17.17

17.18

5. If you are using Apache Tomcat as Web server, update the <Context> -> Resource tag
details in Server.xml file from the SCATALINA HOME/conf directory. (In case of Tomcat

only Atomic <Resource> exist).
6. If you are using WebSphere as Web server:
a. Login to the WebSphere Administration Console, from the left side menu.

b. Navigate to Resources - JDBC - Data Sources. A list of data sources are populated
on the right side.

c. Select the appropriate Data Source and edit the connection details. (In this case, both
Config and Atomic data sources must be modified).

7. If you are using WebLogic as Web server:
a. Login to the WebLogic Administration Console, from the left side menu

b. Under Domain Structure list box, expand the appropriate Domain and navigate to
Services - JDBC - Data Sources. A list of data sources are populated on the right
side.

c. Select the appropriate Data Source and edit the connection details. (In this case, both
Config and Atomic data sources must be modified).

8. Restart the OFSAAI services.

Configuring Java Virtual Machine

While running several database intensive tasks in parallel, fetching the database connection from
connection pool may face an error. To ensure no such error is encountered, add the line
securerandom. source=file:/dev/./urandom in the java.security configuration file

available in $JAVA HOME/jre/lib/security/ path.

This must be configured on all the machines or virtual machines where the OFSAAI database
components (ficdb layer) are installed.

Configuring Internal Service (Document Upload/ Download)

This step can be ignored if it has already been configured as part of any previous IR /ML installation.

The Document Upload /Download feature has undergone a change and can now be configured to
use Internal service for document upload / download instead of the earlier ExeWebService.

To facilitate Internal service for document upload/ download, perform the following configurations:

1. Create the directories download, upload, TempDocument and Temp in the local path of Web
application server and provide Read/Write permission.
e To find the exact location, execute the following query in CONFIG schema:

select localpath from web server info

e To create directories with Read/Write permission, execute the command:
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mkdir -m 777 download upload TempDocument Temp

2. Create DocStorage directory in the FTPSHARE location of APP tier and provide Read/Write
permission.
e To find the exact location, execute the query in CONFIG schema:
select ftpdrive from app server info
e To create directory with Read/Write permission, execute the command:
mkdir -m 777 DocStorage

By default, the parameter DOCUMENT_SERVICE_TYPE_EXTERNAL value is set to FALSE in
the Configuration table in CONFIG schema and hence the application “ExeWebService” is not
used. It is recommended that the value to be set to FALSE and use the Internal service for
document upload/ downloads. If you intend to continue using the External ExeWebService, set the
value to TRUE.

Navigate to $SFIC HOME/EXEWebService/<WEBSERVER TYPE> directory of WEB tier and type
Jant.sh. This triggers the creation of EAR/WAR file EXEWebService.ear/.war.

The EAR/WAR file EXEWebService.ear/.war is created in
$FIC_HOME/EXEWebService/l<WEBSERVER_TYPE> directory of WEB tier. Redeploy the
generated EAR/WAR file onto your configured web application server.
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18 Appendix J: Patching DM Pack Installation

Oracle strongly recommends installing the latest available patch set to be up-to-date with the
various releases of the OFSAA Infrastructure product.

See http://support.oracle.com for more information on latest releases.
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19 Appendix K: Grants for Atomic/ Config Schema

This appendix includes the following sections:

e Grants for Atomic Schema

e Grants for Config Schema

e Grants for Config Schema Entities for Atomic Users

19.1 Grants for Atomic Schema

Atomic Schema creation requires certain grants for object creation. This can be located in
$FIC HOME/privileges atomic user.sql file

grant create SESSION to &database username

/

grant create PROCEDURE to &database username

/

grant create SEQUENCE to &database username

/

grant create TABLE to &database username

/

grant create TRIGGER to &database username

/

grant create VIEW to &database username

/

grant create MATERIALIZED VIEW to &database username

/

grant olap user to &database username

/

grant select on SYS.V SPARAMETER to &database username
/

grant create SYNONYM to &database username

/

NOTE: If you intend to use Oracle OLAP feature, execute the below grant on all ATOMIC

schema(s) grant olap user to &database username

19.2 Grants for Config Schema

Config Schema creation requires certain grants for object creation. This can be located in
$FIC HOME/privileges config user.sql file

The following are the Grants for Config Schema:

grant create SESSION to &database username

/

grant create PROCEDURE to &database username
/

grant create SEQUENCE to &database username
/
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grant create TABLE to &database username

/

grant create TRIGGER to &database username

/

grant create VIEW to &database username

/

grant create MATERIALIZED VIEW to &database username
/

grant olap user to &database username

/

grant select on SYS.V_SPARAMETER to &database username
/

grant create SYNONYM to &database username

19.3 Grants on Config Schema Entities for Atomic Users

Atomic Schema creation requires certain grants for config schema object access. This can be
located in $SFIC_HOME/config table privileges for atomic user.sql file.

The following are the Grants for Config Schema entities for Atomic Users:
grant select on CSSMS USR PROFILE to &database username

grant select on CSSMS ROLE MAST to &database username

érant select on CSSMS GROUP MAST to &database username

;rant select on CSSMS FUNCTION MAST to &database username

;rant select on CSSMS USR GROUP MAP to &database username

;rant select on CSSMS USR GROUP DSN SEG MAP to &database username
;rant select on CSSMS ROLE FUNCTION MAP to &database username
érant select on CSSMS GROUP ROLE MAP to &database username

;rant select on CSSMS SEGMENT MAST to &database username

;rant select on BATCH TASK to &database username

;rant select on CSSMS USR DSN SEG MAP to &database username
;rant select on CSSMS USR ROLE MAP to &database username

;rant select on CSSMS METADATA SEGMENT MAP to &database username
;rant select on BATCH RUN to &database username

;rant select on PR2 FILTERS to &database username

/

grant select on PR2 TASK FILTER to &database username
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/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/

grant

select
select
select
select
select
select
select
select
select
select
select
select
select
select
delete
insert
update
select
delete
insert
update
select
select
delete
insert
update

select

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

PRZ2 TASK FILTER DETAIL to &database username
ST STRESS MASTER to &database username

ST SCENARIO MASTER to &database username

ST SHOCK MASTER to &database username

BATCH MASTER to &database username
ICC_MESSAGELOG to &database username

PR2 MASTER to &database username

PR2 RUN REQUEST to &database username

MF MODEL_ SCRIPT MASTER to &database username
MF INPUT VALUES to &database username

MF MODEL_ OUTPUT VALUES to &database username
DB MASTER to &database username

DSNMASTER to &database username

pr2 rule map to &database username

pr2 rule map pr to &database username

pr2 rule map pr to &database username

pr2 rule map pr to &database username

pr2 rule map pr to &database username

pr2 rule map pr tmp to &database username

pr2 rule map pr tmp to &database username

pr2 rule map pr tmp to &database username

pr2 rule map pr tmp to &database username

pr2 rule map exclude to &database username
pr2 rule map exclude pr to &database username
pr2 rule map exclude pr to &database username
pr2 rule map exclude pr to &database username

pr2 rule map exclude pr to &database username
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/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/

grant

delete
insert
update
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select

select

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

pr2 rule map exclude pr tmp to &database username
pr2 rule map exclude pr tmp to &database username
pr2 rule map exclude pr tmp to &database username
pr2 rule map exclude pr tmp to &database username
pr2 run object to &database username

pr2 run object member to &database username

pr2 run map to &database username

pr2 run execution b to &database username

pr2 run execution filter to &database username
pr2 firerun filter to &database username

pr2 filters to &database username

configuration to &database username

batch parameter to &database username

component master to &database username

MDB OBJECT TYPE ATT LAYOUT to &database username
REV_OBJECT ATTRIBUTE DTL to &database username
FORMS LOCALE MASTER to &database username

mdb object dependencies to &database username

mdb execution details to &database username
REV_STAT DATA to &database username

REV_OBJECT REPOSITORY B to &database username
REV_OBJECT REPOSITORY TL to &database username
REV_OBJECT ATTRIBUTE DTL MLS to &database username
REV_OBJECT APPLICATION MAP to &database username
MDB OBJ EXPR DETAILS to &database username

MDB EXECUTION DETAILS to &database username

REV_OBJECT TYPES CD to &database username
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grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant

grant

select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
delete
insert
update
select
select
select

select

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

REV_OBJECT_TYPES MLS to &database username
REV_APPLICATIONS CD to &database username
REV_APPLICATIONS MLS to &database username
METADATA BROWSER LOCALE to &database username
MDB STAT DATA to &database username

MDB OBJECT TYPE LAYOUT to &database username
ofsa md id ref to &database username

MDB ETL MAPPING to &database username
setupinfo to &database username
LOCALEREPOSITORY to &database username

MF MODEL MASTER to &database username

MF SANDBOX MASTER to &database username

MF VARIABLE MASTER to &database username

MF TECHNIQUE MASTER to &database username

MDB RULE SOURCE HEADER to &database username
MDB RULE TARGET HEADER to &database username
MDB RULE TARGET MEMBER HEADER to &database username
MDB RULE GRID DATA to &database username

MDB MODEL MAPPING to &database username

AAT MAP MAPPER to &database username

AAT MAP MAPPER to &database username

AATI MAP MAPPER to &database username

AAT MAP MAPPER to &database username

RTI UI EXCLUDE PDM LIST to &database username
RTI VIR PHY TBL NAME to &database username

infodom patches to &database username
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20 Appendix L: DM Pack XML Files

20.1 OFS_DM_PACK.xml

The OFs_DM PACK.xml file holds details on the various products that are packaged together in
DM Application Pack.

This section details the various tags/ parameters available in the file and the values that must be
updated. Prior to installing the DM Application Pack in SILENT mode, it is mandatory to update this
file.

]<APP_PACK_CONFIG>

ID>0FS DM PACK</RFE_ERCK ID»

NRME>Financial Services Data Management Pack</RFF_FACK NRME>
DESCRIFTICH>Applications for Data Management</LPF_FLCK DESCRIFTION-
CN>8.0.0.0.0</VERSICN>

<VERSI
] <LPE>
<APP_ID FREREQ="" DEF_3EL FLG="YES" ENABLE="YES">0FS_AAT</AFF_ID>
<RPF_WAME>Financial Services Analytical Applications Infrastructure</LPF_NAME>
<APP_DESCRIPTICN»Base Infrastructure for Analytical Applications</APP DESCRIFTION»
<VERSION>8.0.0.0.0</VERSION>
</APE>
] <LEE>
<RPP_ID PREREQ="OF5_AAI" ENAELE="YES">0FS_GLRECON</APP_ID»
<LPP_NRAME>Financial Services Analytical Applications Reconciliation Framework</AFF_NRAME:
<APP_DESCRIFTICH>Framework for General Ledger Reconciliation</APF DESCRIFTICH>
<VERSION>8.0.0.0.0</VERSION>
£ </REB»
] <RPP»
<RPP_ID FREREQ="OFS RAT" ENAELE="YES">OFS_DGS</APF_ID>
<RFF_IAME>Financial Services Data Governance for US Regulatory Reporting</LFF NEZME>
<RPF_DESCRIPTICN>Data Governance Studio</AFF _DESCRIFTION>
<VERSION>8.0.0.0.0</VERSION>
</APE>
] <LEE>
<RPP_ID PREREQ="OF5 _AAT" ENAELE="YES">0OFS_DGS_EBA</AFF_ID>»
<APP_NAME>Financial Services Data Governance for EBA Regulatory Reporting</APP NAME»
<LPP_DE3CRIPTICN>Data Governance Studio</APP DESCRIFTION:
<VERSION>8.0.0.0.0</VERSION>

</REP»

20.1.1 Configuring OFS_DM_PACK.XML file

The OFS DM PACK.xml file holds details on the various OFSAA products that are packaged in a
particular Application Pack.

The following table gives details about the various tags/ parameters available in the file and the
values that must be updated. Prior to installing the OFSAA Application Pack in SILENT mode, it is
mandatory to update this file.

NOTE: If you are installing in the GUI mode, then this file is not updated.
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Tag Name/ Attribute Name Description Mandatory | Default Value/ Comments
(Y/'N) Permissible Value
APP_PACK_ID Unique Y Unique Seeded DO NOT maodify this
Application Pack Value value.
Identifier
APP_PACK_NAME Unique Y Unique Seeded DO NOT maodify this
Application Pack Value value.
Name
APP_PACK_DESCRIPTION Unique Y Unique Seeded DO NOT modify this
Application Pack Value value.
Description
VERSION Unique release Y Unique Seeded DO NOT modify this
version Value value.
APP Unique Y Unique Seeded DO NOT remove
Application Value these tags.
Entries
APP_ID Unique Y Unique Seeded DO NOT modify this
Application Value value.
Identifier
APP_ID/ PREREQ Prerequisite Y Unique Seeded For most
Application/ Value applications
Product Infrastructure is the
prerequisite set. For
certain other
applications, an
appropriate
Application ID
would be set.
DO NOT maodify this
value.
APP_ID/ DEF_SEL_FLAG Default Selected Y Default - YES In all Application

Flag

Packs,
Infrastructure would
have this value set
to “YES”. DO NOT
modify this value.
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Tag Name/ Attribute Name Description Mandatory | Default Value/ Comments
(Y/'N) Permissible Value
APP_ID/ ENABLE Enable YES if Default: Set this attribute-
Application/ installing in | YES for Infrastructure | value to YES
Product SILENT NO for Others against every
mode. Permissible: YES or | APP_ID which is
NO licensed and should
be enabled for use.
Note: Application/
Product once
enabled cannot be
disabled. However,
Application/ Product
not enabled during
installation can be
enabled later
through the
Administration UI.
APP_NAME Unique Y Unique Seeded DO NOT modify this
Application/ Value value.
Product Name
APP_DESCRIPTION Unique Y Unique Seeded DO NOT modify this
Application/ Value value.
Product Name
VERSION Unique release Y Unique Seeded DO NOT modify this

version

Value

value.
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20.2 OFS_DM_SCHEMA_IN.xml

The OFS DM SCHEMA IN.XML file contains details on the various application schemas that should
be created prior to the DM Application Pack installation.

This section details the various tags/ parameters available in the file and the values that must be
updated. Prior to executing the schema creator utility, it is mandatory to update this file.

<APPPACKSCHEMA>
<RPF K

<HOST>¢/HOST>

</IRBLESPACES>

<SCHEMAS>

¥_ID>0FS_DM_PACK</APE_EACK_ID>
URL></JDBC_URL>
~_DRIVER>oracle. jdbc.driver.OracleDriver</JDBC_DRIVER>

<SCHEMA TYPE="CONFIG" NZ

<SCHEMR TY¥P

<SCHEMA

Iz "OFS_DGS_DATA_TBS" UE="DGS_DATA TABLE SPACE" DA’
<TABLESPACE NAME="OFS DGS_INDEX TBS" VALUE="DGS INDEX TABLE SPACE" D E:

LE="<..>/dgs_data tablespacel.dbf" SIZE="1096M" AUTOEXTEND="OFF" /
"<..>/dgs_index tablespacel.dbf" SIZE="1096M" RUIOEXTEND="OFE"

/>

20.2.1 Configuring OFS_DM_SCHEMA_IN.XML File
Creating database schemas, object with schemas and assigning appropriate grants are the primary
steps in the installation process of OFSAA Applications. The OFS DM SCHEMA IN.xml file
contains details on the various application schemas that should be created prior to the Application
Pack installation.
The following table gives details about the various tags/ parameters available in the file and the
values that must be updated. Prior to executing the schema creator utility, it is mandatory to update
this file.
Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
<SCHEMA>/ Enter the available N Default — USERS Modify this value to
DEFAULTTABLES| default tablespace for DB Permissible — Any existing associate any valid
PACE User. valid tablespace name. tablespace with the
Note: schema.
If this attribute is left
blank, then USERS is set
as the default tablespace.
<SCHEMA>/ Enter the available N Default — TEMP Modify this value to
TEMPTABLESPA | temporary tablespace for Permissible — Any existing associate any valid
CE the DB User. valid temporary tablespace tablespace with the

Note:

If this attribute is left
blank, then TEMP is set
as the default tablespace.

name.

schema.
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
<SCHEMA>/ Enter the quota to be set | N Example, Modify this value to
QUOTA on 600M/m grant the specified
DEFAULTTABLESPACE guota on the
attribute for the schema/ 20G/g mentioned
user. By default, the UNLIMITED/unlimited tablespace to the
guota size is set to 500M. user.
Minimum: 500M or
Unlimited on default
Tablespace
Enter the name of the Permissible length is 16 Enter this field in
<SCHEMA>/ Information Domain to N characters and only UPPERCASE.
INFODOM associate this schema. alphanumeric characters

The schema creator utility
automatically derives an
Information Domain
Name based on the

(Optional for
Atomic and
mandatory for

allowed. No special
characters allowed.

Application Pack if no sandbox )
value is specified for this
attribute.
<APP_PACK_ID> | Unique Application Pack Y Unigue Seeded Value DO NOT maodify this
Identifier value.
<JDBC_URL> Enter the JDBC URL. Y Example,

Note: You can enter RAC
and NON-RAC enabled
database connectivity
URL.

jdbc:oracle:thin:@<HOST/IP>
<PORT>:<SID>

or

jdbc:oracle:thin: @//[HOST][:P
ORT]/SERVICE

or

jdbc:oracle:thin: @(DESCRIP
TION=(ADDRESS_LIST=(AD
DRESS=(PROTOCOL=TCP)(
HOST=[HOST])(port=[PORT])
)(ADDRESS=(PROTOCOL=T
CP)(HOST=[HOST])(PORT=[
PORT]))(LOAD_BALANCE=y
es)(FAILOVER=yes))(CONNE
CT_DATA=(SERVICE_NAME
=[SERVICE]))))

For example,
jdbc:oracle:thin:@//dbhost.ser
ver.com:1521/servicel

or
jdbc:oracle:thin:@//dbshost.s
erver.com:1521/scan-1

or

jdbc:oracle:thin: @(DESCRIP
TION=(ADDRESS_LIST=(AD
DRESS=(PROTOCOL=TCP)(

HOST=dbhost1.server.com)(p
ort=1521))(ADDRESS=(PRO

TOCOL=TCP)(HOST=dbhost
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
2.server.com)(PORT=1521))(
LOAD_BALANCE=yes)(FAIL
OVER=yes))(CONNECT_DA
TA=(SERVICE_NAME=servic
el)))
<JDBC_DRIVER> | By default this driver Y E . Only JDBC Thin
. xample: L
name is seeded. i ) ) Driver is supported.
Note: Do not edit this ;)racle.Jdbc.drlver.OracIeDnve DO NOT modify this
attribute value. value.
<HOST> Enter the Hostname/ IP | Y Host Name/ IP Address
Address of the system on
which you are installing
the OFSAA components.
<SETUPINFO>/ Enter the acronym for the| Y Accepts strings with a This name would
NAME type of implementation. minimum length of two and appear in the OFSAA
This information be maximum of four. Landing Page as
displayed in the OFSAA Example, “Connected To: xxxx”
Home Page. DEV. SIT. PROD The schemas being
Note: On executing the T created would get
schema creator utility, this prefix. For E.g.
this value be prefixed dev_ofsaaconf,
with each schema name. uat_ofsaaconf etc.
For example:
dev_ofsaaconf,
uat_ofsaaatm.
<SETUPINFO>/ Identifies if the value N YES or NO Default value is YES.
PREFIX_SCHEMA| specified in
_NAME <SETUPINFO>/ NAME
attribute should be
prefixed to the schema
name.
<PASSWORD>/ | EnterasY ifyouwantto | Y Default— N Note: Setting this
APPLYSAMEFOR | apply the password Permissible — Y or N attribute value is
ALL specified in DEFAULT mandatory, If

attribute for all the
schemas.

If you enter as N, you
need to provide individual
passwords for all
schemas.

Note: In case you have
entered Y in
APPLYSAMEFORALL
attribute and also have
specified individual
passwords for all the
schemas, then the
specified individual
passwords take
precedence.

DEFAULT attribute is
set.
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
<PASSWORDS>/ Enter the password if you N The maximum length gllowed
want to set a default is 30 characters. Special
DEFAULT* password for all characters are not allowed.
schemas.
Note: You also need to
set
APPLYSAMEFORALL
attribute as Y to apply the
default password for all
the schemas.
<SCHEMA>/ The different types of Y ATOMIC/CONFIG/SANDBOX| Only One CONFIG
TYPE schemas that are /ADDON schema can exist in
supported in this release the file.
are ATOMIC, CONFIG, . This schema
SANDBOX, and ADDON. Note: identifies as the
By default, the schemas SANDBOX AND ADDON CONFIGURATION
types are seeded based schemas are not applicable | schema that holds
on the Application Pack. for OFS AAAI Application the OFSAA setup
Note: Do not edit this Pack details and other
g | metadata
attribute value. information.
Multiple ATOMIC/
SANDBOX/ ADDON
schemas can exist in
the file.
ATOMIC schema
refers to the
Information Domain
schema. SANDBOX
schema refers to the
SANDBOX schema.
ADDON schema
refers to other
miscellaneous
schema (not
applicable for this
Application Pack).
<SCHEMA.>/ By default, the schemas | Y The permissible length is 15 | SETUPINFO/ NAME
NAME names are seeded based characters and only attribute value would

on the Application Pack.

You can edit the schema
names if required.

Note:

The Schema Names
have a prefix of the
SETUPINFO/ NAME
attribute.

SCHEMA NAME must be
same for all the ATOMIC
Schemas of applications
within an Application
Pack.

alphanumeric characters
allowed. No special
characters allowed except

underscore ‘.

be prefixed to the
schema name being
created.

For E.g. if name is
set as ‘ofsaaatm’ and
setupinfo as ‘vat’
then schema being
created would be
‘uat_ofsaaatm’.
NAME should be
same where
APP_GRP=1 for all
SCHEMA tags (Not
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Tag Name/
Attribute Name

Description

Mandatory
(Y/N)

Default Value/
Permissible Value

Comments

applicable for this
Application Pack).

<SCHEMA>/
PASSWORD*

Enter the password of the
schema to be created.

Note:

If this attribute is left
blank, then the password
specified in the
<PASSWORD>/DEFAUL
T attribute is applied as
the Schema Password.

The maximum length allowed

is 30 characters. Special
characters are not allowed.

Note: You need to
mandatorily enter the
password if you have
set the
<PASSWORD>/
APPLYSAMEFORAL
L attribute as N.

<SCHEMA>/
APP_ID

By default, the
Application ID is seeded
based on the Application
Pack.

Note: Do not edit this
attribute value.

Unigue Seeded Value

Identifies the

Application/ Product
for which the schema
is being created.

DO NOT maodify this
value.

*On successful execution of the utility, the entered passwords in the OFS DM SCHEMA IN.xml file are nullified.
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21 Appendix M: OFSAAI_InstallConfig.xml file

21.1 Configuring OFSAAI_InstallConfig.xml file

Perform the following steps to configure OFSAAI_InstallConfig.xml file:

1.
2.

Navigate to OFS_DM PACK/OFS_AAI/conf/ directory.

Open the file OFSAAI InstallConfig.xml in text editor.

Configure the OFSAAT InstallConfig.xml as mentioned in the below table:

You need to manually set the InteractionVariable parameter values as mentioned in the table.
If a value is not applicable, enter NA and ensure that the value is not entered as NULL.

InteractionVariable Name

Significance and Expected Value

Mandatory
Y/N

<Layer name="GENERAL">

WEBAPPSERVERTYPE

Identifies the web application server on which the
OFSAA Infrastructure web components would be
deployed.

The below numeric value should be set depending
on the type:

Apache Tomcat =1
IBM WebSphere Application Server = 2
Oracle WebLogic Server =3

For example, <InteractionVariable
name="WEBAPPSERVERTYPE">3</InteractionVari
able>

Yes

DBSERVER_IP

Identifies the hostname or IP address of the system
on which the Database Engine is hosted.

Note: For RAC Database , the value should be NA.

For example, <InteractionVariable
name="DBSERVER_IP">14.15.16.17</InteractionV
ariable> or

<InteractionVariable name="DBSERVER _
IP">dbhost.server.com</InteractionVariable>

Yes

ORACLE_SID/SERVICE_
NAME

Identifies the Oracle DB Instance SID or
SERVICE_NAME

Note: The Oracle_SID value should be exactly the
same as it is mentioned in JIDBC_URL.

For example, <InteractionVariable
name="ORACLE_SID/SERVICE_

NAME">ofsaser</InteractionVariable>

Yes
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InteractionVariable Name

Significance and Expected Value

Mandatory
Y/N

ABS_DRIVER_PATH

Identifies the directory where the JDBC driver
(ojdbc<version> jar) exists. This would typically be
the $ORACLE_HOME/jdbc/lib

For example, <InteractionVariable
name="ABS_DRIVER_
PATH">">/oradata6/revwb7/oracle

</InteractionVariable>

Note: See Appendix P for identifying the correct
“ojdbc<version>.jar” version to be copied.

Yes

OLAP_SERVER_
IMPLEMENTATION

Identifies if the OFSAA Infrastructure OLAP
component needs to be configured depending on
whether you intend to use the OLAP feature. The
below numeric value should be set depending on the
choice:

YES-1
NO -0

No

ARBORPATH, HYPERION HOME and ESSBASEPATH.

Note:IfvalueforOLAP SERVER IMPLEMENTATION issettol,itchecksforfollowing environment
variables are set in .profile:

SFTP_ENABLE

Identifies if the SFTP (Secure File Transfer Protocol)
feature is to be enabled. The below numeric value
should be set depending on the choice:

SFTP-1
FTP-0

Yes

Note: The default value for SFTP_ENABLE is 1, which signifies that SFTP be used. Oracle
recommends using SFTP instead of FTP because SFTP is considered more secure. However, a client
may choose to ignore this recommendation and to use FTP by setting SFTP_ENABLE to 0. This
selection may be changed later by using the OFSAAI administration interface. For example,
<InteractionVariable name="SFTP ENABLE">0</InteractionVariable>

FILE_TRANSFER_PORT

Identifies the port used for the file transfer service.
The default value specified is 22 (SFTP). Specify
value as 21 or any other PORT value if value for
SFTP_ENABLE is 0.

For example, <InteractionVariable
name="FILE_TRANSFER _
PORT">21</InteractionVariable>

Yes

LOCALE

Identifies the locale information to be used during
the installation. This release of the OFSAA
Infrastructure supports only US English.

For example, <InteractionVariable
name="LOCALE">en_US</InteractionVariable>

Yes

OFS DM Application Pack Installation Guide




Oracle Financial Services Data

Management Application Pack Release 8.0.4.0.0

InteractionVariable Name

Significance and Expected Value

Mandatory
Y/N

respective portis enabled.

Note: The below ports are used internally by the various OFSAA Infrastructure services. The default
values mentioned below are set in the installation. If you intend to specify a different value, update the
parameter value accordingly and ensure this port value is in the range of 1025 to 65535 and the

JAVAPORT 9999 Yes
NATIVEPORT 6666 Yes
AGENTPORT 6510 Yes
ICCPORT 6507 Yes
ICCNATIVEPORT 6509 Yes
OLAPPORT 10101 Yes
MSGPORT 6501 Yes
ROUTERPORT 6500 Yes
AMPORT 6505 Yes

Note: If value for HTTPS_ENABLE is set to 1, ensure you have a valid certificate available from a
trusted CA and the same is configured on your web application server.

Application Server IP/ Hostname, to be used for
accessing the Ul. This IP would typically be the
HTTP Server IP.

If no separate HTTP Server is available, the value
should be Web Application Server IP/Hostname.

For example, <InteractionVariable
name="WEB_SERVER _
IP">10.11.12.13</InteractionVariable>

or

<InteractionVariable name="WEB_SERVER_
IP">myweb.server.com</InteractionVariable>

HTTPS_ENABLE Identifies if the Ul should be accessed using HTTP | Yes
or HTTPS scheme. The default value setis 0. The
below numeric value should be set depending on
the choice:
YES -1
NO -0
For example, <InteractionVariable
name="HTTPS_ENABLE">0</InteractionVariable>
WEB_SERVER_IP Identifies the HTTP Server IP/ Hostname or Web No
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InteractionVariable Name

Significance and Expected Value

Mandatory
Y/N

WEB_SERVER_PORT

Identifies the Web Server Port. This would typically
be 80 for non SSL and 443 for SSL. If no separate
HTTP Server exists, the value should be the port
configured for Web Application Server.

Note: The port value not be accepted as 80 if
HTTPS_ENABLE is 1 and as 443, if
HTTPS_ENABLE is 0.

For example, <InteractionVariable name="WEB_
SERVER_PORT">80</InteractionVariable>

Yes

CONTEXT_NAME

Identifies the web application context name which
be used to built the URL to access the OFSAA
applications. The context name can be identified
from a URL as below:

<scheme>://<host>:<port>/<context-name>/lo
gin.jsp

Sample URL:
https://myweb:443/ofsaadev/login.jsp

For example, <InteractionVariable
name="CONTEXT_
NAME">ofsaadev</InteractionVariable>

Yes

WEBAPP_CONTEXT_PATH

Identifies the absolute path of the exploded .ear file
on the web application server.

For Tomcat, specify the Tomcat directory path till
Iwebapps, such as
/oradata6/revwb7/tomcat/webapps/.

For WebSphere, enter the WebSphere path as
<WebSphere profile directory>/installedApps/
<NodeCellName>. For example,
/data2/test//WebSphere/AppServer/profiles/
<Profile_

Name>/installedApps/aix-imfNode01Cell. Where aix-
imf is Host name.

For WebLogic, provide the WebLogic home directory|
path as /<WebLogic home directory
path>/bea/wlserver_10.3

Note: For WebLogic, value specified for this
attribute is ignored and value provided against
attribute WEBLOGIC_DOMAIN_HOME is
considered.

Yes
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InteractionVariable Name

Significance and Expected Value

Mandatory
Y/N

WEB_LOCAL_PATH

Identifies the absolute path to any directory on the
web application server that can hold temporary files
being uploaded as part of the applications usage.

Note: In case of a clustered deployment, ensure this
path and directory is same on all the nodes.

Yes

WEBLOGIC_DOMAIN_HOME

Identifies the WebLogic Domain Home.

For example, <InteractionVariable
name="WEBLOGIC_DOMAIN_

HOME">/home/weblogic/bealuser_
projects/domains/mydomain

</InteractionVariable>

Yes

Specify the
value only if
WEBSERVERT
YPE is setas 3

(WebLogic)

OFSAAI_FTPSHARE_PATH

Identifies the absolute path to the directory identified
as file system stage area.

Note:

1.The directory should exist on the same system on
which the OFSAA Infrastructure is being installed
(can be on a separate mount).

2.The user mentioned in APP_SFTP_USER_ID
parameter below should have RWX permission on
the directory.

For example, <InteractionVariable
name="APP_FTPSHARE_PATH">">/oradata6/revw
b7/ftpshare</InteractionVariable>

Yes

OFSAAI_SFTP_USER_ID

Identifies the user who has RWX permissions on the
directory identified under parameter
APP_FTPSHARE_PATH above.

Yes
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22 Appendix N: Migration for Excel Upload

This appendix provides detailed instructions to migrate for excel upload.

22.1.1 Prerequisites

e Data model in ATOMIC schemas should be same on the source and target setups.
e OFS AAI (platform) patch level version should be same on the source and target setups.
e PL/SQL Developer to connect and query the database.

e WIiInSCP to connect and access server file system.

22.1.2 Migration for Excel Upload

To migrate, perform the following steps:

1. Open PL/SQL Developer and log in to the source setup’s configuration (CONFIG) schema
with assigned Username and Password.

2. Query the data of table EXCEL _MAPPING MASTER in a new SQL window.

3. Open a new session in PL/SQL developer and log in to the target setup’s configuration
(CONFIG) schema with assigned Username and Password.

4. Insert the records from Step 1 to this table.

5. Update the infodom name with the target infodom name in v_INFODOM column of
EXCEL MAPPING MASTER table.

NOTE: If all the mappings can work out of the single target Infodom, update same Infodom
value across all rows. If only few mappings work out of the target infodom, update
the infodom value for selective records. Kindly note, excel upload mappings work
only if the target infodom has same data model entities as used in the mappings
defined on source setup.

6. Update v_CREATED BY column with the name of any user present in the target setup that
has appropriate roles to perform Excel Upload tasks.

NOTE: It is mandatory to update values for v_INFODOM and V_CREATED BY columns.

7. Open WInSCP and login a new session by entering the host name, port number, user name
and password to access the source setup.

8. Navigate to FTPSHARE directory.
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9. Copy the excel-entity mapping xml file(s) which are located in this directory according to their
directory structure on to your desktop. For example: /ftpshare
/STAGE/ExcelUpload/$SOURCE INFODOM NAME/$EXCEL FILE NAME.xml

NOTE: Actual file name of Excel Sheet is mentioned in the v_EXCEL NAME column of
EXCEL MAPPING MASTER table.

10. Copy the excel templates (.xIs/ .xIsx) file(s) which are located in this directory according to
their directory structure on to your desktop. For example:
/ftpshare/STAGE/ExcelUpload/TEMPLATE/*.x1ls or *.xlsx

NOTE: Ignore this step if files are not present at the location.

11. Log in to a new session in WinSCP with the host name, port number, user name and
password to access the target setup.

12. Copy the xml file(s) from Step3 to the below location in the target setup. For example:
/ftpshare/STAGE/ExcelUpload/$TARGET INFODOM NAME/S$SEXCEL FILE NAME.xml

NOTE: $TARGET INFODOM NAME should be target setup infodom in which you have
uploaded the appropriate data model and the name should be same as the
V_INFODOM column value updated in EXCEL MAPPING MASTER table.

13. Copy the xls/ xlsx file(s) from Step 3 to the below location in target setup. For example:
/ftpshare/STAGE/ExcelUpload/TEMPLATE/*.x1ls or *.xlsx

NOTE: Ignore this step if files are not present at the location.
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23 Appendix O: JDBC Jar Files

The ojdbc<version>. jar file should be copied based on Database & Java version. Refer to the
following table for details.

Oracle Database JDK Version Supported JDBC Jar files specific to

Version the release

12.1 or 12cR1 JDK 7 and JDK 8 ojdbc7.jar for JDK 7/JDK 8

11.2 or 11gR2 JDK 7 and JDK 8 supported in 11.2.0.3 and ojdbc6.jar for JDK 7 / JDK 8
11.2.04
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24 Appendix P: Upgrading an Existing OFSAA 8.0.x Java 7 Instance
to Java 8

This section explains the configurations required to upgrade an existing OFSAA 8.0.x Java 7
instance to Java 8. It consists of the following topics:

e Prerequisites
e Steps for upgrading OFSAA 8.0.x Java 7 instance to Java 8

e Web Application Server Configurations

e OFSAA Generic Configurations

e OFSAA Configurations for New Web Application Server Installation

24.1 Prerequisites

The following are the prerequisites for upgrading OFSAA 8.0.x Java 7 instance to Java 8:

e Java 8 should be installed on the OFSAA server and Web Application Server.
e Oracle WebLogic Server should be 12.1.3.0 or above. Download and install patch 18729264
from http://support.oracle.com/ for the same.

NOTE: IBM WebSphere 8.5.x (Full Profile) on Java 8 is not available.

24.2 Steps for upgrading OFSAA 8.0.x Java 7 instance to Java 8

To upgrade OFSAA 8.0.x Java 7 instance to Java 8, perform the following steps:

1. Configure Web Application Server to Java 8. For more information, see Web Application Server
Configurations.

2. Configure the OFSAA instance to Java 8. For more information, see OFSAA Generic
Configurations. For a newly installed Web Application Server, see OFSAA Configurations for
New Web Application Server Installation

3. Restart the OFSAA services. For more information, see the Start/Stop Infrastructure Services
section in Appendix D

4. Generate the application EAR/WAR file and redeploy the application onto your configured web
application server. For more information on generating and deploying EAR / WAR file, see

Appendix C.

24.3 Web Application Server Configurations

This section describes the changes to be made in the Web Application Server. Following are the
two options to perform Web Application Server Configurations which are listed as follows:

e Upgrade the existing Web Application Server installation to Java 8
¢ Install a new instance of the Web Application Server with Java 8
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This section consists of the following topics:

Oracle WebLogic Server Updates
Apache Tomcat Server Updates

24.3.1 Oracle WebLogic Server Updates

Perform the following configurations to upgrade the existing WebLogic server instance to Java 8:

1.
2.

Navigate to <WLS_HOME>/Middleware/Oracle Home/wlserver.
Edit the product.properties file. Set JAVA HOME, WLS JAVA HOME, JAVAHOME
properties to the new Java path and java.vm.version to the new Java version. For example,

JAVA HOME=/usr/java/jdk1l.8.0_45

WLS JAVA HOME=/usr/java/jdkl.8.0 45
JAVAHOME=/usr/java/jdkl.8.0 45
java.vm.version=1.8.0_ 45

Navigate to
<WLS_HOME>/Middleware/Oracle Home/user projects/domains/<domain>/bin
Update SUN JAVA HOME, DEFAULT JAVA HOME, JAVA HOME in the setDomainEnv.sh
file to point to the new Java path. For example,

SUN JAVA HOME="/usr/java/jdkl.8.0 45"

DEFAULT_SUN_JAVA HOME="/usr/java/jdkl.8.0_45"

JAVA HOME="/usr/java/jdk1.8.0_45"

Clear the Application cache. Navigate to the following path and delete the files:

<Weblogic installation location>/domains/<Domain
name>/servers/<Server name>/tmp/ WL user/<Application

name>/qaelce/jsp servlet

If you wish to install a new instance of the Oracle WebLogic Server, perform the following steps:

1. Install Oracle WebLogic Server 12.1.3.x on Java 8.

2. Perform the configurations for the newly installed WebLogic server. For more information see
Configuring Resource Reference in Weblogic Application Server.

NOTE: While creating WebLogic Domain, the Listen Port should be set same as that of the

existing Domain. Note down the new Domain path to perform OFSAA
Configurations.

24.3.2 Apache Tomcat Server Updates

Perform the following configurations to upgrade the existing Apache Tomcat Server from Java 7 to
Java 8:

1.

Login to the Apache Tomcat Server as a non-root user.
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2. Edit the user .profile. Update the value for Java HOME from JRE 1.7 to JRE 1.8. For
Example,x

JAVA HOME=/usr/java/jrel.8.0_45
3. Clear the Application cache. Navigate to the following path and delete the files:
<Tomcat installation directory>/work/Catalina/localhost/<Application
name>/org/apache/jsp
If you wish to install a new instance of the Apache Tomcat Server, perform the following steps:

1. |Install Apache Tomcat Server 8 with Java 8.
2. Perform the configurations for the newly installed Tomcat server. For more information see
Configuring Resource Reference in Tomcat Application Server.

NOTE: Update the Connector Port in /apache-tomcat-8.0.21/conf/server.xml
file to that of the existing Tomcat instance.
Note down the new deployment path to perform OFSAA Configurations.

24.4 OFSAA Generic Configurations

This section consists of the following topics:

e User .profile Settings

24.4.1 User .profile Settings

Perform the following configurations:

1. Login to the OFSAA Server as a hon-root usetr.
2. Edit the user .profile. Update the value for PATH variable from JRE 1.7 to JRE 1.8. For
Example:

PATH=/usr/java/jdkl.8.0 45/jre
JAVA BIN=/usr/java/jdkl.8.0 _45/jre/bin

LD LIBRARY PATH=SLD LIBRARY PATH:/usr/java/jdkl1.8.0 45/jre/lib/amd64

/server

24.5 OFSAA Configurations for New Web Application Server Installation

This configuration is required only if you have freshly installed Oracle WebLogic 12.1.3 or Apache
Tomcat Server 8.0. Perform the following steps:

1. Modify the following parameters in the Configuration table present in the Config Schema with
the new Domain Path in case of WebLogic or with the new deployment path in case of Tomcat:

e DeFiHome
e REV IMG PATH

e EMBEDDED JSP JS PATH
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2. Login to the OFSAA Server as a non-root user.

3. Navigate to SFIC HOME/ficweb/webroot/WEB_ INF and update the following parameters
in the web . xm1 file with the new Domain path in case of WebLogic or with the new deployment
path in case of Tomcat:

e FIC PHYSICAL HOME LOC
e FIC HOME
e ICC SERVLET LOG_FILE

4. Navigate to SFIC HOME/ficweb/webroot/conf and update the Domain path in case of
WebLogic or with the new deployment path in case of Tomcat:

e OFSAALogger.xml

e MDBLogger.xml

e RevLog4jConfig.xml

e RFDLogger.xml

e ExportLog4jConfig.xml
e RFDLogger.xml

e PR2Logger.xml
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25 Appendix Q: Removing OFSAA

This appendix includes the following sections:

e Uninstalling OFSAA Infrastructure

e Uninstalling EAR Files in WebSphere

e Uninstalling EAR Files in WebLogic

e Uninstalling WAR Files in Tomcat

25.1 Uninstalling OFSAA Infrastructure

This section guides you through the necessary steps to uninstall the OFSAA Infrastructure product.
Before you start the uninstallation process, ensure that no open connections exist to the OFSAA
Infrastructure Config and Atomic Schemas and Infrastructure services are brought down.

To uninstall OFSAA Infrastructure:
1. Log in to the system as non-root user.
2. Navigate to the SFIC_ HOME directory and execute the command:

./Uninstall.sh

3. Enter the password for OFSAAI Configuration Schema when prompted as shown in the
following figure.

Jfacratch/ofzaadb/OFSAAL>. Alninstall.sh
Uninstallation Started [time @ Tue Jun 10 14:20:27 IST 2014 ]

%% Iriver loaded with Driver oracle, jdbc,driver,Oraclelriver

Please enter Configuration schema Password 3
Connected to Config Schema
Cleaning config schema ...
config schema cleaned ...
Cleaning up Infrastructure Home Dir |
Pleaze wait .,
Uninstallation Completed ! Thank You [time 3 Tue Jun 10 14:21:59 IST 2014 1

Secratch/ofzaadb OFSAAT

NOTE: Uninstallation does not remove the Infrastructure application from the Web
Application Server. This has to be done manually. The entries in the .profile file
must be removed manually. The files/ directories under the file system staging area
(ftpshare) have to be deleted manually. All the Database objects from Atomic
Schemas have to be dropped manually.
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25.2 Uninstalling EAR Files in WebSphere

Following are the steps to uninstall any previously deployed application:

1.

Open the URL in the browser window: http://<ipaddress>:<Administrative
Console Port>/ibm/console (https, if SSL is enabled). The Login window is displayed.

Login with the user ID that has admin rights.

Expand Applications - Application Types - WebSphere Enterprise Applications from
the LHS. The Enterprise Applications window is displayed with all the deployed applications.

Enterprise Applications =

Enterprise Applications

Use this page to manage installed applications. A single application can be deployed onto multiple servers.

Preferences
Surtl Stop lnsnlll Uninstall Upcne] Rollout Update ] Remove File I Expon] Export DDL Export File
S JEE
+ *

Select| Name 2 Application Status ¢)_

You can administer the following resources:

[0 |Rafaultioolicstion
» O [ ivtape

D guery

o & | @

4. Select the checkbox adjacent to the application to be uninstalled and click Stop.

5. Click Uninstall. The Uninstall Application window is displayed.

Chck OK 0 remave the following apphcaton(s). If you do not want Lo remove the appications, chick Cancel to return
10 the previous page

Name
AIXGAST

C.r-cell

6. Click OK to confirm.

7. Click Save to save the master file configuration.
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25.3 Uninstalling EAR Files in WebLogic

On the machine that hosts WebLogic, perform the following steps to uninstall any previously
deployed application:

1. Open the URL in the browser window: http://<ipaddress>:<admin server

port>/console (https, if SSL is enabled). The Login window of the WebLogic Server
Administration Console is displayed.

2. Login with the WebLogic user credentials having administrator privileges.

3. From the Domain Structure LHS menu, click Deployments. The Summary of Deployments
screen is displayed.

Summary of Deployments

Control  Monitorng

This page displays a list of Java EE appications and stand-alone application modules that have been instaled to this domain. Instalied applications and modules can be started, stopped, updated
(redeployed), or deleted from the domain by first selecting the appication name and using the controls on this page.

To install a new appication or modue for deployment to targets in this domain, cick the Install button,

¥ Customize this table

Deployments
Instal | | Update ' Delete ‘ Start v | | Step v Showing 1to 10f 1 Previous | Next
When work completes
Name &~ Force Stop tiow State Health Type Deployment Order
3 [Rupg7273 Stop, but continue servicing administration requests Active dok Enterprise Application 100
Instal | | Update | Delete ‘ Startv | | Stop v Showing 1to 10of 1 Previous | Next

4. Select the checkbox adjacent to the application to be uninstalled and click
Stop = Force Stop Now.

5. Click Yes in the confirmation dialog to stop the selected deployment.

Messages

o Selecte

Summary of Deployments

Control  Monitoring

This page displays a list of Java EE appications and stand-alone appiication modules that have been instalied to this doman. Instaled applications and modules can be started, stopped, updated
(redepioyed), or deleted from the domain by first selecting the appication name and using the controls on this page.

To install 2 new appication or moduie for deployment to targets in this domain, cick the Install button.

P customize this table

Deployments
instai 1 Showing 1to 10f 1 Pravious | Next
] | name & State Health Type Deployment Order
O | @ [Bwgr273 Prepared | ¥ 0K Enterprise Application 100
instai * Showing 10 1of 1 Previous | Next
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6. Select the checkbox adjacent to the application and click Delete to delete the selected
deployment.

7. Click Yes in the confirmation dialog to remove the selected deployment from the domain
configuration.

25.4 Uninstalling WAR Files in Tomcat

On the machine that hosts Tomcat, perform the following steps to uninstall any previously deployed
application:

1. Comment out Context path section from server.xml file in SCATALINA HOME/conf

directory to avoid conflict during undeploy and re-deploy of the WAR file.

Place comment <!-- --> in between the context path section. For
example:

<!--

<Context path ="/pr2test" docBase="/home/perfuser/tomcat-
7.0.19/webapps/pr2test" debug="0" reloadable="true"
crossContext="true">

<Resource auth="Container"

name="jdbc/PR2ATM"

type="Jjavax.sqgl.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="pr2atm"

password="pr2atm"
url="jdbc:oracle:thin:@10.184.74.99:1521:PERFTEST"
maxActive="100"

maxIdle="30"

maxWait="10000"/>

</Context>

-—>
Restart the Tomcat service by doing the following:

a. Login to the "Unix server" through a terminal emulator.

b. Navigate to Scatalina home/bin directory.

c. Stop the tomcat services using the. /shutdown.sh command.
d. Start the tomcat services using the. /startup.sh command.

2. Openthe URL in a browser window: http://<IP address>:<Tomcat server port>
(https, if SSL is enabled). The Tomcat Home window is displayed.
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3. Click Manager App. The Connect To window is displayed.

4. Login with the user credentials having admin rights. The Tomcat Web Application Manager
window is displayed with the list of all applications deployed in Tomcat.

8. °Apache

Software Foundation
http://www.apache.org/

T t Web Application M

List Applications HTLL Manager Help Manager Help Server Status

Path Display Name <
Start Stop Relopd Undeploy

Véeicome to Tomcat true 2 Expire sessions with igle 2130 minutes

Stert Stoo Beload Undeploy

Koca Tomcat Documentation true [ ] Expire sessions witn gle = 30 mnutes

Start Sigo Belogg Undeploy

lexampias Serviet and JSP Examples true 2 Expire sessions wih igle x| 30 minutes

Start Stoo Raeloag Undegiow

fustrasew | Tomoet Manager Acpacesen - 8 |[Eoorosesions Juwmmmesi30 Jmtes

Start Stop Reload Undeploy

(manager Tomcat Manager Appication true [} Expire sessions with ale 2130 minutes

lofsaant Reveleus web Appication true 1 Start Sioo Reioad Undeploy

5. Click the Undeploy link against the deployed Infrastructure application. A confirmation
message is displayed on the application /Infrastructure being uninstalled.
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26

Appendix R: FAQs and Error Dictionary

This appendix consists of resolution to the frequently asked questions and error codes noticed
during OFSAAI installation.

e Frequently Asked Questions

e Error Dictionary

OFSAAI installer performs all the pre-requisite validation check during installation. Any errors
encountered in the process are displayed with an appropriate Error Code. You can refer to the
Error Dictionary to find the exact cause and resolution to rectify the error.

26.1 Frequently Asked Questions

26.1.1

You can refer to the Frequently Asked Questions which has been developed with the interest to
help you resolve some of the OFSAAI Installation and configuration issues. This intends to share
the knowledge of problem resolution to a few of the known issues. This is not an official support
document and just attempts to share the knowledge of problem resolution to a few of the known
issues.

This section includes the following topics:

e OFSAAI FAQs
e Application Pack 8.0.4.0.0 FAQs

OFSAAI FAQs

What are the different components that get installed during OFSAAI?

The different components of OFSAAI are illustrated in Figure in Components of OFSAAI.

What are the different modes of OFSAAI installation?
OFSAAI can be installed in two modes, Silent Mode, and GUI mode.
Can the OFSAA Infrastructure components be installed on multi-tier?

No. OFSAA Infrastructure components (ficapp, ficweb, ficdb) cannot be installed on multi-tier. By
default, they will be installed on single-tier. However, OFSAA Infrastructure can be deployed
within the n-Tier architecture where the Database, Web Server and Web Application Server is
installed on separate tiers.

Is JDK (Java Development Kit) required during installation of OFSAA? Can it be
uninstalled after OFSAA installation?

JDK is not required during installation of OFSAA and only a run time is needed. For details, see
Hardware and Software Requirements, Java Runtime Environment section.
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Is JRE required during installation of OFSAA? Can it be uninstalled after OFSAAI
installation?

Only JRE (Java Runtime Environment) is required during installation of OFSAA and cannot be
uninstalled as the JRE is used by the OFSAA system to work.

How do | know what are the Operating system, webservers and other software versions
that OFSAA supports?

Refer to OFSAA Technology Stack Matrices.

What are the different files required to install OFSAAI?

The following files are required:

e setup.sh.

e envCheck.sh

e preinstallcheck.sh

e Verinfo.txt

e OFSAAlInfrastructure.bin

e validatedXMLinputs.jar

e MyResources_en_US.properties

o log4j.xml

e OFSAAI_PostinstallConfig.xml

e OFSAAIL_InstallConfig.xml

e privileges_config_user.sql

e privileges_atomic_user.sql

What should I do if | get the following error message during installation:

"Execute Permission denied"?

Check whether all the files provided for OFSAAI installation has execute permissions.

To give execute permissions,

e Navigate to the path OFSAAI_80200 and execute the command
chmod 755

"Graphical installers are not.."

If error resembles "Graphical installers are not supported by the VM. The console mode will be
used instead..." then check whether any of the X-windows software has been installed.
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Example: Hummingbird Exceed is started and configured to Graphical mode installation.

NOTE: Type 'xclock' from prompt and this should display clock in graphical mode.

"No Java virtual machine could be..."

If the error message reads "No Java virtual machine could be found from your PATH environment
variable. You must install a VM prior to running this program", then

e Check whether "java path" is set in PATH variable. See the Table 3-1, " Prerequisite
Information"section in this document.

o Check whether sufficient temporary space is available.

e Ensure that the movement of OFSAAI Installer text files to the target system is done in the Text
mode so that setup.sh file does not contain control line feed characters ("M).

What should | do if | get the following error message during installation, "OracleDriver
Files Not Found, Please Choose the Right Path To Continue"?

Check whether the provided path for Oracle Driver files is correct and whether the user has
permissions to access the files.

What should | do if | get the following error message during installation, "User must have
CREATE TABLE, CREATE VIEW, CREATE TRIGGER, CREATE INDEX, CREATE
SEQUENCE, CREATE PROCEDURE" even though the oracle schema user created has the
mentioned privileges?

OFSAAI installer validates the database details provided during installation, so ensure:
o Whether the oracle schema user has the required set of privileges for successful installation.

o Whether the oracle schema user has been created with quota privileges on tablespace to
create database obijects.

See the Table 3—1, "Prerequisite Information"” section in this document.

Installation of OFSAAI was completed successfully! What next?

Post the successful completion of OFSAAI installation, one has to perform the Post Installation
steps. See Post Installation Configurations.

What is to be done when OFSAAI Installation is unsuccessful?

OFSAAI installer generates log file OFSAAInfrastructure_Install.log in the Infrastructure
Installation Directory. There is also another log file created in the path configured in Log47j . xml.
If the logs of any of these reported Warnings, Non Fatal Errors, Fatal Errors or Exceptions, they
should be brought to the notice of the OFSAAI Oracle Support Services. It is recommended not to
proceed, until the reported problems are adequately addressed.

How do | completely uninstall OFSAAI?
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OFSAAI can be completely uninstalled by performing the steps provided in Uninstalling OFSAA
Infrastructure section in this guide.

Can OFSAAI config and atomic schemas be on different databases?
OFSAAI requires both config and atomic schemas to be present on the same database instance.
How do | grant privileges if a new information domain is created?

If you are creating a new information domain, provide a set of privileges (database permissions)
to the new Atomic schema.

1. Log into the database as sys and connect as sysdba user.
2. Execute the file privileges config user.sql available under $FIC HOME directory
3. Enter the database schema for which you want to grant privileges.

When should | run the MLS utility?

See the Multiple Language Support (MLS) Utility section in OFS AAI Administration Guide
available on OTN.

Does OFSAAI support Oracle Linux versions other than 5.5?
OFSAAI supports the Oracle Linux versions from 5.5 up to 5.10 and also from 6.0 and above.

What should I do if | get the following error message on the UNIX System terminal while
executing ./setup.sh, "Insert New Media. Please insert Disk1 or type its location"?

1. Login as root user on the Unix machine where OFSAAI is getting installed.

2. Navigate to the path /etc/security/.

3. Edit the file limits.conf to add/edit a row for the unix user installing OFSAA:
<Unix User> soft nofile 9216

4. After saving the changes, log in as unix user with which OFSAAI is getting installed and
execute the command:

ulimit -n
The command should return the value 9216.
How do | verify if the system environment is ready for OFSAAI installation?

To verify the system environment meets the minimum requirements for the installation, a Pre-
Install Check utility is available within the Install Kit archive file. This utility can also be obtained
separately by contacting Oracle Support.

See Verifying System Environment section for additional information.

How do | know if the installation is completed successfully?
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The OFSAA Infrastructure installation performs a post install health check automatically on
successful installation of the product. To rerun the post install verification at a later time, perform
the following steps:

1. Navigate to the path $FIC_HOME (Product Installation Directory).
2. Execute the command:

./piverify.sh

What should I do if the installation in GUI mode is not invoked?

There are set of configuration steps required to be performed during the installation in GUI mode.
Verify whether the steps mentioned under Configuration for GUI Mode Installation section are
done correctly.

What should | do if there are any exceptions or errors in installation and how to proceed?
1. Backup the installation logs.
2. Share the backup logs with Oracle Support Services.

What should I do if | get the following error message during OFSAAI installation on Solaris
11 system?:

"Error: OFSAAI-1108

ORA-00604: error occurred at recursive SQL level 1 ORA-01882: timezone region not
found"
Or

"Time zone cannot be set as null or 'localtime

This happens if the time zone is not set, that is NULL or it is set as ’localtime’. Set the
environment variable TZ to a valid time zone region in the .profile file. For example,

TZ=Asia/Calcutta
export TZ
What should | do if the installation process is abruptly terminated or aborted?

If the installation process is abruptly terminated, then the installation will be incomplete. To
recover from this, follow these steps:

1. Drop the DB objects in the config schema created by OFSAAI installation.

2. Open the .profile and remove the entries made by the OFSAAI installation which are made
between the comment statements, #Beginning of entries by OFSAA Infrastructure
installation and #End of entries by OFSAA Infrastructure installation.

3. Delete the OFSAA install directory created by the OFSAAI installer.
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4. Perform the OFSAAI installation again.

Does OFSAA support any other web server types, other than the ones stated in Tech
Matrix and Installation Guide?

No, all the supported softwares and versions are stated in the OFSAA Technology Stack
Matrices.

What should | do if the database connection from connection pool displays the following
error message, "java.sql.SQLRecoverableException: IO Error: Connection reset"?

This happens while running several database intensive tasks in parallel. To correct this error, add
the line securerandom. source=file:/dev/./urandom in the java.security configuration file
available in $JAVA HOME/jre/lib/security/ path.

NOTE: This needs to be configured on all the machines or VMs where the OFSAAI
components are installed.

If the issue is not resolved even with the preceding settings, check the MTU (Maximum
Transmission Unit) settings on the linux box. For details on MTU settings and updating them,
contact your system Administrator.

What should | do when | get syntax errors/file not found error messages while invoking
setup.sh file from my install archive?

This could mostly happen:
¢ When installer was not unzipped rightly or corrupted during unzip.

e setup. sh file which resides within the install archive was not transferred in ASCII or text mode,
which could have corrupted the file.

To correct this, follow the steps:

1. Copy the installer (in BINARY mode) to the system on which the OFSAA Infrastructure
components will be installed.

2. Unzip the installer using the command:
unzip <OFSAAI Installer>.zip

3. The corrupted setup.sh file would have introduced certain *M characters into the file. You
can remove "M characters from setup.sh file by following these steps:

a. Login to the server where the installer is copied.
b. Navigate to the directory OFSAAI_80200.
c. Open the setup.sh file in the vi editor using the command: vi setup.sh.

d. Inside vi editor in Esc mode, type: $s/"M//g

OFS DM Application Pack Installation Guide


http://docs.oracle.com/cd/E55339_01/homepage.htm
http://docs.oracle.com/cd/E55339_01/homepage.htm

Oracle Financial Services Data

Management Application Pack Release 8.0.4.0.0

NOTE: To enter “M, hold the CTRL key then press V and M in succession.

e. Save the setup.sh file by typing: wq!
Does OFSAA support Oracle DB 11g Standard edition?

The OCI client and the jdbc driver does not change depending on whether it is a standard or
enterprise edition. So, OFSAAI will work with standard edition as well.

We do not recommend standard edition because it will not scale and does not support partition
pack, database security vault, or advanced analytics.

What should I do if | get the following error message while executing ./startofsaai.sh file on
the UNIX System terminal "./startofsaai.sh: /java: Execute permission denied"?

e Ensure JAVA_BIN environment variable path is set on the "unix user" terminal from where the
startofsaai.sh file is invoked.

e Ensure the .profile where the environment/ path settings are made has been executed
successfully.

What should | do if the OFSAAI Application Server does not proceed even after providing
the system password?

Ensure that, the System Password provided when prompted is "password0" provided during
installation. Also check whether the connection to the "configuration schema" can be established
through sqlplus.

Although the OFSAAI installation has completed successfully, when OFSAAI servers are
started, and the application URL is accessed, it gives an error message "the page cannot
be found or displayed" or "Could not retrieve list of languages from Server. Please contact
the system administrator”. What should one do?

Ensure OFSAAI servers have been started and are running successfully. For details on start up
parameters options, see Starting Infrastructure Services section.

For more details on the issue, refer to the Revappserver log in $FIC_APP
HOME /common/FICServer/logs directory or the Web Server log files.

Is it necessary to provide the specified grants to the Oracle schema user before
installation? If yes, can it be revoked after completing the installation?

The "Oracle schema" user requires the necessary grants specified before, during, and after the
installation process. Grants provided should never be revoked as the application makes use of
these grants all the time.

Can we have distributed OFSAAI Application Server for load balancing?
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OFSAAI Application server can be scaled out/distributed across different JVM's (machines)
based on the various services and Information Domains, in other words, Load balancing could be
achieved with distribution of services.

Why do we need FTPSHARE on all the layers? Can we have ftpshare on another machine
other than the machines where OFSAAI is installed?

FTPSHARE is a Metadata Repository directory. All the metadata related files used in
Infrastructure are stored in the FTPSHARE directory. The ftpshare contains folders for each
Information Domain, with each Information Domain folders holding Erwin, log, and scripts folder.
The transfer of data among the Web, Application, and Database servers in Infrastructure takes
place through FTP/SFTP.

You need to configure FTP/SFTP and enable communication between the servers by providing
App server's FTP/SFTP credentials to the Web server and DB server users.

Yes, you can have FTPSHARE on another machine other than the machines where OFSAAI is
installed.

Is it mandatory to provide the FTP/SFTP password?

Yes, OFSAAI needs credentials of the user who has complete permissions on FTPSHARE
directory, and the user should be able to independently login to the unix server.

What are the permissions required for FTPSHARE and when should | give them?

It is recommended to provide permissions on FTPSHARE in case of installations done across
different machines or VMs (multitier installation).

In case of single tier installation, 770 permissions can be provided if the Unix users of OFSAAI
and web server belong to the same Unix group.

Additionally, any new file that is created in the FTPSHARE folder of any installation layer should
be granted specific/explicit permission.

Port Change utility can be used to have the Port number modified, which are currently being used
by the Infrastructure application. For more information, refer Changing IP/ Hosthame, Ports,
Deployed Paths of the OFSAA Instance section in OFS Analytical Applications Infrastructure
Administration Guide in OTN.

Are there any in-built system administration users within OFSAAI Application?

The three in-built system administration users are provided to configure and setup OFSAAI.

e SYSADMN
e SYSAUTH
e GUEST

Does OFSAAI Application support both FTP and SFTP?
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OFSAAI supports both FTP and SFTP configuration.
Is it necessary to enable the FTP/SFTP services to use the OFSAAI?

Yes, enabling of FTP/SFTP services and its ports is a pre-requisite step towards using the
OFSAAI.

OFSAAI Configuration: Unable to save the server details?

e Ensure the input User ID, Password, and Share Name are correct.

o Ensure FTP/SFTP services are enabled.

e Have atest FTP/SFTP connection made and confirm if they are successful.

What should I do if | get the following message while creating Information Domain, "Please
create a database and then create the information domain™?

Information Domain is mapped to only one Database; and thus before the creation of Information
Domain, at least one database details should exist.

What should | do if | get the following message during the startup of backend engine
message server, "ConnectToDatabase: FatalError, could not connect to the DB server"?

o Verify whether connection to the Configuration Schema can be established through
SQL*PLUS.

o Verify Configuration Schema password is modified post installation.

e Ensure Oracle Database Alias Name created for Oracle Instance and Oracle Service Name
are same.

e On a multi tier installation mode, ensure TNSNAME and SID are same in both the Application
and Database Layers.

What should I do if | get the following message during the startup of backend engine
message server, "Fatal Error, failed to get user ID from LibSmsConnect"?

Ensure Reveleus.sec file exist under the $FIC_HOME/conf directory where the Database
components are installed.

Does OFSAAI Application support LDAP authentication?
OFSAAI supports LDAP configuration and authentication.
Does OFSAAI support multiple languages?

Yes, OFSAAI supports multiple languages.

Does OFSAAI provide any data back-up features?

OFSAAI does not have built-in back up facility. External Storage Infrastructure is recommended
for back-up.
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What kind of security features does the OFSAAI provide?
OFSAAI provides security at:
e Segment Level - Users can access only the segment they are mapped to.

e Application Level - Users can perform an operation only if mapped to appropriate role and
functions.

Does OFSAAI have the ability to enforce periodic password change?

OFSAAI provides configurable parameters to define number of days after which the user
password would expire and then the user is forced to change the password after expiration
period.

What is the password policy followed in OFSAAI?

OFSAAI enforces a minimum password length with a combination of Upper and Lower case
characters and alpha-numeric strings.

Which version of Erwin Data Modeller does OFSAAI support?

OFSAAI now supports ERwin version 9.2 and 9.5 generated xmls in addition to ERwin 4.1, ERwin
7.1, ERwin 7.3 and ERwin 9.0 formats.

Does OFSAAI provide the mechanism to upload Business Data model?
OFSAAI provides two mechanisms for business data model upload:

e Easyto use GUI based Model upload mechanism to upload the Business Data Model through
Data Model Management -->Data Model Maintenance --> Import Model.

e OFSAAl also provides a model upload utility "upload.sh” for uploading the business data model
through the command line parameter by executing this shell script file under the path
<FIC_HOME>/ficapp/common/FICServer/bin.

For more details, see Configuration for Model Upload Utility section of the OFS Analytical
Applications Infrastructure User Guide available on OTN.

How do | apply incremental change to the existing model when the Business Data model
undergoes a change?

Modified data model can be uploaded into the system and OFSAAI has the ability to compare the
changes within the data model with respect to the one already present in the system and enables
propagation of incremental changes in a consistent manner.

What are the different types of uploading a business data Model?

OFSAAI supports uploading of business data model from client desktop and also by picking up
the data model from the server location.

Can the OFSAAI Configuration Schema password be modified post installation?
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The OFSAAI Configuration Schema password can be modified post installation. OFSAAI
application stores the password in the database and few configuration files, thus any changes to
the Configuration Schema password will require updating in those files. For more information, see
OFSAA Infrastructure Config Schema Password Modification.

Can the OFSAAI Atomic Schema password be modified?

The OFSAAI Atomic Schema password can be modified. OFSAAI application stores the atomic
schema password in the database and few configuration files, thus any change to the atomic
schema password will require updating those files.

To change the Atomic Schema password, follow the steps:
1. Loginto OFSAA.

2. Navigate to System Configuration > Database Details window. Select the appropriate
connection, provide the modified password and save.

3. Based onthe Web Server installed, follow the steps:
a. If you are using Apache as Web server:
e Update the <Context> -> Resource tag details in server.xml file from the

$CATALINA_HOME/conf folder. (In case of Tomcat only Atomic <Resource> will
exist).

b. If you are using WebSphere as Web server:
e Login to the WebSphere Administration Console from the left side menu.

¢ Navigate to Resources >JDBC >Data Sources. A list of data sources will be populated
on the right side.

e Select the appropriate Data Source and edit the connection details. (In this case, both
Config and Atomic data sources need to be modified).

c. If you are using WebLogic as Web server:
¢ Login to the WebLogic Administration Console from the left side menu.

e Under Domain Structure list box, expand the appropriate Domain and navigate to
Services > JDBC >Data Sources. A list of data sources will be populated on the right
side.

e Select the appropriate Data Source and edit the connection details. (In this case, both
Config and Atomic data sources need to be modified).

4. Restart the OFSAAI services

NOTE: If the modified passwords are not updated, OFSAAI logs display the message ORA-
28000: the account is locked.

OFS DM Application Pack Installation Guide



Oracle Financial Services Data

Management Application Pack Release 8.0.4.0.0

Does the upload of Business Data model depend on Java Memory?

Business data model upload through OFSAAI depends on the Java memory settings on the client
and server machines. Java memory setting varies with the data model size and the available
RAM. Contact Oracle Support Services for more details.

Why do the Business Metadata Management screens (Business Processors screen) in
User Interface, take more time to load than other screens?

The Log file in DynamicServices.xml which resides in $FIC_HOME/conf is continuously being
updated/refreshed to cache metadata. This can be observed when you are starting startofsaai.sh
and if any of the log file (For example, SMSService.log) in DynamicServices.xml is being
continuously refreshed for longer time.

By default, the Metadata Log file cache size is set to 1000. If in case the log is being updated
beyond this limit, retrospectively the preceding entries are overwritten. For example, the 1001th
entry is overwritten by deleting the first entry. This results in the application window taking a
longer time to load.

Increase the cache size limit in Dynamicservices.xml located at <FIC_HOME>/conf, depending
on the currently logged count for the specific metadata.

1. Generate the Log report by executing the following query in config schema.
select count(l), t.metadata name, m.dsn id
from metadata master m, metadata type master t
where m.metadata type = t.metadata type
group by t.metadata name, m.dsn_ id

2. The preceding query returns a list of codes with their respective metadata count. You can
refer to "metadata_type_master" table to identify the metadata name.

3. View the log report to identify the metadata which is being updated/refreshed beyond the
specified cache size limit. Accordingly increase the cache size limit in Dynamicservices.xml
depending on the currently logged count for the specific metadata.

For example, if the "MEASURE_CACHE_SIZE" is set to 1000 and total measure reported
in log is 1022, increase the limit to 2000 (approximately).

4. Restart Reveleus/OFSAAI servers (Web and APP) and check the issue.

What should 1 do if | get OutOfMemoryError while deploying EAR file in WebSphere
application server?

The Java memory needs to be increased in ejbdeploy.sh file which is present under <webSphere
Install directory>/AppServer/deploytool/itp. For example,

$SJAVA CMD \
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-Xbootclasspath/a:$ejbd bootpath \
Xms256m -Xmx1024m \
What configurations should | ensure if my data model size is greater than 2GB?

In order to upload data model of size greater than 2GB from OFSAAI Data Model Management --
>Data Model Maintenance--> Import Model, you need to configure the required model size in
struts.xml file available in the path $FIC_WEB HOME/webroot/WEB-INF/classes.

NOTE: The size requirements have to be always specified in bytes.

For example, if you need to configure for model size of 2.5GB, then you can approximately set
the max size to 3GB (3221225472 bytes) as follows, in order to avoid size constraints during
model upload.

<constant name="struts.multipart.maxSize" value="3221225472"/>

After configuring struts.xml file, generate the application EAR/WAR file and redeploy the
application onto your configured web application server. For more information on generating and
deploying EAR / WAR file, see Appendix C.

What should | do if my Hierarchy filter is not reflecting correctly after | make changes to
the underlying Hierarchy?

In some cases, the Hierarchy Filters do not save the edits correctly if the underlying Hierarchy
has been changed. This can occur in hierarchy maintenance, where you have moved a member
to another hierarchy branch, and that member was explicitly selected in the Filter and is now a
child of a node which is already selected in the Filter. Refer Support Note for the workaround.

Can linstall an Application Pack on an existing Atomic schema/ Information Domain
created manually?

No, you cannot install an Application Pack on existing Atomic schema/Information Domain
created manually. Application Packs can be installed only on Atomic Schemas/Information
Domain created using schema creator utility and/ or the Application Pack installer.

What should I do if | get the following exception while trying to view the model outputs in
Model Outputs screen, "Exception ->Local Path/STAGE/Output file name (No such file or
directory)"?

Ensure you have created a folder "STAGE" under the path mentioned as "Local Path" in the web
server details window. This folder needs to be created under the local path on every node, in
case of web application server clustering.

What should 1 do if | get the following exception during OFSAA services startup,
"Exception in thread "main" java.lang.UnsatisfiedLinkError: net (Not a directory)"?
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Ensure the JRE referred in .profile is not a symbolic link. Correct the path reference to point to a
physical JRE installed.

What is the optimized memory settings required for "New" model upload?

The following table lists the optimized memory settings required for "New" model upload.

Model Upload Options Size of Data Model X_ARGS_APP ENV
XML File
Pick from Server 106 MB "-Xms1024m
-Xmx1024m
36 MB "-Xms2048m
-Xmx2048m
815 MB "-Xms4096m
-Xmx4096m
1243 MB "-Xms6144m
-Xmx6144m
"-Xms1024m
106 MB

Model Upload Utility A mXL024m - XmMS2048

m -Xmx2048m
"-Xms4096m
336 MB
-Xmx4096m
"-Xms4096m
815 MB
-Xmx4096m
"-Xms6144m
1243 MB
-Xmx6144m
"-Xms1024m
Save New Erwin file in 106 MB
-Xmx1024m
Server
"-Xms2048m
336 MB
-Xmx2048m
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"-Xms4096m

-Xmx4096m

"-Xms6144m

-Xmx6144m

What should I do if | get the following error message, "ORA 01792 maximum number of
columns in a table or view is 1000 during T2T execution"?

You should apply the following patch set from Oracle. Applicable only for 12c.
https://support.oracle.com/epmos/faces/DocumentDisplay?id=1937782.1

| did not enable OFS Inline Processing Engine Application license during the installation.
However, | have enabled it post installation, using the Manage OFSAA Product License(s) in the
Admin Ul. Are there any other additional configurations that | need to do?

Yes. Follow the instructions explained in the OFS Inline Processing Engine Configuration Guide
available on OTN.

I get an error when I try to build an Oracle OLAP cube. What should 1 do?

Execute the following grant on the appropriate ATOMIC schema

grant olap_user to &database_username

How do you turn off unused Information Domains (Infodoms) from caching?

Follow these steps to turn off unused infodoms from caching:
1. Navigate to $FIC_HOME/conf in the APP layer of your OFSAAI installation.
2. Inthe DynamicServices.xmnl file, identify the section for <Service code="20">.
3. Modify the value of parameter CACHE ON_STARTUP to O (default is 1).

4. Repeat the same in the WEB layer too. Generate the application EAR/WAR file and
redeploy the application onto your configured web application server. For more information
on generating and deploying EAR / WAR file, see the Appendix C section.

5. Restart the OFSAAI Services (APP and WEB). For more information, see the Starting
Infrastructure Services section.

NOTE: This setting will cache the Infodom metadata only for the infodoms that get
accessed upon user login. Infodoms which do not get accessed, will not be cached.

Sample code is as follows:
<SERVICE CODE="20"

CLASS="com.iflex.fic.metadata.services.MetadataServiceProvider"
NAME="BMD"
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SERVERID="DEFAULT" PATH=" " LOGGERNAME="UMMLOGGER" LOGGERLEVEL="10">
<PARAMETERS>

<PARAMETER NAME="CACHE ON_STARTUP" VALUE="0" />

<PARAMETER NAME="BACKUP_ XML" VALUE="1" />

<PARAMETER NAME="MAX BACKUP_ XML" VALUE="2" />

<PARAMETER NAME="PC NONBI BI SWITCH" VALUE="2048" />
<PARAMETER NAME="HIERARCHY NODE LIMIT" VALUE="2000" />
<PARAMETER NAME="ALIAS CACHE SIZE" VALUE="1000" />

<PARAMETER NAME="DATASET CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="MEASURE CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="HIERARCHY CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="DIMENSION CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="HIERARCHYATTRIBUTE CACHE SIZE" VALUE="1000" />
<PARAMETER NAME="CUBE CACHE SIZE" VALUE="1000" />

<PARAMETER NAME="RDM CACHE SIZE" VALUE="1000" />

<PARAMETER NAME="BUSINESSPROCESSOR CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="DERIVEDENTITY CACHE SIZE" VALUE="1000" />
<PARAMETER NAME="LOG GET METADATA" VALUE="false" />

<PARAMETER NAME="METADATA PARALLEL CACHING" VALUE="0" />
</PARAMETERS>

</SERVICE>

While creating an Excel Mapping, after specifying the excel worksheet, the target table, and
mapping each column in the worksheet to a target table, | click Save and nothing happens. But
when | click Cancel, a message pops up informing me that all changes will be discarded", what
is to be done.

Check if the version of Internet Explorer and JRE Plugin are as mentioned in the Desktop
Requirements section of this manual. If not, use the qualified versions as mentioned.

Can multiple OFSAA Infrastructure instances share the same Config Schema?
No, only one OFSAA environment can be installed using one Config Schema.

Can Atomic Schema be shared?

Yes, it can be shared between two OFSAA instances.

While setting a firewall, which ports should be opened for communication between the Web
Server (Apache HTTP Server/ Oracle HTTP Server/ IBM HTTP Server) and the Web Application
Server (WebSphere/ WebLogic/ Tomcat) for OFSAAI to operate properly?
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The OFSAA Servlet port which is same as Web server port should be open. Also the web application
port should be open.

Can I modify the NLS LENGTH_SEMANTICS to BYTE from CHAR for the Database where older
versions of OFSAA is Installed?

Yes, NLS_LENGTH_SEMANTICS can be modified to BYTE from CHAR if you are not intending to
use multi language support.

Can linstall already installed application in a different infodom?
No, it is not possible to install the same application in two different infodoms.
How can | configure the OFSAA application for High Availability?

OFSAA can have active-passive high availability. For more details, refer Configuration for High
Availability- Best Practices Guide.

During OFSAA installation should | provide web application server's IP /Hosthame and port or
web server's IP/Hostname and port, if the Apache HTTP Server/ Oracle HTTP Server/ IBM HTTP
Server are configured?

In case the web server is configured, you should enter the Web Server IP Address/Hostname and Port
details during OFSAA installation. Here the Servlet port should be same as the Web Server port.

If Web Server is not configured, the Web Application Server's IP Address/ Hosthame and Port is
required during the installation process. Here the Servlet port should be same as the Web application
Server port.

Is "ReveleusAdminConsoleAgent” applicable for OFSAAI 8.0.4.0.0 and higher versions?

No, ReveleusAdminConsoleAgent is not applicable starting OFSAAI 7.3.3.0.0. There is a change in
the way agentservers are managed through AGENTSTARTUP.SH and AGENTSHUTDOWN.SH.

What should | do when the message server process does not open and | get the following error
message, "CI18NProvider::CI18NProvider, Error, unable to connect to the config database"?

This error is displayed due to the following reasons:
e The Config Schema password is already expired.

¢ If the Config Schema password is going to expire soon and the message like "ORA-28002: the
password will expire within 6 days" displays while connecting to Config Schema through
SQLPIlus.

e The Config Schema password is modified.

To resolve the error, re-set the Config Schema password to the old password. Else, if the Config
Schema password is modified to something else then follow these steps:
1. Delete the SFIC_HOME/conf/Reveleus.SEC file.

2. Shutdown the OFSAAI App service: cd $SFIC_APP  HOME/common/FICServer/bin

./stopofsaai.sh
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3. Shutdown the OFSAAI App service: cd $FIC_APP_ HOME/common/FICServer/bin

./stopofsaai.sh

4. Start the Infrastructure Server in foreground directly on the server or through XWindows
software using the command: . /startofsaai.sh

5. Enter System Password.

6. Enter the new Config schema password. The service starts and initializes if it is able to
successfully connect to the DB and generates the Reveleus. SEC file.

7. Post successful startup of the service, if required, the Infrastructure server may be shut
down and restarted in the background using nohup mode.
What is the mechanism of Log File sizing and backup?

OFSAAI Log files created under $FIC_APP_HOME/common/FICServer/logs &
<OFSAAI_DEPLOYED_AREA>/<CONTEXT.war>/logs is configurable in RevLog4jConfig.xml.

The default size of the log files (MaxFileSize) is set to 5000kb and number of maximum backup log
files (MaxBackuplndex) retained is set to 5, both of which are configurable. Increasing these
parameters to a higher value should depend on the server hardware configurations and may reduce
the performance.

To configure the Logs file size on OFSAA Application server, follow these steps:
1. Navigate to $FIC_HOME/conf where OFSAA is installed.

2. Edit the following parameters in the file RevLog4jConfig.xml
e param name="file" :Enterthe path where the Logs are to be generated.
e param name="MaxFileSize" : Provide the required file size.

e param name="MaxBackupIndex" : Provide the required number of backup files to be
created.
Example:

<appender name="REVSERVERAPPENDER"
class="org.apache.log4j.RollingFileAppender">

<param name="file" value="SFIC

HOME/ficapp/common/FICServer/logs/RevAppserver.log"/>
<param name="Append" value="true" />

<param name="MaxFileSize" value="5000kb" />

<param name="MaxBackupIndex" value="5" />

<layout class="org.apache.logd4j.PatternLayout">

<param name="ConversionPattern" value="[REVELEUSLOG] %m%n"/>

</layout>
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</appender>
To configure the Deployed area logs file, follow these steps:

1. Navigate to <EAR/WAR Deploy area>/conf folder.
2. Repeat step 2 from the preceding section.

Can we modify the Log file path?

Yes, Log file path is configurable, it can be configured in RevLog4jConfig.xml file. The default log file
path (file) is set by the installer. This can be configured to another path.

Can | point the environment with HTTP enabled to HTTPS after installation and vice versa?
Follow these steps:

1. Create SSL related certificates and import to respective servers.

2. Enable SSL on a desired Port (example 9443) on your existing and already deployed web
application servers.

3. Replace the protocol as https and new ssl port (FIC_SERVLET_PORT) configured and in
all the URLSs specified on the following files:

e SFIC HOME/ficapp/common/FICServer/conf/FICWeb.cfg and
$FIC HOME/ficweb/webroot/conf/FICWeb.cfg

e SFIC HOME/ficapp/icc/conf/WSMREService.properties

e SFIC HOME/ficweb/webroot/conf/ModelExecution.properties

e SFIC HOME/ficdb/conf/MDBPublishExecution.properties

e SFIC HOME/ficdb/conf/ObjAppMap.properties

e SFIC HOME/utility/Migration/conf/WSMigration.properties

e SFIC HOME/utility/WSExecution/conf/WSExecution.properties

e SFIC HOME/EXEWebService/WebSphere/ROOT/WEB-INF/wsdl/EXEWebSe

rviceImpl.wsdl

e SFIC HOME/EXEWebService/Tomcat/ROOT/WEB-INF/wsdl/EXEWebServic
eImpl.wsdl

e SFIC HOME/EXEWebService/weblogic/ROOT/WEB-
INF/wsdl/EXEWebServiceIm pl.wsdl

4. Replace XML attribute/Node values as specified on the following files:
e SFIC HOME/ficweb/webroot/WEB-INF/web.xml
e FIC WEBSERVER PORT=9443

e FIC WEBPROTOCOL=https
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e SFIC HOME/conf/LookUpServices.xml and SFIC
HOME/ficweb/webroot/conf/LookUpServices.xml

e DPORT="9443" PROTOCOL="https:"

5. Login to Config Schema and execute the following SQL command to replace protocol and
SSL port.

SQL> update configuration c¢cn set cn.paramvalue='9443"' where
cn.paramname='SERVLET ENGINE PORT';

SQL> update configuration cn set
cn.paramvalue=replace (cn.paramvalue, 'http: "', "https: ") where
cn.paramname='FormsManagerCacheReload';

SQL> update web_ server info ws set

ws.servletport='9443"',ws.servletprotocol="https';
6. Create EAR/WAR file and Re-Deploy.
What should | do if my HIVE connection fails with the following exception:

java.sqgl.SQLException: [Cloudera] [HiveJDBCDriver] (500164) Error

initialized or created transport for authentication:

[Cloudera] [HiveJDBCDriver] (500168) Unable to connect to server: GSS

initiate failed.
com.ibm.security.krb5.KrbException, status code: 37

message: PROCESS_ TGS at
com.ibm.security.krb5.KrbTgsRep.<init> (KrbTgsRep.java:20)

This happens if there is a clock skew between the client and the KDC server. To resolve this,
there are two solutions:

. Solution 1:

Synchronize the clocks between the servers. For more information, see
http://docs.oracle.com/cd/E19253-01/816-4557/setup-192/index.html

. Solution 2:

1. Set clockskew parameter on the server side (KDC) krb5.conf file and replace the
same file in HIVE_LIBRARY_PATH folder. Parameter value should be decided on
the basis of the time difference between the two machines.

2. Get the epoch time on the two servers by firing “date +%s” on the command line.

3. Clockskew param value should be chosen as a value sufficiently larger than the
difference of the preceding two calculated values.

4. Set “clockskew = <value>" in the /etc/krb5.conf on the KDC server.
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5. Restart Kerberos services.

What should I do if my schema creator log has the following exception:

Failed to detect a valid hadoop home directory java.io.IOException:
HADOOP_ HOME or hadoop.home.dir are not set. at
org.apache.hadoop.util.Shell.checkHadoopHome (Shell.java:302)

at org.apache.hadoop.util.Shell.<clinit>(Shell.java:327)

at org.apache.hadoop.util.StringUtils.<clinit>(StringUtils.java:79)

at org.apache.hadoop.security.Groups.parseStaticMapping(Groups.java:130)
at org.apache.hadoop.security.Groups.<init>(Groups.java:94)

at org.apache.hadoop.security.Groups.<init>(Groups.java:74)

at org.apache.hadoop.security.Groups.getUserToGroupsMappingService(Groups.java:30

3)

at org.apache.hadoop.security.UserGrouplnformation.initialize(UserGrouplnformation.ja
va:283)

at org.apache.hadoop.security.UserGrouplnformation.setConfiguration(UserGrouplnfor

mation.java:311)
at HdfsDbUtil.connect(HdfsDbUTtil.java:162)

at SchemaParserUtil.validateHiveConnection(SchemaParserUtil.java: 1359) at
SchemaParserUtil.checkAllPreChecks(SchemaParserUtil.java:1011)

at Main.execute(Main.java:317)
at Main.main(Main.java:145)

This occurs when HADOOP_HOME environment variable is not set. You can ignore this
exception since we do not mandate to install HIVE where OFSAA is installed.

What should I do if the sliced data model upload takes a long time to complete?

If the metadata cache size is set to a lower value than the actual count of each metadata
type (hierarchy, dataset, dimension etc), then it gets into performance degrade issues. We
have to increase the cache size for each metadata type according to the count in the
environment.

Following are the parameters in DynamicServices.xml to be configured depends on the
metadata count in your environment.

<PARAMETER NAME="HIERARCHY NODE LIMIT" VALUE="2000"/>
<PARAMETER NAME="ALIAS CACHE SIZE" VALUE="1000"/>
<PARAMETER NAME="DATASET CACHE SIZE" VALUE="2000"/>
<PARAMETER NAME="MEASURE CACHE SIZE" VALUE="3000"/>
<PARAMETER NAME="HIERARCHY CACHE SIZE" VALUE="2000"/>

<PARAMETER NAME="DIMENSION CACHE SIZE" VALUE="2000"/>
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<PARAMETER NAME="CUBE CACHE SIZE" VALUE="1000"/>

<PARAMETER NAME="BUSINESSPROCESSOR CACHE SIZE" VALUE="2000"/>
<PARAMETER NAME="DERIVEDENTITY CACHE SIZE" VALUE="1000"/>
Metadata count can be derived based on the following queries:

select count(l) from metadata master where metadata version=0 -———

for all metadata

select count(l) from metadata master where metadata version=0 and

metadata type=1l --- for measure

select count(l) from metadata master where metadata version=0 and

metadata type=2 --- for Dimension

select count(l) from metadata master where metadata version=0 and
metadata type=3 -- for HCY

select count(l) from metadata master where metadata version=0 and

metadata type=4 --- for DATASET

select count(l) from metadata master where metadata version=0 and

metadata type=59 --- for BP's

select count(l) from metadata master where metadata version=0 and

metadata type=54 --- for Alias

select count(l) from metadata master where metadata version=0 and
metadata type=5 --- for CUBES

select count(l) from metadata master where metadata version=0 and

metadata type=856 --- for Derived Entity

For LDAP authentication, which server connects with the LDAP server, the Application
server (where ofsaai is installed), or Web Application server (where EAR is deployed)?

For LDAP authentication, the Application server (ficapp) connects with the LDAP server.

The LDAP server in the setup listens on secure protocol Idaps (port 636). | have the root
certificate of the LDAP server for SSL, and would like to know where to offload this certificate?

You need to import the certificate into the JDK/JVM used by Reveleus server in ficapp layer.
How to relocate FTPSHARE folder?

You can run the PortC.jar utility. For more details, refer Changing IP/ Hostname, Ports,
Deployed Paths of the OFSAA Instance section in the OFSAAI Admin Guide available on
OTN.

How do we identify the list of ports that are used by/configured in an OFSAA
environment?

1. Navigate to $FIC_HOME folder on Target.

2. Run the PortC.jar utitlity using the command:
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java -jarPortC.jar DMP

A file with the name DefaultPorts.properties will be created under $FIC_ HOME directory
which will contain the ports. For more information, refer Changing IP/ Hostname, Ports,
Deployed Paths of the OFSAA Instance section in the OFSAAI Admin Guide available on
OTN.

NOTE: This feature is available only after applying 7.3.5.2.0 Minor Release patch.

What should I do if | get the following error message, "Error while fetching open cursor
value Status : FAIL"?

This error occurs while executing envCheck.sh because the user does not have access to
V$parameter. This error does not occur due to sysdba or non sysdba privileges provided
they have access/grants to V$parameter.

What should I do when an entity containing many attributes (>100 columns)is selected
as Source entity and the Data Mapping (T2T definition) save operation takes longer
than expected with the hourglass in the Ul continuously rotating?

The workaround is:

1. Locate the webserver deployed area webroot/conf/excludeURLList.cfg file.
2. Modify the following entries:
e [SQLIA]./datalntegrator/ to [ALL]./datalntegrator/
e [SQLIA]./ETLExtractionServlet to
e [ALL]./ETLExtractionServlet
3. Save the changes and restart the webserver.
4. Resave the definition.

What should | do if | get the following error message when | try to start the OLAP
server:

./olapdataserver: error while loading shared libraries:

libessapinu.so:

cannot open shared object file: No such file or directory FATAL ERROR
:— OLAP DATA SERVER start up failed.

This error occurs when OLAP component is not configured and OLAP feature in

OFSAA is not used. However, this error can be ignored.

26.1.2 Application Pack 8.0.4.0.0 FAQs

What is an Application pack?

An Application Pack is suite of products. For more information, see Application Packs.
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Can | get a standalone installer for OFSAAI 8.0?

No. AAl is part of every application pack and installs automatically.

How does OFSAA 8.0 Application pack relate to OFSAA 7.x series?

8.0 is a new major release consolidating all products from OFSAA product suite.
Can existing OFSAA 7.x customers upgrade to OFSAA 8.0 Application Pack?

There is no upgrade path available. However, we have migration kit / path for every product to 8.0
application pack. Further details are available with Oracle Support.

Does OFSAA 8.0 Application pack UPGRADE'’s automatically existing environments?

No. OFSAA 8.0 application pack has to be installed in a new environment and subsequently
migration path / migration kit needs to be run to migrate from 7.x to 8.0. Please note we have
migration path only from the previously released version of OFSAA products.

Where can | download OFSAA 8.0 Application Pack?

You can download the OFSAAI 8.0 Application Pack from Oracle Software Delivery Cloud (OSDC).

What are the minimum system and software requirements for OFSAA 8.0 Application Pack?

See installation guide section Hardware and Software Requirements section.

Is my environment compatible with OFSAA 8.0 Application Pack?
Environment Check utility performs the task. It is part of install and can also be run separately.
Has OFSAA 8.0 Application Pack is supports all Operating systems?

LINUX, AIX, SOLARIS 10, 11. Refer to Technology Matrix for the technology matrix that OFSAA
suite products are to be qualified.

How can | install OFSAA 8.0 Application Pack?

Refer to Installation and Configuration Guide published in OTN for the application pack installers.
Do we need any License Key to install?

No, you do not need any License Key to install.

Does this installation require any Third party Software?

Oracle Financial Services Advanced Analytical Infrastructure Installation and Configuration Guide
published in OTN lists the third party software that needs to be installed.

What languages are supported during OFSAA 8.0 Application Pack installation?
US English is the language supported.
What mode of installations OFSAA Application Pack supports? [i.e., Silent , GUI]

OFSAA Application Packs supports both, GUI and Silent Mode.
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Does OFSAA 8.0 Application Pack support Multi tier Installations?
OFSAA 8.0 does single tier installation.

Does this Application Pack validate all Pre-requisites required for this installation i.e.,
Memory, Disk Space etc.?

Yes. The pre-requisite checks are done by the respective application pack installer.

What happens if it aborts during installation of any application with in Application pack?
Customer needs to restore the system and retrigger the installation.

Does this Application pack ‘Rolls Back’ if any of application installation fails due to errors?
Rollback of installation is not supported.

Does the Application pack installs all applications bundled?

All application pack system files are installed but there is an option to enable the licensed products.
How can | re-install any of the Application Pack?

You can retrigger in case of failure.

Does Application pack allow enabling / disabling any of the applications installed?

Yes. You cannot disable once the product is enabled in an environment.

I have installed one application in a Application pack and can | install any of new
applications within the Application pack later point of time?

No, installation is not required. Enabling the application is an option to use it later.
How many OFSAA Infrastructures can be installed in a single server?

There is no issue in installing separate OFSAAI installations, each with their own PFT/FTP
installations and separate associated database instances and separate Web Server installations
on the same server as long as adequate memory is allocated for each instance and as long as
each OFSAAI installation is installed using a separate UNIX user and profile. Care should be taken
if running multiple OFSAAI installations on a single server. Adequate memory is required for each
installation as several OFSAAI processes (model upload, DEFQ services, etc) take significant
amounts of memory. So it depends on your server memory.

Is it possible to Install OFSAA 8.0 Application pack on any one of the existing ‘infodom’
where another OFSAA 8.0 application is installed?

Yes. However, Behavioral Detection Application Pack and Compliance Regulatory Reporting
Application Pack, Asset Liability Management Application Pack and Profitability Application Pack
are the exceptions. They must be installed in a different infodom.

Is there any option in Application pack for the user to select Infodom during installations?

OFS DM Application Pack Installation Guide



Oracle Financial Services Data

Management Application Pack Release 8.0.4.0.0

Yes. You can select or change the required infodom.
Can I install all Application Packs in a ‘Single Infodom’?

Yes. But Behavioral Detection Pack, Compliance Regulatory Reporting Pack, Asset Liability
Management Application Pack and Profitability Application Pack are the exceptions. They
must be installed in a different infodom.

Is it possible to install applications on different Infodom within the Application pack? (That
is if you want to install LRM & MR in two infodoms)

Applications within application pack have to be installed in the same information domain in the
same environment.

How many Infodoms can be created over a single OFSAA Infrastructure of 8.0.1.0.0?

You can install only one infodom during installation. But after installation, you can create multiple
infodoms.

Is the ‘Data Model’ bundled specific to an Application Pack or to an individual application?
A merged data model for all applications within the application pack is bundled and uploaded.
Is it possible to install OFS Enterprise Modeling later?

OFS Enterprise Modeling is a separate product and can be enabled as an option later from any
application pack that bundles Enterprise Modeling.

Does OFS Enterprise Modeling is required for all applications?

This product is enabled depending on the applications that use the features of OFS Enterprise
Modeling.

Application pack creates sandbox automatically for the required applications?

Yes, Sandbox creation is part of application install process.

Do we have upgrade Kits for individual applications or it’s an Application Pack Upgrade?
Maintenance Level (ML)/ Interim Release (IR)/ upgrades are available across all applications.
Can | upgrade AAl only?

Yes, you can upgrade AAI alone.

Can | upgrade one application within the Application Pack? That is, LRM is upgraded in
Treasury Application Pack, but MR is not upgraded.

No. Not possible. Upgrade is applied across packs.
Is it possible to uninstall any Application from the Application Pack?

No, it is not possible to uninstall any Application from the Application Pack.
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Can | uninstall entire Application Pack?

No, you cannot uninstall the Application Pack.

Is it possible to uninstall only application and retain AAl in the installed environment?
No, you cannot uninstall only the application and retain AAl in the installed environment.
Does Application Pack contain all Language Packs supported?

Language Packs are installed on top of 8.0 Application Pack. Releases are planned post the 8.0
availability.

Can | install an Application Pack over another Application Pack (that is same infodom or
different infodom)?

Yes, you can install an Application Pack over another Application Pack in the same information
domain or different information domain. But Behavioral Detection Application Pack and Compliance
Regulatory Reporting Application Pack, Asset Liability Management Application Pack and
Profitability Application Pack are the exceptions. They must be installed in a different infodom.

Can | use an existing manually created schema as information domain for application pack
installation?

No. Schemas required by OFSAA applications have to be created using Schema Creator Utility.
Does OFSAA 8.0 support on WebLogic 10.3.6 with Oracle 12¢?

Yes, OFSAA 8.0 supports WebLogic 10.3.6 with Oracle 12c. WebLogic 10.3.6 supports oracle
12c with some additional configurations. See the link

http://docs.oracle.com/cd/E28280 01/web.1111/e13737/ds_12cdriver.htm#JDBCA655 for
additional configurations.

While running the schema creator utility, | get an error “HostName in input xml is not
matching with the local hostname”?

One possible reason could be the machine is configured for zonal partitioning. Ensure all the
known IP Addresses of the machine are present in the /etc/hosts file.

"While creating an Excel Mapping, after specifying the excel worksheet, the target table,
and mapping each column in the worksheet to a target table, | click SAVE and nothing
happens. But when | click CANCEL, a message pops up informing me that all changes be
discarded", what is to be done.

Check if the excel mapping creation is done using I.E 8 with JRE 1.4 plug in enabled on machine.
If so, upgrade the JRE plug into 1.7+

What are the Java versions supported in OFS DM Application Pack version 8.0.4.0.0?

OFS DM Application Pack supports Java 1.6.x, 1.7.x and 1.8.x.
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Is this release of the OFS DM Application Pack version 8.0.4.0.0 supported on Java 87?

Yes. To install this release of the OFS DM Application Pack version 8.0.4.0.0 on Java 8. For more
information, refer to specific notes mentioned in the sections Installer and Installation
Prerequisites, Configurations supported for Java 8, Configuring the Schema Creator Utility, GUI
Mode Installation, SILENT Mode Installation.

What should | do when | get "[ERROR] - Error : APP Setup bin file failed." Message during
OFS_Application_PACK installation?

This is a generic error message that appears during application installation failure. You should
check the installation log files for more information about what failed the installation. However, if
the message is displayed and the log files are not generated, it could be that it is a temp directory
issue. The resolution is that your UNIX administrator has to disable the NOEXEC option. The
installers extract the installation files into the /tmp directory, and if NOEXEC is enabled, execution
of binaries will not happen in the directory and the installation fails. Re-run the installer after the
configuration is changed. For detailed information, see the support note at

https://support.oracle.com/epmos/faces/DocumentDisplay?id=2340045.1.

26.2 Error Dictionary

The content of this section has been created with the interest to help you resolve the installation
issues if any. There is a compilation of all the possible errors that might arise during the installation
process with the possible cause and the resolution to quickly fix the issue and proceed further with
the installation.

26.2.1 Accessing Error Dictionary

Instead of scrolling through the document to find the error code, you can use the pdf search
functionality. In the "Find" dialog available in any of the Adobe Acrobat version that you are using
to view the pdf document, follow the below instructions to quickly find the error resolution.

1. With the Installation PDF open, press Ctrl+F or select Edit 2 Find.
The Find dialog is displayed.
2. Enter the error code that is displayed on screen during Infrastructure installation.

3. Press Enter. The search results are displayed and highlighted as follows.
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Error code - OFSAAI-1003

Cause JA VA_HO\V&’D'!J not found in PATH vanable

Resolution | Import <JAVA HOME>/bin into PATH vanable

Example: PATH = SJIAVA_HOME/bin: SPATH export PATH

Error Dictionary

View the details of the issues, its cause, and resolution specific to the error code. Repeat the
step to find an answer to any other errors that you notice during installation. If you are not able
to resolve the issue even after following the steps provided in resolution, you can contact
support.oracle.com along with log files and appropriate screen shots.

26.2.2 Error Code Dictionary

26.2.2.1 Error Code - OFSAAI-1001

Cause

Unix shell is not "korn" shell.

Resolution

Change the shell type to "korn". Use chsh unix command to change SHELL
type.

Shell type can also be changed by specifying shell path for the Unix user in
/etc/passwd file.

Note: chsh command is not available in Solaris OS.Cause

26.2.2.2 Error Code - OFSAAI-1002

Cause

No proper arguments are available.

Resolution

Provide proper arguments. Invoke Setup.sh using either SILENT or GUI mode.

Example: . /Setup.sh SILENT or ./Setup.sh GUI

26.2.2.3 Error Code - OFSAAI-1004

Cause

File .profile is not present in SHOME.

Resolution

Create .profile in $HOME, i.e. in the home directory of user.
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26.2.2.4

Error Code - OFSAAI-1005
Cause File OFSAAInfrastructure.bin is not presentin current directory.
Resolution Copy OFSAAInfrastructure.bin into installation kit directory.

26.2.2.5

Error Code - OFSAAI-1006
Cause File CustReg.DAT is not present in current directory.
Resolution Copy CustReg.DAT into installation kit directory.

26.2.2.6

Error Code - OFSAAI-1007
Cause File OFSAAI InstallConfig.xml is not presentin current directory.
Resolution Copy OFSAAI InstallConfig.xml into installation kit directory.

26.2.2.7

Error Code - OFSAAI-1008
Cause File validateXMLInputs.jar iS not present in current directory.
Resolution Copy validatexXMLInputs.jar into installation kit directory.

26.2.2.8

Error Code - OFSAAI-1009
Cause File 1og47j.xml is not present in current directory.
Resolution Copy log4j.xml into installation kit directory.

26.2.2.9

Error Code - OFSAAI-1010
Cause Unknown error occurred.
Resolution Make sure to provide proper argument (SILENT or GUI) to the Setup. sh file.

26.2.2.10Error Code - OFSAAI-1011

Cause

XML validation failed.
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Resolution

Check InfrastructurePreValidations.Log for more details.

26.2.2.11Error Code - OFSAAI-1012

Cause

Property file with locale name does not exist.

Resolution

Copy MyResources_en US.properties to the setup kit directory and keep
en US in LOCALE tag of OFSAATI InstallConfig.xml

26.2.2.12Error Code - OFSAAI-1013

Cause File OFSAAI InstallConfig.xml/OFSAAI PostInstallConfig.xml
not found.
Resolution Copy OFSAAI InstallConfig.xml/OFSAAI PostInstallConfig.xml

to the setup kit directory.

26.2.2.13Error Code - OFSAAI-1014

Cause

XML node value is blank.

Resolution

Make sure all node values except SMTPSERVER, PROXYHOST,
PROXYPORT, PROXYUSERNAME, PROXYPASSWORD,
NONPROXYHOST, or RAC_URL are not blank.

26.2.2.14Error Code - OFSAAI-1015

Cause

XML is not well formed.

Resolution

Execute the command dos2unix OFSAAI InstallConfig.xml to convert
plain text file from DOS/MAC format to UNIX format.

OR

Make sure that OFSAAT InstallConfig.xml is valid. Try to open the file
through Internet Explorer for a quick way to check validity. If it is not getting
opened, create new OFSAAI InstallConfig.xml using the

XML Utility.jar.
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26.2.2.15Error Code - OFSAAI-1016

Cause User installation directory contain blank spaces.

Resolution Provide an installation path that does not contain spaces. Check the tag
USER INSTALL DIRIiNnOFSAAI InstallConfig.xml file. This path

should not contain any spaces.

26.2.2.16 Error Code - OFSAAI-1017

Cause User installation directory is invalid.

Resolution Provide a valid installation path. Check if you are able to create the directory
mentioned in USER_INSTALL DIR tag value of
OFSAAI InstallConfig.xml file.

OFS DM Application Pack Installation Guide



ORACLE

Oracle Financial Services Data Governance for US Regulatory Reporting

8.0.4.0.0 Installation Guide

Oracle Corporation

World Headquarters

500 Oracle Parkway
Redwood Shores, CA 94065

US.A.

Worldwide Inquiries:

Phone: +1.650.506.7000

Fax: +1.650.506.7200

www.oracle.com/us/industries/financial-services/

Copyright © 2017 Oracle Financial Services Software Limited. All rights reserved.

No part of this work may be reproduced, stored in a retrieval system, adopted or transmitted in any form or by any means, electronic, mechanical, photographic, graphic, optic

recording or otherwise, translated in any language or computer language, without the prior written permission of Oracle Financial Services Software Limited.

Due care has been taken to make this OFSDM 8.0.4.0.0 Installation Guide and accompanying software package as accurate as possible. However, Oracle Financial Services
Software Limited makes no representation or warranties with respect to the contents hereof and shall not be responsible for any loss or damage caused to the user by the direct
or indirect use of this OFSDM 8.0.4.0.0 Installation Guide and the accompanying Software System. Furthermore, Oracle Financial Services Software Limited reserves the right to
alter, modify or otherwise change in any manner the content hereof, without obligation of Oracle Financial Services Software Limited to notify any person of such revision or

changes.

All company and product names are trademarks of the respective companies with which they are associated.




	Table of Contents
	Preface
	Summary
	Audience
	Documentation Accessibility
	Related Documents
	Conventions and Abbreviations
	1 Introduction to OFS DM Application Pack
	1.1 About Oracle Financial Services Analytical Applications (OFSAA)
	1.2 About Oracle Financial Services Analytical Applications (OFSAA) Pack
	1.3 About Oracle Financial Services Data Management Application Pack 8.0.4.0.0
	1.4 About OFSAA Infrastructure
	1.4.1 Components of OFSAAI


	2 Understanding OFS DM Application Pack Installation
	2.1 Installation Overview
	2.2 Deployment Topology
	2.3 Hardware and Software Requirements
	2.3.1 Configurations Supported for Java 7
	2.3.2 Configurations Supported for Java 8

	2.4 Verifying the System Environment
	2.5 Understanding Installation Modes
	2.5.1 GUI Mode
	2.5.2 Silent Mode


	3 Preparing for Installation
	3.1 Installer and Installation Prerequisites
	3.2 Obtaining the Software
	3.3 Common Installation Tasks
	3.3.1 Configuration for GUI Mode Installation
	3.3.2 Identifying the Installation, Download and Metadata Repository Directories
	3.3.3 Downloading and Copying the OFS DM Application Pack Installer
	3.3.4 Copying and Extracting the Software
	3.3.5 Setting up the Web Server/ Web Application Server


	4 Installing OFS Data Management Application Pack
	4.1 Schema Creator Utility
	4.1.1 About Schema Creator Utility
	4.1.2 Execution Modes in Schema Creator Utility
	4.1.3 Execution Options in Schema Creator Utility

	4.2 Configuring and Executing the Schema Creator Utility
	4.2.1 Prerequisites
	4.2.2 Configuring the Schema Creator Utility
	4.2.3 Executing the Schema Creator Utility
	4.2.3.1 Executing the Schema Creator Utility in Online Mode
	4.2.3.2 Executing the Schema Creator Utility in Offline Mode
	4.2.3.3 Executing the Schema Creator Utility with –s option
	4.2.3.4 Executing the Schema Creator Utility while Installing Subsequent Application Pack Schema Creation


	4.3 Installing the OFS DM Application Pack
	4.3.1 GUI Mode Installation
	4.3.2 Silent Mode Installation
	4.3.3 InstallConfig.xml
	4.3.4 Verifying the Log File
	4.3.5 Verifying the Installation


	5 Disclaimer and Acknowledgements
	5.1 Disclaimer
	5.2 Acknowledgements

	6 Post Installation Configuration
	6.1 Configuring Resource Reference
	6.2 Starting OFSAA Infrastructure Services
	6.3 Adding TNS entries in TNSNAMES.ORA file
	6.4 Creating and Deploying the Application Pack Web Archive
	6.5 Accessing the OFSAA Application
	6.6 Performing Post Deployment Configurations
	6.7 Changing Batch Ownership
	6.8 Enabling Metadata Browser
	6.9 Performing Post-Installation Configuration for Data Management Application Pack
	6.10 Configuring Process Monitoring Runs and Tasks for Data Management Application Pack
	6.11 Passing the RUNSKEY as Parameter

	7 Oracle Reconciliation Framework Configuration
	8 Deploying Data Management Application Pack Analytics
	8.1 Managing OBIEE Activities
	8.1.1 Installing OBIEE Server
	8.1.2 Installing OBIEE Windows Administration Client
	8.1.3 Disabling the Cache Feature in OBIEE Server

	8.2 Deploying Data Management Application Pack Analytics
	8.3 Updating Server Specific Parameters
	8.4 Alias Configuration
	8.5 Starting Node Manager and WebLogic Servers

	9 Appendix A: Configuring Web Server
	9.1 Configuring Web Server
	9.2 Configuring Web Application Server
	9.2.1 Configuring WebSphere Application Server for Application Deployment
	9.2.1.1 Creation of New Profile in WebSphere
	9.2.1.2 Manage Applications in WebSphere
	9.2.1.3 Delete WebSphere Profiles
	9.2.1.4 WebSphere HTTPS Configuration
	9.2.1.5 WebSphere Memory Settings

	9.2.2 Configuring WebLogic for Application Deployment
	9.2.2.1 Creating Domain in WebLogic Server
	9.2.2.2 Delete Domain in WebLogic
	9.2.2.3 WebLogic Memory Settings

	9.2.3 Configuring Apache Tomcat Server for Application Deployment
	9.2.3.1 Tomcat User Administration
	9.2.3.2 Configure Tomcat to use JAVA 64 bit Executables
	9.2.3.3 Configure Servlet Port
	9.2.3.4 SSL Port Configuration
	9.2.3.5 Apache Tomcat Memory Settings
	9.2.3.6 Uninstalling WAR Files in Tomcat
	9.2.3.7 Configuration for Axis API



	10 Appendix B: Configuring Resource Reference in Web Application Servers
	10.1 Configure Resource Reference in WebSphere Application Server
	10.1.1 Create JDBC Provider
	10.1.2 Create Data Source
	10.1.3 J2C Authentication Details
	10.1.4 JDBC Connection Pooling

	10.2 Configure Resource Reference in WebLogic Application Server
	10.2.1 Create Data Source
	10.2.2 Create GridLink Data Source
	10.2.3 Configure Multi Data Sources
	10.2.4 Advanced Settings for Data Source
	10.2.5 JDBC Connection Pooling

	10.3 Configure Resource Reference in Tomcat Application Server
	10.3.1 Create Data Source
	10.3.2 JDBC Connection Pooling
	10.3.3 Class loader configuration for Apache Tomcat


	11 Appendix C: Creating and Deploying EAR/WAR File
	11.1 Creating EAR/WAR File
	11.2 Deploying EAR/WAR File
	11.2.1 Deploying EAR/WAR Files on WebSphere
	Start Application

	11.2.2 Deploying WAR File on WebLogic


	6. Click Install. The Install Application Assistant window is displayed.
	Explode EAR
	Install Application
	11.2.3 Deploying WAR Files on Tomcat

	12 Appendix D: Starting / Stopping Infrastructure Services
	12.1 Starting/Stopping OFSAA Infrastructure Services
	12.1.1 Starting Infrastructure Services
	12.1.2 Starting Web Application Servers
	12.1.3 Stopping Infrastructure Services


	13 Appendix E: Accessing OFSAA Application
	13.1 Accessing the OFSAA Application
	13.2 OFSAAI Login

	14 Appendix F: Post Deployment Configurations
	14.1 Post Deployment Configuration
	14.2 Deploying the Application
	14.3 Logging as System Administrator
	14.4 Creating Application Users
	14.5 Mapping Application User(s) to User Group

	15 Appendix G: Cloning OFSAA Instance
	16 Appendix H: OFSAA Landing Page
	16.1 Installation Checklist
	Table with (General, Pre-Install, Install, and Post Install) Checklist

	16.2 OFSAA Landing Page for DM Administrator
	16.2.1 Accessing OFSAA Infrastructure

	16.3 Enabling a Product within an Application
	16.4 Enabling a Product within an Application Pack
	16.5 Uninstalling OFSAA Installation

	17 Appendix I: Additional Configurations
	17.1 Configuring FTP/SFTP for File Transfer
	17.2 Configuring Infrastructure Server Memory
	17.2.1 Setting Up Infrastructure Server Memory

	17.3 Setting Up Internet Explorer
	17.4 Retrieving Patch Information
	17.5 Configuring OLAP Data Server
	17.6 Changing IP/ Hostname, Ports, Deployed Paths of the OFSAA Instance
	17.7 Configuring Infrastructure Ports
	17.8 Fetching Tool for OFSAAI Setup Information
	17.9 Encryption Changer
	17.10 Configuring Infrastructure LDAP
	17.10.1 Configuring Infrastructure Configuration Schema
	17.10.2 Configuring OpenLDAP Files
	17.10.3 Migrate Data from CSSMS tables to LDAP server

	17.11 Configuring OFSAAI Web Services
	17.11.1 Configuring DynamicWSConfig.xml File
	17.11.2 Attributes for WEBSERVICE tag
	17.11.3 Attributes for OPERATION tag
	17.11.4 Attributes for INPUT tag
	17.11.5 Attributes for OUTPUT tag
	17.11.6 web.xml File Entries
	Entry for WSConfig File
	Proxy Settings
	OFSAAI Home Entry
	DynamicWSConfig.xml


	17.12 Deploying OFSAAI Web Services
	17.13 Configuring Enable Parallel Execution of DML statements
	17.14 Configuring Message Details in Forms Designer
	17.15 Clearing Application Cache
	17.16 Configuring Password Changes
	17.16.1 Modifying OFSAA Infrastructure Configuration Schema Password
	17.16.2 Modifying OFSAA Infrastructure Atomic Schema Password

	17.17 Configuring Java Virtual Machine
	17.18 Configuring Internal Service (Document Upload/ Download)

	18 Appendix J: Patching DM Pack Installation
	19 Appendix K: Grants for Atomic/ Config Schema
	19.1 Grants for Atomic Schema
	19.2 Grants for Config Schema
	19.3 Grants on Config Schema Entities for Atomic Users

	20 Appendix L: DM Pack XML Files
	20.1  OFS_DM_PACK.xml
	20.1.1 Configuring OFS_DM_PACK.XML file

	20.2 OFS_DM_SCHEMA_IN.xml
	20.2.1 Configuring OFS_DM_SCHEMA_IN.XML File


	21 Appendix M: OFSAAI_InstallConfig.xml file
	21.1 Configuring OFSAAI_InstallConfig.xml file

	22 Appendix N: Migration for Excel Upload
	22.1.1 Prerequisites
	22.1.2 Migration for Excel Upload

	23 Appendix O: JDBC Jar Files
	24 Appendix P: Upgrading an Existing OFSAA 8.0.x Java 7 Instance to Java 8
	24.1 Prerequisites
	24.2 Steps for upgrading OFSAA 8.0.x Java 7 instance to Java 8
	24.3 Web Application Server Configurations
	24.3.1 Oracle WebLogic Server Updates
	24.3.2 Apache Tomcat Server Updates

	24.4 OFSAA Generic Configurations
	24.4.1 User .profile Settings

	24.5 OFSAA Configurations for New Web Application Server Installation

	25 Appendix Q: Removing OFSAA
	25.1 Uninstalling OFSAA Infrastructure
	25.2 Uninstalling EAR Files in WebSphere
	25.3 Uninstalling EAR Files in WebLogic
	25.4 Uninstalling WAR Files in Tomcat

	26 Appendix R: FAQs and Error Dictionary
	26.1 Frequently Asked Questions
	26.1.1 OFSAAI FAQs
	26.1.2 Application Pack 8.0.4.0.0 FAQs


	What is an Application pack?
	Can I get a standalone installer for OFSAAI 8.0?
	How does OFSAA 8.0 Application pack relate to OFSAA 7.x series?
	Can existing OFSAA 7.x customers upgrade to OFSAA 8.0 Application Pack?
	Does OFSAA 8.0 Application pack UPGRADE’s automatically existing environments?
	Where can I download OFSAA 8.0 Application Pack?
	You can download the OFSAAI 8.0 Application Pack from Oracle Software Delivery Cloud (OSDC).
	Is my environment compatible with OFSAA 8.0 Application Pack?
	Has OFSAA 8.0 Application Pack is supports all Operating systems?
	How can I install OFSAA 8.0 Application Pack?
	Do we need any License Key to install?
	Does this installation require any Third party Software?
	What languages are supported during OFSAA 8.0 Application Pack installation?
	What mode of installations OFSAA Application Pack supports? [i.e., Silent , GUI]
	Does OFSAA 8.0 Application Pack support Multi tier Installations?
	What happens if it aborts during installation of any application with in Application pack?
	Customer needs to restore the system and retrigger the installation.
	Does the Application pack installs all applications bundled?
	How can I re-install any of the Application Pack?
	Is there any option in Application pack for the user to select Infodom during installations?
	Can I install all Application Packs in a ‘Single Infodom’?
	Is it possible to install OFS Enterprise Modeling later?
	Does OFS Enterprise Modeling is required for all applications?
	Application pack creates sandbox automatically for the required applications?
	Do we have upgrade Kits for individual applications or it’s an Application Pack Upgrade?
	Can I upgrade AAI only?
	Is it possible to uninstall any Application from the Application Pack?
	Can I uninstall entire Application Pack?
	Is it possible to uninstall only application and retain AAI in the installed environment?
	Does Application Pack contain all Language Packs supported?
	26.2 Error Dictionary
	26.2.1 Accessing Error Dictionary


	Error Dictionary
	26.2.2 Error Code Dictionary
	26.2.2.1 Error Code - OFSAAI-1001
	26.2.2.2 Error Code - OFSAAI-1002
	26.2.2.3 Error Code - OFSAAI-1004
	26.2.2.4 Error Code - OFSAAI-1005
	26.2.2.5 Error Code - OFSAAI-1006
	26.2.2.6 Error Code - OFSAAI-1007
	26.2.2.7 Error Code - OFSAAI-1008
	26.2.2.8 Error Code - OFSAAI-1009
	26.2.2.9 Error Code - OFSAAI-1010
	26.2.2.10 Error Code - OFSAAI-1011
	26.2.2.11 Error Code - OFSAAI-1012
	26.2.2.12 Error Code - OFSAAI-1013
	26.2.2.13 Error Code - OFSAAI-1014
	26.2.2.14 Error Code - OFSAAI-1015
	26.2.2.15 Error Code - OFSAAI-1016
	26.2.2.16 Error Code - OFSAAI-1017



