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Preface

This preface provides supporting information for the Oracle Financial Services Data Management
(OFS DM) Pack Installation Guide and includes the following topics:

e Summary

e Audience

e Documentation Accessibility

¢ Related Documents

e Conventions and Acronyms

Summary

You can find the latest copy of this document in OHC Documentation Library which includes all
the recent additions/revisions (if any) done till date.

Before you begin the installation, ensure that you have an access to the Oracle Support Portal
with the required login credentials to quickly notify us of any issues at any stage. You can obtain
the login credentials by contacting Oracle Support.

Audience

The OFS DM pack Installation and Configuration Guide is intended for Administrators, Business
User, Strategists, and Data Analyst, who are responsible for installing and maintaining the
application pack components.

The document assumes you have experience in installing Enterprise components. Basic
knowledge about the OFS DM pack components, OFSAA Architecture, UNIX commands,
Database concepts and Web Server/ Web Application Server is recommended.

Prerequisites for the Audience

Following are the expected preparations from the administrator before starting the actual
installation:

The document assumes that you have experience in installing Enterprise components and
basic knowledge about the following is recommended:

e Oracle Financial Services Data Management pack components
e OFSAA Architecture

e UNIX Commands

e Database Concepts

e Web Server/ Web Application Server

Oracle Financial Services Software 9 ORACLE
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Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info

Or,

Visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are
hearing impaired.

Related Documents
This section identifies additional documents related to OFS DM Infrastructure. You can access

Oracle documentation online from OHC Documentation Library.

e Oracle Financial Services Analytical Applications Reconciliation Framework User Guide
Release 8.0.6.0.0 (OHC)

e Oracle Financial Services Data Foundation Installation Guide Release 8.0.6.0.0 (OHC)
e Oracle Financial Services Data Foundation Release User Guide 8.0.6.0.0 (QHC)

e Oracle Financial Services Data Governance for US FED Regulatory User Guide Reporting
Release 8.0.6.0.0 (OHC)

e Oracle Financial Services Data Governance for European Central Reporting User Guide
Release 8.0.6.0.0 (OHC)

¢ Oracle Financial Services Analytical Applications Infrastructure User Guide Release 8.0.6.0.0
(GHC)

Conventions and Abbreviations

The following text conventions are used in this document:

Conventions Description

Boldface type indicates graphical user interface elements associated
boldface with an action, or terms defined in text or the glossary.

Italic type indicates book titles, emphasis, or placeholder variables for
italic which you supply particular values.

Monospace type indicates commands within a paragraph, URLSs, code in
monospace examples, text that appears on the screen, or text that you enter.

The following table lists the abbreviations used in this document:
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Abbreviation Meaning

AIX Advanced Interactive executive
DEFQ Data Entry Forms and Queries

DML Data Manipulation Language

EAR Enterprise Archive

EJB Enterprise JavaBean

ERM Enterprise Resource Management
FTP File Transfer Protocol

GUI Graphical User Interface

HTTPS Hypertext Transfer Protocol Secure
Ja2c J2EE Connector

J2EE Java 2 Enterprise Edition

JDBC Java Database Connectivity

JDK Java Development Kit

JNDI Java Naming and Directory Interface
JRE Java Runtime Environment

JVM Java Virtual Machine

LDAP Lightweight Directory Access Protocol
LHS Left Hand Side

MOS My Oracle Support

OFS Oracle Financial Services

OFSAAI Oracle Financial Services Analytical Application Infrastructure OLAP
osDC Oracle Software Delivery Cloud

os Operating System

RAM Random Access Memory

RDMS Relational Database Management System
SFTP Secure File Transfer Protocol

SID System ldentifier
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Abbreviation Meaning

SSL Secure Sockets Layer

TNS Transparent Network Substrate

URL Uniform Resource Locator

VM Virtual Machine

Web Archive WAR

XML Extensible Markup Language
Oracle Financial Services Software 12
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1 Introduction to OFS DM Application Pack

This chapter includes the following topics:

About Oracle Financial Services Analytical Applications (OFSAA)

About Oracle Financial Services Analytical Applications (OFSAA) Applications Pack

About Oracle Financial Services Data Management 8.0.6.0.0 Applications Pack

1.1 About Oracle Financial Services Analytical Applications (OFSAA)

In today's turbulent markets, financial institutions require a better understanding of their risk-return, while strengthening
competitive advantage and enhancing long-term customer value. Oracle Financial Services Analytical Applications
(OFSAA) enable financial institutions to measure and meet risk adjusted performance objectives, cultivate a risk
management culture through transparency, lower the costs of compliance and regulation, and improve insight into
customer behavior.

OFSAA uses industry-leading analytical methods, shared data model and applications architecture to enable
integrated risk management, performance management, customer insight, and compliance management. OFSAA
actively incorporates risk into decision making, enables to achieve a consistent view of performance, promote a
transparent risk management culture, and provide pervasive intelligence.

Oracle Financial Services Analytical Applications delivers a comprehensive, integrated suite of financial services
analytical applications for both banking and insurance domain.

1.2 About Oracle Financial Services Analytical Applications (OFSAA) Pack

OFSAA applications are packaged, and released as Application Packs starting from 8.0 release. An Application Pack
is a group of OFSAA products packaged together in a single installer and addresses specific functional area via its
products that are grouped together. Packaging applications in a group ensures simplified installation, maintenance,
development and integration in an integrated deployment.

The following figure depicts the various application packs that are available across the OFSAA Banking and Insurance
domains:
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1.3 About Oracle Financial Services Data Management Application Pack 8.0.6.0.0

This is a fresh installer of Data Management Pack. It installs three applications OFS Reconciliation Framework
8.0.6.0.0, OFS Data Governance for European Central Reporting 8.0.6.0.0, and OFS Data Governance for US FED
Regulatory Reporting 8.0.6.0.0.

OFS DM Application Pack includes the following applications:

e Oracle Financial Services Reconciliation Framework: Reconciles the balances from the operational systems of
a bank with the balances as maintained in the General Ledger (hereinafter referred to as GL) of the bank. With this
application banks can also reconcile between General Ledgers maintained in the bank. The balances in the GL of
a bank are the ones which are audited and duly certified by the internal and external auditors. The GL balances
are considered to be the final version of truth in a bank. Therefore, all data extracted from any other operational
systems of a bank must be reconciled with the balances maintained in the GL to ensure that they are complete,
accurate, and comprehensive. It then acts as an authentic and reliable base for any further decision making.

e Oracle Financial Services Data Governance for US Regulatory Reporting: Oracle Financial Services Data
Governance for US Regulatory Reporting operationalizes the data governance process. The OFSAA Data
Governance for US Regulatory Reporting (DGUSRR) enables financial institutions to map multiple data sources to
a standard, common business glossary. Oracle Financial Services Data Governance for US Regulatory Reporting
automates and operationalizes governance for US regulatory reports to support the Data Management Office,
Chief Data Officer, Chief Financial Officer, and Regulatory Reporting teams in their efforts to implement effective
data management program to comply with internal and external regulatory standards. It is a content based
governance solution with an active repository themed around regulatory reporting in the United States. The
solution ensures accuracy and confidence on the data and the processes used for US regulatory reporting.

The solution provides:

o Pre-packaged controls on data elements and processes around it to monitor quality and timeliness of
data

o Pre-packaged key indicators to monitor exceptions and variances in values of data elements early in the
life cycle

o Pre-packaged plans for regulatory report submissions and ability to track them to completion
o Pre-packaged OFSAA Glossary and critical data elements
o Issue and Action workflow to capture, manage and resolve exceptions in data life cycle

o Metadata browser to show complete relationship and lineage of metadata with ability to perform impact
analysis

e Oracle Financial Services Data Governance for European Central Reporting: Oracle Financial Services Data
Governance for European Central Reporting automates and operationalizes governance for regulatory reports to
support the Data Management Office, Chief Data Officer, Chief Financial Officer, and Regulatory Reporting teams

15
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in their efforts to implement effective data management program to comply with internal and external regulatory
standards. It is a content based governance solution with an active repository themed around European Central
Reporting. The solution ensures accuracy and confidence on the data and the processes used for European
Central Reporting.

The solution provides:

o

Pre-packaged controls on data elements and processes around it to monitor quality and timeliness of
data

Pre-packaged key indicators to monitor exceptions and variances in values of data elements early in the
life cycle

Pre-packaged plans for regulatory report submissions and ability to track them to completion
Pre-packaged OFSAA Glossary and critical data elements
Issue and Action workflow to capture, manage and resolve exceptions in data life cycle

Metadata browser to show complete relationship and lineage of metadata with ability to perform impact
analysis

NOTE: OFSAA DM Pack has to be used with other Application Packs such as:

1.4

141

Credit Risk Management Pack
Capital Adequacy Pack
Treasury Pack

Profitability Pack

About OFSAA Infrastructure

Oracle Financial Services Analytical Applications Infrastructure (OFS AAI) powers the Oracle Financial Services
Analytical Applications family of products to perform the processing, categorizing, selection and manipulation of data
and information needed to analyze, understand and report on specific performance, risk, compliance and customer
insight issues by providing a strong foundation for the entire family of Oracle Financial Services Analytical Applications
across the domains of Risk, Performance, Compliance and Customer Insight.

Components of OFSAAI

The OFSAA Infrastructure is comprised of a set of frameworks that operates on and with the Oracle Financial Services
Analytical Applications Data Model and form the array of components within the Infrastructure.

The OFSAA Infrastructure components/ frameworks are installed in two layers; primarily the Metadata Server and
Infrastructure services run on one layer, and the Ul and presentation logic runs on the other. The Ul and presentation

layer is deployed on any of the supported J2EE Servers.

The following figure depicts the various frameworks and capabilities that make up the OFSAA Infrastructure:
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Understanding OFS DM Application Pack Installation

This chapter includes the following topics:

Installation Overview

e Deployment Topology

e Hardware and Software Requirements

e Verifying the System Environment

e Understanding Installation Modes

Oracle Financial Services Software
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2.1 Installation Overview

This section gives an overview of the OFS DM Application Pack Installation. The following figure shows the order of
procedures you need to follow:

Installation Workflow

’

Start

W

Verify System Environment ]

W

Obtain the Software ]

W

Configure and Execute the Schema Creator Utility ]

W

Install OFS DM Pack ]

P

Configure OFS DM Pack ]

W
Werify Installation ]

L

Done |

Tasks Details and Documentation

Verify Systems Environment To verify that your system meets the minimum necessary requirements for
installing and hosting the OFS DM Application Pack, see Verifying System
Environment.

Obtain the software To access and download the OFS DM Application Pack, see Obtaining the
software.

Configure and Execute the Schema For instructions on creating the database schemas, see Configuring and Executing

Creator Utility the Schema Creator Utility.

Install OFS DM Application Pack For instructions on Installing OFS DM Application Pack , see Installing the OFS DM

Pack Installer.
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Tasks Details and Documentation

Configure OFS DM Setup See Post Installation Configuration and Post Deployment.

2.2 Deployment Topology

The following figure depicts the typical deployment topology implemented for OFSAA applications.

e

HTTP & Web Browser
HTTPS

OFSAA™ e
Application

Components Web Browser

Socket 1
connection A
Web Server JDBC :
/Nati
//> ative /Oracle Bl Server

Web Application Database
Server Server

2.3 Hardware and Software Requirements

This section describes the various Operating Systems, Database, Web Server, and Web Application Server versions,
and other variant details on which this release of the Oracle Financial Services DM Application Pack has been
qualified.

NOTE: OFS DM Application Pack installation can be performed on both Virtual and Physical servers.

2.3.1 Configurations Supported for Java 7

The following table shows the minimum hardware and software requirements for installing OFS DM Application Pack
(for Java 7).
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Requirement

Sub-Category

Value

Operating System

Oracle Linux / Red Hat Enterprise Linux (x86-64)

Oracle Linux Server release 5.3 up to 5.10 - 64 bit
Oracle Linux Server release 6.0 and above - 64 bit
Note: Same versions of RHEL is supported

Oracle Solaris (SPARC)/Solaris x86

Oracle Solaris v5.10 Update 11 and above - 64 bit
Oracle Solaris v5.11 update 1 and above — 64 bit

IBM AIX (PowerPC)

AIX 6.1 (TL 09 and above) - 64 bit

Shell

KORN Shell (KSH)

Note: If the OS is IBM AIX 6.1, configure the size parameter setting for “Large File Support”. Refer link http://www-
01.ibm.com/support/docview.wss?uid=isg3T1000290 for more details.

If the operating system is RHEL, install the package 1sb_release using one of the following commands by logging in as root user:

=  yum install redhat-Isb-core

=  yum install redhat-Isb

Java Runtime
Environment

Oracle Linux / Red Hat Enterprise Linux
Oracle Solaris

Oracle Java Runtime Environment (JRE) 1.7.x - 64 bit

IBM AIX

IBM AIX Runtime, Java Technology JRE 1.7.x - 64 bit

Oracle Database
Server and Client

e Oracle Database Server Enterprise Edition 119
Release 2 (11.2.0.3.0 +) - 64 bit RAC/ Non-RAC
with/ without partitioning option

e Oracle Database Server Enterprise Edition 119
Release 2 (11.2.0.4.0 +) - 64 bit RAC/Non-RAC
with/ without partitioning option, Advanced
Security Option**.

e Oracle Database Server Enterprise Edition 12¢
Release 1 (12.1.0.1.0 +) - 64 bit RAC/ Non-RAC
with/ without partitioning option, Advanced
Security Option**

Note: See the “Additional Notes” section in the 806
Tech Matrix for details.

e Oracle Client 11g Release 2 (11.2.0.3.0+) - 64 bit

Oracle Financial Services Software
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Requirement

Sub-Category Value

e Oracle Client 12c Release 1 (12.1.0.1.0+) - 64 bit
e Oracle 11g Release 2 (11.2.0.3+) JDBC driver

(Oracle thin driver)

e Oracle 12C Release 1 (12.1.0.1+) JDBC driver
(Oracle thin driver)

e Oracle R Distribution (ORD) version 3.2.0/3.3.0
3.0.1 (Optional)

e Oracle R Enterprise (Server) version 1.5 with
ORD 3.2.0 and version 1.5.1 with ORD 3.3.01.4
(Optional).

Note:
Ensure that the following patches are applied:

e For Oracle DB Server 12.1.0.1 and 12.1.0.2,
download the patches 27010930 and 22205607
from My Oracle Support and apply them.

e For Oracle DB Server 11.2.0.4, download the
patch 22205607 from My Oracle Support and
apply.

ORD and ORE versions compatible along with Oracle DB version

OLAP

No. | Oracle R Enterprise| Oracle R Advanced| Open source R | Oracle Database
Analytics for or Oracle R Enterprise Edition
Hadoop Distribution
1 151 27.1 3.3.0 11.2.0.4,12.1.0.1,
12.1.0.2,12.2.0.1
2 15.0 25.1,2.6.0,2.7.0 3.2.0 11.2.0.4,12.1.0.1,
12.1.0.2
Oracle Hyperion Esshase V 11.1.2.1+ (Server and Client) with Oracle 11g Database

V 11.1.2.3+ (Server and Client) with Oracle 12c Database

Oracle OLAP V 11.2.0.3+ with Oracle 11g Database
V 12.1.0.1+ with Oracle 12c Database

22
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Requirement Sub-Category Value

Note: Oracle Hyperion Essbase & Oracle OLAP is required only if you are using the OLAP feature of OFSAAI. For Oracle
OLAP, ensure that you have configured the Oracle Database server with OLAP option.

Oracle Linux / Red Hat Enterprise Linux/ IBM AIX Oracle HTTP Server 11.1.1.1/ Apache HTTP Server 2.2.x/
IBM HTTP Server

Oracle Solaris . Oracle WebLogic Server 12.1.2.0.0 (64 bit)

Web Server/ Web . IBM WebSphere Application Server 8.5+ with bundled

Application Server IBM Java Runtime (64 bit)

e  Apache Tomcat 8.0.x (64 bit)

Note: OFSAA Infrastructure web component deployment on Oracle WebLogic Server with Oracle JRockit is not supported

MS Windows 7 / Windows 8 / Windows 10

Browser e  Microsoft Internet Browser 11.x
e Chrome 57.x
e FireFox 52.x
e Oracle Java plug-in 1.7.0+ (64- bit) / Oracle Java
Desktop ) .
Requirements plug-in 1.8.0+ (64- bit)
Turn off Pop-up blocker settings. For more information, refer
Internet Explorer Settings
Office Tools MS Office 2007/ 2010/2013
Adobe Acrobat Reader 8 or above
Screen Resolution 1024*768 or 1280*1024

OFSAAI is qualified on both OPEN LDAP 2.2.29+ and
Oracle Internet Directory v 11.1.1.3.0. However, it can be
integrated with other directory services software like MS
Active Directory.

Directory Services

Note: Configuration of Directory services software for OFSAAI installation is optional. For more information on
configuration, see Infrastructure LDAP Configuration.

Open LDAP needs to be installed on MS Windows Server machine only.

23

Oracle Financial Services Software ORACLE




OFSDM 8.0.6.0.0 Installation Guide

Requirement Sub-Category Value

ETL Tool Oracle Data Integrator 11.1.1.7.0/11.1.1.9.0

2.3.2 Configurations Supported for Java 8

The following table shows the minimum hardware and software requirements for installing Oracle Financial Services
Data Management Application Pack (Java 8) on each machine.

24

Oracle Financial Services Software ORACLE



OFSDM 8.0.6.0.0 Installation Guide

Requirement Sub-Category Value

Oracle Linux Server release 5.3 up to 5.10 - 64 bit

Oracle Linux / Red Hat Enterprise Linux (x86-64) Oracle Linux Server release 6.0 and above - 64 bit

Note: Same versions of RHEL is supported

Operating System [Oracle Solaris (SPARC)/Solaris x86

Oracle Solaris v5.10 Update 11 and above - 64 bit
Oracle Solaris v5.11 update 1 and above — 64 bit

IBM AIX (POWERPC) AIX 6.1 (TL 09 and above) - 64 bit

Shell

KORN Shell (KSH)

Note: If the OS is IBM AIX 6.1, configure the size parameter setting for “Large File Support”. Refer link http://www-
01.ibm.com/support/docview.wss?uid=isg3T1000290 for more details.

If the operating system is RHEL, install the package 1sb_release using one of the following commands by logging in as root user:

=  yum install redhat-Isb-core

=  yum install redhat-Isb

Java Runtime
Environment

Oracle Linux / Red Hat Enterprise Linux Oracle Java Runtime Environment (JRE) 1.8.x - 64 bit
Oracle Solaris

IBM AIX

IBM AIX Runtime, Java Technology JRE 1.8.x - 64 bit

Oracle Database
Server and Client

Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.3.0 +) - 64 bit RAC/ Non-RAC with/ without
partitioning option

Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.4.0 +) - 64 bit RAC/Non-RAC with/ without
partitioning option, Advanced Security Option**.

Oracle Database Server Enterprise Edition 12c Release 1 (12.1.0.1.0 +) - 64 bit RAC/ Non-RAC with/ without
partitioning option, Advanced Security Option**.
Note: See the "Additional Notes" section in the 806 Tech Matrix for details.

Oracle Client 11g Release 2 (11.2.0.3.0+) - 64 bit

Oracle Client 12c Release 1 (12.1.0.1.0+) - 64 bit

Oracle 11g Release 2 (11.2.0.3+) JDBC driver (Oracle thin driver)
Oracle 12C Release 1 (12.1.0.1+) JDBC driver (Oracle thin driver)
Oracle R Distribution (ORD) version 3.2.0/3.3.0 (Optional)
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Requirement

Sub-Category Value

e Oracle R Enterprise (Server) version 1.5 with ORD 3.2.0 and version 1.5.1 with ORD 3.3.0(Optional).

e ver)

Note: Ensure that the following patches are applied:
e Oracle Server 12c,v12.1.0.1 — 17082699
e Oracle Server 12c, v12.1.0.2 - 19392604, 19649591

e For Oracle DB Server 12.1.0.1 and 12.1.0.2, download the patches 27010930 and 22205607 from My Oracle
Support and apply them.

e For Oracle DB Server 11.2.0.4, download the patch 22205607 from My Oracle Support and apply. Also for latest
information, refer http://support.oracle.com/, 12.1.0.2 Bundle Patches for Engineered Systems and DB In-
Memory - List of Fixes in each Bundle (Doc ID 1937782.1).

e Oracle R Enterprise 1.5 and 1.5.1 requires Oracle Database Enterprise Edition / 11.2.0.4/ 12.1.0.1/12.1.0.2/12.2.0.1.
ORD and ORE versions compatible along with Oracle DB version

No. | OracleR Oracle R Open source R or Oracle R | Oracle Database
Enterprise Advanced Distribution Enterprise Edition

Analytics for
Hadoop

1 1.5.1 2.7.1 3.3.0 11.2.0.4,12.1.0.1,

12.1.0.2,12.2.0.1

2 150 2.5.1,2.6.0, 3.2.0 11.2.0.4,12.1.0.1,

270 12.1.0.2

Note: Oracle Hyperion Essbase & Oracle OLAP is required only if you are using the OLAP feature of OFSAAI. For Oracle
OLAP, ensure that you have configured the Oracle Database server with OLAP option.

Web Server/ Web
Application Server

Oracle Linux / Red Hat Enterprise Linux Oracle HTTP Server 11.1.1.1/ Apache HTTP Server

Oracle Solaris 2.2.x/ IBM HTTP Server

IBM AIX e Apache Tomcat 8.0.x (64 bit)

e Oracle Weblogic Server 12.1.3.0.0
Note:

e IBM WebSphere 8.5.x (Full Profile) on Java 8
is not available.

Note: OFSAA Infrastructure web component deployment on Oracle WebLogic Server with Oracle JRockit is not supported
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Requirement Sub-Category

Value

Operating System

MS Windows 7 / Windows 8 / Windows 10

Browser

Desktop
Requirements

e  Microsoft Internet Browser 11.x
e Chrome 57.x

e FireFox 52.x

Turn off Pop-up blocker settings. For more information,
refer Internet Explorer Settings

Office Tools

MS Office 2007/ 2010/2013
Adobe Acrobat Reader 8 or above

Screen Resolution

1024*768 or 1280*1024

Directory Services

OFSAAI is qualified on both OPEN LDAP 2.2.29+ and
Oracle Internet Directory v 11.1.1.3.0. However, it can be
integrated with other directory services software like MS
Active Directory.

Other Software
Note: Configuration of Directory services software for OFSAAI installation is optional. For more information on
configuration, see Infrastructure LDAP Configuration. Open LDAP needs to be installed on MS Windows Server machine
pnly.

ETL Tool 11.1.1.7.0/11.1.1.9.0 - supported for Tomcat 8.x

Oracle Data Integrator

12.2.1.0.0 — supported for Oracle Weblogic Server
12.1.3.0.0

NOTE: To upgrade an existing OFSAA 8.0.x Java 7 instance to Java 8, refer Appendix P.

The following table shows the minimum software requirements for running OFS DM Application Pack on each

machine.

Operating System

Database

Web Application Server Web Server

Oracle Linux 5.3 up to 5.10/
6.0 and above

Oracle Database

Oracle WebLogic Server / Oracle HTTP Server/
Apache Tomcat Server Apache HTTP Server

Oracle Financial Services Software
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Oracle Solaris 5.10/ 5.11 Oracle Database Oracle WebLogic Server/ Oracle HTTP Server/
Apache Tomcat Server Apache HTTP Server
IBM AIX 6.1 Oracle Database IBM WebSphere IBM HTTP Server/

Application Server/ Apache | Apache HTTP Server
Tomcat Server

2.4 Verifying the System Environment

To verify if your system environment meets the minimum requirements for the installation, a Pre-Install Check utility
(Environment Check) is available within the Install Kit archive file. This utility can also be obtained separately by
contacting Oracle Support.

Though the system environment verification is an integral and automated part of the installation of this software
product, Oracle strongly recommends running this utility prior to beginning the installation as part of your organization’s
"Installation Readiness Verification Process".

NOTE: For more details on download and usage of this utility, see Oracle Financial Services Analytical
Applications Infrastructure Environment Check Utility Guide given in the Related Documents section.

2.5 Understanding Installation Modes
The following modes of installation are available for the OFS DM Application Pack.

2.5.1 GUI Mode

This mode launches the product installation in a Graphical User Interface (GUI) Mode. You need to enter the
required information on various panels within the Ul in a user interaction format at various stages.

NOTE: For more information on configuration required for GUI Mode installation, refer Configuration for GUI Mode
Installation.

2.5.2 Silent Mode

This mode mandates updating the installation configuration files with required details and performs installation in a
‘Silent’ non user interactive format.

2.6 Installer and Installation Prerequisites

Prerequisites for Installing OFSDM 8.0.6.0.0 are:
e |f AAI 8.0.6.0.0 is installed on the environment, ensure to apply the patch 28595665.

e Ensure that OFSDF 8.0.6.0.0 is installed in the setup.

NOTE: This step is applicable only for DGS 8.0.6.0.0.
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The following table mentions the list of prerequisites required before beginning the installation for OFS DM Application
Pack. The Installer/ Environment Check utility notifies you if any requirements are not met.

Requirement Sub-Category Expected Value

Java Settings PATH in .profile to be set to include the Java Runtime Environment
absolute path. The path should include java version (java 7, or Java 8)
based on the configuration.

Note: Ensure the absolute path to JRE/bin is set at the beginning of
PATH variable.

For example,
PATH=/usr/java/jrel.7/bin:SORACLE HOME/bin:$PATH

Ensure no SYMBOLIC links to JAVA installation is being set in the PATH
variable.

Oracle Database Oracle Database Server

Settings e TNS_ADMIN must be set in .profile file pointing to appropriate

tnsnames.ora file.

e Enable Transparent Data Encryption (TDE) and/ or Data

Environment Redaction.

Settings
Note: For more information, see Appendix R: Configuring Transparent

Data Encryption (TDE) and, Data Redaction in OFSAA.

OFSAA Processing Server

¢ ORACLE_HOME must be set in .profile file pointing to
appropriate Oracle DB Client installation.

e PATH in .profle must be set to include appropriate
$ORACLE_HOME/bin path.

e Ensure that an entry (with SID/ SERVICE NAME) is added in the
tnsnames.ora file.

Oracle Essbase ARBORPATH, ESSBASEPATH, HYPERION_HOME to be set in the
Settings .profile pointing to an appropriate Oracle Essbase Client installation.

Note: These settings are required only if you want to use Oracle Hyperion
Essbase OLAP features.
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Requirement

Sub-Category

Expected Value

OS/ File System
Settings

File Descriptor
Settings

Greater than 15000

Total Number of
Process Settings

Greater than 4096

Port Settings

Default port numbers to be enabled on the system are 6500, 6501, 6505,
6507, 6509, 6510, 6666, 9999, and 10101.

.profile User to have 755 permission on the .profile file.
permissions
Installation A directory where the installation files will be installed.
Directory Set 755 permission on this directory.
This directory needs to be set as FIC_ HOME.
Temporary Default temporary directory where installation files are stored for a short
Directory period of time to support faster installation.

e For installation on UNIX OS, your UNIX administrator must give
you the required read-write permissions for the /tmp directory and
disable the NOEXEC option

e Configure adequate space on the /tmp directory. It is
recommended that you allocate more than 10 GB of space.

Note: If NOEXEC is enabled, the extraction of files by the installer into
the /tmp directory is prevented and the binaries will not execute in the
directory, which will fail the installation.

Staging Area/
Metadata
Repository
Directory

A directory to hold the application metadata artifacts and additionally act
as staging area for flat files.

The directory should exist on the same system as the OFSAA Installation.
This directory can be configured on different mount or under a different
user profile.

Set 777 permission on this directory.

Oracle Financial Services Software
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Requirement

Sub-Category

Expected Value

Download
Directory

A directory where the product installer files will be downloaded/ copied.

Set 755 permission on this directory.

Database
Settings

Database Instance
Settings

NLS_CHARACTERSET to be AL32UTF8
NLS_LENGTH_SEMANTICS to be BYTE

OPEN CURSORS limit to be greater than 1000

Web Application
Server

WebSphere/
WebLogic/
Tomcat

Web Application Server should be installed and profile /domain created.

You will be prompted to enter the WebSphere Profile path or WebLogic
Domain path or Tomcat Deployment path during OFSAAI installation.

Note: Refer Appendix A for WebSphere Profile Creation and WebLogic
Domain Creation.

Web Server Apache HTTP This is an optional requirement.
Server/ HTTP Server Installation to be present.
Oracle HTTP You will be required to enter the Web Server IP/ Hostname and Port
Server/ details during installation.
IBMHTTP Server Note: Refer Appendix A for Web Server installation.
Big Data Cloudera CDH This is an optional requirement and required if Oracle Financial Services -
and Cloudera Big Data Processing license is enabled. For more information, see
JDBC Connectors | Installing Cloudera CDH.
OFS AAI One-off Download the consolidated one- off patch for bug number 27938294 and
28079607 from http://support.oracle.com
Download the compatibility patch 28033582 from My Oracle Support,
which needs to be mandatorily applied. This patch enables you to
upgrade selected packs in your OFSAA instance to 8.0.6.0.0 and makes
the existing packs from earlier versions compatible with 8.0.6.0.0.
Others To install this release on Oracle Solaris OS, refer to the following list for

version specific information:

e Solaris 11 — Upgrade to Oracle Solaris 11.3 with SRUQ9 or

Oracle Financial Services Software
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Requirement

Sub-Category

Expected Value

higher. See

https://docs.oracle.com/cd/E60778 01/htmlI/E60743/gouaw.html#
scrolltoc to upgrade to SRUQ9 if you have a lower SRU version.
Additionally, install the required runtime libraries. For more
information, see Installing Only the Runtime Libraries on Oracle
Solaris 11.

e Solaris 10 — Install the required OS patches. For more
information, see Installing the Required Oracle Solaris 10
Patches. Additionally, install the required runtime libraries. For
more information, see Installing Only the Runtime Libraries on
Oracle Solaris 10.

NOTE: In an OFSAA instance where multiple OFSAA application
packs have been installed/ deployed, it is mandatory to upgrade
all OFSAA application packs to 8.0.6.0.0 release. You should
start the upgrade of OFS AAAI pack only after confirming that all
of the application packs in your OFSAA instance are available for
upgrade to 8.0.4.0.0 version. For information on availability of the
required OFSAA Application Packs, see 2246606.1.

Others

Oracle R/ Oracle
R Enterprise

This is an optional requirement.

Oracle Data
Integrator

This is a mandatory requirement. For compatibility details refer Oracle
8.0.6 Tech Matrix.

Following step is applicable only if existing OFSAA setup version is 8.0.6.x.x and Configuration and Atomic Schema(s) were

restored from exported dumps of other environment:
Login to Configuration Schema and execute the following SQL statements:

alter table AAI AOM APP COMP ATTR MAPPING drop constraint AOM APP COMP ATTR PK drop index

/

alter table AAI AOM APP COMP ATTR MAPPING add constraint AOM APP COMP ATTR PK primary key

(APP_COMP ATTR MAP ID)

Note: Ensure that the tablespace (s) used for the database user (s) is set to AUTOEXTEND ON.
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NOTE: Add a TNS entry before the installation.

Note:
1. Login to Atomic Schema.

2. Take abackup of the following tables:

a. DQ_RESULT_DETL_MASTER
b. DQ_RESULT_SUMM_MASTER

3. Truncate the above tables.
4. Perform the Installation activity.

5. Post installations, restore the tables by using the backup tables.
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Preparing for Installation

This chapter provides necessary information to review before installing the OFS DM Pack v8.0.6.0.0.
This chapter includes the following topics:

e Installer and Installation Prerequisites

e Obtaining the Software

e Common Installation Activities

NOTE: If you are installing an application pack on an environment, where another application pack is already
installed, you may get a warning message such as "Object Already Exists". This message can be ignored.
Do not perform released model upload after installation. Released model upload cannot be performed after
installation as it may lead to installation issues.

3.1 Obtaining the Software

This release of OFS DM Application Pack v8.0.6.0.0 is available for download in MOS as Patch 28525419. You must
have a valid Oracle account in order to download the software.

3.2 Common Installation Tasks

3.2.1

The following are the common pre-installation activities that you need to carry out before installing the OFS DM
Application Pack.

This section includes the following topics:

e Configuration for GUI Mode Installation

e Identifying the Installation, Download and Metadata Repository Directories

e Downloading and Copying the OFS DM Application Pack Installer

e Copying and Extracting the Software

e Setting up the Web Server/ Web Application Server

Configuration for GUI Mode Installation

To install OFS DM Application Pack in GUI mode, you need to ensure the below software and configurations are
available:

e Install and configure any PC X Server software such as Open Text Exceed (formerly Hummingbird Exceed) on
the user desktop system from which the installation is triggered.

e Configure DISPLAY variable in the user .profile.
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3.2.2

3.2.3

3.2.4

e Ensure to set the DISPLAY variable on the system on which the OFSAA is installed, to point to the user
desktop system where the PC X Server software has been installed.

Syntax:

export DISPLAY=hostname:n.nl

where hostname is the IP Address/ Host Name of the user desktop system and n is the sequence number (usually 0).

Forexmnpb,10.11.12.13:0.0 or myhostname:0.0

Identifying the Installation, Download and Metadata Repository Directories

For installation of any OFSAA Application Pack, the following directory/ directories required to be created.

. OFSAA Download Directory (Optional) - Create a download directory and copy the OFSAA Application Pack
Installer File (Archive). This is the directory where the downloaded installer/ patches can be copied.

. OFSAA Installation Directory (Mandatory) — Create an installation directory. This is the directory where the
installer would install/ copy the product files. FIC HOME variable to be set in the .profile pointing to this

OFSAA Installation Directory.

. OFSAA Staging/ Metadata Repository Directory (Mandatory) — Create a Staging/ Metadata Repository
Directory. This is the directory where you would be required to copy data loading files, save data extracts etc.
Additionally, this directory also maintains the OFSAA metadata artifacts. This is commonly referred as
“FTPSHARE”.

NOTE: Ensure the wuser permission is set to 755 on the Installation and Download Directory.
Ensure the user permission is set to 777 on the Staging Directory.

Downloading and Copying the OFS DM Application Pack Installer

To download the OFS DM Applications Pack Installer, follow these steps:

e This release of OFS DM Application pack v8.0.6.0.0 can be downloaded from My Oracle Support using patch
28525419.

e Copy the downloaded installer archive to the Download Directory (in Binary mode) on the setup identified for
OFSAA installation.

e Download the mandatory installer one-off patch 28398331 from My Oracle Support.

Copying and Extracting the Software

Once you obtain the installer, copy the installer in Binary mode to the Download Directory.

NOTE: You must be logged in to the UNIX operating system as a non-root user.
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Download the unzip utility (OS specific) unzip <os>.Z from the location
https://updates.oracle.com/unzips/unzips.html, and copy it in Binary mode to the directory that is included in

your PATH variable. If you already have the unzip utility to extract the contents of the downloaded archive, skip to
the next step.

Uncompress the unzip installer file using the command:

uncompress unzip <os>.Z

NOTE:

In case you notice an error message "uncompress: not found [No such file or directory]" when the package is not

installed, contact your UNIX administrator.

Give EXECUTE permission to the file using the command:
chmod 751 unzip <os>
For example, chmod 751 unzip sparc

Extract the contents of the Oracle Financial Services Data Management Application Pack 8.0.6.0.0 to Download
Directory using the following command:

unzip OFS DM 8.0.6.0.0.zip

NOTE: Extract and apply the patch 28398331. Refer to the Readme.txt file packaged with the patch for details on how to

apply the patch. DO NOT rename the Application Pack installer directory name on extraction from the
archive.

3.2.5

3.2.6

10. Give following permission to the installer directory. Navigate to the Download Directory and execute the command:

chmod -R 755 OFS DM PACK

Setting up the Web Server/ Web Application Server

For setting up the environment based on your selected Web Server/ Web Application Server, refer to Appendix A for
more information.

Installing Cloudera CDH

This is an optional step and required only if you intend to install Oracle Financial Services Advanced Analytical
Infrastructure Big Data Option. Follow these steps:

1

Install CDH v5.3.3, 5.4.4 or v5.8.4. For more information, refer Cloudera 5.3.x Documentation, Cloudera 5.4.x
Documentation or Cloudera 5.8.x Documentation.

Copy ofsaa-hive-udf.jar from installer kit (OFS_DM_PACK/OFS_AAAI_PACK/fichome/utility/DMT/UDF/lib) to
HiveAuxDir of the cluster. For more information, refer Managing User-Defined Functions (UDFs) with

HiveServer2.
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Installing OFS Data Management Application Pack

This chapter describes the steps to be followed to install the OFS DM pack.

NOTE: Release 8.0.6.0.0 of OFS DM is not fully backward compatible with earlier versions of OFSAA applications.
You can either upgrade all of your applications from existing 8.0.x versions to 8.0.6.0.0 version or choose to upgrade
only selective application packs to v8.0.6.0.0. In the case of the latter, you must also apply the forthcoming
compatibility patches for the required application packs, so that the remaining application-packs can continue to be at
their pre-8.0.6.0.0 versions.

The Hybrid mode installation of OFS GL supports only full Hive deployment for those application packs where Hive is
enabled. (For example — Oracle Financial Services Data Foundation).
This chapter includes the following sections:

e Schema Creator Utility

e Configuring and Executing the Schema Creator Utility

e Installing the OFS DM Application Pack Installer

4.1 Schema Creator Utility

41.1

Creating database users/ schemas is one of the primary steps in the complete OFSAA installation. This release of
OFSAA provides a utility to quickly get started with the OFSAA 8.0.6 installation by allowing easier and faster creation
of database User(s)/ Schema(s), assign the necessary GRANT(s) and so on. Additionally, it also creates the required
database objects in these schemas.

This section includes the following topics:

e About Schema Creator Utility

e Execution Modes in Schema Creator Utility

e Execution Options in Schema Creator Utility

About Schema Creator Utility

The schema creator utility should be configured and executed mandatorily every time prior to installation of any
OFSAA Application Pack.

The following are the types of schemas that can be configured in the OFSAA:

e CONFIG: Denotes the uniqgue OFSAA setup configuration schema. It contains entities and other objects required
for OFSAA setup information.

NOTE: There can be only one CONFIG schema per OFSAA instance.
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ATOMIC: Denotes the schema that contains the data model entities. One ATOMIC schema is attached to one Information

Domain.

NOTE: There can be multiple ATOMIC schemas per OFSAA Instance.

SANDBOX: Denotes the schema that contains the data for all Sandbox executions. One SANDBOX schema is attached to one
Sandbox Information Domain.

NOTE: There can be multiple SANDBOX schemas per OFSAA Instance.

ADDON: Denotes any additional schema used by the OFSAA Applications.

4.1.2 Execution Modes in Schema Creator Utility

The Schema Configuration Utility supports the following modes of execution:

Online Mode: In the mode, the utility connects to the database and executes the DDLs for Users, Objects and
Grants. If you have the SYSDBA privileges you can execute the Schema Creator Utility in Online mode and
thereby create the Users, Objects and Grants during the execution process.

NOTE: To execute the utility in Online mode, you need to connect as ‘<User> AS SYSDBA'.

Offline Mode: In the mode, the utility generates SQL script with all the required DDLs for Users, Objects and
Grants. This script needs to be executed by the DBA on the appropriate database identified for OFSAA usage. If
you do not have the SYSDBA privileges, you can execute the Schema Creator Utility in Offline mode and generate
the script file that contains the Schemas, Objects and Grants, information. Subsequently, a SYSDBA user can
execute the script file manually.

NOTE: 1. To execute the utility in Offline mode, you need to connect as any user with below grants (alternatively, you can

also connect as a user with SYSDBA privileges):
SELECT ON DBA ROLES
SELECT ON DBA USERS
SELECT ON DBA DIRECTORIES
SELECT ON DBA TABLESPACES
CREATE SESSION

For more details refer, Executing the Schema Creator Utility in  Offline Mode
2. If there are any errors during the script execution, reconfigure the OFS DM SCHEMA IN.XML file and

execute the utility. This regenerates the scripts with corrected information. For more information, refer
Configuring and Executing the Schema Creator Utility.

NOTE: Do not modify the OFS_DM_SCHEMA OUT.XML file generated after the execution of this utility.
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4.1.3 Execution Options in Schema Creator Utility

Depending on the option you choose to run the OFSAA Application Pack Installer, you need to choose the schema
creator utility execution option. To run the OFSAA Application Pack installer in SILENT mode, it is mandatory to
execute the schema creator utility with —s option.

NOTE: If the schema creator utility is executed without the option —s, it is mandatory to run the OFSAA Application Pack

Installer in GUI mode.

4.2 Configuring and Executing the Schema Creator Utility

42.1

This section includes the following topics:

e Prerequisites
e Configuring the Schema Creator Utility

e Executing the Schema Creator Utility

Prerequisites

The following prerequisites must be ensured before configuring the Schema Creator Utility:

e You must have the Oracle User ID/Password with SYSDBA privileges (not applicable for offline mode).
¢ You must have the JDBC Connection URL for RAC/Non RAC database.

e The HOSTNAME/IP of the server on which OFSAA is getting installed.

e Itis recommended to set the PGA_AGGREGATE_LIMIT database-parameter value sufficiently, when Oracle 12c
is installed.

¢ While installing the application on Solaris 5.10 with Java 6, ensure to mandatorily modify setup.sh line number 503
as “Line: modelsize=$(ls -1 SdataModelFile | tr -s '\t' ' ' | cut -4 ' ' -£f5)".

e You must add a TNS entry before the installation.
e For enabling Transparent Data Encryption (TDE) in your OFSAA instance during installation, perform the steps
explained in the Appendix R: Enabling Transparent Data Encryption (TDE) in OFSAA.
Optionally, for HIVE installation, the prerequisites you must have before configuring the Schema Creator Utility are:

e HIVE connection credentials (For example: Kerberos connection properties).
e Hostname/IP of the HIVE Server installation.

NOTE: The TNS Entry for an atomic schema should be without any special character, i.e ' . If the atomic schema name is
like 'DEV_ATOM', the TNS entry should be like 'DEVATOM'.
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4.2.2

4.2.3

Configuring Schema Creator Utility for RDBMS Installation

Application specific schema details need to be filled in the OFS_DM_SCHEMA_IN.xml file before executing the
Schema Creator Utility. For more information on the xml file, configure the following elements as described in the
section Configuring OFS_DM_SCHEMA _IN.XML file. Refer Configuring OFS DM _PACK.XML file.

The types of schemas that can be configured are:

e CONFIG: - This schema holds the entities and other objects required for OFSAA setup configuration
information.

NOTE: There can be only one CONFIG schema per OFSAA instance.

Configuring Schema Creator Utility for HDFS Schema

NOTE: For configuring Schema Creator Utility for HDFS Schema, rename the following files:

e OFS_DM_SCHEMA_IN.xmlto OFS_DM_SCHEMA_IN.xml.bkp

e OFS DM_CFG.datto OFS_DM_CFG.dat.bkp

e OFS_DM_SCHEMA_BIGDATA_IN.xml.HYBRID.template to OFS_DM_SCHEMA_BIGDATA_IN.xml
e OFS_DM_CFG.dat.HYBRID.template to OFS_DM_CFG.dat

The pack specific schema details need to be filled in the OFS_DM_SCHEMA_BIGDATA_IN.xml file, before executing
the utility. For more information on the xml file, see Configuring OFS_DM_SCHEMA_BIGDATA _IN.xml file.

The following are the types of schemas that can be configured:

e CONFIG: This schema holds the entities and other objects required for OFSAA setup configuration information.

Note: There can be only one CONFIG schema per OFSAA instance. This schema is created only in RDBMS.

¢ METADOM: This schema holds the DM metadata information. One METADOM schema is attached to one
Information Domain.

Note: There can be multiple METADOM schemas per OFSAA Instance. This schema is created only in RDBMS. It has only

platform entities that hold the metadata details. However, it does not hold the data model entities.

e DATADOM: This schema holds data model entities. One DATADOM schema is attached to one Information
Domain.

Note: There can be multiple DATADOM schemas per OFSAA Instance.
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4.2.4 Configuring the Schema Creator Utility

To configure the Schema Creator Utility, perform the following steps:
1. Log in to the system as non-root user.
2. Navigate to the following path: OFS DM PACK/schema creator/conf.

3. Editthe OFs DM SCHEMA IN.xml file in a text editor for RDBMS and for Hybrid edit
OFS_DM SCHEMA BIGDATA IN.xml file. Refer Configuring OFS DM SCHEMA BIGDATA IN.xml file.

4. Configure the elements as described in the OFS DM_SCHEMA _IN.xml .

5. On successful execution of the utility, the entered passwords in the 0FS DM SCHEMA IN.xml file are nullified.

6. Savethe OFS DM SCHEMA IN.xml file.

~

Navigate to /bin directory and run the schema creator utility.

NOTE: On successful execution of the utility, the entered passwords in the OFS DM SCHEMA IN.xml.xml file are nullified.

NOTE: For Java 8: Edit the VerInfo.txt file in the path /OFS DM PACK/OFS AAI/bin/ to modify the value for property
JAVA_VERSION to 1.8, and save the changes.

4.2.5 Executing the Schema Creator Utility

This section includes the following topics:

e Executing the Schema Creator Utility in Online Mode

e Executing the Schema Creator Utility in Offline Mode

e Executing the Schema Creator Utility with —s option

e Executing the Schema Creator Utility while Installing Subsequent Application Pack Schema Creation

4.25.1 Executing the Schema Creator Utility in Online Mode

In Online Mode, the Schema Creator Utility creates all the Schemas, Schema Objects, Tablespaces, Grants, and
Roles in the database during the execution process.

To execute the schema creator utility while creating the schemas for the application pack, perform the following steps:
1. Log in to the system as non-root user.

2. Navigate to the following directory path: OFS DM PACK/schema creator/bin/

3. Execute the following command.

./osc.sh
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NOTE: For silent mode installation, execute the osc.sh file using the following command:

./osc.sh -s

The following message is displayed: You have chosen ONLINE mode. Triggering the utility in ONLINE mode
executes the DDLs directly on the Database. Do you wish to proceed? (Y/y or N/n).

4. Enter Yy to proceed with the script generation
or
Enter N/n to quit script creation.

5. Enter the DB Username with SYSDBA Privileges.
For example: SYS as SYSDBA.

6. Enter the User Password.

7. The console runs the initial validation checks and then displays the following message: You have chosen to install
this Application Pack on <Name of the Atomic Schema>ATOMIC schema. Do you want to proceed? (Y/N).

8. Enter Yly to proceed with the schema creation.
or
Enter N/n to quit schema creation
The following message is displayed.

You have chosen to install this Application Pack on <Name of the Infodom>. Do you want to proceed? (Y/N).

9. Enter Yly to start the schema creation.
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Or

Enter N/n if you want to quit executing the schema creation.

NOTE:

On successful execution of schema creator utility, the console displays the following status message:
Schema Creator executed successfully. Please proceed with the installation.

Refer log file in OFS_DM PACK/schema creator/logs directory for execution status. In case of any
errors, contact Oracle Support.

10. Make TNS entries for the created users in TNSNAMES.ORA. For details, refer Add TNS Entries in
TNSNAMES.ORA file.

11. Navigate to the directory OFS_AAAI_PACK/schema_creator.
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13. Connect to the Oracle DB Server on which the OFSAA Application Pack installation is to be performed and
executethe sysdba_ output_ scripts.sqglfile using the following command:

SQL>@sysdba output scripts.sql

Alternatively, you can copy the sysdba output scripts.sqgl file and
SQLScripts directory to a remote server and execute the
sysdba output scripts.sqgl file.

14. (This step is optional and applicable only for HDFS installation.) Connect to the HDFS repository using a
HUE Browser. Log in to the Hue Browser with System Administrator privileges. Execute the script mentioned
under hive_output_scripts.hgl (omitting the slash (/")) in the HIVE Query Editor. For example, the query can
be as follows:

CREATE SCHEMA TIF NOT EXIST <<HIVE SCHEMA NAME>>

Note: See log sysdba output scripts.log file for execution status. If there are any errors, contact
Oracle Support Services. If there are no errors in the execution, the log file is empty.

4.2.5.2 Executing the Schema Creator Utility in Offline Mode

In Offline Mode, the Schema Creator Utility creates an output in SQL file format. This script has to be executed
manually by logging as database user with SYSDBA privileges. The SQL file contains the scripts for creation of
Schemas, Schema Objects, Tablespaces, Grants, and Roles.

Prerequisites:

To execute the utility in Offline mode, you need to connect as any user with below grants (alternatively, you can also
connect as a user with SYSDBA privileges):

e SELECT ON DBA_ROLES
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e SELECT ON DBA_USERS
e SELECT ON DBA_DIRECTORIES
e SELECT ON DBA_TABLESPACES

e CREATE SESSION

NOTE: Explicit Grants to the user are required. Grants assigned through Roles are not supported.

To execute the schema creator utility in the offline mode, perform the following steps:
1. Log in to the system as non-root user.

2. Navigate to the following path: OFS DM PACK/schema creator/bin

3. Execute the osc.sh file using the following command:

./osc.sh -o

NOTE: For silent mode installation, execute the osc.sh file using the following command:

./osc.sh -s

4. The following message is displayed:
You have chosen OFFLINE mode. Triggering the utility in OFFLINE mode generates the script. Do you wish to
proceed? (Y/y or N/n).

5. Enter Y /y to generate the script.
or
Enter N/n to quit the schema creation.
6. Enter the DB Username with SELECT privileges.

7. Enter the User Password.

45

Oracle Financial Services Software ORACLE



OFSDM 8.0.6.0.0 Installation Guide

8. The console runs the initial validation checks and displays the following message:
You have chosen to install this Application Pack on <Name of the Atomic Schema>ATOMIC schema. Do you
want to proceed? (Y/N).

9. Enter Yly to start the script generation.
Or
Enter N/n if you want to quit the script generation.
The following message is displayed.

You have chosen to install this Application Pack on <Name of the Infodom>. Do you want to proceed? (Y/N).

10. Enter Yly to start the script generation.
Or

Enter N/n if you want to quit the script generation.
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NOTE: On successful execution of schema creator utility, the console displays the following status message:

Schema Creator executed successfully. Please execute
scratch/ofsaaapp/OFS DM PACK/schema creator/sysdba output scripts.sql before
proceeding with the installation.

4253

11. Navigate to the directory: OFS DM PACK/schema creator.

12. Login to SQLPLUS with a user having SYSDBA Privileges.

13. Execute the sysdba_ output scripts.sql file using the following command:
SQL>@sysdba_ output scripts.sqgl

Alternatively, you can copy the sysdba output scripts.sgl file and SQLScripts directory to a remote
server and execute sysdba output scripts.sql file, after providing appropriate execute permissions.

NOTE: Refer log sysdba output scripts.log file for execution status. In case of any errors, contact Oracle
Support. This log would be empty if there are no errors in the execution.

14. Make TNS entries for the created users in TNSNAMES.ORA. For details, see Add TNS Entries in
TNSNAMES.ORA file.

Executing the Schema Creator Utility with —s option

If you want to run the OFSAA Application Pack Installer in SILENT mode, it is mandatory to execute the schema
creator utility with —s option.

To execute the utility with —s option, perform the following steps:
1. Editthe file OFS DM PACK/schema creator/conf/OFS_DM SCHEMA IN.xml in text editor.

For Example: . /osc.sh -s.
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2. Make TNS entries for the created users in TNSNAMES.ORA. For details, see Add TNS Entries in
TNSNAMES.ORA file.

NOTE: If the utility is executed without the —s option, it is mandatory to launch the OFSAA Application Pack Installer in GUI
mode.

NOTE: To execute the utility in OFFLINE mode with SILENT option, type. /osc.sh -o -s.
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4.2.5.4 Executing the Schema Creator Utility while Installing Subsequent Application Pack Schema Creation

When executing the schema creator utility for subsequent Application Pack, you can choose to install the pack either
on the same Information Domain/ Atomic Schema or on a new Information Domain/ Atomic Schema.

NOTE: OFS DM Application Pack can be installed on any Information Domain/ Atomic schema where any OFS Application
Packs are installed other than OFS Behavior Detection Application Pack or OFS Compliance Regulatory
Reporting Application Pack

To execute the schema creator utility while installing OFS DM Application Pack over an existing Application pack,
perform the following steps:

1. Repeat the steps 1 to 8 from Executing the Schema Creator Utility section.

NOTE: Ensure to use the same config schema user name as the previous Application Pack

2. The utility identifies the Application Packs that are already installed on the current OFSAA setup and displays the
following on console:

e Atomic schema of the Existing Application Pack
e Information Domain Name of the Existing Pack
o List of Installed Application Packs
3. Enter Yly to start the schema creation.
Or
Enter N/n if you want to quit executing the schema creation.
4. You can select the Atomic User, on which you want to install the Application Pack.

5. Make TNS entries for the created users in TNSNAMES.ORA. For details, see Add TNS Entries in
TNSNAMES.ORA file.

NOTE: On successful execution of schema creator utility, the console displays the following status message: Success.
Please proceed with the installation.

NOTE: Refer log file in OFS DM PACK/schema creator/logs directory for execution status. Refer log
sysdba_output_scripts.log file for execution status, if executed in offline mode. This log would be
empty if there are no errors in the execution. In case of any errors, contact Oracle Support.

Verifying the Log File
If schema creation is successful, the console would display an appropriate message. If the schema creation runs into
errors, do refer the log file.
<<OFSDMAP Installer directory>>/<<OFS DM PACK>>/schema creator/logs/

<<OFS_DM>> osc_ <timestamp>.log for further details.
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You may contact Oracle support anytime for assistance.

4.3 Installing the OFS DM Application Pack

Follow the instructions in this section to install the OFS DM Application Pack depending on the mode of installation.
This section includes the following topics:

e GUI Mode Installation

e Silent Mode Installation

e Verifying the Log File

4.3.1 GUI Mode Installation

NOTE: Ensure you have followed the steps as mentioned in the Configuration for GUI Mode Installation section prior to
proceeding with the next steps.

NOTE: GUI mode installation is supported only for RDBMS installation and not for Hybrid.

1. Log in to the system as non-root user.

2. Identify a directory for installation and set the same in the user .profile file as below:
FIC HOME=<OFSAA Installation Directory>
export FIC HOME

3. Execute the user .profile.

4. Configure and execute the Schema Creator utility. For details, see Configuring and Executing the Schema Creator
Utility.
Note: Ensure to make a TNS entry for the new users created. For details, see Add TNS Entries in
TNSNAMES.ORA file.

5. Navigate to the path: OFS_DM PACK/bin.
6. Run the installer in GUI Mode:
./setup.sh GUI

Refer the console for any errors during Pre-install checks.
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B ./setup.sh GUI

FIC_H®ME : /scratch/ofsaaapp/Instal1/0G8

DISPLAY : localhost:10.0

Envirorment check utility started,..

Pava Validation Started ...

Java found In : /scratch/ydkl,7.0_72/bin

JAVA Version foud @ 1.7.0_72

JAYA Bit Yersion found : B4-bit

Pava Validation Completed. Status : SUCCESS
Envirorment Varizbles Validation Started ...

ORRCLE_HOME : /scratch/oracledzpp/product/12,1.0/client 1
TRS_AMIN : /scratch/oracle/app/product/12,1.0/cl ient_L/netuwork/admin
Envirorment Variables Validation Completed, Status : SUCCESS

0S specific Yalidation Started ..

Unix shell found : /bin/ksh, Status : SUCCESS
Total file descriptors : 19000, Status : SUCCESS
Total rumber of process : 91693, Status : SUCCESS
0S version : 5. Status : SUCCESS

0S specific Validation Completed, Status : SUCCESS

B specific Validation Started ...

Oracle Client version : 12,1,0,2,0, Status : SUCCESS

Successfully connected to schema dnp_dgsatmB8. Status : SUCCESS

Successfully conrected to schema dnp_desatmB, Status § SUCCESS

CREATE SESSION has been granted to user, Status : SUCCESS

CREATE PROCEDURE has been aranted to user, Status : SUCCESS

CREATE VIEN has been granted to user, Status : SUCCESS

CREATE TRIGGER has been granted to user, Status : SUCCESS

CREATE MATERIALIZED VIEW has been granted to user, Status : SUCCESS

CREATE TABLE has been granted to user, Status : SUCCESS

CREARTE SEQUENCE hass been granted to user, Status : SUCCESS

SELECT privilege is granted for V_$nls_parameters view, Current value : SELECT, Status : SUCCESS
NLS_LENGTH_SEHNANTICS : BYTE, Current value : BYTE. Status : SUCCESS

NLS_CHARACTERSET : AL32UTFB, Current value : AL32UTFB, Status : SUCCESS

SELECT privilege is granted for V_Sparameter vieu, Current value ; SELECT, Status : SUCCESS
Open cursor value is greater than 1000, Current value § 1200, Status @ SUCCESS
SELECT privilege is granted for USER_TS_CUOTAS view, Current value : SELECT, Status : SUCCESS
Schema is granted with at least 500 HB table space. Current value : 1024 HB, Status : SUCCESS
Oracle Server version Current walue : 12,1,0,1.0, Status : SUCCESS

DB specific Validation Conpleted, Status ; SUCCESS

Envircrment check utility Status 3 SUCCESS

Btarting installation...

Preparing to install,,.

Extracting the installation resources from the installer archive...
Configuring the installer for this system’s environment,,.

Launching installer,..
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Welcome to the OFSAA 8.0.6 Application Pack
Installation

ORACLE’
FINANCIAL SERVICES

Copyright © 1993,2018, Oracle andjor its affiliates. All righls reserved.
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License Agreament

Welcome to the OFSAA Application Pack Installation

This program will guide you throwgh the installation of OF5A& Application Pack.
Copyright © 1992, 2018, Oracle and [ or s amilianes, Al rights réservd,

This software and related documentation are provided under a license agreement contalning restrictions on use and disclosure and are protected by intellectual
propeny lakws. Except as expresshy permitted in vour license agreement or allowed by law, vou may not use, copy reprodiece, ranslate, broadoas), modify, itense,
transmit, distribute, exhibin, perform, publish or display any pan, In ary form, o by any means. Reverse engineering, disassembly, or decompliation of this
software, unless required by law for interoperability, is prohibited.

The irforration comaingd hergin is subject 1o Change withow notice and is not warranied 10 be error-freg. |7 you Tind ary enrors, please repoart Therm 10 us in writing,

H this software or related documentation is deliverad to the US. Government or aryone licensing it on behalf of the US. Governmeant, the following notice is
applicable:

U5 GCOVERNMENT EMD USERS: Oracle programs, Including ary operating systern, inegrated software, amy programs nstalled on the hardware, andfor
dacumentation, delivered 1o U5 Covernment end users are "commercial computar software” pursuant 10 1he apphicable Federal Acquisition Regulation and
agency-specific supplemeantal regulations. As such, use, duplication, disclosure, modification, and adagtation of the programs, including any operating systerm,
integrated software, amy programs installed on the hardware, andjor docurnentation, shall be subject to license terms and license restrictions applicable 1o the
programs, Mo other rights are granted to the LS, Covernment,

This software or hardware s developed Tor general use In a vaniety of Information management applications. It is not developed or Intended for use Inamy
inharenthy dangerows applications, incleding applications that may creata a risk of personal injury. If you use this software or hardware in dangerous applications,
then you shall be responsible 1o take all appropriate fail-safe, backup, redundancy, and other measures 10 ensure is safe use. Oracle Corporation and ins affiliates
disclaim amy Nabilty for any damages caused by use of this software or hardware in dangerous applications.

This software or hardware and doecumentation may provide access o or informatiaon an comem, praducts, and sendces from third panies. Orache Corporation and
15 affiliates are nat respansible for and expressty disclzim all warranties of any kind with raspact to 1hird-panty content, products, and sendces. Oracle Corporatian
_and its affiliates will not be respansible for any 055, £osts, or damages incurred e 0 your access to or use of 1hird-party comtent, praducts, or sendces.

ORACLE
FIVANCIAL SERVES

(01 grcept the merms of the Licemse Sgream ant

(201 do MOT accept the term s of the License Agreem ent

7. Select|accept the terms of the License Agreement option.

8. Click Next. The Application Pack details are displayed:
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Financial Services Data Management Pack

& Preinstall Setup Application Pack 1D : OFF_DN_FACK
tallat Application Fack Name : Financial Services Data Management Fack
Application Pack Version : 0600
The following products are available in this applicsion pack:
[¥] Financial Services Analytical Applications Infrastructire
[ Finandial Services Analytical Applications Recondiliation Framework

[ Financial Services Data Govermance for US Regulatory Reporting

[ Finandial Services Data Governance for EEA Regulatory Reporting

ORACLE
FINANCIAL SERVICES 1. Select the productis) you hawe licensed and click "Next* to proceed

2. Produce Anahytical dgplications Infrastructure does mot need to be selected sxplicithy. This product is 1he base infrastructure and gets installed sutomatically.

Motes:

3. Product Enterprize Modeling Option would get emabled finstalled automaticslly if other product(z) has dependent license

nstallanwhere

oo J o]

9. Select the product to enable for which you have already obtained license.

10. Click Next. The License Agreement page is displayed.
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Financial Services Data Management Pack License Agreement

Installation and wse of Finandial Services Data Management Pack Installer requires acceptance of the following license agreement
¥ Preinstall Setup OF5&L APPLICATION PACK LICENSE AGREEMENT

Oracle Financial Sendoes Anakdical Applications (OF5A4) application packs are groups of OF5A& produts packaged top@her ino a single installer. Each application
pack contalng OFSAL applications that address specific functional domains.

Every application pack also includes the following OFSA4 infrastructure application options which are automaticalby installed by every application pack installer:
1. Oracle Financial Serdces Anabdical Applications Infrastructing

2. Oracle Financizl Servces Enterprize Modaling

3. Oracle Financial Services In-line Processing Enging

4, Dracle Financial Services Big Dara Processing
Oracle Financial Services Anahdical Applications Infrastructure (OFS A4 is ihe base infrastructure for all OFSAL applications and is therefore automaticalby installed
and enabled by the application pack installer.

The application pack installer always installs Orache Financial Services Enterprise Modeling, Oracle Financial 5endces In-ling Processing Enging and Oracle Financial
Services Big Data Processing application options along with the spplication pack applications, but enzbles them onhy if amy applicaiion that requires their functionality
is enabled.

Apry OF3A48 application that i enabled musa De licensed Tor use. Oracle Financial Serdces Anahdical Applications Infrasiructure, Oracle Financial Servces Enterprise
Modeling, Jracle Financizl Services In-line Processing Engine and Oracle Financial Servces Big Data Processing are individualby licensable application oplions.

Application produects once enabled cannot be disabled. Application products not enatiled on installation, gy laer be enabled using the "Manage OFSAA Product
License(s)” feaiure of the platform,

ORACLE
FIVANCIAL SERVICES

() 1 gecapt the tarm 3 of the Litenss Agrasmant

(01 do WO, wecept the Term s o1 th Licends Agreement

11. Select | accept the terms of the License Agreement option.

12. Click Next. The Pre Installation Summary page is displayed.
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Pre Installation Summary

Please review the following before continuing:

Prednstall Setup
axallad o Application Pack D
COF3_DM_PACK

Application Pack Mame
Financial Services Data Managemem Pack

Application Pack Yersion
8.0.6.0.0

Eelow products are selected to be enabled:

Financial Services Analytical Applications Infrastructure

Financial Services Anahytical Applications Reconciliation Framework
Financial Services Data Covernance for US Regulatory Reporting
Financial Services Data Governance for EBA Regulatery Reparting

ORACLE
FIANIAL SERVIES

Installamwherns

13. Click Next. The Manage Information Domain page is displayed.
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Manage Information Domains

Information Domain Nam Application Name Information Domain Description Type DB Schema
P Preinstall Setup Financial Services Data Infarmation Domain for OFS_DM
(D) Installation.. GLUINFOD Covernance for EBA Regulato PRODUCTION gluiaten
Reporting
Financial Services Data Information Domain for OFS_DiM
(Covernance for US Regulatory PRODUCTION gluiatm
Reparting
Financial Services Anakdtical Information Domain for OF5_DiM

lapplications Reconciliation FRODUCTION gluiatim
Frarmewaork.

(D) Install Complete

ORACLE
FIANCIAL SERVICES

14. The default Information Domain Name for this Application Pack is OFSDMINFO. Double-click to edit the
Information Domain Name, if it is a new Information domain and you wish to change the name of the information
domain name.

15. Click Next. The following page is displayed.
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Please Wait

P Prenstal Setup

ORACLE"

_‘ma‘fﬁ#" his may take a moment...

Copyrght @ 1983, 2017, Oracie and/or £3 affiales. Al Pghts reserved

————— " ®

16. Click Next. The User Installation Directory window is displayed. Enter the installation directory path. This is the
directory you have set in the user .profile file in step 2.
User Installation Directory

& License User Installation Directory
¥ Preinsiall Setup Fseratchfofsaokie jCLHYE0S

ORACLE’
FINANCIAL SERVICES

Irust Al Arraaher e

[
[ coce |

17. Click Next. The OFSAA Infrastructure Server Details are displayed in the following figure. Enter the IP address or
hostname of the OFSAAI server and Database server.
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OFSAA Infrastructure Server Details

@ License Emter requested information
B Preinstall Setup

Maote: if the JDBC_URL is of RAC bype then DB Server IPfHostname
figld mame should be MA

OF5AAL Server IP / Hostname :
[10.184.156.117

Database Server IP [ Hostmame @
[10.184.156.8¢]

ORACLE
FINANCIAL SERVICES

18. Click Next to view the Web Application Server details. The options are Tomcat, WebSphere and WebLogic.
Web Application Server

o License Choose the Web Application Server type
=¥ Prelnstall Setup

() Install Complete

® Tomcat
) Websphere
) Weblogic

ORACLE
FINANCIAL SERVICES

19. Select the web application server type and click Next. Based on the selection, corresponding screens are
displayed.
For WebSphere: The WebSphere Setup Details window is displayed.
Enter the profile path (up to the Node Cell Name directory) of WebSphere.

The format is WebSphere path
<WebSphere profile directory>/installedApps/ <NodeCellName>.
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WebSphere Setup Details

'Emer WebSphere instaliation Path up 10 the Host name directory
D Preinstall Setup For Ex.- Jdara2 frest//WebSphere/AppServer jprofiles/ <Profile_Na
me> finstalledApps/ < celiName >

Jscratch/was7 JIBM fWebSphere/AppServer/profiles /Profsa73 3]

e | en |

For Tomcat: The Absolute Tomcat Path window is displayed. Enter the Tomcat deployment path (till /webapps)
where the application is deployed.

Absolute Tomcat Path

License Enter absolute Tomcat Installation path where Oracle Financial
=¥ Preinstall Setup Services Anahdical Applications Infrastiructure is 10 be deployed.
G} Installatio Example:- fhomejdatal ftomcat-7.0.19 webapps

. Install Corr plete

. Jecratchfofsaobiefapache=tomcat=8.0.2 1 fweb appsl

ORACLE’
FINANCIAL SERVICES

InstallAmpsherea

ETE T
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For WebLogic: The WebLogic Home window is displayed. Enter the WebLogic home directory path, and click

Next.

Weblogic Setup Details

P License Enter Weblogic Domain Home
D Preinstall Setup For Ex fhome/weblogic/beajuser_projects/domains /mydomain

ORACLE
FINANCIAL SERVICES

20. Enter the OLAP details. Enter 1 if you want to configure OFSAAI OLAP feature, using Oracle Hyperion Essbase.

By default, 0 is displayed.
OLAP Details

) License Note
=¥ Freinstall Setup 1 = Enabled 0= Disabled
If walue is 1 then ARBORPATH, HYPERION_HOME & ESSBASEFATH

2 installation wariables should be set In . profile before instaliation,
2 Install Complete

COMFIGURE OF5AAI OLAP FEATURE :
0

ORACLE’
FINANCIAL SERVICES
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21. Click Next. The Web Server Details window is displayed.
Web Server Details

i License Maote : Context name will be used in your Application URL
¥ Preinstall Setup hitp: § f < WebServerlP > <Serviet port > f <contextname = flagin. jsp
(D) Installatior Example:- http: 10,8050, 206 3080 myapp flogin. j5p

() Install Complete

BTG4

WEE SERVER IP
10.184.158. 117

Context narme for deployiment
GLHYEBO0E

ORACLE

FINANCIAL SERVICES WEE LOCAL PATH
Jscratchfofsaobieffipshare

Installanywhere

22. Enter the Web Server details. Select Enable HTTPS checkbox if you want to configure HTTPS for the OFSAA
application. Also, enter the Web Server (HTTP Server) Port, Web Server IP Address, Context name for
deployment and Web Local Path to any directory on the Web Application Server (Tomcat/ WebSphere/

WebLogic).

23. Click Next. The Database Details window is displayed.
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Database Details

MOTE:

Specify the Database user name which is the user created for
configuration database schema, For example: conflguser

Specify the Database driver path as <ORACLE_ HOME> fjdbcflib
where <ORACLE_HOME: should be replaced with ORACLE_HOME
walue.

The ABSOLUTE DEIVER PATH refers to the JDBC driver files path.

ORACLE SID / SERVICE_NAME :
|INTGDE

JDEC URL:
| jdbcoracle thin @whioOzwn, in.oracle. com; 152 LINTGDE

) CONFIG SCHEMA USER 1D :
ORACLE guuicnt

FINANCIAL SERVICES

Oracle Configuration Schema Password
I

Installdmywhere

24. Enter Oracle SID/Service Name, JDBC URL, Configuration Schema User ID, Password, and Absolute Driver
Path.
The JDBC URL, Configuration Schema User ID, Oracle Configuration Schema Password, and Absolute

Driver Path are auto-populated.

NOTE: Absolute Driver Path can be the path where Oracle DB client is installed or JDBC driver is installed. For example,
/scratch/oracle/app/oracle/product/11.2.0/client 1/jdbc/lib

25. Click Next. The Ports Configuration window is displayed.
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& License

¥ Prelnstall Setup
(&) Installation

) Install Complete

ORACLE
FINANCIAL SERVICES

26. Enter Java Port, Native Port, Agent Port, ICC Server Port, and ICC Native Port. You can proceed with the

default port values configured.

Enter required information :

Mote: Ports must have unigue value.

Ports Configuration

85754

fava Port

Mative Port
8755

Agent Port

(8756

1CC Server Port
I

27. Click Next. The Ports Configuration window is displayed.

@ License
L

¥ Preinstall Setup
() Installation

) Instal

Complete

ORACLE
FINANCIAL SERVICES

nstallanywhere

corce N e

Ports Configuration

Emer requested infarmation
Mote: Ports must have unigque value.

OLAP Port
8759

Message Server Port

B7e0

Router Poit

BYEL
AM Port

28. Enter OLAP Port, Message Server Port, Router Port, and AM Port.

Oracle Financial Services Software
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29. Click Next. The SFTP Details window is displayed.
SFTP Details

o License CHOOSE FILE TRAMSFER PROTOCOL ;@
= Preinstall Setup ® SFTP O FTP

FILE TRAMSFER PORT :
22

ORACLE’
FINANCIAL SERVICES

InstallAn

30. Enter 1 to enable SFTP or 0 to enable FTP.

NOTE: Ensure the system on which the OFSAA Infrastructure is being installed, has either FTP/ SFTP enabled. You can
also modify the SFTP settings.

31. Enter the port to be used for file transfer.

32. Click Next.

65

Oracle Financial Services Software ORACLG



OFSDM 8.0.6.0.0 Installation Guide

OFSAAI FTP/SFTP Details

o Licenze FTPSHARE PATH
=¥ Prainstall Setup | fscratchfofsacbieffipshare

Restore Default || Choose. ..

nstall Complete
FTP / SFTP USER I
ofsachie

Please enter Infrastructure FTP/SFTP password:

ORACLE’
FINANCIAL SERVICES

Installamahera

33. Enter the path of the FTPSHARE directory and the User Id and password for OFSAAI Server. This is same as the
OFSAA Staging/ Metadata Repository Directory.FTP/SFTP User ID and Password for FTPSHARE Directory
access.

NOTE: The transfer of data (files) between the OFSAAI Server and the Web Application Server happens over FTP/ SFTP.
Ensure the necessary host configurations are made for a successful handshake.

34. Click Next. The Pre Installation Summary window is displayed.
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Pre=installation Summary

& License Flease review the Tollowing before continuing:

= Preinstall Setup
3 Installation Product Mame:
& Instal OFSAAInfrastructura

Complete

Version
8.0.6.0.0

Installation Folder
fseratchfofsachie/CLHYEOG

Required Space
990 MegaBytes

ORACLE Available Space
244096 Magabytes
FINANCIAL SERVICES

Solarterd | nrale

Installanywhere

35. Click Install. The Installing OFSAA Infrastructure window is displayed.

Installing OFSAAlInfrastructure

& License

) Preinstall Setup
¥ Installation.,

[} Install Complete

O

ORACLE Installation is in progress...

This process may take several minules. Please Wail.
FINANCIAL SERVICES

Installing... ficweb

Anytime during the installation you can click Cancel to stop the installation. Once completed, the Installation
Summary screen is displayed.
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INSTALLATION SUMMARY

License INSTALLATICM SUMMAEY:
fi Preinstall Setup ToTTTTTT T

Installation..
¥ Ins1all Complete

Mote:

Please see the installation log under

Jfecratchjofsaobie fEIT FOFS DM _PACK JOFS_Adlflogs JOFSAAIEZ 2018
_08_ 07 _02_11_40.log and
Jacratchjorsaobie FOLHY S06 JOFSAnTrastructure_Install.log Tor
rore details.

Click on Mext ta continue.

ORACLE
FINANCIAL SERVICES

Installamavhere
_

The Installation Summary screen displays the number of Fatal Errors, Errors, Debug Statements, Information, and
Warnings along with the location of log files.

NOTE: If the installation is successful with some warnings, you can navigate to the installation log for more details and
address them.

36. Click Next. You have successfully installed the OFS AAI Application Pack.

Upon invoking the installer, the Introduction screen is displayed with the prerequisites for installation. Ensure that
all the prerequisites are met before you proceed with the installation.

37. The Executing AAl Installation Script screen is displayed.

NOTE: This step verifies the OFSAA services startup. In case of errors during services check, an appropriate error
message is displayed.
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Please Wait

 Prelnstall Setup

Pleasew E Executing AAl Installation Script...  'UF System. This may take a moment..

ORACLE
FIVANCIAL SERVIES

38. After checking the OFSAA services, installation proceeds with the Application Pack Installation. The Installing
Financial Services Data Management Pack screen is displayed.

Please Wait

< a Installing Financial Services Data Management Pack... M- This may take a moment...

ORACLE
FIVANCIAL SERVIES

39. Installing Oracle Financial Services Data Management Application Pack.

Upon invoking the installer, the Introduction screen is displayed with the prerequisites for installation. Ensure that
all the prerequisites are met before you proceed with the installation.
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= Introduction This user interface will guide You through the solution setup.Before proceeding
; with the installation, you must ensure the following:

- The Oracle Financial Services Analtical Applications Infrastructure (OFSAA])
must be installed and configured on the machine,

- The FICserver is running and all other OFSAAl servers are shut down prior to
start of the solution installation

- Please ensure the OFSAA] version is 8.0.6.0.0

Note: At ary point if you wish to edit previously entered information, you may
access the previous screens by clicking on the Previous button.

ORACLE’

FINANCIAL SERVICES

Solution Setup Introduction

40. Click Next. Choose the log mode for this installer. If Debug is selected, the Passwords will be printed in the log file.
If General is selected then the general information will get printed in the log file.
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§ Introduction Please select the Log Mode required for this Installation.

¥ Fre-Install Configuration

Mote:

If wou select Debug mode, the passwords will be printed in the log file. The log
file will be written in the path specified in the lag4j.xmil file of the installer.

Pre-Install Surmary

= Debug
[ General

ORACLE’

FINANCIAL SERVICES

Cancel [ telp prevous. I hexi|

Log Mode
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41. Click Next. Segment creation window will be displayed. Enter the log paths.

ol Introduction Please enter the following to create a new information domain (GLUIMFO)

Data Management Segment
| OFSDMSEG

Application Server fipshare log path
| Jscratch/ofsaobie/ftpshare /GLUNNFOlogs

Database Server fipshare log path
| Jscratchjofsaobie/ftpsh are,thuIlNFD,flngs

ORACLE’

FINANCIAL SERVICES

Pre-Setup Information

42. Click Next. Pre-Infodom Creation Summary window will be displayed.
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o Introduction

=¥ Fre-Install Configuration
Pre=Install Surmmany
nstalling

(L) Install Complete

ORACLE

FINANCIAL SERVICES

Please review the following before continuing:

Information Domain Mame
GLUIMFO

Infodom Description
Information Domain for OFS_DM

Application Schema User
gluiatm

Application Schema JDEC Url
jdbecioraclerthin:@whfOlavn.in.cracle.com: 152 1:INTCDE

Infodom Schema Database Mame
agluiatrm

Infodom Maintenance Application 5erver Log
Path

fseratehfofsachiefftpshare /CLUINFOflogs

T p——— Plokalbaca Eoeone |oos

Pre-Infodom Creation Summary

43. Click Next. The Infodom creation window will be displayed.
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d Introduction

=¥ Pre-Install Configuration

() Pre-Install Summany
nstalling

nstall Completa

red for your system. This may

F
L a Creating Infodam

e % b

ORACLE
FINANCIAL SERVICES

Infodom creation
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44. Click Next. Model Upload Window will be displayed.

o) Introduction

-

If wou want 1o perform Model Upload, please stant the FICserver befare
Pre-Install Configuration proceeding 1o next step.

Pre-Install Summary
() Installing

() Install Complete

Do you want to perform Model upload on $INFODOM_NAME??
@® Yes
) No, | have already done it.

ORACLE

FINANCIAL SERVICES

Model Upload
45. Select Yes and click Next. Model Review Window will be displayed.
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o Introduction

& Pre-Install Configuration
Pre-Install Summary

@ Installing

Install Complete

ORACLE’

FINANCIAL SERVICES

Please review the following before continuing:

Information domain Name
GLUIINFO

Data Model xml
path

/scratchfofsaobief/DM_KIT/OFS_DM_PACK/OFS_DM/DataModel

Data Model xml file
OFS_DM _Datamodel.xml

ERwin xml
Path
fscratchfofsaobiefftpshareffGLUIINFO/erwinferwinXML

Pre-Model Upload Summary

46. Click Next again. The Data Model Upload starts.
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{ Introduction
= Pre-Install Configuration
() Pre-Install Summary
Installing...

(D) Install Complete

‘¥ for your system. This may

ORACLE’

FINANCIAL SERVICES

Cancel Help Previous

Model Upload

7
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After Model Upload completion, ETL Application/ Source Pair is displayed. The following panel seeks input from
the user on whether to create new ETL application/source pair or use an existing one.

47. Choose a desired option and click Next to continue.

& Introduction Do you want to create a new ETL source or use the existing one?
& Pre-Install Configuration ® New source

() Pre-Install Summary () Existing source

() Installing...

() Install Complete

ORACLE’

FINANCIAL SERVICES

Pre Setup Information
48. If the option New application/source pair was chosen then the following panel is displayed seeking the application
and source name for creation of the same.

49. Specify all the details required for application and source creation.

50. Click Next to proceed. This will create application and source within OFSAAI. Source model will also be
generated. This process will take some time depending on the number of entities / attributes in the atomic schema.

This step cannot be rolled back.
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f Introcuction ETL GL Source Details

Name [GL_SRC

Installing... Description | GL_SRC

Install Complete ETL GLHV source details

Name| GLHY_SRC

Description| GLHY _SRC

ORACLE’

FINANCIAL SERVICES

51. Enter the source name and description. After Creation, click Next. This panel displays all the pre-installation
summary. Verify all details and proceed.
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o Introcluction Please review the following before continuing:

) Pre-Install Configuration
= Pre-Install Summary
() Installing. ..

() Install Complete PLATFORM VERSION
8.0.8.0.0

PLATFORM
Oracle Financial Services Analytical Applications Infrastructure

PRODUCT NAME
Oracle Financial Service Data Management Pack

PRODUCT VERSION
8.0,6.0.0

INFODOM NAME ENTERED
GLUIINFO

ORACLE’ OFSAAI USER ID ENTERED
SYSADMN

FINANCIAL SERVICES

CONFIG SCHEMA USER

£

Pre-Install Summary

52. Click Install to proceed. A message appears asking for the confirmation.
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¥ Introduction Please review the following before continuing:
) Pre-Install Configuration

» Pre-Install Summa

hfrastructure
© Installing. ..

© Install Complete ® Are you sure you wish to proceed with Installation?

| ves || No |

INFODOM NAME ENTERED
GLUIINFO

ORACLE’ OFSAAI USER ID ENTERED
SYSADMN

FINANCIAL SERVICES

CONFIG SCHEMA USER

£1

Install

53. Click Yes, Installation will begin. The Installation Progress is displayed in Installation Progress window.
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& Introduction

& Pre-Install Canfiguration
) Pre-Install Summary

) Installing...

() Install Camplete

O

Installation is in progress...
DRACLE' This process may take several minutes. Please Wait.

FINANCIAL SERVICES
Installing... Execute Script/Batch file: Delete back up script files

Cancel

Installation in Progress
The Installation Complete screen is displayed after the completion of installation of the Oracle Financial Services
Data Management Pack Setup.

54. Installation Summary window will be displayed. Click Next.
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PETALLATION SUMMARY
DlrenstatSenp 00 [Tocotsersesasesesees
STATR, ERRORS .« enn 0
@ rtwswon P °
it a8 Comgiete SOUBUC STATEMENTS 113
OPSORMAT VOG- e °
7T T S o
Note

Plosse soe the malation 109 under [Sord /ol sattie/OM YT JO8S_DM_PACK Siogs /Pack_inttel 109
Chck &n Nt 10 Corfires

55. Click Done to exit. The panel goes back to Main App Pack Installation window.

INSTALLATION SUMMARY
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Installation Complete

Comgrahdafind] Dinpndal Jaraded Dula Mansgemead Pich b Bivtn fudoeiuly sl aled

Chck gn “Done” 10 ek ™a nataler. Flease 00 not Cose the (onsoke Pom nstall SONEe) well De performaed in oonsole

NOTE: The installation process continues on the console. Do not close the console until the
installation process is complete.
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4.3.2

56. The Post Install Health checks are displayed:

57.
58.
59.
60.

Eltein -— — -— - s - e — (== ] 3=

SELECT privilegs is granted for NLS_INSTANCE_PARAETERS view, Current ualue : SELECT. Status : SUCCESS
NLS_LENGTH_SEMANTICS : BYTE. Current wvalue : Status : SUCCESS

NLS_CHARRCTERSET ¢ AL32UTFB. Current value : ALZ2UTFS. Status ¢ SUCCESS

SELECT privilegs is granted for Y_Sparawster view, Current valus i SELECT, Ststus + SUCCESS

Open cursor value 13 greater than 1000, Current value $ 6000, Status 3 SUCCESS

SELECT privilege is granted for USER_TS_QUOTAS view, Current value 3 SELECT. Status : SUCCESS

Schema 1= granted with at least 500 MB table space, Current value ¢ Unlimited, Status ; SUCCESS
Oracle Server version Current value 7 12,1,0,2,0, Status 3 SUCCESS

0B specific Vslidation Conpleted, Status : SUCCESS

Environment check utility Status © SUCCESS

Starting installation,..

Preparing to install,,.

Extracting the installation resources fron the installer archive,,,
Conf iguring the installer for this systen’s environnent...

Launching installer. ..

.profile executed

CTRL characters removal started ...,

CTRL characters removal over

llindous executable files removal started ...
llindous executable files removal over ...
e are now in /scratch/ofsasueb ...

.profile executed
.profile executed

executing "ant"

Buildfile; fscratchiofsasuebs/OFSAAB00/Ficueb/build, ml
Trying to'override old definition of datatype resources

existtests

[echn] Checking for File Luar existense
createnars

fecho] Creating uar freshly, .

Twar] Building uars

BUILD SUCCESSFUL
Total tins: 2 minutes 40 seconds

0FSAA fpp Layer Serwices start-up check started...

Starting startofsasi,sh service,,.

0F SR Service - OK

[Starting ico service,

[IEC service -

- [Shutting doun icc seruice.

| [Shutting doun OFSAR service.

|OFSARAL e Lawer Sorvioss cheok Statust SUCCESSFLL.

|OFSART DB Lawer Services check started. ..

[Calling asentshutdoun,sh to check and Kill, if any of the server is ruming,..
- |ILeP Data Server service is not rumning,

 |HESSAGE Server service is not running,

_ [ROUTER servics started in background mods,
[starting AN Service

|oM service started in backaround node.

- [Starting HESSAGE SERVER Service

 |HESSAGE SERVER service started in background node,
[Starting OLAP DATA SERVER Service

- |DLeP 1ATA SERVER service started in background node.
- |OLAP Data Server service is not rumning.

| [otor VESSAGE Server service uith Pmces 1D 3 3674
 [stop A service uith Proces 1D 2 386:

 [Stop RIUTER service with Froces 1D ¢ o

- |oFSO0T DB Lager File Services check Statusy SUCCESSFUL,

 [Installation completed..

[/ scratoh/of ssaueb/ki t/B030FS_IH_PACK/biro ]

Perform steps mentioned in the Post Installation Configuration section.

Perform the steps mentioned in Post Installation Configurations section.
For enabling Transparent Data Encryption (TDE), see Transparent Data Encryption (TDE).

For enabling Data Redaction, see Data Redaction section under Data Security and Data
Privacy chapter in OFS Analytical Applications Infrastructure Administration Guide 8.0.6.0.0.

Silent Mode Installation

In the Silent Mode Installation you must configure the product xml files and follow the instructions
in command prompt.

Perform the following steps for installing the OFS DM Pack in SILENT mode.

1.
2.

Log in to the system as non-root user.

Identify a directory for installation and set the same in the user .profile file as below:
FIC HOME=<OFSAA Installation Directory>
export FIC HOME

Execute the user .profile.

Navigate to OFS DM PACK directory (installer directory).
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5. Edit the OFS_DM PACK/schema creator/conf/OFS DM SCHEMA IN.xml for RDBMS
file to set the appropriate attribute values. It is optional to include INFODOM = “<Infodom
Name>" in OFS_DM_SCHEMA _IN.xml file. If not specified a default INFODOM name is
generated.

6. See Configuring OFS DM_SCHEMA IN.XML for details on for RDBMS and for Hybrid edit
OFS DM SCHEMA BIGDATA IN.xml file.

Refer Configuring OFS DM_SCHEMA_BIGDATA _IN.xml file.

NOTE: Ensure to make TNS entries for the created users in TNSNAMES.ORA. For details, see Add
TNS Entries in TNSNAMES.ORA file.

7. Execute the schema creator utility with —s option.

NOTE: This step is mandatory and should be executed before every additional OFSAA Application
Pack installation. See Executing the Schema Creator Utility for more details.

8. Edit the OFS_ DM PACK/conf/OFS DM PACK.xml to enable the product licenses. Update
the attribute ENABLE=YES/NO in OFS_DM_pack.xml for licensing the App in the pack.

9. In case of Hybrid installation, OFS_DM_PACK.xml to be renamed as backup and
OFS_DM_PACK.xml.HYBRID.template to be renamed as OFS_DM_PACK.xml.

NOTE: See Configuring OFS_DM_PACK.XML for details on configuring this XML file.

NOTE: Update OFS_DM_PACK.XML, set the attribute “ENABLE=YES” of <APP_ID> tag for
applications to be enabled during installation. If any application has mentioned
OFS_AAAI as PREREQ in the <APP_ID> tag, set the attribute “ENABLE=YES” for
OFS_AAAI. To install DM, ensure to enter "YES" in ENABLE attribute for OFS_AAl,
and OFS_DGS.

10. Editthe OFS_DM PACK/OFS AAI/conf/OFSAAI InstallConfig.xml file to setthe
appropriate infrastructure installation attribute values.

NOTE: This step can be ignored if an installation of OFSAA 8.0.6.0.0 already exists.
See Configuring OFSAAI_InstallConfig.xml for details on configuring this XML file.

11. Create a copy of the Silenttemplate file present in the installer
OFS_DM_PACK/OFS_DM/conf and rename it as Silent.props.

12. In case of HYBRID, perform the following steps:
a. Rename Silent.template.HYBRID.template to Silent.props.
b. Rename default.properties to default.properties.bkp.

c. Rename default.properties.HYBRID.template to default.properties.
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Silent installation is achieved via a properties file [Silent.props] that must be updated with
proper values, before attempting to install using the silent mode. The following table lists all
the properties that need to be specified:

NOTE: During Hybrid mode Installation of DMP 8.0.6 the following parameters in the Silent.props
(after renaming from Silent.template.HYBRID.template) are to be configured as:
UPLOAD_MODEL=1
HIVE_UPLOAD_MODEL=1

Property o Permissible
Description of Property Comments
Name values
. 0 = Debug
LOG_MODE Mode for logging Default: 0
1= General

SEGMENT_1_CODE

Segment Code

Not Applicable

Provide a new segment
code for DM Pack.

APFTP P_LOG_PATH=

Infodom Maintenance log path(to
be created) for the new RDBMS
Infodom

Not Applicable

DBFTP_LOG_PATH

Infodom Maintenance log path(to
be created) for the new RDBMS
Infodom

Not Applicable

HIVE_APPFTP_LOG_PATH

Infodom Maintenance log path(to
be created) for the new HIVE
Infodom

Not Applicable

Applicable only for Hybrid
Installation

HIVE_DBFTP_LOG_PATH

Infodom Maintenance log path(to
be created) for the new HIVE
Infodom

Not Applicable

Applicable only for Hybrid
Installation

UPLOAD_MODEL

Specify if you want to perform
Model Upload for RDBMS

0 = If you have
already
performed Model
Upload and want
to skip model

upload process

1 = If you want to
perform Model
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datamodel for RDBMS

Property o Permissible
Description of Property Comments
Name values
Upload
0 = If you want to
upload the
released
Specify if you want to use the datamodel
released datamodel or
MODEL_TYPE ,
customized datamodel for model
upload process for RDBMS 1 =If you want to
upload the
customized
datamodel
Mandatory only if you want
to upload the customized
Specify the file(DATAMODEL) datamodel
DATAMODEL name for the customized Not Applicable

i.e you have specified
MODEL_TYPE=1

DM_DIRECTORY

Specify the path
(DM_DIRECTORY) for the
customized datamodel for
RDBMS

Not Applicable

Mandatory only if you want
to upload the customized
datamodel

i.e you have specified
MODEL_TYPE=1

HIVE_UPLOAD_MODEL

Specify if you want to perform
Model Upload for HIVE

0 = If you have
already
performed Model
Upload and want
to skip model
upload process

1 = If you want to
perform Model
Upload

Applicable only for Hybrid
Installation.
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Property
Name

Description of Property

Permissible
values

Comments

HIVE_MODEL_TYPE

Specify if you want to use the
released datamodel or
customized datamodel for model
upload process for HIVE

0 = If you want to
upload the
released
datamodel

1 = If you want to
upload the
customized
datamodel

Applicable only for Hybrid
Installation.

DATAMODEL_HIVE

Specify the file(DATAMODEL)
name for the customized
datamodel for HIVE

Not Applicable

Applicable only for Hybrid
Installation.

Mandatory only if you want
to upload the customized
datamodel

i.e you have specified
MODEL_TYPE=1

DM_DIRECTORY

Specify the path
(DM_DIRECTORY) for the
customized datamodel for HIVE

Not Applicable

Applicable only for Hybrid
Installation.

Mandatory only if you want
to upload the customized
datamodel

i.e you have specified
MODEL_TYPE=1

ETL_APPSRC_TYPE

Please specify if you want create
new ETL Src or use an existing
one

0 = If you want to
create a new ETL

src
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Property
Name

Description of Property

Permissible
values

Comments

1 = If you want to
use an existing

pair

ETL_SRC_1_NAME

Please specify new ETL Source
Name for RDBMS

Not Applicable

ETL_SRC_2_NAME

Please specify new ETL Source
Name for HIVE

Not Applicable

Applicable only for Hybrid
Installation.

ETL_SRC_1_DESC

Please specify new ETL Source
Description for RDBMS

Not Applicable

ETL_SRC_2_DESC

Please specify new ETL Source
Description for HIVE

Not Applicable

Applicable only for Hybrid
Installation.

13. On successful execution of the schema creator utility, navigate to OFS_ DM PACK/bin/ and

execute the application pack installer with SILENT option.

14. Execute . /setup.sh SILENT in the console.

15. Enter the Infrastructure FTP/SFTP password value, when prompted at the command prompt.

Console Prompts

User Inputs

Please enter Infrastructure
FTP/SFTP password

password again.

Enter the password to access Product Staging/Metadata repository
directory in the application server.

Note: During installation stage, you need to enter the config schema

16. Enter Always, when prompted to add host key fingerprint.
17. The OFSAAI License Agreement is displayed.

18. To accept the License Agreement, enter Yly.
19. Enter the passwords for default Infrastructure administrator and authorizer users.
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Console Prompts User Inputs

Please enter password for default Enter the password for the System Administrator.
Infrastructure administrator user SYSADMN

Please re-enter password for default Enter the same password again to confirm its validity.
Infrastructure administrator user SYSADMN

Please enter password for default Enter the password for the System Authorizer.
Infrastructure authorizer user SYSAUTH

Please enter password for default Enter the same password again to confirm its validity.
Infrastructure authorizer user SYSAUTH

NOTE: SYSADMN and SYSAUTH are the two default OFSAAI administrative users created.
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NOTE: The installation process continues on the console. Do not close the console until the
installation process is complete.

20. The following message is displayed in the console:
Installation completed...

21. On completion of installation, refer the installation log files. For more information, see
Verifying the Log Files.

22. In case of DGS, install AAl 8.0.6.1.0 one-off patch 28033370 if this patch is not already
applied. Refer to the Readme available with the patch for further instructions on installing the
patch.

23. Perform steps mentioned in the Post Installation Configuration section.

24. Perform the steps mentioned in Post Installation Configurations section.
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25. For enabling Transparent Data Encryption (TDE), see Transparent Data Encryption (TDE).
26. For enabling Data Redaction, see Data Redaction section under Data Security and Data
Privacy chapter in OFS Analytical Applications Infrastructure Administration Guide 8.0.6.0.0.

NOTE: Download and install patch for Bug 21160684 if installing this release of the OFS AAAI
Application Pack version 8.0.0.0.0 on Java 8. For more information, see Configurations
for Java 8. This patch is not required if an OFSAA instance already exists and is
configured for Java 8.

4.3.3 Verifying the Log File

Refer the following logs files for more information:

¢ Refer the Pack Install.log located at OFS DM PACK/logs/ directory for OFS DM
Application Pack installation log file.

¢ Refer the log file(s) located at OFS DM PACK/OFS_AAI/logs/ directory for Infrastructure
installation log.

¢ Refer the log file(s) located at OFS DM PACK/OFS_DM/logs/ directory for application
installation log.

NOTE: For Pack on Pack installation, the following errors might be logged in the installation log and
these can be ignored as this has no implication on the product:

'create sequence SEQ DIM GL ACCOUNT
minvalue 1
maxvalue 999999999999999999999999999
start with 1
increment by 1
cache 20

Warning:0bject already exists

4.3.4 Verifying the Installation

This section explains the steps to verify your application installation.

To verify that you have successfully installed the Data Management pack, perform the following
steps:

1. Login in to the atomic schema.
2. Verify all the database objects such as view, procedure, and functions must have been
complied without any compilation error.
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3. Deploy the war file and check the application screen is coming or not.
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5 Disclaimer and Acknowledgements

5.1 Disclaimer

This software and documentation may provide access to or information about content, products,
and services from third parties. Oracle Corporation and its affiliates are not responsible for and
expressly disclaim all warranties of any kind with respect to third-party content, products, and
services unless otherwise set forth in an applicable agreement between you and Oracle. Oracle
Corporation and its affiliates will not be responsible for any loss, costs, or damages incurred due
to your access to or use of third-party content, products, or services, except as set forth in an
applicable agreement between you and Oracle.

5.2 Acknowledgements

The following acknowledgements are made for the use of content reproduced from the following
sources:

e Investopedia - © 2017, Investopedia, LLC. http://www.investopedia.com/

e US Federal Reserve - © 2017, Board of Governors of the Federal Reserve System.
https://www.federalreserve.qov/

o MDRM Data Dictionary - © 2017, Board of Governors of the Federal Reserve System.
https://www.federalreserve.gov/apps/mdrm/data-dictionary

¢ Financial Dictionary - © 2017, http://www.financialdictionary.net

e Business Dictionary - © 2017, http://www.businessdictionary.com

e InvestorWords - © 2017, http://www.investorwords.com

e Wikipedia - © 2017, https://www.wikipedia.org

¢ INVESTORGUIDE.com - © 2017, http://www.investorquide.com

e InvestingAnswers - © 2017, http://www.investinganswers.com

e Moneycontrol - © 2017, http://www.moneycontrol.com

e |AS Plus - © 2017, https://www.iasplus.com/en

e Europa - © 2017, https://www.eba.europa.eu/

e EUR-Lex.europa - © 2017, http://eur-lex.europa.eu
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6 Upgrading OFS DM Application Pack

Refer to the following instructions to download, extract, install, and configure this release.

1. Execute the scripts detailed in Patch Execution Performance Scripts in atomic schema.

2. As a prerequisite, the following entry must be done for the table:
OFSAA_SETUP_APPLN_DTLS in config schema:

APPNAME | APPVERSION DSNID | SEG_MAP_ID | SEGMENT | INSTALLED_ | INSTALLED_DAT
_CODE FLAG E
GL <last_version_insta | <infodom> | COMMON <segment_ | Y <ANY_DATE>
lled> code>
DGS <last_version_insta | <infodom> | COMMON <segment_ | Y <ANY_DATE>
lled> code>
Ensure to provide the last version installed and the same infodom and segment code
when GL or DGS is installed.
3. As a prerequisite for DGS 8.0.6.0.0, ensure that OFSDF 8.0.6.0.0 is installed in the
setup.
NOTE: This step is applicable only for DGS 8.0.6.0.0.
4. As a prerequisite for Reconciliation Framework 8.0.6.0.0,
e Ensure to have the base version as 8.0.5 or 8.0.5.1.
e |If AAI 8.0.6.0.0 is installed on the environment, ensure to apply the patch 28595665.

5. Incase AAI 8.0.6.1.0 is installed, drop below index prior to installation of DM Pack:

DROP INDEX DIM DATES CALENDAR DATE;
DROP INDEX DIM KI GROUP LRI;

6. Download the OFS DM Application Pack v8.0.6.0.0 archive file and copy it to your
OFSAA server in the Binary mode. For more information on downloading and copying
the OFS DM Application Pack v8.0.6.0.0 installer, see Downloading and Copying the
OFS DM Applications Pack Installer section.

NOTE: The archive files are different for every operating system like AIX, Solaris, and
RHEL/Oracle Linux.

7. Log into the OFSAA Server.

8. Shut down all the OFSAAI Services. For more information, see the Start/Stop
Infrastructure Services section in Starting/Stopping Infrastructure Services.

9. Execute the command:
chmod -R 750 $SFIC HOME

10. If you have Unzip utility, skip to the next step. Download the Unzip utility (OS specific)
and copy it in Binary mode to the directory that is included in your PATH variable,
typically $SHOME path or directory in which you have copied the 8.0.6.0.0 installer.
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e Uncompress the unzip installer file using the command:
uncompress unzip <os>.Z

NOTE: In case you notice an error message “uncompress: not found [No such
file or directory]” when the package is not installed, contact your UNIX
administrator.

¢ Give EXECUTE permission to the file using the command:
chmod 751 OFS DM 80600 <OperatingSystem>.zip

11. Extract the contents of the Oracle Financial Services Data Management Application Pack
8.0.6.0.0 installer archive file, using the command:
unzip <os> <name of the file to be unzipped>

12. Give the EXECUTE permission for the OFS_DM_PACK folder using the command:
chmod -R 775 OFS DM PACK

13. Before triggering the installation, you must update the configuration file Silent.props.

Create a copy of the Silent.template file present in the installer
OFS_DM_PACK/OFS_DM/conf and rename it as Silent.props.
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Property o Permissible
Description of Property Comments
Name values
. 0 = Debug Optional;
LOG_MODE Mode for logging
1= General Default : 0
SEGMENT_1_CODE Segment Code Not Applicable MANDATORY

APPFTP_LOG_PATH

Infodom Maintenance log path(to
be created) for the new Infodom
for app layer

Not Applicable

# Mandatory if this an App Layer
Installation and if you want to create a

new infodom.

DBFTP_LOG_PATH

Infodom Maintenance log path(to
be created) for the new Infodom

Not Applicable

# Mandatory if this an DB Layer
Installation and if you want to create a

for DBLayer new infodom.

Whether you want to perform 0=No
UPLOAD_MODEL # Mandatory

Model Upload 1=yes

Released data model or 0 = released # Mandatory only in the case of
MODEL_TYPE _

Customized data model 1 = customized UPLOAD_MODEL=1

# Mandatory only in the case of

The file name for the customized uploading the customized data model

DATAMODEL Not Applicable

data model

# Option selected for
MODEL_TYPE=1

DM_DIRECTORY

The path for the customized data
model

Not Applicable

# Mandatory only in the case of
uploading the customized data model

# Option selected for
MODEL_TYPE=1

# Mandatory

o 0=New Pair
ETL_APPSRC_TYPE The ETL application name 1=Existi Existing source is to be used i.e.
=Existing
ETL_APPSRC_TYPE =1
# Mandatory
Example: i i
ETL_SRC_1_NAME ETL Staging Source Name P ETL_SRC_1_NAME to be givenis to
STAGING be same as the source name given
for base installation
) o Example: # Mandatory if you want to create
ETL_SRC_1 DESC ETL Staging Source Description
STAGING new ETL src

Oracle Financial Services Software 98

ORACLE




OFSDM 8.0.6.0.0 Installation Guide

14.

15.

16.

17.

18.

NOTE: When you are entering the values, the names must be same as the ones given
in the previous full installation process. Refer to the Silent Mode Installation
section.

Edit the OFS DM PACK/conf/OFS DM PACK.xml to enable the product licenses.
Update the attribute ENABLE=YES/NO in OFS_DM_pack.xml for licensing the App in the
pack.

NOTE: Priortoinstalling the DM Application Pack in SILENT mode, refer to the
OFS DM PACK.xml section in Appendix: DM Pack XML Files.

Execute setup.sh file using the following command:
./setup.sh SILENT

Verify if the release is applied successfully by checking the log file generated in the
installation folder. You can ignore ORA-00001, ORA-00955, ORA-02260, and ORA-
01430 errors in the log file. In case of any other errors, contact Oracle Support.

In case of DGS, install AAI 8.0.6.1.0 one-off patch 28033370 if this patch is not already
applied. Refer to the Readme available with the patch for further instructions on installing
the patch.

For more information on securing your OFSAA Infrastructure, refer to the OFSAA
Security Guide in OHC Documentation Library.

After successful installation, follow these steps:

Log in to the web application server and clear the application cache. Navigate to the
following path depending on the configured web application server and delete the files.
(] Tomcat

<Tomcat installation folder>/work/Catalina/localhost/<Application
name>/org/apache/jsp

. WebLogic

<Weblogic installation location>/domains/<Domain
name>/servers/<Server name>/tmp/ WL user/<Application name>/<auto
generated folder>/jsp servlet

In case of Weblogic version 12.2.x.x, delete the folder named
".WL internal" present in the path <WebLogic installation
location>/user projects/domains/< Domain name

>/applications/<context name>.ear/META-INF/", if it exists.

. WebSphere
<Websphere installation folder>/AppServer/profiles/<Profile

name>/temp/<Node name>/serverl/<Application name>/<.war file

name>
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19.

20.

21.

22.

23.

24,

25,

26.

Add unmask 0027 in the .profile of the UNIX account which manages the WEB server to
ensure restricted access permissions.

Restart all the OFSAAI services. For more information, refer to the Start/Stop
Infrastructure Services section in Appendix D.

Before generating the application EAR/WAR file and deploying the application onto
configured Tomcat, see Deploying WAR Files on Tomcat.

Generate the application EAR/WAR file and redeploy the application onto your configured
web application server. For more information on generating and deploying EAR / WAR
file, refer Appendix C section.

For enabling TDE, see Configuring TDE in case of Upgrade.

For enabling Data Redaction, see Enabling Data Redaction in case of Upgrade.

DMT migration is mandatory step to be followed as per AAl guide. For information on
DMT Metadata Migration refer AAl DMT Migration Guide.

Resave all GL Hierarchies starting from HGL0OO1 to HGL013.
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7 Post Installation Configuration

On successful installation of the Oracle Financial Services Data Management Application Pack,
perform the post installation steps mentioned as follows.

This chapter includes the following sections:

Configuring Resource Reference

Starting OFSAA Infrastructure Services

Adding TNS entries in TNSNAMES.ORA file

Creating and Deploying the Application Pack Web Archive

Accessing the OFSAA Application

Performing Post Deployment Configurations

Changing Batch Ownership

Enabling Metadata Browser

Performing Post-Installation Configuration for Data Management Application Pack

Configuring Process Monitoring Runs and Tasks for Data Management Application
Pack

Passing the RUNSKEY as Parameter

Livy Configuration

Hive Configuration

NOTE:

In case of Hybrid, for post install script execution, refer the file post_install table list.sql.

While upgrading GL from 8.0.5 or 8.0.5.1 to 8.0.6, update the parameters of
SETUP_MASTER from existing setup into GL_SETUP_CONFIGURATION table.

Install Data Management Pack 8.0.6.0.1 one-off patch (Bug No. 28861525) after
installation of Data Management Pack 8.0.6.0.0.

Ensure to clear the application cache prior to the deployment of Application Pack Web
Archive. This is applicable to all Web Servers (WebSphere, WebLogic, Tomcat). For
more information, see Clearing Application Cache section.

It is recommended to save the batch execution rights (for GL Recon Admin and DGS
Admin) in the Batch Execution Rights screen. The runs can be viewed under "Batch
Execution" screens.

For information on Servlet Entries, refer the MOS link.
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e You must install the consolidated patch for bug 27938294 from
https://support.oracle.com. Refer to the read me available with the patch for further
instructions on installing the patch.

e The following five AAI patches are mandatory for OFS GL. These patches must be the
last one to be applied for pack on pack scenarios. Follow this sequence to install them
27938294, 28079607, 28033582, 28146898 and 28399816.

e DMT migration utility is available as part of the OFSAAI 8.0.6.0.0 upgrade to migrate the
DMT metadata (PLC/Data Source/Data Mapping/Data File Mapping) to be persisted in
tables instead of XML. To identify when to migrate, what/how to migrate, and how to
handle migration issues, see OFSAA DMT Metadata Migration Guide.

o Execute the DMT Migration Utility to manually migrate the DMT metadata of the
Applications which are not upgraded to 8.0.6.0.0.

7.1 Configuring Resource Reference

Configure the resource reference in the Web Application Server configured for OFSAA
Applications. See Appendix B for details on configuring the resource reference in WebSphere,
WebLogic, and Tomcat Application Servers.

7.2 Starting OFSAA Infrastructure Services

Start the OFSAA Infrastructure Services prior to deployment or accessing the OFSAA
Applications. See the Appendix D for details on Start/ Stop OFSAA Services.

7.3 Adding TNS entries in TNSNAMES.ORA file

Add TNS entries in the tnsnames. ora file, for every schema created for the Application Pack.
To find the tnsname for the entries, perform the following steps:

1. Login to the application using System Administrator privileges.

2. Navigate to System Configuration & Identity Management tab.

3. Click Administration and Configuration - System Configuration - Database Details.
4. Expand the dropdown list for Name to get the list of TNS entry names.

Alternatively, you can connect to the CONFIG schema and execute the following query:

select dbname from db master where dbname !='CONFIG'

Oracle Financial Services Software 102 ORACLE


https://support.oracle.com/
https://docs.oracle.com/cd/E60058_01/PDF/8.0.6.x/8.0.6.0.0/OFSAA%20DMT%20Metadata%20Migration%20Guide%208.0.6.0.0.pdf

OFSDM 8.0.6.0.0 Installation Guide

7.4 Creating and Deploying the Application Pack Web Archive

On successful installation of the OFSAA Application Pack, the web archive file is automatically
generated. However, you need to deploy the generated web archive file on the Web Application
Server.

To deploy the application pack web archive, perform the following steps:
1. Navigate to FICWEBHOME

2. Runant.sh

For identifying the location of the generated web archive file and for generating and deploying the
web archive file at any time later, see Appendix C

NOTE: See the Oracle Financial Services Forms Manager User Guide for instructions on Creating
and Deploying the Forms Manager Web Archive

7.5 Accessing the OFSAA Application

Prior to accessing the OFSAA application ensure the Internet Explorer Settings are configured.

Refer Appendix E for details on accessing the OFSAA Application on successful deployment of
the application web archive.

7.6 Performing Post Deployment Configurations

Prior to using the OFSAA Application perform the Post Deployment Configuration steps detailed
in Appendix F.

7.7 Changing Batch Ownership

All the seeded batches are created with SYSADMN as the owner by default. This needs to be
updated with username of the user who is responsible for maintenance of the batches. This can
be done by executing the below procedure in the config schema:

begin

AAI OBJECT ADMIN.TRANSFER BATCH OWNERSHIP ('fromUser', 'toUser', 'infodom;
end;

OR

begin

AAI OBJECT ADMIN.TRANSFER BATCH OWNERSHIP ('fromuser', 'touser');

end;

where “FromUser” indicates the user who currently owns the batch and “toUser” indicates the
user to which ownership needs to be transferred to. “Infodom” is an optional parameter.
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7.8 Enabling Metadata Browser

Execute the following as part of post installation step atomic schema:
declare

result number;

begin

result:=fn mdb t2t view;

dbms output.put line(result);

exception

when others then

dbms output.put line (SQLERRM) ;

end;

7.9 Performing Post-Installation Configuration for Data Management Application
Pack

Perform the following steps for post-installation configuration of Data Management Application
Pack:

1. Restore the following tables that were truncated as part of the Installation Prerequisites
section.

a. DQ_RESULT DETL_MASTER
b. DQ_RESULT_SUMM_MASTER

2. Create application specific users, and map them to the respective user groups available in
the application. For details see section Mapping Application Users to User Groups. Whenever
the user to user group mapping is created/ modified, execute the step 2 and 4 below.

After successful installation, execute the batch <INFODOM>_USER_ROLES.

4. Then perform these steps:
a. Generate source model for the application-source pair used during installation.

i. Login to the application and navigate to Common Tasks > Unified Analytical
Metadata > Data Management Tools.

ii. Inthe Data Management Tools pane, click Data Sources.

# Home

Data Management To...

Data Sources

Data Mapping

Post Load Changes

Data Quality Framework

Oracle Financial Services Software 104 ORACLE


file:///D:/DGS/DGS_Framework/OFSAA_DM_Pack_801_with_DGS_Installation_Guide.docx%23mapping_app_users_to_user_groups

OFSDM 8.0.6.0.0 Installation Guide

iii. The Source Designer window opens. Scroll down to the Map section and select the
application from drop down box. In the Source Applications pane, in Mapped
Sources, select the required value. Click the Generate Source Model icon.

iv. A dialog box opens with the message: Model already exists for the source. Do you
want to replace existing model? To replace the existing model, click OK.

v. The Generate Source Model window is displayed. To generate the source model,
click the Catalog icon and then click Generate.

vi. An acknowledgement message is displayed: Source model generation successful. To
complete the process of Source Model Generation, click OK.

b. Resave the following mentioned derived entities:
o DEATNAME: DE Attribute Name
¢ DE Business Line
e DEGLSTERM: DE Business Term
e DE Components
e DE Document Type
e DEENNAME: DE Entity Name
e DE Frequency
e DE Kl Frequency
e DE Location
e DE Measure Scale
e DE Process
e DE Risk Categories
e DE User List
e DE_GROUP
e PMREPLINK

c. Resave the following mentioned hierarchies:
¢ HDGENNAM: Entity Name Hierarchy
o HDGATNAM: Attribute Name Hierarchy
e HDGGLTRM: Business Term Hierarchy

e Reports Hierarchy

5. Save the hierarchies in Common Tasks > Unified Analytical Metadata > Business
Metadata Management > Save Metadata
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ORACLE’ bata Governance for European Central Reporting (=) Us-English oFsaD

® Hierarchy 0 Derived Entity

6. Compile the backend objects such as functions, procedures and packages which are related
to DGS.

7.10 Configuring Process Monitoring Runs and Tasks for Data Management
Application Pack

As a pre-requisite, before configuring the runs and tasks, ensure the following:

Oracle Financial Services Regulatory Reporting for US Federal Reserve 8.0.6 version or Oracle Financial
Services Regulatory Reporting Solution for US Treasury or Oracle Financial Services Regulatory
Reporting for European Banking Authority (OFS REG REP USFED 8.0.6 or OFS_REG_REP_USTR
8.0.5.1.0 or OFS REG REP EBA 8.0.6) is installed and configured.

MDB Publish is performed for Oracle Financial Services Regulatory Reporting for US Federal Reserve
8.0.6.

NOTE: See Oracle Financial Services Regulatory Reporting for US Federal Reserve 8.0.6 or Oracle
Financial Services Regulatory Reporting Solution for US Treasury or Oracle Financial
Services Regulatory Reporting for European Banking Authority Installation and
Configuration on OHC for more details.

As part of configurations perform the following steps to load the Process Monitoring related plans,
runs and tasks associated with OFS REG REP USFED 8.0.6 or OFS_REG_REP_USTR 8.0.5.1.0
or OFS REG REP EBA 8.0.6 install.

1. Login to OFSAAI using a user having permissions for running batches.

2. Navigate to Batch Execution screen and search for the batch ID such as
Process_Monitoring_Batch .
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ORACLE' bata Governance for European Central Reporting Q ® [  UsEnglsh +  OFSAD v

® Run ) Restart 0 Rerun

Sear L Search D Reset
Batch D Like  DMINFO, Batch Description Lik
Module - Last Modification Date Between = and
Batch Details
Batch ID & Batch Description
DMINFO_ADJUSTMENT_BATCH ADJUSTMENT_BATCH
DMINFO_ALM Data Quality batch for ALM tables
DMINFO_BULK_KI_ASSESSMENT This batch is to do assessment for Bulk KI for a given date.
DMINFO_CAMPAIGN Data Qual h for CAMPAIGN tables

DMINFO_COLLATERAL Data Qual h for Collateral tables

DMINFO_COLLECTION_AND_RECOVERY Data Qual h for Collection and Recovery tables

DMINFO_CREATE_CONTROL Create Controls

DMINFO_CREATE_CONTROL_ASSESSMENT This Batch is used to create Assessments for the Controls

DMINFO_CREATE_OP_CONTROLS Batch to create Operational Controls

DMINFO_CRM Data Quality batch for CRM tables

DMINFO_CUSTOMER Data Quality batch for Customer tables

DMINFO_DATA_FOUNDATION_SCD Data Foudation SCD for Loading Dimension Tables

DMINFO_DATA_FOUNDATION_SCD_MLS Data Foundation SCD for Multi Language Support Dimensions

DMINFO_DATA_REDACTION Batch for Data Redaction

DMINFO_DE_FSI_MAP_POPULATE This Batch Resaves the Derived Entity and them populated the FSI MAP tables.
Page 1 of 10(1-15 of 142 items) Records Per Page 15

3. Select the MIS Date and execute the batch Process_Monitoring_Batch.
4. Check and ensure that the batch is executed successfully.

5. Navigate to Process Monitoring menu under Data Governance application and ensure
that the Plans, Runs and Tasks are displayed for OFS REG REP USFED 8.0.6 or
OFS_REG_REP_USTR 8.0.5.1.0 or OFS REG REP EBA 8.0.6.

ORACIL_E’ DataGovernance for US Regulatory Reporting OFSAD | Thursday, March 16, 2017 0 0FsAA [ About & Logout

Inbox  Standards & Policies ~ Controls  KeyIndicators _ Process Monitoring  Issues & Actions  Admin
Plans Help

B Search | & Clear | Go

] Name
Pians (11)
B K Create Plan [ Export
0 Name Type Status Last Modified
[] 141325 Annual regulatory report submission plan Regulatory Report Submission Open 21-Sep-2016
141328 Monthly regulatory report submission plan Regulatory Report Submission Open 21-Sep-2016
141320 Weekly regulatory report submission plan Regulatory Report Submission Open 21-Sep-2016
141326 Daily regulatory report submission plan Regulatory Report Submission Open 23-Jun-2016
[ 141327 Quarterly regulatory report submission plan Regulatory Report Submission Open 23-Jun-2016

7.11 Passing the RUNSKEY as Parameter

The Bulk KI Assessment batch expects RUNSKEY to pass as a parameter.

In an integrated setup, user can avoid passing RUNSKEY parameter manually by including the
bulk KI assessment process part of either US FED 8.0.6/ EBA 8.0.6/FSDF 8.0.6 Run.

For a standalone setup, user needs to pass the RUNSKEY parameter separately from the Ul. For
the same, user needs to navigate to the Ul and make the specified changes in the batch to set
the desired RUNSKEY.

The process to pass RUNSKEY as a parameter from the Ul is to update the
BULK_KI_ASSESMENT batch:

1. Navigate to Applications after selecting Financial Services Data Governance for the
preferred jurisdiction.
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ORACLE Financial Services Analytical Applications G ® [ Ustngish v OfsaD v @

Data Governance for Financial Services Financial Services Data
European Central yti icati Governance for US
Reporting Reconciliation Regulatory Reporting
Data C e for E Framework Finy 4

r General Ledger

# Home

Navigation List

ata Governance for European Centr...

2. Navigate to Common Tasks -> Operations -> Batch Maintenance.

= ORACLE Data Governance for European Central Reporting Q ® [E USEnglish ¥ OfsAaD v @

Batch Maintenance Q
Q search D Reset

Batch ID Like DMINFO_ Batch De

Moduls v

fication Date Between And

Batch Name ¥ Add I View® Edit & Delete

Batch ID & 8
DMINFO_ALM =
DMINFO_AMHM_STG_DIM_DATA_LOAD AMHM Dimension Data Load 3
DMINFO_BATCH1 batch E

¥ DMINFO_BULK KIASSESSMENT This batch is to do assessment for Bulk KI for a given date. E
DMINFO_CAMPAIGN E
DMINFO_COLLATERAL E
DMINFO_COLLECTION_AND_RECOVERY Data Quality batch for Collection and Recovery tables E
DMINFO_CREATE_CONTROL Create Controls E
DMINFO_CREATE_CONTROL ASSESSMENT This Batch is used to create Assessments for the Controls E
DMINFO_CREATE_ISSUES This batch s used for creation of Issues for a given MIS_DATE £
DMINFO_CREATE_OP_CONTROLS Batch to create Operational Controls 3
DMINFO_CRM Data Quality batch for CRM tables E
DMINFO_CRSA_TMP_DE_RESAVE Create or Refresh Temp DE for Report code CRSA E
DMINFO_CUSTOMER Data Quality batch for Customer tables 3
DMINFO_DATA_FOUNDATION_SCD Data Foudation SCD for Loading Dimension Tables £

Page 1 of 13 (1-15 of 192 items) Records Per Page 15
+ Add
Task Description Metadata Value Component ID Precedence
Bulk KI Assessment FN_DGS_BULK_KI_ASSMNT TRANSFORM DATA

3. Select the Bulk KI Assessment batch to edit the Task definition. Pass the RUN SKEY
parameter for which user needs to perform assessment.
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Task Definition o

Close

Task Definition

Bulk KI Assessment
Task ID  Task1 Description

Components  TRANSFORM DATA

Dynamic Parameters List

Property Value
Datastore Type EDW
Datastore Name DMINFO
Primary IP For Runtime Processes 10.184.156.31
Rule Name FN_DGS_BULK_KI_ASSMNT
Parameter List 7
Audit Panel
Created By: OFSAD Creation Date 24 may 2016 09:30:35
Last modified by: OFSAD Last Modification Date 20 aug 2018 09:49:10

7.12 Livy Configuration

Populate the AAI_ DMT_DB_CLUSTER_PROPERTY table in the config schema to point to the livy url
against all the infodoms being used. Duplicate the entries for each infodom.

V_DB_CLUSTER_ID V_PROPERTY_NAME V_PROPERTY_VALUE
<INFODOMNAME> LIVY_AUTH_TYPE DEFAULT
<INFODOMNAME> LIVY_SERVICE_URL <http://ofss222xxx:8998>

7.13 Hive Configuration

In case of Hybrid deployment the following are the Hive configurations:

1. Copy hive-site.xml from hive conf directory to SPARK2 conf directory.
For example.

cp /etc/hive/conf.cloudera.hive/hive-site.xm /etc/spark2/conf.cloudera.spark2_on_yarn

2. Edit the file to have the following entry in SPARK2 conf.

In Hive conf In spark conf
<property> <property>
<name>hive.metastore.warehouse.dir</name> <name>spark.sqgl.warehouse.dir</name>
<value>/user/hive/warehouse</value> <value>/user/hive/warehouse</value>
</property> </property>

Note: For additional information please refer the AAl Installation guide OHC.
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8 Oracle Reconciliation Framework Configuration

Following steps are to be followed for configuring Reconciliation Framework Analytics v8.0.6.0.0
Dashboards and Reports after OBIEE installation (Server):
A. Preliminary Installation of Software

1. Make sure Oracle Business Intelligence (Version 11.1.1.9.0) installation is completed and
available.

2. If the OBIEE is installed in other than Windows environment, make sure that a
standalone OBIEE Client is installed in a Windows environment.

B. Modify Repository Connection Pool Settings
For Windows Server

1. Copy the Repository file from the $FIC_HOME/GLBI and place it in the Repository folder
where OBIEE is installed.

i.e.<OBIEE Install Folder>/instances/instancel/bifoundation/
OracleBlIServerComponent/coreapplication_obis1/repository.
2. Select Start > Programs > Oracle Business Intelligence > Administration.

3. Select File > Open > Offline.
4. Locate the OFS GL 8.0.rpd and open.

5. Provide Repository password. The Repository password is ‘weblogic123'

Set the Connection Pool Properties
6. In the "Physical" layer, under Database object double-click on the "Connection Pool" to

update its properties..
7. Inthe ‘General’ tab, edit / check the following entries:
8. Call Interface: Default (OCI 10g/119)
9. Update Data source name as give in the below example:

For example:
(DESCRIPTION=(ADDRESS_LIST=(ADDRESS=(PROTOCOL=TCP)(HOST=<Database
IP Address>)(PORT=<Port no>)))(CONNECT_DATA=(SID=<Database name>)))

10. Enter Database Schema user name in the User Name field.

11. Enter Database Schema password in the Password field.
12. Click 'OK' to close the window and click 'Save' to save the RPD file.

13. Click 'No' for the Global Consistency Message.
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14. Close the RPD file (File / Exit).

For Other Servers

1. Copy the Repository file from the $FIC_HOME/GLBI and place it anywhere in the local
Windows system.

2. Open the Bl Administration tool in the windows environment.

3. Select Start > Programs > Oracle Business Intelligence Enterprise Edition Plus Client>
Administration.

4. Select File > Open > Offline.

Locate the file OFS GL 8.0.rpd and open.

6. Provide Repository password. The Repository password is 'weblogic123'

o

Set the Connection Pool Properties as described above 6-14.
C. Starting Node manager and WebLogic Servers

1. Check if the Node Manager is running or not. If not then follow the below steps.

For Windows Server

1.1 Navigate to the services.

1.2 Start the Service Oracle Weblogic NodeManager.

%Oracle DE11GRE W55 Writer Service
4 Oracle Process Manager (instancel) Starked
%Oracle WeblLogic ModeManager (E_MiddelwareHome_wlserver 10,31 Starked
8% OracleDBConsoleDB1 1GR2

Alternatively you can start Node Manager and all the managed services from the All
Programs -> Oracle Business Intelligence-> Start Bl Services option in the start menu.

COracle - OH10S207 7500 » BI administration

= rozilla Firefox BI administration Help File

Microsoft Yisual Studio 6.0 r Catalog Manager
A TextPad Dreinskall
Oracle - OH445532003 » Job Manager

Stark BEI Services

COracle WeblLogic

=
=
=
L =
=
-
=

Oracle Business Inteligence Stop BI Services

Cracle Common Home 119 - Homel
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For Other Servers

1.1 Navigate to < OBIEE Install Folder >/ wiserver_10.3/server/bin folder.
1.2 Run the following command: ‘nohup ./startNodeManager.sh &'.
2. Check if the Weblogic AdminServer if running or not. If not then follow the below steps.

For Windows Server

2.1 Navigate to < OBIEE Install Folder >/user_projects/domains/bifoundation_domain/bin
2.2 Run the following command: startWebLogic.cmd

Note: The Weblogic Admin Server would have been already started if you had started
through the, All Programs -> Oracle Business Intelligence-> Start Bl Services option as
stated above.

For Other Servers

2.1 Navigate to < OBIEE Install Folder >/user_projects/domains/bifoundation_domain/bin
2.2 Run the following command: ‘./startWebLogic.sh’
2.3 Enter the weblogic credential defined during the installation.

2.4 Bringing up this service may take a few minutes depending on your environment, wait
until the command line stops scrolling and indicates server in RUNNING mode.

<Aug 25, 2010 10:32:06 AM CEST> cNotices <wehLDg1cServer'> ¢BEA-000365> <Server state ch-;nged to RUNNING:
cAug 25, 2010 10:32:06 AM CEST» <Noticer <webLogicServers <BEA-000360» <Server started in RUNNING modes

3. Start Weblogic Managed Server (bi_serverl)

a. Log in to Fusion Middleware Control ‘ http://<hostserver name or IP>:<Port No Default is
7001>/em’ using the weblogic credentials defined during installation.

b. Under the WebLogic Domain expand the bifoundation_domain node in the navigation tree,
and select bi_cluster. Select bi_cluster, and click the WebLogic Cluster menu to the right
of it. Select the Control option from the menu, and select Start Up to start the Managed
Servers.
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ORACLE Enterprise Manager Fusion Middleware Control 11g
SiFarmy | Topology

v & bi_cluster @
=] % Farm_bifoundation_domain ‘% WebLogic Cluster «
[ [ Application Deployments

- Home
= [ webLogic Domain
= =il bifoundation_domain
; J oy Control

Logs

Performance Summary
[# [ Metadata Repositories Port Usage

Application Deployment

4 Start Up
4 Shut Down...

‘Weblogic Server Ad
Console,

c. Verify the status of the applications.

ORACLE Enterprise Manager Fusion Middlewars Control 11g Setup -
EiFarm~ | & Topology
B~ 1{F bi_cluster @ Logge]
= 58 Farm_bifoundation_domain & weblogic Cluster ~ Page Refrashad Jul 7, 2011
B3 Application Deplayments
El E@ WebLogic Domain E Summary @~ E Response and Load
=l £ bifoundation_domain 3,000
&5l adminserver General Ef To configure and manage this YT
= g bi eustar! Cluster Address {EoLogic Cluster, Lse the Crace )
&5l bi_server1 Cluster Broadcast Channel e eals Server Admnstraten )
1 B3 Business Inteligence Session Replcation Type  (None) o
[B] coreapplication Defauit Lozd Algorithm Round Robin
(3 Metadata Repositories Cluster Messaging Mode Unicast
) Deployments C 0341 0943 0345 0%47  0a4e  0wS1 0953 09
P ® Juy 07 2011
ety Reduest Bean ‘
Hame Status  Target Seacone Processing  Accesses — Request Processing Time (ns) = Requests (Der minute)
Time {ms) {per minute)
3 Internal Applcations ]
B & analyties(11.1.1) £ bi_cluster 1 03 0.00 B Servers
@ analytics(11.1.1) < bi_server1 1 42 0.00  Search @
B &, bilocaladmin(11. 1. & bi_cluster 0 [ ctve _ Request
y G biserven o o Name A< Sttus  Host Listen Part Seosiong  Processing
Time (ms) (|
G biduster a 113 Bl bi_servert 3 REV-OVS.. o704 1 43
4 bi_server1 0 s0 =
ke bi_cluster 0 o
4 bi_server1 0 o
[e) bi_duster 0 o
< bi_serverl i o
B 8, bipublisher(11.1. & bi_cluster 0 o
@, bipublisher Ee) bi_server1 0 o
B S bisearch{11.1.1) @ bi_duster 0 o
@ bisearch(11.1.1) & bi_server1 0 0
= 5, essape Er) bi_cluster 0 o
@ ESSAPP < bi_serveri 0 o
5 R, mapviewer(11.1.1) (1) bi_cluster 0 0
@) mapui 1.1) Er) bi_server1 0 o
B &, OracleRTD(1 0) < bi_duster 0 o
@) OraceRTD(11.1.1... ity bi_server1 0 0

D. Deployment

1. Deploy RPD file.

1.1 Log in to Fusion Middleware Control ’http://<hostserver name or
7001>/em’ using the weblogic credentials defined during installation.

IP>:<Port No Default is

1.2 Go to Business Intelligence folder > coreapplication> Deployment and click on Lock and Edit

Configuration.
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ORACLE Enterprise Manager Fusion Middleware Control 11g
H3Farm~ | & Topology

[ER coreapplication ®

[E! &% Farm_bifoundation_domain (@] Business Inteligence Instance +

3 Application Deployments
& 3 webLogic Domain

Change Center: || 4 Lock and Edit Configuration

B ] bifoundation_domain
Bl Adminserver Overview | CapacTy TeTa0emenT T DE0oRTE urit ploy
=4 %—““5‘5‘ Presentation | Repository | Scheduer  Marketing
bi_serverl

o]

[ 3 Business Inteligence

(3] ‘coreapplication

This section shows the current installed RPD. You can use this section to configure & shared RPD location.
= DefaultRPD pftbiS111g BI0002

BI Server Repository

Upload BI Server Repository

Target Mawigation Tree

Ll

Presentation Service Repository

Catalog Location  SORACLE_INSTANCE hifoundation/OradeBIPresentationServicesCompanent/SCOMPONENT_NAMEfcatalog/PFTEIS111G

Use this section to upload a new RPD and its password to your BI Server domain. You may also use this section to re-enter the password if a mistake was made on a previ

This section shows the current lacation of presentation repesitary for the presentation services. fou can use this section to change the repositary location and peint ta sh

1.3 In the Upload BI Server Repository click on Browse and locate the folder where the new OFS

GL 8.0.RPD which has to be deployed is present.
1.4 Now put the existing RPD Password. Then Apply > Activate Changes.

1.5 You can see the new Default RPD as the OFSGL3_BI0008.0

coreapplication ® Logged in as weblogid
[@] Business Intelligence Instance » Page Refrashed Jul 7, 2011 10:07:37 AM 15T U}
Change Center: E tivate Changes % Relezse Configuration ® ‘
Overview | Capacity Management | Diagnostics | Security Deployment
Presentation | Repository | Scheduler  Marketing  Mai
BI Server Repository Apply
This section shaws the current installed RPDY. You can use this section to configure a shared RPD location,
DefaultRPD  pfibi511ig BI0002
[ share Repository
Upload BI Server Repository
Use this section to upload a new RPD and its password to your BI Server domain, You may also use this section to re-enter the password if a mistake was made on a previous upload,
Repository File
Repository Password | essess
Confirm Password | wessne
1.6 Restart the Bl Server as mentioned in section E.
1.7 Modify the NQSConfig.INI file to incorporate User Roles and Group Id changes in case any

GUID related error occurs. The location is

< OBIEE Install Folder>

/instances/instancel/config/OracleBlIServerComponent/coreapplication_obis1
Change the FMW_UPDATE_ROLE_AND_USER_REF_GUIDS to YES.
Example: FMW_UPDATE_ROLE_AND_USER_REF_GUIDS = YES;

1.8 After modifying the file, restart the Bl services again to remove the above error.
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2. Deploy Web Catalog.
2.1 Copy the GL_Recon_8.0.catolog file from $FIC_HOME/GLBI folder.

2.2 Navigate to Business Intelligence folder > coreapplication> Deployment and check for the
Catalog name. Change to GL then apply and activate changes. This will create a new empty
catalog with the name given.

Example:
$ORACLE_INSTANCE/bifoundation/OracleBIPresentationServicesComponent/SCOMPONE
NT_NAME/catalog/GL

'$ORACLE_INSTANCE bifoundation/OradeBIPresentationServicesComponen
This section shows the current location of the catalog used by Presentation Services. Use this section to change the location of the catalog) gCOMPONENT_NAME/catalog',

Catalog Location  DRACLE_INSTANCE jbifoundation/CradeBIPresentationServicesComponent/SCOMPONENT_NAME catalog/GL|

BI Presentation Catalog J Acceptable syntax ist *fnet/machine fdisk3/sharedcatalogdata’ or:

2.3 Navigate to Catalog Manager. Open the newly created catalog. File -> Open Catalog.

2.4 Open the catalog offline -> Browse to the catalog path. Click OK.

[ E Open Cataleg Iﬁw

Type: ’Gf'ﬂine -

Path: t'.coreapplication_obipsltcatalogh GL R SRR -

weblogic

English (English]

[] Read-Only

QK ] [ Cancel

AC—

2.5 Now navigate to the /shared folder in the catalog manager and unarchive by selecting the
path where the GL_Recon_8.0.catolog was present. Then press ok.
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Edit Wiew Tools Help

Yy Open Catalog Ctrl+ 0O
[#] Close Catalog
@8 Search
Explore
[Z] Archive... Ctrl+ Shift+C
[Z] uUnarchive... Ctrl+ Shift+V
M Exit Alt+F4

Oracle Busineszs Intelligence Catalog Manager - CVOBIEE11118\instances\instance2\bifoundati
File

Sehared

Mame

-
E Unarchive Catalog

Archive File Path

D:\Work GL_Recon_8.0.catalog

S

* | Browse...

CHK

Cancel ]

E Unarchive Catalog

4% Operation done!

b <

2.6 Verify that the GL folder appears under /shared folder.
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— — -
[=] Oracle Business Intelligence Catalog Manager - hitp://vinasath-in.in.oracle.com:7001/analytics/zaw.dll - Logged in as:weblog e =

File Edit View Tools Help

Em| o | e e

2 Tree 52 = = Tableys2 = =
[ Cataleg Root § —
1 Shared Folders /shared halfll "=

) System Folders

Mame Type Owner My Permis...  Attributes Date Crea
) User Folders

) Analytical Applications Recon ... Folder Systerm Ac...  Full Control Jan 14, 20
1) Components Folder BI Adminis... Full Control Sep 2, 201

(o GL Recon 2.5 Folder System Ac...  Full Control Now 38, 3
1 GL Spec Folder System Ac...  Full Control Jan 14, 20
[ prompts Folder System Ac...  Full Control Jan 14, 20

1 sales Folder weblogic Full Control Jan 3, 201
) Sample Lite Folder BI Adminis... Full Control Dec 6, 201

2.7 Once the Unarchive is done. Restart the Bl Presentation Services (see section E) to apply
the change.

2.8 Modify the instanceconfig.xml file in case of any GUID error related to the Bl Presentation
Server to instruct Presentation Services to refresh GUIDs on restart.

The location of instanceconfig.xml file is < OBIEE |Install Folder>
/instances/instancel/config/OracleBlPresentationServicesComponent/coreapplication_obips1
Edit the file to add the line <UpdateAccountGUIDs>UpdateAndExit</UpdateAccountGUIDs>
and restart the Bl presentation services once again.

2.9 Note that the steps mentioned above will force the Bl Presentation Services to shut down
after updating the Account GUIDS.

In that case, go to instanceconfig.xml file and revert back the changes made i.e. remove the
line <UpdateAccountGUIDs>Update AndExit</UpdateAccountGUIDs> from the
instanceconfig.xml file and restart the services again.

E. Starting the Analytics services

The Oracle Business Intelligence system components can start in any of the following manner.
1. Through OPMN controller

For Windows Server

1.1 Open a command prompt, navigate to <OBIEE Install
Folder>/instances/instancel/bin

1.2 Run the ‘opmnctl startall’ command.

For Other Servers
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a. Navigate to < OBIEE Install Folder > /instances/instancel1/bin

b. Run the command ‘. /opmnctl startall’

c. Check the status by running the command ‘. /opmnctl status’

rei

2. Through Enterprise Manager

hin

e B b
e e

i
i

a. Login to the EM administration screen using the url ’http://<hostserver name or

IP>:<Port No Default is 7001>/em’

b. Expand 'Business Intelligence' node on the left and choose Core application.

c. Navigate to Capacity management > Availability.

d. Click on the necessary buttons to start and stop the services.

coreapplication®
Business Inteligence Instance «

iabi

% Release Configuration

Change fFend et
Owverview Capacity Management = [Dizgnostics

Metrics | Awvailability | Scalability  Performance

Deployment

@sStart Al Stop Al @ Restart Al

D Stop Selected [ Restart Selected

Name
E H‘g BI Presentation Servers
IJ;I coreapplication_obips1
] H% BI Servers
) (34 B1 Schedulers
) (3 B1 Cluster Contrallers
i Eﬁ EI JavaHosts

Status

==l =l =l =

REV-QVS-¥13.i-flex.com 9710 instancel

Port Orade Instance MNote
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3. In case of any problems check for the log files present in the respective diagnostic folders
of analytics server that is, <OBIEE Install Folder>/instances/instancel/diagnostics/logs.

F. Testing the Analytics reports

1. Log in to ‘http:// <host server name or IP>:<Port No default is
7001>/analytics/saw.dl?Dashboard’ using your Administrator credentials created during
platform install.

2. Check for the reports availability.

In case of any problems, check for the log files present in the respective diagnostic
folders of analytics server, that is, <OBIEE Install
Folder>/instances/instancel/diagnostics/logs.
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9 Deploying Data Management Application Pack Analytics

This chapter includes the following sections:

e Managing OBIEE Activities

e Deploying Data Management Application Pack Analytics

9.1 Managing OBIEE Activities

This section covers following topics:

e Installing OBIEE Server

e Installing OBIEE Windows Administration Client

e Disabling the Cache Feature in OBIEE Server

9.1.1 Installing OBIEE Server

To install Oracle Business Intelligence Enterprise Edition (OBIEE) server, refer to Oracle Fusion
Middleware Installation Guide for Oracle Business Intelligencellg Release 1 (11.1.1.9.0). After
installing Oracle Business Intelligence Enterprise Edition (OBIEE) server, get the Enterprise
Manager URL, username, password, and OBIEE installed directory from the System
Administrator.

9.1.2 Installing OBIEE Windows Administration Client

To install OBIEE repository administration client for Windows machine, refer to Oracle® Fusion
Middleware Installation Guide for Oracle Business Intelligencellg Release 1 (11.1.1.9.0).
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9.1.3 Disabling the Cache Feature in OBIEE Server

Login to Enterprise Manager, and perform the following steps:

1. Click Business Intelligence directory from left hand side menu and select coreapplication.

CHIACLG Lrampring Mareger 1197 e watnee s (o o
Plrwme P
o - & Owrvgpdiation

2 )0 e wioae oW .

Do Cvnters

Select Capacity Management tab.

Select Performance sub tab.

Click Lock and Edit Configuration tab.

Uncheck the Cache Enabled option to disable the cache.
Click Apply = Activate Changes.

Select Yes when prompted.

Click Restart to apply recent changes.

© No ok~ wDN

9.2 Deploying Data Management Application Pack Analytics

Perform the following steps to deploy Analytic Reports:

1.
following command:

<OBIEE Installed Directory>/instances/instancel/bin

./opmnctl stopall

OBIEE windows administration client is installed.

a. Open the repository using OBIEE Windows administration client.

b. Select DGS.rpd file. Click Open.

Stop Oracle Process Manager and Notification Server (OPMN) services by executing the

Copy DGS.rpd from $FIC HOME/DGSBI of Web layer to windows machine where the

Perform the following steps to change the default password for the repository:
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c. The OBIEE Windows Administration Client to enter Repository Default Password is
displayed.

Repository Password:

d. Enter default repository password as password123.

e. Click File menu, select Change Password.

"[E] vracle b1 Adminstration 1o -
Edit View Manage Tools Diagram Window Help

New Repository... CrlsN B ‘@ e R N ‘x ‘

Open 4 —
Multiuser » Business Model and Mapping Physical
Source Control > +-E&8 DGS E_ﬂ-m
Close

Save Ctrl+S

Save As >

Copy As * bofile

Print Preview..,

Print

Import Metadata...

Compare...

Turn off Compare Mode

Merge...

Check Global Consistency Ctrl+K
Chec odels »

1DGS.rpd
2 Di\Sree\..\1/02201\DGS.rpd
3 D:\Sre€\...\08022017\DGS.rpd
4 D:\Sre€\...\06022017_1\DGS.rpd

Exit

Change repository password [Num | )

4. Enter the new password. Click OK.
5. Perform the following steps to configure connection pool of repository:
a. Select Manage - Variables from the menu.
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18] Oracle BI Administra

File Edit View BUSUEREE Tools Diagram  Window Help

= el R ke

Presentation ';&—Pi“g Physical

@ DataGoven  Clusters in =B DGS

||| =@ Data Goven Identity... &) Connection Pool

#-@ DataGoven . @ Intiglization Blocks
- @ Data Govt le &% AQM2_DGSATM
=@ DataGov:J lity @ && DGSREPORT
[ Data Gov Projects... lity and Profile

- @ Data Govt Marketing... Actions

[ Data Govem % ators

i @ Data Govemance Studio - Process Monitoring

2] @ Data Govemance Studio - Reports

Edit repository variables | INUM )
b. Select static variables under the Repository section.
ot I - Sl
File Edit iew Manage Tools Diagram Window Help
R - -EL B T
— — ical
-3 3 DGS
(| @ Data Govemance Studio - &, Connection Pool
| - Data Govemance Studio - @ Initialization Blocks
@ Data Govemance Studio - T;‘E | Name -y AQM2_DGSATM
() Data Govemance Studi @3 Inttalization Blo. [ T%) Variable s51 #- &% DGSREPORT
@ Data Govemance Studio -D/| = =-[?] Variables (%), Variable LE
#- @) Data Govemance Studi (%) Dynamic | (3} e ATOMIC_SCHEMA
(@ Data Govemance Studio - Kijl [?] Static T\ /risble NS
@ g gala Govemance gtur- ol =@ Se“lm » (3} Varizble INFODOM
) ata Govemance Studio - Rif I % \;:,I‘: zlzt;cn Blo. (2, Variable SEGMENT
=t [ .
g [$ System E'V?Tla.blev USR_LOCALE
“& Sec... »  Initialization Block Source System
1) Non-Syst.. | - Intialization Block Legal Entity
Rilaon 3 Intialization Block Infodom
3 Initialization Block Segment
&3 Inttalization Block Usr_Locale
| For Help, press F1
For Help, press F1 [ INUM | Z
L SiE T i -

Initializer section. Save the changes.

e. Inthe Physical section, expand DGS directory.

Select the variable SCHEMA and enter the schema name within single quotes under the
Default Initializer section. Save the changes.

Select the variable TNS and enter the TNS details within single quotes under the Default
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[ —
[2) Oracle Bl Adn o)
File Edit View Manage Tools Diagram |
||JD@@6 REE|kE@
Name: |Conneﬁion Pool
Presentation Physical
3} @ii Data Govemance Studio - Attestation Callinterface: [Defaull {OCl1 10g/11g) =8 &GS
2] Data Govemance Studio - CDE . — [ﬁ Connection Pool
(@ Data Govemance Studio - Controls oute conpecios: 10 m Inttialization Blocks
- {@ Data Govemance Studio - Data Profile I~ Require fully qualfiied table names - & AQM2_DGSATM
(@ Data Govemance Studio - Data Quality S & DGSREPORT
@@ Data Govemance Studio - Data Quality and Profile Datasource name:  [VALUEOF(TNS)
& @ Data Govemance Studio - Issues and Actions [V Shared logon
s () Data Govemance Studo - Key Indicators User name: [VALUEOFATOMIC_SCF  Password: [os
& @ Data Govemance Studio - Process Monitoring
(@ Data Govemance Studio - Reports [V Enable connection pooling
' Timeout: I5 Ibninmes)
IV Use multithreaded connections
IV Parameters supported
Isolation level: | Defaut
Description:
Connection Pool "DGS"."Connection Pool" 0K Cancel | Help | NUM ¥

f. Double-click Connection Pool to open the Connection Pool Properties window.
g. Enter atomic schema user password in Password text box.

3)

h. Click OK.
- & -
[E) Oracle BI Administration Tool - DGS.rpd I o |3
Bile Edit Yiew Manage Tools Disgram  Winfll  General | Connection Scipts | XML | Wite Back | Miscelaneous |
IHD@'@@@ $En|2|g
Name: |Connection Pool Pemissi
|| Presentation | Physical
&l @ﬁ Data Govemance Studio - Attestation Callinterface: | Defaut (OCI 10g/11g) ~| =8 &GS
o2} Data Govemance Studio - CDE 5 AT lﬁ Connection Pool
[#-(@ Data Govemance Studio - Controls St Caectons, 102 @ Intialization Blocks
lfﬁ Data Govemance Studio - Data Profile ™ Require fully qualfied table names -ty AQM2_DGSATM
@ Data Govemance Studio - Data Quality 5 &% DGSREPORT
(@ Data Govemance Studio - Data Qualty and Profile Dt e |VALUEOF(|'NS}
(@ Data Govemance Studio - Issues and Actions [V Shared logon
(@ Data Govemance Studio - Key Indicators 2 e
(@ Data Govemance Studio - Process Monitoring s oy IVALUEOF(ATOM‘C_SCP i 55 I

+

& @ Data Govemance Studio - Reports

L

|| Connection Pool "DGS"."Connection Pool” i OK Cance! |
&

Help ng [ Nom[ )
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i. Double-click Initialization Blocks to open the Connection Pool window.
j-  Enter atomic schema password in Password text box.

k. Click OK.

"B Oracle 81 Administration To nnection Pos — T 3.
Elle  Edit Vi Manage D il General | Connection Scripts | XHL | Wrte Back | Miscellaneous |
IJJD@@@ A8 KEnE|A|]
Name: Pemissi
Presentation —] Physical
l @ Data Govemance Studio - Attestation Call interface: | Defautt (0C1 109/11g) ~| =8 DGS
& @ Data Govemance Studio - CDE 2 i l—EA m Connection Pool
([ Data Govemance Studio - Controls Maan comnectons: 10 @ Intialization Blocks
#- @ Data Govemance Studio - Data Profile I~ Require fully qualfiied table names &4 AQM2_DGSATM
(@ Data Govemance Studio - Data Quality 5 # <& DGSREPORT
& @ Data Govemance Studio - Data Quality and Profile Ugamottee e |VALUE0F(TNS)
& @ Data Govemance Studio - Issues and Actions V¥ Shared logon
S0 Deta Govemance Studo Koy Indcators User name: [VALUEOFATOMIC_SCF  Password: [ssssssessss
& @ Data Govemance Studio - Process Monitoring = =
- [@ Data Govemance Studio - Reports V' Enable connection pooling
Timeout: |5 |¢n1nl.nes) ll
V' Use multithreaded connections
V¥ Parameters supported
Isolation level: | Defautt ~|
Description:
G ction Pool "DGS"."Ci ction Pool" I
onnection Pool onne |on_oo 0K Cancel | Help
6. Click File menu and then click Save.
208 Edit View Manage Tools Dngram Window Help
New Repository... Ctrl+N E ‘@ i W) ORI R igﬁ I
Open 3
Multiuser > Business Model and Mapping ﬁ—
Source Control » & @ DGS =B DGS
Close 7= Connection Pool |
S
Save As » -k AQM2_DGSATM
= 4% DGSREPORT
Copy As > tofie

Change Password...

Print Preview.

Print

Import Metadata...
Compare...

Tutn off Cornpare Mode
Merge...

Check Global Consistency

Chec

Ctrl+K

1DGS.rpd

2 D:\Sree\..\17022017\DGS.rpd

3 D:\Sree\...\08022017\DGS.rpd

4 D:\Sree\..\06022017_1\DGS.rpd

Exit

Save the active repository
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E Oracle B Administration Tool - DGSrpd

File Edit w  Manage Tools Diagram

T ERT

7. Click Yes on the pop-up message Do you want to check global consistency?

o @] = T

Presentation

IaR=2—2— QEI\::,\&D D\@mk

% B

2} ﬁ Data Govemance Studio - Attestation

Business Model and Mapping

Physical

(@ Data Govemance Studio - CDE

(@ Data Govemance Studio - Controls

-3 Data Govemance Studio - Data Profile

@ Data Govemance Studio - Data Quality

@ Data Govemance Studio - Data Quality and Profile
+- [ Data Govemance Studio - Issues and Actions

£ @ Data Govemance Studio - Key Indicators

2] @ Data Govemance Studio - Process Monitoring

+- @ Data Govemance Studio - Reports

# Ei DGS

[ Oracle BI Administration Tool

Cancel

=8 DGS

@, Connection Pool
@ Intialization Blocks “

& AQM2_DGSATM

# <& DGSREPORT

||
[For Help, press F1

8. Click OK, on the pop-up message Consistency check didn’t find any errors,

practices violations.

NOTE: Warnings on consistency check can be ignored.

IV Errors (0)

™ Warnings (35)

Message

Type | Object Tvpe I

Object

Itrmr!lo.[

Error Description

[™ show Qualified Name  Objects...

Stats

Sav

Check All Objects

Edil

'

GoTo

Cop!

A Global Consistency Check was performed. 0 Error(s) (0 shown), 35 Warning(s) (0 shown), and 0 Best Practice violations(s) (0 shown) found.

For Help, press F1
& =

9. Copy DGS.catalog file from <FIC HOME>/DGSBI of Web layer to your local machine.

10. Login to Enterprise Manager.
coreapplication and then click Deployment tab.

Click Business Intelligence directory at LHS. Select
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11. Click Repository tab.
ORACLE Enterprise Manager 11g Fusion Middieware Control Setup » Help + Log Oy
Logged in a5 weblogic

8- 4 coreapplication @
V &3 Farm_bifoundation_domain Business Intelligence Instance + Page Refreshed Mar 16, 2017 2:58:12 PM 15T 0}
&> (13 Appicaton Deployments
= [ Webloge Domain Change Center: | B ock and Edit Configuraton | () Restart to apply recent changes €]
7 [3 Business Inteligence
[ S Overvien Avalabilty Capaaty Management Disgnostics Seaunty Deployment
& [ et Presentation Repository Scheduler Marketing Mail
Apoly

BI Server Repository

This section shows the current installed RPD. You can use this section to configure a shared RPD location.

Upload BI Server Repository
Use this section to upload a new RPD and its password to your BI Server domain. You may also use this section to re-enter the password if a mistake was made on a previous upload.

Repostory Fle | Browse.. | Nof

BI Presentation Catalog
This section shows the current location of the catalog used by Presentation Services. Use this section to change the location of the catalog, or to share the catalog by pointing to a shared location

IEES 1/bifoundation/Ox X

Catalog Location

12. Click Lock and Edit Configuration. The Lock and Edit Configuration Confirmation window is

displayed.

ORACLE Enterprise Manager 11g Fusion Middieware Control

Setp v Help v LogOut

Logged in 85 weblogic

2 - < coreapplication @
7 [ Ferm_bifoundation_domain (5] Busness Inteligence Instance + Page Refreshed Mar 16, 2017 2:58:12 PM 15T 02
& (23 Application Deployments
> (23 Weblogc Domain Change Center: | Lock and Edit Configuration | () Restart to apply recent changes @
V (2 Busness Inteligence
3] coreapplication Overview Availabiity Capacity Management Diagnostics Seauity Deployment
L | pository Scheduer Marketing Mai
BI Server Repository Aodly

Thes section shows the current nstalled RPD. You can use this section to configure a shared RPO location,

Default RPD DGS_BI00S1

RPD Publishing Directory
Upload BI Server Repository (@ confirmation
Use this section to Upload 8 new RPD and its passvord 10 | 4 edit Configuration - Completed S stully us upload.

Repository File | 8

Done
Reository Password

o |

Confirm Password

BI Presentation Catalog
This section shows the curent location of the catalog used by Presentation Services. Use #his section to change the location of the catalog, or to share the catalog by ponitng to a shared location.

JOBIEES. DG

Cataiog

13. Click Close.
14. In Upload BI Server Repository section, browse the DGS.rpd file from Windows machine.
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ORACLE Enterprise Manager 11g Fusion Middlewars Control

g:Fam v

Setup ~ Help ~ Log Out
= 4 coreapplication @
7 [§ Farm _bifoundation_domain (2] Business Inteligence Instance ~

= [ Application Deployments
& [23 Weblogic Doman

Logged in as weblogic
Page Refreshed Mar 16, 2017 2:58:12 M 15T 03
Change Center: | [ Actvate Changes @y Release Configuration ) Restart to apply recent changes @
7 (23 Business Inteligence
) [corcappication] Overview Availabiity Capacity Management Diagnostics Seaurity Deployment
= 23 Metadata Repositories Presentation Repository Scheduler Marketing Mai

BI Server Repository

This section shows the current installed RPD. You can use ths secton to configure a shared RFD location

fault RPD DGS_BI0OS1

[Clshare Repository

Upload BI Server Repository

" to upload a new RPD and Its password to your Bl Server domain. You may also use this section to re-enter the password If a mistake was made on 2 previous upioad.
DGS.pd _ Update...

BI Presentation Catalog

Ths section shows the current location of the catalog used by Presentation Services, Use this section to change the location of the catalog, or to share the catalog by pomting to a shared location.
BIEES. Ofinst

ces nstance 1/bifoundation /O

ppication_obips 1/ca

15.

Enter the new repository password in Repository Password and Confirm Password.
16.

In Bl Presentation Catalog section, provide the Catalog Location as
<OBIEE Installed Directory>/instances/instancel/bifoundation/

OracleBIPresentationServicesComponent/coreapplication obipsl/
catalog/DGS

17. Click Apply.

18. Click Activate Changes. An Activate Changes Confirmation window is displayed.
ORACLE Enterprise Manager 11g Fusion Middieware Control

§:ram~

Setup ~ Help ~ LogOut
=R 4} coreapplication @
7 @ Fam_ifoundaton_donain B v i e

& (23 Appication Deployments
& 1) Webl.ogic Domain

Logged in a5 weblogic
Change Center:
7 [ Busness Intelligence

[ Actvate Cranges

Page Refreshed Mar 16, 2017 2:58:12 P 157 03
g Release Configuration (), Restart to apply recent changes @
5) (Coaappiiataa] Avalabiity Capaity Management Diagnostics Seasity Deployment
> (] Metadats Repositories Repository Scheduer Marketing wail

t installed RPD. You can Lse this secton o configure a shared RPD locaton
D DGS_BI00S2
Share Repsitory
RPO Publishing Directory
Upload BI Server Repository [& confirmation

Use this section to upload  new RPD and its passnord 1o Activate Changes - Completed Successfully

us upload.
tory Fle || Browse... | No fle selected
Done

_cose |

BI Presentation Catalog

This section shows the current location of the catalog used by Presentation Services. Uise this saction fo change the locabon of the catalog, or to share the catalog by pomting to 3 shared location.

_cbips1/ca

19. Click Close.
20. Click Restart to apply recent changes.

You will notice a new catalog folder with the name DGS is created at the location <OBIEE
Installed Directory>/instances/instancel/bifoundation/Oracle
BIPresentationServicesComponent/coreapplication obipsl/catalog/

21. Select Catalog Manager to connect to the new catalog.
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[[=] Oracle Business Intelligence Catalog Manager ‘ - = : e - (E=HE- SR

‘File Edit View Tools Help
dEDm| oW e
3 Tree 53 I
Qv

My Permis...  Attributes Size

tin.oracle.com:9704/analytics/saw.dll ~ \’ Browse... |

User: weblogic v

Password: eeesssecesse

Locale: English (English) ~

View Only Mode

22. Once connected, expand Catalog Root and select Shared Folders.
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[=] Oracle Business Intelligence

File Edit View Tools Help

T HNED Qe =

=:8
4[] Catalog Root
[ Shared Folders| /shared . m
< Mome Type Owner My Permis... Attributes Size

[ZJ User Folders

23. Select File and then Unarchive from the drop down.
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v [] Oracle Business Intelligence Catalog Manag [wﬁfOOalLih.oracle.coWWana'lyﬁsfsaw.d’ﬁ @M
[[Fie] et View Tooks Help %

2y Open Catalog Ctrl+0 ‘]

[¥] Close Catalog =8 Eg:g Table 52 =gl

@8 Search ‘

/shared v |G
Explore

B:' Archiel Ctrl+Shift+C Name Type Owner My Permis... Attributes Size

[] Unarchive... Ctrl+Shift+V

M Exit Alt+F4

24. When prompted, click Browse and select the saved DGS.catalog file on your local machine.
25. The RPD and catalog are deployed and the application is ready to view the reports.

9.3 Updating Server Specific Parameters

This feature is used in the dashboards where in the user navigates from OBIEE dashboard links
to OFSAA application. For Example: Create a new issue

1. Insert/update the columns of the table obiee_parameters in atomic schema with the
appropriate values.

INFODOM <INFODOM>
SEGMENT <SEGMENT>
LOCALE <LOCALE>

9.4 Alias Configuration

This configuration is required to successfully navigate from a report to a dashboard page while
filtering the data in the all the reports on that page. This functionality is used in various reports
across the DGR dashboards.
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1. Navigate to
<MIDDLEWARE HOME>/user projects/domains/bifoundation domain/

config/fmwconfig/biinstances/coreapplication directory.

2. Locate the ActionFrameworkConfig.xml file. Take a backup so that any unwanted
changes to the file can be reverted to the original state.

3. Open the file for editing. Locate the </aliases> tag and replace it with the following XML
code:

<aliases>

<location-alias>

<alias>actionsrv</alias>
<actual>http://<hostname>:<port number> </actual>
</location-alias>

<location-alias>

<alias>biserver</alias>

<actual>http://
<hostname>:<port number>/analytics/saw.dl1?WSDL</actual>

<alias>app url</alias>
<actual><OFSAA APP URL></actual>
</location-alias>

</aliases>

For Example:

<actual>http://10.184.155.80:15520/DGSGL</actual>

NOTE: The <hostname>, <port number> and <OFSAA APP_URL> must be replaced with server
specific values.

4. Save the file.
5. Restart the OPMN and Managed Servers.
9.5 Starting Node Manager and WebLogic Servers

Check if the Node Manager is running or not. If not then perform the following steps.
For Windows Server

2. Navigate to Services.

3. Start Service Oracle WebLogic NodeManager.
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%Oracle DE11GRE Y35 \Writer Service
™ 0racle Process Manager (instancel)
%Oracle WiehLogic ModeManager (E_MiddelwareHome_wlserver _10.3) Started
8 OracleDBConsoleDB1 1GRZ

Skarted

4. Alternatively you can start Node Manager and all the managed services from the All
Programs - Oracle Business Intelligence - Start Bl Services option in the start
menu.

Cracle - OH1052077500 BEI Adminisktration

Mogzilla Firefox BI Adminisktration Help File
Microsoft Wisual Studio 6.0 Cakalog Manager
TextPad Deinstall

Cracle - OH445592003 Job Manager

Cracle weblLogic Skark BI 5

Cracle Business Intelligence Skop BI Services

I ©racle Cormmon Home 119 - Homel

For Other Servers

1. Navigate to <OBIEE Install Directory>/ wilserver_10.3/server/bin directory.
2. Run the following command:

nohup ./startNodeManager.sh &

tail -f nohup.out

3. Bringing up this service may take a few minutes depending on your environment, wait
until the command line stops scrolling and indicates INFO: Secure socket listener
started on port <port_no>.

4. Check if the WebLogic Admin Server is running. If not, then follow the below steps.

For Windows Server

1. Navigate to <OBIEE Install Directory>/user_projects/domains/bifoundation_domain
/bin directory.

2. Run the following command:

startWebLogic.cmd

NOTE: The WebLogic Admin Server would have been already started if you had started through the,
All Programs - Oracle Business Intelligence > Start Bl Services as stated above.

Oracle Financial Services Software 133 ORACLE



OFSDM 8.0.6.0.0 Installation Guide

For Other Servers

1.

Navigate to <OBIEE Install Directory>/user_projects/domains/bifoundation_domain
/bin directory.

Run the following command:

nohup ./startWebLogic.sh &

Enter the WebLogic credential defined during the installation.
Execute the following command:

tail -f nohup.out

Bringing up this service may take a few minutes depending on your environment, wait
until the command line stops scrolling and indicates Server started in RUNNING mode.

cAug 25, 2010 10:32:06 AM CEST» <Notice» <WeblLogicServer: c<BEA-D00365: ¢Serwver state changed to RUNNING:
cAug 25, 2010 10:32:06 AM CEST» <Notice» <WeblogicSerwvers c¢BEA-DQ0360> <Server started in RUNNING modesr

Start WebLogic Managed Server (bi_serverl)

Log in to Fusion Middleware Control ‘ http://<hostserver name or IP>:<Port No Default
is 7001>/em’ using the WebLogic credentials defined during installation.

Under the WebLogic domain expand the bifoundation_domain node in the navigation
tree, and select bi_cluster. Click the WebLogic Cluster menu to the right of it. Select
Control from the menu, and select Start Up to start the Managed Servers.

ORACLE Enterprise Manager Fusion Middleware Control 11g
HiFam | 2 Topology
v & bi_cluster®
= EFI Farm_bifoundation_domain ‘% WeblLogic Cluster
E}F] Application Deployments Home
= [ WebLogic Domain
= jﬂ bifoundation_domain Gk 3
= ontro
5] AdminServer S
o >
a bi_cluster Logs Shut Down...
; Weblogic Server Ady
bi serveri ‘WebLogic Server Ad
- Console,
[ [ Byiness Intelligence Performance Summary
[# [ Metadata Repositories Port Usage
Application Deployment >
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c. Verify the status of the applications.

ORACLE Enterprise Manager Fusion Middleware Gontrol 11g Setup -
Effarm~ | & Topology
B~ 1 bi_cluster @ Logge]
= 58 Farm _bifoundation_domain B weblogic Cluster ~ Page Refrashad Jul 7, 2011
[ Applization Depioyments
[=Rin] Logic Domain E Summary @~ E Response and Load
&l £ bifoundation_domain 3,000
&5l Adminserver General Ef To configure and manage this S
= g bi_cluster] Cluster Address Logic Cluster, use the Orace ) ‘/\I
. - gic Server Administration 1,000
5l bi_server1 Cluster Broadcast Channel y
1 [ Business Inteligence Session Replcation Type  (None) o
[B] coreapplication Defauit Lozd Algorithm Round Robin
[ Metsdats Repositories Cluster Messaging Mode Unicast
Salepiognents e [T 09:43 08:45 0947 0249 [i=23) 09:53 0g
P @ July 07 2011
ety Reduest Bean ‘
Hame Status  Target e Processing  Accesses — Request Processing Time (ns) = Requests (Der minute)
Time {ms) {per minute)
3 Internal Applcations ]
2 8, analytics(11.1.1) [ bi_cluster 1 303 0.00 B Servers
@ analytics(11.1.1) < bi_server1 1 42 0.00  Search @
B &, bilocaladmin(11. 1.1) < bi_cluster 0 [ 0.00 Active  Request
q G biserven o o oon  MNeme A< Sttus  Host Listen Part Sessons o= |
G biduster a 113 0.00 | B b servert 3 REV-OVS.. o704 1 43
4 bi_server1 0 s0 000 o
Er) bi_cluster 0 [
< bi_serveri 0 o
G bi_duster 0 o
ke bi_server1 0 o
4 bi_duster 0 o
Ee) bi_server1 0 o
a bi_duster i o
< bi_server1 0 o
= 5, essape Ee) bi_duster 0 0
@) ESSAPP < bi_server1 0 o
B 8, mapviewer{11.1.1) (e bi_cluster 0 0
@) mapuiewer(11.1.1) Er) bi_server1 0 o
B & OrackeRTD(11, 1. 1.3.0) < bi_duster 0 o
@ OracieRTD(11.1.1... < bi_server1 0 0

5. Through Enterprise Manager:

a. Login tothe EM Administration screen using the URL
’http://<hostserver name or IP>:<Port No Default is 7001>/em’

b. Expand Business Intelligence node on the left pane and select
coreapplication.

c. Navigate to Capacity Management = Availability.

d. Click on the necessary buttons to start and stop the services.

coreapplication®
@ Business Inteligence Instance «

Change fFand E et %Release Configuration

Owverview Capacity Management | [Disgnostics | Security | Deployment

Metrics | Awvailability | Scalability  Performance

@start Al Stop Al [ Restart Al [ Start Selected [ Stop Selected [ Restart Selected

Name

=] % BI Presentation Servers
ﬁ coreapplication_obips1

G B servers

5 B1 Schedulers

BT Cluster Cantrollers

B2 BT JavaHasts

w
o
=
G

Host Port Orade Instance MNote

REV-

V5-%13.i-flex.com 9710 instancel

(=l =l b =p =pl =
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e. If any problems, check for the log files present in the respective diagnostic
directories of the analytics server, that is, <OBIEE Install
Directory>/instances/instancel/diagnostics/logs.

6. Testing the Analytics Reports:

a. Log in to ‘http:// <host server name or IP>:<Port No default is
7001>/analytics/ saw.dll?Dashboard’ using your Administrator credentials
created during platform install.

b. Check for the reports availability.

If any problems, check for the log files present in the respective diagnostic directories of
the analytics server, that is, <OBIEE Install
Directory>/instances/instancel/diagnostics/logs

For details, see Oracle Business Intelligence Configuration Guide.
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10

10.1

Appendix A: Configuring Web Server

This appendix includes the following sections:

e Configuring Web Server

e Configuring Web Application Server

Configuring Web Server

This step assumes an installation of a Web Server exists as per the prerequisites.

Refer the product specific Installation Guide/ Configuration Guide to install/ configure the Web Server. If
an installation already exists, skip and proceed to the next step.

NOTE: Make a note of the IP Address/ Hostname and Port of the web server. This information is required

during the installation process.

10.2

Configuring Web Application Server

This step assumes an installation of a web application server exists as per the prerequisites. To configure
the Web Application Server for OFSAA Deployment refer the following sections:

This section includes the following topics:

e Configuring WebSphere for Application Deployment

e Configuring WebLogic for Application Deployment

e Configuring Apache Tomcat Server for Application Deployment

NOTE: Make a note of the IP Address/ Hosthame and Port of the web application server. This information is

required during the installation process (required if Web Server is not configured).
Refer OFSAA Secure Configuration Guide/ Security Guide mentioned in the Related
Documents section for additional information on securely configuring your Web Server.

10.2.1 Configuring WebSphere Application Server for Application Deployment

You can deploy multiple OFSAA applications on different profiles of a WebSphere application server. To
create multiple WebSphere "Profiles”, in a stand-alone server use the command line option as explained
below. A profile is the set of files that define the runtime environment. At least one profile must exist to run
WebSphere Application Server.

This section includes the following topics:

e Creation of New Profile in WebSphere

e Managing IBM WebSphere SDK Java Technology Edition Versions

¢ Manage Applications in WebSphere
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e Delete WebSphere Profiles

e Configuring WebSphere Shared Library to Support Jersey 2x and Jackson 2.9x Libraries
e Error! Reference source not found.

e WebSphere Memory Settings

e Configuring WebSphere for REST Services Authorization

e Configuring Application Security in WebSphere

10.2.1.1 Creation of New Profile in WebSphere

A new profile is created in WebSphere through the command line interface using the manageprofiles.sh
command which resides in <WebSphere Install directory>/AppServer/bin directory.

The command to create a profile without admin security through command line is as follows:

"manageprofiles.sh -create -profileName <profile> -profilePath <profile path>
-templatePath <template path> -nodeName <node name> -cellName <cell name> -
hostName <host name>"

Example:

Susr/home>. /manageprofiles.sh -create -profileName mockaix -
profilePath/websphere/webs64/Appserver/profiles/mockaix -
templatePath/websphere/webs64/Appserver/profileTemplates/default -nodeName
ipa020dorNode04 - cellName ipa020dorNode04Cell -hostName ipa020dor

The command to create a profile with admin security through command line is as follows:

"manageprofiles.sh -create -profileName <profile> -profilePath <profile path>
-templatePath <template path> -nodeName <node name> -cellName <cell name> -
hostName <host name> -enableAdminSecurity true -adminUserName <Admin User
Name> -adminPassword < Admin User Password> -samplespassword <sample User

Password>"

Example:

Susr/home>. /manageprofiles.sh -create -profileName mockaix -
profilePath/websphere/webs64/Appserver/profiles/mockaix -
templatePath/websphere/webs64/Appserver/profileTemplates/default -nodeName
ipa020dorNode04 -cellName ipa020dorNode04Cell -hostName ipa020dor -
enableAdminSecurity true -adminUserName ofsaai -adminPassword ofsaai -

samplespassword ofsaai"

NOTE: While using the manageprofiles.sh command to create a new profile in WebSphere, you can also use
"-validatePorts" to validate if the specified ports are not reserved or in use. Additionally, you can
specify new ports with "-startingPort <base port>" which specifies the starting port number to
generate and assign all ports for the profile. For more information on using these ports, refer
WebSphere manageprofiles command.
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10.2.1.2 Managing IBM WebSphere SDK Java Technology Edition Versions

By default, WebSphere Application Server V8.5.5.X uses the Java 6.0 SDK. You must upgrade to Java 7.X SDK
or JAVA 8.X SDK.

Prerequisites: Install the IBM WebSphere SDK Java Technology Edition Versions 1.7.X_64 or 1.8.X_64.

Perform the following steps to upgrade to Java 7.X SDK or JAVA 8.X SDK:

1.

Enter the WebSphere URL in the format http://HOST NAME:PORT  NUMBER/ibm/console (use
https if SSL is enabled.). For example, http://192.168.1.0:9000/ibm/console.

Login with your administrator user ID and password.

From the LHS menu, click Servers to expand and view the menu.

Click Server Types to expand the menu further and then click WebSphere Enterprise Application Servers
to view the Application servers window.

On Application servers window, click the required Application Server link. For example, serverl in the
following illustration:

Application servers 4 =
Application servers > serverl
Use this page to configure an application server An application server is a server that provides services required to run enterprise applications.

Runtime Cenfiguraticn

General Properties Container Settings

Name =
=€s5si10n0 managament

@ SIP Container
Node name

anNode01 |

£
)
i+

Run in development mode

¢! parallel start

Start components as needed

Access to internal server classes

Server-specific Application Settings

Classloader policy

Class loading mode

Apply | OK || Reset || Cancel

@ Business Process Services

AEEllcalmns

Installed apolications

Server messaging

Messaging engines

Messaging engine inbound transports

WaebSphere MQ link inbound transports
SI8 service

Server Infrastructure

# Java and Process Man
$ Administration

Java SDKs

6. Click Java SDKs link from Server Infrastructure to view the list of Java SDKs.
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Application servers ? s

Application servers > serverl > Java SDKs

This page lists the software development kits (SDKs) that are installed on the server. These SDKs are available to the servers,

@ Preferences

Make Default
A adlb
Gl

Select | Name £ Version Location £ Bits £ Default &

You can administer the following resources:

| 1.6_64 1.6 ${WAS_INSTALL_ROOT}/java 64 false
1.7_64 1.7 S{WAS_INSTALL_ROOT}/java_1.7_64 | 64 false
v 1.8 64 1.8 S{WAS_INSTALL_ROOT}/java_1.8_64 | 64 true

Total 2

7. Select either 1.7_64 or 1.8 _64 based on the JVM version with which you plan to install OFSAA or have
installed with.

8. Click Make Default button and save to master repository.

9. Restart the WebSphere Application Server to apply the changes to the IBM application profile.

10.2.1.3 Manage Applications in WebSphere

To manage the installed applications in WebSphere, do the following:
1. Open the administrator console using the following URL.:
http://<ipaddress>:<Administrative Console Port>/ibm/console

Example: http://10.111.222.333:9003/ibm/console (https if SSL is enabled)

NOTE: Administrative Console Port value is available in serverindex.xml file within <WebSphere Profile
Directory>/config/cells/<Node Cell>/nodes/<Node Name> directory.

The Integrated Solutions Console Login window is displayed.
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Integrated Solutions Console

Log in to the console.
User ID:

upgs73
Password:

Log in l

2. Log on with the User ID provided with the admin rights.

3. From the LHS menu, expand the Applications = Application Type - WebSphere Enterprise
Applications.

4. The Enterprise Applications screen is displayed.
Enterprise Applications ¥=

Enterprise Applications
Uze thiz page to manage installed applications. A single application can be deployed onte multiple servers.

B Preferenzes

Sur:] Stop [ns:alll Uninzezll Update Rellout Updare ] Remowve File I Expﬂﬂ'.| E.rc;nn.DDI_I Expart File

Select Name 2 Application Status Q_
You can administer the following resources:

D Defsulttoplization

I:‘ ivtap

D guery

F ¥ ¥ &

O yupgs?3
. Total 4

5. This Enterprise Applications screen helps you to:
e Install new application

e Uninstall existing applications
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e Start or Stop the installed applications

10.2.1.4 Configuring WebSphere Shared Library to Support Jersey 2x and Jackson 2.9x Libraries

Perform the following configuration to set WebSphere shared library to support jersey 2x and Jackson
2.9x libraries.

1. Click Environment from the menu on the left to expand and view the list. Click Shared Libraries to
open the Shared Libraries window.

2. Enter details as shown in the following:

1. Name: Enter a unique identifiable name.

2. Description: Enter a valid description.

3. Classpath: Enter the absolute path where the JARs related to Jersey 2.x and Jackson 2.9x are
copied. These jars are available in the <OFSAA_HOME>/utility/externallib/WEB-INF/lib directory
after creation of the EAR file.

3. Select Use an isolated class loader for this library.

4. Click OK to save to master configuration.

5. Select the application or module and map the shared libraries. Click OK. In the following illustration,
ofsa is selected.
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6. From the Shared Library Mapping window, move the required shared libraries from Available to
Selected. In the following illustration, JERSEY2x is selected.

7. Click OK.
8. Similarly, select the next application or module and repeat the procedure from steps 5to 7.
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9. Disable the built-in JAX-RS via JVM property.

1. Go to WebSphere admin console in Servers > WebSphere Application Servers >
yourServerName.

2. In Server Infrastructure section, go to Java and Process Management > Process definition >
Java Virtual Machine > Custom properties.

3. Add the following property:

com.ibm.websphere.jaxrs.server.DisableIBMJAXRSEngine=true

10. Restart the application.

10.2.1.5 Delete WebSphere Profiles

To delete a WebSphere profile, do the following:
1. Select the checkbox adjacent to the required application and click Stop.
2. Stop the WebSphere profile to be deleted.
3. Navigate to WebSphere directory:

<WebSphere Installation Directory>/AppServer/bin/
4. Execute the command:

manageprofiles.sh -delete -profileName <profile name>
5. Delete profile directory.

Example:
<WebSphere Installation Directory>/AppServer/profiles/<profile name>

6. Execute the command:

manageprofiles.sh -validateAndUpdateRegistry
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10.2.1.6 WebSphere HTTPS Configuration
Following are the steps for configuring an HTTPS Transport on WebSphere:
1. Create a profile using the Profile Creation Wizard in WebSphere.

2. Note down the https port specified during this process and use the same as servlet port or web server
port during OFSAAI installation.

To enable https configuration on Infrastructure, assign value 1 to "HTTPS ENABLE" in

OFSAAI_InstallConfig.xml file for Silent Mode OFSAAI installation.

10.2.1.7 WebSphere Memory Settings

To configure the WebSphere Memory Settings:

1. Navigate to WebSphere Applications Server > Application Servers - Serverl - Process
Definition - Java Virtual Machine.

2. Change the memory setting for Java Heap:
Initial heap size = 512

Maximum heap size =3072

10.2.1.8 Configuring WebSphere for REST Services Authorization

Configure the following in WebSphere to enable REST API authorization by OFSAA:
3. Log on to WebSphere console with the User ID provided with the admin rights.

4. Expand Security menu in the LHS and click Global security > Web and SIP security > General
settings.

5. De-select the Use available authentication data when an unprotected URI is accessed
checkbox.

6. Click OK.
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7. Click Save to save the changes to master configuration.

10.2.1.9 Configuring Application Security in WebSphere

10.2.2

This is a mandatory security procedure for WebSphere to restrict the unauthorized access of configuration
files in directories. For detailed information, see the Oracle Financial Services Analytical Applications
Infrastructure Security Guide.

Configuring WebLogic for Application Deployment

You can deploy multiple OFSAA applications on different domains of a stand-alone Weblogic application
Server. To create a WebLogic "Domain” you can use the Domain Creation wizard. A domain is the set of
files that define the runtime environment. At least one domain must exist to run WebLogic Application
Server.

Note: For deployment on Oracle WebLogic Server 12.1.3+ (64 bit) with Java 8, download and install
patch 18729264 from My Oracle Support.Following configuration is required only if OFS Big Data
Processing is licensed and enabled in your OFSAA instance and OFSAA is deployed on Oracle
WebLogic Server version 12.2.x:

The jersey-server-1.9.jar file should be copied to <HIVE_LIB_ PATH> path.
This section includes the following topics:

e Creating Domain in WebLogic Server

e Delete Domain in WebLogic

e Configuring WebLogic Memory Settings

e Configuring WebLogic for REST Services Authorization

10.2.2.1 Creating Domain in WebLogic Server

1. Navigate to the directory <wLS_HOME>/wlserver/common/bin andexecute the command:
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./config.sh

The Configuration Type window of the Configuration Wizard is displayed.

Configuration Type ORACLE
FUSION MIDDLEWARE

[l Create Domain

Templates
Administrator Account

Domain Maode and [DE

Configuration Summary

Wihat doyau want ta do?

).r\ Advanced Configuration
[ Canfiguratioh Progress

End Of Canfiguration 8)|Create a new domairy

Update an existing domain

Domain Location: | Jracle/Middleware {Oracle_Home/user_projects f/domains/base_domain Browese

Create a new domain.

Help Next > Cancel

2. Select Create a new domain option and click Next. The Templates window is displayed.

z‘ Fusion Middleware Configuration Wizard - Page 2 of 8@ofss220601

= s
I Snacie )‘
FUSION MIDDLEWARE

fc. Create Domain

#Create Domain Using Product Templates:
Sl Templates
Administrator &ccount Template Categories: All Templates -
T Domain Mode and |DK Available Templates
" " - .
AEEGEeE) CERE R Basic WeblLogic Server Domain - 12.2.1.2.0 [wiserver]
/Tk WieblLogic Advanced Web Services for JAX-RPC Extension - 12.2.1.2.0 [oracle_common]
T Configuration summary WieblLogic Advanced Web Services for [AxX-WS Extension - 12.2.1.2.0 [oracle_commaon]
[ Configuration Progress WiebLogic Coherence Cluster Extension - 12.2.1.2.0 [wiserver]
& [ BF Eenffiger=iian WebLogic [AX-WS SOAPSIMS Extension - 12.2.1.2.0 [oracle_commaon]

Create Domain Using Custom Template

Help

< Back Mext = Cancel
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3. Select the Create Domain Using Product Templates option and click Next. The Administrator
Account window is displayed.

— - ~
j‘ Fusion Middleware Configuration Wizard - Page 3 of 8@ofss220601 - ——

B
b [ i
—
Administrator Account ORACLE
FUSION MIDDLEWARE
st Create Domain :

st Templates

Administrator Account
Damain Made and JDE

Advanced Canfiguration
Confiquration Summary

Configuration Progress

e

End Of Configuration Mam e

weblagic

Password

Canfirm Password

User name may not contain commas, tabs, or any of the following characters: < =#|&70{}

Help < Back Next =
L

Cancel

4. Enter the user name to be assigned to the administrator, the password and confirm the
password. Click Next. The Domain Mode and JDK window is displayed.
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-

-
_j] Fusion Middleware Configuration Wizard - Page 4 of 8@ofss220601

= L
Domain Mode and IDK ORACLE i/ i‘

FUSION MIDDLEWARE
Create Domain

/T\ Domain Mode
Templates
/T\ »/|Development
Administrator Account
T Utilize boot.praperties for username and password, and poll for applications tao deploy.
o Domain Mode and JDK
| Production
Advanced Configuration . o
”T\ Require the entry of 2 username and password, and do not pall for applications to deplay
¥ Canfiguration Sum m ary
DK
2 Configuration Progress ]
. #) Dracle HotSpot 1.8.0_45 fusrfjava/jdkl.B.0_45
~ End Of Configuration

Cther |DE Location:

Help

<« Back Mext = Cance|

L

5. Select from the following options:

In the Domain Mode section, select the required mode (Development
or Production).

In the JDK section, select the required option. If you select Other JDK Location,
click Browse, navigate to the JDK location, and select. Click Next.

The Advanced Configuration window is displayed.
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-
jl Fusion Middleware Configuration Wizard - Page 5 of 9@ofss220601
Advanced Configuration ORACLE
FUSION MIDDLEWARE
Create Domain :
/T\ + | Administration Server
Templates
/T\ L Modify Settings
T Administrator Accaount
T Domain Mode and DK Node Manager
j=) Advanced Configuration Configure Mode Manager
T Administration Server Topology
¥ Configuration Summary Add, Delete or Modify Settings for Managed Servers, Clusters, Virtual Targets and Coherence
Configuration Progress
End Of Configuration
Help < Back Mext = Cancel
\.

6. Select Administration Server. A WebLogic Server domain must have an Administration
Server. You can also select Manages Servers, Clusters and Machines and RDBMS
Security Store, if required. Click Next.

The Administration Server window is displayed.
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z‘ Fusion Middleware Configuration Wizard - Page & of 9@ofss220601

—_——_
Administration Server ORACLE
FUSION MIDDLEWARE

Create Domain

Templates

Administrator Account

Domain Mode and JDKE

Advanced Configuration

Administration Server Server Mame AdminSerer

Configuratioh Summary Listen Address | All Local Addresses

Configuration Progress Listen Port 2091

C———F———

End &f Configuration
Enahle 551

3L Listen Port

Port number must be between 1 and 65535, and different from 550 listen port and coherence port.

Help < Back Mext = Cancel

7. Enter Administration Server details such as the Server Name, Listen
address, Listen Port, Enable SSL (for secure login using https,
select this check box), and SSL listen port. Click Next. The
Configuration Summary window is displayed.

Note: Make a note of the Listen Port or SSL Listen Port value (for
example: 7007), since the same has to be re-entered in the Servlet
port field during Infrastructure installation.
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EI Fusion Middleware Configuration Wizard - Page 7 of 9@ofss220601

Configuration Summary DR’AC Le | j‘
FUSION MIDDLEWARE

Create Domain

v Wiews |Deployment - Mame Bazic WehlLogic Server Domain
Description  Create a basic WeblLogic Server dom air
Templates = base_domain (fscratch/806wds jOracle /Middleware, Author Oracle Corporation
Administrator Account Bl & server

Location Jscratch 806wtz f Oracle Middleware f

D Adminserver

Comain Mode and JOK

Advanced Configuration

Administration Server

S —

&) Configuration Summary
Configuration Progress

End Of Configuration

2| Y 7 S— r

Select Create to accept the above options and start creating and configuring a new domain. To change the
abowe configuration before starting Domain Creation, go backto the relevant page by selecting its name in
the left pane, or by using the Back button

Help = Back LCreate Cancel

8. Verify the configuration details of the WebLogic domain and click
Create. The Configuration Progress window is displayed with the
status indication of the domain creation process.
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-
Fusion Middleware Configuration Wizard - Page 8 of 9@ofss220601

Configuration Progress

Ak Create Domain

_ORACLE
FUSION MIDDLEWARE

100%

Ak Templates I

/ Administrator Account Copy Unprocessed Artifacts

Security Processing

Domain Mode and [DE

Artifacts Generation

4 Advanced Configuration String Substitution

EALAESEAE S

o Administration Server Ro:HRHOcEsSig

-
1
T
T
l
1

o Configuration Summary
(e Configuration Frogress

w End Of Configuration

<pack | Hext Einish Cancel

9. Click Next when 100% of the activity is complete.
The End of Configuration window is displayed
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|3 Fusion Middleware Configuration Wizard - Page 9 of 9@ofss220601

End Of Configuration

. Create Domain
<+ Oracle Weblogic Server Configuration Succeeded
New Domain base_domain Creation Succeeded
Domain Location

2 Templates
J Administrator Account

¢ Domain Mode and |DE Admin Server URL

e raian http:ffofss220601:9081 fconsale
¢ Administration Server

2 Configuration Summary

2 Configuration Progress

1
! End Of Configuration

Help

scratchfS0ewds fOracle /Middleware fOracle_Home/user_projects fdomains fbase_damain

ORACLE

FUSION MIDDLEWARE

.)

Einish

<

10. Click Finish. The domain server is created enabling the
deployment of multiple Infrastructure applications on a single

WebLogic.

NOTE:

Note down the HTTPS port specified during this process and use the same as servlet port or web

server port during OFSAAI Installation.

To enable https configuration on Infrastructure, assign value 1 to "HTTPS_ENABLE" in

OFSAAI_InstallConfig.xml for silent mode OFSAAI installation

11. Add a java option entry -DUseSunHttpHandler=true in WLS HOME/bin/
"setDomainEnv.sh" file (Required only if self signed certificate is used).

10.2.2.2 Delete Domain in WebLogic

1. Navigate to the following directory:
<WebLogic Installation directory>/user projects/domains/<domain
name>/bin

2. Execute stopWebLogic.sh command to stop the WebLogic domain.

3. Delete the WebLogic domain.
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10.2.2.3 Configuring WebLogic Memory Settings

To configure the WebLogic Memory Settings:

1. Change the memory setting for Java Heap t0 -Xms512m -Xmx3072m in
setDomainEnv. sh file, which resides in the directory <DOMAIN HOME>/bin and in
CommEnv. sh file which resides in the common/bin directory.

2. Edit this file for customizing memory settings and garbage collector settings depending on the

available hardware configuration.

Example 1:
if [ "S${JAVA VENDOR}" = "Sun" ]; then
WLS MEM ARGS 64BIT="-Xms512m -Xmx1024m"
export WLS MEM ARGS 64BIT
WLS_MEM ARGS 32BIT="-Xms512m -Xmx1024m"
export WLS MEM ARGS 32BIT
else
WLS MEM ARGS 64BIT="-Xms512m -Xmx1024m"
export WLS MEM ARGS 64BIT
WLS_MEM ARGS 32BIT="-Xms512m -Xmx1024m"

export WLS MEM ARGS 32BIT

Example 2:
JAVA VM=

MEM ARGS="-Xms256m -Xmx1024m"

10.2.3 Configuring WebLogic for REST Services Authorization

To enable REST API authorization by OFSAA in WebLogic, perform the following steps:

1. Openthe config.xml file located in the domain where OFSAA is deployed, that is

<domain home>/config/config.xml.
2. Add the following in the security-configuration tag:

<enforce-valid-basic-auth-credentials>false</enforce-valid-basic-

auth-credentials>.

10.2.4 Configuring Apache Tomcat Server for Application Deployment

This section is applicable only when the Web Application Server type is Tomcat.

This section includes the following topics:
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e Tomcat User Administration

e Configure Tomcat to use JAVA 64 bit Executables

e Configure Servlet Port

e SSL Port Configuration

e Apache Tomcat Memory Settings

e Uninstalling WAR Files in Tomcat

e Configuration for Axis API

e Configure Tomcat for User Group Authorization, Data Mapping, and Disable WADL for the
Web Service

10.2.4.1 Tomcat User Administration

The Tomcat administration and manager application does not provide a default login. You are
required to edit "$SCATALINA HOME/conf/tomcat-users.xml" file as instructed below.

This file contains an XML tag <user> for each individual user, which displays the username and
password used by admin to log on to Tomcat, and the role names to which the admin user is
associated with. For example, <user name="admin" password="admin"

roles="standard,manager"/>

1. Add the manager role to any one of the existing username/password combination as shown
in the example above.

2. Use the same username/password to which the manager-gui role has been assigned to
access the Tomcat Application Manager.

3. Ifthe Tomcat server is already running, it requires a re-start after the above configuration is
done.

10.2.4.2 Configure Tomcat to use JAVA 64 bit Executables

1. Navigate to the SCATALINA HOME/bin directory.
2. Edit the setclasspath.sh file as explained below.

Replace the following block of text:
# Set standard commands for invoking Java.
RUNJAVA="SJRE HOME"/bin/java
if [ "$0s400" != "true" ]; then
RUNJDB="$JAVA HOME"/bin/jdb

With:

# Set standard commands for invoking Java.

Oracle Financial Services Software 156 ORACLE




OFSDM 8.0.6.0.0 Installation Guide

RUNJAVA="S$ JAVA_BIN" /j ava
if [ "$0s400" != "true" ]; then

RUNJDB="S$JAVA BIN"/jdb

3. If the Tomcat server is already running, it requires a re-start after the above configuration is
done.

NOTE: If Tomcat server is installed under different Unix profile, set JAVA_BIN environment variable
in profile to include the Java Runtime Environment absolute path. For example:

export JAVA_BIN /usr/java6_64/jre/bin

export JAVA_BIN = /usr/java6_64/jre/bin//sparcv9 for Solaris Sparc

10.2.4.3 Configure Servlet Port
The default servlet port configured for the Tomcat installation is 8080. Ignore this section if you
need to use the default port.

If you need to use a different port number, you must first configure the port in the "server.xml" in
the "conf" directory of Tomcat Installation directory. The following steps guide you through the
configuration process:

1. Navigate to SCATALINA HOME/conf. Open server.xml and locate the tag:
"Define a non-SSL HTTP/1.1 Connector on port 8080 "

2. Against this tag, a parameter is specified 'Connector port = "8080"'. Edit this value to
the new port number that is used during the installation process.

3. Save your changes in "server.xml".

NOTE: Make a note of the servlet port configured. This information is required during the installation
of OFSAA Application Pack.

10.2.4.4 SSL Port Configuration

If you need to configure and access your OFSAA setup for HTTPS access, ensure that the
following connect tag under "Define a SSL HTTP/1/1 Connector on port 8443" in
"<Tomcat installation directory>/conf/server.xml" file is uncommented for SSL

Configuration. (By default, it is commented).
<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"

clientAuth="false" sslProtocol="TLS"
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NOTE: Make a note of the servlet port configured. This information would be required during the
installation of OFSAA Application Pack. To enable https configuration on Infrastructure,
assign value 1 to "HTTPS_ENABLE" in OFSAAI_InstallConfig.xml file for SILENT
mode OFSAAI installation.

For more information related to SSL Configuration on Tomcat, refer to http://tomcat.apache.org/.

10.2.4.5 Apache Tomcat Memory Settings

To configure the Apache Tomcat Memory Settings:

1. Locate the file catalina. sh which resides in the directory <CATALINA HOME>/bin
directory.

2. Edit this file for customizing the memory settings and garbage collector settings depending on
the available hardware configuration.

3. Add the memory setting for Java Heap to -Xms512m -Xmx1024m.
Example:
if [ -z "SLOGGING MANAGER" ]; then
JAVA OPTS="S$JAVA OPTS -Xms512m -Xmx1024m
-Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager"
else
JAVA OPTS="$JAVA OPTS -Xms512m -Xmx1024m S$SLOGGING MANAGER"

fi

10.2.4.6 Uninstalling WAR Files in Tomcat

To uninstall WAR files in Tomcat, see Uninstalling WAR Files in Tomcat.

10.2.4.7 Configuration for Axis API

This step is optional and required only if the web application server used in Apache Tomcat. If
you use any other web application server, skip and proceed to next step.

Copy the jaxrpc.jar file from the <OFSAA Installation Directory>/axis-
1 4/webapps/axis/WEB-INF/1lib and place itin under <Tomcat Installation
Directory>/1ib and restart the Tomcat Server.
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10.2.4.8 Configure Tomcat for User Group Authorization, Data Mapping, and Disable WADL for
the Web Service

This section applies only if the Web Application Server Type is Tomcat.

Users with System Authorization Roles can access User Group Authorization. However, to make
it available on the Tomcat Web Server, you have to perform the following configuration steps:

1. Navigate to the $FIC_WEB HOME/webroot/WEB-INF/ Dierctory and open the
web.xml File.

2. Enter the following in the web . xm1 File.

<init-param>
<param-name>mappedfile</param-name>
<param-value>false</param-value>
</init-param>

3. To disable the WADL for the Web Service, navigate to the following snippet in the
web.xml file.

<servlet>

<servlet-name>CommonRESTServlet</servlet-name>
<servlet-class>org.glassfish.jersey.servlet.ServletContainer</servlet-class>
<init-param>

<param-name>javax.ws.rs.Application</param-name>
<param-value>com.ofs.fsapps.commonapps.util.ApplicationResourceConfig</param-value>
</init-param>

<load-on-startup>1</load-on-startup>

</servlet>

4. Add the following snippet before the <load-on-startup>1</load-on-startup>
Attribute:

<init-param>
<param-name>jersey.config.server.wadl.disableWadl</param-name>
<param-value>true</param-value>

</init-param>

5. Save and close the file.

6. If the Tomcat Server is already running, it requires a re-start after the preceding
configuration is done.
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11 Appendix B: Configuring Resource Reference in Web
Application Servers

This appendix includes the following topics:

e Configure Resource Reference in WebSphere Application Server

e Configure Resource Reference in WebLogic Application Server

e Configure Resource Reference in Tomcat Application Server

11.1 Configure Resource Reference in WebSphere Application Server

This section is applicable only when the Web Application Server is WebSphere.
This section includes the following topics:

e Create JDBC Provider

e Create Data Source

e J2C Authentication Details

e JDBC Connection Pooling

11.1.1 Create JDBC Provider

1. Open the WebSphere admin console in the browser window:
http://<ipaddress>:<administrative console port>/ibm/console (https, if
SSL is enabled). The Login window is displayed.

2. Login with the user ID that has admin rights.

3. Expand the Resources option in the LHS menu and click JDBC - JDBC Providers. The
JDBC Providers window is displayed.
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JOBC providers s 7

JDBC providers

Use thiz page to edit proparties of a JOBC provider. The JDBC provider object encapsulates the specific JDEC driver
implementation class for access to the spacific vendor database of your environment, Learn more about this task in a
guided sctivity. A guided activity provides a list of task steps and more general information about the topic.

E] Scope: Cell=GXS150REV-Zone2Node05Cell. Node=GXS150REV-Zone2Node0S, Server=serverl

Scope specifies the level at which the rescurce definition is visible. For detalled
information on what scope is and how it works, zee the scoce settings hel

Node=GX51S0REV-Zone2Node0Ss, Servar=sarverl ¥

Prefarances

Naw| Deleta
Bew?

Zone2NodeOS.Servernserverl

Select Name § Scope § Description
| You can administer the folloning resources: 2 ]
D cby JDEC Provider Node=GXS1S0REV- Derby embedded non-XA JDEC
Zone2NodelS, Server=sarverl Provider
D FICMASTER NodewGXS150REV- Oracle JDEC Driver
Zone2NodelS, Server=sarverl
D racle ) river Node=GXS1SOREV- Oracle JDEC Driver
Zone2Ncdel3, Server=sarverl
D RORFFW Node=GX5150REV- RORFFW
Zone2hodelS, Server=sarverl
id| RORONC Node=GXS1S0REV- RORPNC
Zone2NodelS, Serverszerverl
O USGSoFT Node=GXS1S0REV- UPGSPFT
Zone2NodelS,Serversserverl
O UPGSROR Node=GXS150REV- UPGSROR

= AN Node=GXS1S0REV- UPGSSAND
Zone2NodelS5,Serversserverl

a

Total &

4. Select the Scope from the drop-down list. Scope specifies the level at which the resource
definition is visible.

5. Click New to add new JDBC Provider under the Preferences section. The Create a new
JDBC Provider window is displayed.
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Create a new JDBC Provider -

Create 2 new JODEC Provider

_)

Step 1: Create new
JDBC provider

Step 2: Enter
database class path
information

Step 3: Summary

[Re] _cancel |

Set the basic configuration values of a JDEC provider, which encapsulates the specific
vendor JDBEC driver implementation ciasses that are required to access the database.
The vdzard fills in the name and the description fields, but you can type different

values,

Scope
cells:GXS1S0REV-
Zone2Node03Cellinodes:GXS150REV-

Zone2NodelS:serversiserverl

[orade ¥
* Provider tyoe
LOracla-JOBC Drvar

4+ Implementation type

v

| Connaction pool data source ¥

+ Name

[oradle JoBC Driver

Description

Oracle JOBC Oriver

6. Enter the following details:

Database Type - Oracle

Provider Type - Oracle JDBC Driver

Implementation Type - Connection pool data source

Name - The required display name for the resource

Description - The optional description for the resource

7. Click Next.

Oracle Financial Services Software

162

ORACLE



OFSDM 8.0.6.0.0 Installation Guide

Create a new JDBC Provider -

Create » new JDBC Provider

Step 1: Create new Enter database class path information ]
JOBC provider

Set the environment variables that represent the JOBC driver class files, which

Step 2: Enter WebSphere(R) Application Server uses to define your JDBEC provider. This vizard page
database class path displays the file names: you supply only the directory locations of the files. Use
information complete directory paths vhan you type the JDEC driver file locations. For example:
C:\SQLLIE\javs on Windows(R) or /home/db2instl/sqllib/java on Linux(TM).

Step 3: Summary

If a value is specified for you, you may click Next to accept the value.

Class path:

=]
=

Directory location for “ojdbc6.jar” which is saved as WebSphere variable
${ORACLE_JDEC_DRIVER_PATH}
]"orach;‘ora;dba’aop"orndbc’produm’x1.2.0,’:hent_:,’;dbc’hb

‘ | Previous I ‘Nextl C'ancelrl

8. Specify the directory location for ojdbc<version>. jar file. Ensure that you do not use the
trailing slash file separators.

The Oracle JDBC driver can be downloaded from the following Oracle Download site:
e Oracle Database 11g Release 2 (11.2.0.4) JDBC Drivers
e Oracle Database 12c Release 1 (12.1.0.1) JDBC Drivers

Once downloaded, you need to copy the file in the required directory on the server.

NOTE: See Appendix P for identifying the correct ojdbc<version>.jar version to be copied.

Once downloaded, you need to place the file in the required directory in your system. While
creating the JDBC Provider, ensure that the path to the jar file in the directory is specified in
the Classpath field in the previous window.

9. Click Next. The Summary window is displayed.
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Create a new JOBC Provider -
Create a new JOEC Provider
Step 1: Create new Summary i
JOBC provider
Step 21 Entar Summary of actions:
databasze dass path Options Values
information t
Scope cells:GXS150REV-Zone2NodedSCellinodes:GXS1SOREV-
=) Step 3: Summary z ZoneNodelS:servers:servert
JDBC provider name Oracle JDEC Driver
Description Cracle JOEC Oriver
Class path S{ORACLE_JDEBC_DRIVER_PATH}/cjdbecs.jar

${ORACLE_JDBC_DRIVER_PATH} | /oracle/orajdbe/app/orajdbe/product/11.2.0/client_1/jdbe/lib

Implemantation class name oracle.jdbc.pool.OracleConnactionPociDataSource

Prev-ousl F-mshl Cancel|

10. Verify the details and click Finish to create the JDBC Provider.

11. The options to Save and Review are displayed. Click Save.

11.1.2 Create Data Source

The following steps are applicable for both CONFIG and ATOMIC data source creation:

1. Open this URL in the browser window: http://<ipaddress>:<administrative console
port>/ibm/console (https, if SSL is enabled). The Login window is displayed.

2. Login with the user ID that has admin rights.

3. Expand the Resources option in the LHS menu and click JDBC - Data Sources. The Data
Sources page is displayed.
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Data sources ? =
Data sources
Use this page to edit the settings of 3 dat rce that is iated with your sel d JOEC provider. The datasource
object supplies your application with connections for accessing the database. Learn more about this task in 3 gui
Ackivity. A guided activity provides a list of task steps and more general information about the topic.
[ Scope: Cell»GXS150REV-Zone2Node05Cell, liode=GXS150REV-Zone2Node05, Serversserverl
Scope specifies the level at which the resource definition is visible, For detailed
information on what scope is and how it works, zee the sco0s settings help.
| Node=GXS1SO0REV-Zone2NodelS, Servermservarl V;
[ Preferences
| Daleta ]1 Test connection ] | Manage state.. l ‘
(S |
Sch«lulmc“ »mxn-morc s:apcc “ id c ] P! ").l‘ 9 ,c'
| Yeucan the folloring
D [ Default On-‘aultbltuourui Node=GXS1SOREV- Derby JOBC | Datazource
| Catasource | ZoneZNode0S, Sarver=serverl | Provider for the
| WebSphere
Default
| Applbuh’cn
O ICMASTER Jdbo/FICMASTER | Node=GXS1S0REV- | FICMASTER New JOEC
| Zone2Node0S Serversserverl | Datasource
0 | ROREFW Jdbe/RORFFW | Hode=GXS150REV- | RORFFW | New J0BC
| Zone2NodelS,. Server=serverl | | Datasource
D | RORPHC 4b/RORPNC Node=GXS150REV- RORPHNC New JCEC
| ZoneZNode05 Servar=serverl | | Datasource
|
O | yoggeeT Jdbc/UPGSPFT Node=GXS1S0REV- | UPGSPFT New JOBC
| Zone2NodeOS Sarverssearvarl | Datasource
0O | UPGSROR jdbe/UPGSROR Node=GXS150REV- UPGSROR | New JDBC
Zone2Node05,5erver=serverl | | Datasource
| Total &

4. Select the Scope from the drop down list. Scope specifies the level at which the resource
definition is visible.

5. Click New. The Create a Data Source window is displayed.

Create a data source -

Create » data source

=) Step 1: Enter basic ‘Enter basic data source information

data source

information Set th- bn:: :onf"gurahon values of 3 datasource for association with your JDBEC

= [ ree les the physical connections between the application
Step 2; Select JOBC servar .nd the database.
provider

Requiremant: Use the Datasources (WebSphere(R) Appl Server v4) !
Step 3¢ Enter pages if your applications are based on the Enterprise JavaBeans(TM) (EJE) 1.0
database specific specification or the Java(TM) Serviet 2.2 specification.
properties for the
data source Scoce
cells: GXS1SO /-

Step 4: Setup 2ane2Noded Hinodes:GXS150REV-

security aliases Zone2NodeOS:servers:sarvert

Step 5: Summary + Data source name
[atomT

4 JKDI name
igbe/ DRYMOCK

I

6. Specify the Data Source name and JNDI name for the new Data Source.
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The JNDI name and Data Source name are case sensitive. Ensure that JNDI name is same
as the Information Domain name.

7. Click Next. The Select JDBC provider window is displayed.
createadatasovece ]

Create a data source

Step 11 Enter basic Select JDBC pm‘dﬁr
data source
information

Spaecify a JDBC provider to support the datasource. If you choosae to create a new
JDEC provider, it will be created at the same scope as the datasource, If you are

S“P‘:’ Select J0BC selecting an existing JDBC provider, only those providers at the current scope sre
provider

available from the list,

Step 31 Enter
database specific
properties for the
data source

O creste new IDBC provider

@ Select an existing JDBEC provider
Step 4: Satup

securty slisses [Sracia 108€ Brver 8

Step 51 Summary

8. Select the option Select an Existing JDBC Provider and select the required JDBC provider
from the drop-down list. Click Next.

Create a data source

:teo 11 Enter basic Enter database specific properties for the data source
ata source .
Information

Set these database-specific properties, which are required by the database vendor

2;
Stap 2: Select JDBC JOEBC driver to support the connections that sre managed through the datasource.

provider

Stop 3: Enter | vt
daubas}e specific + URL
properties for the
data source

10.184.108.91:1521:0rcl21g!

# Data store helper class name

Oracleiig data store helper ¥

Step 4: Setup
security aliases

Step 51 Summary Use thiz data source in container managed persistence (CMP)

Previous I jﬁ'extl Cancel l

9. Specify the database connection URL.

For Example: jdbc:oracle:thin:@<DB SEREVER IP>:<DB SERVER PORT>:<SID>

10. Select Data Store Helper Class Name from the drop-down list and ensure that the checkbox
Use this data source in container managed persistence (CMP) is selected.

NOTE: For RAC configuration, provide the RAC URL specified during installation

For Example:
jdbc:oracle:thin:@ (DESCRIPTION= (ADDRESS LIST= (ADDRESS=(PROTOCOL=TCP)
(HOST=10.11.12.13) (port=1521)) (ADDRESS=(PROTOCOL=TCP) (HOST=10.11.12.
14) (PORT=1521)) (LOAD BALANCE=no) (FAILOVER=yes)) (CONNECT DATA= (SERVIC
E NAME=pqgadb) ) )
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11. Click Next.
create adatasource -]

Create & dats source

Stap 1: Enter basic
data source
information

Select JDBC Select the authentication values for this resource.

Step 2:
provider

Component-managed authentication aliss
v

Step 3: Enter | (none}
database specific
properties for the
data source

Mapping-configuration alias
‘; (none) v,]

Container-managed authentication alias

Step 4: Setup \ ( )
none

security aliases v

Step S: Summary

th

Note: You can create a new J2C ion alias by ing one of the following
links. Clicking on a link vill cancel the wizard and your current vizard selections vill be
lost,

1 henticati

I Previous ”ﬁextl

12. Map the J2C authentication alias, if already created. If not, you can create a new J2C
authentication alias by accessing the link given (Global J2C authentication alias) or you
can continue with the data source creation by clicking Next and then Finish.

Create a data source -

Create 3 data source

Step 1: Enter basic summ
data source = g
information Summary of actions:
Step 2: Select JOBC [Gotions: Valvas
provider 1
Seo cells:GX51S0REV-Zone2Node0SCell:nodes:GXS1S0REV-
Stap 3: Enter pe Zone2Nodel5:servers:serverl
database specific | S
properties for the _I?:ta source name ‘ AtemT
data source JNDI name | }dbe/DRYMOCK

Step 41 Satup
security allases

=) Step 5: Summary

Select an existing
JDEC provider

| Oracle JDEC Driver

Implemaentation class
name

name

Use this data source in|

| oracle.jdbe.pool.OracleConnectionPoolDataSource

le:thin:@10.18. 8.91:15210rcli1gr2

[ com.ibm.websphere.rsadapter.Oraclel0gDataStoreHelper

|

| container managed true

| persistence (CMP) |

| —

| Component-managed
authentication alias {none)
Mapping-configuration
a!in | (none)
Ceontainer-managed !(ncno\

|

authentication alias

| _Previous | | Finish | | Cancel |

You can also create and map J2C authentication alias after creating the Data Source.

13. You must create another Data Source by following the above procedure with
jdbc/FICMASTER as JNDI name pointing to the ‘configuration schema’ of Infrastructure.
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11.1.3 J2C Authentication Details

The following steps are applicable for creating both config and atomic J2C Authentication.
To create J2C Authentication details:

1. Select the newly created Data Source and click JAAS - J2C authentication data link under
Related Items.

Data sources > Default Datasource > JAAS - J2C authentication data

Specifies a list of user identities and passwords for Java(TM) 2 connactor security to use.

Prafix new alias names vith the node name of the cell (for compatibility with earlier releases)

Apply

@ Preferances
Naw Duhtcl
Qi

Select Alias £ Usar ID Description

You can administer the following resources:

O GXS130REV- upgsconf FICMASTER
Z2one2Node0S/FICMASTER

corffw

rorpng

A upgspft [ upgspft

[ upgsprod ' upgsprod

- upgsror | upgsror
upgssand [ upgssand

‘ upgsconf [ upgsconf

2. Click New under the Preferences section.

Data sources > Default Datasource > JAAS -3 thentication data > New

Specifies 3 list of user identities and passwords for Java(TM) 2 connector security to use,
General Properties

* Aliss

Atm

+ User ID
[upgs73

* Password
[soseses

Description
|Ato-nu: Instance

Iipplyl ok| [Reset Cancel

3. Enter the Alias, User ID, Password, and Description. Ensure the following:
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e User ID is the Oracle user ID created for the respective CONFIG and ATOMIC Schema
for the Information Domain.

e Specify the CONFIG database user ID and password information for the
jdbc/FICMASTER data source, and specify the ATOMIC database user ID and password
information for the ATOMIC schema data source that you created earlier.

4. Click Apply and save the details.

11.1.4 JDBC Connection Pooling

To define the JDBC connection pooling ensure that you have created JDBC Provider and Data
source to access the data from the database.

1. Expand the Resources option in the LHS menu and click JDBC - Data sources option.
The Data sources page is displayed.

2. Click the newly created Data Source $DATA SOURCES$ and navigate to the path Data
sources>$DATA SOURCE$>Connection pools.

Data sources. =

Data souwrces > GAFUSION DATA SOURCE > Connecton pools

Uze thiz page to set properties that impact the timing of connedion management tazks, which can affect
tha parforrmance of your application. Considar the default values carafully; yeur application requiramants
right warrant changing these values,

Configuration

General Properties Additional Properties
Seope
'\.2 Advanced

sipaZédorlodeliCallinodesiipaZédarNodell rsarvers i sarverl

connaction poal
* Connection timeout preperties
1] seconds n@ckion |

CUFtOM DFoOp@rtias

* Maximum connections
|100 conmnactions

* Minirmurm connactions

|10 connactions
» Rhaplime

|ig0 seconds

* Unused timeout
|1800 seconds

* Aged tirmeout
=] Faconds

Purgae policy
EntiraPool w |

Apply EJ Rasat |  Cancal |

3. Set the values for Connection timeout to 0 seconds, Maximum connections to 100
connections, and Minimum connections to 10 connections as shown in the above figure.
You can also define Reap Time, Unused Timeout, and Aged Timeout as required.
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11.2 Configure Resource Reference in WebLogic Application Server

This section is applicable only when the Web Application Server is WebLogic.

This section includes the following topics:

Create Data Source

Create GridLink Data Source

Configure Multi Data Sources

Advanced Settings for Data Source

JDBC Connection Pooling

In WebLogic, you can create Data Source in the following ways:

For a Non RAC Database instance, Generic Data Source has to be created. See Create Data
Source.

For a RAC Database instance, GridLink Data Source has to be created. See Create GridLink
Data Source.

When Load Balancing/Fail Over is required, Multi Data Source has to be created. See
Configure Multi Data Sources.

11.2.1 Create Data Source

The following steps are applicable for both config and atomic data source creation.

1.

Open WebLogic Admin Console in the browser window:
http://[<ipaddress>:<administrative console port>/console (https, if SSL is enabled). The
Welcome window is displayed.

Login with the Administrator Username and Password.
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ORACLE
WebLogic Server® 11g

Administration Console

Welcome

Log 1 10 work with e Weblogic Server doman
Username:
Password:

3. From the LHS menu (Domain Structure), click Services = Data Sources. The Summary of
JDBC Data Sources window is displayed.

ORACLE Weblogic Server® Asmmintration Consese

@ rome L3 out Fraferecces lad Record e
S Summasary of KOO Oale Somins

Change Center

View changes and restarts
Canbigur srion adkng s snstind. Funse Summenary of J0BC Dots Seurces
hanges vl stomatcaly be sctiated 3 you

wodly, ok o deletn bems 0 ths oman.

Wekcome, manager | Corrces to; Modksel

5 X0C
Domain Structure. Barrow & databies cormmnon o o daa sarce

Mool

8000k of OO corrmctionn. Aok atrs can ook 4G o St source on the 3801 tree and than

W €rvroreare
Cagioyments
= Smevces
# Messagrg
= xec
Data Sources
i Gt Sources
Doty Souece Factones
Fersntect et

Sovgitolodl Freveus | et
[ Targets

Forwon 3K Aovdery
Work Cantats.

Mowdo L.

| Adriserce |

Showng Lto 108 1 Praveus | et

* Croste X0C dity sonroes
 Coleto 0OC dota sorom

Systems Status
Hnath of Rurrang Servers.

I Fled (0

I e 0

[ Overleaded (3)
I Wartwq (0)

I (1)

4. Click New and select Generic Data Source option. The Create a New JDBC Data Source

window is displayed.

You can also select GridLink Data Source or Multi Data Source while creating a Data

Source.
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Create a Mew JDBC Data Source
il Canoed

JDEC Dats Sowrce Properties

The folloveng properties wil be used to deniify your new JDBC cata source.

What would you e bo name your new J0BC data souroe?
i * Hame: ATOMSTSOL

What JNDH name would o ke to assgn to your new JOBC Data Source?

(] INDT Name:

Jdbo/ATOMSTSOL

What catabase type would you i to seiect?

Database Type: Oracle -

et Canced

5. Enter JDBC data source Name, JNDI Name, and select the Database Type from the drop-
down list. Click Next.

Ensure the following:

e The JNDI Name field should be in the format "jdbc/informationdomain".

e Same steps needs to be followed to create a mandatory data source pointing to the
configuration schema of infrastructure with jdbc/FICMASTER as JNDI name.

¢ JNDI Name is the same as mentioned in web. xm1 file of OFSAAI Application.

e Required Database Type and Database Driver should be selected.

Create a New JD8C Data Source
Back  Next Cancal

JOBC Data Source Properties

The folowing properties wil be used 10 identfy your new JOBC data source,
Database Type: Orade
What database deiver would you e to use to creste database connections? Note: * ndicates that the drver is explafy supported by Orade Weblogic Server,

Database Driver: *Oracle’s Drver (Thin XA) for Instance connections. Versions 9 0.1 and later v

Back  Next Cancel

6. Select Database Driver from the drop-down list. You need to select the Database Driver
depending on database setup, that is, with or without RAC. Click Next.
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Create a Hew JDBC Data Source

Back | | neset | | Cancei
i

Transaction Gptions

o have selacted ron-XA 1080 driver 2o create dstshase sonrecton n your new dats soorce,

Does ths dats source supoort giobal ransactons? IF yeg, Diease choose the transacton orotoonl fior this dats seuroe.

[#] Supports Global Transactions

Salact thes ootion of you want to enable non-XA J0BC connectiors from the data source S pirtiopate n globsl ransactions Lang the Loppng Last Aesource (LLR) ransaction optmizabon,

Recommended in place of Emulate Two-Phase Commit.

) Logging Last Resource

Select this cotion if you want to enable non-XA J0BC conneciions from the data sowroe to emulate particoation in global ransacbons usng JTA, Select ths cpbion only o your applcation can

TowlT R MBS0 LONQ DONE:

) Emulate Two-Phase Commit

Selact this cotion & you want i srsble non-XA JDBC connectiors from the data source th phricoats n obal ransactions uang the one-phiss Jomimt RaRSBCHon pRockssng, With this oplton, no

other resourtes can partiapate in the giobal transaction.
) One-Phase Commit

Back | | Next | | | Cancel
)

7. Select Supports Global Transactions checkbox and then One-Phase Commit.

8. Click Next. The Connection Properties window is displayed.

Create a New JDBC Data Source
Back | Next! | Cancel
| |

Connection Properties
Define Connecton Propertes.

VWhat s the name of the database you woid ke to connect to?

Database Name: fsgby
Vihat = the name or IP address of the datadase server?
Host Hame: 10.184 74 80

Vinat s the port on the database server Lsed to connect 10 e database?

Port: 1521

What database account user name do you want 10 Use to create database connections?

Database User Name: ssatom

What S the database A2COuNt PasSHOrd 10 USE 10 Create CAtaDASS CONNACcns?

Password: e00s00

Confirm Password: 000000

Sack | Next | | cancad
| |

9. Enter the required details such as the Database Name, Host Name, Port, Oracle User

Name, and Password.

10. Click Next. The Test Database Connection window is displayed.
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Create a New JDBC Data Source

Tast Coniguration Back | lext Finish | | Cancel

Test Database Connection
Test the detabase pralshiity and the connection propertes you provided.

ihat i the Al parkags name of JDBC drivar dass Usad to craste databass SOMMECHONG 1 e cornectan poal?
Driver Class Name: oracle jdbe Oraclelrrer
What is the URL of the database to connect to? The farmat of the LRL varies by JDBC driver.

URL |dbe oracle thin @10 184.]

58 catabass cormectons?

BASE SI00UNE USAY NAME B0 YOU WaNT tD LSs i crea!

Database User Name: ssatom

What s the catabase account passyord 10use B create database cormecions?

Password: saesssaRRRRRRR RN

Confirm Password: sEssERRERIRRR RN

Whiat are the properbes to pacs to the JDBC drver whhen creatng datshase connections?

Properties:

uaez=szatom

The set of driver propertes whose values ane devived 2t runtiss from thie naemed system property

System Properties:

Wihat tabie name of SO statement would you ke touss to test database conneciions?

Test Table Hame:
S9L SILECT 1 FRCHM DUAL
Tess Configuraton | | Back | Nexi | | Frsh | Cance

11. Verify the details and click Test Configuration and test the configuration settings.
A confirmation message is displayed stating "Connection test succeeded".

12. Click Finish. The created Data Source is displayed in the list of Data Sources.

NOTE: User ID is the Oracle user ID that is created for the respective CONFIG and ATOMIC schema
of the respective "Information Domain".

User ID to be specified for data source with FICMASTER as JNDI name should be the
Oracle user ID created for the CONFIG schema.

13. Select the new Data Source and click Select Targets tab.
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Create a New JDBC Data Source

Back Finsh Cance!

Select Targets

Servers

14. Select AdminServer and click Finish.

11.2.2 Create GridLink Data Source

If you have selected the option, New - GridLink Data Source while creating the Data Source,
you can directly specify the JDBC URL as indicated.

Create a New JOBC GridLink Data Source
Next Cancal

J0BC Griduink Data Source Properties

The foloming propertes will be Lsed to dentfy your new JOBC Grclink cats source
ou lke to name your new JOBC GndLink dats source?
15 * name:
hat IO name woudd you e 1 assign 1o your new JOSC Grdlink cats source?
£5] 01 Hame:
Jdbe/xya
Dase type ¥ o 2 sele:
Database Type: e
s v X e
[7] XA Oriver
€. Lancel

1. Enter Data Source Name and JNDI Name.

Ensure that the JNDI Name is specified in the format "jdbc/infodomname” and the XA

Driver checkbox is not selected. Click Next.
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Create a New J08C GridLink Data Source

Back | Meeat Cancal

Connection Propertics

Dafine Cornecton Propartes,

Complete JDBC URL:

What databese account user name da you want to use to Teate datebase conmectons?

Database User Name:

bt 5 the database account password bo usé to oneabe database cormechons?

Password:
Confirm Password:

Back | Migwt Cancel

2. Specify Complete JDBC URL, Database User Name, and Password. Click Finish. The
created Data Source is displayed in the list of Data Sources.

11.2.3 Configure Multi Data Sources

A JDBC multi data source is an abstraction around a group of data sources that provides load
balancing and failover between data sources. As with data sources, multi data sources are also
bound to the JNDI tree. Applications can look up a multi data source on the JNDI tree and then
reserve a database connection from a data source. The multi data source determines from which
data source to provide the connection.

When the database used is Oracle RAC (Real Application Clusters) which allows Oracle
Database to run across a set of clustered servers, then group of data sources can be created for
instances running on a set of clustered servers and a JDBC multi data source can be created so
that applications can look up a multi data source on the JNDI tree to reserve database
connection. If a clustered server fails, Oracle continues running on the remaining servers.

1. Open WebLogic Admin Console in the browser window:
http://<ipaddress>:<administrative console port>/console (https if SSL is
enabled). The Login window is displayed.

2. Login with the User ID that has admin rights.

3. Inthe LHS menu (Domain Structure), select Services - JDBC - Multi Data Sources. The
Summary of JDBC Multi Data Sources window is displayed.
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Summary of JOBC Multi Data Sources

Use this page to create or

e MUt data sources in your domain

¥ Customize this table

HMulti Data Sources(Filtered - More Columns Exist)

Hew Showing 110 20f 2 Previous | Next
1 | wame & Algorithm Type Targets
0O |rostoros oac-Balancng AdmnServer
[ |roros Load Exlantng AdmanSen e
s revious [ Ne

4. Click New. The Create a New JDBC Multi Data Source screen is displayed.

NOTE: Ensure that the Data Sources which must be added to new JDBC Multi Data Source are
created.

Create a New J0BC Multi Data Source:
Tigt oy A

Configure the Multh Data Source

Tha falowing proparties wil be used to identify |

Vihat would you Hee o narme your new JDBC Uit data source?

f] Mame: JOBC Muti Data Source-0
t 0T name ituid you I 15 sssgn b yiur e JOBC st data saurce?

A5 DI Hame:

Jdbs/anfodomname

What algorithm bype for this JD8C Muls Date Source veould you lop to select?

A5 Algorithm Type: Load-Balancing +

M Cance

5. Enter the JDBC Source Name, JNDI name, and select the Algorithm Type from the drop-
down list. Click Next.

NOTE: The JNDI Name must be specified in the format jdbc/infodomname.
JNDI Name of the Data Sources that are added to new JDBC Multi data source should
be different from the JNDI name specified during Multi Data Source.
Same steps must be followed to create a mandatory data source pointing to the
configuration schema of infrastructure with jdbc/FICMASTER as JNDI name for Data

Source.
JNDI Name provided in multi data source should be the same name that is mentioned
in the web.xml file of OFSAAI Application.

You can select the Algorithm Type as Load-Balancing.
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Create a New JDBC Multi Data Source
Back | Hexa Cancsl
Sebect Targets

Fou BN Sl Onel O MM SANCS B0 Cepioy our Nt JOBC it Davca Sounpe

SErVErs

=l AdminServer

Back || Next Cancel

6. Select AdminServer and click Next.

Create a New JDBC Multi Data Source
Sack  hext Cance!

Select Data Source Type

Flease seiect type (XA or Nort-XA) of data source you would lee to add to your new JOSC MUt Data Source

XA Driver

(+) Non-XA Driver

Sack  Next Cancel

7. Select the type of data source which is added to new JDBC Multi Data Source. Click Next.

Create a New JDBC Mults Data Source

Sack Finah | Caacel

Add Data Sources

8. Map the required Data Source from the Available Data Sources. Click Finish.

The New JDBC Multi Data Source is created with added data sources.

11.2.4 Advanced Settings for Data Source

1. Click the new Data Source from the Summary of JDBC Data Sources window. The Settings
for <Data Source Name> window is displayed.

2. Select the Connection Pooling tab given under Configuration.

3. Navigate to Advanced option at the bottom of the page, and check the Test Connection of
Reserve checkbox (enables WebLogic Server to test a connection before giving it to a client).

4. To verify if the data source is valid, select Data Source name. For example, FICMASTER.
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Settings for FICMASTER
Configuration | Targets | Monitoring | Contrel | Sedunity | Notes

Statstcs | Testing

Use thes page to test database connections in this JDBC data source.

 Customize this table
Test Data Source (Filtered - More Columns Exist)

Showing 1o 1of 1 Previous | Next

Server State

1tolofl Previous | Mext

-]

5. Select the server and click Test Data Source.

6. A message is displayed indicating that the test was successful.

7. Once the Data Source is created successfully, the following messages are displayed:
e All changes have been activated. No restart is necessary.
e Settings updated successfully.

If not, follow the steps given above to recreate the data source.

11.2.5 JDBC Connection Pooling

To define the JDBC connection pooling, ensure that you have created JDBC Provider and Data
Source to access the data from the database.

1. Click the newly created Data Source $DATA_SOURCE$ and navigate to the path
Home = Summary of Services: JDBC - Summary of JDBC Data Sources = JDBC
Data Source-<INFODDOM_NAME>

2. Set the values for Initial Capacity to 10, Maximum Capacity to 100, Capacity Increment to
1, Statement Cache Type to LRU, and Statement Cache Size to 10.

3. Click Save.

11.3 Configure Resource Reference in Tomcat Application Server

This section is applicable only when the Web Application Server is Tomcat.
This section includes the following topics:

e Create Data Source

e JDBC Connection Pooling
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Copy the Oracle JDBC driver file, "ojdbc<version>.jar" from <Oracle Home>/jdbc/lib
directory and place it in <Tomcat Home>/1ib directory.

NOTE: See Appendix P for identifying the correct ojdbc<version>.jar version to be copied.

11.3.1 Create Data Source

To create Data Source for OFSAA application, navigate to <Tomcat Home>/conf directory and
edit the following block of text by replacing the actual values in the server.xml file.

NOTE: The User-IDs for configuration/ atomic schemas have the prefix of SETUPINFO NAME
depending on the value set for PREFIX_ SCHEMA NAME in <APP
Pack>_SCHEMA_IN.xml file of Schema Creator Utility. For example, if the value set
for SETUPINFO NAME is DEV and PREFIX_SCHEMA_NAME is Y, and the schema
name was mentioned as ofsaaconf£, then the actual schema created in the database
would be DEV_ofsaaconf.

<Context path ="/<context name>" docBase="<Tomcat Installation
Directory>/webapps/<context name>" debug="0" reloadable="true"
crossContext="true">

<Resource auth="Container"
name="jdbc/FICMASTER"
type="Jjavax.sqgl.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="<user id for the configuration schema>"
password="<password for the above user id>"

url="jdbc:oracle:thin:@<DB engine IP address>:<DB
Port>:<SID>"

maxActive="100"

maxIdle="30"

maxWait="10000"/>

<Resource auth="Container"
name="jdbc/<INFORMATION DOMAIN NAME>"
type="javax.sgl.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="<user id for the atomic schema>"
password="<password for the above user id>"

url="jdbc:oracle:thin:@<DB engine IP address>:<DB
Port>:<SID>"
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maxActive="100"
maxIdle="30"
maxWait="10000"/>

</Context>

NOTE: The <Resource> tag must be repeated for each Information Domain created.
After the above configuration, the WAR file must be created and deployed in Tomcat
Server.

11.3.2 JDBC Connection Pooling

To define the JDBC connection pooling, do the following:

1. Copy $ORACLE HOME/jdbc/lib/ojdbc<version>.jar fileto the
$TOMCAT DIRECTORY/1ib/directory.

NOTE: See Appendix P for identifying the correct “ojdbc<version>.jar” file version to be copied.

2. Editthe server.xml file present under the $TOMCAT DIRECTORY/conf/ directory with
the below changes, which is required for connection pooling.

<Context path="/ SCONTEXTNAMES" docBase=" S$SAPP DEPLOYED PATHS "
debug="0" reloadable="true" crossContext="true">

<Resource auth="Container"

name="jdbc/ $INFODOM_NAME$"
type="Jjavax.sqgl.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username=" $ATOMICSCHEMA USERNAMES"
password="$ATOMICSCHEMA PASSWORDS"
url="$JDBC_CONNECTION URL"

maxActive="100"

maxIdle="30"

maxWait="10000"

removeAbandoned="true" removeAbandonedTimeout="60"
logAbandoned="true" />

</Context>

Note the following:

e SAPP DEPLOYED PATHS$ should be replaced by OFSAAI application deployed
path.$INFODOM NAMES should be replaced by Infodom Name.
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e SATOMICSCHEMA USERNAMES should be replaced by Atomic schema database user
name.

e SATOMICSCHEMA PASSWORDS should be replaced by Atomic schema database
password.

e $IDBC_CONNECTION_URL should be replaced by JDBC connection string
jdbc:Oracle:thin:<IP>:<PORT>:<SID>. For example, jdbc:oracle:thin
10.80.50.53:1521:soluint

e The User IDs for configuration/ atomic schemas have the prefix of setupinfo depending
on the value set for PREFIX_SCHEMA _NAME in <<APP Pack>>_SCHEMA _IN.XML file
of Schema Creator Utility.

For example: if the value set for PREFIX_SCHEMA_NAME is DEV and the schema
name was mentioned as ofsaaconf, then the actual schema created in the database
would be DEV_ofsaaconf.

11.3.3 Class loader configuration for Apache Tomcat

1. Editthe server.xml file available in $STOMCAT HOME/conf/ directory.

2. Add tag <Loader delegate="true" /> within the <Context> tag, above the
<Resource> tag. This is applicable only when the web application server is Apache Tomcat
8.

NOTE: This configuration is required if Apache Tomcat version is 8.
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12 Appendix C: Creating and Deploying EAR/WAR File

This appendix includes the following topics:

e Creating EAR/WAR File

e Deploying EAR/WAR File

12.1 Creating EAR/WAR File

To create EAR/WAR File, perform the following steps:
1. Navigate to the SFIC_WEB_HOME directory on the OFSAA Installed server.

2. Execute ./ant.sh to trigger the creation of EAR/ WAR file.

3.  On completion of the EAR files creation, the BUILD SUCCESSFUL and Total Time taken
message is displayed and you are returned to the prompt.

4. The EAR/ WAR file - <contextname>.ear/ .war -is created.

NOTE: The <contextname> is the name given during installation.

This process overwrites any existing version of EAR file that exists in the path.
For OFSAA configured onTomcat installation, <contextname>.war file is created.
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12.2 Deploying EAR/WAR File

This section includes the following topics:

Deploying WebSphere EAR/WAR Files

Deploying WebLogic EAR/WAR Files

Deploying Tomcat WAR Files

NOTE: Ensure to clear the application cache prior to the deployment of Application Pack Web

Archive. This is applicable to all Web Servers (WebSphere, WebLogic, and Tomcat).
For more information, see Clearing Application Cache section.

12.2.1 Deploying EAR/WAR Files on WebSphere

To deploy WebSphere EAR/WAR File, perform the following steps:

1.

Start WebSphere Profile by navigating to the path

"/<Websphere Installation Directory>/IBM/WebSphere/AppServer/profile
s/<Profile Name>/bin/" and execute the command:

./startServer.sh serverl

Open the following URL in the browser: http://<ipaddress>:<Administrative
Console Port>/ibm/console (https if SSL is enabled). The login screen is displayed.

[\ ITEEN software

‘ WebSphere Integrated
=S Solutions Console

(/ ] User ID
y admin

(o) — Password

BT

Licensed Materials - Property of IBM (c) Copyright IBM Corp. 1997, 2011 All Rights Reserved.
IBM, the IBM logo, ibm.com and WebSphere are trademarks or registered trademarks of
International Business Machines Corp., registered in many jurisdictions worldwide. Other
product and service names might be trademarks of IBM or other companies. A current list of
IBM trademarks is available on the Web at Copyright and trademark information.

3. Enter the user credentials with admin privileges and click Log In.
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4. From the LHS menu, select Applications and click New Application. The New Application
window is displayed.

New Application

New Application
This page provides links to create new applications of different types.
Install a New Application

New Enterprise Application

L% New Business Level Application

Za
- New Asset

5. Click New Enterprise Application. The Preparing for the application installation window is
displayed.

Preparing for the application installation 7 -

Specify the EAR, WAR, JAR, or SAR module to upload and install.

Path to the new application

2 Local file system

© Remote file system
Full path
[/scratch/oracle/was855/profiles/ TESTEOAAL/AAIS( | Browse.. |

“Next| | Cancel |

6. Select Remote File System and click Browse. Select the EAR file generated for OFSAA to
upload and install. Click Next.

Preparing for the application installation

How do you want to install the application?

@ Fast Path - Prompt only when additional information is required.

") Detailed - Show all installation options and parameters.

# Choose to generate default bindings and mappings

I Previous INextl Cancel |

7. Select the Fast Path option and click Next. The Install New Application window is displayed.
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Install New Application

Specify options for installing enterprise applications and modules,

—> Step 1: Select
installation options

Specify the various options that are available for your application.
Step2 Map
modules to servers Precompile JavaServer Pages files

Directory to install application

Step 3 Summary

Distribute application

| Use Binary Configuration

Deploy enterprise beans
Application name

AAISO

Create MBeans for resources

Override class reloading settings for Web and EJB modules

Reload interval in seconds

Deploy Web services
Validate Input offfwarn/fail
warn v

Process embedded configuration

File
Allow all files to be read but not written to
Allow executables to exscute
Allow HTML and image files to be read by everyone

[*\dll=755=*\.50=755=.%\.a=755=,%\:5I=755

Application Build ID
Unknown

Allow dispatching includes to remote resources

Allow servicing includes from remote resources

Business level application n:
Create New BLA b4

Asynchronous Request Dispatch Type
Disabled hd

Allow EJB reference targets to resolve automatically
Deploy client modules
Isolated %

Validate schema

8. Enter the required information and click Next. The Map Modules to Servers window is
displayed.

Install New Application

Specify options for installing enterprise applications and modules.

Step 1 Select
installation options
Specify targets such as application servers or clusters of application servers where you want to install the modules that are
=> Step 2: Map modules ined in your lication. Modules can beii lled on the same lication server or dispersed among several application

to servers servers, Also, specify the Web servers as targets that serve as routers for requests to this application. The plug-in
configuration file (plugin-cfg.xml) for each Web server is generated, based on the applications that are routed through.

Step3 Summary Clusters and servers:

| WebSphere:cell=ofss2311701Node02Cell,node=0fss2311701Node02,server=serverl Apply

Select| Module URI Server
3EEAA! AAIS0.war, WEB- WebSphere:cell=ofss2311701Node02Cell,node=0fs523117 01Node02, server=servarl
Application INF/web.xml

] Previous | Next| Cancel |

9. Select the Web Application and click Next. The Map Resource References to Resources
window is displayed.
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Specify options for installing enterprise applications and modules.

Step 1 Select Map e refi
installation options
Step2 Map Each resource reference that is defined in your application must be mapped to a resource.
modules to servers
= Step3: mapresource Set Multiple INDI Names ~ ] Modify Resource Authentication Method... | Extended Properties...
references to resource
Step 4: Map virtual
hosts to Web modules G 0 1
Step 5: Summary Select Module Bean | URD | Target INDI Name Login configuration ‘
S peck) Hoclo S Hoan| N 8| jOCoS B ODROVFaRon I
Resource
authorization:
jdbc/OFSALMINFO Container
] OFSAAI Web AAISO0.war,WEB- :
= | Application INF/web.xml Jdbc/OFSALMINFO | [ Browse... | Authentication
method:
None
i !
Resource
P | oFsAal web AAIB0.war,WEB- Jdbe/FICMASTER [ baborric R Contelac
=) | Application INF/web,xml Browse.. | Authentication
method:
None
Resource
authorization:
)dbc/OFSCAPADQINFO Container
| | OFSAAI Web AAIS0.war, WEB- ;
EJ | Application INF/web.xml j4bc/OFSCAPADQINFO| | Browse... SR
method:
None
—
| Previous “ Finish || Cancel I

10. Map each resource defined in the application to a resource JNDI name defined earlier.

11. Click Modify Resource Authentication Method and specify the authentication method
created earlier.

12. You can specify ‘config’ for FICMASTER resource or ‘atomic’ for atomic resource as the
authentication method.

13. Select OFSAAI Web Application and click Next. The Map Virtual hosts for Web Modules
window is displayed.

Install New Application 7=

Specify options for installing enterprize applications and modules.

Step 1 Select Map virtual hosts for Web modules

installation options

Specify the virtual host where you want to install the Web modules that are contained
Step 2 Map in your application. You can install Web modules on the same virtuzal host or disperse
modules to servers them among several hosts.

Apply Multiple Mappings

Step 3 Map
resource references
to resources

Step 4: Map virtual Select Web module Virtual host
hosts for Web

modules OFSAAI Web Application default_host ¥

Step S Summary

| Previous ] ' Next | | Cancel ]

14. Select Web Application and click Next. The Summary page is displayed.
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Specify options for installing enterprise applications and modules.

Step 1 Select Summary
installation options —
Summary of installation options
Step 2 Map ———— —_—— = —
modules to servers ?OP"‘"" Values I
| Precompile JavaServer Pages files No }
Step 3 Map — =
resourca references | Diractory to install application |
to resources Distribute application Yes ‘
Step 4 Map virtual Use Rinary Coanfiguration Na ‘
hosts for Web Deploy enterprise beans Yes |
modules R o AT B G
Application name AAISO ‘
Step 5: Summary | Create MBeans for resources Yes |
Override class reloading settings for Wed and EJE s ‘
modules
Raload intarval in saconds |
| Deploy Web services No
Validate Input off/warn/fail warn
Process embedded configuration No
| File Permi F\dll=755=,%\.50=755=,*\.a=755#,%\,;5|=755 |
(Applicaﬁon Build ID Unknown ‘
iAllow dispatching includes to te resources No
| Allow servicing includes from remote resources Neo
!Businus level application name
| Asynchronous Request Dispatch Type Disabled
| Allow EJB reference targets to resolve automatically No
‘ Daplay clisnt modules No
| Client deployment mode Isolated
| Validate schema No |
[ Cell/Node/Server Click here |
| previous | | Finish | | cancel |

15. Click Finish and deploy the Infrastructure Application on WebSphere.

16. On successful installation, a message is displayed. Click Save and save the master file
configuration. The details are displayed in the Master File Configuration window.

Start Application

To start the application, perform the following steps:

1. Expand Applications - Application Type - WebSphere Enterprise Applications. The
Enterprise Applications window is displayed.
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Enterprise Applications

Enterprise Applications
Use this page to manage installed applications. A single application can be deployed onto multiple servers.

# Preferences

Startl Stop | Install Uninstall Update Rollout Update Remove File Export Export DDL Export File
=l mile sl
Select| Name £ Application Status () _

You can administer the following rescurces:
AAISO

DefaultApplication

ivtApp

¢ ¢ & =

gquery

Total 4

2. Select the installed application and click Start.

NOTE: <profile name> is the profile name given while creating the WebSphere profile.
<cell name> is the cell name given during profile creation
<context name> is the context name given during installation.

12.2.2 Deploying WAR File on WebLogic

Following are the steps for deploying Infrastructure application that is created during installation:

1. Navigate to the <WwebLogic Installation
directory>/user projects/domains/<domain name>/bin directory in the
machine in which WebLogic is installed.

2. Start WebLogic by executing the command:
./startWebLogic.sh -d64

3. Open the URL in the browser window: http://<ipaddress>:<admin server
port>/console (https, if SSL is enabled). The Sign in window of the WebLogic Server
Administration Console is displayed.

NOTE: Ensure that you have started Infrastructure Server by executing “. /reveleusstartup.sh"
command as mentioned in Start Infrastructure.

4. Log on to the WebLogic Server by entering the user credentials having privileges to
deploy the EAR file.

5. From the Domain Structure LHS menu, click Deployments. The Summary of
Deployments window is displayed.
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OQACLG Woblogic Scrvor‘ Administration Console

Change Center B Home Log Out Preferences [ Record Help 94 Welcome, upg7273 | Corrected 1o
View changes and restarts

Configuraton edang 5 erabled, Fz.?n
changes ,.:‘: :’zr‘i’_:’n’;:;:f: you Summary of Deployments

Control  Monvtorng

upg7273
+ » Summary of Deployments

Thes page daplays 3 It of Java EE appications and stand-aione appication modules that have been nstalied to ths
Deployments domain. Installed appications and modules can be started, stopped, updated (redeployed), or deleted fom the doman by
5 Sarvices frst selectng the appicaton name and usng the controls on ™ page.

> voes

Security Readws

! To nstal & new appication o module for depioyment 10 targets in s doman, cidk the Irstal button.
*1interoperabiity

= Dagnostcs -
¥ Customize this table
Deployments

nsial Showng 110 10f I Previcus | Next

] | name < State | Health | Type Wn s
How do 1 o M| @aMaszas o Enterprise 8
e— I U ofsaa Actve |V Ox Aopcaton 00
System Status I nstal

Showing 1 %0 10f 1 Previous | Next

6. Click Install. The Install Application Assistant window is displayed.

7. Select the Exploded EAR directory after browsing to the directory where it is saved and click
Next.

Explode EAR

To explode EAR, perform the following steps:

1. Create the applications directory under domain name. For example,
/Bea/user projects/domains/ <Domain _name>/applications

2. Create <context name>.ear directory under applications directory.

3. Copythe <$FIC WEB HOME/<context name>.ear fileto
<WEBLOGIC_ INSTALL DIR>/Bea/user projects/domains/<DOMAIN NAME>/appli

cations/<context name>.ear directory.

4. Explode the <context name>.ear file by executing the command:

jar -xvf <context name>.ear

5. Delete the <context>.ear and <context>.war files (recently created) in
<WEBLOGIC INSTALL DIR>/Bea/user projects/domains/<DOMAIN NAME>/appli
cations/<context name>.ear directory.

6. Create <context name>.war directory under

<WEBLOGIC INSTALL DIR>/Bea/user projects/domains/<DOMAIN NAME>/appli
cations/<context name>.ear directory.
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7. Copy <$FIC WEB HOME/<context name>.war fileto <WEBLOGIC INSTALL
DIR>/Bea/user projects/domains/<DOMAIN NAME>/applications/<context

name>.ear/<context name>.war directory.

8. Explode the <context name>.war file by executing the following command to get the
directory structure:

jar -xvf <context name>.war

Install Application

To install the application, perform the following steps:

1. Open Install Application Assistant.

Install Application Assistant
Next } Cancel

Locate deployment to install and prepare for deployment

Select the fie path that represents the applcation root directory, archive fie, exploded archive drectory, or appication module descptor that you want to instal, You can aiso enter the path of
the application drectory or file in the Path field,

Note: Only vaid fie paths are displayed below, If you cannot find your deployment fiies, upload your file(s) andjor confirm that your application containg the requred deploymeant desoriptors,

Path: /oradata2/wi1035/0racle/Middleware/user_projects/domains/upg7273/applications
Recently Used Paths: for arefuser 273/sppbcations
Current Location: i ns [ upg7273 [ appications
oD upg7273.ear (open drectory)
Next \ Cancel

2. Click Next.
Install Application Assistant
| Bk | | et Sancnl

Choose targeting style

'a'ge:s are the servers, dusters, and virtua! hosts on which this deployment will run, There are several ways you can target an appicaton,
(&) Install this deployment as an application

The sppbcation and its components will be targeted to the same locations. This & the most common usage,
) Install this deployment as a library

Applcation liorares are deployments that are avadable for other deployments to share, Libranes should be available on af of the targets running ther -’!‘t’t":"{ appicabons

Back | | Next Cancel

3. Select the Install this deployment as an application option from Choose targeting style
section and click Next. The Optional Settings window is displayed.
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Install Application Assistant
Back | | Next ' | Finish I Cancei

Optional Settings
fou can modfy thesa settings or acoept the defaults
General

What do you want to name this deploymant?
Hame: upg?273

Security

Vihat secunity model g0 you want to usa with this application?

(%) DD Only: Use only roles and policies that are defined in the deployment descriptors.

() Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the deployment
descriptor.

) Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.

(' Advanced: Use a custom model that you have configured on the realm's configuration page.

Source accessibility

How should the saurce files be made accessbie?
(3} Use the defaults defined by the deployment's targets

Recommended selecton.
) Copy this application onto every target for me

During deployment, the fles will be coped autemancally to the managed servars to which the applzation s targated,
) 1will make the deployment accessible from the following location

Location: loradata2/wl1035/0racle/Middleware/user_projects/domail

Prowide the locaton from where all targets will access thes appicaton’s fles. This is often a shared dractory. You must ensure the appliicaton files exst n ths location and that each target can
reach the lecation,

_Bgci Pt Fr.sr\_ !;ance.
4. Enter a Name for the deployment if required.

5. Under the Security section, select the DD only option to specify that only roles and policies
that are defined in the deployment descriptors should be used.

6. Select | will make the deployment available from the following location option under the
Source accessibility section.

7. Click Next to continue. The Deployment Summary window is displayed.
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Install Application Assistant
Back Finish Cancel

Rewview your choices and click Finish
Chick Fnish to complete the deployment. This may take a few moments o complete.
Additional configuration
In crdar to work sucosssfuly, this application may raquire additional configuration. Do you want to review this appbeation's configuration after complating this assistant?

@ ves, take me to the deployment's configuration screen.

() Mo, I will review the configuration later.

Summanry
Deployment: foradata?fvd 1035 /0race Mddeware fuser_projects/domains upg 7273 /applicabons fupg 727 3.ear
Name: upg7ivai
Staging mode: Use the defaults defined by the chosen targets
Security Model: DOOnly: Use only roles and polices that are defined in the degioyment descriptors,
Target Summary
Components «= Targets
Lpg7ITear AdminServer

Back | Finish Cancel

8. Select the Yes, take me to the deployment's configuration screen option and click Finish.
The Settings for <Deployment Name> window is displayed.
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Settings for upg7273

Overview  DeglymentPlan = Configuration | Seqwity | Targets | Control | Testng  Monitoring || Notes

Save

Use this page to view the general configuration of an Enterprise applcation, such as its name, the physical path to the application files, the assocated deployment plan, and so on. The table at
the end of the page ksts the modides (such as Web applications and EJBs) that are contained in the Enterprise application, Chik on the name of the module to view and update its configuration.

Hame: upg7273 The name of this Enterprise Applcation.  More Info...
Path: [ oradata2f vl 1035/ Orade/ Middeware user_projects/ domains/ upg 7273/ The path to the source of the deployable unit on the Administration
appications/ Upg7273. ear Server. More Info...
Deployment Plan: {no plan specified) The path to the deployment plan dotument on Administration Server.  More
Info...
Staging Mode: (not specified)
Moare Info...
Security Modek COQnly The security model that is used to secure a deployed module.  More Info..,

tis deployed, relatrve to other
. More Info...

5] Deployment Order: 100

5 DeploymentPrncil st vl b e 0
e be L
1 code for interfaces
Save
Modules and Components
Showing 110 10f 1 Previous | MNext
Hame « Type
[ P— Enterprise
Elupg7273 Appication
EEXRs
(| StateLessCachelaanbean ]
[= Modules
(o) fupg7273 "'.=el3|(“°ﬂ
[ beancache ja ] 3
= Web Senvices
Nane to dsplay

Showing 1to 1of 1 Previous | Mext

9. Review the general configuration details of the deployment. You can also update the
configuration of the deployment in this window. In the Overview tab you can view the
complete deployment configuration.

10. Click Save to update the changes, if any.

11. From the LHS menu, click Deployments. The Summary of Deployments window is
displayed.
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Summary of Deployments

Control  Monitaring

stand-slone appicaton modules that have been mstalied to ths doman. Instalied applications and madules can be started, stopped, updated
ng the 2pplication name and using the controls on this page,

This page cisplays 3 Ist of Java EE appications a
{recepioyed), or deleted from the domain by firs

To install a new application or module for deployment to targets n this domain, dick the Install buttaa.

P Customize this table
Deployments
instal | Update | Deiste @l Stop v Showing 110 1of 1 Previeus | Next
Servicing all requests
Name & Servicing only adiristration requests State Health Type Deployment Order
& | ® Buor2n Actve | PO Enterprise Appication 100

Instai | | Update ' | Deiste \_Smnv ‘Szo:v Showing 1to 1of 1 Previous | Next

12. Select the newly deployed Infrastructure application and click Start = Servicing all
requests. Ensure that the infrastructure server is up and running.

Messages

& Start requests have been sent to the selected Depioyments

Summary of Deployments

Control  Monitoring

This page deplays & st of Java EE appications and stand-alone appication modules that have been nstaled to ths domain. Installed applcatons and madules can be started, stopped, updated
(receployed), or deleted from the doman by first selecting the application name and using the controls on this page.

To install 3 new appication or modle for depioyment to targets in this domain, dick the Instal button,

P Customize this table

Deployments
nstal ‘ ¥ Showing 1to 10f 1 Previous | Next
[] | Hame & State Health Type Deployment Order
0O | ® Pupgr273 Actve o Enterprise Application 100
nstal - Showing 1t0 10f 1 Previous | Next

13. The State of the deployed application is displayed as Active if started successfully.

12.2.3 Deploying WAR Files on Tomcat

Before deploying the WAR files, ensure that the previously deployed applications of Infrastructure
are uninstalled. See Uninstalling Previously Deployed WAR Files in Tomcat for the procedure to
uninstall the previously deployed Infrastructure war files.

On the machine that hosts Tomcat, follow the below steps outlined to deploy Infrastructure

application:
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For more information on upgrade, see Upgrading the OFS DM Application Pack.

Home Documentation Configuration

Apache Tomcat/7.0.57

Examples Wiki Mailing Lists

Recommended Reading:

Security Considerations HOW-TO
Manager Application HOW-TO
Clustering/Session Replication HOW-TO
Developer Quick Start

Tomcat Setup
First Web Application

Realms & AAA

JDBC DataSources

gxamp&s

Managing Tomcat
For secunty, access to the manager webapp is

restricted. Users are defined in

Documentation
Tomcat 7.0 Documentation

Tomcat 7.0 Configuration

SCATALINA HOME/conf/tomcat-users.xml Tomcat Wiki
ddtic tant ¢
e e T e Fu‘nd additional important configuration
= information in

application is split between different users
Read more

SCATALINA_ HOME/RUNNING.txt
Release Notes

Developers may be interested in

Changelog

Tomeat 7.0 Bug Database
Migration Guide

T 7 v
Security Notices - -

Tomcat 7.0 SVN Reposfory

‘_A‘pache Software Foundation
- http://www.apache.org/

Find Help

Server Status
Manager App

Host Manager

Serviet Specifications
Tomcat Versions

Getting Help
FAQ and Mailing Lists

The following mailing lists are available
fomeat-announce
Important announcements, releases, security

vulnerability notifications. (Low volume)

-user

User support and dscussion

tagibs-yser

User support and dscussion for Apache Tagibs
fomecat-dev

Development maiing Est, including commit messages

1. Copy the <context-name>.war file from $FIC_WEB HOME/<context-name.war> to

<Tomcat Installation Directory>/webapps/ directory.
2. Click Manager App. The Connect to dialog box is displayed.

3. Enter the User ID and Password that has admin rights and click OK. (For user
creation in Tomcat, see Tomcat User Administration. The Tomcat Web Application
Manager window is displayed with the list of all the applications deployed.
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4. Inthe Deploy section, enter the Context Path provided during the installation as

"/<context-name>".

5. Enter the path where the <context-name>.war file resides (by default "$FIC WEB
HOME/<context-name>.war") in the WAR or Directory URL field and click Deploy.

6. On successful application deployment, a confirmation message is displayed. Start the
Tomcat server. See Starting Web Application Servers for more details.
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13 Appendix D: Starting / Stopping Infrastructure Services

13.1 Starting/Stopping OFSAA Infrastructure Services

This chapter details on how to start and stop OFSAA Infrastructure services. This chapter
includes the following sections:

e Starting Infrastructure Services

e Starting Web Application Servers

e Stopping Infrastructure Services

e Stopping Web Application Servers

13.1.1 Starting Infrastructure Services

Once the installation of Infrastructure has been completed successfully and the post-installation
steps are completed, the servers must be started. Log on to each machine and run the
.profile file. All servers mentioned must be started from the same shell encoding. The servers
mentioned below are dependent on each other. It is mandatory to maintain the order in which the
servers are started. Allow each of the servers to initialize completely before starting the next
server.

1. On the machine in which Infrastructure Application components have been installed, navigate
to SFIC_APP HOME/common/FICServer/bin directory and execute the following

command to start the Infrastructure Server.

./startofsaai.sh

NOTE: You can also start the Infrastructure Server by executing the command "nohup ./
Starting the process using "nohup" and "&" returns the

startofsaai.sh &'
command prompt without having to wait till the process completes. However, this
command cannot be used when you are starting the server for the first time or starting
after changing user password in the configuration database schema.

2. Select the required Webserver start up option from the table.

Start up Option Description

Starting WebSphere Profile On the machine in which Web sphere is installed, navigate to
[Webshpere Install Directory]
/AppServer/<profiles>/<profile name>/bin and
execute the command: . /startServer.sh serverl

Starting WebLogic Domain On the machine in which WebLogic is installed navigate to
<WebLogic Installation

directory>/user projects/domains/<domain
name>/bin and execute the command: startWebLogic.sh
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Start up Option

Description

-d64d

Note: If WebLogic is already running, access the WebLogic Admin
Console. Stop and start the application <context name>.ear.

Starting Tomcat Application

On the machine in which Tomcat is installed, navigate to
<Tomcat Install Directory>/bin and execute the
command: ./catalina.sh run

3. Start ICC server:

e On the machine in which Infrastructure default Application components have been
installed, navigate to SFIC HOME/ficapp/icc/bin directory and execute the

command.

o./iccserver.sh

NOTE: Only Infrastructure Default Application Server holds ICC component.

4. To start Back-end Services:

e On the machine on which Infrastructure Database components have been installed,
navigate to $FIC DB HOME/bin directory and execute the command to start "Agent

server":

o ./agentstartup.sh

o Or

o Start Back-end services using the command:

o nohup ./agentstartup.sh &

NOTE: This agent internally starts the Router, Message Server, OLAP data server and AM services.

13.1.2 Starting Web Application Servers

Start the Web Application Server depending on the type from the following table.

Start up Option

Description

Starting WebSphere Profile

On the machine in which Web sphere is installed, navigate to
[Webshpere Install Directory]
/BAppServer/<profiles>/<profile name>/bin  and
execute the command: . /startServer.sh serverl

Starting WebLogic Domain

On the machine in which WebLogic is installed navigate to
<WebLogic Installation

directory>/user projects/domains/<domain
name>/bin and execute the command: startWebLogic.sh -
de4

Note: If WebLogic is already running, access the WebLogic Admin
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Start up Option Description
Console. Stop and start the application <context name>.ear

Starting Tomcat Application On the machine in which Tomcat is installed, navigate to
<Tomcat Install Directory>/bin and execute the

command: . /catalina.sh run

13.1.3 Stopping Infrastructure Services

To stop Infrastructure Services:

1. Onthe machine in which Infrastructure Application components are installed, navigate to
$FIC_APP HOME/common/FICServer/bin and execute the command:

./stopofsaai.sh

2. To stop ICC server, on the machine in which Infrastructure default Application components
are installed, navigate to $SFIC_HOME/ficapp/icc/bin and execute the command:

./iccservershutdown.sh

NOTE: Only Infrastructure Default Application Server holds ICC component.

3. To stop Back-end server, on the machine in which Infrastructure database components are
installed, navigate to $FIC_ DB HOME/bin and execute the command:

./agentshutdown. sh
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14 Appendix E: Accessing OFSAA Application

This appendix gives details the steps to be performed to access OFSAA Application.

14.1 Accessing the OFSAA Application

1. From a your desktop, open the browser and enter the URL in below format:
<scheme>://<IP address/ hostname>:<port>/<context-name>/login.jsp
For example, https://111.222.333.444:5555/0fsaa/login.jsp
The OFSAA Login window is displayed.

ORACLE’

Financial Services Analytical Applications

Language US-English

User ID

Password

Version 8.0.6.0.0

Copyright © 1993, 2017 Oracle and/or its affiliates. All rights
reserved.

2. With installation of every OFSAA Application Pack, there are two seeded user profiles
configured in the system:

o SYSADMN - System Administrator
o SYSAUTH — System Authorizer

3. Login to the application using the "SYSADMN" User ID. (Note that, there is no "I" in the
SYSADMN login USER ID). Enter the password that was provided during installation. On the
first login, you are prompted to change the password.

Once you have logged into the Infrastructure system, you need to perform the following
additional configurations to setup the OFSAAI environment:

o Define Server Details for Database, Application and Web Servers.
¢ Add Database Details.
e Create an Information Domain.

e Create a Segment.

Oracle Financial Services Software 201 ORACLG



OFSDM 8.0.6.0.0 Installation Guide

e Create / Add User with access to all permissions.

NOTE: Each new file that is created in the ftpshare directory of any installation layer should be
granted specific / explicit permission. If you encounter any problems during setup,
please contact Infrastructure Support.

14.2 OFSAAI Login

While accessing Oracle Financial Services Analytical Applications Infrastructure, the Splash
screen is as displayed:

ORACLE

Financial Services Analytical Applications

Language US-English

User ID

Password
Version 8.0.6.00

Copyright © 1993, 2017 Oracle and/or its affiliates. All rights
reserved.

You can select the required language from the Language drop-down list. The language options
displayed in the drop down are based on the license. Based on the selection of Language, the
appropriate language login screen is displayed.

Enter the User ID and Password provided by the System Administrator and click Login. You are
prompted to change your password on your first login. Alternatively, you can also choose to
change your password any time.

In the Change Password screen, enter a new password, confirm it and click OK to view the
Splash screen. Refer to the following guidelines for password creation:

e Passwords are displayed as asterisks (stars) while you enter. This is to ensure that the
password is not revealed to other users.

e Ensure that the entered password is at least six characters long.

e The password must be alphanumeric with a combination of numbers and characters.
e The password should not contain spaces.

e Passwords are case sensitive and ensure that the Caps Lock is not turned ON.

e By default the currently used password is checked for validity if password history is not set.
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e New password should be different from previously used passwords based on the password
history which can be configured.

e If you encounter any of the following problems, contact the System Administrator:
o Your user ID and password are not recognized.
o Your user ID is locked after three consecutive unsuccessful attempts.
o Your user ID has been disabled.

o Guest user cannot change the password.
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15 Appendix F: Post Deployment Configurations

15.1 Post Deployment Configuration

This chapter covers the following topics:

e Deploying the Application

e Logging as System Administrator

e Creating Application Users

e Mapping Application User(s) to User Group

15.2 Deploying the Application

15.3

154

This section explains steps to deploy the application. Web Layer deployment is required, For
more information, see Appendix A.

Logging as System Administrator

Post installation, the first login into Infrastructure is possible only for a System Administrator
through user ID, sysadmn. This ID is created at the time of installation with the password
provided during installation. Enter login ID, sysadmn and password that was provided during
installation. Click Login.

Creating Application Users

User Maintenance facilitates you to create user definitions, view, manage, modify, and delete
user information. You can access User Maintenance by expanding User Administrator section
within the tree structure of LHS menu.

The User Maintenance screen displays user details such as User ID, Name, Profile Name, Start
and End dates. You can also identify the user status if enabled to access the Infrastructure
system.

To add a user in the User Maintenance screen:

1. Select * button from the User Maintenance tool bar. Add button is disabled if you have
selected any User ID in the grid. The New User screen is displayed.
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User Maintenance

Notification Time

Save  Cancel

HH:MM HH:MM

2. Enter the user details as tabulated.

Field

Description

Fields marked in red asterisk (*) are mandatory.

User ID* Enter a unique user ID. Ensure that there are no special characters and extra
spaces in the id entered.
User Name* Enter the user name. The user name specified here is displayed on the

Infrastructure Splash screen. Ensure that the user name does not contain any

» o« W

special characters or spaces except -, “”. and “.”.

Contact Address*

Enter the contact address of the user. It can be the physical location from where
the user is accessing the system. Ensure that Contact Address does not contain
any special characters except ".", "#", "-", ",".

Date Of Birth*

Specify the date of birth. You can use the popup calendar to enter the date.

Designation*

Enter the user designation. Ensure that designation does not contain any special

characters except “_, “” and "-".

Profile Name*

Select the profile name by clicking on the drop down list.

User Start Date*

Specify the user start date based on the day slot the user is enabled to access
the system. Ensure that User Start Date is greater than today’s date. You can
use the popup calendar to enter the date.

User End Date*

Specify the user end date based on month and year when the user Id expires.
Ensure that user End Date is greater than User Start Date. You can use the
popup calendar to enter the date.

Password*

Enter the default password for the user for the initial login. User needs to change
the default password during the first login.

A user is denied access in case the user has forgotten the password or enters
the wrong password for the specified number of attempts (as defined in the
Configuration screen). To enable access, enter a new password here.

Notification Time

(Optional) Specify the notification start and end time within which the user can
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be notified with alerts.

E-mail ID* Enter the e-mail address of the user.

Mobile No (Optional) Enter the mobile number of the user.

Pager No (Optional) Enter the pager number of the user.

Enable User* Select the checkbox to allow user to access the system.
A deselected checkbox denies access to the user.

3. Click Save to upload the user details.

The new User details are populated in the User Authorization screen which has to be
authorized by System Authorizers. Once authorized, the User details are displayed in User
Maintenance screen and can then be mapped to the required user group in the User
UserGroup Map screen.

NOTE: This step may not be required if you have already setup users in the OFSAA setup.
For more information refer user creation section from the Oracle Financial Services
Analytical Applications Infrastructure User Guide.

15.5 Mapping Application User(s) to User Group

The User UserGroup Map facilitates you to map user(s) to specific user group which in turn is
mapped to a specific Information Domain and role. Every UserGroup mapped to the infodom
needs to be authorized. Else, it cannot be mapped to users.

The User UserGroup Map screen displays details such as User ID, Name, and the corresponding
Mapped Groups. You can view and modify the existing mappings within the User UserGroup
Maintenance screen.

Starting the OFSAA 8.0 release, with installation of DM Application Pack, preconfigured
Application user groups are seeded. These user groups are unique to every OFSAA Application
Pack and have application roles pre-configured.

You can access User UserGroup Map by expanding User Administrator section within the tree
structure of LHS menu.

After the user is created for Reconciliation Framework, it should to be mapped to the following
mentioned user groups:

1. Recon Administrator
2. Recon Framework Analyst
3. Recon Framework Authorizer

After the user is created for Data Governance for different jurisdictions, it should to be mapped to
the required user groups as per their roles:
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e Data Governance for US Regulatory Reporting Application: DGS Authorizer Group, DGS
Administrator Group, DGS Analyst Group, BUO and CWS

e Data Governance for European Central Reporting Application: DGS EBA Authorizer
Group, DGS EBA Administrator Group, DGS EBA Analyst Group, BUO and CWS

e Glossary Module: Glossary Approver Group, Glossary Creator Group, Glossary Owner
Group, Glossary Viewer Group

e Business Terms Module: Glossary Term Approver Group, Glossary Term Creator Group,
Glossary Term Owner Group, Glossary Term Viewer Group

e Critical Data Element Module: CDE Approver Group, CDE Creator Group, CDE Owner
Group, CDE Viewer Group

e Control Module: DGCOGRP, DGCOVIEWGRP

e Key Indicator Module: DGSKRCODGRP, KIVCAP, DGKIVIEWGRP, DGKIVCAP

e Issues Module: DGISAPRGRP, DGISASRGRP

e Actions Module: DGAAGRP

e Process Monitoring Module: DGSPLANSCOPE, DGSPSI, DGPMVIEWGRP

e Metadata Report Module: MDR Owner Group, MDR View Group

Oracle Financial Services Software 207 ORACLE



OFSDM 8.0.6.0.0 Installation Guide

16 Appendix G: Cloning OFSAA Instance

There is a consistent need for a faster and effective approach of replicating an existing OFSAA
instance for further project developments, that is, setting up OFSAA instances that are exact
copies of the current OFSAA instance. For more information on cloning, see OFSAA Cloning
Reference Guide.
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17 Appendix H: OFSAA Landing Page

This appendix includes the following topics:

Installation Checklist

OFSAA Landing Page

Enabling a Product within an Application

Uninstalling the OSFAA Installation

17.1 Installation Checklist

Before starting on the OFSAAI Installation Kit, ensure that the following pre-installation activities
checklist is completed successfully. It is recommended to take a print out of the checklist and
follow the checklist step by step.

Table with (General, Pre-Install, Install, and Post Install) Checklist

Step No. Task Done
General
1 Check the OFS Data Management Release Notes and Read Me document for
any additional steps to be performed on OFS Data Management Pack or O
OFSAAI.

Note: For more details, contact Oracle support.

Data Management Pack Pre Installation + During Installation

1 Prior to installation, ensure that sufficient free temp space (minimum 1 GB free) O
is available in /tmp directory of unix server hosting OFSAAI.

Data Management Pack Post Installation

1 Perform post-installation steps ]
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17.2 OFSAA Landing Page for DM Administrator

On successful authentication, the OFSAA 8.0.6.0.0 Landing Page is displayed. This is a common
landing page for all users until a preferred application landing page is set by the user in his
preferences.

ORACLE Financial Services Analytical Application: e T S-English v OFSAD v @

Data Governance for Financial Services Financial Services Data Financial Services Data
European Central Analytical Applicati dati Governance for US
Reporting Reconciliation Application for Financial Regulatory Reporting
Data Governance for European Framawork Services Data Foundatior Finandial Services Data
Framework for General Ledge Governance for US Regulatory

Reconciliation : Reporting

The landing page includes multiple tabs and each tab has specific links to OFSAA Infrastructure
and/or Application modules. The tabs and links are displayed based on the OFSAA Application
accessed and the access roles mapped to the logged in user.

Each tab contains LHS Menu and RHS Menu. The LHS Menu holds link(s) to modules in a tree
structure. The RHS Menu holds link(s) to modules in a navigational panel format.

NOTE: Refer the User Manual for more details on how to operate on each tab.

17.2.1 Accessing OFSAA Infrastructure

Infrastructure can be accessed through your web-browser as soon as the System Administrator
(SA) installs and configures Oracle Financial Services Analytical Applications Infrastructure.

The SA provides you with a link through which you can access Oracle Financial Services
Analytical Applications Infrastructure. You can access the Infrastructure application login screen
through your web-browser using the URL: http://<IP Address of the Web Server>:<servlet
port>/<context name>/login.jsp.

You can also login to the Infrastructure application with the host name instead of the IP address.
To do this, it is necessary to have the host name mapped to the IP address in the hosts file the
client Windows machine. The hosts file is in %systemroot%)\system32\ drivers\etc\ directory.

17.3 Enabling a Product within an Application

Each product is marketed by a separate team and which is headed by a Sales Manager who
reports to the Sales Head. Each Sales Manager in turn has two Sales Officers who are
responsible for sales and profitability of the product.
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The Sales Head has decided that the Sales Officer of each product not have access to the
information of other products. However, each Sales Manager have access to Sales figures of the
other products.

Using the Oracle Infrastructure Security Hierarchy feature Administrator can provide information
security at hierarchy level by defining security options for each hierarchy node. Thus, the Bank
can control access of information at a node level and not increase the overheads.

In the Oracle Infrastructure:

e The users are created in Oracle Infrastructure and then, a business hierarchy (as defined
above) is created.

e The bank can restrict access of certain information to certain people in the Hierarchy Security
configuration. In this window,

e The administrator can control security by mapping the users to various nodes in hierarchy.

For example, the administrator maps Sales Officer 1 and Sales Officer 2 to only the Personal
Loans Node in the Product hierarchy. This restricts Sales Officer 1 and 2 to only viewing and
maintaining their particular node in the hierarchy.

By default, all the users mapped to a domain can access all the hierarchy levels to which they are
mapped. This function allows the administrator to restrict or exclude a user/s from accessing
restricted nodes.

17.4 Enabling a Product within an Application Pack

You can also enable a product/ application within an application pack post installation at any point
of time.

To enable a product through the application Ul, Perform the following steps:

1. Login to the application as SYSADMN user or any user with System Administrator privileges.

2. Click @ Administration.

Oracle Financial Services Software 211 ORACLE



OFSDM 8.0.6.0.0 Installation Guide

US-English = AAAIUSER ™

=  ORACLE financial Services Analytical Applications Infrastructure (o JE!
ADMINISTRATION

Information Domain Select Infodom ¥

£

System Configuration
Configuration of various OFSAA
services

Database Details
Configure Database Details

Identity Management
Framework to manage fine
grained user authentication and
autharization security using
access management constructs
like passwords, user roles and
functions

Translation Tools

Manage OFSAA Product
Licenses

Enable additional products
across Application Packs

Create New Application
Create New Application

Information Domain Utilities

Object Administration

Create and maintain an Manage Translation Tools Tools to define and maintain Various Utilities Framework

Information Domain object access management Processing Modelling
Framework

Processing Modelling

3. Click Manage OFSAA Product License(s). The Manage OFSAA Product License(s) page is
displayed.
72 ORACLE Financial Services Analytical Applications Infrastructure # é [  USEnglish ~¥  OFSAD v
Manage OFSAA Application Pack Licenses ]

Manage OFSAA Application Pack Licenses
Installed Application Packs

Application Pack ID Application Pack Name Description Installation Date Version
ST s . Applications forming analytics foundation such as FSDF, DIH,
®  OFS_BFND_PACK :‘a“&""" Services Foundation Applications ¢ pr N, CONNECTORS for the Banking and Financial Services  2018-07-05 20:54:140 80600
Domain.
OFS_DM_PACK Financial Services Data Pack for Data 2018-08-08 21:14:120 80600
Products In The Application Pack
Enable  Product ID Product Name Description Date Enabled
] OFS_AAAI Financial Services Enterprise Modeling Base Infrastructure for Advanced Analytical Applications
“ OFS_AAI Financial Services Analytical Base for Analytical 2018.07-05 20:54:14
Financial Services Analytical Applications Infrastructure - Big : = R
o OFS_AAIB i Procesthg Base for Analytical Big Data Processing
“ OFS_FSOF Financial Services Data Foundation Application for Financial Services Data Foundation 2018-07-05 20:54:14
] OFs.IPE Financial Services Inline Processing Engine Framework for Inline Processing Engine

View License Agreement  Reset
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ORACLE Financial Services Analytical Applications Infrastructure e o [  Us-English ~  OFSAD ~

Manage OFSA#

Manage OFSAA Application Pack Licenses

Installed Application Pack
Application Pack ID Application Pack Name Description Installation Date Version
inancial Services Foundation Auplications.  APPICations forming analytics foundation such as FSDF. DIr
OFS_BFND_PACK el serices on Applcat ‘GLRECON, CONNECTORS for the Banking and Financial Services  2018-07-05 20:54:140 80600
o Domain
®  OFSDM_PACK Financial Services Data Management Pack  Applications for Data Management 2018-08-08 2114120 80600
Products In The Application Pack
Ensble  Product ID Product Name Description Date Enabled
OFS_AAAI Financial Services Enterprise Modeli ing Base Infrastructure for Advanced Anal Iytical Applications
OFs_AAl Financial Services Analytical Applications Infrastructure Base Infrastructure for Analytical Applications Infrastructure 2018-07-05 20:54:14
Analytical Ap s Infrastructy - )
OFS_AAIB nalytical Applications Infrastructure - Big  pace nfrastructure for Analytical Applications Infrastructure - Big Data Processing
Gavernance for US Regulatory
OF5_DGS 218 Governance for US Regulatory Financial Services Data Governance for US Regulatory Reporting 2018-08-08 21:14:12
OF5_DGS_EBA Data nce for Eurcpean Central Reporting Data Governance for Eurapean Central Reparting 2018-08-08 21:14:12
cial Services Analytical Applications Reconc
OFS_GLRECON ;:’a‘i[’mwk ices Analytical Applications Reconciliation Framework for General Ledger Reconciliation 2018-08-08 21:14:12

View License Agreement  Reset

This page includes the following sections:
e INSTALLED APPLICATION PACKS
e PRODUCTS IN THE APPLICATION PACK

The following fields are displayed in the INSTALLED APPLICATION PACKS section:

Field Description

Displays a unique Application Pack ID related to the Application Pack.

Select the appropriate Pack ID. The products in the application pack
are displayed in the PRODUCTS IN THE APPLICATION PACKS
section.

Application Pack ID

Application Pack Name | Displays the name of the Application Pack.

Description Displays the description of the Application Pack.

Install Date Displays the date when the Application Pack was installed.

The following fields are displayed in the PRODUCTS IN THE APPLICATION PACK

section:
Field Description
Enable Select the checkbox to enable a product within an Application Pack.
Product ID Displays a unique product ID for the product.
Product Name Displays the name of the Product
Description Displays the description of the product.
Enable Date Displays the date when the product was enabled.

4. Select an Application Pack from the Application Pack ID field.

Selecting an Application Pack displays the products within the Application Pack.
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Products enabled during installation have the checkbox “ENABLE” disabled. You can enable
any product within the selected Application Pack by clicking the “ENABLE” checkbox against
the respective Product ID.

5. Click RESET to cancel the operation and refresh the screen.

6. Click VIEW LICENSE AGREEMENT. The License Agreement window is displayed.
7. Select| ACCEPT THE LICENSE AGREEMENT.

8. Click ENABLE.

An appropriate pop-up message confirmation is displayed showing that the product is
enabled for the pack.

NOTE: To use the newly enabled product, you need to map your application users to the appropriate
product specific User_Group(s) and subsequently, authorize the actions by logging in
as System Authorizer.

NOTE: For more information refer to Mapping/Unmapping Users section in the Oracle Financial
Services Analytical Applications Infrastructure User Guide 8.0.
To identify the newly enabled product specific UserGroups/ Application Pack specific
User_Groups, refer to the respective Application Pack specific Installation and
Configuration Guide/ User Manual.

17.5 Uninstalling OFSAA Installation

This section provides the necessary steps to uninstall the OFSAA 8.0 installation.

Before you start the uninstall process, ensure that no open connections exist to the OFSAA
Configuration Schema and Atomic Schemas, and Infrastructure Services are brought down.

To uninstall OFSAA:

1. Log in to the system as non-root user.

2. Navigate to the $FIC HOME directory and execute the command:
./Uninstall.sh

3. Enter the password for OFSAA Configuration Schema when prompted as shown in the
following figure:
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facratchdofzaadb/OFSAAL:, AUninstall, sh

Uninstallation Started [time @ Tue Jun 10 14:20:27 IST 2014 ]
e e e o e o o o e R
%% Iriver loaded with Driver oracle,jdbc,driver,Oraclelliver

Flease enter Configuration schema Pazsword :
Connected to Config Schema

Cleaning config schema ....

config schema cleaned ...

Cleaning up Infrastructure Home Dir |

Fleaze wait .,

Uninstallation Completed | Thank You [time @ Tue Jun 10 14:21:53 IST 2014 1
5 e e o e o

/zcratoh/ofzaadb OFSART ]

Uninstall process does not uninstall the OFSAA application from the Web Application Server. This
has to be done manually. The files/ directories under the file system staging area (ftpshare) have
to be deleted manually.

All the Database objects from Atomic Schemas have to be dropped manually.
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18 Appendix I: Additional Configurations

The following sections provide detailed module specific post installation configurations.

This section includes the following topics:
e Configuring FTP/SFTP

e Configuring Infrastructure Server Memory

e Setting Up Internet Explorer

e Retrieving Patch Information

e Configuring OLAP Data Server

e Changing IP/ Hostname, Ports, Deployed Paths of the OFSAA Instance

e Configuring Infrastructure Ports

e Fetching Tool for OFSAAI Setup Information

e Encryption Changer

e Configuring Infrastructure LDAP

e Configuring OFSAAI Web Services

e Deploying OFSAAI Web Services

e Configuring Message Details in Forms Designer

e Clearing Application Cache

e Configuring Password Changes

e Configuring Java Virtual Machine

e Configuring Internal Service (Document Upload/ Download)

18.1 Configuring FTP/SFTP

This section details about the configurations required for FTP/SFTP.

18.1.1 Adding FTP/ SFTP Configuration for File Transfer

In OFSAA, certain modules require transfer of files from the web application server to the OFSAA

server over SSH.

Follow these steps to ensure the OFSAA server recognizes the web application server during file

transfers.
1. Login to the web application server.
2. Type sftp <user>@<OFSAA Server>
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3. Specify Yes when prompted for permission.

Are you sure you want to continue connecting (yes/no)?
4. This will add an entry into the "known_hosts" file.
5. A confirmation message is displayed

Permanently added <OFSAA Server> (RSA) to the list of known hosts.

18.1.2 Setting Up SFTP Private Key

Log in to OFSAA Unix user using Putty tool, where you plan for installation and generate a pair of
authentication keys using the ssh-keygen command. If required, set passphrase. Otherwise
OFSAAI_SFTP_PASSPHRASE tag in the OFSAAI  InstallConfig.xml file should be set to
NA.

To generate private key, enter the commands as shown:

0fsaapp@OFSASERVER:~> ssh-keygen -t rsa Generating public/private rsa
key pair.

Enter file 1in which to save the key (/home/ofsaapp/.ssh/id rsa):
Created directory '/home/ofsaapp/.ssh'.

Enter passphrase (empty for no passphrase): Enter same passphrase

again:

Your identification has been saved in /home/ofsaapp/.ssh/id rsa. Your
public key has been saved in /home/ofsaapp/.ssh/id rsa.pub. The key
fingerprint is: 3e:4£:05:79:3a:9f:96:7c:3b:ad:e9:58:37:bc:37:e4

ofsaapp@OFSASERVER: ~> cat /home/ofsaapp/.ssh/id rsa.pub >>
/home/ofsaapp/.ssh/authorized keys

In case, you are generating SFTP Private key for Hive server, append the content of
/home/ofsaapp/.ssh/id rsa.pub to Hiveserver authorized_keys file located at
$HOME DIR HIVE/.ssh folder.
Ensure the following permissions exist for the given folders:

e Permission of . ssh should be 700

e Permission of .ssh/authorized keys should be 640

e Permission of .ssh/id_rsa should be 400

e Permission of Unix user created should be 755
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18.2 Configuring Infrastructure Server Memory

The memory settings for Infrastructure Application Server, Tomcat, WebSphere, and WebLogic
can be edited for customizing memory settings and garbage collector settings depending on the
available hardware configuration as explained below. These settings are base minimum and has
to be incremented considering the deployment metrics into account. The increments are usually

handled in multiples of 128mb for heap and 64mb for stack.

18.2.1 Setting Up Infrastructure Server Memory

You can configure the Infrastructure Application Memory settings as follows:

1. Locate .profile file.

2. Edit X ARGS field in this file for customizing memory settings and garbage collector settings

depends on the hardware configuration.
This has a default value X ARGS APP ="-Xms200m"

X ARGS APP =" "$X ARGS" SDELIM -Xmx2048m"

NOTE: You need to modify X ARGS APP variable in the .profile file to customize Java Memory

Settings  for  Model Upload based on the Data  Model size.
For Run and Rule executions, the following value is recommended:
X_ARGS_RNEXE="-Xmslg -Xmx1g -XX:+UseAdaptiveSizePolicy -

XX:MaxPermSize=512M

X_ARGS_RLEXE="-Xmslg -Xmx1g

-XX:+UseParallelOldGC

-XX:+DisableExplicitGC"

-XX:+UseAdaptiveSizePolicy -

XX:MaxPermSize=512M -XX:+UseParallelOldGC -XX:+DisableExplicitGC"
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18.3 Setting Up Internet Explorer

NOTE: OFSAAI supports only default zoom setting in Internet Explorer, that is, 100%.

Cookies should be enabled.

The following browser settings have to be specified at every client machine prior to accessing the
Infrastructure application.

1. Open Internet Explorer. Select Tools - Internet Options. The Internet Options window is
displayed.

2. Click the Settings button. The Settings window is displayed.

3. Select the option Everytime | Visit the webpage and click OK.

[ Internet Options

General \Security | Privacy | Content [ Connections | Programs Advanced‘

Home page
To create home page tabs, type each address on its own line.
>
= about:blank -
Use current l [ Use default J [ Use new tab ]
Startup

() Start with tabs from the last session
©) Start with home page
Tabs

Change how webpages are displayed in tabs.

Browsing history -

Delete temporary files, history, cookies, saved passwords, and web
form information.

[ Delete browsing history on exit

Website Data Settings

Temporary Internet Files ‘ History | Caches and databases i

Internet Explorer stores copies of webpages, images, and media
for faster viewing later,

Check for newer versions of stored pages:
@ Every time I visit the webpage
() Every time I start Internet Explorer
) Automatically

() Never

Disk space to use (8-1024MB) 250 &
(Recommended: 50-250MB)
Current location:

C:\Users\shwwali\AppData\Local WMicrosoft\Windows\Temporary
Internet Files\

{ Move folder... ] [ View objects ] [ View files ]

[ ok ][ concel

[ Delete... H Settings ]

Appearance

Colors H Languages H Fonts H Accessibility ]

\

[ oK H Cancel ] Apply

v,

4. In the Internet Options window, select the Security tab and select the Internet option under
Select a zone to view or change the security settings.

5. Click Default Level under Security level for this zone.
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Internet Options

Select a zone to view or change security settings.

@ €« v O

Localintranet Trusted sites  Restricted
sites

Internet

q This zone is for Internet websites,
except those listed in trusted and
restricted zones,

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
Ee= - Appropriate for most websites
- Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

[ OK ][ Cancel ]

?)X]

General | Security | Privacy | Content | Connections | Programs | Advanced

6. Click OK to save.
7. Click Internet Explorer - Tools - Compatibility View Settings.
8. Enter the OFSAA setup URL in the Add this website field.
9. Click Add.
10. Ensure the URL is listed under Websites you've added to Compatibility View.
11. In the Internet Options window, select the Privacy tab and select the Turn on Pop-up
Blocker option under Pop-up Blocker settings.
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Internet Options s E—
£ ~ C || @ Navigation Canceled ’7\
| General ] Security | Privacy | Content | Connections | Programs | Advanced |
‘ Settings
Select a setting for the Internet zone.
Medium
- Blocks third-party cookies that do not have a compact
privacy policy

| - Blocks third-party cookies that save information that can
) be used to contact you without your explict consent
- Restricts first-party cookies that save information that
can be used to contact you without your implicit consent

stes | [ import ] [ Advanced

Location

[ Never allow websites to request your | Clear Sites |
physical location . -

Pop-up Blocker fonupBlockes SettmgsL =3 g
s

| Turn on Pop-up Blocker !

InPrivate = Pop-ups are cumently blocked. You can allow pop-ups from specific
Disable toob vlf webstes by adding the ste to the list below

Address of webste to allow

@ some settings are managed by your system administrator. Allowed stes
\ | oracle.com

2.5 ‘ l Goncel J — ~ oraclecorp.com ( N

“.oraclevpn.com {, '“7"!’*‘;:;‘

Notifications and blocking level
Play a sound when a pop-up is blocked
v | Show Notffication bar when a pop-up is blocked
Blocking level
(Medum: Biock most automatic popps =)

eam more about Popup Blocker [ Cose

12. Click Settings. The Pop-up Blocker Settings window is displayed.

13. Enter the URL of the OFSAA Application in the Address of Website to Allow: field.
14. Click Add. The OFSAA URL is displayed in the Allowed Sites section.

15. Click Close.

16. Click OK in the Internet Options window.

18.4 Retrieving Patch Information

To identify the list of patches installed on your OFSAA setup, perform the following steps:
1. Login to the OFSAA application as a user with Object AdminAdvanced Role.

2. Navigate to Object Administration tab.

3. Click System Utilities.
4. Click Patch Information.
5. The page displays the list of patches installed on the OFSAA setup across Applications/

Platform.
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18.5 Configuring OLAP Data Server

This section is applicable if you are using the OLAP feature of OFSAAI.

The following parameters must be set to ensure that the system limitations are not exceeded at
any stage. The values for these OS parameters should be specified based on the expected load
at each implementation site.

Example:

Process Memory Limit

Max Thread Stack Size

Max Number of Threads per Process

Sort Buffer settings: This must be set at the Essbase application level appropriate to the
anticipated load.

Shutdown and Restart: During shutdown of OFSAAI Server that has an instance of Data
Services that is communicating with an OLAP Data Server, it is imperative to ensure that the
cleanup of the old instance is completed on the OLAP Data Server before restarting the OFSAAI
Server. Pause for a period of time based on the load the system was subjected to, before
restarting the Data Services subsystem.

18.6 Changing IP/ Hostname, Ports, Deployed Paths of the OFSAA Instance

For information on this section, see OFS Analytical Applications Infrastructure Administration
User Guide in OTN.

18.7 Configuring Infrastructure Ports

This step is applicable only in the event you wish to change any of the ports used by
Infrastructure services after the installation process. The ports that are used by the Infrastructure
application are distributed across the machines on which Infrastructure Web; Application, and
Database components have been installed. Therefore you must perform the port changes on all
the machines on which Infrastructure components have been installed.

The portcC. jar file can be executed in two modes.
GUI
CMD

To execute PortC. jar file in GUI mode, ensure that Hummingbird Exceed is running and do
the following:

1. Navigate to the path $FIC_HOME in each machine.

2. Enter the command:
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java -jar PortC.jar GUI

3. The OFSAA Infrastructure Port Changer window is displayed.

B oFSaalnfrastructure Port Changer BEE

Configure port numbers used by
OFSAAInfrastructure,

OFSAAInfrastructure install directory:

Application Layer
Database Layer v
Web Layer
Infrastructure java Port 2425
ICC Server Pornt 9815
1CC Native Pont 9817
Infrastructure Native Port 8721
Infrastructure Agent Port 9812
OLAP Data Server Port 10101
Message Server Port 4376
Router Port 4379
AM Port 6702
Web Server Port 12123
Enter Database Details
Select your Database Oracle -
IP Address
Port Number
SID
Config schema username

Config schema password *seeeess]

Cancel Change

The OFSAA Infrastructure Port Changer window displays the following:
The path in which Infrastructure components have been installed.

The check-boxes corresponding to enable Application Layer, Database Layer, or Web
Layer:

o In the event you have performed a single-tier installation on the current machine, the
check-boxes for all three components be enabled.

If you have installed more than one category of components on the current machine, the
corresponding checkboxes for the respective components you have installed are
enabled.

To edit the port value, enter the new port value. User has the option to change the required
ports and leave the other ports unchanged. Only the ports for which values are modified
change and the ports that are unchanged retain its default value.

NOTE: All ports on a machine must be unique. The range of port numbers that are given should
preferably be between 1025 and 65535. The Servlet port can have 80 or 443 as port
numbers if Default HTTP/HTTPS ports are being used.
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o Select the Database Type as Oracle from the drop-down list.

The IP / Host Address of the machine on which the corresponding database is installed
be populated.

The Port Number on which the database is listening is displayed.
The SID details are displayed.
The Configuration Schema username is displayed.
Enter the Configuration schema password.
Click Change to initiate the port changes.
To execute PortC.jar in CMD mode:
4. Navigate to the path $SFIC_ HOME.
5. Enter the command:
java -jar PortC.jar CMD

Then enter the requested information to change the ports. Once the port numbers are
changed in the Infrastructure configuration, a message be displayed confirming the changes.
The log, Portchanger. log, in the Infrastructure installation path provides the status of port

changes performed.

For above port changes to take effect, a restart of all Infrastructure servers is required.

NOTE: Do not execute the PortC.jar file with CMD option in the nohup mode. The port changes
are done only on Infrastructure web components where EAR/WAR files are deployed.
After the port changes are done, you need to re-create the EAR/WAR files and re-
deploy these files.

18.8 Fetching Tool for OFSAAI Setup Information

Executing the SetupInfo.jar file available in the $FIC HOME path helps you retrieve the
related information about the OFSAAI Set up such as Operating System Name and version,
Database Type and Version, OFSAAI architecture, Log file locations and so on.

To execute "SetupInfo.jar"in console:
1. Navigate to the path SFIC HOME.
2. Enter the command:

java -jar SetupInfo.jar

After execution, the output file location is displayed in the console.
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18.9 Encryption Changer

For more information on Encryption Changer, see Key Management section in OFSAAI
Administration Guide.

18.10 Configuring Infrastructure LDAP

For more information on LDAP configuration, see OFSAAI Administration Guide.

18.11 Configuring Enable Parallel Execution of DML statements

A configuration file, 0OracleDB.conf has been introduced to accommodate any configurable
parameter related to operations on oracle database. If you do not want to set a parameter to a

specific value, then the respective parameter entry can be removed/commented off form the
OracleDB. conf file which resides in the path SFIC_ DB HOME/conf.

As of now, the OracleDB.conf file has only one parameter namely
CNF_DEGREE OF PARALLELISM. This parameter indicates the degree of parallelism to be used
for a DML operation if parallel DML is explicitly enabled in the session with the ENABLE
PARALLEL DML clause of the ALTER SESSION statement. The default mode of a session is
DISABLE PARALLEL DML. If CNF DEGREE OF PARALLELISM is not set, then the default
degree, as decided by Oracle is used.

18.12 Configuring Message Details in Forms Designer

You can configure the Message Details in Forms Designer under Data Entry Forms and Queries
module by updating the details of mail server in the "NotificationConfig.cfg" file which resides in
the path $SFIC_APP HOME/common/FICServer/conft.

Ensure that the "authorized User details" for whom you need to configure the Message details are
included in Administration - Security Management -> User Administrator - User
Maintenance window.

Update the following parameters in the "NotificationConfig.cfg" file:

Parameter Description

SMTP_SERVER_IP Specify the hostname or IP address of SMTP Server.

SMTP_DEBUG_MODE To run SMTP service in Debug mode, set value to 'true’, otherwise set value
to 'false’.

SMTP_AUTHORIZATION Set to 'true' if SMTP server requires the client to be authenticated, otherwise
set to 'false’.

SMTP_USERNAME Username required for logging into SMTP server, if authentication is not
required use a dummy value.
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18.13

18.14

Parameter Description

SMTP_PASSWORD Password required for logging into SMTP server, if authentication is not
required use a dummy value.

SMTP_MAILID If the Messages has to go from a Particular ID that ID must be added.
Exchange server forces you set a valid ID that is there in the exchange
server. (Based on Security settings)

Ensure that the authorized User details are included in Administration = Security
Management 2 User Administrator = User Maintenance window.

Clearing Application Cache

This is applicable to all Web Servers (that is, WebSphere, WebLogic, and Tomcat).

Prior to the deployment of Infrastructure or Application Service Packs / One-off patches, navigate
to the following path depending on the WebServer configured and clear the cache:

e Tomcat: <Tomcat installation
directory>/work/Catalina/localhost/<Application name>/org/apache/jsp

e WebLogic: <Weblogic installation location>/domains/<Domain
name>/servers/<Server name>/tmp/ WL user/<Application

name>/qaelce/jsp servlet

e WebSphere: <Websphere installation
directory>/AppServer/profiles/<Profile name>/temp/<Node

name>/serverl/<Application name>/<.war file name>

Configuring Password Changes

This section explains about how to modify the OFSAA Infrastructure Config Schema and Atomic
Schema passwords.

18.14.1 Modifying OFSAA Infrastructure Configuration Schema Password

To change the Config Schema password, perform the following steps:
1. Change the Config Schema User Password in the database.
2. Delete the $SFIC_HOME/conf/Reveleus.SEC file.
3. Shutdown the OFSAAI App service:
cd $FIC APP HOME/common/FICServer/bin

./ reveleusshutdown.sh
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18.14.2

Start the Infrastructure Server in foreground directly on the server or through X-Windows
software using the command:

./ reveleusstartup.sh

At the prompt, enter System Password. Enter the "new Config schema" password. The
service starts and initializes itself if it is able to successfully connect to the DB.

Post successful startup of the service, if required, the Infrastructure server can be shut down
and restarted in the background using nohup mode.

Modifying OFSAA Infrastructure Atomic Schema Password

To change the Atomic Schema password, perform the following steps:

1.
2.

Change the Atomic Schema User Password in the database.

Login to the application from the browser using SYSADMN account or any user ID, which has
System Administrator role mapped.

Navigate to System Configuration - Database Details window. Select the appropriate
connection and edit the password.

Navigate to Unified Metadata Manager - Technical Metadata - Data Integrator 2>
Define Sources window. Update the appropriate Source details.

If you are using Apache Tomcat as Web server, update the <Context> -> Resource tag
details in Server.xml file from the SCATALINA HOME/conf directory. (In case of Tomcat

only Atomic <Resource> exist).
If you are using WebSphere as Web server:
a. Login to the WebSphere Administration Console, from the left side menu.

b. Navigate to Resources - JDBC - Data Sources. A list of data sources are populated
on the right side.

c. Select the appropriate Data Source and edit the connection details. (In this case, both
Config and Atomic data sources must be modified).

If you are using WebLogic as Web server:
a. Login to the WebLogic Administration Console, from the left side menu

b. Under Domain Structure list box, expand the appropriate Domain and navigate to
Services - JDBC - Data Sources. A list of data sources are populated on the right
side.

c. Select the appropriate Data Source and edit the connection details. (In this case, both
Config and Atomic data sources must be modified).

Restart the OFSAAI services.

Oracle Financial Services Software 227 ORACLE



OFSDM 8.0.6.0.0 Installation Guide

18.15 Configuring Java Virtual Machine

While running several database intensive tasks in parallel, fetching the database connection from
connection pool may face an error. To ensure no such error is encountered, add the line
securerandom.source=file:/dev/./urandom in the java.security configuration file
available in $JAVA HOME/jre/lib/security/ path.

This must be configured on all the machines or virtual machines where the OFSAAI database
components (ficdb layer) are installed.

18.16 Configuring Internal Service (Document Upload/ Download)

This step can be ignored if it has already been configured as part of any previous IR /ML
installation.

The Document Upload /Download feature has undergone a change and can now be configured to
use Internal service for document upload / download instead of the earlier ExeWebService.

To facilitate Internal service for document upload/ download, perform the following configurations:

1. Create the directories download, upload, TempDocument and Temp in the local path of
Web application server and provide Read/Write permission.
¢ To find the exact location, execute the following query in CONFIG schema:

select localpath from web server info

e To create directories with Read/Write permission, execute the command:

mkdir -m 777 download upload TempDocument Temp

2. Create DocStorage directory in the FTPSHARE location of APP tier and provide Read/Write
permission.
¢ To find the exact location, execute the query in CONFIG schema:
select ftpdrive from app server info
e To create directory with Read/Write permission, execute the command:
mkdir -m 777 DocStorage
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19 Appendix J: Patching DM Pack Installation

Oracle strongly recommends installing the latest available patch set to be up-to-date with the
various releases of the OFSAA Infrastructure product.

See http://support.oracle.com for more information on latest releases.
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20 Appendix K: Grants for Atomic/ Config Schema

This appendix includes the following sections:

e Grants for Atomic Schema

e Grants for Config Schema

e Grants for Config Schema Entities for Atomic Users

20.1 Grants for Atomic Schema

Atomic Schema creation requires certain grants for object creation. This can be located in
$FIC HOME/privileges atomic user.sql file

grant create SESSION to &database username

érant create PROCEDURE to &database username

grant create SEQUENCE to &database username

érant create TABLE to &database username

grant create TRIGGER to &database username

grant create VIEW to &database username

érant create MATERIALIZED VIEW to &database username
/

grant olap user to &database username

érant select on SYS.V_SPARAMETER to &database username
;rant create SYNONYM to &database username

/

NOTE: If you intend to use Oracle OLAP feature, execute the below grant on all ATOMIC schema(s)

grant olap user to &database username

20.2 Grants for Config Schema

Config Schema creation requires certain grants for object creation. This can be located in
$FIC HOME/privileges config user.sql file

The following are the Grants for Config Schema:

grant create SESSION to &database username

/

grant create PROCEDURE to &database username
/

grant create SEQUENCE to &database username
/
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grant create TABLE to &database username

/

grant create TRIGGER to &database username

/

grant create VIEW to &database username

/

grant create MATERIALIZED VIEW to &database username
/

grant olap user to &database username

/

grant select on SYS.V SPARAMETER to &database username
/

grant create SYNONYM to &database username

20.3 Grants on Config Schema Entities for Atomic Users

Atomic Schema creation requires certain grants for config schema object access. This can be
located in $SFIC_HOME/config table privileges for atomic user.sql file.
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21 Appendix L: DM Pack XML Files

21.1 OFS_DM_PACK.xml

2111

NOTE: In case of HIVE, rename the following files and then proceed.
e OFS _DM_PACK.xmlto OFS_DM_PACK.xml.bkp
e OFS_DM_PACK.xml.HYBRID.template to OFS_DM_PACK.xml|

The OFS_DM PACK.xml file holds details on the various products that are packaged together in
DM Application Pack.

This section details the various tags/ parameters available in the file and the values that must be
updated. Prior to installing the DM Application Pack in SILENT mode, it is mandatory to update
this file.

]<APP_PACK_CONFIG>
<RPP_PRCK ID>0FS DM PACK</APP_PACK ID>
<AFP_PACK NRME>Financial Services Data Management Pack</AFF_PACK NRME>
DESCRIFTICH>Applications for Data Management</RFF_FACK DESCRIFTION-
.0.0.0.0</VERSION>

<APP_ID FREREQ="" DEF_3EL_FLG="YES" ENABLE="YES">0FS AAT</APP_ID>
<RFF_WAME>Financial Services Analytical Applications Infrastructure</AFF_NAME>
<APP_DESCRIPTICN»Base Infrastructure for Analytical Applications</APP DESCRIFTION»
<VERSION>8.0.0.0.0</VERSION>
</APE>

1 <APE>
<RPP_ID PREREQ="OFS_AAI" ENAELE="YES">OFS_GLRECON</APP_ID>
<LPF_NRME>Financial Services Analytical Applications Reconciliation Framework</AFP_NRME>
<APF_DE3CRIPTICH>Framework for General Ledger Reconciliation</APF DESCRIPTICH>
<VERSION>8.0.0.0.0</VERSION>

H </APE>

] <LPE>
<APP_ID FREREQ="OFS RAT" ENAELE="YES">OFS_DGS</AFP_ID>
<RPF_WAME>Financial Services Data Governance for US Regulatory Reporting</LFP NRZME>
<APP_DESCRIPTICN»Data Governance Studio</APP _DESCRIFTION>
<VERSION>8.0.0.0.0</VERSION>

H </RPE>

] <LEE>
<RPP_ID PREREQ="OF5_AAI" ENAELE="YE5">0F5_DGS_EBA</AFF_ID>»
<APP_NAME>Financial Services Data Governance for EBA Regulatory Reporting</RPP NAME»
<LPP_DESCRIPTICN>Data Governance Studio</APP DESCRIFTICON:
<VERSION>8.0.0.0.0</VERSION>

</
-</APP_PACK C

ONFIG>

Configuring OFS_DM_PACK.XML file

The OFS DM PACK.xml file holds details on the various OFSAA products that are packaged in a
particular Application Pack.

The following table gives details about the various tags/ parameters available in the file and the
values that must be updated. Prior to installing the OFSAA Application Pack in SILENT mode, it is
mandatory to update this file.

NOTE: If you are installing in the GUI mode, then this file is not updated.
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Tag Name/ Attribute Name Description Mandatory | Default Value/ Comments
(YI'N) Permissible Value
APP_PACK_ID Unique Y Unique Seeded DO NOT maodify this
Application Pack Value value.
Identifier
APP_PACK_NAME Unique Y Unique Seeded DO NOT modify this
Application Pack Value value.
Name
APP_PACK_DESCRIPTION Unique Y Unique Seeded DO NOT maodify this
Application Pack Value value.
Description
VERSION Unique release Y Unique Seeded DO NOT modify this
version Value value.
APP Unique Y Unigque Seeded DO NOT remove
Application Value these tags.
Entries
APP_ID Unique Y Unigque Seeded DO NOT maodify this
Application Value value.
Identifier
APP_ID/ PREREQ Prerequisite Y Unique Seeded For most
Application/ Value applications
Product Infrastructure is the
prerequisite set. For
certain other
applications, an
appropriate
Application ID
would be set.
DO NOT modify this
value.
APP_ID/ DEF_SEL_FLAG Default Selected Y Default - YES In all Application
Flag Packs,
Infrastructure would
have this value set
to “YES”. DO NOT
modify this value.
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Tag Name/ Attribute Name Description Mandatory | Default Value/ Comments
(YI'N) Permissible Value
APP_ID/ ENABLE Enable YES if Default: Set this attribute-
Application/ installing in | YES for Infrastructure | value to YES
Product SILENT NO for Others against every
mode. Permissible: YES or | APP_ID which is
NO licensed and should
be enabled for use.
Note: Application/
Product once
enabled cannot be
disabled. However,
Application/ Product
not enabled during
installation can be
enabled later
through the
Administration Ul.
APP_NAME Unique Y Unique Seeded DO NOT maodify this
Application/ Value value.
Product Name
APP_DESCRIPTION Unique Y Unigque Seeded DO NOT maodify this
Application/ Value value.
Product Name
VERSION Unique release Y Unique Seeded DO NOT modify this
version Value value.
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21.2 OFS_DM_SCHEMA_IN.xm|

21.2.1

The OFS DM SCHEMA IN.XML file contains details on the various application schemas that
should be created prior to the DM Application Pack installation.

This section details the various tags/ parameters available in the file and the values that must be
updated. Prior to executing the schema creator utility, it is mandatory to update this file.

<APPPACKSCHEMA>
<RPF_PACK_ID>OFS DM PACK</APP_PRCK ID>
<JDBC_URL></JDBC_URL>
<JDBC_DRIVER»oracle.jdbe.driver.OracleDriver</JOEC_DRIVER>
<HOST></HOST>

dmp" PREFTY_SCH

<PRSSWORD RLL="Y"
<TRBLESPACES>
<«TABLESPACE NAME="OFS DGS DATA TBS" VALUE="DGS DATA TABLE SPACE" LE="<..>/dgs_data tablespacel.dbf" SIZE="1096M" AUTOEXIEND="OFE" />
<TABLESPACE NAME="OFS_DGS_INDEX TBS" VALUE="DGS_INDEX TABLE SPACE LE="<..>/dgs_index tablespacel.dbf" SIZE="1096M" RUICEXTEND="OFF" />
</TRBLESPACES>
<SCHEMAS>
«SCHEMR TYPE="CONFIG" {E="ofsaacont"

<SCHEMA TY "ATOMIC" "ofsaaatm
<SCHEMA TY " ATOMIC" "ofsaaatm
<SCHEMA TYPE="ATOMIC" NAME="ofsaaatm" P
</3CHEMAS>
</RFPERCKSCHEMR>

" QUOTR ="2G"/>
"TEMP" QUOTA="2G"/>
MFTABLESFACE="TEMP" QUOTA="2G"/>

Configuring OFS_DM_SCHEMA _IN.XML File

Creating database schemas, object with schemas and assigning appropriate grants are the
primary steps in the installation process of OFSAA Applications. The OFS DM SCHEMA IN.xml
file contains details on the various application schemas that should be created prior to the
Application Pack installation.

The following table gives details about the various tags/ parameters available in the file and the
values that must be updated. Prior to executing the schema creator utility, it is mandatory to
update this file.
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/IN) Permissible Value
<APP_PACK_ID> Unique Application Y Unique Seeded Value DO NOT modify this
Pack Identifier value.
<JDBC_URL> Enter the JDBC URL. Y Example, Ensure to add an
Note: You can enter jdbc:oracle:thin: @< entry (with SID/
RAC and NON-RAC DBSERVER IP/HOST/ SERVICE NAME) in
enabled database IP>:<PORT>:<SID> the tnsnames.ora file
connectivity URL. oror on the OFSAA
server. The entry
jdbc:oracle:thin: @//[HOST][:P | should match with
ORT]/SERVICE the SID/ SERVICE
or NAME used in the
jdbc:oracle:thin: @(DESCRIP JDBC URL.
TION=(ADDRESS_LIST=(AD
DRESS=(PROTOCOL=TCP)(
HOST=[HOST])(port=[PORT])
)(ADDRESS=(PROTOCOL=T
CP)(HOST=[HOST])(PORT=[
PORT]))(LOAD_BALANCE=y
es)(FAILOVER=yes))(CONNE
CT_DATA=(SERVICE_NAME
=[SERVICE]))))
For example,
jdbc:oracle:thin:@//dbhost.ser
ver.com:1521/servicel
or
jdbc:oracle:thin:@//dbshost.s
erver.com:1521/scan-1
or
jdbc:oracle:thin: @(DESCRIP
TION=(ADDRESS_LIST=(AD
DRESS=(PROTOCOL=TCP)(
HOST=dbhost1.server.com)(p
ort=1521))(ADDRESS=(PRO
TOCOL=TCP)(HOST=dbhost
2.server.com)(PORT=1521))(
LOAD_BALANCE=yes)(FAIL
OVER=yes))(CONNECT_DA
TA=(SERVICE_NAME-=servic
el)))
<JDBC_DRIVER> By default this driver Y Example, Or_]ly JDBC Thin
i ] ] Driver is supported.
name is seeded. oracle.jdbc.driver.OracleDrive | po NOT modify this
Note: Do not edit this r value.
attribute value.
<HOST> Enter the Hostname/ | Y
IP Address of the
system on which you Host Name/ IP Address
are installing the
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
OFSAA components.
<IS_HYBRID>/ Flag to identify the Y TRUE This flag value
VALUE = TRUE mode of installation should be TRUE in
case of Hybrid mode
of installation only.
<SETUPINFO>/ Y : : This name would
NAME Enter the acronym Accepts strings with a appear in the OFSAA
for the type of minimum length of two and Landing Page as
implementation. This maximum of four. “Connected To: xxxx”
information will be The schemas being
Example, created would get
displayed in the DEV, SIT, PROD this prefix. For E.g.
OFSAA Home Page. dev_ofsaacontf,
. uat_ofsaaconf etc.
Note: On executing
the schema creator
utility, this value will
be prefixed with each
schema name. For
example:
dev_ofsaaconf,
uat_ofsaaatm.
<SETUPINFO>/ PP N Default value is YES.
PREFIX_SCHEMA N Identifies if the value YES or NO
AME specified in
<SETUPINFO>/
NAME attribute
should be prefixed to
the schema name.
<PASSWORD>/ Enter as Y if you want| Y Default— N Note: Setting this
APPLYSAMEFORALL| to apply the password Permissible — Y or N attribute value is
specified in DEFAULT mandatory, If
attribute for all the DEFAULT attribute is
schemas. set.
If you enter as N, you
need to provide
individual passwords
for all schemas.
Note: In case you
have entered Y in
APPLYSAMEFORALL
attribute and also
have specified
individual passwords
for all the schemas,
then the specified
individual passwords
will take precedence.
<PASSWORD>/ Enter the password N The maximum length
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
DEFAULT* if you want to set a allowed is 30 characters.
default password for Special characters are not
all schemas. allowed.
Note: You also need
to set
APPLYSAMEFORA
LL attribute as Y to
apply the default
password for all the
schemas.
<SCHEMA>/ TYPE The different types of | Y ATOMIC/CONFIG/SANDBOX | Only One CONFIG
schemas that are /ADDON schema can exist in
supported in this the file.
release are ATOMIC, Note: This schema
CONFIG, SANDBOX, ote: identifies as the
and ADDON. SANDBOX AND ADDON CONFIGURATION
hemas are not applicable schema that holds
By default, the SC N
schemas types are E)r ?(FS AAAI Application the QFSAA setup
seeded based on the ack. details and other
Application Pack. _m;atadaia
Note: Do not edit this n orma on.
attribute value. Multiple ATOMIC/
SANDBOX/ ADDON
schemas can exist in
the file.
ATOMIC schema
refers to the
Information Domain
schema. SANDBOX
schema refers to the
SANDBOX schema.
ADDON schema
refers to other
miscellaneous
schema (not
applicable for this
Application Pack).
<SCHEMA.>/ NAME Y The permissible length is 15 | SETUPINFO/ NAME
By default, the ;
characters and only attribute value would
schemas names are alphanumeric characters be prefixed to the
seeded based on allowed. No special schema name being
o characters allowed except created.
the Application underscore *_. For E.g. if name is
Pack. set as ‘ofsaaatm’ and
setupinfo as ‘vat’
You can edit the then schema being
schema names if created would be
i ‘uat_ofsaaatm’.
required. NAME should be
Note: same where
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
APP_GRP=1 for all
The Schema Nf"me SCHEMA tags (Not
will have a prefix of applicable for this
the SETUPINFO/ Application Pack).
NAME attribute.
SCHEMA NAME
must be same for all
the ATOMIC
Schemas of
applications within
an Application Pack.
<SCHEMA>/ Enter the password of N The maximum length allowed | Note: You need to
PASSWORD* the schema to be is 30 characters. Special mandatorily enter the
created. characters are not allowed. password if you have
Note: Si’tAtI;eSWORD /
< >
If this attribute is left APPLYSAMEFORAL
blank, then the. N L attribute as N.
password specified in
the
<PASSWORD>/DEFA|
ULT attribute is
applied as the
Schema Password.
<SCHEMA>/ APP_ID By default, the Y Unigue Seeded Value Idenpflejs the
o _ Application/ Product
Application ID is for which the schema
seeded based on is being creat(?d. _
the Application DO NOT modify this
value.
Pack.
Note: Do not edit this
attribute value.
<SCHEMA>/ . N Default - USERS Modify this value to
DEFAULTTABLESPA Enter the available Permissible — Any existing associate any valid
CE default tablespace valid tablespace name. tablespace with the
for DB User. schema.
Note:
If this attribute is left
blank, then USERS is
set as the default
tablespace.
<SCHEMA>/ . N Default — TEMP Modify this value to
TEMPTABLESPACE | Enter the avalable Permissible — Any existing | associate any valid
temporary valid temporary tablespace tablespace with the
tablespace for the name. schema.
DB User.
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value

Note:

If this attribute is left

blank, then TEMP is

set as the default

tablespace.
<SCHEMA>/ QUOTA | Enter the quota to be | N Modify this value to

Example, o

set on grant the specified

DEFAULTTABLESPA 600M/m quota on the

CE attribute for the mentioned

schema/ user. By 20G/g tablespace to the

default, the quota size o user.

is set to 500M. UNLIMITED/unlimited

Minimum: 500M or

Unlimited on default

Tablespace

i : Enter this field in

<SCHEMA>/ Enter the name of N Permissible length is 16 UPPERCASE.
INFODOM the Information characters and only

Domain to associate
this schema.
The schema creator

(Optional for
Atomic and
mandatory for

alphanumeric characters
allowed. No special
characters allowed.

If DM media pack is
first media pack
installation in the
setup, then
INFODOM has to be

sandbox ) L !
utility automatically Spec'f'?d mgndatonly
otherwise it is
derives an optional

Information Domain

Name based on the

Application Pack if

no value is specified

for this attribute.

Parent tag to hold Uncomment the tag
<ADV_SEC_OPTIO | Advance Security N and edit if you want
NS> Options. to add security

options. For
example, TDE and
Data Redact.
For details, see the
example following
the table.
<ADV_SEC_OPTIO | Tagto N Default is FALSE. To enable | ENSure this tag is not
- - commented if you
NS>/TDE enable/disable TDE. TDE, set this to TRUE. have uncommented
<ADV_SEC_OPTIO
NS>/
<ADV_SEC_OPTIO | Tagto N Default is FALSE. To enable | ENSure this tag is not
commented if you
NS>/ enable/disable Data DATA_REDACT, set this to have uncommented
DATA_REDACT Redaction feature. TRUE ;’;B)’—SEC—OPT'O
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
Uncomment the tag
<TABLESPACES> Parent tag to hold N NA and edit. ONLY if
<TABLESPACE> tablespaces are to
be created as part
elements of the installation.
For details, see the
example following
the table.
Note: When TDE is
TRUE in
ADV_SEC_OPTION
S, theniitis
mandatory for the
<TABLESPACES>
tag to be present in
the xml file.

) Name if specified
<TABLESPACE>/ Logical Name of Y should be referred
NAME tablespace to be in the <SCHEMA

DEFAULTTABLES
created. PACE=
“HHNAME#>
attribute.
Note the ## syntax.
<TABLESPACE>/ Physical Name of Y NA Value if specified wil
be the actual name
VALUE the tablespace to be of the
created TABLESPACE.

o Enter the absolute
<TABLESPACE>/ Specifies the Y NA path of the file to be
DATAFILE location of the data created.

file on the server
<TABLESPACE>/ | Specifies if the Y ON or OFF Setto ON to ensure
that the tablespace
AUTOEXTEND tablespace should does not run out of
be extensible or space when full.
have a hard limit
<TABLESPACE>/ | Specifies if the Y ON or OFF Setto ON to ensure
that the tablespaces
ENCRYPT tablespace(s) should when created are

be encrypted using
TDE.

encrypted using
TDE.

*On successful execution of the utility, the entered passwords in the OFS_DM_SCHEMA_IN.xml file are nullified.

Note: Encryption of tablespaces requires to enabling Transparent Data Encryption (TDE) on the

Database Server.
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Example: : (The following snippet shows that TDE is enabled and hence the tablespace has been shown
with encryption ON.)

<ADV_SEC_OPTIONS>

<OPTION NAME="TDE" VALUE="FALSE"/>

<OPTION NAME="DATA REDACT" VALUE="FALSE" />

</ADV_SEC_OPTIONS>

<TABLESPACES>

<TABLESPACE NAME="OFS AAI TBSP 1" VALUE="TS USERS1"
DATAFILE="/scratch/oral2c/app/oracle/oradata/OFSPQAL12CDB/ts usersl.dbf"
SIZE="500M" AUTOEXTEND="ON" ENCRYPT="ON" />TABLESPACE
NAME="OFS AAI TBSP 2" VALUE="TS USERS2"
DATAFILE="/scratch/oral2c/app/oracle/oradata/OFSPQAL2CDB/ts users2.dbf"
SIZE="500M" AUTOEXTEND="ON" ENCRYPT="ON" />

</TABLESPACES>

<SCHEMAS>

<SCHEMA TYPE="CONFIG" NAME="ofsaaconf" PASSWORD="" APP_ID="OFS_AAI"
DEFAULTTABLESPACE="##OFS_AAI_TBSP_I##" TEMPTABLESPACE="TEMP"
QUOTA="unlimited" />

<SCHEMA TYPE="ATOMIC" NAME="ofsaaatm" PASSWORD="" APP ID="OFS AAAI"
DEFAULTTABLESPACE="##0FS AAI TBSP 2##" TEMPTABLESPACE="TEMP"
QUOTA="unlimited" INFODOM="OFSAAAIINFO"/>

</SCHEMAS>

21.2.1 Configuring OFS
DM_SCHEMA_BIGDATA_IN.xml file

OFS_DM_SCHEMA_IN.XML File template for DM 806 Hyrbid is,
OFS DM_SCHEMA_BIGDATA_IN.xml.HYBRID.template.

Creating HIVE schemas, objects within the schemas are the primary steps in the installation process
of OFSAA Applications. The OFS_DM_SCHEMA_BIGDATA_IN.xml file contains details on the various
application schemas that should be created/ referred prior to the Application Pack installation.

Note: This file should be configured only in case of OFS DM Application Pack installation for HDFS
ONLY target. This file is not required to be configured for an RDBMS ONLY target installation.

The following table provides details about the various tags/ parameters available in the file and the
values that have to be updated.

Prior to executing the schema creator utility, it is mandatory to update this file.
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OFS_DM_SCHEMA_BIGDATA _IN.XML Parameters

Tag Name/
Attribute Name

Description

Mandatory
(Y/IN)

Default Value/
Permissible Value

Comments

<APP_PACK_ ID>

Seeded unique 1D for
the OFSAA Application
Pack

Y

Seeded

DO NOT modify this

value.

<JDBC_URL>

Enter the JDBC URL
Note: You can enter
RAC/ NON-RAC
enabled database

connectivity URL.

Example,

jdbc:oracle:thin: @<HOST/
IP>:<PORT>:<SID>

or

jdbc:oracle:thin:@//[HOS
T][:PORT]/SERVICE

or

jdbc:oracle:thin: @(DESCRI
PTION=(ADDRESS_
LIST=(ADDRESS=(PROT
OCOL=TCP)(HOST=[HO
ST])(port=[PORT]))(ADD
RESS=(PROTOCOL=TCP)
(HOST=[HOST])(PORT=[
PORT]))(LOAD_
BALANCE=yes)(FAILOV
ER=yes))(CONNECT_
DATA=(SERVICE_
NAME=[SERVICEY])))

For example,
jdbc:oracle:thin:@//dbhos
t.server.com:1521/service 1
or
jdbc:oracle:thin:@//dbsho
st.server.com:1521/scan-1
or
jdbc:oracle:thin:@(DESCRI
PTION=(ADDRESS_
LIST=(ADDRESS=(PROT
OCOL=TCP)(HOST=dbho

stl.server.com)(port=1521)

)(ADDRESS=(PROTOCO

In case of an HDFS
ONLY target
installation, this URL
should be of the
RDBMS instance that
hosts the Application’s
METADOM.
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
L=TCP)(HOST=dbhost2.s
erver.com)(PORT=1521))(
LOAD_
BALANCE=yes)(FAILOV
ER=yes))(CONNECT _
DATA=(SERVICE_
NAME=servicel)))
<JDBC_ DRIVER> By default this driver Y Example, Only JDBC Thin
name is seeded. oracle.jdbc.driver.OracleD river | Driver is supported.
Note: Do not edit this DO NOT modify this
attribute value. value.
<HOST> Enter the Hostname/ IP | Y Host Name/ IP Address
Address of the system
on which you are
installing the OFSAA
components.
<SETUPINFO>/ Identifies if the value N YES or NO Default value is YES.
PREFIX_ SCHEMA _ specified in
NAME <SETUPINFO>/ NAME
attribute should be
prefixed to the schema
name.
<SETUPINFO>/ NAME | Enter the acronym for Y Accepts strings with a minimum | This name would
the type of length of two and maximum of appear in the OFSAA
implementation. This four. Landing Page as
information will be Example "Connected To: xxxx"
displayed inthe DEV. SIT. PROD The schemas being
OFSAA Home Page. created would get this
Note: On executing the prefix. For example,
schema creator utility, dev_ ofsaaconf,
this value will be uat_ofsaaconf etc.
prefixed with each
schema name. For
example: dev_
ofsaaconf,
uat_ofsaaatm.
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
<PASSWORD>/ Enter the password if N The maximum length allowed is | Applies only to the
DEFAULT* you want to set a 30 characters. Special RDBMS type
default password for all characters are not allowed. METADOM
schemas. schema(s).
Note: You also need to
set
APPLYSAMEFORALL
attribute as Y to apply
the default password
for all the schemas.
<PASSWORD>/ Enter as Y if you want Y Default - N Permissible - Y or N Note: Setting this
APPLYSAMEFO RALL | to apply the password attribute value is
specified in DEFAULT mandatory, If
attribute for all the DEFAULT attribute is
schemas. set.
If you enter as N, you Applies only to the
need to provide RDBMS type
individual passwords METADOM
for all schemas. schema(s).
Note: In case you have
entered Y in
APPLYSAMEFORALL
attribute and also have
specified individual
passwords for all the
schemas, then the
specified individual
passwords will take
precedence.
<SCHEMAS>/ Identifies the RDBMS Y Default names for schemas In an HDFS ONLY
TYPE=RDBMS schema details. within the pack would be target installation, the
derived in absence of any value | Application’s
specified. METADOM (that
hosts the metadata)
for an application is
stored in RDBMS
schema and the data
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
model entities of the
application are stored
in the DATADOM
(which would be on
Hive).
<SCHEMA>/ TYPE The different types of Y ATOMIC/CONFIG/SAN Only One CONFIG
schemas that are DBOX/ADDON schema can exist in
supported in this Note: SANDBOX AND the file.
release are ATOMIC, ADDON schemas are not This schema identifies
CONFIG, SANDBOX, applicable for OFS AAAI as the
and ADDON. Application Pack. CONFIGURATION
By default, the schema that holds the
schemas types are OFSAA setup details
seeded based on the and other metadata
Application Pack. information.
Note: Do not edit this Multiple ATOMIC/
attribute value. SANDBOX/ ADDON
schemas can exist in
the file.
ATOMIC schema
refers to the
METADOM within the
Information Domain
schema. SANDBOX
schema refers to the
SANDBOX schema.
ADDON schema
refers to other
miscellaneous
schema (not
applicable for this
Application Pack).
<SCHEMA>/ NAME By default, the Y The permissible length is 15 SETUPINFO/ NAME
schemas names are characters and only attribute value would
seeded based on the alphanumeric characters be prefixed to the
Application Pack. allowed. No special characters schema name being
You can edit the allowed except underscore '_". created.
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
schema names if For example, if name
required. is set as 'ofsaaatm'
Note: and setupinfo as 'uat’
then schema bein
The Schema Name will g
) created would be
have a prefix of the
'uat_ofsaaatm'.
SETUPINFO/ NAME
. NAME should be
attribute.
same where
SCHEMA NAME must
APP_GRP=1 for all
be same for all the
SCHEMA tags (Not
ATOMIC Schemas of . .
applicable for this
applications within an
op Application Pack).
Application Pack.
<SCHEMA>/ Enter the password of N The maximum length allowed is | Note: You need to
PASSWORD the schema to be 30 characters. Special mandatorily enter the
created. characters are not allowed. password if you have
Note: set the
<PASSWORD>/
If this attribute is left
APPLYSAMEFORALL
blank, then the
password specified in attribute as N.
the
<PASSWORD>/DEFA
UL
T attribute is applied as
the Schema Password.
<SCHEMA>/ APP_ID By default, the Y Unique Seeded Value Identifies the
Application ID is Application/ Product
seeded based on the for which the schema
Application Pack. is being created.
Note: Do not edit this DO NOT modify this
attribute value. value.
<SCHEMA>/ Enter the available N Default - USERS Modify this value to
DEFAULTTABL default tablespace for Permissible - Any existing valid associate any valid
ESPACE DB User. tablespace name. tablespace with the
Note: schema.
If this attribute is left
blank, then USERS is
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
set as the default
tablespace.
<SCHEMA>/ If this attribute is left N Default - TEMP Modify this value to
TEMPTABLESP ACE blank, then TEMP is Permissible - Any existing valid associate any valid
set as the default temporary tablespace name. tablespace with the
tablespace. schema.
<SCHEMA>/ QUOTA | Enterthe quotatobe | N E;g;;f:’ g';/:g?\itf)t/ht:isp\g#iictjo
seton 20G/g quota on the
DEFAULTTABLESPAC UNLIMITE gglnet;%';ide 10 the
E attribute for the D/unlimited user.
schema/ user. By
default, the quota size
is set to 500M.
Minimum: 500M or
Unlimited on default
Tablespace
<SCHEMAS>/ Type of schemas being | Y Refers to the
TYPE=HDFS created. DATADOM of the
Application Pack
being installed.
<HIVE_ SERVER_ IP/HostName of the Y
HOST> server where HIVE is
installed
<HIVE_LIB_ PATH> Folder path where Y Should contain the list
HIVE related drivers/jar of jars mentioned in
files are copied the section Copying
Jars to OFSAA
Installation Folder and
krb5.conf, keytab files.
Manually copy the
preceding listed files
from CDH distribution
to this identified folder.
<SCHEMA>/ NAME By default, the Y The permissible length is 20 Schema Name
should not be the
schemas names are characters and only same as Schema
seeded based on the alphanumeric characters g?&?n;p_?;gigd for
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
Application Pack. allowed. ATOMIC.
You can edit the
schema names if
required.
Note: The Schema
Name will have a prefix
of the SETUPINFO/
NAME attribute.
<SCHEMA>/ TYPE Identifies the type of | Y By default, the TYPE attribute in \'?;IJUZOT modify this
schema where the data this tag is set to DATADOM.
model entities would
reside.
<SCHEMA>/ DB TYPE | Identifies the type of Y By default, the only supported In the upcoming
releases, the type
driver to be used for type is HIVE in this release. value can be HIVE/
connection. IMPALA etc.
COMMENTS for HIVE
<SCHEMA>/<P N
ROPERTY>/CO schema
MMENT
<SCHEMA>/<P You can optionally N
ROPERTY>/LO specify a location for
CATION the table data
<CONNECTIO
N PROPERTIES>/ HIVE JDBC driver Y COm.ClOUdera.hiVe.j L?Veegzl:'?llélf glgﬁsg:a
<PROPERTY>/ details dbc4.HS2Driver name.
DBC_DRIVER
<CONNECTIO <db>
N PROPERTIESS/ Enter HIVE JDBC URL | Y JDBC URL format : bgt;ar?maen;i SDha(igl(?om
<PROPERTY>/J jdbc:hive2://<FQDN>:<port>/<d ZgrgeHg;\\;lirl}nNAME
DBC_URL b>;AuthMech=1;KrbServiceNam
e=<KrbServiceName>;KrbHostF
QDN=<FQDN>;KrbRealm=<Krb
Realm>
Example:
jdbc:hive2://abc.in.oracle.com:1
0000/GLDATADOM;AuthMech=
1;KrbServiceName=hive;KrbHo
stFQDN=abc.in.oracle.com;Krb
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
Realm=ABC.ORACLE.COM
<CONNECTIO “ i
N PROPERTIES>/ Authentication Type Y Permissible values: gy%/abﬁifseégs with
<PROPERTY>/ KERBEROS_WITH_ KEYTAB authentlcat]on .
supported in this
AUTH_TYPE release.
<CONNECTIO i 5 An Alias name
N_ PROPERTIES>/ Alias name for Y mapping to a
<PROPERTY>/ authentication principal and
dential password
AUTH_ALIAS credentials combination
specified in the
following tags.
<CONNECTIO henticati incioal Principal name used
N_ PROPERTIES>/ Authentication principal | Y in authentication to
<PROPERTY>/ name connect to the Hive
Server.
PRINCIPAL
SCONNECTIO Authentication Y Password used in
N_ PROPERTIES>/ authentication to
<PROPERTY>/ password connect to the Hive
Server.
PASSWORD
<CONNECTIO . o This file should be
N PROPERTIES>/ A keytab file containing | Y copied to the location
- airs of Kerberos specified in
<PROPERTY>/ P <HIVE_LIB_PATH>
KRB GSSIAAS principals and an
FILE_NAME - encrypted copy of that
- principal's key.
<CONNECTIO _ _ This file should be
N_ PROPERTIES>/ REALM configuration | Y copied to the location
- file specified in
<PROPERTY>/ <HIVE_LIB_PATH>
KRB_REALM_
FILE_NAME
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22 Appendix M: OFSAAI_InstallConfig.xml file

22.1 Configuring OFSAAI_InstallConfig.xml file

Perform the following steps to configure OFSAAI_InstallConfig.xml file:

1. Navigate to OFS DM PACK/OFS_AAI/conf/ directory.

2. Openthefile OFSAATI InstallConfig.xml in text editor.

3. Configure the OFSAAT InstallConfig.xml as mentioned in the below table:

4. You need to manually set the InteractionVariable parameter values as mentioned in the table.
If a value is not applicable, enter NA and ensure that the value is not entered as NULL.

Interaction Variable Name

Significance and Expected Value

Mandatory

<Layer name="GENERAL">

InteractionGroup name="WebServerType"

WEBAPPSERVERTYPE

Identifies the web application server on which the OFSAA Infrastructure | Yes

web components would be deployed.

The below numeric value should be set depending on the type:
Apache Tomcat=1

IBM WebSphere Application Server = 2

Oracle WebLogic Server = 3

For example, <InteractionVariable
name="WEBAPPSERVERTYPE">3</InteractionVari able>

InteractionGroup name="OFSAA Infrastructure Server Details"

DBSERVER_IP

Identifies the hostname or IP address of the system on which the
Database Engine is hosted.

Note: For RAC Database , the value should be NA.

For example, <InteractionVariable name="DBSERVER_
IP">14.15.16.17</InteractionVariable> or

<InteractionVariable name="DBSERVER _
IP">dbhost.server.com</InteractionVariable

>

Yes

InteractionGroup name="Database Details"

Oracle Financial Services Software 251

ORACLE




OFSDM 8.0.6.0.0 Installation Guide

Interaction Variable Name Significance and Expected Value Mandatory

ORACLE_SID/SERVICE._ Identifies the Oracle DB Instance SID or SERVICE_NAME Yes
Note: The Oracle_SID value should be exactly the same as it is
NAME mentioned in JDBC_URL.

For example, <InteractionVariable name="ORACLE_SID/SERVICE_
NAME">ofsaser</InteractionVariable>

Identifies the directory where the JDBC driver (ojdbc<version>.jar) Yes
exists. This would typically be the

$ORACLE_HOME/jdbc/lib

For example, <InteractionVariable name="ABS_DRIVER_
PATH">">/oradata6/revwb7/oracle

</InteractionVariable>

ABS_DRIVER_PATH

Note: Refer Appendix N for identifying the correct “ojdbc<version>.jar” version

to be copied.

InteractionGroup name="OLAP Detail"

OLAP SERVER Identifies if the OFSAA Infrastructure OLAP component needs to be No
- - configured depending on whether you intend to use the OLAP feature.
IMPLEMENTATION The below numeric value should be set depending on the choice:
YES-1
NO -0

Note: Ifvaluefor OLAP_SERVER_IMPLEMENTATIONissetto 1, itchecksforfollowing environment variables are set in .profile:
ARBORPATH,HYPERION_HOMEand ESSBASEPATH.

InteractionGroup name="SFTP Details"

SFTP_ENABLE Identifies if the SFTP (Secure File Transfer Protocol) feature is to be enabled. Yes
- The following numeric value should be set depending on the choice:

. For SFTP, set this fieldto 1 or-1. —1
. For FTP, set this field to -0

Note: The default value for SFTP_ENABLE is 1, which signifies that SFTP will be used. Oracle recommends using SFTP instead
of FTP because SFTP is considered more secure. However, a client may choose to ignore this recommendation and to use FTP
by setting SFTP_ENABLE to 0. You can change this selection later by using the OFSAAI administration interface.

Set SFTP_ENABLE to -1 to configure ftpshare and weblocal path as local path mounted for OFSAAI server.
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Interaction Variable Name

Significance and Expected Value

Mandatory

FILE_TRANSFER_PORT

Identifies the port used for the file transfer service. The default value
specified is 22 (SFTP). Specify default value as 21 (FTP) if
SFTP_ENABLE is 0. Alternatively, this value can be any Port
configured by System Administrators to support SFTP/FTP.

For example, <InteractionVariablename="FILE_TRANSFER _
PORT">21</InteractionVariable>

Yes

InteractionGroup name="Locale Detail"

LOCALE

Identifies the locale information to be used during the installation. This | Yes

release of the OFSAA Infrastructure supports only US English.

For example, <InteractionVariable
name="LOCALE">en_US</InteractionVariable>

InteractionGroup name="OFSAA Infrastructure Communicating ports"

Note: The below ports are used internally by the various OFSAA Infrastructure services. The default values mentioned below
are set in the installation. If you intend to specify a different value, update the parameter value accordingly and ensure this port
value is in the range of 1025 to 65535and the respective portis enabled.

JAVAPORT 9999 Yes
NATIVEPORT 6666 Yes
AGENTPORT 6510 Yes
ICCPORT 6507 Yes
ICCNATIVEPORT 6509 Yes
OLAPPORT 10101 Yes
MSGPORT 6501 Yes
ROUTERPORT 6500 Yes
AMPORT 6505 Yes

InteractionGroup name="Web Details"

Note: If value for HTTPS_ENABLE is set to 1, ensure you have a valid certificate available from a trusted CA and the same is
configured on your web application server.
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Interaction Variable Name Significance and Expected Value Mandatory

HTTPS_ENABLE Identifies if the Ul should be accessed using HTTP or HTTPS scheme. The es

default value set is 0. The below numeric value should be set depending on the

choice:
YES -1
NO -0

For example, <InteractionVariable

name="HTTPS_ENABLE">0</InteractionVariable>

Identifies the HTTP Server IP/ Hostname or Web Application Server IP/ | No
Hostname, to be used for accessing the Ul. This IP would typically be
the HTTP Server IP.

If no separate HTTP Server is available, the value should be Web
Application Server IP/Hostname.

WEB_SERVER_IP

For example, <InteractionVariable name="WEB_SERVER_

IP">10.11.12.13</InteractionVariable>
or

<InteractionVariable name="WEB_SERVER_

IP">myweb.server.com</InteractionVariable>

Identifies the Web Server Port. This would typically be 80 for non SSL | No
and 443 for SSL. If no separate HTTP Server exists, the value should
be the port configured for Web Server.

Note: The port value will not be accepted as 80 if HTTPS_ENABLEis 1
and as 443, if HTTPS_ENABLEis 0.

For example, <InteractionVariable name="WEB_
SERVER_PORT">80</InteractionVariable>

WEB_SERVER_PORT
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Interaction Variable Name Significance and Expected Value Mandatory

CONTEXT_NAME Identifies the web application context name which will be used to built the URL es

to access the OFSAA applications. The context name can be identified from a

URL as below:
<scheme>://<host>:<port>/<context-name>/lo gin.jsp
Sample URL:

https://myweb:443/ofsaadev/login.jsp

For example, <InteractionVariable name="CONTEXT_

NAME">ofsaadev</InteractionVariable>

Identifies the absolute path of the exploded .ear file on the web Yes
application server.

For Tomcat, specify the Tomcat directory path till

/webapps, such as

/oradata6/revwb7/tomcat/webapps/.

For WebSphere, enter the WebSphere path as

<WebSphere profile directory>/installedApps/

<NodeCelIName>. For example,
/data2/test//WebSphere/AppServer/profiles/

<Profile_

Name>/installedApps/aix-imfNode01Cell. Where aix-imf is Host name.

For WebLogic, provide the WebLogic home directory path as
/<WebLogic home directory path>/bea/wlserver_10.3

WEBAPP_CONTEXT_PATH

Identifies the absolute path to any directory on the web application Yes
server that can hold temporary files being uploaded as part of the
applications usage.

Note: In case of a clustered deployment, ensure this path and directory
is same on all the nodes.

WEB_LOCAL_PATH

InteractionGroup name="Weblogic Setup Details"

Identifies the WebLogic Domain Home. Specify the value only if No
WEBSERVERTYPE is set as 3 (WebLogic).

For example, <InteractionVariable name="WEBLOGIC_DOMAIN_
HOME">/home/weblogic/bea/user_ projects/domains/mydomain
</InteractionVariable>

WEBLOGIC_DOMAIN_HOME

InteractionGroup name="OFSAAI FTP Details"
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Interaction Variable Name Significance and Expected Value Mandatory
OFSAAI FTPSHARE PATH Identifies the absolute path to the directory identified as file system Yes
- - stage area.
Note:
The directory should exist on the same system on which the OFSAA
Infrastructure is being installed (can be on a separate mount).
The user mentioned in APP_SFTP_USER_ID parameter below should
have RWX permission on the directory.
For example, <InteractionVariable
name="APP_FTPSHARE_PATH">">/oradata6/revwb7/ftpshare</Interac
tionVariable>
Identifies the user who has RWX permissions on the directory identified | Yes
OFSAAI_SFTP_USER_ID under parameter APP_FTPSHARE_PATH above.
OFSAAI_SFTP_ Identifies the SFTP private key for OFSAAI. For example, No
<InteractionVariable name="OFSAAI_SFTP_PRIVATE_
PRIVATE_KEY KEY">/home/ofsaapp/.ssh/id_rsa</InteractionVariable>
By default, the value is NA, which indicates password will be prompted
for the user <OFSAAI_SFTP_USER_ ID> for authentication.
For more information on generating SFTP Private key, see the Setting
Up SFTP Private Key section.
Identifies the passphrase for the SFTP private key for OFSAAI. For No

OFSAAI_SFTP_ PASSPHRASE

example,

InteractionVariable name="OFSAAI_SFTP_PASSPHRASE">enter a
pass phrase here</InteractionVariable>

By default, the value is NA.

If OFSAAI_SFTP_PRIVATE_KEY value is given and this is kept as NA,
then it is assumed as empty passphrase.

InteractionGroup name="Hive Details"
The default value set for the interaction variables under this group is set as NA. These are required only for Hive Configuration.

HIVE_ SERVER_PORT

Identifies the port used for the file transfer service. The default value set
is 22 (SFTP). Set this value as 21 for FTP.

For example,

InteractionVariable name="HIVE_SERVER _
PORT">22</InteractionVariable>

Yes, only for HIVE
Configuration

HIVE_SERVER_ FTPDRIVE

Identifies the absolute path to the directory identified as file system
stage area of HIVE server.

For example,

InteractionVariable name="HIVE_SERVER _
FTPDRIVE">/scratch/ofsaa/ftpshare</InteractionVariable>

Yes, only for HIVE
Configuration
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Interaction Variable Name

Significance and Expected Value

Mandatory

HIVE_SERVER_FTP_ USERID

Identifies the user who has RWX permissions on the directory identified
under the preceding parameter HIVE_SERVER_FTPDRIVE.

For example,

InteractionVariable name="HIVE_SERVER_FTP_
USERID">ofsaa</InteractionVariable>

Yes, only for HIVE
Configuration

HIVE_SERVER_FTP_
PROTOCOL

If the HIVE_SERVER_PORT is 21, then set value as FTP, else set it as
SFTP.

For example,

InteractionVariable name="HIVE_SERVER_FTP_
PROTOCOL">SFTP</InteractionVariable>

Yes, only for HIVE
Configuration

HIVE_SFTP_PRIVATE_ KEY

Identifies the SFTP private key for the HIVE server. For example,

<InteractionVariable name="HIVE_SFTP_PRIVATE _
KEY">/scratch/testuser/.ssh/id_rsa</InteractionVariable>

By default, the value is NA, which indicates password will be prompted
for the user <HIVE_SERVER_FTP_USERID> for authentication.

For more information on generating SFTP Private key, see the Setting
Up SFTP Private Key section.

Yes, only for HIVE
Configuration

HIVE_SFTP_ PASSPHRASE

Identifies the passphrase for the SFTP private key for HIVE. For
example,

<InteractionVariable name="HIVE_SFTP_
PASSPHRASE">NA</InteractionVariable> By default, the value is NA.

If HIVE_SFTP_PRIVATE_KEY value is given and this is kept as NA,
then it is assumed as empty passphrase.

Yes, only for HIVE
Configuration
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23 Appendix N: Migration for Excel Upload

This appendix provides detailed instructions to migrate for excel upload.

23.1.1 Prerequisites

e Data model in ATOMIC schemas should be same on the source and target setups.
e OFS AAI (platform) patch level version should be same on the source and target setups.
e PL/SQL Developer to connect and query the database.

e WIinSCP to connect and access server file system.

23.1.2 Migration for Excel Upload

To migrate, perform the following steps:

1. Open PL/SQL Developer and log in to the source setup’s configuration (CONFIG) schema
with assigned Username and Password.

2. Query the data of table EXCEL MAPPING MASTER in a new SQL window.

3. Open a new session in PL/SQL developer and log in to the target setup’s configuration
(CONFIG) schema with assigned Username and Password.

4. Insert the records from Step 1 to this table.

5. Update the infodom name with the target infodom name in v_INFODOM column of
EXCEL MAPPING MASTER table.

NOTE: If all the mappings can work out of the single target Infodom, update same Infodom value
across all rows. If only few mappings work out of the target infodom, update the
infodom value for selective records. Kindly note, excel upload mappings work only if the
target infodom has same data model entities as used in the mappings defined on
source setup.

o

Update v_CREATED BY column with the name of any user present in the target setup that
has appropriate roles to perform Excel Upload tasks.

NOTE: Itis mandatory to update values for v_INFODOM and V_CREATED BY columns.

7. Open WInSCP and login a new session by entering the host name, port number, user name
and password to access the source setup.

8. Navigate to FTPSHARE directory.
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9. Copy the excel-entity mapping xml file(s) which are located in this directory according to their
directory structure on to your desktop. For example: /ftpshare
/STAGE/ExcelUpload/$SOURCE INFODOM NAME/$EXCEL FILE NAME.xml

NOTE: Actual file name of Excel Sheet is mentioned in the VvV EXCEL NAME column of
EXCEL MAPPING MASTER table.

10. Copy the excel templates (.xIs/ .xlIsx) file(s) which are located in this directory according to
their directory structure on to your desktop. For example:
/ftpshare/STAGE/ExcelUpload/TEMPLATE/*.x1ls or *.xlsx

NOTE: Ignore this step if files are not present at the location.

11. Log in to a new session in WinSCP with the host name, port number, user name and
password to access the target setup.

12. Copy the xml file(s) from Step3 to the below location in the target setup. For example:
/ftpshare/STAGE/ExcelUpload/S$STARGET INFODOM NAME/S$SEXCEL FILE NAME.xml

NOTE: $STARGET INFODOM NAME should be target setup infodom in which you have uploaded the
appropriate data model and the name should be same as the v_INFODOM column
value updated in EXCEL_MAPPING MASTER table.

13. Copy the xlIs/ xlIsx file(s) from Step 3 to the below location in target setup. For example:
/ftpshare/STAGE/ExcelUpload/TEMPLATE/*.x1ls or *.xlsx

NOTE: Ignore this step if files are not present at the location.
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24 Appendix O: JDBC Jar Files

The ojdbc<version>.jar file should be copied based on Database & Java version. Refer to
the following table for details.

Oracle Database JDK Version Supported JDBC Jar files specific to

Version the release

12.1 or 12cR1 JDK 7 and JDK 8 ojdbc?7 jar for JDK 7/JDK 8

11.2 or 11gR2 JDK 7 and JDK 8 supported in 11.2.0.3 and ojdbc6.jar for JDK 7 / JDK 8
11.2.04
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25 Appendix P: Upgrading an Existing OFSAA 8.0.x Java 7 Instance
to Java 8

This section explains the configurations required to upgrade an existing OFSAA 8.0.x Java 7
instance to Java 8. It consists of the following topics:

e Prerequisites
e Steps for upgrading OFSAA 8.0.x Java 7 instance to Java 8

e Web Application Server Configurations

e OFSAA Generic Configurations

e OFSAA Configurations for New Web Application Server Installation

25.1 Prerequisites

The following are the prerequisites for upgrading OFSAA 8.0.x Java 7 instance to Java 8:

e Java 8 should be installed on the OFSAA server and Web Application Server.

NOTE: IBM WebSphere 8.6.x (Full Profile) on Java 8 is not available.

25.2 Steps for upgrading OFSAA 8.0.x Java 7 instance to Java 8

To upgrade OFSAA 8.0.x Java 7 instance to Java 8, perform the following steps:

1. Configure Web Application Server to Java 8. For more information, see Web Application
Server Configurations.

2. Configure the OFSAA instance to Java 8. For more information, see OFSAA Generic
Configurations. For a newly installed Web Application Server, see OFSAA Configurations for
New Web Application Server Installation

3. Restart the OFSAA services. For more information, see the Start/Stop Infrastructure Services
section in Appendix D

4. Generate the application EAR/WAR file and redeploy the application onto your configured
web application server. For more information on generating and deploying EAR / WAR file,
see Appendix C.

25.3 Web Application Server Configurations

This section describes the changes to be made in the Web Application Server. Following are the
two options to perform Web Application Server Configurations which are listed as follows:

o Upgrade the existing Web Application Server installation to Java 8
e Install a new instance of the Web Application Server with Java 8

This section consists of the following topics:

e Oracle WebLogic Server Updates
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Apache Tomcat Server Updates

25.3.1 Oracle WebLogic Server Updates

Perform the following configurations to upgrade the existing WebLogic server instance to Java 8:

1.
2.

Navigate to <WLS_HOME>/Middleware/Oracle Home/wlserver.

Edit the product.properties file. Set JAVA HOME, WLS JAVA HOME, JAVAHOME
properties to the new Java path and java.vm.version to the new Java version. For
example,

JAVA HOME=/usr/java/jdk1.8.0_45

WLS_JAVA HOME=/usr/java/jdk1.8.0_45

JAVAHOME=/usr/java/jdkl.8.0 45

java.vm.version=1.8.0_ 45

Navigate to

<WLS HOME>/Middleware/Oracle Home/user projects/domains/<domain>/bin
Update SUN_JAVA HOME, DEFAULT JAVA HOME, JAVA HOME in the setDomainEnv.sh
file to point to the new Java path. For example,

SUN_JAVA HOME="/usr/java/jdkl.8.0 45"

DEFAULT SUN JAVA HOME="/usr/java/jdkl1.8.0 45"
JAVA_HOME="/usr/java/jdk1.8.0_45"

Clear the Application cache. Navigate to the following path and delete the files:
<Weblogic installation location>/domains/<Domain
name>/servers/<Server name>/tmp/ WL user/<Application

name>/qaelce/jsp servlet

If you wish to install a new instance of the Oracle WebLogic Server, perform the following steps:

1.
2.

Install Oracle WebLogic Server 12.1.3.x on Java 8.
Perform the configurations for the newly installed WebLogic server. For more information see
Configuring Resource Reference in Weblogic Application Server.

NOTE: While creating WebLogic Domain, the Listen Port should be set same as that of the existing

Domain. Note down the new Domain path to perform OFSAA Configurations.

25.3.2 Apache Tomcat Server Updates

Perform the following configurations to upgrade the existing Apache Tomcat Server from Java 7
to Java 8:

1.
2.

Login to the Apache Tomcat Server as a non-root user.
Edit the user .profile. Update the value for JavA HOME from JRE 1.7 to JRE 1.8. For

Example,x

JAVA HOME=/usr/java/jrel.8.0_ 45
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3.

Clear the Application cache. Navigate to the following path and delete the files:

<Tomcat installation directory>/work/Catalina/localhost/<Application
name>/org/apache/jsp

If you wish to install a new instance of the Apache Tomcat Server, perform the following steps:

1.
2.

Install Apache Tomcat Server 8 with Java 8.
Perform the configurations for the newly installed Tomcat server. For more information see
Configuring Resource Reference in Tomcat Application Server.

NOTE: Update the Connector Port in /apache-tomcat-8.0.21/conf/server.xml file to that of

the existing Tomcat instance.
Note down the new deployment path to perform OFSAA Configurations.

25.4 OFSAA Generic Configurations

This section consists of the following topics:

User .profile Settings

25.4.1 User .profile Settings

Perform the following configurations:

1.
2.

Login to the OFSAA Server as a non-root user.
Edit the user .profile. Update the value for PATH variable from JRE 1.7 to JRE 1.8. For

Example:
PATH=/usr/java/jdkl.8.0 45/jre
JAVA BIN=/usr/java/jdkl.8.0 _45/jre/bin

LD LIBRARY PATH=SLD LIBRARY PATH:/usr/java/jdkl1.8.0 45/jre/lib/amd64

/server

25.5 OFSAA Configurations for New Web Application Server Installation

This configuration is required only if you have freshly installed Oracle WebLogic 12.1.3 or Apache
Tomcat Server 8.0. Perform the following steps:

1.

Modify the following parameters in the Configuration table present in the Config Schema with
the new Domain Path in case of WebLogic or with the new deployment path in case of
Tomcat:

e DeFiHome
e REV_IMG PATH
e EMBEDDED JSP JS PATH

Login to the OFSAA Server as a non-root user.
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3. Navigate to $SFIC_HOME/ficweb/webroot/WEB_INF and update the following parameters
in the web.xml file with the new Domain path in case of WebLogic or with the new
deployment path in case of Tomcat:

e FIC PHYSICAL HOME LOC
e FIC HOME
e ICC _SERVLET LOG FILE

4. Navigate to $SFIC HOME/ficweb/webroot/conf and update the Domain path in case of

WebLogic or with the new deployment path in case of Tomcat:

e OFSAALogger.xml

MDBLogger .xml

e RevLog4jConfig.xml

e RFDLogger.xml

e ExportLog4jConfig.xml
e RFDLogger.xml

e PR2Logger.xml
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26 Appendix Q: Removing OFSAA

This appendix includes the following sections:

e Uninstalling OFSAA Infrastructure

e Uninstalling EAR Files in WebSphere

e Uninstalling EAR Files in WebLogic

e Uninstalling WAR Files in Tomcat

26.1 Uninstalling OFSAA Infrastructure

This section guides you through the necessary steps to uninstall the OFSAA Infrastructure
product. Before you start the uninstallation process, ensure that no open connections exist to the
OFSAA Infrastructure Config and Atomic Schemas and Infrastructure services are brought down.

To uninstall OFSAA Infrastructure:
1. Log in to the system as non-root user.
2. Navigate to the $FIC HOME directory and execute the command:

./Uninstall.sh

3. Enter the password for OFSAAI Configuration Schema when prompted as shown in the
following figure.

Jzoratch/ofzaadbDFSARL:, AUninstall ,sh
lIninztallation Started [time @ Tue Jun 10 14:20:27 IST 2014 1

##% Driver loaded with Driver oracle,jdbo,driver,Oraclelriver

Pleaze enter Configuration schema Password @

Connected to Config Schema

Cleaning config schema ...

config schema cleaned ...

Cleaning up Infraztructure Home Dir |

Please wait .,

Uninztallation Completed | Thank You [time 3 Tue Jun 10 14:21:53 IST 2014 1

/zoratchd/of saadb/OFSAA T

NOTE: Uninstallation does not remove the Infrastructure application from the Web Application Server.
This has to be done manually. The entries in the .profile file must be removed
manually. The files/ directories under the file system staging area (ftpshare) have to be
deleted manually. All the Database objects from Atomic Schemas have to be dropped
manually.
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26.2 Uninstalling EAR Files in WebSphere

Following are the steps to uninstall any previously deployed application:

1. Open the URL in the browser window: http://<ipaddress>:<Administrative
Console Port>/ibm/console (https, if SSL is enabled). The Login window is displayed.

2. Login with the user ID that has admin rights.

3. Expand Applications 2 Application Types = WebSphere Enterprise Applications from
the LHS. The Enterprise Applications window is displayed with all the deployed applications.

Enterprise Applications

Use this page to manage installed applications. A single application can be deployed onto multiple servers.

Preferences

Surtl Stop lnstalll Uninstall Upcue] Rollout Update ] Remove File I Exponl Export DDL Export File
F i

(2

Select| Name & Application Status ¢)_

You can administer the following resources:

D Defayltaoslication
D | ivtaoo
D . guery

,D.-T

o & ®| @

Total 4

4. Select the checkbox adjacent to the application to be uninstalled and click Stop.
5. Click Uninstall. The Uninstall Application window is displayed.
Usinstal Appbication

Chck OK t0 remave the following apphcaton(s). If you do not want to remove the appications, chck Cancel to return
L0 the previous page

Name
AIXGAST

Cancel |

6. Click OK to confirm.

7. Click Save to save the master file configuration.
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26.3 Uninstalling EAR Files in WebLogic

On the machine that hosts WebLogic, perform the following steps to uninstall any previously
deployed application:

1. Open the URL in the browser window: http://<ipaddress>:<admin server
port>/console (https, if SSL is enabled). The Login window of the WebLogic Server
Administration Console is displayed.

2. Login with the WebLogic user credentials having administrator privileges.

3. From the Domain Structure LHS menu, click Deployments. The Summary of Deployments
screen is displayed.

Summary of Deployments

Control ~ Monitorng

This page displays a list of Java EE appications and stand-alone application modules that have been installed to this domain. Instaled applications and modules can be started, stopped, updated
(redeployed), or deleted from the domain by first selecting the application name and using the controls on this page.

To install 2 new appication or module for deployment to targets in this domain, cick the Install button.

¥ Customize this table
Deployments

install || Update 7Ceie:e ‘ Startv | | Step v Showing 1to 10f 1 Previous | Next

When work completes
v| | Name & State Health T Deployment Order
Force Stop Now ype !
IS, upg7273 Stop, but continue servicing administration requests Active P ok Enterprise Anplication 100

Instal | | Update  Delete | | Startv Hop v

Showing 1to 10f 1 Previous | Next

4. Select the checkbox adjacent to the application to be uninstalled and click
Stop = Force Stop Now.

5. Click Yes in the confirmation dialog to stop the selected deployment.

Messages

o Selected Deployments have been requested to stop
Summary of Deployments
Control  Monitoring
This page displays a list of Java EE appications and stand-alone appiication modules that have been instalied to this doman. Instaled applications and modules can be started, stopped, updated
(redepioyed), or deleted from the domain by first selecting the appication name and using the controls on this page.

To instal a new appication or module for deployment to targets in this domain, dick the Install button,

P customize this table

Deployments
Instal Showing 1to 10f 1 Previous | Next
[ | name & State Health Type Deployment Order
O | ® [Ruwg7273 Prepared ¥ oK Enterprise Appication 100

Showing 1to 10f 1 Previous | Next

Oracle Financial Services Software 267 ORACLE



OFSDM 8.0.6.0.0 Installation Guide

Select the checkbox adjacent to the application and click Delete to delete the selected
deployment.

Click Yes in the confirmation dialog to remove the selected deployment from the domain
configuration.

26.4 Uninstalling WAR Files in Tomcat

On the machine that hosts Tomcat, perform the following steps to uninstall any previously
deployed application:

1.

3.

Comment out Context path section from server.xml file in SCATALINA HOME/conf
directory to avoid conflict during undeploy and re-deploy of the WAR file.

Place comment <!-- --> in between the context path section. For
example:

<!--

<Context path ="/pr2test" docBase="/home/perfuser/tomcat-
7.0.19/webapps/pr2test" debug="0" reloadable="true"
crossContext="true">

<Resource auth="Container"

name="jdbc/PR2ATM"

type="javax.sqgl.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="pr2atm"

password="pr2atm"
url="jdbc:oracle:thin:@10.184.74.99:1521:PERFTEST"
maxActive="100"

maxIdle="30"

maxWait="10000"/>

</Context>

-—>
Restart the Tomcat service by doing the following:

a. Login to the "Unix server" through a terminal emulator.

b. Navigate to $catalina home/bin directory.

c. Stop the tomcat services using the . /shutdown.sh command.
d. Start the tomcat services using the. /startup.sh command.

Open the URL in a browser window: http://<IP address>:<Tomcat server port>
(https, if SSL is enabled). The Tomcat Home window is displayed.

Click Manager App. The Connect To window is displayed.
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4. Login with the user credentials having admin rights. The Tomcat Web Application Manager
window is displayed with the list of all applications deployed in Tomcat.

8. °Apache

Software Foundation
http://www.apache.org/

T t Web A tion M
List Applications T4 1 f Hol Server Status
Path Display Name <
Start Sto0 Reioad Undepioy
Stert Stoo Beload Undepioy
idoca Tomcat Documentation true 2 Expire sessions with e 2|30 minutes
Start Sigo Bsload Undegioy
lexgmpias Serviet and ISP Examples ve 2 wen icie x| 30 minutes
Start Stoo Raicag Undegiow
Most-manager Temcat Manager Appication true 2 Expire sessions with ile 3 30 minutes
Start Stop Relcad Undeploy
| otsaaigt Reveleus web Appbcation true 1 Start Sioo Reioad Undeploy

5. Click the Undeploy link against the deployed Infrastructure application. A confirmation

message is displayed on the application /Infrastructure being uninstalled.
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27 Appendix R: Configuring Transparent Data Encryption (TDE) and,
Data Redaction in OFSAA

Two features comprise Oracle Advanced Security: Transparent Data Encryption and Oracle Data
Redaction.

This section details about the configurations required in case you want to enable TDE or Data
Redaction in OFSAA applications.

27.1 Transparent Data Encryption (TDE)

Transparent Data Encryption (TDE) enables you to encrypt sensitive data, such as Personally
Identifiable Information (PII), that you store in tables and tablespaces. After the data is encrypted,
this data is transparently decrypted for authorized users or applications when they access this
data. To prevent unauthorized decryption, TDE stores the encryption keys in a security module
external to the database, called a Keystore. For more details on TDE, see the Database
Advanced Security Guide.

TDE tablespace encryption enables you to encrypt all of the data stored in a tablespace. To
control the encryption, you use a Keystore and TDE master encryption key. Oracle Database
supports both software keystores and hardware, or HSM-based, keystores. A software keystore
is a container for the TDE master encryption key, and it resides in the software file system.

27.1.1 Configuring TDE During OFS DM Installation Using Full Installer

This section provides information on how to help enable TDE (Transparent Data Encryption) in
the database. , Data Redaction and its corresponding settings in OFSAA. This section consists of
the following sub sections:

¢  Configuring Software Keystore and Encrypted Tablespace Creation
¢  Running the Schema Creator Utility
e  Testing the Encryption

27.1.1.1 Configuring a Software Keystore and Encrypted Tablespace Creation

A software keystore is a container for the TDE master encryption key, and it resides in the
software file system. You must define a location for the key in the sglnet.ora file so that the
database locates the keystore (one per database) by checking the keystore location in the
sglnet.ora file. After defining the location, create the keystore and open it. Set the TDE master
key after opening it and then encrypt the data.

To find whether a wallet is already existing, check the following entries:

1. The location specified by the ENCRYPTION_WALLET_LOCATION parameter in the
sglnet.ora file.
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2. The location specified by the WALLET_LOCATION parameter in the sglnet.ora file.

Encrypted tablespaces can share the default database wallet. However, Oracle recommends that
you use a separate wallet for transparent data encryption functionality by specifying the
ENCRYPTION_WALLET_LOCATION parameter in the sgqlnet.ora file.

NOTE: You should have proper privileges to perform the following actions.

For details to configure the software keystore, perform the following steps:
Step 1: Set the Software keystore location in the sqlnet.ora file

The first step is to designate a location for software keystore in the sqlnet.ora file. The Oracle
Database will check the sqlnet.ora file for the directory location of the keystore to determine
whether it is a software keystore or a hardware module security (HSM) keystore.

NOTE: Ensure that the directory location which you want to set for software keystore exists
beforehand. Preferably, this directory should be empty.

In a multitenant environment, the keystore location is set for the entire multitenant container
database (CDB), not for individual pluggable databases (PDBSs).

By default, the sglnet.ora file is located in the ORACLE_HOME/network/admin directory or in

the location set by the TNS_ADMIN environment variable. Ensure that you have properly set the
TNS_ADMIN environment variable to point to the correct sglnet. ora file.

To create a software keystore on a regular file system, use the following format when you edit the
sqlnet.ora file:

ENCRYPTION WALLET LOCATION=
(SOURCE=
(METHOD=FILE)
(METHOD DATA=
(DIRECTORY=<<path to keystore>>)))
Examples:
For regular file system in which the database name is orclb:
ENCRYPTION WALLET LOCATION=
(SOURCE=
(METHOD=FILE)
(METHOD DATA=
(DIRECTORY=/etc/ORACLE/WALLETS/orcl)))

When multiple databases share the sqglnet.ora file:
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ENCRYPTION WALLET LOCATION=
(SOURCE=
(METHOD=FILE)
(METHOD DATA=
(DIRECTORY=/etc/ORACLE/WALLETS/orcl)))
When Oracle Automatic Storage Management (ASM) is configured:
ENCRYPTION WALLET LOCATION=
(SOURCE=
(METHOD=FILE)
(METHOD DATA=
(DIRECTORY=+diskl/mydb/wallet)))
For ASM Diskgroup:
ENCRYPTION WALLET LOCATION=
(SOURCE=
(METHOD=FILE)
(METHOD DATA=
(DIRECTORY=+ASM file path of the diskgroup)))
Step 2: Create the Software Keystore
There are three different types of Software Keystores:
e Password-based Software Keystores
¢  Auto-login Software Keystores
e  Local Auto-login Software Keystores
Perform the following steps to create a software keystore:
1. Login as sysdba or user with ADMINISTER KEY MANAGEMENT or SYSKM privilege.
2. Use the following command to create password-based software keystore:
CONN sys/password@serviceid AS SYSDBA

ADMINISTER KEY MANAGEMENT CREATE KEYSTORE 'keystore location'
IDENTIFIED BY software keystore password;

e keystore location is the path of the keystore directory you

want to create
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e software keystore password 1is the password of the keystore

that you want to create.
For example, to create the keystore in the /etc/ORACLE/WALLETS/orcl directory:

ADMINISTER KEY MANAGEMENT CREATE KEYSTORE '/etc/ORACLE/WALLETS/orcl'
IDENTIFIED BY password;

After you run this statement, the ewallet.p12 file, which is the keystore, appears in the keystore
location.

e Alternatively, you can create an Auto-Login or Local-Login Keystore to avoid opening the
Keystore manually every time. Use the following command:

ADMINISTER KEY MANAGEMENT CREATE [LOCAL] AUTO LOGIN KEYSTORE FROM
KEYSTORE 'keystore location' IDENTIFIED BY keystore password;

e LOCAL enables you to create a local auto-login software keystore. Otherwise, omit this
clause if you want the keystore to be accessible by other computers.

After you run this statement, the cwallet. sso file appears in the keystore location.

NOTE: It is important to remember the master key password (<keystore password>) used during
creation of the keystore. There are no ways to retrieve the password if forgotten.

Step 3: Open the Software Keystore

Depending on the type of keystore you create, you must manually open the keystore before you
can use it.

You do not need to manually open auto-login or local auto-login software keystores. These
keystore are automatically opened when it is required, that is, when an encryption operation must
access the key. If necessary, you can explicitly close any of these types of keystores. You can
check the status of whether a keystore is open, closed, open but with no master key, or open but
with an unknown master key by querying the STATUS column of the VSENCRYPTION_WALLET
view.

NOTE: After you open a keystore, it remains open until you manually close it. Each time you
restart a database instance, you must manually open the password keystore to re-enable
encryption and decryption operations.

Perform the following steps to open the software wallet:
1. Login as sysdba or user with ADMINISTER KEY MANAGEMENT or SYSKM privilege.
2. Use the following command to open password-based software keystore:
CONN sys/password@serviceid AS SYSDBA

ADMINISTER KEY MANAGEMENT SET KEYSTORE OPEN IDENTIFIED BY
software keystore password [CONTAINER = ALL | CURRENT];
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e software keystore password is the same password that you used to create the
keystore in "Step 2: Create the Software Keystore".

e CONTAINER is for use in a multitenant environment. Enter ALL to set the keystore in all of
the PDBs in this CDB, or CURRENT for the current PDB.

NOTE: In a CDB, open the Keystore in the ROOT (CDB$ROOT) container and in all the
associated PDBs, where TDE is enabled.

You do not need to manually open auto-login or local auto-login software Keystores.

Step 4: Set the Software TDE Master Encryption Key

Once the keystore is open, you can set a TDE master encryption key for it. The TDE master
encryption key is stored in the keystore. This key protects the TDE table keys and tablespace
encryption keys. By default, the TDE master encryption key is a key that Transparent Data
Encryption (TDE) generates.

In a multitenant environment, you can create and manage the TDE master encryption key from
either the root or the PDB.

Ensure that the database OPEN_MODE is set as READ WRITE. To find the status for a non-
multitenant environment, query the OPEN_MODE column of the VSDATABASE dynamic view. If
you are using a multitenant environment, then query the V$PDBS view. (If you cannot access
these views, then connect as SYSDBA and try the query again. In order to connect as SYSKM for
this type of query, you must create a password file for it. See Oracle Database Administrator's
Guide for more information.)

Perform the following steps to set the encryption key:
1. Login as sysdba or user with ADMINISTER KEY MANAGEMENT or SYSKM privilege.
2. Use the following command to set the encryption key:

CONN sys/password@serviceid AS SYSDBA

ADMINISTER KEY MANAGEMENT SET KEY [USING TAG 'tag'] IDENTIFIED BY
password [WITH BACKUP [USING 'backup identifier']] [CONTAINER = ALL
| CURRENT];

e tag is the associated attributes and information that you define. Enclose this setting in
single quotation marks (' ).

e password is the mandatory keystore password that you created when you created the
keystore in "Step 2: Create the Software Keystore".

e WITH BACKUP creates a backup of the keystore. You must use this option for password-
based keystores. Optionally, you can use the USING clause to add a brief description of
the backup. Enclose this description in single quotation marks (' ). This identifier is
appended to the named keystore file (for example,
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ewallet_time_stamp_emp_key backup.pl2, with emp_key backup being the backup
identifier). Follow the file naming conventions that your operating system uses.

e CONTAINER is for use in a multitenant environment. Enter ALL to set the key in all of the
PDBs in this CDB, or CURRENT for the current PDB.

For example,

ADMINISTER KEY MANAGEMENT SET KEY IDENTIFIED BY password WITH BACKUP
USING 'emp key backup';

Step 5: Encrypting your Data

After completing the keystore configuration, encrypt the data. You can encrypt individual columns
in a table or entire tablespaces. OFSAA recommends encrypting entire tablespaces and the
description in this section covers encrypting entire tablespaces.

Note the following restrictions on using Transparent Data Encryption when you encrypt a
tablespace:

e Transparent Data Encryption (TDE) tablespace encryption encrypts or decrypts data during
read and write operations, as compared to TDE column encryption, which encrypts and
decrypts data at the SQL layer. This means that most restrictions that apply to TDE column
encryption, such as data type restrictions and index type restrictions, do not apply to TDE
tablespace encryption.

e To perform import and export operations, use Oracle Data Pump.

Encrypting data involves the following steps:

Step 1: Setting the COMPATIBLE initialization parameter for tablespace encryption

Step 2: Setting the tablespace TDE master encryption key

Step 3: Creating the Encrypted Tablespace

Step 1: Setting the COMPATIBLE initialization parameter for tablespace encryption

Prerequisite- You must set the COMPATIBLE initialization parameter for the database to 11.2.0.0
or later. Once you set this parameter to 11.2.0.0, the change is irreversible.

Perform the following steps to set the COMPATIBLE initialization parameter:
1. Log into the database instance. In a multitenant environment, log into the PDB.

2. Check the current setting of the COMPATIBLE parameter.

Oracle Financial Services software >75 ORA&LG_



OFSDM 8.0.6.0.0 Installation Guide

For example:

SHOW PARAMETER COMPATIBLE

NAME TYPE VALUE
compatible string 12.0.0.0
noncdbcompatible BOOLEAN FALSE

3. If you want to change the COMPATIBLE parameter, perform the following steps:

a. Locate the initialization parameter file for the database instance.

e UNIX systems: This file is in the ORACLE HOME/dbs directory and is named
initORACLE SID.ora (for example, initmydb.ora).

b. In SQL*Plus, connect as a user who has the SYSDBA administrative privilege, and then
shut down the database.

For example:
CONNECT /AS SYSDBA
SHUTDOWN
c. Edit the initialization parameter file to use the correct COMPATIBLE setting.
For example:
COMPATIBLE = 12.2.0.0

d. In SQL*Plus, ensure that you are connected as a user who has the SYSDBA
administrative privilege, and then start the database.

For example:
CONNECT /AS SYSDBA
STARTUP

e. If tablespace encryption is in use, then open the keystore at the database mount. The
keystore must be open before you can access data in an encrypted tablespace.

STARTUP MOUNT;

ADMINISTER KEY MANAGEMENT SET KEYSTORE OPEN IDENTIFIED BY

password;

ALTER DATABASE OPEN;
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Step 2: Setting the tablespace TDE master encryption key

Make sure that you have configured the TDE master encryption key as shown in Step 4: Setting
the software TDE master encryption key.

Step 3: Creating the Encrypted Tablespace

After you have set the COMPATIBLE initialization parameter, you are ready to create the
encrypted tablespace.

Follow the instruction given in Running the Schema Creator Utility with Encryption section for
configuring the schema creator file to create tablespaces.

If you are enabling TDE in case of upgrade or you did not enable it during installation and want to
enable at a later point of time, see the following reference link for details on manually creating
encrypted tablespaces:

https://docs.oracle.com/cloud/latest/db121/ASOAG/asotrans config.htm#ASOAG9555

27.1.1.2 Running the Schema Creator Utility with Encryption

This section is applicable only if you want to enable TDE during installation.

Run the schema creator utility by including the encrypt=on option in the Tablespace tag in the
DM SCHEMA IN.xml Schema in xml file. You have to perform this procedure manually as it is’s
not a part of the schema bM_SCHEMA IN.xml.TEMPLATE template originally.

Following is an example for OFS AAAI PACK SCHEMA IN.xml
<APPPACKSCHEMA>
<APP PACK ID>OFS AAAI PACK</APP PACK ID>

<JDBC URL>jdbc:oracle:thin:@whf00ajn<DB Server IP>:1521:0FSPQA12CDB<DB
NAME></JDBC_ URL>

<JDBC_DRIVER>oracle.jdbc.driver.OracleDriver</JDBC_ DRIVER>
<HOST>0fss220608<OFSAA Server IP/HOST Name></HOST>

<SETUPINFO NAME:"t608<PREFIX_NAME>" PREFIX_SCHEMA_NAME:"Y"/>
<PASSWORD APPLYSAMEFORALL="Y" DEFAULT="passwordl23<PASSWORD>"/>
<TABLESPACES>

<TABLESPACE NAME="OFS AAI TBSP" VALUE="TS USERS1"
DATAFILE="/scratch/oral2c/app/oracle/oradata/OFSPQA12CDB<ABSOLUTE PATH
to TABLESPACE>/ts usersl<TABLESPACE DATA FILE NAME>.dbf" SIZE="500M"
AUTOEXTEND="OQOFF" ENCRYPT="ON" />

</TABLESPACES>
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<SCHEMAS>

<SCHEMA TYPE="CONFIG" NAME="ofsaaconf" PASSWORD="" APP_ID="OFS_AAI"
DEFAULTTABLESPACE="TS_USERSl##OFS_AAI_TBSP##" TEMPTABLESPACE="TEMP"
QUOTA="unlimited"/>

<SCHEMA TYPE="ATOMIC" NAME="ofsaaatm" PASSWORD="" APP ID="OFS AAAI"
DEFAULTTABLESPACE="##0FS AAI TBSP##TS USERS1" TEMPTABLESPACE="TEMP"
QUOTA="unlimited" INFODOM="OFSAAAIINFO"/>

<SCHEMA TYPE="ATOMIC" NAME="ofsaaatm" PASSWORD="" APP ID="OFS IPE"
DEFAULTTABLESPACE="##0FS AAI TBSP##TS USERS1" TEMPTABLESPACE="TEMP"
QUOTA="unlimited" INFODOM="OFSAAAIINFO"/>

</SCHEMAS>

</APPPACKSCHEMA>

27.1.1.3 Testing the Encryption

Test the encryption by checking if a tablespace is encrypted or not. Execute the following query to
check:

SELECT tablespace name, encrypted FROM dba tablespaces;

The following result is displayed, which indicates whether the TABLESPACE is encrypted
(ENCRYPTED TS - YES) or not (ENCRYPTED TS - NO) in the ENCRYPTED column:

TABLESPACE NAME ENCRYPTED
SYSTEM NO
SYSAUX NO
UNDOTBS1 NO
TEMP NO
USERS NO
ENCRYPTED_TS YES

6 rows selected.
The above example indicates TABLESPACE ENCRYPTED_TS is created with Encryption ON.
27.1.2 Configuring TDE in case of Upgrade

This section details about the configurations required in case you want to enable TDE in OFSAA
applications after upgrade to OFSAA 8.0.6.0.0 version from a previous version. Additionally,
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these configurations are required in case you did not enable TDE during 8.0.6.0.0 installation and
want to enable at a later point of time.

1. Create a new PDB (12c)/ instance (11g) on same or different Database Server for TDE. For
more information, see Configuring Software Keystore and Encrypted Tablespace Creation.

2. Shutdown the OFSAAI Services.

3. Export all Configuration, Atomic and Sandbox Schemas as per the applications installed in
your OFSAA instance.

For example:

expdp SYSTEM/oracle@OFSA12C2DB DIRECTORY=data pump dir
DUMPFILE=ofsaaconf ofsaaatm %U.dmp filesize=2G
SCHEMAS=ofsaaconf,ofsaaatm LOGFILE=ofsaaconf ofsaaatm exp.log

NOTE: The above command will create data dumps as files of 2GB size each (multiples). Any
other commands/ tools as appropriate may be used to archive the schemas.

4. Import all schemas that are exported using the above command, into the new DB instance.
For example:

impdp SYSTEM/oracle@OFSA12nDB DIRECTORY=data pump dir
DUMPFILE=ofsaaconf ofsaaatm %U.dmp SCHEMAS=ofsaaconf,ofsaaatm
LOGFILE=ofsaaconf ofsaaatm imp.log

NOTE: Restoring the exported dumps creates Configuration and Atomic Schema(s) with the
same user credentials as that of the source, along with the existing grants.

NOTE: If schemas are restored using a tool/ mechanism other than as mentioned in the Step 1
and 2, retain the user credentials of Configuration and Atomic Schemas same as in the Source
environment, along with the Schema grants.

5. Provide select grants on sys.V_$parameter to view Configuration and Atomic Schemas of
Target Environment database

For example:

Login as sys user:

SQL> GRANT SELECT ON SYS.V_ S$SPARAMETER TO ofsaaconf;
Grant succeeded

SQL> GRANT SELECT ON SYS.V_ $SPARAMETER TO ofsaaatm;
Grant succeeded

6. Update .profile for ORACLE SID environment variable with new ORACLE_SID.
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7. Update JDBC URL by executing Port Changer utility. For details on how to execute Port
Changer utility, see Changing IP/ Hostname, Ports, Deployed paths, Protocol of the OFSAA
Instance section under Generic Configurations chapter in OES Analytical Applications
Infrastructure Administration Guide 8.0.6.0.0.

8. Navigate to the SFIC_WEB_HOME directory and execute the following command to trigger the
creation of EAR/WAR file:

Jant.sh
9. The EAR/WAR file - <contextname>.ear/.war - is created in SFIC_WEB HOME directory.

10. On completion of EAR/WAR file creation, the message "BUILD SUCCESSFUL" will be
displayed.
11. Edit the existing Connection Pool settings to point to new JDBC URL and verify connections.

12. Clear the webserver cache and redeploy the application onto your configured web application
server.

13. Restart the OFSAA Services. For more information, refer to the Start/Stop Infrastructure
Services section in the Oracle Financial Services Advanced Analytical Applications
Infrastructure Application Pack Installation and Configuration Guide 8.0.2.0.0

27.2 Data Redaction

OFSAA is enhanced to enable masking of sensitive data and Personal Identification Information (PII) to
adhere to Regulations and Privacy Policies. Oracle Data Redaction provides selective, on-the-fly
redaction of sensitive data in database query results prior to display by applications so that unauthorized
users cannot view the sensitive data. The stored data remains unaltered, while displayed data is
transformed to a pattern that does not contain any identifiable information.

27.2.1 Enabling Data Redaction in case of Upgrade

This section details about the configurations required in case you want to enable Data Redaction in
OFSAA applications after upgrade to OFSAA 8.0.6.0.0 version from a previous version. Additionally,
these configurations are required in case you did not enable TDE during OFS DM 8.0.6.0.0 installation
and want to enable at a later point of time.

Perform the following steps:

1. Login as SYSDBA into the database.

2. Execute the file
$FIC HOME/utility/data security/scripts/create data sec roles.sqgl only
once per database (PDB in case of 12c).

3. Execute the following sql statement to find out the list of atomic users from the table:
select v_schema name from aai db detail where V_DB NAME <> 'CONFIG' AND
V_DB TYPE = 'ORACLE'
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4. Execute the file
$FIC HOME/utility/data security/scripts/grant data sec roles.sgl for all
atomic users found in the previous step.

5. From the Configuration window in the System Configuration module, select the Allow Data
Redaction checkbox.

6. Run the Data Redaction utility. For more details on how to run the utility, see Data Redaction
section under Data Security and Data Privacy chapter in OFS Analytical Applications
Infrastructure Administration Guide 8.0.6.0.0.
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28 Configuring Work Manager in Web Application Servers

Process Modelling framework requires creation of Work Manager and mapping it to OFSAA
instance. This configuration is required for WebSphere and WebLogic Web Application Server

types.

This section covers the following topics:

e Configuring Work Manager in WebSphere Application Server

e Configuring Work Manager in WebLogic Application Server

28.1 Configuring Work Manager in WebSphere Application Server

This section is applicable only when the Web Application Server type is WebSphere.
This section covers the following topics:

e Creating Work Manager

e Mapping Work Manager to OFSAA WebSphere Instance

28.1.1 Creating Work Manager

6. Open the WebSphere admin console in the browser window:
http://<ipaddress>:<administrative console port>/ibm/console. (https if SSL is enabled).
The Login window is displayed.

ebsphers LS

WebSphere Integrated
Solutions Console

agmin

7. Login with the user id that has admin rights.
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Help | Logout

[ Views [ rasis =l | | wekome

Weicome 7 = O Jll About this Intagrated Solutions Console
o walzams

Guidd Actiias Irtagrated Solutions Console provides  common administrative console for muliple products. The table
lists the product suites that can be administered through this installation. Select 3 product suite to view
# Sarvars ore information,
1+ Applications v OF 18m
5724-108, 3724-163, 5724-HBB, 5724-H09, 3635-W8S () Copyright
® Sancas Suite Name Version tarmational Gusinass Machines Corp. 1996, 2012 v

T — WabSohere Aoglication Server 8.55.0
¥l Sncunty

1+l Environmant

8] System admiristration

%1 Users and Groups

81 Monitoring and Tuning

# Troubleshssting

8. From the LHS menu, expand Resources > Asynchronous beans and select Work
Managers.

==

Help | Logout

Specifies a nork manager that contains & poal of threads that are bound into the Java(TM} Naming and Directory Interface (3ND1).

@ & scoper
 Aplications

P Savices Scope specifies the level at which the resource definition ix visible. For detailed information on what scope ix
S and how it vorks, see the scope settings halp.

= Resources

Foda=whiooaaniiodeos, sarvar=sarvar [~

Schedulers

@ Prafarances

o] ceieee

Qe
Salact Mame & | MOl name & | Scope & | Description § | Catagory &
| You can administar tha folloning rasources:
wm/dafault Nodanhi00aqncde0 ], Sarvermsarvarl | WabSshars Default oafault
WorkManager
| Total 1

& Systam sdminiseration

& Usars and Graugs
£ Monitaring snd Tuning
& Teoubleshooting

& Sarvice intagration

& uoot

9. Select the required Scope from the drop-down list.
For example, Node=whf0OagnNode01, Server=serverl.

10. Click New in the Preferences section.
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—
e sof

[t [

V] |

walcoma
#) Guided Activitias
& Sarvars
& Applications
& Survices
= Resources
Schedulers
Object pool managers
Er
& 1D8C
B Resource Adapters
= Asynchranzus baans
Timer managers
« Work managars

& Cacha instances

& mail

& URL

 Resource Environment
¥ Security
# Envirenmant.
# System administration
& Users and Groups
& Monitaring and Tuning.
& Traublashooting
& Service integration
& uoor

Work managers

Work managers > New...

Specifies a work manager that contains a poal of threads that are bound into the Java(TM) Naming and Directory Interface (INDI).

Configuration

Ceneral Properties

Tha additional proparties will not be available until the general properties

* Scope

for this item are applied or saved.

[cotts: < ll:nodes :whi00agnNodeOl servers serverl |

+ Name
=

# JNDE name.
[om/WroricManager

Daseription

Catsgory

Werk timeout

o millisaconds

Werk raquest queus size
o

Work raquest queus full sction
Block v

Service names

[ intarnationalization

application Brofiling Service (deprecated)

[m]
O security
a

Worliraa

Thread pool properties
# Number of alarm threads

2z thraads
* Minimum numl ber of threads

o thresds
# Maximum number of threads

2 threads
+ Thraad Prioeity

5 priority

M Grouable

[2e] (o8] [Reset] [ Gancal]

wark cbjects

11. Enter the Name as ‘wm’ and JNDI name as ‘wm/WorkManager ‘ in the respective

fields.

12. Enter the Thread pool properties.

13. Click Apply.
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[ —

Wark managers

7
Welcome
F Guided Activities
= have basn mada to your local configuration. You can:
@ Sarvars ractly to the master configuration.
e = Haviaw changes bafore saving or discarding.
& Sarvices

& The server may need to be restarted for these changes to take effect.
= Resources

Schedulers Work managers > wm

= Objeck pacl mwnagers Specifies & work mansger that containg & pool of thresds that sre bound ints the Java(TM) Naming and Directory Inberface (JNDI).
#oms .

Che Configuration

B Resource Acaptars
= Asynchrancus baans

Timer managers
Work managers

General Properties

Additional Properties

¥ Scope

[ B jodenz! v * Custom properties
[ Cache instances [eetis: Cellinodes: liserversiserverl

& Ml * Name

& URL i)

# Resource Environment
* INDI name
& Sacurity [wen/WorkManager

 Emvironment Description

(& System administration

~
8 Usars and Groups v
(# Monitaring and Tuning. 4
(#l Troublashooting c"_“im—
# Sarvice integeation
work imeout
= uooi o milliseconds.
Work request queue size
] work objects
Work reguest queue full action
Block| v
Service names
[ 1nternationalization
e — —
WebSphere.
Work managers 2
Welcome

Guided Activities Wark managers

Specifies a work manager that contains a pool of threads that are bound into the Java(TM) Naming and Directory Interface (JNDI).
= Scope: Cs

pplications
p— Scape specifies the level at which the resource definition is visible. For detailed information on what scope is

and how it works, see the scope ssttings help.
=l Resources

e — [Hede=vhfonaantied=01, Sarver=sarveri[v]
Object pool managers Sraferences
s
JoBC
Resource Adapters
= Asynchronous beans
Timer managers Select Name % INDI name Scope Description Category o
ork menegers You can administer the following resourcess
Cache instances
1, Default Default
& Mail WerkManager
URL
Resource Environmant O |wm 1,
Security E—
wironment

stem administration
Users and Groups
Menitoring and Tuning

Troubleshooting

rvice inczgration

ubpI

After creating work manager successfully, you have to map it to OFSAA instance.

28.1.2 Mapping Work Manager to OFSAA WebSphere Instance

15. From the LHS menu, expand Applications > Application Types and select
WebSphere enterprise applications.
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|| vaerws [ tasics v |

= wWelcome
# Guldad Activities
® Sarvers
= Agplications
= New Application
= Application Types
= wabSphara encerprise applications
= Business-level applications
= Assats
= Global depleyment settings
[ Sarvices
= Rasourcas
= Schedulers
= Objact pool managers
@M.
s J08C
¥ Resourca Adaprars

= Asynchronous beans
= Timermanagers

= Work managaes

8 Resaurce Enviranment
[ Sacurity.
# Envirenmant
8 System administration
# Users and Groups
& Monitoring and Tuning
# Traublashooting
8 Sarvice integration

# uoot

enterprise App)

ians

Enterprise Apphications

Use this page to manage installed applications. A single application can be deployed onta multiple servers.

& Prafacances

[Start] [ stop | _tnstall || uninstall || Update

Rollout Update || Remove File || Expott || Expot DL || Export File |

B[6)F)

Select Name &

| You can administer the following resources:

[] |estaubspsication
|9 |oman
o

O |iase

D -m

| Total's

16. Click OFSAAI instance hyperlink.

Enterprise Appl

Enterprise Applications > OFSAAI

Application Status €

¢ % e ® e

Use this page to configure an enterprise application. Click the links to access pages for further configuring of the application or its modules.

Configuration

General Properties

¥ Name

[oFsaat

Application reference validation
Ilnuc varnings i

Detail Properties

Target specific application status
* Startup behavior

= Application binaries

. Cl ing an:

= R it di properties

= JASPI provider

» Custom properties

= Vi loymaen riptor

* Last support
References

* Resource references
» Shar
= Shared lib I

library referen:

ionshi

Modules

= Man. M, I
» Display module build Ids

Web Module Properties
* Session management
» Context Root For Web Modules
* Initiali £
» JSP and JSF options
o
Virtual hosts

Enterprise Java Bean Properties

» Dafaylt rr d f

Client Module Properties

» Client module deployment mode

Database Profiles

. rofil ureQuery bind files

17. Click Resource references link under References section.
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Enterprise Applications e

L > QFSAAL > e

Resource references

Each resource referance that is defined in your application must be dtoa

{ Set Multiple JNDI Names ~ ]
(w]
Select Module | Baan | URI 1 i | Targat INDI Name

[v] | OFsAAl web Application OFSAAL :/web 1 ‘ = N Inmldofault I Brovse... |

Sat Multiple JNOI Namaes ~ ] Modify Resource Authentication Maethod... ] | Extended Proparties... ]
Select i Module Bun;‘ URL :::3‘1”'; Target Resource JNDI Name ‘ Login configuration
‘ Resource
authorization:
| );WFIQAASTER Container
OFSAAI Web OFSAAL.war, WEB~
O | Application INF/wab.xml Jbe/FICMASTER | [ Browae... | Authentication
method:
‘ None
| Resource
authorization:
| ;ddeFSBGRCINFO Container
| OFSAAI Web OFSAAL war, WEB-
O | Application INF/web.xml idbc/OFSBARCINFO | [ Brovae... | Authentication
method:
None

(0K] | Cancel |

18. Click Browse corresponding to the Work Manager Resource Reference. The available
resources are displayed.

Enterprise Applications 7=

Enterprise Applications > OFSAAIL > Resource references > Available resources

Resources that can be used to bind to the fi of a bean. R shown here are only those ilable to that duls ying the bean. This
is determined by the targets to which that module is d. R ilable to & dule can come from a hierarchical scope of a bean, If resources at
differant scopes have the same JNDI name, the one at the lover scope will override the parent. The overridden resources are not shown here.

| Cancel

sohctuamo o | NI name O | Scopa & Description

O yneR (o] h k -1 wm/ard Node=whf0OaqnNodeO1 l

O DefaultWorkManager wm/default de=whf NodeO1 verl b Default 9
O] wm wm/Work 9 de01,5erver=serverl I

=T, '

19. Select the newly created Work Manager (‘wm’) and click Apply.
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ebSphere.

Help | Logout  IBM,

Views (A ta3ks vl : Close page
bt <]
. Weiceme
Field help
5 Enterasi OEsAAL>
'+ Guided Acter s e Forfeld help informatien, swiect
escurce refarances a fiald labal or list marker when
# Secvers the help cursor is displayed
S Applica Each resource reference that is defined In your application must be mapped to  resource.
4 e ——— Moo i
* Nem ion Mors information about thi
2 Agplication Types Set Multiple JNDI Names * s
(=ila]
Selact | Module Sean URI 1 [ O
[] | orsant was assiicaton OFSAALuar WEB-INF/ombxml | ven/WorkManager | [V WorOaRager

Set Multiple INDI Names = ] Modify Resource Method... | | extended properties... |
 Resource Adoptars oo
= Asynchronous besns T
- Select Module Bean URD R | Target Resource JNDT Name Login configuration
® Cache instances Resource
i ieba
s LI Sosttuet it Bl = N
# Rescurce Environment method:
# Security | | |
 Environmest Resource
* System administration. E‘EH = mﬂz
1 Users ad Groups O |’ bt H/OFSBORCIN | [ provms... Adthentication
* Manitaring 30d Tuning method:
None
# Troubleshesting 1
® Sarvice intagration
 uoor
(oK) Cancel]
[} t} H
20. Select the Work Manager (‘wm/WorkManager’) and click OK.
Enterprise Applications T
= Messages
&Chingu have been madae to your local configuration. You can:
® Save directly to the master configuration.
® Ravigw changes before saving or discarding.
O The server may need to be restarted for these changes to take effect.
Enterprise Applications > OFSAAL
Use this page to fi an 1 Click the links to access pages for further fi of the i or its dul
Configuration
General Properties -
» Name - o I
OFSAAL ] Manage Modules
* Risplay module build Ids
lication reference validation
Issue varings v Web Module Pmurﬁci
Detail Properties * Session management
* T i n
i * Initigli; 12 f vl
* Startup behavior
= 1SP and JSF options
= Application i
i * Virtual hosts
* Class loading and update detection
* R ¢ d h i Enterprise Java Bean Properties
* 1ASP] provider s Default fA b
* Custom properties
Client Module Properties
. Vi loyman il
* Last * Client modyls deployment mode
oy — Database Profiles
* Resource references . fles and gur od Al
* Shared library references
» Shared li Iationghi

21. Click Save.
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Enterprise Applications 7=

Enterprise Applications

Use this page to manage installed applications. A single application can be deployed ento multiple servers.

% Praferances
Start| Step| Imstall || Uninstall | uUpdaste | Rellsut Update || Remeove File | Expert| Expert DOL Export File
el m il

Select Name

= Application Status ¢)_
You can administer the following resources:
Daefaultdpplication L]
QFsan Y
formsmanagar +
0 ivtApp L3
[ | susw +
Total 5

28.2 Configuring Work Manager in WebLogic Application Server
This section is applicable only when the Web Application Server type is WebLogic.
28.2.1 Creating Work Manager

22. Open the WebLogic admin console in the browser window:
http://<ipaddress>:<administrative console port>/console. (https if
SSL is enabled). The Welcome window is displayed.

ORACLE WebLogic Server Administration Console 12¢

Welcome

Login to work with the Weblogic Server doman

username:

23. Login with the user id that has admin rights.

24. From the Domain Structure menu in the LHS, expand Environment and select Work
Managers. The Summary of Work Managers window is displayed.

Oracle Financial Services Software 289 ORACLE



OFSDM 8.0.6.0.0 Installation Guide

ORACLE WebLogic Server Administration Console 12¢
Change Center
pses— Hame »Summary of Werk Managers
Configuration editing is enabled. Future
changes vl automatically be activ

ated as you
modify, add or delete items in this domain.

Summary of Work Managers

Domain Struct
main Structure et .

@ Home Log Out Preferences [ Record Help

A Work Manager defines 8 set of request dlasses and

le

by Weblogic ™

Welcome, weblogic | Connected to; GRCEOLIS

Jevel. You can also defi

SRoa018
E}-Environment. A
—Servers
#-Clusters.
Conerence Chaters
Machines
vl e [New] [Cione] (Deicte
~iWark Mananers T
~Startup and Shutdown Classes [ Name &
Beployments \

¥ Customize this table

Global Work Managers, Request Classes and Constraints

Work Managers.

the global

requast e Gefingd for this domain.

Showing 010 0o 0 Previous | Next

I

§-Services
Secunty Resims —
Interopersbilty K

Clone] [Delete

‘There are no items te display

!

Shoning 010 0 af 0 Previous | Next

25. Click New to create a new work manager component.

Create a New Work Manager Component
Back |  HNext | Finish | Cancel

Select Work Manager Definition type

What type of Work Manager, Request Class or Constraint do you want to creste?

l- Work Manager

Response Time Request Class
() Fair Share Request Class
() Context Request Class

_) Maximum Threads Constraint

Minimum Threads Constraint
() Capacity Constraint
Back | | Next | Finish | Cancel

26. Select Work Manager and click Next.

@ Home Log Out Preferences Record Help |

Home =Summary of Work Managers

Create a New Work Manager Component
Back | | Mext | Finish | Cancel

‘Work Manager Properties

The following properties will be used to identify your new Work Manager.

* Indicates required fields

‘What would you like to name your new Work Manager?

*Name:

Back | | Mext | Finish |Cam:e|

wm/WorkManager], X

27. Enter the Name as ‘wm/WorkManager'.

28. Click Next.
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Create a New Work Manager Component

Back| [Ned |qu |Cam:el

Select deployment targets

You can targat the Work Manager to anvy of these Weblogic Server instances or Clustars. Salect the same targats on which you will daploy applications that reference the Work Manager,
Available targets :

Servers

| AdminServer

(Bock| [Fieid] | | Finish | || Cancel

29. Select the required deployment target and click Finish.

@) Home Log Out Preferences (B Record Help |

| L2
Home »Summary of Work Mansgers
Messages

Welcome, weblogic | Connected to: GRCBO1IS
o Al changes have been activated. No restarts are necessary.
G Work Manager created successfully

Summary of Work Managers

A Work Manager defines a set of request dlasses and thread constraints that manage work performed by Weblogic Server instances. This page displays the global Work Managers, request classes and thread constraints defined for this domain.
Globsl Work Managers are defined at the domain level, You can also define spplication-level and module-level Work Managers.

[ Customize this table

Global Work Managers, Request Classes and Constraints.

Hew| [Cione]| [Delete

Showing 1t 1 0f L Previous | Next
|D Name & Type Targets
|H wm/WorkManager Work Manager AdminServer
New | [Cione| [Deiete Showing 1o 1 0f 1 Previous | Next
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29

Appendix S: FAQs and Error Dictionary

This appendix consists of resolution to the frequently asked questions and error codes noticed
during OFSAAI installation.

e Frequently Asked Questions

e Error Dictionary

OFSAAI installer performs all the pre-requisite validation check during installation. Any errors
encountered in the process are displayed with an appropriate Error Code. You can refer to the
Error Dictionary to find the exact cause and resolution to rectify the error.

29.1 Frequently Asked Questions

29.1.1

You can refer to the Frequently Asked Questions which has been developed with the interest to
help you resolve some of the OFSAAI Installation and configuration issues. This intends to share
the knowledge of problem resolution to a few of the known issues. This is not an official support
document and just attempts to share the knowledge of problem resolution to a few of the known
issues.

This section includes the following topics:

e OFSAAI FAQs
e Application Pack 8.0.6.0.0 FAQs

OFSAAI FAQs

What are the different components that get installed during OFSAAI?

The different components of OFSAAI are illustrated in Figure in Components of OFSAAI.

What are the different modes of OFSAAI installation?
OFSAAI can be installed in two modes, Silent Mode, and GUI mode.
Can the OFSAA Infrastructure components be installed on multi-tier?

No. OFSAA Infrastructure components (ficapp, ficweb, ficdb) cannot be installed on multi-tier. By
default, they will be installed on single-tier. However, OFSAA Infrastructure can be deployed
within the n-Tier architecture where the Database, Web Server and Web Application Server is
installed on separate tiers.

Is JDK (Java Development Kit) required during installation of OFSAA? Can it be
uninstalled after OFSAA installation?

JDK is not required during installation of OFSAA and only a run time is needed. For details, see
Hardware and Software Requirements, Java Runtime Environment section.
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Is JRE required during installation of OFSAA? Can it be uninstalled after OFSAAI
installation?

Only JRE (Java Runtime Environment) is required during installation of OFSAA and cannot be
uninstalled as the JRE is used by the OFSAA system to work.

How do | know what are the Operating system, webservers and other software versions
that OFSAA supports?

Refer to OFSAA Technology Stack Matrices.

What are the different files required to install OFSAAI?

The following files are required:

e setup.sh.

e envCheck.sh

e preinstallcheck.sh

e Verinfo.txt

e OFSAAlInfrastructure.bin

e validatedXMLinputs.jar

e MyResources_en_US.properties

o log4j.xml

e OFSAAI_PostinstallConfig.xml

e OFSAAIL_InstallConfig.xml

e privileges_config_user.sql

e privileges_atomic_user.sql

What should | do if | get the following error message during installation:

"Execute Permission denied"?

Check whether all the files provided for OFSAAI installation has execute permissions.

To give execute permissions,

e Navigate to the path OFSAAI_80200 and execute the command
chmod 755

"Graphical installers are not.."

If error resembles "Graphical installers are not supported by the VM. The console mode will be
used instead..." then check whether any of the X-windows software has been installed.

Example: Hummingbird Exceed is started and configured to Graphical mode installation.
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NOTE: Type 'xclock' from prompt and this should display clock in graphical mode.

"No Java virtual machine could be..."

If the error message reads "No Java virtual machine could be found from your PATH environment
variable. You must install a VM prior to running this program", then

e Check whether "java path" is set in PATH variable. See the Table 3-1, " Prerequisite
Information“section in this document.

e Check whether sufficient temporary space is available.

e Ensure that the movement of OFSAAI Installer text files to the target system is done in the
Text mode so that setup.sh file does not contain control line feed characters (*M).

What should | do if | get the following error message during installation, "OracleDriver
Files Not Found, Please Choose the Right Path To Continue"?

Check whether the provided path for Oracle Driver files is correct and whether the user has
permissions to access the files.

What should | do if | get the following error message during installation, "User must have
CREATE TABLE, CREATE VIEW, CREATE TRIGGER, CREATE INDEX, CREATE
SEQUENCE, CREATE PROCEDURE" even though the oracle schema user created has the
mentioned privileges?

OFSAAI installer validates the database details provided during installation, so ensure:
o Whether the oracle schema user has the required set of privileges for successful installation.

o Whether the oracle schema user has been created with quota privileges on tablespace to
create database objects.

See the Table 3—1, "Prerequisite Information"” section in this document.

Installation of OFSAAI was completed successfully! What next?

Post the successful completion of OFSAAI installation, one has to perform the Post Installation
steps. See Post Installation Configurations.

What is to be done when OFSAAI Installation is unsuccessful?

OFSAAI installer generates log file OFSAAInfrastructure_Install.log in the Infrastructure
Installation Directory. There is also another log file created in the path configured in Log47j . xml.
If the logs of any of these reported Warnings, Non Fatal Errors, Fatal Errors or Exceptions, they
should be brought to the notice of the OFSAAI Oracle Support Services. It is recommended not to
proceed, until the reported problems are adequately addressed.

How do | completely uninstall OFSAAI?

OFSAAI can be completely uninstalled by performing the steps provided in Uninstalling OFSAA
Infrastructure section in this guide.
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Can OFSAAI config and atomic schemas be on different databases?
OFSAAI requires both config and atomic schemas to be present on the same database instance.
How do | grant privileges if a new information domain is created?

If you are creating a new information domain, provide a set of privileges (database permissions)
to the new Atomic schema.

1. Log into the database as sys and connect as sysdba user.

2. Execute the file privileges config user.sql available under $FIC_HOME
directory

3. Enter the database schema for which you want to grant privileges.
When should I run the MLS utility?

See the Multiple Language Support (MLS) Utility section in OFS AAI Administration Guide
available on OTN.

Does OFSAAI support Oracle Linux versions other than 5.5?
OFSAAI supports the Oracle Linux versions from 5.5 up to 5.10 and also from 6.0 and above.

What should I do if | get the following error message on the UNIX System terminal while
executing ./setup.sh, "Insert New Media. Please insert Diskl or type its location"?

1. Login as root user on the Unix machine where OFSAAI is getting installed.
2. Navigate to the path /etc/security/.
3. Edit the file limits.conf to add/edit a row for the unix user installing OFSAA:
<Unix User> soft nofile 9216

4. After saving the changes, log in as unix user with which OFSAAI is getting installed and
execute the command:

ulimit -n
The command should return the value 9216.
How do | verify if the system environment is ready for OFSAAI installation?

To verify the system environment meets the minimum requirements for the installation, a Pre-
Install Check utility is available within the Install Kit archive file. This utility can also be obtained
separately by contacting Oracle Support.

See Verifying System Environment section for additional information.

How do | know if the installation is completed successfully?
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The OFSAA Infrastructure installation performs a post install health check automatically on
successful installation of the product. To rerun the post install verification at a later time, perform
the following steps:

1. Navigate to the path $FIC_HOME (Product Installation Directory).
2. Execute the command:

./piverify.sh

What should | do if the installation in GUI mode is not invoked?

There are set of configuration steps required to be performed during the installation in GUI mode.
Verify whether the steps mentioned under Configuration for GUI Mode Installation section are
done correctly.

What should | do if there are any exceptions or errors in installation and how to proceed?
1. Backup the installation logs.
2. Share the backup logs with Oracle Support Services.

What should | do if | get the following error message during OFSAAI installation on Solaris
11 system?:

"Error: OFSAAI-1108

ORA-00604: error occurred at recursive SQL level 1 ORA-01882: timezone region not
found"

Or
"Time zone cannot be set as null or 'localtime' "

This happens if the time zone is not set, that is NULL or it is set as ’localtime’. Set the
environment variable TZ to a valid time zone region in the .profile file. For example,

TZ=Asia/Calcutta
export TZ
What should | do if the installation process is abruptly terminated or aborted?

If the installation process is abruptly terminated, then the installation will be incomplete. To
recover from this, follow these steps:

1. Drop the DB objects in the config schema created by OFSAAI installation.

2. Open the .profile and remove the entries made by the OFSAAI installation which are
made between the comment statements, #Beginning of entries by OFSAA
Infrastructure installation and #End of entries by OFSAA Infrastructure installation.

3. Delete the OFSAA install directory created by the OFSAAI installer.
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4. Perform the OFSAAI installation again.

Does OFSAA support any other web server types, other than the ones stated in Tech
Matrix and Installation Guide?

No, all the supported softwares and versions are stated in the OFSAA Technology Stack
Matrices.

What should I do if the database connection from connection pool displays the following
error message, "java.sql.SQLRecoverableException: IO Error: Connection reset"?

This happens while running several database intensive tasks in parallel. To correct this error, add
the line securerandom. source=file:/dev/./urandom in the java.security configuration file
available in $JAVA HOME/jre/lib/security/ path.

NOTE: This needs to be configured on all the machines or VMs where the OFSAAI components are
installed.

If the issue is not resolved even with the preceding settings, check the MTU (Maximum
Transmission Unit) settings on the linux box. For details on MTU settings and updating them,
contact your system Administrator.

What should | do when | get syntax errors/file not found error messages while invoking
setup.sh file from my install archive?

This could mostly happen:

¢ When installer was not unzipped rightly or corrupted during unzip.

e setup. sh file which resides within the install archive was not transferred in ASCII or text
mode, which could have corrupted the file.

To correct this, follow the steps:

1. Copy the installer (in BINARY mode) to the system on which the OFSAA Infrastructure
components will be installed.

2. Unzip the installer using the command:
unzip <OFSAAI Installer>.zip

3. The corrupted setup.sh file would have introduced certain M characters into the file.
You can remove M characters from setup.sh file by following these steps:

a. Login to the server where the installer is copied.
b. Navigate to the directory OFSAAI_80200.
c. Open the setup.sh file in the vi editor using the command: vi setup. sh.

d. Inside vi editor in Esc mode, type: $s/*M/ /g
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NOTE: To enter *M, hold the CTRL key then press V and M in succession.

e. Save the setup.sh file by typing: wq!
Does OFSAA support Oracle DB 11g Standard edition?

The OCI client and the jdbc driver does not change depending on whether it is a standard or
enterprise edition. So, OFSAAI will work with standard edition as well.

We do not recommend standard edition because it will not scale and does not support partition
pack, database security vault, or advanced analytics.

What should | do if | get the following error message while executing ./startofsaai.sh file on
the UNIX System terminal "./startofsaai.sh: /java: Execute permission denied"?

e Ensure JAVA_BIN environment variable path is set on the "unix user" terminal from where
the startofsaai.sh file is invoked.

e Ensure the .profile where the environment/ path settings are made has been executed
successfully.

What should | do if the OFSAAI Application Server does not proceed even after providing
the system password?

Ensure that, the System Password provided when prompted is "passwordQ" provided during
installation. Also check whether the connection to the "configuration schema” can be established
through sqlplus.

Although the OFSAAI installation has completed successfully, when OFSAAI servers are
started, and the application URL is accessed, it gives an error message "the page cannot
be found or displayed" or "Could not retrieve list of languages from Server. Please contact
the system administrator". What should one do?

Ensure OFSAAI servers have been started and are running successfully. For details on start up
parameters options, see Starting Infrastructure Services section.

For more details on the issue, refer to the Revappserver log in $SFIC APP
HOME /common/FICServer/logs directory or the Web Server log files.

Is it necessary to provide the specified grants to the Oracle schema user before
installation? If yes, can it be revoked after completing the installation?

The "Oracle schema" user requires the necessary grants specified before, during, and after the
installation process. Grants provided should never be revoked as the application makes use of
these grants all the time.

Can we have distributed OFSAAI Application Server for load balancing?
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OFSAAI Application server can be scaled out/distributed across different JVM's (machines)
based on the various services and Information Domains, in other words, Load balancing could be
achieved with distribution of services.

Why do we need FTPSHARE on all the layers? Can we have ftpshare on another machine
other than the machines where OFSAAI is installed?

FTPSHARE is a Metadata Repository directory. All the metadata related files used in
Infrastructure are stored in the FTPSHARE directory. The ftpshare contains folders for each
Information Domain, with each Information Domain folders holding Erwin, log, and scripts folder.
The transfer of data among the Web, Application, and Database servers in Infrastructure takes
place through FTP/SFTP.

You need to configure FTP/SFTP and enable communication between the servers by providing
App server's FTP/SFTP credentials to the Web server and DB server users.

Yes, you can have FTPSHARE on another machine other than the machines where OFSAAI is
installed.

Is it mandatory to provide the FTP/SFTP password?

Yes, OFSAAI needs credentials of the user who has complete permissions on FTPSHARE
directory, and the user should be able to independently login to the unix server.

What are the permissions required for FTPSHARE and when should | give them?

It is recommended to provide permissions on FTPSHARE in case of installations done across
different machines or VMs (multitier installation).

In case of single tier installation, 770 permissions can be provided if the Unix users of OFSAAI
and web server belong to the same Unix group.

Additionally, any new file that is created in the FTPSHARE folder of any installation layer should
be granted specific/explicit permission.

Port Change utility can be used to have the Port number modified, which are currently being used
by the Infrastructure application. For more information, refer Changing IP/ Hostname, Ports,
Deployed Paths of the OFSAA Instance section in OFS Analytical Applications Infrastructure
Administration Guide in OTN.

Are there any in-built system administration users within OFSAAI Application?

The three in-built system administration users are provided to configure and setup OFSAAI.
e SYSADMN
e SYSAUTH
e GUEST

Does OFSAAI Application support both FTP and SFTP?
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OFSAAI supports both FTP and SFTP configuration.
Is it necessary to enable the FTP/SFTP services to use the OFSAAI?

Yes, enabling of FTP/SFTP services and its ports is a pre-requisite step towards using the
OFSAAL.

OFSAAI Configuration: Unable to save the server details?

e Ensure the input User ID, Password, and Share Name are correct.

o Ensure FTP/SFTP services are enabled.

e Have atest FTP/SFTP connection made and confirm if they are successful.

What should I do if | get the following message while creating Information Domain, "Please
create a database and then create the information domain"?

Information Domain is mapped to only one Database; and thus before the creation of Information
Domain, at least one database details should exist.

What should I do if | get the following message during the startup of backend engine
message server, "ConnectToDatabase: FatalError, could not connect to the DB server"?

o Verify whether connection to the Configuration Schema can be established through
SQL*PLUS.

o Verify Configuration Schema password is modified post installation.

e Ensure Oracle Database Alias Name created for Oracle Instance and Oracle Service Name
are same.

e On a multi tier installation mode, ensure TNSNAME and SID are same in both the Application
and Database Layers.

What should | do if | get the following message during the startup of backend engine
message server, "Fatal Error, failed to get user ID from LibSmsConnect"?

Ensure Reveleus.sec file exist under the $FIC_HOME/conf directory where the Database
components are installed.

Does OFSAAI Application support LDAP authentication?
OFSAAI supports LDAP configuration and authentication.
Does OFSAAI support multiple languages?

Yes, OFSAAI supports multiple languages.

Does OFSAAI provide any data back-up features?

OFSAAI does not have built-in back up facility. External Storage Infrastructure is recommended
for back-up.
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What kind of security features does the OFSAAI provide?
OFSAAI provides security at:
e Segment Level - Users can access only the segment they are mapped to.

o Application Level - Users can perform an operation only if mapped to appropriate role and
functions.

Does OFSAAI have the ability to enforce periodic password change?

OFSAAI provides configurable parameters to define number of days after which the user
password would expire and then the user is forced to change the password after expiration
period.

What is the password policy followed in OFSAAI?

OFSAAI enforces a minimum password length with a combination of Upper and Lower case
characters and alpha-numeric strings.

Which version of Erwin Data Modeller does OFSAAI support?

OFSAAI now supports ERwin version 9.2 and 9.5 generated xmls in addition to ERwin 4.1, ERwin
7.1, ERwin 7.3 and ERwin 9.0 formats.

Does OFSAAI provide the mechanism to upload Business Data model?
OFSAAI provides two mechanisms for business data model upload:

e Easy to use GUI based Model upload mechanism to upload the Business Data Model
through Data Model Management -->Data Model Maintenance --> Import Model.

e OFSAAI also provides a model upload utility "upload.sh" for uploading the business data
model through the command line parameter by executing this shell script file under the path
<FIC_HOME>/ficapp/common/FICServer/bin.

For more details, see Configuration for Model Upload Utility section of the OFS Analytical
Applications Infrastructure User Guide available on OTN.

How do | apply incremental change to the existing model when the Business Data model
undergoes a change?

Modified data model can be uploaded into the system and OFSAAI has the ability to compare the
changes within the data model with respect to the one already present in the system and enables
propagation of incremental changes in a consistent manner.

What are the different types of uploading a business data Model?

OFSAAI supports uploading of business data model from client desktop and also by picking up
the data model from the server location.

Can the OFSAAI Configuration Schema password be modified post installation?
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The OFSAAI Configuration Schema password can be modified post installation. OFSAAI
application stores the password in the database and few configuration files, thus any changes to
the Configuration Schema password will require updating in those files. For more information, see
OFSAA Infrastructure Config Schema Password Modification.

Can the OFSAAI Atomic Schema password be modified?

The OFSAAI Atomic Schema password can be modified. OFSAAI application stores the atomic
schema password in the database and few configuration files, thus any change to the atomic
schema password will require updating those files.

To change the Atomic Schema password, follow the steps:
1. Login to OFSAA.

2. Navigate to System Configuration > Database Details window. Select the appropriate
connection, provide the modified password and save.

3. Based onthe Web Server installed, follow the steps:
a. |Ifyou are using Apache as Web server:
Update the <Context> -> Resource tag details in server.xml file from the

$CATALINA_ HOME/conf folder. (In case of Tomcat only Atomic <Resource> will
exist).

b. If you are using WebSphere as Web server:
Login to the WebSphere Administration Console from the left side menu.

Navigate to Resources >JDBC >Data Sources. A list of data sources will be populated
on the right side.

Select the appropriate Data Source and edit the connection details. (In this case, both
Config and Atomic data sources need to be modified).

c. If you are using WebLogic as Web server:
Login to the WebLogic Administration Console from the left side menu.

Under Domain Structure list box, expand the appropriate Domain and navigate to
Services > JDBC >Data Sources. A list of data sources will be populated on the
right side.

Select the appropriate Data Source and edit the connection details. (In this case, both
Config and Atomic data sources need to be modified).

4. Restart the OFSAAI services

NOTE: If the modified passwords are not updated, OFSAAI logs display the message ORA-28000:
the account is locked.
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Does the upload of Business Data model depend on Java Memory?

Business data model upload through OFSAAI depends on the Java memory settings on the client
and server machines. Java memory setting varies with the data model size and the available
RAM. Contact Oracle Support Services for more details.

Why do the Business Metadata Management screens (Business Processors screen) in
User Interface, take more time to load than other screens?

The Log file in DynamicServices.xml which resides in $FIC_HOME/conf is continuously being
updated/refreshed to cache metadata. This can be observed when you are starting startofsaai.sh
and if any of the log file (For example, SMSService.log) in DynamicServices.xml is being
continuously refreshed for longer time.

By default, the Metadata Log file cache size is set to 1000. If in case the log is being updated
beyond this limit, retrospectively the preceding entries are overwritten. For example, the 1001th
entry is overwritten by deleting the first entry. This results in the application window taking a
longer time to load.

Increase the cache size limit in Dynamicservices.xml located at <FIC_HOME>/conf, depending
on the currently logged count for the specific metadata.

1. Generate the Log report by executing the following query in config schema.
select count(l), t.metadata name, m.dsn id

from metadata master m, metadata type master t

where m.metadata type = t.metadata type

group by t.metadata name, m.dsn_ id

2. The preceding query returns a list of codes with their respective metadata count. You
can refer to "metadata_type_master" table to identify the metadata name.

3. View the log report to identify the metadata which is being updated/refreshed beyond
the specified cache size limit. Accordingly increase the cache size limit in
Dynamicservices.xml depending on the currently logged count for the specific
metadata.

For example, if the "MEASURE_CACHE_SIZE" is set to 1000 and total measure reported
in log is 1022, increase the limit to 2000 (approximately).

4. Restart Reveleus/OFSAAI servers (Web and APP) and check the issue.

What should 1 do if | get OutOfMemoryError while deploying EAR file in WebSphere
application server?

The Java memory needs to be increased in ejbdeploy.sh file which is present under <webSphere
Install directory>/AppServer/deploytool/itp. For example,
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$JAVA CMD \

-Xbootclasspath/a:$ejbd bootpath \

Xms256m -Xmx1024m \

What configurations should | ensure if my data model size is greater than 2GB?

In order to upload data model of size greater than 2GB from OFSAAI Data Model Management --
>Data Model Maintenance--> Import Model, you need to configure the required model size in
struts.xml file available in the path $FIC_WEB HOME/webroot/WEB-INF/classes.

NOTE: The size requirements have to be always specified in bytes.

For example, if you need to configure for model size of 2.5GB, then you can approximately set
the max size to 3GB (3221225472 bytes) as follows, in order to avoid size constraints during
model upload.

<constant name="struts.multipart. maxSize" value="3221225472"/>

After configuring struts.xml file, generate the application EAR/WAR file and redeploy the
application onto your configured web application server. For more information on generating and
deploying EAR / WAR file, see Appendix C.

What should | do if my Hierarchy filter is not reflecting correctly after | make changes to
the underlying Hierarchy?

In some cases, the Hierarchy Filters do not save the edits correctly if the underlying Hierarchy
has been changed. This can occur in hierarchy maintenance, where you have moved a member
to another hierarchy branch, and that member was explicitly selected in the Filter and is now a
child of a node which is already selected in the Filter. Refer Support Note for the workaround.

Can linstall an Application Pack on an existing Atomic schema/ Information Domain
created manually?

No, you cannot install an Application Pack on existing Atomic schema/Information Domain
created manually. Application Packs can be installed only on Atomic Schemas/Information
Domain created using schema creator utility and/ or the Application Pack installer.

What should I do if | get the following exception while trying to view the model outputs in
Model Outputs screen, "Exception ->Local Path/STAGE/Output file name (No such file or
directory)"?

Ensure you have created a folder "STAGE" under the path mentioned as "Local Path" in the web
server details window. This folder needs to be created under the local path on every node, in
case of web application server clustering.

What should 1 do if | get the following exception during OFSAA services startup,
"Exception in thread "main" java.lang.UnsatisfiedLinkError: net (Not a directory)"?
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Ensure the JRE referred in .profile is not a symbolic link. Correct the path reference to point to a

physical JRE installed.

What is the optimized memory settings required for "New" model upload?

The following table lists the optimized memory settings required for "New" model upload.

Model Upload Options

Size of Data Model
XML File

X_ARGS_APP ENV

Pick from Server 106 MB "-Xms1024m
-Xmx1024m
36 MB "-Xms2048m
-Xmx2048m
815 MB "-Xms4096m
-Xmx4096m
1243 MB "-Xms6144m
-Xmx6144m
"-Xms1024m
Model Upload Utility 106 MB
-Xmx1024m"-Xms2048
m -Xmx2048m
"-Xms4096m
336 MB
-Xmx4096m
"-Xms4096m
815 MB
-Xmx4096m
"-Xms6144m
1243 MB
-Xmx6144m
"-Xms1024m
Save New Erwin file in| 106 MB
-Xmx1024m
Server
"-Xms2048m
336 MB
-Xmx2048m
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"-Xms4096m

-Xmx4096m

"-Xms6144m

-Xmx6144m

I did not enable OFS Inline Processing Engine Application license during the installation.
However, | have enabled it post installation, using the Manage OFSAA Product License(s)
in the Admin Ul. Are there any other additional configurations that | need to do?

Yes. Follow the instructions explained in the OFS Inline Processing Engine Configuration Guide
available on OTN.

| get an error when I try to build an Oracle OLAP cube. What should | do?

Execute the following grant on the appropriate ATOMIC schema

grant olap_user to &database_username

How do you turn off unused Information Domains (Infodoms) from caching?

Follow these steps to turn off unused infodoms from caching:
1. Navigate to SFIC_HOME/conf in the APP layer of your OFSAAI installation.
2. Inthe DynamicServices.xml file, identify the section for <Service code="20">.
3. Modify the value of parameter CACHE ON_STARTUP to O (default is 1).

4. Repeat the same in the WEB layer too. Generate the application EAR/WAR file and
redeploy the application onto your configured web application server. For more
information on generating and deploying EAR / WAR file, see the Appendix C section.

5. Restart the OFSAAI Services (APP and WEB). For more information, see the Starting
Infrastructure Services section.

NOTE: This setting will cache the Infodom metadata only for the infodoms that get accessed upon
user login. Infodoms which do not get accessed, will not be cached.

Sample code is as follows:
<SERVICE CODE="20"

CLASS="com.iflex.fic.metadata.services.MetadataServiceProvider"
NAME="BMD"

SERVERID="DEFAULT" PATH=" " LOGGERNAME="UMMLOGGER" LOGGERLEVEL="10">
<PARAMETERS>
<PARAMETER NAME="CACHE ON_ STARTUP" VALUE="0" />

<PARAMETER NAME="BACKUP_ XML" VALUE="1" />
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<PARAMETER NAME="MAX BACKUP_ XML" VALUE="2" />

<PARAMETER NAME="PC NONBI BI SWITCH" VALUE="2048" />
<PARAMETER NAME="HIERARCHY NODE LIMIT" VALUE="2000" />
<PARAMETER NAME="ALIAS CACHE SIZE" VALUE="1000" />

<PARAMETER NAME="DATASET CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="MEASURE CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="HIERARCHY CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="DIMENSION CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="HIERARCHYATTRIBUTE CACHE SIZE" VALUE="1000" />
<PARAMETER NAME="CUBE CACHE SIZE" VALUE="1000" />

<PARAMETER NAME="RDM CACHE SIZE" VALUE="1000" />

<PARAMETER NAME="BUSINESSPROCESSOR CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="DERIVEDENTITY CACHE SIZE" VALUE="1000" />
<PARAMETER NAME="LOG GET METADATA" VALUE="false" />
<PARAMETER NAME="METADATA PARALLEL CACHING" VALUE="0" />
</PARAMETERS>

</SERVICE>

While creating an Excel Mapping, after specifying the excel worksheet, the target table, and
mapping each column in the worksheet to a target table, | click Save and nothing happens.
But when | click Cancel, a message pops up informing me that all changes will be discarded",
what is to be done.

Check if the version of Internet Explorer and JRE Plugin are as mentioned in the Desktop
Requirements section of this manual. If not, use the qualified versions as mentioned.

Can multiple OFSAA Infrastructure instances share the same Config Schema?
No, only one OFSAA environment can be installed using one Config Schema.

Can Atomic Schema be shared?

Yes, it can be shared between two OFSAA instances.

While setting a firewall, which ports should be opened for communication between the Web
Server (Apache HTTP Server/ Oracle HTTP Server/ IBM HTTP Server) and the Web Application
Server (WebSphere/ WebLogic/ Tomcat) for OFSAAI to operate properly?

The OFSAA Servlet port which is same as Web server port should be open. Also the web application
port should be open.
Can | modify the NLS_LENGTH_SEMANTICS to BYTE from CHAR for the Database where

older versions of OFSAA is Installed?

Yes, NLS_LENGTH_SEMANTICS can be modified to BYTE from CHAR if you are not intending to
use multi language support.
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Can linstall already installed application in a different infodom?
No, it is not possible to install the same application in two different infodoms.
How can | configure the OFSAA application for High Availability?

OFSAA can have active-passive high availability. For more details, refer Configuration for High
Availability- Best Practices Guide.

During OFSAA installation should | provide web application server's IP /Hostname and port
or web server's IP/Hosthname and port, if the Apache HTTP Server/ Oracle HTTP Server/ IBM
HTTP Server are configured?

In case the web server is configured, you should enter the Web Server IP Address/Hostname and
Port details during OFSAA installation. Here the Servlet port should be same as the Web Server
port.

If Web Server is not configured, the Web Application Server's IP Address/ Hostname and Port is
required during the installation process. Here the Servlet port should be same as the Web
application Server port.

Is "ReveleusAdminConsoleAgent" applicable for OFSAAI 8.0.6.0.0 and higher versions?

No, ReveleusAdminConsoleAgent is not applicable starting OFSAAI 7.3.3.0.0. There is a change in
the way agentservers are managed through AGENTSTARTUP.SH and AGENTSHUTDOWN.SH.

What should | do when the message server process does not open and | get the following
error message, "CI18NProvider::CI18NProvider, Error, unable to connect to the config
database"?

This error is displayed due to the following reasons:

The Config Schema password is already expired.

If the Config Schema password is going to expire soon and the message like "ORA-28002: the password
will expire within 6 days" displays while connecting to Config Schema through SQLPIus.

The Config Schema password is modified.

To resolve the error, re-set the Config Schema password to the old password. Else, if the Config
Schema password is modified to something else then follow these steps:

1. Delete the $SFIC _HOME/conf/Reveleus.SEC file.

2. Shutdown the OFSAAI App service: cd $FIC APP
HOME/common/FICServer/bin ./stopofsaai.sh

3. Shutdown the OFSAAI App service: cd $FIC APP
HOME/common/FICServer/bin ./stopofsaai.sh

4. Start the Infrastructure Server in foreground directly on the server or through
XWindows software using the command: . /startofsaai.sh

5. Enter System Password.
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6. Enter the new Config schema password. The service starts and initializes if it is able to
successfully connect to the DB and generates the Reveleus. SEC file.

7. Post successful startup of the service, if required, the Infrastructure server may be shut
down and restarted in the background using nohup mode.
What is the mechanism of Log File sizing and backup?

OFSAAI Log files created under $FIC_APP_HOME/common/FICServer/logs &
<OFSAAI_DEPLOYED_AREA>/<CONTEXT.war>/logs is configurable in RevLog4jConfig.xml.

The default size of the log files (MaxFileSize) is set to 5000kb and number of maximum backup log
files (MaxBackuplndex) retained is set to 5, both of which are configurable. Increasing these
parameters to a higher value should depend on the server hardware configurations and may reduce
the performance.

To configure the Logs file size on OFSAA Application server, follow these steps:
1. Navigate to $FIC_HOME/conf where OFSAA is installed.

2. Edit the following parameters in the file RevLog4jConfig.xml
param name="file" :Enterthe path where the Logs are to be generated.
param name="MaxFileSize" : Provide the required file size.

param name="MaxBackupIndex" : Provide the required number of backup files to be
created.
Example:

<appender name="REVSERVERAPPENDER"
class="org.apache.log4j.RollingFileAppender">

<param name="file" value="SFIC

HOME/ficapp/common/FICServer/logs/RevAppserver.log"/>
<param name="Append" value="true" />

<param name="MaxFileSize" value="5000kb"™ />

<param name="MaxBackupIndex" value="5" />

<layout class="org.apache.log4j.PatternLayout">

<param name="ConversionPattern" value="[REVELEUSLOG] %m%n"/>
</layout>

</appender>

To configure the Deployed area logs file, follow these steps:

1. Navigate to <EAR/WAR Deploy area>/conf folder.
2. Repeat step 2 from the preceding section.

Can we modify the Log file path?
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Yes, Log file path is configurable, it can be configured in RevLog4jConfig.xml file. The default log file
path (file) is set by the installer. This can be configured to another path.

Can | point the environment with HTTP enabled to HTTPS after installation and vice versa?
Follow these steps:

1. Create SSL related certificates and import to respective servers.

2. Enable SSL on a desired Port (example 9443) on your existing and already deployed
web application servers.

3. Replace the protocol as https and new ssl port (FIC_SERVLET _PORT) configured and
in all the URLs specified on the following files:

$FIC_HOME/ficapp/common/FICServer/conf/FICWeb.cfg and
SFIC HOME/ficweb/webroot/conf/FICWeb.cfg

$FIC _HOME/ficapp/icc/conf/WSMREService.properties

SFIC HOME/ficweb/webroot/conf/ModelExecution.properties
SFIC HOME/ficdb/conf/MDBPublishExecution.properties

SFIC HOME/ficdb/conf/ObjAppMap.properties

SFIC HOME/utility/Migration/conf/WSMigration.properties
SFIC HOME/utility/WSExecution/conf/WSExecution.properties

SFIC_HOME/EXEWebService/WebSphere/ROOT/WEB-INF/wsdl/EXEWebSe

rviceImpl.wsdl

SFIC _HOME/EXEWebService/Tomcat/ROOT/WEB-INF/wsdl/EXEWebServic
eImpl.wsdl

SFIC _HOME/EXEWebService/weblogic/ROOT/WEB-
INF/wsdl/EXEWebServiceIm pl.wsdl

4. Replace XML attribute/Node values as specified on the following files:
SFIC HOME/ficweb/webroot/WEB-INF/web.xml
FIC WEBSERVER PORT=9443
FIC WEBPROTOCOL=https

SFIC HOME/conf/LookUpServices.xml and SFIC
HOME/ficweb/webroot/conf/LookUpServices.xml

PORT="9443" PROTOCOL="https:"

5. Login to Config Schema and execute the following SQL command to replace protocol
and SSL port.
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SQL> update configuration c¢n set cn.paramvalue='9443" where
cn.paramname='SERVLET ENGINE PORT';

SQL> update configuration cn set
cn.paramvalue=replace (cn.paramvalue, "http:"', "https:"') where

cn.paramname="'FormsManagerCacheReload';

SQL> update web_ server info ws set

ws.servletport='9443"',ws.servletprotocol="https';

6. Create EAR/WAR file and Re-Deploy.

What should | do if my HIVE connection fails with the following exception:
java.sqgl.SQLException: [Cloudera] [HiveJDBCDriver] (500164) Error

initialized or created transport for authentication:

[Cloudera] [HiveJDBCDriver] (500168) Unable to connect to server: GSS

initiate failed.
com.ibm.security.krb5.KrbException, status code: 37

message: PROCESS_ TGS at
com.ibm.security.krb5.KrbTgsRep.<init> (KrbTgsRep.java:20)

This happens if there is a clock skew between the client and the KDC server. To resolve
this, there are two solutions:

Solution 1:

Synchronize the clocks between the servers. For more information, see
http://docs.oracle.com/cd/E19253-01/816-4557/setup-192/index.html

Solution 2:

1. Set clockskew parameter on the server side (KDC) krb5.conf file and replace the
same file in HIVE_LIBRARY_PATH folder. Parameter value should be decided on
the basis of the time difference between the two machines.

2. Get the epoch time on the two servers by firing “date +%s” on the command line.

3. Clockskew param value should be chosen as a value sufficiently larger than the
difference of the preceding two calculated values.

4. Set “clockskew = <value>" in the /etc/krb5.conf on the KDC server.
5. Restart Kerberos services.

What should | do if my schema creator log has the following exception:

Failed to detect a valid hadoop home directory java.io.IOException:
HADOOP_ HOME or hadoop.home.dir are not set. at
org.apache.hadoop.util.Shell.checkHadoopHome (Shell.java:302)

at org.apache.hadoop.util.Shell.<clinit>(Shell.java:327)
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at org.apache.hadoop.util.StringUtils.<clinit>(StringUtils.java:79)

at org.apache.hadoop.security.Groups.parseStaticMapping(Groups.java:130)
at org.apache.hadoop.security.Groups.<init>(Groups.java:94)

at org.apache.hadoop.security.Groups.<init>(Groups.java:74)

at org.apache.hadoop.security.Groups.getUserToGroupsMappingService(Groups.java:30

3)

at org.apache.hadoop.security.UserGrouplnformation.initialize(UserGrouplInformation.ja
va:283)

at org.apache.hadoop.security.UserGrouplnformation.setConfiguration(UserGroupinfor

mation.java:311)
at HdfsDbuUtil.connect(HdfsDbUTtil.java:162)

at SchemaParserUtil.validateHiveConnection(SchemaParserUtil.java: 1359) at
SchemaParserUtil.checkAllPreChecks(SchemaParserUtil.java:1011)

at Main.execute(Main.java:317)
at Main.main(Main.java:145)

This occurs when HADOOP_HOME environment variable is not set. You can ignore this
exception since we do not mandate to install HIVE where OFSAA is installed.

What should | do if the sliced data model upload takes a long time to complete?

If the metadata cache size is set to a lower value than the actual count of each metadata
type (hierarchy, dataset, dimension etc), then it gets into performance degrade issues. We
have to increase the cache size for each metadata type according to the count in the
environment.

Following are the parameters in DynamicServices.xml to be configured depends on the
metadata count in your environment.

<PARAMETER NAME="HIERARCHY NODE LIMIT" VALUE="2000"/>
<PARAMETER NAME="ALIAS CACHE SIZE" VALUE="1000"/>

<PARAMETER NAME="DATASET CACHE SIZE" VALUE="2000"/>
<PARAMETER NAME="MEASURE CACHE SIZE" VALUE="3000"/>
<PARAMETER NAME="HIERARCHY CACHE SIZE" VALUE="2000"/>
<PARAMETER NAME="DIMENSION CACHE SIZE" VALUE="2000"/>
<PARAMETER NAME="CUBE CACHE SIZE" VALUE="1000"/>

<PARAMETER NAME="BUSINESSPROCESSOR CACHE SIZE" VALUE="2000"/>
<PARAMETER NAME="DERIVEDENTITY CACHE SIZE" VALUE="1000"/>
Metadata count can be derived based on the following queries:

select count(l) from metadata master where metadata version=0 ---

for all metadata
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select count(l) from metadata master where metadata version=0 and

metadata type=1l --- for measure

select count(l) from metadata master where metadata version=0 and

metadata type=2 --- for Dimension

select count(l) from metadata master where metadata version=0 and
metadata type=3 -- for HCY

select count(l) from metadata master where metadata version=0 and
metadata type=4 --- for DATASET

select count(l) from metadata master where metadata version=0 and

metadata type=59 --- for BP's

select count(l) from metadata master where metadata version=0 and

metadata type=54 --- for Alias

select count(l) from metadata master where metadata version=0 and
metadata type=5 --- for CUBES

select count(l) from metadata master where metadata version=0 and

metadata type=856 --- for Derived Entity

For LDAP authentication, which server connects with the LDAP server, the
Application server (where ofsaai is installed), or Web Application server (where EAR
is deployed)?

For LDAP authentication, the Application server (ficapp) connects with the LDAP server.

The LDAP server in the setup listens on secure protocol Idaps (port 636). | have the root
certificate of the LDAP server for SSL, and would like to know where to offload this
certificate?

You need to import the certificate into the JDK/JVM used by Reveleus server in ficapp
layer.

How to relocate FTPSHARE folder?

You can run the PortC.jar utility. For more details, refer Changing IP/ Hosthame, Ports,
Deployed Paths of the OFSAA Instance section in the OFSAAI Admin Guide available on
OTN.

How do we identify the list of ports that are used by/configured in an OFSAA
environment?

1. Navigate to $FIC_HOME folder on Target.
2. Run the PortC.jar utitlity using the command:
java -jarPortC.jar DMP

A file with the name DefaultPorts.properties will be created under $FIC_ HOME directory
which will contain the ports. For more information, refer Changing IP/ Hostname, Ports,

Oracle Financial Services software 313 ORA&LG_


http://docs.oracle.com/cd/E60058_01/homepage.htm

OFSDM 8.0.6.0.0 Installation Guide

Deployed Paths of the OFSAA Instance section in the OFSAAI Admin Guide available on
OTN.

NOTE: This feature is available only after applying 7.3.5.2.0 Minor Release patch.

What should | do if | get the following error message, "Error while fetching open
cursor value Status : FAIL"?

This error occurs while executing envCheck.sh because the user does not have access to
V$parameter. This error does not occur due to sysdba or non sysdba privileges provided
they have access/grants to V$parameter.

What should | do when an entity containing many attributes (>100 columns) is
selected as Source entity and the Data Mapping (T2T definition) save operation takes
longer than expected with the hourglass in the Ul continuously rotating?

The workaround is:

1. Locate the webserver deployed area webroot/conf/excludeURLList.cfg file.
2. Modify the following entries:

e [SQLIA]./datalntegrator/ to [ALL]./datalntegrator/

° [SQLIA]./ETLExtractionServlet to

° [ALL] ./ETLExXtractionServlet

3. Save the changes and restart the webserver.

4. Resave the definition.

What should | do if | get the following error message when | try to start the OLAP
server:

./olapdataserver: error while loading shared libraries:

libessapinu.so:

cannot open shared object file: No such file or directory FATAL
ERROR :- OLAP DATA SERVER start up failed.

This error occurs when OLAP component is not configured and OLAP feature in

OFSAA is not used. However, this error can be ignored.

29.1.2 Application Pack 8.0.6.0.0 FAQs

What is an Application pack?

An Application Pack is suite of products. For more information, see Application Packs.

Can | get a standalone installer for OFSAAI 8.0?
No. AAl is part of every application pack and installs automatically.

How does OFSAA 8.0 Application pack relate to OFSAA 7.x series?
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8.0 is a new major release consolidating all products from OFSAA product suite.
Can existing OFSAA 7.x customers upgrade to OFSAA 8.0 Application Pack?

There is no upgrade path available. However, we have migration kit / path for every product to 8.0
application pack. Further details are available with Oracle Support.

Does OFSAA 8.0 Application pack UPGRADE'’s automatically existing environments?

No. OFSAA 8.0 application pack has to be installed in a new environment and subsequently
migration path / migration kit needs to be run to migrate from 7.x to 8.0. Please note we have
migration path only from the previously released version of OFSAA products.

Where can | download OFSAA 8.0 Application Pack?

You can download the OFSAAI 8.0 Application Pack from Oracle Software Delivery Cloud
(OSDC).

What are the minimum system and software requirements for OFSAA 8.0 Application
Pack?

See installation guide section Hardware and Software Requirements section.

Is my environment compatible with OFSAA 8.0 Application Pack?
Environment Check utility performs the task. It is part of install and can also be run separately.
Has OFSAA 8.0 Application Pack is supports all Operating systems?

LINUX, AIX, SOLARIS 10, 11. Refer to Technology Matrix for the technology matrix that OFSAA
suite products are to be qualified.

How can | install OFSAA 8.0 Application Pack?

Refer to Installation and Configuration Guide published in OTN for the application pack installers.
Do we need any License Key to install?

No, you do not need any License Key to install.

Does this installation require any Third party Software?

Oracle Financial Services Advanced Analytical Infrastructure Installation and Configuration Guide
published in OTN lists the third party software that needs to be installed.

What languages are supported during OFSAA 8.0 Application Pack installation?
US English is the language supported.

What mode of installations OFSAA Application Pack supports? [i.e., Silent , GUI]
OFSAA Application Packs supports both, GUI and Silent Mode.

Does OFSAA 8.0 Application Pack support Multi tier Installations?

OFSAA 8.0 does single tier installation.
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Does this Application Pack validate all Pre-requisites required for this installation i.e.,
Memory, Disk Space etc.?

Yes. The pre-requisite checks are done by the respective application pack installer.
What happens if it aborts during installation of any application with in Application pack?
Customer needs to restore the system and retrigger the installation.

Does this Application pack ‘Rolls Back’ if any of application installation fails due to
errors?

Rollback of installation is not supported.
Does the Application pack installs all applications bundled?

All application pack system files are installed but there is an option to enable the licensed
products.

How can | re-install any of the Application Pack?

You can retrigger in case of failure.

Does Application pack allow enabling / disabling any of the applications installed?
Yes. You cannot disable once the product is enabled in an environment.

| have installed one application in a Application pack and can | install any of new
applications within the Application pack later point of time?

No, installation is not required. Enabling the application is an option to use it later.
How many OFSAA Infrastructures can be installed in a single server?

There is no issue in installing separate OFSAAI installations, each with their own PFT/FTP
installations and separate associated database instances and separate Web Server installations
on the same server as long as adequate memory is allocated for each instance and as long as
each OFSAAI installation is installed using a separate UNIX user and profile. Care should be
taken if running multiple OFSAAI installations on a single server. Adequate memory is required
for each installation as several OFSAAI processes (model upload, DEFQ services, etc) take
significant amounts of memory. So it depends on your server memory.

]

Is it possible to Install OFSAA 8.0 Application pack on any one of the existing ‘infodom
where another OFSAA 8.0 application is installed?

Yes. However, Behavioral Detection Application Pack and Compliance Regulatory Reporting
Application Pack, are the exceptions. They must be installed in a different infodom.

Is there any option in Application pack for the user to select Infodom during installations?

Yes. You can select or change the required infodom.

Oracle Financial Services software 316 ORA&LG_



OFSDM 8.0.6.0.0 Installation Guide

Can I install all Application Packs in a ‘Single Infodom’?

Yes. But Behavioral Detection Pack, Compliance Regulatory Reporting Pack, Asset
Liability Management Application Pack and Profitability Application Pack are the
exceptions. They must be installed in a different infodom.

Is it possible to install applications on different Infodom within the Application pack? (That
is if you want to install LRM & MR in two infodoms)

Applications within application pack have to be installed in the same information domain in the
same environment.

How many Infodoms can be created over a single OFSAA Infrastructure of 8.0.1.0.0?

You can install only one infodom during installation. But after installation, you can create multiple
infodoms.

Is the ‘Data Model’ bundled specific to an Application Pack or to an individual application?
A merged data model for all applications within the application pack is bundled and uploaded.
Is it possible to install OFS Enterprise Modeling later?

OFS Enterprise Modeling is a separate product and can be enabled as an option later from any
application pack that bundles Enterprise Modeling.

Does OFS Enterprise Modeling is required for all applications?

This product is enabled depending on the applications that use the features of OFS Enterprise
Modeling.

Application pack creates sandbox automatically for the required applications?

Yes, Sandbox creation is part of application install process.

Do we have upgrade Kits for individual applications or it’s an Application Pack Upgrade?
Maintenance Level (ML)/ Minor Release (ML)/ upgrades are available across all applications.
Can |l upgrade AAl only?

Yes, you can upgrade AAIl alone.

Can | upgrade one application within the Application Pack? That is, LRM is upgraded in
Treasury Application Pack, but MR is not upgraded.

No. Not possible. Upgrade is applied across packs.

Is it possible to uninstall any Application from the Application Pack?
No, it is not possible to uninstall any Application from the Application Pack.
Can | uninstall entire Application Pack?

No, you cannot uninstall the Application Pack.
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Is it possible to uninstall only application and retain AAl in the installed environment?

No, you cannot uninstall only the application and retain AAl in the installed environment.

Does Application Pack contain all Language Packs supported?

Language Packs are installed on top of 8.0 Application Pack. Releases are planned post the 8.0
availability.

Can | install an Application Pack over another Application Pack (that is same infodom or

different infodom)?

Yes, you can install an Application Pack over another Application Pack in the same information
domain or different information domain. But Behavioral Detection Application Pack and
Compliance Regulatory Reporting Application Pack, Asset Liability Management Application Pack
and Profitability Application Pack are the exceptions. They must be installed in a different
infodom.

Can | use an existing manually created schema as information domain for application pack
installation?

No. Schemas required by OFSAA applications have to be created using Schema Creator Utility.
Does OFSAA 8.0 support on WebLogic 10.3.6 with Oracle 12¢?

Yes, OFSAA 8.0 supports WebLogic 10.3.6 with Oracle 12c. WebLogic 10.3.6 supports oracle
12c with some additional configurations. See the link

http://docs.oracle.com/cd/E28280 01/web.1111/e13737/ds_12cdriver.htm#JDBCA655 for
additional configurations.

While running the schema creator utility, | get an error “HostName in input xml is not
matching with the local hostname”?

One possible reason could be the machine is configured for zonal partitioning. Ensure all the
known IP Addresses of the machine are present in the /etc/hosts file.

"While creating an Excel Mapping, after specifying the excel worksheet, the target table,
and mapping each column in the worksheet to a target table, | click SAVE and nothing
happens. But when | click CANCEL, a message pops up informing me that all changes be
discarded", what is to be done.

Check if the excel mapping creation is done using I.E 8 with JRE 1.4 plug in enabled on machine.
If so, upgrade the JRE plug into 1.7+

What are the Java versions supported in OFS DM Application Pack version 8.0.6.0.0?

OFS DM Application Pack supports Java 1.6.x, 1.7.x and 1.8.x.
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Is this release of the OFS DM Application Pack version 8.0.6.0.0 supported on Java 87

Yes. To install this release of the OFS DM Application Pack version 8.0.6.0.0 on Java 8. For more
information, refer to specific notes mentioned in the sections Installer and Installation
Prerequisites, Configurations supported for Java 8, Configuring the Schema Creator Utility, GUI
Mode Installation, SILENT Mode Installation.

What should | do when | get "[ERROR] - Error : APP Setup bin file failed." Message during
OFS_Application_PACK installation?

This is a generic error message that appears during application installation failure. You should
check the installation log files for more information about what failed the installation. However, if
the message is displayed and the log files are not generated, it could be that it is a temp directory
issue. The resolution is that your UNIX administrator has to disable the NOEXEC option. The
installers extract the installation files into the /tmp directory, and if NOEXEC is enabled, execution
of binaries will not happen in the directory and the installation fails. Re-run the installer after the
configuration is changed. For detailed information, see the support note at

https://support.oracle.com/epmos/faces/DocumentDisplay?id=2340045.1 .https://support.oracle.co
m/epmos/faces/DocumentDisplay?id=2340045.1

29.2 Error Dictionary

The content of this section has been created with the interest to help you resolve the installation
issues if any. There is a compilation of all the possible errors that might arise during the
installation process with the possible cause and the resolution to quickly fix the issue and proceed
further with the installation.

29.2.1 Accessing Error Dictionary

Instead of scrolling through the document to find the error code, you can use the pdf search
functionality. In the "Find" dialog available in any of the Adobe Acrobat version that you are using
to view the pdf document, follow the below instructions to quickly find the error resolution.

1. With the Installation PDF open, press Ctrl+F or select Edit 2 Find.
The Find dialog is displayed.
2. Enter the error code that is displayed on screen during Infrastructure installation.

3. Press Enter. The search results are displayed and highlighted as follows.
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Error code - OFSAAI-1003

Cause JA VA_H‘OVEI?)") not found in PATH vanable

Resolution | Import <JAVA HOME>/bin into PATH vanable
Example: PATH = SJAVA_HOME/Din:SPATH export PATH.

Error Dictionary

View the details of the issues, its cause, and resolution specific to the error code. Repeat the
step to find an answer to any other errors that you notice during installation. If you are not
able to resolve the issue even after following the steps provided in resolution, you can contact
support.oracle.com along with log files and appropriate screen shots.

29.2.2 Error Code Dictionary

29.2.2.1 Error Code - OFSAAI-1001

Cause Unix shell is not "korn" shell.
Resolution Change the shell type to "korn". Use chsh unix command to change SHELL
type.

Shell type can also be changed by specifying shell path for the Unix user in
/etc/passwd file.

Note: chsh command is not available in Solaris OS.Cause

29.2.2.2 Error Code - OFSAAI-1002

Cause No proper arguments are available.

Resolution Provide proper arguments. Invoke Setup.sh using either SILENT or GUI mode.

Example: . /Setup.sh SILENT or ./Setup.sh GUI

29.2.2.3 Error Code - OFSAAI-1004

Cause File .profile is not present in SHOME.

Resolution Create .profile in SHOME, i.e. in the home directory of user.
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29.2.2.4 Error Code - OFSAAI-1005

Cause

File OFSAAInfrastructure.bin is not present in current directory.

Resolution

Copy OFSAAInfrastructure.bin into installation kit directory.

29.2.2.5 Error Code - OFSAAI-1006

Cause

File CustReg.DAT is not present in current directory.

Resolution

Copy CustReg.DAT into installation kit directory.

29.2.2.6 Error Code - OFSAAI-1007

Cause

File OFSAAI InstallConfig.xml is not presentin current directory.

Resolution

Copy OFSAAI InstallConfig.xml into installation kit directory.

29.2.2.7 Error Code - OFSAAI-1008

Cause

File validateXMLInputs.jar is hot present in current directory.

Resolution

Copy validateXMLInputs. jar into installation kit directory.

29.2.2.8 Error Code - OFSAAI-1009

Cause File 1og45.xml is not present in current directory.

Resolution Copy log4ij.xml into installation kit directory.

29.2.2.9 Error Code - OFSAAI-1010

Cause Unknown error occurred.

Resolution

Make sure to provide proper argument (SILENT or GUI) to the Setup. sh file.

29.2.2.10Error Code - OFSAAI-1011

Cause XML validation failed.
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Resolution

Check InfrastructurePreValidations.Log for more details.

29.2.2.11Error Code - OFSAAI-1012

Cause

Property file with locale name does not exist.

Resolution

Copy MyResources_en US.properties to the setup kit directory and keep
en_US in LOCALE tag of OFSAAI InstallConfig.xml

29.2.2.12Error Code - OFSAAI-1013

Cause File OFSAAI InstallConfig.xml/OFSAAI PostInstallConfig.xml
not found.
Resolution Copy OFSAAI InstallConfig.xml/OFSAAI PostInstallConfig.xml

to the setup kit directory.

29.2.2.13Error Code - OFSAAI-1014

Cause

XML node value is blank.

Resolution

Make sure all node values except SMTPSERVER, PROXYHOST,
PROXYPORT, PROXYUSERNAME, PROXYPASSWORD,
NONPROXYHOST, or RAC_URL are not blank.

29.2.2.14Error Code - OFSAAI-1015

Cause

XML is not well formed.

Resolution

Execute the command dos2unix OFSAAI InstallConfig.xml to convert
plain text file from DOS/MAC format to UNIX format.

OR

Make sure that OFSAAT InstallConfig.xml is valid. Try to open the file
through Internet Explorer for a quick way to check validity. If it is not getting
opened, create new OFSAAI InstallConfig.xml using the

XML Utility.jar.
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29.2.2.15Error Code - OFSAAI-1016

Cause User installation directory contain blank spaces.

Resolution Provide an installation path that does not contain spaces. Check the tag
USER_INSTALL DIRIiNOFSAAI InstallConfig.xml file. This path should

not contain any spaces.

29.2.2.16 Error Code - OFSAAI-1017

Cause User installation directory is invalid.

Resolution Provide a valid installation path. Check if you are able to create the directory
mentioned in USER_INSTALL DIR tag value of
OFSAAI InstallConfig.xml file.
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