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PREFACE

Welcome to the Oracle Insurance Data Exchange (OIDX) for Life and Annuity (LA) AdminView
User Guide.

This guide discusses the following topics:

e Logging in to OIDX
o Validating users and agencies
Audience

This guide is intended for OIDX for Life and Annuity Admin Users.

Related Documents

For more information, refer to the following Oracle resources:

e The Oracle Insurance Data Exchange Administrators Guide. The documentation for
OIDX is hosted online at: https://docs.oracle.com/en/industries/insurance/insurance-data-
exchange/index.html

Browsers

OIDX for LA works with Google Chrome and Microsoft IE. Please be aware that Mozilla Firefox,
MacOS Safari and Microsoft Edge may not function as intended.

NOTE If you have a popup blocker installed, you may need to disable it for OIDX to work

properly. You also can enable popups for this site.

Clearing Temporary Files

Because AdminView is web-based, you may need to clear out your browsers temporary file
periodically.

Keeping the temporary file clear may improve performance by clearing off space from your hard
drive.

Inactivity / Timeout

OIDX for Life and Annuity, a web-based application, logs you out if you are inactive for a length of
time. The default setting is 30 minutes. If timeout does occur, log back onto the system and
continue working.
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Basic Safety Precautions

It is recommended that you secure your computer when you need to step away to protect the
integrity of your work.

Notational Conventions
The following text conventions are in this document:

Convention Description

Boldface type indicates graphical user interface elements

bold associated with an action.

Italic type indicates book titles, emphasis, or placeholder variables

Italic for which you supply particular values.

Monospace type indicates commands within a
Monospace paragraph, URLs, code in examples, text that
appears on the screen, or text that you enter.

Additional Information

For more information, please go to the Oracle Insurance web site at or contact Oracle Insurance
Data Exchange support at: oidxsupport_grp@oracle.com.

Manual History

New editions incorporate any updates issued since the previous edition.

Publication Product

Edition . Publication Date Comment
Number Version
1st Edition V11.0 January 2018 Initial Creation
2nd Edition V11.0.1 April 2018 New enhancements and
fixes
3rd Edition V 11.0.2 December 2019 AdminView creation, new

enhancements and fixes
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GETTING STARTED

OIDX AdminView for LA gives you access to user setup, user details and agency setup. User
data can be searched, filtered and viewed, or modified.

Prior to accessing AdminView you should have received:

e AdminView : For Example,
http://example.us.oracle.com:7777/AdminView/faces/Home.jsf

e Username: usernames are required.
e Password: passwords are required.

Registering for an AdminView Account

Administrator account is created from Identity Self Service application. Please refer to the
‘Creating Groups and Users’ section in the OIDX Security Guide.

Administrators are assigned with OIDXAdmin role and they belong the ‘IDXRoot’ organization.

Home Page

Logging in to AdminView places you on the home page. This page contains links to the available
functions and a link for emailing OIDX support.

AdminView for Life and Annuity About=  OIMTEST* O

Users = My Prefile * Configuration ~

Welcome to the Oracle AdminView portal.

For account questions or technical support contact us at
OIDX Support

Copyright © 2018, Oracle. All rights reserved.

AdminView Landing Page
‘About’ and ‘User’ options appear after login at the upper right of the top menu.

About ~ | BUEIGGESE [
Logout
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The About option contains information regarding the version of AdminView. The User option

contains the logout option.

Navigation

Navigation in AdminView works in the following way.

AdminView for Life and Annuity

Last Update Bafore (M

Navigation in OIDX

About *

IDXADMIN ~ ()

to tab through the open tabs.

Icon Description
[y Calendar icon opens the calendar.
] Close tab. Displayed in the upper right of the page. Closes the highlighted

tab. When you have multiple tabs open, use the tab key on your keyboard

S Expands the closed area.

- Collapses the

Expandable element. Expanding the element displays additional details.

details.

Expanded element. The element has been expanded to reveal additional

aiovy Sort icons for search tabs. Select the column that you want to sort by.
Select the up arrow to sort ascending — from newest to oldest, A-Z. Select
the down arrow to sort descending — from oldest to newest, Z-A.

Calendar Icon

Clicking the calendar icon opens a calendar where the date can be selected. All date/times are

GMT.
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# Ocober -~ 2007 2 b

SUN MON TUE WED THU FRI SAT

1 2 3 a 5 & 7
s 10| 11 | 12 13 14

15 16 17 18 19 20 21

22 23 24 25 226 27 28 M

29 30 21 1 2 3 4

Calendar Option

Navigating Between Tabs

Options and individual users/agencies open in separate tabs. Multiple tabs can be opened. Use
the tab key on your keyboard to tab through tabs left to right. Only one tab is active. The active
tab is white and the inactive tabs are gray.

AdminView for Life and Annuity

Users ¥ My Profile ¥ Configuration ~

Users Agencies My ProﬁIeI Property Configuration I

Search

Login Name User Role

Navigating Between Tabs

Closing Tabs

Active tabs can be closed by clicking the close icon on the far right.

Sorting Columns

Search results columns can be sorted in ascending/descending order or alphabetically A-Z or Z-A
order. Select the column where you want to sort and click the column header. Result data is then
sorted by this column in either ascending/descending or A-Z/Z-A order. All results are sorted. .

Sorting holds for the current instance only. When you log out, sort values return to default. For
policy and commission searches, the default sort order is by carrier. Reordering columns also
returns the sort order to carrier.

Reordering Columns

Search screens allow you to reorder the information presented. You can select to reorder
columns from the view option.
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View ~ Users Found:

] I Reorder Columns... I
0003

2 0112
3 0328477
4 052409299

View Option to Reorder Columns

A separate screen contains the columns available and the current order. Use the arrows to move
columns up or down the list. Click OK to save your selection.

Reorder Columns x

Visible Columns

Login Name
Name

Account Status
User Role

Hub Login
Created Date
Last Update Date
Email

OK | Cancel

Selecting to Reorder Columns

Reorder selections are only for the current session. When the session ends, the column order
reverts to the default.

9 - Oracle Insurance Data Exchange User Guide
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WORKING IN ADMINVIEW

Oracle Insurance AdminView for Life and Annuity allows OIDX administrators to search for user
and carrier information.

Logging in to AdminView
Access to OIDX requires an administrator account. Prior to accessing AdminView you should have received:

e AdminView URL: For example,
http://example.us.oracle.com:7777/AdminView/faces/Home.jsf

e Username: usernames are required.
e Password: passwords are required.

Access AdminView through a login screen. To login, enter your username and password and
click LOG IN.

A successful login places you on your Home Tab.

A failed login shows an error message. Please correct any errors and try again. If you cannot log
in, please contact OIDX support at oidxsupport_grp@oracle.com.

ORACLE’
INSURANCE

Oracle Insurance Data Exchange

Login to your account
Usemame

Password

Cooyright © 2018, Oracle. All rights resarved

AdminView Login

Password Help

Password help is a part of the Oracle Identity Self Service and not a part of OIDX. Changing your
password is done in the Oracle Identity Self Service application.

If you have forgotten your password you have the option of resetting your password.
1. Click the ‘Forgot your password?’ link.
2. On the Oracle Identity Self Service page, enter your user login name and click Next.

3. Answer challenge questions selected when the account was set up and click Next.

10 - Oracle Insurance Data Exchange User Guide


http://example.us.oracle.com:7777/AdminView/faces/Home.jsf
mailto:oidxsupport_grp@oracle.com

ORACLE

Insurance

ORACLE !denlily Self Service

Forgot Password

Answer Challenge
Quastions

4 Please answer your challenge questions
Answer atieast 3 challenge questions below with the answers you set during registration

'Wnat ts the Ry of your birth?
'NOE I8 YOUF FaVOrRD Eoier?

'Wnat is the nama of your pet?

Cancel Back Nex

* Required field

A successful response allows you to reset your password. If you do not know the
answer to the challenge questions, please contact OIM administrator.

4. Enter and re-type your new password in password management screen. Click

Submit.

ORACLE |dentity Self Service

Forgot Password

Salact A New
Passward

4 Please enter new password

* Entor now password D

* Ro-erter now passwerd

Cagrpright © 2001, 2015, Orache and'or its affliales. Al tights reserved

Anomymous w

Cancel | Back  Save

* Required fiekd

Changing Password in Password Management

locked. A message is displayed:

oidxsupport_grp@oracle.com to un-lock your account!”

If you attempt to log in with the wrong password four times in a row, your account will be

“Your account has been locked. Please contact the Oracle Insurance Help Desk at

Admin Users

An administrator login allows OIDX administrators to search for user, agencies and carrier

information. The options when you log in are:
e Users
e My Profile

e Configuration

11 - Oracle Insurance Data Exchange User Guide
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AdminView for Life and Annuity About =

OIMTEST> (O

Users~ My Proflle ~ Configuration ~

Welcome to the Orade AdminView portal.

For account gquestions or technical support contact us at
QIDX Support

Copyright © 2018, Oracle. All rights reserved.

AdminView Landing Page

Administrators do not have access to policy or commission information.

Users

Users tab contains following subtabs.
e Users
e Agencies
o New Carrier Requests

AdminView for Life and Annuity

Users » My Profile = Configuration =
Users
Agencles
Mew Carrier Requect

Welcome to the Oracle AdminView portal.

For account questions or technical support contact us at

OIDX Support

Users Subtabs

Users

Administrators can search for users through this subtab. Select options to filter the information
and reduce the amount of entries returned.

12 - Oracle Insurance Data Exchange User Guide
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AdminView for Life and Annuity

Users = My Profile + Configuration =

Agencies  Usars

]

Search

Login Mame User Rale - Created Date A

First Name T Name Crested Date

Last Name Last Uipdate start A

EREE

Emal Account Status Active ~ Lest Update Before

Scach | Reset

View ¥ Users Found: 9608
Ttem Login Name Hame Accourt St2tus. User Acle Hub Login Created Date Last Update Date  Email

4l 0003 David Jacobeon Active Agencyliser EAAT 2/3/0004 8/13/0007 ReplacementEmaliord.com ~

202 Andy S Martin Active Agencyuser AMAR ReplacementEmadizord.com

3 0328477 lennety f stevens Active WirkingAgart KENS rond.com

4 052409298 quy Cardnale Active wirtingAgenrt PZ14 aord.com

5 0866561 Rosemarie P Ridd Active Agencyliser LEWT

5 100470 Christina Defronzo Active irkingAgent [=5)1

7 112945 Bob Long Active Agencylser WIER

8121212 jerry | morgan Active WirRingAgert MORG FeplacemantEmatiorel.com v

Copyright @ 2018, Orade. All rights reserved.

Searching for Users

1. Select Users from the top bar menu

2. Inthe Search area, enter data into one or more fields and click Search. The more search
fields that are completed, the narrower the search. Available fields include:

Field Description

Login Name The login name for the person.

First Name Search by the first name of the user.

Last Name Search by the last name of the user.

Email Search by the email address of the user.

User Role Selept t_he role of the user. Multiple rolgs can be selected
by clicking the role you want and pressing the CTRL key.

Agency/Carrier Name Search for users by agency or carrier.

Agent Number Searches for users by agent number.

Search for users with a specific account status. Multiple
Account Status statuses can be selected by clicking the status you want
and pressing the CTRL key.

Searches for users created after the entered date. Users
that were created on this date are also included.

Created Date After Use this field and the Created Date Before to set a
"Created Date" range for finding users. For example, if
today is 1/4/18 and you would like to see a list of all users
within the last month, you would enter 12/4/17 in the

13 - Oracle Insurance Data Exchange User Guide
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After field and 1/4/18 in the Before field.

Searches for users before the entered date. Users that
were created on this date are also included.

Use this field and the Created Date After to set a
Created Date Before "Created Date" range for finding users. For example, if
today is 1/4/18 and you would like to see a list of all users
within the last month, you would enter 12/4/17 in the
After field and 1/4/18 in the Before field.

Searches for users with updates after the entered date.
Users with updates from this date are also included.

Use this field and the Last Update Before to set a "User
Last Update Start After Last Update" range. For example, if today is 1/4/18 and
you would like to see a list of all users with updates within
the last month, you would enter 12/4/17 in the After field
and 1/4/18 in the Before field.

Searches for users with updates before the entered date.
Users with updated from this date are also included.

Use this field and the Last Update Start After to set a
Last Update Before "User Last Update" range. For example, if today is 1/4/18
and you would like to see a list of all users with updates
within the last month, you would enter 12/4/17 in the
After field and 1/4/18 in the Before field.

3. When finished selecting search criteria, click Search.

4. Results are returned in the lower portion of the tab. Results returned will match the
criteria entered. For example, if you enter three letters of the last name, the users
returned will have their last names start with those three letters.

NOTE If you are searching users by several criteria, the search engine will look for all the
users that contain all the criteria you selected.

User Search Result Details

Search results are displayed in the lower portion of the tab. Not all search fields are represented in
the results. Not all result fields are search criteria.

Login Name
Name

Account Status
User Role

Hub Login
Created Date
Last Update Date
Email

14 - Oracle Insurance Data Exchange User Guide
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Total users found are listed at the top of the results section along with the View option to reorder
the result columns.

User Search Results User Name

The user name is a clickable link on the user search results. Click the user name to open the user
details.

Reset Search
Click the Reset button to clear the fields and reset the search options.

User Details
Clicking the user link will navigate you to User Details tab has two subtabs.

e Carrier Setup

o Personal Information

Carrier Setup

Carrier Setup is where you can add, update, delete and validate the contracts you have with
specific carriers. Once a contract relationship has been created, edits to selected fields can be
done.

AdminView for Life and Annuity

Users = My Profile = Configuration =

Usars  User Details : abcl23XYZ

Carrier Setup  Personal Information

Please provide us with the names and contract numbers of the carriers you would like access te.2f you encounter problems or need aasistarce confimming your sccess, please contoct idx-qv-
support_wwitoracle.com.

View~ | Bew Edt  Carrie Found: 0
Company ID Company Name Contract or Agerit Nurber Status Reason
Mo dot to cisply.

Copyright @ 2018, Oracle. All rights reserved,

User Details > Carrier Setup for Selected User

Adding a Contract

1. On the Carrier Setup subtab, click New.

2. Select the ‘Company Name’ using the drop down menu for whom you want to create
contract.

3. Enter the Contract/Agent Number. Multiple contracts can be entered by listing all
Contracts or Agent Numbers separated by commas.

4. Select ‘Status’ from the drop down menu.
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5. Click ‘Save and Validate’. A message is displayed ‘Contract registration for invalid entry
will be ignored’. Users will be notified by email once the request has been processed.

6. Click OK to close the message.

Contract registration for invalid entry wl be ignored.
ok

Message after Creating/Validating Carrier Contract Request

You must enter contracts for each carrier. You can enter as many requests as you need.

Personal Information

Personal information subtab is used to view the information that were used to setup the user
account and allow them to view the ‘Commission’ tab. User details are managed outside of OIDX.

AdminView for Life and Annuity

Check/ uncheck the ‘Allow Commission Viewing’ box to enable/ disable the ‘Commission’ tab for

respective users.

AdminView for Life and Annuity

Users = My Profiie = Configuration =
Clses  User Details : waorguser

(Camer Setup  Personal Information

Allow Commission Viesing b4

Hub Login
Firsz Name
Middie biame
Last Hame
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Agencies

Administrators can search for agencies. Select options to filter the information and reduce the
amount of entries returned.

inView for Life and Annuity

e Zgerey Name Agency St - Last Upcaked Cake
[ aat Protevaces and Advoers Appromd wzn

1 Asacciohes Diversfied Sroderage Agoroved

3 2siinson Insurmnce GrooMark Alideson Aggeovedt

Agencies Tab

Click the ‘Agency Name’ link to view the agency details.

Setting Agency Status
The ‘Agency Status’ can be set to one of the followings through ‘Agency Details’ dialog:

Agency Details

Name asaa
Address sdfds’
Address? addrZ
CityState,Zip 500085
Principal Information
Principal Name cfocf
Principal Email sdsd
Principal Phone Number 123456759
Administrator Details
First Name
Middle Name
Last Name
Usemame
Emal

Phane Number
Agency Status Mot Set |-

Setting Agency Status
Approved

Once the agency details are validated, set the agency status to ‘Approved’. This will activate the
agency account.

Rejected

If the agency account details are not validated, set the agency status to ‘Rejected’. This will
disable all the QuickView functionality except ‘About’ and ‘Logout’. The respective agency will see
a message when they log in to the QuickView — ‘Your agency is rejected. Access to the data is
restricted’.

17 - Oracle Insurance Data Exchange User Guide



ORACLE

Insurance

Pending

If the agency account is updated within past six months, set the agency status to ‘Pending’ until
the validation process. This will disable all the QuickView functionality except ‘About’ and
‘Logout’. The respective agency will see a message when they log in to the QuickView — “Your
agency is not approved yet. Access to the data is restricted'.

Not Set

If the agency account is in pending status and the account details are not updated in past six or
more than six months, set the agency status to ‘Not Set’. Users will be redirected to the re-
registration form.

New Carrier Request

Administrators can search for a carrier on the New Carrier Request tab.

AdminView for Life and Annuity

Users My Profile *  Configuration =
x|

New Carrier Raquast
Saarch
Login User Name Carmier/Compeny Name
Authorization Contact Name MNotification Unsent
Seorch  Reset
Wiew =
Carrier/Company
User Login Name  © Camier Address  Carrler Address2 @ gy et mr?: Prone  Comments
olqv_sutol_WA  oigv_sutod WA Orade Satarpuria Wa_Contact =g caqy = ~
WaLESrone Carrier One adas safgag Carrier 1 talktopeshwanth. . 0997970907
AgenOrg2 SPSU.., naw 1234567890123,
VisionSprint?
oigY_ssoll WA Oracle S3arpuriy WA_Contact ciqvautomationD... 4159790604 oiqy automation
oiq¥_sutoll 2g.. Oracle Saarpuria oiqvautomationd. . 4159790605 ciqy automation
oiqv_sutold WA Oracls Saarpuria ciquautomationd. . 4159790604 oiqy Butomation .
oiqv_autolS WA  Oracle Salarpuria Wi, Contact ciquautomationd,. 4159790604 ciqy automation |
okv_2uo20 Ag.. Odv_auLn20_Ag.. Oracke Salarpuria Agency_Contact  oiqvautomationd... 4159790605 iqv automation

clqy_autoll Ag.. ogv_sutoll Ag.. Oracle Salarpuria Agency_Contact  cigvautcmationd... 4159790605 ciqv Butomation .

Copyright © 2018, Oracle. All Fights raservad.

New Carrier Request Search

1. To search for a carrier or to obtain information regarding a carrier. Select Users > New
Carrier Request from the top bar menu.

2. Inthe Search area, enter data into one or more fields and click Search. The more search
fields that are completed, the narrower the search. Available fields include:

Field Description

Login User The login name for the person who has access to OIDX application/
Name OIDX Users

Authorized

The name of the contact person for the carrier
Contact Name

Carrier/Compa

ny Name The carrier/Company Name

Notification The preferred method of contact for the contact person at the carrier
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3. When finished selecting search criteria, click Search.

4. Results are returned in the lower portion of the tab.

If you are searching carriers by several criteria, the search engine looks for all the
carriers that contains all the criteria selected.

NOTE

Carrier Search Results

Search results are displayed in the lower portion of the tab. Not all search fields are represented in
the results. Not all result fields are search criteria.

User Login Name

Carrier/Company Name

Carrier Address

Carrier Address 2

Authorization Contact Name
Authorization Contact Email
Authorization Contact Phone Number
Comments

Total records found are listed at the top of the results section along with the View option to
reorder the result columns.

Reset Search
Click the Reset button to clear the fields and reset the search options.

My Profile

The admin profile information is the same information used to create your account in to OIDX.
You can access your user profile from the top bar menu. The personal information cannot be
changed.

AdminView for Life and Annuity

Copyright & 2048, Orachs. All rights reserved.

Configuration

Administrators can configure the application through this menu.
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AdminView for Life and Annuity

Copyright @ 2018, Oracha. All rights reserved.

Property configuration for admin users

1. To configure property select Configuration > Property Configuration from the top bar
menu.
2. Click the ‘Edit’ button and enter following details.

Field Description

The SMTP host name from where email notifications are

Mail SMTP Host
routed.

Notification Email The email ID from which notifications are sent.

It's always IDXroot. All the organizations and users are

Base Organization Name created under this base organization.

The URL where users are navigated after logging out.

Logout URL Logout option will not function if this field is blank.

3. When finished, click Save.
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ADMINISTRATION API

This section describes Admin API available for OIDX LA engine. This API serves to control OIDX
schedulers and to work with encryption/decryption of configuration files/string or sensitive data
inside in files.

To call Admin API methods a tool like SOAP-UI could be used. All the screenshots are taken from
SOAP-Ul in this chapter.

Roles and Security

Administrative API is separated from all other OIDX APIs and is not available for external users.
Methods could be called from the internal “OCCN” network.

To call API methods, the user should have “OIDXAdmin” role and authenticated with
username/password via “basic authentication” mechanism.

Schedule API

To start/stop OIDX process we have 5 schedule managers in LA Engine. There is one main
scheduler “Task Scheduler” that controls 3 application schedulers: “Data Move”, SO Submit” and
“NB Submit”.

Every manager uses a SOAP web service call to start / stop respective scheduler. There is no
specific order how to start or stop schedulers, but if “Task Scheduler” is not started no new
application jobs will be processed.

Please note that “stop” request will terminate process immediately. Current job should be finished
first and then scheduler will be terminated.

Starting of the scheduler that started already or stopping of the stopped scheduler will have no
negative impact and will not cause error or return error message.

Task Schedule Manager

URI: https://<server:port>/OIDXAdminAPI/idx/TaskScheduleMgr?wsdl
Methods: StartTaskSchedule, StopTaskSchedule

E}q-_" Task5cheduleMgrPortBinding
: E}’:z StartTaskSchedule
o ,E,E Request 1
=+ StopTaskSchedule
oo ,E,E Request 1

—

Start request / response

ope wmlns:scapenv="http://schemas xmlsoap.ora/soap/en]~||y 3 |2 <s:2avelope wmins:s="noep://schenas
adex 2|2 S:Body:
= ns0:StartTaskScheduleRespons
=

rrTaskSchedule/> /5:Body=>

/8:Envelope
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5 B <soapenv:2nvelope wmins:scapenv="http://schemas xnlsoap.org/soap/en]< N 5 [E <5:2nvelope smins:5="hvep://schemas wnlscap org/soap/envelops -
= <soapenv:Header/ = (= S:Body>
5|2  <soapeav:Body> 2 ns0:StopTaskScheduleResponse xmlns ns0="http://idx.com/"/>
= idx:StopTaskSchedule/> = /5:Body:
</soapenv:Body.
</soapenv:Envelope:

</5:Envelope>

DataMove Schedule Manager

URI: https://<server:port>/OIDXAdminAPI/idx/DataMoveScheduleMgr?wsdl
Methods: StartDataMoveSchedule, StopDataMoveSchedule

Eiz DataMoveScheduleMgrPortBinding
- B0 StartDataMoveSchedule

EE Request 1

= StopDataMoveSchedule

...... EEP: Request 1

Start request / response

= |[El <soapenv:Envelope xmlns:sospemv="http:/
soapenv:Headex/>

Raw | XM

=]

//schemas xmlscap. org/soap/en]|(§ 3 [E <5-Envelope wmins:s="hvtp://schemas smlsoap org/sosp envelope/ "
%|E  <5:Bodys
sospenv:Body E <ns0:StarcDataMoveScheduleResponse xmlns:nsO="htop://idx.com/"/
idx:StartDataMoveSchedule/ £ =/5:Body
</soapenwv:Body> /8:Envelope
</soapenv:Envelope:
Stop request / response
3 [ <soapenv:Eavelope smins:soapemv="hutp://schemas zmlsoap org/soap/en]+ N 3 |G <s:2nvelope smins:s="nuop://schenas.umlsoap. org/soap/envelope/ ">
=] soapenv:Header/> =] 5:Body>
EE soapenv:Body: E <ns0:StopDataMoveScheduleResponse xmlns:nsO="http
i) =idx:StopDataMoveSchedule/> - /5:Body=
fsoapenv:Body
</soapenv:Envelope:

</S:Envelope

NB Submit Schedule Manager

URI: https://<server:port>/OIDXAdminAPIl/idx/NBSubmitScheduleMgr?wsdl
Methods: StartSchedule, StopSchedule

E}z MEBSubmitscheduleMgrPortBinding
E}ﬂ StartSchedule

i Eg Request 1

(=Rt StopSchedule

Start request / response
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] <S:Envelope xmlns:S="http
=

//schemas _xmlsoap.org/soap/envelope/"=
-S:Body:

= |3 <scapenv:Envelope mmlns:sospenv="http://schemas.xmlsoap.org/scap/en=|
<soapenv:Header/ >
E  <soapenv:Body

Raw | XM

idw:StarcSchedule/
</soapenv:Body:

<ns0:StartScheduleResponse xmlns:nsi="http://idxz oracle. com/"/>
/soapenv:Envelopes

/5:Body=
</§:Envelope>

Stop request / response

o [ “seapeavizavelope wmlas:soapenv="huip:/
5 soapeny ‘Header S :Body>
E
&

//schemas xmlsoap.org/scap/envelope/” mmins:idz="]=||f = |5 <s:Zavelope xmins:5="hctp://schemas smlscap.ozg/soap/envelape/™
=]
= soapeny Body:
“idx:StopSchedule/:
/soapeny:Body:
/soapeny:Envelope>

Rawr | XM

ns0:StopScheduleResponse xmlns ns0="hstp://idx oracle com/"/
/5 :Body>
</S:Envelope:

SO Submit Schedule Manager

URI: https://<server:port>/OIDXAdminAPIl/idx/SOSubmitScheduleMgr?WSDL
Methods: StartSchedule, StopSchedule

Eiz S05ubmitscheduleMgrPortBinding
- StartSchedule

Start request / response

Raw | XM

f/schemas .xmlsosp.org/sosp/envelope/ ">
S :Body:
<int:StarcSchedule/>
</ soapenv:Body™
</scapenv:Envelope>

Raw | XM

= [B<scapenv:Eavelope smmins:scspenv="http://schemas .xmlsosp.org/scap/envelops/ " wmins:i]~|§|( [O <S:Envelope wmmlns-5="hitp
‘soapenv:Header/> =
B <scapenv:EBody:

‘nsd:StartScheduleResponse smlns:ns0="http://integration.iit.com/"/
/5:Body

</S:Eavelope>

Stop request / response

5 P <sospenv:Envelops mmins:scspenv="RTTp://schemas.umlsoap.ord/sosp/envelops/” mmlis N < |F =5:Envelope mmins:s="htep://schemas.:mlsoap.org/soap/envelops/ s
= soapenv:Header/ == s:Bedy
EE\ soapenv:Bedy % ns0:StopScheduleResponse xrlns:nsO="hitp://integration.iic.com/™/
& <int:StopSchedule/> = /S:Body
/scapenv:Bedy /S:Envelope
</scapenviEinvelops

Error handling

In case of error, error message will be available as a response

Ereer s0L--Unaushezized

TITLE
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Security API

For the security reason OIDX encrypts some parts of the data files or entire files during backup in
addition to PGP encryption. Also some parts of the client’s configuration could be encrypted.

In order to work with encrypted strings or files, OIDX administrator could use Security API
webservices.

When Security APl methods are called — a notification e-mail is generated and send to OIDX
administrator DL with call details.

URI: https://<server:port>/OIDXAdminAPI/Security/SecurityToolsService?wsdl

Eiz Security ToolsPortBinding
B decryptAcordScrutityFile

‘:'__'.z decryptConfigurationString
"'.__.'z decryptDataString

"'.__.'z decryptWholeFile

- encryptandHashAcordFile
‘:'__'.z encryptConfigurationString
"'.__.'z encryptDataString

"'.__.'z encryptWholeFile

- generateNewSecurityKey

DecryptAcordSecurityFile

This method could be applied to ACORD XML files from backup folder with that satisfy the
following mask: *_en_*.xml.gpg. A PGP decryption should be called first and result of the
decryption should be put at <IDXROOT>/decrypt folder. The file name must be passed as a
parameter to web service call.

= |E <soapenv:Envelope zmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" zmlns:idz="http://idx.com/ "> |
E “soapenv:Header/
’; = <soapenv:Body>
== <idx:decrypticordScrutityFiles
T <!l-—-0ptional:——=
<argl>020180725105€30193_en FF3182E4-CSCE-4277-230¢-7D07SFDB3EDE . xml</argl>

</idx:decryptRAcordScrutityFile>
=/ soapenv:Body>

</soapenv:Envelope>

As a result, a new file will be created in the same folder with dw- prefix and all encrypted XML
tags will be unencrypted.

DecryptConfigurationString

In the client configuration files, some fields like sFTP passwords or encryption keys are
encrypted. To decrypt such values, provide them as parameters of the web service call.
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</idx:decryptConfigurationString>
</ soapenv:Body>

</ soapenv:Envelopes

The returned result is an unencrypted string.

DecryptDataString

<arg0>23RDSRDBDES24362732EFDNDFDSSNISTo4303 SNJIG{ULI-G{SKIDSDK*Z fargl:>

Insurance
= |E <scapenv:Envelope xmlns:socapenv="http://schemas. xmlsoap.org/soap/envelope/" xmlns:idz="ht
E <soapenv:Header/ >
S <soapenv :Body™>
e | <idx:decryptConfigurationString=
= l-—0Optional:——=>

This method is similar to DecryptAcordSecurityFile, but it could be used when fist one ACORD

XML tag should be decrypted.
Encrypted string must be passed as a parameter to web service call.

</idx:decryptDataString=
</soapenv:Body>
</ soapenyv:Envelope

The returned result is an unencrypted string.

DecryptWholeFile

= |BEl <scapenv:Envelope xzmlns:scapenv="http://schemas.xmlscap.org/scap/envelope/" xmlns:idsz="http://idx.com/ ">
g <soapenv:Header/>
2 = <soapenv:Body>
& (B <idz:decryptDataString>
<l-—0Optional:——>

<argl Z=-JRIJIASDJISJDOIDSAOIS‘ISDBSSDBZSDéSUZDbRSKASODKS DESARDFASLDERLSDELASEDLk=/argl:>

This method is similar to DecryptAcordSecurityFile, but it should be used for NAILB 800 and
NAILBA 900 files. Unlike ACORD XML — NAILBA files are completely encrypted in addition to

PGP.

File from the backup folder should be unencrypted first and result should be put at

<IDXROOT>/decrypt folder.

The file name must be passed as a parameter to web service call.
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- |H|«scapenv:Envelope xmlns:scapenv="http://schemas_xmlsocap.org/scap/envelope/" m
E <soapenv:Header/>
= = <soapenv:Body:>
e | <idx:decryptWholeFile>
<l-—0Optiomnal:--=

<argl=IIT01_ 2018305028 .TET .pgp</argl=
</idx:decryptiholeFilex
</ soapenv :Body~-

</ soapenv:Envelope>

As a result — new file is generated with no encryption.

EncryptAndHashAcordFile

This method could be used to encrypt sensitive ACORD XML tags in the file and/or to replace
them with some dummy values.

List of tags to encrypt located at: <IDXROOT>/config/AcordEncryptTag.txt
List of tags to hash located at: <IDXROOT>/config/AcordHashTag.txt
Generally those two lists are not identical.

File to encrypt should be placed into <IDXROOT>/encrypt folder.
File name must be provided as a parameter to web service call.

o [l <soapenv:Envelope xmlns:scapenv="http://schemas.xmlscap.org/soap/envelope/" xmlng-
E <soapenv:Header/ >

/; = <soapenv :Body>

E =] <idx:encryptandHashicordFile>

T “l--0ptional:—-=

<arglrtest . xml</argl=
<fidx:encryptandHashicordFilex>
</ soapenv :Body:>

</ soapenv :Envelope>

As a result, two new files are generated file *_en_* in its name contains encrypted sensitive XML
tags; file with *_hs_* - contains values substituted with some dummy values.

EncryptConfigurationString

In the client configuration files, some fields like sFTP passwords or encryption keys are
encrypted. To encrypt such values, provide them as parameters to web service call.
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E‘ H <scapenv:Envelope xmlns:scapenv="http://schemas.xmlscap.org/scap/envelope," xmlng
£ <soapenv:Header />
= | <soapeny :Body>
= ||E <idx:encryptConfigurationString>

“<l——0ptional:——=>
<argl>sFIP passwordl</argl=
<fidx:encryptConfigurationString=
</ soapenyv :Body>

</ soapenv:Envelope>

The returned result is an encrypted string that could be used in configuration files.

DecryptDataString

This method is similar to EncryptAndHashAcordFile, but it could be used when fist one ACORD
XML tag should be encrypted.
String to encrypt must be passed as a parameter to web service call.

= EH <scapenv:Envelope xmlns:scapenv="http://schemas. xmlscap.org/socap/envelopes" :-'_nlnsl
E “soapenv:Header />

/; = <soapenv:Body>

e =] <idxz:encryptDataString>-

T <l-—55N:—-=

<argl=l23-234-2234</argl>
</idxz:encryptDataString>
</ soapenv :Body>

</ soapenv:Envelope Z=-|

The returned result is an encrypted string.

EncryptWholeFile

This method should be used to encrypt NAILBA 800 and NAILBA 900 files. Unlike ACORD XML
files, NAILBA files are encrypted completely.

File should be placed at <IDXROOT>/encrypt folder.
File name must be provided as a parameter to web service call.
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= |E|<scapenv:Envelope xmlns:scapenv="http://schemas.xmlsoap.org/soap/envelope," xmlns |-
E “soapenv:Header/ =
=||= <soapenv:Body>
e = <idx:encryptWholeFilex
< !-—0Optional:—--=

<argl=7D073FDB3EDE .xxml </ argl=
<fidx:encryptWholeFile=
</ soapeny:Body>

</ soapenv:Envelope>

As a result — new file is created with completely encrypted content.

GenerateNewSecurityKey

This method could be used to generate new RSA security key to use with Security API.

No parameters required.

[ <soapenv:Envelope xmlns:scapenv="http://schemas.xmlscap.org/soap/envelope/," I

.

<spapenv:Header />

= <soapenv:Body>

Rawr | XML

<idx:generateNewSecurityEey/ >
</ soapeny:Body:>

</ soapenv:Envelope>

As aresult, a new RSA key is generated.

SUPPORT

If you receive an error or need a question answered, please contact Oracle Insurance Data
Exchange Support by sending an e-mail to oidxsupport_grp@oracle.com.

Address any additional inquiries to:

Oracle Corporation

World Headquarters

500 Oracle Parkway
Redwood Shores, CA 94065
US.A

Worldwide Inquiries:
Phone: +1.650.506.7000
Fax: +1.650.506.7200
oracle.com
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