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Preface

This document describes the installation procedure for this version.

Audience

This document is for administrators and technicians who are responsible for maintaining

a version 18.1 Oracle Hospitality Materials Control deployment.

Customer Support

To contact Oracle Customer Support, access My Oracle Support at the following

URL: https://support.oracle.com

When contacting Customer Support, please provide the following:

Product version and program/module name

Functional and technical description of the problem (include business impact)

Detailed step-by-step instructions to re-create

Exact error message received and any associated log files

Screenshots of each step you take

Documentation

Oracle Hospitality product documentation is available on the Oracle Help Center
at http://docs.oracle.com/en/industries/hospitality/

Revision History

Date

Description of Change

June 2018

Initial publication

July 2018

Formatting changes

January 2019

Updated printer/report driver
installation instructions

October 2020

Updated Mobile Web Services
requirement to .NET 4.7.2.

Overview


https://support.oracle.com/
http://docs.oracle.com/en/industries/hospitality/

1 Overview

The purpose of this document is to provide instructions for new installations and for
upgrading an existing Materials Control environment to version 18.1. It is assumed that
the environment offers all necessary prerequisites of prior versions.

Before Starting

See the Oracle Hospitality Materials Control 18.1 Release Notes for information about new or
changed features and updates to system requirements and compatibility.

Since version 8.31 Oracle Hospitality Materials Control uses Encrypted Configuration.

Files Included
The 18.1 release of Materials Control includes the following files:
o date_HMC_MaterialsControl_version.zip
o date_ HMC_MCweb_version.zip
e date_HMC_MobileWebService_version.zip
o date_ HMC_MobileAuthWebService_version.zip
o date_ HMC_Nutrientlmport_version.zip
o date_ HMC_POSWebService_version.zip
e date_HMC_MobileSolutionSetup_version.zip
o date_HMC_SecureConfig_version.zip

Prerequisites

e  Microsoft NET Framework (Full, not Client Profile) must be installed on PC.
¢ Oracle Database Client 32-bit must be installed.

6 Overview



2 Install Process

Logically, the Materials Control installation / upgrade can be broken into two sections:

e Thick Client application
e  Web (IIS Based) applications

1. Thick Client Application
This section will cover the installation of the first client PC, creation of the Key
Container and preparation of the Install set for the remaining Thick Client PC
installations. This will be done using a Setup executable.

For this part the following is required:

date_ HMC_MaterialsControl_version.zip

Contains an installer (Setup.exe) that will be run to install a new or replace an
existing Materials Control application.

2. IIS-Based Applications

The second section will cover all IIS based applications, such as MCweb,
MobileWebService, POSWebService, Mobile AuthWebService

For this part the following files are required

date_ HMC_MCweb_version.zip
Contains the builds that get copied to C:\inetpub\wwrroot\<MCWebDir> and
to C:\inetpub\wwwroot\aspnet_client

date_ HMC_MobileWebService_uversion.zip
Contains the build that gets copied to C:\inetpub\wwroot\<Mobi leWebServiceDir>

date_ HMC_POSWebService_uversion.zip
Contains the build that gets copied to C:\inetpub\wwiroot\<POSWebServiceDir>

date_ HMC_MobileAuthWebService_uversion.zip
Contains the build that gets copied to C:\inetpub\wwroot\<Mobi leAuthDir>

Install Process 7



Step-by-Step Instructions

This section will show how to install or upgrade a Materials Control system where all
components are installed on one single Windows installation. These steps may differ if
using more than one server, with different components on different servers.

It will also describe how to install or upgrade a Materials Control client installations.

Preparation:

Copy all necessary files to a temporary directory, from which the upgrade will be started.

Thick Client

Extract the date_ HMC_MaterialsControl_version.zip file; it will create a folder named
date_ HMC_MaterialsControl_version.

There are three potential cases which are described separately below:
- New installation
- Update existing application
- Installation of an additional application

Default Installation Files

When installing Materials Control usually some files are customized in advance and
should be installed at each client. Such files are i.e. FMLOGIN.INI and SQL.INI. The
handling of these files has not changed in general. The files should be copied to the folder
\CUSTOMN\ of the install set as usual.

Encrypted Configuration

Starting from release 8.32, database password and encryption-key defining parameters
will be stored in Protected Configuration (https://msdn.microsoft.com/en-
us/library/53tyfkaw %28v=vs.100%29.aspx). Storing sensitive information in a non-
readable format improves the security of our applications by making it difficult for an
attacker to gain access to the sensitive information, even if an attacker gains access to the
file, database, or other storage location. Materials Control is using RSA machine-level key
container, which enables us to use single one for all applications and simplifies the
deployment on other PCs.

Make sure that user executing the installation as well as the Materials Control users have
sufficient rights to access the RSA container. RSA Access Rights contains instructions.

During the installation of the first client installation, the Key Container will be generated.
This will be used then in all following client installations.

Deployment of Materials Control applications must be done in following order:

8 Install Process
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Install Process

Install the Materials Control thick client application on one PC to create the
master install setup. This will include the creation of the key container.
Install the Materials Control thick client application on remaining PCs using the
master install setup.
Install IIS based applications (update can do, but with precautions explained
below)

0 Use the “HMC_SecureConfig” tool to import the key container

0 Encrypt configurations
Update database(s)
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Installation of 15t Client — Master Creation

Installation of a New Application

This section will describe the installation of the first client application in a new
environment.

Start the installation by double click on SETUP.EXE in the installation file directory.
At first the procedure will ask for the Setup Language:

Materials Control - InstallShield Wizard — X

Chooze Setup Language
Select the language for the installation from the choices below.

Chinese (Simplifizd)
Chinese (Traditional
English (United States
German

Indonesian

Japanese

Korean

Russian

Thai

Turkish

IngtallShield

Select the language and click “Next”.

Install Process



The setup process will now be prepared.

Materials Contral - InstallShield Wizard

Preparing Setup
Please wait while the InstallShield Wizard prepares the setup.

Materials Control Setup is preparing the InstallShield Wizard, which will gquide you through the
rest of the setup process. Please wait.

InztallShield

Cancel

Install Process

Matenals Control - InstallShield Wizard

ORACLE HOSPITALITY
Materials Control

Welcome to the InstallShield Wizard for
Materials Control

Thiz program installs the client application for Oracle
Hoszpitality b aterialz Control

The wizard will guide you through the required steps.

< Back Cancel

Click “Next" to start.

11
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Materials Control - InstallShield Wizard

Choosze Destination Location
Select folder where zetup will install files,

@ Install M aterialz Conbral ba;
C:\Program Files [#86]\Matenials Control Change. ..

InstallShield

< Back Cancel

Accept or change the destination and click “Next”.

The installation routine will now check for the protected Configuration Settings.

Materials Control - InstallShield Wizard .

Choose Destination Location

Select folder where setup wall inztall Hles.

@ Inztall Materialz Control to:
C:M\Program Files [«86]4Materials Contral Change...
| S S— |

The Protected Configuration Settings cannot be detected in the Systern or in the
Installation Package. Please create the Protected Configuration Settings now!

InztallShield

< Back Cancel

Since these could not be detected in this case, they must be created now.

Install Process



Randomly generated Protection Settings will be offered.

latarizle Cantral o lnctallShicle Wirardd

B2l Materials Contral Configuration Protection - O x

L Encryption Parameters
Password Phrase | PiYollgl10TQvAgsd)| |

Salt Value | ImGp=TIGCmUeALCA |

Password ferations |8 =

Init Vector |h47eq"=_AnykSizn

Cancel Mexd >

[ cpack | Mewut > [ Cancel

Accept or change the settings and click “Next” to proceed.

The settings must be protected with a password. This password must follow the
displayed complexity rules.

latariale (Tantrol o lnctallShicld Wisared L4

EE] Materials Contral Configuration Protection - O x

Password Defintion

Enter Password: | |

Confim Password: | |

The passward must fulfil the following requirements:

- Minimum Length of 8 Characters

- At least 1 uppercase and 1 lowercase Character
- At least 1 numeric Character (0-3)

- Mt least 1 special Character ke 1, §, 8, %, /. 7)

< Back Protect

[ <Back | Meut > [ Cancel |

Enter the password into both fields and click “Protect”.

Install Process
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The system will check if the confirmed password matches the entry in the upper field.

latarizle Cantenl o lackallShicled Wirrar]

B2l Materials Contral Configuration Protection - O x
Password Definition
Enter Password: | |
Confimm Password: | (]
The password must fulfil the following requirements:
- Minimum Length of 8 Characters
- Mt least 1 uppercase and 1 lowercase Character
- At least 1 numeric Character (0-9)
- At least 1 special Character (ike |, §, 5, %, /. 7)
< Back Protect L

[ cpack | Mewut > [ Cancel |

After the password was entered twice correctly the button “Protect” will create the
configuration files.

IMPORTANT NOTE:

Store the entered password at a save location! There is no way to retrieve this
password from any place in the database or the application!

Store a copy of the generated configuration settings at a save place. There is no
way to recreate these files from any place in the database or the application! The
files can be found in the folder \CUSTOM\ in the install set directory

MName Date medified Type Size
Mj MC.config 09.11.2016 13:02 COMNFIG File 3KB
|j setup.med 09.11.2016 13:02 MCD File KB

Install Process




Install Process

After successful creation of the protected configuration files, the installation process will

check the Oracle database connection:

Materials Control - InstallShield Wizard

Choosze Database Connection

Select databaze brand and enter connection parameters

SOLNet Connection Name ||

File  Tnznames.ora

InztallShield

< Back Cancel

Enter the name of the Oracle instance and click “Next”.

15
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Select the options to be installed with this client application:

Materials Control - InstallShield Wizard X

Choose Printer and Report Drivers
Select additional drivers for printing and reporting

Please check/uncheck the printer/report diivers you want to use.
[ Crvstal Report Driver
Automation Server
allShield
< Back Cancel
Crystal Report Driver

- This option will install the Crystal Reports Runtime files. These are required to
use the module “Custom Reports” in Materials Control. This is required for most
client installations.

If selected the install process will force the runtime installation after the client
application installation.

# Crystal Report 2008 Runtime SP3 Setup - k4

Welcome to the Crystal Report 2008 Runtime SP3
Installation Wizard

It is strongly recommended that you exit all Windows
programs befare running this Setup Program.

Click Cancel to quit Setup and dose any programs you have
running. Click Next to continue with the Setup program .

WARMING: This program is protected by copyright law and
international treaties.

Unautherized reproduction or distribution of this program, or
any portion of it, may result in severe dvil and criminal
penalties, and will be prosecuted to the maximum extent
possible under law.

Automation Server

- This option will install a service-based scheduler for processing jobs defined in
Materials Control.

Install Process



After selecting the options click “Next” to proceed.

Since all required information is now available the main process can be started.

Materials Control - InstallShield Wizard x

Ready to Install the Program

The wizard iz ready to begin installation.

Click Inztall to begin the installation,
IF you want o review or change any of wour installation zettingz, click Back. Click Cancel to exit
the wizard.
IrztallS hield
< Back Install Cancel

Click “Install” to proceed.

Materials Control - InstallShield Wizard

Setup Status

The InstallShield ‘wizard iz instaling Materialz Control

Installing

A AMaterials ControlbLanguages\WEB FrenchiCanada)

InztallShield

Cancel

Once completed, the installation routine will show the following screen:

Install Process
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Materials Control - InstallShield Wizard

ORACLE HOSPITALITY
Materials Control

InztallShield Wizard Complete

The InztallShield “Wizard haz succeszsfully installed Matenals
Cantral. Click Finigh to exit the wizard,

< Back Cancel

Click “Finish”.

Install Process



Install Process

Update of an existing application

This section will describe the installation of the first client application in an existing
environment running an older version of Materials Control. Environments running
Materials Control version 8.7.10 and older must be upgraded to version 8.7.20 or higher,
before the update to 8.32.x or higher can be started.

Start the installation by double click on SETUP.EXE in the installation file directory.

The installation routine will detect the existing installation of a Materials Control client
application and will offer to update the existing application:

Materials Control - Installshield Wizard —

Existing Inztalled Instances Detected
Select the appropriate application instance to maintain or update.

Setup has detected one or more instances of this application already installed on your system.
You can maintain or update an existing instance or install a completely new instance.

() Install a new instance of this application.
(®) Maintain or update the instance of this application selected below:

Display Mame Install Location

Materials Control C:\Program Files (x88)\Materials Control

InztallShield

Select the installed application and click “Next”
The setup process will now be prepared.

19
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Matenals Control - InstallShield Wizard

Preparing Setup
Please wait while the InstallShield Wizard prepares the setup.

Materials Control Setup is preparing the InstallShield Wizard, which will guide you through the
rest of the setup process. Please wait.

InstallShield h‘

Cancel

The installation routine will now check for the protected Configuration Settings.

Materials Control - InstallShield Wizard

Choose Destination Location

Select folder where setup will install files,

G Install M atenals Control to:
C:\Program Files [86]4M aterials Contral

The Protected Configuration Settings cannot be detected in the System or in the
Installation Package. Please create the Protected Configuration Settings now!

InstallShield

| < Back ” Mest » || Cancel |

Since these could not be detected in this case, they must be created now.

Install Process



Randomly generated Protection Settings will be offered.

latarizle Cantral o lnctallShicle Wirardd

B2l Materials Contral Configuration Protection - O x

L Encryption Parameters
Password Phrase | PiYollgl10TQvAgsd)| |

Salt Value | ImGp=TIGCmUeALCA |

Password ferations |8 =

Init Vector |h47eq"=_AnykSizn

Cancel Mexd >

[ cpack | Mewut > [ Cancel

Accept or change the settings and click “Next” to proceed.

The settings must be protected with a password. This password must follow the
displayed complexity rules.

latariale (Contral o loctallShigld Wizgrs

&1 materials Control Configuration Protection — O >

Password Definition

Enter Passward: | |

Confirm Password: | |

The password must fulfil the following requirements:

- Minimum Length of 8 Characters

- Mt least 1 uppercase and 1 lowercase Character
- Mt least 1 numeric Character (0-9)

- At least 1 special Character fike |, §. 5. %, /. 7)

< Back Protect

[ <Back | Mext > [ Cancel |

Enter the password into both fields and click “Protect”.

Install Process 21
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The system will check if the confirmed password matches the entry in the upper field.

lotorizle (Tantral o lnctallShigla Wirrgrd

EZ] taterials Control Configuration Protection — O >
Password Definttion
Enter Password: | |
Confirm Password: |“""""""‘""" (]
The passward must fulfil the following requirements:
- Minimum Length of & Characters
- Mt least 1 uppercase and 1 lowercase Character
- M least 1 numeric Character (0-5)
- Mt least 1 special Character (ike |, §, 5, %, /. 7)
| < Back Protect I

[ <Back | Mewut » [ Cancel |

After the password was entered twice correctly the button “Protect” will create the
configuration files.

IMPORTANT NOTE:

- Store the entered password at a save location! There is no way to retrieve this
password from any place in the database or the application!

- Store a copy of the generated configuration settings at a save place. There is no
way to recreate these files from any place in the database or the application! The
files can be found in the folder \CUSTOM\ in the install set directory

MName Date medified Type Size
Mj MC.config 09.11.2016 13:02 COMNFIG File 3KB
| setup.med 09.11.2016 13:02 MCD File KB
p

Install Process



Since all required information is now available the main process can be started.

Materials Control - InstallShield Wizard

ORACLE HOSPITALITY
Materials Control

Welcome to the InstallShield Wizard for
Materials Control

The Inztalls bield ‘wizard will update the installed version
[8.30.008] of Materials Contral to version 8.32.0. To
cohtinue, click Mest.

Click “Next” to proceed.

Materials Control - InstallShield Wizard

Setup Status

The InstallShield Wizard is updating [8.30.008] of Materialz Contral to version 8.32.0

Installing

C:\Program Files #8614 aterialz ControlvPrchO02P_WER.FRC

InstallShield
Cancel

Install Process
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Once completed, the installation routine will show the following screen:

Materials Control - InstallShield Wizard

ORACLE HOSPITALITY
Materials Control

Update Complete

The InstallShield \Wizard haz updated Matenals Control to
wersion 8.32.0.

< Back Cancel

Click “Finish”

Install Process



Installation of an additional application

When maintaining a test lab it might be necessary to have different versions of Materials
Control installed on one PC. This must not be the case in a production environment!

Maintaining different client applications in different versions

This section will describe the installation of a new client application of Materials Control
18.1 in an environment having older releases of the application installed which should
remain. This should be the case in test lab installations only.

Start the installation by double click on SETUP.EXE in the installation file directory.

The installation routine will detect the existing installation of a Materials Control client
application and will offer to install an additional application:

Materials Control - InstallShield Wizard - *
Existing Installed Instances Detected b
Select the appropriate application instance to maintain or update. l .

Setup has detected one or mare instances of this application already installed on your system,
fou can maintain or update an existing instance or install 3 completely new instance.

{®Install a new instance of this application.;

(") Maintain or update the instance of this application selected below:

Display Mame Install Location

Materials Control C:\Program Files (x86) \Materials Control

Click “Next” to confirm. The installation procedure will now be exactly the same as
when installing a new application, described in the chapter “Installation of 1st Client —
Master Creation - Installation of a new application”.

Maintaining different client applications using protected configuration

This section will describe the installation of a new client application of Materials Control
18.1 in an environment having at least one application of Materials Control 18.1 installed
already. This should be the case in test lab installations only.

The installation procedure will described in the chapter “Installation of further Clients —
Installation of an additional application — Maintaining different client applications using
protected configuration”.

Install Process 25
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NOTE: Please keep in mind that all Materials Control client installations in version 8.32
or higher in the same environment must use the same Protected Configuration Key
Container!

Install Process



Install Process

Installation of Further Clients

Installation of a new application

This section will describe the installation of further client applications on additional PCs
after the protected key container configuration was created (Please see here!).

The install set prepared during the “Master” installation now contains the protected key
container configuration in the folder \CUSTOM\.

NOTE: Please keep in mind that all client installations in one environment must use the
same Protected Configuration Key Container!

Start the installation by double click on SETUP.EXE in the installation file directory.
At first the procedure will ask for the Setup Language:

Materials Control - InstallShield Wizard — X

Chooze Setup Language
Select the language for the installation from the choices below.

Chinese (Simplified)
Chinese (Traditional
English (United States’
German

Indonesian

Japanese

Korean

Russian

Thai

Turkish

InztallShield

Select the language and click “Next”.

The setup process will now be prepared.

27
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Matenals Control - InstallShield Wizard

Preparing Setup
Please wait while the InstallShield Wizard prepares the setup.

Materials Control Setup is preparing the InstallShield Wizard, which will guide you through the
rest of the setup process. Please wait.

InstallShield

Cancel

Materials Control - InstallShield Wizard

ORACLE HOSPITALITY
Materials Control

Welcome to the InstallShield Wizard for
Materials Control

Thiz program inztalls the client apphication for Oracle
Hozpitality b aterialz Control

The wizard will guide you through the required steps.

< Back Cancel

Click “Next" to start.

Install Process



Install Process

Materials Control - InstallShield Wizard

Choosze Destination Location
Select folder where zetup will install files,

@ Install M aterialz Conbral ba;
C:\Program Files [#86]\Matenials Control Change. ..

InstallShield

< Back Cancel

Accept or change the destination and click “Next”.

The installation routine will now check for the Protected Configuration Settings. The
Protected Key Container Configuration (folder \CUSTOM\) will be read by the install
process. Enter the password defined at the creation of the Protected Key Container

Configuration:

Materials Control - InstallShield Wizard *

Password
Thiz zetup has been pazsword protected.

Fleaze enter the required Pagzzword fto impart the Configuration Protection Settings.

InztallShield

< Back Cancel

Enter the password and click “Next”.

29
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After successful processing of the protected configuration files, the installation process

will check the Oracle database connection:

Materials Control - InstallShield Wizard
Choose Database Connection ‘ !
Select database brand and enter connection parameters I“\h

S0LMNet Connection Name ||

File Tnznames.ora

< Back Cancel

x

Enter the name of the Oracle instance and click “Next”.

Install Process



Install Process

Select the options to be installed with this client application:

Materials Control - InstallShield Wizard X

Choose Printer and Report Drivers

Select additional drivers for printing and reporting

Please check/uncheck the printer/report drivers you want to use.

[ Crystal Report Driver

[ Automation Server

¢ Back Cancel

Crystal Report Driver

- This option will install the Crystal Reports Runtime files. These are required to
use the module “Custom Reports” in Materials Control. This is required for most
client installations.

If selected the install process will force the runtime installation after the client
application installation.

5 Crystal Report 2008 Runtime SP3 Setup — k4

‘Welcome to the Crystal Report 2008 Runtime SP3
Installation Wizard

It is strongly recommended that you exit all Windows
programs befare running this Setup Program.

Click Cancel to quit Setup and dose any programs you have
running. Click Next to continue with the Setup program .

WARMING: This program is protected by copyright law and
international treaties.

Unautherized reproduction or distribution of this program, or
any portion of it, may result in severe dvil and criminal
penalties, and will be prosecuted to the maximum extent
possible under law.

Automation Server

- This option will install a service-based scheduler for processing jobs defined in
Materials Control.
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After selecting the options click “Next” to proceed.

Since all required information is now available the main process can be started.

Materials Control - InstallShield Wizard x

Ready to Install the Program

The wizard iz ready to begin installation.

Click Inztall to begin the installation,
IF you want o review or change any of wour installation zettingz, click Back. Click Cancel to exit
the wizard.
IrztallS hield
< Back Install Cancel

Click “Install” to proceed.

Materials Control - InstallShield Wizard X

Setup Status

The InztallSkield wizard iz instaling M ateriale Control

Inztalling

A AMaterials ControlbLanguages\WwEE FrenchiCanada)

InstallShield

Cancel

Once completed, the installation routine will show the following screen:

Install Process
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Materials Control - InstallShield Wizard

ORACLE HOSPITALITY
Materials Control

InztallShield Wizard Complete

The InztallShield “Wizard haz succeszsfully installed Matenals
Cantral. Click Finigh to exit the wizard,

< Back Cancel

Click “Finish”.
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Update of an existing application

This section will describe the installation of further client applications on additional PCs
after the protected key container configuration was created (Please see here!), in an
existing environment running an older version of Materials Control. Environments
running Materials Control version 8.7.10 and older must be upgraded to version 8.7.20 or
higher, before the update to 8.32.x or higher can be started.

Start the installation by double click on SETUP.EXE in the installation file directory.

The installation routine will detect the existing installation of a Materials Control client
application and will offer to update the existing application:

Materials Control - InstallShield Wizard — x

Exizting Inztalled Instances Detected
Select the appropriate application instance to maintain or update.

Setup has detected one or mare instances of this application already installed on your system.
You can maintain or update an existing instance or install 3 completely new instance.

() Install a new instance of this application.
(®) Maintain or update the instance of this application selected below:

Display Mame Install Location

Materials Contral C:\Program Files (x86)\Materials Contral

InstallShield

< Back Cancel

Select the installed application and click “Next”
The setup process will now be prepared.
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Matenals Control - InstallShield Wizard

Preparing Setup
Please wait while the InstallShield Wizard prepares the setup.

Materials Control Setup is preparing the InstallShield Wizard, which will guide you through the
rest of the setup process. Please wait.

[s

InstallShield

The installation routine will now check for the Protected Configuration Settings. The
Protected Key Container Configuration (folder \CUSTOM\) will be read by the install
process. Enter the password defined at the creation of the Protected Key Container

Configuration:

ped

Materials Control - InstallShield Wizard

Password
Thiz zetup haz been pazsword protected.

Flease enter the required Passwoard fta impart the Configuration Protection Settings.

IngtallShield

< Back Cancel

Enter the password and click “Next”.
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Since all required information is now available the main process can be started.

Materials Control - InstallShield Wizard

ORACLE HOSPITALITY

Materials Control

Welcome to the InstallShield Wizard for
Materials Control

The Inztalls bield ‘wizard will update the installed version
[8.30.008] of Materials Contral to version 8.32.0. To

cohtinue, click Mest.

Click “Next” to proceed.

Setup Status

Materials Control - InstallShield Wizard

|nstalling

The InztallShield wizard iz updating [8.30.008] of Materialz Contral to version 8.32.0

C:\Program Files [#86]\M aterials Contralv\Prc\O2P_WER.PRC

InztallShield

Cancel
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Once completed, the installation routine will show the following screen:

Materials Control - InstallShield Wizard

ORACLE HOSPITALITY
Materials Control

Update Complete

The InstallShield \Wizard haz updated Matenals Control to
wersion 8.32.0.

< Back Cancel

Click “Finish”
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Installation of an additional application

When maintaining a test lab it might be necessary to have different versions of Materials
Control installed on one PC. This must not be the case in a production environment!

Maintaining different client applications in different versions

This section will describe the installation of a new client application of Materials Control
18.1 in an environment having older releases of the application installed which should
remain. This should be the case in test lab installations only.

Start the installation by double click on SETUP.EXE in the installation file directory.

The installation routine will detect the existing installation of a Materials Control client
application and will offer to install an additional application:

Materials Control - InstallShield Wizard —

Existing Installed Instances Detected
Select the appropriate application instance to maintain or update.

Setup has detected one or mare instances of this application already installed on your system,
fou can maintain or update an existing instance or install 3 completely new instance.

{®)Install a new instance of this application.;
(") Maintain or update the instance of this application selected below:

Display Mame Install Location

Materials Control C:\Program Files (x86) \Materials Control

Make sure that the option “Install a new instance of this application” is selected and click
“Next” to confirm.

The installation procedure will now be exactly the same as when installing a new
application, described in the chapter “Installation of further Clients —Installation of a new
application”.
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Maintaining different client applications using protected configuration

This section will describe the installation of a new client application of Materials Control
18.1 in an environment having at least one application of Materials Control 18.1 installed
already. This should be the case in test lab installations only.

Start the installation by double click on SETUP.EXE in the installation file directory.

The installation routine will detect the existing installation of a Materials Control client
application and will offer to install an additional application:

Materials Control - InstallShield Wizard -

Existing Installed Instances Detected
Select the appropriate application instance to maintain or update.

Setup has detected one or mare instances of this application already installed on your system.
fou can maintain or update an existing instance or install 3 completely new instance.

(®Install a new instance of this application.
(") Maintain or update the instance of this application selected below:

Display Mame Install Location

Materials Control C:\Program Files (x86) \Materials Control

Make sure that the option “Install a new instance of this application” is selected and click
“Next” to confirm.

The installation procedure will now be the same as when installing a new application,
described in the chapter “Installation of further Clients —Installation of a new
application”.

NOTE: Please keep in mind that all Materials Control client installations in version 8.32
or higher in the same environment must use the same Protected Configuration Key
Container!
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Web Applications

Prerequisites

Microsoft Internet Information Server is installed properly and can be accessed/used.

Web applications must run in Application Pool that uses .NET2 and integrated managed
pipeline mode, except Mobile Web Services, which uses .NET 4.7.2.

Internet Information Services (115) Manager

@.,-, | £3 v WISMONG ¢ Applcation Pocks
| - @9 application Pools
e-iizie || P
63 Start Page 2 o
5 s ascnis s | T 902 et you vier and g the et of okeaton pock o the server, Agghcation ok re processns, more sppkcat o s,
o1 pcaton Pocks Fiter! ! - g Show A | Grop b Mo Grougin *
. TRes o
Home - [Sos [ NeTPrame.. | [ igentky [ Agpications
e ASPNET w40 Started w0 Integrated ApphcatnPoslldentity 0
L FASNET v4.0 Cliisc suted WO Classie ApghcstionPoslldentiy 0
Aclassc SET AppPodl Started  wh0 Chassie ApghestionPoslldsnty 1
o el mAgppd Sated  ve0 Irkegrated AppkstonPolidentty 1
! Tssum Tracar Started 2.0 Pl Ea Apglication Pool 4
2 Hateriahs Curitrel Pool Sated V2O i 0
[P Comtaai ot
NET Pramewcrk vnesion:
1 MET Framework, v2,0.50727 ha
Mariaged pigeirn e
[rtngated -
¥ st sgckcation peal mmadatnly
I

Infragistics scripts for .NET 3.5 must be updated to the latest version. This can be found
in MCweb package.

Copy to inetpub\ wwwroot\aspnet_client\ Infragistics.

Mame = Drate modified Type
J 20103 CLR3S /92011 3286 PM File Folder
J Images Q92011 3:29 PM File Folder

It is recommended to install fresh 8.32 applications instead of updating them, since
configuration files are changed. You can also do update, but before that, move the
existing .config files to backup location.
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Application Installation

The new tool HMC_SecureConfig.EXE is used to import key container and encryption

Note: The Materials Control IIS webpages for the following
description are represented as

<MCWebDir>
<MobileWebServiceDir>
<POSWebServiceDir>
<MobileAuthDir>
<NutrientImportDir>

Replace these with the names of the IIS directories in your
environment.

Unzip the following files to a temporary directory.

date_ HMC_MCweb_version.zip will create the following folders when unzipped...
HMC_MCweb.Application
HMC_MCweb.Config

Infragistics Scripts

date_ HMC_MobileWebService_uversion.zip will create the following folders when
unzipped...

HMC_MobileWebService. Application

HMC_MobileWebService.Config

date_ HMC_POSWebService_uversion.zip will create the following folders when
unzipped...

HMC_POSWebService.Application

HMC_POSWebService.Config

date_HMC_MobileAuthWebService_version.zip will create the following folders when
unzipped...
HMC_MobileAuthWebService. Application
HMC_MobileAuthWebService.Config

date_ HMC_NutrientImport_version.zip will create the following folders when
unzipped...

HMC_NutrientImport.Application

HMC_NutrientImport.Config
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1) CASE Update:
Once you have backup copies of the <MCWebDir>, <MobileWebServiceDir>,
<POSWebServiceDir>, <MobileAuthDir>, <NutrientImportDir>, delete all the
contents of these folders. The folders should be completely empty. Do not delete the
folders.

HMC_MCweb
2) Browse to the HMC_MCweb.Application directory, select all contents and copy.

3) Browse to the C:\inetpub\ wwwroot\ <MCWebDir> folder, and paste in all files from
the HMC_MCweb.Application directory.

4) Browse to the HMC_MCweb.Config directory, copy the new web.config and paste it
into the C:\inetpub\ wwwroot\ <MCWebDir> directory.

5) Open this web.config and edit the section <appSettings> as required.
NOTE: It is no longer necessary to enter the DB password here.

Infragistics

6) Browse to the Infragistics Scripts folder in the new MCweb build and copy the
Infragistics.zip file.

7) Browse to C:\inetpub\ wwwroot\aspnet_client and delete the existing Infragistics
folder.

8) Paste the new Infragistics.zip file into the aspnet_client folder and extract the
contents. This should create a new folder named Infragistics

HMC_MobileWebService
NOTE: Mobile Web Service uses .NET 4.7.2.

9) Browse to the HMC_MobileWebService. Application directory, select all contents and
copy.

10) Browse to the C:\ inetpub\ wwwroot\ <MobileWebServiceDir> folder, and paste in
all files from the HMC_MobileWebService. Application directory.

11) Browse to the HMC_MobileWebService.Config directory, copy the new web.config
and paste it into the C:\ inetpub\ wwwroot\ <MobileWebServiceDir> directory.

12) Open this web.config and edit the section <appSettings> as required.
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NOTE: It is no longer necessary to enter the DB password here.

HMC_POSWebService

13) Browse to the HMC_POSWebService. Application directory, select all contents and
copy.

14) Browse to the C:\ inetpub\ wwwroot\ <POSWebServiceDir> folder, and paste in all
files from the HMC_POSWebService.Application directory.

15) Browse to the HMC_POSWebService.Config directory, copy the new web.config and
paste it into the C:\inetpub\ wwwroot\ <POSWebServiceDir> directory.

16) Open this web.config and edit the section <appSettings> as required.
NOTE: It is no longer necessary to enter the DB password or the LoginPassword
here!

HMC_MobileAuthWebService

17) Browse to the HMC_MobileAuthWebService. Application directory, select all
contents and copy.

18) Browse to the C:\inetpub\ wwwroot\ <MobileAuthDir> folder, and paste in all files
from the HMC_MobileAuthWebService.Application directory.

19) Browse to the HMC_MobileAuthWebService.Config directory, copy the new
web.config and paste it into the C:\inetpub\ wwwroot\ <MobileAuthDir> directory.

20) Open this web.config and edit the section <appSettings> as required.
NOTE: It is no longer necessary to enter the DB password here!
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HMC_SecureConfig

The new tool SecureConfig.exe is used to import key container and encryption
definitions for add-on modules like MCweb, POSWebService and Nutrient Import. The
Key Container Configuration can be either read from an existing Materials Control thick

client application or from the install set.

Usually the Materials Control thick client is installed on the web server as well.

Extract the date_ HMC_SecureConfig_uversion.zip file to any location; it will create a folder

named date_ HMC_SecureConfig_version.

Start contained SecureConfig.exe as Administrator.

¥ Encrypt Configurations [Version 8.31.1.1555]
Encrypted Section Definitions  Files To Process ~ Key Containers Management

— Import Export —

Encryption Parameters
Password Phrase |Pas§pr@se |

Salt Value |s@1t\f'alue |

Password fterations |2 =

Init Vector |@1B2c3D4e5F6a7HS

Hash Algorithm e

Key Size -

Section Encryption
[ Enable section encryption

Encryption machine key L]

Password™ Encrypt

Encrypt Corfiguration Files

Select tab Key Containers Management:

If Materials Control thick client was already installed on this machine, you will find a

Key Container named Materials Control in the list:
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7 Encrypt Configurations [Version 8.31.1,1555] — O X

Encrypted Section Defintions ~ Files To Process ey Containers Management

Import key container Create new key container. ..
Machine ontainers
Name Unique container name File path
MaterialsControl Ob7af6a%b2bBalbd16f175... C:\ProgramData'Mic...
ety Comt— St e i i e ProgramEEta i
TS5ecKeySet1 f686aaceb34Xb A 7ceb231...  C:\ProgramData'Mic...

Encrypt Corfiguration Files

If the Key Container Materials Control is not listed, it must be imported. Please make
sure that it is named “MaterialsControl”. This process will be explained in the chapter
“Importing Materials Control Protected Key Container”.

Mark the record and right-click to open the context menu:

F Encrypt Configurations [Version 8.31,1,1555] — [m| X

Encrypted Section Definitions  Files To Process  Key Containers Management

Import key container Create new key container...
Machine KeyContainers

MName Unigue container name File path
ey | ' Program Data'\Mic...
sacE4p  Exportkey container C:\ProgramData\Mic...

TSSeckeyS Delete key container C:\ProgramData"Mic...
Show key-file properties

Select the option “Show key-file properties” and open the second tab “Security” in the
opened screen:
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| Db7afbabfb2bbal5d16f17904f4bad23_elbbefdc-6d34-47...

General Securty Details Previous Versions

Object name:  C:\Program Data“Microsoft\Crepto RS AWMachine K

GI’DIJD ar user names:

>

BRSYSTEM
B8 Administrators {DE2 Administrators)
F415_|USRS (DE2WIS_IUSRS)

To change permissions, click Edit. Edit

Pemissions for I15_ILUSRS Allow Dery

Full contral
Modify

Read & execute
Read

Write

Special pemissions

ANAN

For special pemissions or advanced settings. Advanced
click Advanced.

Cancel Apply

- SYSTEM requires full control (for applications running under system context,

like Automation Service, WATCH.EXE)

- Group IIS_IUSRS (MCweb, web services) will require “Read” and “Read &

execute” access.

- Group Authenticated Users will require will require "Read" and "Read &

execute" access.

Confirm with “OK” to close this screen.

Switch to the tab “Files To Process”:
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7 Encrypt Configurations [Version 8.31.1,1555] — O X

Encrypted Section Definitons  Files To Process  Key Containers Management

Configuration File Path Result

web config Cinetpubwwwroot \MCweb 83 1'web config Not processed
web config C:hinetpubwwwroot \POSWebService 83 1'web config  Not processed
Web config Chinetpubwwwroot '\ Mobile WebService 831"Web.co...  Not processed

Encrypt Corfiguration Files

Here all Configuration files to be encrypted must be added.
These are depending on your installation:

HMC_MobileWebService: Web.config
HMC_MCweb: Web.config
HMC_POSWebService: Web.config
HMC_MobileAuthWebService: Web.config
HMC_NutrientImport: NutrientImport.exe.config

Once done, switch to the tab “Encrypted Section Definitions”:
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H‘? Encrypt Configurations [Version 8.31.1.1555] —
Encrypted Section Defintions  Files To Process  Key Containers Management

— Import Export —
Encryption Parameters
Password Phrase |Pas§pr@se |

Salt Value |s@1tVaIue |

Password lterations |2 =

Intt Vector |@1B2c3D425F6g7HE

Hash Algorithm ~

Key Size v

Section Encryption
[] Enable section encryption

Encryption machine key i

Password™ Encrypt

Encrypt Configuration Files

Click on the button “Import” and select the Container Definiton file “setup.mcd”. This
can be found in the folder \CUSTOM\ in the Materials Control installation set.

7 Open
e “ 4 || « Materials Control » 831 » Custom v © | Search Custom
Organize New folder ==
~ [ This PC A Name Date modified Type

I Desktop [ setup.med 08.11.2016 14:22 MCD File

i System (C)
5w Data (D)

v £
File name: v| MCD files (.mcd)

Cancel

Select the file and click “Open”.
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Encrypted Section Definitions  Files To Process ~ Key Containers Management

Bport =

Encryption Parameters
Password Phrase |Pas5pr@se |

Salt Value |5@1t\falue |

Password lterations |2 = o Fileis protected by ..  — o X
Init Vectar I@
Hash Algorthm : Enter your password: l:l
Key Size | oK Cancel

Section Encryption

[ Enable secti

Encryption machine key '-1;;5.2

Password™ Encrypt

Encrypt Corfiguration Files

Enter the password defined at the installation of the Materials Control thick client and
click “OK”.

7 Encrypt Configurations [Version 8.31.1.1555] - O *

Encrypted Section Definttions  Files To Process  Key Containers Management

Expon

Encryption Parameters
Password Phrase [fi#nal(PW:KFWALQ |

Saft Value  [HKIN(UI"bHWRIT |

Password lterations |8 =

Init Vector  |URaky!WijilmAeMm

Hash Algorthm | SHA1 ~

Key Size | 286 —

Section Encryption
Enable section encryption

Encryption machine key | MateralsControl ~ '-\')E.é

Password™ Encrypt

Encrypt Configuration Files

The application will now load the encryption parameters.
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? Encrypt Configurations [Version 8.31.1.1355]
Encrypted Section Defintions  Files To Process  Key Containers Management

— Import Bxport —

Encryption Parameters
Password Phrsse [if#naL(PW%KFWALQ |

Salt Value [HKEN(UIbHWRIT |

Password fterstions |8 2

Init Vector | URaky 'WjilmAsMm

Hash Algorthm | SHA1 ~

Key Size | 256 ~

Section Encryption
Enable section encryption

Encryption machine key | MaterialsContral ~ L
Password” |{CLEAR_TYPE_DB_PASSWORD} | Eni :r)'pt
I Encrypt Configuration Files l

No value in the upper section should be changed!

At the bottom of the screen a field “Password*” is shown. Here the database password in

clear type must be entered.

The button “Encrypt Configuration Files” must be used to process the encryption.
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Encrypted Section Defintions  Files To Process  Key Containers Management

— Import Export —
Encryption Parameters
Password Phrase [f#nal(FW%KFWALG |

Sat Value [HKKN(UI"bHxWRIT |

8.31.1.1555] — O

Password lterations |8 =
Processing result *
Init Vector | URaKy!MjilmAsMm

. File web.config encrypted OK

Hash Algorthm | SHAT > File web.config encrypted OK

File Web.config encrypted OK

Key Size | 256 -
Section Encryption

Enable section encryption

Encryption machine key | MaterialsControl ~ ';1;3
Password” [MC831 | | Encypt
| Encrypt Corfiguration Files |

The success will be shown like above.

Switch to the tab “Files to Process” to check the details:

Encrypted Section Definttions  Files To Process  Key Containers Management

Corfiguration File Path Result
iweb.corfig Cinetpub™wwwroot \MCweb831'web config QK
web config Chinetpub™wwwroot \POSWebService831'web config  OK
Web corfig C:hinetpubtsnwwroot '\ MobileWeb Service 831 Web co QK
Add Bemove

Encrypt Configuration Files

\? Encrypt Configurations [Version 8.31.1.1553] — O
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Encryption of HMC_POSWebService

During the Encryption of HMC_POSWebService, the HMC_SecureConfig tool will ask
for the password of the login user defined in the WEB.CONFIG.

?
Encrypted Section Defintions  Files To Process  Key Containers Management

— Import Expot —

Encryption Parameters
Password Phrase  [ffénaL(PW%KFWALQ |

Salt Value [HKKN(UI b HAWRIT |

Password lterations |8 =
o5 Encrypt Pass.. — O *
Init Vector | URaKy!WjilmAzMm
Password: [ Show
Hash Algorthm | SHAT v | |
Key Size | 256 ~ Encrypt
Section Encryption

Enable section encryption

Encryption machine key | MaterialsControl ~ o

Password® [MC831 | Encrypt

| Encrypt Corfiguration Files |

This password will be stored in the encrypted section as well.
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Importing Materials Control Protected Key Container

If the Key Container Materials Control is not listed, it must be imported. Open the
SecureConfig.exe as Administrator and select the tab “Key Containers Management”:

Install Process

7 Encrypt Configurations [Version 2.31,1.1355] [m| *
Encrypted Section Definitions  Files To Process  Key Containers Management
Import key container Create new key container...
Machine KeyContainers
MName Unique container name File path
i{SQLCE 4.0 Key Cont...  517efac85db7042e2b%ae5... C:\ProgremData\Mic...
iisCorfiguration Key GdeSchb26d?h58c0lecdes...  C:\ProgramData“Mic...
iisWasKey 76544fh336363eddb35505... C\ProgramData“Mic...
MetFrameworkConfig... d6d386f09a1eelde24c945.. C:\ProgramData“Mic...
TS5eckeySet1 f6B6aacef942fb ¥ 7ceb231...  C\ProgramData'Mic...
Encrypt Corfiguration Files
Click on the button “Import key container”:
T Open X
- v A v O Search setup yel
Organize v Mew folder Ez » [ o
v [ This PC Name - Date modified Type Size
I Desktop " MaterialsControlxml 23.11.2016 16:09 XML File 2KB
| Documents
; Downloads
J} Music
&= Pictures
m Videos
v < >
File name: | MaterialsControlxml ~ | XML files (*aml) ~

Select the file MaterialsControl.xml (contained in the protected configuration files) and

click “Open”.
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o' Fileis protected by ... — O X

Enter your password: ||

oK Cancel

Enter the password used at creation of the protected configuration.

The new Key Container will be generated now. This may take some seconds.

Creation Materials Control Protected Key Container

Click on the button “Create new key container”

Mew key container name

Mame:

Corcs

Define the name as MaterialsControl and confirm with “OK”. The new Key Container
will be generated now. This may take some seconds.
Once the new container is listed, it can be used to store the configuration.
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3 Preconfigured Installation

The Materials Control installation wizard uses two .ini files to determine installation
requirements and processes. You can configure the values in the files to install the
application with predefined settings and definitions.

1. Download and extract the installation archive.
2. Create a folder named \Custom\ in the extracted folder.
a. Copy SQL.ini and FMLogin. ini into the root of \Custom\
b. Copy key container configuration files into the root of \Custom\
c. Copy the Order Sheet and other reports to \Custom\QRP_LNG\ where
LNG is the language code you want to use.
The installation wizard creates and overwrites the content of the
QRP_ENG folder with English reports. To use other languages, create a
folder, copy your translated report templates into the folder, and then
configure Materials Control to use the custom reports folder. For
example, you can create, populate, and then direct Materials Control to
the QRP_FRA folder containing report templates translated to French.
d. Do not copy setup. ini and janinst. ini into the /Custom/ folder.

3. Configure the .ini files:
a. Configuring janinst.ini
b. Configuring setup.ini

4. Assign required user privileges to the Key Container. HMC_Secure_Config
contains information and instructions for using the SecureConfig tool to
configure the Key Container.

5. Run the installation wizard.

The installation wizard does not skip the requirement for entering the password
required to load the Protected Key Container configuration.

Configuring janinst.ini

[Types]
Table 1 - janinst.ini Types Parameters
Parameter Description
Show Do not change.
Unattended Set to T to activate unattended
installation.
ShowAbortMessages Set to T to show a button to abort or
cancel the installation.
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[Environment]

Table 2 - janinst.ini Environment Parameters

Parameter Description

Path Enter the target installation path.
Show Do not change.

ShowCrystalPDF Do not change.

install OLEDB Do not change.

[Connectivity]

Table 3 - janinst.ini Connectivity Parameters

Parameter Description

Oracle Do not change.

ORACLEP1Name Enter the target name of the Oracle
Database instance.

ORACLEP2File Do not change.

Show Do not change.

Configuring setup.ini
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[Startup]
Table 4 - setup.ini Startup Parameters
Parameter Description
EnableLangDlg Set to Y to show the language selection page, or set to N to
hide the page and use the system local language.
Product Do not change.
ProductGUID Do not change.
CompanyName Do not change.
ErrorReportURL Do not change.
MediaFormat Do not change.
LogMode Installation Method contains more information on the
values you can enter to configure the installation type.
SmallProgress Do not change.
SplashTime Do not change.
CheckMD5 Do not change.
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CmdLine Enter the following values separated by a space:
e Installation Method: configure the installation type.
e Language Codes: set a default language.

For example, /hide_usd /11028

The language code entry must be placed after the
installation method parameter.

ShowPasswordDialog Do not change.

ScriptDriven Do not change.

Installation Method
You can configure LogMode and CmdL ine parameters in setup. ini to change
installation defaults and prompts:
¢ Toinstall a new instance:
0 Enter 4 in LogMode.
0 Enter /hide_usdin CmdLine.
¢ To prompt users to install a new instance or to select an instance to upgrade:
0 Enter 4 in LogMode.
o To upgrade the first existing installation (this may not select the oldest instance):
0 Enter 1 in LogMode.
0 Enter /hide usdin CmdLine.
e To prompt users to select an instance to upgrade:

0 Enter 1 in LogMode.

Language Codes
If you have a custom translation available, then you can set the default language by
entering /LOWERCASE_L[4-digit language code]. For example: /711028

The following custom languages may already be available to you:

e 1028: Taiwanese
e 1031: German

e 1033: English

e 1041: Japanese

e 1042: Korean

e 1049: Russian

e 1055: Turkish

e 2052: Chinese

57



4 Additional Information

Database Initialization

You must start the Materials Control Thick Client application to update the database and
register the modules before you can log into the Materials Control web application. If
you attempt to log in first, Materials Control returns the following message:

Login forbidden!

Please start the Materials Control Thick Client application to
configure the database for first use!

Database Shells

Country Shells

In some countries shell databases are maintained by the local offices or partners. In order
to “release” the databases from the Protected Key Configuration used in the Shell
Maintenance Environment, the field CTL_SHELL in table CONTROLTAB must be
updated to 1 before connecting in the customer environment.

During the database update procedure the Materials Control application will detect this
setting and maintain the database accordingly.

For further details please contact the Oracle Consulting team.

It is recommended to update this field before creating the shell dump!

Customer Shells

Some customers maintain their shell databases by themselves. In order to “release” the
databases from the Protected Key Configuration used in the Shell Maintenance
Environment, the field CTL_SHELL in table CONTROLTAB must be updated to 1 before
connecting in the customer environment.

During the database update procedure the Materials Control application will detect this
setting and maintain the database accordingly.

For further details please contact the application specialists.

It is recommended to update this field before creating the shell dump!

Nutrient Import
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The Nutrient Import application also must be updated to use the encrypted

configuration.

1. CASE Update: Once you have a backup copy of the <NutrientlmportDir>, delete all
the contents of this folder. The folder should be completely empty. Do not delete the
folder!

2. Browse to the HMC_NutrientImport. Application directory, select all contents and
copy.

3. Browse to the C:\inetpub\ wwwroot\ <NutrientImportDir> folder, and paste in all
files from the HMC_NutrientImport. Application directory.
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4. Browse to the HMC_NutrientImport.Config directory, copy the new
NutrientImport.exe.config and paste it into the
C:\inetpub\ wwwroot\ <NutrientImportDir> directory.
5. Open this web.config and edit the section <appSettings> as required.
6. NOTE: It is no longer necessary to enter the DB password here!

7. Protect the file NutrientImport.exe.config using HMC_SecureConfig as described
above.

Replication

All databases in a replication environment must use the same Protected Key Container
files.

Multi-Property Installations

In all environments where multiple databases must be accessed, the same Key Container
must be used for all client applications accessing these databases!
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5 Materials Control Mobile Solutions 2010

This chapter contains instructions for installing the legacy Mobile Solutions 2010
application on your workstation or handheld device.

Materials Control Mobile Solutions Web Service

If you did not install the Mobile Solutions web service during the installation of Materials
Control, Web Applications contains the instructions for installing the

HMC_Mobi leWebService application and for configuring the web .config properties
for the web service.

Follow these instructions to activate the Mobile Solutions:
1. Click System, click Configuration, navigate to the NAMES section, and then set
SYSHHTV3CLIENT to T.
2. Click System, click Users, and then click the Rights tab.
3. In the Module Group section, navigate to and select Mobile Solutions under
Master Data, and then select Right for the Mobile Solutions 2010 Client.
In the Module Group section, navigate to and select Mobile Solutions 2010.

Click the Login Name field, select a user, select Right for each Mobile Solutions
functionality the user should be able to perform, and then click Save. Repeat this
step for each user that you want to set or change Mobile Solutions permissions.

-inix]
Fle Edit System Help
4|

Ole(E| | 2| (5 x| x| 2 || %] £]

‘ Login Name |admin

Active

User Rights |Itemgroup Asswgnmentl Recipe Group Assignmenll Authorization Settingsl Dverviewl

Set Rights | Cancel Rights | Copy Rights To
todule Group ;I kodule/Function Dep. Right Ex=planation )
> INVEMTORY Il Thiz iz just & rights group header. Mo rights ca
tdenu Flanning Inventany Il Allowes Access to the buttons Import D ata, Sel

Dielete Device

Allowes User b delste the Device

Right
r
v
> Production Planning Inventory Barcode Assignment v — Allows to assign new barcodes in the HHT ap
» Food Planning Inwentary Configuration = - Allawss access to the button Configuration in t
» Menu PlandS ales Plan Assortments - -
» TRANSACTIONS - - Thiz is just a rights group header. Mo rights ca
Sales Order Processing [SOF] Purchasze Orders 2 - Allows access to the button Purchase Order.
Purchasze Oider Barcode Assighmel ™2 - Allows to assign new barcodes in the HHT ap
Result Receivings 2 - Allows Access to the button Receivings.
Receivings Barcode Assignment W - Allows to assign new barcodes in the HHT ap
I aster D ata Transfers I Il Allows Access to the button Transher,
> hobile S olutions Transfers Barcode Assignment I Il Allows to azsign new barcodes in the HHT ap
Tranzactions Configuration I~ Il Allows access to the button Configuration in th
System Il Il
> MOBILE DEVICE MAMNAGEMEN Il Il Thiz is just & rights group header. Mo rights ca
Open Module v — Allows User to access the Mobile Device Mar
‘wieh System Edit Device Name and Location = - Allaves User to change the Device Name and
o r
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Installing Materials Control Mobile Solutions 2010

Follow these instructions to install Materials Control Mobile Solutions on a hand-held
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terminal.
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Connect your device to the PC. Make sure Microsoft Windows Sync Center (for
Microsoft Windows 10) or Microsoft Windows Mobile Device Center (for
Microsoft Windows 7) shows a connection to the device.

Download and extract the date_HMC_MobileSolutionSetup_version
archive to a temporary folder on the PC.

Double-click SETUP . EXE, wait for the installation wizard to finish preparing the
files, and then click Next.

Enter your name, your organization name, and then click Next.

Select the Complete setup type, and then click Next.

Fill out the Mobile Solutions Parameter form, and then click Next:
a. Enter the URL for the mobile web service.

Enter a time-out for verifying the status of the service. By default, enter
1000.

c. Enter a time-out for scanning operations. By default, enter 10.
d. Select No auto-start as the auto-start option.

Click Install and allow the installation wizard to begin installation components
on the connected devices.

Register the device in Mobile Device Management.

Adding Devices for Mobile Solutions 2010

Follow these instructions to add hand-held terminals to the Mobile Solutions 2010
deployment:

1.

3.

Connect your device to the PC. Make sure Microsoft Windows Sync Center (for
Microsoft Windows 10) or Microsoft Windows Mobile Device Center (for
Microsoft Windows 7) shows a connection to the workstation or device.

Using the mobile sync application, install the following applications to your
device:

a. Oracle Hospitality Materials Control Mobile Solutions
b. Microsoft NET CF 3.5

Microsoft .NET CF 3.5 EN-String Resource

d. SQLServerCompact 3.5 Core

e. Symbol Managed Class Libraries

]

When prompted with the Application Downloading Complete dialog box,
confirm the installation on the device, and then click OK.

Application Downloading Compl u

Please check your mobile device screen to see if additional steps are necessary to
complete this installation,

4. Register the device in Mobile Device Management.
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Registering Devices in Mobile Device Management

1. In Materials Control, click Master Data from the menu, and then click Mobile
Device Management.

2. Enter the device name in the Device Name field. You can typically find the name
of your device in the About settings of the device.

3. On the Edit Device tab:
a. Enter the location or cost center of the device in Location.
b. Do not click Reset.

Select Mobile Inventory to enable the device to do stock counts.

Q. 0N

Select Mobile Transactions to enable the device to do purchase orders,
receivings, transfers, and issue requests.

4. On the Assigned Cost Centers tab, assign or remove the cost centers and stores
to the device. The assignment follows the company structure of the selected root
location.

5. Click Save.

Starting the Mobile Solutions Client

1. In Materials Control, click Master Data from the menu, and then click Mobile
Solutions.

2. Enter the device name in the Register Device dialog box, and then click Register
Device.

On the Master Data Synchronization tab, click Synchronize Now.

4. 1f Mobile Solutions shows the following error message, re-connect the device to
the Microsoft Windows mobile sync application.

Device disconnected x|

[} Device is disconnecked!
. Please re-connect device o complete operation.

Setting Up Zebra MC40 for Mobile Solutions 2010

Using the Zebra MC40

The Zebra MC40 User Guide contains information and instructions for using, configuring,
and troubleshooting the Zebra MC40 device. The User Guide is located in the Support
section of the Zebra website.

Incompatible Components

The installation wizard shows incompatibility warning messages when installing the
following components on the Zebra MC40:

e Microsoft Windows .NET Compact Framework 3.5

e  Microsoft SQL Server Compact 3.5

e Symbol Managed Class Libraries
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e  Oracle Hospitality Materials Control Mobile Solutions
You must follow these instructions to install the components correctly:

1. When the PC shows the Unsupported Device Type message, click OK to
confirm that the device is not supported.

Click OK on the Add/Removal Programs screen.

For Symbol Managed Class Libraries, the installation wizard checks for existing
installations. Click OK to proceed with the re-install/upgrade.

4. For each incompatible component, do not immediately click OK when prompted
with the Application Downloading Complete dialog box.

Please check your mobile device screen to see if additional steps are necessary to
complete this installation.

5. Check the device for the message: The program is not compatible with
the operating system and, therefore, may not run on this
device. Do you want to continue installation?

6. Click Yes on the device, and then allow the component to install.
For Symbol Managed Class Libraries, click OK to proceed with the re-
install/upgrade.

7. You can now click OK on the dialog box on the PC.

Setting the Screen Resolution

Set the Zebra M(C40 to a screen resolution that supports Materials Control.

1. In Microsoft Windows Compact Edition 7, navigate to the Control Panel, and
then click Screen Resolution.

2. Set the Screen Resolution to WQVGA (240 x 400 pixels).
Select Keep settings after Cold Boot.
4. Click OK, and then click Yes to warm boot the device.

Disabling Automatic Screen Orientation
The Mobile Client cannot dynamically re-size when the orientation changes. Therefore,
auto orientation should be turned off in the device.

1. Click Start, click Settings, click Control Panel, and then click IST Settings.

2. Deselect Auto Orientation, and then click OK.

Changing the Battery

When changing the battery for your Zebra MC40, use the following instructions to avoid
resetting the device and needing to reinstall Mobile Solutions:

1. Press the power button.
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2. Click Safe Battery Swap.
3. Let the device shut down, and then change the battery.
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Activating the Bar Code Scanner

On the Zebra MC40, search for the DataWedge application and verify that the scanner is
activated.

Settings o oz 230 (D

“F ‘atus:Ready

Runmng - Yes ()
tart/stop DataWedge process

Basic configuration >

Profied with basic scanner

Advance configuration |,
Multiple profiles & capture methods

E|A

Materials Control Mobile Solutions 2010
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6 RSA Access Rights

Follow these instructions to ensure that users have sufficient rights to access the RSA
container.

1. Open SecureConfig.exe.

2. Right-click the Materials Control container, and then click Show key-file
properties.
3. Click the Security tab, click Edit, click Add, and then click Advanced.
Erter the object names to select (sxamples):

| Check Names

=

Cancel

4. On the Select Users or Groups page, click Find Now, select the Authenticated
Users group, and then click OK twice.

5. Click Authenticated Users, and then select Read & Execute, Read, and Write.

Pemnissions for Authenticated
IUsers Allow Deny
Full control O g =
Modfy | O
Read & execute ]
Read [l
Wiite D "]
Cocel | | o0

6. Click Apply, click OK, and then close the SecureConfig tool.
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7 Uninstalling Materials Control

Follow these instructions to uninstall Materials Control and all of its components.

Materials Control Main Client Application

1. In Microsoft Windows, click Start, click Control Panel, and then click Programs
and Features.

2. Select Materials Control, make note of the installation path, and then click
Uninstall.

Follow the instructions to uninstall the Materials Control application.

4. Inafile explorer, navigate to and delete INSTALLATION_DIR\Materials
Control\

Component Applications
In a file explorer, navigate to and delete the following folders:
e MCweb: ROOT :\inetpub\wwwroot\MCweb\
e Mobile Web Service: ROOT : \inetpub\wwwroot\Mobi leWebService\
e POS Web Service: ROOT : \inetpub\wwwroot\POSWebService\
e MobileAuthWebService: ROOT :\inetpub\wwwroot\Mobi leWebService\
e Nutrientlmport: ROOT:\Program Files (x86)\Nutrientimport\
e SecureConfig: ROOT\Program Files (x86)\SecureConfig\

Mobile Solutions 2010

Follow these instructions to remove the legacy version of the Mobile Solutions client.
1. Place the device in cradle, and then connect it to the PC using a USB.

2. In the Microsoft Windows Mobile Device Center, click Programs and Services,
and then click Add/Remove Programs.

3. Clear the selection of the following;:
e Oracle Hospitality Materials Control Mobile
e Oracle Hospitality Update Materials Control Mobile
e SQLServerCompact

4. Click OK.

Materials Control Database

Drop the Materials Control database user and the database schema to remove the
Materials Control database.
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