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1.1

1.2

1. Preface

This document contains notes and installation steps needed to install and Configure Oracle
Bl Publisher. Oracle Financial Services Lending and Leasing relies on this software to
configure reports and this document is in no way meant to replace Oracle documentation
supplied with this Oracle product or available via Oracle technical support. The purpose of this
document is only meant to supplement the Oracle documentation and to provide Oracle
Financial Services Lending and Leasing specific installation instructions.

For recommendations on security configuration, refer Security Configuration Guide.

Bl Publisher installation consists of the following steps.

e |Installing Bl Publisher

e Configuring Bl Publisher

e Creating Bl Publisher Datasource

e Importing Reports to Bl Publisher Server
e Configure MDB Mail Server

Prerequisites

The following software are required to install Oracle Financial Services Lending and Leasing
application and they are available from the following sources:

e Oracle Software Delivery Cloud (http://edelivery.oracle.com/)
e Oracle Technology Network (OTN)

1. JDK Version 1.8.0_144 or above (http://www.oracle.com/technetwork/java/javase/
downloads/index.html)

2. Oracle WebLogic Server 12¢ Version 12.2.1.3.0
http://www.oracle.com/technetwork/middleware/weblogic/downloads/wls-main-
097127 .html)

3. Oracle Bl Publisher Version Bl 12.2.1.3.0
http://www.oracle.com/technetwork/middleware/bi-publisher/downloads/index.html

Note

Please use all 64-bit software’s for machine hosted with 64-bit O/S.

Audience

This document is intended for system administrators or application developers who are
installing Oracle Financial Services Lending and Leasing Application.

Conventions Used

Term Refers to

Home Directory/ Oracle Financial Services Lending and Leasing Home
$OFSLL_HOME | Directory
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2. Installing Bl Publisher

2.1 Installing Bl Publisher

Follow the below steps to install Bl publisher:

1.

2. Navigate to bin file

Download and unzip all the software related to OBIEE (2 zip files).
— fmw_12.2.1.3.0_bi_linux64_Disk1_10f2.zip
— fmw_12.2.1.3.0_bi_linux64_Disk1_20f2.zip

3. Run ./bi_platform-12.2.1.3.0_linux64.bin

4. The following window is displayed.

E Oracle Business Intelligence 12c - Step 1 of 8

- €~~~ ——€—E

Welcome

Welcome

Auto Updates
Installation Location
Installation Type
Prerequisite Checks

Installation Summary

Installation Progress

Help

= | B ||
ORACLE -
FUSION MIDDLEWARE

‘Welcome to Oracle Business Intelligence 12c (12.2.1.3.0) Installer.

At any time during the installation, you can viewthe Belease Motes for additional infarmation.
Context sensitive help is available at any time by selecting Help.

Copyright ® 1999, 2017, Oracle and/or its affiliates. All rights reserved.

MNext = Cancel

5. Click ‘Next’. The following window is displayed.

21 ORACLE



6. Select the option ‘Skip Software Updates’.

p- —
E Oracle Business Intelligence 12¢ - Step 2 of

ORACLE
|| Auto Updates e i i
FUSION MIDDLEWARE
\.l.; Welcome :
[\,J;I] Pr—— (2 Skip Auto Updates
T |
| | I.-'-.I L
¢ Installation Location | Select patches from directary
i
uTa Installation Type Location: Erowse
~‘|“ Prerequisite Checks ! Search My Oracle Support for Updates
|
T Installation Summary e I
w/ Installation Progress
T Password:
« Installation Complete 3 d i)
Proxy Settings Test Connection
Search

| Help | < Back | . Einish | Cancel

7. Click ‘Next’. The following window is displayed.
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8. Browse Oracle Middleware Home path (for example /u01/Middleware/
Weblogic12cHome) and click ‘Next'.

-
[5] Oracle Business Intelligence 12¢ - Step 3 of Q@E

Installation Location _ORACLE £
FUSION MIDDLEWARE

Welcome

* Oracle Home:
Auto Updates

fudl/Middleware /Weblogicl2cHome

L S e e

| Installation Location

Feature Sets Installed At Selected Oracle Home: | View |
Installation Type

Prerequisite Checks
Installation Summary
Installation Progress

Installation Complete

installation.

This page only shows Feature Sets installed at the selected Oracle Home.
It does not show Feature Sets installed anywhere else.

Help < Back | Einish
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9. Select the option ‘Bl Platform Distribution with Samples’ and click ‘Next'.

For ™

Installation Type ORACLE’ ¢
FUSION MIDDLEWARE

Welcome

El Platform Distribution
Auto Updates

Installation Location

El Platform Distribution with Samples

€66 O ¢

Installation Type

Prerequisite Checks = bi_platform 12.2.1.3.0
= Bl Platform
El Platform Suite Configuration 12.2.1.3.0
El Enterprise Edition 12.2.1.3.0
Installation Complete Bl Publisher 12.2.1.3.0
Bl Essbase 12.2.1.3.0
BIEPM 12.2.1.3.0
Bl Platform Core 12.2.1.3.0
Bl Platform Schema 12.2.1.3.0
El Platform Samples 12.2.1.3.0

Installation Summary

Installation Progress

| Help | < Back Cancel

10. The following window is displayed. Click ‘Next’.

e ™
[S] Oracle Business Intelligence 12¢ - Step 5 of 8 bl_u

Prerequisite Checks ORACLE ?
FUSION MIDDLEWARE
Welcome :
Auto Updates 100% |

Installation Location

Checking operating system certification
Installation Type

Checking recommended operating system packages

c-—C—€l@ee—e e«

Prerequisite Checks

Checking kernel parameters
Installation Summary
Checking Recommended glibc version
Installation Progress
Checking physical memory
Installation Complete

£44¢4%

Checking Java version used to launch the installer

ViewSuccessfuIIasks WiewLog |

4 Checking kernel param eters
4# Checking Recommended glibc version

Help = Back Cancel

—|«[7] [»
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11. The following window is displayed. Click ‘Install’.

For ™

Installation Summary ORACLE 7‘
FUSION MIDDLEWARE g

[z Feature Sets to Install
El Platform Suite Configuration 12.2.1.3.0
El Enterprise Edition 12.2.1.3.0
Bl Publisher 12.2.1.3.0
Bl Essbase 12.2.1.3.0
BIEPM 12.2.1.3.0
Bl Platform Core 12.2.1.3.0
El Platform Schema 12.2.1.3.0
El Platform Samples 12.2.1.3.0

Installation Progress

S Ui [camis, + B Install bi_platform
\1|.a Auto Updates = Installation Location
| | iatien e . Oracle Home Location: full/Middleware /Weblogicl2cHome
14 t t
T REsla et Log File Location: ftmp/Oralnstall2017-09-12_10-50-41AM/install2017-09-12_10-50-41A
¥ Installation Type M.log
| P T = Disk Space
q 14 . -
s S aE Required: 7469 MB
i;?;i Installation Summary Available: 56227 MB
I
¥
I

Installation Complete

Save Respaonse File

Select Install to accept the above options and start the installation.

To change the above options before starting the installation, select the option to change in the left pane or
use the Back button.

| Hep |  <Back

Install || Cancel

12. The following window is displayed. Click ‘Next'.

Installation Progress OR—ACLE
FUSION MIDDLEWARE
Welcome

Auto Updates

Installation Location

Prepare
Installation Type
Copy
Prerequisite Checks
Cenerating Libraries

v
I
v
I
1
v Installation Summary

Performing String Substitutions
e/ Installation Progress

Linking
Installation Complete
Setup

Saving the inventory

£44¢44¢4¢¢

Paost install scripts

View Messages E!!iewSuccessfulTasks | ViewLog

Applications

Driving Profitable Growth

| Mext> | | Finish |
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13. Once the installation is complete click ‘Finish’ to close.

[=] Oracle Business Intellige

Installation Complete

Welcome

Auto Updates
Installation Location
Installation Type
Prerequisite Checks
Installation Summary

Installation Progress

9
I ! ]
!
at
I
!
!
!
-
L
@

Installation Complete

ORACLE’
FUSION MIDDLEWARE

= Install bi_platform
= Installation Location
Oracle Home Location: fudl/Middleware /Weblogicl2cHome

Log File Location: /ftmp/Oralnstall2017-09-12_10-50-41AM/install2017-09-12_10-50-41A

M.log
[z Feature Sets Installed Successfully
El Platform Suwite Configuration 12.2.1.3.0
El Enterprise Edition 12.2.1.3.0
Bl Publisher 12.2.1.3.0
Bl Essbase 12.2.1.3.0
BIEPM 12.2.1.3.0
El Platform Core 12.2.1.3.0
El Platform Schema 12.2.1.3.0
El Platform Samples 12.2.1.3.0

bi_platform installation completed successfully
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3. Configuring Bl Publisher

After installing Bl Publisher, the next step is to configure BIP.

To configure BIP

1. Launch configuration window and browse to $BI_HOME/bin (for example, BI_ HOME is /
u01/Middleware/Weblogic12cHome/bi).

2. Run ./config.sh. The following window is displayed.

,

E Oracle Business Intelligence 12c Configuration Assistant - Step 1 of 9 | S B] & EI X

Welcome ORACLE @i
FUSION MIDDLEWARE

-.I_.' Welcome
|

Welcome to Oracle Business Intelligence 12c 12.2.1.3.0 Configuration.

Prerequisite Checks

‘fou are about to configure the components contained in Oracle Business Intelligence
Enterprise Edition. At any time during the configuration, you can viewthe Release Motes and
Quick Tour for additional information. Context-sensitive help is available by clicking Help.

Define New Domain

Port Management For more information, refer to the Oracle Business Intelligence configuration section in the
Cracle Fusion Middleware Installation Guide for Oracle Business Intelligence.

Initial Application

Summary

M
v
+ Database Details
y
v
¥

Components to include

Essbase
Business Intelligence Enterprise Edition
«| Business Intelligence Publisher

Help Mext = Cancel
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3. Select the option ‘Business Intelligence Publisher’ and Click ‘Next'.

[=] Oracle Business Intelligence 12¢

Prerequisite Checks

Welcome
\TJ

R 3
b Prerequisite Checks
|

Define Mew Domain

Database Details

Part Management
Initial Application
Summary

Configuration Progress

L e e e €

Configuration Complete

[ ten |

4. Click ‘Next’. The following window is displayed.

] Oracle Business Intelligence 12c

Define New Domain

Welcome
\T’ LLLLS RS

| L
Frerequisite Lhecks
A Prerequisite Checks

T
-\?.f- Define New Domain

|
Database Details
o

+ Port Management
+ Initial Application
+ Summary

; Configuration Progress
1 Configuration Com plete

Help

ORACLE’
FUSION MIDDLEWARE

100%

Checking operating system certification

Checking recommended operating system packages
Checking kernel parameters

Checking Recommended glibc version

Checking physical memaory

£44¢4¢4 ¢

Checking Javaversion used to launch the installer

n used to launch the installer

g javav

p | | Berun [w] View Successful Tasks Viewl:og i
& % Checking kernel parameters IA
% % Checking Recommended glibc version
I
L

¥ Checking physical memaory \\

Cancel |

E=RFEEC

ORACLE’
FUSION MIDDLEWARE

The domain is the basic unit of WebLogic administration. All Bl components reside in ane
domain. The domain needs a place to store files, and initial administrator credentials.

The domain files include configuration files, log files, and data files.

The credentials define the initial administrator account. For security reasons no other default
accounts are created. Use this initial account to create inidvidual accounts for your users.

Location of new domain

Domains Directory |,fuUl,fMiddleware,fweblogiclchome,fuser_projects,fdmi| Erowse |

Domain Mame |bi |

Domain Home |,fu01fMiddleware,fweblogiclchom efuser_projects/domains/bi |

Credentials for new domain

T x
Username |web|og|c |

Password |ouoou. |

Confirm Password |uooou. |

Cancel
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5. Enter the User Name, Password and Domain Name for Bl Publisher domain. Click ‘Next’.
The following window is displayed.

P
E Oracle Business Intelli

12¢ Configuration Assistant - Step 4 EIL
ORACLE
Database Schema e
FUSION MIDDLEWARE

¥ Welcome :

| Database schemas are required for storage of internal housekeeping information. These

A Prerequisite Checks schemas are distinct from any data sources which you plan to analyse in Bl

» Define New Domain The simplest option is to create new database schemas here. Alternatively you can use existing
b e i schemas you created earlier using the Repository Creation utility (RCU). Using RCU in advance
"\..’-__Datahase Dial!s ] gives you aditional options, such as choosing tablespaces. RCU is available in directory

;T; Port Management full/Middleware/Weblogicl2cHomeforacle_common/bin.

|

w Initial Application (#) Create newschemas

|

¢ Summary Schema prefix [OFSLL |

I
T Configuration Progress
I

Schema password |ouu |
' Configuration Complete

Confirm schema password |oo - |

Database type Oracle Database ':

Username |sys |

Password |ouu. |

Simple connect string |ofs||.in.orac|e.com:1521:ORCL |

{1 Use existing schemas

[ Help

| F < Back

Next > ! Finist | cancel |

6. Select the option ‘Create New Schema’ and specify the Schema prefix, Schema
password, database type, user name, password, simple connect string.
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7. Click ‘Next’. The following window is displayed.

E Oracle Business Intelligence
| Port Range

T Welcome
Prerequisite Checks

=

Define Mew Domain

Database Details

Port Management

Initial Application
Summary

Configuration Progress

i
i
il
¢
|
!
L2
I
U
4

Configuration Complete

ORACLE’
FUSION MIDDLEWARE

Choose the port range for Bl and WLS processes to use,

Port Range

Port Range Starting Port |?500 |

Part Range End Port [7999 |

Initial Application

T Welcome
Prerequisite Checks

T

L Define Mew Domain

|
Database Details

Port Management

Initial Application

Summary
Configuration Progress

Configuration Complete

< Back

ORACLE’
FUSION MIDDLEWARE

Choose the application that will be installed into your inital service instance. This can be the
default sample application, an application archive exported from another Bl installation or you

can choose to start with a clean slate.
a Oracle sample application {(SampleAppLite)
| Your own existing Bl Application from export bundle {jar file)

() Clean Slate {no predefined application)

Cancel
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9. Click ‘Next’. The following window is displayed.

(=] Oracle Business Intelligence

Summary

Welcome
\TJ

|
i /T\ Prerequisite Checks

Define Mew Domain
Database Details
Port Management
Initial Application

el Summary

Configuration Progress

Configuration Com plete

FUSION MIDDLEWARE

= Configure
= Configuration
= Components
EIP
= Domain
El Domain Name: bi
Domains Directory: full/Middleware /Weblogicl2cHome fuser_praojects/domains
Admin server (HTTP port 7500, HTTPS 7501, internal 7504)
Managed server (HTTP port 7502, HTTPS 7503, internal 7505)
= Database
= Mewschemas
Database type: ORACLE
Connect string: ofsll.in.oracle.com:1521:0RCL
Mew RCU prefix: OFSLL
= Port Management
= Port range
Port range start: 7500
Port range end: 7999
= Application
SampleApplLite
Service Instance Key: ssi
Service Instance Limit: 1
= Entry points

Save Response File:  Save

Click Save to generate a response file used for silent installation.

Configure

10. Click ‘Configure’. The following window is displayed.

Ii-D Oracle Business Intelligence 12¢ Cor i

Configuration Progress

Welcome

Prerequisite Checks

S
s

Define New Domain

Database Details

e W

Port Management
Initial Application

Summary

Configuration Frogress

€—HEHC——C——

Configuration Complete

Help

ORACLE
FUSION MIDDLEWARE

Configuration Tools

Mame Progress

v| « Bl Configuration 100%

[ Create default domains dir o Success

----- [ Create schemas using RCU 7 Success

----- & Create expanded domain 7 Success

----- [ Bl Publisher (BIF) o Success

----- [ Complete domain 7 Success

----- & Store port range o Success

----- [& Add default service instance & Success

----- [ SampleApplLite o Success

----- [ Store JMS credential &/ Success
@[ | « Bl Startup 100%
B[ | « BlEpilogue 100%

< HEE | [

Configuration Log Location: fhome foracle/app/oralnventory flogs/finstall2017-09-12_07-18-16PM.log

# + Bl Configuration
+ Bl Startup
+ Bl Epilogue

3-5

Cancel

ORACLE



3.1

11. Click ‘Next’. The following window is displayed

Configuration Complete

Welcome

e

Prerequisite Checks

3

Define New Domain

Database Details

Port Management
Initial Application
Summary

Configuration Progress

A —— —— —— —— —— —

Configuration Complete

@

ORACLE
FUSION MIDDLEWARE

Domains Directory: full/Middleware /Weblogicl2cHome fuser_projects/domains
Admin server (HTTP port 7500, HTTPS 7501, internal 7504)
Managed server (HTTP port 7502, HTTPS 7503, internal 7505)
= Database
= Mewschemas
Database type: ORACLE
Connect string: ofsllin.oracle.com:1521:0RCL
Mew RCU prefix: OFSLL
= Port Management
= Port range
Port range start: 7500
Port range end: 7999
= Application
SampleAppLite
Service Instance Key: ssi
Service Instance Limit: 1
= Entry points
= WeblLogic Consale
http:/fofsllin.oracle.com:7500/console
= Fusion Middleware Control
http:ffofsllin.oracle.com:7500/em
= Bl Publisher
http:/fofsllin.oracle.com:7502/xmipserver

-
E Oracle Business Intelligence 12c Conﬁauration Assistant - 5f

G

Save this page: ' Save

Help

Click Save to generate afile containing the summary details.

= Back I Einish |

12. Click ‘Save’ and save the Response File.

13. Click ‘Finish’. The application will create a new domain for Bl Publisher with the details as
highlighted in the above screen.

Verifying Successful BIP Deployment

Successful BIP deployment can be verified by Launching the BIP URL http://hostname:7502/

xmlpserver.
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4. Creating Bl Publisher Datasource

To create Bl Publisher Datasource, do the following:

— On BI Publisher Domain, create Data Source with JNDI as ‘jdbc/ofslIbipdb’ and
select the Database Driver as ‘Oracle's Driver(Thin) for Instance connections;
Versions:Any’.

— Target the datasources to ‘bi_server1’

1. Access the weblogic console URL using http://hostname:<adminserver_port>/console.
ORACLE' WebLogie Server Administration Console 12¢ 0000 ©]

Change Center @ Home Log Out Preferences. Heb Q Welcome, weblogic | Connected to: bi

View changes and restarts

Clck the Lock & citbutton to modify, add o
delee tems i this domain.

ated. Nores

LockaEdt ‘Summary of JDBC Data Sources

Release Configuration Configuration | Monitorng

BC DL e IDBC connect o1

New~ | [Dekete Showing 10 80f Previous | Next

HowdoLL.

mds-owsm

cinds]
dbc/ofbipd

dbc/AudthppendDatasource
doc/AudtienDatasour

doc/opssDatasource
sdbcpiiLsschemaDatasource

Shoving 1t080f8 Previous | Next

2. Launch http://hostname:port/xmipserver. The following window is displayed.

ORACLE' BIPublisher Enterprise

sign In

Englsh (United States) v
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3. Login using the same credentials used for ‘WebLogic administration’ console login. The
following window is displayed.

ORACLE" 8! Publisher Enterprise Search Al O, Administration  Help v SionOut
Home Home Catalog New v Open v SignedinAs  weblogic ¥
Create... Recent
Report Reports
Others
ReportJob

Favorites Manage

Data Model

More +

Browse/Manage...
@ Catalog Folders
Report Jobs
@ Report Job History

4. Click ‘Administration’ in the header section. The following window is displayed.

ORACLE' B Publisher Enterprise Search Al v q Admm\@tratmn Hep v SignOut

Home Home Catalog New v Open v SignednAs  weblogic ¥
Create... Recent
Rl Reports
Others
ReportJcb

Favorites anage

Data Model
Hore v

Browse/Manage...

in Catalog Foldes
ReportJobs
[ ReportJob History

5. Click ‘JNDI Connection’.

ORACLE' Bl Publisher Enterprise Search O, Administration ~ Help v Sign Out
Administration Home Catalog New v Open v SignedinAs  weblogic ¥

Data Sources System Maintenance

JDBC Connection Server Configuration

JNDI Conpection Scheduler Configuration

File Scheduler Diagnostics

LDAP Connection Report Viewer Configuration

OLAP Connection Manage Cache

Web Service Connection Manage Job Diagnosics Log

HTTP Connection
Content Server

Security Center Runtime Configuration
Security Gonfiguration Properties

Rol2s and Permissions Font Mappings

Digtal Signature Gurrency Formats
Delivery Integration

Delvery Configuration Oracle Bl Presentation Senvices
Prirter

Fax

Email

WedDAY

HTTP

FTF

Content Server

CUPS Server
Document Cloud Senices
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4.1

6. The following window is displayed.

ORACLE" b1 publisher Enterprise
Administration

INDI > Add Data Source

Security

7. Add the following details:
e Specify Data Source Name as ‘FLLReportsPool’ and JNDI Name as ‘jdbc/ofslIbipdb’.

Cataiog

. Administration  Hep v SgnOut
New ~ Open v SignedInAs  weblogic +

e

Apply | cancel

[ aeely )

e Under ‘Security’ section, select ‘Bl Author Role’ and ‘Bl Consumer Role’ from Available
Roles and assign them as Allowed Roles.

Note

If “Bl Author” and “Bl Consumer” roles are not displayed in the ‘Available Roles’ section,
you need to create the roles as explained in following ‘Creating Roles’ section.

8. Click ‘Apply’.

Creating Roles

The following section details the steps to be followed to create “Bl Author” and “Bl Consumer”
roles which are used to define security roles while creating Data Source on Bl Publisher

Domain.

To create WebLogic Application Role

1. Login to Enterprise Manager using the URL - http://hostname:port/em.

2. Select Weblogic Domain > Security > Application Roles as indicated in the following

screen.
=
olnf[ Home
Cerl  |onitoring
erye  Diagnostics
Contral
‘ ioge
Environment
——  Deplayments

Clust  JDBC Data Sources
Messaging

q Cross Component Wiring
Web Senices
Other Senvices

Dapl¢ Administration

Refresh WebLagic Domain
Security

JNDI Browser
System WBean Browser
Doma —_—
WebLogic Server Administration Gonsole

Target Sitemap

, | You own the edit session lock. To obtain the lock, elick "Lock and Edit" in the Change Center menu.

»

n Server
»

»

3

radmin)

Name AdminSever
Host ofsll.in.oracle.com

Listen Port 9600

Contol v 7

Status  Cluster

+

4 bicuster

Columns Hidden 34

4-3

Mach State

m

Running

Running

Sep 29, 2017 5:33:3 AMEDT 4)

=

= Hee

P's CPU Usage (%) Usag
o

(i

96( 0.00 7553

96( 0.00 336¢

Servers 20of2
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3. Inthe Application Stripe field, select ‘obi’ from the drop-down list. The option
‘BlServiceAdministrator’ is added by default. Click ‘Create’.

Application Roles

‘Application roles are the roles used by s ecurity aware applications that are specificto the application. These roles are seeded by applications in single global policy store when the applications are registered. These are also application roles that are created in the context of end users
application
To manage users and groups in the WebLogic Domain, use the Oracle Webl ogic Server Security Provider

b Policy Store Provider
4 search

Select an application and enter a search keyword for the role name to search for roles defined by this application. Use the application stripe to search ifthe application uses 3 stipe that is different from the application name.
Appicaton o on Ei
Role Name  Starts With B »
viewvy |l Cm‘hem [ CreateLike.. ¢ Edit. 3¢ Delete.. =4
Ed

Role Name.

Display Name. Description

BiSeniceAdministrator Bl Senvice Administrator This role confers privleges required to administer 3 senice instance
4 ip for BlServi
Principal Display Name. Type Description
weblogic weblogic User

‘This user s the default administrator

4. Specify the following details:
— Role Name
— Display Name
— Description

Create Application Role

0K Cancel
Role (or Enterprise Role) s the aroup of users designed athe enterprise level and typically used to assign a privilege or permission. A role can also contain ofher roles as members
General

Application Stripe  obi

* Role Name  BIConsumer
Display Name  BIConsumer

Description  The base-level role that grants the user access
to exsting analyses, dashboards and agents,
allows them to run or schedule existing BI
Publisher reports, butnot create any new ones.

Members

‘An application role may need to be mapped to users or groups defined i enterprise LDAP server, or the role can be mappedto other application roles.

view v [ pao Delete. Detach
Name Display Name. Type
No groups or application foles added.

5. Click ‘Add’ to add the application role to the members family. The same can later be

mapped to required Users or Groups defined in Enterprise LDAP server, or the role can
be mapped to other application roles.

Add Principal

Speciy criteria o search and selectthe application foles that you want to grant permissions to.
4 search

Type User v
Principal Name  Starts With v

Display Name _ Starts With v »
Searched Principals

Display Name Description
LCMUser This

bLogic Server Li nfiguration updates.
OracleSystemUser Oracle application software system user.

weblogic | This useris the default aoministrator.

4 Advanced Option

() Checkto enter principal name here instead of searching from above.

&K Cancel
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6. Add the Weblogic User by selecting “weblogic” in the ‘Searched Principals’ section and
click ‘OK’. The Weblogic User is added to the application role.

Create Application Role o& Cancel

an a privilege or permission. A role can also contain ofher roles as members

Role (or Enterprise Role) s the group of users designed at the enterprise level and typically used to

General
Application Stripe  obi
* Role Name  BIConsumer
Display Name  BIConsumer
Description  The base-level role that grants the user access to
existing analyses, dashboards and agents, allows ™
themto run or schedule existing BI Publisher 4
Members

0 applicaton ole may neeci o be mappect o Usersor G0upS defned i enterprise LDAR server orhe ole can be mapped 0 oner appaton roles.
View 4 Add = Detach

Name Display Name

weblogic

7. Click ‘OK’. The new role is added to the list of application roles.

Application Roles

Application roles are the roles used by security aware applications that are specificto the application. These roles are seeded by applications in single global policy store when the applications are registered. These are also application roles that are created in the context of end users accessing the
appiication.

@ To manage users and groups in the WebLogic Domain, use the Oracle Webl oqic Server Security Provider

b Policy Store Provider
4 search
Select an application and enter a search keyword forthe fole name to search for foles defined by thil\application. Use the application stripe to search ifthe application uses a stripe thatis diferent rom the application narme.

[

Application Stripe b

Role Name ~ Starts With B »
Viewv i Create.. K Createlike.. 4 Edit. 3 Delete. & Detach
Role Name Display Name Description
BiSeniceAdministator 81 Senice Administrator This fole confers prileges required fo administer a senice nstance.
BiConsumer BiConsumer The base-leve role that grants the user access to exsting analyses, dashboards and agents, allows them to un or schecule existing BI Publisher reports, butnotcreate any new ones.
4 ip for i ini
Principal Display Name Type
weblogic weblogic User This user s the default administrator

To Create WebLogic Application Policies

1. Login to Enterprise Manager using the URL - http://hostname:port/em.

2. Select Weblogic Domain > Security > Application Policies as indicated in the following
screen:
o e sz )

Home ]
Wonitoring >
Diagnostics >
Appli  Control >
Al Logs  fons that are specificto the application. These roles are seedsd by applications in single global policy store when the applications are registered. These are also application foles that are created in the contextof end users accessing the
applcati
@Toma  Envronment » & the Oracle Webl oaic Server Secuity Provider
P Polic

Deployments

4 seal  JDBC Data Sources

SOEA  occaging  Jame to search forroles defined by this application Use the applicaton strpe to search fthe applcation uses a stipe thatis diferent fom the application name.
Gross Componet g , B
Web Senices ] »
View y  Ofmer Senices X Delete. Detach
Administration >
Refresh WebLogic Domain
Rol .
Securt >
BISI I Sedi Realme fers privileges required to administer a senvice instance.
sc  SystemiiBean Browser Users and Groups e ole that orants the user access to eisting analyses, dashboards and agents, allows them to un or schedule existing BI Publisher reparts, butnotcreate any new anes.
@ WebLogic Serer Administration Console S——
Target Stemap Securty Provider Configuration
4 Mel

Target Information

Application Polces
Principar uispiay vame '

weblogic weblogic . shplicon Roles fault administrator

Keystore
System Policies

Audit Policy
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3. Inthe Application Stripe field, select ‘obi’ from the drop-down list. Click ‘Create’.

Application Policies

Application policies are the authorization policies that an application relies upon for controlling access to is resources.
To manage users and groups in the WebLogic Domain, use the Oracle Webl oqic Server Security Provider

P Policy Store Provider

4 search

Select an application and enter the search keyword for principals or permissions to query application security grants. Use the application stripe to search if the application uses a stripe that is different from the application name.
Application Stripe ot [

principalType_ Applicaton Role [~
principal Name Starts Wi [ »

Vewv @ CrealE. [ CreateLike.. /' Edit. X Delee..

Display Name. Description

4 Policies for BlServiceAdministrator

Permissions.
Resource Name Resource Type. Permission Actions Permission Class Permission Set
oracle bi publisher administerServer oracle bipublisherpermi. _all_

bip administrator

4. In ‘Create Application Grant’ screen, under the Grantee section, click ‘Add’

0K Cancel
For managing an application policy, select a particular grantee and attach a permission to it
Application Stripe ~obi
Grantee
‘Selectthe grantees (user, group or application role) you want o 3dd o the policy
Viewv | 4 MS Delete.
Name Display Name Type Description
No users or groups added.

! Detach

Permissions.

Selectrom permissions and resources used in tis application, Enter search critera o search for right permissions.
Viewv Al Ed Delete " Detach

Permi

n Class Resource Name.

No permissions added.

5. Select the newly created application role from the list and click ‘OK’. The new role is
added to the list.

Add Principal

Speciy citera to search and select the application foles that you want o grant permissions to.
A4 search

Type  Application Role B

Principal Name ~ Starts With B

Display Name  Starts With B
Searched Principals
View v x| Detach
Principal Display Name Description
anomymous-fole Anonymous Role

authenticated-role Authenticated Role

EComstmer R The base-level role that grants the user access to existing analyses, dashboards and agents, allows them
to run or schedule existing Bl Publisher reports, but not create any new ones.

BlSeniceAdministrator Bl Senvice Administrator  This role confers privileges required to administer a senvice instance.
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6. Inthe ‘Permissions’ section, click ‘Add’.

Create Application Grant

For managing an application policy, selecta paricular grantee and attach a permission to it
Application Stripe  obi

Grantee

Select the grantees (user. aroup or application role) you wantto add to the policy.

View v | 4 Add Delete.
Name Display Name Type Description
BIConsumer BIConsumer Application Role

Permissions

Selct ffom permissions and resources usedin tis ap
4 ada| /o

jon. Enter search criteria to search for right permissions.

View v Delete.
Permission Class

No permissions added.

0K Cancel

‘The base-level role that grants the ser access to existing analyses, dashboards and agents, allows them to run or schedule existing BI Publisher reports, but not create any new ones.

Re Permission

Resource Name ) Ao

Permission Set

7. Inthe search criteria, select ‘Resource Type’ and select the resource type from the drop-
down list. Select the required resource from the search results and click ‘Continue’.

Add Permission

x

Selectirom permissions and resources used in this application. Enter search criteria to search for ight permissions

4 search

© Permissions @ Resource Types

Resourca pe | rateiptenrpamicsn [

e

Search Results
Resource Name.

racle bi

Display Name.

racle bi

BIP Access Excel

OnlineRep... BIP Access Online

oracle bi publisher accessReportOut

BIP Access Report Output

racle bi

oracle.bi publishet developDatabodel

racle bi

BIP Develop Data Hodel

oracle bi publisher unReportonine

racle bi

BIP
BIP Run Report Online

BIP

@ TIP Continue to go to next step if you want to enter policy details.

Cotinue | Cancel

8. Define the required permission(s) for the application role by selecting the appropriate
Permission Class and Permissions Actions check box. Click ‘Select’.

Add Permission

4 customize

Permission
oracle.securityjps ResourcePermission
Class i

RESOUEE  ract i publisherpermission

Permission
Actions.

_all_

9. The selected permissions are defined to the application role. Similarly you can define the
required permissions for other application roles.

Create Application Grant
For managing an application policy, selecta particular grantee and attach a permission to it
Application Stripe  obi

Grantee

Selectthe grantees (user, group o applicatio

I&) you want to addo the policy.

View v 4 Add Delete. Detach
Name Display Name. Type Description
BIConsumer BIConsumer Application Role

Permissions

‘Selectfrom permissions and resources used in s application. Enter search criteia to search for right permissions.

Viewv [Fada| e Delete.
Permission Class

oracle securityps ResourcePermission
oracle securityps ResourcePermission

oracle securityps ResourcePermission

oK Cancel

The base-level role that grants the user access to existing analyses, dashboards and agents, allows them to run or schedule existing BI Publisher reports, but ot create any new ones.

Re Permission

Resource Name. Permission Set

Ty Actions
oracte bi publisher accessOnlineReportanalyzer ora_all_
oracle bi publisherrunReportOniine ora_all_
oracle bi publisher accessExcelReportanalyzer ora_all_
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10. Once done, click ‘OK’.

Application Policies

Application policies are the authorization policies that an application elies upon for controlling access to its resources.
@Tomay

To manage s ers and groups in the WebLogic Domain, use the

b Policy Store Provider

4 search

Oracle Weblogic Server Securty Provider

Select an application and enter the search keyword for principals or permissions to query application security grants. Use the application stripe to search ifthe application uses a stripe that is different from the application name.
opteaton e o B

e |

Principal Name  Starts With B »
Viewe @l Create.. [ Createlie..  Edt. 3¢ Delete.

Principal Display Name

Biconsumer

BiSeniceAdministrator

4 Policies for BIConsumer
Permissions

Resource Name

oracle bi publisherrunReportoniine

BiConsumer

BI Senvice Administrator

Resource Type Permission Actions

oracle bipublisherpermi . _all_
oracle.bi publisher.accessOnlineReportAnalyzer oracle bi publisherpermi_ _all_
oracle.bi publisher.accessExcelReportAnalyzer oracle bi publisherpermi . _all_

Permission Class

Permission Set

oracle security jps ResourcePermission
oracle security jps ResourcePermission

oracle security jps ResourcePermission
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5. Importing Reports to Bl Publisher Server

To import reports to Bl Publisher Server, do the following:

1. Copy and extract the OFSLLReports.zip file to local area. Assume you have extracted to
/home/oracle/app/OFSLLReports, then the zip file “oracle.xdrz” is extracted to /Thome/
oracle/app/OFSLLReports

2. Launch the Oracle Business Intelligence Publisher Application using http://
hostname:port/xmlipserver

3. Login with valid credentials.

ORACLE’ B8iPublisher Enterprise

Sign In

Please enter usermname and password
Userna e

Password

Accessibiity Mode |

Sign In

English (Unged States) "

4. Following window is displayed. Click on ‘Catalog Folders’ on the left pane.
ORACLE' &iPublisher Enlerprise Search Al -

Home

Create...

Report

Report Job

Data Model

More w

Browse/Manage...
@@ Catalog Folders
Report Jobs

© Report Job History

Home Calalog New
Recent
Reports
Others
Favorites manage

L, Administration Help = Sign Out ==

Open w Signed In As  weblogle ¥
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5. Click on ‘Shared Folders’ option and then click ‘Upload’.

Help v SignOut -

ORACLE ©iPublisher Enterprise  Search Al v ©,  Administration
Catalog Home Catalog New Opan v Signed InAs  weblogic ¥
v 4 5 2% Location /Shared Folders - o
Folders =_ Components LastModified 3:22/16 2:45 AM  Created By
I cgand More v

» Bm My Foiders

» BE Componenis

i Expand o Upload
Deleta Ec.-.-m'::-.:l

Cut
-1 Rename
Properies

[ Export XLIFF

§ Permissions

javascript:void(0)
6. The following window is displayed. Browse to the location where the oracle.xdrz file is
saved. Click the 'Overwrite Existing File' check box if you are overwriting an existing

directory.

Upload | Browse.. | No file selected.

e
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7. Click on ‘Upload’.

Upioad oracle.xdiz

‘Overwrite existing file ]

8. The following window is displayed.

Upload

Upload | prowse... | Mo file selected.

Overwrite existing file [

Waiting for 10.184.86.242...
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9. Once the upload is completed, click any folder to see the list of reports under the directory.
The following window is displayed.

ORACLE' &l Publisher Entarprise  Search Al - ©, Administration  Help v Sign Out ==+
Catalog Home Calalog New + Open v SignedinAs  weblogic ¥
v 1+ G Jg l! X =2 Location /Shared Folders'oracleflxmipreporis j e
I
Folders . corgen_em_100_01 LastModified 322/16 2:49 AM  Created By weblogic i
; E corgen_em_100_01
» B= My Folders Open Schedule Jobs JobHistory Edit More v

F
4 B thtargd Foidas objrpt_em_100_01 LastModified 32216 249 AM  Crealed By weblogic

» Bm Componenls % Batch Jobs Report
Open Schedule Jobs JobHislory Edit More w

4 [Im oracle
4 @m0 ., ocobnk_em_100_01 Last Modified 3/22/162:49 AM  Crealed By weblogic
) |=| ocobnk_em_100_01
4 B xmip Open Schedule Jobs JobHistory Edii More ¥ K

» B comespondence E
! ococol_em_100_01 Last Modified 3122116 249 AM  Created By weblogic

Tasks B ococol_em_100_01
Open Schedule Jobs JobHistory Edit More w
[im reports d
_ ococol_em_100_02 LastModified 3:22/16 2:49 AM  Created By weblogic
i Expand 2, Upload lé ococol_em_100_02
Open  Schedule Jobs JobHistory Edit More v
3 Delete &, Downioad
Lh Copy 3 cut ., ococol_em_100 03  LastModified 3/22/16 2:49 AM  Crealed By weblogic
£ ococol_sm_100_03
Paslz [y Rename Open Schedule Jobs JobHistory Edit More
Y panmesins: (WM Piopeties _ ococol_em_100.04  Last Modified 322/16 243 AM _ Created By weblogic
[ Export XLIFF E ococol_sm_100_04

Open Schedule Jobs JobHistory Edit More w

£]
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6. Configure MDB Mail Server

Refer to the following instructions to configure the MDB email server.

1. Launch the Oracle Business Intelligence (Bl) Publisher application (http://hostname:port/
xmlpserver). The following window is displayed.

DRACLE' El Publisher Enterprise

Sign In

Please enter username and password
Username

Password

Accessibiity Mode [_]

Sign In

English (United States) -

2. Login using the valid credentials. The following window is displayed.

ORACLE" Bl Publisher Enterprise  Search Al - O, Administation  Help v  Signout
Home Home Catalog New w Open v Signed InAs  weblogic v
Create... Recent
Report Reports
Others
Report Job

Favorites Manage

Data Model

More »

Browse/Manage...

=] Catalog Folders
Report Jobs
Report Job History
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3. Click 'Administration'. The following window is displayed.

ORACLE B Publisher Enterprise  Search Al v O, Administration  Help Sign Qut
Administration Home Catalog New ¥ Open ¥ Signed In As  weblogic ¥
Data Sources ‘System Maintenance
JDBC Connection Server Configuration
JNDI Connection Scheduler Configuration —
File Scheduler Diagnostics
LDAP Connection Report Viewer Configuration
OLAP Connection Manage Cache
Web Service Connection
HTTP Connection
Security Center Runtime Configuration
Security Configuration Properties 3
Roles and Permissions Font Mappings F
Digital Signature Currency Formats
Delivery Integration
Delivery Configuration Cracle Bl Presentation Services
Printer
Fax
Emel‘
WelBay |
HTTP
FIP
Content Server
CUPS Berver
[~]
. ‘ o . . . .
4. Click ‘Email’. The following window is displayed.
ORACLE’ ®iPublisher Enterprise  Search Al v O, Administration  Help v Sign Out
Administration Home Catalog New v Open v SignedinAs  weblogic ¥
Administration > Email 0
Delivery
Delivery Configuration  Printer Fax Email WebDAV HTTP FTP ContentServer CUPS Server
Server Name Host Port Delete
Add Ser\n'lll.rh
Add Server
. ‘ , . . . .
5. Click ‘Add Server'. The following window is displayed.
ORACLE" siPublisher Enterprise  Search Al v O, Administration  Help v Sign Out
Administration Home Calalog New ¥ Open v Signed InAs  weblogic ¥
Administration > Email > Add Server (7]
™ .
@ Confirmation
Connection established successiully.
Add Server
Test Connection | Apply ‘ Cancel |
General
* Server Name  ofsllin.oracle.com *Host  ofsllin.oracle.com|
Port 25 Secure Connection  None j
Security
Username Password

6. Specify the Server details (server name, host, and port number) and click ‘Test
Connection’. On completion, a confirmation message is displayed as indicated.

6-2
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7. Click ‘Apply’. The following window is displayed.
ORACLE’ sBiPublisher Enterprise  Search Al v O, Administration

Help = Sign Qut ===

Administration Home Catalog New w Open v SignedInAs  weblogic ¥
Administration > Email > Add Server 7]
Acd Server
Test Connection Apply Cancel
(™
General
* Server Name  ofsllin.oracle.com *Host  ofsllin.oracle.com
Port 25 Secure Connection j
Security
Usemame Password

8. The MDB email server is successfully added as indicated.

ORACLE’ biPublisher Enterprise  Search Al v ©, Administration  Help Sign Out -
Administration Home Catalog New v Open Signed In As  weblogic ¥
Administration > Email [2]
Delivery
Delivery Configuration | Printer || Fax | Email | WebDAV HTTP FTP Content Server | CUPS Server
Server Name Host Port Delete
ofsll.in.oracle.com ofsllin.oracle.com 25 |

Add Server
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