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CHAPTER 1 About Oracle Cloud Infrastructure

Oracle Cloud Infrastructure provides bare metal cloud infrastructure that lets you create

networking, compute, and storage resources for your enterprise workloads.

If you're new to Oracle Cloud Infrastructure and would like to learn some key concepts and

take a quick tutorial, see the Oracle Cloud Infrastructure Getting Started Guide.

If you're ready to create cloud resources such as users, access controls, cloud networks,

instances, and storage volumes, this guide is right for you. It provides the following
information about using Oracle Cloud Infrastructure:

Service

What's Covered

Chapter

Archive Storage

Preserving cold data.

Archive Storage

Audit

Logging activity in your cloud.

Audit

Block Volume

Adding storage capacity to instances.

Block Volume

Compute

Launching compute instances and
connecting to them by using an SSH key
pair.

Compute

Container Engine for
Kubernetes

Defining and creating Kubernetes
clusters to enable the deployment,
scaling, and management of
containerized applications.

Container Engine for

Kubernetes

Data Transfer

Migrating large volumes of data.

Data Transfer

Database

Creating and managing
database systems and Oracle
Databases.

Database
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CHAPTER 1 About Oracle Cloud Infrastructure

Service

What's Covered

Chapter

Edge Services

Encompasses several services that
allow you to manage, secure, and
maintain your domains and endpoints.

Edge Services

Email Delivery

Sending large volume email.

Email Delivery

groups and specifying their permissions
to access to cloud resources.

Events Creating automation in your tenancy. Events

File Storage Managing shared file systems, mount File Storage
targets, and snapshots.

Functions Building and deploying applications and | Functions
functions.

IAM Setting up administrators, users, and IAM

Key Management

Creating and managing encryption keys
and key vaults to control the encryption
of your data.

Key Management

Load Balancing

Setting up load balancers, listeners,
backend sets, certificate bundles, and
managing health check policies.

Load Balancing

gateways, route tables, and security
lists.

Monitoring Querying metrics and managing alarms | Monitoring
to monitor the health, capacity, and
performance of your cloud resources.

Networking Setting up cloud networks, subnets, Networking
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Service What's Covered Chapter

Notifications Setting up topics and subscriptions, and | Notifications
publishing messages.

Object Storage Creating and managing buckets to store | Object Storage
objects, and uploading and accessing
data files.

Registry Storing, sharing, and managing Registry

development artifacts like Docker
images in an Oracle-managed registry.

Search Searching for Oracle Cloud Search
Infrastructure resources using free text
search or advanced queries.

Tagging Adding metadata tags to your Taggin
resources.

For a description of the terminology used throughout this guide, see the GLOSSARY.

Prefer Online Help?

The information in this guide and the Getting Started Guide is also available in the online help
at https://docs.cloud.oracle.com/iaas/Content/home.htm.

Need API Documentation?

For general information, see REST APIs. For links to the detailed service API documentation,
see the online help at https://docs.cloud.oracle.com/iaas/Content/home.htm.
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CHAPTER 2 Oracle Cloud Infrastructure's Free
Tier

Oracle Cloud Infrastructure's Free Tier is composed of a free promotional trial that allows you
to explore a wide range of Oracle Cloud Infrastructure products, and a set of Always Free
offers that never expire.

Free Trial

The Free Trial provides you with $300 of cloud credits that are valid for up to 30 days. You
may spend these credits on any eligible Oracle Cloud Infrastructure service.

Getting Started

Start for Free

For more information, and to see a complete list of services available to you during the trial,
visit the Free Trial website.

Tip
During sign up, choose the home region carefully. Most

Always Free resources can be provisioned only in your
home region.

For security purposes, most users will need a mobile phone number and a credit card to
create an account. Your credit card will not be charged unless you upgrade your account.
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What Happens When Your Trial Period Ends

After your trial ends, your account remains active. There is no interruption to the availability
of the Always Free Resources you have provisioned. You can terminate and re-provision
Always Free resources as needed.

Paid resources that were provisioned with your credits during your free trial are reclaimed by
Oracle unless you upgrade your account.

Pay as You Go accounts are available with no commitment, or contact an Oracle sales
representative in your location to learn about monthly and annual flex accounts that offers
discounted pricing. See the pricing details learn more.

Always Free Resources

All Oracle Cloud Infrastructure accounts (whether free or paid) have a set of resources that
are free of charge for the life of the account. These resources display the Always Free label
in the Console.

Using the Always Free resources, you can provision a virtual machine (VM) instance, an
Oracle Autonomous Database, and the networking, load balancing, and storage resources
needed to support the applications that you want build. With these resources, you can do
things like run small-scale applications or perform proof-of-concept testing.

The following list summarizes the Oracle Cloud Always Free-eligible resources that you can
provision in your tenancy:

« Compute (up to two instances)

« Autonomous Database (up to two database instances)
. Load Balancing (one load balancer)

« Block Volume (up to 100 GB total storage)

. Object Storage (up to 20 GiB)

For detailed information about the Always Free resources, see Details of the Always Free
Resources.
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You can find your tenancy’s limits for Always Free resources in the Console. To check these
limits: Open the navigation menu. Under Governance and Administration, go to Limits,
Quotas and Usage.

Quickly Spinning Up Your Environment Using Terraform

Oracle offers a Terraform configuration file that lets you automatically create the full set of
Always Free resources in a few minutes. You don't need to have experience with Terraform to
use this file. To set up your Oracle Cloud environment, you log in to your account and then
upload the file in the Console using the Resource Manager service. Resource Manager reads
the file and provisions the Always Free resources for you with the settings and configuration
you need to start creating applications in the cloud.

Note that Terraform refers to the set of resources being provisioned as a "stack". For a
general introduction to Terraform and the "infrastructure-as-code" model, see Terraform:
Write, Plan, and Create Infrastructure as Code.

To provision your Always Free using Terraform and Resource Manager

1. Download the Always Free Terraform configuration file (a .zip file) to your
computer. To do this, navigate to https://github.com/oracle/oci-quickstart-cloudnative
and follow the instructions in the readme .md file included in this repository.

2. Log into your Oracle Cloud Infrastructure account.

3. Open the navigation menu. Under Solutions and Platform, go to Resource Manager
and click Stacks.

4. Click the Create Stack button to open the Create Stack dialog.

5. Add your downloaded configuration (.zip) file, either by dragging and dropping it onto
the dialog's control, or by clicking Browse and navigating to the file location.

6. Optionally, provide a name for the new stack. If you don't provide a name, a default
name is provided on the server.

7. Optionally, provide a description for the stack.
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8. Optionally, select a different compartment from your current compartment in which to
create the stack. To do so, select a compartment from the Create In Compartment
drop-down.

9. Click Next to proceed to the Configure Variables panel.

10. The variables displayed in the Configure Variables panel are auto-populated from the
Terraform file that you uploaded. You don't need to change these variables if you are
provisioning your Always Free resources using the Terraform file provided by Oracle.

11. Click Next to proceed to the Review panel.

12. Verify your stack configuration, then click Create to create your stack.

Your set of Always Free resources should take no more than a few minutes to provision.

Upgrading to a Paid Account

You can upgrade to a paid account at any time through the Oracle Cloud Infrastructure
Console. To do so, click the Upgrade link in the banner at the top of the Console web page. If
you don't see an Upgrade link on the page you are viewing, you can click the Oracle Cloud
logo at the top of the Console and then look for the Upgrade link in the sidebar on the right
side of the Console home page.

Additional Information

See Frequently Asked Questions: Oracle Cloud Infrastructure Free Tier for answers to your
questions about Free Tier accounts and resources.

Details of the Always Free Resources

This topic provides reference information on Oracle Cloud Infrastructure's Always Free
resources.
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Compute

All tenancies get two Always Free Compute virtual machine (VM) instances.

Details of the Always Free Compute instance
« Shape: VM.Standard.E2.1.Micro
« Processor: 1/8th of an OCPU with the ability to use additional CPU resources
« Memory: 1 GB

« Networking: Includes one VNIC with one public IP address and up to 480 Mbps network
bandwidth

. Operating System: Your choice of one of the following Always Free-eligible operating
systems:

o Oracle Linux
o Canonical Ubuntu Linux

o CentOS Linux

Tip
The Linux operating systems labeled "Always Free
Eligible" in the Console are compatible with Always Free
Compute instances and incur no licensing fees. These
operating systems are also compatible with paid
resources and are available to users of paid accounts.
To provision a Compute instance with an operating
system that is not Always Free-eligible, you must have
a paid account or a Free Trial account with available
credits.
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See Oracle-Provided Images for more information about the available operating systems. For

steps to create an Always Free-eligible Compute instance, see "Tutorial - Launching Your First
Linux Instance" in the Oracle Cloud Infrastructure Getting Started Guide.

Database

All tenancies get two Always Free Oracle Autonomous Databases. The Autonomous Databases
use serverless deployment (meaning Oracle handles the database infrastructure provisioning

and maintenance). For current regional availability, see Always Free Availability.

Details of the Always Free Oracle Autonomous Database instance

Processor: 1 Oracle CPU processor (cannot be scaled)
Memory: 8 GB RAM
Database Storage: 20 GB storage (cannot be scaled)

Workload Type: Your choice of either the transaction processing or data warehouse
workload type

Maximum Simultaneous Database Sessions: 20

Tip
Always Free Autonomous Databases can be upgraded to

paid instances after provisioning if you need features
like storage or CPU scaling.

See To create an Always Free Autonomous Database for steps to create an Always Free

Autonomous Database.

Load Balancing

All tenancies get one Always Free 10 Mbps load balancer.
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Details of the Always Free load balancer
« Shape: Micro (10 Mbps)
. Listeners: 10
. Virtual Hostnames: 10
. Backend Sets: 10
. Backend Servers: 128

For information about provisioning an Always Free load balancer, see Getting Started with
Load Balancing.

Block Volume

All tenancies receive a total of 100 GB of Always Free Block Volume storage, and five volume
backups. These amounts apply to both boot volumes and block volumes combined. When you
provision a Compute instance, the instance automatically receives a 50 GB boot volume for
storage. You can also create and attach block volumes to expand the storage capacity of a
Compute instance. For more information, see Creating a Volume and Attaching a Volume.

Details of the Always Free Block Volume resources

« 100 GB total of combined boot volume and block volume Always Free Block Volume
storage.

« Five total volume backups (boot volume and block volume combined).

When you create a Compute instance, the default boot volume size for the instance is 50 GB,
which counts towards your allotment of 100 GB. You can customize the instance's boot volume
size up to 100 GB; however, this will use up your full allotment of storage for Always Free
Block Volume resources. Also, because the minimum boot volume size allowed for Compute
instances is 50 GB, launching two instances will use all your Always Free Block Volume
resources. Alternatively, you can launch one instance with the default boot volume size of 50
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GB, and then create and attach a 50 GB block volume to expand the storage capacity of the
instance. For more information, see Creating a Volume and Attaching a Volume. Although it is
possible to mix paid and Always Free resources, Oracle does not recommend this. If you have
used up your allotment of Always Free Block Volume resources, you can free up block storage
resources by terminating an Always Free instance and deleting the boot volume, or
terminating an Always Free block volume.

You can have a maximum of five Always Free volume backups at any time. This applies to
both boot volume and block volume backups. For example, you could have three boot volume
backups for your Always Free instance and two block volume backups for your Always Free
block volumes. In this example, if you try to create new backups, the operation will fail with
an error until you delete existing Always Free volume backups. For more information about
volume backups, see Overview of Block Volume Backups and Overview of Boot Volume

Backups.

Object Storage
All tenancies get a total of 20 GiB (gibibytes) of Always Free Object Storage.

Details of the Always Free Object Storage resources

If you have a free account (including trial accounts), Always Free Object Storage includes the
following:

« 20 GiB of combined Object Storage and Archive Storage

« 50,000 Object Storage API requests per month

If you have a paid account, Always Free Object Storage includes the following:

« 10 GiB of Object Storage
« 10 GiB of Archive Storage

« 50,000 Object Storage API requests per month
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Important

If you are participating in an Oracle Cloud Free Trial,
you can store unlimited data and can use 20 GiB for free
(your usage of the first 20 GiB incurs no deduction of
your initial $300 trial credit balance). Upgrade to a paid
account to continue access to unlimited storage. If you
do not upgrade before your trial ends, your free account
will be limited to 20 GiB of combined Object Storage and
Archive Storage. If you are using more than the 20 GiB
limit when your Free Trial ends, all of your objects will
be deleted. You can then upload objects until you reach
your Always Free usage limits.

See Putting Data into Object Storage for instructions on using your Always Free Object
Storage resources.

Frequently Asked Questions: Oracle Cloud Infrastructure
Free Tier

I just signed up and I cannot access specific services. What can I do?

Registering your account with all services and regions can take a few minutes. Check again
after a few minutes have passed.

How do I change which resources I want to designate as Always Free?

In short, you cannot. Eligible resources are designated Always Free when they are created.
After you provision an Always Free resource, the Always Free status is not transferable to
another existing resource. However, you can delete an existing Always Free resource in order
to create a new Always Free resource in its place.
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What happens when my Free Trial expires or my credits are used up?

When you've reached the end of your 30 day trial, or used all of your Free Trial credits
(whichever comes first), you will no longer be able to create new paid resources. However,
your account will remain active. Your existing resources will continue to run for a few days,
allowing you to upgrade your account and keep your resources before they're reclaimed by
Oracle. (Note that reclaimed resources cannot be recovered—they are permanently deleted.)

Resources identified as Always Free will not be reclaimed. After your Free Trial expires, you'll
continue to be able to use and manage your existing Always Free resources, and create new
Always Free resources according to tenancy limits.

If I upgrade, do I keep my Free Trial credit balance?

Yes, if you upgrade during the Free Trial period, you will not be billed until your remaining
credit balance is exhausted. You will be notified by email when billing begins.

After I upgrade my account, can I downgrade?

There is no option to downgrade your account. However, with a paid account, you'll continue
to have access to Always Free resources, and you’ll only pay for the standard resources you
use. No minimums and no prepayment are required for your paid account.

My resources no longer appear. How can I restore them?

If you have a Free Tier account and your resources no longer appear, it is likely that your Free
Trial has expired and your paid resources have been reclaimed (terminated). You can verify
this if this is the case by doing the following:

1. Login to the Console

2. Check for a banner at the top of the Console with the following text: "You are using a
Free Tier account. To access all services and resources, upgrade to a paid account.”

If you see this message, your resources have been reclaimed and cannot be restored.
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Is it possible to extend my Free Trial?

If you need additional credits or time, you can schedule a call with an Oracle sales
representative using the Upgrade page in the Console. Sales representatives have the
authority to extend trials or issue additional credits if appropriate.

If you don't see an Upgrade link on the Console page you are viewing, you can click the
Oracle Cloud logo at the top of the Console and then look for the Upgrade link in the sidebar
on the right side of the page.

Is my Free Tier account eligible for support?

Community support through our forums is available to all customers. Customers using only
Always Free resources are not eligible for Oracle Support. Limited support is available to Free
Tier accounts with Free Trial credits. After you use all of your credits or after your trial period
ends (whichever comes first), you must upgrade to a paid account to access Oracle Support.
If you choose not to upgrade and continue to use Always Free Services, you will not be eligible
to raise a service request in My Oracle Support. See Getting Help and Contacting Support.
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CHAPTER 3 Oracle Cloud Infrastructure for
Government

Oracle Cloud Infrastructure for government provides cloud services for two levels of
government operators:

« Oracle Cloud Infrastructure Government Cloud with FeEdRAMP authorization

o Oracle Cloud Infrastructure Federal Government Cloud with Impact Level 5 (IL5)
authorization

For All Government Cloud Customers

This topic contains information common to both the Government Cloud with
FedRAMP authorization and to the Federal Government Cloud with IL5 authorization.

Shared Responsibilities

Oracle Cloud Infrastructure for government offers best-in-class security technology and
operational processes to secure its enterprise cloud services. However, for you to securely
run your workloads , you must be aware of your security and compliance responsibilities. By
design, Oracle provides security of cloud infrastructure and operations (cloud operator access
controls, infrastructure security patching, and so on), and you are responsible for securely
configuring your cloud resources. Security in the cloud is a shared responsibility between you
and Oracle.

For more information about shared responsibilities in the Oracle Cloud, see the following
white papers:

« Making Sense of the Shared Responsibility Model

« Oracle Cloud Infrastructure Security
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Setting Up an Identity Provider for Your Tenancy

As a Government Cloud customer, you must bring your own identity provider that meets your
agency's compliance requirements and supports common access card/personal identity
verification card (CAC/PIV) authentication. You can federate Oracle Cloud Infrastructure with
SAML 2.0 compliant identity providers that also support CAC/PIV authentication. For
instructions on setting up a federation, see Federating with Identity Providers.

Remove the Oracle Cloud Infrastructure Default Administrator User and Any Other
Non-Federated Users

When your organization signs up for an Oracle account and Identity Domain, Oracle sets up a
default administrator for the account. This person will be the first IAM user for your company
and will have full administrator access to your tenancy. This user can set up your federation.

After you have successfully set up the federation with your chosen identity provider, you can
delete the default administrator user and any other IAM service local users you might have
added to assist with setting up your tenancy. Deleting the local, non-federated users ensures
that only users in your chosen identity provider can access Oracle Cloud Infrastructure.

To delete the default administrator:

1. Signin to the Console through your identity provider.

More details
a. Open a supported browser and go to the Government Cloud Console URL.
b. Enter your Cloud Tenant and click Continue.
c. On the Single Sign-On pane, select your identity provider and click Continue.
You will be redirected to your identity provider to sign in.
d. Enter your user name and password.

2. Open the navigation menu. Under Governance and Administration, go to Identity
and click Users. The list of users is displayed.
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3. Onthe User Type filter, select only Local Users.

4. For each local user, go to the the Actions icon (three dots) and click Delete.

Using a Common Access Card/Personal Identity Verification Card to
Sign in to the Console

After you set up CAC/PIV authentication with your identity provider and successfully federate
with Oracle Cloud Infrastructure, you can use your CAC/PIV credentials to sign in to the Oracle
Cloud Infrastructure Console. See your identity provider's documentation for the specific
details for your implementation.

In general, the sign in steps are:

1. Insert your CAC/PIV card into your card reader.

Navigate to the Oracle Cloud Infrastructure Console sign in page.

2

3. If prompted, enter your Cloud Tenant name and click Continue.
4. Select the Single Sign-On provider and click Continue.
5

. On your identity provider's sign on page, select the appropriate card, for example, PIV
Card.

6. If presented with a certificate picker, choose the appropriate certificate or other
attributes set up by your organization.

7. When prompted, enter the PIN.

IPv6 Support for Virtual Cloud Networks

US Government Cloud customers have the option to enable IPv6 addressing for their VCNs.
For more information, see IPv6 Addresses.

Setting Up Secure Access for Compute Hosts

You can set up CAC/PIV authentication using third-party tools to enable multi-factor
authentication for securely connecting to your compute hosts. Example tools include PuTTY-
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CAC for Windows and Open SC for macOS. For more information see the U.S. Government
website, PIV Usage Guidelines.

Enabling FIPS Mode for Your Operating System

Government Cloud customers are responsible for enabling FIPS mode for the operating
systems on their Compute hosts. To make your operating system compliant with Federal
Information Processing Standard (FIPS) Publication 140-2, follow the guidelines for your
operating system:

Oracle Linux

Follow the guidance provided at Enabling FIPS Mode on Oracle Linux.

Ubuntu

Follow the guidance provided at Ubuntu Security Certifications.

Windows Server 2008 and 2012

Follow the guidance provided at Data Encryption for Web console and Reporting server
Connections.

Windows Server 2016

First, follow the guidance provided at How to Use FIPS Compliant Algorithms.

Next, go to the Microsoft document, FIPS 140 Validation and navigate to the topic Information
for System Integrators. Follow the instructions under "Step 2 - Setting FIPS Local/Group
Security Policy Flag" to complete the FIPS enablement.

CentOS

The following guidance is for enabling FIPS on CentOS 7.5. These procedures are valid for
both VM and bare metal instances, and only in NATIVE mode. These procedures can be
modified for both Emulated and PV modes as needed. Note that this procedure provides an
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instance that contains the exact FIPS cryptographic modules EXCEPT kernel. However, the
kernel module is the same major/minor version but is accelerated in revision, so can be
considered compliant under most FIPS compliant models.

After you complete this procedure, Oracle strongly recommends that you do NOT run system-
wide yum updates. The system-wide update will remove the FIPS modules contained herein.

Verify that the version of the kernel, FIPS modules, and FIPS software are at the
minimum version:

1. Validate the current version of the kernel package meets the requirement:
a. Currentversion: kernel-3.10.0-693.e17
b. Execute rpm -ga | grep kernel-3

2. Execute the following and validate the major or minor version is the same as the
requirements.

a. Run
yum list <package name>
b. Verify that the major/minor version matches the required ones.
Required packages and versions are:
« fipscheck - fipscheck-1.4.1-6.el7
o hmaccalc - hmaccalc-0.9.13-4.el7
« dracut-fips - dracut-fips-033-502.el7
« dracut-fips-aesni - dracut-fips-aesni-033-502.el7
c. For each version of package that is not installed, run
yum install <package name>
3. Download and install the following packages:
a. Packages already installed as part of the image:
i. Create a directory called preinstall.

ii. Download the following packages into this directory:
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openssl, openssl-libs - 1.0.2k-8.el7

nss, nss-tools, nss-sysinit — 3.28.4-15.el7_4

nss-util - 3.28.4-3.el7

nss-softokn, nss-softokn-freebl — 3.28.3-8.el7_4
openssh, openssh-clients, openssh-server — 7.4p1-11.el7

iii. Inthe preinstall directory, run

yum - -nogpgcheck downgrade *.rpm

b. Packages to be added to the image:
i. Create a directory called newpackages.

ii. Download the following packages into this directory:
libreswan - 3.20-3.el7
libgcrypt - 1.5.3-14.el7
gnutls — 3.3.26-9.el7
gmp - 6.0.0-15.el7
nettle - 2.7.1-8.el7

iii. Inthe newpackages directory, run

yum - -nogpgcheck localinstall *.rpm

The URLs for the packages used for this installation are:
Preinstall:

http://linuxsoft.cern.ch/cern/centos/7/updates/x86_64/Packages/nss-3.28.4-15.el7_4.x86_
64.rpm

http://linuxsoft.cern.ch/cern/centos/7/updates/x86_64/Packages/nss-util-3.28.4-3.el7.x86_
64.rpm

http://linuxsoft.cern.ch/cern/centos/7/updates/x86_64/Packages/nss-tools-3.28.4-15.el7_
4.x86_64.rpm

http://linuxsoft.cern.ch/cern/centos/7/updates/x86_64/Packages/nss-sysinit-3.28.4-15.el7_
4.x86_64.rpm
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8.el7_4.x86_64.rpm

http://linuxsoft.cern.ch/cern/centos/7/updates/x86_64/Packages/nss-softokn-3.28.3-8.el7_
4.x86_64.rpm

http://linuxsoft.cern.ch/cern/centos/7/updates/x86_64/Packages/openssl-1.0.2k-8.el7.x86_
64.rpm

http://linuxsoft.cern.ch/cern/centos/7/updates/x86_64/Packages/openssl-libs-1.0.2k-
8.el7.x86_64.rpm

http://linuxsoft.cern.ch/cern/centos/7/updates/x86_64/Packages/openssh-7.4p1-11.el7.x86_
64.rpm

http://linuxsoft.cern.ch/cern/centos/7/updates/x86_64/Packages/openssh-clients-7.4p1-
11.el7.x86_64.rpm

http://linuxsoft.cern.ch/cern/centos/7/updates/x86_64/Packages/openssh-server-7.4p1-
11.el7.x86_64.rpm

Newpackages:

http://linuxsoft.cern.ch/cern/centos/7/updates/x86_64/Packages/libreswan-3.20-3.el7.x86_
64.rpm

http://linuxsoft.cern.ch/cern/centos/7/updates/x86_64/Packages/libgcrypt-1.5.3-14.el7.x86_
64.rpm

http://linuxsoft.cern.ch/cern/centos/7/updates/x86_64/Packages/gnutls-3.3.26-9.el7.x86_
64.rpm

http://linuxsoft.cern.ch/cern/centos/7/updates/x86_64/Packages/gmp-6.0.0-15.el7.x86_
64.rpm

http://linuxsoft.cern.ch/cern/centos/7/updates/x86_64/Packages/nettle-2.7.1-8.el7.x86_
64.rpm

Kernel FIPS module and initramfs validation installation.

Perform this procedure as root:
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1. Regenerate dracut:

dracut -f -v

2. Add the fips argument to the end of the default kernel boot command line:
a. Edit /etc/default/grub
b. At the end of the line starting with "GRUB_CMDLINE_LINUX", add

fips=1

inside the double quotes of the command.
c. Save the result.
3. Generate a new grub.cfg:

grub2-mkconfig -o /etc/grub2-efi.cfg

Configure SSH to limit the encryption algorithms.

1. Sudo to root.
2. Edit /etc/ssh/sshd config.
3. Add the following lines to the bottom of the file:

Protocol 2
Ciphers aesl28-ctr,aesl92-ctr,aes256-ctr,aesl28-cbc,3des-cbc,aesl92-cbc,aes256-cbc

Macs hmac-shal

4. Reboot the instance.

5. After instance has rebooted, validate that FIPS mode has been enabled in the kernel:

a. Sudo to root.
b. Run the following command:

cat /proc/sys/crypto/fips-enabled

The result should be '1'.
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CHAPTER 3 Oracle Cloud Infrastructure for Government

To further secure CentOS7/RHEL 7.x systems as required by individual agency guidance,
follow the checklist contained in the OpenSCAP guide. This guide can be found here:
https://static.open-scap.org/ssg-guides/ssg-centos7-guide-index.html

The STIG for evaluating compliance under multiple profiles can be found here:
https://iase.disa.mil/stigs/os/unix-linux/Pages/index.aspx . Use the Red Hat Linux 7.x STIG
for CentOS 7.5 releases.

Required VPN Connect Parameters for Government Cloud

If you use VPN Connect with the Government Cloud, you must configure the IPSec connection
with the following FIPS-compliant IPSec parameters.

For some parameters, Oracle supports multiple values, and the recommended one is
highlighted in red italics.

Oracle supports the following parameters for IKEv1 or IKEv2. Check the documentation for
your particular CPE to confirm which parameters the CPE supports for IKEv1 or IKEv2.

Phase 1 (ISAKMP)

Parameter Options
ISAKMP protocol Version 1
Exchange type Main mode
Authentication method Pre-shared keys
Encryption algorithm AES-256-cbc
AES-192-cbc
AES-128-cbc
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CHAPTER 3 Oracle Cloud Infrastructure for Government

Parameter Options
Authentication algorithm SHA-2 384
SHA-2 256
SHA-1 (also called SHA or SHA1-96)
Diffie-Hellman group group 14 (MODP 2048)
group 19 (ECP 256)
group 20 (ECP 384) *
IKE session key lifetime 28800 seconds (8 hours)
* Group 20 will be supported in all Oracle Cloud Infrastructure regions very soon.

Phase 2 (IPSec)

Parameter

Options

IPSec protocol

ESP, tunnel mode

Encryption
algorithm

AES-256-gcm
AES-192-gcm
AES-128-gcm
AES-256-cbc
AES-192-cbc
AES-128-cbc

Authentication
algorithm

If using GCM (Galois/Counter Mode), no authentication algorithm is
required because authentication is included with GCM encryption.

If not using GCM, use HMAC-SHA-256-128.

Oracle Cloud Infrastructure User Guide




CHAPTER 3 Oracle Cloud Infrastructure for Government

Parameter Options
IPSec session 3600 seconds (1 hour)
key lifetime

Perfect Forward | enabled, group 14
Secrecy (PFS)

Oracle's BGP ASN

This section is for network engineers who configure an edge device for FastConnect or VPN
Connect.

Oracle's BGP ASN for the Government Cloud depends on the authorization level:

« Government Cloud: 6142

o Federal Government Cloud (Impact Level 5 authorization): 20054

Government Cloud with FedRAMP Authorization

This topic contains information specific to Oracle Cloud Infrastructure Government Cloud with
FedRAMP authorization.

Authorizations
Oracle Cloud Infrastructure Government Cloud has obtained the following authorizations:

o FedRAMP Moderate
o DISA Impact Level 2

For information about the Federal Government Cloud, see Federal Government Cloud with
Impact Level 5 Authorization.
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Regions

The region names and identifiers for the Government Cloud with FedRAMP authorization are
shown in the following table:

Region Name Region Region Region Realm Availability
Identifier Location Key Key Domains

US Gov East us-langley-1 Ashburn, VA | LFI 0ocC2 1

(Ashburn)

US Gov West us-luke-1 Phoenix, AZ LUF 0ocC2 1

(Phoenix)

After your tenancy is created in one of these regions, you can subscribe to the other region.
Tenancies in the FedRAMP-authorized regions cannot subscribe to the commercial regions, or
to the Federal Government Cloud regions. For information about subscribing to a region, see

Managing Regions.

Console Sign-in URLs

To sign in to the FedRAMP-authorized Government Cloud, enter one of the following URLs in a
supported browser:

« https://console.us-langley-1.oraclegovcloud.com/

« https://console.us-luke-1.oraclegovcloud.com/

(]

»

Note

When you're logged in to the Console for one of the
Government Cloud regions, the browser times out after
15 minutes of inactivity, and you need to sign in again to
use the Console.
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Government Cloud API Reference and Endpoints

Oracle Cloud Infrastructure Government Cloud has these APIs and corresponding regional
endpoints:

Core Services (covering Networking, Compute, and Block Volume)

The Networking, Compute, and Block Volume services are accessible with the following API:

Core Services API
API reference

o https://iaas.us-langley-1.oraclegovcloud.com

o https://iaas.us-luke-1.oraclegovcloud.com

Database API
API reference
« https://database.us-langley-1.oraclegovcloud.com

« https://database.us-luke-1.oraclegovcloud.com

You can track the progress of long-running Database operations with the Work Requests API.

IAM API
API reference

o https://identity.us-langley-1.oraclegovcloud.com

o https://identity.us-luke-1.oraclegovcloud.com
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Note
Use the Endpoint of Your Home Region for All IAM API Calls

When you sign up for Oracle Cloud Infrastructure,
Oracle creates a tenancy for you in one region. This is
your home region. Your home region is where your IAM
resources are defined. When you subscribe to a new
region, your IAM resources are replicated in the new
region, however, the master definitions reside in your
home region and can only be changed there. Make all
IAM API calls against your home region endpoint. The
changes automatically replicate to all regions. If you try
to make an IAM API call against a region that is not your
home region, you will receive an error.

Key Management API
API reference
o https://kms.us-langley-1.oraclegovcloud.com

« https://kms.us-luke-1.oraclegovcloud.com

In addition to these endpoints, each vault has a unique endpoint for create, update, and list
operations for keys. This endpoint is referred to as the control plane URL or management
endpoint. Each vault also has a unique endpoint for cryptographic operations. This endpoint is
known as the data plane URL or the cryptographic endpoint.

Object Storage and Archive Storage APIs

Both Object Storage and Archive Storage are accessible with the following APIs:
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Object Storage API
API reference

« https://objectstorage.us-langley-1.oraclegovcloud.com

« https://objectstorage.us-luke-1.oraclegovcloud.com

Amazon S3 Compatibility API
API reference

« https://<object_storage _namespace>.compat.objectstorage.us-langley-
1.oraclegovcloud.com

« https://<object_storage_namespace>.compat.objectstorage.us-luke-
1.oraclegovcloud.com

Tip
See Understanding Object Storage Namespaces for

information regarding how to find your Object Storage
namespace.

Swift API (for use with Oracle RMAN)
« https://swiftobjectstorage.us-langley-1.oraclegovcloud.com

« https://swiftobjectstorage.us-luke-1.oraclegovcloud.com

Work Requests API (for Compute and Database work requests)

API reference
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o https://iaas.us-langley-1.oraclegovcloud.com

« https://iaas.us-luke-1.oraclegovcloud.com

Services Not Supported in Oracle Cloud Infrastructure Government
Cloud

The following services are currently not available for tenancies in the Government Cloud:
Core Infrastructure services and features not available:
. Compute service features:
o Autoscaling
. Data Transfer service

. File Storage service

Database services not available:

« Autonomous Data Warehouse
» Autonomous Transaction Processing

o Data Safe

Data and AI services not available:

» Digital Assistant

Solutions and Platform services not available:

« Analytics Cloud

« Analytics for Applications

« Container Engine for Kubernetes
« Content and Experience

o DNS Zone Management

o Email Delivery
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» Events

» Functions

« Health Checks

. Integration

« Marketplace

« Monitoring

« Notifications

« Registry

o Resource Manager
o Streaming

« Traffic Management Steering Policies

Governance and Administration features not supported

« Auto-federation with Oracle Identity Cloud Service

« WAF service

Infrastructure Tools

o Oracle Cloud Infrastructure Terraform Provider

Integration with Oracle SaaS and PaaS services, including those listed here: Getting Started

with Oracle Platform Services

Additional Information for Government Cloud Customers

« Shared Responsibilities

o Setting Up an Identity Provider for Your Tenancy

« Using a Common Access Card/Personal Identity Verification Card to Signin to the
Console
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o IPv6 Support for Virtual Cloud Networks

« Setting Up Secure Access for Compute Hosts

« Enabling FIPS Mode for Your Operating System

« Required VPN Connect Parameters for Government Cloud

« Oracle's BGP ASN

Federal Government Cloud with Impact Level 5
Authorization

This topic contains information specific to Oracle Cloud Infrastructure Federal Government
Cloud.

Compliance with Defense Cloud Security Requirements

Oracle Cloud Infrastructure Federal Government Cloud supports applications that require
Impact Level 5 (IL5) data, as defined in the Department of Defense Cloud Computing Security
Requirements Guide (SRG).

Federal Government Cloud Regions

The region names and identifiers for the Oracle Cloud Infrastructure Federal Government
Cloud regions are shown in the following table:

Region Name Region Region Realm Availability
Identifier Key Key Domains

US DoD East us-gov-ashburn- | ric 0C3 1

(Ashburn) 1

US DoD North us-gov-chicago-1 | pia 0C3 1

(Chicago)

US DoD West us-gov-phoenix- | tus 0C3 1

(Phoenix) 1
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After your tenancy is created in one of the Federal Government Cloud regions, you can
subscribe to the other regions in the Federal Government Cloud. Federal Government Cloud
tenancies cannot subscribe to any Oracle Cloud Infrastructure regions not belonging to the
OC3 realm. For information about subscribing to a region, see Managing Regions.

Federal Government Cloud Console Sign-in URLs

To sign in to the Oracle Cloud Infrastructure Federal Government Cloud, enter one of the
following URLs in a supported browser:

« https://console.us-gov-ashburn-1.oraclegovcloud.com/

« https://console.us-gov-chicago-1.oraclegovcloud.com/

« https://console.us-gov-phoenix-1.oraclegovcloud.com/

"1

i
Note

When you're logged in to the Console for one of the

Government Cloud regions, the browser times out after

15 minutes of inactivity, and you need to sign in again to

use the Console.

Government Cloud API Reference and Endpoints

Oracle Cloud InfrastructureGovernment Cloud has these APIs and corresponding regional
endpoints:

Core Services (covering Networking, Compute, and Block Volume)

The Networking, Compute, and Block Volume services are accessible with the following API:
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Core Services API

API reference
« https://iaas.us-gov-ashburn-1.oraclegovcloud.com
« https://iaas.us-gov-chicago-1.oraclegovcloud.com

« https://iaas.us-gov-phoenix-1.oraclegovcloud.com

Database API

API reference
« https://database.us-gov-ashburn-1.oraclegovcloud.com
« https://database.us-gov-chicago-1.oraclegovcloud.com

« https://database.us-gov-phoenix-1.oraclegovcloud.com

You can track the progress of long-running Database operations with the Work Requests API.

IAM API
API reference

« https://identity.us-gov-ashburn-1.oraclegovcloud.com
« https://identity.us-gov-chicago-1.oraclegovcloud.com

« https://identity.us-gov-phoenix-1.oraclegovcloud.com
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ﬂ‘

Note
Use the Endpoint of Your Home Region for All IAM API Calls

When you sign up for Oracle Cloud Infrastructure,
Oracle creates a tenancy for you in one region. This is
your home region. Your home region is where your IAM
resources are defined. When you subscribe to a new
region, your IAM resources are replicated in the new
region, however, the master definitions reside in your
home region and can only be changed there. Make all
IAM API calls against your home region endpoint. The
changes automatically replicate to all regions. If you try
to make an IAM API call against a region that is not your
home region, you will receive an error.

Key Management API

API reference
« https://kms.us-gov-ashburn-1.oraclegovcloud.com
« https://kms.us-gov-chicago-1.oraclegovcloud.com

o https://kms.us-gov-phoenix-1.oraclegovcloud.com

In addition to these endpoints, each vault has a unique endpoint for create, update, and list
operations for keys. This endpoint is referred to as the control plane URL or management
endpoint. Each vault also has a unique endpoint for cryptographic operations. This endpoint is
known as the data plane URL or the cryptographic endpoint.

Object Storage and Archive Storage APIs

Both Object Storage and Archive Storage are accessible with the following APIs:

Oracle Cloud Infrastructure User Guide 53


https://docs.cloud.oracle.com/api/#/en/key/latest/

Object Storage API
API reference
« https://objectstorage.us-gov-ashburn-1.oraclegovcloud.com

« https://objectstorage.us-gov-chicago-1.oraclegovcloud.com

« https://objectstorage.us-gov-phoenix-1.oraclegovcloud.com

Amazon S3 Compatibility API

API reference

o https://<object_storage_namespace>.compat.objectstorage.us-gov-ashburn-
1.oraclegovcloud.com

o https://<object_storage _namespace>.compat.objectstorage.us-gov-chicago-
1.oraclegovcloud.com

o https://<object_storage_namespace>.compat.objectstorage.us-gov-phoenix-
1.oraclegovcloud.com

Tip
See Understanding Object Storage Namespaces for

information regarding how to find your Object Storage
namespace.

Swift API (for use with Oracle RMAN)

« https://swiftobjectstorage.us-gov-ashburn-1.oraclegovcloud.com
« https://swiftobjectstorage.us-gov-chicago-1.oraclegovcloud.com

« https://swiftobjectstorage.us-gov-phoenix-1.oraclegovcloud.com
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Work Requests API (for Compute and Database work requests)
API reference

« https://iaas.us-gov-ashburn-1.oraclegovcloud.com
« https://iaas.us-gov-chicago-1.oraclegovcloud.com

« https://iaas.us-gov-phoenix-1.oraclegovcloud.com

Services Not Supported in Oracle Cloud Infrastructure Federal
Government Cloud

Currently, the following services are not available for tenancies in the Federal Government
Cloud:

Core Infrastructure services and features not available:
. Compute service features:
o Autoscaling
o FastConnect
« Data Transfer service
« File Storage service
Database services not available:

« Autonomous Data Warehouse
« Autonomous Transaction Processing

o Data Safe

Data and AI services not available:

. Digital Assistant

Solutions and Platform services not available:
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« Analytics Cloud

« Analytics for Applications
» Container Engine for Kubernetes
« Content and Experience
« DNS Zone Management
« Email Delivery

. Events

« Functions

« Health Checks

o Integration

« Marketplace

« Monitoring

« Notifications

o Registry

« Resource Manager

« Streaming

« Traffic Management Steering Policies

Governance and Administration features not supported

« Auto-federation with Oracle Identity Cloud Service

« WAF service

Infrastructure Tools

o Oracle Cloud Infrastructure Terraform Provider

Integration with Oracle SaaS and PaaS services, including those listed here: Getting Started

with Oracle Platform Services.
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Additional Information for Federal Government Cloud Customers

« Shared Responsibilities

o Setting Up an Identity Provider for Your Tenancy

« Using a Common Access Card/Personal Identity Verification Card to Sign in to the

Console

o IPv6 Support for Virtual Cloud Networks

« Setting Up Secure Access for Compute Hosts

« Enabling FIPS Mode for Your Operating System

« Required VPN Connect Parameters for Government Cloud
« Oracle's BGP ASN
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CHAPTER 4 Service Essentials

The following topics provide essential information that applies across Oracle Cloud
Infrastructure.

Security Credentials

The types of credentials you'll use when working with Oracle Cloud Infrastructure.

Regions and Availability Domains

An introduction to the concepts of regions and availability domains.

Resource Identifiers

A description of the different ways your Oracle Cloud Infrastructure resources are identified.

Resource Monitoring

Information about how to monitor your resources.

Resource Tags

Information about Oracle Cloud Infrastructure tags and how to apply them to your resources.

Compartment Quotas

Information about how to control resource consumption within compartments using quotas.

Compartment Explorer

View all resources in a selected compartment, across regions.
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Service Limits

A list of the default limits applied to your cloud resources and how to request an increase.

Console Announcements

Information about the announcements that occasionally appear in the Oracle Cloud
Infrastructure Console

Prerequisites for Oracle Platform Services on Oracle Cloud
Infrastructure

Instructions for setting up the resources required when running an Oracle Platform Service on
Oracle Cloud Infrastructure.

Billing and Payment Tools Overview

Information about billing and payment tools that you can use to analyze your service usage
and manage your costs.

My Services Use Cases

Use cases for the Oracle Cloud My Services API, to help you interact programmatically with
My Services.

Security Credentials

This section describes the types of credentials you'll use when working with Oracle Cloud
Infrastructure.
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Console Password

What it's for: Using the Console.
Format: Typical password text string.
How to get one: An administrator will provide you with a one-time password.

How to use it: Sign in to the Console the first time with the one-time password, and
then change it when prompted. Requirements for the password are displayed there. The
one-time password expires in seven days. If you want to change the password later,
see To change your Console password. Also, you or an administrator can reset the
password in the Console or with the API (see To create or reset another user's Console
password). Resetting the password creates a new one-time password that you'll be
prompted to change the next time you sign in to the Console. If you're blocked from
signing in to the Console because you've tried 10 times in a row unsuccessfully, contact
your administrator.

Note for Federated Users: Federated users do not use a Console password. Instead,
they sign in to the Console through their identity provider.

API Signing Key

What it's for: Using the API (see Software Development Kits and Command Line
Interface and Request Signatures).

Format: RSA key pair in PEM format (minimum 2048 bits required).
How to get one: See Required Keys and OCIDs.

How to use it: In the Console, copy and paste the contents of the PEM public key file
from the key pair (see How to Upload the Public Key). Then use the private key with the
SDK or with your own client to sign your API requests. Note that after you've uploaded
your first API key in the Console, you can use the API to upload any additional ones you
want to use. If you provide the wrong kind of key (for example, your instance SSH key,
or a key that isn't at least 2048 bits), you'll get an InvalidKey error.

Example: The PEM public key looks something like this:
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MIIBIJjANBgkghkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEAOCTFQF. ..

————— END PUBLIC KEY—

Instance SSH Key
« What it's for: Accessing a compute instance.

« Format: For Oracle-provided images, these SSH key types are supported: RSA, DSA,
DSS, ECDSA, and Ed25519. If you bring your own image, you're responsible for
managing the SSH key types that are supported.

For RSA, DSS, and DSA keys, a minimum of 2048 bits is recommended. For ECDSA
keys, a minimum of 128 bits is recommended.

. How to get one: See Creating a Key Pair.

. How to use it: When you launch an instance, provide the public key from the key pair.
« Example: An RSA public key looks something like this:

ssh-rsa AAAAB3BzaClyc2EAAAADAQABAAABAQDIBRwrUiLDki6P0+jZhwsjS2muM. ..

. jane.smith@example.com

Auth Token

« What it's for: Authenticating with third-party APIs that do not support Oracle Cloud
Infrastructure's signature-based authentication. For example, use an auth token as your
password with Swift clients.

. Format: Typical password text string.

. How to get one: See Working with Auth Tokens.

. How to use it: Usage depends on the service your are authenticating with. Typically,
you authenticate with third-party APIs by providing your Oracle Cloud Infrastructure
Console login, your auth token provided by Oracle, and your organization's Oracle
tenant name.
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Regions and Availability Domains

This topic describes the physical and logical organization of Oracle Cloud Infrastructure
resources.

About Regions and Availability Domains

Oracle Cloud Infrastructure is hosted in regions and availability domains. A region is a
localized geographic area, and an availability domain is one or more data centers located
within a region. A region is composed of one or more availability domains. Most Oracle Cloud
Infrastructure resources are either region-specific, such as a virtual cloud network, or
availability domain-specific, such as a compute instance. Traffic between availability domains
and between regions is encrypted.

Availability domains are isolated from each other, fault tolerant, and very unlikely to fail
simultaneously. Because availability domains do not share infrastructure such as power or
cooling, or the internal availability domain network, a failure at one availability domain within
a region is unlikely to impact the availability of the others within the same region.

The availability domains within the same region are connected to each other by a low latency,
high bandwidth network, which makes it possible for you to provide high-availability
connectivity to the internet and on-premises, and to build replicated systems in multiple
availability domains for both high-availability and disaster recovery.

Oracle is adding multiple cloud regions around the world to provide local access to cloud
resources for our customers. To accomplish this quickly, we’ve chosen to launch regions in
new geographies with one availability domain.

As regions require expansion, we have the option to add capacity to existing availability
domains, to add additional availability domains to an existing region, or to build a new region.
The expansion approach in a particular scenario is based on customer requirements as well as
considerations of regional demand patterns and resource availability.

For any region with one availability domain, a second availability domain or region in the
same country or geo-political area will be made available within a year to enable further
options for disaster recovery that support customer requirements for data residency where
they exist.
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Regions are independent of other regions and can be separated by vast distances—across
countries or even continents. Generally, you would deploy an application in the region where
it is most heavily used, because using nearby resources is faster than using distant resources.
However, you can also deploy applications in different regions for these reasons:

« To mitigate the risk of region-wide events such as large weather systems or
earthquakes.

« To meet varying requirements for legal jurisdictions, tax domains, and other business
or social criteria.

Regions are grouped into realms. Your tenancy exists in a single realm and can access all
regions that belong to that realm. You can't access regions that are not in your realm.
Currently, Oracle Cloud Infrastructure has three realms: the commercial realm, and two
realms for Government Cloud: FedRAMP authorized and IL5 authorized.

The following table lists the regions in the Oracle Cloud Infrastructure commercial realm:

Region Name Region Region Region | Realm | Availability
Identifier Location Key Key Domains

Australia East ap-sydney-1 | Sydney, SYD 0ocC1 1

(Sydney) Australia

Brazil East (Sao sa-saopaulo- | Sao Paulo, GRU OC1 1

Paulo) 1 Brazil

Canada Southeast ca-toronto-1 | Toronto, Canada | YYZ 0C1 1

(Toronto)

Germany Central eu- Frankfurt, FRA OC1 3

(Frankfurt) frankfurt-1 Germany

India West ap-mumbai- | Mumbai, India BOM OC1 1

(Mumbai) 1

Japan East (Tokyo) | ap-tokyo-1 Tokyo, Japan NRT 0ocC1 1
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Region Name Region Region Region | Realm | Availability
Identifier Location Key Key Domains
South Korea ap-seoul-1 Seoul, South ICN OC1 1
Central (Seoul) Korea
Switzerland North eu-zurich-1 Zurich, ZRH 0oC1 1
(Zurich) Switzerland
UK South (London) | uk-london-1 | London, United LHR 0ocC1 3
Kingdom
US East (Ashburn) | us-ashburn- | Ashburn, VA IAD OC1 3
1
US West (Phoenix) | us-phoenix- | Phoenix, AZ PHX 0ocC1 3
1

To subscribe to a region, see Managing Regions.

For a list of the Oracle Government Cloud regions, see Government Cloud with FedRAMP
Authorization and Federal Government Cloud with Impact Level 5 Authorization.
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Note
Your Tenancy's Availability Domain Names

Oracle Cloud Infrastructure randomizes the availability
domains by tenancy to help balance capacity in the data
centers. For example, the availability domain labeled
PHX-AD-1 for tenancyA may be a different data center
than the one labeled PHX-AD-1 for tenancyB. To keep
track of which availability domain corresponds to which
data center for each tenancy, Oracle Cloud
Infrastructure uses tenancy-specific prefixes for the
availability domain names. For example: the
availability domains for your tenancy are something like
Uocm:PHX-AD-1, Uocm:PHX-AD-2, and so on.

To get the specific names of your tenancy's availability
domains, use the ListAvailabilityDomains operation,
which is available in the IAM API. You can also see the
names when you use the Console to launch an instance
and choose which availability domain to launch the
instance into.

Fault Domains

A fault domain is a grouping of hardware and infrastructure within an availability domain.
Each availability domain contains three fault domains. Fault domains let you distribute your
instances so that they are not on the same physical hardware within a single availability
domain. A hardware failure or Compute hardware maintenance event that affects one fault
domain does not affect instances in other fault domains.

To control the placement of your compute instances, bare metal DB system instances, or
virtual machine DB system instances, you can optionally specify the fault domain for a new
instance at launch time. If you do not specify the fault domain, the system selects one for
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you. To change the fault domain for an instance, terminate it and launch a new instance in the
preferred fault domain.

Use fault domains to do the following things:

« Protect against unexpected hardware failures.

« Protect against planned outages due to Compute hardware maintenance.
For more information:

« For recommendations on using fault domains when provisioning application and
database servers, see Fault Domains in Best Practices for Your Compute Instance.

« For more information about using fault domains when provisioning Oracle bare metal
and virtual machine DB systems, see Fault Domain Considerations for 2-node Virtual
Machine DB Systems and Availability Domain and Fault Domain Considerations for Data
Guard.

Service Availability Across Regions

All Oracle Cloud Infrastructure regions offer core infrastructure services, including the
following:

o Compute: Compute (Intel based bare metal & VM, DenselO & Standard), Container
Engine for Kubernetes, Registry

« Storage: Block Volume, File Storage, Object Storage, Archive Storage

« Networking: Virtual Cloud Network, Load Balancing, FastConnect (specific partners as
available and requested)

. Database: Database, Exadata Cloud Service, Autonomous Data Warehouse,
Autonomous Transaction Processing

o Edge: DNS
« Platform: Identity and Access Management, Tagging, Audit, Work Requests

Generally available cloud services beyond those in the preceding list are made available
based on regional customer demand. Any service can be made available within a maximum of
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three months, with many services deploying more quickly. New cloud services are made
available in regions as quickly as possible based on a variety of considerations including
regional customer demand, ability to achieve regulatory compliance where applicable,
resource availability, and other factors. Because of our low latency interconnect backbone,
customers can use cloud services in other geographic regions with effective results when they
are not available in their home region, provided that data residency requirements do not
prevent them from doing so. We regularly work with customers to help ensure effective
access to required services.

Resource Availability

The following sections list the resource types based on their availability: global across
regions, within a single region, or within a single availability domain.

Tip
In general: IAM resources are global. DB Systems,
instances, and volumes are specific to an availability
domain. Everything else is regional. Exception: Subnets
were originally designed to be specific to an availability

domain. Now, you can create regional subnets, which is
what Oracle recommends.

Global Resources
« API signing keys
« compartments
« dynamic groups
. federation resources
o groups

« policies
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. tag namespaces
. tag keys

e USErs

Regional Resources

. alarms
. applications

« buckets: Although buckets are regional resources, they can be accessed from any
location if you use the correct region-specific Object Storage URL for the API calls.

o cClusters

« cloudevents-rules

« customer-premises equipment (CPE)
. DHCP options sets

« dynamic routing gateways (DRGSs)
« encryption keys

« functions

. images

. internet gateways

« jobs

« key vaults

. load balancers

« local peering gateways (LPGs)

» Mmetrics

« NAT gateways

« network security groups

« node pools
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repositories
reserved public IPs
route tables
security lists
service gateways
stacks

subnets: When you create a subnet, you choose whether it's regional or specific to an
availability domain. Oracle recommends using regional subnets.

subscriptions
topics
virtual cloud networks (VCNSs)

volume backups: They can be restored as new volumes to any availability domain
within the same region in which they are stored.

Availability Domain-Specific Resources

DB Systems
ephemeral public IPs
instances: They can be attached only to volumes in the same availability domain.

subnets: When you create a subnet, you choose whether it is regional or specific to an
availability domain. Oracle recommends using regional subnets.

volumes: They can be attached only to an instance in the same availability domain.

IP Address Ranges

This topic provides information about public IP address ranges for services that are deployed
in Oracle Cloud Infrastructure. Allow traffic to these CIDR blocks to ensure access to the
services.
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Endpoints for Oracle YUM repos and the Oracle Container Registry are listed on this page. You
can use DNS lookup to determine the public IP address for each endpoint.

Public IP Addresses for VCNs and the Oracle Services Network

Public IP address ranges for VCNs and the Oracle Services Network are published to a
JSON file which you can download and view manually or consume programmatically.

The Oracle Services Network is a conceptual network in Oracle Cloud Infrastructure that is
reserved for Oracle services. A service gateway offers private access to the Oracle Services
Network from workloads in your VCN and your on-premises network. The published addresses
correspond to the service CIDR label called All <region> Services in Oracle Services
Network. For a list of the services available with a service gateway, see Service Gateway:
Supported Cloud Services in Oracle Services Network.

Downloading the JSON File

Use this link to download the current list of public IP ranges.

You can poll the published file to check for new IP address ranges as frequently as every 24
hours. We recommend that you poll the published file at least weekly.

JSON File Contents and Syntax

IP addresses are published in the public ip ranges.json file with the fields in the following
table.

Example of the public_ip_ranges.json file

{
"last _updated_timestamp": "2019-11-18T19:55:47.204985",
"regions": [
{
"region": "us-phoenix-1",
"cidrs": [

{
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CIDR ranges.

Field Name Definition Type Example
last_updated timestamp | File creation time in string | "last_updated_
ISO 8601 format. timestamp": "2019-11-
18T19:55:47.204985™"
Expressed as
<date>T<time>
regions IP CIDR ranges grouped | array See preceding Example
by region. of the public_ip_
ranges.json file
region The region of the string "region": "us-
IP CIDR ranges. phoenix-1"
Valid values: Any
region in the Oracle
Cloud Infrastructure
commercial realm.
For a complete list of
regions, see Regions
and Availability
Domains.
cidrs A group of IP address array See preceding Example

of the public_ip_

ranges.json file
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Field Name Definition Type Example
cidr One or more IPv4 IP string | "cidr":
addresses expressed in "147.154.0.0/18"

CIDR notation.

tags The services associated | array "tags": [ "OCI" ]
with the IP address of
CIDR range. string
Valid values: values

e OCI: The VCN
CIDR blocks.

e OSN: The CIDR
block ranges for
the Oracle
Services
Network.

e OBJECT
STORAGE: The
CIDR block
ranges used by
the Object
Storage service.
For more
information, see
Overview of
Object Storage.

Filtering the JSON file contents

After you download the JSON file, you can use a command line tool such as §q to filter the
contents.

Download g
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Here are some examples of how you can use the tool to find and filter the information you
need:

Find the creation date of the JSON file:

jg .last_updated timestamp < public_ip_ ranges.json

Get all IPv4 addresses for a specific region:

jg -r '.regions[] | select (.region=="us-phoenix-1") | .cidrs[] | select (.cidr | contains(".")) | .cidr

' < public_ip_ranges.json

Public IP Addresses for the Oracle YUM Repos

The Oracle YUM repos have the following regional public endpoints.

Region YUM Server Endpoint

Australia East (Sydney) https://yum-ap-sydney-1.oracle.com
Canada Southeast (Toronto) https://yum-ca-toronto-1.oracle.com
Germany Central (Frankfurt) https://yum-eu-frankfurt-1.oracle.com
India West (Mumbai) https://yum-ap-mumbai-1.oracle.com
Japan East (Tokyo) https://yum-ap-tokyo-1.oracle.com
South Korea Central (Seoul) https://yum-ap-seoul-1.oracle.com
UK South (London) https://yum-uk-london-1.oracle.com
US East (Ashburn) https://yum-us-ashburn-1.oracle.com
US West (Phoenix) https://yum-us-phoenix-1.oracle.com

You can use DNS lookup to determine the public IP address for each endpoint.
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Resource Identifiers

This chapter describes the different ways your Oracle Cloud Infrastructure resources are
identified.

Oracle Cloud IDs (OCIDs)

Most types of Oracle Cloud Infrastructure resources have an Oracle-assigned unique ID called
an Oracle Cloud Identifier (OCID). It's included as part of the resource's information in both
the Console and API.

v

Important

To use the API, you need the OCID for your tenancy. For
information about where to find it, see the next section.

OCIDs use this syntax:

0ocidl.<RESOURCE TYPE>.<REALM>.[REGION] [.FUTURE USE].<UNIQUE ID>

ocid1: The literal string indicating the version of the OCID.

resource type: The type of resource (for example, instance, volume, vcn, subnet,
user, group, and so on).

realm: The realm the resource is in. A realm is a set of regions that share entities.
Possible values are oc1 for the commercial realm, oc2 for the Government Cloud
realm, or oc3 for the Federal Government Cloud realm. The regions in the commercial
realm (OC1) belong to the domain oraclecloud.com. The regions in the Government
Cloud (OC2) belong to the domain oraclegovcloud. com.

region: The region the resource is in (for example, phx, iad, eu-frankfurt-1). With
the introduction of the Frankfurt region, the format switched from a three-character
code to a longer string. This part is present in the OCID only for regional resources or
those specific to a single availability domain. If the region is not applicable to the
resource, this part might be blank (see the example tenancy ID below).
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. future use: Reserved for future use. Currently blank.

« unique ID: The unique portion of the ID. The format may vary depending on the type of
resource or service.

Example OCIDs

Tenancy:

ocidl.tenancy.ocl..aaaaaaaaba3pvowkcrdjgae5f44n2b2m2yt2j6rx32uzrdh25vgstifsfdsqg

Instance:

ocidl.instance.ocl.phx.abuwé4ljrlsfiqwé6vzzxb43vyyptdpkodawglp3wgxjqofakrwvou52gb6s5a

Where to Find Your Tenancy's OCID

If you use the Oracle Cloud Infrastructure API, you need your tenancy's OCID in order to sign
the API requests. You also use the tenancy ID in some of the IAM API operations.

Get the tenancy OCID from the Oracle Cloud Infrastructure Console on the Tenancy Details
page:

1. Open the navigation menu, under Governance and Administration, go to
Administration and click Tenancy Details.
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Governance _
R les for Oracle

Administration » My Services Dashboard -

2. The tenancy OCID is shown under Tenancy Information. Click Copy to copy it to your
clipboard.
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= MENU

Edit Audit Retention Policy Edit Object Storage Settings Apply Tag(s)

Tenancy Information | Tags

Tenancy Information

0OCID: __suvxBa Show Home Region: us-ashburn-1

ACTIVE ) )
Name: CSl Number: 21893728

Audit Retention Period: 90 Days
If udit refention period, please allow several minutes

for lue to take effect.

Object Storage Settings

Amazon 53 Compatibility AP| Designated Compartment: SWIFT API Designated Compartment:
Object Storage Namespace:

Resources Reglons Displaying 2 Regions

The tenancy OCID looks something like this (notice the word "tenancy" in it):

ocidl. tenancy.ocl..<unique_ ID>

Name and Description (IAM Only)

The IAM service requires you to assign a unique, unchangeable name to each of your IAM
resources (users, groups, dynamic groups, federations, and policies). The name must be
unique within the scope of the type of resource (for example, you can only have one user with
the name BobSmith). Notice that this requirement is specific to IAM and not the other
services.

The name you assign to a user at creation is their login for the Console.

You can use these names instead of the OCID when writing a policy (for example, A1low
group <GROUP NAME> to manage all-resources in compartment <COMPARTMENT NAME>).

In addition to the name, you must also assign a description to each of your IAM resources
(although it can be an empty string). It can be a friendly description or other information that
helps you easily identify the resource. The description does not have to be unique, and you
can change it whenever you like. For example, you might want to use the description to store
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the user's email address if you're not already using the email address as the user's unique
name.

Display Name

For most of the Oracle Cloud Infrastructure resources you create (other than those in IAM),
you can optionally assign a display name. 1t can be a friendly description or other information
that helps you easily identify the resource. The display name does not have to be unique, and
you can change it whenever you like. The Console shows the resource's display name along
with its OCID.

Resource Tags

When you have many resources (for example, instances, VCNs, load balancers, and block
volumes) across multiple compartments in your tenancy, it can become difficult to track
resources used for specific purposes, or to aggregate them, report on them, or take bulk
actions on them. Tagging allows you to define keys and values and associate them with
resources. You can then use the tags to help you organize and list resources based on your
business needs.

There are two types of tags:

Defined tags are set up in your tenancy by an administrator. Only users granted permission
to work with the defined tags can apply them to resources.

Free-form tags can be applied by any user with permissions on the resource.

For more detailed information about tags and their features, see Tagging Overview.

Tip
Watch a video to introduce you to the concepts and
features of tagging: Introduction to Tagging.
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Working with Resource Tags

A

Avoid entering confidential information when assigning
descriptions, tags, or friendly names to your cloud
resources through the Oracle Cloud Infrastructure
Console, API, or CLI.

Warning

To add a defined tag to an existing resource
To apply a defined tag, you must have permission to use the namespace.
1. Open the Console, go to the details page of the resource you want to tag.
For example, to tag a compute instance: Open the navigation menu. Under Core
Infrastructure, go to Compute and click Instances. A list of the instances in your

current compartment is displayed. Find the instance that you want to tag, and click its
name to view its details page.

2. Click Apply Tags.
3. Inthe Apply Tags to the Resource dialog:
a. Select the Tag Namespace.
b. Select the Tag Key.
c. InValue, either enter a value or select one from the list.
d. To apply another tag, click + Additional Tag.
e. When finished adding tags, click Apply Tag(s).

To add a free-form tag to an existing resource

1. Open the Console, go to the details page of the resource you want to tag.
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For example, to tag a compute instance: Open the navigation menu. Under Core
Infrastructure, go to Compute and click Instances. A list of the instances in your
current compartment is displayed. Find the instance that you want to tag, and click its
name to view its details page.

2. Click Apply Tags.

3. Inthe Apply Tags to the Resource dialog:

a.
b.
C.
d.

€.

Select None (apply a free-form tag).

Enter the Tag Key.

Enter a Value.

To apply another tag, click + Additional Tag.
When finished adding tags, click Apply Tag(s).

To add a tag during resource creation

You can apply tags during resource creation. The location of the Apply Tag(s) option in the
dialog varies by resource. The general steps are:

1. Inthe resource Create dialog, click Apply Tags.
On some resources, you have to click Show Advanced Options to apply a tag.

2. Inthe Apply Tags to the Resource dialog:

a.
b.
C.
d.

€.

Select the Tag Namespace, or select None to apply a free-form tag.
Select or enter the Tag Key.

In Value, either enter a value or select one from the list.

To apply another tag, click + Additional Tag.

Click Apply Tag(s).

To filter a list of resources by a tag

Open the Console, click the service name and then click the resource you want to view. The

Oracle Cloud Infrastructure User Guide



left side of the page shows all the filters currently applied to the list.

For example, to view compute instances: Click Compute and then click Instances, to see
the list of instances in your current compartment.

To filter a list of resources by a defined tag

1. Next to Tag Filters, click add.

2. Inthe Apply a Tag Filter dialog, enter the following:
a. Namespace: Select the tag namespace.
b. Key: Select a specific key.
c. Value: Select from the following:

« Match Any Value - returns all resources tagged with the selected
namespace and key, regardless of the tag value.

« Match Any of the Following - returns resources with the tag value you
enter in the text box. Enter a single value in the text box. To specify
multiple values for the same namespace and key, click + to display another
text box. Enter one value per text box.

d. Click Apply Filter.

To filter a list of resources by a free-form tag
1. Next to Tag Filters, click add.
2. Inthe Apply a Tag Filter dialog, enter the following:
a. Key: Enter the tag key.

b. Value: Select from the following:

« Match Any Value - returns all resources tagged with the selected free-
form tag key, regardless of the tag value.
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« Match Any of the Following - returns resources with the tag value you
enter in the text box. Enter a single value in the text box. To specify
multiple values for the same key, click + to display another text box. Enter
one value per text box.

c. Click Apply Filter.

To update a tag applied to a resource

1. Open the Console, click the service name and then click the resource you want to view.
For example, to view compute instances: Open the navigation menu. Under Core
Infrastructure, go to Compute and click Instances. A list of the instances in your
current compartment is displayed. Find the instance that you want to update, and click
its name to view its details page.

2. Click Tags.

The list of tags applied to the resource is displayed.

3. Find the tag you want to update and click the pencil icon next to it.

4. Enter or select a new value.

5. Click Save.

To remove a tag from a resource

1.

3.

Open the Console, click the service name and then click the resource you want to view.
For example, to view a compute instance: Open the navigation menu. Under Core
Infrastructure, go to Compute and click Instances. A list of the instances in your
current compartment is displayed. Find the instance that you want to remove the tag
from, and click its name to view its details page.

Click Tags.

The list of tags applied to the resource is displayed.

Find the tag you want to remove and click the pencil icon next to it.
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4. Click Remove Tag.

Using the API

For information about using the API and signing requests, see REST APIs and Security
Credentials. For information about SDKs, see Software Development Kits and Command Line
Interface.

To apply a tag to a resource using the API, use the appropriate resource's create Or update
operation.

Resource Monitoring

You can monitor the health, capacity, and performance of your Oracle Cloud Infrastructure
resources when needed using queries or on a passive basis using alarms. Queries and alarms
rely on metrics emitted by your resource to the Monitoring service.

Prerequisites

« IAM policies: To monitor resources, you must be given the required type of access in a
policy written by an administrator, whether you're using the Console or the REST API
with an SDK, CLI, or other tool. The policy must give you access to the monitoring
services as well as the resources being monitored. If you try to perform an action and
get a message that you don’t have permission or are unauthorized, confirm with your
administrator the type of access you've been granted and which compartment you
should work in. For more information on user authorizations for monitoring, see the
Authentication and Authorization section for the related service: Monitoring or
Notifications.

o Metrics exist in Monitoring: The resources that you want to monitor must emit metrics
to the Monitoring service.
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o Compute instances: To emit metrics, Compute instances must be monitoring-enabled.
OracleCloudAgent software installation may also be required. For more information, see
Enabling Monitoring for Compute Instances.

Working with Resource Monitoring

Not all resources support monitoring. See Supported Services for the list of resources that
support the Monitoring service, which is required for queries and alarms used in monitoring.

The Monitoring service works with the Notifications service to notify you when metrics breach.
For more information about these services, see Monitoring Overview and Notifications
Overview.

To view default metric charts for a resource
On the page for the resource of interest, under Resources, click Metrics.
For example, to view metric data for a Compute instance:

1. Open the navigation menu. Under Core Infrastructure, go to Compute and click
Instances.

2. Click the instance you're interested in.

3. On the instance detail page, under Resources, click Metrics.

A chart is shown for each metric. For a list of metrics related to Compute instances, see
Compute Instance Metrics.

The Console displays the last hour of metric data for the selected resource. A chart is shown
for each metric emitted by the selected resource.

For a list of metrics emitted by your resource, see Supported Services.

To view default metric charts for a set of resources

Open the navigation menu. Under Solutions and Platform, go to Monitoring and click
Service Metrics.
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The Service Metrics page displays the default charts for all resources in the first accessible
Compartment and Metric Namespace. Very small or large values are indicated by
International System of Units (SI units), such as M for mega (10 to the sixth power).

Don't see all expected resources or metrics?

Try a different time range.

Make sure the correct Compartment is selected.
On the Service Metrics page, metric namespaces are shown only when associated
resources exist in the selected compartment. For example, the oci autonomous

database namespace is shown only when Autonomous Databases exist in the selected
compartment.

Confirm that the missing resources are emitting metrics. See Enabling Monitoring for
Compute Instances.

Review limits information. Limits information for returned data includes the 100,000
data point maximum and time range maximums (determined by resolution, which
relates to interval). See MetricData Reference.

To create a query

1.

Open the navigation menu. Under Solutions and Platform, go to Monitoring and
click Metrics Explorer.

The Metrics Explorer page displays an empty chart with fields to build a query.

Fill in the fields for a new query.

« Compartment: The compartment containing the resources that you want to
monitor. By default, the first accessible compartment is selected.

« Metric Namespace: The service or application emitting metrics for the
resources that you want to monitor.
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« Resource Group (optional): The group that the metric belongs to. A resource
group is a custom string provided with a custom metric. Not applicable to service
metrics.

« Metric Name: The name of the metric. Only one metric can be specified. Metric
selections depend on the selected compartment and metric namespace.
Example: CpuUtilization

. Interval: The aggregation window.

Interval values
o 1m - 1 minute
o 5m - 5 minutes

o 1h- 1 hour
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»

(]

Note

For metric queries, the interval you select
drives the default resolution of the request,
which determines the maximum time range of
data returned.

Maximum time range returned for a
query

The maximum time range returned for a metric
query depends on the resolution. By default, for
metric queries, the resolution is the same as
the query interval. The maximum time range is
calculated using the current time, regardless of
any specified end time. Following are the
maximum time ranges returned for each
interval selection available in the Console.

Interval | Default Maximum
resolution time range
(metric returned
queries)

ih 1 hour 90 days

5m 5 minutes 30 days

im 1 minute 7 days
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ﬂ See examples of returned data

Example 1: One-minute interval and resolution
up to the current time, sent at 10:00 on January
8th. No resolution or end time is specified, so
the resolution defaults to the interval value of
1m, and the end time defaults to the current
time (2019-01-08T10:00:00.789%Z). This
request returns a maximum of 7 days of metric
data points. The earliest data point possible
within this seven-day period would be 10:00 on
January 1st (2019-01-01T10:00:00.789%).
Example 2: Five-minute interval with one-
minute resolution up to two days ago, sent at
10:00 on January 8th. Because the resolution
drives the maximum time range, a maximum
of 7 days of metric data points is returned.
While the end time specified was 10:00 on
January 6th (2019-01-06T10:00:00.789z2), the
earliest data point possible within this seven-
day period would be 10:00 on January 1st
(2019-01-01T10:00:00.789%). Therefore, only
5 days of metric data points can be returned in
this example.

For more information about the resolution
parameter as used in metric queries, see
SummarizeMetricsData.

« Statistic: The aggregation function.
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Statistic values

o

@]

o

COUNT- The number of observations received in the specified time period.

MAX - The highest value observed during the specified time period.

MEAN - The value of Sum divided by Count during the specified time
period.

MIN - The lowest value observed during the specified time period.
P50 - The value of the 50th percentile.

P90 - The value of the 90th percentile.

P95 - The value of the 95th percentile.

P99 - The value of the 99th percentile.

P99.5 - The value of the 99.5th percentile.

RATE - The per-interval average rate of change.

SUM - All values added together.
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« Metric dimensions: Optional filters to narrow the metric data evaluated.

Dimension fields

o Dimension Name: A qualifier specified in the metric definition. For
example, the dimension resourceld is specified in the metric definition for
CpuUtilization.

"1

e

Note

Long lists of dimensions are trimmed.

m To view dimensions by name, type
one or more characters in the box. A
refreshed (trimmed) list shows
matching dimension names.

m To retrieve all dimensions for a given
metric, use the following
API operation: ListMetrics

o Dimension Value: The value you want to use for the specified dimension.
For example, the resource identifier for your instance of interest.

o + Additional dimension: Adds another name-value pair for a dimension.

. Aggregate Metric Streams: Aggregates all results to plot a single aggregated
average for all metric streams. This average is plotted as a single line on the
metric chart. This operation is helpful when you want to plot a metric as one line
for all resources.
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3. Click Update Chart.
The chart shows the results of your new query. Very small or large values are indicated
by International System of Units (SI units), such as M for mega (10 to the sixth power).
Units correspond to the selected metric and do not change by statistic.

Troubleshooting Errors and Query Limits

If you see an error that the query has exceeded the maximum number of metric
streams, then update the query to evaluate a number of metric streams that is within
the limit. For example, you can reduce the metric streams by specifying dimensions.
You can continue to evaluate all metric streams that were in the original query by
spreading the metric streams across multiple queries (or alarms).

Limits information for returned data includes the 100,000 data point maximum and time_
range maximums (determined by resolution, which relates to interval). See MetricData
Reference.

4. To customize the y-axis label or range, type the label you want into Y-Axis Label or
type the minimum and maximum values you want into Y-Axis Min Value and Y-Axis
Max Value.

Only numeric characters are allowed for custom ranges. Custom labels and ranges are
not persisted in shared queries (MQL).

5. To view the query as a Monitoring Query Language (MQL) expression, click Advanced
Mode.
Advanced Mode is located on the right, under the chart.
Use Advanced Mode to edit your query using MQL syntax to aggregate results by group.
The MQL syntax also supports additional parameter values. For more information about
query parameters in Basic Mode and Advanced Mode, see Monitoring Query Language
(MQL) Reference.

6. To create another query, click Add Query below the chart.
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To create an alarm

1. Open the navigation menu. Under Solutions and Platform, go to Monitoring and
click Alarm Definitions.

2. Click Create alarm.

dl
Note
You can also create an alarm from a predefined
query on the Service Metrics page. Expand
Options and click Create an Alarm on this
Query. For more information about service
metrics, see Viewing Default Metric Charts.

3. Onthe Create Alarm page, under Define alarm, fill in or update the alarm settings:

dl
Note
To toggle between Basic Mode and Advanced Mode,

click Switch to Advanced Mode or Switch to
Basic Mode (to the right of Define Alarm).

Basic Mode (default)

By default, this page uses Basic Mode, which separates the metric from its dimensions
and its trigger rule.

. Alarm Name: User-friendly name for the new alarm. This name is sent as the
title for notifications related to this alarm.
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Rendering of the title by protocol

Protocol Rendering of the title

Email Subject line of the email message.
HTTPS (Custom URL) Not rendered.

PagerDuty Title field of the published message.
Slack Not rendered.

. Alarm Severity: The perceived type of response required when the alarm is in
the firing state.

« Alarm Body: The human-readable content of the notification delivered. Oracle
recommends providing guidance to operators for resolving the alarm condition.
Consider adding links to standard runbook practices. Example: "High CPU usage
alert. Follow runbook instructions for resolution."

. Tags (optional): Optionally, you can apply tags. If you have permissions to
create a resource, you also have permissions to apply free-form tags to that
resource. To apply a defined tag, you must have permissions to use the tag
namespace. For more information about tagging, see Resource Tags. If you are
not sure if you should apply tags, skip this option (you can apply tags later) or ask
your administrator.

o Metric description: The metric to evaluate for the alarm condition.

o Compartment: The compartment containing the resources that emit the
metrics evaluated by the alarm. The selected compartment is also the
storage location of the alarm. By default, the first accessible compartment
is selected.

o Metric Namespace: The service or application emitting metrics for the
resources that you want to monitor.
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o Resource Group (optional): The group that the metric belongs to. A
resource group is a custom string provided with a custom metric. Not
applicable to service metrics.

o Metric Name: The name of the metric. Only one metric can be specified.
Example: CpuUtilization

o Interval: The aggregation window, or the frequency at which data points
are aggregated.

Interval values
m 1m -1 minute
= 5m - 5 minutes

s 1h -1 hour

"1

i
Note
For alarm queries, the specified interval
has no effect on the resolution of the
request. The only valid value of the
resolution for an alarm query request is 1m.
For more information about the resolution
parameter as used in alarm queries, see
Alarm.

o Statistic: The aggregation function.

Statistic values

s COUNT- The number of observations received in the specified time
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period.
MAX - The highest value observed during the specified time period.

MEAN - The value of Sum divided by Count during the specified time
period.

MIN - The lowest value observed during the specified time period.
P50 - The value of the 50th percentile.

P90 - The value of the 90th percentile.

P95 - The value of the 95th percentile.

P99 - The value of the 99th percentile.

P99.5 - The value of the 99.5th percentile.

RATE - The per-interval average rate of change.

SUM - All values added together.
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« Metric dimensions: Optional filters to narrow the metric data evaluated.

Dimension fields

o Dimension Name: A qualifier specified in the metric definition. For
example, the dimension resourceld is specified in the metric definition for
CpuUtilization.

s

Note

Long lists of dimensions are trimmed.

m To view dimensions by name, type
one or more characters in the box. A
refreshed (trimmed) list shows
matching dimension names.

m To retrieve all dimensions for a given
metric, use the following
API operation: ListMetrics

o Dimension Value: The value you want to use for the specified dimension.
For example, the resource identifier for your instance of interest.

o + Additional dimension: Adds another name-value pair for a dimension.
« Trigger rule: The condition that must be satisfied for the alarm to be in the firing

state. The condition can specify a threshold, such as 90% for CPU Utilization, or
an absence.
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o Operator: The operator used in the condition threshold.

Operator values

greater than

greater than or equal to

equal to

less than

less than or equal to

between (inclusive of specified values)
outside (inclusive of specified values)

absent

o Value: The value to use for the condition threshold.

o Trigger Delay Minutes: The number of minutes that the condition must
be maintained before the alarm is in firing state.

Advanced Mode

Click Advanced Mode or Switch to Advanced Mode to view the alarm query as a
Monitoring Query Language (MQL) expression. Edit your query using MQL syntax to
aggregate results by group or for additional parameter values. See Monitoring Query

Language (MQL) Reference.

. Alarm Name: User-friendly name for the new alarm. This name is sent as the
title for notifications related to this alarm.
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Rendering of the title by protocol

Protocol Rendering of the title

Email Subject line of the email message.
HTTPS (Custom URL) Not rendered.

PagerDuty Title field of the published message.
Slack Not rendered.

. Alarm Severity: The perceived type of response required when the alarm is in
the firing state.

« Alarm Body: The human-readable content of the notification delivered. Oracle
recommends providing guidance to operators for resolving the alarm condition.
Consider adding links to standard runbook practices. Example: "High CPU usage
alert. Follow runbook instructions for resolution."

. Tags (optional): Optionally, you can apply tags. If you have permissions to
create a resource, you also have permissions to apply free-form tags to that
resource. To apply a defined tag, you must have permissions to use the tag
namespace. For more information about tagging, see Resource Tags. If you are
not sure if you should apply tags, skip this option (you can apply tags later) or ask
your administrator.

« Metric description, dimensions, and trigger rule: The metric to evaluate for
the alarm condition, including dimensions and the trigger rule.

o Compartment: The compartment containing the resources that emit the
metrics evaluated by the alarm. The selected compartment is also the
storage location of the alarm. By default, the first accessible compartment
is selected.

Oracle Cloud Infrastructure User Guide 99




o Metric Namespace: The service or application emitting metrics for the
resources that you want to monitor.

o Resource Group (optional): The group that the metric belongs to. A
resource group is a custom string provided with a custom metric. Not
applicable to service metrics.

o Query Code Editor box: The alarm query as a Monitoring Query Language
(MQL) expression.
Example alarm query:

CpuUtilization[lm] {availabilityDomain=AD1l}.groupBy (poolId) .percentile(0.9) > 85

For query syntax and examples, see Working with Metric Queries.

o Trigger Delay Minutes: The number of minutes that the condition must
be maintained before the alarm is in firing state.

The chart below the Define alarm section dynamically displays the last six hours of
emitted metrics according to currently selected fields for the query. Very small or large
values are indicated by International System of Units (SI units), such as M for mega (10
to the sixth power).

4. Set up notifications: Under Notifications, fill in the fields.

. Destinations:

o Destination Service: The provider of the destination to use for
notifications.
Available options:

m Notifications Service.

o Compartment: The compartment storing the topic to be used for
notifications. Can be a different compartment from the alarm and metric.
By default, the first accessible compartment is selected.

o Topic: The topic to use for notifications. Each topic supports a subscription
protocol, such as PagerDuty.
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o Create a topic: Sets up a topic and subscription protocol in the selected
compartment, using the specified destination service.

s Topic Name: User-friendly name for the new topic. Example:
"Operations Team " for a topic used to notify operations staff of firing
alarms.

m Topic Description: Description of the new topic.

s Subscription Protocol: Medium of communication to use for the
new topic. Configure your subscription for the protocol you want:

Email subscription

Sends an email message when you publish a message to the
subscription's parent topic.

= Subscription Protocol: Select Email.

m Subscription Email: Type an email address.

HTTPS (Custom URL) subscription

Sends specified information when you publish a message to the
subscription's parent topic.
Endpoint format (URL using HTTPS protocol):

https://<anyvalidURL>

Basic access authentication is supported, allowing you to specify a
username and password in the URL, as in
https://user:password@domain.com OF
https://user@domain.com. The username and password are
encrypted over the SSL connection established when using HTTPS. For
more information about Basic Access Authentication, see RFC-2617.
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Query parameters are not allowed in URLs.
s Subscription Protocol: Select HTTPS (Custom URL).

= Subscription URL: Type (or copy and paste) the URL you want
to use as the endpoint.

PagerDuty subscription

Creates a PagerDuty incident by default when you publish a message
to the subscription's parent topic.

Endpoint format (URL):
https://events.pagerduty.com/integration/<integrationkey>/enqueue

Query parameters are not allowed in URLs.

To create an endpoint for a PagerDuty subscription (set up and
retrieve an integration key), see the PagerDuty documentation.

= Subscription Protocol: Select PagerDuty.

m Subscription URL: Type (or copy and paste) the integration
key portion of the URL for your PagerDuty subscription. (The
other portions of the URL are hard-coded.)

Slack subscription

"]

e

Note

See the following known issue for up-
to-date information about creating
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ﬂ Slack subscriptions.

Sends a message to the specified Slack channel by default when you
publish a message to the subscription's parent topic.
Endpoint format (URL):

https://hooks.slack.com/services/<webhook-token>

The <webhook-token> portion of the URL contains two slashes (/).
Query parameters are not allowed in URLs.

To create an endpoint for a Slack subscription (using a webhook for
your Slack channel), see the Slack documentation.

= Subscription Protocol: Select Slack.

= Subscription URL: Type (or copy and paste) the Slack
endpoint, including your webhook token.

o + Additional destination service: Adds another destination service and
topic to use for notifications.

+
g Note

Each alarm is limited to one destination per
supported destination service.

« Repeat Notification?: While the alarm is in the firing state, resends
notifications at the specified interval.

. Notification Interval: The period of time to wait before resending the
notification.
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« Suppress Notifications: Sets up a suppression time window during which to
suspend evaluations and notifications. Useful for avoiding alarm notifications
during system maintenance periods.

o Suppression Description
o Start Time
o End Time
5. If you want to disable the new alarm, clear Enable This Alarm?.

6. Click Save alarm.
The new alarm is listed on the Alarm Definitions page.

Using the API

For information about using the API and signing requests, see REST APIs and Security
Credentials. For information about SDKs, see Software Development Kits and Command Line
Interface.

To create a query, use the SummarizeMetricsData operation.

To create an alarm, use the CreateAlarm operation.

Service Limits

This topic describes the service limits for Oracle Cloud Infrastructure and the process for
requesting a service limit increase.

About Service Limits and Usage

When you sign up for Oracle Cloud Infrastructure, a set of service limits are configured for
your tenancy. The service limit is the quota or allowance set on a resource. For example, your
tenancy is allowed a maximum number of compute instances per availability domain. These
limits are generally established with your Oracle sales representative when you purchase
Oracle Cloud Infrastructure. If you did not establish limits with your Oracle sales
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representative, or, if you signed up through the Oracle Store, default or trial limits are set for
your tenancy. These limits may be increased for you automatically based on your Oracle
Cloud Infrastructure resource usage and account standing. You can also request a service
limit increase.

Compartment Quotas

Compartment quotas are similar to Service Limits; the biggest difference is that service limits
are set by Oracle, and compartment quotas are set by administrators, using policies that
allow them to allocate resources with a high level of flexibility. Compartment quotas are set
using policy statements written in a simple declarative language that is similar to the IAM
policy language.

To learn more, see Compartment Quotas.

Viewing Your Service Limits, Quotas, and Usage
You can view your tenancy's limits, quotas, and usage in the Console. Be aware that:

« The Console may not yet display limits and usage information for all of the Oracle Cloud
Infrastructure services or resources.

« The usage level listed for a given resource type could be greater than the limit if the
limit was reduced after the resources were created.

o If all the resource limits are listed as 0, this means your account has been suspended.
For help, contact Oracle Support.

If you don't yet have a tenancy or a user login for the Console, or if you don't find a particular
limit listed in the Console, see Limits by Service for the default tenancy limits.
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To view your tenancy's limits and usage (by region)

"

e

Note
Required Permission

If you're in the Administrators group, you have
permission to view the limits and usage. If you're not,
here's an example IAM policy that grants the required
permission to users in a group called
LimitsAndUsageViewers:

Allow group LimitsAndUsageViewers to inspect resource-

availability in tenancy

1. Open the Console. Open the navigation menu, under Governance and Administration, go
to Governance, and then click Limits, Quotas and Usage.

Your resource limits, quotas, and usage for the specific region are displayed, broken out by
service. You can use the filter drop-down lists at the top of the list to filter by service, scope,
resource, and compartment.

When You Reach a Service Limit

When you reach the service limit for a resource, you receive an error when you try to create a
new resource of that type. You are then prompted to submit a request to increase your limit.
You cannot create a new resource until you are granted an increase to your service limit or
you terminate an existing resource. Note that service limits apply to a specific scope, and
when the service limit in one scope is reached you may still have resources available to you in
other scopes (for example, other availability domains).
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Requesting a Service Limit Increase

You can submit a request to increase your service limits from within the Console. If you try to
create a resource for which limit has been met, you'll be prompted to submit a limit increase
request. Additionally, you can launch the request from the service limits page or at any time
by clicking the link under the Help menu ((%)).

Note that the service limit increase is not immediate.

To request a service limit increase

1. Open the Help menu ({2)), go to Support and click Request service limit increase.

2. Enter the following:

. Primary Contact Details: Enter the name and email address of the person
making the request. Enter one email address only. A confirmation will be sent to
this address.

. Service Category: Select the appropriate category for your request.

. Resource: Select the appropriate resource.

Depending on your selection for resource, additional fields might display for more
specific information.

. Reason for Request: Enter a reason for your request. If your request is urgent
or unusual, please provide details here.

3. Click Submit Request.

After you submit the request, the request is reviewed. If your request is awarded, a
confirmation email is sent to the address provided in the primary contact details.

If we need additional information about your request, a follow-up email is sent to the address
provided in the primary contact details.
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Limits by Service

The following tables list the default limits for each service. Note the scope that each limit
applies to (for example, per availability domain, per region, per tenant, etc.).

€]

Note

Some services have additional limits. For more
information, see the overview of each service.

Analytics Cloud Limits

For Analytics Cloud limits, see Service Limits.

Block Volume Limits

Volume limits apply to each availability domain. Volume backup limits apply to each region.

Resource Monthly Universal Pay-as-You-Go or
Credits Promo
Block Volumes aggregated 100 TB 30TB
size
Backups 1000 500

Oracle Cloud Infrastructure User Guide 108


https://docs.cloud.oracle.com/iaas/Content/analytics-cloud/get-started.html#ACOCI-GUID-325E6D45-2B87-4143-AFB0-E2C56204C896

CHAPTER 4 Service Essentials

Compute Limits

Limits apply to each availability domain, unless otherwise noted.

Bare Metal Servers

UK South (London), US West (Phoenix))

2 (other regions)

Resource Monthly Universal Credits Pay-as-You-

Go or

Promo
BM.Standard.B1.44 Contact Us Contact Us
BM.Standard2.52 5 (52 cores) (US East (Ashburn), Germany Central Contact Us

(Frankfurt), UK South (London), US West (Phoenix))
2 (52 cores) (other regions)
BM.Densel02.52 2 (52 cores) Contact Us
BM.GPU2.2 5 (28 cores) (US East (Ashburn), Germany Central Contact Us
(Frankfurt))

BM.GPU3.8 Contact Us Contact Us
BM.HPC2.36 Contact Us Contact Us
BM.Standard.E2.64 | 5 (US East (Ashburn), Germany Central (Frankfurt), Contact Us
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Virtual Machines

Resource Monthly Universal Credits Pay-as-You-Go or Promo

VM.Standard2.1 100 (US East (Ashburn), Germany 2 (US East (Ashburn), Germany
Central (Frankfurt), UK South Central (Frankfurt), UK South
(London), US West (Phoenix)) (London), US West (Phoenix))

50 (other regions)

VM.Standard?2.2 80 (US East (Ashburn), Germany 2 (US East (Ashburn), Germany
Central (Frankfurt), UK South Central (Frankfurt), UK South
(London), US West (Phoenix)) (London), US West (Phoenix))

40 (other regions)

VM.Standard2.4 80 (US East (Ashburn), Germany Contact Us
Central (Frankfurt), UK South
(London), US West (Phoenix))

40 (other regions)

VM.Standard.E2.1 | 40 (US East (Ashburn), Germany 2 (US East (Ashburn), Germany
Central (Frankfurt), UK South Central (Frankfurt), UK South
(London), US West (Phoenix)) (London), US West (Phoenix))

20 (other regions)

VM.Standard.E2.2 2 (US East (Ashburn), Germany
Central (Frankfurt), UK South

30 (US East (Ashburn), Germany .
(London), US West (Phoenix))

Central (Frankfurt), UK South
(London), US West (Phoenix))

15 (other regions)
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Resource Monthly Universal Credits Pay-as-You-Go or Promo

VM.Standard.E2.4 Contact Us

30 (US East (Ashburn), Germany
Central (Frankfurt), UK South
(London), US West (Phoenix))

15 (other regions)

\VVM.Standard.E2.8 Contact Us

10 (US East (Ashburn), Germany
Central (Frankfurt), UK South
(London), US West (Phoenix))

5 (other regions)

VM.Standard2.8 40 (US East (Ashburn), Germany Contact Us
Central (Frankfurt), UK South
(London), US West (Phoenix))

20 (other regions)

VM.Standard2.16 | 40 (US East (Ashburn), Germany Contact Us
Central (Frankfurt), UK South
(London), US West (Phoenix))

20 (other regions)

VM.Standard2.24 40 (US East (Ashburn), Germany Contact Us
Central (Frankfurt), UK South
(London), US West (Phoenix))

20 (other regions)

VMDenselI02.8 5 Contact Us
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Resource Monthly Universal Credits Pay-as-You-Go or Promo
VMDensel02.16 5 Contact Us
VMDensel02.24 5 Contact Us

VM.GPU3.1 Contact Us Contact Us

VM.GPU3.2 Contact Us Contact Us

VM.GPU3.4 Contact Us Contact Us

Other Compute Resources

Resource Monthly Universal Credits Pay-as-You-Go or Promo
Custom images 100 per region 25 per region
Cluster networks 5 per tenancy Contact Us

Container Engine for Kubernetes Limits

Container Engine for Kubernetes limits are regional.

Resource Monthly Universal Credits Pay-as-You-Go or Promo
Clusters 3 clusters per OCI region 1 cluster per OCI region
Nodes 1000 nodes per cluster 1000 nodes per cluster

Data Safe Limits
To register an Oracle Database with Data Safe, you must be using a paid account.
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Data Transfer Limits

Data Transfer limits are regional.

Disk-Based Data Transfer

Resource

Monthly Universal Credits

Pay-As-You-Go

Transfer package

Contact Us

Contact Us

File a service request at My Oracle Support to increase the service limits for Disk-Based Data

Transfer. See Requesting a Service Limit Increase for details.

Appliance-Based Data Transfer

Resource

Monthly Universal Credits

Pay-As-You-Go

Transfer appliances

Contact Your CSM

Contact Your CSM

Contact your Oracle Account Manager or Customer Success Manager (CSM) to place an order
for transfer appliances. Your service limits are automatically set to the number of transfer
appliances ordered. You do not need to file a service request to increase the service limits for

Appliance-Based Data Transfer.

Database Limits

Database limits are per availability domain.

See Data Safe limits for information on Data Safe.
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Resources Monthly Flex Pay-as-You-Go
or Promo
Autonomous Database Serverless 128 cores 8 cores
Deployment - Total OCPUs
Always Free Autonomous 2 instances 2 instances
Database
Always Free Autonomous 1 core 1 core
Database - Total OCPUs
Always Free Autonomous 20 GB 20 GB
Database - Total Block Storage
VM.Standard1 -Total OCPUs 10 cores 2 cores
VM. Standard2 -Total OCPUs 100 cores (US West (Phoenix), 2 cores
US East (Ashburn))
50 cores (Germany Central
(Frankfurt), uk-london-1)
Total VM DB Block Storage (see 10TB 2TB
note)
BM.Densel01.36 (see availability 1 instance 1 instance
note)
BM.Densel02.52 1 instance 1 instance
BM.HighIO1.36 1 instance 1 instance
Exadata.Base.48 Contact Us not available
Exadata.Quarter1.84 - X6 Contact Us not available
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Resources Monthly Flex Pay-as-You-Go
or Promo
Exadata.Half1.168 - X6 Contact Us not available
Exadata.Full1.336 - X6 Contact Us not available
Exadata.Quarter2.92 - X7 Contact Us not available
Exadata.Half2.184 - X7 Contact Us not available
Exadata.Full2.368 - X7 Contact Us not available
BM.RACLocalStoragel.72 Contact Us Contact Us
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€1
Note
. Autonomous Exadata Infrastructure -
Exadata X7 limits (Exadata.Quarter2.92,
Exadata.Half2.184, and Exadata.Full2.368) cover
the corresponding Autonomous Exadata
Infrastructure shapes.

. Total VM DB Block Storage - covers block
storage for all VM.Standard1 and VM.Standard?2
virtual machine databases.

« BM.DenseI01.36 - This DB system shape is
available only to monthly universal credit
customers with tenancies existing on or before
November 9th, 2018, in the US West (Phoenix),
US East (Ashburn), and Germany Central
(Frankfurt) regions.

« Each of the two Always FreeAutonomous
Database available in your tenancy can be
provisioned with your choice of Autonomous
Transaction Processing or Autonomous Data
Warehouse workload types.

DNS Limits
DNS limits are global.
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Resources Monthly Universal Credits Pay-as-You-Go or Promo
Zones 1,000 zones 1,000 zones
Records 25,000 per zone 25,000 per zone

Zone File Size

1 MB

1 MB

Email Delivery Limits

Limits apply to each tenant or availability domain, as specified.

Resource

Monthly Universal Credits

Pay-As-You-Go or Promo

Email volume

50,000 emails per day

200 emails per day

Maximum approved senders

10,000

2,000

SMTP credentials

2 per user

2 per user

Sending rate

18,000 emails per minute

10 emails per minute

€]

Note

Oracle Cloud Infrastructure User Guide

Message size is limited to 2 MB, inclusive of message
headers, body, and attachments.

117




CHAPTER 4 Service Essentials

Events Limits

Events limits are regional.

Resource Monthly Universal Credits Pay-as-You-Go or Promo

Rules 50 50

File Storage Limits

Limits apply to each tenant or availability domain, as specified.

Resource Pre-Paid Pay-As-You-Go
File systems 100 per tenant per availability 100 per tenant per availability
domain domain
Mount targets 2 per tenant per availability 2 per tenant per availability
domain domain
Maximum file system 8 exabytes 8 exabytes
size

Functions Limits

Limits apply to each tenancy.

Resource Monthly Universal Credits Pay-as-You-Go or Promo
Applications 10 10
Functions 20 20
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Health Checks Limits

Health Checks limits are global.

Resource

Monthly Universal Credits

Pay-as-You-Go or Promo

Endpoint tests

1000 per account

1000 per account

IAM Limits
IAM limits are global.
Resource Monthly Universal Pay-as-You-Go or
Credits Promo
Users in a tenancy 2000 2000
Groups in a tenancy 250 250
Compartments in a tenancy 50 50
Policies in a tenancy 100 100
Statements in a policy 50 50
Users per group in a tenancy 2000 2000
Groups per user in a tenancy 250 250
Identity providers in a tenancy 3 3
Group mappings for an identity 250 250
provider
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Key Management Limits

Key Management limits are global.

(Key versions, whether enabled or disabled,
count against your limits.)

Resources Monthly Pay-as-You-Go
Universal Credits or Promo
Vaults in a tenancy Contact Us Contact Us
Keys in a vault Contact Us Contact Us

The Key Management service is not available to promo customers.

Load Balancing Limits

Load Balancing limits are regional.

Resource Monthly Universal Credits Pay-as-You-Go or Promo
LB-Capacity-10Mbps 1 Load Balancer 1 Load Balancer
LB-Capacity-100Mbps 3 Load Balancers 1 Load Balancer
LB-Capacity-400Mbps 3 Load Balancers 1 Load Balancer

LB-Capacity-8000Mbps Contact Us Contact Us

Monitoring Limits
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Monitoring limits are regional.

Resource Monthly Universal Credits | Pay-as-You-Go or Promo
Alarms 50
Metrics (posted by services) Unlimited Unlimited

Networking Limits

Networking service limits apply to different scopes, depending on the resource.

VCN and Subnet Limits

Resource | Scope Monthly Universal Credits Pay-as-You-Go or Promo
VCN Region 10 10
Subnets VCN 300 300
Gateway Limits
Resource Scope Monthly Universal | Pay-as-You-Go or
Credits Promo
Dynamic routing gateways Region 5 5
(DRGs)
Internet gateways VCN 1* 1*
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Resource Scope Monthly Universal | Pay-as-You-Go or
Credits Promo
Local peering gateways VCN 10 10
(LPGs)
NAT gateways VCN 1 1
Service gateways VCN 1 1

* Limit for this resource cannot be increased

IP Address Limits

Resource Scope Monthly Universal Pay-as-You-Go or
Credits Promo
Reserved public IPs | Region 50 50
Ephemeral public | Instance 2 per VM instance 2 per VM instance
IPs 16 per bare metal instance 16 per bare metal instance

DHCP Option Limits

Resource Scope

Monthly Universal Credits

Pay-as-You-Go or Promo

VCN

DHCP options

300

300
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Route Table Limits

Resource Scope Monthly Universal Credits | Pay-as-You-Go or Promo
Route tables VCN 300 300
Route rules | Route table 100* 100*

* Limit for this resource cannot be increased

Network Security Group Limits

Resource | Scope Monthly Universal Credits Pay-as-You-Go or Promo
Network VCN 1000 1000
security
groups
VNICs Network | A given network security group | A given network security group
security can have as many VNICs as are | can have as many VNICs as are
group in the VCN. in the VCN.
A given VNIC can belong to a A given VNIC can belong to a
maximum of 5 network security | maximum of 5 network security
groups.* groups.*
Security | Network 120 (total ingress plus egress) 120 (total ingress plus egress)
rules security
group
* Limit for this resource cannot be increased
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Security List Limits

and

200 egress rules*

Resource Scope Monthly Universal Credits | Pay-as-You-Go or Promo
Security lists VCN 300 300
Security lists Subnet 5*
Security rules | Security list 200 ingress rules* 200 ingress rules*

200 egress rules*

and

* Limit for this resource cannot be increased

IPSec VPN Connection Limits

objects (CPEs)

Resource Scope | Monthly Universal | Pay-as-You-Go or
Credits Promo
IPSec VPN connections Region 4 4
Customer-premises equipment Region 10 10

Dynamic routing gateways (DRGs) | Region

See Gateway Limits

See Gateway Limits
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FastConnect Limits

Resource Scope Monthly Universal Pay-as-You-Go or
Credits Promo
Cross-connects Region Contact Us Contact Us
Virtual circuits Region 10 10
Dynamic routing gateways Region See Gateway Limits See Gateway Limits
(DRGSs)

Notifications Limits

Notifications limits are regional.

Resource Monthly Universal Credits Pay-as-You-Go or
Promo
Topics 50 (Active or Creating*) per Contact Us
tenancy
Subscriptions 10 (Active or Pending*) per topic Contact Us
100 (Pending*) per tenancy

* A lifecycle state. See and
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Object Storage a

nd Archive Storage Limits

Object Storage and Archive Storage limits are regional.

Resource

Monthly Universal Credits

Pay-as-You-Go or Promo

Buckets

10,000 per tenancy

10,000 per tenancy

Objects per bucke

t Unlimited

Unlimited

Registry Limits

Registry limits are regional.

Resource

Monthly Universal Credits

Pay-as-You-Go or Promo

Repositories

500 repositories per OCI region

500 repositories per OCI region

Images

500 images per repository

500 images per repository

Resource Manager Limits

Resource Manager limits are regional.

Resource Monthly Universal Credits Pay-as-You-Go or Promo
Stacks 100 stacks per tenant 10 stacks per tenant
Variables per stack 100 100
Zip file per stack 11 MB 11 MB

Jobs (concurrent)

5 per tenant

2 per tenant

Job Duration

24 hours

24 hours
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Traffic Management Steering Policies Limits

Traffic Management Steering Policies limits are global.

Resource Monthly Universal Credits Pay-as-You-Go or Promo
Policies 100 per tenant 100 per tenant
Attachments 1,000 per tenant 1,000 per tenant
WAF Limits
WAF limits are global.
Resource Monthly Universal Credits Pay-as-You-Go or Promo
Policies 50 per tenant 50 per tenant
Access rules 100 per policy 100 per policy

Viewing All Resources in a Compartment

This topic describes how you can use the compartment explorer to get a cross-region view of
all resources in a compartment.

Compartment Explorer Overview

The compartment explorer allows you to view all your resources in a specific compartment,
across all regions. You can also easily navigate up and down the compartment hierarchy to
get the complete view of the resources in a specific compartment tree. From the
compartment explorer you can navigate directly to resources, providing an alternative
interface to access the resources in each compartment. The compartment explorer also
allows you to move a resource to a different compartment.

The following image highlights these features:
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When using the compartment explorer, be aware of the following:

« If you recently created a resource, it might not show up in the compartment explorer
immediately. Similarly, if you recently updated a resource, your changes might not
immediately appear.

« To navigate to the details page of a resource or to move it to another compartment, you
must be in the same region as the resource. The compartment explorer displays the
resource's region. Use the region selector at the top of the Console to change to the
same region as the resource to enable these actions.

Resources Supported by the Compartment Explorer

The compartment explorer is powered by the Search service and supports the same resource
types. Most resources are supported.
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Supported resources

Service Resource Type
Block Volume bootvolume

Block Volume bootvolumebackup
Block Volume volume

Block Volume volumebackup

Compute autoscalingconfiguration
Compute consolehistory
Compute image

Compute instance

Database autonomousdatabase
Database database

Database dbsystem

Events eventrule

Functions functionsapplication
Functions functionsfunction
IAM compartment

IAM group

IAM identityprovider
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Service Resource Type
IAM user

Key Management key

Key Management vault

Monitoring alarm
Networking routetable
Networking securitylist
Networking subnet
Networking ven

Notifications onssubscription
Notifications onstopic

Object Storage bucket

Resource Manager ormjob

Resource Manager ormstack

WAF waascertificate
WAF waaspolicy

Required IAM Policy to View Resources in the Compartment Explorer

The resources that you see in the compartment explorer depend on the permissions you have
in place for the resource type. You do not necessarily see results for everything in the
compartment. For example, if your user account is not associated with a policy that grants
you the ability to, at a minimum, inspect the dbsystem resource type, then you will not be
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able to view DB systems in the compartment explorer. (The verb inspect lets you list and get
resources.) For more information about policies, see How Policies Work. For information
about the permissions required for the list API operation for a specific resource type, see the
Policy Reference for the appropriate service.

Navigating to the Compartment Explorer and Viewing Resources

Open the navigation menu. Under Governance and Administration, go to Governance
and click Compartment Explorer.

When you open the compartment explorer, the list of all resources that you have permission
to view is displayed. The compartment explorer opens with a view of the root compartment.
The Name and Description of the compartment you are viewing are displayed at the top of
the page.

To navigate to the compartment you are interested in, use the compartment picker on the left
of the Console page.

Filtering Displayed Resources

To view only specific resource types, select the resource types you are interested in from the
Filter by resource type menu. You can select multiple resources to include in the filtered
list.

Opening the Resource Details Page
To open the details page for a resource:

1. Locate the resource in the list.

2. Verify that you are in the same region as the resource. The resource's region is listed in
the compartment explorer results. If it is not the same as the region you are currently
in (shown at the top of the Console), then select the appropriate region from the
Regions menu.

3. To open the details page, you can either:
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o Click the name.

« Click the the Actions icon (three dots) and select View Details.

Detail page navigation is not supported for all resource types. If detail page navigation is not
supported, the resource name does not display as a link and the option is not available from
the Action menu.

Moving a Resource to a Different Compartment
To move a resource to a different compartment:

1. Locate the resource in the list.

2. Verify that you are in the same region as the resource. The resource's region is listed in
the compartment explorer results. If it is not the same as the region you are currently
in (shown at the top of the Console), then select the appropriate region from the
Regions menu.

Click the the Actions icon (three dots) and select Move Resource.
4. Inthe dialog, choose the destination compartment from the list.

5. Click Move Resource.

v

Important

Ensure that you understand the impact for a resource
before you move it. See the resource's service
documentation for details.

Not all resources can be moved to a different compartment. If the resource cannot be moved,
the option is not available from the Action menu.

Compartment Quotas

This topic describes compartment quotas for Oracle Cloud Infrastructure.
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Compartment quotas give tenant and compartment administrators better control over how
resources are consumed in Oracle Cloud Infrastructure, enabling administrators to easily
allocate resources to compartments using the Console. Along with compartment budgets,
compartment quotas create a powerful toolset to manage your spending in Oracle Cloud
Infrastructure tenancies.

You can start using compartment quotas from any compartment detail page in the Console.

About Compartment Quotas

Compartment quotas are similar to Service Limits; the biggest difference is that service limits
are set by Oracle, and compartment quotas are set by administrators, using policies that
allow them to allocate resources with a high level of flexibility.

Compartment quotas are set using policy statements written in a simple declarative language
that is similar to the IAM policy language.

There are three types of quota policy statements:

o set - sets the maximum number of a cloud resource that can be used for a
compartment

« unset - resets quotas back to the default service limits

« zero - removes access to a cloud resource for a compartment

The quota policy statements look like this:

H—Set statement family I—(qu,nta m location m
o

H—Unset statement —(Unset)—l family |—(quota m location FmH
(L
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H—zero statement—(zero)—l family I—(quota location I—mH
()

The language components for a quota policy statement are:

o The action keyword, which corresponds to the type of quota being defined. This can be
set, unset, OF zero.
« The name of the service family; for example: compute.

o The quota or quotas keyword

« The name of the quota, which varies by service family. For example, a valid quota in
the compute family is vm-standard2-16-count.

o You can also use wildcards to specify a range of nhames. For example, " /vm-
* /" matches all Compute shapes that start with the letters "vm".

« For set statements, the value of the quota.
« The compartment that the quota covers.

« An optional condition. For example where request.region = 'us-phoenix-
1'. Currently supported conditionals are request.region and request.ad.

Authentication and Authorization

Each service in Oracle Cloud Infrastructure integrates with IAM for authentication and
authorization, for all interfaces (the Console, SDK or CLI, and REST API).

An administrator in your organization needs to set up groups, compartments, and policies that
control which users can access which services, which resources, and the type of access. For
example, the policies control who can create new users, create and manage the cloud
network, launch instances, create buckets, download objects, etc. For more information, see
Getting Started with Policies. For specific details about writing policies for each of the
different services, see Policy Reference.
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If you're a regular user (not an administrator) who needs to use the Oracle Cloud
Infrastructure resources that your company owns, contact your administrator to set up a user
ID for you. The administrator can confirm which compartment or compartments you should be
using.

For common policies used to authorize users, see Common Policies.

To manage quotas in a compartment, you must belong to a group that has the correct
permissions. For example:

allow group QuotaAdmins to { QUOTA READ, QUOTA CREATE, QUOTA DELETE, QUOTA UPDATE, QUOTA INSPECT } in

tenancy

For in-depth information on granting users permissions for the Quotas service, see Details for
the Quotas Service in the IAM policy reference.

Permissions and Nesting

Compartment quotas can be set on the root compartment. An administrator (who must be
able to manage quotas on the root compartment) can set quotas on their own compartments
and any child compartments. Quotas set on a parent compartment override quotas set on
child compartments. This way, an administrator of a parent compartment can create a quota
on a child compartment that cannot be overridden by the child.

Scope
Quotas can have different scopes, and work at the availability domain, the region, or globally.

There are a few important things to understand about scope when working with compartment
quotas:

« When setting a quota at the availability domain (AD) level, the quota is allocated to each
AD. So, for example, setting a quota of 2 X7 VMs on a compartment actually sets a limit
of 2 VMs per AD. To target a specific AD, use the request.ad parameter in the where
clause.

« Regional quotas apply to each region. For example, if a quota of 10 functions is set on a
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compartment, 10 functions will be allocated per region. To target a specific region, use
the request.region parameter in the where clause.

. Usage for sub-compartments counts towards usage for the main compartment.

For more information, see Regions and Availability Domains.

Quota Evaluation and Precedence
The following rules apply when quota statements are evaluated:

« Within a policy, quota statements are evaluated in order, and later statements
supersede previous statements that target the same resource.

« In cases where more than one policy is set for the same resource, the most restrictive
policy is applied.

« Service limits always take precedence over quotas. Although it is possible to specify a
quota for a resource that exceeds the service limit for that resource, the service limit
will still be enforced.

Usage Examples

The following example sets the quota for vM.Dense101.16 Compute shapes to 10 in each AD
on compartment MyCompartment inthe US West (Phoenix) region:

set compute quota vm-dense-iol-16-count to 10 in compartment MyCompartment

where request.region = us-phoenix-1

The next example shows how to make a whitelist, setting every quota in a family to zero and
then explicitly allocating resources:

zero compute quotas in tenancy

set compute quota vm-dense-iol-16-count to 10 in tenancy

This example shows how to limit creating a bare metal compute resource to only one region:

zero compute quotas /*bm*/ in tenancy

set compute quota /*bm*/ to 5 in tenancy where request.region = us-phoenix-1
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This example policy statement only allows one VM.Standard2.1 Compute instance in a single
compartment in a single region:

zero compute quotas in tenancy
set compute quota vm-standard2-l-count to 10 in compartment sales department

where request.region = us-phoenix-1
You can clear quotas by using an unset statement, which removes the quota for a resource -

any limits on this resource will now be enforced by the service limits:

zero compute quotas in tenancy

unset compute quota vm-dense-iol-16-count in tenancy

Using the Console

To create a quota

1. Open the navigation menu. Under Governance and Administration, go to
Governance and click Quota Policies. From the Quota Policies screen, click
Create Quota.

2. Enter the following:
» Enter a name for your quota in the Name field.
« Enter a description for your quota in the Description field.
« Enter a quota policy string in the Quota Policy field.

3. Click Create Quota Policy.

ﬁ

Note

New policies can take up to 10 minutes to start working.
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To edit a quota

1. From the Quota Policies screen, click the quota you want to edit to display the quota
policy details page, then click the Edit Quota button.

2. Edit the quota.
3. Click Save Changes.

To delete a quota

1. There are two ways to delete a quota from the console:

. From the main Quota Policies page, click the context menu to the right of the
quota you want to delete, then select Delete.

« Click the quota you want to delete, then from the quota policy detail page click
Delete .

2. From the Confirm Delete dialog, click Delete or Cancel.

Available Quotas by Service

Analytics Cloud

For Analytics Cloud quotas and examples, see Service Quotas.
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CHAPTER 4 Service Essentials

Block Volume Quotas

Family name: block-storage

Name Scope Description
backup-count Regional Total number of block and boot volume backups
total-storage-gb | Availability | Maximum storage space of block and boot volumes, in GB
domain
volume-count Availability | Total number of block and boot volumes
domain

Example

set block-storage quota volume-count

Compute Quotas

to 10 in compartment MyCompartment

Compute Shapes and Custom Images

Family name: compute

Name Scope Description
custom-image- Regional Number of custom images
count
bm-standard1-36- | Availability | Number of BM.Standard1.36 shapes
count domain
bm-dense-io1-36- | Availability | Number of BM.Densel01.36 shapes
count domain
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Name Scope Description
bm-standard-b1- Availability | Number of BM.Standard.B1.44 shapes
44-count domain
bm-standard2-52- | Availability | Number of BM.Standard2.52 shapes
count domain
bm-dense-io2-52- | Availability | Number of BM.Densel02.52 shapes
count domain
bm-gpu2-2-count | Availability | Number of BM.GPU2.2 shapes

domain
bm-gpu3-8-count | Availability | Number of BM.GPU3.8 shapes
domain
bm-standard-e2- Availability | Number of BM.Standard.E2.64 shapes
64-count domain
bm-hpc2-36-count | Availability | Number of BM.HPC2.36 shapes
domain
vm-standardl-1- Availability | Number of VM.Standard1.1 shapes
count domain
vm-standard1-2- Availability | Number of VM.Standard1.2 shapes
count domain
vm-standard1-4- Availability | Number of VM.Standard1.4 shapes
count domain
vm-standard1-8- Availability | Number of VM.Standard1.8 shapes
count domain
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Name Scope Description
vm-standard1-16- | Availability | Number of VM.Standard1.16 shapes
count domain
vm-dense-iol-4- Availability | Number of VM.DenselIO1.4 shapes
count domain
vm-dense-iol-8- Availability | Number of VM.DenselO1.8 shapes
count domain
vm-dense-iol-16- | Availability | Number of VM.DenselIO1.16 shapes
count domain
vm-standard2-1- Availability | Number of VM.Standard2.1 shapes
count domain
vm-standard2-2- Availability | Number of VM.Standard2.2 shapes
count domain
vm-standard2-4- Availability | Number of VM.Standard2.4 shapes
count domain
vm-standard2-8- Availability | Number of VM.Standard2.8 shapes
count domain
vm-standard2-16- | Availability | Number of VM.Standard2.16 shapes
count domain
vm-standard2-24- | Availability | Number of VM.Standard2.24 shapes
count domain
vm-standard-e2- Availability | Number of VM.Standard.E2.1 shapes
1-count domain
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Name Scope Description
vm-standard-e2- Availability | Number of VM.Standard.E2.2 shapes
2-count domain
vm-standard-e2- Availability | Number of VM.Standard.E2.4 shapes
4-count domain
vm-standard-e2- Availability | Number of VM.Standard.E2.8 shapes
8-count domain
vm-dense-io2-8- Availability | Number of VM.Densel02.8 shapes
count domain
vm-dense-io2-16- | Availability | Number of VM.DenseI02.16 shapes
count domain
vm-dense-io2-24- | Availability | Number of VM.Densel02.24 shapes
count domain
vm-gpu2-1-count | Availability | Number of VM.GPU2.1 shapes
domain

vm-gpu3-1-count | Availability | Number of VM.GPU3.1 shapes
domain

vm-gpu3-2-count | Availability | Number of VM.GPU3.2 shapes
domain

vm-gpu3-4-count | Availability | Number of VM.GPU3.4 shapes
domain

Example

set compute quota vm-dense-iol-4-count to 10 in compartment MyCompartment where request.ad =

phoenix-1-ad-2"
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Instance Configurations and Instance Pools

Family name: compute-management

Name Scope Description
config-count Regional | Number of instance configurations
pool-count Regional | Number of instance pools

Example

set compute-management quota config-count to 10 in compartment MyCompartment

Autoscaling

Family name: auto-scaling

Name

Scope

Description

config-count

Regional

Number of autoscaling configurations

Example

Set auto-scaling quota config-count to 10 in compartment MyCompartment
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Data Transfer Quotas

Family name: data-transfer

Name Scope Description
active-appliance- Regional | Number of approved transfer appliances
count
appliance-count Regional | Number of transfer appliances
job-count Regional | Number of transfer jobs

Example

zero data-transfer quota job-count in tenancy
set data-transfer quota job-count to 1 in compartment Finance
set data-transfer quota appliance-count to 3 in compartment Finance

Database Quotas

Family name: database

Name Scope Description
adw-ocpu-count | Regional Number of Autonomous Data Warehouse OCPUs
atp-ocpu-count | Regional Number of Autonomous Transaction Processing OCPUs
adb-free-count | Regional Number of Always Free Autonomous Databases.

Tenancies can have a total of two Always Free
Autonomous Databases, and these resources must be
provisioned in the home region. For each database, you
can choose the workload type (Autonomous Transaction
Processing or Autonomous Data Warehouse).
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Name Scope Description
bm-dense-iol- | Availability Number of BM.Densel01.36 DB systems
36-count domain
bm-dense-io2- | Availability Number of BM.Densel02.52 DB systems
52-count domain
exadata-base- | Availability Number of Exadata.Base.48 DB systems
48-count domain
exadata-fulll- Availability Number of Exadata.Full1.336 - X6 DB systems
336-x6-count domain
exadata-full2- Availability Number of Exadata.Full2.368 - X7 DB systems and
368-x7-count domain Autonomous Exadata Infrastructure
exadata-halfl- | Availability Number of Exadata.Half1.168 - X6 DB systems
168-x6-count domain
exadata-half2- | Availability Number of Exadata.Half2.184 - X7 DB systems and
184-x7-count domain Autonomous Exadata Infrastructure
exadata- Availability Number of Exadata.Quarter1.84 - X6 DB systems
quarter1-84-x6- | domain
count
exadata- Availability Number of Exadata.Quarter2.92 - X7 DB systems and
quarter2-92-x7- | domain Autonomous Exadata Infrastructure
count
vm-block- Availability | Total size of block storage attachments across all virtual
storage-gb domain machine DB systems, in GB
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Name Scope Description

vm-standardl- | Availability Number of VM.Standard1.x OCPUs
ocpu-count domain

vm-standard2- | Availability Number of VM.Standard2.x OCPUs
ocpu-count domain

For information about shapes that are not listed, including non-metered shapes, contact
Oracle Support.

Example

The following example shows how to limit the number of Autonomous Data Warehouse
resources in a compartment:

#Limits the Autonomous Data Warehouse CPU core count to 2 in the MyCompartment compartment
set database quota adw-ocpu-count to 2 in compartment MyCompartment

To limit the number of virtual machine DB systems in a compartment, you must set a quota
for the number of CPU cores and a separate quota for the block storage:

#Sets a quota for virtual machine Standard Edition OCPUs to 2 in the MyCompartment compartment
set database quota vm-standardl-ocpu-count to 2 in compartment MyCompartment

#Sets the virtual machine DB system block storage quota to 1024 GB in the same compartment
set database quota vm-block-storage-gb to 1024 in compartment MyCompartment

The following example shows how to prevent the usage of all database resources in the
tenancy except for two Exadata full rack X7 resources in a specified compartment:

zero database quotas in tenancy
set database quota exadata-full2-368-x7-count to 2 in compartment MyCompartment

This example of nested quotas shows how to distribute limits for a resource type in a
compartment among its subcompartments:
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#Allows usage of 3
set database quota

#Allows usage of 1
set database quota

#Allows usage of 2
set database quota

Autonomous Data Warehouse OCPUs in parent compartment Compartmentl
adw-ocpu-count to 3 in compartment Compartmentl

Autonomous Data Warehouse OCPU in child compartment Compartmentl.l
adw-ocpu-count to 1 in compartment Compartmentl.l

Autonomous Data Warehouse OCPUs in child compartment Compartmentl.Z2
adw-ocpu-count to 2 in compartment Compartmentl.2

This example shows how to set a quota for Autonomous Exadata Infrastructure quarter rack
resources in a compartment:

#Limits the usage of Exadata.Quarter2.92 X7 shapes to 1 in the MyCompartment compartment
set database quota exadata-quarter2-92-x7-count to 1 in compartment MyCompartment

DNS Quotas

Family name: dns

Name Scope

Description

global-zone-count Global

Number of public DNS zones

attachment-count

steering-policy- Global Number of traffic management steering policies
count
steering-policy- Global Number of traffic management steering policy attachments

Example

Zero
zero
zZero
zZero

dns
dns
dns
dns

quotas in compartment MyCompartment

quota global-zone-count in compartment MyCompartment

quota steering-policy-count in compartment MyCompartment

quota steering-policy-attachment-count in compartment MyCompartment
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Email Delivery Quotas

Family name: email-delivery

Name Scope Description
approved-sender- Regional | Number of approved senders
count
Example

zero email-delivery quota approved-sender-count in compartment MyCompartment

Health Checks Quotas

Family name: health-checks

Name Scope

Description

monitor-basic-count | Regional

Number of basic monitors

monitor-premium- Regional
count

Number of premium monitors

Example

zero health-checks quotas monitor-basic-count
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Key Management Quotas

Family name: kms

Name Scope Description
virtual-private- Regional | Number of virtual private vaults
vault-count

Example

set kms quota virtual-private-vault-count to 10 in compartment MyCompartment
set kms quota virtual-vault-count to 10 in compartment MyCompartment

Notifications Quotas

Family name: notifications

Name Scope Description
topic-count Regional | Number of topics
Example

set notifications quota topic-count to 10 in compartment MyCompartment
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Resource Manager Quotas

Family name: resource-manager

Name Scope Description
concurrent-job- Regional | Number of concurrent Jobs per compartment
count
stack-count Regional | Number of of stacks per compartment

Example

set resource-manager quota concurrent-job-count to 1 in compartment MyCompartment
zZzero resource-manager quota stack-count in compartment MyCompartment

Streaming Quotas

Family name: streaming

Name Scope Description
partition-count Regional | Number of partitions
Example

set streaming quota partition-count to 10 in compartment MyCompartment

WAF Quotas

Family name: waas

Name Scope Description

waas-policy-count Regional | Number of WAF policies
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Example

zero waas quota waas-policy-count in compartment MyCompartment

Work Requests

This topic describes the work requests feature documented in the Work Requests API. The
following Oracle Cloud Infrastructure services are integrated with this API:

« Compute
« Database

€1
Note

Some Oracle Cloud Infrastructure services offer work

requests supported by the service API rather than the

Work Requests API discussed in this topic. For

information about work requests in these services, see

the following topics:

. Load Balancing: Viewing the State of a Work
Request
. Object Storage: Copy Object Work Requests

o Identity: Deleting Compartments and Deleting
Tag Key Definitions and Namespace

Work requests allow you to monitor long-running operations such as Database backups or the
provisioning of Compute instances. When you launch such an operation, the service spawns a
work request. A work request is an activity log that enables you to track each step in the
operation's progress. Each work request has an OCID that allows you to interact with it
programmatically and use it for automation.
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If an operation fails, a work request can help you determine which step of the process had an
error.

Some operations affect multiple resources. For example, creating an instance pool also
affects instances and instance configurations. A work request provides a list of the resources
that an operation affects.

For workflows that require sequential operations, you can monitor each operation’s work
request and confirm that the operation has completed before proceeding to the next
operation. For example, say that you want to create an instance pool with autoscaling
enabled. To do this, you must first create the instance pool, and then configure autoscaling.
You can monitor the work request for creating the instance pool to determine when that
workflow is complete, and then configure autoscaling after it is done.

Work requests are retained for 12 hours.

Required IAM Policy

To use Oracle Cloud Infrastructure, you must be given the required type of access in a policy
written by an administrator, whether you're using the Console or the REST API with an SDK,
CLI, or other tool. If you try to perform an action and get a message that you don’t have
permission or are unauthorized, confirm with your administrator the type of access you've
been granted and which compartment you should work in.

For administrators: Work requests inherit the permissions of the operation that spawns the
work request. To enable users to view the work requests, logs, and error messages for an
operation, write a policy that grants users permission to do the operation. For example, to let
users see the work requests associated with launching instances, write a policy that enables
users to launch instances.

To enable users to list all work requests in a tenancy, use the following policy:

Allow group SupportTeam to inspect work-requests in tenancy

If you're new to policies, see Getting Started with Policies and Common Policies.
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Work Request States

Note: Work requests for some services or operations may support only a subset of the
following statuses.

ACCEPTED

The request is in the work request queue to be processed.

IN_PROGRESS

A work request record exists for the specified request, but there is no associated WORK_
COMPLETED record.

SUCCEEDED

A work request record exists for this request and an associated WORK_COMPLETED record
has the state SUCCEEDED.

FAILED

A work request record exists for this request and an associated WORK_COMPLETED record
has the state FAILED.

CANCELING

The work request is in the process of canceling.

CANCELED

The work request has been canceled.
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Using the Console to View Work Requests

The steps to view a work request are similar for Oracle Cloud Infrastructure services that
support work requests.

1.

4,

Navigate to resource whose work requests you want to see.
For example, to see the work requests for a Compute instance: Open the navigation
menu. Under Core Infrastructure, go to Compute and click Instances.

If the resource is displayed in a list view, click the resource name to view the resource
details.

In the Resources section of the details page, click Work Requests. The status of all
work requests appears on the page.

To see the log messages, error messages, and resources that are associated with a
specific work request, click the operation name. Then, select an option in the More
information section.

For associated resources, you can click the the Actions icon (three dots) next to a
resource to copy the resource's OCID.

Using the API

For information about using the API and signing requests, see REST APIs and Security
Credentials. For information about SDKs, see Software Development Kits and Command Line
Interface.

Use these API operations to monitor the state of work requests:

« ListWorkRequests

« GetWorkReqguest

o ListWorkRequestErrors

« ListWorkRequestLogs
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Console Announcements

This topic describes the announcements that Oracle Cloud Infrastructure displays in the
Console. Console announcements appear at the top of the page to communicate timely,
important information about service status. You can also view a list of past announcements.

"]

]
Note
« Announcements is not available in Oracle Cloud

Infrastructure Government Cloudrealms.

o If you use Oracle Platform Cloud Services or
Oracle Cloud Applications and you have
announcements about those service entitlements,
the Console displays a banner with a link that you
can use to access those announcements. For more
information about these announcements,
including how to set notification preferences, see
Monitoring Notifications.

Types of Announcements

There are different categories of announcements. An announcement's prefix helps you
understand, at a glance, the type and relative severity of the information and whether there's
anything you can or must do. Announcement types currently include the following, in order of
most important to least:

« Required action. You must take specific action within your environment.

. Emergency change. There is a time period during which an unplanned, but urgent,
change associated with your environment will take place.

. Recommended action. You have specific action to take within your environment, but
the action is not required.
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« Planned change. There is a time period during which a planned change associated
with your environment will take place.

« Planned change extended. The scheduled change period has extended beyond what
was previously communicated.

. Planned change rescheduled. The planned change to your environment has been
postponed to a later time or date.

« Production event. An impactful change to your environment either recently occurred
or is actively occurring.

« Planned change completed. The planned change to your environment has been
completed and regular operations have resumed.

. Information. There is information that you might find useful, but is not urgent and
does not require action on your part.

For announcements that require action and affect Oracle Cloud Infrastructure Compute
instances, you will get 30 days of advance notice. If you need to delay the actions described in
the announcement, contact support to request one of the alternate dates listed in the
announcement. Critical vulnerabilities might not be eligible for delay.

Required IAM Policy

Each service in Oracle Cloud Infrastructure integrates with IAM for authentication and
authorization, for all interfaces (the Console, SDK or CLI, and REST API).

To use Oracle Cloud Infrastructure, you must be given the required type of access in a policy
written by an administrator, whether you're using the Console or the REST API with an SDK,
CLI, or other tool. If you try to perform an action and get a message that you don’t have
permission or are unauthorized, confirm with your administrator the type of access you've
been granted and which compartment you should work in.

Depending on whether you have access, you might not see any announcements. With access
to announcements, you can either see only the summary version of any given announcement
or you can also view announcement details.
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For administrators: for typical policies that give users access to announcements, see Restrict
user access to view only summary announcements and Let users view details of
announcements. For more information, see Details for the Announcements Service.

If you're new to policies, see Getting Started with Policies and Common Policies.

Email Delivery

As part of your service agreement, Oracle Cloud Infrastructure also contacts you about
service status announcements through email. These emails help alert you to upcoming
changes that will impact your tenancy, such as those involving data centers or instances you
use, or about required action on your part. Oracle sends these announcements to the tenant
administrator email address and you cannot opt out of receiving this operational information.
Whenever possible, we try to provide advance notice of impactful events. If you want to
change the tenant administrator email address, contact Oracle Support. For more
information, see Contacting Support.

Viewing Announcements

This section describes how to view announcements. The Console displays announcements as
banners that span the width of the top of your browser window. As long as an announcement
remains in effect and you have the access to view announcements, the banner announcement
displays each time you sign in to the Console until you mark it as read. You can also view all
past announcements. The Announcements icon displays a green dot if you have any unread
announcements.

To dismiss a banner announcement

« To close a banner announcement until the next time you sign in to the Console, click the
X at the far right edge of the banner. If you want to stop seeing an announcement as a
banner altogether, you must mark it as read. For more information, see To mark an
announcement as read.

Oracle Cloud Infrastructure User Guide 157


http://support.oracle.com/

To view the details of an announcement

1. Do one of the following:

If you are viewing a banner, click the Show details link near the far right edge of
the banner.

If you are viewing a list of announcements, under the Summary column, click the
announcement summary.

2. On the Announcement Details page, you can view the following information:

Description. This describes the issue or event in greater detail than the
summary text of the announcement.

OCID. This is the announcement's unique, Oracle-assigned identifier.

Reference Ticket Number. You can use this number to refer to the issue when
talking to Support.

Type. This is one of several predefined categories that helps to set expectations
about the nature and severity of the issue described.

Affected Service. This indicates the Oracle Cloud Infrastructure services
affected by the issue or event.

Region. This tells you what Oracle Cloud Infrastructure regions are impacted.
Start Time. This is when the issue or event was first detected.
End Time. This is when the issue or event was resolved.

Required After. This is the date after which you must address any required
actions described in the announcement.

Created. This is when the announcement was created.
Updated. This is when the announcement was updated.

Additional Information. This includes information such as workarounds or
background material.
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« Impacted Resources. This shows the resources that were affected in some way
by the event that prompted the announcement.

3. Optionally, if you want to refer to the list of impacted resources later, click Download
Impacted Resources List.

To view a list of all announcements

1. Click the Announcements icon (£).

2. The Announcements page displays all announcements. From this page, you can do the
following:

« Filter. You can filter announcements by type or by start or end date.

« Sort. You can sort announcements by summary, type, event start time, or publish
time (which indicates when the announcement was last updated).

. Mark as read. You can mark announcements as read if you want stop seeing
them as banners in the Console in subsequent sessions.

« View announcement details. You can view the details of an announcement.

To filter a list of announcements
1. Click the Announcements icon (2).
2. To filter the list, under Filters, do one of the following:
« Click Type, and then click a type from the list.

« Click Start Date, and then choose a date to see only events that started on that
date.

. Click End Date, and then choose a date to see only events that ended on that
date.

3. To clear a filter on a date, click the X next to the date.
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To sort a list of announcements

1. Click the Announcements icon (£).

2. By default, the list displays announcements according to the event start time, from
most recent to least. To sort the list another way, do one of the following:

« Click Summary. The list sorts alphabetically, according to the summary of the
announcement.

« Click Type. The list sorts according to the importance of the announcement.

« Click Start Time. The list sorts according to the start time of the event described
in the announcement. If you begin by viewing the default sort order, the sort
order will change to show the oldest announcement at the beginning of the list.

o Click Publish Time. The list sorts according to the time that an announcement
was last updated. You might find it helpful to sort by this column if you want to
track an ongoing issue or if an announcement requires action on your part.

3. To sort the list again, repeat the previous step.

To mark an announcement as read

1. Click the Announcements icon (£).

2. Find the announcement that you want to mark as read, click the Actions icon (three
dots), and then click Mark As Read.

Using the Command Line Interface (CLI)

For information about using the CLI, see Command Line Interface (CLI). For a complete list of
flags and options available for CLI commands, see CLI Help.

To view the details of an announcement

Open a command prompt and run oci announce announcements get to view detailed
information about an announcement:
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oci announce announcements get --announcement-id <announcement_OCID>

For example:

oci announce announcements get --announcement-id

ocidl.announcement.regionl..examplear73oued4jdywjjvietoc6éim3cvbbxaedfalm3fauxSus3iwra3tég

To view a list of all announcements

Open a command prompt and run oci announce announcements list to view a list of all
announcements:

oci announce announcements list --compartment-id <compartment OCID>

For example:

oci announce announcements list --compartment-id

ocidl.tenancy.ocl..exampleatidwjob6cvbxgd4iusldS5ltpneskcfy7lr4dabwfauxuwrwedSbsdea

To filter a list of announcements

Open a command prompt and run oci announce announcements list to filter a list of
announcements.

To filter a list of announcements by announcement type:

oci announce announcements list --compartment-id <compartment OCID> --announcement-type <announcement
type>

For example:

oci announce announcements list --compartment-id
ocidl.tenancy.ocl..exampleatidwjo6cvbxgd4iusldS5ltpneskcfy7lrdabwfauxuwrwed5bsdea --announcement-type

ACTION_REQUIRED

To sort a list of announcements

Open a command prompt and run oci announce announcements list to sorta list of
announcements.

Oracle Cloud Infrastructure User Guide 161



To sort a list of announcements in ascending order of time created, from oldest to newest:

oci announce announcements list --compartment-id <compartment OCID> --sort-order ASC

For example:

oci announce announcements list --compartment-id

ocidl.tenancy.ocl..exampleatidwjo6cvbxgd4iusldS5ltpneskcfy7lrdabwfauxuwrwedS5bsdea --sort-order ASC

To mark an announcement as read

Open a command prompt and run oci announce user-status update to mark an
announcement as read:

oci announce user-status update --announcement-id <announcement OCID> --user-status-announcement-id
<announcement OCID> --user-id <user OCID> --time-acknowledged <date and time>

For example:

oci announce user-status update --announcement-id
ocidl.announcement.regionl..examplear73ouedjdywjjvietoc6im3cvbbxaedfalm3fauxSus3iwra3tbég —--user-status-
announcement-id ocidl.announcement.regionl..examplear73ouedjdywjjvietoc6im3cvb6xaedfalm3fauxSus3iwraldteqg
--user-id ocidl.user.regionl..exampleaorxz3psplonigcvbzy5ocaiwiubh7k7ip6zgklfauxic67kksudoqg --time-

acknowledged 2019-01-06T20:14:00+00:00

Using the API

For information about using the API and signing requests, see REST APIs and Security
Credentials. For information about SDKs, see Software Development Kits and Command Line
Interface.

Use the following operations to manage announcements:

« GetAnnouncement

« GetAnnouncementUserStatus

o ListAnnouncements

« UpdateAnnouncementUserStatus
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Prerequisites for Oracle Platform Services on Oracle Cloud
Infrastructure

This topic describes procedures that are required by some Oracle Platform Services before
you can launch them on Oracle Cloud Infrastructure. The information in this topic applies only
to the following services:

« Oracle Big Data Cloud

« Oracle Database Cloud Service

« Oracle Data Hub Cloud Service

« Oracle Event Hub Cloud Service
« Oracle Java Cloud Service

« Oracle MySQL Cloud Service

« Oracle SOA Cloud Service

For a list of all services supported on Oracle Cloud Infrastructure, see Information About
Supported Platform Services.

Accessing Oracle Cloud Infrastructure

Oracle Cloud Infrastructure has a different interface and credential set than your Oracle
Platform Services. You can access Oracle Cloud Infrastructure using the Console (a browser-
based interface) or the REST API. Instructions for the Console and API are included in topics
throughout this guide. For a list of available SDKs, see Software Development Kits and
Command Line Interface.

To access the Console, you must use a supported browser (Oracle Cloud Infrastructure
supports the latest desktop versions of Google Chrome, Microsoft Edge, Internet Explorer 11,
Safari, Firefox, and Firefox ESR. Note that private browsing mode is not supported for
Firefox, Internet Explorer, or Edge. Mobile browsers are not supported.
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Required Identity and Access Management (IAM) Policy

To use Oracle Cloud Infrastructure, you must be given the required type of access in a policy
written by an administrator, whether you're using the Console or the REST API with an SDK,
CLI, or other tool. If you try to perform an action and get a message that you don’t have
permission or are unauthorized, confirm with your administrator the type of access you've
been granted and which compartment you should work in.

See Common Policies for more information and examples.

Resources Created in Your Tenancy by Oracle

Oracle creates a compartment in your tenancy for Oracle Platform Services. This
compartment is specially configured by Oracle for the Oracle Cloud Infrastructure resources
that you create through the Platform Services. You can't choose another compartment for
Oracle to use.

Along with this compartment, Oracle creates the IAM policies to allow Oracle Platform
Services access to the resources.

The compartment that Oracle creates for Oracle Platform Services is named:

ManagedCompartmentForPaasS.
The polices that Oracle creates for Oracle Platform Services are:
e PSM-root-policy
This policy is attached to the root compartment of your tenancy.
e PSM-mgd-comp-policy
This policy is attached to the ManagedCompartmentForPaasS compartment.

A

Warning

Do not make any changes to these resources. Editing or
renaming the policies or the compartment can result in
loss of functionality.
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Prerequisites for Oracle Platform Services

Before you can create instances of an Oracle Platform Service on Oracle Cloud Infrastructure,
you need to have the following resources in your Oracle Cloud Infrastructure tenancy:

« A compartment for your resources

o Avirtual cloud network (VCN) with at least one public subnet

« IAM policies to allow Oracle Platform Services to access the VCN
« An Object Storage bucket

« Credentials to use with Object Storage

Some of the Platform Services automatically create some of these resources for you. See
details about your service in the following sections.

Setting Up the Prerequisites

"l

i
Note

To use Autonomous Data Warehouse Cloud, you

don't need to set up any of the resources listed in this

prerequisites section. However, if you optionally choose

to use Oracle Cloud Infrastructure Object Storage for

data loading, you need to perform these two tasks:

Create a bucket

Create an auth token

Following are two scenarios with procedure sets. If you need to set up all the required
resources, follow Scenario 1. If you already have a VCN in your Oracle Cloud Infrastructure
tenancy that you want to use for Oracle Platform Services, follow Scenario 2.

To follow a tutorial on how to set up the prerequisites for Scenario 1, see Creating the
Infrastructure Resources Required for Oracle Platform Services.
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Scenario 1: I need to create all the prerequisite resources

Create a compartment
Important

You cannot use the ManagedCompartmentForPaa$ for
your VCN and bucket.

1. Open the navigation menu. Under Governance and Administration, go to Identity
and click Compartments.

2. Alist of the existing compartments in your tenancy is displayed.
Click Create Compartment.
4. Enter the following:

« Name: For example, PaaSResources. Restrictions for compartment names are:
Maximum 100 characters, including letters, numbers, periods, hyphens, and
underscores. The name must be unique across all the compartments in your
tenancy

. Description: A friendly description.

5. Click Create Compartment.

Set up your virtual cloud network
This procedure creates a VCN with these characteristics:

« A VCN with CIDR 10.0.0.0/16.

« Three public subnets (10.0.0.0/24, 10.0.1.0/24, and 10.0.2.0/24) each using the VCN's
default security list, default route table, and default DHCP options.

« Aninternet gateway, with the required route rule in the default route table.
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« Use of the Internet and VCN Resolver for DNS, so your instances can use their
hostnames instead of their private IP addresses to communicate with each other.

Tip
This Quick VCN procedure is useful for getting started
and trying out Oracle Platform Services on Oracle Cloud
Infrastructure. For production, use the procedure in
VCNs and Subnets. That topic explains features such as
how to specify the CIDR ranges for your VCN and
subnets, and how to secure your network. When you use
the advanced procedure, remember that the VCN that
you create must have a public subnet for Oracle
Platform Services to use.

1. Open the Region menu and select the region in which you want to create the Oracle
Paa$S service instance.

Select a region that's within the default data region of your account. For example, if
your default data region is EMEA, then select Germany Central (Frankfurt) or UK South
(London).

2. From the Compartment list, select the compartment you created.

3. Open the navigation menu. Under Core Infrastructure, go to Networking and click
Virtual Cloud Networks.

4. Click Create Virtual Cloud Network.

5. In Create in Compartment, leave the default value (the compartment you're
currently working in).

6. Enter a friendly name for the cloud network, for example: PaaSVCN. It doesn't have to
be unique, and it cannot be changed later in the Console (but you can change it with the
API).
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7. Select Create Virtual Cloud Network Plus Related Resources.

8. Scroll down to the bottom of the dialog box and click Create Virtual Cloud Network.

Permit Oracle Platform Services to access resources

1.

In the Console, navigate to the root compartment of your tenancy by clicking your
tenancy name in the Compartment list.

Open the navigation menu. Under Governance and Administration, go to Identity
and click Policies.

Click Create Policy.

Enter the following:

Name: A unique name for the policy. The name must be unique across all policies
in your tenancy. You cannot change this later.

Description: A friendly description. You can change this later if you want to.

Policy Versioning: Select Keep Policy Current if you'd like the policy to stay
current with any future changes to the service's definitions of verbs and
resources. Or if you'd prefer to limit access according to the definitions that were
current on a specific date, select Use Version Date and enter that date in format
YYYY-MM-DD format. For more information, see Policy Language Version.

Statement: To allow Oracle Platform Services access to use the network in your
compartment, enter the following policy statements. Replace <compartment_
name> with your compartment name. Click + after each statement to add
another.

Allow service PSM to inspect vcns in compartment <compartment name>
Allow service PSM to use subnets in compartment <compartment name>
Allow service PSM to use vnics in compartment <compartment name>

Allow service PSM to manage security-lists in compartment <compartment name>

For more information about policies, see Policy Basics and also Policy Syntax.
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5. (Optional) If you want to enable the use of an Autonomous Transaction Processing or
Oracle Cloud Infrastructure Database instance in your compartment as the
infrastructure schema database for your Oracle Java Cloud Service instance, then add
the following statements:

Allow service PSM to inspect autonomous-database in compartment <compartment name>

Allow service PSM to inspect database-family in compartment <compartment name>

6. Click Create.

Create a bucket

1. Open the Region menu and select the region in which you want to create the Oracle
PaaS service instance.
Select a region that's within the default data region of your account. For example, if
your default data region is EMEA, then select Germany Central (Frankfurt) or UK South
(London).

Open the navigation menu. Under Core Infrastructure, click Object Storage.
Choose the compartment you created.

Click Create Bucket.

i A WN

In the Create Bucket dialog, enter a bucket name, for example: PaasBucket.

Make a note of the name you enter. You will need it when you create an instance for
your Oracle Platform Service later.

6. Click Create Bucket.

Set up credentials to use with Object Storage

For Big Data Cloud, set up an API signing key:
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Set up an API signing key

Follow the instructions in this topic: Required Keys and OCIDs.

For all other services, create an auth token. Note that your service might refer to this
credential as a Swift password. Use the auth token wherever you are asked to provide a Swift
password.

Create an auth token
1. View the user's details:
. If you're creating an auth token for yourself: Open the Profile menu ([®) and
click User Settings.

« If you're an administrator creating an auth token for another user: In the Console,
click Identity, and then click Users. Locate the user in the list, and then click the
user's name to view the details.

2. On the left side of the page, click Auth tokens.
Click Generate Token.

4. Enter a friendly description for the token and click Generate Token.
The new token is displayed.

5. Copy the token immediately, because you can't retrieve it again after closing the dialog
box. Also, make sure you have this token available when you create your Oracle
Platform Services instance.

Scenario 2: I have an existing VCN in Oracle Cloud Infrastructure that I want to
use for my Oracle Platform Services instance

You can use an existing VCN. The VCN must have at least one public subnet. Perform these
tasks to complete the prerequisites:
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Permit Oracle Platform Services to access resources

1.

In the Console, navigate to the root compartment of your tenancy by clicking your
tenancy name in the Compartment list.

Open the navigation menu. Under Governance and Administration, go to Identity
and click Policies.

Click Create Policy.
Enter the following:

« Name: A unique name for the policy. The hame must be unique across all policies
in your tenancy. You cannot change this later.

. Description: A friendly description. You can change this later if you want to.

. Policy Versioning: Select Keep Policy Current if you'd like the policy to stay
current with any future changes to the service's definitions of verbs and
resources. Or if you'd prefer to limit access according to the definitions that were
current on a specific date, select Use Version Date and enter that date in YYYY-
MM-DD format. For more information, see Policy Language Version.

« Statement: To allow Oracle Platform Services access to use the network, enter
the following policy. Click + after each statement to add another. In each
statement, replace <compartment_name> with the name of the compartment
where your VCN resides.

Allow service PSM to inspect vcns in compartment <compartment name>
Allow service PSM to use subnets in compartment <compartment name>
Allow service PSM to use vnics in compartment <compartment name>

Allow service PSM to manage security-lists in compartment <compartment name>

For more information about policies, see Policy Basics and also Policy Syntax.

5. (Optional) If you want to enable the use of an Autonomous Transaction Processing or

Oracle Cloud Infrastructure Database instance in your compartment as the
infrastructure schema database for your Oracle Java Cloud Service instance, then add
the following statements:
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6.

Allow service PSM to inspect autonomous-database in compartment <compartment name>

Allow service PSM to inspect database-family in compartment <compartment name>

Click Create.

Create a bucket

1.

v A WN

Open the Region menu and select the region in which you want to create the Oracle
PaaS service instance.

Select a region that's within the default data region of your account. For example, if
your default data region is EMEA, then select Germany Central (Frankfurt) or UK South
(London).

Open the navigation menu. Under Core Infrastructure, click Object Storage.
Choose the compartment you want to create the bucket in.
Click Create Bucket.

In the Create Bucket dialog, enter a bucket name, for example: PaasBucket. Make a
note of the name you enter. You will need it when you create an instance for your Oracle
Platform Service later.

Click Create Bucket.

Set up credentials to use with Object Storage

For Big Data Cloud, set up an API signing key:

Set up an API signing key

Follow the instructions in this topic: Required Keys and OCIDs.

For all other services, create an auth token. Note that your service might refer to this
credential as a Swift password. Use the auth token wherever you are asked to provide a Swift
password.
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Create an auth token
1. View the user's details:
. If you're creating an auth token for yourself: Open the Profile menu ({!2) and
click User Settings.

« If you're an administrator creating an auth token for another user: In the Console,
click Identity, and then click Users. Locate the user in the list, and then click the
user's name to view the details.

2. On the left side of the page, click Auth Tokens.
Click Generate Token.

4. Enter a friendly description for the token and click Generate Token.
The new token is displayed.

5. Copy the auth token immediately, because you can't retrieve it again after closing the
dialog box. Also, make sure you have this token available when you create your Oracle
Platform Services instance.

Information About Supported Platform Services

The following table lists the services supported on Oracle Cloud Infrastructure and links to
more information about using those services on Oracle Cloud Infrastructure:

Service More Information

Autonomous Analytics About Oracle Autonomous Analytics Cloud
Cloud

Autonomous Using Oracle Autonomous API Platform Cloud Service
API Platform Cloud
Service
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CHAPTER 4 Service Essentials

Service

More Information

Autonomous Data
Warehouse Cloud

About Autonomous Data Warehouse Cloud

Integration Cloud

Oracle Integration Cloud

Autonomous Mobile
Cloud Enterprise

About Oracle Autonomous Mobile Cloud Enterprise

NoSQL Database Cloud

Oracle NoSQL Database Cloud

Oracle Visual Builder

Administering Oracle Visual Builder

Big Data Cloud

About Big Data Cloud Clusters in Oracle Cloud Infrastructure

Data Hub Cloud Service

About Oracle Data Hub Cloud Service Clusters in Oracle Cloud
Infrastructure

Data Integration
Platform Cloud

What is Oracle Data Integration Platform Cloud

Database Cloud Service

About Database Deployments in Oracle Cloud Infrastructure

Developer Cloud
Service

About Oracle Developer Cloud Service in Oracle Cloud
Infrastructure

Event Hub Cloud
Service

About Oracle Event Hub Cloud Service - Dedicated Instances in

Oracle Cloud Infrastructure

Java Cloud Service

About Java Cloud Service Instances in Oracle Cloud
Infrastructure

MySQL Cloud Service

About MySQL Cloud Service Deployments in Oracle Cloud
Infrastructure

Oracle SOA Cloud
Service

About SOA Cloud Service Instances in Oracle Cloud
Infrastructure Classic and Oracle Cloud Infrastructure
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Billing and Payment Tools Overview

Oracle Cloud Infrastructure provides various billing and payment tools that make it easy to
manage your service costs.

Budgets

Budgets can be used to set thresholds for your Oracle Cloud Infrastructure spending. You can
set alerts on your budget to let you know when you might exceed your budget, and you can
view all of your budgets and spending from one single place in the Oracle Cloud Infrastructure
console.

See Budgets Overview for more information.

Cost Analysis

Cost Analysis provides easy-to-use visualization tools to help you track and optimize your
Oracle Cloud Infrastructure spending. For more information, see Checking Your Balance and

Usage.

Usage Reports

A usage report is a comma-separated value (CSV) file that can be used to get a detailed
breakdown of resources in Oracle Cloud Infrastructure for audit or invoice reconciliation.

For more information, see Usage Reports Overview.

Invoices

You can view and download invoices for your Oracle Cloud Infrastructure usage. For more
information, see Viewing Your Subscription Invoice.

Payment Methods

The Payment Method section of the Oracle Cloud Infrastructure Console allows you to easily
manage how you pay for your Oracle Cloud Infrastructure usage.

For more information, see Changing Your Payment Method.
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Budgets Overview

A budget can be used to set soft limits on your Oracle Cloud Infrastructure spending. You can
set alerts on your budget to let you know when you might exceed your budget, and you can
view all of your budgets and spending from one single place in the Oracle Cloud Infrastructure
console.

How BUDGETS WORK

Budgets are set on cost-tracking tags or on compartments (including the root compartment)
to track all spending in that cost-tracking tag or for that compartment and its children.

All budgets alerts are evaluated every 15 minutes. To see the last time a budget was
evaluated, open the details for a budget. You will see fields that show the current spend, the
forecast and the "Spent in period" field which shows you the time period over which the
budget was evaluated. When a budget alert fires, the email recipients configured in the budget
alert receive an email.

BUDGET CONCEPTS

The following concepts are essential to working with budgets:

BUDGET

A monthly threshold you define for your Oracle Cloud Infrastructure spending. Budgets
are set on cost-tracking tags or compartments and track all spending in the cost-tracking
tag or compartment and any child compartments. Note: the budget tracks spending in the
specified target compartment, but you need to have permissions to manage budgets in the
root compartment of the tenancy to create and use budgets.

ALERT

You can define email alerts that get sent out for your budget. You can send a customized
email message body with these alerts. Alerts are evaluated every 15 minutes, and can be
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triggered when your actual or your forecasted spending hits either a percentage of your
budget or a specified set amount.

Required IAM Policy

To use Oracle Cloud Infrastructure, you must be given the required type of access in a policy
written by an administrator, whether you're using the Console or the REST API with an SDK,
CLI, or other tool. If you try to perform an action and get a message that you don‘t have
permission or are unauthorized, confirm with your administrator the type of access you've
been granted and which compartment you should work in.

If you're new to policies, see Getting Started with Policies and Common Policies.

To use budgets, you must be in a group that can use "usage-budgets" in the tenancy (which is
the root compartment) or be able to use all resources in the tenancy. All budgets are created
in the root compartment, regardless of the compartment they are targeting, so IAM policies
that grant budget permissions outside of the root will not be meaningful.

IAM Policy Description

Allow group accountants to inspect usage- Accountants can inspect budgets including
budgets in tenancy spend.

Allow group accountants to read usage- Accountants can read budgets including
budgets in tenancy spend (same as list).

Allow group accountants to use usage- Accountants can create and edit budgets and
budgets in tenancy alerts rules.

Allow group accountants to manage usage- Accountants can create, edit, and delete
budgets in tenancy budgets and alerts rules.

Tagging Resources

You can apply tags to your resources to help you organize them according to your business
needs. You can apply tags at the time you create a resource, or you can update the resource
later with the desired tags. For general information about applying tags, see Resource Tags.
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Authentication and Authorization

Each service in Oracle Cloud Infrastructure integrates with IAM for authentication and
authorization, for all interfaces (the Console, SDK or CLI, and REST API).

An administrator in your organization needs to set up groups, compartments, and policies that
control which users can access which services, which resources, and the type of access. For
example, the policies control who can create new users, create and manage the cloud
network, launch instances, create buckets, download objects, etc. For more information, see
Getting Started with Policies. For specific details about writing policies for each of the
different services, see Policy Reference.

If you're a regular user (not an administrator) who needs to use the Oracle Cloud
Infrastructure resources that your company owns, contact your administrator to set up a user
ID for you. The administrator can confirm which compartment or compartments you should be
using.

Managing Budgets

This topic discusses how to view and manage your budgets.

USING THE CONSOLE

To create a budget

1. Open the navigation menu. Under Governance and Administration, go to Account
Management and click Budgets.

2. Click Create Budget at the top of the budgets list. The Create Budget dialog is
displayed.

3. Select either Compartment or Cost-Tracking Tag to select the type of target for your
budget.
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4. Select the target for your budget:
« For budgets targeting a compartment:

o Select a target compartment for your budget from the Target
Compartment drop-down list. Note that while the budget tracks spending
in the specified target compartment, but you need to have permissions to
manage budgets in the root compartment of the tenancy to create and use
budgets.

« For budgets targeting a cost-tracking tag:
o Select a tag namespace
o Select a target cost-tracking tag key.
o Enter a value for the cost-tracking tag.

5. Enter a name for your budget in the Name text field. The name can only contain
alphanumeric characters, dashes, and the underscore character, and can’t begin with a
number.

6. Enter a monthly amount for your budget in the Monthly Budget Amount field. The
minimum allowed value for your monthly budget is 1; the maximum allowed value is
999,999,999,999.

7. You can optionally create an alert for your budget by creating a budget alert rule. In the
Budget Alert Rule panel on the Create Budget dialog, configure your alert rule:

a. Select a threshold for your alert from the Threshold Metric drop-down list.
There are two possible values:
Actual Spend will watch the actual amount you spend in your compartment per
month;
Forecast Spend will watch your resource usage and alert you when it appears
that you'll exceed your budget. The forecast algorithm is linear extrapolation and
requires at least 3 days of consumption to trigger

b. Select a threshold type from the Threshold Type drop-down list. You can select
either a percentage of your monthly budget (which must be greater than 0 and no
greater than 10,000) or a fixed amount.
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c. The label of the next text field changes depending on what type of threshold you
selected. Enter either a Threshold % or a Threshold Amount.

d. Inthe Email Recipients field, enter one or more email addresses to receive the
alerts. Multiple addresses can be separated using a comma, semicolon, space,
tab, or new line.

e. Enter the body of your email alert in the Email Message field. The text of the
email message cannot exceed 1000 characters. This message will be included
with metadata about your budget, including the budget name, the compartment,
and the amount of your monthly budget. You can use this message to for things
like providing instructions to the recipient that explain how to request a budget
increase or reminding users about corporate policies.

8. Advanced Options (optional): Click the Show Advanced Options link to add Tags
to your Budget. Optionally, you can apply tags. If you have permissions to create a
resource, you also have permissions to apply free-form tags to that resource. To apply
a defined tag, you must have permissions to use the tag namespace. For more
information about tagging, see Resource Tags. If you are not sure if you should apply
tags, skip this option (you can apply tags later) or ask your administrator.

9. Click the Create button to create your budget.

To view or edit a budget

1. Open the navigation menu. Under Governance and Administration, go to Account
Management and click Budgets.

2. From the list of budgets, click on the budget you want to edit. The budget detail screen
will appear.

Click the Edit button. The Edit Budget dialog will appear.
4. You can edit the name of your budget or the budget amount.

5. When you are finished, click Save Changes.
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To delete a budget

1. From the list of budgets, select Delete from the context menu, or click the Delete
button at the top of budget detail screen. The Confirm Delete dialog will appear.

2. Click the Confirm button to delete the budget, or cancel by clicking Cancel.

To manage tags for a budget

1. Open the navigation menu. Under Governance and Administration, go to Account
Management and click Budgets.

2. From the list of budgets, click on the budget you want to tag. The budget detail screen
will appear.

Click the Add tag(s) button to add a tag.

4. Click the the Tags tab and then click on the pencil icon next to a tag you want to edit or
remove.

UsING THE API

For information about using the API and signing requests, see REST APIs and Security
Credentials. For information about SDKs, see Software Development Kits and Command Line
Interface.

Use the following operation to manage budgets:

« ListBudgets

» GetBudget

» CreateBudget
« DeleteBudget
« UpdateBudget

Managing Budget Alert Rules

You can set email alerts on your budgets. You can set alerts that are based on a percentage of
your budget or an absolute amount, and on your actual spending or your forecast spending.
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This topic covers how to view and manage your budget alert rules.

REQUIRED IAM PoLicy

To use Oracle Cloud Infrastructure, you must be given the required type of access in a policy
written by an administrator, whether you're using the Console or the REST API with an SDK,
CLI, or other tool. If you try to perform an action and get a message that you don’t have
permission or are unauthorized, confirm with your administrator the type of access you've
been granted and which compartment you should work in.

If you're new to policies, see Getting Started with Policies and Common Policies.

USING THE CONSOLE

To create a budget alert rule

1. Click the budget that you want to create an alert for from the budgets list.

2. Inthe Budget Alert Rules panel at the bottom of the screen, click the Create Budget
Alert Rule button.

3. Configure your alert rule:
a. Select a threshold for your alert from the Threshold Metric drop-down list.
There are two possible values:

Actual Spend will watch the actual amount you spend in your compartment per
month;

Forecast Spend will watch your resource usage and alert you when it appears
that you'll exceed your budget. The forecast algorithm is linear extrapolation and
requires at least 3 days of consumption to trigger

b. Select a threshold type from the Threshold Type drop-down list. You can select
either a percentage of your monthly budget (which must be greater than 0 and no
greater than 10,000) or a fixed amount.

c. The label of the next text field changes depending on what type of threshold you
selected. Enter either a Threshold % or a Threshold Amount.
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d. Inthe Email Recipients field, enter one or more email addresses to receive the
alerts. Multiple addresses can be separated using a comma, semicolon, space,
tab, or new line.

e. Enter the body of your email alert in the Email Message field. The text of the
email message cannot exceed 1000 characters. This message will be included
with metadata about your budget, including the budget name, the compartment,
and the amount of your monthly budget. You can use this message for things like
providing instructions to the recipient that explain how to request a budget
increase or reminding users about corporate policies.

4. Click the Create button to create your alert.

To view or edit a budget alert rule

1. Inthe list of budget alert rules, click the menu icon at the right side of the list and select
View/Edit from the context menu.

2. Edit your alert rule.

3. Confirm your changes by clicking Save Changes, or dismiss the dialog without saving
by clicking the Cancel button.

To delete a budget alert rule

1. Inthe list of budget alert rules, click the menu icon at the right side of the list and select
Delete from the context menu.

2. Confirm or cancel the delete operation in the Confirm Delete dialog by clicking either
the Confirm or Cancel button.

USING THE API

For information about using the API and signing requests, see REST APIs and Security
Credentials. For information about SDKs, see Software Development Kits and Command Line
Interface.

Use the following operation to manage budget alert rules:
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o ListAlertRules
o GetAlertRule

o CreateAlertRule

o DeleteAlertRule
« UpdateAlertRule

Usage Reports Overview

A usage report is a comma-separated value (CSV) file that can be used to get a detailed
breakdown of resources in Oracle Cloud Infrastructure for audit or invoice reconciliation.

How UsSAGE REPORTS WORK

The usage report is automatically generated daily, and is stored in an Oracle-owned Object
Storage bucket. It contains one row per each Oracle Cloud Infrastructure resource (such as
instance, Object Storage bucket, VNIC) per hour along with consumption information,
metadata, and tags. Usage reports generally contain 24 hours of usage data, although
occasionally a usage report may contain late-arriving data that is older than 24 hours.

Usage reports are retained for one year.

The file name for each usage report is appended with an automatically incrementing
numerical value.

The report may contain corrections. Corrections are added as new rows to the report, with the
lineItem/iscorrection column set and the referenceNo value of the corrected line
populated in the 1ineItem/backReference column.

USAGE REPORT SCHEMA

The following table shows the usage report schema.
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Field Name

Description

lineItem/referenceNo

Line identifier. Used for
debugging and
corrections.

lineItem/TenantId

The identifier (OCID) for
the Oracle Cloud
Infrastructure tenant.

lineltem/intervalUsageStart

The start time of the
usage interval for the
resource in UTC.

lineltem/intervalUsageEnd

The end time of the usage
interval for the resource
in UTC.

product/service The service that the
resource is in.
product/resource The resource name used

by the metering system.

product/compartmentId

The ID of the
compartment that
contains the resource.

product/compartmentName

The name of the
compartment that
contains the resource.

product/region

The region that contains
the resource.
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Field Name Description
product/availabilityDomain The availability domain
that contains the
resource.
product/resourceld The identifier for the
resource.
usage/consumedQuantity The quantity of the

resource that has been
consumed over the usage
interval.

usage/billedQuantity The quantity of the
resource that has been
billed over the usage

interval.
usage/consumedQuantityUnits The unit for the consumed

quantity and billed

quantity.
usage/consumedQuantityMeasure The measure for the

consumed quantity and
billed quantity.
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Field Name Description

linelItem/backreference Data amendments and
corrections reference. If a
correction to an existing
line item is needed, a new
row is added with the
corrected values and a
reference to the original
line. Used with the
lineltem/isCorrection

field.

lineItem/isCorrection Used if the current line is
a correction. See the
lineitem/backreference
column for a reference to
the corrected line item.

tags/ The usage report contains
one column per tag
definition (includes all tag
definitions, not just cost
tracking tags).

Required IAM Policy

To use Oracle Cloud Infrastructure, you must be given the required type of access in a policy
written by an administrator, whether you're using the Console or the REST API with an SDK,
CLI, or other tool. If you try to perform an action and get a message that you don’t have
permission or are unauthorized, confirm with your administrator the type of access you've
been granted and which compartment you should work in.

If you're new to policies, see Getting Started with Policies and Common Policies.
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Authentication and Authorization

Each service in Oracle Cloud Infrastructure integrates with IAM for authentication and
authorization, for all interfaces (the Console, SDK or CLI, and REST API).

An administrator in your organization needs to set up groups, compartments, and policies that
control which users can access which services, which resources, and the type of access. For
example, the policies control who can create new users, create and manage the cloud
network, launch instances, create buckets, download objects, etc. For more information, see
Getting Started with Policies. For specific details about writing policies for each of the
different services, see Policy Reference.

If you're a regular user (not an administrator) who needs to use the Oracle Cloud
Infrastructure resources that your company owns, contact your administrator to set up a user
ID for you. The administrator can confirm which compartment or compartments you should be
using.

Accessing Usage Reports

A usage report is a comma-separate value (CSV) file that is generated daily and stored in an
Object Storage bucket. This topic describes how to access usage reports.

REQUIRED IAM PoLicy

To use Oracle Cloud Infrastructure, you must be given the required type of access in a policy
written by an administrator, whether you're using the Console or the REST API with an SDK,
CLI, or other tool. If you try to perform an action and get a message that you don’t have
permission or are unauthorized, confirm with your administrator the type of access you've
been granted and which compartment you should work in.

If you're new to policies, see Getting Started with Policies and Common Policies.

Reports are generated in another tenancy and stored in an Oracle-owned Object Storage
bucket. You must set up a cross-tenancy IAM policy to access your usage reports as shown
below, changing the group name as appropriate:

define tenancy usage-report as

ocidl.tenancy.ocl..aaaaaaaaned4fkpkisbwjlr56u7cj631lf3wffbilvgknstgtvzub7vhagkggg
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endorse group MyGroupName to read objects in tenancy usage-report

USING THE CONSOLE

To download a usage report

1. Open the navigation menu. Under Governance and Administration, go to Account
Management and select Usage Report.

2. Click the report you want to download from the list, and follow your browser's
instructions for downloading.

USING THE API

For information about using the API and signing requests, see REST APIs and Security
Credentials. For information about SDKs, see Software Development Kits and Command Line
Interface.

To download a usage report, use the Object Storage APIs. The reports are stored in the
tenancy's home region. The Object Storage namespace used for the reports is bling; the
bucket name is the tenancy OCID.

The following example shows how to download a usage report using a Python script:

import oci

import os

# This script downloads all of the usage reports for a tenancy (specified in the config file)

#

# Pre-requisites: Create an IAM policy to endorse users in your tenancy to read usage reports from the
OCI tenancy

#

# Example policy:

# define tenancy usage-report as
ocidl.tenancy.ocl..aaaaaaaaned4fkpkisbwjlr56u7cj631lf3wffbilvgknstgtvzub7vhakggg

# endorse group group_name to read objects in tenancy usage-report

#

# Note - the only value you need to change is group name. Do not change the OCID in the first statement

usage_report_namespace = 'bling'
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# Update these values

destintation path = 'downloaded reports'

# Make a directory to receive reports

if not os.path.exists(destintation path):

os.mkdir (destintation_path)

# Get the list of usage reports

config = oci.config.from file('config/config', 'DEFAULT")

usage report bucket = config['tenancy']
object storage = oci.object storage.ObjectStorageClient (config)
report bucket objects = object storage.list objects(usage report namespace, usage report bucket)

for o in report bucket objects.data.objects:

print ('Found file ' + o.name)
object details = object storage.get object (usage report namespace,usage report bucket,o.name)
filename = o.name.rsplit('/', 1)[-1]

with open(destintation path + '/' + filename,

print ('Finished downloading

f.write (chunk)

' + o.name + '\n'")

'wb') as f:

for chunk in object_details.data.raw.stream (1024 * 1024, decode_content=False):

Console Cookies and Local Storage

The Oracle Cloud Infrastructure console uses browser cookies and local storage as detailed

below.

Oracle Cloud Infrastructure Console Login Page Cookies

Name | Purpose Duration | Impact of Disabling

bmc_ Tracks the default 30 days The last-used tenancy is not tracked, and

tenancy | tenancy for the OCI users are asked to specify a tenancy when
Console login page logging into the OCI Console
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Oracle Cloud Infrastructure Console Local Storage

Name Purpose Duration | Impact of Disabling

hg-session- | UI State information, includes Never Console UI may not work

<userid> selected region, active expires optimally

:<session> | compartment and other UI state

recorded- Temporary cache of console Never Console usage not recorded

events usage data. Does not include any | expires for analysis and product
sensitive information. improvement purposes

recorded- Temporary cache of console Never Console metrics not

metrics metrics (for example, page load expires recorded for analysis and
time) product improvement

purposes

Oracle Cloud Infrastructure Console Cookies

Name | Purpose Duration | Impact of Disabling
s_fid Adobe Analytics unique visitor | 2 years Cannot track users across different
information, anonymous Oracle products (OCI, Cloud
Marketplace)
s_nr Adobe Analytics unique visitor | 2 years Cannot track users across different
information, anonymous Oracle products (OCI, Cloud
Marketplace)
gpw_ | Records and saves the Never Console metrics not recorded for
e24 previously accessed URL expires analysis and product improvement
(anonymous) purposes
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Oracle Cloud Infrastructure Console Local Storage - Indexed DB

Table Field Purpose

duplo - activeCompartmentld | Stores the compartment a user has selected in
<tenancy ocid> the Ul

duplo - activeRegionld Stores the region a user has selected in the UI

<tenancy ocid>

duplo - selectedLocale Stores the user’s current locale
<tenancy ocid>

opc-key-store key Signed ID token (carries user identity
information) and a signed security token (carries
transient user public key as a JSON Web Key)
used for signed request calls to API end points.
The security token expires after 24 hours, at
which point the user will be prompted to log in

again.
opc-key-store- | key Signed ID token (carries user identity
v2 information) and a signed security token (carries

transient user public key as a JSON Web Key)
used for Signed Request calls to API end points.
The security token expires after 24 hours, at
which point the user will be prompted to log in
again.

My Services Use Cases

v

Important

The My Services dashboard and APIs are deprecated.
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To interact programmatically with My Services, you can use the Oracle Cloud My Services
API. To help you get started, here are some use cases:

o Service Discovery Use Case

« Exadata Use Cases

« Managing Exadata Instances

o Using Access Token Authorization with My Services API

Service Discovery Use Case
This use case shows how you can get the list of your service entitlement IDs.
Important

The My Services dashboard and APIs are deprecated.

Discover Current Service Entitlement IDs

Many of the My Services API operations require you to specify the serviceEntitlementId. To
get the list of all your service entitlement IDs, use the GET ServiceEntitlements operation.
This operation returns information that you can use to make more specific requests using the
Oracle Cloud My Services API.

Example:

GET /itas/<domain>/myservices/api/vl/serviceEntitlements
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€1
Note

In the examples, <domain> is the identity domain ID.

An identity domain ID can be either the IDCS GUID that

identifies the identity domain for the users within

Identity Cloud Service (IDCS) or the Identity Domain

name for a traditional Cloud Account.

To obtain the IDCS GUID

Go to the Users page in My Services dashboard and click
Identity Console. The URL in the browser address
field displays the IDCS GUID for your identity domain.
For example:

https://idcs-

105bbbdfe5644611bf7ce04496073adf.identity.oraclecloud.com/ui/v

1/adminconsole/?root=users

In the above URL, idcs-
105bbbdfe5644611bf7ce04496073adf is the IDCS
GUID for your identity domain.

Example payload returned for this request:

{
"items": [
{
"id": "cesi-511202718", // Unique ServiceEntitlementId
"purchaseEntitlement": { // Purchase Entitlement is the entity
bought by a customer
"subscriptionId": "511203590",
"id": "511203590",
"canonicalLink": "/itas/<domain>/myservices/api/vl/purchaseEntitlements/511203590"
bo
"serviceDefinition": {

"canonicalLink": "/itas/<domain>/myservices/api/vl/serviceDefinitions/500089778",
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"id": "500089778",
"name": "Storage" // The customer is entitled to use the
Storage Service
I
"createdOn": "2017-12-20T16:23:23.3262",
"createdBy": "paul.smith@Qoracle.com",
"modifiedOn": "2017-12-20T18:35:40.6282",
"modifiedBy": "paul.smith@oracle.com",
"identityDomain": { // Identity Domain to which the Service

Entitlement is associated
"id": "511203592",
"name": "myenvironment",
"displayName": "myenvironment"
I
"cloudAccount": { // Cloud Account to which the Service

Entitlement is associated

"id": "cacct-be7475efc2c54995bc842d3379d35812",
"name": "myenvironment",
"canonicalLink": "/itas/<domain>/myservices/api/vl/cloudAccounts/cacct-

be7475efc2c54995bc842d3379d35812"
by

"status": "ACTIVE", // Current Status
"serviceConfigurations": ({ // Specific configuration information
as Exadata configuration
"canonicallLink": "/itas/<domain>/myservices/api/vl/serviceEntitlements/cesi-
511202718/serviceConfigurations"
I
"canonicalLink": "/itas/{domain}/myservices/api/vl/serviceEntitlements/cesi-511202718"
I
{
"id": "cesi-511202719",
"purchaseEntitlement": ({
"subscriptionId": "511203590",
"id": "511203590",
"canonicalLink": "/itas/<domain>/myservices/api/vl/purchaseEntitlements/511203590"
I
"serviceDefinition": {
"canonicalLink": "/itas/<domain>/myservices/api/vl/serviceDefinitions/500123193"
"id": "500123193",
"name": "Compute" // The customer is entitled to use the

Compute Service

by
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"createdOn": "2017-12-20T16:23:23.3262",
"createdBy": "paul.smith@oracle.com",
"modifiedOn": "2017-12-20T18:35:40.6282Z2",
"modifiedBy": "paul.smith@oracle.com",
"identityDomain": {
"id": "511203592",
"name": "myenvironment",
"displayName": "myenvironment"
by
"cloudAccount": {
"id": "cacct-be7475efc2c54995bc842d3379d35812",
"name": "myenvironment",
"canonicalLink": "/itas/<domain>/myservices/api/vl/cloudAccounts/cacct-
be7475efc2c54995bc842d3379d35812"
by

"status": "ACTIVE",
"serviceConfigurations": ({
"canonicalLink": "/itas/<domain>/myservices/api/vl/serviceEntitlements/cesi-

511202719/serviceConfigurations"
by

"canonicalLink": "/itas/<domain>/myservices/api/vl/serviceEntitlements/cesi-511202719"

// More Service Entitlements could be

displayed
1,
"canonicalLink": "/itas/<domain>/myservices/api/vl/serviceEntitlements",
"hasMore": false,

"limit": 25,
"offset": 0
}

Exadata Use Cases

v

Important

The My Services dashboard and APIs are deprecated.

The following use case examples can get you started working with the Exadata operations
available in the Oracle Cloud My Services API.

Oracle Cloud Infrastructure User Guide 196



v

Important

These procedures are for use with Oracle Database
Exadata Cloud at Customer ONLY. For more
information, see Administering Oracle Database
Exadata Cloud at Customer. These procedures DO NOT
apply to Oracle Database Exadata Cloud Service
available in Oracle Cloud Infrastructure.

Exadata Firewall Whitelisting

To enable access to your Exadata Cloud Service instance, you can configure security rules and
associate them with your instance. The security rules define a whitelist of allowed network
access points.

The firewall provides a system of rules and groups. By default, the firewall denies network
access to the Exadata Cloud Service instance. When you enable a security rule, you enable
access to the Exadata Cloud Service instance. To enable access you must:

« Create a security group and create security rules that define specific network access
allowances.

« Assign the security group to your Exadata Cloud Service instance.
You can define multiple security groups, and each security group can contain multiple security
rules. You can associate multiple security groups with each Exadata Cloud Service instance,
and each security group can be associated with multiple Exadata Cloud Service instances. You

can dynamically enable and disable security rules by modifying the security groups that are
associated with each Exadata Cloud Service instance.

To enable access to an Exadata Cloud Service instance:
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€1
Note

In the following examples, <domain> is the identity

domain ID. An identity domain ID can be either the

IDCS GUID that identifies the identity domain for the

users within Identity Cloud Service (IDCS) or the

Identity Domain name for a traditional Cloud Account.

To obtain the IDCS GUID

Go to the Users page in My Services dashboard and click
Identity Console. The URL in the browser address
field displays the IDCS GUID for your identity domain.
For example:

https://idcs-

105bbbdfe5644611bf7ce04496073adf.identity.oraclecloud.com/ui/v

1/adminconsole/?root=users

In the above URL, idcs-
105bbbdfe5644611bf7ce04496073adf is the IDCS
GUID for your identity domain.

1. Get the service instance IDs.
Operation: GET Servicelnstances

Example
Example request:

GET

/itas/<domain>/myservices/api/vl/servicelnstances?serviceDefinitionNames=Exadata&statuses=ACTIVE

Example payload returned for this request:
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"items": [

{

"id": "csi-585928949", // Unique ServicelInstanceId

"serviceEntitlement": {

"id": "cesi-585927251",

"canonicallLink": "/itas/<domain>/myservices/api/vl/serviceEntitlements/cesi-585927251"

s

"serviceDefinition": {

"canonicalLink": "/itas/<domain>/myservices/api/vl/serviceDefinitions/502579309",
"id": "502579309",
"name": "Exadata" // The customer is entitled to use the Exadata Service
I
"cloudAccount": {
"canonicalLink": "/itas/<domain>/myservices/api/vl/cloudAccounts/cacct-fd7al22448aaaa",
"id": "cacct-fd7al22448aaaa",
"name": "myAccountName"
I
"canonicallLink": "/itas/<domain>/myservices/api/vl/servicelnstances/csi-585928949"

// More Service Instances could be displayed

1,
"canonicallink": "/itas/<domain>/myservices/api/vl/servicelnstances",
"hasMore": false,
"limit": 25,
"offset": 0
}

This example payload returns the service instance ID csi-585928949, which is part of
the service entitlement ID cesi-585927251.

2. Get the service configuration IDs.
Operation: GET SIServiceConfigurations

Example

Example request, using the service instance ID csi-585928949:
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GET /itas/<domain>/myservices/api/vl/serviceInstances/csi-585928949/serviceConfigurations

Example payload returned for this request:

{
"canonicalLink": "/itas/<domain>/myservices/api/vl/serviceInstances/csi-
585928949 /serviceConfigurations",
"items": [
{
"canonicalLink": "/itas/<domain>/myservices/api/vl/serviceInstances/csi-
585928949/serviceConfigurations/Exadata",
"exadata": {
"bursting": {
"canonicalLink": "/itas/<domain>/myservices/api/vl/servicelnstances/csi-
585928949/serviceConfigurations/Exadata/bursting"
I

"id": "Exadata",
"securityGroupAssignments": {
"canonicalLink": "/itas/<domain>/myservices/api/vl/serviceInstances/csi-

585928949 /serviceConfigurations/Exadata/securityGroupAssignments"
}
I

"id": "Exadata"
}

]

}

This example payload shows that
/itas/<domain>/myservices/api/v1/servicelnstances/csi-

585928949/serviceConfigurations/Exadata/securityGroupAssignments is used for
Exadata Firewall.

3. Get the current security groups for the service entitlement.
Operation: GET SEExadataSecurityGroups

Example

Example request, using the service entitlement ID cesi-585927251.:
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GET /itas/<domain>/myservices/api/vl/serviceEntitlements/cesi-

585927251 /serviceConfigurations/Exadata/securityGroups

Example payload returned for this request:

"items": [
{
"id": "1i",
"customerId": "585927251",
"name": "SecGroup 1",
"description": "My first Security group",
"version": 10,
"rules": [
{
"direction": "ingress",
"proto": "tcp",

"startPort": 1159,
"endPort": 1159,

"ipSubnet": "0.0.0.0/0",
"ruleInterface": "data"
}
1,
"canonicalLink":
"/itas/
<domain>

/myservices/api/vl/serviceEntitlements/585927251/serviceConfigurations/Exadata/securityGroups/1"
I
{

"id": "2",
"customerId": "585927251",
"name": " SecGroup 2",
"description": "My second Security group",
"version": 3,
"rules": [
{
"direction": "egress",
"proto": "tcp",

"startPort": 8123,
"endPort": 8123,
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"ipSubnet": "192.168.1.0/28",
"ruleInterface": "data"
}
1,
"canonicalLink":
"/itas/
<domain>
/myservices/api/vl/serviceEntitlements/585927251/serviceConfigurations/Exadata/securityGroups/2"
}
1,
"canonicalLink":
"/itas/
<domain>

/myservices/api/vl/serviceEntitlements/585927251/serviceConfigurations/Exadata/securityGroups"

}

This example payload shows two security groups defined for the specified service
entitlement ID.

4. Get the current security group assignments for the service instance
Operation: GET SIExadataSecurityGroupAssignments

Example
Example request, using the service instance ID csi-585928949:

GET /itas/<domain>/myservices/api/vl/serviceInstances/csi-

585928949 /serviceConfigurations/Exadata/securityGroupAssignments

Example payload returned for this request:

{
"items": [
{

"id": "1i1",

"securityGroup":

{
"id": "1iv,
"canonicalLink":

"/itas/
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<domain>
/myservices/api/vl/serviceEntitlements/585927251/serviceConfigurations/Exadata/securityGroups/1"
b
"canonicallLink": "/itas/<domain>/myservices/api/vl/serviceInstances/csi-
585928949 /serviceConfigurations/Exadata/securityGroupAssignments/11"
}
1,
"canonicallLink": "/itas/<domain>/myservices/api/vl/serviceInstances/csi-
585928949/serviceConfigurations/Exadata/securityGroupAssignments”

}

This example payload shows one security group assigned to the service instance csi-
585928949.

5. Create a security group with security rules.
Operation: POST SEExadataSecurityGroups

Example
Example request, using the service entitlement ID cesi-585927251:

POST /itas/<domain>/myservices/api/vl/serviceEntitlements/cesi-
585927251 /serviceConfigurations/Exadata/securityGroups

{

"customerId": "585927251",
"name": "SecGroup 1",
"description": "My third Security group",
"version": 1,
"rules": [
{
"direction": "ingress",
"proto": "tcp",

"startPort": 30,
"endPort": 31,

"ipSubnet": "100.100.100.255",
"ruleInterface": "admin"

Yy

{
"direction": "egress",
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"proto": "tcp",

"startPort": 32,

"endPort": 32,

"ipSubnet": "100.100.255.0/16",

"ruleInterface": "admin"

}

Attributes:

Name Description

customerld Required: Yes
String

This must be the same as the <serviceEntitlementld>

direction Required: Yes
String

Allowed values: [ingress | egress] for inbound or outbound.

proto Required: Yes
String
Allowed values: [tcp | udp].

startPort Required: Yes
Integer

[0 - 65535].

startPort defines the beginning of a range of ports to open/white-list

Oracle Cloud Infrastructure User Guide

204



CHAPTER 4 Service

Essentials

Name Description

endPort Required: Yes
Integer
endPort defines the ending of a range of ports to open/white-list [0 -
65535].

ipSubnet Required: Yes

String
Single IP address or range specified in CIDR notation.

ruleInterface

Required: Yes
String
Allowed values: [admin | client | backup] where:

. admin — specifies that the rule applies to network
communications over the administration network interface. The
administration network is typically used to support
administration tasks by using terminal sessions, monitoring
agents, and so on.

« client — specifies that the rule applies to network
communications over the client access network interface, which
is typically used by Oracle Net Services connections.

« backup — specifies that the rule applies to network
communications over the backup network interface, which is
typically used to transport backup information to and from
network-based storage that is separate from Exadata Cloud
Service.

If successful, the POST request will return the unique ID of the newly created security
group. For the next step, we'll assume that the newly created security group ID is 3.
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€]

Note

A security group can also be modified or deleted.
See Oracle Cloud My Services API.

6. Assign the security group to a service instance.
Operation: POST SIExadataSecurityGroupAssignments

Example
Example request, using the service instance csi-585928949 and the security group ID 3:

POST /itas/<domain>/myservices/api/vl/servicelInstances/csi-

585928949/serviceConfigurations/Exadata/securityGroupAssignments

"securityGroup": {
"id": "3",
"customerId": "585927251",
"canonicalLink":
"/itas/
<domain>
/myservices/api/vl/serviceEntitlements/585927251/serviceConfigurations/Exadata/securityGroups/3"
}
}

Attributes:
Name Description
customerld Required: Yes

String
This must be the same as the serviceEntitlementId.

If successful, the POST request will return the unique Id of the newly created security
group assignment.
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*
Q Note

A security group assignment can also be deleted.
See Oracle Cloud My Services API.

You can now verify all your security groups and assignments. See:

« Get the current security groups for the service entitlement.

« Get the current security group assignments for the service instance .

Exadata Scaling with Bursting

You can temporarily modify the capacity of your Exadata environment by configuring bursting.
Bursting is a method you can use to scale Exadata Cloud Service non-metered instances

within an Exadata system.

To scale up your non-metered instances, increase the number of compute nodes by modifying
the burstocpu attribute of the host. When you no longer need the additional nodes, update the
burstOcpu attribute back to its original setting.
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€1
Note

In the following examples, <domain> is the identity

domain ID. An identity domain ID can be either the

IDCS GUID that identifies the identity domain for the

users within Identity Cloud Service (IDCS) or the

Identity Domain name for a traditional Cloud Account.

To obtain the IDCS GUID

Go to the Users page in My Services dashboard and click
Identity Console. The URL in the browser address
field displays the IDCS GUID for your identity domain.
For example:

https://idcs-

105bbbdfe5644611bf7ce04496073adf.identity.oraclecloud.com/ui/v

1/adminconsole/?root=users

In the above URL, idcs-
105bbbdfe5644611bf7ce04496073adf is the IDCS
GUID for your identity domain.

1. Get the service instance IDs.
Operation: GET Servicelnstances

Example
Example request:

GET

/itas/<domain>/myservices/api/vl/servicelnstances?serviceDefinitionNames=Exadata&statuses=ACTIVE

Example payload returned for this request:
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"items": [

{

"id": "csi-585928949", // Unique ServicelInstanceId

"serviceEntitlement": {

"id": "cesi-585927251",

"canonicallLink": "/itas/<domain>/myservices/api/vl/serviceEntitlements/cesi-585927251"

s

"serviceDefinition": {

"canonicalLink": "/itas/<domain>/myservices/api/vl/serviceDefinitions/502579309",

"id": "502579309",

"name": "Exadata" // The customer is entitled to use the Exadata Service
I
"cloudAccount": {

"canonicalLink": "/itas/<domain>/myservices/api/vl/cloudAccounts/cacct-fd7al22448aaaa",
"id": "cacct-fd7al22448aaaa",
"name": "myAccountName"

I
"canonicalLink": "/itas/<domain>/myservices/api/vl/servicelnstances/csi-585928949"

// More Service Instances could be displayed
1,
"canonicallink": "/itas/<domain>/myservices/api/vl/servicelnstances",
"hasMore": false,
"limit": 25,
"offset": 0
}

This example payload returns the service instance ID csi-585928949.

2. Get the service configuration IDs.
Operation: GET SIServiceConfigurations

Example
Example request, using the service instance ID csi-585928949:

GET /itas/<domain>/myservices/api/vl/servicelnstances/csi-585928949/serviceConfigurations
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Example payload returned for this request:

{

"canonicalLink": "/itas/<domain>/myservices/api/vl/servicelInstances/csi-
585928949 /serviceConfigurations",

"items": [

{

"canonicalLink": "/itas/<domain>/myservices/api/vl/servicelInstances/csi-

585928949 /serviceConfigurations/Exadata",
"exadata": {

"pbursting": {

"canonicalLink": "/itas/<domain>/myservices/api/vl/servicelInstances/csi-

585928949 /serviceConfigurations/Exadata/bursting"
Yy

"id": "Exadata",
"securityGroupAssignments": {
"canonicalLink": "/itas/<domain>/myservices/api/vl/servicelInstances/csi-

585928949 /serviceConfigurations/Exadata/securityGroupAssignments"
}
by
"id": "Exadata"
}
]
}

This example payload shows that
/itas/<domain>/myservices/api/v1l/servicelnstances/csi-

585928949/serviceConfigurations/Exadata/securityGroupAssignments is used for

Bursting.

3. Get the current compute node configuration.
Operation: GET SIExadataBursting

Example
Example request, using the service instance ID csi-585928949:

GET /itas/<domain>/myservices/api/vl/servicelInstances/csi-

585928949 /serviceConfigurations/Exadata/bursting
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Example payload returned for this request:

{
"ocpuOpInProgress": false,

"exaunitId": 50,

"ocpuAllocations": [
{
"hostName": "hostl.oraclecloud.com",
"subscriptionOcpu": 11,
"meteredOcpu": 0,
"burstOcpu": 0, // Current Burst value
"minOcpu": 11,
"maxOcpu": 42,
"maxBurstOcpu": 11,

"maxSubOcpu": 38,
"maxMetOcpu": 0

"hostName": "host2.oraclecloud.com",

"subscriptionOcpu": 11,

"meteredOcpu": 0,

"burstOcpu": 0, // Current Burst value
"minOcpu": 11,

"maxOcpu": 42,

"maxBurstOcpu": 11,

"maxSubOcpu": 38,
"maxMetOcpu": 0
}
1,
"status": 200,
"op": "exaunit_ coreinfo",
"additionalNumOfCores": "Q0",
"additionalNumOfCoresHourly": "0",

"coreBursting": "Y"

4. Modify the values for burstocpu.
Operation: PUT SIExadataBursting
You can modify burstOcpu to a value that is up to the value of maxBurstOcpu. This
example adds two compute nodes to each host.
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Example

Example request, using the service instance csi-585928949

PUT /itas/<domain>/myservices/api/vl/serviceInstances/csi-

585928949 /serviceConfigurations/Exadata/bursting/
{
"ocpuOpInProgress": false,

"exaunitId": 50,

"ocpuAllocations": [
{
"hostName": "hostl.oraclecloud.com",
"subscriptionOcpu": 11,
"meteredOcpu": O,

"burstOcpu": 2,

"minOcpu": 11,
"maxOcpu": 42,
"maxBurstOcpu": 11,

"maxSubOcpu": 38,

"maxMetOcpu": 0

"hostName": "host2.oraclecloud.com",
"subscriptionOcpu": 11,
"meteredOcpu": O,

"burstOcpu": 2,

"minOcpu": 11,
"maxOcpu": 42,
"maxBurstOcpu": 11,

"maxSubOcpu": 38,

"maxMetOcpu": O

Attributes:
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Name

Description

burstOcpu | Required: Yes

Type: Integer, Minimum Value: 0, Maximum Value: maxBurstOcpu
Number of additional cores

|

Note

This action may take a few minutes to complete.

5. Verify the new compute node configuration.

Operation: GET SIExadataBursting

Example

Example request, using the service instance ID csi-585928949:

GET /itas/<domain>/myservices/api/vl/servicelnstances/csi-

585928949 /serviceConfigurations/Exadata/bursting

Example payload returned for this request:

{

"ocpuOpInProgress": false,

"exaunitId": 50,

"ocpuAllocations": [
{
"hostName": "hostl.oraclecloud.com",
"subscriptionOcpu": 11,
"meteredOcpu": 0,

"burstOcpu": 2,
"minOcpu": 11,
"maxOcpu": 42,
"maxBurstOcpu": 11,
"maxSubOcpu": 38,

"maxMetOcpu": 0
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"hostName": "host2.oraclecloud.com",
"subscriptionOcpu": 11,
"meteredOcpu": 0,
"burstOcpu": 2, // New Burst value
"minOcpu": 11,
"maxOcpu": 42,
"maxBurstOcpu": 11,
"maxSubOcpu": 38,
"maxMetOcpu": O
}
1,
"status": 200,
"op": "exaunit coreinfo",
"additionalNumOfCores": "O0O",
"additionalNumOfCoresHourly": "0",

"coreBursting": "Y"

Managing Exadata Instances

v

Important

The My Services dashboard and APIs are deprecated.

The following procedures walk you through creating, modifying, and deleting Exadata
instances used with the Oracle Cloud My Services API.

A

Warning

Avoid entering confidential information when assigning
descriptions, tags, or friendly nhames to your cloud
resources through the Oracle Cloud Infrastructure
Console, API, or CLI.
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v

Important

These procedures are for use with Oracle Database
Exadata Cloud at Customer ONLY. For more
information, see Administering Oracle Database
Exadata Cloud at Customer. These procedures DO NOT
apply to Oracle Database Exadata Cloud Service
available in Oracle Cloud Infrastructure.

Prerequisites
Before you can manage Exadata instances, you need to:

« Subscribe to an Oracle Cloud service
« Obtain account credentials with required roles assigned

« Determine your API endpoint

To subscribe to an Oracle Cloud service

To access Oracle Cloud My Services API, you must request a trial or paid subscription to an
Oracle Cloud service.

To obtain account credentials and role assignments

Ask your account administrator for the following items to access Oracle Cloud My Services
API:

« Account credentials:
o User name and password

o Identity domain ID
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An identity domain ID can be either the IDCS GUID that identifies the identity
domain for the users within Identity Cloud Service (IDCS) or the Identity Domain
name for a traditional Cloud Account.

« Required roles assigned to above user name

To determine your API endpoint

Insert the identity domain ID provided by the account administrator (<domain>) between
/itas/ and /myservices/.

Example:

https://itra.oraclecloud.com/itas/<domain>/myservices/api/vl/serviceEntitlements

Creating Exadata Instances

This section covers how to create a basic Exadata instance, an instance with custom
IP network configuration, and an instance with multi-VM support.

To create a basic Exadata instance

Post a request with the required payload to create a new instance for a given service
entitlement (Exadata in our case).

In the following example, <domain> is the identity domain ID.

POST /itas/<domain>/myservices/api/vl/operations
{
"operationItems": [
{
"attributes": [
{
"name": "requestPayload.name",
"value": "newinstanceName"
I
{

"name": "requestPayload.serviceEntitlementId",
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"value":

"name" :

"value

"name" :

"value

"name" :

"value

"name" :

"value

"name" :

"value

"name" :

"value

"name" :

"value

"name" :

"value

"name" :

"value

"name" :

"value":

"500073421"

"requestPayload.size",

"CUSTOM"

"requestPayload.serviceType",

"Exadata"

"requestPayload.adminUserName",

"john.smith@example.com"

"requestPayload.adminEmail",

"john.smith@example.com"

"requestPayload.adminFirstName",

"John"

"requestPayload.adminLastName",

"Smith"

"requestPayload.invokerAdminUserName",

"john.smith@example.com"

"requestPayload.invokerAdminEmail",

"john.smith@example.com"

"requestPayload.invokerAdminFirstName",

"John"

"requestPayload.invokerAdminLastName",

"Smith"
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ExaUnitName",

CreateSparse",

BackupToDisk",

isBYOL",

PickRackSize",

SELECTED DC_ID",

"name": "requestPayload.customAttributes.
"value": "systemname"

I

{
"name": "requestPayload.customAttributes.
"value": "N"

I

{
"name": "requestPayload.customAttributes.
"value": "N"

I

{
"name": "requestPayload.customAttributes.
"value": "N"

I

{
"name": "requestPayload.customAttributes.
"value": "Quarter Rack"

I

{
"name": "requestPayload.customAttributes.
"value": "USO001"

}

1,
"operationItemDefinition": {
"id": "CIM-Exadata-CUSTOM-PRODUCTION-CREATE"
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ATTRIBUTES

Name Description

requestPayload.name | Required: Yes
Type: String
Name of the Exadata instance. This name:
« Must not exceed 25 characters.
« Must start with a letter.
o Must contain only lower case letters and numbers.
« Must not contain spaces or any other special characters.

o Must be unique within the identity domain.

requestPayload. Required: Yes
serviceEntitlementld | Type: String

Service Entitlement for the Exadata instance. See “"Exadata Service
Entitlement discovery”. Note that any “cesi-" or “sub-" prefix should
not be included.

requestPayload. Required: Yes
customAttributes. Type: String
ExaUnitName

A name for your Exadata Database Machine environment. This
name is also used as the cluster name for the Oracle Grid
Infrastructure installation.
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Name

Description

requestPayload.

CreateSparse

customAttributes.

Required: Yes

Type: String

"Y" to create a disk group that is based on sparse grid disks, else
IlNll.

You must select this option to enable Exadata Cloud

Service snapshots. Exadata snapshots enable space-efficient clones
of Oracle databases that can be created and destroyed very quickly
and easily.

requestPayload.

BackupToDisk

customAttributes.

Required: Yes

Type: String

"Y" to use "Database backups on Exadata Storage", else "N".

This option configures the Exadata storage to enable local database
backups on Exadata storage.

requestPayload.

isBYOL

customAttributes.

Required: Yes
Type: String

"Y" to indicate that the Exadata Cloud Service instance uses Oracle
Database licenses that are provided by you rather than licenses that
are provided are part of the service subscription, else "N".

This option only affects the billing that is associated with the service
instance. It has no effect on the technical configuration of
the Exadata Cloud Service instance.
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Name

Description

requestPayload.
customAttributes.

PickRackSize

Required: Yes
Type: String

Specify the rack configuration for your service instance. Exact
allowed values depend on your purchase. Typical values are like
"Full Rack", "Half Rack", "Quarter Rack" or "Eighth Rack".

requestPayload.
customAttributes.

SELECTED_DC_ID

Required: Yes
Type: String

Data center that will host your Exadata Cloud Service instance. See
“Exadata Service Entitlement discovery” to obtain the Eligible Data
Center IDs.

To create an Exadata instance with custom IP network configuration

Post a request with the attributes ClientNetwork and BackupNetwork as part of the payload.
The following example includes these optional attributes as well as required attributes.

In the following example, <domain> is the identity domain ID.

POST /itas/<domain>/myservices/api/vl/operations

{

"operationItems": [
{
"attributes": [
{
"name": "requestPayload.name",
"value": "newinstanceName"
I
{
"name": "requestPayload.serviceEntitlementId",
"value": "500073421"
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"name" :

"value

"name" :

"value

"name" :

"value

"name" :

"value

"name" :

"value

"name" :

"value

"name" :

"value

"name" :

"value

"name" :

"value

"name" :

"value":

"requestPayload.size",

"CUSTOM"

"requestPayload.serviceType",

"Exadata"

"requestPayload.adminUserName",

"john.smith@example.com"

"requestPayload.adminEmail",

"john.smith@example.com"

"requestPayload.adminFirstName",

"John"

"requestPayload.adminLastName",

"Smith"

"requestPayload.invokerAdminUserName",

"john.smith@example.com"

"requestPayload.invokerAdminEmail",

"john.smith@example.com"

"requestPayload.invokerAdminFirstName",

"John"

"requestPayload.invokerAdminLastName",

"Smith"
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ExaUnitName",

CreateSparse",

BackupToDisk",

isBYOL",

PickRackSize",

SELECTED DC_ID",

ClientNetwork",

BackupNetwork",

"name": "requestPayload.customAttributes.
"value": "systemname"

I

{
"name": "requestPayload.customAttributes.
"value": "N"

I

{
"name": "requestPayload.customAttributes.
"value": "N"

I

{
"name": "requestPayload.customAttributes.
"value": "N"

I

{
"name": "requestPayload.customAttributes.
"value": "Quarter Rack"

I

{
"name": "requestPayload.customAttributes.
"value": "USO001"

}

{
"name": "requestPayload.customAttributes.
"value": "/root/root/l/ipnetworkl"

I

{
"name": "requestPayload.customAttributes.
"value": "/root/root/l/ipnetwork2"

}

1,
"operationItemDefinition": {
"id": "CIM-Exadata-CUSTOM-PRODUCTION-CREATE"
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ATTRIBUTES

Name

Description

requestPayload.

ClientNetwork

customAttributes.

Required: Yes
Type: Url

IP network definitions for the network that is primarily used for client
access to the database servers. Applications typically access databases
on Exadata Cloud Service through this network using Oracle Net
Services in conjunction with Single Client Access Name (SCAN) and
Oracle RAC Virtual IP (VIP) interfaces.

requestPayload.

BackupNetwork

customAttributes.

Required: Yes
Type: Url

IP network definitions for the network that is typically used to access
the database servers for various purposes, including backups and bulk
data transfers.

To create an Exadata instance with multi-VM support

If your Exadata system environment is enabled to support multiple virtual machine (VM)
clusters, then you can define up to eight clusters and specify how the overall Exadata system
resources are allocated to them.

In a configuration with multiple VM clusters, each VM cluster is allocated a dedicated portion
of the overall Exadata system resources, with no over-provisioning or resource sharing. On
the compute nodes, a separate VM is defined for each VM cluster, and each VM is allocated a
dedicated portion of the available compute node CPU, memory, and local disk resources. Each
VM cluster is also allocated a dedicated portion of the overall Exadata storage.
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Post a request with the attributes EXAUNIT_ALLOCATIONS and MULTIVM_ENABLED as part of
the payload. The following example includes these optional attributes as well as required
attributes.

In the following example, <domain> is the identity domain ID and <base64 encoded_string>
is a base64 encoding of the payload following the example.

Example payload for request:

POST /itas/<domain>/myservices/api/vl/operations
{
"operationItems": [

{

"attributes": [

{
"name": "requestPayload.name",
"value": "newinstanceName"

by

{
"name": "requestPayload.serviceEntitlementId",
"value": "500073421"

by

{
"name": "requestPayload.size",
"value": "CUSTOM"

by

{
"name": "requestPayload.serviceType",
"value": "Exadata"

by

{
"name": "requestPayload.adminUserName",
"value": "john.smith@example.com"

by

{
"name": "requestPayload.adminEmail",
"value": "john.smith@example.com"

by

{
"name": "requestPayload.adminFirstName",
"value": "John"
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"name" :

"value

"name" :

"value

"name" :

"value

"name" :

"value

"name" :

"value

"name" :

"value

"name" :

"value

"name" :

"value

"name" :

"value

"name" :

"value

"requestPayload.

"Smith"

adminLastName",

"requestPayload.invokerAdminUserName",

"john.smith@example.com"

"requestPayload.invokerAdminEmail",

"john.smith@example.com"

"requestPayload.

"John"

"requestPayload.

"Smith"

"requestPayload.

"systemname"

"requestPayload.

nyn

"requestPayload.

nyn

"requestPayload.

nyn

"requestPayload.

"Quarter Rack"

invokerAdminFirstName",

invokerAdminLastName",

customAttributes.

customAttributes.

customAttributes.

customAttributes.

customAttributes.
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"name": "requestPayload.customAttributes.SELECTED_DC_ID",

"value": "USO001"

}

{
"name": "requestPayload.customAttributes.EXAUNIT ALLOCATIONS",
"value": "<base64 encoded string>"

I

{
"name": "requestPayload.customAttributes.MULTIVM ENABLED",
"value": "true"

}

1,
"operationItemDefinition": ({
"id": "CIM-Exadata-CUSTOM-PRODUCTION-CREATE"

Payload for <base64 encoded_string>:

ExaunitProperties: [
{name:requestId, value:27ac0ee3-0c72-4493-b02b-40038£f07d2a0},
{name:Operation, value:AddCluster},
{name:TotalNumOfCoresForCluster, value:4},
{name:TotalMemoryInGb, value:30},
{name:StorageInTb, value:3},

{name:0racleHomeDiskSizeInGb, value:60},

{name:ClientNetwork, value:/root/root/l/ipnetworkl}, // Only if Higgs is also required

{name:BackupNetwork, value:/root/root/l/ipnetwork2}, // Only if Higgs is also required

{name:ExaUnitName, value:systemname},
{name:CreateSparse, value:N},

{name:BackupToDisk, value:N}
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ATTRIBUTES
Name Description
requestld Required: Optional
Type: String
Unique UUID

TotalNumOfCores Required: Yes
ForCluster Type: String

The number of CPU cores that are allocated to the VM cluster. This is
the total number of CPU cores that are allocated evenly across all of
the compute nodes in the VM cluster. Must be a multiple of

numComputes as returned by a call to ecra/endpoint/clustershapes.

TotalMemoryInGb Required: Yes
Type: String

The amount of memory (in GB) that is allocated to the VM cluster.
This is the total amount of memory that is allocated evenly across
all of the compute nodes in the VM cluster. Must be a multiple of
numComputes as returned by a call to ecra/endpoint/clustershapes.
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Name Description

StoragelnTb Required: Yes
Type: String

The total amount of Exadata storage (in TB) that is allocated to the
VM cluster. This storage is allocated evenly from all of the Exadata
Storage Servers.

OracleHomeDiskSize | Required: Yes
InGb Type: String

The amount of local disk storage (in GB) that is allocated to each
database server in the first VM cluster.

Modifying Exadata Instances

This section covers how to add a cluster to an existing instance, reshape a cluster, and delete
a cluster.

To add a cluster to an existing instance

Post a request with the operationltemDefinition of CIM-Exadata-CUSTOM-PRODUCTION-
UPDATE and a base64 encoding of a payload that includes the Operation value of AddCluster.

In the following example, <domain> is the identity domain ID, <instanceld> and
<serviceEntitlementId> are returned from iTAS servicelnstances, and <base64 encoded_
string> is a base64 encoding of the payload following the example.

Example payload for request:

POST /itas/<domain>/myservices/api/vl/operations HTTP/1.1
{

"operationItems": [

{

"attributes": [
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"name": "instanceId",

"value": "<instanceId>"

I

{
"name": "requestPayload.serviceEntitlementId",
"value": "<serviceEntitlementId>"

I

{
"name": "requestPayload.size",
"value": "CUSTOM"

I

{
"name": "requestPayload.serviceType",
"value": "Exadata"

I

{
"name": "requestPayload.customAttributes.EXAUNIT ALLOCATIONS",
"value": "<base64 encoded string>"

I

{
"name": "requestPayload.customAttributes. MULTIVM ENABLED",
"value": "true"

}

1,
"operationItemDefinition": ({
"id": "CIM-Exadata-CUSTOM-PRODUCTION-UPDATE"

Payload for <base64 encoded_string>:

ExaunitProperties: [
{name:requestId, value:27ac0ee3-0c72-4493-b02b-40038£f07d2a0},
{name:Operation, value:AddCluster},
{name:TotalNumOfCoresForCluster, value:4},
{name:TotalMemoryInGb, value:30},
{name:StorageInTb, value:3},

{name:0racleHomeDiskSizeInGb, value:60},
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{name:ClientNetwork, value:/root/root/l/ipnetworkl},

{name:BackupNetwork, value:/root/root/l/ipnetwork2},

{name:ExaUnitName, value:Cluster2},

{name:CreateSparse, value:N},

{name:BackupToDisk, value:N}

To reshape a cluster

// Only if Higgs is also required
// Only if Higgs is also required

Post a request with the operationltemDefinition of CIM-Exadata-CUSTOM-PRODUCTION-
UPDATE and a base64 encoding of a payload that includes the Operation value of

ReshapeCluster.

In the following example, <domain> is the identity domain ID and <base64 encoded_string>
is a base64 encoding of the payload following the example.

Example payload for request:

POST /itas/<domain>/myservices/api/vl/operations HTTP/1.1

{

"operationItems": [

{

"attributes": [

{

"name" :

"value":

"name" :

"value":

"name" :

"value":

"name" :

"value":

"instanceId",

"500076173"

"requestPayload.serviceEntitlementId",

"500073421"

"requestPayload.size",

"CUSTOM"

"requestPayload.serviceType",

"Exadata"
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"name": "requestPayload.customAttributes.EXAUNIT ALLOCATIONS",

"value": "<base64 encoded string>"

"name": "requestPayload.customAttributes. MULTIVM ENABLED",

"value": "true"

1,
"operationItemDefinition": ({

"id": "CIM-Exadata-CUSTOM-PRODUCTION-UPDATE"

Payload for <base64 encoded_string>:

ExaunitProperties: [
{name:requestId, value:27ac0ee3-0c72-4493-b02b-40038£f07d2a0},
{name:ExaunitID, value:1l}, // From ecra/endpoint/exaservice/{servicelnstance}/resourceinfo
{name:0Operation, value:ReshapeCluster},
{name:TotalNumOfCoresForCluster, value:10},
{name:TotalMemoryInGb, value:10},
{name:StorageInTb, value:4},
{name:OhomePartitionInGB, value:100},
{name:ClientNetwork, value:/root/root/l/ipnetworkl}, // Only if Higgs is also required

{name:BackupNetwork, value:/root/root/l/ipnetwork?2} // Only if Higgs is also required
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Important

o Only one attribute can be modified per Reshape
request. The payload should contain only the
modified attribute. Example:

{ExaunitProperties:
[{name:Operation,value:ReshapeCluster},

{name:ExaunitID,value:5},

{name:TotalNumOfCoresForCluster,value:6}1]}

« When doing a Reshape with the
OracleHomeDiskSizeInGb attribute, use the
name OhomePartitionInGB.

o The value for TotalNumOfCoresForCluster must
be a multiple of numComputes as returned by a
call to ecra/endpoint/clustershapes.

o The value for TotalMemoryInGb must be a
multiple of numComputes as returned by a call to

ecra/endpoint/clustershapes.

To delete a cluster

Post a request with the operationltemDefinition of CIM-Exadata-CUSTOM-PRODUCTION-
UPDATE and a base64 encoding of a payload that includes the Operation value of
DeleteCluster.

In the following example, <domain> is the identity domain ID and <base64 encoded_string>
is a base64 encoding of the payload following the example.

Example payload for request:

POST /itas/<domain>/myservices/api/vl/operations HTTP/1.1
{
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"operationItems": [

{

"attributes": [

{
"name": "instanceId",
"value": "500076173"

I

{
"name": "requestPayload.serviceEntitlementId",
"value": "500073421"

I

{
"name": "requestPayload.size",
"value": "CUSTOM"

I

{
"name": "requestPayload.serviceType",
"value": "Exadata"

I

{
"name": "requestPayload.customAttributes.EXAUNIT ALLOCATIONS",
"value": "<base64 encoded string>"

I

{
"name": "requestPayload.customAttributes. MULTIVM ENABLED",
"value": "true"

}

1,
"operationItemDefinition": ({
"id": "CIM-Exadata-CUSTOM-PRODUCTION-UPDATE"

Payload for <base64 encoded_string>:

ExaunitProperties: [
{name:requestId, value:27ac0ee3-0c72-4493-b02b-40038£07d202},
{name:ExaunitID, value:2},

{name:Operation, value:DeleteCluster}
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Deleting Exadata Instances
This section covers how to delete Exadata instances.
Important

Delete all existing multi-VM clusters before deleting the
Exadata instance. Following this guidance prevents the
instance ending up in an invalid state.

To delete an instance

Post a request with the operationltemDefinition of CIM-Exadata-CUSTOM-PRODUCTION-
DELETE.

In the following example, <domain> is the identity domain ID.

Example payload for request:

POST /itas/<domain>/myservices/api/vl/operations HTTP/1.1
{

"operationItems": [

{

"attributes": [

{
"name": "instanceId",
"value": "500076173"

by

{
"name": "requestPayload.serviceEntitlementId",
"value": "500073421"

by

{
"name": "requestPayload.serviceType",
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"value": "Exadata"

1,
"operationItemDefinition": ({

"id": "CIM-Exadata-CUSTOM-PRODUCTION-DELETE"

Discovering Entitlements and Instances

This section describes how to discover service entitlements and service instances.

To discover service entitlements

Send the following request:

GET /itas/<domain>/myservices/api/vl/serviceEntitlements?serviceDefinitionNames=Exadata

Example payload returned for this request:

{

"items": [
{
"id": "cesi-585927251", // Unique ServiceEntitlementId
"serviceDefinition": {
"canonicalLink": "/itas/a517289/myservices/api/vl/serviceDefinitions/502579309"
"id": "502579309",
"name": "Exadata" // The customer is entitled to use the Exadata Service
by
"status": "ACTIVE",
"canonicalLink": "/itas/a517289/myservices/api/vl/servicelInstances/csi-585928949"
}
// More Service Entitlements could be displayed
1,
"canonicalLink": "/itas/<domain>/myservices/api/vl/serviceEntitlements",
"hasMore": false,

"limit": 25,
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"offset": 0

Eligible Data Centers:

Use:

/itas/<domain>/myservices/api/vl/serviceEntitlements/

{ServiceEntitlementId}?expands=servicelnstancesEligibleDataCenters

where {ServiceEntitlementId} is a service entitlement ID such as cesi-500074601. This
will provide additional information such as:

"serviceInstancesEligibleDataCenters": [

{
"id": "USO0L"

To discover service instances
Send the following request:

GET /<domain>/myservices/api/vl/servicelnstances?serviceDefinitionNames=Exadata

Example payload returned for this request:

{

"items": [
{
"id": "csi-585928949", // Unique ServiceInstanceld
"serviceEntitlement": ({
"id": "cesi-585927251", // Related ServiceEntitlementId
"canonicalLink": "/itas/a517289/myservices/api/vl/serviceEntitlements/cesi-585927251"

I

"serviceDefinition": {
"canonicalLink": "/itas/a517289/myservices/api/vl/serviceDefinitions/502579309",
"id": "502579309",

"name": "Exadata" // The customer is entitled to use the Exadata Service

s

"canonicalLink": "/itas/a517289/myservices/api/vl/servicelnstances/csi-585928949"
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oo // More Service Entitlements could be displayed
1,

"canonicalLink": "/itas/<domain>/myservices/api/vl/serviceEntitlements",

"hasMore": false,

"limit": 25,

"offset": 0

Using Access Token Authorization with My Services API
\/ Important

The My Services dashboard and APIs are deprecated.

This topic explains how to set up and use access token authorization with the Oracle Cloud My
Services API. Access token authorization allows a developer to access programmatic
endpoints (APIs) to obtain some information (for example, entitlements, instances, or
metering data) for your cloud account.

About Access Tokens

An access token contains the information required to allow a developer to access information
on your cloud account. A developer presents the token when making API calls. The allowed
actions and endpoints depend on the scopes (permissions) that you select when you generate
the token. An access token is valid for about an hour.

A refresh token allows the developer to generate a new access token without having to
contact an administrator. A refresh token is valid for about one year.

Process Overview

Setup steps for the Administrator:
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3.
4.

Create an Identity Cloud Service client application with the specific privileges you want

to grant to developers.

Generate an access token that contains the required privileges for the intended
developer.

Provide the access token and required information to the developer.

Configure Identity Cloud Service for access token validation.

Steps for developer to use the token:

1.

Issue requests against My Services API endpoints. Include the access token for the
authorization parameter.

When the access token expires, refresh the access token without administrator
intervention until the privilege is terminated.

Administrator Tasks to Set Up Token Validation

Perform the following tasks to enable developer access with an access token:

Create the IDCS client application

1.

o vk~ w N

Sign in to Identity Cloud Services as an Administrator and go to the administration

console. See How to Access Oracle Identity Cloud Service if you need help signing in.

Click the Applications tile. A list of the applications is displayed.

Click + Add to create a new application.

Click Trusted Application as the type of application.

In the App Details section, enter a Name and Description and then click Next.

In the Client section:
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10.

11.
12.
13.
14.
15.

a. Select Configure this application as a client now.

b. Under Authorization, for Allowed grant types, select the following options:
« JWT Assertion
. Refresh Token

Under Accessing APIs from Other Applications, from the Trust Scope list, select
Allowed scopes.

Under Allowed Scopes click + Add.

In the Add Scope dialog, click the arrow next to CloudPortalResourceApp in the list
of App.

Select the box next to each authorization that you might want to give the developers to
whom you will provide an Access Token. (The permissions are assigned in another
step.)

Click Add to close the dialog. Your selections are displayed.

Click Next.

In the Resources section, accept the default and click Next.

In the Web Tier Policy section, accept the default and click Next.

In the Authorization section, click Finish.
The Application Added notification displays the new Client ID and Client Secret for the
application.

v

Important

Copy and store the Client ID and Client Secretin a
safe place and then click Close. The Client ID and
Client Secret are credentials that are specific to the
application that you just created. You will need
these credentials later.
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16. To complete the creation process, click Activate at the top of the page.

Generate an access token

1.

Navigate to the IDCS application that you created in the preceding task and select the
Details tab.
Click Generate Access Token.

On the Generate Token dialog, select Customized Scopes, then select Invokes
Other APIs.

Select the scopes that you want to give to the developer who will receive this access
token.

"
g Note

Oracle recommends that you provide only the
minimum required privileges.

Select Include Refresh Token.

Click Download Token. Your browser will prompt you to download a token file (.tok).
The token file contains an access token and a refresh token.

Provide this file to the developer.

Send the access information to a developer

To call API endpoints, the developer needs:

« A token file that you generated.
« The Client ID and Client Secret for the IDCS application used to generate the token file.

The Client ID and Secret are required for the developer to generate a new access token
from the refresh token.
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« The endpoints for the APIs.
o End points related to the itas:myservices scopes are:

https://itra.oraclecloud.com/itas/<tenant-IDCS-ID>/myservices/api/vl

o End points related to the itas:metering scopes are:
https://itra.oraclecloud.com/metering/api/vl

Make sure that you send the above information in a secure way. If you think that this
information has been compromised, see Revoking a Developer's Ability to Refresh Access
Tokens.

Configure Identity Cloud Service for access token validation

To allow clients to access the tenant signing certificate without logging in to Oracle Identity
Cloud Service:

1. Signin to the Oracle Identity Cloud Services admin console. See How to Access Oracle
Identity Cloud Service if you need help signing in.

2. Open the navigation menu. Under Settings select Default Settings.

3. Setthe Access Signing Certificate toggle button to on.

Using the Access Token

The token file has a .tok extension. The file contains the access token and the refresh token.
The content looks like:

{"app_access_token":"eyJ4N...aabb...CpNwA","refresh token":"AQID...9NCA="}
To use the token with the My Services API:

1. Open the token file.

2. Issue a request to a valid endpoint, inserting the access token for the Authorization
parameter.
For example:
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curl -X GET https://itra.oraclecloud.com/itas/<tenant-IDCS-

ID>/myservices/api/vl/serviceEntitlements -H '"Authorization: Bearer eyJ4N...aabb...CpNwA'

REQUESTING A NEW ACCESS TOKEN FROM A REFRESH TOKEN

An access token is valid for about one hour. When the token is no longer valid you will get a
401 response code and an Error Message (“errorMessage”) value containing “Expired”.

You can generate a new short-lived access token from the refresh token. You'll need the Client
ID and Client Secret to generate the new token. You can only generate tokens with the same
or lower access (scopes) as your original token.

Example using the curl command:

curl -i -H 'Authorization: Basic <base64Encoded clientid:secret>' -H 'Content-Type: application/x-www-—
form-urlencoded;charset=UTF-8' --request POST https://<tenant-IDCS-ID>/oauth2/vl/token -d 'grant

type=refresh_token&refresh token=<refresh-token>'

Using the sample token file from the previous section, the value for <refresh-token> would
be AQID...9NCA=.

Sample response:

{ "access_token": "eyJraWQiO....2ngA", "token_type": "Bearer", "expires_in": 3600, "refresh token":

"AQIDBAUN..VkxNCB7djFINCA=" }

dl
Note
When a developer generates a new access token and

refresh token, the previous refresh token becomes
invalid.

Revoking a Developer's Ability to Refresh Access Tokens

If you need to revoke a developer's ability to refresh access tokens, you can either invalidate
the existing refresh token by generating a new Client Secret for the token; or, you can
temporarily revoke access by deactivating the application.
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Important

Taking either of these actions will terminate or suspend
the ability of all developers using the current Client
Secret or application. When generating tokens for
multiple developers, consider creating more than one
IDCS application to isolate developers from each other.

To terminate a developer's ability to refresh their access token

1.

v A WN

Sign in to Identity Cloud Services as an Administrator and go to the administration
console. See How to Access Oracle Identity Cloud Service if you need help signing in.

Click the Applications tile. A list of the applications is displayed.
Click the application used to generate the token to view its details.
Click Configuration.

Under General Information, next to Client Secret, click Regenerate to generate a
new Client Secret.

To restore the ability for the developer to generate an access token from a refresh token,
generate a new access token. Then provide the token along with the new Client Secret to the

developer.

To temporarily suspend a developer’'s ability to refresh their access token

1.

2
3
4.
5

Sign in to Identity Cloud Services as an Administrator and go to the administration
console. See How to Access Oracle Identity Cloud Service if you need help signing in.

Click the Applications tile. A list of the applications is displayed.
Click the application used to generate the token to view its details.

In the upper right corner of the page, click Deactivate.

. At the prompt, click Deactivate Application.

To re-enable developers to use the same tokens, click Activate.
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CHAPTER 5 Archive Storage

This chapter explains how to upload, manage, and access data using Archive Storage.

Overview of Archive Storage

Oracle Cloud Infrastructure offers two distinct storage class tiers to address the need for both
performant, frequently accessed "hot" storage, and less frequently accessed "cold" storage.
Storage tiers help you maximize performance where appropriate and minimize costs where
possible.

. Use Archive Storage for data to which you seldom or rarely access, but that must be
retained and preserved for long periods of time. The cost efficiency of the Archive
Storage offsets the long lead time required to access the data.

. Use Object Storage for data to which you need fast, immediate, and frequent access.
Data accessibility and performance justifies a higher price point to store data in the
Object Storage. For more information, see Overview of Object Storage.

About Archive Storage

Archive Storage is ideal for storing data that is accessed infrequently and requires long
retention periods. Archive Storage is more cost effective than Object Storage for preserving
cold data for:

« Compliance and audit mandates
« Retroactively analyzing log data to determine usage pattern or debug problems
« Historical or infrequently accessed content repository data

« Application generated data that requires archival for future analysis or legal purposes

Unlike Object Storage, Archive Storage data retrieval is not instantaneous.

Archive Storage is Always Free eligible. For more information about Always Free resources,
including additional capabilities and limitations, see Oracle Cloud Infrastructure's Free Tier.

Oracle Cloud Infrastructure User Guide 245



Using Archive Storage

v

Important

You interact with the data stored in the Archive Storage
using the same resources and management interfaces
that you use for data stored in Object Storage.

The following summarizes the Object Storage resources you use to store and manage Archive
Storage data:

Buckets

Buckets are logical containers for storing objects. A bucket is associated with a single
compartment that has policies that determine what actions a user can perform on a bucket
and on all the objects in the bucket.

You decide which storage tier (Archive Storage or standard Object Storage) is appropriate for
your data when you initially create the bucket container for your data. The storage tier is
expressed as a property of the bucket. A bucket's storage tier property sets the initial storage
tier of objects added to the bucket. However, objects placed in standard tier buckets can be
archived automatically by Object Storage (while remaining in the standard tier bucket) if they
meet the criteria of an object lifecycle policy rule in effect for the bucket.

Once set, you cannot change the storage tier property for a bucket:
« An existing Object Storage bucket cannot be downgraded to an Archive Storage bucket.

« An Archive Storage bucket cannot be upgraded to an Object Storage bucket.

In addition to the inability to change the storage tier designation of a bucket, there are other
reasons why storage tier selection for buckets requires careful consideration:

« The minimum retention requirement for Archive Storage is 90 days. If you delete
objects from Archive Storage before the minimum retention requirements are met, you
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are charged a deletion penalty. The deletion penalty is the prorated cost of storing the
data for the full 90 days.

« While Archive Storage is more cost effective than Object Storage for cold storage,
understand that when you restore objects, you are returning those objects to Object
Storage. You are billed for that storage service class while the objects reside in that
tier.

You can use object lifecycle policy rules to automatically delete objects in an Archive Storage
bucket based on the age of the object.

v

Important

You cannot use object lifecycle policy rules to
automatically restore archived objects to the regular
Object Storage tier. See Restoring and Downloading
Objects for information on restoring objects.

See Managing Buckets for detailed instructions on creating an Archive Storage bucket.

Objects

Any type of data, regardless of content type, is stored as an object. The object is composed of
the object itself and metadata about the object. Each object is stored in a bucket.

You upload objects to an Archive Storage bucket the same way you upload objects to a
standard Object Storage bucket. The difference is that when you upload an object to an
Archive Storage bucket, the object is immediately archived. You must first restore the object
before you can download it.

Archived objects are displayed in the object listing of a bucket. You can also display the
details of each object.

See Managing Objects for detailed instructions on uploading objects to an Archive Storage
bucket.
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Restoring and Downloading Objects

To download an object from Archive Storage, you must first restore the object. Restoration
takes about four hours from the time an Archive Storage restore request is made, to the time
the first byte of data is retrieved. The retrieval time metric is measured by Time To First Byte
(TTFB). How long the full restoration takes, depends on the size of the object. You can
determine the status of the restoration by looking at the object Details. Once the status
shows as Restored, you can then download the object.

After an object is restored, you have a window of time to download the object. By default, you
have 24 hours to download an object, but you can alternatively specify a time from 1 to 240
hours. You can find out how much of the download time is remaining by looking at Available
for Download in object Details. After the allotted download time expires, the object returns
to Archive Storage. You always have access to the metadata for an object, regardless of
whether the object is in an archived or restored state.

See Managing Objects for detailed instructions on restoring, checking status of, and
downloading Archive Storage objects.

Ways to Access Archive Storage
Archive Storage and Object Storage share the same management interfaces:

« The Console is an easy-to-use, browser-based interface. To access Archive Storage in
the console, do the following:

o Sign in to the Console.

o Open the navigation menu. Under Core Infrastructure, click Object Storage.
A list of the buckets in the compartment you're viewing is displayed. If you don't
see the one you're looking for, verify that you're viewing the correct
compartment (select from the list on the left side of the page).

o Click the name of the Archive Storage tier bucket you want to manage.

« The command line interface (CLI) provides both quick access and full functionality
without the need for programming. For more information, see Command Line Interface
CLI).
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The syntax for the CLI commands include specifying a service. You will use the Object
Storage service designation: oci os to manage Archive Storage using the CLI.

« The REST API provides the most functionality, but requires programming expertise. APT
Reference and Endpoints provides endpoint details and links to the available API
reference documents. For general information about using the API, see REST APIs.
Archive Storage is accessible with the following APIs:

o Object Storage Service API
o Amazon S3 Compatibility API
o Swift API (for use with Oracle RMAN)

« Oracle Cloud Infrastructure provides SDKs that interact with Archive Storage and Object
Storage without you having to create a framework. For general information about using
the SDKs, see Software Development Kits and Command Line Interface.

Authentication and Authorization

Each service in Oracle Cloud Infrastructure integrates with IAM for authentication and
authorization, for all interfaces (the Console, SDK or CLI, and REST API). IAM also manages
user credentials for things like API signing keys, auth tokens, and customer secret keys for
Amazon S3 Compatibility API. See User Credentials for details.

An administrator in your organization needs to set up groups, compartments, and policies that
control which users can access which services, which resources, and the type of access. For
example, the policies control who can create new users, create and manage the cloud
network, launch instances, create buckets, download objects, etc. For more information, see
Getting Started with Policies. For specific details about writing policies for each of the
different services, see the Policy Reference. For specific details about writing policies for
Archive Storage, see Details for Object Storage, Archive Storage, and Data Transfer.

If you're a regular user (not an administrator) who needs to use the Oracle Cloud
Infrastructure resources that your company owns, contact your administrator to set up a user
ID for you. The administrator can confirm which compartment or compartments you should be
using.

For administrators:
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« The policy Let Object Storage admins manage buckets and objects lets the specified
group do everything with buckets and objects.

o Users that need to restore archived objects require the OBJECT_RESTORE permission.

WORM Compliance

You can achieve WORM compliance with Archive Storage by applying IAM policy permissions
so that data once written, cannot be overwritten.

For administrators: There is not a direct way to disallow OBJECT_OVERWRITE. To achieve
WORM compliance, you must specifically grant groups OBJECT_CREATE, OBJECT_READ, and
OBJECT_INSPECT permissions to keep the data from being overwritten. For example, you can
allow groups to inspect objects using a policy like the following:

Allow group <group name> to inspect in compartment <compartment name>

See Details for Object Storage, Archive Storage, and Data Transfer for more information. If
you are new to policies, see Getting Started with Policies and Common Policies.

Limits on Archive Storage Resources

See Service Limits for a list of applicable limits and instructions for requesting a limit
increase.

Additional limits include:
« Number of namespaces per root compartment: 1
« Maximum object size: 10 TiB
« Maximum object part size in a multipart upload: 50 GiB
« Maximum number of parts in a multipart upload: 10,000

« Maximum size of object metadata: 2 K
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CHAPTER 6 Audit

This chapter explains how to work with audit logs.

Overview of Audit

The Oracle Cloud Infrastructure Audit service automatically records calls to all supported
Oracle Cloud Infrastructure public application programming interface (API) endpoints as log
events. Currently, all services support logging by Audit. Object Storage service supports
logging for bucket-related events, but not for object-related events. Log events recorded by
the Audit service include API calls made by the Oracle Cloud Infrastructure Console,
Command Line Interface (CLI), Software Development Kits (SDK), your own custom clients,
or other Oracle Cloud Infrastructure services. Information in the logs includes the following:

o Time the API activity occurred

« Source of the activity

o Target of the activity

« Type of action

« Type of response
Each log event includes a header ID, target resources, timestamp of the recorded event,
request parameters, and response parameters. You can view events logged by the Audit
service by using the Console, API, or the SDK for Java. Data from events can be used to

perform diagnostics, track resource usage, monitor compliance, and collect security-related
events.

Version 2 Audit Log Schema

On October 8, 2019, Oracle introduced the Audit version 2 schema, which provides the
following benefits:
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o Captures state changes of resources
« Better tracking of long running APIs

« Provides troubleshooting information in logs

The new schema is being implemented over time. Oracle continues to provide Audit logs in the
version 1 format, but you cannot access version 1 format logs from the Console. The Console
displays only the version 2 format logs. However, not all resources are emitting logs using the
version 2 schema. For those services that are not emitting in the version 2 format, Oracle
converts version 1 logs to version 2 logs, leaving fields blank if information for the version 2
schema cannot be determined.

Ways to Access Oracle Cloud Infrastructure

You can access Oracle Cloud Infrastructure using the Console (a browser-based interface) or
the REST API. Instructions for the Console and API are included in topics throughout this
guide. For a list of available SDKs, see Software Development Kits and Command Line
Interface.

To access the Console, you must use a supported browser. Oracle Cloud Infrastructure
supports the latest desktop versions of Google Chrome, Microsoft Edge, Internet Explorer 11,
Safari, Firefox, and Firefox ESR. Note that private browsing mode is not supported for
Firefox, Internet Explorer, or Edge. Mobile browsers are not supported.

For general information about using the API, see REST APIs.

Authentication and Authorization

Each service in Oracle Cloud Infrastructure integrates with IAM for authentication and
authorization, for all interfaces (the Console, SDK or CLI, and REST API).

An administrator in your organization needs to set up groups, compartments, and policies that
control which users can access which services, which resources, and the type of access. For
example, the policies control who can create new users, create and manage the cloud
network, launch instances, create buckets, download objects, etc. For more information, see
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Getting Started with Policies. For specific details about writing policies for each of the
different services, see Policy Reference.

If you're a regular user (not an administrator) who needs to use the Oracle Cloud
Infrastructure resources that your company owns, contact your administrator to set up a user
ID for you. The administrator can confirm which compartment or compartments you should be
using.

Administrators: For an example of policy that gives groups access to audit logs, see Required
IAM Policy. To modify the Audit log retention period, you must be a member of the
Administrators group. See The Administrators Group and Policy.

Contents of an Audit Log Event

The following explains the contents of an Audit log event. Every audit log event includes two
main parts:

« Envelopes that act as a container for all event messages

« Payloads that contain data from the resource emitting the event message

Resource Identifiers

Most types of Oracle Cloud Infrastructure resources have a unique, Oracle-assigned identifier
called an Oracle Cloud ID (OCID). For information about the OCID format and other ways to
identify your resources, see Resource Identifiers.

Event Envelope

These attributes for an event envelope are the same for all events. The structure of the
envelope follows the CloudEvents industry standard format hosted by the Cloud Native
Computing Foundation ( CNCF).
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CHAPTER 6 Audit

Property Description

cloudEventsVersion The version of the CloudEvents specification.

ﬂ Note

Audit uses version 0.1
specification of the
CloudEvents event envelope.

contentType Setto application/json. The content type of the data
contained in the data attribute.

data The payload of the event. Information within data comes
from the resource emitting the event.

eventID The UUID of the event. This identifier is not an OCID, but
just a unique ID for the event.

eventTime The time of the event, expressed in RFC 3339 timestamp
format.

Oracle Cloud Infrastructure User Guide 254


https://tools.ietf.org/html/rfc3339

CHAPTER 6 Audit

Property Description

eventType The type of event that happened.

ﬂ Note

The service that produces the
event can also add, remove,
or change the meaning of a
field. A service implementing
these type changes would
publish a new version of an
eventType and revise the
eventTypeVersion field.

eventTypeVersion The version of the event type. This version applies to the
payload of the event, not the envelope. Use
cloudEventsVersion to determine the version of the
envelope.

source The resource that produced the event. For example, an
Autonomous Database or an Object Storage bucket.

Payload

The data in these fields depends on which service produced the event log and the event type it
defines.

Data

The data object contains the following attributes.
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CHAPTER 6 Audit

Property Description

data.additionalDetails A container object for attributes unique to the resource
emitting the event.

data.availabilityDomain The availability domain where the resource resides.

data.compartmentId The OCID of the compartment of the resource emitting
the event.

data.compartmentName The name of the compartment of the resource emitting
the event.

data.definedTags Defined tags added to the resource emitting the event.

data.eventGroupingId This value links multiple audit events that are part of the
same API operation. For example, a long running
API operation that emits an event at the start and the end
of the operation.

data.eventName Name of the API operation that generated this event.
Example: LaunchInstance

data.freeformTags Free-form tags added to the resource emitting the event.

data.identity A container object for identity attributes. See Identity.

data.request A container object for request attributes. See Request.

data.resourceld An OCID or an ID for the resource emitting the event.

data.resourceName The name of the resource emitting the event.

data.response A container object for response attributes. See Response.

data.stateChange A container object for state change attributes. See State

Change.
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CHAPTER 6 Audit

Identity

The identity object contains the following attributes.

Property

Description

data.identity.authType

The type of authentication used.

data.identity.callerId

The OCID of the caller. The caller that made a
request on behalf of the principal.

data.identity.callerName

The name of the user or service issuing the request.
This value is the friendly name associated with
callerId.

data.identity.consoleSessionId

This value identifies any Console session associated
with this request.

data.identity.credentials

The credential ID of the user.

data.identity.ipAddress

The IP address of the source of the request.

data.identity.principallId

The OCID of the principal.

data.identity.principalName

The name of the user or service. This value is the
friendly name associated with principalid.

data.identity.tenantId

The OCID of the tenant.

data.identity.userAgent

The user agent of the client that made the request.

Request

The request object contains the following attributes.
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CHAPTER 6 Audit

Property Description
data.request.action The HTTP method of the request.
Example: GET
data.request.headers The HTTP header fields and values in the request.
data.request.id The unique identifier of a request.
data.request.parameters All the parameters supplied by the caller during this
operation.
data.request.path The full path of the API request.

Example:
/20160918/instances/ocidl.instance.ocl.phx.
<unique ID>

Response

The response object contains the following attributes.

Property

Description

data.response.headers

The headers of the response.

data.response.message

A friendly description of what happened during the
operation.

data.response.payload

This value is included for backward compatibility with the
Audit version 1 schema, where it contained metadata of
interest from the response payload.
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CHAPTER 6 Audit

Property Description

data.response.responseTime | The time of the response to the audited request,
expressed in RFC 3339 timestamp format.

data.response.status The status code of the response.

State Change

The state change object contains the following attributes.

Property Description

data.stateChange.current Provides the current state of fields that may have
changed during an operation. To determine how the
current operation changed a resource, compare the
information in this attribute to

data.stateChange.previous.

data.stateChange.previous Provides the previous state of fields that may have
changed during an operation. To determine how the
current operation changed a resource, compare the
information in this attribute to

data.stateChange.current.

An Example Audit Log

The following is an example an event recorded by the Audit service.

{
"eventType": "com.oraclecloud.ComputeApi.GetInstance",
"cloudEventsVersion": "0.1",
"eventTypeVersion": "2.0",

"source": "ComputeApi",
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"eventId": "<unique ID>",
"eventTime": "2019-09-18T00:10:59.2527Z"
"contentType": "application/json",
"data": {
"eventGroupingId": null,
"eventName": "GetInstance",
"compartmentId": "ocidl.tenancy.ocl..<unique ID>",
"compartmentName": "compartmentA",
"resourceName": "my instance",
"resourceId": "ocidl.instance.ocl.phx.<unique ID>",
"availabilityDomain": "<availability domain>",
"freeformTags": null,
"definedTags": null,
"identity": {
"principalName": "ExampleName",
"principalId": "ocidl.user.ocl..<unique ID>",
"authType": "natv",
"callerName": null,
"callerId": null,
"tenantId": "ocidl.tenancy.ocl..<unique ID>",
"ipAddress": "172.24.80.88",
"credentials": null,
"userAgent": "Jersey/2.23 (HttpUrlConnection 1.8.0 212)",
"consoleSessionId": null
by
"request": {
"id": "<unique ID>"
"path": "/20160918/instances/ocidl.instance.ocl.phx.<unique ID>",
"action": "GET",
"parameters": {},
"headers": ({
"opc-principal”: [
"{\"tenantId\":\"ocidl.tenancy.ocl..<unique ID>\",\"subjectId\":\"ocidl.user.ocl.
ID>\",\"claims\": [{\"key\":\"pstype\",\"value\":\"natv\", \"issuer\":\"authService.oracle.com\"},
{\"key\":\"h host\",\"value\":\"iaas.r2.oracleiaas.com\",\"issuer\":\"h\"}, {\"key\":\"h opc-request-
id\",\"value\":\"<unique ID>\",\"issuer\":\"h\"},
{\"key\":\"ptype\",\"value\":\"user\",\"issuer\":\"authService.oracle.com\"}, {\"key\":\"h
date\",\"value\":\"Wed, 18 Sep 2019 00:10:58 UTC\",\"issuer\":\"h\"}, {\"key\":\"h
accept\",\"value\":\"application/json\",\"issuer\":\"h\"},
{\"key\":\"authorization\",\"value\":\"Signature headers=\\\"date (request-target) host accept opc-
request-id\\\", keyId=\\\"ocidl.tenancy.ocl..<unique ID>/ocidl.user.ocl..<unique

ID>/8c:b4:5f:18:e7:ec:db:08:b8:fa:d2:2a:7d:11:76:ac\\\",algorithm=\\\"rsa-pss-
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sha256\\\",signature=\\\"<unique ID>\\\",version=\\\"I\\\"\",\"issuer\":\"h\"}, {\"key\":\"h (request-
target)\",\"value\":\"get /20160918/instances/ocidl.instance.ocl.phx.<unique ID>\",\"issuer\":\"h\"}]}"
1,
"Accept": [
"application/json"
1,
"X-Oracle-Auth-Client-CN": [
"splat-proxy-se-02302.node.ad2.r2"
1,
"X-Forwarded-Host": [
"compute-api.svc.adl.r2"
1,
"Connection": [
"close"
1,
"User-Agent": [
"Jersey/2.23 (HttpUrlConnection 1.8.0 212)"
1,
"X-Forwarded-For": [
"172.24.80.88"
1,
"X-Real-IP": [
"172.24.80.88"
1,
"oci-original-url": [
"https://iaas.r2.oracleiaas.com/20160918/instances/ocidl.instance.ocl.phx
1,
"opc-request-id": [
"<unique ID>"
1,
"Date": [
"Wed, 18 Sep 2019 00:10:58 UTC"

b
"response": {
"status": "200",
"responseTime": "2019-09-18T00:10:59.2782",
"headers": ({
"ETag": [
"<unique ID>"

1,
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"Connection": [
"close"

1,

"Content-Length": [
"1828"

1,

"opc-request-id": [
"<unique ID>"

1,

"Date": [
"Wed, 18 Sep 2019 00:10:59 GMT"

1,

"Content-Type": [

"application/json"

by
"payload": {

"resourceName": "my instance",
"id": "ocidl.instance.ocl.phx.<unique ID>"
b
"message": null
b
"stateChange": {
"previous": null,
"current": null

by

"additionalDetails": {

"imageId": "ocidl.image.ocl.phx.<unique ID>",
"shape": "VM.Standardl.1l",
"type": "CustomerVmi"

Viewing Audit Log Events

Audit provides records of API operations performed against supported services as a list of log
events. The service logs events at both the tenant and compartment level. By default, audit
logs are maintained for 90 days. You can configure audit log retention for up to 365 days.
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When viewing events logged by Audit, you might be interested in specific activities that
happened in the tenancy or compartment and who was responsible for the activity. You will
need to know that the approximate time and date something happened and the compartment
in which it happened to display a list of log events that includes the activity in question. List
log events by specifying a time range on the 24-hour clock in Greenwich Mean Time (GMT),
calculating the offset for your local time zone, as appropriate. New activity is appended to the
existing list, usually within 15 minutes of the API call, though processing time can vary.

Required IAM Policy

To use Oracle Cloud Infrastructure, you must be given the required type of access in a policy
written by an administrator, whether you're using the Console or the REST API with an SDK,
CLI, or other tool. If you try to perform an action and get a message that you don’t have
permission or are unauthorized, confirm with your administrator the type of access you've
been granted and which compartment you should work in.

For administrators: The following policy statement gives the specified group (Auditors) the
ability to view all the Audit event logs in the tenancy:

Allow group Auditors to read audit-events in tenancy

To give the group access to the Audit event logs in a specific compartment only (ProjectA),
write a policy like the following:

Allow group Auditors to read audit-events in compartment ProjectA

If you're new to policies, see Getting Started with Policies and Common Policies. For more
details about policies for the Audit, see Details for the Audit Service.

Searching and Filtering in the Console

When you navigate to Audit in the Console, a list of results is generated for the current
compartment. Audit logs are organized by compartment, so if you are looking for a particular
event, you must know which compartment the event occurred in. You can filter the list in all
the following ways:
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. Date and time
« Request Action Types (operations)

« Keywords

For example, users begin to report that their attempts to log in are failing. You want to use
Audit to research the problem. Adjust the date and time to search for corresponding failures
during a window of time that starts a little before the events were reported. Look for
corresponding failures and similar operations preceding the failures to correlate a reason for
the failures.

dl
Note
The service logs events at the time they are processed.

There can be a delay between the time an operation
occurs and when it is processed.

You can filter results by request actions to zero in on only the events with operations that
interest you. For example, say that you only want to know about instances that were deleted
during a specific time frame. Select a delete request action filter to see only the events with
delete operations.

You can also filter by keywords. Keyword filters are powerful when combined with the values
from audit event fields. For example, say that you know the user name of an account and
want a list of all activity by that account in a particulate time frame. Do a search using the
user name as a keyword filter.

Every audit event contains the same fields, so search for values from those fields. To get a
better understanding of what values are available, see Contents of an Audit Log Event.
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Using the Console

To search log events

1.

6.

Open the navigation menu. Under Governance and Administration, go to
Governance and click Audit.

The list of events that occurred in the current compartment is displayed.

Click one of the compartments under Compartment.
Audit organizes logs by compartment, so if you are looking for a particular event, you
must know which compartment the event occurred in.

Click in the Start Date box to choose the start date and time for the range of results
you want to see. You can click the arrows on either side of the month to go backward or
forward.

(Optional) Specify a time by doing one of the following:
a. Click Time and specify an exact start time in thirty-minute increments.

b. Type an exact time in the Start Date box.
The service uses a 24-hour clock, so you must provide a number between 0 and
23 for the hour. Also remember to calculate the offset between Greenwich Mean
Time (GMT) and your local time.

Repeat step 3 and 4 to choose an end date and time.

ﬁ

Note

The age of the results available can be from 90 and
365 days, depending on your tenancy's setting for
audit log retention period.

(Optional) In Request Action Types, specify one or more operations with which to
filter results.
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o GET

o POST

o PUT

« PATCH
o DELETE

7. (Optional) In the Keywords box, type the text you want to find and click Search.

Tip: If you want to find log events with a specific status code, include quotes (") around
the code to avoid results that have those numbers embedded in a longer string.

The results are updated to include only log events that were processed within the time range
and filters you specified. If an event occurred in the recent past, you might have to wait to see
it in the list. The service typically requires up to 15 minutes for processing.

If there are more than 100 results for the specified time range, you can click the right arrow
next to the page number at the bottom of the page to advance to the next page of log events.

Tip
If you get fewer than 100 results on the last page of a
results list, you might still have more results, which you

can access by clicking the right arrow. If there are more
results, Audit prompts you.

If you want to view all the key-value pairs in a log event, see To view the details of a log
event.

To view the details of a log event

View the details of your event:

« To see only the top-level details, click the down arrow to the right of an event.

« To see lower-level details, click { . . . } to the right of the collapsed parameter.
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To copy the details of a log event

The following assumes that you have expanded a row in your results.
« To copy an entire event, click the clipboard icon to the right of the event parameter.
« To copy a portion of an event, click the clipboard icon to the right of the nested

parameter or value you want to copy.

The log event is copied to your clipboard. The Audit service logs events in JSON format. You
can paste the log event details into a text editor to save and review later or to use with
standard log analysis tools.

Using the API

For information about using the API and signing requests, see REST APIs and Security
Credentials. For information about SDKs, see Software Development Kits and Command Line
Interface.

Use the following operation to list audit log events:

o ListEvents

"1

e

Note

This API is not intended for bulk-export operations. For
bulk export, see Bulk Export of Audit Log Events.

Setting Audit Log Retention Period

By default, Audit logs are retained for 90 days. You can configure log retention for up to 365
days. You can edit the log retention period in the tenancy details page.
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Retention period is a tenancy-level setting. The value of the retention period setting affects all
regions and all compartments. You can't set different retention periods for different regions or
compartments.

Required IAM Policy

To modify the Audit log retention period, you must be a member of the Administrators group.
See The Administrators Group and Policy

Using the Console

To modify the Audit log retention period
1. Open the Profile menu (xg‘) and click Tenancy: <your_tenancy_name>.

The tenancy details are displayed. The Audit Retention Period is displayed under
Tenancy Information.

2. Click Edit Audit Retention Policy. Enter the number of days you want to retain the
audit logs for. The minimum you can set the value to is 90 and the maximum is 365.
This value is enforced for all regions and all compartments in the tenancy.

3. Click Submit.

dl
Note

You don't see the new value immediately

It may take several minutes for the new setting to
display in the Console.

Using the API
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For information about using the API and signing requests, see REST APIs and Security
Credentials. For information about SDKs, see Software Development Kits and Command Line
Interface.

Use the following operations to manage the log retention period configuration:

« GetConfiguration

« UpdateConfiguration

Bulk Export of Audit Log Events

You can request a bulk export of audit logs, and within 3-4 business days Oracle support will
begin making copies of the logs and adding them to buckets in your tenancy. The export
includes logs for the specified regions, beginning after you make the request and continuing
into the future.

Highlights

« Administrators have full control of the buckets and can provide access to others with
IAM policy statements.

« Exported logs remain available indefinitely.

Tip
You can automatically manage archiving and

deleting logs using Object Storage. See Using
Object Lifecycle Management.

« Specify all the regions you want exported in your request. If you only request some
regions, then decide later you want to add other regions, you must make another
request.

Oracle Cloud Infrastructure User Guide 269



« To disable your bulk export, contact Oracle support. New logs will stop being added to
the bucket, and audit logs will only be available through the Console, based on the
retention period you have defined.

Required IAM Policy

To access the bucket where Oracle exports the audit logs, you must be a member of the
Administrators group. See The Administrators Group and Policy

Requesting an Export of Audit Logs

A member of the Administrators group for your tenancy must create a ticket at My Oracle
Support and provide the following information:

o Ticket name: Export Audit Logs - <your_company_name>
« Tenancy OCID

« Regions

For example:

o Ticket name: Export Audit Logs - ACME
o Tenancy OCID: ocidl.tenancy.ocl.<unique_ID>

« Regions: US East (Ashburn), region identifier= us-ashburn-1; (US West (Phoenix)),
region identifier = us-phoenix-1

€1
Note

It can take 3—-4 business days before your My Oracle

Support ticket is complete and the logs are available to

you.
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Bucket and Object Details

This section specifies the naming conventions of the bucket and objects you receive.

Bucket Name Format
Oracle support creates buckets for audit log exports using the following nhaming format:
oci-logs. audit.<compartment OCID>

« oci-logs identifies that Oracle created this bucket.

. audit identifies that the bucket contains audit events.

o <compartment_OCID> identifies the compartment where the audit events were

generated.

For example:

oci-logs. audit.ocidlcompartment.ocl..<unique ID>

v

Important

If the OCID of the compartment that generated the audit
log contains a colon, your bucket name will not match
the OCID. To create a bucket, Oracle must substitute
colon characters (:) from the OCID with dot characters
(.) in the bucket name.

Object Name Format
Objects use the following naming format:

<region>/<ad>/<YYYY-MM-DDTHH:MMZ>[_<seqNum>].log.gz
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« <region> identifies the region where the audit events were generated.
« <ad> identifies the availability domain where the audit events were generated.

o <YYYY-MM-DDTHH:MMZ> identifies the start time of the earliest audit event listed in
the object.

o [_<segNum>] identifies a conditional sequence number. If present, this number means
that either an event came in late or the object became too large to write. Sequence
numbers start at two. Apply multiple sequence numbers to the original object in the
order listed.

For example:

us-phoenix-1/adl1/2019-03-21T00:00%Z.1log.gz
us-phoenix-1/ad1/2019-03-21T00:00Z_2.log.gz

File Format

Files list a single audit event per line. For more information, see Contents of an Audit Log

Event.

o
g Note

Audit introduced a version 2 schema of Audit logs but
bulk export is currently only available for version 1
schema logs.
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CHAPTER 7 Block Volume

This chapter explains how to create storage volumes and attach them to instances.

Overview of Block Volume

The Oracle Cloud Infrastructure Block Volume service lets you dynamically provision and
manage block storage volumes. You can create, attach, connect, and move volumes, as well
as change volume performance, as needed, to meet your storage, performance, and
application requirements. After you attach and connect a volume to an instance, you can use
the volume like a regular hard drive. You can also disconnect a volume and attach it to
another instance without the loss of data.

These components are required to create a volume and attach it to an instance:

. Instance: A bare metal or virtual machine (VM) host running in the cloud.
« Volume attachment: There are two types of volume attachments:

o {SCSI: A TCP/IP-based standard used for communication between a volume and
attached instance.

o Paravirtualized: A virtualized attachment available for VMs.

« Volume: There are two types of volumes:

o Block volume: A detachable block storage device that allows you to dynamically
expand the storage capacity of an instance.

o Boot volume: A detachable boot volume device that contains the image used to
boot a Compute instance. See Boot Volumes for more information.
For additional Oracle Cloud Infrastructure terms, see the Glossary.

Block Volume is Always Free eligible. For more information about Always Free resources,
including additional capabilities and limitations, see Oracle Cloud Infrastructure's Free Tier.
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Typical Block Volume Scenarios

Scenario A: Expanding an Instance's Storage

A common usage of Block Volume is adding storage capacity to an Oracle Cloud Infrastructure
instance. After you have launched an instance and set up your cloud network, you can create a
block storage volume through the Console or API. Then, you attach the volume to an instance
using a volume attachment. After the volume is attached, you connect to the volume from
your instance's guest OS using iSCSI. The volume can then be mounted and used by your
instance.

Scenario B: Persistent and Durable Storage

A Block Volume volume can be detached from an instance and moved to a different instance
without the loss of data. This data persistence enables you to migrate data between instances
and ensures that your data is safely stored, even when it is not connected to an instance. Any
data remains intact until you reformat or delete the volume.

To move your volume to another instance, unmount the drive from the initial instance,
terminate the iSCSI connection, and attach the volume to the second instance. From there,
you connect and mount the drive from that instance's guest OS to have access to all of your
data.

Additionally, Block Volume volumes offer a high level of data durability compared to standard,
attached drives. All volumes are automatically replicated for you, helping to protect against
data loss.

Scenario C: Instance Scaling

When you terminate an instance, you can keep the associated boot volume and use it to
launch a new instance with a different instance type or shape. This allows you to easily switch
from a bare metal instance to a VM instance and vice versa, or scale up or scale down the
number of cores for an instance. See Creating an Instance for steps to launch an instance
based on a boot volume.
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Volume Attachment Types

When you attach a block volume to a VM instance, you have two options for attachment type,
iSCSI or paravirtualized. Paravirtualized attachments simplify the process of configuring your
block storage by removing the extra commands that are required before connecting to an
iSCSI-attached volume. The trade-off is that IOPS performance for iSCSI attachments is
greater than that for paravirtualized attachments. You should consider your requirements
when selecting a volume's attachment type.

v

Important
Connecting to Volumes on Linux Instances

When connecting to volumes on Linux instances, if you
want to automatically mount these volumes on instance
boot, you need to use some specific options in the
/etc/fstab file, or the instance may fail to launch. See
Traditional fstab Options and fstab Options for Block
Volumes Using Consistent Device Paths for more
information.

iSCSI

iSCSI attachments are the only option when connecting a block volume to any of the following
types of instances:

« Bare metal instances

« VM instances based on Windows images that were published before February 2018

« VM instances based on Linux images that were published before December 2017
After the volume is attached, you need to log in to the instance and use the iscsiadm
command-line tool to configure the iISCSI connection. For more information about the

additional configuration steps required for iSCSI attachments, see iSCSI Commands and
Information, Connecting to a Volume, and Disconnecting From a Volume.
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IOPS performance is better with iSCSI attachments compared to paravirtualized attachments.
For more information about iSCSI-attached volume performance, see Block Volume
Performance.

Paravirtualized

Paravirtualized attachments are an option when attaching volumes to the following types of
VM instances:

« For VM instances launched from Oracle-provided images, you can select this option for
Linux-based images published in December 2017 or later, and Windows images
published in February 2018 or later.

« For VM instances launched from custom images, the volume attachment type is based
on the volume attachment type from the VM the custom image was created from.

After you attach a volume using the paravirtualized attachment type, it is ready to use, and
you do not need to run any additional commands. However, because of the overhead of
virtualization, this reduces the maximum IOPS performance for larger block volumes. See
Block Volume Performance for more information.

Volume Access Types
When you attach a block volume, you can specify one of the following options for access type:

. Read/write: This is the default option for volume attachments. With this option, an
instance can read and write data to the volume.

« Read-only: With this option, an instance can only read data on the volume. It cannot
update data on the volume. Specify this option to safeguard data against accidental or
malicious modifications.

To change the access type for a block volume, you need to detach the volume and specify the
new access type when you reattach the volume. For more information, see Detaching a
Volume and Attaching a Volume.

The access type for boot volumes is always read/write. If you want to change the access type,
you need to stop the instance and detach the boot volume. You can then reattach it to another
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instance as a block volume, with read-only specified as the access type. For more
information, see Detaching a Boot Volume and Attaching a Volume.

Device Paths

When you attach a block volume to a compatible Linux-based instance, you can select a
device path that remains consistent between instance reboots. This enables you to refer to the
volume using a consistent device path. For example, you can use the device path when you
set options in the /etc/fstab file to automatically mount the volume on instance boot.

Consistent device paths are supported on instances when all of the following things are true:

« The instance was created using an Oracle-provided image.

« The image is a Linux-based image.

« The image was released in November 2018 or later. For specific version numbers, see
Oracle-Provided Image Release Notes.

« The instance was launched after January 11, 2019.

For instances launched using the image OCID or an existing boot volume, if the source image
supports consistent device paths, the instance supports device paths.

Consistent device paths are not supported on Linux-based partner images or custom images
that are created from other sources. This feature does not apply to Windows-based images.

v

Important

You must select a device path when you attach a volume
using the Console, it is required. Specifying a device
path is optional when you attach a volume using the CLI,
REST APIs, or SDK.

For more information about consistent device paths, see Connecting to Volumes With
Consistent Device Paths.
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Regions and Availability Domains

Volumes are only accessible to instances in the same availability domain . You cannot move a
volume between availability domains or regions, they are only accessible within the region or
availability domain they were created in. However volume backups are not limited to the
availability domain of the source volume, you can restore them to any availability domain
within that region, see Restoring a Backup to a New Volume. You can also copy a volume
backup to a new region and restore the backup to a volume in any availability domain in the
new region, for more information see Copying a Volume Backup Between Regions.

For more information, see Regions and Availability Domains.

Resource Identifiers

Most types of Oracle Cloud Infrastructure resources have a unique, Oracle-assigned identifier
called an Oracle Cloud ID (OCID). For information about the OCID format and other ways to
identify your resources, see Resource Identifiers.

Ways to Access Oracle Cloud Infrastructure

You can access Oracle Cloud Infrastructure using the Console (a browser-based interface) or
the REST API. Instructions for the Console and API are included in topics throughout this
guide. For a list of available SDKs, see Software Development Kits and Command Line
Interface.

To access the Console, you must use a supported browser. Oracle Cloud Infrastructure
supports the latest desktop versions of Google Chrome, Microsoft Edge, Internet Explorer 11,
Safari, Firefox, and Firefox ESR. Note that private browsing mode is not supported for
Firefox, Internet Explorer, or Edge. Mobile browsers are not supported.

For general information about using the API, see REST APIs.
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Authentication and Authorization

Each service in Oracle Cloud Infrastructure integrates with IAM for authentication and
authorization, for all interfaces (the Console, SDK or CLI, and REST API).

An administrator in your organization needs to set up groups, compartments, and policies that
control which users can access which services, which resources, and the type of access. For
example, the policies control who can create new users, create and manage the cloud
network, launch instances, create buckets, download objects, etc. For more information, see
Getting Started with Policies. For specific details about writing policies for each of the
different services, see Policy Reference.

If you're a regular user (not an administrator) who needs to use the Oracle Cloud
Infrastructure resources that your company owns, contact your administrator to set up a user
ID for you. The administrator can confirm which compartment or compartments you should be
using.

Monitoring Resources

You can monitor the health, capacity, and performance of your Oracle Cloud Infrastructure
resources by using metrics, alarms, and notifications. For more information, see Monitoring
Overview and Notifications Overview.

Moving Resources

You can move Block Volume resources such as block volumes, boot volumes, volume
backups, volume groups, and volume group backups from one compartment to another. For
more information, see Move Block Volume Resources Between Compartments.

Tagging Resources

You can apply tags to your resources to help you organize them according to your business
needs. You can apply tags at the time you create a resource, or you can update the resource
later with the desired tags. For general information about applying tags, see Resource Tags.
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Creating Automation with Events

You can create automation based on state changes for your Oracle Cloud Infrastructure
resources by using event types, rules, and actions. For more information, see Overview of
Events.

The following Block Volume resources emit events:
« Block volumes and block volume backups
« Boot volumes and boot volume backups

« Volume groups and volume group backups

ﬂ‘

Note

For troubleshooting, see Known Issues - Block Volume
for a list of known issues related to Block Volume
events.

Block Volume Encryption

The Oracle Cloud Infrastructure Block Volume service always encrypts all block volumes, boot
volumes, and volume backups at rest by using the Advanced Encryption Standard (AES)
algorithm with 256-bit encryption. By default all volumes and their backups are encrypted
using the Oracle-provided encryption keys. Each time a volume is cloned or restored from a
backup the volume is assigned a new unique encryption key.

You have the option to encrypt all of your volumes and their backups using the keys that you
own and manage using the Key Management service, for more information see Overview of
Key Management. If you do not configure a volume to use the Key Management service or you
later unassign a key from the volume, the Block Volume service uses the Oracle-provided
encryption key instead. This applies to both encryption at-rest and in-transit encryption.

For how to use your own key for new volumes, see Creating a Volume. See To assign a key to
an existing Block Volume for how to assign or change the key for an existing volume.
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All the data moving between the instance and the block volume is transferred over an internal
and highly secure network. If you have specific compliance requirements related to the
encryption of the data while it is moving between the instance and the block volume, the Block
Volume service provides the option to enable in-transit encryption for paravirtualized volume
attachments on virtual machine (VM) instances.

v

Important

In-transit encryption for boot and block volumes is only
available for virtual machine (VM) instances launched
from Oracle-provided images, it is not supported on
bare metal instances. It is also not supported in most
cases for instances launched from custom images
imported for "bring your own image" (BYOI) scenarios.
To confirm support for certain Linux-based custom
images and for more information contact Oracle
support, see Contacting Support.

Block Volume Data Eradication

The Oracle Cloud Infrastructure Block Volume service uses eventual-overwrite data
eradication, which guarantees that block volumes you delete cannot be accessed by anyone
else and that the deleted data is eventually overwritten. When you terminate a volume, its
associated data is overwritten in the storage infrastructure before any future volume
allocations.

Block Volume Performance

Block Volume performance varies with volume size, see Block Volume Performance for more
information.
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The Block Volume service's elastic performance feature enables you to dynamically change
the volume performance. You can select one of the following volume performance options for
your block volumes:

« Balanced
« Higher Performance
« Lower Cost

For more information about this feature and the performance options, see Block Volume
Elastic Performance and Changing the Performance of a Volume

Block Volume Capabilities and Limits

Block Volume volumes can be created in sizes ranging from 50 GB to 32 TBin 1 GB
increments. By default, Block Volume volumes are 1 TB.

See Service Limits for a list of applicable limits and instructions for requesting a limit
increase. To set compartment-specific limits on a resource or resource family, administrators
can use compartment quotas.

Additional limits include:
. Volumes per instance: 32
« Number of backups
o Monthly universal credits: 1000
o Pay-as-you-go: 500

iISCSI Commands and Information

Block volumes attached with the iISCSI attachment type use the iSCSI protocol to connect a
volume to an instance. See Volume Attachment Types for more information about volume
attachment options.
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Once the volume is attached, you need to log on to the instance and use the iscsiadm
command-line tool to configure the iSCSI connection. After you configure the volume, you can
mount it and use it like a normal hard drive.

To enhance security, Oracle enforces an iSCSI security protocol called CHAP that provides
authentication between the instance and volume.

Accessing a Volume's iSCSI Information

When you successfully attach a volume to an instance, Block Volume provides a list of iSCSI
information. You need the following information from the list when you connect the instance to
the volume.

. IP address

« Port

o CHAP user name and password (if enabled)
. IQN

i)

Note

The CHAP credentials are auto-generated by the system
and cannot be changed. They are also unique to their
assigned volume/instance pair and cannot be used to
authenticated another volume/instance pair.

The Console provides this information on the details page of the volume's attached instance.
Click the Actions icon (three dots) on your volume's row, and then click iSCSI Information.
The system also returns this information when the Attachvolume API operation completes
successfully. You can re-run the operation with the same parameter values to review the
information.

See Attaching a Volume and Connecting to a Volume for step-by-step instructions.
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Additional Reading

There is a wealth of information on the internet about iSCSI and CHAP. If you need more
information on these topics, try the following pages:

« Oracle Linux Administrator's Guide for Release 7 - About iSCSI Storage

« Oracle Linux Administrator's Guide for Release 6 - About iSCSI Storage

« Troubleshooting iSCSI Configuration Problems

Volume Groups

The Oracle Cloud Infrastructure Block Volume service provides you with the capability to
group together multiple volumes in a volume group. A volume group can include both types of
volumes, boot volumes, which are the system disks for your Compute instances, and block
volumes for your data storage. You can use volume groups to create volume group backups
and clones that are point-in-time and crash-consistent.

This simplifies the process to create time-consistent backups of running enterprise
applications that span multiple storage volumes across multiple instances. You can then
restore an entire group of volumes from a volume group backup.

Similarly, you can also clone an entire volume group in a time-consistent and crash-consistent
manner. A deep disk-to-disk and fully isolated clone of a volume group, with all the volumes
associated in it, becomes available for use within a matter of seconds. This speeds up the
process of creating new environments for development, quality assurance, user acceptance
testing, and troubleshooting.

For more information about Block Volume-backed system disks, see Boot Volumes. For more
information about Block Volume backups see Overview of Block Volume Backups. See Cloning
a Volume for more information about Block Volume clones.

This capability is available using the Console, command line interface (CLI), SDKs, or REST
APIs.
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Volume groups and volume group backups are high-level constructs that allow you to group
together multiple volumes. When working with volume groups and volume group backups,
keep the following in mind:

You can only add a volume to a volume group when the volume status is available.

You can add up to 32 volumes in a volume group, up to a maximum size limit of 128 TB.
For example, if you wanted to add 32 volumes of equal size to a volume group, the
maximum size for each volume would be 4 TB. Or you could add volumes that vary in
size, however the overall combined size of all the block and boot volumes in the volume
group must be 128 TB or less. Make sure you account for the size of any boot volumes in
your volume group when considering volume group size limits.

Each volume may only be in one volume group.

When you clone a volume group, a new group with new volumes are created. For
example, if you clone a volume group containing three volumes, once this operation is
complete, you will now have two separate volume groups and six different volumes with
nothing shared between the volume groups.

When you update a volume group using the CLI, SDKs, or REST APIs you need to specify
all the volumes to include in the volume group each time you use the update operation.
If you do not include a volume ID in the update call, that volume will be removed from
the volume group.

When you delete a volume group the individual volumes in the group are not deleted,
only the volume group is deleted.

When you delete a volume that is part of a volume group you must first remove it from
the volume group before you can delete it.

When you delete a volume group backup, all the volume backups in the volume group
backup are deleted.
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A

Avoid entering confidential information when assigning
descriptions, tags, or friendly names to your cloud
resources through the Oracle Cloud Infrastructure
Console, API, or CLI.

Warning

Required IAM Policy

To use Oracle Cloud Infrastructure, you must be given the required type of access in a policy
written by an administrator, whether you're using the Console or the REST API with an SDK,
CLI, or other tool. If you try to perform an action and get a message that you don’t have
permission or are unauthorized, confirm with your administrator the type of access you've
been granted and which compartment you should work in.

For administrators: The policy in Let volume admins manage block volumes, backups, and
volume groups lets the specified group do everything with block volumes, backups, and
volume groups.

See the following policy examples for working with volume groups:

o Let users create a volume group lets the specified group create a volume group from a
set of volumes.

o Let users clone a volume group lets the specified group clone a volume group from an
existing volume group.

o Let users create a volume group backup lets the specified group create a volume group
backup.

o Let users restore a volume group backup lets the specified group create a volume group
by restoring a volume group backup.
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Tip
When users create a backup from a volume or restore a
volume from a backup, the volume and backup don't

have to be in the same compartment. However, users
must have access to both compartments.

If you're new to policies, see Getting Started with Policies and Common Policies. For
reference material about writing policies for instances, cloud networks, or other Core
Services API resources, see Details for the Core Services.

Tagging Resources

You can apply tags to your resources to help you organize them according to your business
needs. You can update the resource later with the desired tags. For general information about
applying tags, see Resource Tags.

Using the Console

To create a volume group from existing volumes

1. Open the navigation menu. Under Core Infrastructure, go to Block Storage and
click Volumes Groups.

2. Click Create Volume Group.
3. Fill in the required volume information:
« Name: A user-friendly name or description.
« Compartment: The compartment for the volume group.

« Availability Domain: The availability domain for the volume group.
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« Volumes: For each volume you want to add, select the compartment containing
the volume and then the volume to add. Click + Volume to add additional
volumes.

4. Click Create Volume Group.

To view the volumesin a volume group

1. Open the navigation menu. Under Core Infrastructure, go to Block Storage and
click Volumes Groups.

2. Inthe Volume Groups list, click the volume group you want to view the volumes for.
3. To view the block volumes for the volume group, in Resources, click Block Volumes.

4. To view the boot volumes for the volume group, in Resources, click Boot Volumes.

To add block volumes to an existing volume group

1. Open the navigation menu. Under Core Infrastructure, go to Block Storage and
click Volumes Groups.

In the Volume Groups list, click the volume group you want to add the volume to.
In Resources, click Block Volumes.
Click Add Block Volumes.

v A WN

For each block volume you want to add, select the compartment containing the volume
and then select the volume to add. Click + Volume to add additional volumes.

6. Once you have selected all the block volumes to add to the volume group, click Add.

To remove block volumes from an existing volume group

1. Open the navigation menu. Under Core Infrastructure, go to Block Storage and
click Volumes Groups.

2. Inthe Volume Groups list, click the volume group you want to add the volume to.
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3. In Resources, click Block Volumes.
4. In Actions menu for the block volume you want to remove, click Remove.

5. Inthe Confirm dialog, click Remove.

S

e

Note

When you remove the last volume in a volume group
the volume group is terminated.

To add boot volumes to an existing volume group

1. Open the navigation menu. Under Core Infrastructure, go to Block Storage and
click Volumes Groups.

In the Volume Groups list, click the volume group you want to add the volume to.
In Resources, click Boot Volumes.
Click Add Boot Volumes.

vk wWwN

For each boot volume you want to add, select the compartment containing the volume
and then select the volume to add. Click + Volume to add additional volumes.

6. Once you have selected all the boot volumes to add to the volume group, click Add.

To remove boot volumes from an existing volume group

1. Open the navigation menu. Under Core Infrastructure, go to Block Storage and
click Volumes Groups.

In the Volume Groups list, click the volume group you want to add the volume to.
In Resources, click Boot Volumes.

In Actions menu for the boot volume you want to remove, click Remove.

i WN

In the Confirm dialog, click Remove.
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To create a backup of the volume group

1. Open the navigation menu. Under Core Infrastructure, go to Block Storage and
click Volumes Groups.

2. Inthe Volume Groups list, click Create Volume Group Backup in the Actions
menu for the volume group you want to create a backup for.

To create a clone of the volume group

1. Open the navigation menu. Under Core Infrastructure, go to Block Storage and
click Volumes Groups.

2. Inthe Volume Groups list, click Create Volume Group Clone in the Actions menu
for the volume group you want to clone.

To delete the volume group

1. Open the navigation menu. Under Core Infrastructure, go to Block Storage and
click Volumes Groups.

2. Inthe Volume Groups list, click the volume group you want to delete.
3. On the Volume Group Details page, click Terminate.

4. On the Terminate Volume Group dialog, click Terminate.

"1

i
Note
When you delete a volume group the individual volumes

in the group are not deleted, only the volume group is
deleted.
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To restore a volume group from a volume group backup

1. Open the navigation menu. Under Core Infrastructure, go to Block Storage and
click Volumes Group Backups.

2. Inthe Volume Group Backups list, click the volume group backup you want to
restore.

3. Click Create Volume Group.
4. Fill in the required volume information:
« Name: A user-friendly name or description.
. Compartment: The compartment for the volume group.
« Availability Domain: The availability domain for the volume group.

5. Click Create Volume Group.

Using the CLI

For information about using the CLI, see Command Line Interface (CLI).

To retrieve information about the supported operations

Open a command prompt and run the one of the following commands to retrieve the
information.

« To retrieve the supported operations for volume groups:
oci bv volume-group --help
« To retrieve the supported operations for volume group backups:

oci bv volume-group-backup --help

« To retrieve help for a specific volume group operation:

oci bv volume-group <operation name> --help
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« To retrieve help for a specific volume group backup operation:

oci bv volume-group-backup <operation name> --help

Volume Group Operations

To list the volume groups in a specified compartment

Open a command prompt and run:

oci bv volume-group list --compartment-id <compartment ID>

For example:

oci bv volume-group list --compartment-id ocidl.compartment.ocl..<unique ID>

To create a volume group from existing volumes

Open a command prompt and run:

oci bv volume-group create --compartment-id <compartment ID> --availability-domain <external AD> --

source-details <Source details JSON>
Volume status must be available to add it to a volume group.

For example:

oci bv volume-group create --compartment-id ocidl.compartment.ocl..<unique ID> --availability-domain
ABbv:PHX-AD-1 --source-details '{"type": "volumeIds", "volumeIds":["ocidl.volume.ocl.phx.<unique ID 1>",

"ocidl.volume.ocl.phx.<unique ID 2>"]}'

To clone a volume group from another volume group

Open a command prompt and run:

oci bv volume-group create --compartment-id <compartment ID> --availability-domain <external AD> --

source-details <Source details JSON>

For example:
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oci bv volume-group create --compartment-id ocidl.compartment.ocl..<unique ID> --availability-domain
ABbv:PHX-AD-1 --source-details '{"type": "volumeGroupId", "volumeGroupId":

"ocidl.volumegroup.ocl.phx.<unique ID>"}'

To restore a volume group from a volume group backup

Open a command prompt and run:

oci bv volume-group create --compartment-id <compartment_ ID> --availability-domain <external AD> --

source-details <Source details JSON>

For example:

oci bv volume-group create --compartment-id ocidl.compartment.ocl..<unique ID> --availability-domain
ABbv:PHX-AD-1 --source-details '{"type": "volumeGroupBackupId", "volumeGroupBackupId":

"ocidl.volumegroup.ocl.sea.<unique ID>"}"

To retrieve a volume group
Open a command prompt and run:

oci bv volume-group get --volume-group-id <volume-group-ID>

For example:

oci bv volume-group get --volume-group-id ocidl.volumegroup.ocl.phx.<unique ID>

To update display name or add/remove volumes from a volume group
Open a command prompt and run:

oci bv volume-group update --volume-group-id <volume-group ID> --volume-ids <volume ID JSON>

You can update the volume group display name along with adding or removing volumes from
the volume group. The volume group is updated to include only the volumes specified in the
update operation. This means that you need to specify the volume IDs for all of the volumes in
the volume group each time you update the volume group.
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The following example changes the volume group's display name for a volume group with two
volumes:

oci bv volume-group update --volume-group-id ocidl.volumegroup.ocl.phx.<unique ID> --volume-ids '
["ocidl.volume.ocl.phx.<unique ID 1>","ocidl.volume.ocl.phx.<unique ID 2>"]' --display-name "new display

name"

If you specify volumes in the command that are not part of the volume group they are added
to the group. Any volumes not specified in the command are removed from the volume group.

To delete a volume group

Open a command prompt and run:

oci bv volume-group delete --volume-group-id <volume-group ID>

When you delete a volume group, the individual volumes in the group are not deleted, only the
volume group is deleted.

For example:

oci bv volume-group delete --volume-group-id ocidl.volumegroup.ocl.phx.<unique ID>

Volume Group Backup Operations

To list volume backup groups

Open a command prompt and run:

oci bv volume-group-backup list --compartment-id <compartment ID>

For example:

oci bv volume-group-backup list --compartment-id ocidl.compartment.ocl..<unique ID>

To create a volume group backup

Open a command prompt and run:
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oci bv volume-group-backup create --volume-group-id <volume-group ID>

For example:

oci bv volume-group-backup create --volume-group-id ocidl.volumegroup.ocl.phx.<unique ID>

To retrieve a volume group backup

Open a command prompt and run:

oci bv volume-group-backup get --volume-group-backup-id <volume-group-backup ID>

For example:

oci bv volume-group-backup get --volume-group-backup-id ocidl.volumegroupbackup.ocl.phx.<unique ID>

To update display name for a volume group backup

Open a command prompt and run:

oci bv volume-group-backup update --volume-group-backup-id <volume-group-backup ID> --display-name <new_

display name>
You can only update the display name for the volume group backup.

For example:

oci bv volume-group-backup update --volume-group-backup-id ocidl.volumegroupbackup.ocl.phx.<unique ID> -

—-display-name "new display name"

To delete a volume group backup

Open a command prompt and run:

oci bv volume-group-backup delete --volume-group-backup-id <volume-group-backup ID>
When you delete a volume group backup, all volume backups in the group are deleted.

For example:

oci bv volume-group-backup delete --volume-group-backup-id ocidl.volumegroupbackup.ocl.phx.<unique ID>
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Using the API

For information about using the API and signing requests, see REST APIs and Security
Credentials. For information about SDKs, see Software Development Kits and Command Line
Interface.

Use the following operations for working with volume groups:

ListVolumeGroups

CreateVolumeGroup

DeleteVolumeGroup

GetVolumeGroup

UpdateVolumeGroup

Use the following operations for working with volume group backups:

ListVolumeGroupBackups

CreateVolumeGroupBackup

DeleteVolumeGroupBackup

GetVolumeGroupBackup

UpdateVolumeGroupBackup

Creating a Volume

You can create a volume using Block Volume.

A

Avoid entering confidential information when assigning
descriptions, tags, or friendly names to your cloud
resources through the Oracle Cloud Infrastructure
Console, API, or CLI.

Warning
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Required IAM Policy

To use Oracle Cloud Infrastructure, you must be given the required type of access in a policy
written by an administrator, whether you're using the Console or the REST API with an SDK,
CLI, or other tool. If you try to perform an action and get a message that you don’t have
permission or are unauthorized, confirm with your administrator the type of access you've
been granted and which compartment you should work in.

For administrators: The policy in Let volume admins manage block volumes, backups, and
volume groups lets the specified group do everything with block volumes and backups.

If you're new to policies, see Getting Started with Policies and Common Policies. For
reference material about writing policies for instances, cloud networks, or other Core
Services API resources, see Details for the Core Services.

Monitoring Resources

You can monitor the health, capacity, and performance of your Oracle Cloud Infrastructure
resources by using metrics, alarms, and notifications. For more information, see Monitoring
Overview and Notifications Overview.

Tagging Resources

You can apply tags to your resources to help you organize them according to your business
needs. You can apply tags at the time you create a resource, or you can update the resource
later with the desired tags. For general information about applying tags, see Resource Tags.

Using the Console

1. Open the navigation menu. Under Core Infrastructure, go to Block Storage and
click Block Volumes.

2. Click Create Block Volume.
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3. Fill in the required volume information:

Name: A user-friendly name or description.
Domain: Must be in the same availability domain as the instance.

Size: Must be between 50 GB and 32 TB. You can choose in 1 GB increments
within this range. The default is 1024 GB. If you choose a size outside of your
service limit, you may be prompted to request an increase. For more information,
see Service Limits.

Backup Policy: Optionally, you can select the appropriate backup policy for your
requirements. See Policy-Based Backups for more information about backup
policies.

Volume Performance: Optionally, you can select the appropriate performance
setting for your requirements. See Block Volume Elastic Performance for more
information about volume performance options. The default option is Balanced.

Tags: Optionally, you can apply tags. If you have permissions to create a
resource, you also have permissions to apply free-form tags to that resource. To
apply a defined tag, you must have permissions to use the tag namespace. For
more information about tagging, see Resource Tags. If you are not sure if you
should apply tags, skip this option (you can apply tags later) or ask your
administrator.

Encryption: Optionally, you can encrypt the data in this volume using your own
Key Management encryption key. To use Key Management for your encryption
needs, select the Encrypt using customer-managed keys radio button. Then,
select the Vault Compartment and Vault that contain the master encryption
key you want to use. Also select the Master Encryption Key Compartment
and Master Encryption Key. For more information about encryption, see
Overview of Key Management.

4. Click Create Block Volume.
The volume will be ready to attach once its icon no longer lists it as PROVISIONING in
the volume list. For more information, see Attaching a Volume.
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Using the API
To create a volume, use the following operation:

o CreateVolume
For information about using the API and signing requests, see REST APIs and Security

Credentials. For information about SDKs, see Software Development Kits and Command Line
Interface.

Attaching a Volume

You can attach a volume to an instance in order to expand the available storage on the
instance. If you specify iSCSI as the volume attachment type, you must also connect and
mount the volume from the instance for the volume to be usable. For more information, see
Volume Attachment Types and Connecting to a Volume.

Ci‘

Note

You should only attach Linux volumes to Linux instances
and Windows volumes to Windows instances.

Required IAM Policy

To use Oracle Cloud Infrastructure, you must be given the required type of access in a policy
written by an administrator, whether you're using the Console or the REST API with an SDK,
CLI, or other tool. If you try to perform an action and get a message that you don’t have
permission or are unauthorized, confirm with your administrator the type of access you've
been granted and which compartment you should work in.

For administrators: The policy in Let users launch Compute instances includes the ability to
attach/detach existing block volumes. The policy in Let volume admins manage block
volumes, backups, and volume groups lets the specified group do everything with block
volumes and backups, but not launch instances.
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If you're new to policies, see Getting Started with Policies and Common Policies. For
reference material about writing policies for instances, cloud networks, or other Core
Services API resources, see Details for the Core Services.

Using the Console

1.

v b wWwN

o

Open the navigation menu. Under Core Infrastructure, go to Compute and click
Instances.

In the Instances list, click the instance that you want to attach a volume to.
In the Resources section, click Attached Block Volumes.
Click Attach Block Volume.

Select the volume attachment type, iISCSI or Paravirtualized.
For more information, see Volume Attachment Types.

In the Block Volume Compartment drop-down list, select the compartment.

Specify the volume you want to attach to. To use the volume name, choose SELECT
VOLUME and then select the volume from the Block Volume drop-down list. To
specify the volume OCID, choose ENTER VOLUME OCID and then enter the OCID into
the Block Volume OCID field.

If the instance supports consistent device paths, and the volume you are attaching is not
a boot volume, select a path from the Device Path drop-down list when attaching. This
is required and enables you to specify a device path for the volume attachment that
remains consistent between instance reboots.

For more information about this feature and the instances that support it, see
Connecting to Volumes With Consistent Device Paths
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Tip
You must select a device path when you attach a
volume from the Console, it is not optional.

Specifying a device path is optional when you attach
a volume using the CLI, REST APIs, or SDK.

9. Select the access type, Read/Write or Read-only.
For more information, see Volume Access Types.

10. For paravirtualized volume attachments on virtual machine (VM) instances, you can
optionally encrypt data that is transferred between the instance and the Block Volume
service storage servers. To do this, select the Use in-transit encryption check box. If
you configured the volume to use an encryption key that you manage using the Key
Management service, this key is used for in-transit encryption. Otherwise, the Oracle-
provided encryption key is used. See Block Volume Encryption for more information.

11. Click Attach.

When the volume's icon no longer lists it as Attaching, if the attachment type is
Paravirtualized, you can use the volume. If the attachment type is iSCSI, you need to
connect to the volume first. For more information, see Connecting to a Volume.

On Linux-based instances, if you want to automatically mount volumes on instance boot,
you need to set some specific options in the /etc/fstab file, or the instance may fail to
launch. This applies to both iSCSI and paravirtualized attachment types. For volumes
using consistent device paths, see fstab Options for Block Volumes Using Consistent
Device Paths. For all other volumes, see Traditional fstab Options.

Using the API
To attach a volume to an instance, use the following operation:

« AttachVolume
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For information about using the API and signing requests, see REST APIs and Security
Credentials. For information about SDKs, see Software Development Kits and Command Line
Interface.

Connecting to Volumes With Consistent Device Paths

Oracle Cloud Infrastructure supports consistent device paths for block volumes that are
attached to compatible Linux-based instances. When you attach a block volume to an
instance, you must select a device path that remains consistent between instance reboots.
This enables you to use a consistent device path when you refer to the volume to perform
tasks such as:

Creating partitions.
Creating file systems.
Mounting file systems.

Specifying options in the /etc/fstab file to ensure that volumes are mounted properly
when automatically mounting volumes on instance boot. For more information, see
fstab Options for Block Volumes Using Consistent Device Paths.

When you use consistent device paths on compatible Linux-based instances, the boot volume's
device path is:

/dev/oracleoci/oraclevda

ci‘

Note

Device paths are not available when you attach a boot
volume as a data volume to a second instance.
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Images that Support Consistent Device Paths
Consistent device paths are supported on instances when all of the following things are true:

« The instance was created using an Oracle-provided image.

. The image is a Linux-based image.

« The image was released in November 2018 or later. For specific version numbers, see
Oracle-Provided Image Release Notes.

« The instance was launched after January 11, 2019.

For instances launched using the image OCID or an existing boot volume, if the source image
supports consistent device paths, the instance supports device paths.

Consistent device paths are not supported on Linux-based partner images or custom images
that are created from other sources. This feature does not apply to Windows-based images.

v

Important

You must select a device path when you attach a volume
using the Console, it is required. Specifying a device
path is optional when you attach a volume using the CLI,
REST APIs, or SDK.

Device Paths in the Console

You select a device path when you attach a block volume to an instance.

If you specify a device path, the path appears in the Attached Block Volumes list for an
instance, in the Device Path field. An example is shown in the following screenshot.

Attached Block Volumes iy 1 tore Bock okeres
block-volume-1 Attachment Type: iscsi Size: 50.0 GB Created: Tue, 11 Dec 2018 15:10:15 GMT
BV OCID: ...sbaosq Show Copy Block Volume Compartment: blockstoragebetatenant (root) | Device Path: | ilability Domain: USXE:SEA-AD-1

ATTACHED
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Device Paths on the Instance

Use the following sample commands to perform various configuration tasks on the attached
volume. Commands are provided for volumes that use consistent device paths and for

volumes that don't.

Creating a partition with fdisk
« No device path specified:

fdisk /dev/sdb

. Device path specified:

fdisk /dev/oracleoci/oraclevdb

Creating an ext3 file system
« No device path specified:

/sbin/mkfs.ext3 /dev/sdbl

. Device path specified:

/sbin/mkfs.ext3 /dev/oracleoci/oraclevdbl

Updating the /etc/fstab file

« No device path specified:

UUID=84dcl162c-43dc-429c-9acl-b511f3f0e23c /oradiskvdbl xfs defaults, netdev,noatime 0 2

. Device path specified:

/dev/oracleoci/oraclevdbl /oradiskvdbl ext3 defaults, _netdev,noatime 0 2
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Mounting the file system
« No device path specified:

mount /dev/sdbl /oradiskvdbl

. Device path specified:

mount /dev/oracleoci/oraclevdbl /oradiskvdbl

Connecting to a Volume

For volumes attached with Paravirtualized as the volume attachment type, you do not need to
perform any additional steps after Attaching a Volume, the volumes are connected
automatically. However, for Linux-based images, if you want to mount these volumes on
instance boot, you need to perform additional configuration steps. If you specified a device
path when you attached the volume, see fstab Options for Block Volumes Using Consistent
Device Paths. If you did not specify a device path or if your instance was created from an
image that does not support device paths, see Traditional fstab Options.

For volumes attached with iSCSI as the volume attachment type, you need to connect and
mount the volume from the instance for the volume to be usable. For more information about
attachment type options, see Volume Attachment Types. In order to connect the volume, you
must first attach the volume to the instance, see Attaching a Volume.

Connecting to iSCSI-Attached Volumes

Required IAM Policy

Connecting a volume to an instance does not require a specific IAM policy. However, you may
need permission to run the necessary commands on the instance's guest OS. Contact your
system administrator for more information.
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Prerequisites

You must attach the volume to the instance before you can connect the volume to the
instance's guest OS. For details, see Attaching a Volume.

To connect the volume, you need the following information:

« iSCSI IP Address
« iSCSI Port numbers
o CHAP credentials (if you enabled CHAP)

. IQN

The Console provides the commands required to configure, authenticate, and log on to iSCSI.

Connecting to a Volume on a Linux Instance

1. Use the Console to obtain the iSCSI data you need to connect the volume:

a.
b.

Log on to Oracle Cloud Infrastructure.

Open the navigation menu. Under Core Infrastructure, go to Compute and
click Instances.

Click the name of the instance to display the instance details.

In the Resources section on the Instance Details page, click Attached Block
Volumes to view the attached block volume.

Click the Actions icon (three dots) next to the volume you're interested in, and
then click iSCSI Commands and Information.

The iSCSI Commands and Information dialog box displays specific identifying
information about your volume and the iSCSI commands you'll need. The
commands are ready to use with the appropriate information included. You can
copy and paste the commands into your instance session window for each of the
following steps.

2. Log on to your instance's guest OS.
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3. Register the volume with the iscsiadm tool.

iscsiadm -m node -o new -T <volume IQN> -p <iSCSI IP address>:<iSCSI port>

A successful registration response resembles the following:

New iSCSI node [tcp:[hw=,ip=,net if=,iscsi if=default] 169.254.0.2,3260,-1 iqn.2015-
12.us.oracle.com:cbacda73-90b4-4bbb-9a75-faux09015418] added

4. Configure iSCSI to automatically connect to the authenticated block storage volumes
after a reboot:

iscsiadm -m node -T <volume IQN> -o update -n node.startup -v automatic

Note: All command arguments are essential. Success returns no response.

5. Skip this step if CHAP is not enabled. If you enabled CHAP when you attached the
volume, authenticate the iSCSI connection by providing the volume's CHAP credentials
as follows:

iscsiadm -m node -T <volume IQN> -p <iSCSI IP address>:<iSCSI port> -o update -n
node.session.auth.authmethod -v CHAP

iscsiadm -m node -T <volume IQN> -p <iSCSI IP address>:<iSCSI port> -o update -n
node.session.auth.username -v <CHAP user name>

iscsiadm -m node -T <volume's IQON> -p <iSCSI IP address>:<iSCSI port> -o update -n
node.session.auth.password -v <CHAP password>

Success returns no response.
6. LogintoiSCSI:

iscsiadm -m node -T <volume's IQN> -p <iSCSI IP Address>:<iSCSI port> -1

A successful login response resembles the following:

Logging in to [iface: default, target: ign.2015-12.us.oracle.com:cb6acda73-90b4-4bbb-9a75-
faux09015418, portal: 169.254.0.2,3260] (multiple)

Login to [iface: default, target: ign.2015-12.us.oracle.com:cb6acda73-90b4-4bbb-9a75-faux09015418,
portal: 169.254.0.2,3260] successful.
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7. You can now format (if needed) and mount the volume. To get a list of mountable iSCSI
devices on the instance, run the following command:

fdisk -1

The connected volume listing resembles the following:

Disk /dev/sdb: 274.9 GB, 274877906944 bytes, 536870912 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Tip
If you have multiple volumes that do not have

CHAP enabled, you can log in to them all at once by
using the following commands:

iscsiadm -m discovery -t sendtargets -p <iSCSI IP
address>:<iSCSI port>
iscsiadm -m node -1

Connecting to a Volume on a Windows Instance

A

Warning

When connecting to a Windows boot volume as a data
volume from a second instance, you need to append -
IsMultipathEnabled $True to the Connect-
IscsiTarget command. See Attaching a Windows boot
volume as a data volume to another instance fails for
more information.

Oracle Cloud Infrastructure User Guide 308



1. Use the Console to obtain the iSCSI data you need to connect the volume:
a. Log on to Oracle Cloud Infrastructure.

b. Open the navigation menu. Under Core Infrastructure, go to Compute and
click Instances.

c. Click your instance's name to display the instance details.

d. Inthe Resources section on the Instance Details page, click Attached Block
Volumes to view the attached block volume.

e. Click the Actions icon (three dots) next to the volume you're interested in, and
then click iSCSI Commands and Information.

The iSCSI Commands and Information dialog box displays your volume’s IP
address and port, which you’ll need to know later in this procedure.

2. Log in to your instance using a Remote Desktop client.

3. On your Windows instance, open the iSCSI Initiator. The steps to open the iSCSI
Initiator may vary depending on the version of Windows.
For example: Open Server Manager, click Tools, and then select iSCSI Initiator.

4. Inthe iSCSI Initiator Properties dialog box, click the Discovery tab, and then click
Discover Portal.

Enter the block volume IP Address and Port, and then click OK.
Click the Targets tab.
Under Discovered targets, select the volume IQN.

Click Connect.

W O N o O

Make sure that the Add this connection to the list of favorite targets check box is
selected, and then click OK.

10. You can now format (if needed) and mount the volume. To view a list of mountable
iSCSI devices on your instance, in Server Manager, click File and Storage
Services, and then click Disks.

The disk is displayed in the list.
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fstab Options for Block Volumes Using Consistent Device Paths

On Linux instances, if you want to automatically mount volumes on instance boot, you need to
set some specific options in the /etc/fstab file, or the instance may fail to launch.

"l

ol
Note

These steps are for block volumes that are attached

with consistent device paths enabled. If the block

volume does not have consistent device paths enabled,

use the legacy etc/fstab options instead.

Prerequisites

Before using a consistent device path, you should confirm that the instance supports
consistent device paths and is correctly configured.

To verify that the volume is attached to a supported instance, connect to the instance and run
the following command:

11 /dev/oracleoci/oraclevd*

The output will look similar to the following:

lrwxrwxrwx. 1 root root 6 Feb 7 21:02 /dev/oracleoci/oraclevda -> ../sda

lrwxrwxrwx. 1 root root 7 Feb 7 21:02 /dev/oracleoci/oraclevdal -> ../sdal
lrwxrwxrwx. 1 root root 7 Feb 7 21:02 /dev/oracleoci/oraclevda2 -> ../sda2
lrwxrwxrwx. 1 root root 7 Feb 7 21:02 /dev/oracleoci/oraclevda3 -> ../sda3

If you don't see this output and instead see the following error message:

cannot access /dev/oracleoci/oraclevd*: No such file or directory

there may be a problem with the instance configuration for device paths. For assistance with
this, contact Support.
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Use the _netdev and nofail Options

By default, the /etc/fstab file is processed before the initiator starts. To configure the mount
process to initiate before the volumes are mounted, specify the netdev option on each line of
the /etc/fstab file.

When you create a custom image of an instance where the volumes, excluding the root
volume, are listed in the /etc/fstab file, instances will fail to launch from the custom image.
To prevent this issue, specify the nofail optioninthe /etc/fstab file.

In the example scenario with three volumes, the /etc/fstab file entries for the volumes with
the netdev and nofail options are as follows:

/dev/oracleoci/oraclevdb /mnt/voll xfs defaults, netdev,nofail 0 2
/dev/oracleoci/oraclevdc /mnt/vol2 xfs defaults, netdev,nofail 0 2
/dev/oracleoci/oraclevdd /mnt/vol3 xfs defaults, netdev,nofail 0 2

After you have updated the /etc/fstab file, use the following command to mount the
volumes:

bash-4.2$ sudo mount -a

Reboot the instance to confirm that the volumes are mounted properly on reboot with the
following command:

bash-4.2$% sudo reboot

Troubleshooting Issues with the /etc/fstab File

If the instance fails to reboot after you update the /etc/fstab file, you may need to undo the
changes to the /etc/fstab file. To update the file, first connect to the serial console for the
instance. When you have access to the instance using the serial console connection, you can
remove, comment out, or fix the changes that you made to the /etc/fstab file.

Traditional fstab Options

On Linux instances, if you want to automatically mount volumes on instance boot, you need to
set some specific options in the /etc/fstab file, or the instance may fail to launch.
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€]
Note

These steps are for block volumes that do not have

consistent device paths enabled. If consistent device

paths are enabled for the block volume, use the

/etc/fstab options for block volumes using consistent

device paths instead.

Volume UUIDs

On Linux operating systems, the order in which volumes are attached is non-deterministic, so
it can change with each reboot. If you refer to a volume using the device name, such as
/dev/sdb, and you have more than one non-root volume, you can't guarantee that the volume
you intend to mount for a specific device name will be the volume mounted.

To prevent this issue, specify the volume UUID in the /etc/fstab file instead of the device
name. When you use the UUID, the mount process matches the UUID in the superblock with
the mount point specified in the /etc/fstab file. This process guarantees that the same
volume is always mounted to the same mount point.

DETERMINING THE UUID FOR A VOLUME

1. Follow the steps to attach a volume and connect to the volume.

2. After the volumes are connected, create the file system of your choice on each volume
using standard Linux tools.

The remaining steps assume that three volumes were connected, and that an XFS file
system was created on each volume.
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3. Run the following command to use the blkid utility to get the UUIDs for the volumes:

sudo blkid

The output will look similar to the following:

{{ /dev/sda3: UUID="1701c7e0-7527-4338-ae9f-672fd8d24ec7" TYPE="xfs" PARTUUID="82d2bade-4d6e-
4a33-9c4d-ba52db57eabl"}}

{{ /dev/sdal: UUID="5750-10A1" TYPE="vfat" PARTLABEL="EFI System Partition" PARTUUID="082c26fd-
85£5-4db2-9f4e-9288a3f3e784"}}

{{ /dev/sda2: UUID="laad7aca-689d-4f4f-aff0-e0d46fclb89f" TYPE="swap" PARTUUID="94ee5675-a805-
49b2-aaf5-2fal5aade8d5"}}

{{ /dev/sdb: UUID="699a776a-3d8d-4c88-8£46-209101£318b6" TYPE="xfs"}}

{{ /dev/sdd: UUID="85566369-7148-4ffc-bf97-50954cae7854" TYPE="xfs"}}

{{ /dev/sdc: UUID="balOacld3-58cf-4ff0-bd28-£2df532f7de9" TYPE="xfs"}}

The root volume in this output is /dev/sda*. The additional remote volumes are:
e /dev/sdb
e /dev/sdc
e /dev/sdd

4. To automatically attach the volumes at /mnt/voll, /mnt/vol2, and /mnt/vol3
respectively, create the three directories using the following commands:

bash-4.2$ sudo mkdir /mnt/voll
{{ bash-4.2$ sudo mkdir /mnt/vol2}}
{{ bash-4.2$ sudo mkdir /mnt/vol3}}

Use the _netdev and nofail Options

By default, the /etc/fstab file is processed before the initiator starts. To configure the mount
process to initiate before the volumes are mounted, specify the netdev option on each line of
the /etc/fstab file.

When you create a custom image of an instance where the volumes, excluding the root
volume, are listed in the /etc/fstab file, instances will fail to launch from the custom image.
To prevent this issue, specify the nofail optioninthe /etc/fstab file.
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In the example scenario with three volumes, the /etc/fstab file entries for the volumes with
the netdev and nofail options are as follows:

UUID=699a776a-3d8d-4c88-8£f46-209101£318b6 /mnt/voll xfs defaults, netdev,nofail 0 2
UUID=balacld3-58cf-4ff0-bd28-f2df532f7de9 /mnt/vol2 xfs defaults, netdev,nofail 0 2
UUID=85566369-7148-4ffc-bf97-50954cae7854 /mnt/vol3 xfs defaults, netdev,nofail 0 2

After you have updated the /etc/fstab file, use the following command to mount the
volumes:

bash-4.2$% sudo mount -a

Reboot the instance to confirm that the volumes are mounted properly on reboot with the
following command:

bash-4.2$ sudo reboot

Troubleshooting Issues with the /etc/fstab File

If the instance fails to reboot after you update the /etc/fstab file, you may need to undo the
changes to the /etc/fstab file. To update the file, first connect to the serial console for the
instance. When you have access to the instance using the serial console connection, you can
remove, comment out, or fix the changes that you made to the /etc/fstab file.

Listing Volumes

You can list all Block Volume volumes in a specific compartment, as well as detailed
information on a single volume.

Required IAM Service Policy

To use Oracle Cloud Infrastructure, you must be given the required type of access in a policy
written by an administrator, whether you're using the Console or the REST API with an SDK,
CLI, or other tool. If you try to perform an action and get a message that you don’t have
permission or are unauthorized, confirm with your administrator the type of access you've
been granted and which compartment you should work in.
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For administrators: The policy in Let users launch Compute instances includes the ability to
list volumes. The policy in Let volume admins manage block volumes, backups, and volume
groups lets the specified group do everything with block volumes and backups, but not launch
instances.

If you're new to policies, see Getting Started with Policies and Common Policies. For
reference material about writing policies for instances, cloud networks, or other Core
Services API resources, see Details for the Core Services.

Using the Console

Open the navigation menu. Under Core Infrastructure, go to Block Storage and click
Block Volumes. A detailed list of volumes in your current compartment is displayed.

« To view the volumes in a different compartment, change the compartment in the
Compartment drop-down menu.

Using the API

For information about using the API and signing requests, see REST APIs and Security
Credentials. For information about SDKs, see Software Development Kits and Command Line
Interface.

List Volumes:
Get a list of volumes within a compartment.

o ListVolumes

Get a Single Volume:
Get detailed information on a single volume:

o GetVolume
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Listing Volume Attachments

You can use the API to list all Block Volume volume attachments in a specific compartment, as
well as detailed information on a single volume attachment.

Required IAM Policy

To use Oracle Cloud Infrastructure, you must be given the required type of access in a policy
written by an administrator, whether you're using the Console or the REST API with an SDK,
CLI, or other tool. If you try to perform an action and get a message that you don‘t have
permission or are unauthorized, confirm with your administrator the type of access you've
been granted and which compartment you should work in.

For administrators: The policy in Let users launch Compute instances includes the ability to
list volume attachments. The policy in Let volume admins manage block volumes, backups,
and volume groups lets the specified group do everything with block volumes and backups,
but not launch instances.

If you're new to policies, see Getting Started with Policies and Common Policies. For
reference material about writing policies for instances, cloud networks, or other Core
Services API resources, see Details for the Core Services.

Using the API

For information about using the API and signing requests, see REST APIs and Security
Credentials. For information about SDKs, see Software Development Kits and Command Line
Interface.

List Attachments:
Get information on all volume attachments in a specific compartment.

o ListVolumeAttachments
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Get a Single Attachment:
Get detailed information on a single attachment.

o GetVolumeAttachment

Listing Boot Volume Attachments

You can use the API to list all the boot volume attachments in a specific compartment. You can
also use the API to retrieve detailed information on a single boot volume attachment.

Required IAM Policy

To use Oracle Cloud Infrastructure, you must be given the required type of access in a policy
written by an administrator, whether you're using the Console or the REST API with an SDK,
CLI, or other tool. If you try to perform an action and get a message that you don’t have
permission or are unauthorized, confirm with your administrator the type of access you've
been granted and which compartment you should work in.

For administrators: The policy in Let users launch Compute instances includes the ability to
list volume attachments. The policy in Let volume admins manage block volumes, backups,
and volume groups lets the specified group do everything with block volumes and backups,
but not launch instances.

If you're new to policies, see Getting Started with Policies and Common Policies. For
reference material about writing policies for instances, cloud networks, or other Core
Services API resources, see Details for the Core Services.

Using the API

For information about using the API and signing requests, see REST APIs and Security
Credentials. For information about SDKs, see Software Development Kits and Command Line
Interface.
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List Boot Volume Attachments:
Get information on all boot volume attachments in a specific compartment.

o ListBootVolumeAttachments

Get a Single Boot Volume Attachment:
Get detailed information on a single boot volume attachment.

o GetBootVolumeAttachment

Renaming a Volume

You can use the API to change the display name of a Block Volume volume.

A

Avoid entering confidential information when assigning
descriptions, tags, or friendly names to your cloud
resources through the Oracle Cloud Infrastructure
Console, API, or CLI.

Warning

Required IAM Policy

To use Oracle Cloud Infrastructure, you must be given the required type of access in a policy
written by an administrator, whether you're using the Console or the REST API with an SDK,
CLI, or other tool. If you try to perform an action and get a message that you don’t have
permission or are unauthorized, confirm with your administrator the type of access you've
been granted and which compartment you should work in.

For administrators: The policy in Let users launch Compute instances includes the ability to
rename block volumes. The policy in Let volume admins manage block volumes, backups, and

volume groups lets the specified group do everything with block volumes and backups, but not
launch instances.
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If you're new to policies, see Getting Started with Policies and Common Policies. For
reference material about writing policies for instances, cloud networks, or other Core
Services API resources, see Details for the Core Services.

Using the API
To update a volume's display name, use the following operation:

« UpdateVolume

For information about using the API and signing requests, see REST APIs and Security
Credentials. For information about SDKs, see Software Development Kits and Command Line
Interface.

Resizing a Volume

The Oracle Cloud Infrastructure Block Volume service lets you expand the size of block
volumes and boot volumes. You have three options to increase the size of your volumes:

« Expand an existing volume in place with offline resizing. See Resizing a Volume Using
the Console for the steps to do this.

« Restore from a volume backup to a larger volume. See Restoring a Backup to a New
Volume and Restoring a Boot Volume.

« Clone an existing volume to a new, larger volume. See Cloning a Volume and Cloning a
Boot Volume.

For more information about the Block Volume service, see the Block Volume FAQ.

You can only increase the size of the volume, you cannot decrease the size. You can attach a
volume and start using it as soon as it's resized and becomes available.

This topic describes how to expand your volume in place with offline resizing.
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A

Before you resize a boot or block volume, you should
create a backup of the volume.

Warning

Required IAM Policy

To use Oracle Cloud Infrastructure, you must be given the required type of access in a policy
written by an administrator, whether you're using the Console or the REST API with an SDK,
CLI, or other tool. If you try to perform an action and get a message that you don’t have
permission or are unauthorized, confirm with your administrator the type of access you've
been granted and which compartment you should work in.

For administrators: The policy in Let users launch Compute instances includes the ability to
attach/detach existing block volumes. The policy in Let volume admins manage block
volumes, backups, and volume groups lets the specified group do everything with block
volumes and backups, but not launch instances.

If you're new to policies, see Getting Started with Policies and Common Policies. For
reference material about writing policies for instances, cloud networks, or other Core
Services API resources, see Details for the Core Services.

Considerations When Resizing a Volume

Whenever you detach and re-attach volumes, there are complexities and risks for both Linux-
based and Windows-based instances. This applies to both paravirtualized and iSCSI
attachment types. You should keep the following in mind when resizing volumes:

« When you re-attach a volume to an instance after resizing, if you are not using
consistent device paths, or the instance does not support consistent device paths,
device order and path may change. If you are using a tool such as Logical Volume
Manager (LVM), you may need to fix the device mappings. For more information about
consistent device paths, see Connecting to Volumes With Consistent Device Paths.
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« When you detach and then re-attach an iSCSI-attached volume to an instance, the
volume's IP address will increment.

. Before you resize a volume, you should create a full backup of the volume.

Resizing a Volume Using the Console

Resizing a Block Volume

1. Detach the block volume, see Detaching a Volume.

2. Open the navigation menu. Under Core Infrastructure, go to Block Storage and
click Block Volumes.

In the Block Volumes list, click the block volume you want to resize.
4. Click Resize.

Specify the new size and click Resize. You must specify a larger value than the block
volume's current size.

6. Reattach the block volume, see Attaching a Volume.

7. Extend the partition, see Extending the Partition for a Block Volume.

Resizing a Boot Volume for a Windows Instance

1. Stop the instance, see Stopping and Starting an Instance.

2. Detach the boot volume, see Detaching a Boot Volume.

3. Open the navigation menu. Under Core Infrastructure, go to Compute and click
Boot Volumes.

4. Inthe Boot Volumes list, click the boot volume you want to resize.
Click Resize.

6. Specify the new size and click Resize. You must specify a larger value than the boot
volume's current size.
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7. Reattach the boot volume, see Attaching a Boot Volume.

8. Restart the instance, see Stopping and Starting an Instance.

9. Extend the partition, see Extending the System Partition on a Windows-Based Image.

Resizing a Boot Volume for a Linux Instance

1. Stop the instance, see Stopping and Starting an Instance.

2. Detach the boot volume, see Detaching a Boot Volume.

3. Open the navigation menu. Under Core Infrastructure, go to Compute and click
Boot Volumes.

4. Inthe Boot Volumes list, click the boot volume you want to resize.
5. Click Resize.

6. Specify the new size and click Resize. You must specify a larger value than the boot
volume's current size.

7. Attach the boot volume to a second instance as a data volume. See Attaching a Volume
and Con