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FEXIFHRILE FEXIERLE B AnH = eh28E

FRENRDIROL

ERMEMEZRE, AJUEIER IS, KOSHTRIZBAEHEIEE VMRS EM
& L E—HRRES,

UTFFIRERT QIR MBI RN R DR O
fEANRO

12 Oracle ZFS Storage Appliance ££35f, &1ThR 0S8.8.0 - 2018 £ 11 A



RS

icmp/0-65535 (PING)
tcp/1920 (EM)
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R UL REERREO LIETT, FEEERERIERENMAIREN NS, 0K GRE
BEXIBTE NFS 0 AR B, NERRAERIHEQETE. EXMMBERT, A 216
im0 217 BB FF AT,

NFS I&UEFIN0E5 1715

BT Zig & A LUFE A Kerberos WA F BERHITEBRE R IUNBETRIHRIARSS, Kerberos
Ea] LUAFAER NFS B BN HEZERRIREL M,

ZIAMERT, NFS HZ=XRE@D AUTH_SYS RPC WiE# 1708, A LUSHEBE @
i Kerberos RMHITHE, 8 AUTH_SYS IiF, ZEF#1HI UNIX FBF ID (User ID,
UID) #14H ID (Group ID, GID) 7EMW48_E{Z RS AL 1d NFS fRZ 28101, IO UENLHITT
WEFPH_LEEE root HIRNERNERABIRKEE; Alt, RFEE—TEMTRZEE
o

AUUHRER B RNBEAIEEEMIFRITEHE, MR FSIELITFEFEN. DNS kMg
HHEZRIRNIFIRL
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m  krb5i—krb5 MSEEMRIF EUEEIFHENA)
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sys— RFLIE

krb5— ¥R Kerberos v5, P HLABERLLEEHITHER

krb5:krb5i—Kerberos V5, AR, BFVLALUERMRYIHNERZEREH#ITESR
krb5i—{XPR Kerberos v5 524 , &P AR LR HITER
krb5:krb5i:krb5p —Kerberos V5, mHAaERM R, FANEILIERFRYEEM
FKEGHITHER

»  krb5p—1{X[R Kerberos v5 f2fh, P HAER LB FHITIES

iISCSI #UERSS

7E Oracle ZFS Storage Appliance FEZE LUN BY, &rJLUEE isCSI BinFHizE, @i
iSCSI ARS5, iSCSI jBah28R] LAEA iSCSI 1A 18 B Ao

ZARS T HFER iSNS ThGHITIE R, BEIEMAIE, iSCSI fRS ZHFER RIAEFIEIED
¥ (Challenge-Handshake Authentication Protocol, CHAP) FYEE[@I0IE (B+r3d Bohas#iT
ISNE) FMWMEIIE (BArfEohesEERIE) o tIh, ZRSELZFHEERIEBENBF
A&33 (Remote Authentication Dial-In User Service, RADIUS) #3EZEH CHAP Wit HUEE
H,

RAELERITRIE, AEHTEN, XERMIIZNSBER#T, MRS MEREE
CHAP Z#F#] CHAP Z$A, MARSEHITEIL. WMRAMBEN2REE CHAP B, WAHR
FASHITEMRIE, FIFrERESEFERTSRNE S,

BT iSCSI fR%, ErILUISEREB TR EARERAN BN EBEYR, £ iSCSI
#0 CHAP I&3EBY, RADIUS AJF{EIERIEE RADIUS ARSZ2SHIFFE CHAP JE3EHAY iSCSI
X

RADIUS Zi%

RADIUS BRAREFET REHAPRIRS2311T CHAP WIFH RS, /A iSCSI #l CHAP
IRERY, BI9iSCSI hHisGEE RADIUS, XAJ[EBR A iSCSI 1 RDMA B9 iSCSI &
(iSCSI Extensions for RDMA, iSER), fAS¥FrE CHAP IiIF&IXEEER RADIUS RS
250

798 Oracle ZFS Storage Appliance REfIZ A RADIUS 11T CHAP 303, ATHEBUTE
xK:

» IREMIUETE RADIUS ARS58509E, LK 51% RADIUS Bk35 25 @E R 2 ERANE
Ao

= RADIUS RSBBHMFE—1HKE (B, FEFFIXMAGS) EERIRERIMULHIEE
5 L EEEE R,
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= RADIUS %E—1%B (B, EERFPXHEH) 12 CHAP BMHS5EE5h
2589 CHAP Z$HILHL,

» RBEmFFEFERE IQN ZFREN CHAP BFF (XEENMEE) HIg&LEEESED
"Initiator” (/BahES) EFRDFMNBEIESSRE, N RADIUS fRSS25rIHITARE 1IIE
T,

» WNRSoHBERRIRA CHAP BFR, WIKEBNE— " Boh2sF BX N FiZE5
%%#?EE;A IQN ZFRE| CHAP BIFHMIT X R, ZBoIesk B L HiEE Rzl
CHAP %%,

SMB $UERSS

SMB ¥ (BFF/9@8F Internet X R4 (Common Internet File System, CIFS)) FEig

3T Microsoft Windows MI4E_EXHRIHEZIHR], FIb, BIFRHERIE,

T SMB tIME B R 2 E:

= Restrict Anonymous Access to Share List (F[RHIERARIHZZRETIR) —LEME
REPNEZRRBREZRETIRZ G1ER SMB #1TIIE, MNRZALER, WEZE
FPHALURREZERRETIR. FIAER T2 LR,

= SMB Signing Enabled (J3F SMB £%&) —IAWAI{ER SMB £&EEEHES
SMB BN EREN. WRBATLED, NEXZZNERENEZH#HITIIE. W
RERTIED, WARKIEEIMBERZREZNE, RIANER TEALED,

= SMB Signing Required (FE SMB £8) —FE SMB &ZNe{EALED,. BA
LEIRINEY, HTNIFRE SMB #1178 R, TSR HIES, 7% SMB &EEHNE
P EEZZIRS 2. RIABERT, LLEHLTF XERS.

=  Enable Access-based Enumeration (BRETFIHEIIKE) —&BIIXMARIEEF
NWEIBEREREH. IREFFPNERGHRIENXEHE R, WEREEIZEFAHNE
BYRPFEREZXGHER. FRIAEL TERALED,

Active Directory & {383

RN T, FF7E Microsoft Active Directory (AD) I 1TENX. SMB BF LRI LUFEH
Kerberos 3¢ NTLM 3&iFi%#% 2| Oracle ZFS Storage Appliance.

@i £fRER Oracle ZFS Storage Appliance M| & #{TiEER, FE—EZAIEEF
#Y Windows 2P HIG R Kerberos I0iE; &N, ©TEMER NTLM ik,

% SMB ZFHfEA NTLM IEEEEISEN, BAREIESEHE & Z AD SizHlgs LU
1TI0E, XM AEBREILE,

SNRE X T BRHI NTLM I8IERY Windows REHREE, N Windows B HLAIUET £RE
ENBERRIRE, BXEZER, BSULT Microsoft FFAEMENE:

http://technet.microsoft.com/en-us/library/jj865668%28v=ws.10%29.aspx
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WirfE, BNABEFP® SMB RIFBI ‘Y2t TX s AEE L TXRTWEFREEHE—N
ZEHORTT (Security Descriptor, SID)o SID FRANXHFIEN, BTFHEXHiHRENER.

T RLARTCIEIE

EIEAEILT, FFTE Oracle ZFS Storage Appliance ZSH#ITEN . HUEA SMB B
MEZEI L FTEARRIZEN, STEAMERZBAFNEARF BHZEETIRIIER
Fo

LAN Manager (LM) #& ML B TFIEE Hig& AT TIEAZERFrBRRIEY.
UTHRERTED LM REMKSH Oracle ZFS Storage Appliance 17/9:

K3 2: $#Z LM, NTLM 1 NTLMv2 383F
&7 3: S LM, NTLM #] NTLMv2 &3F
K3 4: = NTLM ] NTLMv2 383E

5 5: {NEZ NTLMv2 383

FYINIIE Y TIRARF ZfE, MEEURSIER. £ATTENN SID 5AFM UID 4
ABAERE EEXKABFSE— 1 M—R SID. FigaithAFR#E X UNIX AR,

ZssthZH F1 4

FARIMAP A, AIAXERF RGN SR UGS SRR E R
BUFREM. &HIRIFRAI LG X ILREH K& D RES o

1#3E Microsoft EIRITHI S HITHNEIRIRE

NARREEENAFBEITERIRIE, WFER Micosoft EIEEHIE (Microsoft
Management Console, MMC) A1 TRVIREREIN T —LE3A 0] R,
UTSRERT AR RERFHRE:

s —RAP-FHEZER,
»  Administrators A% 5 — 7 BTN XA G, AR EE, UREERSH
EMH4HE. Administrators 8B 5138 8] LUE B FMERHZ HFIRELR ACL,

AEEE
HEABRSEX M RARREHERS. BIEEDICHXEN, HEEHRSE

EEXM, MREIRS, MIELIHAFHREN . FHEE Oracle ZFS Storage
Appliance BEXx R BIIMNERS | ZEHIT. SMNERS | AR BETEIRB Ao
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EARMNRSEXFETXH2ZE, T FRERZAASBAEZXF. TENAIEE
RAFEMN SMB FFHIRMFESAM. NFS ERVEAIUERRSEAM, EHRTF NFS
NN TAEAXNERER, HRERNFEE R AR SMB B IR,

R34 it B AYREIR 5128
SMB RIEHERERS 3| SR LEH S E, BT Oracle Solaris MEHELE,

£k E RN
SMB ARSSER SMB iM% 1 AR, EARAS R S2H54% E RN,

FTP #iERRSS

FTP 81T M FTP BEFHIFIEIX 4R G, FIP RSAARITEHRER, AFXIUEEERER
BAMRARSS HITIIE,

FTP XU TR 2IRE, XEREFRBAT FIP tMARMAE X G RGEHE!

= Enable SSL/TLS (BH SSL/TLS) —5iF SSL/TLS N FTP &%, HRREE FTP
EEZMEZ. BANBERT, ETGTFERARKRS. FTP REB[BEAEERLDIMRHAE
PR HEAVER,

= SSL/TLS versions and ciphers (SSLITLS hRZ<#1%#5) —FTF FTP i&E#EM SSL/TLS
IV RRZSFIZRRS, ERIAER TLSv1.1. TLSv1.2 MEABAXMZER, BRIAMERT, BF
RE2FENEER, TLSVI.0 R TFRERARS, EBE, EXNAERS, ALURHES
. £ BUI AR, AJAZEBEYIRIBEEEFENRAMENR. EREARZE, NREL
R SSL/TLS ¥ hRAH/ R BB A BZ L1, WEellsEiik, HERRSAA
B, BRBBINGE, PRIENMEHRFETE Oracle EARAZIFHIES THITEN.

= Permit Root login (521 Root HFER) — A1F root HF#1T FTP BR. BINER
T, R TFEARS, EA FTP RIMERANBANXE, SHRMERIRBEHH
TR,

= Maximum Number of Allowable Login Attempts (RAIFHIRAZEREIHXRE) —FIP
ERMAZAINAMEREHRE; KERFSAEMEEAEBR=R. BRINMER
30

= Logging level (ER%K5I) — BEHIFALKT,

FIP Z#FUTHE:

= proftpd—FTP E£f4, SIERNERNARIINERZH
= proftpd_xfer— XHFHIEE
= proftpd_tls— 5 SSL/TLS MNZBMEFXH FTP H¥

Oracle ZFS Storage Appliance &35/ 17



HIEIRSS

18

HTTP #3ERSS

@ HTTP, AJLAEA HTTP # HTTPS Y AR HTTP 3 /& Web 3T\ &Y (FMI A A 1=
#l (Web based Distributed Authoring and Versioning, WebDAV) 15X 4 &S, XHEFE—K,
ERHERNET Web X ARIREZEXHRS, NRBFAVRGZR, EoRESER
WIS R TIHIRL

HTTPS RSB BEAEBXZZ RSB HEFFIRENIER. EREEFAIEEIVES, 40
ERGEPBFTRIERK (Certificate Signing Request, CSR) FHIFIZ 1B R ZIXLLIE BN A N
(Certificate Authority, CA) #1TE R, ERANEBM CAREIfE, FILERE ELREZIE
Fo MRIEBZHIFR CAZEZH, BEMBTIMEZURESLS CA KFIER. BX
WPEENEZER, 15517 (Oracle ZFS Storage Appliance EIBsFE) o

AMERUTEM:

= Require client login (FEEFHIER) —FFGMTHITIRIEA BEIARIHEZ R
R, BRFNNHAENXEHREMENR. NRFSELEY, NelZNXHRFE
HTTP ARSI F "nobody" $#8,

= Protocols (WY) —i%#FEZ#F HTTP #/3K HTTPS BYIARI A7,

= HTTP Port (for incoming connections) (HTTP i (BFENEE) ) —HTTP i
M, #AkiwEA 7 80,

= HTTPS Port (for incoming secure connections) (HTTPS i (AFEANNREE
#) ) —HTTPS ix, ERINIROA 443,

= SSL/TLS versions and ciphers (SSLITLS hRZASFf1ZEH8) —FF HTTP &#ERY SSL/
TLS Wik A ZEE, BRIAER TLSv1.1. TLSv1.2 REMBXMERE, BIAERT,
HFR2AEMNERE, TLSVL0 X TFREBARKE, B2, EXIMEHRE, AIUKH
BHF. £ BUI ¥, RAIAZBRYIRBEEZFENRAMEN. EREAERZE, IRE
LERTERY SSL/TLS WMk ASH/ BB A ERZH, MENS®MER. HEeRST
AIA, BEREBEIANRE, FRIEMINELIEETE Oracle RAZFMIES THITEN.

WERBFT "Require Client Login" (FEZEFHESR) , N Oracle ZFS Storage Appliance

BEAIARARMEAMAS . NIS AP LDAP AR HNERRIEEIMNEFl. FZHF

Active Directory 30iiF, {XZIFEASE HTTP I3, BRIFFHABIE HTTPS, SN ERE

RMNBHAFRBNED, XAgFNEEMENE, WREZMAT "Require Client Login"
(REZFPNER) , IgEF=HBIEER,

FERBHITRIE, MBAFEREVEXHMERNEMNR HEIBBXHRIFIAE
ABEME N, FEIZNERAFAEARE. SEAMHIT

NDMP #3ERSS

1B LB EIRE R MY (Network Data Management Protocol, NDMP), Oracle ZFS Storage
Appliance B IAB 5 HiTiE NDMP ZEF N (FRAIEEIENAFER (Data Management
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RS

Application, DMA)) 1=HIHVETF NDMP WE D FREIRIE. BIER NDMP, BI¥I&&E
RARF#IE (i, FHEELE LEEANBNHZRFFIIIE SHMRERIAZE
BIGE (B0, #HigE) MRS, Ltsh, FAILUEE DMA & HIkE stz
B &

ZiE S IRk EARSS

Oracle ZFS Storage Appliance itf2EH|AMEMBEZZRENEFIRE T @EF], FIALLAR
%, ALEEWLEERBIRER R TIRENEE, HrEHEMNMIE RS USSR
MPLEIE &

BRALLARSE, REFMEMIKERWE R EHURRXA M EMAZZRNEFIE
# RIEANEEERE) . BALKRSH, fANERERRKZEN, BFIEFIE
At B NHEZE R,

FCEIREITEEH BIRN, FEITEREN oot BFEE, XEBFATIRESENIK
FBENERNFEE,

EEfreIRERE, KER root A BIERINERIES M, HERMIRERTER
SREPRNIRENR2ER.

ERR R IE NS EEEENRNB KAF E. root AR ZEEERMEEASKAE
i, WAZURMEBNS NG H. FIERERE (BIEKRSHHR) EEEM SsL #
TR

mEt EE ARG RIIMNEERIAKBIEIESELT, Oracle ZFS Storage Appliance 415
IheER] LUR/ VBT[], RIEUMAIaEEIRHEIR. BAEFIEEHRIRSHE NFS fRS23B[ L
X, ZXHEBUMIES RS EREBME R, & LUEFEREEFIZIIMEN I
HIRMM. EEMRFERLL, BEEAEEAEFIRNXHSANEBINES.

ZRFINSHNEFRBILE, BXERENBEITLERN [P I AFF NFS HERR, 2
INZERHE, I57E NFS fRS588 L NFs HERRERBE ENE, BXESER, BS
8 NFS fR588 X1, 1HEE, ’REKTEAIMEFHHIES.

& A EIEINE

- BB ERTRERSHIFITEE, BXIFMES, 1SR "Oracle Software License
Agreement ("SLA") and Entitlement for Hardware Systems with Integrated Software Options"
MUt H & 1THREY {Licensing Information User Manual) o

Oracle ZFS Storage Appliance JEMHZZEE (XHERFEM LUN) LUIKRED B HNEBEIE
HNHEZRRREBAHIEMNE. B A1THR 058.8.0 2, AILUKEF#EMUEREL!
BN ETE T BEMEANESIRHITINE, REMUBHEMBENBN, EZZREEEIA
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Mt NNEIRE, FIRENHIREMBNEMEL KREREHECEME, THLE
wmEREYE, HAeEikEEaEiE.

EEMEEH

ZEEIE—TNEWN LOCAL (&) ZEAFE, HEEHEE| Oracle Key Manager (OKM)
A%, STMNENTEFHZRFHEE—KE LOCAL (7)) 3 OKM ZHENE
EEH. WBNMEBHEFMSEEIE, HEH LOCAL (FH#) 3 OKM HEIARERMRN
BEBRKAINEFE,

OKM B4 EZIAEIERS (key management system, KMS), BIAE B PREE R, 3t

ETFEEEUEMEZNER, WIENFARME T 2MHARIRE, AETEESIHESR

W SHEERMEN ENINZRPRETHENNES. ARG ERENE,

OKM BN TR A B IRV ISk, B15:

. FIRKERE —OKM HRIIEEIERERTH, ErREENMUEESABNZ2RE
MNZ%EA,

. EREM—OKM IR T X TR —FHRBATEAA NERI KRBV A ARARAEN
EMIFEIS BRI ENEIRE,

» SUAM—EEEN N TREE. BISMETEEMNBHERE, OKMBHTS
AAM, MABREEUT— NP EENHmITHRSH,

n KBFE-OKM I UBBAENEMHEEUNRESHNEMESH, B EEMNISEXT
AT EEIEEN B I EEZE RIS IERS,

n RUEMRIAERE —XTFTE OKM Bi&%, T BEIEREH, allAE4 LOCAL
(ZH#h) =¥ OKM ZERINCIEDTH, RLBEERMTIRESIARN; BHBMS
BHREASAUBIEENEERASENMBRHEERFE XK,

HEIP A

ERALFREEREH OKM BHANHAZZRMMBM AR, EMELEER OKM &
1, OoKM BEERUMEXMEREA,

EHERMBOHZHZFNBMB AR, BEMIKEEEMN LOCAL (F) HPEEA
BH. MIRFAZR/AAA, WEMZEBHFMEHZERFIMBFEFAAAR. AR
KN ENERATA, NEETZMEFRIERHEERR,

FEUTERT, BAATETEATA:
fBRZER

EIRE A ZIFIZE AR A
EIREIRECEZ AR A
MEHRE

OKM fRS 28 A~ AT F
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mEZEAESFRRRE, EANRUBRENSEIERSHEIBER T ERER,

MEZRERRER—ERN, FIAERCHRZRFENFHS, EBURRERFAAN

8o MEF OKM & ARSKAMITXS OKM ZFAEREANE . LOCAL (7ith) Z1R

FEREZANEH BEERRMLESD . WTF LOCAL (&) ZAE, EaILTEEIE

g?ﬁfﬁb%{#%‘%ﬁ, UAFRERETINERGETR, XA LURMEBRIRERHITED/IR
IjJﬁbo

m B IERSS

TR AT MINRRRERRE IR BEH TR BN E e TR, TIERETBEAT
%ERSS, WFLURT ANATRIBRIBHIE. ZRSHNEBZAEEAITFAZRZTATE
aEBHNAIES.

NFS JE_EM NFS $#£# % Oracle ZFS Storage Appliance AP ITH, AT EXSEFTE
THEMZ 2R ; WRIRSEITNITE Kerberos AEMANIER, NREHSWIEL,

SFTP $UEIRS

SSH X4 {&Z %Y (SSH File Transfer Protocol, SFTP) 3FM SFTP B FHif R X 4 &
%o FRATERER, Hlt, BRYIERPIECERNRRIRS H1TRIE,

TEEIE SFTP &Y, WMEEREEMAF 2 EH user Bit. SFTP BIBLAF DA,
FiEd SFTP M AP RIRMREITIIE,

*-HFR2RE, ENAEMERELE user BENIE SFTP £, REXLRIA
TR 1TIIE

SFTP Z#FUTLREIRE, XEGEERBAT SFTP MIARMNMEXHAFKBIHRE:

= Ciphers (Z#3) —FF SFTP &E#EMER,
=  MACs (MAC)— B F SFTP ZEZHYE EIIE{CES (Message authentication code,
MAC)

TFTP #iEIRSS

B LD (Trivial File Transfer Protocol, TFTP) @ —M{ERNXEE R NN, ©
’ItN5ESFELNE, {BFRZ FTP IAZHMELE2INEE. TFTP (XMIZIEARSZ2IREV M E
EANXH. EFEEIHER, BRgBETEFRRIENIEE.
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TEAEX I ML

ETFHEXIHALE (Storage Area Network, SAN) 1, BirEMBoIzEE N I 5iZ5EE

765 (Logical Unit Number, LUN) XEXRYB 5l iEchesse. SHENMBEIRAXER LUN R
el IZAFRHBEIn#HITIAR. SENBoigsAXER LUN REEB S ZAFHNE6h23

#{TihRl, EEIEE LUN BY, &R\ LUN BB ANBHFAE. BAEXEL—1E
AR — 1N EEhE84H, LUN eI BERTh5E .

FR7 FiEIE FI0IE Y (Challenge-Handshake Authentication Protocol, CHAP) 383F (R EE
79 iSCSI/iISER BeheSiARIEFZIIENSE) 29, R ITHMIGIE,

* - ERRIABTHRAR LSBT ERZHRR LUN Bhas.

BRIRS

ETNAT AIERE LB B RIRS RENR 2RI,

MEEEIRS

W£&15 EAR33 (Network Information Service, NIS) @— A F B RETE BN R FRIRSS,
Oracle ZFS Storage Appliance B] LIRA{ER AL NIS Z P4, MME NIS BRI UE
X FTP 1 HTTP/WebDAV, X 8][E NIS AR EFISEEEFN. & FEHE SRR
BH#FE NIS 58,

FEBFRiFiRMY

Oracle ZFS Storage Appliance £ & H RiA0]#Y (Lightweight Directory Access

Protocol, LDAP) SREQIFEE AR UNFLELSIERSS AP (FTP, HTTP), 1&& 34 LDAP-

over-SSL &£ 1%, LDAP AkiCRXFAFRMANERIFEIUTAHNER:

» EEATESMETRAFPNANZTNARRE,

s WFERAZMRREIENY (40 NFSv4) , 2 FRERGYEI A A LA LU M F #14E B
CNEZE

» EXHEIARHEH P ER AR R RS,

(A% FRATFEEMEIERINIERIIELE,

LDAP & r] LUBEIRIENE, 5190, ZAF =1{M Oracle ZFS Storage Appliance 343l

%gﬁﬁﬂ‘, ZIRE R USIHENZA P [ LDAP lRSZEFWIES 1 (FIEHIAKIERT—FH]
&) o
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ST LDAP EER e, FESMEIFRE:

G EREIARS ZAVIGIE
n REEEZN
n IRFRFEABFPH Kerberos EIE#1TIUE
IR ERFERIEERNIE AP MERHITION
» REVBINLEMNRIE RFRSEET EMIVRSSS)
n REE
= {HF Kerberos XYRSS 28 #1TI0IE
»  fEF TLS iIEBXIARSZ2FFHITIIE

WRFERT Kerberos 3§ TLS, M@ LDAP EHEEHMNEGEENEZN, EEMERTA
ZBINZM, R TLS i, EEENMNE—NMEEARTEN, NS ERSSFIIERH
ERTEXRRIELUENE=EE,

TESNERREIEZ M LDAP lRSFJAVERBMANMIES, EREFHESANFE
LDAP fR55 288 89IEHo

DX H5RIA TLS (LDAPS), Az#F STARTTLS iE#E, MLEEETEATEM LDAP £
LEash, ARRBIREERE, FXFEEZFIIEBH LDAP fRE25.

= gnl

FE P A LAER SMB ¢ NFS i/j8] Oracle ZFS Storage Appliance B 4%z,
MNEFHESE— M E—BAFPINRF. SMB/Windows FiIF BB R AR (Securlty
Descriptor, SID), UNIX/Linux P EBRF ID (User ID, UID), FAF XA LUZLEAIAY
5, XLEAMLA SID /iR (XFF Windows FBF) j%EEQH ID (Group ID, GID) #5iR (3¢
F UNIX/Linux BF) o

ERMERAXAMIINGARIX S ERNIMER, BERIFERISHNEXR, HIMIED
UNIX AP ERTFEA Active Directory FAF . XX FHE %1% & £ X4 IRAYIA RIYR
EEEE,

B ESMAERE NS HIET, X3 & Active Directory. LDAP #1 NIS HEH RRS. T
BEFERANERRS, MY NOERREEREME.
UNIX tRiRE

Microsoft 32t T —I#R A9 “UNIX FRiRE IE"( Identity Management for UNIX, IDMU) EYIf)
BE. LEERFIEFATF Windows Server 2003, HBES Windows Server 2003 R2 F1 & S hRk 41l
48, ItkIhEE R Z HIFRA "Services for UNIX" BIINEERI—ER9y (RAIEREIAZZC) o
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RgRE

RggE

IDMU M FE B iR 2% Windows fEA NIS/NFS BR$88, IDMU AT EERIEE—A
5 UNIX # %8955 UID. GID. &F shell. EABF, WFABELRMNESE, X
LEBIEFEH AD Bid U REC 2307 (BERT2HEE) BRI NIS ARSEZRHAY,

fEF IDMU MREFEICEY, S0 BRETARSS XL UNIX BT Windows 145 UNIX
BMpZERBIMS XA, kA EZ5ETERIMSIEERM, EREHMFREIEN

IDMU BRI MEN, MARATERAERIEN. ERILLTZAN, TAEREM
HtETF B RAVIRST,

HET B RS

ET B R8RS K29 LDAP 3§ Active Directory ¥R INFHE K AN B 19 PR ET 2T R F
8 LNV ESHINER. DANALEXLESITRKEKTINE .

BT 2RaveRsy

E TR FRRVBRETS M QI B B MR 2 FRIRGT SRV, XLEFNTE Windows B85
UNIX S13Z BRI EX R,

Il B BR &

MREHEEATHEAFNETRIFABREFIN, REEE IGETERET 1% AR EIR
BYEIE, BRIEXLEIGBYEIERIELBREIPEIE, HIFA IR UNIX B FREY Windows FAF

TERG LEIE—NXXHRY, A SMB RIZXHRY Windows B P HLRIANIZX 431
Windows B 3FiH, B2, NFS ZEFPHREIANIZX MY "nobody" FiB,

UTFETHERTIANRARLZ2IRE,

[B]#%

[E13% AR 53 BB F & IZ Oracle ZFS Storage Appliance ;¥ it LA B3R IZIZ T 5ARSS . XLEHE
AR R P #iE s T iR,

JERRRE Oracle ZFS Storage Appliance 5 Oracle BE £ 1P &R, AILUERZI IR ERE
Oracle €&, FMEEEAEHRARSHITTRF M
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RYIRE

[Bl#%AR55 5 Oracle XFHEH TIBIS KR

»  BERE — RAM Oracle |EMFRFLIRT BoIRS AN, RIFHREAIER, BT
T sz #5%flo

s (OBE—MA Oracle XxEHOBUEERIERRAKR T BINHBIETEIET. S—TEM
ERRRKEELERIZ OB, Oracle XHFr]aeRBAIMKF BIRRARBKR Ao

. géﬁ@ﬂﬁ—r’:ﬂ Oracle KIXEHLHEE, 1A RIsAFRIEE AR AFECE LU FHEED

ARSS TR

fEFARSZ¥RE 7] LIZ 18 Oracle ZFS Storage Appliance SREXUI T8, MM mia 8
SR MER:

» REFHIS
n RYGEER
» BfhRES

FILATE Oracle XFFHUEMBRSSATEE, MIMABRIERERERY Oracle 185, WUKRA LUINEARSS
BR. FINMERT, BRRSITE.

Kerberos IR

Kerberos RS NGB BIET R IUKITS Kerberos IMERRSFERAII NFS. HTTP. FTP.
SFTP #1 SSH FARSBYIA AR A0, &EF A HIAMERER B FFILEA Kerberos A
¥ Kerberos J0EF FiXLeARSS, Kerberos iR A] LUAF A{EHE NFS i E M HE R RIZ
BTN, W“NFS BIFMINZRIE” [13]1 PR,

Kerberos ] Active Directory RIEIE/E A, EANENEFRNIMEMNER, mERLTE
EIRZSEY, Kerberos SMHEEAIAGIH. H{NE Active Directory & FiERIIRSEY, MELH
RIS

15 R BB 1 1% B 1IN

5 SR MR fZ 51X (Simple Mail Transfer Protocol, SMTP) %1% Oracle ZFS Storage
Appliance £FEIFREHME, BEEN TWMMNEENER. SMTP MMEZIMBEME; B1X
RIXHR1ZI%E B 5 B4 R AYER

RIAMERT, SMTP BRSSfEA DNS (MX i2R) HEEGRXIINMUE, NREENZ

IRERHECE DNS, HEINRKEFHFHIBIREARIERHIRE DNS MX iR, AR izigE
Fo& i@ SR iR 4Bk 55 88 5% A PR A BB

Oracle ZFS Storage Appliance &35/ 25



RgRE

26

5] R E IR TN

81 B2 LK E IR Y (Simple Network Management Protocol, SNMP) 7E Oracle ZFS Storage
Appliance EIREFNINEE: SNMP AJLIMBIGERESE R, AIUEREZEIRFK LIX SNMP
Pabi. EALLARSSEIRILIER SNMP A7 vi. v2c fl v3. IRERZZIF 128 MIEM
EIHEMERE,

Syslog JHE

syslog HE M Oracle ZFS Storage Appliance 52| — MR ZMEIER KRV NEHHE
Bo Syslog 12T mMHI&HINEE

s ALEEERRA—NHZMERERFAKIE syslog JH S

» I§E EHF syslog RS R H syslog THEE R IIZRZRS,

syslog FTLAECE 79f£ 8 RFC 3164 AR HFHET, S(EZ RFC 5424 FEARRIE Y
ARS8 o Syslog JHEE/ UDP #iEIRFH. ALk, EIFTRSWNEER, K
BNMRREXRFNEREHMEIEEHE, WAIRBRATRXXLHS, A, E§ER
ROZIARTEMEZHREERHENERT, —LHEFTRERAHEREF

HEEEUTRE:

R’E, ERAHEBHNARGAGRIEE

TEN, MASHEHEXRKEIWAINTERE
BE)E, FRXEXSEMRIETE (L UTC BYEl&Rz)
ENHB, BRIKENBERN

&, HRAHEBHNRGAGBRIT

HE, EREHES

£ i

LEARSZSIRE AR IRN U EREE, WRFRF Oracle ZFS Storage Appliance 2412 E| R
NMEUENENRT AR, NIEEEERRAZTNMUE,

B

I HE R ITRERR ST, LUE Oracle ZFS Storage Appliance #3MFH B IEREER_FIRIFRYER
B, MERER— I E6HIE, CETHNHRENEEEERICNABEIARNEXAPIEL
ERVEENERIR. METQNEIXEXBEBXE RN FRVEIERERFEEE,
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G

BrLESHER

HEA T L HERINAERT, E%%#?LFTWEOL@%LLMF%@%%,E’
R, HRMEANAERRNHEREFERER. T2, XFFFmETEHRIEHRHER

HE>

HHZHRIF, WRFHEER T Oracle ZFS Storage Appliance %éfﬁqﬂi/\ﬂ?ﬁﬁ?ﬁ]/}_m L= 2%
R, BMERETIEY, BMgE LN NEZERDEHES

BHRHAZER, BAUNEMHNREXNEALES. RAERT, LEELTFEBRR

PN
[[a%Ye}

ZK *H' T 5?%*5*5’] Ell_.\lailjjﬁbo

HitEE

HItETIERTBAAEDHENS (BFEERMEHE BULH CLI) MERIRE, TRETRT
BUI FRIBER B RBVEHITAEFK B RA:

&2 HitAERER
BiE] AR EM BE KIEER
2018-10-12 05:20:24 | root galaxy Disabled ftp service
2018-10-12 03:17:05 | root galaxy User logged in
2018-10-11 22:38:56 | root galaxy Browser session
timed out
2018-10-11 21:13:35 | root <console> Enabled ftp service

[E%HE

NREA T [E%, MIEAEEERS Oracle IKARRZENEEEMH. TERE BUI F8]
RERETRBIEIRFERA:

*3 B BFICR
B a] BiEA #ZR
2018-10-12 05:24:09 Uploaded file 'cores/ak.45e5ddd1-ce92-c16e-bSeb-9cb2a8091f1c.tar.gz' | OK (IE
to Oracle support )
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BT LITE LA T I E &KX Oracle ZFS Storage Appliance F5EE = RE R .
https://docs.oracle.com/en/storage/

£ BUI B2 & Oracle ZFS Storage Appliance BY, EAIUEERREREEH LA
"Help" (#8)) HERETHXNZERNERER.
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