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Oracle ZFS Storage Appliance RESTful APl \
']

Oracle ZFS Storage Appliance A& W4Z IR EE MBI HFFIREIERS . BSIERNA

A AT EIEIEEM Oracle ZFS Storage Appliance RESTful I FA4R#2#% [ (Application
Programming Interface, APl), RESTful AREMETF 7 ENRFH/ARSE|EE, hiREY
AFEEIEELSE. BRASNEMRNERAEEERAINEENE R TEAMEER

ARS3o

RESTful API 383

Oracle ZFS Storage Appliance RESTful API {8 FBYISIEENES X K28 - @ (browser
user interface, BUI) M1&n <475 M (command-line interface, CLI) #8[E, RBIMFZF
MR EIERERIRERIEHEIEHTIIEHEIRO 215 _£i&d HTTPS EERMNIT.
RESTful API ¥ HTTPS RiERBEIME 15 7%, AP RIEXZE,

IR Z—:

n BEARBI-SMERBHNEERAFRER,
HTTP kfjl:

Authorization: Basic abcefgMwE

s FAPREIE—FR BUI 5 CLI EREIE#HTERIE, EXMIBERT, X-Auth-User SkAT0
BEERA, M X-Auth-Key kAN BEE R,

HTTP k=ffl:

X-Auth-User: login-name
X-Auth-Key: password-xxx
» DFERI-SREBIRIE, AMEARIEAMEETHS, BEERIETHH, RiFF
HAfS, EERaO<TZAl, SMBRHIITRIE.
SERTHGI:

X-Auth-Session: guigqpQRE4g89ngb
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RESTful API hRZs

RESTful API hrZs

IRELATERITHREY RESTful API IRABRE S5IKERMFRAELEN2/RES. FIBIEKX
M A Sk AR ER =R Bt b A S

X-Zfssa-Version: nas.2013.1.1

AR S5 hig s

BIMRBEE —MEAL—ZRFRIRFT (Uniform Resource Identifier, URI) BV—&F53. B
FiRRRSHRE S, REEEBMREASHRBRAS, EROITREEERES, B
REMASZNERN, NRKREBHRBRAS, NWEIAMER 0, ERPHEZRESH
MERSNEBRES LA, ERPIRERAS %05 RS R ERZ S ITEC,

Blgn, TRERTHEFTIBEBREMNET 2.1 liAHARSE, BEAIUERFHIEKRH

fERfEERIRRES,

AR SV

1 T EBMA SRS S THRRA R,

2 2 TERALE, RERE EAMEN0) AERS.
2.1 2 FERAENRERAE SRS TIMRAALE,
2.2 T EBWALE, BRERZLRSETHRAH.

ERLUT R, THEESUEMARSS API A, BRI EMRZASHE S RHEE ML
BHATH, XEBMEMESRIRE CLIFM BUI R, HEEZIGEEHNIEERET.

» FREHEE FBERIBREME) -
» EMAGLHFMEFERARYE, XEBERBHRIAME, UELSSHITELHIR
AR ATRYIR(F,

BT HhRANREERE G SA LURBIEMEN, EIMXSE P HEITHRD ZIEHE
o SIRIIARSS APL HITHEFRBNEN, WREBIMRAESHEE,

» EIBRSAMIAEL,
» @RS SLRNFNEIRSEH,

SNRITARSS API HITAFRBMEN, WEBRESIFEE,

o RS LSEIIS
» MIBIRSFRERSE L,
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®H RESTul $#&1%

BERGENETERETTEEERAREINRSER, RITEEEHAE, ATRSAEE
HWAEERERENRA, ENmSINENME S HTTP KFA TIRIRAVIGE API HIY
BIARAS:

X-Zfssa-Nas-Api: 1.1

% RESTful #2(E

TRETRTHERRIER RESTful #1F,

&1 % F RESTful 121F
P BBiZ BiEA
GET resources FIEFERIR
GET resources/name REVEIRIETE Z2RAY JSON IR
POST resources BIEIHZR
PUT resources/name BEORER IR
DELETE resources/name HRRETE 2R

HTTP Rz 1E S

F#28] RFC 4627 HR7E X B9 JSON SN PRA NN $EH 1T, FRIFmHRA, BN
HWRENRFNLERRE— M ERZFREEFAEZIEY ISON SRR S8
LEBDERFICR UL JSON LRI R AR ([E] T LB 1R Mo

FMRIESHIREE, TNEIE (PosT) FEEK (PuT) EERIREIE IS IEAERNE
%, ABNIZS GET iEXKIR[EIAYEITED,

RIIES:

"resource_name": {
"href": "path/to/this/resource",
"property_01": "value_01",
"property_02": "value_01
}
}

HLE GET fp iR [EFRTIR,

"resource_list_name": [
{
"href": "path/to/resource_01",
"property_01": "value_01"
Ao
"href": "path/to/resource_02",
"property_02", "value_02"

Oracle ZFS Storage Appliance RESTful APl \i] 17
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HTTP MaRzsk

}
1
}

- AR, WFaLMETRR ISONREIER, BLEETRIMEIEMTIRITXLE
LRIGE T RILUEEAIEE. LA estEliRE,

HTTP Mz

I
B

;dg_lé

18

FRE BT REHIERIZE RS o EBER JSON $iEiEl, HFEEUTKE!

Accept: application/json
Content-Type: application/json

MmNk EEUTMER:

Date: Tue, 23 Jul 2013 13:07:37 GMT X-Zfs-Sa-Appliance-Api: 1.0 Content-Type: application/
json Content-Length: 357

SHFHRAER, EHIEARZE], RAKERRERRANN, MRKIBHRNBKE, N
RS IIEEANIESBEZE EOF (End of File, MHLERE) , LUEREFIERE
B,

—EEREATEE NS, XESHERIITRRONEIE GXEFEAER, FER
BENRBFIXE, TESMARBFAATRNSN. ATUERT YA REMIEEN
EWSHRERNERERSN.

x2 ERTESH

B BiRA

props=true FIHE RN EMETEIR. RIAMER falseo
limit=n RELREMNTIRTEREE,

start=n BEREMTREUBANESIS (FETE) o
depth=n R SIEEREHIEIIFHEE.
match_property-name=value FItH S15E B 4B R E LR,

EiGSEL. props

props EHSHEIETF GET. POST 3 PUT T1 %, LUERZLAFIANRTHIE. RELBFE
IR EBSE props IRE N true KIEXKILINEE, ¥FF GeT # PUT $21E, IR[EIAY JSON
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WRBG A SFRABIRE U R BRI TR IR, T posT, R OREITTHRIEUFEIAR
IEfftIZ R R

®3 BT EEE

B BiEA

name BRI

label Bt

immutable IAREIE B MR A&

type BMER, GlINFRrS. BHReEmRE
choices TR, WA RERNEE

FERESE: limit

limit B ATFREIARETENRS GET 8%, MURFIRETENRAHE,

EigE#: start

ST F X IERSEMERRIR, index AIRER—BTENE (90 20170531T01:13:58) FHH®
L UTC BFa)R T

EiZER:. depth

depth BWSHETATFHRRERTIR cET 88, ZEHATEERETIRNIFMIZ
o depth WEEMAK, REIBVESEIFHA, FHl0:

m /api/...2depth=0—iRE|IT =EMMFT =EF.
= /api/...?depth=1—RETRNEM. FHRWNBTAEME. ATHRBETR.

» /api/...?depth=2—RETRHBME. FHROZIFMBMEURINTI R depth=0
faitho

¥ - 7api/log/vl I BEURGER /api/storage/vl FIE. B, XERS
#1 LUN YR #F depth TS,

EREIESE depth BUIFKTHGI:

GET /api/user/vi1/users?depth=2 HTTP/1.1
Host: zfs-storage.example.com
X-Auth-User: root

X-Auth-Key: password-Xxxx

Oracle ZFS Storage Appliance RESTful APl \i] 19



TGS

MBI, K% depth=2 X—IFHIZEREIAF 5,
MRz

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 1558
X-Zfssa-Access-Api: 1.0

{"users":
[{
"name": "root",
"properties": {
"logname": "root",
"fullname": "Super-User",
"initial password": "password",

"require_annotation": false

i
"children": [{

"name": "preferences",

"properties": {

"locale": "C",

"login_screen": "status/dashboard",

"session_timeout": 15,
"advanced_analytics": false
H
"children": [{
"name": "keys",
"properties": {3},
"children": [],

"list": []
P
"list": []
P
"list": [1],
"href": "/api/user/v1/users/root"
H
"name": "admin2",
"properties": {
"logname": "admin2",
"fullname": "Administrator",
"initial password": "password",

"require_annotation": false,
"roles": ["basic"],

"kiosk_mode": false,
"kiosk_screen": "status/dashboard"

i
"children": [{
"name": "exceptions",
"properties": {3},
"children": [],
"list": [{
"name": "auth-000",
"properties": {
"scope": "stat",
"drilldowns": "*",
"allow_create": false,
"allow_read": true

i

"children": [],
"list": []

H

{
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REHIR

IRE IR

"name": "auth-001",
"properties": {
"scope": "ad",
"name": "*",
"allow_domain": true,
"allow_workgroup": false
i
"children": [],
"list": []
H
boA{
"name": "preferences",
"properties": {
"locale": "C",
"login_screen": "status/dashboard",
"session_timeout": 15,
"advanced_analytics": false
H
"children": [{
"name": "keys",
"properties": {3},
"children": [],
"list": ["key-000"]

N
"list": []
p
"list": [],
"href": "/api/user/v1/users/admin2"
H

match_property-name=value TSRO B TFRERARYIRN GET 2, BIHREISIEER

MR MAELECRIERIET R, fHlg0:

m  /api/...?depth=0&match_kiosk_mode=true—¥15R kiosk_mode /I true, iR[E]T

BENSIR, HPEEFTHRE.
/api/...?depth=1&match_kiosk_mode=true—%1®R kiosk_mode /7 true, iR[Eld

WENTIR, HPESRiFHAEEAAEE depth=1,
m /api/...?depth=2&match_Fullname='Super*'&kiosk_mode=true—3iRBE
Super F kiosk_mode BY fullname /3 true, RELTEFHFIFR, HEPESHIEH

EERAKE depth=2,

¥ - 65 /api/log/vi S BEURMER /api/storage/vl Fldit. MB. XHERES%
# LUN BYARZ$F match_property-name=value 1S %K,

RERIRARHRE—MERTEIRAY HTTP KESMAS LUK LA T P& B R & &
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BENgE

iR E

JSON HFEMpIRY :

fault: {
message: 'ERR_INVALID_ARG',
details: 'Error Details...',

code: 500
}

}

x4 & LIRS
FHIR (e C] BiEA
ERR_INVALID_ARG 400 BWASBEN
ERR_UNKNOWN_ARG 400 BIMAIR B IBINBEL
ERR_MISSING_ARG 400 ROBERANSE
ERR_UNAUTHORIZED 401 b P RIRIG I TEn S HIFEAY
ERR_DENIED 403 BRIERIEL
ERR_STATE_CHANGED RPVRE AR
ERR_NOT_FOUND 404 RIKENERI
ERR_OBJECT_EXISTS 409 BERUBEFENTR
ERR_CONFIRM_REQUIRED 409 ERFEE 2confirm=true BB A BER
ERR_OVER_LIMIT 413 BWNBERKK, TERE
ERR_UNSUPPORTED_MEDIA 415 BERMN AL ARZIE R
ERR_NOT_IMPLEMENTED 501 1BRERLHE
ERR_BUSY 503 RFZRER, IRSFAIA

PRSI K EXZR R 6p

2N EDIE

LEERTIHIEILER SSL/TLS MY ARAFNZT .

ZIANERT, SSL/TLS Whi¥hRZs TLSv1.1. TLSv1.2 REXBEZELTFERARS, &a
LUEiE [ HTTPS ARSS &% PUT iER LUK E tls_version B4R E A TLSv1.00

ERRA:

PUT /api/service/v1l/services/https HTTP/1.1

Host: zfs-storage.example.com
Content-Type: application/json

{ "tls_version":

["TLSV1.0", "TLSv1.1",

"TLSV1.2"] }
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WIERE

SR (WTREIEE, EAAM#ITT T !

HTTP/1.1 202 Accepted

Content-Length: 1265

X-Zfssa-Service-Api: 1.1

X-Zfssa-Api-Version: 1.0

Content-Type: application/json; charset=utf-8

{

"service": {

"href": "/api/service/v1l/services/https",
"<status>": "online",

"tls_version": "TLSv1l TLSv1.1 TLSv1i.2",

"ciphers": "SRP-DSS-AES-256-CBC-SHA:SRP-RSA-AES-256-CBC-SHA:SRP-AES-256-CBC-SHA:
DH-DSS-AES256-GCM-SHA384 :DHE-DSS-AES256 - GCM-SHA384 : DH-RSA-AES256 - GCM-SHA384 : DHE -
RSA-AES256-GCM-SHA384 : DHE-RSA-AES256 -SHA256 : DHE -DSS-AES256 - SHA256 : DH-RSA-AES256 -
SHA256: DH-DSS-AES256 - SHA256 : DHE -RSA-AES256 - SHA : DHE - DSS-AES256 - SHA : DH-RSA-AES256 -
SHA:DH-DSS-AES256 - SHA : DHE-RSA-CAMELLIA256-SHA:DHE-DSS-CAMELLIA256-SHA:DH-RSA-
CAMELLIA256-SHA:DH-DSS-CAMELLIA256-SHA:AES256-GCM-SHA384:AES256-SHA256 : AES256 -
SHA:CAMELLIA256-SHA:SRP-DSS-AES-128-CBC-SHA:SRP-RSA-AES-128-CBC-SHA:SRP-AES-128-
CBC-SHA:DH-DSS-AES128-GCM-SHA256 : DHE-DSS-AES128-GCM-SHA256 : DH-RSA-AES128-GCM-
SHA256 : DHE-RSA-AES128-GCM-SHA256 : DHE-RSA-AES128-SHA256 : DHE-DSS-AES128-SHA256:
DH-RSA-AES128-SHA256:DH-DSS-AES128-SHA256 : DHE-RSA-AES128-SHA:DHE-DSS-AES128-SHA:
DH-RSA-AES128-SHA:DH-DSS-AES128-SHA:DHE-RSA-CAMELLIA128-SHA:DHE-DSS-CAMELLIA128-
SHA:DH-RSA-CAMELLIA128-SHA:DH-DSS-CAMELLIA128-SHA:AES128-GCM-SHA256:AES128-SHA256:
AES128-SHA:CAMELLIA128-SHA:SRP-DSS-3DES-EDE-CBC-SHA:SRP-RSA-3DES-EDE-CBC-SHA:SRP-
3DES-EDE-CBC-SHA:EDH-RSA-DES-CBC3-SHA:EDH-DSS-DES-CBC3-SHA:DH-RSA-DES-CBC3-SHA:
DH-DSS-DES-CBC3-SHA:DES-CBC3-SHA"

}

}

E(XVE B TLSv1.0, 5% ciphers BMHIRE AXAT TLSv1.0 NEBRITIR,
BRAG (RTRESENE, BARMETTRITT) -

PUT /api/service/vil/services/https HTTP/1.1
Host: zfs-storage.example.com
Content-Type: application/json

{

"tls_version": ["TLSv1.0"] ,

"ciphers" : ["SRP-DSS-AES-256-CBC-SHA", "SRP-RSA-AES-256-CBC-SHA", "SRP-AES-256-CBC-SHA",
"DHE-RSA-AES256-SHA", "DHE-DSS-AES256-SHA", "DH-RSA-AES256-SHA", "DH-DSS-AES256-SHA",
"DHE-RSA-CAMELLIA256-SHA", "DHE-DSS-CAMELLIA256-SHA", "DH-RSA-CAMELLIA256-SHA",
"DH-DSS-CAMELLIA256-SHA", "AES256-SHA", "CAMELLIA256-SHA", "SRP-DSS-AES-128-CBC-SHA",
"SRP-RSA-AES-128-CBC-SHA", "SRP-AES-128-CBC-SHA", "DHE-RSA-AES128-SHA", "DHE-DSS-AES128-
SHA",

"DH-RSA-AES128-SHA", "DH-DSS-AES128-SHA", "DHE-RSA-CAMELLIA128-SHA", "DHE-DSS-CAMELLIA128-
SHA",

"DH-RSA-CAMELLIA128-SHA", "DH-DSS-CAMELLIA128-SHA", "AES128-SHA", "CAMELLIA128-SHA",
"SRP-DSS-3DES-EDE-CBC-SHA", "SRP-RSA-3DES-EDE-CBC-SHA", "SRP-3DES-EDE-CBC-SHA",
"EDH-RSA-DES-CBC3-SHA", "EDH-DSS-DES-CBC3-SHA", "DH-RSA-DES-CBC3-SHA", "DH-DSS-DES-CBC3-
SHA",

"DES-CBC3-SHA"]

}

SR (ATRSARY, EANMSHT TR

HTTP/1.1 202 Accepted

Content-Length: 809

X-Zfssa-Service-Api: 1.1

X-Zfssa-Api-Version: 1.0

Content-Type: application/json; charset=utf-8
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"service": {

"href": "/api/service/vl/services/https",

"<status>": "online",

"tls_version": "TLSv1",

"ciphers": "SRP-DSS-AES-256-CBC-SHA:SRP-RSA-AES-256-CBC-SHA:SRP-AES-256-CBC-SHA:
DHE-RSA-AES256-SHA:DHE-DSS-AES256-SHA:DH-RSA-AES256 - SHA: DH-DSS-AES256 - SHA : DHE-RSA-
CAMELLIA256-SHA:DHE-DSS-CAMELLIA256-SHA:DH-RSA-CAMELLIA256-SHA:DH-DSS-CAMELLIA256-
SHA:AES256-SHA:CAMELLIA256-SHA:SRP-DSS-AES-128-CBC-SHA:SRP-RSA-AES-128-CBC-SHA:SRP-
AES-128-CBC-SHA:DHE-RSA-AES128-SHA:DHE-DSS-AES128-SHA:DH-RSA-AES128-SHA:DH-DSS-
AES128-SHA:DHE-RSA-CAMELLIA128-SHA:DHE-DSS-CAMELLIA128-SHA:DH-RSA-CAMELLIA128-SHA:
DH-DSS-CAMELLIA128-SHA:AES128-SHA:CAMELLIA128-SHA:SRP-DSS-3DES-EDE-CBC-SHA:SRP-RSA-
3DES-EDE-CBC-SHA:SRP-3DES-EDE-CBC-SHA:EDH-RSA-DES-CBC3-SHA:EDH-DSS-DES-CBC3-SHA:DH-
RSA-DES-CBC3-SHA:DH-DSS-DES-CBC3-SHA:DES-CBC3-SHA"

}

}

3 - Bl PE IEffEA RESTful API B¢ BUI, FRIEBBEEHLES Oracle XIFAGRIE
S, BNIERY tls_version M ciphers BIEMEIAIZE,
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ihiRARSS

HIhARSS

{5 RESTful API

JH18)ARS5 2 Oracle ZFS Storage Appliance =Ff RESTful API fRZHINO R, AARS A

T

EIEA Y AT IR RESTSul API ARSS, BIEEARSSARASFIAIE] =,

HEifatbARSS, 1BEEALL URL: http://hostname:215/api/access/vio

2ihiREMRSS, BERAIHRRSHITER RN ARSVUEMMRE, AGER
R[ERY URI ia)XEARSS. ARSS(IE FTRER S AT EECE A TTARRAIM R

%5 RARS <
&R Bz WiRA
GET /api/access/v1 Il RESTful API ARS5141R] 5
POST /api/access/v1 BIRERARE
DELETE /api/access/v1 AHRIE

list services BB S FIH AT MRS 58] URl, MNRAZEEERSIE, MBI list services BA
BB A9 EIESR S H AT BRRRSSIA18) URL, @< 5IH %18 & ERIFRE R FIAY RESTful
API BRSZFhRZS,

BRI

GET /api/access/v1l HTTP/1.1

Host: zfs-storage.example.com

X-Auth-User: adminil
X-Auth-Key: password

LR

HTTP/1.1 200 OK

Content-Type: application/json

Content-Length: 190
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X-Zfssa-Access-Api: 1.0
{
"access": {
"services": [{
"version": "1.0",
"name": "appliance",
"uri": "https://zfs-storage.example.com:215/api/appliance/v1"
Ao
"version": "1.0",
"name": "nas",
"uri": "https://zfs-storage.example.com:215/api/nas/v1"
Ao
"version": "1.0",
"name": "replication",
"uri": "https://zfs-storage.example.com:215/api/replication/v1"
Ao
"version": "1.0",
"name": "san",
"uri": "https://zfs-storage.example.com:215/api/san/v1"
o]
}
}
= A A
KENARS AR

get service A RIRMEIZARSHAXRES, BEFRBERAHLHNTIR.
BERRA:

GET /api/appliance/v1l HTTP/1.1
Host: zfs-storage.example.com
X-Auth-Session: guigqpQRE4g89ngb

o) Rz 7~ 51 -

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 204
X-Zfssa-Access-Api: 1.0

{
"service": {
"name": "appliance",
"methods": [
{
"description": "Get appliance RESTful services",

"path": "/apis",
"request": "GET"

i

{
"description": "Get appliance RESTful service properties",
"path": "/apis/<api:path>",
"request": "GET"

i

{

"description": "Create a new alert threshold watch",
"path": "/alerts/thresholds",
"request": "POST"
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IIE=IE

IIE=IE

AR &3 PoST IR MIA IR ARSZS FENIIERIE ID. FRE EMARS I IRIERIE ID B
ERBHEIL, YBYAFPHNSIEENEMMEENBINERRE, IEIE ID BEK.
IANEBE N 15 9. DELETE B KRB ATF FHEIE ID HEFERIE ID T,

HEFAIUEMAEEMNBERNAERIEESN, TFERIERE, BT RESTful API #
ERBERE, FENEFEILIE 1D,

ER=E

TH PoST IBRSIBRINEFIE, HINE, FiR[E] 201 K& HTITP UINREFTEAD
M "access" BY JSON X%, ItEME ST A/ RESTul B9 API fRE 55K,

BRBERTA:

POST /api/access/v1l HTTP/1.1
Host: zfs-storage.example.com
X-Auth-User: root

X-Auth-Key: password-xxx

HIhE FREERE] HTTP R3S 201 (Created), WKzi@id X-Auth-Session HTTP SkHISiE
ID. MR IEX 8 &1EE B R A5 RRARS ISR,

MRz AR -

HTTP/1.1 201 Created
X-Auth-Session: guigqpQRE4g89ngb
Content-Type: application/json
Content-Length: 378
X-Zfssa-Access-Api: 1.0

{
"access": {
"services":[{
H
}
}

EHRIE

%= DELETE ZIXIERLUFHHESITRER,
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EHBRTA:

DELETE /api/access/vl HTTP/1.1
X-Auth-Session: guiggpQRE4g89ngb

MRz

HTTP/1.1 204 No Content
X-Zfssa-Access-Api: 1.0
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RESTful APl ZiRARSE

Z4% RESTful API fR53 ST EECE ERIEIE UK B &7 EHRBIMAL,

EiRIRSSHL

TRERTERRS B

=6 LikARSZ <
153 HINEIERTR lapilalertivl BiEA
GET {XfEA /api/alert/vl HIHEIRRS S
POST /thresholds BB EIRFEE LD
GET /thresholds/threshold REUEEMNEIRFESTEYE
GET /thresholds FIEATE EIREAELINR
PUT /thresholds/threshold BEIEEMNEIRAEEINR
DELETE /thresholds/threshold HEBRIEEMNFEENR
POST /actions BTV EIRIZIE
GET /actions/actions REVEE M ERIRIERBY
GET /actions FIHFEEIRIZENR
PUT /actions/actions BEIEERMEIRIZENR
DELETE /actions/actions HRIEE HIRIENT R
POST /actions/actions BRI EIRIBERVIRIE
GET /actions/actions/action REUEENEIRIZEIRERY
PUT /actions/actions/action BEIEE M EIRIZENIRIENR
DELETE /actions/actions/action HRIEEHIRENT R
GET /events I EIRE 4
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EiRiEE

LikiEE

AREREUERERNEREM. TRIIHTHATEEERHAEWHEEE, BXTE
&%E, 1550 CLI #i,

®7 EiRiRE

B ESidl BiEA

uuid Default ISR ME—ARIRET ("immutable")

statname AnalyticsStatistics EISIEYS IR ["cpu.utilization”. “arc.accesses". "arc.
size". "arc.I2_bytes". "arc.2_accesses". "arc.I2_size". "
syscap.bytesused". "yscap.percentused". "metacap.
bytesused". "metacap.percentused”. "repl.bytes". "repl.
ops". "shadow.kilobytes". "shadow.ops". "shadow.requests". "
io.bytes". "io.ops". "datalink.kilobytes". "nic.kilobytes". "net.
kilobytes". "ftp.kilobytes". "fc.bytes". "fc.ops". "http.regs". "
ndmp.bytes". "ndmp.diskkb". "ndmp.ops". "nfs2.bytes". "nfs2.
ops". "nfs3.bytes". "nfs3.0ps". "nfs4.bytes". "nfs4.ops". "
nfs4-1.bytes". "nfs4-1.ops". "sftp.kilobytes". "smb.ops". "srp.
bytes". "srp.ops". "iscsi.bytes". "iscsi.ops"]

type ChooseOne % stat HBHPRHI (normal) HAKTF RS (inverted) NEBERHE
3R ['normal”. "inverted"]

limit Positivelnteger RHIgIHE RRE

minpost Duration AEEIRFISTRFN R E& 4

days ChooseOne NEFREBRRHER [all's "weekdays". "weekends"]

window_start TimeOfDay {X7E window_start 5 window_end Z [B] & Z4R ['none". "00:

00", "00:30". "01:00". "01:30". "02:00". "02:30". "03:00". "
03:30". "04:00". "04:30". "05:00". "05:30". "06:00". "06:
30", "07:00". "07:30". "08:00". "08:30". "09:00". "09:30". "
10:00". "10:30". "11:00". "11:30". "12:00". "12:30". "13:
00", "13:30". "14:00". "14:30". "15:00". "15:30". "16:00". "
16:30". "17:00". "17:30". "18:00". "18:30". "19:00". "19:
30", "20:00". "20:30". "21:00". "21:30". "22:00". "22:30". "
23:00". "23:30"]

window_end TimeOfDay {Y7E window_start 5 window_end Z [B] & ¥ Z4R ["none". "00:
00" "00:30". "01:00". "01:30". "02:00". "02:30". "03:00". "
03:30". "04:00". "04:30". "05:00". "05:30". "06:00". "06:
30" "07:00". "07:30". "08:00". "08:30". "09:00". "09:30". "
10:00". "10:30" "11:00". "11:30". "12:00". "12:30". "13:
00" "13:30". "14:00". "14:30". "15:00". "15:30". "16:00". "
16:30". "17:00". "17:30". "18:00". "18:30". "19:00". "19:
30" "20:00". "20:30". "21:00". "21:30". "22:00". "22:30". "
23:00". "23:30"] ("immutable")

frequency Duration BHA M Z AT RZE &

minclear Duration B & "all clear" E3RZ BIHVERFSIE & BY (8]
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EiriEE

FIHERERE

S|P EECE R EIRE(E,
ERRA

GET /api/alert/vi/thresholds HTTP/1.1
Authorization: Basic abcd123MWE=
Host: zfs-storage.example.com:215
Accept: application/json

e 27~ 51 -

HTTP/1.1 200 OK

Date: Tue, 27 Aug 2013 17:38:40 GMT
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 689

"thresholds": [
{
Ildaysll : "all",
"frequency": 300,
"href": "/api/alert/vi/thresholds/

bec758ch-346e-6a7d-c211-b320c09ef6a6",

"limit": 500,

"minclear": 300,

"minpost": 300,

"statname": "cpu.utilization",
"threshold": "threshold-000",
"type": "normal",

"uuid": "bec758cbh-346e-6a7d-c211-b320c09ef6ab",

"window_end": 0,
"window_start": -1

Ildaysll : "all",
"frequency": 300,
"href": "/api/alert/vi/thresholds/

475799d8-32c8-6ff6-882c-aa3b66e3a5a2",

"limit": 100000,

"minclear": 600,

"minpost": 300,

"statname": "datalink.kilobytes",
"threshold": "threshold-001",
"type": "normal",

"uuid": "475799d8-32c8-6ff6-882c-aa3b66e3a5a2",

"window_end": 300,
"window_start": 1200

RENERSE

I hBENERHENE.

RESTful API ZiRARSS
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BRI

GET /api/alert/vi/thresholds/1b15d405-75c4-4c0c-e0f6-8a108165b874
HTTP/1.1

Authorization: Basic abcd123MWE=

Host: zfs-storage.example.com:215

Accept: application/json

SRR

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 363

"threshold": {

"days": "weekdays",

"frequency": 300,

"href": "/api/alert/vi/thresholds/
1b15d405-75c4-4cOc-e0f6-8a108165b874",

"limit": 100000,

"minclear": 300,

"minpost": 300,

"statname": "datalink.kilobytes",

"type": "normal",

"uuid": "1b15d405-75c4-4c0Oc-e0f6-8a108165b874",

"window_end": 0,

"window_start": -1

SIEERSE

BIRERHAE,
BRI

POST /api/alert/v1/thresholds HTTP/1.1
Host: zfs-storage.example.com
X-Auth-User: root

X-Auth-Key: password

Content-Type: application/json
Content-Length: 50

{"statname": "datalink.kilobytes", "limit": 100000}

MBI f5 -

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 321

Location: /api/alert/vi/thresholds
/1b15d405-75c4-4c0c-e0f6-8a108165b874

"threshold":
"href": "/api/alert/vil/alerts/thresholds
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TiRiR(E

/1b15d405-75c4-4c0c-e0f6-8a108165b874",

e EiRE

EREE N E RS ERERE M.

BERRH

PUT /api/alert/vi/thresholds/1b15d405-75c4-4c0c-e0f6-8a108165b874
HTTP/1.1

Authorization: Basic abcd123MWE=

Host: zfs-storage.example.com:215

{"days": "weekdays"}

M sz 7~ 51 -

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 326

"threshold": {
"days": "weekdays",

MIPRE i E

R E RV E R (Eo

BRI

DELETE /api/alert/vil/thresholds/475799d8-32c8-6ff6-882c-aa3b66e3a5a2
HTTP/1.1

Authorization: Basic abcd123MwE=

Host: zfs-storage.example.com:215

MRz

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

category BMMERE XHNERIRFHERE, 8MEFIBEXTHBECHREMLS.

RESTful API ZiRARSS
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34

TR
m ad
m all

m appliance_software

= backup
m  cluster
= custom

= hardware

m  hardware_faults

= ndmp

= network

= replication

=  replication_source

m  replication_target

m  restore
= scrk
m  shadow
m  smf
m thresholds
= zfs_pool
*8 EIRIZME "ad”
Bl B3] BtRA
active_directory_degraded Boolean | id/E28[ZILAT active_directory_degraded =&
ff: true = false
smb_kerberos_client_authentication_degraded Boolean | iTi &8N ILED
mb_kerberos_client_authentication_degraded =
ff: true 3 false
=9 EARIEIE mall”
Bl KR ieR
all_defects Boolean | 33328V ITAL all_defects B4
service_alerts Boolean | idiE28[VITHLD service_alerts . true T§
false
all_hardware_faults Boolean | 333 E28M7ULED all hardware faults HfF: true

g false
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%10 E4R12/E "appliance_software"

B

i)

BieA

obstacles_to_system_software_update

Boolean

SRR ILAD
obstacles_to_system_software_update &
% true ¢ false

operating_system_kernel_panic

Boolean

1SR ITAE operating_system_kernel_panic 2§
%: true & false

&1 EARI21E "backup”

Bt

E

BiEA

backup_finished

Boolean

2828 W ITER backup_finished B4 : true 5%
false

backup_started

Boolean

12828 W ITER backup_started BB true 3%
false

F12 E4R121E "cluster”

I3

N

iR

cluster_i/o_link_down

Boolean

T EBFM UTER cluster_i/o_link_down =&
% true ¢ false

cluster_i/o_link_failed

Boolean

33828 ITHL cluster_i/o_link_failed &
% true 3¢ false

cluster_i/o_link_up

Boolean

T EB3 M UTER cluster_i/o_link_up Eff: true
3 false

unexpected_peer_error_occurred

Boolean

3257888 N ITET unexpected_peer_error_occurred
EH: true D false

communication_to_peer_lost

Boolean

3 E23 MW ITAE communication_to_peer_lost 5
% true ¢ false

cluster_peer_panicked

Boolean

323N ITAE cluster_peer_panicked 5
%: true & false

failed_to_set_sp_root_password_on_cluster_peer

Boolean

puREr U
failed_to_set_sp_root_password_on_cluster_peer

E: trueDf false

cluster_rejoin_failed_on_peer

Boolean

3588 N ITET cluster_rejoin_failed_on_peer &
% true ¢ false

cluster_rejoin_mismatch_on_peer

Boolean

3 EB3 M ITET cluster_rejoin_mismatch_on_peer
B4 true T false

cluster_rejoin_completed_on_peer

Boolean

1 IE2S RIS cluster_rejoin_completed_on_peer
EH: true I false

cluster_peer_lost_communication_token

Boolean

puREr U
cluster_peer_lost_communication_token 2
%: true = false

cluster_rejoin _failed

Boolean

3 EBS N ITET cluster_rejoin_failed 4 : true
o false
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Bt

i iR

cluster_rejoin_mismatch

323N ITAE cluster_rejoin_mismatch 2§
%: true & false

Boolean

cluster_rejoin_completed

S IE2R R UTLEE cluster_rejoin_completed 55
ff: true = false

Boolean

cluster_takeover_complete

3 5EB8 N ITET cluster_takeover_complete 3
% true ¢ false

Boolean

resource_import_failed_during_cluster_takeover

TR ER M ILAD
resource_import_failed_during_cluster_takeover

B4 true T false

Boolean

local_cluster_communication_token_lost

puRsEr I U
local_cluster_communication_token_lost 3%
% true 3¢ false

Boolean

*13

ZiRIZ(F "custom”

Bt

B3 iR

patterns

Default FMA EHER

*®14 EZ4%1%2E "hardware"

Bt

KR

BiEA

fibre_channel_port_down

Boolean

12523 N ILAE fibre_channel_port_down Zff: true 3§
false

multiple_transient_fibre_channel_port_status_changes

Boolean

BEER R ILAD
multiple_transient_fibre_channel_port_status_changes =
% true I false

transient_fibre_channel_port_status_change

Boolean

3 E 23N TET transient_fibre_channel_port_status_change
EH: true T false

fibre_channel_port_up

Boolean

123N ITAE fibre_channel_port_up =¥ : true
false

network_port_down

Boolean

12888 W ILED network_port_down ZfF: true B¢ false

network_port_up

Boolean

32528 N ITET network_port_up ¥ true I false

chassis_connected_to_system

Boolean

3 EBZ M ITHT chassis_connected_to_system Zff: true
I} false

chassis_removed

Boolean

1 EBSRUTED chassis_removed 4. true B false

hardware_component_inserted

Boolean

123N ILAE hardware_component_inserted 4. true
3 false

hardware_component_removed

Boolean

325728 W ITET hardware_component_removed EfF: true
o false

disk_inserted

Boolean

138 2S W ITAL disk_inserted {4 : true f false

disk_removed

Boolean

38 2S M ITAD disk_removed 4. true T false

i/o_path_added

Boolean

1T B 28 W ITED i/0_path_added B4 : true B false

i/o_path_removed

Boolean

3D EES N ITER i/o_path_removed {4 : true B false
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B E-3it) BiEA

service_processor_offline_or_unavailable Boolean pUp eI VAU service_processor_offline_or_unavailable =S
% true 5% false

service_processor_online_after_outage Boolean 12523 ITAT service_processor_online_after_outag 2§
%: true = false

failed_to_set_root_password_on_service_processor Boolean pup)Er AN

failed_to_set_root_password_on_service_processor 55
% true ¢ false

+15 E4R$21E "hardware_faults"
B Ei) it ]
all_hardware_faults Boolean | 3d3E28[7UTAL all_hardware_faults {4 : true
o false
xR 16 Z4RIZ(E "ndmp"
B E3id) L]
invalid_ndmp_restore Boolean | id7E28MILHAC invalid_ndmp_restore 4. true
g false
backup_finished Boolean | iI 58S ILHEZ backup_finished FH: true 3¢
false
backup_started Boolean | idiE28MITET backup_started 4. true o
false
restore_finished Boolean | i¥iE88M7UTHD restore_finished 4 : true BY
false
restore_started Boolean | i3}E8$MZITHD restore_started B4 : true ¢
false
x17 ZARIZ1E "network”
B 3] $ieA
datalink_failed Boolean | 138887 ULHD datalink_failed 54 : true Zf
false
datalink_ok Boolean | 3d3E25M7UCALD datalink_ok 4 : true B¢ false
network_port_down Boolean | iiE28MICET network_port_down Z: true
g} false
network_port_up Boolean | idiE28MITHT network_port_up ¥ : true I
false
ip_address_conflict Boolean | idiE28MILHAT ip_address_conflict E: true
of false
ip_address_conflict_resolved Boolean | idiE23MITAT ip_address_conflict_resolved Z&
%: true = false
ip_interface_degraded Boolean | i JE2SMILED ip_interface_degraded FfH: true

g} false
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Bt

i

iR

ip_interface_failed

Boolean

i EB3 N ITAE ip_interface_failed 4 : true 3

false

ip_interface_ok

Boolean

B3N ILAE ip_interface_ok . true 3
false

x18 Z3RI21E "replication”

I3

i)

iR

receive_failed_(unsupported _version)

Boolean

3B BS R ITAL receive failed_
(unsupported_version) ¥ : true { false

receive_failed_(cancelled)

Boolean

S B3 N ITAT receive_failed_(cancelled) 35
%: true & false

receive_failed_(all_others)

Boolean

B8 ITAL receive_failed_(all_others) &
% true = false

receive_failed_(out_of_space)

Boolean

325588 N ITHT receive_failed_(out_of space) 3
% true = false

receive_failed_(package_not _upgraded)

Boolean

3B BS M7 ITAL receive failed_
(package_not_upgraded) Zf¥: true I false

receive_finished

Boolean

3B 28 ITAL receive_finished B4 : true 3¢

false

receive_started

Boolean

3B BS M ITED receive_started EfF: true B
false

send_failed_(unsupported_version)

Boolean

32528 W ITET send_failed_(unsupported_version)
EHH: true I false

send_failed_(cancelled)

Boolean

1328 RIOTAR send_failed_(cancelled) 38
% true ¢ false

send_failed_(all_others)

Boolean

3 E23 N ITAT send_failed_(all_others) 25
%: true & false

send_failed_(connectivity)

Boolean

123N ILAT send_failed_(connectivity) 3§
%: true = false

send_failed_(out_of_space)

Boolean

32528 N ITET send_failed_(out_of space) 3
% true = false

send_failed_(remote _verification)

Boolean

3 EB3 M ITET send_failed_(remote_verification)
B4 true T false

send_finished

Boolean

325888 N ITET send_finished T/fF: true B¢

false

send_skipped_(already_running)

Boolean

12823 RZ ILEE send_skipped_(already_running)
EH: true I false

send_started

Boolean

1B SN ITAD send_started 15 true B
false
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*19 E4R121F "replication_source"

B

N

BieA

send_failed_(unsupported_version)

Boolean

1B 2S M ILER send_failed_(unsupported_version)
EH: true D false

send_failed_(cancelled)

Boolean

3 E23 N ITAT send_failed_(cancelled) &
%: true & false

send_failed_(all_others)

Boolean

1883 ULED send_failed_(all_others) &
ff: true o false

send_failed_(connectivity)

Boolean

12 E 2SN ITAT send_failed_(connectivity) &
% true o false

send_failed_(out_of_space)

Boolean

1B 2SN ILER send_failed_(out_of_space) 5
% true ¢ false

send_failed_(remote_verification)

Boolean

1T IE2S R ITAE send_failed_(remote_verification)
EH: true I false

send_finished

Boolean

3B 88N ITET send_finished /fE: true B¢
false

send_skipped_(already_running)

Boolean

12 & 2SN ILAT send_skipped_(already_running)
B true 5 false

send_started

Boolean

1B SN ITER send_started {5 true B

false

% 20 ER3%(E "replication_target"

Bt

B3

BiEA

receive_failed_(unsupported_verrsion)

Boolean

3328 M ITAL receive_failed_
(unsupported_version) . true 3 false

receive_failed_(cancelled)

Boolean

12828 N ITET receive_failed_(cancelled) 55
% true I false

receive_failed _(all_others)

Boolean

1B 2SN ITER receive_failed_(all_others) 3
: true ¢ false

receive_failed _(out_of_space)

Boolean

323N ITHT receive_failed_(out_of space) &
%: true & false

receive_failed_(package_not_upgraded)

Boolean

3328 M ITAL receive_failed_
(package_not_upgraded) ¥ : true 3¢ false

receive_finished

Boolean

3 EBS M UTER receive finished /fF: true 3§
false

receive_started

Boolean

33 EBE RV UTAL receive started . true 3§

false

x21 4B 12 4F "restore"

Bt

B3

BiEA

restore_finished

Boolean

32 BB R ITED restore_finished 4 true B
false
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Bt

B3 iR

restore_started

3828 N ITAL restore_started B true T

false

Boolean

x®22 EARIR(E "sark”

Bt

B3

iR

support_bundle_build_failed

Boolean

523N ITAE support_bundle_build_failed S : true 3%
false

support_bundle_sent

Boolean

12828 W ITED support_bundle_sent ZEff: true B false

support_bundle _upload_failed

Boolean

32528 M ITET support_bundle_upload_failed & : true
o false

an_update_is_available_on_my_oracle_support.

Boolean

TRER M ILAD
an_update_is_available_on_my_oracle_support. =
% true 5% false

no_updates_available.

Boolean

323N ITAE no_updates_available. & : true
false

the_appliance_failed_to_verify_if an_update_is_available

Boolean

puRzEr U
the_appliance_failed_to_verify_if an_update_is_available

E: true D false

* 23 EHRIZE "shadow"
B E3it) PiRA
shadow_migration_complete Boolean | id7/E23MNILAE shadow_migration_complete 2%

% true I false

*24 ERIRIE "smf"
B E3it) iR
service_failures Boolean | i37E2SM7ILED service_failures 4. true Z¢
false
® 25 48152 {E "thresholds"
B E3it) iR
thresholdid Default | WZICEREZERAVISAIAY UUID
x26 EARIRE "zfs_pool"
B E3it) iR
resilver_finished Boolean | 1378287 ILH resilver_finished 4 : true I
false
resilver_started Boolean | i3 E88M7ILERD resilver started BfF: true B
false
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Bt i iRA

scrub_finished Boolean | 13888 ITHD scrub_finished 4. true B¢

false

scrub_started Boolean | 33288 PTAD scrub_started {4 : true 3¢

false

hot_spare_activated Boolean | iiE28MITET hot_spare_activated ZBf: true

g} false

FIH E R R

FIHERREFa S A VILFIEERIRF. BREENFRIVEE, 150

JERY href B4 &)X HTTP GET 15Ko
IRENEIRIR(ERNIER A

GET /api/alert/vl/actions HTTP/1.1
Authorization: Basic abcd123MWE=
Host: zfs-storage.example.com:215
Accept: application/json

MRz 3

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 1395

{
"actions": [
{
"action": "actions-000",
"category": "smf",
"href": "/api/alert/vl/actions/actions-000",
"service_failures": true
i
{
"action": "actions-001",
"category": "scrk",
"href": "/api/alert/vl/actions/actions-001",
"action-000": {
"handler": "snmp_trap",
"href": "/api/alert/vl/alerts/actions/actions-001
/action-000"
i
"action-001": {
"address": "admin@example.com",
"handler": "email",
"href": "/api/alert/vl/actions/actions-001
/action-001",
"subject": "Phone Home Alert"
i
"support_bundle_build_failed": true,
"support_bundle_sent": true,
"support_bundle_upload_failed": true
i
{

NEEIRIRFR
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"action": "actions-002",
"category": "thresholds",
"href": "/api/alert/vl/actions/actions-002",
"action-000": {
"address": "admin@example.com",
"handler": "email",
"href": "/api/alert/vl/actions/actions-002
/action-000",
"subject": "CPU Busy Alert"
}
"thresholdid": "b182ca05-53d3-6604-b874-ec353335704d"

RERNEIRIR(E

Lan L RKUTF L ERFFER S, Bl {OREEENERIEF.
BRI

GET /api/alert/vil/actions/actions-002 HTTP/1.1

MRz 3

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 331

{
"action": {
"category": "thresholds",
"href": "/api/alert/vl/actions/actions-002",
"action-000": {
"address": "admin@example.com",
"handler": "email"
"href": "/api/alert/vl/alerts/actions/actions-002
/action-000",
"subject": "CPU Busy"
1
"thresholdid": "b182ca05-53d3-6604-b874-ec353335704d"

IR E IR

HIEBE—EE ISON WRAIVEIRIZ(E PosT 15KET, HA0H /api/alert/v1/alerts/actions
RIXRIEE M. HAULE category BMLUAERECIZIIRELE, EXATRA LN
FRE R category {8, 1EEM CLI X1,

TEIHEEM category H:

nad"
a1l
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"appliance_software"
"backup"

"cluster"

"custom"

"hardware"
"hardware_faults"
"ndmp"

"network"
"replication"
"replication_source
"replication_target"
"restore"

"scrk"

"shadow",

"omf"

"thresholds"
"zfs_pool"

BERRH:

POST /api/alert/v1/actions HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-Session: uerqghq84vbdv
Content-Type: application/json
Content-Length: 30

n

{"category": "hardware_faults"}

e 27~ 51 -

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 118

Location: /api/alert/vi/actions/actions-006

{
"action":
"href": "/api/alert/vil/actions/actions-006",
"category": "hardware_faults",
"all_hardware_faults": true
}
}

IZEEIRIR(E

AEE &IX HTTP PUT IR EMEBME list SnREIN—LE 4,

BRI

PUT /api/alert/vl/actions/actions-001 HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-Session: uerqghqg84vbdv

Content-Type: application/json

Content-Length: 30

{"support_bundle_sent": false}

MRz 3
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HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 195

{
"action": {
"href": "/api/alert/vl/actions/actions-001",
"category": "scrk",
"support_bundle_build_failed": true,
"support_bundle_sent": false,
"support_bundle_upload_failed": true
}
}

MIBRE kiR (E

BRI ZIRIZIE href TIRLE href ZIX HTTP DELETE IR AIMIFRIEENZ R, IR
BIMERZ /9 HTTP K7 204 (No Content),

ERTGI:

DELETE /api/alert/vl/actions/actions-003 HTTP/1.1

Authorization: Basic abcd123MwWE=
Host: zfs-storage.example.com:215

e Rz 7~ 151 -

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

TR EM B

B MR BB WA SN ERIZETIRF,

eIEERIE

IR ERIB AN M ERIZEA P,

BERTA:

POST /api/alert/v1/actions/actions-001 HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-Session: uerqghq84vbdv

Content-Type: application/json

Content-Length: 68

{"address": "admin@example.com", "handler": "email", "subject":"CPU Busy"}

MRz 3
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HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 177

Location: /api/alert/vl/actions/actions-001/action-001

{
"action":
"href": "/api/alert/vl/actions/actions-001
/action-001",
"handler": "email",
"address": "admin@example.com",
"subject": "CPU Busy"
}
}

IZEEIRIR(E

IR E R BN B EIRIR(E,
BRI

PUT /api/alert/vl/actions/actions-001/action-000 HTTP/1.1
Host: zfs-storage.example.com:215

X-Auth-Session: uerqghqg84vbdv

Content-Type: application/json

Content-Length: 28

{"address": "admin@example.com"}

el Rz 7~ 451 -

HTTP/1.1 202 Accepted

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 176

X-Zfssa-Version: user/generic@2013.06.08,1-0

"action": {
"href": "/api/alert/vil/actions/actions-001
/action-000",
"handler": "email",
"address": "admin@example.com",
"subject": "CPU Busy"

MEREHRE(FIE

STFATENEIRIENE, ATMBREDIEE ERFF—TSE, BEURE href BIEAE

DELETE &R,

MIFRIR I ERIIE KRB :
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DELETE /api/alert/v1/actions/actions-001/action-000 HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-Session: uerqghq84vbdv

HTTP/1.1 204 No Content
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Analytics RS

A Analytics, BJAREIRKHN EREMAIHES URIBREIEUMRRLR, &AL
PATIHEAYSAE, WRILAMITRERAS 4o Analytics £/ DTrace RIS EIRE KRS IHE

B, MMSHEERFUERNENEHITIFAD .

Analytics 85 %

ATIREXLL T Analytics BRSS, MI3EJT http://hostname/api/analytics/vi1.0/o

®27 Analytics f7 %
IER HINEIERTR Janalyticsivl BiEA
GET R /analytics/vl HIH Analytics BRSB1E 2
POST /worksheets BUEEHTEY Analytics #(3EEE
GET /worksheets/worksheet JREVIEEH Analytics #UIRER &
GET /worksheets FHHFFE Analytics FIBEEITR
PUT /worksheets/worksheet BRI TERY Analytics FIBEITR
DELETE | /worksheets/worksheet HBIEENTIERIR
PUT /worksheets/worksheet/suspend A TIERVIESE
PUT /worksheets/worksheet/resume ME A TIEREUESE
POST /worksheets/worksheet/datasets BB TIEREIESE
GET /worksheets/worksheet/datasets/dataset REGEEN LIEREUEERE M
GET /worksheets/worksheet/datasets FILATE TIEREUBENR
PUT /worksheets/worksheet/datasets/dataset BEIEEN TIERMIBENR
DELETE | /worksheets/worksheet/datasets/dataset HEBIEENEIRENR
POST /datasets BUEEHTEY Analytics #1EEE
GET /datasets/dataset JREVIEEH Analytics #UIRER &
GET /datasets FHHFFE Analytics FIBEEITR
PUT /datasets/dataset BRI ERY Analytics FIBEITR
DELETE | /datasets/dataset HEBRIEERNEIREENR
PUT /datasets HIERMEFMEHIES
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&R MmN EIERTR Janalyticsivl BiEA

PUT /datasets/dataset/data REFLHEE (NRKRER)

DELETE | /datasets/dataset/data BLATE KLE] FVEURE MIEEIBE bR
GET /settings HI Analytics &

PUT /settings {EEX Analytics IR &

Analytics 1% &

TERPHERHNBEATERERE DTHRE. REBIEEREVNFHRURIZEENS

EIRREL,

B i5%BR

retain_second_data SEIENERGER (D)
retain_minute_data FOWEIENRBER ()
retain_hour_data BEIBRRBIER (et)
hostname_lookup N B TR

KRB E
BB TRER S 4T R Y KB 1,

BRI

GET /api/analytics/vi1/settings HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: zfs-storage.example.com:215
Accept: application/json

LR

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 131
X-Zfssa-Analytics-Api: 1.0

{
"settings": {
"href": "/api/analytics/v1l/settings",
"retain_hour_data": 600,
"retain_minute_data": 400,
"retain_second_data": 200,
"hostname_lookup": true
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BugE

BRURBE <A TELL Analytics IRE, FIINHIEREEM TN B EHLRE,

BRI

PUT /api/analytics/v1/settings HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: zfs-storage.example.com:215
Content-Type: application/json
Content-Length: 60

{"retain_hour_data":600, "retain_minute_data":400, "retain_second_data":200,
"hostname_lookup":true}

ZR:

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 101
X-Zfssa-Analytics-Api: 1.0

{
"settings": {
"href": "/api/analytics/v1l/settings",
"retain_hour_data": 600,
"retain_minute_data": 400,
"retain_second_data": 200,
"hostname_lookup": true

Analytics T{E%&

THERRAGIHEREFIERR BUI BR. AJUERSHSHRITER, HrRIUATHE
KIEE—MIEARFZIEREUEES, RELFRX—IREREIXFREIT N
SFOHE BHITIIEIEME, XERERBASIFBHKAIREMTANRIEE . TEXR
LA ATEEM BUl FREBHIIER,

TRETRT Analytics TIERFPEANEM.

B BiEA

ctime BIRLL T YEZRAVET (B0 B A
mtime Lorigekit T fER AT E1F] B &A
name L TERBFR

owner W THERAEE

uuid L TEREE A —IRIRRT
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FIHTER

FHHEECEBIFTE Analytics T1ER,
=GN K

GET /api/analytics/vi/worksheets HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: zfs-storage.example.com:215

Accept: application/json

MRz 1

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{
"worksheets": [{
"href": "/api/analytics/v1/worksheets/ab59bcbc...",
"uuid": "ab59bcbc-080a-cfla-98c9-9f485bc3a43d"
AL
"href": "/api/analytics/v1l/worksheets/bb3ee729...",
"uuid": "bb3ee729-080a-cfla-98c9-9f485bc3a43d"
1
}

FXEX Analytics T{E%&

FREXEE Analytics TEZR,

BERRH

GET /api/analytics/v1/worksheets/ab59bcbc-080a-cfla-98c9-9f485bc3a43d
HTTP/1.1

Authorization: Basic ab6rt4psMwE=

Host: zfs-storage.example.com:215

Accept: application/json

MRz

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{
"worksheet":
"ctime": "Thu Jun 13 2013 02:17:14 GMT+0000 (UTC)",
"href": "/api/analytics/vl/worksheets

/ab59bcbc-080a-cfl1a-98c9-9f485bc3a43d",
"mtime": "Sun Jun 23 2013 16:22:01 GMT+0000 (UTC)",
"name": "myworksheet",
"owner": "root",
"uuid": "ab59bcbc-080a-cfla-98c9-9f485bc3a43d"
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BIETER

BT Analytics T{ER,
TERTBGI:

POST /api/analytics/vl/worksheets HTTP/1.1
Authorization: Basic ab6rt4psMwE=
Content-Type: application/json
Content-Length: 26

{"name": "myworksheet"}

ZR:

HTTP/1.1 201 Created
Content-Length: 280
Location: /api/analytics/vl/worksheets/bb3ee729-4480-4609-89b2-fae2dcO16bec

"worksheet": {
"uuid": "bb3ee729-4480-4609-89b2-fae2dcOl6bec"
"name": "myworksheet",
"owner": "root",

"ctime": "Fri Aug 23 2013 20:35:00 GMT+0000 (UTC)",

"mtime": "Fri Aug 23 2013 20:35:00 GMT+0000 (UTC)",

"href": "/api/analytics/vi/worksheets
/bb3ee729-4480-4609-89b2-fae2dcO16bec"

EmBAILER

EHBRENIIER.

BRI

PUT /api/analytics/vil/worksheets/a442e761-4048-4738-b95f-be0824d7ed09
Authorization: Basic ab6rt4psMwE=

Content-Type: application/json

Content-Length: 26

{"name": "test"}
L) it N

HTTP/1.1 202 Accepted

Date: Tue, 20 Dec 2016 00:33:06 GMT

Server: Twistedweb/192.0.2

Content-Length: 279

X-Zfssa-Version: user/generic@®2013.06.05.7.0,1-1.12
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X-Zfssa-Analytics-Api: 1.1
X-Zfssa-Api-Version: 1.0
Content-Type: application/json; charset=utf-8

"worksheet": {
"href": "/api/analytics/vl/worksheets/a442e761-4048-4738-b95f-be0824d7ed09",
"uuid": "a442e761-4048-4738-b95f-be0824d7ed09",
"name": "test",
"owner": "root",
"ctime": "Wed Dec 14 2016 03:58:28 GMT+0000 (UTC)",
"mtime": "Tue Dec 20 2016 00:25:57 GMT+0000 (UTC)"

HETER
HER Analytics TFR. TEUREIR, TERJ[MBIELIERITIAR, EHRILIGER href
FFARIREY uuido LR L EVITHS AT TIFRRY CLI ss < YT HHEILED,

BERRH:

DELETE /api/analytics/vl/worksheets/name=myworksheet HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Content-Type: application/json

Content-Length: 26

MRz 7

HTTP/1.1 204 No Content
X-Zfssa-Analytics-Api: 1.0

FIH TIERMIES

FIHIEER TIERP A HIESE.
TRERTHESEEPERNEML,

B WiRA

name HEIBEENRERITHEEMNEBM

drilldowns THEAREET (OIRB)

seconds RS BREIFDEL
BRI

GET /api/analytics/vi/worksheets/name=myworksheet/datasets HTTP/1.1
Authorization: Basic ab6rt4psMwE=
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Host: zfs-storage.example.com:215
Accept: application/json

I LIERERIESE

B TIEREIES.
BERRA:

POST /api/analytics/vl/worksheets/name=myworksheet/datasets HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Content-Type: application/json

Content-Length: 26

{"name": "nfs4.ops", "seconds": 300}

ZR:

HTTP/1.1 201 Created

Content-Type: application/json

X-Zfssa-Analytics-Api: 1.0

Location: /api/analytics/vl/worksheets/name=me/datasets/nfs4.ops
Content-Length: 162

"dataset": {
"href": "/api/analytics/vl/worksheets/name=me/datasets/dataset-008",
"name": "nfs4.ops",
"width": o,

"drilldowns": [],
"seconds": 300,
Iltimell : nn

B TIERMIBEE

BB T ERIIES.

BRI

PUT /api/analytics/vi/worksheets/name=myworksheet/datasets/dataset-008
HTTP/1.1

Authorization: Basic ab6rt4psMwE=

Content-Type: application/json

Content-Length: 26

{"seconds": 60}
LR
HTTP/1.1 202 Accepted

Content-Type: application/json
Content-Length: 161
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X-Zfssa-Analytics-Api: 1.0

{
"dataset": {
"href": "/api/analytics/vl/worksheets/name=me/datasets/dataset-008",
"name": "nfs4.ops",
"width": o,
"drilldowns": [],
"seconds": 60,
Meime': M
}
}

Analytics $iESE

Analytics IBEFHAUTE M. Ff suspended LUSMIFIE HBEMEARTZ,

B A
name I HIBENRERITERNEM
grouping it ERFRE4A
explanation [RESiHE SR
incore RSB EUERN F T 5K
size 1R FRBUREHIRRNF T
suspended EBTREIRE LR RS A T EHERESNARE
activity FEIBSEEMNE
FIF#ES:

m  arc.accesses[hit/miss]
m  arc.]2_accesses[hit/miss]
m  arc.]2_size

m  arc.size

m  arc.size[component]

m  cpu.utilization

= cpu.utilization[mode]
m  dnlc.accesses[hit/miss]
= fc.bytes

= fc.ops

= ftp.kilobytes

= http.regs

= io.bytes
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= io.bytes[op]

m  jo.disks[utilization=95][disk]
m  i0.0ps

m  jo.ops[disk]

= jo.ops[op]

m  iscsi.bytes

®  iscsi.ops

®m  metacap.bytesused

®  metacap.percentused
= ndmp.diskkb

= nfs2.ops

= nfs2.ops[op]

= nfs3.ops

= nfs3.ops[op]

= nfsd.ops

= nfs4.ops[op]

= nfs4-1.ops

= nfs4-1.bytes

= nic.kilobytes

= nic.kilobytes[device]
= nic.kilobytes[direction]
= sftp.kilobytes

= smb.ops

= smb.ops[op]

e HESE

FIHFrEECERY Analytic #HEE.
BERRA:

GET /api/analytics/vl/datasets HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: zfs-storage.example.com:215
Accept: application/json

ERRG:

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 237
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X-Zfssa-Analytics-Api: 1.0

{

"datasets": [{
"dataset": "dataset-000",
"href": "/api/analytics/vl/datasets/arc.accesses[hit/miss]",
"name": "arc.accesses[hit/miss]"

H
"dataset": "dataset-001",
"href": "/api/analytics/vl/datasets/arc.12_accesses[hit/miss]",
"name": "arc.l2_accesses[hit/miss]",

Ao
"dataset": "dataset-002",
"href": "/api/analytics/vl/datasets/arc.12_size",
"name": "arc.l1l2_size",

H
"dataset": "dataset-003",
"href": "/api/analytics/vl/datasets/arc.size",
"name": "arc.size",

H
"dataset": "dataset-004",
"href": "/api/analytics/vl/datasets/arc.size[component]",
"name": "arc.size[component]",

A

H

}

IRENEES
RV HIBENEL

BERRA

GET /api/analytics/vil/datasets/nfs4.ops HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: zfs-storage.example.com:215

Accept: application/json

R

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{

"dataset": {
"activity": "none",
"dataset": "dataset-030",
"explanation": "NFSv4 operations per second",
"grouping": "Protocol",
"href": "/api/analytics/vl/datasets/nfs4.ops",
"incore": 296128,
"name": "nfs4.ops",
"size": 53211540,
"suspended": false
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BIELRIES

BB BIES,

ERRA

POST /api/analytics/vl/datasets HTTP/1.1
X-Auth-User: root

X-Auth-Key: password

Content-Type: application/json
Content-Length: 26

{"statistic": "test.sine"}

LERT:

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 200

Location: /api/analytics/vl/datasets/test.sine

"dataset":{
"href": "/api/analytics/vl/datasets",
"name": "test.sine",
"grouping": "Test",
"explanation": "sine per second",
"incore": 34752,
"size": 31912,
"suspended": false,
"activity": "none"

(15165 €77

B EiEE <A TEHENME 2 MBS EIEIE
HEIERRH:

POST /api/analytics/vl/datasets/nfs4.ops

{"suspended": true}

MEIERRH:

POST /api/analytics/vl/datasets/nfs4.ops
{"suspended":false}

MRz 3

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 228
X-Zfssa-Analytics-Api: 1.0
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"dataset" {

"suspended": false

HERES
HRIIBLE,
ERRAI:

DELETE /api/analytics/vl/datasets/test.sine HTTP/1.1

MRz 7

HTTP/1.1 204 No Content
X-Zfssa-Analytics-Api: 1.0

RIFERIES

REFHIES,
BERRA:

PUT /api/analytics/vl/datasets/nfs4.ops/data

MRz 7

HTTP/1.1 202 Accepted

i€ €t 6

TRERT ERSBUESEERNEITS S,

B8 A

granularity MEKIEE, RTLURKIEE(E second. minute B¢ hour MIEXEIBENBIEIE.

endtime MERTELARE endtime Z BIUREERIELIE. endtime B—> ISO 8601 BYial/H
HAF AT (5030 20130531T01:13:58) o

BRI

DELETE /api/analytics/vl/datasets/nfs4.ops/data?granularity=hour
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MRz 3

HTTP/1.1 204 No Content

IRENEAE SR 24
M Analytic $UBSETREVIE, SHOBEHIHIBNMHERIE,
TRERT AFRIMEESENETFHENS IS,

S gLz
start FHIEUREE RIS IERYBTE], BAINED HHIBY(EL
seconds WSS GIBIRIFL . BUAMER 1. WIRIEE T span M interval B4,
M= 728 seconds B,
span UREEREBIEIBRYIFSEATIE] . minute. hour. day. week. month I¥ yearo
granularity ELATESEE AR EEUE R AR X AR
. minute. hour. day. week. month 3 year,

WRKIRME start B, WFBHENEE N HFIEEIREIEEFFIEIERIFIEK
(seconds). start BYB] RNEEEIGRETE], WNRURELIBFI TRV M SEEIER O] BT (8] #p
T HAIRE, RSFFEFESMECOIRETE, AEHRERIE,

BORMNELIE, 15ER span M granularity S8MESE, EAT span
granularity BY, &8 seconds &%, R span M granularity FRME—SEE
AREH, NSZBEIERANE seconds B, MNRIBEBRAEHAARZT L, BET

£81%HE "Input span and granularity are not supporteds
TERGFRER T 0@ span M granularity SEESER:

n W18 span A minute, M granularity FEER minuteo

Y18 span A hour, M granularity BJLLE minute 3 houro

= Y18 span & day, M granularity BJLUE minute. hour 3% dayo
n W18 span /9 week, M granularity BJLAE hour. day 3¢ weeko

n Y18 span A month, M granularity ATLLZE day. week % month,
» 08 span A year, M granularity AJLLE week. month 5§ years

TRER T REMHSIESESIER T,

B iR
startTime IR [E] #9585 — N EEGIRYBY 8]
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Bt R

sample REIRYE— P EFIBIEFIZRS
data FEILHELR

min ERRENEANESH&/IVE
max ERENEANSHRAE

startTime BT AU TR Z—:

= ISO 8601 BY[E)/HEA=FRTE (5190, 20130531T01:13:58)
» #FIR3S
n XARFERFE now

AT E&E = RS EBURERIE R A

GET /api/analytics/vil/datasets/nfs4.ops%5Bfile%5D/data?start=now&seconds=3 HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: zfs-storage.example.com:215

Accept: text/x-yaml

LR

HTTP/1.1 200 OK

Content-Type: text/x-yaml
X-Zfssa-Analytics-Api: 1.0
Transfer-Encoding: chunked

data:
- sample: 239024557
data:
value: 5
startTime: 20130912T721:42:38
samples: 239024558
- sample: 239024558
data:
value: 15
startTime: 20130912T721:42:39
samples: 239024559
- sample: 239024559
data:
value: 25
startTime: 20130912T721:42:40
samples: 239024560
size: 3

BT WE—ARE XKL HIERNITRTAE:

GET /api/analytics/vil/datasets/nfs4.ops%5Bfile%5D/data?
start=239024557&span=week&granularity=day
HTTP/1.1
Authorization: Basic ab6rt4psMwE=
Host: zfs-storage.example.com:215
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Accept: text/x-yaml

SRR

HTTP/1.1 200 OK

Content-Type: text/x-yaml
X-Zfssa-Analytics-Api: 1.0
Transfer-Encoding: chunked

data:

- sample: 239024557

data:
value: 5

max: 79
min: 0]
startTime: 20130912T721:42:38
samples: 240074328

- sample: 239110957
data:
value: 15
max: 150
min: 1
startTime: 20130913T721:42:38
samples: 240074328

- sample: 239629357

data:
value: 25
max: 120
min: 2
startTime: 20130914T721:42:38
samples: 240074328
size: 7

Analytics fR$
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FEFARSS

ATTBEM RS, NAEMAGEIE,

BESTHTRENENEERERAR,

%28 B
ER MihNZIE&4E Ihardwarelvl BiEA
GET /cluster RENBEE B MM B TRIRTIR
GET /cluster/resources/resource:path REEE B SR RNEMS
PUT /cluster/resources/resource:path B EMBEERR
PUT /cluster/failback ?g@ﬂéﬁﬁ%ﬁ%iﬁ%ﬂ@ﬁﬁ BHRREHBRITHE
PUT /cluster/takeover BEMB N IRABENEIRENEL
PUT /cluster/unconfigure EUHB RIS BN RENIERECE
GET /cluster/links IRENBEEE RUERRNRTS
PUT /cluster/setup PATHIABE RIS E

RINEEEE M
RENHAIBFERE RS EREE M.
ERTBGI:

GET /api/hardware/v1/cluster HTTP/1.1
Authorization: Basic abcd45sMWE=
Host: zfs-storage.example.com:215
Accept: application/json

MRz 3

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 529

EHIRS 63



BE

64

X-Zfssa-Api: 1.0

{
"cluster": {
"description": "Clustering is not configured",
"peer_asn": "",
"peer_description": "",
"peer_hostname": "",
"peer_state": "",
"resources": {
"net/ixgbe0": {
"details": ["ipaddr-1"],
"href": "/hardware/vil/cluster/resources/resources/net/ixgbe0",
"owner": "adminil",
"type": "singleton",
"user_label": "Untitled Interface"
}
"zfs/zfs-storage-1": {
"details": ["821G"],
"href": "/hardware/vl/cluster/resources/resources/zfs/zfs-storage-1",
"owner": "adminl",
"type": "singleton",
"user_label": ""
}
}
"state": "AKCS_UNCONFIGURED"
}
}

REBI R AR

IRIEBF SR RRRY href B1E, ATLURENZBEMEREFRRIIBE, LAIRERITETA

#IR: /hardware/v1/cluster/resources/resources/zfs/zfs-storage-1 I /hardware/v1/cluster/

resources/resources/net/ixgbe0o

BB R R R

LRGSR BEIRER, JUERLGLEREIEERRNREL. AXESZER, &

2 CLI ”configuratlon cluster resources"s

BEmT

BETIFN®SHE failback. takeover unconfigureo FiEfmSHmBER
TREH PUT IEK, HI EZmSHEIR, KNG, XLa$ERE] HTTP R 202

(Accepted),
HIEmERIELUIRES HHIT. 2 REST EFHIEM PUT 85

RIEHEMEBERE, =

AT EIER Z fEiR[E] HTTP IR 202 (Accepted), BRI REBI MR EREE

1@E¥$3|ku5§ﬂ£u,m|zﬂ |‘}\E #Eo
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BRI

PUT /api/hardware/v1l/cluster/failback HTTP/1.1
Authorization: Basic abcd123MWE=
Host: zfs-storage.example.com:215

HZRH:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

WMRBERVTFERRST, TEEZHS, WRE HTTP IKE 409 (Conflict),

BRERHERS

LtEr R EIBFE R AV H AR RS, HitH 5 aksh #3<¥ "configuration cluster links" HY%4]
HAEE, BNEEITHEGEZAETIGS, URREEREZLE#, BITIREZ
A, PREHEREN LT AKCIOS_ACTIVE K.

BERRH:

GET /api/hardware/v1/cluster/links HTTP/1.1
Authorization: Basic abcd123MwE=

Host: zfs-storage.example.com:215

Accept: application/json

MRz

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 181

"links": {
"clustron2_embedded:0/clustron_uart:0 = AKCIOS_TIMEDOUT\n
clustron2_embedded:0/clustron_uart:1 = AKCIOS_TIMEDOU\n
clustron2_embedded:0/d1lpi:® = AKCIOS_TIMEDOUT"

IRBEE

setup cluster SR AIARRIGEVIATEE, FIEEEEEREN LT AKCIOS_ACTIVE
RS, BERATANERERANERETHITERE, TN SRHEY.

BRI

PUT /api/hardware/vil/cluster/setup HTTP/1.1

Authorization: Basic abcd123MwE=

Host: zfs-storage.example.com:215
Accept: application/json
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]k

66

{"nodename": "zfs-storage-2", "password":

HZR:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

"password"}

e fren < BT HRBUSEE AT R,

=29 e
Bk MIINZEIE&RTR Ihardwarelv1.0 L]
GET /chassis FIH A
GET /chassis/chassis REUEEREHAEEYT
PUT /chassis/chassis BEIEE B IIFAEE
GET /chassis/chassis/fru_type HI| L BB AN FE 4R 1
GET /chassis/chassis/fru_type/fru REEENNFELSEHS
PUT /chassis/chassis/fru_type/fru EREH I FEA SR

FIhH48

get NIFEMTAXERERSE, SERERFHENRHNTIR. GTHRIAITE, FiRE

HTTP JRZ 200 (OK)o

B E3id) L

name string HFEZR

model string VRS

manufacturer string AEHER

serial string RIS

revision string MAEEITERR

part string AEREGS

type string MFaFEHERE

faulted boolean HEIE AT

fru string VIFEH FMRI R

uuid string 178 uuid FRIRFF
BRT:
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GET /api/hardware/vil/chassis HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

MRz 1

HTTP/1.1 200 OK
Content-Length: 788
Content-Type: application/json
X-Zfssa-Appliance-Api: 1.0

"hardware": [{
"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-000",
"manufacturer": "Oracle",

"model": "Oracle ZFS Storage ZS3-1",

"name": "cairo",

nrpmn. n__n
. ’

"serial": "1211FM200C",
"type": "system"

oL
"faulted": false,
"href": "/api/hardware/vl/chassis/chassis-001",
"locate": false,
"manufacturer": "Oracle",
"model": "Oracle Storage DE2-24C",
"name": "1235FM4002",
"part": "7046842",
"path": 2,
"revision": "e@10",
"rpm": 7200,
"serial": "1235FM4002",
"type": "storage"
}I
"faulted": false,
"href": "/api/hardware/vl/chassis/chassis-002",
"locate": false,
"manufacturer": "Oracle",
"model": "Oracle Storage DE2-24P",
"name": "50050cc10c206b96",
"part": "7046836",
"path": 2,
"revision": "e@10",
"rpm": 10000,
"serial": "50050ccl1l0c206b96",
"type": "storage"
1

IREXHFELH

tbar L REEENETFRIFREEGA N, LHINTRE,

(OK)o
AR

GET /api/nas/vi1l/chassis/chassis-001 HTTP/1.1
Host: zfs-storage.example.com

1R [E] HTTP IRZ 200
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68

Accept: application/json

MRz 3

HTTP/1.1 200 OK

Content-Type: application/json

{
"chassis": {
"type": "storage"
"faulted": false,
"href": "/api/hardware/vl/chassis/chassis-001",
"locate": false,
"manufacturer": "Oracle",
"model": "Oracle Storage DE2-24C",
"name": "1235FM4002",
"part": "7046842",
"path": 2,
"revision": "0010",
"rpm": 7200,
"serial": "1235FM4002",
"disk": [{
"device": "cOt5000CCAO1A76A2B8dO",

"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-000",
"interface": "SAS",

"label": "HDD 0",

"locate": false,

"manufacturer": "HITACHI",

"model": "H7230AS60SUN3.0OT",

"pathcount": 4,
"present": true,

"revision": "A310",

"rpm": 7200,

"serial": "001210R37LVD YHJ37LVD",

"size": 3000592982016,

"type": "data",

"use": "peer"
Ao

"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-001",
Ao

"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-002",
o

"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-023",
N

"fan": [

{

"href": "/api/hardware/vl/chassis/chassis-001/fan/fan-000",
oo o

"href": "/api/hardware/vl/chassis/chassis-001/fan/fan-007",
N

"psu": [

{

"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-000",
Ao

"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-001",
i

"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-002",
Ao
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"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-003",

B
"slot": [{
"href": "/api/hardware/vl/chassis/chassis-001/slot/slot-000",
"href": "/api/hardware/vl/chassis/chassis-001/slot/slot-001",
B

IRENEE(FEH 1

tban L REIENMEFAMPRENE. spLMIINITE, RiRE HTTP A7 200 (OK), il
MR EE TRPEEHATE T,

Bt 3] WiER

device string FRU &% ID

faulted boolean HAREIET FRU 25 R EHPE

fru string FRU B FMRI &R0

interface string FRU #&[O2£8

label string FRU U E&

locate boolean & R E RIS TRAT

manufacturer string FRU #li&m

model string FRU &S

part string FRU Zp4S

present boolean FRU £ _ERSIERAT

rpm number HWERFF RMP ((UERFHEE)

serial string FRU F515

size number FRU K/ (B=)

type string AL R

use string AHERIERRE
TERTGI:

GET /api/hardware/vl/chassis/chassis-001/disk/disk-011 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

Me) Rz 7~ 451 -
HTTP/1.1 2600 OK

Content-Type: application/json

"disk": {
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"device": "cOt5000CCAO1A764FBOdO",

"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-011",
"interface": "SAS",

"label": "HDD 11",

"locate": false,

"manufacturer": "HITACHI",

"model": "H7230AS60SUN3.0OT",

"pathcount": 4,

"present": true,

"revision": "A310",
"rpm": 7200,
"serial": "001210R322ED YHJ322ED",

"size": 3000592982016,
"type": "data",
"use": "peer"

BERA GBI

AlfE A PUT IR EEGAGF FIRERBMN. HIIIEREIR[E] HTTP R 201
(Accepted) LA fEF JSON VA HE M

BRI

PUT /api/hardware/v1l/chassis/chassis-001/disk/disk-011 HTTP/1.1
Host: zfs-storage.example.com:215

X-Auth-User: root

X-Auth-Key: password

Accept: application/json

Content-Type: application/json

Content-Length: 16

{"locate": true}

JSON MRz

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Length: 403
Content-Type: application/json

"disk": {
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-011",

Ry
"locate": true
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A0 A
HE&5S

HEmR<SHTEIEE CLI "maintenance logs" R THAIARE. EXZFMRZSEENE

B

N )

BIEAEHN<

TRERTINEAREEREH S,

;iu tii EEi IThXY

S 0ARSE APl

& 30 EEHEHT
BER FnZE&4R lapillogivl 1588
GET {1 R /api/log/vl I HERSHS
GET /logs HIHPTE A&
GET Nlogs/?start=index/time&limit=entry limit REUAEEENAERE
GET /logs/alert FILAEEIRAS
GET /logs/alert?start=index/time&limit=entry limit REUEESEENBERE
GET /collect THRERSKENES
GET /collect?start=index/time&limit=entry limit TEEECETHERENES

ey Ihig&E ENFERTARS. 818
— R BENIER.

SH=REZATFNFERENHPRG

i - A HF depth EESEF match_property-name=value ZiBBEK,
p

BERRH

GET /api/log/v1/logs HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host:

zfs-storage.example.com:215
Accept:

application/json

LERT:
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HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 532
X-Zfssa-Api: 1.0

{
"logs": [

{
"href": "/api/log/v1/logs/fault",
"name": "faults",
"size": 16,
"updated": "20130614T22:51:48"

H

{
"href": "/api/log/v1/logs/audit",
"name": "audits",
"size": 460149,
"updated": "20130730T22:10:41"

H

{
"href": "/api/log/v1l/logs/alert",
"name": "alerts",
"size": 13054,
"updated": "20130728T00:06:10"

H

{
"href": "/api/log/v1/logs/phone-home",
"name": "phone-home",
"size": 249,
"updated": "20130730T03:22:35"

H

{
"href": "/api/log/v1l/logs/system",
"name": "system",
"size": 344,
"updated": "20130724T03:21:55"

}

1
}

RENASEFE

AILMEEERIRE BSTREIAEFRE. 81MEEFEEHRMEZ5K BB E/EELIR
ASHENABTEL,

# - RIEASHHE, RIANBEFREAIESEARNFREIMAR A, BUIF CLI FthF
ERIRE, BIRENVFAERSAE, BHEAEERSHL” [711FHEIRE collect

BRI
S 38R
start=index FARIEBLAERS|/AYELREIRE
limit=number PRALREINHER B
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ERERSIZIAEN 0, RNREIERNE—ITHE. LERARFARBEURKTFHET
HEKXK/NE, EIRES | UEEFERE; 190 20130724T03:21:55,

i - REST {X#%% UTC Btjal, AMEREFHAIE— AU LN EE, IBETSHRE
HMEREIRERZRS IR, REESRFIHNAEIFTRERNETHE, BENEE
HETBILENREE,

ERRA

GET /api/log/vi1/logs/audit?limit=4&start=1000 HTTP/1.1
Authorization: Basic abcd45sMWE=

Host: zfs-storage.example.com:215

Accept: application/json

LR

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
X-Zfssa-Api: development
Transfer-Encoding: chunked

{
"logs": [

{
"address": "192.0.2.0",
"annotation": "",
"summary": "User logged in",
"timestamp": "20131022T22:54:19",
"user": "root"

A
"address": "192.0.2.0",
"annotation": "",

"summary": "Destroyed share \"zfs-storage-1:tst.volumes.py.34111.project/tst.
volumes.py.34111.1un.7\"",
"timestamp": "20131022T22:52:34",
"user": "root"
A
"summary": "Joined workgroup \"RESTTESTWG\"",
"timestamp": "20131022T22:54:23",
"user": "<system>"
A
"address": "192.0.2.0",
"annotation": "",
"summary": "User logged in",
"timestamp": "20131022T22:54:19",
"user": "root"

THAE

THETSRE—MER gzip E4EH tar X, HPEESFRERSKAE. XHEESR
MIZE A logs.tar.gz, HTFEHIER LN IRHAHLURMNALIER, EILTERE TH,
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THAE

THAE

MRNFTH—NEAETEE, WaREEBIFFMMNE collect TR, WMERFFIR. BEH
XARLORBI R EIZIZ P, WNRIERHTT gzip £48, WIFA gzip EEXAHo
HtEERBARZR, o2,
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EXMECE

PEZEn <

TN BNMLZ A TEENSMIUNIRE, UREEMSESIEER. EOMBKH,

EXMBECETNRE R F B XMIEMLS R O EE S RIS E, CIESHRES. EM
NIC (virtual NIC, VNIC). EE#X LAN (virtual LAN, VLAN) M1 %R, FAGRILURXLE
HRABEXEEIEDN 1Pv4 § 1Pve Hitlk, UERFIEZERAA LN MHEIBRS.

AENEEERNNMARMES

IR E XN TR IEMELEZDS InfiniBand _ERY IP (IP on InfiniBand, IPoIB) 43 XAY
EYBE e S

n  BUREERR — AXFIRWEIE G EARLN, BIBERIUSIEE (BMIEMEKiRC)
1B HX——XIR, HEERTLUE X AEMIGEMEIEERAMNES. VLAN
VNIC ##Es% K.

» EO-IP RENIUNESLEE, 849 1P FOBMS—MEUERERXEE, BTN
BEHEMZEOR 1P 2K (IP MultiPathing, IPMP) £,

» REH-—IPRERE, BTEHRSY P BIEENER S .

EMARE R, WKigERTRIES; ENREREENRE. BURERES 2 BE
i, wAeEZEN], LUER LACP FIRENAEXEMLIRE. HORH 3ELE, &
BB BIEER RN 1P IRE, RAENEROIRED AR NERD : HIEERI NS
2 FIRE, BONNE 3 RIEE,

P4 R HE R

MRS e < A A T EIRIRE ERBURRER. ERILFIH. Eok. SIZMMEREE
HERR H R0

x31 LR TERR TS
ER HBNZIE&42 Inetworkivl L
POST /datalinks B FTEI ML ERIE HERS

B 75



LR SR HERR

ER HiHNZIEE1E Inetworkivl BiEA
GET /datalinks/datalink REVEE RIS EUR R E M
GET FIE B RS SRR IT R
PUT /datalinks/datalink BEEE R B EIRER R
DELETE | /datalinks/datalink HRIEEHIEERN R
*® 32 YRR SRR R
B 3} L
class string “device” (“immutable™)
label NetworkLabel LS
links ChooseOne FEBK [igb1". "igh0". "ixgbe2". "ixghe3". "igb4". "
igh3". "ixgbel". "igh2". "igb5"]
jumbo Boolean fEA E&M ["true". "false"] ("deprecated")
mtu Positivelnteger BRARIEETT (Max transmission unit, MTU)
speed ChooseOne $ERLRFE ["auto”. "10". "100". "1000". "10000"]
duplex ChooseOne FEREXN T ["auto". "half'. "full"]
%33 VNIC i& & #iEERE T
B 3t} BiEA
class string "vnic" ("immutable")
label NetworkLabel TR
links ChooseOne FEBK ["ixgbe0"]
mtu Positivelnteger BAZHEIT (Max transmission unit, MTU)
id VLAN VLAN ID
&34 VLAN & & HIERRE Y
B 3} L
class string "vlan" ("immutable")
label NetworkLabel LS
links ChooseOne HERR ["ixgbe0"]
mtu Positivelnteger BRAZHEIT (Max transmission unit, MTU)
id VLAN VLAN ID
%35 EFR AN EMIRIIERY
B Eid) i5ER
class string "aggregation" ("immutable")
label NetworkLabel LS
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LR SR HERR

B 3] BiEA
links ChooseN HE3& ["igh1". "igh0". "ixgbe2". "ixgbe3". "ighd". '
igh3". "ixgbel™ "igh2". "igh5"]
jumbo Boolean fEFR E UM ["true". "false"] ("deprecated")
mtu Positivelnteger BAZHEIT (Max transmission unit, MTU)
policy ChooseOne BEBE ["L2", "L3"\ "L4". "L2+L3", "L2+L4" "
L3+L4"]
mode ChooseOne 1L ["active”. "passive". "off"]
timer ChooseOne T2 ["short"s “long"]
key Integer B4 ("immutable")
* 36 BT 1P n XIS EHIBERES
B 3] L]
class string "partition" ("immutable")
label NetworkLabel frieos
links ChooseOne HERR
pkey Pkey DX
linkmode ChooseOne PRI ["em”. "ud"]

51t P 45 R i B

FhigE LR BEREREER, HEERIIRPHZSINRBES AT REETK
IEERE ZURAVAE AR IERY href B 14 AR IR HEER /B 1o

ERRA:

GET /api/network/vi/datalinks HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

JSON BRI
{
"datalinks": [{
"href": "/api/network/vl/datalinks/ixgbe0",
Ao
"href": "/api/network/vl/datalinks/ixgbel",
Ao
"href": "/api/network/vl/datalinks/ixgbe2",
Ao
"href": "/api/network/vl/datalinks/ixgbe3",
H

ML L 77



LR SR HERR

IREN P42 2R HE R

GET 777&IR[EI— JSON MR, HAEEHIEEREMN USBIEEERN RN IR,
GET /api/network/vi/datalinks/ixgbe®@ HTTP/1.1 Host: zfs-storage.example.com

Accept: application/json

JSON #iER G

"datalink": {
"class": "device",
"datalink": "ixgbe0@",
"duplex": "auto",
"href": "/api/network/vl/datalinks/ixgbe0",
"jumbo": false,
"label": "Untitled Datalink",
"links": [

"ixgbe@"

]I
"mac": "0:21:28:a1:d9:68",
"mtu": 1500,
"speed": "auto"

Bl M 45 ¥R iE E ER

POST BR S Rl B IR FT VAR HE R, CIEFRVEUIRRENEEN— 1 TINEMRE class B
%, LEMEXT ECIBNAUIRIERAVE, BB RECIBREUEERIREIE XM,
EAMBUTFEEZ—:

» device—B|ERTFIRBHVEIBHER

= vnic—BIEETF VNIC BIEIETERR

n vian—8JEETF VLAN BYEKIEHERR

= aggregation—RIEE TR ERIIIEER

. DRI 1B 9 XEIETER

XL Z M BRETE] "configuration net datalinks" 2B 32 tAYAEIE CLI B4,

BERRA:

POST /api/network/v1/datalinks HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-User: root

X-Auth-Key: password

Content-Type: application/json
Content-Length: 78

{
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LR SR HERR

"class": "device",

"jumbo": true,

"links": ["ixgbe2"],

"label": "TestDataLink"
}

I Rz 7 f51) -
HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0
Location: /api/network/vil/datalinks/ixgbe2

&R as ¥R iE HE ER

PUT 73R R B THEIERERR B . B XRIRERIEERBIIFAI

s> == (5| «
BRI
PUT /api/network/vi/datalinks/ixgbe2 HTTP/1.1

{"jumbo": true}

MRz 3

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 219

{
"datalink": {
"href": "/api/network/vl/datalinks/ixgbe2",
"class": "device",
"label": "MyDataLink",
"links": ["ixgbe2"],
"mac": "0:21:28:al:d9:6a",
"mtu": 9000,
"duplex": "auto",
"jumbo": true,
"speed": "auto"
}
}

BRI BRI 4% ER 4R HE RS

tban L AT MR G MIFREBUETERR . £F href BRZMIPRIETE BIERIEHER

ERRA

DELETE /api/network/v1l/datalinks/ixgbe2 HTTP/1.1

Mz 3

IFS N CLI X4,
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WK% %

HTTP/1.

M

XLean

1 204 No Content

LIIHRS EAYIENRIRE. YIEMKIRE LSEREHEM,.

=37 WLEIGEZETL

&R HihnZIERTR Inetworkivl BiEA

GET /devices/device REEERIMEIGEEE
GET /devices IR MBI EITR

#* 38 WLEi& & B

B i8R

active BIRIRE, EREEREATFENRE
duplex REINTIRES

factory_mac HI™ MAC ik

media KWENR

speed WERE, PO

up HRINS, ENSERSTERIET

FIHMSIRE

itban<

BN

HIHFrE MEZIEE,
.

80

GET /api/network/v1/devices HTTP/1.1
Authorization: Basic ab6rt4psMwE=
Host: zfs-storage.example.com:215
Accept: application/json

ERRG:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 412
X-Zfssa-Gns-Api: 1.0

"devices": [{
"href": "/api/network/v1l/devices/ixgbe0®",

oo
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ez S

"href": "/api/network/v1l/devices/ixgbel",
Ao

"href": "/api/network/v1l/devices/ixgbe2",
Ao

"href": "/api/network/v1l/devices/ixgbe3",
H

IRENMLR I &
e S AR R E RV R L.

HRRH:

GET /api/network/v1/devices/ixgbe®@ HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: zfs-storage.example.com:215

Accept: application/json

SRR

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 178
X-Zfssa-Gns-Api: 1.0

"devices": {
"active": false,
"device": "ixgbe0@",
"duplex": "full-duplex",
"factory_mac": "0:21:28:a1:d9:68",

"href": "/api/network/v1l/devices/ixgbe@",
"media": "Ethernet",
"speed": "1000 Mbit/s",
"up": true
}
}
#* 39 MEZEO RS
BER FINZIE&4R lapilnetwork/vl i5tR8
POST /interfaces BIEFHIMEEO
GET /interfaces/interface REEENIMLEIZOREY
GET /interfaces FIHFAEMEEONR
PUT /interfaces/interface fBEREE RIMLEIZ X R

81



MO

&R FnEIE&4E lapilnetworkivl BiEA
DELETE /interfaces/interface HEIEERNEANR
* 40 Mg O R4
B HiEA
admin HAREIE BT A EIEO E#TER
class ZER (Mip". “ipmp") (RIBEBEARAE)
curaddrs S Ip ik (FATE)
enable rSETRHEORSERA
label BEONBFRE
links pallic:dmprig =i s g3
state BORS (FA%)
vdaddrs 1Pv4 Sl
védhcp IPv4 DHCP 5
veaddrs IPv6 itk
védhcp IPv6 DHCP #57&

I oz

Itar L7 HFrE BEECERIMLIED,
BERRA:

GET /api/network/vi/interfaces HTTP/1.1
Authorization: Basic abcd1234MwE=

Host: zfs-storage.example.com:215
Accept: application/json

MRz 3

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 369

{
"interfaces": {[
"href": "/api/network/vl/interfaces/ixgbe0@",
"v4addrs": ["ipaddr-1"]

oo

"href": "/api/network/vl/interfaces/ixgbel",
"v4addrs": ["ipaddr-2"]

1y

"href": "/api/network/v1l/interfaces/ixgbe2",
"v4addrs": ["ipaddr-3"]
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"href": "/api/network/vli/interfaces/ixgbe3",
"v4addrs": ["ipaddr-4"]

H

[

IREX L8 ]
e AR R O OSBRI
ERRHI:

GET /api/network/vil/interfaces/ixgbe® HTTP/1.1
Authorization: Basic abcd1234MwE=

Host: zfs-storage.example.com:215

Accept: application/json

MRz

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 292

"interface": {
"admin": true,
"class": "ip",

"curaddrs": ["ipaddr-1"],

"enable": true,

"href": "/api/network/vl/interfaces/ixgbe0",

"interface": "ixgbe0",

"label": "Untitled Interface",

"links": ["ixgbe@"],

"state": "up",

"vdaddrs": ["ipaddr-1"],

"v4dhcp": false,

"v6addrs": [],

"veédhcp": false

efed o3 -dm

eSS B MIMRIED,
BRI

POST /api/network/vil/interfaces HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-User: root

X-Auth-Key: password

Content-Type: application/json
Content-Length: 78

< 83



MO

84

{
nclass": "ip",
"links": ["ixgbe3"],
"v4addrs":"192.0.2.0/24"
}
e Bz 7~ f51) -

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0
Location: /api/network/vl/interfaces/ixgbe3

(AT

It Er SE R IMB RO,

BRI

PUT /api/network/vi/interfaces/ixgbe3 HTTP/1.1

"v4addrs": ["192.0.2.0/24"],
"interface": "Demo Rest"

}
MRz fB -

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 219

{
"admin": true,
"class": "ip",
"curaddrs": ["192.0.2.0/24"],
"enable": true,
"href": "/api/network/vl/interfaces/ixgbe3",
"interface": "ixgbe3",
"label": "Demo Rest",
"links": ["ixgbe3"],
"state": "failed",
"vdaddrs": ["192.0.2.0/24"]
"vadhcp": false,
"véaddrs": [],
"védhcp": false

}

MIBRMI 48 4%

Itben < M BRI AE BIMI LB O

- MR NMRORE, SRS ZEOXEKAPIEBH,
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BRI

DELETE /api/network/vl/interfaces/ixgbe3 HTTP/1.1
Authorization: Basic abcd1234MwE=
Host: zfs-storage.example.com:215

HR:

HTTP/1.1 204 No Content

P45 12 ER

XS EEMEREH,

x4 EIEMLEERH
BER FINZIER4R lapilnetwork/vl A8
POST /routes BIEFHIRILRER R
GET /routes/route REEERIMEIBEY
GET /routes FIEPTE MR ANR
DELETE /routes/route FHEIEE M BB R
GET /routing FREN L BR EH B 14
PUT /routing fECAMLE R B M

* 42 EIEMLKERHE T
B BiEA
type BRERZERY, 40 "system" B "static" (FAJEE)
family #ititig (IPv4 5§ IPV6)
destination B&EH B ARt
gateway [TES: kil
interface LS SR e B4

B NEREHBY href BRIZEEEATE CLI FIRERIBRMH ID &, EBHECRHE, XEE
MERELT W, APl FHERBATHE—BEERRENRH, EEN routes/

name=value, YN TF routes/route-###o

(0 f ofizg=2

FIhTEIRE L EUERIPR B ML,

ML L 85



PILEERER

BRI

GET /api/network/vi1/routes HTTP/1.1
Authorization: Basic abcd1234MwE=
Host: zfs-storage.example.com:215
Accept: application/json

SRR

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 192

"routes": [{
"destination": "ipaddr-0",
"family": "IPv4",
"gateway": "ipaddr-1",
"href": "/api/network/v1l/routing/route-000",
"interface": "ixgbe0@",
"mask": 0,
"route": "route-000",
"type": "static"
AL
"destination": "ipaddr-2",
"family": "IPv4",
"gateway": "ipaddr-3",
"href": "/api/network/v1l/routes/route-001",

"interface": "ixgbe0@",
"mask": 24,
"route": "route-001",

"type": "system"
1

IRENER E
RIS BRI,
BRI

GET /api/network/vil/routes/destination=ipaddr-1 HTTP/1.1
Authorization: Basic abcd1234MwE=

Host: zfs-storage.example.com:215

Accept: application/json

HZR:

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 192

{
"route": {
"destination": "ipaddr-1",
"family": "IPv4",
"gateway": "ipaddr-2",
"href": "/api/network/v1/routes/route-001",
"interface": "ixgbe0",
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"mask": 24,
"route": "route-001",
"type": "system"

gylifizg=s

BIZFMAIMEEEH, NRARFERMEMEEE, MEKEH href BREAEEN. CIEKE
NREAREREREER, AARENEHFSHABMER. KItIEZBAE=IRE
HTTP K7 204 (Created),

BIEFHSEEIERTAE:

POST /api/network/v1/routes HTTP/1.1
Authorization: Basic abcd1234MwE=
Host: zfs-storage.example.com:215
Content-Type: application/json
Content-Length: 164

{
"family": "IPv4",
"destination": "ipaddr-0",
"mask": "o",
"gateway": "ipaddr-1",
"interface": "ixgbe0@"

}

LRI

HTTP/1.1 201 Created

i BR 28 B

IPRINAE RS .

BRI

DELETE /api/network/v1l/routes/route-001 HTTP/1.1
Authorization: Basic abcd1234MwE=
Host: zfs-storage.example.com:215

R

HTTP/1.1 204 No Content

B 87
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RESTful API [R]ZARSZ

RESTful API pl@fR S5 A FEEMEERIREHEEIER R MAEH,

N =] AZ A
Al ERAR 55 B <2
& 43 [E)ERRSS 8 <
BER FINZE&42 Iproblem/vl A8
GET {X{&EF /problem/v1l HIH PR S L
GET /problems HILHFrE SRiiRE
GET /problems/problem REVEBIETE wid NREBIFHES
PUT /problems/problem/markrepaired BHEE R wid FRIZHERE

S FrE A&

a7 HigE ESRFENFIE R, w<MRIRITE, FRE HTTP K7 200
(OK)o

sEFS (5| +
ARG
GET /api/problem/v1/problems HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

Me) Rz 7~ 451 -

HTTP/1.1 200 OK
Content-Type: application/json

{
"problems": [{
"code": "AK-8003-Y6",

"description": "The device configuration for JBOD
'1204FMDE63' is invalid.",
"impact": "The disks contained within the enclosure

cannot be used as part of a storage pool.",
"uuid": "0d30be41-b50d-4d03-ddb4-edb69eeO@80f8",
"repairable": false,
"type": "Defect",
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"timestamp": "2013-2-21 17:37:12",
"severity": "Major",
"components": [{
"certainty": 100,
"status": "degraded",
"uuid": "b4fd328f-92d6-4f0e-fb86-e3967a5473e7",
"chassis": "1204FMD0O63",
"label": "hc://:chassis-mfg=SUN
:chassis-name=SUN-Storage-J4410
:chassis-part=unknown
:chassis-serial=1204FMD0O63
:fru-serial=1204FMDO63

:fru-part=7041262
:fru-revision=3529/ses-enclosure=0",

"revision": "3529",

"part": "7041262",

"model": "Sun Disk Shelf (SAS-2)",

"serial": "1204FMD0O63",

"manufacturer": "Sun Microsystems, Inc."

H
H

Fh— e

a2 2FIH—NEE, ssLRIIITE, RR[E HTTP IRZ 200 (OK)o
FIthie)E e L A uuid MASE, ZEHES MR UUID,

BRI

GET /api/problem/v1.0/problems/0d30be41-b50d-4d03-ddb4-edb69ee080f8
HTTP/1.1

Host: zfs-storage.example.com

Accept: application/json

MRz 1

HTTP/1.1 200 OK
Content-Type: application/json

"problem": {
"uuid": "@d30be41-b50d-4d03-ddb4-edb69ee080f8"
) Ca
}
‘=18
(=N
EE )@ RFITENBEEE,
EER@BLER uuid MASH, ZSUERERZNERERIRAY UUID,
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PUT /api/problem/v1/problems/0d30be41-b50d-4d03-ddb4-edb69ee0@80f8/repaired
HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

R IR 3R [E] HTTP JR7S 202 (Accepted):

HTTP/1.1 202 Accepted
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RESTful APl BBIRE

ABRANRLAFAN—AEN. FRFREEENEIINFARNERERNRERAER,
AARTIDEREARTRNERNAR, MANEDEFAUVENRN. ERAGLLER
HEMNEERZE (FINRFREARM oot BRER) BRe, AGRIIABFANXES
VENEN, HETHITAESTRERFEATIENAR R RNERT, FENRRN

"Basic administration” (BZAEIE) NAR, ©EIEEEERIIEIN
f£FH RESTful API BEIRS T EEBR A A BRI

ABiRS <R

UTRETAEHRD,

®a4 RERSHT
ER HiNZIEE4Z Irolelvl BiEA
GET {R{ER /rolevl FIEABRSHS
GET /roles/role REEENEEAEREY
GET /roles FIHFEEEABNR
PUT /roles/role BEIEENEEABNER
DELETE /roles/role HRIEENAENR
POST /roles tIEMAeHREINEAE
PUT /roles/role/revoke METBE AP FFREERNRE
POST /roles/role/authorizations BRI A BN
GET /roles/role/authorizations/auth REUEENABINEY
GET /roles/role/authorizations FIHFE AR R
PUT /roles/role/authorizations/auth BEIEER A BEIRTR
DELETE /roles/role/authorizations/auth FHERIEE RIS R
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b ep=c]es!

JIHAE

STMABHMABUTRERE. AXACEBMENTEIRAE, E5N CLI #i,

® 45 RERE

B ¥R BiRA
name string BEZT QIEEARATE)
description string ek

ERRBGI:

GET /api/role/v1/roles HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfs-storage.example.com:215
Accept: application/json

MR
{
"roles": [{
"description": "Basic administration",
"href": "/api/role/vl/roles/basic"
"name": "basic",
"role": "basic"
Ao
"description": "a",
"href": "/api/role/vli/roles/rola",
"name": "rola",
"role": "rola"
H

RENAE

RERENMHBNEL. BROBEMTHIE, 55 props EWSIIKEN trueo

BRI

GET /api/role/vl/roles/basic?props=true HTTP/1.1

Authorization: Basic abcefgMWE=
Host: zfs-storage.example.com:215
Accept: application/json

MRz 3

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 390
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{
"props": [{
"immutable": true,
"label": "Role name",
"name": "name",
"type": "String"
Ao
"label": "A description of this role",
"name": "description",
"type": "String"
B
"role": {
"authorizations": [],
"description": "Basic administration",
"href": "/api/role/vl/roles/basic",
"name": "basic"
}
}

tIEAE

b <A eI A &,

= 46 ellfeEsip=chey A

=43 E-3id] 358H

name string mReNET (BE

clone string ERERIGEENABHNEM (7iE)
description string et (WE

BERRH

POST /api/role/vl/roles HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfs-storage.example.com:215
Accept: application/json
Content-Type: application/json
Content-Length: 71

{"name":"role_workflow", "description":"Role to run workflows"}

LERT:

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 143

Location: /api/role/vi/roles/role_workflow

"role": {
"authorizations": [],
"description": "Role to run workflows",
"href": "/api/role/vl/roles/role_workflow",
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BfRt

(1500

HiHAeE

"name": "role_workflow"

AEtEABRENARREL.

BRI

PUT /api/role/vi/roles/role_workflow HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json
Content-Length: 54

{"description":"Role allowing user to run workflows!"}

SRR

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 158

{
"role": {
"authorizations": [],
"description": "Role allowing user to run workflows!",
"href": "/api/role/vl/roles/role_workflow",
"name": "role_workflow"

MFrE R R#HA R,

BRI

PUT /api/role/vi1/role_worksheets/revoke HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfs-storage.example.com:215

Accept: application/json

SRR

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: ©
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S =cke)

mFRAE

MERZHHEFRE. NRMHARHEDEL— TS IAF, BR/ 2confirm=true 7N
%l DELETE 3%,

BRI

DELETE /api/role/vil/roles/rola?confirm=true HTTP/1.1

Authorization: Basic abcefgMwE=

Host: zfs-storage.example.com:215
Accept: */*

SRR

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

FIh F B RN

5 3% TE A B ATIR N

BERRH:

GET /api/role/vl/roles/role_workflow/authorizations HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfs-storage.example.com:215

Accept: application/json

Mz
{

"authorizations": [{
"allow_modify": false,
"allow_read": true,
"auth": "auth-000",

"href": "/api/role/vl/roles/role_workflow/authorizations/auth-000",
Mowner™: "N
: ’
"scope": "workflow",
mguid": mEm

H

BIE A& RN

BIEMBIA RN WABES CLIPFEXNEMLER. SMINEEBFIEXH
scope B, AIMRIELLBNEEIRERMEN, EEERE:

ad cluster keystore role stmf user
alert dataset nas schema svc workflow
appliance hardware net stat update worksheet
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B A EEN

BRI

POST /api/role/vi/roles/role_workflow/authorizations HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 41

{"scope": "workflow", "allow_read": true}

LERI:

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 171

Location: /api/role/vi/roles/role_workflow/authorizations/auth-000

"auth": {
"allow_modify": false,
"allow_read": true,

"href": "/api/role/vi/roles/role_workflow/authorizations/auth-000",
Ilownerll: II*II,

"scope": "workflow",

Iluuidll: "

ErX A BN

Al A ERNEE.
BERRH:

PUT /api/role/vi/roles/role_workflow/authorizations/auth-000 HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 29

{"allow_modify": true}

ZR:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 171

{
"auth": {
"allow_modify": true,
"allow_read": true,

"href": "/api/role/vl/roles/role_workflow/authorizations/auth-000",
Mowner™: MmN

: ’
"scope": "workflow",
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PR AR B

nxn

"uuid":

MIFR R BN

MRS RN
BRI

DELETE /api/role/vi/roles/role_workflow/authorizations/auth-000 HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfs-storage.example.com:215

Accept: */*

SRR

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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RESTful APl SAN AR

RESTful API SAN RS AAIFEIF IR FEIZ D FHEXIFH ML (Storage Area Network, SAN)o

SAN BLiA

SAN BEEUTERAN:

» IR EFERE P
o RHNBEFENFERS
n BEFSEERTFERRS

AEME LERNZMMINY, X=TMAGEHREFALT, EREEBERT, MEEERE
ZEESSMBIRZEIN—£%4, BRAZHBERT, HRELRERAITH, RESTful
API SAN fREEERZ NS ZFMYAIMFN SAN RIS

n BEHES —HBETSEEN SCSI 2iF. &IX SCSI #5110 &5 RMN BIEF S £~ R Sk
R Boit@dr—I A EH#HITIRR,

» BEhERH——HEnEs. BrissA518EE TS (Logical Unit Numbers, LUN) XEX
&, NZAPRIBahEs el LUKRIZ LUN,

» B ——EERGER, RE—TIRSUGERBBE51288 SCSI s 10 15
Ko BATEEFHEAKREERCSE, FEIW—FUHGENR. FkERE, BIrEEs
ENHEZMNEBETT,

» BirE—-—4HBR. LUN $X—NMFE BArAEFFTE BinS o

SAN /2528

UTE2RTEIE SAN Brsmas,
XS SERLLT URI B34

protocol BEh2sAY NAS i fc. iscsi T srp
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SAN [ZEh2s

initiator BohEsEY IQN. WWN 3 EUI
=47 Brhgm<
iR FnEIE&4E Isanivl.0 BiEA
GET /protocol/initiators HIFAEWN (fc, iscsi, srp) SWRF|HAE
SAN Z&has
GET Iprotocol/initiators/initiator HIFLATE WY (fc, iscsi, srp) BHERBUSER
SAN B28
POST /protocol/initiators EITLAEMDY (Fc, iscsi, srp) BIEFTHY SAN
Bohas
PUT /protocol/initiators/initiator ETXTLATEIMY (fe, iscsi, srp) WRIEIEER
SAN /Zah2s
DELETE /protocol/initiators/initiator HBIEE N B ohasxT R

WEEmERenSER TRPTHNBEEFREE, MBS HERXLEREMEE

HRNE,
& 48 BEpEsE M
B Y A
alias all i =FE IR
initiator fc B En2RRIR 2/ B TR (world wide name, WWN)
ign iscsi b EThE8HY iSCSI PRE B #R
chapuser iscsi BRiIEF auth #MY (Challenge Handshake Auth Protocol, CHAP)
BFR&
chapsecret iscsi RIBEF auth 1Y (Challenge Handshake Auth Protocol, CHAP)
=R
initiator srp ¥ BRME—IRIRRT (Extended Unique Identifier, EUT)

FIhEThaE

FIBEIEE iR IGE LB BRI A B 52, MNIEXE SR "nitiators" BIBEH
2SEMEEA (A JISON BR) -

X5 iSCSI BEh2R YA KRG

GET /api/san/vi1/iscsi/initiators HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

MRz 3

HTTP/1.1 2060 OK
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SAN Bxh2s

Content-Type: application/json

{
"initiators": [{
"alias": "init-02",
"href": "/api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:02:02",
"initiator": "iqgn.zfs-storage.example.com.sun:02:02",
"chapsecret": "",
"chapuser": ""
o
"alias": "init-01",
"initiator": "iqgn.zfs-storage.example.com.sun:02:01",
"href": "/api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:02:01",
"chapsecret": "",
"chapuser": ""
H
}

RENBEhRRFAER

FIH A iSCSI BrigsFEAE R, MNIEXEEERNEZ A "initiator” BIXTRA iSCSI /F
hEslEME (£ JSON #83X) o

BRI

GET /api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:02:01 HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

el Rz 7~ 451 -

HTTP/1.1 200 OK
Content-Type: application/json

{
"initiator": {
"alias": "init-01"
"href": "/api/san/vl/iscsi/initiators/iqgn.zfs-storage.example.com.sun:02:01"
"initiator": "ign.zfs-storage.example.com.sun:02:01"
"chapsecret": "",
"chapuser": ""
}
}

el B nhas

BUEEHHY iSCSI Bhgs. EBAIIRM iSCSI PRIER (iSCSI Qualified Name, IQN), 153K
EXBEiscSI BopgsEM (H JISON /&) . MZEE HTTP Sk #T iSCSI [B5h
RHVLE URI, LUAKIBN pLIHAYIR [B]RYIRZSES 201 (Created), MINIEX BEEAR N
"initiator" RIXTRAY iSCSI BEh2eEE (R JSON 8R) -

BRI
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SAN [ZEh2s

POST /api/san/v1.0/iscsi/initiators HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{
"initiator": "iqgn.zfs-storage.example.com.sun:02:02",
"alias":"init-02"

}
MRz 31

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 181

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:02:02

{
"initiator": {
"alias": "init-02",
"href": "/api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:02:02",
"initiator": "iqgn.zfs-storage.example.com.sun:02:02",
"chapsecret": "",
"chapuser": ""
}
}

(=R

AL aERINE Bohgs. IBRIEXEEMNEXRNBshEEME (£H ISONER) .
URI F{RHILLE5h288Y IQN. FRINfE, FiR[E] HTTP 1RZ 202 (Accepted), MINZIEX S
ESENR N initiator MIXTRAVH iSCSI BrheeEM (£ JSON &R -

BRI

PUT /api/san/vil/iscsi/initiators/ign.zfs-storage.example.com.sun:01 HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

"alias":"init-01-secure",
"chapuser":"admin4",
"chapsecret": "secret"

}
Mz 3

HTTP/1.1 202 Accepted
Content-Length: 167
Content-Type: application/json
X-Zfs-Sa-Nas-Api: 1.0

{
"initiator": {
"alias": "init-01-secure",
"href": "/api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:01",
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BEhsd

BrhaH

"ign": "iqgn.zfs-storage.example.com.sun:1",
"chapsecret": "secret",
"chapuser": "admin4"

S

Mig &P RIFRE B2,

BERRA

DELETE /api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:01 HTTP/1.1
Host: zfs-storage.example.com:215

RRINMBRE, ¥R[E] HTTP X 204 (No Content):

HTTP/1.1 204 No-Content

iSCSI Bnhgsm< AT EEI1&& EAY iSCSI BEh28H iSCSI [BnhastH, T&RTFILH T I8

o

=g
A

XL SEA LT URI B4
protocol BhashY NAS ¥ fc. iscsi @ srp
name BoheR AR 2R

BN ENBRAEE nane BHEM initiators B, BECSBoIBRAEPHBENZEMNT
o

& 49 BrhEsam<

- HtINZEIER1ZE Isaniv1.0 BieA

GET /protocol/initiator-groups ETXTATEIMY (fe, iscsi, srp) WRIILAE
SAN 22848

GET /protocol/initiator-groups/name FIFTLREMMY (Fe, iscsi, srp) BHREUEER
SAN Bxh2s4

POST /protocol/initiator-groups HIFAEIMY (Fc, iscsi, srp) BIEHHEI SAN
ISz

PUT /protocol/initiator-groups/name ETXTLATEIMY (fc, iscsi, srp) WRIEIEER
SAN /Bnhessl
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BEhasd

106

R FinZIE&4R Isaniv1.0 tRA

DELETE | /protocol/initiator-groups/name HEBIEEMNBIFIR

FIHiEchas

SIHFTERI AR iSCSI Boh#sd. AIhfE, RHR[E HTTP RE 200 (OK), HEIEXEE
BME 7 "groups” B JSON W&, LW REEBNIAITRIVEAE,

ERTGI:

GET /api/san/vil/iscsi/initiator-groups HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

MRz 7

HTTP/1.1 200 OK
Content-Type: application/json

{
"groups": [{
"href": "/san/vl/iscsi/initiator-groups/pl-initiators-0",
"initiators": ["ign.zfs-storage.example.com.sun:0"],
"name": "pl-initiators-0"
A
"href": "/san/vl/iscsi/initiator-groups/pl-initiators-1",
"initiators": ["ign.zfs-storage.example.com.sun:1"],
"name": "pl-initiators-1"
H
}

RENEoheRAIFAER

MEAN iSCSI BrhsR AP REUFAE R, vIiRIEYIH BrhedAan < R EIN href B141A
i) tk£H,

TERTBGI:

GET /api/san/vil/iscsi/initiator-groups/test-group HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

MRz 3

HTTP/1.1 200 OK
Content-Type: application/json

{
"group": {
"href": "/api/san/vl/iscsi/initiator-groups/test-group"
"initiators": ["ign.zfs-storage.example.com.sun:02:01"],
"name": "test-group"
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BEhsd

el eI ShaE 2|

BIZTMRRY iSCSI Brhgate BRIEXBEETEN name ZEREY JSON WK, LSHE
BHBM,

# 50 BrhgsdelEEY
B ESidl BiEA
name string BrhgRANE R
initiators array WA BT IQN B4aIEkA
ERRH:

POST /api/san/vl/iscsi/initiator-groups HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Content-Length: 64

Accept: application/json

{

"name":"group-01",

"initiators": ["ign.zfs-storage.example.com.sun:02"]
}
M sz 7~ 51 -

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/san/vl/iscsi/initiator-groups/test-group

{
"group": {
"href": "/api/san/vl/iscsi/initiator-groups/test-group",
"initiators": ["ign.zfs-storage.example.com.sun:02"],
"name": "group-01"
}
}

MIFR = ch234E

Mig &P RIFREEI254H,
BERRA:

DELETE /api/san/v1.0/iscsi/initiator-groups/group-01 HTTP/1.1
Host: zfs-storage.example.com:215
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FRINMBR SR E] HTTP 3R7S 204 (No Content):

HTTP/1.1 204 No-Content

B#R

iSCSI Birep< AT &2 iSCSI BAr#l iSCSI BirtH, FRAFIETARASS,

XERIRaLEALLT URI B4

protocol SAN #MY: fc. iscsi 3 srp
target B#F ID: IQN. WWN Z¢ EUI
%51 Bire<
ER MipNZIE& 12 Isaniv1.0 L
GET /protocol/targets HITEAEWIN (fc, iscsi, srp) SRFHFFE SAN
BR
GET Iprotocol/targets/target FHIFAEIMY (Fc, iscsi, srp) BIEFFEIEER SAN
BR
POST Iprotocol/targets FXTLATETMY (fc, iscsi, srp) BIEHMY SAN BiR
PUT /protocol/targets/target HIFAEMIN (fc, iscsi, srp) WRIEKIEEH SAN
BR
DELETE | /protocol/targets/target HBRIEERNBIFNR

B LREOBETEL. SIRBRGaSMEREmaLER TRPIIHMNEMLEIE

7% No

& 52 BirmNEE
B Y BiEA
alias iscsi BB AT EER
ign iscsi iSCSI PRE & R
state iscsi iSCSI BAREIRZS ("online". "offline”)
auth iscsi AlEIIERE ("none". "chap")
targetchapuser iscsi A]3%E CHAP AP I8IE
targetchapsecret | iscsi A]i% CHAP Z$ALIIE
interfaces iscsi BRI RS EON5IR
wwn fc id=ErinedSEE i
port fc iR O YIEE
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B8R

B Y BiEA

mode fc iR ArER (BEhask Bir)
speed fc flidr im0}y Yesipr 2
discovered_ports | fc BRINITIE B ahdsin 8=
alias srp SRP Br89513

eui srp It BAREIY R —FRIR T

LU E MR TFIRE isCSI BirAE Bo

#* 53 BirdE 4
B B3] BiEA
protocol string BREAIMY: FC. iSCSI 5 SRP
name string iSCSI BfRéA B FF
targets array iSCSI B4R IQN AR 9% 3&R

FIth B 5

Fthig & ERTARIEE MIXEIFRE SAN BT,

ERRA

GET /api/san/vl/iscsi/targets HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MWE=
Accept: application/json

o) Sz 7~ 151 -

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 1337

{
"size": 7,
"targets": [{
"alias": "tst.volumes.py.12866.target",

"href": "/api/san/vl/iscsi/targets/iqn.zfs-storage.example.com.sun:02:
72b6fa9a-96c4-e511-db19-aadb9bac2052",
"ign": "iqgn.zfs-storage.example.com.sun:02:72b6fa9a-96c4-

e511-db19-aadb9bac2052",

oL

"alias": "tst.volumes.py.96238.target",
"href": "/api/san/vl/iscsi/targets/iqn.zfs-storage.example.com.sun:02:
31d26d2e-6aa0-6054-fe58-8b1fb508b008",
"ign": "iqgn.zfs-storage.example.com.sun:31d26d2e-6aa0-6054-fe58-8b1fb508b008",
}
o]
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RINBIRFAER
MEBEANBIRPIREVEN. TR "iqn" B ER "alias=alias" i%EF BT
ERRH:

GET /api/san/vil/iscsi/targets/alias=test-target HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic abcd123MwE=

Accept: application/json

MRz 1

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 251

"target": {
"alias": "test-target"
"auth": "none",
"href": "/api/san/vl/iscsi/targets/alias=test-target",

"interfaces": ["ixgbe0"],

"ign": "ign.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008",
"targetchapsecret": "",

"targetchapuser": ""

IEBR

BB BT, IWRIEXEE—1HHE name BMH JSON WK, LLEMEHAEYiSCSIH
FREARI R o

BRI

POST /api/san/v1/iscsi/targets HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MWE=
Content-Type: application/json
Content-Length: 23

Accept: application/json

{"alias": "test-target"}

MRz 3

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 233

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/targets/iqn.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-
fe58-8b1fb508b008
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B8R

"target": {

storage.

(5

"href": "/api/san/vl/iscsi/targets/iqn.zfs-
example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008",

"alias": "test-target",

"ign": "iqgn.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008",
"auth": "none",

"targetchapuser": "",

"targetchapsecret™: "",

"interfaces": ["ixgbe0"]

B4R

EEXINE iSCSI BF., BERIEXEEHHE BIEKHY iSCSI Bin/E AT JSON ¥R, IN
&, ¥iR[E] HTTP K7 202 (Accepted), PMHMIEXEETE JSON X R YREEHI B IRRILE
R iscs1 BirE 4.

BERTA:

PUT /api/san/vl/iscsi/targets/alias=test-target HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic abcd123MwWE=

Host: zfs-storage.example.com

Content-
Content-

Accept:

Type: application/json
Length: 54
application/json

{"targetchapsecret": "secret", "auth":"chap",
"targetchapuser":"admin5"}

MRz 3

HTTP/1.1 202 Accepted

Content-Type: application/json
Content-Length: 189
X-Zfssa-San-Api: 1.0
{
"target": {
"href": "/api/san/vl/iscsi/targets/alias=test-target",
"auth": "chap",
"targetchapsecret": "secret",
"alias": "test-target"
"ign": "ign.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008"
"targetchapuser": "admin5"
"interfaces": ["ixgbe0"]
}
}

illiE3

B#R

MEGEFRER SAN BiTo
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Bird

BRI

DELETE /api/san/v1/iscsi/targets/ign.zfs-storage.example.com.sun:02:e7e688b1 HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MwWE=

FRINMIBRE, ¥RE HTTP X5 204 (No Content):

HTTP/1.1 204 No-Content

Bir4H

BirtAR BEIrNES. TRPYIET Birdds<,
BirAs <A LT URL B8

protocol BhashY NAS ¥ fc. iscsi @ srp
target-group B treAH9 2 FR
# 54 BirdAdm<S
ER HiBNZIEE4ZE Isanivl.0 BieA
GET /protocol/target-groups HIFAEMIY (Fou iscsi T srp) XIRFIHFFE
SAN Bt
GET /protocol/target-groups/target-group HITATEMY (fe. iscsi B srp) BHIREUEERN
SAN 1548
POST /protocol/target-groups HIFAEMMY (Fo. iscsi 8¢ srp) BUERHAY SAN
B
PUT /protocol/target-groups/target-group HITATEMIN (fe. iscsi T srp) JWRIEHKIEER
SAN Bit54A
DELETE | /protocol/target-groups/target-group HEIEEN BIRENER

5tk B AR

FhigE EFRE RN BIRE, AIhE, RHR[E HTTP R 200 (OK), HEIEXBERE
48279 groups BY JSON YR, IITREEBIRAXTRAVEE,

BERTA:

GET /api/san/v1/iscsi/target-groups

Host: zfs-storage.example.com:215

Authorization: Basic abcd123MwE=
Accept: application/json

MRz
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Bird

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 237

{
"groups": [{
"href": "/api/san/vl/iscsi/target-groups/test-group",
"name": "test-group",
"targets": [
"ign.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008"
1
Ao
"href": "/api/san/vl/iscsi/target-groups/alt-group",
H
}

IREX B tRH

REVENBEARA, IERERENBIRAZMIEN URI S8, MNEXEEEH
group BY JSON IR EM, EXREMUEEBIrHERBES.

BRI

GET /api/san/vl/iscsi/target-groups/test-group

Host: zfs-storage.example.com:215

Authorization: Basic abcd123MwE=
Accept: application/json

L) vaa Nt

HTTP/1.1 200 OK
Content-Type: application/json

"group": {
"href": "/api/san/vl/iscsi/target-groups/test-group"
"name": "test-group"
"targets": [

"ign.zfs-storage.example.com.sun:02:0d5a0ed8-44b6-49f8-a594-872bf787cab5a" ]

eilFE A=k ;|

BIEEHTRY iSCSI BArH, IBKRIEXZEHEE name BIERY JSON WK, tbEMZ LA
B9 & #Ro

BERTA:

POST /api/san/v1/iscsi/target-groups HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic abcd123MwE
Accept: application/json
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Bird

Content-Type: application/json
Content-Length: 97

{"name":"test-group",
"targets": ["iqgn.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008" ]}

e 27~ 151 -

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 154

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/target-groups/test-group

{
"group": {
"href": "/api/san/vl/iscsi/target-groups/test-group",
"name": "test-group",
"targets": [
"ign.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008" ]
}
}

il =L |

MIERINAE BArd,

ERRA

DELETE /api/nas/v1.0/iscsi/target-groups/test-group

FRINMBR i RHR E] HTTP K7 204 (No Content):

HTTP/1.1 204 No-Content
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kS5 an<

fg3% RESTful API B F5IHAMERIZE LizfTRHERSS,

BEHS

U TARSS 8 < AT Ao

%55 RS En <
ER MiBNZIEESZ Iservicelvl iR
GET XfER /service/vl FItHARSS 8<%
GET /services FIHFrERSS
GET /services/service REVEE RS MBS
PUT /services/service BRIEERRSVECE
PUT /services/service/enable BRIEENRS
PUT /services/service/disable B HIEERRS

AR S5

Itar <R EIFE %% Ll AR EEBIRS M EBARESHYIR, pSmIIMITRE, R
[B] HTTP JRZ 200 (OK)o

BRI

GET /api/service/v1l/services HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

MRz 3

HTTP/1.1 200 OK

Content-Type: application/json; charset=utf-8
Transfer-Encoding: chunked
X-Zfssa-Service-Api: 1.0

{

"services": [{



FIHARSS

"<status>": "disabled",
"href": "/api/service/vl/services/ad",
"name": "ad"
i
"<status>": "online",
"href": "/api/service/vl/services/smb",
"log": {
"href": "/api/log/v1l/logs/network-smb:default",
"size": 2
}
"name": "smb"
Ao
"<status>": "online",
"href": "/api/service/vl/services/dns",
"log": {
"href": "/api/log/v1l/logs/network-dns-client:default",
"size": 4
}
"name": "dns"
+
"<status>": "online",
"href": "/api/service/vl/services/dynrouting",
"log":
"href": "/api/log/v1l/logs/network-routing-route:default",
"size": 81
}
"name": "dynrouting"
+
"<status>": "disabled",
"href": "/api/service/vl/services/ftp",
"log": {
"href": "/api/log/v1/logs/network-ftp:proftpd",
"size": 40
}
"name": "ftp"
Ao
"<status>": "disabled",
"href": "/api/service/vl/services/http",
"name": "http"
+
"<status>": "online",
"href": "/api/service/vl/services/identity",
"log": {
"href": "/api/log/v1l/logs/system-identity:node",
"size": 4
}
"name": "identity"
Ao
"<status>": "online",
"href": "/api/service/vl/services/idmap",
"log": {
"href": "/api/log/v1l/logs/system-idmap:default",
"size": 15
}
"name": "idmap"
+
"<status>": "online",
"href": "/api/service/vl/services/ipmp",
"log":
"href": "/api/log/v1l/logs/network-ipmp:default",
"size": 3
}
"name": "ipmp"
Ao
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FItHARSS

}

"<status>": "online",

"href": "/api/service/vl/services/iscsi",

"log": {
"href": "/api/log/v1l/logs/network-iscsi-target:default",
"size": 3

}

"name": "iscsi"

"<status>": "disabled",

"href": "/api/service/vl/services/ldap",

"name": "ldap"

{

"<status>": "online",

"href": "/api/service/vl/services/ndmp",

"log": {
"href": "/api/log/v1/logs/system-ndmpd:default",
"size": 11

}

"name": "ndmp"

"<status>": "online",

"href": "/api/service/v1l/services/nfs",

"log":
"href": "/api/log/v1l/logs/appliance-kit-nfsconf:default",
"size": 6

}

"name": "nfs"

"<status>": "disabled",
"href": "/api/service/v1l/services/nis",
"log": {
"href": "/api/log/v1l/logs/network-nis-domain:default",
"size": 3
}
"name": "nis"
{
"<status>": "disabled",
"href": "/api/service/vl/services/ntp",
"name": "ntp"

"<status>": "online",
"href": "/api/service/vl/services/replication",
"name": "replication"

"<status>": "online",

"href": "/api/service/vl/services/rest",

"log":
"href": "/api/log/v1l/logs/appliance-kit-akrestd:default",
"size": 10

}

"name": "rest"

"<status>": "disabled",
"href": "/api/service/vl/services/scrk",
"name": "scrk"

"<status>": "disabled",

"href": "/api/service/vl/services/sftp",
"name": "sftp"

{

"<status>": "online",

"href": "/api/service/vl/services/shadow",
"name": "shadow"

{
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"<status>": "online",

"href": "/api/service/vl/services/smtp",

"log": {
"href": "/api/log/v1l/logs/network-smtp:sendmail",
"size": 6

}

"name": "smtp"

"<status>": "disabled",
"href": "/api/service/vl/services/snmp",
"name": "snmp"

Ao
"<status>": "disabled",
"href": "/api/service/vl/services/srp",
"name": "srp"

"<status>": "online",

"href": "/api/service/v1l/services/ssh",

"log": {
"href": "/api/log/v1l/logs/network-ssh:default",
"size": 3

}

"name": "ssh"

Ao

"<status>": "disabled",

"href": "/api/service/vl/services/syslog",

"name": "syslog"

"<status>": "online",
"href": "/api/service/vl/services/tags",
"name": "tags"

"<status>": "disabled",
"href": "/api/service/vl/services/tftp",
"name": "tftp"

bo{

"<status>": "disabled",
"href": "/api/service/vl/services/vscan",
"log": {
"href": "/api/log/v1/logs/vscan",
"size": 0
}

"name": "vscan"

1

IREXARSS

e MBEMIRSPREUFAES, HPEELRSERSNESE.,
BERRA:

GET /api/service/v1l/services/ndmp HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

o) Rz 7~ 51 -

HTTP/1.1 200 OK
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BRSBTS

Content-Type: application/json

{

"service": {
"cram_md5_password": "",
"cram_md5_username": "",
"dar_support": true,
"default_pools": [],
"drive_type": "sysv",
"href": "/api/service/vl/services/ndmp",
"ignore_ctime": false,
"name": "ndmp",
"restore_fullpath": false,
"status": "online",
"tcp_port": 10000,
"version": 4,
"zfs_force_override": "off",
"zfs_token_support": false

ERS IR
S BERAERS MR, SEALT URI BE
service IREZBIZFR

state HARSZBIRA: enable B¢ disable

SEAS = (7| -
BRI
PUT /api/service/v1l/services/replication/enable HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

FRINIME 23R [E] HTTP A7 202 (Accepted), HATIEE MARSS &% JSON iEREZATH
A& £z

2 LEARSS .

f£F3 JSON RYIERHI:

PUT /api/service/vl/services/replication HTTP/1.1

Host: zfs-storage.example.com

Accept: application/json

Content-Type: application/json

Content-Length: 22

{"<status>": "enable"}

ERRILARSS, BE&RELT JSON:

{"<status>": "disable"}



EARSEE

IEERARSSECE

oo
¥d
R
R

120

N
Sml
’

ANEE &IE PUT ISR AN FEE LR E X BB I EREDEERS VI ER T,
RIRATE X B href RAELUX LRSS

ﬂ_.]- Hbﬂﬁ?/\/ I n_.\‘m_.l- L/(*E*E%
BERRH:

PUT /api/service/vil/services/sftp HTTP/1.1
Host: zfs-storage.example.com
Content-Type: application/json

{"port": 218}

FR IO 23R [B] HTTP K7 202 (Accepted):

HTTP/1.1 202 Accepted

Content-Length: 162

Content-Type: application/json; charset=utf-8
X-Zfssa-Service-Api: 1.0

{
"service": {

"<status>":
"href": "/api/service/vl/services/sftp",
"keys": [1,

"listen_port": 218,
"logging_verbosity":
"root_login": false

"disabled",

"INFO",

—ERSEFFHER. EEHNZ MRS WNIRS

— g

SHIREENEIE, T RAH

AR
LR Ao
& 56 RS FHEIRE L
ER Rz BiEA
GET /services/service/resource FIHARS FHF
PUT /services/service/resource/href BRFHEIR
POST /services/service/resource BN TFHEIR
DELETE /services/service/resource/href HEFER

XL S HEANRERN S EHM RESTful API 65
FRIRFER, posT AFRIEHFNFE
IEEMFE R,

t8E, E
TR, puT }%HZWE&Z?N B, DELETE FHFHE;
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RESTful API 1ZfEARSE

RESTful API #iEBRS A TFEEREUNEEFMEL. TIH. XHRSAM LUN NENA

TFifthiR(E

7E Oracle ZFS Storage Appliance 1, NAS fEMAA#HITECE, XLEM7EFTE LUN MIXH
ASGHEEZRRPHEAFHERANSIETRIE Y. TXMRAEY NAS API R, HIR(ERTIX

Il it

Ho BXRRIERREBIES,

B & FERE,

& 57 FiEte <
BER FINZE&1R lapilstoragelvl A8
GET /pools SR B FE
GET /pools/pool REFEMIFAER
POST /pools ECEMmTFiEN
PUT /pools/pool AR IR S M P TS BRTE G
PUT /pools/pool/scrub I8 E Rt S Th iR A
DELETE /pools/pool/scrub XT1EE RIS LR AT SR B IE
DELETE /pools/pool EUEECEIEENFiEM

e LFIH RS LB EMENREN. s<LRZiITE, RiRE HTTP K7 200 (OK)o
HTTP [EX B EHRE MAY JSON REFIR, FTRERTXERMERNETT,

i - R depth EiHBEF match_property-name=value ZiBEEK,

#* 58 FiEtEN
B E:Sid] A
pool string BRtZ R
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FRENH

B ESidl 588
profile string BIRGEIEX MY
state string MIRZS: online. offline. exported
asn string BN ENFEYS
peer string BERFPNETTRMN ASN
owner string WAL RFNENR
ERRA:

GET /api/storage/vi/pools HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

MRz 7

HTTP/1.1 200 OK
Content-Type: application/json

{
"pools": [{
"profile": "mirror3d",
"name": "mi",
"peer": "0OOOOOEOOO-0000-0000-0000-00OCEEOOOEEL",
"state": "online",
"owner": "zfs-storage",
"asn": "2f4aeeb3-b670-ee53-e0a7-d8e0ae410749"
Ao
"profile": "raidz1i",
"name": "ri",
"peer": "0OOOOOEOOO-0000-0000-0000-00O0CEEOOOEEL",
"state": "online",
"owner": "zfs-storage",
"asn": "2f4aeeb3-b670-ee53-e0a7-d8e0ae410749"
H
}

IRENH

124

tbEp L IREIENMEE PN EM U RN FEERERER. STRIHITE, |
[B] HTTP IRZ 200 (OK)o

BERTA:

GET /api/storage/v1/pools/pl HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

Mz 7

HTTP/1.1 200 OK
Content-Type: application/json

2%
i
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[iGh=wi]

"pool": {
"profile": "raidz1",
"name": "pi",
"usage": {

"available": 57454799311352.0,
"compression": 1.0,

"dedupratio": 672791,

"free": 57454799311352.0,

"total": 74732430950400.0,
"usage_child_reservation": 0.0,
"usage_data": 16011663438848.0,
"usage_metasize": 0.0,
"usage_metaused": 0.0,
"usage_replication": 1693675705344.0,
"usage_reservation": 0.0,
"usage_snapshots": 123913627136.0,
"usage_total": 17829252771328.0,
"used": 17829252771328.0

H

"peer": "0OOOOOOOO-0000-0000-00C0-000000000000",
"state": "online",

"owner": "adminl",

"asn": "2f4aeeb3-b670-ee53-e0a7-d8e0ae410749"

T=wi

BoEit, AXOIEMFAEMNSE, 1520 CLIEEEEED S, RITHATOIE BRI
BITIBER, ZIAKRSREITANEMRFFNE, X8I props EHEHEMHIREN
true RHITHY,

BRI

POST /api/storage/v1/pools?props=true HTTP/1.1
Host: zfs-storage.example.com

Authorization: Basic abhadbfsMwE=
Content-Type: application/json

Accept: application/json

{
S

}

M Rz f51 -

HTTP/1.1 200 OK
Content-Type: application/json

"props": [{
"choices": ["custom" ],
"label": "Chassis 0",
"name": "@",

"type": "ChooseOne"
Ao

"choices": ["custom"],
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bR ARINE S

"label": "Chassis 1",
"name": "1",
"type": "ChooseOne"

Ao
"choices": [0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12],
"label": "Chassis 1 data",
"name": "l1-data",
"type": "ChooseOne"

Ao
"choices": ["mirror", "mirror3", "raidz1l",

"raidz2", "raidz3_max", "stripe"],

"label": "Data Profile",
"name": "profile",
"type": "ChooseOne"

1

}

BERRG (BIRERNAE (1] & 8 MEERH)

POST /api/storage/vi/pools HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic abhadbfsMwE=
Content-Type: application/json
Accept: application/json

Ilnamell: Ilp1|I,
"profile": "stripe",
"1-data": 8

}

)V K

HTTP/1.1 201 Created
Content-Type: application/json

"pool": {
"asn": "314d252e-c42b-e844-dabl-a3bca680b563",
"errors": [],

"name": "pi",
"owner": "zfs-storage",

"peer": "00000000-0000-0000-0000-000000000000",
"profile": "stripe",

"status": "online",

"usage": {

"available": 1194000466944.0,
"dedupratio": 100,

"total": 1194000908288.0,
"used": 441344.0

a5t AR INTF g

R SXMT ORREE . TR SIS RMEIIER, £E href
pool/add, FHEIEX & ERIE AR R B AR B &K S,
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MtRIZERTEfE

BRI

PUT /api/storage/vil/pools/pl/add HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic abhadbfsMWE=
Content-Type: application/json

Accept: application/json

"2-data": 8
}

MRz 31

HTTP/1.1 202 Accepted

MARIEERTFE

Lban L M TF EMRRINF E. BIREFESMNILE MPBREREFN B EFERS.
&% href pool/remove, HEIEXHEEEMMPERNEEGEMAAZINZERE.
ramsSMIREHE,

BRI

PUT /api/storage/vi/pools/pl/remove HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic abhadbfsMwE=

Content-Type: application/json

Accept: application/json

"O-cache" : 2

}
) vaa st

HTTP/1.1 202 Accepted
BETABRILENHE, BREWS Y props IREN trueo

HRRAI:

PUT /api/storage/vi1/pools/pl/remove?props=true HTTP/1.1
Host: zfs-storage.example.com

Authorization: Basic abhadbfsMwE=

Content-Type: application/json

Accept: application/json

) vaa st TR

HTTP/1.1 200 OK
Content-Type: application/json

{

"props": [
{
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B

"choices": [
ngn
I|1II,
I|2II,

1,

"type": "ChooseOne",

"name": "@-cache",
"label": "Chassis 0 cache"
i
{
"choices": [
ngr,
(LS
non
1,
"type": "ChooseOne",
"name": "1-log",
"label": "Chassis 1 log"
}

MiEE

&KX pool/scrub PUT BY, DELETE 1E3KBI 733l /2 chitl /G IR RS (Z LE IFTEIBTTRY/RIR (R,
BXIFHAER, ES U CLI 85 "configuration storage scrub's

BCHECE M
BB S AR M R G HIR,
ERII:

DELETE /api/storage/v1/pools/pl HTTP/1.1

Host: zfs-storage.example.com
Authorization: Basic abhadbfsMWE=

MBIz 3 f51) -

HTTP/1.0 204 No Content

Date: Fri, 02 Aug 2013 22:31:06 GMT
X-Zfssa-Nas-Api: 1.0
Content-Length: ©

I E #(F

FrET B R EH I FRERIATE M. EFTBETEFEITRISRSRE /projects HiIE URI,
MERNI B APIETTRIS L N0 /projects/projects

128 Oracle ZFS Storage Appliance RESTful APl 357, %&1Thk 0S8.8.0+2018 £ 11 B



BER(F

*59 TES<
ER FinZEIBRTR lapilstoragelvl Bz
GET /projects FIHFrEmA
GET /pools/pool/projects Il pl=|
GET /pools/pool/projects?snaps=true FILFREME (85 HRE
GET /pools/pool/projects/project RENI B FAER
POST /pools/pool/projects BIEmE
PUT /pools/pool/projects/project (EB =]
DELETE | /pools/pool/projects/project HERmE
GET /pools/pool/projects/project/usage/groups IREVIE AR ERER
GET /pools/pool/projects/project/usage/groups/group REVEEANI B FERER
GET /pools/pool/projects/project/usage/users RENIE R RERER
GET /pools/pool/projects/project/usage/users/user REUEEAF I E FERER

TRERTHBERRANAIRERIERTR.

% 60 mEREY

B 3t} WiER

aclinherit string ACL #7175 ("discard". "noallow" "
restricted". "passthrough". "passthrough-x". "
passthrough-mode-preserve")

aclmode string WX ERBTAY ACL 174 (“discard". "mask"s "
passthrough")

atime boolean IREY B BB A B BT

canonical_name string FE2

checksum string BRI ("fletcher2". "fletcherd". "sha256")

compression string BIRESIRE ("off'. "Izjb". "gzip-2'. "gzip". "
gzip-9")

copies number HSHRIRnHE

creation datetime WB (3 LUN. XHRF) I8 EAMetE

dedup boolean BEEHUERIBR TS

default_group string B ERIAX RS "other”

default_permissions string I B BRIA XX RAYPR 700"

default_sparse boolean IME BN LUN HEEIRInS

default_user string B RIAX G RZRAF . "nobody"

default_volblocksize number TEZRIN LUN 3R/ 8192

default_volsize number IME 2RI LUN K/

exported boolean BESHiTE

logbias string FEFBENRE ("latency". "throughput")
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TR R(E

Bt Sl BEA

mountpoint string HZEH A BIAE "export/proj-01"

name string B &#R

nbmand boolean JEPRERF MBI ENT S

nodestroy boolean PR LSRR E

quota number MBEHAN (BURAFS

origin string RERR

pool string HMEFR

readonly boolean ITEULBMHIRE A true BY A IENERIE

recordsize string BIBEIZR A/ "128K"

reservation number BIETMEB = | A/

rstchown boolean FREIPTENE SRS

secondarycache string ZHEREFERAFER (Mal'. "metadata’. "
none")

sharedav string HTTP HZZERE ("off'. "rw'. "ro")

shareftp string FTP HEZRE ("off's "rw". "ro")

sharenfs string NFS #ZZE ("off'. "on". "ro". "rw")

sharesftp string SETP H£EHE ("off'. "rw". "ro")

sharesmb string SMB/CIFS HEZRE ("off'. "rw". "ro")

sharetftp string TFTP HEZHE ("off's "rw" "ro")

snapdir string .zfs/snaphsot AJ L% ("hidden" "visible")

snaplabel string TEERIREBIRE

vscan boolean REEEITS

FIHhImE

e L FIheEMPRFREIE, EREREANFFENRIBED URIZH, SR
ERIE e & ERTEBIERTIRUREETR. SIRE. BENRE. EHIREN
BHRERER.

i - A%HF depth EESEF match_property-name=value 1S4,

FHSH: filter —— NERENFATRLAGTIER, EXMETPNELEEHEFTEEE
[EIRYIE B2 F T &R

BRI

GET /api/storage/vi/pools/pl/projects HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

FIhIT get &, $HREI HTTP A 200 (OK) UXIRB B LA (£ JISON &) .
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BER(F

LERT:

HTTP/1.1 200 OK
Content-Type: application/json

{
"projects": [{
"name": "proj-01",
Ao
"name": "proj-02",
}
}

RS WFAEBPNFIERBERNYIR; URIKXES /projects BiZ,
BFRRERMEFEE backup WFFIBTBRIIEKRRA):

GET /projects?filter=backup HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

IRENIE B 1%

L FIBAE PR RNMENEMS. MIHHIT get /5, FR[E HTTP A3 200 (OK) LA
RIEEM (£ JSON BH) -

BF5IH zfs-storage-1 AR A proj-01 B9 B BYIERRH:

GET /api/storage/vil/pools/pl/projects/proj-01 HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

MRz 31

HTTP/1.1 200 OK
Content-Type: application/json

{
"project": {
"default_volblocksize": 8192.0,
"logbias": "latency",

"creation": "20130411T20:02:35",
"nodestroy": false,

"dedup": false,

"sharenfs": "on",

"sharesmb": "off",
"default_permissions": "700",
"mountpoint": "/export",
"snaplabel": "",

"id": "042919bb-0882-d903-0000-000000000000",
"readonly": false,
"rrsrc_actions": [],
"compression": "off",
"sharetftp": "",
"default_sparse": false,
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TR R(E

"snapdir": "hidden",

"aclmode": "discard",

"copies": 1,

"aclinherit": "restricted",

"shareftp": "",

"canonical_name": "zfs-storage-1/local/default",
"recordsize": 131072.0,

"usage": {

"available": 1758424767306.0,

"loading": false,

"quota": 0.0,

"snapshots": 0.0,
"compressratio": 100.0,
"child_reservation": 0.0,
"reservation": 0.0,

"total": 45960.0,

"data": 45960.0

H

"default_volsize": 0.0,
"secondarycache": "all",
"collection": "local",

"exported": true,
"vscan": false,
"reservation": 0.0,
"atime": true,

"pool": "pi",
"default_user": "nobody",
"name": "default",
"checksum": "fletcher4",
"default_group": "other",
"sharesftp": "",
"nbmand": false,
"sharedav": "",
"rstchown": true

elFE =

BIEM B RELEFMETEIRERLAERMIIE, FERERIFAFELZR
BV URI 28 HREIABIINBMRIHITR.,

JSON 1IEE RS

= name—IURHIIE ZFFLULIRIE,
= Project properties— fE{A 10 B /@ 4 ZB eI 1% B H#1 B I HI1E{E.

BIEEZ N proj-01 NIMBRIERRH:

POST /api/storage/v1/pools/pl/projects HTTP/1.1
Hosta: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{

"name": "proj-01",
"sharenfs": "ro"
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BER(F

FRINeIESS, BR[E HTTP K7 201 (Created), BAIBXBEHMEMN URI, EXEE
FREIMEREY (/A JSON ) -

R

HTTP/1.1 201 Created

Content-Type: application/json

Location: http://zfs-storage.example.com:215
/pools/pl/projects/proj-01

{
"project": {
"name": "proj-01",
"href": "/api/storage/v1l/pools/pl/projects/proj-01",
"mountpoint": "/export/acme/zfs-storage-1",
}
}

(0=

tEm B e AT EANBEREE. RKEMALT URI 28

pool FHEtmE IR
project B &R

15K B —Project Properties —{E{a] 101 B J& 4 &R v 1& B A HI0 B ¥ 8E.
BIMBZFEM proj-01 BN new-name BIIERRAE:

POST /api/storage/vil/pools/pl/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{
"name": "new-name",
"sharenfs": "rw",
"compression": '"gzip-9"
}
FINMR S, iR[E HTTP IRZ 202 (Accepted) HFIHFAET B E 14,
I Sz 7 f51 -

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/vl/pools/pl/projects/new-name

{
"project": {
"name": "new-name",
"sharenfs": "rw",

"compression: "gzip-9",

RESTful API 7ZfiBARSS 133



XU RFIRE

il =

LERERIR 85 < B THIRAG E PR NTB. RKERLT URI 2

pool M= IR
project mMBE &

NFEMEER TIERERS T HIEEMER (058.7.0) 2/G, ERFMAEIRI=(E
=, 15X pools/pool HIN GET &<, & F async_destroy_reclaim_space B4H=

BE, BETHRN2ER0 (F) .

BRI

DELETE /api/storage/v1/pools/pl/projects/proj-01 HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

IEERER

REUERI B ERIBRA R B TRAF A HRERI BB ER R RS

X R YR (F

XU RGHRFRLATIHMEER A RAHER

EIATI =

service_uri/pools/pool/project/project

R MBS <LERIRE T4 ENFMET

& 61 XHERFHL
&R FihnEIBRTR Japilstoragelvl BiEA
GET /filesystems IR E XY
GET /pools/pool/projects/project/filesystems FIHEERN X H RS
GET /pools/pool/projects/project/filesystems?snaps=true SILFIEXHRS (BIEHRER)
GET /pools/pool/projects/project/filesystems/filesystem REX G RFHAES
POST /pools/pool/projects/project/filesystems BN HRE
PUT /pools/pool/projects/project/filesystems/filesystem BEHRY:
DELETE /pools/pool/projects/project/filesystems/filesystem HEXHRA
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&R FMinZEIBRTR lapilstoragelvl WtER

GET /pools/pool/projects/project/filesystems/filesystem/usage/groups RN RFAERER

GET /pools/pool/projects/project/filesystems/filesystem/usage/groups/group REGEENAHN XU RAFERIER
POST /pools/pool/projects/project/filesystems/filesystem/usage/groups B RSB RN

PUT /pools/pool/projects/project/filesystems/filesystem/usage/groups/name B RS AR

GET /pools/pool/projects/project/filesystems/filesystem/usage/users REXGRFEBFPERE

GET /pools/pool/projects/project/filesystems/filesystem/usage/users/user REGEENAFRNXERSERER
POST /pools/pool/projects/project/filesystems/filesystem/usage/users BB H RSP

PUT /pools/pool/projects/project/filesystems/filesystem/usage/users/name B RS P ECER

GET /pools/pool/projects/project/filesystems/filesystem/shadow/errors I FEF TR

BIMIXHRGHESHIMBETHNENE, HFREEUTHETXAHRSNEL.

& 62 XHRGR M
Bt Sl e
casesensitivity string "Case Sensitivity" i & : mixed. sensitive ¥ insensitive
group string AE
normalization string %3
permissions string NXHRFERR
project string I & #R
quota_snap boolean | ¥&/RECENAR B REBRIIRE
reservation_snap boolean | }ERFREE = (a| P EIEREBIITE
shadow string BIRTEBR
errors string BIRTBERIR
sharesmb_name string SMB HEZ R RR
source object M H%EEM
usage object XHERGERBERER
user string HEREZRENERA
utfsonly boolean | $E423IE UTF-8 HIITE

FIHXHF RS

X ARG ES

BRATE M B FRIFTE X R 5

i - A HF depth EESEF match_property-name=value ZiHSE,

BB filter ——MEENFHFRLETIERE, EXMEFNEEEREREESHE

ERS IR F T o
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SIS RGeS LT URI 244

pool FhEM A TR
project IMB&#R
=GN K

GET /api/storage/vil/pools/pl/projects/proj-01/filesystems HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

FRINHITIERE, $RE HTTP R 200 (OK) URBRAEXHRBIEEA (fER JSON 1§
) o

SRR

HTTP/1.1 200 OK
Content-Type: application/json

"filesystems": [{

"name": "filesystem-01",
"project": "proj-o1",
"pool": "pi",

Ao
"name": "filesystem-02",
"project": "proj-o1",

"pool": "p1",

H
}

RSB FATE BN E FRE XA RENTIR. EXMERT, URIRERZ /api/

storage/v1/filesystems,

REVFRE XX R SEH A "abed" FIFRIENEER D BIERIERTA:

GET /api/storage/vi/filesystems?filter=abcd HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

R R S

RIS & Gean <R B4 E NI E FRBENXHRARE M. FEALLT URI B4

pool FEABZFFR
project BB
filesystem XHRHRRIR

FIHE 9 proj-01 WM BBIFEKRRHA:
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GET /api/storage/vi1l/pools/pl/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

BIHHIT get &, JFIR[E] HTTP JRZS 200 (OK) UM G RSZEREYE (A JSON 18R) -

MRz 3

HTTP/1.1 200 OK
Content-Type: application/json

"filesystem": {
"logbias": "latency",
"creation": "20130423T21:30:34",
"nodestroy": false,
"dedup": false,

"sharenfs": "on",

"sharesmb": "off",
"mountpoint": "/export/mnt1",
"snaplabel": "",

"id": "424ca2ec-b3fa-df86-0000-000000000000",
"readonly": false,
"rrsrc_actions": [],
"compression": "off",
"sharetftp": "",
"source": {
"logbias": "default",
"dedup": "default",

"sharenfs": "inherited",
"sharesmb": "off",
"mountpoint": "inherited",
"rrsrc_actions": "local",
"compression": "default",
"sharetftp": "inherited",
"snapdir": "default",
"aclmode": "default",
"copies": "default",
"aclinherit": "default",
"shareftp": "inherited",
"readonly": "default",
"secondarycache": "default",
"exported": "inherited",
"vscan": "default",
"reservation": "local",
"atime": "default",
"recordsize": "default",
"checksum": "inherited",
"sharesftp": "inherited",
"nbmand": "default",
"rstchown": "default"

}

"snapdir": "hidden",

"aclmode": "discard",

"copies": 1,

"aclinherit": "restricted",

"shareftp": "",

"canonical_name": "pil/local/default/mnt1",

"recordsize": 131072.0,

"usage": {

"available": 880395477504.0,
"loading": false,

"quota": 0.0,

"snapshots": 18432.0,
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"compressratio": 100.0,
"reservation": 0.0,
"total": 50176.0,
"data": 31744.0

}
"secondarycache": "all",
"collection": "local",

"exported": true,

"vscan": false,

"reservation": 0.0,

"shadow": "none",

"atime": true,

"pool": "pi",

"quota_snap": true,

"name": "mnt1i",

"checksum": "fletcher4",

"project": "default",

"sharesftp": "",

"nbmand": false,

"reservation_snap": true,

"sharedav": "",

"rstchown": true,

"root_acl": {
"owner@:cC:fd:deny",
"everyone@:rw:fd:allow",
"user:adminl:rw:allow",

}

"smbshareacl": {
"owner@:cC:fd:deny",
"everyone@:rw:fd:allow",
"user:adminl:rw:allow",

BIBEXHRS

BN RGeS A LA EF NI B PRI 2 ERLER MBI RS,

INBHERIF XGRS
BEALUT URI B8

pool FiEt RN

project =k

filesystem XHRFRIR

BERBH

» name—HFURMEXHRFA R TR RS

BRI (BIZE A share-01 BBHAF adninl MBENXHERS)

filesystem properties — X4 Z 4t /8 4 51 B Bt 5 B E A B &R Rl IR B A

=18
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POST /api/storage/v1/pools/pl/projects/proj-01/filesystems HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{

"name": "share-01",
"root_user": "admini"

}

FRINEIEE, $RE HTTP R3S 201 (Created), BfIBLBEHXMHRSH URl, [EX
BEMBXGRAZREY (£ ISON EX) -

MRz 3

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/vl1/pools/pl/projects/proj-01/filesystems/share-01

"filesystem": {
"name": "share-01",
"pOOl" : np1||,
"collection": "local",
"project": "proj-01",
"root_user": "admin1"

B RS

BEXGARLEGSHTERNINEXERANENS. MINWLNE, RHRE] HTTP KRE 202
(Accepted) HFIHFIE X RFARE M

BERLLT URI 831

pool FE 2R
project MB B
filesystem XHRFERT

KB filesystem properties— AMEERIX 4 RAHIN B B4,
BXHREZFRM share-01 BEEXA new-name FHIEFAEE BN nobody BYIERRHF:

PUT /api/storage/v1/pools/pl/projects/proj-01/filesystems/share-01 HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{

"name": "new-name",
"root_user": "nobody",
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}
M T f51) -

HTTP/1.1 202 Accepted
Content-Type: application/json
Location: http://zfs-storage.example.com:215/pools/pl/projects/proj-01/filesystems/share-01

{
"filesystem": {
"name": "new-name",
"pool": "pi",
"collection": "local",
"project": "proj-o1",
"root_user": "nobody"
}
}

MRS (4 R 45

MIBRS 4+ &gt an < B T MRS EMEI B R RN X R S,

BEEALUT URI &3

pool rediey k=
project B &R
filesystem XHERGAFR

NEBMEFEEFEEAPEIKATEIZ, EHXT pools/pool HIN GET 87, i F
async_destroy_reclaim_space BMMTEIE, BRIEEHRNER0 () .

BERRA:

DELETE /api/storage/v1/pools/pl/projects/proj-01/filesystems/share-01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

B INMBR SR E] HTTP 3R7S 204 (No Content)o
IRz -

HTTP/1.1 204 No-Content

X R FECHMER B SR

AJ{ER PoST T PUT 1B R DA RIESE AR AT, WXERFAFERRIERN GET 15
SRe] B 3% B P o 4B 3R B B B9 EE AR B R 23R,
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LUN 121E

FFB LUN SR FER I IR E T4 ERVER. LU LUN 88 Bl Ao
% 63 B
ER FnZE&42 lapilstoragelvl 588
GET /luns FIHFRE LUN
GET /pools/pool/projects/project/luns Fllt LUN
GET /pools/pool/projects/project/luns?snaps=true FIHFRE LUN (S351HRER)
GET /pools/pool/projects/project/luns/lun JREY LUN #4(E S
POST /pools/pool/projects/project/luns £l LUN
PUT /pools/pool/projects/project/luns/lun {8 LUN
DELETE | /pools/pool/projects/project/luns/lun HE LUN

TRIHET LUN B, SRS BEZIEEM,

*64 EREM

R xw T

assignednumber | MFHEFHIR SEH LU HS. NMREMASIBENRAE, WL HEFT
WNRIBMLE Z N EehEs4H, M assignednumber F
initiatorgroups MHIFF—%, fI%0, assignednumber %llZ&
P E—NIBS initiatorgroups FIRAMNE—NIEE
*O

fixednumber boolean ¥ LU RS EE N HFIENIRS.

initiatorgroups | FRERFIE BnhasH,
WNRIE1Z LUN 1R1it45 2 Bohes4H, M assignednumber F
initiatorgroups MHEFF—%, fI40, assignednumber %l
FE—IES initiatorgroups FIRAPKE—NNEE
Ko

lunguid string STMF GUID,

lunumber BFERFHH LU /S, —MF auto,

project string ME&F (FA%) .

source object GIHEMIR (local B inherited) o

sparse boolean BREE&NINS.

status string BHEEITIRE (online 3 offline) o

targetgroup string Btn

usage object FI LUN ERERAITER

volblocksize number BERKN
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B ESidl BiEA
volsize number BRI
writecache boolean BEBEANEENIRE

AILMITESAFEL RN, FENRIIHXERERNE—, HIMREMER LUN B
wEMETRMIBHEB, FRINERT, MESHAXERN, FIRER, EIERA
LUN B7it/E . TENRAAZE, BFRRSEXE inherited, FIBUHIRERE.

BHI& B E4EH JSON &R

{"unset": ["compression"]}

HIH LUN

5Ith LUN 82 =R B8 E M B A A LUN BY%I%K.

i - R HF depth ZEHEEF match_property-name=value ZiBEEK,

B ERA LT URI B3k

pool BRI
project Y= E=E
filesystem X RKERTR

HIH proj-01 WEH LUN BYiEKRHA:
GET /api/storage/vi1/pools/pl/projects/proj-01/luns HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

FIhIT get f&, $5R[E HTTP A7 200 (OK) AKX LUN B (f£F JSON 1&R) ©
) veanetl

HTTP/1.1 200 OK
Content-Type: application/json

"luns": [{

"id": "fadac6fb-0Obcc-d2e3-0000-000000000000",
"name": "vol-01"

bo{
"id": "690ae407-7c4d-b5d2-0000-000000000000",

"name": "vol-01",

H
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FREY LUN
FREX LUN fp iR EIAEMEINE HE LUN B4,

BEALUT URI B84

pool FhEmE IR
project mME &
lun LUN &R

BRI (GREXRZA "vol-01" BY LUN) :

GET /api/storage/vi/pools/pl/projects/proj-01/lun/vol-01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

FRINHAT get [, J5iR[E] HTTP JRZ 200 (OK) LM% LUN @1 (EM JSON &) ©
MRz :

HTTP/1.1 200 OK
Content-Type: application/json

{
"lun": {
"logbias": "latency",
"creation": "20130423T21:31:17",
"nodestroy": false,
"dedup": false,
"rrsrc_actions": [],
"id": "e3045406-319b-cf7a-0000-000000000000",
"writecache": false,
"compression": "off",
"copies": 1,
"stmfguid": "600144FOD8EOAE4100005176FDA6OGOL",
"source": {
"compression": "default",
"checksum": "inherited",
"logbias": "default",
"dedup": "default",

"copies": "default",
"exported": "inherited",
"rrsrc_actions": "inherited",
"secondarycache": "default"
i
"canonical_name": "pl/local/default/disk1",
"snaplabel": "",
"usage": {

"available": 881469214720.0,
"loading": false,
"snapshots": 0.0,
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"compressratio": 100.0,
"total": 1073758208.0,
"data": 1073758208.0

i
"secondarycache": "all",
"collection": "local",

"exported": true,
"volsize": 1073741824.0,

"pool": "pi",
"volblocksize": 8192,
"checksum": "fletcher4",

"project": "default",
"sparse": false

BIEFAY LUN

I Es <SRBI LUN, ERATURFREY LUN RMEA/ NS TR,
BERALUT URI B84

pool FhEth R FR
project IMB&#R
ERBH:

= name— IR M LUN ZFFLAGIEFIAY LUN.

= Volume properties—LUN B4 3¢ B B M+ 5| HEERE 4 E o E R BE.

SEHS == (5| «
BRI

POST /api/storage/v1/pools/pl/projects/proj-01/luns HTTP/1.1
Host: zfs-storage.example.com

Accept: application/json

Request JSON:

{
name : "vol-001", // Volume name (required)
size : 500000, // New Volume size
blocksize : 8192, // New Volume block size
sparse : true, // New Volume sparse data flag
initiatorgroup : 'default', // Initiator group name
targetgroup : 'default', // Target group name
lunnumber : 'auto', // Volume LUN number
status : 'online', // Initial Status ('online', 'offline')
fixednumber : false,
"source": {
"snapshot_id" : "76b8950a-8594-4e5b-8dce-0dfa9c696358",
"snapshot": "/pool-001/local/proj-001/snap-001"
}
}
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RINEIERE, RHRE] HTTP K7 201 (Created), BAIELEEH LUN B URIl, IEXE
BFE LUN B (£ JSON &) -

LR

HTTP/1.1 201 Created

Content-Type: application/json

Location: http://zfs-storage.example.com:215
/pools/pl/projects/proj-01/luns/vol-001

"lun": {
"name": "vol-001",

{&2X LUN

&2 LUN s B FEXINE LUN HEM.

BEEALUT URI 4L

pool FiEthZ R
project =R i
lun LUN &#F

KB volume properties — RI{EEXEf] LUN I B E 14

& LUN B#FM vol-01 XA new-name BIIFRRHGY:

POST /api/storage/vil/pools/pl/projects/proj-01/luns/vol-01 HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

) : "new-name",
RIS, J&iR[E] HTTP JRZS 202 (Accepted) HFIHFIBE LUN B,
I Sz 7 f51 -

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/vil/pools/pl/projects/proj-01/luns/new-name

{

"lun": {
"name": "new-name",
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"pool": "pi",
"collection": "local",
"project": "proj-01",

flFR Lun

IBR LUN 85< B3 T MIFREE E a0 B RIS LUN.

RERLLT URI S8

pool FiEtE R
project I E &R
lun LUN &#F

MEENEEFENPEUNA=EE, BT pools/pool MIN GET 88, BT
async_destroy_reclaim_space BT EE, RIFTHNEER0 (F) o

BRI

DELETE /pools/pl/projects/proj-01/luns/lun-01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

FRINHAT get ¥R [E] HTTP IR 204 (No Content),

Me) Rz 7~ 451 -

HTTP/1.1 204 No-Content

IRERH se P2 1R(E

PRERIIZIFERRIIRE TAERHHINE , REIZ(FHAIRE T XHRFAH LUN K

Al

FrE BT I B RYIRBIE{ERY URI #BLA /api/storage/vil/
pools/pool/projects/project FF3k

FrEEFXHRFBVIREBIRIER URI #BLA /api/storage/vl/
pools/pool/projects/project/filesystems/filesystem 7k

FrEETF LUN RYIRIRIR(ERY URI #8LL /api/storage/vl/
pools/pool/projects/project/luns/lun F3k
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& 65 REBFM 2 ZAR <

&R FihnZIBRTR lapilstoragelvl WtER

GET /snapshots HI PR A SRR

GET /pools/pool/projects?snaps=true FILFAEME (S1FIRER)

GET /pools/pool/projects/project/filesystems?snaps=true FIHFIEXHRS (BIFHRER)

GET /pools/pool/projects/project/luns?snaps=true FItHFRE LUN (E$E1RER)

GET /pools/pool/projects/project/snapshots HIH I B FTERER

GET /pools/pool/projects/project/filesystems/filesystem/snapshots FIE X4 RAIFREIRR

GET /pools/pool/projects/project/luns/lun/snapshots 5t LUN BIFRE1RER

GET /pools/pool/projects/project/snapshots/snapshot REXIN B RERIFHE S

GET /pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot KRB RARBIFHER

GET /pools/pool/projects/project/luns/lun/snapshots/snapshot FREY LUN (RERIFAER

POST /pools/pool/projects/project/snapshots BRI B R

POST /pools/pool/projects/project/filesystems/filesystem/snapshots B HRAIRER

POST /pools/pool/projects/project/luns/lun/snapshots B LUN {RER

PUT /pools/pool/projects/project/snapshots/snapshot f&ea I B R

PUT /pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot B RSTIRER

PUT /pools/pool/projects/project/luns/lun/snapshots/snapshot {8EX LUN RER

PUT /pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot/clone RIENHRFIRR

PUT /pools/pool/projects/project/luns/lun/snapshots/snapshot/clone 5efE LUN [RER

PUT /pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot/rollback BEIRRIR A EXH RSIRE

PUT /pools/pool/projects/project/lun/lun/snapshots/snapshot/rollback BHUBEIRTILAE LUN HRER

DELETE /pools/pool/projects/project/snapshots/snapshot FHERIN B IRER

DELETE /pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot HEXHRAIRER

DELETE /pools/pool/projects/project/luns/lun/snapshots/snapshot fHER LUN RER

GET /pools/pool/projects/project/snapshots/snapshot/dependents FI I B REEAE X IN

GET /pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot/dependents | FlI i 314 R G IR ERHE K I0

GET /pools/pool/projects/project/lun/lun/snapshots/snapshot/dependents Hllt LUN RERAE XK I

POST /pools/pool/projects/project/automatic BT E BohIRBIN R

POST /pools/pool/projects/project/automatic?convert=true BB E SahREN R, B
8. RS IEENIERRBIGER
AFHRE.
HEBR convert B FBEERBE
FRBYINE TRER,

GET /pools/pool/projects/project/automatic/automatic REUEERIE BahREBE 4

GET /pools/pool/projects/project/automatic S FRET B BehREBXIR

PUT /pools/pool/projects/project/automatic/automatic EBHIEERNT B BRI R

PUT /pools/pool/projects/project/automatic/automatic?convert=true BEIEERNT B BHIRBIEENR,

BEIAERE. ASIFEENIER

RIS F R R,
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IER FinZEIBRTR Japilstoragelvl WtER
HFER convert BE S SHBREE
FRBYINE TRER,

DELETE | /pools/pool/projects/project/automatic/automatic HBIEEN BT R

DELETE /pools/pool/projects/project/automatic/automatic?convert=true HERIEENERBIAEN R, B
EWB. RIS IEENIERERE
B A FIRE,
HEBR convert B SBEERBRE
FERVELEIRER,

POST /pools/pool/projects/project/filesystems/filesystem/automatic BRI X 4R A BhIRBITR

POST /pools/pool/projects/project/filesystems/filesystem/automatic?convert=true BB R A BRI R, Brh
ERM. RARFSHIAERNIERER
B AFIRE,
HEBR convert B2 SBEHERBE
FRRIELEIRER,

GET /pools/pool/projects/project/filesystems/filesystem/automatic/automatic REFEENNHRAFBNREBEMY

GET /pools/pool/projects/project/filesystems/filesystem/automatic FIHFME X R A EDIREBER

PUT /pools/pool/projects/project/filesystems/filesystem/automatic/automatic BEIEENXHRABHREBWR

PUT /pools/pool/projects/project/filesystems/filesystem/automatic/automatic? BB EMX 4 R4 BohRIBIEESY

convert=true R, BatERN. FARESIHAENI

BIREBREIR N FoHRE,
HEBR convert B SEERBE
FRBYINE TRER,

DELETE | /pools/pool/projects/project/filesystems/filesystem/automatic/automatic HEIEEN B ohREBIAENR,

DELETE /pools/pool/projects/project/filesystems/filesystem/automatic/automatic? HBIEENX GRS B REBIAER

convert=true R, BEIERN. FARSHIAENI

BIREBREIR AN FoHRE,
HEBR convert B SBEERBRE
FERVELEIRER,

POST /pools/pool/projects/project/luns/lun/automatic BUEFTHY LUN EahiRiR

POST /pools/pool/projects/project/luns/lun/automatic?convert=true Bl LUN BehiRIRIAE,. Bzh
ERM. RARFSHIEAERNIERER
B AFIRE,
HEBR convert B SBEHERBE
FRRIELEIRER,

GET /pools/pool/projects/project/luns/lun/automatic/automatic JREVIEEH LUN EapiREBRE 4

GET /pools/pool/projects/project/luns/lun/automatic FIHFrA LUN BapREBXT R

PUT /pools/pool/projects/project/luns/lun/automatic/automatic {EEIERER LUN BEIRENR

PUT /pools/pool/projects/project/luns/lun/automatic/automatic?convert=true {BERIEER LUN BohREBIAEXY

Ro BEEMN. FESHIEERNIR
BIRBIHEIR A FEHIRR.

HEBR convert B S SEIERBME
BRHIIL A RER,
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&R FMinZEIBRTR lapilstoragelvl BiEA
DELETE /pools/pool/projects/project/luns/lun/automatic/automatic HERIEEH LUN ERXIR
DELETE /pools/pool/projects/project/luns/lun/automatic/automatic?convert=true HRIETH LUN EapiREBRIAEST

BRI A F IR,

FEHYELE] B%,.“o

Ro BEIEMB. ARFSHTEEN

HEBR convert B SEHRBME

I IRER

Flthig® ERAARR, FIRFAESHBERR. XARSIRRE LUN (RIE, BEBUR

a:lﬁ ;_R URIo
& 66 FIHRIREG SRR
K HihnZIB&TR lapilstoragelviipoolsipoollprojectsiproject
HIH I B RER /snapshots
I R FIRER /filesystems/share/snapshots
5 LUN 1RE8 /lun/share/snapshots
BRI

GET /api/storage/vi/pools/pl/projects/default/snapshots
Accept: application/json

Mz 3

HTTP/1.1 200 OK
Content-Type: application/json

{
"snapshots": [{
"id": "3fbbcccf-d058-4502-8844-6feeffdf4acbs"”,
"display_name": "snap-001",
"display_description": "Daily backup",
"volume_id": "521752a6-acf6-4b2d-bc7a-119f9148cd8c",
"status": "available",
"size": 30,
"created_at": "2012-02-29T03:50:07Z"
Ao
"id": "e479997c-650b-40a4-9dfe-77655818b0d2",
"display_name": "snap-002",
"display_description": "Weekly backup",
"volume_id": "76b8950a-8594-4e5b-8dce-0dfa9c696358",
"status": "available",
"size": 25,
"created_at": "2012-03-19T01:52:47Z"
H
}
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IRENIRER
SEGXE MRBIFESS. MIEEE HTTP K7 200 (OK),
ERRH:

GET /api/storage/vi1l/pools/pl/projects/default/snapshots/snap-001
Accept: application/json

MRz 3

HTTP/1.1 200 OK
Content-Type: application/json

{
"snapshot": {
"id": "3fbbcccf-do58-4502-8844-6feeffdf4cbhs",
"display_name": "snap-001",
"display_description": "Daily backup",
"volume_id": "521752a6-acf6-4b2d-bc7a-119f9148cd8c",
"status": "available",
"size": 30,
"created_at": "2012-02-29T03:50:07Z"
}
}

BIEIRER

BIRRERe S HIE .. XHRSEL LUN SIRRR,

n BIEBINERIE —P0OST /pools/pool/projects/project/snapshots
» SIENHGRFIRE

—POST /pools/pool/projects/project/filesystems/share/snapshots
n  BIiELEMRIE—POST /pools/pool/projects/project/1luns/lun/snapshots

BERRA:

POST /api/storage/vil/pools/pl/projects/default/snapshots
Content-Type: application/json

{"name": "initial-backup"}
)V K

HTTP/1.1 201 Created

Content-Type: application/json
Location: /pools/pl/projects/default/
snapshot/initial-backup

{

"snapshot": {
"name": "initial-backup",
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"numclones": 0O,
"creation": "20130610T21:00:49",

"collection": "local",

"project": "default",

"canonical_name": "zfs-storage-1/local/default@initial-backup",
"usage": {

"unique": 0.0,

"loading": false,

"data": 145408.0
}

"type": "snapshot",
"id": "a26abd24-e22b-62b2-0000-000000000000",
"pool": "pi"

Ean R RE

ERBIMERR,

= &R URI—"Snapshot", LaTREZR
s JERIEX—JSON &R, HEZMSHESIHIRBIZIR

BERTA:

PUT /api/storage/vi1/pools/pl/projects/default/snapshots/initial-snapshot
Content-Type: application/json
Accept: application/json

{"name": "old-snapshot"}
0 Rz 7 f51)

HTTP/1.1 202 Accepted
Content-Type: application/json
Location: /pools/pl/projects/default/snapshot/initial-backup

Fe PR IR

RIEIA IRIR GRS R SEEL LUN,

RERALUT URI S5

pool pEb e i

project TRIE &R

filesystem XHERFRBIFRLZZRZ R
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152

lun LUN RERRVRHZ R IRZ
snapshot TRIREBER

REXH RS

PUT /pools/pool/projects/project/filesystems/share/snapshots/snapshot/clone

RiESE:

PUT /pools/pool/projects/project/1luns/lun/snapshots/snapshot/clone

BREXEEHUTEER JISON WK,

% 67 FREIRIBE S
B E 3l e
pool string Birse B
project string BiR5e 2B &R
lun string LUN {REEHI B4R LUN &7F

BRI

PUT /api/storage/vi/pools/pl/projects/default/filesystems/fs01/
snapshots/snap@l1/clone

{"project":"rest", "share":"snap@lclone@1", "compression": '"gzip-9"}

Me) Rz 7~ 451 -

HTTP/1.1 201 Created

Content-Length: 2035

X-Zfssa-Storage-Api: 1.0

Location: /api/storage/vl/pools/pl/projects/rest/filesystem/snap0lclone0dl
Content-Type: application/json; charset=utf-8

{
"filesystem": {
"origin": {
"project": "default",
"share": "fs01",
"snapshot": "snapo1",
"pool": "pi",
"collection": "local"
3
"href": "/api/storage/vl/pools/pl/projects/rest/filesystems/snap@lclone@1",
"mountpoint": "/export/snap@lclone@l",
"compression": "gzip-9",
"source": {
"compression": "local",

1y

"canonical_name": "zfs-storage-1/local/rest/snap®lclone®l1"

Oracle ZFS Storage Appliance RESTful APl 357, %&1Thk 0S8.8.0+2018 £ 11 B



TREZHA e PR (F

[ERIRER

ERRBESBRNH RS LUN WIS EHRIRIREIT AR, MINMNERR(E
HTTP JR7 202 (Accepted) IAKIREBE M (FH JSON &) ©

BEALT URI B3

pool pEN e i

project TRIE &R

filesystem XHERGRBIVREX G RF R
lun LUN REZRYIR LUN B R
snapshot TRIRER R R

[EPR R GIRIR

PUT /pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot/rollback

B3R LUN REg:

PUT /pools/pool/projects/project/1luns/lun/snapshots/snapshot/rollback

ERRA

PUT /api/storage/vi/pools/pl/projects/default/filesystems/fs-01
/snapshots/initial-backup/rollback

) aa st

HTTP/1.1 202 Accepted
Location: /pools/pl/projects/default/filesystems/fs-01/snapshot/fs-01-initial-clone
Content-Type: application/json

{
"snapshot": {
"name": "fs-01-initial-clone",
"numclones": 0O,
"creation": "20130610T21:00:49",
"filesystem": "fs-01",
"collection": "local",
"project": "default",
"canonical_name": "zfs-storage-1/local/default/
fs-01@fs-01-initial-clone",

"usage": {

"unique": 0.0,

"loading": false,

"data": 31744.0
i

RESTful API 7ZfiBARSS 153
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"type": "snapshot",
"id": "5c9bda07-21c1-2238-0000-000000000000",
"pool": "pi"

A BRIRBR

DELETE MREB& ST AT MAFFRIFRIIE KRB, XHEFRFIRIBIE LUN [RE

Pin|
o

RERLLT URI &4

pool bk i

project PR = v

filesystem X RFRFR

lun LUN &#F

snapshot TRIRER R R

TRIBRIA BRI -

DELETE /api/storage/v1/pools/pool/projects/project/snapshots/snapshot
FRIBR S {4 B GTIRER :

DELETE /api/storage/v1/pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot
MIBRSCfF Z 48 LUN:

DELETE /api/storage/v1/pools/pool/projects/projectsnapshot

WRIREBHIZTE NDMP, MATUE 2confirm=true ZINZE DELETE a8, B=E, 17
AR, XEX NDMP BITEERFEM,. BXEZER, ESMN (Oracle ZFS Storage
Appliance EIE{ER, %1ThRk 0S8.8.0) HH “NDMP EZE",

BERRA:

DELETE /pools/pl/projects/default/filesystems/fs-01/snapshots/initial-backup?confirm=true
AN 2confirm=true BRIRYLERHI:

éy%,..\':F'T_T_ NDMP B, ﬂﬂiﬂiuj“ﬂl] 2confirm=true, MZm<$ERMHEHUTRH
A (ATRSHIEN, EAAMBITT T

HTTP/1.1 409 Conflict

{"fault": {"message": "request requires confirm=true to complete (confirmation
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TREZHA e PR (F

needed for scripted command (scripted commands must be prefixed with \"confirm\"
to automatically confirm or \"deny\" to automatically deny) (encountered while
attempting to run command \"confirm destroy snap\"))", "code": 409, "name":
"ERR_CONFIRM_REQUIRED"}}

1 Hh TR B AH X T

FIHX R ANEHEXRTL, RKERLT URI 244

pool RRFEMER
project IMBE &R
filesystem XHRFRIR
lun LUN & #F
snapshot 1RER 2 FR

FIH X R YRR I

GET /api/storage/vi1/pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot/dependents

S BRI

GET /api/storage/vi1/pools/pool/projects/project/lun/lun/snapshots/snapshot/dependents

BRI

GET /api/storage/vi/pools/pl/projects/default/filesystems/fs01/snapshots/snap@1/dependents
Accept: application/json

MRz 3

HTTP/1.1 200 OK

X-Zfssa-Storage-Api: 1.0

Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 1.0

{
"dependents": [

{
"project": "rest",
"href": "/api/storage/vl/pools/pl/projects/rest/filesystems/snap@lclone@1",
"share": "snapO@lclone@1"

i

{
"project": "rest",
"href": "/api/storage/vl/pools/pl/projects/rest/filesystems/snap@lclone@2",
"share": "snapO@lclone02"

i

{
"project": "rest",

"href": "/api/storage/vl/pools/pl/projects/rest/filesystems/snap@lclone@3",
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"share": "snap@lclone03"
}
1
}
-
=

BETEHERLEM,

% 68 B
BER FINZEIER1R lapilstoragelvl A8
GET /schema FIHFrE NAS BB MR
GET /schema/property FREUEER NAS R E B 1%
POST /schema BN NAS EXEMH
PUT /schema/property {EEIBER NAS RN EMEXTR
DELETE /schema/property HBRIEER NAS IRNBE MR

I 7EE G BIERMPRIAIZ custom: , BIEHIR. XHRSHM LUN RIERNE
L C v

g, LA PUT IEXMEERT & priority FIES int BIE:

{"custom:priority": 5}

% 69 RS

¥ BiRA

property BEET (FAIE)

description BEER FxINEERHE)

type 2B ("String". "Integer". "Positivelnteger". "
Boolean". "EmailAddress". "Host")

FIHE

FIHIEIUE M,

BRI

GET /api/storage/vil/schema

LERT:
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{
"properties": [{
"description": "bob",
"href": "/api/storage/v1l/schema/bob",
"property": "bob",
"type": "String"
o
"description": "boo",
"href": "/api/storage/v1l/schema/boo",
"property": "boo",
"type": "String"
H
}

RENE T
RSB
ERRHI:

GET /api/storage/vi/schema/priority

ZR:

"property": {
"description": "priority",
"href": "/api/storage/vl/schema/priority",
"property": "bob",
"type": "Integer"

IR

BIEHERIUE o

BRI

POST /api/storage/vl/schema HTTP/1.1
Host: zfs-storage.example.com:215
Content-Type: application/json
Content-Length: 64

{"property":"priority", "type":"Integer", "description":"Oh my"}

SRR

HTTP/1.1 201 Created

Content-Length: 89

X-Zfssa-Nas-Api: 1.0

Content-Type: application/json

Location: /api/storage/vl/schema/priority
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158

{
"property": {
"href": "/api/storage/v1l/schema",
"type": "Integer",
"description": "Oh my"
}
}

(ks

BRI B %o
BERRA

PUT /api/storage/vi/schema/priority

{"description":"My custom priority level"}

SRR

HTTP/1.1 202 Accepted
X-Zfssa-Nas-Api: 1.0
Content-Type: application/json
Content-Length: 90

{
"property": {
"href": "//api/storage/vl/schema/priority",
"type": "Integer",
"description": "My custom priority level"
}
}

MIBR = 1%

Itean S MIFRE B 1o

BRI

DELETE /api/storage/vl/schema/me HTTP/1.1

LR

HTTP/1.1 204 No Content

BRI E BB MHAZZRIERIRM T @EF.
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- EFIRFE LR S A Oracle ZFS Storage Appliance BI—IRFAIIHEE, £ RESTful API
AIEIELEThEE, LHEARSS BB AT URL A https://hostname:215/api/storage/
vl/replication, BXIFAEFHEE, ESH Oracle Software License Agreement
(SLA) and Entitlement for Hardware Systems with Integrated Software Options FItb3R {4 & 1T
hzEY {Licensing Information User Manual) o

E4%| RESTful API BIELLTEIR:

EHRS - AT EEERESHIRS.
EHIBR—BRENEFEMAS —IFRE () PEHNBIENYEFRE. ERED
EigE LERIRETURZ REHTEFNN—ECEN R,

EFRE—RF LN—NEEENSR, SEE THEHHAZERR. BIMgEMREE
I (BERXEMIME, BENME LRSIEH#ITNE, FF) .

SFHIEG - X MRV BMEN NG, BifgE EN—TEENSR, cEEIFAX
MEEREN—B D MBFERERRIEHRE. RgE LS MRS SBIME L
N— M EIEEAXEK, RZTR. BEXRTEA—INREGERCEMAVRE/ IR
a3 (MTEBENEHREH)

AP AEHIRENERIBUESIRMHMERIRIE, LIRSS API BTEEERIRS UNKEHR

MEHE17.
& 70 EHIRS® L
&R HNZIER1R lapilservicelvl/services BiER
GET /replication RNEHIRSIREEYE
PUT /replication/enable BRESIRS
PUT /replication/disable ZREHIRS

IRENE HlI AR 55
ARG SIS IR

BRI

GET /api/service/vil/services/replication HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic ab6rt4psMwE=

Accept: application/json

LR

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 131
X-Zfssa-Replication-Api: 1.0

{
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"service": {
"status": "online",
"href": "/service/vl/services/replication",
"sources": [],
"targets": []

B ERIRS R

A EEEAEMARS —HFERERRSZ RS BXFAER, BES MRS RESTul
APlo

EHB15

TRERTAANERBIRG<,.

71 E=LISE e
&R HihnZIERTR lapilstoragelvl BiEA
POST /replication/targets SIS HIB IR
GET /replication/targets/target REUEEME R BTEY
GET /replication/targets FILFrEEH BIRNR
PUT /replication/targets/target EBUEEMNE B BT R
DELETE /replication/targets/target FHEHEE M BIRTR

FIH S B15

FIHRE EFFE R AE R BT,

BRI

GET /api/storage/vl/replication/targets HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic ab6rt4psMwE=

Accept: application/json

MRz 3

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"targets": [{
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1

"address": "ipaddr-1",
"label": "zfs-storage-1",
"hostname": "ipaddr-2",

"asn": "9d7a7543-ca83-68f5-a8fc-f818f65elcfc",
"actions": 0,
"target": "target-000",

"href": "/api/storage/vl/replication/targets/zfs-storage-1"
"address": "ipaddr-3",

"label": "zfs-storage-2",

"hostname": "ipaddr-4",

"asn": "16a4c82c-26c1-4a50-e317-ac53181f2e86",
"actions": 0,
"target": "target-001",

"href": "/api/storage/vl/replication/targets/zfs-storage-2"

RERE I B 15

L7 HENEH BRRIFAER. BB HENRZIAR,

BRI

GET /api/storage/vi/replication/targets/zfs-storage-1 HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: zfs-storage.example.com:215

Accept: application/json

e Rz 7~ 151 -

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 337

{
"target":
"href": "/api/storage/vl/replication/targets/zfs-storage-1",
"address": "ipaddr-1",
"label": "zfs-storage-1",
"hostname": "ipaddr-2",
"asn": "9d7a7543-ca83-68f5-a8fc-f818f65elcfc",
"actions": ©
}
}

el Fe =kl =R

MIEIZEHIEFEIE S BT,

ERRA:

POST /api/replication/vl/targets HTTP/1.1
Authorization: Basic ab6rt4psMwE=
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EHRE

Host: zfs-storage.example.com:215
Accept: application/json
Content-Type: application/json
Content-Length: 54

{"hostname":"example", "root_password":"root-password", "label":"zfs-storage-3"}

e 27~ 51 -

HTTP/1.1 201 Created

Content-Length: 135

Content-Type: application/json

Location: /service/vl/services/replication/targets/target-000
X-Zfssa-Replication-Api: 1.0

{
"target": {
"actions": 0,
"address": "123.45.78.9:216",
"asn": "fa5bf303-0dcb-e20d-ac92-cd129ccd2c81",
"hostname": "example",
"href": "/service/vl/services/replication/targets/target-000",
"label": "zfs-storage-3"
}
}

llER=R =R

e S AT MBI A K E H B 5o
BRI

DELETE /service/vl/services/replication/targets/target-000 HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMwE=

FINMIER SR E] HTTP 3R7 204 (No Content)o

MRz 1

HTTP/1.1 204 No-Content
X-Zfssa-Replication-Api: 1.0

EHIRME

SRIRERIE S HIEE I EIEH BREIMN, LT <R EEE HRF

AT E#R(FEO

AL EZEMIEE A HEESFIRFRIER, MAEENEHHAZERR.
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TRIETATFEEEFHRENESH L,

®72 BEARBEEO
&R HihnZIBRTR Japilstoragelvl BiEA
GET /replication/actions HILFrEEEHRIEN R
GET /replication/actions/ra_id REVEENEFIRIEEY
PUT /replication/actions/ra_id BBGEERNE HRIENR
DELETE | /replication/actions/ra_id HiBRis E R E HIRIEXT R
PUT /replication/actions/ra_id/sendupdate FIRIEE N EHIIRIE
PUT /replication/actions/ra_id/cancelupdate ELEIRTERN S HIIRIE
TRINE T ATFEESHHIREREAERNGH <,
®73 iR EIRE
BER FnZE&4R lapilstoragelvl 1588
GET /replication/actions/ra_id/schedules FILFrE S EHREAENER
GET /replication/actions/ra_id/schedules/ra_schedule REFEENEFIRIEIAERE 4
POST /replication/actions/ra_id/schedules BN E SR IERE
PUT /replication/actions/ra_id/schedules/ra_schedule BRIEENEFIRERAENR
DELETE | /replication/actions/ra_id/schedules/ra_schedule MERIEEME BHREAEXNR

TRIE T BTFEEER BRI S,

# - AeEEd e LR B R EFIREFRNEENHZER R EoHRBIAE, TH
RRERIUAEZ M HERRFAE SN EMIRRIEE, EORRHBWRZIFFEAS

Ao

R74 e EH BEREERE
BER FnZIE&4R lapilstoragelvl 1588
GET /replication/actions/ra_id/autosnaps WERMASHIRIENBaRRECE
GET /replication/actions/ra_id/autosnaps/autosnaps_id REVEENE IR IEBEIRBIR
PUT /replication/actions/ra_id/autosnaps BB E FiRERohIRER R
PUT /replication/actions/ra_id/autosnaps/autosnaps_id BRI ENE HIRFBEIIRBITR
DELETE | /replication/actions/ra_id/autosnaps/autosnaps_id MBRIsE RS HIIRIE B o RIEITR

TR T BTFERNGIHEEN®HS,
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EHRE

K75

IRERIRERITER

EK

FthnZE&4R lapilstoragelvl

BieA

GET

/replication/actions/ra_id/stats

MERMESFIRFN RIREFAIHER

WH. XA LUN L TFXHREFIEE

ERILEREDE. XHARAH LUN L FXHAHERSHHRERIBER,
TRIETATFEEEFHRENERSH L,
» ETFIBERVENE URI U FEHIRABSF k!

/api/storage/v1/pools/pool/projects/project

n BEFXHRZEHIRIE URI I TEMNARBFL:

/api/storage/vi1/pools/pool/projects/project/filesystems/filesystem
s ETF LUN AYI21E URI LU FEAIABFL:

/api/storage/v1/pools/pool/projects/project/1luns/lun

R ATEAR L HINE_ EEYHA9PRE £ X URI REEEHIIR(F

# 76 mMBE. XH#E4 LUN EARSH@EZRD
EXR HINE EEFIHMIE. XHRSFS LUN URI BiEA
GET /replication/actions SR EEFHRIENR
GET /replication/actions/ra_id REEENS FIRIEE Y
POST /replication/actions BT E HIIRIE
PUT /replication/actions/ra_id BBGEENE HHRIEN R
DELETE | /replication/actions/ra_id HHBRIETE HI B BIHRIET R
PUT /replication/actions/ra_id/sendupdate FHEIRERN S FliRE
PUT /replication/actions/ra_id/cancelupdate FIEERNE FIHRIE

TRIHT ATFEEEFRENERS S,
» ETFIMBRVEME URI U TEAIRSFX:

/api/storage/v1/pools/pool/projects/project

n BEFXHRZHIEIE URI I TEMABFL:

/api/storage/v1/pools/pool/projects/project/filesystems/filesystem

s EHF LUNB21/E URI U TEHNRBSFHFX:
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/api/storage/vi1/pools/pool/projects/project/luns/lun

R IATEARLHINE EEYHEIPRE £ T URI REEEFIEE,

R 77 M. XHRAFH LUN SEHRERE
ER MipnE EEFIHMIEE. XHERSFH LUN URI BiEA
GET /replication/actions/ra_id/schedules HILFrEEEHREAEXNER
GET /replication/actions/ra_id/schedules/ra_schedule REFEENEFIRIEIAERE 4
POST /replication/actions/ra_id/schedules BB SRR IERE
PUT /replication/actions/ra_id/schedules/ra_schedule RIS ENEFIRERAENR
DELETE | /replication/actions/ra_id/schedules/ra_schedule MERIEE M E BHREAEXNR

TRINET BTFEREF BohRBEENERHS,
» EFIREMEE URI LI TERMNABFL:

/api/storage/v1/pools/pool/projects/project

n BEFXHRZHIEIE URI I TEMABFEL:

/api/storage/v1/pools/pool/projects/project/filesystems/filesystem

s EHF LUN B2 URI U TEHNHRBFHX:

/api/storage/v1/pools/pool/projects/project/luns/lun

RIUATEARSSHINE_EEYHAPRE £ X URI REEE R BRRIRECE.,

& - FeEET U TR T I ENRERREN B AEFIRERNEENLZ R IRL B RNRE
BE. MERREAIUESMHERRTEES T ERRFE, MROKREHEARIA
AFFBAEHIE o

®78 MB. XHR4D LUN S5 BohRERRE

ER HiNE EEFIEMIRE. XHRSE LUN URI L]

GET /replication/actions/ra_id/autosnaps KRB /HAEERNFMEE FIiR(ENE
SRR E

GET /replication/actions/ra_id/autosnaps/autosnaps_id REN B/ HEZRRENIEESEFIREER
REBACE

POST /replication/actions/ra_id/autosnaps SR E/EZ R REEFIRIER R
EENOE

PUT /replication/actions/ra_id/autosnaps By B/ Z R RIS S FIRIERE
11 B RER R AL,

PUT /replication/actions/ra_id/autosnaps/autosnaps_id BEIEENE HI2EBTIRBITR
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ER HMifnZE EEZIHEIBE .. XFRSE LUN URI BieA

DELETE | /replication/actions/ra_id/autosnaps/autosnaps_id MBRIEE N EFIREBhIREBITR

TR T BFHREMRERITHEENERS S,
» ETFIBRVENE URI U TEAIRSFK:

/api/storage/v1/pools/pool/projects/project

» BEFXHRSVRE(E URI LITENRSFX:

/api/storage/v1/pools/pool/projects/project/filesystems/filesystem

s EHF LUN B2 URI U TEHNHRBSFHX:

/api/storage/v1/pools/pool/projects/project/luns/lun

R TEARGSHIINE LEZHBIFFE LT URI REEEFIRIERITHER.

& 79 W EFRERIHER
R MiNE EEFILMBE. XHRLE LUN URI BteA
GET /replication/actions/ra_id/stats KWERMASHIRENRIREFRITER

I S HR(E

IRENFRE R A ERIRERT IR,

BRI
GET /api/storage/vi/replication/actions HTTP/1.1

Authorization: Basic ab6rt4psMwE=
Accept: application/json

Mo T f51) -
HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0

Content-Type: application/json
Content-Length: 529

"actions": [{
Ilhrefll: nn

oL

"href": nn,

]
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RENE FHR1E

RE FHRIPRS S L RME BT EHIRIE ID FHEEN SN ERHRERRE.
BRI

GET /api/storage/vil/replication/actions/1438ed7f-aad3-c631-d869-9e85cd7f15b4 HTTP/1.1
Authorization: Basic ab6rt4psMwE=
Accept: application/json

MRz 7

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"action": {
"average_throughput": 0.0,
"bytes_sent": 0.0,
"collection": "local",
"compression": true,
"continuous": false,
"enabled": true,
"estimated_size": 0.0,
"estimated_time_left": 0.0,
"href": "/api/storage/vl/replication/actions",
"id": "8373d331-de60-e590-90e8-9ad69fchdaec",
"include_clone_origin_as_data": false,
"include_snaps": true,
"last_sync": "20130916T21:36:50",
"last_try": "20130916T21:36:50",
"max_bandwidth": o,
"pool": "pi",
"project": "proj-o1",
"retain_user_snaps_on_target": false,
"share": "fs1",
"state": "sending",
"target": "38094753-6c90-49ed-aa92-995a296d432a",
"use_ssl": true

)
BRI

T EHIRIEMYERT R E s B#R (recovery point objective, RPO) FHEX &EIZA<H 5
EENER,
GET /api/storage/vil/replication/actions HTTP/1.1

Authorization: Basic ab6rt4psMwE=
Content-Type:application/json

o) Sz 7~ 51 -

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529
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{

"action": {"id": "12d981c3-b098-c65a-ele9-a6h8263a0f6a",
"target_id": "4fd305ac-4af5-c34a-87c3-88203207305b",
"replica_lag": "42:25:31",
"recovery_point_objective": 0,
"replica_lag_warning_alert": 0,
"replica_lag_error_alert": 0,
"replica_lag_over_warning_limit": false,
"replica_lag_over_error_limit": false,

"project": "default"

}

}

BIEE HIR(E

BRI E IR 1Fo
BIZREM:

Initial values:

target = cleo
enabled = true
continuous = false
include_snaps = true
retain_user_snaps_on_target = false
dedup = true
include_clone_origin_as_data = false
max_bandwidth = unlimited
bytes_sent = 0
estimated_size = 0
estimated_time_left = 0
average_throughput = 0
use_ssl = true
compression = on

BERTA:

POST /api/storage/vl/replication/actions HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic ab6rt4psMwE=

Content-Type: application/json

Content-Length: 121

Accept: application/json

{

"pool": "pi,

"project": "proj-o1",

"share": "fs1",

"target_pool": "pool1l",

"target": "38094753-6c90-49ed-aa92-995a296d432a"
}

el Rz 7~ 451 -
HTTP/1.1 201 Created

Content-Length: 506
Content-Type: application/json
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Location: /api/storage/vl/replication/action/8373d331-de60-e590-90e8-9ad69fch4aec
X-Zfssa-Replication-Api: 1.0

{
"action": {
"project": "blue1l",
"target": "38094753-6c90-49ed-aa92-995a296d432a",
"bytes_sent": 0.0,
"compression": true,
"continuous": false,
"enabled": true,
"dedup": false,
"max_bandwidth": 0,
"collection": "local",
"estimated_size": 0.0,
"state": "idle",
"href": "/api/storage/vl/replication/pools/pl/projects/blahl/shares/fs1/
actions/8373d331-de60-e590-90e8-9ad69fch4aec”,
"average_throughput": 0.0,
"use_ssl": true,
"estimated_time_left": 0.0,
"retain_user_snaps_on_target": false,
"share": "fs1",
"id": "8373d331-de60-e590-90e8-9ad69fcb4aec",
"pool": "pi",
"include_clone_origin_as_data": false,
"include_snaps": true

BIZEFIHRIFEE,

BRI

POST /api/storage/vi/replication/actions/b77bd8cd-17ed-69da-9e4b-aebe3cc63755/schedules
HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic cm9vdDpsMWE=

Accept: */*

Content-Type:application/json

Content-Length: 65

{"frequency":"month", "day":"5th", "hour":"auto", "minute":"auto"}

Me) Rz 7~ 451 -

HTTP/1.1 201 Created

Date: Thu, 12 Jan 2017 17:35:48 GMT

Server: Twistedweb/192.0.2

Content-Length: ©

X-Zfssa-Storage-Api: 1.1

Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 1.0

X-Zfssa-Version: user/generic@2016.12.08,1-0

IZERE HIR(E

ELRINAE SRR,

RESTful API T7i&RRSS
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BRI

PUT /api/storage/vi/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic ab6rt4psMwE=

Content-Type: application/json

{"use_ssl": false}

MRz 31

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 620

{
"action": {

"target_id": "407642ae-91b5-681c-de5e-afcd5cbf2974",
"compression": true,
"continuous": false,
"enabled": true,
"max_bandwidth": 0,
"dedup": false,
"retain_user_snaps_on_target": false,
"use_ssl": false,
"id": "c141d88d-ffd2-6730-d489-b71905f340cc",
"include_clone_origin_as_data": false,
"include_snaps": true

}
BERRA:

PUT /api/storage/vi/replication/actions/action_id -d '{"recovery_point_objective":
60}HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic ab6rt4psMwE=

Content-Type: application/json

e Rz 7~ 151 -

X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 620

{
"action": {

"state_description": "Idle (no update in progress)",
"recovery_point_objective": 60,
"replica_lag_over_warning_limit": false,
"bytes_sent": "0",
"last_try": "Mon Nov 21 2016 23:25:59 GMT+0000 (UTC)",
"max_bandwidth": 0,
"estimated_size": "O",
"href": "/api/storage/vl/replication/actions/12d981c3-b098-c65a-ele9-a6b8263a0f6a",
"estimated_time_left": 0,
"use_ssl": true,
"id": "12d981c3-b098-c65a-ele9-ab6b8263a0f6a",
"stats": {"total_logical_bytes": 40656,
"last_dd_table_build": 91690629,
"total_after_dedup": 18476,
"last_try": "Mon Nov 21 2016 23:25:59 GMT+0000 (UTC)",
"dd_total_updates": 1,

170 Oracle ZFS Storage Appliance RESTful APl 357, %&1Thk 0S8.8.0+2018 £ 11 B



SEHIRE

"href": "/api/storage/vl/replication/actions/12d981c3-b098-c65a-ele9-a6b8263a0f6a/
stats",

"dd_total_duration": 47149245470,

"last_logical_bytes": 40656,

"dd_total_table_mem": 2097152,

"last_result": "success",

"last_after_dedup": 18476,

"last_duration": 47149245470,

{"dd_total_logical_bytes": 40656,

"total_updates": 1,

"total_duration": 47149245470,

"replica_data_timestamp": "Mon Nov 21 2016 23:25:12 GMT+0000 (UTC)",

"total_to_network": 9623,

"dd_total_table_build": 9169029,

"dd_total_phys_bytes": 16800,

"last_to_network": 9623,

"total_phys_bytes": 16800,

"last_phys_bytes": 16800,

"last_sync": "Mon Nov 21 2016 23:25:59 GMT+0000 (UTC)",

"last_dd_table_mem": 2097152,

"dd_total_after_dedup": 18476,

"dd_total_to_network": 9623},

"compression": "on",

"dedup": true,

"replica_lag_warning_alert": 0,

"last_result": "success",

"include_clone_origin_as_data": false,

"state": "idle",

"offline": false,

"export_path": "",

"export_pending": false,

"autosnaps": {"autosnaps_retention_policies"

"synchronized",

"href": "/api/storage/vl/replication/actions/12d981c3-b098-c65a-ele9-a6b8263a0f6a/
autosnaps"},

"replica_data_timestamp": "Mon Nov 21 2016 23:25:12 GMT+0000 (UTC)",

"continuous": false,

"target_id": "4fd305ac-4af5-c34a-87c3-88203207305b",

{"average_throughput": "0B/s",

"next_update": "Sync now",

"pool": "pi",

"replica_lag_over_error_limit": false,

"target": "pooll",

"replica_lag": "42:28:24",

"retain_user_snaps_on_target": false,

BILE RS EEE

RIS FIRERED S RREIENEFIRIE ID FRiEEMNENEFIREIRE, T
state M state_description RHEE HIHE,

state BE(E:

= sending
= idle
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state_description B4&E:

m  Connecting to replication target
m  Receiving checkpoint from target
m Estimating size of update

m Building deduplication tables

R EMNERTHER T EEHRENEHR.
BERRA:

GET /api/storage/vil/replication/actions/1438ed7f-aad3-c631-d869-9e85cd7f15b4 HTTP/1.1
Authorization: Basic ab6rt4psMwE=
Accept: application/json

MRz 31

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

"action":
"id": "1438ed7f-aad3-c631-d869-9e85cd7f15b4",
"target_id": "4fd3483e-b1f5-4bdc-9be3-b3a4becdoc42",

"target": "cleo",
llpoolll : llpolll
"replication_of": "testproj",

"enabled": true,

"continuous": false,

"include_snaps": true,

"retain_user_snaps_on_target": false,

"dedup": true,

"include_clone_origin_as_data": false,

"max_bandwidth": -1,

"bytes_sent": 0,

"estimated_size": 0O,

"estimated_time_left": 0,

"average_throughput": 0,

"use_ssl": true,

"compression": "on",

"export_path": "",

"state": "sending",
"state_description": "Receiving checkpoint from target",

"export_pending": false,

"offline": false,

"next_update": "Sync now",

"replica_data_timestamp": "Thu Apr 28 2016 22:38:03 GMT+0000 (UTC)",
"last_sync": "<unknown>",

"last_try": "<unknown>",

"last_result": "<unknown>",

"replica_lag": "00:00:18",
"recovery_point_objective": 0,
"replica_lag_warning_alert": 0,
"replica_lag_error_alert": 0,
"replica_lag_over_warning_limit": false,
"replica_lag_over_error_limit": false,
"project": "testproj"
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BGHE
BUAETE# TR BIEH,

SEAS = (5| «

BRI

PUT /api/storage/vl/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc/cancelupdate
HTTP/1.1

Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMwE=

e Rz 7~ 151 -

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

AIEEF

REEHEHRLUR R IR E R,

BRI

PUT /api/storage/vil/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc/sendupdate
HTTP/1.1
Authorization: Basic ab6rt4psMwE=

MRz 3

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

MIpRE R 1E

IFRILE & HlHR1Fo

BRI

DELETE /api/storage/vl/replication/actions/e7e688b1-ff07-474f-d5cd-cac08293506e HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMwE=

FINMIRR SR E] HTTP 4K 204 (No Content)o
e Rz~ 51 -

HTTP/1.1 204 No-Content
X-Zfssa-Replication-Api: 1.0
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ATFRT ERBEEMRG S,

% 80 EHEEESS
Bk FnZIE&4R lapilstoragelvlireplication i%ER
GET /packages B EHIEIES
GET /packages/package REUEEME HIEES
PUT /packages/package BIEENEHIEIEE
DELETE /packages/package HEBIEEMNEHIIES
PUT /packages/package/cancelupdate XHETE RUERIE €1IE1T cancelupdate
PUT /packages/package/sever XS RIEIRELIETT sever
PUT /packages/package/pkgreverse SHEE B EIEEIZTT reverse
PUT /packages/package/clone RIEIEENHIES
GET /packages/package/clone/conflicts I H=ZURE M R
GET /packages/package/projects St #EEmE
GET /packages/package/projects/project REFGEEIE
PUT /packages/package/projects/project BHRFEamE
GET /packages/package/projects/project/usage/groups REVEE I B AR RIE
GET /packages/package/projects/project/usage/users REEUEEDERFIERER
GET /packages/package/projects/project/snapshots FIHFRE R R
GET /packages/package/projects/project/snapshots/snapshot REEEIRERE M
DELETE /packages/package/projects/project/snapshots/snapshot HEBIEERIREBR
PUT /packages/package/projects/project/snapshots/snapshot EmRAECIERE
GET /packages/package/projects/project/automatic S FAE#IRE I E BB R
GET /packages/package/projects/project/automatic/automatic REUEENEIEE T B BahREE 4
GET /packages/package/projects/project/filesystems FIHEBIRE X H RS
GET /packages/package/projects/project/filesystems/filesystem REEIBEXH RS
PUT /packages/package/projects/project/filesystems/filesystem BEIEEX GRS
GET /packages/package/projects/project/filesystems/filesystem/usage/groups REBURE XA RAANERER
GET /packages/package/projects/project/filesystems/filesystem/usage/users REVEIBE X RAFRAFRNERS
GET /packages/package/projects/project/filesystems/filesystem/snapshots/snapshot REUEERIREBREM
GET /packages/package/projects/project/filesystems/filesystem/snapshots S FRE RN R
DELETE /packages/package/projects/project/filesystems/filesystem/snapshots/snapshot HEIEERIREBITR
PUT /packages/package/projects/project/filesystems/filesystem/snapshots/snapshot BB BIBEXHRRFRE
GET /packages/package/projects/project/filesystems/filesystem/automatic gtﬂ FrEEIEE XSRS B REX
GET /packages/package/projects/project/filesystems/filesystem/automatic/automatic REUEENHIBEXHRABIRE
Bt
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Bk FnZIE&4R lapilstoragelvlireplication i%ER

GET /packages/package/projects/project/luns HIH#iES LUN

GET /packages/package/projects/project/luns/lun FRENERIEE LUN

PUT /packages/package/projects/project/luns/lun BEEIER LUN

GET /packages/package/projects/project/luns/lun/usage/groups FRENENIEEL LUN ARfERER

GET /packages/package/projects/project/luns/lun/usage/users REVEIE S LUN RIS

GET /packages/package/projects/project/luns/lun/snapshots/snapshot REUEERIREBREM

GET /packages/package/projects/project/luns/lun/snapshots FIHFRE R R

DELETE /packages/package/projects/project/luns/lun/snapshots/snapshot HEIEERIREBITR

PUT /packages/package/projects/project/luns/lun/snapshots/snapshot B HIES LUN 1RIR

GET /packages/package/projects/project/luns/lun/automatic FHFTE#IES LUN Ba1REWR

GET /packages/package/projects/project/luns/lun/automatic/automatic E.EHX}EEE’\J ¥4EE LUN BnhiREEE

EHIRREBNASIE IR LUER TER G <RI
%81 SRS

Bk MIINZEIERR lapilstoragelvlireplication/sources JHER

GET {3 /api/storage/v1/replication/sources HIHEHIR

GET /source FIHEHIRIFARES

GET /source/packages/package REFEENERIEIEER

PUT /source/packages/package BHIEEME SRS

DELETE /source/packages/package HBIEENE RS

PUT /source/packages/package/cancelupdate X8 EMNEIR BT
cancelupdate

PUT /source/packages/package/sever XT18 EHIEIBREIZETT sever

PUT /source/packages/package/pkgreverse XTHETE HIERIB ELITTT reverse

PUT /source/packages/package/clone RIEEENHIES

GET /source/packages/package/clone/conflicts FIHHAZZRE PR

GET /source/packages/package/projects FHEiEEImE

GET /source/packages/package/projects/project REBUEEmE

PUT /source/packages/package/projects/project EeEiEamAe

GET /source/packages/package/projects/project/usage/groups REVEE I B AMERER

GET /source/packages/package/projects/project/usage/users ﬁﬂ%ﬁ&@lﬁ BRFRERR
P

GET /source/packages/package/projects/project/snapshots/snapshot REIERE IR E T

GET /source/packages/package/projects/project/snapshots FIHFIEIREXR

DELETE /source/packages/package/projects/project/snapshots/snapshot HERIEE AR R

PUT /source/packages/package/projects/project/snapshots/snapshot EMZ RSB RE
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Bk MIDNZEIE&R lapilstoragelvlireplication/sources JHER

GET /source/packages/package/projects/project/automatic HIHFrE RGN E Btk
PhES

GET /source/packages/package/projects/project/automatic/automatic REEENEIEE I B BaniR

REM

GET /source/packages/package/projects/project/filesystems FIHEIBREXH RS

GET /source/packages/package/projects/project/filesystems/filesystem REBIEEXHRA

PUT /source/packages/package/projects/project/filesystems/filesystem BHEIRaXH RS

GET /source/packages/package/projects/project/filesystems/filesystem/usage/groups REBIEE XM RSAANER
&5

GET /source/packages/package/projects/project/filesystems/filesystem/usage/users REVEIEE X RG AP E
BER

GET /source/packages/package/projects/project/filesystems/filesystem/snapshots/snapshot REIERE RV IRERE

GET /source/packages/package/projects/project/filesystems/filesystem/snapshots FIHFIEIRER

DELETE /source/packages/package/projects/project/filesystems/filesystem/snapshots/snapshot SHEBIEERIREWR

PUT /source/packages/package/projects/project/filesystems/filesystem/snapshots/snapshot EMZIEEXHRAIRE

GET /source/packages/package/projects/project/filesystems/filesystem/automatic FIHFrEEE XGRS BT
TREBIT R

GET /source/packages/package/projects/project/filesystems/filesystem/automatic/automatic REUEENHBEXHRER
BIRERE

GET /source/packages/package/projects/project/luns 5 #3EE LUN

GET /source/packages/package/projects/project/luns/lun REVEGES LUN

PUT /source/packages/package/projects/project/luns/Iun {BER¥iEE LUN

GET /source/packages/package/projects/project/luns/lun/usage/groups ?%HX?HE@, LUN ARERE
P

GET /source/packages/package/projects/project/luns/lun/usage/users FREN#IEE LUN BB RYfERA
B

GET /source/packages/package/projects/project/luns/lun/snapshots/snapshot REEERIRERE Y

GET /source/packages/package/projects/project/luns/lun/snapshots 5 A REEXT R

DELETE /source/packages/package/projects/project/luns/lun/snapshots/snapshot HERIEERIREEXTR

PUT /source/packages/package/projects/project/luns/lun/snapshots/snapshot EmALIES LUN RE

GET /source/packages/package/projects/project/luns/lun/automatic FIHFrE#IEE LUN BahiR

B R
GET /source/packages/package/projects/project/luns/lun/automatic/automatic REUEEREIEE LUN Bh

RERE

FIhEHER
It 1 A IR,

BRI
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GET /api/storage/vil/replication/sources HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

St

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"sources": [{
"asn": "314d252e-c42b-e844-dabl-a3bca680b563",
"href": "/api/storage/vl/replication/sources/zfs-repl-host",
"ip_address": "ipaddr-1",
"name": "zfs-repl-host",
"source": "source-000"
1
}
5l & H EiE |
IR E EHEBIEE.
ERTBGI:

GET /api/storage/vi/replication/packages HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

LERT:

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"packages": [
{
"href": "/api/storage/vl/replication/packages/0efaab49-7b22-4d4a-def8-813c27780894",
"id": "@efaab49-7b22-4d4a-def8-813c27780894",
"source_name": "sourceA",
"source_asn": "8a22f6e0-4eed4-4b85-f141-el152f5fac961",
"source_ip": "ipaddr-1",
"source_pool": "poolA",
"target_pool": "poolA",
"replica_of": "projTest",
"enabled": true,
"state": "idle",
"state_description": "Idle (no update in progress)",
"offline": false,
"import_path": "",
"data_timestamp": "2017-03-09T22:36:127",
"last_sync": "2017-03-09T22:36:22Z",
"last_try": "2017-03-09T22:36:227",
"last_result": "success"
}
1
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EHIIES

}

BeiEhiE e

Bt EE R,

Bt B3 BieA

enabled boolean EREMNHETRES
BRI

PUT /api/storage/vil/replication/packages/8373d331-de60-e590-90e8-9ad69fchd4aec HTTP/1.1
Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMwE=

Content-Type: application/json

{"enabled": false}

R

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

BERTA:

PUT /api/storage/vi/replication/packages/8373d331-de60-e590-90e8-9ad69fch4aec/pkgreverse
HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMwE=

Content-Type: application/json

n.n

{"new_project_name":"restrev", "enable_action_upon_reversal":"true"}

SRR G:

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

llE3 ¢l

HRE FIEEE.

BERRA

DELETE /api/storage/vl/replication/packages/8373d331-de60-e590-90e8-9ad69fcb4aec HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMwE=

FRINMBRfERHR E] HTTP 4R7S 204 (No Content)o
IRz -
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EFIMES

HTTP/1.1 204 No-Content
X-Zfssa-Replication-Api: 1.0

BGHER
B A B A TR

BRI

PUT /api/storage/vil/replication/packages/8373d331-de60-e590-90e8-9ad69fcb4aec/cancelupdate

HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMwE=

WMRKFITEH, RHRE] HTTP RZ 409 (Conflict),
IRz~ -

HTTP/1.1 409 Conflict
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 137

{
"cancelupdate": {
"AKSH_ERROR": "EAK_NAS_REPL_BADSTATE",
"message": "operation illegal for state"
}
}
M T f5 -

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

REHEE

REHIERTR.
BRI

PUT /api/vl/storage/replication/packages/8373d331-de60-e590-90e8-9ad69fcb4aec/clone
HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMwE=

MRz 3

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

FeFERINIR[E] HTTP IAZ 202 (Accepted), #EBNER <RI FHE RIERIFEE LI A

oF
Ko
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EHIIES

FefEsRIE KRR A

GET /api/storage/vil/replication/packages/8373d331-de60-e590-90e8-9ad69fch4aec/clone/
conflicts HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMwE=

SefE/ SR Bl A
HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 58

"conflicts": "There are no conflicts."

{
}
B

Default settings:

target_project = (unset)
original_mountpoint = /export
override_mountpoint = false

mountpoint

RHHIES

RMSHIEEHBHIECRNE BB R, WREKAERHIEBIEE URETRR
SPNEFNHEZZRIR, FEMRALRE LNAMITE, ERARANELEHIEHE
FETE X R FMAXTEEN.

BRI

PUT /api/storage/vi/replication/packages/8373d331-de60-e590-90e8-9ad69fch4aec/sever
HTTP/1.1

Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMwE=

{"projname":"restsev"}

BIHIR LY ©

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

235 ¢4

REEHGRE, RFRRLEEANES, FRILBEERNERIEERTERIOR
BURTASINE . SFMBERERIERE, B LRMINEHENRFHHBIFRE TiiENK
BIEE I ER.

BERRA
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PUT /api/storage/vil/replication/packages/8373d331-de60-e590-90e8-9ad69fch4aec/reverse
HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMwE=

{"projname":"restrev"}

FIhIELY :

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

- B SERTRERSHITAINE. BXFHAER, 1HSH "Oracle Software License
Agreement ("SLA") and Entitlement for Hardware Systems with Integrated Software Options"
AR R 1THRAY (Licensing Information User Manual)

Oracle ZFS Storage Appliance 12 T B RGN AR ENMHEZERIER (XHFRSM LUN) &
FREBREIRINE, ZEEBIE—TNENSMESRE, HEIEAEEZE Oracle Key
Manager (OKM) &%, 81N NEZNIBHHZHRFEFE— KRB OKM ZiARE
HNEERH, HENBZHHEFEELEEE, HERARME OKM ZIFERENERER
SR A NE 17,

TRNBT A ATERA#F] OKM INZERY RESTful API 3K,

%82 AN
iER FtnZE&42 lapilstoragelvl 5BA
GET /encryption/local RENAHZIAE R
PUT /encryption/local EERA A E R
GET /encryption/local/keys FRENA 25 £
GET /encryption/local/keys/key RENAHBRIERER
POST /encryption/local/keys Bl
DELETE | /encryption/local/keys/key FHERANHIER R
GET Jencryption/local/keys/key/dependents P& T L EANRZEIR
%83 OKM /&
&R HihnZIBRTZ lapilstoragelvl BiEA
GET /encryption/okm FREX OKM Z$RERE %
PUT /encryption/okm &2 OKM ZRER M
GET /encryption/okm/keys JREY OKM Z A
GET /encryption/okm/keys/key FREX OKM ZHIFMEE
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182

R FnZE&4R lapilstoragelvl 1588

POST /encryption/okm/keys 8l OKM %%A

DELETE | /encryption/okm/keys/key % OKM Z A

GET /encryption/okm/keys/key/dependents HIH KT LB ANHEZEIR

S FRE At 2 TR

i
{
"keys": [{
"cipher": "AES",
"keyname": "key-1",
"href": "/api/storage/vl/encryption/local/keys/key-000"
o
"cipher": "AES",
"keyname": "key-2",
"href": "/api/storage/vi/encryption/local/keys/key-001"
o
"cipher": "AES",
"keyname": "key-3",
"href": "/api/storage/vil/encryption/local/keys/key-002"
1
}

FIH— 2t Z TR

Wit

"key":

"href": "/api/storage/vl/encryption/local/keys/key-000",
"cipher": "AES",
"keyname": "key-1"

SItHFRE OKM %A

Wi
{

"keys": [{

1y

"cipher": "AES",

"keyname": "okm-key-1",

"href": "/api/storage/vl/encryption/local/keys/key-000"
{

"cipher": "AES",

"keyname": "okm-key-2",

"href": "/api/storage/vl/encryption/local/keys/key-001"
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o

"cipher": "AES",

"keyname": "okm-key-3",

"href": "/api/storage/vl/encryption/local/keys/key-002"
H
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RERA

IREXhRZS

A0 A
AR

%hﬁ%ﬁ?ﬁﬂ%%ﬁﬁh%ﬂm BRAEESS. TRIILTABNRSS

7 o
AN
iR
LT RS Ao
=84 RERY
BER FINZIE&4R lapilsystemivl tRA
GET /version HI G S EH R hR 4SS B
PUT /reboot BW5I1R8E. TZEMSISHIE, BNAMEEH
A& EH.
PUT /reboot?skip_update=true ESISEMAEAEAEHNTEER,
PUT /reboot?diag=true PENSIS: EMSISILE, HELIEPKER
ﬂﬂl/ s B
PUT /poweroff KA.
PUT /restart BENEMEEEAHFREIZHER.
PUT /factoryreset BSEREEEE AW 8E,
GET /disks FIHFRE R
GET /disks/disk FIHEEMN AR E R M.
GET /memory RENTFRERS,

e REEERATIRESNRELEM, sa<lIIMITRE, FiRE HTTP R 200
(OK)o

BRI

GET /api/system/v1/version HTTP/1.1

RS 185



KARFER

Host: zfs-storage.example.com
Accept: application/json

Me) 2 7~ 451 -

HTTP/1.1 200 OK
Content-Type: application/json

{
"version": {
"hw_csn": "1211FM2009",
"updated": "20130528T16:21:17",
"fw_vendor": "American Megatrends Inc.",
"os_isa": "i386",
"os_boot": "20130528T16:25:44",
"hw_product": "Sun Netra X4270 M3",
"http_version": "Apache/2.2.24 (Unix)",
"hw_asn": "2f4aeeb3-b670-ee53-e0a7-d8eQae410749",
"ssl version": "OpenSSL 1.0.0k 5 Feb 2013",
"os_machine": "i86pc",
"os_nodename": "admini",
"os_version": "nas/generic@®2013.05.16,1-0",
"ak_product": "SUNW,iwashiG2",
"fw_version": "21000208",
"os_release": "5.11",
"installed": "20130411T19:50:16",
"sp_version": "3.1.2.0",
"os_platform": "i86pc",
"fw_release": "10/22/2012"
}
}

KARGBIR

LELIHEFERITREXA. FIEHIBRSHRIKAMRATR, RIFEERETHEN—
. BEEFMITARSARR, SEHNRSOESTYIBIFRBREFX. RSB
17#iR[E] HTTP AT 202 (Accepted), WABUEIF IR LUK ELPran L BVIRTS,
ERRA:

PUT /api/system/v1/poweroff HTTP/1.1
Host: zfs-storage.example.com

EMEISRE

LS RINEFRITREF XNEF. FIERSENTIR, hHa<SHESETHERE
HTTP K7 202 (Accepted)o HAURITIEEE UK FELFRE SR,

- NREGENTEEHIHISEER, WEZEHRSISHREERALER. BERIT
EM5ISMANAEENTSEMH, 1BA /reboot?skip_update=true 885
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ENRMARERE

BRI

PUT /api/system/v1/reboot HTTP/1.1
Host: zfs-storage.example.com

BERTA:

PUT /api/system/v1/reboot?skip_update=true HTTP/1.1
Host: zfs-storage.example.com

BHBIAAEIR

kS EHBERZEOFKESHER. haSRELEITHIRE HTTP K 202
(Accepted), WIIGITIRE UIFKIF IR LHIRE.

ERRA

PUT /api/system/v1l/restart HTTP/1.1
Host: zfs-storage.example.com

RIS

L EWSIFIRE, HELRIEFREEMZEHER, ItmSRPIEITHIRE HTTP
RZ 202 (Accepted), WAMEEIFIZE UK F LR SEIRS.

* - MRBEAHREERNEETAEN, WEZIZHERSISHERAXALE
#o

BERRH

PUT /api/system/v1/reboot?diag=true HTTP/1.1
Host: zfs-storage.example.com

WmEHIRE

It 'n?n"v\ SIREMEMENVIBRE IRE. FIEREEXNERKEL, HEREXIHITE
REZEBFTEITINIGRIRE. haSHREPEITHIRE HTTP K 202 (Accepted)o #4700
BIFEE UK TLIRRPHRES. ATFhGSSEFAEREHRIERL, ELtbsIamm
EiHSE 2confirm=true, LEHFSHAESHIN,

HRRHI:

PUT /api/system/v1/factoryreset?confirm=true HTTP/1.1
Host: zfs-storage.example.com

RS 187



BT

REZITE

U2 e <A Ao
& 85 XFase
&R MNZEIBRTR Japilsystemivl BiEA
GET /bundles SIHFrEXEE
GET /bundles/bundle REGEERNESIESEY
POST /bundles BIE— I ZREHEE EEE Oracle 25,
PUT /bundles/bundle/retry Bl FHIEENE
PUT /bundles/bundle/cancel BUH EHIEERE
PUT /bundles/bundle/send BIREENE EHE Oracle T AZRFERITIHIBMATIE
B SR RS,
DELETE | /bundles/bundle HRIEENE

tIERFE

BB IFE UEEBRRIRSZIERK. HIFRMHARSIEK (Service Request, SR) 4R 51§32
FES5RBRANIRSEREXE, HEZHES KIEL Oracd AZHFEI Jo SR HS UM
fEF 3-nnnnnnnnnn 3o BXFE BN EEHE] Oracle X1, HIOERAEE LHNENE
2 MOS ZIEEAR "Phone Home Settings” (BBIEETIIRE) o

ERRA

POST /api/system/v1/bundles HTTP/1.1
Authorization: Basic abhadbfsMwE=
Host: zfs-storage.example.com:215
Accept: application/json
Content-Type: application/json
Content-Length: 23

{"srn": "3-0123456789"}

L) vaa Nt

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0

MR KB HARSZIERLS (Service Request Number, SRN), RFAFHAEIE—NAHE,

BRI

POST /api/system/vi1/bundles HTTP/1.1
Authorization: Basic abhadbfsMWE=
Host: zfs-storage.example.com:215
Accept: application/json
Content-Type: application/json
Content-Length: 23
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[z sol

MRz 3

"bundle": {
"status": ",
"uuid": "d4431d57-ba4f-4f37-fale-a09fcbf3e56b",
"associated_bundle": [

"href": "/api/system/v1l/bundles/4050963a-4082-663f-99c0-fee915f2839c"

}
1
"srn": null,
"filename": "ak.d4431d57-ba4f-4f37-fale-a09fcbf3e56b.tar.gz",
"href": "/api/system/v1l/bundles/d4431d57-ba4f-4f37-fale-a09fcbf3e56b",
"date": "Thu Mar 10 2016 19:38:58 GMT+0000 (UTC)",
"type": "User initiated"

FIH T

a2 P MRS EEMEHRENFIESIF B, S8 EHE Oracle XH5/E, M3
B MR F MR,

BRI

GET /api/system/v1/bundles HTTP/1.1
Authorization: Basic abhadbfsMwE=
Host: zfs-storage.example.com:215
Accept: */*

ZRH:

"bundles": [{
"status": "building",
"step_progress": 6.25,
"srn": "3-0123456789",
"filename": "/upload/issue/3-0123456789/3-0123456789_ak.ba8ebd55-2349-c31c-cde3-
acf3fb0c3389.tar.gz",
"href": "/api/system/v1l/bundles/ba8ebd55-2349-c31c-cde3-acf3fboc3389",
"date": "Wed Apr 30 2014 19:31:06 GMT+0000 (UTC)",
"type": "User initiated",
"uuid": "ba8ebd55-2349-c31c-cde3-acf3fboc3389"
P

REZHE

REENEREM,.

BERRA:

»
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BUH

GET /api/system/v1/bundles/9604155c-928b-cf97-c826-cda9fcl7ac57 HTTP/1.1
Authorization: Basic abhadbfsMWE=

Host: zfs-storage.example.com:215

Accept: */*

LR

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 165

"bundle": {

"status": "building",

"step_progress": 62.5,

"srn": "3-0123456789",

"filename": "/upload/issue/3-0123456789/3-0123456789_ak.ba8ebd55-2349-c31c-cde3-
acf3fb0c3389.tar.gz",

"href": "/api/system/v1/bundles/ba8ebd55-2349-c31c-cde3-acf3fb0c3389",

"date": "Wed Apr 30 2014 19:31:06 GMT+0000 (UTC)",

"type": "User initiated",

"uuid": "baB8ebd55-2349-c31c-cde3-acf3fboc3389"

BHZ T8

ttan S BUEZFFE N BE L&,
TERTBGI:
PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/cancel HTTP/1.1

Authorization: Basic abhadbfsMWE=
Host: zfs-storage.example.com:215

Mz 7

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

EZFELH

190

a2 A eI RN E EHE Oracle XFFHIFHNE EHIEL, REEGHLAATHAX

e EHBRS.
BRI

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/retry HTTP/1.1
Authorization: Basic abhadbfsMwE=
Host: zfs-storage.example.com:215

Mz 3
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EHZRHE

HTTP/1.1 202 Accepted

X-Zfssa-Appliance-Api: 1.0

BFAREAIBRSIEK (Service Request, SR) RS EIXNE LH, 1HFEH send <. MR
KEM SRRES, RARKERRR SR RSERIL EH,

F - WAHERBEIETT send 3LE, FERM SRES, TNSME—HIR.

SEAS — (7|«
BRI

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/send HTTP/1.1
Authorization: Basic abhadbfsMWE=

Host: zfs-storage.example.com:215

{"srn": "3-0123456789"}

MRz 3

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

nk =52 53]

AIFE EH A2 BRI L Oracle A AR 16,

& - WAMERBEIETT send 828, FERM SREFES, BUSMHE—PHEIR.

sETS (7|
BRI

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/send HTTP/1.1
Authorization: Basic abhadbfsMwE=

Host: zfs-storage.example.com:215

{"srn": "3-0123456789"}

LERT:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

MIpRSZ 56

Itean A T MIgE HHIER.

BERRH

DELETE /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3 HTTP/1.1
Authorization: Basic abhadbfsMWE=
Host: zfs-storage.example.com:215

»
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RgCEH

MRz 3

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

RGERM

XL RATERERAE MRS,

% 86 BHEn L
P FInZIE&4R lapilsystemivl 588
GET /updates SIHFRB RS E
GET /updates/update REEENRAEMEY
GET /update/platform ERTEEMHNERRES (F21iTH2E LHRS L
BEMASKIREH)
GET fupdate/firmware ERAKEHNEFRES (BSREEN SsD &
#, BIESHWESR IOM Ef)
PUT Jupdates/update BN EIMZE
PUT /updates/update/upgrade FREIHETE B SE R ST
PUT /updates/update/check HEE BRI T ARIE TR IGE
PUT /updates/update/rollback EIREEE A EHTAREST
PUT /updates-apply N AR RENEREHH
DELETE | /updates/update HBRIEENRREN
POST /updates BEHRMEMEEISE -
% 87 RoEMEM
Bl Sl BtEA
version string B BRARZS
release_date DateTime BRRITEEA
install_date DateTime Eiﬁ%%ﬁ?&% BEY; MRALTE, NATHEILEN
status string BHRARERE (Fa%)
update_deferred ChooseOne FERIZE . onreboot I onrequest
SR ESTAAL:

The following updates enable features that are incompatible with earlier
software versions. As these updates cannot be reverted once committed, and
peer system resources are updated across a cluster, verifying first that the
system upgrade is functioning properly before applying deferred updates is
advised.
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PIHRKER

I RS EM

BTFRRASGERRAIER:

GET /api/system/v1/updates HTTP/1.1
Authorization: Basic abcefgMwE=
Host: zfs-storage.example.com:215
Accept: application/json

MRz 3

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

{

"updates": [

{

1

IREX AR S SE#

"release_date": "Tue Aug 13 2013 17:47:32 GMT+0000 (UTC)",
"install date": "Wed Aug 14 2013 12:33:08 GMT+0000 (UTC)"
"href": "/api/system/vl/updates/nas@2013.08.13,1-0",
"status": "previous",

"version": "2013.08.13,1-0"

"release_date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"install date": "Sun Aug 25 2013 11:30:14 GMT+0000 (UTC)"
"href": "/api/system/vl1l/updates/nas@2013.08.24,1-0",
"status": "current",

"version": "2013.08.24,1-0"

"release_date": "Sun Aug 25 2013 12:56:57 GMT+0000 (UTC)",
"install date": "Mon Aug 26 2013 18:50:33 GMT+0000 (UTC)"
"href": "/api/system/vl1l/updates/nas@2013.08.25,1-0",
"status": "waiting",

"version": "2013.08.25,1-0"

REBENEFHRENEM
BERRA:

GET /api/system/v1/updates/nas@2013.08.25,1-0 HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfs-storage.example.com:215

Accept: application/json

L) vAa st TR

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0

REt

»

B

.

A
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KT AEMHENRRS

Content-Length: 541
Content-Type: application/json

{
"update": {

"release_date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"install date": "Sun Aug 25 2013 11:30:14 GMT+0000 (UTC)"
"href": "/api/system/v1/updates/nas@2013.08.24,1-0",
"status": "current",
"version": "2013.08.24,1-0",
"update_deferred", "on_request"

R SEHERRS

RNEEFBEHERNERRS. FaREMEH 2 LRSS A EEMARRIREHEY
SiRo

BRI

GET /api/system/v1/update/platform HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfs-storage.example.com:215

Accept: application/json

MRz 31

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

"platform": {
"href": "/api/system/v1/update/platform",
"power_down_needed": true,
"update_needed": "true"

}

REVAHFEIHFBERS

REVE . EXRWAMEEHTHAGEGEMRNRE, AHEMHEHE. SSD Bl

22 IOM EHBSFT,
ERH:

GET /api/system/v1/update/firmware HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfs-storage.example.com:215

Accept: application/json
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EHRSEEN

MRz 3

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

"firmware": {
"href": "/api/system/v1/update/firmware"
"upgrades_pending": 0,
"upgrades_failed": 0,
"upgrades_in_progress": 0

EHRGEMR

Ftek

It &S Al _E IR R K EHIRE,
A curl W EHGBSRA:

$ curl --user root:root-password -k --data-binary @nas@2013.08.24,1-0.pkg.gz \
--header "Content-Type: application/octet-stream" \
https://zfs-storage.example.com/api/system/v1i/updates

FLEaHBRERMGE, SREEHMREGENEY. KNG, HTTP RKERKIEER "201
(Created)", HTEfLEXIR[EIFMREGHIEXIE,

LR

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Length: 541

Content-Type: application/json

Location: /api/system/v1/updates/nas@2013.08.24,1-0

"update": {
"release_date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"install_date": "Sun Aug 25 2013 11:30:14 GMT+00G0 (UTC)"
"href": "/api/system/vl1/updates/nas@2013.08.24,1-0",
"status": "current",
"version": "2013.08.24,1-0",
"update_deferred", "on_request"

teer L AN EHREHIFIREENS I SEHEENEMIRE, EENRGRESNEFT

"previous”, &M SREEM,

»
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sESS — (7|
BRI

PUT /api/system/v1/updates/nas@2013.08.25,1-0/upgrade
Host: zfs-storage.example.com:215

Authorization: Basic abcefgMWE=
Content-Length: ©

MRz 7

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

ERSFREENSISE L EHREK,

BRI

PUT /api/system/v1/updates/nas@2013.08.24,1-0/rollback
Host: zfs-storage.example.com:215

Authorization: Basic abcefgMWE=

Content-Length: ©

MRz 7

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

R B 5B S R 15

196

RRFERANERIRGMISEPRIER.

sESS — (7|
-GN K
DELETE /api/system/v1/updates/nas@2013.08.13,1-0 HTTP/1.1

Host: zfs-storage.example.com:215
Authorization: Basic abcefgMWE=

MRz 7

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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RESTful API BFIRZBEFERE LEEERMEIER AP BIE,

BFRS®HS
UTRRFRS GBS A.
%88 FRFRS3<

BER FInZIE&4R lapiluserivl tRA

GET {8 /api/user/vl FIEAFRRSHS

GET Jusers FILFTERARCARER

GET Jusers/user REUSERFPIFAER

DELETE | /users/user MEGHRIRA R

POST Jusers BIEHMAA R, =ERERFUENTA
P, IMNNEERHFMEER

PUT Jusers/user B RAPEY

PUT /users/user/preferences CE G Ia=pva0

GET Jusers/user/preferences FREYF P EHEI

POST /users/user/exceptions BUERHTRI A P IR 5h

GET Jusers/user/exceptions/auth REVEE R A P IEIGISMNE M

GET /users/user/exceptions Sl FrE B PSRN R

PUT /users/user/exceptions/auth fBERFEE Y P 1SRG Sh3d 8

DELETE | /users/user/exceptions/auth FHEIETE AT R

POST /users/user/preferences/keys BIEEFTRYE P ssh 2R

GET /users/user/preferences/keys/key IREMEERIA P ssh BEAEE

GET Jusers/user/preferences/keys GIHFRBE A ssh BEAXIR

PUT Jusers/user/preferences/keys/key BERATE R F BIIEER ssh A

DELETE | /users/user/preferences/keys/key HRIEEHNE AR
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FIHAF

FIHAR

BTARHAERUTLEEM.

% 89 RFRE%
B 3 WER
logname string BFRE RIBEARAE)
uid number BFID, XABERFER
fullname string 23
initial_password string AT
require_annotation boolean FEREIRNITE
roles string tRAFNAE
kiosk_mode boolean Kiosk FBF
kiosk_screen string Kiosk &
SEAS —— (T .
BRI
GET /api/user/v1/users HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfs-storage.example.com:215
Accept: application/json
)V K
{
"user":
{
"href": "/api/user/vl1l/users/admin3",
"logname": "admin3",
"type": "local",
"uid": 2000000000,
"fullname": "Administrator",
"initial_password": "password",
"require_annotation": false,
"roles": [
"basic"
1,
"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"exceptions": [
1,
"preferences": {
"href": "/api/user/vl1l/users/admin3/preferences",
"locale": "C",
"login_screen": "status/dashboard",

198

"session_timeout": 15,
"advanced_analytics": false,
"keys": [

]
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FREXFF

REVAF

IREVA A RS SHEER P ERIARRAIIN. S MNFISIMEREBEX THED

HNEE. THERTHAFPEERIEL,

+ 90 ZDal=pvas]
B E3id) i8R
locale string BEWE
login_screen string B RER
session_timeout string =IEEN (D FREAD)
advanced_analytics string BRI BHELR Analytics £iit

SR EA LIS ssh BIBEENPIE X B EET—E8 57,

&Kol SSH Z$AE M
B 3t} BiEA
type string SSH Z§A2£5Y . RSA T DSA
key string SSH AR
comment string 5t SSH ZHAXBBER
RGN

GET /api/user/vl1/users/adminl HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfs-storage.example.com:215
Accept: application/json

MRz 3

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 390

{
"user": {

"fullname": "Administrator",

"href": "/api/user/vl1l/users/admin3",
"initial_password": "password",
"kiosk_mode": false,

"kiosk_screen": "status/dashboard",
"logname": "admin3",
"require_annotation": false,

RESTful APl BP RS
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IR

"roles": ["basic"]

SIZAR
ETHBARPNBREENEZEE, 1380 (Oracle ZFS Storage Appliance EIE15F,
&1ThR 058.8.0) HH“THERAFMAE"
ter S ER =M

» SIEHAF -eIBHAF
» REREAF - BINERAFRERBR
» FIMEERR-AFEWBRPEXHBFERIRE,.

FER=FERP, BEEAF KX PosT &K, HIERMWIEXHEIE ISON EHXHE

L
%92 IEMAF B4
B ¥R iBA
logname string MEPRHERE (WE)
uid number A& ID
fullname string MAFRNEE (W)
type string "local'. "data". "nologin" (2XIAF3 "local")
initial_password string MEEFZES (X "local” # "data”)
require_annotation boolean FERIEIRNELEGE (X "local”)
%93 wIEAFEMY
B i) i BA
user string BRFP&
uid number BRFID, XNBRBFEHR
clonename string M EERE
fullname string WRERAFNEE (REBRTERAR)
password string MREBFNER (REETERAFPRRLEERA
)
& 94 RINEEREM
B i) iBA
type string EEIEIE
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AR

Bt £

BieA

logname string

BRAFERSA

il 1 At A R
ARG

POST /api/user/vi1/users HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic abcdefghijklmnop
Content-type: application/json

{
"type": "local",
"logname": "admin3",
"initial_password": "password",
"fullname": "Administrator"

}
SRR

"user":

{
"href": "/api/user/vi1/users/admin3",
"logname": "admin3",
"type" : "local" ,
"uid": 2000000002,
"fullname": "Administrator",
"initial password": "password",
"require_annotation": false,
"roles": [

"basic"

I

"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"exceptions": [

]I

"preferences": {

"href": "/api/user/vi1/users/admin3/preferences",

Illocalell . IICII

. ’

"login_screen": "status/dashboard",
"session_timeout": 15,
"advanced_analytics": false,
"keys": [

]

5l 2 SIZERAR
BERRA:

POST /api/user/v1/users
{

"type": "directory",
"logname": "admin3"

RESTful APl BP RS
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LERT:
{

"user":
{
"href": "/api/user/vl1l/users/admin3",
"logname": "admin3",
"type": "directory",
"uid": 26718,
"fullname": "Administrator",
"require_annotation": false,
"roles": [
"basic"

’
"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"exceptions": [
1,
"preferences": {
"href": "/api/user/vl1l/users/admin3/preferences",
"locale": "C",
"login_screen": "status/dashboard",
"session_timeout": 15,
"advanced_analytics": false,
"keys": [
1

il 3 BB NERIERF

BERRA:

POST /api/user/vi1/users

{
"type": "data",
"logname": "admin3",
"initial_password": "password",
"fullname": "Administrator",
"uid": 5000000
}
LRI
{
"user":
{
"href": "/api/user/v1/users/data",
"logname": "admin3",
"type": "data",
"uid": 5000000,
"fullname": "Administrator",
"initial password": "password'
}
}
Bl 4 BRI ERAF

ERRA
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(T

POST /api/user/v1/users

{
"type": "nologin",
"logname": "admin3",
"fullname": "Administrator",
"uid": 5000001
}
LRI
{
"user":
{
"href": "/api/user/v1l/users/admin3",
"logname": "admin3",
"type": "nologin",
"uid": 5000001,
"fullname": "Administrator"
}
}

EREARREY. BRER: AN, EoRsMFRFISN EiEBA ssh #$H. "UID"

0 "Type" BIRFARAIE,
ERRBGI:

PUT /api/user/v1/users/adminl HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfs-storage.example.com:215
Accept: application/json

Content-Type: application/json
Content-Length: 24

{"require_annotation": true}

LERI:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 236

{
"user": {
"href": "/api/user/v1/users/admin3",
"logname": "admin3",
"type": "local",
"uid": 2000000000,
"fullname": "Administrator",
"initial password": "password",
"require_annotation": true,
"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"roles": ["basic"]
}
}
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llE3zE N

MERFERRIFREF o
BRI

DELETE /api/user/vi1/users/adminl HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfs-storage.example.com:215
Accept: */*

SRR

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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EHTF

TrERMAAes<

FRALRSFTUBETER. TERSLHINGEHRIGEEENMA, TIERAIUE
NEFAER A LTREPEITHI S ASHAMNIT, B UEAERIRENERS
ERERITIER, Eit, TERATFLE BRI ERBMIENGRHITTE, 7
A AT EREALR N BEF R REBEHITRI.

TERMENAARS <

TRERT IERRS B,

& 95 TERRS <

BER FINZIER1R lapilworkflowivl 1588

GET {XfER /api/workflow/vl SIHTIERRS <
POST /workflows B IER LRSS
GET Iworkflows SIHPRE TIER

GET /workflows/workflow FIBEENTIERE S
PUT /workf lows/workflow EBUEEMNIIERE G
PUT /workflows/workflow/execute PITIEENIIER
DELETE /workflows/workflow HBRIEENITIER

POST /scripts L EMIBEITHA

GET /scripts SR B EEE TR
GET /scripts/script BRI EEEITRMZ
DELETE /scripts/script L EFETTHIRI AR

i

BIERLETIRE,

BRI

POST /api/workflow/vi/workflows HTTP/1.1
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FIHTIER

Authorization: Basic abcefgMwE=
Host: zfs-storage.example.com:215
Accept: application/json
Content-Type: application/javascript
Content-Length: 290

var workflow = {
name: 'Echo',
description: 'Echo bird repeats a song.',
parameters: {
song: {
label: 'words of a song to sing',
type: 'String',

}
+
execute: function (params) { return (params.song) }
}
ZRT:

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 268

X-Zfssa-Version: user/generic@2013.09.14,1-0

Location: /api/workflow/vi1/workflows/f4fe892f-cf46-4d6a-9026-cd0cOcce997l

{
"workflow": {
"href": "/api/workflow/vl/workflows/f4fe892f-cf46-4d6a-9026-cdOcOcce9971",
"name": "Echo",
"description": "Echo bird repeats a song.",
"uuid": "f4fe892f-cf46-4d6a-9026-cdOcOcce9971",
"owner": "root",
"origin": "<local>",
"setid": false,
"alert": false,
"version": "",
"scheduled": false
}
}

FIHTER

P ERRRIFIE TIER. MRIKE T EIWSE showhidden=true, FIREIEE
w A TF RS TR,

BRI

GET /api/workflow/v1/workflows HTTP/1.1

Authorization: Basic abcefgMwE=

Host: zfs-storage.example.com:215
Accept: application/json

Me) Rz 7~ 451 -

HTTP/1.1 2060 OK
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X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json; charset=utf-8
Content-Length: 1908

{
"workflows": [{
"description": "Clear locks held on behalf of an NFS client",
"href": "/api/workflow/vl/workflows/10f25f2c-3a56-e733-d9c7-d4c6fd84e073",

i
{
"description": "Sets up environment for Oracle Solaris Cluster NFS",
"href": "/api/workflow/vl/workflows/2793f2dc-72de-eac4-c58b-cfbe527df92d",
i
{

"description": "Removes the artifacts from the appliance used by Oracle Solaris
Cluster NFS",
"href": "/api/workflow/vl/workflows/9e2d5eed-cc72-67b0-e913-bf5ffadid9el"”,

i
{
"description": "Sets up environment to be monitored by Oracle Enterprise Manager",
"href": "/api/workflow/vl/workflows/bb5delb8-b950-6da6-a650-f6fb19f1172c",
i
{
"description": "Removes the artifacts from the appliance used by Oracle Enterprise
Manager",
"href": "/api/workflow/vl/workflows/bd7214fc-6bba-c7ad-ed1f-942c0189e757",
H

REXTAEMR

REBENTERNE Y. EARKP, WR Accept FEE N application/javascript,
N&REITERAR, BURREITEREM.

3% Accept 8N application/javascript BYIERIH:

GET /api/workflow/vi1/workflows/cc574599-4763-4523-9e72-b74€1246d448 HTTP/1.1
Authorization: Basic cm9vdDpsMWE=

Host: zfs-storage.example.com:215

Accept: application/javascript

Mz 3

HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/javascript; charset=utf-8
Content-Length: 916

var workflow = {
name: 'Clear locks',
description: 'Clear locks held on behalf of an NFS client',
origin: 'Oracle Corporation',
version: '1.0.0',
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parameters: {

hostname: {
label: 'Client hostname',
type: 'String'

i

ipaddrs: {
label: 'Client IP address',
type: 'String'

i
validate: function (params) {
if (params.hostname == "'') {
return ({ hostname: 'Hostname cannot be empty.' });
}
if (params.ipaddrs == '') {
return ({ ipaddrs: 'IP address cannot be empty.' });
H
execute: function (params) {
try {

nas.clearLocks(params.hostname, params.ipaddrs);
} catch (err) {
return ('Failed to clear NFS locks: ' + err.message);

}

return ('Clear of locks held for ' + params.hostname +
' returned success.' );

¥ Accept 18 application/json BYIERR:M:

GET /api/workflow/vi/workflows/cc574599-4763-4523-9e72-b74e€1246d448 HTTP/1.1
Authorization: Basic cm9vdDpsMWE=

Host: zfs-storage.example.com:215

Accept: application/json

Mz 3

HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json; charset=utf-8
Content-Length: 649

{
"workflow": {
"href": "/api/workflow/vl/workflows/cc574599-4763-4523-9e72-b74e1246d448",
"name": "Clear locks",
"description": "Clear locks held on behalf of an NFS client",
"uuid": "cc574599-4763-4523-9e72-b74e1246d448",
"checksum": "695d029224f614258e626Te0@b3c449c1233deel119571f23b678F245f7748d13c",
"installdate": "Wed Apr 01 2015 17:59:44 GMT+0000 (UTC)",
"owner": "root",
"origin": "Oracle Corporation",
"setid": false,
"alert": false,
"version": "1.0.0",
"scheduled": false
}
}
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BERTIER

BERTIER

HRETERZRAE PUT BRFERENTIERNE T,
BERRG:

PUT /api/workflow/vi1/workflows/6c2b6545-fa78-cc7b-8ccl-ff88bd628e7d HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 28

{"setid": false}

el Rz 7~ 451 -

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 234

"workflow": {
"alert": false,
"description": "Echo bird repeats a song."
"href": "/api/workflow/vl/workflows/448b78el-f219-e8f4-abb5-e01e09elfac8",
"name": "Echo",
"origin": "<local>",
"owner": "root",

"scheduled": false,

"setid": true,

"uuid": "448b78el-f219-e8f4-abb5-e0le@9elfac8",
"version": ""

HMITITIER

PATZIERMAFHIRELE R, FiEIERSHEBLIEESIEX R JSON R, N
=P Hﬂ@HﬂT&umnmm@mhu&@aﬁA%%EﬁmﬁmNN%,kﬁﬁ@
STERML,

ERRA:

PUT /api/workflow/v1/workflows/6c2b6545-fa78-cc7b-8ccl-ff88bd628e7d/run HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 28

{"song": "tweet tweet tweet"}

LERT:
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IBE TVER

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 34

{
}

"result": "tweet tweet tweet\n"

il B THE7R

Mig & PER TIEREIZ,
BERRA

DELETE /api/workflow/vl/workflows/f4fe892f-cf46-4d6a-9026-cdOcOcce9971 HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfs-storage.example.com:215

Accept: */*

SRR

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

FEHAEITHIZA

Rl EHENGEHEIRE LE1THIAS

RAFATUEENILEFREE LHEIKENHAE, FRAF REEEMINE SR
7%,

BXRHANEZEER, 158 (Oracle ZFS Storage Appliance EIE5F, &1ThR 0S8
8.0) ™A “fEM CLI ARSI R,

HBIAT 8 LIPS AR.
HRRH:

$ curl -kv --user root:pw --data-binary @listShares.aksh \
https://hostname:215/api/workflow/v1/scripts

POST /api/workflow/v1l/scripts HTTP/1.1

Host: zfs-storage.example.com:215
Authorization: Basic dDpscm9vMWE=

User-Agent: curl/7.45.0

Accept: */*

Content-Length: 12

Content-Type: application/x-www-form-urlencoded

LERT:
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FIHFRE IETEIR TR

HTTP/1.1 201 Created

Date: Mon, 27 Mar 2017 22:16:38 GMT
X-Zfssa-Workflow-Api: 1.1

X-Zfssa-Version: user/generic@2017.02.27,1-0
X-Zfssa-Api-Version: 1.0

Content-Type: plain/text; charset=utf-8
Transfer-Encoding: chunked

default
sharel
share2
fs1
luni

SIHFR B IEE BT THVIZS

FIfER LT e < 5P IETE B TRIBIAS,

RAFRUEENILEFRAEE LHEISENMAE, FRAF REEEMIRE SRR

7

BXHANEZEER, 158 (Oracle ZFS Storage Appliance EIE25F, &1ThR 0S8.

8.0 HRY“EM CLIMA&&HEEITH",
BRI

$ curl -kv --user root:pw https://hostname:215/api/workflow/v1l/scripts

GET /api/workflow/v1l/scripts HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic cm9vdDpsMWE=
User-Agent: curl/7.45.0

Accept: */*

LERT:

HTTP/1.1 200 OK

Date: Mon, 27 Mar 2017 22:41:06 GMT
Content-Length: 96

X-Zfssa-Workflow-Api: 1.1
X-Zfssa-Api-Version: 1.0

Content-Type: application/json; charset=utf-8

{
"scripts": [
{
"time": 4,
"href": "/api/workflow/v1l/scripts/1",
"user": "root",
"script": "1"
H
{
"time": 39,
"href": "/api/workflow/v1l/scripts/9",
"user": "root",
"script": "9"
}

TERMMAE<S
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EIMERRIEEIETRMZA

EHTERRE EEIEITHRIZS
RAF I BRSSP A EAEET. B EHEIRENME, IHRAM REEREE
5|5 & DN ETEEATHOMA,

BXMAENESZEE, BB (Oracle ZFS Storage Appliance BIE5R, & 1ThR 0S8.
8.0) M “ER CLIA&HEEITH",

BRI
$ curl -kv -H "Accept: text/plain" --user root:pw \

https://hostname:215/api/workflow/v1/scripts/9

GET /api/workflow/v1/scripts/9 HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic cm9vdDpsMWE=
User-Agent: curl/7.45.0

Accept: text/plain

LRI
{
"test2": {,

"str": "this is a string",
"bool": "True",
"posint": 994,
"int": 1123,
"address": "",
"host": "192.0.2.0",
"hostname": "example.com",
"color": "red",
"languages": "latin",
"size": "red",

"onoff": "off",
"number": 0,

"stringlist": "this is another string",
"emptystringlist": "this is another string",
"yetanotherstr": "You can't change me",
"emptystr": "Any string",

"password": "password",

"longpassword": "longpassword",

"permissions": "@22",

"nonnegativeint": 42,

"port": 21,

"time": "Thu Jan 01 1970 15:22:30 GMT+0000 (UTC)",
"date": "Sun Jun 17 2007 00:00:00 GMT+0000 (UTC)",
"datetime": "Sun Jun 17 2007 15:22:00 GMT+0000 (UTC)",
"hostport": "ipaddr-1",

"dn": "uid=root, ou=people, dc=fishpong, dc=com",
"commalist": "foo,bar"

}

"utask": []
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FLEEEEITHIMIZ

(FIEIETEIETTRIRNZS

RAFETUMBRFIE EEEITH. ELBENSENMAE, FRAF ReEnRMRRES
CHETEBTTRIRIZS,

BXMENESZEE, BB (Oracle ZFS Storage Appliance BIE5R, &K 1ThR 0S8.
8.0) R M CLI A4S TE"

BRI

$ curl -kv -X DELETE --user root:lia \
https://hostname:215/api/workflow/v1/scripts/9

DELETE /api/workflow/vl/scripts/9 HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic cm9vdDpsMWE=
User-Agent: curl/7.45.0

Accept: */*

R

HTTP/1.1 204 No Content

Date: Mon, 27 Mar 2017 22:59:12 GMT
Content-Length: ©

X-Zfssa-Workflow-Api: 1.1

X-Zfssa-Version: build/generic@2017.02.27,1-0
X-Zfssa-Api-Version: 1.0

Content-Type: application/json; charset=utf-8
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f2fa HTTP FF MR B{E RESTful EFHl. BEEZIR URL RN, BIfE BUI
A]iR[E] RESTful API GET 455, Mozilla Firefox BRE T Al R AT 2 H RESTful i&K
B9 RESTful ZF H#E3R (https://addons.mozilla.org/en-us/firefox/addon/

restclient/)o LEIRIRAIF puT. POST F DELETE iR UK IEFEHI HTTP GET 5K,

RESTful ZF HIAZER TLS i, EAREZHF SSLv2/3 hi¥e Curl B HAAER
curl k7 7.34.0 S{E SRS,

AT EEBXEM RESTUl EFHNEZIFHAES.

Curl Rest Z 1l

Curl EFP VAL curl hRZs 7.34.0 HESIRAE, A NEBNET CLIA HTTP BF
M7 wget F curlo AATNEAT ZMEH curl 1T RESTful APTIARAYIRG], LB
£/ wget SEIRAIZEIATHEE,

RENA TR

e~ ) B eI 55 A BB Y HTTP GET 7ESKRIRENIELE JSON iR :
$ curl --user ${USER}:${PASSWORD} -k -i https://hostname:215/api/nas/v1/pools/p1

HTTP/1.1 200 OK

Date: Tue, 23 Jul 2018 12:57:02 GMT
Server: WSGIServer/0.1 Python/2.6.4
Content-Length: 284

Content-Type: application/json
X-Zfs-Sa-Nas-Api: 1.0

"pool": {
"profile": "mirror",
"name": "pi",
"usage": {

"available": 895468984832.0,
"total": 895500681216.0,
"dedupratio": 100,
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"used": 31696384.0

1

"peer": "0OOOOOOOO-0000-0000-0000-000000000000",
"state": "online",

"owner": "admini",

"asn": "314d252e-c42b-e844-dabl-a3bca680b563"

IEMAIR

R RRINEITETER PR IX JSON #iE LRI EIH AR

$ curl --user ${USER}:${PASSWORD} -s -k -i -X POST -d @- \
-H "Content-Type: application/json" \
https://zfs-storage.example.com:215/api/user/vl/users <<JSON

> {"logname": "rest_user",

> "fullname": "REST User",

> "initial password": "password"}
> JSON

HTTP/1.1 201 Created

Date: Tue, 23 Jul 2018 13:07:37 GMT
Server: WSGIServer/0.1 Python/2.6.4
X-Zfs-Sa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 357

{
"user": {

"logname": "rest_user"

"fullname": "REST User",

"initial_password": "password'

"require_annotation": false,

"kiosk_mode": false,

"kiosk_screen": "status/dashboard"

"roles": ["basic"],

"exceptions": {3},

"preferences": {
"href": "/api/user/v1/users/adminl/preferences"
"locale": "C",
"login_screen": "status/dashboard",
"session_timeout": 15,
"advanced_analytics": false,
"keys": {3}

BRMERR

R EUE AR P = IERERY

$ curl --user adminil:password -3 -s -k -i -X PUT \
-H "Content-Type: application/json" -d @- \
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https://zfs-storage.example.com:215/api/appliance/v1/users/adminl/preferences
<<JSON

> {"session_timeout":60}

> JSON

HTTP/1.1 202 Accepted

Date: Wed, 24 Jul 2018 05:43:17 GMT
X-Zfs-Sa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: ©

{
"preferences": {
"href": "appliance/vl/users/adminl/preferences",
"locale": "C",
"login_screen": "status/dashboard",
"session_timeout": 60,
"advanced_analytics": false,
"keys": {}

HiEFI B H iR

Itean 3 B PR MR G RMIER:

$ curl --user ${USER}:${PASSWORD} -s -k -i -X DELETE \
https://zfs-storage.example.com:215/api/appliance/v1/users/admini

HTTP/1.1 204 No Content

Date: Tue, 23 Jul 2018 13:21:11 GMT

Server: WSGIServer/0.1 Python/2.6.4

X-Zfs-Sa-Appliance-Api: 1.0

Content-Length: ©

Python RESTful Z 1l

mmeEHMAHEFM%WT—¢RmTMﬁE,ﬂW%Rmﬁm%%mwﬁF

o

RESTful EF MZFERHG:

>>> import urllib2
>>> import json

>>> request = urllib2.Request("https://zfsssa.example:215/api/access/v1", "")
>>> request.add_header("X-Auth-User", "rest_user")

>>> request.add_header ("X-Auth-Key", "password")

>>> response = urllib2.urlopen(request)

>>> response.getcode()

201

>>> info = response.info()

>>>
opener = urllib2.build_opener(urllib2.HTTPHandler)
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>>> opener.addheaders = [("X-Auth-Session", info.getheader("X-Auth-Session")),
('Content-Type', 'application/json'), ('Accept', 'application/json')]

PAfS, BILAGER opener FTHARL B R TSI H M IF R IX/AZUR ISON BUERIEK,.

KEVA R
fEFLLT Python fXEE AT LAMAESA] RESTful APT ZRIRIRENEIE,

GET =1

>>> request = urllib2.Request("https://zfs-storage.example.com:215/api/network/v1/routes")
>>> response = opener.open(request)

>>> response.getcode()

200

>>> body = json.loads(response.read())

>>> print json.dumps(body, sort_keys=True, indent=4)

{
"routes": [
"destination": "ipaddr-0",
"family": "IPv4",
"gateway": "ipaddr-1",
"href":
"/api/network/v1l/routes/ixgbe0, ipaddr-0, ipaddr-1",
"interface": "ixgbe0",
"mask": 0,
"type": "static"
}
]
}

BIERR

AT U ZHIRAY Python RFIAES:

>>> action = {'category': 'network'}

>>> post_data = json.dumps(action)

>>> request = urllib2.Request("https://zfs-storage.example.com:215/api/alert/v1/actions",
post_data)

>>> request.add_header('Content-Type', 'application/json')

>>> response = opener.open(request)

>>> response.getcode()

201

>>> response.info().getheader('Location')
'/api/alert/vl/actions/actions-001'

>>> body = json.loads(response.read())

>>> print json.dumps(body, sort_keys=True, indent=4)

{
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"actions": {
"category": "network",
"datalink_failed": true,

"datalink_ok": true,
"href":
"/api/alert/vl/actions/actions-001",

"ip_address_conflict": true,
"ip_address_conflict_resolved": true,

"ip_interface_degraded": true,
"ip_interface_failed":

true,

"ip_interface_ok": true,

"network_port_down": true,
"network_port_up":
true

(A

BT EAIMAZIRRN Python REIAHD:

>>>
>>>

put_data = '{"ip_address_conflict_resolved": false}'

request = urllib2.Request("https://zfs-storage.example.com:215/api/alert/v1l/

actions/actions-001", put_data)

>>>
>>>

>>>
>>>
202
>>>
>>>

{

request.add_header('Content-Type', 'application/json')
request.get_method = lambda: 'PUT'

response = opener.open(request)
response.getcode()

body = json.loads(response.read())
print json.dumps(body, sort_keys=True, indent=4)

"actions": {
"category": "network",
"datalink_failed": true,

"datalink_ok": true,
"href":
"/api/alert/vl/actions/actions-001",

"ip_address_conflict": true,
"ip_address_conflict_resolved": false,
"ip_interface_degraded": true,
"ip_interface_failed":

true,

"ip_interface_ok": true,
"network_port_down": true,

"network_port_up":
true

RESTful &F#1

219



Python RESTful ZF#

HERILE FR

FAFMFRIRAE ZRIRAY Python RGFIFLED:

>>> request = urllib2.Request("https://zfs-storage.example.com:215/api/alert/vi/actions/
actions-001")

>>> request.get_method = lambda: 'DELETE'

>>> response = opener.open(request)

>>> response.getcode()

204
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