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Oracle ZFS Storage Appliance= HIERIIE Sl 28Xl It 9! =& H|0|E MH|A

E HMSELICt o] HEAMo|AM = o{Z2t0|HAAE &2|8t= O A8 = U= Oracle ZFS
Storage Appliance RESTful API(28 T2 12 T2 122 QIE{H|0| A)0)| CHal AHEHL|CE.
RESTful Ot |ElX = A|Z3HEl S20|HE-MH RS J[8to =2 stH, Z2I0|HE A §lo|
HZE 5|8, 2t2H U 7|Et HEYT A|ARS Sol| MHIAE EHSHA HXEY 5 UZE of
ELCt.

RESTful API 21

Oracle ZFS Storage Appliance RESTful APIi= BUI(E2t2X AL X} QIE{H|0|A) 8l CLI
(BEE QEM0|A)2t ST 2F XHH ZHE ALEELICL 2[F S20|UENM S0=
DE QNS O{Z20|HA XtZH ZSHS AESI0] HHHEOZ OISE|H, TE 2150 A HTTPS
HAS Sl Y ELICH RESTful APIE AFEXIEC| 7ts AlZH £1t7t 15202 MEE
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n 7|2 QUE -2} @Ho= AHEXI 21210| ZetE|0] RU0{OF BfL|Ct.
HTTP 8l of:

Authorization: Basic abcefgMwE

» AR QIZ - BUI L& CLI 2391 X2 ZH0| 2150i AL ELICE 0] AL X-Auth-
User 8lii= 2301 0|58 Z&6H0F 5t X-Auth-Key 3= 2101 A= E ZEtsHof &
L|Ct.

HTTP &l ofl:

X-Auth-User: login-name
X-Auth-Key: password-xxx

s MM QIE - MMO| ABE FR MMO| BteE wi7tX| A& BES HAsh= o MM &l
E A2 = UASFLICH MH0| 2tz E = HHO| S EE|7| ™ CHA| AFS dlof L
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X-Auth-Session: guiggpQRE4g89ngb

RESTful APl A
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MH|AO| ZEHEILICH HAMO= = Mzt B HS It UELICHL Q2 F HE HZE
OF StX|2H B HH Ho = MEIAIYO|2E HIS5IX| 2 2R 7|2 7t 022 X|™E L
Ch 3 Hs = MH| AL F Mot AX[SoF FL|CH B HS = MH|AS| & HSHLCE RLE Z
OfOF gLt

E =01, L2 Eo|lM= S2H0[AE M HH 2. A
XEE HHE 220IUE QHUM AR Y 4= A=K HEE EHFLIC

23 HH 518

1 OtL|@: 3= BTt AH| AT A8l SO HHO0| LK

e .
2 Off: 3= B{T0| LX|SHH £ HT (7|22 0)0] O T2 S SHEL|CY,

2.1 of: 3= 5! & HF Zhah MH| A7) dd ol HTO
o

2.2 OtL|Q: 3= T2 LX|SHR[Zh B HHEH2 AMH|AT

>
o2
ofy
re
L3
2
Hr
il
Bt
r=
11}
s
il

E Y2 HEF0| M= MB[A AP T HEFO0| HR0IX| 45 L|CH O{S2t0[AA B
RS2 ME 7tst S5 EE 2Fot= ol ASE0fof LTt ot o]2{st S5
BArZ2 CLI & BUIO]| 2t &1 ol O{S2t0[AA QAR AL T 5SS EAIRLIL

E M| = M £3 S5 FELICHL

LS

=]
F7HE M U SE FEZ, S oI HUNMHME ZS5HA ot 7=

O % MFT SHE|= T A BHO| 27t S2 H
MSE HHE DALz 2 DLE|0fof BHLICE 5 D
WA ARO| 22 1 FUtBHC

—_—

n J|E MH| A0 M B S FIHLCE
»  MH|A FHO| M 2ol 0iJiH4E Ittt

16 Oracle ZFS Storage Appliance RESTful APl 83 A{, Z2|A 0S8.8.0 « 20184 11¥



8 RESTful ¢

ne

ZF HS = MH|A APIO| S2HE|X| o= HAALEO| Q

o AN
» HY O Oi7fHSE FH LI,
» J|E MH|A0M BH S HAELIC

fjo
ol
J
ot
il
ful

Soo[AA AT EQ0fo] £ S| A0 SetE|X| fh= HT HE A0 ZE

ao=2 T Md
H o
[=)

[

Ct =2 YHI0|E St XY E Mu|A2] 0T HTO| AAL gl = USLICE

HAE=2 T MH

X EE 2=0f oot oIxH HH 2| o{E2t0[AL APIZE S HTTP SIHE Z&f

X-Zfssa-Nas-Api: 1.1

Qldt RESTful &<

Chs B= XYE 2|20 et 2EE RESTul HE 2HELICE

E1 Uut RESTful &Y

24 3= g

GET resources DE 2[AAS LIFRILICE

GET resources/name MEHEl 2| AAE MHSH= JSON M| E 7t SL

C}.

POST resources M 2| AAE GHELICH

PUT resources/name MEHE 2| AAS SF ST

DELETE resources/name MEHE 2| AAS APKEfLICH

HTTP SH ==&

DE SH HIO|E = RFC 462701 2| Mo|=l CHZ JSON HAIOZ QAL ElL
HME|X| o= o CH 2|AAO| LS HHL 2|AA 0|22 SE MEZE A=
Zot | S ghetst|Ct 2F 2 MMM = 0] JSON Z1t ZiA|of Bzl S2
2 XMstgtLct,

Bz AESIX| gb= ot BS7|(post) X +H(pur) BH2 USOT 2|22 L=
A9l S5 HEE UretStLICH I8 cer KOOI OfH HhetEl Zfat AX|sHOF &
== o

{

"resource_name": {
"href": "path/to/this/resource",
"property_01": "value_01",
"property_02": "value_01

}
o)

ol GET YL 2[aa

rlo

do

22 vt

—

Ch HEZ X|
£t JSON
HE 0|ES
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HTTP S& sl

HTTP S&

{
"resource_list_name": [
"href": "path/to/resource_01",
"property_01": "value_01"
Ao
"href": "path/to/resource_02",
"property_02", "value_02"
1
}

Z -0l ZMollM= BEO| 2Lt 87| A HS7| 23l 2|8 7] 5l SUWS 71510 H4[0| X|
HEl JSON tiet ZatE Hof ELIC dH £ 2 0| YAlS XK pAELIL)

of

HIO|EE H&3h= ZE O{S20[AA MH|A HH2 JSON 0B HAIS AHEStL T
o 22 ZR2 gL

Ojo
el

Accept: application/json
Content-Type: application/json

SE dltfol= Ch2 "2t ZerEL(C

Date: Tue, 23 Jul 2013 13:07:37 GMT X-Zfs-Sa-Appliance-Api: 1.0 Content-Type: application/
json Content-Length: 357

=& Z0to| 42 HOo|E{ 7t ChAl HEE|7| %‘joﬂé LHE ZO|E & &+ YSLICE i ZO|7L H|
SEX| g %'% SCI0|HUE= EOFTHX| 8 2E& 210] HigtEl 2= H|0|E E %40{0f gL
C}.

SEIPERS

L5 QY2 UetE H|0|EE oL e 2| Df7HtH~(MEAE) S AFERILICH XF
Mgt L2 2t B[220 Chist HEME HESHIAR. BE (220N ZE HO| OiES
X[#5t= A2 OFELICE Of Hol M= 2laAT X1FE 2Ol 0i7iH-E FHe o MEE &2

2t 2O Of7HH =0l CHoH M2t A RILICE

"2 et Zo| of7fH
Oi7HEH 2 Moy
props=true 2|AA00 Chet S5 FE HEHHO|EHE LHERLICE 7|
%ﬂ% false%’ L-l I:|'.
limit=n HietEl 58 @4 8 HeteL|ct.
start=n HhetEl 24 HIO|EE AIZSH= O AL E QIEA M
= AlZbL|ch
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OiHEH 2 Moy
depth=n HHetEl HIO|E Q] MEHE 2|2 S X[Fot= QA H
Lct.
match_property-name=value X|7g5|_| %E ,gE Ol% g:' ur I‘ leal'l_ E"0|E'| l—f%"
ghLct
Xlo A
29| Di7HH=~: props
props A 2| If7HH == X|E ALEXLIt [HIEFHIOIHO{I HMATE %EE GeT, PosT H pur B
off Ar8e —’.‘— %QI—IEF £ E AMEXtE 2O IHHHS propsE trueZ HFI0] 0] 7|52 2F
rLICH ceT U put 2R AR HFSFE_I JSON ZH|0l= RHEE C I0IE19+ S5 "L HEIH|0|
B 250| ZetE I-I Ct. posTe| B ALXI7L E|AAE HHZE BHE = U T H|EIH|O[E{2F Bt
gL,
E3 SE YE HIEHH|0|E] 2}
SE R a9
name SEFE0|E
label SE FHol HF
immutable %% EES _J'k_gl'o;r ¢ g}\%% LI'E|'LHE %EHJO:I L'IEI'-
type String, Integer, Booleanzt Z2 S ¥E RH
choices °Eq7‘|E|_| %E §E9_| 70:1_?_ Al"g‘ 7f%_6|;|' ﬁl HHGE'

linit HO|E W2 2| RAE UHE + A= o2 cer B0 AHESHY] HHetE 20 R4
Z Fste & Q&L|CH
=T M-d

A2t 23S K| ote Bl AAL| AL index= 20170531T01:13:580F Z2 A|ZFH 2 4= QUOMH,

UTC A|ZtO 2 EA|SHOF BHL|LC},

ol of7iH=~: depth

depth EO| IIIHHSE cer FHO| AESIO] 2|laA SES HMT 4= JAFLICE Of Oi7HHS=
HretEl 22| MREYE WS X|Fst= ol AHEE LIEf depth A7t 245 MEHEH
T0| BretELICE Ol E S0f, TiS2at Z &L
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m /api/...2depth=0 — 22| ST HHe} 59| &= 0| FT gietetL|Ct
m /api/...2depth=1— e E2| S& HH2} 59| 252 0|5 8 S5 HE, 24t o9l &=2| 0

S0t gretetL|ct.

b

il

m  /api/...7depth=2 — LEQ| S5 HEQ} 59 &2 0|8 U S5 FE, 24} 5t =79
depth=o ZHS HHetptL|C}.

- depth E_<2| H H /api/log/vl% |'£L-('5|'i 21 |—-|'OE=', /api/storage/vl% A|"g'-‘5-|'f %,
DZHE, i AlﬁEé. ! LUN LHE0f| X| 2 E[X] 4&LICE

Zo| Of7HEH = gepenil CHEH 22| of:

GET /api/user/vi1/users?depth=2 HTTP/1.1
Host: zfs-storage.example.com
X-Auth-User: root

X-Auth-Key: password-xxx

Of Of|Ol| M AFEX} ZE2 depth=27HX|0f] SHESH= MR- b oA HretE Lt

SE ol

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 1558
X-Zfssa-Access-Api: 1.0

{"users":
[{
"name": "root",
"properties": {
"logname": "root",
"fullname": "Super-User",
"initial_password": "password'
"require_annotation": false
i
"children": [{
"name": "preferences",
"properties": {
"locale": "C",
"login_screen": "status/dashboard",
"session_timeout": 15,
"advanced_analytics": false
H
"children": [{
"name": "keys",
"properties": {3},
"children": [],

"list": []
P
"list": []
P
"list": [1],
"href": "/api/user/v1/users/root"
H
"name": "admin2",
"properties": {
"logname": "admin2",
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el o4

"fullname": "Administrator",
"initial password": "password",
"require_annotation": false,
"roles": ["basic"],
"kiosk_mode": false,
"kiosk_screen": "status/dashboard"
i
"children": [{
"name": "exceptions",
"properties": {3},
"children": [],
"list": [{
"name": "auth-000",
"properties": {
"scope": "stat",
"drilldowns": "*",
"allow_create": false,
"allow_read": true
i
"children": [],
"list": []
H
{
"name": "auth-001",
"properties": {
"scope": "ad",
"name": "*",
"allow_domain": true,
"allow_workgroup": false

i
"children": [],
"list": []
H
A
"name": "preferences",
"properties": {
"locale": "C",
"login_screen": "status/dashboard",

"session_timeout": 15,
"advanced_analytics": false

i

"children": [{
"name": "keys",
"properties": {3},
"children": [],
"list": ["key-000"]

B
"list": []
p
"list": [],
"href": "/api/user/v1l/users/admin2"
H

[

Zlo| of7HtH4=: match

match_property-name=value QQJ DWHE#% GET %4%'0” Af%ﬁ
Ch XY e S5 FE 0|F 3 2tat EX[st= CllolE ==0|
SLItt
= .

2
it}

B>

[>
o
Jhu
mjo
oY

=

g
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O{E2t0[AA 2F

B /api/...?depth=0&match_kiosk_mode=true — kiosk_mode=true= %E'i_"-c'!E._' %%% '5|'-<|>-| -“Z,I'EQJ

O| 2t a7l HratetLct.

B /api/...?depth=1&match_kiosk_mode=true — kioskimode:truei %E‘IEéIEJ %E% depth:177|'x|
ol Sz MR- 2ot ghH| BretetL|Ct,

B /api/...?depth=2&match_Fullname="'Super*'&kiosk_mode=true — fullnameoﬂ Super E'é‘l- 3:'
kiosk_mode:trueE ]éIE'lF‘c'JE-_l E%% depth=277|'I|0" 6H':6|'_6|'E A'”—I?— d

HEQL o HhE

- match_property-name=value §9| DH7Hﬁ¢E /api/log/vl% A}%&E 21 |-|'°EE|, /api/storage/
vi2 AI8%t= B, Z2HE M A|AR 51 LUN LIE0| X {E|X| gF&LICH

RLFEE LS 2 SE HO|ZER g RFE LIEIUE=E HTTP &E 2EE gretetL|C},

{
fault: {
message: 'ERR_INVALID_ARG',
details: 'Error Details...',
code: 500
}
}
H4 Udt =2 AL
°8 ac My
ERR_INVALID_ARG 400 ERE AU QlxLit
ERR_UNKNOWN_ARG 400 He|=|X] b2 It LdH oIt
ERR_MISSING_ARG 400 T A o7t FEIJASLICL
ERR_UNAUTHORIZED 401 O| AFEXOAIE BEE HHE = U= Hoto|
SLICH
ERR_DENIED 403 40| HEE[JASLICH
ERR_STATE_CHANGED A AR MENTH S SRILICH
ERR_NOT_FOUND 404 SHESEE M > glaLch
ERR_OBJECT_EXISTS 409 2Ho0| o|o| EXst= ZA|E SHSLICH
ERR_CONFIRM_REQUIRED 409 2HE ARSI 2confirm=true 22| DH7HHST}
LepfL|ch
ERR_OVER_LIMIT 413 U QBO| U2 AHM X2l 2 glELch
ERR_UNSUPPORTED_MEDIA 415 SHE OiH 0| @HM XY =X &L|Ct
ERR_NOT_IMPLEMENTED 501 0| Rl K| gb&LICE
ERR_BUSY 503 Hotel 2|AAR QIo MHIAE ALY &~ gl&L
c}.
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oM A M

DZEZ HH S HEtel 2o EHS Soll 0{Z2f0|AL AM A0 BRE SSLTLS ZZ2E
= HT o 23S Y = ASLIC

7|2MOZ SSL/TLS ZZ2EE HF TLSv1.1, TLSv1.2 & HEtel o457t AlgoZ M
0f UAELICE TLSV1.02 HTTPS MH|AZ PUT 2K M350 tls_version S= HE
2 Eof AAECE MEE 4 JSLICH

> OH
0x HT

4

n

8 o

PUT /api/service/vil/services/https HTTP/1.1
Host: zfs-storage.example.com
Content-Type: application/json

{ "tls_version": ["TLSv1.0", "TLSv1.1", "TLSv1.2"] }
A ol(Ft=dE fld A/H o2 EHEO| HE):

HTTP/1.1 202 Accepted

Content-Length: 1265

X-Zfssa-Service-Api: 1.1

X-Zfssa-Api-Version: 1.0

Content-Type: application/json; charset=utf-8

{

"service": {

"href": "/api/service/vl/services/https"
"<status>": "online"

"tls_version": "TLSv1l TLSv1.1 TLSv1i.2"

"ciphers": "SRP-DSS-AES-256-CBC-SHA:SRP-RSA-AES-256-CBC-SHA:SRP-AES-256-CBC-SHA:
DH-DSS-AES256-GCM-SHA384 : DHE-DSS-AES256-GCM-SHA384 : DH-RSA-AES256-GCM-SHA384 : DHE -
RSA-AES256-GCM-SHA384 : DHE -RSA-AES256 - SHA256 : DHE - DSS-AES256 - SHA256 : DH-RSA-AES256 -
SHA256 : DH-DSS-AES256 - SHA256 : DHE - RSA-AES256 - SHA: DHE - DSS-AES256 - SHA: DH-RSA-AES256 -
SHA:DH-DSS-AES256-SHA: DHE -RSA-CAMELLIA256-SHA: DHE - DSS-CAMELLIA256-SHA: DH-RSA-
CAMELLIA256-SHA:DH-DSS-CAMELLIA256-SHA: AES256-GCM-SHA384 : AES256-SHA256 : AES256 -
SHA:CAMELLIA256-SHA:SRP-DSS-AES-128-CBC-SHA:SRP-RSA-AES-128-CBC-SHA:SRP-AES-128-
CBC-SHA:DH-DSS-AES128-GCM-SHA256 : DHE-DSS-AES128-GCM-SHA256 : DH-RSA-AES128-GCM-
SHA256 : DHE -RSA-AES128-GCM-SHA256 : DHE-RSA-AES128-SHA256 : DHE-DSS-AES128-SHA256:
DH-RSA-AES128-SHA256: DH-DSS-AES128-SHA256 : DHE-RSA-AES128-SHA: DHE-DSS-AES128-SHA:
DH-RSA-AES128-SHA:DH-DSS-AES128-SHA:DHE-RSA-CAMELLIA128-SHA:DHE-DSS-CAMELLIA128-
SHA:DH-RSA-CAMELLIA128-SHA:DH-DSS-CAMELLIA128-SHA:AES128-GCM-SHA256 :AES128-SHA256:
AES128-SHA:CAMELLIA128-SHA:SRP-DSS-3DES-EDE-CBC-SHA:SRP-RSA-3DES-EDE-CBC-SHA:SRP-
3DES-EDE-CBC-SHA:EDH-RSA-DES-CBC3-SHA:EDH-DSS-DES-CBC3-SHA:DH-RSA-DES-CBC3-SHA:
DH-DSS-DES-CBC3-SHA:DES-CBC3-SHA"

}

}

TLSv1.0%t AH8o 2 M52 H ciphers S5 B EE TLSv1.00i| CHSHATH ALE 7t 2=

ot ZEC= 8% °.=.“-|Ef.

2 o(7ts4S fldl elele= EHtE0| 2HE):
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PUT /api/service/vi1l/services/https HTTP/1.1
Host: zfs-storage.example.com
Content-Type: application/json

"tls_version": ["TLSv1.0"] ,

"ciphers" : ["SRP-DSS-AES-256-CBC-SHA", "SRP-RSA-AES-256-CBC-SHA", "SRP-AES-256-CBC-SHA",
"DHE-RSA-AES256-SHA", "DHE-DSS-AES256-SHA", "DH-RSA-AES256-SHA", "DH-DSS-AES256-SHA",
"DHE-RSA-CAMELLIA256-SHA", "DHE-DSS-CAMELLIA256-SHA", "DH-RSA-CAMELLIA256-SHA",
"DH-DSS-CAMELLIA256-SHA", "AES256-SHA", "CAMELLIA256-SHA", "SRP-DSS-AES-128-CBC-SHA",
"SRP-RSA-AES-128-CBC-SHA", "SRP-AES-128-CBC-SHA", "DHE-RSA-AES128-SHA", "DHE-DSS-AES128-
SHA",

"DH-RSA-AES128-SHA", "DH-DSS-AES128-SHA", "DHE-RSA-CAMELLIA128-SHA", "DHE-DSS-CAMELLIA128-
SHA",

"DH-RSA-CAMELLIA128-SHA", "DH-DSS-CAMELLIA128-SHA", "AES128-SHA", "CAMELLIA128-SHA",
"SRP-DSS-3DES-EDE-CBC-SHA", "SRP-RSA-3DES-EDE-CBC-SHA", "SRP-3DES-EDE-CBC-SHA",
"EDH-RSA-DES-CBC3-SHA", "EDH-DSS-DES-CBC3-SHA", "DH-RSA-DES-CBC3-SHA", "DH-DSS-DES-CBC3-
SHA",

"DES-CBC3-SHA"]

}

20t f(7t5E2 flol /Mo = EHtE0| 2FE):

HTTP/1.1 202 Accepted

Content-Length: 809

X-Zfssa-Service-Api: 1.1

X-Zfssa-Api-Version: 1.0

Content-Type: application/json; charset=utf-8

"service": {

"href": "/api/service/vl/services/https",

"<status>": "online",

"tls_version": "TLSv1",

"ciphers": "SRP-DSS-AES-256-CBC-SHA:SRP-RSA-AES-256-CBC-SHA:SRP-AES-256-CBC-SHA:
DHE-RSA-AES256-SHA:DHE-DSS-AES256-SHA : DH-RSA-AES256 - SHA: DH-DSS-AES256 - SHA : DHE-RSA-
CAMELLIA256-SHA:DHE-DSS-CAMELLIA256-SHA:DH-RSA-CAMELLIA256-SHA:DH-DSS-CAMELLIA256-
SHA:AES256-SHA:CAMELLIA256-SHA:SRP-DSS-AES-128-CBC-SHA:SRP-RSA-AES-128-CBC-SHA:SRP-
AES-128-CBC-SHA:DHE-RSA-AES128-SHA:DHE-DSS-AES128-SHA:DH-RSA-AES128-SHA:DH-DSS-
AES128-SHA:DHE-RSA-CAMELLIA128-SHA:DHE-DSS-CAMELLIA128-SHA:DH-RSA-CAMELLIA128-SHA:
DH-DSS-CAMELLIA128-SHA:AES128-SHA:CAMELLIA128-SHA:SRP-DSS-3DES-EDE-CBC-SHA:SRP-RSA-
3DES-EDE-CBC-SHA:SRP-3DES-EDE-CBC-SHA:EDH-RSA-DES-CBC3-SHA:EDH-DSS-DES-CBC3-SHA:DH-
RSA-DES-CBC3-SHA:DH-DSS-DES-CBC3-SHA:DES-CBC3-SHA"

3

}

ZF - RESTful APl S£= BUI AHE0| AFEHE[X] R E SHHH 2212 DX JMES 27 £
XPcl:!ol HAE 6.;" tls_version gcl ciphers %E EIEO'” EHJ?J' 7|% Aé‘%;'% -,‘-DFI|'6'|-QA|9__
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RESTful AP| &

M M| A AMH|AE=Oracle ZFS Storage Appliance2 2= RESTful APl A{H| A0 CHSE A|ZHE
L|Ct O] MH|AE AEXLAHE ZEHE Q1B HH 3 HMA X|HE ZESI0 A8 Tts
¢t RESTful APl MH|AE LIESH= O Arga L{Ct.

MH|A QM| A

A‘1H|ﬁ0ﬂ ‘l*lik”ﬁ'c'il-ﬂilﬁ URL http://hostname:215/api/access/v1% Af%ﬂ"—l E—I‘.

CHE AHI A0 NASH D A MHIAS AFSSHO] 2T9I6H0] A 7Kt AH| A0 9]
x| 9 HIHS JIH2 Tk HHEHE URIS AFSOHO] O[2{3t AJH| A0 AN|ABILICE AHIA 9IX]
£ 37 ofZato|oiA TN EE YU S 7|FOR WAT £ AUBLICH

—o=2"T M

5 MH|A HMA HH
24 a2 4g
GET lapilaccess/vl RESTful APl MH|A HMA XM E LG BIL|CE
POST Japilaccess/vl 230! MME otSL
DELETE Japilaccess/vl NMo|A 230F2EL|Ct,
MH[A LIS

Iist services BHE A8 7tsTt MH|A AMA URIE LIEHLICH 221 MME °JOH(|
= 32 list services HE S Metsot XtH ZHI oA AHESHH AL 7
URIE LIZE £ JASLICEH o] HH2 s {E2I0|HAM At = J=R2E ESTfuI
APl MH|A 3 HE S LI BILICE,

- o:

GET /api/access/v1l HTTP/1.1
Host: zfs-storage.example.com
X-Auth-User: adminil
X-Auth-Key: password

RESTful API =] 25



MH|A 7t 7| HH

Z1t o

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 190
X-Zfssa-Access-Api: 1.0

{
"access": {
"services": [{
"version": "1.0",
"name": "appliance",
"uri": "https://zfs-storage.example.com:215/api/appliance/v1"
oL
"version": "1.0",
"name": "nas",
"uri": "https://zfs-storage.example.com:215/api/nas/v1"
oL
"version": "1.0",
"name": "replication",
"uri": "https://zfs-storage.example.com:215/api/replication/v1"
oL
"version": "1.0",
"name": "san",
"uri": "https://zfs-storage.example.com:215/api/san/v1"
oo
}
}

MH|A 71X 7| HH

get service= AFE 7hSTH RE Y SES Zo0] olid AfH|20f CHet YEE BratetL|ct.

-

GET /api/appliance/vl HTTP/1.1
Host: zfs-storage.example.com
X-Auth-Session: guiggqpQRE4g89ngb

SE ol

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 204
X-Zfssa-Access-Api: 1.0

{
"service": {
"name": "appliance",
"methods": [
{
"description": "Get appliance RESTful services",

"path": "/apis",
"request": "GET"

"description": "Get appliance RESTful service properties",
"path": "/apis/<api:path>",
"request": "GET"
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i

ro
ol

[z

i

{
"description": "Create a new alert threshold watch",
"path": "/alerts/thresholds",
"request": "POST"

o]

posT RE S L0 UM A MH|A0M Q1F MM IDE ELICE O 21T M ID‘.: OE 2
= MH[ZO0IM ID XHH SH2Z MEE £ UAFLILE ¢IE ID= AL Md AlZH £t S5
HEol| o3l 2 E AlZH £t 7|2t 0|F 2R otELICE 7|=2t2 CthoH 152 LT oerete 2

H2 MM IDE 230t Y a6t o AH2E £ UE

EC20|HEE= 2t @HE 1 & 0I5 I*EE IH HM&SIEE QIE MMo| ERSHX| &LICEH,
RESTful API 2t 0] statelessO|2 £ Q15 D2 M A EIL|CT.

221 MM

Hl post QE2 M 2301 NMS QETILICH & A HTTP &El 2010| AHE Jts
RESTful APl MH|A 288 Xofot= HY S5 ™ "access"7t Y= JSON 7—'.*X1|9f SHH| gt
SHEIL|C,

2391 - o

POST /api/access/v1l HTTP/1.1
Host: zfs-storage.example.com
X-Auth-User: root

X-Auth-Key: password-xxx

HEst 23012 HTTP MEH 201(Created)2 =2 X-Auth-Session HTTP 8l|ICIE Sdff M
IDE HHetBiLICEH SE 222 0| 21218 S °—”.HI "SE = A= MH|A ZEES ZEetLct

8¢ sicl:

HTTP/1.1 201 Created
X-Auth-Session: guigqpQRE4g89ngb
Content-Type: application/json
Content-Length: 378
X-Zfssa-Access-Api: 1.0

{
"access": {
"services":[{
H
}
}
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re
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=

28

MM 23012

Bl peLeTes MIME 201 8l 2&5t= XS METL|CL

2702 28 of:

DELETE /api/access/vl HTTP/1.1
X-Auth-Session: guiggpQRE4g89ngb

SEoll:

HTTP/1.1 204 No Content
X-Zfssa-Access-Api: 1.0
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H= 42 MHAH
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=
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a8 lclc|c|c|c|2|2|8|E|2|Eg|2|lg|g|e
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L L L
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oy
HT

SEE 4FE = AFLICL TS Bol= ZE A 2
UELICH M| HZ= CLI Z2EE HESHIAIR

M
ad

K|of cHet 1R AHIH("immutable”)

statname

AnalyticsStatistics

X &4 [“cpu.utilization”, “arc.accesses”, “arc.size”,
“arc.I2_bytes”, “arc.12_accesses”, “arc.|12_size”, “syscap.
bytesused”, “syscap.percentused”, “metacap.bytesused”,
“metacap.percentused”, “repl.bytes”, “repl.ops”, “shadow.
kilobytes”, “shadow.ops”, “shadow.requests”, “io.bytes”, “io.
ops”, “datalink.kilobytes”, “nic.kilobytes”, “net.kilobytes”, “ftp.
kilobytes”, “fc.bytes”, “fc.ops”, “http.regs”, “ndmp.bytes”,
“ndmp.diskkb”, “ndmp.ops”, “nfs2.bytes”, “nfs2.ops”, “nfs3.
bytes”, “nfs3.0ps”, “nfs4.bytes”, “nfs4.ops”, "nfs4-1.bytes",
"nfs4-1.ops", “sftp.kilobytes”, “smb.ops”, “srp.bytes”, “srp.ops”,
“iscsi.bytes”, “iscsi.ops”]

type

ChooseOne

stat?t MietE E3t5tAHLE(normal) Hgt otz 2 & (inverted)
ZEE AAEX| L ["normal”, "inverted"]

limit

Positivelnteger

S0l chek mMS 2t

minpost

Duration

A& N2 =A2 FEE AASH| Holl FXISHOF RLICH

days

ChooseOne

E3 oot AL A A ["all", "weekdays", "weekends"]

window_start

TimeOfDay

window_start2t window_end AtO[0|2t ZE | A| ['none", "00:
00", "00:30", "01:00", "01:30", "02:00", “02:30", “03:00", “03:
307, “04:007, “04:30”, “05:00", “05:30", “06:00", “06:30", “07:00",
“07:30", “08:00", “08:30", “09:00", “09:30", “10:00", “10:30", “11:
007, “11:307, “12:00”, “12:30", “13:00", “13:30", “14:00", “14:30",
“15:00", “15:30", “16:00", “16:30", “17:00", “17:30", “18:00", “18:
307, “19:007, “19:30”, “20:00", “20:30", “21:00", “21:30", “22:00",
“22:30”, “23:00", “23:307]

window_end

TimeOfDay

window_start2t window_end AtO|Of|2F ZE H|A| [“none”, “00:
00", “00:307, “01:00", “01:30", “02:00", “02:30", “03:00", “03:30",
“04:00", “04:30", “05:00", “05:30", “06:00", “06:30", “07:00", “07:
30", “08:00", “08:30”, “09:00", “09:30", “10:00", “10:30", “11:00",
“11:307, “12:00”, “12:30", “13:00", “13:30", “14:00", “14:30", “15:
007, “15:307, “16:00”, “16:30", “17:00”, “17:30", “18:00", “18:30",
“19:007, “19:30”, “20:00", “20:30", “21:00", “21:30", “22:00", “22:
307, “23:00", “23:30"]("immutable")

frequency

Duration

ZEE MANGH| H &2 AlZE

minclear

Duration

"all clear” ZEE TAA|ISH7| ™ A AEfQ|

MEHO| 2|2 Al

30
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A OI7_-||7I- |.0=I
CD-EE! 0 HA l’ =
TdE BE 8 AAIUS LIEL Tt
28 o
GET /api/alert/vi/thresholds HTTP/1.1
Authorization: Basic abcd123MWE=
Host: zfs-storage.example.com:215
Accept: application/json
SE ol
HTTP/1.1 200 OK
Date: Tue, 27 Aug 2013 17:38:40 GMT
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 689
"thresholds": [
{ Ildaysll . Ilallll
. ’
"frequency": 300,
"href": "/api/alert/vi/thresholds/
bec758ch-346e-6a7d-c211-b320c09ef6a6",
"limit": 500,
"minclear": 300,
"minpost": 300,
"statname": "cpu.utilization",
"threshold": "threshold-000",
"type": "normal",
"uuid": "bec758cbh-346e-6a7d-c211-b320c09ef6ab",
"window_end": 0,
"window_start": -1
}I
{
Ildaysll : "all",
"frequency": 300,
"href": "/api/alert/vi/thresholds/
475799d8-32c8-6ff6-882c-aa3b66e3aba2",
"limit": 100000,
"minclear": 600,
"minpost": 300,
"statname": "datalink.kilobytes",
"threshold": "threshold-001",
"type": "normal",
"uuid": "475799d8-32c8-6ff6-882c-aa3b66e3a5a2",
"window_end": 300,
"window_start": 1200
}
]
}
(o) 7;| Zt
AE AAZL 77
T ZE YAl chet SE FEE LIt
RESTful API Z& AH|A 31



- o:

GET /api/alert/v1/thresholds/1b15d405-75c4-4cOc-e0f6-8a108165b874
HTTP/1.1

Authorization: Basic abcd123MwE=

Host: zfs-storage.example.com:215

Accept: application/json

At o

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 363

{
"threshold": {
"days": "weekdays",
"frequency": 300,
"href": "/api/alert/v1i/thresholds/
1b15d405-75c4-4c0Oc-e0f6-8a108165b874",
"limit": 100000,
"minclear": 300,
"minpost": 300,
"statname": "datalink.kilobytes"
"type": "normal",
"uuid": "1b15d405-75c4-4c0Oc-e0f6-8a108165b874",
"window_end": O,
"window_start": -1
}
}

8 o

POST /api/alert/vi/thresholds HTTP/1.1
Host: zfs-storage.example.com
X-Auth-User: root

X-Auth-Key: password

Content-Type: application/json
Content-Length: 50

{"statname": "datalink.kilobytes", "limit": 100000}
SE ol

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 321

Location: /api/alert/vi/thresholds
/1b15d405-75c4-4c0c-e0f6-8a108165b874

"threshold": {
"href": "/api/alert/v1l/alerts/thresholds
/1b15d405-75c4-4c0c-e0f6-8a108165b874",
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Xge 22 Aol et S5 =

mujn

Lt

PUT /api/alert/v1/thresholds/1b15d405-75c4-4c0Oc-e0f6-8a108165b874
HTTP/1.1

Authorization: Basic abcd123MwE=

Host: zfs-storage.example.com:215

{"days":"weekdays"}
SE ol

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 326

{
"threshold": {

"days": "weekdays",

[}

XHE 22 LA ZS Aot
25 0:
DELETE /api/alert/v1/thresholds/475799d8-32c8-6ff6-882c-aa3b66e3a5a2

HTTP/1.1
Authorization: Basic abcd123MWE=
Host: zfs-storage.example.com:215

SEoll:

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

category S= HEE Mo 9| AE =X 9¥
EJt Ho|x|of /JELICE.

io

AR 2t 8F
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i
m
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nE
L

= ad

= all

= appliance_software
= backup

= cluster

m  custom

= hardware

= hardware_faults

= ndmp

= network

= replication
= replication_source
= replication_target

= restore
= scrk
= shadow
s smf
= thresholds
s zfs_pool
8 ZE ZX| "ad"
55 3s [ ]
active_directory_degraded 2E LE{£ active_directory_degraded O|HIEQ &
X|HOF B L|CH(true EEE false).
smb_kerberos_client_authentication_degraded | 28 HE
mb_kerberos_client_authentication_degraded
O|H"EQI' OE'X|3HOF BJL|E|‘(true EEE false).
9 ZE T all"
s=3m 2% EE)
all_defects 2g ZE{ = all_defects OHIER} LX|sHof BILICH.
service_alerts 2E ZE £ service_alerts O[HIEQ} L X|sl{O} EHL|Ct
(true = false).
all_hardware_faults 22 LE{ £ all_hardware_faults O[ I EQ} 2 x|sf{oF
e l:I'(true E= false).
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=10 ZE EX| "appliance_software"
s=3s B ay
obstacles_to_system_software_update 2E ZE{ = obstacles_to_system_software_update
O|H|i|EQ|- ?:_!X|3HOF BJLll:I'(true £= false).
operating_system_kernel_panic 22 ZE{ = operating_system_kernel_panic O[HIE
9" °E|7(|6'HOF E‘H—ll:l‘(true £= false).
211 ZE EX| "backup”
SEXE 4 od
backup_finished 22 ZE{= backup_finished O|HIEQ} 2 X|sHOF BL|
I:-I‘(true E= false).
backup_started H2e ZE = backup_started O|HIEQ} 2 X|SHOF B
I:l'(true EEE false).
H12 A XX| "cluster”
SEXE 4 g
cluster_i/o_link_down 22 LE{ = cluster_i/o_link_down O[HI Eof 2 x]|sfjof
e I:I'(true E= false).
cluster_i/o_link_failed 2 ZE = cluster_i/o_link_failed OHIE 2t 2 X|5HOF
ng El’(true T£= false).
cluster_i/o_link_up 2E ZE{E cluster_i/o_link_up O|HIEQ} 2X|sl{o} &t
I--||:|'(true EEE false).
unexpected_peer_error_occurred 28 ZE{£ unexpected_peer_error_occurred 0|l
Eot UX|eHof BL|CH(true EE= false).
communication_to_peer_lost 22 LE{= communication_to_peer_lost O] E 2}
UX|SHOF RELICH(true EEE false).
cluster_peer_panicked 22 ZE = cluster_peer_panicked O|HIE 2 2 K|l

OF _QLJ E|'(true T£= false).

e =
failed_to_set_sp_root_password_on_cluster_peer
OHilEQI— °E|X|6HOF E’n;nH-ll:I'(true EEE false).

Mo

failed_to_set_sp_root_password_on_cluster_peef*

cluster_rejoin_failed_on_peer 2E ZE{E cluster_rejoin_failed_on_peer O|HIEQ}
UX[BHOF BLICH(true EE= false).
cluster_rejoin_mismatch_on_peer 22 ZE £ cluster_rejoin_mismatch_on_peer O]l
Eo} UX|sHof E’n;nH-ll:I'(true E= false).
cluster_rejoin_completed_on_peer 2 ZE{= cluster_rejoin_completed_on_peer O|
EQI‘ OEIX|$HOF J°J|—|E|'(true E= false).
cluster_peer_lost_communication_token 2E ZEl=
cluster_peer_lost_communication_token O]l
EQI‘ C’E'X|3H0|: BJL|E|'(true EEE false).
cluster_rejoin _failed 2E LE{ £ cluster_rejoin_failed O|HIE 2} 2 X|sf{OF
E’J'—l I:I'(true EEE false).
cluster_rejoin_mismatch 22 ZE{= cluster_rejoin_mismatch O|HIE 9 %]

SHOfF B LICH true EEE false).
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5% 3% g8 |49

cluster_rejoin_completed 2E ZE{E cluster_rejoin_completed O[HIEQ} Q%]
3H0|: E’n;nH-ll:I'(true EEE false).

cluster_takeover_complete 2g ZEE cluster_takeover_complete O[HIEQ} A

X|6HOF B LICHtrue B false).

Lef=
resource_import_failed_during_cluster_takeover
O|HjEQ|- OEINSHOF E’n;uH-“:I'('crue £E= false).

Mo

resource_import_failed_during_cluster_takeovef £

local_cluster_communication_token_lost 2 ZE=
local_cluster_communication_token_lost O[tl
EQI‘ OEIX|$HOF J°J|—|E|'(true E= false).
¥ 13 A& ZX| "custom”
sE3e 74 EE
patterns 7|23t | FMA O[HIE patterns
H14 ZE EX| "hardware"
SEXHE /Y 29
fiore_channel_port_down 22 ZE = fibre_channel_port_down O|HIE 2} 2 X|sHOF BHL|
E|'(true EEE false).
multiple_transient_fibre_channel_port_status_changes | &2 ZEl=
multiple_transient_fibre_channel_port_status_changes
OHilEQI— °E|X|6HOF E’n;nH-ll:I'(true EEE false).
transient_fibre_channel_port_status_change 2E ZE £ transient_fibre_channel_port_status_change 0|
HIEQ} UX|sHOf B E|’(true E= false).
fibre_channel_port_up 22 LE{ £ fibre_channel_port_up O EQ} Y X|sHof hL|ct
(true TE= false).
network_port_down 22 ZE{£ network_port_down O|#l E@t 2 X|s{jof BtL|C}
(true E= false).
network_port_up 2E ZE & network_port_up OHIEQ} A X|SHOF B L|CH(true &
= false).
chassis_connected_to_system 2E LE{£ chassis_connected_to_system O[tI E@} 21 x|sfjof
E’J'—l I:I'(true EEE false).
chassis_removed 2 ZE = chassis_removed O|HIE 2} UX|SHOF BFL|Ch(true
L= false).
hardware_component_inserted 2 ZE = hardware_component_inserted O] #l E2F X[ s}
OF _‘ZL—| E|'(true _EEE false).
hardware_component_removed 2E ZE{= hardware_component_removed Ot EQ} x|}
OF E.”—I I:|'(true EEE false).
disk_inserted 2 LE{ £ disk_inserted O|#HIEQ} U X|8HOF BHL|CH(true L=
false).
disk_removed 2 ZE| = disk_removed O|HIE S}t AX|SHOF BHL|CH(true EEE
false).
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EE 28 o

i/o_path_added 2E ZE{E ilo_path_added O EQ} L X|SHOF BFL|CH(true &
= false).

i/o_path_removed 2E ZE £ ilo_path_removed O|HIEQ} U X|SHOF BFL|Ch(true
L= false).

service_processor_offline_or_unavailable o

4r
Mo
]

E{= service_processor_offline_or_unavailable O]l E

ot LKX|SHOF BLICH(true EE= false).
service_processor_online_after_outage 2 ZE &= service processor online_after_outage O|HIE2}
UX|SHOF BFLICH true EE= false).
failed_to_set_root_password_on_service_processor 2 dEl=
failed |_to_set_root password on _service_processor 0|
E9} Ax|sfof BHL|ct (true EE= false).
H15 ZE ZX| "hardware_faults"
SEHNE ¥ a9
all_hardware_faults 2E ZE{£ all_hardware_faults 0|l EQ} 2 X|sljof
gy I:l‘(true EE= false).
H16 A2 ZA| "ndmp"
SE R 28 My

invalid_ndmp_restore ZE £ invalid ndmp restore O|HIE 2} 2 X|3{jof

BILICH(true EE= false).

4r
Mo
1

backup_finished 28 ZE & backup_finished O|HIEQt Y X|sH{Of L
I:|‘(true £= false).

backup_started 22 UEeE backup started O|tHl EQt A K|sHOf BHL|
E|'(true false)

restore_finished 2E ZE{£ restore_finished OHIEQ} U X|sljOF &L
Ef(true EE= false).

restore_started 2 ZE{E restore_started O|HIE 2} 2 X|s}{OF EHL|
I:-I‘(true x= false).

H17 AHE EX| "network”

ssam EE ]

datalink_failed 22 el datalrnk failed O[HIE 2} AX|S{OF SfLIC}
(true == false).

datalink_ok 22 HE= datalink ok O|HI E@t 2x|sfjof stL|Ct
(true £ false)

network_port_down 2E ZE{£ network_port_down O]l E 2} 21 X|sf{0f
BL|CH(true EEE false).

network_port_up 2E ZE{E network_port_up O|HIEQ} U X|sHof BHL|
EI‘(true E= false).

ip_address_conflict 22 ZE{ = ip_address_conflict O| HIE 2} 2 X|sl{OF
e I:I'(true E= false).
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ip_address_conflict_resolved 2 ZE{£ ip_address_conflict_resolved O]l E 2t
°E|X|6'HO|: E.”—I I:I'(true EEE false).

ip_interface_degraded 2E LE{ £ ip_interface_degraded O|t#I EQ} Y X| 5l
OF EH-l E|’(t\rue E= false).

ip_interface_failed 22 LE{ £ ip_interface_failed O|HIEQ} A X|sl{OF T
Lll:l‘(true L false).

ip_interface_ok 22 LE{ £ ip_interface_ok O|HIEQ} L X|sHOF B
|:|'(true E= false).

H18 ZE ZA| "replication”

SE3y A 2%

receive_failed_(unsupported _version) 2 ZE{ = receive_failed_(unsupported_version)
O|Hl E2f UX|sHOf 6|;|H--||:|‘(t:|rue E= false).

receive_failed_(cancelled) 2E LE{E receive_failed_(cancelled) O|#HIEQ}
X|‘0'HOF BJI—|E|'(true EEE false).

receive_failed_(all_others) 2E LE{ £ receive_failed_(all_others) O|#HIEQ}
X|6HOF B LICHtrue B false).

receive_failed_(out_of_space) 22 ZE{E receive_failed_(out_of space) O[HIE 2}
U K|SHOF BFL|CH(true EE= false).

receive_failed_(package_not _upgraded) 2 ZE{ = receive_failed_
(package_not_upgraded) O|HIE 2t 2 x[sHof Bt
L-ll:l‘(true EEE false).

receive_finished 2E ZE{E receive_finished O|HIEQ} U X|sHo} BhL|
I:I'(true EE= false).

receive_started 2E ZE{E receive_started O|HIEQ} L X|sH{O} EHL|
I:I‘(true E= false).

send_failed_(unsupported_version) 2 ZE{= send_failed_(unsupported_version) Of
ﬂEQf OE'XF)_HOF E‘Jl—| I:-|‘(v:rue '_:EE false).

send_failed_(cancelled) 22 ZE{E= send_failed_(cancelled) O|HIEQF x|l
OF _QLJ E|'(true T£= false).

send_failed_(all_others) 2E ZE{E send_failed_(all_others) O[HIEQ} %]
3H0|: E’n;nH-ll:I'(true EEE false).

send_failed_(connectivity) 2E LE{£ send_failed_(connectivity) O[HIEQ} !
X|6HOF B LICH true B false).

send_failed_(out_of_space) 22 LE{ = send_failed_(out_of _space) O[HIES} &
X|8HoF B LICHtrue EEE false).

send_failed_(remote _verification) 22 ZE{= send_failed_(remote_verification) O &l
EQI‘ OEIX|$HOF J°J|—|E|'(true E= false).

send_finished 2E ZE{£ send_finished O[HIEQ} YX|sHOF RrL|CH
(true EE= false).

send_skipped_(already_running) 28 ZE{£ send_skipped_(already_running) O|#HIE
@t UX[BHOF BLICH(true EE= false).

send_started 2 ZE = send_started O|HIEQ} Y X|sjOF BLICH
(true TE= false).
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H19 ZE ZX| "replication_source"
SEXE 4 o9
send_failed_(unsupported_version) 28 ZE = send_failed_(unsupported_version) O|
H.i'EQI‘ °'X|6HOF E’Jl—| E-|’(true = false).
send_failed_(cancelled) 22 ZE= send falled _(cancelled) O|#IEQ} 2 X|5H
Of gt (true false).
send_failed_(all_others) 22 ZE{£ send_failed_(all_others) O[HIEQ} %]
sflo F?’-H—“:l'(true E = false).
send_failed_(connectivity) 2E ZE{£ send_failed_(connectivity) O[HIEQ}
X|3HOF BJI-|E|'(true EEE false).
send_failed_(out_of_space) 2 LE{E= send_failed_(out_of_space) O|HIEQI &
X[SHOF BfLICH true SEE false).
send_failed_(remote_verification) 22 ZE{& send_failed_(remote_verification) Ol
EoF UX|5HOF BHLICH(true L= false).
send_finished 2s TE{E= send_finished 0|t E@ 2x|sfjof BfL|C}
(true E= false).
send_skipped_(already_running) 22 ZE{£ send_skipped_(already_running) O|#IE
ot L X|5HOF BLICHtrue EEE false).
send_started 22 ZE{&= send_started O|HIE2t A X|sHof SL|Ct
(true L= false).
=20 ZE EX| "replication_target"
55 3s [ 4y
receive_failed_(unsupported_verrsion) 2g ZE & receive_failed_(unsupported_version)
OHIE 2t UX|SHOF BHL|CH(true EE= false).
receive_failed_(cancelled) 22 LE{ £ receive_failed_(cancelled) O|#HIEQ} Y
X|8HOF B LICHtrue EEE false).
receive_failed _(all_others) 28 HE= receive_failed (all_others) O|HIEQ U
X|5H0F El—ll:l'(true _.__ false)
receive_failed _(out_of_space) 22 ZE £ receive_failed (out of_space) O|HIE2}
U x|sHof °H-|r-|‘(true = false).
receive_failed_(package_not_upgraded) 2g ZE& receive_failed_
(package_not_upgraded) OHIE 2} A x[sHof gt
|—||:|‘(true E= false).
receive_finished 22 ZE| = receive_finished O|HIEQ} 2 X|sHOF BL
I:-I‘(true E= false).
receive_started 2s el receive started O|#HI EQ} U X|HOF EL|
I:l'(true false)
221 AE XX "restore”
EEET EE ue
restore_finished 22 LE| = restore_finished O|HIE QL A X|s{OF FfL|
I:-I‘(true E= false).
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dAE XTK|
SERE /Y Hd
restore_started 2E HEE restore started O|HIE 2t U X|sHOf BfL|
I:I'(true false)
H2 HE ZAK| "scrk"
BT EE FE
support_bundle_build_failed 2E ZE{E= support_bundle_build_failed Ol EQF A X|s{0F &
L I:I'(true E= false)
support_bundle_sent 2g ZE{ = support_bundle_sent O|HIE 2} A X|s{OF BFL|C
(true £= false).
support_bundle _upload_failed 22 LE{& support_bundle_upload_failed O|HI E 2} L X|sfjOF
e I:I'(true E= false).
an_update_is_available_on_my_oracle_support. 2 ZIE{= an_update_is_available_on_my_oracle_support
O|Hl E2f UX|sHof °H-|E|‘(true EE'_ false).
no_updates_available. 2E HEE no _updates_available O|#HIE®} 2 X|sHof BL|Ct
(true false)
the_appliance_failed_to_verify_if an_update_is_available 52 ZEeE
the_appliance_failed_to_verify_if an_update_is_available
O|HIE 2} UX|sHof BJLll:I'(true E= false).

40

H23 AHE EX| "shadow"
SE ML /4 L
shadow_migration_complete 2E ZE & shadow m|grat|on complete O|HI EQ}
UX[BHOF BLICH(true EE= false).
H24 ZE TXK| "smf"
ss3e e EE)
service_failures 2E EeE serwce _failures O|HIE 2} 2 X|8HOf BfL|
EI‘(true false).
H25 AHE EX| "thresholds"
SE ML /4 L
thresholdid Jl2at | BRI LX|sHOF Sh= /X|2| uuID
H 26 HE ZK| "zfs_pool"
SE ML /4 L
resilver_finished 2E EeE resﬂver finished O| I E 2t 2 X|sHof BHL|
EI'(true T false).
resilver_started 2 ZE| = resilver_started O|HIEQ} 2 X|SHOF &L
I:-I‘(true E= false).
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SEXNE /Y Hd

scrub_finished 2g ZE{E scrub_finished O|#IEQ} A X|s{0F BHL|C}
(true EE= false).

scrub_started 2E ZE{& scrub_started O[HIEQ} AX|s{OF BHL|CH
(true £= false).

hot_spare_activated 22 L E{E hot_spare_activated O[HIEQ} 2 X|dljof
e I:f(true E= false).

HAE TX| Lt

BE RX LG HER2 B E ZE RX|E LIGELICH Y 2|AA0| o3t HI0[HE 7123
™ HTTP cer RME XIHE AE K| 2|AA href SE MEO|| M&EHL|CE

o=/ o

I

A2 ZXE JIHE 289 o

GET /api/alert/vl/actions HTTP/1.1
Authorization: Basic abcd123MWE=
Host: zfs-storage.example.com:215
Accept: application/json

S

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 1395

{
"actions": [
{
"action": "actions-000",
"category": "smf",
"href": "/api/alert/vl/actions/actions-000",
"service_failures": true
i
{
"action": "actions-001",
"category": "scrk",
"href": "/api/alert/vl/actions/actions-001",
"action-000": {
"handler": "snmp_trap",
"href": "/api/alert/vl/alerts/actions/actions-001
/action-000"
i
"action-001": {
"address": "admin@example.com",
"handler": "email",
"href": "/api/alert/vl/actions/actions-001
/action-001",
"subject": "Phone Home Alert"
i
"support_bundle_build_failed": true,
"support_bundle_sent": true,
"support_bundle_upload_failed": true
i
{
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"action": "actions-002",
"category": "thresholds",
"href": "/api/alert/vl/actions/actions-002",
"action-000": {
"address": "admin@example.com",
"handler": "email",
"href": "/api/alert/vl/actions/actions-002

/action-000",
"subject": "CPU Busy Alert"

1
"thresholdid": "b182ca05-53d3-6604-b874-ec353335704d"

[
[

AH ZTX| 71X 7|

0| BH2 & =X| LtFut FASHK| O X[ El A& ZX[2F ghetetL|Ct
23 o

GET /api/alert/vil/actions/actions-002 HTTP/1.1

SE ol

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 331

{
"action": {
"category": "thresholds",
"href": "/api/alert/vl/actions/actions-002",
"action-000": {
"address": "admin@example.com",
"handler": "email"
"href": "/api/alert/vl/alerts/actions/actions-002
/action-000",
"subject": "CPU Busy"
1
"thresholdid": "b182ca05-53d3-6604-b874-ec353335704d"
}
}

eI

JSON ZiH|E EEdH= ZE XX post QA S OHE [ TX| SE HEE Japi/alert/vl/alerts/
actionsZ ™ &slof BFLICE 2HE X X| 0'54% MEHSIE = category S5 MEHE MG OF L
Ct. XIHE A AEO|M AR 7HSSH 2E category 242 CLI MHAME EZSHMAIL.

UHLHOI category 242 CH2 1t Z&LICE
wagh
wal1n
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"appliance_software"
"backup"

"cluster"

"custom"

"hardware"
"hardware_faults"
"ndmp"

"network"
"replication"
"replication_source"
"replication_target"
"restore"

"scrk"

"shadow",

"omf"

"thresholds"
"zfs_pool"

2H o

POST /api/alert/v1/actions HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-Session: uerqghq84vbdv
Content-Type: application/json
Content-Length: 30

{"category": "hardware_faults"}
SEoll:

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 118

Location: /api/alert/vi/actions/actions-006

{
"action":
"href": "/api/alert/vil/actions/actions-006",
"category": "hardware_faults",
"all_hardware_faults": true
}
}

HTTP pur QHS HESIH 155c SHOIAM HietEl AR S5 HHE 7Y £+ AFLIL

25 0:

PUT /api/alert/vl/actions/actions-001 HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-Session: uerqghqg84vbdv

Content-Type: application/json

Content-Length: 30

{"support_bundle_sent": false}

SEoll:
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H

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 195

{
"action": {
"href": "/api/alert/vl/actions/actions-001",
"category": "scrk",
"support_bundle_build_failed": true,
"support_bundle_sent": false,
"support_bundle_upload_failed": true
}
}

ZAE K| AR

HTTP pecete SEE BE K| href £ XX| hrefol] M&8HH X|

3ot A SEE2 HTTP &Ef 204(No Content) & L|Ct.
- o:
DELETE /api/alert/vl/actions/actions-003 HTTP/1.1

Authorization: Basic abcd123MwWE=
Host: zfs-storage.example.com:215

SEoll:

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

x| 22

O|HA| otH 7|= ZAE =X| 250 22 E=X[7} FIHELICEH
- o:

POST /api/alert/v1/actions/actions-001 HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-Session: uerqghq84vbdv

Content-Type: application/json

Content-Length: 68

{"address": "admin@example.com", "handler": "email", "subject":"CPU Busy"}

SEoll:

Oracle ZFS Storage Appliance RESTful API A3 A, 22|A 0S8.8.0 » 2018d 118

AT AR ELIT



oX
HT
P
>
oot
Jo

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 177

Location: /api/alert/vl/actions/actions-001/action-001

{
"action":
"href": "/api/alert/vl/actions/actions-001
/action-001",
"handler": "email",
"address": "admin@example.com",
"subject": "CPU Busy"
}
}

ZE =X £

O|Z7| 5tH 7|1& BE Z=X[7t +FELIC

2H

PUT /api/alert/vl/actions/actions-001/action-000 HTTP/1.1
Host: zfs-storage.example.com:215

X-Auth-Session: uerqghqg84vbdv

Content-Type: application/json

Content-Length: 28

{"address": "admin@example.com"}
SE ol

HTTP/1.1 202 Accepted

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 176

X-Zfssa-Version: user/generic@2013.06.08,1-0

"action": {
"href": "/api/alert/vil/actions/actions-001
/action-000",
"handler": "email",
"address": "admin@example.com",
"subject": "CPU Busy"
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DELETE /api/alert/v1/actions/actions-001/action-000 HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-Session: uerqghq84vbdv

HTTP/1.1 204 No Content
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AnalyticsE S3lf CtFet SHE
E7|1Eg £ JSLICL Y| BLEHEL | &2

DTraceZ At2d}
-|O| Ej:”

Analytics HH

http://hostname/api/analytics/vl.G/Oﬂkl Ct3 Analytics Servicesg ALE

2HSLICE

o *'*I’*OE HAIStD

Che
|CF.
of 2EHIH AE19] of2] AIZS MHIOH“II =g

LI=0f| ZHAHSHE 2 |0 E
& pEe £ QUELICE AnalyticsE
A QIEE =XOZ AIRXA}

et
4>
$0
o>
r
il

27 Analytics B3
2k A2 [analytics/v10] =7} 4%
GET Janalytics/v12t At2 Analytics Services 2 & LIFatL|Ct,
POST | /worksheets M Analytics HlO|E| MIEE THSLICE.
GET /worksheets/worksheet L:’;El Analytics CIO|E| M E S& HEE 7tM=
GET /worksheets S.E Analytics HIO|E| ME Z4H|E LIFSILICE
PUT worksheets/worksheet X|FE Analytics CIO|E| ME K|S +F LTt
DELETE | /worksheets/worksheet X HE QINE HHE ALH| EHL|CH
PUT Iworksheets/worksheet/suspend E /|IIAE H|O|E| M EE LAISTHILICE
PUT Iworksheets/worksheet/resume 2E Y3AME HO[E MEE THIHLICE
POST | /worksheets/worksheet/datasets M /2 AIE HIo|E MEE BHELICH
GET Iworksheets/worksheet/datasets/dataset L:’;EJ IANE 0| ME SE BEE 7IMS
GET Iworksheets/worksheet/datasets = |ITAE H|O|E| ME HH|E LtEELICE
PUT Iworksheets/worksheet/datasets/dataset KHE /3IAE HO|H ME HHE =F LIt
DELETE | /worksheets/worksheet/datasets/dataset XIHE HO|E| ME 2K E ALt
POST | /datasets M Analytics HlO|E| MIEE THSLICL.
GET /datasets/dataset X" El Analytics HIO|E| ME S8 MEE 7IN=

Lict.

GET /datasets S.E Analytics HI0|E| ME Z4H|E LIFSILICE
PUT [datasets/dataset X4 E Analytics CIO[Ef ME Z4H|E LTt
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Analytics 83

ek A2 Janalytics/vi0] 27} Hd

DELETE | /datasets/dataset XIHE Ho[E ME ZH|E ArF|RhL|Ct.

PUT /datasets 2E HO|E MEE LABSTHtALE 1R CL

PUT /datasets/dataset/data O| tIO|E MEE MESLICHAMTEX 42 &
2).

DELETE | /datasets/dataset/data O| HIO|E| MEOf|lM X[™El [THI12] OB E X7
gLk

GET /settings Analytics 88 & LIEgfLICt

PUT Isettings Analytics 88 & HgfLICt

Analytics &H

CHE HO|M HEEs S5 YEE St Z=
oI, S AE 0|5 o] §MS HEY + ASLICH

=M HOIHE +
o

XI5
= O

ta, CiojE 2R AlZHADNSE

on

EXO-IE M

=0
retain_second_data 2 £F2| ClO[E0] CHEE A| HE 7H4
retain_minute_data = B% HlolE‘Ioﬂ EH?’-_I' A| HE |7_|'7—4|
retain_hour_data M?_I' '|:_|"?'| EllolE'i 0" EH_‘:’J f9| HE ?_}7_.1
hostname_lookup SAE O|% _7IC_§| gxﬂn

38 N2

o

rok

| EH2 Analytics SZ HEo| ¥ Z{2 7H4 3Lt

A

GET /api/analytics/vl/settings HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: zfs-storage.example.com:215
Accept: application/json

Z1tof:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 131
X-Zfssa-Analytics-Api: 1.0

)

{
"settings": {
"href": "/api/analytics/v1l/settings",
"retain_hour_data": 600,
"retain_minute_data": 400,
"retain_second_data": 200,
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"hostname_lookup": true

[
[

MAX AX
o

=

MY 7 BE2O0IH BEE 2 Y TAE 0|8 =3 Mt Z2 Analytics 8EE +HSt=

o At ELICt.

- o:

PUT /api/analytics/vl/settings HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: zfs-storage.example.com:215
Content-Type: application/json
Content-Length: 60

{"retain_hour_data":600, "retain_minute_data":400, "retain_second_data":200,
"hostname_lookup":true}

21t o

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 101
X-Zfssa-Analytics-Api: 1.0

"settings": {
"href": "/api/analytics/v1l/settings",
"retain_hour_data": 600,
"retain_minute_data": 400,
"retain_second_data": 200,
"hostname_lookup": true

Analytics $I3AE

AINEL SVt IHZ2 HAIEE BUI SHRLICE SAIO) ofzf kX SAIS 12 &
o AIAIE0| MSS Xotn LIS0| BES ME2 4+ ASLICH YINES KT &
2= BE E7of chof 0710|158 H0| AHSOR MHEILICE 5, W2 Y= BE E7E 9
ofzfo|=sts B2I0] YRS ASEILICH ATAE BH2 BUIOIM ALBE 4 U 9ITAIE
g B2ots ol MY 4 YBLICH

CtE EOIM= Analytics FIZAEONM AHEE= S5 HEE EHFELIC

oI
M
0x
HI

ay

ctime Of IAETL MY Azt S Emt
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SE R M
ntine N EENE I S ECEP S EP
name 0| }3AEQ 0|5

owner Ol QIANES ALKt

wid o] YYTAIE0] CHet HE 19 AlHx}

HIAE HE

M AHE 2 E Analytics ¥ IAEE LIEELICE

2H o

GET /api/analytics/vi/worksheets HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: zfs-storage.example.com:215

Accept: application/json

SE

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{
"worksheets": [{
"href": "/api/analytics/vl/worksheets/ab59bcbc...",
"uuid": "ab59bcbc-080a-cfla-98c9-9f485bc3a43d"
Ao
"href": "/api/analytics/vl/worksheets/bb3ee729...",
"uuid": "bb3ee729-080a-cfla-98c9-9f485bc3a43d"
H
}

Analytics |3 A E 71X 27|

EH Analytics YA ES 7t SLICE

2H o

GET /api/analytics/v1/worksheets/ab59bcbc-080a-cfla-98c9-9f485bc3a43d
HTTP/1.1

Authorization: Basic ab6rt4psMwE=

Host: zfs-storage.example.com:215

Accept: application/json

SE o
HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
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X-Zfssa-Analytics-Api: 1.0

{
"worksheet":
"ctime": "Thu Jun 13 2013 02:17:14 GMT+0000 (UTC)",
"href": "/api/analytics/vl/worksheets
/ab59bcbhc-080a-cfla-98c9-9f485bc3a43d",
"mtime": "Sun Jun 23 2013 16:22:01 GMT+00E0 (UTC)",
"name": "myworksheet",
"owner": "root",
"uuid": "ab59bcbc-080a-cfla-98c9-9f485bc3a43d"
}
}

M Analytics }3IA|EE FHSLICH

r

- o:

POST /api/analytics/vl/worksheets HTTP/1.1
Authorization: Basic ab6rt4psMwE=
Content-Type: application/json
Content-Length: 26

{"name": "myworksheet"}

23t of:

HTTP/1.1 201 Created
Content-Length: 280
Location: /api/analytics/vl/worksheets/bb3ee729-4480-4609-89b2-fae2dcO16bec

"worksheet": {
"uuid": "bb3ee729-4480-4609-89b2-fae2dcOl16bec",
"name": "myworksheet",
"owner": "root",

"ctime": "Fri Aug 23 2013 20:35:00 GMT+0000 (UTC)",

"mtime": "Fri Aug 23 2013 20:35:00 GMT+0000 (UTC)",

"href": "/api/analytics/v1i/worksheets
/bb3ee729-4480-4609-89b2-fae2dcO16bec"

(S
(S

TAIE 0| HH|

MEYE YA ES| 0|FS HHELILY.

PUT /api/analytics/vl/worksheets/a442e761-4048-4738-b95f-be0824d7ed09
Authorization: Basic ab6rt4psMwE=

Content-Type: application/json

Content-Length: 26
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{"name": "test"}
o .
SE:

HTTP/1.1 202 Accepted

Date: Tue, 20 Dec 2016 00:33:06 GMT

Server: TwistedwWeb/192.0.2

Content-Length: 279

X-Zfssa-Version: user/generic@2013.06.05.7.0,1-1.12
X-Zfssa-Analytics-Api: 1.1

X-Zfssa-Api-Version: 1.0

Content-Type: application/json; charset=utf-8

"worksheet":
"href": "/api/analytics/vl/worksheets/a442e761-4048-4738-b95f-be0824d7ed09",
"uuid": "a442e761-4048-4738-b95f-be0824d7ed09",
"name": "test",
"owner": "root",
"ctime": "Wed Dec 14 2016 03:58:28 GMT+0000 (UTC)",
"mtime": "Tue Dec 20 2016 00:25:57 GMT+0000 (UTC)"

I E A

Analytics | FAEE AHISLICE O] ool M= /T AIE 0| S0 YIAE MEXZ ALEE[X]
2t hrefoil M MEE uuid= AF2E = UAELICE O] BH S22 YIAEE MHSt= CLI &
Ho| SEtu LXPLIC

25 0:

DELETE /api/analytics/v1l/worksheets/name=myworksheet HTTP/1.1

Authorization: Basic ab6rt4psMwWE=

Content-Type: application/json
Content-Length: 26

SE ol

HTTP/1.1 204 No Content
X-Zfssa-Analytics-Api: 1.0

H3AE HIO|E ME LHE

X HE YIAES 2= HIO|H MEE LIEELICEH

CHE HOIM= CIOIH ME FH0M ArBEl= S8 HEE EoELIC

EER ay

name Of llolE| MEoj CHEt 712 S7|el 01§
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SE 3w EE
drilldowns BEXH jor-jlc- EME._I EE‘E‘Q%(%E %‘L?-)
seconds 0| |:‘||O|E'| k”EO" I:H$|'| Ekl |E A||7_|-(_7lc_)
23 o:

GET /api/analytics/vi1/worksheets/name=myworksheet/datasets HTTP/1.1
Authorization: Basic ab6rt4psMwWE=

Host: zfs-storage.example.com:215

Accept: application/json

A3 E HO|E] ME =7t

3 AIE HIo|H MEZ 2HELICE

- o:

POST /api/analytics/vi/worksheets/name=myworksheet/datasets HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Content-Type: application/json

Content-Length: 26

{"name": "nfs4.ops", "seconds": 300}

23t of:

HTTP/1.1 201 Created

Content-Type: application/json

X-Zfssa-Analytics-Api: 1.0

Location: /api/analytics/vi/worksheets/name=me/datasets/nfs4.ops
Content-Length: 162

{
"dataset": {
"href": "/api/analytics/vl/worksheets/name=me/datasets/dataset-008",
"name": "nfs4.ops",
"width": 0,
"drilldowns": [],
"seconds": 300,
Meime: "
}
}

H3AE HO|E ME =F

7|Z Y3IAE HO|H MEE $H~EL|CL,
-

PUT /api/analytics/vi/worksheets/name=myworksheet/datasets/dataset-008
HTTP/1.1
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Authorizatio

Content-Type:

Content-Leng

{"seconds":

21t o

HTTP/1.1 202

Content-Type:

Content-Leng
X-Zfssa-Anal

n: Basic ab6rt4psMwE=

th: 26

603}

Accepted

th: 161
ytics-Api: 1.0

application/json

application/json

"dataset": {
"href": "/api/analytics/vl/worksheets/name=me/datasets/dataset-008",
"name": "nfs4.ops",
"width": ©,
"drilldowns": [],
"seconds": 60,
Meime": "

Analytics Ei|0]E]

ME

Analytics ClOIE MEO|= CHE S5 MEJH AFSELICH suspended= Hest 2E SE HE

S wiEe 4 glgLC,

A‘ID=|

Of llolE| MEoj CHEt 7|2 S7|2| 0|

grouping

of A7t &3t O F

explanation

712 Sl 4

incore

Q170 H|O|E M E H|O|E{S]| HIOIE

size

2L{23 H|0o|E M|E Cl|o|E{ 2] HFOIE

suspended

ClOIE] MEZL oirll LAl SX|=[0] A=X| o5

£ LIEt= 22

activity

27 Sl HlojE HIE &F B2

ME 7tst

= arc.accesses[hit/miss]

CIOIH MIE:

m arc.I2_accesses[hit/miss]
= arc.l2_size

= arc.size

m arc.size[component]

= cpu.utili

zation

54 Oracle ZFS Storage Appliance RESTful APl 83 A{, Z2|A 0S8.8.0 « 20184 11¥



Analytics HIO|E M E

= cpu.utilization[mode]

= dnlc.accesses[hit/miss]

m fc.bytes

m  fc.ops

= ftp.kilobytes

= http.regs

= jo0.bytes

= jo0.bytes[op]

= jo.disks[utilization=95][disk]

m j0.0ps

= jo.ops[disk]
= jo.opsfop]
= iscsi.bytes
m  iscsi.ops

= metacap.bytesused

= metacap.percentused
m  ndmp.diskkb

= nfs2.ops

= nfs2.opsfop]

= nfs3.ops

= nfs3.opsfop]

= nfsd.ops

= nfsd.opsfop]

m nfs4-1.0ps

m nfs4-1.bytes

= nic.kilobytes

= nic.kilobytes[device]

= nic.kilobytes[direction]
= sftp.kilobytes

= smb.ops

= smb.ops[op]

ClojE| ME LIE

THE 2E Analytics OB MEE LIEELICE

- o:
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GET /api/analytics/vl/datasets HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: zfs-storage.example.com:215
Accept: application/json

2t o

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{

"datasets": [{
"dataset": "dataset-000",
"href": "/api/analytics/vl/datasets/arc.
"name": "arc.accesses[hit/miss]"

i
"dataset": "dataset-001",
"href": "/api/analytics/vl/datasets/arc.
"name": "arc.l2_accesses[hit/miss]",

i
"dataset": "dataset-002",
"href": "/api/analytics/vl/datasets/arc.
"name": "arc.l2_size",

i
"dataset": "dataset-003",
"href": "/api/analytics/vl/datasets/arc.
"name": "arc.size",

i
"dataset": "dataset-004",
"href": "/api/analytics/vl/datasets/arc.
"name": "arc.size[component]",

Ao

1

}

ClolE] ME 7™ 27|

X|YE ol MENM S5 EE 7IMFLCt.

2H o

GET /api/analytics/vil/datasets/nfs4.ops HTTP/1.1

Authorization: Basic ab6rt4psMwE=
Host: zfs-storage.example.com:215
Accept: application/json

21t of:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{
"dataset": {

"activity": "none",

accesses[hit/miss]",

12_accesses[hit/miss]",

12_size",

size",

size[component]",
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"dataset": "dataset-030",

"explanation": "NFSv4 operations per second",
"grouping": "Protocol",

"href": "/api/analytics/vl/datasets/nfs4.ops",
"incore": 296128,

"name": "nfs4.ops",

"size": 53211540,

"suspended": false

CIO|E] MIE 2S7|

M GOl NIEE BHSLICEH

28

POST /api/analytics/vl/datasets HTTP/1.1
X-Auth-User: root

X-Auth-Key: password

Content-Type: application/json
Content-Length: 26

{"statistic": "test.sine"}

Z1t o

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 200

Location: /api/analytics/vl/datasets/test.sine

"dataset":{
"href": "/api/analytics/v1l/datasets",
"name": "test.sine",
"grouping": "Test",
"explanation": "sine per second",
"incore": 34752,
"size": 31912,
"suspended": false,
"activity": "none"

CIO|E ME 3

CIOJE ME =3 HH2 T HI0[E MES| HIo|H &S YAl SESHALE ZHIHSHS | At

gL

LA SEH 2F 0!

POST /api/analytics/vl/datasets/nfs4.ops
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{"suspended": true}

M 2 o

POST /api/analytics/vil/datasets/nfs4.ops
{"suspended":false}

SE

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 228
X-Zfssa-Analytics-Api: 1.0

"dataset" {

"suspended": false

CIOIE| M E 2fH|

HIO|E| MIES AfMIEtLICE

-

DELETE /api/analytics/vl/datasets/test.sine HTTP/1.1
SHE o

HTTP/1.1 204 No Content
X-Zfssa-Analytics-Api: 1.0

Clole ME XME

HIOIE MEE MEFLICE

25 0:

PUT /api/analytics/vl/datasets/nfs4.ops/data
SE ol

HTTP/1.1 202 Accepted

CIO|E] MIE Ci|o]E{ &7

CtS EO|IM = CIO[E ME HIAHOM A E[= 2| Di7iH+E HoFLLt.
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RS peper

granularity E._'"?'l% I1|7-|@L|EL E"OlE'I A“E LH9| EﬂolE‘IE second, minute EEE hour E._I'sl" ZI
Ol MAHE = AELICH

endtime K™ E endtime O|HO| +HE HIO|E{E MAHELICE endtime ISO 8601 AlZH
Ut 2XFE (0 20130531T01:13:58) A LICH

23 0:
DELETE /api/analytics/vl/datasets/nfs4.ops/data?granularity=hour
SE o

HTTP/1.1 204 No Content

HIO|E] ME HIO|E 71X 27|

Analytic HIO[E{ M|E0{A CIOIH S Jt™SLICt. £ the| ClO|E A St M2l tHe|2| To]
Bl Aol 2= X AELICt.

CHE HO0IM= GOl ME HIOIHE ZIMR7| ?let AlZh 7|8t & Q| o7+ 2E0FLICt.

[TPTEES Fer

start ME Cjo|E] =TS AlZF A2k 71282 oix] AlZHLct

seconds )}:’.{% E"O|E'1§ #—ﬂaé} ||7_|-(_7|c_)?:! I-“:I'. 7|§ZI8 1?:! L—l El'. span gtl interval DH7H
ﬁAﬂ' ngE._I %‘1-?- seconds DH7H§-JFE E'—AIEI ||:|'

span ).L:'.‘% EI|O|E1§ -)F’élg 7||7_|'(minute, hour, day, week, month EEE year)%’ l-ll:l'.

granularity K™ E X|& AlZE LHO| A HIO]E EQIE HWiO0| M| SE|l= B2l (ninute, hour, day,
week, month E= year)°|:l|—| EI‘-

start O{7HEH 7 HSE|X| 42 R AIZF AZE2 odl| A2l M X|ZE HZ C0[E{2|
seconds 5 'l 2O =2 AFEILICE A[ZF A[ZHO] O|2i Y = GISLIC). CIOIEE 8" AlZt
(X)0] T AlZt 0|22 HO{Z Z2 MOl M C|o|E & HHatstr| Hof| 2t HES 7ICHELICt

M23tEl e[ = CIO|EE HMSHAH span H granularity Of7HHSO] ZeFE AFEEILICE.

5 o] anularity7|‘ AI‘%HE 704—?— seconds DH7HE—¢-E —Er'—MauL_—I'. span EEE granularity7|'
R UHE = B2 2HO0| FA|Z|H seconds OH7HHTF CH A AFREILICH 2R E QHO| ALt
=X b= EQI AL "Input span and granularity are not supported(® 2 X Azt

X ool = X A|E[X| $ELICH.Els F HA|X[7F EA|ELICE

EI‘% EEOHA'IE span Djzl granularity UWHE#% ?a:'ﬂ%* _JI\_ %E lguu-loﬂ I:HE’-H Aé'%'_gl'l—ltl'.
A
=

. R S A
L] spanol m1nute?_I 70:’%3‘ granularityt™ minutez= —|—|_|' A

L] spano| hour?_I 75‘-?— granularityE minute EEE hour = —JF M§L| EI‘.
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%'—?— granularlty._ minute, hour EE:: dayc'eI —JF Mﬁ'—-“:l'.

ol A

L] spano| day

L] spano| week granularity: hour, day _n_: weekoeI -JF olﬁ'—l EI‘.
[e) o

granularlty._ day, week _._._ month E'

granularity: week, month = yearoeI

Ho{FLt.

—
L] spano| month |°_| 7c>:I

[ ] spano| year ol A

Cts B Hhetel= OlojE ME 0| S5 EHE

[

SE R 29

startTime BrehEl A HE ol A2

sample HJQEJ jﬁdﬁuH An:u"%ﬂ An:u”% ﬂl:ilﬁ
data ME Hlo|E{ 2| HHE

min Xge ool W £ 2|4zt

max XGE ool W £ 2|ohgt

startTime S5 @EE EI‘% -645! °|'|-|'OI T °|§L| I:I'-

= SO 8601 AlZHEM XS (0: 20130531T01:13:58)
n MEQHEA D

L] -E-Xfoed E’lE-IEE-I now

3% &2 2t0|E H|0|E E £Tst= 282 of:

GET /api/analytics/vil/datasets/nfs4.ops%5Bfile%5D/data?start=now&seconds=3 HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: zfs-storage.example.com:215

Accept: text/x-yaml

oo

HTTP/1.1 200 OK
Content-Type: text/x-yaml
X-Zfssa-Analytics-Api: 1.0

60

Transfer-Encoding: chunked
data:
- sample: 239024557
data:
value: 5
startTime: 20130912T21:42:38
samples: 239024558
- sample: 239024558
data:
value: 15
startTime: 20130912T21:42:39
samples: 239024559
- sample: 239024559
data:
value: 25
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startTime:
samples:

20130912T21:42:40
239024560

size: 3

K& AlZh1Z L 7 S¢te| 210|2 HoE & +Hdts 2E2 !

GET /api/analytics/vil/datasets/nfs4.ops%5Bfile%5D/data?
start=239024557&span=week&granularity=day
HTTP/1.1
Authorization: Basic ab6rt4psMwE=
Host: zfs-storage.example.com:215
Accept: text/x-yaml

23t of:

HTTP/1.1 200 OK

Content-Type: text/x-yaml
X-Zfssa-Analytics-Api: 1.0
Transfer-Encoding: chunked

data:

- sample: 239024557

data:
value: 5

max: 79
min: 0]
startTime: 20130912T21:42:38
samples: 240074328

- sample: 239110957

data:
value: 15
max: 150
min: 1
startTime: 20130913T21:42:38
samples: 240074328

- sample: 239629357

data:
value: 25
max: 120
min: 2
startTime: 20130914T721:42:38
samples: 240074328
size: 7
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EC S

SIEI0] MH|A

O] HOM= St=R0] S2{AH, MAl % T8 49[ 22[0f Chsl Y gfLICt.

SAE B2 SAHUS HFS D SHAESHE 2|AAE 2H2|5H= O] AFZELICH
28 22{AH HE
an 42 |hardwarelv10i| 7} od
GET [cluster E2{AH SE BE Y SHAH 2|AA EES UL
XELct
GET [cluster/resources/resource:path XHE 22{AH 2[AA0 St SE BEE 7HX
SLIch
PUT [cluster/resources/resource:path KEE SHAH 2| AAE £FELCL
PUT [cluster/failback E2{AH Iofof] XIHE RE 2|AAE HUut
Lic
PUT [cluster/takeover Z2{AH mofof] XI™HE 2E 2[AAE QIAFL
L.
PUT [cluster/unconfigure 22 AESE O{S2H0[AUAE SRIY REE 74
SHEIELICE
GET [cluster/links 22{AH JtE Y3 MEfE 7PN FLICh
PUT [cluster/setup *x7| S2{AH HFS Mgt

S0AH S5 EE 7427

SM 2HAH 9 JEf 3 2|AaA SE YEE I FLL

28 o
GET /api/hardware/vi/cluster HTTP/1.1
Authorization: Basic abcd45sMWE=

Host: zfs-storage.example.com:215
Accept: application/json

SEoll:

SEL0] AH[A 63
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HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 529
X-Zfssa-Api: 1.0

{
"cluster": {
"description": "Clustering is not configured",
"peer_asn": "",
"peer_description": "",
"peer_hostname": "",
"peer_state": "",
"resources": {
"net/ixgbe0": {
"details": ["ipaddr-1"],
"href": "/hardware/vl/cluster/resources/resources/net/ixgbe0",
"owner": "adminl",
"type": "singleton",
"user_label": "Untitled Interface"
}
"zfs/zfs-storage-1": {
"details": ["821G"],
"href": "/hardware/vil/cluster/resources/resources/zfs/zfs-storage-1",
"owner": "admini",
"type": "singleton",
"user_label": ""
}
i
"state": "AKCS_UNCONFIGURED"
}
}

S{AH 2|AA T

Z2{AH 2[AA0M href S5 FEHE =M T B SHAE 2|42 20 T 6|0 E
£ 712 £ AELICE o™ ool M & JHX| 2|~ AQl /hardware/vl/cluster/resources/
resources/zfs/zfs-storage-1 % /hardware/vl/cluster/resources/resources/net/ixgbe0=

MEE + USLILE

S AH 2|AA £H

P

| 20| SR AE{SIE|H O] BHS AFE5I0] 2 22{AE 2|20 et SE YEHE +F
T UAFGLICH ZtMISE LIE2 CLI "7 22{AH 2|aA"S HESIHAIL.

S8 AH T

%E‘IﬁE‘IOﬂkl X|'?;-I-(.5|'E %%‘8 failback, takeover 5‘:' unconfigure?zl |—-| |:|‘. oE %4%'8 —;F—7|'5,_|
HH O|E0t BH S2{AH 2|AA0 ChEtpur RES SHELICH M3 Al & HH2 HTTP &

Eil 202(Accepted)S ghetetL|Ct,
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ELE

0
r
n

T 220|AETF PUT BES AISSI0] HUW RHES MS
HTTP AEH 202(Accepted)7t BHetElL|Ct Sat0|HEE
S{AE HEE 2YoI0] T T Y& S 2L E{SHoF FL|Ct.

Lo oo=2

PUT /api/hardware/vi/cluster/failback HTTP/1.1
Authorization: Basic abcd123MWE=
Host: zfs-storage.example.com:215

At o

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

S AE} HHES $Ef5ts SHI2 AEfTt obd AL HTTP AEH 409(Conflict) 7+ BHEHEl L
Ct.

Z{AH 23

O| BH2 S2AH Ft=9| oix| 213 HEHE HratetL|Ch ZH2 ash B "7 282

Bf @3et SLYLICE 22{2H 0|2 HZ0| EX7t =X 2elsh7| 9l 22{AH 4

2 ddsty| Tof| o] BS A= 20| ESLICL AHE ddoty| Mo 2E 3=

AKCIOS_ACTIVE 4EH{O{OF gL|LCt.
2H o

GET /api/hardware/vi/cluster/links HTTP/1.1
Authorization: Basic abcd123MwE=

Host: zfs-storage.example.com:215

Accept: application/json

SEoll:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 181

{
"links": {

"clustron2_embedded:0/clustron_uart:0® = AKCIOS_TIMEDOUT\n
clustron2_embedded:0/clustron_uart:1 = AKCIOS_TIMEDOU\n
clustron2_embedded:0/d1lpi:®@ = AKCIOS_TIMEDOUT"

}
}

ZeiAH 43

setup cluster FH2 A|AE0)| CHot £7] S2HAEZS BEYLICHL RE 222 3=
AKCIOS_ACTIVE 2E{{C{OF St I{0] A|ARI2 M0 HXOf SFX| 2 Y| X|i= QtOtOF &
LCt =X g™ o] EHOo| AMmfgtLct.
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MAl

MAl

66
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- o:

PUT /api/hardware/vi/cluster/setup HTTP/1.1

Authorization: Basic abcd123MwE=
Host: zfs-storage.example.com:215
Accept: application/json

{"nodename": "zfs-storage-2",

Z1tof:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

"password":

"password"}

StESI0] BE 2 o{Z2t0|HA SHEL 0] MA| B! LA SES 7IM & o AFEELICL
H 29 StESof HE
[2Xs] 42 |hardwarelv1.00] 7} od
GET [chassis SIESI0] MHAIE LiERiLICh
GET Ichassis/chassis KHE StEL0| MA| S8 HEE b ZLICh
PUT Ichassis/chassis XIHE SIESo MA| S8 HEE +HELCL
GET [chassis/chassis/fru_type StELO] MA| THRAE LIFRLICE
GET [chassis/chassis/fru_typelfru XHE MA AMHeA S MEE 7MY 3LICH
PUT Ichassis/chassislfru_typelfru SIERIO] MA| THRA S8 HEE SFLICH

MA| LtE

MA| 7t427| ™
230l cish HTTP Afel

2 QI+E AL8SIX| gt
i 200(OK)O| HtetEL|Ct,

A|AE AA| 24| 2

sz 3 28 T
name string MAl 0|

model string MA| ZE HS
manufacturer string MA| ®IZHH
serial string MAl LA HE
revision string MA| 71 2

part string MA| nH BE HE

2l2|A 0S8.8.0 + 20184 11¥



A

s=3e 28 o

type string MAl AE2|X] A
faulted boolean Zst A7

fru string MAIS FMRI E#
uuid string MAl uuid AEX}
23X o:

GET /api/hardware/vi1/chassis HTTP/1.1
Host: zfs-storage.example.com:215

Accept:

application/json

SE ol

HTTP/1.1 200 OK
Content-Length: 788
Content-Type: application/json
X-Zfssa-Appliance-Api: 1.0

"hardware": [{

}I

3]

"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-000",
"manufacturer": "Oracle",

"model": "Oracle ZFS Storage ZS3-1",

"name": "cairo",

Ilrpmll: "__"[
"serial": "1211FM200C",
Iltypell : "SyStem"
{
"faulted": false,
"href": "/api/hardware/vl/chassis/chassis-001",
"locate": false,
"manufacturer": "Oracle",
"model": "Oracle Storage DE2-24C",
"name": "1235FM4002",
"part": "7046842",

"path": 2,
"revision": "e@10",
"rpm": 7200,

"serial": "1235FM4002",
"type": "storage"

{
"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-002",
"locate": false,
"manufacturer": "Oracle",

"model": "Oracle Storage DE2-24P",
"name": "50050cc10c206b96",
"part": "7046836",

"path": 2,
"revision": "e@10",
"rpm": 10000,

"serial": "50050ccl1l0c206b96",
"type": "storage"
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A

MA| ELA 7FH 27|

O] HH2 X|HE MAl L 2= StERIN #EQAE dietetL|Ch 3ot BHo)| tis HTTP
&Ell 200(0K)0| HretEL|Ct.

- o:

GET /api/nas/vi1l/chassis/chassis-001 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

SEoll:

HTTP/1.1 200 OK
Content-Type: application/json

{
"chassis": {
"type": "storage"
"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-001",
"locate": false,
"manufacturer": "Oracle",

"model": "Oracle Storage DE2-24C",
"name": "1235FM4002",
"part": "7046842",
"path": 2,
"revision": "0010",
"rpm": 7200,
"serial": "1235FM4002",
"disk": [{
"device": "cOt5000CCAO1A76A2B8dO",
"faulted": false,
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-000",
"interface": "SAS",
"label": "HDD 0",
"locate": false,
"manufacturer": "HITACHI",
"model": "H7230AS60SUN3.0OT",
"pathcount": 4,
"present": true,

"revision": "A310",
"rpm": 7200,
"serial": "001210R37LVD YHJ37LVD",

"size": 3000592982016,
"type": "data",

"use": "peer"
Ao
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-001",
Ao
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-002",
o
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-023",
B
"fan": [

"href": "/api/hardware/vl/chassis/chassis-001/fan/fan-000",
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A

{
"href":

b {
b {
ap

"slot":

{
"href":

ap

SIERI FHRA I 27|

"href":

"href":

[{
"href":

"/api/hardware/vl/chassis/chassis-001/fan/fan-007",

"/api/hardware/vl/chassis/chassis-001/psu/psu-000",

"/api/hardware/vl/chassis/chassis-001/psu/psu-001",
"/api/hardware/vl/chassis/chassis-001/psu/psu-002",

"/api/hardware/vl/chassis/chassis-001/psu/psu-003",

"/api/hardware/vl/chassis/chassis-001/slot/slot-000",

"/api/hardware/vl/chassis/chassis-001/slot/slot-001",

0] TS trel Sl 0] THRAS| S2 HEES HHESILICH HT 3 To| Choh HTTP Atel
200(OK)O| BretElL|CH SE A= OS2 B0l ZEE 1deA S5 FHE ZagLct
SEXNE 7Y 4d
device string FRU X ID
faulted boolean FRUOI Z&0| A=X| {FE LiEHH= E213
fru string FRUS| FMRI E3
interface string FRU QIE{HO|A R
label string FRU 2/X| 20| 2
locate boolean Z9 7| EAI7|
manufacturer string FRU H|Z=A|
model string FRU 2 &
part string FRU £ & ¥z
present boolean FRU Zx EA|7]
rpm number Eaig RPM(C|AZ HE
serial string FRU ¢& H5
size number FRU 37|(83)
type string T8eA Y
use string THQA AIRH EH
28 o

SHERIOf MH|A
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A

GET /api/hardware/vil/chassis/chassis-001/disk/disk-011 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

SEoll:

HTTP/1.1 200 OK
Content-Type: application/json

"disk": {
"device": "cOt5000CCAO1A764FBOdO",
"faulted": false,
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-011",
"interface": "SAS",
"label": "HDD 11",
"locate": false,
"manufacturer": "HITACHI",
"model": "H7230AS60SUN3.0OT",
"pathcount": 4,
"present": true,

"revision": "A310",
"rpm": 7200,
"serial": "001210R322ED YHJ322ED",

"size": 3000592982016,
"type": "data",
"use": "peer"

FHYRA SE YR 23

PUT K82 MEIEl st=9of 140 CHst % HEHE MHSH= O Af
Mot QM HTTP AEl 201(Accepted) 22 JSON HAlo| 1A
ofL|Ct,

- o:

PUT /api/hardware/v1l/chassis/chassis-001/disk/disk-011 HTTP/1.1
Host: zfs-storage.example.com:215

X-Auth-User: root

X-Auth-Key: password

Accept: application/json

Content-Type: application/json

Content-Length: 16

{"locate": true}

JSON S ol

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Length: 403
Content-Type: application/json

{
"disk":
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-011",
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Caey
"locate": true
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=1

e

HU
|
0R
Ot

23 HHE CLI"RX| 2| 23" o5& Of2HUIAM AT 4= = 208 Ba|BL|CH HE A
HA 23 HEE MH|A APIS EZTSHMAIQ.

2| 88

CHE HOM= 20 22| 3 =& PSS BHELIC

H 30 = e
2% 2 Japillogivl0]| 7} ks
GET Japillog/iv1Zt AL2 B MH|A HHES LFRLICH
GET flogs RE 21 Y gLt
GET /logs/?start=index/time&limit=entry limit MEHE] Hlof Cist 21 =2 It SLCt
GET /logs/alert 2EZE EOE Ligehct
GET [logs/alert?start=index/time&limit=entry limit MEHEl Helof Chet 23 &52 7N FLICh
GET /collect DOE 23359 BSS CRZCFLCH
GET [collect?start=index/time&limit=entry limit MEHE HeloM 20 &5 E38 CIREE
Lk
ol S ofZato|tA0M AR 4 Yl BE IS LIEEHLCH 2t 20k 20| #E
= S OpX|9f gt=o| A2t 7| E& gretetL|Ct

Z - depth 22| OHIHH 22} natch_property-name=vaie 22| OH7HH= KA E[X| LEL|C,

- o:

GET /api/log/v1/logs HTTP/1.1
Authorization: Basic ab6rt4psMwE=
Host: zfs-storage.example.com:215
Accept: application/json



2O ST MR

Z1t o

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 532
X-Zfssa-Api: 1.0

Illogsll: [

{
"href": "/api/log/v1/logs/fault",
"name": "faults",
"size": 16,
"updated": "20130614T22:51:48"

%I
"href": "/api/log/v1/logs/audit",
"name": "audits",
"size": 460149,
"updated": "20130730T22:10:41"

%I
"href": "/api/log/v1/logs/alert",
"name": "alerts",
"size": 13054,
"updated": "20130728T00:06:10"

%I
"href": "/api/log/v1/logs/phone-home",
"name": "phone-home",
"size": 249,
"updated": "20130730T03:22:35"

%I
"href": "/api/log/v1/logs/system",
"name": "system",
"size": 344,
"updated": "20130724T03:21:55"

}

23U N7

X HE ofZ20|HA 20 M 20 F=S Hhete £ JUELCL A 2T A2 23H HE
SE Mot & &=9| IMy/A|ZHS BtatEtL|Ct

3 20f et H22] ®ef ZHOE QIS O|X| O] 20 HE2 AR £ giAl & &
°'A'-||:f 0| 3ot Met2 BUI U CLIGME MEEILICH A|AR 205 RF 7t 2{H
“27 e HEr [73]0" MEE| co11ect LS AESIYAL.

LTS peE
start=index XIHEl QA A|ZLO A 20 Hhehs ARt
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23%

o

It 27|

ofHe

M
=
limit=number H._"§._|'E|_I 23 é’gg 4—% I‘I|§'_|’EFL|E|-.

AR QIEIA L MNEI KT 212 rets} 2a
7|20t AL 22 22 SI8EIX| §ELICH T A[Z QIEA = AIZF EXIEY & J}SLICH
(oll: 20130724T03:21:55).

ZF - RESTO|ME UTC AlZERE SIEEILICH SR AlZHi[A 1HEEC 22 &l A2 22 S 85
X| 4ELICE O =0 HM2 A|ZE Zhof Chist QIElA HS S ALl LT HMSt 2t2 XY
E Q|| chslf grete|= =21 5 MeHELICh XIFE Mot 22 X 05HK| b= 2ol BretE
LICt.

™ o:

GET /api/log/vi/logs/audit?limit=4&start=1000 HTTP/1.1
Authorization: Basic abcd45sMWE=

Host: zfs-storage.example.com:215

Accept: application/json

At o

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
X-Zfssa-Api: development
Transfer-Encoding: chunked

{
"logs": [

{
"address": "192.0.2.0",
"annotation": "",
"summary": "User logged in",
"timestamp": "20131022T722:54:19",
"user": "root"

A
"address": "192.0.2.0",
"annotation": "",

"summary": "Destroyed share \"zfs-storage-1:tst.volumes.py.34111.project/tst.
volumes.py.34111.1lun.7\"",
"timestamp": "20131022T22:52:34",
"user": "root"
A
"summary": "Joined workgroup \"RESTTESTWG\"",
"timestamp": "20131022T722:54:23",
"user": "<system>"
A
"address": "192.0.2.0",
"annotation": "",
"summary": "User logged in",
"timestamp": "20131022T22:54:19",
"user": "root"
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2O LCIREE
SHLIS| 21 QUOICIRZESIE{ = A2 HO|AMQF Z0| siE O|E2 collect B|AA0| =Tt
= QELICH ZO HAEE Z2I0|HEZ CHA| AEZ[UEILICE gzip 20| REE = &
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HE93 By

O] RoilM HFot= HESRZ B2 HIE/I F2 YU FXE EX HER/I HOH 3, ¢
E{mlojA 3 A2 E FY5t= ol ArEE LI

HEY3 2

HEST 74 75 ARSI 2a|® Y EY3 ZES S8 Y3 58, VNIC(7HE NIC),

VLAN(GH LAN) & TS 22 128 H|Z80] Chos E9l2l MES US4 AL

C. 321 CFS 0|213t XA3IE /3t IPv4 U IPv6 TAS ot= BHZ Foldto] AlAIS] Cho}
=1

t CIOIE| At 20| 1ZeLE o] ALY 4 AL
AIAZIS| HESIT TS CHS 47K FYRAT} ASLICE

s X - 22|H HERZ HZ £ IPoIB(IP on InfiniBand) 28 S0 dligst=s 22|H
HES3 ZEQL|CE,

= OfO|E &3 - I§3IS HLfT 87| 3t 7|2 TMHAIULICE Hlo|H 3= FX|(E2[H
EQZ ZE)Ex= B 2Y Y1t 112 ti8d & UELICH s AEXIFCHE FA| &
HlojEf 2132 1 MEl E3 VLAN & VNIC H|O|H &3S §;°I°* S JAELICE

s QIE{OO|A — P 7Y Bl FA XHE 2t 7|2 FHMLICE ZH P QlE{Ho|AE T O
Ol 232t HARE[FHL} CHE QEH0|AZ FHE IPMP(IP Multipathing) 2§22 H9|

gLl
w FE X - A2E0M 1P IfZle HekS X|YSt= WS Mofst= 1P 3= KT Y
L|C}.

O 2R M= LIERIZ FXI7t AL 7ttt SIERO E LIELH, 714 7ts58t 20| glEL
Ct OO|E /3= AIZ 2 AME|E|O|H, 0]2{et HIEH I FX|0f LACPLt 22 HEE ME5t:
£ 2S0{O0F ghL|Cf. B H|0|A= HIO|H FAE Sl MS &= 1P 2F0| ZetEl #H|E 3 AlE|
E|QLICH O 2RM= HEHZ QEHo|A 0| = RE(HIS 2 2F S |l Hlo|H &3
ot A& 3 S flTt EMo|A) o2 FEE[ASLICE



HEI oy &3

HES3A HIo|E &3

Scto|AA0f st HlolE 3 22| E ®MSELCH HolH
A

H31 HES{3 clo|E &3 ¥
ks A2 Inetwork/v1oi| 7} od
POST | /datalinks M UIEQIZ Hlolg @35 ahEu T,
GET Idatalinks/datalink XY HEQI OOl 23 EE YEE MG
Lict.
GET /datalinks 2E HERI Clo[e 3 MAS LIFeLICt,
PUT /datalinks/datalink XHE HEI CIolE 23 NS +HELICH
DELETE | /datalinks/datalink XIFE ClolE -3 A S AMELICH
E32 2215 gAl HolE YA s2 &=
SE R ] Ay
class String "device"("immutable")
label NetworkLabel g0l
links ChooseOne 213 [“igb1”, “igh0”, “ixgbe2”, “ixgbe3”, “igh4”, “igh3”,
“ixgbel”, “igh2”, “igh5”]
jumbo 22 HE T2 AL ['true”, "false"]("deprecated”)
mtu Positivelnteger [ M& THR{(MTU)
speed ChooseOne g3 & [“auto”, “10”, “100”, “1000”, “10000"]
duplex ChooseOne 23 0|F [“auto”, “half”, “full’]
H33 VNIC X[ Cllo|Hf 23 S8 F&
SE R 74 ek
class String “vnic” (“immutable”)
label NetworkLabel glo]E
links ChooseOne 23 ["ixgbe0"]
mtu Positivelnteger Z|CH ME H(MTU)
id VLAN VLAN ID
H 34 VLAN X HIo[E 3 S8 F&
SEIE R4 a9
class String "vlan"("immutable")
label NetworkLabel glo|2
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IEELLEEE!

SEXE fd Mgy
links ChooseOne 213 ["ixgbe0"]
mtu Positivelnteger Z|Cf HE HI(MTU)
id VLAN VLAN ID
H35 S 7|8 X Hoje 23 S8
SEXE ad Mgy
class String "aggregation”("immutable")
label NetworkLabel g0l
links ChooseN 213 [“igb1”, “igh0”, “ixgbe2”, “ixghe3”, “igh4”, “igh3”,
“ixghel”, “igh2”, “igh5"]
jumbo 2E2 HE Ty AL ["true”, "false"]("deprecated")
mtu Positivelnteger Z|CH M& H(MTU)
policy ChooseOne M [1L27, “L3", “L4”, “L2+L3", “L2+L4", “L3+L4"]
mode ChooseOne B E [“active”, “passive”, “off"]
timer ChooseOne EO| [“short”, “long”]
key Integer £3 7|("immutable")
H 36 IP 2% g 7|8 HX| HojH A3 S5 I
EERTT EX ET
class String "partition"("immutable")
label NetworkLabel glo|2
links ChooseOne 23
pkey Pkey 22 g9 7|
linkmode ChooseOne 23 2E ["em", "ud"]
HE<{IS ClofE] 3 LIS
ojZatoleiA0] ANE DS HlO|Ef YIS LIFBHLICE HlOIE &3 220| 2t 2K ofo|E
3 S5 FHEet e thd Ho[E 23 2|AA0 it 2YE JPM = hrefE X eL|Ct.

25 0:
GET /api/network/vi/datalinks HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

JSON H|0|E of:

"datalinks":

[{

|
o8
ol
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"href": "/api/network/vl/datalinks/ixgbe0",
i

"href": "/api/network/vl/datalinks/ixgbel",
i

"href": "/api/network/vl/datalinks/ixgbe2",
i

"href": "/api/network/vl/datalinks/ixgbe3",
H

HES 3 H0|E 23 71427

ceT HAEE 3 N S22 2 H|o|E &

HretetL|Ct,

cioly &

GET /api/network/vi/datalinks/ixgbe@ HTTP/1.1 Host:

Accept: application/json

JSON H[O]E o

"datalink": {
"class": "device",
"datalink": "ixgbe@",
"duplex": "auto",
"href": "/api/network/vl/datalinks/ixgbe0",
"jumbo": false,

"label": "Untitled Datalink",
"links": [
"ixgbe@"

"r;1ac": "0:21:28:a1:d9:68",

"mtu": 1500,

"speed": "auto"

}

}

()
L E<{I3 GlofE] 3 2HE7]
posT BHE2 A OIO|E A E PHELICEH M H|O[H &
HE 'F_I'E E”O|E'| EIEQ—' %EHﬁ% jéolol‘._ class S
OlE| YAE Bt=L 5ot Folg T Chg ZaHA Y
B device — xl‘ﬂ 7|H|' E”O|E'| % JEL“:l'
m  vnic — VNIC 7|H|_|' E"0|E‘| Fé'—% Dn_l'ﬁl—ltl'-
= vlan— VLAN 7|H|' E||O|E-| Eé'i% 'P_I'EL“:l'
B aggregation — %%" 7|H|_|' E”O|E'i %Ii% ”._fﬁl—ll:f
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zfs-storage.example.com

3 Us o et otHte =7t S8 F
= HPQLIC), ClojE 213 SaAs E1I
S olLIE & ASLICE
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HEY3 dloje 232

B partition — IB —E--g cgo_:! E”O|E'| EQIE% ?_I'%Lll:l'-

SE MEE"TH UIE HOH 3" HiF0M AIRE £ U= SUSHCLI S2 HEof| tHZE
L|Ct,
- o:

POST /api/network/v1/datalinks HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-User: root

X-Auth-Key: password

Content-Type: application/json
Content-Length: 78

{
"class": "device",
"jumbo": true,
"links": ["ixgbe2"],
"label": "TestDatalLink"
}
SHE:

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0
Location: /api/network/vl/datalinks/ixgbe2

HE®3 HO|f &3 +F

puT HAEE= GO @3 S5 MEE
LIS S CLI M AE BESHIAIR.
28 o

PUT /api/network/vi/datalinks/ixgbe2 HTTP/1.1
{"jumbo": true}

SE ol

HTTP/1.1 202 Accepted

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 219

"datalink": {
"href": "/api/network/vil/datalinks/ixgbe2",
"class": "device",

"label": "MyDatalLink",
"links": ["ixgbe2"],
"mac": "0:21:28:al:d9:6a",

"mtu": 9000,
"duplex": "auto",
"jumbo": true,
"speed": "auto"

|
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HEZ FX|

HIESIA HIo|E &3

0] HH2 AIA0A Ho]Ef &

AR

3E MAYLIC href Z2E AFE3H0] X E HIOIH 23

el —
AbH|ehLCt.
28 o
DELETE /api/network/vl/datalinks/ixgbe2 HTTP/1.1
Sg of:
HTTP/1.1 204 No Content
o Xt |
HEY3 EX
ST B2 A2 S2[H HER DA KIS LEELCH S2|X HESHZ Ao =8 £
U= S5 27t glELICH
B 37 HES3 HX| BE
ok s 42 Inetwork/v10] 7} Ad
GET Idevices/device ANYE HESRZR X S8 HEE 7HMIZLICh
GET Idevices D= HESYI =X AN E LELLICh
H38 HES3 HX SEZE
SE 3w EE
active EX|7F g MEiQIX] 2 E LIEH = 28 Z2i2
duplex X9 ol
factory_mac 2E MAC =
media ng' DHX‘"
speed K| £ (Mb/xE)
up EHR|7t 2 S5H=X| R E LIEH= 22 Z21
O_I Xt I |.0=|
HEL S ZA| LIS
O| HH2 2= HESR I HKXIE LIELLICt
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GET /api/network/v1/devices HTTP/1.1
Authorization: Basic ab6rt4psMwE=
Host: zfs-storage.example.com:215
Accept: application/json

23t of:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 412
X-Zfssa-Gns-Api: 1.0

{
"devices": [{
"href": "/api/network/v1l/devices/ixgbe@",

"href": "/api/network/v1l/devices/ixgbel",
"href": "/api/network/v1l/devices/ixgbe2",

"href": "/api/network/v1l/devices/ixgbe3",

HEI Al 71427

O H2 H HERI IXoM S5 EE 7t S Ct

GET /api/network/vi/devices/ixgbe® HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: zfs-storage.example.com:215

Accept: application/json

2t o

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 178
X-Zfssa-Gns-Api: 1.0

"devices": {
"active": false,
"device": "ixgbeo",
"duplex": "full-duplex",
"factory_mac": "0:21:28:a1:d9:68",
"href": "/api/network/v1l/devices/ixgbe0@",
"media": "Ethernet",
"speed": "1000 Mbit/s",
"up": true

HEH
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Oracle ZFS Storage Appliance RESTful APl A3 A,

QIE{H| O] &

Authorization:

Accept:

GET /api/network/vi/interfaces HTTP/1.1
Basic abcd1234MwWE=
zfs-storage.example.com:215
application/json

Host:

2l2|A 0S8.8.0 + 20184 11¥

H 39 HE3 QAE{mo[A HH
X A2 Japilnetworkiv10i| 7} ok
POST linterfaces M HE®3 QIE{H0|AE CHELICE
GET linterfaceslinterface XHE HEHA AEmo|A SE FEE NS
=
GET linterfaces 2E HERIR AEHO|A K E LT
PUT linterfaceslinterface XEE HESR D QAEMOo|A K E +FBfLCt.
DELETE linterfaceslinterface KHE QO] A HHE AHIELICE
H 40 HES3 ABmojA S5 HE
SEXNE 4d
admin 0| QIE{m|0] A0]| CHEt 22| 7} 5 8= =X| {FE LIEILY
= 222
class A SH(ip", "ipmp")(HUE T HEBE £ 913)
curaddrs Sl P _7'<__+_(|:l17:|or £ 0le
enable O] QIE{HO|AS AF2O 2 MHEX| (R E LIEHHE
i
label QIE{m|O| A0f| CHE AFEXL 20| &
Links 0| QIE{H[o| A0] CHSt LIEYS 23 MEH
state QIE{H|o| AL MEN(HALY = ¢UI)
vaaddrs IPv4 4
vedhcp IPv4 DHCP E2i2
véaddrs IPv6 =24
vedhcp IPv6 DHCP 221
HE<{3 QIE{HO[A LIS
O] HH2 AHE 2 E HER A QAIHHO|AE LIZELICE
- o:



HIES2 2lEH 0] A

SEoll:

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 369

{
"interfaces": {[
"href": "/api/network/vl/interfaces/ixgbe0",
"vdaddrs": ["ipaddr-1"]
}I
"href": "/api/network/vl/interfaces/ixgbel",
"vdaddrs": ["ipaddr-2"]
}I
"href": "/api/network/vl/interfaces/ixgbe2",
"vdaddrs": ["ipaddr-3"]
}I
"href": "/api/network/v1l/interfaces/ixgbe3",
"vdaddrs": ["ipaddr-4"]
1
}

HES 3 AEH0|A JHH 27|

O] FF2 X|HE HESRA AE{H 0|20 Ciet S

Ju
0x
HT
10
[l
=
o[
Ju
o
N
Rk
mo
r
i)

9
02t
=2

GET /api/network/vil/interfaces/ixgbe® HTTP/1.1
Authorization: Basic abcd1234MwE=

Host: zfs-storage.example.com:215

Accept: application/json

SEoll:

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 292

"interface": {
"admin": true,
"class": "ip",
"curaddrs": ["ipaddr-1"],
"enable": true,
"href": "/api/network/vl/interfaces/ixgbe0@",
"interface": "ixgbe0",
"label": "Untitled Interface",
"links": ["ixgbe@"],
"state": "up",
"v4addrs": ["ipaddr-1"],
"v4dhcp": false,
"v6addrs": [],
"veédhcp": false
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HIES3 QE{mo]A 2HST]

O 3H2 M UEHZ AEHO|AE BHEL|C},

- o:

POST /api/network/vi1/interfaces HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-User: root

X-Auth-Key: password

Content-Type: application/json
Content-Length: 78

{
nclass": "ip",
"links": ["ixgbe3"],
"v4addrs":"192.0.2.0/24"
3}
SE ol

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0
Location: /api/network/vi/interfaces/ixgbe3

HER3 AE{Ho]A +=7F

O H2 7|& UESRI AEHH|O|AS +FHBfLIC

PUT /api/network/vi/interfaces/ixgbe3 HTTP/1.1

"vdaddrs": ["192.0.2.0/24"],
"interface": "Demo Rest"

}
SEt ol

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 219

{
"admin": true,
"class": "ip",
"curaddrs": ["192.0.2.0/24"],
"enable": true,

"href": "/api/network/vl/interfaces/ixgbe3",
"interface": "ixgbe3",

"label": "Demo Rest",

"links": ["ixgbe3"],

"state": "failed",

"vdaddrs": ["192.0.2.0/24"]
"vadhcp": false,
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HER3 F=2
"véaddrs": [],
"veédhcp": false
}
°4 1H[O| A AFK|
HIES3 QIE{H|O|A ALY
0| HH2 7|Z HESRZ AEMHO0|AE ATHSfLICEH
QIE{H|O| AT} APH|=|H Ofet HEtEl 2= H=T MAELCE
28 o
DELETE /api/network/vl/interfaces/ixgbe3 HTTP/1.1
Authorization: Basic abcd1234MwE=
Host: zfs-storage.example.com:215
1t off:
HTTP/1.1 204 No Content
o
I-:" ET—I o E
Y B2 UESRZ ZEE &A2[SfLCH
241 HEYI EZ 22|
24 Z 2 lapilnetworkiv10f| 27} 29
POST Iroutes MUEH3 ZEE SHSLCL
GET [routes/route ANEE HESRZ ZE S8 HEE 7IMILICh
GET Iroutes DEHESRZ 2 AN E LIELICH
DELETE Iroutes/route XEE 22 HHE MHELCt
GET Irouting HE 22 Xd S8 HEE 7IM3LICh
PUT Irouting HE Z2 X[H S8 HEE +HeLch
H 42 HEY3I ZZ S5 Y= &2
EERT EE
type "system" EE &= "static'dt 22 A2 RFEUHEALY £ 2l
)
family ZF4 OE(Pv4 £ IPV6)
destination A2 A=A
gateway 7'”0'5'?'-" | FA
interface |-‘||E°-|q E||O|E-| ()LIE-I]I“Olﬁ
HES3 HH 87



HE/I E=2

2t Z20] thet href 22& CLIO| B HE Z 2 IDE AH2SHXITH ol2{3t g2 27t X E o
HEE = UAFLICE API= B2 U IR0 S8 HEE A8 T Z25 MEfStL|C} 1
—E—% routes/route—###J_—'f H|I’L_5|'o:| routes/namezvalue?zl |—-| I‘

o
2 LIE

O{S2t0[AL0M 2HE 2 E HIEQIS F2E LIEHLIC

2K o:

GET /api/network/v1/routes HTTP/1.1
Authorization: Basic abcd1234MwE=
Host: zfs-storage.example.com:215
Accept: application/json

23t of:

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 192

{

"routes": [{
"destination": "ipaddr-0",
"family": "IPv4",
"gateway": "ipaddr-1",
"href": "/api/network/v1l/routing/route-000",
"interface": "ixgbe0@",
"mask": 0,
"route": "route-000",
"type": "static"

boA{
"destination": "ipaddr-2",
"family": "IPv4",
"gateway": "ipaddr-3",
"href": "/api/network/vl/routes/route-001",
"interface": "ixgbe0@",
"mask": 24,
"route": "route-001",
"type": "system"

1

}

T =0 tigt S5 YEE JHHFL L

8 of:

GET /api/network/vil/routes/destination=ipaddr-1 HTTP/1.1
Authorization: Basic abcd1234MwE=

Host: zfs-storage.example.com:215

Accept: application/json
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HERI ZE=Z2

Z1t o

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 192

"route": {
"destination": "ipaddr-1",
"family": "IPv4",
"gateway": "ipaddr-2",
"href": "/api/network/v1l/routes/route-001",
"interface": "ixgbe0@",
"mask": 24,
"route": "route-001",
"type": "System"

BE 7}

1

- O - O
all SEWEI YUY S5 MEe SYUSIEE U5 I 22 HEI HHetE(X]
L|Ct, &%t TS 7= HTTP AEH 204(Created)S 2H2tetLCL.

M HESIS B2 BHSLICE B2 href 342 CH2 B2 7t AIAHO) 2718 Z2 HAE

52
o> zo

M Fd=E U= ¥ o

POST /api/network/vi/routes HTTP/1.1
Authorization: Basic abcd1234MwE=
Host: zfs-storage.example.com:215
Content-Type: application/json
Content-Length: 164

{
"family": "IPv4",
"destination": "ipaddr-0",
Ilmaskll: Iloll,
"gateway": "ipaddr-1",
"interface": "ixgbe0@"

3}
Z1t o

HTTP/1.1 201 Created

2 AN

7|

™

HEXS Z2E ARBLIC,

2H o

DELETE /api/network/v1l/routes/route-001 HTTP/1.1
Authorization: Basic abcd1234MwE=
Host: zfs-storage.example.com:215
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HES 32

Z1t o

HTTP/1.1 204 No Content
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RESTful APl 2H| AH|A

RESTful API 28| AMH|A= O{S2t0[1A et XS Sl LAHT 2HE 210 2alsh=
ol At ELCE.

=M MHE[A BE

H43 ZH MH|A HHY
ek A= |problem/v10i| &7} 49
GET Iproblem/v13t AL X MH|A HEES LRt
GET Iproblems DE M EME Lrgg ot
GET Iproblems/problem KIFE uuidel 2H0ll CHEt M SE BEE 71X
Lk
PUT Iproblems/problem/markrepaired XHE 22X uuidE STE Q2 EAIEL|CL

=X LIE

O] 2 o{S2t0|AA0M XY 2 HEiQl 2= EHE LIELICt. 43 ol s
HTTP 4El 200(OK)O| HtetElL|C,

28 o:

GET /api/problem/vi1/problems HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

SEoll:
HTTP/1.1 200 OK

Content-Type: application/json

"problems": [{
"code": "AK-8003-Y6",

"description": "The device configuration for JBOD
'1204FMDE63' is invalid.",
"impact": "The disks contained within the enclosure

cannot be used as part of a storage pool.",
"uuid": "0d30be41-b50d-4d03-ddb4-edb69eeO@80f8",
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"repairable": false,
"type": "Defect",
"timestamp": "2013-2-21 17:37:12",
"severity": "Major",
"components": [{
"certainty": 100,
"status": "degraded",
"uuid": "b4fd328f-92d6-4f0e-fb86-e3967a5473e7",

"chassis": "1204FMD063",

"label": "hc://:chassis-mfg=SUN
:chassis-name=SUN-Storage-J4410
:chassis-part=unknown
:chassis-serial=1204FMD063

:fru-serial=1204FMDO63
:fru-part=7041262
:fru-revision=3529/ses-enclosure=0",
"revision": "3529",
"part": "7041262",
"model": "Sun Disk Shelf (SAS-2)",
"serial": "1204FMD0O63",
"manufacturer": "Sun Microsystems, Inc."

=X LHE Y2 Y 22X E LIEYUCE 43¢ 0| i3l HTTP &Ef 200(0K)0| ghetE

=M L HE2 e EH9f UUIDY! wuid Y OH7HHSE AL RILICE

2H

GET /api/problem/v1.0/problems/0d30be41-b50d-4d03-ddb4-edb69ee080f8
HTTP/1.1

Host: zfs-storage.example.com

Accept: application/json

SH

HTTP/1.1 200 OK
Content-Type: application/json

"problem": {
"uuid": "0d30be41-b50d-4d03-ddb4-edb69eeO@80f8",
}
}
=
=N =+
ZH 57 Y2 ZME EFECE BAPL|CH
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o a—
23 0
PUT /api/problem/v1/problems/0d30be41-b50d-4d03-ddb4-edb69ee080f8/repaired
HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

M
(=X

SEE HTTP Al 202(Accepted)S BHahgtL|CL,

ret

HTTP/1.1 202 Accepted

RESTful API 28| AH|A 93
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ot
g
ng

o k-1, |.0=|
1= L— =
2 dgoll= Ch3a 22 2% S5 I JASLICL I9g S5 YE| M| EH2CLI =3
US BXSHHAR
B 45 SRR ER T
SEXHE ¥ ek
name string g o|E(THE = HEY = 8l)
description string ofgetol MY
23 o:

GET /api/role/vl/roles HTTP/1.1
Authorization: Basic abcefgMwE=
Host: zfs-storage.example.com:215
Accept: application/json

SE o
{
"roles": [{
"description": "Basic administration",
"href": "/api/role/vl/roles/basic",
"name": "basic",
"role": "basic"
A
"description": "a",
"href": "/ap1/role/v1/roles/rola
"name": "rola",
"role": "rola"
1

Th ool tist SE YEE HAeLCH S5 YL HEHOIH S Bhetdt2{H props E2| OH
HHSE true2 MHEGLICE
23 o:

GET /api/role/vl/roles/basic?props=true HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfs-storage.example.com:215

Accept: application/json

o .

SE o

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 390
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"props": [{
"immutable": true,
"label": "Role name",
"name": "name",
"type": "String"

"label": "A description of this role",
"name": "description",
"type": "String"

B

"role": {
"authorizations": [],
"description": "Basic administration",
"href": "/api/role/vl/roles/basic",
"name": "basic"

on

BT By

nx

>
=

name string

1
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e

~

clone string
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12

description string

2H o

POST /api/role/vl/roles HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfs-storage.example.com:215
Accept: application/json
Content-Type: application/json
Content-Length: 71

{"name":"role_workflow", "description":"Role to run workflows"}

Z1t o

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 143

Location: /api/role/vi/roles/role_workflow

{
"role": {
"authorizations": [],
"description": "Role to run workflows",

RESTful APl &%t AMH|A

97



190
ot

1
0
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98

>

"href": "/api/role/vl/roles/role_workflow",
"name": "role_workflow"

s .
DHE 3 o 2%

12
ok
mio

= 5e

i
ot

&= ASLIC.

rin

1
on

)
02t
2

PUT /api/role/vi/roles/role_workflow HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json
Content-Length: 54

{"description":"Role allowing user to run workflows!"}

23t of:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 158

{
"role": {
"authorizations": [],
"description": "Role allowing user to run workflows!",
"href": "/api/role/vi/roles/role_workflow",
"name": "role_workflow"

- o:

PUT /api/role/v1/role_worksheets/revoke HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfs-storage.example.com:215

Accept: application/json

At o

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: ©
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NAZIOA 28 MTELIC of2o] ofx
confirm= trueE DELETE 10" x7|’§| ||:|'

rot
2
=

3 Ol ALEXtOl|A X|YE L -

- o:

DELETE /api/role/vi/roles/rola?confirm=true HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfs-storage.example.com:215

Accept: */*

oH o

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

H (o]

2o L

MEZ| Agtof Chot #ot B2 E LiEetL|Ct.
2H o

GET /api/role/vl/roles/role_workflow/authorizations HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfs-storage.example.com:215

Accept: application/json

=l

~ ol

"authorizations": [{
"allow_modify": false,
"allow_read": true,
"auth": "auth-000",

"href": "/api/role/vl/roles/role_workflow/authorizations/auth-000"
"owner": "*",

"scope": "workflow",

nguidt: mEn

A ofet [t HOiZ BHSLICH 93 S2 Hee cLio HHf Y S8 HEet S|
C}. 2t H3t S0J0I= HOIE scope S2 MET} ABLICH 7B} S2 HEE 2 QIS J|u
oz MHE 4 UBLICH WSl ol CHSo| EHELICH

ad cluster keystore role stmf user
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alert dataset nas schema svc workflow
appliance hardware net stat update worksheet
28 :

POST /api/role/vl/roles/role_workflow/authorizations HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 41

{"scope": "workflow", "allow_read": true}

Z1t o

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 171

Location: /api/role/vi/roles/role_workflow/authorizations/auth-000

{
"auth": {
"allow_modify": false,
"allow_read": true,
"href": "/api/role/vl/roles/role_workflow/authorizations/auth-000",
"owner': "M,
"scope": "workflow",
nguidt: e
}
}
e e~
st U 2o &H
i '_'i'ln_l' T T o
o3t At 2oy SE HHE +HY 4 YALICH
28 :

PUT /api/role/vl/roles/role_workflow/authorizations/auth-000 HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 29

{"allow_modify": true}

21t o

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 171

{
"auth": {
"allow_modify": true,
"allow_read": true,
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"href": "/api/role/vl/roles/role_workflow/authorizations/auth-000",
Mowner™: "N
: ’
"scope": "workflow",
mguidt: e

DELETE /api/role/vi/roles/role_workflow/authorizations/auth-000 HTTP/1.1

Authorization: Basic abcefgMWE=
Host: zfs-storage.example.com:215

Accept: */*

23t of:

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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SAN 7l

RESTful APl SAN A{H|A

RESTful APl SAN MH|AE AFE310] 0]Z210|AAE SAN(Storage Area Network)ol|
g+ JUSLICH

SANO||= LSt 22 7|2 24R

B>
N
30
o>
r
n

» HEQIS AEZ|X|0f AM|ASHE SEIO0|HE
s HEQIZ AECXIE MSdts AE2(X] O{S2t0[AA
» Z0|HEES AEZ[X|0f| HESI= HIEHZ

Ol Ml 7IX] M QA E U ERINM AL TZEZS0| 2AIQ0] SLELICH HR0| 2t
FHAIRt2E CHAF ZHO| 91|0|%0| HEYIY £ JX[T CHEES A0|= LBl Meto| 44t
EILICH RESTful API SAN AH|AE= X|9E[= 2 T2 EZ0|| CHot 47FX] R&2Q| SAN 2|AA
£ #e|Ect:

» JHAIRE - SCSI MM AR, SCSI HY 2L 1/0 28 MAS Mg+ = 88 T2 T
L 22 AAH AEIOIEQIL|CE JHAKIE 1L =A XA dHiAlg i

s JHAIXE O35 - LA JHAIKFJLICE FHAIXF 3Z0] LUN(Logical Unit Number)2!
of AOH siE DF 2| JHAIXIRE LUNOI| HM AT 4 &L|C

w CHAN— JHAIREZF 2 SCSIHE 3 1/0 RFE X2|sHs MH|AS NZsHs AE2[X| Al
AR AETOIEQL|CE CHA2 AER|X| A|AH Z2|Xt7t HEMH 18 F4 X|H ¢AS
Soff A-EIL|CH LM E A2 07 0| Ao =2] X2 o|Ro{F L|Ct,

n A O - Yol cHAMRLICH LUNS stLte] EX thia O50) ol RE o2 LiE
LHELC.

SAN ZHA| X}

il
blo
od

|1J
r|o

SAN JHAIRFE 22|83t O AHEE L.

O2{st HH2 CHE URI OHHSE AL EILICE:

RESTful APl SAN A{H|A 103



SAN ZHA| R}

protocol JHAIXES] NAS EEE%(T_C, iscsi EEE srp)
initiator ZHAIXES] IQN, WWN EE= EUI
H 47 TNAIRF
24 A2 [sanlv1.00] 27} g
GET Iprotocolfinitiators X HE Z2EZ(fc, iscsi, srp) M0 CHEE 2=
SAN ZHA|XHE Lt gLt
GET Iprotocollinitiators/initiator K ™HE Z2EZ(rc, iscsi, srp) o5 S EHO|| CHE
XIHE SAN ZHA|XHS 7t SLICh
POST Iprotocolfinitiators X HEl TR2EZ(fc, iscsi, srp)0ll CHEE A SAN 74
AlIXHE BHELICE.
PUT Iprotocolfinitiators/initiator X HE T2EZ (fc, iscsi, srp) ZM|0f CHEE X|H
£l SAN THAIXIE XLt
DELETE Iprotocolfinitiators/initiator XI™E AR K| E ARFLICE

HAIZL BE 5 4T O ol LHEE S5 HEE thet o2 A8t o7 % =
M HYC Y S2 WEE U2 O ABHLICL
48 HAIXE SE HE

SEXE ZZEE Mg

alias all O] JHAXtOl| CHt HA

initiator fc O| JHAIXIof| CHEH ZE WWN(World Wide Name)

ign iscsi O FHA|Xtof| it isCsI EztE 0|8

chapuser iscsi CHAP(Challenge handshake auth protocol) AF2X} 0|2
chapsecret iscsi CHAP(Challenge handshake auth protocol) &=

initiator srp EUI(Extended Unique Identifier)

IHAIRE LHE

XNYe T2EZS RYS| oS|[0 CHe L E 2= FHAIXE LIEYLICE SH 222
0| Z0] "initiators"Q! ZHA|Xt S5 HE 2| HIZ(JSON HA)S ZTetetLCt.

iISCSI HAIXHE LtE5h= 289 of:

GET /api/san/vi1/iscsi/initiators HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

SE ol

HTTP/1.1 200 OK
Content-Type: application/json
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SAN JHA| R}

{
"initiators": [{
"alias": "init-02",
"href": "/api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:02:02",
"initiator": "iqgn.zfs-storage.example.com.sun:02:02",
"chapsecret": "",
"chapuser": ""
o
"alias": "init-01",
"initiator": "iqgn.zfs-storage.example.com.sun:02:01",
"href": "/api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:02:01",
"chapsecret": "",
"chapuser": ""
H
}

HAIRE MREE 71427

ChA iSCSI ZHAIRIS] MEHEE LIGELICH SH 222 iSCSI JHAIXL 88 HEE 0|50|
"initiator"2! ZHA|(JSON HAH)Z ZaHehL|Ct,

25 0:

GET /api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:02:01 HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

SE ol

HTTP/1.1 200 OK
Content-Type: application/json

{
"initiator": {
"alias": "init-o01",
"href": "/api/san/vl/iscsi/initiators/iqgn.zfs-storage.example.com.sun:02:01"
"initiator": "ign.zfs-storage.example.com.sun:02:01",
"chapsecret": "",
"chapuser": ""
}
}

IHAIRE 2HS 7|

M iSCSI HA|XtE BHSLICE IQN(ISCSI Qualified Name)2 Hl38lof BiL|Ct ™ ER2
iISCSI JHAIXt S5 HE(ISON YAHE ZetL|Ch SEH2 M3 A HTTP SIH 2 &8 2=
201(Created)0l| M iSCSI ZHAIXI| /|| URIE ZE&RILICH SH 222 iSCSI AKXt S5
HEE 0|Z0| "initiator"?! ZHX|(JSON H4)ZE ZEHBFL|CE

280

POST /api/san/v1.0/iscsi/initiators HTTP/1.1
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SAN ZHA| R}

Host: zfs-storage.example.com
Content-Type: application/json
Accept: application/json

{
"initiator": "iqgn.zfs-storage.example.com.sun:02:02",
"alias":"init-02"

}

o .

SE:

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 181

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:02:02

{
"initiator": {
"alias": "init-@2",
"href": "/api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:02:02",
"initiator": "iqgn.zfs-storage.example.com.sun:02:02",
"chapsecret": "",
"chapuser": ""
}
}

HA R 7

O] HHE J7|Z JAIXIE £HEtLICH @F 222 JSON HAoZ £ME|0{0F & AR} S
E MEE ZatetL|Ct JHAIXH| CHet IQN2 URIO| MISELICE M3 Al HTTP AEH 202
(Accepted)7} HHEHEILICEH SE 222 A iSCSI HAIXt S2 HEE 0|20] initiator?! 2K
(JSON HANZ ettt

- o:

PUT /api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:01 HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

"alias":"init-01-secure",
won

"chapuser":"admin4",
"chapsecret": "secret'

[}

Sg of:

HTTP/1.1 202 Accepted
Content-Length: 167
Content-Type: application/json
X-Zfs-Sa-Nas-Api: 1.0

{
"initiator": {
"alias": "init-0@1-secure",
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W NPN;

[
H

HAIRE 2

"href": "/api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:01",
"ign": "iqn.zfs-storage.example.com.sun:1",

"chapsecret": "secret",

"chapuser": "admin4"

IHAIRE ALK

O{Z2t0IAL0M FHAIXHE ®FELITY.

2H o

DELETE /api/san/vl/iscsi/initiators/iqgn.zfs-storage.example.com.sun:01 HTTP/1.1
Host: zfs-storage.example.com:215

3% Al Ch32 20| HTTP ZE 204(No Content)S #HetefL|Ct.

HTTP/1.1 204 No-Content

=

—

el — |

iISCSI JHA|X} HHE2 o{Z2to|AHA0| A iSCSI ZHA|X} & iSCSI JHA|XF 22 S 2tE|sh= O
AL EILICH AF2 Jhs3h HE2 of2f Hof| LIEE[0f JELICE.

Olz{et BH2 THE URI DH7HSE ALERILIC:

protocol FHAIXES] NAS T2 E Z (e, iscsi == srp)

name AR 22| 0|2

jl' 7H*|I|' 1‘5‘8 7HA|X|' ‘E‘ | 7HA|X|' % EQ"&'}E name %% EE 5':' initiators %% E‘
EE ZotetL|ct.

E 49 IWAIRI 05 HH

X A2 Isanlv1.00f £} od

GET Iprotocollinitiator-groups X HE T2EZ(rc, iscsi, srp) M0l CHEE 2=

SAN ZHAIRt 2 ES LIESLICH

GET Iprotocollinitiator-groups/name XHE ZRES(rc, iscsi, srp) S5 HEO|| O
XIHEl SAN ZHAIXt O &2 7t SLICt.

POST | /protocollinitiator-groups X HEl T2 EZS(rc, iscsi, srp)0fl CHEE Al SAN 7H
AXH 252 BHELICH

PUT Iprotocolfinitiator-groups/name X HE T2EZ(rc, iscsi, srp) Z4M|0f CHEE X|H
El SAN JHAIXt O &S $F gL
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JHAIXF OF

24 42 Isanlv1.00] &7} o

DELETE | /protocollinitiator-groups/name X

HAXF OF LIE

AME 7tsst RE ISCSI JHAIXL 3ES LIEELICH B3 Al HTTP 4Bl 200(0K)O0| Btz 1
EE2 AR OF HH| g S ZEst= 0|E0] "groups"°| SE HEJ} U= IJSON HHE
oLt

25 0:
GET /api/san/vil/iscsi/initiator-groups HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

S

HTTP/1.1 200 OK
Content-Type: application/json

{
"groups": [{
"href": "/san/vl/iscsi/initiator-groups/pl-initiators-0",
"initiators": ["ign.zfs-storage.example.com.sun:0"],
"name": "pl-initiators-0"
"href": "/san/vl/iscsi/initiator-groups/pl-initiators-1",
"initiators": ["ign.zfs-storage.example.com.sun:1"],
"name": "pl-initiators-1"
1
}

\J

HAIRE 2& MEEE 71427

B iSCSI HAIXF AZ0M MFEFEE P FZLICH JHAIXE 28 LHE HHO|M BHetE href
SE HHE maptel o] J50f HMAT & LI

H o

GET /api/san/vl/iscsi/initiator-groups/test-group HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

SE

HTTP/1.1 200 OK
Content-Type: application/json

fO

{
"group": {
"href": "/api/san/vl/iscsi/initiator-groups/test-group"
"initiators": ["iqgn.zfs-storage.example.com.sun:02:01"],
"name": "test-group"
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W NPN;

[
H

WXL 2F TS

T2l glo]iscsI AR 252 HELICE @ 222 15 0|22 E&6t= THY name OH7H
HETL e JSON NS ZEetL|Ct

H50 JHAIRL 2E BHE7| S8 "HE

SEXHE /¥ a9

name string IHAIXE O EC| 0|2

initiators array 7|2|‘_S 7HA|X|' |QN %E %‘,‘EQJ HHOE:'
235 0:

POST /api/san/vl/iscsi/initiator-groups HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Content-Length: 64

Accept: application/json

"name":"group-01",
"initiators": ["ign.zfs-storage.example.com.sun:02"]

}
SE ol
HTTP/1.1 201 Created

Content-Type: application/json
Location: /api/san/vl/iscsi/initiator-groups/test-group

{
"group": {
"href": "/api/san/vl/iscsi/initiator-groups/test-group",
"initiators": ["ign.zfs-storage.example.com.sun:02"],
"name": "group-01"
}
}

HAIZE O3F AFH|

O{Z2H0IAL0M JHAIRF DFE MH LIS,

- o:

DELETE /api/san/v1.0/iscsi/initiator-groups/group-01 HTTP/1.1
Host: zfs-storage.example.com:215

MB35t AH|= HTTP AEi 204(No Content)S 2hetgtL|Ct,
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CH&

110

HTTP/1.1 204 No-Content

iSCSI g gE2
2 ozl EOof LIEE|0 ASLICE.

CHa B™E2 O URI OWHESE AL

iSCSI CH&

liscsIt

=

gLCt,

& OFS 2elsts ol AFEELCH A8 7tset ¥

protocol SAN T2 E =(fc, iscsi L& srp)
target CH&H ID(IQN, WWN E& EUI)
51 thet HY
a3 A2 Isanlv1.00f £} Ay
GET Iprotocolitargets XYE Z2EZ(rc, iscsi, srp) ZH|0fl CHEF 2= SAN
CH&S LhFetLc
GET Iprotocolltargets/target K HE T2 EZ(fc, iscsi, srp) S5 HEO| Cfst X|H =
SAN CH&S 7t ZLICH
POST | /protocolitargets X HEl TR2ES(rc, iscsi, srp)0ll CHEH A SAN CHAIS
oHSLICH
PUT Iprotocolitargets/target X ™E T2 EZ(rc, iscsi, srp) A0l CHEE X|HE
SAN CH&rS HefL|ct.
DELETE | /protocolltargets/target XIHE CHA K E AFd|EL|Ct.
CHat 71427 BE2 tid S5 HEE gretetL|Ch thyd o7 3 &8 H™E2 02 370 Lt
TE 52 HwE Yoz AIg
H52 oy e S5 dE
SEXE n2EE g
alias iscsi AHZO| 912 =+ U= ZHES 0| &
ign iscsi iSCSI Mgl 0|18
state iscsi iSCSI CHAH ArEH("online”, "offline")
auth iscsi MEHN 21 2% ("none”, "chap”)
targetchapuser iscsi MEHR CHAP AEX} OIF
targetchapsecret iscsi MEHX CHAP &% 215
interfaces iscsi S A8 £ e LIER A QEMHO|A =5
wwin fc 0| CHAtol| chst Worldwide Ol&
port fc ZEO =2|H 2IX|
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SERE OD=EE oy

mode fc O| ZEQ| BE(FHAIXt EE= CHAN

speed fc O| EEQ-| Eﬂ.g —ﬁ—E

discovered_ports fc ?iulA—‘HE._I %7—:! 7HA|X|’ EEQ' -)F

alias srp SRP CHAO]| CHEH EHA

eui srp 0| cH&9| EUI(Extended Unique Identifier)
(g 52 M iSCSI A 18 RS KoL o ARELIC
E53 e 25 SEEE

SEXE /Y oL

protocol string & 3 T2EZ(FC, iISCSI = SRP)
name string iISCSICi4& & O|&

targets array iISCSICHAM IQN & 4| 55

Al |-°=|
CHah LHE

O{S20[AL0M AEE 4= A= XHE Z2EEQ| 2= SAN O

8 o

GET /api/san/vl/iscsi/targets HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic abcd123MwE=
Accept: application/json

o .

SEol:

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 1337

{
"size": 7,
"targets": [{
"alias": "tst.volumes.py.12866.target",
"href": "/api/san/vl/iscsi/targets/iqn.zfs-storage.example.com.sun:02:
72b6fa9a-96c4-e511-db19-aadb9bac2052",
"ign": "iqgn.zfs-storage.example.com.sun:02:72b6fa9a-96c4-
e511-db19-aadb9bac2052",
Ao
"alias": "tst.volumes.py.96238.target",
"href": "/api/san/vl/iscsi/targets/iqgn.zfs-storage.example.com.sun:02:
31d26d2e-6aa0-6054-fe58-8b1fb508b008",
"ign": "iqgn.zfs-storage.example.com.sun:31d26d2e-6aa0-6054-fe58-8b1fb508b008",
}
-
}

oS LHERL

RESTful APl SAN A{H|A

111



112

tHeh MEREEE 7t 27

rxr
m
mot =
4% 02
)
o> =~
r
n

- o:

GET /api/san/vl/iscsi/targets/alias=test-target HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic abcd123MwE=

Accept: application/json

SH o
HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 251

-~

"target": {
"alias": "test-target"
"auth": "none",
"href": "/api/san/vl/iscsi/targets/alias=test-target",
"interfaces": ["ixgbe0@"],

"ign": "iqgn.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008"

"targetchapsecret": "",
"targetchapuser": ""

M CHarS 2hELICE 28 222 Miscsi iy &9 of

if]
°

8 o

POST /api/san/vl/iscsi/targets HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MwE=
Content-Type: application/json
Content-Length: 23

Accept: application/json

{"alias": "test-target"}

o .

SHE

HTTP/1.1 201 Created
Content-Type: application/json

Content-Length: 233
X-Zfssa-San-Api: 1.0

SE HHEE JIHELICL "ign" S ME L& "alias=alias"S A23t0] LA

rr

O

=

Location: /api/san/vl/iscsi/targets/iqgn.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-

fe58-8b1fb508b008
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"target": {

"href": "/api/san/vl/iscsi/targets/iqn.zfs-

storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008",

"alias":
"ign"
"auth": "none",
"targetchapuser":
"targetchapsecret":
"interfaces": ["ixgbe0"]

"test-target",

nn
’

nn
’

that 43

7|Ziscsl tids el IEf 2H 222 #¥E=iscsI iy

JSON Z4H|E E.E. IEr Al HTTP AEf 202(Accepted)Zt
JSON ZHH| 2 QAL El CHA 01| CHeH ZatiscsItiA S2 HEE
X

PUT /api/san/vl/iscsi/targets/alias=test-target HTTP/1.1

Host: zfs-storage.example.com:215
Authorization: Basic abcd123MwE=
Host: zfs-storage.example.com

Content-Type: application/json
Content-Length: 54

Accept: application/json
{"targetchapsecret":"secret", "auth":"chap"
"targetchapuser":"admin5"}
SEol:
HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 189
X-Zfssa-San-Api: 1.0
{
"target": {
"href": "/api/san/vl/iscsi/targets/alias=test-target",
"auth": "chap",
"targetchapsecret": "secret",
"alias": "test-target",
"ign": "ign.zfs-storage.example.com.sun:02:31d26d2e-6aa0-
"targetchapuser": "admin5",
"interfaces": ["ixgbe0"]
}
}

CHe AFH|

A|AEI0IA SAN CHat S ®MAELICE

"ign.zfs-storage.example.com.sun:02:31d26d2e-6aa0-

6054-fe58-8b1fb508b008",

S= HuE Fgvts
SSELICH S 222
EEE

6054-fe58-8b1fb508b008",
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0

>
[
o

25 0:
DELETE /api/san/vl/iscsi/targets/iqn.zfs-storage.example.com.sun:02:e7e688b1 HTTP/1.1

Host: zfs-storage.example.com:215
Authorization: Basic abcd123MwE=

N I3 AH|E CHS 2 210l HTTP 2 E 204(No Content)S gHatetL|Ch,

HTTP/1.1 204 No-Content

]
0z
|J
Hn

e 252 st 22Ut tia 05 BE2 ot 3;of| LIEE|0] QJELICE
CH& O HH2 CHS URI OH7HHS~E AHSEIL|CE
protocol FHAIRES] NAS EEE E (¢, iscsi EEE srp)
target-group & O 52l 0|
H 54 the 2F 88
23 A= [saniv1.00] &7} 29
GET Iprotocolltarget-groups K HE Z2EZ(rc, iscsi BE= srp) 2H|0fl CHE 2=
SAN CH& O &S LigRtiL|Ct
GET Iprotocolltarget-groups/target-group K HE TR2EZ (e, iscsi F= srp) SE HEO Lt X|
HEl sAN M OE8 7t SLCt.
POST | /protocolitarget-groups K HEl T2 EZ(fc, iscsi = srp)0il CHEH A SAN LH
A JES gHELCHL
PUT Iprotocolltarget-groups/target-group K HE TR2EZ(fc, iscsi EE srp) ZAM|Of CHEE XN El
SAN CH& &S SHetLCH
DELETE | /protocolltarget-groups/target-group XHE tHa-OF S ArHIgLICE

e 25 LHE

O{E2to|AHAY CHo A S 4 = R E A OES LIFTILICH A& Al HTTP AEl 200
(OK)O| Btete| D 222 thd OF M| tfE S E8tsh= 0|S0] groups?! 55 MEIL U=
JSON Z{H|E ZetetL|Ct,

Ial

2K o:

GET /api/san/v1/iscsi/target-groups
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MWE=
Accept: application/json
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kel
[
[

SEoll:

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 237

{
"groups": [{
"href": "/api/san/vl/iscsi/target-groups/test-group"
"name": "test-group"
"targets": [
"ign.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008"
]
g
"href": "/api/san/vl/iscsi/target-groups/alt-group",
1
}

thY i 252 I ZUCH 2¥2 tY OF 018¢ B URI I +E AH8ELICE 8
B EE2 Ud O5 S5 ES Eeddts 0I150] group?! JISON M| S5 HEE ZEL
Ct.

23 o

GET /api/san/v1l/iscsi/target-groups/test-group
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MWE=

Accept: application/json

SE

HTTP/1.1 200 OK
Content-Type: application/json

{
"group": {
"href": "/api/san/vl/iscsi/target-groups/test-group"
"name": "test-group"
"targets": [
"ign.zfs-storage.example.com.sun:02:0d5a0ed8-44b6-49f8-a594-872bf787cab5a" ]
}
}

S !
M iscsl EH* 5SS MHELCHL QF 222 M 389 0|22 T nane 52 HEII U=
JSON ZiH|IL|C},
2H o

POST /api/san/v1/iscsi/target-groups HTTP/1.1
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Host: zfs-storage.example.com:215
Authorization: Basic abcd123MWE
Accept: application/json
Content-Type: application/json
Content-Length: 97

{"name":"test-group",
"targets": ["iqgn.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008" ]}

SEoll:

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 154

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/target-groups/test-group

{
"group": {
"href": "/api/san/vl/iscsi/target-groups/test-group",
"name": "test-group",
"targets": [
"ign.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008" ]
}
}
= A
e O& A%

DELETE /api/nas/v1.0/iscsi/target-groups/test-group

AZst AR|= HTTP AEH 204(No Content)S ghatgtL|Ct,

HTTP/1.1 204 No-Content
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MH| A HE

MH|A RESTful APIE= O] Z2t0[AA0M Sl Sl 2T ER 0 MH|AS LIESt 22[st
ol At ELCE.

rr

MH| A EF

CtS MH|A FES A8 4= ASLIL.

H 55 A& B
[=2Fs] A= Iservicelvlo] %7} od
GET Iservicelv1gt AL MH|A HEg LIFgLIct,
GET Iservices D= MH[AE LIERLIC
GET Iservices/service X" E M| 0] st 7 o MENE 7EMFZLCH
PUT Iservices/service XI™E MH|A0] Chet 1M g ALt
PUT Iservices/servicelenable XHE MHAE AF8OE HFBLICH
PUT Iservices/serviceldisable X™E MHIAS AL oteto 2 HAHBIL|Ct
MH|A LHE
0| BHE2 AEZ|X| {E20|AA0M ALY &= /U= 7 7tstt MH|A 2ES ST A8
et Bh7H| HhetetL|Cl 3 et HEo|| Cis HTTP & 200(0K)0| HretE L|Ct,

2H o

GET /api/service/vl/services HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

S

HTTP/1.1 200 OK

Content-Type: application/json; charset=utf-8
Transfer-Encoding: chunked
X-Zfssa-Service-Api: 1.0

{

S LIES

[ol4
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"services": [{
"<status>": "disabled",
"href": "/api/service/vl/services/ad",
"name": "ad"
+
"<status>": "online",
"href": "/api/service/vl/services/smb",
"log":
"href": "/api/log/v1l/logs/network-smb:default",
"size": 2
}
"name": "smb"
+
"<status>": "online",
"href": "/api/service/vl/services/dns",
"log": {
"href": "/api/log/v1l/logs/network-dns-client:default",
"size": 4
i
"name": "dns"
Ao
"<status>": "online",
"href": "/api/service/vl/services/dynrouting",
"log": {
"href": "/api/log/v1l/logs/network-routing-route:default",
"size": 81
}
"name": "dynrouting"
i
"<status>": "disabled",
"href": "/api/service/v1l/services/ftp",
"log":
"href": "/api/log/v1/logs/network-ftp:proftpd",
"size": 40
}
"name": "ftp"
+
"<status>": "disabled",
"href": "/api/service/vl/services/http",
"name": "http"
i
"<status>": "online",
"href": "/api/service/vl/services/identity",
"log":
"href": "/api/log/v1l/logs/system-identity:node",
"size": 4
}
"name": "identity"
+
"<status>": "online",
"href": "/api/service/vl/services/idmap",
"log": {
"href": "/api/log/v1l/logs/system-idmap:default",
"size": 15
}
"name": "idmap"
Ao
"<status>": "online",
"href": "/api/service/vl/services/ipmp",
"log": {
"href": "/api/log/v1l/logs/network-ipmp:default",
"size": 3
}
"name": "ipmp"
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MH|A LIS

"<status>": "online",
"href": "/api/service/vl/services/iscsi",
"log": {
"href": "/api/log/v1l/logs/network-iscsi-target:default",
"size": 3
}
"name": "iscsi"
{
"<status>": "disabled",
"href": "/api/service/vl/services/ldap",
"name": "ldap"

"<status>": "online",

"href": "/api/service/vl/services/ndmp",

"log": {
"href": "/api/log/v1/logs/system-ndmpd:default",
"size": 11

i

"name": "ndmp"

{

"<status>": "online",

"href": "/api/service/v1l/services/nfs",

"log": {
"href": "/api/log/v1l/logs/appliance-kit-nfsconf:default",
"size": 6

}

"name": "nfs"

"<status>": "disabled",

"href": "/api/service/v1l/services/nis",

"log":
"href": "/api/log/v1l/logs/network-nis-domain:default",
"size": 3

}

"name": "nis"

"<status>": "disabled",
"href": "/api/service/vl/services/ntp",
"name": "ntp"

"<status>": "online",

"href": "/api/service/vl/services/replication",

"name": "replication"

{

"<status>": "online",

"href": "/api/service/vl/services/rest",

"log": {
"href": "/api/log/vl/logs/appliance-kit-akrestd:default",
"size": 10

}

"name": "rest"

"<status>": "disabled",

"href": "/api/service/vl/services/scrk",
"name": "scrk"

{

"<status>": "disabled",

"href": "/api/service/vl/services/sftp",
"name": "sftp"

"<status>": "online",
"href": "/api/service/vl/services/shadow",
"name": "shadow"

S LIES
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"<status>": "online",

"href": "/api/service/vl/services/smtp",

"log": {
"href": "/api/log/v1l/logs/network-smtp:sendmail",
"size": 6

}

"name": "smtp"

Ao

"<status>": "disabled",

"href": "/api/service/vl/services/snmp",

"name": "snmp"

"<status>": "disabled",
"href": "/api/service/v1l/services/srp",
"name": "srp"

"<status>": "online",

"href": "/api/service/v1l/services/ssh",

"log":
"href": "/api/log/v1l/logs/network-ssh:default",
"size": 3

}

"name": "ssh"

"<status>": "disabled",
"href": "/api/service/vl/services/syslog",
"name": "syslog"

"<status>": "online",
"href": "/api/service/vl/services/tags",
"name": "tags"

Ao
"<status>": "disabled",
"href": "/api/service/vl/services/tftp",
"name": "tftp"

"<status>": "disabled",
"href": "/api/service/vl/services/vscan",
"log": {
"href": "/api/log/v1/logs/vscan",
"size": 0
}
"name": "vscan"

1

MH|A 7HH 27|

o ¥

ol
rlo

e oEf S S EESHe T MH|AQ| NETYEE 7HYFLILE

fO

Ao
GET /api/service/vi1/services/ndmp HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

g o

00
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MH|A HE] HE

HTTP/1.1 200 OK
Content-Type: application/json

{

"service": {
"cram_md5_password": "",
"cram_md5_username": "",
"dar_support": true,
"default_pools": [],
"drive_type": "sysv",
"href": "/api/service/vl/services/ndmp",
"ignore_ctime": false,
"name": "ndmp",
"restore_fullpath": false,
"status": "online",
"tcp_port": 10000,
"version": 4,
"zfs_force_override": "off",
"zfs_token_support": false

O] HH2 X|YE MH|A9| JEfE HARLICL THE URI O7HH ST AFSELICE

service MH|A O|E
state M MH|A é,"EH(enable EL = disable)
23X :

PUT /api/service/v1l/services/replication/enable HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

HEot SH2 HTTP MEH 202(Accepted)E gHetetL|CH EESH IJSON QES MH|A ME
5t0] MH|AE AFEO 2 MAESIHLE AR oteto 2 Mt 4 JUSLICL

JSONZ AHE3t= 239 of:

PUT /api/service/vl/services/replication HTTP/1.1
Host: zfs-storage.example.com

Accept: application/json

Content-Type: application/json

Content-Length: 22

{"<status>": "enable"}
MH|AE A Srete 2 HESH2{H CHZ JSONS & HLICE

{"<status>": "disable"}

S LIES
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(=]

MHIA T4 47

| & SE HE 0 & pur REE HS
2| AAE Totst 4~ QIO 0|28t MH|AE

- o:

PUT /api/service/v1l/services/sftp HTTP/1.1
Host: zfs-storage.example.com
Content-Type: application/json

{"port": 218}

MEst SEH2 HTTP AEH 202(Accepted)S BHatstL|C,

HTTP/1.1 202 Accepted

Content-Length: 162

Content-Type: application/json; charset=utf-8
X-Zfssa-Service-Api: 1.0

{
"service": {
"<status>": "disabled",
"href": "/api/service/vl/services/sftp",
"keys": T[],
"listen_port": 218,
"logging_verbosity": "INFO",
"root_login": false
}
}

MH|A B]AA

L2 M| A0 5t9| 2|AATE AELICH ZF MH|A EE= MH|A BE Z20f| cisl BhetEl 6o|
BHE &lst] AF8Y 4= = otel 2|lAAE HAESLICH

H 56 MH|A 59| 2[AA HY

ek P od

GET Iservices/servicelresource MH|A 19| 2| AA Lt

PUT Iservices/servicelresourcelhref ote| 2|aA H

POST Iservices/servicelresource M stel 2|AAE ohEL|CH

DELETE Iservices/servicelresourcelhref Stel 2| AAE AFgtL|C

Ol2{st HY 2tZt2 CtE RESTful APl BE 1t Sot EHS AETILICEH 47| M eer2 X[H
2|AA RS LIFSHAHLE 714 = O AFRE[D, posT= M 69| 2|AA RS TtE
Ol AF2E[D, put2 61| 2| AA S £HSH= Ol AFB &, petetes X[HE 62| 2| AAE A
M|Sh= o AF2EL|CE
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o1 2lAA0t 2t B19l 2| AR TS ALSE 4 QUi
AT HBAES HESHYAIR.

ENE Y HHZE2 CLI "M AMH|

on
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AEL|X| &

RESTful APl AEE2|X| AH[A

RESTful APl AEE|X| MH|AL IMESE HD AEE|X| &, T2NE O} A|AE! O LUNS|
ZMS H2|St= o AFREILICt et AAF G 2| 22| EL|Ct.

]

bN oy
N — |

Oracle ZFS Storage ApplianceO|Al NASE 25 LUN % It A AR ZQO0M &
B 35 E42 E43%6t= E0lM 7 ELICE O] HECS NAS APIOIA E P2 O E
A ﬁEEIXI TS e ol A8ELUICH

2ot H|o|
=20l

¥ 57 AEEX E HA
ok A2 Japilstoragelv10l| £7} og
GET Ipools 2E AERX| ES LiFRLC
GET Ipools/pool AEZ|X] E NE™MEE Tt FL(CH
POST Ipools M AERX| 28 FMELICL
PUT Ipools/pool =0l AER|X|E FIStALE E0M AEE|X|E
M7t
PUT Ipools/pooliscrub XHE Z0lM HIo[e A3 S AZFELCE
DELETE Ipools/poollscrub r*El E0f|A dlo[e] A3 XA KL
C
DELETE Ipools/pool X™E AERX| E2 74 SHAELICH

O] HY2 AIAHOIN BE AE2IX| Bo| S2 FHE LIABILICE HT3 BYO| thef HTTP
Al 200(0K)O| BISHEILICY HTTP 22 2 £ MBel= JSON At 228 ESRILICY

SE = 0|E2 U3 B0l Lt ASLIC.

- depth §9| DH7Hﬁ—¢—9|' match_property-name=value 29-| DH7Ht|H E |'c'>|;5|x| 93|:§L—||:|'.
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E tHQ7|

H 58 2E2[X| E S5
SEXE /Y A
pool string & Z 0|2
profile string HlolE &X| T2
state string = gEH(online, offline, exported)
asn string E2 275t o{E2t0[gAL AH HS
peer string S AESE A|AHIC AL I0 LE2| ASN
owner string E2 ARGt AMAHI SAE 0|2
28 o
GET /api/storage/vi/pools HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json
SE ol
HTTP/1.1 200 OK
Content-Type: application/json
{
"pools": [{
"profile": "mirror3d",
Ilnamell : Ilm1|I,
"peer": "0OOOOOOO-0000-0000-0000-00000C000C0",
"state": "online",
"owner": "zfs-storage",
"asn": "2f4aeeb3-b670-ee53-e0a7-d8eBae410749"
oL
"profile": "raidz1i",
Ilnamell: Ilr1|I,
"peer": "0OOOOOOO-0000-0000-0000-00000C000C0",
"state": "online",
"owner": "zfs-storage",
"asn": "2f4aeeb3-b670-ee53-e0a7-d8e0ae410749"
1
}

| B2 Z0]| Ciot AE2|X| ALY FYEe e thY AEE[X| E0|M S5 FHE tietet
LICt H3%t HFoll choll HTTP 4 200(0K)0| BHetElL|C}.
28 o
GET /api/storage/vi1/pools/pl HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

SEoll:

HTTP/1.1 200 OK
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Content-Type: application/json

{
"pool": {
"profile": "raidz1",
"name": "pi",
"usage": {
"available": 57454799311352.0,
"compression": 1.0,
"dedupratio": 672791,
"free": 57454799311352.0,
"total": 74732430950400.0,
"usage_child_reservation": 0.0,
"usage_data": 16011663438848.0,
"usage_metasize": 0.0,
"usage_metaused": 0.0,
"usage_replication": 1693675705344.0,
"usage_reservation": 0.0,
"usage_snapshots": 123913627136.0,
"usage_total": 17829252771328.0,
"used": 17829252771328.0
}
"peer": "0OOOOOOOO-0O0O-0000-C0CO-00000000CC0",
"state": "online",
"owner": "adminl",
"asn": "2f4aeeb3-b670-ee53-e0a7-d8e0ae410749"

POST /api/storage/v1/pools?props=true HTTP/1.1
Host: zfs-storage.example.com

Authorization: Basic abhadbfsMwE=
Content-Type: application/json

Accept: application/json

{

"name": "p1,
)
SHE

HTTP/1.1 200 OK
Content-Type: application/json

"props": [{
"choices": ["custom" ],
"label": "Chassis 0",
"name": "@",
"type": "ChooseOne"
Ao
"choices": ["custom"],

o Fo
rot
By =
o =
oM
oy
® o
s
rr =
>
1o 7ir
EE.()
Ine
rir 4
3— 0x
2 [>
s i
h) 1=
o =2
mjo o2
I}

mjo

>t
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E0| 2AE2|X| 37}

"label": "Chassis 1",
"name": "1",
"type": "ChooseOne"

Ao
"choices": [0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12],
"label": "Chassis 1 data",
"name": "l1-data",
"type": "ChooseOne"

Ao
"choices": ["mirror", "mirror3", "raidz1l",

"raidz2", "raidz3_max", "stripe"],

"label": "Data Profile",
"name": "profile",
"type": "ChooseOne"

1

}

MAl[1]0lM 8712 C|A3E AME3t= ES UEE 2E2| !

POST /api/storage/v1/pools HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic abhadbfsMwWE=
Content-Type: application/json
Accept: application/json

{
"name": "pi",
"profile": "stripe",
"l-data": 8

}

SHol:

HTTP/1.1 201 Created
Content-Type: application/json

{
"pool": {
"asn": "314d252e-c42b-e844-dabl-a3bca680b563",
"errors": [],
"name": "pi®,
"owner": "zfs-storage"
"peer": "0OOOOOOO-0000-0000-0000-000000000000"
"profile": "stripe",
"status": "online",
"usage": {
"available": 1194000466944.0,
"dedupratio": 100,
"total": 1194000908288.0,
"used": 441344.0

[

Zof| AE2|X| =7}

O] HHES ES UEHLE M= B2 FARRILICH AER[X| F:IH= 7|& 20 =71 A
E2|X| ZX|ZE ZItELICEH Eof 271 Ut AE2|X| B 47t ToHEl 221t SHH href
pool/addE H&-LICE
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E0IM 2E2|X] HAH

28 o

PUT /api/storage/vi1/pools/pl/add HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic abhadbfsMwWE=

Content-Type: application/json
Accept: application/json

"2-data": 8
}

SEoll:

HTTP/1.1 202 Accepted

S0M 2E2|X] WA

0| HH2 20| 2E2|X[E F715t= Pt RAFRILICH 2E2|X[E ®AHSHH 7|1E S0l M 74
Al 23 AEE[X| FXI7F MAELICH S0 HAe AE2|X| FX] =, HQot @ 3L AfA|

ot Istel 2201 S href poollremoveS M4 8tL|Ct,

8 o

PUT /api/storage/v1/pools/pl/remove HTTP/1.1
Host: zfs-storage.example.com

Authorization: Basic abhadbfsMWE=
Content-Type: application/json

Accept: application/json

"O-cache" : 2

}
SHE:
HTTP/1.1 202 Accepted

HAHE = A K| =2 EASH{H props 2| OHIHHLEE true 2 METILILCY,

- o:

PUT /api/storage/vi/pools/pl/remove?props=true HTTP/1.1
Host: zfs-storage.example.com

Authorization: Basic abhadbfsMwE=

Content-Type: application/json

Accept: application/json

SE ol

HTTP/1.1 200 OK
Content-Type: application/json

{
"props": [
{

"choices": [
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1,

"type": "ChooseOne",

"name": "@-cache",
"label": "Chassis 0 cache"
H
{
"choices": [
ngr,
(LS
non
1,
"type": "ChooseOne",
"name": "1-log",
"label": "Chassis 1 log"
}
1
}
IT d
= A3gdl
pooliscrub put EE= peLete KBS MESHH 202 2 AT 20| ARE[ALE A Fol A
o XQI0| SXIFILIC XME IS CLI BE "74 AE2|R AT2{u S HESHIAIL.

£ 1AM siiA|
0] S A| AN Z2 HAFLICH

ZSo MFSH A

DELETE /api/storage/v1/pools/pl HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic abhadbfsMwE=

SEoll:

HTTP/1.0 204 No Content

Date: Fri, 02 Aug 2013 22:31:06 GMT
X-Zfssa-Nas-Api: 1.0
Content-Length: ©

DE DIENE Qo HRE X[HE E2 43 4+ JUSLCL 2
HEH2 URIO /projectsE F7totn Tty T2 HEN A &Sst=
ZIretct,
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[=]
Hu
=
[m
2
18]

H 59 ODZHE HH

foXs] Z 2 lapilstoragelv10f| 7t g

GET /projects RE ZZHEEZ LIEEL|C

GET Ipools/pooliprojects D2HEE LtFRLCt

GET Ipools/pooliprojects?snaps=true AHAS Bt BE ZEHEE LY
L|ct.

GET Ipools/poollprojects/project D=NE NENYEE It 3LICH

POST /pools/pool/projects DZMEE DHELC

PUT Ipools/poollprojects/project D2HEE SH™YLICL

DELETE | /pools/poollprojects/project DTEHEE MHELICL

GET Ipools/pooliprojects/project/usage/groups DZHE OF A8 7t 3LICt

GET Ipools/poollprojects/project/usage/groups/group X™E aF0 et T2NE ALBEE 71N
=Lt

GET Ipools/pooliprojects/project/usage/users I2HE ALXt AL ™S 7INSLICE

GET Ipools/pooliprojects/projectiusage/users/user XIHE AZXIo| ot ZENE ALSZE Tt
MELct

S BEE Z2HE 2|AA Hof| s HEY 7Hs3

on

E 329 5582 2o ELH

H 60 IZME SEMH
EEE 2% EE
aclinherit string ACL A& SZf("discard", "noallow", "restricted",
"passthrough", "passthrough-x", "passthrough-
mode-preserve")
aclmode string 2E #HF Al ACL S&("discard", "mask",
"passthrough™)
atime boolean 7| Al HMA AlZHAHO|E E2iD
canonical_name string 0|8
checksum string =& M3 H("fletcher2", "fletcher4”, "sha256")
compression string olo|Ef = MF("off", "Izjb", "gzip-2", "gzip", "gzip-
)
copies number FIt EX AR
creation datetime ODEME(E= LUN, IHY A[ARD) MM St 5 A2
dedup boolean Hiolgl 52 20
default_group string DZHE 7|2 M A|AE OF: "other"
default_permissions string DZHE 7|2 ma A|AH A 700"
default_sparse boolean IZ2ME 7|2 LUN AIA G|0|H Eei
default_user string DE2ME 7|2 o A|AE ALEXE: "nobody”
default_volblocksize number DZHE 7|2 LUN 28 37|: 8192
default_volsize number IZHE 7|E LUN 27|
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SEHNE Y My

exported boolean LHE":':‘ %EHJ

logbias string S7[4) M7 HtO|o{A("latency”, "throughput")
mountpoint string O E XA 7|28 35 "lexport/proj-01"
name string IZ2ME 0|2

nbmand boolean HEZZ B+ &3z 83

nodestroy boolean é.*ﬁl E.‘XI %EH:

quota number H|'0|E ':n_h?"9| EEE!E EIL-IE‘I ijl

origin string A =X

pool string E0|E

readonly boolean OB = true2 HEE 22 7| HE8Y
recordsize string O|O|E{H|O| A B|ZE 37| "128K"
reservation number Ci|O[E| of[eF 37|

rstchown boolean _+_19r'?_'l 570:1 x'"??__l' %EHJ

secondarycache string HZE FHA| AFBZ("all", "metadata”, "none”
sharedav string HTTP S&("off", "rw", "ro")

shareftp string FTP 38 ("off", "rw", "ro")

sharenfs string NFS 35("off", "on", "ro", "rw")
sharesftp string SFTP SR("off", "rw", "ro"

sharesmb string SMB/CIFS 35 ("off", "rw", "ro")
sharetftp string TFTP 35 ("off", "rw", "ro")

snapdir string zfs/2AEHAF 7EA| M ("hidden”, "visible")
snaplabel string of|2f =l AHAE 20|12

vscan boolean H|'0|E1¢ ?:‘Mf %EHJ

S depth Jé!gl DH7H5—¢—9|' match_property-name=value §9| DH7H|EE—JFE I|'<')L'IE|X| ?atﬁl—l E—l‘.

QF O rirter - ZZHE LHO| S2 HET} elT 3t oo S T
T2 Q7sts HHAH 2X4e AX| WEfQLTt,

28

GET /api/storage/v1/pools/pl/projects HTTP/1.1

Host: zfs-storage.example.com

Accept: application/json
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getOfl 435HH JSON YAlo| IZNE S5 ME H{E 1t &M HTTP ZE 200(0K)0| HtetE
L|C.
Z1tof:

HTTP/1.1 200 OK
Content-Type: application/json

{
"projects": [{
"name": "proj-o01",
boA{
"name": "proj-02",
}
}

HE 29 2E Z2NE ZEL X|IELICL URIE /projects ZE20F ZotptL|C}

backup= Olie SF YL YRZ ALESI0| ZE I2HES JIMQE 289 of:

GET /projects?filter=backup HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

Ol BH2 X|FE 2 tY Z=HE0| et S5 HEE LIFELICH 839 get2 JSON &
Alo] Z2HIE S 2 HEet 8 HTTP & 200(0K)S ghekstL|ct,

zfs-storage-1 %Oﬂ 0|%0| proj—01°|_| EE&!E% L|-°Ed'6|-E _Q_to-lg| 01'
GET /api/storage/vil/pools/pl/projects/proj-01 HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

SEoll:

HTTP/1.1 200 OK
Content-Type: application/json

{
"project": {
"default_volblocksize": 8192.0,
"logbias": "latency",

"creation": "20130411T20:02:35",
"nodestroy": false,
"dedup": false,

"sharenfs": "on",

"sharesmb": "off",
"default_permissions": "700",
"mountpoint": "/export",
"snaplabel": "",

"id": "042919bb-0882-d903-0000-000000000000",
"readonly": false,

"rrsrc_actions": [],

"compression": "off",
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"sharetftp": "",

"default_sparse": false,

"snapdir": "hidden",

"aclmode": "discard",

"copies": 1,

"aclinherit": "restricted",

"shareftp": "",

"canonical_name": "zfs-storage-1/local/default",
"recordsize": 131072.0,

"usage": {

"available": 1758424767306.0,

"loading": false,

"quota": 0.0,

"snapshots": 0.0,
"compressratio": 100.0,
"child_reservation": 0.0,
"reservation": 0.0,

"total": 45960.0,

"data": 45960.0

H

"default_volsize": 0.0,
"secondarycache": "all",
"collection": "local",

"exported": true,
"vscan": false,
"reservation": 0.0,
"atime": true,

"pool": "pi",
"default_user": "nobody",
"name": "default",
"checksum": "fletcher4",
"default_group": "other",
"sharesftp": "",
"nbmand": false,
"sharedav": "",
"rstchown": true

[

D=HE HS7| JE2 XZYE 2E2|X] 20 A= XHE 0|Fe| Z2HEE ULt 2%
2 2E2|X| Z 0[FQ T URI Df7iHSE ALERILILE 7|2 S5 YR XY M Z2H|
EJf dretEL|ct

B name — ZERHEE OtS8{H TZHE 0|2 M| ZdHO0F tL|Ct.
« D2MESEHE_ID2NE SEYWE M ZEHE 7| O MF 4 AL

ct.

O|E0| proj-012l ZZHEE OtEE= QHO| 0f:

POST /api/storage/v1/pools/pl/projects HTTP/1.1
Hosta: zfs-storage.example.com

Content-Type: application/json

Accept: application/json
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[=]
Hu
=
[m
2
18]

"name": "proj-01",
"sharenfs": "ro"

l= M ZEMEQ| URIE Z&St= 2K sl et 8H HTTP &Ef 201(Created)
. 222 JSON g4lo| RE T 2HE SE HHE TehghL|Ct,

HTTP/1.1 201 Created

Content-Type: application/json

Location: http://zfs-storage.example.com:215
/pools/pl/projects/proj-01

{
"project": {
"name": "proj-01",
"href": "/api/storage/vl/pools/pl/projects/proj-01",
"mountpoint": "/export/acme/zfs-storage-1",
}
}
O2NE AKX
DERE +8
DE2HE +3 ¥YS J|Z T2HEQ| 248 HHFLICH CHS URI DHHE47H AL ELICH
pool AEE|X| E 0|2
project IZME 0|8

QA OjHS: IZHE EE MY _ IZHE SE2 My
4 Ql&L|CH
A H .

1]

M IZENHEQ| £7| 02 MATt

EEHIE O|& .:.E proj- Oloﬂkl new-name 2L 2 ﬁjé-é-l‘f Rxélgl 0:”

POST /api/storage/v1/pools/pl/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

"name": "new-name",
"sharenfs": "rw",
"compression": "gzip-9"
}
Bt SEH2 HTTP &Ef 202(Accepted)E Htetstn B E T2ME SE MHE LIFE L
Ct.
SHE o

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/vl/pools/pl/projects/new-name
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{
"project": {
"name": "new-name",
"sharenfs": "rw",
"compression: "gzip-9",
}
}
A
ODIZHE AMK|
D2HE AN WY NFE Bo| ¢ TR ES HHLICH Ch URI B 47t AR E
L|C}.
pool AEE|X| E 0|2
project DIZHE 0|8
X|HE U0 E "H|S7| CIOIE] ME AfH|(0S8.7.0)" 7t 2tEl AR AER|X| &
oA 2|e S7H2 2LIESIH pools/pooldl CHEt GET EE S =EL|C
async_destroy_reclaim_space %E EEOH EH-én-_I' -3-7._*% 7|§-5|'| 5@*'9 &I-%-Io| %EEIE Ool
HA|ELICE
23X :

DELETE /api/storage/vl/pools/pl/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

OZMHE AlZ2F

Get 2 TZHE A8 2|4AS E8f ZRH 0| chel S
OEIS 7hxig 4 YLt

=2 T M-d

CC
-

= I5E= M8 O

ol |AE1I XA

]Il' = A — O 1 -
O A|AR B2 I A|AR ZRE LIESHD H2[PLCH BE HHO Hels X[H™HE &
EgX| E = Z2NEZ X|FELICL
service_uri/pools/pool/project/project

H61 Oh A|AEI HY

ok 2 Japilstoragelv10i| =7} Moy

GET ffilesystems BE I AARIS LIFBIL|CE
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X A2 Japilstoragelv10] 37} A3

GET Ipools/pool/projects/projectlfilesystems XHE o A|ABIS LIS

GET Ipools/pooliprojects/projectlfilesystems?snaps=true AHAS Zoste] B E MY A|ARIS
Lot

GET Ipools/poollprojects/projectlfilesystems/filesystem OHY A AR ME™MES T FL[CH

POST Ipools/pool/projects/projectlfilesystems ol A|ARIES BHSL|CH

PUT Ipools/pooliprojects/projectifilesystems/filesystem o A ARIS AL

DELETE | /pools/pooliprojectsi/projectlfilesystems/filesystem o A|ARIS ArE[ghL|Ct,

GET Ipools/poollprojects/projectlfilesystems/filesystem/usage/groups oY A A-R O AFSEE 7t SL Tt

GET Ipools/poollprojects/projectlfilesystems/filesystem/usagel/groups/group X ™El JE0f cht b A|AR At
2 743U ct

POST Ipools/poollprojects/projectlfilesystems/filesystem/usage/groups o A[AR OF HEE CHSLCH

PUT Ipools/pooliprojects/projectifilesystemsifilesystem/usage/groups/name o A|AE OF A E ALt

GET Ipools/poollprojects/projectlfilesystems/filesystem/usagelusers Hr' AAEALEX AFBEE 7HM S
C

GET /pools/poollprojects/project/filesystems/filesystem/usage/users/user K™ E ALEX0 CHEE THY A AR AR
S 7t 3Lch

POST Ipools/pooliprojects/projectifilesystems/filesystem/usage/users o AJARN AL HE E CHELICH

PUT Ipools/pooliprojects/projectifilesystemsfilesystem/usage/usersiname I A| AR ALEX HEE sH T Ct

GET Ipools/poollprojects/projectffilesystems/filesystem/shadow/errors A}:E—?— ofo|azjjo|M @FE LIEEL
C

H 62 oY A AH SE HE
SERE /Y 4g
casesensitivity string CHAEXE 72 Aaﬂg(mixed, sensitive £ insensitive)
group string JE 0|8
normalization string His
permissions string IH A| AL S
project string TZHE 0|8
quota_snap boolean ﬂE‘Ioﬂ ﬁ"u"ﬁ% E'?;WS}E %EHJ
reservation_snap boolean | Ofl2f0f AHAFS ZESH= S0
shadow string Hlo|g oto|az||o|d AA
errors string H|o|Ef Oto|Tzj|o|M @F
sharesmb_name string SMB 332| 0|&
source object IZHE M SE™ME
usage object IHY A|AHRIALRE "HE
user string SHE ARSH= AIEXH 0|2
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SEXNE /Y oy
utfgonly boolean | HIUTF-82 H&st= E2i1
ol AH o
Ohd A AH LIS
T AAH LS HHL X|NE B £E DRNES RS T AAHS EAIFLL,

F . depth Jélgl DH7Hﬁ—¢—9|' match_property-name=value §9| DHH"E#E X|-‘-’—,_-|E|X| %tﬁu El‘.

QF OB rircer - TRHE Lo SE M7} ofe 2t ot SU WE| 21
E2 9ok Eradt XY U WEULICH

mjo

Ztst

Oh AAR LIE B™-E2 CHZ URI DH7HH 5 AFEEILICEH

—

pool AEE|X| E 0|2
project OIZHE 0|2
280

GET /api/storage/vil/pools/pl/projects/proj-01/filesystems HTTP/1.1

Host: zfs-storage.example.com

Accept: application/json

5ot 22 ISON P49 T A2 S5 FE S 2t &M HTTP <Ef 200(0K)= het
'c'>'|-|__||:|-

= .

23t of:

HTTP/1.1 200 OK
Content-Type: application/json

{
"filesystems": [{
"name": "filesystem-01",
"project": "proj-01",
"pool": "pi",
Ao
"name": "filesystem-02",
"project": "proj-01",
"pool": "pi",
1
}

REEY DEZNMES RE ItY A|AR SEL X[ EL|CH 0] 22 URIE /api/storage/vl/
filesystemsZt ELICE..

"abcd" ZAIEE MY S5 FEO| LHZE MBI ZE T A2H-S JIHLE RF9| o:
GET /api/storage/vi/filesystems?filter=abcd HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json
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op A AR 7M7)

T N AR JPHQ7| BYS XIYE B £ mmeo| Y el AlAY S8 ¥
SHLICH. CFS URI 0h7H47} AFR EILICH,

i
re
i

pool AER|X| EO|E
project DIZHE 0|8
filesystem o A|AEL 0|2

0| 0] proj-e1Q! Z2MEE LIFSI= 279 0f:

GET /api/storage/vi1/pools/pl/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

>

M5t get 2 JSON HAQ| I A|AHI S2 HEQ} 8HH HTTP AEH 200(0K)S BhetgtL
C}.

SEoll:

HTTP/1.1 200 OK
Content-Type: application/json

{
"filesystem": {
"logbias": "latency",
"creation": "20130423T21:30:34",
"nodestroy": false,
"dedup": false,

"sharenfs": "on",

"sharesmb": "off",
"mountpoint": "/export/mnt1",
"snaplabel": "",

"id": "424ca2ec-b3fa-df86-0000-000000000000",
"readonly": false,
"rrsrc_actions": [],
"compression": "off",
"sharetftp": "",
"source": {
"logbias": "default",
"dedup": "default",

"sharenfs": "inherited",
"sharesmb": "off",
"mountpoint": "inherited",
"rrsrc_actions": "local",
"compression": "default",
"sharetftp": "inherited",
"snapdir": "default",
"aclmode": "default",
"copies": "default",
"aclinherit": "default",
"shareftp": "inherited",
"readonly": "default",
"secondarycache": "default",
"exported": "inherited",
"vscan": "default",
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"reservation": "local",
"atime": "default",
"recordsize": "default",
"checksum": "inherited",
"sharesftp": "inherited",
"nbmand": "default",
"rstchown": "default"
H
"snapdir": "hidden",
"aclmode": "discard",
"copies": 1,
"aclinherit": "restricted",
"shareftp": "",
"canonical_name": "pil/local/default/mnt1",
"recordsize": 131072.0,
"usage": {
"available": 880395477504.0,
"loading": false,
"quota": 0.0,
"snapshots": 18432.0,
"compressratio": 100.0,
"reservation": 0.0,
"total": 50176.0,
"data": 31744.0
H
"secondarycache": "all",
"collection": "local",

"exported": true,

"vscan": false,

"reservation": 0.0,

"shadow": "none",

"atime": true,

"pool": "pi",

"quota_snap": true,

"name": "mnt1i",

"checksum": "fletcher4",

"project": "default",

"sharesftp": "",

"nbmand": false,

"reservation_snap": true,

"sharedav": "",

"rstchown": true,

"root_acl": {
"owner@:cC:fd:deny",
"everyone@:rw:fd:allow",
"user:adminl:rw:allow",

"smbshareacl": {
"owner@:cC:fd:deny",
"everyone@:rw:fd:allow",
"user:adminl:rw:allow",

[
[

op A AR ST

THY AJAH OIS Y| B X|HE ARX| & £s Z2HEo|
AR DISLICE 7|2 52 ot NFE M 0 A2
CHS URI OHH47} ARG ELICH,
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pool AEE|X| EO|E
project IZHE 0|2
filesystem o A|AHI 0|2

CERPTES

o nane — A IR AIABIS DHS IR IR A AR O[S IS8} BHLICH,

s MU ALY SEHE -0 AAY SE ¥E £E D2HE S8 Y20 LYH SE
22 7| oz MY 4 YLt

—

0|§0| share-010|_T'_ AI‘%M’ admin10| _+_-|Qr6|' ]1|'°EI A|ﬁE:'I!% D._"EE 9.78'9-| 01|

POST /api/storage/v1l/pools/pl/projects/proj-01/filesystems HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{
"name": "share-01",
"root_user": "admini"

}

MZot HS7|= M IHY A ARS URIE Zetshs 91X siCiet 8H HTTP el 201
(Created)S HtetetL|Ct 222 JSON HAlQ 2= I AAH S5 HEE ZoetLdt.

SEoll:

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/vi1/pools/pl/projects/proj-01/filesystems/share-01

"filesystem": {
"name": "share-01",
"pool": "pi",
"collection": "local",
"project": "proj-01",
"root_user": "admini"

THY N AR 2 BYL J|Z Y A 54 WABLICH 4T3 SER HTTP A
202(Accepted)S HHEH5t DE Y A S2 HEE LIIELIC

CHS URI OW7H =T} AL EILICE.

pool AEE|X| E 0|2
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project DTZHE 0|2
filesystem o A|AHI 0|2

D Ol T AAH S HH - It AAY EE DTZHE 52 HHES 2HY £ Y
Lt
= .

|'°| MAE'" 0| == share—Oloﬂkl new-name 22 ﬁ%‘sl':'_ i%—ﬂ'% nobodyE ﬁ%"é'ff Rxc;'9-|

of:

PUT /api/storage/vi/pools/pl/projects/proj-01/filesystems/share-01 HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

"name": "new-name",
"root_user": "nobody",

}
SE ol
HTTP/1.1 202 Accepted

Content-Type: application/json
Location: http://zfs-storage.example.com:215/pools/pl/projects/proj-01/filesystems/share-01

"filesystem": {
"name": "new-name",
Ilpoolll : "pl" ,
"collection": "local",
"project": "proj-o01",
"root_user": "nobody"

Op A[ARL ARK|

MY A AR MK HE2 XYE & L= TEMEQ| thl MY A|ARS HAHELICH
CH2 URI OH7HEH =T} AFSEILICE

pool AEZ|X| E 0|2

project IZHNE 0|2

A

i
()

AEZ|X| E0IM 2| Z32HE ZLIESHAH pools/poololl CHEt GET BHEE = etLCt.
async_destroy_reclaim_space % Eoﬂ EH?_I' _g_jl_}; 7|§°H ':MMQ JEI'040| 2._" ElE OO|
HAIEILICE,

ol

filesystem ol A

- o:
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LUN =t

DELETE /api/storage/v1/pools/pl/projects/proj-01/filesystems/share-01 HTTP/1.1

Host:
Accept:

A3t A= HTTP &El 204(No Content)E

SEoll:

zfs-storage.example.com
application/json

HTTP/1.1 204 No-Content

o AR JE S ALEE

|},

SR} EE I8 HENE 22 post EE ot RES S0 BEIILE 2TE & ABLICE T}
U AAENALR 2| AA0 CHS cer RHE2 TZHEQ| CHEH AMRXY = OS5 AFRZFH|0]
HE 714 2& ol AHSELICE
DELUN E= 25 2o Hel= XFEE HMEZ X|ZELICH O3 LUN B33
Ar8e &= JUELICE
H 63 =& 3Y
ok A2 Japilstoragel/v10f %7} g
GET /luns 2 LUNS LiggiLCt
GET Ipools/poollprojects/project/luns LUNS LIS Ct
GET Ipools/poollprojects/project/luns?snaps=true AHARS EESI0] B E LUNS LISt
GET Ipools/poollprojects/project/luns/iun LUN NEHEE Jt™SLICE
POST | /pools/poollprojects/project/luns LUNE 2HSLICH
PUT Ipools/poollprojects/project/luns/iun LUNS $JgLch
DELETE | /pools/pool/projects/project/luns/iun LUNS AMH|giL|C,
LIS HO0l= LUN S8 &7 Liet VESHEER TRMHE SE YHE ME6HALL

CHANE =~ }SLICH
H 64 =ESEEE
SE X 74
assignednumber number EEE list of | X|™E LU HS CHS 7HAIA O3S0 HSE A2 SH2 list of

numbers

numbers®L|C}.

CtS FHAIRF 2 E0 HSE B SR assignednumber X
1n1t1atorgroups——| Ak|7|‘ 35@?:”-“:" 01|E EO‘I assignednumber E
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LUN =t

144

Ss3e ) rE
§9| ﬁﬁnﬂ ?’Jg% initiatorgroups %Egl 7/<;|H|_-In|-| ?gg]l_l- 3',;|'?_10| %1
&Ltk
fixednumber boolean LU HZ E x| gfoll D ™sH= Zeia
initiatorgroups list of strings FHAIRF 2 EQLICH
LUNOl E—I‘%‘ 7HA|X|' 1‘%0“ Xﬂ‘gE-_I 704%)- assignednumber '3:'
initiatorgroupsg| ﬁ—k|7|' EQEL“:I‘ 0:"5 %O'I, assignednumber %
Eof MM =2 initiatorgroups 2| AW FF1t 2210] A
&Lict.
lunguid string STMF GUIDIL|C}.
Lunumber number £ string | LU 1% number £ auto®LICH
project string DZ=NE O|F(HZEY =+ 818).
source object SE HE9 A A (10cal E= inherited)% LigetL|ct.
sparse boolean Thin ZZH|NYS A2 2 MA™st= Sef.
status string =2| ZX| AEl(on1ine EEE offline) RILICE
targetgroup string o P =
usage object LUN A2 S7| LHE
volblocksize number =& £8 37|
volsize number 28 37|
writecache boolean MI|IHAE AL E MFst= EElia
m2HEM UH S5 HEIl A4 & YALICH AA A= 02fst S2 HEES 242 i}
Bt SliE S= FWEILLUNO| 2ZQIX| OfL|H Z2ME|| M S&E|=XE AEetL|Tt. 7
=HOZ ol2fst S5 HEE ZZHE s 4&ELIC o2 S5 FE7H AFEH Y

SE FEJLLUNO ZHYLICH AA AHE WAL 4 GBLICL AAS CHA A2 R ¥

o=/ o

Holole A2 SE X

- oT o= o

HE 2F dide = A&LIC

=2 HAH ofixst= JSON E9| o

{"unset":

LUN LI

["compression"]}

LUN L8 BE2 XIHE 2 E= Z2HENM AF2Y + A= LUN SES BHatefL|C}

Z= - depth &Q

| OHIHH 2=2} match_property-name=vaive 22| 7 H L= K| E|X| Q& L|LC}.

CHS URI D7 =Tt AFS EILICY,

pool

project
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filesystem ol A|AH| 0]

]

T2 E proj-o1 LHOIA] LUNS LIESH= 289 of:
GET /api/storage/vi1/pools/pl/projects/proj-01/luns HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

HE3t get2 JSON HAQ| LUN S5 ™ER} & HTTP AEH 200(0K)2 HhetstL|Ct,
SE

HTTP/1.1 200 OK
Content-Type: application/json

"luns": [{
"id": "fadac6fb-0bcc-d2e3-0000-000000000000",
"name": "vol-01"

"id": "690ae407-7c4d-b5d2-0000-000000000000",
"name": "vol-01",

1]

LUN 7t5 27|

LUN 7tM 27| B2 X[FE 8 £= T2HEQ| H LUN S5 YL E ghetetL|C},

CHS URI OH7HEH 47} AFREIL|CH

pool AEEZ|X| E 0|2
project IZHE 0|8
lun LUN O|&

0|£0] "vol-01"¢! LUNZ 7t 2= 2¥9| of:
GET /api/storage/vi/pools/pl/projects/proj-01/lun/vol-01 HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

B3t get2 JSON HAIQ| LUN S5 HE2t 2 HTTP AEH 200(0K)S HtetgtL|Ct.
SEHa:

HTTP/1.1 200 OK
Content-Type: application/json

"lun": {
"logbias": "latency",
"creation": "20130423T21:31:17",
"nodestroy": false,
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"dedup": false,
"rrsrc_actions": [],
"id": "e3045406-319b-cf7a-0000-000000000000",
"writecache": false,
"compression": "off",
"copies": 1,
"stmfguid": "600144FOD8EOAE4100005176FDA6OGOL",
"source": {
"compression": "default",
"checksum": "inherited",
"logbias": "default",
"dedup": "default",

"copies": "default",
"exported": "inherited",
"rrsrc_actions": "inherited",
"secondarycache": "default"

}

"canonical_name": "pil/local/default/diski1",

"snaplabel": "",

"usage": {
"available": 881469214720.0,
"loading": false,
"snapshots": 0.0,
"compressratio": 100.0,
"total": 1073758208.0,
"data": 1073758208.0

}

"secondarycache": "all",

"collection": "local",

"exported": true,
"volsize": 1073741824.0,

"pool": "pi",
"volblocksize": 8192,
"checksum": "fletcher4",

"project": "default",
"sparse": false

M LUN 2H=7|

O] HH2 M LUNZ THELICH M LUNO| Ciet 37| = SH| AAE XS0 gL|C.
CHS URI O7HEH 7} AFE-EIL|CH
pool AEZ|X| EO|E
project DIZHE 0|8
2H o7 HS:
®  name — M| LUNZ2 PHS2{™ M LUN O|E2 X33O gfLIC}.
» EESEZE-LUNSEZEE E= Z2HE
o= MHET £ ASLICH

- o:
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LUN =t

POST /api/storage/v1/pools/pl/projects/proj-01/luns HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

Request JSON:

{
name : "vol-001", // Volume name (required)
size : 500000, // New Volume size
blocksize : 8192, // New Volume block size
sparse : true, // New Volume sparse data flag
initiatorgroup : 'default', // Initiator group name
targetgroup : 'default', // Target group name
lunnumber : 'auto', // Volume LUN number
status : 'online', // Initial Status ('online', 'offline')
fixednumber : false,
"source": {
"snapshot_id" : "76b8950a-8594-4e5b-8dce-0dfa9c696358",
"snapshot": "/pool-001/local/proj-001/snap-001"
}
}

g3 '=._f%7lh M LUNS| URIE Z&st= 9% I o2t o H HTTP &EH 201(Created)= gt
getL|ct 222 JSON H4lo| ZE LUN S5 BEE Bt

HTTP/1.1 201 Created

Content-Type: application/json

Location: http://zfs-storage.example.com:215
/pools/pl/projects/proj-01/luns/vol-001

{
"lun": {
"name": "vol-001",
}
}
LUN &3

LUN 8 212 7| LUNS 442 szgict

CHS URI OH7HEH =7} AFEElL|CH

pool AER|X| EO|E

project DZHE 0|2

lun LUN O|&

Q¥ Ui B8 S2 HE - LUN EE DT2ME S2 YRS 28T 4 gL,

LUN O|%% vol—@loﬂkl new-name 2 £ E%‘fﬂ'% 9§9| 01'
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POST /api/storage/v1/pools/pl/projects/proj-01/luns/vol-01 HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

"name": "new-name",
}
Mot SEHS HTTP AEf 202(Accepted)E 2tetstn ZE LUN S5
SHE o

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/vil/pools/pl/projects/proj-01/luns/new-name

{
"lun": {
"name": "new-name",
"pool": "pi",
"collection": "local",
"project": "proj-o1",
}
}
AbA|
Lun A%

A

LUN A8 2 X|FE 8 = Z2ZHEQ| thd LUNS H|AFLIC.

CHS URI OW7H =7t AL ElL|CH

pool AEE|X| E 0|2
project DIZHE 0|8
lun LUN O|&

AEEZ|X| SN 2| S2HE ZLIESHH pools/pooldil CHet GET
async_destroy_reclaim_space %E gEOﬂ EHE’J’ -3—.7_*% 7|§5H -||:-J|§IA|9
HA|ELIC

25 0:

DELETE /pools/pl/projects/proj-01/luns/lun-01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

x

MBS get2 HTTP AEH 204(No Content)S HtetstL|Ct,

==l R

HTTP/1.1 204 No-Content
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ALHAF Ol H XA
BE Aus HIo| Mels XHE B i TRYER NHELICH ToH AAL Ko #3l
E Ot AA E= LUN 22 d8Y 4+ JAELICH
s PE DIZ2NHE 7|H._|' ﬁﬂ)}f 35!'?:."0“ EH-‘.’J RI /api/storage/vl/pools/pool/projects/projectE
Al ZFefL|Ct,
s 2E ]II'OEI A|¢%I 7|H|_|' ﬁLuH)}\F Z!‘?:,"Oﬂ EH-ﬂ' URI= /api/storage/v1l/
pools/pool/projects/project/filesystems/filesystemgg A|J£!'-6.;,I'L—|E|'.
s Z2ELUN 7|H|_|' ﬁl’n:l"ﬁf &HI):I-IO‘” EH-‘S.-_l' URI= /api/storage/v1l/
pools/pool/projects/project/luns/lungi A|£."§."|—| |-_—|‘.
H65 AHSEG ZH HE
x| A2 Japilstoragelv10f 37} A3
GET /snapshots RE 2Z AHMS LGt
GET Ipools/pooliprojects?snaps=true AHAS TSt BE TEMEE Lt
getL|ct
GET Ipools/poollprojects/projectlfilesystems?snaps=true ARAES TOoto] R E IHY A|ARIS
LiggfL|ct.
GET Ipools/poollprojects/project/luns?snaps=true AL ZBI5I] 2= LUNS LG
LIct
GET Ipools/pooliprojects/project/snapshots DIRHE et ZE AHAS LIS
]
GET Ipools/poollprojects/projectlfilesystems/filesystem/snapshots I A|AEIOf CHEt B E ARMAS LIE
grLC.
GET Ipools/poollprojects/project/luns/lun/snapshots LUNO|| CHst R E AHARS LIS
Ct.
GET Ipools/poollprojects/project/snapshots/snapshot DIZHE AU NEEEE JINEL
Ct.
GET Ipools/poollprojects/projectlfilesystems/filesystem/snapshots/snapshot IH A| AR AHA NEHEE IS
]
GET Ipools/pooliprojects/project/luns/lun/snapshots/snapshot LUN AHAF NEHEE TP ZLICH
POST Ipools/pooliprojects/project/snapshots DT2ME AMLS THSLICH
POST Ipools/pool/projects/project/filesystems/filesystem/snapshots OhY A| AR AHARS OhSLICH
POST Ipools/poollprojects/project/luns/lunisnapshots LUN A4S gHSLICE
PUT Ipools/poollprojects/project/snapshots/snapshot DIZHE AMHAS SH-YLICH
PUT Ipools/poollprojects/projectlfilesystems/filesystem/snapshots/snapshot OHY A AR AMAS SE L CH
PUT Ipools/pooliprojects/project/luns/lun/snapshots/snapshot LUN A4S 8 SfL| L}
PUT Ipools/poollprojects/projectlfilesystems/filesystem/snapshots/snapshot/clone| It A|AH AMHARS 2R|EHL|CH
PUT Ipools/poollprojects/project/luns/lun/snapshots/snapshot/clone LUN 242 SRISLICE
PUT Ipools/poollprojects/projectlfilesystems/filesystem/snapshots/snapshotirollbacklO|E{ S K| M=l It A[AE AHAFO
2 SugtLct
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X A2 Japilstoragelv10] 37} Hd

PUT Ipools/poollprojects/project/lun/lun/snapshots/snapshotirollback CIO|E{E XM El LUN AHHAFOZ Sil
grLc.

DELETE | /pools/poollprojects/project/snapshots/snapshot TZME AL Mgt

DELETE | /pools/pooliprojectsiprojectifilesystems/filesystem/snapshots/snapshot IHY A AR AHAES ALK|EFL|CH

DELETE | /pools/poollprojects/project/luns/lun/snapshots/snapshot LUN AHARS APIEfLICE

GET Ipools/poollprojects/project/snapshots/snapshot/dependents OTZHE AHAFEL SIES LGS
Ch.

GET Ipools/pooliprojects/projectifilesystems/filesystem/snapshots/snapshot/dependdfiisA| A Hl| AHAF S SI2 3 L ATt
LICt.

GET Ipools/poollprojects/project/lun/iun/snapshots/snapshot/dependents LUN AEAF B4 =8 LIEEL Tt

POST Ipools/pool/projects/project/automatic M Z2HE X5 AHAF HH E OtE
L|C},

POST Ipools/poollprojects/project/automatic?convert=true M IZZ2ME XI5 AHS HHE oS
LICH AH LH™of| X gb= XtE HAE
7|E AHAO| 8 AYMOZ HetE
LIC
convert 58 HEE H|25tH XtF d
HEl J|E AYLEO| AN ELICH

GET Ipools/poollprojects/project/automatic/automatic XYE Z2HE X5 Ak SE HE
£ 7™ 3L

GET Ipools/poollprojects/project/automatic RE DIENE X5 A K E LIS
grLc.

PUT Ipools/poollprojects/project/automatic/automatic KYE Z2HE KI5 AW HHE
e

PUT Ipools/pooliprojects/project/automatic/automatic?convert=true KEE Z2NE K5 AHAF AT 23|
£ ST LICH A 2Hof| 3K g Xt
S HHE 7|E A0 25 AMMO
2 HetELCH
convert 5§ FHE H|25tH X5 d
HEl J|E AHAEO| ATHEILICH

DELETE | /pools/pooliprojects/project/automatic/automatic XHE XS M| E AfdRL|Ct.

DELETE | /pools/pool/projects/project/automatic/automatic?convert=true KHE IS AME LW M E AT
LICH AH LHof| SEX| o= XtE MM E
7|1E A0 28 AYMOE HetE
LIC
convert 5§ HFEE H|Q6tH X5 M
ME 7|1E ARAO| K EILICE,

POST Ipools/poollprojects/projectlfilesystems/filesystem/automatic A IF A AR XHE ARAF BRSO
SLIC}

POST Ipools/pooliprojects/projectifilesystems/filesystem/automatic?convert=true | A Tt A|AE XS AHAF 24| S OF
SLICEH M 2Hol| x| gb= Ats WA
El J|E AYM0| 3 ARAOR HE
EL|C.
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A2 Japilstoragelv10] 37}

g3

convert S5 HEE NQ5tH X5 M
HE 7|E AYARO| A EILICE

GET

Ipools/poollprojects/projectlfilesystems/filesystem/automatic/automatic

XM El OFQ A|AE XIS AHAF SR
HHE 7t 3L

GET

Ipools/poollprojects/projectlfilesystems/filesystem/automatic

DE TpY AJAE RHS AL KIS
LiggLICh,

PUT

Ipools/poollprojects/projectlfilesystems/filesystem/automatic/automatic

XFE o AAH X5 AWM ANE
S

PUT

Ipools/pooliprojects/projectlfilesystems/filesystem/automatic/automatic?
convert=true

RIZEl Th AR 2HS A U

AHIS SRELICH N 2RO % 8
=AMz MAME 7| E AYHAO| &5
%:'.”,\FQE HetELICE

>

convert S2 @EE H|2|5HH X5 H
HE 7|E AYAFO| A ELICE

DELETE

Ipools/pooliprojects/projectlfilesystems/filesystem/automatic/automatic

RIFE RS A U HHE ARE
Lick.

DELETE

Ipools/pooliprojects/projectl/filesystems/filesystem/automatic/automatic?
convert=true

R EE o AL XS AHAE A
A E ArHLICH A Lo EJXI o
L A= MAMEl J|Z AYHA| 25
L”’}iQE BHSHEIL|CY,

>§

convert 58 MEE N|2/5HH X5 ¥
HE 7|E AYAFO| Af|EILICE

= —HAX

POST

Ipools/poollprojects/project/luns/lun/automatic

POST

Ipools/poollprojects/project/luns/lun/automatic?convert=true

GET

Ipools/poollprojects/project/luns/lun/automatic/automatic

JtHELICH

GET

Ipools/poollprojects/project/luns/lun/automatic

SDE LUN XH3 AHAF M| E LHE Tt
LIC}.

PUT

Ipools/poollprojects/project/luns/lun/automatic/automatic

RIEE LUN RS A 2HE 25
ghict.

PUT

Ipools/poollprojects/project/luns/lun/automatic/automatic?convert=true

K HE LUN Xt A4 24 24
SFBLICH M 2ol UX| g XIS
MAE J|E AHAO| 5 AHACZ
HetElLIC

convert 58 MEE N|2|5tH X5 ¥
HE J|E ALk |“X1|5"-|Ef

DELETE

Ipools/pooliprojects/project/luns/lun/automatic/automatic

DELETE

Ipools/poollprojects/project/luns/lun/automatic/automatic?convert=true

XIZE LUN X+E HHE AtAIgLICE
K| &El LUN Xtz ALHAF AX 2
AHBILICE M 2HO| SR = XS
MME| J|ZE ALHAKO| 25 ALHAFO 2
HSHEIL|C}

[l =
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AHAr 9 =R el
23 A2 Japilstoragelv10f| 27} Mo
convert 55 FEE HIotH Xt d
HE| 7| E AA0| AR ELIC
A LHA I.o:l
ARAELIE
O{ZZ0[AAM AT &= U= {EEIO|AAE LIEYLICE @ URIO| 2t SE2 &2
HE, OjY A|A” E= LUN 2842 ZTotgfirt
H 66 ALAE LIS B B4
B3y 42 lapilstoragelvlipoolsipoollprojectsiprojectoll &7}
ODENE AMAELIE /snapshots
List filesystem snapshots [filesystems/share/snapshots
LUN AHAF LIS /lun/share/snapshots
28 o
GET /api/storage/vi/pools/pl/projects/default/snapshots
Accept: application/json
SE ol
HTTP/1.1 200 OK
Content-Type: application/json
"snapshots": [{
"id": "3fbbcccf-do58-4502-8844-6feeffdf4chs",
"display_name": "snap-001",
"display_description": "Daily backup",
"volume_id": "521752a6-acf6-4b2d-bc7a-119f9148cd8c",
"status": "available",
"size": 30,
"created_at": "2012-02-29T03:50:07Z"
g
"id": "e479997c-650b-40a4-9dfe-77655818b0d2",
"display_name": "snap-002",
"display_description": "Weekly backup",
"volume_id": "76b8950a-8594-4e5b-8dce-0dfa9c696358",
"status": "available",
"size": 25,
"created_at": "2012-03-19T01:52:47Z2"
1
}
L
ALHAF 71 @7
Chl ALHARO| CH3t D E HEE SL|CH A2 A| HTTP AME 200(0K)S HHetstL|Ct.
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- o:

GET /api/storage/vi1/pools/pl/projects/default/snapshots/snap-001
Accept: application/json

SEoll:

HTTP/1.1 200 OK
Content-Type: application/json

{
"snapshot":
"id": "3fbbcccf-d058-4502-8844-6feeffdfacbs"”,
"display_name": "snap-001",
"display_description": "Daily backup",
"volume_id": "521752a6-acf6-4b2d-bc7a-119f9148cd8c",
"status": "available",
"size": 30,
"created_at": "2012-02-29T03:50:07Z"

[}

o A|AEI EE= | UNO]| CHEE AMHARS ObELCE

=PNES-=PNPY
u %%‘ ﬁﬂﬁf Dn_l'%7| — POST /pools/pool/projects/project/luns/lun/snapshots
25 0:

POST /api/storage/vil/pools/pl/projects/default/snapshots
Content-Type: application/json

{"name": "initial-backup"}
SE o

HTTP/1.1 201 Created

Content-Type: application/json
Location: /pools/pl/projects/default/
snapshot/initial-backup

{
"snapshot": {
"name": "initial-backup",
"numclones": 0O,
"creation": "20130610T21:00:49",

"collection": "local",

"project": "default",

"canonical_name": "zfs-storage-1/local/default@initial-backup",
"usage": {

"unique": 0.0,

"loading": false,

"data": 145408.0
i
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"type": "snapshot",
"id": "a26abd24-e22b-62b2-0000-000000000000",
"pool": "pi"

[
[

1 A
» 2F 22 - M 2HM0|ES ZEBH= name DH7HH 42| JISON Z{A|

235 0:

PUT /api/storage/vil/pools/pl/projects/default/snapshots/initial-snapshot
Content-Type: application/json

Accept: application/json

{"name": "old-snapshot"}

SE o

HTTP/1.1 202 Accepted

Content-Type: application/json
Location: /pools/pl/projects/default/snapshot/initial-backup

7|1E ARSI M M Y A|AR = LUNS 2HELICE

CHS URI OW7H =7} AL EILICE.

pool LA E0|E

project AA DZHE 0|

filesystem I A|AE ALHARY| CHSE AA 2R 0|5
lun LUN 245601 Chet 24 SR 0|8
snapshot 24 AMAO|IE

oY A AR =X
PUT /pools/pool/projects/project/filesystems/share/snapshots/snapshot/clone
=& =A:

PUT /pools/pool/projects/project/luns/lun/snapshots/snapshot/clone
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& 67 SR AW 52 Y

SE R 4 od

pool string CHA& SX £ 0|18

project string 4 X Z2NE 0|

Lun string LUN A2 Ak0f| CHSE CHA LUN 0|5
23X q:

PUT /api/storage/vi/pools/pl/projects/default/filesystems/fs01/
snapshots/snap@1/clone

{"project":"rest", "share":"snap@lclone@1", "compression": "gzip-9"}
o .
SHE

HTTP/1.1 201 Created

Content-Length: 2035

X-Zfssa-Storage-Api: 1.0

Location: /api/storage/vil/pools/pl/projects/rest/filesystem/snap0lclone0dl
Content-Type: application/json; charset=utf-8

"filesystem": {
"origin": {
"project": "default",
"share": "fs01",
"snapshot": "snap@1",
"pool": "pi",
"collection": "local"
3
"href": "/api/storage/vl/pools/pl/projects/rest/filesystems/snap@lclone@1",
"mountpoint": "/export/snap@lclone0l",
"compression": "gzip-9",
"source": {
"compression": "local",

iy

"canonical_name": "zfs-storage-1/local/rest/snap®lclone®l1"

[

AHARS EUHSHH AHARO| AFRE|AS T AA DHA A|AR = LUNO| 8liE AFEZ CHA|
SM™ELICH M35t SES HTTP AEH 202(Accepted) X JSON HAIO] ALHAF S 2 HHE
HhebetL|Ct

CHS URI OH7HE =Tt AR EILICE,
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Aat o SR Xl
pool AA E 0|2
project LA TZHE 0|2
filesystem b A AR AHARO CHEE AA THY A[AEI 0|2
lun LUN A& 5k0)| CHot 24 LUN O]
snapshot AA AHAFO|I2

156

Th AJAE At S

PUT /pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot/rollback

LUN AHAF EHH-

PUT /pools/pool/projects/project/luns/lun/snapshots/snapshot/rollback
25 0:

PUT /api/storage/vil/pools/pl/projects/default/filesystems/fs-01
/snapshots/initial-backup/rollback

SE ol

HTTP/1.1 202 Accepted
Location: /pools/pl/projects/default/filesystems/fs-01/snapshot/fs-01-initial-clone
Content-Type: application/json

{
"snapshot": {
"name": "fs-01-initial-clone",
"numclones": 0,
"creation": "20130610T21:00:49",
"filesystem": "fs-01",
"collection": "local",
"project": "default",
"canonical_name": "zfs-storage-1/local/default/
fs-01@fs-01-initial-clone",
"usage": {
"unique": 0.0,
"loading": false,
"data": 31744.0
}I
"type": "snapshot",
"id": "5c9bda07-21c1-2238-0000-000000000000",
"pool": "pi"

[}

Al

A
= =

=
2=

=

WA oeLere HH2 AIAHO|A TREE, T AIAR L LUN AMAS ARBIL

>

CHS URI OH7H =7} AL EILICE.
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pool L2AE OB

project AA IZHE 0|
filesystem AA I A|AEI 0|2
lun LUN O|2

snapshot AA AHAFO|IE

TE2HE AW AH):
DELETE /api/storage/v1/pools/pool/projects/project/snapshots/snapshot

Thel A AR A AR

DELETE /api/storage/v1/pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot
I A AR LUN AHA:

DELETE /api/storage/vi1/pools/pool/projects/projectsnapshot

AEAE0 NDMP EJ7t = B2 2confirm=trueE petete EH0| F7HLICEH SEX|TH O|ZA|
StH NDMP ol 280l Hako| OJH & QJELICH XMt LHE 2 Oracle ZFS Storage
Appliance Z2| AEA, 212|A 0S8.8.0 2| “NDMP 74"S EZSIHMAIL.

22X :

DELETE /pools/pl/projects/default/filesystems/fs-01/snapshots/initial-backup?confirm=true
2confirm=true/} F7}E|X| 42 AL 21t of:

AHHAKY| NDMP ER7F Q2 M 2confirm=true/t F7tE|X| &2 AL CIS &30t 2H HHO|
LIS EE 28 QlelH o=z EHtE0| - E).

HTTP/1.1 409 Conflict

{"fault": {"message": "request requires confirm=true to complete (confirmation

needed for scripted command (scripted commands must be prefixed with \"confirm\"

to automatically confirm or \"deny\" to automatically deny) (encountered while

attempting to run command \"confirm destroy snap\"))", "code": 409, "name":
"ERR_CONFIRM_REQUIRED"}}

| >
&
pad
O
>
oot
o
-
ng

o A|A” = SEO titt 54 =S LIGELILH TS URI OH7HESTF AFS ELITE,

pool AAERI AERX| E 0|5
project DTZHE 0|2
filesystem o A|AEL 0|2
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http://www.oracle.com/pls/topic/lookup?ctx=E97743-01&id=ZFSRCgokku
http://www.oracle.com/pls/topic/lookup?ctx=E97743-01&id=ZFSRCgokku

A7|0t

A7|0Ot

lun LUN O|&
snapshot AHAEOIE

T A AH B4 B2 LI:

GET /api/storage/v1l/
pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot/dependents

=28 35 ¢35 UE:
GET /api/storage/vi1/pools/pool/projects/project/1lun/lun/snapshots/snapshot/dependents
25 0:

GET /api/storage/vi1/pools/pl/projects/default/filesystems/fs01/snapshots/snap01/dependents
Accept: application/json

o .

SHE

HTTP/1.1 200 OK
X-Zfssa-Storage-Api: 1.0

Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 1.0

"dependents": [

{
"project": "rest",
"href": "/api/storage/vl/pools/pl/projects/rest/filesystems/snap@lclone@1",
"share": "snapO@lclone@1"

iy

{
"project": "rest",
"href": "/api/storage/vl/pools/pl/projects/rest/filesystems/snap@lclone@2",
"share": "snapO@lclone02"

iy

{
"project": "rest",
"href": "/api/storage/vl/pools/pl/projects/rest/filesystems/snap@lclone@3",
"share": "snap®@lclone03"

}

MEXYO A7|0t S5 HEE 22|ELICh

—

H 68 A7|0F HH
k<] A2 Japilstoragelv10f| =7} =)
GET Ischema ZE NAS A7|O0F SE HE A E LIFLICH
GET Ischemalproperty X|HE NAS A7|0F SE HE SE FHE IINS
L|Ck.
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A7|0t

X A2 Japilstoragelv10| £7t Hd

POST Ischema M NAS A7|0F S& HHE gHSL|CH

PUT Ischemal/property KHE NAS A7|0t S5 HE HHE +HLICH
DELETE Ischemalproperty XIHE NAS 27|01 S5 FHE N E AFgLIct

M-8R SE FE O|EM BFH custom: S
o

m:
2t AFBRIOl A7|0F 52 HEE HHE 4 9

FItoto] Z2HE, Thd A[AR] S LUNOIA
L.

O|E £0{, Ct2 PUT 22 0|20| priority@! AFRXIHY| int 52 MEE £HTIL|CL.

{"custom:priority": 5}

H 69 A7|0r o7 H
Oi7HEH 4 Mo
property SE FH9 ol%(ﬁyodaé" o gi%)
description SE F& HdE(HatRKN EH0|AE)
type R (“string”, “Integer”, “Positivelnteger”, “Boolean”,
“EmailAddress”, “Host")

pd
l_

Egdd

A7|0tSE FE

&

Lt gL},

on

i

8 o

GET /api/storage/vi1/schema
Z3t o

"properties": [{
"description": "bob",
"href": "/api/storage/v1l/schema/bob",
"property": "bob",
"type": "String"

Ao
"description": "boo",
"href": "/api/storage/v1l/schema/boo",
"property": "boo",
"type": "String"
H

[

S= dE 714 7|

A7|0t S5 YEE 7HNFLICH

RESTful APl AEZ|X| MH|A 159



A7|0t

28 o
GET /api/storage/vl/schema/priority
A1} of:
"property": {
"description": "priority",
"href": "/api/storage/vl/schema/priority",
"property": "bob",
"type": "Integer"
}
}

™ o:

POST /api/storage/v1l/schema HTTP/1.1
Host: zfs-storage.example.com:215
Content-Type: application/json
Content-Length: 64

{"property":"priority", "type":"Integer", "description":"Oh my"}

At o

HTTP/1.1 201 Created

Content-Length: 89

X-Zfssa-Nas-Api: 1.0

Content-Type: application/json

Location: /api/storage/vil/schema/priority

"property": {
"href": "/api/storage/v1l/schema"
"type": "Integer",
"description": "Oh my"

}

[

28 :
PUT /api/storage/vi1l/schema/priority

{"description":"My custom priority level"}
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=H

=5

Z1t o

HTTP/1.1 202 Accepted
X-Zfssa-Nas-Api: 1.0
Content-Type: application/json
Content-Length: 90

{
"property": {
"href": "//api/storage/vl/schema/priority",
"type": "Integer",
"description": "My custom priority level"
}
}

A
23 o
DELETE /api/storage/vl/schema/me HTTP/1.1
21t ofl:

HTTP/1.1 204 No Content

7 =5

]

AtESHH T2 HME =x| 3 ofE2H0|A ZH SRIt # K ELIC

A— "

[0

ZF - §H|= Oracle ZFS Storage Appliance?| £& Z20j| CHslf AHE0| 5{7tE 7|S0|H &
X'” RESTful AP|7|' SH%I' 7|%% ‘_'nll'al_o;"LlEI'. k“:llﬁf URI https://hostname:215/api/storage/
vi/replicationOfl A ALEE 4= UELICE 2tO[4HIAO| CHEE XtM|EH LHE2 Oracle SLA(RZE
201 2to[HIA AH[oF) 8! SeHEl AT EQ0 SHS AZ5h= SR A[ARof CHet XtH 3
ATEQ0] P2|A0| BlolMA Hi ABX MHME HESHIAIL.

EX| RESTful APIE CIS 2|AAE 2|gfL|ct:

» SR MH|IA - SH| 2 S 2E[sh= Mu|ALCt

= X Y - CHE 0fS2t0|1A Tmof(22)0l| M FH|El HIO|E S & MFSH= 0 S2H0]
AA D[OYLITE O] E0= O{S2H0[AAE LHE O{S2t0|HAN ERT 4= UAET =
O{S2to[A A9 4 K|S 20|67 | = LTt

» SN EHY-ZZME TE= SR, Y 0{S20|HA S M ZH(YH0|E EUi7| HIkE,
HOIHE H& S0 Y=otedX| R S Zeh)E XIFsth= 24 0|20 A0 Chet 74
ALt
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=H|

= =X 7|X -

O 2 SHE H0|HE 2e[sh= the 0 S2to[

0|o1A Q| 2t Zt{2 A O{Z2}0|o1

CHAFZOf| A ZHQ10]| SHEHE|= ZHEQULICH EX AANAM EX XHo| U=

If
HI

= o =

20f gt 74 7—'*.X1I°.=!L|Ef. AL

AOA MetstA stLte| TH7|X|QF H2HE[H O gitHo)

HOE OIIIRYULICE £ 3 ot 27t AALE|E A Tmh7IX| 4 U FA| 25| o]
EE ohso{of Bt

API= SX|
EX A4

xtof U =A| H7|X|0f et | SIS MBTLICH MH|A API=
U =5 ChArS Br2lsts o A ELIC

=H| Al

E70 =M MH|A HHY
23 Z 2 lapilservicelvliservicesOl| 37t a9
GET Ireplication SH MulA MEf SE HEE 71X
=L
PUT Ireplication/enable X MHIAE AHBCE MF LIt
PUT Ireplication/disable SH MHIAE AL otetoz et

162

Lct.

2 MH|A 7HH 7

=™ Mu[Ao] HEfE FtHSLICE

2K o:

GET /api/service/vil/services/replication HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic ab6rt4psMwE=

Accept: application/json

Z1tof:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 131
X-Zfssa-Replication-Api: 1.0

{
"service": {
"status": "online",
"href": "/service/vl/services/replication",
"sources": [],
"targets": []
}
}

=M MH[A HEl =73

CHE AMH|AQ} OFRIIIX| 2 SH| MH|A MEHE M 2 USLICH XHMSH LHE2 AMH[A
RESTful APIE & ZXSIMAIL.
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=H| chet

SH o

ChE B= ALE 7ttt =X iy 8-S 20 FL L.

E71 SH cia EHY
foks] A= lapilstoragelv10i =7} =k
POST Ireplication/targets M = ciakg eHELCE
GET [replication/targets/target XHE Sx e S5 FEHE 7tH
Lo,
GET Ireplication/targets 2E =X it AN E Lttt
PUT Ireplication/targets/target XHE SH chat 24K E e
Ct.
DELETE Ireplication/targets/target XIHE et M E Afd|Eh|ct
= Al |.0=I
AARIOIM A Y £ U= ZE =H| Y
25 0:
GET /api/storage/vi/replication/targets HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic ab6rt4psMwE=
Accept: application/json
SE ol
HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529
{
"targets": [{
"address": "jpaddr-1",
"label": "zfs-storage-1",
"hostname": "jpaddr-2",
"asn": "9d7a7543-ca83-68f5-a8fc-f818f65elcfc",
"actions": 0,
"target": "target-000",
"href": "/api/storage/vl/replication/targets/zfs-storage-1"
Ao
"address": "ipaddr-3",
"label": "zfs-storage-2",
"hostname": "jpaddr-4",
"asn": "16a4c82c-26c1-4a50-e317-ac53181f2e86",
"actions": 0,
"target": "target-001",
"href": "/api/storage/vl/replication/targets/zfs-storage-2"

1
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=X chet

164

SH e 7HH 27

O| Y2 thY S| Yo MFYEES LIZHLICE a2 o SAE 0|ER=Z

- o:

GET /api/storage/vil/replication/targets/zfs-storage-1 HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: zfs-storage.example.com:215

Accept: application/json

SEoll:

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 337

{
"target": {
"href": "/api/storage/vl/replication/targets/zfs-storage-1",
"address": "jpaddr-1",
"label": "zfs-storage-1",
"hostname": "jpaddr-2",
"asn": "9d7a7543-ca83-68f5-a8fc-f818f65elcfc",
"actions": ©
}
}

=H e S|

A SHof ciet M =Xt S 2HSLIC.

—

- o:

POST /api/replication/vl/targets HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json
Content-Length: 54

{"hostname":"example", "root_password":"root-password", "label":"zfs-storage-3"}

SEoll:

HTTP/1.1 201 Created

Content-Length: 135

Content-Type: application/json

Location: /service/vl/services/replication/targets/target-000
X-Zfssa-Replication-Api: 1.0
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18]

{
"target": {
"actions": 0,
"address": "123.45.78.9:216",
"asn": "fa5bf303-0dcb-e20d-ac92-cd129ccd2c81",
"hostname": "example",
"href": "/service/vl/services/replication/targets/target-000",
"label": "zfs-storage-3"
}
}

Sl e AfH

Ol HH2 7|Z SH| A2 Abw|gtL|Ct,
- o:

DELETE /service/vl/services/replication/targets/target-000 HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMwE=

>

M5t AXlE HTTP AEH 204(No Content)S BHatstL|C,
SE

HTTP/1.1 204 No-Content
X-Zfssa-Replication-Api: 1.0

=X ZU2 HOIHE =H| thdoll SXIsts FAS FlgLItt Chs BE2 SH HYEsS &
2| gLt

eldl Ztod OIE{[H|O| A Al

27| 2 P2 @Ne T2ME FE ZRE XHOHK| Y1 ofZ2to| A0 s WFHoE
MME A o|¢|_||:|.
co=2 T AM-d .

72 7|2 =Y QIEm o] A
k<] A2 |apilstoragelv10f| 7t g
GET Ireplication/actions DE SH 2 UM E LtFRLct
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X A2 Japilstoragelv10] 37} oy

GET Ireplication/actions/ra_id XNYE SH &Y S8 dEE JPHSLICH
PUT Ireplication/actions/ra_id XHE SH =Y HHE +HeLct
DELETE | /replication/actions/ra_id XHE Sx = A E AFeLCH
PUT Ireplication/actions/ra_id/sendupdate MEHEl SN ZY S AIERLICH

PUT Ireplication/actions/ra_id/cancelupdate MEHE SN 2 S SX|Lct

ChE EOM = 55X

I 2 28 S e2lots BB S HofFEL .

273 I UHN AMA

X Z 2 |apilstoragelv10f| 7t g

GET [replication/actions/ra_id/schedules DE SX Y YN MM E LtFLICH

GET Ireplication/actions/ra_id/schedules/ra_schedule XHE SH =) UM S5 HEE 7 3L
Ct

POST | /replication/actions/ra_id/schedules M =X =y Y™ ehsLct

PUT Ireplication/actions/ra_id/schedules/ra_schedule XNYE SH =Y 2™ HHE +™HEYLICH

DELETE | /replication/actions/ra_id/schedules/ra_schedule [HE =X 2 Y- AHE ArxgL|C

CHe HOlM=

=X Ahs AHA 2E| FHE 2o EL(CHL

7. meHE o 24 Y o] 7AE 2% o A1s
HAE S geLick Z2HE A Hol 39 ol
212 4 9lon, o] QIE0|AL BE X3S Agots

I:I =2 O o=
S70ll of2] 72| Xts A A LHO
SHEEQl WS MSotx| edsLitt

E 74 =W AtS AMAF G AN~
24 Z 2 |apilstoragelv10f| 7t g
GET [replication/actions/ra_id/autosnaps MENSH S| =l CHE XtS AR 2ME
AMBL|C}
GET Ireplication/actions/ra_idlautosnaps/autosnaps_id | XM= S| A Xts AHAF N E 714
L|ct.
PUT Ireplication/actions/ra_id/autosnaps XNYE SH = *ts AU SE HEE
gLt
PUT [replication/actions/ra_id/autosnaps/autosnaps_id XHE 56 =Y Xts AR A E T
L|ct.
DELETE | /replication/actions/ra_idlautosnaps/autosnaps_id

XHE =H &Y X5 A
LCt,

1
b
12
2t
M
Bt
=
4

e Hol= &2
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I
=

75 SH| Y SAH HMA

k<] A2 |apilstoragelv10]| 7t g

GET [replication/actions/ra_id/stats MEHSE S4| =l CHE 27| M8 =X &

AE ZMtL|Ct
ol AEI| cC - Ell A XA

DZHE, MU AAH £ LUN HEAEN A SH| =]
=7 Tol ple| RHS SN TEHE I AAH X LUN HEAS0M 448 45 g
LICt.

Chg oM = SH| HS 22lots 7|2 BY S 2oFLCh
n IZZME J|H X URI= CHE Q2 AIRfRlLICE

/api/storage/v1/pools/pool/projects/project
» IHY AJARL J|8E 2] URIE CHERE A|RfRILICE

/api/storage/v1/pools/pool/projects/project/filesystems/filesystem
= LUN 7|2t %] URIE CHS O 2 A|RHEL|CE.

/api/storage/v1/pools/pool/projects/project/luns/lun

=X ZHS 225t H /o) LI E Rsts HEAE URIO| LS 7|2 S FIBHIA L.

H76 DEME It AJA” = LUN 7|2 SH| =Y lE{H o] A

23 Sloll LIEE Z2HE, I A A = LUN URIO 37t ek

GET Ireplication/actions 2E SX &Y M E LHEELICH

GET Ireplication/actions/ra_id XYE SH &Y S5 EE JPHSLICH
POST | /replication/actions M SH =Y ST

PUT Ireplication/actions/ra_id XHE SH &Y HHE +™HEL|CH
DELETE | /replication/actions/ra_id XHE SH 2 HH|E AHEL|CH
PUT Ireplication/actions/ra_id/sendupdate MEHEl SX| 2P S AERIL|CH

PUT /replication/actions/ra_id/cancelupdate MEHE SX| 22 SXIEL|Ct

CHg Eols =X UMS B2lots 7|2 BYO| Ligt ABLICH
« ZDEFE J|uTe] URIE CHEO2 ARHELIC

/api/storage/v1/pools/pool/projects/project
n IR AJAR] |8 XQ] URIE CHS O A|RFRILICE

/api/storage/vi/pools/pool/projects/project/filesystems/filesystem
= LUN 7|8t & URI= CH2 2 Z A|ZFefLCt,
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=M =2
/api/storage/vi1/pools/pool/projects/project/luns/lun
2 L™S 22|52 Qo LIEEl 2iSt= HEIAE URIO| CHS 7|2 HHS FIGHUAIL.
H77 DZHE MY A|AH E= LUN 24| 2t 2
Qn Qlofl LI"El Z2NE T}Y A|AE = LUN URIO| %7} 29
GET [replication/actions/ra_id/schedules DE SH =Y LW HHE Lt
GET Ireplication/actions/ra_id/schedules/ra_schedule XHE SH =) UM S5 HEE 7 3L
Ct
POST | /replication/actions/ra_id/schedules M SH &y 4™ ghsLch
PUT Ireplication/actions/ra_id/schedules/ra_schedule RNYE SH =Y 2™ HHE +-HEYLICH
DELETE | /replication/actions/ra_id/schedules/ra_schedule XNYE SH =Y 2™ HHE AHgLCH
Che Holls =R RS ALM PAS BBt 712 BYO| Ligt aLCt
= ZEmE J|u Kol URIES SO AXRILICH
/api/storage/vi1/pools/pool/projects/project
n O A|AR 7]HE ZHA URIE CHSLE A|RFgiL|Ct
/api/storage/vil/pools/pool/projects/project/filesystems/filesystem
= LUN 7|8 & URI= CHE L E A|ZFtLCt,
/api/storage/v1/pools/pool/projects/project/luns/lun
SH XtEs AHAF dE 22|t H 2o LIS El *dh= HEIAE URIO CHE 7|2 H™ES
715U Al 2.
7. LeAE o 25 &g o] 28 29 A As A9 e (g Z2HE J[u
EAS AL AN AT £ SUSLICE ’IE"“E 2 o] B o SRl o2 74| X}
= AUAFARO| S 4 YO, 0] QIE{HO|AL BE FEHS Algsts S Hel WS K
3otX| ob&LCt
H78 DZ2ME md A|AR LUN SX| X5 A4 7Y
=k} 2ol LigE Z2HE, MY A|A™ EE= LUN URIO 37t g
GET Ireplication/actions/ra_id/autosnaps D2HE/ZR Meist SX| Zeof CHet Xt
S AN A MS AMBL
GET Ireplication/actions/ra_id/autosnaps/autosnaps_id | Z2HE/Z Q9| XM= =X 2t At5 AH
& FME It ELICH
POST | /replication/actions/ra_id/autosnaps DENE/ZR9 8t SX| &Y Xts AHA
HHE MZ SHELC
PUT Ireplication/actions/ra_id/autosnaps DZHE/ZR XHE =H 2 i Xt
AL HE HMS STt O
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I
=

2% flol LIEE Z2HE, mh A|AH E= LUN URIO =7} ek
PUT Ireplication/actions/ra_idlautosnaps/autosnaps_id | XY= S| &H XHs AHAF 2N E SH T
Lict.
DELETE | /replication/actions/ra_id/autosnaps/autosnaps_id | X|HE Sx| 2 Xtz AHAF HHE AT
Lict.
CHE Holl= SH 21 SAof HAMASH= 7|2 BHO| Liet JAELICE
= IZHE 7|4 & URIS CHEOR AIRHELICE
/api/storage/vi1/pools/pool/projects/project
w IR A|ARN 7|HE 2R URIE CHE R E A|RIRILICE
/api/storage/vi1/pools/pool/projects/project/filesystems/filesystem
= LUN 7|2t X URIE CHS O 2 A|RHEL|CE.
/api/storage/vil/pools/pool/projects/project/luns/lun
=M 2 SAHol HMASHAH 2fof LIRE lot= ZEAE URIO CHE 7|2 B-EE 715t

AL,

H79 SH = SAH AMA

X Qof| LIgEl TZHE m A|AH CE= | UN URIO 27t g

GET /repIication/actions/ra_id/stats MEHSH EX| =l CHE 27| M8 =X &
AE ZMetL|Ct

= | Xtod |-0=|

= X-I T d L =

AFE Hs 3t

—

Jr

M Y 252 7t SL.

2H o

GET /api/storage/vil/replication/actions HTTP/1.1
Authorization: Basic ab6rt4psMwE=
Accept: application/json

SE

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"actions": [{
Thref:

o

"href": "",
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=7 xted
H
}
=M &Y 714 27|
SH 2 HEf 7HM 7| B2 e DO ofsl XI™E th =H| 2ol MEfE HretetL|Ct.
23X :
GET /api/storage/vil/replication/actions/1438ed7f-aad3-c631-d869-9e85cd7f15b4 HTTP/1.1
Authorization: Basic ab6rt4psMwE=
Accept: application/json
SE ol
HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529
"action": {
"average_throughput": 0.0,
"bytes_sent": 0.0,
"collection": "local",
"compression": true,
"continuous": false,
"enabled": true,
"estimated_size": 0.0,
"estimated_time_left": 0.0,
"href": "/api/storage/vl/replication/actions",
"id": "8373d331-de60-e590-90e8-9ad69fchdaec",
"include_clone_origin_as_data": false,
"include_snaps": true,
"last_sync": "20130916T21:36:50",
"last_try": "20130916T21:36:50",
"max_bandwidth": 0,
"pOOl": np1||’
"project": "proj-o01",
"retain_user_snaps_on_target": false,
"share": "fs1",
"state": "sending",
"target": "38094753-6c90-49ed-aa92-995a296d432a",
"use_ssl": true
}
}
28 o
CHS =X Ze) S RPO(ET XM SE) oot 231 2X|2 X 21 % Z2E HoIEL
Ct.
GET /api/storage/vi/replication/actions HTTP/1.1
Authorization: Basic ab6rt4psMwE=
Content-Type:application/json
SHE:
HTTP/1.1 200 OK
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X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"action": {"id":
"target_id":

"replica_lag": "42:25:31",

"12d981c3-b098-c65a-ele9-a6b8263a0f6a",
"4fd305ac-4af5-c34a-87c3-88203207305b",

"recovery_point_objective": 0,
"replica_lag_warning_alert": 0,
"replica_lag_error_alert": 0,

"replica_lag_over_warning_limit"

false,

"replica_lag_over_error_limit": false,

"project": "default"

[

target = cleo
enabled true
continuous false
include_snaps true
retain_user_snaps_on_target false
dedup = true
include_clone_origin_as_data false
max_bandwidth unlimited
bytes_sent [c]
estimated_size o]
estimated_time_left [¢]
average_throughput o]
use_ssl true
compression = on

2H o

POST /api/storage/vil/replication/actions HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic ab6rt4psMwE=

Content-Type: application/json

Content-Length: 121

Accept: application/json

{ Ilpoolll : "pl" ,

"project": "proj-o01",

"share": "fs1",

"target_pool": "poolli",

"target": "38094753-6c90-49ed-aa92-995a296d432a"
}
SE ol

HTTP/1.1 201 Created
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Content-Length: 506

Content-Type: application/json

Location: /api/storage/vl/replication/action/8373d331-de60-e590-90e8-9ad69fch4aec
X-Zfssa-Replication-Api: 1.0

{
"action": {
"project": "blue1l",
"target": "38094753-6c90-49ed-aa92-995a296d432a",
"bytes_sent": 0.0,
"compression": true,
"continuous": false,
"enabled": true,
"dedup": false,
"max_bandwidth": 0,
"collection": "local",
"estimated_size": 0.0,
"state": "idle",
"href": "/api/storage/vl/replication/pools/pl/projects/blahl/shares/fs1/
actions/8373d331-de60-e590-90e8-9ad69fchdaec”,
"average_throughput": 0.0,
"use_ssl": true,
"estimated_time_left": 0.0,
"retain_user_snaps_on_target": false,
"share": "fs1",
"id": "8373d331-de60-e590-90e8-9ad69fcb4aec",
"pool": "pi",
"include_clone_origin_as_data": false,
"include_snaps": true

}

=X 2ol chet 2Y S TELICH

- o:

POST /api/storage/vil/replication/actions/b77bd8cd-17ed-69da-9e4b-aebe3cc63755/schedules
HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic cm9vdDpsMWE=

Accept: */*

Content-Type:application/json

Content-Length: 65

{"frequency":"month", "day":"5th", "hour":"auto", "minute":"auto"}
o .
SHoll:

HTTP/1.1 201 Created

Date: Thu, 12 Jan 2017 17:35:48 GMT

Server: TwistedwWeb/192.0.2

Content-Length: ©

X-Zfssa-Storage-Api: 1.1

Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 1.0

X-Zfssa-Version: user/generic@2016.12.08,1-0

=5 &Y £

7l

M

=R TS +FBLICL,

172 Oracle ZFS Storage Appliance RESTful APl 83 A{, Z2|A 0S8.8.0 « 20184 11¥



I

it}
18]

- o:

PUT /api/storage/vi/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic ab6rt4psMwE=

Content-Type: application/json

{"use_ssl": false}
SE ol

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 620

{
"action": {

"target_id": "407642ae-91b5-681c-de5e-afcd5cbf2974",
"compression": true,
"continuous": false,
"enabled": true,
"max_bandwidth": 0,
"dedup": false,
"retain_user_snaps_on_target": false,
"use_ssl": false,
"id": "c141d88d-ffd2-6730-d489-b71905f340cc",
"include_clone_origin_as_data": false,
"include_snaps": true

}
- o:

PUT /api/storage/vi/replication/actions/action_id -d '{"recovery_point_objective":
60}HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic ab6rt4psMwE=

Content-Type: application/json

SEoll:

X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 620

{
"action": {
"state_description": "Idle (no update in progress)",
"recovery_point_objective": 60,
"replica_lag_over_warning_limit": false,
"bytes_sent": "0",
"last_try": "Mon Nov 21 2016 23:25:59 GMT+0000 (UTC)",
"max_bandwidth": 0,
"estimated_size": "O",

"href": "/api/storage/vl/replication/actions/12d981c3-b098-c65a-ele9-a6b8263a0f6a",

"estimated_time_left": 0,

"use_ssl": true,

"id": "12d981c3-b098-c65a-ele9-ab6b8263a0f6a",

"stats": {"total_logical_bytes": 40656,
"last_dd_table_build": 9169029,

"total_after_dedup": 18476,

"last_try": "Mon Nov 21 2016 23:25:59 GMT+0000 (UTC)",
"dd_total_updates": 1,
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"href": "/api/storage/vl/replication/actions/12d981c3-b098-c65a-ele9-a6b8263a0f6a/
stats",

"dd_total_duration": 47149245470,

"last_logical_bytes": 40656,

"dd_total_table_mem": 2097152,

"last_result": "success",

"last_after_dedup": 18476,

"last_duration": 47149245470,

{"dd_total_logical_bytes": 40656,

"total_updates": 1,

"total_duration": 47149245470,

"replica_data_timestamp": "Mon Nov 21 2016 23:25:12 GMT+0000 (UTC)",

"total_to_network": 9623,

"dd_total_table_build": 9169029,

"dd_total_phys_bytes": 16800,

"last_to_network": 9623,

"total_phys_bytes": 16800,

"last_phys_bytes": 16800,

"last_sync": "Mon Nov 21 2016 23:25:59 GMT+0000 (UTC)",

"last_dd_table_mem": 2097152,

"dd_total_after_dedup": 18476,

"dd_total_to_network": 9623},

"compression": "on",

"dedup": true,

"replica_lag_warning_alert": 0,

"last_result": "success",

"include_clone_origin_as_data": false,

"state": "idle",

"offline": false,

"export_path": "",

"export_pending": false,

"autosnaps": {"autosnaps_retention_policies"

"synchronized",

"href": "/api/storage/vl/replication/actions/12d981c3-b098-c65a-ele9-a6b8263a0f6a/
autosnaps"},

"replica_data_timestamp": "Mon Nov 21 2016 23:25:12 GMT+0000 (UTC)",

"continuous": false,

"target_id": "4fd305ac-4af5-c34a-87c3-88203207305b",

{"average_throughput": "0B/s",

"next_update": "Sync now",

"pool": "pi",

"replica_lag_over_error_limit": false,

"target": "pooll",

"replica_lag": "42:28:24",

"retain_user_snaps_on_target": false,

[

=M EHY ZME 2L H

=M 2 el M7 HE2 oY Do) ofo XY HY =X Al HEiE Hretetict.
%X‘” H@%% i.*?_'ﬁﬂﬁ state Igtl state_description% 7|:'|l 6"12*'9—.
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state_description %% EE 31:

B Connecting to replication target
B Receiving checkpoint from target
B Estimating size of update

B Building deduplication tables

Ol SE L &2 55 MAHE =8 2EZ0|2 AL ELIL.

2H o

GET /api/storage/vi/replication/actions/1438ed7f-aad3-c631-d869-9e85cd7f15b4 HTTP/1.1
Authorization: Basic ab6rt4psMwE=
Accept: application/json

S

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"action": {
"id": "1438ed7f-aad3-c631-d869-9e85cd7f15b4",
"target_id": "4fd3483e-b1f5-4bdc-9be3-b3adbecdoc42",

"target": "cleo",
"pool": "p@",
"replication_of": "testproj",

"enabled": true,

"continuous": false,

"include_snaps": true,
"retain_user_snaps_on_target": false,
"dedup": true,
"include_clone_origin_as_data": false,
"max_bandwidth": -1,

"bytes_sent": 0,

"estimated_size": 0O,
"estimated_time_left": 0,
"average_throughput": 0,

"use_ssl": true,

"compression": "on",

"export_path": "",

"state": "sending",

"state_description": "Receiving checkpoint from target",
"export_pending": false,

"offline": false,

"next_update": "Sync now",

"replica_data_timestamp": "Thu Apr 28 2016 22:38:03 GMT+0000 (UTC)",
"last_sync": "<unknown>",

"last_try": "<unknown>",

"last_result": "<unknown>",

"replica_lag": "00:00:18",
"recovery_point_objective": 0,
"replica_lag_warning_alert": 0,
"replica_lag_error_alert": 0,
"replica_lag_over_warning_limit": false,
"replica_lag_over_error_limit": false,
"project": "testproj"
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PUT /api/storage/vl/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc/cancelupdate
HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMwE=

SEoll:

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

9
02t

YLIO|E HE

—

=X HHI0|EE 7hsTt o "a| AZSH = ofof gL L.

[

28 :
PUT /api/storage/vil/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc/sendupdate

HTTP/1.1
Authorization: Basic ab6rt4psMwE=

S

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

DELETE /api/storage/vl/replication/actions/e7e688b1-ff07-474f-d5cd-cac08293506e HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMwE=

NIt ARlE HTTP AEH 204(No Content)S BHagtL|CL,

HTTP/1.1 204 No-Content
X-Zfssa-Replication-Api: 1.0

176 Oracle ZFS Storage Appliance RESTful APl 83 A{, Z2|A 0S8.8.0 « 20184 11¥



=H 7| x|

=H m7|x|

O] HoM= =H| 07| X[ & 22 SHof el XM|s] 2F

guct,

¥ 80 =H 7| x| HH
k<] Z 2 lapilstoragelvlireplication0f| &7} A3
GET Ipackages BE SH 7|X[E LtEgL|Ct
GET Ipackages/package XEE = 7| XS 7bMZLc.
PUT Ipackages/package XEE SH I7|X|E +Fg|ct
DELETE | /packages/package XEE SH m7|X|E Axg| ot
PUT Ipackages/package/cancelupdate K™ E 47| X|of| Ciet cancelupdateE
AT}
PUT Ipackages/packagelsever X E m7|X[of CHEt severE AT
LICt.
PUT Ipackages/package/pkgreverse XM E 7| X[of| CHSt reverseE A3
grLc.
PUT Ipackages/packagel/clone XEE 7 |XE SHELIC
GET Ipackages/package/clone/conflicts 37 S5 ME 552 LIELICH
GET Ipackages/packagelprojects I{7|X| T2REES LIFRLICE
GET Ipackages/packagelprojects/project If7|X| Z2EREE T ZLICH
PUT Ipackages/packagelprojects/project o7 |X| ZEREE AL}
GET Ipackages/package/projects/project/usage/groups IH7|X| ZEME OF AEHS NS
LICk.
GET Ipackages/packagel/projects/project/usage/users {7 |X| T2HE ALZXt AR 22 7HH
SLC
GET Ipackages/packagel/projects/project/snapshots DE AHA A E LGt
GET Ipackages/packagelprojects/project/snapshots/snapshot KNHE A SE HEE 7HMZLCt
DELETE | /packages/packagelprojects/project/snapshots/snapshot K™HE AHAF M| E AFIEL|CH
PUT Ipackages/packagel/projects/project/snapshots/snapshot {7 |X| T2HE AHAO| 0|E S HIE
LIct
GET Ipackages/packagel/projects/project/automatic RE I7|X| ZENE XI5 A 2K
£ Ligghch
GET Ipackages/packagelprojects/project/automatic/automatic XYE 7 |X| Z2HE XI5 AHAE S
E ZEE JINZLIdh
GET Ipackages/package/projects/project/filesystems I§7|X| oY A|ABLS L Ct
GET Ipackages/packagel/projects/projectlfilesystems/filesystem o7 |X| ot A|ARIE 7HZLICh
PUT Ipackages/packagelprojects/projectlfilesystems/filesystem IH7|X| ot A|ABIS SF B
GET Ipackages/packagelprojects/projectffilesystems/filesystem/usage/groups IH7|X| I A| AR OF AM8ES 7t
FLIC}.
GET Ipackages/package/projects/project/filesystemsf/filesystem/usage/users I§7|X| TpY A| AR AL XL A ES 7t

MLt
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ek 42 Japilstoragelvlireplication0i| 7} Hd
GET Ipackages/packagelprojects/projectlfilesystems/filesystem/snapshots/snapshokl Ml AHAF S2 HHE It ZLICt
GET Ipackages/packagelprojects/projectffilesystems/filesystem/snapshots RE AHA K E LiFEL C
DELETE | /packages/packagelprojectsiprojectlfilesystems/filesystem/snapshots/snapshok| &l AHAF HH|E Abx| L CH
PUT Ipackages/packagel/projects/project/filesystems/filesystem/snapshots/snapshot 7| X| Tt A| A AMARO| O|ES HEt
=L|C
GET Ipackages/packagel/projects/projectlfilesystems/filesystem/automatic 2E I7|X| DY A AR XtE AL
K| E LIt
GET Ipackages/packagelprojects/projectlfilesystems/filesystem/automatic/automatis| E gl TH7| X| Tt A|AH XH5 ALHAF
SE ZEE /NS
GET Ipackages/package/projects/project/luns I§7|X| LUNS LiZgtL|Ct.
GET Ipackages/packagel/projects/project/luns/iun I§7|X| LUNS Zt™ S LICE
PUT Ipackages/packagel/projects/project/luns/iun I§7|X| LUNS X gfL|Ct
GET Ipackages/packagelprojects/project/luns/lun/usage/groups I{7|X| LUN & AFEEE 7I8 3L
Ct.
GET Ipackages/packagel/projects/project/luns/lun/usagelusers I§Z|X| LUN AR} A EE IR S
Ct
GET Ipackages/packagelprojects/project/luns/lun/snapshots/snapshot KEE A4 SE HEE 7P LT
GET Ipackages/packagelprojects/project/luns/iun/snapshots DE AHA AHE LGt
DELETE | /packages/packagelprojects/project/luns/lun/snapshots/snapshot KHE AHA HHE AFELIC
PUT Ipackages/package/projects/project/luns/lun/snapshots/snapshot I§Z|X| LUN AR4kQ| O| 22 HEEL|
Ct
GET Ipackages/package/projects/project/luns/lun/automatic 2E I7|X| LUN Xt5 AHAF HHE
LiggtL|ct.
GET Ipackages/packagelprojects/project/luns/lun/automatic/automatic X|HE I{7|X| LUN XH5 A4 EE
HEE I ZLCh
L2 S AL85I0 SH| AA S siTst= TH7|X[0f| = M AL o~ JAELICE
Es81 SH LA HY
X 42 Japilstoragelvlireplication/sourcesO| 7} AE
GET /apilstorage/v1/replication/sources@t AtE SH AAE LiFe|ct
GET Isource SH A2 MREHEE LIFet
Ct.
GET Isourcelpackages/package KNEE = o7 |XE 71 S
Ct.
PUT Isourcelpackages/package XNYE SH 7K E SHeL
Ct.
DELETE | /sourcelpackages/package XNYE SH 7 |XE Axe
L.
PUT Isourcelpackages/package/cancelupdate X|™E o7 |x[of cigt

cancelupdateS A gtL|C}.
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=H 7| x|

ek 42 [apilstoragelvlireplication/sourcesOl £7t od

PUT Isourcelpackages/packagelsever XIFE 7| X|of| Chet severE
AT

PUT Isourcelpackages/packagelpkgreverse XM E 7| X|ofl CHet reverse
£ AL

PUT [sourcelpackages/package/clone X|™E 7|X|E SHELICt

GET Isource/packages/package/clone/conflicts 27 S5 HE F5s LEYL
L.

GET Isourcelpackages/packagelprojects IH7|X| Z2RES LIESL|CE

GET Isourcelpackages/packagelprojects/project IH7|X| Z2REE TP ZLICEH

PUT Isourcelpackages/packagel/projects/project IH7|X| Z2EMEE ™ Ct

GET Isourcelpackages/packagel/projects/project/usage/groups 7K Z2HE OF A2
7R ELict.

GET Isourcelpackages/packagelprojects/project/usage/users IH7|X| ZT2HE AL2X} A2
2 Jtd gLt

GET Isourcelpackages/packagelprojects/project/snapshots/snapshot KNYE 2 SE HEE 71X
Lt

GET Isourcelpackages/package/projects/project/snapshots EE AHA A E LIFSLIC

DELETE | /sourcelpackages/package/projects/project/snapshots/snapshot KIHE AHAE K E AH L
L.

PUT Isourcelpackages/packagelprojects/project/snapshots/snapshot Ij7|X| ZT2RE AMHARO| 0|2
2 HhgLct,

GET Isourcelpackages/packagelprojects/project/automatic RE 7K ZENE XI5 AH
SE MK E LIE LI

GET Isourcelpackages/package/projects/project/automatic/automatic XEE 7 |X| Z2ME X5 A
HAFSE HHEE 3Lt

GET Isourcelpackages/packagel/projects/project/filesystems 7| K| ot A|AERIS LIFEL
L.

GET Isourcelpackages/packagelprojects/project/filesystems/filesystem IH7|X| Dh A|ARIS TR ZL
Ct.

PUT Isourcelpackages/packagelprojects/projectffilesystems/filesystem IH7|X| I A|ARIS B
Ct.

GET Isourcelpackages/package/projects/project/filesystems/filesystem/usage/groups | 7| X| It A|AE O F A2
2 74 gLct

GET Isourcelpackages/packagel/projects/project/filesystems/filesystem/usage/users {7 |X| o A|AED AFEXL ALE
e 7td 3L ch

GET Isourcelpackages/packagel/projects/project/filesystems/filesystem/snapshots/snapshs& =l A4 S2 HEE I
SLct

GET Isourcelpackages/packagelprojects/project/filesystems/filesystem/snapshots DE AHA AN E LG Ct

DELETE | /sourcel/packages/packagelprojects/projectlfilesystems/filesystem/snapshots/snapshBt™ =l AHAF HH|S AFF|SHL|
Ct.

PUT Isourcelpackages/packagel/projects/project/filesystems/filesystem/snapshots/snapshBt7 | X| T A| AR AHARO| O]

£ HhEL o
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ek 42 [apilstoragelvlireplication/sourcesOl £7t od

GET Isourcelpackages/packagelprojects/project/filesystems/filesystem/automatic 2E IH7|X| IHY AAR XtES
AHSE MHE LIERLICE

GET Isourcelpackages/packagelprojects/project/filesystems/filesystem/automatic/automaéid™ =l T{ 7| X| I} A|AE] XtE
AU S8 HEE I FLICL

GET Isourcelpackages/package/projects/project/luns I§7|X| LUNS LI gLt

GET Isourcelpackages/packagelprojects/project/luns/lun I§7|X| LUNS 7t™SLICt

PUT Isourcelpackages/packagelprojects/project/luns/lun IH7|X| LUNS £=X™EL|Ct

GET Isourcelpackages/package/projects/project/luns/lun/usage/groups I§7|X| LUN 38 MEZS XN
ZLCt

GET Isourcelpackages/package/projects/project/luns/lun/usage/users I§Z|X| LUN AR} A EE 7t
XELct

GET Isourcelpackages/packagelprojects/project/luns/lun/snapshots/snapshot ANgE 2HE SE HEE 7IH
SLCt

GET Isourcelpackages/packagelprojects/project/luns/lun/snapshots 2E AHA AN S LGt

DELETE | /sourcelpackages/package/projects/project/luns/lun/snapshots/snapshot KHE AHA A E At
Ct.

PUT Isourcelpackages/package/projects/project/luns/lun/snapshots/snapshot I§7|X| LUN A4k O| S HE
=LC

GET /sourcelpackages/packagel/projects/project/luns/lun/automatic S E 71X LUN Xt5 AHAF
HH|E LigRtL|ct

GET Isourcelpackages/packagelprojects/project/luns/lun/automatic/automatic XIFE IH7|X| LUN RHs AHAF
SE FEE JIN3LICH

HEy AA LE

M8 7t RE SH A4S LI

- o:

GET /api/storage/vl/replication/sources HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

=5 0

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"sources": [{
"asn": "314d252e-c42b-e844-dabl-a3bca680b563",

"href": "/api/storage/vl/replication/sources/zfs-repl-host",
"ip_address": "ipaddr-1",

"name": "zfs-repl-host",

"source": "source-000"

H
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=H 7| x|

=M o7|X| LIS

HE SH 7K E LrE gt

2H o

GET /api/storage/vi/replication/packages HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

At o

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"packages": [
{
"href": "/api/storage/vl/replication/packages/0efaab49-7b22-4d4a-def8-813c27780894",
"id": "eefaab49-7b22-4d4a-def8-813c27780894",
"source_name": "sourceA",
"source_asn": "8a22f6e0-4eed4-4b85-f141-e152f5fac961",
"source_ip": "ipaddr-1",
"source_pool": "poolA",
"target_pool": "poolA",
"replica_of": "projTest",
"enabled": true,
"state": "idle",
"state_description": "Idle (no update in progress)",
"offline": false,
"import_path": "",
"data_timestamp": "2017-03-09T22:36:127",
"last_sync": "2017-03-09T22:36:22Z",
"last_try": "2017-03-09T22:36:22Z7",
"last_result": "success"
}
]
}

7| x| 43

71X S8 EE +EYLCH

s=aEw %3 o
enabled boolean SX| Ho|o|E2Q| XN AEH
- o:
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PUT /api/storage/vil/replication/packages/8373d331-de60-e590-90e8-9ad69fcb4aec HTTP/1.1
Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMwE=

Content-Type: application/json

{"enabled": false}

23t of:

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

25 0:

PUT /api/storage/vl/replication/packages/8373d331-de60-e590-90e8-9ad69fch4aec/pkgreverse
HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMwE=

Content-Type: application/json

{"new_project_name":"restrev", "enable_action_upon_reversal":"true"}

23t of:

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

o 7| K| AFK|

=H I{7|XI1E AHRLIC.

2H o

DELETE /api/storage/vl/replication/packages/8373d331-de60-e590-90e8-9ad69fcb4aec HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMwE=

MZst AR|= HTTP AEH 204(No Content)S ghatgtL|Ct,

HTTP/1.1 204 No-Content
X-Zfssa-Replication-Api: 1.0

YOOI E F2

Of m{Z|X|oj| chist T Sl YH0|ES F|ATLICH

28 o:

PUT /api/storage/vil/replication/packages/8373d331-de60-e590-90e8-9ad69fcb4aec/cancelupdate
HTTP/1.1
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=H 7| x|

Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMwE=

TIg Zol AC|0|ET} gls L HTTP AE 409(Conflict) 7+ greHElL|CE,

B ol

HTTP/1.1 409 Conflict
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 137

{
"cancelupdate": {
"AKSH_ERROR": "EAK_NAS_REPL_BADSTATE",
"message": "operation illegal for state"
}
}
SHE

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

7| x| =

71X Z2MES SR,

- o:

PUT /api/vl/storage/replication/packages/8373d331-de60-e590-90e8-9ad69fch4aec/clone
HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMwE=

SH

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

x

Mot 2| HTTP A8 202(Accepted)S HEEILICL £90| P2 =4 seinto] 55
| AT oloke o AFBE 4 YLtk

o= T AMHd
=M &= 28 o:

GET /api/storage/vil/replication/packages/8373d331-de60-e590-90e8-9ad69fch4aec/clone/
conflicts HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMwE=

EM/ES0M = e
HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0

Content-Type: application/json
Content-Length: 58
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"conflicts": "There are no conflicts."

[

SEZE:

Default settings:

target_project = (unset)
original_mountpoint = /export
override_mountpoint = false

mountpoint

7| x| EHE

E7(1| HES HHHESHD I7|X| LIES M Z2HEZ 0| STL|C}. O] =2 0] Ii7|X| & =H|
S5 298 A4 ALY BIHOES HEe0] 023t $SS 0| AAHOY 22 T2

EE PHSLICE Ol of Aeko] =4 =X UH|0IE Al M 2tYHS Folst HA| YH0|EE ™

&35l LIt

25 0:

PUT /api/storage/vil/replication/packages/8373d331-de60-e590-90e8-9ad69fch4aec/sever

HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMwE=

{"projname":"restsev"}

A
()

C
H-

-

Okl
olo

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

o 7| X| ek "iat o]

SH|2| gebS HRELICE O] A2 0] Ii7|X|ofl Lot SH|S ALE oreto 2 AHSI W 0] IH7|
X|o| LHES AAZ CHA SHEIEE 7 HE M 22 Z=HEZ O|SELICH M Z2MET}
Xgoz A2z CHA| SXE w 0pX|2 H3ot AH0|E O|= AA0AM +HEl 2 E HIEHH|O|
Ef = Olo|E HEF AR O] &M EL|CE

25 0:

PUT /api/storage/vi/replication/packages/8373d331-de60-e590-90e8-9ad69fch4aec/reverse
HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMwE=

{"projname":"restrev"}

A
(<)

Ct.
H.

Ok
00
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HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

>+E |ITI M

- Y=ot= £ DO thol AF20] 3 7tEl 7| RILICE AtMISE LHE2 "Oracle SLA(Z
$—I 2toldllA H[oF) 8l SehEl AT EL0 SMS AHE5H= SH=RI|0] A[ARIof CHet IP*"

DESof A2|Aof 2f0| A HE ALEX EHAME HZoHHA|2.

Oracle ZFS Storage Appliance= 7H&
Hot HIO|H g=2E

HSELict o E2t0|

T AJARI G UN) M8 Y T2MEN E
= LT 22 7| HEA

= mehsto 9o

OKM(Oracle Key Manager) A|AHI0| HAY £+ JUSL|CH =tEl 2t TEME = F

RrolE 2

9" CC

2 £E= OKM 7| M40 2iE 7(7t ERBLICh H0|H d=et I|=
20| 1201 of3 2t2|E[ 2 = OKM 7| A

2 MEELIL,

ChE BOME

AELC

22 8l OKM ¢S3tE #e|ste O ArE

AEZX| OF

29| il 7|0f| 23 A= otE[of FFH2

=X<13

st 4~ Ql= RESTful APl K01 CH3H

H82 2 433}
k<] A2 |apilstoragelv10f| 7t g
GET /encryption/local 24 7| MEA SE HHE I ZL|Ct
PUT [encryption/local B2H I NEL S5 ZEHE £HYLIC
GET lencryption/local/keys 24 7|8 7tM3Lch
GET Jencryption/local/keys/key EHI| MEHEE 7t ZLICh
POST | /encryption/locallkeys 24 7|8 USLICL
DELETE | /encryption/local/keys/key 2 7|8 AAEhct
GET [encryption/local/keys/key/dependents 0| 7|0l 3&E SRE LIGgLC

H 83 OKM =%}
X A2 Japilstoragelv10f 37} oy
GET Jencryption/okm OKM 7| M&EA S8 FEE JHHSLICt
PUT Jencryption/okm OKM 7| M&EHA S8 FEE £H-YLICH
GET [encryption/okm/keys OKM 7|8 7tXZLICt
GET lencryption/okm/keys/key OKM 7| MIRHEE 7} ZLCt.
POST | /encryption/okm/keys OKM 7|E BHSL|Ct
DELETE | /encryption/okm/keys/key OKM 7|E Afd|ghLct.

GET [encryption/okm/keys/key/dependents o] 7|0il E&& S|E LIELL|Ct

RESTful APl AEZ|X| MH|A 185



"keys": [{
"cipher": "AES",
"keyname": "key-1",
"href": "/api/storage/vl/encryption/local/keys/key-000"

e

"cipher": "AES",

"keyname": "key-2",

"href": "/api/storage/vl/encryption/local/keys/key-001"
e

"cipher": "AES",

"keyname": "key-3",

"href": "/api/storage/vl/encryption/local/keys/key-002"
1

(S

EZI| UE

L
{
"key": {
"href": "/api/storage/vl/encryption/local/keys/key-000",
"cipher": "AES",
"keyname": "key-1"
}
}

BE OKM 7| Lt

=
{
"keys": [{
"cipher": "AES",
"keyname": "okm-key-1",
"href": "/api/storage/vl/encryption/local/keys/key-000"
e
"cipher": "AES",
"keyname": "okm-key-2",
"href": "/api/storage/vl/encryption/local/keys/key-001"
e
"cipher": "AES",
"keyname": "okm-key-3",
"href": "/api/storage/vl/encryption/local/keys/key-002"
1
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0k
oR
ol

AlAR B AL D HEES A3 AN W A B2 ¥YS
ch. CFS Hol= MG 7Hs 8t A&

o
o EZO0| Lot ASLICH.

a

) 7 283t o AR EL]

I A I AE| Had
O Z2f0|HA A|AE HH
Che AAH BHS AR 4+ YL
H 84 O{Z210|AHA AJAR B
X A2 |apilsystem/v10]| 27} 43
GET Iversion O{Z2t0|HA StEY0 Y ATE N HE HES LY
grLCt.
PUT Ireboot O{E20|HAE XHEESILICL O] HEE F CH7|S0]|
e EAUE YOIo|EJL 25 HEEL|CL
PUT Ireboot?skip_update=true CHo| ol A= EE AO0|EE HESIX| gt ofEet
O|HAE THEEBIL|CE
PUT Ireboot?diag=true Tt HRE: TRMAM F7F 2T HEE ST5H0
O|Z2I0|HAE HEESLICE
PUT /poweroff E20|HAE HLCt
PUT Irestart 22| QIE{H|O[A S CHA| A|EISt D 2Tt HEE ST Bt
Ct.
PUT [factoryreset O|Z2I0|HA g £t A| HF 2 CHA| R FBL
ct.
GET Idisks DE AMAR CAIE LIFRIL|CH
GET Idisks/disk XHE AA™R CAS S8 FEE LIFYLICH
GET /memory AAE HE22] Aef EaML|Ct

HH 7t 27

Ol BH2 A|AHR D BEE &gt
AE{ 200(OK)O| BheHElL|CE,

S AAH PEE B 43D

= St HHO| CHol HTTP

AAH HH 187



>
[>

o
2
o
S
N

- o:

GET /api/system/v1/version HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

SEoll:

HTTP/1.1 200 OK
Content-Type: application/json

{
"version": {
"hw_csn": "1211FM2009",
"updated": "20130528T716:21:17",
"fw_vendor": "American Megatrends Inc.",
"os_isa": "i386",
"os_boot": "20130528T16:25:44",
"hw_product": "Sun Netra X4270 M3",
"http_version": "Apache/2.2.24 (Unix)",
"hw_asn": "2f4aeeb3-b670-ee53-e0a7-d8e0ae410749",
"ssl version": "OpenSSL 1.0.0k 5 Feb 2013",
"os_machine": "i86pc",
"os_nodename": "adminl",
"os_version": "nas/generic@®2013.05.16,1-0",
"ak_product": "SUNW,iwashiG2",
"fw_version": "21000208",
"os_release": "5.11",
"installed": "20130411T19:50:16",
"sp_version": "3.1.2.0",
"os_platform": "i86pc",
"fw_release": "10/22/2012"
}
}
o
A|AHEI Ml 117]

ol BH2 o{E2to|HAL 22l ZRE SHELICH O{E20|AHATE S2{AEQ| LT} o
ot BE 0| MHIAE SRHOE AEY £ USLICH A|ARC] MAUS CHA| HHH MY
AQX|0fl Chot MH[A T2 MM HHA EE S2|H HNATF HRBIL|CEH O HHE2 HISI|H
O MAME|D HTTP MEH 202(Accepted)E gHetetL|Ct AN HHO| AE{E W2IIIEE of
E2to|AAE ZLIE{ASHOF BHL|Ct.

- o:

PUT /api/system/v1/poweroff HTTP/1.1
Host: zfs-storage.example.com

AAH HHHE

O] Y2 o{Z2t0|AA2| F2l T UL HJ|S SABLICEL RE MH|AS LAHOR A
8% 4 glELICh o] HY2 HIS7|MO = MME|T] HTTP AEf 202(Accepted)S BHetetL|

b &H BEo| HEHE WEV =S O{E20|HAE ELIEZSH0F RfLICt
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A|AE] B3| CHA] A|EH

Ral
pu
i

-ER °._%”.:. 1I0|E L Oilkf gd+AS ER O MEE S H
35' ELCH 27 52 SHE YO0 ESE MESHA| g MFEEE SHEI2{H /reboot?

skip_update=true o 1% AI'Q'%“—“:".

8 o

PUT /api/system/v1/reboot HTTP/1.1
Host: zfs-storage.example.com

- o:

PUT /api/system/v1/reboot?skip_update=true HTTP/1.1
Host: zfs-storage.example.com

O] HH2 22| QIE{HO|AE CHA| AlZtstD ZITH HEE £FBtL|CEH O]l HHE2 HISI|HLZ
AHE| 1 HTTP AE 202(Accepted)S BHetEtL|CE AKX HEO| MEHS EE}EPPEE o{Ee}
O|HAE DL|E{SHOf BL|CE,

- o

PUT /api/system/vl/restart HTTP/1.1
Host: zfs-storage.example.com

E

0_."£
rio

O| HHE T2 MAM F7t 2Tt HEE TS0 0{Z2I0|HAE HEEYLICE O F
HIS7|HO 2 M| HTTP MEH 202(Accepted)S BHatetL|Ct AX| HHo| AEHE w2t
=& O{Z2I0|HAE HL|E{ZSHOf SfL|Ct,

7 - o=l At ASE & 9= B5 591 SHE AHOIET 218 29 0l IH MEE 5
g YL

280

PUT /api/system/v1/reboot?diag=true HTTP/1.1
Host: zfs-storage.example.com

2 £t Al HYL 2 SAUYLICE ZE 74 HEAILO|
YAl £7| @S SOl +=AE[0{0F LIt O] HF2 HIS

s

k>



J|MOoZ MSE| 1 HTTP AMER 202(Accepted)§ gretefL|Ch A HEO MEiE WEte
E o{E20|HAE TLIE{™6of StL|Ct O] HHS AldsIH B E M HIO|E{ 7} &4 E £
ooz HAHO0| MIstHH | 0f7HH S »confirm=trueS F7}6HOF THL|CY.

8 o

PUT /api/system/v1/factoryreset?confirm=true HTTP/1.1
Host: zfs-storage.example.com

NAE X|2l HE

—_

[=] — o = T M

H85 X HE HH

23 A2 |apilsystem/v10]| 27} 29

GET /bundles DE XY HES LEELICL

GET /bundles/bundle XHE HE HO|E| E= S8 HEE JIMSLICL

POST | /bundles X HES YEste 228 1 X MEE g2E
grLct.

PUT /bundles/bundle/retry AEE HES FEEE MA|ZLCE

PUT /bundles/bundle/cancel X HE HEC| YEEE FATLICEH

PUT /bundles/bundle/send XHE HES MEHALEQl SR H ot 8| 2212 12
X YME 2 HZEBHL|CE,

DELETE | /bundles/bundle XHE HES AFELIC

HS S

MH|A 2F sHAS ?l6h M XY HES ThsLICH X HES 0|2 MH|A @1 A2
A 222 DX AME 2 HLfH SR(HHI 24) HSE HSlof YLICt SR Hz =

3-nnnnnnnnnn @ A10|0{OF BILICH X[ HES XSO E 2212
Y=L A0 A= KR MOS A2 SHS At

Ct.

D7 XY MEZ HZ=ot2{H
£23510] Phone Home X2 SE3l0F gL

8 o

POST /api/system/v1/bundles HTTP/1.1
Authorization: Basic abhadbfsMWE=
Host: zfs-storage.example.com:215

190

Accept:

Content-
Content-

{"srn":

Oracle ZFS Storage Appliance RESTful APl A3 A,

application/json
Type: application/json
Length: 23

"3-0123456789"}

2l2|A 0S8.8.0 + 20184 11¥



i
re
mn
i
ne

SEoll:

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0

SRN(AMH[A 278 H2)S MS5HX| FH A|A-O0| T 2H HE

o
0=
0x
oot
£
il

280

POST /api/system/v1/bundles HTTP/1.1
Authorization: Basic abhadbfsMwE=
Host: zfs-storage.example.com:215
Accept: application/json
Content-Type: application/json
Content-Length: 23

"bundle": {
"status":
"uuid": "d4431d57-ba4f-4f37-fale-a@9fcbf3e56b",
"associated_bundle": [

nn

"href": "/api/system/v1/bundles/4050963a-4082-663f-99c0-fee915f2839c"
}

]I

"srn": null,

"filename": "ak.d4431d57-ba4f-4f37-fale-a09fchf3e56b.tar.gz",

"href": "/api/system/v1/bundles/d4431d57-ba4f-4f37-fale-a09fcbf3e56b",
"date": "Thu Mar 10 2016 19:38:58 GMT+0000 (UTC)",

"type": "User initiated"
}
}
(o]
Lt
O] HH2 AAHIOM M2 ZO|ALL =FH &

EE
212 12 X9l MEIZ YR EE T A A

2 o:

GET /api/system/v1/bundles HTTP/1.1
Authorization: Basic abhadbfsMwE=
Host: zfs-storage.example.com:215
Accept: */*

2t o

"bundles": [{
"status": "building",
"step_progress": 6.25,
"srn": "3-0123456789",

"filename": "/upload/issue/3-0123456789/3-0123456789_ak.ba8ebd55-2349-c31c-cde3-

acf3fb0c3389.tar.gz",

Hd 191



It 27|

Al

192

#

"href": "/api/system/v1/bundles/ba8ebd55-2349-c31c-cde3-acf3fb0c3389",
"date": "Wed Apr 30 2014 19:31:06 GMT+0000 (UTC)",
"type": "User initiated",
"uuid": "ba8ebd55-2349-c31c-cde3-acf3fb0c3389"
B

HS 7t 27|

£l

oM S8 HEE 7IHSLICH

i

- o:

GET /api/system/v1/bundles/9604155c-928b-cf97-c826-cda9fcli7ac57 HTTP/1.1
Authorization: Basic abhadbfsMWE=

Host: zfs-storage.example.com:215

Accept: */*

At o

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 165

"bundle": {

"status": "building",

"step_progress": 62.5,

"srn": "3-0123456789",

"filename": "/upload/issue/3-0123456789/3-0123456789_ak.ba8ebd55-2349-c31c-cde3-
acf3fb0c3389.tar.gz",

"href": "/api/system/v1/bundles/ba8ebd55-2349-c31c-cde3-acf3fb0c3389",

"date": "Wed Apr 30 2014 19:31:06 GMT+0000 (UTC)",

"type": "User initiated"

"uuid": "baB8ebd55-2349-c31c-cde3-acf3fboc3389"

HE 24

O| HH2 X|gl HEQ| XI5 YE2EE FATHL|CH
8 of:

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/cancel HTTP/1.1
Authorization: Basic abhadbfsMWE=
Host: zfs-storage.example.com:215

SE ol

HTTP/1.1 202 Accepted
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K@l HE HZ2E A=

X-Zfssa-Appliance-Api: 1.0

O| FH2 HSS 2t= 12 X3 HIEZ Y2=Este{ 0 ot M S H2E XY S UL
Ch S 71N 27| BE2 X2 HE H=E9| HEfE HLIE 5= ol A2 E = ASLHICH

- o:

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/retry HTTP/1.1
Authorization: Basic abhadbfsMWE=
Host: zfs-storage.example.com:215

SE

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

CHE SR(MHIA 2F) H2E M8t HE H2EE A =5k
SR(MH|A @¥) Ho S HSSHX| tQH A|AHIO| 2 =
L=

F-2ZZ YHE HSO| THoll sendE AT SR H2 7t H
QFEIF LAY

Em
=
in
2}
Py
rE
fot
_¥_
I'.E'.

28 :

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/send HTTP/1.1
Authorization: Basic abhadbfsMWE=

Host: zfs-storage.example.com:215

{"srn": "3-0123456789"}

SEoll:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

Az C
Qat2 1 x| HER (S0 YRCEX| Qe K| HES £502 YREE £ B
Ct.

F-2UZ HYE HSO| Tiol sensE HASHH SR H2 7t RFLICEH SR H2It gloH

AAH HH 193



Rl HE A
28 o
PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/send HTTP/1.1
Authorization: Basic abhadbfsMwE=
Host: zfs-storage.example.com:215
{"srn": "3-0123456789"}
A1} of:
HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

o = Al |
O] HH2 o{S2t0|AA0M X[ HES MAHZLICE
28 o:
DELETE /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3 HTTP/1.1
Authorization: Basic abhadbfsMwE=
Host: zfs-storage.example.com:215
SE ol
HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
AEl A | I E
AAH AHO|E

194

o|2{et HAE2 A|AH HO|0|E O|0|X|E 2t2[ELCt.
H 86 ol E B
ok A2 Japilsystem/v10] £7} 4d
GET Jupdates DE ANAH AHO|EE LIFTLICE
GET lupdates/update KHE AAE AHO|E S&E HEE 7IMZLICh
GET update/platform SUE HA(HEZS | MHIA T2MAM B AJAER
HE Heo{E HEho| YUHI0|E HEHE EAIFLICE
GET Jupdate/firmware QA HYYo{(C|AA Gl SSD HYofet CjAS 9IS
ZX IOM B E Heho| AH|0|E HEIS HAIEL
Ct.
PUT Jupdates/update YH0|E 84 &F
PUT lupdates/update/upgrade X|HE YH|0|E o|n|X|Z2 Yo =ghL|Ct.
PUT /updates/update/check X" E AH0|E o|O|X|of Ciet A a2|0|= AEi HAE
AISHE‘H_l |:|._
=2od
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A|AH ACIO|E LIS

ek A2 Japilsystemlv10] £7} A3

PUT Jupdates/update/rollback XM E LMol E o|n|X|= SHEfL|CE,

PUT Jupdates-apply S2E[X| o= X A0l EE X ETLICE
DELETE | /updates/update K™E A AE HOO|EE ATF[SfLICE

POST | /updates ICIO|E O|0|X|E O ZEI0|HAR 2ETILICH
H 87 AMAHE AHO|E SE M

SE e 4 Ay

version String oA HE Yool E

release_date DateTime Ze|A YU AH0|E

install_date DateTime M MK EWE HO|o|ERTLIC MK E|X| b2 B2

O|E20|HAR CHRECS IE YO0 EfLICE

status String OfA| Aef FOIO|E(HAY =~ 813)

update_deferred ChooseOne x| ﬂﬂ(onreboot e onrequest)

X[ HHO|E SXI:

The following updates enable features that are incompatible with earlier
software versions. As these updates cannot be reverted once committed, and
peer system resources are updated across a cluster, verifying first that the
system upgrade is functioning properly before applying deferred updates is
advised.

AM2AE HO|O|E LIE

AMAR HHO|EE 7HHRE= 273 o

GET /api/system/v1/updates HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfs-storage.example.com:215
Accept: application/json

SE ol

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

{

"updates": [

{
"release_date": "Tue Aug 13 2013 17:47:32 GMT+0000 (UTC)",
"install date": "Wed Aug 14 2013 12:33:08 GMT+0000 (UTC)"
"href": "/api/system/vl1l/updates/nas@2013.08.13,1-0",
"status": "previous",
"version": "2013.08.13,1-0"

1y
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A|AE UTI0|E 71 27|

"release_date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"install date": "Sun Aug 25 2013 11:30:14 GMT+0000 (UTC)"
"href": "/api/system/v1l/updates/nas@2013.08.24,1-0",
"status": "current",

"version": "2013.08.24,1-0"

"release_date": "Sun Aug 25 2013 12:56:57 GMT+0000 (UTC)",
"install date": "Mon Aug 26 2013 18:50:33 GMT+0000 (UTC)"
"href": "/api/system/v1/updates/nas@2013.08.25,1-0",
"status": "waiting",
"version": "2013.08.25,1-0"

H

A AE HO0|E 7t 27

thed YololE o|ofx|of tigt S& YEE 7t FL L

280

GET /api/system/v1/updates/nas@2013.08.25,1-0 HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfs-storage.example.com:215

Accept: application/json

SH

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

"update": {
"release_date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"install date": "Sun Aug 25 2013 11:30:14 GMT+0000 (UTC)"
"href": "/api/system/v1/updates/nas@2013.08.24,1-0",
"status": "current",
"version": "2013.08.24,1-0",
"update_deferred", "on_request"

()

M

SHE HeUlO HOIO|E e 7HM 27

25 0l ZHE H9o| AC|0|=0 st ABIO|E AEfS IHSLICH BUE Beloj AE
2oio] A Z2AM I AAY B Beloj2 FHs= ofeluict,

- o:

GET /api/system/v1/update/platform HTTP/1.1
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THR4 HY O UUI0|E HEf 72|

Authorization: Basic abcefgMwE=
Host: zfs-storage.example.com:215
Accept: application/json

SE

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

{
"platform": {

"href": "/api/system/v1/update/platform",

"power_down_needed": true,
"update_needed": "true"

T4 HAN HHI0|E HEf 7t 27|

HE F, Aloj 9l Td 5 ME H9I Mo Hello ¥HI0IE
= OjA3 5 sSp Hefo{et LA QAIEEX IOM T
24

GET /api/system/v1/update/firmware HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfs-storage.example.com:215

Accept: application/json

SEoll:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

{
"firmware": {
"href": "/api/system/v1/update/firmware",
"upgrades_pending": 0,
"upgrades_failed": 0,
"upgrades_in_progress": 0
}
}

AMAR HOO|E YEE

O] HH2 M A|AH HUC|O[E O[0|X|E Y= EBHL|LH,

curlS AtESH B H=E off:

+E 7t ZLICh #Ea4 Heof
HAOE SHst= EHYLICE
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¥gasjol=
$ curl --user root:root-password -k --data-binary @nas@2013.08.24,1-0.pkg.gz \
--header "Content-Type: application/octet-stream" \
https://zfs-storage.example.com/api/system/vi/updates
O|O|X|7t H2EE1 &= SHAIE O|= 0|0|X| YCI0|EC| S5 HET HretELICH M3 Al
HTTP Ei7} 201(Created)2 AE =11 2|X] SIC{0l M AH O|O| X9 &CHE 9/X|7} gHetEL
Ct.
Z1tofl:
HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json
Location: /api/system/vl1/updates/nas@2013.08.24,1-0
{
"update": {
"release_date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"install_date": "Sun Aug 25 2013 11:30:14 GMT+00GO (UTC)"
"href": "/api/system/vl1/updates/nas@2013.08.24,1-0",
"status": "current",
"version": "2013.08.24,1-0",
"update_deferred", "on_request"
}
}
i o] =
0| HH2 YCIO|E O|O|X|E 2E351 0{Z20|HAE X|FE UH|I0|E O|0|X| 2 MEESL
Ct. XI™ &l Ol0|X| &Elf= "previous"2t SUsHOF LIt JX| o™ HHFO| AMnfehL|ct.
28 o
PUT /api/system/v1/updates/nas@2013.08.25,1-0/upgrade
Host: zfs-storage.example.com:215
Authorization: Basic abcefgMWE=
Content-Length: ©
SHol:
HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
= HH
=

198

MU
=
ro

{S2t0[AAZ O] H0|E O|0|X|2 MEERLICE

PUT /api/system/v1/updates/nas@2013.08.24,1-0/rollback

9
0zt
2
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Host: zfs-storage.example.com:215
Authorization: Basic abcefgMwE=
Content-Length: ©

SEoll:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

YO E o] O] x| AF|

0| S2H0|A L0 M AHEE|X| Gt= YO E O|0|X[S MAHELICE

25 0:
DELETE /api/system/v1/updates/nas@2013.08.13,1-0 HTTP/1.1

Host: zfs-storage.example.com:215
Authorization: Basic abcefgMwE=

SEoll:

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

AAH HH 199
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RESTful APl AF2 X} AH|A

RESTful APl AtEXt MH|AE O{ZE2I0[AA0N =& 22| AFEX} B ALEXL 2t8 -2 #
dot= ol AHEE LIt
AKX} MH[A HE

CHE ALEXE MH|A BHEES ALY = JUSLICH

H 88 MEXL MH|A FE
k<] A2 Japiluseriv10f 27} g
GET /apiluseriv1Bt AL2 AHEXE MH|A BHS LigetL|Ct
GET Jusers D= ALEX| oiEt o HEE LIFELICE
GET lusers/user ST AR thet MREFEE T SLICE
DELETE | /users/user A A=A 22 AFEXIE FMIZELCH
POST | Jusers M 2Z ABXIE SHEZHLL 7|E ALBAE M AL

X2 SHStALL HES3 CI™MEZ| 0| 2a|Xt
£ FIrgct

PUT lusers/user AEX S8 HEE +FLICH
PUT lusers/user/preferences AR 2tE M™ s +FeL ot
GET lusers/userl/preferences AHEXt 2HE MEE JHMZLICh
POST | /users/userlexceptions M AFEXE #TE 20 0| 2| £ 2HSLICE
GET lusers/userlexceptions/auth E:EQ:EJ AHEXL At 20 o2 S8 HEE 7N s
GET Jusers/user/exceptions DE AKX Aot 2o 0|2 A E LIF LIt
PUT lusers/userlexceptions/auth KIHE ALK Mot 20 02| HHE +HELICH
DELETE | /users/user/exceptions/auth KHE et 20 M| E AF|EL|Ct
POST | /users/user/preferences/keys M A2 X} ssh 7|1E BHELICH

GET lusers/user/preferences/keys/key XIHE AH8Xt ssh 7| 88 HEE 7Y SLICH
GET lusers/userl/preferences/keys 2E AEXtssh 7| M| E LiFRiL|Ct
PUT lusers/userlpreferences/keys/key ﬂ’éi?_l AHEXtof| et X|HEl ssh 7| E F L
DELETE | /users/user/preferences/keys/key X™E 7| M| E ArwL|Ct.
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AEX} LIS

AMEXL LIE

FALE X0 = CHE3 ot 22 AL 7t et SE HEIF JASFL|CH
H 89 AEX S8 EE

SEHNE 2y My

logname string ALEX} O|E(TIE = HEY £ §13)

uid number At‘g-’-xf ID, CIME2| AFEXI0] CHH AFE 22 MEE[X]
(a=

fullname string HH| o]

initial password string k=l

require_annotation boolean k”*._:' ';ISA—-! %IR %EHJ

roles string O| AFEXte et

kiosk_mode boolean F|QA T AR}

kiosk_screen string 7|12A3 StH

™ o:

GET /api/user/vi1/users HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfs-storage.example.com:215
Accept: application/json

=l

~ 00

"user":
{

"href":

"logname": "admin3",

"type": "local",

"uid": 2000000000,

"fullname": "Administrator",

"initial password":

"require_annotation": false,

"roles": [
"basic"

1,

"kiosk_mode":

"kiosk_screen":

"exceptions": [

1,

"preferences": {
"href":
"locale": "C",
"login_screen"
"session_timeout": 15,
"advanced_analytics"
"keys": [

1

false,

202

"/api/user/v1/users/admin3",

"password",

"status/dashboard",

false,

"/api/user/v1l/users/admin3/preferences",

"status/dashboard",
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INE=ISIVERe)

AKX 714 7]

AHEXt0]| CHet MR HEE 7M1 AL8XAL 2t8 M- 9l Hot 20 0| E ZeeiL(ct 2t A
ot 20f 0f2] RE2 XN S5 FEE HolgL|C AEXt 2t 4™ S5 HEIF EAIELICH
90 AHEX} 2t 4

SEHNE /Y Ay

locale string PNE:ES

login_screen string x7| 2109l stH

session_timeout string MM AIZE £3HE)

advanced_analytics string 12 Analytics 4| A

N

PAFERE ol 28 o 2R 2 X|HE ssh 7|5 7HE 5 ASLIT.

Hol SSH7| 88 HE
SEXHE /Y oy
type string SSH 7| R8: RSA £= DSA
key string SSH 7| L&
comment string 0| SSH 7|2t HatEl M
28 o

GET /api/user/vi1/users/adminl HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfs-storage.example.com:215
Accept: application/json

SE ol

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 390

{
"user": {

"fullname": "Administrator",
"href": "/api/user/v1/users/admin3",
"initial password": "password",
"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"logname": "admin3",
"require_annotation": false,
"roles": ["basic"]
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AEX ST

AMEX 2SS

AR S AL XL R0 CHEE XMISH LHE 2 Oracle ZFS Storage Appliance EHE| MHA,
ZE|A 0S8.8.0 2| “ALEX} B! A O[S E EESHUAIL.

O] Y2 LIS 37tX| HAIS AFZEILIC

M AREXL 2HST| - M ALEAHE 2HELICE

. J|E MEX SH - 7|1E ASXOIM M ALEXIE SHELICE

w  ZE|X FIF - AE|ZEL0| = TR EE|0| M H2lE AHEXL7L O{ZEt0| A S 2aE|et 5= U
5 5{E8L.

0| 37tx| 22 ZF0|M 220l A= ISON Al S= YL eHl ALEXI0]| TSt posT 2
O M&ELICt

H92 M ALEAEHSY| S8 FHE
s=3s e gy
logname string M AHXEel 2121 0|5 (E2)
uid number MENX ALEXLID
fullname string M AP XIS MA| 0| (B4
type string "local", "data", "nologin"(7|22}: "local")
initial_password string x| MEXH ?:.*§("Iocal" 3! "data” D._I')
require_annotation boolean N& =4 He MEix Z2i0("local"Dth)
HO3 ALEAL BN S8 FE
£= e 2% oz
user string AA ALK O|E
uid number *t%xf ID, CIAMER| AFXto]| CHsH AtE2 2 MHE|X|
%S
clonename string M Sx 2321 0|5
fullname string M S/ ALEXE HH| o| E(CIMER| AFEXIS| B2 sliE
S| 942)
password string M =H| AL 2z (CIAER| EE= 291 ALEXIS|
AL 5Kl b2
Zoa B2lR £} SE Mw
EER 2% oz
type string ClAE2| AFEX}
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AEX ST

LR 28 oy
logname string ClAEZ| AA8Xt 2701 0|5
o 1 2 AKX} S|
22X
POST /api/user/vi1/users HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic abcdefghijklmnop
Content-type: application/json
{
"type": "local",
"logname": "admin3",
"initial_password": "password",
"fullname": "Administrator"
}
A1} of:
{
"user":
{
"href": "/api/user/vi1/users/admin3",
"logname": "admin3",
"type": "local",
"uid": 2000000002,
"fullname": "Administrator",
"initial password": "password",
"require_annotation": false,
"roles": [
"basic"
I
"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"exceptions": [
]I
"preferences": {
"href": "/api/user/vi1/users/admin3/preferences",
"locale": "C",
"login_screen": "status/dashboard",
"session_timeout": 15,
"advanced_analytics": false,
"keys": [
]
}
}
}
o 2 LI EE| ArEA 2S7|
23X o:
POST /api/user/v1/users
{
"type": "directory",
"logname": "admin3"
}
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AEX ST

Z1tofl:
{
"user":
{
"href": "/api/user/vl1l/users/admin3",
"logname": "admin3",
"type": "directory",
"uid": 26718,
"fullname": "Administrator",
"require_annotation": false,
"roles": [
"basic"
"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"exceptions": [
1,
"preferences": {
"href": "/api/user/vl1l/users/admin3/preferences",
"locale": "C",
"login_screen": "status/dashboard",
"session_timeout": 15,
"advanced_analytics": false,
"keys": [
1
}
}
}
o 3 ClolE M& ALZXL BHEY|
28 o
POST /api/user/vi1/users
{
"type": "data",
"logname": "admin3",
"initial_password": "password",
"fullname": "Administrator",
"uid": 5000000
}
21 o
{
"user":
{
"href": "/api/user/v1/users/data",
"logname": "admin3",
"type": "data",
"uid": 5000000,
"fullname": "Administrator",
"initial password": "password"
}
}
o 4 HIZ39Ql AtEXt BHE7|
28 o
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0

POST /api/user/v1/users

{
"type": "nologin",
"logname": "admin3",
"fullname": "Administrator",
"uid": 5000001
}
21} of:
{
"user":
{
"href": "/api/user/v1l/users/admin3",
"logname": "admin3",
"type": "nologin",
"uid": 5000001,
"fullname": "Administrator"
}
}
A X
T o
HHE AMEX S5 YEE HELICL AR
L= HAHE & JAFLICE "UID" A "Type'2 2=
23 o

PUT /api/user/v1/users/adminl HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfs-storage.example.com:215

Accept:

application/json

Content-Type: application/json

Content-

Length: 24

{"require_annotation": true}

21t o

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json

Content-Length: 236
{
"user": {
"href": "/api/user/v1/users/admin3",
"logname": "admin3",
"type": "local",
"uid": 2000000000,
"fullname": "Administrator",
"initial password": "password",
"require_annotation": true,
"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"roles": ["basic"]
}
}

RESTful APl ALE X} AH|A
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AFEXR; ALH|

ALE X AFH|

A AROIM AFEXHE APH| LT,

28 o
DELETE /api/user/vi1/users/adminl HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfs-storage.example.com:215
Accept: */*

21t of:

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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YT U ATYE Y

O] MH|AL YIB2LE B2Yots Ol ABELICL YABER2E 0fSB2t0| A0 YR

1 o{Z2Lo|AA0 A B2|ElE ATYELCH YTBR2E HatRH QIEHO|A EE B
5 QIE{H|o| A0 K SeiA YAOD UL W AW £ YALICH YITZLLE
Z TA2 AYEILL NHE A7 N 25 YA M2t YIB2LE S0 S
A Ol MXIZ TSt HHAIO 2 O|Z2J0|HAS SHAISH A QIO EXN XXl F=298 o

— o =o= AN y o L/ -
E0Ho| KXo AIBHE SAFHo = 2AHSH= S92 ZHo AH8E = USLICH
YT U ASUE MHIA T
02 B= H3EER MH|A BEE 2 EL{Ct
H 95 HIEER MH|A BH
k<] Z 2 lapilworkflow/v10]| =7} g
GET Japi/workflow/v12t AL HIAEZLRL MH|A HHS LtFeL Ct
POST Iworkflows M IEZ2LRE 0{Z20|HAZ J2ET
Lict
GET Iworkflows DE YIEERE LIFYLIT
GET Iworkflows/workflow XHE 22 EER S5 HEE LI Ct
PUT /workflows/workflow NYE A2EER S HEE et
PUT Iworkflows/workflow/execute XNYE H2E2LE HAPLCL
DELETE Iworkflows/workflow XHE 22 EELE MFELC
POST Iscripts AAZYEE J2C U MEHBHL|CE
GET Iscripts M FQ BE ATEEE LIEYL|C
GET Iscripts/script Al ol ASZIEf xfHABIL|CE
DELETE Iscripts/script A8 ZQl ATIZEES SX|BL|Ct

HIEZLE o{S2t0[A 20 Y= ETILCE



- o:

POST /api/workflow/v1/workflows HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfs-storage.example.com:215
Accept: application/json

Content-Type: application/javascript
Content-Length: 290

var workflow = {
name: 'Echo'
description: 'Echo bird repeats a song.',
parameters: {
song: {
label: 'Words of a song to sing',
type: 'String',

}I

execute: function (params) { return (params.song) }
}
23 of:

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 268

X-Zfssa-Version: user/generic@2013.09.14,1-0

Location: /api/workflow/vil/workflows/f4fe892f-cf46-4d6a-9026-cdOcOcce9971

"workflow": {
"href": "/api/workflow/vi/workflows/f4fe892f-cf46-4d6a-9026-cddcOcce9971",
"name": "Echo",
"description": "Echo bird repeats a song.",
"uuid": "f4fe892f-cf46-4d6a-9026-cdOcOcce9971"
"owner": "root",
"origin": "<local>",

"setid": false,
"alert": false,
"version": "",
"scheduled": false

SEELEINE

%%Efolﬁﬁoﬂ Jé‘lﬂEl_I E% %E%E%D-% Lf%"ﬂ'—lq. §2| DH7Ht|5-J|k- showhidden=true7|' Aé"g

25 0:
GET /api/workflow/vi/workflows HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfs-storage.example.com:215
Accept: application/json

S
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HAIEZR IR

HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json; charset=utf-8
Content-Length: 1908

{
"workflows": [{
"description": "Clear locks held on behalf of an NFS client",
"href": "/api/workflow/vl/workflows/10f25f2c-3a56-e733-d9c7-d4c6fd84e073",

i
{
"description": "Sets up environment for Oracle Solaris Cluster NFS",
"href": "/api/workflow/vl/workflows/2793f2dc-72de-eac4-c58b-cfbe527df92d",
i
{

"description": "Removes the artifacts from the appliance used by Oracle Solaris
Cluster NFS",
"href": "/api/workflow/vl/workflows/9e2d5eed-cc72-67b0-e913-bf5ffadid9el"”,

i
{
"description": "Sets up environment to be monitored by Oracle Enterprise Manager",
"href": "/api/workflow/vl/workflows/bb5delb8-b950-6da6-a650-f6fb19f1172c",
i
{
"description": "Removes the artifacts from the appliance used by Oracle Enterprise
Manager",
"href": "/api/workflow/vl/workflows/bd7214fc-6bba-c7ad-ed1f-942c0189e757",
H

HIASER 77|

EI'OEI '(I)’ E%E%)-O” EH@' %E EEE 7|-X=|%L| I:-|'. 5“ E'l Oﬂkl Accept7|' application/javascriptg
XNYE 32 HAZ=2Re dHIAT Hieten, O-HX| oM ISR S5 It ot
L|C}.

Accept7|' application/javascripti IPgE._l R@ 0:”

GET /api/workflow/vi1/workflows/cc574599-4763-4523-9e72-b74e€1246d448 HTTP/1.1
Authorization: Basic cm9vdDpsMWE=

Host: zfs-storage.example.com:215

Accept: application/javascript

SH

HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/javascript; charset=utf-8
Content-Length: 916

var workflow = {
name: 'Clear locks',
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description: 'Clear locks held on behalf of an NFS client',
origin: 'Oracle Corporation',
version: '1.0.0',
parameters: {
hostname: {
label: 'Client hostname',
type: 'String'
i
ipaddrs: {
label: 'Client IP address',
type: 'String'

i
validate: function (params) {
if (params.hostname == "'') {
return ({ hostname: 'Hostname cannot be empty.' });
}
if (params.ipaddrs == '') {
return ({ ipaddrs: 'IP address cannot be empty.' });
i
execute: function (params) {
try {

nas.clearLocks(params.hostname, params.ipaddrs);
} catch (err) {
return ('Failed to clear NFS locks: ' + err.message);

}

return ('Clear of locks held for ' + params.hostname +
' returned success.' );
}

}
Accept7|' application/jsonQE II%‘;E._l 9.351 O:“

GET /api/workflow/vi/workflows/cc574599-4763-4523-9e72-b74€1246d448 HTTP/1.1
Authorization: Basic cm9vdDpsMWE=

Host: zfs-storage.example.com:215

Accept: application/json

S

HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json; charset=utf-8
Content-Length: 649

{
"workflow": {
"href": "/api/workflow/vl/workflows/cc574599-4763-4523-9e72-b74e1246d448",
"name": "Clear locks",
"description": "Clear locks held on behalf of an NFS client",
"uuid": "cc574599-4763-4523-9e72-b74e1246d448",
"checksum": "695d029224f614258e626Te0@b3c449c1233deel119571f23b678F245f7748d13c",
"installdate": "Wed Apr 01 2015 17:59:44 GMT+0000 (UTC)",
"owner": "root",
"origin": "Oracle Corporation",
"setid": false,
"alert": false,
"version": "1.0.0",
"scheduled": false
}
}
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PUT /api/workflow/v1/workflows/6c2b6545-fa78-cc7b-8ccl-ff88bd628e7d HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 28

{"setid": false}
SE o

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 234

{
"workflow": {
"alert": false,
"description": "Echo bird repeats a song.",
"href": "/api/workflow/vl/workflows/448b78el1-f219-e8f4-abb5-e01le09elfac8",
"name": "Echo",
"origin": "<local>",
"owner": "root",
"scheduled": false,
"setid": true,
"uuid": "448b78el1-f219-e8f4-abb5-e0le@9elfac8",
"version": ""

in]
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PUT /api/workflow/v1/workflows/6c2b6545-fa78-cc7b-8ccl-ff88bd628e7d/run HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 28

{"song": "tweet tweet tweet"}



i}
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Ho

=

Z1t o

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 34

"result": "tweet tweet tweet\n"

[}

YIS A
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O{Z2I0|AL0M HIEZR AT EES AH|ELILY.

- o:

DELETE /api/workflow/vl/workflows/f4fe892f-cf46-4d6a-9026-cdOcOcce9971 HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfs-storage.example.com:215

Accept: */*

At o

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

ZE NERHE 0JZ20[AAR YREE BE ASZUES SolshD Ofof AL 2 UL
Ch HIE ALSXHS RHAIO| ASZEDH 2rolshT 0]of AMAT 4 QUALIC

ATZE ZMof| st XtMSt LH2 2 Oracle ZFS Storage Appliance 22| MEA, &2|A
0S8.8.0 2| “CLI A3 ZE Y9 A" g HXoIHAIL.

$ curl -kv --user root:pw --data-binary @listShares.aksh \
https://hostname:215/api/workflow/v1/scripts

POST /api/workflow/v1/scripts HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic dDpscm9vMWE=
User-Agent: curl/7.45.0

Accept: */*

Content-Length: 12
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Content-Type: application/x-www-form-urlencoded

21t of:

HTTP/1.1 201 Created

Date: Mon, 27 Mar 2017 22:16:38 GMT
X-Zfssa-Workflow-Api: 1.1

X-Zfssa-Version: user/generic@2017.02.27,1-0
X-Zfssa-Api-Version: 1.0

Content-Type: plain/text; charset=utf-8
Transfer-Encoding: chunked

default
sharel
share2
fsi
luni
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$ curl -kv --user root:pw https://hostname:215/api/workflow/vi/scripts

GET /api/workflow/v1l/scripts HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic cm9vdDpsMWE=
User-Agent: curl/7.45.0

Accept: */*

Z1t o

HTTP/1.1 200 OK

Date: Mon, 27 Mar 2017 22:41:06 GMT
Content-Length: 96

X-Zfssa-Workflow-Api: 1.1
X-Zfssa-Api-Version: 1.0

Content-Type: application/json; charset=utf-8

{
"scripts": [

{
"time": 4,
"href": "/api/workflow/v1l/scripts/1",
"user": "root",
"script": "1"

i

{
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"href": "/api/workflow/v1l/scripts/9",

"time": 39,
"user": "root",
"script": "9"
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- o:

$ curl -kv -H "Accept: text/plain" --user root:pw \
https://hostname:215/api/workflow/v1/scripts/9

GET /api/workflow/v1l/scripts/9 HTTP/1.1

Host: zfs-storage.example.com:215
Authorization: Basic cm9vdDpsMWE=
User-Agent: curl/7.45.0

Accept: text/plain

1t ofl:
{
"test2": {,
"str": "this is a string",
"bool": "True",
"posint": 994,
"int": 1123,
"address": "",
"host": "192.0.2.0",
"hostname": "example.com",
"color": "red",
"languages": "latin",
"size": "red",

"onoff": "off",
"number": 0,

"stringlist": "this is another string",
"emptystringlist": "this is another string",
"yetanotherstr": "You can't change me",
"emptystr": "Any string",

"password": "password",

"longpassword": "longpassword",

"permissions": "@22",

"nonnegativeint": 42,

"port": 21,

"time": "Thu Jan 01 1970 15:22:30 GMT+0000 (UTC)",
"date": "Sun Jun 17 2007 00:00:00 GMT+0000 (UTC)",
"datetime": "Sun Jun 17 2007 15:22:00 GMT+0000 (UTC)",

"hostport": "jpaddr-1",

"dn": "uid=root, ou=people,

Oracle ZFS Storage Appliance RESTful APl A3 A,

dc=fishpong, dc=com",
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"commalist": "foo,bar"

}

"utask": []
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- o:

$ curl -kv -X DELETE --user root:lla \
https://hostname:215/api/workflow/v1/scripts/9

DELETE /api/workflow/v1/scripts/9 HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic cm9vdDpsMWE=
User-Agent: curl/7.45.0

Accept: */*

23t of:

HTTP/1.1 204 No Content

Date: Mon, 27 Mar 2017 22:59:12 GMT
Content-Length: ©

X-Zfssa-Workflow-Api: 1.1

X-Zfssa-Version: build/generic@2017.02.27,1-0
X-Zfssa-Api-Version: 1.0

Content-Type: application/json; charset=utf-8
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$ curl --user ${USER}:${PASSWORD} -k -i https://hostname:215/api/nas/v1/pools/p1l

HTTP/1.1 200 OK

Date: Tue, 23 Jul 2018 12:57:02 GMT
Server: WSGIServer/0.1 Python/2.6.4
Content-Length: 284

Content-Type: application/json
X-Zfs-Sa-Nas-Api: 1.0

"pool": {
"profile": "mirror",
"name": "pi",
"usage": {
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"available": 895468984832.0,
"total": 895500681216.0,
"dedupratio": 100,

"used": 31696384.0

H

"peer": "0OOOOOOOO-0000-0000-0000-000000000000",
"state": "online",

"owner": "adminl",

"asn": "314d252e-c42b-e844-dabl-a3bca680b563"

M 2laa gHS7|
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$ curl --user ${USER}:${PASSWORD} -s -k -i -X POST -d @- \
-H "Content-Type: application/json" \
https://zfs-storage.example.com:215/api/user/vi/users <<JSON

> {"logname": "rest_user",

> "fullname": "REST User",

> "ipitial password": "password"}
> JSON

HTTP/1.1 201 Created

Date: Tue, 23 Jul 2018 13:07:37 GMT
Server: WSGIServer/0.1 Python/2.6.4
X-Zfs-Sa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 357

"user": {
"logname": "rest_user",
"fullname": "REST User",
"initial password": "password",

"require_annotation": false,
"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"roles": ["basic"],

"exceptions": {3},

"preferences": {

"href": "/api/user/v1l/users/adminl/preferences",
"locale": "C"

: ’
"login_screen": "status/dashboard",

"session_timeout": 15,
"advanced_analytics": false,
"keys": {3}

7|1& glat +F

O| ool M= AFEALS| Ml AlZH Z1HE +FH L)

$ curl --user admini:password -3 -s -k -i -X PUT \
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-H "Content-Type: application/json" -d @- \
https://zfs-storage.example.com:215/api/appliance/v1/users/adminl/preferences <<JSON
> {"session_timeout":60}
> JSON

HTTP/1.1 202 Accepted

Date: Wed, 24 Jul 2018 05:43:17 GMT
X-Zfs-Sa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: ©

{
"preferences": {
"href": "appliance/vi1/users/adminl/preferences",
"locale": "C",
"login_screen": "status/dashboard",
"session_timeout": 60,
"advanced_analytics": false,

"keys": {}

7|1Z BlaA AN

O] HH2 A|AH”IIM AFEXIE HMAZLICE

$ curl --user ${USER}:${PASSWORD} -s -k -i -X DELETE \
https://zfs-storage.example.com:215/api/appliance/v1/users/adminl

HTTP/1.1 204 No Content

Date: Tue, 23 Jul 2018 13:21:11 GMT

Server: WSGIServer/0.1 Python/2.6.4

X-Zfs-Sa-Appliance-Api: 1.0

Content-Length: ©

Python RESTful 220|¢E

Python RESTful APl 220|HE = RESTful A{H|A Q| HIAE JHYS X|I5H= REST HIA
E zto|=2{2|2t &H HSE LIt

RESTful 22t0|HE Z=Z 2 of:

>>> import urllib2
>>> import json

>>> request = urllib2.Request("https://zfsssa.example:215/api/access/v1", "")
>>> request.add_header("X-Auth-User", "rest_user")

>>> request.add_header ("X-Auth-Key", "password")

>>> response = urllib2.urlopen(request)

>>> response.getcode()

201

>>> info = response.info()
>>>
opener = urllib2.build_opener(urllib2.HTTPHandler)
>>> opener.addheaders = [("X-Auth-Session", info.getheader("X-Auth-Session")),
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('Content-Type', 'application/json'), ('Accept', 'application/json')]
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GET o

>>> request = urllib2.Request("https://zfs-storage.example.com:215/api/network/v1/routes")
>>> response = opener.open(request)

>>> response.getcode()

200

>>> pody = json.loads(response.read())

>>> print json.dumps(body, sort_keys=True, indent=4)

{
"routes": [
"destination": "jpaddr-0",
"family": "IPv4",
"gateway": "jpaddr-1",
"href":
"/api/network/v1/routes/ixgbe0, jpaddr-0, ipaddr-1",
"interface": "ixgbe0",
"mask": O,
"type": "static"
}
]
}
=
g2|AaA QHET|

M 2|AAE TEE Python ZE Of:

>>> action = {'category': 'network'}

>>> post_data = json.dumps(action)

>>> request = urllib2.Request("https://zfs-storage.example.com:215/api/alert/v1/actions",
post_data)

>>> request.add_header('Content-Type', 'application/json')

>>> response = opener.open(request)

>>> response.getcode()

201

>>> response.info().getheader('Location')
'/api/alert/vl/actions/actions-001'

>>> body = json.loads(response.read())

>>> print json.dumps(body, sort_keys=True, indent=4)

{
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"actions": {
"category": "network",
"datalink_failed": true,

"datalink_ok": true,
"href":
"/api/alert/vl/actions/actions-001",

"ip_address_conflict": true,
"ip_address_conflict_resolved": true,
"ip_interface_degraded": true,
"ip_interface_failed":

true,

"ip_interface_ok": true,

"network_port_down": true,
"network_port_up":

true
}
}
2|AA -

7| & 2|AAE $FSh= Python ZE 0f:

>>> put_data = '{"ip_address_conflict_resolved": false}'
>>>
request = urllib2.Request("https://zfs-storage.example.com:215/api/alert/v1l/
actions/actions-001", put_data)
>>> request.add_header('Content-Type', 'application/json')
>>> request.get_method = lambda: 'PUT'

>>> response = opener.open(request)

>>> response.getcode()

202

>>> body = json.loads(response.read())

>>> print json.dumps(body, sort_keys=True, indent=4)

{

"actions": {
"category": "network",
"datalink_failed": true,

"datalink_ok": true,
"href":
"/api/alert/vl/actions/actions-001",

"ip_address_conflict": true,
"ip_address_conflict_resolved": false,
"ip_interface_degraded": true,
"ip_interface_failed":

true,

"ip_interface_ok": true,
"network_port_down": true,

"network_port_up":
true
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>>> request = urllib2.Request("https://zfs-storage.example.com:215/api/alert/vi/actions/
actions-001")

>>> request.get_method = lambda: 'DELETE'

>>> response = opener.open(request)

>>> response.getcode()

204
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