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1.2

1.2.1

1.2.2

1. Configuring SSL on Websphere

Introduction

This chapter guides you through the process of configuring SSL on IBM Websphere application
server.

Certificates

Creating SSL Connection between Application Server and Client

To establish SSL connection between Websphere and client work stations, follow the steps given
below:

e Create SSL certificate (this certificate is required during real time production)
e Self signed certificate (SSL) will be used for testing purpose

Creating Self Signed Certificate

To create a self signed certificate, you may use various tools including IBM (Keyman). For
illustration purpose, this guide explains the method of generating SSL using a tool available in
JAVA. The keytool is available in the folder ‘JAVA _HOME\jdk\bin’.

Go to the folder ‘bin’ of JRE from command prompt and type the following command.

keytool -genkeypair -alias alias -keyalg keyalg -keysize keysize -
sigalg sigalg -validity valDays -keystore keystore

The texts highlighted in blue are placeholders. You need to replace them with the suitable
values while running the command.

In the above command,

e aliasis used to identify the public and private key pair created. This alias is required for
configuring the SSL attributes for the managed servers in Oracle WebLogic application
server.

e keyalgis the key algorithm to generate the public and private key pair. The RSA key
algorithm is recommended.

e keysizeis the size of the public and private key pair generated. A key size of 1024 or
more is recommended. Consult your CA on the key size support for different types of
certificates.

e sigalgis the algorithm used to generate the signature. This algorithm must be
compatible with the key algorithm. This has to be one of the values specified in the Java
Cryptography API Specification and Reference.

e valdays is the number of days for which the certificate is considered to be valid. Consult
your CA on this period.

ORACLE 13



e keystore s to specify the location of the JKS file. If JKS file is not present in the path
provided, this will create it.

The command will prompt for the following attributes of the certificate and keystore:

e Keystore password: Specify a password that will be used to access the keystore. This
password needs to be specified later, when configuring the identity store in Oracle
WebLogic Server.

e Key password: Specify a password that will be used to access the private key stored in
the keystore. This password needs to be specified later, when configuring the SSL
attributes of the managed server(s) in Oracle WebLogic Server.

e First and last name (CN): Specify the domain name of the machine used to access
Oracle FLEXCUBE UBS. For instance, www.example.com.

e Name of your organizational unit: Specify the name of the department or unit making
the request. For example, BPD. Use this field to identify the SSL Certificate you are
creating. For example, by department or by physical server.

e Name of your organization: Specify the name of the organization making the certificate
request. For example, Oracle Financial Services Software. It is recommended to use the
formal name of the company or organization. This name must match the name in the
official records.

e« Name of your City or Locality: Specify the name of the city in which your organization is
physically located. For example Mumbai.

e Name of your State or Province: Specify the state/province in which your organization
is physically located. For example Maharashtra.

e Two-letter country code for this unit: Specify the country in which your organization is
physically located. For example, US, UK, IN etc.

Example
Listed below is the result of a sample execution of the command:

C:\Program Files\IBM\Websphere\AppServer\bin>keytool -
genkeypair -alias cvrhp0729 -keyalg RSA -keysize 1024 -sigalg
SHA1lwithRSA -validity 365 -keystore
D:\keystores\FCUBSKeyStore. jks

Enter keystore password:<Enter a password to protect the
keystore>

Re-enter new password:<Confirm the password keyed above>
What is your first and last name?
[Unknown] : cvrhp0729.i-flex.com
What is the name of your organizational unit?
[Unknown] : BPD
What is the name of your organization?
[Unknown] : Oracle Financial Services
What is the name of your City or Locality?
[Unknown] : Mumbai

What is the name of your State or Province?
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[Unknown] : Maharashtra
What i1is the two-letter country code for this unit?
[Unknown] : IN

Is CN=cvrhp0729.i-flex.com, OU=BPD, O=0Oracle Financial
Services, L=Mumbai, ST=Maharashtra, C=IN correct?

[no]: yes
Enter key password for <cvrhp0729>

(RETURN if same as keystore password) :<Enter a
password to protect the key>

Re-enter new password:<Confirm the password keyed above>

The self signed certificate needs to be added to the web server.
1.2.3 Path Details

You need to copy or move the keystore file <name of the file>.jks to the application server
location given below:

/oraclel/WAS61/Appserver_ND/profiles/AppSrv01/config/cells/ips014dorCell01/nodes/ipsOl4dor
Node02

ips014dorCell01 --> <ipsO1l4dor> name of the machine and < Cell01>

ips014dorNode02 --> < ips014dorNode > name of the machine and <Node02>

1.3 Adding Key Store to Application Server

To add keystore to the Websphere application server, follow the instructions given below.

1. Log in to the WAP console as the user ‘admin’.
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WebSphere Integrated Solution... *

| € | @ https:/ofss220137.in.oracle.com:9043/ibm/console/logon.jsp vel | Q search

L) software

WebSphere Integrated
Solutions Console
User ID:

Password:

Licensed Materials - Property of IBM (c) Copyright IBM Corp. 1997, 2011 All
Rights Reserved. IBM, the IBM logo, ibm.com and WebSphere are trademarks or
din

=== registered trademarks of International hines Corp.,
S==5TE, many jurisdictions vorldvide. Other product and service names might be

trademarks of IBM or other companies. A current list of IBM trademarks is
available on the Web at Copyright and trademark information.

x Sync encountered an error while syncing: Failed to connect to the server. Sync will automatically retry this action.

2. Specify the user ID of the administrator and the password set while installing the software.
Click ‘Log In’.

The following screen is displayed:

!WebSphere Integrated Solu.

fC'||QSearth

[ € | @ https://ofs=220137.in.oracle.com:2043/ibm/console/secure/securelogon.do

WebSphere.

Cell=0fss220137 Node01Cell, Profile=AppSrv01 Close page .

‘ View: All tasks -

SSL certificate and key management ? E

B welcome
Field help

For field help information,
selact a field labal or list
marker when the help

S5L certificate and key management

(# Guided Activities

[# Servers

Bus security

[+ Enviranment

[# Monitoring and Tuning
(3 Troubleshaoting
[# Service integration

[# UDDI

enables you to centrally manage secure communications. In
addition, trust zones can be established in multipls node
environments by overriding the default, cell-level SSL

If you have migrated a secured environment to this version
using the migration utilities, the old Secure Sockets Layer (S5L)
configurations are restorad for the various endpoints. However,
it is necassary for you to re-configure S5L to take advantage of
the centralized management capability.

Configuration settings

Mansge endpoint security confiqurations,

Manzge certificate expirstion
Manage FIDS
=

Kevy managers

Trust managers

Bl st canfiguration. Certificats Authority
[ Users and Groups {CA) client

configurations

[ Applications ;i cursor is displayed.
SSL configurations Related Ttams play
[#] Services
The Secure Sockets Layer (55L) protocol provides secure X . Page help
P ¥ 5SL configurations
[# Resources communications between remote server processes ar Mare information about
5 endpoints. S5L security can be used for establishing ¥ Dynamic outbound this page
& Becurity communicstions inbound to and outbound from an endpaint. =ndnoint 55
B Glohal security To establish sacure communications, a certificate and an S5L configurations.
O Searmmydmrems configuration must be specified for the endpoint. B Key stores and
Key stores and
¥ Administrative Authorization Groups In pravious versions of this product, it was necessary to
55U certificate and key management manually configure each endpoint for Secure Sockets Layer
B Security auditing (SSL). In this version, you can define a single configuration for
[] the entire application-serving envirenmaent. This capability




On the left pane, expand ‘Security’ and click ‘SSL certificate and key management’. The screen
displays the details of SSL.

3. Under ‘Related items’ on the right side, click ‘Key stores and certificates’.

The following

screen is displayed:

WebSphere.

‘ View: All tasks

" welcome
[# Guided Activities
[# Servers
[+ Applications
[¥ Services
[+ Resources
(= Security

¥ Global security
Security domains
Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security
[# Environmant

4 System administration
[ Users and Groups

[+ Menitoring and Tuning
[# Troubleshooting

[¥ Service integration

[ UDDI

551 certificate and key

> Key stores and certificates

Defines keystore types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types.

Keystors usages

| S5L keystores

[

# Preferences

| new... || Delete | Change password... | Exchange signers...

SEIB\:t‘ Name %

| Description

| Management Scope o

Path &

You can administer the following resources:

HodeDefaultKeyStors

Default key store
far
ofs5220137Node01

(cell)iofss220137Node01Cell;
(node):ofss220137Node01

${CONFIG_ROOT}cells
/ofss220137Node01Cell
/nodes
/ofss220137Node0t
fkey.p12

HodeDefaultTrustStore

Default trust store

ofs5220137Nod=01

(cell)iofss220137Node01 Cell:
(node):ofss220137Node01

£{CONFIG_ROOT}/cells
/ofss220137Node01Cell
/nodes
/ofss220137Node0t
[trust.p12

Total 2

Close page

Field help
For field help information,
select a field Isbel or list
marker when the help
cursor is displayad.

Page help
More information about
this paga

Command Assistance
View administrative

scripting command for last

action

This screen is used for attaching the key store to the application server.

4. Click ‘New’ button to add a new key to store.

€ | @ https://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do

v [ Q Seore

WebSphere.

‘ View: All tasks

B welcome

[ Guidad Activities
[¥ Servers

# Applications

[+ Services

[# Resources

[ Security

= Global s=curity

Security domains
Administrative Autherization Groups
S5L certificate and key management
Security auditing

Bus security

[ Enviranment

(4 System administration
[# Users and Groups

[# Monitoring and Tuning
[ Troubleshooting

(¥ Service integration

[¥ UDDI

General Properties

A 3+ a4 G-

# - @B =

| Logout

The additional prc

will not be availak

# Name the general prope
[ this item are appl
saved.
Description
Additional Prope

Management scope

‘ (cell) iofss220137Node01Cell: (node) :0fss220137Node01

+ Path

# Password

# Confirm password

Type

PKCS12

JCEKS
[} cmsks
PKC512

Cryptographic Token Device (PKCS11)

[T enable cryptographic operstions on hardware device

l




5. Specify the following details:

Name

Specify the key store name.

Path

Specify the location of the key store generated.

This has to be a relative path.

Example

${CONFIG_ROOT}/cells/ips014dorCell01l/nodes/ips014dorNode02/jf3sslstore.jks

Password

Specify the password given in the ‘store pass’ parameter during key store generation.

6. Click ‘Apply’ and save the changes.

1.4

Creating SSL Configuration

To create SSL configuration, on the left pane, click ‘SSL certificate and key management'.

v

Y.
/ WebSphere Integrated Solu... +
P! g

(= [ o]

WebSphere.

€ | & hitps://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do c

| View: All tasks -

welcame
[+] Guided Activities
3] Servers
Applications
Services

Resources

(=] Security

Global security

Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

Enviranment
System administration
Users and Groups

(3] Manitaring 2nd Tuning
3] Troubleshasting
Service integration

uppI

< m | »

Q Search

SSL certificate and key management

SSL configurations

The Secure Sockets Layer (SSL) pratacol provides secure
communications betwean remote server processes or endpaints.
SSL sacurity can be used for astablishing communications
inbound to and cutbound from an andpoint. To establish secure
communicstions, a certificate and an SSL configuration must ba
specified for the endpoint.

In previous versions of this product, it was necessary to manuzlly
configure each endpaint for Secure Sackets Layer (S5LU). In this
versien, you can define a single configuration for the entire
application-serving environmant. This capability enables you to
centrally manage secure communications. In addition, trust zones
can be in multiple node by averriding
the default, cll-level SSL configuration.

If you have migrated 2 secured environment to this version using
the migration utilities, the old Secure Sockets Layer (SSL)

the various endpoints. However, it
gure SSL to take advantage of the
ility.

Configuration settings

Msnsge endpoint s=curity

Manaqe certificate expiration
Manzge FIPS

Dynamically update the run time when SSL configuration

wBe 3+ da O

< - @ =

Close paa=

Field help

For field help infarmation,
select a field label or list
marker vhen the help
cursor is displayed.

Related Items

Page help
5L configurations

More information about
Dynamic outbound this page
endpoint G5

confiqurations

Key s and =

Kev sets

Key set groups
Key managers
Trust managers

Certificate Authority
[CAl dient
configqurations

1. Under the section ‘Related items’, click ‘SSL configurations’'.
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WebSphere.

| View: All tazks

B welceme
[# Guided Activities
¥ Servers
(+] Applications
[+] Services
(#/ Resources
[=) Security

™ Global security
Security domains
Administrative Authorization Groups
SSL certificate and key management
Security auditing
Bus security

[
(5] Environment

(3] System administration
(3] Users and Groups

(¥ Menitering 2nd Tuning
(¥ Troubleshuting

[#] Service integration

[# UDDI

d key > 551

Defines = list of Secure Sockets Layer (SSL) configurations,

[# Preferences

Close page

Field help

For fisld help information,
select = field lsbel or list
marker vihen the help
cursor is displayed.

Page help
Mors information about

(node):ofss220137Node01

Total 1

this page

Select ‘Name @ Management Scope N

You can inister the folloving View admi i
lodeDefaultSSLSettings (c=I):ofss220137Node01Cells seripting eommand for last

action

€ | @ hitps://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do

v (@ sear

WebSphere.

| View: All tasks

¥ welcome
(¥ Guided Activities
[ Servers
(+) Applications
(+) Services
3] Resourcas
=) Security
¥ Global security
Security domains
Administrative Authorization Groups
SSL certificate and key management
Security auditing
Bus security

(%) Emvironment

[+] System administration
[+] Users and Graups

(#) Menitering and Tuning
¥ Troubleshooting

(+) Service integration

& UDDI

H
Cell=0fss220137 Node01Cell
SSL cartificata and key managament

S5L certi \d key > 581 ions > New...

Defines = list of Secure Sockets Layer (35L) configurations,

General Properties

trEa + A 4 S = - B

el |

Logout

Close page

The additional propertief

+ Name
Trust stare name
NodeDefaultkeyStore ((cell) :ofss220137Node01Cell: (node) :ofss220137Node01) El

TNedeoD) E’ Get certificate aliases

Keystore name
NodeDefaultkeyStore ({cell) iofs5220137Node01Cell:

reer cartificats alias

lient certificate alias

Management scope
[ fcell):ofs5220137Node01Cell: (node) iofss220137Nod=n1

3. Specify the followi

Name

vill nat be available untj
the general properties
this item are applied or
savad.

Additional Praperties

Related Items.

" Key stores and
certificates

ng details:

Specify the name of the SSL configuration.

Trusted Store Name

Select the added key store.

Key Store Name

Select the added key store.
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1.5

4. Click the button ‘Get Certificate aliases’. Further, click ‘Apply’ and save the changes.

Managing Endpoint Security Configurations

This section explains the process of managing endpoint security configurations.

WebSphere Integrated Solu... %

| | View: Al tasks

Welcome
[ Guided Activities
[ Servers
Apglications
Services
Resources
 Security

Global security
Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

[+ Emvironment
System administration
Users and Groups

[+] Manitoring 2nd Tuning
(+] Troublezhasting
Service integration

upDI

<[ m

SSL certificate and key management

SSL configurations

The Secure Sockets Layer (S5L) protocol provides securs
communications between remote server processes or andpoints.
SSL security can be used for establishing communications
inbound te and outbound from an endpaint. To establish sscure
communications, a certificate and an SSL configuration must be
specified for the endpoint.

In pravious versions of this product, it vas nacessary to manually
configure sach endpaint for Secure Sackets Layer (SSL. In this
versien, you can define a single configuration for the entire
application-serving environmant. This capability enables you to
centrally manage secure communications. In addition, trust zones
can be i in multiple node by overriding
the default, call-level SSL configuration.

1f you have migratad = secured environment to this varsion using
the migration utilities, the old Secure Sockets Layer (SSL)
configurations are restored for the various endpoints. However, it
is necessary for you to ra-configura SSL to take advantags of tha
cantralized management capability.

Configuration settings

Msnsge endpoint security

Manzqge certificate expiration
Manzge FIPS

Dynamically update the run time when SSL configuration

Related Items

S5L configurations

Dynamic outbound
endpoint 851
configurations

Key storss and
certificates

Key sets
Key set groups
Key managers

Trust managers

Certificate Authority
(CA) dient
configurations

Close page

Cr—

Field help

For field help infarmation,
select a field label or list
marker vhen the help
cursor is displayed.

Page help
More information about
this page

m

1. On the left pane, expand ‘Security’ and click ‘SSL certificate and key management’. Under

‘Configuration settings’, click ‘Manage endpoint security configurations’.

The following screen is displayed:

| | View: Al tasks

Welcame
[+] Guided Activities
8] Servars
Applications
Services
Resources
[ Security

Global security

Security domains

Administrative Authorization Groups
SSL certificats and key management
Security auditing

Bus security

(3] Environment
System administration
Users and Graups
Manitaring and Tuning
Troubleshaoting

+] Service integration

[# UDDI

SSL certificate and key >

Displays Secure Sockets Layer (S5L) configurations for selected scopes, such s = cell, node, server, or

Field help
For field help information,
select a field label or list

cluster. marker vhen the help
—‘ cursor is displayed.
Local Topology
Page help
M information about
B Inbound this page

Bl ofss220137Hode0icell

g
@1 ofz=220137Nade01 (NadeDefaylts: :

B Outbound
B ofss220137Node01Cell
B £ nedes
@ fs 0137Node0i otk 3

< [

2. Click the first link under ‘Inbound tree’
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WebSphere Integrated Solu... %

& | @ hiips://ofss220137.in.oracle.com9043/ibm/ console/secure/securelogon.do

- ¢ || Q search

WebSphere.

| View: Al tasks

" welcome

[+] Guided Activities
8] Servars

[+ Applications

[+ Services

¥ Resources

[ Security

B Global security

Security demains

Administrative Authorization Groups
SSL certificate and key management
Sacurity auditing

Bus security

(3] Environment
+) System administration
(+) Users and Groups

[+] Manitaring 2nd Tuning
[+] Troubleshasting

+] Service integration

[# UDDI

SSL certificate and

e A od S

Call=0fs2220137 Node01Call, Profile=AppSrv01

management

L certi d key >

Help

>

Displays Secure Sockets Layer (S5L) configurations for selected scopes, such s = cell, node, server, or cluster.

General Properties

Related Itams

Name

[ofes220137H0de01 |

Direction
[1nbound |

Specific S5L configuration for this endpoint

o ssL
configurstions

' Dynamic
outbound
endpoint 5L
configurstions

¥ Key stores and

N

| Update certificate alias list | Manage

tSSLS=ttings | ¥

Key sets

ste alias in key store

Key set groups

Trust managers
Certificate

Authority (CA]

client
confiqurations

=
L]
¥ Key mansgers
=
=

.

Field help

For field help
select a field
marker vhen
curser i displ

Page help
More informal
this page

Under SSL configurations, select the configured SSL from the drop-down list.

3. Click the button ‘Update certificate alias list’. Click ‘Apply’ and save the changes.
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1.6 SSL Settings at Application Server Level

Go to the servers available on the left and click the application servers link which will refresh the
window on the right side to display the details pertaining to application servers

WebSphere Integrated Solu... %

& | @ httpsy//ofss220137.in.oracle.com:2043/ibm/ console/secure/securelogon.do @ || Q Search

WebSphere. |

View: Al tasks

Application servars

welcome

- Field helj
Guided Activities Application servers .
For field help information,
Uss this paga to viaw a list of the application sarvars in your anvironmant and the status of sach of thasa celact = fiold label or list

o Servers
servers. You can also use this page to changs the status of = specific application server. marker when the help

BT Preferences cursor is displayed.
WebSghers zpplication servers
WebSphere MQ servers Page help
web servers Mors about
Name & ‘ Node & ‘ Host Name & |Versrun & this page
Applications
You can administer the folloving resources: Command Assistance
[# Services v d et
serverd ‘ ofss220137Node01 ‘ ofss220137.in.oracle.com | Base 8.5.5.0 Yiew saministrative
Resources seripting command for last
E Total 1 action
=) Security

Global security
Security domains
Administrative Authorization Groups
SSL certificate and key management
Security auditing
Bus security

[+ Environment

System administration

Us=rs and Groups

4] Manitoring and Tuning

[# Troubleshesting
Service integration

« . 3

1. Click the server to which SSL configuration has to be applied. The following screen is
displayed.

WebSphere Integrated Solu.. %

€ @ hitps//cfs2201 fibm/ fsecure/: @[ Q searcn B ¥ A 4 & = -0

WebSphers. g

Application servers > serverl

[t i .
Use this pags to canfigure an application server, An application servar is = server that provides services =
welcome required to run enterprise applications.
Field help
‘Guided Activitias Runtima || Configuration For fisld help informtiol
=) Servers select 2 field label or lisf

marker whan the help

3 Server Types cursor is displayad.

WebSphers application servers - | propert £|
WebSphera MQ sarvers enera Propertier Container Settings Page help
Web servers Name Mors information sbout

Ssssion this page
5 apicatons mansssment

SIP Container

—

Run in development mode Settings
Global security

Security domains

Adminiztrative Authorization Groups
S5L certifcate and key management
Security auditing

Web container

Parallel start
jweb container
ranzport chain:

Start componants as nasdad

tternal server classes Portlet Container

Bus sezurity Settings
Enviranment 38 Container
Server-specific Application Settings Settings

(3] System administration
Containar Sarvices

Users and Groups Classlozder policy

Menitoring and Tuning Business Process

Serices
(# Troubleshooting Class loading mode
[ e |
@ senice mearation
voor Installed applications.

Server messaging

Messsging enginss

Messsoing znoine
<[ m I kil 0 3

trans |~ | Highlight Al Match Case 2 of 2 matches %

2. Go to Configuration tab and click ‘Web container transport chains’ under ‘Container settings’.

The following screen is displayed.
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[ € ) @ httpsy//ofss220137 in.oracle.com:3043/ibm/console/secure/securelogon.do r & ][ Q search

WebSphere.

Cell=ofs5220137 Noded 1 Cell, Profile=AppSrv01 Close page

|Application servers -

¥ welcome

e s Aplication servers > serverd > Web container transport chains Field help
For field help information,
e Use this pags to view and manage = transport chain, Transpart chains represent network protocol stacks lact & fiola 1aboal o Tict

that are operating within a client or server, marker when the help

© Server Types & Prefarances curser is displayed.

¥ webSphere application servers

M websphere MQ servers Page help
B web servers More information about
this page
[l Applications
Seladl Name © Enabled Host & Port { SSL Enabled ‘Command Assistance
# Services T
=D = You can administer the follawing resources: scripting command for last
- HttpQueuelnboundDefault Enabled * 9080 Disabled
= Security
= Global
ooel s=runy HitpOusuelnboundDefaultSecure | Enabled . 9442 Enabled
¥ Security demains
= Administrative Authorization Groups
B SSL certificats and key mansgement WCInboundAdmin Enabled * s060 Disabled
= Security auditing
¥ Bus security WClInboundAdminSecure Ensbled = 9043 Enabled
|+l Envirenment.
WClInboundDefault Enabled * 9080 Disabled
[#| System administration
[l Users and Groups WClInboundDefaultsacurs Ensblad & 9443 Enabled
[# Menitoring and Tuning
[#) Troublesheoting. TEELE

L — v

trans ~ | Highlight Al Match Case 2 of 2 matches x
'ghlig|

3. Against their respective names, the secured connection is available under the column ‘SSL
Enabled’. Click ‘WClInboundDefaultSecure’.

The following screen is displayed:

WebSphere Integrated Sol

€ @ nps; 157 in.oredec &|[a searen |#v®m & & 4 ©

WebSphere. Help | Logout
‘ View: All tasks -
Cr—

" welcome
ion servers > servert > Web i hains > Field help

() Guided Activities For field help infarmatial
— Use this page to view and manage a transport chain. Transport chains rapresent netuork protocol stacks that select a field label or lis]

are operating within = client or server. markar when the help

[ Server Types is displayed.
cursor is displayed.
™ webSphere application servers Cenfiguratior

B WwebSphere MQ servers Page help
B Web servers More information about
[+ Applications General Properties
[+ Services * Name
(=) Security.

Enabled
B Global szcurity

= Security domains Transport Channels
B Administrative Authorization Groups B 1Cp inbound channel (TP 4
B SSL certificats and key management Tpinkound chanasl (TSP <) L
= Secunity auditing Host -
¥ Bus sscurity Port 5413
Thread pool WebContainar

(¢l Environment Maximum open connections 20000

(& System administration Inactivity timeout &0 seconds

% Users and Groups
550 inbound channel (S5L 2
(&} Monitoring and Tuning.

SSLconfiguration (Cantrally managad,
[# Troubleshoating 9 5 by ged)

© SIE T e  HTTE inbound channel (HTTE =
Eleos Use persistent keep alive connections Enabled

Maximum persistent requests per connaction 100

Read timeout 60 seconds.
write timaout &0 saconds.
Persistent timeout 30 seconds.

' HTTP qusue inbeund channel (HTTPQ 2]
" Web container inbound channel (WCC &)

< | [0 ] |l [0 >

4. Click ‘SSL Inbound channel (SSL 2).
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3 WebSphere Integrated Solu.. % | +

€ | @ https://of=s220137.in oracle.com9043/ibm/ console/secure/securelogon.do || Q search e ¥+ & A4 - =-H =

Cell=al 137 Pr ppSHOL Close page
‘ View: All tasks - -
Beslication servers ?-Whep |
Welcome
o Field help
Guided Activiti
u crivities = Messagas For field help informatiol
lect = field |abel or lis|
B8 Servers [} Transport Channel SSL_2 is shared between two or more transport chains. o er v ;‘:h:"p‘s
B ServerTypes Changes to S5L_2 vill affect multiple natwork protocol stacks. oo dromlayed,
WebSphere application servers
WebSphere MQ servers § i ] Page help
e Application servers > serverl > Web container transport chains > HttpQueueInboundDefaultSecure > SSL More information sbout
inbound channel (SSL_2) e a—
Applications Use this page to view and configure a channel for handling the encryption and decryption of date aver
bound connecti Command Assistance
e inbound connections.
View sdministrative
ey Configuration scripting for g
action
[= Security
Global security g
Security domains General Properties Additional Prop
Administrative Autherization Groups
SSL cenificate and key management + Transport channel name Custom properties
[ssL_2
Security auditing
GIC SZEnEy Discrimination weight
Enviranment B Related Items
Systam administration SSL Configuration SSL confiquration - csll lsvsl
u de
e @ Centrally managed
Monitering and Tuning
View centrally managed SSL tree
® Troubleshosting i
© specific to this endpoint
Service int=gratian peciic te this encpein
Select SS5L Configuration
uopt NodeDefaultssLssttings |~ | L
Foply | OK |[ Reset | [ Cancel
O i A il ] v

5. Select the configured SSL from the list of SSL configurations. Click ‘Apply’ and save the
changes.

1.7 Running Application with SSL

To run the application with SSL, use the following syntax:

https://<<ip address or host name>>:<<port number>>/<<context>>>

1.8 Certificate Exchange for Two Ways SSL

1.8.1 Extracting Certificate for Serverl

The process of extracting certificate for Server 1 is described below.
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WebSphere Integrated Solu...

"c||O\SEGr(h

K3 ) @ https://ofss220137.in.oracle.com:8043/ibm/console/secure/securelogen.do

WebSphere.

| View: All tasks

B welcome
|+ Guided Activities
=l Servers
=l Server Types
B webSphere application servers

B webSphere MQ servers
= Web servers

[# Applications
[# Services

[# Resources
= Security

B Global security

Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

[+ Environment

[+ System administration
[# Users and Groups

[# Meanitering and Tuning
[+ Troubleshooting

[ Service integration

[+ UDDI

S5L certificate and key management

Cell=ofs5220137 Node01Cell, Profile=AppSrvOi

Logout

B & & 4 @ = - @

Close page

OU=0fss220137Node01,
O=IBM, C=US

O=IBM, C=US

SSL certificate and key management > Key stores and certificates > NodeD > certificates
Manzges personal certificates.
B Preferences
| Delete | Receive from a certificate authority... || Replace.. | Extract.. || Import.. || Export... || Revoke.. || Renew
Select| ‘ Alias Issued To ‘ Issued By ‘Se'fa\ Number | Expiration
You can administer the folloving resources:
default CN=0fss220137.in.oracle.com, | C=ofss220137.in.oracle.com, | 3446736556526576 | Valid from
OU=0fss220137Node01Cell, | OU=Root Certificate, Jun 22,
OU=0fs5220137NodeD1, OU=ofss220127Node01Cell, 2015 to Jun
O=IBM, C=US OU=ofss220137Hoda01, 21, 2016.
O=IBM, C=US
CN=0fss220137.in.oracle.com, | CN=ofss220137.in.oracle.com, | 3446736182480725 | Valid from
OU=Raot Certificate, ©OU=Root Certificate, un 22,
OU=ofss220137Node01Cell, | OU=ofss220137Hode01Cell, 2015 to Jun
OU=0fss220137NodeD1, 18, 2030.

Total 2

1. On the left pane of the screen, expand ‘Security’. Go to ‘SSL certificate and key management

> Key stores and certificates > {YOUR KEYSTORE NAME} > Personal certificates.

2. Select the installed certificate and click ‘Extract’ button.

WebSphere Integrated Solu... %

| & | @ https://ofss220137 in.oracle.com:9043/ibm/cansole/secure/securelogan.do

& || search |

WebSphere..

| View: All tasks -

B welcome

[# Guided Activities

= Servers

[ Server Types

¥ webSphere zpplication servers
B webSphere MQ servers
= web servers

[ Applications

[#] Services

[+ Resources

=) Security

® Global security
Security domains

Administrative Authorization Groups
SSL certificats and key management
Security auditing

Bus security
[# Environment

[# System administration
[# Users and Groups

[+ Monitoring and Tuning
[# Troubleshooting

[# Service intagration

[+ UDDI

ORACLE

Cell=cfss220137 Node01Cell, Profile=AppSrvii

SSL certificate and key management

SSL certificate and key management > Key stores and certificates > NodeD.

8 3+ & 4 O

> Personal certificates

> Extract certificate

Extracts = certificate from the key store to be added to another key store.

General Properties

Certificate zlias to extract

[2efautt

# Certificate file name

[p:\Kkeystores\myKeysare.cer

Dats type

[y

@ |-

Close page

Field help
For field help inform
selact a fiald label o
marker when the he
cursor is displayad.

Page help
Maore information abj
this pages
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https://10.184.74.189:9047/ibm/console/navigatorCmd.do?forwardName=SecureCommunications.config.view&WSC=true
https://10.184.74.189:9047/ibm/console/com.ibm.ws.console.security.forwardCmd.do?forwardName=KeyStore.content.main&sfname=keyStores&mgmtScope=all&filterSetting=SSLKeys&resourceUri=security.xml&parentRefId=Security_1&contextId=cells%3AIPL189DORNode04Cell&perspective=tab.configuration
https://10.184.74.189:9047/ibm/console/keyStoreCollection.do?EditAction=true&refId=KeyStore_1304510035803&contextId=cells%3AIPL189DORNode04Cell&resourceUri=security.xml&perspective=tab.configuration
https://10.184.74.189:9047/ibm/console/com.ibm.ws.console.security.forwardCmd.do?forwardName=PersonalCerts.content.main&sfname=personalCerts&resourceUri=security.xml&parentRefId=KeyStore_1304510035803&contextId=cells%3AIPL189DORNode04Cell&perspective=tab.configuration

3. Specify the location to save the certificate. This will be used to add in the other server.
Ensure that the file has been created in the location.

Eg: \<localfolder>\<serverl.cer>

4. Similarly extract the certificate for the second server.
Eg: \<localfolder>\<server2.cer>

1.8.2 Extracting Certificate for Server?2

You can follow the steps for server 1 described under ‘Extracting Certificate for Server1’ to extract
the certificate for Server2.

1.8.3 Importing Certificate into Keystore for Serverl

N Note: The trust certificates also needs to be added in the cacerts of the Java Runtime
Environment

Go to the other server. Expand ‘Security > SSL certificate and key management > Key stores and
certificates > Server7Keystore (which is created now).

3 — — —_— ——— - —
J WebSphere Integrated Solu... % | +

€ | @ https://ofss220137 in.oracle.com9043/ibm/console/secure/securelogon.do ¢ || Q search B ¥ & A4 G- » -0 =

Close page A
| View: All tasks -

welcome

Guided Activities 551 certificate and key management > Key stores and certificates > NodeD
D Barvers Defines keystore types, induding cryptography, RACF(R), CMS, Java(TM), and all truststore types.

[ Server Types
WebSphere application servers

WebSphers MQ servers General Properties

Additional Properties
Web servers Mame

Applications [nodepetaultkeystara Sersonsl
Services Description cettificates
Resources [Default key store for ofsszz0137Nod=01 Barsonal =
certificate

[= Security = Management scope requests

Global security [icaln:afss220137N0de01Call: (node) 1afzs220137Node01 Custom

Security domains properties

Path

Administrative Autherizatien Groups

B ———— [scconFie_roOTcells/ofss220137Nede01Csll/ nodes/ofss2201 37 ode01 /key.p12

Security auditing 4 Password
Bus security

Environment Type

System administration ‘ PKCS12 |z|

Users and Graups
[l read only

Maonitoring and Tuning

Troubleshoating [ 1nitislize at startup

Service intagration Enable cryptographic operations on hardware device

ubDI = =
] . 3 £l | . 3

1. Click ‘Signer Certificates’.

The following screen is displayed:
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WebSphere Integrated Solu... %

K | @ hitps://ofss220137 in.oracle.com:9043/ibm/console/secure/securelegon.do

v € || Q search

WebSphere..

| View: All tasks

B welcome

[#] Guided Activities

= Servers

[ Server Types

¥ webSphere zpplication servers
¥ webSphere MQ servers
= web servers

[# Applications

[#] Services

[+ Resources

(=) Security

" Global security
Security domains

Administrative Autherizatien Groups
SSL certificats and key management
Security auditing

Bus security
[# Environment

[# System administration
[# Users and Groups

[# Monitoring and Tuning

[ Troubleshesting

[# Service intagration

[+ UDDI

Cell=ofs5220127 Node01Cell, Profile=AppSrv01

SSL certificate and key management

SSL certificate and ki

management > Key stores and certificates > NodeD:

> Signer

certificates

Manages signer certificates in key stores.

[# Preferences

__Add || Delete | EBdract || Retrieve from port |

Select| Alias

‘ Issued to

|Fingerprint (SHA Digest) I | Expiration

None

HE A4S - B E

Logout

Close page

Field help
For field help information,
salact a field label or list
marker when the halp
cursor is displayad.

Page help
More information about
this page

Command Assistance
View administrative
scripting command for last

Total 0

action

2. Click ‘Add’ button to add the certificate of the other server.

The following screen is displayed:

Web5Sphere Integrated Solu... %

‘-' @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do

"cllQSearrh

WebSphere..

| View: All tasks

B welcome

|+ Guided Activities

[= Servers

(= Server Types

¥ webSphere zpplication servers
¥ webSphere MQ servers
= web servers

[+ Applications

[# Services

[ Resources

1= Security

B Global security
Security domains
Administrative Authorizatian Groups

[ ]
[ ]
B 551 certificate and key management
B Security auditing
[ ]

Bus security
[+ Environment
[t/ System administration
[# Users and Groups
[# Monitoring and Tuning
[+ Troubleshaoting

[ Service integration

[¥ UDDI

L '

Add signer certificate
Adds a signer certificate to a key store.

General Properties

SSL certificate and key management > Key stores and

rtificates > NodeD.

> Signer certificates >

* Alias

[FLEM_Kaystare

* Fila name

[Dr\Keysoresimykeysora.car

Data type

Logout

Close paae

Field help
For field help information,
select a field label or list
marker when the help
cursor is displayed.

Page help
More information about
this page

3. The extracted certificate of the second server has to be imported to the key-store and trust-
store of first server. This has to be done using the same local path where the extract
certificate was generated for the first server.
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Eg: \<localfolder>\<serverl.cer>

1.8.4 Importing Certificate into Keystore for Server?2

You can follow the steps for server 1 described under ‘Importing Certificate into Keystore for
Server1’ to import the certificate into keystore for Server2.

1.8.5 Importing Certificate into Truststore for Serverl

Expand ‘SSL certificate and key management > Key stores and certificates and click
‘NodeDefaultTrustStore’.

WebSphere Integrated Solu... %

we ¥4 4 8- »- 0 =

(' @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do

WebSphere, [

| Logout

Cell=ofs5220137 Node01Cell, Profile=AppSrv01 Clos= page

| View: All tasks

SSL certificate and key management

Welcome
Field help
For field halp information,
select a field [abel or list
marker when the help
cursor is displayed.

SSL certificate and key management > Key stores and certificates

Guided Activities
S Sarvers Defines keystore types, including cryptography, RACF(R]), CMS, Java(TM), and all truststore types.

Server Ty
= ServerTypes Keystore usages

SSL keystores ﬂ

Preferences

WebSphere spplication servers
webSphere MQ servers Page help
Mors information about

this pags

web servers

o) B [taver, || Delats || Changs p - |[ een

5elect| Name 3

Command Assistance
View administrative

scripting command for last

sction

Services

Resources

|=/ Security | Description & ‘ Management Scope I Path

n

Glabal security ¥ou can administer the fallowing resources:

Szay dlrsine HodeDefaultKeyStore Default key store for | (cell):ofss220137Node01Cell: | ${CONFIG_ROOTY/calls

Troubleshasting
Service integration

upDI
« 0

4

Administrative Authorization Groups ofss220137Node01 | (node):ofss220137Nodedl | /ofss220137Hode01Cell
SSL certificate and key management e
Security auditing Jofss220137Node01
Bus security /key.p12
Environment
NodsDefsultTrustStore | Default trust store for | (call):ofss220137Noda01Cell: | ${CONFIG_ROOT}/calls
System administration ofss220137Node01 | (node):ofss220137Hode01 | /ofss220137Node01Csll
/nodes
5
Usersland Grouos Jofss220137Node01
Monitoring and Tuning Jtrust.p1z

Total 2

The following screen is displayed.
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WebSphere Integrated Solu... %

| € | @ hitps://ofss220137 in.oracle.com:9043/ibm/console/secure/securelegon.do

Tc||o\Senr(h

WebSphere..

| View: All tasks =

B welcome
[#] Guided Activities
= Servers
[ Server Types
¥ webSphere zpplication servers

¥ webSphere MQ servers

= web servers

[# Applications

Defines keystore types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types.

General Properties

Logout

Name

[todeDstaultkeystore

o]

[pefault key store for ofss220137Hode01

Managemant scope

|(:eH):ofsszzm:«a:fwcdeuLCEII:(ncde):ofsszzm:«a:fwcdem

[#] Services
[+ Resources Path
[= Security [s¢conFIG_ROOT}/cells/ofss220137Hode01Cell/nodes/ofs5220137Node01 /key.p12
uri =|
" Global security # Passverd
¥ Security domains | |
¥ Administrative Authorization Groups
Type
L= and key | p—— |Z|
B Security auditing
[ ]

Bus security
[# Environment

[# System administration
[# Users and Groups

[# Monitoring and Tuning
[# Troubleshooting

[# Service intagration

[+ UDDI =

Read only

Initialize at startup

] Enable cryptographic operations on hardware device

1. Click ‘Signer Certificates’.

he following

screen is displayed.

" parsonal
certificates

" Personal

certificate
requests
¥ Custom

properties

e ——————————

‘WebSphere Integrated Solu.,

\ (' @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogen.do

fC'HQSearrh

WebSphere.

| View: All tasks

¥ welcome

[+ Guided Activities

(=l Servers

[ Server Types

B webSphere application servers
B webSphere MQ servers
W web servers

[+ Applications

[+ Services

[# Resources

|=) Security

Global security

Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

[+ Enviranment

[+ Systzm administration
[l Users and Groups

[# Monitoring and Tuning
[ Troubleshooting

[# Service int=gration

[+ UDDI

LA ——| ,

Cell=ofs5220137 Node0 1 Cell, Profile=AppSrv01

55L certificate and key management

certificates
Manages signer certificates in key stores.

[# Preferences

SSL certificate and kev management > Key stores and certificates > NodeDefaultKevStore > Signer

| Add || Delete || Extract || Retrieve from port |

Closs page

Field help
For field help information,
select a field label or list
marker when the halp
cursor is displayed.

Page help
More information about
this page

Command Assistance

Select| Alias 3 | Issued to ‘ Fingerprint (SHA Digest) J; | Expiration %
pone seripting command for last
Total 0 action

2. Click ‘Add’ button to add the extracted certificate of the second server.
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The following screen is displayed.

WebSphere..
Cell=0fs5220137 Node0 1 Call, Profile=AppSrv01 Close page
S5L certificate and key managsment
welcome
& Guided Activities 551 certificate and key management > Key stores and certificates > NodeD > Signer certificates > Field help
Add signer certificate For field help information,
|- Servers select = field label or list
Adds a signer certificate to a key store. rmarksr when the help
= ServerTypes General Properties curser is displayed.
WebSphere application servers
webSphers MQ servers # Alias Page help
Web servars [ELem Mare information about
this psge
[# Applications # File name
[priKeysoresimyKeysore.cer
[#] Services
(¥ Resources Data type
Base&4-encoded ASCII data ﬂ
[= Security =
Glabal security
OK Reset Cancel
ey i
Administrative Autherizatien Groups
SSL certificate and key management
Security auditing
Bus security
[# Environment
[# Systzm administration
[¥ Users and Groups
[# Menitoring and Tuning
[# Troubleshoating
[# Service integration
RNt -
javascripticlearFilter('com.ibm.ws.console security SignerCertsCollectionForm') . b

3. Specify the ‘alias’ name to identify the other server.

Eg: For serverl, you can give the alias name ‘server2Alias’.

4. Further, specify the location of the extracted certificate.

1.8.6 Importing Certificate into Truststore for Server?2

You can follow the steps for server 1 described under ‘Importing Certificate into Truststore for
Server2’ to import the certificate into Truststore for Server2.
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1.9 Manaqging Endpoint Security Confiqurations

To manage the endpoint security configurations, follow the instructions given below.

WebSphere Integrated Solu... %

(- @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do - C | | Q Search

Wi

ahsuh‘e;e.

| — Call=ofs5220137 Nod=01ell, Profil Clos= pags .
View: All tas) -
SSL certificate and key management
Welcome
7 @ ) e TTS SSL certificate and key management Field help
For field help information,
[* Servers select a field label or list

marker when the help
Applicar
& Applications 551 configurations Related Ttems curser is displayed.

[# Services
The Sacure Sockets Layer (SSL) protocal provides secure oL confiourations Page help
& Resources communications betwaen remote sarver processes or endpoints. SSL =siconflourstions Mers informstion sbout
sacurity can be used for establishing communications inbound to 2nd Dynamie outbound theoeee
3 Security outbound from an endpoint. To establish secure communications, 2 =ndpoint 551
Global security certificate and an SSL configuration must be specified for the endpaint. confiqurations
Security demains In previous varsions of this product, it was nacessary to manually Kevw stores and
Administrative Authorization Groups configure aach endpoint for Secure Sockats Layer (SSL). In this certificates =
SSL cartificate and key management varsion, you can define a single configuration for the antire Key sets
Security auditing application-sarving environment. This capability 2nables you to
Bus security cantrally manage secure communications. In addition, trust zones can fey zet qroups
be established in multiple nods environments by overriding the Key managars
[# Environment default. cell-level SS5L configuration.
Trust managers
[# System administration If you have migrated a securad environment to this version using the

Certificate Authority
[Ca) client

configurations

migration utilities, the old Securs Sockets Layer (S5L) configurations

are restored for the various endpoints. However, it is necessary for you

8 [t et T to re-configure SSL to take advantage of the centralized managemant
capability.

[#] Users and Groups

[# Troubleshaoting
Configura!

n settings

[# Service intagration
Manage endpoint security

[+ UDDI

Manage certificate expiration

Manage FIPS

Dynamiczlly update the run time when SSL configuration changes
acour

1. Expand ‘Security > SSL certificate and key management’ and click ‘Manage endpoint security
configurations’.

€ a 3 137.in.oracle.com:2043/i onsole/secure/sec

WebSphere. | Logout

Cell=0fs5220137 Node0 1 Cell, Profile=A; Close page

L certificate and key management

Welcome
L certi d key > i i i Field help

[# Guided Activities For field help information,

s Displays Secure Sockets Layer (SSL) configurations for selected scopes, such as a cell, node, server, or cluster. salect = field label or list
—‘ marker when the help
I+ Applications Local Tepalogy cursor is displayed.
Services
= Page help
[ Resources H Inbound More information about
= Securiey Bl 2f22220137Node01Cell

Global security B £ no

Security domains

Administrative Authorizatien Groups B outbound

SSL certificate and key management B ofss220137N0de01Cell

Sacurity auditing B £ nedes

Bus security @ ofss220137Node01(l i 3}

¥ Envirenment

[# System administration
& Users and Groups

[# Menitering and Tuning
& Troubleshoating

[ Service int=gration

[ UDDI

2. Change the inbound node settings. Expand ‘Inbound’ and click link highlighted in blue color.

The following screen is displayed.
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WebSphere Integrated Solu...

| (' | @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.de

"CHO\SEWm

WebSphere.

| View: All tasks

B welcome

[+ Guidad Activities
[# Servars

[ Applications

[# Services

[+ Resources

(=) Security

= Global security
Security domains
Administrative Authorization Groups

Security auditing
Bus security
[# Environment
|+ Systzm administration
[# Users and Groups
[# Monitaring and Tuning
[# Troubleshoating

[¥ Service integration

[® UDDI

u
[ ]
¥ 5SL certificats and key management
u
u

Cell=ofs5220137 Node01Cell, Profile=AppSrv01

SSL certificate and key management

S5L certificate and key

> Mana

security confi

> ofss220127Nodedl

Displays Secure Sockets Layer (55L) configurations for selected scopes, such as a cell, node, server, or cluster.

General Properties

Related Items

Name

‘Df‘ssZZULS?NDdEUL

Direction

[tnbound

d

Specific S5L confi

55L configuration

ation for this

" ssL
configurations

“ Dvnamic
outbound
endpoint S5L
configurations

" Key stores and
certificates

Key sets

NodeDafoultssl sottings | = | Update certificate alias list | Manage certificates

te alias in key store

| Reset || Cancel |

Key set groups
Key managers
Trust managars

Certificate
Authority (CA
client
configurations

Close page

Field help
For fiald help inform
selact a field label

marker when the h
cursor is displayed.

Page help

More information aff|
this page

3. Select the ‘SSL Configuration’ created which you just created. Click ‘Update certificate alias

list * button.

4. Ensure that the proper certificate and SSL configuration are selected. Further, click ‘Apply’

and save the settings.

You can view the settings under ‘Inbound’.
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WebSphere Integrated Solu... %

A + J a https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v | ‘ Q, Search

WebSphere.

Cell=0fs5220137 Node01Cell, Profile=AppSrv01

Close page
| View: All tasks

SSL certificate and key management
B welcome

B AT S5 certificate and key > ge endpoint security configurations Field help
For field halp infarmation,

I Displays Secure Sockets Layer (SSL) configurations for selected scopes, such as a cell, node, server, or cluster. solect = field label or list
Lacal T | marker when the help

[® Applications ocal Topology cursor is displayed.

Se
— Page help
[ Resources S Inbound More information sbout
= Security [ ofs5220137Node01Cell this page

B Glgbal security B 2 nodes

B Security domains () ofss220137Node01(NodeDefault5S1 Settings|

¥ pdministrative Autharization Groups Bl Sutbound

B 55U certificate and key management & ofss220137Node0iCell

= Security auditing

 Bus security
[ Envirenment

[# Systzm administration
[# Users and Groups

[# Monitoring and Tuning
[ Troubleshooting

[ Service integration

[® UDDI

5. Repeat the above steps for ‘Outbound’ as well.

6. You need to repeat the above steps for server2 also.

1.10 Protection Quality

1. Expand ‘SSL certificate and key management > SSL configurations > {YOUR SERVER
CONFIG }.
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‘WebSphere Integrated Solu...

(- & https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do TCHQS‘earrh | ﬁ B ¥+ # P ] @v 2 |- . ‘ =

WebSphere. Help | Logout

Cell=ofs5220137Node0 1 Cell, Profile=AppSrv01

Close page
| View: All tasks

55L certificate and key management
¥ welcome

&) Guided Activities SSL certificate and key management > SSL confi ions > NodeD i
B Defines a list of Sacura Sockats Layer (S5L) configurations.
[+ Applications
[+ Services General Properties Additi Properties
[# Resources -
+ Nama
" Quality of
1= Secunty \ NodeDefaultSSLSettings protection (QoP)
Global security settings

Trust store name
Security domains

| |
n
R A W S [ WodeDefaultTrustStors ((cell)iofss220137Node01Celli(node ) iofs2220137Node01) [~ |
| |
| |
n

" Trust and key

managers
S5L certificate and k [ ]

) - = Keystore name Custom
Security auditing properties

| NodeDefaultkeyStore ((cell):ofss220137Node0iCell: (node):ofss220137 Noded1)
Bus security

Related Items

[+ Environment rver certificate alias

" Key stores and
certificstes

[+ Systzm administration

[¥) Users and Groups Default client certificate alias

[# Manitoring and Tuning

() Troubleshoating Management scope
[ Service integration ‘(:ell):0&522013?N0d201CeH:(noda]:ofssZZDlE?NodeDl
[¥ UDDI

Reset || Cancel |

2. On the right side, click ‘Quality of protection (QoP) settings’.
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WebSphere.

| WebSphere Integrated Solu... )‘\+

| View: All tasks

Welcome
Guided Activities
Servers
Applications
Services
Resources
(= Security

Global security

Security domains
Administrative Autherization Groups
SSL certificate and key management
Security auditing

Bus security
Environment
System administratien
Users and Groups
Monitoring and Tuning
Troubleshooting
Service integration

uDDI

(' @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do

5SL certificate and key management

551 certificate and key

C || Q Search

> 551 configurations > NodeDefault551 Settings > Quality of protection

(QoP) settings

Specifies the security level, ciphers, and mutual authentication settings.

General Properties

Client authentication

Protocol
551 TLS n
Provider

@ predefined JSSE provider
Select providar

) custom ISSE provider

Cipher suite settings

Cipher suite groups
n Update selected ciphers

Cipher suites

:

Apply Reset || Cancsl

Selacted ciphers

SSL_RSA_WITH_AES_128_CBC_SHAZS6
SSL_DHE_RSA_WITH_AES_128 CBC_SHA256
SSL_DHE_DSS_WITH_AES_128_CBC_SHA256
SSL_RSA_WITH_AES_128_CBC_SHA

SSL_DHE RSA_WITH_AES_128_CBC_SHA

&

Field help

For field help information,
select 3 field label or list
markar when the help
cursor is displayed.

Page help
More information about
this page

Command Assistance

View administrative

scripting command for last

action

mn

3. Under ‘Client authentication’ choose ‘Supported’ from the drop-down list.

Click ‘Apply’ and save the changes.

5. You need to repeat these steps for the second server. Once you have made the changes to
both the servers, restart the servers. It is recommended to restart the servers after making

the changes.

/ New Changes

1.11 Importing or Adding Server Certificates using Batch

Alternatively, you can import or add the server certificates using ikeyman.bat. This batch is
available at the following location:

<InstalledLocatio>\IBM\Websphere\AppServer\bin

For security reasons, change the password for ‘defaultTruststore’ (trust.p12). The default

password is ‘WebAS’.

SSL port information is available in the following screens.
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\ (' @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.de

_CHO\SEar(h

WebSphere,

| View: All tasks

B welcome
[+ Guidad Activities
|-l Servers

[ Server Typas
¥ WebSphere application servers
B webSphere MQ servers
= web servers

I+ Applications

[H Services

[+ Resources

[ Security

[+ Environment

[+ System administration
[+l Users and Groups

[# Monitoring and Tuning
[+ Troubleshooting

[+ Service integration

[¥ UDDI

71 Parallel sta

Start components as nesded

Access to internal server classes

Server-specific Application Settings

ar policy

Class loading mode

[ classes loaded uith parent class loader first

-]

E EJB Container
Settings

@ Container Services

& Business Process

Services
Applications
© Instslled applicaticns

Server messaging

¥ Messaging engines

¥ Messaging engine
inbound transports

' WebSphere MQ link
inbound transports

" SIB service
Server Infrastructure

@ Java and Process

Management
@ Administration

" Javs SDKs
Communications
&

B Messaging

" Communications

Enabled Applications
[CEA
Performance

" performance
Mo

Infrastructura (FMI)

1. Click ‘Ports’.

2. The details are displayed as follows.
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WebSphere. Help | Logout
-
| View: Al tasks c icati
" welcoms =
[# Guided Activities . o Details
5 Servers BOOTSTRAP_ADDRESS 2809
Bl Server Types SOAP_CONNECTOR_ADDRESS 8880
B webSphere application servers ORB LISTENER ADDR 3100
¥ WebSphere MQ servers = = Ess
B Web servers SAS_SSL_SERVERAUTH_LISTENER_ADDRESS | 9401
& Applications CSIV2_SSL_SERVERAUTH_LISTENER_ADDRESS | 9403
CSIV2_SSL_MUTUALAUTH_LISTENER_ADDRESS| 9402
[+ Services
o WC_adminhost 5060
5 Secerity WC_defaulthost s080
DCS_UNICAST_ADDRESS 8353
[# Environment = E
WC_adminhost_sacure 5043
[+ System administration = =
WC_defaulthost_sacure 2443
[# Users and Groups = =
SIP_DEFAULTHOST 5060
[# Monitering and Tuning =
SIP_DEFAULTHOST_SECURE 5061
# Troubleshoating
SIB_ENDPOINT_ADDRESS 7276
[+ Service integration
SIB_ENDPOINT_SECURE_ADDRESS 7286
[# UDDI
SIE_MQ_ENDPOINT_ADDRESS sss8
SIB_MQ_ENDPOINT_SECURE_ADDRESS 5578
1PC_CONNECTOR_ADDRESS 2633
(OVERLAY_UDP_LISTENER_ADDRESS 11003
OVERLAY_TCP_LISTENER_ADDRESS 11004
H Messaging
" Communications Enabled Applications (CEA)
Performance
m o Shmrimn Tefemmbr b (ERATY k=4
3

1.11.1 Default JAXRS provider settings

1. Navigate to Websphere home page.

2. Expand Servers > Server Types and click ‘Websphere application servers’.
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WebSphere Integrate Solu... X oo T |

€ 0a 1.3043/ibm/console ure e |[Q searcn B 3 &4 O =

WebSphere.
Gell=0fs522277 1 Nod=01Gell, Profile=App5rid 1 Close page
‘ View: All tasks. - ‘
Appiication servers E
= welcome
Application servers Field help

(+) Guided Activities
D Sarvars Use this page to view a list of the application servers in your snvirenment and the status of sach of these servers. You an alsc use this page to changs the status of =
spediiic application server.

For field halp information, select 2
field Iabel or list marker whan the
help cursor is displayed.

= Server Tvpes @ Praferances
B WebSphere spplication servers Page help
5 WebSphere MQ servers
H web servers

Mors information sbout this psgs

Command Assistance

Visw scripting
‘command for last action

Name & Hode Version ¢

[ Applications
“ou can administer the following resources:

® Services
ssrvert | ofss222771Mode0t | Bass 5.0.0.0
=
Total 1
= scheculers

¥ Object pool managers

¥ Java EE default resources
= ams

IMS providers

= Connection factorias
™ Queue connection factories
= Topic connection factories
=
=

# Activation specificarions
& 08C
# Resource Adapters
[ Concurrency
[ Cache instances
& wai
[ URL
# Resource Environment.
¥ Security
& Environment
% System séministraion
¥ Users and Groups
 Monitoring and Tuning
¥ Troubleshooting
e e

# UDDI

3. Click ‘server1’.

The following screen is displayed.
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| View: All tasks

welcome
Guided Activities
[ Servers
[5] Sarver Types
WebSphere application servers
WebSphere MQ servers
Web servers
Applications
Services
Resources
Security

Environmant

System administration

Users and Groups

Monitoring and Tuning

Troubleshooting

Service integration

uDDI

Cell=ofs52311634Nod=08Cell, Profile=ELCMOBCLAPR

|Application servers

Application servers > serverl

Use this page to configure an application server. An application server is a server that provides services required to run
entarprise applications.

Runtime | | Configuration

General Properties

Container Settings

Hame

Session management
= |

SIP Container Settings

Hode name Web Container Settings

|uF552311694NDdEDEI |

Bortlet Container Settings
Run in development mode EJB Container Settings
parallel start E Contsiner Servicas

Application profiling service

Start components as needed R
Transaction service

Access to internal server classes Dynamic cache service

Compensation service

- P N Default JAXRS provider settings
Server-specific Application Settings ey rovicer setinas
Internstionalization service

Classl

der poli
g Default Java Persistence APL

settings
Obiect pool service

|z| QORE service

Startup beans service

Clzss losding mods

[ Classes loaded vith parent class loader first

Business Process Services

Applications

Installed applicstions

Server messaging

Massaging engines
Messaging engine inbound transports

WebSphere MQ link inbound
transports

SIE service

Server Infrastructure

Java and Process Mansgemant

Close page

Help -

Field help

For field help information,
selact a field label or list
marker when the help
cursor is displayed.

Page help
More information about
this page

4. Expand ‘Container Services’ under Communications and select ‘default JAX-RS provider

settings’.

The following screen is displayed.
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javascript:showHideNavigation('containerservices.properties')

WebSphere.

| View: All tasks

Welcome
Guided Activities
[ Servers

[ Server Types
WebSphere zpplication servers
WebSphere MQ servers
Web servers

Applications

Services

System administration
Users and Groups

onitoring and Tuning

roubleshosting
Service integration

uDDI

5. Select JSX_RS Provider version latest available (ex:-2.0) from the drop-down list.

Cell=0fss2311694Node08Cell, Profile=ELCMOBCLAPP

Application servers

Application servers > serverl > Default JAXRS provider settings

Use this page to configure the default JAX-RS provider for this server.

Configuration

General Properties

Bl Provider

Close page

Field help

For fiald help information,
select 5 field label or list
marker when the help
cursor is displayed.

Page help
More information about
this page

Command Assistance
View administrative

scripting command for last

action

6. Click ‘Apply’ and ‘Save' the changes. It is recommended to restart the servers after making

the changes.
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2. Creating Resources on Websphere

2.1 Introduction

This document explains the steps to create resources on Websphere application server and
Queues in Websphere MQ server.

2.2 Creating Queues on Websphere MO Server

The process of creation of queues on Websphere is explained under the following headings.

2.2.1 Creating Queue Manager through Console

To create queue manager through console, follow the steps given below:
1. Start MQ server console.

4 IBM WebSphere MQ Explorer

EEX
Eile  Window Help

2. MQ Explorer - Mavigator 1% = &% 7 = O ) mQExplorer - Content 52
= &F MQ

WebSphere. MQ

(& M5 Administered Objects

Welcome to MQ Explorer
(= Service Definition Repositories

In MQ Explarer vou can administer local and remote queus managers and their
reso h a3 queuies, channels, and listeners.

Queue manager icons
The Fallowing icons are used in the Navigator view to indicate quaus manager status:

K Local queue manager; rurning and connected ko MQ Explorer
4! Local queue manager; running but discornected from 1MQ Explorer
&/ Local aueus manager; stopped and disconnected From MQ Explorer
Remote queue manager; connected to MQ Explorer

Remote queus manager; disconnected from MG Explarer

@/ Local queue manager; running as standby and disconnected from MQ Explorer

2. Onthe left pane, go to ‘IBM Websphere MQ > Queue Manager > New > Queue Manager’ as
shown below:
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€ IBM WebSphere MQ Explore
&

Fle Window Help
= I EIW MGy Explorer - Content: &3

i

MQ Explorer - Navigator &0
= 5 1BM WebSphere MQ
&

Queue Managers

‘ Fileer: Standard For Queus Managers

(= Quee Manage  SowlHide Queue Managers
o 5 Adminster, P04 Remote Queue Manager
Dead-letter queue | Description | Default bind type

(& Service Definti

Platform  Queue-sharing group name.

e manag...| Command level  Queue manager status

Scheme: Standard For Queue Managers

47103

[ Last update

Select & queUS manager to show its connection detals here:

The following screen is displayed:
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r‘@’ Create Queue Manager |:I®

Queue Manager

Enter basic walues

Dueue Mmanager name: | QM_DDHPOS20 |
[¥]3ake this the default queus manager:

Default bransmission queue:

Dead-letter queus:

Max handle limit: | 236 —

Trigger inkerval; | EEEEEEEEE s

Max uncommitted messages: | 10000 —

) < Back [ Mext = ” Einish H Cancel l

3. Specify the ‘Queue manager name’. Check the box ‘Make this the default queue manager’.

4. Click ‘Next’. The following screen is displayed:
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4P Create Queue Manager

Queue Manager

Enter data and log values

CUeUe manager name: | OM_DDHPOSZ20

%) Use circular logging
) Use linear logging

Log file size: (x4kB) | 4096

Log primarsy Files: | 3

Log secondary files: | Z

Data and Log paths

Data path: |

| BErowse, .,

Log path: |

| Browse, .,

< Back ][ Mexk = ”

Einish

5. Click ‘Next'.

The following screen is displayed:
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5
4P Create Queue Manager,

Queue Manager

Enter configuration options

QuUeUE Mmanager Name: | OM_DDHPOSZ0

Start queus manager after it has been created
Multi-instance Queue Managet:
[ ]Permit a standby instance

Select bype of queue manager startup

'@' Aukomnakic
{1 service (manual)

() Interactive {manual)

Configures the queue manager to start automatically when the machine starts up.

Create server-connection channel ko allow remote administration of the queue
managet over TCPJIP
[ ]create server-connection channel

|I Finish H Cancel

6. Click ‘Next'.

The following screen is displayed:
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5
4P Create Queue Manager,

Queue Manager

Enter liskener options

QuUeUE Mmanager Name: | OM_DDHPOSZ0

The gquewe manager needs a liskener to monitor For incoming network, connections,
fFor some nekbwork prokocols,

Create listener configured For TCP/IP

The listener needs ta lisken on a port number not used by any other quewe
manager, service or application on this computer

Listen on port number: | 1414

|I Firish H Cancel

7. Specify the ‘Listen on port number’ as ‘1414’ (default). Click ‘Next’

The following screen is displayed:
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5
4P Create Queue Manager,

Queue Manager

Enter explorer opkions

QuUeUE Mmanager Name: | OM_DDHPOSZ0

Autoreconneck

Autornatic Refresh

automatically refresh information shown For this queue manager

Interval {seconds): | 15 — | [ Apply Default

Einish ] [ Cancel

8. Click ‘Finish’.
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* Command; crtmagm -sa -q QM_DDHPOS20

ebSphere MO queue manager created.

Directory 'Ti\Program Files\ IBMWebSphere MOQgmarsQM_DOHPOSZ0" creat
The Queus Manager ended for reason 545234625 "

exitvalue = 263455553

Close

Close the message. The following screen is displayed:

€ IBM WebSphere MQ Explorer

Ele Window Help

251 MQ Explorer - Navigator I3 &5 ¥ = B[ B Mg Explorer - Content 5 g~ =0
a 1BM WebSphere M
6 Bl 2 Queue Managers
&1 qm_porrosz0 |Fi\ter‘ Standard for Queus Managers v

(= Queue Manager Clusters
(&> M5 Administered Objects
(= Service Definition Repositories

/ Queue manager name Command level | Quete manager status Platform | Queue-sharing group neme | Deadetter queus  Description | Defaul bind by,

&1 qM_pokposz0 01 Stopped Windows Shared

< | >

| Scheme: Standard for Queus Managers 7

| Last updated: 16:50:26

Select @ queue manager to show its connection detalls here:

9. Right click ‘Queue Manager’ and select ‘Start’.

The following screen is displayed:
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4 1BM WebSphere MQ Explorer
File Window Help

‘25 M Explorer - Navigator &7 gh ¥~ =0
O oudwtre Queue Manager QM_DDHPQ520

16y Explorer - Content 23

& Connection Quickview:
(= Queue Manager

(= 5 ecdmiistered Connection status Disconnected
Connection type Local
(& Servics Definition | Delete... Connection name
Tosts N Channel name
Channel defintion tale
Connection Detalls b Refresh interval
Progertiss Autoreconnect

Hide:

15
ves

[ Last updated: 16:50:53

Status Quickiiew:

Queue manager status
Command server skatus

Stapped
Stapped

10. Right click ‘Queue Manager QM_DDHP0520’ and select ‘Start’. The following screen is
displayed:

Start Queue Manager - "OQM_DDHPO520™

Choose Start Method:
@::tart as created
O Start as service
O Start interactive

Mulki-instance Queue Manager:
[ Permit a skandby instance

11. Click ‘OK’
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4 13M WebSphere MQ Explorer

Fis windaw Heip
7. MQ Explorer - Navigater | = g% 7 7 )| i mgExplorer - Cantere 11 @7 =08
= € I WebSphere M) =
= & Gueus Mansgers Ry R EE LR EAT
5 5 [ Connecton Quickiien:
= Queus Manager Chistees T e
= 35 Adristees e mractian status cnecte
T e ot Conrection type Local
@ Service Defintion Regosteries L
Charnel name
Charnel defiition table
Rafr 15

Autorecornedt Vs,

Last updated: 17:16:07

Satus Quicktem:
‘Queus manager status Funning
‘Command server status Running
Channel infiator status ped

Conrection count 4
Stanchy ek permitted

Lask updated; 17:16:07

Properties Quickiiew,
Quaus manager name QM_pDHROS20
Flfom wandms
‘Conmand le LN

i e
Disfauk transmission qusus
Startup Aukoestic

Loz updated: 17:16:07

2.2.2 Creating Queues

To create queues, follow the steps given below:

1. Start MQ server console.
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4 IBM WebSphere MQ Explorer

File window Help

5. 1MQ Explarer - Mavigatar % i o = g8 ¥ = O Bl moexplorer - Cortent 52 # gy ¥ =0
= € 1BM websphere MQ
5 oo Moraers Queue Manager QM_DDHP0520
) Hi

Connection Quickiiew:

[ Queue Manager Clusters
(= M5 Administered Obfects Conectin :;:“5
(& Service Definition Repositories it
Charnel name
Charnel defintion tatle
Refresh interval
Autoreconnect

Connected
Local

15
Yes

[ Last updated: 17:16:07

Status Quickiew:

Quewe manager status
Command server status
Channel initatar status
Connection count
standoy

Furning
Running
Stopped
¥

Mot permitted

[ Last updated: 17:16:07

Properties QuickYiew:

Quewe manager name QM_DDHPOSZ0
Description

Platform Windows
Command level 701

Default transmission queue
Startup Automatic

Last updated; 17:16:07

On the left pane, go to ‘IBM Websphere MQ > Queue Managers > QM_DDHP0520 > Queues
> New > Local Queue’ as shown below.

€ IBM WebSphere MQ Explore
File Window Help

25 MQ Explorer - Navigator &3 i)

= ¢ 1BM WebSphere MG
== Queue Managers
= 50 Qu_porposen
=

&% 7 7 O B Mo Esplorer - Content 3%

Queues

‘ Fiter: Standard For Queves

Queustype | Open input count | Open ouEpuE court

Current queus depth | Max queus depth | Pul
Status Aliss Queve.
Model Queve...

Remote Queus Definition. .

> Queue Manager| 1955 4
= M5 Acinistere Obiect Authorities
; T T
(= service Definiion Repositories

The following screen is displayed:
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er level in WAS.

4 New Local Queue

Create a Local Queue

Enter the details of the object you wish to create

Hame:
NOTIFY_QUELIE

Select an existing object from which to copy the attributes For the new object.

| S¥sTEM.DEFALLT LOCAL. QUELE | [gstect... |

when this wizard completes, another wizard can be started automatically to create a matching object.
[]5tart wizard to create a makching M35 Queue

@ cpsck [ mext» | [ Emsh | [ cancel |

3. Specify the queue name. Click ‘Next’. The following screen is displayed:

& New Local Queue

Change properties

Change the properties of the new Local Queue

General

General
Extended
Cluster
LIELE Name; MOTIFY_QUEUE
Triggering o | =2 |
Events Clueue bype: | Lacal |
Skorage
Skatistics Description: | MOTIFY_QUELE |
Put messages: |Allowed i |
Geft messages: |Allowed v |
Default priority: | 0 —

Default persistence:

Scope: |Quaue manager e |

Usage: |N0rmal v |

4. Specify the description. Select ‘Persistent’ as the ‘Default persistence’.
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2.3

231

4 IBM WebSphere MQ Explorer OEx

File  window Help
25 mQ Explorer - Navigator 2 G5 7 = O B maexplorer - Content: 57 # | gy Y =0

= & 1B websphere MQ
= (= Queus Managers
B QM_DDHPOS20_MEW
=50 om_poHRos20
= Queuss
= Topics
(= Subscriptions
(= advanced
(= Queue Manager Clusters
(> M5 Administered Objects
(= Service Definition Repositories

Queues

‘ Filter: Standard for Queues - ‘

< ) >

‘ Scheme: Standard For Queues - Distributed =

| Last updated: 18:38:00

5. You can find the new queue name in the list.

Creating Queue Manager and Queue using UNIX
Commands

You need to create, configure, post and view messages in IBM MQ queues. The method is
described under the following headings.

For this, first you need to open ‘Putty’ and connect it to the MQ server installed box.

Creating Queue Manager

Change the directory to ‘<Websphere_ MQ_HOME>’. Here, ‘Websphere_ MQ_HOME’ is the MQ
server software installation directory.

The command to create Queue Manager is given below:

crtmgm <queue_manager_name>

Example
crtmgm FC_QMGR

This command creates the queue manager ‘FC_QMGR’ in the MQ server.
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2.3.2

2.3.3

234

2.3.5

2.3.6

Starting Queue Manager

Once the queue manager is created, you need to start the queue manager using the following
command:
strmgm <queue_manager_name>

Example
strmgm FC_QMGR

This command starts the ‘FC_QMGR’ queue managetr.

Starting MO Service to Create Queues under FC OMGR

After stating the queue manager, run the MQSC service (for creating queues and other objects)
of queue manager. You can use the following command:
runmgsc <queue_manager_name>

Example
runmgsc FC_QMGR

This command starts the MQ service for ‘FC_QMGR’.

Creating Queues

After starting the MQSC issue, you need to create the required queues using the following
command:

DEFINE QLOCAL (<QUEUE_NAME>)

Example
DEFINE QLOCAL (EMSOUT_QUEUE)

This command creates all the necessary queues.

Creating Channel

After creating the queues, you need to create a channel for queue manager using the following
command:

DEFINE CHANNEL (<CHNL_NAME>) CHLTYPE(<CHANNEL_TYPE>)

Here, ‘CHNL_NAME'’ is the name of the channel and ‘CHANNEL_TYPE’ is the type of channel
such as server connection, sender, receiver, etc. You can create the server connection channel
using the following command:

DEFINE CHANNEL (FC_CNL) CHLTYPE (SVRCONN)

Here, SVRCONN stands for the ‘Server Connection’ channel type.

Ending MOSC

You can use the command ‘END’ to end the MQSC service.
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2.3.7

2.3.8

Creating Bindings

After creating the queues and the channel, you need to bind them using the JMSAdmin. To do
this, start Putty and connect it to the MQ server installed box.

Move to the directory ‘<Websphere_MQ_HOME>/java/bin’. Here, ‘Websphere_ MQ_HOME'’ is the
MQ server software installation path.

In this folder, you will find the file ‘JIMSAdmin.config’. You need to give the PROVIDER_URL to
which the .bindings files need to be created.

PROVIDER_URL=file: <Websphere_MQ_HOME>/JNDI

Example
PROVIDER_URL=file: /var/mgm/JNDI

Below environment variables need to be set before creating queue/connection factory
configurations.

PATH=$PATH:$HOME/bin

export MQ_JAVA INSTALL PATH=/opt/mgm/java

export MQ_JAVA DATA_PATH=/var/mgm

export MQ_JAVA_LIB_PATH=/opt/mgm/java/lib

L=$MQ_JAVA_INSTALL_PATH/lib
CLASSPATH=$CLASSPATH:$L/com.ibm.mq.jar:$L/com.ibm.mgjms.jar

export
CLASSPATH=$CLASSPATH:/opt/mgm/samp/jms/samples:/opt/mgm/samp/wmgjava/samp
export PATH

Launch IMSAdmin
STP . .
You should have read-write access on this folder.

Creating OCF

After creating the queues and channel, you need to create a queue connection factory in the MQ
server. Complete the above steps and make above changes to the ‘JIMSAdmin.config’ file. Move
to the directory ‘<Websphere_ MQ_HOME>/java/bin’ in Putty. Type ‘JIMSAdmin’ as shown in the
figure.
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£ 10.180.196.51 - PuTTY

This will take you to the ‘InitCtx>" section. Use the following command to create queue connection
factory:

define gcf (<qcf_name>) gmgr(<queue_mgr_name>) host (<ip-address>) port(1010)
tran(CLIENT)

Example
define qcf (fc_gcf) gmgr(FC_QMGR) host (10.10.10.10) port(1010) tran(CLIENT)

This creates the queue connection factory for the queue manager ‘FC_QMGR’ in 10.10.10.10 server.
Now, you need to create the bindings for each queue. Use the following command in ‘InitCtx>’.
DEFINE Q(EMSOUT_QUEUE) QUEUE(EMSOUT_QUEUE) QMGR(FC_QMGR)

Use the same command for other queues also.

You can use the following command to view the binding details:

InitCtx> display ctx

The binding details are displayed as shown in the figure below.
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@

110.180.196.51 - PuTTY

InitCtx

Once this is created, you need to check whether the .bindings file is available in the path given in
‘JIMSAdmin.config’ (PROVIDER_URL).

Now, you need to create JMS queues for DIRECT queues to post messages. DIRECT queues
require connection to Oracle FLEXCUBE application.

Example
Following are the DIRECT queues:
e NOTIFY_QUEUE
¢ EMSIN_QUEUE
e EMSOUT_QUEUE
e SFMS_INQUEUE
e SFMSOUT_QUEUE
e RTGS_INQUEUE
e INTERNAL_BIPREPORT_QUEUE
e INTERNAL_BIP_QUEUE_DLQ
e INTERNAL_BIPADVREPORT_QUEUE
e INTERNAL_BIP_ADVICE_QUEUE_DLQ
e INTERNAL_GI_UPLOAD_QUEUE
e INTERNAL_GI_UPLOAD_DLQ
e EMS _QUEUE_DLQ
¢ SNCKREQ_QUEUE
¢ SNCKRES_QUEUE
e SNCKASYNC_QUEUE
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You need to create JIMS queues for the above queues as shown in the figure:

#  QUBUE name Queus bype | Openinput count | Open output count | Current queue depth
(=}0EFFERED DEST_OQUELE sl o Jo o |
|=| EL_MOTIFY _DLG Local a i} i}
|=| EL_MOTIFY _REQ_Q Local 1] i} i}
|=| EL_MOTIFY _RES_Q Local 1] i} i}
|=| ELMDE _DLG Local 1] i} i}
|&=| ELMDE_REQ_Q Local i i} i}
|&=| ELMDE_RES_G Local i i} i}
|&=| EMS_ExXTQUELE Lacal a i} i}
=l EMS_IMNGUELE Local z i} i}
=] EMS_OUTQLUELE Local 1 i} i}
|=] MDE_QLELIE Local a i} i}
|=| MDE_QUELE_DLQ Laocal a i} i}
|=| MDE_QUELE_RESPOMNSE Laocal a i} i}
|=| MOTIFY_DEST_QUELE Local a i} i}
= MOTIFY_QUELE Local 1 i} i}
= MOTIFY _QUELE_DLG Local 1] i} i}
|=| RTGS_INGQUELE Local 1 i} i}
|&=| SFMS_INGUELE Local 1 i} i}

2.3.9 MO Channel Authentication

MQ Channel Authentication can be managed using following set of MQSC Commands

e Enable Channel Authentication

>ALTER QMGR CHLAUTH(ENABLE)

e b Allow MQ Privileged Users to access Channel

>SET CHLAUTH(*) TYPE(BLOCKUSER) USERLIST(*MQADMIN) ACTION(REMOVE)

e () Allow all client addresses to access Channel

>SET CHLAUTH(SYSTEM.*) TYPE(ADDRESSMAP) ADDRESS(*) ACTION(REMOVE

2.4 Viewing IBM MO Queues

Through MQ explorer, you can view the queues created in IBM MQ. If the IBM MQ server sits on
a Unix box, an MQ client needs to be setup in a client machine in Windows operating system.

Follows the below steps to view the queues created in server, from an MQ client:
Install IBM MQ client in a client terminal.
Open the client MQ explorer.
Right click ‘Queue Managers’ on the left pane and select ‘Show/Hide Queue Managers’.

1

2

3

4. Click ‘Add’ in the Show/Hide Queue Managers window.

5. Specify the name of Queue Manager which is created in the MQ server. Click ‘Next’.
6

Specify the IP address of the IBM MQ server in the Host name or IP address field.

ORACLE 2-18



7. Specify the Port number in which the Queue manager is created in MQ server.

8. Specify the server connection channel created in the MQ server. Click ‘Finish’.

Under the Queue Manager menu, the queue manger created in the server is displayed with its IP
address and port number in braces.

&P 16M WebSphere MQ [_[=]x]
fle Window Help
5 ebphere HQ Explorer - Navigatar 53 | = ebsphece 14 Expler - Content ] w gp » =00
=€ 18 websphere MG
> Queus Hanagers Qvrzs
& g—g”’m 0n'10,180.196 51(1415) [ Fiter: Standard for Queues
ueues
B Advanced ~_Quetename [ Gueue type [ pefinition type [ open input count [ Open outpur count [ Current queve depth [ 11 queue depth [ Pue messages
(= Channels | EMSIN_QUEUE Local Predefined 1 0 o 5000 Allowed
& Clint Connections I EMSOUT_GLELE Local Predefined 1 0 12 5000 Alowed
(& Listzners | EMSOLT_GUELE_DLQ Local Predefined 0 0 ] 5000 Allowed
& serviess . Lol Foqmer. Lacal Predefined 0 0 o 5000 Alowed
o pentons I MB_GLELE Local Predefined 1 0 0 ovo%09308 Alowed
Iy MDB_GUELE DLG Local Predefined 0 0 3 999999999 Alowed
(= Authentication Information
L&l c_omen I MDB_QUELE_RESPONSE Local Predefined 0 0 12 939999993 Alowed
12 ot on et sp2101414y e NOTIFY_DEST_QUELEE Local Fredefined | 0 o 1 500 Alowed
TEST on ichw-ap-21¢14157 e NOTIFY_QUELE Local Predefined 3 o o 500 Alowed
Bl wingM Il NOTIFY_QUELE DL Local Predefined 0 0 19 s000 Allowed
(= Queue Manager Clusters I RTGS_DEST_QUELE Local Predefined 0 0 0 5000 Alowed
I RTGS_IN_QUELE Local Predefined 1 0 0 s000 Alowed
e 5FMS_DEST_QUELE Local Fredefined 0 o 32 500 Alowed
e 5FM5_IN_QUELE Local Predefined 1 0 3 s000 Allowed
I SFMSOLT_QUELE Local Predefined 1 0 5000 Alowed
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3. Creating JDBC Resources on Web Sphere

3.1 Introduction

This chapter guides you through the process of JDBC resource creation on IBM Websphere
application server.

3.2 Prerequisite:

If OCI configuration needs to be used in data sources, please refer the vendor specific support
manual and make the configuration changes before creating datasources.

3.3 Creating JDBC Sources

3.3.1 Creating Global Security

1. Specify the Websphere administrator username and password.

2. Click ‘Log In’.
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4. Navigate to the Websphere home page . Expand ‘Security’ and select ‘Global Security’. The
following screen is displayed.

WebSphere.

Cell=ofs5220127Node01Cell, Profile=2ppSrv01

Close page  »
| View: All tasks

Global security
¥ welcome

[ Guided Activities Global security

= Use this panel to configure administration and the default application security policy. This security configuration applies to the security policy for all
functions and is used as a default security policy for user applications. Security domains can be defined to override and customize the security poli

Applications applications.
ppl ppl

[# Services
r | Security Configuration Wizard | | Security Corfiguration Report |
esources
(=) Security Administrative security Authentication
]

Global security

Enzble administrative security ' Administrative user roles Authentication mechanisms and expiration
Security domains

Administrative Autherization Groups

SSL certificate and key management

" Administrative aroup roles

¥ administrative authentication

@ Ltpa

Kerberas and LTPA

Security auditing
Bus security

Kerberos configuration
Application security

) SWAM (deprecated): No authenticated communication |
[# Environment

& S Authentication cache settings
1 enable application security Authentication cache settings
[# System administration

@ Web and SIP security
u d G i
[+ Users and Groups Java 2 security @ RMI/TIOP security
[ Monitoring and Tuning Use Java 2 security to restrict application access to local resources

= @ Java Authentication and Authorization Service
[® Troubleshosting
& Se - O Enable Javs Authentication SPI (JASPI)
rvice integration
=2 Providers
[¥ UDDI

User account repository

Use realm-qualified user names
Realm name

defaultWIMFileBasedRealm

" Security domains
Current realm definition

¥ Externsl authorization providers
Federsted repositories

" Programmatic session cockie configuration

Available realm definitions ¥ Custom properties
LUSTOM Droperties

Federsted repositories

|z| Configure. Set as cument

5. Expand ‘Java Authentication and Authorization Service’ and click ‘J2C authentication data’.

The following screen is displayed.
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WebSphere Integrated Solu...

\ (' | @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.de v | ‘ Q, Search

WebSphere,

Cell=ofs5220137 NodeD1Cell, Profile=AppSrv01 Clos= page
| View: All tasks

Global security
B welcome

& Guided Activities Global security > JAAS - 12C authentication data Field help
For field help information,
& Servers Specifies = list of user identities and passwords for Java(TM) 2 connactor security to use.

select a field label or list

) i ) - o marker when the help
® Applications Prefix new alias names with the node name of the cell (for com with earlier ] cursor is displayed.

Services
= Page help
[ Resources More information sbout
(=) Security [# Preferences this page
" Global security Command Assistance
B Security domains tra
¥ Administrative Authorization Groups scripting command for last
B 551 certificate and key action
e A ~ it 2
B security auditing SElett| Alias & User ID Description 3
= Bus security “ou can administer the following resourcas:
[ Environment ofss220137Node01/FC1Z1ASK FCLZ1ASK FC121ASK
[+ System administration
ofss220137Node01/FCUBS121 DEV FCUBS121_DEV FCUBS121_DEV
[ Users and Groups

[ Monitoring and Tuning S

[# Troubleshoating

[# Service integration
[¥ UDDI

6. Click ‘New'.

The following screen is displayed.
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Wehth.ere.

welcome
[+ Guidad Activities
[+l Servers
I+ Applications
[+l Services
[+ Resources
|-l Security

Global security
Security domains

Security auditing
Bus security

[# Environment
[+ Syst=m administration
[# Users and Groups

[# Monitoring and Tuning
[+l Troubleshooting

[# Service int=gration

¥ UDDI

7. You need to define the connection properties. Specify the following details.

e Alias

Administrative Authorization Groups
SSL certificate and key management

R T — |

[

Cell=0fs5220137 Node01Cell, Profile=AppSrv01

Global security

Global security > JAAS - 12C authentication data > New...

Specifies = list of user identities and passwords for Java(TM] 2 connector security to use.

General Properties

* Alias

[FerTR=

# User ID

[FerTR=

# Password

Description

[FerTra]

[_Aoply | [ OK || Reset || Cancel |

Field help
For field help informatian,
select = fisld label or list
marker when the help
cursor is displayed.

Page help

More infermation sbout
this page

Command Assistance

View administrative

scripting command for last

action

e User ID of the Database

e Password of the Database

o Description

8. Once you have specified the above details, click ‘Apply’ and then click ‘Save’ link appears in

the top.

3.3.2 JDBC Provider for Non XA Data Source

Follow the steps given below:

1. Login to the application server administration console.
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2. Expand ‘Resources > JDBC’ and select ‘JDBC Providers’.

(' | @ httpsi//ofss220137.in.oracle.com:9043/ibm/console/secure/securelagon.do v e | | Q search | ﬁ B ¥+ @ P @ v # |~ . | =
WebSphere. Logout
Cell=0f=5220137 Node01Cell, Profile=AppSrv01 Close page
| View: All tasks
1DEC providers
B welcome d hel
N Field help
¥ Guided Activities 1DBC providers ) . !
For field help information,
H Servers Use this page to edit properties of a JDBC provider, The JDBC provider object encapsulates the specific JDBC select a field label or list
driver implementation class for access to the specific vendor database of your environment. Learn mora about arker whan the help
[ Applications this task in a guided activity. A guided activity provides a list of task steps and more general information about cursor is displayed.
the topic.
[+ Services Page hel
= Scope: Cell=ofss220137Node01Cell age help
= Resources More information about
B Schedulers Scope specifies the level at which the resource definition is visible. For this page
¥ Object pool managers detailed information on what scope is and how it works, see the scope Command Assistance
[ IMS, settings help. ‘ ‘_"‘s““
View administrative
- scripting command for last
8108 | Cell=ofss220137Node01Cell El seripting command for last
¥ IDBC providers = action
[ ]
D sourees i Preferances
¥ Data sources (WebSphere Applica
Server'v4)
[# Resource Adapters
[® Asynchronous beans
[#] Cache instances pe & i &
[ Mail
[# URL
[ Resource Environment
[# Security
[# Environment
[+ System administration

[# Users and Groups
[ Monitering and Tuning

[ Troubleshoating <

3. Select ‘Node’ from the dropdown list.
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Click New, The following screen is displayed:

WebSphere.

Close page  »

Field help

For field help information,

B welcome

[# Guided Acrivitias Create = new JDBC Provider

Sel _ select a field label or list
i Servers Step 1: Create new Create new JDBC provider
— = marker when the help
# Applications R E G cursor is displayed.
o Se Set the basic configuration values of a JDBC provider, which encapsulates the
rvices

Step 2: Enter specific vendor JDBC driver implemantation classes that are required to access
the database. The wizard fills in the name and the description fislds, but you

can type different values.

database class path

= Resources -
infarmation

W Schedulers

¥ Object poal managers Step 3: Summary Scope
B IMS ‘cel\s:of55220137Node01Ca|I:nodes:Dfss220LB?NDdeDI:sENers:sarverl
= IDBC

¥ IDBC providers # Database type

¥ Data sources

Oracle

¥ Data sources (WebSphere Applica
Server v4) + Provider type

| Oracle IDBC Driver E

[# Resource Adapters

[# Asynchronous beans + Implamentstion type

| Connection pool data source El

[ Cache instances
[ Mail
[# URL

[ Resource Environment

* Name
[oracle 10BC Driver

Description

Oracle JDBC Driver

[ Security

[ Envirenment

[+ System administration

[# Users and Groups

[ Monitering and Tuning

[ Troubleshoating <

4. Specify the following detalils:

Database Type Oracle

Provider Type Oracle JDBC Driver

Implementation Type | Connection pool data source

Name FCUBS

Description FCUBS JDBC Driver

5. Click ‘Next'.

The following screen is displayed:

ORACLE 3-6



WebSphere.

K ._ @ https://ofss220137.in.oracle.com:9043/ibm/ console/secure/secur 7 C | | Q search | B8 ¥ & d -

fss220127 NodeO1Cell, Profile=AppSrvOl Close page

| View: All tasks

B welcome

[+ Guided Activities
[+ Servers

[+ Applications

[+ Services

=] Resources

¥ schedulers

[ IMs

= JDBC
= IDBC providers
¥ Data sources

Server V4]

[#| Resource Adapters

[#] Cache instances
& Mail
[ URL

[+ Security

[+ Environment

(4] System administration
] Users and Groups

[+] Manitoring and Tuning

[+ Troubleshooting

L] T

¥ Object pocl managers

¥ Data sources (WehSphere A

[+ Asynchronous beans

[+ Resource Environment

m

new JDBC Provider

Create a new JDBC Provider

Step 1: Create new Enter d
JDBC provider

b class path inft tion

Set the class path for the JDBC driver class files, which WebSphere(R) Application Server uses to defi
Step 2: Enter your JDBC provider. This wizard page displays a default list of jars and allows you to set the
database class path environment variables that define the directary locations of the files. Use complete directary paths
information when you type the JDBC driver file locations. For example: C:\SQLLIB\java on Windows(R) or
/home/dbzinstl/sqllib/java on Linux(TM].

Step 3: Summary

Entries are separated by using the ENTER key and must not contain path separator characters (such
'+ or "t"). If & value is specified for you, you may click Next to accept the value.

Class path:

${ORACLE_JDBC_DRIVER_PATH}/ojdbc6.jar

Directory location for "ojdbes.jar” which is saved as WebSphere variable
${ORACLE_JDBC_DRIVER_PATH}
|D: Su\‘t\'\ﬁres\kpplicatiun Server\IBM\Webpshere\AppServer\OptionalLibraries\oracle\JDBCY,

Previous | Nesct | Cancel |

6. Provide the location of Latest jar (ex:-ojdbc6.jar). Click ‘Next’.

Note :If latest jar (ojdbc6.jar) is not available at your Websphere server, then copy them into
your server (eg: path: /scratch/app/WAS9/lib) and run an export of the jar .

(Eg.in putty run a command

export ORACLE_JDBC_DRIVER_PATH=/scratch/app/WAS9/lib;)Then give the “Directory
location for ojdbc6.jar which is saved as Websphere variable

${ORACLE JDBC DRIVER PATH}" as /scratch/app/WAS9/lib

The following screen is displayed.
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WebSphere Integrated Solu..

(- - https://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do v ‘ | Q, Search ‘ ﬁ ‘ E -‘ ﬂ 4 @v

WebSphere.

——————— .| Cell=0fss220137Node01Cell, Profile=AppSr