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Preface

Preface

Enterprise Manager 13c provides a rich and powerful compliance management frame-
work that automatically tracks and reports conformance of managed targets to indus-
try, Oracle, or internal standards. Enterprise Manager 13c ships with compliance
standards for Oracle hardware and software including Database, Exadata Database
Machine, Fusion Middleware, VM Manager, and more. These compliance standards
validate conformance to Oracle configuration recommendations, best practices, and
security recommendations.

Audience

This document is intended for administrators.

This document provides you with an understanding of the provided Oracle related
compliance standards and how to go about using them. Although the Oracle compli-
ance standards can be customized to match a user's specific requirements, the scope
of this document is to explain how to use the compliance standards as provided.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibili-
ty Program website at htt p: / / www. or acl e. coni pl s/t opi ¢/ | ookup?ct x=acc& d=do-
cacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit ht t p: / / www. or acl e. com pl s/t opi c/
| ookup?ct x=accé&i d=i nf o or visit htt p: // www. or acl e. com pl s/t opi ¢/ | ookup?
ctx=acc&i d=trs if you are hearing impaired.

Related Documents

For more information, see the following document in the Oracle Enterprise Manager
Release 13c documentation set:

* Oracle® Enterprise Manager Lifecycle Management Administrator's Guide

Conventions

The following text conventions are used in this document:
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Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code

in examples, text that appears on the screen, or text that you enter.
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What's New in This Manual?

What's New in This Manual?

ORACLE

This section lists the highlights for Enterprise Manager 13c Release 2.

The list of compliance standards and compliance standard rules has been expanded
to include:

Cluster — See Cluster Compliance Standards

Cluster ASM — See Cluster ASM Compliance Standards
Fusion Instance — See Fusion Instance Compliance Standards
Host — See Host Compliance Standards

Oracle Access Management Cluster — See Oracle Access Management Cluster
Compliance Standards

Oracle Access Management Server — See Oracle Access Management Server
Compliance Standards

Oracle Database Machine — See Oracle Database Machine Compliance Stand-
ards

Oracle Identity Manager — See Oracle Identity Manager Compliance Standards

Oracle Identity Manager Cluster — See Oracle Identity Manager Cluster Compli-
ance Standards

Oracle Internet Directory — See Oracle Internet Directory Compliance Standards
Oracle WebLogic Cluster — See Oracle WebLogic Cluster Compliance Standards
Oracle WebLogic Domain — See Oracle WebLogic Domain Compliance Standards
Oracle WebLogic Server — See Oracle WebLogic Server Compliance Standards
Siebel Enterprise — See Siebel Enterprise Compliance Standards

Systems Infrastructure Switch — See Systems Infrastructure Switch Compliance
Standards

Security Technical Implementation Guide (STIG Version 1.1) for Oracle WebLogic
Server 12¢ — See Security Technical Implementation Guides

Security Technical Implementation Guide (STIG Version 1.2) for Oracle WebLogic
Server 12¢ — See Security Technical Implementation Guides

Security Technical Implementation Guidelines (STIG) Rules Enhanced by Oracle
for Oracle Databases — See Security Technical Implementation Guidelines (STIG)
Rules Enhanced by Oracle

Security Technical Implementation Guide (STIG Version 1) for Oracle HTTP Serv-
er 12.1.3— See Oracle HTTP Server
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Introduction

This section provides an overview of compliance, how to use compliance standards,
and how to view and understand compliance results.

Enterprise Manager 13c provides a rich and powerful compliance management frame-
work that automatically tracks and reports conformance of managed targets to indus-
try, Oracle, or internal standards. Enterprise Manager 13c ships with compliance
standards for Oracle hardware and software including Database, Exadata Database
Machine, Fusion Middleware, and more. These compliance standards validate con-
formance to Oracle configuration recommendations, best practices, and security rec-
ommendations.

Compliance Overview

ORACLE

The compliance framework in Enterprise Manager 13c is hierarchical in nature allow-
ing for ease of management and reuse. Starting from the top level, the hierarchy con-
tains Compliance Frameworks, Compliance Standards, and Compliance Rules. Com-
pliance Frameworks aggregate the compliance scores of Compliance Standards which
may be for different target types. Compliance Standards contain one or more Compli-
ance Rules but are specific to a single target type. Compliance Rules are responsible
for executing a single and specific validation of a target and reporting conformance.

Figure 1-1 Compliance Framework Hierarchy
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Compliance Standards are the only item associated to a target. Once associated, all
rules contained in the compliance standard are executed against the data in the Enter-
prise Manager repository (there could be some exceptions). The compliance score for
each target and the standard as a whole is a computed result based on numerous fac-
tors including number of violations, the severity of the compliance rule with the viola-
tion, the importance given to the rule in the specific compliance standard, and more.
For complete information on how Compliance scores are calculated please see the
Managing Compliance chapter in the Oracle Enterprise Manager Lifecycle Manage-
ment Administrator's Guide.
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Chapter 1
Using Compliance Standards Provided by Oracle

Using Compliance Standards Provided by Oracle

Enterprise Manager 13c ships with ready-to-use compliance standards. You can
choose to implement some or all of these compliance standards which consist of thou-
sands of compliance rules.

For most of the compliance standards, you can use them out-of-the-box. However, to
leverage a security standard, you must apply security monitoring templates. In other
words, you must enable additional configuration collections for targets you want to as-
sociate to these compliance standards.

Oracle provides monitoring templates specifically to enable these additional collections
for Database Instance (Standalone and Cluster Member), Cluster Database, Plugga-
ble Database, and Listener. Table 1-1 lists the Oracle Certified monitoring template
that can be used to enable the required configuration collections necessary for use in
the Security Standards. For complete information on how to use Monitoring templates,
see Using Monitoring Templates in Oracle Enterprise Manager Cloud Control Adminis-
trator's Guide.

Table 1-1 Security Monitoring Templates

|
Target Type Oracle Monitoring Template Security Compliance Standard

Cluster Data- Oracle Certified-Enable RAC Basic Security Configuration for Oracle Clus-
base Security Configuration Metrics  ter Database

High Security Configuration for Oracle Cluster
Database

Basic Security Configuration for Oracle Clus-
ter Database Instance

High Security Configuration for Oracle Cluster
Database Instance

Database In-  Oracle Certified-Enable Data-  Basic Security Configuration for Oracle Data-

stance base Security Configuration base
Metrics High Security Configuration for Oracle Data-
base
Pluggable Da- Apply either a Real Application Basic Security Configuration for Oracle Plug-
tabase Cluster or Database template  gable Database
to a container database. High Security Configuration for Oracle Plug-

gable Database

Listener Oracle Certified-Enable Listen- Basic Security Configuration for Oracle Lis-
er Security Configuration Met-  tener

rics High Security Configuration for Oracle Listen-
er

Associating a Target to a Compliance Standard
You associate a target to a compliance standard using the Compliance Library page.

1. From the Enterprise menu, select Compliance, then select Library.
2. Select the Compliance Standard and click the Associate button.
3. Choose the target to add and click OK.
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Chapter 1
Viewing and Understanding Compliance Results

Viewing and Understanding Compliance Results

Once a Compliance Standard is associated to a specific target, the results can be
seen almost immediately in the Compliance Results page. (From the Enterprise
menu, select Compliance, then select Results.)

Results can be viewed by Compliance Framework, Compliance Standard, and Target.
The Target Compliance tab shows the compliance score of a target across all compli-
ance standards. This allows you to focus on your least compliant targets by sorting by
the average score column.

Likewise the Compliance Standards tab shows the results of each Compliance Stand-
ard currently being evaluated. Compliance Standards that do not have any targets as-
sociated with them do not show in the list. It is important to understand how to interpret
the different columns of the Evaluation Results page.

Figure 1-2 Compliance Standard Results

Number of targets Number of Critical, Warning,
evaluated as Critical, or Minor Warning Violations
Warning, or Compliant across all targets
. Target .
Compliancs ¥ Evaluati Violations
Compliance Standards Applicable To Standard valuations
State g |~ 9 .
Basic Security Configuration For Oracle Listener Listener Production 0 0 5 0 0 0
Basic Security Configuration For Oracle Database Database Instance Production 0 0 49 50 57 157
Security Technical Implementation Guide(STIG Version & Release 1.11) for Cracle Database Instance Praduction 56 0 0 56 3 "
Database .
Oracle VM Manager supperted configuration compliance Oracle VM Manager Production 0 0 G 0 0 0
High Security Configuration For Oracle Cluster Database Instance Database Instance Production 0 0 6 0 0 0
High Security Configuration For Oracle Database Database Instance Production 0 5 44 356 255 29
Oracle VW Manager secure configuration compliance Oracle YM Manager Production 0 0 i] 0 0 0
Column descriptions follow.
Target Evaluations
Target Evaluations
The Target Evaluation column shows how many targets evaluated with a score being
Critical (less than 60), Warning (between and including 60 and 80) or Compliant
(greater than 80). These levels are default and can be changed at a per target basis
during the association process.
Clicking on the number in a column will show the list of targets and their specific com-
pliance score. See Figure 1-3.
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Figure 1-3 Warning Target Evaluations Details

Warning Target Evaluations x
Compliance Standard High Security Configuration For Cracle Database
Target Name I[_}ast Evaluation Compliance Score
ate (%)
a.us.oracle.com Mov 23, 2015 80
b.us.oracle.com Mov 22, 2015 79
c.us.oracle.com Mov 22, 2015 79
d.us.oracle.com Mov 22, 2015 77
e.us.oracle.com Mov 23, 2015 78

Violations

The Violations columns show the number of unique violations by compliance rule se-
verity (Critical, Warning, or Minor Warning) across all evaluated targets. It is important
to remember that the number of violations is not related to the number of compliance
rules in the compliance standard. Each compliance rule may generate multiple viola-
tions for a target. For example, the Secure Ports rule checks for open well known ports
on hosts like SMTP(25) and FTP(21).

If a single host has both of these ports open for example, it would generate 2 different
violations. Clicking on a number in a column will show the number of violations per tar-
get. See Figure 1-4.

Figure 1-4 Critical Compliance Violations

Violations x

Compliance Standard High Security Configuration For Oracle Database

Target Name Violation Count

[ ]

a.us.oracle.com 2

bous.cracle.com 26
c.us.oracle.com 72
d.us.oracle.com 46

To see details of the violations as well as historical trend information, click the Show
Details button with a Compliance Standard highlighted.
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Figure 1-5 Compliance Standard Result Details - Summary

irity Configuration For Oracle Database

uration For Oracle Database

T Basic Security Configuration For Oracle Database (Compliance Standard)

Summary  Trend Overview  Violations

Permi
tings Target Scorecard Rule Evaluations
|5 ‘
file So . W Compliant
= Eﬁ;‘?f;‘la”t B Critical
] - Warning
] m E"Iam'ng W Minor Warning
rror M Error
Targets By Severity Rule Evaluations
Result By Target = Result By Compliance Standard Rule
Required Data Violations
) Target Name Available 0 Y

a.us.oracle.com Yes 0 0 0

b.us.cracle.com Yes 0 0 0

c.us.oracle.com Yes a 2 28

d.us.oracle.com Yes 0 0 0

Page |

The navigator on the left allows you to select different levels of the hierarchy of the
Compliance Standard to see the score at that level in the tree. The detail section at the
bottom of the page shows the Results By Target or by Compliance Standard rule. The
summary tab at the top shows Targets by Severity and Rule Evaluations results by se-
verity.

Clicking the Trend Overview tab shows the historical compliance metrics which can
each be changed to show date ranges of 1 day, 1 week, or 1 month.
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Figure 1-6 Compliance Standard Result Details - Trend Overview

xnfiguration For Oracle Database
yh For Oracle Database

Basic Security Configuration For Oracle Database (Compliance Standard

Summary | Trend Owerview | Vioclations
4 Average Compliance Score (%) A Number of Targets By Compliance Score
Time Range:1 day 1 week 1 month || Time Rangt
120 =1 s
100 ]
B0 40
&0 ] ESEFEFE 30
= Miplicinoe
h St\:\\:i'el:I
40 20
20 10
[ 0
0oz PM 07 s 11 01 AM 03 05 o7 o

04 P 10 04 AM

Mov 22 23 : Now 22 23
| 2

4 Average Violation Count Per Target 4 Targets Evaluated
Time Range:1 day 1 week 1 month | Time Range
3 — &0
5 ]
4 Average e
£ 3 piEa £
2 Targ 0
1 10
EE P o7 1] 11 01 AM 03 05 o7 o9 s EE P o7 o9 11 01 AM [ 05 o7

Mow 22 23 - Mow 22 23
| »

When a rule having violations is selected in the navigator, a Violations Events tab dis-
plays. The table at the top shows summary information about each violation including
target name and violation condition. By selecting a specific row in the table, a detailed
section appears showing complete event details and guided resolution areas.
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Figure 1-7 Compliance Violation Events Detail

nfiguration For Oracle Databaze

tion For Oracle Database

racle Databaze

is=ions

4

rations Enabled

ed Accounts

ztances

ation Parameter Setting !

RTHER ACTION
ACE ACTION
ttings

Pag

Auditing of 8YS Operations Enabled (Compliance Standard Rule)

Summary | Violation Events

This table lists information about eventsiviolations of this rule. Select an individual eventfviclation to view a detailed impact statement as well as

(B

AUDIT Y5
OPERATIONS

Target Hame

a.usoraclecom
bouzoracle com

cuzoracle.com

cd.uz.oracle com

Columns Hidden &

Incident Attributes

Status Priority Acknowledged Escalated

FALSE
FALSE
FALSE
FALSE

Auditing of SY 3 operations is disabled.

General

4 Event Details

Root
Compliance
Standard

Root
Compliance
Standard
Author
Root
Compliance
Standard
Version

Rule Hame

Rule Type

Motifications

My Oracle Support Knowledge  All Updates  History  Related Events

4 Guided Resolution

Recommendations

Basic Security Configuration For Oracle Databaze Set AUDIT_5Y'S_OPERATIONS to TRUE.

Corrective Acti
Mo corrective af
Add corrective |

Actions
Dizable rule for thiz target

ORACLE _
i This event wil be automatically cleared wh

Auditing of S¥'S Operations Enabled

Repository

For every Oracle provided compliance rule contains information to assist you in under-
standing the rationale behind the validation as well as recommendations on how to
correct the violation. In Figure 1-7, we can see the "Auditing of SYS Operations Ena-
bled" rule has a violation event. We can see the category of this event is security relat-
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ed and exactly when it was reported. In addition we can see the recommendation to
"Set AUDIT_SYS_ OPERATIONS to TRUE" in the Guided resolution area.

From this point you have many options to investigate the violation further or resolve
the issue including:

View My Oracle Support Knowledge base pertaining to this validations (assuming
My Oracle Support (MOS) is in Online mode.)

View the Topology of the target and related targets to perform dependency analy-
sis.

View recently detected configuration changes to see when the change may have
been made causing the violation.

Disable the rule for the target causing the violation in case it is determined this rule
is not relevant to this target.

Create an incident from this event to prevent escalation notifications and create a
workflow to resolution.

View any updates to the event by other users.

Once the underlying cause of the violation has been resolved, the next scheduled con-
figuration collection will cause the automatic recalculation of the targets compliance
score. If you want to force a collection sooner, you can select refresh from the targets
Last Collected configuration page as shown in Figure 1-8.
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Summary

Summary
Figure 1-8 Manual Configuration Refresh
T abe (Container Database)= ©
% Oracle Databaze + Performance + Availability + Security + Schema -+  Adminigtration «
Latest Configuration t) Refresh I', Configuration Report
- 21 abe £+ Actions w
i ED DI EEOE Configuration Changes 3
Save Latest . ik Configuration Properties | Immediate Relationship  Member OFf  Uses  Used By
Export... v
= Last collected at  MNov 23, 2015 9:55:48 PM
Topology o
or View w T Export =" Detach
Compare
ar Property Name Property Value
Search
pert Operating System  Linux
History =
Platform x86 64
%) Refeh f Target Wersion 12.1.0.1.0
th
Collapse COracle Home Path  #scratch/emgal/app/emgalproduct’2.1.0.1/dbhome_2
ic
Expand All Below Listener Machine
m Name _.us.urﬂcle.cum
Coll All Bel
olapse ATRERW ot Port 1521
4
e Database SID abc
D008 M LA privil
== privie: Version 12.1.0.1.0
DGO091 DBMS d
e Databaze Mame abe
0102 DBMS =ervices dedi
Metric Scope DB
DGEO0116 DBMS privileged role
ASM Instance
50117 DEMS administrative
Enterprise Manager 13c makes it easy for you to validate your targets against Oracle
recommendations, best practices and security standards by providing ready to use
Compliance Standards. As DBAs and IT managers can easily track, manage, and re-

port on the adherence of your managed targets to your standards in an automated and

consistent manner.
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Automatic Storage Management Compli-
ance Standards

This section lists the compliance rules for the Automatic Storage Management(ASM)
compliance standards.

Patchable Configuration For Asm

The compliance rules for the Patchable Configuration For Asm standard follow.

Patchability

Description: Ensure the ASM target has a patchable configuration
Severity: Warning

Rationale: Unpatchable ASM target could not be patched by using the provided EM
Patching feature

Storage Best Practices For Asm

The compliance rules for the Storage Best Practices For Asm standard follow.

Disk Group Contains Disks Of Significantly Different Sizes

Description: Checks the disk group for disks with disk sizes which vary by more than
5%.

Severity: Warning

Rationale: Disks in a disk group should have sizes within 5% of each other, unless
data migration is in progress. Automatic Storage Management distributes data uni-
formly proportional to the size of the disks. For balanced I/O and optimal performance,
disks in a given disk group should have similar size and performance characteristics.

Disk Group Contains Disks With Different Redundancy Attributes

Description: Checks the disk group for disks that have different redundancy attrib-
utes.

Severity: Warning

Rationale: Disks in the same disk group with different redundancy attributes may offer
inconsistent levels of data protection.
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Disk Group Depends On External Redundancy And Has Unprotected
Disks

Description: Checks the disk group, which depends on external redundancy, for disks
that are not mirrored or parity protected.

Severity: Warning

Rationale: Data loss can occur if the disk group depends on external redundancy and
disks are not mirrored or parity protected.

Disk Group With Normal Or High Redundancy Has Mirrored Or Parity
Protected Disks

Description: Checks the disk group, with NORMAL or HIGH redundancy, for disks
that are mirrored or parity protected.

Severity: Minor Warning

Rationale: Disk resources are wasted, and performance may be unnecessarily affect-
ed when both a disk and its owning disk group are providing data redundancy.
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Cluster Compliance Standards

These are the compliance rules for the Cluster compliance standards

Patchable Configuration For Cluster

The compliance rules for the Patchable Configuration For Cluster standard follow.

Patchability

Description: Ensure the Cluster target has a patchable configuration
Severity: Warning

Rationale: Unpatchable Cluster target could not be patched by using the provided EM
Patching feature
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Cluster ASM Compliance Standards

These are the compliance rules for the Cluster ASM compliance standards

Storage Best Practices For Cluster Asm

The compliance rules for the Storage Best Practices For Cluster Asm standard follow.

Disk Group Contains Disks Of Significantly Different Sizes

Description: Checks the disk group for disks with disk sizes which vary by more than
5%.

Severity: Warning

Rationale: Disks in a disk group should have sizes within 5% of each other, unless
data migration is in progress. Automatic Storage Management distributes data uni-
formly proportional to thesize of the disks. For balanced I/0O and optimal performance,
disks in a given disk group should have similar size and performance characteristics.

Disk Group Contains Disks With Different Redundancy Attributes

Description: Checks the disk group for disks that have different redundancy attrib-
utes.

Severity: Warning

Rationale: Disks in the same disk group with different redundancy attributes may offer
inconsistent levels of data protection.

Disk Group Depends On External Redundancy And Has Unprotected
Disks

Description: Checks the disk group, which depends on external redundancy, for disks
that are not mirrored or parity protected.

Severity: Warning

Rationale: Data loss can occur if the disk group depends on external redundancy and
disks are not mirrored or parity protected.

Disk Group With Normal Or High Redundancy Has Mirrored Or Parity
Protected Disks

Description: Checks the disk group, with NORMAL or HIGH redundancy, for disks
that are mirrored or parity protected.

Severity: Minor Warning
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Rationale: Disk resources are wasted, and performance may be unnecessarily affect-
ed when both a disk and its owning disk group are providing data redundancy.
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Fusion Instance Compliance Standards

These are the compliance rules for the Fusion Instance compliance standards

Automated Release Update Patch Recommendations For
Fusion Applications

The compliance rules for the Automated Release Update Patch Recommendations
For Fusion Applications standard follow.

Automated Release Update Patch Recommendation Rule For Oracle
Fusion Applications

Description: This rule ensures that Oracle Fusion Applications and its underlying
stack components (e.g. Oracle Database, Oracle WebLogic Server etc.) have all
patches recommended in ARU and raises a violation for every missing patch.

Severity: Critical

Rationale: Patch Recommended

Java Platform Security Configuration Standard For Oracle
Fusion Applications

The compliance rules for the Java Platform Security Configuration Standard For Ora-
cle Fusion Applications standard follow.

Jps_Jps.Authz

Description: Fusion Applications Configuration rule for Java Platform Security
jps.authz

Severity: Minor Warning

Rationale: Java Platform Security jps.authz

Jps_Jps.Combiner.Lazyeval

Description: Fusion Applications Configuration rule for Java Platform Security
jps.combiner.lazyeval

Severity: Minor Warning

Rationale: Java Platform Security jps.combiner.lazyeval
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Jps_Jps.Combiner.Optimize

Description: Fusion Applications Configuration rule for Java Platform Security
jps.combiner.optimize

Severity: Minor Warning

Rationale: Java Platform Security jps.combiner.optimize

Jps_Jps.Policystore.Hybrid.Mode

Description: Fusion Applications Configuration rule for Java Platform Security jps.pol-
icystore.hybrid.mode

Severity: Minor Warning

Rationale: Java Platform Security jps.policystore.hybrid.mode

Java Platform Security Enable Policy Lazy Load Property

Description: Fusion Applications Configuration rule for Java Platform Security Enable
Policy Lazy Load Property

Severity: Minor Warning

Rationale: Java Platform Security Enable Policy Lazy Load Property

Java Platform Security Refresh Purge Time Out

Description: Fusion Applications Configuration rule for Java Platform Security Re-
fresh Purge Time Out

Severity: Warning

Rationale: Java Platform Security Refresh Purge Time Out

Java Platform Security Permission Cache Size

Description: Fusion Applications Configuration rule for Java Platform Security permis-
sion cache size

Severity: Minor Warning

Rationale: Java Platform Security permission cache size

Java Platform Security Permission Cache Strategy

Description: Fusion Applications Configuration rule for Java Platform Security permis-
sion cache strategy

Severity: Minor Warning

Rationale: Java Platform Security permission cache strategy
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Java Platform Security Rolemember Cache Size

Description: Fusion Applications Configuration rule for Java Platform Security role-
member cache size

Severity: Minor Warning

Rationale: Java Platform Security rolemember cache size

Java Platform Security Rolemember Cache Strategy

Description: Fusion Applications Configuration rule for Java Platform Security role-
member cache strategy

Severity: Minor Warning

Rationale: Java Platform Security rolemember cache strategy

Java Platform Security Rolemember Cache Type

Description: Fusion Applications Configuration rule for Java Platform Security role-
member cache type

Severity: Minor Warning

Rationale: Java Platform Security rolemember cache type

Java Virtual Machine Configuration Standard For Oracle Fu-
sion Applications

The compliance rules for the Java Virtual Machine Configuration Standard For Oracle
Fusion Applications standard follow.

Jvm_Hittpclient.Socket.Connectiontimeout

Description: Fusion Applications Configuration rule for HTTPClient.socket.connec-
tionTimeout

Severity: Minor Warning

Rationale: HTTPClient.socket.connectionTimeout

Jvm_Httpclient.Socket.Readtimeout

ORACLE

Description: Fusion Applications Configuration rule for HTTPClient.socket.readTime-
out

Severity: Minor Warning

Rationale: HTTPClient.socket.readTimeout
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Jvm_Heapdumponoutofmemoryerror

Description: Fusion Applications Configuration rule for HeapDumpOnOutOfMemor-
yError

Severity: Minor Warning

Rationale: HeapDumpOnOutOfMemoryError

Jvm_Vomaxfetchsize

Description: Fusion Applications Configuration rule for VOMaxFetchSize
Severity: Minor Warning

Rationale: VOMaxFetchSize

Jvm_Xgc
Description: Fusion Applications Configuration rule for Xgc
Severity: Warning

Rationale: Xgc

Jvm_Xmanagement

Description: Fusion Applications Configuration rule for Xmanagement
Severity: Minor Warning

Rationale: Xmanagement

Jvm_Xverbose

Description: Fusion Applications Configuration rule for Xverbose
Severity: Minor Warning

Rationale: Xverbose

Jvm_Jbo.Ampool.Minavailablesize

Description: Fusion Applications Configuration rule for jpo.ampool.minavailablesize
Severity: Minor Warning

Rationale: jpbo.ampool.minavailablesize

Jvm_Jbo.Ampool.Timetolive

Description: Fusion Applications Configuration rule for jpo.ampool.timetolive
Severity: Minor Warning

Rationale: jbo.ampool.timetolive
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Jvm_Jbo.Doconnectionpooling

Description: Fusion Applications Configuration rule for jbo.doconnectionpooling
Severity: Minor Warning

Rationale: jbo.doconnectionpooling

Jvm_Jbo.Load.Components.Lazily

Description: Fusion Applications Configuration rule for jbo.load.components.lazily
Severity: Minor Warning

Rationale: jbo.load.components.lazily

Jvm_Jbo.Max.Cursors

Description: Fusion Applications Configuration rule for jbo.max.cursors
Severity: Minor Warning

Rationale: jbo.max.cursors

Jvm_Jbo.Recyclethreshold

Description: Fusion Applications Configuration rule for jbo.recyclethreshold
Severity: Minor Warning

Rationale: jbo.recyclethreshold

Jvm_Jbo.Txn.Disconnect_Level

Description: Fusion Applications Configuration rule for jbo.txn.disconnect_level
Severity: Minor Warning

Rationale: jbo.txn.disconnect_level

Jvm_Jps.Auth.Debug

Description: Fusion Applications Configuration rule for jps.auth.debug
Severity: Minor Warning

Rationale: jps.auth.debug

Jvm_Jrockit

Description: Fusion Applications Configuration rule for jrockit
Severity: Warning

Rationale: jrockit
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Jvm_Weblogic.Productionmodeenabled

Description: Fusion Applications Configuration rule for weblogic.ProductionModeEna-
bled

Severity: Minor Warning

Rationale: weblogic.ProductionModeEnabled

Jvm_Weblogic.Socketreaders

Description: Fusion Applications Configuration rule for weblogic.SocketReaders
Severity: Minor Warning

Rationale: weblogic.SocketReaders

Jvm_Weblogic.Http.Client.Defaultreadtimeout

Description: Fusion Applications Configuration rule for weblogic.http.client.defaul-
tReadTimeout

Severity: Minor Warning

Rationale: weblogic.http.client.defaultReadTimeout

Jvm_Weblogic.Http.Client.Weblogic.Http.Client.Defaultconnecttimeout

Description: Fusion Applications Configuration rule for weblogic.http.client.default-
ConnectTimeout

Severity: Minor Warning

Rationale: weblogic.http.client.defaultConnectTimeout

Jvm_Weblogic.Security.Providers.Authentication.Ldapdelegatepool-
size

Description: Fusion Applications Configuration rule for weblogic.security.provid-
ers.authentication.LDAPDelegatePoolSize

Severity: Minor Warning

Rationale: weblogic.security.providers.authentication.LDAPDelegatePoolSize

Oracle Business Intelligence Configuration Standard For
Oracle Fusion Applications

The compliance rules for the Oracle Business Intelligence Configuration Standard For
Oracle Fusion Applications standard follow.
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Bi Presentation Service Client Session Expire Minutes

Description: Fusion Applications Configuration rule for Bl Presentation Service Client
Session Expire Minutes

Severity: Warning

Rationale: Bl Presentation Service Client Session Expire Minutes

Bi Presentation Service Max Queue

Description: Fusion Applications Configuration rule for Bl Presentation Service Max
Queue

Severity: Warning

Rationale: Bl Presentation Service Max Queue

Bi Presentation Service Max Threads

Description: Fusion Applications Configuration rule for Bl Presentation Service Max
Threads

Severity: Warning

Rationale: Bl Presentation Service Max Threads

Bi Presentation Service New Sync Logon Wait Seconds

Description: Fusion Applications Configuration rule for Bl Presentation Service New
Sync Logon Wait Seconds

Severity: Warning

Rationale: Bl Presentation Service New Sync Logon Wait Seconds

Bi Presentation Service Path Job Log

Description: Fusion Applications Configuration rule for Bl Presentation Service Path
Job Log

Severity: Warning

Rationale: Bl Presentation Service Path Job Log

Bi Presentation Service Path Saw

Description: Fusion Applications Configuration rule for Bl Presentation Service Path
Saw

Severity: Warning

Rationale: Bl Presentation Service Path Saw
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Bi Server Db Gateway Thread Range

Description: Fusion Applications Configuration rule for Bl Server DB GateWay
Thread Range

Severity: Warning

Rationale: Bl Server DB GateWay Thread Range

Bi Server Db Gateway Thread Stack Size

Description: Fusion Applications Configuration rule for Bl Server DB GateWay
Thread Stack Size

Severity: Warning

Rationale: Bl Server DB GateWay Thread Stack Size

Bi Server Enable

Description: Fusion Applications Configuration rule for Bl Server Enable
Severity: Warning

Rationale: Bl Server Enable

Bi Server Fmw Sec. Max No. Of Conns

Description: Fusion Applications Configuration rule for Bl Server FMW Sec. Max No.
Of Conns

Severity: Warning

Rationale: Bl Server FMW Sec. Max No. Of Conns

Bi Server Init Block Cache Entries

Description: Fusion Applications Configuration rule for Bl Server Init Block Cache En-
tries

Severity: Warning

Rationale: Bl Server Init Block Cache Entries

Bi Server Max Cache Entries

Description: Fusion Applications Configuration rule for Bl Server Max Cache Entries
Severity: Warning

Rationale: Bl Server Max Cache Entries
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Bi Server Max Cache Entry Size

Description: Fusion Applications Configuration rule for Bl Server Max Cache Entry
Size

Severity: Warning

Rationale: Bl Server Max Cache Entry Size

Bi Server Max Drilldown Info Cache Entries

Description: Fusion Applications Configuration rule for Bl Server Max Drilldown Info
Cache Entries

Severity: Warning

Rationale: Bl Server Max Drilldown Info Cache Entries

Bi Server Max Drilldown Query Cache Entries

Description: Fusion Applications Configuration rule for Bl Server Max Drilldown
Query Cache Entries

Severity: Warning

Rationale: Bl Server Max Drilldown Query Cache Entries

Bi Server Max Expanded Subquery Predicates

Description: Fusion Applications Configuration rule for Bl Server Max Expanded Sub-
query Predicates

Severity: Warning

Rationale: Bl Server Max Expanded Subquery Predicates

Bi Server Max Query Plan Cache Entries

Description: Fusion Applications Configuration rule for Bl Server Max Query Plan
Cache Entries

Severity: Warning

Rationale: Bl Server Max Query Plan Cache Entries

Bi Server Max Request Per Session Limit

ORACLE

Description: Fusion Applications Configuration rule for Bl Server Max Request Per
Session Limit

Severity: Warning

Rationale: Bl Server Max Request Per Session Limit
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Bi Server Max Session Limit

Description: Fusion Applications Configuration rule for Bl Server Max Session Limit
Severity: Warning

Rationale: Bl Server Max Session Limit

Bi Server Read Only Mode

Description: Fusion Applications Configuration rule for Bl Server Read Only Mode
Severity: Warning

Rationale: Bl Server Read Only Mode

Bi Server Thread Range

Description: Fusion Applications Configuration rule for Bl Server Thread Range
Severity: Warning

Rationale: Bl Server Thread Range

Bi Server Thread Stack Size

Description: Fusion Applications Configuration rule for Bl Server Thread Stack Size
Severity: Warning

Rationale: Bl Server Thread Stack Size

Oracle Database Configuration Standard For Oracle Fusion
Applications

The compliance rules for the Oracle Database Configuration Standard For Oracle Fu-
sion Applications standard follow.

Database Audit Trall

Description: Fusion Applications Configuration rule for Database Audit Trail
Severity: Warning

Rationale: Database Audit Trail

Database B-Tree Bitmap Plans

Description: Fusion Applications Configuration rule for Database B-tree Bitmap Plans
Severity: Warning

Rationale: Database B-tree Bitmap Plans
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Database Compatible

Description: Fusion Applications Configuration rule for Database Compatible
Severity: Warning

Rationale: Database Compatible

Database Db Files

Description: Fusion Applications Configuration rule for Database DB Files
Severity: Warning

Rationale: Database DB Files

Database Db Writer Processes

Description: Fusion Applications Configuration rule for Database DB Writer Process-
es

Severity: Warning

Rationale: Database DB Writer Processes

Database Disk Asynchronous lo

Description: Fusion Applications Configuration rule for Database Disk Asynchronous
10

Severity: Warning

Rationale: Database Disk Asynchronous 10

Database Fast Start Monitor Target

Description: Fusion Applications Configuration rule for Database Fast Start Monitor
target

Severity: Warning

Rationale: Database Fast Start Monitor target

Database File System lo Options

Description: Fusion Applications Configuration rule for Database File System IO Op-
tions

Severity: Warning

Rationale: Database File System IO Options
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Database Job Queue Processes

Description: Fusion Applications Configuration rule for Database Job Queue Process-
es

Severity: Warning

Rationale: Database Job Queue Processes

Database Log Buffer

Description: Fusion Applications Configuration rule for Database Log Buffer
Severity: Warning

Rationale: Database Log Buffer

Database Log Checkpoints To Alert

Description: Fusion Applications Configuration rule for Database Log Checkpoints to
Alert

Severity: Warning

Rationale: Database Log Checkpoints to Alert

Database Maximum Dump File Size

Description: Fusion Applications Configuration rule for Database Maximum Dump
File Size

Severity: Warning

Rationale: Database Maximum Dump File Size

Database Memory Target

Description: Fusion Applications Configuration rule for Database Memory Target
Severity: Warning

Rationale: Database Memory Target

Database Nls Sort

Description: Fusion Applications Configuration rule for Database NLS Sort
Severity: Warning

Rationale: Database NLS Sort

Database Open Cursors

Description: Fusion Applications Configuration rule for Database Open Cursors
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Severity: Warning

Rationale: Database Open Cursors

Database Pga Aggregate Target

Description: Fusion Applications Configuration rule for Database PGA Aggregate Tar-
get

Severity: Warning

Rationale: Database PGA Aggregate Target

Database Plsgl Code Type

Description: Fusion Applications Configuration rule for Database PLSQL Code Type
Severity: Warning
Rationale: Database PLSQL Code Type

Database Processes

Description: Fusion Applications Configuration rule for Database Processes
Severity: Warning

Rationale: Database Processes

Database Recovery File Dest Size

Description: Fusion Applications Configuration rule for Database Recovery File Dest
Size

Severity: Warning

Rationale: Database Recovery File Dest Size

Database Sga Target
Description: Fusion Applications Configuration rule for Database SGA Target
Severity: Warning

Rationale: Database SGA Target

Database Session Cached Cursors

Description: Fusion Applications Configuration rule for Database Session Cached
Cursors

Severity: Warning

Rationale: Database Session Cached Cursors
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Database Trace Enabled

Description: Fusion Applications Configuration rule for Database Trace Enabled
Severity: Warning

Rationale: Database Trace Enabled

Database Undo Management
Description: Fusion Applications Configuration rule for Database Undo management
Severity: Warning

Rationale: Database Undo management

Oracle Http Server Configuration Standard For Oracle Fu-
sion Applications

The compliance rules for the Oracle Http Server Configuration Standard For Oracle
Fusion Applications standard follow.

Oracle Http Server Browser Caching

Description: Fusion Applications Configuration rule for Oracle HTTP Server Browser
Caching

Severity: Warning

Rationale: Oracle HTTP Server Browser Caching

Oracle Http Server Conn Retry Secs

Description: Fusion Applications Configuration rule for Oracle HTTP Server Conn re-
try secs

Severity: Warning

Rationale: Oracle HTTP Server Conn retry secs

Oracle Http Server Custom Log

Description: Fusion Applications Configuration rule for Oracle HTTP Server Custom
Log

Severity: Warning

Rationale: Oracle HTTP Server Custom Log

Oracle Http Server File Caching

Description: Fusion Applications Configuration rule for Oracle HTTP Server File
Caching
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Severity: Warning

Rationale: Oracle HTTP Server File Caching

Oracle Http Server Max Spare Threads

Description: Fusion Applications Configuration rule for Oracle HTTP Server Max
Spare Threads

Severity: Warning

Rationale: Oracle HTTP Server Max Spare Threads

Oracle Http Server Min Spare Threads

Description: Fusion Applications Configuration rule for Oracle HTTP Server Min
Spare Threads

Severity: Warning

Rationale: Oracle HTTP Server Min Spare Threads

Oracle Http Server Startservers

Description: Oracle HTTP Server StartServers
Severity: Minor Warning

Rationale: Oracle HTTP Server StartServers

Oracle Http Server Wliotimeoutsecs

Description: Fusion Applications Configuration rule for Oracle HTTP Server WLIOTi-
meoutSecs

Severity: Minor Warning

Rationale: Oracle HTTP Server WLIOTimeoutSecs

Oracle Http Server Keep Alive Timeout

Description: Fusion Applications Configuration rule for Oracle HTTP Server keep
alive timeout

Severity: Minor Warning

Rationale: Oracle HTTP Server keep alive timeout

Oracle Http Server Lock File

Description: Fusion Applications Configuration rule for Oracle HTTP Server lock file
Severity: Warning

Rationale: Oracle HTTP Server lock file
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Oracle Http Server Maximum Clients

Description: Fusion Applications Configuration rule for Oracle HTTP Server maximum
clients

Severity: Minor Warning

Rationale: Oracle HTTP Server maximum clients

Oracle Http Server Maximum Keep Alive Requests

Description: Fusion Applications Configuration rule for Oracle HTTP Server maximum
keep alive requests

Severity: Minor Warning

Rationale: Oracle HTTP Server maximum keep alive requests

Oracle Http Server Server Limit

Description: Fusion Applications Configuration rule for Oracle HTTP Server server
limit

Severity: Warning

Rationale: Oracle HTTP Server server limit

Oracle Http Server Set Env If No Case

Description: Fusion Applications Configuration rule for OHS SENC
Severity: Warning

Rationale: OHS set env if no case

Oracle Http Server Thread Limit

Description: Fusion Applications Configuration rule for Oracle HTTP Server thread
limit

Severity: Warning

Rationale: Oracle HTTP Server thread limit

Oracle Http Server Threads Per Child

ORACLE

Description: Fusion Applications Configuration rule for Oracle HTTP Server threads
per child

Severity: Warning

Rationale: Oracle HTTP Server threads per child
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Weblogic Server Configuration Standard For Oracle Fusion
Applications

The compliance rules for the Weblogic Server Configuration Standard For Oracle Fu-
sion Applications standard follow.

Weblogic Domain Log File Format

Description: Fusion Applications Configuration rule for WebLogic Domain Log File
Format

Severity: Warning

Rationale: WebLogic Domain Log File Format

Weblogic Domain Login Delay Seconds

Description: Fusion Applications Configuration rule for WebLogic Domain Login De-
lay Seconds

Severity: Warning

Rationale: WebLogic Domain Login Delay Seconds

Weblogic Keep Alive Enabled

Description: Fusion Applications Configuration rule for WebLogic Keep Alive Enabled
Severity: Warning

Rationale: Weblogic Domain Keep Alive Enabled

Weblogic Domain Conn. Creation Retry Frequency Secs

Description: Fusion Applications Configuration rule for WebLogic domain Conn. Cre-
ation Retry Frequency Secs

Severity: Warning

Rationale: WebLogic domain Conn. Creation Retry Frequency Secs

Weblogic Domain Conn. Reserve Timeout Secs

Description: Fusion Applications Configuration rule for WebLogic domain conn. re-
serve timeout secs

Severity: Warning

Rationale: WebLogic domain conn. reserve timeout secs
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Weblogic Domain Highest Num Waiters

Description: Fusion Applications Configuration rule for WebLogic domain highest
num waiters

Severity: Warning

Rationale: WebLogic domain highest num waiters

Weblogic Domain Ignore In Use Connections Enabled

Description: Fusion Applications Configuration rule for WebLogic domain ignore in
use connections enabled

Severity: Warning

Rationale: WebLogic domain ignore in use connections enabled

Weblogic Domain Inactive Conn. Timeout Secs

Description: Fusion Applications Configuration rule for WebLogic domain inactive
conn. timeout secs

Severity: Warning

Rationale: WebLogic domain inactive conn. timeout secs

Weblogic Domain Init Sq

Description: Fusion Applications Configuration rule for WebLogic domain init sql
Severity: Warning

Rationale: WebLogic domain init sql

Weblogic Domain Initial Capacity

Description: Fusion Applications Configuration rule for WebLogic domain initial ca-
pacity

Severity: Warning

Rationale: WebLogic domain initial capacity

Weblogic Domain Log Severity

ORACLE

Description: Fusion Applications Configuration rule for WebLogic domain log severity
Severity: Minor Warning

Rationale: WebLogic domain log severity
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Weblogic Domain Min Capacity

Description: Fusion Applications Configuration rule for WebLogic domain min capaci-
ty

Severity: Warning

Rationale: WebLogic domain min capacity

Weblogic Domain Pinned To Thread

Description: Fusion Applications Configuration rule for WebLogic domain pinned to
thread

Severity: Warning

Rationale: Weblogic Domain Pinned To Thread

Weblogic Domain Statement Timeout

Description: Fusion Applications Configuration rule for WebLogic domain statement
timeout

Severity: Warning

Rationale: WebLogic domain statement timeout

Weblogic Domain Test Frequency Seconds

Description: Fusion Applications Configuration rule for WebLogic domain test fre-
guency seconds

Severity: Warning

Rationale: WebLogic domain max capacity

Weblogic Domain Test Table Name

Description: Fusion Applications Configuration rule for WebLogic domain test table
name

Severity: Warning

Rationale: WebLogic domain test table name

Weblogic Log File Severity

Description: Fusion Applications Configuration rule for WebLogic log file severity
Severity: Minor Warning

Rationale: WebLogic log file severity
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Weblogic Memory Buffer Severity

Description: Fusion Applications Configuration rule for WebLogic memory buffer se-
verity

Severity: Minor Warning

Rationale: WebLogic memory buffer severity

Weblogic Stdout Severity

Description: Fusion Applications Configuration rule for WebLogic stdout severity
Severity: Minor Warning

Rationale: WebLogic stdout severity

Weblogic Domain Cache Size

Description: Fusion Applications Configuration rule for Weblogic Domain Cache Size
Severity: Warning

Rationale: Weblogic Domain Cache Size

Weblogic Domain Cache Tt
Description: Fusion Applications Configuration rule for Weblogic Domain Cache TTL
Severity: Warning

Rationale: Weblogic Domain Cache TTL

Weblogic Domain Capacity Increment

Description: Fusion Applications Configuration rule for Weblogic Domain Capacity In-
crement

Severity: Warning

Rationale: Weblogic Domain Capacity Increment

Weblogic Domain Elf Fields

Description: Fusion Applications Configuration rule for Weblogic Domain Elf Fields
Severity: Warning

Rationale: Weblogic Domain Elf Fields
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Weblogic Domain Enable Group Membership Lookup Hierarchy Cach-
ing

Description: Fusion Applications Configuration rule for Weblogic Domain Enable
Group Membership Lookup Hierarchy Caching

Severity: Warning

Rationale: Weblogic Domain Enable Group Membership Lookup Hierarchy Caching

Weblogic Domain File Name

Description: Fusion Applications Configuration rule for Weblogic Domain File Name
Severity: Warning

Rationale: Weblogic Domain File Name

Weblogic Domain Group Hierarchy Cache Ttl

Description: Fusion Applications Configuration rule for Weblogic Domain Group Hier-
archy Cache TTL

Severity: Warning

Rationale: Weblogic Domain Group Hierarchy Cache TTL

Weblogic Domain Max Capacity

Description: Fusion Applications Configuration rule for Weblogic Domain Max Ca-
pacity

Severity: Warning

Rationale: Weblogic Domain Max Capacity

Weblogic Domain Max Group Hierarchies In Cache

Description: Fusion Applications Configuration rule for Weblogic Domain Max Group
Hierarchies In Cache

Severity: Warning

Rationale: Weblogic Domain Max Group Hierarchies In Cache

Weblogic Domain Secs To Trust An Idle Conn.

Description: Fusion Applications Configuration rule for Weblogic Domain Secs To
Trust An Idle Conn.

Severity: Warning

Rationale: Weblogic Domain Secs To Trust An Idle Conn.
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Weblogic Domain State Check Interval

Description: Fusion Applications Configuration rule for Weblogic Domain State Check
Interval

Severity: Warning

Rationale: Weblogic Domain State Check Interval

Weblogic Domain Statement Cache Size

Description: Fusion Applications Configuration rule for Weblogic Domain Statement
Cache Size

Severity: Warning

Rationale: Weblogic Domain Statement Cache Size

Weblogic Domain Statement Cache Type

Description: Fusion Applications Configuration rule for Weblogic Domain Statement
Cache Type

Severity: Warning

Rationale: Weblogic Domain Statement Cache Type

Weblogic Domain Test Connections On Reserve

Description: Fusion Applications Configuration rule for Weblogic Domain Test Con-
nections On Reserve

Severity: Warning

Rationale: Weblogic Domain Test Connections On Reserve
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Host Compliance Standards

These are the compliance rules for the Host compliance standards

Configuration Monitoring For Core Linux Packages

The compliance rules for the Configuration Monitoring For Core Linux Packages
standard follow.

Monitor Configuration Files For Os Booting Packages

Description: Monitors configuration files for OS booting/startup related packages that
come with Linux.

Severity: Critical

Rationale: When file changes occur to the configuration files of booting/startup related
packages on a Linux host outside of upgrade windows, the modification can lead to
serious disruptions and or security vulnerabilities.

Monitor Configuration Files For Core Os Packages

Description: Monitors configuration files for core OS packages that come with Linux.
These packages include Kernel-related elements and core commands.

Severity: Critical

Rationale: When file changes occur to the configuration files of core OS related pack-
ages on a Linux host outside of upgrade windows, the modification can lead to serious
disruptions and or security vulnerabilities.

Configuration Monitoring For Exadata Compute Node

The compliance rules for the Configuration Monitoring For Exadata Compute Node
standard follow.

Monitor Configuration Files For Exadata Compute Node Cell Os

Description: Monitors configuration files that are part of the Exadata compute node's
Cell OS. This rule is monitoring configuration files that are related to basic cell opera-
tions.

Severity: Critical

Rationale: When a configuration file changes occurs, the modification can lead to seri-
ous service disruptions and or security vulnerabilities.
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Monitor Configuration Files For Exadata Compute Node Database

Description: Monitors configuration files that are part of the Exadata compute node's
bundled Oracle Database. This rule is monitoring configuration files that are related to
the Database, Clusterware, Storage Management, and Cluster Verification utility

Severity: Critical

Rationale: When a configuration file changes occurs, the modification can lead to seri-
ous service disruptions and or security vulnerabilities. These configuration files may
impact the functioning of the bundled database on this Exadata compute node or the
Database cluster this node belongs to.

Monitor Configuration Files For Exadata Compute Node Megaraid

Description: Monitors configuration files that are part of the Exadata compute node's
LS| MegaRAID support. This rule is monitoring configuration files that are related to
the MegaRAID Storage Manager and MegaRAID XTools.

Severity: Critical

Rationale: When a configuration file changes occurs, the modification can lead to seri-
ous service disruptions and or security vulnerabilities. These configuration files may
impact the functioning of the RAID storage functionality on this node.

Monitor Configuration Files For Exadata Compute Node Management
And Diagnostics Systems

Description: Monitors configuration files that are part of the Exadata compute node
elements for changes to the files. This rule specifically is monitoring the configuration
files for the various tools and systems that are part of the Compute Node used for
management or diagnostics.

Severity: Critical

Rationale: When a configuration file changes occurs, the modification can lead to seri-
ous service disruptions and or security vulnerabilities. These configuration files may
impact the functioning of a management or monitoring tool that could be used to report
other issues.

Monitor Host-Specific Configuration Files For Exadata Compute Node
Management And Diagnostics Systems

ORACLE

Description: Monitors configuration files that are part of the Exadata compute node
elements for changes to the files. This rule specifically is monitoring the configuration
files for the various tools and systems that are part of the Compute Node used for
management or diagnostics that are specific for the given host. The facets being moni-
tored include the hostname in the path and must be configured per host target associ-
ation for the rule to function.

Severity: Critical
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Rationale: When a configuration file changes occurs, the modification can lead to seri-
ous service disruptions and or security vulnerabilities. These configuration files may
impact the functioning of a management or monitoring tool that could be used to report
other issues.

Configuration Monitoring For Exadata Compute Node Net-

working

The compliance rules for the Configuration Monitoring For Exadata Compute Node
Networking standard follow.

Monitor Configuration Files For Exadata Compute Node Cell Os Net-

working

Description: Monitors configuration files that are part of the Exadata compute node's
Cell OS. This rule is monitoring configuration files that are related to the Cell's net-
working configuration

Severity: Critical

Rationale: When a configuration file changes occurs, the modification can lead to seri-
ous service disruptions and or security vulnerabilities. Unintended modification of
these configuration files can lead to components in an Exadata rack being unreacha-
ble.

Monitor Configuration Files For Exadata Compute Node Infiniband

Description: Monitors configuration files that are part of the Exadata compute node
Infiniband support. This rule is monitoring Open Infiniband configuration files and Infini-
band Diagnostics Tools.

Severity: Critical

Rationale: When a configuration file changes occurs, the modification can lead to seri-
ous service disruptions and or security vulnerabilities. These configuration files may
impact the functioning of the Exadata component communications.

Configuration Monitoring For Exadata Compute Node Time

The compliance rules for the Configuration Monitoring For Exadata Compute Node
Time standard follow.

Monitor Configuration Files For Exadata Compute Node Cell Os Time

ORACLE

Description: Monitors configuration files that are part of the Exadata compute node's
Cell OS. This rule is monitoring configuration files related to clock synchronization for
the Cell.

Severity: Critical

Rationale: When a configuration file changes occurs, the modification can lead to seri-
ous service disruptions and or security vulnerabilities. Time synchronization is very im-
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portant in complex systems. Clock out of sync issues caused by misconfigured net-
work time daemon can lead to failures and system downtime.

Configuration Monitoring For Network Time Linux Packages

The compliance rules for the Configuration Monitoring For Network Time Linux Pack-
ages standard follow.

Monitor Configuration Files For Network Time Packages

Description: Monitors configuration files for network time related packages that come
with Linux such as FTP. These packages ensure your clocks are in sync.

Severity: Critical

Rationale: When file changes occur to the configuration files of a network time related
package on a Linux host outside of upgrade windows, the modification can lead to se-

rious disruptions and or security vulnerabilities. Most distributed software programs de-
pend on the host clocks being in sync.

Configuration Monitoring For Networking Linux Packages

The compliance rules for the Configuration Monitoring For Networking Linux Packages
standard follow.

Monitor Configuration Files For File Transfer Packages

Description: Monitors configuration files for file transfer related packages that come
with Linux such as FTP.

Severity: Critical

Rationale: When file changes occur to the configuration files of a file transfer related
package on a Linux host outside of upgrade windows, the modification can lead to se-
rious disruptions and or security vulnerabilities.

Monitor Configuration Files For Networking Packages

Description: Monitors configuration files for networking related packages that come
with Linux.

Severity: Critical

Rationale: When file changes occur to the configuration files of a networking related
package on a Linux host outside of upgrade windows, the modification can lead to se-
rious disruptions and or security vulnerabilities.

Configuration Monitoring For Security Linux Packages

The compliance rules for the Configuration Monitoring For Security Linux Packages
standard follow.
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Monitor Configuration Files For Security Packages

Description: Monitors configuration files for security related packages that come with
Linux.

Severity: Critical

Rationale: When file changes occur to the configuration files of security related pack-
ages on a Linux host outside of upgrade windows, the modification can lead to serious
disruptions and or security vulnerabilities.

Configuration Monitoring For User Access Linux Packages

The compliance rules for the Configuration Monitoring For User Access Linux Pack-
ages standard follow.

Monitor Configuration Files For User Access Packages

Description: Monitors configuration files for user access packages that come with Li-
nux. These packages include SUDO as well as user management and configuration
packages.

Severity: Critical

Rationale: When file changes occur to the configuration files of user access related
packages on a Linux host outside of upgrade windows, the modification can lead to
serious disruptions and or security vulnerabilities.

File Integrity Monitoring For Exadata Compute Node

The compliance rules for the File Integrity Monitoring For Exadata Compute Node
standard follow.

Monitor Executable Files For Core Exadata Compute Node

Description: Monitors executable files that are part of the Exadata compute node ele-
ments for changes to the files. Executable files include binary programs, Shell, Perl,
and Python scripts. This rule only covers Exadata specific elements that are on top of
any base operating system elements.

Severity: Critical

Rationale: When file changes occur to the executables of a production Exadata Com-
pute Node outside of upgrade windows, the modification can lead to serious disrup-
tions and or security vulnerabilities.

Monitor Library Files For Core Exadata Compute Node

ORACLE

Description: Monitors library files that are part of the Exadata compute node ele-
ments. Library files include .SO, Java JAR files, Python and Perl library modules. This
rule only covers Exadata specific elements that are on top of any base operating sys-
tem elements.
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Severity: Critical

Rationale: When file changes occur to the libraries of a production Exadata Compute
Node outside of upgrade windows, the modification can lead to serious disruptions and
or security vulnerabilities.

File Integrity Monitoring For Important Linux Packages

The compliance rules for the File Integrity Monitoring For Important Linux Packages
standard follow.

Monitor Executable Files For Core Os Packages

Description: Monitors executable files for core OS packages that come with Linux.
Executable files include programs, Shell, Python, and Perl scripts. These packages in-
clude Kernel-related elements, Boot Loaders and core commands.

Severity: Critical

Rationale: When file changes occur to the executables of core OS related packages
on a Linux host outside of upgrade windows, the modification can lead to serious dis-
ruptions and or security vulnerabilities.

Monitor Executable Files For Networking Packages

Description: Monitors executable files for networking related packages that come with
Linux. Executable files include programs, Shell, Python, and Perl scripts.

Severity: Critical

Rationale: When file changes occur to the executables of a networking related pack-
age on a Linux host outside of upgrade windows, the modification can lead to serious
disruptions and or security vulnerabilities.

Monitor Executable Files For Security Packages

Description: Monitors executable files for security related packages that come with Li-
nux. Executable files include programs, Shell, Python, and Perl scripts.

Severity: Critical

Rationale: When file changes occur to the executables of security related packages
on a Linux host outside of upgrade windows, the modification can lead to serious dis-
ruptions and or security vulnerabilities.

Monitor Executable Files For User Access Packages

ORACLE

Description: Monitors executable files for user access packages that come with Li-
nux. Executable files include programs, Shell, Python, and Perl scripts. These pack-
ages include SUDO as well as user management and configuration packages.

Severity: Critical

Rationale: When file changes occur to the executables of user access related pack-
ages on a Linux host outside of upgrade windows, the modification can lead to serious
disruptions and or security vulnerabilities.
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Monitor Library Files For Core Os Packages

Description: Monitors library files for core OS packages that come with Linux. Library
files include .SO, Java JAR files, Python and Perl library modules. These packages in-
clude Kernel-related elements, Boot Loaders and core commands.

Severity: Critical

Rationale: When file changes occur to the libraries of core OS packages on a Linux
host outside of upgrade windows, the modification can lead to serious disruptions and
or security vulnerabilities.

Monitor Library Files For Networking Packages

Description: Monitors library files for networking related packages that come with Li-
nux. Library files include .SO, Java JAR files, Python and Perl library modules.

Severity: Critical

Rationale: When file changes occur to the libraries of a networking related packages
on a Linux host outside of upgrade windows, the modification can lead to serious dis-
ruptions and or security vulnerabilities.

Monitor Library Files For Security Packages

Description: Monitors library files for security-related packages that come with Linux.
Library files include .SO, Java JAR files, Python and Perl library modules.

Severity: Critical

Rationale: When file changes occur to the libraries of security related packages on a
Linux host outside of upgrade windows, the modification can lead to serious disrup-
tions and or security vulnerabilities.

Monitor Library Files For User Access Packages

Description: Monitors library files for user access packages that come with Linux. Li-
brary files include .SO, Java JAR files, Python and Perl library modules. These pack-
ages include SUDO as well as user management and configuration packages.

Severity: Critical

Rationale: When file changes occur to the libraries of user access packages on a Li-
nux host outside of upgrade windows, the modification can lead to serious disruptions
and or security vulnerabilities.

Secure Configuration For Host

The compliance rules for the Secure Configuration For Host standard follow.

Nfts File System

Description: Ensure that the file system on a Windows operating system uses NTFS

ORACLE .



Chapter 6
Security Recommendations For Oracle Products

Severity: Critical

Rationale: Other than NTFS, file systems on Windows platforms may have serious
security risks.

Secure Ports

Description: Ensure that no unintended ports are left open
Severity: Critical

Rationale: Open ports may allow a malicious user to take over the host.

Secure Services

Description: Ensure that there are no insecure services (for example, telnet and ftp)
running on the server

Severity: Warning

Rationale: Insecure services may allow a malicious user to take over the host.

Executable Stack Disabled

Description: Ensure that the OS configuration parameter, which enables execution of
code on the user stack, is not enabled

Severity: Warning

Rationale: Enabling code execution on the user stack may allow a malicious user to
exploit stack buffer overflows. Overflows can cause portions of a system to fail, or
even execute arbitrary code.

Security Recommendations For Oracle Products

The compliance rules for the Security Recommendations For Oracle Products stand-
ard follow.

Security Recommendations

Description: Checks targets in your host for missing security patches
Severity: Critical

Rationale: To help ensure a secure and reliable configuration, all relevant and current
security patches should be applied.
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Oracle Access Management Cluster Com-
pliance Standards

These are the compliance rules for the Oracle Access Management Cluster compli-
ance standards

Oracle Access Manager Configuration Compliance For Ora-
cle Fusion Applications

The compliance rules for the Oracle Access Manager Configuration Compliance For
Oracle Fusion Applications standard follow.

Webgate-Agent Communication Mode

Description: Webgate/Agent communication to Oracle Access Manager servers
should be in either SIMPLE or CERT mode.

Severity: Warning

Rationale: Webgate/Agent communication to Oracle Access Manager servers should
be in either SIMPLE or CERT mode.

Denyonnotprotected In Webgate Profile

Description: DenyOnNotProtected in Webgate profile should be set to true
Severity: Warning

Rationale: DenyOnNotProtected in Webgate profile should be set to true.

Oam Agent Cache Headers Settings

Description: This rule checks if both Cache Pragma Header and Cache Control
Header are deleted for Oracle Fusion Applications.

Severity: Minor Warning

Rationale: Having Cache Pragma Header or Cache Control Header not deleted could
potentially affect performance.

Oam Agent Maximum Connections

Description: This rule checks if the Maximum Connections that each OAM Agent es-
tablishs with OAM Server is greater than 20 for Oracle Fusion Applications.

Severity: Minor Warning
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Rationale: Setting Maximum Connections greater than 20 could potentially affect per-
formance.

Oam Agent Server Maximum Connections

Description: This rule checks if the Maximum Connections that each OAM Agent
Server establishs with OAM Server is greater than 10 for Oracle Fusion Applications.

Severity: Minor Warning

Rationale: Setting Maximum Connections greater than 10 could potentially affect per-
formance.

Sso Only Mode

Description: This compliance standard rule verifies if SSO only Mode is set to true for
Oracle Fusion Applications.

Severity: Minor Warning

Rationale: This is introduced specially for Fusion Applications. This will eliminate the
groups fetch from LDAP during login time. This will disable fine grained authorization
feature in Oracle Access Manager currently not used by Fusion Applications.

Webgate To Oracle Access Manager Connectivity Parameters

ORACLE

Description: Webgate to Oracle Access Manager connectivity parameters
Severity: Warning

Rationale: Ensure that Webgate to Oracle Access Manager connectivity parameters
are set to proper values.
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Oracle Access Management Server Com-
pliance Standards

These are the compliance rules for the Oracle Access Management Server compli-
ance standards

Oracle Access Manager Server Agent Configuration Compli-
ance

The compliance rules for the Oracle Access Manager Server Agent Configuration
Compliance standard follow.

Oracle Access Manager Config Tool Validation

Description: Oracle Access Manager config tool validation
Severity: Minor Warning

Rationale: Oracle Access Manager should configure using IDM config tool.

Oracle Access Manager Server Configuration Compliance

The compliance rules for the Oracle Access Manager Server Configuration Compli-
ance standard follow.

Oracle Access Manager Performance Tunning Params

Description: Oracle Access Manager Performance Tunning Params
Severity: Warning

Rationale: Oracle Access Manager Performance Tunning Params should set to the
optimal values.

Oracle Access Manager Weblogic Domain Max Heap Size

Description: Oracle Access Manager Configuration rule for Weblogic Domain Max
Heap Size

Severity: Warning

Rationale: Oracle Access Manager Weblogic Domain Max Heap Size should set to
4096
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Oracle Access Manager Weblogic Domain Production Mode

Description: Oracle Access Manager Configuration rule for Weblogic Domain Produc-
tion Mode

Severity: Warning

Rationale: WebLogic Domain hosting Oracle Access manager should run in Produc-
tion mode instead of Development mode.

Oracle Access Manager Weblogic Domain Start Heap Size

Description: Oracle Access Manager Configuration rule for Weblogic Domain Start
Heap Size

Severity: Warning

Rationale: Oracle Access Manager Weblogic Domain Start Heap Size should set to
1024

Weblogic Server Authenticator Sequence

ORACLE

Description: WebLogic Server Authenticator sequence
Severity: Warning

Rationale: WebLogic Server Authenticator sequence should be in the sequence - OA-
MIDAsserter, OUD Authenticator (or LDAP Authenticator), Default Authenticator, De-
fault Identity Asserter
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Oracle Database Machine Compliance
Standards

These are the compliance rules for the Oracle Database Machine compliance stand-
ards

Db Machine Compliance

The compliance rules for the Db Machine Compliance standard follow.

Misconfigured Grid Disks

Description: Check if grid disks are configured uniformly on all cells in a cell group.
Severity: Minor Warning

Rationale: Within a cell group (set of cellsmonitored by an ASM disk group), all grid
disks should be configured the sameon every cell. Mis configurations may result in
poor performance

Overlap Of Cell Groups

Description: Check if cell usage by ASM is not uniform.
Severity: Minor Warning

Rationale: ASM diskgroup use of grid disksfrom Exadata cells should be arranged so
that disk groups should either share all the cells or none of the cells. This configuration
results in the most optimum performance.
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Oracle Identity Manager Compliance
Standards

These are the compliance rules for the Oracle Identity Manager compliance standards

Oracle Identity Manager Server Configuration Compliance

The compliance rules for the Oracle Identity Manager Server Configuration Compli-
ance standard follow.

Disable Caching Configuration

Description: This compliance standard rule verifies whether certain Caching compo-
nents "threadLocalCacheEnabled" and "StoredProcAPI" have been disabled or not for
Oracle Identity Manager.

Severity: Minor Warning

Rationale: Setting Caching components "threadLocalCacheEnabled" and "StoredPro-
CAPI" to "true" is not recommended.

Disable Reloading Of Adapters And Plug-In Configuration

Description: This compliance standard rule verifies whether Adapters and Plug-in Re-
loading are disabled or not for Oracle Identity Manager.

Severity: Minor Warning

Rationale: By default, reloading of adapters and plug-in configuration is enabled for
ease of development. This should be disabled in the production environment to im-
prove performance of the Oracle Weblogic Server for the Oracle Identity Manager.

Enable Caching Configuration

Description: This compliance standard rule verifies whether caching for metadata has
been enabled or not for Oracle Identity Manager.

Severity: Minor Warning

Rationale: Setting Caching components to “false" could potentially affect the perform-
ance.

Oracle Identity Manager Dbworkmanager Maximum Threads

Description: Oracle Identity Manager Configuration rule for DBWorkManager Maxi-
mum Threads

Severity: Warning
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Rationale: Oracle Identity Manager DBWorkManager Maximum Threads should set to
80

Oracle Identity Manager Database Tuning Disk Asynchronous lo

Description: Oracle Identity Manager Configuration rule for Database Tuning Disk
Asynchronous 10

Severity: Warning

Rationale: Oracle Identity Manager Database Tuning Disk Asynchronous IO

Oracle Identity Manager Database Tuning Maxdispatchers

Description: Oracle Identity Manager Configuration rule for Database Tuning maxdis-
patchers

Severity: Warning

Rationale: Oracle Identity Manager Database Tuning maxdispatchers

Oracle Identity Manager Database Tuning Maxsharedservers

Description: Oracle Identity Manager Configuration rule for Database Tuning max-
sharedservers

Severity: Warning

Rationale: Oracle Identity Manager Database Tuning maxsharedservers

Oracle Identity Manager Database Tuning Pgaaggregatetarget

Description: Oracle Identity Manager Configuration rule for Database Tuning pgaag-
gregatetarget

Severity: Warning

Rationale: Oracle Identity Manager Database Tuning pgaaggregatetarget

Oracle Identity Manager Database Tuning Sgatarget

Description: Oracle Identity Manager Configuration rule for Database Tuning sgatar-
get

Severity: Warning

Rationale: Oracle Identity Manager Database Tuning sgatarget

Oracle Identity Manager Direct Db Max Connections

ORACLE

Description: Oracle Identity Manager Configuration rule for Direct DB Max Connec-
tions

Severity: Warning

Rationale: Oracle Identity Manager Direct DB Max Connections should set to 150
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Oracle Identity Manager Direct Db Min Connections

Description: Oracle Identity Manager Configuration rule for Direct DB Min Connec-
tions

Severity: Warning

Rationale: Oracle Identity Manager Direct DB Min Connections should set to 50

Oracle Identity Manager Jvm Jbo.Ampool.Doampooling

Description: Oracle Identity Manager Configuration rule for jbo.ampool.doampooling
Severity: Warning

Rationale: Oracle Identity Manager JVM configuration property jbo.ampool.doampool-
ing should set to -1

Oracle Identity Manager Jvm Jbo.Ampool.Maxavailablesize

Description: Oracle Identity Manager Configuration rule for jpbo.ampool.maxavailable-
size

Severity: Warning

Rationale: Oracle Identity Manager JVM configuration property jbo.ampool.maxavaila
blesize should set to 120

Oracle Identity Manager Jvm Jbo.Ampool.Minavailablesize

Description: Oracle Identity Manager JVM Configuration rule for jpbo.ampool.minavai-
lablesize

Severity: Warning

Rationale: Oracle Identity Manager JVM configuration property jbo.ampool.minavaila-
blesize should set to 1

Oracle Identity Manager Jvm Jbo.Ampool.Timetolive

Description: Oracle Identity Manager JVM Configuration rule for jbo.ampool.timetolive
Severity: Warning

Rationale: Oracle Identity Manager JVM configuration property jbo.ampool.timetolive
should set to -1

Oracle Identity Manager Jvm Jbo.Connectfailover

ORACLE

Description: Oracle Identity Manager rule for jbo.connectfailover
Severity: Warning

Rationale: Oracle Identity Manager JVM configuration property jbo.connectfailover
should set to false
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Oracle Identity Manager Jvm Jbo.Doconnectionpooling

Description: Oracle Identity Manager Configuration rule for jbo.doconnectionpooling
Severity: Warning

Rationale: Oracle Identity Manager JVM configuration property jbo.doconnectionpool-
ing should set to true

Oracle Identity Manager Jvm Jbo.Load.Components.Lazily

Description: Oracle Identity Manager Configuration rule for jbo.load.components.lazi-
ly

Severity: Warning

Rationale: Oracle Identity Manager JVM configuration property jbo.load.compo-
nents.lazily should set to true

Oracle Identity Manager Jvm Jbo.Max.Cursors

Description: Oracle Identity Manager Configuration rule for jbo.max.cursors
Severity: Warning

Rationale: Oracle Identity Manager JVM configuration property jbo.max.cursors
should set to 5

Oracle Identity Manager Jvm Jbo.Recyclethreshold

Description: Oracle Identity Manager Configuration rule for jbo.recyclethreshold
Severity: Warning

Rationale: Oracle Identity Manager JVM configuration property jbo.recyclethreshold
should set to 60

Oracle Identity Manager Jvm Jbo.Txn.Disconnect_Level

Description: Oracle Identity Manager Configuration rule for jbo.txn.disconnect_level
Severity: Warning

Rationale: Oracle Identity Manager JVM configuration property jbo.txn.discon-
nect_level should set to 1

Oracle Identity Manager Uiworkmanager Maximum Threads

ORACLE

Description: Oracle Identity Manager Configuration rule for UIWorkManager Maxi-
mum Threads

Severity: Warning

Rationale: Oracle Identity Manager UIWorkManager Maximum Threads should set to
20
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Oracle Identity Manager Weblogic Domain Inactive Connection Time-
out

Description: Oracle Identity Manager Configuration rule for Weblogic Domain Inactive
Connection Timeout

Severity: Warning

Rationale: Oracle Identity Manager Weblogic Domain Inactive Connection Timeout
should set to 30

Oracle Identity Manager Weblogic Domain Initial Capacity

Description: Oracle Identity Manager Configuration rule for Weblogic Domain Initial
Capacity

Severity: Warning

Rationale: Oracle Identity Manager Weblogic Domain Initial Capacity should set to 50

Oracle Identity Manager Weblogic Domain Max Capacity

Description: Oracle Identity Manager Configuration rule for Weblogic Domain Max
Capacity

Severity: Warning

Rationale: Oracle Identity Manager Weblogic Domain Max Capacity should set to 150

Oracle Identity Manager Weblogic Domain Max Heap Size

Description: Oracle Identity Manager Configuration rule for Weblogic Domain Max
Heap Size

Severity: Warning

Rationale: Oracle Identity Manager Weblogic Domain Max Heap Size should set to
4096

Oracle Identity Manager Weblogic Domain Min Capacity

Description: Oracle Identity Manager Configuration rule for Weblogic Domain Min Ca-
pacity

Severity: Warning

Rationale: Oracle Identity Manager Weblogic Domain Min Capacity should set to 50

Oracle Identity Manager Weblogic Domain Min Heap Size

Description: Oracle Identity Manager Configuration rule for Weblogic Domain Min
Heap Size

Severity: Warning
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Rationale: Oracle Identity Manager Weblogic Domain Min Heap Size should set to
1024

Oracle Identity Manager Weblogic Jms Maximum Number Of Messag-
es

Description: Oracle Identity Manager Configuration rule for Weblogic JIMS Maximum
number of messages

Severity: Warning

Rationale: Oracle Identity Manager Weblogic JMS Maximum number of messages
should set to 400000

Oracle Identity Manager Weblogic Jms Message Buffer Size

Description: Oracle Identity Manager Configuration rule for Weblogic JMS Message
Buffer Size

Severity: Warning

Rationale: Oracle Identity Manager Weblogic JMS Message Buffer Size should be
200 MB

Oracle Identity Manager Oracle.Jdbc.Implicitstatementcachesize

Description: Oracle Identity Manager Configuration rule for oracle.jdbc.implicitState-
mentCacheSize

Severity: Warning

Rationale: Oracle Identity Manager Configuration rule for oracle.jdbc.implicitState-
mentCacheSize should set to 5

Oracle Identity Manager Oracle.Jdbc.Maxcachedbuffersize

Description: Oracle Identity Manager Configuration rule for oracle.jdbc.maxCached-
BufferSize

Severity: Warning

Rationale: Oracle Identity Manager Configuration rule for oracle.jdbc.maxCachedBuf-
ferSize should set to 19

ORACLE 10-6



Oracle Identity Manager Cluster Compili-
ance Standards

These are the compliance rules for the Oracle Identity Manager Cluster compliance
standards

Oracle Identity Manager Cluster Configuration Compliance

The compliance rules for the Oracle Identity Manager Cluster Configuration Compli-
ance standard follow.

Blocks Size

Description: Ensures Blocks size is at least 8192 bytes for the Oracle Database
which Oracle Identity Manager is connecting to.

Severity: Minor Warning

Rationale: Having Blocks size less than 8192 bytes may slower the performance.

Change Log Adapter Parameters

Description: Change Log Adapter Parameters
Severity: Warning

Rationale: Make sure the Max Pool Size Should be 500, Operation Timeout should be
1500000 and Max Pool Wait whould be 1000

Cursor Sharing

Description: Ensures configuration property CURSOR_SHARING is set to FORCE
for the Oracle Database which Oracle Identity Manager is connecting to.

Severity: Minor Warning

Rationale: Having CURSOR_SHARING to non-FORCE may slower the performance.

Database Statistics

Description: Gathering Database Statistics
Severity: Warning

Rationale: Database statistics is essential for the Oracle optimizer to select an optimal
plan in running the SQL queries. It is recommended that the statistics be collected reg-
ularly for OIM and also OIM dependent schemas *_MDS, * SOAINFRA, *_ OPSS and
* ORASDPM.
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Initial Number Of Database Writer Processes

Description: Ensures the initial number of Database Writer Process is at least 2 for
the Oracle Database which Oracle Identity Manager is connecting to.

Severity: Minor Warning

Rationale: Having initial number of Database Writer Process less than 2 may slower
the performance.

Keep Buffer Pool

Log Buffer

Description: Ensures KEEP Buffer Pool is at least 800M for the Oracle Database
which Oracle Identity Manager is connecting to.

Severity: Minor Warning

Rationale: Having KEEP Buffer Pool size below 800M may slower the performance.

Description: Ensures Log Buffer is at least 15MB for the Oracle Database which Ora-
cle Identity Manager is connecting to.

Severity: Minor Warning

Rationale: Having Log Buffer size below 15MB may slower the performance.

Maximum Number Of Open Cursors

Description: Ensures the maximum number of Open Cursors is less than 2000 for the
Oracle Database which Oracle Identity Manager is connecting to.

Severity: Minor Warning

Rationale: Having maximum number of Open Cursors greater than 2000 may slower
the performance.

Maximum Number Of Blocks Read In One I/O Operation

Description: Ensures the maximum number of blocks read in one I/O operation is at
most 16 for the Oracle Database which Oracle Identity Manager is connecting to.

Severity: Minor Warning

Rationale: Having more than 16 blocks read in one I/O operation may slower the per-
formance.

Query Rewrite Integrity

ORACLE

Description: Ensures the Query Rewrite Integrity is set to TRUSTED for the Oracle
Database which Oracle Identity Manager is connecting to.

Severity: Minor Warning
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Rationale: Having Query Rewrite Integrity set to non-TRUSTED may slower the per-
formance.

Description: Redo Logs
Severity: Warning

Rationale: Start with an initial size of 512 MB and continue to monitor redo logs for
contention or frequent log switches.

Secure File Storage For Orchestration

Description: LOB segments in Orchestration related tables (ORCHPROCESS,
ORCHEVENTS) should be stored in SECUREFILE. Migrate LOB columns ORCHES-
TRATION and CONTEXVAL in ORCHPROCESS table and RESULT column in
ORCHEVENTS table to SECUREFILE from BASICFILE.

Severity: Warning

Rationale: LOB segments in Orchestration related tables (ORCHPROCESS, ORCHE-
VENTS) should be stored in SECUREFILE.

Session Cursors To Cache

Description: Ensures the number of Session Cursors to cache is at least 800 for the
Oracle Database which Oracle Identity Manager is connecting to.

Severity: Minor Warning

Rationale: Having number of Session Cursors to cache below 800 may slower the
performance.

Text Index Optimization(Catalog)

Description: Text Index optimization(Catalog)
Severity: Warning

Rationale: Make sure FAST _OPTIMIZE_CAT_TAGS and REBUILD_OPTI-
MIZE_CAT_TAGS jobs scheduled via DBMS_SCHEDULER should be enabled.These
jobs help optimizing the text index on regular basis, removes the old data and minimiz-
es the fragmentation, which can improve the search performance of Access Request
Catalog.

User Adapter Parameters

ORACLE

Description: User Adapter Parameters
Severity: Warning

Rationale: Make sure the Max Pool Size Should be 500, Operation Timeout should be
1500000 and Max Pool Wait whould be 1000
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Oracle Internet Directory Compliance
Standards

These are the compliance rules for the Oracle Internet Directory compliance standards

Oracle Internet Directory Configuration Compliance For Ora-
cle Fustion Applications

The compliance rules for the Oracle Internet Directory Configuration Compliance For
Oracle Fustion Applications standard follow.

Maximum Database Connections

Description: This compliance standard rule checks if the Maximum Database Con-
nestions setting is set to less than 10 for Oracle Fusion Applications.

Severity: Minor Warning

Rationale: Setting Maximum Database Connections greater than 10 could potentially
affect the performance.

Oracle Internet Directory Server Processes

Description: This compliance standard rule checks if the number Oracle Internet Di-
rectory server processes is equal to the CPU sockets for Oracle Fusion Applications.

Severity: Minor Warning

Rationale: Setting the number Oracle Internet Directory server processes not equal to
the number of CPU sockets could potentially affect the performance.
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Oracle Listener Compliance Standards

These are the compliance rules for the Oracle Listener compliance standards

Basic Security Configuration For Oracle Listener

The compliance rules for the Basic Security Configuration For Oracle Listener stand-
ard follow.

Check Network Data Integrity On Server

Description: Ensures that the crypto_checksum_server parameter is set to recom-
mended value in sglnet.ora.

Severity: Warning

Rationale: This option ensures the integrity check for communication to prevent data
modification.

Encrypt Network Communication On Server

Description: Ensures that the encryption_server parameter is set to recommended
value in sqglnet.ora

Severity: Warning

Rationale: This option ensures that regardless of the settings on the user, if communi-
cation takes place it must be encrypted

Force Client Ssl Authentication

Description: Ensures that the ssl_client_authentication parameter is set to TRUE
Severity: Warning

Rationale: If TRUE Both the client and server authenticate to each other using certifi-
cates.lt is preferable to have mutually authenticated SSL connections verifying the
identity of both parties. If possible use client and server certificates for SSL connec-
tions. If client certificates are not supported in the enterprise, then set to FALSE.

Listener Logfile Permission

Description: Ensures that the listener logfile cannot be read by or written to by public
Severity: Critical

Rationale: The information in the logfile can reveal important network and database
connection details. Allowing access to the log file can expose them to public scrutiny
with possible security implications.
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Listener Logfile Permission(Windows)

Description: Ensures that the listener logfile cannot be read by or written to by public
Severity: Critical

Rationale: The information in the logfile can reveal important network and database
connection details. Allowing access to the log file can expose them to public scrutiny
with possible security implications.

Listener Trace Directory Permission

Description: Ensures that the listener trace directory does not have public read/write
permissions

Severity: Critical

Rationale: Allowing access to the trace directory can expose them to public scrutiny
with possible security implications.

Listener Trace Directory Permission(Windows)

Description: Ensures that the listener trace directory does not have public read/write
permissions

Severity: Critical

Rationale: Allowing access to the trace directory can expose them to public scrutiny
with possible security implications.

Listener Trace File Permission

Description: Ensures that the listener trace file is not accessible to public
Severity: Critical

Rationale: Allowing access to the trace files can expose them to public scrutiny with
possible security implications.

Listener Trace File Permission(Windows)

Description: Ensures that the listener trace file is not accessible to public
Severity: Critical

Rationale: Allowing access to the trace files can expose them to public scrutiny with
possible security implications.

Ssl Cipher Suites Supported

Description: Ensures that the ssl_cipher_suites parameter is set to recommended
value in sqlnet.ora

Severity: Warning
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Rationale: This option is used to specify a cipher suite that will be used by the SSL
connection. If the recommended cipher suite is not used, the SSL connection could be
compromised.

Ssl Versions Supported

Description: Ensures that the ssl_version parameter is set to latest version .
Severity: Warning

Rationale: Usage of the most current version of SSL is recommended older versions
of the SSL protocol are prone to attack or roll back. Do not set this parameter with
Any.

High Security Configuration For Oracle Listener

The compliance rules for the High Security Configuration For Oracle Listener standard
follow.

Accept Only Secure Registration Request

Description: Ensures that registration requests are accepted only for TCPS or IPC.
Severity: Warning

Rationale: Not configuring SECURE_REGISTER_listener_name parameter makes
listener to accept registration request for any transport of a connection.

Algorithm For Network Data Integrity Check On Server

Description: Ensures that the crypto_checksum_type server parameter is set to
SHAL1 in sqglnet.ora

Severity: Warning

Rationale: This option ensures the integrity check for communication is done using
SHAL1 Algorithm

Limit Loading External DIl And Libraries

Description: Ensures that the parameter EXTPROC_DLLS in listener.ora is set to
ONLY

Severity: Warning

Rationale: To achieve a higher level of security in a production environment, to restrict
the DLLs that the extproc agent can load by listing them explicitly in the listener.ora
file.

Listener Default Name

Description: Ensures that the default name of the listener is not used

Severity: Warning

ORACLE 13-3



Chapter 13
High Security Configuration For Oracle Listener

Rationale: Having a listener with the default name increases the risk of unauthorized
access and denial of service attacks.

Listener Direct Administration

Description: Ensures that no runtime modifications to the listener configuration is al-
lowed

Severity: Critical

Rationale: An attacker who has access to a running listener can perform runtime
modifications (for example, SET operations) using the Isnrctl program.

Listener Inbound Connect Timeout

Description: Ensures that all incomplete inbound connections to Oracle Listener has
a limited lifetime

Severity: Warning

Rationale: This limit protects the listener from consuming and holding resources for
client connection requests that do not complete. A malicious user could use this to
flood the listener with requests that result in a denial of service to authorized users.

Listener Logfile Owner

Description: Ensures that the listener log file is owned by the Oracle software owner
Severity: Critical

Rationale: The information in the logfile can reveal important network and database
connection details. Having a log file not owned by the Oracle software owner can ex-
pose them to public scrutiny with possible security implications.

Listener Logging Status
Description: Ensures that listener logging is enabled
Severity: Warning

Rationale: Without listener logging attacks on the listener can go unnoticed.

Listener Password
Description: Ensures that access to listener is password protected
Severity: Warning

Rationale: Without password protection, a user can gain access to the listener. Once
someone has access to the listener, he/she can stop the listener. He/she can also set
a password and prevent others from managing the listener.

Listener Trace Directory Owner

Description: Ensures that the listener trace directory is a valid directory owned by
Oracle software owner
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Severity: Critical

Rationale: Having a trace directory not owned by the Oracle software owner can ex-
pose the trace files to public scrutiny with possible security implications.

Listener Trace File Owner

Description: Ensures that the listener trace file owner is same as the Oracle software
owner

Severity: Critical

Rationale: Having trace files not owned by the Oracle software owner can expose
them to public scrutiny with possible security implications.

Listener.Ora Permission

Description: Ensures that the file permissions for listener.ora are restricted to the
owner of Oracle software

Severity: Critical

Rationale: If the listener.ora file is public readable, passwords may be extracted from
this file. This can also lead to exposure of detailed information on the Listener, data-
base,and application configuration. Also, if public has write permissions, a malicious
user can remove any password that has been set on the listener.

Listener.Ora Permission(Windows)

Description: Ensures that the file permissions for listener.ora are restricted to the
owner of Oracle software

Severity: Critical

Rationale: If the listener.ora file is public readable, passwords may be extracted from
this file. This can also lead to exposure of detailed information on the Listener, data-
base,and application configuration. Also, if public has write permissions, a malicious
user can remove any password that has been set on the listener.

Oracle Net Inbound Connect Timeout

Description: Ensures that all incomplete inbound connections to Oracle Net has a lim-
ited lifetime

Severity: Warning

Rationale: Without this parameter or assigning it with a higher value , a client connec-
tion to the database server can stay open indefinitely or for the specified duration with-
out authentication. Connections without authentication can introduce possible denial-
of-service attacks, whereby malicious clients attempt to flood database servers with
connect requests that consume resources.

Oracle Net Ss|_Cert_Revocation

ORACLE

Description: Ensures that the ssl_cert_revocation parameter is set to recommended
value in sqglnet.ora
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Severity: Warning

Rationale: This option Ensures revocation is required for checking CRLs for client cer-
tificate authentication. Revoked certificates can pose a threat to the integrity of the
SSL channel and should not be trusted

Oracle Net Tcp Validnode Checking

Description: Ensures that tcp.validnode_checking parameter is set to yes.
Severity: Minor Warning

Rationale: Not setting valid node check can potentially allow anyone to connect to the
sever, including a malicious user.

Restrict Sginet.Ora Permission

Description: Ensures that the sqlnet.ora file is not accessible to public
Severity: Critical

Rationale: If sginet.ora is public readable a malicious user may attempt to read this
hence could lead to sensitive information getting exposed .For example, log and trace
destination information of the client and server.

Restrict Sglnet.Ora Permission(Windows)

Description: Ensures that the sqlnet.ora file is not accessible to public
Severity: Critical

Rationale: If sginet.ora is public readable a malicious user may attempt to read this
hence could lead to sensitive information getting exposed .For example, log and trace
destination information of the client and server.

Secure Remote Listener Administration

Description: Ensures that administration requests are accepted only for TCPS or IPC.
Severity: Warning

Rationale: Not configuring SECURE_CONTROL_listener_name parameter makes lis-
tener to serve control command for any transport of a connection.

Use Of Hostname In Listener.Ora

ORACLE

Description: Ensures that the listener host is specified as IP address and not host-
name in the listener.ora

Severity: Warning

Rationale: An insecure Domain Name System (DNS) Server can be taken advantage
of for mounting a spoofing attack. Name server failure can result in the listener unable
to resolved the host.
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Use Secure Transport For Administration And Registration

Description: Ensures that Administration and Registration requests are accepted only
for TCPS or IPC transports

Severity: Warning

Rationale: Makes listener to accept administration and registration request for any
transport of a connection

Tcp.Excludeded Nodes

Description: Ensures that tcp.excludeded_nodes parameter is set.
Severity: Warning

Rationale: Not setting valid node check can potentially allow anyone to connect to the
sever, including a malicious user.

Tcp.Invited_Nodes

ORACLE

Description: Ensures that tcp.invited_nodes parameter is set.
Severity: Warning

Rationale: Not setting valid node check can potentially allow anyone to connect to the
sever, including a malicious user.
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Oracle Real Application Cluster Database
Compliance Standards

These are the compliance rules for the Oracle Real Application Cluster Database com-
pliance standards

Basic Security Configuration For Oracle Cluster Database

The compliance rules for the Basic Security Configuration For Oracle Cluster Data-
base standard follow.

Access To Dba_Roles View

Description: Ensures restricted access to DBA_ROLES view
Severity: Minor Warning

Rationale: DBA_ROLES view contains details of all roles in the database. Knowledge
of the structure of roles in the database can be taken advantage of by a malicious
user.

Access To Dba_Role Privs View

Description: Ensures restricted access to DBA_ROLE_PRIVS view
Severity: Minor Warning

Rationale: The DBA_ROLE_PRIVS view lists the roles granted to users and other
roles. Knowledge of the structure of roles in the database can be taken advantage of
by a malicious user.

Access To Dba_Sys_Privs View

Description: Ensures restricted access to DBA_SYS_PRIVS view
Severity: Minor Warning

Rationale: DBA_SYS_PRIVS view can be queried to find system privileges granted to
roles and users. Knowledge of the structure of roles in the database can be taken ad-
vantage of bya malicious user.

Access To Dba_Tab_Privs View

Description: Ensures restricted access to DBA_TAB_PRIVS view

Severity: Minor Warning
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Rationale: Lists privileges granted to users or roles on objects in the database. Knowl-
edge of the structure of roles in the database can be taken advantage of by a mali-
cious user.

Access To Dba_Users View

Description: Ensures restricted access to DBA_USERS view
Severity: Minor Warning

Rationale: Contains user password hashes and other account information. Access to
this information can be used to mount brute-force attacks.

Access To Stats$Sqltext Table

Description: Ensures restricted access to STATS$SQLTEXT table
Severity: Minor Warning

Rationale: This table provides full text of the recently-executed SQL statements. The
SQL statements can reveal sensitive information.

Access To Stats$Sgl_Summary Table

Description: Ensures restricted access to STATS$SQL_SUMMARY table
Severity: Minor Warning

Rationale: Contains first few lines of SQL text of the most resource intensive com-
mands given to the server. Sql statements executed without bind variables can show
up here exposing privileged information.

Access To Sys.Aud$ Table

Description: Ensures restricted access to SYS.AUDS$ table
Severity: Minor Warning

Rationale: A knowlegeable and malicious user can gain access to sensitive audit in-
formation.

Access To Sys.Source$ Table

Description: Ensures restricted access to SYS.SOURCES$ table
Severity: Minor Warning

Rationale: Contains source of all stored packages units in the database.

Access To Sys.User$ Table

Description: Ensures restricted access to SYS.USER$ table

Severity: Minor Warning
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Rationale: Username and password hash may be read from the SYS.USERS$ table,
enabling a hacker to launch a brute-force attack.

Access To Sys.User_History$ Table

Description: Ensures restricted access to SYS.USER_HISTORY$ table
Severity: Minor Warning

Rationale: Username and password hash may be read from the SYS.USER_HISTO-
RY$ table, enabling a hacker to launch a brute-force attack.

Allowed Logon Version

Description: Ensures that the server allows logon from clients with a matching version
or higher only.

Severity: Warning

Rationale: Setting the parameter SQLNET.ALLOWED LOGON_VERSION in
sglnet.ora to a version lower than the server version will force the server to use a less
secure authentication protocol

Audit File Destination

Description: Ensures that access to the audit files directory is restricted to the owner
of the Oracle software set and the DBA group.

Severity: Critical

Rationale: The AUDIT_FILE_DEST initialization parameter specifies the directory
where the Oracle auditing facility creates the audit files. Giving public read permission
to this directory may reveal important information such as logging information of start-
up, shutdown, and privileged connections.

Audit File Destination(Windows)

Description: Ensures that access to the audit files directory is restricted to the owner
of the Oracle software set and the DBA group.

Severity: Critical

Rationale: The AUDIT_FILE_DEST initialization parameter specifies the directory
where the Oracle auditing facility creates the audit files. Giving public read permission
to this directory may reveal important information such as logging information of start-
up, shutdown, and privileged connections.

Auditing Of Sys Operations Enabled

Description: Ensures sessions for users who connect as SYS are fully audited
Severity: Warning

Rationale: The AUDIT_SYS_OPERATIONS parameter enables or disables the audit-
ing of operations issued by user SYS, and users connecting with SYSDBA or SYSOP-
ER privileges.
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Background Dump Destination(Windows)

Description: Ensures that access to the trace files directory is restricted to the owner
of the Oracle software set and the DBA group

Severity: Critical

Rationale: Background processes such as the log writer process and the database
writer process use trace files to record occurrences and exceptions of database opera-
tions, as well as errors. The trace files are stored in the directory specified by the
BACKGROUND_DUMP_DEST initialization parameter. Giving public read permission
to this directory may reveal important and sensitive internal details of the database and
applications.

Check Network Data Integrity On Server

Description: Ensures that the crypto_checksum_server parameter is set to recom-
mended value in sqglnet.ora.

Severity: Warning

Rationale: This option ensures the integrity check for communication to prevent data
modification.

Control File Permission

Description: Ensures that access to the control files directory is restricted to the own-
er of the Oracle software set and the DBA group

Severity: Critical

Rationale: Control files are binary configuration files that control access to data files.
Control files are stored in the directory specified by the CONTROL_FILES initialization
parameter. A public write privilege on this directory could pose a serious security risk.

Control File Permission(Windows)

Description: Ensures that access to the control files directory is restricted to the own-
er of the Oracle software set and the DBA group

Severity: Critical

Rationale: Control files are binary configuration files that control access to data files.
Control files are stored in the directory specified by the CONTROL_FILES initialization
parameter. A public write privilege on this directory could pose a serious security risk.

Core Dump Destination

Description: Ensures that access to the core dump files directory is restricted to the
owner of the Oracle software set and the DBA group

Severity: Critical
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Rationale: Core dump files are stored in the directory specified by the
CORE_DUMP_DEST initialization parameter. A public read privilege on this directory
could expose sensitive information from the core dump files.

Core Dump Destination(Windows)

Description: Ensures that access to the core dump files directory is restricted to the
owner of the Oracle software set and the DBA group

Severity: Critical

Rationale: Core dump files are stored in the directory specified by the
CORE_DUMP_DEST initialization parameter. A public read privilege on this directory
could expose sensitive information from the core dump files.

Data Dictionary Protected

Description: Ensures data dictionary protection is enabled
Severity: Critical

Rationale: The 07_DICTIONARY_ACCESSIBILITY parameter controls access to the
data dictionary. Setting the 07_DICTIONARY_ACCESSIBILITY to TRUE allows users
with ANY system privileges to access the data dictionary. As a result, these user ac-
counts can be exploited to gain unauthorized access to data.

Default Passwords

Description: Ensure there are no default passwords for known accounts
Severity: Warning

Rationale: A malicious user can gain access to the database using default passwords.

Enable Database Auditing

Description: Ensures database auditing is enabled
Severity: Minor Warning

Rationale: The AUDIT_TRAIL parameter enables or disables database auditing. For
database version 12c and above Unified Auditing can be used. Auditing enhances se-
curity because it enforces accountability, provides evidence of misuse, and is frequent-
ly required for regulatory compliance. Auditing also enables system administrators to
implement enhanced protections, early detection of suspicious activities, and finely-
tuned security responses.

Encrypt Network Communication On Server

ORACLE

Description: Ensures that the encryption_server parameter is set to recommended
value in sqglnet.ora

Severity: Warning

Rationale: This option ensures that regardless of the settings on the user, if communi-
cation takes place it must be encrypted
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Execute Privileges On Dbms_Job To Public

Description: Ensures PUBLIC is not granted EXECUTE privileges on DBMS_JOB
package

Severity: Critical

Rationale: Granting EXECUTE privilege to PUBLIC on DBMS_JOB package allows
users to schedule jobs on the database.

Execute Privileges On Dbms_Sys_Sql To Public

Description: Ensures PUBLIC is not granted EXECUTE privileges on
DBMS_SYS_SQL package

Severity: Critical

Rationale: The DBMS_SYS_SQL package can be used to run PL/SQL and SQL as
the owner of the procedure rather than the caller.

Force Client Ssl Authentication

Description: Ensures that the ssl_client_authentication parameter is set to TRUE
Severity: Warning

Rationale: If TRUE Both the client and server authenticate to each other using certifi-
cates.lt is preferable to have mutually authenticated SSL connections verifying the
identity of both parties. If possible use client and server certificates for SSL connec-
tions. If client certificates are not supported in the enterprise, then set to FALSE.

Initialization Parameter File Permission

Description: Ensures that access to the initialization paramater file is restricted to the
owner of the Oracle software set and the DBA group

Severity: Warning

Rationale: Oracle traditionally stores initialization parameters in a text initialization pa-
rameter file. A publicly accessible initialization parameter file can be scanned for sensi-
tive initialization parameters exposing the security policies of the database. The IFILE

can also be searched for the weaknesses of the Oracle database configuration setting.

Initialization Parameter File Permission(Windows)

ORACLE

Description: Ensures that access to the initialization paramater file is restricted to the
owner of the Oracle software set and the DBA group

Severity: Warning

Rationale: Oracle traditionally stores initialization parameters in a text initialization pa-
rameter file. A publicly accessible initialization parameter file can be scanned for sensi-
tive initialization parameters exposing the security policies of the database. The IFILE

can also be searched for the weaknesses of the Oracle database configuration setting.
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Oracle Home Datafile Permission

Description: Ensures that access to the datafiles is restricted to the owner of the Ora-
cle software set and the DBA group

Severity: Critical

Rationale: The datafiles contain all the database data. If datafiles are readable to pub-
lic, they can be read by a user who has no database privileges on the data.

Oracle Home Datafile Permission(Windows)

Description: Ensures that access to the datafiles is restricted to the owner of the Ora-
cle software set and the DBA group

Severity: Critical

Rationale: The datafiles contain all the database data. If datafiles are readable to pub-
lic, they can be read by a user who has no database privileges on the data.

Oracle Home Executable Files Owner

Description: Ensures that the ownership of all files and directories in the ORA-
CLE_HOME/bin folder is the same as the Oracle software installation owner

Severity: Critical

Rationale: Incorrect file permissions on some of the Oracle files can cause major se-
curity issues.

Oracle Home File Permission

Description: Ensures that all files in the ORACLE_HOME directories (except for
ORACLE_HOME/bin) do not have public read, write and execute permissions

Severity: Warning

Rationale: Incorrect file permissions on some of the Oracle files can cause major se-
curity issues.

Oracle Home File Permission(Windows)

Description: Ensures that all files in the ORACLE_HOME directories (except for
ORACLE_HOME/bin) do not have public read, write and execute permissions

Severity: Warning

Rationale: Incorrect file permissions on some of the Oracle files can cause major se-
curity issues.

Oracle Net Client Log Directory Permission

ORACLE

Description: Ensures that the client log directory is a valid directory owned by Oracle
set with no permissions to public
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Severity: Critical

Rationale: Log files provide information contained in an error stack. An error stack re-
fers to the information that is produced by each layer in an Oracle communications
stack as the result of a network error. The information in log files can reveal important
network and database connection details. Allowing access to the log directory can ex-
pose the log files to public scrutiny.

Oracle Net Client Log Directory Permission(Windows)

Description: Ensures that the client log directory is a valid directory owned by Oracle
set with no permissions to public

Severity: Critical

Rationale: Log files provide information contained in an error stack. An error stack re-
fers to the information that is produced by each layer in an Oracle communications
stack as the result of a network error. The information in log files can reveal important
network and database connection details. Allowing access to the log directory can ex-
pose the log files to public scrutiny.

Oracle Net Client Trace Directory Permission

Description: Ensures that the client trace directory is a valid directory owned by Ora-
cle set with no permissions to public

Severity: Critical

Rationale: Tracing produces a detailed sequence of statements that describe network
events as they are executed. Tracing an operation enables you to obtain more infor-
mation on the internal operations of the components of Oracle Net Services than is
provided in a log file. The information in this file can reveal important network and da-
tabase connection details. Allowing access to the log directory can expose the log files
to public scrutiny.

Oracle Net Client Trace Directory Permission(Windows)

Description: Ensures that the client trace directory is a valid directory owned by Ora-
cle set with no permissions to public

Severity: Critical

Rationale: Tracing produces a detailed sequence of statements that describe network
events as they are executed. Tracing an operation enables you to obtain more infor-
mation on the internal operations of the components of Oracle Net Services than is
provided in a log file. The information in this file can reveal important network and da-
tabase connection details. Allowing access to the log directory can expose the log files
to public scrutiny.

Oracle Net Server Log Directory Permission

Description: Ensures that the server log directory is a valid directory owned by Oracle
set with no permissions to public

Severity: Critical
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Rationale: Log files provide information contained in an error stack. An error stack re-
fers to the information that is produced by each layer in an Oracle communications
stack as the result of a network error. The information in log files can reveal important
network and database connection details. Allowing access to the log directory can ex-
pose the log files to public scrutiny.

Oracle Net Server Log Directory Permission(Windows)

Description: Ensures that the server log directory is a valid directory owned by Oracle
set with no permissions to public

Severity: Critical

Rationale: Log files provide information contained in an error stack. An error stack re-
fers to the information that is produced by each layer in an Oracle communications
stack as the result of a network error. The information in log files can reveal important
network and database connection details. Allowing access to the log directory can ex-
pose the log files to public scrutiny.

Oracle Net Server Trace Directory Permission

Description: Ensures that the server trace directory is a valid directory owned by Ora-
cle set with no permissions to public

Severity: Critical

Rationale: Tracing produces a detailed sequence of statements that describe network
events as they are executed. Tracing an operation enables you to obtain more infor-
mation on the internal operations of the components of Oracle Net Services than is
provided in a log file. The information in this file can reveal important network and da-
tabase connection details. Allowing access to the log directory can expose the log files
to public scrutiny.

Oracle Net Server Trace Directory Permission(Windows)

Description: Ensures that the server trace directory is a valid directory owned by Ora-
cle set with no permissions to public

Severity: Critical

Rationale: Tracing produces a detailed sequence of statements that describe network
events as they are executed. Tracing an operation enables you to obtain more infor-
mation on the internal operations of the components of Oracle Net Services than is
provided in a log file. The information in this file can reveal important network and da-
tabase connection details. Allowing access to the log directory can expose the log files
to public scrutiny.

Protocol Error Further Action

Description: Ensures that the SEC_PROTOCOL_ERROR_FURTHER_ACTION pa-
rameter is set to either DROP or DELAY

Severity: Critical
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Rationale: If default value CONTINUE is used, the server process continues execu-
tion even if bad packets are received. The database server may be subject to a Denial
of Service (DoS) if bad packets continue to be sent by a malicious client

Protocol Error Trace Action

Description: Ensures that the sec_protocol_error_trace_action parameter is set to ei-
ther LOG or ALERT

Severity: Critical

Rationale: SEC_PROTOCOL_ERROR_TRACE_ACTION specifies the action that the
database should take when bad packets are received from a possibly malicious client.
NONE should not be used as the database server ignores the bad packets and does
not generate any trace files or log messages. If default value TRACE is used then the
database server generates a detailed trace file and should only be used when debug-

ging

Password Complexity Verification Function Usage

Description: Ensures PASSWORD_VERIFY_FUNCTION resource for the profile is
set

Severity: Critical

Rationale: Having passwords that do not meet minimum complexity requirements of-
fer substantially less protection than complex passwords.

Password Grace Time

Description: Ensures that all profiles have PASSWORD_GRACE_TIME set to a rea-
sonable number of days

Severity: Critical

Rationale: A high value for the PASSWORD_GRACE_TIME parameter may cause
serious database security issues by allowing the user to keep the same password for a
long time.

Password Lifetime

Description: Ensures that all profiles have PASSWORD_LIFE_TIME set to a reason-
able number of days

Severity: Warning

Rationale: A long password life time gives hackers a long time to try and cook the
password. May cause serious database security issues.

Password Locking Time

Description: Ensures PASSWORD_LOCK_TIME is set to a reasonable number of
days for all profiles

Severity: Warning
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Rationale: Having a low value increases the likelihood of Denial of Service attacks.

Public Trace Files

Description: Ensures database trace files are not public readable
Severity: Critical

Rationale: If trace files are readable by the PUBLIC group, a malicious user may at-
tempt to read the trace files that could lead to sensitive information being exposed.

Remote Os Authentication

Description: Ensure REMOTE_OS_AUTHENT initialization parameter is set to
FALSE

Severity: Critical

Rationale: A malicious user can gain access to the database if remote OS authentica-
tion is allowed.

Remote Os Role

Description: Ensure REMOTE_OS_ROLES initialization parameter is set to FALSE
Severity: Critical

Rationale: A malicious user can gain access to the database if remote users can be
granted privileged roles.

Restricted Privilege To Execute Utl_Http

Description: Ensure PUBLIC does not have execute privileges on the UTL_HTTP
package

Severity: Critical

Rationale: Privileges granted to the PUBLIC role automatically apply to all users. A
malicious user can gain access to email, network and http modules using the EXE-
CUTE privilege.

Restricted Privilege To Execute Utl_Smtp

Description: Ensure PUBLIC does not have execute privileges on the UTL_SMTP
package

Severity: Critical

Rationale: Privileges granted to the PUBLIC role automatically apply to all users. A
malicious user can gain access to email, network and http modules using the EXE-
CUTE privilege.

Restricted Privilege To Execute Utl_Tcp

ORACLE

Description: Ensure PUBLIC does not have execute privileges on the UTL_TCP
package

14-11



Chapter 14
Basic Security Configuration For Oracle Cluster Database

Severity: Critical

Rationale: Privileges granted to the PUBLIC role automatically apply to all users. A
malicious user can gain access to email, network and http modules using the EXE-
CUTE privilege.

Ssl Cipher Suites Supported

Description: Ensures that the ssl_cipher_suites parameter is set to recommended
value in sqlnet.ora

Severity: Warning

Rationale: This option is used to specify a cipher suite that will be used by the SSL
connection. If the recommended cipher suite is not used, the SSL connection could be
compromised.

Ssl Versions Supported

Description: Ensures that the ssl_version parameter is set to latest version .
Severity: Warning

Rationale: Usage of the most current version of SSL is recommended older versions
of the SSL protocol are prone to attack or roll back. Do not set this parameter with
Any.

Server Parameter File Permission

Description: Ensures that access to the server paramater file is restricted to the own-
er of the Oracle software set and the DBA group

Severity: Critical

Rationale: A server parameter file (SPFILE) lets you store and manage your initializa-
tion parameters persistently in a server-side disk file. A publicly accessible SPFILE
can be scanned for sensitive initialization parameters exposing the security policies of
the database. The SPFILE can also be searched for the weaknesses of the Oracle da-
tabase configuration setting.

Server Parameter File Permission(Windows)

ORACLE

Description: Ensures that access to the server paramater file is restricted to the own-
er of the Oracle software set and the DBA group

Severity: Critical

Rationale: A server parameter file (SPFILE) lets you store and manage your initializa-
tion parameters persistently in a server-side disk file. A publicly accessible SPFILE
can be scanned for sensitive initialization parameters exposing the security policies of
the database. The SPFILE can also be searched for the weaknesses of the Oracle da-
tabase configuration setting.
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Use Of Appropriate Umask On Unix Systems

Description: On UNIX systems, ensure that the owner of the Oracle software has an
appropriate umask value of 022 set

Severity: Warning

Rationale: If umask is not set to an appropriate value (like 022), log or trace files
might become accessible to public exposing sensitive information.

Use Of Database Links With Cleartext Password

Description: Ensures database links with clear text passwords are not used
Severity: Warning

Rationale: The table SYS.LINK$ contains the clear text password used by the data-
base link. A malicious user can read clear text password from SYS.LINK$ table that
can lead to undesirable consequences.

User Dump Destination

Description: Ensures that access to the trace files directory is restricted to the owner
of the Oracle software set and the DBA group

Severity: Critical

Rationale: The trace files for server processes are stored in the directory specified by
the USER_DUMP_DEST initialization parameter. Giving public read permission to this
directory may reveal important and sensitive internal details of the database and appli-
cations.

User Dump Destination(Windows)

Description: Ensures that access to the trace files directory is restricted to the owner
of the Oracle software set and the DBA group

Severity: Critical

Rationale: The trace files for server processes are stored in the directory specified by
the USER_DUMP_DEST initialization parameter. Giving public read permission to this
directory may reveal important and sensitive internal details of the database and appli-
cations.

Using Externally Identified Accounts

ORACLE

Description: Ensures that the OS authentication prefix is set to a value other than
OPS$

Severity: Warning

Rationale: The OS_AUTHENT_PREFIX parameter specifies a prefix used to authenti-
cate users attempting to connect to the server. When a connection request is attempt-
ed, Oracle compares the prefixed username with usernames in the database. Using a
prefix, especially OPS$, tends to result in an insecure configuration as an account can
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be authenticated either as an operating system user or with the password used in the
IDENTIFIED BY clause. Attackers are aware of this and will attack these accounts.

Utility File Directory Initialization Parameter Setting

Description: Ensures that the Utility File Directory (UTL_FILE_DIR) initialization pa-
rameter is not set to one of **, '.", core dump trace file locations

Severity: Critical

Rationale: Specifies the directories which the UTL_FILE package can access. Having
the parameter set to asterisk (*), period (.), or to sensitive directories, could expose
them to all users having execute privilege on the UTL_FILE package.

Well Known Accounts

Description: Checks for accessibility of well-known accounts
Severity: Warning

Rationale: A knowledgeable malicious user can gain access to the database using a
well-known account.

Configuration Best Practices For Oracle Rac Database

The compliance rules for the Configuration Best Practices For Oracle Rac Database
standard follow.

Force Logging Disabled

Description: When Data Guard is being used, checks the primary database for disa-
bled force logging

Severity: Warning

Rationale: The primary database is not in force logging mode. As a result unlogged
direct writes in the primary database cannot be propagated to the standby database.

Insufficient Number Of Control Files

Description: Checks for use of a single control file
Severity: Critical

Rationale: The control file is one of the most important files in an Oracle database. It
maintains many physical characteristics and important recovery information about the
database. If youlose the only copy of the control file due to a media error, there will be
unnecessary down time and other risks.

High Security Configuration For Oracle Cluster Database

The compliance rules for the High Security Configuration For Oracle Cluster Database
standard follow.
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$Oracle_Home/Network/Admin File Permission

Description: Ensures the files in SORACLE_HOME/network/admin ownership is re-
stricted to the Oracle software set, group is restricted to DBA group and Public does
not have write permission

Severity: Warning

Rationale: Not restricting ownership of network/admin to the Oracle software set and
DBA group may cause security issues by exposing net configuration data to malicious
users

$Oracle_Home/Network/Admin File Permission(Windows)

Description: Ensures the files in SORACLE_HOME/network/admin ownership is re-
stricted to the Oracle software set, group is restricted to DBA group and Public does
not have write permission

Severity: Warning

Rationale: Not restricting ownership of network/admin to the Oracle software set and
DBA group may cause security issues by exposing net configuration data to malicious
users

Access To *_Catalog_* Roles

Description: Ensure grant of *_CATALOG_* is restricted
Severity: Critical

Rationale: * CATALOG_* Roles have critical access to database objects, that can
lead to exposure of vital information in database system.

Access To All_Source View

Description: Ensures restricted access to ALL_SOURCE view
Severity: Minor Warning

Rationale: ALL_SOURCE view contains source of all stored packages in the data-
base.

Access To Dba_* Views

Description: Ensures SELECT privilege is never granted to any DBA_ view
Severity: Warning

Rationale: The DBA_* views provide access to privileges and policy settings of the
database. Some of these views also allow viewing of sensitive PL/SQL code that can
be used to understand the security policies.

Access To Role_Role Privs View

ORACLE

Description: Ensures restricted access to ROLE_ROLE_PRIVS view
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Severity: Minor Warning

Rationale: Lists roles granted to other roles. Knowledge of the structure of roles in the
database can be taken advantage of by a malicious user.

Access To Sys.Link$ Table

Description: Ensures restricted access to LINK$ table
Severity: Minor Warning

Rationale: A knowlegeable and malicious user can gain access to user passwords
from the SYS.LINKS$ table.

Access To User_Role_Privs View

Description: Ensures restricted access to USER_ROLE_PRIVS view
Severity: Minor Warning

Rationale: Lists the roles granted to the current user. Knowledge of the structure of
roles in the database can be taken advantage of by a malicious user.

Access To User_Tab_Privs View

Description: Ensures restricted access to USER_TAB_PRIVS view
Severity: Minor Warning

Rationale: Lists the grants on objects for which the user is the owner, grantor or grant-
ee. Knowledge of the grants in the database can be taken advantage of by a malicious
user.

Access To V$ Synonyms

Description: Ensures SELECT privilege is not granted to any V$ synonyms
Severity: Critical

Rationale: V$ tables contain sensitive information about Oracle database and should
only be accessible by system administrators. Check for any user that has access and
revoke where possible

Access To V$ Views

Description: Ensures SELECT privilege is not granted to any V$ Views
Severity: Critical

Rationale: V$ tables contain sensitive information about Oracle database and should
only be accessible by system administrators. Check for any user that has access and
revoke where possible

Access To X_$ Views

ORACLE

Description: Ensure access on X$ views is restricted
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Severity: Critical

Rationale: This can lead to revealing of internal database structure information.

Algorithm For Network Data Integrity Check On Server

Description: Ensures that the crypto_checksum_type server parameter is set to
SHAL1 in sqglnet.ora

Severity: Warning

Rationale: This option ensures the integrity check for communication is done using
SHAZ1 Algorithm

Audit Alter Any Table Privilege

Description: Ensures ALTER ANY TABLE Privilege is being audited by access for all
users

Severity: Critical

Rationale: Auditing ALTER ANY TABLE will provide a record to ensure the appropri-
ate use of account administration privileges. This information is also useful when in-
vestigating certain security events

Audit Alter User Privilege

Description: Ensures ALTER USER Privilege is being audited by access for all users
Severity: Critical

Rationale: Auditing ALTER USER will provide a record to ensure the appropriate use
of account administration privileges. This information is also useful when investigating
certain security events

Audit Aud$ Privilege

Description: Ensures AUD$ is being audited by access for all users
Severity: Critical

Rationale: Auditing AUD$ will provide a record to ensure the appropriate use of ac-
count administration privileges. This information is also useful when investigating cer-
tain security events

Audit Create Any Library Privilege

ORACLE

Description: Ensures CREATE ANY LIBRARY is being audited by access for all
users

Severity: Critical

Rationale: Auditing CREATE ANY LIBRARY will provide a record to ensure the ap-
propriate use of account administration privileges. This information is also useful when
investigating certain security events
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Audit Create Library Privilege

Description: Ensures CREATE LIBRARY Privilege is being audited by access for all
users

Severity: Critical

Rationale: Auditing CREATE LIBRARY will provide a record to ensure the appropriate
use of account administration privileges. This information is also useful when investi-
gating certain security events

Audit Create Role Privilege

Description: Ensures CREATE ROLE Privilege is being audited by access for all
users

Severity: Critical

Rationale: Auditing the creation of roles will provide a record to ensure the appropri-
ate use of account administration privileges. This information is also useful when in-
vestigating certain security events

Audit Create Session Privilege

Description: Ensures CREATE SESSION Privilege is being audited by access for all
users

Severity: Critical

Rationale: Auditing CREATE SESSION will provide a record to ensure the appropri-
ate use of account administration privileges. This information is also useful when in-
vestigating certain security events

Audit Create User Privilege

Description: Ensures CREATE USER Privilege is being audited by access for all
users

Severity: Critical

Rationale: Auditing CREATE USER will provide a record to ensure the appropriate
use of account administration privileges. This information is also useful when investi-
gating certain security events

Audit Drop Any Procedure Privilege

ORACLE

Description: Ensures DROP ANY PROCEDURE Privilege is being audited by access
for all users

Severity: Critical

Rationale: Auditing DROP ANY PROCEDURE will provide a record to ensure the ap-
propriate use of account administration privileges. This information is also useful when
investigating certain security events
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Audit Drop Any Role Privilege

Description: Ensures DROP ANY ROLE Privilege is being audited by access for all
users

Severity: Critical

Rationale: Auditing the creation of roles will provide a record to ensure the appropri-
ate use of account administration privileges. This information is also useful when in-
vestigating certain security events

Audit Drop Any Table Privilege

Description: Ensures DROP ANY TABLE Privilege is being audited by access for all
users

Severity: Critical

Rationale: Auditing DROP ANY TABLE will provide a record to ensure the appropriate
use of account administration privileges. This information is also useful when investi-
gating certain security events

Audit Execute Any Procedure Privilege

Description: Ensures EXECUTE ANY PROCEDURE Privilege is being audited by ac-
cess for all users

Severity: Critical

Rationale: Auditing the creation of roles will provide a record to ensure the appropri-
ate use of account administration privileges. This information is also useful when in-
vestigating certain security events

Audit Grant Any Obiject Privilege

Description: Ensures every use of GRANT ANY OBJECT privilege is being audited
for non-Administrative (SYSDBA) users.

Severity: Critical

Rationale: Auditing GRANT ANY OBJECT privilege will provide a record to ensure the
appropriate use of account administration privileges. This information is also useful
when investigating certain security events

Audit Grant Any Privilege

ORACLE

Description: Ensures GRANT ANY PRIVILEGE is being audited by access for all
users

Severity: Critical

Rationale: Auditing GRANT ANY PRIVILEGE will provide a record to ensure the ap-
propriate use of account administration privileges. This information is also useful when
investigating certain security events

14-19



Chapter 14
High Security Configuration For Oracle Cluster Database

Audit Insert Failure

Description: Ensures that insert failures are audited for critical data objects
Severity: Warning

Rationale: Not auditing insert failures for critical data objects may allow a malicious
user to infiltrate system security..

Audit Select Any Dictionary Privilege

Description: Ensures SELECT ANY DICTIONARY Privilege is being audited by ac-
cess for all users

Severity: Critical

Rationale: Auditing SELECT ANY DICTIONARY will provide a record to ensure the
appropriate use of account administration privileges. This information is also useful
when investigating certain security events

Background Dump Destination

Description: Ensures that access to the trace files directory is restricted to the owner
of the Oracle software set and the DBA group

Severity: Critical

Rationale: Background processes such as the log writer process and the database
writer process use trace files to record occurrences and exceptions of database opera-
tions, as well as errors. The trace files are stored in the directory specified by the
BACKGROUND_DUMP_DEST initialization parameter. Giving public read permission
to this directory may reveal important and sensitive internal details of the database and
applications.

Case Sensitive Logon

Description: Ensures that the sec_case_sensitive_logon parameter is set to true
Severity: Critical

Rationale: This increases the complexity of passwords and helps defend against
brute force password attacks

Connect Time

ORACLE

Description: Ensure that users profile settings CONNECT_TIME have appropriate
value set for the particular database and application

Severity: Critical

Rationale: Sessions held open for excessive periods of time can consume system re-
sources and cause a denial of service for other users of the Oracle database. The
CONNECT_TIME parameter limits the upper bound on how long a session can be
held open. This parameter is specified in minutes. Sessions that have exceeded their
connect time are aborted and rolled back
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Cpu Per Session

Description: Ensures that all profiles have CPU_PER_SESSION set to a reasonable
number of CPU cycles

Severity: Critical

Rationale: Allowing a single application or user to consume excessive CPU resources
will result in a denial of service to the Oracle database

Db Securefile

Description: Ensure that all LOB files created by Oracle are created as SecureFiles
Severity: Critical

Rationale: For LOBs to get treated as SecureFiles, set COMPATIBILE Initialization
Param to 11.1 or higher. If there is a LOB column with two partitions (one that has a
tablespace for which ASSM is enabled and one that has a tablespace for which ASSM
is not enabled), then LOBs in the partition with the ASSM-enabled tablespace will be
treated as SecureFiles and LOBs in the other partition will be treated as BasicFile
LOBs. Setting db_securefile to ALWAYS makes sure that any LOB file created is a se-
cure file

Dispatchers

Description: Ensures that the DISPATCHERS parameter is not set
Severity: Critical

Rationale: This will disable default ports ftp: 2100 and http: 8080. Removing the XDB
ports will reduce the attack surface of the Oracle server. It is recommended to disable
these ports if production usage is not required

Execute Privileges On Dbms_Lob To Public

Description: Ensures PUBLIC group is not granted EXECUTE privileges to the
DBMS_LOB package

Severity: Critical

Rationale: The DBMS_LOB package can be used to access any file on the system as
the owner of the Oracle software installation.

Execute Privileges On Utl_File To Public

ORACLE

Description: Ensure PUBLIC does not have EXECUTE privilege on the UTL_FILE
package

Severity: Critical

Rationale: Privileges granted to the PUBLIC role automatically apply to all users. A
malicious user can read and write arbitrary files in the system when granted the
UTL_FILE privilege.
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Execute Privilege On Sys.Dbms_Export_Extension To Public

Description: Ensure PUBLIC does not have execute privileges on the
SYS.DBMS_EXPORT_EXTENSION package

Severity: Critical

Rationale: Privileges granted to the PUBLIC role automatically apply to all users.
DBMS_EXPORT_EXTENSION can allow sqgl injection. Thus a malicious will be able to
take advantage.

Execute Privilege On Sys.Dbms_Random Public

Description: Ensure PUBLIC does not have execute privileges on the
SYS.DBMS_RANDOM package

Severity: Critical

Rationale: Privileges granted to the PUBLIC role automatically apply to all users.
DBMS_RANDOM can allow sql injection. Thus a malicious will be able to take advant-
age.

Granting Select Any Table Privilege

Description: Ensures SELECT ANY PRIVILEGE is never granted to any user or role
Severity: Warning

Rationale: The SELECT ANY TABLE privilege can be used to grant users or roles
with the ability to view data in tables that are not owned by them. A malicious user with
access to any user account that has this privilege can use this to gain access to sensi-
tive data.

Ifile Referenced File Permission

Description: Ensures that access to the files referenced by the IFILE parameter is re-
stricted to the owner of the Oracle software set and the DBA group

Severity: Critical

Rationale: The IFILE initialization parameter can be used to embed the contents of
another initialization parameter file into the current initialization parameter file. A pub-
licly accessible initialization parameter file can be scanned for sensitive initialization
parameters exposing the security policies of the database. Initialization parameter file
can also be searched for the weaknesses of the Oracle database configuration setting.

lfile Referenced File Permission(Windows)

ORACLE

Description: Ensures that access to the files referenced by the IFILE parameter is re-
stricted to the owner of the Oracle software set and the DBA group

Severity: Critical

Rationale: The IFILE initialization parameter can be used to embed the contents of
another initialization parameter file into the current initialization parameter file. A pub-
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licly accessible initialization parameter file can be scanned for sensitive initialization
parameters exposing the security policies of the database. Initialization parameter file
can also be searched for the weaknesses of the Oracle database configuration setting.

Logical Reads Per Session

Description: Ensure that users profile settings LOGICAL_READS_ PER_SESSION
have appropriate value set for the particular database and application

Severity: Critical

Rationale: Allowing a single application or user to perform excessive amounts of
reads to disk will result in a denial of service to the Oracle database

Limit Os Authentication

Description: Ensures database accounts does not rely on OS authentication
Severity: Critical

Rationale: If the host operating system has a required userid for database account for
which password is set EXTERNAL, then Oracle does not check its credentials any-
more. It simplyassumes the host must have done its authentication and lets the user
into the database without any further checking.

Log Archive Destination Owner

Description: Ensures that the server's archive logs directory is a valid directory owned
by Oracle software owner

Severity: Critical

Rationale: LogMiner can be used to extract database information from the archive
logs if the directory specified by LOG_ARCHIVE_DEST parameter (in init.ora file) is
not owned by the owner of the Oracle software installation or has permissions for oth-
ers.

Log Archive Destination Permission

Description: Ensures that the server's archive logs are not accessible to public
Severity: Critical

Rationale: LogMiner can be used to extract database information from the archive
logs if the directory specified by LOG_ARCHIVE_DEST parameter (in init.ora file) is
not owned by the owner of the Oracle software installation or has permissions for oth-
ers.

Log Archive Destination Permission(Windows)

ORACLE

Description: Ensures that the server's archive logs are not accessible to public
Severity: Critical

Rationale: LogMiner can be used to extract database information from the archive
logs if the directory specified by LOG_ARCHIVE_DEST parameter (in init.ora file) is
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not owned by the owner of the Oracle software installation or has permissions for oth-
ers.

Log Archive Duplex Destination Owner

Description: Ensures that the server's archive logs directory is a valid directory owned
by Oracle software owner

Severity: Critical

Rationale: LogMiner can be used to extract database information from the archive
logs if the directory specified by LOG_ARCHIVE_DUPLEX_ DEST parameter (in in-
it.ora file) is not owned by the owner of the Oracle software installation or has permis-
sions for others.

Log Archive Duplex Destination Permission

Description: Ensures that the server's archive logs are not accessible to public
Severity: Critical

Rationale: LogMiner can be used to extract database information from the archive
logs if the directory specified by LOG_ARCHIVE_DUPLEX DEST parameter (in in-
it.ora file) is not owned by the owner of the Oracle software installation or has permis-
sions for others.

Log Archive Duplex Destination Permission(Windows)

Description: Ensures that the server's archive logs are not accessible to public
Severity: Critical

Rationale: LogMiner can be used to extract database information from the archive
logs if the directory specified by LOG_ARCHIVE_DUPLEX_DEST parameter (in in-
it.ora file) is not owned by the owner of the Oracle software installation or has permis-
sions for others.

Naming Database Links

Description: Ensures that the name of a database link is the same as that of the re-
mote database

Severity: Warning

Rationale: Database link names that do not match the global names of the databases
to which they are connecting can cause an administrator to inadvertently give access
to a production server from a test or development server. Knowledge of this can be
used by a malicious user to gain access to the target database.

Oracle_Home Network Admin Owner

ORACLE

Description: Ensures $ORACLE_HOME/network/admin ownership is restricted to the
Oracle software set and DBA group

Severity: Warning
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Rationale: Not restricting ownership of network/admin to the Oracle software set and
DBA group may cause security issues by exposing net configuration data to malicious
users

Description: Ensure roles are stored, managed, and protected in the database rather
than files external to the DBMS.

Severity: Warning

Rationale: If Roles are managed by OS, it can cause serious security issues.

Oracle Agent Snmp Read-Only Configuration File Owner

Description: Ensures Oracle Agent SNMP read-only configuration file (snmp_ro.ora)
is owned by Oracle software owner

Severity: Warning

Rationale: The Oracle Agent SNMP read-only configuration file (snmp_ro.ora) con-
tains the listening address of the agent, the names of SQL*Net listener and Oracle da-
tabase servicesit knows about, plus tracing parameters. A publicly accessible SNMP
read-only configuration file can be used to extract sensitive data like the tracing direc-
tory location, dbsnmp address, etc.

Oracle Agent Snmp Read-Only Configuration File Permission

Description: Ensures Oracle Agent SNMP read-only configuration file (snmp_ro.ora)
permissions are limited to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle Agent SNMP read-only configuration file (snmp_ro.ora) con-
tains the listening address of the agent, the names of SQL*Net listener and Oracle da-
tabase servicesit knows about, plus tracing parameters. A publicly accessible SNMP
read-only configuration file can be used to extract sensitive data like the tracing direc-
tory location, dbsnmp address, etc.

Oracle Agent Snmp Read-Only Configuration File Permission(Win-

dows)

ORACLE

Description: Ensures Oracle Agent SNMP read-only configuration file (snmp_ro.ora)
permissions are limited to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle Agent SNMP read-only configuration file (snmp_ro.ora) con-
tains the listening address of the agent, the names of SQL*Net listener and Oracle da-
tabase servicesit knows about, plus tracing parameters. A publicly accessible SNMP
read-only configuration file can be used to extract sensitive data like the tracing direc-
tory location, dbsnmp address, etc.
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Oracle Agent Snmp Read-Write Configuration File Owner

Description: Ensures Oracle Agent SNMP read-write configuration file (snmp_rw.ora)
is owned by Oracle software owner

Severity: Warning

Rationale: The Oracle Agent SNMP read-write configuration file (snmp_ro.ora) con-
tains the listening address of the agent, the names of SQL*Net listener and Oracle da-
tabase services it knows about, plus tracing parameters. A publicly accessible SNMP
read-write configuration file can be used to extract sensitive data like the tracing direc-
tory location, dbsnmp address, etc.

Oracle Agent Snmp Read-Write Configuration File Permission

Description: Ensures Oracle Agent SNMP read-write configuration file (snmp_rw.ora)
permissions are limited to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle Agent SNMP read-write configuration file (snmp_ro.ora) con-
tains the listening address of the agent, the names of SQL*Net listener and Oracle da-
tabase services it knows about, plus tracing parameters. A publicly accessible SNMP
read-write configuration file can be used to extract sensitive data like the tracing direc-
tory location, dbsnmp address, etc.

Oracle Agent Snmp Read-Write Configuration File Permission(Win-

dows)

Description: Ensures Oracle Agent SNMP read-write configuration file (snmp_rw.ora)
permissions are limited to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle Agent SNMP read-write configuration file (snmp_ro.ora) con-
tains the listening address of the agent, the names of SQL*Net listener and Oracle da-
tabase services it knows about, plus tracing parameters. A publicly accessible SNMP
read-write configuration file can be used to extract sensitive data like the tracing direc-
tory location, dbsnmp address, etc.

Oracle Http Server Distributed Configuration File Owner

ORACLE

Description: Ensures Oracle HTTP Server distributed configuration file ownership is
restricted to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle HTTP Server distributed configuration file (usually .htaccess) is
used for access control and authentication of web folders. This file can be modified to
gain access to pages containing sensitive information.
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Oracle Http Server Distributed Configuration Files Permission

Description: Ensures Oracle HTTP Server Distributed Configuration Files permis-
sions are limited to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle HTTP Server distributed configuration file (usually .htaccess) is
used for access control and authentication of web folders. This file can be modified to
gain access to pages containing sensitive information.

Oracle Http Server Mod_PIsqgl Configuration File Owner

Description: Ensures Oracle HTTP Server mod_plsql configuration file (wdbsvr.app)
is owned by Oracle software owner

Severity: Warning

Rationale: The Oracle Agent SNMP read-write configuration file (snmp_rw.ora) con-
tains the listening address of the agent, the names of SQL*Net listener and Oracle da-
tabase services it knows about, plus tracing parameters. A publicly accessible SNMP
read-write configuration file can be used to extract sensitive data like the tracing direc-
tory location, dbsnmp address, etc.

Oracle Http Server Mod_PIsgl Configuration File Permission

Description: Ensures Oracle HTTP Server mod_plsgl Configuration file (wdbsvr.app)
permissions are limited to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle Agent SNMP read-write configuration file (snmp_rw.ora) con-
tains the listening address of the agent, the names of SQL*Net listener and Oracle da-
tabase services it knows about, plus tracing parameters. A publicly accessible SNMP
read-write configuration file can be used to extract sensitive data like the tracing direc-
tory location, dbsnmp address, etc.

Oracle Http Server Mod_PIsgl Configuration File Permission(Windows)

Description: Oracle HTTP Server mod_plsqgl Configuration file (wdbsvr.app) permis-
sions are limited to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle HTTP Server mod_plsqgl configuration file (wdbsvr.app) con-
tains the Database Access Descriptors used for authentication. A publicly accessible
mod_plsql configuration file can allow a malicious user to modify the Database Access
Descriptor settings to gain access to PL/SQL applications or launch a Denial Of Serv-
ice attack.

Oracle Home Executable Files Permission

ORACLE

Description: Ensures that all files in the ORACLE_HOME/bin folder do not have pub-
lic write permission
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Severity: Warning

Rationale: Incorrect file permissions on some of the Oracle files can cause major se-
curity issues.

Oracle Home Executable Files Permission(Windows)

Description: Ensures that all files in the ORACLE_HOME/bin folder do not have pub-
lic write permission

Severity: Warning

Rationale: Incorrect file permissions on some of the Oracle files can cause major se-
curity issues.

Oracle Net Client Log Directory Owner

Description: Ensures that the client log directory is a valid directory owned by Oracle
set

Severity: Critical

Rationale: Log files provide information contained in an error stack. An error stack re-
fers to the information that is produced by each layer in an Oracle communications
stack as the result of a network error. The information in log files can reveal important
network and database connection details. Allowing access to the log directory can ex-
pose the log files to public scrutiny.

Oracle Net Client Trace Directory Owner

Description: Ensures that the client trace directory is a valid directory owned by Ora-
cle set

Severity: Critical

Rationale: Tracing produces a detailed sequence of statements that describe network
events as they are executed. Tracing an operation enables you to obtain more infor-
mation on the internal operations of the components of Oracle Net Services than is
provided in a log file. The information in this file can reveal important network and da-
tabase connection details. Allowing access to the log directory can expose the log files
to public scrutiny.

Oracle Net Inbound Connect Timeout

Description: Ensures that all incomplete inbound connections to Oracle Net has a lim-
ited lifetime

Severity: Warning

Rationale: Without this parameter or assigning it with a higher value , a client connec-
tion to the database server can stay open indefinitely or for the specified duration with-
out authentication. Connections without authentication can introduce possible denial-
of-service attacks, whereby malicious clients attempt to flood database servers with
connect requests that consume resources.
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Oracle Net Ssl|_Cert_Revocation

Description: Ensures that the ssl_cert_revocation parameter is set to recommended
value in sqlnet.ora

Severity: Warning

Rationale: This option Ensures revocation is required for checking CRLs for client cer-
tificate authentication. Revoked certificates can pose a threat to the integrity of the
SSL channel and should not be trusted

Oracle Net Ssl_Server_Dn_Match

Description: Ensures ssl_server_dn_match is enabled in sqlnet.ora and in turn SSL
ensures that the certificate is from the server

Severity: Warning

Rationale: If ssl_server_dn_match parameter is disabled, then SSL performs the
check but allows the connection, regardless if there is a match. Not enforcing the
match allows the server to potentially fake its identity.

Oracle Net Server Log Directory Owner

Description: Ensures that the server log directory is a valid directory owned by Oracle
set

Severity: Critical

Rationale: Log files provide information contained in an error stack. An error stack re-
fers to the information that is produced by each layer in an Oracle communications
stack as the result of a network error. The information in log files can reveal important
network and database connection details. Allowing access to the log directory can ex-
pose the log files to public scrutiny.

Oracle Net Server Trace Directory Owner

Description: Ensures that the server trace directory is a valid directory owned by Ora-
cle set

Severity: Critical

Rationale: Tracing produces a detailed sequence of statements that describe network
events as they are executed. Tracing an operation enables you to obtain more infor-
mation on the internal operations of the components of Oracle Net Services than is
provided in a log file. The information in this file can reveal important network and da-
tabase connection details. Allowing access to the log directory can expose the log files
to public scrutiny.

Oracle Net Sglnet Expire Time

Description: Ensures that sqlnet.expire_time parameter is set to recommended value.

Severity: Warning
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Rationale: if sqlnet.expire_time is not set or set to 0, then database never checks for
dead connection and they keeps consuming database server resources.

Oracle Net Tcp Validnode Checking

Description: Ensures that tcp.validnode_checking parameter is set to yes.
Severity: Minor Warning

Rationale: Not setting valid node check can potentially allow anyone to connect to the
sever, including a malicious user.

Oracle Xsql Configuration File Owner

Description: Ensures Oracle XSQL configuration file (XSQLConfig.xml) is owned by
Oracle software owner

Severity: Warning

Rationale: The Oracle XSQL configuration file (XSQLConfig.xml) contains sensitive
database connection information. A publicly accessible XSQL configuration file can ex-
pose the database username and password that can be used access sensitive data or
to launch further attacks.

Oracle Xsgl Configuration File Permission

Description: Ensures Oracle XSQL configuration file (XSQLConfig.xml) permissions
are limited to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle XSQL configuration file (XSQLConfig.xml) contains sensitive
database connection information. A publicly accessible XSQL configuration file can ex-
pose the database username and password that can be used access sensitive data or
to launch further attacks.

Oracle Xsgl Configuration File Permission(Windows)

Description: Ensures Oracle XSQL Configuration File (XSQLConfig.xml) permissions
are limited to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle XSQL configuration file (XSQLConfig.xml) contains sensitive
database connection information. A publicly accessible XSQL configuration file can ex-
pose the database username and password that can be used access sensitive data or
to launch further attacks.

Otrace Data Files

ORACLE

Description: Avoids negative impact on database performance and disk space usage,
caused by data collected by otrace

Severity: Warning
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Rationale: Performance and resource utilization data collection can have a negative
impact on database performance and disk space usage.

Description: Ensure that users PRIVATE_SGA profile settings have appropriate val-
ues set for the particular database and application

Severity: Critical

Rationale: Allowing a single application or user to consume the excessive amounts of
the System Global Area will result in a denial of service to the Oracle database

Password Reuse Max

Description: Ensures that all profiles have PASSWORD_REUSE_MAX set to a rea-
sonable number of times

Severity: Warning

Rationale: Old passwords are usually the best guesses for the current password. A
low value for the PASSWORD_REUSE_MAX parameter may cause serious database
security issues by allowing users to reuse their old passwords more often.

Password Reuse Time

Description: Ensures that all profiles have PASSWORD_REUSE_TIME set to a rea-
sonable number of days

Severity: Critical

Rationale: A low value for the PASSWORD_REUSE_TIME parameter may cause se-
rious database security issues by allowing users to reuse their old passwords more of-
ten.

Proxy Account

Description: Ensures that the proxy accounts have limited privileges
Severity: Warning

Rationale: The proxy user only needs to connect to the database. Once connected it
will use the privileges of the user it is connecting on behalf of. Granting any other privi-
lege than the CREATE SESSION privilege to the proxy user is unnecessary and open
to misuse.

Return Server Release Banner

ORACLE

Description: Ensures that value of parameter SEC_RETURN_SERVER_RE-
LEASE_BANNER is FALSE

Severity: Critical

Rationale: If the Parameter SEC_RETURN_SERVER_RELEASE BANNER is TRUE
oracle database returns complete database version information to clients. Knowing the
exact patch set can aid an attacker
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Remote Password File

Description: Ensures privileged users are authenticated by the operating system; that
is, Oracle ignores any password file

Severity: Minor Warning

Rationale: The REMOTE_LOGIN_PASSWORDFILE parameter specifies whether or
not Oracle checks for a password file. Because password files contain the passwords
for users, including SYS, the most secure way of preventing an attacker from connect-
ing through brute-force password-related attacks is to require privileged users be au-
thenticated by the operating system.

Restrict Sginet.Ora Permission

Description: Ensures that the sqlnet.ora file is not accessible to public
Severity: Critical

Rationale: If sglnet.ora is public readable a malicious user may attempt to read this
hence could lead to sensitive information getting exposed .For example, log and trace
destination information of the client and server.

Restrict Sglnet.Ora Permission(Windows)

Description: Ensures that the sqlnet.ora file is not accessible to public
Severity: Critical

Rationale: If sglnet.ora is public readable a malicious user may attempt to read this
hence could lead to sensitive information getting exposed .For example, log and trace
destination information of the client and server.

Sessions_Per_User

Description: Ensures that all profiles have SESSIONS_PER_USER set to a reasona-
ble number of CPU cycles

Severity: Critical

Rationale: Allowing a single application or user to perform excessive amounts of
reads to disk will result in a denial of service to the Oracle database

Sql*Plus Executable Owner

ORACLE

Description: Ensures SQL*Plus ownership is restricted to the Oracle software set and
DBA group

Severity: Warning

Rationale: SQL*Plus allows a user to execute any SQL on the database. Not restrict-
ing ownership of SQL*Plus to the Oracle software set and DBA group may cause se-
curity issues by exposing sensitive data to malicious users.
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Sql*Plus Executable Permission

Description: Ensures that SQL*Plus executable file permissions are limited to the
Oracle software set and DBA group

Severity: Warning

Rationale: SQL*Plus allows a user to execute any SQL on the database. Public exe-
cute permissions on SQL*Plus can cause security issues by exposing sensitive data to
malicious users.

Sql*Plus Executable Permission(Windows)

Description: Ensures that SQL*Plus executable file permissions are limited to the
Oracle software set and DBA group

Severity: Warning

Rationale: SQL*Plus allows a user to execute any SQL on the database. Public exe-
cute permissions on SQL*Plus can cause security issues by exposing sensitive data to
malicious users.

Secure Os Audit Level

Description: On UNIX systems, ensures that AUDIT_SYSLOG_LEVEL is setto a
non-default value when OS-level auditing is enabled.

Severity: Warning

Rationale: Setting the AUDIT_SYSLOG_LEVEL initialization parameter to the default
value (NONE) will result in DBAs gaining access to the OS audit records

System Privileges To Public

Description: Ensure system privileges are not granted to PUBLIC
Severity: Critical

Rationale: Privileges granted to the public role automatically apply to all users. There
are security risks granting SYSTEM privileges to all users.

Tkprof Executable Owner

Description: Ensures tkprof executable file is owned by Oracle software owner
Severity: Warning

Rationale: Not restricting ownership of tkprof to the Oracle software set and DBA
group may cause information leak.

Tkprof Executable Permission

ORACLE

Description: Ensures tkprof executable file permissions are restricted to read and ex-
ecute for the group, and inaccessible to public
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Severity: Warning

Rationale: Excessive permission for tkprof leaves information within, unprotected.

Tkprof Executable Permission(Windows)

Description: Ensures tkprof executable file permissions are restricted to read and ex-
ecute for the group, and inaccessible to public

Severity: Warning

Rationale: Excessive permission for tkprof leaves information within, unprotected.

Unlimited Tablespace Quota

Description: Ensures database users are allocated a limited tablespace quota
Severity: Warning

Rationale: Granting unlimited tablespace quotas can cause the filling up of the allocat-
ed disk space. This can lead to an unresponsive database.

Use Of Automatic Log Archival Features

Description: Ensures that archiving of redo logs is done automatically and prevents
suspension of instance operations when redo logs fill. Only applicable if database is in
archivelog mode

Severity: Critical

Rationale: Setting the LOG_ARCHIVE_START initialization parameter to TRUE en-
sures that the archiving of redo logs is done automatically and prevents suspension of
instance operations when redo logs fill. This feature is only applicable if the database
is in archivelog mode.

Use Of Sql92 Security Features

Description: Ensures use of SQL92 security features
Severity: Warning

Rationale: If SQL92 security features are not enabled, a user might be able to exe-
cute an UPDATE or DELETE statement using a WHERE clause without having select
privilege on a table.

Utility File Directory Initialization Parameter Setting In Oracle9l Re-
lease 1 And Later

Description: Ensure that the UTL_FILE_DIR initialization parameter is not used in
Oracle9i Release 1 and later

Severity: Critical

Rationale: Specifies the directories which UTL_FILE package can access. Having the
parameter set to asterisk (*), period (.), or to sensitive directories could expose them to
all users having execute privilege on UTL_FILE package.
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Webcache Initialization File Owner

Description: Ensures Webcache initialization file (webcache.xml) is owned by Oracle
software owner

Severity: Warning

Rationale: Webcache stores sensitive information in the initialization file (webc-
ache.xml). A publicly accessible Webcache initialization file can be used to extract
sensitive data like the administrator password hash.

Webcache Initialization File Permission

Description: Ensures the Webcache initialization file (webcache.xml) permissions are
limited to the Oracle software set and DBA group

Severity: Warning

Rationale: Webcache stores sensitive information in the initialization file (webc-
ache.xml). A publicly accessible Webcache initialization file can be used to extract
sensitive data like the administrator password hash.

Webcache Initialization File Permission(Windows)

Description: Ensures the Webcache initialization file (webcache.xml) permissions are
limited to the Oracle software set and DBA group

Severity: Warning

Rationale: Webcache stores sensitive information in the initialization file (webc-
ache.xml). A publicly accessible Webcache initialization file can be used to extract
sensitive data like the administrator password hash.

Tcp.Excludeded Nodes

Description: Ensures that tcp.excludeded_nodes parameter is set.
Severity: Warning

Rationale: Not setting valid node check can potentially allow anyone to connect to the
sever, including a malicious user.

Tcp.Invited_Nodes
Description: Ensures that tcp.invited_nodes parameter is set.
Severity: Warning

Rationale: Not setting valid node check can potentially allow anyone to connect to the
sever, including a malicious user.
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Patchable Configuration For Rac Database

The compliance rules for the Patchable Configuration For Rac Database standard fol-
low.

Patchability

Description: Ensure the RAC Database target has a patchable configuration
Severity: Warning

Rationale: Unpatchable RAC Database target could not be patched by using the pro-
vided EM Patching feature

Storage Best Practices For Oracle Rac Database

The compliance rules for the Storage Best Practices For Oracle Rac Database stand-
ard follow.

Default Permanent Tablespace Set To A System Tablespace

Description: Checks if the DEFAULT_PERMANENT_TABLESPACE database prop-
erty is set to a system tablespace

Severity: Warning

Rationale: If not specified explicitly, DEFAULT_PERMANENT_TABLESPACE is de-
faulted to the SYSTEM tablespace. This is not the recommended setting. With this set-
ting, any user that is not explicitly assigned a tablespace uses the system tablespace.
Doing so may result in performance degradation for the database. This is also a secur-
ity issue. Non-system users may store data and consume all available space in the
system tablespace, thus causing the database to stop working.

Default Temporary Tablespace Set To A System Tablespace

Description: Checks if the DEFAULT_TEMP_TABLESPACE database property is set
to a system tablespace

Severity: Warning

Rationale: If not specified explicitly, DEFAULT_TEMP_TABLESPACE would default
to SYSTEM tablespace and this is not a recommended setting. With this setting, any
user that is not explicitly assigned a temporary tablespace uses the system tablespace
as their temporary tablespace. System tablespaces should not be used to store tem-
porary data. This is also a security issue. Non-system users may store data and con-
sume all available space in the system tablespace, thus causing the database to stop
working.

Dictionary Managed Tablespaces

Description: Checks for dictionary managed tablespaces

Severity: Minor Warning
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Rationale: These tablespaces are dictionary managed. Oracle recommends using lo-
cally managed tablespaces, with AUTO segment-space management, to enhance per-
formance and ease of space management.

Insufficient Number Of Redo Logs

Description: Checks for use of less than three redo logs
Severity: Warning

Rationale: The online redo log files are used to record changes in the database.
When archiving is enabled, these online redo logs need to be archived before they can
be reused. Every database requires at least two online redo log groups to be up and
running. When the size and number of online redo logs are inadequate, LGWR will
wait for ARCH to complete its writing to the archived log destination, before it over-
writes that log. This can cause severe performance slowdowns during peak activity pe-
riods.

Insufficient Redo Log Size

Description: Checks for redo log files less than 1 Mb
Severity: Critical

Rationale: Small redo logs cause system checkpoints to continuously put a high load
on the buffer cache and I/O system.

Non-System Data Segments In System Tablespaces

Description: Checks for data segments owned by non-system users located in table-
spaces SYSTEM, SYSAUX and SYSEXT.

Severity: Minor Warning

Rationale: These segments belonging to non-system users are stored in system ta-
blespaces SYSTEM or SYSAUX or SYSEXT. This violation makes it more difficult to
manage these data segments and may result in performance degradation in the sys-
tem tablespace. This is also a security issue. If non-system users are storing data in a
system tablespace it is possible that all available space in the system tablespace may
be consumed, thus causing the database to stop working.

Non-System Users With System Tablespace As Default Tablespace

ORACLE

Description: Checks for non-system users using SYSTEM or SYSAUX as the default
tablespace

Severity: Minor Warning

Rationale: These non-system users use a system tablespace as the default table-
space. This violation will result in non-system data segments being added to the sys-
tem tablespace, making it more difficult to manage these data segments and possibly
resulting in performance degradation in the system tablespace. This is also a security
issue. All Available space in the system tablespace may beconsumed, thus causing
the database to stop working.
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Non-Uniform Default Extent Size For Tablespaces

Description: Checks for dictionary managed or migrated locally managed tablespaces
with non-uniform default extent size

Severity: Minor Warning

Rationale: Dictionary managed or migrated locally managed tablespaces using non-
uniform default extent sizes have been found. This means that the extents in a single
tablespace will vary insize leading to fragmentation, inefficient space usage and per-
formance degradation.

Rollback In System Tablespace

Description: Checks for rollback segments in SYSTEM tablespace
Severity: Minor Warning

Rationale: The SYSTEM tablespace should be reserved only for the Oracle data dic-
tionary and its associated objects. It should NOT be used to store any other types of
objects such as user tables, user indexes, user views, rollback segments, undo seg-
ments or temporary segments.

Tablespace Not Using Automatic Segment-Space Management

Description: Checks for locally managed tablespaces that are using MANUAL seg-
ment space management

Severity: Minor Warning

Rationale: Automatic segment-space management is a simpler and more efficient
way of managing space within a segment. It completely eliminates any need to specify
and tune the PCTUSED, FREELISTS and FREELIST GROUPS storage parameters
for schema objects created in the tablespace. In a RAC environment there is the addi-
tional benefit of avoiding the hard partitioning of space inherent with using free list
groups.

Tablespaces Containing Rollback And Data Segments

Description: Checks for tablespaces containing both rollback and data segments
Severity: Minor Warning

Rationale: These tablespaces contain both rollback and data segments. Mixing seg-

ment types in this way makes it more difficult to manage space and may degrade per-
formance in the tablespace. Use of a dedicated tablespace for rollback segments en-

hances availability and performance.

Users With Permanent Tablespace As Temporary Tablespace

ORACLE

Description: Checks for users using a permanent tablespace as the temporary table-
space

Severity: Minor Warning

14-38



Chapter 14
Storage Best Practices For Oracle Rac Database

Rationale: These users use a permanent tablespace as the temporary tablespace.
Using temporary tablespaces allows space management for sort operations to be
more efficient. Using a permanent tablespace for these operations may result in per-
formance degradation, especially for Real Application Clusters. There is an additional
security concern. This makes it possible for users to use all available space in the sys-
tem tablespace, causing the database to stop working.

ORACLE 14-39



Oracle Single Instance Database Compli-
ance Standards

These are the compliance rules for the Oracle Single Instance Database compliance
standards

Basic Security Configuration For Oracle Cluster Database
Instance

The compliance rules for the Basic Security Configuration For Oracle Cluster Data-
base Instance standard follow.

Allowed Logon Version

Description: Ensures that the server allows logon from clients with a matching version
or higher only.

Severity: Warning

Rationale: Setting the parameter SQLNET.ALLOWED_ LOGON_VERSION in
sqlnet.ora to a version lower than the server version will force the server to use a less
secure authentication protocol

Audit File Destination

Description: Ensures that access to the audit files directory is restricted to the owner
of the Oracle software set and the DBA group.

Severity: Critical

Rationale: The AUDIT_FILE_DEST initialization parameter specifies the directory
where the Oracle auditing facility creates the audit files. Giving public read permission
to this directory may reveal important information such as logging information of start-
up, shutdown, and privileged connections.

Audit File Destination(Windows)

Description: Ensures that access to the audit files directory is restricted to the owner
of the Oracle software set and the DBA group.

Severity: Critical

Rationale: The AUDIT_FILE_DEST initialization parameter specifies the directory
where the Oracle auditing facility creates the audit files. Giving public read permission
to this directory may reveal important information such as logging information of start-
up, shutdown, and privileged connections.
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Auditing Of Sys Operations Enabled

Description: Ensures sessions for users who connect as SYS are fully audited
Severity: Warning

Rationale: The AUDIT_SYS_OPERATIONS parameter enables or disables the audit-
ing of operations issued by user SYS, and users connecting with SYSDBA or SYSOP-
ER privileges.

Background Dump Destination(Windows)

Description: Ensures that access to the trace files directory is restricted to the owner
of the Oracle software set and the DBA group

Severity: Critical

Rationale: Background processes such as the log writer process and the database
writer process use trace files to record occurrences and exceptions of database opera-
tions, as well as errors. The trace files are stored in the directory specified by the
BACKGROUND_DUMP_DEST initialization parameter. Giving public read permission
to this directory may reveal important and sensitive internal details of the database and
applications.

Check Network Data Integrity On Server

Description: Ensures that the crypto_checksum_server parameter is set to recom-
mended value in sglnet.ora.

Severity: Warning

Rationale: This option ensures the integrity check for communication to prevent data
modification.

Core Dump Destination

Description: Ensures that access to the core dump files directory is restricted to the
owner of the Oracle software set and the DBA group

Severity: Critical

Rationale: Core dump files are stored in the directory specified by the
CORE_DUMP_DEST initialization parameter. A public read privilege on this directory
could expose sensitive information from the core dump files.

Core Dump Destination(Windows)

ORACLE

Description: Ensures that access to the core dump files directory is restricted to the
owner of the Oracle software set and the DBA group

Severity: Critical

Rationale: Core dump files are stored in the directory specified by the
CORE_DUMP_DEST initialization parameter. A public read privilege on this directory
could expose sensitive information from the core dump files.
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Data Dictionary Protected

Description: Ensures data dictionary protection is enabled
Severity: Critical

Rationale: The 07_DICTIONARY_ACCESSIBILITY parameter controls access to the
data dictionary. Setting the 07_DICTIONARY_ACCESSIBILITY to TRUE allows users
with ANY system privileges to access the data dictionary. As a result, these user ac-
counts can be exploited to gain unauthorized access to data.

Enable Database Auditing

Description: Ensures database auditing is enabled
Severity: Minor Warning

Rationale: The AUDIT_TRAIL parameter enables or disables database auditing. For
database version 12c and above Unified Auditing can be used. Auditing enhances se-
curity because it enforces accountability, provides evidence of misuse, and is frequent-
ly required for regulatory compliance. Auditing also enables system administrators to
implement enhanced protections, early detection of suspicious activities, and finely-
tuned security responses.

Encrypt Network Communication On Server

Description: Ensures that the encryption_server parameter is set to recommended
value in sqlnet.ora

Severity: Warning

Rationale: This option ensures that regardless of the settings on the user, if communi-
cation takes place it must be encrypted

Force Client Ssl Authentication

Description: Ensures that the ssl_client_authentication parameter is set to TRUE
Severity: Warning

Rationale: If TRUE Both the client and server authenticate to each other using certifi-
cates.lt is preferable to have mutually authenticated SSL connections verifying the
identity of both parties. If possible use client and server certificates for SSL connec-
tions. If client certificates are not supported in the enterprise, then set to FALSE.

Initialization Parameter File Permission

ORACLE

Description: Ensures that access to the initialization paramater file is restricted to the
owner of the Oracle software set and the DBA group

Severity: Warning

Rationale: Oracle traditionally stores initialization parameters in a text initialization pa-
rameter file. A publicly accessible initialization parameter file can be scanned for sensi-
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tive initialization parameters exposing the security policies of the database. The IFILE
can also be searched for the weaknesses of the Oracle database configuration setting.

Initialization Parameter File Permission(Windows)

Description: Ensures that access to the initialization paramater file is restricted to the
owner of the Oracle software set and the DBA group

Severity: Warning

Rationale: Oracle traditionally stores initialization parameters in a text initialization pa-
rameter file. A publicly accessible initialization parameter file can be scanned for sensi-
tive initialization parameters exposing the security policies of the database. The IFILE

can also be searched for the weaknesses of the Oracle database configuration setting.

Oracle Home Executable Files Owner

Description: Ensures that the ownership of all files and directories in the ORA-
CLE_HOME/bin folder is the same as the Oracle software installation owner

Severity: Critical

Rationale: Incorrect file permissions on some of the Oracle files can cause major se-
curity issues.

Oracle Home File Permission

Description: Ensures that all files in the ORACLE_HOME directories (except for
ORACLE_HOME/bin) do not have public read, write and execute permissions

Severity: Warning

Rationale: Incorrect file permissions on some of the Oracle files can cause major se-
curity issues.

Oracle Home File Permission(Windows)

Description: Ensures that all files in the ORACLE_HOME directories (except for
ORACLE_HOME/bin) do not have public read, write and execute permissions

Severity: Warning

Rationale: Incorrect file permissions on some of the Oracle files can cause major se-
curity issues.

Oracle Net Client Log Directory Permission

ORACLE

Description: Ensures that the client log directory is a valid directory owned by Oracle
set with no permissions to public

Severity: Critical

Rationale: Log files provide information contained in an error stack. An error stack re-
fers to the information that is produced by each layer in an Oracle communications
stack as the result of a network error. The information in log files can reveal important
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network and database connection details. Allowing access to the log directory can ex-
pose the log files to public scrutiny.

Oracle Net Client Log Directory Permission(Windows)

Description: Ensures that the client log directory is a valid directory owned by Oracle
set with no permissions to public

Severity: Critical

Rationale: Log files provide information contained in an error stack. An error stack re-
fers to the information that is produced by each layer in an Oracle communications
stack as the result of a network error. The information in log files can reveal important
network and database connection details. Allowing access to the log directory can ex-
pose the log files to public scrutiny.

Oracle Net Client Trace Directory Permission

Description: Ensures that the client trace directory is a valid directory owned by Ora-
cle set with no permissions to public

Severity: Critical

Rationale: Tracing produces a detailed sequence of statements that describe network
events as they are executed. Tracing an operation enables you to obtain more infor-
mation on the internal operations of the components of Oracle Net Services than is
provided in a log file. The information in this file can reveal important network and da-
tabase connection details. Allowing access to the log directory can expose the log files
to public scrutiny.

Oracle Net Client Trace Directory Permission(Windows)

Description: Ensures that the client trace directory is a valid directory owned by Ora-
cle set with no permissions to public

Severity: Critical

Rationale: Tracing produces a detailed sequence of statements that describe network
events as they are executed. Tracing an operation enables you to obtain more infor-
mation on the internal operations of the components of Oracle Net Services than is
provided in a log file. The information in this file can reveal important network and da-
tabase connection details. Allowing access to the log directory can expose the log files
to public scrutiny.

Oracle Net Server Log Directory Permission

ORACLE

Description: Ensures that the server log directory is a valid directory owned by Oracle
set with no permissions to public

Severity: Critical

Rationale: Log files provide information contained in an error stack. An error stack re-
fers to the information that is produced by each layer in an Oracle communications
stack as the result of a network error. The information in log files can reveal important
network and database connection details. Allowing access to the log directory can ex-
pose the log files to public scrutiny.
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Oracle Net Server Log Directory Permission(Windows)

Description: Ensures that the server log directory is a valid directory owned by Oracle
set with no permissions to public

Severity: Critical

Rationale: Log files provide information contained in an error stack. An error stack re-
fers to the information that is produced by each layer in an Oracle communications
stack as the result of a network error. The information in log files can reveal important
network and database connection details. Allowing access to the log directory can ex-
pose the log files to public scrutiny.

Oracle Net Server Trace Directory Permission

Description: Ensures that the server trace directory is a valid directory owned by Ora-
cle set with no permissions to public

Severity: Critical

Rationale: Tracing produces a detailed sequence of statements that describe network
events as they are executed. Tracing an operation enables you to obtain more infor-
mation on the internal operations of the components of Oracle Net Services than is
provided in a log file. The information in this file can reveal important network and da-
tabase connection details. Allowing access to the log directory can expose the log files
to public scrutiny.

Oracle Net Server Trace Directory Permission(Windows)

Description: Ensures that the server trace directory is a valid directory owned by Ora-
cle set with no permissions to public

Severity: Critical

Rationale: Tracing produces a detailed sequence of statements that describe network
events as they are executed. Tracing an operation enables you to obtain more infor-
mation on the internal operations of the components of Oracle Net Services than is
provided in a log file. The information in this file can reveal important network and da-
tabase connection details. Allowing access to the log directory can expose the log files
to public scrutiny.

Protocol Error Further Action

ORACLE

Description: Ensures that the SEC_PROTOCOL_ERROR_FURTHER_ACTION pa-
rameter is set to either DROP or DELAY

Severity: Critical

Rationale: If default value CONTINUE is used, the server process continues execu-
tion even if bad packets are received. The database server may be subject to a Denial
of Service (DoS) if bad packets continue to be sent by a malicious client
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Protocol Error Trace Action

Description: Ensures that the sec_protocol_error_trace_action parameter is set to ei-
ther LOG or ALERT

Severity: Critical

Rationale: SEC_PROTOCOL_ERROR_TRACE_ACTION specifies the action that the
database should take when bad packets are received from a possibly malicious client.
NONE should not be used as the database server ignores the bad packets and does
not generate any trace files or log messages. If default value TRACE is used then the
database server generates a detailed trace file and should only be used when debug-

ging

Public Trace Files

Description: Ensures database trace files are not public readable
Severity: Critical

Rationale: If trace files are readable by the PUBLIC group, a malicious user may at-
tempt to read the trace files that could lead to sensitive information being exposed.

Remote Os Authentication

Description: Ensure REMOTE_OS_AUTHENT initialization parameter is set to
FALSE

Severity: Critical

Rationale: A malicious user can gain access to the database if remote OS authentica-
tion is allowed.

Remote Os Role

Description: Ensure REMOTE_OS_ROLES initialization parameter is set to FALSE
Severity: Critical

Rationale: A malicious user can gain access to the database if remote users can be
granted privileged roles.

Ssl Cipher Suites Supported

ORACLE

Description: Ensures that the ssl_cipher_suites parameter is set to recommended
value in sqglnet.ora

Severity: Warning

Rationale: This option is used to specify a cipher suite that will be used by the SSL
connection. If the recommended cipher suite is not used, the SSL connection could be
compromised.
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Ssl Versions Supported

Description: Ensures that the ssl_version parameter is set to latest version .
Severity: Warning

Rationale: Usage of the most current version of SSL is recommended older versions
of the SSL protocol are prone to attack or roll back. Do not set this parameter with
Any.

Server Parameter File Permission

Description: Ensures that access to the server paramater file is restricted to the own-
er of the Oracle software set and the DBA group

Severity: Critical

Rationale: A server parameter file (SPFILE) lets you store and manage your initializa-
tion parameters persistently in a server-side disk file. A publicly accessible SPFILE
can be scanned for sensitive initialization parameters exposing the security policies of
the database. The SPFILE can also be searched for the weaknesses of the Oracle da-
tabase configuration setting.

Server Parameter File Permission(Windows)

Description: Ensures that access to the server paramater file is restricted to the own-
er of the Oracle software set and the DBA group

Severity: Critical

Rationale: A server parameter file (SPFILE) lets you store and manage your initializa-
tion parameters persistently in a server-side disk file. A publicly accessible SPFILE
can be scanned for sensitive initialization parameters exposing the security policies of
the database. The SPFILE can also be searched for the weaknesses of the Oracle da-
tabase configuration setting.

Use Of Appropriate Umask On Unix Systems

Description: On UNIX systems, ensure that the owner of the Oracle software has an
appropriate umask value of 022 set

Severity: Warning

Rationale: If umask is not set to an appropriate value (like 022), log or trace files
might become accessible to public exposing sensitive information.

User Dump Destination

ORACLE

Description: Ensures that access to the trace files directory is restricted to the owner
of the Oracle software set and the DBA group

Severity: Critical

Rationale: The trace files for server processes are stored in the directory specified by
the USER_DUMP_DEST initialization parameter. Giving public read permission to this
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directory may reveal important and sensitive internal details of the database and appli-
cations.

User Dump Destination(Windows)

Description: Ensures that access to the trace files directory is restricted to the owner
of the Oracle software set and the DBA group

Severity: Critical

Rationale: The trace files for server processes are stored in the directory specified by
the USER_DUMP_DEST initialization parameter. Giving public read permission to this
directory may reveal important and sensitive internal details of the database and appli-
cations.

Using Externally Identified Accounts

Description: Ensures that the OS authentication prefix is set to a value other than
OPS$

Severity: Warning

Rationale: The OS_AUTHENT_PREFIX parameter specifies a prefix used to authenti-
cate users attempting to connect to the server. When a connection request is attempt-
ed, Oracle compares the prefixed username with usernames in the database. Using a
prefix, especially OPS$, tends to result in an insecure configuration as an account can
be authenticated either as an operating system user or with the password used in the
IDENTIFIED BY clause. Attackers are aware of this and will attack these accounts.

Utility File Directory Initialization Parameter Setting

Description: Ensures that the Utility File Directory (UTL_FILE_DIR) initialization pa-
rameter is not set to one of *', ", core dump trace file locations

Severity: Critical

Rationale: Specifies the directories which the UTL_FILE package can access. Having
the parameter set to asterisk (*), period (.), or to sensitive directories, could expose
them to all users having execute privilege on the UTL_FILE package.

Basic Security Configuration For Oracle Database

The compliance rules for the Basic Security Configuration For Oracle Database stand-
ard follow.

Access To Dba_Roles View

ORACLE

Description: Ensures restricted access to DBA_ROLES view
Severity: Minor Warning

Rationale: DBA_ ROLES view contains details of all roles in the database. Knowledge
of the structure of roles in the database can be taken advantage of by a malicious
user.
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Access To Dba_Role Privs View

Description: Ensures restricted access to DBA_ROLE_PRIVS view
Severity: Minor Warning

Rationale: The DBA_ROLE_PRIVS view lists the roles granted to users and other
roles. Knowledge of the structure of roles in the database can be taken advantage of
by a malicious user.

Access To Dba_Sys_Privs View

Description: Ensures restricted access to DBA_SYS_PRIVS view
Severity: Minor Warning

Rationale: DBA_SYS PRIVS view can be queried to find system privileges granted to
roles and users. Knowledge of the structure of roles in the database can be taken ad-
vantage of bya malicious user.

Access To Dba_Tab_Privs View

Description: Ensures restricted access to DBA_TAB_PRIVS view
Severity: Minor Warning

Rationale: Lists privileges granted to users or roles on objects in the database. Knowl-
edge of the structure of roles in the database can be taken advantage of by a mali-
cious user.

Access To Dba_Users View

Description: Ensures restricted access to DBA_USERS view
Severity: Minor Warning

Rationale: Contains user password hashes and other account information. Access to
this information can be used to mount brute-force attacks.

Access To Stats$Sqltext Table

Description: Ensures restricted access to STATS$SSQLTEXT table
Severity: Minor Warning

Rationale: This table provides full text of the recently-executed SQL statements. The
SQL statements can reveal sensitive information.

Access To Stats$Sqgl_Summary Table

ORACLE

Description: Ensures restricted access to STATS$SQL_SUMMARY table

Severity: Minor Warning
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Rationale: Contains first few lines of SQL text of the most resource intensive com-
mands given to the server. Sql statements executed without bind variables can show
up here exposing privileged information.

Access To Sys.Aud$ Table

Description: Ensures restricted access to SYS.AUDS$ table
Severity: Minor Warning

Rationale: A knowlegeable and malicious user can gain access to sensitive audit in-
formation.

Access To Sys.Source$ Table

Description: Ensures restricted access to SYS.SOURCES$ table
Severity: Minor Warning

Rationale: Contains source of all stored packages units in the database.

Access To Sys.User$ Table

Description: Ensures restricted access to SYS.USER$ table
Severity: Minor Warning

Rationale: Username and password hash may be read from the SYS.USERS$ table,
enabling a hacker to launch a brute-force attack.

Access To Sys.User_History$ Table

Description: Ensures restricted access to SYS.USER_HISTORY#$ table
Severity: Minor Warning

Rationale: Username and password hash may be read from the SYS.USER_HISTO-
RY$ table, enabling a hacker to launch a brute-force attack.

Allowed Logon Version

Description: Ensures that the server allows logon from clients with a matching version
or higher only.

Severity: Warning

Rationale: Setting the parameter SQLNET.ALLOWED_ LOGON_VERSION in
sglnet.ora to a version lower than the server version will force the server to use a less
secure authentication protocol

Audit File Destination

Description: Ensures that access to the audit files directory is restricted to the owner
of the Oracle software set and the DBA group.

Severity: Critical
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Rationale: The AUDIT_FILE_DEST initialization parameter specifies the directory
where the Oracle auditing facility creates the audit files. Giving public read permission
to this directory may reveal important information such as logging information of start-
up, shutdown, and privileged connections.

Audit File Destination(Windows)

Description: Ensures that access to the audit files directory is restricted to the owner
of the Oracle software set and the DBA group.

Severity: Critical

Rationale: The AUDIT_FILE_DEST initialization parameter specifies the directory
where the Oracle auditing facility creates the audit files. Giving public read permission
to this directory may reveal important information such as logging information of start-
up, shutdown, and privileged connections.

Auditing Of Sys Operations Enabled

Description: Ensures sessions for users who connect as SYS are fully audited
Severity: Warning

Rationale: The AUDIT_SYS_OPERATIONS parameter enables or disables the audit-
ing of operations issued by user SYS, and users connecting with SYSDBA or SYSOP-
ER privileges.

Background Dump Destination(Windows)

Description: Ensures that access to the trace files directory is restricted to the owner
of the Oracle software set and the DBA group

Severity: Critical

Rationale: Background processes such as the log writer process and the database
writer process use trace files to record occurrences and exceptions of database opera-
tions, as well as errors. The trace files are stored in the directory specified by the
BACKGROUND_DUMP_DEST initialization parameter. Giving public read permission
to this directory may reveal important and sensitive internal details of the database and
applications.

Check Network Data Integrity On Server

Description: Ensures that the crypto_checksum_server parameter is set to recom-
mended value in sqglnet.ora.

Severity: Warning

Rationale: This option ensures the integrity check for communication to prevent data
modification.

Control File Permission

Description: Ensures that access to the control files directory is restricted to the own-
er of the Oracle software set and the DBA group
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Severity: Critical

Rationale: Control files are binary configuration files that control access to data files.
Control files are stored in the directory specified by the CONTROL_FILES initialization
parameter. A public write privilege on this directory could pose a serious security risk.

Control File Permission(Windows)

Description: Ensures that access to the control files directory is restricted to the own-
er of the Oracle software set and the DBA group

Severity: Critical

Rationale: Control files are binary configuration files that control access to data files.
Control files are stored in the directory specified by the CONTROL_FILES initialization
parameter. A public write privilege on this directory could pose a serious security risk.

Core Dump Destination

Description: Ensures that access to the core dump files directory is restricted to the
owner of the Oracle software set and the DBA group

Severity: Critical

Rationale: Core dump files are stored in the directory specified by the
CORE_DUMP_DEST initialization parameter. A public read privilege on this directory
could expose sensitive information from the core dump files.

Core Dump Destination(Windows)

Description: Ensures that access to the core dump files directory is restricted to the
owner of the Oracle software set and the DBA group

Severity: Critical

Rationale: Core dump files are stored in the directory specified by the
CORE_DUMP_DEST initialization parameter. A public read privilege on this directory
could expose sensitive information from the core dump files.

Data Dictionary Protected

Description: Ensures data dictionary protection is enabled
Severity: Critical

Rationale: The 07_DICTIONARY_ACCESSIBILITY parameter controls access to the
data dictionary. Setting the 07_DICTIONARY_ACCESSIBILITY to TRUE allows users
with ANY system privileges to access the data dictionary. As a result, these user ac-
counts can be exploited to gain unauthorized access to data.

Default Passwords

ORACLE

Description: Ensure there are no default passwords for known accounts

Severity: Warning
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Rationale: A malicious user can gain access to the database using default passwords.

Enable Database Auditing

Description: Ensures database auditing is enabled
Severity: Minor Warning

Rationale: The AUDIT_TRAIL parameter enables or disables database auditing. For
database version 12c and above Unified Auditing can be used. Auditing enhances se-
curity because it enforces accountability, provides evidence of misuse, and is frequent-
ly required for regulatory compliance. Auditing also enables system administrators to
implement enhanced protections, early detection of suspicious activities, and finely-
tuned security responses.

Encrypt Network Communication On Server

Description: Ensures that the encryption_server parameter is set to recommended
value in sqlnet.ora

Severity: Warning

Rationale: This option ensures that regardless of the settings on the user, if communi-
cation takes place it must be encrypted

Execute Privileges On Dbms_Job To Public

Description: Ensures PUBLIC is not granted EXECUTE privileges on DBMS_JOB
package

Severity: Critical

Rationale: Granting EXECUTE privilege to PUBLIC on DBMS_JOB package allows
users to schedule jobs on the database.

Execute Privileges On Dbms_Sys_Sql To Public

Description: Ensures PUBLIC is not granted EXECUTE privileges on
DBMS_SYS_SQL package

Severity: Critical

Rationale: The DBMS_SYS_SQL package can be used to run PL/SQL and SQL as
the owner of the procedure rather than the caller.

Force Client Ssl Authentication

ORACLE

Description: Ensures that the ssl_client_authentication parameter is set to TRUE
Severity: Warning

Rationale: If TRUE Both the client and server authenticate to each other using certifi-
cates.lt is preferable to have mutually authenticated SSL connections verifying the
identity of both parties. If possible use client and server certificates for SSL connec-
tions. If client certificates are not supported in the enterprise, then set to FALSE.
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Initialization Parameter File Permission

Description: Ensures that access to the initialization paramater file is restricted to the
owner of the Oracle software set and the DBA group

Severity: Warning

Rationale: Oracle traditionally stores initialization parameters in a text initialization pa-
rameter file. A publicly accessible initialization parameter file can be scanned for sensi-
tive initialization parameters exposing the security policies of the database. The IFILE

can also be searched for the weaknesses of the Oracle database configuration setting.

Initialization Parameter File Permission(Windows)

Description: Ensures that access to the initialization paramater file is restricted to the
owner of the Oracle software set and the DBA group

Severity: Warning

Rationale: Oracle traditionally stores initialization parameters in a text initialization pa-
rameter file. A publicly accessible initialization parameter file can be scanned for sensi-
tive initialization parameters exposing the security policies of the database. The IFILE

can also be searched for the weaknesses of the Oracle database configuration setting.

Oracle Home Datafile Permission

Description: Ensures that access to the datafiles is restricted to the owner of the Ora-
cle software set and the DBA group

Severity: Critical

Rationale: The datafiles contain all the database data. If datafiles are readable to pub-
lic, they can be read by a user who has no database privileges on the data.

Oracle Home Datafile Permission(Windows)

Description: Ensures that access to the datafiles is restricted to the owner of the Ora-
cle software set and the DBA group

Severity: Critical

Rationale: The datafiles contain all the database data. If datafiles are readable to pub-
lic, they can be read by a user who has no database privileges on the data.

Oracle Home Executable Files Owner

ORACLE

Description: Ensures that the ownership of all files and directories in the ORA-
CLE_HOME/bin folder is the same as the Oracle software installation owner

Severity: Critical

Rationale: Incorrect file permissions on some of the Oracle files can cause major se-
curity issues.
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Oracle Home File Permission

Description: Ensures that all files in the ORACLE_HOME directories (except for
ORACLE_HOME/bin) do not have public read, write and execute permissions

Severity: Warning

Rationale: Incorrect file permissions on some of the Oracle files can cause major se-
curity issues.

Oracle Home File Permission(Windows)

Description: Ensures that all files in the ORACLE_HOME directories (except for
ORACLE_HOME/bin) do not have public read, write and execute permissions

Severity: Warning

Rationale: Incorrect file permissions on some of the Oracle files can cause major se-
curity issues.

Oracle Net Client Log Directory Permission

Description: Ensures that the client log directory is a valid directory owned by Oracle
set with no permissions to public

Severity: Critical

Rationale: Log files provide information contained in an error stack. An error stack re-
fers to the information that is produced by each layer in an Oracle communications
stack as the result of a network error. The information in log files can reveal important
network and database connection details. Allowing access to the log directory can ex-
pose the log files to public scrutiny.

Oracle Net Client Log Directory Permission(Windows)

Description: Ensures that the client log directory is a valid directory owned by Oracle
set with no permissions to public

Severity: Critical

Rationale: Log files provide information contained in an error stack. An error stack re-
fers to the information that is produced by each layer in an Oracle communications
stack as the result of a network error. The information in log files can reveal important
network and database connection details. Allowing access to the log directory can ex-
pose the log files to public scrutiny.

Oracle Net Client Trace Directory Permission

ORACLE

Description: Ensures that the client trace directory is a valid directory owned by Ora-
cle set with no permissions to public

Severity: Critical

Rationale: Tracing produces a detailed sequence of statements that describe network
events as they are executed. Tracing an operation enables you to obtain more infor-
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mation on the internal operations of the components of Oracle Net Services than is
provided in a log file. The information in this file can reveal important network and da-
tabase connection details. Allowing access to the log directory can expose the log files
to public scrutiny.

Oracle Net Client Trace Directory Permission(Windows)

Description: Ensures that the client trace directory is a valid directory owned by Ora-
cle set with no permissions to public

Severity: Critical

Rationale: Tracing produces a detailed sequence of statements that describe network
events as they are executed. Tracing an operation enables you to obtain more infor-
mation on the internal operations of the components of Oracle Net Services than is
provided in a log file. The information in this file can reveal important network and da-
tabase connection details. Allowing access to the log directory can expose the log files
to public scrutiny.

Oracle Net Server Log Directory Permission

Description: Ensures that the server log directory is a valid directory owned by Oracle
set with no permissions to public

Severity: Critical

Rationale: Log files provide information contained in an error stack. An error stack re-
fers to the information that is produced by each layer in an Oracle communications
stack as the result of a network error. The information in log files can reveal important
network and database connection details. Allowing access to the log directory can ex-
pose the log files to public scrutiny.

Oracle Net Server Log Directory Permission(Windows)

Description: Ensures that the server log directory is a valid directory owned by Oracle
set with no permissions to public

Severity: Critical

Rationale: Log files provide information contained in an error stack. An error stack re-
fers to the information that is produced by each layer in an Oracle communications
stack as the result of a network error. The information in log files can reveal important
network and database connection details. Allowing access to the log directory can ex-
pose the log files to public scrutiny.

Oracle Net Server Trace Directory Permission

ORACLE

Description: Ensures that the server trace directory is a valid directory owned by Ora-
cle set with no permissions to public

Severity: Critical

Rationale: Tracing produces a detailed sequence of statements that describe network
events as they are executed. Tracing an operation enables you to obtain more infor-
mation on the internal operations of the components of Oracle Net Services than is
provided in a log file. The information in this file can reveal important network and da-
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tabase connection details. Allowing access to the log directory can expose the log files
to public scrutiny.

Oracle Net Server Trace Directory Permission(Windows)

Description: Ensures that the server trace directory is a valid directory owned by Ora-
cle set with no permissions to public

Severity: Critical

Rationale: Tracing produces a detailed sequence of statements that describe network
events as they are executed. Tracing an operation enables you to obtain more infor-
mation on the internal operations of the components of Oracle Net Services than is
provided in a log file. The information in this file can reveal important network and da-
tabase connection details. Allowing access to the log directory can expose the log files
to public scrutiny.

Protocol Error Further Action

Description: Ensures that the SEC_PROTOCOL_ERROR_FURTHER_ACTION pa-
rameter is set to either DROP or DELAY

Severity: Critical

Rationale: If default value CONTINUE is used, the server process continues execu-
tion even if bad packets are received. The database server may be subject to a Denial
of Service (DoS) if bad packets continue to be sent by a malicious client

Protocol Error Trace Action

Description: Ensures that the sec_protocol_error_trace_action parameter is set to ei-
ther LOG or ALERT

Severity: Critical

Rationale: SEC_PROTOCOL_ERROR_TRACE_ACTION specifies the action that the
database should take when bad packets are received from a possibly malicious client.
NONE should not be used as the database server ignores the bad packets and does
not generate any trace files or log messages. If default value TRACE is used then the
database server generates a detailed trace file and should only be used when debug-

ging

Password Complexity Verification Function Usage

ORACLE

Description: Ensures PASSWORD_VERIFY_FUNCTION resource for the profile is
set

Severity: Critical

Rationale: Having passwords that do not meet minimum complexity requirements of-
fer substantially less protection than complex passwords.
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Password Grace Time

Description: Ensures that all profiles have PASSWORD_GRACE_TIME set to a rea-
sonable number of days

Severity: Critical

Rationale: A high value for the PASSWORD_GRACE_TIME parameter may cause
serious database security issues by allowing the user to keep the same password for a
long time.

Password Lifetime

Description: Ensures that all profiles have PASSWORD_LIFE_TIME set to a reason-
able number of days

Severity: Warning

Rationale: A long password life time gives hackers a long time to try and cook the
password. May cause serious database security issues.

Password Locking Time

Description: Ensures PASSWORD_LOCK_TIME is set to a reasonable number of
days for all profiles

Severity: Warning

Rationale: Having a low value increases the likelihood of Denial of Service attacks.

Public Trace Files

Description: Ensures database trace files are not public readable
Severity: Critical

Rationale: If trace files are readable by the PUBLIC group, a malicious user may at-
tempt to read the trace files that could lead to sensitive information being exposed.

Remote Os Authentication

Description: Ensure REMOTE_OS_AUTHENT initialization parameter is set to
FALSE

Severity: Critical

Rationale: A malicious user can gain access to the database if remote OS authentica-
tion is allowed.

Remote Os Role

ORACLE

Description: Ensure REMOTE_OS_ROLES initialization parameter is set to FALSE

Severity: Critical
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Rationale: A malicious user can gain access to the database if remote users can be
granted privileged roles.

Restricted Privilege To Execute Utl_Http

Description: Ensure PUBLIC does not have execute privileges on the UTL_HTTP
package

Severity: Critical

Rationale: Privileges granted to the PUBLIC role automatically apply to all users. A
malicious user can gain access to email, network and http modules using the EXE-
CUTE privilege.

Restricted Privilege To Execute Utl_Smtp

Description: Ensure PUBLIC does not have execute privileges on the UTL_SMTP
package

Severity: Critical

Rationale: Privileges granted to the PUBLIC role automatically apply to all users. A
malicious user can gain access to email, network and http modules using the EXE-
CUTE privilege.

Restricted Privilege To Execute Utl_Tcp

Description: Ensure PUBLIC does not have execute privileges on the UTL_TCP
package

Severity: Critical

Rationale: Privileges granted to the PUBLIC role automatically apply to all users. A
malicious user can gain access to email, network and http modules using the EXE-
CUTE privilege.

Ssl Cipher Suites Supported

Description: Ensures that the ssl_cipher_suites parameter is set to recommended
value in sqglnet.ora

Severity: Warning

Rationale: This option is used to specify a cipher suite that will be used by the SSL
connection. If the recommended cipher suite is not used, the SSL connection could be
compromised.

Ssl Versions Supported

ORACLE

Description: Ensures that the ssl_version parameter is set to latest version .
Severity: Warning

Rationale: Usage of the most current version of SSL is recommended older versions
of the SSL protocol are prone to attack or roll back. Do not set this parameter with
Any.
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Server Parameter File Permission

Description: Ensures that access to the server paramater file is restricted to the own-
er of the Oracle software set and the DBA group

Severity: Critical

Rationale: A server parameter file (SPFILE) lets you store and manage your initializa-
tion parameters persistently in a server-side disk file. A publicly accessible SPFILE
can be scanned for sensitive initialization parameters exposing the security policies of
the database. The SPFILE can also be searched for the weaknesses of the Oracle da-
tabase configuration setting.

Server Parameter File Permission(Windows)

Description: Ensures that access to the server paramater file is restricted to the own-
er of the Oracle software set and the DBA group

Severity: Critical

Rationale: A server parameter file (SPFILE) lets you store and manage your initializa-
tion parameters persistently in a server-side disk file. A publicly accessible SPFILE
can be scanned for sensitive initialization parameters exposing the security policies of
the database. The SPFILE can also be searched for the weaknesses of the Oracle da-
tabase configuration setting.

Use Of Appropriate Umask On Unix Systems

Description: On UNIX systems, ensure that the owner of the Oracle software has an
appropriate umask value of 022 set

Severity: Warning

Rationale: If umask is not set to an appropriate value (like 022), log or trace files
might become accessible to public exposing sensitive information.

Use Of Database Links With Cleartext Password

Description: Ensures database links with clear text passwords are not used
Severity: Warning

Rationale: The table SYS.LINK$ contains the clear text password used by the data-
base link. A malicious user can read clear text password from SYS.LINKS$ table that
can lead to undesirable consequences.

Use Of Remote Listener Instances

ORACLE

Description: Ensures listener instances on a remote machine separate from the data-
base instance are not used

Severity: Warning

Rationale: The REMOTE_LISTENER initialization parameter can be used to allow a
listener on a remote machine to access the database. This parameter is not applicable
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in a multi-master replication or RAC environment where this setting provides a load
balancing mechanism for the listener.

User Dump Destination

Description: Ensures that access to the trace files directory is restricted to the owner
of the Oracle software set and the DBA group

Severity: Critical

Rationale: The trace files for server processes are stored in the directory specified by
the USER_DUMP_DEST initialization parameter. Giving public read permission to this
directory may reveal important and sensitive internal details of the database and appli-
cations.

User Dump Destination(Windows)

Description: Ensures that access to the trace files directory is restricted to the owner
of the Oracle software set and the DBA group

Severity: Critical

Rationale: The trace files for server processes are stored in the directory specified by
the USER_DUMP_DEST initialization parameter. Giving public read permission to this
directory may reveal important and sensitive internal details of the database and appli-
cations.

Using Externally Identified Accounts

Description: Ensures that the OS authentication prefix is set to a value other than
OPS$

Severity: Warning

Rationale: The OS_AUTHENT_PREFIX parameter specifies a prefix used to authenti-
cate users attempting to connect to the server. When a connection request is attempt-
ed, Oracle compares the prefixed username with usernames in the database. Using a
prefix, especially OPS$, tends to result in an insecure configuration as an account can
be authenticated either as an operating system user or with the password used in the
IDENTIFIED BY clause. Attackers are aware of this and will attack these accounts.

Utility File Directory Initialization Parameter Setting

Description: Ensures that the Utility File Directory (UTL_FILE_DIR) initialization pa-
rameter is not set to one of **, '.", core dump trace file locations

Severity: Critical

Rationale: Specifies the directories which the UTL_FILE package can access. Having
the parameter set to asterisk (*), period (.), or to sensitive directories, could expose
them to all users having execute privilege on the UTL_FILE package.

Well Known Accounts

Description: Checks for accessibility of well-known accounts
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Severity: Warning

Rationale: A knowledgeable malicious user can gain access to the database using a
well-known account.

Configuration Best Practices For Oracle Database

The compliance rules for the Configuration Best Practices For Oracle Database stand-
ard follow.

Disabled Automatic Statistics Collection

Description: Checks if the STATISTICS_LEVEL initialization parameter is set to BA-
SIC

Severity: Critical

Rationale: Automatic statistics collection allows the optimizer to generate accurate ex-
ecution plans and is essential for identifying and correcting performance problems. By
default, STATISTICS_LEVEL is set to TYPICAL. If the STATISTICS_LEVEL initializa-
tion parameter is set to BASIC the collection of many important statistics, required by
Oracle database features and functionality, are disabled.

Fast Recovery Area Location Not Set

Description: Checks whether recovery area is set
Severity: Warning

Rationale: NO_RECOVERY_AREA_IMPACT

Force Logging Disabled

Description: Checks the database for disabled force logging.
Severity: Warning

Rationale: The database is not in force logging mode. If the database is a Data Guard
primary database, unlogged direct writes will not be propagated to the standby data-
base.

Insufficient Number Of Control Files

ORACLE

Description: Checks for use of a single control file
Severity: Critical

Rationale: The control file is one of the most important files in an Oracle database. It
maintains many physical characteristics and important recovery information about the
database. If youlose the only copy of the control file due to a media error, there will be
unnecessary down time and other risks.
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Not Using Automatic Pga Management

Description: Checks if the PGA_AGGREGATE_TARGET initialization parameter has
a value of 0 or if WORKAREA_SIZE_POLICY has value of MANUAL.

Severity: Warning

Rationale: Automatic PGA memory management simplifies and improves the way
PGA memory is allocated. When enabled, Oracle can dynamically adjust the portion of
the PGA memory dedicated to work areas while honoring the PGA_AGGRE-
GATE_TARGET limit set by the DBA."

Not Using Automatic Undo Management

Description: Checks for automatic undo space management not being used
Severity: Minor Warning

Rationale: Not using automatic undo management can cause unnecessary contention
and performance issues in your database. This may include among other issues, con-
tention for the rollback segment header blocks, in the form of buffer busy waits and in-
creased probability of ORA-1555s (Snapshot Too Old).

Not Using Spfile

Description: Checks for spfile not being used
Severity: Minor Warning

Rationale: The SPFILE (server parameter file) enables you persist any dynamic
changes to the Oracle initialization parameters using ALTER SYSTEM commands.
This persistence is provided acrossdatabase shutdowns. When a database has an
SPFILE configured, you do not have to remember to make the corresponding changes
to the Oracle init.ora file. Plus, any changes that are made via ALTER SYSTEM com-
mands are not lost after an shutdown and restart.

Statistics_Level Parameter Set To All

Description: Checks if the STATISTICS_LEVEL initialization parameter is set to ALL
Severity: Minor Warning

Rationale: Automatic statistics collection allows the optimizer to generate accurate ex-
ecution plans and is essential for identifying and correcting performance problems.
The STATISTICS_LEVEL initialization parameter is currently set to ALL, meaning ad-
ditional timed OS and plan execution statistics are being collected. These statistics are
not necessary and create additional overhead on the system.

Timed_Statistics Set To False

ORACLE

Description: Checks if the TIMED_STATISTICS initialization parameter is set to
FALSE.

Severity: Critical
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Rationale: Setting TIMED_STATISTICS to FALSE prevents time related statistics,
e.g. execution time for various internal operations, from being collected. These statis-
tics are useful for diagnosing and performance tuning. Setting TIMED_STATISTICS to
TRUE will allow time related statistics to be collected, and will also provide more value
to the trace file and generates more accurate statistics for long-running operations.

Use Of Non-Standard Initialization Parameters

Description: Checks for use of non-standard initialization parameters
Severity: Minor Warning

Rationale: Non-standard initialization parameters are being used. These may have
been implemented based on poor advice or incorrect assumptions. In particular, pa-
rameters associated with SPIN_COUNT on latches and undocumented optimizer fea-
tures can cause a great deal of problems that can require considerable investigation.

High Security Configuration For Oracle Cluster Database In-

stance

The compliance rules for the High Security Configuration For Oracle Cluster Database
Instance standard follow.

$Oracle_Home/Network/Admin File Permission

Description: Ensures the files in SORACLE_HOME/network/admin ownership is re-
stricted to the Oracle software set, group is restricted to DBA group and Public does
not have write permission

Severity: Warning

Rationale: Not restricting ownership of network/admin to the Oracle software set and
DBA group may cause security issues by exposing net configuration data to malicious
users

$Oracle_Home/Network/Admin File Permission(Windows)

Description: Ensures the files in SORACLE_HOME/network/admin ownership is re-
stricted to the Oracle software set, group is restricted to DBA group and Public does
not have write permission

Severity: Warning

Rationale: Not restricting ownership of network/admin to the Oracle software set and
DBA group may cause security issues by exposing net configuration data to malicious
users

Algorithm For Network Data Integrity Check On Server

ORACLE

Description: Ensures that the crypto_checksum_type server parameter is set to
SHAL in sqglnet.ora

Severity: Warning
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Rationale: This option ensures the integrity check for communication is done using
SHAZ1 Algorithm

Background Dump Destination

Description: Ensures that access to the trace files directory is restricted to the owner
of the Oracle software set and the DBA group

Severity: Critical

Rationale: Background processes such as the log writer process and the database
writer process use trace files to record occurrences and exceptions of database opera-
tions, as well as errors. The trace files are stored in the directory specified by the
BACKGROUND_DUMP_DEST initialization parameter. Giving public read permission
to this directory may reveal important and sensitive internal details of the database and
applications.

Case Sensitive Logon

Description: Ensures that the sec_case_sensitive_logon parameter is set to true
Severity: Critical

Rationale: This increases the complexity of passwords and helps defend against
brute force password attacks

Db Securefile

Description: Ensure that all LOB files created by Oracle are created as SecureFiles
Severity: Critical

Rationale: For LOBs to get treated as SecureFiles, set COMPATIBILE Initialization
Param to 11.1 or higher. If there is a LOB column with two partitions (one that has a
tablespace for which ASSM is enabled and one that has a tablespace for which ASSM
is not enabled), then LOBs in the partition with the ASSM-enabled tablespace will be
treated as SecureFiles and LOBs in the other partition will be treated as BasicFile
LOBs. Setting db_securefile to ALWAYS makes sure that any LOB file created is a se-
cure file

Dispatchers

Description: Ensures that the DISPATCHERS parameter is not set
Severity: Critical

Rationale: This will disable default ports ftp: 2100 and http: 8080. Removing the XDB
ports will reduce the attack surface of the Oracle server. It is recommended to disable
these ports if production usage is not required

Ifile Referenced File Permission

Description: Ensures that access to the files referenced by the IFILE parameter is re-
stricted to the owner of the Oracle software set and the DBA group

Severity: Critical
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Rationale: The IFILE initialization parameter can be used to embed the contents of
another initialization parameter file into the current initialization parameter file. A pub-
licly accessible initialization parameter file can be scanned for sensitive initialization
parameters exposing the security policies of the database. Initialization parameter file
can also be searched for the weaknesses of the Oracle database configuration setting.

lfile Referenced File Permission(Windows)

Description: Ensures that access to the files referenced by the IFILE parameter is re-
stricted to the owner of the Oracle software set and the DBA group

Severity: Critical

Rationale: The IFILE initialization parameter can be used to embed the contents of
another initialization parameter file into the current initialization parameter file. A pub-
licly accessible initialization parameter file can be scanned for sensitive initialization
parameters exposing the security policies of the database. Initialization parameter file
can also be searched for the weaknesses of the Oracle database configuration setting.

Log Archive Destination Owner

Description: Ensures that the server's archive logs directory is a valid directory owned
by Oracle software owner

Severity: Critical

Rationale: LogMiner can be used to extract database information from the archive
logs if the directory specified by LOG_ARCHIVE_DEST parameter (in init.ora file) is
not owned by the owner of the Oracle software installation or has permissions for oth-
ers.

Log Archive Destination Permission

Description: Ensures that the server's archive logs are not accessible to public
Severity: Critical

Rationale: LogMiner can be used to extract database information from the archive
logs if the directory specified by LOG_ARCHIVE_DEST parameter (in init.ora file) is
not owned by the owner of the Oracle software installation or has permissions for oth-
ers.

Log Archive Destination Permission(Windows)

ORACLE

Description: Ensures that the server's archive logs are not accessible to public
Severity: Critical

Rationale: LogMiner can be used to extract database information from the archive
logs if the directory specified by LOG_ARCHIVE_DEST parameter (in init.ora file) is
not owned by the owner of the Oracle software installation or has permissions for oth-
ers.
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Log Archive Duplex Destination Owner

Description: Ensures that the server's archive logs directory is a valid directory owned
by Oracle software owner

Severity: Critical

Rationale: LogMiner can be used to extract database information from the archive
logs if the directory specified by LOG_ARCHIVE_DUPLEX_ DEST parameter (in in-
it.ora file) is not owned by the owner of the Oracle software installation or has permis-
sions for others.

Log Archive Duplex Destination Permission

Description: Ensures that the server's archive logs are not accessible to public
Severity: Critical

Rationale: LogMiner can be used to extract database information from the archive
logs if the directory specified by LOG_ARCHIVE_DUPLEX DEST parameter (in in-
it.ora file) is not owned by the owner of the Oracle software installation or has permis-
sions for others.

Log Archive Duplex Destination Permission(Windows)

Description: Ensures that the server's archive logs are not accessible to public
Severity: Critical

Rationale: LogMiner can be used to extract database information from the archive
logs if the directory specified by LOG_ARCHIVE_DUPLEX_DEST parameter (in in-
it.ora file) is not owned by the owner of the Oracle software installation or has permis-
sions for others.

Naming Database Links

Description: Ensures that the name of a database link is the same as that of the re-
mote database

Severity: Warning

Rationale: Database link names that do not match the global names of the databases
to which they are connecting can cause an administrator to inadvertently give access
to a production server from a test or development server. Knowledge of this can be
used by a malicious user to gain access to the target database.

Oracle_Home Network Admin Owner

ORACLE

Description: Ensures $ORACLE_HOME/network/admin ownership is restricted to the
Oracle software set and DBA group

Severity: Warning
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Rationale: Not restricting ownership of network/admin to the Oracle software set and
DBA group may cause security issues by exposing net configuration data to malicious
users

Description: Ensure roles are stored, managed, and protected in the database rather
than files external to the DBMS.

Severity: Warning

Rationale: If Roles are managed by OS, it can cause serious security issues.

Oracle Agent Snmp Read-Only Configuration File Owner

Description: Ensures Oracle Agent SNMP read-only configuration file (snmp_ro.ora)
is owned by Oracle software owner

Severity: Warning

Rationale: The Oracle Agent SNMP read-only configuration file (snmp_ro.ora) con-
tains the listening address of the agent, the names of SQL*Net listener and Oracle da-
tabase servicesit knows about, plus tracing parameters. A publicly accessible SNMP
read-only configuration file can be used to extract sensitive data like the tracing direc-
tory location, dbsnmp address, etc.

Oracle Agent Snmp Read-Only Configuration File Permission

Description: Ensures Oracle Agent SNMP read-only configuration file (snmp_ro.ora)
permissions are limited to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle Agent SNMP read-only configuration file (snmp_ro.ora) con-
tains the listening address of the agent, the names of SQL*Net listener and Oracle da-
tabase servicesit knows about, plus tracing parameters. A publicly accessible SNMP
read-only configuration file can be used to extract sensitive data like the tracing direc-
tory location, dbsnmp address, etc.

Oracle Agent Snmp Read-Only Configuration File Permission(Win-

dows)

ORACLE

Description: Ensures Oracle Agent SNMP read-only configuration file (snmp_ro.ora)
permissions are limited to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle Agent SNMP read-only configuration file (snmp_ro.ora) con-
tains the listening address of the agent, the names of SQL*Net listener and Oracle da-
tabase servicesit knows about, plus tracing parameters. A publicly accessible SNMP
read-only configuration file can be used to extract sensitive data like the tracing direc-
tory location, dbsnmp address, etc.
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Oracle Agent Snmp Read-Write Configuration File Owner

Description: Ensures Oracle Agent SNMP read-write configuration file (snmp_rw.ora)
is owned by Oracle software owner

Severity: Warning

Rationale: The Oracle Agent SNMP read-write configuration file (snmp_ro.ora) con-
tains the listening address of the agent, the names of SQL*Net listener and Oracle da-
tabase services it knows about, plus tracing parameters. A publicly accessible SNMP
read-write configuration file can be used to extract sensitive data like the tracing direc-
tory location, dbsnmp address, etc.

Oracle Agent Snmp Read-Write Configuration File Permission

Description: Ensures Oracle Agent SNMP read-write configuration file (snmp_rw.ora)
permissions are limited to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle Agent SNMP read-write configuration file (snmp_ro.ora) con-
tains the listening address of the agent, the names of SQL*Net listener and Oracle da-
tabase services it knows about, plus tracing parameters. A publicly accessible SNMP
read-write configuration file can be used to extract sensitive data like the tracing direc-
tory location, dbsnmp address, etc.

Oracle Agent Snmp Read-Write Configuration File Permission(Win-

dows)

Description: Ensures Oracle Agent SNMP read-write configuration file (snmp_rw.ora)
permissions are limited to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle Agent SNMP read-write configuration file (snmp_ro.ora) con-
tains the listening address of the agent, the names of SQL*Net listener and Oracle da-
tabase services it knows about, plus tracing parameters. A publicly accessible SNMP
read-write configuration file can be used to extract sensitive data like the tracing direc-
tory location, dbsnmp address, etc.

Oracle Http Server Distributed Configuration File Owner

ORACLE

Description: Ensures Oracle HTTP Server distributed configuration file ownership is
restricted to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle HTTP Server distributed configuration file (usually .htaccess) is
used for access control and authentication of web folders. This file can be modified to
gain access to pages containing sensitive information.
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Oracle Http Server Distributed Configuration Files Permission

Description: Ensures Oracle HTTP Server Distributed Configuration Files permis-
sions are limited to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle HTTP Server distributed configuration file (usually .htaccess) is
used for access control and authentication of web folders. This file can be modified to
gain access to pages containing sensitive information.

Oracle Http Server Mod_PIsqgl Configuration File Owner

Description: Ensures Oracle HTTP Server mod_plsql configuration file (wdbsvr.app)
is owned by Oracle software owner

Severity: Warning

Rationale: The Oracle Agent SNMP read-write configuration file (snmp_rw.ora) con-
tains the listening address of the agent, the names of SQL*Net listener and Oracle da-
tabase services it knows about, plus tracing parameters. A publicly accessible SNMP
read-write configuration file can be used to extract sensitive data like the tracing direc-
tory location, dbsnmp address, etc.

Oracle Http Server Mod_PIsgl Configuration File Permission

Description: Ensures Oracle HTTP Server mod_plsgl Configuration file (wdbsvr.app)
permissions are limited to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle Agent SNMP read-write configuration file (snmp_rw.ora) con-
tains the listening address of the agent, the names of SQL*Net listener and Oracle da-
tabase services it knows about, plus tracing parameters. A publicly accessible SNMP
read-write configuration file can be used to extract sensitive data like the tracing direc-
tory location, dbsnmp address, etc.

Oracle Http Server Mod_PIsgl Configuration File Permission(Windows)

Description: Oracle HTTP Server mod_plsqgl Configuration file (wdbsvr.app) permis-
sions are limited to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle HTTP Server mod_plsqgl configuration file (wdbsvr.app) con-
tains the Database Access Descriptors used for authentication. A publicly accessible
mod_plsql configuration file can allow a malicious user to modify the Database Access
Descriptor settings to gain access to PL/SQL applications or launch a Denial Of Serv-
ice attack.

Oracle Home Executable Files Permission

ORACLE

Description: Ensures that all files in the ORACLE_HOME/bin folder do not have pub-
lic write permission
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Severity: Warning

Rationale: Incorrect file permissions on some of the Oracle files can cause major se-
curity issues.

Oracle Home Executable Files Permission(Windows)

Description: Ensures that all files in the ORACLE_HOME/bin folder do not have pub-
lic write permission

Severity: Warning

Rationale: Incorrect file permissions on some of the Oracle files can cause major se-
curity issues.

Oracle Net Client Log Directory Owner

Description: Ensures that the client log directory is a valid directory owned by Oracle
set

Severity: Critical

Rationale: Log files provide information contained in an error stack. An error stack re-
fers to the information that is produced by each layer in an Oracle communications
stack as the result of a network error. The information in log files can reveal important
network and database connection details. Allowing access to the log directory can ex-
pose the log files to public scrutiny.

Oracle Net Client Trace Directory Owner

Description: Ensures that the client trace directory is a valid directory owned by Ora-
cle set

Severity: Critical

Rationale: Tracing produces a detailed sequence of statements that describe network
events as they are executed. Tracing an operation enables you to obtain more infor-
mation on the internal operations of the components of Oracle Net Services than is
provided in a log file. The information in this file can reveal important network and da-
tabase connection details. Allowing access to the log directory can expose the log files
to public scrutiny.

Oracle Net Inbound Connect Timeout

Description: Ensures that all incomplete inbound connections to Oracle Net has a lim-
ited lifetime

Severity: Warning

Rationale: Without this parameter or assigning it with a higher value , a client connec-
tion to the database server can stay open indefinitely or for the specified duration with-
out authentication. Connections without authentication can introduce possible denial-
of-service attacks, whereby malicious clients attempt to flood database servers with
connect requests that consume resources.
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Oracle Net Ssl|_Cert_Revocation

Description: Ensures that the ssl_cert_revocation parameter is set to recommended
value in sqlnet.ora

Severity: Warning

Rationale: This option Ensures revocation is required for checking CRLs for client cer-
tificate authentication. Revoked certificates can pose a threat to the integrity of the
SSL channel and should not be trusted

Oracle Net Ssl_Server_Dn_Match

Description: Ensures ssl_server_dn_match is enabled in sqlnet.ora and in turn SSL
ensures that the certificate is from the server

Severity: Warning

Rationale: If ssl_server_dn_match parameter is disabled, then SSL performs the
check but allows the connection, regardless if there is a match. Not enforcing the
match allows the server to potentially fake its identity.

Oracle Net Server Log Directory Owner

Description: Ensures that the server log directory is a valid directory owned by Oracle
set

Severity: Critical

Rationale: Log files provide information contained in an error stack. An error stack re-
fers to the information that is produced by each layer in an Oracle communications
stack as the result of a network error. The information in log files can reveal important
network and database connection details. Allowing access to the log directory can ex-
pose the log files to public scrutiny.

Oracle Net Server Trace Directory Owner

Description: Ensures that the server trace directory is a valid directory owned by Ora-
cle set

Severity: Critical

Rationale: Tracing produces a detailed sequence of statements that describe network
events as they are executed. Tracing an operation enables you to obtain more infor-
mation on the internal operations of the components of Oracle Net Services than is
provided in a log file. The information in this file can reveal important network and da-
tabase connection details. Allowing access to the log directory can expose the log files
to public scrutiny.

Oracle Net Sglnet Expire Time

Description: Ensures that sqlnet.expire_time parameter is set to recommended value.

Severity: Warning
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Rationale: if sqlnet.expire_time is not set or set to 0, then database never checks for
dead connection and they keeps consuming database server resources.

Oracle Net Tcp Validnode Checking

Description: Ensures that tcp.validnode_checking parameter is set to yes.
Severity: Minor Warning

Rationale: Not setting valid node check can potentially allow anyone to connect to the
sever, including a malicious user.

Oracle Xsql Configuration File Owner

Description: Ensures Oracle XSQL configuration file (XSQLConfig.xml) is owned by
Oracle software owner

Severity: Warning

Rationale: The Oracle XSQL configuration file (XSQLConfig.xml) contains sensitive
database connection information. A publicly accessible XSQL configuration file can ex-
pose the database username and password that can be used access sensitive data or
to launch further attacks.

Oracle Xsgl Configuration File Permission

Description: Ensures Oracle XSQL configuration file (XSQLConfig.xml) permissions
are limited to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle XSQL configuration file (XSQLConfig.xml) contains sensitive
database connection information. A publicly accessible XSQL configuration file can ex-
pose the database username and password that can be used access sensitive data or
to launch further attacks.

Oracle Xsgl Configuration File Permission(Windows)

Description: Ensures Oracle XSQL Configuration File (XSQLConfig.xml) permissions
are limited to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle XSQL configuration file (XSQLConfig.xml) contains sensitive
database connection information. A publicly accessible XSQL configuration file can ex-
pose the database username and password that can be used access sensitive data or
to launch further attacks.

Otrace Data Files

ORACLE

Description: Avoids negative impact on database performance and disk space usage,
caused by data collected by otrace

Severity: Warning
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Rationale: Performance and resource utilization data collection can have a negative
impact on database performance and disk space usage.

Return Server Release Banner

Description: Ensures that value of parameter SEC_RETURN_SERVER_RE-
LEASE_BANNER is FALSE

Severity: Critical

Rationale: If the Parameter SEC_RETURN_SERVER_RELEASE BANNER is TRUE
oracle database returns complete database version information to clients. Knowing the
exact patch set can aid an attacker

Remote Password File

Description: Ensures privileged users are authenticated by the operating system; that
is, Oracle ignores any password file

Severity: Minor Warning

Rationale: The REMOTE_LOGIN_PASSWORDFILE parameter specifies whether or
not Oracle checks for a password file. Because password files contain the passwords
for users, including SYS, the most secure way of preventing an attacker from connect-
ing through brute-force password-related attacks is to require privileged users be au-
thenticated by the operating system.

Restrict Sglnet.Ora Permission

Description: Ensures that the sqlnet.ora file is not accessible to public
Severity: Critical

Rationale: If sglnet.ora is public readable a malicious user may attempt to read this
hence could lead to sensitive information getting exposed .For example, log and trace
destination information of the client and server.

Restrict Sglnet.Ora Permission(Windows)

Description: Ensures that the sqlnet.ora file is not accessible to public
Severity: Critical

Rationale: If sginet.ora is public readable a malicious user may attempt to read this
hence could lead to sensitive information getting exposed .For example, log and trace
destination information of the client and server.

Sql*Plus Executable Owner

ORACLE

Description: Ensures SQL*Plus ownership is restricted to the Oracle software set and
DBA group

Severity: Warning

15-35



Chapter 15
High Security Configuration For Oracle Cluster Database Instance

Rationale: SQL*Plus allows a user to execute any SQL on the database. Not restrict-
ing ownership of SQL*Plus to the Oracle software set and DBA group may cause se-
curity issues by exposing sensitive data to malicious users.

Sql*Plus Executable Permission

Description: Ensures that SQL*Plus executable file permissions are limited to the
Oracle software set and DBA group

Severity: Warning

Rationale: SQL*Plus allows a user to execute any SQL on the database. Public exe-
cute permissions on SQL*Plus can cause security issues by exposing sensitive data to
malicious users.

Sql*Plus Executable Permission(Windows)

Description: Ensures that SQL*Plus executable file permissions are limited to the
Oracle software set and DBA group

Severity: Warning

Rationale: SQL*Plus allows a user to execute any SQL on the database. Public exe-
cute permissions on SQL*Plus can cause security issues by exposing sensitive data to
malicious users.

Secure Os Audit Level

Description: On UNIX systems, ensures that AUDIT_SYSLOG_LEVEL is setto a
non-default value when OS-level auditing is enabled.

Severity: Warning

Rationale: Setting the AUDIT_SYSLOG_LEVEL initialization parameter to the default
value (NONE) will result in DBAs gaining access to the OS audit records

Tkprof Executable Owner

Description: Ensures tkprof executable file is owned by Oracle software owner
Severity: Warning

Rationale: Not restricting ownership of tkprof to the Oracle software set and DBA
group may cause information leak.

Tkprof Executable Permission

ORACLE

Description: Ensures tkprof executable file permissions are restricted to read and ex-
ecute for the group, and inaccessible to public

Severity: Warning

Rationale: Excessive permission for tkprof leaves information within, unprotected.
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Tkprof Executable Permission(Windows)

Description: Ensures tkprof executable file permissions are restricted to read and ex-
ecute for the group, and inaccessible to public

Severity: Warning

Rationale: Excessive permission for tkprof leaves information within, unprotected.

Use Of Automatic Log Archival Features

Description: Ensures that archiving of redo logs is done automatically and prevents
suspension of instance operations when redo logs fill. Only applicable if database is in
archivelog mode

Severity: Critical

Rationale: Setting the LOG_ARCHIVE_START initialization parameter to TRUE en-
sures that the archiving of redo logs is done automatically and prevents suspension of
instance operations when redo logs fill. This feature is only applicable if the database
is in archivelog mode.

Use Of Sql92 Security Features

Description: Ensures use of SQL92 security features
Severity: Warning

Rationale: If SQL92 security features are not enabled, a user might be able to exe-
cute an UPDATE or DELETE statement using a WHERE clause without having select
privilege on a table.

Utility File Directory Initialization Parameter Setting In Oracle9l Re-
lease 1 And Later

Description: Ensure that the UTL_FILE_DIR initialization parameter is not used in
Oracle9i Release 1 and later

Severity: Critical

Rationale: Specifies the directories which UTL_FILE package can access. Having the
parameter set to asterisk (*), period (.), or to sensitive directories could expose them to
all users having execute privilege on UTL_FILE package.

Webcache Initialization File Owner

ORACLE

Description: Ensures Webcache initialization file (webcache.xml) is owned by Oracle
software owner

Severity: Warning

Rationale: Webcache stores sensitive information in the initialization file (webc-
ache.xml). A publicly accessible Webcache initialization file can be used to extract
sensitive data like the administrator password hash.
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Webcache Initialization File Permission

Description: Ensures the Webcache initialization file (webcache.xml) permissions are
limited to the Oracle software set and DBA group

Severity: Warning

Rationale: Webcache stores sensitive information in the initialization file (webc-
ache.xml). A publicly accessible Webcache initialization file can be used to extract
sensitive data like the administrator password hash.

Wehbcache Initialization File Permission(Windows)

Description: Ensures the Webcache initialization file (webcache.xml) permissions are
limited to the Oracle software set and DBA group

Severity: Warning

Rationale: Webcache stores sensitive information in the initialization file (webc-
ache.xml). A publicly accessible Webcache initialization file can be used to extract
sensitive data like the administrator password hash.

Tcp.Excludeded Nodes

Description: Ensures that tcp.excludeded_nodes parameter is set.
Severity: Warning

Rationale: Not setting valid node check can potentially allow anyone to connect to the
sever, including a malicious user.

Tcp.Invited_Nodes

Description: Ensures that tcp.invited_nodes parameter is set.
Severity: Warning

Rationale: Not setting valid node check can potentially allow anyone to connect to the
sever, including a malicious user.

High Security Configuration For Oracle Database

The compliance rules for the High Security Configuration For Oracle Database stand-
ard follow.

"Domain Users" Group Member Of Local "Users" Group

ORACLE

Description: Ensures domain server local Users group does not have Domain Users
group

Severity: Warning

Rationale: Including Domain Users group in local Users group of a domain server can
cause serious security issues.
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$Oracle_Home/Network/Admin File Permission

Description: Ensures the files in SORACLE_HOME/network/admin ownership is re-
stricted to the Oracle software set, group is restricted to DBA group and Public does
not have write permission

Severity: Warning

Rationale: Not restricting ownership of network/admin to the Oracle software set and
DBA group may cause security issues by exposing net configuration data to malicious
users

$Oracle_Home/Network/Admin File Permission(Windows)

Description: Ensures the files in SORACLE_HOME/network/admin ownership is re-
stricted to the Oracle software set, group is restricted to DBA group and Public does
not have write permission

Severity: Warning

Rationale: Not restricting ownership of network/admin to the Oracle software set and
DBA group may cause security issues by exposing net configuration data to malicious
users

Access To *_Catalog_* Roles

Description: Ensure grant of *_CATALOG_* is restricted
Severity: Critical

Rationale: * CATALOG_* Roles have critical access to database objects, that can
lead to exposure of vital information in database system.

Access To All_Source View

Description: Ensures restricted access to ALL_SOURCE view
Severity: Minor Warning

Rationale: ALL_SOURCE view contains source of all stored packages in the data-
base.

Access To Dba_* Views

Description: Ensures SELECT privilege is never granted to any DBA_ view
Severity: Warning

Rationale: The DBA_* views provide access to privileges and policy settings of the
database. Some of these views also allow viewing of sensitive PL/SQL code that can
be used to understand the security policies.

Access To Role_Role Privs View

ORACLE

Description: Ensures restricted access to ROLE_ROLE_PRIVS view
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Severity: Minor Warning

Rationale: Lists roles granted to other roles. Knowledge of the structure of roles in the
database can be taken advantage of by a malicious user.

Access To Sys.Link$ Table

Description: Ensures restricted access to LINK$ table
Severity: Minor Warning

Rationale: A knowlegeable and malicious user can gain access to user passwords
from the SYS.LINKS$ table.

Access To User_Role_Privs View

Description: Ensures restricted access to USER_ROLE_PRIVS view
Severity: Minor Warning

Rationale: Lists the roles granted to the current user. Knowledge of the structure of
roles in the database can be taken advantage of by a malicious user.

Access To User_Tab_Privs View

Description: Ensures restricted access to USER_TAB_PRIVS view
Severity: Minor Warning

Rationale: Lists the grants on objects for which the user is the owner, grantor or grant-
ee. Knowledge of the grants in the database can be taken advantage of by a malicious
user.

Access To V$ Synonyms

Description: Ensures SELECT privilege is not granted to any V$ synonyms
Severity: Critical

Rationale: V$ tables contain sensitive information about Oracle database and should
only be accessible by system administrators. Check for any user that has access and
revoke where possible

Access To V$ Views

Description: Ensures SELECT privilege is not granted to any V$ Views
Severity: Critical

Rationale: V$ tables contain sensitive information about Oracle database and should
only be accessible by system administrators. Check for any user that has access and
revoke where possible

Access To X_$ Views

ORACLE

Description: Ensure access on X$ views is restricted
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Severity: Critical

Rationale: This can lead to revealing of internal database structure information.

Algorithm For Network Data Integrity Check On Server

Description: Ensures that the crypto_checksum_type server parameter is set to
SHAL1 in sqglnet.ora

Severity: Warning

Rationale: This option ensures the integrity check for communication is done using
SHAZ1 Algorithm

Audit Alter Any Table Privilege

Description: Ensures ALTER ANY TABLE Privilege is being audited by access for all
users

Severity: Critical

Rationale: Auditing ALTER ANY TABLE will provide a record to ensure the appropri-
ate use of account administration privileges. This information is also useful when in-
vestigating certain security events

Audit Alter User Privilege

Description: Ensures ALTER USER Privilege is being audited by access for all users
Severity: Critical

Rationale: Auditing ALTER USER will provide a record to ensure the appropriate use
of account administration privileges. This information is also useful when investigating
certain security events

Audit Aud$ Privilege

Description: Ensures AUD$ is being audited by access for all users
Severity: Critical

Rationale: Auditing AUD$ will provide a record to ensure the appropriate use of ac-
count administration privileges. This information is also useful when investigating cer-
tain security events

Audit Create Any Library Privilege

ORACLE

Description: Ensures CREATE ANY LIBRARY is being audited by access for all
users

Severity: Critical

Rationale: Auditing CREATE ANY LIBRARY will provide a record to ensure the ap-
propriate use of account administration privileges. This information is also useful when
investigating certain security events
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Audit Create Library Privilege

Description: Ensures CREATE LIBRARY Privilege is being audited by access for all
users

Severity: Critical

Rationale: Auditing CREATE LIBRARY will provide a record to ensure the appropriate
use of account administration privileges. This information is also useful when investi-
gating certain security events

Audit Create Role Privilege

Description: Ensures CREATE ROLE Privilege is being audited by access for all
users

Severity: Critical

Rationale: Auditing the creation of roles will provide a record to ensure the appropri-
ate use of account administration privileges. This information is also useful when in-
vestigating certain security events

Audit Create Session Privilege

Description: Ensures CREATE SESSION Privilege is being audited by access for all
users

Severity: Critical

Rationale: Auditing CREATE SESSION will provide a record to ensure the appropri-
ate use of account administration privileges. This information is also useful when in-
vestigating certain security events

Audit Create User Privilege

Description: Ensures CREATE USER Privilege is being audited by access for all
users

Severity: Critical

Rationale: Auditing CREATE USER will provide a record to ensure the appropriate
use of account administration privileges. This information is also useful when investi-
gating certain security events

Audit Drop Any Procedure Privilege

ORACLE

Description: Ensures DROP ANY PROCEDURE Privilege is being audited by access
for all users

Severity: Critical

Rationale: Auditing DROP ANY PROCEDURE will provide a record to ensure the ap-
propriate use of account administration privileges. This information is also useful when
investigating certain security events
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Audit Drop Any Role Privilege

Description: Ensures DROP ANY ROLE Privilege is being audited by access for all
users

Severity: Critical

Rationale: Auditing the creation of roles will provide a record to ensure the appropri-
ate use of account administration privileges. This information is also useful when in-
vestigating certain security events

Audit Drop Any Table Privilege

Description: Ensures DROP ANY TABLE Privilege is being audited by access for all
users

Severity: Critical

Rationale: Auditing DROP ANY TABLE will provide a record to ensure the appropriate
use of account administration privileges. This information is also useful when investi-
gating certain security events

Audit Execute Any Procedure Privilege

Description: Ensures EXECUTE ANY PROCEDURE Privilege is being audited by ac-
cess for all users

Severity: Critical

Rationale: Auditing the creation of roles will provide a record to ensure the appropri-
ate use of account administration privileges. This information is also useful when in-
vestigating certain security events

Audit Grant Any Obiject Privilege

Description: Ensures every use of GRANT ANY OBJECT privilege is being audited
for non-Administrative (SYSDBA) users.

Severity: Critical

Rationale: Auditing GRANT ANY OBJECT privilege will provide a record to ensure the
appropriate use of account administration privileges. This information is also useful
when investigating certain security events

Audit Grant Any Privilege

ORACLE

Description: Ensures GRANT ANY PRIVILEGE is being audited by access for all
users

Severity: Critical

Rationale: Auditing GRANT ANY PRIVILEGE will provide a record to ensure the ap-
propriate use of account administration privileges. This information is also useful when
investigating certain security events
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Audit Insert Failure

Description: Ensures that insert failures are audited for critical data objects
Severity: Warning

Rationale: Not auditing insert failures for critical data objects may allow a malicious
user to infiltrate system security..

Audit Select Any Dictionary Privilege

Description: Ensures SELECT ANY DICTIONARY Privilege is being audited by ac-
cess for all users

Severity: Critical

Rationale: Auditing SELECT ANY DICTIONARY will provide a record to ensure the
appropriate use of account administration privileges. This information is also useful
when investigating certain security events

Background Dump Destination

Description: Ensures that access to the trace files directory is restricted to the owner
of the Oracle software set and the DBA group

Severity: Critical

Rationale: Background processes such as the log writer process and the database
writer process use trace files to record occurrences and exceptions of database opera-
tions, as well as errors. The trace files are stored in the directory specified by the
BACKGROUND_DUMP_DEST initialization parameter. Giving public read permission
to this directory may reveal important and sensitive internal details of the database and
applications.

Case Sensitive Logon

Description: Ensures that the sec_case_sensitive_logon parameter is set to true
Severity: Critical

Rationale: This increases the complexity of passwords and helps defend against
brute force password attacks

Connect Time

ORACLE

Description: Ensure that users profile settings CONNECT_TIME have appropriate
value set for the particular database and application

Severity: Critical

Rationale: Sessions held open for excessive periods of time can consume system re-
sources and cause a denial of service for other users of the Oracle database. The
CONNECT_TIME parameter limits the upper bound on how long a session can be
held open. This parameter is specified in minutes. Sessions that have exceeded their
connect time are aborted and rolled back
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Cpu Per Session

Description: Ensures that all profiles have CPU_PER_SESSION set to a reasonable
number of CPU cycles

Severity: Critical

Rationale: Allowing a single application or user to consume excessive CPU resources
will result in a denial of service to the Oracle database

Db Securefile

Description: Ensure that all LOB files created by Oracle are created as SecureFiles
Severity: Critical

Rationale: For LOBs to get treated as SecureFiles, set COMPATIBILE Initialization
Param to 11.1 or higher. If there is a LOB column with two partitions (one that has a
tablespace for which ASSM is enabled and one that has a tablespace for which ASSM
is not enabled), then LOBs in the partition with the ASSM-enabled tablespace will be
treated as SecureFiles and LOBs in the other partition will be treated as BasicFile
LOBs. Setting db_securefile to ALWAYS makes sure that any LOB file created is a se-
cure file

Dispatchers

Description: Ensures that the DISPATCHERS parameter is not set
Severity: Critical

Rationale: This will disable default ports ftp: 2100 and http: 8080. Removing the XDB
ports will reduce the attack surface of the Oracle server. It is recommended to disable
these ports if production usage is not required

Execute Privileges On Dbms_Lob To Public

Description: Ensures PUBLIC group is not granted EXECUTE privileges to the
DBMS_LOB package

Severity: Critical

Rationale: The DBMS_LOB package can be used to access any file on the system as
the owner of the Oracle software installation.

Execute Privileges On Utl_File To Public

ORACLE

Description: Ensure PUBLIC does not have EXECUTE privilege on the UTL_FILE
package

Severity: Critical

Rationale: Privileges granted to the PUBLIC role automatically apply to all users. A
malicious user can read and write arbitrary files in the system when granted the
UTL_FILE privilege.
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Execute Privilege On Sys.Dbms_Export_Extension To Public

Description: Ensure PUBLIC does not have execute privileges on the
SYS.DBMS_EXPORT_EXTENSION package

Severity: Critical

Rationale: Privileges granted to the PUBLIC role automatically apply to all users.
DBMS_EXPORT_EXTENSION can allow sqgl injection. Thus a malicious will be able to
take advantage.

Execute Privilege On Sys.Dbms_Random Public

Description: Ensure PUBLIC does not have execute privileges on the
SYS.DBMS_RANDOM package

Severity: Critical

Rationale: Privileges granted to the PUBLIC role automatically apply to all users.
DBMS_RANDOM can allow sql injection. Thus a malicious will be able to take advant-
age.

Granting Select Any Table Privilege

Description: Ensures SELECT ANY PRIVILEGE is never granted to any user or role
Severity: Warning

Rationale: The SELECT ANY TABLE privilege can be used to grant users or roles
with the ability to view data in tables that are not owned by them. A malicious user with
access to any user account that has this privilege can use this to gain access to sensi-
tive data.

Ifile Referenced File Permission

Description: Ensures that access to the files referenced by the IFILE parameter is re-
stricted to the owner of the Oracle software set and the DBA group

Severity: Critical

Rationale: The IFILE initialization parameter can be used to embed the contents of
another initialization parameter file into the current initialization parameter file. A pub-
licly accessible initialization parameter file can be scanned for sensitive initialization
parameters exposing the security policies of the database. Initialization parameter file
can also be searched for the weaknesses of the Oracle database configuration setting.

lfile Referenced File Permission(Windows)

ORACLE

Description: Ensures that access to the files referenced by the IFILE parameter is re-
stricted to the owner of the Oracle software set and the DBA group

Severity: Critical

Rationale: The IFILE initialization parameter can be used to embed the contents of
another initialization parameter file into the current initialization parameter file. A pub-
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licly accessible initialization parameter file can be scanned for sensitive initialization
parameters exposing the security policies of the database. Initialization parameter file
can also be searched for the weaknesses of the Oracle database configuration setting.

Installation On Domain Controller

Description: Ensures that Oracle is not installed on a domain controller
Severity: Warning

Rationale: Installing Oracle on a domain controller can cause serious security issues.

Installed Oracle Home Drive Permissions

Description: On Windows, ensures that the installed Oracle Home drive is not acces-
sible to Everyone Group

Severity: Warning

Rationale: Giving permission of Oracle installed drive to everyone can cause serious
security issues.

Logical Reads Per Session

Description: Ensure that users profile settings LOGICAL_READS_ PER_SESSION
have appropriate value set for the particular database and application

Severity: Critical

Rationale: Allowing a single application or user to perform excessive amounts of
reads to disk will result in a denial of service to the Oracle database

Limit Os Authentication

Description: Ensures database accounts does not rely on OS authentication
Severity: Critical

Rationale: If the host operating system has a required userid for database account for
which password is set EXTERNAL, then Oracle does not check its credentials any-
more. It simplyassumes the host must have done its authentication and lets the user
into the database without any further checking.

Log Archive Destination Owner

ORACLE

Description: Ensures that the server's archive logs directory is a valid directory owned
by Oracle software owner

Severity: Critical

Rationale: LogMiner can be used to extract database information from the archive
logs if the directory specified by LOG_ARCHIVE_DEST parameter (in init.ora file) is
not owned by the owner of the Oracle software installation or has permissions for oth-
ers.
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Log Archive Destination Permission

Description: Ensures that the server's archive logs are not accessible to public
Severity: Critical

Rationale: LogMiner can be used to extract database information from the archive
logs if the directory specified by LOG_ARCHIVE_DEST parameter (in init.ora file) is
not owned by the owner of the Oracle software installation or has permissions for oth-
ers.

Log Archive Destination Permission(Windows)

Description: Ensures that the server's archive logs are not accessible to public
Severity: Critical

Rationale: LogMiner can be used to extract database information from the archive
logs if the directory specified by LOG_ARCHIVE_DEST parameter (in init.ora file) is
not owned by the owner of the Oracle software installation or has permissions for oth-
ers.

Log Archive Duplex Destination Owner

Description: Ensures that the server's archive logs directory is a valid directory owned
by Oracle software owner

Severity: Critical

Rationale: LogMiner can be used to extract database information from the archive
logs if the directory specified by LOG_ARCHIVE_DUPLEX_DEST parameter (in in-
it.ora file) is not owned by the owner of the Oracle software installation or has permis-
sions for others.

Log Archive Duplex Destination Permission

Description: Ensures that the server's archive logs are not accessible to public
Severity: Critical

Rationale: LogMiner can be used to extract database information from the archive
logs if the directory specified by LOG_ARCHIVE_DUPLEX_ DEST parameter (in in-
it.ora file) is not owned by the owner of the Oracle software installation or has permis-
sions for others.

Log Archive Duplex Destination Permission(Windows)

ORACLE

Description: Ensures that the server's archive logs are not accessible to public
Severity: Critical

Rationale: LogMiner can be used to extract database information from the archive
logs if the directory specified by LOG_ARCHIVE_DUPLEX_ DEST parameter (in in-
it.ora file) is not owned by the owner of the Oracle software installation or has permis-
sions for others.
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Naming Database Links

Description: Ensures that the name of a database link is the same as that of the re-
mote database

Severity: Warning

Rationale: Database link names that do not match the global names of the databases
to which they are connecting can cause an administrator to inadvertently give access
to a production server from a test or development server. Knowledge of this can be
used by a malicious user to gain access to the target database.

Oracle_Home Network Admin Owner

Os Roles

Description: Ensures $ORACLE_HOME/network/admin ownership is restricted to the
Oracle software set and DBA group

Severity: Warning

Rationale: Not restricting ownership of network/admin to the Oracle software set and
DBA group may cause security issues by exposing net configuration data to malicious
users

Description: Ensure roles are stored, managed, and protected in the database rather
than files external to the DBMS.

Severity: Warning

Rationale: If Roles are managed by OS, it can cause serious security issues.

Oracle Agent Snmp Read-Only Configuration File Owner

Description: Ensures Oracle Agent SNMP read-only configuration file (snmp_ro.ora)
is owned by Oracle software owner

Severity: Warning

Rationale: The Oracle Agent SNMP read-only configuration file (snmp_ro.ora) con-
tains the listening address of the agent, the names of SQL*Net listener and Oracle da-
tabase servicesit knows about, plus tracing parameters. A publicly accessible SNMP
read-only configuration file can be used to extract sensitive data like the tracing direc-
tory location, dbsnmp address, etc.

Oracle Agent Snmp Read-Only Configuration File Permission

ORACLE

Description: Ensures Oracle Agent SNMP read-only configuration file (snmp_ro.ora)
permissions are limited to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle Agent SNMP read-only configuration file (snmp_ro.ora) con-
tains the listening address of the agent, the names of SQL*Net listener and Oracle da-
tabase servicesit knows about, plus tracing parameters. A publicly accessible SNMP
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read-only configuration file can be used to extract sensitive data like the tracing direc-
tory location, dbsnmp address, etc.

Oracle Agent Snmp Read-Only Configuration File Permission(Win-

dows)

Description: Ensures Oracle Agent SNMP read-only configuration file (snmp_ro.ora)
permissions are limited to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle Agent SNMP read-only configuration file (snmp_ro.ora) con-
tains the listening address of the agent, the names of SQL*Net listener and Oracle da-
tabase servicesit knows about, plus tracing parameters. A publicly accessible SNMP
read-only configuration file can be used to extract sensitive data like the tracing direc-
tory location, dbsnmp address, etc.

Oracle Agent Snmp Read-Write Configuration File Owner

Description: Ensures Oracle Agent SNMP read-write configuration file (snmp_rw.ora)
is owned by Oracle software owner

Severity: Warning

Rationale: The Oracle Agent SNMP read-write configuration file (snmp_ro.ora) con-
tains the listening address of the agent, the names of SQL*Net listener and Oracle da-
tabase services it knows about, plus tracing parameters. A publicly accessible SNMP
read-write configuration file can be used to extract sensitive data like the tracing direc-
tory location, dbsnmp address, etc.

Oracle Agent Snmp Read-Write Configuration File Permission

Description: Ensures Oracle Agent SNMP read-write configuration file (snmp_rw.ora)
permissions are limited to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle Agent SNMP read-write configuration file (snmp_ro.ora) con-
tains the listening address of the agent, the names of SQL*Net listener and Oracle da-
tabase services it knows about, plus tracing parameters. A publicly accessible SNMP
read-write configuration file can be used to extract sensitive data like the tracing direc-
tory location, dbsnmp address, etc.

Oracle Agent Snmp Read-Write Configuration File Permission(Win-

dows)

ORACLE

Description: Ensures Oracle Agent SNMP read-write configuration file (snmp_rw.ora)
permissions are limited to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle Agent SNMP read-write configuration file (snmp_ro.ora) con-
tains the listening address of the agent, the names of SQL*Net listener and Oracle da-
tabase services it knows about, plus tracing parameters. A publicly accessible SNMP

15-50



Chapter 15
High Security Configuration For Oracle Database

read-write configuration file can be used to extract sensitive data like the tracing direc-
tory location, dbsnmp address, etc.

Oracle Http Server Distributed Configuration File Owner

Description: Ensures Oracle HTTP Server distributed configuration file ownership is
restricted to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle HTTP Server distributed configuration file (usually .htaccess) is
used for access control and authentication of web folders. This file can be modified to
gain access to pages containing sensitive information.

Oracle Http Server Distributed Configuration Files Permission

Description: Ensures Oracle HTTP Server Distributed Configuration Files permis-
sions are limited to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle HTTP Server distributed configuration file (usually .htaccess) is
used for access control and authentication of web folders. This file can be modified to
gain access to pages containing sensitive information.

Oracle Http Server Mod_PIsgl Configuration File Owner

Description: Ensures Oracle HTTP Server mod_plsgl configuration file (wdbsvr.app)
is owned by Oracle software owner

Severity: Warning

Rationale: The Oracle Agent SNMP read-write configuration file (snmp_rw.ora) con-
tains the listening address of the agent, the names of SQL*Net listener and Oracle da-
tabase services it knows about, plus tracing parameters. A publicly accessible SNMP
read-write configuration file can be used to extract sensitive data like the tracing direc-
tory location, dbsnmp address, etc.

Oracle Http Server Mod_PIsgl Configuration File Permission

Description: Ensures Oracle HTTP Server mod_plsqgl Configuration file (wdbsvr.app)
permissions are limited to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle Agent SNMP read-write configuration file (snmp_rw.ora) con-
tains the listening address of the agent, the names of SQL*Net listener and Oracle da-
tabase services it knows about, plus tracing parameters. A publicly accessible SNMP
read-write configuration file can be used to extract sensitive data like the tracing direc-
tory location, dbsnmp address, etc.

Oracle Http Server Mod_PIsqgl Configuration File Permission(Windows)

ORACLE

Description: Oracle HTTP Server mod_plsqgl Configuration file (wdbsvr.app) permis-
sions are limited to the Oracle software set and DBA group
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Severity: Warning

Rationale: The Oracle HTTP Server mod_plsqgl configuration file (wdbsvr.app) con-
tains the Database Access Descriptors used for authentication. A publicly accessible
mod_plsql configuration file can allow a malicious user to modify the Database Access
Descriptor settings to gain access to PL/SQL applications or launch a Denial Of Serv-
ice attack.

Oracle Home Executable Files Permission

Description: Ensures that all files in the ORACLE_HOME/bin folder do not have pub-
lic write permission

Severity: Warning

Rationale: Incorrect file permissions on some of the Oracle files can cause major se-
curity issues.

Oracle Home Executable Files Permission(Windows)

Description: Ensures that all files in the ORACLE_HOME/bin folder do not have pub-
lic write permission

Severity: Warning

Rationale: Incorrect file permissions on some of the Oracle files can cause major se-
curity issues.

Oracle Net Client Log Directory Owner

Description: Ensures that the client log directory is a valid directory owned by Oracle
set

Severity: Critical

Rationale: Log files provide information contained in an error stack. An error stack re-
fers to the information that is produced by each layer in an Oracle communications
stack as the result of a network error. The information in log files can reveal important
network and database connection details. Allowing access to the log directory can ex-
pose the log files to public scrutiny.

Oracle Net Client Trace Directory Owner

Description: Ensures that the client trace directory is a valid directory owned by Ora-
cle set

Severity: Critical

Rationale: Tracing produces a detailed sequence of statements that describe network
events as they are executed. Tracing an operation enables you to obtain more infor-
mation on the internal operations of the components of Oracle Net Services than is
provided in a log file. The information in this file can reveal important network and da-
tabase connection details. Allowing access to the log directory can expose the log files
to public scrutiny.
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Oracle Net Inbound Connect Timeout

Description: Ensures that all incomplete inbound connections to Oracle Net has a lim-
ited lifetime

Severity: Warning

Rationale: Without this parameter or assigning it with a higher value , a client connec-
tion to the database server can stay open indefinitely or for the specified duration with-
out authentication. Connections without authentication can introduce possible denial-
of-service attacks, whereby malicious clients attempt to flood database servers with
connect requests that consume resources.

Oracle Net Ss|_Cert_Revocation

Description: Ensures that the ssl_cert_revocation parameter is set to recommended
value in sqlnet.ora

Severity: Warning

Rationale: This option Ensures revocation is required for checking CRLs for client cer-
tificate authentication. Revoked certificates can pose a threat to the integrity of the
SSL channel and should not be trusted

Oracle Net Ssl_Server_Dn_Match

Description: Ensures ssl_server_dn_match is enabled in sglnet.ora and in turn SSL
ensures that the certificate is from the server

Severity: Warning

Rationale: If ssl_server_dn_match parameter is disabled, then SSL performs the
check but allows the connection, regardless if there is a match. Not enforcing the
match allows the server to potentially fake its identity.

Oracle Net Server Log Directory Owner

Description: Ensures that the server log directory is a valid directory owned by Oracle
set

Severity: Critical

Rationale: Log files provide information contained in an error stack. An error stack re-
fers to the information that is produced by each layer in an Oracle communications
stack as the result of a network error. The information in log files can reveal important
network and database connection details. Allowing access to the log directory can ex-
pose the log files to public scrutiny.

Oracle Net Server Trace Directory Owner

ORACLE

Description: Ensures that the server trace directory is a valid directory owned by Ora-
cle set

Severity: Critical
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Rationale: Tracing produces a detailed sequence of statements that describe network
events as they are executed. Tracing an operation enables you to obtain more infor-
mation on the internal operations of the components of Oracle Net Services than is
provided in a log file. The information in this file can reveal important network and da-
tabase connection details. Allowing access to the log directory can expose the log files
to public scrutiny.

Oracle Net Sglnet Expire Time

Description: Ensures that sqglnet.expire_time parameter is set to recommended value.
Severity: Warning

Rationale: if sqlnet.expire_time is not set or set to 0, then database never checks for
dead connection and they keeps consuming database server resources.

Oracle Net Tcp Validnode Checking

Description: Ensures that tcp.validnode_checking parameter is set to yes.
Severity: Minor Warning

Rationale: Not setting valid node check can potentially allow anyone to connect to the
sever, including a malicious user.

Oracle Xsgl Configuration File Owner

Description: Ensures Oracle XSQL configuration file (XSQLConfig.xml) is owned by
Oracle software owner

Severity: Warning

Rationale: The Oracle XSQL configuration file (XSQLConfig.xml) contains sensitive
database connection information. A publicly accessible XSQL configuration file can ex-
pose the database username and password that can be used access sensitive data or
to launch further attacks.

Oracle Xsgl Configuration File Permission

Description: Ensures Oracle XSQL configuration file (XSQLConfig.xml) permissions
are limited to the Oracle software set and DBA group

Severity: Warning

Rationale: The Oracle XSQL configuration file (XSQLConfig.xml) contains sensitive
database connection information. A publicly accessible XSQL configuration file can ex-
pose the database username and password that can be used access sensitive data or
to launch further attacks.

Oracle Xsgl Configuration File Permission(Windows)

ORACLE

Description: Ensures Oracle XSQL Configuration File (XSQLConfig.xml) permissions
are limited to the Oracle software set and DBA group

Severity: Warning
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Rationale: The Oracle XSQL configuration file (XSQLConfig.xml) contains sensitive
database connection information. A publicly accessible XSQL configuration file can ex-
pose the database username and password that can be used access sensitive data or
to launch further attacks.

Otrace Data Files

Private Sga

Description: Avoids negative impact on database performance and disk space usage,
caused by data collected by otrace

Severity: Warning

Rationale: Performance and resource utilization data collection can have a negative
impact on database performance and disk space usage.

Description: Ensure that users PRIVATE_SGA profile settings have appropriate val-
ues set for the particular database and application

Severity: Critical

Rationale: Allowing a single application or user to consume the excessive amounts of
the System Global Area will result in a denial of service to the Oracle database

Password Reuse Max

Description: Ensures that all profiles have PASSWORD_REUSE_MAX set to a rea-
sonable number of times

Severity: Warning

Rationale: Old passwords are usually the best guesses for the current password. A
low value for the PASSWORD_REUSE_MAX parameter may cause serious database
security issues by allowing users to reuse their old passwords more often.

Password Reuse Time

Description: Ensures that all profiles have PASSWORD_REUSE_TIME set to a rea-
sonable number of days

Severity: Critical

Rationale: A low value for the PASSWORD_REUSE_TIME parameter may cause se-
rious database security issues by allowing users to reuse their old passwords more of-
ten.

Proxy Account

ORACLE

Description: Ensures that the proxy accounts have limited privileges
Severity: Warning

Rationale: The proxy user only needs to connect to the database. Once connected it
will use the privileges of the user it is connecting on behalf of. Granting any other privi-
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lege than the CREATE SESSION privilege to the proxy user is unnecessary and open
to misuse.

Return Server Release Banner

Description: Ensures that value of parameter SEC_RETURN_SERVER_RE-
LEASE_BANNER is FALSE

Severity: Critical

Rationale: If the Parameter SEC_RETURN_SERVER_RELEASE BANNER is TRUE
oracle database returns complete database version information to clients. Knowing the
exact patch set can aid an attacker

Remote Password File

Description: Ensures privileged users are authenticated by the operating system; that
is, Oracle ignores any password file

Severity: Minor Warning

Rationale: The REMOTE_LOGIN_PASSWORDFILE parameter specifies whether or
not Oracle checks for a password file. Because password files contain the passwords
for users, including SYS, the most secure way of preventing an attacker from connect-
ing through brute-force password-related attacks is to require privileged users be au-
thenticated by the operating system.

Restrict Sglnet.Ora Permission

Description: Ensures that the sqlnet.ora file is not accessible to public
Severity: Critical

Rationale: If sglnet.ora is public readable a malicious user may attempt to read this
hence could lead to sensitive information getting exposed .For example, log and trace
destination information of the client and server.

Restrict Sglnet.Ora Permission(Windows)

Description: Ensures that the sqlnet.ora file is not accessible to public
Severity: Critical

Rationale: If sginet.ora is public readable a malicious user may attempt to read this
hence could lead to sensitive information getting exposed .For example, log and trace
destination information of the client and server.

Sessions_Per_User

ORACLE

Description: Ensures that all profiles have SESSIONS_PER_USER set to a reasona-
ble number

Severity: Critical
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Rationale: Allowing an unlimited amount of sessions per user can consume Oracle re-
sources and cause a denial of service. Limit the number of session for each individual
user

Sql*Plus Executable Owner

Description: Ensures SQL*Plus ownership is restricted to the Oracle software set and
DBA group

Severity: Warning

Rationale: SQL*Plus allows a user to execute any SQL on the database. Not restrict-
ing ownership of SQL*Plus to the Oracle software set and DBA group may cause se-
curity issues by exposing sensitive data to malicious users.

Sql*Plus Executable Permission

Description: Ensures that SQL*Plus executable file permissions are limited to the
Oracle software set and DBA group

Severity: Warning

Rationale: SQL*Plus allows a user to execute any SQL on the database. Public exe-
cute permissions on SQL*Plus can cause security issues by exposing sensitive data to
malicious users.

Sql*Plus Executable Permission(Windows)

Description: Ensures that SQL*Plus executable file permissions are limited to the
Oracle software set and DBA group

Severity: Warning

Rationale: SQL*Plus allows a user to execute any SQL on the database. Public exe-
cute permissions on SQL*Plus can cause security issues by exposing sensitive data to
malicious users.

Secure Os Audit Level

Description: On UNIX systems, ensures that AUDIT_SYSLOG_LEVEL is setto a
non-default value when OS-level auditing is enabled.

Severity: Warning

Rationale: Setting the AUDIT_SYSLOG_LEVEL initialization parameter to the default
value (NONE) will result in DBAs gaining access to the OS audit records

System Privileges To Public

ORACLE

Description: Ensure system privileges are not granted to PUBLIC
Severity: Critical

Rationale: Privileges granted to the public role automatically apply to all users. There
are security risks granting SYSTEM privileges to all users.
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Tkprof Executable Owner

Description: Ensures tkprof executable file is owned by Oracle software owner
Severity: Warning

Rationale: Not restricting ownership of tkprof to the Oracle software set and DBA
group may cause information leak.

Tkprof Executable Permission

Description: Ensures tkprof executable file permissions are restricted to read and ex-
ecute for the group, and inaccessible to public

Severity: Warning

Rationale: Excessive permission for tkprof leaves information within, unprotected.

Tkprof Executable Permission(Windows)

Description: Ensures tkprof executable file permissions are restricted to read and ex-
ecute for the group, and inaccessible to public

Severity: Warning

Rationale: Excessive permission for tkprof leaves information within, unprotected.

Unlimited Tablespace Quota

Description: Ensures database users are allocated a limited tablespace quota
Severity: Warning

Rationale: Granting unlimited tablespace quotas can cause the filling up of the allocat-
ed disk space. This can lead to an unresponsive database.

Use Of Automatic Log Archival Features

Description: Ensures that archiving of redo logs is done automatically and prevents
suspension of instance operations when redo logs fill. Only applicable if database is in
archivelog mode

Severity: Critical

Rationale: Setting the LOG_ARCHIVE_START initialization parameter to TRUE en-
sures that the archiving of redo logs is done automatically and prevents suspension of
instance operations when redo logs fill. This feature is only applicable if the database
is in archivelog mode.

Use Of Sql92 Security Features

Description: Ensures use of SQL92 security features

Severity: Warning
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Rationale: If SQL92 security features are not enabled, a user might be able to exe-
cute an UPDATE or DELETE statement using a WHERE clause without having select
privilege on a table.

Use Of Windows Nt Domain Prefix

Description: Ensures externally identified users specify the domain while connecting
Severity: Critical

Rationale: This setting is only applicable to Windows systems. If externally identified
accounts are required, setting OSAUTH_PREFIX_DOMAIN to TRUE in the registry
forces the account to specify the domain. This prevents spoofing of user access from
an alternate domain or local system.

Utility File Directory Initialization Parameter Setting In Oracle9l Re-
lease 1 And Later

Description: Ensure that the UTL_FILE_DIR initialization parameter is not used in
Oracle9i Release 1 and later

Severity: Critical

Rationale: Specifies the directories which UTL_FILE package can access. Having the
parameter set to asterisk (*), period (.), or to sensitive directories could expose them to
all users having execute privilege on UTL_FILE package.

Webcache Initialization File Owner

Description: Ensures Webcache initialization file (webcache.xml) is owned by Oracle
software owner

Severity: Warning

Rationale: Webcache stores sensitive information in the initialization file (webc-
ache.xml). A publicly accessible Webcache initialization file can be used to extract
sensitive data like the administrator password hash.

Webcache Initialization File Permission

Description: Ensures the Webcache initialization file (webcache.xml) permissions are
limited to the Oracle software set and DBA group

Severity: Warning

Rationale: Webcache stores sensitive information in the initialization file (webc-
ache.xml). A publicly accessible Webcache initialization file can be used to extract
sensitive data like the administrator password hash.

Webcache Initialization File Permission(Windows)

Description: Ensures the Webcache initialization file (webcache.xml) permissions are
limited to the Oracle software set and DBA group

Severity: Warning
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Rationale: Webcache stores sensitive information in the initialization file (webc-
ache.xml). A publicly accessible Webcache initialization file can be used to extract
sensitive data like the administrator password hash.

Windows Tools Permission

Description: Ensures Oracle service does not have permissions on windows tools
Severity: Warning

Rationale: Granting Oracle service the permissions of windows tools may cause seri-
ous securty issues.

Tcp.Excludeded Nodes

Description: Ensures that tcp.excludeded_nodes parameter is set.
Severity: Warning

Rationale: Not setting valid node check can potentially allow anyone to connect to the
sever, including a malicious user.

Tcp.Invited_Nodes

Description: Ensures that tcp.invited_nodes parameter is set.
Severity: Warning

Rationale: Not setting valid node check can potentially allow anyone to connect to the
sever, including a malicious user.

Patchable Configuration For Oracle Database

The compliance rules for the Patchable Configuration For Oracle Database standard
follow.

Patchability

Description: Ensure the Oracle Database target has a patchable configuration
Severity: Warning

Rationale: Unpatchable Oracle Database target could not be patched by using the
provided EM Patching feature

Storage Best Practices For Oracle Database

The compliance rules for the Storage Best Practices For Oracle Database standard
follow.

Default Permanent Tablespace Set To A System Tablespace

Description: Checks if the DEFAULT_PERMANENT_TABLESPACE database prop-
erty is set to a system tablespace
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Severity: Warning

Rationale: If not specified explicitly, DEFAULT_PERMANENT_TABLESPACE is de-
faulted to the SYSTEM tablespace. This is not the recommended setting. With this set-
ting, any user that is not explicitly assigned a tablespace uses the system tablespace.
Doing so may result in performance degradation for the database. This is also a secur-
ity issue. Non-system users may store data and consume all available space in the
system tablespace, thus causing the database to stop working.

Default Temporary Tablespace Set To A System Tablespace

Description: Checks if the DEFAULT_TEMP_TABLESPACE database property is set
to a system tablespace

Severity: Warning

Rationale: If not specified explicitly, DEFAULT_TEMP_TABLESPACE would default
to SYSTEM tablespace and this is not a recommended setting. With this setting, any
user that is not explicitly assigned a temporary tablespace uses the system tablespace
as their temporary tablespace. System tablespaces should not be used to store tem-
porary data. This is also a security issue. Non-system users may store data and con-
sume all available space in the system tablespace, thus causing the database to stop
working.

Dictionary Managed Tablespaces

Description: Checks for dictionary managed tablespaces
Severity: Minor Warning

Rationale: These tablespaces are dictionary managed. Oracle recommends using lo-
cally managed tablespaces, with AUTO segment-space management, to enhance per-
formance and ease of space management.

Insufficient Number Of Redo Logs

Description: Checks for use of less than three redo logs
Severity: Warning

Rationale: The online redo log files are used to record changes in the database.
When archiving is enabled, these online redo logs need to be archived before they can
be reused. Every database requires at least two online redo log groups to be up and
running. When the size and number of online redo logs are inadequate, LGWR will
wait for ARCH to complete its writing to the archived log destination, before it over-
writes that log. This can cause severe performance slowdowns during peak activity pe-
riods.

Insufficient Redo Log Size

ORACLE

Description: Checks for redo log files less than 1 Mb
Severity: Critical

Rationale: Small redo logs cause system checkpoints to continuously put a high load
on the buffer cache and I/O system.
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Non-System Data Segments In System Tablespaces

Description: Checks for data segments owned by non-system users located in table-
spaces SYSTEM, SYSAUX and SYSEXT.

Severity: Minor Warning

Rationale: These segments belonging to non-system users are stored in system ta-
blespaces SYSTEM or SYSAUX or SYSEXT. This violation makes it more difficult to
manage these data segments and may result in performance degradation in the sys-
tem tablespace. This is also a security issue. If non-system users are storing data in a
system tablespace it is possible that all available space in the system tablespace may
be consumed, thus causing the database to stop working.

Non-System Users With System Tablespace As Default Tablespace

Description: Checks for non-system users using SYSTEM or SYSAUX as the default
tablespace

Severity: Minor Warning

Rationale: These non-system users use a system tablespace as the default table-
space. This violation will result in non-system data segments being added to the sys-
tem tablespace, making it more difficult to manage these data segments and possibly
resulting in performance degradation in the system tablespace. This is also a security
issue. All Available space in the system tablespace may beconsumed, thus causing
the database to stop working.

Non-Uniform Default Extent Size For Tablespaces

Rollback In

ORACLE

Description: Checks for dictionary managed or migrated locally managed tablespaces
with non-uniform default extent size

Severity: Minor Warning

Rationale: Dictionary managed or migrated locally managed tablespaces using non-
uniform default extent sizes have been found. This means that the extents in a single
tablespace will vary insize leading to fragmentation, inefficient space usage and per-
formance degradation.

System Tablespace

Description: Checks for rollback segments in SYSTEM tablespace
Severity: Minor Warning

Rationale: The SYSTEM tablespace should be reserved only for the Oracle data dic-
tionary and its associated objects. It should NOT be used to store any other types of
objects such as user tables, user indexes, user views, rollback segments, undo seg-
ments or temporary segments.
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Tablespace Not Using Automatic Segment-Space Management

Description: Checks for locally managed tablespaces that are using MANUAL seg-
ment space management

Severity: Minor Warning

Rationale: Automatic segment-space management is a simpler and more efficient
way of managing space within a segment. It completely eliminates any need to specify
and tune the PCTUSED, FREELISTS and FREELIST GROUPS storage parameters
for schema objects created in the tablespace. In a RAC environment there is the addi-
tional benefit of avoiding the hard partitioning of space inherent with using free list
groups.

Tablespaces Containing Rollback And Data Segments

Description: Checks for tablespaces containing both rollback and data segments
Severity: Minor Warning

Rationale: These tablespaces contain both rollback and data segments. Mixing seg-

ment types in this way makes it more difficult to manage space and may degrade per-
formance in the tablespace. Use of a dedicated tablespace for rollback segments en-

hances availability and performance.

Users With Permanent Tablespace As Temporary Tablespace

ORACLE

Description: Checks for users using a permanent tablespace as the temporary table-
space

Severity: Minor Warning

Rationale: These users use a permanent tablespace as the temporary tablespace.
Using temporary tablespaces allows space management for sort operations to be
more efficient. Using a permanent tablespace for these operations may result in per-
formance degradation, especially for Real Application Clusters. There is an additional
security concern. This makes it possible for users to use all available space in the sys-
tem tablespace, causing the database to stop working.
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Oracle WebLogic Cluster Compliance
Standards

These are the compliance rules for the Oracle WebLogic Cluster compliance stand-
ards

Weblogic Cluster Configuration Compliance

The compliance rules for the Weblogic Cluster Configuration Compliance standard fol-
low.

Session Lazy Deserialization Enabled

Description: The compliance standard rule verifies whether SessionLazyDeserializa-
tionEnabled attribute is enabled or not for the server running on exalogic.

Severity: Critical

Rationale: Enabling this attribute, improves Session replication performance and CPU
utilization of the server, which avoids performing extra work on every session update,
that is only necessary when a server fails.

ORACLE 16-1



Oracle WebLogic Domain Compliance
Standards

These are the compliance rules for the Oracle WebLogic Domain compliance stand-
ards.

" Note:

See My Oracle Support for additional information regarding the future of the
deprecated standards.

All WLS V10 Rules (Deprecated)

The compliance rules for the All WIs V10 Rules standard follow.

Administration Server Is Hosting Applications Other Than Oracle Sys-
tem Applications

Description: Your Administration Server is hosting applications other than Oracle sys-
tem applications. Oracle recommends hosting these applications only on the managed
servers within your domain. The only applications that should be deployed to your Ad-

ministration Server are Oracle applications (for example, the Oracle WebLogic Server

Administration Console and Oracle agents).

Severity: Warning

Administration Console Hangs During Restart Of A Remote Managed

Server

ORACLE

Description: Cannot display the JNDI tree on the Oracle WebLogic Server console on
a managed server. It seems that the problem is caused by an empty <jndi-name> tag,
which was accidentally added in the datasource configuration file.<jdbc-data-source-
params> <jndi-name>dsGestionRepresentations</jndi-name> <jndi-name></jndi-
name><global-transactions-protocol>TwoPhaseCommit</global-transactions-proto-
col></jdbc-data-source-params>Will see a StackOverflowError in the logs as a symp-
tom of this problem.

Severity: Critical

Rationale: Server Outage
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Chapter 17
All WLS V10 Rules (Deprecated)

Administration Console Hangs During Restart Of A Remote Managed

Server

Description: When the Administration Console is used to stop and restart a remote
managed server, the Administration Console hangs until the remote managed server
has been fully started. The remote managed servers are started by the Node Manager.
If there is no response from a remote managed server at startup, the Administration
Console hangs.

Severity: Warning

Rationale: Administration

Administration Console Hangs During Restart Of A Remote Managed
Server. (Upgrade)

Description: When the Administration Console is used to stop and restart a remote
managed server, the Administration Console hangs until the remote managed server
has been fully started.The remote managed servers are started by the Node Manager.
If there is no response from a remote managed server at startup, the Administration
Console hangs.This problem, described in Oracle Bug 8158504, has been fixed in
Oracle WebLogic Server 10.0 Maintenance Pack 2.

Severity: Minor Warning

Rationale: Administration

Administration Console Hangs During Restart Of A Remote Managed
Server. (Upgrade)

Description: The JNDI tree on the Oracle WebLogic Server Administration Console
cannot be displayed for a managed server. It seems that the problem is caused by an
empty <jndi-name> tag, which was accidentally added in the DataSource configuration
file.<jdbc-data-source-params> <jndi-name>dsGestionRepresentations</jndi-name>
<jndi-name></jndi-name><global-transactions-protocol>TwoPhaseCommit</global-
transactions-protocol></jdbc-data-source-params>This problem, described in
8164017, has been fixed in Oracle WebLogic Server 10.3 Maintenance Pack 2.

Severity: Minor Warning

Rationale: Server Outage

An Org.Hibernate.Lazyinitializationexception Occurs For Calls Over
liop (Wis V10.0)

ORACLE

Description: When using the -Dweblogic.iiop.useJavaSerialization flag in a call over
IIOP, an org.hibernate.LazylnitializationException can occur.

Severity: Critical

Rationale: Server Outage
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Al WLS V10 Rules (Deprecated)

An Org.Hibernate.Lazyinitializationexception Occurs For Calls Over
liop (WIs V10.0, Upgrade)

Description: When using the -Dweblogic.iiop.useJavaSerialization flag in a call over
[IOP, an org.hibernate.LazylnitializationException can occur.This problem, described
in Oracle Bug 8145565, has been fixed in Oracle WebLogic Server 10.0 Maintenance
Pack 2.

Severity: Minor Warning

Rationale: Server Outage

Annotation Does Not Work With Unchecked Exceptions

Description: For Oracle WebLogic Server 10.0 with EJB3.0, an ApplicationException
occurs. Annotation does not work with unchecked exceptions.

Severity: Critical

Rationale: Server Outage

Annotation Does Not Work With Unchecked Exceptions (WIs V10.0,

Upgrade)

Description: For Oracle WebLogic Server 10.0 with EJB3.0, an ApplicationException
occurs. Annotation does not work with unchecked exceptions.This problem, described
in Oracle Bug 8179501, has been fixed in Oracle WebLogic Server 10.3 Maintenance
Pack 1

Severity: Minor Warning

Rationale: Server Outage

Arrayindexoutofboundsexception Occurs In Jspencoder Class When
Compiling Jsp Files

ORACLE

Description: The following ArraylndexOutOfBoundsException is thrown by the JspEn-
coder class when compiling certain JSP files:java.lang.ArraylndexOutOfBoundsExcep-
tion: O at javelin.jsp.JspEncoder$JspxEncoder.guessEncodingFamily(JspEncod-
er.java:304) at workshop.util.encoding.EncodingManager._detectEncoding(Encoding-
Manager.java:174) at workshop.util.encoding.EncodingManager.findIEncodingFor-
Reader(EncodingManager.java:104)

Severity: Warning

Rationale: Performance
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All WLS V10 Rules (Deprecated)

Bea07-175.00 - Ssl Clients May Miss Possible Cipher Suites Resulting
In Use Of Null Cipher (Wls V10)

Description: In some circumstances, SSL clients that run outside the server environ-
m