Secure Configuration Guide

Oracle’ Health Sciences InForm 4.6.5.1

OoORACLE

Part Number: E96088-01



Copyright © 2011, 2018, Oracle and/or its affiliates. All rights reserved.

This software and related documentation are provided under a license agreement containing restrictions on use and disclosure and are
protected by intellectual property laws. Except as expressly permitted in your license agreement or allowed by law, you may not use, copy,
reproduce, translate, broadcast, modify, license, transmit, distribute, exhibit, perform, publish, or display any part, in any form, or by any

means. Reverse engineering, disassembly, or decompilation of this software, unless required by law for interoperability, is prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free. If you find any errors, please

report them to us in writing.

If this is software or related documentation that is delivered to the U.S. Government or anyone licensing it on behalf of the U.S.

Government, the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs, including any operating system, integrated software, any programs installed on the
hardware, and/or documentation, delivered to U.S. Government end users are "commercial computer software" pursuant to the applicable
Federal Acquisition Regulation and agency-specific supplemental regulations. As such, use, duplication, disclosure, modification, and
adaptation of the programs, including any operating system, integrated software, any programs installed on the hardwate, and/or
documentation, shall be subject to license terms and license restrictions applicable to the programs. No other rights are granted to the U.S.

Government.

This software or hardware is developed for general use in a variety of information management applications. It is not developed or
intended for use in any inherently dangerous applications, including applications that may create a risk of personal injury. If you use this
software or hardware in dangerous applications, then you shall be responsible to take all appropriate fail-safe, backup, redundancy, and
other measures to ensure its safe use. Oracle Corporation and its affiliates disclaim any liability for any damages caused by use of this

software or hardware in dangerous applications.
Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of their respective owners.

Intel and Intel Xeon are trademarks or registered trademarks of Intel Corporation. All SPARC trademarks are used under license and are
trademarks or registered trademarks of SPARC International, Inc. AMD, Opteron, the AMD logo, and the AMD Opteron logo are
trademarks or registered trademarks of Advanced Micro Devices. UNIX is a registered trademark of The Open Group.

This software or hardware and documentation may provide access to or information about content, products, and services from third
parties. Oracle Corporation and its affiliates are not responsible for and expressly disclaim all warranties of any kind with respect to third-
party content, products, and services unless otherwise set forth in an applicable agreement between you and Oracle. Oracle Corporation
and its affiliates will not be responsible for any loss, costs, or damages incurred due to your access to or use of third-party content,

products, or services, except as set forth in an applicable agreement between you and Oracle.

This documentation may include references to materials, offerings, or products that were previously offered by Phase Forward Inc. Certain
materials, offerings, services, or products may no longer be offered or provided. Oracle and its affiliates cannot be held responsible for any

such references should they appear in the text provided.



Contents

Chapter 1 Security overview 1
APPLICAtION SECULILY OVEIVIEW...ouiuiiiiiiiiiiiiisii it s bbb 2
General SECUTILY PIINCIPIES cov.vuiuiiiiiiii e 3

Require complex and SECULE PASSWOLAS ......cuuiuuiuiiiiiiiiiiieic e 3
Change passwords PEriOICALY ... 3
Keep passwords private aiid SECULE .......c.ciuiiciciiiriiii e 3
Lock cOMPULELS tO PLOECE AALA........vuvuiririiieiiic ettt 3
Provide only the necessary rights to perform an OPeration ... 3
Chapter 2 Secure installation and configuration 5
INStAllAtION OVEIVIEW w.vuiieieiciiriieisciie ettt R a s s s sa s a s e s 6
Transport Layer SEcutity (TILS) ....cccviiiiiiiiiiiiiii s 6
Install only the InForm features needed ... 6
ADOUL ENLELING PASSWOLES «..oevieiieiiiiiitiiiiie et 7

Configure strong administrator passwords

Close all unused POrts.......cceveevcucurcunciriurinicnnas
Disable all unused setrvices...

Add a nosniff header ............

Post-installation CONFIGUIALION ....viuiiiiiiiiiii s
Restrict access to InForm server Machines ... 9
Configure StroNg USET PASSWOLS ...t 9
Configure rights and fights GrOUPS......ccviiiii s 9
Change the pfuser password as feqUITEd.......ciiiiiiiii s 9

Chapter 3 Security features 11

USEE SECULILY FRATULES ....vueeiecieiciciciei e bbb 12
Password configuration fOr USEr SECULILY ... 12
Passwords fOr NEW USEIS ... 12
TLOGIN SECULILY wvuiviiviiiii it 12
No data loss after a Session trANSACHON .....vuiviviiiiicicic s 12
Automatically iNactivated USEL ACCOUNLS.....veuririurirereiereieieieieieieneieaeeseses ettt sttt sssaesssaes 13

Restricted access to the application

Application secutity features..........ccoeeeeecuuee. .14
Users assigned to user types........... .14

Rights assigned to rights groups..... .14

Users assigned to rights groups...... 14

Users assigned 0 GrOUPS ...t 15

USers assiZNEd 0 SILES c.uuuiiiuiuiiiiiiicic s 15
DiSPIAY OVEITIAES w.ouvvviviiiiictcii e 15
Changed COZNOS USEL GIOUPS......cuuiiiiuiiiiiii it saas 15

DALA SECUTILY FEATULES .....ueeieeierieiicicictce et 17
Restricted viewing of Protected Health Information..........cciiiininiciciiccccsiennns 17

Audit trails fOr dAta SECULILY w.vuviecvrieciieieicieicieceeeee ettt bbb ssaesenaes 17
Freezing and 1ocking data ..o 17
Considerations for using email.........ccoiiiiiii s 18
About the documentation 19
Where to find the product dOCUMENTAtION .....cuiviiiiiiiiiii s 19
Documentation aCCESSIDILLY c....cuviueiieeiieiieiie ettt 19

InForm 4.6.5.1



Contents

ACCESS t0 OFACIE SUPPOTLL cocvvviiiiiiiiit bbb 19

iv InForm 4.6.5.1



CHAPTER 1
Security overview

In this chapter

APPlCAION SECULILY OVEIVIEW ..ouvuivnirircricriirinisiscrcrsisis s sss s s s s s ss s s ssssas

General SECULItY PIINCIPLES ...ouvuviieiiiciieciiei e

InForm 4.6.5.1



Chapter 1 Security overview

Application security overview

To ensure security in the InForm application, carefully configure all system components, including
the following third-party components:

o Web browsers
e Firewalls
o [.oad balancers

e  Virtual Private Networks (VPNs)
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General security principles

Require complex and secure passwords
Each password should meet the following requirements:
e Contains a minimum of eight characters.
e Contains at least one upper case character, and at least one number or special character.

e Does not contain a common word, name, or any part of the user name.

For more information, see Configure strong user passwords (on page 9).

Change passwords periodically

It is good practice to change both system account passwords and user passwords periodically. Follow
your organization's operating procedures for the frequency of making changes.

Keep passwords private and secure

All users should change their passwords when they log in for the first time.

Tell users never to share passwords, write down passwords, or store passwords in files on their
computers. For more information, see Passwords for new users (on page 12).

Lock computers to protect data

Encourage users to lock computers that are left unattended. For more information, see Login
security (on page 12).

Provide only the necessary rights to perform an operation

Assign users to user types, assign rights to rights groups, and assign users to rights groups and groups
so that they can perform only the tasks necessary for their jobs.

For more information, see:

e Users assigned to user types (on page 14).

e Rights assigned to rights groups (on page 14).
e  Users assigned to rights groups (on page 14).

e Users assigned to groups (on page 15).
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CHAPTER 2
Secure installation and configuration

In this chapter
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Post-installation CONFIGUIAtION ...
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Chapter 2 Secure installation and configuration

Installation overview

Use the information in this chapter to ensure the InForm application is installed and configured
securely. For information about installing and configuring the InForm application, see the Installation
and Confignration Guide.

Transport Layer Security (TLS)

Configure your environment so that the InForm application servers are hosted behind a firewall and
all communication through the firewall is over HTTPS.

Install only the InForm features needed

To enhance security, the InForm installer allows you to select the features to install.

Minimal—Default option. This option installs:
e InForm core software

e Required utilities

e Documentation

If you plan to use the Reporting and Analysis module, do not select the Minimal option. It does
not install the reporting utilities.

Complete—Recommended option. This option installs:
e InForm core software

e Required utilities

e Sample study

e InForm Portal

e All InForm utilities

e Documentation

e InForm Architect

For the Complete option, all the utilities are installed. You cannot select specific utilities to
install.

Custom—Installs the InForm core software and required utilities and the following options, if
they are selected:

¢ Documentation
e Sample study

e InForm Portal
e I[nForm utilities

For Custom installations, all the utilities are selected by default to be installed. You can
choose whether to install each of the following utilities:
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e InForm Data Import

e InForm Data Export

e InForm Performance Monitor
e InForm Reporting

If you plan to use the Reporting and Analysis module, the InForm Reporting utility
must be selected.

Note: If you are using the Reporting and Analysis module, you must install the Cognos software,
and run the Reporting installers and the reporting utilities that are installed by the InForm
application.

About entering passwords

The InForm software and installation scripts do not contain default or hard-coded passwords. You
must supply passwords for predefined users, such as the Windows OS user and Oracle database
users.

Installation scripts prompt for passwords on the command line or allow a file containing the
passwords to be passed in as parameters. For more information, see the Installation and Configuration
Guide.

Note: If you use password parameter files, delete the files after installation.

Configure strong administrator passwords

InForm 4.6.5.1

When you install the InForm application, the following database administrator users are created:

e InForm Admin—PFADMIN.
e Streams Admin—strmadmin.
¢ Reporting Admin—rptinstall.
¢ PFCapAdmin—Unique name set by the customer.
e Content Store—Unique name set by the customer.

When you configure the Oracle Directory Server for the Reporting and Analysis module, you create
the Cognos System Admin user.

Ensure that all passwords for these users are strong passwords.




Chapter 2 Secure installation and configuration

Close all unused ports
Keep only the minimum number of ports open. Close all ports not in use.

The InForm application defaults to the following ports, but can be configured to use non-standard
ports.

e Port 1521—Default connection to the Oracle database.

e  Port 80—For the client connection (HTTP).

e Port 443—For the client connection (HTTPS).

e Port 389—For connection to the Oracle Directory Server for reporting.

e Port 9300—For connection to the Cognos server for reporting.

Note: The InForm application does not require both Port 80 and Port 443. However, you must
configure the InForm application to use either HTTP or HTTPS.

Disable all unused services
Disable all unused services. The InForm application uses the following services:
e InForm Service.
e IBM Cognos 10 Business Intelligence.
e COM+ System Application.
e Distributed Transaction Coordinator.
e DNS Client.
e ]IS Admin Service.
e  Oracle MTS Recovery Service.
e  World Wide Web Publishing Service.

Add a nosniff header

Configure 1IS to add a nosniff header to HTTP responses from InForm by running the following
command from the administrator command prompt on the InForm application server:

appcmd.exe set config /section:httpProtocol /+customHeaders.["name="X-
Content-Type-Options®,value="nosniff"'"] /commit:apphost

8 InForm 4.6.5.1
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Post-installation configuration

Restrict access to InForm server machines

Allow only administrator and system accounts access to the InForm server machine.

Limit the number of users with access to the server machine. Disable or delete any unnecessary users.

Configure strong user passwords

Configure password options to require a secure level of complexity. For example, a minimum
required password length of eight characters requires users to create more secure and complex
passwords than a minimum required password length of six characters.

For more information, see Password configuration for user security (on page 12).

Configure rights and rights groups

Assign users to user types, assign rights to rights groups, and assign users to rights groups and
groups, so that users can perform only the tasks necessary for their jobs.

For more information, see:

e Users assigned to user types (on page 14).

®  Rights assigned to rights groups (on page 14).
o Users assigned to rights groups (on page 14).

e Users assigned to groups (on page 15).

Change the pfuser password as required

Change the pfuser password as required by your operating procedures. To change the password:
1 Run pfadmin (on page 9).

2 Update IIS with the new pfuser password (on page 10).

3 Update COM+ applications with the new password (on page 10).

Run pfadmin

InForm 4.6.5.1

The following pfadmin command resets the pfuser account password in the InForm registry and the
Windows account:

PFADMIN CONFIG SERVICE /PFUSER
You supply the new password in a parameter file or in response to a command line prompt.

Note: You must use the same password when you update IIS. For more information, see Update

/IS with the new pfuser password (on page 10).
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Update IIS with the new pfuser password
When you change the pfuser password, you must manually update the value in IIS.
1  Select Start > Administrative Tools > Internet Information Services (11S) Manager.
2 Expand the tree until you see the children of Default Web Site.
3 Select a study listed under Default Web Site.
4

Double-click Authentication in the center panel, select Anonymous Authentication, and then click
Edit in the Actions panel on the right.

5 Copy the user name in the Specific user ficld, and then click Set.
The Set Credentials dialog box appears.

6 Paste the user name you copied into the User name field, and enter the new password in the
password fields.

Note: The new password should be the same as the password that was entered when
pfadmin config service/pfuser was run. For more information, see Run pfadmin (on page 9).

7  Expand the study tree of the study that you selected in step 3.
8 For each child node listed under the study, repeat steps 4 to 6 to update the password.
9  Repeat steps 3 to 8 for:

e Each study listed under Default Web Site.

e The Schema virtual directory listed under Default Web Site.

e The System virtual directory listed under Default Web Site.

Update COM+ applications with the new password

When you change the pfuser password, you must manually update the value in all the COM+
applications for the study.

1  Select Start > Administrative Tools > Component Services.

2 Expand Component Services > Computers > My Computer.

3 Select COM+ Applications.

4 In the middle panel, right-click any COM+ application, and then select View > Details.
The middle panel changes to a detailed display.

Right-click InFormDisp, and select Properties.

Select the Identity tab.

Enter the new password in the password fields.

Click Apply, and then click OK.

O 0o 1 &N !

Repeat steps 5 to 8 for each COM+ application that has a listed account of
PfUSR_<machine name>.
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Security features

In this chapter

User security features ............

Application security features

Data security features............
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User security features

Password configuration for user security

An administrator can define the following formatting, entry, and reuse requirements for passwords
directly in the InForm application on the System Configuration page. For the recommended settings,
see General security principles (on page 3) and the S#p by Step for CRCs and CRAs Guide.

e Minimum length of the password. Recommended setting is 8 characters.

e  Whether the password must include a number. Recommended setting is Yes.

e Whether the password must include an upper-case letter. Recommended setting is Yes.

e Whether the password must include a nonalphanumeric character. Recommended setting is Yes.
e Whether the password can be reused. Recommended setting is No.

e Number of consecutive failed login attempts allowed. Recommended setting is 3.

®  Whether password recovery is enabled. Recommended setting is Yes.

e Number of days before the password expires. Recommended setting is 90 days.

Passwords for new users

When you create a new user, you supply a user name and password. Users must change their
passwords the first time they log in.

Login security

Users must enter their user names and passwords to log in. The application does not allow duplicate
user names.

If either a user name or password is incorrect, an error message appears, but does not tell the user
the value that is incorrect. Therefore, if someone else is using the account to attempt to log in, the
message does not confirm either a user name or password.

No data loss after a session transaction

Studies are configured to require users to re-enter their user names and passwords after a defined
period of inactivity. The user can log in and continue working on a form without losing data.

This security feature is controlled by the following settings on the System Configuration page:

¢ Re-authentication inactivity period—Number of minutes of inactivity that can pass before
the InForm application requires a user to log in again.

Note: If you are using Reporting, the inactivity timeout for the Cognos application must be
greater than the Re-authentication inactivity period set in the InForm application. Oracle
recommends setting the value of the Cognos inactivity timeout to approximately two times
that of the InForm setting.

12 InForm 4.6.5.1
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e Re-identification period—Number of minutes that a session can be active before the InForm
application requires a user to log in again.

Select values for these settings that work with your study protocol.

Automatically inactivated user accounts

Studies are configured to allow a defined number of attempts to log in correctly. When a user
exceeds the number of allowed login attempts, which is defined on the System Configuration page,
the user account is inactivated and the user cannot log in.

Only a user with the appropriate rights can activate an automatically inactivated account. Relevant
rights include:

e  Activate Site User
o  Deactivate Site User
e Activate Sponsor User

®  Deactivate Sponsor User

Restricted access to the application
You can restrict access to the application in the following ways:

e Terminate a uset.

Typically, you terminate users who leave the organization. Terminated users cannot log in. All
users, including terminated users, remain in the study for audit purposes. Terminated users can
be reinstated and then activated.

e Inactivate a user.

Typically, a user is automatically inactivated when the user fails to log in after the number of
attempts set on the System Configuration page. After the user account is inactivated, only an
administrator can manually reactivate the user. The user must be reactivated before the user can
work in the application.

InForm 4.6.5.1 13
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Application security features

Users assighed to user types

You can assign users to user types. The following user types are available:

e Site user (default}—User who performs site functions, such as data entry.

e Sponsor user—User who performs study functions, such as reviewing and verifying clinical
data.

Rights assignhed to rights groups

A right is the permission to perform a specific activity. A rights group is a collection of rights.

Rights grant access to different parts of the application. Entire parts of the application are hidden
when users do not have the rights to work in those areas.

When a new user is created in the InForm application, an administrator with the right to modify user
information assigns the user to a rights group, providing the user permissions to perform specific
study activities.

For example, a user can be assigned to a rights group with the appropriate rights to screen and enroll
subjects. The individual Enroll Subjects right is static, but the group of rights assigned to the rights
group is configurable.

A user can be a member of only one rights group.

Users assighed to rights groups

14

The following pre-defined rights groups are provided with the InForm software. The rights groups
contain the default set of rights that are normally associated with that rights group, but they do not
contain any users.

e AutoQuery RG

e InForm Server Group

e PFArchUser Rights Group
e PFReportUser Rights Group
e Reports Only Rights Group
e Sync Admin

e Sync User

e SysAdmin Rights Group

e System Creator Group

e User Activator RG

e  User Manager RG

After you review the rights that are assigned to rights groups and make any necessary changes, you

InForm 4.6.5.1
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can assign users to rights groups. A user assigned to a rights group has the rights that are granted to
that rights group. Changes to a rights group are immediately applied to all users assigned to the rights

group.

Users assighed to groups

Groups allow you to associate users who have similar roles in a study and allow them access to
specific areas of InForm functionality. Groups provide an advanced level of authorization. In order
to perform certain activities, a user must both have rights to perform the activities and be in a group
for which the activities are authorized.

The InForm application allows you to define and maintain different types of groups. Users can sign
forms, enter queries, and access the Reporting and Analysis module if they are assigned to the
corresponding groups and have the appropriate rights.

Users assighed to sites

Users can view subject and visit information only for the sites to which they are assigned. Users must
also be assigned to rights groups that grant them access to this information.

Display overrides

Display overrides allow you to refine user access to individual data items on forms. For a particular
rights group, you can specify whether the group of items that make up an item group is Hidden,
Editable, or Read-Only. This designation overrides the rights conveyed by membership in the rights
group and also overrides the display properties of the items in the group. This additional level of
security allows you to give users with the same set of rights different access to specific items.

To create item definition display overrides, use the Central Designer application.

Changed Cognos user groups

The rights for the following Cognos user groups have been changed to limit the ability of users to
create user-defined HTML and user-defined SQL.:

e Directory Administrators group:
e Can view Groups and Roles, but cannot view the Capabilities.

The ability to make any changes to Cognos Capabilities and Cognos Groups and Roles have
been removed from this group.

e Can accept only InForm Support user types.
Sponsor or Site users can no longer be added to this group.
e Server Administrators group:
e (Can accept only InForm Support user types.
Sponsor or Site users can no longer be added to this group.
e Authors group:

e In Report Studio—Authors can create, edit, or run reports that use clinical or operational

InForm 4.6.5.1 15
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model packages.
Authors cannot create, edit, or run reports that contain custom HTML and/or custom SQL.

e In Cognos Connection—Authors can run reports that use clinical or operational model
packages.

Authors cannot run reports that contain custom HTML and/or custom SQL.

For more information, see the Installation and Confignration Guide.
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Data security features

Restricted viewing of Protected Health Information

You can use user types, rights, groups, and display overrides to restrict the users that can view
Protected Health Information, which appears in subject profiles.

During the study design, access to confidential subject information can also be restricted. Therefore,
study designers set up the study so that only specific users, such as clinical research coordinators, can
enter subject data.

Audit trails for data security

Audit trails record updates to the following information:

e Subject information
e Data on forms

e Queries

e Signatures

Audit trails are comprehensive records that include the person who made the change, the date and
time of the change, the change itself, as well as additional details. You cannot modify data in an audit
trail.

Freezing and locking data

InForm 4.6.5.1

You can freeze or unfreeze data on the subject, visit, form, and item levels. Freezing prevents
changes in data—either temporarily during a study, or permanently at the end of a study.

e TDreezing a subject freezes all visits, forms, and items for that subject.
e TFreezing a visit freezes all forms and items within the visit.

After a subject, visit, form, or item is frozen, you cannot update the data, but you can issue manual
queries for items. If a repeating form is frozen, no new instances of the repeating form can be added
to a visit.

Note: If an update is made to a frozen item when someone responds to a manual query, the item
maintains its frozen status to prevent additional updates to the item aside from query generation.

To prevent any further modification to data, you can also lock a subject, visit, form, or item.

17
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Considerations for using email

Considerations for configuring email notifications

Although the InForm application can be configured to send emails from the trial server, the emails
are not able to be encrypted. Customers must consider this fact when designing email notifications,
and should not include any data in an email that is required to be encrypted.

Considerations for using automated emails for gathering subject data

Automated emails should not be the sole method of gathering important subject information.
Proactive monitoring of subject information is required.

18 InForm 4.6.5.1



About the documentation

Where to find the product documentation
The product documentation is available from the following locations:

e My Oracle Support (https://support.oracle.com)—Release Notes and Known Issues.

e  Oracle Help Center (https://docs.oracle.com)—The most current documentation set.

Documentation accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website (http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc).

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My Oracle
Supportt or Support Cloud. For information, visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info if you are hearing impaired.
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