Oracle® Communications Diameter

Signaling Router

Service Capability Exposure Function User's
Guide

Release 8.4
F12301-03
October 2020

ORACLE"



Oracle Communications Diameter Signaling Router Service Capability Exposure Function User's Guide,
Release 8.4

F12301-03
Copyright © 2019, 2020, Oracle and/or its affiliates.

This software and related documentation are provided under a license agreement containing restrictions on
use and disclosure and are protected by intellectual property laws. Except as expressly permitted in your
license agreement or allowed by law, you may not use, copy, reproduce, translate, broadcast, modify, license,
transmit, distribute, exhibit, perform, publish, or display any part, in any form, or by any means. Reverse
engineering, disassembly, or decompilation of this software, unless required by law for interoperability, is
prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free. If
you find any errors, please report them to us in writing.

If this is software or related documentation that is delivered to the U.S. Government or anyone licensing it on
behalf of the U.S. Government, then the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs (including any operating system, integrated software,
any programs embedded, installed or activated on delivered hardware, and modifications of such programs)
and Oracle computer documentation or other Oracle data delivered to or accessed by U.S. Government
end users are "commercial computer software" or "commercial computer software documentation” pursuant
to the applicable Federal Acquisition Regulation and agency-specific supplemental regulations. As such,
the use, reproduction, duplication, release, display, disclosure, modification, preparation of derivative works,
and/or adaptation of i) Oracle programs (including any operating system, integrated software, any programs
embedded, installed or activated on delivered hardware, and modifications of such programs), ii) Oracle
computer documentation and/or iii) other Oracle data, is subject to the rights and limitations specified in the
license contained in the applicable contract. The terms governing the U.S. Government's use of Oracle cloud
services are defined by the applicable contract for such services. No other rights are granted to the U.S.
Government.

This software or hardware is developed for general use in a variety of information management applications.
It is not developed or intended for use in any inherently dangerous applications, including applications that
may create a risk of personal injury. If you use this software or hardware in dangerous applications, then you
shall be responsible to take all appropriate fail-safe, backup, redundancy, and other measures to ensure its
safe use. Oracle Corporation and its affiliates disclaim any liability for any damages caused by use of this
software or hardware in dangerous applications.

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of
their respective owners.

Intel and Intel Inside are trademarks or registered trademarks of Intel Corporation. All SPARC trademarks are
used under license and are trademarks or registered trademarks of SPARC International, Inc. AMD, Epyc,
and the AMD logo are trademarks or registered trademarks of Advanced Micro Devices. UNIX is a registered
trademark of The Open Group.

This software or hardware and documentation may provide access to or information about content, products,
and services from third parties. Oracle Corporation and its affiliates are not responsible for and expressly
disclaim all warranties of any kind with respect to third-party content, products, and services unless otherwise
set forth in an applicable agreement between you and Oracle. Oracle Corporation and its affiliates will not

be responsible for any loss, costs, or damages incurred due to your access to or use of third-party content,
products, or services, except as set forth in an applicable agreement between you and Oracle.



Contents

1 Introduction

Revision History 1-2
Intended Scope and Audience 1-2
Manual Organization 1-2
Understanding SCEF 1-3
Major Functional Components of an SCEF Network 1-5
API Gateway 1-5

Core SCEF/MTC-IWF 1-6
Overview of Main Tasks 1-7
My Oracle Support 1-8

2 SCEF Functional Summary

DSR SCEF Architecture 2-1
HTTP Message Parsing 2-3
Database Integrity Audits 2-3
Non-IP Data Delivery 2-4
PDN Connection 2-5
Configuration Query by SCS Application Server 2-8
Downlink Data Delivery 2-8
Uplink Data Notification 2-11
Error Reporting 2-12
Monitoring Event 2-14
Monitoring Event Subscription 2-15
Monitoring Event Subscription Request to MME/SGSN 2-16
Monitoring Event Notification 2-17
Monitoring Event Deletion Initiated from SCS/AS 2-20
Monitoring Event Deletion Initiated from HSS 2-20
Monitoring Event Get 2-21
Enhanced Coverage Restriction Control 2-21
Device Triggering 2-22
Device Triggering Transaction 2-23
Transaction Query by SCS/AS 2-24

ORACLE



Device Triggering Delivery Report Notification 2-25

Access Control 2-25
IP Device Handler 2-26
LwM2M Sever 2-26
MQTT Broker 2-29
MQTT Call Flows 2-32
Device Subscriptions 2-32
Application Subscriptions 2-33

Data Delivery (Single) 2-34

Data Delivery (Broadcast) 2-36
Notifications 2-36
Buffering 2-39

QOS Impact in MQT 2-40

MQTT Features 2-40
Sample json Body 2-44

MQTT General Guidelines 2-45
API Gateway Custom SLA 2-47
Functional Summary 2-47
Configuring Custom SLA 2-48
Custom SLA XSD 2-49
Sample Custom SLA XML 2-51
API-Based Charging 2-53
CDR Field Properties 2-54
CDR Configuration 2-56
CDR Rollout 2-56
CDR Persistent Storage 2-57
CDR Transfer with SFTP Tool 2-57
QoS Control 2-57
AS Session Setup 2-57

AS Session Modify 2-58

AS Session Remove 2-59

AS Session QoS Modification 2-60

3 Managed Objects

4 Configure SCEF

Basic SCEF Configuration 4-1
SCEF MMI Configuration 4-1

ORACLE iv



5 Monitoring Event

Monitoring Event Subscription 5-1
Monitoring Event Notification 5-3
Monitoring Event Deletion Initiated from SCS/AS 5-7
Monitoring Event Deletion Initiated from HSS 5-7
Monitoring Event Get 5-8

6 SCEF MMI Attributes

A OCSG Introduction

Custom Configuration A-1
Configure DSR MP IPs in DSR APl GW A-1
Add SNMP Trap Receiver A-2
Change SNMP Version A-3
Generate MIB File A-4
Change General Logging Level A-5
Enable T8 Logging A-6
Change Statistics Storage Interval A-7
IPDD Statistics A-10
Enable CDRs A-12
Start/Restart Administrative Server A-13
Start/Restart Application Server A-14
Stop the Administrative and Application Servers A-15
Alarms A-15
Add New XSI to OCSG A-15
Change the Administrative Console Account Password A-16
Create User Account A-17
Change the Operator Account Password A-17
Purge Database Tables A-17
Set Up Two-Way SSL Configuration A-18

Import Client Certificate A-18
Import Server Certificate A-19
Change SSL Certificates and Private Keys A-19
Open Authorization Configuration Overview A-21
Set Up Authentication and Grant Redirect URLS A-23
Subscriber A-25
Resource Owner A-27
LwM2M Server Configuration A-31
MQTT Configuration A-31

ORACLE Y



QoS Control Configuration

Manage ScsAs QoS Configuration
Manage QoS Reference Configuration
Configure QoS Control APl in DSR API Gateway

Modify Log4j2config.xml
Provisioning OCSG

Expose API URLs

On Boarding a Partner

ORACLE

Register a Partner Account

Approve (or Reject) a Partner Account
Create a Partner Group

Assign a Partner to a Group

Create a Partner Application

Approve (or Reject) an Application Creation
Set Application Password

A-37
A-37
A-39
A-42
A-44
A-45
A-45
A-46
A-46
A-49
A-53
A-55
A-57
A-58
A-63

Vi



List of Figures

1-1 DSR SCEF Interactions

1-2 SCEF/MTC-IWF Functionality at DSR

2-1 DSR-SCEF Interconnections

2-2 DSR SCEF Architecture

2-3 PDN Connection Establishment

2-4 MME/SGSN Initiated PDN Connection Release

2-5 SCEF-Initiated PDN Connection Release

2-6 Downlink Data Delivery

2-7 SCEF Buffering Downlink Data as UE is Not Available
2-8 Uplink Data Noatification

2-9 Monitoring Event Subscription

2-10  Monitoring Event Subscription Request to MME/SGSN
2-11  Reporting from HSS

2-12  HTTP Post Notification

2-13  Reporting HSS

2-14  Configuration-Information-Request

2-15  Delete Subscription from HSS

2-16  Device Triggering Transaction Creation

2-17  Device Triggering Delivery Report Notification

2-18  LwM2M Device Registration

2-19 LwM2M Event Subscription Process

2-20  LwM2M Event Subscription Notification Process

2-21  LwM2M Event Subscription Delete Process

2-22  LwM2M Data Delivery Process

2-23  Device Subscription Call Flow

2-24  Application Subscription Call Flow

2-25  Data Delivery (Single) Call Flow

2-26  Data Delivery (Broadcast) Call Flow

2-27  Notifications Call Flow

2-28  Tracking/Test/# for the Same SCSAS

2-29  Tracking/Test/Battery/# for the Same SCSAS

2-30  Tracking/Test/Battery/Level Topic for the Same SCSAS
2-31  Tracking/Test/Battery/# Topic

2-32  Tracking/Test/Battery/# Topic for the Different SCSAS
2-33  Subscription 1

ORACLE

1-4
1-5
2-1
2-2
2-5
2-7
2-7
2-8
2-9

2-11

2-16

2-17

2-18

2-19

2-20

2-20

2-21

2-23

2-25

2-27

2-28

2-28

2-29

2-29

2-33

2-34

2-35

2-36

2-37

2-37

2-37

2-38

2-38

2-38

2-38

Vii



2-34  Subscription 2

2-35  Tracking/Test/Battery Topic with Device
2-36  Tracking/Test/Battery Topic without Device
2-37  Subscription Notification

2-38  SCEF MQTT Broker - AAA Server Integration
2-39  SCEF MQTT Broker device provisioning
2-40  CustomSLA XSD Upload Screen

2-41  CustomSLA XML Upload Screen

2-42  API-Based Charging for Invocation Events
2-43  API-Based Charging for Notification Events
2-44  CDR Configuration

2-45  AS Session Setup

2-46  AS Session Modify

2-47  AS Session Remove

2-48  AS Session QoS Maodification

5-1 Monitoring Event Subscription

5-2 Reporting from HSS

5-3 HTTP Post Notification

5-4 Reporting HSS

5-5 Configuration-Information-Request

5-6 Delete Subscription from HSS

A-1 Configure Communication Services Attributes
A-2 Add SNMP Trap

A-3 Change SNMP Version

A-4 Generate MIB File

A-5 Change Log Level

A-6 Enable T8 Logging

A-7 Enable CDRs

A-8 Add New XSI| to OCSG

A-9 OAuth Installation Script

A-10  Authorization Overview

A-11  OAuth Code Grant

A-12  OAuthCommonMBean

A-13  Authentication and Grand Redirect URLS
A-14  SubscriberService

A-15  Subscriber

A-16  OAuthResourceMBean

ORACLE

2-39
2-39
2-39
2-39
2-42
2-42
2-48
2-49
2-53
2-54
2-56
2-58
2-59
2-60
2-61

A-13
A-16
A-21
A-22
A-23
A-24
A-25
A-26
A-27
A-27

viii



A-17  Resource ID

A-18  OAuthResourceOwnerMBean

A-19  Add Subscriber as Resource Owner
A-20  OAuthClientMBean

A-21  Traffic User

A-22  Authentication Request

A-23  LwM2M Server Configuration

A-24  MQTT Configuration

A-25  SCEF AAA configuration

A-26  Manage ScsAs QoS Configuration
A-27  Manage QoS Reference Configuration
A-28 Expose APl URLs

A-29  Create Partner Group

A-30  Add Partner to Group
ORACLE

A-28
A-28
A-29
A-29
A-30
A-30
A-31
A-32
A-36
A-38
A-40
A-46
A-54
A-56



List of Tables

1-1 Supported Diameter Reference Points

2-1 DSR API Gateway Callback Types

2-2 Supported T8 APIs

2-3 Supported NIDD Resources and Methods

2-4 Problem Codes for HTTP Error Reporting

2-5 Supported Monitoring Event Resources and Methods
2-6 Supported Enhanced Coverage Restriction Control Resources and Methods
2-7 Supported Device Triggering Resources and Methods
2-8 IP Device Table schema

2-9 NIDD Downlink Data Delivery (POST)

2-10  NIDD Buffered Message Delivery Status Notification
2-11  Monitoring Event subscription (POST)

2-12  Monitoring Event subscription (DELETE)

2-13  Monitoring Event subscription Notification

2-14  Device Subscription Response Code

2-15  Application Subscription Response Code

2-16  Data Delivery (Single) Response Code

2-17  Data Delivery (Broadcast) Response Code

2-18  Different QOS available in MQTT

2-19  Diameter Error Code

2-20  CDR Field Properties

2-21  Supported T8 Resources and Methods for QoS Control
3-1 SCS/AS Attribute Descriptions

3-2 System Options Attribute Descriptions

3-3 Non-IP Data Delivery Attribute Descriptions

3-4 Access Point Name Attribute Descriptions

5-1 Supported Monitoring Event Resources and Methods
6-1 Access Control Associations Attribute Details

6-2 Access Control Lists Attribute Details

6-3 Access Control Rules Attribute Details

6-4 APN Configuration Sets Attribute Details

6-5 Device Triggering Configuration Sets Attribute Details
6-6 Monitoring Event Configuration Sets Attribute Details
6-7 Bit Values

6-8 Monitoring Location Areas

ORACLE

1-4
2-3
2-3
2-4

2-12

2-14

2-21

2-23

2-26

2-30

2-31

2-31

2-32

2-32

2-33

2-34

2-35

2-36

2-40

2-44

2-54

2-57
3-1
3-2
3-3
3-4
5-1
6-1
6-1
6-1
6-2
6-2
6-3
6-4
6-4



6-9 NIDD Configuration Sets Attribute Details
6-10 SCS/AS Attribute Details

6-11  System Options Attribute Details

A-1 NIDD Statistics

A-2 Event Monitoring Statistics

A-3 Device Triggering Statistics

A-4 Enhanced Coverage Restriction Statistics
A-5 AAA Messages

A-6 MQTT Messages

A-7 Database Table Cleaning Intervals
ORACLE

6-5
6-5
6-6
A-7
A-9
A-9
A-10
A-11
A-11
A-18

Xi



Introduction

ORACLE

This chapter describes the Oracle Communications DSR Service Capability Exposure
Function (SCEF) product, which interacts with, and implements controls on, Internet of
Things (loT) devices.

Machine Type Communication (MTC) is the communication between wired and
wireless devices. It can enable a sensor or meter to communicate data (such as
temperature, inventory level, etc.) to software at another location for its use. For
example, sending the number of kilowatts of power used by an individual's home to
the billing software at a utility company; or a refrigerator sending a user's smart phone
information about what may be needed at the grocery store. The expansion of IP
networks around the world has made machine-to-machine communication quicker and
easier and it uses less power. These networks also allow new business opportunities
for consumers and suppliers.

The end-to-end communications (between the user's equipment and the network),
uses services provided by a 3rd Generation Partnership Project (3GPP) system,

and optionally services provided by a Services Capability Server (SCS). The MTC
application in the external network is typically hosted by an Application Server

(AS) and may make use of an SCS for additional value-added services. The

3GPP system provides transport, subscriber management, and other communication
services including various architectural enhancements motivated by, but not restricted
to, MTC (for example, control plane device triggering).

The SCS connects to the 3GPP network to communicate with user equipment (UE)
used for MTC and the MTC Interworking Function (MTC-IWF) and/or SCEF in the
Home Public Land Mobility Network (HPLMN). The SCS offers capabilities for use
by one or multiple MTC applications and the UE can host one or multiple MTC
applications. The corresponding MTC applications in the external network are hosted
on one or multiple ASs.

The SCEF is the key entity within the 3GPP architecture for service capability
exposure that provides a means to securely expose the services and capabilities
provided by 3GPP network interfaces. In certain deployments, the MTC-IWF may be
co-located with SCEF in which case MTC-IWF functionality is exposed to the SCS/AS
through the T8 interface (that is, the REST API). In deployments where MTC-IWF is
not co-located with SCEF, interactions between MTC-IWF and SCEF are left up to the
implementation.

SCEF allows services and capabilities to be securely used on 3GPP network
interfaces by:

e providing a way to discover the exposed services and capabilities;

e providing access to network capabilities through homogenous network application
programming interfaces (for example, network APIs) defined over the T8 interface;
and

e abstracting the services from the underlying 3GPP network interfaces and
protocols.
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Chapter 1
Revision History

This document describes the how the configuration and administration of SCEF
through a machine-to-machine interface (MMI) affects works with DSR and how
various screens within DSR provide you with SCEF information.

Revision History

Intended Scope and Audience

Manual Organization

This content is organized as follows:

ORACLE

Date Description
September 2018 Initial release of DSR SCEF
April 2019 Changes for DSR 8.4. Additions include:
IP Device Handler
LwM2M Server
MQTT Broker
API-Based Charging
QoS Control
Monitoring Location Area MMI Attributes
July 2020 Replaced the subscriptionld in
request Par amnet er parameter with
subscriptionld i n Request
URI .
Added a new section Device
Subscriptions
October 2020 Removed the char gi ngEnabl ed

parameter from the SCEF MMI
Configuration section.

Updated the value of dataDuration and
maxAuthDuration in the Table 6-9 table.
Updated the value of
maxPacketBufferSize in the Table 6-4
table.

Added the ext er nal | d parameter to
the Table 2-10 table.

Updated the Table 2-13 table.

Updated the Notifications section.
Updated the MQTT Protocol Specific
section.

This content is intended for personnel who plan to provision SCEF.

The content does not describe how to install, update, or replace software or hardware.

* Introduction contains general information about SCEF including an overview and
logic information, the organization of this content, and how to get technical

assistance.

* DSR SCEF Architecture describes how SCEF is configured within DSR.

» Configure SCEF describes how to access SCEF.
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Chapter 1
Understanding SCEF

* Managed Objects describes the managed objects used to build the SCEF.
*  SCEF MMI Attributes describes the MMI attributes used with the SCEF.

Understanding SCEF

DSR has been enhanced to support the capabilities of a Service Capability Exposure
Function (SCEF). SCEF is a new network element that securely exposes the servers
and capabilities provided by 3GPP network interfaces. Some functions included with
SCEF include:

*  Non-IP data delivery (NIDD) for low power devices

Functions for NIDD are used to handle mobile originated (MO) and mobile
terminated (MT) communication with UE, where the data used for the
communication is considered unstructured from the Evolved Packet System (EPS)
standpoint (which we refer to also as non-IP). The support of non-IP data is part of
the Consumer Internet of Things (CloT) EPS optimizations.

* Monitoring a device's state

The Monitoring Events feature monitors specific events in the 3GPP system and
makes the monitoring events information available using SCEF. It allows the
identification of the 3GPP network element suitable for configuring the event, the
event detection, and the event reporting to the authorized users, for example,
for use by applications or logging. If an event is detected, the network can be
configured to perform special actions like limit the UE access.

» Device triggering performs application-specific action including communication
with the Service Capability Server (SCS)

Device Triggering allows SCS to send information to the UE through the 3GPP
network to trigger the UE to perform application-specific actions that include
initiating communication with SCS for the indirect model or an AS in the network
for the hybrid model. Device Triggering is required when an IP address for the UE
is not available or reachable by SCS/AS.

* Enhanced Coverage Restriction Control

The support for Enhanced Coverage Restriction Control using SCEF enables
3rd party service providers to query status of enhanced coverage restriction, or
enable/disable enhanced coverage restriction per individual UE.

The SCEF server interacts with Internet of Things (I0T) networks as a machine
type communication inter-working function (MTC-IWF). Figure 1-1 shows how SCEF
interacts with other DSR elements and an l0T network.

ORACLE 1-3



ORACLE

Chapter 1

Understanding SCEF
Figure 1-1 DSR SCEF Interactions
MIMET/
—
SCEF Selution SGSN1
SCS/AS
Sitel -— « SMS-5C1
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* H55
SCS/AS : . SMS-SC2
Site’N 4
MME2/
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IoT devices have unique identifiers and can transmit data over a network. An loT
network can consist of numerous devices, characterized by simple design, low
power consumption, brief and infrequent data transmissions, and infrequent machine
transmissions (mostly they are not transmitting). The SCEF server supports loT
devices through non-IP data delivery (NIDD). An SCEF server can relay triggers from
an SMS-SC function to loT devices using Short Message Service (SMS) messages
through the Diameter T4 interface. An SCEF server communicates with the home
subscriber server (HSS) using the Diameter S6t and S6m interfaces. An SCEF
server communicates with mobility management entity (MME) functions using the
Diameter T6a and T6b interfaces. An SCEF server generates charging records and
communicates with charging servers using the Diameter Ga interface. Table 1-1
provides a summary of these supported reference points.

Table 1-1 Supported Diameter Reference Points

|
Reference Point Name Description

T4 Reference point used between SCEF and SMS-SC/GMSC/IWMSC
T6a Reference point used between SCEF and serving MME

T6b Reference point used between SCEF and serving SGSN

T8 Reference point used between SCEF and SCS/AS

S6t Reference point used between SCEF and HSS

S6m Reference point used between MTC-IWF and HSS

An SCEF network communicates with services capability server/application server
(SCS/AS) functions using either the T8 otherwise known as the WebSocket
representational state transfer (REST)ful application program interface (API) protocols
using the DSR API gateway, which provides a proxy API gateway with trusted identity
management, IP multimedia subsystem (IMS) access, quality of service (QoS) control,
messaging services, and industry-standard security, authentication, accounting, and
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authorization. Configurable, extensible mechanisms support applying rate, volume,
and other limits on a per-SCS/AS basis.

To support large network environments, an SCEF network can communicate with
charging, home subscriber server (HSS), and mobility management entity (MME)
servers using DSR.

Major Functional Components of an SCEF Network

DSR implements the functionality of both SCEF and MTC-IWF network elements.
SCEF/MTC-IWF functionality at DSR can be split into two functional components as
depicted in Figure 1-2:

Figure 1-2 SCEF/MTC-IWF Functionality at DSR

Mon-3GPP IGPP

Oracle SCEF/MTC-IWF

Diameter based
interface towards
core network
elements

* The API Gateway provides the northbound interface between SCEF and Services
Capability Server/Application Server (SCS/AS) based on a T8 interface. The T8
APIs are a set of RESTful APIs defining the related procedures and resources for
the interaction between the SCEF and the SCS/AS.

*  The Core SCEF/MTC-IWF provides southbound interface toward core network
elements like HSS, MME/SGSN (Serving GPRS Support Node ), and Policy
and Charging Rules Function (PCRF). The following MTC call procedures are
implemented at the core SCEF/MTC-IWF component with DSR acting as SCEF
and MTC-IWF network elements:

API| Gateway

Device triggering function (MTC-IWF functionality)
Non-IP data delivery
Monitoring event

Enhance coverage restriction control

SCEF provides a means to securely expose the services and capabilities provided
by 3GPP network interfaces. The API gateway provides access to network
capabilities through homogenous application programming interfaces (that is, network

ORACLE
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RESTful APIs). The SCEF API gateway provides the secured gateway functionality
implementing the northbound RESTful T8 interface toward SCS/AS. DSR has
implemented the following functionalities at the APl Gateway:

Northbound T8 RESTful interface
Authentication and authorization functionality for API requests from SCS/AS:
— Identification of the APl consumer (for example, SCS/AS)

— Profile management of SCS/AS and management of service level agreements
per SCS/AS

—  Support ACL (access control list) management for individual SCS/AS

API firewall functionality to protect from security attacks through T8 interface:

— Protection against malformed and oversized messages received from SCS/AS
—  Whitelist of IP addresses of SCS/AS

Core SCEF/MTC-IWF

Core SCEF/MTC-IWF implements the business logic of different MTC functional call
procedures specific to SCEF and MTC-IWF network elements. Core SCEF/MTC-IWF
interfaces with the API gateway to send or receive the T8 requests from SCS/AS.

ORACLE

DSR has implemented the following MTC functional procedures of SCEF/MTC-IWF
network elements.

Non-IP Data Delivery (NIDD) provides a path to exchange unstructured data
between UE and SCS/AS without requiring the user equipment (UE) to support
an IP stack.

Eliminating the need to support IP results in the following benefits:

— Reduces device complexity since there is no need to support TCP/IP
— Reduces device cost due to lower complexity

— Reduces device power consumption due to eliminating extra messaging and
overhead related to TCP/IP

— Compatibility with older devices not supporting IP

NIDD, using the SCEF, is handled using a PDN connection to the SCEF. The UE
may obtain a non-IP PDN connection to the SCEF during the attach procedure;
using UE requested PDN; or using the PDP context activation procedure. An
association between the SCS/AS and a PDN connection to the SCEF needs to be
established to enable transfer of non-IP data between the UE and the SCS/AS.
The SCEF determines the association based on provisioned policies that may be
used to map an SCS/AS identity and user identity to an access point name (APN).
SCEF supports both mobile terminated (MT) and mobile originated (MO) NIDD
communication between UE and SCS/AS.

The Monitoring Events feature monitors specific events in the 3GPP system

and makes monitoring events information available through SCEF. This means
you can identify the 3rd Generation Partnership Project (3GPP) network element
suitable for configuring specific events, event detection, and event reporting to
the authorized users, for example, for use by applications or logging. If such an
event is detected, the network might be configured to perform special actions, for
example, limit UE access.

1-6
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DSR supports the following monitoring events configuration and deletion using
HSS:

— LOSS_OF_CONNECTIVITY

Notifies the AS when the UE loses connection and becomes offline, which
signals device abnormality and need for troubleshooting.

— UE_REACHABILITY
Allows AS to know the status of the devices as reachable or not reachable.
— LOCATION_REPORTING

Allows the AS (enterprise) to track the location of the devices without GPS
modules (cargo tracking).

— CHANGE_OF_IMSI_IMEI(SV)_ASSOCIATION
Allows AS to detect stolen devices.
— ROAMING_STATUS

Allows the SCS/AS to query the UE's current roaming status (the serving
public land mobility network (PLMN) and/or whether the UE is in its home
PLMN (HPLMN)) and notifies when that status changes.

— UE_REACHABILITY

Allows AS to know the status of the devices as reachable or not reachable
with a status flag (idleStatusindication flag = true).

DSR supports both a single report event and a continuous event report for
the requested monitoring events from SCS/AS. DSR supports both monitoring
requests for a group of UE or single UE.

* The Enhanced Coverage Restriction Control enables 3rd party service providers
(that is, SCS/AS) to query status, enhance coverage restriction, or enable/disable
enhanced coverage restriction per individual UE.

*  The Device Triggering feature allows the SCS/AS to deliver a specific device
trigger to the UE through SCEF. The Device Trigger request is authenticated
with HSS using the User Identifier received in the request. After successful
authentication, SCEF forwards the Device Trigger request to the corresponding
SMS-SC to be delivered to the UE.

Overview of Main Tasks

ORACLE

The major tasks involved with using SCEF and DSR, described in the remainder of
this document, are:

*  Configuring the SCEF and DSR topology

* Managing SCEF devices

»  Configuring network protocols with which SCEF devices communicate
» Defining network elements with which SCEFdevices interact

* Monitoring the operation and performance of SCEF
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My Oracle Support

ORACLE

My Oracle Support (https://support.oracle.com) is your initial point of contact for all
product support and training needs. A representative at Customer Access Support can
assist you with My Oracle Support registration.

Call the Customer Access Support main number at 1-800-223-1711 (toll-free in the
US), or call the Oracle Support hotline for your local country from the list at http://
www.oracle.com/us/support/contact/index.html. When calling, make the selections in
the sequence shown below on the Support telephone menu:

1. Select 2 for New Service Request.
2. Select 3 for Hardware, Networking and Solaris Operating System Support.
3. Select one of the following options:
» For Technical issues such as creating a new Service Request (SR), select 1.

*  For Non-technical issues such as registration or assistance with My Oracle
Support, select 2.

You are connected to a live agent who can assist you with My Oracle Support
registration and opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.
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SCEF Functional Summary

This section provides a high-level summary of the SCEF functionality as it relates to
DSR.

DSR SCEF Architecture

ORACLE

The SCEF solution, supported by a DSR network, contains one or more DSR nodes
(sites). Each DSR node may be connected to 3GPP entities, like MME/SGSN, SMS-
SC, and HSS, in the trusted domain; and the SCS/AS in the trusted and/or untrusted
domain. The connectivity of these nodes with the DSR network is shown in Figure 2-1.

Figure 2-1 DSR-SCEF Interconnections
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The DSR architecture is shown in Figure 2-2.
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Figure 2-2 DSR SCEF Architecture
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The solution has the following components:

* An API gateway to manage the REST interface(s) for the following:
— Authentication of SCS/AS
—  Support for API lifecycle
—  Profile management
— Quota and rate management
— Load balance HTTP traffic among the DA-MP servers

*  Network OAM servers deployed in active-standby redundancy model for
configuration and maintenance of the DSR topology.

» Site OAM servers deployed in one, two, or three site redundancy model for
provisioning of the SCEF administration data.

» |PFE servers (optional) to load balance the Diameter traffic.

*  DA-MP server(s) for processing the HTTP (REST) and Diameter signaling
according to the provisioning done through the site OAM servers. The DA-MPs
receive the HTTP signaling traffic from the SCS/AS using the DSR API gateway
application servers and the Diameter signaling traffic from the IPFE servers, if
present, or from the connected Diameter peers directly. Diameter traffic generated
from DA-MP servers is set to the Diameter peers directly and the HTTP traffic
generated from the DA-MP servers shall be routed to the SCS/AS using the DSR
API gateway.

» U-SBR server(s) deployed in one, two, or three site redundancy model for caching
context data. This data is volatile, that is, the data does not persist with a server
reboot, therefore, it is important to plan an adequate redundancy model.

ORACLE"
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Each SCS/AS may have a configured quota and rate for T8 messages. For example,
a quota of 1000 messages in 24 hours at a rate of no more than to 100 messages per
hour. Such restrictions are enforced by the DSR API gateway. If the DSR API| gateway
determines the rate and/or quota to be exhausted, it responds with an appropriate
error message to SCS/AS. If the quota and rate are found to be within limits, the DSR
API gateway forwards the T8 message to one of the DSR MP servers chosen using a
simple round-robin load-sharing algorithm.

For sending a T8 request message to the SCS/AS, the DSR MP servers forward
the T8 message to one of the DSR API gateway servers chosen using a simple
round-robin load-sharing algorithm.

The DSR MP servers provide the SCS/AS URL in an X- cal | back-ur| header and
provide the callback type as defined in Table 2-1 in a X- cal | back- t ype header to the
DSR API gateway.

Table 2-1 DSR API Gateway Callback Types
|

X-notification-type Notification Description

1 Monitoring Event Notification

2 Device Triggering Delivery Report

3 NIDD Uplink Data Notification

4 NIDD Downlink Data Delivery Status Notification

HTTP Message Parsing

The SCEF application parses HTTP messages as defined in 3GPP TS 29.122
specifications, T8 Reference Point for Northbound Application Programming Interfaces
(APIs). The Swagger templates for the T8 messages are available on the Oracle Help
Center site. Go to the latest release of the Diameter Signaling Router and then open
the Service Capability Exposure Function (SCEF) YAML ZIP file.

The SCEF application receives and processes HTTP messages for Non-IP Data
Delivery (NIDD), Monitoring Event, Enhanced Coverage Restriction Control, and
Device Triggering APIs. The content of such messages is encoded in JSON format.

The API contained in the HTTP message is identified by a message URI prefix similar
to that described in Table 2-2.

Table 2-2 Supported T8 APIs

API Name URI Prefix

Non-IP Data Delivery /3gpp-nidd

Monitoring Events /3gpp-monitoring-event
Device Triggering /3gpp-device-triggering
Enhanced Coverage Restriction Control /3gpp-ecr-control

Database Integrity Audits

Database Integrity Audits help SCEF identify and remove alternate key records that
are stale and/or pointing to invalid context records. These audits are initiated when
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SCEF detects that a context record retrieved using an alternate key does not point to
an appropriate context. This ability will be implemented in a future DSR release.

Non-IP Data Delivery

Functions for NIDD may be used to handle mobile originated (MO) and mobile
terminated (MT) communication with UES, where the data used for the communication
is considered unstructured from the EPS standpoint (which we refer to also as Non-
IP). The support of Non-IP data is part of the CloT EPS optimizations. The Non-IP
data delivery to SCS/AS is accomplished by using SCEF.

NIDD via the SCEF is handled using a PDN connection to the SCEF. The UE may
obtain a Non-IP PDN connection to the SCEF either during the Attach procedure or via
UE requested PDN connectivity or via PDP Context Activation Procedure.

An association between the SCS/AS and the SCEF needs to be established to enable
transfer of non-IP data between the UE and the SCS/AS.

NIDD via SCEF uses the User Identity to identify which UE a particular T6a/T6b
connection belongs to. The User Identity is the user's IMSI. The user's IMSI shall

not be used on the interface between SCEF and SCS/AS. In order to perform NIDD
configuration or to send or receive NIDD data, the SCS/AS shall use MSISDN or
External Identifier to identify the user. In order to facilitate correlation of SCS/AS
requests to T6a/T6b connection for a given UE, the HSS provides to the SCEF the
user's IMSI, and if available, the MSISDN (when NIDD Configuration Request contains
an External Identifier) or if available, External Identifier (when NIDD Configuration
Request contains an MSISDN).

The NIDD procedure requested by SCS/AS is determined from the URI as described
in.

Table 2-3 Supported NIDD Resources and Methods
|

Resource Name Resource URI HTTP Method(s) HTTP Initiator
NIDD Configurations  3gpp-nidd/v1/ POST SCS/AS
{scsAsld}/
configurations
Individual NIDD 3gpp-nidd/vl/ PUT, PATCH, GET, SCSI/IAS
Configurations {scsAsld}/ DELETE
configurations/
{configurationld}
NIDD Downlink Data  3gpp-nidd/v1/ POST, GET SCS/AS
Deliveries {scsAsld}/
configurations/

{configurationld}/
downlink-data-

deliveries
Individual NIDD 3gpp-nidd/vl/ POST, PUT, GET, SCSI/AS
Downlink Data {scsAsld}/ DELETE
Deliveries configurations/

{configurationld}/
downlink-data-
deliveries/
{downlinkDataDelivery
Id}
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Table 2-3 (Cont.) Supported NIDD Resources and Methods

Resource Name Resource URI HTTP Method(s) HTTP Initiator
NIDD Downlink {natification_destinatio POST SCEF

Data Delivery Status  n_uri}

Notification

NIDD Uplink Data {notification_destinatio POST SCEF
Notification n_uri}

PDN Connection

PDN Connection Establishment

Figure 2-3illustrates the procedure of PDN connection establishment. When the UE
performs the EPS attach procedure with PDN type of Non-IP, and the subscription
information corresponding to either the default APN for PDN type of Non-IP or the UE
requested APN includes the Invoke SCEF Selection indicator, then the MME initiates
a T6a/T6b connection toward the SCEF corresponding to the SCEF ID indicator for

that APN.

Figure 2-3 PDN Connection Establishment
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The MME/SGSN creates a PDN connection toward the SCEF and allocates an EPS
Bearer Identity (EBI) to that PDN connection. The MME/SGSN does so by sending a
Create SCEF Connection Request (User Identity, EPS Bearer Identity, SCEF ID, APN,

ORACLE
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Serving PLMN Rate Control, Serving PLMN ID, IMEISV) message toward the SCEF.
If the IWK-SCEF receives the Create SCEF Connection Request message from the
MME/SGSN, it forwards it toward the SCEF.

The combination of EPS Bearer Identity, APN, and User Identity allows the SCEF to
uniquely identify the PDN connection to the SCEF for a given UE. If no SCS/AS has
performed the NIDD Configuration procedure with the SCEF for the User Identity, then
the SCEF rejects the T6a/T6b connection setup with a cause NIDD Configuration Not
Available.

The SCEF saves the EPS Bearer information in its Context for the user identified
using User Identity and EBI. The SCEF sends a Create SCEF Connection Response
(User Identity, EPS Bearer Identity, APN, PCO) message towards the MME/SGSN
confirming establishment of the PDN connection to the SCEF for the UE. If the IWK-
SCEF receives the Create SCEF Connection Response message from the SCEF, it
forwards it toward the MME/SGSN.

PDN Connection Update

The MME/SGSN may update certain parameters that were provided in the T6a/T6b
connection establishment request by sending a connection update message to SCEF.
The MME/SGSN identifies the T6a/T6b connection by the IMSI and EPS Bearer
Identifier. The MME/SGSN may update these parameters by a connection update

message:
e Serving PLMN
* RAT Type

e Serving PLMN Rate threshold
e Origin Host and/or Origin-Realm of the MME/SGSN

The SCEF finds the context record in its database and if found updates the
parameters provided in the connection update request. The SCEF then responds with
the result of the update operation to the MME/SGSN.

PDN Connection Release

The MME/SGSN releases the T6a/T6b connection(s) towards the SCEF(s)
corresponding to the "SCEF ID" indicator for that APN when the UE or MME/SGSN or
HSS initiates a detach procedure.

The SCEF releases the T6a/b connection(s) towards the MME/SGSN corresponding
to PDN connections when an NIDD Authorization Update Request from the HSS
indicates that the User is no longer authorized for NIDD, or the Granted Validity
Time for the NIDD configuration provided by the HSS expires or based on a NIDD
configuration deletion request from the SCS/AS.

Figure 2-4 illustrates the procedure of T6a/T6b connection release when initiated by
the MME/SGSN.
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Figure 2-4 MME/SGSN Initiated PDN Connection Release
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Figure 2-5 illustrates the procedure of T6a/T6b connection release when initiated by
the SCEF.

Figure 2-5 SCEF-Initiated PDN Connection Release
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Configuration Query by SCS Application Server

The SCS/AS may request the NIDD configuration data saved with the SCEF using
an NIDD Configuration GET request. SCEF looks for the SCS/AS Identifier and the
Configuration ID provided in the request and, if found, includes these parameters
stored in the SCEF's database in the response.

» User Identity (External Identifier or MSISDN)

* SCS AS lIdentifier

»  Configuration ID

* NIDD Duration

* NIDD Notification Destination Address

»  List of buffered Downlink Data Delivery Packets

If the Configuration ID requested by the SCS/AS is not found in the SCEF's database,
the SCEF responds with a 404 Not Found error.

Downlink Data Delivery

ORACLE

Figure 2-6 illustrates the procedure SCS/AS uses to send non-IP data to a given user
as identified using the External Identifier or MSISDN.

If SCS/AS has already activated the NIDD service for a given UE, and has downlink
non-IP data to send to the UE, the SCS/AS sends an NIDD Submit Request containing
the External Identifier or MSISDN and the non-IP data message to the SCEF.

Figure 2-6 Downlink Data Delivery
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If an SCEF EPS bearer context corresponding to the External Identifier or MSISDN

is found and the UE, according to the context of SCEF, is currently in a connected/
reachable state, the SCEF determines whether the data delivery message rate is
within the configured APN downlink rate and the Serving PLMN rate as received in

the T6a/T6b connection establishment request from the MME/SGSN. If the SCEF finds
the downlink data delivery message is within the rate thresholds, it attempts to send

a Mobile Terminating Data message to the MME/SGSN. The SCEF also informs the
MME/SGSN of the duration of time that it can wait for a response from the MME/SGSN
and the duration of time up to which it can re-attempt to send the data messages.

If the MME/SGSN finds the UE to be in a connected state, it attempts to deliver the
data message to the UE. If the MME/SGSN cannot deliver the message within the
time mentioned by the SCEF, it responds with an appropriate cause "UE temporarily
not reachable." If the MME/SGSN knows when the UE is expected to be in connected
state, it may inform the same to the SCEF in the Requested-Retransmission-Time
parameter of the response. If the MME/SGSN is not aware when the UE may be
reachable again, it stores, in its context, the SCEF Identity so that it can inform the
SCEF when the UE becomes reachable.

If the SCEF does not a have an EPS bearer setup for the UE, the UE is not reachable,
or the response from the MME/SGSN indicates the UE is not currently reachable,

the SCEF tries to buffer the downlink data message. If the data message could be
successfully buffered by SCEF, it responds with the 202 Accepted code to the SCS/AS
and indicates the data is buffered. If the SCEF could not buffer the message, it
indicates the cause of failure to the SCS/AS.

Data Buffering at SCEF

Figure 2-7 illustrates the procedure SCS/AS uses to send non-IP data to a given user
as identified using the External Identifier or MSISDN, and the SCEF uses to decide to
buffer the data message to deliver at a later point of time.

Figure 2-7 SCEF Buffering Downlink Data as UE is Not Available
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Downlink data is buffered by SCEF under these conditions:

e There is no PDN connection with the MME/SGSN for the UE requested.
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When there is no PDN connection with the MME/SGSN, the PDN Establishment
Option is considered in the following order of preference (most preferred first) to
decide whether or not to buffer the data:

— PDN Establishment Option received from SCS/AS in the downlink data
message

— PDN Establishment Option received from SCS/AS in the NIDD configuration
message

— As configured in the NIDD Configuration Set managed object

* A previous attempt to deliver a downlink data message was responded by the
MME/SGSN with a cause of "UE temporarily" not reachable.
The UE reachability status has not been updated further by the MME/SGSN. In
this case the SCEF does not attempt to send a data delivery request to MME/
SGSN, rather it tries to buffer the data as soon as it receives it from SCS/AS.

 The MME/SGSN has informed the status of the UE that it is not reachable using a
T6a/T6b connection establish or update request.

*  The current attempt to deliver the data message was responded by the MME/
SGSN with a cause of "UE temporarily" not reachable.

The following conditions need to be met for the downlink data to be buffered by SCEF:

- Data buffering must not be disabled by setting the data message lifetime to zero.
This data duration configuration can be found in the NIDD Configuration Set
managed object and has a default value of 0, that is, Data Buffering is disabled by
default.

e The maximum latency of the downlink data message must be at least two times
the minimum time taken for retransmitting a buffered message.
The minimum retransmission time can be configured in the NIDD Configuration
Set managed object and has a default value of 5 seconds.

*  The downlink data payload size must be less than the configuration maximum
packet size allowed to be buffered.
This configuration can be found in the APN Configuration Set managed object with
the default value of 100 bytes.

*  There must be room to fit the downlink data message in the buffer queue for the
UE.
The length of the queue is configurable in the NIDD Configuration Set managed
object with a default value of 1.

While attempting to buffer a downlink data message, assuming that all other conditions
listed are found to be satisfactory, however, the queue is found to be full and the data
message attempting to getting buffered has a higher priority than any message already
present in the queue, the higher priority data message takes the place of the lowest
priority message. A data delivery status notification shall be sent to the SCS/AS with a
cause of "FAILURE" for the message that exists in the queue.

SCEF generates a Downlink Data Delivery ID for downlink data messages that are
buffered, if the request does not already have it in the URI.

Any downlink data message that is buffered at SCEF resides in the data delivery
gueue for a maximum time as indicated by Maximum Latency attribute of the
message. The maximum time is further capped by the data duration configuration
parameter in the NIDD Configuration Set managed object.
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Data Retransmissions
SCEF attempts to retransmit data messages that it has buffered in these scenarios:

*  On expiry of a re-transmission timer that was started when the SCEF received a
requested retransmission time parameter from the MME/SGSN for a data delivery
request that could not be delivered by the MME/SGSN as the UE was temporarily
not reachable.

» Onreceiving a T6a/T6b connection update message indicating the UE is now
reachable.

Downlink Data Delivery Status Notification

The downlink data messages that are buffered by SCEF are either retransmitted or
they expire sitting in the delivery queue. In either case, a Downlink Data Delivery
Status notification is generated by SCEF and sent to the SCS/AS using the DSR
API Gateway. The SCEF used the Notification Destination Address provided by the
SCS/AS at the time of NIDD configuration, if provided, or the configuration in the
SCS/AS managed object.

The status notification may contain one of these codes:

*  FAILURE: When the retransmission attempt failed or the data lifetime expired.

*  SUCCESS: When the data message could successfully be delivered by the MME/
SGSN to the UE.

The SCEF included the Downlink Data Delivery ID of the data message in the
notification for the SCS/AS to identify the same.

Uplink Data Notification

ORACLE

illustrates the procedure MME/SGSN uses to send non-IP uplink data to SCEF for
delivery to SCS/AS.

Figure 2-8 Uplink Data Notification
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The UE sends a NAS message with EPS bearer ID and non-IP data to the MME.
The MME/SGSN sends the NIDD Mobile Originated Data Request containing User
Identity (IMSI), EPS Bearer Identifier, and non-IP data message to SCEF. When SCEF
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receives the non-IP data on the T6a/T6b interface, and finds an SCEF context, it
determines whether the uplink message rate is within the configured APN uplink rate.
If SCEF finds the uplink data message is within the rate thresholds, it sends the non-IP
data to the appropriate SCS/AS using the Notification Destination Address provided by
the SCS/AS at the time of NIDD configuration, if provided, or the configuration in the
SCS/AS managed object.

# Note:

The configured Uplink Data Rate is conveyed to the MME/SGSN and in turn
to the UE in the Protocol Configuration Options IE in the T6a/T6b connection
establishment answer, so it is not usually expected for the UE to send uplink
data at a rate higher than that configured.

Error Reporting

ORACLE

HTTP Error Reporting

The SCEF application generates an error response when an HTTP request fails to
get processed successfully. The SCEF application inserts an error cause whenever
possible for easy of debugging. The error cause is contained in json format for
requests of type POST/PATCH/PUT. The content of the detail attribute of the problem
json structure is formatted as:

SCEF- ERR- XXX- YYY: <human readabl e text description of the error>
where XXX is the HTTP Response Code and YYY is a 3-digit problem code Table 2-4.

Table 2-4 Problem Codes for HTTP Error Reporting
|

Problem Code Problem Details

099 Generic Error

100 The configuration sets were not found for the
given SCS/AS.

101 Stack-Event deserialization failed

102 An internal database error was encountered

103 A Diameter response did not contain requisite
parameters to complete the transaction

104 NIDD Authorization/Grant time received from
the HSS is in the past

105 A Diameter error response was received due

to which the current HTTP transaction cannot
be processed

106 An unexpected response was received from
the Database (USBR) server

107 A Database integrity error was detected for the
(IMSI, APN) Alternate Key

108 The HTTP message contains an invalid JSON
content

109 The HTTP message contains a JSON content

that failed schema validation
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Table 2-4 (Cont.) Problem Codes for HTTP Error Reporting

Problem Code Problem Details

110 A context record was not found in the USBR
database

111 The downlink data delivery packet was

rejected as the data size exceeds the
configured maximum limit

112 A USBR read request failed

113 A message or event was received that was not
expected in the current state of the transaction
context

114 An internal error was encountered while
processing an NIDD transaction

115 A PDN connection was not found for the User
Entity

116 A downlink data delivery message could

not be buffered because it contains a T8
Transaction Identifier that is already in use by
one of the buffered data messages

117 A downlink data delivery message was
rejected as it did not contain any data
118 A downlink data delivery message could not

be processed as the downlink data rate limit
has been reached

119 The MME was not able to deliver the downlink
data to the UE

120 A parameter value in the request message is
not supported (in the current version)

121 The transaction could not be processed as the
operation is not valid in the current transaction
state

122 Unused

123 Unused

124 The downlink data delivery message could not

be buffered as the packet size exceeds the
maximum allowed size for a packet that can be

buffered

125 The downlink data delivery message could not
be buffered as the maximum latency is too
small

126 The downlink data delivery message could

not be buffered as the number of currently
buffered messages is at the configured

maximum

127 The transaction request was failed as the UE
is not authorized by Access Control

128 The transaction request as failed as the

feature requested is not enabled for the
requesting SCS/AS

129 The transaction request as failed as the
feature requested is not enabled for the
requesting UE
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Table 2-4 (Cont.) Problem Codes for HTTP Error Reporting
|

Problem Code Problem Details

130 The API version requested is not supported

131 The HTTP message did not contain a
mandatory parameter

132 The transaction was failed as the requesting

SCS/AS is not configured

Diameter Error Reporting

Diameter error reporting problem codes will be introduced in a future DSR release.

Monitoring Event

ORACLE

The Monitoring Events feature monitors specific events in the 3GPP system and
makes monitoring event information available using SCEF. It identifies the 3GPP
network element suitable for configuring specific events, event detection, and event
reporting to the authorized users, for example, for use by applications or logging. If
such an event is detected, the network can be configured to perform special actions,
for example, limit UE access.

The Monitoring Event procedure requested by SCS/AS is determined from the URI as
described in Table 2-5

Table 2-5 Supported Monitoring Event Resources and Methods
|

Resource Name Resource URI HTTP Method(s) HTTP Initiator
Monitoring Event 3gpp-monitoring- POST SCSI/AS
Subscriptions event/vl/ {scsAsld}/

subscriptions/
Individual Monitoring ~ 3gpp-monitoring- GET, DELETE SCSIAS

Event Subscription event/vl/ {scsAsld}/
subscriptions/
{subscriptionld}

Monitoring Event {natificationDestinatio POST SCEF
Notification n}

Supported Monitoring Events include:

«  LOSS_OF_CONNECTIVITY

* UE_REACHABILITY

* LOCATION_REPORTING

« CHANGE_OF_IMSI_IMEI_ASSOCIATION

*  ROAMING_STATUS

e UE_REACHABILITY plus idleStatusindication flag = true

«  COMMUNICATION_FAILURE

e AVAILABILITY_AFTER_DDN_FAILURE plus idleStatusindication flag = true
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- NUMBER_OF UES_PRESENT_IN_AN_AREA

Monitoring Event Subscription

To subscribe a new monitoring event configuration, the SCS/AS sends an HTTP
POST message to the SCEF. The body of the HTTP POST message includes the
Monitoring Type, and may include External Identifier(s) or MSISDN(s) or External
Group ID, Maximum Number of Reports, Monitoring Duration, T8 Destination Address,
and Group Reporting Guard Time, where the External Identifier or MSISDN indicates
the subscription for an individual UE and the External Group ID indicates a group of
UEs. SCEF generates a corresponding subscription ID for a new subscription request.

# Note:

SCEF always gives higher preference to an External Identifier when both
Identifiers (External Identifier and MSISDN) are present in the Monitoring
Event Configuration Request message.

The SCS/AS sends a Monitoring Subscription Request (External Identifier or MSISDN
or External Group ID, Monitoring Type, Maximum Number of Reports, Monitoring
Duration, T8 Destination Address, and Group Reporting Guard Time) message to the
SCEF.

If the SCS/AS wants to configure Monitoring Event for the group of UEs, the SCS/AS
can send a Monitoring Request message including External Group ldentifier and
Group Reporting Guard Time. A Group Reporting Guard Time is an optional parameter
to indicate aggregated Monitoring Event Reporting(s), which has been detected for the
UEs in a group, needs to be sent to the SCS/AS once the Group Reporting Guard
Time is expired.

The SCEF stores the SCS/AS Identifier, T8 Destination Address, Monitoring Duration,
and Maximum Number of Reports. The SCEF generates a subscription ID in case of a
new POST request.

The SCEF sends a Monitoring Request (External Identifier or MSISDN or External
Group Identifier, SCEF ID, SCEF Reference ID, Monitoring Type, Maximum Number
of Reports, and Monitoring Duration) message to the HSS to configure the given
Monitoring Event on the HSS in Configuration-Information-Request (CIR) message.

After processing, HSS sends a Configuration-Information-Answer (CIA) message.
Then according to the result code received in the CIA message, if the result code is
Success (2001), the SCEF sends a Monitoring Response (Subscription, Configuration
Results, Monitoring Event Reports and Cancel Indication) message to the SCS/AS

to acknowledge acceptance of the Monitoring Request; if the result code is not
successful, then an error result code informs the SCS/AS about the error occurred/
received.
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Figure 2-9 Monitoring Event Subscription
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Monitoring Event Subscription Request to MME/SGSN

This procedure is used between SCEF and MME and between SCEF and SGSN
to configure the monitoring events directly at the MME/SGSN through the T6a/b
interface.

When the procedure is invoked by SCEF, it is used for configuring the number of
UEs at a given geographic location. Each SCEF Reference ID MME/SGSN is able
to process successfully, it includes the exact number of UEs known to be at the
requested location in the Configuration-Information-Answer.
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Figure 2-10 Monitoring Event Subscription Request to MME/SGSN
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Monitoring Event Notification

ORACLE

Notification in Reporting-Information-Request (RIR) from HSS

This procedure is used between the HSS and the SCEF, whenever HSS needs to
send a report in RIR.

When the procedure is invoked by the HSS, it is used for reporting the:

» Change of association of the UE and UICC and/or new IMSI-IMEI-SV;
*  UE reachability for SMS; and

* Roaming status (Roaming or No Roaming) of the UE, and change in roaming
status of the UE.

It is also used to:

e Update the SCEF with the suspend/resume/cancel status of an ongoing
monitoring.
Only Cancel is supported for current SCEF release.

e Convey reports and/or status indications for all or some UEs belonging to a group.
e Indicate the reason of communication failure.
e Indicate the information when the UE transitions into idle mode.

For group based configuration processing, if the Group Guard Timer was included
in the CIR command, the HSS sends the RIR command before the Group Guard
Timer expires and includes several reports and/or status indications in one or more
Group-Monitoring Event Report AVPs.

# Note:

The HSS may divide the accumulated Monitoring Configuration Indications/
immediate reports into multiple messages.

The HSS sends immediate reports and configuration indications for the
group based configuration processing using the Group-Monitoring-Event-
Report.
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When the SCEF receives a RIR from the HSS, and at least one of the received
Monitoring Event Reports has a SCEF-Reference-ID not known by the SCEF, it shall
reply with DIAMETER_ERROR_SCEF_REFERENCE_ID_UNKNOWN. In that case,
if the HSS had included multiple Monitoring Event Reports in the RIR command,

the SCEF includes in the Reporting Information Answer command a list of Monitoring-
Event-Report-Status AVPs where the status of multiple monitoring event reports is
detailed. In that AVP list, the AVPs corresponding to event reports with a successful
status may be omitted by the SCEF for efficiency.

SCEF compares the Monitoring type, User Identifier, and its value received

in message with the context. If there is any mismatch, it replies with
DIAMETER_ERROR_SCEF_REFERENCE_ID_UNKNOWN; otherwise, when the
SCEF receives a RIR from the HSS, the SCEF sets the Experimental-Result to
DIAMETER_SUCCESS in the Reporting Information Answer and handles it according
to the procedures defined in 3GPP TS 23.682 Architecture enhancements to facilitate
communications with packet data networks and applications.

For each successful report data in Group-Monitoring-Event-Report and the Monitoring
Event Report AVPs, SCEF sends an HTTP post notification message to SCS/AS with
details as received in RIR message.

Figure 2-11 Reporting from HSS
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Notification in Reporting-Information-Request (RIR) from MME/SGSN

When the SCEF receives a Reporting Information Request from the MME/SGSN
and at least one of the Monitoring Event Report AVPs has a SCEF-Reference-

ID not known by the SCEF, it replies with Experimental-Result-Code set to
DIAMETER_ERROR_SCEF_REFERENCE_ID_UNKNOWN. In that case, if the HSS
had included multiple Monitoring Event Reports in the RIR command, the SCEF
includes in the Reporting Information Answer command a list of Monitoring-Event-
Report-Status AVPs where the status of multiple monitoring event reports is detailed.
In that AVP list, the AVPs corresponding to event reports with a successful

status may be omitted by the SCEF, for efficiency; otherwise, when the SCEF
receives a Reporting-Information-Request command from the MME/SGSN, the
SCEF sets Result-Code to DIAMETER_SUCCESS in the Reporting-Information-
Answer and handles it according to the procedures defined in 3GPP TS 23.682
Architecture enhancements to facilitate communications with packet data networks
and applications.
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SCEF compares the Monitoring type, User Identifier, and its value received
in message with the context. If there is any mismatch, it replies with
DIAMETER_ERROR_SCEF_REFERENCE_ID_UNKNOWN.

For each successful report data in the Monitoring Event Report AVPs, SCEF sends an
HTTP post notification message to SCS/AS with details as received in RIR message.

Figure 2-12
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This procedure is used between the HSS and the SCEF. HSS can send an available
report for the Monitoring Event for the subscription done in the Monitoring Event
Report AVPs in the Configuration-Information-Answer (CIA) message itself.

In case of a single report, for a successful report data in the Monitoring Event Report
AVP, SCEF sends the report as a part of the Monitoring Subscription Response

message.
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In case of multiple reports, for each successful report data in the Monitoring Event
Report AVPs, SCEF sends an HTTP post notification message to SCS/AS with details
as received in the RIR message.

Figure 2-13 Reporting HSS
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Monitoring Event Deletion Initiated from SCS/AS

SCS/AS can send HTTP message using Individual Monitoring Event Subscription and
DELETE method. SCS/AS includes the subscription ID in URI, which needs to be
deleted.

SCEF finds and deletes the context for Monitoring Event Subscription corresponding
to SCS/AS and subscription ID received in HTTP message.

SCEF also sends Configuration-Information-Request (CIR) for deletion for SCEF
Reference ID corresponding to SCS/AS and subscription ID received in the HTTP
message.

Figure 2-14 Configuration-Information-Request

SCS/AS I
4 FC5 sends delete subscription.

Monitoring Event Deletion Initiated from HSS

ORACLE

When a subscriber is deleted from the HSS while monitoring is active or the
authorization for monitoring is revoked, the HSS sends an RIR command to the SCEF
with the Event-Handling AVP set to the value CANCEL.

SCEF finds and deletes the context for Monitoring Event Subscription corresponding
to SCEF Reference ID received in RIR message from HSS.
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Figure 2-15 Delete Subscription from HSS
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SCS/AS can send an HTTP message using the Individual Monitoring Event
Subscription and GET method. SCS/AS includes the subscription ID in URI, which
needs to be fetched.

SCEF finds and gets back the context data stored for the Monitoring Event
Subscription corresponding to SCS/AS and subscription ID received in the HTTP
message.

Enhanced Coverage Restriction Control

ORACLE

Enhanced Coverage Restriction Control support using SCEF enables 3rd party
service providers to query status of, enhanced coverage restriction, or enable/disable
enhanced coverage restriction per individual UEs.

The Enhanced Coverage Restriction Control procedure requested by SCS/AS is
determined from the URI as described below.

Table 2-6 Supported Enhanced Coverage Restriction Control Resources and
Methods

Resource Name Resource URI HTTP Method(s) HTTP Initiator

Query 3gpp-ecr-control/vl/  POST SCSI/IAS
{scsAsld}/query

Configure 3gpp-ecr-control/ivl/  POST SCS/AS

{scsAsld}/configure

1. The SCS/AS sends an Enhanced Coverage Request (External Identifier or the
MSISDN, SCS/AS ldentifier, Request Type, and Enhanced Coverage Restriction
Data) message to SCEF. Request Type indicates if the request needs to query the
status, enable, or disable the enhanced coverage restriction. Enhanced Coverage
Restriction Data provides data related to the Enhanced Coverage Restriction.
Enhanced Coverage Restriction Data is only present if the Request Type enables
or disables the enhanced coverage restriction.

2. Based on operator policies, if the SCS/AS is not authorized to perform this
request, or the Enhanced Coverage Request is malformed, or the SCS/AS has
exceeded its quota or rate of submitting Enhanced Coverage requests, SCEF
performs step 9 and provides a Cause value appropriately indicating the failure
result.
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SCEF sends an Enhanced Coverage Request (External Identifier or MSISDN
Type) message to the HSS.

HSS examines the Enhanced Coverage Request message for the existence of

an External Identifier or MSISDN, any included parameters in the acceptable
range for the operator, and the Enhanced Coverage restriction by the serving
MME/SGSN. If this check fails, the HSS follows step 8 and provides a Cause
value indicating the reason for the failure condition to the SCEF.

If the Request Type is to get the current status of enhanced coverage, HSS
retrieves the value and follows the procedure at step 8; otherwise, if the Type is

to enable or to disable the enhanced coverage, HSS sets the Enhanced Coverage
Restricted parameter to the appropriate value and the procedure continues with
step 5.

If required by the specific Enhanced Coverage Request Type and when Enhanced
Coverage is supported by the serving MME/SGSN, HSS sends an Insert
Subscriber Data Request (Type) message to the MME/SGSN.

Based on operator policies, MME/SGSN may reject the request (for example,

for an overload or HSS has exceeded its quota or rate of submitting enhanced
coverage requests defined by an SLA).

The MME/SGSN updates Enhanced Coverage Restricted parameters in the MME/
SGSN context.

The MME/SGSN transfers the Enhanced Coverage Restricted parameters stored
as part of its context information during the MME/SGSN change.

¢ Note:

UE is informed of the updated Enhanced Coverage Restricted
parameters value at the next TAU/RAU or, based on the local policy,
the network can detach the UE indicating re-attach is required.

If the Enhanced Coverage restriction is updated successfully, the MME/SGSN
sends an Insert Subscriber Data Answer (Cause) message to HSS. MME/SGSN
may include the Enhanced Coverage Restricted parameter in the Insert Subscriber
Data Answer message.

HSS sends an Enhanced Coverage Response (Cause) message to SCEF. HSS
includes result = success/failure and in case of success may include Enhanced
Coverage Restriction Data.

SCEF sends an Enhanced Coverage Response (Cause, Enhanced Coverage
Restriction Data) message to the SCS/AS. Cause indicates success or failure. If,
in step 1, the Enhanced Coverage Request message is sent to query the status of
Enhanced Coverage Restricted, then the Enhanced Coverage Restriction Data is
included (in case of success) in the Enhanced Coverage Response message.

Device Triggering

ORACLE

The Device Triggering feature allows the SCS/AS to deliver a specific device trigger to
the UE through SCEF. The Device Trigger request is authenticated with HSS using the
User ldentifier received in request. After successful authentication SCEF forwards the

Device Trigger Request to the corresponding SMS-SC to be delivered to the UE.
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The Device Triggering procedure requested by SCS/AS is determined from the URI as
described in Table 2-7.

Table 2-7 Supported Device Triggering Resources and Methods

_______________________________________________________________________|
Resource Name Resource URI HTTP Method(s) HTTP Initiator

Device Triggering 3gpp-device- POST SCSI/AS
Transactions triggering/v1/

{scsAsld}/transactions
Individual Device 3gpp-device- GET SCSIAS
Triggering Transaction triggering/vl/

{scsAsld}/transactions/

{transactionld}
Device Triggering {natification_uri} POST SCEF

Delivery Report
Notification

Device Triggering Transaction

Figure 2-16 illustrates the procedure of creating a Device Trigger Transaction at the
SCEF and SMS-SC.

Figure 2-16 Device Triggering Transaction Creation
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The SCS/AS sends a Device Triggering Transaction Request (External Identifier or
MSISDN, SCS/AS ldentifier, Trigger Reference Number, Payload, Validity Period,
Destination Address) message to the SCEF.
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< Note:

SCEF always gives higher preference to the External Identifier when both
Identifiers (External Identifier and MSISDN) are present in the Device
Triggering Transaction Request message.

DSR SCEF stores the External Identifier or MSISDN, SCS/AS Identifier, Destination
Address, and Validity Period. If the SCS/AS is not authorized to perform this request
(for example, based on Access Control policies as described in Access Control, if the
SLA does not allow for it), or the Device Triggering Transaction Request is malformed,
the SCEF responds appropriately indicating the error.

The SCEF sends a Subscriber Information Request (External Identifier, MSISDN,
APN) message to the HSS to authorize the Device Triggering request for the received
External Identifier or MSISDN, and to receive other information like IMSI, serving
entities of the user, which are necessary for Device Triggering request processing.

The HSS examines the Subscriber Information Request message regarding the
existence of the External Identifier or MSISDN and maps the external identifier to IMSI
and/or MSISDN. If this check fails, the HSS provides a result indicating the reason for
the failure condition to the SCEF.

The HSS sends a Subscriber Information Response (IMSI and MSISDN; or External
Identifier, Serving Nodes, and Result) message to the SCEF to Authorize Device
Triggering Request. The IMSI and, if available, the MSISDN (when Device Triggering
Transaction Request contains an External Identifier) or if available, the External
Identifier(s) (when Device Triggering Transaction Request contains an MSISDN) are
returned by the HSS in this message.

SCEF sends a Device Trigger Request (IMSI, SME-Address, Reference Number,
Payload, Validity Time, Serving Node) message to the SMS-SC to transfer the Device
Trigger received from SCS/AS and identities entities serving the user. The SCEF caps
the Validity Period specified by the SCS/AS at a value configured at SCEF (in the
Device Triggering Configuration Set Managed Object) before sending it to SMS-SC.

The SMSC validates the identity of the user, SME-Address, and the routing information
of serving entities (if available), and checks for congestion in the system. If these
checks fail, then SMS-SC sends a response with result indicating the reason for
failure.

The SMS-SC sends a Device Trigger Answer (Result) message to SCEF with success
result if the Device Triggering Request is accepted.

The SCEF sends a Device Triggering Transaction Response message to the SCS/AS
to acknowledge acceptance of the Device Triggering Transaction Request.

Transaction Query by SCS/AS

ORACLE

The SCS/AS may request for the Device Triggering Transaction data that is saved with
SCEF using a Device Triggering Transaction GET API. SCEF looks for the SCS/AS
Identifier and the Transaction ID provided in the request and if found, includes the
following parameters stored in the SCEF's database in the response.

* User Identity (External Identifier or MSISDN)

» Transaction ID (only if it was received in Device Triggering Transaction Request)
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e Result

If the Transaction ID requested by the SCS/AS is not found in the SCEF's database,
SCEF responds with the 404 "Not Found" error.

Device Triggering Delivery Report Notification

Figure 2-17 illustrates the procedure of sending Device Triggering Delivery Report
Notification to SCS/AS.

SMS-SC sends the Device Report Request to report the success or failure of
delivering the device trigger to the UE to SCEF. SCEF verifies the context for this
Device Trigger exists and sends the naotification to SCS/AS with an appropriate
delivery result. SCEF uses the Notification Destination Address provided by SCS/AS
at the time of Device Triggering Transaction, if provided, or uses the configuration in
the SCS/AS managed object.

Figure 2-17 Device Triggering Delivery Report Notification
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Access Control

ORACLE

The SCEF application provides support for multi-tenancy of SCS. This is achieved by
Access Control Logic (ACL).

ACL ensures UE (IOT devices) belonging to one SCS are not accessed by another
SCS.

ACL performs this functionality on HTTP requests:

* Validate SCS: If SCS is not pre-configured in SCEF, it returns a 401 Unauthorized
error. If SCS is configured, but the feature (requested in message ) is not enabled
for SCS, then it returns a 401 Unauthorized error or it displays “Validate SCS
accessibility to UE.”
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* Validate SCS accessibility to UE: Extract UE-ldentifier from message and validate
if SCS is allowed to access the UE for the specific requested feature, if not, then it
returns a 401 Unauthorized error or it allows the message for further processing.

IP Device Handler

IP Device handler manages unified traffic for Non-1P and IP devices and distributes the
traffic to respective components.

This module is developed using API Gateway Actions framework. The IP Device
handler is connected to the T8 API blocks in API gateway in request path (uses API
gateway one push script).

IP Device handler relies on a database table to identify the device type. The database
schema for the table is defined in Table 2-8

Table 2-8 IP Device Table schema
]

Table Name Column Name Data Type
IPDEVICES DEVICE_ID VARCHAR(257)
TYPE SMALL INT
1 - LWM2M
2- MQTT)

When the API Gateway receives a "Nidd Downlink Data Delivery" or "Monitoring Event
subscription (POST)" request, the IP device handler retrieves device identifier from the
request and checks it in IPDEVICES table. Depending on the device type, the request
is passed to LWM2M server or MQTT Broker service for further processing. Refer to
LwM2M Sever and MQTT Broker for more information.

LwM2M Sever

ORACLE

LwM2M Server in SCEF acts as cross proxy converting the CoAP messages to HTTP
messages and vice versa. It enables IP device communication between loT devices
and SCS/AS.

Server enables LwM2M protocol based IoT device communication for following use
cases:

*  Access Control

» Device Management
e Connectivity

e Firmware Update

e Location

e Connectivity Statistics
LwM2M server enables SCEF to be used for following transport bindings:

e UDP and DLTS
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LwM2M server provides unified T8 interface towards SCS A/S to handle
communication with LwM2M devices. Refer to LwM2M Server Configuration for more
details on LwM2M configuration.

Following section explains the processes managed by LwM2M server and Device.

LwM2M Device Registration

When LwM2M device is registered, LWM2M Server sends a notification to configured
SCS/AS Url. You can add/delete/list the SCS/AS urls based on device id or domain id.

Figure 2-18 LwM2M Device Registration
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LwM2M Event Subscription Process

SCS/AS sends monitoring event subscription message to APl Gateway to monitor a
device resource. If the device is not registered for which the subscription request is
received, HTTP 404 Device not found error is returned.

If the device is registered in LWM2M server, then LWM2M observe message is sent
to Device. A unique subscription identifier is generated by server and returned in
response.
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Figure 2-19 LwM2M Event Subscription Process

SCS/AS LwM2ZMServer LwM2MDevice

Event subscription

send CObserve

LwM2M Event Subscription Notification Process

When device send notification to the observe request, the stored subscription request
will be fetched and notification request will be generated and sent to the callback Url
sent in subscription request.

Figure 2-20 LwM2M Event Subscription Notification Process

LwM2MDevice LwM2ZMServer SCS/AS URI

2.05 response for i
Observe !

POST event notification

LwM2M Event Subscription Delete Process

SCS/AS can send HTTP Delete message to stop monitoring of the device resource. If
the subscription ID sent is wrong then HTTP 404 error code is returned.

If the subscription ID sent is correct then LwWM2M cancel request is sent to Device to
stop the observation.
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SCS/AS LwM2ZMServer

DELETE subscription

LwM2M Data Delivery Process

send Cancel

LwM2M Event Subscription Delete Process

LwM2MDevice
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SCS/AS can send data to LwM2M device using Nidd Downlink Data transfer
request. When the Downlink data transfer request is sent LwM2M server will send
corresponding LWM2M message to the device. If the device is not registered with the
server then HTTP 404 message should be returned.

Figure 2-22 LwM2M Data Delivery Process

SC5/AS LwM2MServer

MNidd Downlink
data transfer

MQTT Broker

MQTT Broker (MB) acts as cross proxy converting the MQTT messages to HTTP
messages and vice versa to enable IP device communication between loT devices
and SCS/AS. The MQTT Broker enables IoT device communication for this use case.

ORACLE

Create/Read/Write
[Execute/Delete

LwM2MDevice

MQTT Broker complies with MQTT 3.1.1 specification and supports the following
features:

1.
2.
3.

MQTT Subscriber messages from the application to a specific topic and device

Subscribe message from the application to a specific topic

Publish message from the application to a specific topic and device
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MQTT Subscribe messages from device to a specific topic
Publish message from device to a specific topic

High availability

Provide a rest interface to provision MQTT details into system

Integration with AAA server to get MQTT device IP details

© ®» N o 0o

Integration with AAA server to update the device IP details in MQTT broker

10. Route T8 messages to DSR and MQTT Broker depending on the device details
provisioned in the system

11. Perform Access control checks based on configured MSISDN range and domain
IDs of external identifier for MO and MT messages per application

12. Perform configured APN rate control per MQTT CONNECT, SUBSCRIBE,
PUBLISH to and from devices

13. Cross-routing functionality in OCSG cluster to handle T8 requests if the devices
are connected to different AppServer

MQTT Broker provides a unified T8 interface for IP device communication enabling
NIDD Downlink Data Delivery (POST) and monitoring event (POST & DELETE) call
flows. For more details on the required configuration, see section MQTT Configuration.

T8-MQTT-Message Mapping

This section describes the mandatory parameters requires in T8 messages and their
mapping to MQTT parameters.

Table 2-9 NIDD Downlink Data Delivery (POST)

Parameter Name Type Mandatory/ MQTT mapping
Optional
SCSASID in Request | Input Mandatory N/A
URI
ConfigID in request Defaulted to | Mandatory N/A
URI 'IPDD'
Externalld in Json Input Optional Mapped to corresponding MQTT
Body Device ID, this field is optional

if MSISDN is present or for
Broadcast messages

MSISDN in Json Body | Input Optional Mapped to corresponding MQTT
Device ID, this field is optional
if ExternallD is present or for
Broadcast messages

Self in Json Body Input Optional Stored for DLD buffered data
delivery status notifications in
case of MT buffering

Data in json body Input Mandatory MQTT PUBLISH Data
Custom Input Mandatory (in case | N/A

Header "Xscef - of broadcast)

nessage-type:

MJTT"
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Table 2-9 (Cont.) NIDD Downlink Data Delivery (POST)

name: <t opi ¢>"

Parameter Name Type Mandatory/ MQTT mapping
Optional
Custom Input Mandatory MQTT PUBLISH topic name
Header "Xscef -
mtt-topic-

Table 2-10 NIDD Buffered Message Delivery Status Notification

Parameter Name Type Mandatory/Optional | MQTT Mapping

ni ddDownl i nkDat aTr ansf er Input Mandatory Publishing topic name
deliveryStatus Input Mandatory N/A

external Id Input Mandatory To identify this

notification belongs
to which MT data
delivery.

Table 2-11 Monitoring Event subscription (POST)
|

Parameter Name Type | Mandatory/ MQTT Mapping
Optional

Custom Input | Mandatory (in

Header "Xscef - case device id not

message-type: present)

MIrT"

SCSASI Din Request | Input | Mandatory N/A

URI

External I dinJson |Input |Optional Mapped to corresponding MQTT Device

Body ID, this field is optional if MSISDN is
present or subscriptions without device id.

MSI SDNin Json Body | Input | Optional Mapped to corresponding MQTT Device
ID, this field is optional if External ID is
present or subscriptions without device id.

Notification Input | Mandatory N/A

Destination in Json

Body

Monitoring type in Input | Mandatory MQTT topic name

Json body

subscriptionld Output | Mandatory N/A
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Table 2-12 Monitoring Event subscription (DELETE)

Parameter Name Type Mandatory/ MQTT
Optional Mapping

Custom Header "Xscef - nessage-t ype: Input Mandatory

MarT"

SCSASID in Request URI Input Mandatory N/A

subscriptionld in Request URI Input Mandatory N/A

Table 2-13 Monitoring Event subscription Notification

Parameter Name Type | Mandatory/ MQTT Mapping
Optional

external lds in Json body Input | Mandatory To identify this

(external 1d) notification belongs to
which MT data delivery

Monitoring type in Json body |[Input | Mandatory MQTT topic name

Subscription in Json Body Input | Mandatory N/A

(Subscription Id)

Data in Json Body Input | Mandatory Data in PUBLISH
message from device

MQTT Call Flows

Device Subscriptions

The following call flow explains the procedure followed in device subscriptions.
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Figure 2-23 Device Subscription Call Flow

module

SCEF IP Data

MQTT Device

1MQTT Subscribe(Topic Name, Qo0S)

)

n
.

validate topic pefix

AFPN Rate control

against configured
prefix in SLA

Check no of allowed
subscriptions per device

Store MQTT subscription in

database

Table 2-14 Device Subscription Response Code

Response Code

Reason

MqttException (128)

e Duplicate Subscription
*  NoOfDeviceSubscriptionAllowed Check failed
*  APN Rate control check failed

Successful Subscribe Ack

Subscription is Successful

Application Subscriptions

The following call flow explains the procedure followed in application subscriptions.

ORACLE
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Figure 2-24 Application Subscription Call Flow

SCS A/IS SCEF IP Data
Application module
ME Subscription(Topic Name, )

-
»

Apply ACL check
; ) if external id or msisdn present

Apply APN check if external id
:) or msisdn present

Validate topic against configured
topic prefix

:) Apply monitoring rate control

' Store in Database
Success Response

>
<

Table 2-15 Application Subscription Response Code

Response Code Reason
200 Subscription is successful
400 e Duplicate Subscription

«  Bad request : Prefix Not configured in SLA
e MQTT Client not configured

500 Processing error

Data Delivery (Single)

The following call flow explains the procedure followed for delivering MQTT MT
messages to a single device.
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Figure 2-25 Data Delivery (Single) Call Flow

SCEF IP Data

5SC5 AS Application module

T8 - MT (NIDD Downlink Data Delivery[

-
il
)
-

Success Response(200)

agianst configured prefix

Publish message to Device
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MQTT Devics

Message is 2 MQTT

. Topic Name, External IdentifiedMS15DN, Data

Apply ACL check, validatd

Check If application is pr|
If not allowed r

Publish , targeted
to a single Device

topic

h SLA

visioned to allow device APN.
turn error response,

If allowed continue

Scenario 1
External Id Pro

Dievice is con
» Device subscribed

Result:
Publish message to

Apply APN rate cont
messages perd

B

J:

Success Response(201)

l

- Demce subs{‘.nhed tu the TGpI

. MQTT Connect [ClientlD]

Scenario 2:
External Id F'mwsluned

Result:
Buffer messape

Publish message to Device

Delivery notification

(U

Failure Response

-~

Failure Response

Scenario 3:

External Id Provisioned
Device is connacted

Drop message

isioned
ectad

jo the Topic

evice

ol for MT
wice

Table 2-16 Data Delivery (Single) Response Code
Response Code Reason
200 Device is in connected state and data is delivered
201 Buffering
400 e Bad request : Prefix Not configured in SLA
¢ MQTT Client not configured
404 Device not subscribed to topic
429 Too Many Requests for device
APN rate control limit is reached
500 Processing error
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Data Delivery (Broadcast)

The following call flow explains the procedure for delivering MQTT MT message
broadcast.

Figure 2-26 Data Delivery (Broadcast) Call Flow

SCS AS Application SCE;LF:”T“ MQTT Devices
Message is a MQTT
Publish broad cast
message
T8 - MT (NIDD Downlink Data Delivery[Message Type (IP message), Topic Name, Data ]) |

iy
>

Success Response

o<
<

Topic and device apn is provisioned for

retrieve all the devices subscribed to
:] the Application

Apply rate control for MT messdqges per
device

Publish message to connected Device!
-
>

Buffer message for devices subscribed
but not connceted

Table 2-17 Data Delivery (Broadcast) Response Code

Response Code Reason

200 Successful

500 Processing error
" Note:

When a device reaches the allowed apn rate control limit, messages are not
sent for that corresponding device until the completion of configured apn rate
control period.

Notifications

The following call flow explains the procedure followed in message notification.
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Figure 2-27 Notifications Call Flow
- SCEF IP Data —
MQTT Device module SCS A/S Application

MQTT PUBLISH (Topic name, Data)

k.

Apply APN rate control for MO mgssages
Success Response per device, validate topic against ¢onfigure
topic prefixes

A

Fetch all application subscriptions matching the
topic and the device apn is prgvisioned for
application

Notify Published Message(published message, subscriptionid)

.
>

# Note:

Subscription with device have more priority than the subscription without
device, if it is for the same topic. For information, refer to Figure 2-35

Example 1

Two subscriptions have been created for the same SCSAS for the same External
ID. The first subscription is created for the Tracking/Test/# topic and the second
subscription is created for the Tracking/Test/Battery/# topic. Then, Device Published
data to Tracking/Test/Battery/Level.

The following image displays the entry from table for a subscription created on the
Tracking/Test/# topic:

Figure 2-28 Tracking/Testl# for the Same SCSAS

| subscription_id | callbackurl
iceid

-+
-35494b46103e | http://200.168.102.8:10001/scs/resources/t8 | Tracking/Test/# | partnerl-scefapp | 959
0523908@StreetlLight-BLR-4 |

The following image displays the entry from table for a subscription created on the
Tracking/Test/Battery/# topic:

Figure 2-29 Tracking/Test/Batteryl# for the Same SCSAS

| subscription_id | callbackurl
| deviceid |
e e T e B e e R T

+
| b375a2d7-db88-4064-bd6f-175cf4b22b52 | http://200.168.102.8:10001/scs/resources/t8 | Tracking/Test/Battery/# | partnerl-scefa
pp | 9590523908@StreetlLight-BLR-4 |
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Notification is sent for subscription created for the Tracking/Test/Battery/# topic when
publish message is sent for the Tracking/Test/Battery/Level topic.

Figure 2-30 Tracking/Test/Battery/Level Topic for the Same SCSAS

[10 06 02:00:31,527:DEBUG ] Recevied Post request headers [{Content-Type=[application/json], Content-Length=[258], Host=[200
1 10001], Connection=[Keep-Alive], User-Agent=[Apache-HttpClient/4.5.5 (Java/1.8.0_181)], Accept-Encoding=[gzip,deflat
nd content [{

"subscription” : "b375a2d7-db88-4064-bd6f-175cf4b22b52",
"monitoringEventReports” :

"externallds" : [ "9590523908@StreetLight-BLR-4" 1,
ingType" : "Tracking/Test/Battery/Level”,
"Publish message sent at 11:35pm"

Example 2

Two subscriptions have been created for two different SCSAS for the same External ID
and same topic. Then, Device published data to the topic.

The following image displays the entry from table for a subscription created on the
Tracking/Test/Battery/# topic:

Figure 2-31 Tracking/Test/Batteryl# Topic

| subscription_id | callbackurl
| deviceid | stored_ts

| 4eafe09e 41f3-4c5f-8feb- d5b33e4edc2f | http: 200 168.102.12:10001/scs/resources/t8 | Tracking/Test/Battery/# | partner2-scef

@app2 | 7829139111@StreetlLight-BLR-6 | 1601966582 |

The following image displays the entry from table for a subscription created on the
Tracking/Test/Battery/# topic for different SCSAS:

Figure 2-32 Tracking/Test/Battery/# Topic for the Different SCSAS

| subscription_id | callbackurl
| deviceid

| 01da7300 fdae-4c9e-952d- 248006f62234 | http://200.168.102.8:10001/scs/resources/t8 | Tracking/Test/Battery/# | partnerl-scefa
pp | 7829139111@Streetlight-BLR-6 |

Notifications are sent for both the subscriptions:

Figure 2-33 Subscription 1

[10-06 01:52:11,151:DEBUG ] Recevied Post request headers [{Content-Type=[application/json], Content-Length=[258], Host= 6
8.102.12:10001], Connection=[Keep-Alive], User-Agent=[Apache-HttpClient/4.5.5 (Java/1.8.0_181)], Accept-Encoding=[gzip,deflate]
}1 and content [{

"subscription” : "4eafe09e-41f3-4c5f-8feb-d5b33ededc2f",

"monitoringEventReports" : [ {

"externallds” : [ "7829139111@StreetLight-BLR-6" 1,
"monitoringType" : "Tracking/Test/Battery/Level",
"data" : "Publish message sent at 11:27pm"
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Figure 2-34 Subscription 2

0-06 01:52:15,628:DEBUG ] Recevied Post request headers [{Content-Type=[application/json], Content-Length=[258], Host=
0001], Connection=[Keep-Alive], User-Agent=[Apache-HttpClient/4.5.5 (Java/1.8.0_181)], Accept-Encoding=[gzip,defla

and content [{

'subscription" : "01da7300-fdae-4c9e-952d-248006162234",

monltorlngEventReports" 0 {

externaIIds : [ "7829139111@StreetLight-BLR-6" 1,
gType" : "Tracking/Test/Battery/Level”,
"Publish message sent at 11:27pm"

Example 3

Two subscriptions are created. One subscription is with topic for a device, and the
other subscription is only for topic.

The following image displays the entry from table for a subscription created on the
Tracking/Test/Battery/# topic with a device:

Figure 2-35 Tracking/Test/Battery Topic with Device

subscription_id callbackurl
P =

| deviceid
P

---+ -- ---+
| b375a2d7-db88-4064 75cf4b22b52 | http://200.168.102.8:10001/scs/resources/t8 | Tracking/Test/Battery/# | partnerl-scefa
pp | 9590523908@StreetlLight-BLR-4 |

The following image displays the entry from table for a subscription created on the
Tracking/Test/Battery/# topic without a device. Ensure that the deviceid is null.

Figure 2-36 Tracking/Test/Battery Topic without Device

| subscription_id | callbackurl | topic

| deviceid

| c44fc468-5537-4fd2-bcd6- c122c624faz7 | http://200.168.102.8:10001/scs/resources/t8 | Tracking/Test/Battery/# | partnerl-scefa
bp | NULL |

The device publishes data to the topic. Notification is sent for the subscription with the
device.

Figure 2-37 Subscription Notification

[10 06 02:09:27,598:DEBUG ] Recevied Post request headers [{Content-Type=[application/json], Content-Length=[258], Host=[2(
3:10001], Connection=[Keep-Alive], User-Agent=[Apache-HttpClient/4.5.5 (Java/1.8.0_181)1, Accept-Encoding=[gzip,defl
d content [{
subscription” : "b375a2d7-db88-4064-bd6f-175cf4b22b52",
"monitoringEventReports” : [ {

“externallds" : [ "9590523908@StreetlLight-BLR-4" ],
"monitoringType" : "Tracking/Test/Battery/Level”,
"data" : "Publish message sent at 11:44pm"

For information about buffering of messages, refer to the following sections:
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» Data Delivery (Single): Scenario 2 in the Data Delivery (Single) call flow.

» Data Delivery (Broadcast): Last step in the Data Delivery (Broadcast) call flow.

QOS Impact in MQT

The MQTT QoS parameter is applicable for communication between device and mqtt
broker. The communication between MQTT broker and SCS A/S is http. Therefore,
QoS is not guaranteed for entire path from Device, and then mqtt broker, and then

application.

The following table describes different QOS available in MQTT:

Table 2-18 Different QOS available in MQTT
|

QoS

Description

QoS 0 At most once delivery

The message is delivered according to the capabilities
of the underlying network. No response is sent by the
receiver and no retry is performed by the sender. The
message arrives at the receiver either once or never.

QoS 1 At least once delivery

This quality of service ensures that the message arrives
at the receiver at least once. Duplication of messages
are possible.

QoS 2 Exactly once delivery

This is the highest quality of service that does not
accept loss and duplication of messages. There is
an increased overhead associated with this quality of
service.

For more information about QOS, refer to MQTT 3.1.1 Specification.

MQTT Features

IP Device Provisioning

Operator need to provision devices in MQTT broker before the device connects to

broker.

1. Broker provides a REST based interface for single/batch IP device provisioning/

deletion.

Refer to the Sample json Body for more details.

Below device data must be provisioned in broker:

» Device External Id/MSISDN (either one can be present, if both are present, the
Ext er nal | d takes precedence)

e Device Type (MQTT or CoAP) (MQTT-2, CoAP-1)

* IMSI

e APN (device that is used to connect to operator's network)

2. Provisioned devices can be updated with details of IMSI, APN and IP address
of current device using the PATCH operation for the matching External Id or

MSISDN.

If both External Id and MSISDN are provided, then the External Id is given priority
and the devices matching the External Id is updated. Only in the absence of
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External Id, the MSISDN is considered. Refer to the Sample json Body for more
details.

Provisioned devices can be deleted using the POST operation of rest interface
for the matching External Id or MSISDN. If both External Id and MSISDN are
provided, then External Id is given priority and the devices matching External Id
are deleted. In the absence of External Id, MSISDN is considered.

Topic prefixes

Topic prefixes are predetermined prefixes for a given application, which do not contain
any wild cards (# or +). The topic names used in subscription and publish message
(from application or device) should have a valid prefix.

The topic prefixes must be configured (mandatory) per application using custom
SLA. Topic prefixes must not overlap.
For example: a/b/c and a/b/c/1 are not allowed.

When a topic prefix section is deleted from Custom SLA XML then the
corresponding topic subscriptions are removed from the DB.

When SUBSCRIBE/PUBLISH message is received from application, the MQTT
broker will check if the topic name in request contains a valid topic prefix and then
the topic prefix is configured for the application.

When SUBSCRIBE/PUBLISH message is received from the device, the MQTT
broker checks if the topic name in request contains a valid topic prefix from the
configured list of prefixes (across applications). If broker cannot find a valid prefix,
the request is rejected.

" Note:

Topic prefixes are different from Topic name mentioned for rate control.
For example:

Topic prefix: / oracl e/ i ndi a
Topic name in Rate control section:

/oracl e/ i ndi a/ bangal ore/ *

AAA Server Integration

AAA server integration feature enables identifying MQTT devices with device IP.
When device connect to operator network, P-GW (AAA server) will send Diameter
ACR Start (Account creation request-271 Command Code) message to AAA
interface. The following information from the request will be collected and updated
in the device profile.

— Called-Station-ld (APN)
— User-Name (IMSI)
— PDP-Address (IP)

When MQTT device sends CONNECT to broker, device details are retrieved using
the device IP and device is identified with corresponding External Id or MSISDN.
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External Id or MSISDN is used to communicate MO or MT delivery notifications to
SCEF application.

» Diameter ACR Stop - When Diameter ACR Stop (Terminate) message is sent then
mapping between IMSI and IP will be removed from the device profile and the
device will be disconnected if connected.

Figure 2-38 SCEF MQTT Broker - AAA Server Integration

IP Device Communication

IP Bevice anboarding {NIDD Config equivalena)

| message [IMSI, Ext-1d, SC5/AS, Protoce] Type)
l Hz5 | based an REST of divect DS provissasing
— Imterface
: "(f_ DER Platform
sansy S5 sanann
APSCS GW - DCSG RTUIT [T ——
Mg poaAmeter .. e
MME haes
rak .
Device 1
Man-IP Nb-laT
b AL LY ]
SCS/AS
T, | T {loT
Apps),
“Device 1° or “Device 2°
1 ' ree
A o - NEl
row tocrion
P -
Interface
Dhevice ¥
1P LTE Cat.d, B Sgi MAOTT, L
M 1
- CoAP et

Figure 2-39 SCEF MQTT Broker device provisioning

MTS Admin MTS AAA (PGW) Sci':;m?:ta

Provision device details(batch/single) via REST API:
[Device External ID,Device Type(MQTT), —>
IMSLAPN 1

D Provision devices

Update device details(batch/single) via REST API:

— [Device External ID,APN —>
IMSI, 1
Update devices details
Delete device details(batch/single) via REST API: >
[Device External ID, 1

Delete devices details
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APN Rate Control, ACL Check for MQTT traffic

APN and ACL checks are applied on the North bound T8 traffic (NIDD Downlink data
delivery, ME subscription). These checks are applied only when device id (Externalld
or MSISDN) is present in the T8 the request.

" Note:

Device Id is not mandatory in case of NIDD Downlink Data Delivery (DLD)
broadcast to all devices subscribed to the topic and ME subscription POST
message.

Configuration of APN and ACL per application performed as part of Custom SLA
configuration.

APN Check

Input: Configured APN names allowed per application. Device APN is checked
against configured APN list per application.

Checkpoint:

1. Delivering MO message from device to application.

2. NIDD DLD message from an application to a device (Single device or broadcast).
3. ME subscription POST to a single device.

Rule: Check if the device APN is allowed for the application.

Result:

1. If APN of device is allowed for the application, proceed further.

2. If APN of device is not allowed for the application, reject or drop the request.

ACL Check

Input: Configured Domain names or MSISDN ranges allowed per application
Checkpoint:

1. Delivering MO message from device to application.

2. NIDD DLD message from an application to a device (Single device or broadcast).
3. ME subscription POST to a single device.

Rule: If message has the device External Id, check the domain name against the
configured list per application. If the message has MSISDN then check against the
configured MSISDN ranges for the application.

Note: If both the Externalld and MSISDN are present, then Externalld is checked and
MSISDN is ignored.

Result:

1. If the configured domain names and MSISDN range of application matches the
device then proceed further.
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2. If the configured domain hames and MSISDN range of application does not
matches the device then reject or drop the request.

APN Rate control

APN Rate control is applied per device. Rate control is configurable at MQTT MBean
GUI at OCSG Admin portal.

APN rate control check is performed for MQTT CONNECT, SUBSCRIBE, PUBLISH to
or from devices.

DB Auditor

MQTT broker has the DB auditor functionality enabled to clear old records after
configurable period. The tables that needs to be audited are configured in MBean
operation.

SCEF Error Handling for AAA Call Flows

Table 2-19 Diameter Error Code
]

Scenario Diameter Error Code Applicable for ACR Type
Based on the existing IMSI of a 4010 ACR-Start/ACR-Stop/ACR-
device if apn is not matched DI AVETER _END_USER SER(| Interim
VI CE_DEN ED
When a device is not provisioned. 5030 ACR-Start/ACR-Stop/ACR-
DI AVETER_USER_UNKNOWN | Interim
When a session ID is not found. 5002 ACR-Stop/ACR-Interim
UNKNOWN_SESSI ON_I D
Based on existing IMSI of a device if | 4010 ACR-Interim
IP is not matched DI AMETER_END _USER_SER
VI CE_DEN ED

Sample json Body

ORACLE

POST operation of IP device provisioning

Rest Interface Ui : https://<APPSERVER | P>:9002/ scef/ aaal
devi ceprovi si oni ng
This interface is used for addition and deletion of devices
{
"add": {
"devices": [{
"external I d": "1234567891@5t r eet Li ght - BLR- 1",
“msi sdn": 1234567891
“imsi": 1234567891
"type": 2,
"apn": "test.test.con
¥
{
"external I d": "1234543210@t r eet Li ght - BLR- 2"
“imsi": 1234543210
"type": 2,
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apn": "test.testl.conf

1]
b
"delete": {
"ids": [{
"external I d": "1234567891@t r eet Li ght - BLR- 2",
b
{
"mei sdn": 1987654321
1]
}

PATCH operation of SCEF AAA device provisioning

Rest Interface Uri : https://<APPSERVER | P>: 9002/ scef/ aaal
devi ceprovi si oni ng
This interface is used for updation of devices data.

{
"update": {
"devices": [
{
“msisdn": 1234543210,
"imsi": 7829139104,
"apn": "test.test.cont,
"ip": "10.75.191. 1"
1,
{
“meisdn": 1234567891,
"imsi": 1234561234,
“apn":"test.testl. conf
}H
}
}

MQTT General Guidelines

General

OCSG Appserver startup time may be extended due to screening of all existing
subscriptions from DB.

CustomSLA

1. Topic prefix mandatory in CustomSLA for mqtt feature, without topic prefix in
CustomSLA mqtt feature will not function as expected.

2. When mqtt Topic prefix is removed from CustomSLA then corresponding
subscriptions will be removed.

3. Subscriptions and PUBLISH data from SCS/AS or Device will be rejected if the
topic name does not contain any valid topic prefix.
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NIDD/ME for IPDD

1.

Subscriptions without device details are treated as topic level subscription. Such
that all publish messages from allowed devices for SCS/AS that match to the
subscribed topic will be notified to the application.

NIDD DLD without device details are treated as broadcast messages. MT
messages will be send to devices subscribed to the publishing topic.

Custom Header " Xscef - message-type: MJIT" is mandatory in case of broadcast
MT messages and subscriptions without device details.

In the NIDD downlink data deliveries on the request url, config id needs to be
provided with value i pdd. Refer to Request Mapping section. If the application
wants to receive notifications on buffered data delivery, self element needs to be
populated with notification url in request body.

For NIDD Buffered data delivery status notification, topic name will be provided in
the link to indicate topic for which the buffered message is delivered.

Buffered messages for devices are deleted after configurable period. Refer to DB
Auditor section.

Application Retain Messages

NIDD DLD broadcast messages will be persisted in broker.
Only latest DLD message is retained at broker per topic.

Upon receiving new subscription from device, matching retained messages are
delivered to device.

To clear retain message, SCS/AS should send DLD broadcast with empty data.
{ "data": "", "self": "http://192.168.102.5: 10001/ scs/resources/t8" }

APN Rate Control

APN rate control check is performed for MQTT CONNECT, SUBSCRIBE, and
PUBLISH (to/from) from Devices.

MQTT Protocol Specific

1.

o o M W D

MQTT client ID in CONNECT is mandatory.
There are no specific restrictions, but the size of Client ID cannot be more than
256 characters. Also, it is expected that Client ID is unique for each device.

Retain message from device not supported.

Qos only between Device and Broker is not applicable to T8 traffic.
Topic name should not start with / .

MQTT PUBLISH message does not support Binary format data.

As per the specification, connection to the device drops upon unexpected error in
message processing at Broker.

It is expected not to give subscription topic same as the mqtt topic prefix. Wildcard
is added at the end to receive all messages published for the topic prefix. For
example, if mqtt topic prefix is "/ or acl e/ bangal or e/ val ence/ " then subscription
topic should be similar to "/ or acl e/ bangal or e/ val ence/ #".
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MQTT PSK

1. PSK for devices can be configured using MQTT MBean operation. Refer to MQTT
configuration section for more details.

2. PSKis encrypted and persisted in SCEF database.

Will message

Device will messages are not persisted at MQTT Broker. Once the device is
disconnected from the Broker, will message is removed and notified to all subscribed
applications.

CDR
CDR's are created for all T8 Traffic.

AAA Device Provisioning
1. Diameter server supports only TCP transport channel.
2. AAA Diameter Stack starts in server mode.

3. External load balancer required between AAA Server and APIGateway (OCSG ).

AP| Gateway Custom SLA

Functional Summary

ORACLE

SCEF API Gateway supports defining custom SLA per partner application with below
details and enforce the rules for the T8 requests:

1. White List IP list - Allowed Client IPs for sending T8 requests to SCEF (multiple
IPs can be allowed per application).

2. SCS/AS ID - SCS/AS ID allowed in T8 request to SCEF (only one SCS/AS ID per
application is allowed).

3. Event Type rate control for Non IP devices - Rate control based on monitoring
event type. Event type should be one of the defined events in T8 specification.

4. Event type rate control for MQTT.

¢ Note:

MQTT rate control is based on the topic. Topics can be provided in SLA
for exact matching or wild card matching.

For example:

Topic Name: / or acl e/ i ndi a/ bangal or e/ pt p/ val ence - Rate control is applied to
the traffic with exact matching topic.

Topic Name: / or acl e/ i ndi a/ bangal or e/ * - Rate control is applied to traffic with
topic starting with "/ or acl e/ i ndi a/ bangal ore/".
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5. APN check for IP devices - APN check on MQTT traffic is applied while
communicating with device or on MO notifications.

6. ACL check is based on MSISDN and domain identifier for IP devices - ACL check
is applied on traffic with MSISDN or Externalld. The ExternallD that is present
in the request is checked against ACL configuration. In absence of Externalld,
MSISDN is verified.

Note: Each section in the CustomSLA is optional. If the corresponding section is
provided then the rule such as Whitelist Ip is applied on T8 traffic.

Configuring Custom SLA

The SCEFCust onSLAVal i dat i on is a component developed in APl Gateway to enforce
the required custom rules. The SCEF Custom SLAs addition per application group is
configured via admin console.

The following steps are involved:

1. Upload CustomSLA XSD:
a. Loginto OCSG Admin Weblogic console.

b. Navigate to Domain Structure -~ OCSG -. AppServerl - Container
Services - Account Service - ApplicationSLAs - Operations (Tab)

c. Select the operation set upCust onSl aXSDDef i ni ti on from the list.
d. Provide information in the following fields as described:
e SlaType: cust onscef sl

* FileContent: Copy the content of XSD file cust onsl axsd. xsd provided in
Custom SLA XSD.

e. After providing the detalils, click Invoke.

See the below screen for reference.

Figure 2-40 CustomSLA XSD Upload Screen

EaturTigpise i s St 7 S sboaning v Agepiei e 1

Dploymant .
Arvstamon Resme Aconunt Servion
Pifran Topen | s foea ks s, wviieng e Barvaiel L .

Seloct Kn o i
et sarfupCurilamGla XS DD finilan

WeTyyw oustomacefsla

FlaComtemt: | ;ya:achsms atbributaForsDefaulb="unquallfisd® slsssntPorabsfault="qualifisd™ xml ~

2. Upload CustomSLA XML:
a. Loginto OCSG Admin Weblogic console

b. Navigate to Domain Structure -~ OCSG - AppServerl - Container
Services - Account Service —. ApplicationSLAs - Operations (Tab)
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c. Select the operation | oadAppl i cati onG oupS| aByType from the list
d. Provide information in the following fields as described:

e SlaType: cust onscefsl a

* ApplicationGroupldentifier: <part ner user name>- <appl i cat i onname>
For example, if part neruser nane is partner 1 and appl i cati onnane is

scef app then Appl i cati onGoupl dentifier is partnerl-scefapp

* FileContent: Prepare the XML file based on XSD file as provided in
Sample Custom SLA XML

e. After providing all the details, click on Invoke.

See the below screen for reference.

Figure 2-41 CustomSLA XML Upload Screen

e L e am— kadApplcationGrapSlaBy Type

Loads & system level er custom BA for an spplication group.

e
Bthides Keyhoth
Fthrows Tnputs

wption IF the group dos Aot dxist.
texception If the slaType &s null or not spplicable.

aType:
customscefsla (Java. lang. Strisg)

ApplicationGrosplsentifier
partner]-scefapp {ava.lang.string)

L e AR S A {fava.lang.5trisg)

Custom SLA XSD

ORACLE

This section includes the contents of Custom SLA XSD file.

<xs:schema attributeFormDef aul t ="unqual i fi ed"

el enent For nDef aul t ="qual i fied" xm ns:xs="http://ww. w3. org/ 2001/
XM.Schema" >
<xs: el ement name="cust onScef Sl a" >
<xs: conpl exType>
<Xs: sequence>
<xs:el enment type="xs:string" nanme="scsAsld" maxCccurs="1"
m nCccurs="0"/>

<xs: el ement name="whiteListlps" maxCccurs="1" m nCccurs="0">

<xs: conpl exType>
<Xs: sequence>
<xs:el enment type="xs:string" nane="ip"
maxCccur s="unbounded" ni nCccurs="0"/>
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</ xs: sequence>
</ xs: conpl exType>
</xs: el ement >
<xs: el ement nanme="nonitoringRateControl" maxQccurs="1"
m nCccurs="0">
<xs: conpl exType>
<Xs: sequence>
<xs:elenent type="xs:date" nanme="startDate"
maxCccurs="1" mnCccurs="1" />
<xs:el enment type="xs:date" name="endDate" maxCccurs="1"
m nCccurs="1"/>
<xs: el enent nane="nmonitoringEvents" maxQccurs="1"
m nCccurs="1">
<xs: conpl exType>
<Xs: sequence>
<xs:el enent nane="event" maxCccur s="unbounded"
m nCccurs="1">
<xs: conpl exType>
<XS:sequence>
<xs:el enent type="xs:string" nane="name"
maxCccurs="1" m nCccurs="1"/>
<xs:elenent type="xs:int" name="rate"
maxCccurs="1" m nCccurs="1"/>
<xs:el enent type="xs:long" nanme="period"
maxCccurs="1" mnCccurs="1"/>
</ xs: sequence>
</ xs: conpl exType>
</xs: el ement >
</ Xs: sequence>
</ xs: conpl exType>
</xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</xs: el ement >
<xs: el ement name="ACL" maxCccurs="1" m nCccurs="0">
<xs: conpl exType>
<Xs: sequence>
<xs: el ement nane="nsi sdnRanges" nmaxCccurs="1"
m nCccurs="0">
<xs: conpl exType>
<Xs: sequence>
<xs: el enent nane="msi sdn" nmaxCccur s="unbounded"
m nCccurs="1">
<xs: conpl exType>
<XS:sequence>
<xs:elenent type="xs:long" nane="startRange"
maxCccurs="1" mnCccurs="1"/>
<xs:el enent type="xs:long" name="endRange"
maxCccurs="1" m nCccurs="1"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ Xs: sequence>
</ xs: conpl exType>
</xs: el ement >
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<xs: el ement nane="domai nsList" maxCccurs="1"
m nCccurs="0">
<xs: conpl exType>
<Xs: sequence>
<xs:elenent type="xs:string" nane="domain"
maxCccur s="unbounded" ninCccurs="1"/>
</ Xs: sequence>
</ xs: conpl exType>
</xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</xs: el ement >
<xs: el ement name="APNSet" maxCccurs="1" mi nCccurs="0">
<xs: conpl exType>
<Xs: sequence>
<xs:el enment type="xs:string" nane="apn"
maxQccur s="unbounded" ninCccurs="1"/>
</ xs: sequence>
</ xs: conpl exType>
</xs: el ement >
<xs:el enment name="mqtttopicPrefix" maxCccurs="1"
m nCccurs="0">
<xs: conpl exType>
<Xs: sequence>
<xs:elenment type="xs:string" nane="prefix"
maxCccur s="unbounded" ninCccurs="1"/>
</ xs: sequence>
</ xs: conpl exType>
</xs: el ement >
</ xs: sequence>
<xs:attribute type="xs:string" name="applicationG oupl D'
use="required"/>
</ xs: conpl exType>
</ xs: el ement >
</ xs: schena>

Sample Custom SLA XML

This section contains a sample of Custom SLA XML file.

<?xm version="1.0" encodi ng="UTF- 8" ?>
<custontcef Sl a xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
appl i cati onG oupl D="part ner 1- scef app" >
<scsAsl d>Street Li ght - BLR- 1</ scsAsl d>
<whi t eLi st 1 ps>
<i p>10. 10. 10. 6</i p>
<i p>10. 75. 245. 13</i p>
</whi teListlps>
<noni t ori ngRat eCont r ol >
<start Dat e>2019- 02- 08</ st art Dat e>
<endDat e>2020- 05- 31</ endDat e>
<noni t ori ngEvent s>
<event >
<nane>al b/ d/ e/ f </ nane>
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<rate>10</rate>
<peri 0d>1000</ peri od>
</event >
<event >
<nanme>UE_REACHABI LI TY</ name>
<rate>10</rate>
<peri 0d>1000</ peri od>
</event >
<event >
<nanme>LOCATI ON_REPORTI NG/ nane>
<rate>10</rate>
<peri 0d>1000</ peri od>
</event >
<event >
<nane>CHANGE_OF | MSI _I MEI _ASSQOCI ATl ON</ nane>
<rate>10</rate>
<peri 0d>1000</ peri od>
</event >
<event >
<nanme>ROAM NG _STATUS</ nane>
<rate>l</rate>
<peri 0d>100000</ peri od>
</event >
<event >
<nanme>COMMUNI CATI ON_FAI LURE</ nane>
<rate>10</rate>
<peri 0d>1000</ peri od>
</event >
<event >
<nane>AVAI LABI LI TY_AFTER_DDN_FAI LURE</ name>
<rate>10</rate>
<peri 0d>1000</ peri od>
</event >
<event >
<name>NUMBER_OF UES | N AN AREA</ nane>
<rate>10</rate>
<peri 0d>1000</ peri od>
</event >
</ noni t ori ngEvent s>
</ noni t ori ngRat eCont r ol >
<ACL>
<msi sdnRanges>
<msi sdn>
<st art Range>0</ st art Range>
<endRange>9500000000</ endRange>
</ msi sdn>
<msi sdn>
<st art Range>8000000000</ st ar t Range>
<endRange>9000000000</ endRange>
</ msi sdn>
</ msi sdnRanges>
<domai nsLi st >
<domai n>@r acl e</ domai n>
</ domai nsLi st >
</ ACL>
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<APNSet >
<apn>apnl@r acl e. conx/ apn>

</ APNSet >

<mtttopicPrefix>
<pref i x>al b</ prefi x>
<prefix>alc/d</prefix>

</mtttopicPrefix>

</ cust onfscef Sl a>

API-Based Charging

SCEF supports API-based charging for the following events that operate across the T8
reference point:

* NIDD Events

e Monitoring Events

e Device Triggering Events

e Enhanced coverage Restriction Events.

In addition, charging is implemented based on offline event-based charging
mechanism. The network reports the resource usage by the particular user by
forwarding the CDR (Charging Data Record) to the billing domain. Refer to CDR Field
Properties for CDR field information.

API-Based Charging for Invocation Events

SCS/AS sends the T8 request (Nidd/Monitor/Device Trigger/ECR) to DSR APIGW,
which is part of SCEF. DSR APIGW forwards the incoming T8 request to the serving
SCEF-MP. The SCEF-MP acts on the message and sends back a response message
to DSR APIGW. DSR then APIGW generates a CDR with available data and writes
into a file in binary format. The response is then forwarded to SCS/AS.

Figure 2-42 API-Based Charging for Invocation Events
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SCEF-MP receives a notification message from MME/HSS if SCEF is subscribed for
certain events. SCEF-MP sends the notification request (Nidd/Monitor/Device Trigger)
to DSR APIGW. DSR APIGW generates a CDR with available data and writes into a
file in binary format. Then request is then forwarded to SCS/AS and SCS/AS response
is forwarded to the SCES-MP using DSR APIGW.

Figure 2-43  API-Based Charging for Notification Events
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CDR Field Properties

Table 2-20 describes the properties of CDR field.

ORACLE

Table 2-20 CDR Field Properties

|

i

i

i
. | !
] > Notify/Uplink Request >
i CDR will be generated for i .
i either Success or failure i !
E respense of Nidd/Monitor : i
i /DT/ECR !
é“ Response :
Response '

Mandatory (M)/

Name Type Optional (0) Tags Description

recordType RecordType M 0 x 80 SCEF exposure function API
record.

retransmissi  NULL O 0x 81 This parameter, when present,

on indicates information from re-
transmitted accounting requests
has been used in this CDR.

serviceCont ServiceContextl (0] 0 x 82 Refers the Self link.

extID D

nodeld NodelD o 0 x 83 Name of the recording entity.

sCEFID Diameterldentity M 0 x84 This parameter identifies of the

SCEF used for this API invocation.
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Name Type Optional (0) Tags Description

sCEFAddres IPAddress 0] 0 x A5 This parameter holds the IP

s address of SCEF.

aPlldentifier OCTET STRING M 0 x 86 The identity of API for each API
invocation.

tLTRI INTEGER (0] 0 x 87 The T8 long term transaction
reference ID.

tTRI INTEGER o 0 x 88 The T8 transaction reference ID.

SCSASAddr SCSASAddress M 0 x A9 The IP address of SCS/AS

ess

eventTimest TimeStamp M 0 x 8A The time stamp of the event

amp reported.

aPlinvocatio TimeStamp 0] 0 x 8B The time stamp when the API

nTimestamp invocation request is submitted to
the SCEF from SCS/AS.

aPIDirection APIDirection o 0 x 8C The direction to indicate the API
invocation or API notification.
Values:
invocation (0),
notification (1)

aPINetwork APINetworkServ @) 0 x 8D The identifier of the network

ServiceNod iceNode element (for example, SGSN,

e RCAF) that triggers the API
notification.
Values:
MME(0)/HSS(2)

aPIContent ServUTF8String o 0 x 8E The API content (for example,
location, monitoring type) used in
the T8 transaction for the API
invocation request, if available.

aPISize INTEGER @) 0 x 8F The size of API payload.

aPlresultCo INTEGER o 0x 90 The result of API Invocation.

de

externallden SubscriptionID O 0xB1 The external identifier of the served

tifier party associated to the IMSI,
MSISDN, or External Group ID, if
available.

localRecord LocalSequence o 0x 92 Consecutive record number created

SequenceN Number by this node. The number is

umber allocated sequentially including all
CDR types.

recordExten ManagementExt O 0 x B3 A set of network operator/

sions ensions manufacturer specific extensions to

the record. Conditioned upon the
existence of an extension.
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CDR Configuration

DSR APIGW supports API-based charging for T8 interface messages. Action
SCEFCustomCDR is a common module developed in the API Gateway to generate
API-based CDR for all T8 messages. This module is developed using the API
Gateway Actions framework. This action is attached to the T8 API blocks in the API
gateway while the Notification request and Invocation response path is set by the API
gateway push script.

SCEF has introduced two new fields for CDR configuration that need manual inputs.

e Scefld - Load balancer FQDN
» ScefAddress - Load balancer IP address

These fields are specified on the admin console. The values are updated at runtime
and written as CDR after the value is updated.

Figure 2-44 CDR Configuration

Attributes | Operations

Configuration and Provisioning on AppServerl

Deployment Name:SCEF_CDRs

Instance Name:CDR_Configuration

MBean Type:oracle.ocsg.daf.custom.action.configure.CDRConfigurationMbean

To make changes to any attributes please select the check box. To invoke an operation, please select the operation from the list.
Update Aftributes

O Scefld: ; :
scef1.oracle.com (java.lang.String) Attribute exposed for management

O ScefAddress: . .
127.0.0.1 (java.lang.String) Attribute exposed for management

CDR Rollout
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The CDR file rolls over to an archive folder based on trigger policies. The trigger
policies decide when to roll out the file. There are three trigger policies:

1. Line based (NoOfLine)
2. Size based (size in Kb and Mb)

3. Time based

If any of these conditions are met, then the CDR file rolls over to the archive folder.
These configurations are in the | og4j 2confi g. xm file on the appserver. Roll out
of the files is decided based on the DefaultRolloverStrategy. The files are stored

in the / u04/ { Appserver nane}/current/cdr. | og file and are continuously
monitored based on the trigger policy. If the file matches with any of the trigger
policies, it is archived at[ <Appserver Name> - <RC>. <date> - <tine> ].
For example, AppServer1_-_1.20190110_-_0100- 0500.
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CDR Persistent Storage

SCEF uses persistent storage to store the generated CDRs. It is achieved by using an
OpenStack Volume.

Every AppServer has its own volume attached to it and every AppServer writes CDRs
only on its own attached volume. u04 folder with volume to be created on all App
servers.

CDR Transfer with SFTP Tool

The AppServer transfers the generated CDRs to a remote server using SFTP protocol.
Bash script Cdr Sf t pTool . sh, which is located in appserver, performs the SFTP
operations to transfer CDRs at regular intervals.

QoS Control

The QoS Control feature in SCEF allows SCS/AS to set up an AS session with
required QoS and priority handling. To achieve this, SCEF acts as an AF to PCRF and
sets up the session over an Rx interface. SCEF supports these functionalities:

1. Setup of an AS session

2. Modify/Update of an AS session
3. Deletion of an AS session
4.

Event Notification

Table 2-21 Supported T8 Resources and Methods for QoS Control
|

Resource Name Resource URI HTTP Method(s) HTTP Initiator
AS Session with 3gpp-as-session-with- POST SCS/AS
Required QoS gos /v1/{scsAsld}/
Subscription subscriptions
Individual AS Session  3gpp-as-session-with- PUT, DELETE SCSI/AS
with Required QoS gos Iv1/{scsAsld}/
Subscription subscriptions/

{subscriptionld}
Monitoring Event {notification_url} POST SCEF
Notification

Refer to QoS Control Configurationfor Qos configuration details.

AS Session Setup

ORACLE

Figure 2-45 illustrates the AS session setup procedure initiated by SCS/AS to a given
user as identified using an IPv4 or IPv6 address.

SCS/AS sends the AS Session setup request with required QoS subscription to SCEF.
The QoS action implemented at the DSR API Gateway intercepts the T8 request
message and converts it to ApplicationQosService REST API to invoke the OCSG's
Quality of Service (QoS) communication service. This message contains the QoS
properties fetched from the QoS reference configuration based on the QoS reference
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received in the T8 message or SCS/AS configuration. The QoS plugin from the DSR
API Gateway (OCSG) generates an Rx-AAR message toward PCRF to create an AS
session with the requested QoS and priority signaling.

When PCRF sends a success response in Rx-AAA, the QoS plugin sends a success
response to the ApplicationQoSService request. The QoS action then creates an
ApplicationQoSNotification to request for notifications in the event of a bearer release,
session expiry. A session record is then created in the database and a resource
location (URI) is sent to SCS/AS in the response.

The SCS/AS uses the URI received from the Location header in subsequent requests
to the SCEF to refer to this AS session. Otherwise, the SCEF sends an HTTP
response to the SCS/AS with a corresponding status code and includes the result

in the body of the HTTP response.

Figure 2-45 AS Session Setup
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AS Session Modify

Figure 2-46 illustrates the AS Session modify procedure to replace existing QoS
properties. To update the established AS session, the SCS/AS sends an HTTP PUT
message to the Individual AS Session with Required QoS Subscription resource
requesting to replace all properties in the existing resource, addressed by the URI
received in the response to the request that has created the resource. The UE IP
address has to remain unchanged from previously provided values. After receiving
such a message, the QoS Action in OCSG converts it to a HTTP PUT message to an
Application QoS Service resource and sends it to the REST QoS plugin. This message
contains the QoS properties fetched from the QoS reference configuration based on
the QoS reference received in T8 message or SCS/AS configuration. The REST QoS
plugin then makes the change and interacts with the PCRF to modify the Rx session
by triggering an Rx-AAR.
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Figure 2-47 illustrates the AS Session Remove procedure initiated by SCS/AS. To
remove the AS session, SCS/AS sends an HTTP DELETE message to the Individual
AS Session with Required QoS Subscription resource. After receiving the HTTP
DELETE message, the SCEF QoS action sends an HTTP DELETE for the Application
QoS Service resource toward the REST QoS plugin. The REST QoS plugin then
removes all properties and interacts with the PCRF to terminate the Rx session by

ORACLE

sending an Rx-STR command.
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SCS/AS

AsSEssionWithQoS
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e ]

ALCEDLE

———

After a successful response is received from the REST QoS plugin, an HTTP DELETE
for the ApplicationQoSNotification resource is sent by the QoS action to unregister
notifications for the UE and the AS session data stored in database is cleared. A
success response is then sent to the SCS/AS stating that the AS session has been

removed successfully.
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Figure 2-47 AS Session Remove
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When the REST QoS plugin receives a traffic plane notification (for example,
transmission resource lost), or if it gets informed that the Rx session is terminated (for
example, due to a release of PDN connection), then it sends an HTTP POST message
including the notified event (for example, session terminated) and the accumulated
usage (if received from the PCRF) to the callback URI notificationUri provided by

the SCS/AS during the creation of the individual AS Session with the Required QoS
Subscription. The SCS/AS responds with an HTTP response to confirm the received
notification.

Figure 2-48 illustrates the event notification generated when a PCRF terminates the
Rx session. In this case, PCRF sends a Rx-ASR command to the REST QoS service
plugin. The QoS service plugin then triggers a notification toward the QoS action,
which verifies if the session exists in the database. Once the session data is fetched
from the database, a notification is sent to the SCS/AS with details of the event. After
a response is received from the SCS/AS, an unregister notification request is sent to
the REST QoS plugin to stop sending notifications for this UE. The session data in the
database is then cleared.
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Figure 2-48 AS Session QoS Modification
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Managed Objects

SCEF works with Common (including SCS/AS and System Options), AppWorks, and
NIDD (including NIDD and APN Configuration) managed objects described in this

chapter.

SCSIAS

The SCS/AS managed objects exist for each SCS/AS that needs to communicate with
DSR's SCEF application. This managed object allows the customer to configure an
SCS/AS by specifying its properties and associate an APN to it. Attributes listed in
SCS/AS are used to configure the SCS/AS managed object.

Table 3-1 SCSI/AS Attribute Descriptions
|

Attribute Description

scsAsld The SCS/AS identifier.

niddCfgSetName The NIDD Configuration Set managed object
associated to this SCS/AS. When this attribute
is populated, the NIDD feature is enabled.

apnCfgSetName The APN Configuration Set managed object

monitoringEventCfgSetName
deviceTriggeringCfgSetName

aclld
callbackUrl

smsScFqdn
smsScRealm
scsAslsdn

iseEcrAllowed

associated to this SCS/AS. This attribute must
be populated if the niddConfigSetName is
populated.

The Monitoring Events Configuration Set
managed object associated to this SCS/AS.

The Device Triggering Configuration Set
managed object associated to this SCS/AS.

Associated Aclld with SCS.

Destination URL for any notification messages
for this SCS/AS.

FQDN of SMS-SC.
Realm of SMS-SC.

ISDN number of the SCS/AS in international
ISDN number format.

Value of this attribute decides if Enhanced
Coverage Restriction Control is allowed or not.

System Options

The System Options managed objects allow the customer to specify routing
configurations and system defaults that apply to a DSR node. Attributes listed
Table 3-2in are used to configure the System Options managed object.
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Table 3-2 System Options Attribute Descriptions

Attribute

Description

art

prt

apiGwlpList

priority

retryDbUpdate

servingPImnRateControlEnabled

scefWaitTime

binaryEncoder

Application Routing Table instance used
to route any Diameter request messages
generated by the SCEF application.

Peer Routing Table instance used to route any
Diameter request messages generated by the
SCEF application.

A comma separated list of IPv4 addresses

of the DSR API Gateway application server.
The SCEF application distributes the HTTP
request messages toward the DSR API
Gateway among the IP addresses listed in the
apiGwlplList attribute.

DRMP priority of NIR, ACR, and CMR
messages originated by SCEF.

The number of times the SCEF MP server
may retry when an attempt to update a context
in the USBR server fails due to concurrent
update checksum mismatch.

This option allows the customer to enable or
disable Mobile Terminating PDU rate control
based on the Serving PLMN Rate Control
configuration requested by MME/SGSN.

The duration of time in seconds the SCEF
application may wait for a Diameter Answer
message for any request sent to the MME/
SGSN. The scefWaitTime attribute should
match the Pending Answer Timeout value in
the Diameter configuration.

The Binary-To-Text encoding scheme to use
to transcode binary data while sending to or
receiving from the SCS/AS in JSON-encoded
HTTP message. Allowed values are:

e Base2

. Basel6
. Base64
« ASCII

AppWorks

The AppWorks managed objects (Server Groups, Resource Domains, Places, and
Place Associations) require the following changes described in this section.

» All DA-MP servers that running the SCEF application need to be configured in a
Place Association of type Application Region.

» All DA-MP servers that running the SCEF application need to be configured in a
Resource Domain with a Application MPs profile.

NIDD Configuration Set

An NIDD Configuration Set managed object exists for each instance of an NIDD
Configuration Set. This managed object allows the customer to create instances of
NIDD Configuration Sets as needed. The NIDD Configuration Set specifies various
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attributes that controls the processing of NIDD-related messages, and safeguards
the operator from unacceptable request parameters, for example, an authorization

duration that is too long.

Table 3-3 Non-IP Data Delivery Attribute Descriptions

Attribute

Description

name

maxAuthDuration

pdnEstablishmentOptionEnabled

pdnEstablishmentOption

dataDuration

maxOnholdDataMsg

priority

minRetransmissionTime

A name that uniquely defines the NIDD
Configuration Set.

Maximum time in seconds the NIDD
configuration is valid.

Applicability of the PDN Establishment
Option IE received in the NIDD

Configuration message and/or Downlink Data
Delivery messages received for this NIDD
configuration.

Default PDN Establishment Option to apply
if the NIDD Configuration message and
any subsequent Downlink Data Delivery
message(s) do not contain the PDN
Establishment Option IE.

Note: This attribute is applicable only if the
pdnEstablishmentOptionEnabled is set to true.

Any change made to the
pdnEstablishmentOptionEnabled attribute
takes effect when the next Downlink Data
message is received from the SCS/AS.

The maximum time in seconds a Downlink
Data Delivery message is considered to

be valid when it is buffered by the SCEF
application. If dataDuration is set to 0,

then SCEF does not buffer NIDD MT data
messages irrespective of maxOnholdDataMsg
configuration and maximum message latency
value received in the MT NIDD submit request
from SCS/AS.

The maximum number of messages for each
UE that can be buffered by SCEF application.

The default priority associated to a Downlink
Data Delivery message when the same is
not present in the message received from the
SCS/AS.

The minimum time in seconds the SCEF
application requires to buffer a Downlink Data
Delivery message in the USBR database and
then retransmit it to the MME/SGSN.

Note: This attribute becomes more significant
in slow WAN networks.

APN Configuration

An APN Configuration Set managed object instance exists for each Access Point
Name that the customer servers by SCEF signaling. An APN Configuration Set
managed object is associated to an SCS/AS. This managed object specifies various

ORACLE
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attributes that controls the processing of signaling messages that belong to that APN,

for example the rate control attributes.

Table 3-4 Access Point Name Attribute Descriptions

Attribute

Description

Name
maxPacketSize

maxPacketBufferSize

downlinkApnRateControlUnit

downlinkApnRateControlVal

downlinkApnMessageRate

uplinkApnRateControlUnit

uplinkApnRateControlVal

uplinkApnMessageRate

Access Point Name.

Maximum Packet Size (Uplink or Downlink) in
bytes that is allowed to be transmitted through
the SCEF application.

Maximum Packet Size (Downlink) in bytes
that is allowed to be buffered by the SCEF
application.

The unit for Downlink APN rate

control. Any change made to the
downlinkApnRateControlUnit attribute takes
effect when the next Downlink Data message
is received from the SCS/AS.

Multiple of Downlink APN rate control

unit. Any change made to the
downlinkApnRateControlVal attribute takes
effect when the next Downlink Data message
is received from the SCS/AS.

The maximum Downlink message rate

for this APN. Any change made to the
downlinkApnMessageRate attribute takes
effect when the next Downlink Data message
is received from the SCS/AS.

The unit for Uplink APN rate control. Any
change made to the uplinkApnRateControlUnit
attribute takes effect when the next Downlink
Data message is received from the SCS/AS.

Multiple of Uplink APN rate control unit. Any
change made to the uplinkApnRateControlVal
attribute takes effect when the next Downlink
Data message is received from the SCS/AS.

The maximum Uplink message rate for

this APN. Any change made to the
uplinkApnMessageRate attribute takes effect
when the next Downlink Data message is
received from the SCS/AS.

3-4



Configure SCEF

All configurations and status reporting for the SCEF application is performed using
machine-to-machine interfaces. To access the MMI APl documentation through a
direct URL access, without login, go to http://(IP address of NOAM or SOAM)/raml/
mmi.html. Or the MMI API documentation can be accessed directly from the DSR GUI
by clicking on the new MMI API Guide menu item.

The SCEF application is bundled with DSR. Once you have activated SCEF and start
using it, SCEF changes, described in this section, are seen in the DSR GUI.

Alarms, Events, and KPI Changes

Alarms, Events, and KPIs have been added to the Alarms and KPI Reference Manual
available on OHC at https://docs.oracle.com/en/industries/communications/diameter-
signaling-router/index.html.

Measurement Changes

Measurements have been added to the Measurements Reference Manual available
on OHC at https://docs.oracle.com/en/industries/communications/diameter-signaling-
router/index.html.

MMI Changes

MMI changes are described in the SCEF MMI Attributes chapter of this manual.

Basic SCEF Configuration

Follow these steps first before beginning the SCEF MMI configuration.

1. Configure the Resource, Resource Domain, Place, and Place Association for
SCEF.
Refer to the Session Binding Repository (SBR) User's Guide on OHC.

2. Configure the Local Node, Peer Nodes, Connections, PRT, and ART (table and
rules).
Refer to the Diameter User's Guide on OHC.

3. (Optional) If Application Chaining is intended for Diameter routing:

a. Configure ART (Table and Rules).
Refer to the Diameter User's Guide on OHC.

b. Configure RBAR/FABR.
Refer to the Range Based Address Resolution User's Guide and Full Address
Based Resolution User's Guide on OHC.

SCEF MMI Configuration

ORACLE

Once the basic configuration is complete, make these changes in MMI on the SO. The
MMI API documentation can be found on OHC.
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1. Configure ACL by configuring these managed objects:

a.

Access Control List

An Access Control List (ACL) configuration entry consists of a name. The
purpose of the ACL is to maintain a set of Access Control Rules that can be
associated to one or more SCS/AS.

Send a POST nessage to an active SOAMwith a
URL scef/accesscontrollists and content as specified in
accesscontrol list.json

For example,

scef/accesscontrol lists -v POST —r accesscontrollist.json

Access Control Rules
This MO maintains all rules for access control.

Send a POST nessage to an active SCAMwith a

URL scef/accesscontrolrules and content as specified in
accesscontrol rul e_DN.json

Send a POST nessage to an active SCAMwith a

URL scef/accesscontrolrules and content as specified in
accesscontrol rul e_Domai n. j son

For example,

scef/accesscontrolrules -v POST —r accesscontrol rul e_DN.json
scef/accesscontrolrules -v POST —r accesscontrol rul e_Domain.json

Access Control Associations
This MO creates/maintains the association between the List and Rules. This is
used to tell which rules are under a specific List.

Send a POST nessage to an active SOAMwith a URL

scef/accesscontrol associations and content as specified in
accesscontrol associ ation.json

For example,

scef/accesscontrol associ ati ons -v POST -r
accesscontrol associ ation.json

Configure APN with the name and configuration-specific data for APN.

scef/apnconfigurationsets -v POST —r apnconfigurationset.json

Configure the Options managed object with system configuration parameters for

SCEF.

scef/options -v POST —r options.json
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4. Configure the NIDD configuration set.

scef/ni ddconfigurationsets -v POST —r niddconfigurationset.json
5. Configure the Monitoringevent configuration set.

scef/noni toringeventconfigurationsets -v POST -r
noni t ori ngevent confi gurationset.json

6. Configure the Device Triggering configuration set.

scef/devi cetriggeringconfigurationsets -v POST —r
devi cetriggeringconfigurationset.json

7. Configure SCS/AS to specify the SCSid and its associated configuration. Use
JSON based on the features that need to be enabled.

/ scef/scsapplicationservers -v POST —r scsapplicationserver.json

8. Create JSON files MMI will use.

Example 4-1 scsapplicationserver.json

scsapplicationserver.json with NIDD enabled.

{
"apnCf gSet Nane": "apnl.test.conl',
"cal | backUrl": "https://test.xyz.cont,
"interimnterval": 600,
"“ni ddCf gSet Narme": " NI DDCFGL",
"scsAsld": "SCSASL"

}

scsapplicationserver.json with MONITORING enabled.

{
"apnCf gSet Narme": "apnl.test. conf,
“cal | backUrl": "https://test.xyz.cont,
"char gi ngEnabl ed": fal se,
“interimnterval": 600,
"moni t ori ngEvent Cf gSet Nane": " MONEVENT1",
"scsAsld": "SCSASL"

}

scsapplicationserver.json with ECR enabled.

{
“cal I backUrl": "https://test.xyz.cont,
“isEcr Al l owed”: true,
"scsAsld": "SCSASL"
}
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scsapplicationserver.json with DT enabled.

{
"apnCf gSet Nane": "apnl.test.conl',

"cal | backUrl": "https://test.xyz.cont,
"char gi ngEnabl ed": fal se,
"“interimnterval": 600,

"devi ceTri ggeringCf gSet Nare": "DevTrigl",
"scsAsld": "SCSAS1",

"scsAsl sdn":"123456789",

"sneScFqdn": "test.one",

"snmeScReal nf': "oracl e. con

scsapplicationserver.json with ACL, NIDD, MON, and DT enabled.

{
"apnCf gSet Nane": "apnl.test.conl,

"cal | backUrl": "https://test.xyz.cont,
"acl Name": "ACL1",

"char gi ngEnabl ed": fal se,
“interimnterval": 600,

"ni ddCf gSet Nanme": " NI DDCFGL",

"moni tori ngEvent Cf gSet Nane": " MONEVENT1",
"devi ceTri ggeringCf gSet Nare": "DevTrigl",
"scsAsld": "SCSASL",

"scsAsl sdn":"123456789",

"sneScFqdn": "test.one",

"smeScReal i': "oracl e. cont

Example 4-2 accesscontrolrule_DN.json

This creates a rule to allow NIDD and Monitoring for DOMAIN = test.oracle.com.

{
"name": "RULE2",
"domai n": "test.oracle.cont,
"supportedFeatures": |
"Monitoring",
"N dd"
1,
"userldentifierType": "DOVAIN'
}

Example 4-3 accesscontrolassociation.json

Associates RULE1 with ACL1

"acl Name": "ACL1",
"rul eNane": "RULEL"
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Example 4-4 apnconfigurationset.json
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This managed object controls the APN level rate control parameters.

{

"downl i nkApnMessageRat e": 300,

"downl i nkApnRat eControl Unit": "Day",

"downl i nkApnRat eControl Val ": 3,
"maxPacket Buf f er Si ze": 100,
"maxPacket Si ze": 100,

"name": "apnl.test.cont,

"val ue": "apnl.test.conf,

"upl i nkApnMessageRat e": 600,
"uplinkApnRateControl Unit": "Wek",
"uplinkApnRat eControl Val": 6

Example 4-5 options.json

{

Example 4-6 monitoringeventconfigurationset.json

{

Example 4-7 devicetriggeringconfigurationset.json

{

"api GM pList": [
"20. 20. 20. 2",
"20. 20. 20. 4"

1

"art": "ART1",

"prt": "PRT1",

"scefld": "oracle.cont,

"scef Wi t Ti me": 1200,

"servi ngPl mRat eCont r ol Enabl ed": true

“moni toringType": [
"UEReachabi i ty",
"Locati onReporting"

] )

"name": " MONEVENT1"

"defaul t ApplicationPort": 1000,
"defaul tPriority": "NonPriority",
"maxVal i di t yPeriod": 3600,
"name": "DevTrigl",

"mandat eAppl i cationPort": fal se,
"mandatePriority": false
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Example 4-8 niddconfigurationset.json

{
"databDuration": 20,
"maxAut hDur ation": 86400,
"maxOnhol dDat aMsg": 1,
"m nRet ransni ssi onTi n": 6,
"name": "N DDCFGL",
"pdnEst abl i shment Opti on": "1 NDI CATE_ERROR',
"pdnEst abl i shment Opti onEnabl ed": fal se
}

Chapter 4
SCEF MMI Configuration
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Monitoring Event

The Monitoring Events feature monitors specific events in the 3GPP system and
makes monitoring event information available using SCEF. It identifies the 3GPP
network element suitable for configuring specific events, event detection, and event
reporting to the authorized users, for example, for use by applications or logging. If
such an event is detected, the network can be configured to perform special actions,
for example, limit UE access.

The Monitoring Event procedure requested by SCS/AS is determined from the URI as
described in Table 5-1

Table 5-1 Supported Monitoring Event Resources and Methods
|

Resource Name Resource URI HTTP Method(s) HTTP Initiator
Monitoring Event 3gpp-monitoring- POST SCSIAS
Subscriptions event/vl/ {scsAsld}/

subscriptions/
Individual Monitoring ~ 3gpp-monitoring- GET, DELETE SCSI/IAS

Event Subscription event/vl/ {scsAsld}/
subscriptions/
{subscriptionld}

Monitoring Event {notificationDestinatio POST SCEF
Notification n}

Supported Monitoring Events include:

* LOSS_OF_CONNECTIVITY

* UE_REACHABILITY

* LOCATION_REPORTING

+ CHANGE_OF_IMSI_IMEI_ASSOCIATION

*  ROAMING_STATUS

 UE_REACHABILITY plus idleStatusindication flag = true

«  COMMUNICATION_FAILURE

e AVAILABILITY_AFTER_DDN_FAILURE plus idleStatusindication flag = true
* NUMBER_OF_UES_PRESENT_IN_AN_AREA

Monitoring Event Subscription

To subscribe a new monitoring event configuration, the SCS/AS sends an HTTP
POST message to the SCEF. The body of the HTTP POST message includes the
Monitoring Type, and may include External Identifier(s) or MSISDN(s) or External
Group ID, Maximum Number of Reports, Monitoring Duration, T8 Destination Address,
and Group Reporting Guard Time, where the External Identifier or MSISDN indicates
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the subscription for an individual UE and the External Group ID indicates a group of
UEs. SCEF generates a corresponding subscription ID for a new subscription request.

# Note:

SCEF always gives higher preference to an External Identifier when both
Identifiers (External Identifier and MSISDN) are present in the Monitoring
Event Configuration Request message.

The SCS/AS sends a Monitoring Subscription Request (External Identifier or MSISDN
or External Group ID, Monitoring Type, Maximum Number of Reports, Monitoring
Duration, T8 Destination Address, and Group Reporting Guard Time) message to the
SCEF.

If the SCS/AS wants to configure Monitoring Event for the group of UEs, the SCS/AS
can send a Monitoring Request message including External Group ldentifier and
Group Reporting Guard Time. A Group Reporting Guard Time is an optional parameter
to indicate aggregated Monitoring Event Reporting(s), which has been detected for the
UEs in a group, needs to be sent to the SCS/AS once the Group Reporting Guard
Time is expired.

The SCEF stores the SCS/AS Identifier, T8 Destination Address, Monitoring Duration,
and Maximum Number of Reports. The SCEF generates a subscription ID in case of a
new POST request.

The SCEF sends a Monitoring Request (External Identifier or MSISDN or External
Group Identifier, SCEF ID, SCEF Reference ID, Monitoring Type, Maximum Number
of Reports, and Monitoring Duration) message to the HSS to configure the given
Monitoring Event on the HSS in Configuration-Information-Request (CIR) message.

After processing, HSS sends a Configuration-Information-Answer (CIA) message.
Then according to the result code received in the CIA message, if the result code is
Success (2001), the SCEF sends a Monitoring Response (Subscription, Configuration
Results, Monitoring Event Reports and Cancel Indication) message to the SCS/AS

to acknowledge acceptance of the Monitoring Request; if the result code is not
successful, then an error result code informs the SCS/AS about the error occurred/
received.
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Figure 5-1
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Notification in Reporting-Information-Request (RIR) from HSS

This procedure is used between the HSS and the SCEF, whenever HSS needs to

send a report in RIR.

When the procedure is invoked by the HSS, it is used for reporting the:

It is also used to:

Indicate the reason of communication failure.

Change of association of the UE and UICC and/or new IMSI-IMEI-SV;
UE reachability for SMS; and

Roaming status (Roaming or No Roaming) of the UE, and change in roaming
status of the UE.

Update the SCEF with the suspend/resume/cancel status of an ongoing
monitoring.
Only Cancel is supported for current SCEF release.

Convey reports and/or status indications for all or some UEs belonging to a group.

5-3



Chapter 5
Monitoring Event Notification

* Indicate the information when the UE transitions into idle mode.

For group based configuration processing, if the Group Guard Timer was included
in the CIR command, the HSS sends the RIR command before the Group Guard
Timer expires and includes several reports and/or status indications in one or more
Group-Monitoring Event Report AVPs.

# Note:

The HSS may divide the accumulated Monitoring Configuration Indications/
immediate reports into multiple messages.

The HSS sends immediate reports and configuration indications for the
group based configuration processing using the Group-Monitoring-Event-
Report.

When the SCEF receives a RIR from the HSS, and at least one of the received
Monitoring Event Reports has a SCEF-Reference-ID not known by the SCEF, it shall
reply with DIAMETER_ERROR_SCEF_REFERENCE_ID_UNKNOWN. In that case,
if the HSS had included multiple Monitoring Event Reports in the RIR command,

the SCEF includes in the Reporting Information Answer command a list of Monitoring-
Event-Report-Status AVPs where the status of multiple monitoring event reports is
detailed. In that AVP list, the AVPs corresponding to event reports with a successful
status may be omitted by the SCEF for efficiency.

SCEF compares the Monitoring type, User Identifier, and its value received

in message with the context. If there is any mismatch, it replies with
DIAMETER_ERROR_SCEF_REFERENCE_ID_UNKNOWN; otherwise, when the
SCEF receives a RIR from the HSS, the SCEF sets the Experimental-Result to
DIAMETER_SUCCESS in the Reporting Information Answer and handles it according
to the procedures defined in 3GPP TS 23.682 Architecture enhancements to facilitate
communications with packet data networks and applications.

For each successful report data in Group-Monitoring-Event-Report and the Monitoring
Event Report AVPs, SCEF sends an HTTP post notification message to SCS/AS with
details as received in RIR message.

Figure 5-2 Reporting from HSS
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Notification in Reporting-Information-Request (RIR) from MME/SGSN

When the SCEF receives a Reporting Information Request from the MME/SGSN
and at least one of the Monitoring Event Report AVPs has a SCEF-Reference-

ID not known by the SCEF, it replies with Experimental-Result-Code set to
DIAMETER_ERROR_SCEF_REFERENCE_ID_UNKNOWN. In that case, if the HSS
had included multiple Monitoring Event Reports in the RIR command, the SCEF
includes in the Reporting Information Answer command a list of Monitoring-Event-
Report-Status AVPs where the status of multiple monitoring event reports is detailed.
In that AVP list, the AVPs corresponding to event reports with a successful

status may be omitted by the SCEF, for efficiency; otherwise, when the SCEF
receives a Reporting-Information-Request command from the MME/SGSN, the
SCEF sets Result-Code to DIAMETER_SUCCESS in the Reporting-Information-
Answer and handles it according to the procedures defined in 3GPP TS 23.682
Architecture enhancements to facilitate communications with packet data networks
and applications.

SCEF compares the Monitoring type, User Identifier, and its value received
in message with the context. If there is any mismatch, it replies with
DIAMETER_ERROR_SCEF_REFERENCE_ID_UNKNOWN.

For each successful report data in the Monitoring Event Report AVPs, SCEF sends an
HTTP post notification message to SCS/AS with details as received in RIR message.
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Notification in Configuration-Information-Answer (CIA)

This procedure is used between the HSS and the SCEF. HSS can send an available
report for the Monitoring Event for the subscription done in the Monitoring Event
Report AVPs in the Configuration-Information-Answer (CIA) message itself.

In case of a single report, for a successful report

data in the Monitoring Event Report

AVP, SCEF sends the report as a part of the Monitoring Subscription Response

message.

In case of multiple reports, for each successful report data in the Monitoring Event
Report AVPs, SCEF sends an HTTP post notification message to SCS/AS with details

as received in the RIR message.
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Figure 5-4 Reporting HSS

Reporting from HSS in Configuration-Information-Answer (CIA)
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Monitoring Event Deletion Initiated from SCS/AS

SCS/AS can send HTTP message using Individual Monitoring Event Subscription and
DELETE method. SCS/AS includes the subscription ID in URI, which needs to be
deleted.

SCEF finds and deletes the context for Monitoring Event Subscription corresponding
to SCS/AS and subscription ID received in HTTP message.

SCEF also sends Configuration-Information-Request (CIR) for deletion for SCEF
Reference ID corresponding to SCS/AS and subscription ID received in the HTTP
message.

Figure 5-5 Configuration-Information-Request
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Monitoring Event Deletion Initiated from HSS

ORACLE

When a subscriber is deleted from the HSS while monitoring is active or the
authorization for monitoring is revoked, the HSS sends an RIR command to the SCEF
with the Event-Handling AVP set to the value CANCEL.

SCEF finds and deletes the context for Monitoring Event Subscription corresponding
to SCEF Reference ID received in RIR message from HSS.
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Figure 5-6 Delete Subscription from HSS

Delete Subscription from HSS in Reporting Information Request
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RiA :
HSS SCEF

Monitoring Event Get

ORACLE

SCS/AS can send an HTTP message using the Individual Monitoring Event
Subscription and GET method. SCS/AS includes the subscription ID in URI, which
needs to be fetched.

SCEF finds and gets back the context data stored for the Monitoring Event
Subscription corresponding to SCS/AS and subscription ID received in the HTTP
message.
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SCEF MMI Attributes

Access Control Associations

The Access Control Associations are used to associate the Rules with an Access
Control List.

Table 6-1 Access Control Associations Attribute Details

Attribute Type Mandatory (Yes/No)
aclName string Yes
ruleName string Yes

Access Control Lists

The Access Control Lists are a set of configurations to support multi tenancy Access
Control, DRMP, and Flow/Overload Control during notification callback.

Table 6-2 Access Control Lists Attribute Details

|
Attribute Type Mandatory (Yes/No)

name string Yes

Access Control Rules

Access Control Rules are a set of configurations to create an Access Control Rule.

Table 6-3 Access Control Rules Attribute Details
]

Attribute Type Enum Values Mandatory (Yes/No)
name string Yes
userldentifierType string MSISDN Yes
DOMAIN
startAddr string No
endAddr string No
domain string No
supportedFeatures?® string Nidd No
Monitoring
Triggering
ECR

IMultiple values can be specified.
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APN Configuration Sets are a set of configurations associated to an APN; the APN is

associated to a SCS/AS Profile.

Table 6-4 APN Configuration Sets Attribute Details

Mandatory

Attribute Type Min/Max Enum Values Default Value (Yes/No)
name string Yes
value string Yes
maxPacketSize integer  1/2500 100 No
maxPacketBufferSize  integer 1/1500 100 No
downlinkApnRateContr string Unrestricted Unrestricted No
olUnit Minute

Hour

Day

Week
downlinkApnRateContr integer 0/60 No
olvalt
downlinkApnMessageR integer  1/1000 No
atel
uplinkApnRateControlU string Unrestricted Unrestricted No
nit Minute

Hour

Day

Week
uplinkApnRateControlV integer 0/60 No
alt
uplinkApnMessageRat integer 1/1000 No

el

IHas an unconfigured value of -1.

Device Triggering Configuration Sets

Device Triggering Configuration Sets are a set of configurations for Device Triggering

to create a SCS/AS.

Table 6-5 Device Triggering Configuration Sets Attribute Details

Default Mandatory
Attribute Type Min/Max  Enum Values Value (YesINo)
name string Yes
defaultApplicationPort integer  0/65535 1000 No
defaultPriority string NonPriority NonPriority ~ No
Priority
maxValidityPeriod integer  -1/86400 3600 No
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Table 6-5 (Cont.) Device Triggering Configuration Sets Attribute Details

Default Mandatory
Attribute Type Min/Max  Enum Values Value (YesINo)
mandateApplicationPort ~ boolean true false No
false
mandatePriority boolean true false No
false

Monitoring Event Configuration Sets

Monitoring Event Configuration Sets are a set of configurations for SCEF Monitoring

Events.

Table 6-6 Monitoring Event Configuration Sets Attribute Details

Default Mandatory

Attribute Type Min/Max Enum Values Value (YesINo)
name string Yes
monitoringType?  string LossOfConnectivity Yes

UEReachability

LocationReporting

ChangeOflmsilmeiAsso

ciation

RoamingStatus

CommunicationFailure

AvailabilityAfterDdnFailu

re

NumberOfUEsInAnArea
groupedMonitorin  boolean true false No
gEnabled false
numberOfReports integer  1/5000 1 No
maxMonitoringDu integer ~ 1/86400 3600 No
ration
maxUePerReport integer  1/100 50 No
initiateRefDelete  boolean true false No

false
minTauRauTimer integer 0/21474 No
Valuel 83647
maxTauRauTimer integer 0/21474 No
Valuel 83647
minResponseTim integer 0/21474 No
el 83647
maxResponseTim integer  0/21474 No
el 83647
downlinkPackets integer  1/100 No
enforceReportingl boolean true false No
nterval false
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Table 6-6 (Cont.) Monitoring Event Configuration Sets Attribute Details
|

Default Mandatory

Attribute Type Min/Max Enum Values Value (YesINo)
minReportingInter integer  1/86400 120 No
valt
locationAccuracy® string CgiEcqgi eNB No

eNB

LaTaRa

PLMN

IHas an unconfigured value of -1.
2User can select multiple values. Bit values are shown in Table 6-7.

3PLMN - Future Plan

Table 6-7 Bit Values
]

Enum Bit Value
LossOfConnectivity 1
UEReachability 2
LocationReporting 4
ChangeOfimsilmeiAssociation 8
RoamingStatus 16
CommunicationFailure 32
AvailabilityAfterDdnFailure 64
NumberOfUEsInAnArea 128
EnhancedCoverage 256

Monitoring Location Areas

A set of configurations that apply to Monitoring Location Area call flows.

Table 6-8 Monitoring Location Areas
|

Mandatory
Attribute Type Min/Max Enum Values  Default Value (Yes/No)
mcc integer 0/999 Yes
mnc integer 0/999 Yes
locationAreaCod integer 0/65535 No
e
routingAreaCode integer 0/255 No
trackingAreaCod integer 0/42949672 No
e 95
locationAreaFqd string Yes
n
locationAreaReal string Yes

m
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Table 6-8 (Cont.) Monitoring Location Areas

Mandatory
Attribute Type Min/Max Enum Values Default Value (Yes/No)
locationAreaTyp string TRACKINGARE Yes
e AID
ROUTINGAREA
ID

NIDD Configuration Sets

NIDD Configuration Sets are a set of configurations that apply to NIDD call flows.

Table 6-9 NIDD Configuration Sets Attribute Details

Mandatory

Attribute Type Min/Max Enum Values  Default Value (Yes/No)
name string Yes
dataDuration integer 0/2678400 0 No
maxAuthDuratio integer 60/ 86400 No
n 1000000000
maxOnholdData integer 1/5 1 No
Msg
minRetransmissi integer 0/10 5 No
onTime
pdnEstablishmen boolean true false No
tOptionEnabled false
pdnEstablishmen string WAIT_FOR_UE INDICATE_ER No
tOption INDICATE_ERR ROR

OR
priority integer 0/15 0 No
SCSIAS

SCS/AS enables applications to access and use functionality provided by Service
Components over standardized interfaces (APIS).

Table 6-10 SCSJ/AS Attribute Details

Mandatory

Attribute Type Min/Max Enum Values Default Value (Yes/No)
scsAsld string Yes
niddCfgSetName string No
apnCfgSetName string No
monitoringEventCfgSet string No

Name

deviceTriggeringCfgSet string No

Name

callbackUrl string No
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Table 6-10 (Cont.) SCSIAS Attribute Details

Mandatory

Attribute Type Min/Max Enum Values Default Value (Yes/No)
chargingEnabled boolean true false No

false
isEcrAllowed boolean true false No

false
interiminterval integer 10/3600 600 No
chargingFeatureList string Nidd No

Monitoring

Triggering
smsScFqdn?! string No
smsScRealm? string No
scsAslsdnt string No
aclName? string No

1Applicable only when Device Triggering is configured .

2Related to Access Control
System Options

SCEF related user configurable Options.

Table 6-11 System Options Attribute Details

Mandatory

Attribute Type Min/Max Enum Values Default Value (Yes/No)
art string No
prt string No
chargingFqdn string No
chargingRealm string No
apiGwIpList string Yes
priority integer 0/15 0 No
retryDbUpdate integer 0/5 2 No
servingPIimnRateC boolean true false No
ontrolEnabled false
longestSubdomain boolean true false No
MatchEnabled false
scefWaitTime integer 1/180 1 No
scefld! string No
binaryEncoder string ASCII Base64 No

Base2

Basel6

Base64

1This maps to the FQDN of Local Node
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OCSG Introduction

This appendix describes how to configure Oracle Communications Services
Gatekeeper (OCSG) and then provision it.

Custom Configuration

This section describes how to configure the OCSG.
Custom configuration of the OCSG involves these steps:

e Configure DSR MP IPs in DSR APl GW

* Add SNMP Trap Receiver

* Change SNMP Version

* Generate MIB File

* Change General Logging Level

* Enable T8 Logging

» Change Statistics Storage Interval

* Enable CDRs

»  Start/Restart Administrative Server

e Start/Restart Application Server

»  Stop the Administrative and Application Servers

* Alarms

* Add New XSl to OCSG

* Change the Administrative Console Account Password

»  Create User Account

* Change the Operator Account Password

* Purge Database Tables

*  Set Up the Two-Way SSL Configuration, which includes:
— Import Client Certificate
— Import Server Certificate

* Change SSL Certificates and Private Keys

Configure DSR MP IPs in DSR APl GW

Any change made to an Application Server (AppServer) reflects to all other servers.

1. Access the DSR API GW Admin console using https://<Admin-Server-XMI-
IP>:9002/console.
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Login using the admin account created when configuring the APl GW.
The default username is weblogic.

Navigate to OCSG, and then AppServerx, and then Communication Services,
and then SCEF_Configuration, and then Attributes (tab).

If the ports are different for each MP server, change the DsrMpList to a
ipl:port,ip2:port,ip3port... format.

If the IPs are in a ip1,ip2, ip3... format, then provide the port in the
DsrMpDefaultPort.

Mark the associated checkbox and click Update Attributes.

Figure A-1 Configure Communication Services Attributes

Orade Communications Services Gatekeeper

OCSG
AppServer 1

# -Communication Services
FH-LogH
E-Container Services

Attributes Operations

Configuration and Provisioning on AppServerl

Deployment Name:SCEFHandlers

Instance Hame:SCEF_Configuration

MBean Type:oracle.ocsg.daf.custom.action.management. SCEFConfigurationMBean

To make changes to any attributes please select the chedk box. To invoke an operation, please select the aperation from the kst

| Wpdate Atiributes.
M psrplist 196.168.200.5:49152 (java.lang.String)
a DsriMpDefaultPort: 80 )
[l  DsrMpBlackiistPeriod: 300000 flong}
[0 scsasm_aph_suffic false {boslean)
0 SCSASID_APN_Suffoc_Delimiter: | o {iava.lang.String)

Add SNMP Trap Receiver

This procedure is performed on each AppServer.

ORACLE

1.

Access the DSR APl GW Admin console using https://<Admin-Server-XMI-
IP>:9002/console.

Login using the admin account created when configuring the APl GW.
The default username is weblogic.

Navigate to OCSG, and then AppServerx, and then Container Services, and
then SnmpService, and then Operations (tab).
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4. For the AddTrapReceiver operation, enter the Address (IP address of the SNMP
trap receiver) and Port (Port to which the SNMP traps should be sent) information.

Figure A-2 Add SNMP Trap
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Ciper ations

Seleck A0 | pidTrapReceer |
Operation:

Adds an SHRP Erap receiver with given address amd port
{pristrongrScoped/strongr: Serverd/pr

Eparas pddress The TP sddress oF host name of the recelver,
gpares port The port of the recelver,

@return The id of the receiver

Addreis:

Pari:

ke

Change SNMP Version

This procedure is performed on each AppServer.

1. Access the DSR APl GW Admin console using https://<Admin-Server-XMI-
IP>:9002/console.

2. Login using the admin account created when configuring the APl GW.
The default username is weblogic.

3. Navigate to OCSG, and then AppServerx, and then Container Services, and
then SnmpService, and then Attributes (tab).

4. Change the SNMPVersion to 1 or 2.

5. Mark the associated checkbox and click Update Attributes.
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Figure A-3 Change SNMP Version
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Generate MIB File

1. Access the DSR APl GW Admin console using https://<Admin-Server-XMI-
IP>:9002/console.

2. Login using the admin account created when configuring the API GW.
The default username is weblogic.

3. Navigate to OCSG, and then AppServerx, and then Container Services, and
then SnmpService, and then Operations (tab).

4. Select the generateMIB operation and click Invoke.
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Figure A-4 Generate MIB File
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Change General Logging Level

ORACLE

This procedure is performed on each AppServer.

1. Access the DSR APl GW Admin console using https://<Admin-Server-XMI-
IP>:9002/console.

2. Login using the admin account created when configuring the API GW.
The default username is weblogic.

3. Navigate to OCSG, and then AppServerx, and then Log4J, and
then logdj:Location=AppServerx,hierarchy=default,logger=root, and then
Operations (tab).

4. Change the Level to one of these values

e ALL

« DEBUG
* ERROR
« FATAL
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* INFO

« OFF

« TRACE
*  WARN

5. Mark the associated checkbox and click Update Attributes.

Figure A-5 Change Log Level

Attributes | Operations

Configuration and Provisioning on AppServer2
Deployment Name:

Instance Name:

MBean Type:

To make changes to any attributes please select the check box. To invoke an operation, please select the
Update Attributes

IncludelLocation:
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AppenderRefs:
trace
] Additive: true (boolean)
Name:
Filter:
null
Ol Levek: INFOD (java.lang.String)

Enable T8 Logging

ORACLE

T8 Logging can be enabled per API (NIDD/ME/DT/ECR) through DSR APl GW
Partner and APl management Portal.

The T8 Request and Responses are logged into the /u03/app/oracle/ocsg-x.x.x/
user_projects/domains/ services-gatekeeper-domain/scef/t8.log file.

1. Access PRM portal using https://<Appserverx-XMI-1P>:9002/portal/partner-
manager/index/login.html url.

2. Login using the admin account created when configuring the API GW.
The default username is weblogic.
3. Click on APIs, and click on API for which T8 Logging should be enabled.

A-6



Appendix A
Custom Configuration

Select the Actions tab.
Select SCEFCustomStatistics on request path and update Enable_msg_logs to 1.
Click Save.

Repeat this procedure for the response path.

® N o o p

To disable T8 logging, repeat this procedure but change the Enable_msg_logs
value to 0.

Figure A-6 Enable T8 Logging
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Change Statistics Storage Interval

ORACLE"

DSR API GW generates various types of SCEF-related statistics that exist within the
DSR API GW database table as slee_statistics_data. Each statistics is represented by
a numerical ID.

Table A-1 NIDD Statistics
]

Statistic Name Statistic ID
NIDD Configuration create

- Request received 1021

- Successful response sent 1022

- Error response sent 1023

NIDD Configuration read

- Request received 1026

- Successful response sent 1027

- Error response sent 1028
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Table A-1 (Cont.) NIDD Statistics
|

Statistic Name Statistic ID
Individual NIDD Configuration request

- Request received 1031
- Successful response sent 1032
- Error response sent 1033
Individual NIDD Configuration delete request

- Request received 1036
- Successful response sent 1037
- Error response sent 1038
Individual NIDD configuration read request

- Request received 1041
- Successful response sent 1042
- Error response sent 1043
NIDD Download Link data deliveries create

- Request received 1046
- Successful response sent 1047
- Error response sent 1048
NIDD Download Link data deliveries read

- Request received 1051
- Successful response sent 1052
- Error response sent 1053
Individual NIDD Download Link data deliveries
create

- Request received 1056
- Successful response sent 1057
- Error response sent 1058
Individual NIDD Download Link data deliveries

read

- Request received 1061
- Successful response sent 1062
- Error response sent 1063
NIDD Configuration update notification

- Request sent 1066
- Successful response received 1067
- Error response received 1068
NIDD downlink data delivery status naotification

- Request sent 1071
- Successful response received 1072
- Error response received 1073
NIDD uplink data delivery status notification

- Request sent 1076
- Successful response received 1077
- Error response received 1078
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Statistic Name Statistic ID
Monitoring event subscriptions read

- Request received 1111
- Successful response sent 1112
- Error response sent 1113
Monitoring event subscriptions create

- Request received 1116
- Successful response sent 1117
- Error response sent 1118
Individual monitoring event subscriptions read

- Request received 1121
- Successful response sent 1122
- Error response sent 1123
Individual monitoring event subscriptions

create

- Request received 1126
- Successful response sent 1127
- Error response sent 1128
Individual monitoring event subscriptions

delete

- Request received 1131
- Successful response sent 1132
- Error response sent 1133
Monitoring event notification

- Request sent 1136
- Successful response received 1137
- Error response received 1138

Table A-3 Device Triggering Statistics

Statistic Name Statistic ID
Device Triggering transaction

- Request received 1081
- Successful response sent 1082
- Error response sent 1083
Device Triggering transaction

- Request received 1086
- Successful response sent 1087
- Error response sent 1088
Individual Device Triggering transaction

- Request received 1091
- Successful response sent 1092
- Error response sent 1093
Individual Device Triggering transaction

- Request received 1096
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Table A-3 (Cont.) Device Triggering Statistics

Statistic Name Statistic ID
- Successful response sent 1097
- Error response sent 1098
Individual Device Triggering transaction

- Request received 1101
- Successful response sent 1102
- Error response sent 1103
Device Triggering delivery report notification

- Request received 1106
- Successful response sent 1107
- Error response sent 1108

Table A-4 Enhanced Coverage Restriction Statistics

Statistic Name Statistic ID
Configure

- Request received 1141

- Successful response sent 1142

- Error response sent 1143
Query

- Request received 1146

- Successful response sent 1147

- Error response sent 1148

Statistics are stored in the database at a configurable interval, which is configurable
using the Admin console. Statistics are collected for the configured interval and stored
in database in different records as one per Application per AppServer.

To change the statistics storage interval, follow this procedure:

1. Access the DSR API GW Admin console using https://[<Admin-Server-XMI-
IP>:9002/console.

2. Login using the admin account created when configuring the API GW.
The default username is weblogic.

3. Navigate to OCSG, and then AppServerx, and then Container Services, and
then Statistics Service, and then Attributes (tab).

4. Change the Storeinterval to desired seconds.

5. Mark the associated checkbox and click Update Attributes.
IPDD Statistics

AAA Messages

ORACLE A-10



ORACLE

Table A-5 AAA Messages

Appendix A

Custom Configuration

Statistics Name Description Statistics
ID
TRANSACTI ON_TYPE_AAA ACR REQUEST SUCCESS ACR Request Success 2101
TRANSACTI ON_TYPE_AAA ACR REQUEST_FAI LURE ACR Request Failure 2102
TRANSACTI ON_TYPE_AAA_ACR_START_SUCCESS ACR Start Success 2111
TRANSACTI ON_TYPE_AAA_ACR_START_FAI LURE ACR Start Failure 2112
TRANSACTI ON_TYPE_AAA_ACR_STOP_SUCCESS ACR Stop Success 2121
TRANSACTI ON_TYPE_AAA ACR_STOP_FAI LURE ACR Stop Failure 2122

MQTT Messages

Table A-6 MQTT Messages

Statistics Name Description Statisti
csID

TRANSACTI ON_TYPE_MQIT_APP_SUBSCRI PTI ON_PCST_ MQTT App Subscription 2001

REQ Post Request

TRANSACTI ON_TYPE_MJIT_APP_SUBSCRI PTI ON_PCST_ MQTT App Subscription 2002

RES_SUCCESS Post Request Success

TRANSACTI ON_TYPE_MJTT_APP_SUBSCRI PTI ON_POST_ MQTT App Subscription 2003

RES_FAI LURE Post Request Failure

TRANSACTI ON_TYPE_MQTT_APP_SUBSCRI PTI ON_DELET MQTT App Subscription 2011

E_REQ Delete Request

TRANSACTI ON_TYPE_MQJIT_APP_SUBSCRI PTI ON_DELET MQTT App Subscription 2012

E _RES SUCCESS Delete Request Success

TRANSACTI ON_TYPE_MJIT_APP_SUBSCRI PTI ON_DELET MQTT App Subscription 2013

E RES FAI LURE Delete Request Failure

TRANSACTI ON_TYPE_MJTT_APP_MI_PUBLI SH SI NGLE_ MQTT AppMT Publish 2021

REQ Single Request

TRANSACTI ON_TYPE_MQTT_APP_MrI_PUBLI SH_SI NGLE_ MQTT App MT Publish 2022

RES SUCCESS Single Request Success

TRANSACTI ON_TYPE_MQJTT_APP_MI_PUBLI SH_SI NGLE_ MQTT App MT Publish 2023

RES FAI LURE Single Request Failure

TRANSACTI ON_TYPE_MQJTT_APP_MI_PUBLI SH BROAD C MQTT App MT Publish 2031

AST Broadcast

TRANSACTI ON_TYPE_MQTIT_DEVI CE_CONNECT_REQUEST MQTT Device Connect 2041
Request

TRANSACTI ON_TYPE_MQIT_DEVI CE_CONNECT_SUCCESS MQTT Device Connect 2042
Request Success

TRANSACTI ON_TYPE_MQTIT_DEVI CE_CONNECT_FAI LURE MQTT Device Connect 2043
Request Failure

TRANSACTI ON_TYPE_MJIT_DEVI CE_SUBSCRI BE_REQUE MQTT Device Subscribe 2051

ST Request

TRANSACTI ON_TYPE_MJTT_DEVI CE_SUBSCRI BE_SUCCE MQTT Device Subscribe 2052

SS Success

TRANSACTI ON_TYPE_MQJTT_DEVI CE_SUBSCRI BE_FAI LU MQTT Device Subscribe 2053

RE

Failure
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Table A-6 (Cont.) MQTT Messages

Statistics Name Description Statisti
csID

TRANSACTI ON_TYPE_MJTT_DEVI CE_UNSUBSCRI BE_REQ MQTT Device 2061

UEST UnSubscribe Request

TRANSACTI ON_TYPE_MQTT_DEVI CE_UNSUBSCRI BE_SUC MQTT Device 2062

CESS UnSubscribe Success

TRANSACTI ON_TYPE_MQTT_DEVI CE_UNSUBSCRI BE_FAI MQTT Device 2063

LURE UnSubscribe Failure

TRANSACTI ON_TYPE_MQTT_DEVI CE_PUBLI SH_REQUEST MQTT Device Publish 2071

Request

TRANSACTI ON_TYPE_MQTT_DEVI CE_PUBLI SH_SUCCESS MQTT Device Publish 2072

Success

TRANSACTI ON_TYPE_MQTT_DEVI CE_PUBLI SH_FAI LURE MQTT Device Publish 2073

Failure

TRANSACTI ON_TYPE_MQJTT_DEVI CE_DI SCONNECT_REQU MQTT Device Disconnect 2081
EST Request

TRANSACTI ON_TYPE_MQTT_DEVI CE_PUBLI SH_NOTI FY  MQTT Device Publish 2091

Notify

TRANSACTI ON_TYPE_MQTT_DEVI CE_PUBLI SH NOTI FY_ MQTT Device Publish 2092
SUCCESS Notify Success

TRANSACTI ON_TYPE_MQTT_DEVI CE_PUBLI SH_NOTI FY_ MQTT Device Publish 2093
FAI LURE Notify Failure

Enable CDRs

Any change made to an Application Server (AppServer) reflects to all other servers.

1.

ORACLE

Access the DSR APl GW Admin console using https://<Admin-Server-XMI-
IP>:9002/console.

Login using the admin account created when configuring the APl GW.
The default username is weblogic.

Navigate to OCSG, and then AppServerx, and then Container Services, and
then Edr Service , and then Attributes (tab).

Change the StoreCdrs parameter to true.

Mark the associated checkbox and click Update Attributes.

A-12



Figure A-7 Enable CDRs

0CsSG

AppServer2
F-Communication Services
B-Logd

I -Container Services

Attributes Operations

Configuration and Provisioning on AppServer2
Deployment Name:wing
Instance Name:EdrService
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MBean Type:com.bea.wlcp.wing.edr.management.EdrServiceMBean

To make changes to any attributes please select the chedk box, To invoke an operation, please select t

| Update Attributes
[] BatchSize: 200

(] PublishTolMs:

true
[] statisticsEnabled: true
StoreCDRs: trug]
[] BatchGroupinglumber: 1

Start/Restart Administrative Server

The procedure to start and restart the server is the same.

ORACLE

(int)

{boolean)

{boolean)

(boolear)

{int)

1. Make sure the nodemgr service is running on the Admin server by with this

command:

sudo service nodengr status

If the nodemgr service is not running, start the service:

sudo service nodengr start

2. cd to /uO3/app/oracle/ocsg-x.x.x/user_projects/domains/services-gatekeeper-

domain.
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Execute

source ../../../wserver/server/bin/set WSEnv. sh

Execute

java webl ogic. WST", this will start a W.ST pronpt

Execute this command at the WLDT prompt

Ws:/offiline: nmConnect (' <nodemanager - user-nane', ‘nodenanager -
password', 'adminserver-im-ip', '5556', 'services-gatekeeper-

domai n', '/u03/app/oracl e/ ocsg-x. x. x/ user_proj ect s/ domai ns/ servi ces-
gat ekeeper-domain', ' plain')

nodemanager-user-name - user name of node manager provided while configuring
DSR API GW

nodemanager-password - password of node manager provided while configuring
DSR Al GW

0Csg-X.X.X. - current DSR APl GW version installed

Execute

W s:/ nnt servi ces- gat ekeeper - domai n> nnBtart (* Adni nServer’)

Make sure the Admin server has successfully started by accessing the console
URL at https://<Admin-Server-XMI-IP>:9002/console.

Start/Restart Application Server

ORACLE

The procedure to start and restart the server is the same.

Make sure the nodemgr service is running on the Admin server by with this
command:

sudo service nodengr status

If the nodemgr service is not running, start the service:
sudo service nodengr start

Access the DSR APl GW Admin console using https://<Admin-Server-XMI-
IP>:9002/console.

Login using the admin account created when configuring the API GW.

The default username is weblogic.

Navigate to Environment, and then Servers, and then Control (tab).

Click Start and confirm.
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Stop the Administrative and Application Servers

Alarms

ORACLE

1.

Access the DSR APl GW Admin console using https://<Admin-Server-XMI-
IP>:9002/console.

Login using the admin account created when configuring the API GW.
The default username is weblogic.

Navigate to Environment, and then Servers, and then Control (tab).
Select the server to stop and click Stop.

Select Force shutdown now and confirm.

Alarms are raised by DSR API GW for different events. If SNMP is configured, alarms
are sent as SNMP traps. OCSG alarms related to SCEF are described in the Alarms
and KPlIs reference guide.

Add New XSI| to OCSG

This procedure adds a new External Signaling Interface (XSI) to the Oracle
Communications Services Gatekeeper (OCSG).

1.
2.

Attach XSl interface to VMs.

Configure ifcfg files so the network is configured and the IP address is picked up
by the VM.

Run these command to open ports in the firewall for the new XSiI:

sudo i pt abl esAdm append

--type=rul e --protocol =l Pv4 --domai n=01dsrapi gw - -
tabl e=filter --chain=l NPUT

--match='-mstate --state NEW-mtcp -p tcp --
dport 10001 -d <XSI-I1P> -j

ACCEPT" - - persi st =yes

sudo i pt abl esAdm append

--type=rul e --protocol =l Pv4 --domai n=01dsrapi gw - -
tabl e=filter --chain=l NPUT

--match='-mstate --state NEW-mtcp -p tcp --
dport 10002 -d <XSI-I1P> -j

ACCEPT" - - persi st =yes

Access the DSR APl GW Admin console using https://<Admin-Server-XMI-
IP>:9002/console.

Login using the admin account created when configuring the APl GW.

The default username is weblogic.

Navigate to Environment, and then Servers, and then AppServerx, and then
Protocols, and then Channels.

Click Lock & Edit.
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8. Add new channels.

Each channel name should be unique.

Change the name, protocol, IP and port.

Leave the rest of the options as default.
9. Add a channel for the new XSI IP and 10001 for http protocol.
10. Add another channel for XSl and 10002 for https protocol.

Figure A-8 Add New XSI to OCSG
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Change the Administrative Console Account Password

ORACLE

1. Access the DSR APl GW Admin console using https://<Admin-Server-XMI-
IP>:9002/console.

2. Login using the admin account created when configuring the API GW.
The default username is weblogic.

3. Navigate to Security Realms, and then myrealm, and then User and Groups,
and then Users , and then weblogic, and then passwords.

4. Stop all the Administrative and Application servers.
See the Stop the Administrative and Application Servers procedure.

5. In each server, navigate to the u03/app/oracle/ocsg-x.x.x/user_projects/domains/
services-gatekeeper-domain/servers/<Server-name>/security folder.

6. Delete the boot.properties file.
7. Recreate the boot.properties file with a new username and password.
username=<user-name>

Password=<password>
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< Note:
These details are encrypted when the server starts successfully.

Stare all the Administrative and Application servers.

See the Start/Restart Administrative Server and Start/Restart Application Server
procedures.

Create User Account

1.

Access the DSR APl GW Admin console using https://<Admin-Server-XMI-
IP>:9002/console.

Login using the admin account created when configuring the API GW.
The default username is weblogic.

Navigate to OCSG, and then AppServerx, and then Container Services, and
then Management Users , and then ManagementUsers, and then Operations
(tab).

Select addUser.

Provide the new username, password, Userlevel (1000), and Type (1) and click
Invoke.

Change the Operator Account Password

1.

4.
5.

Access the DSR APl GW Admin console using https://<Admin-Server-XMI-
IP>:9002/console.

Login using the admin account created when configuring the API GW.
The default username is weblogic.

Navigate to OCSG, and then AppServerx, and then Container Services, and
then Management Users , and then ManagementUsers, and then Operations
(tab).

Select setUserPassword.

Provide the new username and password and click Submit.

Purge Database Tables

This section lists the database tables you should purge periodically on the OCSG
database. How often the tables are cleaned depends on the traffic capacity of the site.
This section provides some recommendations.

ORACLE

About Cleaning Database Tables

Table A-7 lists the database tables that you must periodically clean to prevent them
from growing too large and adversely affecting performance.
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Table A-7 Database Table Cleaning Intervals

Table Recommended Cleaning Interval
SLEE_ALARM Every two months

SLEE_CHARGING (if cdrs is enabled) Depends on the traffic capacity of the site
SLEE_STATISTICS_DATA Every month

Set Up Two-Way SSL Configuration

Two-way SSL configuration mandates clients, opening an HTTPS connection to DSR
API GW, present a client certificate (that is validated by DSR APl GW) before opening
a connection.

The trusted client certificate should be imported to DSR APl GW server so the
validation is successful.

Import Client Certificate

ORACLE

This procedure to import the client certificate is performed on each AppServer.

1. Access the DSR APl GW Admin console using https://<Admin-Server-XMI-
IP>:9002/console.

2. Login using the admin account created when configuring the API GW.
The default username is weblogic.

3. Navigate to Environment, and then Servers, and then AdminServer or
AppServerx, and then Configuration, and then KeyStore.

Note the trust store file path.
SSH to the corresponding server and browse to the trust store file path.

Copy the client certificate(.cer file) to import to the current directory.

N o g &

Execute this command to import the certificate to the trust store (trust store
passphrase should be entered):

keytool -inmport -alias <any-alias-name-for-cert> -file <certificate-
file> -keystore <trust-store-nane>
8. Restart the corresponding server.

9. Access the DSR API GW Admin console using https://<Admin-Server-XMI-
IP>:9002/console.

10. Login using the admin account created when configuring the APl GW.
The default username is weblogic.

11. Navigate to Environment, and then Servers, and then AdminServer or
AppServerx, and then Configuration, and then SSL.

12. Click Advanced.
13. Click Lock and Edit.
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14. Change Two Way Client Cert Behaviorto O i ent Certs Requested And

Enf or ced.

15. Click Save and Active Changes.

Import Server Certificate

This procedure imports the server certificates on the application servers, which the
DSR API GW then sends to SCEF reports. The request is initiated by the DSR API
GW towards the application server over HTTPS.

1.

N o a bk

8.

Access the DSR APl GW Admin console using https://<Admin-Server-XMI-
IP>:9002/console.

Login using the admin account created when configuring the API GW.
The default username is weblogic.

Navigate to Environment, and then Servers, and then AdminServer or
AppServerx, and then Configuration, and then KeyStore.

Note the trust store file path.

SSH to the corresponding server and browse to the trust store file path.
Copy the client certificate(.cer file) to import to the current directory.
Execute this command to import the certificate to the trust store (trust store
passphrase should be entered):

keytool -inmport -alias <any-alias-nane-for-cert> -file <certificate-
file> -keystore <trust-store-name>

Restart the corresponding server.

Change SSL Certificates and Private Keys

DSR API GW shipped with a demo certificate and private key, which are not
recommended for use in a production environment.

ORACLE

To change the demo certificate and private keys of DSR APl GW, obtain:

A CA signed digital certificate (.pem file) and private key for each DSR APl GW
server separately.

A root certificate of CA and any other intermediate certificates used to sign the
digital certificate.

This procedure is performed on each AppServer.

1.
2.

SSH to the server.

Browse to the /u03/app/oracle/ocsg-x.x.x/user_projects/domains/ services-
gatekeeper-domain/security directory.

Replace x.x.x with the DSR APl GW version.

Copy the signed certificate, private key, CA root and intermediate certificates (if
any) to the current directory.
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4.

10.
11.
12.
13.
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Execute
source ../../../../w server/server/bin/set WSEnv. sh

Create a custom key store and import the private key and signed digital certificate
with this command.

java utils.lnmportPrivateKey -keystore Severldentity.jks -storepass
<st orepass>

-storetype JKS -keypass <keypass> -alias <skey> -certfile

<server Cert.penp -keyfile <ServerKey. penr

-keyfil epass <keypass>

Keystore: Severldentity.jks -JKS file in which the certificate and key will be
imported.

Storepass: storepass - This is the password of the keystore file severldentity.jks
Storetype: JKS - Java Key Store.

Keypass: keypass - This password will be configured in server which will be used
to read the Private Key from the keystore.

Alias: skey - This is the alias used for reading the Private Key from the Keystore.
Certfile: serverCert.pem - This is the certificate to be imported into the Keystore.
Keyfile: ServerKey.pem - This is the Private Key to be imported into the Keystore.

Keyfilepass: keypass - This is the Password required to read the Private Key from
the ServerKey.pem file

Create a custom trust store (java key store) and import the CA root certificate with
this command.

keytool -inmport -file <ca.cert> -alias <firstCA> -keystore
<ServerTrust.j ks> -storepass <storepass>

ca.cert - ca root certificate to be imported

firstCA - an alias to the certificate

ServerTrust.jks - trust store with the name will be created
Storepass - trust store pass phrase

Access the DSR APl GW Admin console using https://<Admin-Server-XMI-
IP>:9002/console.

Login using the admin account created when configuring the APl GW.
The default username is weblogic.

Navigate to Environment, and then Servers, and then AdminServer or
AppServerx, and then Configuration, and then KeyStore.

Click Advanced.
Click Lock and Edit.
Change Keystores to Cust om | dentity and Custom Trust.

Provide these values:
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Custom Identity Keystore

Custom Identity Keystore Type

Custom Identity Keystore Passphrase
Confirm Custom Identity Keystore Passphrase
Custom Trust Keystore

Custom Trust Keystore Type

Custom Trust Keystore Passphrase

Confirm Custom Trust Keystore Passphrase

14. Select the SSL tab and provide these values:

Private Key Alias
Private Key Passphrase

Confirm Private Key Passphrase

15. Click Activate Changes.

16. Navigate to Environment, and then Servers, and then Control (tab) to restart the
server.

Open Authorization Configuration Overview

Open Authorization or OAuth is an open standard for token-based authentication
and authorization on the Internet. OAuth allows an end user's account information

to be used by third-party services, such as Facebook, without exposing the user's
password. This section describes an alternative configuration to modifying the APIs
to authenticate with OCSG. The installation script automatically creates the APIs with
support for OAuth as shown in Figure A-9.

Figure A-9 OAuth Installation Script

Service Interface

Imerface Type 5 Existing URL
Exdsting WADLNWSDL File
Registerad Network Service
Exdsting Communication Senvice
Exposed APl Security TEXT
Z0OAUTH

APPEEY

Authorization take place after client has been created and between the two firewalls as
shown in Figure A-10.

ORACLE
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Figure A-10 Authorization Overview

[1ient|

Authorization: Bearer <partner
application token=

eeessssms  |LOCK|  m—

0056

| OFEN | I

Backend Servi cel

This section assumes an API has been created and published and that the
corresponding partner application has also been created. After the application has
been created, assigned to a group, set up with the user account, set up the
authorization as described in this section.

The Authorization Code grant type is used by confidential and public clients to
exchange an authorization code for an access token. After the user returns to the
client via the redirect URL, the application acquires the authorization code from the
URL and uses it to request an access token. Figure A-11 shows this process using the
resource owner authentication and code grant redirect.
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Figure A-11 OAuth Code Grant
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Set Up Authentication and Grant Redirect URLs

The first step to authorization is to set up the authentication and grant redirect URLSs.

1. Navigate to OCSG, and then AppServerx, and then Container Services, and
then OAuthService, and then OAuthCommonMBean.
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Figure A-12 OAuthCommonMBean
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2. Set up the authentication and grand redirect URLS.

ORACLE"
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Figure A-13 Authentication and Grand Redirect URLs
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The Services Gatekeeper offers a built-in subscriber repository to authenticate
subscribers. To use the default Subscriber Manager to authenticate subscribers, follow
these steps:

1. Navigate to OCSG, and then AppServerx, and then Container Services, and
then SubscriberService.
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2.

Figure A-14 SubscriberService
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Create a subscriber account to use for authentication purposes.

ORACLE
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Figure A-15 Subscriber
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Resource Owner

The final step to open authorization is to set up the resource owner and associated
resources.

1. Find the resource ID by navigating to OCSG, and then AppServerx, and then
Container Services, and then OAuthService, and then OAuthResourceMBean.

Figure A-16 OAuthResourceMBean
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2. Find the resource ID corresponding to the application to be authenticated.

Figure A-17 Resource ID
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3. Navigate to OCSG, and then AppServerx, and then Container Services, and
then OAuthService, and then OAuthResourceOwnerMBean..

Figure A-18 OAuthResourceOwnerMBean
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Oracle Communications Services Gatekeeper

oCsG
AppServerl
[E-Communichtion Services
B-Log4
F-AccountSenvice
+-BudgetService
i~ DafactonRegstration
i--DafGeneralinformation
EHDAuthService
-OAuthSamiCer tvBean
-DAuthResourceOwnerMBean

4. Add the subscriber as resource owner of the application ID previously identified.
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Figure A-19 Add Subscriber as Resource Owner

|| e | opeerutsens

Comfguration s Provhaaiag on WLNG _NTE

Imvlsrce Mame - Oatbirrrce

e sn Dy ot be o0 540 b h T na i v o Ll R at - Pvor (L 2

T4 mally charpm bo ary stirSuten pleace welect the thech boa. T imvolr 0 oper shion, plescr wrivct the cpmatan from the Int.

Dperwtara

Srleck dn Cperalion:

dids & resource owner, shich sust be 5 valld websoriber
foaram addreii - The sddreds of the rescurds cwrar.

addRlesvaTelaner

Bparsn FeEurcetigE - Thi PEBCWRCE SCOPEE OF the demir, SERAFRTES by LESOEL.

Ereturs cperation result.
Frhroms ManngesenTECeptlon,

[y pariner_pestmock

B bouree Singe:

gk

[Fea 183 aa37 2ichadn 7. 2eBads

5. Navigate to OCSG, and then AppServerx, and then OAuthService, and then

OAuthClientMBean.

Figure A-20 OAuthClientMBean

ORACLE weblLogic Server administration Console 12c

Change Center

View changes and restarts

Click the iodk & Editbutton to modify, add or

delete items in this domain.

Redease Configuration

Domain Structure

services-gatekeeper-doman
-Domain Par titions
B-Environment
i~Deployments
B-Services
+--Saqurity Realms
B Interoperabiity
B -Disgrostics
EH-0CSG6

L]

m

(&) Home Leog Out Preferences [ mecord
Home = Oracle Communications Services Gab

Oracle Communications Services Gatekee)

OCSG
AppServerl
#-Communication Services
Bi-Logd
Er-Cantainer Services
- AccountService
- ActionFramesork
- ApiFirevall
+--BudgetService
t--DafictionRegistration
E-OAuthService
-OauthSamiCer tMBaan
r-QAuthResourceOwnerMBean
r--OAuthCommonMBean
- DAuthChentMBean

6. Add the application traffic user as a client allowed redirect.
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Figure A-21 Traffic User
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Now when trying to access the application, this screen displays to request
authentication.

Figure A-22 Authentication Request

ORACLE Oracle Communications Service Gatekeeper, Build-in OAuth2.0 Authentication

COMMUNICATIONS Copyright 2012 (C) Oracle Corp.

Warning: The page will redirect to insecure endpoint, please protect vour password!

Application client partner_restmock (partner_restmock) is requesting OAuth2.0 authorization.

r— Details of requested resources
o restmock

Resource owner credential

Login name (address) partner_restmock

Password Ic.l..llo ]

ORACLE
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LwM2M Server Configuration

These steps configure the LwM2M server and device:

1.

Access the DSR APl GW Admin console using https://<Admin-Server-XMI-
IP>:9002/console.

Login using the admin account created when configuring the API GW.
The default username is weblogic.

Navigate to OCSG, and then AppServerx, and then Communication Services,
and then Lwm2mserver_rest_plugin_Instance_x.

Enter the required values for the fields shown in Figure A-23

Figure A-23 LwM2M Server Configuration

] LWM2MServerlistenPort: ERAE

(ink)
[ LWM2MServerListenAddr: 127.0.0.1

Attribute exposed for management

Attribute exposed for management

{Java.lang.string)
.| LwM2MServerDeviceModealsDir: ;

Attribute exposed for management
(java.lang.String)

MQTT Configuration

MQTT Broker exposes Management bean, accessible via OCSG Admin Portal.

ORACLE

1.

Access the DSR APl GW Admin console using ht t ps: // <Admi n- Ser ver - XM -
| P>: 9002/ consol e.

Login using the admin account created when configuring the APIGW.

Navigate to OCSG, and then AppServerx, and then Communication Services,
and then Mqttbroker_rest_plugin_Instancexxx.

Enter the required values for the fields shown in Figure A-24.
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Figure A-24 MQTT Configuration

SSlListenPort:
5656 (int) Attribute exposed for management

MqttCdrRecordType:
121 (int) Attribute exposed for management

ListenAddr: 10.75.217.103 (java.lang.5tring)

Attribute exposed for management

PSKHint:
scefl (java lang.String) Attribute exposed for management

AAAServerIntegration:
true (bookean) Attribute exposed for management

NoOfDeviceSubscriptionAllowed:
> vicesubseriptioniliow 5 (int) Attribute exposed for management

(java lang.String) MQTTDBCleanUpStartTimer (hh:MH)

MQTTDBCleanUpTaskInterval:
86400 (int) MQTTDBCleanUpTaskInterval interval for each successive tasks (in seconds)

MQTTDBRecordValidityPeriod:
7 (int) MQTTDBRecordValidityPeriod for the DB records (in days)

RetalnMessageOnBroadCast: true (boolean) Attribute exposed for management

WeblogicDataSource:
wing.datasource (java.lang.String) Attribute exposed for management

JIMSCrossRoutingWaitTime: 5 (i)

|
[
|
O
O
[
[[] MQTTDBCleanUpStartTimer: 12:00
[
O
[
|
[
|

ListenPort:
1883 (int) Attribute exposed for management

Attributes:

Li st enPort
Description: TCP Listen port of MQTT Broker.

Scope: Local to AppServer.

AAAServer I ntegration

Description: Enable/Disable AAA Integration. Option enabled always. Option given
for future enhancements.

Scope: Shared across AppServers. Changes on one AppServer reflects on all other
AppServers.
PSKHi nt

Description: PSK hint presented by MQTT broker in a response to MQTT Device TCP
hello request with PSK cipher support.

Scope: Cluster, Shared across AppServers. Changes on one AppServer reflects on all
other AppServers.

NoCOf Devi ceSubscri pti onAl | owed
Description: Limit on number of subscriptions received per device.
Range: 1-10

Scope: Cluster, Shared across AppServers. Changes on one AppServer reflects on all
other AppServers.

Wbl ogi cDat aSour ce
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Description: Data source name configured on OCSG, used to connect to MQTT
database of broker. By default, it is wl ng. dat asour ce. This attribute changes only in
case MQTT broker point to database other than OCSG DB.

Scope: Cluster, Shared across AppServers. Changes on one AppServer reflects on all
other AppServers.
JMSCr ossRout i ng\i t Ti e

Description: Application T8 requests are cross-routed across AppServers when the
MQTT device connects to different AppServer than the one received in T8 request.
This parameter defines the waiting time, the originating AppServer waits for a
response for a cross-routed message. This parameter is applicable only in case of
MT message to a single device.

Range: 1-10 (in seconds)

Scope: Cluster, Shared across AppServers. Changes on one AppServer reflects on all
other AppServers.

SSLLi st enPort
Description: SSL Listen port of MQTT Broker.

Scope: Local to AppServer.

Li st enAddr
Description: IP Address of server, MQTT Broker listen for client connections.

Scope: Local to each AppServer.

MJTTDBC! eanUpSt art Ti ner

Description: MJTTDBC eanUpSt art Ti mer (hh:MM)

Scope: Cluster, Shared across AppServers. Changes on one AppServer reflects on all
other AppServers.

MQJTTDBC eanUpTaskl nt erval

Description : MJTTDBC eanUpTaskl nt er val interval for each successive tasks (in
seconds)

Scope: Cluster, Shared across AppServers. Changes on one AppServer reflects on all
other AppServers.

MJTTDBRecor dVal i di t yPeri od
Description: MJTTDBRecor dVal i di t yPeri od for the DB records (in days)

Scope: Cluster, Shared across AppServers. Changes on one AppServer reflects on all
other AppServers.

Ret ai nMessageOnBr oadCast
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Description: This flag will decide if message to be retained on broadcast (true or
false)

Scope: Cluster, Shared across AppServers. Changes on one AppServer reflects on all
other AppServers.

Myt t Cdr Recor dType

Description: MQTT CDR record type

Scope: Cluster, Shared across AppServers. Changes on one AppServer reflects on all
other AppServers.

Operations:

addOr Updat eMJTTAPNRat eCont r ol

Description: This operation adds new APN Rate control or updates existing rate
control with given values.

Input:
«  APNName: Name of the APN, such as, oracl e. com

* APNRate: Rate of the messages allowed from this APN per device. Value should
be between 1 - 2, 147, 483, 647.

*  APNPeriod: Period for which the defined rate is applicable. Unit is seconds.
Consumption rate is reset at start of period. Value should be between 1- 2, 147,
483, 647.

Scope: cluster, performing operation on one Appserver is sufficient.

del et eMJTTAPNRat eCont r ol

Description: This operation deletes the APN rate control set.
Input:

APNName: APN name to be removed.

Scope: cluster, performing operation on one Appserver is sufficient.

I'istAl MJTTAPNRat eControl

Description: This operation lists the configured APN rate control sets.
Output: Displays the configured APN rate control sets.

For example:

apn2@oracle.com, 20, 20

apnl@oracle.com, 3, 120

addOr Updat ePSKI nf o
Description: This operation adds or updates the PSK information for MQTT devices.

Input: Absolute path of csv file containing psk information as <ngtt _client i d, psk>
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Note: PSK CSV file shall be copied to one of the AppServer. Invoking operation

on AppServer is sufficient to configure the PSK for mqtt devices. PSK is encrypted
and stored in database based on OCSG domain security identities. It is important to
backup the domain folder in Admin server periodically. For more details, refer to DSR
API Gateway Installation Guide.

Scope: cluster, performing operation on one Appserver is sufficient.

del et ePSKI nf o
Description: This operation delete the PSK information for MQTT devices.
Input: Absolute path of csv file containing MQTT client id

Note: Copy the csv file to one of the AppServer. Invoking operation on AppServer is
sufficient to delete the PSK for MQTT devices.

Scope: cluster, performing operation on one Appserver is sufficient.

I'i st Al'l PSKCi pher Sui t es
Description: This operation lists all PSK ciphers enabled in MQTT Broker.
Output: List of enabled PSK ciphers.

updat eSupport edPSKCi pher Sui t es

Description: This operation updates the list of PSK ciphers enabled in MQTT Broker.
Input: Comma separated list of PSK ciphers must be enabled.

Note: This operation will cause MQTT broker to restart.

Scope: cluster, performing operation on one Appserver is sufficient.

I'istAl MJITTDBCO eanUplLi st

Description: This operation lists the table names that are part of DB cleanup schedule
in MQTT Broker.

Output: List the table names.

updat eMJITTDBC eanUpLi st

Description : This operation updates the list of table names (provided with comma
separated) to schedule DB cleanup.

Input: Comma separated list of table names to be scheduled.

SCEF AAA Configuration
A Management bean is exposed to configure diameter configurations.

Navigate to Service-gatekeeper-domain, and then OCSG, and then AppServerx,
and then Communication Services, and then SCEF_AAA_Configurationxxxxx.
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Figure A-25 SCEF AAA configuration

Vi vl i 1 vy i bt st e ikt i T vl & S{atIn, (e skl th o
Uit Aftri s

meterListenerPort:
iy 3858 il

HameterListeneridost:
152, 158,100,569

(v g Sring )

DismeterOngisfasim: oo com (v larg S

Attributes:
Di anmet er Li st erner Port
Description: Diameter server port.

Scope: Local to Appserver.

Di anet er Li st ener Host

Description: Diameter server hostname/IP. This can also be used to configure OCSG
AAA FQDN.

Scope: Local to Appserver.

Steps to configure OCSG AAA FQDN:
1. Inthe Appserver 1, execute “sudo vim/etc/hosts”

Add the following line at the end, such as:

“<| Paddress of Appserverl on which 3868 port is opened > scefa0l-
acc-dr. scef. nsk.iot.mc001. ncc250. 3gppnet wor k. or g”

For example:

200. 168. 100. 3 scefa0ll-acc-
dr.scef.nsk.iot.mc001. mcc250. 3gppnet wor k. or g

2. Navigate to Admin WebLogic Console, and then Domain Structure, and then
OCSG, and then AppServerl, and then Communication Services, and then
SCEF_AAA_Configuration

3. Modify Diameter host with Fgdn instead of existing IP address.

4. Repeat above steps on all the Appservers.

Di amet er Ori gi nReal m

Description: Diameter server realm.
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Scope:
cluster, shared across Appservers.

QoS Control Configuration

Following needs to be configured for QoS Control:

1. Manage ScsAs QoS Configuration

2. Manage QoS Reference Configuration

Manage ScsAs QoS Configuration

Currently this configuration allows the user to configure Qos Reference ID and
Max AS session duration for every SCS. Following are the steps to manage this
configuration:

# Note:

Any change made to an Application Server (AppServer) reflects to all other
servers.

1. Access the DSR API GW Admin console using https://<Admin-Server-XMI-
IP>:9002/console

2. Login using the admin account created while configuring the API GW. The default
username is weblogic

3. Navigate to OCSG > AppServerx > Communication Services >
ScsAs_Qos_Configuration > Operations (tab)
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Figure A-26 Manage ScsAs QoS Configuration

0CsG

AppServerl

=+ Communication Services

| -CDR_Configuration
IpDevica_Handler_Configuration
;L'*L-Nr'lster'.-'er_res:_plugin_hstancel.#1.‘0

t=-Mattbroker_rest_plugin_Instance1#1.0
+~"Plugin_qgos_diamster_instance_internal#18.3.1
}--Qo;_Reference_Conﬂguration
t-~SCEF_Configuration

i L*Scs.ﬂs_Qos_Conﬁgu‘at\m

+-Log4)

#-Container Services

Attributes | Operations

Configuration and Provisioning on AppServerl

Deployment Name:SCEF_QO0S
Instance Name:ScsAs_Qos_Configuration
MBean Type:oracle.ocsg.daf.custom.goshandler.ScsAsQosConfigMBean

To make changes to any attributes please select the check box. To invoke an operation, please select the operation from the list.

Operations

Select An
Operation: jistAllScsAslds
removeScsAsConfig
setScsAsConfig
viewScsAsConfig

Add/Modify ScsAs QoS Configuration

Follow this procedure to add/modify ScsAs:
1. Select setScsAsConfig.

2. Enter the ScsAs ID of the SCS, default QosReference value, and max AS
session duration for the SCS.

3. Click Invoke.
View ScsAs Qos Configuration
Follow this procedure to view ScsAs:
1. Select viewScsAsConfig.
2. Enter the ScsAs ID of the SCS and click Invoke.

Remove a ScsAs Qos Configuration

Follow this procedure to remove ScsAs:
1. Select removeScsAsConfig.

2. Enter the ScsAs ID of the SCS and click Invoke.

List All ScsAs IDs Configured

This procedure lists all ScsAs IDs:
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Select listAllScsAslds and click Invoke.

Manage QoS Reference Configuration

ORACLE

QoS reference configuration contains configurations related to up/downlink flow
description and priority settings of session for this Qos Reference. A QoS reference
configuration is uniquely identified by QoS Reference id. In order to select a QoS
reference configured in the system the QoS Reference id can either be sent in

T8 request or it can be configured for an SCS as default QoS reference to be

used. Currently this configuration allows user to set(add/modify), remove, view the
up/downlink data flows and priority options. Below are the steps to manage this
configuration.

¢ Note:

Any change made to an Application Server (AppServer) reflects to all other
servers.

1. Access the DSR API GW Admin console using https://[<Admin-Server-XMI-
IP>:9002/console

2. Login using the admin account created when configuring the APl GW. The default
username is weblogic

3. Navigate to OCSG > AppServerx > Communication Services >
Qos_Reference_Configuration > Operations (tab)
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Figure A-27 Manage QoS Reference Configuration

0CsG

AppServerl

= Communication Services

| i—-CDR_Configuration
t--IpDevice_Handler_Configuration
-Lwm2mserver_rest_plugin_Instancel#1.0
-Mattbroker_rest_plugin_Instance1#1.0
Plugin_gos_diameter_instance_internal#18.3.1
-Qos_Reference_Configuration
+="SCEF_Configuration

| “-ScsAs_Qos_Configuration
+-Log4i

*-Container Services

Attributes | Operations

Configuration and Provisioning on AppServerl

Deployment Name:SCEF_QOS
Instance Name:Qos_Reference_Configuration
MBean Type:oracle.ocsg.daf.custom.qoshandler.QosReferenceMBean

To make changes to any attributes please select the chedk box. To invoke an operation, please select the operation from the list.

Operations

listAllQosReferencelds
Select An  |remaveDownlinkFlow
Operation: | o movePriorityOptions
removeQosReference
removeUplinkFlow
setDownlinkFlow

setPriorityOptions
setUplinkFlow
viewosReference

Add/Modify Priority Option
Add/Modify the priority option:

1.
2.

3.

Select setPriorityOptions.

Enter valid values for these fields:
* Reservation Priority

*  MPS Identifier

* Service URN

Click Invoke.

Remove Priority Option

Remove the priority option:

1.
2.

Select removePriorityOptions.

Enter the Qos Reference ID for which the priority options needs to be removed

and click Invoke.

Add/Modify Uplink Flow
Add/Modify the uplink flow:

1.

ORACLE

Select setUplinkFlow.
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2. Enter valid values for these fields:

Qos Reference ID

Uplink Protocol

Uplink Source Address
Uplink Source Port

Uplink Destination Address
Uplink Destination Port

3. Click Invoke.

Remove Uplink Flow

Remove the uplink flow option:

1. Select removeUplinkFlow.

Appendix A
Custom Configuration

2. Enter the Qos Reference ID for which the uplink flow needs to be removed and
click Invoke.

Add/Modify Downlink Flow
Add/Modify the downlink flow option:

1. Select setDownlinkFlow.

2. Enter valid values for these fields:

Qos Reference ID

Downlink Protocol

Downlink Source Address
Downlink Source Port
Downlink Destination Address

Downlink Destination Port

3. Click Invoke.

Remove Downlink Flow

Remove the downlink flow option:

1. Select removeDownlinkFlow.

2. Enter the Qos Reference ID for which the downlink flow needs to be removed and
click Invoke.

View QoS Reference Flow

View the QoS reference flow:

1. Select viewQosReference.

2. Enter the Qos Reference ID for which the configured up/downlink flow and priority

options need to be viewed and click Invoke.

ORACLE
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List All QoS Reference IDs Configured

List all the QoS Reference IDs that are configured:

1. Select listAllQosReferencelds operation and click Invoke.

Configure QoS Control APl in DSR API Gateway

Create API

ORACLE

QoS Control APIs needs to be configured in the DSR API gateway before the partner
application subscribes for it. Here are the steps to configure the APIs in DSR API
Gateway:

1. Create API
2. Configure QoS Action to QoS Control API
3. Publish the API

Run this curl command to create the API:

curl -X POST -u <partner and APl managerment portal username> -k https://
<App Server |P>;9002/ portal/prm prmpmrest/services/prmpni services/
part ner _manager/ api / Part ner Manager Api / creat eAPl -H ' Cont ent - Type
application/json' -H'cache-control: no-cache' -d '{"createAPl":

{"api Cbj ect": {"api Di spl ayNane": "3gpp- as- sessi on-wi t h-

gos", "api Narme": "api root - qos", "api Versi on": "v1", "api I nterfaces"

[{"name": "apiroot-qos-vvl", "api Met hods":

[{"name":"as_session_with_qos post","displayName": "as_session_with qos p
ost","path":"3gpp-as-sessi on-with-qos/vl/ {scsAsld}/
subscriptions/","httpVerb":"POST", "servi cePath":"3gpp-as-sessi on-wi th-
gos/ v1/{scsAsl d}/
subscriptions/","serviceHttpVerb":"POST", "expose": true},
{"name":"as_session_with _qos_put","displayNane":"as_session w th_gos_put
", "path":"3gpp-as-session-with-qos/vl/ {scsAsl d}/subscriptions/
{subscriptionld}","httpVerb":"PUT", "servicePath":"3gpp-as-sessi on-w th-
gos/ v1/{scsAsl d}/subscri ptions/
{subscriptionld}","serviceHttpVerb":"PUT", "expose":true},
{"name":"as_session_wi th_qos_del ete", "di spl ayNarme": "as_sessi on_with_qgos_
del ete", "path": " 3gpp-as- sessi on-wi th-qos/vl/{scsAsl d}/subscriptions/
{subscriptionld}","httpVerb":"DELETE", "servi cePat h": " 3gpp- as- sessi on-

Wi t h-qos/ v1/{scsAsl d}/subscriptions/
{subscriptionld}","serviceHttpVerb":"DELETE", "expose":true}], "di spl ayNam
e":"apiroot-qos-vvl","fileLocation":"https://portal.3gpp.org/

deskt opnodul es/ Speci ficati ons/ Speci ficationDetails.aspx?

speci ficationl d=3239"}], "wadl Files":[], "northBoundWadl Fi | es"
[],"description":"Setup and nmanage AS session with required QS

", "facade": " REST","direction":"AOMI", "servi ceType": "by-
url","protocol":"http://10.10.10. 10", "privilege":0,"link":"https://
portal . 3gpp. or g/ deskt opmodul es/ Speci fi cati ons/ Speci ficationDetails.aspx?
speci ficationl d=3239", "accessType": "BOTH", "api Aut hTypes"

["TEXT", "QAUTH'], "aut hType": " NONE", "aut hToken":"", "net wor kProxy":"", "net
wor kAut hori zati onURI":"", "net workTokenURI ":"", "net wor kCl i ent Redi rect URl "
't "groups":[],"icon": "expressivel/api.png"}}}

A-42



Appendix A
Custom Configuration

< Note:

Content within <> must be filled with appropriate value.

Example response:

{"creat eAPI Response": {"api | d": " 77474356- 2983- 422a- 9074- 37d602786726"}}

Configure QoS Action to QoS Control API

Publish the API

ORACLE

Run this command to configure action:

curl -X POST -u <partner and APl managenent portal

username> -k https://<App Server |P>:9002/portal/prm prmpmrest/
servi ces/ prm pni servi ces/ partner_manager/ acti onchai n/ subni t Acti onChain
-H ' Content-Type: application/json'" -H'cache-control: no-

cache' -d '{"submitActionChain":{"api D splayNane":"3gpp- as-sessi on-
wi th-qos", "api 1 d":"<apild received in createAPl Response

response>", "request Actions":[{"nane":" SCEFCust oms", "content": " <?xni
version=\"1.0\" encodi ng=\"UTF-8\"

st andal one=\"yes\ " ?><scef Cust omQsAct i onConfi g><i nst ancel d>1234</

i nst ancel d></ scef Cust omQsActi onConfig>"}],"responseActions":
[1,"configVersion":1}}"

" Note:

Content within <> must be filled with appropriate value.

Example response:

{"subnit Acti onChai nResponse": {}}

Run this command to PUBLISH the API:

curl -X POST -u <partner and APl management portal usernane>

-k https://<App Server |P>:9002/portal/prm prmpmrest/services/

prm pm servi ces/ partner_manager/ api/ Part ner Manager Api / updat eApi St at us -
H ' Content-Type: application/json' -H 'cache-control: no-cache' -d
"{"updat eApi Status":{"api Name": "<api |l d received in creat eAPl Response
response>", "api Version":"vl", "status": " PUBLI SHED"}}"

# Note:

Content within <> must be filled with appropriate value.
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Example response:

{"updat eApi St at usResponse": {}}

The newly created API displays on the Partner and APl Management portal.

Modify Log4j2config.xml

ORACLE

Modify log4j2config.xml in all AppServers to change status from t r ace to i nf o, that
is,

<Configuration monitorlnterval ="5"
packages="oracl e. ocsg. daf . cust om acti on. cust om og4j "
status="trace">

to

<Configuration nonitorlnterval ="5"
packages="oracl e. ocsg. daf . cust om acti on. custonl og4j " status="info">

This xml file is available under the location: / u03/ app/ or acl e/ ocsg- 18. 3. 1/
user _proj ect s/ domai ns/ servi ces- gat ekeeper - donmai n/ | og4j

After the above change is done on all AppServers, restart all AppServers from the
Admin console:

https://<floating ip of admin server>: 9002/ consol e/l ogi n/ Logi nForm j sp

Steps to Restart AppServers

1. Log into the Admin console.

2. From the side menu, navigate to Domain Structure, and then Environment, and
then Servers.

3. From the Control tab, mark the checkboxes next to each AppServer and click
Shutdown, and then Force shutdown now.

Use this page to change the state of the servers in this WebLogic Server domain. Control operations on

Managed Servers require starting the Node Manager. Starting Managed Servers in Standby mode requires
the domain-wide administration port.

Domain Structure
services-gatekeeper-domain
ff:-Dnmein Partitions
=-Environment

~-Servers Q
Clusters

}'-Cuherm[e Clusters
;“'-Resuurce Groups

Resource Group Templates

@

[ Customize this table

Servers (Filtered - More Columns Exist)

~-Machines
“virtual Hosts Start | |Resume | | Suspend»| |Shutdown » | | Restart SSL| Showing 1to 2 of 2 Previous | Next
=-Virtual Targets
jh__work Managers []| server & Machine State Status of Last Action
| Concurrent Templates [] | adminServer{admin) Admin RUNNING | Nong
—Resource Manansment
AppServerl machine_AppServerl RUNNING TASK COMPLETED
How do I... =
Start Resume | | Suspend ~ | | Shutdown ~ | Restart SSL Showing 1to 2of 2 Previous | Next

= Start and stop servers
b Ps ® When work completes

+ Start Managed Servers from the
Administration Console

Force shutdown now

Click Yes to confirm.
4. Wait until the state of all AppServer changes to SHUTDOWN.
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5. Mark the checkboxes next to each AppServer and click Start.

6. Click Yes to confirm.

Provisioning OCSG

This section describes how to provision the Oracle Communications Services
Gatekeeper (OCSG).

Provisioning the OCSG involves these steps:

 Expose APl URLs
e On Boarding a Partner
— Register a Partner Account
— Approve (or Reject) a Partner Account
— Create a Partner Group
— Assign a Partner to a Group
— Create a Partner Application
— Approve (or Reject) an Application Creation

— Set Application Password

Expose APl URLs

The DSR APl GW exposes 3GPP T8 resource URLs over the XMI subnet and port
10002 for HTTPS traffic. The deployment topology mandates using an external load
balance, which should be owned and maintained by the customer. The load balancer
is configured to send HTTPS traffic to all DSR API GW AppServers belonging to the
site over XMI IP and port 10002.

Each resource URL format of the T8 API specification is prefixed with /<apiroot-
{nidd/me/dt/ecr}>/v1.

Apiroot is the property provided while configuring DSR API GW.

For example, the NIDD configuration URL will be where the apiroot provided is
operatorl.

/ oper at or 1- ni dd/ v1/ 3gpp_t 8_ni dd/ v1/ {scsAsl d}/configurations

The T8 APIs for NIDD, Monitoring Events, Device Triggering, and ECR are defined on
the Partner and APl Management portal, which can be accessed using the operator
account.
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Figure A-28 Expose API URLs

AP Name v Q
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On Boarding a Partner

This procedure on-boards an SCS/AS into SCEF-OCSG.

Register a partner account.

Approve partner account creation.
Create a partner group.

Assign the partner to a specific group.
Create a partner application.

Approve the application creation request.

N o o M w0 NP

Set the traffic password for the application.

The procedures that follow in this section explain each step in more detail.

Register a Partner Account

ORACLE

A partner account can be registered using a self registration process or you can
register an account for the partner. Both processes can also be done using a GUI
interface or the REST interface. All procedures are described in this section. Refer to
Diameter Signaling Router SCEF Partner User's Guide for configuration information
using the GUI.

Self Registration Using REST

To self register as a partner, use the POST method from the /prm_pm_rest/services/
prm_pr/services/register/Register/registers resource URL.

For more details on the request and response
formats, see https://docs.oracle.com/communications/E81149 01/doc.70/e96582/
resource_Partner_Account.html#resource_Partner_Account_registerSP_POST.

An example of a self registration request and response follow:
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Request:

POST /prm pmrest/services/prmpr/services/register/Register/registerSP
HTTP/ 1.1

Host: 10.178.254.224:9001

User-Agent: Mzilla/5.0 (Wndows NT 10.0; WOW4; rv:52.0) Gecko/
20100101 Firefox/52.0

Accept: application/json, text/javascript, */*; g=0.01
Accept - Language: en-US, en; g=0.5

Accept - Encodi ng: gzip, deflate

Cont ent - Type: application/json

X-request ed-with: XM.Htt pRequest

Referer: http://10.178.254.224: 9001/ portal/partner/index/register.htmn
Cont ent - Lengt h: 650

Connection: keep-alive

{"registerSP":{"splnfo":

{"userNanme": "test userl","enail Addr":"test userl@racle.conf,

"password": "passwordl123”, "phone": "91984538533", "securit yAnswer Choi ce": 0,
"securityAnswer":"tpl", "firstNane":"test fn","lastNane":"test _In","conpa
ny":"oracle",

"companyURL": "http://

oracle.cont, "stateO Province": "Karnataka", "zi pOr Post al Code": "560072",
"street Address": "kudebeesanhal Ii","city":"Bangal aore", "country":"India",
“contacts":

[{"city":"Bangal ore", "contact Ti meFron': "09: 00", "contact Ti neTo": " 17: 00",
“country":"India","enmnil Address":"test partner@racle.cont,"firstNane":"
test fn",

"l'astName":"test _In"}], "userType":"PRM SP"}}}

Response:

HTTP/ 1.1 200 K

Date: Thu, 30 Aug 2018 08:40:13 GMI
Content-Length: 25

Cont ent - Type: application/json

{"regi st er SPResponse": {}}

Register an Account for a Partner Using the GUI

1. Access the partner and APl management portal at https://<AppServerx-XMI-
IP>:9002/portal/partner/index/partnerLogin.html.

Login with the operator account.
Click on the Partners tab.
Click Create Partner Account.

Provide required details.

@ o w N

Click Create Partner.
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Register an Account for a Partner Using REST

To register a partner, use the POST method from the /portal/prm/prm_pm_rest/
services/accountmanage/AccountManagement/createUser resource URL.

To authorize the request, use the operator username and password in the header of
the request.

For more details on the request and response
formats, see https://docs.oracle.com/communications/E81149 01/doc.70/e96582/
resource_Partner_Manager_Account.html.

An example of a registration request and response follow:

Request:

POST /portal /prm prm pmrest/services/ account manage/ Account Managenent /
createUser HTTP/1.1

Host: 10.75.244.188: 9001

User-Agent: Mzilla/5.0 (Wndows NT 6.1; Wn64; x64; rv:57.0) Gecko/
20100101 Firefox/57.0

Accept: application/json, text/javascript, */*; g=0.01

Accept - Language: en-US, en; g=0.5

Accept - Encodi ng: gzip, deflate

Referer: http://10.75.244.188: 9001/ portal / partner-nanager/index/

mai n. ht m

Cont ent - Type: application/json

Aut hori zationX: Basic

b3A6e0FFU310bnp2bm i SEpPhVWNBdI 05QXZ0d3pz SFoxZVBBZNhNVEY3e@CZ1kzci 9ZPQ==
X- Request ed- Wt h: XM.Htt pRequest

Content-Length: 671

Cooki e:

ADM NCONSOLESESSI ON=645Fdnqj m2LnBV4xf 2yqeMdTk3YngS0_q70GaCr ZMA NPi XsLe9xl
1-676027630

Connection: keep-alive

{"createUser":{"userlnfo":

{"userNane": "testuser","emai | Addr":"user 1@ser conpany. cont,
"password": "password1234", "phone": "9845398765", "secur ei t yAnswer Choi ce": 0

"secureityAnswer":"user1","firstName":"userfirstnane", "l ast Name": "userla
st nane",

"company": "userconpany”, "conmpanyURL": "http://

user conpany. cont', "stateQr Provi nce": "statel",

"zi pOr Post al Code": "560037", "street Address": "street1","city": "bangal ore",
“country":"India",

“contacts":

[{"city":"bangal ore", "contact Ti meFroni': "08: 00", "contact Ti neTo": " 17: 00",
“country":"India","emnil Address": "user l@serconpany. cont', "firstNane": "us
erfirstnane",

"l astNane": "userlastnane"}], "user Type":"PRM SP"}}}
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Response:

HTTP/ 1.1 200 K
Content - Length: OServer: Jetty(8.0.1.0)

Approve (or Reject) a Partner Account

ORACLE

When a partner account is created using the self-registration process on the partner
portal, the operator needs to approve (or reject) the request. This can be done using
either the GUI interface or REST interface.

Approve a Partner Account Using the GUI

1.

4.
5.

Access the partner and APl management portal at https://<AppServerx-XMI-
IP>:9002/portal/partner/index/partnerLogin.html.

Login with the operator account.

Click on the red circle on top right corner.
The screen displays all requests pending an approval.

Select the partner request and right click to View Details.

Review the details and approve or reject the request.

Approve a Partner Account Using REST

The partner approval using REST is a three step process involving getting the
notification, approving the request, and updating the notification status.

1.

To get the notification, use the GET

method from the /portal/prm/prm_pm_rest/services/partner_manager/notification/
PartnerManagerNotification/listNotificationsByStatus/UNREAD resource URL.

To authorize the request, use the operator username and password in the header
of the request.

For more details on the request and response
formats, see https://docs.oracle.com/communications/E81149 01/doc.70/e96582/
resource_Partner_Manager_Notification.html.

An example of the notification request and response follow:

Request:

CET /portal /prm prm pmrest/services/partner_nanager/notification/
Part ner Manager Noti fication/listNotificationsByStatus/UNREAD HTTP/ 1.1
Host: 10.75.244.188:9001

User-Agent: Mzilla/5.0 (Wndows NT 6.1; Wn64; x64; rv:58.0) Cecko/
20100101 Firefox/58.0

Accept: application/json, text/javascript, */*; g=0.01

Accept - Language: en-US, en; g=0.5

Accept - Encodi ng: gzip, deflate

Referer: http://10.75.244.188: 9001/ portal / partner/index/

part ner Mai n. ht m

Aut hori zationX Basic

cGrydGhl ¢j E6e0FFU301Z22Q1 UFpwe DZVTmIHdkxr RnBPSXpuNDNMNGx Ne DRDZUpCecnBQ
Tj JYaXzr PQ==
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X- Request ed- Wt h: XM.Htt pRequest
Connection: keep-alive

Response:

HTTP/ 1.1 200 K

Date: Wed, 31 Jan 2018 05:50:57 GVI
Cont ent - Lengt h: 9447

Cont ent - Type: application/json

X- FRAMVE- OPTI ONS:  DENY

{"ListNotificationsByStatusResponse":{"return"
[{"id":"113e1904- 8419- 4cd2- 958a- 659a950ababc”

“content":"Partner Create Application

Task", "date":"01/31/2018", "recei ver":"PM,

"sender": "partnerl","sender Conpany":"oracle", "redirect Qbject"
{"type":"ns4:application"
"notificationld":"113e1904- 8419- 4cd2- 958a- 659a950aba6c”, "appl i cation
I D':"fa789e8d- 9h97- 455a- b556- 491ed5253da5"
"applicationName": "nmmitestappl”, "partnerName": "partnerl", " partnerCom
pany":"oracle",

"description":"mm testing application 1", "applicationAPls"

[{"api Di spl ayNanme": " 3gpp_t 8 ni dd"

"api Name": " 3gpp_t8 nidd","accessURL":"http://

10.10. 10. 9: 8001/ 3gpp_t 8 _ni dd/ vi\nhttps://

10. 10. 10. 9: 7002/ 3gpp_t 8_ni dd/ v1",

"api Version":"v1", "api Description":"dsr nidd test api

", "needReadContract": fal se}],

“trafficUser":"partnerl nmitestappl","trafficPassword":

" { AES} UEYOH2WI'T o5Kwgodl 7uFt mMCr 50LLBTz3H6j Q4] K5j 9AoPdBhj YJi gt qpvB86
uYWNybnTP+x3hTAgn/ UTLr Un==",

"submit Date": "2018- 01- 31- 05: 00", "ef fecti veFroni: "2018-01- 31- 05: 00", "
ef fectiveTo":"2018- 03- 28- 04: 00",

"status":" CREATE PENDI NG APPROVAL", "I ockStat us": " UNLOCKED', "quot a":
{"days":1,"limtExceedK":true

"gtaLimt": 10000}, "rate":
{"regLimt":10,"timePeriod":1},"icon":"expressivelapp.png"},
"status":"UNREAD'}, {"id":"9bdc365a- 40f d- 496¢c- 9cf f -

ddlec805dd18", "content":"Partner Del ete Pending Application Task"
"date":"01/31/2018", "receiver":"PM, "sender": "partnerl", "sender Conpa
ny":"oracl e"

"redirect Chject":
{"type":"ns4:application","notificationld":"9bdc365a-40fd-496¢c- 9cf f -
ddlec805dd18"

"applicationlD':"60c5e194- ad46- 4935-

ba78- 4777bab65eaf ", "appl i cati onNanme": "mmi t est appl"

"partnerName": "partnerl","partnerConpany":"oracle", "description":"nmm
i testing application 1",

"appl i cati onAPl s"

[{"api Di spl ayNanme": " 3gpp_t 8 ni dd", "api Nane": "3gpp_t 8 _ni dd"
"accessURL": "http://10.10.10.9: 8001/ 3gpp_t 8 nidd/vi\nhttps://

10. 10. 10. 9: 7002/ 3gpp_t 8_ni dd/ v1",

"api Version":"v1", "api Description":"dsr nidd test api
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", "applicationMet hodSLAs": [{"net hodName": "",
"interfaceName":"57cf5ce0-al75- 43d2- alf 4- 53f b3ebae851",
"quota":{"days":0,"limtExceedOK":fal se,"qtaLimt":0},"rate":
{"reqLimt":0,"tinmePeriod": 0},

"met hodCGuar ant ee":

{"reqLimtCuarantee":0,"ti mePeri odGuarantee":0}}], "needReadCont ract"
:fal se}],

"trafficUser":"partnerl nmitestappl","subnitDate":"2018-01-31-05: 00"
,"effectiveFront:"2018-01-31-05: 00",

"effectiveTo": "2018- 04- 24- 04: 00", "stat us": " CREATE PENDI NG

APPROVAL", "1 ockSt at us": " UNLOCKED',
"quota":{"days":1,"limtExceedK":true,"qtaLinit":10000},"rate":
{"reqLimt":10,"timePeriod": 1},

"icon":"expressivelapp.png"}, "status": "UNREAD'}, {"id":"b012db05-
caac- 421f - ad3b- 95d5350f c72a",

“content":"Partner Create Application

Task", "date":"01/31/2018", "recei ver":"PM, "sender": "partnerl",
"sender Conpany": "oracl e","redirect Coject": {"type": "ns4: application",
"notificationld":"b012db05- caac- 421f -

ad3b- 95d5350f c72a", "appl i cati onl D': "60c5e194- ad46- 4935-

ba78- 4777bab65eaf ",

"applicationNane":"nmitestappl", " partnerName": "partnerl", "partnerCom
pany":"oracle",

"description":"mm testing application 1","applicati onAPls":

[{"api Di spl ayName": " 3gpp_t8_ni dd",

"api Name": " 3gpp_t8_ni dd","accessURL":"http://

10.10. 10. 9: 8001/ 3gpp_t 8_ni dd/ vi\nhttps://

10. 10. 10. 9: 7002/ 3gpp_t 8_ni dd/ v1",

"api Version":"v1", "api Description":"dsr nidd test api

", "needReadContract": fal se}],

"trafficUser":"partnerl _nmtestappl","trafficPassword":

"{ AES} pgXql Cn4WH Jg/ u8ki t cbn8wB2RIKQKZbI 2WJaVIKz KOMOcx SUChULvd/
9hEsZcDBwgj P93H | vhoU41UwOCawn==",

"subnitDate":"2018- 01- 31- 05: 00", "ef fecti veFroni': "2018- 01- 31- 05: 00", "
effectiveTo": "2018- 04- 24- 04: 00",

"status":" CREATE PENDI NG APPROVAL", "l ockStatus": " UNLOCKED", "quot a":
{"days":1,"limtExceedOK":true, "qtaLinmt": 10000},
“rate":{"reqLimt":10,"timePeriod":1},"icon": "expressive/

app. png"}, "status": "UNREAD'}] }}

To approve the partner account creation request, use the POST method

from the /portal/prm/prm_pm_rest/services/accountmanage/AccountManagement/
approve resource URL.

Note the account creation notification ID from the previous step.

To authorize the request, use the operator username and password in the header
of the request.

For more details on the request and response
formats, see https://docs.oracle.com/communications/E81149 01/doc.70/e96582/
resource_Partner_Manager_Account.html.

An example of an approval request and response follow:
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Request:

POST /portal /prm prm pmrest/services/ account manage/

Account Managenent / approve HITP/ 1.1

Host: 10.178.254.224:9001

User-Agent: Mzilla/5.0 (Wndows NT 10.0; WOW4; rv:52.0) Gecko/
20100101 Firefox/52.0

Accept: application/json, text/javascript, */*; g=0.01

Accept - Language: en-US, en; g=0.5

Accept - Encodi ng: gzip, deflate

Cont ent - Type: application/json

Aut hori zationX Basic

b3JhY2x! b3AxOnt BRVN9ZnBTRHBaeWWOdGRqROI ob3c2Sz ZFOThGT2t Kh Gy ZXB5Y3Rr
bUx OMThPWI0=

X-request ed-with: XM.Htt pRequest

Referer: http://10.178.254.224: 9001/ portal / part ner-manager/i ndex/
mai n. ht m

Cont ent - Length: 935

Connection: keep-alive

{"approve": {"userlnfo":

{"city":"Bangal aore", "conpany": "oracl e", "conmpanyURL": "http://

oracl e. cont,

“contacts":

[{"city":"Bangal ore", "contact Ti meFron': "09: 00", "contact Ti neTo":"17: 0
0", "country":"India",

"emai | Address":"test partner@racle.cont,"firstName":"test fn","last
Narme": "test I n","phone":null}],
“country":"India","enail Addr":"test_userl@racle.con', "financial":

{"bankAccount Nunber """,

"bankAddress":"", "bankNane":"", "bankRout i ngNunber": """, "city":"","cou
ntry":"","invoi ceTo":"",
"referenceAccount":"", "stateOrProvince":"", "taxI D':"", "zi pO Post al Co

de":""},"firstName": "test fn",
"l ast Nane": "test _In","password":"{AES} mhY96ryJA82JHEI ChWo3r Dczngdf
YuMYN5t SxHACKko=", " phone": "91984538533",

"securityAnswer":"tpl", "securityAnswer Choice":"0","stateO Province":
"Karnat aka", "status":O0,

"street Address": "kudebeesanhal | i ", "user Nane": "t est _user1","zi pOr Post
al Code": "560072",

"userType": "PRM SP", "notificationld":"ble706fb-4436-401f-972c- 99821f

052805"}}}

Response:

HTTP/ 1.1 200 K

Date: Thu, 30 Aug 2018 08:42:48 GMI
Content-Length: 22

Cont ent - Type: application/json

X- Frane- Qptions: DENY

{"approveResponse": {}}
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3. Once the request has been approved or rejected, change the notification
status, using the POST method from the /portal/prm/prm_pm_rest/services/
partner_manager/notification/PartnerManagerNotification/updateNotificationStatus
resource URL.
To authorize the request, use the operator username and password in the header
of the request.

For more details on the request and response
formats, see https://docs.oracle.com/communications/E81149 01/doc.70/e96582/
resource_Partner_Manager_Notification.html.

An example of an updated notification status request and response follow:

Request:

POST /portal /prm prm pmrest/services/partner_manager/notification/
Part ner Manager Not i fi cati on/ updat eNotificationStatus HTTP/ 1.1

Host: 10.178.254.224:9001

User-Agent: Mzilla/5.0 (Wndows NT 10.0; WOW4; rv:52.0) Gecko/
20100101 Firefox/52.0

Accept: application/json, text/javascript, */*; g=0.01
Accept - Language: en-US, en; g=0.5

Accept - Encodi ng: gzip, deflate

Cont ent - Type: application/json

Aut hori zationX: Basic

b3JhY2x! b3AxOnt BRVN9ZnBTRHBaeWWOdGRqROI 0b3c2Sz ZFOThGT2t Kh Gy ZXB5Y3Rr
bUx OMThPWI0=

X-request ed-wi th: XM.Htt pRequest

Referer: http://10.178.254.224: 9001/ portal / partner-manager/index/
mai n. ht m

Cont ent - Lengt h: 102

Connection: keep-alive

{"updat eNot i ficationStatus":
{"notificationld":"ble706fb-4436-401f-972c-99821f 052805", "status": "R
EAD'}}

Response:

HTTP/ 1.1 200 K

Date: Thu, 30 Aug 2018 08:42:48 GMI
Content - Length: 39

Cont ent - Type: application/json

X- Frane- Qptions: DENY

{"updat eNoti ficationStatusResponse":{}}

Create a Partner Group

Once a partner account is created and approved, it is added to a group. To create
a group, use either the GUI interface or the REST interface. Both procedures are
described in this section.
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Create a Partner Group Using the GUI

1. Access the partner and APl management portal at https://<AppServerx-XMI-
IP>:9002/portal/partner/index/partnerLogin.html.

Login with the operator account.

Click on the Partners tab.

Click Groups.

Click Add.

Type the Group Name, Request Limit, and Quota allowed for the partner group.
Click OK.

N o g M 0w D

Figure A-29 Create Partner Group
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Create a Partner Group Using REST

To create a partner group, use the POST
method from the /portal/prm/prm_pm_rest/services/partner_manager/group/
PartnerManagerSlaGroup/createServiceProviderGroup resource URL.

To authorize the request, use the operator username and password in the header of
the request.

For more details on the request and response formats, see https://docs.oracle.com/
communications/E81149 01/doc.70/e96582/resource_Group.html.

An example to create a partner group request and response follow:

Request:

POST /portal /prm prm pmrest/services/ partner_manager/ group/

Par t ner Manager Sl aG oup/ cr eat eSer vi ceProvi der G oup HTTP/ 1.1

Host: 10.75.244.188: 9001

User-Agent: Mzilla/5.0 (Wndows NT 6.1; Wn64; x64; rv:57.0) CGecko/
20100101 Firefox/57.0

Accept: application/json, text/javascript, */*; g=0.01

Accept - Language: en-US, en; g=0.5
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Accept - Encodi ng: gzip, deflate

Referer: http://10.75.244.188: 9001/ portal / partner-manager/i ndex/

mai n. ht m

Cont ent - Type: application/json

Aut hori zationX: Basic

b3A6e0FFU31UTORy WKNSdEQY MAJ MZ1VndVI TVTIWk 1XV3FSaFFNRI BLRDhaVGLRbHAJPQ==
X- Request ed- Wt h: XM.Htt pRequest

Content - Length: 143

Cooki e:

ADM NCONSOLESESSI ON=645Fdnqj n2LmBV4xf 2yqeMTk3YngS0_q7GanCr ZMAf NPi XsLe9x!|
1-676027630

Connection: keep-alive

{"createServiceProvider Goup":{"groupNane": "user2_group","
{"reqLimt":"10000", "timePeriod": 1}, "quota":
{"qtaLimt":"1000000", "days":"1"}}}

rate":

Response:

HTTP/ 1.1 200 K

Date: Tue, 30 Jan 2018 06:46: 09 GVl
Content - Length: 41

Cont ent - Type: application/json

X- FRAMVE- OPTI ONS:  DENY

{"createServi ceProvi der G oupResponse": {}}

Assign a Partner to a Group

After a partner account and group have been created, the operator needs to add
the account to the group. This can be done using either the GUI interface or REST
interface.

Assign a Partner to a Group Using the GUI

1. Access the partner and APl management portal at https://<AppServerx-XMI-
IP>:9002/portal/partner/index/partnerLogin.html.

Login with the operator account.

Click on the Partners tab.

Select Assign Group from the Actions options.

Select the group to which the partner is to be assigned.
Click OK.

o o p W N
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Figure A-30 Add Partner to Group
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Assign a Partner to a Group Using REST

To assign a partner to a group, use the
POST method from the /portal/prm/prm_pm_rest/services/partner_manager/group/
PartnerManagerSlaGroup/confirmMovePartnerToGroup resource URL.

To authorize the request, use the operator username and password in the header of
the request.

For more details on the request and response formats, see https://docs.oracle.com/
communications/E81149 01/doc.70/e96582/resource_Group.html.

An example of how to add a partner to a group request and response follow:

Request:

POST /portal /prm prm pmrest/services/ partner_manager/ group/

Par t ner Manager Sl aG oup/ confi r mvbvePar t ner ToG oup HTTP/ 1.1

Host: 10.75.244.188: 9001

User-Agent: Mzilla/5.0 (Wndows NT 6.1; Wn64; x64; rv:57.0) Gecko/
20100101 Firefox/57.0

Accept: application/json, text/javascript, */*; g=0.01

Accept - Language: en-US, en; g=0.5

Accept - Encodi ng: gzip, deflate

Referer: http://10.75.244.188: 9001/ portal / partner-nanager/index/

mai n. ht m

Cont ent - Type: application/json

Aut hori zationX: Basic

b3A6e0FFU31UTORy WKNSAEOQY MAI MZ1VNdVI TVTIWhKk 1XV3FSaFFNRI BLRDhaVGLRbHAJ PQ==
X- Request ed- Wt h: XM.Htt pRequest

Cont ent - Lengt h: 107

Cooki e:

ADM NCONSOLESESSI ON=645Fdnqj n2LnBV4xf 2yqeMdTk3YngS0_q7GnCr ZMAF NPi XsLe9x|
1-676027630

Connection: keep-alive

{"confirnmvbvePart ner ToG oup":
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{"partnerName": "testuser", "newG oupName": "user1l group","action":"EXPAND_
SLA"}}

Response:

HTTP/ 1.1 200 K

Date: Tue, 30 Jan 2018 06:50: 24 GVl
Content-Length: 40

Cont ent - Type: application/json

X- FRAVE- OPTI ONS:  DENY

{"confirmvbvePart ner ToG oupResponse": {}}

Create a Partner Application

ORACLE

To access APIs exposed by the DSR API GW, a logical unit partner application

is created by the partner. This can be done using either the GUI interface or

REST interface. Refer to Diameter Signaling Router SCEF Partner User's Guide for
configuration information using the GUI.

Create a Partner Application Using REST

To create a partner application, use the POST
method from the /portal/prm/prm_pm_rest/services/prm_pm/services/partner/
application/PartnerApplication/createApplication resource URL.

To authorize the request, use the partner username and password in the header of the
request.

For more details on the request and response formats, see https://docs.oracle.com/
communications/E81149 01/doc.70/e96582/resource_Partner_Application.html.

An example of how to create a partner application request and response follow:

Request:

POST /portal /prm prm pmrest/services/ prm pn services/ partner/
appl i cation/ PartnerApplication/createApplication HITP/1.1

Host: 10.178.254.224: 9001

User-Agent: Mzilla/5.0 (Wndows NT 10.0; WOW4; rv:52.0) Gecko/
20100101 Firefox/52.0

Accept: application/json, text/javascript, */*; g=0.01

Accept - Language: en-US, en; g=0.5

Accept - Encodi ng: gzip, deflate

Cont ent - Type: application/json

Aut hori zationX: Basic

cGFydGhl cj E6e0FFU31GY] ZmNW 2UnmRRZEVY U2FzR08z LOkwYl c0aGLsdVE3SDZ4 Ykt | NOpk
Z2WAPQ=

X-request ed-with: XM.Htt pRequest

Referer: http://10.178.254.224: 9001/ portal/partner/index/
partner Mai n. ht m

Content - Lengt h: 545

Connection: keep-alive

{"createApplication":{"application":
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{"applicationNane": "test_app_3","description":"testing application 3",
“trafficUser":"partnerl_test_appl user","trafficPassword":"passwordl234"
,"effectiveFront:"2018-08- 31",

"effectiveTo":"2019-04-19", "partner Name": "partner1", "quota":
{"days":"1","linmtExceedOK": true, "qtaLinit":"100000"},
"rate":{"reqLimt":"10","timePeriod":"1"}, "applicati onAPI s":

[{"api Name": "80cec996- 02al- 40ec- bb66- f eceOb860b317"},

{"api Nane": " 36b271ee- 0d37- 46b7- 96c2- 72deec416bee"}, {"api Nane": "9d5¢8500-
d5cc- 4f da- 8d8c- 83bec26141a7"},

{"api Nanme": " 19a44504- f b39- 477f - b920- 49f 5bf 85f 443"}], "i con": "expressi ve/
app. png”}}}

Response:

HTTP/ 1.1 200 K

Date: Thu, 30 Aug 2018 09:56:55 GVI
Content-Length: 86

Cont ent - Type: application/json

X- Frame- Options: DENY

{"createApplicationResponse":{"applicationlD":"ec8f a535-f45c-42f d- a4b6-
bcf 1a584be82"}}

API Names are IDs generated by DSR API GW dynamically. A partner can retrieve the
API IDs by using REST from the /portal/prm/prm_pm_rest/services/prm_pm/services/
partner/api/PartnerApi/getAPIs resource URL.

Refer to https://docs.oracle.com/communications/E81149 01/doc.70/e96582/
resource_Partner_APL.html for more information.

Approve (or Reject) an Application Creation

ORACLE

When a partner application is created, the operator needs to approve (or reject) the
request. This can be done using either the GUI interface or REST interface.

Approve a Partner Application Using the GUI

1. Access the partner and APl management portal at https://<AppServerx-XMI-
IP>:9002/portal/partner/index/partnerLogin.html.

2. Login with the operator account.

3. Click on the red circle on top right corner.
The screen displays all requests pending an approval.

4. Select the application creation request and right click to View Details.

5. Review the details and approve or reject the application request.

Approve a Partner Application Using

The partner application approval using REST is a three step process involving getting
the notification, approving the request, and updating the notification status.

1. To get the notification, use the GET
method from the /portal/prm/prm_pm_rest/services/partner_manager/notification/
PartnerManagerNotification/listNotificationsByStatus/UNREAD resource URL.
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To authorize the request, use the operator username and password in the header
of the request.

For more details on the request and response
formats, see https://docs.oracle.com/communications/E81149 01/doc.70/e96582/
resource_Partner_Manager_Notification.html.

An example of the notification request and response follow:

Request:

CET /portal /prm prm pmrest/services/partner_nanager/notification/
Part ner Manager Noti fication/listNotificationsByStatus/UNREAD HTTP/ 1.1
Host: 10.75.244.188:9001

User-Agent: Mzilla/5.0 (Wndows NT 6.1; Wn64; x64; rv:58.0) Cecko/
20100101 Firefox/58.0

Accept: application/json, text/javascript, */*; g=0.01

Accept - Language: en-US, en; g=0.5

Accept - Encodi ng: gzip, deflate

Referer: http://10.75.244.188: 9001/ portal / partner/index/

part ner Mai n. ht m

Aut hori zationX Basic

cGrydGhl ¢j E6e0FFU301Z2Q1 UFpwe DZVTmIHdkxr RnBPSXpuMDNWMNGx Ne DRDZUpCcnBQ
Tj JYaXzZr PQ==

X- Request ed- Wt h: XM.Htt pRequest

Connection: keep-alive

Response:

HTTP/ 1.1 200 OK

Date: Wed, 31 Jan 2018 05:50:57 GMI
Cont ent - Lengt h: 9447

Cont ent - Type: application/json

X- FRAME- OPTI ONS:  DENY

{"ListNotificationsByStatusResponse":{"return":
[{"id":"113e1904- 8419- 4cd2- 958a- 659a950ahabc”,
"content":"Partner Create Application

Task", "date":"01/31/2018", "recei ver":"PM,

"sender": "partnerl", "sender Conpany":"oracle", "redirect Object":
{"type":"ns4:application",

"notificationld":"113e1904- 8419- 4cd2- 958a- 659a950ababe”, "appl i cation
I D':"fa789e8d- 9h97- 455a- b556- 491ed5253da5",
"applicationNane":"nmtestappl", "partnerName": "partnerl", "partnerCom
pany":"oracle",

"description":"mm testing application 1","applicati onAPls":

[{"api Di spl ayName": " 3gpp_t 8 _ni dd",

"api Name": "3gpp_t8 _nidd","accessURL": "http://

10. 10. 10. 9: 8001/ 3gpp_t 8 _ni dd/ vi\nhttps://

10. 10. 10. 9: 7002/ 3gpp_t 8_ni dd/ v1",

"api Version":"v1l", "api Description":"dsr nidd test api

", "needReadContract": fal se}],

"trafficUser":"partnerl nmitestappl","trafficPassword":

"{ AES} UEYOH2WI'| o5KwgodI 7uFt mMCr 50LLBTz3H6j Q4j K5j 9AoPdBhj YJi gt qpvB86l

uYwNybnTP+x3hTAgn/ UTLr Un==",
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"submit Date": "2018- 01- 31- 05: 00", "effectiveFroni: "2018-01- 31-05: 00", "
effectiveTo":"2018- 03-28- 04: 00",

"status":" CREATE PENDI NG APPROVAL", "I ockSt at us": " UNLOCKED', "quot a":
{"days":1,"limtExceedOK":true,

"gtaLimt":10000},"rate":
{"reqLimt":10,"timePeriod":1},"icon":"expressivelapp.png"},
"status":"UNREAD'}, {"id":"9bdc365a- 40f d- 496¢- 9cff -

dd1ec805dd18", "content": "Partner Del ete Pending Application Task",
"date":"01/31/2018", "receiver":"PM, "sender": "partnerl","sender Conpa
ny":"oracle",

"redirect Cbject":
{"type":"ns4:application","notificationld":"9bdc365a-40fd-496¢c- 9cf f -
ddlec805dd18",

"applicationlD':"60c5e194- ad46- 4935-

ba78- 4777bab65eaf ", "appl i cati onNane": " mmi t est appl”,

"partnerNane": "partnerl", "partnerConpany":"
i testing application 1",
"applicationAPls":

[{"api Di spl ayName": " 3gpp_t8_ni dd", "api Nane": "3gpp_t 8_ni dd",
"accessURL": "http://10.10.10.9: 8001/ 3gpp_t 8 _ni dd/vi\nhttps://

10. 10. 10. 9: 7002/ 3gpp_t 8_ni dd/ v1",

"api Version":"v1", "api Description":"dsr nidd test api

", "applicationMet hodSLAs": [{"net hodName": "",
"interfaceName":"57cf5ce0-al75- 43d2- alf 4- 53f b3ebae851",
"quota":{"days":0,"limtExceedOK":fal se,"qtaLimt":0},"rate":
{"reqLimt":0,"timePeriod": 0},

"met hodCGuar ant ee”:

{"reqLimtCuarantee":0,"ti mePeri odGuarantee":0}}], "needReadContract"
:fal se}],

"trafficUser":"partnerl nmitestappl","subnitDate":"2018-01-31-05: 00"
,"effectiveFront:"2018-01-31-05: 00",

"effectiveTo":"2018- 04- 24-04: 00", "status": " CREATE PENDI NG

APPROVAL", "l ockSt at us": " UNLOCKED",
"quota":{"days":1,"limtExceedK":true,"qtaLinit":10000},"rate":
{"reqLimt":10,"timePeriod": 1},

"icon":"expressivelapp.png"}, "status": "UNREAD'}, {"id":"b012db05-
caac- 421f - ad3b- 95d5350f c72a",

“content":"Partner Create Application

Task", "date":"01/31/2018", "recei ver":"PM, "sender": "partnerl",
"sender Conpany": "oracl e","redirect Coject": {"type": "ns4: application",
"notificationld":"b012db05- caac- 421f -

ad3b- 95d5350f c72a", "appl i cati onl D': "60c5e194- ad46- 4935-

ba78- 4777bab65eaf ",

"applicationNane":"nmitestappl", " partnerName": "partnerl", "partnerCom
pany":"oracle",

"description":"mm testing application 1","applicati onAPls":

[{"api Di spl ayName": " 3gpp_t8_ni dd",

"api Name": " 3gpp_t8_ni dd", "accessURL":"http://

10.10. 10. 9: 8001/ 3gpp_t 8_ni dd/ vi\nhttps://

10. 10. 10. 9: 7002/ 3gpp_t 8_ni dd/ v1",

"api Version":"v1", "api Description":"dsr nidd test api

", "needReadContract": fal se}],

"trafficUser":"partnerl nmtestappl","trafficPassword":

"{ AES} pgXgl Cn4WAI Jg/ u8ki t cbn8wd2RIKQKZbI 2WJaVIKz KOMOcx SUChUlvd/

9hEsZcDBwgj P93H | vhoU41UwOCaw==",

non nw.on

oracl e", "description":"mm
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"subnitDate":"2018- 01- 31- 05: 00", "ef fecti veFroni': "2018- 01- 31- 05: 00", "
effectiveTo": "2018- 04- 24- 04: 00",

"status":" CREATE PENDI NG APPROVAL", "l ockStatus": " UNLOCKED", "quot a":
{"days":1,"limtExceedOK":true, "qtaLinmt": 10000},
“rate":{"reqLimt":10,"timePeriod":1},"icon": "expressive/

app. png"}, "status": "UNREAD'}] }}

To approve the partner application creation request, use the POST

method from the /portal/prm/prm_pm_rest/services/partner_manager/application/
PartnerManagerApplication/updateCurrentSlaForApprove resource URL.

Note the application creation notification ID from the previous step.

To authorize the request, use the operator username and password in the header
of the request.

For more details on the request and response
formats, see https://docs.oracle.com/communications/E81149 01/doc.70/e96582/
resource_Partner_Manager_Application.html.

An example of an approval request and response follow:

Request:

POST /portal /prm prm pmrest/services/partner_manager/application/
Par t ner Manager Appl i cat i on/ updat eCur r ent Sl aFor Approve HTTP/ 1.1

Host: 10.75.244.188:9001

User-Agent: Mzilla/5.0 (Wndows NT 6.1; Wn64; x64; rv:58.0) Cecko/
20100101 Firefox/58.0

Accept: application/json, text/javascript, */*; g=0.01
Accept - Language: en-US, en; g=0.5

Accept - Encodi ng: gzip, deflate

Referer: http://10.75.244.188: 9001/ portal / part ner-nmanager/i ndex/
mai n. ht m

Cont ent - Type: application/json

Aut hori zationX Basic

b3A6e0FFU303cnFt Smc2MANSMAB5S3Nv SkZ1V01VOTZ5M | 1cXp6al hCAHNTRKVZTGRY
PQ==

X- Request ed- Wt h: XM.Htt pRequest

Content - Length: 611

Connection: keep-alive

{"updat eCurrent Sl aFor Approve": {"application":
{"notificationld":"92b78c6f - 2f 01- 4ed6- 8d01- 75c43118d53e",
"applicationlD':"b07ele8e- Of 85- 4bdc- 9422- 1c4b88bbb51b", "appl i cati onN

ame":"mi 2", "partnerName": "partnerl",

"partner Conpany": "oracle","description":"nm

2", "trafficUser":"partnerl nm 2",

"trafficPassword":"{AES} XELli Y7gDD9sq307Ug1WAi +dgAXmYu7LsYsCUTQYvb(Q=
", "subm t Date":"2018- 01- 31- 05: 00",

"effectiveFron': "2018-01-31-05: 00", "ef fectiveTo":"2018- 04- 10- 04: 00",
"status":" CREATE PENDI NG APPROVAL",

"l ockStatus": " UNLOCKED", "quot a":

{"qtaLimt":1000,"linitExceedK": fal se, "days": 1}, "rate":
{"reqgLimt":10,"timePeriod":1}}}}
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Response:

HTTP/ 1.1 200 K

Date: Wed, 31 Jan 2018 05:58:20 GVI
Content -Length: 41

Cont ent - Type: application/json

X- FRAMVE- OPTI ONS:  DENY

{" updat eCur r ent Sl aFor Appr oveResponse": {}}

Once the application request has been approved or

rejected, change the notification status using the POST

method from the /portal/prm/prm_pm_rest/services/partner_managetr/notification/
PartnerManagerNoatification/updateNotificationStatus resource URL.

To authorize the request, use the operator username and password in the header
of the request.

For more details on the request and response
formats, see https://docs.oracle.com/communications/E81149 01/doc.70/e96582/
resource_Partner_Manager_Notification.html.

An example of an updated notification status request and response follow:

Request:

POST /portal /prm prm pmrest/services/partner_manager/notification/
Par t ner Manager Not i fi cati on/ updat eNotificationStatus HTTP/ 1.1

Host: 10.178.254.224:9001

User-Agent: Mzilla/5.0 (Wndows NT 10.0; WOAs4; rv:52.0) Gecko/
20100101 Firefox/52.0

Accept: application/json, text/javascript, */*; =0.01
Accept - Language: en-US, en; g=0.5

Accept - Encodi ng: gzip, deflate

Cont ent - Type: application/json

Aut hori zationX: Basic

b3JhY2x| b3AxOnt BRVNOZnBTRHBaeWWdGRgROI ob3c2SzZFOThGT2t KbhGxy ZXB5Y3Rr
bUx OMThPWI0=

X-request ed-wi th: XM.Htt pRequest

Referer: http://10.178.254.224: 9001/ portal / part ner - manager/ i ndex/
mai n. ht m

Cont ent - Length: 102

Connection: keep-alive

{"updat eNot i ficationStatus":
{"notificationld":"ble706fb-4436-401f-972c-99821f 052805", "status":"R
EAD'}}

Response:

HTTP/ 1.1 200 K

Date: Thu, 30 Aug 2018 08:42:48 GVI
Content - Length: 39

Cont ent - Type: application/json

X- Franme- Options: DENY
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{"updat eNot i ficationStatusResponse": {}}

Set Application Password

ORACLE

Password for partner application needs to be set by the partner, which is sent in
the T8 API request to the DSR API GW. This process is needed only if creating the
application using the GUI interface. If the REST interface was used to create the
application, the password was set during the creation of the application.

1.

o o p W N

Access the partner and APl management portal at https://<AppServerx-XMl-
IP>:9002/portal/partner/index/partnerLogin.html.

Log into the portal using the partner account.

Click on the Applications tab.

Select the application.

Click on the key symbol next to the Traffic User property.

Set the traffic password and click Update.
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