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1 Preface

This document explains how to install and configure OPERA Web Services server components for
Oracle Hospitality Hotel Mobile.

Audience

This document is intended for system administrators, support personnel, and users familiar with
Oracle Hospitality Hotel Mobile.

Customer Support
To contact Oracle Customer Support, access My Oracle Support at the following URL:

https://support.oracle.com

When contacting Customer Support, please provide the following:

* Product version and program/module name

*  Functional and technical description of the problem (include business impact)
»  Detailed step-by-step instructions to re-create

= Exact error message received

=  Screen shots of each step you take

Documentation

Oracle Hospitality product documentation is available on the Oracle Help Center at
http://docs.oracle.com/en/industries/hospitality/

Revision History

Date Description of Change

May 2017 e Initial publication

September 2018 e Part number and date revision.
December 2018 e Part number and date revision.
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2 Prerequisites

Verify that the OPERA Web Services host computer has Microsoft Windows Server 2008 R2 or higher.
If the server does not have Internet access, use the Microsoft Windows installation CD to install the
operating system.
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3 Configuring Microsoft .NET Frameworks

Verify that the OPERA Web Services server has Microsoft .NET Frameworks 4.5 and 4.6.1. If the server
does not have the frameworks, install them.

Verifying Microsoft .NET Frameworks

Follow these steps to check the server registry for Microsoft NET Frameworks 4.5 and 4.6.1:
1. Login to the OPERA Web Services server.

2. Select Run on the Start menu.
3. In the Open box, enter regedit.exe. You need administrative credentials to run regedit.exe.
4. In the Registry Editor, open the following subkey:

HKEY_LOCAL_MACHINE -> SOFTWARE -> Microsoft -> NET Framework Setup> NDP -> v4
-> Full

The path to the full subkey includes the subkeys (Net Framework) and (.NET Framework). The
right subkey is Net Framework Setup.

o’ Registry Editor e
Fle Edk Yew Favorti=, Heip
| ME T Framework Setup | ﬂ Hame | Type Duata
= ., HCP ab| Def adt) RES_SZ {walue not set)
=), COF 2| Inet sl REG_DAWORD aD00000L {1}
¥2.0.50737 ak | Inst 4P ath REG_SZ C:\WindowesMicrosolt NETIFrameorksdlvd. 030319
s ] - | 88 st REG_DWORD 00000001 {1}
_F_IF. [l‘ Releass REG_DWORD 000604 1F (354271)]
| ] 5| Servicing REVG_DWORD 000000000 {0)
et il se0105s
(3 Matwork - T
+ MetworkAccessProbaction
Mon-Driver Shgning

5. Check for a DWORD value of Release. The Data column indicates which version of the .NET
Framework is installed. The following URL provides more information on installed versions:
https://support.microsoft.com/en-gb/help/318785/how-to-determine-which-versions-and-
service-pack-levels-of-the-microsoft-.net-framework-are-installed.

Installing Microsoft .NET Frameworks

If one or both .Net 4.5 and 4.6.1 frameworks are not installed, download the frameworks from:
https://www.microsoft.com/download. Run the .exe on each file as an administrator to install and
follow the prompts on the screen to compete installation.
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4 Configuring Transport Layer Security

The OPERA Web Services server uses Transport Layer Security (TLS) to secure connections between
servers and web browsers. By default, TLS is not enabled on Microsoft Windows Server 2008 R2
servers.

Verifying TLS
Follow these steps to verify TLS 1.2 is enabled on the server:
1. Start the registry editor by clicking on Start and Run. Type in regedit into the Run field.

2. Browse to the following registry key:
HKEY_LOCAL_MACHINE\SYSTEM \ CurrentControlSet\ Control \ SecurityProviders\ SCHA
NNEL\ Protocols

" Registry Editor
File Edit %iew Favarites Help

| SecurePipeServers
= | SecuribyProviders
| SaslProfiles
= SCHANMEL
----- | Ciphers
- | CipherSuites
- | Hashes
..... | KeyExchangeflgarithms
= | Protocols
- | 55Lz2.0
= TS 1.2
L Client
- | Server

3. Expand the Protocols folder, and then expand the TLS 1.2 folder.

4. Within the Client and Server folders, there are DisabaledByDefault and Enabled DWORD
keys.
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&' Registry Editor

File Edit ‘Wiew Favorites Help

| SecurePipeServers ﬂ Marme | Twpe | Data
g- SecurityProviders abiDefault) | REG_SZ {walue not set)
Ly sasiProfiles #8| DisabledByDefault | REG_DWORD 000000000 {0)

. SCHAMNMEL 4 Enabled REG_DWORD 0x00000001 (1)
- | Ciphers

, CipherSuites
| Hashes
- . keyExchangedlgorithms
= | Pratocals
H- | S50
B TS 1.2
oL Client

. Server

5. Right-click and select Modify on each DisabledByDefault DWORD Key under both Client
and Server folders, and then verify that the Value data field is set to 0 and the Base is
Hexadecimal.

Edit DWORD (32-bit) Yalue [ ]

Yalue name:
| DisabledByDefault

“alue data; Baze
IE {* Hexadecimal
" Decimal

Ok I Cancel

6. Right-click and select Modify on each Enabled DWORD Key under both Client and Server
folders, and then ensure that the Value data field is set to 1 and the Base is Hexadecimal.

Edit DWORD (32-bit}) ¥Yalue

Yalue name:

|Enatled

Yalue data: Baze

|'|| * Hexadecimal

i Decimal
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Enabling TLS

If TLS 1.2 is not enabled, follow these steps:

1.

Start the registry editor by clicking on Start and Run. Type in regedit into the Run field.

2. Select Computer at the top of the registry tree. Backup the registry by selecting File and then

3.

4.

5.

Export. Select the location for the backup registry file.

&' Registry Editor

File Edit ‘iew Favorites Help
=R _ormputer
- |, Hkey_  Collapse

o et
= HKEY_ e

. BC Discanmeck

Browse to the following registry key:
HKEY_LOCAL_MACHINE\SYSTEM \ CurrentControlSet\ Control\ SecurityProviders\SCHA
NNEL\ Protocols

= b SecurityProviders
L saslProfiles
= | SCHAMNEL

: | Ciphers

| Ciphersuites

i | Hashes

----- | kevExchangeslgoritbms
- | Protacols
- | 55020

Right-click the Protocols folder, select New, and then select Key. This creates a folder. Rename
the folder to TLS 1.2.

Bl || SCHAMMEL

. Ciphers
. Ciphersuites
| Hashes
. KeyExchangedlgarithms
M Collapse I
Key | |
i ¢ Find... .
i d String Yalue
_____ WiDigest © 7 Delete Binary value
) Rename DWORD (32-bit) Yalue

---- . Server Applicatic
----- , ServiceGroupOre  Export

B L) ServiceProvider  permissions. ..
[+~ | Session Manager

OWORD (64-bit) Yalue
Multi-5kring Value
Expandable String VYalue

Right-click the TLS 1.2 key, and then add two new keys.
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6.

10.
11.
12.
13.
14.
15.

16.

= i Protocols
;) 55Lz2.0
= TSz

i | WDigest %
----- | Server Applications
""" | ServiceGroupOrder
[+ | ServiceProvider

Rename the two new keys to Client and Server.

EI | Protocals
S gEL 2.0
- TS 1.2

Right-click the Client key, select New, and then select DWORD (32-bit) Value from the drop-
down list.

Rename the DWORD to DisabledByDefault.

Right-click the name DisabledByDefault and select Modify.

Ensure that the Value data field is set to 0 and the Base is Hexadecimal, and then click OK.
Create another DWORD for the Client key as you did in Step 7.

Rename this second DWORD to Enabled.

Right-click Enabled, and then select Modify.

Ensure that the Value data field is set to 1 and the Base is Hexadecimal, and then click OK.
Repeat steps 7 to 14 for the Server key (by creating two DWORDs, DisabledByDefault and
Enabled, and their values underneath the Server key).

Reboot the server.

If you make a mistake or run into issues, revert to your previous registry settings by opening
the Registry Editor and importing the backup file you made in step 2.

Configuring Transport Layer Security



5 Configuring Internet Information Services

Verifying IIS
Follow these steps to verify that IIS 7 is installed on the server :
1.

/2 1157 - Windows Internet Explorer SI=TES]
OO - ocahost, = -

Fle Edt View Fevortes Tools Hep

g Favortes |z ) Sugoested Sites ~ 2] Web

@us7

Page - Safety - Toois~ @~

lcome
% L
03N 09
Velkommen VELKOMEN
Benvenuto Xj( g1}
Welkom

internet information services

Valkommen

Hos Geldiniz Ecgsful:l

] [ Internet | Protected Mode: Off s [®we% -
a 7

2. Make sure that the following IIS features are installed:

a. Go to Start -> Administrative Tools -> Server Manager.

Documents
O Setvices
g 52| Share and Storage Management
Metwark ¥ Storage Explorer
Swskem Configuration
Contral Pangl 'CL:' Task Scheduler

g Windows Firewall with Advanced Security
Devices and Printers @ ‘Windaws Memory Diagnostic
E Windows PowerShell Modules
4 @ ‘Windows Server Backup

Help and Suppark

Run...

‘Windows Security

Log off j

b. Expand the Roles folder, and then select Web Server (IIS).

File ackion Wi Help

4= = | = H

_.::_5 Serwver Manager (MEOSSOPERA]
[ Fole=]
=1 "E]::—J eb Server (IIS}I
Internet InfFormation Se
Iﬁ_ﬁ Feaktures
i Driagnoskics
__Eﬁ"._!; Zonfiguration

= Storage

HEEHE
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Open a web browser and go to http://localhost/ . If ISS is installed, the following screen appears:
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Click Role Services.

_ Server Manager O

File Action ‘Wiew Help

=7 HE
R erver Mnager (VEOSSOPERA)
= 5 Roles

= i?ﬂ Web Server (IIS) i
'Jh Internet Information Se @ Provides a reliable, manageable, and scalable Web application infrastructure,
& Features 4
_j Diagniostics
fﬁ’j Configuration I
=5 Storage

| -~ Role Services: 23 installed |

Verify that the following components are installed:

ASP.NET
.NET Extensibility
ISAPI Extensions
ISAPI Filters
~! Role Services: 23 installed
Role Service | Status
1’5 Web Server Installed
] Comman HTTP Features Installed
P9 Static Conkent Installed
ca Default Document Installed
o Directory Browsing Installed
=] HTTP Errars Installed
HTTP Redirection Mot installed
WebDaY Publishing Mot installed
P} Application Development Installed
i ASP.NET Installed
=] MET Extensibilicy Installed
ASP Mot installed
Gl Tot installed
P9 I5API Extensions Installed
i 154PI Fileers Installed
Server Side Inchudes Mot installed

Scroll down and verify that the following components are installed:
IIS Management Console

IIS 6 Metabase Compatibility

IIS 6 Management Console

_w Management Tools Installed

w115 Management Console | Installed
115 Management Scripts and Tools Mot installed
Managerment Service Mot installed

) 115 & Management Compatibilicy Installed

& | 115 & Metabase Compatibility | Installed
115 6 WMI Compatibilicy Mok installed
115 6 Scripting Tools Mot installed

) | 115 6 Management Console | Installed
FTP Server Mok installed
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Installing IS

To install IIS:

1. Click on Start -> Server Manager -> Roles -> Add Roles.
2. Click Next.

ﬁ’ Before You Begin

Sarver Bles e e sorvee 10 pastorm, 9 a5 s dormerts o hesting 4 wab st
Cortrmaton Beors you contre, verfy that:

fopen = The Adwrestr atior S000UE 15 & D

Sooks . Such s ot B e cordeured

Mot settres,
* Tha latet securty upcisten from Windows Lpdate are rotaded
l‘»:mumnummnnnmmmmnmmummn
3y,

To cortrnm, Ak ot

T~ S0 e page by etk

e
3. Select Web Server (IIS), and then click Next.

Add Woles Wizaed

.&( Select Server Roles

Seloct one or more roles to retal on B server,

Bk Descrpon:
W Serves (115) Active Deectiry Conthats Servces e s e
ok Servces Active Directory Doman Servicss MIM

Active Dvectory Federation Services

Active Drectoey Lgtmendt Drectiry Sarvices
Progess ictivn Dvectony Rights Managemect Servces
Sy Aophoaton Server

TP Sarver

0045 Server

Fax Server

Pl Sarvices

Mrzer

Network Polkcy and Acoess Services

PYine and Dooument Services

v
2 vices
[ Windows Server Update Services.

4. Click Next in Introduction to Web Server (IIS).

obes Wiran X
ﬁ Web Server (I1S)
p
Defore You Begn Introduction te Web Server (115)
EEE— e 2
Vterres 74,2 ket
™
o 7.0, AP XET, and 157,050 features
S T to Nete
oyes | s of Wb server
[ valf, especly
| ik
monkor ey, -
T —
Qrerview of Web Server (IE5)
Qrerviees of Axlble Scle Sorvites 12 7.0
0 Chechits
Common Admrearaiee Tasds 0015
Querviers of WM
<mevous] [ met> | | e |
R—
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Select the following components to install them:

e .NET Extensibility
e ISAPI Extensions
e ISAPI Filters
e ASP.NET
ury
Before You Begn Select the roke services to instal for Web Server (I1S)
Server Rokes Fioke sarvices: Oescrgion:
wosow B 1wt server D b
EETETTI | epenes e bk Web stos
SO z Defaukt Dooment ?A;nu::-:,::
st e oo
£ M pedvectin gredsresrogsmnng o8
WetOAY Publisteng RSP NET provides 8 1
i Apphcation Development rfrastyacturs for bubdeg w

5 B Meskh and Dusgrestics
() HITP Logpe
L togpng ook
7. Request Monkor
Tracra =
More shout 1ole servies

oo |[Chwt> | vk | e

Scroll down, select the following components, and then click Next.

e IIS Management Console
e IIS 6 Metabase Compatibility
e IIS 6 Management Console

is.‘_ Select Role Services

Bofore You Begh Select the role services to stal for Web Server (T5):
Sewver Rokes
Wb Sarewr (5)

Contamation
Progess
esuts

B 115 6 Marwgement Compantity
=M (4] 115 6 Metabase Compattity
115 6 WhG Compartity

FIP Gterstiey
IS Hostale Web Core

e sbeg ccke secen

B&e 00 0® ) —

Click Install.
ﬂm__z.

ﬁ Confirm Installation Selections

Befors Vou Begn

Serves ks

web Server (i5)
Rl Sukces B s smrvar raght rmed b b rastarted after e it alaton compints. =

* Web Server (115)

Progess (B Find ot e abont Windows Syt Rescuece Manags (WSRI) nd how el cptirce

Fess S

o el he Fobkoweng e, ok sevices, o ek, i ratal.
(3 2eFormationd messages bekow

Click Close.
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Plad Roles wWizard

igﬂ' Installation Results:
"

The Following rols, robs services, o festures wares instaed successully
2. 1 warring message bekow

{. Windoms autcmatic updtig i ok enabied. To enaure that your newy-staled roke o festue s 2
sncmabcaly Ugdsted, T o Wrvdos Upda i Corerd e,
“ We Server (11S) @ tnstallation succeeded
The e o sarvces were rtaled
Wel Server
Conmen HTTF Featires
tic Contert

Defnat Docusmert
Ginectory Browsing
HITP Ervces

Applcation Cevelopment:
4P NET
HET Extonsbity
5471 Extensions
15281 ks

Fessith and Diagnostics

HIT Logomy
Raquest Moritar

i
[

| = |

Register .NET with IIS by running the following commands as an administrator
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\aspnet_regiis.exe —i
C:\Windows\Microsoft. NET\Framework64\v4.0.38319\aspnet_regiis.exe —i

poration. All rights reserved

of t .NET~\Framework64 \v2 .0.58"

10. To verify that IIS 7 is installed on the server, open your web browser and go to
http://localhost/. If ISS 7 is installed, the following page appears

/> 1157 - Windows Internet Explorer i
—

=10l x|
@@vl'@ tp://localhost, Fli&mf ) x |2 Live il
Fle Edit View Favortes Tools Help
i Favorites |55 @S ed Sites > @] Web Slice Gallery ~
@us7 | I o~ B - 7 dm - Page~ Safety~ Toos~ @~

me -
Bienvenido
Bem-vi
Bienvenue

o

Tervetuloii
o'XaN 0'DINA
Velkommen VELKOMEN
Benvenuto
Welkom

internet information services Wnamy
Valkommen

Hos Geldiniz

Udvozoljiik

[ [ [ [ [ [@ntemet [ Protected Mode: Off

[%a ~ [®Rw00% - 4
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6

Generating the SSL Certificate Request

Oracle Hospitality Hotel Mobile uses an SHA-2 SSL certificate signed by a known public certificate
authority. The SSL should handle TLS 1.2. This section explains how to generate the certificate request

for hotels to generate and use the certificate.

Do not use commas in any of the fields when creating your Certificate Signing Request (CSR).

Commas are interpreted as the end of the field and cause an invalid CSR to be generated. Do not use
any of the following characters in the web server distinguished name:
l@#$%"*()~?><&/\

1.

Go to Start -> Control Panel -> Administrative Tools -> Internet Information Services (IIS)

Manager to launch the Internet Information Services (IIS) Manager.

In the Connections panel on the left, select the correct server name and open the Server
Certificates features by double-clicking the Server Certificates.

'?iln(rmﬂ Information Services (11S) Manager e

@@ 9 » wiNxBGPS b
e  Yev Heb
= & WIN2KS-GPS Home
Groupby: Area -G8~
s
2 a
80 2 o
Authenteation Compression Default
ocument
L | =]
L] <=
Error Pages Handler TP
Ma0NgS Res00...

1. Content View

Ready

I»

=101 %]
W e

Manage Server

o Restart

@ St
View Appication Pools
View Sites

© reo
Ordine Help

4

In the Actions panel, click Create Certificate Request to open the Request Certificate wizard.

If you already have a certificate that is near expiration date and you need to renew it, select

Create Certificate Request. Do not use the Renew option on the certificate from the Server
Certificates action menu. The renewal function can sometimes create an incompatible CSR.
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“E Internet Information Services (IIS) Manager [ =[O x|

@‘_, | 83 » wmaxscps »

& - e

Ele  View Hep

@) Server Certificates
ORI J -
s f? 3;;‘;?;5 G Use this feature to request and manage certificates that the Web Create Certificate Request...
B9 w O crver can use with Web sites configured for SSL:
ligme > [ ssued o Create Domain Certficate...
Create Self-Signed Certificate...
@ Help
Oniine Help
] 2l
< | »| [ElrFeatures view || Content View
Ready \-F

4. Enter the Distinguished Name information in the Distinguished Name Properties window in

the wizard:
Request Certificate HE

| Distinguished Name Properties

ﬂ“‘

Specify the required information For the certificate. State/province and Cityflocality must be specified
as official names and they cannot contain abbreviations.

Comman name: I\

Crganization: I

Organizational unit: I—

Cityflocality I—

State/province: I—

Country/region: I[N ﬂ [%

Previous | fext I Firfisti I Cancel |

Common name

Domain to be secured by certificate

Organization

Organization’s legal business name

Organizational Unit

Department in the organization

City/Locality Business location - city
State/Province Business location — state/province
Country/Region Business location - country

5. Click Next.

6. Select Microsoft RSA Channel Cryptographic Provider as the Cryptographic service provider.
For Bit Length, select 2048, and then click Next.

Generating the SSL Certificate Request
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Request Certificate

|| Cryptographic Service Provider Properties

gl

Select a cryptographic service provider and a bit length. The bit length of the encryption key
determines the certificate’s encryption strength. The greater the bit length, the stronger the security.
However, a greater bit length may decrease performance.

Cryptographic service provider:

Irvhcrosoft RSA SChannel Cryptographic Provider L]
Bit length:

oss _________JAd

Previous I Next I Finish | Cancel I

Specify the location and file name for your CSR as shown in the following figure:

File Name

L _RU

Specify the file name for the certificate request, This information can be senk to a certification
authority For signing.

Specify a file name for the certificate request:

|C:\Usars\PMSADpSVC\Desktup\]MNLNDCPMSMBJ1 Jxt D

Previous I Next | Finish I Cancel |

Take note of where the CSR is being stored, as the hotel needs to access this file when
requesting a certificate. The file should contain a CSR similar to what appears in the following
example:

Generating the SSL Certificate Request



File Edit Format WView Help

|-----BEGIN MNEW CERTIFICATE REQUEST-----
MIIEdDCCAlWCAQAWHZELMAKGALUEBNMCSI4 XFDASBONVBAGMCOLhaGFyyxNodHh
MQBWDQY DVOOQHDAZNGWL 1wk xDTALEGNVEAOMBE 1 IQ0wxC 2AIBGNVBASMAK TUMS Uw
IWVDVQQDDBXJTleTURDUElTTUIwMSSOpr0b3R1mekNEQtMIIBIjANngEhk1G
OwOBAQEFAAOCAQBAMI IBCOKCAQEAK 2CPTBPGSWARSDNZHNFMOEZaAC JNr Svem3is
Tbhbgé+0is15dmNd+FCsSyBTwWdbx15/hcast /bwlilE09APCcswsBGghtt zCShgIvigS
NcOj2nPksuQgTPdipwCd TpwrIPTuGa2ggkH7 Ipzi3sZzalweFnvF4bIPSIEXE skwk
PF7IERZOMKS Dk FhNH+KVZTUZgMa7rL0U DdwiyusQodlxs NvLvgwCyNyy ZHdwlhp
ICyKkGOLIBo/ v 1 xwWoEwNgbr F2VK TMdwZs 731 Tdr fOuy cywlHD1VDZBazvmkdac
PENZNMBCNNMOZTLAVYCLpwWyQEH+20G+IS,/Fumk PerihxjajaowIDAQABOIIET jAa
BOOrBUEEAY I3 DQIDMOWWC JYUMS4 3N AxLT IwUgy IKwY BBAGCNXUUMULWGWI BBOWE
SUSMVULEQLBNUOLCMDEUCGF qaGa0ZwxzLmiy bQwTVEFKSESURUXTXFBNUOFWCF N2
QwwLSW51dELINCT 571 eGUWCOY KK WY BEAGCNWOC AT FkMGICAQE BWHBNAGK AV WBYAGBA
CwBvAGY ADAAQAF T AUWEBBACAAUWEDAGOAYQBUAGS AZQES ACAAOWEYAHK ACABUAGRA
ZwEByAGEACABOAGK AYWAQAF AACQBYAHY AAQBk AGLUACOMBADCBZwY JKOZT hv CNAQKO
MY HEMIG+MA4GALUDDWEE /WQEAWI EBDATEQNVHSUEDDAKE]Qr BQEFBQCDATE4Bgky
hk1Gow0BCQBEAZBPMA4 GCCOGSTh3DAMCAGI AGDADE gthwG9w0DBAICAIAwCWYJ
" IZTAWUDBAEQMASGCWCGSAF LAWQBLTALEG] kgBZ%MEAQIwaYJYIZIAWUDBAEF
MACGESS0AWI HMADGCCQGSI b3 DOMHMEQGALU DEQNBBQMHnmngtqun?VtG4/EEX
IeddjzANngqhkiGQwUBAQUFAAOCAQEAjaka WCEdk LXEBUVUNUPmMbACZYP7S
ABOF VD39 cjorOrK+d9t45n+hDEAfJTxAGFx061pMTthSLazT?debQLDE/O Q
+8lsovaLkpS5]ili4 sabuukz+giBruptarafdnxSPwBEX xvchNFONET46mM T 0Ag
t2v4bSP68chOiOcmudcsvgean+mwot63Q4w91AYe3xfCLoItfd?qumﬁavlsTYﬁ
GKTRThGdb/vTo93qwshnZvbiPQICUEBCZbKE27 s 02VrEIPY VS 20L7STOZNUZMY +
X SCQSAQERQARIZTNONG3EFD7 Svd 6NHHUY 30MO4 NGt T d6wMBZ4 PKOW==

----- END NEW CERTIFICATE REQUEST———==

9. To request a certificate from the Certificate Authority, the hotel needs to open the generated
file containing the newly created Certificate Signing Request (CSR) and copy its content into
the specified field.

10. Copy the full CSR including the

and

lines. Make sure that here are no trailing spaces or carriage returns in the CSR.
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7 Installing the SSL Certificate

To install the SSL acquired by the property, copy the certificate files to the OPERA Web Services server
and follow these steps:

Go to Start -> Control Panel -> Administrative Tools -> Internet Information Services (IIS)
Manager.

In the Connections panel on the left, select the correct server name and open the Server
Certificates features by double-clicking the Server Certificates.

*E InterneMinformation Services (115) Manager [_[O[=]
@ (5] [*?j b MEOSSCRERA b | s -
Fle Wiew Help
@91 MEOS50PERA Home
b= NESHT -} ’ Manage Server
W5 Start Page = 2 Restart
5 pecssoreRA ooy | e LA Fd e s z st
Authentication Compression  Default Directory  Error Pages. = 2
ocumert Browsing ® st
P ﬂ E‘ by E View Application Pools
=) é S| Yiew Shes
Handler HTTP ISAPT and ©G1 ISAPI Filkers Logging
Mappings Respo...  Restrictions Change |HET Framewark Yersion
= R e = @ rep
mEodl e & . Gnlne Hela
MIME Types  Modules Qutput Renquest
Caching Filtering Certificates
-~
@ty
Worker
Frocesses
4 y| [E1Features view |\ content view
Ready L

In the Actions panel on the right, click Complete Certificate Request.
B Internet Information Services (1I5) Manager

@ & [@j » MEOSSOPERA *

| &
Fie View Help
@) Server Certificates
@- |78 E Iport...
W Start Page
595 [MECSSOPERA (MESSOPERAA]|| LS this Featura to request and manage certficates that the Create Certificate Request, ..
HmpTeation ook wieh server can use with Wb sites configured for 55L. Complis o R
&) Sites Mame * | tssued o Create Domain Certificate. .
Create Self-Signed Certificate. .
@ Help
oriine Help
T [ H
4 [ v| [=]Features view |, - Content ¥iew
Ready

&

4. Click the button to select the server certificate you received from the certificate authority. If the

certificate does not have a .cer file extension, select to view all types. Enter any name so you can
keep track of the certificate on this server. Click OK.
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Eon‘rﬂlete Cettificate Request HE

il Specify Certificate Authority Response

gr

Complete a previously created certificate request by retrieving the file that contains the certificate
autharity's response.

File name containing the certification authority's response:

IC H\UsersiAdministrator\Downloadscertnew cer |

Friendly name:

| |Meoss0PERA|

Convel

If successful, the newly installed certificate will be shown in the list. If an error stating that the
request or private key cannot be found, make sure that the correct certificate is used and that it
is installed in the same server that the CSR was generated from. If you are not sure about those

two things, ask the property for verification so they can contact the certificate authority if the
problem persist.

5.

Q;"Elnl:t:rnel: Information Services {IIS} Manager
@ o | % meossoreRa b

| &
Rf Wiew  Help
i @0 server Certificates
€- l l 5L E Import...
&5 start Page
B .u‘aj MEOSSORERA (MEOSSOPERAIM | U5 this Feature to request and manage certificates that the Create Certificate Request...
2 application Pools ‘web server can use with Web sites configured For 55L. Complets Certificats Request, .
=l MR T
-la] Sites MEE I I iy Create Domain Certificate. .,
MeOSS0PERA MECSSOPERA I -
Create Self-Signed Certificate. ..
Wiew..,
Export...
Renew...
K Remove
E@- Help
Cnline Help
N E— i
1| » Features View |- Content View

Ready

9

Intermediate Certificate

Most SSL providers issue server certificates of an Intermediate certificate so you install this

Intermediate certificate to the server as well or will receive a Certificate Not Trusted Error. Follow these
steps to install each Intermediate certificate:

Locate the intermediate certificate where Certificate files where stored on the OPERA Web
Services server.

2. Double-click each intermediate certificate to open the certificate details.
At the bottom of the General tab, click Install Certificate to start the certificate import wizard.
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4. Click Next.

Certificate [ %]

General |D%I|S | Certification Path |

g Certificate Information

This certificate is intended for the following purpose(s):
+ Ensures the identity of a remate computer

Issued to: MEOSSOPERA

I Instal Certificate..." Issuet Statement |

Issued by: Micros-Fidelio Root CA

valid from & 4/ 2016 to & 4/ 2021

Learn more about £

QK |

5. Select Place all certificates in the following store, and then click Browse.

et dicate gt Wieand x|

Certificste Store

Certificate shives e syihem sress whers certificater we bept.

‘b iy BUEOae Bl Seet & ORTICAEE Shive, oF yOu Cat SRedly & Caon for
1™ agtomatically select the certificsbs shore based onithe bype of certficate

=

-:mlm:-l cancdl |
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6. Select Show physical stores as shown in the following figure:

Select Certificate Store =

Select the certificate store you want to use.

| Preview Build Roots ~
| Remote Desktop

| Smart Card Trusted Roots
i-{_| Trusted Devices

| Windows Live ID Token Issuer

]
L

| [+] show physical stores |

7. Expand the Intermediate Certification Authorities folder, and then select Local Computer
beneath it.

Select Certificate Store 2=
Select the certificate store wou want bo use,
-
[ »
Cancal I

8. Click OK, Next, and then Finish.
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1. Go to Start -> Control Panel -> Administrative Tools -> Internet Information Services (IIS)
Manager to bind the certificate to the website.

2. In the connections column, expand the Sites folder, and then click the website to bind to the
certificate. Click Bindings in the Edit Site section.

”-'E[nterl*at Information Services (T15) Manager [_[O[x]
@,, [@ » MEOSSOPERA P Sites b Defadl webSite P | & @ -

File  View  Help

@ Default Web Site Home ——

-z 8 2 Explore =
Mg statPaee | [ w1 Edit Permissions., .
93 MEOSSOPERS (MEOSSOPERAA( | TITEr! T G0 - \gashowal =
Application Pocls ASPNET = Edit Site
.
:% N2 [= Basic Settings.
NET X NET Error Wiew Applications
Authorizati,..  Compilation  Pages

Wiew Virtual Directories

g F "iv Manage Web Site A

‘ U= .
(MET Profile MET Trust ~ Restart

NET
Globallzation Levels P Stat
— = 8 Stop
= i
W W ——— |
Application  Comneckion  Machine Key Browse *:50 (http)
Settings Strings

4| Brawise *1443 (https)

Advanced Settings...
4 | vl [E]Features view |7 Content view

Ready h-F

3. Click Add.
21

Type | Host Name | Port | IP Address Bilil fad. .. ||
hitty 80 -

L |
Ty s I

4. Change the Type to https, and then select the SSL certificate you just installed. Click OK.

1= IP address: Eort:
Ihttps - l IAII Unassigned - |443
Hast name:

S5L certificate:

—
|MecssOPER I jl Wiew... |
OK | Caniel I

The binding for port 443 appears.
5. Click Close.

Site Bindings HE
Tvpe | Host Mame | Fark | IP Address | Binding Add...
hitp g0 *
https 443 * | Edit... |

Remoye |
EBrowse |

«| |

Close |
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