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1. Preface

Introduction

This guide would help you to configure the post installation steps of SOA component, installation
of Process flow services on designated environment. It is assumed that all the prior setup is
already done related with WebLogic 12c installation; WebLogic managed server creation, RCU
creation for BPM Suite, BPM Suite installation and Oracle DB installation.

It is recommended to use dedicated managed server for each of the Plato infrastructure services.

Audience

This document is intended for WebLogic admin or ops-web team who are responsible for
installing the OFSS banking products.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Organization

This installation user guide would allow you to install following services in same order:
¢ CMC-WORKFLOW-TASK-SERVICES Service
e CMC-SMS-AUTHENTICATOR-SERVICE Service
¢ CMC-SMS-JPSPROVIDER-SERVICE Service

Related Documents

Refer to application specific process management annexures and pre-installation guides.
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2. Database Setup

2.1 Introduction

In this section you are going to setup database related configuration for Mid Office Common Core
Installation.

2.2 Pre-requisite

Below setup is dependent on Common Core Schema, Mid office core schema and SMS schema.
So, before you proceed with below setup ensure MID Office Common Core Schema and SMS
Schema is provided to you.
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3. SOA Post Installation Configuration

3.1 Introduction

In this section, you are going to setup SOA related configuration for Workflow services
Installation.

3.2 Pre-requisite

e Oracle Fusion Middleware 18c (18.3) 12.2.1.3 has to be installed on the machine.
e Oracle BPMN Suite 12.2.1.3 has to be installed on the machine

3.3 Authentication Configuration

Download the Authenticator jar cmc-sms-authenticator-service-1.0.3.war, cmc-sms-
jpsprovider-service-1.0.3.jar) from the OSDC Pack.

Target
Application Archive name OSDC Path S
. cmc-sms- MID OFFICE_COMMON_CORE\cmc | SOA
cmc-sms-authenticator- . . — — -
service authenticator-service- | -sms-authenticator- Server
1.0.3jar service\APP\ARCHIVE
. . . . MID OFFICE. COMMON_CORE\ SOA
cmc-sms-jpsprovider- cmc-sms-jpsprovider- — L= -
service service-4.1.0 jar cmc-sms-jpsprovider- Server
B service\APP\ARCHIVE

Apply the Authenticator in the below path

1. In cmc-sms-authenticator-service-1.0.3.jar, replace the corresponding SMS, Branch service
url's in CISProperties.properties file

JNDI.Name=jdbc/fcjdevDS
GETROLES=http://10.184.153.185:7001/sms-core-service
GETUSERS=http://10.184.153.185:7001/sms-core-service

appld=sms

userld=<<WFUSER>>

source=EXTSYS

branch=<<BRANCH_CODE>>
GETBRANCHES=http://ofss220245:7001/cmc-branch-services/
appldBranch=<<CMNCORE>>

BPELCREDENTIAL=SHA-
5121113114808CAAE1DEG602B038E6A4A8DDADC65145526088525540338880D12A09480A97D
EBOC7B4FAB0O6BBC3148D9090187260EF4F3F88EDFOE17E1FA596C3B1837D
BPELSALT=0A1FB843E1626F8C6B14286DC4C17030

2. Copy the cmc-sms-authenticator-service . jar file to
<ORACLE_HOME>\wliserver\server\lib\mbeantypes
3. Restart the Admin Server.

Note: Identify a user account and replace the valid user with <<WFUSER>> and make sure that
user account has the sms - role configuration as mentioned below
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3.4

<<BRANCH_CODE>> - Home branch of the user <<WFUSER>>

CMC_FA_CURRENCY_DEFN_VIEW

CMC_FA_CURRENCY_HOLIDAY_VIEW

CMC_FA_CUSTOMER_CATEGORY_VIEW

CMC_FA_EXT_CUSTOMER_VIEW

CMC_FA_EXT_BRANCH_PARAMETERS_VIEW

CMC_FA_EXT_BANK_PARAMETERS_VIEW

CMC_FA_LOCAL_HOLIDAY_VIEW

CMC_FA_SYSTEM_DATES_VIEW

CMC_FA_WF_VIEW

TFPM_FA_CMC_QUEUE_MA_VIEW

TFPM_FA_CMC_PRCODE_MA_VIEW

Update the IP address of the service for the GETROLES,GETUSERS and GETBRANCHES.
<<CMNCORE>> App id of the common core services

SOA - View Compilation

1. Before compiling the CPVW_ATTRIBUTE_FIELD,

CREATE DATABASE LINK SMSDEMOLINK CONNECT TO <<SMS schema
Username>> IDENTIFIED BY <<SMS schema Password>> USING '<<SID>>";

2.

3.

CPVW_USERS,CPVW_BPMN_USERS and CPVW_BPMN_USERROLES views,
Create the DBIlink in the MIDOFFICE COMMON CORE schema using the below script

(Use the same dblink name).

CPVW_BPMN_USERS and CPVW_BPMN_USERROLES views are available in the

cmc-workflow-task-sms-services-4.1.0.war.

Open the cmc-workflow-task-sms-services-4.1.0.war, navigate to the \WEB-
INF\classes\db\migration\application\ path and compile all the views.
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3.5 Realm configurations

Follow the below steps for the Realm configurations.

1.
2.

Login to the Console of SOA server
Click on Security Realms.

ORACLE Weblogic Server Adminisvaton Console 13

Change Center % Welcomne, weblagic | Comectsd 13- Devi0)_donsain

Wiew changes and restarts

Eonfiguration edting 5 enabled. Fure Heme Page
changes il ausomaticaly be activased as you
by, ekl or ket —

Domain Structure

Horw do 1.

System Status
tiealth of funning Servers.

» Monfioring Deshboard

Click on myrealm.

ORACLE Weblogic server saminission Consol 1

Wrkcomee, wablogic | Corrmted 1 Dew 201_demain

Change Center 1) e Iretmmcrs [B Record ek o

Wiew chingrs and restarts

Configuraton eding s enatied. Future
- vl mussmancally be actvatid st you
by, ackd or deiete iora in B domain,

[ ——

Sumisary of Scourity Reasls

A smaury resin is 8 corsaner for the meshanisms--nduding Users, groups, secuity Toles, security poldes, and security praviders—hat are used 3 pratect Weblogic resaurces, ou can have muscle

Domain Strecture seusity 1eskes i Vedkoge Sererr deman, bl eriy ne can be st an the delaul (ke sk,

Thes ety Resakes posge B pach securty el il b beoen corfigurrd i s Websl e Sevver ciman. Chek the sume of the rmaks o expiore and corifgure that rem.

| Customice Ui table
Security Realms
- Interopershity

Realms (Fitered - Hore Columns Exist)
 -Diagnasties

B Sowing Lt 1of 1 Previous | Beat
Pame [
e e

Haw

e Swwing 1o Lof 1 Previows | Mext

4. Click on Providers tab and click on "New" button to create new authentication provider

(FCJCustomProvider). Provider name as CMCAuthenticator and type as
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FCUBSUserAuthenticator.
ORACLE Weblagic Server aamnistasen Consote 12t S 2 20200 o]

Changs Canter ) e L Ot Preferences [ e Weekemme, webloga: | Cornected : Devia01_donsam

View changes and reatasts.

Configuranon editng s enabled. Futre Ercate a Mow Authentiation Provider
changms vl mtisriatealy b actvated o vou

mexify, 2k or ket ftems i this doman, 0K | || Cancal

Create 3 new Authentication Provider

Thoe Soliowrs proper e wll

the authentcanon provider.

*Hame: FJCusomPravided
This is the tyne of authentication provider yau wsh b ceate.
Type: FCUBSUseutherticator [=]

OF | || Cancel
ot

» Manage senurey provders

= Condgure Authemscation and [den!
wders

ey

Systens SEatus e
sl of Rurreng Servers

Click Reorder to bring provider to first of all providers and click OK.

Q Welonane, meblogic | Comected 13: Dewta91_domain

ORACLE wWebLogic Server s

Chasge Center
hew changes and restarts
Confiuration sding 5 enstied. Fubre

& Create cperuson canceled - o Asthantcaton Provders oS
Seatmgs for myreaem
Cordganten | et and Grups ok and Polons | CredebelMacorn | Previders Mgt

Aulhesticabion  Pusswerd (obishon  Acberisten | Adybeston | Roebagwg Al CoedevidMuery  CotfertonPab  Kepitores

2 B teator e s Voptionge e B st by NI & L o vl e e A bt i 8 Secuily resie, ey o s swiioie Autterbeston
OFders 1 & Securty resim. fferent tyDes of Aushentcaton Drowicers ane desgned 1 coem dfferent data siores, such as LDAP servers or DM Fou 0an aso confoure 3 Aesin ASapier
srscanion order $iat kw1 B work 84 LR B R e P ebesses of Ve Serve,

b Custamie this table

Athentialion Provders

b | | B e 4504 P et

Descrgtion
e aton priveces for FUELELBE uomrs

Trust Service Lderitey Amserion Provider

Wbt duthasncaton Frovidie
Weblonge Lerity haser o provvdes L

Sromng L 40f 4 Frevous

ORACLE wabtosic server smnseaen Conici 2 - O

hasge Coster R e g0t

Wi changes and restarts - sy o Bty . ar .8 S—

Cariguraton g s ensbled. Fubsre
harzes vl sutieatenly be actested as v
Pify B o deiene sems p P o 0% | || Cancal

Renrler Aulbentication Prvders.

recrder your desShenicaton Proelens ing i s Sekom, Iy meondenrs) s enScaton Prowelers, o can e e suSenicaton segunce.

e

o i L i 5 e B 0 e e 1 L

[RaT . —
Tt Service Identity Asse
Delpalagthentater
DetasitidentayAsserter

Click on CMCAuthenticator.
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In Common tab change the control flag to “SUFFICIENT".

ORACLE weblogic Server siminis¥ston Conasls 172

Change Center
View changes and restarts
Confgurnton sdieg m erubied. Futire

changes wil automatcaly be artuabed 2 you
modfy, add or delats itame i thie daman.

Hew dhe L

P ok o Fir

System Status

Henth of g Saruaee.

) riome Logut Preferences [ Record teln %

Settings for FCI estomProvider
Cenfiguration
Common  Provder Specc
Save

Th page allows you t0 defret e geeral confguraten of the provider.

A e I ———

q ! For FLENCUSE s
(] ersioo: FOLBS 121
1F] Comtret Flag: SUFFICIENT [=]

Save

T

Welcome, weblogic | Conrectes 12: Dewl 200_domain

8. Restart the Server.
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3.6 Jar Configuration

Follow the below steps to configure the libovd details for SOA components

1. From the setup artifact copy the "cmc-sms-jpsprovider-service-1.0.3.jar" file into the OSDC
Pack..

2. Create a folder by name ‘classes’ at the location
‘<MIDDLEWARE_HOME>soa\soa\modules\oracle.soa.ext 11.1.x'.

3. Extract the file ‘cmc-sms-jpsprovider-service-1.0.jar’ and copy the folder and sub folders
of "oracle" from classes and move to:
‘<MIDDLEWARE_HOME>soa\soa\modules\oracle.soa.ext_11.1.x\classes’.

4. Navigate to the location
‘<MIDDLEWARE_HOME>soa\soa\modules\oracle.soa.ext_11.1.x\classes’. Edit the
properties file ‘CISProperties.properties’ and update ‘JNDIl.name’ with the JNDI name
defined.Replace the corresponding SMS, Workflow TaskSMS and Workflow Scheduler
url's in CISProperties.properties file
in Oracle/Middleware/Oracle_Home/soa/soa/modules/oracle.soa.ext_11.1.1/classes/oracl
elfsgbu/sms/provider/cac folder.

5. Replace the corresponding SMS, Workflow TaskSMS and Workflow Scheduler url's in
CISProperties.properties file in cmc-sms-jpsprovider-service-1.0.3.jar

6. Copy "cmc-sms-jpsprovider-service-1.0.3.jar" to
‘<MIDDLEWARE_HOME>/user_projects/domains/<domain_name>/config/fmwconfig/ovd/
plugins/lib.

7. in case the above folder is not avaialble Create the directory structure as mentioned.

8. Copy the "cmc_sms_adapter.xml" to
‘<MIDDLEWARE_HOME>/oracle_common/modules/oracle.ovd/templates/

e Search for <CMCDATASOURCE> in cmc_sms_adapter.xml and update it
with jdbc/fcjdevDS Datasource name.

o Execute “libovdadapterconfig” script which is present in
‘<MIDDLEWARE_HOME>/oracle_common/bin’ with below parameters.Update the admin
server host name or ip ,admin server port ,weblogic user id,domain home and fcubs
datasource

libovdadapterconfig.sh -adapterName cmcAdapter -adapterTemplate fcubs_adapter.xml -
host <ADMIN_SERVER_HOST> -port <ADMIN_PORT> -userName <WEBLOGIC_USERID> -
domainPath <DOMAIN_HOME> -dataStore DB -root ou=cmc,dc=oracle,dc=com -
contextName default -dataSourceJNDIName <CMCDATASOURCE>

1. Check whether appid mapped and SOA dependent("jdbc/fcjdevDS") JNDI's are created.
2. Make sure that the above JNDI's are not enabled with Supports Global Transactions.
3. Restart the server post configuration changes

Note:

Check the users & groups are populated properly in realm. Make sure that SYSTEM user is
created and populated in the realm.

(if user and roles are not properly populated , check the views (CPVW_BPEL_USERS) are
properly configured in Core DB).

SYSTEM , WORKFLOWSYSTEM users are mandatory , should be maintained be available the
CMC_TM_BPMN_USERS table (available Core DB).

3-8

ORACLE


http://jndi.name/
http://10.184.133.161:7431/console/console.portal?_nfpb=true&_pageLabel=JdbcDatasourcesJDBCDataSourceDispatcherPage&JdbcDatasourcesJDBCDataSourceDispatcherPortlethandle=com.bea.console.handles.JMXHandle%28%22com.bea%3AName%3Djdbc%2FfcjdevDS%2CType%3Dweblogic.j2ee.descriptor.wl.JDBCDataSourceBean%2CParent%3D%5Bbase_domain%5D%2FJDBCSystemResources%5Bjdbc%2FfcjdevDS%5D%2CPath%3DJDBCResource%5Bjdbc%2FfcjdevDS%5D%22%29
http://10.184.133.161:7431/console/console.portal?_nfpb=true&_pageLabel=JdbcDatasourcesJDBCDataSourceDispatcherPage&JdbcDatasourcesJDBCDataSourceDispatcherPortlethandle=com.bea.console.handles.JMXHandle%28%22com.bea%3AName%3Djdbc%2FfcjdevDS%2CType%3Dweblogic.j2ee.descriptor.wl.JDBCDataSourceBean%2CParent%3D%5Bbase_domain%5D%2FJDBCSystemResources%5Bjdbc%2FfcjdevDS%5D%2CPath%3DJDBCResource%5Bjdbc%2FfcjdevDS%5D%22%29

4. Domain and Cluster Configuration

41 Common Core Domain Configuration

4.1.1 Prerequisites

e Machine should have Java JDK1.8.0_202 has installed.
e Oracle Fusion Middleware 18¢(18.3) 12.2.1.3 has to be installed on the machine.

4.1.2 Steps to Create Domain

It is recommended to have different managed server in one domain for each application. For
Creating Domain and Configuration please refer to ANNEXURE-1 “How to create and Cluster
Configuration”.
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5.1

5.2

5.3

Prerequisite

5. Data Sources Creation

Database and application setup for PLATO has to be performed prior to deployment setup.

Data Sources List

Make sure that the following data sources are available on domain prior to deployment of
applications onto managed servers.

Data Source Name

Data source JNDI

Targets

CMNCORE

jdbc/CMNCORE

Mid office Common Core Server

Steps to create data source in WebLogic is same for all the above except for the connection
details and names. Check the below screenshots to understand data source creation.

Creating Data Source

For creating data source in please refer ANNEXURE-1 “How to create Data sources section”.
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6. Deployments

6.1 Pre-reqguisite
Before you proceed with below, please make sure previous steps are completed.
6.2 Deployments List
Below table give details of the deployments required on each domain for the Common Core
application to run. Deploy one after other in the same given order.
Application Archive name OSDC Path Targets
MID_OFFICE_COMMON_CORE | Mid office
cmc-workflow-task- cmc-workflow-task-
\cmc-workflow-task- Common

service

service-1.0.3.war

services\APP\ARCHIVE

core server

6.3 SOA Process Deployments List

Below table give details of the deployments required on SOA process flow services for the Trade
application to run. Deploy one after other in the same given order.

SI | Archive name OSDC Path Component
sca_lInitiateAMLCheckService | \ OBTFPM_PROCESS\commonprocessflow
1| jar \Initiate AMLCheckService SOA
sca_InitiateAmountBlockServi | \OBTFPM_PROCESS\commonprocessflow\Init
2 | cejar lateAmountBlockService SOA
sca_lInitiateCurrencyConversi | \OBTFPM_PROCESS\commonprocessflow\Init
3 | onService.jar iateCurrencyConversionService SOA
\OBTFPM_PROCESS\commonprocessflow\Init
4 | sca_InitiateHandOffService.jar | iatehandOffService SOA
sca_lInitiateKYCCheckService | \OBTFPM_PROCESS\commonprocessflow\Init
5] .jar iateKYCCheckService SOA
sca_InitiateLimitEarmarkingSe | \OBTFPM_PROCESS\commonprocessflow\Init
6 | rvice.jar lateLimitEarmarkingService SOA
sca_InitiateMailNotificationSer | \OBTFPM_PROCESS\commonprocessflowAInit
7 | vice.jar iateMailNotificationService SOA
sca_InitiateReleaseAmountBl | \OBTFPM_PROCESS\commonprocessflow\Init
8 | ockService.jar lateReleaseAmountBlockService SOA
sca_lInitiateReleaseEarmarkin | \OBTFPM\commonprocessflow\InitiateRelease
9 | gService.jar EarmarkingService SOA
sca_InitiateSanctionCheckSer | \OBTFPM_PROCESS\commonprocessflow\Init
10 | vice.jar lateSanctionCheckService SOA
sca_lInitiateExportLCAdviseSe | \OBTFPM_PROCESS\tradeprocessflow\Initiat
11 | rvice.jar eExportLCAdviseService SOA
sca_|InitiateGuaranteeAdviceA | \OBTFPM_PROCESS\tradeprocessflow\initiat
12 | PRService.jar eGuaranteeAdviceAPRService SOA
sca_lInitiateGuaranteeAdviceS | \OBTFPM_PROCESS\tradeprocessflow\Initiat
13 | ervice.jar eGuaranteeAdviceService SOA
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sca_|InitiateGuaranteelssuanc | \OBTFPM_PROCESS\tradeprocessflow\Initiat

14 | eAPRService.jar eGuaranteelssuanceAPRService SOA
sca_lInitiateGuaranteelssuanc | \OBTFPM_PROCESS\tradeprocessflow\Initiat

15 | eService.jar eGuaranteelssuanceService SOA
sca_|InitiatelmportLClssuance | \OBTFPM_PROCESS\tradeprocessflow\Initiat

16 | Service.jar elmportLClssuanceService SOA
sca_lmportLCAmendmentBen | \OBTFPM_PROCESS\tradeprocessflow\Import

17 | eficiaryConsent.jar LCAmendmentBeneficiaryConsent SOA
sca_ExportLCAmendmentBen | \OBTFPM_PROCESS\tradeprocessflow\Initiat

18 | eficiaryConsent.jar eExportLCAmendmentBeneficiaryConsent SOA
sca_lInitiateExportLCAmendm | \OBTFPM_PROCESS\tradeprocessflow\Initiat

19 | entService.jar eExportLCAmendmentService SOA
sca_InitiatelmportLCAmendm | \OBTFPM_PROCESS\tradeprocessflow\Initiat

20 | entService.jar elmportLCAmendmentService SOA
sca_lInitiatelImportLCDrawings | \OBTFPM_PROCESS\tradeprocessflow\Initiat

21 | ApplicantResponse.jar elmportLCDrawingsApplicantResponse SOA
sca_InitiatelmportLCDrawings | \OBTFPM_PROCESS\tradeprocessflow\Initiat

22 | CustomerAcceptance.jar elmportLCDrawingsCustomerAcceptance SOA
sca_|InitiatelImportLCDrawings | \OBTFPM_PROCESS\tradeprocessflow\Initiat

23 | Service.jar elmportLCDrawingsService SOA
sca_InitiatelmportLCLiquidatio | \OBTFPM_PROCESS\tradeprocessflow\Initiat

24 | n.jar elmportLCLiquidation SOA
sca_lInitiatelImportLCUpdateDr | \OBTFPM_PROCESS\tradeprocessflow\Initiat

25 | awings.jar elmportLCUpdateDrawings SOA
sca
InitiatelmportDocumentaryCollect | \OBTFPM_PROCESS\tradeprocessflow\nitiatel

26 | ionService.jar mportDocumentaryCollectionService SOA
sca
InitiateExportLCDrawingsService | \OBTFPM_PROCESS\tradeprocessflow\

27 | jar InitiateExportLCDrawingsService SOA
sca_InitiateExportLCDrawingsBe | \PROCESSFLOWS\tradeprocessflow\InitiateE

28 | neficiaryResponse.jar xportLCDrawingsBeneficiaryResponse SOA
sca_|InitiateExportLCDrawingsCu | \PROCESSFLOWS\tradeprocessflow\InitiateE

29 | stomerAcceptance.jar xportLCDrawingsCustomerAcceptance SOA
sca_InitiateExportLCLiquidation.j | \PROCESSFLOWS\tradeprocessflow\InitiateE

30 | ar xportLCLiquidation SOA
sca_InitiatelmportDocumentaryC \PROCESSFLOWS\tradeprocessflow\Initiatelm

31 | ollectionAcceptanceService.jar portDocumentaryCollectionAcceptanceService | SOA
sca_lnitiatelmportDocumentaryC \PROCESSFLOWS\tradeprocesstow\Initiatelm

32 | ollectionAmendService.jar portDocumentaryCollectionAmendService SOA
sca_InitiatelmportDocumentaryC | \PROCESSFLOW  S\tradeprocessflow\Initiatelm

33 | ollectionLiguidationService.jar portDocumentaryCollectionLiquidationService | SOA

\PROCESSFLOW S\tradeprocessflow\sca_Expo

34 | sca_ExportLCCancellation.jar rtLCCancellation.jar SOA
sca_lInitiateExportLCUpdateDraw | \PROCESSFLOW S\tradeprocessflow\sca_Initia

35 | ings.jar teExportLCUpdateDrawings.jar SOA

6.4 Steps to Deploy as Application
To deploy application please refer ANNEXURE-1. “How to deploy section”.
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7.1

7. Restarts and Refresh

Once everything is deployed, restart all the managed servers. And for each application call path
“Irefresh” for refreshing the configuration properties.

Restarting Servers

To restart the server please refer to ANNEXURE-1."How to restart” section.
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8.Logging Area

8.1 Introduction

This part of the document will talk about the logs area where after deployment of Common Core
Applications in WebLogic server.

8.1.1 Logging Area

Mid office Common Core Application writes logs in the below area of the server-
<WEBLOGIC_DOMAIN_CONFIG_AREA>/servers/MIDCOREAPP/logs/MIDCOREAPP.out
Let's assume a domain has been created MidCore_domain with managed_server name called
MIDCOREAPP in the following area of the server

I/scratch/oracle/middleware/user_projects/domains/MidCore_domain. Logging area for Common
core would be /scratch/oracle/middleware/user_projects/domains/
MidCore_domain/servers/MIDCOREAPP/logs/MIDCOREAPP.out.
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