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Preface

Preface

Purpose

This document will cover the steps to install Oracle Payment Interface (OPI) using the
RES native credit card driver. It will also cover Middleware mode vs Terminal mode and
Pay at Table.

Audience

This document is intended for installers of OPI using the RES native credit card driver in
RES 5.5 MR1 and higher.

Customer Support

To contact Oracle Customer Support, access My Oracle Support at the following URL.:
https://support.oracle.com

When contacting Customer Support, please provide the following:

*  Product version and program/module name

* Functional and technical description of the problem (include business impact)

* Detailed step-by-step instructions to re-create

° Exact error message received and any associated log files

* Screenshots of each step you take

Documentation

Product documentation is available on the Oracle Help Center at
http://docs.oracle.com/en/industries/hospitality/

Revision History

Date Description of Change

February 2019 Initial publication.

March 2019 Updated formatting and cover page with new template.
July 2019 Updated security bugs in few chapters.

November 2020 Updated functionality for Debit and Cashback

October 2023 Removed the MySQL 5.6 version across the document as

the OPI installer no longer supports

ORACLE


https://support.oracle.com/
http://docs.oracle.com/en/industries/hospitality/

Pre-Installation Steps

Important Information

Consider the following guidelines before installing Oracle Payment Interface (OPI):

IF UPGRADING OPI, YOU MUST READ THE UPGRADING THE OPI SECTION FIRST.

Only RES 5.5 MR1 or later supports the native driver solution.
You must install the CaOPI credit card driver.

There is no Oracle Gateway Device Handler (OGDH) installation with the native
driver solution.

You can upgrade from OPI 6.1 (6.1.0.9) and higher to OPI 19.1.

You cannot upgrade to OPI 19.1 from any previous MICROS Payment Gateway
(MPG) version.

You must uninstall previous versions of MPG before installing OPI 19.1.
Batch and settle all credit transactions prior to installing or upgrading OPI.

OPI 19.1 does not install a database. If a clean install, the database for OPI must be
installed prior to installing OPI.

If upgrading from OPI 6.1 or higher, the existing MySQL database will be migrated to
19.1.

OPI supports JRE 8 and it is required to use JRE 8U152 or above JRE 8 build only to
support all the currencies.

Minimum CaOPI must be V5.2.3.

If an MGDH installation exists, go to Programs and Features to uninstall the MGDH
application.

Ops.exe cannot be running during the MGDH uninstall.

Uninstalling Prior OPI/MPG Versions

ORACLE

1.

Run POSEOD and verify all previous transactions have been batched and approved
in transaction.log.

Uninstall MPG/OPI through the Microsoft Windows Control Panel.

If no other applications use the database, uninstall MySQL through the Microsoft
Windows Control Panel.

Uninstall MySQL community through the Microsoft Windows Control Panel.
Rename the C:\ProgramData\MySQL folder to MySQL_Old.
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6.

7.

Chapter 1
Pre-Installation Steps

If you cannot see the ProgramData folder, you may need to configure the Windows
Explorer folder options to show the hidden folders.

Restart the server.

# NOTE:

It is not recommended to leave a MySQL database from prior to OPI 6.1 in
place. It should be un-installed and a newer MySQL database installed for
OPI 19.1.
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OPI Native Driver

Installation Prerequisites

OPI requires:

° Atleast 6 GB of free disk space.

*  CaOPI requires Microsoft .NET Framework version 4.6.1 or later.
Before you start, make sure to know:

°  Whether the merchant is a table service restaurant (TSR), quick service restaurant
(QSR), or both. You cannot use tips in a QSR.

*  Whether the merchant would like to activate Refund functionality or not. The
merchant needs to control the privilege for this function.

*  OPI must be installed while logged on as an administrator.
° Login credentials to the Micros database to enable Pay@Table.

° The Pay@Table certificate password when enabling Pay@Table. The certificate
password comes from the OPI partner and should be part of the partner validation
process.

* A passphrase to create during the OPI install. You will enter this passphrase in
CreditCards.exe during configuration.

° If upgrading from OPI 6.1 or later you will need to know the MySQL root user account
password.

* A MySQL, or other supported database type, must be installed for use with OPI, prior
to the OPI 19.1 install.

Installing the OPI

1. Take Micros Control Panel to off.

2. Copy OraclePaymentInterfaceInstaller 19.1.0.0.exe tothe Server and
double-click it to launch the install.

3. Select your language, and then click OK.

4. Click Next on the Welcome to the InstallShield Wizard for Oracle Payment Interface
screen.

5. Click Next on the OPI Prerequisites screen.

ORACLE o1
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Oracle Payment Interface - InstallShield Wizard @

Setup Type
Select the setup type to install,

-

Please select a setup type.

(@ Complete

-: % All program features will be installed. (Requires the most disk space.)

) Custom
-:" Select which program features you want installed. Recommended for
W' advanced users,

< Back ][ Mext = J[ Cancel

The Setup Type screen appears.
* Complete: All program features will be installed.

*  Custom: Select which program features you want installed. Recommended for
advanced users only.

6. Make a selection, and then click Next.

Oracle Payment Interface - InstallShield Wizard X

Select Features
Select the features setup wil install,

-

Select the features you want to install, and deselect the features you do not want to install.

I Database Schema Description

[¥] 0PI Services Sets up the Database

) components for the defined
[¥] configuration Tool i

157.84 ME of space required on the C drive
435653, 20 MB of space available on the C drive

< Back ][ Mext = ][ Cancel
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If you select the Custom install option, the Select Features screen appears with the
following options:

a. Database Schema
b. OPI Services
c. Configuration Tool

All these three features must be installed. It is just a matter of whether they are all
installed on the same computer or on separate computers.

7. Select the features to install on this computer, and then click Next.
The Choose Destination Location screen appears.

8. Accept the default installation location or click Change... to choose a different
location, and then click Next.

9. Click Install on the Ready to Install the Program screen. The Setup Status screen
displays for a few minutes.

The Setup Type screen appears.

Oracle Payment Interface - InstallShield Wizard X

Setup Type
Select the setup type that best suits your needs,

Select Database being used.

@ MySQL
) S0L Server
) 50L Express

") Orade DB

< Back Mext = ] I Cancel

10. Select the database type being used, and then click Next.

# NOTE:

OPI does not install any database, so the database must already be installed.
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Oracle Payment Interface - InstallShield Wizard @
Database Server

Enter the Database Server Mame or IP.
Enter the Port Mumber.

MameIP: Jocalhost]

Port #: 3306

< Back ][ Mext = ][ Cancel

The Database Server screen appears.

11. The Name/IP: field defaults to localhost. This should be left as localhost if the OPI
database is installed on the same computer. If the database is installed on another
computer, the Name or IP address of that machine should be entered here.

# NOTE:

If the database type is MySQL, and you cannot use localhost for the Name/IP
field, then some commands must be run manually on that MySQL database
before proceeding. See the Granting Permission in MYSQL section in the
Oracle Payment Interface Installation and Reference Guide for instructions.
Setup will not complete if this is not done.

12. Accept the default Port # of 3306 (for MySQL), and then click Next.

The Database Server Login screen appears.
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£ |

Oracle Payment Interface - InstallShield Wizard

Database Server Login
Database server requires login credentials to continue,

DBA User

Login ID:

Password:

W

13. Enter the server login credentials of DBA user for the database type selected, and
then click Next.

* For MySQL the Login ID: = root
* For other database types the DBA user name/Login ID may be different.
° Enter the correct password for the DBA user.

The Database User Credentials screen appears.
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-

Oracle Payment Interface - InstallShield Wizard @

14.
15.

16.
17.
18.

Database User Credentials

~ ,

Enter the user name and passwaord to create a new database user account that will be used
by the Orade Payment Interface application.

Password is case sensitive, should be at least 8 characters in length and must have at least
one upper case letter, one lower case letter, one number and one spedial character from the
following list: | @#£5%~&™

User Name:

Password:

Confirm Password:

< Back ][ Mext = ][ Cancel

User Name: Enter the user name to create a new database user account.

Password: Create a password. Password is case sensitive, should be at least 8
characters in length and must have at least one upper case letter, one lower case
letter, one number and one special character from the following list: !@#$%"&*..

Confirm Password: Confirm the new password, and then click Next.
Click OK on the Database connection successful dialog.
Click OK on the Database Configuration operation successful dialog.

The Configuration Tool Superuser Credentials screen appears.
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Oracle Payment Interface - InstallShield Wizard [ =2 |

19.

20.

21.
22.

Configuration Tool Superuser Credentials

a

Enter the user name and password to create the super user account for the configuration
tool,

Password is case sensitive, should be at least & characters in length and must have at least
one upper case letter, one lower case letter, one number and one spedial character from the
following list; | @#5% &=

User Mame:

Password:

Confirm Password:

< Badk Mext = ] [ Cancel

User Name: Enter the user name to create the Super user account. This can be any
user name and does not have to be a Windows account user.

Password: Create a password. Password is case sensitive, should be at least 8
characters in length and must have at least one upper case letter, one lower case
letter, one number and one special character from the following list: |@#$%"&*.

Confirm Password: Confirm the new password, and then click Next.
Click OK on the Create SuperUser operation successful dialog.

The Configuration Tool Connection Settings screen appears.
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Oracle Payment Interface - InstallShield Wizard x|
Configuration Tool Connection Settings
Please enter the Configuration Server Connection Information:
{ex. Host: Port: 8090 [ Host: Port: 8090 )
Host: | 192.0.2.1 Port: | 8090
InstaliShield
< Back I Next > I Cancel

° Host: Enter the IP address or server name of the PC where the OPI Config Service is
installed. This will be the PC where you selected “OPI Services” to be installed.

* Leave the default Port of 8090.
23. Click Next.

The Configuration Tool Passphrase screen appears.

3

Oracle Payment Interface - InstallShield Wizard

Configuration Tool Passphrase

Please enter the Configuration Tool Passphrase,

Passphrase is case sensitive, should be at least 15 characters in length and must have at
least one upper case letter, one lower case letter, one number and one spedial character
from the following list: | @#4%~&*

Passphrase:

Confirm Passphrase:

[ < Back ” Mext = ][ Cancel l

24. Passphrase: The passphrase is case sensitive, should be at least 15 characters in
length and must have at least one upper case letter, one lower case letter, one
number and one special character from the following list: '@#$%"&*.
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25. Enter a passphrase, confirm it, and then click Next.

After a brief pause, the Configuration Wizard launches.

® Oracle Payment Interface - Configuration Wizard - X

Oracle Payment Interface - Configuration Wizard

Please select the OPI instance mode:

POS
@ Native Driver
OGDH

PMS

ORACLE‘ Next Close
HOSPITALITY

26. Select POS and Native Driver, and then click Next.
The POS Native Driver Configuration screen appears.

27. Enter and confirm the Passphrase, and then click Next. Passphrase must be at least
15 characters in length and include at least one uppercase letter, one lower case
letter, one number and one special character from the following list: '@#$%"&*.

The OPI Interface screen appears.

# Oracle Payment Interface - Configuration Wizard NS E3
Oracle Payment Interface - Configuration Wizard
OPI Interfaces
PMS [ -
POS m ] POS Service Port: 5098
OPI to PSP C tion Confi
OPI Mode: Middlewara v Enable Mutual Authentication
Private Key Cert. Password: Confirm Password:
Root Certificate Password: Confirm Password:
Pripary Host: https://192.0.2.1/80 e/ Hoet®
Failover Host: https://192.0.2.19/80 Proxy Port:
ORACLE Next Qose
HOSPITALITY

28. Enable Mutual Authentication: Enable this option only if the PSP has provided the
certificates and passwords for it.
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29. Private Key Cert. Password: Enter the password and confirm it.
30. Root Certificate Password: Enter the password and confirm it.
31. Select the OPI Mode either as Middleware or Terminal.

* Middleware: Fill in the primary host connection information and the failover Host
information (if provided).

° Terminal: Select correct Port. If using Mutual Authentication, see the Mutual
Authentication section in the Oracle Payment Interface Installation and Reference
Guide.

32. Click Next.

33. Click the blue + icon in top right corner to create new merchant record.

34. Select the POS Type as RES.

35. Select the Merchant Type as Restaurant or Retail.

36. Enter the Merchant ID.

37. Enter the Merchant Name, Merchant City, Merchant State or Province.

38. Select the Merchant Country/Region from the drop-down list.

39. Select the Enable Pay at Table check box if the merchant will use Pay at Table.
40. Click Next.

Pay at Table Install

# NOTE:

If not using Pay at Table, scroll down to the end of the Pay at Table section to
the Merchant Terminal Configuration screen.

41. Complete or accept the following default values for Pay at Table fields:

* DB Host: Canremain 192.0.2.1 if OPI is installed on the RES server. Otherwise,
enter the IP address of the RES server.

* DB Port: Leave at 2638.
* DB Name: Leave at Micros.
* DB User: Enter a user name that can access the RES database, and confirm it.

° DB Password: Enter the password for the DB user entered in the above step while
installing OPI and confirm it.

° Tenders: If the Pay at Table tenders are not already configured in POSCFG, go to
the Pay at Table Tender Config section and do that now.

° Enter the correct Tender number for each card type used with Pay At Table.
*  Print Check: Enter the number of the Print check tender.
* Service Charge: Enter the number of the Service Charge that is used for tips.

42. Click Next.
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43.

44.

45.

46.

47.

48.

49.
50.

51.

Chapter 2
OPI Native Driver
The Pay at Table Devices screen appears.

Click the blue + icon to add a Pay at Table device, and then configure each device to
query by either check number or table number.

Click Next.

The Pay at Table Configuration screen appears.

Complete or accept the following default values for Pay at Table Configuration fields:
Service Port: Enter the correct port for use with Pay at Table terminals.

Certificate Password: If this is an OPI upgrade, leave the passwords unchanged as they will
match the certificates already in use.

If a new install, use the certificate password and port provided by the PSP.
Click Next. This will end the Pay at Table Install section here.

If using Terminal mode, the Merchant Terminal Configuration screen appears. If
using Middleware mode, this screen will not appear.

Complete the following Merchant Terminal Configuration fields:
Workstation ID: Enter the workstation number from the POS system.
Terminal IP: Enter the IP address of the pinpad device.

Click Next.

The POS Merchants screen appears.

Click the wrench icon to edit an existing merchant record.

Click Main to go back and review settings.

Click Close to advance to final screen.
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Oracle Payment Interface - InstallShield Wizard

Installshield Wizard Complete

The Installshield Wizard has successfully installed Orade
Payment Interface. Before you can use the program, you
must restart your computer.

(@) Yes, I want to restart my computer now.
() Mo, T will restart my computer later,

Remove any disks from their drives, and then dick Finish to
complete setup,

< Back Cancel

52. Click Finish to reboot.

If a reboot cannot be done at the moment, you must stop and then start the OPI
Service for current settings to take effect.

Upgrading the OPI and OGDH

VERY IMPORTANT: Read and follow the upgrade directions.

# NOTE:
OPI 6.1 and higher can be upgraded to OPI 19.1

OPI1 6.1/6.2 to 19.1.0.0 Upgrade Steps

1. Right-click and Run as Administrator the
OraclePaymentInterfaceInstaller 19.1.0.0.exe file to perform an
upgrade.

2. Select a language from the drop-down list, and then click OK.
3. Click Next on the Welcome screen to proceed with the installation.

Prerequisites for the installation will be checked, including the required free drive
space, details of the host environment, and the Java version that is present.
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Click Next on the OPI Prerequisites screen.

"Oracle Payment Interface - InstaliShield Wizard ]

5.

OPI Prerequisites “

Following is some information related to your system:

vurrent Date & Time 24-01-2018 16:00:26 -
Free space on drive C: 43805 MB

Free space on drive D: 24797 MB

Extended memory: 4193848 K

Selected Language: English/1033.

Computer default language: English/1033.

This is a 64 bit Operating System.

OS version Windows 7 Professional Service Pack 1

OS version 6.1

Found Java version JRE 1.8

Found Java Home C:\Program Files\Java\jre1.8.0_144
A version of OPI has been found.6. 1 v

£ »

m

cBack | Next> | [ cancel |

Click OK on the OPI Upgrade screen.

OPI Upgrade @

6.

A6.1 version of OPI has been detected. The installer will have to perform a
complete uninstall of 6.1 before upgrading to 19.1. The next message will ask if
you want to completely remove OPI and all of its components. Click Yes to the
next message to upgrade OPIto 19.1.

[ OK ] [ Cancel l

WARNING! You must click Yes.

IF YOU CLICK NO, YOU WILL HAVE BOTH OPI 6.1 AND OPI 19.1 INSTALLED
AND NEITHER WILL WORK.

Explanation: OPI will migrate the existing MySQL configuration information, but all
previous OPI applications will be removed before the new files are installed.

# NOTE:
The above warning is ONLY for OPI 6.1 to 19.1 upgrades.

A Canceled or failed OPI 6.2 to 19.1 upgrade will not leave both versions
installed — 6.2 will remain intact.

Choose a Destination Location. Accept the default installation location or click
Change... to choose a different location.

Click Next.

The Ready to Install the Program screen displays.
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9. Click Install.
The Setup Status screen displays for a few minutes.
Setup Type
For database type, select MySQL. No other database type is supported for upgrades.
Database Server

Name/IP: The Hostname or IP Address used for communication to the MySQL
database. This must be left at the default of localhost.

Port #: The Port number used for communication to the database
Database Server Login

DBA user

Login ID: root

Password: root user password for MySQL database.
Database User Credentials

User Name: This must be a new user name. It cannot be the same user from the 6.1
install.

Password: Password for the new database user.
Configuration Tool Superuser Credentials

User Name: This can be any user name. It does not have to be a Windows account
user.

Password: Create a password, and then confirm it.

Configuration Tool Connection Settings

Host: Enter the IP address or server name of the PC where the OPI Config Service is
installed. This will be the PC where you selected “OPI Services” to be installed.

Port: Leave at 8090.
Configuration Tool Passphrase
Enter and confirm a passphrase.
Click Next.
The Configuration Wizard launches.
Continue to follow on-screen directions, verifying settings as you go.
POS Merchants
On the Merchants screen, click the wrench icon to the right of the existing merchant.
Verify the merchant settings are correct.
Merchant Pay At Table Configuration

If using Pay at Table, review the tender settings carefully as there are new fields that
will not be pre-populated from the previous OPI install.
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Continue to follow the on-screen directions.
InstallShield Wizard Complete

Click Finish to allow a reboot.

Oracle Payment Interface - InstallShield Wizard i

InstallShield Wizard Complete

The InstallShield Wizard has successfully installed Oracle
Payment Interface. Before you can use the program, you
must restart your computer.

g Yes, I want to restart my computer now.
" Mo, I will restart my computer later.

Remove any disks from their drives, and then click Finish to
complete setup.

< Back I Finish I Gancel

Pay at Table Tender Config
POSCFG Create Pay at Table Tender

With the RES Native driver solution, there must be separate tenders for Pay@ Counter
transactions and Pay at Table (P@T) transactions.

If you create a separate P@T tender for each card type, make sure to use easily-
identifiable names such as P@T Visa and P@T M.C.

If the merchant wants to use the 3rd party processor’s reports, all transactions will be
reported by card type and will not be separated into P@T vs P@C.

If the merchant wants to use local RES reports to show just 1 total for each card type,
they can have a custom report that combines the Pay@Counter and Pay at Table
tenders for each card type.

The following example provides instructions for creating one P@T tender for all P@T
transactions.

1. Poscfg | Sales | Tender Media, copy Cash Tender and paste it.
2. Renameitto P@T.

3. Configure P@T tender according to the following screenshots.
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Tender / Media

File Edit Record Help

Tender f Media

106 P@T

Recond View ] Tabls Wiew ]

102 | Traveler Chic
103 | Perzanal Chk
104 GC Redeem
a 105 Cash w/place
L 106 {5ief

200 - CreditCard
201

202

203

204

205

206

210 == 0Py ==
211 0PI Visa
12 NP D

MNumber | Narmne | ~

BOREEE >
4 4 » M =

#h @ N2

Sart By |Mumber -+ @

General ] Tenderl Plesets] CC Tender] Credit.&uth] PMS ] Sermvice TTL] Printing] Personal Check

leon
Type Effective Fram Effective Ta
|F'a_l,lrnent j | |
Exempted Tax Clazs SLd

I = 2| | -] &l

Frint Class enu Level Class
[101 Guest Check > & 101 ArLeves R =
Privilege Category ML F.ep Code

o = = |

The Manager. Joe 5M5/2016 12:
Tender_a'l'\a’ledia -
File Edit Record Help
Tender / Media & & £ 2 # SN2
106 P@T SotBy [Mumber | 14 4 » M i = @

Record View ] Table View ]

MNumber | Name | A

102 Traveler Chk

General  Tender l F'resets] CC Tender] EreditAuth] Ph4S ] Service TTL] F'rinting] Personal C

General Optionz Charged Tip

[~ Open drawer |

=l el

| 103 Perzonal Chik [v Usze with currency CONYEISIon High Amount Lackaut
104 | GC Redeem [v Reference required
B 105 | Cash wplace [ Exempt auto service charge [ Enable HALD
T 10: B ,l: EHeTpt inclusilve service charge
— : mplowes meal
— 200)- CreditCard [v Azzume paid in full 9
- 2m [ Require amount entry &
- 202 [ Declare tips paid Options
L 203 ¥ ltem s shareable [~ Enable Tender Truncation
204 v Pastto gross receipts [ Enable Tender Rounding
N 205 [ Post o charge receipts r
W 206 [ Post fizcal cazh register credit r
— [ Tax exempt coupon
n 210 == 0P| == —
o 211 | 0P Visa [ Use with Tip Check, 0
L 212 0PI Dizcover ™ Check for Placeholders External Type
H 212 0P Amesx [ Perzsist Auto Discounts | j
| 214| 0PI Diners [~ Prompt for Promize Time SRM Papment Type
[~ Open drawer before prompt
H 215 0R ML [ Enforce beverage control

216 CashBack Tdr
217 | 0PI Default
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Tender / Media — C
File Edit Record Help
Tender / Media i@ 2 2 #h SN2

106 P@T SartBy [Mumber  ~| |4 4 P P e = @
Record View ] Table \J’iew]

General] Tender Fresets ] cc Tender] Cleditﬂuth] PhiS ] Service TTL] Printing] Perzonal Eheck]

Mumber | Mame |A
102 Traveler Chk PaET L
103 | Perzonal Chi

] 104| GC Redeemn Name Amount NLU # Key Code | 5LU
105 Cash w/place |4

C I3 F
200 - CreditCard
201
202
203
204
205
20F

Tender/ Media EI@
File Edit Record Help

Tender / Media & 3 i @n?
106 P@T Sogy |Humber  ~| |4 4 B M = =IF44

Fecord Yiew l Table Yiew ]

'Generall Tender] Presets  CC Tender | Credit Auth | PMS | Service TTL'| Prirting | Personal Check |

Mumber | Mame | - Credit Cards Prampt for ...

n 101 Cash [ Werify before authaorization [~ Prompt for immediate payment

n 102 | Traveler Chk [T Tender must exceed tip [ Prompt for issue number

n 103 | Personal Chk W [ Prompt far izsue date

n 104 | GC Redeem [ Credit final amount required [~ Prompt for optional trailer print
105 Cash w/place [ Allow recall [~ Prompt for cazhback amount

m [~ Mask Credit Card Mumber [~ Prompt for Card Holder Mot Present
2001 - CreditCard r [ Prompt for CW on kanual Entry

: 201 =MGEDH™ [~ Mask Cardholder Name I~ Prompt for C4 on Swiped Entry
202 Viza-MGOH v £ [~ Do nat Prorapt far A4S

| 203 MasterMGDH -

| 204 AmexMGDH -

| 203 DiscoverMGD [~ Co-branded Credit Card PIMPad

— igs :ﬁsual ce Expiration D ate [ Require PIM

N 208 Visa [~ Ewpiration date required pzectnlinnLy

B 209 Arnes [~ Do not check expiration faicre! Lty

B 210 Discover I~ Open expiration format I_U

B 217 | == Q| [ Mask expiration date

| 212 0PIMC

] 213 | 0PI Ames

(| 214/0PIi Diners

The Manager, Joe 1249/2017 11:53:49 aM

Since RES native P@T CC payment is done between the P@T device and the PSP and
RES only posts the payment to a copy of the cash key named "P@T", voiding that tender
will not refund any money to the customer's card.

Solution: Poscfg | Sales | Tender / Media | CC Tender, enable Persistent Payment
for the P@T tender. This will prevent P@T tenders from being voided. If value needs to
be returned to the card, a refund should be performed.
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Tender / Media

File Edit Record Help
Tender / Media & £ 2 i @ N7
106 P@T SortBy [Number | |4 4 b P i = B8] £

Record View ] T able View l

General] Tender] F'reset$] CC Tender  Credit Auth IPMS ] Service TTL] F'rinting] F

Mumber | Mame | ~
| 102 Traveler Chk Autharization ] Preambies |
103 Perzonal Chik
u L& Diriveer EDC Drriver
104 GC Redeem
n 105 Cash w/place | ﬂ @ | ﬂ @
L 106 {gell CATip % Basze Floor Limit 1
n 200 - CreditCard Armount
- 20 Imitial Auth Amount
202 [ Do hat go onling for autharization
B 203 [ Print alternate voucher
204 Secondary Floor Lirit
— Base Floor Limit 2
- 203 Amount
| 206 Secondary Difference % |
n 21 EI EE DP' HuH . r
211 0Pl Wiza -
B 212 0PI Discover [ Allows partial autharization
| 213 0P Amex Card Type
214 0PI Diners I—
| =5 oRMC

Preambles tab = No Preambles.

PMS tab = Allow 19 reference characters.

POS Configuration for Native Driver

ORACLE

Credit card drivers, including CaOPI, require complex security. Ops.exe does not start if
complex security is not enabled. The troubleshooting section contains instructions for
enabling complex security.

Install and Configure CaOPI driver

1. Batch and Settle all current transactions.

2. Take Micros Control panel to off.

3. Verify Microsoft .NET Framework 4.6.1 is installed.

4. Onthe RES Server, double-click CaOPl.exe and follow the installation instructions.

5. You must run the CaOPl.exe installation again, on RES backup servers because it
must register OpiProxy.dll. You cannot only copy the file to the backup servers. Make
sure Microsoft .NET Framework 4.6.1 is installed on the backup server.

Configure CaOPI Driver

1. Take Micros Control Panel to Back of house.

2. Open Poscfg | Devices | CA/EDC Drivers.
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3. Create a new record named OPI.
4. Onthe Driver tab, enter OPI as the Driver Code.
5. Onthe System tab, enter the Host URL Part 1 and Host URL Part 2.

CA / EDC Drivers - O ¥
File Edit Record Help
CA } EDC Drivers SHFHER R # SN2
2 OPI SotBy [Number  ~| |4 4 » Pl =K 8l
Record View ] Table View]
Number | Narme |ﬁ Driver  System ] Merchant]
1 Demo Driver

N Py OF Mot Uzed
| 4 TvTredit 0
n B TWSettle
| § TWDebit
| 7 TWDSettle

Host URL Part 1

|http:/r192.0.2.128

Host URL Part 2

|:5098A150N

W
The Manager. Joe T12/6/2016 10:09:20 Ak

Use the IP of the PC where OPI is installed.
Do not use 192.0.2.1 even if OPI is installed on the RES server.

6. On the Merchant tab, enter the Merchant ID Number.
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CA / EDC Drivers - O ®
File Edit Record Help

CA | EDC Drivers ® & B > 3 &N
2 0PI SartBy [Number ~| |4 4 » M = ;ET],Q

Record Wiew l T able Yiew ]

|| 1| Dema Driver Muriber |Mame A Authorization lsettlementl R C I
14 Y OF1 Y

4 TVCredit
5 TWSeltle
& TWDebit
7 TVDSettle

ternchant 1D Mumber

Nurmber | Hame |h Drriver ] System Merchanll 44 » ) =

3700000001
w W
The Manaoer loe QM 42018 10-44-47 PRA
7. Link each revenue center to the correct Merchant.
CA / EDC Drivers - m| *
File Edit Record Help
CA | EDC Drivers 2 1 i SN2
2 0PI SatBy [Number v |4 4 » M e = £
Recard Wiew ] Table View]
MNumber | Mame |A Dirivver l System Merchant] 4 4 » pl + =
_ Murnber |Marme ~ .&uthorizationl Settlement  RWC ]
0P|
- . 4 2“
| 4 TyCredi i 3 Catating [ 2 =
| 5 TVSettIle ] 8 Retal Mame |A
- B TWDebi #|1 - Restaurant
a 7 TWDSetle B 4 - Cubside
: 3- Deliven

Every revenue center must be linked to a Merchant. Checks should not be
transferred between revenue centers with different Merchant IDs.

8. In Micros Control Panel, highlight Restaurant, and then click Reload DB. No driver

configuration changes are complete until the DB has been reloaded.

Credit Card Batch Configuration

1. Start | Run | CreditCards.exe | OPI.
2. Enter the passphrase created during the OPI installation, and then click Save.

3. Verify it says the Passphrase saved successfully.
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&

File Help
Credit Card Batch & n?
Create ] Fieports ] E dit Settle ] Diagnostic oPl

Enter the Paszphrase below

aformation

I | The OPI Passphrase is saved successfully.
' In orderto complete this change on the RES side go to the Diagnostic tab and select OP| (bottom left corner),

then select "Update OP| PassPhrase” (upper left corner), and click "Begin Test",

If you have a backup server configured and the Passphrase cannot be written to that PC,
the passphrase will not save. The Backup Server Network Node is configured in Poscfg
| System | Restaurant | Descriptions.

# NOTE:

If a new backup server workstation is added after the OPI passphrase is
entered in CreditCards.exe, you must re-enter the passphrase in
CreditCards.exe again, so that the passphrase can be saved to the backup
server.

4. CreditCards.exe | diagnhostics, select OPI from CA/EDC Drivers, select Update
OPI PassPhrase, and then click Begin Test.
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@ Credit Card Batch

File Help
Credit Card Batch
Create ] Feports ] Edit Seltle (]3| ]
Diagnostic Funchions Statuz |nformation
Get version Submitting Diag Murnber [2] ta Driver Seq [10]

date OP| PazsPhraze OFI PazzsPhraze update succesded

Cay f EDC Drivers zer Defined D ata
1 - Demo Diver ~ |
4 - TWCredit "
C Ty ol
Beqgin Test | % Print |

5. Result = "OPI Passphrase update succeeded"

If the OPI Passphrase is changed to something other than what was used during the
OPI installation, you must also change the value on the OPI side. See the Utilities |
RWregistry section for more information.

6. To change the POS passphrase in OPI, run LaunchConfiguration.bat and go to the
POS Service tab.

Tender Configuration

1. Navigate to Sales | Tender/Media | Tender, and then create a tender for a card
using OPI. The following example uses an OPI tender for Visa. To create a default
tender, follow the same instructions or make a copy of an existing tender, clear the
card type ID field, and then name the tender accordingly.

2. Edit the Tender tab fields as shown in the below screen:
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Tender / Media - O
File Edit Record Help
Tender | Media B @ £ 2 é @n?
211 OPI Visa SortBy [Number | [4 4 B M = &l
Record View l Tahle \.-'iew]
General Tender l Presets] CC Tender] Credit Auth] FhS ] Service TTLI F'rinting] Perzonal Check
Mumber | Mame | ~ General Dptions Charged Tip
o 206 [~ Open drawer 901 Charge Tip -] &
210 == 0P| == [ Use with curmency conversion .
—| N High Amount Lockout
3 [v FReference required
B 212 0P| Discover [~ Exempt auto service charge [ Enable HALD
u 213 O Ames lI: Ekerrpt \nclusilve zervice charge
— ; mployee mea
— 214 /0P Diners v Aszsume paid in full [_(:
- 215 OFI M.C. [ Require amount entry
n 216 CashBack Tdr [~ Declare tips paid Options
n 217 0PI Default [w ltem is shareable [~ Enable Tender Truncation
- 218 | Pesttoarmss recem.ts [” Enable Tender Rounding
| 300 - Otker [v¥ Post tP charge rece.lpts ] r
301 Manager Meal ™ Puost fizcal cash register credit r
= [T Tax exempt coupon
n 302 Promo r
a 400/ Room Chrg [ Use with Tip Check 0 -]
- 401 |Room Charge I™ Check for Placeholders External Type
a 402 Account Chig [~ Persist Auto Discounts =~
n 501 |Cash Drop [~ Prompt for Promise Time SRM Papment Type
502 Cash Pickup [ Open drawer before prompt
: 503 Tips Paid " Enforce beverage control
n 504 Paid In
A 505 | Paid Out
The Manager, Joe 9/14/2016 10:48:15 PM

Reference required

Assume paid in full

Charged Tip linked if any TSR Revenue Centers.

Empty if only QSR Revenue Centers.

Make sure the Presets tab is empty.

Credit Auth required.

Mask Credit Card Number.

Mask expiration date.

Enable the following options on the CC Tender tab:

Edit the Credit Auth tab fields as shown in the below screen:
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Tender / Media
File Edit Record Help

Tender [ Media

211 0Pl Viza

Record Yiew l Table View ]

Murmnber | Name |A
105 Cash w/place
106 P&ET
200 - CreditCard
201 |Wisa
202 | Discover
203 | Amex
204 Diners/C.B.
205 |M.C.

Viza
212 0PI Dizcover
213 | 0PI Amnex
214 0PI Diners
215 0PI M.C.
216 | CashBack Tdr
217 | 0P| Default
218
300 - Other
30 Manager Meal
302 | Prama

2T & *
SortBy [Mumber  ~| |4 4 p Pl =

Authorization l Preambles ]

CA Driver
2 OPI -| &l
Ca Tip %

Initial Auth Amnount

Secondary Floor Limit

|

Secondary Difference %

|

v Allow partial authorization

Card Type

;

i @ n?
o

General} Tender] Plesets] CC Tender  Credit Auth IPMS ] Service TTL] F'nnting] Personal Check

EDC Driver
2 0PI -| &l

Biaze Floor Limit 1
Amourt

[ Do not go online for authorization

I Print atemate voucher

Baze Floor Limit 2
Amount

[
-
-

The Manager, Jos

9/14/2016 11:03:22 PM

CA Driver = OPI

EDC Driver = OPI

Allow partial authorization = Enable (unless 3rd party does not support it.)

Card Type = Enter the card type ID, in this case 00 for Visa. Card Type ID Reference
contains a reference of the ID for each card type.

# NOTE:

Make sure the Preambles tab is empty.

On the PMS tab, select Allow 19 reference characters.

Some of the card type values have changed from OPI 6.1 to 6.1 MR1. The
new values must be entered in Tender/Media | Credit Auth | Authorization,
“Card Type”.

On the Personal Check tab, select Authorization required, and then select OPI
from the Check Driver drop-down list.
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Tender / Media - O
File Edit Record Help
Tender { Media 2| T 8 > th & n2
217 0PI Default SotBy [Number ~| 14 4 b D g = al
Record View ] Table View ]
General] Tender] F‘resets] CC Tender Credit Auth l PMS ] Service TTL] Printing] Personal Check
Hurnber | Mame |A
L 206 Authorization l Preambles ]
N LU s Ca Dii EDLC Dri
211 0PI Visa fee] e
| 212/ 0PI Discover |2 oPt ~l el Jeom -l e
o 213 | 0PI Amex CATip % Base Floor Limit 1
N 214 OF Diners Amaurit
- 215 0PI M.C. Initial Auth Amaimt
L 216 | CashBack Tdr ™ Do not go online for authorization
» 217 4l [~ Print altemate woucher
L 218 Secondary Floor Limit -
| 300 - Other ’— 'Efnsoeuﬁltoor Limit 2
- 301 Manager Meal Secondary Difference %
L 302 | Promo -
400 - Foom Chig r
B 401 Room Charge [v Allow partial authorization
: 402 | Account Chrg Card Type
B01 | Cash Drop l—
L 802 Cash Pickup
| 503 Tips Paid
| 504 Paid In
o 505 | Paid Out
9. Save the tender.
RVC Credit Cards - O >
File Edit Record Help
RVC Credit Cards & i 2 2 #h Sn?
1 Restaurant Sot By |Mumber - [ 2 | + == @

Record Yiew l Table Yiew ]

I umber

Festaurant

2 Bar

3 Delivery

4| Curbside

5 Guick Service
B Drive Thiu

3 [SR- nonCOM

L)

General ]Headers] Trailers] Flaar Limits] Plinting] Driver } A5 ] EustomerDispIay]

Options

™ Suppress amaount on initial authorization

[ Suppress linefeeds after voucher

[ Authorize below Ca floor message

Iv dllow 20 reference characters

[T Confirm customer signature

[™ Dizable charged tip

[ Donot add estimated tips to CC authorization
[~ Dizable Prompt for Card Holder Mat Present
[T Always Prompt for Co-branded

[~ Enable auto offline auth

CA Status
[ Enable CA status display
[v Display far entire RVYC

Credit Second Level Encrpption Data

[ Initial &uth as Zero Dollar Account Verification
Charged Tips Limit

v Enable OPI mode
Drefault 0PI Tender

217 OFI Default =

Diebit Second Level Enciyption Data

Navigate to Revenue Center | RVC Credit Cards | General. For each applicable
revenue center, on the General tab:
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* Select Allow 20 reference characters.
* Select Enable OPI mode.
*  Set the Default OPI Tender.

If OPI is not enabled for all revenue centers, you cannot transfer checks with Credit auths
between the differing revenue centers.

Upgrade Installation

Before upgrading

1. Batch and settle all credit transactions. Checks paid in earlier OPI versions will not
settle after being upgraded to OPI 6.2.

2. Know the MySQL root user account password.

# NOTE:

Some of the card type values changed from OPI 6.1 to 6.1 MR1. The new
values must be entered in Tender/Media | Credit Auth | Authorization, “Card
Type”.

The list of current Card Type IDs can be found in the last section of this document, Card
Type ID Reference.

Steps to upgrade from OPI 6.1 and higher
1. Take Micros Control Panel to off.
2. Double-click Oracle Payment Interface 19.1.exe to launch the install.

3. Follow the on screen instructions to compete the upgrade.

Support for RES Debit Mode with OPI Native

ORACLE

Starting with version 5.7.3, RES 3700 with OPI now features the ability for
customers to pay using Debit. To make Debit transactions, you must enable the OPI
Debit Support Mode.

When OPI Debit Mode is enabled

The point of sale system (POS) initiates a Sale Request rather than an Authorization
Request at the time of authorization. A sale request results in the POS applying a
persistent tender/payment to the check. If paid in full, the check will be closed. A sale
response posts, listing approval details, optional tip amount, and cashback amount. The
POS posts the cashback, tip, and tender to the guest check.

The tender will always post as a persistent tender. This means absolutely no edits are

allowed to the tender. To perform corrections, you must create a new guest check and
take corrective action on that check. This may be difficult or impossible if the account
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information or the card is not available. Merchants can work directly with their Payment
Service Provider (PSP) to rectify any issues external to the POS system.

If posting the payment in the POS fails because of an error or network communication
issue, then the payment will be voided with the Payment Processor.

When OPI is used, several credit card processing options are not necessary and should
be disabled.

These options include:

° Auto Offline Authorization

*  CA Status Display

*  Print Voucher in Background

To disable Auto Offline Authorization and CA Status Display: Select Revenue Center >
RVC Credit Cards > General > and then disable Auto Offline Auth and CA Status Display.
To disable Print Voucher in Background: Select Revenue Center > RVC Credit Cards >
Printing > and then disable Print Voucher in Background.

Software Version Requirements:

Debit Mode without Cashback Support:

Credit card driver CaOPI - Version 5.2.3 and 5.2.2.2.
Oracle Payment Interface - Release 6.2.2 and above.

Debit Mode with Cashback Support:

Credit card driver CaOPI - Version 5.2.3.
Oracle Payment Interface - Release 19.1 and above.
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All OPI utilities and instructions for using them are covered in the OPI Installation and
Reference Guide.

Q: Where do | change the POS Native passphrase on the RES side?
A: Use the CreditCards.exe tool:
1. Navigate to CreditCards.exe | OPI, change the password, and then click Save.

2. Navigate to CreditCards.exe | diagnostics, select OPI, select Update OPI
PassPhrase, and click Begin Test.

3. Wait for the operation to complete and verify that you get the message: OPI
Passphrase update succeeded.

Q: How can | edit the POS Native Passphrase in OPIto match RES?
A:

1. Run LaunchConfiguration.bat, select the POS Service tab, and then change the
passphrase.

Save change(s).
Re-start the OPI service.

How do | update the OPI DB user password?

> O » »

First change the pw in OPI database.
Example for MySQL:
1. Stop OPI service.

2. Start | All programs | MySQL | MySQL Server 5.7 | MySQL 5.7 Command line
Client.

3. Enter the MySQL root user account pw at the prompt.
4. Select user,password,host from mysql.user;
Result = shows root user 3 times and OPIDBuser 2 times.
5. The following commands use a DB user name of 'OPIDBuser' as an example.

6. Update mysqgl.user set password=PASSWORD('YourNewPWgoesHere'") where
user='OPIDBuser’,

Result = When successful it shows: '‘Query OK, 2 rows affected"
7. Select user,password,host from mysql.user;

Result = the hashed PW for OPIDBuser should now be different than in step 3 above.
8. Exit MySQL.
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Then, change it to match on the OPI side in LaunchSettingsAdminTool.bat.

See the OPI Installation and Reference Guide for directions.
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Situation 1: Unable to launch config.exe on Server 2008 R2.

Solution: Right-click and config.exe and select “Run as Administrator”.

Situation 2: Cannot communicate to OPI after installation.

Test:

1.

o 0 > W

Verify you can telnet to the OPI PC on port 5098 from another PC.
Ex: From CMD prompt: telnet 192.0.2.16 5098

(Where 192.0.2.16 is the IP address of the OPI server.)

If you cannot telnet to the OPI port, try the following:

Restart the OPI Service.

Temporarily bypass the firewall.

Verify OPI is listening on port 5098.

Open CMD prompt: C:\>netstat —anob > c:\temp\ports.txt

Search ports.txt for “5098”.

Situation 3: When starting Ops you see:

PCI Security Settings are MOT in Place

One or moere of the following viclations have been detected:
Default DBA/MICROS database password(s) in use
Default Sensitive Data/Database encryption passphrase(s) in use
Tender/Media masking options not properly configured
Complex Security not properly configured

Refer to the MICROS Security Event Log and/or the 3700d.log for more details

oK
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Solution:

° Enable Complex security.

* Look in event viewer to see what the specific issue or issues are.
* Correct the issues listed.

If Ops does not start, go to Event Viewer | Applications and Services Logs | Micros
Security and see what the issue is.

Example below.

£ Event Viewer
File Action View Help

|7 HE

@ Event Viewer (Local) Micros Security Number of events: 2,322
i—} Custom Views
»!J Windows Logs Level Date and Time Source Event D Task C
v [ Applications and Services Logs (] Information 10/25/2016 7:31:43 AM RESDBS_
] Hardware Events 10/25/2016 7:31:35 AM P05 Configurat... 105 Form
] Internet Explorer 10/25/2016 7:31:30 AM POS Configurat... 103 Data C
] Key Management Service 10/25/2016 7:31:30 AM POS Configurat... 103 Data(
| McAfee Anti-Virus File System Filt: 10/25/2016 7:31:30 AM POS Configurat... 103 Data(
}Ej Micros Security 10/25/2016 7:31:30 AM POS Configurat... 103 DataC
— M!crosof‘t 10/25/2016 7:31:30 AM POS Configurat... 103 Data(
& Windows PowerShell i\ Warning 10/25/2016 7:31:20 AM POS Configurat... 103 Data €
. Subscriptions
Event 108, RESDBS._
General  Details
|PCI Security Error: Alpk icp Is not required (must be enabled)
Setup a complex password for power user.
Human Resources - O it

File Edit Record Reports Help

Employee Setup REEE © @@ o> #h & N?
/901 The Manager. Joe Sotby [Number ~| |4 4 b M o7 O = (ER=EL

Murnber I Last hame I ~ POS I Motes I Hourly Job I Salary Job I Payroll Information I Driver Info
103 AP| Employes General I Personal I Contact Infarmatian I 1-9 Infarmation I Exemptions Security I Employes Status
110 Server 10- MSR Req P 41D PC lication 1D P m

= . assword [D: application [D: ayrall 10

| 111 | Srvr-FingerPrintReg I—98 I—EL = |54_1 08400

201 | Bartender 1

. User ID Lser Pagsword
|| 202 Bartender 2- MSR Re a3 p— [~ User must change password at first logon

203 | Bartend3- FingerPrint
I~ UserAccount Disabled

| 204 Bartender 4 ﬂ‘ Do " | Confirm I ser Password
205 Bartender 5 e e If‘ xxxxxxxxx I~ Override Authentication Maode
|| 206 Bartender B ﬂ' Enroll Finger Prints | ‘windows Domain Mame Windows Uzer Mame

301 | Deliveny Cghr 1
91 Driver Employee class:
P |Mananer -1 =l

Poscfg | Employees | Employees | Security

*  Give your manager or power user a User Password with both letters and numbers
and at least 7 characters.

* You will not be able to open any back office application without this complex User
Password.
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Restaurant — O
File Edit Record Help

Restaurant & #h & N2

2 Micros Cale Mumber @

Record Yiew l T able Yiew ]

Descriptions] GS5S Stare Infol Business Settings] Cunenc:y] Dptions] Taxes] ML Groups  Security l
Enhanced Password S ecurity

Store |d | Restaurant Mame | ~

2 |Micros Cafe

[~ Usze Micros Clazsic Security

Dayz Until Pagzword E spires a0 Iinimum Password Length 7
b aximum Idle Time in Minutes 15 darimum Failed Logins B
v Require AlphaNumeric Passwords) Pazzword Repeat Interval 4

Poscfg | System | Restaurant | Security:

* Disable Use Micros Classic Security.

* Days Until Password Expires = not greater than 90
* Maximum Idle Time in Minutes = 15 or less

* Require AlphaNumeric Passwords = On

°  Minimum Password Length = at least 7

° Maximum Failed Logins = not greater than 6

* Password Repeat Interval = at least 4

* Before exiting Poscfg, test your new complex password by logging into another
application like CreditCards.exe.

Poscfg | Sales | Tender / Media | CC Tender, and then enable:
*  Verify before authorization

*  Credit auth required

° Mask Credit Card Number

* Mask Expiration Date

The “Micros” and “DBA” user passwords must not be the defaults.

These passwords can be changed in Database Manager | Users\Passwords.

The “Database Key” and “Data Key” values must not be the defaults.

These values can be changed in Database Manager | Encryption Keys.

After making all of the above changes, Ops should start.
If not, go back to event viewer and see what it says.
Situation 4: Attempting to get an auth results in error “Failed to send OPI request [-214”.

Solution: Install Microsoft .NET Framework 4.6.1 on both server and backup server.
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Situation 5:

-

Error

This generic error message can be caused by several things.
Solution 1:

Restart the OPI Service and try again.

Solution 2:

If the system.log shows the message below then the cause is likely a Java security
update.

(This should not be an issue in OPI 6.2, but leaving info, in case.)
[GATEWAY RESPONSE] GenericJSONProcessor: Cannot decrypt
java.security.InvalidKeyException: lllegal key size

Not all Java updates will cause this error, but security updates will. For example: Java 8
update 111 causes this issue.

1. Stop the OPI service.
2. Go to the link below and download jce_policy-8.zip.

http://www.oracle.com/technetwork/java/javase/downloads/jce8-download-
2133166.html

3. Unzip the file and copy the two files to your Java security folder.
*  Local_policy.jar
* US_export_policy.jar

Ex: C:\Program files\Javal\jre(your current version)\lib\security\

Some systems may have Java installed in Program Files (x86). If so, update the files
there also.

4. Start the OPI service.
Solution 3:

If the debug.log shows: "ht is null" and the problem was not caused by the Java security
update mentioned in solution 2 above, then the cause may be that the wrong POS
passphrase is in either OPI or RES.

The solution is to change the POS passphrase at both RES and OPI to be the same
value. The steps to do this are in the Utilities section.

Solution 4:

If nothing is writing to the debug.log at all when you get the “Unknown decline reason
[99]” error, then you may have the wrong POS Mode setting.

ORACLE
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1. Open OraclePaymentinterface\v6.2\Config\LaunchConfiguration.bat.
2. On POS Service tab, verify Mode: = Native Driver.
3. Save changes, and then restart OPI service.
Situation 6: “Issuer or switch inoperative”
Cause 1: Simulator is not running.
Cause 2: OPI service not restarted after making config change.
Cause 3: Incorrect Proxy settings.

Cause 4: Incorrect settings in LaunchConfiguration.bat | PSP Configuration for Host and
or Port.

Solution For Middleware mode:

1) Need to use https instead of http.

2) Need to append port to end of host value
Ex: Host = https://192.0.2.175:8991
Cause 5: Wrong IP address or port.

Solution for IP: LaunchConfiguration.bat | Merchants | Terminals. Verify IP is correct
for terminals.

Solution for port: LaunchConfiguration.bat | PSP Configuration.

Correct Terminal port value.

Situation 8: “Bad Terminal ID”

Cause 1: Wrong workstation number.

Cause 2: Wrong merchant ID.

Solution: LaunchConfiguration.bat | Merchants, verify Merchant ID and WS numbers.

Cause 3: Forgot to restart OPI service after making changes in configurator or the
wizard.

Q1: Can OPI transactions be performed in SAR mode?

Al: No. The recommendation to the user will be that they need to have cash tender
named properly, for example OPI OFFLINE.

It is up to OPI and the processor how electronic payments will be processed if OPI
service is not available, because RES server is down or UWS is in SAR.
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Not Supported

Card Type ID Reference

ORACLE

Not supported with RES Native OPI solution:

Chapter 4

Troubleshooting and FAQs

Gift Cards (SVC works as usual through workstation. Not through OPI or PED.)

Balance Inquiry

Void a refund (RES limitation)

Backup OPI Server

Card Type

ID for OPI 6.1.1 and later

Visa

Master Card
American Express
Diners

JCB

SVC/Gift Card
Reserved for future use
CuP

Debit Card

CUP Debit

Interac
UKDM/Switch
VISA Electron
VISA Debit
Maestro

VPAY

Alliance

EC Chip

GiroCard
MasterCard Debit
Bank Card
Discover

PayPal
RESERVE Tenders

00
01
02
03
04
08
09
10
11
14
15
16
17
18
19
20
21
22
23
24
25
26
27
281042
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Card Type ID for OPI 6.1.1 and later
WeChat Pay 43
AliPay 44
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