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Preface

Preface

Purpose

This document describes the following steps to install the ORACLE Gateway Device
Handler (OGDH) and the Oracle Payment Interface (OPI) including:

* Installing OGDH

* Upgrading OGDH

* Installing OPI

* Upgrading OPI

*  POS configuration for OPI using OGDH
* Middleware mode versus Terminal mode
° Payat Table

The Oracle Payment Interface Simphony Native Driver and OPI 19.1 Installation Guide
contains more information.

Audience

This document is intended for installers and system administrators of OPl and OGDH.

Customer Support

To contact Oracle Customer Support, access My Oracle Support at the following URL:
https://support.oracle.com

When contacting Customer Support, please provide the following:

*  Product version and program/module name

* Functional and technical description of the problem (include business impact)

* Detailed step-by-step instructions to re-create

* Exact error message received and any associated log files

* Screenshots of each step you take

Documentation

Product documentation is available on the Oracle Help Center at
http://docs.oracle.com/en/industries/hospitality/

Revision History

Date Description of Change

February 2019 Initial publication.

March 2019 *  Updated formatting and cover page with new
template.

ORACLE
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Preface

Date Description of Change

* Updated details for tender mapping in Chapter 4
Installing the OGDH Driver.
* Added Chapter 8 Not Supported Functionality.

July 2019 Updated security bugs in few chapters

March 2022 *  Updated content in Pre-Installation chapter
° Added Uninstalling prior OPI versions section
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Pre-Installation

Before You Start the Installation

ORACLE

Consider the following guidelines before installing Oracle Payment Interface (OPI):

IF UPGRADING OPI, YOU MUST READ THE UPGRADING THE OPI SECTION FIRST.

Verify with the merchant to set up table service (TSR) or quick service (QSR), or
both. QSR does not support tips.

Verify with the merchant if activating the Refund functionality, the merchant must
control the privilege for this function.

Verify with the merchant if they offer a guest the option to get cash back with their
purchase, then activate the Sale&Cash option. This is only available for QSR.

OPI requires at least 6 GB of free disk space.

You can upgrade from OPI 6.2 to OPI 19.1

You can upgrade from OGDH 6.2 to OGDH 19.1

Only RES 5.5 MRL1 or later supports the native driver solution.
You must install the CaOPI credit card driver.

There is no Oracle Gateway Device Handler (OGDH) installation with the native
driver solution.

You can upgrade from OPI 6.1 (6.1.0.9) and higher to OPI 6.2

You can upgrade from MGDH 6.1 (6.1.0.9) and higher to OGDH 6.2

You must install both OGDH and OPI as a System Administrator.

It is required to use JRE 8U131 or above build of JRE8 for OGDH installation.

Confirm Java Platform, Standard Edition Runtime Environment (JRE) version 1.8.152
or higher but below 1.9 is installed on the computer where OGDH and OPI are
installed.

You will be asked to enter the MICROS database user name and password if you
install the OGDH on Simphony Server.

During the installation, confirm the following:

Merchant ID’s

Receipt “Header” and “Trailer” details
Tender Media numbers for each card type
IP address of the OPI Server

If there is an existing database installed, the root password is required

11



Chapter 1
Pre-Installation

Workstation IDs and IPs that integrate with the PIN pad

Uninstalling Prior OPI/MPG Versions

ORACLE

1.

Run POSEOD and verify all previous transactions have been batched and approved
in transaction.log.
Uninstall MPG/OPI through the Microsoft Windows Control Panel.
If no other applications use the database, uninstall MySQL through the Microsoft
Windows Control Panel.
Uninstall MySQL community through the Microsoft Windows Control Panel.
Rename the C:\ProgramData\MySQL folder to MySQL_Old.
If you cannot see the ProgramData folder, you may need to configure the Windows
Explorer folder options to show the hidden folders.
Restart the server.
# NOTE:

It is not recommended to leave a MySQL database from prior to OPI 6.1 in
place. It should be un-installed and a newer MySQL database installed for OPI
19.1.

1-2



Network Considerations

Consider the following points for the network:

° OPIllistens on the TCP port 5098 by default for incoming messages from OGDH.
This port must be open internally on the merchant’s network.

* OPIllistens on the network on TCP port 8992 by default for incoming messages from
PinPad for Pay at Table. Confirm that this port is open internally on the merchant’s
network.

° The port for the PSP depends the partner. Confirm with the partner and confirm that
the corresponding port is open.

ORACLE o1



Configuring the Simphony Server

Configuring Service Charge

If the merchant uses the cash back option, you can add a new service charge named
Cashback, and the Service Charge for OPI tenders uses the same option as the open
amount service charge. If the merchant does not activate the SaleCash function, you can
skip this step.

Same with the “GC Cashout”.

R
File Edit ‘“iew ‘Window Help
i oER DS DBOB Bl GEIK 4« o EMHGIE
Home Service Charges X
Page Enterprise
’_# | Mame | General}/ Itemizers ]/ Menu Levels ]/ NLU/SLU ]/ Qutput ]/ Effectivity Groups ;I_'I
i CC Tips -
2 Current Record
Mumber |2 Audit This Rece
Mame ICash Back
General Setiings
Percent IU Tax Class IU - Mone §
Amount IU-UU Privilege Group IU §
Tips Paid Tender/Media ID -Mone ‘l Percent ta Tips Paid IU
HaLo IU-UU
Options
[w| 1-0MN =0pen; OFF = Preset -
[ 2-0OM = Amount; OFF = Percentage
[l 4 - Post to Service Charges Total on Tip Reports -
[[] & - Reference Enty Required
[[] B - Walidation Required
[1 7 - Mon-Aevenue Service Charge (Mo Post to Sales)
[] 8- Tawanese Paid Out =
10 Dt lbmimmimmelnl
« | _>l_I
2 record(s) read. @ Dema (3 localhost L micros (MICROS, MICROS) p
%

Configuring Tender Options

Configure the following options for the credit/debit tenders.

1. Select the Enterprise or property, click Configuration, and then click Tender/Media.
2. Click the Options tab, and then select the Interface Options subtab.

3. Select ON=PMS and Credit Card use 19 Digit Acct Number; OFF=16 Digits.

ORACLE 31



Chapter 3
Configuring the Simphony Server
To configure the credit card options:
1. Click the Credit Card Options subtab.

2. Deselect all options except No Credit Card Length Check, and remove the floor
limit/preambles list.

To configure the Ops options:

1. Click the Ops Behavior subtab, and then select the following options:
* Assume Paid in Full

* Reference Entry Required

2. Deselect the following options:

* Mask Account Number

* Encrypt Tender/Media Reference Entry

3. Link the tender to Service Charge for TSR environments.

4. Add the debit and Gift Card tender option the same way you would for normal credit
card tenders.

5. If the merchant activates the SaleCash function, add a new tender SaleCash option
the same way as a normal credit card tender. Otherwise, skip this step. SaleCash
works only in a QSR environment.

QSR can share the same tender with TSR that has Service Charge linked.

Menu Item Configuration

Two open menu items need to be created for the Gift Card activate transaction and the
Gift Card reload transaction.

GC Activate menu item:

°* Menu Item class name - "GC Open Iltem"
°* Menu ltem name - "GC Activate"

GC Topup menu item:

°* Menu Item class name - "GC Open Item"

°* Menu Iltem name -"GC Topup

Menu Item Class “GC Open Item”

Set up the following for the menu item class:
1. Menu Item class name - "GC Open Item"
2. Reference required

3. Open-priced Menu Items

ORACLE 39



Chapter 3
Configuring the Simphony Server

Configuring RVC Mode

1. Select the revenue center, click Setup, and then click RVC Parameters.
2. Click the Options tab.

3. If the RVC uses QSR mode, select Do Not Prompt for Tips (No Overtendering if
Charge Tip is Required). If using the TSR mode, do not select this option.

Configuring the Employees

1. Go to the Employee Classes tab, and then select the Cashier class, for example.

2. Select the ISL Employee Option #4 option to define the employee class that can
process the refund.

8 EMC N [
File Edit W¥es Window Help
 eEEi oS BRDBIMECe G «» niE8RIE
Harme Page)/ Employee Classes] X
I_ﬂ | MHame General}/ Operatar Optians ]
i “Hicros -
2 Froperty Expert] Curent Recod —
& Fetail 7 T
1 uditor Hurmber Ludit This Becord
5 Concessions Name ICashier
b Manager
[7 [ Cashier .
) Fi/5 Cashier Time &nd Attendance Settings
180 g::;ﬁ HHours/Day Before 0T |00:00
1 R/S S
12 Baltenilr:rer H#Hours/Period Before 0T [000:00
14 Cocktail Server
20 Banquets [ DaMat Past Daily OT Hours To'weekly Fegular Hours
15L Optiokis
[1 I5L Employze Option $1
[1 15L Employee Option 2
[] I5L Employ=e Option 33
[w] I5L Emplayze Option 34
[] I5L Emplay=e Option #5 —
[1 I5L Emplayee Option 36
[] I5L Emnployze Option #7
[1 15L Employee Option 8
Touchzcreen Settings
Default Tranz 15 |0 - Mone j _4' -
14 record(s) read. 0 Dema U localbiost (& DEMO ﬁ micros (MCROS, MICROS, /I
i

Adding a Custom CAL Package

In the CAL Packages module, add a new Custom CAL package for the Microsoft Win
32 client, and then import the files from the following location after OGDH is installed:
MICROS\Simphony\EgatewayService\CAL\Win32\Packages

ORACLE

Typically Simphony v2 only uses Microsoft Win32 workstations.
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Chapter 3
Configuring the Simphony Server

2. Add deployments for the proper level or specific server.

m EMC

! File Edit View Help

OERoBDI BV B KD &G > R

Home CAL Packages
Page Enterprise
=3 Al

% Simphony

sertylD4 OGDH32

Switch View Refresh

/ CAL Package Configuration ]/ DCAL Download Schedules )/DeploymenlSchedules E

Add Deployment Change Package Version Delete Deploymen
Filter
™ CAL Package [~ Deployment Type T Act

Adding an Extension Application

1. Select the proper level to add OGDH Extension Application.

Key Description
1 Pms7.isl

2 OGDH.tra
3 OPl.inc

2. For pms7.isl, please enable “Main SIM Content” in “Option Bits”.

ORACLE

3-4



Designing the Touch Screen

ORACLE

Chapter 3

Configuring the Simphony Server

Confirm with the Oracle Consulting Team, and then add the following buttons on the
payment screen in the proper level if needed. Set the Type to Function and link to Sim

Inquire.

TSR Payment Screen
Field Value
CC PAY Arguments|OGDH:2
CC REFUND Arguments|OGDH:4
CC AUTH Arguments|OGDH:8
CC FINAL Arguments|OGDH:9
TAB AUTH Arguments|OGDH:12
BALANCE INQUIRY Arguments|OGDH:14
CC REPRINT Arguments|OGDH:7
CC REPOST Arguments|OGDH:16
MANUAL AUTH Arguments|OGDH:15
REFUND MANUAL Arguments|OGDH:11
MOTO AUTH Arguments|OGDH:20
GC FUNCTION Arguments|OGDH:10

QSR Payment Screen
Field Value
QSR SALE Arguments|OGDH:2
SALE CASH Arguments|OGDH:4
CC REFUND Arguments|OGDH:8
BALANCE INQUIRY Arguments|OGDH:9
CC REPRINT Arguments|OGDH:12
CC REPOST Arguments|OGDH:14
REFUND MANUAL Arguments|OGDH:7
MOTO SALE
GC FUNCTION

OPI shares the VOID touchscreen key with the Simphony POS. The VOID key allows you

to:
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Chapter 3
Configuring the Simphony Server

*  Void the transaction

° Tips Adjust (for TSR only)

ORACLE 26



Installing the OGDH Driver

Installing OGDH on the Simphony Server

1. Double-click the OGDH installer to begin the installation, and then in the Setup
Wizard click Next.

OGDH Installer Ei

Welcome to the install wizard for OGDH

This wil install OG0H 19,1 on your computer,

Close all ather applications and click rext to continue.

< Hark) Mext = Cancel

.

On the OGDH installer check dependencies screen, click Next.

ORACLE
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Chapter 4
Installing the OGDH Driver

OGDH Installer

Checking dependencies
This machine is verified Far required softweare,

Below POS software From Oracle MICROS is detected on this computer.
SIMPHONY 2,900.0,55%

Chick next ko install 3G0H For sbove POS system,

< Bark Nest > Cancel |

3. Click Change, select the location to install OGDH, and then click Next.

OGDH Installer

Choose Destination Location
Select Falder whare setup will instsl Files,

i Install DG0H bos
C0GEDH Chanoe... |

< Back Next > Cancel

4. Click Install to begin the installation.

ORACLE



Chapter 4
Installing the OGDH Driver

OGDH Installer

Ready to Install the OGDH
The wizerd is ready o begin nstalation,

Click. Install bo beqin the instalation,

IF wou wanit to reviews or change any of wour installation settings, dick Back. Click Cancel ko
ek the wizard,

Triskalishield

< Back Tnstal Cancel |

5. Enter your database information, and then click Next.

[N OGDH Installer [ [0 X]

Connect to SIMPHONY database

This connection will be used to retrieve details like RVC list, Tender Mappings, etc.

DB System Oracle(®) MS SQL Server
Host / 1P Address
Port 1433
DB Name / SID
Username
Password

Connect Skip DB Connection

Gose

ORACLE
HOSPITALITY

ORACLE



Chapter 4
Installing the OGDH Driver

Field Value

Database Type DB type

DB Server DB IP

Database Name DB Name

Port DB port
Username DB user
Password DB user password

6. Once you get the connection to Simphony database, click Next to continue.

[ OGDH Installer [ _ || ]

Connect to SIMPHONY database

This connection will be used to retrieve details like RVC list, Tender Mappings, etc.

D8 System Oracle ® MS SQL Server
Host / IP Address  localhost
Port 1433
DB Name /SID = marspos
Username  smithin
Password  eeesesee

| Connect Skip DB Connection

Got connection to SIMPHONY database. Click next to continue.

ORACLE
HOSPITALITY

7. Select the Currency and Property, and then select Next.
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Chapter 4
Installing the OGDH Driver

[N OGDH Installer IS [=] E3

Currency configuration details
Please choose aumency.

CQurency | USD -

Property  15-Asheville Airport -

Back: Next Oose

ORACLE
HOSPITALITY

8. Enter the Device Merchant ID, select the Mode for the revenue centers under the
property, Select TSR for Table Service, or select QSR for Quick Service (which
enables the no tip option).

ORACLE 4t



Chapter 4
Installing the OGDH Driver

I OGDH Installer I E3
Configuration details for property
Pleasa conflgure options for each revenue center.

RVC ID RVC Name Device Merchant ID Mode Receipt Header/ Trailer

3015 Kiosk TSR = Craats

3016 Blue Ridge Tavern TSR - Create

Back Next Oose
ORACLE
HOSPITALITY

9. Create Receipt Header and Trailer information if needed.

10. Click Next. Match each tender with the card type.

ORACLE 46
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[ 0GDH Installer

Tender mapping configuration
Please configure tender media mapping details,

Diebit -
VISA -
MasterCard -
American Express -
Diners Club -
X8 -
China UnionPay -
Gift Card -
China UnionPay Dehit -
Discover -
Wisa Electron -
ORACLE
HOSPITALITY

WISA Debit
Maestro

V Pay

Aliance

EC Chip
GirnCard
MasterCard Debit
WeChat Pay
APay

Sale Cash Back
GC Cash-out SVC

Cashback svC

Back

Chapter 4

Installing the OGDH Driver

= E3

Ooss

11. Enter the Cashback service charge number for Cashback SVC and GC cash-out
SVC. If the tenders are not used, skip this step.

12. Click Next.

13. Select Enable extra tenders check box first and then configure Extra Tender

mapping if the extra tender is needed.



Chapter 4
Installing the OGDH Driver

[N 0GDH Installer _ O] X}

Extra Tender mapping configuration
Please configure tender media mapping details.

Enzble 2dra tenders

ExiraTenderl > BdraTendsrl3 *
ExtraTender2 - ExdraTenderl4 -
ExtraTender3 it ExtraTenderls -
ExtraTenderd -
EBdraTenders >
ExdtraTenders -
ExtraTender? bl
ExtraTenderl .l
BdraTender? >
ExdtraTenderl0 -
ExtraTenderll bl
ExtraTenderl2 >

o |[er ] ome

ORACLE
HOSPITALITY

14. Configure Transaction configuration details, and then click Next.
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Chapter 4
Installing the OGDH Driver

[ 0GDH Installer = |0 X|
Transaction configuration details
Please conflgure ransaction kevel options.
Adjust Tip - Local Printer Disabled
Adjust Tip 2 Dizahlad List Local Printers Dizshlad
Allow Tab Auth - Print Failed Receint Discbled
Ak amount (T5R) Dicabled Print Without Period _
Ask amount [QSR) Dizabled
Allow overdue (TSR) Dizahlad
Gift Card Support Disablad
Use GC denominated value Disahled
= s
ORACLE
HOSPITALITY
# NOTE:

Gift Card Support option should be enabled or left disabled while configuring
transaction details. Following are the GC related configuration settings:

OPL.inc variable:
EnableGCFunction = True/False
Additional GC variables:
EnableGCActivate = True/False
FixAmountGCActivate = True/False
EnableGCTopup = True/False
EnableGCCashout = True/False
GCActivateOpenltem = -1
GCTopupOpenltem = -1
GCCashOut_svC =-1

15. Configure OPI server location details and miscellaneous settings.

ORACLE 49
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Installing the OGDH Driver

[ OGDH Installer [ E3

Configuration details

Please configure OPI server location details and Miscellaneous settings.

Host / IP Address

Port

Timeout (Transactions)
POSEOD Timeout

POSEQD Device Merchant ID

ORACLE
HOSPITALITY

192.0.21

5058

60

80

9700000001 |1]

Tab Auth Amount

Receipt Limit Amount

GC activation menu item

GC top-up menu item

SIM File Name

50.00

0.00

pms7isl

16. Install the POSEOD Module on Server, and then click Save.
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Chapter 4
Installing the OGDH Driver

[N OGDH Installer = E3

0PI Service Configuration
Please select the modules to instal,

v | Install the POS EOD Module on Server

sk [ e ) Oue

ORACLE
HOSPITALITY

17. Click Finish to close the installer. The InstallShield Wizard has successfully installed
OGDH. Click Finish to exit the wizard.

Installing OGDH When Unable to Log In to
Simphony Server

ORACLE

To install MGDH on a machine that is not the Simphony server:

1. Double-click the OGDH installer to begin the installation, and then in the Setup
Wizard click Next.

2. Onthe OGDH installer check dependencies screen, click Next.

3. Select the Setup Type.

4. Click Change, select the location to install OGDH, and then click Next
5. Click Install to begin the installation.

6. Click Skip DB connection, and then click Next.
7. Select the currency and enter the property ID, and then click NEXT.

8. Add the RVC’s according the Simphony property environment and then configure the
RVC ID MID RVC mode and header trailer accordingly.

4-11



Chapter 4
Installing the OGDH Driver

9. Follow the steps 10-17 in the Installing OGDH on the Simphony Server section.

10. After OGDH installs successfully, go to

\OGDH\Simphony_CAL_Packages\Packages\Win32\PropertylD” to get all the CAL
files.

11. Create a specific path for the CAL Package
C:\MICROS\Simphony2\EgatewayService\CAL\Win32\Packages\PropertylD2_OGDH
32 Package name, and then you can configure CAL for Simphony through EMC. For
more information, go to Configuring the Simphony Server.

Point-of-Sale (POS) End-of-Day (EOD)

You can use the Microsoft Windows Task Scheduler to run the OPI POSEOD using the
following configuration details.

Temporary Table

Name OPI POSEOD

Description Generates the OPI transaction report

Trigger Daily

Action Start a program

Program/script Browse to find POSEOD.exe in the
OGDHDriver directory

Add arguments(optional) Upper level of the POSEOD.exe path

Start in (optional) Upper level of the POSEOD.exe path

For more information on setting up the Microsoft Windows Task scheduler, visit the
Microsoft website at the following URL.: http://www.microsoft.com.

ORACLE 412
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Installing the OPI

Complete the following steps to install OPI:

1. RunoOraclePaymentInterfaceInstaller 19.1.0.0.exe file and double-click
it to launch the install.

Oracle Payment Interface - InstallShield Wizard

| (a4 I Cancel

2. Select the Language for the installation, and then click OK.

(Oracle Payment Interface - InstallShield Wizard X

Welcome to the Installshield Wizard for Oracle
Payment Interface

The InstaliShield Wizard will install Oracde Payment
Inkerface on your compubar, To continue, cick Nexk.

< Back et = Cancel

3. Click Next on the Welcome to the InstallShield Wizard screen to proceed with
installation.

ORACLE -



Chapter 5
Installing the OPI

Oracle Payment Interface - InstallShield Wizard

OPI Prerequisites

Faollowing is some information related bo wour system:

",:Uran: Dok Be Time 11-02-2019 16:23:39 ﬂ
Free space on drive C; 92987 ME

Extended memaory: S368212 K

Selected language: Englishf 1033,

Computer defauk langueage: English)1 033,

This is 2 64 bit Operating Swstem.

05 version Windows Server 2008 RZ Enterprise Service Pack 1

05 yersion 6.1

Found Java version JRE 1.6

Found Jaya Home C:iProgram Filesi lavalirel 8.0_161

4 o

Instal=hield

< Hak et = Cancel |

4. Click Next. The Install Wizard shows OPI Prerequisites, information related to your
system.

Oracle Payment Interface - InstallShield Wizard

Setup Type
Select the setup bype boinstal,

w

Please select a setup bype,

¥ Complete
-:: &l program Features will be installed, (Requires the most disk space. )

" Custom
-: “ Select which program Feabures you want installed. Recommended for
Sl advanced users.
IristalEhield

< Back Next = Cancel

5. Click Next on the OPI Prerequisites screen.

ORACLE -
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Installing the OPI

Oracle Payment Interface - InstallShield Wizard @

Setup Type
Select the setup type to install,

-

Please select a setup type.

(@ Complete

-: % All program features will be installed. (Requires the most disk space.)

(") Custom
-:“ Select which program features you want installed. Recommended for
W' advanced users,

< Back ][ Mext = ][ Cancel

The Setup Type screen appears.

Complete: All program features will be installed.

Custom: Select which program features you want installed. Recommended for
advanced users only.

6. Select Complete setup type to install all the program features.
Oracle Payment Interface - InstallShield Wizard E3

Instalizhield

Choose Destination Location
Select Folder where setup will instal files,

h Install Oracle Payment Interface to:
C:\OraclePaymentInterfaceivi9.1 Change...

< Back Next > Cancel

7.

Click Next. Choose destination location.

5-3



Oracle Payment Interface - InstallShield Wizard [ X]

IF you want to review or change any of your installation settings, click Back. Click Cancel to
exik the wizard,

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the instalation.

Instalizhield

< Back Instal cancel |

8. Click Next, and then click Install to begin the installation.

Oracle Payment Interface - InstallShield Wizard

Setup Type
Select the setup bype that best suks your needs,

Sebect Database being used.

" S0l Express
" Cracle DB

Instal=hield

< Hack exk = Cancel

Chapter 5
Installing the OPI

9. Select the database type that is currently used, and then click Next.

ORACLE
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Installing the OPI

Oracle Payment Interface - InstallShield Wizard

Database Server “

Enter the Database Server Mame or IP.

Erter the Port Murmber.

MamefTP:

Port# | 3306
Instal=hield

< Back Nest = Cancel

The Database Server screen appears.

10. The Name/IP: field defaults to localhost. This should be left as localhost if the OPI
database is installed on the same computer. If the database is installed on another
computer, the Name or IP address of that machine should be entered here.

11. Accept the default Port # of 3306 (for MySQL), and then click Next.
The Database Server Login screen appears.

Oracle Payment Interface - InstallShield Wizard

Database Server Login
Diakabase server requires bogin credentials to continue,
DEA User
Login ID:
[REEE
IrrstaliEdield
| < Back | [ Canicel

12. Enter the server login credentials of DBA user for the database type selected, and
then click Next.

ORACLE c
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Oracle Payment Interface - InstallShield Wizard

Datahase User Credentials “

Chapter 5
Installing the OPI

For MySQL the Login ID: = root
For other database types the DBA user name/Login ID may be different.
Enter the correct password for the DBA user.

The Database User Credentials screen appears.

Imstal=hield

Enter the user name and password bo oreate 3 new database wser atcount Ehak vill be used
b the Oracle Payment Interface application.

Passveard is case semsitive, should be at least 8 characters in length and must have at least
one Upper case lether, one lower case lefter, one number and one special character from the

Fobowing list: l@#dos et
Lser Marme:

[l
Passveard:

Confirm Password;

< Back st = Cancel

13.

14.

15.
16.

17.

User Name: Enter the user name to create a new database user account.

Password: Create a password. Password is case sensitive, should be at least 8
characters in length and must have at least one upper case letter, one lower case
letter, one number and one special character from the following list: | @#$%"&*..

Confirm Password: Confirm the new password, and then click Next.
Click OK on the Database connection successful dialog.
Click OK on the Database Configuration operation successful dialog.

The Configuration Tool Superuser Credentials screen appears.
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Oracle Payment Interface - InstallShield Wizard =

Configuration Tool Super User Credentials “

Enter the user name and password bo oreate the Super Ussr account for the configuration
kool

Passweard is case sensitive, should be at least 8 characters in length and must have at least
one upper case hetter, one lower case |efter, one number and one special character from the
Following list: l@a$ et

Lis&r Narme:

Password:

Confirm Password;

Instal=hield

<= Ak Next = Cancel

18. User Name: Enter the user name to create the Super user account. This can be any
user name and does not have to be a Windows account user.

19. Password: Create a password. Password is case sensitive, should be at least 8
characters in length and must have at least one upper case letter, one lower case
letter, one number and one special character from the following list: ! @#$%"&*.

20. Confirm Password: Confirm the new password, and then click Next.
21. Click OK on the Create SuperUser operation successful dialog.

The Configuration Tool Connection Settings screen appears.
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Oracle Payment Interface - InstaliShield Wizard b x|

Configuration Tool Connection Settings

W

{ex. Host: Port: 8090 [ Host: Port: 8090 )

Please enter the Configuration Server Connection Information:

Host: | 192.0.2.1 Port: |8090

Instalishield

< Back I Next = I Cancel

° Host: Enter the IP address or server name of the PC where the OPI Config Service is
installed. This will be the PC where you selected “OPI Services” to be installed.

* Leave the default Port of 8090.
22. Click Next.

The Configuration Tool Passphrase screen appears.

Oracle Payment Interface - InstallShield Wizard

Configuration Tool Passphrase

=

Please enter the Configurabion Tool Passphrase.

Passphrase is case sensitive, should be at least 15 characters in length and muest have at
lzast one upper case letter, one lower case letter, one number and one special characker
Firor bhe Following lisk: 1@ E%:a*

Passphrase:
[l

Confirm Passphrase:

Instali=hield
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23. Passphrase: The passphrase is case sensitive, should be at least 15 characters in
length and must have at least one upper case letter, one lower case letter, one
number and one special character from the following list: !|@#$%"&*.

24. Enter a passphrase, confirm it, and then click Next.

After a brief pause, the Configuration Wizard launches.

Configuring OPI

1. Select POS and OGDH, and then click Next.

# Oracle Payment Interface - Configuration Wizard

Oracle Payment Interface - Configuration Wizard

Please select the OPI instance mode:

] pos
Mative Driver
% OGDH

PMS

ORACLE’ Nt Qose
HOSPITALITY

The POS OGDH Configuration screen appears.

2. Enter and confirm the Password which will be used by OPI to secure the Certificate
for OGDH connection, and then click Next.

The OPI Interface screen appears.

ORACLE £ g
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¥ Dracle Payment Interface - Configuration Wizard

Oracle Payment Interface - Configuration Wizard

POS OGDH Configuration

This password will be used by OPI to secure the Certificate for OGDH connections.

Password must be at least 8 characters in length and include at least one uppercase lstter, one lowercase letter, one
number and one special character from the following list: '|@#5%"&*

Password: ]

Confirm Password:

ORACLE Back -~
HOSPITALITY

3. The Oracle Payment Interface — Configuration wizard screen opens. Select the OPI
Mode either as Middleware or Terminal. The OPI Mode depends on the partner
payment service provider and uses the following guidelines:

Terminal Mode:

°  OPI maintains the mapping between the POS workstation number and terminal IP
address.

* You can configure the terminal mapping during the OPI configuration process.
Middleware Mode:

°  The partner maintains the mapping between the POS workstation number and
terminal IP address.

¢ All communication sends to the Middleware host.

ORACLE £ 10
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¥ Oracle Payment Interface - Configuration Wizard

Oracle Payment Interface - Configuration Wizard

OPI Interfaces

PMS

OPI to PSP C ication Confi

OPI Mode:

Private Key Cert. Password:

Root Certificate Password:
Primary Host:

Failover Host:

ORACLE’
HOSPITALITY

Middleware v

https://192.0.2.1/80

https://192.0.2.19/80

POS Service Port: 5098

Enable Mutual Authentication
Confirm Password:
Confirm Password:
Proxy Host:

Proxy Port:

Chapter 5
Installing the OPI

Oose

4. If Mutual Authentication is enabled, we have to configure the certificate passwords
and also need to upload the certificates into OPI.

5. Click Next and configure the POS merchant.

¥ Oracle Payment Interface - Configuration Wizard
Oracle Payment Interface - Configuration Wizard
POS Merchants
ol
Merchant ID Merchant Name POS Type
No content in table
ORACLE’ Main Qose

HOSPITALITY
6. Click the blue + icon in top right corner to create new merchant record.
7. Select the POS Type as Simphony.
8. Select the Merchant Type either as Restaurant or Retail.
9. If the merchant is using Pay at Table, select Enable Pay at Table check box.
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10.

11.

# Oracle Payment Interface - Configuration Wizard

Chapter 5
Installing the OPI

Enter the Device Merchant ID for the merchant. The Merchant ID must match the
value configured in EMC | Payment Drivers | Configuration | Common Driver
Properties| Merchant Number.

Click Next.

Oracle Payment Interface - Configuration Wizard

POS Merchant

POS Type: l Simphany - ] Enable Pay at Table
Merchant Typs: Restaurant -

Merchant 1D:

Merchant Name:

Merchant City:

Merchant State or Provinge:

Merchant Country/Region: United States of America >
ORACLE’ Next Cancel
HOSPITALITY
12. Enter the Merchant Name, Merchant City, Merchant State or Province.
13. Select the Merchant Country/Region from the drop-down list.
14. Click Next.
15. On the Terminal Configuration screen, add Merchant Terminal Configuration. Enter

16.
17.
18.
19.

ORACLE

the Workstation ID from the Enterprise Management Console and the PED Devices
IP address, and then click Next.

Repeat the above steps for each required device.
After all terminals are mapped, click Next.
Click Close to complete the installation.

Click Finish to restart the computer. If a reboot cannot be done at the moment, you
must stop and then start the OPI Service for current settings to take effect.
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Configuring OPI Pay at Table

To configure the OPI Pay@Table:

1. Enable the OPI Pay@Table functionality by following the steps in the OPI section
above to install and configure a Merchant.

¥ Oracle Payment Interface - Configuration Wizard

Oracle Payment Interface - Configuration Wizard

POS Merchant
POS Type: W | Enable Pay at Table
Merchant Type: Restaurant -
Merchant ID: 9700000001
Merchant Narme: @
Merchant City: Columbia
Merchant State or Province: Maryland
Merchant CountryfRegion: United States of America -
ORACLE' = =
HOSPITALITY
2. Click Next.

3.  With Pay at Table enabled you must enter the following:

* Service URL: Enter the Host Name or IP address of the Simphony POSAPI Client
Workstation host.

° Employee Number: Enter the Employee object number from Simphony EMC that
OPI uses to pickup check values though the POSAPI.

* Map the required payment card types to the Tender Media object numbers from
Simphony EMC.

ORACLE 61
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m EMC

File Edt Wiew Help
REEBieEI000BXEE o GEIH » o EBEIE|
Home Tender/Media
Fage Enterprise
Filter
Show Records Where Show Al Rscords | [eontains the text = Filter Now % Clear Fiters
.. Clearand Fun
[ Name Zane/Location Inheritance Type Report Group Type Options
A0 | Yisa Enterpiise Defined Here - Neone = |1-Payment - | 01A01B02041000000000000801 s
g0 |2 Mastercad Enterpiize Defined Here 0-Mane - |1-Paymert | 01AD1B02041000000000000201 s
9103 | O3-Amex Enterpiise Defined Here 0-Nore - |1-Paymert | D1AD1B02041000000000000801 s
S04 | 4Diners Enterpiise Defined Here 0-Nore - | 1-Payment | 01AD1B02041000000000000G0 s
5105 |0SJCE Enterpiise Defined Here 0-None = | 1-Payment | 01AD1E02041000000000000801 ++x
S105 | 0ECUP Enterpiise Defined Here - Nane - |1 -Payment - | 01AD1B02041000000000000E0 1vs
9107 | O7SVC/Gif Card Enterpiise Defined Here 0-Nane - | 1-Payment - | 01A01B02041000000000000E01 s
9108 |08Others Enterpiise Defined Here - Neone - |1 -Payment - | 01401B02041000000000000801 s
9109 | 09-Cup Debit Enterpiize Defined Here 0-Mane - |1-Paymert | 01AD1B02041000000000000201 s
S0 | 10Debit SMS Enterpiise Defined Here 0-Nore - |1-Paymert | D1AD1B02041000000000000801 s
5111 |11-Bank Card Enterpiise Defined Here 0-Nore - | 1-Paymert | 01AD1B02041000000000000G0 s
5112 |12Discover Enterpiise Defined Here 0-None = | 1-Payment | 01AD1E02041000000000000801 ++x
S113 [13PaPdl Enterpiise Defined Here - Nane - |1 -Payment - | 01AD1B02041000000000000E0 1vs
S116 | 16-UKDM/Swich Enterpiise Defined Here 0-Nane - | 1-Payment - | 01A01B02041000000000000E01 s
917 |17¥isa Electron Enterprise Defined Here 0-Nane - |1-Paymert - | 01A01B02041000000000000201 1vs
9118 |184isa Debit Enterpiise Defined Here 0-Nore - |1-Paymert | D1AD1B02041000000000000801 s
9113 | 19Maesto Enterpiise Defined Here 0-Nore - |1-Paymert | D1AD1B02041000000000000801 s
S120 | 204Pay Enterpiise Defined Here 0-Nore - | 1-Payment | 01AD1B02041000000000000G0 s
5121 | 21-dliance Enterpiise Defined Here 0-None = | 1-Payment | 01AD1E02041000000000000801 ++x
8122 |22ECChip Enterpiise Defined Here - Nane - |1 -Payment - | 01ADTB02041000000000000E0 1vs
9123 | 234Gim Card Enterpiise Defined Here 0-Nane - | 1-Payment - | 01A01B02041000000000000E01 s
9124 | 24Mastercard Debit Enterprise Defined Here 0-Nane - |1-Paymert - | 01A01B02041000000000000201 1vs
¥ Oracle Payment Interface - Configuration Wizard =) .
Oracle Payment Interface - Configuration Wizard
Merchant Pay At Table Configuration
Tenders:
Merchant 1 Card Type 4 Tender Media ID
APay 0
Service URL: http://192.0.2.1/8088
Alkance 0
Tenders Employee Number: | 50001 American Express o
China UnionPay 0
Users Employee Number: 20001
China UnionPay Debit 0
Tables Employee Number: 90001 Debit 0
Diners Club 0
Discover 20
| EC Chip 0
2, -] L
Hint: Double-click to edit a call and then press Enter to submit your
change or, Escape to cancel it
ORACLE Prev Next

4. Select the Add Pay@Table Devices option, and then add the mapping details for

each Pay at Table device that connects to OPI.
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# Oracle Payment Interface - Configuration Wizard

Oracle Payment Interface - Configuration Wizard

Pay at Table Devices

Mobile Device ID Query By Revenue Center ID
1 Table 3016 —

Hint Double-click to edit a cell and then press Enter to submit your change or, Escape to cancel it

ORACLE’ Prev Next
HOSPITALITY

5. Enter the Mobile Device ID.
6. Select a Query By Table or Check.

7. Enter the RVC object number from the Simphony EMC of the RVC where the device
will be used.

8. Click Next.

# Oracle Payment Interface - Configuration Wizard

Oracle Payment Interface - Configuration Wizard

Pay At Table Configuration
Certificate Password:

Confirm Password:

ORACLE’ Prev Next
HOSPITALITY

9. Enter the Service Port and Certificate Password, and then click Next.
10. Click Next to continue.

11. Click Close to continue.
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12. Click Finish to restart the computer.

For more information, refer to the Oracle Payment Interface Installation and Reference
Guide.
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Upgrading the OPI

VERY IMPORTANT: Read and follow the upgrade directions.

# NOTE:
OPI 6.1 and higher can be upgraded to OPI 19.1.

OPI Upgrade Steps

1. Right-click and Run as Administrator the
OraclePaymentinterfacelnstaller_19.1.0.0.exe file.

2. Select a language from the drop-down list, and then click OK.

Oracle Payment Interface - InstallShield Wizard E

Welcome to the InstallShield Wizard for Oracle
Payment Interface

The InstalShield Wizard will install Oracle Paymernt
Oracle Payment Interface - InstallShield Wizard

.
'GI This install will perform & major upgrade from 6,2.0.0 to 19.1.0.0,

[ > |

< Barck, | | Cancel

Click OK to the pop up message box. Click Next on the Welcome screen to proceed
with the installation. Prerequisites for the installation will be checked, including the
required free drive space, details of the host environment, and the Java version that
is present.
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Oracle Payment Interface - InstallShield Wizard

0PI Prerequisites

Following is some information related bo wour system:

Extended memory: BIEEZ1Z K B
The Schema feature has been previously installed.

The Services feature has been previoushy installed.

The Config feature has been previoushy installed.

Selected lanouage: Enalishy 1053,

Compuber defauk language: Englishy1033,

This i5 a &4 bt Cperating System.

05 versian Windows Server 2008 R2 Enberprise Service Pack 1
5 version 6.1

Found Jaya viersion JRE 1.8

Found Java Home C:iProgram Filesidavaljrel, 8.0_161

& wersion of 0PI has been Found 6.2 -
< o
Instali=hield
< HACK Mexk = Cance] |

3. Click Next on the OPI Prerequisites screen.

Oracle Payment Interface - InstallShield Wizard

Choose Destination Location
Select folder where setup will instal files,

i Install Oracle Payment Interface to:

C:\OraclePaymentInterfacelv19.1 Change... I

Instalistield

4. Choose a Destination Location. Accept the default installation location or click
Change... to choose a different location. Click Next.

5. Click Install.
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Oracle Payment Interface - InstaliShield Wizard . x|
Configuration Tool Connection Settings

-

{ex. Host: Port: 8090 [ Host: Port: 8090 )

Please enter the Configuration Server Connection Information:

Host: | 192.0.2.1 Port: [8030

Instalishield

< Back I Next = I Cancel

6. Fill out the Configuration Tool Connection Settings:

Host: Enter the IP address or server name of the PC where the OPI Config Service is
installed. This will be the PC where you selected “OPI Services” to be installed.

Port: Leave at 8090.
7. Click Finish to reboot.

If you cannot immediately reboot, you must stop and then start the OPI Service for
the current settings to take effect.

OGDH Upgrade Steps

1. Right-click and Run as Administrator OGDH_OPI_19.1.0.0.exe file.
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OGDH Installer E

Welcome to the InstallShield Wizard for DGDH

The InstalShield Wizard will update the installed version
{6.2.0.0) of OE0H to wersion 19.1.0,0. To continue, dick
Hext.

< Hack Mext > Cancel

2. Click Next on the Welcome screen to proceed with the Upgrade. OGDH Installer
update complete screen appears. The InstallShield Wizard has updated OGDH to
version 19.1.0.0.

OGDH Installer

Update Complete

The InskalShield Wizard has updated OGDH to version
19.1.0.0,

< Hack) | Firitsh I Zancel

3. Click Finish.

ORACLE
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Not Supported Functionality

Not supported with RES Native OPI solution:

°  Gift Cards (SVC works as usual thru workstation. Not thru OPI or PED.)
° Balance Inquiry

* Void a refund (RES limitation)

* Debit (RES Native OPI)

* SaleCashBack (RES Native OPI)

*  Backup OPI Server

Not supported with RES OGDH:

° Incremental Auth

* Void a Refund (RES limitation)

* CC voice / Manual entry in QSR revenue center
* Backup OPI Server

* Voiding the tender from a SaleCashBack transaction.

Not supported in the e7 Native OPI driver solution:
* Gift Cards

° Balance Inquiry

*  Void a refund (e7)

*  Debit (e7)

° SaleCashBack (e7)

°  Multiple Revenue Centers (e7)

°*  Memo Tender (e7)

* CC Voice/Manual CC for QSR (offline sale)
* Backup OPI Server

* Backup server mode (e7)

°* Pay@Table

* Transaction Void (e7)
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