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1. About this Manual

1.1 Introduction

This manual explains the method of changing the passwords in Oracle FLEXCUBE data sources
and the servers associated with it.

1.2 Audience

This manual is intended for the following User/User Roles:

Role

Function

Implementers

Installation and implementation of Oracle FLEXCUBE

System Administrators System administration

1.3 Organization

This manual is organized into the following chapters:

Chapter 1 About this Manual acquaints you quickly with the purpose, organization and the
audience of the manual.

Chapter 2 Oracle FLEXCUBE Password Change gives an outline of the processes involved
in changing the passwords of various data sources.

Chapter 3 Changing Passwords in Oracle WebLogic describes the method of changing
data source passwords from Oracle WebLogic application server.

Chapter 4 Changing Passwords in IBM Websphere describes the method of changing data
source passwords from IBM Websphere application server.

Chapter 5 Server Password Change explains the process of changing the passwords of the
servers associated with Oracle FLEXCUBE.

1.4 Related Documents

Oracle FLEXCUBE Installation Guide

1-1 ORACLE




2.1

2. Oracle FLEXCUBE Password Change

Introduction

This chapter explains the process of changing the passwords of data sources associated with
Oracle FLEXCUBE.

You will find the methods to change the passwords of the following components:

Oracle FLEXCUBE Host Schema
Scheduler Data Source

ELCM Data Source

Bl Publisher Data Source
Gateway Data Source

Branch Data Source

ORACLE



The following diagram briefs the steps involved in changing the passwords of the above

components.
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Continues...
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3. Changing Passwords in Oracle WebLogic

3.1 Introduction

This chapter describes the method of changing data source passwords from Oracle WebLogic
application server.

3.2 Changing Host Schema Password

This section explains the method to change the password of Oracle FLEXCUBE Host schema.

If you change the host schema password, you also need to change the passwords of the data
sources pointing to the host schema.

3.2.1 Prerequisites

Before you change and test the passwords of the data sources, ensure that the following
activities are completed:

1. Determine the downtime for the password change and test activities.
2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Goto Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.2.2 Changing Host Schema Password

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to Oracle WebLogic application server

2. Goto Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the data source jdbc/fcjdevDS.

4. Select ‘Connection Pool’ tab.

3-1 ORACLE



Change Center
View changes and restarts
Configuration editing is enabled, Future

changes il automatically be activated a5 you
modify, add or delete items in this domain.

ORACLE Weblogic Server® Administration Consale

&) Home LogOut Preferences

Settings for FCUBDs

Domain Structure
base_domain -
Environment

{~-Deployments
L

El-Service:
B-Messaging
~Data Saurces

XML Entity Caches

Save

~jCOM

~Mail Sessions

—File T2 ﬂ
How do T =]

Configure testing options for 3 JDBC data
source

Configure the statement cache for 2 J0BC
connection pool

Configure credential mapping for a JDBC data
source

System Status a
Health of Running Servers

I FRelx@
I critical (0)
[ Overoaded )
[ waming{o)
I Ck ()

Welcome, weblogic | Cannected to: base_domain

Record Help

Home »Summary of J3EC Datz Sources »FCUBDs

Configuration | Targets | Monitoring | Contral | Security || Notes
General | Connection Pool | Crace | ONS | Transacton | Diagnestics | Identity Options

The connection pool within  JDBC data source contains a group of JDBC connections that applications reserve, use, and then return to the pool. The connection poal and the connections within it
are created when the connection pool is registered, usually when starting Up WebLogic Server or when deploving the dats source to & new target,

Use this page to define the canfiguration for this dats source’s cornecton paal.

F URL:

The URL of the database to connect to. The format of the URL varies by JDEC

jdbcoraclethin:@10.184.74. 142-1521:-KERDEV3 g e

The ful package name of JDBC dri
database comecaons i the connecton padl Tlnte matmuzdu ssm
be n e csepeth oF any scrver 1o whicn it = depl Wore Info, .

&) Driver Class Name: phy

oracle jdbc.OracleDriver

me list of mEE ties pa ed |u the JDBC driver that are used to ceate
tabase connections. For example: server=cbserver 1. List each
.a\ue pair an a sepa\ ateline, More Info.

=

System Properties:

The list of System Froperties names passed to the IDBC driver that are used
t 2l database connections. For example: server=dbserver1. List
More Info. ..

e pai on a separate ne.

=

& Password:

Confirm Password:

rd attribute passed to the JDBC driver when creating ph
nnections.  More Info.

ssssssssssssssaser

5. Change the password. Use the following fields:

Password

Specify the new password.

Confirm Password

Specify the new password again.

6. Click ‘Save'.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.

ORACLE
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Change Center

View changes and restarts

ORACLE WebLogic Server® Administration Console

@ Home LogQut Preferences [2] Record Help Q

Horms »Summary of IDBC Data Sources

O

Welcome, weblogic | Connected to: base_domairl

Messages
Configuration editing is enabied. Future

changes il sutomaticaly be actvated s you

o Test of FCUBDS on server ManagedServer was successful.
modify, add or delete items in this domain,

Settings for FCUBDs

Domain Structure

Configuration | Targets Control | Securit MNotes
base_domain =] g ¢ W Y
nvironment Statistics
eployments

ervices

+H-Messaging

~Data Sources
i--Persistent Stores
~Foreign INDI Providers
~\Wark Contexts

XML Registries O Test Data Source (Filtered - More Columns Exist)
%ML Entity Caches

iorjcom I

Use this page to test database connections in this JDBC data source,

§ Customize this table

Showing 110 1of 1 Previous | Next

Ml Sessions
[ =) server state
How do L.. o} O | Managedserver Running

« Test JDBC data sources Shoming 1to 1of 1 Previous | Next

« Configure testing options for a JDBC data
source

System Status =]

Health of Running Servers

[ Faledf)
I critcal (0
[ overbaded 0)
[ waming{0)
I O ()

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

ORACLE WebLogic Server® Administration Consale

Change Center @ Home Log Out Preferences Record Help | Q

View changes and restarts Home =Summary of IDBC Data Sources

Messages
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain,

4 Test of FCUBDs on server ManagedServer was successful,

Settings for FCUBDs
Domain Structure

basze domain - Configuration | Targets | Monitoring | Control || Security | Notes

BH-Environment
--Deployments

EF-Services

[#-Messaging

~~Data Sources
~~Persistent Stores
F--Foreign JMDI Providers
~“Work Contexts

~-¥ML Registries

~"¥ML Entity Caches

Statistics | Testing

Use this page to test database connections in this JDBC data source,

[ Customize this table

1= Test Data Source (Filtered - More Columns Exist)

~7JCOM
~-Mail Sessions
~Fil= T3 j Server
How do L.. = O | Managedserver

« Test JDEC data sources

10. Once you get the message, restart the application server.
11. Start Oracle FLEXCUBE.

12. Log in to Oracle FLEXCUBE. Launch a summary screen or execute a simple transaction to
test.

Try the above process in UAT or any other test environment before you change the password
in a production environment.
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3.2.3 Changing Password in Decentralized Setup

3.3

3.3.1

You need to change the branch schema password for a decentralized setup of Oracle
FLEXCUBE. Follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

|| Oracle FLEXCUEBE Universal Installer =] 2 [==

Oracle FLEXCUBE Universal Banking ORACLE’

Database Installation
Provide schema details.

Hame Value
lIsername installer
Password sssessnes
Connect String testdb
IP Address 10.10.10.10
Port 1521

Test Connection

Log et Exit

2. You need to modify the following field:

Password

Specify the new password for the branch schema

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
o Deploying EAR file

Try the above process in UAT or any other test environment before you change the
password in a production environment.

Changing Scheduler Data Source Password

After changing the host schema password, you need to change the password of scheduler data
source.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

3.4 ORACLE



3.3.2

Determine the down time for the password change activity.

Inform all concerned users and groups.

Ensure that all users have logged out of Oracle FLEXCUBE system.
Stop Oracle FLEXCUBE application.

o & 0 DR

steps below:

e Login to Oracle WebLogic application server
e GotoHome > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

Changing Scheduler Data Source Password

Stop the target server to which the data sources point. To stop the target server, follow the

You need to change the password of scheduler data source. Follow the steps given below.

1. Login to Oracle WebLogic application server

2. Goto Home > Services > Data Sources. You will notice a table that contains the list of all

data sources created in the application server.
3. Click the data scheduler source jdbc/fcjSchedulerDS.

4. Select Connection Pool tab.

ORACLE Weblogic Server® Administration Console

T @ Home Log Out Preferences [&] Record Help Q

View changes and restarts Home »Summary of JDBC Date Sources > FCUBS_SchedulerDS
Configuration editing is enabled, Future
changes will automatically be activated as you

modify, add or delete items in this domain,

Settings for FCUBS_SchedulerDs

Configuration | Targets | Monitoring | Control | Security | Motes

Domain Structure Genersl | Connection Pool | Orace | ONS | Tramsaction | Diagnostics | Identity Options

~Data Sources
~Persistent Stores
~Foreign INDI Providers
~ork Contexts

ML Registries

“-¥ML Entity Caches

Use this page to define the configuration for this data source’s connection pool.

& URL: jdbc-oracle thin.@10.184.74.142:1521. KERDEV3 ot

~-jCOM
! 4] Driver Class Name:

~-Mail Sessions oracle.jdbc.xa.client. OracleXADataSource
~File T3 e
How do L... =] i
4] Properties:
« Configure testing options for & JDBC data user=FC1131I0T =

source

« Configure the statement cache for 2 JDBC
connection pool

+ Configure credential mapping for  JDBC data
source

System Status. 2 System Properties:

Health of Running Servers

| Falled (0}

Bl

(] Password: sessscsnsssnnesnn

Confirm Password: essseersssevereeeg

base_domain [=]
#-Environment |Save]
~-Deployments
7 The connection pool within a JDBC data source contains a group of JDBC connections that applications reserve, use, and then return to the pool. The comnection pool and the connections within it
B-Messaging are created when the connection paol is registered, usually when starting up WebLogic Server or when deploying the data source to a new target

f the database to connect to. The format of the URL varies by JDBC

L of
More Info...

Welcome, weblogic ‘ Connected to: base_domail

5. Change the password. Use the following fields:

Password
Specify the new password.
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Confirm Password

Specify the new password again.
6. Click ‘Save’.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.

CTRACLE WebLogie Server® ammssaion Goreoe e 0000 o

Change Center & Home LogOut Preferences Record Help ‘ Q Welcﬂme,wehlog»c‘cnnnetted to: base_domai

View changes and restarts Home >Summary of JDBC Data Sources
Messages

Configuration editing is enabled. Future

changes wil automatically be activatad 2s you o Tast of FCUBS_SchedulerDS on server ManagadServar was succassful.
modify, add o delete items in this domain.

Settings for FCUBS_SchedulerDS
Domain Structure
Configuration | Targets

Control | Securi Notes
base_domain - Ly

Gl-Environment
~-Deployments

Statistics

B-Mm

Use this page to test database connections in this JDBC data source,
—Persistent Stores
~Foreign JNDI Providers
~\ork Contexts

ML Registries L Test Data Source (Filtered - More Columns Exist)
XML Entity Caches

--JCOM I I Shawing 1to 10f 1 Previous | Next

~Mail Sessions

§ Customize this table

—File T3 = Server State

How do L. =] O | Managedserver

Running

« Test JOBC data sources Shawing 1o 10f 1 Previous | Next

» Configure testing options for a JDBC data
source

System Status =]

Health of Running Servers

[ FEed®
[ citical (@
[ Overloaded (0)
[ waning@
N o ()

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

ORACLE Weblogic Server® Administration Console

Change Center @ Home Log Out Preferences Record Help | Q

View changes and restarts Home =Summary of JDBC Data Sources
Messages

Configuration editing is enabled, Future

changes will automatically be activated as you 4 Test of FCUBS_SchedulerDS on server ManagedServer was successful,
modify, add or delete items in this domain.

Settings for FCUBS_SchedulerDS
Domain Structure

base_domain Configuration | Targets | Monitoring | Control | Security | Motes

BF-Environment
~-Deployments

EF-services

[#-Messaging

-~Data Sources
~~Persistent Stores
F--Foreign JMDI Providers
~~Work Contexts

~-¥ML Registries

~"¥ML Entity Caches
--JCOM

~"Mail Sessions

—File T3 j Server

[»

Statistics | Testing

Use this page to test database connections in this JDBC data source,

[ Customize this table

1= Test Data Source (Filtered - More Columns Exist)

How do L.. B () | Managedserver

« Test JDBC data sources
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You need to change the branch schema password after the above steps. Refer to the section
‘Changing Password in Decentralized Setup’ for information on changing the branch schema
password from Oracle FLEXCUBE Universal Banking Solution Installer.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

3.4 Changing ELCM Data Source Password

You need to change the password of ELCM data source.

3.4.1 Prerequisites

Before you change the password of ELCM data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.

5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Goto Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.4.2 Changing ELCM Data Source Password

You need to change the password of ELCM data source. Follow the steps given below.

1. Login to Oracle WebLogic application server.

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the ELCM data source.

4. Select Connection Pool tab.
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ORACLE WebLage Server® aamrmmraion com - 0 O

Change Center @ Home Log Out Preferences (& Record Help Welcome, weblogic | Connected to: base_domain|
e it e estart Heme >Summary of IDBC Data Sou UBS. SchedulerDS »Summary of urces >FCUBS_ELCMDs

Configuration editing s enabled. Future Settings for FCUBS_ELCMDs

changes will automaticall be activated a5 you

modify, add or delete itams in this domain. Configuration | Targets | Monitoring | Contral | Security | Motes

Domain Structure General | Connection Pool | Orade | ONS | Transaction | Diagnostics | Identity Options

base_domain =]

B-Environment \Save)

~Deployments

[services The connection paol within a JDBC data saurce contains a aroup of JDBC connections that applications reserve, use, and then return to the pool. The connection pool and the connections within it
lessading are created when the connection pool is registered, usually when starting up Weblogic Server or when deploying the data source to a new target.
~Data Sources
“persstent Stores Use this page to define the configuration for this data source’s connection pool.

areign JNDI Providers
k Contexts

Registies 4E| URL: jdbe-oracle thin- @10.1010.10-1010 KERDEV3 It i R T R e 3

=ML Entity Caches

oM
Driver Class Name: . 2
Vil Sesei a3 oracle jdbc OracleDriver
Mai Sessions =] : database connections in the connecton pool. (Note that this driver ¢
e T3 be In the dasspath of any server to which t i deployed.)
How do L. El
The list of properties passed to the IDBC driver that are used to create
physics dtahase connections, For example: server ~dbserver L, List each
+ Configurs testing sptions for & JDBC dats J property=value pair on 2 separate ine. More Info...

saurce

Configure the statement cache for a JDBC
comnection pool

Configure credential mapping for a 1DBC data

source =

=) System Properties: The list of System Properties names passed to the JDBC driver that are used
to create physical database connections. For exampie: server=dbserver1. List
Health of Running Servers cach property=value parr on a separate ne,  More Info...

Failed {0)
Critical (o)
Overloaded (0 =
Warning {0)
I (2} 45 Password:

System Status

d attribute passed to the JDBC driver when creating physical
nnections.  More Info. ..

Confirm Password:

sessssessnsenenet

5. Change the password. Use the following fields:

Password

Specify the new password.

Confirm Password

6. Specify the new password again. Click ‘Save’.

7. To test the data source, select Monitoring tab and select ‘Testing’ tab under it.
8. Select the target server and click ‘Test Data Source’.
9

The screen displays a message confirming successful testing.

ORACLE WeblLogic Server® Administration Console

Change Center @ Home Log Out Preferences Record Help

Q

Home =Summary of JDBC Dets Sources »FCUBS_SchedulerDS =Summary of JDBC Detz Scurces =FCUBS_ELCMDs >|

View changes and restarts

Messages
Configuration editing is enabled, Future

changes will automatically be activated as you 4 Test of FCUBS_ELCMDs on server ManagedServer was successful,
modify, add or delete items in this domain.

Settings for FCUBS_ELCMDs
Domain Structure
Configuration | Targets | Monitoring | Control | Security | MNotes

base_domain =]
BB
Environment Statistics | Testing
~-Deployments
Eh-services
[#-Messaging . I
Use this page to test database connections in this JDBC data source.
--Data Sources
~“Persistent Stores
r--Foreign JMDI Providers [ Customize this table
--Work Contexts
~"XML Registries I Test Data Source (Filtered - More Columns Exist)
~"¥ML Entity Caches
~-§C0M
~"Mail Sessions
~File T3 J Server
How do I.. = () | Managedserver

« Test JDBC data sources
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You need to change the branch schema password after the above steps. Refer to the section
‘Changing Password in Decentralized Setup’ for information on changing the branch schema
password from Oracle FLEXCUBE Universal Banking Solution Installer.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

3.5 Changing Bl Publisher Data Source Password

You need to change the password of the Bl Publisher data source.

3.5.1 Prerequisites

Before you change the password of Bl Publisher data source, ensure that the following activities
are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
Stop Oracle FLEXCUBE application.

o &

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

Login to Oracle WebLogic application server
Go to Home > Environments > Servers

Select and stop the server and clicking ‘Stop’ button.

© © N o

This completes the prerequisites.

3.5.2 Changing Bl Publisher Data Source Password

To change the BI Publisher data source password, follow the steps given below:

1. Log in to Bl Publisher server.

2. Goto Admin > JDBC > Update Data Source.
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3.6

3.6.1

TORACLE’ BIPublisher Enterprise

‘Welcome, administrator Preferences Sign Out Help
Reports | Schedules | Admin
Admin > JDBC > Update Data Source: Oracle Bl EE
Update Data Source: Oracle Bl EE

cancel ([ Apply

General

¥TIP Please make sure to install the required JDBC driver classes.

Data Source Mame |Oracle BI EE

* Driver Type | Oracle BI Server v

* Database Driver Class ‘nrade.hl.]dhc.i«naldh:Drwer ‘

{ =Driver )
* Connection String tPORT/

* Username |Administrator

Passward |esesss ]

Pre Process Function

Post Process Function l:l
Use Proxy Authentication
Test Connection

Security
Available Roles Allowed Roles

2
Mave

Move All
&)
Remove

BE @G

<
Remove All

3. Choose the data source whose password needs to be modified.

4. Modify the following field:

Password

Specify the new password.

5. Click ‘Apply’ button.

6. Restart the application server.
7. Start Oracle FLEXCUBE.
8

Log in to Oracle FLEXCUBE. Generate a sample report to test.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changinqg Oracle Business Intelligence Enterprise

Edition Schema Password

You need to change the password of the Oracle Business Intelligence Enterprise Edition (OBIEE)
data sources.

Prerequisites

Before you change the password of Bl Publisher data source, ensure that the following activities
are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.
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3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.

5. Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e GotoHome > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.6.2 Changing Bl Publisher Data Source Password

To change the OBIEE data source password, follow the steps given below:
1. Login in to OBIEE Administrative console.

2. Go to Database created > Connection Pool. You will get ‘Connection Pool’ window.

= o B i BL

= il D W o

=20 -

1 T

=1 w3 h

= gl P - Fe

w s o 2 G

. o 2 O

= 3w + 2 oW
=@ . N
= =T
1 Gasal | Corvacton Sospin [y T T
= 2 e =
=@w !-!! - " Pamisions =EW
i [ | 14
= il LE —— = = = LE
o 15 Cal ristace [ Wt =l w3 15
- Mg corvactrn | 10 - 2
. j :‘.‘I'«uﬂ:hr&m I "“‘*“"_“'“ - = ::::‘
& (g P Traneacton Conl wonsoe e FCLIES = =1 RE
= @ e ¥ e logon -
- j b Uses rama:  [FEUER 133 Fasmeend [F j:l‘
=1 o Bl o b iy ) ) = Y e—.
= [l Submystems Timmant 3 =T | = o W
o S Semtth imnce . » @
% & 10 e Lise wdibeeadod correcins Frp—

7 Eumute gusres ssprchsrusiy

P Prawaten nawoted

I bt [Eetna -
Damscnpln:

Change the password. You will be prompted to re-enter the password. Click ‘OK’.

3
4. Restart the application server.
5. Start Oracle FLEXCUBE.

6

Log in to Oracle FLEXCUBE. Generate a sample report to test.

Try the above process in UAT or any other test environment before you change the password
in a production environment.
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3.7 Changing Gateway Data Source Password

If you change the host schema password, you also need to change the gateway password.

3.7.1 Prerequisites

Before you change the gateway password, ensure that the following activities are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.

5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Go to Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.7.2 Changing Gateway Data Source Password

You need to change the password of Gateway data source. Follow the steps given below.

1. Login to Oracle WebLogic application server

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Select Gateway data source (FLEXTEST.WORLD).

4. Select ‘Connection Pool’ tab.

3-12 ORACLE



TG, 00 0T T e T T TS o T

Domain Structure

base_domain -
F-Environment

~-Deployments

FtMessaging

~Data Sources

r—Persistent Stores

~Mail Sessions

“File T3

How do L.. =]

+ Configure testing options for 3 JDBC data
source

Configure the statement cache for 2 JDBC
connection pool

« Configure eredential mapping for 2 JDBC data
source

System Status =]
Health of Running Servers

[ Fakd)
[ Criteal(@®
[ Overlbaded )
[ Waming@
(2

C fon | Targets | Monitoring | Control || Security | Notes

Genersl | ConnectionPool | Orace | OMS | Transaction | Diagnostcs | [dentity Options

Save

The connection poal within a JDBC data source contains a group of JDBC connections that applications reserve, use, and then return to the poal. The connection pool and the connections within it
are created when the connection polis registered, usualy when starting up WebLogic Server or when deploying the data source to a new target,

Use this page to define the configuration for this data saurce's connection poal.

5] VRL: jdbe oracle:thin:@10.10.1010-1010-KERDEV3

] Driver Class Hame:

4E] Properties:

s

=

System Properties:

=

&g 3 eerssrsrtesererin

Confirm Password:

Initial Capacity: 1
Maximum Capacity: 15 o
More Info...

oracle jdbc xa client OracleXADataSource

More Info...

5. Change the password. Use the following fields:

Password

Specify the new password

Confirm Password

Specify the new password again

6. Click ‘Save'.

To test the data source, select ‘Monitoring’ tab and select ‘Testing tab’ under it.

7
8. Select the target server and click ‘Test Data Source’.
9

The screen displays a message confirming successful testing.
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ORACLE WeblLogic Server® Administration Console I

Change Center @ Home Log Qut Preferences Record Help Q,

View changes and restarts rDS =Summary of JDBC Dete Sources =FCUBS_ELCMDs »Summary of JDBC Data Sources = Fy

Sources =FLE tz Sources »FLEXTEST.WORLD
Configuration editing is enabled. Future Messages
changes will automatically be activated as you
modify, add or delete items in this domain. « Test of FLEXTEST.WORLD on server ManagedServer was successful.
Domain Structure Settings for FLEXTEST.WORLD

base_damain 1= Configuration | Targets | Menitoring | Control | Security | Motes
EH-Environment

--Deployments Statistics

Eh-services

EF-Messaging

—-Data Sources
~-Persistent Stores
r~—-Foreign JNDI Providers

Use this page to test datsbase connections in this JDBC data source,

~Work Contexts [ Customize this table
~"¥ML Registries L
~-XML Entity Caches Test Data Source (Filtered - More Columns Exist)
~-jC0M
~Mail Sessions
~Fl= T3 =
Server State
How do I.. =
O Managedserver Running

« Test IDBC data sources

» Configure testing options for a IDEC data
source

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

3.8 Changing Branch Schema Password

This section describes the steps involved in changing branch schema password.

3.8.1 Prerequisites

Before you change the gateway password, ensure that the following activities are completed:
1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Stop Oracle FLEXCUBE application.
4

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Goto Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

5. Ensure that all users have logged out of Oracle FLEXCUBE system.
This completes the prerequisites.

3.8.2 Changing Branch Data Source Password

You need to change the password of Gateway data source. Follow the steps given below.
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1. Login to Oracle Weblogic application server

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Select Gateway data source (jdbc/fcjdevDSBranch).

4. Select ‘Connection Pool’ tab.

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes wil automatealy be actvated as you
mcify, add or cielete items in this domain.

ORACLE Webloagic Server® Administration Console

@ Home LogOut Preferences [&] Record Help Q

Hom >Summary

of IDBC Datz Sources > FCUBSBranch

Settings for FCUBSBranch

=

Domain Structure
base_domain
B-Enwvironment
~Deployments
-Services
~Security Realms
#-Interoperabity
+-Diagnostics

Howdo L. Cl

« Configure testing options for & JDBC data
source

= Configure the statement cache for 2 JDBC
connection pool

 Configure credential mapping for a JDBC data
source

System Status =]

Health of Running Servers

[ Critical

] warming (0)

I (D

General | Connection Pool | Orade | ONS | Transaction | Disgnostics | Identity Options

Save

The connection poal within & JDBC data source contins & group of JDBC connections that appiications reserve, use, and then return to the pool, The cannection poal and the connections within it
are created when the connection pool is registered, usually when starting up WiebLogic Server or when deploying the data source to a new target.

Targets | Moritoring | Control | Security | Notes

Use this page ta define the configuration for this data source’s connection pool.

5] URL:

4f] Driver Class Name:

2] Properties:

jdlecooracle:thin:@10.10.10.10:1010:KERDEV3

oracle jdbc xa client OracleXADataSource

asez=FCL131IUT =

System Properties:

g

=

4] Password:

Confirm Password:

sessssessenssnnsed

sessssessensrnnsed

Welcome, weblogic ‘ Connected to: base_domain|

| of the database to connect to, The format of the URL varies by JDBC
More Info..

assed to the I
. More Info...

5. Change the password. Use the following fields:

Password

Specify the new password

Confirm Password

Specify the new password again

6. Click ‘Save’.

To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.

7
8. Select the target server and click ‘Test Data Source’.
9

The screen displays a message confirming successful testing.
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ORACLE Wenlogis Sorvar® Aimmrmaion conese w0000 o

Change Center &) tHome Log Out Preference Record Help Q Welcome, weblogic ‘ Connected to: base_domain

=Summary of ID

Date Scurcas >FCUBSBranch

View changes and restarts fome = Summary o
Messages
Configuration editing is enzbled, Future

changes wil automatically be activated as you & Test of FCUBSBranch on server ManagedServer was successful.
modify, add or delete items in this domain.

Settings for FCUBSBranch
Domain Structure

_domain -
B-Environment

eployments

[h-Services

E-Messaging

~Data Sources

F-Persistent Stores

“~Foreign JNDI Providers  Customize this table
“~\Work Contexts
HML Registries Test Data Source (Filtered - More Columns Exist)
“-HML Entity Caches
~COM Showing 1to 1of 1 Previous | Next
il Sessions
~Fil= T3 j Server State

Configuration | Targets | Monitoring | Control | Security | Notes

Statistics = Testing

Use this page to test database connections in this JDEC data source,

=]
How do L. © | Managedserver Runring

» Test JDBC data sources

» Configure testing options for a JDBC data Showing 110 1of 1 Previous | Next
source

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.
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4.1

4.2

42.1

4.2.2

4. Changing Passwords in IBM Websphere

Introduction

This chapter describes the methods of changing passwords of data sources from IBM Websphere
application server.

Changing Host Schema Password

This section explains the method to change the password of Oracle FLEXCUBE Host schema in
IBM Websphere application server. If you change the host schema password, you also need to
change the passwords of the data sources pointing to the host schema.

Prerequisites

Before you change and test the passwords of the data sources, ensure that the following
activities are completed:

1. Determine the downtime for the password change and test activities
2. Inform all concerned users and groups

3. Ensure that all users have logged out of Oracle FLEXCUBE system
4. Stop the target server to which the data sources point.

5. Stop Oracle FLEXCUBE application
This completes the prerequisites.

Changing Host Schema Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Login to IBM Websphere application server
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Integrated Solutions Console ~ welcome admin

Help | Logout

‘ View: [ All t=

Close page

Welcome

Guided Activitiss Global security
Servers Use this panel to

nfigure administration and the default application security policy. This security configuration applies to the security pol

for all administrative
functions and is used as a default security policy for user applications. Security domains can be defined to override and customize the security policies for user

B applications =pplications.

Services

Resources Security Configuration Wizard ]

Security Configuration Report

=l s=curity. Administrative security

Authentication
Global security -~

Security domains

Enable administrative security user reles

mechanisms znd expirstion
ministrative greup reles

Administrative Authorization Groups

[Oh

Kerberes and LTPA

& suthenticstion
SSL certificate and key management

Security auditing Application security
Bus s=curity

(This function is currently disabled. Sea the IBM Support site for
possible future updates.)
[ enzble application security

Kerberos configuration
Envirenment

yava 2 sacurity O swam ( )i o a0 comm
System sdministration e ntieation cache =ctings
[ use 3ava 2 security to restrict application access to local resources cuthenhbicabion cache ceffing=s

Users and Groups Web s curity

= Warn if applications are grantad custom permissions Web and SIP s=curity
S ron N Restrict access to resource authentication data RMI/IIOP security
B Troubleshosting s sccount repository T Tave Anthentealon =nd Authorzation Servics
Sarvics intzgration Currant raalm definition Application lagins

{8]=12)4 Federated repositories

System logins

J2C suthentication dats

Available realm definitions i At enticatonlend
[J us= reslm-quslified user nAnthorization Service (14AS) login configurations that are
Federated repositories v Configure... Setas cument | used by system resources including the authentication
mechanism, principal mapping, and credential mapping, You|
Security domains cannot remove the default login configurations because
Exrernal suthorization praviders |d0ing so might cause applications to il
Custom preperties

#Apply | | Reset

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C
Authentication Data.

Integrated Solutions Console Welcome Help Logout

‘ View: | All tasks v ‘

Welcome

Guidad Ac

Global sacurity > JAAS - J2€ authantication data

Field help
For fisld help infarmation,
B Servers Specifies = list of user identitizs snd pazswords for Java(TH) 2 connector security to use. select = field lzbel or list
I —— marker whan the help
e Prefix new alias names vith the node name of the cell (for compatibility with earlier releases)
webSphere application servers

cursor is displayed.
WebSphere MG servers

Page help

More information sbout
this page

Applications

Preferences Command Assistance
Services - v administrative
e | Delete | Shina cornmand for |
Rescurces — Zction
] oz
B s=curity LD &7
& deellmmi) Se\ed‘ Alizs 3 |UsarID o Deseription 7
EEEINL, G ImErS You czn administer the following resources:
Administrative Authorization Groups .
- D IPL189DORNode06/LAL 4! 2 LA1465R2 LA1465R2
SSL certificate and key management
S ity diting
ecurity auditing ratal
Bus security
Envirenment

Systzm zcministration
Users and Groups
WManitaring and Tuning

Troublashooting

Sarvics integration

upDI

3. You will notice a table showing the list of JDBC sources. Choose the node used by host
schema data source.
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Integrated Solutions Console  welcome e

View: | All tasks A | —el=IPL189DORMNodeD6Cel, Profie=AppsrvOb

welcome |Global security
H Guiced Activities Elobal security > JAAS - 12€ authentication data > [PL189DORNode06/LA1465R2 Field help
For Field help information.
Bl Servars Spacifies = list of user identities and passwords for Java(TM) 2 connector security to uss. salsct = fisld labal or list
- General Properties marker when the help
cursor is displayed.
WebSghere 2pplication servers + Alins

webSphere MQ servers \[:7; ORMNode06/LA1465R 2 Page help

Web servers Mare information about
# User ID this o=g=
LA1465R2
B Applications Command Assistance
Services + Password View administrative
....... zcristing command for last
Rescurces action

Description

Bl security [T —
Global security
uthorization Groups ok| [Reset| | cancsl

nd key management

Secu

Adminiz

SSL cert
Security auditing

Bus s=curity
Envirenment
System zdministration
Users and Groups
Menitering znd Tuning
H Troubleshooting
Service intagration

uppL

4. Specify the new password and click ‘Apply’ button. Click ‘OK’.

4.2.3 Testing Host Schema Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to IBM Websphere application server

2. Go to Home > Resources > JDBC >Data Sources. You will notice a table that contains the list
of all data sources created in the application server.

3. Select the data source jdbc/fcjdevDS.
4. Select ‘Test Connection’ tab.

5. The screen displays a message confirming successful testing.
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Integrated Solutions Console ~ Welcome

View: | All tazks v ‘

elcome

Guided Activities B Meszages Field help

= o . . . s . . For field help infarmat
Saruers The test comnaction oparation for dats source LATAM on server servarl st nods colect 5 field 1nbel or

IPL18SDORNodE06 was successful.

marker vhen the help
cursor is displayad

Data sources Page help
Mers infermation abo
this o=g=

Use this page to edit the settings of 2 datasource that is associsted vith your selected JDBC provider. The datasource object supplies
wour application with connections for accessing the database. Learn more about this task in 3 guided sctivity. A guided activity provides
Applications a list of task steps =nd more general information zbout the topic.

Command Assistance

ministrative
g command forf

Services [ Scops: =All scopes

Blrcasz Scope specifies the level at which the resource definition is visible. For detziled information on

Schedulers what scope is and how it vorks, ze= the scope ssttings helo.
Object pool managers
ject poal manager: | Al =copes v
B ams
B oec Praferances
IDBC pre

New| | Delste Test connectien Manage state.. |
ren i Frplhasitay S

vl . ol 2

ad

(O Gezmoran 2 g Select| Name 2 INDI name Scope Brovider & Description o | Category &
Asynchrenous bezns

You can administer the folloving resources:

Cache instznces

Default DefaultDatasourcs | Node=IPL185DORNod=08, Sarvar=sarvarl | Darby JDEC Datazourcs
Wil O = .
Datazource Provider for the
URL webSphere
Default

H Resource Environmeant -
Application

B S=curity ¥ Node=1PL18SDORNod=08, Sarver=sarvert | Oracle JDBEC | Naw JDBC
- Driver (X&) Datasource

O Node=1PL18SDORNod=08, Server=servert | Gracle IDBC | New JDBC
Driver (XA} Datasource

O Node=IPL189DORNod=08, Server=servert | Oracls New JDBC
Driver (XA} Datasource

O | Node=1PL1ESDORNOd=0E, Servar=sarvarl | LAL4ESR2 New JDBC
Datesource

Envirsnmant P

System zdministration
Users anc Groups
Menitering and Tuning
& Troubleshosting
Service intsgration

uoDI

[T Bl

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in and test whether the change was successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

4.3 Changing Scheduler Data Source Password

After changing the host schema password, you need to change the password of scheduler data
source.

4.3.1 Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point.

This completes the prerequisites.
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4.3.2 Changing Scheduler Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.
1. Login to IBM Websphere application server

Integrated Solutions Console Welcome admin

‘ View: | All tasks v |

welcome

Bl Cuiczd Activities Global security
Servers Use this pansl to configure administration and the default applicatio
functions and is used a3 2 default security policy for user application:
B applications =pplications.

urity policy. This security configuration spplies to the security policy for all administrative
Security domains can be defined to override and customize the security policies for user

Services

Resources [ Security Configuration Wizard | Security Configuration Report

Bl szcurity

Administrative security

Enzble

Authentication
user roles Authentication mechanisms and expiration
nistrtive group roles
LTEA
nistrstive suthsntication © e

Kerberos and LTPA

s Application security (This function is currently disabled. See the IBM Support site for
Bus s=curity possible futura updates.)

[ enzble apslication security ferberns confimuration

[ Environment

O swam ¢

Java 2 sacurit
Systzm =éminiztration v

betreen servers

[ Usz= 33wa 2 s=curity to restrict applicstion access to local reso

Users and Groups
Warn if applications are granted custom permissions

Bl Menitoring and Tuning

Restrict = o resourcs suthenticstion dats
El Troubleshosting - -
Tovs Authenticstion =nd Authorzation Servics
User account repasitary =]
B Service integratien Current realm definition Zpplicatien logins
& Fe ositori=s
B uco e

Availsbls reslm definitions packos-a-list-of-Jawt(TM) Authentication and
[J uze realm-aualifieg user ndauthorization Service (JAAS) login configurations that are
Federated repositories | | Configure... Setss curent | sed by system resources indluding the authentication
mechanism, prindpal mapping, and credential mepping. Yo
Security domains cannat remove the default login configurations because
Sxternal suthorizstion providers |39Ng 50 might cause applicstions to Fall,
Custom preperties

apply | | Rasst

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C
Authentication Data.

Integrated Solutions Console Wielcome Help | Logout

View: | All tasks v ‘

Cloze page

Guiced Activitias

Global security > JAAS - J2C authentication data Field help
For field help information,
B servers Specifies a list of user identities and passwords for Java(TM) 2 connectol

select a fisld label or list
marker when the help
cursor is disslayed.

Berrizs Srafi new aliss names vith the node name of the call (For compatibility rith earlier relesses)
webSphers spplication servers
webSphers M zer Page help

web servers [2epiv] Hore information atout

this page

Applications Preferences

srvices [ New]| Delete

Ressurces

Command Assistance

v adm

B Security
Select| Alizs & User 1D & Description &
You can administer the folloving resources:

[ | IPL18300RNeds06/ L1465R2 LaLa6SR2 La1a55R2

Total 1

Envirenment
Systzm acministration

Users and Groups

donitoring and Tuning

roubleshocting
Servics intagration

uDpD1

3. You will notice a table listing of JDBC sources choose the node which is used by Oracle
FLEXCUBE application.
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Integrated Solutions Console: Welcome

| View: | All tazks v

Welcome
Guided Activities
[l s=rvers

O Server Types
WebSphere apel
WebSphere MQ
web servers

& 2pplications.
Sarvices
Rescurces

Bl s2curity

Ad Autharization Groups
SSL certificate and key management
Security zuditing
Busz sacurity

@ Envirsnment

System acministration

Users and Groups

Menitering zng Tuning

@ Troublzshocting

Szrvics int=gration

upot

Global security

Global security > JAAS - 32C

data > TPL189DORNade06/LA1365R2

Specifies a list of user identities and passwards for Java(TM) 2 connector security to use.

General Properties

Field help
For field help information,
select = fisld label or list
markar when the help

* User ID

Description

LA1465R2
[os] [ow] [Reset ] [Cancel

curser is displayed.

Page help
More information about
this page

Command Assistance
View sdministrative
scripting command for last
action

4. Specify the new password in the text field and click on Apply and then click on ok.

4.3.3 Testing Scheduler Data Source Password Change

You need to test whether the data source password change was successful. Follow the steps

given below.

1. Login to IBM Websphere application server

2. Go to Home > Resources > JDBC>Data Sources. You will notice a table that contains the list
of all data sources created in the application server.

3. Select the data source jdbc/fcjSchedulerDS.

4. Click ‘Test connection’ tab.

5. The screen displays a message confirming successful testing.
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4.4

44.1

4.4.2

Welcome

Integrated Solutions Console

| View: | All tazks v

welcome
Guided Activities
B Sarvars

O server Types

Apphtations
Services
Bl Resources
Schedulers
Object pool manzgers
Eams
Boec
IDBC providers

Sphere Application Server

synchronsus beans

2chs instances

Mzil
URL
Reseurce Environment

Environment
Systzm administration
Users and Groups

Menitoring znd Tuning

B Messages

[} The test connaction opsration for data zource FCUBS Scheduler Datz source on server serverl
2t neds IPL183DORNede06 vas suscessful.

Data sources.

pl

your
a list of task steps and more general infarmation about the topic,

B Scops: =All scopes

Scope specifies the level at which the rescurce definition is visible. For detailed information on
= scope settings hef

what

o is and how it works. see th

[l scopes

Preferences

New|| Delete

Test connection

ot [
=)

Select| Hame & INDI name &
You can administer the folloving resources:

[] |Dsfautt

Datszource

DefaultDatzzource

[[] | Eues ersnch dbc/fBranchDs
Dst

0 | Feu sduler | jdbc/fejSchedularDs
Dat

0 | e VORLD | FLEXTEST.WORLD

o e jebe/fdevDs

Totzl 5

o
Managectates |
Scops O Provider 3

Nede=IPL1EIDORNede06, Servar=serverl | Derby JDEC
Provider

Nede=IPL18SDORNed=06, Servar=sarvarl
Node=IPL18SDORNode08, Sarvar=servart
D

Node=IPL183DORNode08, Server=serverl

Node=IPL183DORNed=06, Servar=servearl

= page to edit the ssttings of a datasource that is associated vith your selected JDEC provider. The datasource object supplies
lication vith connections for accessing the database. Leamn more about this task in 2 guided activity, A guided activity provides

Description

Datzzource

Application
New JDBC
Datasource
New IDBC
Datazourcs

New JDBC
Datasource

New JDBC
Datasource

Field help
For field help infarmat]
select a field label or |
marker vhen the help
cursor is displayed.

Page help
More information abo
this page

Command Assistance

view sdministrative
o g command forl

Category

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in and test whether the change was successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing ELCM Data Source Password

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are

completed:

1. Determine the down time for the password change activity.

Inform all concerned users and groups.

Ensure that all users have logged out of Oracle FLEXCUBE system

2
3
4. Stop Oracle FLEXCUBE application
5

Stop the target server to which the data sources point.

This completes the prerequisites.

Changing ELCM Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Loginto IBM Websphere application server.
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Integrated Solutions Console

Welcoma admin

‘ View:

All ta:

Welcome

Guided Activities Global security
Servers

Use this panel to configure administration and the default application security policy. This
functions and is used as a dafault s for user appl
spplications.

security configuration applies to the security policy for all administ
n be defined to ovarride and customize tha

Applications

ations. Securi

domazinz

for u

Services

Resources Security Configuration Wizard | Security Configuration Report

B Security Administrative sacurity

Authentication
Authentication mechanisms and expiration

Glebal security

Enzble administrative securil
Security domains

Administrative croup reles

Admi Administrative suthentication

: . ® L1e8
trative Autharization Groups ==

SSL certificate and key management Kerberes and LTRA
Application security
Bus securi

(This function is currently disabled. See the IBM Support site for
possible future updates.)

[ enable application security

Kerberos configuraticn
Envirenmant

Java 2 security O swan (deprecated): No authenticated communication between ser
System administration

[] use 1ava 2 security to restrict application access to local resources Authenticstion cache settings
Ussrs and Groups
Warn if spplications are granted custom permissions
Menitoring 2ne Tuning Aestict

=s5 to resours

authenticstion data

Troubleshooting

Service integratien

User account repository
Current realm definition
Federated repositories

Available realm definitiens

Federsted repositories -

Cenfigure...

Application logins
System logins
12C zuth ion datz

[ Javs Authentication and Authorization Service

[ uze reaim-quslified user n
Set =5 current |

Apply | | Reset

Security domaing

External suthorization providers
Custom propertiss

o Authertication and

ALtharization Service (1AA5) login configur ations
Lised by system resources incuding the authenti
mechanism, principal mapping, and credential may
cannot remove the default login configurations b

doing 50 might cause applications ta fai

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C

Authentication Data.

Integrated Solutions Console

Welcome

Al ta

‘ View: -

welcome
Guided Activities
Bl Servers

B Server Types
WebSphere application servers
WebSphere MQ servers

Web servers
® Applications
Services
Resources

B S=curity

Global security
Security domains
Administrative Autharization Groups

S5L certificate and key management

Security zuditing

Bus szcurity
Environment

System zdministration
Users 2nd Groups
Menitering znd Tuning
B Troublzshooting

B S=

= int=gration

upoI

Global security > JAAS - 32C ion data

Spacifies a list of user identitiss and passwords for Jav

(TM) 2 &

Help | Logout

nnecter security to uze

Prafix new alias names vith the node name of the cell (for compatisility with sarlisr releases)

Field help

For fiald help information,
=elect = field label or list
marker when the help
curser is displayed.

Page help
Apbly More information about
this page
Preferences Command Assistance
MNew| Delsts
o=
x| sl
EE\EC‘:‘ Alias 2 ‘ User ID & |Descrlplmn 8
Yeu can administer the folloving resources:
D IPL189DORNode06/LALA6SRI ‘ LA1465R2 |I.Al465RZ

Total 1

3. You will notice a table showing list of JDBC Sources choose the node which is been used by

ELCM data source.
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Integrated Solutions Console welcome

‘ view: |All tzzks ~ |

weleome
Guided Activities
B Servers
Bl Sarver Types
webSphere application servers
WebSphere MQ servers
web servers
B applications
Services
Reseurces
B security

Global s=curity

Security domainz

Environment

Systam zdministratien
Usars and Groups
Menitering anc Tuning
& Troubleshooting
Servics intagration

ubDIL

[Global security

Global security > JAAS - J2C auth:

data > IPL;

Specifies a list of user identities and passvords for Java(TM) 2 connectar security to use.

General Properties

/LA1465R2

Field help

For fisld help information,
select 2 fisld label or list
marker when the help

* aliss

IPL18500RNod=06/LAL465R 2

# User ID

LA1465R2

# Password

Description

Lal465R2
[ok] [Rasst] [cancal

curser is displayed.

Page halp
Mere infermation sbout
this psge

Command Assistance
View administrative
zcripting command for lazt

action

4. Specify the new password in the text field and click ‘Apply’. Click ‘OK’.

4.4.3 Testing ELCM Schema Password Change

You need to test whether the data source password change was successful. Follow the steps

given below.

1. Loginto IBM Websphere application server.

2. Go to Home > Resources > JDBC > Data Sources. You will notice a table that contains the
list of all data sources created in the application server.

3. Select the data source jdbc/fcjdevDS.

4., Select ‘Test connection’ tab.

5. The screen displays a message confirming successful testing.
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4.5

45.1

45.2

Welcome

Integrated Solutions Console

View: | All tasks v

Welcome
Guided Activities
B Servers

Bl Servar Types
bspl

Frit e
Services

Bl Rescurces

Data sources

B Messages

IPL1ESDORNode06 was successful.

[} The test connection operstion for data source LATAM on server serverl at nods

Field help
For field help informati
select = fisld Iabel or i
marker vhen the help
cursor is displayed.

Data sources

Use this page to edit the settings of a datasource that is associated with your selected JDBC provider. The datasource object supplies
your application with connections for accessing the database. Learn more about this task in a quided activiky, A guided activity provides

a list of task steps and more general information about the topic.

B Scope: =All scopes.

Scope specifies the level at which the resource definition is visible. For detailed information on

Schedulers vhat zcope iz and how it works, 22 the scope ssttings he
Object poal manzgers
jeep N [all scopes ~|
& ams
Bicec Prafarances

JDEC providars

New| Delete
555

Ad
Bl Resource Aczpters Sslect| Hams 2 INDI name 3 Scope Provider 3

T | [T

webSphere Application Server

asynchrensus bazns

You can administer the folloving resources:
Cachs instances

Ml O
URL

Resource Environment

Defsult
Dstezource

DefaultDatasource | Node=IPL123DORNede0s Server=serverl | Derby JDEC

Provider

B Security idbc/fgBranchDs Node=IPL18SDORNode05, Server=serverl

duler | jdbc/foSchedulerDS | Node=IPL18SDORNod=08, Servar=sarverl

ORLD | FLEXTEST.WORLD | Node=IPL129D0ORNed=08, Server=sarvarl

Driver (X&)

jdbc/fodevDs Node=IPL189DORNod=06, Server=sarverl | LAL4G5R2

Environment
System scministratien

Users and Groups

Menitsring ane Tuning

Page help
More information aboy|
this page

Command Assistance
sdministrative
ing command for

Description | Categery &

Datasource
for the
WebSshers
Default
application

Nev JDEC
Datazource
Nev JDEC
Datasource
Nevw JDEC
Datasource

Nevw JDEC
Datasource

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was

successful.

Try the above process in UAT or any other test environment before you change the password

in a production environment.

Changing Gateway Password

If you change the host schema password, you also need to change the gateway password.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are

completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Stop the target server to which the data sources point.

4. Ensure that all users have logged out of Oracle FLEXCUBE system
5. Stop Oracle FLEXCUBE application

This completes the prerequisites.

Changing Gateway Data Source Password

You need to change the password of Host Schema data source. Follow

1. Log into IBM Websphere application server.
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2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C
Authentication Data.

Integrated Solutions Console  Welcome admin

Help | Logout §
‘ View: | All tasks v |

Welcome

= .
ided Activities Global security

ervers Use this panel to configure and the default

security policy. This security configuration applies to the security policy for all administrative
functions and is used == 3 default security policy for user applications. S=curity domain: be defined to override and customizs the security policies for user
pplications =pplications.
[ Services

M Resources [

Security Configuration Wizard | Security Configuration Report

B S=curity Administrative security

Ensble

Authentication
Glabal security

mcurit user roles Authentication mechanisms and expiration
trative sroup roles
LTes
trative suthentication © wren

Karbaros and LTRA
Application security

Bus security

(This function is currently disabled. See the IBM Support site for
possible future updates.)
[ enable application security

Kerberos configuration
nuirenmant

; Sava 2 security O swam ¢ E cation betwesn servars
ystem administration
[] Uze 32wz 2 security to rastrict spalicstion sccess o local rezources
sers and Groups
Warn if spplications are granted custem permissions
fonitoring and Tuning

Restrict =

=5 to resource authentication data
roublzshosting

RMI/IIOP security

. [ J5v= AUthentieation snd AUthonzstion Service
User account repository
=rvics integration

Application logins

Current realm definition
uoot s

ko

System logins

lzc cats

ailable realm defi
Federated i ~

Fieg-a-iet-af-dara( M) Authentication and

[ use realm-qualified user n3authorization Service (3485) login canfigurations that are
Configurs... Sat=s currsnt | uused by system resources including the aUthentication
mechanism, principal mapping, and credential mapping. Yo
Securie: comaine cannot remove the defadlt login configurations because:
Extemal suthorizztion providers |doing 5o might cause applications ta Fail,
Custom properzies

Apply | | Rasst

3. You will notice a table showing list of JDBC Sources choose the one which is been used by
Gateway data source.

Integrated Solutions Console Welcome

Help | Logout

‘ View: | All tazks - ‘ Cel

elcome

[Global security

uided Activities Global security > JAAS - J2C authentication data

Field help
For field help information,
B servers Specifies a list of user identities and passwords for Java(TM) 2 connector security to use select = field label or list
marker when the help
e i Prefix new slizs n=mes vith the node name of the cell (for compatibility vith earlier releases)
websphers zpplication servars

cursor is displeyed.
Page help
Apply

More information about
this page
E 2pplications Praferences

Command Assistance
New|| Delete

bSphere

Web server:

Services

Reseurcas

B
O s=curity ()

Glebal security

Select| Alias & User 1D 2 Deseription

You can dminister the folloving rescurces:

[] | IeL18900RNeds06/La1465R2 LAL265R2 LAL265R2

Total 1

Envirenment

ystam scministration
sars and Groups
1onitoring and Tuning
roubleshssting
ervice intzgration

upDI

4. Specify the new password in the text field and click on Apply and then click on ok.

45.3 Testing Gateway Data Source Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Log into IBM Websphere application server.
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4.6

4.6.1

2. Go to Home > Resources > JDBC > Data Sources. You will notice a table that contains the
list of all data sources created in the application server.

3. Select the data source FLEXTEST.WORLD
4. Select ‘Test Connection’ tab.

5. The screen displays a message confirming successful testing.

Integrated Solutions Console Wielcome Help

‘ View: | All tasks v ‘ Close page
Data sources 7 Whetp

velcome

Guicec Activitizs B Messages Field help
. For field halp infarmat]|
H Servers [0 The test connection operation for date source FLEXTEST.WORLD gatevay on server serverl at celect  fiald label of If
e — nods 1°L189D0RN0dE0S was succsssful. farker when the help
o curser is displayed.
Data sources. Page help
. Mors information sbou
Use this pgs to =dit the ssttings of = datasource that is sssocisted vith vour selected JDEC provider. The datasource object suppliss thiz oage
your application with connactions for accessing the database. Learn mare about this task in = guided activity, A guided activity provides e
Applications a list of task steps and more general information about the topic. Command Assistance
E— O Scope: =All scopes ministrative
oting command fer
Bl Resources Scope specifies the level at which the resource definition is visible. For detailed information on

vihat scope is and how it works, ssa the scope sattings hel

Schedulers

Object pool managers Al scopes o
B ms
B 1pec Prefarances

JDBC providers

new| | Dalste || Test connsction Menage staten, |

R

vebSphere Application Server

A
Bl Resource Adspters Select| Name & INDI name £ Scope & Provider {3 Description | Category &
Asynchronous beans
You can administer the following resources:
Cache instances
[ | Default DefaultDatasource | Hode=IPL189D0RNod=08, Servar=sarverl | Darby JDEC Datasource
G DErETee Brovidar for the
B URL WebSphere
Rescurca Environmant Defeult
Apglication
B Security jdbc/feBranchDs Hode=IPL183DCRNode05, Server=serverl | Oracle JDEC Nevi JDBC
Driver (XA) Datasource

uler | jdbe/feiSchedul Hode=IPL183DORNade0s, Server=serverl New JDBC
Dri XA) Datasource

RLD | FLEXTEST.WORLD Hode=IPL189DORNode06, Server=serverl | Oracle JDBC New JDBC
Driver (XA} Datasource

jdbe/fejdavDs Hode=[PL185D0R NS0 Servar=zervarl | LAL455R2 New JDEC

Datasource
Envirsnment E——

System administration

Uszrs and Groups

Monitoring and Tuning

Bl Troublashosting

Service integration

uDDI

1] [

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing Branch Schema Password

If you change the host schema password, you also need to change the gateway password.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.
2. Inform all concerned users and groups.

3. Stop the target server to which the data sources point.
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4. Ensure that all users have logged out of Oracle FLEXCUBE system.

5. Stop Oracle FLEXCUBE application.

This completes the prerequisites.

4.6.2

Changing Branch Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.
1. Log into IBM Websphere application server.

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C

Authentication Data.

Integrated Solutions Console

Welcome admin

| View: | all tasks v

Welcome
uided Activitizs
ervers

pelications

ervices

Resources

Bus security

Envirenment
System acministration
s2rs and Groups

enitering an Tuning

roubleshaoting
ervice integration

upDI

Global security

Use this p2nel to configurs and the default

=pelications.

Security Configuration Wizard

security policy. Th
functions 2nd is used a3 2 default security policy for user apelications. S=curity demai

Security Configuration Report

Help | Logout |

Close page

curity configuration spplies te the security p

for all administrative
n be defined to override and customize the =

ity policies for user

Administrative security

Ensble sacurity " 2 userrales
nistrative oroup roles
nistrative suthenticstion

Application security
[ enable application security
Java 2 security

[ e 22va 2 security to restrict apslication access to lozal resources

Warn if appl

tions are granted custom parmissions

Restrict access to resourcs authentication data

User account repository
Current realm definition
F:

Available realm definitions

Federated repositories %| [ Configure... Set as current

Apply | | Resst

Authentication

Authentication machanisms and expiration
® Lrea

Kerbsros and LTPA

(This function is currently disabled. See the IBM Support site for
possible future updates.)

Kerberos configuration

between servers

B Java Authentication and Authorization Service

Application logins

System logins

Specifies alist of Java(TM) Authentication and

Service (3AAS) login that are
used by system resources induding the authentication
mechanism, principal mapping, and credential mapping. You
cannot remove the deFault login configurations because
Sotemal sutharizstisn providers |doing S0 might cause applcations to .
Custom properies

Security domains

3. You will notice a table showing list of JDBC Sources choose the one which is been used by

Branch data source.

Integrated Solutions Console ~ Welcome

| view: | all tasks v

welcome
Guided Activities
B Servers

B Server Types

B Applicztions
 Services
Resources

B S=curity

thorization Groups

d key ma

gement
Security

Bus security

Environment

ystem acministration
Us=rs anc Groups

B Monitoring 2nd Tuning
B Troublzshaating
e e—

uopl

Global security > JAAS - J2C authentication data

Specifies = list of user identities and passvords for Java(TM)

Brafix naw alias names with the node name of the o

[Besiv ]

ifer compati

Praferances

MNew| Delets
BB F
Select| alizs & User 1D &

You can administer the folloving resources:

[ |1eLee9D0RNeds06/ La1a65R2 La1465R2

Total 1

connactor =

v vith earlier relea.

ity to use

Help | Logout |

Field help
For field hels information,
select = field label or list
Lear vhen the help

iz dizplayed.

Page help

More information sbout
thiz pzqe

Command Assistance

Description £

La1465R2

4. Specify the new password in the text field and click ‘Apply’. Click ‘OK’.
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4.6.3

Testing Branch Schema Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to IBM Websphere application server

2. Go to Home > Resources > JDBC > Data Sources. You will notice a table that contains the
list of all data sources created in the application server.

3. Select the data source jdbc/fcjBranchDs.

4. Select ‘Test Connection’ tab.

5. The screen displays a message confirming successful testing.

Integrated Solutions Console Welcome

View: | All tasks v ‘

welcome Data sources a5

Help | Logout §

Guidss Activities B Massages

H szrvers

[ The test connection operation for data source FCUBS Branch Datssource on server serverl st
node [PL18SDORNode06 vas successful

Bl Server Types

WebSphere application servers

webSphere

Data sources

Page help
More infermatien sboy
this page

ated with your selected JDBC provider. The dstasource object supplies
more about this tesk in = guided activity. A guided activity provides

H Applications

Command Assistance
H Services

B Rezsurces
Schedulers

Object pocl managers

GRS
SELE praferances
IDBC providers
. . New|| Deles || Testconnscrien Manags state.. |

Diat: urces {WebSphere Application Server e o
v #
Resource Adapters

Select| Hame % INDI name & Scop= O Provider & | Description & | Category £
Asynchronous besns
" You c2n aéminister tae folloving resources:
Cachs instances
] | Estaute DefaultDatasource | Hode=IPL18SDORNodeDS Server=sarvart | Derby JOBC | Datasourcs
Mail -
Datasource Providar for the
URL WabSphers
Resource Environment pstadl
Application
Bl security jdbe/fcEranchDS | Hode=IPL12SDORNoda06, Servar=sarvart | Oracls JOBC | isw JDEC
- Driver (X&) | Datasource

Datasource

. heduler | jdbef dul Node=[PL18SDORNod ver=servert | Oracle JOBC | New JDBC
h . Driver (X&)
tive Authorization Groups

e S RLD | FLEXTEST.WORLD | Node=IPL18SDORNode06, Server=searvert B New JDBC
o o XA) Datzsource

Security auditing

Ea— O | Lamam jdbe/feidevDs Hode=IPL189DORNode06, Server=searvert | LA1463R2 New JDBC

Datasource
E Environment

B System scministration
Bl Us=rs and Groups
Menitering 2nd Tuning

B Troubleshooting

Service intagration

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.
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5.1

5.2

5. Server Password Change

Introduction

This chapter explains the process of changing the passwords of the servers associated with
Oracle FLEXCUBE.

You will find the methods to change the passwords of the following servers:

SMTP Server
EMS FTP Server
BPEL Server
BIP Server

DMS Server

Changing SMTP Server Password

This section describes the process of changing the SMTP server password.

The following diagram briefs the steps involved in changing the passwords of the SMTP server.
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START

Take backup of
fecubs. propertties file

l

Change the password in
fcubs. properties file
through Installer

l

Lsing the new fcubs. praperties file
create EAR through Installer and
deploy it inthe application server

h

h 4
Test Application

Mo

Testing
successiul

5.2.1 Prerequisites

Before you change the password of the SMTP server, ensure that the following activity is
completed:

e Take a backup of fcubs.properties file from the current EAR file.

5.2.2 Changing SMTP Server Password

To change the password of SMTP server, follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

5-2 ORACLE



5.3

| £ Oracle FLEXCUBE Universal Installer =] @ |3
Oracle FLEXCUBE Universal Banking ORACLE
Property File Creation
Current screen provides an option for Mail configuring using SMTPS Protocol.
Ho. Hame Value
1 Host samplename.mail.com
2 Userid infra
3 User Password [IITTYT)
4 INDI Mame maillFCUBSMail
Log et Exit

2. You need to modify the following field:

User Password

Specify the new password

3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
o Deploying EAR file

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing EMS FTP Server Password

This section describes the process of changing the EMS FTP server password.

The following diagram briefs the steps involved in changing the passwords of the EMS FTP
server.
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Testing
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5.3.1 Prerequisites

Before you change the password of the EMS FTP server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

5.3.2 Changing FTP Server Password

To change the password of EMS FTP server, follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

2. Change the password of the FTP server.
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3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing BPEL Administrative Console Password

This section describes the process of changing the BPEL server password.

The following diagram briefs the steps involved in changing the passwords of the BPEL server.

5-5 ORACLE



START

Take backup
focubs. properties file

l

Change the password in
fcubs. properties file
through Installer

l
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5.4.1 Prerequisites

Before you change the password of the BPEL server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

5.4.2 Changing BPEL Server Password

To change the password of BPEL server, follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

2. You need to modify the following field:

5-6 ORACLE



5.5

e BI_PASSWORD: Specify the new password

3. Once you have deployed the EAR file, inform the concerned users and groups about the

password change.

4. Test whether the password change was successful. In case the test is not successful, repeat

the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the
password in a production environment.

Changing BIP Administrative Console Password

This section describes the process of changing the Bl Publisher server password.

The following diagram briefs the steps involved in changing the passwords of the BIP server.
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5.5.1

5.5.2

START

Take backup of
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Testing
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Prerequisites

Before you change the password of the BIP server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

Changing BIP Server Password

To change the password of BIP server, follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

2. You need to modify the following field:
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BIP Password

Specify the new password
3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing DMS Server Password

This section describes the process of changing the DMS server password.

The following diagram briefs the steps involved in changing the passwords of the DMS server.
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5.6.1

5.6.2
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Prerequisites

Before you change the password of the DMS server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

Changing BIP Server Password

To change the password of DMS server, follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

2. Change the password.
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3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the password
in a production environment.
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