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1.1

1. Preface

This document contains notes and installation steps needed to install and setup Oracle
Financial Services Lending and Leasing. Oracle Financial Services Lending and Leasing
relies on several pieces of Oracle software in order to run and this document is in no way
meant to replace Oracle documentation supplied with these Oracle products or available via
Oracle technical support. The purpose of this document is only meant to supplement the
Oracle documentation and to provide Oracle Financial Services Lending and Leasing specific
installation instructions.

For recommendations on security configuration, refer Security Configuration Guide.
It is assumed that anyone installing Oracle Financial Services Lending and Leasing will have
a thorough knowledge and understanding of Oracle Weblogic Server 12¢, Oracle Bl Publisher

12c.

Application installation consists of following steps.

e Installing Software

e Creating Domains, Repositories, Data Sources

e Configuring Policies

e Deploying Application

e Enabling SSL
e Mapping Enterprise Group with Application Role

e Configuring JNDI name for HTTP Listener
e Configure AQ-JMS Bridge
e Configuring Oracle Bl Publisher for Application

e Launching Application

e |Installing Upgrade

Prerequisites

The following software are required to install Oracle Financial Services Lending and Leasing
application and they are available from the following sources:

e Oracle Software Delivery Cloud (http://edelivery.oracle.com/)
e Oracle Technology Network (OTN)

1. JDK Version 1.8.0_202 or above (https://www.oracle.com/technetwork/javal/javase/
downloads/jdk8-downloads-2133151.html)

2. Oracle WebLogic Server 12¢ Version 12.2.1.3.0 (http://www.oracle.com/technetwork/
middleware/weblogic/downloads/index.html)
Navigate to Fusion Middleware Infrastructure Installer.

JVM/JDK are to be downloaded and installed prior to installing the Weblogic Server.

4. The patches for Fusion Middleware 12.2.1.3.0 with the following patch numbers are to be
applied - 23741897, 27438258 and 28561620.

Note

Please use all 64-bit software’s for machine hosted with 64-bit O/S.

1-1 ORACLE
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1.3

Audience

This document is intended for system administrators or application developers who are
installing Oracle Financial Services Lending and Leasing Application.

Conventions Used

Term

Refers to

Application

Oracle Financial Services Lending and Leasing
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2. Installing Software
2.1 Installing Oracle WebLogic Server 12c

To install using generic Weblogic installer

1. Run the command > java -jar fmw_12.2.1.3.0_infrastructure.jar

2. Welcome screen is displayed as shown below. Click Next.

Cracle Fusion Middleware 12c Infrastructure Installation - Step 1 of 8

OoORACLE
Welcome e T e
FUSION MIDDLEWARE
Welcome ,
Auto Updates Welcome to the Oracle Fusion Middleware 12c (12.2.1.3.0) Infrastructure Installer.
AN M P e

Installation Location Use this installer to create a new Oracle home that contains the Oracle Fusion Middleware

Infrastructure software. You can then install additional Fusion Middleware products that
reqguire the Infrastructure into the Oracle home, or yvou can use the Infrastructure to
configure a WeblLogic Server domain for the deployment of Java and Oracle ADF applications.

Installation Type
Prerequisite Checks

: Far more information, see Install, Patch, and Upgrade in the Oracle Fusion Middleware
Installation Summary 2 £
e documentation library.

e D S g

Context-sensitive online help is awailable from the Help button.

Copyright ® 1996, 2017, Oracle andfor its affiliates. All rights reserved.

Help

Next = Cancel
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3. The following window is displayed.

Auto Updates ORACLE

FUSION MIDDLEWARE

Welcome

(%) Skip Auto Updates

L o e S e R s

Auto Updates

I=talloknn Location () Select patches from directory

Installation Tvpe Lo

Prerequisite Checks () Search My Oracle Support for Updates
Installation Summary I

Installation Progress

Installation Complete

Cancel

Installation Location OR—ACI-E
FUSION MIDDLEWARE
Msloams ' Oracle Home:

Auto Updates I
ijuoUMiddlemanhlogic!.ZcHome{ |v| | Browse

Installation Location

Feature Sets Installed At Selected Oracle Home: | View |
Installation Type

Prerequisite Checks
Installation Summary

Installation Progress

(€€ @€

Installation Complete

———

The Oracle Home will be used for all Oracle Feature Sets in this installation.

This page only shows Feature Sets installed at the selected Oracle Home
It does not show Feature Sets installed anywhere else.

| < Back |! N = !

Cancel

5. Specify the path for Middleware Home Directory.
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6. Click ‘Next'. The following window is displayed.

{ " -
Oracle Fusion Middleware 12¢ Infrastructure Install

ORACLE’

Installation Type —
FUSION MIDDLEWARE

Welcome |
Too=emE i =
| () Fusion Middleware Infrastructure with Examples
¥ Auto Updates

¥ Installation Location .
(2 Fusion Middleware Infrastructure

T -
& Installation Type

b Prerequisite Checks = Oracle Fusion Middleware 12c Infrastructure 12.2.1.3.0
E Core Server

|
v Installation Summary
Core Application Server 12.2.1 3.0

| ;
Y Lelgldline g Coherence Product Files 12.2.1.3.0
n.l..u Installation Complete Web 2.0 HTTP Pub-Sub Server 12.2.1.3.0

Weblogic SCA 12.2.1.3.0
WebLogic Client Jars 12.2.1.3.0

= Administrative Tools
Administration Console Additional Language Help Files 12.2.1.3.0
CIE WLS Config 12.2.1.3.0
Enterprise manager 12.2.1.3.0

= Database Support
Third party JDBC Drivers 12.21.3.0
‘WeblLogic Evaluation Database 12.2.1.3.0

= Open Source Components
Fusion Middleware Maven Support 12.2.1.3.0

= JRF and Enterprise Manager
WLS for FMW 12.2.1.3.0

= Oracle Automatic Diagnostic Repository Feature Set Group

] 1]

T

| < Back |_ Cancel

7. Select the option ‘Fusion Middleware Infrastructure’. Click ‘Next’.

@ " -
Oracle Fusion Middleware 12¢ Infrastructure Install

ORACLE

Prerequisite Checks e e
FUSION MIDDLEWARE

¥ Welcome !

¢ Auto Updates 100% l

¥ Installation Location

I Checking operating system certification
¥ Installation Type

L4

T Checking Java version used to launch the installer
& Prerequisite Checks :

|
v Installation Summary

Installation Progress

.I.
Y
l

i Installation Complete

[w] View Successful Tasks View Log

Cancel

23 ORACLE



8. Click ‘Next’. The following window is displayed.

i . T —
-~ Oracle Fusion Middleware 12¢ Infrastructure I

Installation Summary

Welcorne

Auto Updates
Installation Location
Installation Type

Prerequisite Checks

Installation Summary

= Install Oracle Fusion Middleware 12c Infrastructure
= Installation Location

= Disk Space

ORACLE
FUSION MIDDLEWARE

Oracle Home Location: full/Middlewars /Weblogicl2cHome

Log File Location: fvar/ftmp/Oralnstall2017-09-12_03-11-47AM/install2017-09-12_03-11-4
74aM.log

Reqguired: 2105 MB
Awvailable: 265160 MB

= Feature Sets to Install
Core Application Server 12.2.1.3.0
Coherence Product Files 12.2.1.3.0
Web 2.0 HTTP Pub-Sub Server 12.2.1.3.0
WeblLogic SCA 12.2.1.3.0
Weblogic Client Jars 12.2.1.3.0
Administration Console Additional Language Help Files 12.2.1.5.0
CIE WLS Config 12.2.1.3.0
Enterprise manager 12.2.1.3.0
Fusion Middleware Maven Support 12.2.1.3.0
WLS for FMW 12.2.1.3.0
FMW Platform Generic 12.2.1.3.0
OPatch 13.9.2.0.0
Toplink Developer 12.2.1.3.0
Third party JDBC Drivers 12.2.1.3.0
WeblLogic Evaluation Database 12.2.1.3.0

Installation Progress

R e O

Installation Complete

Sawve Response File

Select Install to accept the above options and start the installation.

To change the abowve options before starting the installation, select the option to change in the left
pane or use the Back button.

Install || Cancel

9. Click ‘Next’. The following window is displayed.

- Y — g =
-~ Oracle Fusion Middleware 12¢ Infrastructure

oRrRACLE

Installation Progress e
FUSION MIDDLEWARE

Welcome

Auto Updates

Installation Location

Prepare
Installation Type 1

Copy
Prerequisite Checks
Generating Libraries
Installation Summary

Performing String Substitutions

—EH-C—(———C~<

Installation Progress

Linking
Installation Complete T

€

Setup

Sawving the inventary

44444844

Post install scripts

View Messages

[¥] view Successful Tasks | View Log |

Hardware and Software
Engineered to Work Together

[ mex= ||

Finish |

ORACLE



10. Click ‘Install’. The weblogic installation starts. Once done, the following window is
displayed.

- Oracle Fusion Middleware 12¢ Infrastructure Installation

seppos . =le e

ORACLE
FUSION MIDDLEWARE

Installation Complete
Welcomne » [ Install Oracle Fusion Middleware 12c¢ Infrastructure
Auto Updates = Installation Location
Oracle Home Location: fudl/Middieware/WeblogiclZcHome
Log File Location: jvarftmp/Oralnstall2017-09-12_03-11-47AM/install2017-09-12_03-11-4
Installation Twpe TAM.log
=] Feature Sets Installed Successfully
Core Application Server 12.2.1.3.0
Installation Summary Coherence Product Files 12.2.1.3.0
‘Web 2.0 HTTP Pub-Sub Server 12.2.1.3.0
‘Weblogic S5CA 12.2.1.3.0
) Installation Complete WebLogic Client Jars 12.2.1.3.0
Administration Console Additional Language Help Files 12.2.1.3.0
CIE WLS Config 12.2.1.3.0
Enterprise manager 12.2.1.3.0
Fusion Middleware Maven Support 12.2.1.3.0
WLS for FMW 12.2.1.3.0
FMW Platform Generic 12.2.1.3.0
OPatch 13.9.2.0.0
Toplink Developer 12.2.1.3.0
Third party JDBC Drivers 12.2.1.3.0
WebLogic Evaluation Database 12.2.1.3.0

Installation Location

Prerequisite Checks

Installation Progress

o
|
J
|

v
|

;

T
|
!
2]
I

o

Mext Step(s):

See the online help for next steps after installation.

Oracle Fusion Middleware 12c Infrastructure installation completed successfully

Next= | Finish |

Help |

11. Click ‘Finish’ to close the window.
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3. Creating Domains, Repositories, Data Sources

3.1 Creating Schemas using Repository Creation Utility

1. Open command prompt on Unix and browse to <WL_HOME>/oracle_common/bin and
run ./rcu. The following window is displayed.

E Repository Creation Utility - Step 1 of 8

=neen x|
Repository Creation Utility M “‘

FUSION MIDDLEWARE

Welcome Welcome to Repository Creation Utility 12.2.1.3.0 for Oracle Fusion Middleware.

Create Reposito The Repositary Creation Utility enables wou to create and drop database schemas that are required for
2racle Fusion Middleware products.

Database Connection Details
Select Components

Schema Passwords

Map Tablespaces

SUMmmary

s = s S

Copyright @ 1996,2017, Oracle andjor its affiliates. All rights reserved.

Help Mext = Cancel
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2. Click ‘Next’. The following window is displayed.

Repository Creation Utility

elcome

(%) Create Repository

Create Reposory Create and load component schemas into a database.

Database Connection Details

Select Components

System Load and Product Load
PP e | have DEA privileges.

Map Tablespaces :
() Prepare Scripts for System Load

Summary Create scripts for DEA to run later.
Completion Summary

(—€—€—€—C—C—E€

() Perform Product Load
System Load scripts have been run by DEA.

() Drop Repository
Remowe component schemas from a database.

L ™
T S ]

ORACLE’
FUSION MIDDLEWARE

| < Back | Einizh | Cancel |

3. Select ‘Create Repository’ and select ‘System Load and Product Load’. Click ‘Next’. The

following window is displayed.

Repository Creation Utility

P ] ™
o EStECT =

ORACLE Q
FUSION MIDDLEWARE

Welcame .
T Database Type: Oracle Database '|
Create Repository
L
iw/ Database Connection Details Connection String Format: (5 Connection Parameters () Connection String
i - @ 1
T Select Components
T Schema Passwords RIS S A
T Map Tablespaces Host Mame: |ofs|l.in.orac|e.com |
' SR Fort: 1521
W Completion Summary :
Service Name: |oFsLLDE |
Username: |sys |
Passwnord: |uuoou |
Role: |srsDBA -
l S ]
| Help | | < Back | FEinizh | Cancel |

4. Provide database details where you want to create schemas, as shown in the above

screen.

ORACLE



Note

You will require a user with SYSDBA role to create schemas.

5. Click ‘Next’. The following window is displayed.

|E:) Repository Creation Utilit;

Repository Creation Utility

FUSION MIDDLEWARE

felcome

Database Type: |Cracle Database

Create Repository

Database Connection Details Connection 5tring Format: () Caonnection Parameters () Connection String

Select Components

Schema Pazswnrds

Map Tablespaces Host Mame: |0fs|l.in.0rac|e.c0m

Summary

p
E Repaository Creation Utility - Checking Prerequisites

Checking Clobal Prerequisites

iV Initializing repository configuration metadata 00 10.594(sec)
|%# Obtain properties of the specified database 0000, 209(ms)
|V Check requirement for specified database Q007 142¢zec)
|

Operation completed. Click QK to continue to next page.

e

6. Click ‘OK’ in the confirmation dialog.
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7. Click ‘Next’ the following window is displayed.

Fer . ™

ORACLE’
FUSION MIDDLEWARE

Repository Creation Utility

Specify a unique prefix for all schemas created in this session, so you can easily locate, reference, and
Welcome manage the schemas later.

Create Repository

—F—<

Database Connection Details : | Select existing prefix: QFSLL

(—€—€—€ €

| Select Components =
B (@) Create new prefix: aLL |

Selanin Fr sutge Alpha numeric only. Cannot start with a number. Mo special characters,

Map Tablespaces

S Component Schema Owner |
=0 0racle A5 Repository Components
Completion Summary S AS Common Schemas
[ Commaon Infrastructure Senvices * OLLSTE
[ Oracle Platform Security Services OLL_DOPSS
OUser Messaging Service LS
[Aaudit Services OLL_L&
Andit Services Append OLL_1AL_APPEMD
Audit Services Viewsar OLL_Lal_WIEWER
etaciata Senvices OLL_MDS
[reklogic Services * OLL_WLS

* Mandatory component. Mandatory components cannot be deselected.

| < Back |E Mext = I Einizh | Cancel

8. Select ‘Create new Prefix’ option and specify the value. For example, OLL.

9. Select the options ‘Metadata Services’ and ‘Oracle Platform Security Services’ as shown
in the above screen. Click ‘Next’. The following window is displayed.

"B ety sy sepams IR

Repository Creation Utility e
FUSION MIDDLEWARE

Specify a unique prefix for all schemas created in this session, so you can easily locate, reference, and
Welcome manage the schemas later

Create Repository

Database Connection Details () Select existing prefix: OFSLL

Select Components

(A

(=) Create news prefix: |oLL

Pt L - ecial characters.
Map T e
Summary Checking Compaonent Prerequisites
Completion sum (% Common Infrastructure Services 0000, 104{ms)

|Qf Cracle Platform Security Services 0000, 104{ms)

2 Audit Services 0000 104{ms)

% Audit Services Append Q000 107 (ms)

|@ Audit Services Wiewer 0000, 104(ms)

«# Metadata Services 0000, 10&{ms)

«® Wehlogic Services .110{ms)

Operation completed. Click OK.to continue to next page.

* Mandatory component. Mandatory components cannot be deselected

Help < Back J[ Wext> ]| Einish Cancel
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10. Click ‘Next’. The following window is displayed.

For ™

|| Repository Creation Utility ORACLE

k FUSION MIDDLEWARE

v Define passwords for main and auxiliary schema users.

Welcome
Create Repository -:'-}- Usze same passwords for all schemas
Database Connection Details Pazzword: LTTYTTY

Alpha numeric only.Cannot start with a number.

Select Components 2
Mo special characters except: §, #, _.

Schema Pass words

Map Tablespaces Confirm Passuord: ssssss

SUMmmary

ey —<

'_:- Use main schema passwords for auxiliary schemas
Completion Summary

-:-§pecify different passwords for all schemas

< Back | Next>l Einish

11. You can select one of the following:
— Select ‘Use same password for all schemas’ and specify the password.

— Select ‘Specify different passwords for all schemas’ and specify Schema
Passwords for each schema.
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12. Click ‘Next’. The following window is displayed.

Fo ™

ORACLE’
FUSION MIDDLEWARE

Repository Creation Utility

+  Default and temporary tablespaces for the selected components appear in the table below,

Welcome To create newtablespaces or modify existing tablespaces,use the Manage Tablezpaces Button

Create Repository

Database Connection Details | Manage Tablespaces |

Select Components

Schema Passwards Component |Schema Owner Cefault Tablespace |Temp Tahlespace
Common Infrastructu... OLL_STE *OLLSTE TOLL_1AS_TEMP
Oracle Platform Secu... OLL_OPSS *OLL_1AS_OPSS TOLL_1AS_TEMP
Summary Audit Services OLL_Lal *OLL_lAl TOLL_IAS_TEMP
: Audit Services Append | OLL_LAL_APPEND *OLL_lAal TOLL_1AS_TEMP
completinn Ui Audiit Services Wiewer | OLL_LAL_VIEWER *OLL_LAL *OLL_IAS_TEMP
Metadata Services OLL_MDS TOLL_MDS TOLL_1AS_TEMP
Weblogic Senvices OLL_WLS FOLL_WLS TOLL_IAS_TEMP

Map Tablespaces

* Default tablespaces {specified in the configuration files) are to be created upon confirmation.

Einizh

13. Click ‘Next’. The following window is displayed.
& Repository Creation Uulity - Step6ofs .0

Repository Creation Utility

ORACLE

FUSION MIDDLEWARE

Default and temporary tablespaces for the selected components appear in the table below.

Welcome To create newtablespaces or modify existing tablespaces,use the Manage Tablespaces Button

Create Repository
Datahase Connection Details | Manage Tahlespaces |

Select Components

S

T e Component Schema Owner | Default Tablespace | Temp Tablespace |
Common Infrastructu... | OLL_STB ~OLL_STB ~OLL_LAS_TEMP
Mapzlablcspaces Oracle Flatform Secu... | OLL_OPSS ~OLL_ ~OLL_L45_TEMP
s i - > i
Summary Al mmntene - — - LL_LAS_TEMP
[ audi| =] R v Creation Utility - C 1 [ =—scm=] LL_LAS_TEMP
Campletion Summary adl

LL_l&5 _TEMP

Arny tablespaces that do not already exist in the
selected schemas will be created

LL: &S :T EmMP

Click OK to create tablespaces
Click Cancel to return to the wizard

[ or ]| cance

* Default tablespaces (specified in the configuration files) are to be created upon confirmation

< gack [[ Hext> ] [ Einish Cancel

14. Click ‘OK’ in the confirmation dialog.
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15. Click ‘Next’. The following window is displayed.
B Repository Crestion Uity -Stepeofs 0 T

ORACL &
FUSION MIDDLEWARE

Repository Creation Utility

Default and temporary tablespaces TOr the Selected COMPORMERTS appear in the table Below:
Wielcome To create newtablespaces or modify existing t es,use the ge T: es Buttan

Create Repository
Database Connection Details | Manage Tablespaces |

Select Components

e s Component | Schema Cwner | Default Tablespace | Temp Tablespace |
Cornrmon Infrastructu... | OLL STB ~OLL STH ~OLL_LAS_TEMP
Qracle Platform Secu OLL_OP5S TOLL_Las_OPSS TOLL_Las_TEMP

walidating and Creating Tablespaces

Map Tablespaces

Summary

(=

Completion Sum

| Check tablespace recuirerments for selected components 00:00. 168(ms)
«# Create tablespaces in the repository database 00:08.352(sec)

Cperation completed. Click O to continue to next page

~ Default tablespaces (specified in the configuration files) are to be created Upon confirmation

Cancel

| = Back |i Mext = | Einizh

16. Click ‘OK’ in the confirmation dialog. The following window is displayed.

,
S oo ot 7o T

OoRACLE

FUSION MIDDLEWARE

Repository Creation Utility

Welcome | Database details:
{She ctetHe hoito Host Mame of:zllin.oracle.cam
Databaze Connection Details Port 1521
Select Components Service Mame OLLDB
Schema Passwords Songecielils S
Cperation System and Data Load concurrently
Map Tablespaces
Summary Prefix for {prefixable) Schema Owners aLL
o Completion Summary
Component Schema Cwner Tablespace Type | Tablespace Name
Common Infrastructure Services OLL_STE Drefault OLL_STE = |
Temp OLL_IAS_TEMP
Additional [Mone]
= : R
Oracle Platform Security Services OLL_OPSS Drefault OLL_IAS_OPSS §
Temp OLL_IAS_TEMP [
Additional [Mane]
Audit Services OLL_|AaU Default OLL Al B
Temp OLL_1AS_TEMP
Additional [Mane]
Audit Services Append OLL_IAU_APPEMD Drefault OLL_1AL
Temp OLL_IAS_TEMP
Additional [Mone]
Audit Services Wiewer OLL_IAL_WIEWER Drefault OLL_1Al
Temp OLL_IAS_TEMP =

Save BResponse File

Help = Back Mext = l eate I| Cancel
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17. Click ‘Create’. The following windows are displayed.

pr ™

ORACLE
FUSION MIDDLEWARE

Repository Creation Utility

Welcame Databaze details:

/“IK Create Reposito Host Mame ofsll.oracle.com
T Databasze Connection Details Paort 1521
T Select Components Service Mame OLLDB

Schema Passwords

Map Tablespaces i i
Map Tablespaces Repository System Load in progress.

8 Surnimary | |+ Execute pre create operations 100:02.836(sec)
Comptetion sumnd| | | @) Common Infrastructure Services |00:01.068(sec)
Audit Se pend |  [blespace Name
LAudit Services Viewer <TE -
| L 25 | 145_TEMP B
(Audit Services . el
|Oracle Platform Security Services | s
|Execute post create operations |AS_OPSS §
Eaehile postere=le Operations. 1L P
e]
AL B
IA5_TEMP
e]
— = — - ==— ==t |8 L
Temp OLL_IAS_TEMP
Additional [Mane]
Audit Services Viewer OLL_IAU_WIEWER Default QLL_1AL
Temp OLL_IAS_TEMP =

Save Rezponse File

| Help | | = Back | Mext = ate | Cancel |
Repository Creation Utility OR—ACI-E
FUSION MIDDLEWARE
l WWelcome | Database details:
/'I'\ Create Repository Host Mame afsll.in.oracle.com
] Database Connection Details Paort 1521
4 Select Components Senvice Name OLLDB
l Schema Pazswords EERERE e
l Operation System and Data Load concurrently
i+ Map Tablespaces . £ _
] Execution Time 2 minutes 21 seconds
v Summary
L RCU Logfile -0a- &
© Completion Summary g Atmp/RCUZ017-09-11_20-01_1664017415/logs/rculog
Component Log Jtmp/RCUZ017-08-11_20-01_1664017415/10gs
Directory
Wiew Log | reu.log

Prefix for {prefixabley OLL
Schema Ouners

Component Status Time | Logfile{Click to wiew)
Common Infrastructure Services Success 00:10.827{sec) | sth.log |
Oracle Platform Security Services SUCCEss 00:24.450(seC) [ opss.log |
Audit Services Success 00:16.148(sec) | |
Audit Services Append Success 00:09.329(sec) | |
Audit Services Viewer Success 00:08.404(zec) | |
Metadata Services Success 00:20.897(sec) | |
Weblogic Services Success 00:20.805(sec) | |
| Help | = Back Mext = LCreate Close

18. Click ‘Close’ to close the window.
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3.2 Creating Domain and Servers

1. In Unix/Linux machine, once the Oracle WebLogic Server is installed, navigate to the
following path - <WL_HOME>/oracle_common/common/bin.

2. In Unix, run ‘config.sh’

z‘ Fusion Middleware Configuration Wizard - Page 1 of 8

ORACLE

Configuration Type e e AT 2 ot
FUSION MIDDLEWARE

el Create Domain |
Templates
Administrator Account
Domain Maode and |DK
Advanced Configuration

¥ Configuration Summary

Configuration Progress

What doyou want to da?

I :
— End Of Configuration 2| Create a neuw domain

Update an existing domain

Domain Location: | ddleware Mweblogicl2cHome fuser_projects/domains /OFSLLREL _dom ain Browvse

Create a neww domain.

Help Mext = Cancel

Select ‘Create a new domain’ and specify the Domain Location.

4. Click ‘Next’. The following window is displayed.

—

ORACLE

FUSION MIDDLEWARE

3‘ Fusion Middleware Configuration Wizard - Page 2 of lé‘
— —

Templates

Create Domain J

@) Create Domain Uzing Product Templates:
| Templates

-

Application Location Lltclie LS

A G T Include all zelected templates Include all previously applied templates
Available Templates

Domain Mode and IOK e

Database Configuration Type | Oracle Enterprize Manager - 12.2.1.3.0 [em]

oracle Enterprise Manager-Restricted JRF - 12.2.1.3.0 [em]
Component Datasources

Dracle MapWiewer - 12.2.1.3.0 [oracle_comman]
DBC Test Dracle User Messaging Service Basic - 12.2.1.3.0 [oracle_common]

Advanced Configuration Oracle [RF SOAP/MS Web Services - 12.2.1.3.0 [oracle_common]

Oracle RAS Session Serwice - 12.2.1.0 [oracle_comman]
Configuration Sum mary

————————C

oracle Wik Policy Manager - 12.2.1.5 [oracle_commaon]

Configuration Progress #| Oracle JRF - 12.2.1.3.0 [oracle_common]
- End Of Configuration Oracle Restricted JRF - 12.2.1.3.0 [oracle_commaon]
WeblLaogic Advanced Web Services for [AX-WS Extenzion - 12.2.1.3.0 [oracle_caommon]

MT - Oracle OP35 REST Service Application - 12.2.1.3 [oracle_common] - ||

Create Domain Using Custom Template:

Help = Back Mext = Cancel
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5. Select the option ‘Create Domain Using Product Templates’ in the list of available
templates and select ‘Oracle Enterprise Manager - 12.2.1.3.0 [em]’. On selection, the
following options are auto-selected:

— Oracle JRF - 12.2.1.3.0 [oracle_common]
— Weblogic coherence cluster Extension-12.2.1.3.0 [wiserver]

6. Click ‘Next’. The following window is displayed.

Application Location ORACLE
FUSION MIDDLEWARE

Create Domain J

Templates
Application Location

Administrator Account

Comain Maode and [DE

Component Datazources

,T\
-
\T’
l.r
T Database Configuration Type
T
T
Lr
)Tk
T
T

DEC Test Domain name: COFELLREL_domain
Mdvanced Configuration Domain location: Jull/Middlewars fWeblogicl2cHome fuser_projects/domains
Configuration 5um m a Application location: | ~e/Weblogicl2cHome/user_projects fapplications /OFSLLREL _dom ain‘! . Browese J
Configuration Progress
End Of Configuration
P

Help P, < Back _ Mext = i Einizh Cancel
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7. Specify the Domain Name in the ‘Application location’ field. You can click browse to
directly select the path (if required). Click ‘Next’. The following window is displayed.

{@ Fusion Middleware Configuration Wizard - Page 4 of 12 | =i El | x 1

Administrator Account ORACLE
FUSlON MIDDLEWARE

Create Domain

Templates

Application Location
Administrator Account
Dormain Mode and JDK
Database Configuration Type

Component Datasources

DEC Test Marne weblogic
Advanced Configuration Password sasmmman
Configuration Surmrmary Confirm Password | =esss==s

Canfiguration Progress

o ————¢ —(:—3 -

End of Configuration

Must be the same as the password. Password must contain at least 8 alphanumeric characters with
at least one number or special character.

H = Back MNewxt = Cancel

8. Enter credentials for the following:
— Name
— Password
— Confirm Password

9. Click ‘Next’. The following window is displayed.

j Fusion kiddleware Configuration YWizard - Page 5 of 12 EI--

Domain Mode and JDK C}R’ACLE
FUSION MIDDLEWARE

Create Domain J
Domain Mode
Templates
Lrevelopment

pp o ) _
oo Utilize boot propetties for ussrname and password, and poll for applications to deploy.

Aolministrator Account

-

= Production

) Domain Mode and JDK Fegquire the entry of a username and password, and do not poll for applications to deploy.

Databmse Configuration Type JDK

Component Datasources 5 DOracle HotSpot 1.8.0_202 fscratch/jdidjdi] 8.0_202

JDBC Test Cither JDK Location:

Advanced Configuration

Configuration Summary

Configuration Progress

C——€—F—€—€—€—&

End Cf Canfiguration

Help = Back Next - Cancel
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10. Select the Domain Mode as ‘Production’ and ‘JDK’ from Available JDKs. You can also

select any other JDK by selecting ‘Other JDK Location’ option. Click ‘Next’. The following
window is displayed.

L ]
Database Configuration Type ORACLE
FUSION MIDDLEWARE

et BTl Specify AutoConfiguration Options Using:
Templates ~ -

(#) RCU Data () Manual Configuration
Application Location

—2 8

Adrninistrator Account Enter the database connection details using the schema credentials corresponding to Common
Infrastructure Services component in the Repository Creation Utility. The Wizard uses this connection
Dorain Mode and DK to autornatically configure the datasources required for components in this dormain.

= ——C

Database Configuration Ty

wendor: |0rac|e w| Driver: |*Oracle's Driver (Thin) for Service connections; ... v
Component Datasources

IDEC Test (%) Connection Parameters () connection URL String

st Advanced Configuration Host Name: | ofsll.oracle.cam |

Configuration Summary

DEMS/{Service: | OLLDE | Port: [1521 |

Configuration Progress

Schema Owner: |—OLL78TB Scherma Password: | massmmnnae |
End Of Configuration

Get RCU Configuration | Cancel

Connection Result Log

Click "Get RCU Configuration" button to test the connection and activate the "MNext" button.

| Help | | = Back Mewxt =

Cancel |

11. Specify the RCU data and click on ‘Get RCU Configuration’. The following window is
displayed.

e

JDBC Component Schema ORACLE
FUSION MIDDLEWARE

Create Dornain . o
g Wendor: Driver:
Templates
(#) Connection Parameters () Connection URL
Application Location

Adrinistrator Account Host Marme:
Dornain Mode and DK DEMS/Service: Dok

T
¥ Database Configuration Type
-
T
T

Schema Password
iw) Component Datasources

Oracle RAC configuration for component schemas:

) ] O convert to Gridlink (O Convert to RAC rulti data source (O Don't conwert
Advanced Configuration = = =

Configuration Summa Edits to the data abowve will affect all checked rows in the table below

Configuration Progress

I Component Schema | DEMS/Service Host Mame Port Schema Owner
 End Of Configuration LocalSweThbl Schermna | OLLDE ofsll.oracle.com 1521 OLL_STE

WLS Schema OLLDE ofsll.oracle.com 1521 | OLL_WLS_RUNTIME

QPSS Audit Schermma | OLLDE ofsll.oracle.com 1521 | OLL_lAU_APPEND

QPSS sudit Viewer S OLLDE ofsll.oracle.com 1521 | OLL_lAU_WIEWER
QPSS Schema OLLDEB ofsll.oracle.com 1521 | OLL_OPSS

Einish
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12. Click ‘Next’. The following window is displayed.

Fusion Middleware Configuration Wizard -
=~ Sl

JDBC Component Schema Test ORACLE
FUSION MIDDLEWARE

Create Domain Component Schema JDBC Connection URL

Templates LocalSweThl Schema jdbe:oracle:thin: @/fofs

Abblicationilceation WLS Schema jdbcioracle:thin: @/ffofs
QPSS Audit Schema jdbcioracle:thin: @/ffofs
OPSS Audit Viewer Schema jdbc:aoracle:thin: @ffofs
Domain Mode and JDK OPSS Schema

Database Configuration Tyvpe

Administrator Account

jdbcioracle:thin: @/fofs

Component Datasources
JDBC Test

Y

€

Adwvanced Configuration
Al e S Test Selected Connections Cancel Testing

Managed Servers Connection Result Lag

Clusters

Server Temnplates
Coherence Clusters
Machines

wirtual Targets
Partitions

Configuration Surnmary:

Configuration Progress

(€ — € —€——C—F —

End Of Configuration

|E MNext = I Finish Cancel

-

Fusion Middleware Configura

ORACLE’

FUSION MIDDLEWARE

Advanced Configuration

Create Domain
Administration Server

Modify Settings

Templates
Application Location

Administrator Account [ IHode Manager

Dormain Mode and |DE Configure Node Manager

Database Configuration Type T logy

Component Datasources Add, Delete or Modify Settings for Managed Servers, Clusters, Wirtual Targets and Coherence

DBC Test

|| poamain Frontend Host Capture
Advanced Configuration

Configure Domain Frontend Host
Administration Server

Mansael e || Deployments and Services
AT A EERSE R o

Target to Servers or Clusters
Clusters

Server Templates
Coherence Clusters
Machines

wirtual Targets
Partitions

Configuration Summary

Configuration Progress

A ———(—] —}

End Of Configuration

Help <= Back |E MNext = a Finish Cancel
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14. Select ‘Administration Server’ and ‘Topology’ and click *

displayed.

Next’. The following window is

Fusion Middleware Configuration Wizard - Page 10 of 20

ST [ se

Administration Server

., Create Domain
Templates
Application Location
Adrministrator Account
Dormain Mode and JDK

Database Configuration Type

Server Marne AdminServer

Listen Address | All Local Addresses

Component Datasources

Listen Port 5001
DBC Test
Advanced Configuration Enable S5L
Administration Server SSL Listen Port
Managed Servers
Server Groups |Unspecified

Clusters

Server Templates
Coherence Clusters
Machines

Wirtual Targets
Partitions

Configuration Surmrmary

Configuration Progress

A ———(——] —}

End oOf Configuratian

Port number must be between 1 and 65535, and different from S5SL listen port and coherence port.

Help = Back

_ORACLE
FUSION MIDDLEWARE

%)

Mewt =

Cancel h

15. Enter Administration ‘Server Name’ and ‘Listen Port’ details. Click ‘Next’. The following

window is displayed.

.
3] Fusion Middleware Configuration Wizard - Page 11 of 20

Managed Servers

Create Domain

l+ Add Clone x Delete

Templates

Application Location Server Name Listen Address

Adrinistrator Account

OFSLL_ManagedServer -
DoaniMbde and! oK - g All Local Address...

WS_ManagedServer All Local Address...w

Database Configuration Twpe
Component Datasources
DEC Test

Advanced Configuration

Adrministration Server
Managed Servers
Clusters

Server Templates
Coherence Clusters
Machines

Wirtual Targets
Partitions

Configuration Summary

Configuration Progress

LA A —(— ]

End Of Configuration

Help

Listen Port | Enable SSL

9003 v
9004

< Back

_ORACLE"
FUSION MIDDLEWARE

e |

I@ Discard Changes

S5L Listen
Port

Server
Groups

9503 | JRF-MAN-S...7 |||
JRF-MAN-5... ™

Mext = Cancel

16. Click ‘Add’ button to create ‘ManagedServer’.

17. Select the Server Group as ‘JRF-MAN-SVR’. Selecting this server group ensures that the
Oracle JRF services are targeted to the specific Managed Servers created.
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Note

It is recommended to create two managed servers, one each for Ul and Web Services.

18. Click ‘Next’. The following window is displayed.

-
Fusion MWME Configuration Wizard - Page 12 of 20

(A ——€——C———

— e —— T —

Clusters

Create Domain

Temnplates

Application Location
Adrinistrator Account
Domain Mode and JDK
Database Configuration Type
Cormponent Datasources
DEC Test

Advanced Configuration
Adrninistration Server

Managed Servers

Clusters

Server Templates
Coherence Clusters
Machines

Wirtual Targets
Partitions

Configuration Surnmary
Configuration Progress

End Of Canfiguration

Help |

_ORACLE
FUSION MIDDLEWARE I

| Ei Add | x Delete @ Discard Changes
Cluster Marme Cluster Frontend Host | Frontend HTTP Frontend Dwnamic
Address Port HTTFS Port Server Groups

! = Back |'_ﬂext:- ]

Finish

Cancel |

ORACLE



19. Configure as required and click ‘Next’. The following window is displayed.

-
|3 Fusion Middleware Configuration Wizard -
. - -

Server Templates _ORACLE
1 FUSION MIDDLEWARE I

Create Domain

| e Add | K Delete | ) Discard Changes
Templates — —
Application Location Mame Listen Port SSL Listen Port Enable 5L

Administrator Account

Dornain Mode and |DK
Database Configuration Tvpe
Component Datasources
DEC Test

Advanced Configuration

—

Administration Server

Managed Servers

Clusters

€ —€——€—— —C —

Server Templates
Coherence Clusters
Machines

Wirtual Targets
Partitions

Configuration Surnrnary
Configuration Progress

End Of Configuration

| Help | | < Back |E Mext = l FEinish | Cancel

20. Configure as required and click ‘Next’. The following window is displayed.
O e R =

Coherence Clusters ORACLE
FUSION MIDDLEWARE

Create Domain

| IﬂDis;ard Changes |
Templates ———

Application Location Cluster Mame Cluster Listen Port

Adminisgtrator Account defaultCoherenceCluster 7574

Domain Mode and DK
Database Configuration Type
Component Datasources
DEC Test

Advanced Configuration

=

Adrinistration Server

Managed Servers

Clusters

Server Temnplates

C—C € € 6 € © ¢ €6«

Coherence Clusters
Machines

wirtual Targets
Partitions

Configuration Surnmary
Configuration Progress

End Of Configuration

Help < Back |E Mext = ] Einish Cancel
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21. Configure as required and click ‘Next’. The following window is displayed.

f Fusion Middleware Configuration Wizard - Page 15 of 20

== =]

(€ ——————<

= —— —

Machines

Create Dornain
Ternplates

Application Location
Administrator Account
Dornain Mode and Ok
Database Configuration Type
Component Datasources
DEC Test

Advanced Configuration
Administration Server
Managed Servers
Clusters

Server Ternplates
Coherence Clusters
Machines

wirtual Targets

Fartitions

Configuration Sumrnary
Configuration Progress

End Of Configuration

Help |

| Machine | Unix Machine |
| b add i 3% elete

ORACLE

FUSION MIDDLEWARE

)

! @Di-sgard Changes |

Marme

| Mode Manager Listen Address |

Mode Manager Listen Paort

| = Back

| mest =

Finish | Cancel

22. Click ‘Create’. The following window is displayed.

| Fusion Middleware Configurati

Virtual Targets

— i ——— —

ol — — —( —

 Help |

Create Domain

Templates

| &k add | 3 pelete

_ORACLE
FUSION MIDDLEWARE

= o

| @ Discard Changes -

Application Location

Administrator Account

Domain Mode and |DK
Database Configuration Type
Component Datasources
DEC Test

Advanced Configuration
Adrninistration Server
Managed Servers
Clusters

Server Ternplates
Coherence Clusters
Machines

Virtual Targets

Partitions

Configuration Surmnrnary
Configuration Progress

End Of Configuration

Marmne Target Host URI Prefix E=plicit Fort
Mames Part Offset
! = Back |[ Mext - Finish | Cancel
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23. Click ‘Next’. The following window is displayed.

— — 1
e . e

: Partitions _ORACLE
FUSION MIDDLEWARE

Create Daormain
2k add X ) Discard Changes

Templates

Application Location Mame

Administrator Account
Domain Mode and |DE
Database Configuration Tvpe

Component Datasources
DEC Test
Advanced Configuration

—

Administration Server
Managed Servers
Clusters

Server Temnplates
Coherence Clusters
Machines

wirtual Targets

| Partitions

ol — —C — — — —

Configuration Surmmary
Configuration Progress

End of Configuration

Help | | = Back Mext = | Cancel

24. Click ‘Next’. The following window is displayed.
r@ Fusion Middleware Configuration Wizard - Page 18 of 21]_.

Configuration Summary _ORACLE G‘
FUSION MIDDLEWARE

Machines D oracle.adf.dconfigbeans#1.0&12.2 Description  Full JRF Damain Template

D oracle.adf . desktopintegration#1.0¢ Author Oracle Corparation

[ adf.oracle.domain.groovy#1.0€12/+ | Lacation ull/Middleware fWeblagicl2cHam) =)
[ “ 4]

Wirtual Targets

Partitions

_ _ & CFGPWK-40326: Invalid coherence server address.
Configuration Summary

Configuration Progress

/T& Create Domain ¢ Wiews |Deployment - Mame Basic WeblLogic Serwer Domain
Description  Create a baszic WebLogic Server dom

Templates i i i E
/Tx lemplates [ OFSLLREL_domain (fudl/Middleware /ehlogicl2 Aiithae Oracle Carparation

Application Location B (& Server Location full/Middlenare fWeblogicl2cHom|
T i " = [ OFSLL_Managedserver

ministrator Account

T T B [ AppDeployment Mame Oracle Enterprize Manager
T CDiomain Mode and DK D coherence-tranzaction-rar Description  Enterprize Manager

Bt T T D DMS Application#12.2.1.1.0 Author Oracle Corporation
T D state-management-prowider-mem: Location Jull/Middleware fieblogicl2cHom
T Component Datasources = = Library

DEC Test [ oracle.dconfig-infra#2.0@12.2.1 Mame emasTemplate
T [ odl.clickhistory#1.0@12.2.1 Deschiption@eemas pluginglemplate
,T& Advanced Configuration D oracle jrf.system filter Author Oracle Corporation
T ARttt onsaraen D oracle jsp.next#lz 2 1@12.2.1 Location Sull/Middleware fieblogicl2cHom

odl.clickhiztory mebapp#1.0@12 2.
T Managed Servers D i3 A | Mame Oracle WsM Consale - Core
D oracle.adf. management#l 0@12.2 ] - : 2

T = hsiors D adf.oracle.damainwebapp#l 0@12 Description This extenzion tx.amplate deploys ang

SeEme D) jsf#2.081.0.0.0_2-2-8 Author Oracle Corporation
T Server Templates 0 J I#i 2@1' 2 D 1— Location full/Middleware MieblogiclzcHom

Jsti#L. 2.0

i el e Nt [ ohw-uix#s@l2.2.1.3.0 s Oracle JRF
=)
T
I

End Of Configuration

Help = Back Create Cance|
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25. Click ‘Next’. The following window is displayed.

-

Fusion Middleware Configuration

!
l

s

Configuration Progress

Create Domain

S, Templates
) Application Location

) Adrninistrator Account

Domain Mode and JDE
Database Configuration Type

Component Datasources

o JDEC Test
A, Advanced Configuration

 Administration Server

Managed Servers
Clusters

Server Templates
Coherence Clusters

Machines

) Mirtual Targets

Partitions
Configuration Surnmary
Configuration Progress

End Of Configuration

Help |

PrE—)

Wizard - Page 19 of 2|
ORACLE
FUSION MIDDLEWARE
| 100%
o | Copw Unprocessed Artifacts
4 | OPSS Processing
¥ | Security Processing
w# | Artifacts Generation
4 | String Substitution
% | Post Processing
< Back Einish Cancel

26. Click ‘Next’. The following window is displayed.

- —
. Fusion Middleware Configuration

Wizard - Page 20 of 2

i

s

ST

I
I

|

o Component Datasources

I
i
T
1
1
1
1
I
1
1
1
1
1
1
[

)

End Of Configuration

+, Create Domain

A, Templates

Application Location
Administrator Account
Diamain Maode and |DK

Database Configuration Type

JDBC Test

A, Advanced Configuration
Administration Server
Managed Servers
Clusters

Server Templates
Coherence Clusters
Machines

¢+ VWirtual Targets
Fartitions
Configuration Summary
Configuration Progress

End Of Configuration

Help |

ORACLE
FUSION MIDDLEWARE

=)

+# Oracle Weblogic Server Configuration Succeeded
New Domain OFSLLREL domain Creation Succeeded
Domain Location
ull Middlewware eblogiclZcHomefuser
Admin Server URL
http:ffofsllin.oracle.com: 8001 fconsole

rojectsfdomains FOFSLLREL _domain

= Back

Mext =

| Einish |

Cancel

27. Once the creation of the Domain is complete, click ‘Finish’ to close the window.
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Note

The default Weblogic installation will be running JVM with 512MB, this has to be increased
for the ADF managed server. Say, for a 2 CPU Quad Core with 16 GB it could have the
JVM running at 8 GB as:

USER_MEM_ARGS="-Xms8192m —Xmx8192m -XX:PermSize=2048m -XX:Max-
PermSize=2048m"

28.

20.

The "$MW_HOME/user_projects/domains/<mydomain>" directory contains a script that
can be used to start the Admin server.

—  $ cd SMW_HOME!/user_projects/domains/<mydomain>/bin
— § /startWebLogic.sh

If the server is required to be running and access to command line needs to be returned
use "nohup" and "&"

$ nohup ./startWebLogic.sh &

To Start Managed Server
— % cd SMW_HOME/user_projects/domains/<mydomain>/bin

- $ ./$MW_HOME!/user_projects/domains/<mydomain>/bin/
startManagedWebLogic.sh {ManagedServer_name} {AdminServer URL}

If the server is required to be running and access to command line needs to be returned
use "nohup" and "&".

$ nohup ./$MW_HOME/user_projects/domains/<mydomain>/bin/
startManagedWebLogic.sh {ManagedServer_name} {AdminServer URL} &

The recommended parameters for each Managed Server for application and web services are
as follows:

For managed server where application is deployed:

-Xms8g -Xmx8g -XX:NewRatio=3 -XX:HeapDumpPath=/tmp -
Dweblogic.threadpool.MinPoolSize=40 -Dweblogic.threadpool.MaxPoolSize=150 -
XX:SoftRefLRUPolicyMSPerMB=10 -
Dweblogic.diagnostics.debug.DebugLogger.DISABLED=true -
Dweblogic.management.discover=false -Dweblogic.lIr.table.specjdsl=wl_lIr_jent31_1 -
Dweblogic.lIr.table.specjds2=wl_IIr_jent31_2 -Dsun.net.inetaddr.ttI=0 -
Dnetworkaddress.cache.ttl=0 -XX:AllocatePrefetchDistance=256 -
XX:AllocatePrefetchStyle=1 -XX:+AggressiveOpts -XX:+UseConcMarkSweepGC -
XX:+UseParNewGC -XX:MaxTenuringThreshold=4 -XX:-
UseCMSiInitiatingOccupancyOnly -XX:CMSiInitiatingOccupancyFraction=60 -
XX:CMSTriggerRatio=60 -XX:+CMSParallelRemarkEnabled -
XX:+UseCMSCompactAtFullCollection -XX:+CMSCompactWhenClearAllSoftRefs -
XX:PrintCMSStatistics=1 -XX:+PrintClassHistogram -XX:-UseParallelGC -
XX:ParallelGCThreads=10 -XX:-TraceClassUnloading -XX:-UseParallelOIdGC -
XX:+UseCompressedOops -XX:+UseBiasedLocking -XX:+AlwaysPreTouch -XX:-
UseAdaptiveSizePolicy -Djbo.load.components.lazily=true -
Djbo.ampool.initpoolsize=100 -Djbo.recyclethreshold=200 -
Djbo.ampool.minavailablesize=200 -Djbo.ampool.maxavailablesize=200 -
Djbo.ampool.timetolive=-1 -Djbo.locking.mode=optimistic -
Djbo.doconnectionpooling=true -Djbo.txn.disconnect_level=1 -
Djbo.ampool.doampooling=true -Djbo.dofailover=false -
Djbo.ampool.maxinactiveage=3600000 -Djbo.ampool.monitorsleepinterval=360000 -
Doracle.multitenant.enabled=false -
Dweblogic.mdb.message.MinimizeAQSessions=true -
Dweblogic.ejb.container.MDBDestinationPollIntervalMillis=6000 -
XX:StringTableSize=100003 -XX:ReservedCodeCacheSize=1g -XX:+UseStringCache
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3.3

-XX:+OptimizeStringConcat -XX:+UnlockCommercialFeatures -XX:+FlightRecorder -
Doracle.adfm.useSharedTransactionForFrame=false

e For managed server where web services are deployed:

-Xms8g -Xmx8g -XX:NewRatio=3 -XX:HeapDumpPath=/tmp -
Dweblogic.threadpool.MinPoolSize=40 -Dweblogic.threadpool.MaxPoolSize=150 -
XX:SoftRefLRUPolicyMSPerMB=10 -
Dweblogic.diagnostics.debug.DebuglLogger.DISABLED=true -
Dweblogic.management.discover=false -Dweblogic.lIr.table.specjdsl=wl_lIr_jent31_1 -
Dweblogic.lIr.table.specjds2=wl_IIr_jent31_2 -Dsun.net.inetaddr.ttl=0 -
Dnetworkaddress.cache.ttl=0 -XX:AllocatePrefetchDistance=256 -
XX:AllocatePrefetchStyle=1 -XX:+AggressiveOpts -XX:+UseConcMarkSweepGC -
XX:+UseParNewGC -XX:MaxTenuringThreshold=4 -XX:-
UseCMSiInitiatingOccupancyOnly -XX:CMSiInitiatingOccupancyFraction=60 -
XX:CMSTriggerRatio=60 -XX:+CMSParalleIRemarkEnabled -
XX:+UseCMSCompactAtFullCollection -XX:+CMSCompactWhenClearAllSoftRefs -
XX:-UseParallelGC -XX:ParallelGCThreads=10 -XX:-TraceClassUnloading -XX:-
UseParallelOIdGC -XX:+UseCompressedOops -XX:+UseBiasedLocking -
XX:+AlwaysPreTouch -XX:-UseAdaptiveSizePolicy -
Doracle.multitenant.enabled=false -XX:StringTableSize=100003 -
XX:ReservedCodeCacheSize=1g -XX:+UseStringCache -XX:+OptimizeStringConcat -
XX:+UnlockCommercialFeatures -XX:+FlightRecorder

Creating Metadata Repository

Assuming that OLL_MDS schema is created using Oracle Repository Creation Utility (RCU)
as mentioned in Creating Schemas using Repository Creation Utility section, follow the below
steps to create the repository.

1. Login to Oracle Enterprise Manager 12c console (http://hostname:port/em).
ORACL € Enterprise Manager Fusion Middieware Control 12¢ _ weblogic

Home
== OFSLLREL domain &
L

Monitoring »
{4 Weblogic Domain Diagnostics >
@ Information Control >
Certain functionality on this page is available only when you own the edit session lock. To obt:
Change Center menu. Logs [
Environment >
Servers

Administration Server
Deployments

3 i Mame.. AdminSener. JDBC Data Sources
p
Host of:ilin.cracle.com Messaging L
»

Listen Port 9001 Cross Component Wiring
Web Services L5
Clusters Servers
Persistent Stores Other Services >
> View ¥
XML Entity Caches Adminisiration L4
Clusters
Name O5Gi Frameworks Refresh WeblLogic Dromain
Mail Sezsions Security
AdminServer{admin}
Deployments Foreign JNDI Providers JNDI Browser
ploy OFSLL ManagedSer B
WS_ManagedServer WTC Servers Systemn MBean Browser
>
. '; Up Metadats Repositories & WeblLogic Server Administration Console
< ["\5" Target Sitemap
Columns Hidden 34 Target Information

~

2. Click on domain name OFSLLREL_domain on the left side panel.

3. Expand Weblogic domain OFSLLREL_domain and click ‘Metadata Repositories’ option,
as shown in the above screen.
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4. The following window is displayed.

l”' WeblLogic Domain ¥ weblogic ¥

ORACLE Ente rprise Manager Fusion Middlewars Contral 12¢

t- OFSLLREL_domain ©
- WeblLogic Domain w Sep 15, 2017 6:22:12 PM IST t)

Metadata Repositories
You create most Fusion Middiewsre compenent schema repositories in a database using the Repository Creation Utility. Metsdata Services (MDS) repositories can be
created in a database with the Repository Creation Utility or created on disk as file-based repositories. You must register an MDS repository before you can deploy

spplication metadsta to the repository.

Database-Based Repositories

Register._ | [
[
g
Ed
Repository Name Database Type Database Name Schema Name JNDI Location Partition
Mo Repositary
< >
File-Based Repositories
Register...
o
Repository Mame Directory Partition
Mo Repository
< >
< >
. ‘ . s . . . .
5. Click ‘Register’ button. The following window is displayed.

OORACL_E’ Enterprise Manager Fusion Middieware Control 12¢ i} webLogic Domain weblogic ¥ =
e OFSLLREL_domain @ Tav bdvw
E=

Weblogic Domain Sep 15, 2017 6:31:32 PM IST )
el

€ Information
The changes made on this page do not participate in the edit session. The changes will be activated and applied immediately. You cannot

undo the changes from the Change Center.

Register Database-Based Metadata Repository @
A repository storss information used by Applic ation Server components and other applications A metadata repository must be registered to be operational
A datsbase based repository is crested using the Repository Creation Utility. To reqister, input database connection information and click Ciuery, then select

one of the Metadata Repository and click OK button.
OK Cancel

Database Connection Information
@ Oracle O SOL S O 1IBM DB2 O MySQL -~
Database Type @ Oracle () eIvard iy User Name  sys|

* Host Mame ofslloralce com
* Password ssssssssss =
* Port 1521 Role SYSDBA |w
= Service Name OLLDB
Query

Metadata Repository Is Registered? Schema Name Version Status Modified Time
Mo Repository
Selected Repository 1

>

The sslertad srhama ran he renistared only if it has not slready heen reoisterad

Enter database instance details under Database Connection Information section and click
‘Query’. All available schemas in the given database instance are listed.

Select the schema you require and in the Selected Repository — Schema OLL_MDS
section, enter ‘Repository Name’ (adf) and the password.
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8. Click ‘OK’. The following window is displayed.

OORACL € Enterprise Manager Fusion Middier 12 B e e '

—  OFSLLREL_domain @ P> B~

= i Webtogic Domain zsar EoT )
O Information =~
The changes made on this page do not participate in the =dit session. The changes will be acti and applied i You cannot undo the changes from the
Change Center

Register Database-Based Metadata Repository @

A reposftory stores information used by Applics v=tadata repossiory must be registered to be operational. A database-based repository is
created using the pository Creation U To v chcl ry. then select one of the Metadata Repository an & O button.

oK | | Cancal
Database Connection Information
Database Type @& Oracle SQL Server IBM DE2Z NySQL * User Mame  sys
* Host Mame  ofsll le.com
* Password
*Port 1521 Role SYsSD2A ¥
* Service Name OLLDS
Guery
ry Is i = Schema Name Version Status Modified Time
MDS false oLL_MDS 122130 MALID 25-Ape2018 33:50 EDT
o = : OLL_MDS
The selected schema can be registered only if it has not already been registerad
* Repository Mame  adf
* Schema Password |
Scope
»

9. Click Repository name ‘mds-adf on left panel. You can even select it from right panel.

ion Middlewsrs Centrol 12¢

ORACL € Enterprise Manager

OFSLLREL_domain g

. o L J
Selzct Archive Select Target ﬂDD\Igjlion
Deploy Java EE Application: Application Attributes Back | Sieplof4| Mext | Deploy | Canmcel
4 Hide Deployment Summary 2l
Archive Type Java EE Application (EAR file)
Deployment Plan Craate 2 new plan
o Target OFSLL_| =
Scope Glabal
Deployment Type  Application
* Application Name  ofsi147
Archive Version \/14.7,0.0,0-535
Deployment Pian Version
Context Root of Web Modules
Web Madule Context Root
5

ofsll145.mar

4

Target Metadata Repository
Select the metssata repository

cation wil be depioyed to.

he parition in the reposory th

~ Repository Name ot specstes in aronne ()

10. Click ‘Add’ and target to AdminSever and OFSLL_ManagedServer as on right panel.
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3.4 Creating Data

Source

1. Login to WebLogic Server 12c console (http://hostname:port/console).

OoORACLE WEbLDgiG Server Administration Console 12¢

2. The following window is displayed.
ORACILE Weblogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Conhguration

Home

Home Pags

Domain Structure
OFSLLREL_domain

4+~ Dromain Partitions
Environmant

Security Realms

- Configurs applications

= Configure GridLink for RAC
Data Source

Cenfigure a Dynamic Cluster
Recant Task Status

= Set your console preferences

Oracle Enterprise Manager

Domain Configurations

How do ..

.

Search the configuration
Use the Change Canter
Record WLST scripts

.

Change Console praferences

.

Manage Cansale extensions

.

Manitor servers

= Domain Partitions

= Partition Wark Managers

= Servers
* Clusters
= Server Templates

System Status

3. Click Domain Name > Services > Data Sources.

* Migrstable Targets

| = Coherence Clusters
- =
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Information and Resources

{81 Home Log Out Preferences Re<r

g
&

Welcome

Log in o work with the Weblogic Server domain

Username:

Password:

5 Help

Welcome, wehlugic| Connected to: OFSLLREL_domain

mation
Common Administration Task Descriptions
Read the documentation

Ask a question on My Oradle Suppert

v

WTC Servers
Jolt Connection Pools

.

« Log Files
Diagnostic Modules
Built-in Diagnostic Modules

.

Diagnostic Images

Request Performance

.

= Messaging * Archives
= JMS Servers * Conbest
= Store-and-Forward = SNMP
Figanits * Intercestors (V]

ORACLE



4. The following window is displayed.

ORACLE Weblogic Server administration Gonsole 12¢

e —— {8} Home Log Out Preferences

Help

-~

Q,

View changes and restarts

Click the Lock & Edit butbon to modify, add or
delete items in this domain.

Lock & Edit

Release Conhguration

Domain Structure
OFSLLREL_domain

+-Domain Partitions L
Environment

et
~Foreign JNDI Froviders

Work Contexts

i | to: OFSLLREL domain

Home >Summary of JDEC Data Sources
Summary of JDBC Data Sources
Configuration = Monitaring
A JDEC data source is an object bound to the JNDI tree that provides database connectivity through a pocl of

JDBEC connactions. Applications can look up a data source on the JNDI tree and then borrow a database
connection from a data source.

This page summarizes the JDBC data source objects that have been crested in this domain,

b Customize this table

Data ( - More Col

Exist)

Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

“XML Registries New=| [Delete Showing 1to 6 of 6 Pravious Next
~XML Entity Caches
| [¥coM s Name ¢ Type | INDI Name Targets
H - Mail Seesinns
LocalSvcTblDataSource | Genaric | jdbc/LocalSveThiDataSource | AdminServer
How do I... =
mds-adf Genaric | jdbefmds/adf AdminServer

Create JDBC generic data sources
= Create JDBC GridLink data sources
+ Create JDEC multi data sources
Create UCP data sources

Create Proxy data sources

System Status =

Health of Running Servers as of 6:38 PM

opss-audit-DEDS oFstl g 4

Generic | jobe/AudithppendDataSource | (i IoE0 T 25

~ OFSLL
’ . i o 4
opss-audit-viewDS Genaric | jdbe/AuditviewDataSource | (e TSR T -
S Generic | jdbe/OpssDataSource iy ’

WS_ManagedServer

WLSSchemaDataSource | Generic | jdbc/WLSS5chemaDataSource

New - Delete Showing 1to 6 of 6 Previous Next

[ http://10.184.87.13:9001/console/console.portal?_nfpb=trued_pagelabel=GloballDECData... ]
v

5. Click ‘Lock & Edit’ button on the left panel. Click ‘New’ on right panel and select Generic

Data Source.

ORACILE Weblogic Server Administration Console 12¢

Change Center

View changes and restarts

No pending changes exist, Click the Release
Configuration button to allow others to edit the
domain.

Lock & Edit

Release Configuration

Domain Structura

OFSLLREL_domain

*t-Domain Partitions "~

Environment

Deployments

Sarvices

| Messaging

{ | Data Sources
Persistent Stores
+--Foraign JMDI Providars
| F—Work Contexts

XML Registries

| XML Entity Caches
FOOM W

—Mail Sessinns

How do I... =

= Create JDBC generic data sources

= Create LLR-enabled JDBC dats sources

System Status =
Health of Running Servers as of 7:02 PM
Failed (0}
| Critical (0}
Cverloaded {0
Warning (0}

6. Enter Data source ‘Name’, JNDI Name as ‘jdbc/ofslIDBConnDS’

Database Type.

&) Home Log Out Preferences Record Help @,

Welcome, weblngic| Connected to: OFSLLREL domain

Home =Summary of JDBC Data Sources
Create a New JDBC Data Source
Back | | MNext| | Finish |-Canea
JDBC Data Source Properties
The following properties will be used to identify your new JDEC data source.

* Indicates ragquirad fislds

What would you like to name your new JDBC data source?

4E| * Name:

OFSLL
What scope do you want to create your data source in 7

Henpes Giobal|v|

What JNDI name would you like bo assign to your new JDEC Data Source?

4] INDI Name:
jdbc/ofsl1DBConnDS

‘What database type would you kks to select?

Database Type: Oracke

Back | Nea-ﬂ:| Finish | Cancel
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7. Click ‘Next’. The following window is displayed.

ORACLE Weblogic Server Administration Gonsole 12¢

Change Center

View changes and restarts

Mo pending changes exist. Click the Release
Configuration button to allow others to edit the
domain.

Lock & Edit

Relesse

Domain Structure
OFSLLREL_domain

+ - Domain Partitions
Environment

Persistent Stores
t—Foreign JNDI Providers
—Work Contexts
XML Registries
XML Entity Caches
joom

Wil Sessinns.

How do I...

= Create JDBC generic data sources

= Create LLR-enabled JDBC data sources

Systam Status
Health of Running Servers as of 7:02 PM
[ Failed(0)

[ Critical (0)
Cverloaded (0}
Warning (0)

——

8. Selectthe Database Driver ‘Oracle's Driver(Thin) for Instance connections; Versions:Any’

as shown above.

1@} Home Log Out Preferences

Record Help

Home >Summary of JDBC Data Sources

Create a New JDBC Data Source
Back| | Mast| | Finish | Cancsl
IDBC Data Source Properties

The following proparties will be used to identify your new JDBC data source.

Database Oracle
Type:

What database driver would you like ko use ko creste database connections? Nobe: = indicates that the driver is
explicitly supported by Gracle WeblLogic Server.

g:hbi* =Oracle’s Driver (Thin) for Instance connections; Versions-Any [
ver:
Sace| [ne| | [Finsn] || Cancal

9. Click ‘Next’. The following window is displayed.

ORACLE Weblogic Server administration Console 12c

Change Center
View changes and restarts
No pending changes sxst. Click the Relaase

Configuration button to allow others to edit the
domai

Lock &

it

Release Configurstion

181 Home Log Out Preferences o] Record Help

o

Home >Summary of JDBC Data Sources

Create a New JDBC Data Source
Back| | Mext | Finish |:Cancal

Tr: fon Opti

Domain Structure
OFSLLREL_domain
t-Domain Partitions
Environment

—-Data Sources
Persistent Stores

i~ Foreign JNDI Providers

—Work Contexts
ML Registries

~~ XML Entity Caches
FCOM

— Mail Sessions

“fou have selected non-XA JDBC driver to create dstabase connection in your new dats scurce.

Does this data source support global transactions? If yes, please choose the bransaction protoce! for this data
source,

1 Supperts Global Transactions

Select this option if you want to enable non-XA JDBC connections from the data source to participata in giobal
transactions using the Lagging Last LLR) transaction optimization. Recommended in place of Emulste
Two-Phase Commit.

) Logging Last Resource

Sebect this option if you want to enable non-XA JDBC connections from the data scurce to emulate participation in
global transactions using JTA, Select this option only if your application can tolerate heuristic conditions.

How do IL...

= Creats JDBC generic data sources

= Create LLR-enabled JDBC data sources

) Emulate Two-Phase Commit

Selact this option if you want to enable non-XA JDBC connactions from the data source to participate in giobal
transactions using the one-phase commit transaction processing. With this option, no other resources can
participate in the global transaction.

System Status

Health of Running Servers as of 7:06 PM
[ Failed (0}

[ Critical (0}
Overloaded (0}
Warning {0}

——

(@) One-Phase Commit

Back| | Next | Finish | Cancel

to: OFSLLREL_domain

3-26

ORACLE



10. Click ‘Next’. The following window is displayed.
ORACLE WeblLogic Server administration Console 12¢ _A

Change Center 181 Homa Log Out Preferences Record Help | la,. |
View changes and restarts Woelcome, weblogic | Connected to: OFSLLREL _domain
T ——— Home >Summary of JDBEC Data Sources
Configuration butbon to allow others to edit th
T, R e = Create a New JDBC Data Source
ok b Back| | Mext | | Finish | GCanesl
Release
c ion Properties
Domain Structure Define Connection Properties.
OFSLLREL_domai
T e B e A What is the name of the database you would like to connect bo?
Sy Database Name: OLLDE
Services
Messaging What is the name or IP address of the database server?
Data Sourcas
Persistent Stores Host Name:
Foreign JNDI Providers arsltoracle.pom
Work Contexts
XML Registries What is the port on the database server used to connect to the database?
XML Entity Caches )
JOOM v Port: 1521
H Mail Sessinn:
How do ... = Wihat database account user name do you want to Lse to create database connections?
= Create JDBC generic data sources Database User Name: OFSLLREL
= Create LLR-enabled JDBC data sources -
Wihat is the database account password to use to create database connections?
System Status =
Password: =
Health of Running Servers as of 7:06 FM
[ Failed (0} ) §
'7 Critical \,u) Confirm Passwaord: LT Y
Overloaded (0} "
[ waming (@ Addstional Connection Properties: "

11. Enter Database details click ‘Next’. The following window is displayed.
ORACLE Weblogic Server Administration Consale 12¢ _I\.

Change Center @) Homs Log Out Prafarsnces Record Halp | | @,

View changes and restarts Welcome, weblogic |€_‘anfen:ed to: OFSLLREL_domain

No pending changes exist, Click the Releass e Ry o I DR TR
g:nf:g_;urauon button to allow others to edit the Create a New JDBC Data Source
msin.
Lock & Edit Test Configuration | Sock | |Mext | Einish | Cancel |
Release Cenfiguration
TestD c ]

Domain Structure
OFSLLREL_domain
H-Domai

Tast the datsbass svailsbility and the connection sroperties you provided.

~ What is the full package name of JDBC driver class used to create database connections in the connection pool

51 Messaging Driver Class Name:
—Data Sources
Persistent Stores

|oracle.jdbc.OracleDriver

i Forsign INDI Providers What is the URL of the database to connect to? The format of the URL varies by JDBC driver.
=Wark Contexrs

XML Registries URL: jdbe oracle thin-@ofslloracle com-1521:0LLDB
XML Entity Caches

jCom b

1 pp i What database account user name do you want to use o create database connections?

Hows do L... = Database User |OFsSLLREL| *
Name:

+ Crezt= IDBC generic data sources

What is the database account password to use to create database connections?
= Create LLR-enabled JDBC data sources

System Status =

Health of Running Servers as of 7:17 PM Password:
T Failed (D)

[ criveal (@) ‘Confirm Password: J—
" overdoaded (0)

[ waming{0)

What are the proparties to pass to the JDBC driver when creating datsbase connactions?

(3

Properties:
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12. Click ‘Test Configuration’. The following window is displayed.

ORACLE Weblogic Server adgministration Consale 12¢

Change Center

Wiew changes and restarts

Mo pending changes exist, Click the Release
Configuration button to allow others to edit the
domain.

Lock & Edit

Release Configuration

;< B
=N

Welcame, weblogic | Connected to; OFSLLREL_domain

8] Home Log Out Prefersnces

Record: Help |

Home =Summary of JDBC Data Sources
Messages

4 Connaction test succeeded.

Create a New JDBC Data Source

Domain Structure
OFSLLREL_domain
#H-Domain Partitions
BEnvironment

#}-Massaging
Datz Sources
Persistant Stores
Forsign JNDI Providers
ork Contexts
XML Registries
+~MML Entity Caches
joom

i—Msil Sessinns

Test Gonfiguration | |Next| | [Finish| || Cancel

Test Database Connection

Test the datzbase availa

ility and the connection properties you provided.,

What is the full package name of JDBC driver class used to create database connections in the connection pool?

(N

Driver Class Name:

woracle jdbe OracleDriver

What is the URL of the database to connect to? The format of the URL varies by JDBC driver.

s jdbc oracle thin: @ofsiloracle com:1521.0LLDE

How do L.

= Craztz IDBC generic data sources

» Crzazte LLR-enabled IDBC datz sources

System Status

Hezlth of Running Servers as of 7:13 PM
Failed (0}

Crizical (0)
Owerloaded (0}

[ Warning (0)

oK (3)

What databass account user name do you want to use o create database connectons?

Database User

b4
MName:

OFSLLREL

What is the datsbase account password to use to creste detzbase connections?

Password:

Confirm Password:

13. Displays confirmation message as ‘Connection test succeeded’. Click ‘Next’. The
following window is displayed.

ORACLE Weblogic Server Administration Conszale 122

Change Center
View changes and restarts
Mo pending changss exist. Click the Relezse

Configuration button to sllow others to edir the
domsin

Lock

dit

Release Configuration

Domain Structure
OFSLLREL_domain
[#-Domain Partiions
3-Environment
i~ Deployments
=H-Sanices
31 #Massaging
i—D=t2 Sources
{Parsistant Stores
—Forsign JNDI Providers
—Work Contexts
XML Registries
XML Entity Caches
JooM

i-Mail Sessinns

How do L..

» Create JDBC generic data sources

= Creste LLR-enabled JDBC dat= sources

System Status
Hesalth of Running Servers as of 7:21 PM

Failed (0)
Critical (00
Gverloaded (0}
[ Warning (0}
oK (3)

aE:___________° B

Welcome, weblogic |Camd m: OFSLLREL_domain

{8 Home Log Out Brefersnces

Record Help L&

Home >Summary of JDBC Data Sources

Create a New JDBC Data Source
| Back | [Maxt | Finish |'C=nae|'
Select Targets

You can select one or mere targets to deploy your new JDBEC data source. If you don't select a target, the data source will

be created but not deployed. You will need to degloy the diats source at a later time.

Servers

AdminServer

] oFSLL_ManagedServer

[l ws_ManagedSarvar

Back | [Mext |F|n|sh |EC=r|ae|f
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14. Select target Servers ‘AdminServer’ and ‘OFSLL_ManagedServer and click ‘Finish’. The

following window is displayed.

COMRACILE Weblogic Server asmnisraton Consoie 12c

15. Click ‘Activate Changes’ on the left panel.

Update the following parameters in JDBC data source connection pool:

1. Select Services > Data Sources > select the OFSLL data source > Connection Pool.
2. Initial capacity and Maximum capacity is defaulted to 15, if the number of concurrent
users are more this needs to be increased.
3. Click Advanced button and update the following:
— Inactive Connection Timeout=900
— Uncheck the ‘Wrap Data Types’ parameter for better performance.
4. Click ‘Save’.

Note

User Authentication and Management is outside of Oracle Financial Services Lending and
Leasing application. Organizations can use an LDAP implementation for authentication.
For Development and Testing purpose, the following sections can be configured for au-
thentication:

3.5 Creating SQL Authentication Provider

3.6 Creating User Groups and Users

3.7 Implementing JMX Policy for Change Password
4.1 Configuring Password Policy for SQL Authenticator
4.2 Configuring User Lockout Policy
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3.5 Creating SQL Authentication Provider

1. Login to WebLogic server administration console and click ‘Security Realms’ in left panel.
The following window is displayed.

ORACLE Weblogic Server administration Console 12¢ /\

P {8l Home Log Qut Preferences [2] Help Q

Welcome, weblogic | Connected to: OFSLLREL_domain
>Summary of Security Realms

Wiew changes and restarts

Chck the Lock & Eoi _— g S Home >Summary of JDBC Data Sou

delete iterns in this domain.

Summary of Security Realms

Lock & Edit
” Congieat
B e N e A security realmis a iner for the mechani including wsers, groups, security roles, security policies, and
security providers—that are used to protect WeblLogic resources. You can hawve multiple active security realms in
D i a WebLogic Sarver domain, but only one can be sst as the default sscurity realm, which is resarved for domain

administrative purposes.
OFSLLREL_domain

Domain Partitions This Security Realms page lists each security realm that has been configured in this WebLogic Server domain.
ittt Click the name of the reaim to explore and configure that realm.

Deployments
Services
Security Realms [ Customize this table
Intss il
nisepperatay Realms (Filtered - More Columns Exist)
Diagnastics

Click the Lock & Ediit button in the Change Center to activate all the buttons on this page.

New | [Delsts Showing 1to 1 of 1 Previous Next

Name Default Realm

ryresim true
How do I... &

Mew | [Delsts Showing 1to 1 of 1 Previous Mext
« Configure new security realms

= Enahle sutomatic realm restart

- Delete security realms

- Change the default security reafm

System Status =
Health of Running Servers as of 7:24 PM

[ Failed{o)
Critical (0) »

2. Click ‘myrealm’ on right panel. The following window is displayed.

R — B o5

Change Center {21 Home Log Out Preferences 4 Help | Q@

View changes and restarts Welcome, weblog

Click the Lock & Edit . ify. add or Home =Summany of IDBC Data Sourc
delete items in this domain.

| Connectad to: OFSLLREL _domain

urnmary of Security Reaims =myrealm

Sattings for myrealm

[ Lock & Edit ]
l} Configuration | Users and Groups | Roles and Polices | Credential Mappings || Providers || Migration
Relesse Configuration
General RDBMS Security Store User Lockout Performance
Domain Structure
OFSLLREL_domain Click the Lock & Edit button in the Change Center to modify the settings on this page.
#-Domain Partitions
& Save
+ - Environment
Deployments
Services Use this page bo configure the general behavior of this security realm.
Security Realms
Intercperability Mob=:
i If you are implemanting security using JACC (Java Autherization Conkract for Containers as defined in
= Ea JSR 115), you must use the DD Only security model. Other Weblogic Server models are not available
and the security functions for Web applications and EJBs in the Administration Console are disabld.
Name: myrealm The name of this security realm.  More
Info...
4] Security Model DO Only Specifies the default security medel for Web
How do I... = Default:

applications or EJBs that are sacurad by this
security resim. You can overrida this default
during deployment. Mare Info.

.

Configurs mew sscurity reslms

Enable automatic realm restart

= Manage security for Web applications and
EJEs

d Role Mappii bled Determines how the role mapgings in the
Enterprise Application, Web application, and
EJB containers interact. This setting is valid

i only for Web applications and EJBs that use

St the deéfaalt secuuity mads! assiidienl :EF.':J.—W rmodel and that

= Delegate MB=an authorization to the realm initislize roles from deployment

descriptors.  More Info...

.

System; b El 4] Use Authorization Providers to Protect JMX Access Configures the WeblLogic Server MBean
servers to use the security realm’s
Authorization providers to determine whether
A IMX cliant has nermissinn to arcess an

Health of Running Servers as of 7:24 PM
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3. Click on Providers tab. The following window is displayed.

ORACLE Weblogic Server Administration Consale 12c

e < B

Change Center
View changes and restarts

No pending changes exist, Click the Release
n button to allow others to edit the

domzin,

Lock & Edit

Release Configuration

Configuration || Usars and Groups

8 Home Log Out Praferences

Record Help | L&

Welcome, weblagic | Connected to: OFSLLREL damain
Home >Summary of JDBC Deta Sources >Summary of Security Reslms >myrealm >Sumrmary of Security Reslms >myrealm >Providers

Settings for myrealm

Roles and Policies | Cradentiad

Domain Structure
OFSLLREL_domazin
(#-Domain Partitions
}-Environment

—Deploymants
B-Services

Security Reslms

FH-Interoparabilizy
[31-Diagnostics

How do L.. =

= Configure authentication and identity
assertion providers

= Configure the Password Validation provider

= Manage security providers

= Set the 1445 contral flag

= Re-order suthentication providers

System Status =]
Heslth of Running Servers == of 7:30 PM

[ Failed(D)

Adjudicat Role Mapping | Auditing | Credential Mapging

Certification Path

An Authentication provider allows WeblLogic Server to establish trust by validating = user, You must have one
Authentication provider in 2 s=curity rezlm, and you can configure mulsiple Authentication providers in a security realm.
Different types of Authentication providers are designed to access different data stores, such as LDAP sarvers or DBMS.

[ Customize this table
Authentication Providers

New | |Deist= |Reo|der_

Showing 1to 3 of 3 Previous | Next

[ | Name Description Version
[ | Trust Servics Identity Asserter Trust Servics Identity Assertion Provider 10

[ | DefaultAuthenticator WeblLogic Authentication Provider L0

[ | pefaultidentityAsserter ‘WebLogic Identity Assertion provider 1.0
New| [Deii=| ||Reorder|

Showing 1 to 3 of 3 Previous | Mext

[ crsel(@

4. Click ‘Lock & Edit’ to unlock the screen and click ‘New’ button in Authentication Providers

sub tab. The following window is displayed.

ORACLE Weblogic Server Administration Console 12¢

Change Center 1@ Home Log Out Preferences Record Help

View changes and restarts

to panding changes axist. Click the Releass

g:nmf;g_::.rabon buttan to sllow others to edit the T O W R T B
Lock & Edit | 7
Release Configuration

Create a new Authentication Provider
Domain Structure
OFSLLREL_domain
GH-Domain Partitions
&= ronment
—Deployments
#-Services
Security Resl
+H-Intaroperability
[}-Diagnostcs

* Indicates required fiel

The name of the authentication provider.

| OF SLLDBAuthenticator

This is the type of suthentication provider you wish to create.

Type:

oK |Ganct=J

|SQLAuthenticator

Tha follzwing properties will be wsed to identfy your new Authenticasion Provider,

<N
L=

Welcame, weblogic | Connect=d to: OFSLLREL_domain

Home = Summary of JDBC Data Sources >Surmmary of Security Reakms >myrealm >Summary of Security Realms >myrealm > Providers

=

How do I... =]

- Manage security providers

+ Gonfigure authentication and identity
assertion providers

System Status =
Health of Running Servers as of 7:33 PM
[ Failed (0}

Critscal (D)

Overloaded (0}

Warning {0}

oK (3}

5. Create Authentication provider with following values:
— Name: OFSLLDBAuthenticator
— Type: SQLAuthenticator
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6. Click ‘OK’. The following window is displayed.

ORACLE Weblogic Server administration Console 12¢

Change Center
View changes and restarts

Pending changes exist. They must be activated
10 take affect.

o Activats Changes

Undo All Changes

Configuration | Users and Groups

Domain Structure
OFSLLREL_domain
[#-Domain Partitions
h-Environment

Deployments
B-Services

Security Realms
BHInteroperabi
Et-Diagnostics

o

How do L. =

» Configure authentication and identity
assertion providers

Configure the Password Validation provider

Manage security providers
Set the JAAS control flag
Re-order zauthentsication providers

B

Welcome, weblogic |Cumd t: OFSLLREL_domain
Home >Summery of JDBC Dsta Sources >Summary of Security Reskms >myrsaim >Summary of Security Resims >myrealm >Providers

{81 Home Log Dut Prafersnces Record Help | | @,

Settings for myrealm

Rafes and Policies | Credentisl Mappings | Providers | Migration

validztion horizath Adjudication | Role Mapping | Auditing | Credential Mapping

ication
Cartification Path
An Authentication provider allows WebLogic Server to establish trust by validating = user. You must have ane
Authentication provider in 3 security resim, and you can configure multiple Authentication providers in a security realm.
Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.
[ Customize this table

Authentication Providers

New | |Delete Reorder | Showing 1 to 4 of 4 Previows | Mext
]| name Description Version

[ | Trust Servics Identity Assartsr Trust Service Identity Assartion Provider L0

[ | DefaultAuthenticator WeblLogic Authsntication Provider 1.0

[ | pefzultidentinyAsserter WebLogic Identity Assertion provider 1.0

[ | oFSLLDBAUthenticator Provider that performs DEMS authentication 1.0

New| [Deisi=| | |Reorder| Showing 1to 4 of 4 Previous | Mext

System Status =
Health of Running Servers as of 7:35 PM

Failed (0}

[ criseal (@)

Panelnmrdnd fot

7. Click on ‘Activate Changes’. The following window is displayed.

ORACLE Weblogic Server sdministration Consale 12

Change Center
Wiew changes and restarts

Panding changes exist. They must be activated
fFact.

o Activats Changes

WUndo All Changes

{8 Home Log Out Preferences Record Help | (=Y
Welcome, weblogic | Connected to: OFSLLREL _domain
Home = Surmmeny of JDBC Dota Sounces >Summary of Security Reakrs. = smyresim > Surrmary of Secuity Resims. smyresim >Providers:

Settings for myrealm

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Prowiders || Migration

Domain Structure
CFSLLAEL domain
BH-Domain Partitions
HH-Emironment

Deployments
#-Services

Security Reslms
- Interoperabiliny
EH-Diagnostics

How do L.. =

- Configure authentication and identity
assertion providers

Configurs the Password Validation provider

Mznzge sscurity providars
Set the JAAS control flag
» Re-order authenscation providers

Password Walidstion || Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping

Cartification Path

An Authentication provider aliaws WeblLogic Server to establish trust by validating = user. You must have one

Authentication provider in 3 security realm, and you can configure multiple Authentication providers in a securicy realm.

Different types of Authentication providers are designed to access different data stores, such as LDAD servers or DEMS.
[ Customize this table

Authentication Providers

New | | Delste Recrder | Showing 1 to 4 of 4  Previous | Next

1| mame Description Wersion

[ | oFsLLDBAUthenticator Provider that performs DEMS authentication 1.0

[ | Defaultauthenticator WeblLogic Authentication Provider 1.0
DefaultidentityAsserter WebLogic Idensity Assertion provider 1.0

O | pefeutad b o

[ | Trest Servics Identity Asserter Trust Service Identity Assertion Provider 1.0

New | [O=iei=| || Recrder| Showing 1to 4of 4 Previous | Next

System Status =2
Health of Running Servers as of 7:37 PM

Failed (D)
Crizical (@)

— ~ Amt

Authentication order should be maintained as mentioned in the above screen.
‘OFSLLDBAuthenticator’ will be displayed as above.
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8. Click on ‘OFSLLDBAuthenticator’. The following window is displayed.
ORACLE Weblogic Server Administration Console 12¢ _A

Change Center

View changes and restarts

No pending changes exist. Click the Release
Configuration button to allow others to adit the
domain,

Lock & Edit

Release Configuration

@ Home Lo Out Preferences (3] Record Halp | Q
Welcome, weblogic |Cc|:weﬂ:ed to: OFSLLREL_domain

Home >Providars = Sumimary of Senices =Summany of Security Realms >myrezim >Providers >OFSLLDBAuthenticator

for OFSLLDE,

Configuration = Performancs

Common || Brovider Specific

Domain Structure
OFSLLREL_damain
H-Domain Partitons
&} Environment
i—Deployments
#h-senices

[}~ Diagnostics

Save

This page displays basic information sbout this SQL Authentication provider. You can 2lso use this page to set the JAAS
Control Flag to control how this provider is usad in the login s2quenca.

@5 Name: OFSLLDBAuthenticator The name of this SQL Authentication
provider. More Ind

(#F] Description: Provider that performs DBMS authentication A short description of
provider. More Info.

his SOL Authentication

&5 ion: x wersion number of this SQL Authentication
provider.  More Info..

How do L. B

= Configure authentication and identity
assertion providers

» Set the JAAS control flag

= Configure the Password Walidation provider

+ Manage security providers

System Status B

Heslth of Running Servers as of 8:01 PM
Failed (0}

Critical (0]

Overloaded (0}

45| Control Flag: SUFFICIENT] v Specifies how this SQL Authentication provider

ts into the login sequence.  More Info...
Saue

9. Select ‘SUFFICIENT as the Control Flag and click ‘Save’.

10. Click Provider Specific sub tab under Configuration tab. The following window is

displayed.

ORACLE Weblogic Server Administration Consale 12c _/\

Change Center
View changes and restarts

Pznding changes exist, Thay must be activated
to take effe

7 Aclivate Changes

Undo All Changes

Domain Structure
GFSLLREL_domain
3+-Domain Partitions
B-Environment

Deploymants
[-Services

Sacurity Realms
#-Interoparzhiliny
[+-Dizgnostics

How do I... =

» Configure authentication and identity
assertion providers

+ Manage security providers

System Status

m

Heelth of Running Servers as of 8:03 PM
[ Failed (0}
[ crsel (@)
[ Overloaded (5}
[ waming {0}
I O (1)

11. Specify the following

@ Home Log Dut Preferences

Record Help La

Welcome, weblogic |Ca'!ﬁeﬂ:Ed to: OFSLLREL_domain
Home >Providers >Summary of Senices >Sunmary of Security Reaims >myresim >Providers >OFSLLD uth

Settings for OFSLLDBAuthenticator
Configuration = Performance
Commen | Provider Specific

Save
Use this page to define the provider specific configuration of this SQL Authentication provider.
TIdentity Domain: The name of the identity domain. More Info...

[ Plaintext Passwords Enabled Specifies whather plaintext passwords are
allowed to be used. More Info.

Data Source Name: oESLL The name of the JDBC data sowrce used for
database access.  More Info...
Group Membaership Searching: P barshio
unfimited [+] ced, Valid values ars
Max Group Membership Ssarch a This specifies how many levels of group
Level: membership can be sa

™
only i Group Membes S:E'[h g is set to

i valid values are tive inpagers.
For example, 0 indicates only :I ect group
mamberships will be found, a positive number
ndicates the number of levels to go

down. More Info...

[] Password Style Retained rols how a password is stored in the
n updating an existing user's

password.  More Info..

to hash b
s & standard

Password Algorithm: SHAS12 The message digest algorithm
passwords for storage, The na

values in corresponding fields:

— Data Source Name: OFSLL

— Password Style Retained: Uncheck
— Password Algorithm: SHA-512

— Password Style: SALTEDHASHED
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— Provide the SQL Queries from the column Corresponding SQL Queries as per
OFSLL Tables as given below.

Default SQL Query

Corresponding SQL Queries as per our

Operation from Weblogic Tables
SQL GetUsers | SELECT U_PASS- SELECT UAU_USR_PASSWORD FROM
Password: WORD FROM USERS | USER_AUTHORISATIONS WHERE
WHERE U_NAME =7 | UAU_USR CODE =?
SQL Set User | UPDATE USERS SET | UPDATE USER_AUTHORISATIONS SET
Password: U PASSWORD =? UAU_USR_PASSWORD = ? WHERE
WHERE U_NAME =7 | UAU_USR_CODE =?
SQL User SELECT U_NAME SELECT UAU_USR_CODE FROM
Exists: FROM USERS USER_AUTHORISATIONS WHERE
WHERE U_NAME =? | UAU_USR_CODE =?
SQL List SELECT U_NAME SELECT UAU_USR_CODE FROM
Users: FROM USERS USER_AUTHORISATIONS WHERE
WHERE U_NAME UAU_USR_CODE LIKE ?
LIKE ?
SQL Create INSERT INTO USERS | INSERT INTO USER_AUTHORISA-
User: VALUES (?,?,7?) TIONS(UAU_USR_CODE, UAU_USR_-
PASSWORD,UAU_DESC) VALUES(?,?,?)
SQL Remove DELETE FROM DELETE FROM USER_AUTHORISA-
User: USERS WHERE TIONS WHERE UAU_USR_CODE=?
U NAME =?
SQL List SELECT G_NAME SELECT UGR_GROUP_CODE FROM
Groups: FROM GROUPS USER_GROUPS WHERE
WHERE G_NAME UGR_GROUP_CODE LIKE ?
LIKE ?
SQL Group SELECT G_NAME SELECT UGR_GROUP_CODE FROM
Exists: FROM GROUPS USER_GROUPS WHERE
WHERE G_NAME =? | UGR_GROUP_CODE =?
SQL Create INSERT INTO INSERT INTO
Group: GROUPS VALUES (? | USER_GROUPS(UGR_GROUP_CODE,U
. ?) GR_GROUP_DESC) VALUES(?,?)
SQL Remove DELETE FROM DELETE FROM USER_GROUPS WHERE
Group: GROUPS WHERE UGR_GROUP_CODE =?
G_NAME =?
SQL Is Mem- SELECT G_MEMBER | SELECT UGM_MEMBER_USR_CODE
ber: FROM GROUPMEM- FROM USER_GROUP_MEMBERS
BERS WHERE WHERE UGM_MEM-
G_NAME =? AND BER_GROUP_CODE= ? AND
G_MEMBER =? UGM_MEMBER_USR_CODE =?
SQL List Mem- | SELECT G_NAME SELECT UGM_MEM-
ber Groups: FROM GROUPMEM- BER_GROUP_CODE FROM

BERS WHERE
G_MEMBER =7

USER_GROUP_MEMBERS WHERE
UGM_MEMBER_USR_CODE= ?
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Default SQL Query

Corresponding SQL Queries as per our

Operation from Weblogic Tables
SQL List SELECT G_MEMBER | SELECT UGM_MEMBER_USR_CODE
Group Mem- FROM GROUPMEM- FROM USER_GROUP_MEMBERS
bers: BERS WHERE WHERE UGM_MEM-
G_NAME =? AND BER_GROUP_CODE=? AND
G_MEMBER LIKE ? UGM_MEMBER_USR_CODE LIKE ?
SQL Remove DELETE FROM DELETE FROM USER_GROUP_MEM-
Group Mem- GROUPMEMBERS BERS WHERE UGM_MEMBER_US-
berships: WHERE G_MEMBER | R_CODE="? OR
=? OR G_NAME =? UGM_MEMBER_GROUP_CODE="?
SQL Add INSERT INTO INSERT INTO USER_GROUP_MEM-
Member To GROUPMEMBERS BERS (UGM_MEM-
Group: VALUES( ?,?) BER_GROUP_CODE,UGM_MEMBER_US
R_CODE) VALUES(?,?)
SQL Remove DELETE FROM DELETE FROM USER_GROUP_MEM-

Member From
Group:

GROUPMEMBERS
WHERE G_NAME = ?
AND G_MEMBER =?

BERS WHERE UGM_MEM-
BER_GROUP_CODE= ? AND
UGM_MEMBER_USR_CODE="?

SQL Remove DELETE FROM DELETE FROM USER_GROUP_MEM-
Group Mem- GROUPMEMBERS BERS WHERE UGM_MEM-

ber: WHERE G_NAME =? | BER_GROUP_CODE="?

SQL Get User | SELECT U_DESCRIP- | SELECT UAU_DESC FROM USER_AU-
Description: TION FROM USERS THORISATIONS WHERE UAU_US-

WHERE U_NAME = ?

R_CODE = ?

SQLSet User

UPDATE USERS SET

UPDATE USER_AUTHORISATIONS SET

Description: U_DESCRIPTION =? | UAU_DESC=? WHERE UAU_US-
WHERE U_NAME =? | R_CODE=?
sQL Get SELECT G_DE- SELECT UGR_GROUP_DESC FROM
Group Descrip- | SCRIPTION FROM USER_GROUPS WHERE
tion: GROUPS WHERE UGR_GROUP_CODE-= ?
G_NAME = ?

SQL SetGroup | UPDATE GROUPS UPDATE USER_GROUPS SET

Description: SET G_DESCRIP- UGR_GROUP_DESC= ? WHERE
TION =? WHERE UGR_GROUP_CODE= ?
G_NAME = ?

Provider Name | OFSLLDBAuthentica-

tor
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SQL Remove Member From Group: | jysER USR_CODE= ?

SQL Remove Group Member: DELETE FROM USER_¢| The ¢

b/ Descriptions Supported

SQL Get User Description: E UAU_USR_CODE = ?
SQLSet User Description: iE UAU_USR_CODE= 7
SQL Get Group Description: 1GR_GROUP_CODE= 7

ption.  More
SQL Set Group Description: JER_GROUP_CODE= 7| Th=S

Save

12. Click ‘Save’.

Note

Application server needs to be restarted for these changes to take effect.

3.6 Creating User Groups and Users

3.6.1 Creating Users

Create an OFSLL application super user to login to the application.

A script is provided in the distribution media in the dba_utils folder to create an user.

Note

By default there are no users created to login to OFSLL application.
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Login as application schema owner and run the script ‘crt_app_user.sql script’ to create

OFSLL application user.

SQL*Plus: Release 12.1.0.2.0 Production on Sat Sep 16 10:35:2% 2017
Copyright (c) 1982, 2014, Oracle. B&ll rights reserved.
Enter user—name: QOFSLLREL

Enter password:

Last Successful login time: Sat Sep 16 2017 10:38:03 405:30
Connected to:

Oracle Database 12c Enterprise Edition Release 12.1.0.2.0 —

With the Partitioning, COLAP,

SQL> Bcrt app user.sgl
Enter the name of the OFSLL App user Id4d you

Want to create user: DEMOSUPR

Enter the First Name for this user: DEMO

Enter the Last Name for this user: SUPR

Enter the FPhone Number for this user: 989897778886
Enter the Fax Number for this user: 6655544422

1 row created.

1 row created.

1 row created.

SQL> commit:
Commit complete.

sor> |

1. Login into WebLogic server console.
2. Click ‘Security Realms’ on the left panel.

3. Click ‘myrealm’ on the right panel..

&4bit Production
Advanced Analytics and Real Application Testing options

ORACLE Weblogic Server agministration Console 12¢

Change Center @) Home Log Out Prefersnces R

- ° B
L&

View changes and restarts

Click the Lock & Edlir burton to modify, add or

delete iterns in this domain.
Lock & Edit

Release Confguration

Domain Structure

OFSLLREL_domain
#H-Domain Partitions
1 Environment
—Deployments

&} Services

3} Diagnostics

Welcome, weblogic |Cumd tm: OFSLLREL_domain
Home =Summary of Security Realms

Summary of Security Realms

A sacuriy realm is a contziner for the mechanisms—including usars, groups, szeurity roles, sacurity policias, and sscuriny
providers--that are used w protect Weblogic rescurces. You can have multiple active security reslms in @ WebLogic Server
domain, but anly ana can be set =5 the defsul sacurity realm, which is ressrvad for domain sdministrative purposss.

This Security Realms page lists =ach security realm that has been configured in this Weblogic Server domain. Click the
nams of the realm to =xplore 2nd configurs thar resim.
| Customize this table

Realms (Filtered - More Columns Exist)
Click the Lock & Ediit bution in the Change Canter to activate all the buttons en this page.

New | [Delets Showing 1to 1 0f 1 Previows | Mext
Name &% Default Realm
myrealm true
Howr do L... = New| [Delet= Showing 1to 1 of 1 Previous | Mext
= Configure new security reaims
= Enable auromaric realm reszart
» Dalers sacuricy rezlimes
+ Change the dafauls sscuriny realm
System Status =

Health of Running Servers as of 10:49 AM
Failed (0}
[ criseal (@)

[ Overloaded (0}

4. Select ‘Users’ tab under Users and Groups.

3-37 ORACLE



5. If SQLAuthenticator is configured as a Security Provider for the OFSLL application, the
Users are automatically created in weblogic when created through an application.

ORACLE WeblLogic Server administration Console 12c _A

Change Center 1@ Homs Log Ouwt Prafersnces Halp | =%
WView changes and restarts Welcome, weblagic |Cam-enzd to: OFSLLREL_domain
OBk ihes vt 5 ot bisteson 5% AT nelior Home »Summary of Securiny Realms »myrealm >Summary of Security Reslms »myrasim >Users and Groups

delete itams in this domain. =
Settings for myrealm
Lock & Edit

Configuration | Users and Groups | Roles and Folicies | Cradential i id gy
Release Confguration I

Users | Groups
Domain Structure :
CFSLLREL_domain
[3-Domain Partitions
F1-Environmant
—Deployments
51 Services
‘—Security Realms
- Interoperabiliny

This page displays infarmation sbout sach user that has been canfigured in this security realm.

| Customize this table

Users (Filtered - More Columns Exist)

¥~ Dizgnostics New | |Delsts Showing 1 to 4 of 4 DPrevious | Mext
Name & Description Provider
P
[] | pEMOSURPR DEMO SUPR OFSLLDBAuthenticator
This is the default service account for WebLogic Server Lifecycle Manager

[ | icMuser Acyiraakan ipcstes: DefaultAuthenticator
How do ... =] [ | oracleSystemUser | Gracle application software system user. DefaultAuthenticator
S RS e el GRS [] | weeblogic This user is the default administrator. DefaultAuthenticator

e New | [Desst= Showing 1to 4 of 4 Previous | Mext

= Modify users

= Delete users

System Status

m

Health of Running Servers as of 10:51 AM

Failed (0}
Criscal (@)
Overloaded (0)
Warning (0)

|

3.6.2 Creating User Groups

1. Select ‘Groups’ tab under Users and Groups.

2. If SQLAuthenticator is configured as a Security Provider for the OFSLL application, the
Groups are automatically created in weblogic when created through an application.

ORACLE Weblogic Server Administration Console 12¢ _ -~

i . @ Home Log Out Praferences [ Record Help | La
View changes and restarts Welcome, weblogic |Ca!met|:ad o OFSLLREL_domain
Click the Lok & Fole-button w mocdify, add or Home: > Summary of Security Reslms >myraslm >Summary of Seaurity Reslms >mynesim >Users and Groups
delete itemns in this domain. =
Sartings for myrealm
Lock & Edit
Configuration | Users and Groups || Roles and Policies | Credential Mappings | Providers || Migration
Release Configuration L
Users | Groups
Domain Structure ) B :
OFSLLREL_domain
B et P et This pags displays information zbout each grous that has baen configurad in this sscurity rasim,
1 Environment
& Devlegmenes ¥ Customize this table
i—Security Realms Groups

= Interoparahilivg
- Disgnostics MNew | | Dei=te Showing 1 to 9 of 9 Previous | Mext

1 Description Provider

] AdminChannelUsers can access the admin channel, Drefaulithuthenticator

O | katentons Administratars can view snd modify sl resource stributas and start TR

- and stop servers, el A
How dio I... =] [ | AppTestars AppTesters group. DefauhtAuthenticator
+ Manage usars and groups [ | CrossDomainCannactars Sﬂ’?nf:?;’“a'"c““"m“ can make inter-domain calls from forelgn | b p aushenticator
&/ Crente nmirs [ | peployers Dieployers can view =l ressurce amributes and deploy spplications. | Defackauthenticatsr
» Modify groups
e Manitors can view and medify 2l resource sttributes and perform =

- Delate groups O | Monitars roadlanind et el Defaulthuthanticator

[ | oFsLL_USER OFSLL USER GROUP GFSLLDBAuthenscator
System Status = = - T = T

perators can view and modify all resource atrributas and parform % z
Hezlth of Running Servers as of 10:52 AM [ | operstors server lifecycle operations. IRt ok,
T Failed (0} [ | oracleSystemGroup Oracle application software system group. DefaultArthenticator
Critical (0) Mew | | Delete Showing 1 to 9 of 9 Previows | Mext

I Cvarloaded (0}
I ~ warning (0) b 4
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3.6.3 Assigning Users to Groups

The USERS are automatically mapped to default application group - OFSLL_USER.

Chmrge Centry | ) vese Lig Ot Protrpeces e | - Brefctaree, weillosgic | Cofrmed s 0931 demicain
Virss charges and reatarty i
ik g il B oot mai iy, e o I Setimps. bor CYHOMN
R e |
Cowd | P | Greugs
Lech A8
EI
Drmtain SLrmbure o o T R T S T P
Farerd Grours o e b g e o ety e Sar st e Mg i-h
Avadatle Chasenc
LT
L
Savm
e e L |
» Ciutin e

Sputem tatus
gt By b

| ]

I e
kA
g

3.6.4 Resetting password via weblogic console
1.

Click on ‘User’. Select Passwords tab and enter new password and confirm password.

ORACLE Weblogic Server adminisiration Console 12c

Change Center @ Home Log Out Preferences Record Halp | Q@

-~

WView changes and resrarts Welcome, weblogic | Connected to: OFSLLREL_domain
T e Home =Summary of Security Reslms =myresim >Users and Groups > DEMOSUPR

Jelete iterns in this domain. PP e

Lock & Edit

General | Passwords | Groups
Felease Configuration ! 1

Save
Domain Structure
OFSLLREL_domain Use this page o change the passward for the selectad ussr,
#-Domain Partitions.
Gl e * Indicates required fiskds
—Deploymeants
31 Senvices

—Security Realms * New Password: Pl The new password of this wser. More Info...
Hh-Interoperabiliy

i+}-Diagnostics
* Confirm New Password: R e

Save

How do L. =

- Craste users
- Modify usars

= Delete usars

System Status ]
Health of Running Servers as of 11:04 AM
T ~ Failed (0}
[ Criseal (@)
[ Overloaded (0}
|

Warning (0)

I Ok (1)
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2. Click ‘Save’.The following window displayed.
ORACLE WeblLogic Server administration Console 12c _A

Change Center 18 Home Log Out Preferences Halp Q@

View changes and restarts Welcome, weblogic |e:am-ecr.ed to: OFSLLREL domain
Click the tock & Edit button to modify, add or Home >Summary of Security Reslms >myresim >Users and Groups ~DEMOSUPR
delete itams in this dos . Messages:

Lock & Edit & Settings updated succe

Felease ©

Settings for DEMOSUPR

Domain Structure General | Passwords | Groups

OFSLLREL_domain
#H-Domain Partitsons
#}-Emvironment
—Deployments

- Services
i—Security Realms

#-Interoperabiliny

=1 Diagnostics

Save

Use this page w change the password for the selected user,
* Indicates required fislds
* New Password:

The new password of this user.  More Enfo...

* Confirm New Password:

How do T...

o

+ Creats users
- Modify users

» Delete users

System Status =

Hezlth of Running Servers as of 11:07 AM

[ (o}
I Criseal (@)
|

|

Gvardoaded (¥)
Warming (0]

I Ok (1)

3.7 Implementing JMX Policy for Change Password

1. Login to Oracle WebLogic Server 12¢ console (http://hostname:port/console)

Note

The Change Password feature uses the JMX Policy configured on the domain. Hence, the
AdminServer is required to be up and running to enable this.

2. Click Domain > Security > myrealm > Configuration

ORACLE WebLogic Server Adminisvaton Console 120 s 2 o

Change Center @ Home Log Out Preferences [5] 7 a

R T T Wlcome, weblogic | Connsced to: OFSLLREL_domain
Click the Lock & Eait button w modify, add or
delate itams in this domain.

| Lock & Edit

Settings for myrealm

Configuration | Users and Groups | Roles and Policies | Credentis| Mappings | Providers | Migration

A

General RDBMS Security Store | User Lockout | Performance

OFSLLREL_domain Click the £ack & Edit button in the Change Canter to modify the setings on this page.
[ Domain Partitions e
[ Enviranment
- Deployment
B Services Use this page o configure the general behavior of this seaurisy realm.
| Serurity Reslms
[ Mots:
i ;‘ﬁe“”e'ﬂ""“’ ¥ you sre implementing security using JACC (Java Autharization Contract for Contsiners a5 defined in J5R 115), you must use
iagnostics the DD Only security model. Other Wablogic Server models are nat svailable and the security functions For Web apelications
and EJBs in the Administration Console are disabled.
Name: myresim The name of this security realm,  Mors Info...
4F] Security Model Default: DD Only [~
How do L.. =l

‘Configure new security realms

« Enable automatc realm restar +/ 4] Combined Role Mapping Enabled

= Manage security for Web applications and
ElEs

Set the default security modsl
= Delegata MBzan authorization to the r=alm

2 deployment
More Info...

7] Use Authorization Providers to Protect JMX Access
System Status =

Health of Running Servers as of 11:09 AM

I Failed (0)

I Critical {0} i Restart After N, ic Cha Sce{éf m 'f_ﬂl be zutn-restarted if
—— nan-dy re mads to the realm or

[ Overloadad (0} provwiders - More Info...

T Warning (0) L
I OV (1)

Retire Timeout: on Soecifies the retire tmeout for a realm that =
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3. To enable JMX policy select the ‘Use Authorization Providers to Protect JMX Access’
check box on the right panel

ORACLE web Logic Server Administration Console 12c

Change Center
View changes and restarts
Mo pending changss exist, Cick the Releass
Configuration button to allow othars to adit the
domain,

Lock & Edit

Releaze C

Domain Structure
OFSLLREL_domain
- Domain Partitions
[ Environment

i+ Deployments

[ Services

i~ Security Realms
- Interoparability
[# Diagnostics

How do L... a8

= Configure new security realms

Enable automatic realm restart

« Manage security for Web applications and
SES

= Sat the default sscurity modsl
« Delegste MBean suthorization to the realm

System Status =]
Health of Running Servers as of 11:09 AM
[ Failed (0)
T critical {0}
[ Overosdd (0)

‘Warning (0}

@ Home Log Out Preferences [52] Record Help

Welcome, weblogic | Connacead to: OFSLLREL_damain
Home >Summary of Security Resims > myresim

Settings for myrealm
‘Configuration

General

Users and Groups | Reles and Polices | Credential Mappings | Providers | Migration

RDBMS Security Store | User Lockowt | Performance

Save

Use this page w configure the general behavior of this security realm.

MNot=:
TF you are implementing security uslrlg JACC (Jsva Authorization Contract for Contsiners as defined in 15R 115), you must use

the DD Cnly sacurity madel. ic Server modsls are not available and the sscurity functions for Wb apolications
and EJBs in the Administration Ccmsule are disabled.

Name: myreaim The name of this security realm.  More Info...

(5] Security Model Default: Specifies the default security model for Wab

appl ions or EJBs that are secured by this security
razim. You can ovarmids this default during
deployment. More Info...

DD Cnly

[~]

(57| Combined Role Mapping Enabled

Determines how the role mappings in the Entesprise
I, I [ = D

that ntialize roles from deployment
descriptors.  More Info...

(i5] Use Authorization Providers to Protect JMX Access Configures the Weblogic Senver MBean sarvers to use
the sacurity realm’s Authorization providers
determine whether a IMK dient has permmission to
access an MBazn attribute or invoke 2n MBezn
operation.  More Info...

[] Automatically Restart After Non-Dynamic Changes Specifies whethes the Reslm will be auto-restarted if
non-dynamic changes are made to the: realm or
providers within the reaim.  More Info...

Retire Timeout: 60 Specifies the retire tmisout for a realm that is
restarted. The old realm will be shutdown after the

specified timeout period has elapsed.  More Info...

4. Click ‘Save’ and restart the server.

5. Re-login to console.

6. Click Domain > Security > myrealm > Roles and Policies > Realm Policies

Note

If server is not restarted, JMX Policy Editor option will not appear

ORACLE WebLogic Server Administration Console 12c

Change Center
View changes and restarts

Click the Lock & Fdiirbutton o modify, add or
deliete inems in this domain.

Lock & Edit

Domain Structure

OFSLLREL domain
[# - Domazin Partitions
[ Environment
—Deploymants

[# - Sarvices

| Serurity Reslms
[# - Interoparsbility
[ Dizgnostics

-G

Welcome, wablogic | Cannactad to: OFSLLREL_domain

1@ Home Log Our Preferances [5] 7

Help =S

Hame »Summary of Security Resims =myresim >Fesim Ao > Reslm Polities
Sattings for myrealm

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration

Rezlm Roles  Realm Policies

Use this tabla to access or create security palicies for this sacurity reabm. The Root Level Policies nade in the Name column provides
arcess to root level policies (which apply to =il resources of a given type]. Al ather nodes provide scoess to palicies that apply to
rESDUICE instances.

Motes:

» This table does not provide access w polides for instances of INDI resounces o Work Context resources. To ses these
poficies, view: tha Security t=b for each JWDI node or Wirk Conteer ohject instance.

= If you imporad policies for Wb applications or E18s from deploymane descriptors using the Inst=# Application
Assistant, you must activats changes to access the polides.

To wiew or modify JMX policies in the Administration Console, you must first delegats MBazn suthorization to the
realm’s Authorization providers,

this table

How do I...

o

« Manage security policies

= Access policies for INDI resources

= Acress policies for Work Context resources
= Delegate MB=an authorization to the raalm

System Status =}
Health of Running Servers as of 11:24 AM
| Failed (0)

Critical {0}

Overloaded (0)

Wasrning (0}
— oK (1)

Showing 1o 9 of 3 Previous Next

Resource Type Palicy

I Coherence Clusters
= Deployments
=l Domain

=1 1C0M

= 1D8C

= M5
I Policy Editor

=1 Root Level Poficies:
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7. Click on JMX Policy Editor to configure

ORACLE weblLogic Server Administration Console 12¢
Change Center 1@ Home Log Out Preferences [5] fecord Help @

View changes and restarts

Welcome. weblegic | Conneci=d to: OFSLLREL_domain
>IMX Policy Editor

Click the Look & Fdlirbutton o modify, add or IMX Policy Editor
dalete items in this domain.
Lok & Edit Hack| |Nexa| [Crasts Policy| || Cancal
Selact the Policy Scope

P = To apply this policy m =il insmances of an MBaan, sslecr GLOBAL SCOPE.
ot gy iy + To apply this policy enly 1 2n MBazn instance that is used to manags a specific deployment or resource, selact the deployment or
[ Domain Partitions resouTeE.

[ Erwironment Scopes

- Dagloymeans
[ - Sarvices Scope

Security Reslms

teroperability

GLOBAL SCOPE

1 Deploymants

[# JDBC System Resourcas

[ IMS Systemn Resources

(¥ WLDF System Rescurces

Hack| [Next| [Create Poloy | || Cancel

How do I... =
= Cresee IMX policies

System Status =
Health of Running Servers as of 11:36 AM

[ Failed (0]

I Critical {0}

I Owverlosdsd {0}

[

Warning ()

I O (1)

8. Select ‘GLOBAL SCOPE’ and click ‘Next’.

[ weblogic.mznagement.seaurity.authentication

[ weblogic.sacurity.providers.audit

= weblogic.security. providers. authentication

AdtiveDirectoryAuthenticatorMBaan

CustomDEMSAuthenticatorMBazn

DefaultAuthentcatorkBezn

DefaultidentityAssartarMBazn

IPlan=tAuthenticatorMBazn
LDAPALthenticatorMBaan

LDAPX508IdentityAssarterMBaan

MNegaotizteldentityAssartarMBaan

NovellauthenticatorMBean

OpenlDAPAshenticstorMBazn
OracleldentityCloudint=gratorMBaan

OraclelntzrnatDirectoryAuthenticatorMBezn

OracleUnfiadDiractoryAuthenticatorMBaan

OracleVirtuzl DiraczoryAuthenticatorMBaan

ReadOnhySQLAUthenticatorMBzan
SOLAUthenticztorMBazn

O VimslUssruthenticatorMBean

[ weblogic.security. providers. authorizzsion

[+ weblogic.sacurity. providers.credentisls

H weblogic.sacurity.providers. pk

[ weblogic,security. providers.sami

4 weblogic.security. providers.x=cml.authorization

Back | |Mext| [Creats Policy Cancal

9. Select weblogic.security.providers.authentication.
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10. Select ‘SQLAuthenticatorMBean’. Click ‘Next’.

ORACLE weblLogic Server Adminstrstion Consale 122
18 Home Log Out Preferences [;

Change Center
View changes and restarts

Click the Lock & Edirbutton to modify. add or
deliete izerms in this domain.

Lock & Edit

Ham= >Summ.

curity Resims =myreaim >Rezim Robes =fesim B

IMX Palicy Editor

Back| [Ti=d| [Create Poi |Caneez

Select Read, Write, or Invoke Privileges
Domain Structure

OFSLLREL domain
[+ Domazin Partitions
[¥ - Erwironmmant

-~ Deployments =
g Ny T b
Sacuriny Resims L =t

[F- Intzroperabiy Selected Scope: GLOBAL SCOPE

[ Diagnastics
Salected MBean Type: SQLAUthenticatorMEazn
Attributes and Operations

Attribute or Operation

e a— = [ Anributes: Permission to Read

k| &

Welcome, weblogic | Cannected to! OFSLLREL_damain
>IMX Policy Editor

Specify raad/write privilages for one or 2l MBezn attributss, or specify privilages for invoking an MBean eperstion.

» If you chose ALL MBEAN TYPES on the previous pags, you must apply the policy to all sttributes or all operations.
specific MBazn type on the previous page, you can salect a specific amribure or operation or you can apply the

2B

Existing Palicy

# Agributes: Pes 50N 1o Wit
= Create IMX policies riESSIon rive

¥ Encrypted Attribures: Permission o Read

Siates £ B Encrypeed Atributes: Permission to Wite
okl na EELit A [# Lookup Operations: Permission to Imvoke
|7 Eolled 1) = Operations: Permission to Invoke
| Critical {0}

Overloaded (0} ddMemberToGroup
Wasrning (1) A
 ———— changellserPassword
closz
creztaGroup
createllser
oetCurrentiame

11. Expand ‘Operations: Permissions to Invoke’ and select ‘ChangeUserPassword’.

12. Click ‘Create Policy’. The following window is displayed for Authorization providers where

you can add conditions to setup the policy.

13. Click ‘Add Condition’. The below screen will be displayed.

ORACLE weblLogic Server Administration Console 12c
1@ Home Log Out Preferances

Change Center + H=lp |

Home >Summary of Security Resims >myresim >Resim Roles = Rmsim Polce:

View changes and restarts

Click the Logk & £dir button o medify, add or
delieta itams in this domain.

Lock & Edit |-See

Edit JMX Policies

Fiel=ase Configuration

Use this page to specfy the conditions under which 3 user ca
enforces the conditions.

Domain Structure
OFSLLREL_domain Providers -
[ Domain Partitions
[~ Ervironment

— Deployments

Sarvices

These are the authorization providers an administrator can sefect from.

Authorization Providers:

Secusity Realms
[ - Interoperability
[#- Dizgnostics

Policy Conditions

Thess conditions determine the access control te your IMX resource.

access this IMX resource and the Authorization provider that stores and

*ACMLAUthorizer[~|

Add Conditions | | Combing| |Uncombine| |Mowe Up| | Mowe Down | [Remove| |Negate

Mo Policy Soecifisd

|Add Conditions | | Combine| |Uncombine| | Mowe Up | | Mows Down | | Remaove | | Negste

Save
Policy Used By Default
Role : Admin

How do ...

m

= Create JMX policies

Welcome, weblogic | Connactad to: OFSLLREL domain

ditor > Edit TMX Policies

= Combine conditions

System Seatus B
Health of Running Servers as of 11:31 AM

I Failed
[ Critical {0)
I Overlosded (0)
[ iemna ()
I O (1)
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14. For Predicate List, select Group for configuration. Click ‘Next’.

ORACLE Weblogic Server Administration Console 12c
@ Home. Log Ot Preferances

Change Center a Welcome, weblogic | Connectad to: OFSLLREL domain

View changes and restarts >Surmmary >Edit TMX Policies
Click the fock & Edir button to modify, add or Edit JMX Policies
defete items in this domain.

Lock & Edit |Back| [Next| |Finish| || Cancel]

Edit Arguments

e — ©On this page you will fill in the arguments that pertsin to the predicate you have chosen,

OFSLLREL domain Add ane or more groups to this conditieon. TF you add multipls groups, the condition evalusss s trus if the user is 2 mamber of ANY of the
[ Domain Partitions groups.
B3 Environment

Deploymeants Group Argument Name: i
[ - Services SRR
133 - Interoperability OFSLL_USER
[ Diagnostics 2 =

Back| [W=d| |Finish| || Cancel

How do I... =

= Create JMX policies
= Gombine conditions

System Status =
Heszlth of Running Servers s of 11:33 AM

Fail=d (0]

15. Select user roles for application.

16. Click ‘Finish’. Click ‘Save’ to complete the configuration. The following window will be
displayed.
ORACLE weblLogic Server Adminisirstion Console 12¢ _

& Home Log Our Preferences [ Halp Welcome, weblogic | Connected w: OFSLLREL domain

Change Center

View changes and restares > Saarmm = Edit JMX Policies
Click the Lock & £ button wo modify. add or Edit JMX Policies
deliete ars in this domain.

Lock & Edit |.Save)

he conditions under which a user can access this JMX rescurce and the Authorization provider that stores and

ge to specy

enforces the conditions.
Providers
Thess ar= the authorization providars an administrator can ssiect from.

Authorization Providers: HACMLAUthorizer| «

Policy Conditions:

These conditions determine the access control ta your IMX resource.

Adgd Condit Comgine | | Uncombine| | Mows Up| | Mows Down | |Remove | |Megate

[] Group : OFSLL_USER
Add i | Combine | |Uncombine| |Move Up| | Mowe Down| [Remove| [Nagste |

Sawe
How do I... = Overridden Policy
Rola : Admin

+ Creste IMX polices

= Combine conditions

System Status o]
Health of Running Servers as of 11:41 AM
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4. Configuring Policies

4.1 Confiquring Password Policy for SQL Authenticator
1.

Login to the WebLogic server administration console with user login credentials.

2. Browse to Security Realms > myrealm > Providers > Password Validation as shown
below. The following window is displayed

ORACLE weblogic Server Administration Conscle 12¢ o

T — a Welcome, weblogic | Connected w: OFSLLREL_domain
View changes and restarts
Ciick the ook & £oibutton wo modify, add or
delste ams in this domain.
4 Configuration | Users and Groups
Lock & Edit

Settings for myrealo

Roles and Poicies | Credentizl Mappings | Prowviders  Migrevon

Authertication | Password Validation | Authorizstion | Adjudication | Role Mapping | Auditing | Credental Mapping

Cartification Path
Domain Structure
OFSLLREL_domain
[+ Domain Partitians The Password Validstion provider managss and enforces 2 set of configurable password composision rules, Whan configured in a securiny
B B reskm, the Password Validtion provider is automatically imvoked by = supported suthentication provider whenever = password is created or
updated for 2 user in the reslm. The Passward Validation provider then performs = check to determine whether the password mests

5 criteria established by the composition nules, and the password is accepted or rejected =5 appropnate,
[ - Services

Securiny Resims
¥ - Interoparability

= b Customize this table
[ Disgnostics

Deployments

Password Validation Providers

Click the Lock & Edirbutton in the Changs Canter t activate all the burtons on this page.

Delei=| | [Rearder Showing 1to 1 of 1 Previous | Next
oo 1. . | | Mame | Description | Varsion
Confire the Passmord Valdation oo ‘ | | syetempasseordvatidasar | Passwerd campesition chacks |20
- Configurs the Password Validation provider
} Wew| |Delets | Fsarder Showing 1to 1 of 1 Previous | Next
System Status =

3. Click ‘SystemPasswordValidator’ link. The following window is displayed.

OTRACILE weblogic Server Adminisiration Consola 12c

=]
Change Canter 1@ Home Log Cue Braferances

& welcome, weblogic | Connected m: OFSLLREL_domain

Wiewr changes and restarts Home >Summary of

Click the Lock & Soit button to madify, add or
dsiats mems in this domain.

Setrings for SystemPasswordValidator

‘Configuration
Leck & Edit

Commeon | Provider Seecific

This page displays basic information abous this System Password Validsgon provider.

] Name: SystemPesswardWalidator
4] Description:

Pessword compesition chacks

5] version: 10

Systemn Status [E

4. Click Provider Specific Tab.

41 ORACLE



5. Configure the password policy as per the requirement. An example is provided in the
following window.

O Reject if Password Contains the User Name Reversed

N
How do L. Passward Length Policies
+ Configure the P: Minimum 4 2
v Manage szourly pravicers
System Status 2
Heath of Running Servers esof 11:44 A Méximum Password Length: 0

Character Palicies

Meximum y Character 2
Méximum Consecutive Characters: ;
Minirmum Number f Alphabetic Cheracters: 7 umbar o

st oonisn. More
Minirsum Number of Numéric Cheracters: ] simm eracters that
Minimum Number of Lower Case Characters: |

Minirsum Number of Upper Case Characters: i

Minimum Number of Non-Alphanumeric [}
Charucters:

Minimum Number of Non-Alphabetic Charecters: | ¢

|Eaue

6. Click ‘Save'.

4.2 Confiquring User Lockout Policy

1. To Change User lockout policy, browse to Security Realms > myrealm > Configuration
Tab > User Lockout Tab. The following window is displayed

ORACLE WeblLogic Server Administration Ceonsole 12¢ —A

Help | =Y

Change Center 18 Home Log Out Preferances [2

View changes and restarts Welcome, weblagic |Ca’:ns(ned to: OFSLLREL _domain
- e e

Click the Lock & Edit button to modify, 24d or Hame >Summary of Security Reslms >myrealm

delete itams in this dos -

Lock & Edit

Settings for myrealm

Configuration | Users and Groups | Roles and Poficies | Credential Mappings | Providers: || Migration

Genarzl | RDBMS Security Store | User Lockout | Performance
Domain Structure

©FSLLREL_domain Click the Leck & Ediit button in the Change Centar to modify the settings on this page.
#H-Domain Partitions
3 -Environment

‘—Deploymants
F}-Senvices Password guessing is 3 common type of security amack. In this type of attack, a hacker amempes o log in o a computer
i—Security Reslms using various combinations of usarnames and passwords. Weblogic Server provides a set of attributes m protect ussr

i Sl accounts from intruders. This page allows us to define how user lockauts will be handled in this security resim.

=-Disgnostics
er bocks users
in attermpts on

~| %] Lockout Enabled

#F] Lockout Threshald: 5 aximum = - id

em pis 5 n occur bel ea s
o do T tis locked aut.  Mere Info...
0w do L.. =]
+ Set user lockour atribuses #5] Lockout Duration: 30 The number of minutes that a e

ocked our.  More Info...
» Unlack user accounts

#5] Lockout Reset Duration: =

System Status =

Hezith of Running Servers s of 11:50 AM
#%] Lockout Cache Size: = ber of invalid login records
t the server can place in a cache.  More

Failad (0} T
Info...

4] Lockout GC Threshold:

Warning (0}

I ()

id lagin records
« More Info...

2. Configure the User Lockout details as per the requirement. An example is provided
above.
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5. Deploying Application

5.1 Deploying Application

1. Login to the Oracle Enterprise Manager 12c console . (i.e. http://hostname:port/em)

SIGN IN TO

Domain Domain_OFSLLREL_domain

* User Name  wshlogic

[ Login to Partition

Sign in

ORACLE

Copyright & 1896. 2017. Oracle and/or its affiliates. All nghts reserved. Oracie is a registered trademark of Oracle Corporation andlor its affilsates. Other names may be

trademarks of their respective owners.

2. Click on ‘Lock and Edit’ as shown below.

EEl = -  Auoreresn or
P D

OORACL € enterprise Manager Fusicn Missizwars Contro! 120

=  OFSLLREL_domain @

=
i \WebLogic Demain w
¥ Information
Cartain . on this page is [
2=
. = S
Clusters
o »
Clusters
Heann
oK
Deployments =
. oK
‘ B o
Domain Partitions
Domain Partiions  p
Resource Group Templates < >
Servers Zof:

Columns Hidden 3%
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3. The following window is displayed.

DRACLE‘ Enterprise Manager Fusion Middlewsrs Control 122

=== OFSLLREL_domain @

t=

WebLogic Domain ¥

& Confirmation

The edit session lock has been acquired. Mo pending changes exist.

Servers
3 Up
Clusters
Clusters
Deployments
1 Up

Domain Partitions

Domain Partitions

Resource Group Templates

Administration Server

Name  AdminServer

Haost ofslin.cracle.com

Listen Port 9001

Servers
Vizw w Wl Create Delete Contol v [
Name Status  Cluster Machine
AdminServar{admin) +
+
+

Columns Hidden 34

= WebLogic Domain * weblogic ¥ w

Br| Hv

Auto Refresh OF v

16-Sep-2017 12:27.37 15T 0

State Health
Running o8
Running 0K
Running O

»

Servers 3of2

4. Click on Deployments in the left panel. To deploy go to Deployments option in the menu

as shown below.

ORAC LE' Enterprize Manager Fusion Middieware Control 12

=== OFSLLREL_domain &

bLogic Domain »

& Confirmation

The edit session lock has been acquired. No pending changes exist.

Servers

3Up

Clusters

Clusters

Deployments

1Up

Domain Partitions

Domain Partitions

Resource Group Templates

Deployments
Visw v ] Show All Deployment » Owerride » Control =
W Deploy Status  State Health
¥ B Redeploy % 4+ Active oK
% Undegloy

o, Fetch Deployment Plan

<

Columns Hidden 4 Columns Frozen 1

5-2

Weblogic Domain weblogic = san

A v [@Av  AdoRefesh OF |E|

Sep 16, 2017 12:15:46 PM IST “_)

Type Domain Part

‘Web Applcation

>
Deployments 1of 1
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5. Click ‘Choose File’ button and select OFSLL application archive file i.e. ofsll_146.ear.
Choose the ‘Deployment Plan’ (if any).

ORACLE Enterprise Manager Fusion Middlewars Conrol 12¢ weblogic ¥

OFSLLREL_domain @)

&
Select Archive Select Target App b s} 2
Deploy Java EE Application: Select Archive Back Stepiofd4 Mext | Cancel
Scope

4 Information
Select 3 scope that you want to deploy this application o Global w sz thiz page to 4=
5 o

applications that
Mztadata Services (MDS) or that
antage of the Oraclke

ion Development
Framewark {Cracle ADF).

Archive or Exploded Directory

Javz EE archives, == (WAR files), EJB Modules (EJB JAR files), Resource Adapter Ma, RAR files), Coherence Archives (3AR files).

JOBC Modules, JM =5) can be deployed. You can also deploy an archive that is present on the sener

nterprise Manager is running If your application is a SOA
composite, uss the S04

ming. Composite deployment wizard.

s on the machine where this Web brow:

. e If your spplication is not 2 S04

| Chegse File | ofsll_147.ear oc?‘mposi".epar it doas not require 3
MDS repository or ADF
connections, th u can deploy
your application using this wizard

Browse... or the Oracle Weblogic Senver
Adrrinistration Console.

Archive or exploded directory is on the server where Enterprise Manager is running.

Deployment Plan

e deployment settings for an application. You can uss a previously saved deployment plan for this

you can opticnaly edit the deploym 'an and save it for 3 future deployment of this spplication. If
Il be crested automatically during the deployment process when deployment canfiguration is done. The
u deploy a library.

met plan is not app

# Create 3 new deployment plan when deployment configuration is done.

) Deployment plan is on the machine wh

s Web browser is running.

[ Choes Ho file chosen

Deployment plan is on the server whers Enterprise Manager is running.

Browse...

Note

A deployment plan can be used to easily change an application's WebLogic Server con-
figuration for a specific environment without modifying existing deployment descriptors.
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Sample plan.xml

<?yml version='1.0"' encoding="UTF-8'32>
<deplovment-plan xmlns="http://xmins.oracle.com/weblogic/deployment-plan" xmlns:xsi="http:// www.w3.orqg/2001/MLSck
<application-name>of=llrel</applicaticn-name>
<variable-definition>
<variable>
<name>Web ofsllrel contextRoot</name>
<value>ofsllrel</value>
</variable>
</variable-definition>
<module-override>
<mpdule-name>ofsllrel.ear</module-names>
<module-typerear</module-type>
<module-descriptor external="false">
<root-element>weblogic-application</root-element>
<uri>META-INF/weblogic-application.xml</uri>
</module-descriptor>
<module-descriptor external="false">
<roct-element>application</root-elements>
<uri>META-INF/application.mml</uri>
<variable-agsignment>
<name>Web ofsllrel contextRoot</name>
<xpath>/application/module/web/ [context-root="cfsllrel"] /context-root</xpath>
<operation>replace</operation>
</variable-assignment>
</module-descriptor>
<module-descriptor external="true">
<rooct-element>wldf-resource</rooct-element
<uri>META-INF/weblogic-diagnostics.xml</uri>
</module-descriptor>
</module-override>
<module-override>
<module-name>ofsllrel.war</module-name>
<module-typerwar</module-types>
<module-descriptor external="Ffalse">
<root-element>weblogic-web-app</roct-element>
<uri>WEB-INF/weblogic.xml</uris
</module-descriptor>
<module-descriptor external="false">
<rooct-element>web-app</roct-elements>
<uri>WEB-INF/web.xml</uri>
</module-descriptor>
</mpdule-override>
<module-override>
<module-name>empty . jar</module-name>
<mpdule-typercar</module-type
<module-descriptor external="true">
<root-element>weblogic-application-client</roct-elements>
<uri>META-INF /weblogic-application-client.xml</uri>
</module-descriptor>
<module-descriptor external="false">
<root-elementrapplication-client</roct-element>
<uri>META-INF/application-client.xml</uri>
</module-descriptor>
</module-override>

Click ‘Next’. The following window is displayed.

OIRACCL_E Enterprise Manager Fusion Middleware Control 126

weblogic
OFSLLREL_domain @

Seimcr Archive Select Targes

Apptoation Anributes

D Java EE

Target Back | Step Zars | Mext | | Cancet
Select the WeblLogic server or cluster that you want this appiication to be deployed to.
Setect Mame

Type Deployed Applications
[ AdrminSeruer Cracie WebLogic Serer

OFSLL_mManagedSener Cracie WebLogic Seres

= WWS_sanagedSener

Oracie WebLogic Serwer
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7. Check target server as per the requirement ‘OFSLL_ManagedServer and click ‘Next'.
The following window is displayed.

ORACLE Enterprise Manager Fusion Middleware Control 12c

OFSLLREL_domain &)

o O e =0
Sslect Archive Select Target Application Deployment Settings
Attributes

Deploy Java EE Application: Application Attributes

4 Hide Deployment Summary

Archive Type Java EE Application (EAR file)

Deployment Plan  Craate 3 new plan

Deployment Target OFSLL_ManagedServer

Scope Global

Deployment Type  Application

* Application Name  ofsll147
Archive Version /14.7.0.0.0-b85

Deployment Plan Version

Context Root of Web Modules
Web Module Context Root

ofsl147 war ofsll147

weblogic =

| Back | Step3ofd4  Next | Deploy Cancel

"y

+« I »

Target Metadata Repository

Select the metadata repository and specify the pantition in the repossory that the apphoation wil be degloyed .

T Repository Name mds-adf ,

Metadata Repositories

Select the metadata repository that the spplication will be deployed 1o,

Reposioy [ mamast v

Repository Details
Name
Type
Scope
Data Source
JNDA Location
Database Type
Database Mame
Database User

JDBEC URL

mds-adf
Databsse
Giobal
mds-adf
jdbeimdssadf
Oracle
oLLizs
OLL_MDS

jdbcroracle:thin:@mumDibzp.in.oracle.com:1521/0LL 122

5-5

Click . button to select Repository Name. The following window is displayed.
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9. Select Repository as per requirement and click ‘OK’.
OoORACLE Enterprise Manager Fusion Middlewsrs Control 12c

weblogic « -
OFSLLREL_domain €y
&) @) [ ] @]
Sslect Archive Select Target Application Deployment Settings
Attributes
Deploy Java EE Application: Application Attributes Back | Step3of4 | Mext | | Deploy | Cancel
-
Target Metadata Repository
Select the metadata repository and specify the pantition & the repository that the appfcation wil be deployed to.
* Repository Name mds-adf #
Repository Type Datshsse
* Partition  ofsll147
Distribution
® Install and start cation (servicing all requests)
2 Install and stam spplcation in administration mode (servicing only administration reguests)
Install only. Do not start
4 Other Options
® Use the defaults defined by the deployment's targets. Recommended selection.
Application
Amsi?t:‘i:ﬁ; ) Copy this application onte every target. During deployment, the fifzs will b= copied automatically to the managed servers to which the application is targeted.
Maske the application accessible from the sowrce kocation that it will be deployed on. You must ensure that esch target can reach the location.
® Use the same sccessibility s the application.
Dieployment
:;aunsi?:i{fl; Copy the deployment plan onto every target. During deployment, the files will be copied sutomaticaly to the manaped servers to which the application is targeted
Mske the deployment plan accessible from the source location that it will be deployed on. You must ensure thst each target can reach the location. =
age . . f 5
10. Enter Partition name as per the requirement and click ‘Next’.
ORACLE
Enterprise Manager Fusion Middlewsre Contral 120 weblogic * —

OFSLLREL_domain )

@] O @ [ ]
Select Archive Select Target Application Attributes Deployment Settings
Deploy Java EE Application: Deployment Settings Back Step4ofd4 Mest | Deploy | Cancel
4 Hide Deployment Summary &

Archive Type Jawva EE Applicati

Deployment Plan - Create a new plan
Deployment Target OFSLL_ManapgedServer
Scope Global
Deployment Type  Application
Application Name  ofsli147

Version V147

Context Root  ofsll147

Deployment Mode  Instsll and start appScaton (senvicing all requests)

Deployment Tasks
The table below lists comman tasks that you may wish to do befors deploying the 3pph
Mame Go Ta Task Description
Configure Web Modules rd Configure the Web modules in your application.
Configure Application Security rs Canfigure application policy migration, credential migration and other security behaviar.

4 Deployment Plan
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11. Click ‘Deploy’. The following window is displayed

Deployment Succeeded

Deployment of Application "ofsli147" is completed. The deployment changes are pending activation. Exit the wizard and use the Change Center to
activate or undo the changes.

Summary
Scope

Version

Deployed Archive
Location

Archive Type
Deployment Mode
Deployment Target

States

Gilobal

W14.7.0.0.0-635

fscratehiappifmwl Zeiuser_projects/domains/OFSLLREL _domain/sysman/upload/depioy
=ar

Java EE Application (EAR fils)
install and =tart application {senicing ail requests)

OFSLL_ManagedServer

Context Root

L [OFSLL,

ofcl147

4 Hide Progress Messages

147_\14.7.0.0.0-

[March 29, 2015 4:14:15 PM IST] Initiating deploy operation ...

[March 29, 2019 4

15 FM I5T] Saving the cracle configuration changes to archi

ive.
[March 29, 2013 4:14-18 PM IST] Archive: Zciuser_proj ains/OFSLLREL_domain
bé&archivelofsl_147.ear

[March 29, 2019 4:14:18 PM I15T] Targeting MOS repository: com.bea: Type=JOBC SystemBescurce, Name=mds-z4f to target OFSLL_ManagedServer.
[March 29, 2019 4:14:18 PM IST] Targeting MDS repository: com.bea Type=JDBCSystemResource, Name=mds-zdf to target OFSLL_ManagedServer

ed.

[March 29, 2013 4:14:18 PM IST] [Deployer.148140]The task canmot be processed further until the current edit session is activated. When this ocours, task

processing will continue. The user can exit the deployer tool without affecting the task.
[March 29, 2019 4:14:10 PM 1ST] Deploy operation completad.

loyl ofsll147_V14.7.0.0.0-

12. Click Close once the message ‘Deploy operation completed’ is displayed.
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6. Enabling SSL

The application is accessible only via https protocol; hence, after the deployment of the

application, you need to enable SSL.

To enable SSL

1. Login to console.

2. $Domain_Home > Servers > Manage Servers > Configuration > General. The below
screen is displayed.

Configuration button to allow others to edit the Sattings for OFSLL_ManagedSarver

domain, A
Lock & Edit Configuration = Protocols | logging  Dsbug | Monitoring | Control | Deployments | Senvices | Security | Motes
Liss Releae, Conbigumbion e General Clster | Serviess | Keystoes | S5L Federztion Senices | Deployment | Migration | Tuning | Overlosd
Domain Structure Concurrency | Health Monitoring | Server Start | Web Services | Coherence
OFSLLREL_domain (S

B~ Domain Partitions
[¥ Environment

Deployments Use this page to configure general faztures of this server such 25 default network commenications,
[~ Services
i~ Geourity Realms Wizw INDI Tree &

- Interoperahility
[~ Dizgnostics

Name: OFSLL_ManzgedServer A;‘:Iph;nurrenc name for this sarver instznce.  Mora
Info...
Template: (Mo value specified)| Change The template used to configure this server,  More
I Info...
(if] Machine: (None) Logic Server host computer {machine) on
How do L. =] which this server is meant to run. - More Info..,

» Configure default netwark connections (iF] Clustar: {Stand-Alone)

r group of Weblogic Server instances, to

» Creste and configure machines Ry Ml

s ] Listen Address: The 1D address or DN name this sarver uses o fisten
i i CHion nier

y. More Info..,

= Start and stop servers
» Configure WLDF diagnostic volume

Apply = sarver template Listen Port Enabled ved through

port.  More

System Status B
Heslth of Running Servers as of 1:22 BM Listen Port: 9003 The default TCP part that this server uses to listen for
) regular {non-55L] incoming connections,  More

ailed (] Info...
[ Critical {0}
[ (veroaded (0) 551 Listen Port Enabled Indicates whether the server can be reached through
[ Warning (1) the dafaul 5 rt. Mare Info..,
I 0K (3)

S5L Listen Port: 9503 The TCP{TP port at w

is server fistens for 551
connection reguests nfo...

[ 45 Client Cart Proxy Enabled heterSendat provies the (V]

hezder. Mare Info..

3. Check the ‘SSL Listen Port Enabled’ check box.
4. Specify the port for ‘SSL Listen Port’.

Note

It is recommended to disable http protocol.
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7. Mapping Enterprise Group with Application Role

Follow the below steps to add an user to the group

1. Login to Oracle Enterprise Manager 12c console (http://hostname:port/em).

2. Click WebLogic Domain > Security > Application Roles on the right panel.

OORACL € Enterprise Manager Fusion Middiewars Control 12¢ #2 WeblLogic Demain ¥ wieblogic =
F= OFSLLREL domain & v B
@ info Hol
Cert R , =N you own the edit session lock. To obtain the lock, click “Lock and Edit” in the Change Centar menu.

Serve Disgnostics >
on Server

Control

‘ Name AdminSsrer

Environment Security Reaims

Deployments Security Administrat

Clusgy JDBC Data Sources Wt Service Sscurity
Massaging » Application Folicies . =
Cross Cor S Applicstion Roles
[ystuster Machine State Health
Web S
Running oK

Cther Services ty Provider Configuration

Deplc S ) ol R oK
Administration e G- Bolieyt Running ok
‘ Refresh WebLogic Demain !
Security » Keystore
JMDI Browser
Dom:z System MEBssn Browser
B Weblogic Server Administration Conscle
Target Sit=map
" Target Informstion =
Columns Hidden 34 Servers 3of3
3. Select Application Stripe from the drop-down menu.
4. Click the arrow head button. Details of the existing Roles are displayed below:
ORACL € Enterprise Manager Fusion Middieware T Weblogic Domsin *  weblagic =

t-" OFSLLREL_domain &

Mar 29, 2018 431

’ tion roles se=ded by applications in single glotal policy stare when the applications
ar= registered. Th
¥ Policy Store Provider

4 Search

Select an spplication stripe and &

Application Stripe o
Role Name  Starts With ¥ »

iew w Wl Create E iz’ Detach

#

Role Name Display Name Desaription
Mo application rofes found

-1 ORACLE



5. Select the ‘Role Name’. Membership details of the selected Role Name are displayed

under Membership for "role_name"..

‘Weblogic Domain weblogic ¥

ORACLE Enterprise Manager Fusion Middlewsre Conirol 12c

38 M IST 4

Mar 29, 2015 4.

=== OFSLLREL_domain @
t- ‘WeblLogic Domain w

[Domain OFSLLREL domain'OFSLLREL domain =

Application Roles
Apglication roles are the roles used by securty sware spolicstions that are specfic to the application. These roles are seeded by applications in single global pofcy store when the
apgplications are registered. These are also application roles that are crested in the context of end users accessing the application.

P Policy Store Provider
4 Search
Selact an applcstion stripe and enter 5 search keyword for the role name fo search for roles defined by this application.

Application Stripe  ofsll147#/14.7.0.0.0-b25 v

Role Name  Starts With ¥ »
View Wl Create_.. B Create Like.. o Edit.. 3 Delete..
i
Role Name Display Name
OFSLL USER
3

OFSLL_USER

]

4 Membership for OFSLL_USER
Principal Display Name Type Description

DEMOSUPR

User

6. Click ‘Edit’. The following window is displayed.
ORACL_E" enterprise Manager Fusion Middlewsre Contral 12c Weblogic Domain ¥ weblogic ¥

F== OFSLLREL_domain ©
= | P Wb ogic Domsin. v Mar 23, 2019 5:07:05 PM IST 4)

domainfOFSLLREL domain * Application Roles = Edil n Role
OK Cancel

/Domain_OFSLLRI

Edit Application Role : OFSLL_USER

Role (or Enterprise Rols) is the group of uses designed st the enterprise leve! and typically used to assign = privilegs or permission. A role can slse contain other roles s members.

General

i14.7.0.0.0-b35

Application .

s OSI14
Role Name OFSLL_USER
Display Name OFSLL USER

Description
o

Members
An application role may need to be mapped to users or groups defined in enterprise LDAP server. or the role can be mapped to other application rodes.

View ¥ = Add Delete.. is] Detach
Name Display Mame Type
DEMOSUPR User

»

4

7. Click ‘Add”. Select type as Group. Click on the arrow head button.
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8. Follow the given steps to select the Principal ‘OFSLL_USER'’ to add and click OK. The
following window is displayed.

Add Principal

Specsfy criteria to search and select the applcation roles that you want to grant permssions to.
4 Search

o

Principal Nama  Staris wm‘

Display Mame Stars 'mm

Searched Principals
View » i Detach
Principal

Mo search conducted

A Advanced Option

[[] Check to enter principal name hers instead of searching from above. This option can be used for advanced scenarios related to custom authenticators,

9. Check the check box in Advanced options. Enter the name of Group manually.

Add Principal

Specify criteria 1o search and select the apglcation roles that you wWant 1o prant parmissions to.
4 search

Type Group

Principal Name Starts \Mﬂl

Display Name Swans vm
Searched Principals
View w i Detach

Principal Description
AdminChannelsers AdminChannelUsers can acoess the admin channel.

Administrstors Administrators can view and modify 3l resource sttributes and start snd stop servers.
AppTesters AppTesters group.

CrossDomainConnectors GrossDomainConnectors can make intar-domain calls from foreign domains.
Deployers can view all resource atiributes and deploy applications.

Monitors
Operators

Moniters can view and modify Sl ressurce Sttributes and perform operations not restrict=d by roles.
Gperators can view and medify all resource anributes and perform server lifeeycle operations.
OracleSystemGroup Oracle application software system group.

4 Advanced Option

1 Check to enter principal name here instead of searching from abc  Enter 256 or fewer characters. F-ced scanarios related to customn authenticators.

Type Gmup * Principal Mame  OFSLL_USER| x
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10. Click ‘OK'.
OQAC'—E‘ Enterprise Manager Fusion Middlewsre Control 12c

‘Weblogic Domain ¥ weblogic ¥

t-_ OFSLLREL_domain @
! : WebLogic Domain v Mar 29, 2019 5:07:05 PM IST 0

fDonnain_OFSLLREL domain'OFSLLREL_domain = Application Roles

Edit Application Role : OFSLL_USER

s designed st the enterprise level and typicslly used to sssign a privilege or permission. A ro'e can slso contsin other roles s members.

OK Cancel

Role {or Enterprise Role) is the group of

General

Application  coy147u14 700
Stripe

Role Name OFSLL USER

Display Name OFSLL USER

Description

Members
An spplication role may need to be mapped fo usars or groups defined in enterprise LOWP sarver, or the role can be mapped to other spplicaton roles.

View v == Add | Detach
Name Display Name Type
DEMOSUPR User
Group

OFSLL_USER

4

11. The following window is displayed with the confirmation message as ‘The Application role
of 'group_name' has been updated’.

OoORACLE Enterprise Manager rFusion Middlewsre Control 12

{ WebLogic Domsin ¥ weblogic ¥

OFSLLREL_domain @ 0
Mar 29, 2019 5:32:53 PM IST

—
= WebLogic Domain

£

@ Information
An application role OF SLL_USER has been updated.

fDomain_OFSLLREL domain'OFSLLREL_domain > Applic

Application Roles
Application roles are the roles used by security aware spplications that are specific to the spplicstion. These roles ane se=ded by applications in single global poficy store when the
at sre created in the context of end users sccessing the apphestion

spplications are ragisterad These are also spolication roles
P Paolicy Store Provider

4 Ssearch
Setect an sppication stripe and enter & search kayword for the role name to search for roles defined by this application.

Application Stripe  ofsll147#414.7.0.0.0-b25 v
Role Name | Stards With ¥ 4
Wisw v ‘Ml Create_. B Create Like.. Edit.  J{ Delete.
¥
Role Name Display Name Description

OFSLL_USER OFSLL USER

4

4 Membership for OFSLL_USER

Principal Display Name Type Description
DEMCEURR User
OFSLL_USER OFSLL_USER Group OFSLL USER
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8. Configuring JNDI name for HTTP Listener

1. Click ‘WebLogic Domain’ on the right panel. Select Security > Credentials.

ORACI_EI Enterprise Manager Fusion Middlzware Control 12¢

=== OFSLLREL_domain &

=

Monitoring

Serve Diagnostics
Conirol
Logs
Environment
Deployments
Clusty JDBC Dsta Sources
Messaging

Cross Component Wiring

Weblogic Domain weblogic =

v | AutoRefiesh OF j

Sep 16, 2047 1:36:47 PM IST )

=

" en you own the edit session lock. To obtain the lock, click "Lock and Edit™ in the Change Center menu.

3
on Server

Security Realms

Security Administration

Web Service Security

Application Policies =

Application Roles

Web Services System Folicies uster Machine State Health
Oither Senvices Security Provider Configuration Running oK
Deplc . TR 2
Adrninistration Audit Registration and Policy Running oK
Refrash WeblLogic Domain Cragentiale % Funning OK
Security Keystore
JNDI Browser
System MBean Browser
Doma
&8 Weblogic Server Adminisiration Console
Target Sitemap
Target Infiormation
. S — >
Columns Hidden 34 Servers 3of3
. ¢ . y . . . .
2. Click ‘Credentials’. The following window is displayed.
OIRACCL € Enterprise Manager Fusion Middiewars Control 126 M WWeBt ogic Domain - wmeblogic
== OFSLLREL domain &
o WebLogic Damain - Sep 15, 2007 13822 s =T R

Domain_OFSLLREL _domsin/OESLLREL _domain > C

Credentials

b Credential Stors Prowider

o Create tap
Credantial (=3

Moo credentiats fourd

re is the reposfiony of security data that ceri

- fes the
St Prownaer 16 Stare and mana cent

wthority of entities wsed by Java SE. Jawa EE, and ADF applications Applications can use the Credential Store. a single.
e

Cregentat ey » 7 Detach

Type Description
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3. Click ‘Create Map’. The following window is displayed.

Create Map

by & map name and a key nams. Typically. the

rresponds with

A credential is uniquely identified
H\Emnﬁanapplmalmn and all credentials with the same map name define a lngnsl gmupefc.reuennals
| stors be distingt.

such a5 the cradentials used by the application. All map names ina

* Map Name ofsiLhttp listener jndi

4. Enter Map name as 'ofsll.http.listener.jndi'.

5. Click ‘OK’. The following window is displayed.

ORACLE" i Fusion Cantrot 120
=== OFSLLREL_domain
== %5 webLogic Domain +

@ Information
i ofsILhttp. i jindi_ has been created

Domain_OFSLLREL domsin/OFSLLREL domain > Cradentials

Credentials
# cresential store (= the reposiory of seourity dais that oeriifes the suthority of enfities used by Java SE. Java EE. and ADF
‘consclidsted service provider 1o Store and Manage their credentisls secursiy.

¥ Credential Store Provider

View =  of Createmtap  -f- Create Key Eat. — CEEa A
Credential Type
R p————

i Weblogic Domain = | weblogic = au

Sep 16, 2017 2:25-28 Pra ST D

can use the Store. = single.

B Detacn

6. Click ‘Create Key’ Button. The following window is displayed.

* User Hame

* Password

* Confirm Password

Description

8-2
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7. Enter the followng details as per your requirement.
— Key: jndiname
— Credential: java:comp/env/jdbc/ofslIDBConnDS
— Type:Generic

ursu.m.ﬁsuzner.jndi

jndiname

Generic

(®) Enter as text () Enter map of propery name and value pairs

* Credential | jsus:comp/enwidbc/ofsIDEConnDS|

8. Click ‘OK’. The following window is displayed.

ORACLE & i Fusion Cantrol 120 T Wesloge Domain »  weblogic =
== OFSLLREL_domain &
= = WebLogic Domain « Sep 18, 2007 2:28:28 PM IST 4)
@ Information

The credential key, jndiname, has been created

/Domain_OFSLLREL domainOFSLLREL domain > Credentizls

Credentials

A credential store is the repository of security data that cerfifies the autharity of entities used by Java SE. Java EE, and ADF 2 ications can use the ial Store, a single.
consolidsted service provider to store and manage their credentisls secursly.

P Credential Store Provider

View =  wj Create Map = Create Key Edat_ Delete. Credentint ey b = Detach
Credential Type Description
b - ofshtpEstenss jndi
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9. Configure AQ-JMS Bridge

The following steps are to be performed to configure the AQ-JMS Bridge through the
Weblogic Console:

e Create Data Sources for AQ-JMS Bridge
e Configure MDB Flow

e AQ-JMS Topic Setup

e JMS Queue Configuration

e Configure External Client Certificates

e Create Credentials and System Policies
e Deploy MDB EJB

Note

Ensure that MDB EJB is not configured and deployed (i.e. OfsllAppQueue.ear deploy-
ment) on the same server on which the other WebServices are deployed.

9.1 Create Data Sources for AQ-JMS Bridge

1. Login to Oracle Weblogic 12¢ console (http://hostname:port/console).

ORACLE WebLogic Server administration Console 12¢

Welcome
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2. On successful login, the following window is displayed.

ORACLE Weblogic Server Administration Consale 12c

Change Center

View changes and restarts

Click the Lock & Edit button to modify, add or

delete iterms in this domasin.

! Lock & Edit

Release Configuration

Domain Structure

OFSLLREL _domain
#-Domain Partitons
E-Environment
i—Deployments

1 Services
-Security Rezlms
“Interopersbilisy
=} Diagnostics

@ Home Log Out Prafersnces

Home

Home Page

- Information and Resources

Helpful Tools

= Canfigure spplications

= Configure GridLink for RAC Data

Sourca

= Canfigure & Dynamic Cluster

= Recent Task Status

= St your conscle preferances

= Oraclk Enterpriss Manager

Domain Configurations

Damain

= Domain

Domain Partitions

Hoidol 2 « Domsin Parstions

+ Search the configuration « Partition Wark Managers

= Usa tha Change Cantar

= Record WLST scripes Environment

» Change Console prefarances « Servers

» Manage Console extensions = Clusters

= Monitor servars = Server Templates
= Mi Targets

System Status = Coharence Clustars

Health of Running Servers as of 11:23 AM

[ Failed (D}
[ crsal(@

Click Domain Name > Services > Data Sources. The following window is displayed.

Machines

Virtual Hosts
Virtuzl Tangets

-

ORACLE Weblogic Server aAdministration Console 12c

Change Center

View changes and restarts

Click the Lock & Edit button to modify, add or

delete items in this domain.
L Lock & Edit

Release Connguration

Domain Structure

OFSLLREL_domain
Bt-Domain Partitions
[F-Environment

Forsign JNDI Providers

Wiork Contexes

-XML Registries

£—XML Entity Caches
JCOM

i—Mail Gessinns

How do I...

Create JDBC generic data sources

Crezt= IDBEC Gridlink datz sources
» Creatz JDBC mult data sources
= Create UCP data sourcas

= Creste Proxy dats sources

System Status
Health of Running Servers as of 7:58 PM
Failed (0}

—
[ Crigical (@)
Overloaded (0}

{8 Home Log Out Preferences

Home >Summary of JDBC Data Sources

Summary of JDBC Data Sources

Configuration = Monitoring

ord Help |

General Information
= Common Administration Ta:
= Raad the documantation

= Aska question on My Orach

Resource Group Templates

= Resource Group Templates

Resource Gros

+ Rasource Groups

Deployed Resources

= Deployments

= Swore-and-Forward
Agents

M5 Modules
= Path Services

Bridges

Help |

a2 B

Welcome, weblogic |Caametted ta: OFSLLREL_domain

Y

sk Descriptions

e Suppart

Interoperability
= WTC Servers
= Jolt Connection Poais

Diagnostics

= Log Files

= Diagnostic Modules

= Built-in Diagnostic Modules:
= Dizgnostic Images

= Regquest Performance

= Archives

= Context

= SHMP

» Interceptors

Charts and Graphs

S PECEPARE S RS

B

Welcome, weblogic |Cumd to: OFSLLREL_domain

L

A JDBC data source is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC

connections. Applications can look up 2 data source on the JNDI tree and then borrow a database connection from a dat=

source,

This page summarizes the JDBC data source objects that have been wested in this domain.

¢ Customize this table

Data Sources (Filtered - More Columns Exist)
Click the Lock & Edir button in the Change Center to activate all the buttons on this page.

New - | [Delete Showing 1to 3 of 9 Previous | Next
Mame &4 Type | JINDI Name Targets
AG-IMS-DB Generic | jdbc/agimsdb OFSLL_MznzgedServer
jdbc/dbk105nlEIBDS  Generic | jdbe! JBDS WS_| ver
LocalSveTolDataSource  Generic | jdbe/LocalSweTblDataScurce | AdminServer
mds-adf Generic | jdbc/mds/adf AdminServer, OFSLL_ManagedServer
OFSLL Ganeric | jdbe/of=iDBConnDS AdminServar, OFSLL_ManagedSarver
o = z AdminServer, OFSLL_ManagedServer,
opss-2udit-DBEDS Generic | sdbc/AuditAppandDataSource | ey Tt e
v . - AdminServer, OFSLL_ManagedServer,
= i r . |
opss-audit-viewDS Generic | jdbc/AvditViswDataSource | T ey
i o AdminServer, OFSLL_ManagedServer,
opss-data-source G=neric | jdbc/ CpssDataSource W5_Mana it
WLSSchemaDataSource  Generic | jdbc/WLSSchemaDataSource
New - | [Delete Showing 1t 9 of 9 Previous | Next

9-2
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4. Click ‘Lock & Edit’ button on the left panel. Click ‘New’ on right panel and select ‘Generic

Data Source’.

ORACLE Weblogic Server Administration Console 12¢

e ° B

Change Center 8 Home Log Out Breferences [2x] Record Help Q
View changes and restarts Welcome, weblogic | Connected to: OFSLLREL domain
Mo pending changes axist, Click the Release ot Sy of MIOC Dot froures
g:nr:fil:rabon butron to allow others o adit the Sy T Dars S
Lock & Edit Configuration = Monitaring
Release Configuration
A JDBC data source is an object bound to the INDI tree that provides database connectivity through a pool of JDBC
Domain Structure connections. Applications can leok up a data source on the INDI tree and then borrow a database connection from a data
OFSLLREL_domain saures.
~
This pags summarizes the JDBC dets source objscts that have been crested in this domain,
-Deployments
=+Sernvices r Customize this table
- Massaging
—Data Sources Data Sources (Filtared - More Columns Exist)
i+ Persistent Storss: )
i—Forsign JNDI Providers LNew> | |Delete Showing 1to 9 of 3 Previous | Mext
-—Work Contexts Generic Data Sou I [ I
ype ame arge
B fiaie R ——
icom " Multi Daa Souros Generic | jdbc/2gymsdb OFSLL_Manzgedserver
Mail Sessinns, prowy Data Source |7 GRS jdbc/dbk10SnIEIBDS W5_ManagedSarver
=) - ic | idbes inSas
How do .. = UCP Dats Source Lrce  Generic | jdbo/LocalSveThlDataScurce | AdminSarver
Generic | jdbe/ mds/=df AdminSarver, OFSLL_M; edSer
. & FBC genssic data sorirces = neric | jdbe! mds/=: minSarver, _Manag rver
. = IDEC GridLink dats sources [ | oFsie Genaric | jdbc/ofeiDBCONNDS AdminServer, OFSLL_ManagedSarver
e [ | epss-audic-DEDS Generic | jdbe/ AudinAppendDatasoures | A0MinServer, OFSLL ManagedServer,
WS_ManagedServer
. = UCP dats sources
” =] AdminSas OFSLL d
& Pty et i E i fAn . |
. = Provy dats sources [ | opss-audit-viewDs Generic | sdbe/ AuditviewDatasource | A" RIS o
e ic | sdbet " AdminServer, OFSLL_ManagedSarver,
System Starus = [ | ops=-datz-source Generic | jdbo/ OpssDatsSource We, MansgadSarvar
Hezlth of Running Sarvers z= of 7:58 PM [ | wiLSSchemaDatsSource  Generic | jdbc/WLSSchemaDataSource
Failed {0) | Nevew | |Defete Showing 1to 9of 3 Pravicus | Mext
v
rinadad (0}
ORACLE WebLogic Server Adminisiration Console 12
Change Canter i Home Log Out Preferences [ Record Help Q Welcome, nzblngi¢:|tbnnemed ¢ OFSLLREL_domain
View changes and restarts Home >Summary of Servic=s >Summary of JDBC Data Sources

No pending changss exist, Chck the Relesse Create a New JDBC Data Source

Configuration button to allow others to edit the

domain. Finizh| || Cancal

Lock & Edit

JDBC Data Source Properties
Release Configuration

The following properties will be used to idendfy your new JDBC data sounce.
dicates reguin

- Domain Partitions What would you = o name your new JDBC data sourca?
[# Ervincnment

- Deploymants ] T Name: AC-IMS-DB

[F- Sarvices

What scope do you want to areate your data source in ?

Scape Global[v]

‘What JNDT name would you like to assign to your new JDBC Datm Sourca?

%] INDT Name:
Jjdbc/agimsdb
How do L.. -
= Create JDEC generic data sources
W

+ Creste LLR-enzbled JDBC dats sources

System Status
Health of Running Servers as of 2:45 PM

What darzbasa type would yau like to selea?

Database Type: Oracle
T Failed (0) '
; seical () :
[ Critical (0] Back| |Nest| [Firish| || Cancel|
T Overloaded (0)
I Warning (0}
o)

6. Specify the following details:
Enter Data source Name
Enter the JNDI Name as ‘jdbc/agjmsdb’.

ORACLE



Note

If required, you may specify any other JNDI name, but ensure to use the same JNDI name
during other configuration steps.

— Select ‘Oracle’ as Database Type.

7. Click ‘Next’. The following window is displayed.

CORACLE webLogic Server Acminisiration Senssie 126 s 2 202020000 o I

Change Center @) Home Log Out Breferences Record Halp |

L=
ie onnes e e e
T e
others to =dit the Create a New JDBC Data Source
N ——
08¢ Data Source Propersies
e B W e T e D A S e

Database O
Twpe:

what dasabass culd
supported by Oracle WebLo:

Drivar:

How do L. =

DBC genaric data =

8. Select the Database Driver ‘Oracle's Driver(Thin XA) for Services
connections;Versions:Any’.

9. Click ‘Next’. The following window is displayed.

Create a New JDBC Data Source
Back | | Next | Finish | Cancel

Transaction Options

You have selected an X4 JDBC driver to use to create database connection in your new data source, The data source will support global transactions and
use the Two-Phase Commit' global transaction protocol. No other transaction configuration options are available.

Back | | Next | Finish |Cance|
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10. Click ‘Next’. The following window is displayed.

ORACLE WebLogic Server Administration Conzale 126

Change Center
View changes and restarts
No pending changss exist, Click the Relaase
Configuration button to allow others to edit the
domain.

Lock & Edit

Release Configuration

Domain Structure
OFSLLREL_domain

[#+-Domain Partitions A

[*-Environmient:
i—Deployments
[EHSanvices
[#-Masszging
—~Datz Sources
i Persistent Stores
—Forsign JNDI Providers
i—Work Contexts
XML Registries
%ML Entity Caches

JCOM v

—Mail Sessinns

How da L.. B

» Create JDBC generic data sources

+ Crzate LLR-enabled 1DBC datz sources

System Status E
Hezlth of Running Servers as of 8:07 PM

[ Failed (D)
[ Crital(0)
[ overloaded (0}
[ Wamning{0)
k()

& Home Log Out Preferences Record Help | &

O

Welcome, weblagic |Cumd to: OFSLLREL_domain

Home >Summary of JDBC Data Sources

Create a New JDBC Data Source

| Back

] | [FiER] | Gancel|
‘Connection Properties
Define Conmection Properties,

What is the name of the database you would like to connect to?

Database Name: OLLDB

What iz the name ar IP address of the databass serer?

Host Name: ofsll.oralce.com

What is the port on the datzbase server ussd to connact to the databass?

Bowt 1521

What databasz account user name do you want to use t create databasa cennections?
Database User Name: OFSLLREL
What is the datzbase account password to use to creste datzbase connections?

Password:

Confirm Password: TTTIIT] ®

Additional Connection Properties:

oracle.jdbc.DRCPConnectionClass:

11. Enter the Database details.

ORACLE



12. Click ‘Next’. The following window is displayed.

ORACLE WebLogic Server administration Conzale 122

Change Canter

View changes and restarts

No pending changes evist, Click the Release
Configuration button to allow others to edit the
domain,

Lock & Edit

Release Configuration

Domain Structure
OFSLLREL domazin

#-Domain Partitions A

[#Environment
i~ Deploymeants
~}Sanvices
#-Messaging
—Data Sources
i~ Persistent Stores
—Faorzign INDI Providers
—Work Contexts
HML Registries
ML Entity Caches
oM v

t—Mail Sessings,

How da L.. 2]

» (reate IDBC generic data sources

+ (Create LLR-gnabled JDBC datz sources

]

System Status
Health of Running Servers as of 8:07 PM

[ Failad (0)

| Critical (1)

[ Overloadad (0}
: =

Warning (0]

0

(4]

@ Home Log Out Preferences. |fe| Record Help | ]
Welcome, weblogic | Connected to: OFSLLREL_domain
Home »Summary of JDBC Data Sources
Create a New JDBC Data Source

Test Configuration | | | Back| | Next

Finish | || Cancel

Test Database Connection
Tast the database availability and the connection properties you provided.

Wihat is the full package name of JDBC driver class used to create databass connections in the connection paol?

Driver Class Name: [0 ic iane OracleDriver

What is the URL of the database to connect to7 The format of the URL varies by JDBC driver,

URL: jdbe:oracle:thin:@/lofsl.oralce.com: 1521/0LLDB

What database account user name do you want to use o create database connections?

Database Usar

|OFSLLREL
Name:

What iz the datzbase zcoount password to use to create datzbase connections?
Password: LTI YT T

Confirm Password: |y oy oy puunsnssnnnnt

What are the proparties to pass to the JDBC driver when creating database connections?

W
Properties:
13. Click ‘Test Configuration’. On completion, displays a confirmation message as
‘Connection test succeeded’.
14. Click ‘Next’. The following window is displayed.
ORACLE weblLogic Server Adminisiration Conscle 12¢ b=
Change Center =, Welcome, weblogic | Connect=d w: OFSLLREL_domain

Wiewe changes and restares

Mo pending changes sxist, Cick the Ralaase

Configurstion buten to aliow othars t edit the
domain.

Look & Edit

==d to deploy the data scurce =t = later time.

[ Adminserver

‘OFSLL_ManagedServer

[ ws_ManagedSarvar

Back| [W=2] | Einish Cancai

rgets w deploy your new IDBC dats source. If you don't select a target. the dats source will be crested buc

15. Select target Server as ‘OFSLL_ManagedServer'.

16. Click ‘Finish’ to activate the changes.

ORACLE



9.2

Update the following parameters in JDBC data source connection pool:

1. Select Services > Data Sources > select the AQ_JMS_DB data source > Connection
Pool.

2. Initial capacity and Maximum capacity is defaulted to 30, if the number of concurrent
users are more this needs to be increased.

Click Advanced button and update the ‘Inactive Connection Timeout’ to 300 seconds.
4. Click 'Save' and restart the Data source.
Similarly create ‘QueueAppDS’ data sources which is used by MDB for all database related

operations by following the steps mentioned in above section (Create Data Sources for AQ-
JMS Bridge).

e Create data source name as QueueAppDS
e Update the JNDI as jdbc/QueueAppDS

Do not perform the JDBC data source update and instead follow the below steps to configure
the created ‘QueueAppDS’ data source:

e To Enable GRI (Generic Recovery Interface) CLOB logging from MDB to DB, click
Advanced button and deselect the 'Wrap Data Types' check box.

e Set the ‘Inactive Connection Timeout’ to 300 seconds.

Configure MDB Flow

To configure the MDB Flow from Weblogic Console, do the following:
1. Login to Oracle Weblogic 12c console (http://hostname:port/console).
2. On the left pane, click 'Services'.

3. In Messaging tree click ‘JMS Modules’. The following window is displayed.

ORACLE WebLogic Server Administration Conscle 12c
Change Center i Home Log Our Preferances [52] A= Halp | =y Welcome, weblogic | Connerred m: OFSLLREL_domain
View changas and restarts Home =Summany of Services =Summary of IDEC Deta Sourcss »Summary of Services = Summany of TMS Modules
Click the Lock & Edit button o modify. add o Summary of JMS Modules
defete isems in this domain,

Lock & Edit

IME system resources are canfigured and stored as modules simifar to standard Java EE modudes. Such resources include quaues, topics,

Feleace Conhyeaton connection factories, templates, 1 kays, quota, dis queues, distributed topics, foreign servers, and JMS stone-and-forward
g {SAF) parameters. You can administratively configure and manage JME systam madules as giobal system resources.
Domain Structure This page summarizes the JM5 systerm modules that have been created for this domain.
OFSLLREL domain
- S ~
; Dn".|=|n hsshismies b Customize this table
[ Enwviranment
g [5’51?"‘“5'3 IMS Modules (Filt=red - More Columns Exist)
- Sarvices
=1-Messaging Click the Lack & Fdit button in the Changs Cantsr to activate all the buttons on this page.
JMS Sanvers
+-Store-and-Forward Agents New | [Deleie Showing @ o 0 of 0 Previous  Next
M5 Modules -
Path Sanvicss Mame & Type

There are no itams 1o display

New elete Showing 0 w0 of 0 Previous  Nest

+ Configure IMS system modules
= Configure resources for IMS systemn medules

System Status

Health of Running Sarvers as of 3:03 PM
Failed (0)
Critical {0}
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4. Click 'New'. The following screen is displayed.

ORACLE wWeblogic Server Adminisiration Consale 12c

Change Canter @ Home Log Out Preferences [ Record Heln | a Welcome, weblogic | Conneceed to: OFSLLREL_domain
View changes and restarts >Sumnmary of Servioes >Sumr f Services > Summary of JMS Modules
No pending changes exist, Click the Release Create JMS System Module
Eonﬁ;_».uiuun button to allow others to edit the
jomain,

Back| |Mexi Finish Cancal

Lock & Edit
The following properties will be used to identi ur new module.
Release Configusation el ey

T B R o R S
connection factories, templates, destination keys, quota, distibuted queuss, demibuted topics, foreign sarvers, and IMS store-and-forward
{SAF) parameters, You can administratively configura and manage IMS systern modules 2= global system resources,

~

* Indicates required f
Deployments
[~ Sarvices . £
1 : What would you ke to name your System Module?
[l -Mes=aging
+--IMS Sarvers 2
- Store-and-Forward Agents Maine ACUMSModule
IMS Modules
Would you like this new IMS System Module 1o be restricted o & specific resource group template or resource group ?
o Scape: Global[v]
Forsinn INDT Brovidars % 3

What would you k= t name the descriptor file name? If you do not provide 2 name, a default will be assigned,

How do L.. =]
Descriptor File Name: ACIMSModule

= Configure IMS system modules

= Uik W s Where would ke to place the descripror for this System Module, refative w the jms configuration sub-directory of your domain?

System Status =} Location In Domain:

Hezlth of Running Servers as of 2:07 PM

Failed (0) Back| | Mexi Cancal
Critical {0}
I Overloaded (0}

5. Specify the following details:
— Name: AQJMSModule
— Descriptor File Name: AQUMSModule

6. Click ‘Next’. The following window is displayed.

ORACLE weblogic Server Administration Consola 12c

Change Canter 1l Home Log Out Preferences [

Welcome, weblogic | Connecs=d w: OFSLLREL_domain

View changes and restarts e

= Summany of TMS Modules

Mo pending changes exist, Click the Releasa Create JMS System Module
on buttan to allow others to edit the:

Back| | Mext

Cangal

Thae follawing properties will ba usad to target your new JMS system module.

Usa this paga to select the sarver or cluster on which you would bk t deplay this JMS system mods. Yeu can racanfigurs targsts latar if
o wish,

Targers :

Servers

Store-and-Forward Agents [ Adminsarvar
IME Morles
Path Services

OFSLL_ManagedServer

~ [ ws_ManagedServer

=2 Back| |MNext

Cangsl

- Configure IMS system modules
- Configure TMS sanvers

System Status =
Health of Running Servers as of 3:08 PM
T Failed (0)
sical (0}
Owerloaded (0)

[ Warning (0}
I o (2)

7. Select target servers as ‘OFSLL_ManagedServer'.
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8. Click ‘Next’. The following window is displayed.

COTRACL & wwebLogic Server -

Pace T Indicare whathar vou wans to ITImediscely S5 FESOUTSSS T This JMS SYSTRM MOoGUIS SfaT T IS Crested. IMS resources

9. Click ‘Finish’ to activate the changes. The following window is displayed.

OIRALCLE wWeblLogic Server Admirssiration Console 12c

Change Canver @ Home Log Out Braferances [;

a, Welcome. weblogic | Connectad w: OFSLLREL_domain
Wiewe changes and restares R O ¥l S S
Messages

=7 Sericms = Summmany of IMS MoSules
Click the Lok & Scirbutton m modify. add or
delets marms in this darmain.  All changes have been activated. Mo restarts are necessary.

Lok & Edit

v of IMS Modules

- IS systam rasscurces are somfigured and stored as modulas similar 1o standard Javs EE modas. Such rassurces includs quawss, tpics,
Domain Structure connection facuories, templates, destinaton keys, quota, distributed quewes, distributed tmpics, farsion servers, and M5 store-and-forward
OFSLLREL dornain (SAF) paramaters. You can sdrminsrativaly configure and manags JMS syssem modules a5 Gobal Systerm resources.
- Domain Sarmnons -~
ColCiahi This page summarizs the JMS system modhsbes that have besn created for this domain.
Deployrments
15 Sarvices

B Customize this tabla
=1-Messaging

M5 Servars. IMS Modules (Filtarad - More Columns Exist)
Store-and Forward Agents

L s Modules ‘Click the Lock & £ button in the Changs Canter to activate all the buttons on this pags.
Path Sensces
- Beideme Foeei| | Deieie Showing 1o 1 of 1 Previeus  Next
Data Sounces:
Persissant Starss ~ | | Name < | Tyee
- FRnsinn L B [0 | Agamsmouie | 3155y ==mResourc=
Howr do T... = Tiee| [Delete

Showing 1o 1 of 1 Pravious Next
= Configure M5 system modules:

+ Configura rescurces for IMS system modules

Haalth of Running Sarvers as of 3:10 PM
[ Failed(o)
[ crseal{n)

T Wiarning (0}
N O (3)

10. Click on the JMS Module that you created. The following window is displayed.
ORACLE Weblogic Server Adminisiration Consale 12c _/\

P —— @ Home Log Out Preferences | o belp | @
View changes and restarts Welcome, weblogic | Canneceed m: OFSLLREL_domain

Click the Lack & Edit button w modify, add er Heme s ey OF Srvicex S Somomany
delete isems in this domain, Sertings for AQIMSModule

Dat= Sources »Sismmary of Ssrvices > Surms > AQIMSModule

Lock & Edit

Configuration = Subdsploymants | Targets | Security  Motes

Domain Structure Thiz page displays general information sbour a M5 system module and it resources. Tt al=o sllows you to configure new resources and

ORI ot access eisting resources.

[ Domin Partitions ~

[ Erviranment Name: AGIMSModule y=t=m module.  Maore Info..

- Degloyments

[ Services
Scope: Global

) Messaging
IMS Servers
Descriptor File Name: FmsAQIMSModula-jme.xmi The name of tha JMS module descriptor file.  More
Info...

~ This page sumnmarizes the IMS resources that have been created for this IM5 system modue, inchuding queue and togic destinations,
Vi e connection factories, JMS templates. destination sort keys. destinstion guata, distributed destinations, foreign servers, and store-and-
e 2 LIRS forward parameters,
How do L.. 1=k
« Configure quotas for destinations P Customize this table

« Configure TMS templates
= Configure destination kays
= Configura topics

Summary of Resources
Click the £ack & Edit buron in the Changs Canter t activate all the burtons on this page.

« Configura quaues Wew| [Delate Showing 0 to 0 of 0 Previous | Next

« Configura connection factories 7

- Configuri unifcern ditributed trgics MName &4 | Type | JINDI Name Subdeployment Targets

= Configure unform distributed queuses There arz no items to display

» Configure foreign servers Rewi| [DelstE Showing @ to 0 of 0 Bravious | Next

« Configura IMS SAF

System Status
Health of Running Servars as of 3:11 PM b 4
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11. Click ‘New’ in ‘Summary of Resources’ section. The following window is displayed.

ORACLE  WebLogic Server Adninsiston Console 122 s 2 o B

e — @ Home Log Out Preferences [&] Record Hebp | (8,
View changes and restarts Welcome, weblogic | Connacted to¢ OFSLLREL_domain
Mo pending changes exist, Cick the Relesza Home >Summanry of Servioes >Summery of JOBC Delz Sources >Summary of Senvices >Summarny of JMS Modules =AQIMSModule
Eﬂnﬂf‘aigl;muunhmnmalmmma:htﬂﬁ P 2 Newe TMS 5 Module R —
Lock & Edit |Back| | Nest| [Firizh| || Canest |
Release C
Choose the type of resource you want to create,
Domain Structure
OFSLLREL = \Use these pages to create resources in 2 IMS system madule, such 25 queuss, topics, templates, and connaction factories,
E"Mai“ Partitions o Depending on the type of resource ywou select, you are promptad to enter basic information for creating the resource, For targetzhble
'+ Emvironmerit rasources, like stand-zlone queues and togics, connection factories, distributed queuss and wopics, mrei%n sarvars, and JMS SAF
- Deployments destinations, you c2n also proczed to targeting pages for sslecting appropriate ssrver targets. You can also associzts tergetable
- Senvices resources with subdeployments, which is an advanced mechanism for grouping JMS module resources and the members to server
| El-Messaging resources,
| = IMS Sarvers
i +Store-and-Forward Agents A . = 7 5
- () Connection Factory Defines = sat of connaction configuration parameters
[ IME Modules that are usad to oeste connections for JMS
i+ Path Senvices dhiants,  Mare Info...
[H-Bridges
| {~Data Soarces ) Queue Defines & point-to-point destination type, which ane
i 1 Persistent Stores v used for asynchronous peer communications.
| iErweinn DT Prosiders miessage delfivered to a queue is distributed m
one consumer.  Mare Info..,
How do L.. =1
i) Topic Defines a publish/subscribe destination type, which
» Configure quotas for destinations are used for asynchronous pesr communications, &
« Config miessage deliversd to 2 topic i distributed to all topic
vt W werriaess consumers.  More Info..,
+ Configure destination keys
« Configure topics () Distributed Queue Defines = set of quﬂﬁﬂat are
= multiphs M5 servers, wihi
=iy groe single, logical quews to IMS dients.  Mare Info...
» Configure connection factories
= Configure unform distributed topics () Distributed Topic Defires 2 et of topics that are dewibuted on multiplz
Confs I IMS servers, but which are accessible 25 3 single,
* AR AT e logiczl topic to IMS diants.  More Info...
» Configure forsign servers
» Configure IMS SAF ) Foreign Server Defines forsign messaging providers or remote
Wieblogic Server instances that are not part of the
current domzin,  More Info..
System Status = v
Heslth of Running Servers s of 3113 PM O Quota e e e e e S

—_—

2. Select ‘Foreign Server’ as the option for type of resource to be created and click ‘Next'.
The following window is displayed.

B e )

13. Specify the name of the Foreign Server as ‘AQForeignServer’ and click 'Next'. The
following window is displayed.

OIRACLE webLogic Server Adminisyaton Gonso 125 B o Bh

Change Canter 1@ Home Log Out Preferences [5] Record Help =%
AP ke e e e e Welcome, weblogic | Connectad to: OFSLLREL_domain
1k ik e et ekt Rminc Hame > Surmmary of Services >Sumrmery of JOBC Defe Sources =Sumemary of Sericm > Summa—y of MS Motules > AQIMSMadule
Gonfiguration burwan o aliow others t edit the = — = =
LaeE el Back| [M=d| |Finish| || Advanced Targsting | | [ Gancei |
Release
The following p ies will be used to target your new JMS system module resource
Domain Structsre
=TTT = WUse this page to view and acoept the default targets whers this JMS resource will be targsted, The default targets are based on the
E - dornair s arent IM5 system module tangets. TF you do not want to accept the default targets, then dick Advanced Targeting to uss the
Hi-Comalo Forhitons subdeployment meachanism for targesng this resource,
rvironment
oymanss
Sarvices The following JMS modhde targets will be used as the default targets for your new IMS system module resounce. If the module's tangets

are changed, this resource will 2isc be ratargered appropristely.

reers
i Store-and-Forward Agents Targers :
-IMS Modules
|+ Path Saruicss
- Bridges [servers |

—Data Sources

et M |

i-Foreion INDT Broviders

How do L. = Back| [Mext| |Finish| || Advanced Targeting | | | Cancel

- Configure quosas for destinations
« Configure JMS templates

« Configure destination keys

- Configure topics

- Configure queues

Configure connection factories
Configure unform disTibuted mpics
Canfigure unform disibuted queuss
Configure forsign sarvers

Configure M5 SAF

System Status = ~
Health of Running Servers as of 3:13 AM
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14. Click ‘Finish’ and activate the changes. The following window is displayed.

ORACLE WebLogic Server Adminstston Console 122 s 2 © B

Change Canter ﬁHomeLngOLtﬂrefe'mcEERecmdﬂdp|
Vicks oo sl et Walcame, weblogic | Cannscced to: OFSLLREL_damain
T S S — Home >Summary of Services > Summeny of 1050 Dets Sources =Summany of Services 5Summary of JMS Modules > AQIMSMedule
to ke fect, Messages:
& Activars Chanpes & The foreign server was orsated successfully,
Undo All Changes ] ing= for AQ:
Domain Structure Configuration  Subdeployments | Targets | Security | Mates
OFSLLREL_domain
- Domai 3t ~
i Em'ir::‘::;"“’" This pags disslays geners information about 3 JMS sytem module and = rasources. It slso sllows yo to configurs new resources and
¥ acress existing resources,
Deployments
[= Barvices
Eh-Messaging Name: AQIMSModule The name of this JMS system madule,  More Info...
1 IM5 Servers
Store-and-Forward Agents Scope: Global Specifies if the TMS system module is scessible
IMS Modules within the dormain, 2 partition, or a resource group
Dath Services template.  More Info...
B Bridges
Dats Sources Descriptor File Name: jms/AQIMSModula-jme.xml The name of tha M5 module descriptar file.  More
Parsistent Stores ny Infa...
Foweinn INDT Broviders
How do L. (=] This page summarizes the JMS resources that have been created for this JMS system miodule, inchuding queue and togic destinations,
connection factorias, JMS tamplates, destination sort keys, destination guota, distributed destinations, forsign servers, and store-and-
« Configure quotas for destinations forward paramaters.
= Configure IMS templates
= Configure destination keys r Customize this mble

= Configure topics

Summary of Resources
= Configure qusues

= Configurs connection factories |bew | | Delete | Showing 1to 1of 1 Previous | Next

= Canfigure unform dismibuted wpics ]| Mame & Type INDI Name Subdeployment Targets

. Configure uriform deétribumed queves

+ Configure forsign sarvers [ | AQForeignserver Fareign Server WA Defauit Targeting OFSLL_ManagedSarver

« Configure M5 SAF New| [Delgi= Shewing 1o Lof 1 Previous | Nes
System Status =

Health of Running Sarvers as of 2:17 PM b 2
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15. Click on the Foreign Server that you created. The following window is displayed.

Undo All Changes Configuration  Subdsployment | Notes "
Domain$ General Destinations | Connaction Factories
OFSLLREL domain Save|
[ Domin Parttions ] i
[ Enviranment
1~ Deployments 4 foreign server represants a JNDI provider that resides outside 2 Weblogic Server, It contains information that hows WebLogic
= Server to reach tha remotz INDI providr, This way, 2 number of connection factory znd destination objects (quevss or mpig anbe
| E-Messaging defined on one JNDT directaory, Use this page t configure  foreign server,
LIS Servers
m;ﬁgmrﬂ Agents (| Name:  AQForsignenver The name of this foreign server, More Info...
I U
1 Fath Sanviczs — . : —_—
-Brid ]".D.I oracle jme ACjmsInitialCi 'I'h:a name of the caslls Ll:.al‘ must be |n5l2.=n:aB:"Ln
L Sowt; Initial access the JNDT provider, This class name depends
e | Context an the JNDI providr and the vendor that are being
|~ Persistent Stores Factory: used, Maore Info...
+-Freinn DT Broviders
g AINDL | The URL tha Weblogic Server wil use to contact the
fsvdo} C’?nrmﬁnn ! INDI provides, The syntax of this URL depends on
. i URL: which INDI provider i being used, For WabLogic
* Crestefoeign comecton actorizs IMS, leave this field bank if you are refarencing
» Cresta foreign destinations Weblogic MG objects within the same chster, More
Info...
System Status 81 mor Any Credantials that must be sat for the INDT
X ; Properties provider, Thesa Credentials will be part of the
Health of Running Servers as of 319 PH Credential: IE:me:’E wil be JB;EB.‘: direg,- to rﬂ; consiTuctnn
P rthe JNDI provider's InitiziContext class, Note: For
Falled (1 secure edential management, use the Cradentizl
Critical {0 field, Using the Properties fiekd results i the
E— R credential being stored and displayed & originally
™ Viamig [ﬂ} d entered  More Info..
I ) ke
JNDL
Droperties
Credential:
INDI Properties: Any additional properties that must be set for the
ldatascurce=idbe/aginsds INDI provider, Thesz properties will be passad
R A directly to the constructor for the INDI provider's
InitizlContext class. Mare Info..,
v
W
M (i7] Defaul Targeting Enabled Specifies whether this M5 resource defaults t the
ARSI B EFUISER LRI G i o] B b

16. Specify the following details:
— Enter JNDI Initial Context Factory as ‘oracle.jms.AQjmslInitialContextFactory’.
— JNDI Properties as ‘datasource=jdbc/agjmsdb’.
— Ensure ‘Default Targetting Enabled’ option is selected.

17. Click ‘Save’.
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9.3

18. Select ‘Destinations’ Tab and click ‘New’ to create new destination. The following window

ORACLE webLogic Server administration Console 120
Change Canter @ Home a, Welcome. weblogic | Connected w: OFSLLREL _domain
Viewe changes and restarrs o= == = o S raary or 3Ms

Create a New Forsign JMS Dastination

Pending changes exist. They must be activated
to aks =fect.
o Activabe Changes

oK| |[cancal

Wndo All Changes.

Foreign Destination Properties

The following propertes will be used to idensfy your new forsign dessnation.

= Endic uiired! fisids

* Mame: AQUMSQueue

Local INDI Mame: AmsiagOTsiCusue

Remote INDT Name: Queves/OFSLL_OUTBOUND_Q >

OK| [Cancel

= Configure forsian servers

}

Creste forsign connection factories

System Status
Health of Runming Ser

Fai

19. Specify the following details:
— Name: AQJMSQueue
— LocalJNDI Name: /jms/aq/OfsllQueue
— Remote JNDI Name: Queues/OFSLL_OUTBOUND_Q

20. Click ‘OK’ and save the changes.

21. Select ‘Connection Factories’ Tab and click ‘New’ to add new connection factory. The
following window is displayed.

OMRACLE webLogic Server Adminsiraton Console 12
Preferences [

Change Center & Home Log

View changes and restares

Welcome. weblogic | Conneced to: OFSLLREL domain

Pending changes axist. They must be scivatad = =
o ek e Create a News Foreign JMS Connection Factory

&7 Activabs Changes

oK| |Cancel
Unoic All Changes.

Foreign Connecticn Factory Properties

The following properties will be used to identfy your new foreign connection factory.

* Mame: AQofsHCF
Local JNDI Mame: fAimsiagfOfICE

Nt cr AL e XAQueueCeonnectionFactony

oik| |Cancel

- Configurs forsign sarvars
= Creste forsign destinations

System Status
Health of Running Serve

Fa

22. Specify the following details:
— Name: AQofslICF
— Local JNDI Name: /jms/aq/OfslICF
— Remote JNDI Name: XAQueueConnectionFactory

23. Click ‘OK’ and save the changes.

AQ-JMS Topic Setup

AQ-JMS Topic Bridge facilitates for group publishing to set of subscribed users. In a
configured setup, a published message is sent to all the interested subscribers. Accordingly
zero to many subscribers will receive a copy of the same message.
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9.3.1

Create AQ-JMS Topic Bridge

To configure the AQ JMS Topic from Weblogic console, do the following:

1.

Login to Oracle Weblogic 12c console (http://hostname:port/console).

2. On the left pane, select Services > Messaging > JMS Modules. The following window is

displayed.

OIRACLE weblogic Server Adminisiration Console 12c

Change Center
Wiews changes and restares
Click tha Loct

Seimte marrs in this darman

Lock & Eait

& Sir buttan w modify, add or

1@ Home Log Ouc Praferences

Wl vebiogic | Conmaciad t: GFSLLAEL doms

IS systern resources

ars configurad and stored as modules similar to standard Java EE ez, Such rescurces includs queues, topics,
facoories, campiates. Fomy= mucta. Gue Sopics, Farsign servers_and IMS stace-andhforward
Yol e=n Dol Sviremn ramources.

[

configure and mansgs JMS system modules as o =yee

This page summarizes the TMS system modules that have besn crested for this domain.

b Customize this table
IMS Modules (Filtered - More Columns Exist)
Click the £ock & £ button in the Changs Canter to acsivass all the buttons on this page-

Dste= Showing 150 1 of 1 Previcus

-
C—— [Twee
[ [ acamsmecis [ m=syemmmmasoures
e Shoving 1w Lof L Prevow  Teew

Howr do I...

- Configurs TS system modules

- Configura ressurces for 3MS Sysmerm modules

Swetem Status
Health of Running Servers as of 3:29 BM

Click '"AQJMSModule'. The following window is displayed.

ORACLE weblogic Server Administration Console 12¢

Change Canter
Views changes and restares

Click the Lock & £l button  modify, add or
delete iterms in this domain.

Lock & Edit

<

Welcome, weblogic | Connected t: OFSLLREL_domain

1@ Home Log Out Preferences [5] fecord

Settings for AQIMSModule

Configuration | Subdeployments

Targets | Security

Motes

Domain Structure
OFSLLAEL_domain
[~ Domin Partitions
[%- Environment
Deployments
¥ Sarvices
Security Realms
[~ Intaroparability
[ Dizgrastics

This page dislays general iformation about a JMS system module and i resources. It also sllows you to configure new resources and
access existing resources,

MName: AQIMSModule More Info...

Scope: Global

Descriptor File Names

JmsAQIMSModide-jms.xmi

This page summarizes the JMS resources that have besn crested for this JMS system module, inckiding queue and topic destnations.
connection facmories, JMS, ination sort keys, ination quota, distril destnations, forsign servers, and store-and-

How do I... =

- Configurs quotas for destinations

- Configurs TS templates

- Configure destination keys

- Configure topics

- Configure quaues

- Configure connection factories

« Configure uniform distributed topics
« Configure unform distributed queuss
« Configure forsign servers

= Configure IMS SAF

forward paramaters,

b Customize this table
Summary of Resources

Click the £ock & Edit burton in the Changs Center to activate all the buttons on this page.

M| [Deiste Showing 1to 1of 1 Previous | Nex
| Name 5 | Type | INDT Name | Subdeployment | Targets
[ | AcForegnsaner | Forsign Server [ mea | Defauit Targesng | oFsLL_Managedserver

Newi| [Delete

Showing 1to 1 of 1 Pravious | Ne

System Status =] ‘

Health of Running Servers as of 3:30 PM
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4. Inthe Summary of Resources section, click 'New'. The following window is displayed.

ORACLE WebLogic Server Adminsraton Console 120 s 22 °oB

Change Canter @ Home Log Ot Preferences [&] Record Help | &
Wik el el Welcome, weblogic | Connectad to: OFSLLREL_domain
No FEI'dIN; changa axist, Cick the Relesse Home >Summary of Servioes >Summery of Services: 145 >Summary of JMS Modules >AQIMSModule
ﬂnnf'aigl:‘.llﬁdun button to allow others to edit the it B AN St Ml FlEoit
Lock & Edit

|Back | | Mext| [Finish| || Cancel|

L Release Configuration |
Choose the type of resource you want to create,

Domain Structure
OFSLLREL domain LUse these pagss to create resources in 2 JMS system module, such 2= queuss, topics, templates, znd connection factories,

B~ Domain Partitions Depanding on the typz of resource you select, you are prompted to enter basic information for creating the resource, For targetsble

[ Environment resnurces, like stand-alone quaues and togics, cannection factories, distributed quaues and topics, forsign sarvers, and IMS SAF

i Deployments destinztions, you can also procesd to targeting pages for sslecting appropriate server targets. You can 2lso associzts targetzble

[# - Sarvices resources with subdeployments, which is an advanced mechanism for grouping JMS madule resources and the members to server

i~ Security Reslms resourcas,

- Interoperability

¥ Diiagnastics () Connection Factory Defines 2 sat of connaction configuration paramaters

that are usad w oeste connections for IM5
clients,  More Info...

) Queue Defines 2 point-to-point destinatio
used for asynchronous pesr comim
meszage defiverad to a queue i distri
ane consumer.  Mare Info..,

pe, which are

How do L.. =]
() Topic Dafines 2 publish/subscribe destination type, which

= Configure quotas for destinations are used for asynchronous peer communications, A

. message defivered to a topic is distributed to all topic
Configure JMS templates kit haenhiy

= Configure destination kays

» Configure topics () Distributed Queue Defines = sat of qusuﬁn:"at ?:.;‘E i b..msdbj\'

. - muktiple IMS servers, are accessible a:
ol guees single, logicel queus to IMS dhents, More Infa..,

+ Configura connection factorizs

= Configure uniform distributed topics (") Distributed Topic Defines = set of topics that are distributed on multiple

IMS servers, but which are acressible as & single,
logica! topic to JMS dients.  More Info...

Configure unform distributed queuss

S R SR
= Configure JMS SAF (®) Foreign Server Diefines forsign messaging providers or remate
WebLogic Sery are not part of the
curent domain,
System Status =1 v
Heslth of Running Servers as of 332 BM O Quota Controls the allotment of system resources availzble

5. Select 'Foreign Server' as the option for type of resource to be created and click 'Next'.
The following window is displayed.
COMRACLE  wWebiogic Server adminiraton Sonssie 132 =

B tore Loa Oue Preferances (A1 Record Hiale a
Welcome. weblosic | Conmaced t: OFSLLREL domain

Cremte = Piors 3015 Symtem Module Resource

Sscx| |Mesa| | Finisnl || Canes

Forcign Sorrer Proporios

The Follawing roparties will b smed wo idarty. your naw forion =
= andicates reguared fieics
= Mame: OreiiTopicrs

6. Specify the name of the Foreign Server as ‘OfsliTopicFS’ and click 'Next'. The following
window is displayed.

ORACLE el ogic Server Asmnsraton Cono 12 s o B

Change Center @ Home Log Out Preferences |54 Record Help &
View changes and restarts Welcame, weblogic | Connectad to: OFSLLREL _domain
No panding changes mast, Chck the Ralaasa Mo >Summary of Servies » Summery of Seraces: JMS > Summary of JMS Moduies > AQIMSModuls
Ganfigurerion busan te aliow cthersto sdit the = — = =
CEEE Back| [[ed| |Finish| | [Advanced Tangeting| | [Canesi |
HRelease
The follow ses will be used to target your new JMS system module rescurce

CESITREL = Use this page to view and acrept the default targers where this JMS resource will be targeted, The default targets are based on the
ol < garant JME system module targets. I you do not want w acoest the default wrgets, then dick Advanced Targeting w us= the
Subdeployment machanism for targetng this resource,

| Deloymants
F-Serviee= The following JMS modkde targets vl be usad as the default targets for your nevw JMS system module rescurce. IF the module's targets
il S are changed, this resource wall 2iso be retargeted approprizsely.
=
[ Dizgnastics Targets :
[server= |
“ OFSLL_ManagedServer
Howr do L. = Back| [Mext| |Finish| ||Advanced Targeting| | | Cancel

+ Configure quotas for destinations
= Configure JMS tamplates

+ Configurs destination keys

= Configure topics

+ Configura quaues

- Configure connection factories

= Configure undarm diswibuted mpics
=~ Configure unform distributed queves
« Configure foreign sarvers

= Configurs IMS SAF

System Status =
Health of Running Servers as of 3:34 PM
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7. Click 'Finish' and activate the changes.

8. Click on the Foreign Server that you created. The following window is displayed.

Ungo All Changes. |

General | Destinations | Connection Faciories ~
Domain Structure
OFSLLREL_domain LiSaxal
[# - Domain Partitions
¥~ Environment A forsign server represants a JNDI provider that resides outside = WebLogic Server. It contains information that sllows WebLogic
Server to reach the remote INDI provider. This way, a number of connection factory and destination objects (queuwss or topics) can be
definad on one INDI directory, s this page to configure = forsign server,
W
& 45 Mame:  OfsliTopicFs
INDI oracle jms AGjmsinitialCr
Initial
nbext
Factory:
aE| INDT
How do I... = Connection
URL:
+ Create foreign connection factorizs
« Creste forsign destinations
INDIL
System Status Properties
Heslth of Running Servers as of 3:36 B Credential:
yad as originaly
Confirm
INDI
Properties
Credential:

INDI Properties:

#5] Default Targeting Enabled TR A

subdeployment

9. Specify the following details and click 'Save'.
e Enter JNDI Initial Context Factory as 'oracle.jms.AQjmslnitialContextFactory'.
e JNDI Properties as 'datasource=jdbc/agjmsdb’.
e Ensure 'Default Targetting Enabled' checkbox is selected.

10. Select 'Destinations' tab and click 'New' to create new destination. The following window
is displayed.

ORACLE weblLogic Server Adminisiration Consele 12¢

Change Center i) Home Log Out Preferences |32 Record Help Q. Welcome, weblogic | Connecred tm: OFSLLREL_domain
View dlanga and restarts Home >Summary of Services =Sus =s: 5 #Summary of JMS Modules >AQIMSModule > 0fsiTopctS > Configuration
Pending changes exist. They must be activated Create a New Foreign JMS Destination
o tke effect,
& Activate Changes OK/| |Cancel
— e T — Foreign Destination Properties

Domain Structure
OFSLLREL_domain

The folawing propertiss will be usad o identy your new forsign destnation.

[# Domain Partitions * Indicats uired fisids

lf Enwironment

# 2:&2‘?: * Name: AQUMSTopic

L P it RSl N fimsiag/OfsiTopic
Rtz INDL Msme: Topics/OFSLL_OUTBOUND_TORIC
0K | Cancel]

How do ...

« Configurs fareign ssrvers

= Crazte foreign connection factories

System Status (=]
Health of Running Servers as of 3:33 PM

T Failed (0)

[ Critical {0}

[ Overloaded (0}

I Warning (0}
o)

11. Specify the following details and click 'OK' to save the changes.
e Name: AQJMSTopic
e LocalJNDI Name: /jms/aq/OfslITopic
e Remote JNDI Name: Topics/OFSLL_OUTBOUND_TOPIC
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12. Select 'Connection Factories' tab and click 'New' to add new connection factory. The
following window is displayed.

OMRACILE weblLogic Server Adminsiration Con:
@ Home L

=)

Welcome, webloegic | Connected w: OFSLLREL domain
SModule >OfIToparS >Confanration

ACIMSTopicGE

AMmsfagOTsITopic OF

ATopic ConnsstionFactony

13. Specify the following details and Click 'OK' to save the changes.
e Name: AQJMSTopicCF
e Local JNDI Name: /jms/aq/OfslITopicCF
e Remote JNDI Name: XATopicConnectionFactory

9.4 JMS Queue Configuration

JMS queue is used to hold webservice invocation exception messages. It provides a
mechanism for third parties to handle communication related failures.

Perform the following steps to configure JMS queue in application server.
e Create JMS Server
e Create JMS Module
e Subdeployment
e Create JMS Connection Factory
e Create JMS Queue
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9.4.1

Create JMS Server

1. Login to WebLogic Server 12c console (http://hostname:port/console). The following
screen is displayed.

ORACLE Weblogic Server Administration Console 12¢

Welcome

Log into work with the WeblLogic Server domain
Username: weblogic

Password:

2. Specify the Weblogic administrator user name and password and click 'Log In'. The
Oracle Weblogic home page is displayed.

-

Welcome, weblogic ‘ Connected to:OFSLLREL_domain

ORACLE WebLogic Server Administration Console 12¢
@ Home Log Out Preferences

4 Help \ Q

Change Center

View changes and restarts

Click the Lack & £dit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure

OFSLLREL_domain
-Domain Partitions

B-Diagnostics

How do I... =

« Search the configuration
Use the Change Canter
« Record WLST Scripts

« Change Console preferences

Manage Console extensions
« Monitor servers

System Status a

Health of Running Servers

[ Fakd(@
[ critial(®)
[ Ouerloaded (0}
[ waming (o)
I oK (2)

Home
Home Page
Information and Resources

Helpful Tools

= Configure applications

= Configure GridLink for RAC Data Seurce
= Configure a Dynamic Cluster

= Recent Task Status

= Sat your console preferences

= Orade Enterprise Manager
Domain Configurations

Domain

« Domain

Domain Partitions
= Domain Partitions
« Partition Work Managers

Environment

- Servers

« Clusters
- Sarver Templates
= Migratable Targets

« Coherence Clusters

« Machines

- Virtual Hosts

= virtual Targets

= Work Managers

« Concurrent Templates

« Resource Management

= Startup And Shutdown Classes

Application’s Security Settings

« Security Realms

General Information

= Common Administration Task Descriptions
= Read the documentation

= Ask a question on My Oracle Support

R

rce Group Templates

« Resource Group Templates

Resource

roups

* Resource Groups

Deployed Resources

« Deployments

Services
« Messaging

= M Servers
Store-and-Forward Agents
= IMS Meodules
= Path Services

= Bridges

« Data Sources

« Persistent Stores

« XML Registries

« XML Entity Caches

- Forsign INDI Providers
« Viork Contexts

. jcom

3. Click Domain Name > Services > Messaging > JMS Server.

Interoperability
* WTC Servers.
« Jolt Connection Pools

Diagnostics

~ Log Files

« Diagnostic Modules

~ Built-in Diagnostic Modules
- Diagnostic Images

+ Request Performance

+ Archives

- Context

« SNMP

« Interceptors

Charts and G
+ Monitoring Dashboard
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4. In the main window, click 'Lock & Edit'. The following window is displayed.

CRACE i it Y

Change Center @ Home Log Out Preforences [ Record Help | Q Welcome, weblogic | Connected to: OFSLLREL_domain
Vi ik e st Home >Summary of 1M5 Servers
No pending changes exist. Click the Release Summary of JMS Servers
Configuration button to allow others to edt the
domain.
Lock & Edit IMS servers act as management containers for the queues and topics in JMS modules that are targeted to them.
TR This page summarizes the JMS servers that have been created in the current WebLogic Server domain.

Domain Structure
OFSLLREL_domain

b Customize this table

A 1M Servers (Filtered - More Columins Exist)

New | |Delete

O

Showing 0 to 0 of 0 Previous | Next

Target

Name & ‘ Persistent Store

Current Target ‘ Health ‘ Scope ‘ Domain Partitions

M8 Servers
t-Store-and-Forward Agents
1--1MS Modules |New| [Delete
i—Path Services
H-Bridges
Data Sources
-Persistent Stores v
Farainn INDI Providars

There are no items to display

Showing 0to 0 of 0 Previous | Next

HowdoT.. =]

+ Configure JMS servers

« Configure JMS system modules

System Status a
Health of Runring Servers

[ Falld(@)
[ itical {0)
[ Overloaded (0)
[ Waming(0)
I 0K (3)

5. Click 'New'. The following window is displayed.

COTRACL A wweblouic Seiver Adminsrston Consoke 12

S —————p————————

SIS Se v

Wiould vou like this news JMS server 5o be restricted 5o = Specific resource Group templats or resource Group ?
scope: et~

e — =

- Confiours IMS system modules
- Configure custom persistent stores

6. Specify the JMS Server Name as ‘OfsllJMSServer'. Click ‘Next’, the following window is
displayed.
Create a New JMS Server
M M ‘ Finish |ﬂ
Select Persistent Store
Specify Persistent Store for the new JMS Server.
Persistent Store:

{none) || Create & New Store|

Back | | Mext ‘ Finish |Can:al

7. Select'None' as the Persistent Store type. Click 'Next', the following window is displayed.

ORACLE WebLegic Server Administration Console 12

Chisinge Ceiter {8 Home Log Out Preferences [5] Record Help | [ Welcome, nzblogic|(bnnemed to: OFSLLREL_domain
NMicke iy sl et st Homs > Summary of Services >Summary of Servicss: 45 = Summany of M5 Szvers »OfEIMSSarver >Summary of IMS Servers
Pending changes exizt. They must be activated Create a New JMS Server
to take effect.
4 Activate Changes Back| | Next Finish Cancal
Undo All Changes. Select targets
= Zalect the sarver instancz or migratzble tanget on which you would like to degloy this JMS sener,
Domain Structure
gPSLLREL_dcmah Target: OFSLL_ManagedServer|v|
[+ - Diomain Partitions =
B Eni
¥ E:;';:;:fr; Ssck| [N |Finish| || Cancel
i Services
~Security Realms

-

Interoperability

8. Select the target managed server and click 'Finish'.
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9.4.2

displayed:

ORACLE WebLogic Server Administration Console 12

Change Canter

View changes and restarts

Pending changes exisz. They must be actvated

to take affect
& Activate Chanpges
‘Undo All Changes

Domain Structure
OFSLLREL domain
[#- Domazin Partitions
[# Enwironment

i~ Deployments:

[¥ Services
~Security Realms
Interoperability
Dizgnostics

R

How do L..

Create JMS Module

9. Click 'Activate Changes' under Change Center. Once done, the following window is

@) Home Log Out Preferences [ Record Help Q Welcome, nzblogic|(bnnemed to: OFSLLREL_domain

Home >Summary of Services >Summary of Serv
Messages

5 =Summary of’

rver >Sommary of IMS Servers

## JM5 sarver created success!

Summary of IMS Servers

IMS servers act a5 managemant contziners for the gusues and wpics in JMS modules that zre targeted to them,

Thiz page summarizes the IMS servers that have been created in the current Weblogic Server domain.

[ Customize this table
IMS Servers (Filtered - More Columns Exist)

MNew | | Deletz Showing 1 to 1 of 1 Previous | Next

| A i Store Target Current Target Health

[ | ofslzmssener OFSLL_ManapadServer

OFSLL_ManzgedSarver

Showing 1to 1of 1 Pravious | Next

Login to WebLogic Server 12c console (http://hostname:port/console) by specifying the
Weblogic administrator user name and password.

Click Domain Name > Services > Messaging > JMS Modules. The following window is

displayed.

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Zack & £dfit button to modify, add or
delete items in this domain,

Lock & Edit

Release Configuration

Domain Structure
QA1435UP_domain

Environment
~Deployments
Senvices
- -Messaging
[IMS Servers
Store-and-Forward Agents
~IMS Modules
Path Services
&H-Bridges
~Data Sources

Forsion JNDI Providers

4}-Domain Partitions A

Persistent Stores v

HowdoI.. =]

Change Center

View changes and restares

No gending changes exist, Cick the Release
others to edit the

Configuration buen to aliow
domain.

Lock & Edit

Release

8] Home Log Out Preferences

Home

Summary of IMS Modules

IMS system resources are configured and stored as modules similar to standard Java EE modules. Such resources include queuss, topics, connection factories, templates,
destination keys, quota, distributed queues, distributed topics, foreign servers, and JMS store-and-forward (SAF) parameters. You can administratively configure and manage
JMS system modules as global system resources.

This

b Customize this table

IMS Modules

Click the Lock & Edit button in the Change Center ko activate all the buttons on this page

Welcome, weblogic | Connected to: OFSLLREL_domain

Help Q
>Summary of JMS Modules

page summarizes the JMS system modules that have been created for this domain.

New| [Detete Showing 1to 1 of 1 Previous | Next
Name & Type Scope Domain Partitions.
AQIMSModule IMSSystemResource Global

New| [Delete

Showing 1to 10f 1 Previous | Next

1~Forsign TNDT Providers
Work Contexts
HML Registries

+—3ML Entity Caches
FCom
M2 Sessinas

How do L.

+ Configure TMS system modules
 Configure IMS

rs

System Status

Haalth of Running Servers as of 5:59 PM
T Failed (0)

[ Crisical {0}
[ Overoaded (0)

[ Warring (0)

o (1)

Create 7MS System Module

3. Click 'New'. The following screen is displayed.

ORACLE weblogic Server Administration Consale 12c

1y Home Log Out Preferences Welcome, nehlogiclcnnnecned to: OFSLLREL _domain

Harme >Summary of Szrvices >Su

Back| |Mext| [Fimish| |[Cancel

The following properties will be used o identify your new module.

M system resources are configured and stored as modules simiar to standard Java EE modulss. Such resources indude quewss, topics:
ion Faczors e : Queves, e “opics, foreign ssrvers, and TS stors and-forward
g= IMS system modules as global system resources.

=S, , quoa,
{5AF) parameters, You can administratively configure and m:

== requrad

‘What would you ke o name your System Module?

* Name: OfslliMShodule

Véould you like this new JMS System Module to be restricted w 2 specific resource group template or resource group 7
Scope: Global[~]

Vihat would you ke to name the descriptor file name? IF you do not provide 2 name, a default will be assigned.
Descriptor File Name:

OfsllMShodule

Vihere would ke to place the descriptor for this System Module, relative to the jms configuration sub-directony of your domain?

Location In Domain:
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9.4.3

4. Specify the following details:

— Enter the System Module Name as ‘OfsllJMSModule’
— Enter the Description File Name as ‘OfsllJMSModule’

5. Click ‘Next’. The following screen is displayed.

ORACLE WebLogic Server Administration Console 12
Change Center 18 Home Log Out Preferences [£2] Record Help |

Home >Summary of Services >Summary of Se

View changes and restarts

No pending changes exist, Click the Relesss Create JMS System Module
Configuration button to allow others to edit the

domain, Back| |Mext| [Finish| || Cancel

Lock & Edit

Release Configuration

Domain Structure
OFSLLREL_domain

you wish,

The following properties will be usad to target your new JMS system module.

Usa ':'"_ishpage to select the sarver or dluster on which you would = m deploy this IMS syst=m modufe. You can reconfigure tarpets [ster if

Q|  Welcome, weblogic | Connectad t: OFSLLREL_domain

5 >Summary of IMS Modules

B Domain Partitions by
[# Environment Targets :
i Deployments
[7 - Sarvices
| 3] Mesz2ging Servers
i~ Diatz Scarces
{-~Parcistent Sioras [ adminServer
Forsign INDI Providers
i~ Work Contexts OFSLL_ManagedServer
HML Registries
—¥ML Entity Caches
- icom v [ ws_ManagedServer
Mzd Sessions
How do L. =] |Back| |Mext| [Finish| || Cancel

« Configurs M system modules

6. Select the target server and click 'Next'. The following window is displayed.

Create JMS System Module
Back | [Ned |Fimsn |Cancel

Add resources to this IMS system module

Use this page to indicate whether you want to immediately add resources to this IMS system module after it is created. IMS resources include queues, topics, connection

factories, and such,

|| Would you like to add resources to this JMS system module?

Back | | MNext |Fin\sh |Cancel

7. Click 'Finish' to save and activate the changes. Once done, the following window is

displayed.

(DORACLE weblogic Server Adminisiration Console 12c

Change Center 1@ Home Log Out Preferences [ fecord Help

View changes and restarts e s
Messages

Click the Lock & Fdlir button w modify, add or
delete iterms in this domain.

Lock & Edit

of IMS Modules

Domain Structure connection factories, templates, keays.

«# All changes have been activated. Mo restarts are necessary.

IMS system rescurces are configured and stored as modules similar to standard Java EE modules. Such rescurces inch

G Welcome, weblogic | Connact=d m: OFSLLREL domain

iomm: TS = Sty GF TMS Modubes

queses, topics,

OFSLLREL_domain
[~ Domain Partitions Lt
[ Ervironment
Deployments
[ Services
1-Messaging
Data Sources
Persistent Stores
—Forsign JNDI Providers
Work Contexts

b Customize this table

IMS Modules (Filtered - More Columns Exist)

quata, quaues,
(SAF) parameters. You can adminsratively configure and manags IMS system madules as global systam resources,

This page summarizes the JMS systam modules that have bean created for this domain.

Click the £ock & Edit button in the Changs Center tm activate all the buttons on this page.

pics, forsign servers, and JMS stare-and-forward

MML Registries New| [Delete Showing 1w 2 of 2 Previous  Next
1ML Entity Caches
sk ~ Name Type
M3 Sessinns
AQIMSModiule IMSSystemResource
How do I... =] ofsllIMSModule T —

+ Configure IMS system modules New| [Deists

- Configure resources for IMS system modules

Showing 12 of 2 Previous  Next

System Status =
Health of Running Servers as of 605 PM

Subdeployment

1. Login to WebLogic Server 12c console (http://hostname:port/console) by specifying the

Weblogic administrator user name and password.
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Click Domain Name > Services > Messaging > JMS Modules. The main window displays
the list of JMS modules available.

Select the created JMS module ‘OfsllJMSModule’ and click 'Subdeployments' tab. The
following window is displayed.

Configuration | Subdeployments | Targets | Security | Notes

This page displays subdeployments created for a JMS system module. A subdeployment is 2 mechanism by which JMS module resources (such as queuss, topics, and connection factories) are
grouped and targeted to a server resource (such as JMS servers, server instances, or cluster).

[ Customize this table
Subdeployments

New | | Delete

Showing 0to 0 of 0 Previous | Next

|

Name &% Targets

There are no items to display

New | | Delete

Shawing 0 to 0 of 0 Previous | Next

4. Click 'New'. The following screen is displayed.

OMRACLE weblLogic Server Administration Conscle 12c

[=)

Change Center
View changes and restarts

No pending changes exist, Click the Relesse
othars

1@ Home Log Out Preferen

Harme > Summary of Sarvies

Create 2 Mew Subdaploymant

Configuration buman to allow o =dit the
A Sae%| [MNexa| [Finish| || Gances
Lock & Edit
Subdeployment Properties
Release

[ Racard Help | Q

Welcome, weblogic | Conmected t: OFSLLREL_domain
duies > OFSIIMEModute

The folowing properties will be used 1o idensfy your new subdegloymeant.

* Indicates required fields

* Subdeplayment Nama:

Hack| [Mext| [Finish| || Cancel

OfsllUMSSD

5. Specify the Subdeployment Name as ‘OfsllJMSSD’. Click 'Next', the following window is

displayed.

ORACLE weblLogic Server Administration Console 12
Change Center

View changes and restarts

Mo pending changss sxist, Cick the Relazse

Configuration butmon to allow others o edit the:
domain.

Create & New Subdeployment

Back| | Next Finish Cancel

Lock & Edit

-
Felease C 7

Please select targets for the Subdeployment
Domain Structure

& Home Log Out Preferences [5] Record Help

a Welcome, weblogic | Cannectad t: OFSLLREL domain

vices: 45 >Summary of JMS Modulss >OfsIOMSModule

OFSLLREL domain ol
- Domain Partitions ke
St ol [ OFSLL_ManagedServer
i~ Daploymants
[ IMS Servers
1 ofsiimMsserver
{~-Forsign INDI Providers
i~ Work Contexts Back| [Mest| |Finish| || Cancet
¥ML Registries
AL Entity Caches
—c0m s

M=il Sascinne

6. Select the check box against the newly created JMS Server and click ‘Finish’. Once done,

the following window is displayed.
Settings for OfsllIMSModule

Configuration  Subdeployments | Targets = Security | Notes

This page displays subdeployments created for a M5 system module. A subdeployment is a mechanism by which M5 module resources (such as queues, topics, and connection factories) are

grouped and targeted to & server resource (such as JMS servers, server instances, or cluster),

{ Customize this table

Subdeployments
Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

New | [Delete Showing 1 te 1 of 1 Previous | Next
Name & Resources Targets
OfslIMSsD OfsllIMSServer

New | | Delete

Showing 1te10f 1 Previous | Next

You can further click 'New 'to create more Queues and repeat the steps explained above.
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944 Create JMS Connection Factory

1. Login to WebLogic Server 12c console (http://hostname:port/console) by specifying the
Weblogic administrator user name and password.

2. Click Domain Name > Services > Messaging > JMS Modules. The main window displays
the list of JMS modules available.

3. Select the newly created JMS module ‘OfsllJMSModule’. The following window is
displayed.

COIRACILE WeblLogic Server Asminisiration Consols 122 s 2 202000 0000 0 o I
Change Center @) Home Log Out Prefarsnces Record Help

a
i caenee s vesa e T
e e e

T —

Summany of IMS Modules
 Actiusts Changes

Unde &l Changes

35 system resources =re configures 2nd srored as modules Simier o st=ndars Jaya EE modules. Such resources include
u opics. ay=. quot Quesses, s Fon

s and manese IS syetarm

You can

This page summarizes the JMS system modules that have been creased for this domain.
B Customize this table
IMS Modules (Filtered - More Columns Exist)

Showing 1502 of 2 Previews  Mest

| &l |

1 | Ae3msnodule | 3msSystemResource |

7 | oremsmoduie [ p— |
= e r—— e —————

System Status

~
. ' 5 . . . .
4. Click 'New'. The following window is displayed.
Settings for OfsliJMSModule
Configuration | Subdeployments | Targets Security MNotes
This page displays general information about a IJMS system module and its rescurces. It also allows you to configure new resources and access
existing resources.

Name: OfsliIMSModule The name of this JMS system module. More Info...
Scope: Global Specifies if the IMS system module is accessible within
the domain, a partition, o resgurce group
template. More Info...
Descriptor File Name: jmsfOfsllIMSMoadule-ims.xml The name of the IJMS module descriptor file. More

Infa...

This page summarizes the JMS resources that have been created for this JMS system module, including queue and topic destinations,

connection factories, JMS templates, destination sort keys, destination quota, distributed destinations, foreign servers, and store-and-forward
parameters.

I Customize this table

Summary of Resources

Click the Lock & Ediit button in the Change Center o activate all the buttons on this page.

New Delete Showing 0 to 0 of 0 Previous | Next
| Name «% | Type | JNDI Name | Subdeployment Targets
There are no items to display
New Delete

Showing 0 to 0 of 0 Previous | Next

5. Click 'Next'. The following window is displayed.

Create a Mew IMS System Modnle Resonrce

Back naesce | |

Choose the type of rescurce ¥ou want to create.

s U prgies 160 € real e perraare en i1 o TMIS syeteren reseliles, e b cpes s, Lo s, Gernpslatens, arscl € oo D Fote Lo e
E=psnding on the type of resource you Ssisct, you are prompted to enter basic information for creating the resour sarg=tabie resources,
like stand-alon . = uted topics. Toreian servers. and JMS Sar destlnat o
o T Lo Lt e L < r oo = L. wirs fart sl S el Lt bkl T T
3N adwvanced m

ar e LR maboclo
To Sorvor rosourcos.

(= Cerererese Bians o doary configuration parameters that
< Tor i e
Qucuc
Topic

Listmbuted Quouc

ted on multipie
s a single. logical

Distributed Tonic buted on multole
S5 = =ingle, logical
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6. Select 'Connection Factory' option and click 'Next'. The following window is displayed.

e ) Create a Mew JMS System Module Resource

o Activsts Changes ~
Back | |Mext |Finish | Cancel

Undo All Changes

- Connection Factory Properties
Domain Structure

OFSLLREL domain The following properties will be wsed to identify your new connection factery. The current module i OfslIMSMadule,

+-Domain Paritons * R e ek
- Enviranment

Deploymants What would yau like to name your new connection factory?
hSarices

+--Security Reslms
H-Interoperabiliy

M= Of=llIMSCF
[-Diagnostics

What JNDI Name would you like to us= to look up your new connection factory?
JNDI Name: jms/OfsIlUMSCF

The Connection Fzctory Subscription Sharing Policy Subscribers can be used to control which subseribers can access new
subscriptions. Should subscriptions created using this factory be sharable?

How do L. =

Subscription Exclusive| v

» Configure quotas for destinations Sharing Policy:

= Configure IMS templates
3 i The Cliznt ID Policy indicates whether more than one JMS connection can use the same Client ID. Oracle recommends setting

+ Configure destination keys the Client ID policy to Unrestricted if sharing durable subscribers. Subscriptions created with different Client ID policies are

ahways trested 25 independent subscriptions. What Client 1D Palicy would you like to uss?

ClientID Policy:  [Restricted | v|

= connection factaries

e uniform distributed topics A connection factory can Emit the number of messages that can queved for an asynchronous session, Should this connection

= uniform distributad queues factory impose a limit?

facsign sarvers .
Maximum 10

IMS SAF Messages par

SiStEnESrms = Should this connection factory create sessions that are JTA aware, and create XA queves and YA topics?

] XA Connection Factory Enabled

iled (0}

~ Criscal () Should the zuthenticated user name be attached to sent if the IM5 dess is to support this
ik behavier ? o

Y

7. Specify the following details:
— Enter the Name of the Connection Factory as 'OfsllJMSCF’
— Enter the JNDI Name as ‘jms/OfsIlUMSCF’
— Select the check box "XA Connection Factory Enabled'
8. Click 'Next'. The following window is displayed.
Create a New JMS System Module Resource

Back | | Next

Finish ‘AdvancedTargetEng ‘ Cancel

The following properties will be used to target your new 1MS system module resource

Use this page to view and accept the default targets where this JMS resource will be targeted. The default targets are based on the parent JMS system module targets. If
you do not want to accept the default targets, then click Advanced Targeting to use the subdeployment mechanism for targeting this resource.

The following JMS module targets will be used as the default targets for your new JMS system module resource. If the module's targets are changad, this resource will also
be retargeted appropriately.

Targets :

Servers

~ OFSLLREL_ManagedServer

Back | | Next | Finish ‘Aclvanced‘rarget‘mg Cancel
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9.4.5

9. Click 'Advanced Targeting'. The following window is displayed.

ORACLE Weblogic Server Administration Consale 12¢

Change Center
View changes and restarts

Pending changss sxisz. They must be sctivared
to take affact.

«#_Activate Changes

Undo All Changes

e ___________° B

Welcome, weblogic |Ca':nxned to: OFSLLREL_domain
-Sumemary of IMS Modules =OfsIIMSModule

{83 Home Log Out Prefersnces

Record Help | Q@

Home =Summary of Services >Surmmary of Services: IMS
Create a New JMS System Module Resource

Back | [Hext |

inish | GCancal

Domain Structure
OFSLLREL_domain
+1-Domain Partitions
ronment
Deployments
H-Services
Security Realms
EH-Interoperabiliny
#-Diagnostics

= quotas for dastinations
IMS templates
s=stination keys

- Canfigurs quaues

- Configurs connaction facories

« Configure uniform distributed topics
- Config
+ Configurs forsign servers
« Configurs M5 SAF

nifarm distributad quauss

The following properties will be used to target your new JMS system module resource

Use this pags to sslect 2 subdeployment to = this system module resource. A subdeployment & 3 mechanism by which
IMS resources ars grouped and targeted oo a sarver instance, cluster, or SAF agent. If necessary, you can craste 3 new
subdepioyment by dicking the Create a New Subdeployment button. You can also reconfigure subdeployment targets
later by using the parent module’s subdeployment management page.

Select the subdeployment you want to uss. If you select (none), no targeting will ocour.
Subdeployments: OfsllIMESD [~ ]| Create a New Subdeployment

What targets do you want to assign to this subdeployment?

Targets :

Sarvers

[] 0FSLL_ManagedServer

IMS Servers

OfsllIMSServer

Back | [Mext |Fini5h | Cancel

Sustam Sratus =

10. Select the Subdeployments as ‘OfsllUMSSD’ from the drop down list.

11. Under JMS Servers, select the check box against 'OfsllJMSServer'.

12. Click 'Finish' to save and activate the changes. Once done, the following window is

displayed.

Messages

«# Connection factory created successfully.

Settings for OfslliMSModule

Configuration Subdeployments

This page displays general information about a JMS system module and its resources. It also allows you to configure new resources and access

existing resources.

Name:

Scope:

Descriptor File Name:

This page summarizes the JMS resources that have been created for this JMS systerm module, including queue and topic destinations,
connection factories, JMS templates, destination sort keys, destination guota, distributed destinations, foreign servers, and store-and-forward

parameters.

B Customize this table

Summary of Resources

New Delete

Targets | Security | Notes

OfsiiIMSModule

The name of this JMS system module. More Info...
Global Specifies if the IJMS system module is accessible
the domain, a pa on, Or a reso e group

template. More Info...

imsfOfslIMSModule-jms.xml The name of the IMS module descriptor file. More

Info...

Showing 1to 1 of 1 Previous | Next

Name & Type

JINDI Name Subdeployment Targets

OfsllIMsSCF

Connection Factory

imsfOfsliIMSCF OfsllIMSSD ofslloMsServer

New Delete

Create JMS Queue

Showing 1to 1 of 1 Previous | Next

1. Login to WebLogic Server 12c console (http://hostname:port/console) by specifying the
Weblogic administrator user name and password.

2. Click Domain Name > Services > Messaging > JMS Modules. The main window displays
the list of JMS modules available.
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3. Select the newly created JMS module ‘OfsllJMSModule’. The following window is
displayed.
ORACLE WeblLogic Server administration Console 12¢ _

Help Q Welcome, weblogic | Connect=d to: OFSLLREL_domain

Change Center @) Home Log Out Preferences

[ S Home =Summary of Services >Summary of Services: IMS >Summary of JM5 Modules > OfsllIMSModule
Click the Lock & Ediit button to modify, add or Settings for OfslDMSModule

delete items in this domain.
Configuration | Subdeployments | Targsts | Security || Notes
Lock & Edit

Release Connguration

This page displays general information about a M5 system module and its resources. It alss allows you to configure new resources and access
existing resources.

Domain Structure

OFSLLREL_domain

GH-Domain Partitions Name: OfslIMSModule The name of this JMS system module.  More Info...
EH-Environment

—Deployments Scope: Global Specifies if the IMS system module is accessible within
B} Services the domain, a partition, or a resource aroup

-Security Realms templata. More Info.

- Interoperability
E3-Diagnestics

Descriptor File Name: sms/OfsllIMSModule-jms. xml The name of the JMS module descriptor file.  More
Info...

This page summarizes the JM5 resources that have been created for this JMS system module, including queue and topic destinations, connection
factories, JMS templates, destination sart kays, destination quota, distributed destinations, foreign ssrvers, and store-and-forward parameters.

[P Customize this table
How do I... =]
Summary of Resources
= Configure quotas for destinations

Click the Lock & Edit button in the Change Center to activate all the buttons on this page.
= Gonfigurs JMS templates

- Configure destination keys Ticw| [Delete Showing 1to 1 of 1 Previous | Next
- Configure topics

R Name S Type INDI Name Subdeployment Targets

- Configure connaction factories [ [ofsiomscr | cannection Factory | smssotsiomsce | ofeiomsso | ofsitamsserver |

= Configure uniform distributed topics
Hew | [Delete Showing 10 10f 1 Previous | Next
« Configure uniform distributad queues

= Configure foreign servers

4. Click ‘New’. The following window is displayed.

ORACLE WebLogic Server sninisision Corsole 12 B 2 °oB

Change Center 1 Home Log 0wt Preferences [5d] Recors Hel | la.| Welcame, mHngi:|Ccnre:J=:l ta: OFSLLREL_domain
View changes and restacts Horme »Summary of Servio= = Surmary of Servces. JMS >Summany of M5 Module >OFIMSMadule
Mo pending chenges exist, Click the Asless Creste a New IMS System Madule Resouree
Corfiguration fuftan to sllow cifiers to edit
Hocr. |Back | | Mkt | Gl | [Cancsl|
ook & E

Choose the type of resource you want to create.
FRelessa Configurasion |

wrees in 2 IH5 myx =dulz, s i s
s Uis= thess pages to craste resoumces in 2 JMS system module, such 2= queues, topics, tampistes, 2nd connection factories

OFSLLREL domain Depending an th
B

== of resourcs you s=lect, you are prompte b snier Basic information o sresting e ressurce. Sor tegelsbie resources, like
Demsin PartRions stard-zlone queves and topics, connection factories, Qistributed queves and togice, Poreign servers, and JMS SAF cestinations, you can alss grovess
t= targeting pages for s=lecting sporoorists s=rver targets. You can slso azzociate targetabie ressurces with subdeglzyments, which is an adve
miechanizm far grouping JM5 module resources and the memoers to server resaurces.

Envircnment

rametars that

mnts. Mars

' Connection Factory Defines & set of connection configuration
are (med o creats connactions for

-

- Disgrastes Itz

Defines & paint-to-point destintion type, which sre us=d
for amymchronous pesr communications. A message
defiveras e i Sstributen to oaly ans
conzumar. Mare Infa..

! Topic Defires & publish/subscribe destinatian typs, which ars
us=d for ssynchronous pesr communications, A message

= =]
How do L. e to 2 topic is gestributed to 2ll topic

=y T2t are Smtributes on multipie
fich are accessifile a= a single, logical
to JM5 clients. More Info..

! Distributed Queus

! Distributed Topic Defines = set of topics that are distributed on mulips JMS
s=rvers, but which are sccmssible a=  single, logicel topic
to IMS clients. More Info...

: Fareign Server Dafirms formign messaging providers ar remate Weblogic
Server instances nat part af the current
domain. More Info..

— | Quota Cantrols the fiatment of system resources avalabie to
Syahtas Status = =tinstionz.  Mon= Infa...
Hesith of Runaing Servers == of 09:18

Destingtion Sort Key Defines & unique soit Sestinatio piy to
| — arriving messzges.  More Infa...
I Critizal (1)
[ Ovedosdes (3] ) IMS Template Defines = s=t of gefault configuration settings far multis -
pad Mmrm Tt

OIRACLE weblogic Server Adminisiraton Console 12c

e e e &
e
Pt ciimrge ety rrmant bmcanmemd e = mmry o Sarviems = Sumrmary ot Ser——: s

faeraihoiesy Z = o
S e e
Unda All Changes Dmes| [emse| | Cimisn| || Seess|

IMS Destination Properties
i The following propertes will be used o identfy your new Quass. The current module is OfsITMSModule.

OfsiluMSQueus

INDT Mame:

IPS/OfSIIMS Queus

Template: MNone [~
|Saek| [Nest| (Einisnl | [Canset]
=
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9.5

6. Specify the following details while creating new JMS System Module Resources:
— Enter the Name of the Queue as 'OfsllJMSQueue’
— Enter the JNDI Name as 'jms/OfsllUMSQueue’
— Select the Template as 'None'

7. Click 'Next'. The following window is displayed.

ORACLE WeblLogic Server Admi

Change Canter
Views changes and restarts

« Activat= Changes

L
ML Entity Caches
com

Mo Sessions

Howr do ...

= Configura quetas for dessinations

System Status =
Health of Running Sarvers as of £:16 PM

inistration Console 12¢
@ Home Log Out Preferences 5] Record Halp | Q
Welcome, weblogsc | Connected to: OFSLLREL_domain
Hrres = Summary o Servio=s > Summany ST Sereems: FS = Semmany of JMS Hodues = OrMSModue
Create a News JMS System Module Resource
Back| [f=E] | Finish| || Cancs:
ies will be used to new IMS system module resource

st=rn module resource. A subdepioyment is = mecha
cluster. or SAF agent. If nec

by which IMS.
<l o oen essary, you can creste = =
20 aise reconfigurs subdeployrment targets later by

Salect tha subdaploymant you went te uss. I you sslecs (nens]. ne targating will sozur,
Subdeployments: OfSllJMSSD[ ] | Craste = New Susdsployment
Vihat targats do you want to assign t this subdeployment?

Targers :

[Grs servars |

& OfsilIMSServer

Finish | || Cancal

8. Select the Subdeployments as 'OfsllJMSSD' from the drop-down list.

9. Click ‘Finish’ to save and activate the changes. Once done, the following window is

displayed.

Change Center
View changes and restarts

Pending changes exist, They must be activated
to take effect.

+? Activate Changes

Undo All Changes

ORACLE WeblLogic Server Administration Console 12¢

« Configure forsign servers

= Configurs JMS SAF

Welcome, weblogic | Connected to: OFSLLREL_domain

@ Home Log Out Preferences Record Help @

Home > Summary of Servicas >Summary of Services: JMS >Summary of JMS Modules > OfslDMSModule
Messages

«# The IMS Queue was created successfully

Settings for OfslJMSModule

Configuration | Subdeployments | Targets | Security | Notes

This page displays general information about a JMS system module and its resources. It also allows you o configure new resources
and access existing resources.

Name: ofslIMSMadule

Scope: Global

sms/OfsliIMSModule-sms.oml

The name of the JMS module descriptor file.  More

Descriptor File Name:

This page summarizes the JMS rescurces that have been created for this JMS system module, including queus and topic destinations,
connection facteries, JMS templates, destination sort keys, destination quota, distributed destinations, foreign servers, and store-and-
forward parameters,

B Customize this table

Summary of Resources
Showing 1 to 2 of 2 Previous | Next

[New| [Delsts
Name & Type JINDI Name Subdeployment Targets
ofsllIMSCF Connection Factory jms{CFsllIMSCE OfsllIMESD OFIIMSServer
ofsliMSQueue Queue smsfOfsllaMSQues ofsllIMssD OfsluMssarver

Showing 1 to 2 of 2 Previous | Next

New | [Delste

You can further click 'New 'to create more Queues and repeat the steps explained above.

Configure External Client Certificates

The Webhook option in OFSLL extends the support of interfacing with third-party applications
by sending REST API based notifications of changes through system generated Webhook

event actions.

In a Webhook setup you can notify the changes that are done in OFSLL by triggering
Webhook request as an event action and propagate the information to the dependant third-
party applications (client) through specific https communication channel.

For webhook HTTPS communication, client certificates are to be imported in Weblogic OPSS
keystore for each channel.
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Follow the below steps to import the certificates.

1. Login to the Oracle Enterprise Manager 12c console. (i.e. http://hostname:port/em)

2. Click on ‘Weblogic Domain’ drop-down list and navigate to Security > Keystore.

ORACLE. Enterprise Manager Fusion Migdiaware Control 12

E OFSLLREL_domain @

§5 Weblogic Damain

Servers Administration Server
3 » Hame AgominSarver
up
Hoat mumODtap.incrace com
Liaten Port 7001
Clusters Servars
Viaw w Wl create Dalsts cantol ~ Ep
»
Clustars
HName Status  Cluster
Admingarvanzdmin) +
Deployments Ianag vEr +
WE_Managedsanier +
. ‘ .
up
Domain Partitions
Domain Parfitiones ),
Rssourcs Group Tmplatas
L

Columns Hidden 34

3. Click on ‘Create Stripe’.
ORACI_E‘ Enterprise Manager Fusion Middiewars Contod 12¢

== QFSLLREL_domain @
- | B Webloglc Damaln v

domain/OFSLLREL domain =

ain_0FSL

Keystore

The Keystore ks a rep
you can create 3 s¥ipe, o

Itory of kayE and security certificates. Thase 3re arganizad Into namaspac
te 3 keystore within a s¥ripe, manage cerBleates in a keyslore

== Creata Keystore Desata
Protection
b [y Eysem nia
by opes nia
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Home:

Markaring ]
Deagnosics )
Cantral ]
Loge »
Emironment L
Deplaymants

JDSC DstE Sources

lagsaging >
Crose Companent Wnng »
Web Servicae
Machine State

Othar Sarvicas

Running |
Admirigiratian v

Running |
Rafresh WebLoglc Domaln |

Funning

Sacunty Rasims Sacurtty

Secunty Agministration

WD Sanvice Sacuriy Systam MSzan Srowsar

1
INDI Broweer |
lwt-_-:lg o Server Administration Console

Appication Falides
Apglication Ralze Targat Sizmap
System Boilciee Targat informatian
Securt iy Pravider :-JI"‘gLE'.OI‘

Audh Regrstration ang Pollcy

Credantials

Keystora

5 Weblogic Comain * wabiogic v g2

2pr 30, 2013 7:55:25 AM 15T 0

+ 3 keystore, Beiect e row in the table and ssiect 3 meny option. On MiE page
keystore
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4. Enter the Stripe Name as ‘OFSLL_STRIPE'.

Create Stripe

Enmer Siipa Name. Entar 3 unique EiNpe Name.

* Siripe
o)
Na OFSLL_STRIPE|

| OK || Cancsl

5. Click ‘OK’. The following OFSLL_STRIPE is created.

M Enterprise Manager Fusion Middiewars Control 120 T Wieblags: Damain « bt o 5
=== OFSLLREL_domain @
4 Viebiogk Damain #or 30, 2013 T:55:25 AM IST t)
€ Information [

The sbripa OF SLL_STRIPE has besan created.
/Domain OFSLLREL domainiOFSLLREL domain = Keyssare
Keystore

The Keystore ks a repository of k2ye and secunty c2riificates, Thase are arganized Into namaspaces callad “sinpes”. To wark with 3 sipa or 3 Keysiore, s2iect e row in the table and ssact 3 many option. On tis page
YOu can create 3 stipe, create 3 kaystore WERIn 3 sripe, managa certbzates In a keystors, change 3 Keystor pAEEwDRd, Of 021843 3 stripe of keysiore.

Wiew w == Creats $iipe == Creats Keystors  ){ Delste Manags Change Peasword | Dafsch
MName Protection
b [y EyEEm ma
F g opee na
[ ‘OFSLL STRIPE nia

6. Select the newly created ‘OFSLL_STRIPE’ and click ‘Keystore’.
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7. Enter the Keystore Name as ‘OFSLL_KSS’ and click ‘OK’.

Create Keystore

Keystors =
Strips OFSLL_STRIPE
Hama

*
Eayatore s
Y ame | OFSLL k=S

Protection @ Polcy o Password

Keystore
Password

Canfirm
Passwarnd

8. Select ‘OFSLL_KSS’ and click ‘Manage’..
ORACLE enterprisem Fusion 120

we=  OFSLLREL_domain @
£ WabLogle Damaln «

5 Weblagic Comaln v | wabéogie s

for 30, 2015 E:0103 AN ST 4)

/Domain_OFSLUREL domsi/OFSLLREL domain > Keysiare

Keystore
The Keysiore ks a repoeltory of kaye and securly allzd “siripes”. To work with a siipa or a keysiore, sefect s row In the table and select 3 mana option. On s page
you £an creats 3 £vipe, crEate 3 Kaystone wanin 3 evipe, nﬂnageczmnaterﬂme. N3NGE 3 KSYEN0NE pIEEWONY, oF 2123 3 EINDE or keyEiors.

Wiew w o Creats Strips < Creata Keystors  { Delate oo Manage Change Pessword e Delech
Name Protection
L na
F [ opee na
4 [y OFSLL_STRIPE na
& OFSLL XS Fadicy
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9. Click ‘Import’.
DM Enterprise Manager Fusion Middizwars Convol 122

wmm  OFSLLREL_demain @
= & weblogk Domaln v
[Domain OFSLLREL domain/OFSLLREL domain = Keyskre > Manage Camicales
Manage Certificates: OFSLL_STRIPE/OFSLL_KSS§
To generaie 3 naw key pair (pubilc 3 private key) and wiap Me publis key InIC 3 cersicale signad by the Cama CA, oick "Ganarate Keypalr. To generate a Cercaie Signing Requast {CER), Eeiact 3 cartiNeats ram
U create 3 CSR, BEnd i 1o your GA who wil venfy your Is2nsty and retum 1he signad cartiicats. To Imgort the CA EIgned certifcate o trustad cart, cick IMpant. You can ooly

130/2 and clics “Gensrais CEF. Afler yai
Import e CA-zigned camicate to 1he Eame key T2 OER was

#5 WeblLogic Domaln v | webiogic v i

#pr 30, 2019 E:03:02 &M 15T t)

Change Password =" Detach
Certificate SHA1 Fingerprint

Export Dstats

Certificate Type  Serial Number Expiration Date

WView w == Generats Keypalr Generats CSR &, Impart

Alias Subject Name
No CerSficales Found. Click on "Ganerate Keypalr™ to craale a Ceriificals.

10. In the below ‘Import Certificate’ screen, specify the following details:
Certificate Type: Trusted Certificate

e Alias: webhook Channel Name
Choose file: webhook channel certificate

Import Certificate

Cartificate Type  Trusted Cerificaiz W

*allan  EXTERNALINTERFAGE-D.

Cartlficate Source ) Paste Cemfcate or Certificaa Chaln

Paste Cartificate Siring here

® Eelect 3 file Thal containg tha Cericate or Certificata Chaln

* Flls Mams Choose Fli2 containing 3 vakd cermcale.

[croase File | rootoer
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9.6

11. Click ‘OK’.

Create Credentials and System Policies

In order Configure MDB flow, you need to create credentials and system policies. The
credentials are accessed through CSF framework which is managed by Oracle Weblogic
Server. The keys are managed by Maps and Maps need to be given with Permissions.

1. Login to Oracle Enterprise Manager (http://hostname:port/em).

2. Onthe left panel, right click on OFSLLREL_domain and select Security > System Policies
> Credentials. The following window is displayed.
ORALCL € Enterprise Manager Fusion Middlewara Control 12c i Weblogic Domain ~ wreblogic =
=|| gl denono e D
i saor s s

A cregential store is the repostony of Security data that cenifies the suthority of entities used by Java SE. fava EE, and ADF s can use the ‘Store. a single.
‘consofidsted sanvice provider 1o stors and manage their cradentisls securely.

» Credential Store Provider

Wiew = | i~ CresteMap | ~f- Creste Key Edit Detete._ Ew e Wiy b Detash
Credential Type Description

» o=l http Estener jndi

3. Click ‘Create Map’. The following window is displayed.

4. Enter Map Name as ‘ofsll.int.bureau’ and click ‘OK’.

Click ‘Create Key’. The following window is displayed.

Create Key
Select Map  ofsllint buresy v

*Key e _ds_kay

Type Genenc ¥

Description Qusus Agp Darzsauree

@ Enter astext & Entermap of propeny name and value s

* Credential jihoiQueuetondd

6. Specify the following details:
— Select Map as ‘ofsll.int.bureau’ from the drop down list.
— Specify Key as ‘jdbc_ds_key’
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— Select Type as ‘Generic’ from the drop down list.
— Specify the Credential as ‘jdbc/QueueAppDS’.

7. Click ‘OK'.

8. Similarly you need to create the following Maps and corresponding keys as indicated in
following table.

Maps Keys Description
ofsll.int.bur This map is used to setup keys for all credit
eau bureau interfaces
ProxyServer Name of the proxyServer to be configured
ProxyPort Port to which ProxyServer is running.
ExpEcalsURL The Experian Connection URL to be config-
ured.
ExpDirectExperianEna- If you set value as true, then you would be set-
bled ting ecals response URL. Else, the Ecals
request URL
ExpCertPath The location of .jks file which contains the valid
certificate for Experian Credit Bureau.
ExpBusUserNamePass- | Login Credentials to be configured for Experian
word Business reports.
ExpConUserNamePass- | Login Credentials to be configured for Experian
word Consumer reports.
EfxURL The Equifax Connection URL to be configured.
EfxCertPath The location of .jks file which contains the valid
certificate for Equifax Credit Bureau.
EfxUserNamePassword Login credentials to be configured for access-
ing Equifax Reports.
TucCertPath The location of .jks file which contains valid cer-
tificate for Transunion Bureau.
TucCertPassword The password that requires to read the valid
Jjks certificate for the Transunion Bureau.
TucUserNamePassword | Login credentials to be configured for access-
ing Transunion reports
TucConnectionURL The Transunion URL to be configured.
jdbc_ds_key Datasource configured to retrieve data for
bureau.
source Configured as EXTERNAL for actual call.
ofsll.int.out This map is used to setup keys for the Route-
bound One and Dealer track call back from OFSLL.
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Maps Keys Description

roUserNamePassword Login Credentials used at the time of call back
from OFSLL to RouteOne Interface.

dtUsernamePassword Login Credentials used at the time of Call back
from OFSLL to Dealer Track Interface.

jdbc_ds_key Datasource configured to retrieve data for out-
bound Resources.

roPostDealerUsername- | Credentials required to upload the dealer

Passwd details to Route One Portal

roPostDealerWbsURL Route One Post Dealer Web Service url

roDealerUploadURL Route One URL to upload the Dealer details

dtPostDealerUsername- | Credentials required to upload the dealer

Passwd details to Dealer Track Portal

dtPostDealerWbsURL Dealer Track Post Dealer Web Service url

dtDealerUploadURL Dealer Track URL to upload the Dealer details

VertexUserNamePd Credentials required to connect to VERTEX
web service

VertexTrustedld ID required to connect to VERTEX web service

TorqueltsUserName- Credentials required to connect to Torquelts

Password web service

TorqueltsURL Torquelts Decision service URL

ProxyHost Name of the proxyServer to be configured.

ProxyPort Port to which ProxyServer is running.

ofsll.int.bip This Map is used to setup all the Keys required

to setup interface with BIP to generate reports.

local_top_dir Define the path of the local BIP server where

you would like place the generated BIP reports.

email_from_addr

Define the From Email address to be used
while sending email for the generated BIP
reports.

emailBodyContentPath

The path for ‘file.properties’ file that contains
the content of the subject and body required
while sending letter, report or correspondence
as mail to the applicant or producer.

For example; /tmp/file.properties

*Refer to note below for details on ‘file.proper-
ties’ file creation for email configuration.

fax_server

Configure the name of Fax server to be used to
fax the generated BIP reports.
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Maps Keys Description
jdbc_ds_key Datasource configured to retrieve data for BIP.
ofsll.int.file This map is used to setup keys for all credit
transfer bureau interfaces
sftp_key Credentials to login to SFTP server(Username/
Password)
sftp_top_dir Top root directory for SFFTP server
sftp_servers SFTP server names
ofsll.int.se | bip_key This is BIP login credentials
curity
ofsllint.gri | GriURL GRI web service URL to be configured.
GriAPIKey GRI API key to be configured
ProxySet System Level Proxy Enabled/Disabled. Value
can be either true or false.
True= proxy required
False = proxy not required
ProxyHost Name of the proxyServer to be configured.
Set only if ProxySet =true.
ProxyPort Port on which ProxyServer is running.
Set only if ProxySet =true.
jdbc_ds_key Datasource configured to retrieve the request
XML for GRI.
GriCertPath The location of .jks file which contains the valid
certificate for GRI.
Configure only when a valid certificate is availa-
ble.
ofsll.int.co This map is used to setup keys for common
mmon JMS Queue
OfsllUMSQueueJNDI The JMS queue JNDI name to be configured
OfsllUMSQueueCF The JMS queue connection factory to be con-
figured
OfsllJMSServerURL The JMS server url to be configured.
Ex: t3://<JMS server host>:<JMS server port>
ofsll.int.we | jdbc_ds key Datasource configured to retrieve data for Web-
bhook hook.

* A new file(file.properties) needs to be created and copied to the application server in the
same path as mentioned in the value corresponding to the key 'emailBodyContentPath' under
the map 'ofsll.int.bip'. The file should have the following contents:
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— letter_subject="Text that is configurable and would be the subject of the mail'

— letter_body='Text that is configurable and would be the body of the mail’

— correspondence_subject="Text that is configurable and would be the subject of the
mail'

— correspondence_body="Text that is configurable and would be the body of the mail'

— report_subject="Text that is configurable and would be the subject of the mail'

— report_body='Text that is configurable and would be the body of the mail'

9. On the left panel, right click on OFSLLREL_domain and select Security > System
Policies. The following window is displayed.

ORACL & Enterprise Manager Fusicn Middiewsrs Control 12¢ 4 Weblogic Domain ¥ o bhoga
===  OFSLLREL domain ©
E= = weblLogic Domain Sep 16, 2017 4:00:38 PM IST )
fDomain_CFSLLREL_domain/OFSLLREL_domain =
System Policies
System palicies are the system-wide policies spplied to sil applications deployed to current mansgement domsin. You can grant specisl permissions snd priviieges to princips or
codebase
P Policy Store Provider
4 Search
Select a grant type and enter search keyword for codebase or principal to query system security grants.
Type Codebsse ~
Mame Starts With| >
Wiew w c;ea‘eml,\} Create Like Delete [+ Detach

Name

No security policies found.

11. Enter the codebase as ‘file:${domain.home}/lib/OfslICommonCSF .jar’
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12. Click ‘Add’. The following window is displayed.

Add Permission

‘Select from permissions and resources used in system policies of this domsin.

4 search

Type Codabasa =

Name

Permission »
Search Results
Name Type

Mo permissions found.

Select here to enter details for a new permission

13.

Select the check box 'Select here to enter details for a new permission'.

14. Specify the following details as the first permission class.

Permission Class Resource Name Per_rnlssmn
Actions

oracle.security.jps.service.cred- context=SYSTEM,mapN- read
store.CredentialAccessPermission | ame=ofsll.int.bureau,keyName=*
oracle.security.jps.service.cred- context=SYSTEM,mapN- read
store.CredentialAccessPermission | ame=ofsll.int.filetransfer,key-

Name=*
oracle.security.jps.service.cred- context=SYSTEM,mapN- read
store.CredentialAccessPermission | ame=ofsll.int.outbound key-

Name=*
oracle.security.jps.service.cred- context=SYSTEM,mapN- read
store.CredentialAccessPermission | ame=ofsll.int.bip,keyName=*
oracle.security.jps.service.cred- context=SYSTEM,mapN- read
store.CredentialAccessPermission | ame=ofsll.int.gri,keyName=*
oracle.security.jps.service.cred- context=SYSTEM,mapN- read
store.CredentialAccessPermission | ame=ofsll.int.common,keyName=*
oracle.security.jps.service.cred- context=SYSTEM,mapN- read
store.CredentialAccessPermission | ame=ofsll.http.listener.jndi,key-

Name="
oracle.security.jps.service.cred- context=SYSTEM, mapN- read, write,
store.CredentialAccessPermission ame=ofsll.int.webhook,key- update

Name="*
oracle.security.jps.service.key- stripeName=0OFSLL_STRIPE key | read
store.KeyStoreAccessPermission storeName=OFSLL_KSS,alias="

15. Click ‘OK’.
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9.7

Deploy MDB EJB

1. Login to Web Logic application server enterprise manager (e.g.:http://hostname:port/em)

SIGN IN TO

Domain Domain_OFSLLREL_demain

= User Name

* Password

[ Login to Partition

oRrRACLE

Copyright © 1008, 2017. Oracle and/or its affiistes. All rights reserved. Oradle is a registered trademark of Oradle Corporation andior its afiiates. Other names may be

trademarks of thair respective cwners

2. Enter valid login credentials. The following window is displayed.

OORALCL € enterprise Manager Fusion Middleware Gontrol 120

=== OFSLLREL_domain &

E=

I WebLogic Domain

@ Information

wablogic =

A v | Auto Refresn  OF

Sep 25, 2047 B:15:37 PH IST )

Certain functicnality on this page is availabla only when you own the adit session lock. To obtain the lock, click “Lock and Edit™ in the Change Canter menu.

Clustars

Domain Partitions
Domain Partitions.

Resource Group Templates

Administration Server

Name AdminS=rver

Host ofsilinoracie com

Listen Port 0001

Servers

Columns Hidden 34

View Create Delete Contral »
Name Status  Cluster Machine State
AgminSensenadmin) + Running
OFSLL_ManagedSenver 4+ Running
WS_ManagedServer 4+ Running
<

Health
ok
oK
oK.

Listen Port
8001
B0D2
s004

Servers 3of3

3. Select ‘Lock & Edit’ option in the lock drop-down list available in the header.
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4. Click ‘Deployment’ in the left panel. The following window is displayed.

DRAC LE' Enterprise Manager Fusion Middleware Control 12¢

Weblogic Domain weblogic = san

=== OFSLLREL_domain & m

Auto Refiesn OF  |w
t v aire! D

WebLogic Domain = Edit Sessions Mt O

Lock & Edit

N

@ Information
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click “"Lock and Edit™ in t

S, Administration Server
Name  AdminServer
3 Up
Host  ofsllinoracle com
Listen Port 5001 View Restart Checklist
Preferences
Clusters Servers
- - Help
p | Ve Create Control v [F
Chustses Name Status Cluster Machine State  Health Listen Port
AdminServer{admin) 4+ Running  OK BD01
OFSLL_ManagedServer + Running  OK BOD3
Deployments WS_ManagedSaner P Running 0K 8004
»
3 Up
Domain Partitions
Domain Partitions
Resource Group Templates £ >

Columns Hidden 34 Servers 3of 3

5. Select ‘Deploy’ from the Deployment drop-down list. The following window is displayed.

ORACL_E Enterprise Manager Fusion Middlewars Contral 122 5 webLogic Demain >  weblagic o
= OFSLLREL_domain & B~ B~ |AnmcRefresh oF ¥
&} Webl ogic Domain May 10, 2019 7-17-03 aM IST 4

& Confirmation

The edit session lock has been acquired. No pending changes exist

Servers

Deployments
= View w Show Al Deployment = Cveride w »
3u = .
. ) £ ! = = = =
¥ State Health Type Domain Part
> fll14TOA14 Active oK Enterprise Application
Clusters
> fllCueues Active oK Enterprise Applicstion
e » | N opss-rest E Active oK Web Applcation
Clusters
Deployments
. s
Domain Partitions
Domain Partitions  j.
Resource Group Templates Pl >
Columns Hidden 4 | Columns Frozen 1 Deployments 3 of 3
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6. The following window is displayed.

OORACL_E Enterprise Manager Fusion Middlewars Gontrol 12¢

webicgie

OFSLLREL_domain €

Select Archive Select Target
K Step1ofs | Mext | | Cancel

Deploy Java EE Application: Select Archive

Scope

Seiect 2 scops that you want to deploy this application 1o | Sioba!

or i ¥
= (EJE JAR filas), Rescurcs Adspter Mad
San b= deploy=d. You can 310 depioy 30

7. Browse to the folder containing the MDB EJB. Eg: C:/OfsllQueueApp.ear
8. Click ‘Next’. The following window is displayed.

9. Select the server on which the MDB EJB needs to be deployed.
10. Click ‘Next’. The following window is displayed.
ORACL €’ Enterprise Manager Fusion Middlewsars Control 12c weblogic v
OFSLLREL_domain @y
Deploy Java EE A ion: A Attr Back |Siep2of4 | Mext | | Deploy | | Cancel
e e

11. Select the option ‘Install and start application (servicing all requests)'.
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12. Check the context root and click ‘Next’.The following window is displayed.

ORACL € enterprise Manager Fusion Middiswars Control 12

OFSLLREL _domain g»

o
Ssizot arenie

Deploy Java EE A

Seleer Target

smreutas D

Back |Siep4of4 Mest | Deploy | | Cancel
 Hide Deployment Summary b
Archive Type Java EE Appsoaton (EAR e}
Deployment Plan  Crass = new an
Depioyment Target OFSLL_ManagsdSsrvar
Scope Giosar
Deployment Type  Appscaton
Appiication Mame OfssCususses
versicn et usrsioned
Deployment Mode  Install 2nd simrt SpRicsson (Seresing =5 requesis)
Deployment Tasks
The table below lists common tasks that you may wish 1o 5o befors depioying the asotcaton
Name Go ToTask  Description
Configurs Es8s - Configurs the Enterense Java Beans in your SpEecaten.
Canfigurs Applicstion Sesurity - Eamey migratan snd sthar sseurty behausr
-« Deployment Plan
You can eptionally use the Edit Depioyment Sian option to Set more advanced deployment options which the deployment tasks Sbove o nat cover.
Edit Deployment Pan

13. Click ‘Deploy’. On successful deployment, the following window is displayed.

Deployment Succeeded

D of “Ofsl
to activate or undo the changes.

Summary
Scope

Wersion

Deployed Archive /udt jebiog)
OfsliQueushpp.ear

Location

Archive Type
Deployment Mode
Deployment Target

Application States

changes are pending activation. Exit the wizard and use the Change Center

Global

ot versionzd

Java EE Application (EAR file)
Instafi and stan application (servicing all requasts)
OFSLL ManagedServer

Unavallable (OFSLL_ManagedSenver)

4 Hide Progress Messages

occurs, task p
[18 Seprember

T18 Seprember 2017 16-25:07 o'clock [S7] Initiatng depioy operaton
{18 S=ptember 2017 15:43.07 o'clock [ST] Saving the oracie configuration changes to archive.
[18 September 2017 15:43:05 o'clock [ST] Archive: /ul1/Madd jic? 2 2 i
iQueveAppisrchive/ ClsICusURApD s
[15 Saptember 2017 15:28:08 o'clock IST] [Deployer148140]The task cannot be processed further unti the ciment adt session is actvatad. When this
rocassing will continue. The usar can exit the deployer tool without affecting the task
2017 15:48:00 o'ciock IST] Deplay d

/OFSLLREL ¢

‘aperation compizte

14. Click ‘Close’. Post deployment, you need to activate the changes by selecting ‘Active
Changes’ option from ‘Edit Session’ drop-down list as indicated in step 4 above.

Note

While starting the ‘OFSLLREL_ManagedServer’, always start with option ‘-DUseSun-
HttpHandler=true’ to enforce the weblogic server to uses SUN SSL implementation.
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10. Configuring Oracle Bl Publisher for Application

1.

Copy the OfsliCommonCSF.jar from /WEB-INF/lib available in the staging area to
$DOMAIN_HOME/lib

Update the setDomainEnv.sh file (SMW_HOME/user_projects/domains/mydomain/bin
directory) by appending the above jar file path —- EXTRA_JAVA_ PROPERTIES="........
${EXTRA_JAVA_PROPERTIES}

-Dofsll.csf.path=${DOMAIN_HOME}"

3. Configure Security via EMconsole

Note

It is assumed that Bl Publisher is installed and configured. Refer Bl Publisher Guide for
further details.

ORACLE Enterprise Manager Fusion Middizware Control 12c A Weblogie Domain v weblogic »
- OFSLLREL_domain @& v [ v | AutoRefresh OF j
“ WeblLogic Domain » Sep 21, 2017 8:35:59 AM 15T )
O infc Home =
Cer Monitoring , BN you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.
Diagnostics 3
e ) on Server
Cantrol
q Name  AdminSarver
Logs *
Environment b Security Rezlms
Deployments Security Administration
Clust  nBC Data Sources Wb Service Sacurity
Messaging * Application Policies. e
Ey
Cross Con t Wiring Application Roles
fossANTRnSHLER ) uster Machine State Health - v Listen Port
Wb Services » System Folicies Running  OK o0t
Other Services * Security Provider Configuration Running oK B003
Deple Adrministration * Audit Registration and Policy Running oK G004
Refresh WebLogic Domain Credentials %
Security » Keystore
JNDI Browser
System MBean Browsar
Doma
& Weblogic Server Administration Console
Target Sitemap
Target Information
SOOI —— - 3>
Columns Hidden 34 Servers 2of3
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’

Map’.

ORACL <" i Fusion antrol 120

== OFSLLREL_ domain
E=  #\webLogic Domain w
/Domain OFSLLREL domain/OFSLLREL domain > Cradentials

Credentials
A cregential store is the repositorny of A e e e L SR S S

4. Click WebLogic Domain on the right panel. Select Security > Credentials. Click ‘Create

i Wbl ogic Domain « weblogic = e

Sep 23, 2017 @582 ana 15T 4

£ security
P e e e e e e e i
b Credential Stors Provider

e = Cregensial
7l 4 Create Key san Delete e

» [~ ofsihtip Estenes jndi

» -, ofsiintbureau

Enter the Map Name: ofsll.int.security.

Create Map

A credential i uniquely identified by 3 map name and a key name. Typically. the map name
name of an application and all credentiaks with
Sich as the credaneials (sed by the applioation. All map names in &

* Map Name  ofslLint security x

6. Click ‘OK’.

ORACL < i ger Fusion ontrol 120
===  OFSLLREL_domain
EZ= i \webLogic Domain w

@ Information
The credential map. ofsiiint security. has been created.

/Domain_OFSLLREL domain/OFSLLREL_domain > Credentisls

Credentials

A credential stors is the repository of security data that cerifes the authority of entities used by Java SE. Java EE. and ADF
store an

b Credential Store Provider

Cradentiat
Sl e [ sk ] Ean. Detate. 1 Koy

Credential Type
» ofsi hizp Estenas jndi
» [, ofsmintbureau

[~y ofsmint security

Click ‘Create Key’ Button.
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corresponds with
the ssme map name define 2 logicsl group of credentials,
credential store

ean use the Stora, a singie.

i Webl ogic Domain +

weblogic = e

S 21, 2017 ez am ST D

can use the

Stors, = singl=.
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8. Enter the details as per your requirement. Specify ‘User Name’ and ‘Password’ of Bl
Publisher console.

sl securty
bip_key

el

* UserName  weblogic

* Password
* Confirm Password

Description BIF usemame and password

9. Click ‘OK’. The following window is displayed.

ORACL 5 Fusion ontro 120 5 vvemtoges Uemam | weblogic
= orsiLiREL_domain
E= Sl eblonic Damain - Sec 232017 8:smiaz an st D
@ Information (]
T ceraedentin looy. hip_loy. has heen areated

. cregentisl Stors is the reposion: of Security Sots that cerifies the Suthority of entiies wsed by Javs SE. Java S5, and ADE can use the Stors. = single.
et Shnai Taceran

Wiew w - CreateMap - Create Key . Delate T » 7 Detach
Creasntan ype Lescrpnon
> ofsE hizp Estener jndi
>, ewmsintourssu

by e e s
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10. On the left panel, right click on the domain OFSLL_domain > Security > System Policies.
The following window is displayed.

DRACLE. Enterprise Manager Fusion Middleware Controd 12c

O Infy

The

/Domain

Crede

A creden
consolids

P Crec

View 7

‘= Webl

ogic Domain w

Home

Moanitoring

Diagnostics

Ceontrol

Logs

Environment
Deployments

JIDBC Data Sources
Messsging

Cross Component Wiring
Web Services

Otther Services
Administration

Refresh Weblogic Domain
Security

JND| Browser

System MBean Browssr

Weblogic Sarver Administration Console

Targ=t Sitemap

Tangst Information

11. Click ‘Create’.

COMRACL_ "«

3 the suthority of entities used by Jawa SE. Jawa EE. and ADF
reshy

ntizts

Security Reaims

Security Administrstion Kol ey

Wb Senvice Szeurity Mare

Type

Applicztion Folicies
Applicstion Roles

System Palicies

Security Provider Configuration [}
Audit Registration and Policy
Credentials

Keystors

i} WWebiogic Domain weblagic *

Sep 21, 2017 8:58-42 aM 15T )

=

sppiications. Applications can use the Credential Store, a single

» " Detach
Description
B vttogie Domain — T

Sep TA PO1F AR DM TST D

12. The following window is displayed. Enter the codebase as ‘file:${ofsll.csf.path}/lib/
OfsliCommonCSF .jar’ and click ‘Add’.

R e =

13. The following window is displayed. Select the checkbox 'Select here to enter details for a
new permission' and enter the following details as the first permission class.

Permission Class:

oracle.security.jps.service.credstore.CredentialAccessPermission

Resource Name: context=SYSTEM,mapName=ofsll.int.security,keyName="
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— Permission Actions: read

Saarch Resuts

Name.

No permissions found.

‘Select her to enter details for 2 new permission

Configuring JNDI Name for http Listener

1. Similarly, click Add to add the second permission class. Select the check box 'Select here
to enter details for a new permission' and enter the following details as the second
permission class.

— Permission Class:
oracle.security.jps.service.credstore.CredentialAccessPermission

— Resource Name: context=SYSTEM,mapName=ofsll.http.listener.jndi,keyName=*
— Permission Actions: read

2. Click ‘OK’. The following window is displayed.

or=LacL =" e oo emeres 120 A it s P emioais -
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3. Click ‘OK’. The following window is displayed.

; Webl ogic Domain weblogic *

OORALL_E Enterprise Manager Fusion Middiewars Control 120
== OFSLLREL_domain &
E= % webLogic Domain + Sep 21, 2017 9:18:01 M 1T )

) Information
A new security grant has been added successfully.

Domain_OFSLLREL_domainOFSLLREL_domain = Sy

System Policies
System policies are the system-wide poficies applied to all spplications deploysd to cument management domain. You can grant special permissions and privileges to principal or codebase

P Policy Store Provider

4 Search
Select 3 grant type and enter search keyword for codebase or principal to query system security grants.

Type Codebase

Name Staris With|

Wiew w Wl Create

Name
Mo security policies found.
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11. Launching Application

Verifying Successful Application Deployment and Launching Application

Successful Application deployment can be verified by following:
e Making sure that the state is ACTIVE and health is OK in the Weblogic.
e Access and log into the application.

After you enable SSL you can launch the application via https:\\ protocol.

To launch application

1. Verify if the deployed OFSLL application is ‘Active’.

Chick the Lock & Fdlir button o modify, add or
delete items in this dornain.

Home =Summary of Deplayments =Semmary of Servicss = Summary of JDEC Diata Sources =mis-2df = Summary of Deployments

Summary of Deployments

Lock & Edit

Damain Strecture

OFSLLREL_domain

[~ Domain Partitions
[# - Enviranment
Deployments

¥

¥
¥

How do L.

Install an enterprise appiication

Deploy EJB modules
= Install 2 Web application

System Status
Health of Running Servers as of 7:30 AM

[« i Contral | Monitoring

This page displays the kst of Java EE applications and standslone application modules installed to this domain,

ou can update (redeploy) or delew insalled appl

ions and modules from the domain by sslecting the chedkbax next to the
application name and then using the controls on this pa

Ta install 2 new application or module for deployment o targets in this domain, dick Install.

[ Customize this table

Deployments
nsial Updzte | | Delate Showing1to 6 of 6 Previous | Mexz
MName «& State Health Type Scope  Domain Partitions Deployment Order
5 coherence- =
@ coherence perve @ oK e e, Globs 100
transacTion-rar Aaptes
Web
ge YOK Wb o rver, Globs 5
Applicatior WS5_MaznagedServer
fve @ 0K ‘,E’_“_EI.'P"?E AdminSarer Globs 400
Application
Enterprise .,
Actve W cteds F5LL_M rver 1
: OK  FhAMPrE®  OFSLL ManagedServer Globa o0
= ¥ 0K ';"'_e_?.  AgminSsrer Globs 150
Application
AdminServer,
fctve W OK  PEOUTCR o)) ManzgedSanver, Globs 100
Adaptes

WS_ManagedServer

Showing1to 6 of 6 Previous | Mext

2. The URL of the OFSLL application will be of the format - https://<hosthame>:<Port>/

<ContextName>/faces/pages/OfslISignin.jsf (Example: https://localhost:7003/ofsll/faces/

pages/OfslISignin.jsf)
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3. Login with the user credentials that was created in Users Creation.

ORACLE

Financial Services Lending and Leasing

4. After successful login, the following screen is displayed

Sign In

Flazse enter uszrid and password

*User Id

* Paszword

Sign In

ORACLE

Financial Services Lending and Leasing

DashBoard
DashBoard

CashBoard

Users Productivity
System Monitor
Producer Anaysis

Process Files

Origination
2 Servicing
Collections
> WFP
> Tools
: Setup

/B, Warning

You have previous apen logins.

*

ORACLE
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