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Audience

Preface

This document is intended for Oracle employees, Oracle Partners installing and

supporting Hotel Property Interface application IFC8 with Suite8 Property Management

System.

Customer Support

To contact Oracle Customer Support, access My Oracle Support at the following URL:

https://support.oracle.com

When contacting Customer Support, please provide the following;:

e Product version and program/module name

¢ Functional and technical description of the problem (include business impact)

e Detailed step-by-step instructions to re-create

e Exact error message received and any associated log files

e Screenshots of each step you take

e FULL contact details including email address

Documentation

Oracle Hospitality product documentation is available on the Oracle Help Center at
http://docs.oracle.com/en/industries/hospitality/
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1 General

General

IfcBusi.dll is the dynamic library used by Suite8 PMS to communicate with each IFC8
instance. It is used to send out actions from the Suite§ PMS client workstation to IFC8
such as check-in/checkout notification, Key Requests, Credit card requests.

Therefore, it is required to have IfcBusi.dll installed on all Suite§ PMS client workstations
that perform check-in / out or any other action that requires IFC8 Interfaces.

As of the IFC8.14.0.0 release, a re-written IfcBusi.Net.dll is being introduced. It contains
the same functionality as the older version but is re-written.

Installation of IfcBusi.Net.dll will be done via the IFC8.14.x Install wizard.
It is required to install NET Framework 4 x on the PC where IfcBusi.Net.dll will be
installed.

Note: For connections with Opera PMS the installation of
IFCBusi.Net.dll on the Opera Workstations is NOT
necessary!!




2 Install IfcBusi.Net.dll on the Suite8 Client
Workstation

1. Download the IFC8.14.12.x (or higher) Install Wizard and store it on the Suite8 Client
PC.

2. Right-click and execute Ifc8setup.exe as administrator (FULL Local Admin rights are
required)

Marme

&.ﬂ IfcdSetu)
Open

'E‘:;f' Run as administratar

The Installer starts.

Oracle Hospitality Property Interface - InstallShield Mizard

Preparing to Install...

Cracle Hospitality Property Interface Setup is preparing the
InstallShield Wizard, which will guide vou through the progran
setup process, Please wait,

Extracting: Oracle Hospitality Propetty Interface. msi

Cancel

Install IfcBusi.Net.dll on the Suite8 Client Workstation



ﬂ Oracle Hospitality Property Interface V8,14, - Install Wizard X

Welcome to the Install Wizard for Oracle
Hospitality Property Interface

The Install Wizard will install Orade Hospitalty Property
Interface on your computer, To continue, dick Next,

WARNING: This program is protected by copynight law and
nternational treaties.

e T

3. Click Next.

4. Choose the path where to install IfcBusi.Net.dll (default & recommended is
C:\Fidelio\ifc8.Net\)

ﬁ Oracle Hospitality Property Interface V8.14. - Install Wizard X

Destination Folder
Click Next to install to this folder, or dick Change to install to a different f

Install Orade Hospitality Property Interface to:
/  C:FideloWfcs.Net) Change

InstaliShield

< Back Next > Cancel

5. Select Next.

Install IfcBusi.Net.dll on the Suite8 Client Workstation



ﬁ Oracle Hospitality Property Interface V8.14, - Install Wizard X

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.

() Complete
All program features will be installed. (Requires the most disk
space.)

(® Custom

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

InstaliShield

<gack [ Net> ]| Concel

6. Choose Custom Setup type and select Next.
All setup options are displayed.

ﬁ Oracle Hospitality Property Interface V8.14. - Install Wizard

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Description
- Ift ti
=2 1 o Installation the main modules
IfcBusi
IfcLogBrowser
IfcService
This feature requires 3872KB on
your hard drive.
Install to:
C:Fidelio\Ifc8.Net\IfcApplication Change...
| InstaliShield -

T L T W

As only the IfcBusi.Net.dll is needed to be installed on the Suite8 Client Workstations
select the LOV icon of “IfcApplication” and select the option pointer.

Install IfcBusi.Net.dll on the Suite8 Client Workstation



X This feature will not be available.

ﬁ Oracle Hospitality Property Interface V8.14, Install Wizard X

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

PR | 1cAppiication Feah:‘evoes:pnorr B

j & This feature will be installed on local hard drive.

: [ &38 This feature, and all subfeatures, will be installed on local hard drive.
|
=)

This feature will be installed when required.

This feature will not be available.

Install to:

InstaliShield
Hep | | Space <Back [ _Next> || cancel

7. Repeat this step for the other modules which should not be installed.

9 Oracle Hospitality Property Interface VB.14, - Install Wizard X |
Custom Setup
Selact the program features you want instaled.
Chck on an icon in the kst below to change how a feature is nstalled.
| Feature Desaription
X _~| ifcappicaton ¢
X_~| tfcContral Installation of IfcBusi. NET
=2-)
X _~| Ifc.ogBrowser
X = | MfcService
This feature requires 15248 on
your hard drive.
Instal to:
C:\Fidelo\Ifc8, NetifcBusi\ Change...
InstalShaid
Heo Space <Back Cancel

8. Select Next.

Install IfcBusi.Net.dll on the Suite8 Client Workstation



10

ﬁ Oracle Hospitality Property Interface V8.14, - Install Wizard 4

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

cood [ ]| cone

9. Select Install to confirm the installation.
The installation will commence.

The Installation Wizard form will show that the installation of IfcBusi.Net.dll is
completed.

I ﬁ Oracle Hospitality Property Interface V8,14, - Install Wizard X

InstaliShield Wizard Completed

The instaliShield Wizard has successfully nstalled Orade
Hospitalty Property Interface. Chck Finish to exit the wizard,

[C] show the Windows Installer log

10. Select Finish to close the installer.

Install IfcBusi.Net.dll on the Suite8 Client Workstation



Files are installed in the defined path:

» Systern (C:) » FIDELIO » HcB.Met » IfcBusi

-

] Name Date modified Type Size
%] IfcBusi.Met.dll Application exten... 1.331 KB
| | IfeBusi.Met.tlb TLE File KB
|%] IfcSuiteBWrapper.dll Application exten... 36 KB
|#] Interop.FidelioDatabase.dll Application exten... 23KB
|%] Interop fidelioerror.dll Application exten... 12KB
[11%] Interop fidelioGlobalStatus.dIl Application exten... 44 KB
|%] Interop.FideliolfcAction.dll Application exten... 14KB
|%] Interop.fidelioMisc.dll Application exten... 17KB
|%] Interop.FidelioPostings.dll Application exten... 23 KB

Note: IfcBusi.Net.dll uses its own set of DLL's which will be
installed and located on the same path where IfcBusi.Net.dll
is located.

- IfcSuite8Wrapper.dll
- a set of Interop. fidelio....dll

These dlls will communicate with the Fidelio dlls located in the programs folder of
the PMS client.
These dlls do not need to be registered.

Install IfcBusi.Net.dll on the Suite8 Client Workstation



3 Register IfcBusi.Net.dll

After installation through the Ifc8 installer, the IfcBusi.Net.dll is already registered so
Suite8 PMS will recognize the dlIl.

If for some reason you need to manually register the dll either use a batch or execute a
manual command via the CMD Prompt as administrator.

Note: The registration must take place from the path where
the IfcBusi.Net.dll is located.

A batch command could look like this:

C:

cd C:\fidelio\ifc8.Net\IfcBusi

"C:\Windows\Microsoft. NET\Framework\v4.0.30319\RegAsm.exe"
/codebase /tIb IfcBusi.Net.dll

12 Register IfcBusi.Net.dll



4 Suite8 PMS Configuration

The new IfcBusi.Net.dll is supported as of Suite§ PMS version 8.14.0.0 or higher.
Suite8 PMS Version 8.14.0.x also supports older IfcBusi.dll versions. This ensures
compatibility of the older IFC8 version with Suite8.14.0.0 version and higher.

For this Suite8 PMS must be configured to either support old IfcBusi.dll or the new
IfcBusi.Net.dll.

A new configuration parameter has been added in Configuration > Global Settings >
Interfaces > 1 Interfaces (IFC8).

Under General settings tick the “Use IfcBusi.Net.dll” tick box to activate using the
IfcBusi.Net.dll instead of old IfcBusi.dll.

Interfaces ]

Interface (IFC8) 1 ]Interface (1FC8) 2 | Misc. Interface 3 | Misc. Interface 4

Configuration of Interface Users
Credit Card Interface
General Settings

[~ Perform IfcBusi.dl check on V8 startup
[v Show wakeup response

| Disable logging of interface actions

[~ Do not notify global setting changes to IFC
-

[ Use IfcBusi.Met.dl

Save the changes, close the Configuration and restart the Suite8 client on all
workstations.

Suite8 PMS Configuration
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5 IfcBusi.Net.dll sys Tray Icon

Suite8 client will load an instance of installed IfcBusi.Net.dll upon login of Suite8 user.
The IfcBusi.Net.dll instance will load a sys tray icon which is used to display its status to

the user.

IfcBusi Notifications:

Upon IfcBusi.Net instance initializing (at time Suite8 PMS clients does start) it will

display notifications the user should not always ignore.

11 FIAS MSC11 PMS1

T D

11:04
N 2y @ 4= s
20D L U o B

Sample 2:

Oracle Hospitality Suite8

u 11 FIAS MSC11 PMS1
‘.‘ | / )

8 26 MST FIAS_MSH
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To always see such notifications related to Suite8 PMS IfcBusi.Net ensure the Windows
10 Focus Assist option is set to “OFF”

Settings - o X

@ Home Focus assist

| Find a setting | Choose which notification you'd like to see and hear so you can stay
focused. The rest will go straight to action center where you can see
them any time.

System
off

3 Display Get all notifications from your apps and contacts.

QO Priority only
@) Sound See only selected notifications from the priority fist. The rest will go

straight to action center.

|:| Notifications & actions Customize your priority list

QO Alarms only
D Focus assist Hide all notifications, except for alarms.
O Power &sleep Automatic rules
= Choose the times and activities when you don't want to be disturbed,

Battery, and focus assist will turn on automatically.
= Storage During these times
23:00 - 07:00; Priority only @D or

L8 Tablet mode

[ When I'm duplicating my displa
o Alarms only PEATY @D of
Hi Multitasking

@) When Im playing a game
51 Projecting to this PC Priority only @D off

jecting y

¥ Shared experiences When I'm using an app in full screen

I/' mode @ o

Alarms only

[y Clipboard

Show me a summary of what | missed while focus assist was on

Or in the case that Focus assist shall be set to specific applications (Priority only) the
Suite8 application is added to the priority list of applications:

< Settings — [m] X

@ Priority list

Only apps that support this feature will show notifications from people
you choose, including Mail, Skype, Calling, Messaging, and a few others.

Show notifications from pinned contacts on taskbar.
Add contacts
+

Apps

Show notifications from the apps you add to the list below.

Add an app

+

Ausschneiden und skizzieren

Nearby sharing

Nearby sharing

Oracle Hospitality Suite8

BEEE

IfcBusi.Net.dll sys Tray Icon
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IfcBusi Status Information

The IfcBusi sys tray icon will display the version, the Parser loaded by IFCS, and the
communication status with the IFC8 instance when you move the mouse over the icon.

The sys tray icon will be displayed in various colors to show the current status of the
Interface instance.

Icon Colour | Description Notes
Green Communication to [FC8 and with the
vendor is established
Yellow Communication Suite8 client to IFC8 | Check communication Suite8
not established or vendor system not | client/ IfcBusi able to connect
connected. (not LinkAlive) to IFC8 instance (network)
Check Ifc8 instance started
Check vendor able to connect
to IFCS8 instance

The IfcBusi sys tray icon also has a context menu for some optional settings.
Right-click on the sys tray icon to open the context menu.

Configuration

Show Log

g

Available Menu options:

Menu Option Description
Configuration Opens the Logfile options
Show Log Opens the IfcBusi Log Monitoring

Menu Option: Configuration

16

To use:
e to enable or disable logging IfcBusi communication (3 levels available),
e to disable IfcBusi Icon Balloon Info popping up,
e to disable the Internal printer setup check-in Database.
e to save the current set configuration (of the above options).

IfcBusi.Net.dll sys Tray Icon



En-/disable logging

Logging disabled

Logging enabled (Lvl 1)

Logging enabled (Lvl 2)
Logging enabled (Lv 3)
Logging expiration
Log. disabled after 1 h
Log. disabled after 3 h
Log. disabled after 6 h
Log. disabled after 12 h
Log. disabled after 24 h

Miscellanecus options

No Balloon Info
No IPRN Conf

Options for saving

Use log. settings for all WS

q Configuration  » ||

Save configuration

Show Log

IfcBusi Icon Context menu Options:

Menu option Description Notes
Logging disabled No IfcBusi log will be created
(default)
Logging enabled (Lvl 1) IfcBusi log will be created
with log level 1
Logging enabled (Lvl 2) IfcBusi log will be created
with log level 2
Logging enabled (Lvl 3) IfcBusi log will be created

with log level 3

Log. Disabled after 1 h
Log. Disabled after 3 h
Log. Disabled after 6 h
Log. Disabled after 12 h
Log. Disabled after 24 h

Time after IfcBusi logging
will automatically be
disabled

No Balloon Info

Disables balloon info on Busi
icon

No IPRN Config

Disables Printer setup check
on Busi start

Set only when issues
with IfcBusi loading
slowly and no printing
necessary for this

interface
Use log. Settings for all WS | Define logging settings for all
Workstations IfcBusi.Net.dll
is installed
Save Configuration Save the chosen At the next start of

configuration

IfcBusi, the settings will
be used again

IfcBusi.Net.dll sys Tray Icon
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To set the above values do the following steps:

Choose the Logging enabled value (Lvl1, 2, or 3)
Access the Config again

Choose the Log Disabled after... time

Access the Config again

AN A

Select the Save configuration option

If the Logging shall be enabled for IfcBusi.Net.dll instances on all Suite8 client
workstations select the “Use log. Settings for all WS”.

The above configuration will be stored in the Database and all IfcBusi.Net.dll instances
will read the values after the next restart of the Suite8 client.

Menu Option: Show Log
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Selecting this menu option will load the IfcBusi Log Monitoring based on the chosen Log
Level of the Menu Option: Configuration

85 IfcBusi.Net - Monitoring %

Monitoring expiration: 01.10.2020 12:28:14
Bns2vIel [V > W « ¥ => W <= [ DbAction - [Messivi2 _+]|| [~ Style: Debug [V MonitorRefresh ¥ Bottom foBusi_PMS_MBOESELLAPIDS]21]

Ife21 Pms21 Main
Ich_usi s TCP_C:E_\SD‘1'10.175.4D 236 IfcBusi < COMM_DBS=Unknown:Unknown IfcControl <= TCP=Unknown A

<MessLvl2>
[IfcBusiMain.MnuLoglevel CheckedChanged
/1] (21) Monitoring turned off by user
<MessLv13>
[MonitoringHandler.StopMenitoring/1]
MeonitoringOutputXMLfile - monitoring
will be stopped
:45] Monitoring stopped Monitoring stopped Monitoring stopped

1] Monitoring started Monitoring started Monitoring started

<MessLv12>
[MonitoringHandler.StartMonitoring/1]
MonitoringOutputXMLfile - done

[09.30.

[09.30.12:28:00] <MessLvl3>
[CormDbsBusi.SetIdrvBusiFeatures/1]
(21) IDRV_FEATURES==""

[09.30.12:28:19] <MessLvl3>
[CommDbsBusi.SetIdrvBusiFeatures/1]
(21) IDRV_FEATURES==""

[09.30.12:28:49] -[1]7%] <LinkAlive Date="200930"

Time="122843" />4

The right hand of the Monitoring header displays the time when current monitoring will
expire and monitoring will be disabled again

The IfcBusi.Net.dll monitoring displays the communication with the IFC8 instance and
also the messages from and to Suite8 client

e The Ifc column logs the XML messages to IFCS.

¢ The Pms column displays the Database actions when the DbAction filter flag is
activated

e The Main column logs the PMS events and data transmitted to IfcBusi for execution.

IfcBusi.Net.dll sys Tray Icon
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Montomng e peston 305300 1503

Close
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1
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W DoV
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e

Daoe - Troe
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32.141081191 b1l
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6

IfcBusi Log

Ifc Busi Log Location

20

Define the path where the IfcBusi log file shall be stored on the client PC in Suite8 >
Configuration > Global Settings > Miscellaneous > Workstation 4 tab.

E Miscellaneous - WBRC 8.14 Dermo Version

Search Text € search Miscellaneous ‘

Reset fiter | || Search Screens 1 | Travel Agent Proc 2 | visual Appearance 3 Workstation 4

- CRM P
) Global Settings
Accaunts Receivable
- Biling
cam
& Country Specifics
Generic
erfaces

-~ Night fudit
- Prenfile,

V4§ Log Directories

Please make sure just to select a path on the local maching hard drive for the log directories °
Default log directory Jcsieemp
Local log directary Jcsieemp
Mailing documents Jcsitemp

Note: The path is valid for all Client PCs.

For IfcBusi.NET a subfolder \IfcBusiNet will be automatically created.

Example: C:\temp \ IfcBusiNet

Within this subfolder, another folder will be created as per the linked Interface instance

number (ICFG_ID).

b Computer » System (T ternp » IfcBusiMet »

ews  Tools  Help

Include in library « Share with +
L] i Marme
icates

2
rs

fi
I0

[
ub

10
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ek

Burn Mew folder

-

In this folder, the log files will be created and stored.

IfcBusi Log



Marme ’ Date modified Type Size

|| FfeBusi_PMS_MBOESEL-RCIDSI[8].bak ILOL019 1038 BAKFile 239 KB

2] HeBusi_PMS_MBOESEL-PC[DS][8.evt JLOL20L9 1041 Classic EventLog 271KE

| IfcBusi_PMS_MBOESEL-PC[DS][8]xml 22012019 1451 HhAL File 1KB

4| IfcBusi_PMS_MBOESEL-PC[DS][8].xs] 07.12.2018 08:38 H5L Stylesheet T4 KB

4] TeBusi_PMS_MBOESEL-PC[DSI[8]_07_11.26.evt 07.12.2018 03:38 Classic Event Lag 1KB

3] TeBusi_PMS_MBOESEL-PC[DSI[8]07_15.30.evt 07.12.2018 11:26 Classic Event Lag 1.954 KB

] TeBusi_PMS_MBOESEL-PC[DS][S]_08_00.00.ewt 074220161530 Classic EventLog 1954 K8

4] TeBusi_PMS_MBOESEL-PC[DSI[S108_1100.ewt 081220160000 Classic EventLog 1510 KB
Current Log file: IfcBusi_PMS_PCNAME[DS][IFCnumber].evt
Backup log file: IfcBusi_PMS_PCNAME|[DS][IFCnumber].bak

will be opened together with current .evt log file

Old log file: IfcBusi_PMS_PCNAME[DS][IFCnumber]_DD_HH_MM.evt

Log file Style sheet: IfcBusi_PMS_PCNAME|[DS][IFCnumber].xsl
Monitoring config file: IfcBusi_PMS_PCNAME[DS][Ifcnumber].xml

Only .evt Log files can be opened using the IfcLogBrowser.exe which can be installed via
the IFC8 installer.

IfcBusi Log Encryption Status

The IfcBusi.Net monitoring header shows if the connection uses parser encryption or
TCP SSL encryption with the Ifc8.Net instance.

The Link Status LED displays an umbrella character (.) to indicate internal parser
encryption (internal AuthKey) between IFC8.Net and IfcBusi.Net.
No SSL Connection.

eBusi.Net - Monitaring
Close

ENESEISSETY ™ - -~ [ > [ < [ DbAcion —[Wessivd +] [ Style: Debug [ Moni ¥ Eotem

TimeStamp Main
WeControl = TCP=Unknown ™

Syne

<Measlvl>[IfcBusiMain.GetVersion/l] -
£.14.7.1

<Messlvld>(Commlbabusl.Getlach/l] (21)
Stared
<Mesalvld>[CommDbaBusi.GetIsch/1] (21)
Dene

Parse Ch dL
- State: Starc - Alive

Parse Ch 111
(21} Started

2:1l] <Messlvla>
[1fcBusiMain.moParse_Ch 111

[1£ Main.moParse_ChangedlinkState/1]

(21) Done
«<MeasLvl2>[IfcBusiMain,GetVersion/l] =
#.14.7.1

<Measlvla>[IfcBusiMain.Connect/1] (21)

IfcBusi Log 21



22

The Comm Status LED displays an umbrella character (.) to indicate TCP SSL
communication between IFC8.Net and IfcBusi.Net.
No parser encryption is active.

HeBusi.Met - Monitering
Close

m Lo E L Main e

Times tamp

[ <= [~ Dbacson = [Messlsis” +]| [ Styte: Debug I MionitorRefresh ¥ Ectiom Fobusi |

HcBusi =

Pms21

aUinkngwn:Unknown

in
HcConbrol s= TCP=Unknown

<Measlvld>(IfcBusiMain . ActiconGettane /1]
{Z1) Started

cMesslyl2s [TfcBusiMain ArtionGeatiane 1]
{21) Dené = True / CpAuthor
«Masalyvld>[IfcBusiMain RerionGeriane /1]
[21) Started
<Hasalvl2y[IfcBusiMain.ActionGeriane /1]
{21) Dene = True f CpSercl
<Hesalvl{r(IfcBuaiMain.ActicnGeciene/1]
(21) Searted
<Messlvli>[IfcBusiMain.ActionGetiane/1]
{21) Done = True / CpPayOmly

<He ssLvldy [IfcBusiMain . Retionbetians /1]
[21) Scarted

<Hesslvl2y[IfeBusiMain . ActisnGetians 1]
{21) Done - True / NightouditStact
<Mesalvl4r[IfcBusiMain.ActionGerianes/1]
[21) Srarted

<Me3alvli>[IfcBusiMain. Acticobetlane/1]
{21) Dens - True / CancelBsgusac

<He sslvld>[IfcBusiMain  Acticnbetiane /1]
(1) Scarted

<Messlyvl2>[IfcBusiMain ActionCetiane /1]
{21} Done - True / CcUsage
<Messlvl4>[IfcBusiMain . RctionGeciane, 1]
[21) Started

<Me3slvl2>[IfcBusiMain. ActionGetiane /1]
{21) Deme - True f NigheauditEad
<Mesalvlar[IfcBusiMain.GetlinkSzate/1]
i} = True

cMesslyvl2s [IfcBusiMain GetCommSrare,/1]
{} = Teue

»
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7 IfcBusi.Net SSL Connection with Ifc8.Net

Overview

As of Ifc8.Net Version, 8.14.7.0 IfcBusi.Net and Ifc8.Net Application and Service can
communicate via a secure TCP/IP connection using certificates.

Secured TCP/IP connection with IfcBusi.Net will be created by using SSL certificates.
For best security official CA, certificates are recommended, it is also possible to use self-
signed /self-created certificates.

If CA certificates shall be used, ensure that they will be created as .pfx and .crt files.
The certificates will not be added to the Microsoft cert store (MMC) but stored on the
local PC or on any other PC which is available in the local network.

The certificates will be defined via the IfcApplication configuration editor.
IfcBusi.Net.dll will get the certificate information from the Suite8 database IMSQ table
upon instance load.

TCP/IP SSL connection is not supported by older IfcBusi.Net.dll versions.

Suite8 IMSQ Table Changes

With IFC8.14.7.0 additional columns will be added to the IMSQ table

(2) startseite v8 valive MBOESEL-DE2 [ Msq
Spalten  Daten | Constraints | Zugriffsberechtigungen | Statistiken | Trigger |Flashback | Abhnaigkeiten | Details | Partitionen |Indizes |5QL

& 7 @) - aktonen...

{} COLUMN_NAME | DaTa_TYPE | MuLLaBLE |DaTA_DEFALLT |} cOLUMN_ID | coMMENTS
1 IM5Q ID NUMBER (30, 0) No (null) 1 IMSQ ID identifies IMSQ
2 IMSQ ICFG_ID NUMBER (30, 0) No (null) 2 Link-ID to ICEG
3 IMSQ PORT NUMBER (4, 0) Yes (nully 3 the MsqType: 0 = MSMQ 1...9999 — TopMgPort
VRRCHRRZ (30 BYTIE) Yes (nully 4 the NAME of the MsQueues without the "IFC" or "PMS" prefix
5 IMSQ_BC_IFC VARCHARZ (64 BYTE) Yes (null) 5 the IFC_SERV computer name (MSQ-FormatName)
[ IMSQ_AUTH VRRCHRR2 (64 BYTE) Yes (null) & IFC3 connection authorization information
7 IMSQ AUTH SEAR VARCHRRZ (128 BYTIE) Yes {mull) 7 IFCE connection autheorization information (SHAR hash)
8 IMSQ_CERT_PRIV_IFC CLOB Yes (null) 8 Certificate used for IfcBusi S55L (Ifc® private key)
9 IMS5Q_CERT_FUBL_IFC CLOB Yes (null) % Certificate used for IfcBusi 55L (Ifcf public key)
10 IM5Q_CERT_IFC_LOGIN VARCHER2 (1024 BYTE) Yes (null) 10 Ruthorization data used by Ifc® for IfcBusi SS5L
11 IMSQ_CERT_PRIV_BUSI CLOB Yes (null) 11 Certificate used for IfcBusi 55L (IfcBusi private key)
12 IMSQ_AUTH_CERT VRRCHRR2 (128 BYTE) Yes (null) 12 IfcBusi SSL/TLS connection authorization information
Column Name Format Note
IMSQ_CERT_PRIV_IFC CLOB The certificate used for IfcBusi SSL
(Ifc8 private key)
IMSQ_CERT_PUBL_IFC CLOB The certificate used for IfcBusi SSL
(Ifc8 public key)
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IMSQ_CERT_IFC_LOGIN VARCHAR2(1024 BYTE) Authorization data used by Ifc8 for
IfcBusi SSL

IMSQ_CERT_PRIV_BUSI CLOB The certificate used for IfcBusi SSL
(IfcBusi private key)

IMSQ_AUTH_CERT VARCHAR2(128 BYTE) IfcBusi SSL/TLS connection
authorization information

IMSQ_CERT_PRIV_IFC CLOB The certificate used for IfcBusi SSL
(Ifc8 private key)

IFC8.NET V.8.14.7.0 will automatically add these columns to the table when starting up
and connecting to Suite8 Database.

Create a Certificate for IfcBusi.Net

Create a Certificate using Ifc Application

In the IfcApplication select the Options menu and choose Create certificate.

Start/Stop ~ | Options ~| About
el [ Configuration Alt+C O <= DbA
Enable config mode  Alt+G pr——r
I Create certificate Alt+T I 511:LOCAL
:As;
T Simulation Alt+U
06.23.11
Database swap Alt+W
e Show monitering Alt+E
C.40.12

A new form Create a new certificate opens.

Create a new certificate X

Certificate name:

C:\FlDELIO\lch.Net\FKT\TVBLiveU1FIASMSC\Ifc8.Net—Ce FIAS I

Password (min. length 8, req. 1 upper & numeric & symbol char.):

l |

Validity (1-5 years):

l |

Cancel
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Certificate name: Define the path and name of the certificates.
Certificate password: define the certificate password

Note: Password must have min, length of 8 characters,
must contain 1 upper letter, 1 numeric char. And 1 symbol
char.

Note: Validity: define the validity of the certificate (in years)
must NOT be more than 5 years!!

Do not forget to properly note down the password and ensure it is passed on to the
person(s) responsible on-site.

1. Click Cancel to revert.

2. Click OK to confirm certificate definition

A confirmation window will open with the certificate path and name.

McApplication V.14, | - Certificate crested X

System.1O.Fideinfo:
CAFIDELIOUT ¢3. Net\ cBusif cBusi Net-Cert{(VSLIve).pfx

System. 1O Fieinfo:
CAFIDELIO cB Net W cBusi\If cBusi. Net-Cert{V8Lve).ort

Find the certificates in the defined directory.

FIDELIO > Ifc8.Net > IfcBusi

A [ Name Date modified Type Size
LJ IfcBusi.Net.dll 2 20 21:33 Application exten... 1.409 KB
[ ] IfcBusi.Net.tib TLB File 5KB
5] IfcBusi.Net-Cert(V8Live).crt Security Certificate 1KB
_fé IfcBusi.Net-Cert(V8Live).pfx Personal Informati... 3KB
;] IfcSuite8Wrapper.dll Application exten.., 36 KB
@ Interop.FidelioDatabase.dll Application exten... 23 KB
J Interop.fidelioerror.dil Application exten... 12KB
.j Interop.fidelioGlobalStatus.dll Application exten... 44 KB
[2] Interop.FideliolfcAction.dll Application exten... 14 KB
|] Interop.fidelioMisc.dll Application exten... 17KB
j Interop.FidelioPostings.dll 22.06.2020 21:34 Application exten... 25KB
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Import Certificate

To assign a certificate to the IfcBusi.Net connection open the Configuration editor and go
to PMS1 — COMM - DBS node.

Mark the SslConfig attribute name.

@ Cenfigiml Setup for <unknown>

- [m| x
File =  Options -
Config structure Attributes Selected attribute
Name Value Name
2| DbsDebughode N [SsiContig |
El FoCommTepDns N Guarent vdue
@ MonCannldFaormat IpAddress ‘Open SslCorfig |
3] FoCommPort 5501
E PmsUserPwd New value
[5] SsiCorfig Open SsiConfig | Open 55L/TLS carfiguration for fcBusi |
Description
The SSL/TLS corfiguration for FeBusi
communication
Only items from list are allowed
Default: "Open SsiCorfig”
Path
AFC3/PMS1/COMM/DBS
Type
Initilize, DbsConf

Cancel Save

In the Selected Attribute section select the “Open SSL/TLS configuration for IfcBusi”
button

New value
Open SSL/TLS configuration for fcBusi

If Configuration Editor has been accessed using the Windows Authentication another
Suite8 user authentication is required now

&8 Authentication by Suite8 user X
User Name: ’S8user l
Password: Iooooooool |

Login

After a successful login a new form opens.
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g;] SSL/TLS Setup for communication between [fc8.NET and Suite8 (IfcBusi.NET) = O X

Details of server certificate

Cument:  No certificate defined!
Import certfficate from file

New: No certificate selected! Import certificate from cert store

Details of certificate used for mutual authentication (optional)
Cument: No certificate defined!

New: No certificate selected!

Cancel Clear certfficates

This form enables a user to select and assign certificates for the connection IfcBusi.NET to
IFC8.NET.

Details of server certificate:

Status Status Detail Notes

Current: No certificate defined! In case no certificate is assigned
Certificate details In case of certificate assigned

New: No certificate defined! In case no certificate is assigned
No certificate defined! In case of a certificate assigned but no

other certificate chosen

Certificate details In case the certificate re-assigned
The certificate will be In case certificate will be removed
removed!

Details of the certificate used for mutual authentication (optional)

Status Status Detail Notes

Current: No certificate defined! In case no certificate is assigned
Certificate details In case of certificate assigned

New: No certificate defined! In case no certificate is assigned
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Status Status Detail Notes
No certificate defined! In case a certificate is assigned but no
other certificate is chosen

Certificate details In case the certificate re-assigned
The certificate will be In case certificate will be removed
removed!

1. Cancel button

Select to revert close form. This will revert changes done before pressing Apply
button

2. Clear certificates button

Select this to remove assigned certificates

3. Apply button

Select to confirm changes. The form will close then.
Apply button is only available when changes were made.

It is possible to assign a certificate from a file (.pfx) or a certificate imported from a local
certificate store.

Import certificate from file

Import certificate from cert store

Import Certificate from File

Add Server Certificate

This is the server certificate of IfcApplication.

1. Select the Import certificate from file The Select file form opens.
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| BB sSL/TLS Setup fo F] Select server certificat - Certificate files (*.pfx) ¥ O X

C:\FIDELIO\fc8 Net\FKT\1V8Live\11FIASMSC | L
B 1V8Live ~ E
) 1111 e from file
~ 11FIASMSC - 1
1 te from cert store il
fc8-81471Cert pfx
fc8.81471Cert pfx
ffc8.81471Cert pfx
fc8.Busi. Net-cert{IFC8) pfx
fc8.Net-Cert(11MSCFIAS) pfx
fc8.Net-Cert(FIAS) pfx
ffc8.Net-Cert(FIAS Net) pfx ; L
fic8 Net-TESTCert(FIAS) pfx E
lfc8.VendorTCPSSL pfx
ffc81471Cert pfx :
% ffeBCertStore My pfx from cert store
- | 15CTG ‘
- | 17DTW
- 18XML_POS
| 15CAX
- 20M87POS i
- 210PI v

Details of server

Current: No certifics

New: No certificd

T

ey

Details of certifici

Current:  No certffic 1
e from file

New: No certifici

(I O O O O s O
L 2 3 3y 3y 3 g 1)

11FIASMSC:

Concel | | brecory G [ | i |

2. Choose the certificate (pfx file) to assign as the pfx certificate requires a password.

) ssims setup fo PB] Select server certificat - Certificate files (*.pfx) X = O X

C:\FIDELIO\Kc8 Net\FKT\1V8Live\11FIASMSC\Ifc8 Busi Net-cert(IFC8).pfx
B | 1V8Live Py
@ 1 e from fle
_ 11FIASMSC
1 te from cert store
ffc8 Busi Netcert(IFC8).pfx
fc8. Net-Cert(11MSCFIAS) pfx
Ifc8.Net-Cert (FIAS) pfx
fc8 Net-Cert(FIAS Net) pfx
fc8 Net-TESTCert(FIAS) pfx
lfc8.VendorTCPSSL pfx
15CTG | !
17DTW E
18XML_POS '
| 19CAX
20M87POS from cert store

. 210PI d

23cC9

24SIMXMLGASToSERV

25HT24

25ILU

| 25516 o

Details of server
Current:  No certificg

New: No certificg

@

Details of certifici
Curmrent: No certificg

New: No certificg

T O O o O O v B v WO e OO e O O B

Password required:

o= I \ [......otno"l i QK @ NJD‘Y
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] SSL/TLS Setup fo [ Select server certificat - Certificate files (*.pfx) X E O

C:\FIDELIO\ffc8 Net\FKT\1V8Live\11FIASMSC\tic8.Busi Net-cert(IFC8) pfx

=~ | 1V8Live "

@l 1111 Neoic fom e

&, 11FIASMSC —

1 ite from cert store

= -

tfc8.Net-Cert(11MSCFIAS).pfx :

ffc8.Net-Cert (FIAS).pfx 1

[ Fc8.Net-Cert(FIAS Net) pfx
ffc8.Net-TESTCert(FIAS) pfx

{4} fc8.VendorTCPSSL pfx

15CTG !

17DTW E

18XML_POS e

19CAX %a[: from fie

20M87POS ke from ced store

210PI -

23CC9

24SIMXMLGASToSERV

25HT24

251LU

255L6 -

Details of server
Current:  No certificd

New: No certificd

Details of certificy
Cumrent:  No certificd

New: No certificg

T O O OO e O O O e OO O O B

ffic8.Busi.Net-cert(IFC8). pfx:

A 1D | SeffSigned+LintrustedRoot — [ - d
5 CN="fc8 Busi Net{IFC8)", valid unti ‘LJ | Cancel | ‘[ Aoply

= 24.06.2040

— e

3. Select OK to confirm certificate choice.

The form displays the certificate information.

g{] SSL/TLS Setup for communication between Ifc8.NET and Suite8 (IfcBusi.NET) = O X
Details of server certificate
Cumrent: No certificate defined!
Import certificate from file
New: | Import certificate from cert store
Subject : lfc8.Busi.Net(IFC8) L
Issuer  : Ifc8.Busi.Net(IFC8)
Validity ~ from 24.06.2020 until 24.06.2040
File: C:\FIDELIO\Kc8.Net\FKT\1V8Live\11FIASMSC\lfc8.Busi.Net-cert
(IFC8).pfx
Details of certificate used for mutual authentication (optional)
Current: No certificate defined!
Import certfficate from file
New:  Certificate will be removed! [ Import certificate from cert store

Don't forget to restart all Suite8 instances after pressing "Apply’!

= e

If no mutual authentication is desired click Apply to import the certificate into IFC
Configuration.
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NOTE: Adding certificates requires a restart of all Suite8
Workstations having IfcBusi.Net installed, as the IfcBusi.Net
must be reloaded to read the new settings.

Add a certificate for mutual authentication:
This is the Server Certificate of IfcBusi.Net

Note: It is only possible to assign a certificate for mutual

authentication at the same step od assigning the Server

certificate.

4. Select the Import certificate from file button.

The Select file form opens.

5. Search the certificate file to assign and enter the required password.

IfcBusi.Net SSL Connection with Ifc8.Net

1 Be) SSL/TLS Setup fo ﬂ Select cert. file for mutual auth - Certificate files (*.pfx) X E E
Details of server{ C:\FIDELIO\Fc8 Net\foBusi\fcBusi Net Cert(VBLive) pix |
Cument:  No certific B HOELD il - i
) - HTML ficate from file
HTML8.14.0.0 - I
New: HTML8.14.3.1 jte from cert store I
ISubiect HTML8137 L
ssuer B
Validty  f -4 IFC8 i
Fle:  C:\FIDELI - Ke8.Net £
(IFC8) pfx - | cet
FKT
lfcApplication
Details of certifici lfcApplication_old L
s . ffcBusi E
ul : No certific: i : ;
/3 KcBusi.Net-Cert(V8Live) pfx B e fom fic |
lfeControl L
New: Cerificate ficLogBrowser jte from cert store
+] ffeService -
log
Programs I
Programs 1420
Programs 1421
Programs8137 v
Password required: \_
;{3 Iﬁ..........l Cance{ I y L
Cancel ittt | Appl! [
SSS—— SS—————— ]
Click Enter.



32

Details of server

Cument: No certffici

New:
Subject
Issuer
Validity
File: C:\FIDELI
(IFC8).pfx

Details of certifici
Cument: No certfficd

New:  Certificate

fo g;] Select cert. file for mutual auth - Certificate files (*.pfx)

C:\FIDELIO\fc8.Net\fcBusi\fcBusi.Net-Cert{V8Live) pfx

=, FIDELIO
g HTML

£ HTML8.14.0.0

- HTML8.14.3.1
) HTML8137
) IFC8
lfc8.Net

). cert

FKT

lfcApplication
lfcApplication_old

., FfcBusi

B s Net Vv i

lfcControl

lfcLogBrowser

lfcService

) log

£} Programs

¢~ Programs1420
) Programs 1421
)

ficate from file

jte from cert store

ficate from file |

te from cert store

lfcBusi.Net-Cert(V8Live) pfx:
1 SeffSigned+UntrustedRoot — oK
9 CN="KcBusi Net-Cert(V8Live)", valid unti
23.06.2040

Cancel Apply

7.

If the password is correct the form displays the certificate information.

Click OK to confirm certificate choice.

&:] S5L/TLS Setup for communication between [fc8.MNET and Suited (IfcBusi.NET)

Details of server certificate

Cument: Mo cerificate defined!

New:

Subject  : ic8 Busi.Net(IFCB)
lssuer  : lfic8 Busi Net(IFC8)
Validity from 24.06.2020 until 24.06.2040
File: CAFIDELIOVKe8. Net\FKT\1VELve \ 1 TFIASMSC e 8. Busi Netcert

(IFC8).pfx

Details of certificate used for mutual authentication (optional )
Cument: Mo cerificate defined!

New:

Subject : fcBusi.Net-Cert(VBLive)
lssuer  : KcBusi Net-Cert (V8Live)
Validty from 23.06.2020 until 23.06.2040
File: C:A\FIDELIO\ffc8. Net\ficBusi\{fc Busi Net-Cert{\V8Live).pfx

Don't forget to restart all Suite® instances after pressing "Apply"!

Clear certificates

Import cerificate from file

Import certificate from cert store i

Import certficate from file

Import certificate from cert store

8.

T T R

e el

Click Apply to import the certificate into IFC Configuration.
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Import Certificate from Cert Store

Requirements:
e The certificate to assign must be available in the local Certificate store of the IFC
PC.

o  The certificate must be a .pfx one using the private key
e The certificate must be imported into either CurrentUser or LocalMachine
Personal store

Add Server certificate

This is the server certificate of IfcApplication .

L5
Cofgmuonme | ] SSL/TLS Setup for communication Between MCANET and Suted (fcBusNET) - 0o x|
L% ]
& ¥ Detasls of server cotiicate
;“i‘m Conwrt Mo canficate defrnd
? e cotfise b e
PARSE
|
COMM
... Eewas ]
U MAN
i
Datasls of contlicate uned lor mutid stherticataon foptonsd ) ».‘ |
Conwt  No cenficate defred’ '
i
New No cotficate sslected! {
y
1
y
]
Cancal Cow cotfcaten ]
AR ey e T Seve ; 1
1
1. Select the Import certificate from cert store button:
ﬂ Select server certificate from cert store X
Store location Store name
® Current user (O Trusted root certificate authorities (CA) () Intermediate certificate authorities (CAs)
O Local machine @® Personal (My) O Revoked certificates
(O Other userse (Address book) (O Trusted people

() Third-party certificate authorities (CAs) (O Trusted publisher

Issued to / Subject

2. Choose the Store location and Store name the certificate is located at.

3. Enter the certificate name / Issued to value
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Q:] Select server certificate from cert store X

Store location Store name
@ Current user (O Trusted root certificate authorities (CA) () Intermediate certificate authorities (CAs)
O Local machine ® Personal (My) O Revoked certificates
(O Other userse (Address book) (O Trusted people
(O Third-party certificate authorities (CAs) (O Trusted publisher
Issued to / Subject

ifc8.Busi.Net{IFC8) |

Apply

4. Click Apply.

If the certificate is found the form displays the certificate details.

g:] SSL/TLS Setup for communication between Ifc8.NET and Suite8 (IfcBusi.NET) = O X

Details of server cettificate
Curmrent: No certificate defined!

Import certificate from file
New: Import certificate from cert store
Subject : Ifc8.Busi.Net(IFC8)
Issuer  : Ifc8.Busi.Net(IFC8)
Validity from 24.06.2020 until 24.06.2040
Store:  CumentUser\My\lfc8.Busi.Net(IFC8)
Details of certificate used for mutual authentication (optional)
Current: No certificate defined!
Import certificate from file
New: Certificate will be removed! Import certificate from cert store

Don't forget to restart all Suite8 instances after pressing "Apply’!

If no mutual authentication is desired select Apply to import the certificate into IFC
Configuration.

Add a certificate for mutual authentication:
This is the Server Certificate of IfcBusi.Net

Note: It is only possible to assign a certificate for mutual
authentication at the same step of assigning the Server
certificate.

1. Choose the Store location and Store name the certificate is located at.

2. Enter the certificate name / Issued to value.
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29

I-IFC1 Details of server certificate

[ 7 e
Q‘] Select certificate for mutual authentication from cert store X

c Store location

@ Current user
O Local machine

Issued to / Subject

Store name

O Trusted root certificate authorities (CA) () Intermediate certificate authorities (CAs) F
@ Personal (My) O Revoked certificates
O Other userse (Address book) O Trusted people

(O Third-party certificate authorities (CAs) () Trusted publisher

fcBusi_Net-Cert (V8Live)

Apply

Don't forget to restart all Suite8 instances after pressing "Apply*! [

3. Click Apply to import the certificate into IFC Configuration.

[] Configimi Setup for <unknowns

File ~ Options -

Config structure Aftributes Selected attribute
&~ IFC!TFD Name Value Name
&
= PS1 2 DbsDebugMode N [s5Corfia
L.PRN g FoCommTcpDing N Cument value
-PARSE gl MonConnld Format IpAddress |Opeﬂ SslCarfig
(-PROT & FoCommPort 5501
E C:O E| PmsUserPwd New valug
et [52] ssiCorfig Open SSL/TLS configuration for fcBusi
- MAIN

Description

The S5L/TLS configuration for fcBusi
communication

Only tems from list are allowed
Default: "Open SsiConfig"”

Path

/IFC3/PMS1/COMM/DBS

Type

||n'rlia|\ze. DbsConf

Cancel Apply Save

4. Click Apply or Apply&Save to confirm changes.
The IFC will reinitialize.
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Start/Stop + Options ~ About

e TPwst L= (] » &« [0 = [ <= [] DbAction [~ MessLvi2 [+]] [C] Style: Debug [] MonttorRefresh [ Battom

PMS1-V8BLive
lobalDbsConnect:0/FoCommPort=5191

FIAS_Log XML

KMessLv13>[CommDbs.CheckLic/26] Feature license "PARTIAL CAS" done
KMessLv13>[CommDbs.CheckLic/26] Feature license "FULL_CAS" done
1 KMessLv13>[IfcObject.ChangelinkState/26] Start-Alive
1 KMessLv13>[CommTcpServMulti.Init_Specific/26] (10.175.63.106:5191) — done
<MessLv13>[TcpFoWsConnect.Init/9] SslStream authentication for Socket(10.175.63.106:5191 - 10.175.63.106:61188) will be validated
1 KMessLv13>[TcpFoWsConnect.SslStream ValidateClientCertificate/9] (10.175.63.106:61188) Certificate validation via IMSQ table
7] <MessLv13>[TcpFoWsConnect.SslStream ValidateClientCertificate/9] (10.175.63.106:61188) Certificate validation dene via ClientCertInfo=""
71 <MessLv13>[TcpFoWsConnect.Init/9] SslStream authentication done:
Cipher: Res256 strength 256
Protocel: Tlsl2
Is authenticated as server: True
Is Encrypted: True
Certificate revocation checked: True
Local cert issued to "CN=Ifc8.Busi.Net(IFC8)"(SelfSigned+UntrustedRoot), valid until 24.06.2040
Remote cert issued to "CN=IfcBusi.Net-Cert(V8Live)"(SelfSigned+UntrustedRoot), valid until 23.06.2040
] <MessLv13>[TcpFoWsConnect.Init/9] — done

7] [MessLvl3>[CommMainServ.OnChangeCommState/9] (10.175.63.106:61188) Off-Sync
8] [+[10.175.63.106:61188| 7] <LinkPmsConf Date="200625"
8] -[10.175.63.106:6 200625" Time="101438" UserID="

.14.6.2" />

88|7T] <LinkAlive Date: ve" />¢

NOTE: Adding certificates requires a restart of all Suite8
Workstations having IfcBusi.Net installed, as the IfcBusi.Net
must be reloaded to read the new settings.

After importing the certificates from the cert store the certificates can be removed from
the cert store as IFC8.Net and IfcBusi.net.dll read the certificates from the database.
This ensures that these certificates will not be used by other systems.

Re-assign Certificates

In case existing certificates will be replaced with new ones, the re-assignment will work
the same way.

E:] Configkml Setup for <unknown>

File = Options =

Corfig structure Atributes Selected attrbute

8-1Fea MName Value Name
2| DbsDebugMode N [SelCorfig |
E| FoCommTepDns M Cument value
@ MonConnldFomat IpAddress |Open SslCorfig ‘
El FoCommPart 5501
E| PmsUserPwd New value
3 ssicorfig Open SsiConfig I

Open S5L/TLS configuration for fcBusi I

Description

The S5L/TLS corfiguration for fcBusi
communication

Only items from list are allowed
Default: "Open SsiCorfig”

Path
AIFC3/PMS1/COMM/DBS

Type
Initiglize. DbsConf

Cancel Apply Save Ok
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New value
Open SSL/TLS configuration for ffcBusi

Ifc Configuration Editor is accessed using the Windows Authentication another Suite8
user authentication is required.

M} SSL/TLS Setup for communication between Ifc8.NET and Suite8 (IfcBusi.NET) = O X

Details of server certificate

Cument:
Subject: Kc8.Busi.Net{IFC8) Import certificate from file J
Issuer:  Ifc8.Busi.Net{IFC8)
Validity  from 24.06.2020 until 24.06.2040 Import certfficate from cert store

New: No certificate selected!

Details of certificate used for mutual authentication (optional)
Current:
Subject: IfcBusi.Net-Cert(V8Live)

Issuer:  IfcBusi.Net-Cert(V8Live)
Validity from 23.06.2020 until 23.06.2040

New: No certificate selected!

Cancel Clear certfficates

To change the Certificates select the “Import certificate from file” or the “Import
certificate from cert store” button and follow the steps as described in the above section.

Note: Changing the existing certificate for mutual
authentication is currently not possible without re-assign
the server certificate.

For this, the buttons to “import certificate from file” and “Import certificate from cert
store” for mutual authentication are not available
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Clear Certificates

38

g:] SSL/TLS Setup for communication between Ifc8.NET and Suite8 (IfcBusi.NET) = O X

Details of server certificate

Current:
Subject: Kc8.Busi.Net(IFC8) Import certificate from file
Issuer:  Kfc8.Busi Net{IFC8) -
Validity  from 24.06.2020 until 24.06.2040 Import certificate from cert store

New: No certificate selected!

Details of certificate used for mutual authentication (optional)

Curment:
Subject:  ficBusi.Net-Cert(V8Live) mport cedficate from file
lssuer:  KcBusi.Net-Cert(V8Live)

Validity ~ from 23.06.2020 until 23.06.2040 part oertificate from osf

New: No certificate selected!

Cancel Clear certfficates Apply

To remove/clear all certificates select the “Clear certificates” button.

&3 SSL/TLS Setup for communication between Ifc8.NET and Suite8 (IfcBusi.NET) = O X

Details of server certificate

Curment:
Subject: Kfc8.Busi.Net{IFC8) Import certificate from file
Issuer:  Kc8.Busi.Net(IFC8)
Validity  from 24.06.2020 until 24.06.2040 Import certificate from cert store

New: Certificate will be removed!

Details of certificate used for mutual authentication (optional)

Cument: ‘ ‘ v
Subject: KcBusi.Net-Cert(V8Live) nport certificate from file
Issuer:  KcBusi Net-Cert(V8Live)
Validity from 23.06.2020 until 23.06.2040 npor cedificate from cert store

New:  Certificate will be removed!

Don’t forget to restart all Suite8 instances after pressing "Apply’!

To confirm certificate settings click Apply to save changes.
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NOTE: Adding certificates requires a restart of all Suite8
Workstations having IfcBusi.Net installed as the IfcBusi.Net
must be reloaded to read the new settings.

Certificates when Moving IFC Instance

In case the IFC8.Net Instance or service has been moved to another PC/Server the
certificates must be defined again in the Ifc8Config as the defined certificate values will
not be valid anymore!

The related Error message might occur in the IFC8 instance Pms object:
<App_Config_InvValue_Exception>[TcpFoWsConnect.Init/6]

-Description: Server certificate can not be retrieved from IMSQ table value — The

specified network password is not correct.

Follow the steps for Re-assign certificates.

First Start of IfcBusi.Net with SSL Settings Changed

When starting Suite8 Client the first time after adding/re-assigning/clearing certificates
the following notification pops up upon IfcBusi.Net instance loading for EFT Interface:

Configuration change detected!

Ifc connection to “21 OPI Local® has changed.
b\ ifcport: "s501°
 Kcpcid: “10. 1227
Changed value(s): SSL certificates

Press "OK™ to use new settings!

OK I Cancel

Click OK to confirm new settings and continuing loading the IfcBusi.Net instance.
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