Oracle® Hospitality Hotel Mobile
Installation and Configuration Guide
Release 1.4.0.0 (1.40)

F17752-06

June 2020

ORACLE



Copyright © 2016, 2020, Oracle and/or its affiliates. All rights reserved.

This software and related documentation are provided under a license agreement containing
restrictions on use and disclosure and are protected by intellectual property laws. Except as expressly
permitted in your license agreement or allowed by law, you may not use, copy, reproduce, translate,
broadcast, modify, license, transmit, distribute, exhibit, perform, publish, or display any part, in any
form, or by any means. Reverse engineering, disassembly, or decompilation of this software, unless
required by law for interoperability, is prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-
free. If you find any errors, please report them to us in writing.

If this software or related documentation is delivered to the U.S. Government or anyone licensing it on
behalf of the U.S. Government, then the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs, including any operating system, integrated
software, any programs installed on the hardware, and/or documentation, delivered to U.S.
Government end users are "commercial computer software" pursuant to the applicable Federal
Acquisition Regulation and agency-specific supplemental regulations. As such, use, duplication,
disclosure, modification, and adaptation of the programs, including any operating system, integrated
software, any programs installed on the hardware, and/or documentation, shall be subject to license
terms and license restrictions applicable to the programs. No other rights are granted to the U.S.
Government.

This software or hardware is developed for general use in a variety of information management
applications. It is not developed or intended for use in any inherently dangerous applications,
including applications that may create a risk of personal injury. If you use this software or hardware in
dangerous applications, then you shall be responsible to take all appropriate fail-safe, backup,
redundancy, and other measures to ensure its safe use. Oracle Corporation and its affiliates disclaim
any liability for any damages caused by use of this software or hardware in dangerous applications.

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be
trademarks of their respective owners.

Intel and Intel Xeon are trademarks or registered trademarks of Intel Corporation. All SPARC
trademarks are used under license and are trademarks or registered trademarks of SPARC
International, Inc. AMD, Opteron, the AMD logo, and the AMD Opteron logo are trademarks or
registered trademarks of Advanced Micro Devices. UNIX is a registered trademark of The Open Group.

This software or hardware and documentation may provide access to or information on content,
products, and services from third parties. Oracle Corporation and its affiliates are not responsible for
and expressly disclaim all warranties of any kind with respect to third-party content, products, and
services. Oracle Corporation and its affiliates will not be responsible for any loss, costs, or damages
incurred due to your access to or use of third-party content, products, or services.



Contents

Contents

Preface ......ooooiiiiiii s 6
AUIEIICE ...ttt 6
CUSOMET SUPPOTT ...ovviiiiiiitctc e s 6
Documentation...........cooviiiiiiiiii s 6
Revision HiStOTY ..c.ciiiiiiiiiiiiiiiiiii s 6

Prerequisites ..o 8
Configuring OPERA Web Services...........ccccooiiiiiiiiiiiiiiiii 10
OPERA Web Services Server Prerequisites...........cccoviiviniiiniiiininiiiniiicccccnccens 10
Installing the Oracle CLent............cccoiiiiiniiiiiiiiii s 10
Configuring Oracle Net ... 12
Updating Language Settings..........ccccccoiviiiiiiiininiiiiiiccc s 12
Installing OPERA Electronic Distribution Suite with OPERA Web Services ......... 13
INEFOAUCHON. ...t 13
PrerequUiSites ... s 13
Installing OEDS.........cccooiiiiiiiiiiiic s 13
Installing the Suite8 XML Interface..............cccoooiiiiiiiiiiiiiicc e 20
Installing the Suite8 Clent ..........cccccoeuiiiiiiiiiiiiiicc s 20
XML Interface and OTA XML INtErface ........ccccciirirrrerireeieieiciiiierereeeeeeneneeeeseeseseseenenes 20
Turning Microsoft Windows 7 Features On or Off .............cccccciinnnnneeccccinnreeenes 20
Turning Microsoft Windows 8.x Features On or Off.............cccccooiiiviiiiiiiiiinns 24
Configuring the Suite8 XML INterface.........ccccovvrieieueuieiiiirrrreeee e 26
Configuring IIS for Running the XML INterface ... 28
Configuring the XML Interface on a 64-bit platform...........cccccovvrniiiiiiinnnniiiice, 32
Testing the XIML INterface ... 34

5 Installing the Hotel Mobile REST API............cccoooiiiiiiiiiii e 35

INEFOAUCHON. ...ttt 35
................................................................................................................................. 35
.............................................................................. 36

nstall RESTAPI by the new installshield




Configure RESTAPI through the graphical interface ............cccooooeeiiiiiiic 41

Oracle Data Source Configuration ..........c.cccccoeeerrrerereeieieiemcieinnneeeee e eseseseenenes 41
Persistence CONfiGUIAtionN ........cccovvuruiieueieiiiiininrireeee e 43
Log Configuration .........cccccuiiiiiiiiniiiiicciii e 44
Hotels Configuration ... 45
Manual Installation of RESTAPL.........cccccoiiiiiiiiiiissnnnes 46
Creating an application PoOL..........cccciviiiiiiiiiiiiii s 46
Creating the RestAPI DIiTeCtOT ........ccoviiiiiiiiiiiiiiiiiiiiiiiccc s 49
Creating the RestAPT Application........cccccocviiiiiiiiniiiniiiiininiciiicces 50
Creating the Cache DB Oracle schema..........ccccociviiiiiniiniiicicc 53
Adjusting Data access Client Configuration Files..........cccooooiiiiiiiii, 56
Adjusting PmsApiXMLCONSig file........coooiiiiiiiiiiiiec e 56
MUL-PIOPETLY ..ot 57
POISISLEINICE ...ttt s 58
PMS API Service in Opera 5 SaaS Environment ..........cccccoooveioiiiiniiiinnninneccnnnes 59
Cultures, LaNgUagES ........ccoiuiiriiiiiiiiiiinii s 59
Parameters used in PmsApiXMLConfig.config file.........cccccoovvnnniiiccininnnnnnnnns 60

6 Updating the Hotel Mobile REST APIL...............cc.ccooiiiiiiiiiiiii 63

7 Configuring OPERA 5 Hotel Property...........ccccccoiiiiiiiiiiiiiiiii e 64
Activating the License Code .........ccocooiiniiiiiiiiiiiiii s 64
Configuring O2G ......c.cucuiuiuiiirirrree ettt 65
KIOSK INEETTACE ...t 65
BIOD SChema ......cuouiiiiiiii e 65
Registration Cards ... 67
Kiosk Registration Cards..........coceerueieieiniiiicicieieeccie e 68
Application SEtNGS .......ccueveiiiiiicciee s 69
Channel Parameters ... 73
Hotel Mobile and Print Functionality ... 73
Hotel Mobile and Send E-Mail Functionality ..........cccccooeiiiiniiiiiee 74
RePOrt BUILAeT ...ttt 74
Activating SIVICES ........cveviiiiiiiiiici e 75
OPERA V5 on Premise Recommended Settings: ...........cccocouciiiiiiinniiiiiciiiis 76

8 Configuring the OPERA 5 Hotel Property Interface...............cccooviiiiiiiiiiiininn 77

9 Configuring Suite8 ...............cccooiiiiiiiiiii 79
XML INEETLACE. .. .viviiiiiiiici s 79
KIOSK INEETTACE ...ttt 79
Registration Card..........cccciiiniiiiiiiiiii s 79
FOLLO SEYLE 1ot 79

Contents



Contents

Y =0 L1 F= 1 g Lo SRR 80

HOUSEKEEPING ...t s 80
Attendant GIOUP ... 80
ABENAANTS ... 81

USer RIGES ... 81

10 Installing the Hotel Mobile Application ..............ccoooiiiiiiiiiiiiic 83
11 Troubleshooting .............cccccoiiiiiiiiiiiiii 85

To verify that RestAPI is up and running ............ccccoevvvniiiiiiiiniccccinas 85

Error message when calling RestAPL...........cccccccviiiiiiiniiiices 86
SOIUHION ..ottt e 86

Installation of RestAPI Monitoring ToOL ... 87

5



Preface

This document explains how to install and configure Oracle Hospitality OPERA 5 Hotel Property and
Oracle Hospitality Suite8 for Oracle Hospitality Hotel Mobile. The document also explains how to
install the Oracle Hospitality Hotel Mobile application.

Audience

This document is intended for system administrators, support personnel, and users familiar with the
Suite8 and OPERA 5 Hotel Property modules.

Customer Support
To contact Oracle Customer Support, access My Oracle Support at the following URL:

https://support.oracle.com

When contacting Customer Support, please provide the following:

* Product version and program/module name

* Functional and technical description of the problem (include business impact)
» Detailed step-by-step instructions to re-create

* Exact error message received

*  Screen shots of each step you take

Documentation

Oracle Hospitality product documentation is available on the Oracle Help Center at
http://docs.oracle.com/en/industries/hospitality/.

Revision History

Date Description of Change

May 2017 e Initial publication

September 2018 e Update Release 1.2

September 2018 (02) e Updated Hotel Mobile REST API to version 1.2

September 2018 (03) e Updated Chapter 5 Prerequisites Microsoft NET
Framework version from 4.6.3 to 4.7.2.

October 2018 e Updated RestAPI pg. 33 to reflect separate file
download from Suite8.13.0.0 onward.

December 2018 e Update Release 1.30

April 2019 e Update Release 1.4.0.0 (1.40)

August 2019 ¢ Installation of RestAPI monitoring tool for

version 1.4.1.0 (1.41) and higher
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https://support.oracle.com/
http://docs.oracle.com/en/industries/hospitality/

November, 2019 e Added RestApi automatic installation
instructions for version 1.4.2.0 (1.42)

March, 2020 e Updated prerequisites for version 1.4.3.0 (1.43)
May, 2020 e Added section Updating the Hotel Mobile Rest
API
e Updated prerequisites for OPERA vs. LDAP
user
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1 Prerequisites

Verify that the environment meets the following requirements:

Suite8 Version 8.10.2.20 and higher or OPERA 5 Hotel Property and higher
Hotel Mobile REST API version 1.43
OPERA 5 Hotel Property installation with an active PMS license:

0 Premise-based SKU (Controlled Availability)

0 Oracle Hospitality OPERA Hotel Mobile license and support agreement

0 OPERA 5 Hotel Property (5.4.2.26+ - 5.5.0.21+ - 5.5.1.7+ or 5.6.1+) OPERA Web Service-
based

Suite8 installation with an active PMS license

0 XML Interface installed
0 Kiosk Interface

OPERA 5 Hotel Property and Suite8 on-premises recommended settings: Hotels would consider to
activate and configure the following applications to take full advantage of the Hotel Mobile
application:

0 Housekeeping Task Assignment

0 Housekeeping Attendants

0 Maintenance

OPERA Web Services server

0 Operating system: Windows Server 2016 or Microsoft Windows 2012 R2 purchased by
the client
0 Microsoft NET Framework:
=  Windows Server 2016: 2.0, 4.5 and 4.6.3 - Available for free from the Microsoft
web site
*  Microsoft Windows 2012 R2: 3.5 (include .Net 2.0), 4.5, and 4.6.3 - Available for
free from the Microsoft web site
0 Microsoft IIS 7 or Microsoft IIS 8 - Available with the Microsoft Windows operating
system
0 TLS1.2 enabled
0 SSL —SHAZ2 certificate supporting TLS 1.2 for the OPERA Web Services server — to be
purchased separately by the client
0 Oracle client installed
0 Install OPERA Web Services (PMS mode in OEDS) interfaces:

REST API

0 An external SSL Certificate from a trusted certification authority with FQDN needs to
be installed on the RestApi server

0 Microsoft NET Framework 4.7.2 is required by the REST API

EFT chip and pin interface with IFC8 — EMV credit card interface is to perform check-ins, check-
outs and process payments with credit cards.

Key card interface with IFC8 — required to cut key cards.
Microsoft Windows devices:

0 Operating system - Microsoft Windows 8.1 or Windows 10

Prerequisites



0 Microsoft NET Framework 4.7.2 - Available for free from the Microsoft web site

=  jOS-based devices:
0 i0OS 11 or higher
=  Android devices:

0 Android 7 or later

* Network printer installed on the device for printing documents using Hotel Mobile devices.

=  OPERA user vs. LDAP user

In order to log in to the OPERA Hotel Mobile application an OPERA application user is required.
Hotel Mobile will authenticate and authorize against the OPERA database, i.e. the user must be
configured in OPERA including username, password and required permissions. Hotel Mobile
does not support authentication against an active directly, i.e. customers with an LDAP
integration cannot login to Hotel Mobile with an LDAP user but must create users in the OPERA 5

application for Hotel Mobile.
* OPERA functions:

0 Like in OPERA 5 certain functionality depends on functions.

0 Below find a list of function that may be activated in order to use a feature in OPERA 5 and

Hotel Mobile:

CASHIERING
CASHIERING
PROFILES

PROFILES

PROFILES
RESERVATIONS
RESERVATIONS
RESERVATIONS
RESERVATIONS
ROOMS MANAGEMENT
ROOMS MANAGEMENT
ROOMS MANAGEMENT
ROOMS MANAGEMENT
ROOMS MANAGEMENT
ROOMS MANAGEMENT
ROOMS MANAGEMENT
ROOMS MANAGEMENT
ROOMS MANAGEMENT
ROOMS MANAGEMENT
ROOMS MANAGEMENT
ROOMS MANAGEMENT

Prerequisites

ROUTING

ARTICLES

Future & Past Stays
HISTORY

VIP

ACCOMPANYING GUEST
ALERTS

DO NOT MOVE ROOM
SHARES

ATTENDANT POINTS
DISCREPANT ROOMS
MAINTENANCE

QUEUE ROOMS

SIMPLE TASK ASSIGNMENT
TASK ASSIGNMENT
TASK ASSIGNMENT WORKFLOW
TURNDOWN
INSPECTED_STATUS
OUT_OF_ORDER
OUT_OF_SERVICE
PICKUP_STATUS
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2 Configuring OPERA Web Services
OPERA Web Services Server Prerequisites

The OPERA online Help provides more information on OPERA Web Services server prerequisites.

Installing the Oracle Client
You need the Oracle Client (11g) to connect to the OPERA database.

1. Download the installer from: https://www.oracle.com/technetwork/database/enterprise-
edition/downloads/112010-win64soft-094461.html and save it to D:\ Upgrade \Media\ Oracle
Client.

2. Run the Oracle 64-bit Client as administrator.

b THAPC » Data{l) » OEDS b winbd 11982 chent 3+ chent »

W Metwerk Creste shorteut

Drache Client Installer - Settng up Client - Step 1 ol &

Select Installation Type ORACLE 11g
DATABASE

2 Select Instaletion Type VAaE Byps 0f Inataliatiod oo iou want?
o Seesite natmlsbion Locsson ginebCherk (13 OMES)
inzins insinnd Clent Softwars
Instads the management Console, managenert bools, el working Services ites and basic chent software
Funtime (751 OV
inatsls in0is for developing spplcations, networking services and basic chent softwars
Cusiom

Enables you 1o choose indrvidusl components 1o nstall

4. Select Yes on the following message:

Oracle Client Installer .

[IM=-13001] Environment does not meet minimum reguirements.

Are yau sure yau want to continue 7

| Yes || Mo || Dets |

Configuring OPERA Web Services



Select English, and then click Next.

& Dracle Client Installer

[H[=] E]
OoORACLE 11g

DATABASE

Setting up Chent - Step 2 of 7

Select Product Languages

v Select instalegon Tvpe Setect the angusges I which your product wilin
+ Select Produst Languages Byadsile Lnganges ) cied Languages
¥ Sisciy puyiskeiion Loceiion anbic =4 [Engisn |
Bengsh
Braziian Porhapms
Buigarian
*Canadar: French
Kotinn
Foroeid iy
BDansh i
¢
&

Dnach

Specify the installation location, and then click Next.
Oracle Database: D:\Oracle\
Software Location: D:\Oracle\11.2.0Clien

& Oracle Chient Installer - Setting up Chent - Step 3 of 7 [_[D]
ORAcLE 44¢

DATABASE

t specity Installation Location

Specity an Crmcls configuraton-relsbed fles. This kcation ks the
| Cracie base drectory

Saioct P 1 Lancusoss
T

§ SpeckyWnetaon Lacaion Q..,m. <) (e

w Poriom Frevegusts Checks

Specity & location for sionng Crascie software fies. This lacation i the Oracie frome drectory’

Goftware Location W] O vrschei! 1 Lewt|

™| | Brogse.

Click Next, and then wait for the process to finish.

e P T

= = =

Select Close to complete.

Configuring OPERA Web Services
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Configuring Oracle Net
1. Copy tnsnames.ora from the OPERA application server to the following location on the
OPERA Web Services server:

D:\Oracle\11.2.0client\ network \ admin
2. Go to Windows Start Button, select Run, then type command or cmd to open a DOS prompt.

Type tnsping opera for OPERA to make sure the Oracle Client has been installed correctly and
it is communicating with the database. The following figure shows an example:

Updating Language Settings
1. Go to Windows Start Button, select Run, type regedit, then press CTRL+F and search for
NLS_LANG

2. Update the value of NLS_LANG to AMERICAN_AMERICA.UTES.

B |, oradle ab|FORMS_SCYIEWER  RES_SZ NOTEPAD.EXE

P KEY_1213ahs ab| REG_SZ DA ORAMWERY 11 gappr2itoolsicomman
KEY_0OH159383531 ab|MSHELP_TOOLS  REG_SZ DUYORAYMWER) 11 gappr2MSHELP

i KEY_OHB1935377 LS LANG REG_SZ AMERICAN_AMERICA.UTFS

B i KEY_OraDbllg_homel | abjonaciE BUNDLE... REG 52 Enterprise

Configuring OPERA Web Services



3 Installing OPERA Electronic Distribution
Suite with OPERA Web Services

Introduction

OPERA Electronic Distribution Suite (OEDS) distributes and exchanges OPERA data over the internet.

OPERA Web Services is a collection of Microsoft Windows services that provide access to OPERA
functionality. They provide an interface between OPERA and external applications, such as a web
booking engine.

Prerequisites

Installers should be familiar with the following;:

=  OPERA Web Services configuration

=  Setting OPERA Web Services in debug mode

* Tools to verify OPERA Web Services is SoapUI

Installing OEDS

1. From the OPERA server: copy D:\Micros\Opera\ Tools\OEDS\ oeds.zip to the OPERA Web
Services Server under: D:\Upgrade\OEDS\ (or any other location convenient to you).

2. Unzip the file.
3. Run D:\Upgrade\ OEDS\ setup.exe as an administrator.

TISRoctFelder 712012006 11:08 A Fill folder
plloqm’"{% TIPG[2016 11:00 A4 Fie Foider
[ ) 2/2612005 11:04 AM Configuration settings SKE

g

3 Opera Elsctrons: Districution Suibe Windows Installer P, .

10/1{2012 6:04 PM
Fi15) 3 PM
OFLIZ012 &:04 PM Corifiguration settings ZKB
1212012 4:54 PM Applcstion 16 KB

LZEFE0 12:02 PM MANIFEST File 1KE

4. Click Next.

Installing OPERA Electronic Distribution Suite with OPERA Web Services 13



L ii¥ Opera Electronic Distribution Suite - Installshield wizard

Welcome to the InstallShiekd Wizard for Opera
Electronic Distribution Suite

The: InstalShisld(R) Wizard wil install Opera Electronic
Distribution Suite of your cormputer. To continue, chck Next,

WARNING: This program is probected by copyright law and
inbernational treaties,

MNaxt > Cancel
5. Select Custom, and then click Next.
: i}
o !
Chodes the setip bype That best suls your nesds,
N !
m&m 8 sebup type.

" complete

ﬁ “W?’nhmudhmﬂqd-mmhmldﬂ
pace,

& Custom

Choscse which program featunes: you want instaled snd whens they
will b irestallecd, Recommended for achanoed users.

{mlum»ilw|

6. Select Opera Access Point > This feature will be installed on local hard drive, and then scroll
down.

[T FEsre Description
Opera Access Point
=3  This feature wil be instaled on locsl hard drive,

7. Select OWS-WS Version 5.1 > This feature will be installed on local hard drive.

—! Mhmermasismm|
= This feature wil be installed on local hard drive,

8. Click Next.

Installing OPERA Electronic Distribution Suite with OPERA Web Services



il Opera Electronic Distribution Suite - Installshield Wizard

Custom Setup
Select thie program featuras you want installad,

Cldcmu'&:nhﬂn lisk bekow b charnge how a Feature is instalied,

{%d; Opera Access Point
= | 2C Monitor
¥ = | 2C Service
X = | Gwiz Pegatus
= | Gamirg | wER This feature requires 144K on
¥ = | OWS-WS Version 5.0 wyour hard drive. It has 2 of 19
% =| 525 Adsptor subfeatures selected, The
S subfestures requine 1008 on
i Al OiS-W'S Yersion 5.1 ;I your hard drive.
Irestall bo:
Ci\Program Files (xB5)\Micros Systems\OEDS] T I
o | see | <peck Nest > cancel |

9. C(lick Install.

ji Operra Elecbronic Distribubion Suite - InetalSbeeld Wizard

Ready bo Tt all the Progeam
MMEmtnmmm.

Clck: eritiall L Rategs ther il i,

IF o mean o pesviesw oF changs sy of wour installstion settings, oo Back. Chok Carcel o
ik e wizard,

e | T . coed |

10. Click Not Connected.

mejl'@'mm Information For Opera Schema

Lizer Maeme - Max Pool Size -(20 bz recommended)
[e= [2 |
Pazzword : Connection LifeTme:(in mrntes, 5
I~ I recommendsd)
Cionnection String © Is =
[opera Clesr Connection Poat
(Only tor OAP Avalsbilly Service)
M YES j
Mot Connected
| Het> | Cancel |

Installing OPERA Electronic Distribution Suite with OPERA Web Services 15



11. Once showing Connected, click Next.

Oracle l:gnnm:(lon Information For Opera Schema
i

User Name -
I Mex Pool Size (20 is recommended)
opera
[0 =
Password ©
I 44444 Connection LiteTimea:(in minutes, 5
i recommended)
[s =
Clear Connection Poal
(Cnby for QAP Availabifty Service)
A e -]

[ Hesd > Cancel |

12. Enter the field Login Property / CRO Name, Hotel/Inn code, and select PMS from the
Running Application drop-down list.
The Login Property must have an active license code and the running application must be
PMS.

.
o
Oper%.pplicaﬁnn Login Information

13. Click Next.
14. Configure OPERA Web Services to use e-registration card.

The OEDS Installation Guide in the OPERA Help provides more information on the settings

and their values.

Installing OPERA Electronic Distribution Suite with OPERA Web Services



15.

Specify settings as shown in the following example. Use the default values for the other

settings.
T

OWS Configuration

Suppress Clased : Report Format :

[E= ~| |FOF

Mame Rezponse GDS Object : ‘Wieh Report Path

I MO j I\WebS erverName'reports’,
Report Remote Path Log File Size [MB] :
|Ihttp:f.v‘meoSSmob\le#webtemp#opara/ | |2

Report Local Path :
Ic:\m\cros\npera\operaias\webtemp\schemaName I~ WSE2 Security

Beport Server

I Reduce Response Message Size
IHapmaoEEmobllaopera |

CT] Eay |

| Ihttp:,ﬂ’.d‘meoSSmob\Ie.-’reportsr’n:\tsewletfl |

<Back | Mest » | Cancel |

2|

Report Remote Path: Schema in the webtemp directory on the OPERA application server. The

value is an HTTP URL. In most cases, the URL is:
http://OperaAppServer/webtemp/opera

Report Server: Name of the report server installed on the OPERA application server for the

schema installed. In most cases, the value is:
repMACHINENAMEschema

Report Gateway: URL for the rwservlets installed on the OPERA application server. In most

cases, the URL is:
http://OperaAppServer/reports/rwservlet/

Click Next in OAP Utility Parameters.
Overo Electronk Distribution |

QAR Utility Senvice Parameters

i Lisg Reguasts  fschive GDS Legs

Emad Server [SMTF) ©
Propesrty Name |Ma¢5ﬁveﬂ\lam
{F’m-uella Mama Request Log insert infervalin minutes) :
Sonclar Emad Addreas - B =
IS z i Log Fies Purge Time (HHO4WESS
215459
Fecipient Emad Acdress ((separate by I
saemacokon” ) Archive irberval(in hours)
Fi ecipient] Emal@company com RecipientZE ;I |1 it
mmcm_ﬂﬂwﬁIMnﬂm The = s
fogsi' of Avalabls Memory
= fo

<Back || Mt || Cancel_ |,

16. Click Next.

Installing OPERA Electronic Distribution Suite with OPERA Web Services
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Dpera Electronic Distribution

Rate Update, AvStat Update and Regional Availability Data Rollover Parameters
ik

Rodover Time (Should be in format HH24:MESS and in CRO databaze time zone) ©
235559

Rollover Chack Interval(in minutes)

|15 =

Emai Server (SMTP) :

|Mai|Ser\-'erName

Sender Email Address :

|SenderE mailEcompany. com

Recipient Email Address (separate by semicolon(’') :

FRecipient]EmailE@compary. com:R ecipicd&mai@cm‘oaw.comﬁecinier&:ﬁ‘éml@cmanj
p.Com -

¢Back ]| Nest > || Corcl |,

17. Click Next.

Regue] :Manitor Parameters

I Log GwS Avadsbiily Feques |
I Log OWS Reservation Request
™ Log OWS Name Request

-

B ol el

cBack I| Nest > || Cancel |

L

18. If necessary, change Log Directory and Request Log Directory.
Log Directory: Enter the storage location for the logs. The following figure shows the default
location. Change the path to the D drive if the C and D drives are used.
Request Log Directory: Enter the directory path to the RequestLog.xml file. The following
figure shows the default location. Change the path to the D drive if the C and D drives are
used.

Opera Electronic Distribution

General Parameters
OAP | GO'S Server Name OAP Log Fle Size [MB] Payment LIVE Environment:
[z no X

Populste Prce Interval in mis) @ Reguect Log Direclory -

[s =] [0 \Micsos Systems\DEDS \Reque

Log Level Request Log Fie Size

[MESSARE = [ R

Log XML Fequest Log Wie Maximom Retry

Jno = [w | +ls

Log Pugs Offset (in days) Request Log Lock Time Out {%

[0 = [ =+

Log Directory © Risquest Log Wit Theead Sleep(in ms)
||b \Micros Systems\OE Dsu_q;:| |100 |

e ce

19. Click Next.

Command windows appear as the installer completes the installation.

Installing OPERA Electronic Distribution Suite with OPERA Web Services



20. Click Finish.

| Upera Electronic Distribution Suite - InstaltShiekd Wizard x|

InstaliShiekd Wizard Compheted

The InstalShweid Wizard has successfuly nstalled Opera
Electronic Distribution Sute. Cick Finish 1o exit the wizand,

e

21. Go to IIS Manager and start Administrative tool > Internet Information Services (IIs)
Manager.

22. Click on application pool, right-click OEDS, and then select Advanced settings.

™ Internet Information Services (115) Manager

o 1
@ =] l.::’ » MEOSSOPERA b Application Pools

File  view  Help

. ot
CRETEAT @) Application Pools

g5 Start Page
£ €2 MECSSOPERA (MECSSOPERAIAdinstrator) This page lets you view and manage the st of applization pools on the server. Application poals
(M Application Pooks Filter:

= (e - Ghshowall | Groupbyi Mo Grouping
&) Stes

Name _* | status | NET Frame... | Managed Pipeli.. | Identit:

L) ASPNET v4.0 Started w40 Integrated ApplcationPocllden...

LIASPNET v4.0CL.. Stated w40 Classic ApplicationPocllden...

) Classic NET App... Started w40 Classic applicationPocllden.

L} Defaultapprosl Started w40 Integrated ApplicationPocliden.
§0EDS ed 0 )

| Add Applcation Paol.. Integrated ApplicationPoaliden. ..

Set Application Pool Defaults.

Start

| stop

2 Recyde..

[E]  Basic settings...
Recyding. ..

Advanced Settings. .
F— &

K Remove
View Applications

@ teb

Online Help

23. For Windows 2012 server, change .NET Application Pool for OEDS to v4.0.

Audvanced Sertings | 7] =]

Lisnk Action Modetion

Lt Biver vl (armtes) s

Frocessor Affinity Ensbled Fase

Processor Affinity Mask AZHIRTIE
B Process Model

Identity ApplicativnPoulTdentily

Idbe Tine-cut (mirutes) W

Lawnd Liser Profile False

Masissan Worhes Proxesrs ]

Firgg Enabied True

Firg Maarum Response T (secons 20

Ping Perlodd (oo '

Shutdoen T Lt (secnnds) o0
L Sharbues Tiom Linil {comsmhcl a0 =l
MET Framewnek Versinn

- ol b load & spacific version

o this NET Framework. Selscting "o Managed Code” vl causn ol 850, NET

requests to fal.

_ok | e |

o

24. Click Close.
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4 Installing the Suite8 XML Interface

If your environment uses Suite8, complete the procedures in this section to install the Suite8 XML
interface on Microsoft Windows 7 and Microsoft Windows 8.x versions.

Installing the Suite8 Client

The Oracle Hospitality Suite8 InstallShield Guide on http://docs.oracle.com contains more information
about the Client installation of Suite8.

XML Interface and OTA XML Interface

If you need to do extra programming based on the XML Interface or OTA XML Interface, the local
office needs to complete the NDA (Non-disclosure agreement) Info sheet. Each company needs to sign
the Non-disclosure Agreement. The NDA forms are located on the Micros-Fidelio FTP Server and
Share Point in the directory Confidentially Agreements under Internal Documentation.

Turning Microsoft Windows 7 Features On or Off

1. Open the Microsoft Windows Control Panel.
2. Select Large icons for the option View by.
3. Click Programs and Features.

=& = |
@'\/"’@ » Control Panel » All Control Panel ltems » - | &f‘ | Search Control Panel PI
Adjust your computer’s settings View by: Largeicons ¥ /
=5 Location and Other ¢ . -
<& Keyboard 7 @ Mail
’ <) Sensors
j Mouse lzl.: IC\::\;\:?I( and Sharing ication Area Icons
B Performance Information ‘ Personalization Phone and Modem
' and Tools >
\TJ Power Options |: ; Programs and Feature @ QuickTime
L
L‘i Recovery 9 Region and Language Ek;\‘ EZT?:;’?ESSNC’ Desktop
@y \U o falll v -
) Sound J Speech Recognition \(HIJ) Symantec LiveUpdate
@ Sync Center !@ System ] i Taskbar and Start Menu
. g ” ir Anyti 1
@ Troubleshooting i& User Accounts ";! \3:;?:5:\: Anytime
;J Windows CardSpace ﬁ‘fﬁl Windows Defender # Windows Firewall
i* Windows Mobility Center “1" Windows Update

4. Click Turn Windows features on or off.
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http://docs.oracle.com/

@l\m};vl ¥ Control Panel » All Control Panel Items » Programs and Features

Control Panel Ho Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Ct
@' Turn Windows features on or

it Organize -

Install a pregram from the =

network Name Publisher
[577-Zip 4.65
M Adobe AIR Adobe Systems
&p Adobe Captivate Reviewer Adobe Systems
B Adobe Flash Player 10 ActiveX Adobe Systems
B8 Adobe Reader9.3.1 Adobe Systems
Adobe Shockwave Player11.5 Adobe Systems,
‘ﬁlAppleApplication Support AppleInc.
ﬁlﬁ\pple Software Update AppleInc.
B Astaro SSLVPN Client 1.6
ﬁ!Codesite client tools Raize Software
[ Crustal Reports Seanate Softwar

5. Open Internet Information Services and select the following options:

= IS Management Console
= IS Management Script and Tools
* IIS Management Service

Windows Features =ns P

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. Afilled box means that only part of the feature is turned on.

[, Games
[[] 1 Indexing Service
. Internet Explorer
=R ., Internet Information Services
[] ', FTP Server
= | Web Management Tools
[[] . 056 Management Compatibility
., II5 Management Conscle
., @IS Managerment Scripts and Tools
. IS5 Management Service
[] 1 World Wide Web Services
[7] || Internet Information Services Hostable Web Core 57

| »

m

| ok || Cancel
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Open Application Development Features and select the following options:
= .NET Extensibility

= ASP

= ASP.NET

= ISAPI Extensions

= ISAPIFilters

Windows Features - . —— =NECn X
Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check bowx. A filled box means that only part of the feature is turned on.

, 15 Management Scripts and Tools »
, II5 Management Service
= @ . World Wide Web Services Pl
= @ . Application Development Features
.. .MET Extensibility

| m

., ASP
)
Ol cal
. ISAPI Extensions
-, ISAPI Filters
[T] 1, Server-Side Includes
, Common HTTP Features o

| ok || Cancel

Open Common HTTP Features and select the following options:

= Default Document
* Directory Browsing
= HTTP Errors

=  HTTP Redirection

= Static Content
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Windows Features | = | = |

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

@

[7] 1) FTP Server
| Web Management Tools
o [E | World Wide Web Services
[E | Application Development Features
=R | . Common HTTP Features
.. Default Document
.. Directory Browsing
. HTTP Errors
. HTTP Redirection
| Static Content
O} WebDAY Publishing
[7] | Health and Diagnostics
[7] |, Perfermance Features
| Security
, Internet Information Services Hostable Web Core
. Media Features
, Microsoft MET Framework 3.5.1
, Microsoft Message Queue (M5SMQ) Server
, Print and Document Services
, RAS Connection Manager Administration Kit (CMAK)
, Remote Differential Compression
. RIP Listener
J Simple Network Management Protocol (SMMP)
| Simple TCPIP services (i.e. echo, daytime etc)
, Tablet PC Components
, Telnet Client

=
= O

=]

B ®

B
10 &0 OO S O 6 E -

m
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Turning Microsoft Windows 8.x Features On or Off

1. Go to the Start screen from Windows 8.x and search for Programs and Features.
2. Go to Programs and Features and open the utility.

Search

15 and featurey

- DOW. Misiies lahr —
¥ TS0 300 Neue Angebate
¥ NIKKE 225 von Dveney.

Franirn

n
;‘/

o

3. Click Turn Windows features on or off.

=Y Programs and Features = B

1 [ » Control Panel » Programs » Programs and Features v & Search Programs and Features @

Control Panel Home .
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change or Repair.
# Turn Windows features on or
off

Organise ~ = v @
MName ° Publisher Installed On
|| Crystal Report 2008 Runtime SP& SAP AG 23.01.2014
5! Fidelio Suited Client 23.01.2014
5! Fidelio Suited Oracle 23.01.2014
5-|Fidelio Suitel Oracle (11gR2) 23.01.2014
w Microsoft Silverlight Microsoft Corporation 16.01.2014
B Microsoft Visual C++ 2005 Redistributable Microsoft Corporation 23.01.2014
5 Microsoft Visual C++ 2005 Redistributable (x64) Microsoft Corporation 22.01.2014
) Symantec Endpoint Protection Symantec Corporation 16.01.2014
< >
— Currently installed programs Total size: 1,11 GB
> & 8 programs installed
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8. Select options as shown in the following figure:

Windows Features - O
Turn Windows features on or off (7]

To turn a feature on, select its checkbox, To turn a feature off, clear its
checkbox, A filled box means that only part of the feature is turned on.

[w] . WMET Framewerk 3.3 (includes \MET 2.0 and 3.0) ~
[w] . WMET Frameweork 4.5 Advanced Services
[ ! Active Directory Lightweight Directory Services
] | Hyper-V
. Internet Explorer 11
g [=] . Internet Information Services
] . FTP Server
= [=] || Web Management Tools
L]0 1S 6 Management Compatibility
. I5 Management Console
. I5 Management Scripts and Tools
. I5 Management Service
= [=] L World Wide Web Services
= [m] || Application Development Features

| .MET Extensibility 3.3
| .MET Extensibility 4.5
] Application Initialization
| ASP

| ASP.NET 3.5

| ASP.NET 4.5

L1 cal

. |SAP| Extensions

|| ISAPI Filters

[ ]} Server-Side Includes
[] |, WebSocket Protocol

= (=] ., Commen HTTP Features

. Default Document

., Directory Browsing

. HTTP Errors

|, HTTP Redirection

'

[ ]| WebDAV Publishing W
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Configuring the Suite8 XML Interface

1. Create a new folder: C:\fidelio\ programs\ webpublished.
2. Copy FideliolISWrapper.dll to this folder.
3. Go to C:\fidelio\ programs\FidelioWebAppSetup.exe.

@Ov| .+ Computer » Local%k ) » FE\D b programs » - |_‘v¢_|-| Search programs 2 |
Organize = Open Burn New folder ==~ 0 @
|« cache o Name : Date modified Type Size o
. WebPublist B&] fideliovB.exe 21.12.2009 18:31 Application 41142 KB
.. VersionCtrl ﬁ FidelioVEDBPasswordEncrypt.exe 21.12.2009 18:31 Application 752 KB
.. inetpub %/ Fideliovalidation.dll 21.12.2009 18:33 Application extens... 1311 KB
. Intel |,ﬁ FidelioWebAppSetup.exe 21122009 18:31 Application 1811 KB
. Perflogs | FidelioXMLInterface.dll 21.12.2009 18:34 Application extens 3461 KB
.. Program Files %| fid THFCProcessor.dll 21.12.2009 18:33 Application extens... 1.585 KB
. temp |E'99 FrontDesk.chm 2112.200914:17 Compiled HTML ... 150 KB
) Users %] GdiPlus.dll 01.12.2009 00:09 Application extens... 1.600 KB
. VBFO_IFC_LOG %) GLUT32.DLL 01.12.2009 00:10 Application extens 232 KB
(| . Windows — | HHActiveX.dll 21.09.2006 09:24 Application extens... 450 KB
ca Mew Velume (D:) %] HiMapper.dil 21.12.2009 18:35 Application extens... 2605 KB
Il ca Mew Volume (F) E@ HotelCennector.chm 21122009 14:17 Compiled HTML ... 142 KB
& wdeweerdS (\Vieu -E How_to_install_ssl.pdf 21.12.2009 14:17 Adobe Acrobat D... 131 KB E
W 5 apps (Vieudatal) |E§ﬁ) HowTo.chm 2112.2009 14:17 Compiled HTML ... 1.092 KB
| 5® transferS (\euda | IDEALMapper.dil 21122009 18:35 Application extens... 2651 KB
¥ publics (\\eudatz E | fcAction.TLB 26.11.2009 11:58 TLB File T2KB
5 tpm§ (\\eudatal] | cBusidll 26.11.2009 11:58 Application extens... 792 KB
I S install (V\172.28.1 | InstWizard.dll 21.12.2009 18:36 Application extens... 1775 KB
[ Apple iPhone @ Introduction.chm 21.12.2009 14:17 Compiled HTML ... 160 KB
%] LeadMapper.dll 21.12.2009 18:35 Application extens... 2605 KB
Gh MNetwork @ Leisure.chm 21.12.2009 14:17 Compiled HTML ... 55 KB
-] %] Logging.dil 21.12.2009 18:34 Application extens... 388 KB -
ﬁ FidelioWebAppSetup.exe Date modified: 21.12.2009 18:31 Date created: 16.03.2010 18:15
2 ..'l Application Size: 1,76 MB
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4. Right-click FidelioWebAppSetup.exe, and then select Run as administrator.

=

i MName Date modified Type Size
B& fideliovB.exe 21.12.200918:31 Application 41142 KB
ﬁ FidelicVEDEPasswordEncrypt.exe 21.12.2009 18:31 Application 752 KB
%), Fideliovalidation.dll 21.12.200918:33 Application extens... 1311 KB
| FidelioWebAppSetup.e Open Application 1,811 KB
%) FideliXMLInterface.dl @I Run as administrator Application extens... 3.461 KB
%, fid TOFCProcessor.dll . Application extens... 1.585 KB
Troubleshoot compatibility
@ FrontDesk.chm 1.7 Compiled HTML ... 150 KB
-£i
%) GdiPlus.dll P Application extens... 1.600 KB
%] GLUT32.DLL Scan for Viruses... Application extens... 232 KB
—  |&] HHActiveX.dll [ Edit with Notepad++ Application extens... 460 KB
% HIMapper.dll Restore previous versions Application extens... 2.605 KB
E%j HotelConnector.chm Compiled HTML ... 142 KB
Send to
-_I"_. How_to_install_ssl.pdf Adobe Acrobat D... 131 KB
E%j HowTa.chm Cut Compiled HTML ... 1.002 KB
% IDEALMapper.dll Copy Application extens... 2651 KB
5 || FcAction TLB Create shortcut TLE File 712 KB
% FeBusi.dil Delete Application extens... 792 KB
%) InstWizard.dll Application extens... 1.775 KB
Rename
@ Intreduction.chm Compiled HTML ... 160 KB
%] LeadMapper.dll Properties Application extens... 2,605 KB
@ Leisure.chm 21122009 14:17 Compiled HTML ... 55 KB
- %] Logging.dll 21122009 18:34 Application extens... 888 KB

The User Account Control dialog appears.

@' User Account Control

Do you want to allow the following program to make

vt

1ges to this computer?

5. Select Yes.

6. Select Options — Allowed WEB Applications.
ﬁ WEE Application Setup

File | Options |

DE Setup
Allowed WEE Applications
Traffic Legging

7. Click New.

8. Enter the object name as FidelioXMLInterface.DataHandler.
9. Select Options > DB Setup.

Installing the Suite8 XML Interface
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ﬂ' DB Instance Setup l == éj
Code [MName DB Service [Usermmame |Password |DLL Path (<ML IFC)  new
| va Valive — 0 [FEEEEs C:'Fidelio\programs % Delete

83 Close

10. Enter the Oracle1l1l Username and password.

The user name and password are case sensitive.

12. Select the location of the dll path. Example: c:\fidelio\programs.

13. Select Options > Traffic Logging.

s[” Traffic Logging Setup

Enable Logging

Log File Mame

Witike after

v

MLIFC _Traffic_Log|

1 .
- Messages

Zancel

-

Since Suite8 Version 8.9.0.0, traffic logging can be activated for the XML Interface. If you are using
traffic logging, select Enable Logging, enter a Log file name, and define the number of messages after

which a log entry is generated.

Configuring IIS for Running the XML Interface

1. Select computer and then select Manage from the right mouse shortcut menu.
2. Go to Default Web Site.
3. Select Add virtual Directory from the right mouse shortcut menu.
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-
=) E=nnE
A Computer Management - - — —u

File Action View Help
| >
& Computer Management (Local % [@ » DE-N-NBLO0OS + Sites » DefaultWebSite » B e @
a [} System Tools
> ® Task Scheduler Connections i Actions
> [ Event Viewer 7 @ Default Web Site Home o
> [z] Shared Folders = = Kr_: . .
» & Local Users and Groups|[[ Fl [LE-:-N‘Elﬂt-DUSP{EUI\Wdewear Filter . o - %ShowAH . Edit Permissions...
> (8 Performance . .pp \cation Fools pt Edit Site
Devioe b 4.5 Sites ASPMET -
i Device Manager > @8 Default Web Sit & - e 2
s 25 Storage 5 Explore ¢ [E Basic Settings...
=% Disk Management -
F] -ﬂ-g Services and Applications Edit Permissions.. ANET Error MET
= Pages Globalization View V oL
W} Internet Information Sel :’ Add Application... 9 - View Virtual Directories
i Services + Add Virtual Directory... | 9 EQ Manage Web Site )
5 WMI Control El Uik "
Edit Bindings... NET Trust  .MET Users - :
Levels B Start
Manage Web Site 3 . D .
&1 Refresh i!E Browse Web Site
K Remove Machine Key Pages and Browse %80 (http)
Controls =
Rename Advanced Settings...
&l £ ,
I Switch to Content View = Configure
FTOVITET sessronstate SMTP E-mail Limits...
@ Help
Is Online Help

P Fn

Create a virtual directory with the name V8, and then click OK.

Sdd Virtual Directory

Site name:  DefaultWeb Site
Path: I

Alias:

Wi

Example: images

Physical path:
ChFidelichprogramsthivebPublished

Pass-through authentication

Connect as... ] ’ Test Settings...

l

[ 7 meal

oK

Cancel

5. Right-click V8 and select Convert to Application.
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4% DE-B-AL-1RUT (de-b-ac-trl Mlnstall)
5} Application Poals
48] Sites
4 &P Default Web Site
.| aspnet_client

>t W
L Explare

Edit Permmissions..,

:” Convertto Spplication

0 Add Application..

0 Addvirtual Directory...
Marnage Wirkual Directory

i&3  Refresh

K BRermove

Swiitch to Content Wiew

[

k

Double-click on Handler Mapping in the IIS section, and then select ISAPIL.dII.

@ | @ » DE-M-NB10-005 » Sites » Default Web Site »
Connections i
= g Handler Mappings
ﬁj g&-:::ﬁ:.:t-iﬂo?fp(::“\swdeweer Use this feature to specify the resources, such as DLLs and managed
e code, that handle responses for specific request types.
4@ Sites
/8 Default Web Site Group by: State <
Name B Path State
Disabled
ISAPI-dIl et Disabled
Enabled
ASPClassic *.asp Enabled
AssemblyResourceloader-Inte.. WebResource.axd Enabled
AXD-ISAPI-2.0 *axd Enabled
HttpRemetingHandlerFactory...  *.rem Enabled
HttpRemetingHandlerFactory...  *.rem Enabled
HttpRemotingHandlerFactory... *.soap Enabled
HttpRemeotingHandlerFactory... *.soap Enabled
OPTIONSVerbHandler * Enabled
PageHandlerFactory-Integrated  *.aspx Enabled
PageHandlerFactory-ISAPI-2.0  *.aspx Enabled
SecurityCertificate *cer Enabled
SimpleHandlerFactory-Integra... *.ashx Enabled
SimpleHandlerFactory-ISAPI-2.0  *.ashx Enabled
TraceHandler-Integrated trace.axd Enabled
TRACEVerbHandler * Enabled
WebAdminHandler-Integrated  WebAdmin.axd Enabled
WebServiceHandlerFactory-Int... *.asmx Enabled
WebServiceHandlerFactory-15..  ".asmx Enabled
StaticFile = Enabled
[ *
o 1 .| [ Features View |72 Content View

Actions
Add |
Add!
Add?

Add |

Edit F
Revel
View

@ Help

Onlir
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7. Select Edit Feature Permissions on the Actions menu and select Execute.

293 DE-0-AC.TROT (de-b-sc-vDTUnsmally
2 Apphication Pocls

"_’ Handier Mappings

Use this feature to specify the resources, such 33 DLLs and managed code, that handle responses for specific request types.

4] Saes Group by Srare - )
@ Defaul Web S Hame : Eath State Path Type Handler Entey Type
| sipnet_chent
T Enabled
- ASPClassic “up Enabied File Liapibodule Inherited
oader-fte... d Enabled Unspeched StemWeb HandlenAssern..,  Inbented
DAL Enabled Unspeched LapiModule Inhented
HittpRemotingHandlsF actony... Enabled Unipeched Fystem Runbime Rernotng (. Inhented
HitpRemuotingHandleF actary... Eroabiled Unspeeifind Teapibocubs Enbemited A
HitpAemotingHandleF actary... Enabiled Unigecihied Syiterm Hunbime Remeting © Inhesibed Dnfme £
HitpRemotingHandiefactory.. " Enabied Unapeciied BapiMadule Inkeated
Pl TR A = Unspectfied Pratocaliupporthandule Inkented
PageH bR B2 Unspeciied Tysbem Web. ULPageHandle...  Inherited
PageH: Prrrnissions: Unspecified hapiModule Inherited
Seoul 7 Read File hapiModule Inherited
Simiplel 3 Unspecified Tyttem Web ULSmpleHandle.,  Inherited
SimpheH 9] Seript Unspecified IapiModule Inherited
TraceH ¥ Ermcute Unspecified Bystem Web Handlers.TraceM...  Inherited
TRAT Unspecified ProtocolSupportiodule Inherited
Webid Cancel I fied stem. Web. ... Inherited
Wb | 2o I Unspecified Syitern Web. Sendices Protoco..  Inherited
g T E pua TITTCT U fied Inhented
Sratichie < Enabled File erFolder  SesticFileModule,DefaunDocu..  Inhrited
15APE-dIL =il Enabled File LispiModule Inherited
8. Click Root computer name in the Connections dialog box.
@@ (65 » DEN-NEL-005 » | @ % A
G i q Acti
;! DE-N-NB10-005 Home
e | > Manage Server
4195 DE-N-NB10-005 (EU\wdley _ 2 Restart
% e L Filter: ~ [ Go - G Show All "N
=t Application Pools 1~ | P Start
A..E%&s ASP.NET ‘ B B sop
a fga) Default Web Site P Y I
- : LS N icati
».[7] aspnet_client g v Q View Application Pools
b fgl V8 NET .NET {NET Error NET View Sites
Authorizat., Compilation Pages Globalization @ Help
q E| = Online Help
=V 2b| ”
MET Trust  Application Connection Machine Key
Settings Strings
| .
@R &
Pages and Providers  Session State SMTP E-mail
Controls
Is

Installing the Suite8 XML Interface

ISAPT and
Respon..  CGIRestri..
= =
ih, = =
Output Request
Caching Filtering

&

Authentic..,

m

Default Handler
Document  Mappings
& A
<l
ISAPIFilters  Modules

2

Worker
Processes

Server
Certificates
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9. Double-click ISAPI and CGI Restrictions, click add to select the path to FideliolISWrapper.DLL,
and then select Allow extension path to execute.

P

Add ISAPT or CGI Restriction (-5 |[53a]

[5APT ar CGI path:
Co\FidelicprogramsyivebPublished\FideliaISWrapper.di !]

Description:

Fidelio XML Interface

Lallov extension path to execute

ook || caneel |

Configuring the XML Interface on a 64-bit platform

If you configure the XML interface to run on a 64-bit platform (Microsoft Windows 7 or Microsoft
Server 2008), complete the following steps:

1. Create an application pool.

- |"_ Ibﬁ Gél' Appllcatlon Pools ..; Add Application Poal,

- og St Page hi [ iew and he list of application pools on th f |

5. DE-E-¥M-W2KER2 (DE-B-VM-W2 This pags lets you view and manage the list of application pools an the SErver. Appl |cat_\nn poals are _
assaciated with worker processes, contain one or more applications, and provide isolation amang ® Hep

different snnlicatinns =

Set Application Pool Defaults. ..

3 Application Pools ‘

=) i Sites Add Application Pool H Orline Help
-4 Default ieb Sike Al | Graup by Ko Grouping -

5 sgpnat—c“e”t Name: Managed Pieii... | Identi: [ Al
= IVS_XmIIntF Integrated MetworkService 0
JMET Framewark version: Qassic MetwarkService 0
Classic MetworkService 0
Integrated MetworkService 1
Managed pipsline mode: Integrated ApplicationPoolIden... 1

Ilntegrated -

¥ Start application pool immediately

Cance
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2. Right-click the application pool, and then click Advanced Settings.

op lication Pools _
%‘ App 4= Add Application Podl..
Set Application Pool Defaults, ..

This page lets you view and manage the list of application pools on the server. Bpplication pools are
associated with worker processes, contain one or more applications, and provide isolation among

- oo Application Pool Tasks
different applications.
B Start
Filter: * 50~ \gg Show All |Group by Mo Grouping o B stop
Mame = | Status | MET Frame. .. | Managed Pipel. .. | Identit | Appli = Recyle..,
Q.D.SP.NET w40 Started w40 Integrated MetworkService 0 = S :
CIASPNET v4.0Cl., Starked v Classic MetworkService 0 Edit Applicationiies
[} Classic (MET App...  Started w20 Classic MetworkService 0 (=] pasic Settings...
-;" DefaultappPacl Started w20 Integrated MetworkService 1 Recycling...
@VB_XmIIF Skarted Mo Manage..,  Integrated ApplicationPoolden,., 1 Advanced Settings. ..
Rename
)( Rermave

View Applications
IZ@’.' Help

Crline Help

3. Change the settings as shown in the following figure:

Advanced Settings

B (General})

MET Framework, Yersion Mo Managed Code
Enable 32-Bit Applications True
Managed Pipeline Made Inkeqrated

V3 _milF

4. Change the Basic Settings of the Virtual Directory V8, and then select an application pool that has
been configured for this purpose.

: CActions
f& JV8 Home

20 Explare

. = Edit Permissions...
E‘"'“ﬂ DE-B-YM-W2KERZ [DE-B-YM-W2 Filker: - \57 Shows &l | Group by!  Area - =
+ 2} Application Poals s [ Basic Sattings... |
&-[8] Sttes Wiew Yirbual Direckarizs
E&B Default Web Site Edit Application [Z[X]
~| aspnet_client S Manage Application L)
f S
Sike name:  Default Web Site . Browse Application
Path: ! Browse *:80 (http)
Advanced Settings. ..
Alias: Application pool: —
R; & (EELE Sele—ctl @ He||.:|
Example: sales Cnline Help

Mai  Phywsical path:
|C:Iinetpub\wwwrootWS\WebPubhshed o |

Pass-through authentication

C°”[:'(‘ Cormect as... | Test Settings...

0Ok I Cancel
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Testing the XML Interface

Test the XML IFC using the following URL:
http://1ocalhost/v8/fideliolISWrapper.dll/FidelioXMLInterface.DataHandler

If it is installed with the instance name, the following URL is used:

http://localhost/v8/fideliolISWrapper.dll/FidelioXMLInterface.DataHandler?ic=<INSTANCENAME
>
The following response message appears:

=?7xml version="1.0" encoding="utf-8" 7=
- «fidelio Version="1.0.0"=>
<response ID="" Status="UR" Message="Internal error. Cannot process request" /=
=/ fidelio=

If you cannot start IIS, the program Skype could be the cause. If Skype is installed before IIS, Skype is
listening by default to the port 80, so IIS cannot start. Change the Skype configuration by opening
Skype, selecting Tools->Options->Set connection parameters and proxies and removing the selection
for the option: Use port 80 and 443 as alternative for incoming connections.
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5 Installing the Hotel Mobile REST API

Introduction

The Hotel Mobile REST API interface communicates with OPERA Web Services and the Suite8 XML
Interface.

Prerequisites

*  Suite8 Version 8.10.2.10 and higher

= OPERA Version 5

= Internet Information Service 7 or higher

*  Microsoft NET Framework 4.7.2

=  Cache DB Oracle schema

= Install RESTAPI by the new Installshield wizard (1.42 or higher)

* Application pool for RestAPI

* Externally Signed SSL Certificate with FQDN needs to be installed on the RestAPI server

= Download the latest minor software release for Opera and Suite8 installations
from: https://edelivery.oracle.com/.

RestAPI 1.4.0.0 (1.40) (distributed with Oracle Hospitality Suite8 Property Management 8.14.0)
Please note that from Suite8 8.13.0.0 onwards the RestAPI is a separate file called xxx_30f3.zip.

*  Download the latest patch software release for Opera and Suite8 installations from:
https://support.oracle.com.

RestAPI 1.4.3.0 (1.43) (distributed with Oracle Hospitality Suite8 Property Management 8.14.4.0).

Please note that from Opera release 5.5.0.20 and 5.6.0.0 onwards the RestAPI files will be part of the
OEDS bundle and can be downloaded with that bundle.
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Creating the Cache DB Oracle schema

For OPERA, perform the steps in this section on the OPERA DB Server. For Suite8, use the existing
Suite8 Schema. The table WPER already exists in Suite8 schema.

Perform the following steps on the Database Server.

The RESTAPI schema, also called Cache DB is not related or linked to OPERA/Suite8 schema and must
not be granted any role to access any other Oracle schema in the database (especially OPERA or OXI
schema). RESTAPI schema can be created in the OPERA/Suite8 Oracle database or in a separate
dedicated Oracle database.

The data in the Cache DB is dynamic and normally currently require approximately 1 record per
active user session. When the sessions become inactive or logged out, associated DB records will be
removed.

When the delta API will be implemented, the amount of data stored in the Cache DB will increase. It is
then estimated to have about 100 records per active user session.

Follow these steps to create the cache DB Oracle schema:
1. Log in to the OPERA PMS or Suite8 Database server or single server.

2. Login to SQL Plus by typing SQLPLUS in a command prompt and then pressing enter.

[z4.| Administrator: Command Prompt - sqlplus
Microzsoft Windows [Uersion 6.1.76H11
Copyright (c>» 28089 Microsoft Corporation. All rights reserved.

CisllzerssAdministratorrsglplus
SQL*Plus: Release 11.2.8.4_.8 Production on Fri Ang 5 12:52:14 2816

Copyright <c>» 19282, 2813, Oracle. All rights reserved.

Enter uwuser—name:

3. For username, type in sys as sysdba, then press Enter. For password, type in the SYS password
that was set Login to the OPERA PMS Server (ask Property to enter Password).
o, dministrator: Command Prompt - sqlplus

Microzoft Windows [Uerszion 6.1.76811]
Copyright <c> 288? Microsoft Corporation. All rights reserved.

C:sUserssAdministrator>sglplus

SQL*Plus: Releaze 11.2.8.4.8 Production on Fri Aug 5 13:84:57 2816

Copyright <c> 1982, 2813, Oracle. All rights reserved.

Enter user-name: sys as sysdha
Enter password:

Connected to:
Oracle Database 11g Enterprise Edition Release 11.2.8.4.8 - 64bhit Production
With the Partitioning, OLAP. Data Mining and Real Application Testing options

13:85:18 SQL> _
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4. Run the following script to create a Cache DB Oracle schema.

Before applying the script, change the schema password and save it because you use it later. If
logdata table space already exists, change it to a different one.

CREATE USER restapi
IDENTIFIED BY PLACE_HERE_YOUR_PASSWORD
DEFAULT TABLESPACE logdata
-- QUOTA UNLIMITED ON SYSTEM
QUOTA UNLIMITED ON logindx
QUOTA UNLIMITED ON logdata

4

GRANT connect to restapi;

GRANT create table, create type, create procedure, create view, create trigger, create
sequence to restapi;

create table restapi.wper (
wper_id number(30,0) not null
,wper_user_identifier varchar2(500) not null
,wper_data clob
,wper_timestamp date
,wper_expired date
,constraint wper_pk primary key (wper_id) using index tablespace logindx
,constraint wper_identifier unique (wper_user_identifier) using index tablespace
logindx
) tablespace logdata;

create sequence restapi.seq_wper increment by 1 start with 1000 nomaxvalue nocycle
nocache noorder;

COMMENT ON TABLE restapi. WPER IS 'Persistent storage'’;

5. Copy the amended script, paste it in the command prompt, and then press Enter.

null
char2¢50@> not nu.

er increment by 1 start with 1888 no|

1A:12:20 SQL> GOMMENT ON TABLE restapi.WPER IS ‘Persistent storage’;
Comment created.

19:12:20 SQL>
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Install RESTAPI by the new installshield wizard
1.4.2.0 (1.42) or higher
1. Unzip and extract the downloaded file to view the three archived file
I & = | HM.REST.v1.42.Installshield
HUTE Share View
R

E %New item ~ - ‘m Open =
« x @ Tj Easy access = M Edit
Move Copy Delete Rename New Properties
[#] Pasteshortcut  tor  to- = folder - & History
Clipboard Organize MNew Open
T <« Systemn (C:) » Develop » HotelMobile » 142RELEASE » HM.REST.w1.42.Installshield ~
[ MName - Date modified Type Size
ISSetupPrerequisites 11/25/20194:23 PM  File folder
(@ HM_PMSAPI Setup.exe 11/25/2019 1202, Application 16,326 KB
2. Run the HM_PMSAPI_SETUP.exe file as Administrator.
Note: If required, the setup will automatically install the .NET 4.7.2
Framework. Restart the Computer and begin the Installation again.
ﬁ Oracle Hotel Mobile RESTAPI - InstallShield Wizard

.Version

*
Waelcome to the InstallShield Wizard for
Oracle Hotel Mobile RESTAPI

The InstallShield(R) Wizard will install Orade Hotel Mobile
RESTAPT on your computer, To continue, dick Mext.

WARNING: This program is protected by copyright law and
international treaties.

< Back

installed.

Cancel

3. By default, all components are installed. This includes two web services RESTAPI and

MONITORING. You can individually select if just Monitoring web application needs to be
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ﬁ COracle Hotel Mobile RESTAPI - InstallShield Wizard

Custom Setup
Select the program features you want installed.

‘... =3 ~ | PMSAPI Moniitoring

Install to:
C:Ynetpubwwwroot\RESTAPTY

Installshield

Help Space < Back

Click on an icon in the list below to change how a feature is installed.

Feature Description

This feature requires 39ME on
your hard drive.

Change...

4. Messages are displayed during the installation relating to backing up existing configuration
files or setting file permissions on configuration files. For any issues, you may need to install
RESTAPI manually using the Manual Install files.

5. After successful installation an Internet Explorer web browser appears and you can begin to
set up RESTAPI through a graphical web interface.

Please note: if you changed the default installation folder c:\inetpub\ wwwroot\ RestAPI\ to
another folder in the installation process then you need to manually adjust the URL in the
opening Internet Explorer Window to the folder name that you used in order to open the

graphical web interface.

6. An application pool is created for Hotel Mobile RESTAPI and MONITORING features with
the same name. No further application pool configuration is needed.

7. Before you start configuring the RestApi using the graphical interface, you need to set write
permissions on the installation folder that you used during the installation. So when you
installed the RestApi to the default folder c:\inetpub\ wwwroot\RestAPI\ then open the

security tab of the folder and add “Write” permissions for Users and IIS_IUSRS.
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Security

Object name:  CAinetpubswwroot  Rest Api

EI’OUD ar user names:

52 CREATOR OWNER

52 5YSTEM

2, Administrators (LLGODEJP  Administrators)
Users (LLGDDEJP \Users)

82, 115_IUSRS (LLGOOEJP\IS_IUSRS)

82, Trustedinstaller

Pemissions for Users

T

Read & execute
Ligt folder conterts
Read

Write

Special pemissions
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Permissions for RestApi -

Security

Object name:  CAinetpubswwroot . Rest Api

GI’DIJD ar user names:

2 CREATOR OWNER
52 SYSTEM
82, Administrators (LLGODEJP \ Administrators)
2 Users (LLGODEJPJsers)
II5_IUSRS (LLGDOEJPMIS_IUSRS)

82, Trustedinstaller

| Add | | FRemove |
Pemissions for 15_ILUSRS Allow Dery
ATy I T A
Fead & execute ]
List folder contents ]
Read ] |=
Write ]
Special pemissions ™
OK || Cancel |  Apohy

8. The same permissions also need to be set on the folder where you installed the
MONITORING tool.

9. Please note, the RestApi schema/user is NOT generated by the installshield. This needs to be
created following the steps described in this document under “Creating the Cache DB Oracle
schema”.

Configure RESTAPI through the graphical interface

Oracle Data Source Configuration

1.  With the introduction of RESTAPI 1.4.2.0 (1.42) it is not a prerequisite to install an Oracle
Database Client on the RESTAPI Server. RESTAPI handling alone it’s Database connection
drivers and can be configured through the RESTAPI Graphical User Interface for Setup.

Installing the Hotel Mobile REST API 41



42

2. Press The “Add New Oracle Data Source” Butto

& http://localhost/RESTAP|/setup/connections

(2 Oracle Data Source Connec... 1T

File Edit View Favorites Tools Help
7l & OPERA Login 2 abouttabs

1 Oracle Hotel Mobile PMS AP Service

Oracle Data Source Configuration

Add New Oracle Data Source

Persistence ==

The usage of the REST interface is for Oracle Internal use only.

® 2019 - Oracle Corporation. All rights reserved.

3. A new entry will be created. Click on the new entry.
Oracle Hotel Mobile PMS API Service

Oracle Data Source Configuration
Add New Oracle Data Source

Connection: new connection

alias new connection
host
port

serviceName

Save Delete

Persistence »»

The usage of the REST interface is for Oracle Internal use only.

© 2019 - Oracle Corporation. All rights reserved

Alias: the alias used in the TNSNAMES.ORA file for the connection to the database.
Host: the name of the database server where the database is hosted

Port: the port used for the database connections on the database server. (Usually 1521)
Service Name: the name of the database service on the database server.

All those information can usually be found in the file TNSNAMES.ORA that you use on the
server where you install the RestApi.

Press Save to save the changes.
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Oracle Hotel Mobile PMS APl Service

Oracle Data Source Configuration
Add Mew Oracle Data Source

Connection: new connection

alias Ve
host llg00ejg.uk.oracle.com
port 1521
serviceName Va
Save Delete

Persistence =

The usage of the REST interface is for Oracle Internal use only.

© 2019 - Oracle Corporation. All rights reserved.

Persistence Configuration

1. Press Persistence Configuration. Here you have to enter the oracle database user credentials
which will be used by RESTAPI to store persistence data. Those are the credentials you used
before when you created the persistence schema following the steps described in this
document under Creating the Cache DB Oracle schema.
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Oracle Hotel Mobile PMS APl Service

Persistence Configuration

Database Connection

Service VE
UserName RESTAPI
Password

Connection to database is successful

Test Connection Save

== Data Sources Log Configuration ==

The usage of the REST interface is for Oracle Internal use only.

© 2019 - Oracle Corporation. All rights reserved.

3. Enter the Database Alias you set up previously, enter the database user credentials and press
Save in order to save the settings.

4. Press Test Connection. Please note that you need to press save first when you enter or change
the credentials. Only after being saved, the “Test connection” will work properly.

You should see a message: Connection to Database is successful

Press Log Configuration

Log Configuration

1. You can set the logging verbosity and the log file locations for the RESTAPI service.

Installing the Hotel Mobile REST API



Oracle Hotel Mobile PMS APl Service

Log Configuration

XML Log Settings

Log Level

Logfile Path c\temp

Message Log Settings

Logfile Path citemp
Save
<« Persistence Hotels ==

The usage of the REST interface is for Oracle Internal use only.

® 2019 - Oracle Corporation. All rights reserved.

2. Press Save.
3. DPress Hotels.

Hotels Configuration
1. You can add, edit or delete hotel configuration details through the web setup interface.
2. Select a hotel entry in the list and click on it.
3. Or press Add New Hotel.
4. Set all important details of the hotel and press the Save button.
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Oracle Hotel Mobile PMS API Service

Hotels Configuration

Add New Hotel

Hotel: V8-V8Property ( Suite8 )

PmsType @ Suite8 OOperas

RequestCode \'%:

PropertyCode V&Property

InterfaceURL http://Suite8Server/\V8/FideliollSWrapper dil/FidelioXMLinterface DataHandler?ic=V8

RequestTimeOut 100000 =

Security @REST (OSSD

Channel XX

DomainCode

KioskURL socket.//SuiteBKioskServer:211

EEEEIAEES [OViewDashboards “AllowRemoveProfileVip M Chargeit

ReservationFeatures 3,0\ Reservation FCheckin [“lAddReservationToQueue FIChangePaymentTypes
CreateDoorKey FIChangeGuestAddress [IPostPayments ICheckout
MAdjustPostings PreviewRegCard [ISignRegCard KIPrintRegCard
MPrintinvoice MUpdateGuestProfile MViewHouseStatusConfig CrsResNumberOnReservationSearch
M CreditCardPayOnlyPostings IChangeProfileDetailsOnBilingWindow A CreateNewBilingWindow MUnassignCreditCardFromBillingWindow
[IskipCCAuthorization FlAddCreditCardOnlyToWindowOne [¥IDoNotMoveRoom FIReleaseRoom
MGuestPreferences [IReservationAlerts

5. Now you finished with the configuration of Hotel Mobile RESTAPI service through the
graphical user interface.

We still let the manual installation intructions in the documentation for reference and for manual
installation, troubleshooting.

Manual Installation of RESTAPI

Creating an application pool

1. Inthe OWS Server, go to IIS Manager and start Administrative Tool -> Internet Information
Services (IIS) Manager.
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3.

Remote Desktop Services »
Component Services

Computer Management

Data Sources (ODEC)

Event Wiewer

@ Inkernet Explorer (64-bit) Internet Information Services (II5) 6.0 Manager
{2 Inkernet Explarer Internet Informatio
] windaws Update &, i5CSI Initiator
| Arcessories i Local Security Policy
= :::'::E:::E Taols Adrninistratar @ Petfarmance Monitor
- i Security Configuration Wizard
!, Wotepad—+ Documents EN: ™
Erver Manager
. Oracle - Oraclient11g_homel - 9
| Startup .. Services
Computer ‘31| Share and Starage Management
Storage Explorer
Network = He e
System Configuration
Contral Panel ® Task Scheduler
g Windows Firewall with Advanced Security
Devices and Printers m Windows Memory Diagnostic
g ‘Windows PowerShell Modules
s windows Server Backup
Help and Support
Run...
4 Back, Windows Security

Log off | »

I Search programs and files

Name | server Cannect to lacahost

EEOSSOPERA localhost Cannact bo & server...
ot b0 & Site...
Connect ko an applcation.

125 Mews is disabled, chick the Enable T15 News nk to get: the most recent onfine news.

On the Actions tab, click View Application Pools.
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B =op

| wiew Applcation Pools I
Vv Shex

Changs .NET Framewsork Wersion

& Heb
Orfine Melp

Click Add Application Pool.

I rrrert Indarrraalman Sewvines [11%] Shenager

(L RO w o e
Fla  Vew D
_. W Applcation Pools —
T REN] i ‘
St Fugm Zat A Fool D multn
:3 RO SEASORE AL | T g It i vaem ol mareoge The el of applealion ookl o e orer . Spolicton Do e 00l od eith worker proomiies, Cenlae ohe o Ferd =
ot ] - ! ‘i atsons, el prods isciation amorg Sferet acokston. B e
SR P N [ e . Prfin el
_,'_._._l_l_Ll_*-* . Ren | el Mg gk, ity | Septsrern i
o T D Sated A iy merd Eexic o doiider... D
.,JAH"I"'\H-:-U Herted a4 Chooam Bl word woilder ]
J'I\Jﬂ'lll\. MET Mg Hwrted a3 Choa Ecxi word ollder ]
el b Aol Sted A Ity wemd R Y 1
hoete Murted L= o Ecxie word oollde 1

Specify settings as shown in the following figure, and then click OK.

dd Application Pool EE

Manme;

[

MET Framework version:
|.NET Framework v2.0.50727 =]

Managed pipeline mode;
IInbegrated :I

Start application pool immediately

(8]4 Cancel

Name: RestAPI

.Net Framework version: v4.0. (Assuming that .net 4.5 and 4.6.1 were already installed on
the machine)
Managed pipeline mode = integrated
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Start application pool Immediately = Ticked

6. Make sure the application pool is created, and then close the screen.

Internet Infarmatsan Serces (1T5) Managers

KR[E |2+ meossopeRa b appkcatson Pods W -
Fie  Mew Help
_.\ & Application Pools —.
8- d |7 |8 | f LD dd Appkcation Pool...
ey St P 5
= *:H:-ssd;tnacmosmuw This page lets you view and manage the kst of apchoation pocks on the server, Applcation pogls are associsted with worker processes, contain one of more Sek Aprction P Dl ok
a
D B applcations, mwmmmdﬁjertMW. & Heo
¥ Sthex Fitar; - = Lt S Al | Group by Mo Grouping = sy Helpy
Name = Stahis | MET Frome... | Managed Ppel.. | Tdentty [ spphcations: ]
. B3P NET v4.0 Started w0 Integrated AppleatiocPoollden.., 1)
LIBSPNET v 00, Stwbed w0 Classic Appl piorPocilden. .
MClawsic NET Bpp... Started WD Classic AppbcatiorPooiiden... 0
o Defadiipoocl Started  whO Integrsbed ApplcstiorPooitden,.. 1
3 3 ;

Creating the RestAPI Directory

1. Create a new folder under C:\Inetpub\wwwroot and name it RestAPI.

é(_>v | . = Computer = Local Disk {C:) = ingtpub » wwwroot -

Organize *  Includeinlibrary »  Sharewith +  Mew folder

. Mame ~
- Favorites

Bl Deskiop . aspret_client

& Downloads . RestaPl

£ Recent Places =

2 liisstart
=3 Librariss |Rs welcome
5| Documents
.J‘- Music
b=/ Pictures

B videos

2. Go to the Media Folder that contains the restapi . zip file, and then unzip the file to the new
path: C:\inetpub\ wwwroot\RestAPI.
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Organize ¥ . Open v  New Folder = o« [ @

29 Favorkes Hame - Date modfied Type | sie
B Desktop DOThet Framewark. TIZ9f2016 6:33 AM  File folder
18 Downloads Oeds 7/29j2016 11:094M  Fie folder
&4 Feecent laces Crade Cliert 7(Z9(2016 6:39 AN Fle folder
2[5 Ubraries ather FJ232016 €:34 AM File folder
@ [ Documents TIZS[Z016 11154 AM  Compressed (zippe. .,
¥ & Music
7 ] Pictures Bl Extract Compressed {Zipped) Folders
+ B videos Ol ! Estract Compressed (Zipped) Folders I
S Computer Select a Destination and Extract Files
% &L, Local Disk (C1)
[#],_y New Volume (D:) Files will be extracted to this folder:
. | Browse... |
=%l Network
|'D Showr extracted files when complete I

3. Verify that the following items are copied to the destination folder:

@{_}v | + Computer = Local Disk (C:) - inetpub = weswroot = RestapPl =

Organize *  Incudeinborary »  Sharewith = Mew Folder

I Favorites Hame
B Deskiop | App_Data
& Dowrndoads | Areas
= Recent Places  bin
il Libraries L_| Global.asax
5| Documents || packages.config
&' Music __| PmsapiMLCanfig. config
= Pickures || web.config

Creating the RestAPI Application
6. On the OPERA Web Services Server, go to IIS Manager and then start Administrative tool ->

Internet Information Services (IIS) Manager.
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Remote Desktop Services
Component Services
Computer Management
Data Sources (ODEC)

Event Wiewer

@ Inkernet Explorer (64-bit) Internet Information Services (II5) 6.0 Manager
{2 Inkernet Explarer Internet Informatio
] windaws Update &, i5CSI Initiator
| Arcessories i Local Security Policy
= :::'::E:::E Taols Adrninistratar @ Petfarmance Monitor
- Notenad i Security Configuration Wizard
& Hotepad+ " Documents % Setver Manager
. Oracle - Oraclient11g_homel -
| Startup .. Services
Computer ‘31| Share and Starage Management
Storage Explorer
Network = He e
System Configuration
Contral Panel ® Task Scheduler
g Windows Firewall with Advanced Security
Devices and Printers m Windows Memory Diagnostic
g ‘Windows PowerShell Modules
s windows Server Backup
Help and Support
Run...
4 Back, Windows Security

Log off | »

I Search programs and files

7.

Internet Informatior

Application Senar Marager

MECSSOPERA (MEOSSORERALAL
% Application Pools
| Skes

‘Connection tasks

Recent connections

Conreck ko lbcahost
Confeck ko & server...
Conwdk Eo & sita...
Conrmct ko an appkcation.,

125 Mews is disabled, click the Enabie: 15 Mews bnk to get the most recent online neves.

8. Click Default Web Site.
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File  View Help

Q- |2 &

-5 Start Page
E...G’ﬂ MEOSSOPERA (MEOSSOPERALA
J Application Pools

9. Click View Application.

2 Explore
Edit Permissions. ..

Edit Site
Bindings...
Basic Settings. ..

| Views Applications

Viewe Virtual Directories

10. Click Add Application.

b
?’ |.ﬂ.dd Application... |
Set Application Defaults, .,

@ Help

Online Help

11. Create an application with the RestAPI directory path, and then specify the application pool
settings shown in the following figure:
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Add Application | 7].x]

by

Sike name:  Default Web Sike
Path: I

is: Application pool; | _
|[ |DefaukAppPoal | sekt.. |
Examplz: sales
Phwsical path:

[ .|

Pass-through authentication

Connect as.., Tesk Sethings, .,

Cancel

Alias: RestAPI

Application Pool: Select the application pool from the list.

Physical Path: C:\inetpub\wwwroot\restApi

Site: name:  Default Web Site
Path: !

Alias: Application poal:

[Restpi Select... |

Example: sales

Physical path:

CHinetpubliwmeroctiRestapl _l
Pass-through authentication

Connect as... Test Settings... |

oK I Cancel

12. Click OK.

Creating the Cache DB Oracle schema

For OPERA, perform the steps in this section on the OPERA DB Server. For Suite8, use the existing
Suite8 Schema. The table WPER already exists in Suite8 schema.

Perform the following steps on the Database Server.

The RESTAPI schema, also called Cache DB is not related or linked to OPERA/Suite8 schema and must
not be granted any role to access any other Oracle schema in the database (especially OPERA or OXI
schema). RESTAPI schema can be created in the OPERA/Suite8 Oracle database or in a separate
dedicated Oracle database.

The data in the Cache DB is dynamic and normally currently require approximately 1 record per

active user session. When the sessions become inactive or logged out, associated DB records will be
removed.
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When the delta API will be implemented, the amount of data stored in the Cache DB will increase. It is
then estimated to have about 100 records per active user session.

Follow these steps to create the cache DB Oracle schema:
6. Log in to the OPERA PMS or Suite8 Database server or single server.
7. Login to SQL Plus by typing SQLPLUS in a command prompt and then pressing enter.

Microsoft Windows [Uerszion 6.1.76611
Copuright <c>» 2009 Microsoft Corporation. All rights reserved.

C:sUzers“Administratorrsglplus

SQL*Plus:- Helease 11.2.8.4.8 Production on Fri Aug 5 12:52:14 2016

Copuright <c>» 1982, 20813, Oracle. All rights reserved.

Enter uwuser—name:

8. TFor username, type in sys as sysdba, then press Enter. For password, type in the SYS password
that was set Login to the OPERA PMS Server (ask Property to enter Password).

o+ dministrator: Command Prompt - sqlplus

Microsoft Windows [Uersion 6.1.76811]
Copyright <c> 2809 Microsoft Corporation. All rights reserved.

C:slUserssAdministratorrsglplus
SQL*Plus: Release 11.2.8.4.8 Production on Fri Aug 5 13:84:57 2816
Copyright <c>» 1982, 2813, Oracle. All rights reserved.

Enter user-name: sys as sysdha
Enter password:

Oracle Datah;se 11g Enterprise Edition Release 11.2.08.4.8 - &4bit Production
With the Partitioning, OLAP,. Data Mining and Real Application Testing options

13:85:18 SQL> _
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0.

10.

Run the following script to create a Cache DB Oracle schema.

Before applying the script, change the schema password and save it because you use it later. If

logdata table space already exists, change it to a different one.

CREATE USER restapi
IDENTIFIED BY PLACE_HERE_YOUR_PASSWORD
DEFAULT TABLESPACE logdata
-- QUOTA UNLIMITED ON SYSTEM
QUOTA UNLIMITED ON logindx
QUOTA UNLIMITED ON logdata

4

GRANT connect to restapi;

GRANT create table, create type, create procedure, create view, create trigger, create
sequence to restapi;

create table restapi.wper (
wper_id number(30,0) not null
,wper_user_identifier varchar2(500) not null
,wper_data clob
,wper_timestamp date
,wper_expired date
,constraint wper_pk primary key (wper_id) using index tablespace logindx
,constraint wper_identifier unique (wper_user_identifier) using index tablespace
logindx
) tablespace logdata;

create sequence restapi.seq_wper increment by 1 start with 1000 nomaxvalue nocycle
nocache noorder;

COMMENT ON TABLE restapi. WPER IS 'Persistent storage’;

Copy the amended script, paste it in the command prompt, and then press Enter.

5] Admiinistrator: Command Prompt - sqlplus [_ [0

18:11:22 SQL> create table restapi-wper <
B:12:20 2 wper_id number<38,8> not null
12z wper_user_identif ier varchar2(588> not null
a clo
estamp date
ired date
raint wper_pk primary key (uper_id> using index tablespac

H -constraint wper_identifier unigque (wper_user_identifier) using
index tahlespace logindx

10:12:2@ 9 > tahlespace logdatas;

Table created.

18:12:28 $SQL> create sequence restapi.seq_wper increment by 1 start with 1888 no|
maxvalue nocycle nocache noorder;

Sequence created.
1@:12:28 SQL> COMMENT ON TABLE restapi.WPER 1§ ’Persistent storage’;
Comment created.

1A:12:20 SQL>
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Adjusting Data access Client Configuration Files
Perform the following steps on the Database Server.
1. Locate the Web.config File at: C:\inetpub\wwwroot\RestAPI.

B Restar1 [_TO[x] |
g( )v | . = Computer - Local Disk {C:) - inetpub - wwwrook - RestaPI - - l‘i]]l Search RestAPI w
Organize = Open w Mew folder ==~ i 9
[ Favorites ETS = Date modified | Type | Size | |I
B Desktop | fpp_Data B4{Z016 944 AM File: Folder
& Downoads | Areas B/4/2016 ;44 AM File folder
= R kPl
s ecent Faces . bin (4/2016 9:44 AM File Folder
Libraries || Global asax 6172016 4:44 PM ASAY File 1KB
=
3 Documents || packages.config 6/17[2016 4144 PM COMFIG File ZKB
J“ Music || PmsapizMLConfig, config /42016 10:14 AM COMFIG File 19KEB
= Pictures g 9 AM COMFIG File
B videos

2. Right-click and then open the file in a text editor (for example, Notepad).
3. Find the following string: oracle.manageddataaccess.client

<oracle.manageddataaccess. client:
<version number="+":
<settingss
<setting name="THS_ADMIN" wvalue="C:NORACLENLL. 2. ONCLIENT Y networkhadmin® S
</settingss
< version:
«/oracle.manageddataaccess. clients
4. Configure TNS_ADMIN value to path where tnsnames.ora is stored according to oracle

client settings.
5. To define proxy settings to connect to, add:

<defaultProxy>
<defaultProxy>

<proxy bypassonlocal="False" usesystemdefault="True" proxyaddress="http://127.0.0.1:8888" />
</defaultProxy>

Adjusting PmsApiXMLConfig file.

1. Locate the PmsApiXMLConfig.config File and open it with a text editor (for example,

Notepad).
§ RestAPT _ O] =
g\ ;JV‘ . = Computer = Local Disk (C:) = inetpub - winwroot = RestAPT - - l‘all Search RestaPl 0]
Organize ¥ | | Open v MNew folder = o Ol @
O 5 Favorites Mame Drate modified | Type | Size | ‘
B Desktop . App_Data S14/2016 9:44 AM File Folder
& Downloads | freas Bi4/2016 9:44 A Fie Folder
=il Recent Flaces ! bin Bi4/2016 9:44 A Fie Folder
Global, 6f17/2016 4:44 PM ASAY, Fil 1KE
El = Libraries L|fslobal asax it e
3 Documents || packages, canfig 6/17/2016 4:44 PM ZONFIG File 2KB
& Music ! fig. config 10:14 AM  CONFIGFile

= Pictures | web,config 81412016 9:49 AM CONFIG File 7KB

2. Scroll down until you see the following string:
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CHMSLANGUAOE REQUBSTEDVA IUg= Tr-+it PisHa JUB= FR /3
) <pusLanguage Reguestadvalue="fr-CA" Psvalue="gF"/> </ISLangu
<Mappings>

</Hotels

<Hotel»
<RequestCodesOPERA</RequestCoder
<PropartyCadesCASING</PropertyCode:
<PmsTypeOper ai</PsTypes
<InterfacelRLehttp: /7172, 28,105, 172,/0W5_Ws_51/</InterfacelRLy

<HotelDatas
<«Channel»02G«/Channal»
«cannectorspecificss

3. Replace with the following values:

Request Code: no specifications, but no space, no special character

Property Code: Resort Property Code

PmsType: OPERADS5 for OPERA and Suite8 for Suite8
Interface URL: URL of OWS
Channel: 02G

Multi-property

Multi-property functionality is not given within the app. For multi-property connections, configure a
request code in PmsApiXMLConfig.config for each property. The same OPERA or Suite8 Web Service
could be used. Within the app, configure two endpoints with the correct request code.

To switch between the properties, the user logs out of property 1 and logs in to property 2.

Here an example for two properties:

<Hotel>
<RequestCode>Propertyl</RequestCode>
<PropertyCode>CASINO</PropertyCode>
<PmsType>0PERA5</PmsType>

<InterfaceURL>http://server_IP_address/OWS WS 51/</InterfaceURL>

<HotelData>
<Channel>02G</Channel>
<ConnectorSpecific/>
</HotelData>

</Hotel>

<Hotel>
<RequestCode>Property2</RequestCode>
<PropertyCode>TEJALQA</PropertyCode>
<PmsType>0PERA5</PmsType>
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<InterfaceURL>http://server_IP_address/OWS WS 51/</InterfaceURL>
<HotelData>
<Channel>02G</Channel>
<ConnectorSpecific/>
</HotelData>

</Hotel>

Persistence

4.

<DB>

</DB>

Scroll down to Locate the following DB String and change setting pointing to the Cache DB
instance.

<Service>0Oracle Alias</Service>
<UserName>Oracle User</UserName>
<Password>encrypted password</Password>

Change the values as follows for your environment:

13.

14.

Service: TNS Alias to connect to Cache DB Oracle schema: OPERA / Suite8
UserName: Restapi schema name: RESTAPI

Password: Encrypted password for the schema. The following steps explain how to
encrypt the password.

To retrieve the password to write to the password element: open the localhost page where
RestAPI is installed with the URL /setup for example:

http://localhost/RestAPl/setup

The URL works only if invoked as localhost; otherwise the access will be declined.
Open the index-cshtm and copy the link: https://code.jquery.com/jquery to Microsoft
Internet Explorer and then add the URL as a trusted site, setting the security level to
low.

Enter the schema password that was used earlier when creating the DB cache, and then click
Encrypt to encrypt the password.

Password |»=== Encrypt

Encrypted Password : IVS!EQ7rw20EqnZBYExhVk2akqVS7TVESbh01YBbh3wS9LwjFtCKSFHvJM6FpuaeldchaQJTx8mSArske BGmxMONTGUw=—

Copy the encrypted password to the PmsApiXMLConfig file.

VSIEQTrw20EqnZ BYExhVEZakqVETVEShL Y Bbb 3w Lwj FrO KSFHvIMGF puaeldcha QITxSm SArxke BGmx MENTGU w==

<Password>" </Password>

Restart IIS.
Whenever you change the restapi files, restart IIS as follows:

1. Open CMD on the OPERA Web Services server Start> Run> CMD

2. Typeiisreset, and then press Enter.
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https://code.jquery.com/jquery

[~ Administrator: C: Windows' system32\.cmd.exe

Microso Windows [Version 6.1.76811
Copyright <(c> 2809 Microsoft Corporation. All rights reserved.

C:“Users“Administrator iisreset

Attempting stop...

Internet services successfully stopped
Attempting start...

Internet services successfully restarted

C:wUserssAdministratorr

PMS API Service in Opera 5 SaaS Environment

1. Add Security Tag (or edit if exists) and change to SSD value, in order to enable SSD SAML
authorization method.

2. Add the property's Domain Code to the hotel parameters. SSD Service cannot populate
domain information of the authenticated user but to make proper OWS requests I have to use
fully qualified user names in the requests like USER@DOMAINCODE.

<Hotel>

<RequestCode>PROP1</RequestCode>
<PropertyCode>PROP1</PropertyCode>
<PmsType>Opera5</PmsType>
<InterfaceURL>HTTPS://OWS_SERVICE_URL/OWS_WS_51/</InterfaceURL>
<Security>SSD</Security>

<HotelData>
<Channel>O2G</Channel>
<ConnectorSpecific/>
<DomainCode>SFIRST</DomainCode>
</HotelData>
<RequestTimeOut>60000</RequestTimeOut>

Save the changes to PmsApiXMLConfig.config file. Of course other modules have to be
configured properly in order to use in Clound environments. These are the OPERA OWS
service and the IIS Saml Gate modules installed by the OPERA OEDS Wizard.

Cultures, Languages
Hotel Mobile is supporting 7 languages.
e  British English (en-GB)
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¢ German (de-DE)

e Portuguese (pt-BR)
e Spanish (es-ES)

e French (fr-FR)

«  Japanes (jp-JP)
e Simplified Chinese (zn-CH)

The languages configured in the Hotel PMS will most probably differ from the above list and their
culture of the language codes can be also different. Therefore it is advised to map the above cultures to
the language codes of the PMS system in order to get data translation in a Suite8 hotel.

For example a small Suite8 hotel only supporting English (default), German with Code “G” and
Spanish with Code “S” and French with Code “F”.

You should enter following mapping in the PMSAPIXMLConfig.config file to the appropriate Hotel.
<Mappings>
<PMSLanguages>
<I--Global: map languages from PMS-->
<PMSLanguage RequestedValue=''de-DE" PMSValue="G" />
<PMSLanguage RequestedValue="fr-FR" PMSValue="F" />
<PMSLanguage RequestedValue="es-ES' PMSValue="S'" />
<PMSLanguage RequestedValue=''zh-CN'" PMSValue=""" />
<PMSLanguage RequestedValue="'pt-BR" PMSvalue=""" />
<PMSLanguage RequestedValue="en-GB" PMSValue=""" />
<PMSLanguage RequestedvValue="ja-JP" PMSValue=""" />
</PMSLanguages>
</Mappings>

If there is no mapping exist, you either don’t enter anything for the given culture or you enter an
empty PMSValue="" string. By default there is no data translation configured in the config file. The
mappings are empty.

Parameters used in PmsApiXMLConfig.config file

"

<Feature Name="ViewDashboards" Enabled="false" Group=""/><!--Global: Turn view of dashboard on

and off -->
<Feature Name="ListMyRooms" Enabled="true"/><!--Suite8: show my assigned rooms for maids-->
<Feature Name="ListAllRooms" Enabled="true"/><!--Suite8: show all assigned rooms for maids-->

<Feature Name="ChangeRoomStatus" Enabled="true"/><!--Global: Option to change room status on
and off -->

<Feature Name="ModifyHousekeepingStatus" Enabled="true" Group=""/><!--Global: Option to change
housekeeping occupied status on and off-->

<Feature Name="ViewMaintenance" Enabled="true" Group=""/><!--Global: Option to view
maintenance task-->
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<Feature Name="AddMaintenance" Enabled="true" Group=""/><!--Global: Option to add maintenance
task-->

<Feature Name="ResolveMaintenance" Enabled="true" Group=""/><!--Global: Option to resolve
maintenance task-->

<Feature Name="MaintenancePictureSupport” Enabled="true" Group=""/><!--Global: Option to
manage pictures in maintenance task-->

<Feature Name="ProtectExistingComment" Enabled="true" Group=""/><!--Global: if true, new
comments are added to existing comments-->

"

<Feature Name="ViewReservation" Enabled="true" Group=
>

<Feature Name="CheckIn" Enabled="true" Group="COMPLEX"/><!--Global: Option to Check In
reservations-->

/><!--Global: Option to view reservations-

<Feature Name="AddReservationToQueue" Enabled="true" Group=""/><!--Global: Option to add
reservations to queue-->

<Feature Name="ChangePaymentTypes" Enabled="true" Group=""/><!--Global: Option to change
payment type-->

<Feature Name="ChangeRoomForArrival" Enabled="true" Group=""/><!--Global: Option to assign
room to reservations-->

<Feature Name="CancelReservation" Enabled="true" Group=""/><!--Global: Option to cancel
reservations-->

"

<Feature Name="CreateDoorKey" Enabled="true" Group=""/><!--Global: Option to create key-->

<Feature Name="ChangeGuestAddress" Enabled="true" Group=""/><!--Global: Option to change
address of the guest-->

<Feature Name="PostPayments" Enabled="true" Group="GROUP1"/><!--Global: Option to perform
payments-->

<Feature Name="CheckOut" Enabled="true" Group="GROUP1"/><!--Global: Option to perform check
out-->

<Feature Name="EarlyCheckOut" Enabled="false" Group="GROUP1"/><!--Global: For future releases--
>

<Feature Name="PostRevenue" Enabled="true" Group=""/><!--Global: Option to post revenue-->

"

<Feature Name="AdjustPostings" Enabled="true" Group=""/><!--Global: For future releases-->

<Feature Name="PreviewRegCard" Enabled="true" Group="RegCard"/><!--Global: Option to preview
registration card-->

<Feature Name="SignRegCard" Enabled="true" Group="RegCard"/><!--Global: Option to sign
registration card-->

<Feature Name="PrintRegCard" Enabled="true" Group="RegCard"/><!--Global: Option to print
registration card-->

<Feature Name="PreviewInvoice" Enabled="true" Group="Invoice"/><!--Global: Option to preview
folio-->

<Feature Name="ViewInvoiceDetails" Enabled="true" Group="Invoice"/><!--Global: Option to invoice
details-->

<Feature Name="PrintInvoice" Enabled="true" Group="Invoice"/><!--Global: Option to print folio-->
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<Feature Name="UpdateGuestProfile" Enabled="true" Group=""/><!--Global: Option to change guest
profile-->

<Feature Name="CustomEmailForFolioSending" Enabled="true" Group=""/><!--Global: Option enter
custom email during folio sending-->

<Feature Name="ViewHouseStatusConfig" Enabled="true" Group=""/><!--Global: For future releases-->

<Feature Name="CreditCardPayOnlyPostings" Enabled="true" Group=""/><!--Global: Option to
perform pay only credit card payments-->

<Feature Name="ChangeProfileDetailsOnBillingWindow" Enabled="true" Group=""/><!--Global:
Option to change the profile details on billing window, OPERAS5 always false-->

"

<Feature Name="AllowRemoveProfileVip" Enabled="true" Group=
VIP code from guest profile, OPERAS5 always false-->

/><!--Global: Option to remove

"

<Feature Name="CreateNewBillingWindow" Enabled="true" Group=
new billing window, OPERAS5 always false-->

/><!--Global: Option to create

<Feature Name="UnassignCreditCardFromBillingWindow" Enabled="true" Group=""/><!--Global:
Option to change payment method back to non-credit card payment, when credit card was assigned-->

<Feature Name="0OfflineCreditCardPayment" Enabled="false" Group=""/><!--Global: Option to handle
credit card without any interface, no PAN can be antered in Hotel mobile general-->

<Feature Name="SkipCCAuthorization" Enabled="false" Group=""/><!--Global: Option to suppress
authorization calculation during check out-->

<Feature Name="DoNotMoveRoom" Enabled="true" Group=""/>
<!--Global: Option to block reservation room to be changed-->
<Feature Name="ReleaseRoom" Enabled="true" Group=""/>
<!--Global: Option to enable unlink room of arriving reservations-->
<Feature Name="SharingReservations" Enabled="true" Group=""/>
<!--Global: Option to enable sharing reservation lists-->

<Feature Name="GuestPreferences" Enabled="true" Group=""/>

<I--Global: Option to enable the editing on guest preferences on the profile tab of the reservation
details. If not included in the config file, the feature is enabled by default in version 1.30 or higher -->

<Feature Name="AccompanyingGuests" Enabled="true" Group=""/>

<l--Global: Option to enable the linking / unlinking of additional guests of a reservation. If not
included in the config file, the feature is enabled by default in version 1.30 or higher-->

<Feature Name="Chargelt" Enabled="true" Group=""/>
<I--Global: Post minibar items-->
<Feature Name="ReservationAlerts" Enabled="true" Group="" />

<I--Global: Enable or disable the popup window of alerts on reservation edit-->

Parameters for UserDataPrivacy:
<Field Name="dateOfBirth" MaskType="Hidden"/> <!—Hide date of birth->

<Field Name="Telephone" MaskType="Masked" Mask="1-800-PERFECT" /> <! —Mask telephone
number->
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6 Updating the Hotel Mobile REST API

To update an existing Hotel Mobile RestApi installation it is recommended to do the following:
1. Make a backup of the existing RestApi installation folder (usually
c:\inetpub\ wwwroot\RestAPI)

2. Delete all the files from the existing RestApi installation folder (usually
c:\inetpub\ wwwroot\ RestAPI)

3. Copy the files from the new version installation zip to the existing RestApi installation folder
(usually c:\inetpub\wwwroot\ RestAPI).
4. Now there are two options:
a. Use the new PmsApiXMLConfig.config and Web.config files and do a fresh
configuration either manually via a text editor or via the graphical web interface. (Use

the PmsApiXMLConfig.config and Web.config files from the backup you did to do a
comparison on which parameters have been active before, etc.)

b. Copy back the old PmsApiXMLConfig.config and Web.config files from the backup
and do a manual comparison to the new PmsApiXMLConfig.config and Web.config
files in the new version installation zip and add new parameters, etc. to the old
configuration files.

5. Both options are valid options. It is up to your personal preference which way you choose.
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7 Configuring OPERA 5 Hotel Property

Perform the following procedures on the OPERA DB server.

Activating the License Code

1. To activate the OPERA to GO license, go to OPERA > Configuration > Set Up > License Codes
>HCO > HCO License.

B <iozkinterface

Workstations
Brinters

= Digta Definition
"W Screen Design [ =

= Business Events F
) € LDAF Configuration
“

License Codes

|HCQ License |

P Add-on License

2. Specity settings as shown in the following figure:

’E‘g Hi - OPERA License Codes

spplication [NRSganes | ¥ active
Prnpertp H ill

Propery Marne [Hotel Mokile

Froduct Codd |{OHO_500
Mumber of Rooms 145

Activate All | [W]34 Close |

3. Activate the OWS license, go to OPERA > Configuration > Set Up > License Codes > OWS >
OWS License (OPW_500)
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Configuring 0O2G

Go to Configuration -> Channels -> Channel set up and verify that Channel = O2G is created).
"% HM - Channels

chanel [ |sfchanmeitoe [ |#| RaeTws[ || Tinacive | _searcn |

Create/lUpdate Channels

Changes

Select

Kiosk Interface
Go to Setup -> Kiosk Interface -> Channel = O2G and create or configure the Kiosk configuration for
channel O2G as configured in the screenshot. Do not forget to include all the Forms of payments

available.
Gugst Statiorery Eocan Typs Chan
i
™ Allow if multiple rates
I Ganaraty Data Price Dalta % - | -
¥ Allow Checkin UDF Mappings

¥ miow Check Out

¥ Chackout I sl Windows paid by Guest
™ Prird ety ihose winedis paid by gusst
™ Credi Card Authorizalion by Edemal Systim
™ Gangrate Advance Bill at CheckIn

Winaows for Cheekout [1,23 85673 %]
Walkin Rate Codes | 1]
Diefull Marke! Code | | 2|
Dredauli Source Code [ | |
Jovailable Package Codes |

[[Weitvod O Payments (58,0 o CA,CF, DA, 08,0, bF DE NC.] & ]

ChockingsatTime [ | owpTme| |
Cheeck: Ol Start Time | Sitop Time

EL QK Close

Do not activate Print only those windows paid by guest if this is hotel agent-facing

functionality.
Blob Schema
You need a blob schema to save pictures and other files generated by the Hotel Mobile app.

To install a Blob schema:
1. Go to: D:\MICROS\OPERA\ tools.
2. Right-click on OPERA_SMT.exe and run the file as an administrator.

Configuring OPERA 5 Hotel Property



66

%OPBackupSetup.EXE 1213002013 2:57 PM Application z

. OPERA_SMT.ex {20/2015 11:06 &M Application
Open

= opera_sMT.pdl | BI17/2002 5:27 AM Adobe Acrobat Doc, ..

I“g Run as administrator
Troubleshoot compatibility

0162014 5:00 PM Application extension

in

%) operawiz.dil

T oProcManDumr Pin o Taskbar Fiz1j2014 6:14 A Application
1% CPurge.exe Fin ka Start Menu J11/2007 10:13 &M Application
2 Restore previous versions
s ORdallg.exe 0J6/2015 7:47 AM Application z
8 oRMsOptInsty: oend to * britizois 10:20 M Aoolication z

3. Click Start.

Opera Schema Management Tool

i: Start

OperaSMT 4.0(26/e-x64)

4. Click Schema Maintenance.

e

Export

i

Schema Maintenance

5. Specify settings as follows. Click Connect, and then click Next.

Scherma f User Hm |

Fasswiord |

Oracle Alias OPERA -

Create News Schema / User T

Connect

Run Grant Scripts r

6. Click Blob Data Schema.
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Server AP| Version

5.0.05.00 EO000M1

Update Server AFI

Check Schema Compile Schema Analyze Schema
Refresh Synonyms Kill Sessions Update Cerfificates
Cihject Counts JEVA Synonyms Check DB QOhj

Fefresh OxIAOX-Hub

Blob Data Schema

FProperty Shells

Screen Painter Data

Dpera Folicies

DB Snapshot

Cipera Cache

Import Licenses

Cpera Bl Schema

Check Wrapped Code

C2H Migration Prep. [%

Back | IMNext Exit

7. FPollow the steps to create the schema (needs SYS password) .

The following figure shows a completed schema:

Schema Management for OFERAG@OPERA
OPERA on OPERACLOUD - DB-Version: 11.2.04.0

Schema  User |[OPERA_BLOB

The attachments ! blob schema is already configured
for this Opera schema.

MWessages

opera application_parameters for blob schema set to OPERA BLOE -]
Attachments / blob schema exists: OPERA BLOB J

Done |

Registration Cards

1. Go to Configuration -> Set up -> Report Set up -> Reports Registration Card configuration.

2. Select Registration Card from the Report Group drop-down list.
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\EICASING - Reporis - Configuration

Name[ | Repon Gmu4 egstration ards -l | _seunt |

Jf PMS I¥ 5&¢c Fraperty [CASING ]|

X |REP Name Feport Name Repor Group 54

Copy

Hew
Edit
Delete

Close

4

3. Verify that the registration for Hotel Mobile appears in the list. If necessary, add one by clicking
New.

@CASINO - Reparts - Configuration

Name\ Report Group |Registration Cards j Search |

¥ PMS 5 CASING - Reparts - Edit

Report Name [5G0 | ;
I” Gimple Report [ Protected r HE

File Name |5ammefregislraliunfcard |g
Form to run | |ﬂ All

Language [Erpish | #] - Nane
Destination g Copies Ll

Report Group |Registration Cards 'I I
- Copy |

Vprws [ gac

Custamize Parameterl 0K | Close | [T | e

—— Edit

Delete

= Close

Kiosk Registration Cards

1. Go to Configuration -> Set up -> Report Set up -> Reports.
2. Select Kiosk Confirmation from the Report Group drop-down list.
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Mame | | Repont Grou sk contrmation =l ﬂl

REF Name |Repart Name

sample_reglstration_carnd

ok Confirmation

Mew
Edit
Delete

B Close

3. Click Edit or New to update with the registration card to be generated by the Hotel Mobile app.
I N I e e 1 e e —
File List
:‘ Report Graup IKiDSk Confirmation j ﬂl
Findl%regislrat\un . - Edi
sample_registration_card rep ame [Sample Kiosk Regisiration | =
chkregister.rep [T Simple Report I Brotected I
lame [sarmple_registration_card ]
run | 1]
age [Engish | ¢

youp |Hiosk Confirmation 'I

Parameter | ox Close Mew
Edit

Delete

Cloge

<

K ITl|

Find Cancel

Application Settings

If more than one registration card is set up in OPERA, configure application settings as follows:
1. Go to Configuration -> Setup -> Application Settings -> Group: General -> Settings ->
DEFAULT ELECTRONIC REGISTRATION CARD -> setup with the correct Registration
Card with the signature merge code.
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@CASINO - Application Settings

Property g " Functions " Parameters + Seftings
Group— Marme Walue ﬂ
WCTMTY = DATA EXTRACTION CSY DATE FORMAT YYE-MM-DD
AR DATA EXTRACTION FORMAT csv
BACK QFFICE DATABASE TIME ZONE REGION UsiCentra
BLOCKS DAYS TO MASK CREDIT GARD INFORMATION 365
CASHIERING DECOMPRESSION UTILITY UNZIP
CATERING DEFAULT ELECTRONIC PAYMENT RECEIPT sample_payment
[COMMISSION )
[COMP ACCOUNTING DEFAULT REGISTRATION CARD
EAS ACTMITIES DEFAULT TIME TO UNLOCK ACCOUNT 5
END OF DAY DEFAULT WALLET PASSWORD s
EXPORTS EMAIL ATTACHMENT DIRECTORY MAME EMAIL_ATTACHMENTS
FRONT DESK EMAIL ENCODING

FINANCIAL DAILY STATISTICS DATE TYPE TRX
GRC GAMING D OFF
IFe IMAGES LOGATION fleic, v
osk_
MEMBERSHIP Report Mame for Electronic Signature Registration Card. =
OEDS
WS
PROFILES L
RATES -
RESERVATIONS <

cooy | Find | gt | ciose |

2. Activate the KIOSK Parameter under Configuration -> Set up -> Application Settings -> Kiosk.
3. Set USE KIOSK E-SIGNATURE REGISTRATION CARD =Y.

Froperty [CASING il | " Eunctions i Parameters " Settings |

SlEU S M| Mame -l
ACTIVITY = ALLOW MULTIPLE MEMBERSHIPS ON RESW

AR CHEGK IN INSPECTED ROOMS ONLY

BLOCKS ¥ | ENABLE UDF FOR KIOSK

GASHIERING GET ARRIVING RESERYATION SUPPRESS RATE AMOUNT

CATERING ¥ | OVERRIDE ¥IDEQ GHECKOUT

COMMISSION RETURM CREDIT CARD APFROVAL DATA

EMD OF DAy SEMD ALERTS AMD STATISTICS OM RESY FETCH

EXFORTS ¥ | SEND COMMENTS IN REGERVATION YM

FRONT DESK ¥ | SEND DO NOT MOVE ROOM FLAG YN

GEMERAL ¥ | SEND FIXED CHARGES YN

GRC ¥ | SEND Pa&Y ROUTING IN RESERVATION YN

IFC ¥ | SENDWINDOW ON CHEGKOUT

ok | SHOWY INSPECTED ROOMS

[MEMBERSHIF % | SPECIALS COMMENTS OVERLAY

OEDS

|PROFILES Use Kiosk e-Signature Registration Card =
RATES

RESERVATIONS
ROOMS MANAGEMENT
SELLING SCREEM =

Copy

= |

Find | Edit | Close |

4. To enable check-ins without a credit card on file, go to Configuration -> Set up -> Application
Settings -> Kiosk and set ALLOW GUEST CHECKIN WO CC=Y.
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Propenyil | " Functions ' Parameters " Gettings

Growp ¥ |Marne =
e Al
procks M | ALLOW GUEST GHECKIN W0 CT
CASHIERING ALLOW MULTIPLE MEMEERSHIPE ON RESY
EMD OF DAY CHECK IN INSPECTED ROOMS ONLY
[BPORTS ENABLE LUDF FOR KIOSK
FRONT DESK GET ARRIVING RESERVATION SUPPRESS RATE AMOUNT
GENERAL % | OVERRIDE VIDEO CHECKOUT
Fe RETURN CREDIT CARD APPROVAL DATA
SEND ALERTS AND STATISTICS ON RESY FETCH
MEMBERSHIP SEND COMMENTS IN RESERVATION YN
|EDS SEND DO NOT MOYE ROOM FLAG TN
[FROFILES SEND FIXED CHARGES YN
RATES SEND PAY ROUTING IN RESERVATION YN
[RESERVATIONS SEND WINDOVY ON CHECKOUT
[ROOMS MANAGEMENT M | SHOW INSPECTED ROOMS -
Allow guestto check in room in pickup status ifthe parameter is set -
=
= Copy | Find | Edit | Close |

5. Go to Configuration -> Set up -> Application Settings -> General and set the parameter
ATTACHMENT STORAGE = BLOB.

‘ £~ Functions " Parameters = Gettings
fme_____ Name Value -
MR S| | ALTERNATE NAME LANGUAGE
[procks ATTACHMENT DIRECTORY NAME ATTACHMENTS
[CASHIERING ATTACHMENT MAXIMUM SIZE 2
[ENDOFRAY BLOB
EXPORTS BASE ADF URL
FROMT DESH BASE LANGUAGE E

CENTRAL CURRENCY CODE
FC COMPRESSION UTILITY FKIIP
HIOSK CURRENCY DIVISOR VALUE
MEMBERSHIP CURTAIN COLOR BLUE
CEDS CURTAIN STYLE MAIN_
PROFILES CUSTOM CURTAIN IMAGE
[RaTes DASHEOARD LAYOUT YIEW DASHEOARD1
[RESERVATIONS DATA EXTRACTION CBY DATE FORMAT FOY-MM-DD
[FOOMS MANAGEMENT DATA BXTRACTION FORMAT HTML -
Attachrnent Storage Optioh =
=
= Find | Edit | Close |

6. Go to Configuration -> Set up -> Application Settings -> Kiosk and activate the parameter
OVERRIDE VIDEO CHECKOUT =Y.
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Property [BOMLE | ¢

" Eunctions

ROOMS MANAGEMENT
SELLING SCREEM

&+ Parameters " Settings
Group ¥ |Name -
&

BLOCKS = ALLOW CHECK IN PICKIUP ROOM STATUS
CASHIERING ALLOW GUEST CHECKIN WO CC
END OF DAY ALLOW MULTIPLE MEMBERSHIPS ON RESY
EXFORTS

CHECK IN INSPECTED ROOMS ONLY
FRONT DESK ENABLE UDF FOR KIOSK
CENERAL GET ARRIVING RESERVATION SUPPRESS RATE AMOUNT
¢ RRIDE VIDEO CHECKOUT

RETURN CREDIT CARD APPROVAL DATA,
MEMBERSHIP SEND ALERTS AND STATISTICS ON RESV FETCH
0EDA SEND COMMENTS IN RESERVATION YN
PROFILES

SEND DO NOT MOVE ROOM FLAG YN
RATES SEND FIXED CHARGES YN
RESERVATIONS

SEND PAY ROUTING IN RESERVATION YH

SEND WINDOW ON CHECKOUT

¥ | SHOW INSPECTED ROOMS

This parameter will determine whether to override video checkout functionality of OPERA. =

-

Copy

| Fing

| Edt | cose |

Verify that Report Application Server Name under Configuration -> Set up -> Application
Settings -> General -> Settings matches the report server name in OApp11g.

£~ Eunclions

" Parameters ' getlings |

Gy Mame value B
AR = | [PrioriTy For E1 DATAMART MESSAGES NORMAL
BLOCKS PROPERTY LOGO
CASHIERING PROPERTY TAX D
END OF DAY PROXY CREDENTIALS
BXPORTS FROXY SERVER
FRONT DESK PROXY SERVER BYPASS

PURGE BATCH PROC LOG DAYS N
Fe FURGE UNNECESSARY CREDIT CARDS
KIOSK
MEMBERSHIP REPORT HISTORY PURGE DAYS 30

Go to Configuration -> Set up -> Application Settings -> OWS and set the setting FETCH
RESERVATION = ALL.
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Y MO03A - Application Settings
Property (MOO3A g " Functions " Parameters + Zettings

Group

IBCTIVITY =1
AR

BACK OFFICE

BLOCKS

CASHIERING

CATERING

COMMISSION

COMP ACCOUNTING

END OF DAY

EXPORTS

FRONT DESK

GEMERAL

GRC

IFC

KIOSK —
MEMBERSHIP

Name Valug

OWS ACCT LOCK TIMEOUT 30
OWS BROCHURE EMAIL SUBJ 'Your Brochure
OWS PASS CHANGE DAYS 90
OWS USERID-PASSWORD REMINDER

OBI CLIENT This setting allows the OPERA Web Suite Engine to retrieve reservation for either all reservations, =
OEDS regardless of entry point or for only created through OWS.

PROFILES o

Channel Parameters

1. Go to Configuration -> Channels -> Channel Property Parameters -> Search for channel = O2g

and uncheck property check box.
2. Set the channel parameter MASK CC FOR WSRESPONSE =Y.

Chenrel s # parameters searct
Praperty [CASING 2| ¥ Property " Seflings
# | Mame ;I

ALLOWY PAYMENT WITHOUT CREDIT CARD NUMBER

DELETE FROFILE ATTRIBUTES

DO NOT SEND INVENTORY MESSAGE FOR STATUS UPDATE

DO NOT SEND SEPARATE INVENTORY MESSAGE WHEN AYAILABILITY OPEN/CLOSE
X | LOG RESERVATION REGRETS

X | MASK PIl FORWWSRESPOMNSE

OYERRIDE_CHAIN_OWMNERSHIP

OWNERS CONMTRACT REFERRAL YN

OWS_FULL_PROTECTION

RETURHN CP2 FIELDS IN AVAILABILITY AND RESERYATION RESPONSE
YIEW COMMISSION PERCENT -

Changes

When this parameter is setto ¥, the Credit Card Number (except last 4 digits) will be masked in -~ 4] Copy
WS responses. When this parameter is setto N, the Credit Card Mumber will be unmasked in Edit
O3 responses

= Close

Hotel Mobile and Print Functionality

Registration cards and folios are transferred as PDFs to the application. To print PDFs, install the PDF

Reader on the Hotel Mobile device.

When using the Windows App, registration cards and maintenance pictures are stored temporarily on

the Windows machine in folder:
c:\Users\ %YUSERNAME%\ AppData\ Roaming\ OracleHotelMobile\ data
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A network printer should be installed on the application because the Hotel Mobile application cannot
use printers.

Hotel Mobile and Send E-Mail Functionality

E-Mails are send out via PMS configuration, No E-Mail is send out directly from the app. The PMS
needs to be configured to be able to send out E-Mails.

1. Go to OPERA 5-> Configuration->Property -> Delivery Method Maintenance Folio -> Billing
and specify settings as shown in the following figure:

BILLING

Property Types
Marketing Regions
Marketing Cities

eman | Fax |

Activats Emall Deltvary [

Propetty Details

Property UDE
T ttati

Emal Butijne] gl
Billing =

Other Folios
Confirmation
General

Global Alerts
Online Checkin
File Export

Emal focy | I3

Report Builder

To capture signatures on registration cards, use Report Builder to add the <sgnature capture
component> field to the registration card RDF file.

1. On the RDF, draw the field in the appropriate section of the file by holding the left key of the
mouse and drag the cursor to the desired field size.

Dl S ANALLE AL ALL LEV- ¥ CEEL LAUAL LAU- AL ALLANE PLESk L] R A SALAAL ALY L A Ak UEE PR L Tk Lebe AL L o b

o

| Signature:

| Enjoy your stay with us! |

.
2. Double-click the field and specify settings as follows:
Name: Digital Guest signature
Source: <guest_signature_placeholder>

Visible: Yes
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Field: F_1

= General Information

@ kame Guest Signature | I
@ Comments

= Field

@ Source guest_signature_placeholder
@ Vizible ez

= Column

@ Column Type Databasze - Scalar

@ [atatype Character

@ Width 36

3. Save the file, compile it, and then export it to the runtimes.

compie-somple regtration cord g
Compilation completed successiully. |
1] 25 50 75 100
N
s at the
Interupt | Eesume | Lance| | Gioto Eror... Help ?:;::;t

|
T
1

Activating Services

The following OPERA 5 Web Services must be installed and fully functional:
1. Go to Start > Search > Services.
2. Click each service below and set the service to Automatic and Start:
Opera Access Point Housekeeping
Opera Access Point Lov
Opera Access Point Name
Opera Access Point Reservation
Opera Access Point ResvAdvanced
Opera Access Point Security
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OPERA V5 on Premise Recommended Settings:

Hotel would consider to activate and configure the following applications to take full advantage of the

Hotel Mobile Application:

CASHIERING
CASHIERING

PROFILES

PROFILES

PROFILES
RESERVATIONS
RESERVATIONS
RESERVATIONS
RESERVATIONS

ROOMS MANAGEMENT
ROOMS MANAGEMENT
ROOMS MANAGEMENT
ROOMS MANAGEMENT
ROOMS MANAGEMENT
ROOMS MANAGEMENT
ROOMS MANAGEMENT
ROOMS MANAGEMENT
ROOMS MANAGEMENT
ROOMS MANAGEMENT
ROOMS MANAGEMENT
ROOMS MANAGEMENT

ROUTING

ARTICLES

Future & Past Stays
HISTORY

VIP

ACCOMPANYING GUEST
ALERTS

DO NOT MOVE ROOM
SHARES

ATTENDANT POINTS
DISCREPANT ROOMS
MAINTENANCE

QUEUE ROOMS

SIMPLE TASK ASSIGNMENT
TASK ASSIGNMENT
TASK ASSIGNMENT WORKFLOW
TURNDOWN
INSPECTED_STATUS
OUT_OF_ORDER
OUT_OF_SERVICE
PICKUP_STATUS
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8 Configuring the OPERA 5 Hotel Property
Interface

Configure the OPERA 5 Hotel Property interface to support adding and changing payment methods
by capturing the card data with a pin entry device.

1. Go to Configuration>Setup -> Property Interfaces -> Interface Configuration and check for an
active Interface running with CCW or EFT IFC Type with a Payment Partner that supports

EMV.
FICASING - Interface Status

Resor CASIND | ] Interface Type [COW 3] Interface 10 | %] Alarch
I™ Include tnactive

Interfaces Schema

Errors Wessages ] Failad Mpssages | Condrolier Haaiswl Bebnit Adl
Start Al

-CASFJ-} | Resor ;Imar.ace Mame IFC Type Status .;,
L npLoare ASING o

_Ungrade |
_WC Selup
Hew
e
Delete

-

Close

2. Go to Setup -> Application Settings -> IFC Group ->Parameters ->CHIP AND PIN and verify
that the parameter is active.

3. Go to Setup -> Property Interfaces -> Credit Card Interface -> Functionality and Setup -> Card
Specific Rules. Configure existing Payment Types as Chip and Pin Types.
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¢ 00H - Cradit Cards Functionality Setup

Global Rules

¥ Cnline Settlement I™ Temporarily Stare Offline Setlements
[ Batch Setement [ Wanual Authorization Motification
[+ Send Tatal Tax in Settlements I Activate Installments

I Credit Card Type CheckiUsages

I Might Audit Remote Authorization

[ Blacklist Card Chack

I Farce Auth. During Check In § Interactive Auth. Window

Card Specific Rules

V¥ tuthorization at Check-In Types [43,DS,MC VAV | =]
I Authorization Reversal Allowed Types | | Ed |
IV Authorization during StayDeposit Tipes [ADS,MC VAW | %]

uthorization Setllement at Check—Outé Types | | £ |
¥ Deposit Cyv2 Check Types [Ax | =]
V' Deposit Address Verification Types |A>< | t|
¥ Chip and Pin Types [AXMC VAN, | =]

For Hotel Mobile to allow the selection of a device, you need to receive the LOV for terminals

and devices. This needs to be the mobile terminals and devices configured on the Workstation
Setup tab in the CCW/EFT IFC Configuration.

| £ OPERA Configuration[Version 5.5.3.0] ODH - Opera Dero Hotel, Small 05/25/06
Window
@IFC Weh Configuration - Edit

=

Interface # 9034

IFC Type +| Product Code [P G | Menu type [ || menuname [ | License Code [4493222437
Narne [Micros Payment | achine | | contrenerFor| | version| |
Interface 1D IFCE Product Code Program | =] vnePot| | Cashierd 9903 2
I~ Active YIN I~ DisplayFC | Autostat  PathID Timeout Msg Expires after [ | I Use Data Through
X| Configuration General 1 Class of Service l Import Rooms VWorkstation Setup l Trans|ation I Custom Data 1
Terminal Device [P |Location Type |~
MOBILE1 222 Left Elevator
MOBILE2 333 Right Elgvator M
MOBILE3 444 Concierge M
MOBILE4 554 ool Desk M
OPERAMINTJCVM FT.MICROS.COM 456511448575 OPERAWINZJCYM.FT.MICROS.COM 496511 44R
W41 744.US MICROS INT. 449837159 8596 1417445 MICROS.INT 449837159 R N
ey
JODIZFTMICROS.COM.2100851 38 8653 JODIZ FT.MICROS.COM.210085138 R =
Edit
~||  Dslete

Room Translation

Configuring the OPERA 5 Hotel Property Interface



9 Configuring Suite8

Most of the Suite8 Property configuration is taken as it is used for a hotel operation. For example, the
room types are used as they are used in the Suite8 Property using the FAT client. Functionality such as
Maintenance and a correct Housekeeping setup help to use Hotel Mobile as it is designed for. The
following Suite Property configuration settings are needed.

XML Interface

1. Go to Suite8 Setup -> Global Settings -> Interface -> Misc. Interface 3 -> XML Interface.

2. Enter the paths in the Report Cache Folder and Report Export Folder fields where the system
stores the temporary registration cards and folios.

Report Cache Folder I'Iil'.tEITIF'

Report Export Folder I'Iil'.tEI'ﬂF'

Kiosk Interface
1. Go to Suite8 Setup -> Global Settings -> Interface -> Misc. Interface 3 -> Kiosk Interface.
2. Select a default Registration Card.

3. Enter the path in the Report Export Path field where the system stores the reports for the
Kiosk Interface.

Kiosk Interface |

Reqistration Card |?34I2Il Registration Card Mulki Guest (ED) j
Report Expart Path IC:'I,FidEIiD'I,KIOSK

The cache folders used by the XML Interface and Kiosk Interface must be on the XML
Interface workstation.

Registration Card

1. Go to Suite8 Setup -> Global Settings ->Reservation -> Reservation 4 tab to define the
registration card used for Hotel Mobile.

2. Select the Registration Card Template to support the signature placeholder.

Registration cards

Registration Card Template 73401 Reqgistration Card Multi Guest Exaj

Folio Style

1. Go to Suite8 Setup -> Global Settings ->Reservation -> Reservation 1 tab to define the folio
style used for Hotel Mobile.

2. Select the Default Folio Style for Reservations.
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Default Falio Skyle Far Reservations |Folio Detailed j

Maintenance
Hotel Mobile can manage maintenance tasks. Activate the maintenance module in the Global
Settings as follows:

1. Go to Suite8 Setup -> Global Settings -> Generic -> Generic 3.

2. Select Hotel Maintenance.

(SEMEric ll Generic 2 SlilElage |Generic il Sxecelerakar 5' Telephaorr

Skring similarity percentage [u] | -

[~ Enable Manual Skatiskics
[T Questionnaire
[T Contract Handling

¥ Hotel Maintenance

Configure the Maintenance Module as described in the Suite8 Property Help.
Create a user for every maintenance worker who logs in to Hotel Mobile.

The minimum configuration is to support Maintenance Types under Suite8 Setup ->
Miscellaneous -> Maintenance. It offers more functionality that can be configured as described

in the document.

Housekeeping

The housekeeping component of Hotel Mobile works without additional configuration. Hotel Mobile
supports assigning rooms to maids for cleaning and separate logins for maids and housekeeping
supervisors. Maids can only see their assigned rooms. Housekeepers can also see rooms assigned to
other maids.

At a minimum, configure settings as follows:

Attendant Group
1. Go to Suite8 Setup -> Reservations -> Attendants Groups.

2. Define one group with the role Maid and one with the role Housekeepers.

8 Housekeeper Groups - |EI|5|
Code MAT ¥ o

Description IRl:n:lm Maid

Rale IMaiu:Is j
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_lolx]
Code HsK W ok
Description IHDusekEeping Assiskant
Rale j

Attendants

1. Go to Suite8 Setup -> Reservations -> Attendants.

2. Define as many attendants as needed and assign the role to these attendants.

Emilio 440 o
Melinda 480 1]

Housekeeping Assistant
Rooom Maid

Create a user for every attendant who logs in to Hotel Mobile.

Link this user to the attendant by selecting it in the User field.

P8 atendont _iBix]
Mame IThisIs.ﬂ.LDngMaidNamelﬂ v ok
Group IR::n:um Maid j
Liser |L1|:| =]
Max credits IInitiaIs IName | I:I
1T Test Thormas
Max departure M Test User
_ T2 Test Mo Mobile Login
o e L0l ThisIsaALongMaidMameni ThisIsALongMaidiamen1
Loz ThisIsALongMaidMame0z ThisIsALongMaidMame0z
L3 ThisIsaLongraidMame0s ThisIsaLongraidMame0s
L4 ThisIsaLongMaidiarme0d ThisIsaLongMaidiarme0d
LoS ThisIsALongMaidMame0s ThisIsALongMaidMame0s
LG ThisIsaLongMaidiarmela ThisIsaLongMaidiarmela
Loz ThisIsaLangMaidiarmel? ThisIsaLangMaidiarmel?
Log ThisIsaLongMaidtame0s ThisIsaLongMaidtame0s
L3 ThisIsaLongMMaidianme0d ThisIsaLongMMaidianme0d
ThisIsALongMaidMamel0 ThisIsALongMaidMamel0

5. Refer to the Suite8 Property Help File for more information on assigning rooms to maids for
cleaning, creating housekeeping tasks, and creating notes.

User Rights

All Suite8 Property users which should be able to log into Hotel Mobile need the according user
right.

1. Go to Suite8 Setup -> Users -> User Definition and select the user.

2. Go to Rights -> Miscellaneous and activate the user right Mobile Login.

Configuring Suite8 81



AN

Go to user right Hotel Maintenance and activate the corresponding rights.
Go to user right Attendants and activate the corresponding right.
Repeat these steps for all users.

Set additional user rights according to hotel requirements.

8 User Rights for ManagerDl ManagerD1

Text B' Reset filker T Expand
Irru:ul:uile ‘ Zollapse
Righks = | User Owner Group G, Cwner
H Miscelaneous Y M W W
Mobile Login Y M W i
Rights = | User Owner
B Configuration f ¥
Hotel Maintenance Y ¥
B Hotel Maintenance A ¥
Maintenance Edit Y ¥
Maintenance Search Y Y
Rights = | User Cwner
B Housekeeping Y ¥
Attendants Y ¥
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10 Installing the Hotel Mobile Application

This section explains how to install the Oracle Hospitality Hotel Mobile application on Microsoft
Windows devices.

1. Download the Oracle Hospitality Hotel Mobile 1.4.0.0 (1.40) software for Windows
installations from: https://edelivery.oracle.com/. Future patch versions will be available on
MOS My Oracle Support.

(Please note that Hotel Mobile for iOS and Android installations need to be downloaded in the
corresponding app stores. There is always only the latest release available in those stores,
there is no option to download older versions.)

Windows version available on https://edelivery.oracle.com/:

Unzip the installation file to a temporary location.

Run setup.exe.

If prompted to install the Microsoft 4.7.2 .Net Framework, click Yes.
Click Finish.

AR

ﬁ Oraclefxecelerator - InstallShield Wizard >

InstallShield Wizard Completed

The InstalShield Wizard has successfully installed
OradeAxecelerator. Click Finish to exit the wizard.

Launch the program

The installation wizard creates a shortcut:

e |
(Craeamere]
detilts

6. Start the application.

7. On the next screen, specify settings as shown in the following example, and then click Done.
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Link to RestAPI: No specification (OPERA, Suite8, or Resort Code)
The URL: https://<Localhost (IP address or machine name)>/RESTAPI
The code { } is the request code from PmsApiXMLConfig.config

<RegquestCode>0PERA</ FequestCode >

8. Enter the OPERA or Suite8 user name and password, and then click Sign In.

EJ Ferwwnded A

2k

DQACLE HOSPITALITY | Hoted Mobde
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11 Troubleshooting

To verify that RestAPIl is up and running

*  To verify RestAPI availabilty a standard RestAPI client can be used, i.e. Google Advanced
RestAPI Client or Firefox PlugIn RESTClient

* A help file for the RestAPl is installed automatically and can be located at
https://SERVERNAME/RestAPI/Help/

*  The first call from the app to the RestAPlI is always the user validation

*  The result from the RestAPI is a combination from user rights (PMS),
PmsApiXMLConfig.config (features setting) and connected PMS

Froject endpoints

Login Login

> httpa/f SERVERNAME/RestAPl/apifactual/employes/login
QO GET rosT Q pPut  (Q DELETE Other methods - application/json

Raw headers

Content-Type: application/json

Raw payload
{
“UserName" : "USERMAME™,
"Password” : "PASSWORD"™,
"HotelCode™ : “OPERA",
"Language” : "en-U3"
¥

RestAPI / first answer from RestAPI:
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https://servername/RestAPI/Help/
https://servername/RestAPI/Help/

- i true
e *: true :
¥
=cnabled®: true
chan al®: {
= "1 true
= 1 trus

Error message when calling RestAPI

* In case you call the RestAPI URL and see below error, please follow the instructions after the
error message screenshot.

&« C 1 A Notsecure | hitps//mwaterma-de/RestApi/help

Oracle Bechive Workspaces Misc Imported From Fire...

HTTP Error 500.19 - Internal Server Error

The requested page cannot be accessed because the related configuration data for the page is invalid.

&

Detailed Error Information:

Module  IIS Web Core Requested URL https://mwaterma-de:443/RestApi/help
Notification  BeginRequest Physical Path C:\inetpub\wwwiroot\RestAPT\help
Handler  Not yet determined Logon Method Not yet determined
Error Code  0x800700b7 Logon User Not yet determined

Config Error  There is a duplicate 'oracle.manageddatsaccess.client’ section defined
Config File  \\?\C:\inetpub\wwwroot\RestAPT\web.config

Config Source:

9 <section name="entityFramework” types"System.0ata.Entity.Internal.ConfigFile. Entityframeworksection, Entityframework, Version=6.8.6.8, Culturesneutral, PublicKeyTokensb77ascss1934ees9”™ requireermissions"false” />
1a: <csection nome="oracle.monageddstasceess.ciient” type="Oroelelnternal.Cammon.0DPHSEctionHandler, Orocle.ManagedDotaAccess, Version=d.122.18.3, Culture=neutral, PublicKeyTohen-gSb483fa29ca7342" >
1L <1-- For more information on Entity Framework configuration, visit http://go.microsoft.com/fulink/?LinkID=237468 --»

More Information:

This error occurs when there is a problem reading the configuration file for the Web server or Web application. In some cases, the event logs may contain mare information about what caused this error.
View more information »

Solution

The issue is that Oracle database client is also installed on the Oracle database server, which will put
the same config definition from the top into a higher level configuration file, the machine.config. When
experiencing this issue you should do following:
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Go to oracle database installation and to this subfolder, depending of the installation location:
c:\oracle\12.1.0\client\ODP.NET\managed\x86

Open an administrator prompt and run:
unconfigure.bat

Repeat the command in the following folder:
c:\oracle\12.1.0\client\ODP.NET\managed\x64
unconfigure.bat

This command will remove the oracle.manageddataaccess.client from machine.config configuration
and also remove the .net drivers from the shared assembly cache.

Restapi deploys its own updated version of the oracle drivers during installation.

Installation of RestAPI Monitoring Tool

The RestAPI monitoring tool is available from Hotel Mobile patch release 1.4.1.0 (1.41) onwards and is
included in the RestAPI installation zip file available on MOS.

The monitoring tool can be used to perform an analysis of the calls used by the RestAPI from the Hotel
Mobile apps to the connected PMS and to detect any errors in the calls. You can easily see which call
exactly is failing and then perform an error search for this specific call.

1. For the installation, create a folder called PmsApiMonitoring in c:\inetpub\ wwwroot\
2. Extract the files from the installation zip into this folder.

System (C:) » inetpub » wwwroot ¢ PrmsfpiMonitoring ~ O
“ MName - Date medified Type Size
bin 7/3/2019 09:36 File folder
Scripts File folder
Style File folder
Vi File folder
Ij Global.asax ASAX File 1 KB
[&f packages.config COMFIG File 1 KB
Ig”' PmsApiMonitoringCenfig.config 4/16/2019 18:29 COMFIG File 13 KB
lj Web.config 7/2/2019 0%:52 CONFIG File 4 KB

Assign ‘Write’ permissions to the PmsApiMonitoring folder for the groups ‘Users’” and
‘IIS_IUSRS’ via the folder properties tab called ‘Security’.

3. Open Internet Information Services (IIS) Manager console.
4. Create a new web site called PmsAPIMonitoring and point it to the
C:\inetpub\ wwwroot\ PmsApiMonitoring folder.
5. Assign a valid application pool. You can use the same that is used for the RestAPL
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3 Application Pools

| | NIt

LT e NTUWY M

U W

w (@] Sites
v & Default Web Site

. 71 aspnet_client
. 2¥ crystalreportviewers12
, -[5F FWS_CRYSTAL_REPORTS
+ -[5F FWS_CRYSTAL_REPORTS_210
. [5P FWS_CRYSTAL_REPORTS_2100
. [5¥ FWS_CRYSTAL_REPORTS 211
+ -[5F FWS_CRYSTAL_REPORTS_296
[P HTTP
' 3 PmsAPIMonitoring
[ Restap|
» [ RestAP[Trunk
. ve
[ velo
e AE
. ED VaClient
. [T VaClient - 8.12
. .[7 VEClient - Copy
[ VBOIFC_HTTP
[P WebSuite

Edit Application

Site name:  Default Web Site
Path: /

Application pook

?

PmsAPIMonitoring

| |Resmp|

Select...

Example: sales

Physical path:

|C:\inetpub\mwvroot\PmsAPlMonitoring

Pass-through authentication

Connect as... Test Settings...

[] Enable Preload

Cancel

6. Go to a browser and call the tool URL using the name or IP of the server where you installed
the web site: https://SERVER_NAME_OR_IP/PmsAPIMonitoring. The login page for the

monitoring page will appear.

ped

&« C Y @ nhttpsy//SERVERNAME_OR_IP/PmsAPIMonitoring
Oracle Jira / Confluence Bechive Workspaces Training Misc Imported From Fire...
URL https-//[SERVERNAME_OR_
Hotel Code Hotelcode
User Name Usemame
Password
Refresh Interval (sec) 300
Optional Reservation Id (resv)
Optional Customer Id
Execute || Stop |

7. Enter the required information.

URL: the URL of the RestAP], i.e. https://SERVERNAME_OR_IP/RestAPI

Hotel Code: the hotel code used

in the RestAPI

User Name: a valid application user name (that you also use to log in to Hotel Mobile)
Password: a valid password for the application user name (that you also use to log in to Hotel

Mobile)

Refresh Interval (sec): the time in seconds after which the page will refresh automatically.

Recommended is 300 seconds.

Optional Reservation Id (resv): you can run the monitoring tool for a specific reservation. If
you want to do that, enter a valid reservation ID. Otherwise leave the field empty.

Optional Customer Id: you can run the monitoring tool for a specific customer profile. If you
want to do that, enter a valid profile ID. Otherwise leave the field empty.
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https://server_name_or_ip/PmsAPIMonitoring
https://servername_or_ip/RestAPI

8. DPress the Execute button to start the monitoring tool.

. Next
Method Status %_Xecutlon execution | Error Min Max Avg Size Count = PMS Method (Opera 5 only)
ume in(sec)
. 10.091 10091 | 10.091 | 4929 1 .
PMS Login 10.091 sec cec cec cec KBytes  records LoginRequest
Config - Billing 0577 sec | 267 0577 10577 | 0577 | 1455 |3 LOV "ROUTINGINSTRUCTIONSCODES"
Instruction Codes sec sec sec KBytes | records
33 33 33 7 38
Config - Articles 0.556 sec | 267 0.356 | 0536 | 0.356 | 2384 |17 LOV "ARTICLECODES"
sec sec sec KBytes | records
3 642
Config - Departments 0.63 sec 268 0630 | 0630 | 0630 | 5642 3 LOV "TRX_REVENUE_CODES"
sec sec sec KBytes | records
272195 | 24
Config - Countries 0.677 sec | 269 0677 | 0677 | 0677 | 22195 | 240 LOV "COUNTRYCODES"
sec sec sec KBytes | records
3 3 3 5024 | 2
Config - Nationalities 0.571sec | 270 0571 | 0571 | 0571 | 15024 1240 LOV "NATIONALITY"
sec sec sec KBytes | records
Config - States 0.548 sec | 271 0548 10548 ) 0548 | 8513 | 39 LOV "STATEBYCOUNTRY, STATE"
sec sec sec KBytes | records
- 3 3 3 2 :
Config - 0.331sec | 272 0531 10331 ) 0531 12006 | 14 LOV "PHONEROLE, PHONETYPE"
Commumnication Types sec sec sec KBytes | records
0611 0611 | 0611 | 0.798 3
- 2 o "
Config - Languages 0.611 sec 273 cec cec cec KBytes  records LOV "LANGUAGES
- 52 52 32 4
Config - Personal 0.329sec | 274 0.529 10520 10329 10737 |4 LOV "PROFILE ID TYPE"
Document Types sec sec sec KBytes | records
Config - Address 2, N 0.534 0334 0334 748 43 - o
Greetings 0.334sec | 273 sec sec sec KBytes | records LOV"GREETING
Config - Address Types 0547 sec | 276 0.547 | 0.547 1 0547 | 0.732 | 4 LOV "ADDRESSTYPE"
sec sec sec KBytes | records
Config - Note 0559 see | 277 0339 | 0339 | 0.539 1.623 14 No OWS impl. - returns "CT1", "Dummy
Categories T - sec sec sec KBytes | records | value - Comment Type 1"
Config - Vip codes 0543 sec | 278 0.343 10543 10343 10396 |4 LOV "VIPLEVEL"
= sec sec sec KBytes | records
52 52 54 24
Config - Cancel Reason 0541 sec | 279 0541 | 0541 10341 | 13234 11 LOV "CANCELREASON"
= sec sec sec KBytes | records
Config - Hotel 0.014 sec | 280 0.014 0014 | 0.014 0493 1 1OV "HOTELINFO"
Information sec sec sec KBvytes | records

9. The tool will start to process and connect to the specified RestAPI and perform a call for every
available call method.
10. In the table you can see:
Method: the call method used.
Status: green or red, depending if the call was successful or not
Execution time: how long it took to execute the specific call
Next execution in (sec): time in seconds until the call is performed again
Error: error message in case of an error
Min: the shortest time it took to perform the call
Max: the longest time it took to perform the call
Avg: the average time it took to perform the call
Size: the size of the call result message
Count: the number of records in the call result
PMS Method: the call used to connect to the specified PMS

11. The monitoring tool will run continuously until you click the STOP button or close the web page.
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