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1.2

1.3

1.4

1.5

Preface

Preface
Intended Audience

This document is intended for the following audience:
e  Customers

° Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at _http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to OFSS Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Structure
This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters describes following details:

. Introduction
. Preferences & Database

e  Configuration / Installation.

Related Information Sources

For more information on Oracle Banking APIs Release 19.1.0.0.0, refer to the following
documents:

e User Manual Oracle Banking APIs Installation Guide
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Pre-requisite step:

2. Pre-requisite step:
2.1 To create groups and user in IDCS

1. Access your Oracle Identity Cloud Service instance (for example: https://<tenant-base-
url>/ui/vl/adminconsole) and log in with your ldentity Domain Administrator credentials.

Glossary of Parameters:

<tenant-name>

Tenant name of your IDCS instance

<tenant-base-url>

Tenant base URL used to access your IDCS instance

<base-url>

Base URL used to access your IDCS instance without tenant
name

2. Click on Add a group button shown below.

Welcome admin@oracle.com

Learn More

|_ Watch the Video |

|_ What's New |

= r—3 Identity Cloud Service @

Here's what you can do:

Onboarding Users and Groups  # Performing Self-Service
Onboarding Applications Diagnostics

Auditing the System, Users, * Customizing the Service
and Groups Performing End-User Self
Managing Security Settings Service

Filter by Date Range  Last 30 Days A

Users Applications Groups
Add a group

190 .'.

Total

9 0

Created Removed

50 (Q) 9 ..i..

8 0 0 0

Created Removed Created Removed

27 7

219 B & =

Teta

3. Enter the group name and group description for ‘administrator’ as shown below.
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Pre-requisite step:

Add Group X

Step 1. Groups Details

* P
Mame administrator

Description Acministratori

User can request access

4. Click Finish. You will get a message ‘Group administrator has been successfully added.’

5. On Groups screen, click on Create a group button. Enter the group hame and group
description for ‘retailuser’ as shown below.
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Pre-requisite step:

Add Group X

Step 1. Groups Details

* -
Mame retailuser

Description = Retail User

L4
User can request access

6. Click Finish. You will get a message ‘Group retailuser has been successfully added.’

7. On Groups screen, click on Create a group button. Enter the group nhame and group
description for ‘corporateuser’ as shown below.
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Pre-requisite step:

Add Group x

Step 1: Groups Details

*
Mame corporateuser

Description Corporate User|

User can request access X

8. Click Finish. You will get a message ‘Group corporateuser has been successfully added.’

9. Click on Add a user button on Dashboard screen as shown below.
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Pre-requisite step:

= r=4 Identity Cloud Service @

Here's what you can do:

Welcome admin@oracle.com

Onboarding Users and Groups  * Performing Self-Service
|m‘ |w Onboarding Applications Diagnostics
J - Auditing the System, Users, Customizing the Service
— and Groups Performing End-User Self
| What's New ‘ Managing Security Settings Service

Filter by Date Range Last 30 Days v

190 & 50 N &
ota

Tota Total

Groups

9 0 8 0 0 0

Created Removed Created Removed Created Removed

D7 ? 218 7 H

10. On the next screen, enter details of a new user ‘superadmin’ shown below.
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Pre-requisite step:

Add User x

Step 1: Add User Details

The user name will be used to log in, and the email address will be flagged as the primary email address for the user.

* First Name super

* Last Name  admin

* User Name

* Email john.doe@domain.com

lUse the email address as the user name

11. Click Next. You will get a list of existing groups in IDCS to which the user ‘superadmin’ can
be assigned. Select group ‘administrator’.
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Pre-requisite step:

Add User

Step 2: Assign User to Groups (Optional)

) Select All

-

(] Admin

iﬁl__: administrator

O Administrators
(] Anonymous

(] corporateuser
O Customer

= Onerators

Page 1 of1 (1-8 of 8 items)

Selected: 1 Clear Selection

Description

Mew role for PSD2 purpose

Administrator

Administrators

Anonymous

Corporate User

Customer

Onerators

Back

-

12. Click Finish. The user ‘superadmin’ will be created and assigned ‘administrator’ group.
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2.2 Install OpenSSL

Eg. [root@obapiohs devops]# yum install openss|*

2.3 OAM installation not required

Oracle Access Manager installation is not required for this setup.

IDCS-OBAPI Setup
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Apply Oracle OPSS SCIM Identity Store OPatch on Weblogic server

3. Apply Oracle OPSS SCIM Identity Store OPatch on
Weblogic server

1. Download the patch from the below link.
ARU 22260908
2. Extract the zip on weblogic machine.
3. Shutdown Managed and Admin weblogic server.

Glossary of Parameterized path:

oracle-home-path Oracle Home path of Fusion Middleware Application
(Weblogic/OHS)

jre-path Location where jre is installed

local-patch-path Location where relevant patch folder is stored locally. Eg.

Location of 27644158 folder

weblogic-domain- Location where weblogic domain is installed
path

jdk-path Location of JDK

ohs-domain-path Location where OHS domain is installed

4. Run below commands on Weblogic machine.
[devops@obapiwls ~]$ export ORACLE_HOME=<oracle-home-path>
Eg. export ORACLE_HOME=/home/devops/Oracle/Middleware/Oracle_Home/

[devops@obapiwls ~]$ export PATH=$PATH:<oracle-home-path>/OPatch/
Eg. export PATH=$PATH:/home/devops/Oracle/Middleware/Oracle_Home/OPatch/

[devops@obapiwls ~]$ opatch Isinventory -jre <jre-path>

Eg. opatch Isinventory -jre /home/devops/jdk18/jre/

[devops@obapiwls ~]$ cd <local-patch-path>
Eg. cd /scratch/obapi/wls/p27644158 122130 Generic/27644158/

[devops@obapiwls 27644158]$ opatch apply

IDCS-OBAPI Setup 14


http://aru.us.oracle.com:8080/ARU/ViewPatchRequest/process_form?aru=22260908

Apply Oracle OPSS SCIM Identity Store OPatch on Weblogic server

P @obdxuls:/scratch/obd:x/wls/Setup/27644158 X

m A 6l B E S g B ' B g

5. Press'y’

EP @obdwls:/scrateh/obe/wls/Setup/27644158 X

m PO 60 al B S g B ' N s O
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Apply Oracle OPSS SCIM Identity Store OPatch on Weblogic server

PO 6 o al H o
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Extending Weblogic Domain to load ‘Oracle OPSS SCIM Identity Store’ template

4. Extending Weblogic Domain to load ‘Oracle OPSS SCIM
Identity Store’ template

1. Run the below commands.
[devops@obapiwls fmwconfig]$ cd <ORACLE-HOME-PATH>/oracle_common/common/bin/

Eg. cd /home/devops/Oracle/Middleware/Oracle_Home/oracle_common/common/bin/

[devops@obapiwls bin]$ ./wist.sh
[This will take you to Weblogic Server Administration Scripting Shell]

m DO 6 B EH S = B

2. Run the below commands in wist :
wlis:/offline>readDomain("<weblogic-domain-path>")

Eg. readDomain("/home/devops/domain/obapi_domain")

wls:/offline/obapi_domain>selectTemplate("Oracle OPSS SCIM Ildentity Store™)
wls:/offline/obapi_domain>loadTemplates()
wls:/offline/obapi_domain>updateDomain()
wls:/offline/obapi_domain>closeDomain()

wls:/offline/obapi_domain>exit()
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Extending Weblogic Domain to load ‘Oracle OPSS SCIM Identity Store’ template

EP @obdxuls:~/Oracle/Middleware/Oracle_Home/oracle_common/cemmon/bin X

® 0 u B @ S 5 B W
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Change JPS configurations

Change JPS configurations
1.
2.

Add the following to the jps-config.xml at <weblogic-domain-path>/config/fmwconfig/
Remove GenericldentityStoreProvider serviceProvider inside <serviceProviders> tag:

<serviceProvider
class="oracle.security.jps.internal.idstore.generic.GenericldentityStoreProvider"
name="custom.provider" type="IDENTITY_STORE">

<description>Custom IdStore Provider</description>

</serviceProvider>

Remove idstore.custom servicelnstance inside <servicelnstances> tag:

<servicelnstance location="dumb" name="idstore.custom" provider="custom.provider">
<description>Custom Identity Store Service Instance</description>

<property name="idstore.type" value="CUSTOM"/>

<property name="ADF_IM_FACTORY_CLASS"
value="com.ofss.sms.dbAuthenticator.providers.db.DBlIdentityStoreFactory"/>
<property name="DATASOURCE_NAME" value="DIGX"/>

</servicelnstance>

Inside the <jpsContext name="default"> tag, if idstore.custom is present, then:

Change <servicelnstanceRef ref="idstore.custom"/> to <servicelnstanceRef
ref="idstore.scim"/>
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Create an OBAPI Client Application in IDCS Console

6. Create an OBAPI Client Application in IDCS Console

1. Goto IDCS Admin Console > Enter Admin user name and Password.
2. On Applications tab = Click on + sign - Confidential Application
OBAPI Client application details in IDCS:

Name Is the OBAPI Client Application Name in IDCS. Give a suitable
name.
connection_scheme http or https

webserver_host_name | Host nhame of web server

webserver_port Port of web server

Application URL <connection_scheme>://<webserver host name>:<webserver_port>
Redirect URL <Application URL>/oauth/callback

Primary Audience <Name>

Secondary Audience <Application URL>

§@ dentity Cloud Service X 4+ = x
&« C & nhttps;//obdx-tenant01.identity.c9dev.oc9gadev.com/uifv1 /admincensole?root=apps&operation=add e~ % 000 @B = 6 :
B Apps [§ View Statement 1203 OBDX162 [} Buglira § Central JIRA 171 Ksupp 17.2 Ksupp Origination 1818182 183 CracleLive Q) Webex

Add Application

App Catalog Add an application from the Application Catalog.

@ SAML Application Create an application that supports SAML for Single Sign On.

Create a mobile/single-page application that uses GAuth 2.0, These applications

Mobile Application .
cannot maintain the confidentiality of their client secret.

o Confidential Application Create a web-server/server-side application that uses OAuth 2.0. These apps
'G' typically run on a server and can maintain the confidentiality of their client secret.
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Create an OBAPI Client Application in IDCS Console

g |dentity Cloud Service X o+ - X
€« C & nhtips;//obdx-tenantO1.identity.cdevD.oc9qadev.com/uifv1/adminconsole? u ppTemp o ¥ 0 0 0 @ a e :
T Apps [ View Statement 1203 0BDX 162 [} Buglia § Central JIRA 17.1 Ksupp 17.2 Ksupp Origination 1818182 183 Oracle Live () Webex
Add Confidential Application
Cancel L] Next »
Details Client Resources b Tier Policy Autho
App Details
* Name OBDX182lnstaller
Description
*
Application Icon
Upload
Application URL  http://mum00afd.in.oracle.com:14777
Custom Login URL
Custom Legout URL
@@ |dentity Cloud Service PR = x
<« C @ htips//obdx-tenant01.identity.c9dev0.oc9gadev.com/uifv1 /admincensole? u ppTemp o % 0 0 0 @ & e :
t oapps [ View Statement 1203 OBDX 162 [) Buglira § Central JIRA 17.1 Ksupp 172 Ksupp Origination 1818182 183 Oracle Live () Webex
=J B
Upload

Application URL  http://mum00afd.in.oracle.com:14777

Custom Login URL
Custom Logout URL
Custom Error URL

Linking callback URL

Tags

/Add tags to your applications to organize and identify them. A tag consists of a key-value pair.
+ Add Tag
Display Settings

Display in My Apps 0

User can request access @

3. Click Next

IDCS-OBAPI Setup
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Create an OBAPI Client Application in IDCS Console

g |dentity Cloud Service X o+ - X
€« C & nhtips;//obdx-tenantO1.identity.cdevD.oc9qadev.com/uifv1/adminconsole? u ppTemp o ¥ 0 0 0 @ a e :
2 Apps  [§ View Ststement 1203 0BDX 162 [} Buglia § Central JIRA 17.1 Ksupp. 17.2 Ksupp Origination 1818182 183 Oracle Live () Webex
= 3 3

3 Identity Cloud Service

Add Confidential Application

< Back O L] Next »

Details Client Resources b Tier Policy Authot

® Configure this application as a client now & Skip for later

Authorization

Allowed Grant Types & Resource Owner @ Client Credentials (] JWT Assertion (] SAML2 Assertion  [) RefreshToken [ Authorization Code

() Implicit (] Device Code
Allow non-HTTPS URLs ¥
* Redirect URL httpy//mumO0afd.in.oracle.com:14777/c
Logout URL
Post Logout Redirect URL
Security [Trusted Client  Certificate | Import

Allowed Operations () introspect @ On behalf Of

@@ |dentity Cloud Service PR = x
<« C @ htips//obdx-tenant01.identity.c9dev0.oc9gadev.com/uifv1 /admincensole? u ppTemp o % 0 0 0 @ & e :
B! Apps [ View Statement 1203 OBDX 162 [) Buglira § Central JIRA 17.1 Ksupp 172 Ksupp Origination 1818182 183 Oracle Live () Webex

Resource Protected Scope

No data to display.

Grant the client access to Identity Cloud Service Admin APIs

+ Add

App Roles Protected

Application Administrator No X
Kerberos Administrator No x
Me No x
Security Administrator No x
User Administrator No x
Signin No X
Self Registration No x
Identity Domain Administrator No x

4. Click Next
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Create an OBAPI Client Application in IDCS Console

g |dentity Cloud Service X o+ - X
& > C @ hips//obdx-tenant01.identity.codev0.oc9gadev.com/uifvi i L pp’ o % 0 0 0@ a = 6
2! Apps [ ViewStstement [| 1203 [] OBDX162 [) Buglim $§ CentralIRA [ 17.1Ksupp [ 172Ksupp [ Origination [ 181&182 [] 183 [ Oraclelive () Webex
Add Confidential Application
< Back O O L] Next »
Details Client Resources Web Tier Policy Authorization
Expose APIs to Other Applications
Specify the APls that need to be protected.
® Configure this application as a resource server now O Skip for later
Configure application APIs that need to be OAuth protected
Access Token Expiration 3600 v A seconds
Is Refresh Token Allowed [J
Refresh Token Expiration 604,800 seconds
* Primary Audience OBDX182Installer
Secondary Audiences Add
Secondary Audience Protected
https//mum00afd.in.oracle.com:14777 No X
§@ dentity Cloud Service X 4+ = x
& > C @ htips//obdx-tenant01.identity.c9dev0.oc9gadev.com/uifv i CL pp = ¥ 00 03B = | 6
B Apps [Y ViewStatement [ 1203 [] OBDX162 [) Buglim W CemralJRA [| 17.0Ksupp [| 172Ksupp [ Origination [] 121&182 [] 183 [] Craclelive (@ Webex

Add Scope

*
Scope | accounts

Description = App will access your accounts

Requires Consent [

IDCS-OBAPI Setup
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Create an OBAPI Client Application in IDCS Console

g |dentity Cloud Service X o+ - X
<« C @ hitpsy/obdx-tenant01.identity.cddevD.oc9qadev.com/uifv1 /admincensole?root=apps&iapp =add-CustomWebAppTemplateld 0] e
D Apps  [§ View Ststement 1203 0BDX 162 [} Buglia § Central JIRA 17.1 Ksupp 172 Ksupp Origination 18180182 183
@ Configure this application as a resource server now Skip for later <
Configure application APIs that need to be OAuth protected
Access Token Expiration 3,600 v A seconds
Is Refresh Token Allowed
Refresh Token Expiration 604 seconds
* Primary Audience OBDX182Installer
Secondary Audiences Ad
Secondary Audience Protected
http://mum00afd.in.oracle.com:14777 No x
Scopes [ adq
Seope Protected Description Requires Consent
accounts No App will access your accounts true x
protected No Scope for protected resources false x
payments No App will make payment on your behalf true X
9 Identity Cloud Senvice x  + - X
< C @ hitps//obdx-tenant01.identity.cddev0.oc9qadev.com/uify1 fadminconsole?root=apps&app =add-CustomWebAppTemplateld o] (2]
[ View Statement 1203 OBDX162 [3 Buglia W Central JRA 17.1 Keupp 172 Keupp Origination 1818182 183
Allowed Uperations @ |ntrospect @ On behalf Of -
Token Issuance Policy @
Authorized Al
Resources Tagged
® Spedfic
Resources
+ Add Scope
Resource Protected Scope
OBDX182Installer No OBDX182Installeraccounts *
OBDX182Installer No OBDX182Installerpratected *
OBDX182Installer No OBDX182Installerpayments *

Grant the client access to Identity Cloud Service Admin APls

+ Add

6. Note down the name of protected scope above.

allowed_scope_name_of protected_in_
OBAPI_Client_App

Name of Protected Eg.

OBAPI182Installerprotected

scope.

7. Next Go to Web Tier Policy tab

IDCS-OBAPI Setup
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Create an OBAPI Client Application in IDCS Console

g |dentity Cloud Service X o+ - X
&« C & nhtips;//obdx-tenantO1.identity.cdevD.oc9qad m/ui/v1/adminconsole? s ppTemp - % 0 0 0 @ a (2]
2 Apps  [§ View Ststement 1203 0BDX 162 [} Buglia § Central JIRA 17.1 Ksupp. 17.2 Ksupp Origination 1818182 183 Oracle Live () Webex
= ", Identity Cloud Service @
Add Confidential Application
< Back O O O [ ]
Details Client Resources Web Tier Policy Authorization
Web Tier Policy
Use this page to configure, edit, and validate a web tier policy. Additionally, you can import and export existing policies.
Configure Web Tier Policy for this application ~ ®  Skip for later
7 |dentity Cloud Senvice x o+ - X
& C @ nhttpsy//obdx-tenant01.identity.c9dev0.ocIqadev.com/ui/v1/adminconsole? u: ppTemp o ¥ 0 0 0 @ (2]
! Apps  [Y View Statement 1203 OBDX 162 [ Buglim  Central JIRA 17.1 Ksupp 172 Ksupp Origination 181&182 183 Oracle Live () Webex
= ", Identity Cloud Service @
Details Client Resources Web Tier Policy Authorization
Authorization
td

Enforce Grants as Authorization @

9. Click on Finish.

IDCS-OBAPI Setup

25



Create an OBAPI Client Application in IDCS Console

Application Added

Below is the new Client ID and Client Secret for your application.

This information also appears on the Configuration tab in the Details section for
the application.

Client ID

Client Secret

10. You will get Client ID and Client Secret on successful creation.

Glossary of parameters:

<client_id_of OBAPI _client_in_IDCS> Client ID given above

<client_secret_of_OBAPI_client_in_IDCS> | Client Secret given above

[E zigBank - ZigBank X | G OPatch cannot find a valid oraln: X ‘ P OPatch cannot find a valid oraln: X §g Identity Cloud Service | Details X+ - X
& > C & hip tenant01.identity.codevD.oc9qadev.com/uifv1 1b2b633669148f1a0cb3796831830f7 ¥ 000 QB = O :
i Apps [ View Statement 1203 OBDX162 [J Buglia § Central JIRA 7.1 Ksupp 172 Ksupp Origination 1818182 183 Oracle Live () Webex

= " Identity Cloud Service @

Applications > OBDX182Installer

OBDX182Installer © e | X emen

Details | Configuration  Web Tier Policy ~ Users  Groups

App Details

Application Type Confidential Application

* Name OBDX182Installer

Description

Application lcon (\5

11. Click on Activate button.
12. Search for created application and go to Groups tab.
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Create an OBAPI Client Application in IDCS Console

Identity Cloud S

‘obdx-tenant01.identity.cdev0.0c9qadev.com

B 08BDX162 [ Buglira Central JIRA [l 17.1Ks: B Origination [l 181 installer

= a Identity Cloud Service @

Applications > OBDX182Installer

OBDX182Installer @ Deactivate Remove

Details  Configuration  Web Tier Policy  Users | Groups

Q

A

Revoke

No groups are assigned to this application.

13. Click on Assign.

https://obdx-tenant01.identity.codev0.oc9ga m

R o 2 [} Buglia Central JIRA [l 17.1 Ksupp B Orginaton | 181

Assign Groups

- i

Admin New role for PSD2 purpose
administrator Administrator

Administrators Administrators

All Users A group representing all users.
Anonymous Anonymous

corporateuser  Corporate User

Customer Customer

Operators Operators

retailuser Retail User

Page 1 of 1 (1-9 of 9 items)

14. Click Add.
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Create an OBAPI Client Application in IDCS Console

Identity Cloud Service | Groups

& C & nhitps//obdx-tenant01.identity.c9dev0.ocdgadev.com

[ ViewStatement [ 1203 [l 0BDX 162 [} Buglira Central IRA [l 17.1ksupp [l 172Ksupp [l Origination [l 181&182 [ 183 installer

Applications > OBDX182Installer -

(@D oBDXI82Installer Do

Details  Configuration ~ Web Tier Policy ~ Users | Groups

o Select All | 4 Assign Revoks

aaministrator

corporateuser

retalluser

15. Above groups are added.
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7. Configure OPSS IDCS Identity Store Service

1. Back up jps-config-jse.xml at <weblogic-domain-path>/config/fmwconfig/

Prepare a command property file named opss_idcs_cmd.props

opss_idcs_cmd.props:

command=setldStoreService

jse.only=true
path=<weblogic-domain-path>/config/fmwconfig/jps-config-jse.xml
idstore.type=SCIM
idcs.config.url=https://<tenant-base-url>:443/.well-known/idcs-configuration
oauth.client.identity.domain=<tenant-name>
oauth.client.id=<client id of OBAPI client in IDCS>
oauth.client.secret=<client secret of OBAPI client in IDCS>
oauth.client.key=

oauth.client.map=

oauth.client.timeout.window=

oauth.client.scope=

scim.client.connect.timeout=

scim.client.read.timeout=

scim.pagesize=

identity.domain=

allowed.identity.domains=

idcs.config.truststore=kss://system/trust

certfile.path=

cert.alias=idcsca

P @obu:

obd:/wls/Setup X

-- INSERT -- v
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2. Go to <jdk-path>/bin
Run below command

java —classpath <oracle-home-path>/oracle_common/modules/oracle.jps/jps-manifest.jar
oracle.security.jps.internal.tools.configuration.ldap.LdapServiceEnabler -props <local-path-of-

opss_idcs_cmd.props>

EP @obdbauls:/jdk12/bin
c "

3. To provide cert to SSL connection:

Start the Weblogic Admin server.

Download the IDCS certificate from IDCS My console. ‘https://<tenant-base-url>
/uilvl/myconsole’.

[= ZigBank - ZigBank x| G tch cannot find a valid oraln: % | P OPatch cannot find a valid oraln: X §g Identity Cloud Service X +
< C @& htips;//obdx-tenant01.identity.c9dev0.oc9qadev.com, s O 0 (-] e
Apps oy 1IIRA 17.1 Ksupp 172 Ksupp Crigination 1818182 183 Oracle Live @ Webex
-
General Detais Certification Path
Show: | <All> -
X
Field Value A
version va « Certificate Export Wizard
|Serial number 053504 cd e8 fadfeb ad b0 .
Signature algorithm sha256RSA
|Signature hash algorithm sha2se Export File Format
fesuer DigiCert SHA2 Seaure Server ... Certificates can be exported in 2 variety of fle formats.
valid from Thursday, December 7, 2017
valid to Friday, March 8, 2019 5:30:00
s dhimrt = irantity QN arQnadey -
Select the format you want to use:

(ODER encoded binary X.509 (.CER)

(@) Base-64 encoded X.509 (.CER)

(O)Cryptographic Message Syntax Standard - PKCS #7 Certificates (,75)

Copy toFie...
oK
Cancel

m PO 5 o 2 B B S G
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4. Login to weblogic Enterprise Manager (EM) and Import this certificate in EM as ‘idcsca’
under kss://system/trust.

[ obdx_domain (Oracle Weblogic X -+

<« C ® Notsecure | mum00afd:14001/em/faces/as-weblogic-webLogicDomainHome?type=weblogic_domain&target=/Domain_obdx domain/o.. & # @ O O @ @ e :

B Apps [ ViewStatement 1203 0BDX162 [] Buglia W CentralJIRA 7.1 Ksupp 172 Ksupp Origination 1818182 183 Oracle Live Q) Webex

ORACLE ise Manager Fusion Mi Control 12¢

WeblLogic Domain v weblogic ¥ ===

obdx_domain O Tav EJv | AubRefresn off v

WebLogic Dom:

Oct 12, 2018 11:16:54 A UTC 4
@Infc  Home

=
Ce ontonng , [en you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.
serve  Diagnostics >
on Server
Control »
Name AdminServer
Logs »
Environment »  Security Realms Je.com
Deployments Security Administration
ClUSt  JpEe Data Sources Web Service Security
Messaging »  Application Policies
Cross Component Wiring »  Application Roles
=24
Web Services »  System Policies
F
Other Services » Security Provider Configuration  |uster Machine State Health ListenPort ;.. gec(l;l,‘; Us
Deplc (
Audit Registration and Policy
Administration b Running 0K 14001 0.00 2
Refresh WebLogic Domain Credentials ldx_cluster Host1 Shutdown Unknown 14003 Unavailable  Unavai
Security »  Keystore I R
NI Browzer I Columns Hidden 34 Servers 20f2
[ Keystore: obdx_domain (Oracle | X = X
& C @ Notsecure | mum00afd:14001/em/facesfas/secur {omeZtyp: X 2FDomain_obdx domai.. o Y @ QO 0 @ @ e :
Apps Y View Statement 1203 0BDX162 [} Buglim W Central JIRA 7.1 Ksupp 172 Ksupp Origination 1818182 183 Oracle Live Q) Webex
ORACLE ise Manager Fusion Mi Control 12c WebLogic Domain ¥ weblogic v ===

obdx_domain ©
WebLogic Domain v

Oct 12, 2018 11

38 AM UTC 4)

Domain_obaix_domain/obdx_domain > K

Keystore

The Keystore is a repository of keys and security certificates. These are organized into namespaces called "stripes”. To work with a stripe or a keystore, Select its row in the table and select a menu option. OR this page you can create a stripe, create a
keystore within a stripe, manage cerfficates in a keystore, change a keystore password, or delete a siripe or keystore

View w <= Create Stripe <= Create Keystore  3{ Delete ©o Manage Change Password o} Detach
Name Protection

4 [ system na
@ trust Policy
& demoidentity Password
& castore Policy
& publiccacerts Policy

» J opss nfa

mum00afd:14001/em/faces

FDomain_obdx_domain?2Fobdx_domain#
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[ Manage Certificates: obdx_dom= % -+

& > C @ Notsecure | mum00afd:14001 urity/key nageCertif ic_ i =%2FDomainobdxdo.. o ¥ @ QO O @ & = | O

Apps [ View Statement 1203 O0BDX162 [} Buglia § Central JIRA 7.1 Ksupp 172 Ksupp Origination 1818182 183 Oracle Live (@) Webex

ORACLE ise Manager Fusion Mi Control 12¢ i WebLogic Domain ¥ weblogic v -~

mm Obdx_domain ©

&5 WebLogic Domain v 0ct 12, 2018 11:23:22 AM UTE 4)

/Domain_obdx_domain/obdx_domain > Keystore > Manage Ceriificates

Manage Certificates: system/trust

To generate a new key pair (public and private key) and wrap the public key info a certificate signed by the Demo CA. click "Generale Keypair'. To generate 2 Ceriificale Signing Request (CSR), select a certificate from table and click " Generate CSR'.
After you create a CSR, send it to your CA who will verify your identity and return the signed certiiicate. To import the CA signed cerlificate or trusted cert, click Import. You can only import the CA-signed cerlificate into the same keystore from which
the GSR was generated

View v == Generate Keypair Generate CSR &, Import Export Delete Change Password | Detach
Alias Subject Name Certificate Type  Serial Number  Certificate SHA1 Fingerprint Expiration Date
demaca CN=CentGenCA OU=FOR TESTING ONLY,O=MyOrganization.L=NyTown,ST=MyState. C=US Trusted Cerlificate  0x64338066409... ca6171506460263c5M830171109903546a .. December 2, 2032

olddemoca  CN=CeriGenCAB,0U=FOR TESTING ONLY,0=MyOrganization,L=MyTown, ST=MyState, C=US Trusted Cerfificate  0xf5c82bdfed03. . 85d49ad 125478 c7bad2a7 143e6151eaddd . October 25, 2022

mum00afd:14001/em/faces/as/sec

[ Manage Certificates: obdx_domz X +

Not secure | mum00afd:14001 ur nageCerti i =%2FDomain_obdx do... ©r e] 5] H
yi/key g

Apps [ View Statement 1203 OBDX162 [J Buglia § Central JIRA 7.1 Ksupp 172 Ksupp Origination 1818182 183 Oracle Live () Webex

Import Certificate

Certificate Type  Trusted Cerfificate v

* Alias  idcsca

Certificate Source (O Paste Certificate or Certificate Chain

Paste Certificate String here

(® Select a file that contains the Certificale or Certificate Chain

Choose File containing a valid certificate
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[ Manage Certificates: obdx_dom= % -+
€« C @ Notsecure | mum00afd:14001/em/faces/as/security/keystore/manageCertificate?type=weblogic_domain&target=%2FDomain_obdxdo.. o % @ QO 0 @ @ e :

! Apps [N View Statement 1203 0BDX162 [} Buglim W CentralJIRA 7.1 Ksupp 172 Ksupp Origination 1818182 183 Oracle Live Q) Webex

ORACLE ise Manager Fusion Mi Control 12c [ WebLogic Domain *  weblogic v

mm Obdx_domain ©

WebLogic Domain v Oct 12, 2018 11:23:22 AM UTC 0

E]

@ Information

fusted Certificate imported success
J/Domain_obdx_domain/obdx_domain > Keystore = Manage Cel

Manage Certificates: system/trust

To generate & new key pair (public and private key) and wrap the public key info a ceriificate signed by the Demo CA. click “Generate Keypair'. To generate a Cerfiicate Signing Request (CSR), select a cerificate from table and click "Generate CSR".
After you create a CSR, Send it to your CA who wil verify your identity and return the signed certificate. To import the CA signed certificate o trusted cert, click Import. You can only import the CA-signed certificate into the same keystore from which
ine CSR was generated

View v <= Generate Keypair Generate CSR &, Impert Export Delete Change Password [’ Detach
Alias Subject Name Certificate Type  Serial Number  Certificate SHA1 Fingerprint Expiration Date
democa CN=CertGenCA,OU=FOR TESTING ONLY,0=MyOrganization,L=MyTown,ST=MyState C=US Trusted Cerlificate  0x64333066400... ca 6171506460263 c6M33b1711099d3546a... December 2, 2032
olddemoca  GN=CeriGenCAB,0U=FOR TESTING ONLY,0=MyOrganization,L=MyTown ST=MyState,C=US Trusted Certificate  0xf5c82bafed03... 8 50 49 a4 1254 78 ¢7 ba 42 a7 14366512 a0 d4 . October 25, 2022
idcsca CN=+identity.cddevd.ocduadev.com,OU=Cracle BMD SALT-LAKE-CITY.0=Oracle Corporation.L=Re...  Trusted Cerlificate 0x9db0b3369e5.. 618183e354ad325e2¢cbil2c4 /19126 bbadBe3.. March 3 2019
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8. Adding IDCS as an Identity Provider in Weblogic
Security Realms

[ Home Page - obd domain - WL X = + - X

C (® Notsecure

iew Statement 1203 a § Central JRA 17.1 Kst 172 Ksu Origination 1818182 183 Ora
« Domain « Resource Group Templates « WTC Servers -
= Jult Connection Pools
ain Partitions Resource Groups
« Domain Partitions « Resource Groups Diagnostics
« Partition Work Managers = Log Files
]
How do L... Deployed Resources « Diagnostic Modules
« Search the configuration Environment « Deployments « Built-in Diagnestic Modules
« Use the Change Center . Servers « Diagnostic Images
« Record WLST sripts » Clusters Services » Request Performance
« Change Console preferences = Server Templates o Messaging « Archives
« Manage Console extensions = Migratatle Targets = IMS Servers - Context
« Monitor servers = Coherence Clusters = Store-and-Forward Agents « SNMP
« Machines, = JMS Modules « Interceptors
System Status a o Virtual Hosts = Path Services
Retrieving Health Data . * Virtual Targets = Bridges Charts and Graphs
" * Work Managers » Data Sources « Monitoring Dashboard &
Failed (0)
! « Concurrent Templates « Persistent Stores
Critical (0)
[ Ouerlosded (0) * Resource Management * XML Registries
[ Waming(0) « Startup And Shutdown Classes o XML Entity Caches
0K (0) = Forgign JNDI Providers
Application’s Security » Waork Contexts
o Security Realms - jcom
« Mail sessions
» FileT3
. JTA
« 05Gi Frameworks
cht
mumdQafd:
[ Summary of Security Realms - o X == - X
€« C @ Notsecure | mum00afd:14001/console/console.portal?_nfpb SecurityRealmRealmTablePage
© Apps [ View Statement 1203 OBDX 1 [} Buglira § CentralJIRA Origina 1818182 83
ORACLE' webLogic Server Administration Console 12¢
Change Center & Home Log Out Preferences (8] Record Help Welcome, wehloglc‘(nm\ezled to: obdx_domain
View changes and restarts Home >Summary of Security Realms
Click the Lock & Edit button ta modiy, add or Summary of Security Realms
delete items in this domain.
Lock & Edit
e A security realm is a container for the mechanisms-—including users, groups, security roles, security policies, and security providers—that are used to protect WebLogic resources. You can have multiple active
Relsase Configurafion security realms in a WebLogic Server domain, but only one can be set as the default security realm, which is reserved for domain administrative purpases.
This Security Realms page lists each security realm that has been configured in this WebLogic Server domain. Click the name of the realm to explore and configure that realm.
Domain Structure
obdx_domain
-Domain Partitions ¥ Customize this table
Realms (Filtered - More Columins Exist)
Click the Lack & Edit button in the Change Center to activate all the buttons on this page.
~Security Realms
H Interoperability New | [Delete Showing 1to 1 of 1 Previous | Next
~Diagnestics
Name & Default Realm
myrezim true
New| [Delete ing1to1of1 Previous | Next
How do L.. =]
« Configure new security realms
« Enable automatic realm restart
« Delete security realms
« Change the defoult security realm
System Status a
Health of Runnina Servers as of 11:14 AM
mum00afd:14001/cansole e portal?_ SecurityRealm... -
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[ Settings for myrealm - obdi dor X |+

<« &

Apps [} View Statement 1203 0BDX162 [} Buglin 7.1 Ksupp 172 Ksupp Origination 1818182

® Central JIRA

ORACLE webLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences [&d] Record Help

e e Home >Summary of Security Realms >myrealm »Providers

No pending changes exist. Click the Release Settings for myrealm

Configuration button to allow others to edit the

main, Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration

Lock & Edit

Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping

Release Gonfiguration

Domain Structure
obdx_domain
~Domain Partitions
}-Environment P Customize this table
~Deployments
“Services
~-Security Realms

@ Not secure | mum00afd:14001/console/console.portal?_nfpb=true&_pagelabel=RealmprovidersTabPage&handle=com.bea.console handles.Se...

183

Certification Path

An Authentication provider allows WebLagic Server to establish trust by validating a user. You must have ene Authentication provider in a security realm, and you can configure multiple Authentication providers in
a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.

* 00 0@ a

Oracle Live () Webex

Welcome, weblogic ‘ Connected to: obdx_domain

e :

H-Interoperability | Mew | | Delete || Reorder Showing 1to 5 of 5 Previous | Next
~Diagnostics
Name Description Version
¥ | DBAUthenticator OBDX - DB Authenticator 18.2.0.2.0,344
¥ | sqLauth Provider that performs DBMS authentication 1.0
OBDXIWT OBDX Identity Assertion Provider (JWT and OAuth) 18.2.0.2.0,344
How do L. =] DefaultAuthenticator ‘WebLogic Authentication Provider 10
DefaultldentityAsserter WebLogic Identity Assertion provider 1.0

« Configure authentication and identity

assertion providers New | Delete Reorder showing 1 to 5 of 5 Previous | Next
« Configure the Password Validation provider
« Manage security providers
« Set the JAAS control flag
« Re-order authentication providers
Quctam Statne =l
[ Delete Authentication Providers X -+ - X
€« C @ Notsecure | mum00afd:14001/console/console.portal?SecurityProvidersDeleteAtnPortletreturnTo=RealmprovidersTabPage&SecurityRealmAut.. ¥ @ O 0 @ @ e :
Apps [ View Statement 1203 OBDX 162 [) Buglira § Central JIRA 17.1 Ksupp 17.2 Ksupp Origination 1818182 183 Oracle Live () Webex
ORACLE wenLogic Serer Asmmstatencaroo 12 B o%
8 Home Log Out Preferences & Record Help Q Welcome, wcltlogic‘cnl\l\enan i

Change Center

View changes and restarts Home >Summary of Security Realms >myreaim > Providers
Mo pending changes exist. Click the Release Delete Authentication Providers
Configuration button to allow others to edit the
domain. Yes  No

Lock & Edit Delete

Release Gonfiguration

Are you sure you want to delete the following items?
DEAuthenticator
SQUAUth

Domain Structure
obdx_domain .
~Domain Partitions
}-Environment |ves| [No|
~Deployments

~Senvices
~Security Realms
E-Interoperability
~Diagnostics

How do L... =]

» Delete security providers

« Configure authentication and identity
assertion providers

System Status 2
Health of Running Servers as of 11:26 AM

[ Fakd()

1. Delete DBAuthenticator and SQLAuth from the list of Authenticator Providers.

2. Create a New Provider.
e Name : IDCSAuthenticator
e Type : OracleldentityCloudintegrator
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[ Create a New Authentication Pre. % = - X
<« C @ Notsecure | mum00afd:14001/console/console.portal?_nfpb=true8_pagelabel=SecurityProvidersCreateAtn ¥ 0 0 0 @ na e :
= [4 View Statement 1203 [3 Buglia § Central JIRA 17.1 Ksupp 172 Ksupp Origination 1818182 183 Q Webex
ORACLE webLogic Server Administration Console 12¢ —
Change Center & Home Log Gut Preferences (& Record Help Y| Welcome, w:hlogk:‘(umveded to: obdx_domain

e e Home >Summary of Security Realms >myrealm »Providers

pending changes exist. They must be activated |  Create a New Authentication Provider
to take effect

« Activate Changes Cancel

Undo All Changes Create a new Authentication Provider

The following properties will be used to identfy your new Authentication Provider.
* Indicates required fields

Domain Structure
obdx_domain
~Domain Partitions
t-Environment The name of the authentication provider.
~-Deployments
“Senvices * Name: IDCSAuthenticator
~Security Realms
Interoperability
~Diagnostics

This is the type of authentication provider you wish to create.

Type: Oracleldentity Cloudintegrator v

How do L... =]

« Manage security providers

« Configure cuthentication and identity
assertion providers

System Status 2
Health of Running Servers as of 11:26 AM

[ Fakd()
Critical (0] e

3. IDCSAuthenticator > Configurations > Common
e  Control Flag: SUFFICIENT
e Active Types:
i. Available: Idcs_user_assertion

ii. Chosen: idcs_user_assertion, Authorization, IDCS_REMOTE_USER,
REMOTE_USER

[4 AuthenticatorBook - obdx_dom= X + - X

&« €  ® Notsecure | mum00afd:14001/console/console.portal?_nfpb=true8. pagelabel=AuthenticatorConfigCommonTabPageBhandle=com.beacons.. ¥ @ O 0 @ @ e :

HH [ View Statement 1203 OBDX 162 [3 Buglia § Central JIRA 1 Ksup 17.2 Ksupp Origination 181 &182 183 e (Q Webex
U B o
Change Center @ Home Log Out Preferences (8] Record Help Q welcome, weblogic‘(unne:\ad to: obdx_domain
View changes and restarts Home >Summary of Security Realms >myrealm »Providers >myresim > Providers >IDCSAuthenticator
No pending changes exist. Click the Release Settings for IDCSAuthenticator
Configuration button to allow others to edit the
domain. Configuration
ocRRIEdN Common | Frovider Specific
Release Configuration
Save
Domain Structure
obdx_domain Use this page to define the common configuration of this Oracle Identity Cloud Integrator Provider.
“Damain Partitions
rwironment
-~ Deployments 4E Name: IDCS Authenticator ‘The name of this Oracle Identity Cloud Integrator Provider. More Info...
“Services
~Security Realms 4] Description: Provider that performs identity assertion for Oracle Identity Cloud Service tokens A short description of this Oradle Identity Cloud Integrator Provider. More Info.
I~ Interoperability
*“Diagnostics &5 version: 10 The version number of this Oracle Identity Cloud Integrator Provider. More Info...
(5] Control Flag: SUFFICIENT v Specifies how this Orade Identity Cloud Integrator provider fits into the login
sequence.  More Info.
5 Active Types: The token type this Oracle Identity Cloud Integrator provider uses for
o e authentication.  More Info.
How do I... E Ides_user_assertion idcs_user_assertion
& Authorizati
+ Configure authentication and identity B
assertion providers » REMOTE_USER
« Configure the Password Validation provider X
« Set the JAAS contrel flag -
» Manage security providers K®
System Status ] ‘
- - E—— 45 RaceRa Necndinn Reanived-  falon Netermines whether the reaiiact header valie ar cankis valie mict ha Rasefid T

4. IDCSAuthenticator > Configurations > Provider Specific
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e Port: 443

e Tenant Names: <tenant _name>

e SSLEnabled: True

e Client IDResource Attribute: client_id

e ClientId: <client ID_of OBAPI client in IDCS>

e Client Tenant: <tenant_name>
. Tenant: <tenant_name>
. Host: <base-url>

e Client Secret: <client_secret of OBAPI client in IDCS>

AuthenticatorBook - obdx_dom: X +

cificTabPage&hand

&« C@ @ Notsecure | mum00afd:140! ole,

[ View Statement 1203 0BDX162 [} Buglim W CentralJIRA 171 Ksupp 172 Ksupp Origination 1818182 183

No pending changes exist. Click the Release Settings for IDCSAuthenticator <
Cenfiguration button to allow others to edit the
domain, Configuration

Lock & Edit Common | Provider Specific

Release Configuration

Save

Domain Structure “This page allows you to configure additional attributes for this security provider.

obdx_domain
~Domain Partitions Connection
Environment Host: dentity.c9dev. ocdgadev.cor The host name used to connect to the Oracle dentity Cloud Service. ~ More Info,
~Deployments
“Services
~Security Realms ort: he port number used to connect to the Oracle Identity Cloud Service.  More Info.
Security Real Port: 443 The port 4 t t to the Oracle Identity Cloud S More Inf
I+ Interoperability
“Diagnestics
¥ SSLEnabled Spedifies whether the TLS/SSL protocal is used when connecting to the Oracle
Identity Cloud Service.  More Info
Tenant The name of the primary tenant where users and groups reside from the Oracle
obdx-tenantd1 primary group:
Identity loud Service. Wh primary tenant is not configured, the user
authentication processing must identify the tenant name.  More Info.
How do L.. =] Client Id: [ce17bcdes6ad44idbc2 1e1bE The Client 1d used when refrieving tokens from the Orade Identity Cloud

Senvice. More Infa...

« Configure authentication and identity
assertion providers Client Secret:
o Set the JARS control flag

The Client secret used when retrieving tokens from the Oradle Identity Cloud
Senice, More Info..,

« Manage security providers iy
Confirm Client Secret:

System Status =]

Client Tenant: obdx-tenantd] The tenant in which the Client Id resides from the Oracle Identity Cloud Service.
Health of Running Servers as of 11:33 AM When no dlient tenant name is configured, the tenant configured for the provider is
used.  More Info.
[
I it Caching
) | Cache Enabled Spedifies whether to cache the Oracle Identity Cloud Service user's
[ information.  Mere Info...
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[ AuthenticatorBook - obdx_dom

€« C @ Notsecure | mum00afd:14001/console/console.po nfpb
[ View Statement 1203 OBDX 1 [3 Buglia § CentralJIRA Origination 18
4
Gener:

Connect Timeout: 300

Response Read Timeout: 60

User Authentication Assertion Attribute:

User Name Resource Attribute: userName.

User ID Resource Attribute: id

Client ID Resource Atts

Tenant Header Names:

X-USER-IDENTITY-SERVICE-GUID

X-USER-IDENTITY-DOMAIN-NAME

X-RESOURCE-IDENTITY-SERVICE-GUID

X-RESOURCE-IDENTITY-DOMAIN-NAME
4

Application Name Filter Header Name:

X-RESOURCE-SERVICE-IN

Token Validation

Token Validation Level:

NORMAL

5. Reorder IDCSAuthenticator to the top of all providers.

X+

[ Reorder Authentication Provide:

&«

C @ Notsecure | mum00afd:14001/console/conso
] [ Bug

ORACLE webLogic Server Administration Console 12¢

tyProvidersAtnReorderPortletreturnTo=RealmprovidersTabPa

iew Statement 120 OBDX 16.2 17.1 Ksupp 17.2 Ksupp

pps Origination

Change Center @ Home Log Out Preferences (8] Record Help

Home >Summary of Security Realms >myrealm »Providers >myrealm > Providers >IDC:

View changes and restarts

Reorder Authentical

Pending changes exist. They must be activated n Providers

to take effect.

« Aclivale Changes Lok]

Cancel

Undo All Changes Reorder Authentication Providers

Domain Structure.

obdx_domain Select authenticator(s) in the list and use arrows to move them up and dowin in the list.
~Domain Partitions

(5] Authentication Providers:

You can reorder your Authentication Providers using the list below. By reordering Authentication Providers, you can alter the authentication sequence.

dentity Provider in Weblogic Security Realms

The maximum time to walt, in seconds, for the connection to the Oradie Identity
Cloud Service to be established. More Info.

The maximum time to wait, in seconds, for a response from the Gradle Identity
Cloud Service,  More Info...

Used for User Authentication and Assertion. The default "ENE IE'UHS in’ t've use of
the attribute configured by the Oracle Identity Cloud S

SCIM User resource type attribute that specifies the name of the user. More Info.

SCIM User resource type attribute that specfies the 1D (GUID) of the user.

Info.

Hare

or Client ID App Assertion. The default value results in the use of the attribute
configured by the Oradle Identity Cloud Service. More Info...

The names of HTTP headers sent on requests to the Oracle Identity Cloud Service
that are used to determine the tenancy during authentication. More Inf

The name of the HTTP header used to detenmine the application name applied when
fil =7 the authentication and assertion requests to the Oracle Identity Coud

When no value is supplied or can be determined, requests are not filtered
t- an epplltat\nn More Info.

The el of vaidaton prfomed on Oracle Identty Cloud Sevice tokens passed o
id valu refULL GNATURE andN¢ More

* 0 0
Q Webex

Welcome, weblogic ‘ Connected to: obdx_domain

e&iSecurityRealm

thenticator »Providers > [DCSAuthenticatar »Providers

Available:
1DCSAuthenticator
OBDXIWT N
 Interoperabiity DefaultAuthenticator -
Diagnestics DefaultIdentityAsserter =
-
=
How do L.. =] | Lokl |LCancel]
« Re-order authentication providers
= Set the JAAS control flag
System Status =]

Health of Running Servers as of 11:44 AM

[ Fakd()
Critical (0)

T Avadaadad iy
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[ Settings for myrealm - obdi dor X |+

€« C @ Notsecure | mum00afd:14001/console/console.portal?_nfpb=true8._pagelabel=RealmauthenticatorTabPage
D Apps  [§ View Ststement 1203 0BDX 162 [} Buglia § Central JIRA 17.1 Ksupp. 17.2 Ksupp Origination

ORACLE webLogic Server Administration Console 12¢
@ Home Log Out Preferences [&d] Record Help.

Change Center Q
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Messages

changes have been activated. However 1 items must be restarted for the changes to t

Settings for myrealm

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration

* 00 0@ a

Oracle Live () Webex

. _____________°}

Welcome, weblogic ‘ Connected to: obdx_domain

e :

1818182 183

Home >Summary of Security Realms >myrealm »Providers >myrealm » Providers >IDCSAuthenticator »Providers > IDCSAuthenticator >Providers

Domain Structure.

Authentication | Password Validation | Authorization | Adjudicaton | Role Mapping | Auditing | Credential Mapping | Certification Path

obdx_domain
“Damain Partitions
~Environment An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have ene Authentication nruwder in a security realm, and you can configure multiple Authentication providers in
-~ Deployments a security realm. Different types of Authentication providers are designad to access different data stores, such as LDAP servers or DBMS.
“Services
~ Security Realms > this tabl
HInteroperability Customize this table
“Diagnestics Authentication Providers
dlick the Lock & Edit button in the Change Genter to activate all the buttons on this page.
New | [Delete | | [Reorder Showing 1 to 4 of 4 Previous | Next
Name Description Version
How do L.. =2
IDCSAuthenticator Provider that performs identity assertion for Oracle Identity Cloud Service tokens 10
* Cenfigure authentication and identity 0BDXIWT ‘OBDX Identity Assertion Provider (JWT and QAuth) 18.2.0.2.034
assertion providers
+ Configure the Basswword Validstion provider Defaultauthenticator WebLogic Authentication Provider 10
« Manage security providers DefaultldentityAsserter WebLogic Identity Assertion provider 10

« Set the JAAS contral flag

« Re-order authentication providers

New | [Delete | |[Reorder

Showing 1to 4 of 4 Previous | Next

System Status =]
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9. Application Server Changes
9.1 Add below argument to Managed server:

Dweblogic.security.SSL.hostnameVerifier=weblogic.security.utils. SSLWLSWildcardHostnameVeri
fier

[ Settings for OBDX_MS1-cbdxc X = +

= x
<« @ @ Notsecure | mum00afd:14001/console/console.portal?_nfpb=true&_pagelabel=ServerConfigServerstartTabPagef&handle=combeaconsoleha.. v @ O 0 @ @ o :
Apps  [§ View Statement 1203 OBDX 1 [ Buglia Central JIRA 17.2 Ksuy Origination 1818182 183 Q Webex
Suarmy T Server o T
“Security Realms e
“Interoperabilty Java Vendor: The Java Vendor value to use when starting this server. Mare Info...
“Diagnestics
BEA Home: The BEA home directory (path on the machine running Node Manager) to use when
starting this server. More Info.
Root Directory: The directory that this server uses as its oot directory. This directory must be on
the computer that hosts Nade Manager. If you do not specify a Root Directory value,
the domain directory is used by default. ~ More Info...
How do L.. ]
Configure start s for 1 " Class Path: The dasspath (path on the machine running Nede Manager) to use when starting
« Configure startup arguments far Manages 7
o P e ¢ /scratch/obdx/nls/ config: Eemtr Cieihs
« Start Managed Servers from the
Administration Console:
« shut down a server instance
4
System Status a
The arguments to use when starting this server. More Info.
Hesith of Running Servers as of 11:46 AM -Dfcat.jum.id=1 -Xms2560m -Xmx2568m -XX:NewSize=648m -XX:MaxNewSize=648m -
[ Fakd) Deomsun.xnl.internal us . transport.http. client HttpTransportPipe. dump=true -
 E——————e Deom. sun_xml.internal.ws. transport.http. HttpAdapter.dump=true -
et Deom. sun.xml.vs. transport .httn. client HttpTransportPipe. dunp-true -
Overloaded (0) Deom. sun.xml. s . £ransport . htto. Hrtpadapter, dump=true -
Warning (2) Dcom. sun.xml,vs. transport http. Httpadapter. dumpTreshold-999999 -Xdebug -Xnoagent
I o (1) -Xrunjdup:transport=dt_socket,server=y,address=14343,suspend=n -
Dueblogic.security.SsL.hostnameverifier=weblogic.security.utils.sstivLswildcardHos
tnameverifier
¥
Security Policy File: The security policy file (directory and filename on the machine running Node
Manager) to use when starting this server. More Info...
User Name: The user name to use when booting this server. More Info...
[R—— Tha maccuard of tha nssrnama nead b hant tha saniar 2nd narfnrm carsr heslith -
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9.2 Managed Server Start Configurations

1. Goto Home > Summary of Clusters > obapi_cluster > Configuration Tab > General Tab >
2. Expand Advanced Section.

3. Setthe Value of WebLogic Plug-In Enabled to yes.

[ Settings for obdx_cluster - obdx_ X +

- X
ot secure | mum00a 01/console/console.portal?_nfpb=truedl_pagelabel=CoreClusterClusterConfigGeneralPage&CoreClusterClusterCo. :
Not 00afd: 14001 le/ le.portal?_nfpb=true8._pagelabel=CoreClusterClusterConfig IPage8iCoreClusterClusterC 19 Q o]
pps [ View Statement 203 0BDX162 [} Buglia Central JIRA 17.1 Ksup Ksupp Origination 181818, 183 Q Webex
lome > Summary of Servers >Summary of Deployments = comofssdigx.connector.ar »Roles >Summeary of Se USRS mman of Clusters >obdxc_duster) -
View changes and restarts He Y f Deploy ts i e R OBDX_MS? of | d
o pending changes exist, Click the Release Settings for obdx_cluster
Configuration button to allow others to edit the
domain, Configuration | Monitoring | Control | Deployments | Services | Notes
UneeF General | ITA | Messaging | Servers | Repiication | Migration | Singleton Services | Scheduling | Overload | Health Monitoring | HTTP | Coherence
Release Configuration
Save
Dom: Structure
obsdx_domain - This page allows you to define the general settings for this cluster.
~Domain Partitions
- Servers Name: obdx_cluster The name of this configuration. WebLogic Server uses an MBean to implement and
oo persist the configuration. More Infa..
~Clusters
“-Coherence Clusters
a 5 ] Default Load Algorithm: round-robin v Defines the algorithm to be used for load-balancing between replicated services if
esource Groups nene s specified for a particular service. The round-robin algorithm cycles through a
“Resource Group Templates list of WebLogic Server instances in order. Weight-based load balancing improves on
~Machines the round-robin algorithm by taking into account a pre-assigned weight for each
Virtual Hosts server, Inrandom load balancing, requests are routed to servers at random.  More
-Virtual Targets Info.
~Work Managers
Concurrent Templates F Cluster Address: The address that forms a portion of the URL a diient uses to connect to this cluster,
I, ~ and that is used for generating E36 handles and entity E8 failover addresses. (This
address may be either a DNS host name that maps to multiple 1P addresses or a
How doL o comma-separated lit of single address host names or IP addresses.) More Info..
« Gonfigure clusters ] Number OF Servers In Cluster Address: 3 Number of servers to be listed from this duster when generating a duster address
automatically. This setting has no effect if Cluster Address is explicitly set. More
« Assign server instances to dusters Info.
« Configure server migration in a cluster
= Configure cross-cluster replication 4] Enable Transaction Affinity IF enabled, a server's transaction requests go to servers in the duster that are
already participating in the lobal transaction. Mare Info...
System Status = 4] Enable Concurrent Single Activation Spedifies whether to allow the concurrent activation, deactivation, or restart of two
e oS —— or more singleton services. More Info...
@ Advanced
Failed (0)
Critical (0) WebLogic Plug-In Enabled: Specifies if this cluster will receive requests from a proxy plug-in or
[ Overloaded (0} HttpClusterServiet. ~More Info... -
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10. Change in Weblogic Deployments
10.1 Creating a Connection in Connector ear

1. Start the managed server if it is down.

Change in Weblogic Deployments

2. Summary of Deployments > com.ofss.digx.connector.rar > Security > Outbound Credential

Mappings

[ Summary of Deployments - ol x

<«

[ View Statement

System Status
Health of Running Servers as of 1:45 P

[ ralkdin)
[ Citical (0)
[ Overloaded {0}
[ waming(0)
I K (1)

[ Settings for com.ofss.digxconns X

&«

w Statement

O

i Apps

G  ® Notsecure | mum00afd:14001/console/console.portal?_pageLabel
p pag

+

ppDeploymentsControlPages_nfpb=trus&AppDeploymentsControlPortl..

* 0 00 @ a

[ Buglia § Central JRA 7.1 Ks 172 Ks Origination 1818182 183 o Q Webex
e S s b duster [ =
P 2df.oracle.domain.webapp.apache. httpeore(1.0, 12.2.1.3.0) Active Lbrary | AdminServer, | oy 100
J abdx_cluster
df.oradle.d b he.hty 1.0,12.2.1.3.0) AdminServer,
iy Active Library oba clueter | S10%3! 100
adf.oracle.domain.webapp.apache.velocity(1.0,12.2.1.3.0) Adminserver,
[} Pp-2p: ity ) Active Library obide cluster Global 100
df. Je.d: b batik-bundle1.0,1 1.3.0) AdminServer,
iy Active Library cbie cluster Global 100
df oracle.d o 1.0,12.2.1.3.0) Adminserver,
L} Active Lbrary | i cuter | St 100
L df. e.d b l-apis-ext(1.0,1 L3.0) Active Library AdminServer, Global 100
J obdx_cluster
Enterprise
EAuthDBEAR New Application obdx_cluster | Global 100
Enterprise
[ BatchResourcedapter New Aopltation | Ober-cluster | Global 100
coherence-transaction-rar Resource | Adminserver,
@ Active | ¥ OK | papter | obax. cluster | % 0
Enterprise
5 [ com.ofss dig.app. connector New Eonitaan | obox duster | clobal 100
El Modules
5 Jcom.ofss.digx.connector Resource
Adapter
[l E3Bs
Hone to display
El Web Services
Hone to display
— o Web AdminServer,
@) 01s Apalication (12.2.1.1.0) Adive | ¥ 0K Application | obdx_cluster | 102! 5
Enterprise
mRem Active | ¥ 0K application Adminserver | Global 400
iy emagentsdkimplpriv_jar(12.4,12.1.0.4.0) Active Library | AdminServer | Global 100 -

4

® Central JIRA

[ Buglia

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & Edif button to modify, add or
delete items in this damain.

Lock & Edit

Release Configuration

Domain Structure
obdx_domain
~Domain Partitions
- Environment
~Deployments
“Services
~Security Realms
I-Interoperability

“Diagnestics

How do L... ]
« Create outbound credential mappings

« Delete outbound credential mappings
System Status =

Health of Running Servers as of 2:12 P

Failed {0)
Critical ()
T Nuerdonded 0y

3. Click New

IDCS-OBAPI Setup

@ Home Log Out Preferences (8] Record Help Q

Home >Summary of Servers >Summary of Deployments = com.ofss.digx.connactor.rar =Rales

Settings for com.ofss.digx.connector.rar

Overview | Configuration | Security | Control | Testing | Monitoring

Reles | Polices = Outbound Credential Mappings  Inbound Principal Mappings

Outbound credential mappings let you map WebLogic Server usernames to ussrnames in the Enterprise Information System (E15) to which you want to connact using a resource adapter. You can use default
cutbound credential mappings for all outbound connection paols in the resource adapter, or specify particular outbound credential mappings for individual connection pools. This page contains the table of

outbound credential mappings for this resource adapter.

P Customize this table

Outbound Credential Mappings

Principals

C ® Notsecure | mum00afd:14001/console/console.portal?_nfpb=trued pageLabel=ConnectorModuleSecurityCredentialMapPagethandle=com....

121818

* 0 00 @ a
Q Webex

Welcome, weblogic ‘ Connected to: obdx_domain

| Mew | [Delete Showing 1to 1 of 1 Previous | Next
WLS User 6 EIS User Outbound Connection Pool
Default AES_KEY ra/DIGXCONNECtorAES

| ew | [Delete: Showing 1to 1 of 1 Previous | Next
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[ Create a New Security Credentiz % -+ - X

<« C @ Notsecure | mum00afd:14001/console/console.portal?ConnectorCreateSecurityCredentialPortletretumnTo=ConnectorModuleSecurityCredentia.. % @ @ O @ @ e :
Q Webex

ORACLE Webkoge server ammstencoso 2 ol

[4 View Statement 1203

[3 Buglia § Central JIRA

Origination 1818182 183

Change Center & Home Log Gut Preferences (& Record Help Welcome, wdtlogic‘llunmed:d to: obdx_domain
L ey e Home >Summary of Servers >Summary of Deployments > comofss cigx.connector.rar »Roles
Click the Lock & Edit button ta modiy, add or Create a New Security Credential Mapping
delete items in this domain.
T Back| [Ne | | Finish] || Cancel
Release Configuration ©Outbound Connection Pool

Which Qutbound Connection Pool would you like the credential map to be associated with? Selecting Resource Adapter Default will configure the credential mapping for all Outbound Connection Pools in this

Domain Structure resource adapter. Each Outbound Connection Pool can then configure themselves to override these credentials.

obdx_domain
~Domain Partitions b Customize this table
I Environment:
~~Deplayments Create a New Security Credential Map Entry for:
“Senvices Showing 1 to 10 of 12 Previous | Next
~Security Realms
1-Interoperability Outbound Connection Pool &
“Diagnostics
ra/DIGXConnectorAES
ra/DIGXConnectorAPNS

ra/DIGXConnectorBIREPORTS

ra/DIGXConnectorFEM

ra/DIGXConnectorFILEUPLOAD
How do L.. a

ra/DIGXConnectorGENERICREST

« Creste outbound credential mappings

)

ra/DIGXConnectorIDCS

ra/DIGXConnector]PM_OBDX_BU
System Status =]

ra/DIGXConnectorlPM_OBDX_BU1
Health of Running Servers as of 2:12 P

Failed {0)

ra/DIGXConnector ) WTGKEN

y Showing 1to 10 of 12 Previous | Next
Critical ()
Overloaded (0) Back] et | Firsh] | [Gancel
warnina (01 e
[ Create a New Security Credentiz. X == - X
ra @ @ Notsecure | mum00afd:14001/console/console.portal?ConnectorCreateSecurityCredentialPortlet_actionOverride=/com/beafconsole/actions/c.. ¥+ @ @ O @ @ e :
[ View Statement 1203 [ Buglira Central JIRA 1818182 183 Q Webex
ORACLE Webtogie server isatancoras 26 o
Change Center @ Home Log Out Preferences [& Record Help =Y Welcome, wdtlogic‘llunmeded to: obdx_domain
e Home >Summary of Servers >Summary of Deployments > comofss.digx.connector.rar >Roles
Click the Lock & Edit button to modify, add or Create a New Security Credential Mapping
delete items in this domain.
Lock & Edit Back| | Next ‘ Finish ‘ Gancel
Release Configuration WeblLogic Server User
Select the WebLogic Server user that you would like to map an EIS user to. Selecting ‘User for creating initial connections’ will configure the user that will be used for creating the initial connactions when the
Domain Structure resource adapter is first started. Selecting ‘Default User will configure the user that will be used as the default for any authenticated WebLagic Server user that does not have a credential mapping specifically for
obdx_domain them, Selecting ‘User for unauthenticated user' will configure the user that will be used for an unauthenticated WebLogic Server user. If you select ‘Configured User' you must type in the WebLogic Server user
~Domain Partitions that you are configuring. This user must be a configured WebLogic Server user.
Environment User for creating initial connections
Deployments
~Services
Security Realms ® Default User
Interoperability
~Diagnostics Unauthenticated WLS User
‘Configured User Name
WeblLogic Server User Name:
Back| [Hext ‘ Finish ‘ Cancel
How do L. a2 I \—‘ e
« Create outbound credential mappings
System Status =
Health of Running Servers as of 2:14 PM
Failed (0)
Critical (0)
Overloaded (0}
Warning (0) h

5. Click Next

6. Create a new Security Credential Mapping —
e  Outbound Connection Pool: ra/DIGXConnectorIDCS
e  WebLogic Server User: Default

. EIS User Name: <client id of OBAPI client in IDCS>

. EIS Password: <client secret of OBAPI client in IDCS>
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[ Create a New Security Credentiz % -+

<« C @ Notsecure | mum00afd:14001/console/console.portal?ConnectorCreateSecurityCredentialPortlet_actionOverride=/com/bea/console
3 Apps [Y ViewStatement 1203 0BDX162 [} Buglim W CentralJIRA 7.1 Ksupp 172 Ksupp Origination 1818182
ORACLE webLogic Server Administration Console 12¢
Change Center @ Home Log Out Preferences [&] Record Help Q

View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure
obdx_domain
“Damain Partitions
I Environment:
+*Deployments
“Services
~Security Realms
H Interoperability
~Diagnostics

How do L.. a

« Creste outbound credential mappings

System Status =
Health of Running Servers as of 2:15 PM
Failed {0)
Critical ()

[ Overloaded {0
Warnina (0}

7. Click Finish

a.

Home >Summary of Servers >Summary of Deployments »com.ofss.digx.connector.rar >Roles:
Create a New Security Credential Mapping
Back| [iexd| | Finih | || Cancel

EIS User Name and Password

Configure the EIS User Name and Password that you would like to map the WebLogic Server User to:
* Indicates required fields

Enter the EIS User Name:

* EIS User Name:

cel7bcdeeba944fdbe21e1bl

Enter the EIS Passwiord:

* EIS Password:

* Confirm Password::

Back| | Mext ‘Fmsh ‘Camel

Change in Weblogic Deployments

o %+ O 0 0 @ o

Oracle Live () Webex

Welcome, weblogic ‘ Connected

Delete obdx.app.rest.idm.ear and install deployment obdx.app.rest.ear from

<Installer_Path>\OBDX_Patch_Installer\installables\app\components\obdx\deploy\obdx.a
pp.rest.ear in Installer.zip.

[ Summary of Deployments-obd: X == - X
€« C @ Notsecure | mum00afd:14001/console/console.portal?_nfpb=true8._pagelabel=AppDeploymentsControlPage&AppDeploymentsControl... (B % @ O 0 @ @ e :
Apps  [Y View Statement 1203 OBDX 162 [} Buglira § Central JIRA 17.1 Ksupp 1T2Ksupg ooy . A v x |live @ webex

IDCS-OBAPI Setup

O TS 22230 0 P
0 | agys20,10.0.0.228) Active Library *;:Ql‘f‘:’s‘(:[ Global 100 ]
0 | ggsti2n20.) Active Lbrary | SiminSener | bl 100
[ | afylogtijar(13,1.2.15) Active Ubrary | AdminServer | Global 100
) | gy obo.app.core.domain(18.2.0.2.0,359) Active Library *;:mj:;i; Global o
[ | ipyobex.app.core. patch(15.2.0.2.0,359) Active Library *;ﬂmjs’s‘g Global 0
1 | apyobe app. domain(18.2.0.2.0,359) Active Lbrary | AATSener | bl 0
1 | deyobetapp framenork(18.2.0.2.0,359) Active Ubrary | AiminSerer | clobal 0
(| ® £ obeapp. mdo.report New Ezt;h’c"a"‘fn obex_cluster | Global 100
0 | @ gobéxapp fEbidm New z‘u‘l"gg“fjﬂ obdx_cluster | Global 100
0| @ ppobexapp.soap New zﬁ’(“a"‘f:n obdx_cluster | Global 100 | |
0 | B gobxap.tmer New 5:;’:6’;5“5” obdx_cluster | Global 100
()| B £ obdx.extemalsystem.obpm.notification.mdd New e | obds_cluster | lobal 100 ||
()| ® £ obdx.extemalsystem.ubs.notifcation.mdb New o | obds_cluster | obal 100
(7] | apobdx extsystem.domain(13.2.0.2.0,359) Active Library gﬁg{‘f‘:’s‘;:p Global ]
[ | eyobe thirdparty.spp.domain(18.2.0.2.0,355) Jrree Library *;:mj:;i; Global 0
0 | aps odhcickhistory(1.0,2.2.1) Active Library *;ﬂmjs’s‘g Global 100 [}
(] | agyodl.cickhistory-webapp(1.0,12.2.1) Active Library ’;ﬂg“‘f‘:’s‘(:j Global 100
- T AdminServer. | L. . . M
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Delete Application Assistant - ot X

<« X (@ Notsecure

pps [ View Statement 1203

+

mum00afd:14001 /console/console.portal?AppApplicationUninstallPortletreturnT

0BDX 1

[ Buglira

® Central JIRA

ORACLE webLogic Server Administration Console 12¢

Change Center

View changes and restarts

No pending changes exist. Click the Release
Configuration button to allawy others to edit the
domain.

Lock & Edit

Release Configuration

Domain Structure

obdx_domain
~Domain Partitions

- Environment
~Deployment:
~Senvices

~-Security Realms
HInteroperability

~Diagnostics

How do I =]

« Install an enterprise application

« Start and stop a deployed enterprise
application

« Configure an enterprise application
« Creste a deployment plan

« Target an enterprise application to 2 server
instance

Waiting for mum@0afa.

cation Assistant - ok X

X (@ Notsecure

Apps [ View Statement 1203

@ Home Log Out Preferences [&d] Record Help

Home >myrealm >Provid

Delete Application Assistant
Yes| [No

Delete Deployments.

-IDCSAuthenticator >Broviders >IDCSAuthenticator >Providers >Summary of Environment >Summary of Servers >OBDX_M

Change in Weblogic Deployments

pDeploymentsControlPage&AppDeployme.. % @ Q @ o
Q Webex

Q Welcome, weblogic ‘ Connected to: obdx_domain

Origination 1818182 183

ummary of Deployments

You have selected the following deployments to be removed from this domain configuration. Click 'Yes' te continue, or 'No' to cancel.

« obdr.app.restidm

+

mum00afd:14001 /console/console.portal?AppApplicationinstallPartlet_actionOverri

OBDX 1 [ Bug

§ Central JIRA

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts
No pending changes exist, Click the Release
Configuration button to allow others to edit the
domain,

Lock & Edit

Release Configuration

Domain Structure:
abdx_domain

~Domain Partitions
B
~Deployments

wironment

Security Realms
I Interoperability
Diagnostics

How do L. =]

« Start and stop a deployed enterprise
application

Configure an enterprise spplication

Create a deployment plan

« Target an enterprise application to  server
instance

« Test the modules in an enterprise application

Waiting for mum00afd.

@) Home Log Out Preferences (&1 Record Help

Home > myreaim »Provid
Messages

1 Ksupp

IDCSAuthenticator »Praviders »IDCSAuthenticabor > Providers »Summary of Enviranment >Summary of Servers >OBDX_!

/com/bea/console/actions/appfinstallfupl...

* 0 0 @ a

Oracle Live () Webex

Q Welcome, weblogic ‘ Connected to: obdx_domain

e :

Ksupp Origination 1818182 183

Summary of Deployments

& The fle obdx.app.rest.ear has been uploaded successfully to
Install Application Assistant
Back] [Hext ‘ Finish ‘ Cancel

Locate deployment to install and prepare for deployment

Select the file path that represents the application root directory, archive file, exploded archive directory, or application medule descriptor that you want ta install. You can alse enter the path of the application

directory or file in the Path field

Note: Only valid file paths are displaved below. If you cannot find your deployment files, Upload your file(s) and/or confirm that your application contains the required deployment descriptors,

Path: i

Recently Used Paths:

(. p app.rest ear/app app rest ear
fe / fe /4 app

J y I thirdparty. 2pp.d J

! / "/ tsystem.d anp

i i bs.notification. mdb.

Current Location:

obdx.app.rest.ear

Back| [Next ‘F\msh ‘Canca\

mumo0afd / home / devops / domain / obdx_domain / servers [ AdminServer [ upload { obdx.app.rest.zar | app
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Create Client Applications for Internal OBAPI Apps in IDCS Console

11. Create Client Applications for Internal OBAPI Apps in
IDCS Console

Client applications need to be created for below Internal applications.
e  Mobile App
e  Siri Chatbot
e  Snapshot

e Wearable

% Identity Cloud Senvice x  +

<« C @ httpsy//obdx-tenant01.identity.cdev0.oc9qadev.com/ui/v1/admincon

1203 0BDX162 [} Buglia W CentralJIRA

& 17 ginatio 1818182 183 ve
Identity Cloud Service @

i Apps

[l
W o

Add Confidential Application

Cancel L4 Next >
Details Client
App Details Enter 125 or fewer characters
* Name  QBDX182InstallerMOBAPR
Description
=
Application lcon (3
Upload

Application URL
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183

g |dentity Cloud Service X o+
€« C & nhtips;//obdx-tenantO1.identity.cdevD.oc9qadev.com/uifv1/adminconsole? u ppTemp
Apps  [Y View Statement 1203 0BDX 162 [} Buglia § Central JIRA 17.1 Ksupp 17.2 Ksupp Origination 1818182
Add Confidential Application
< Back O L]
Details Client Resources
® Configure this application as a client now Skip for later
Authorization
Allowed Grant Types @ Resource Owner [ Client Credentials [ JWT Assertion [ SAML2 Assertion
O Implicit £ Device Code
Allow non-HTTPS URLs [
Redirect URL
Logout URL
Post Logout Redirect URL
Security [Trusted Client Certificate Import
Allowed Operations ] Introspect (] On behalf Of
§@ dentity Cloud Service X 4+
<« C & hitps//obdx-tenant01.identity.cdev0.oc9qadev.com/ui/v1 /adminconsole? u ppTempl
Apps  [4 View Statement 1203 OBDX 162 [} Buglia § Central JIRA 17.1 Ksupp 172 Ksupp Origination 1818182
Add Confidential Application
< Back () O [ ]
Details Client Resources Web Tier Policy

Expose APIs to Other Applications
Specify the APIs that need ta be protected.

® Cenfigure this application as a resource server now

) Skip for later

Configure application APIs that need to be OAuth protected

Access Token Expiration 3,600
Is Refresh Token Allowed ¢

Refresh Token Expiration 604,800
Primary Audience OBDX182I

Secondary Audiences

Secondary Audience

No data to display.

IDCS-OBAPI Setup

¥ | A seconds

¥ | A seconds

nstallerMOBAPP

Protected

@) Refresh Token

183

* 00 0@ a

Oracle Live () Webex

[ Authorization Code

000 @ a

Cradelive Q) Webex

X
e :
Next >

e

Next >
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% Identity Cloud Senvice x =+ - x
&« C & nhtips;//obdx-tenantO1.identity.cdevD.oc9qadev.com/uifv1/adminconsole? s ppTemp ¥ 0 0 0 @ a e :
2 Apps  [§ View Ststement 1203 0BDX 162 [} Buglia § Central JIRA 17.1 Ksupp. 17.2 Ksupp Origination 1818182 183 Oracle Live () Webex

= ’, Identity Cloud Service @
Add Confidential Application

< Back O O O [ ] Next »

Details Client Resources Web Tier Policy Authorization

Web Tier Policy

Use this page to configure, edit, and validate a web tier policy. Additionally, you can import and export existing policies.

Configure Web Tier Policy for this application ~ ®  Skip for later

§@ dentity Cloud Service X 4+

&« C & nhtips;//obdx-tenant01.identity.c9devD.oc9qadev.com/ui/v1 /adminconsole? u ppTemp # 0 0 0 @ e :

Apps [ View Statement 1203 CEDX162 [ Buglim § CemtralJRA 17.1 Ksupp 17.2 Ksupp Origination 1818132 183 Cradelive Q) Webex

= ” Identity Cloud Service @

Add Confidential Application

< Back O O O (@) (]

Details Client Resources Web Tier Policy Authorization

Authorization

Enforce Grants as Authorization ¥
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Create Client Applications for Internal OBAPI Apps in IDCS Console

Application Added

Below is the new Client ID and Client Secret for your application.

This information also appears on the Configuration tab in the Details section for
the application.

Client ID

Client Secret  ©

Glossary of parameters:

<client_id_of SNAPSHOT _client> Client Id of Snapshot app created in IDCS

<client_id_of_MobileApp_client> Client Id of Mobile app created in IDCS created
above

<client_id_of_SIRICHATBOT_client> | Client Id of Siri chatbot app created in IDCS

<client_id_of WEARABLE_client> Client Id of Wearable app created in IDCS

§@ |dentity Cloud Service | Details X == = X
& > C @& htips//obdx-tenant01.identity.c9dev0.oc9qadev.com/ui/v1 i 5 160c1d975 * 000 @B = 6
B! Apps [ View Statement 1203 0BDX162 [} Buglia $§ Central JIRA 17.1 Ksupp 172 Ksupp Qrigination 1818182 183 Oracle Live Q) Webex

Applications > OBDX182InstallerMOBAPP

OBDX182InstallerMOBAPP © o | % sano

Details | Configuration  Web Tier Policy ~ Users  Groups

App Details

Application Type Confidential Application
* Name OBDX182InstallerMOBAPP

Description

Application lcon m

Upload

IDCS-OBAPI Setup 49



Create Client Applications for Internal OBAPI Apps in IDCS Console

1. Click Activate button.

Similarly, do the same for the rest.
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12.

Database Scripts (to be executed after day0 scripts)

Database Scripts (to be executed after day0 scripts)

Replace below parameters in database scripts with appropriate values as per glossary.
<tenant-base-url>

<client_id_of SNAPSHOT _client>

<client_id_of_MobileApp_client>

<client_id_of SIRICHATBOT _client>

<client_id_of WEARABLE_client>

Insert into DIGX_FW_CONFIG_ALL_B
(PROP_ID,CATEGORY_ID,PROP_VALUE,FACTORY_SHIPPED_FLAG,PROP_COMMENTS,S
UMMARY_TEXT,CREATED_BY,CREATION_DATE,LAST_UPDATED_BY,LAST _UPDATED_D
ATE,OBJECT_STATUS,0OBJECT_VERSION_NUMBER,EDITABLE,CATEGORY_DESCRIPTIO
N) values (POLICY_STORE_UTIL','SecurityConstants','IGF','N',null,'Security
Constant','ofssuser’,sysdate,'ofssuser’,sysdate,"Y",1,'N',null);

update DIGX_FW_CONFIG_ALL_B set prop_value =
'ipm1.0,0RACLEBI12.2.1.2,GENERICL1.0,IDCS18.2.4',SUMMARY_TEXT = "Entry to set
IPM,ORCALE Bl and IDCS at enterprise level' where category_id = 'extxfaceadapterconfig' and
prop_id='01";

Insert into DIGX_FW_CONFIG_VAR_B
(PROP_ID,ENV_ID,PROP_VALUE,FACTORY_SHIPPED_FLAG,PROP_COMMENTS,CREATE
D_BY,CREATION_DATE,LAST_UPDATED_ BY,LAST_UPDATED_DATE,OBJECT_STATUS,OB
JECT_VERSION_NUMBER,MODULE,DETERMINANT_VALUE,TYPE,Ul_DEFINITION) values
(HOST_IP_IDCS','OBDX','<tenant-base-url>","Y",'set host IP for IDCS REST
calls','ofssuser’,sysdate,'ofssuser',sysdate,null,null, OTHERMODULE',OBDX_BU','TXT",'{"title":
"IDCS Host IP","validator":"","required":false}");

Insert into DIGX_FW_CONFIG_VAR_B
(PROP_ID,ENV_ID,PROP_VALUE,FACTORY_SHIPPED_FLAG,PROP_COMMENTS,CREATE
D_BY,CREATION_DATE,LAST_UPDATED_BY,LAST_UPDATED_DATE,OBJECT_STATUS,OB
JECT_VERSION_NUMBER,MODULE,DETERMINANT_VALUE,TYPE,Ul_DEFINITION) values
(HOST_PORT_IDCS','OBDX','443','"Y",'set host Port for IDCS REST calls
''ofssuser’,sysdate,'ofssuser’,sysdate,null,null, OTHERMODULE','OBDX_BU','TXT",{"title": "IDCS
Host Port","validator":"PORT","required":false});

Insert into DIGX_FW_CONFIG_VAR_B

(PROP_ID,ENV_ID,PROP_VALUE,FACTORY_SHIPPED FLAG,PROP_COMMENTS,CREATED_BY,CRE
ATION_DATE,LAST_UPDATED_BY,LAST _UPDATED DATE,OBJECT_STATUS,OBJECT_VERSION_NU
MBER,MODULE,DETERMINANT_VALUE,TYPE,Ul_DEFINITION) values
('IDCS_CONNECTION_SCHEME','OBDX’, 'https','Y",'set host connection scheme for IDCS REST calls
" 'ofssuser',sysdate, 'ofssuser',sysdate,null,null,'OTHERMODULE','OBDX_BU','TXT','{"title": "IDCS

n"n mommnon

Connection Scheme","validator":"","required":false}');
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Database Scripts (to be executed after day0 scripts)

delete from DIGX_UM_PWD_POLICY_ROLE_MAP where PASSWORDPOLICYID in
('0000001','9999999");

delete from DIGX_UM_PWD_POLICY where PASSWORDPOLICYID in ('0000001','9999999");

Update DIGX_FW_ACCESSPOINT set CLIENT_ID ="<client_id_of SNAPSHOT _client>' where
ID ='APSNAPSHOT";

Update DIGX_FW_ACCESSPOINT set CLIENT_ID ='<client_id_of MobileApp_client>' where ID
='APMOBAPP";

Update DIGX_FW_ACCESSPOINT set CLIENT_ID = '<client_id_of SIRICHATBOT _client>'
where ID = 'APSIRICHATBOT;

Update DIGX_FW_ACCESSPOINT set CLIENT_ID = '<client id of WEARABLE client>' where
ID ='APWEARABLE;
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13.

Apply Webgate Patch on OHS using OPatch

Apply Webgate Patch on OHS using OPatch

1. Download the patch from the below link.

https://support.oracle.com/epmos/faces/PatchDetail? adf.ctrl-
state=hyoym65na_9&patch name=28243743&releaseld=600000000073630&patchld=28243743
&languageld=0&platformld=226& afrLoop=441568515075199

2. Run below commands on webgate installation.

[devops@obapiohs ~]$ export ORACLE_HOME=<oracle-home-path>

Eg. export ORACLE_HOME=/home/devops/Oracle/Middleware/Oracle_Home/
[devops@obapiohs ~]$ export PATH=$PATH:<oracle-home-path>/OPatch/

Eg. export PATH=$PATH:/home/devops/Oracle/Middleware/Oracle_Home/OPatch/
[devops@obapiohs ~]$ opatch Isinventory -jre <jre-path>

Eg. opatch Isinventory -jre
/home/devops/Oracle/Middleware/Oracle_Home/oracle_common/jdk/jre/

[devops@obapiohs ~]$ cd <local-patch-path>

Eg. cd /scratch/obapi/ohs/p28243743 122130_Linux-x86-64/28243743/
[devops@obapiohs 28243743]$ opatch apply

§ @obdxohs:/scratch/obdy/ohs/Setup/28243743 X
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Apply Webgate Patch on OHS using OPatch

EP @obdxohs:/scratchfobdx/ohs/Setup/28243743 X
from
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cloud.config

14. cloud.config

1. Go to this location <ohs-domain-
path>/config/fmwconfig/components/OHS/instances/ohs1/webgate/config/
Eg.
/home/devops/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain/config/
fmwconfig/components/OHS/instances/ohs1/webgate/config/

CREATE THE FOLLOWING FILE NAMED as cloud.config:

2. Replace below parameters in file:
<webserver_host_name>

<webserver_port>

{
"cloudgateConfig":{

"bootstrap":{
"callbackPrefix":"<connection scheme>://<webserver host name>:<webserv
er port>/oauth/callback",
"externalIdUrl":"https://<tenant-base-url>",
"refresh_token":false

¥

"rest":{
"httpsVerifyHost":false,
"httpsVerifyServer":false,
"httpsCertAuthFile":"",
"httpsCrlFile":""

}

}
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cloud.policy

15. cloud.policy

Go to this location <ohs-domain-
path>/config/fmwconfig/components/OHS/instances/ohs1/webgate/config/

E.g..
/home/devops/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain/co
nfig/fmwconfig/components/OHS/instances/ohs1/webgate/config/

CREATE THE FOLLOWING FILE NAMED as cloud.policy:

IDCS-OBAPI Setup 56



cloud.policy

1. Replace below parameter.

<allowed_scope_name_of scope protected in OBAPI Client_ App>

"cloudgatePolicy":{
"webtierPolicy":[

{

"policyName":"default",
"resourceFilters":[

{

App> openid",

IDCS-OBAPI Setup

"comment":"Test Application OAuth+Logout Filter",
"type":"text",

"filter":"/logout",

"method" : "oauth+logout™

"comment":"Test Application Public Filter",
"type":"regex",

"filter":"/*.js",

"method" : "anonymous",

"headers":[
{
"PolicyName":"$request.policy name"
bs
{
"PolicyResourceMatched": "$request.policy res”
}

"comment":"Test Application OAuth Filter",
"type":"regex",

"filter":"/pages/*",

"method" : "oauth",

"authorize" :true,

"scope":"<allowed scope name of protected in OBAPI Client

"idcsscope":"protected openid",

"headers": [
{
"UserName" :"$subject.user.name"
bs
{
"PrimaryEmail" :"$subject.user.emails"
¥
{
"PolicyName":"$request.policy name"
¥
{
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cloud.policy

"PolicyResourceMatched": "$request.policy res'

}
]
¥
{
"comment":"Test Application Public Filter",
"type":"regex",
"filter":"/**",
"method" : "anonymous",
"headers":[
{
"PolicyName":"$request.policy name"
¥
{
"PolicyResourceMatched": "$request.policy res”
}
]
}
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16.

CWallet configuration

CWallet configuration

[devops@obapiohs ~]$ mkdir <ohs-domain-
path>/config/fmwconfig/components/OHS/instances/ohs1/webgate/config/cwg_wallet

Eg. mkdir
/home/devops/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain/config/fmw
config/components/OHS/instances/ohs1/webgate/config/cwg_wallet

[devops@obapiohs ~]$ cd <oracle-home-path>/oracle_common/bin/

[devops@obapiohs bin]$ ./orapki wallet create -wallet <ohs-domain-
path>/config/fmwconfig/lcomponents/OHS/instances/ohs1/webgate/config/cwg_wallet -auto_login

Eg. .Jorapki wallet create -wallet
/home/devops/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain/config/fmw
config/components/OHS/instances/ohs1/webgate/config/cwg_wallet -auto_login

You will be asked to create wallet password here.

# @obdxohs:~/Oracle/Middleware/Oracle_Home/oracle_co

[devops@obapiohs bin]$ export JAVA_HOME=<|re-path>
Eg. export JAVA_HOME=/home/devops/Oracle/Middleware/Oracle_Home/oracle_common/jdk/jre

[devops@obapiohs bin]$ ./mkstore -wrl <ohs-domain-
path>/config/fmwconfig/components/OHS/instances/ohs1/webgate/config/cwg_wallet -
createUserCredential CWG id_secret_key <client-id> <client-secret>

Eg. ./mkstore -wrl
/home/devops/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain/config/fmw
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CWallet configuration

config/components/OHS/instances/ohs1/webgate/config/cwg_wallet -createUserCredential CWG
id_secret_key <client-id> <client-secret>

2 o racl dleware/Oracle_ Hom e_co be

<passphrase> is the password phrase used for encryption. Enter a passphrase in below
command and execute it.

[root@obapiohs devops]# openssl enc -aes-128-cbc -k "<passphrase>" -P -md sha256
salt=4EBB2F22640F225F

key=701593B3EDEQ7C37FD09ECB532F7EOES

iv =E5D3D73CED2C624900F952C05BC73A6E

[devops@obapiohs bin]$ ./mkstore -wrl <ohs-domain-
path>/config/fmwconfig/components/OHS/instances/ohs1/webgate/config/cwg_wallet -
createUserCredential CWG enc_key enc <key>

Eg. ./mkstore -wrl
/home/devops/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain/config/fmw
config/components/OHS/instances/ohs1/webgate/config/cwg_wallet -createUserCredential CWG
enc_key enc <key>

Please enter the wallet password given above.

[devops@obapiohs bin]$ ./orapki wallet display -wallet <ohs-domain-
path>/config/fmwconfig/components/OHS/instances/ohs1/webgate/config/cwg_wallet

Eg. .Jorapki wallet display -wallet
/home/devops/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain/config/fmw
config/components/OHS/instances/ohs1/webgate/config/cwg_wallet
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CWallet configuration
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Enabling webgate in httpd.conf

17. Enabling webgate in httpd.conf

Go to <ohs-domain-path>/config/fmwconfig/components/OHS/instances/ohs1/

Eg.
/home/devops/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain/config/fmw
config/components/OHS/instances/ohs1/

UNCOMMENT THE FOLLOWING:

include "webgate.conf"
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Change in mod_wl_ohs.conf

18. Change in mod_wl_ohs.conf

Go to <ohs-domain-path>/config/fmwconfig/components/OHS/instances/ohs1/
ADD THE FOLLOWING:

<IfModule weblogic_module>

WebLogicHost obdxwls.in.oracle.com
WebLogicPort 12003
Debug ON
WLLogFile /scratch/obdx/ohs/logs/weblogic.log
MatchExpression /digx/*

</IfModule>

<Location /digx>
WLSRequest On
WLProxySSL ON
WLProxySSLPassThrough ON

</Location>
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Ul Changes

19. Ul Changes
19.1 constants.js:

In Ul deployments, go to channel\framework\js\constants\constants.js file, keep the value of
‘authenticator’ as below.

authenticator: "IDCSAuthenticator"

19.2 idcs-config.json:

In Ul deployments, go to channel\json\index\login\idcs-config.json file, put the appropriate values
of OBAPI Client Application in IDCS.

e <name of obapi client app in_idcs> is the client application name. Eg. “OBAPIClient”

e <client id of obapi client app in idcs> is clientid of client application. Eg.
“00fa15d18cd147398ca4b53f957a4e3f”

e <client secret of obapi client app in_idcs> is the client secret of client application.
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