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Send Us Your Comments

Oracle Retail Merchandising System, Installation Guide, Release 19.0.1

Oracle welcomes customers' comments and suggestions on the quality and usefulness of
this document.

Your feedback is important, and helps us to best meet your needs as a user of our
products. For example:

= Are the implementation steps correct and complete?

* Did you understand the context of the procedures?

= Did you find any errors in the information?

»= Does the structure of the information help you with your tasks?

= Do you need different information or graphics? If so, where, and in what format?
=  Are the examples correct? Do you need more examples?

If you find any errors or have any other suggestions for improvement, then please tell us
your name, the name of the company who has licensed our products, the title and part
number of the documentation and the chapter, section, and page number (if available).

Note: Before sending us your comments, you might like to
check that you have the latest version of the document and if
any concerns are already addressed. To do this, access the
Online Documentation available on the Oracle Technology
Network Web site. It contains the most current
Documentation Library and all documents revised or
released recently.

Send your comments to us using the electronic mail address: retail-doc_us@oracle.com

Please give your name, address, electronic mail address, and telephone number
(optional).

If you need assistance with Oracle software, then please contact your support
representative or Oracle Support Services.

If you require training or instruction in using Oracle software, then please contact your
Oracle local office and inquire about our Oracle University offerings. A list of Oracle
offices is available on our Web site at www.oracle.com.
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Preface

Oracle Retail Installation Guides contain the requirements and procedures that are
necessary for the retailer to install Oracle Retail products.

Audience

This Installation Guide is written for the following audiences:
= Database administrators (DBA)

= System analysts and designers

» Integrators and implementation staff

Customer Support
= To contact Oracle Customer Support, access My Oracle Support at the following
URL:
= https://support.oracle.com
= When contacting Customer Support, please provide the following:
» Product version and program/module hame
= Functional and technical description of the problem (include business impact)
= Detailed step-by-step instructions to re-create
= Exact error message received
= Screen shots of each step you take

Review Patch Documentation

When you install the application for the first time, you install either a base release (for
example, 19.0) or a later patch release (for example, 19.0.1). If you are installing the
base release or additional patch releases, read the documentation for all releases that
have occurred since the base release before you begin installation. Documentation for
patch releases can contain critical information related to the base release, as well as
information about code changes since the base release.

Improved Process for Oracle Retail Documentation
Corrections

To more quickly address critical corrections to Oracle Retail documentation content,
Oracle Retail documentation may be republished whenever a critical correction is
needed. For critical corrections, the republication of an Oracle Retail document may at
times not be attached to a numbered software release; instead, the Oracle Retail
document will simply be replaced on the Oracle Technology Network Web site, or, in the
case of Data Models, to the applicable My Oracle Support Documentation container
where they reside.

This process will prevent delays in making critical corrections available to customers. For
the customer, it means that before you begin installation, you must verify that you have
the most recent version of the Oracle Retail documentation set. Oracle Retall
documentation is available on the Oracle Technology Network at the following URL:
http://www.oracle.com/technetwork/documentation/oracle-retail-100266.html

An updated version of the applicable Oracle Retail document is indicated by Oracle part
number, as well as print date (month and year). An updated version uses the same part

Xiii


https://support.oracle.com/
http://www.oracle.com/technetwork/documentation/oracle-retail-100266.html

number, with a higher-numbered suffix. For example, part number E123456-02 is an
updated version of a document with part number E123456-01.

If a more recent version of a document is available, that version supersedes all previous
versions.

Oracle Retail Documentation on the Oracle Help Center

Documentation is packaged with each Oracle Retail product release. Oracle Retalil
product documentation is also available on the following Web site:

https://docs.oracle.com/en/industries/retail/index.html

(Data Model documents are not available through Oracle Help Center. These documents
are packaged with released code, or you can obtain them through My Oracle Support.)

Note: In the images or examples below, user details /
company name / address / email / telephone number
represent a fictitious sample. Any similarity to actual
persons, living or dead is purely coincidental and not
intended in any manner.

Conventions

Xiv

Navigate: This is a navigate statement. It tells you how to get to the start of the procedure
and ends with a screen shot of the starting point and the statement “the Window Name
window opens.”

This is a code sample
It is used to display examples of code


https://docs.oracle.com/en/industries/retail/index.html
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Preinstallation Tasks

This chapter includes tasks to complete before installation.

Note: Oracle Retail assumes that the retailer has applied all
required fixes for supported compatible technologies.

Installation Terminology

STAGING_DIR — The directory where the rms19installer.zip is copied and extracted
locally.

RETAIL_HOME - The directory where Database Files are stored, and Batch and

Application are installed. This will contain the orpatch directory.

» Database RETAIL_HOME — The location where RMS Database Files are stored.
This location will be used during the subsequent patching of the RMS.

= Batch RETAIL_HOME - This is the Batch installation directory, where the RMS Batch
Files are installed.

= Application RETAIL_HOME - This is the Application installation directory, where the
RMS application files are installed and staged for WebLogic deployment.

Note: The RETAIL_HOME for database, batch, and
application can be the same.

Architecture & Capacity Planning

Retailers have many options in designing the physical architecture. Every retailer will
have different physical architecture requirements based on:

= Budget

= HA and DR requirements

= Governance practices in the territories they trade in

»= Constraints imposed by 3 party systems that will integrate with Merchandising
= Larger corporate IT strategies

» Fundamental corporate business strategy

The information in this document not intended to replace the advice of retailer IT staff or a
knowledgeable System Integration partner. This architecture information is only intended
to introduce new customers to deployment topics that retailers that affect the installation
process.

Environment Strategy

Retailers implementing Merchandising should plan to have multiple environments.
Fundamental corporate requirements and the larger context of the implementation
program generally drive environment strategy. Common examples of environments and
usage include, but are not limited to:

= Development — Generally used to develop integrations. Development environments
are often short lived, not sized for production loads and not clustered for HA.
Development environments may or may not be fully integrated via Single Sign ON
(SSO) and federated identity management.
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User Acceptance Test — Generally used for end user training and testing. UAT
environments generally do not have HA and DR requirements, but may be fully
integrated via SSO with federated identity management to facilitate full business user
training.

System/Integration Test — System/Integration Test environments are often longer
lived, and may in fact be permanent and used after go live to test Merchandising
patches. System/Integration test environments may be fully sized so they can also be
used as performance testing environments.

Production — Actual production environment, which will be used for day to day
Merchandising business activities.

Disaster Recovery — Disaster Recovery (DR) environment is used when a production
environment fails. DR environment requirements depend on corporate SLAs.

Different types of environments generally have different integration, HA and DR
requirements. These requirements will drive capacity planning and physical architecture.
These requirements also affect the Merchandising installation process.

High Availability & Disaster Recovery

Retailers will need to determine their availability and disaster recovery requirements
before implementing Merchandising. These architectural decisions will affect both
capacity planning and the installation process.

Oracle’s Maximum Availability Architecture (MAA) provides blue prints for achieving
various levels of HA and DR. Key technologies involved in MAA include

Data Tier

— Oracle Real Application Clusters (RAC)
— Active Data Guard

Application Tier

— WebLogic Clustering

https://www.oracle.com/database/technologies/high-availability/maa.html

Capacity Planning
There is significant complexity involved in the deployment of Oracle Retail applications
and capacity planning is site specific. Oracle Retail strongly suggests that before
installation or implementation you engage your integrator (such as the Oracle Retail
Consulting team) and infrastructure vendor to request a storage and capacity planning
effort.

Sizing estimates are based on a number of factors, including the following:

Workload and peak concurrent users and batch transactions
Hardware configuration and parameters

Data sparsity

Application features utilized

Length of time history is retained

Additional considerations during this process include your HA requirements, backup
policies and DR requirements.

Additional Components

This document discusses the requirements for the core database and application servers
required for Merchandising. Additional technical components are also required for
production. Most retailers will already have these some of these components (SFTP
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Technical Requirements

server, federated IDM, and so on) in place, and the installation and implementation
activity will be to link these components to Merchandising.

In other cases, retailers may need to procure or assign infrastructure to Merchandising.
These dedicated Merchandising components should be considered in capacity planning.

Technical Requirements

Web Tier

Oracle Applications are developed and tested on Oracle Linux, which is optimized for
performance, stability, and security.

Oracle maintains a consistent web browser support policy for all applications.
https://www.oracle.com/technetwork/indexes/products/browser-policy-2859268.html

Per this policy, at the time of this document (January 2020), Merchandising supports the
following browsers:

Browser Versions
Mozilla Firefox ESR 78.11.0
Microsoft Internet Explorer 11

Microsoft Edge 91.0.864.54
Google Chrome 91.0.4472.106
Apple Safari N/A
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Technical Requirements

Application Tier

The Merchandising applications require application servers. General requirements for
an application Server running Merchandising include the following

Supported on:

Middleware

Oracle Fusion Middleware 12.2.1.4.0

=  FMW 12.2.1.4.0 Infrastructure (WLS and ADF included)

=  Oracle Enterprise Manager Fusion Middleware Control 12.2.1.4.0
= Oracle Analytic Server 5.5 for legacy reports

=  Oracle Identity Management 12¢(12.2.1.4.0)

Oracle DB Client 19.3+ (including its dependencies)
Java JDK 1.8

Perl interpreter 5.0 or later
C/C++ libraries (GCC)

Optional (required for SSO)
=  Oracle WebTier (12.2.1.4.0)
Oracle Access Manager 12c Release (12.2.1.4.0)
= Oracle Access Manager Agent (WebGate) 12c Release (12.2.1.4.0)
= Note: Oracle Internet Directory (OID) is the supported LDAP directory for

Oracle Retail products. For alternate LDAP directories, refer to Oracle
WebLogic documentation set.

Deployment

On Premise, Oracle Cloud Infrastructure (OCI) or other Cloud Provider capable of
providing supported Oracle Fusion Middleware

OS (On Premise
Application
Server only)

OS certified with Oracle Fusion Middleware 12.2.1.4.0
Options include:

=  Oracle Linux 7

= AIX 7.2+

= Solaris 11.2+

=  HP-UX Itanium

https://docs.oracle.com/en/middleware/lifecycle/12.2.1.4/sysrs/system-
requirements-and-specifications.html

Note: Merchandising has been validated to run with WebLogic
Clustering. Clustering for WebLogic Server 12.2.1.4.0 is
managed as an Active-Active cluster accessed through a
Load Balancer. Validation has been completed utilizing a
RAC 19.3.0.0 Oracle Internet Directory database with the
WebLogic 12.2.1.4.0 cluster. It is suggested that a Web Tier
12.2.1.4 installation be configured to reflect all application
server installations if SSO will be utilized. For more
information, see:

Oracle Fusion Middleware High Availability Guide, 12c Part
Number E95104-03
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Technical Requirements

Data Tier

The Merchandising applications require an Oracle RDBMS 19c. General requirements for
an application server capable of running Merchandising include the following.

Supported on:

Middleware Oracle Database 19c (19.3.0+) with additional
features/options:

= Partitioning
=  Advanced Compression
=  Tablespace Encryption

Note — Installation assumes Oracle Multitenant, but limited
use license covers one PDB for Merchandising if the
customer does not desire additional database consolidation.

Deployment On Premise, Oracle Cloud Infrastructure (OCI) or other

Cloud Provider capable of providing supported Oracle
Database 19c

Detailed Oracle offerings described below

Database OS (On OS certified with Oracle Database 19c
Premise DB only)
Options include:

Oracle Linux 7
AIX 7.2+
Solaris 11.2+
HP-UX Itanium

For more details, see
https://docs.oracle.com/en/database/oracle/oracle-
database/19/install-and-upgrade.html

Merchandising is supported on the following Oracle Database Offerings, as long as the
required feature/options are available:

Note: Some database offerings are licensing supersets, so
additional requirement are included in the offer. In other
cases, customers may need to license additional database
components. Licensing information is current as of January
2020.

Installation Guide 7


https://docs.oracle.com/en/database/oracle/oracle-database/19/install-and-upgrade.html
https://docs.oracle.com/en/database/oracle/oracle-database/19/install-and-upgrade.html
https://docs.oracle.com/en/database/oracle/oracle-database/12.2/dblic/Licensing-Information.html#GUID-AB354617-6614-487E-A022-7FC9A5A08472

Technical Requirements

Oracle Offering Feature/Option/Pack
Database Type
Offering
Oracle Oracle Partitioning Tablespace
Multitenant Advanced Encryption
Compression
Oracle On Premise | Extra Cost Extra cost Extra cost Extra cost
Database Option for more | option option option
Enterprise than one PDB
Edition (EE) .
(A restricted Requires the
use license for Oracle
Oracle Advar!ced
Multitenant is Sec_:urlty
included with all option
Oracle
Database
offerings. Only
one PDB is
required for
Merch install,
but this limits
further
database
consolidation)
Oracle On Premise | Extra Cost Extra cost Extra cost Extra cost
Database Option for more | option option option
Enterprise than one PDB
Edition on .
Oracle (A restricted Requires the
Exadata use license for Oracle
Database Oracle Advar!ced
Machine Multitenant is Sequrlty
(EE-Exa) included with all option
Oracle
Database
offerings. Only
one PDB is
required for
Merch install,
but this limits
further
database
consolidation)
Oracle Cloud on Included Included Included Included
Database OClI
Cloud
Service
Enterprise
Edition -
High
Performanc
e (DBCS
EE-HP)
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Technical Requirements

Oracle
Database
Offering

Type

Offering

Feature/Option/Pack

Oracle

Multitenant

Oracle

Advanced
Compression

Partitioning

Tablespace
Encryption

Oracle
Database
Cloud
Service
Enterprise
Edition -
Extreme
Performanc
e (DBCS
EE-EP)

OCl

Cloud on

Included

Included

Included

Included

Oracle
Database
Exadata
Cloud
Service
(ExaCS)

OcClI

Cloud on

Included

Included

Included

Included

Additional Data Tier Recommendations

While not strictly required, the following data tier options are recommended for high
availability and disaster recovery of production environments.

Oracle Database
Offering

Offering
Type

Feature/Option/Pack

Oracle
Diagnostics

Pack

Oracle Real
Application
Clusters

Oracle Active
Data Guard

Oracle Database
Enterprise Edition
(EE)

On Premise

Extra cost option

Extra cost option

Extra cost
option*

Oracle Database
Enterprise Edition on
Oracle Exadata
Database Machine
(EE-Exa)

On Premise

Extra cost option

Extra cost option

Extra cost
option*

Oracle Database
Cloud Service
Enterprise Edition -
High Performance
(DBCS EE-HP)

Cloud

Included

Included

Included

Oracle Database
Cloud Service
Enterprise Edition -
Extreme
Performance (DBCS
EE-EP)

Cloud

Included

Included

Included
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Oracle Database Offering Feature/Option/Pack
Offering Type
Oracle Oracle Real Oracle Active
Diagnostics Application Data Guard
Clusters
Pack
Oracle Database Cloud Included Included Included
Exadata Cloud
Service (ExaCS)

Note: When using a RAC database, all JDBC connections
should be configured to use THIN connections rather than
OCI connections. Additional information can be found in:

Oracle Real Application Clusters Administration and
Deployment Guide
19C (19.3.0.0) E95728-04

Note: As of January 2020, a license to Oracle GoldenGate
includes a license to Oracle Active Data Guard. If you are
licensing GoldenGate to implement Merchandising and DAS
on Oracle Database Enterprise Edition (EE) or Oracle
Database Enterprise Edition on Oracle Exadata Database
Machine (EE-Exa), Active Data Guard may not require
additional cost.
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Technical Requirements

Additional Data Tier Options

Optional - Replication to Data Access Schema (DAS) via GoldenGate

Merchandising can replicate a subset of business data to a read only Data Access
Schema (DAS). The data access schema includes a layer of views that provide
integration contracts to the data below. This allows customers to build customer code
against these versioned views without worrying about the impact of base Merchandising
schema changes in later patches and updates.

Data Access Schema (DAS) is populated via simple, one-way replication from
Merchandising.

Oracle Retail does not prescribe a specific replication technology. Customers can use
any preferred replication technology (for example, Oracle GoldenGate) that supports
basic unidirectional data and DDL replication. Merchandising does provide Oracle
GoldenGate based source and target configurations. If Customers use Oracle
GoldenGate, they should use

Supported on:

GoldenGate version 18.1

Deployment Microservices Architecture

https://www.oracle.com/middleware/technologies/goldengate.html

Use of DAS and replication via Goldengate are strictly optional. There is no impact to

base Merchandising processes if DAS is not implemented. DAS is often useful for

customers with complex custom integration to third party systems

DAS is also very useful if a retailer wants to run Merchandising and DAS and third party

integrations/reporting in different locations. Customers should consider the use cases for

DAS when determining the best topology.

Examples of supported topologies include:

= Merchandising On Premise/Customer Data Center to On Premise/Customer Data
Center DAS

= Merchandising On Premise/Customer Data Center to DAS on OCI

= Merchandising On OCI to DAS on OCI

= Merchandising On OCI to DAS On Premise/Customer Data Center

GoldenGate itself is available as an on premise license, which can be installed either in

the customer’s data center or as BYOL in OCI.

As of initial publication of this document (January 2020), customers may also choose to
use the GoldenGate image on OCI Marketplace if their DAS target will be in Oracle Cloud
Infrastructure (OCI).

https://blogs.oracle.com/dataintegration/free-goldengate-software-on-oci-marketplace

The GoldenGate image on OCI Marketplace is an excellent option for development and
test environments if the target DAS database will be in OCI.

Customers should evaluate their HA and DR requirements for production DAS during
their planning process. HA and DR requirements are often a deciding factor in whether
the full Maximum Availability Architecture (MAA) architecture for GoldenGate, and
therefore the on premise license, is required for production.
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Requesting Infrastructure Software

Requesting Infrastructure Software

If you are unable to find the necessary version of the required Oracle infrastructure
software (database server, application server, WebLogic, etc.) on the Oracle Software
Delivery Cloud, you should file a non-technical ‘Contact Us’ Service Request (SR) and
request access to the media. For instructions on filing a non-technical SR, see My Oracle
Support Note 1071023.1 — Requesting Physical Shipment or Download URL for Software
Media.

Verify Single Sign-On
If RMS is not being deployed in a Single Sign-On environment, skip this section.

If Single Sign-On is to be used, verify the Oracle Identity Management 12c version
12.2.1.4 has been installed along with the components listed in the above Application
Server requirements section. Verify the HTTP Server is registered with the Oracle Access
Manager (OAM) 12c as a partner application.

Supported Merchandising On-Premise Products

The Oracle Retail Merchandising System supports integration with the following on
premise Oracle Retail Merchandising applications.

Product Version
Oracle Retail Pricing 19.0.1
Oracle Retail Allocation 19.0.1
Oracle Retail Invoice Matching 19.0.1
Oracle Retail Sales Audit 19.0.1
Oracle Retail Trade Management 19.0.1

Supported Oracle Retail Merchandising On-Premise Products

The Oracle Retail Merchandising System supports integration with the following on
premise Oracle Retail applications.

Product Version
Oracle Retail Xstore Suite 19.0
Oracle Retail Store Inventory Management(SIM) 16.0.2+
Oracle Retail Warehouse Management System (RWMS) 16.0.2+
Oracle Retail Advanced Inventory Planning (AIP) 16.0.3
Oracle Retail Customer Engagement 18.0+
Oracle Retail Order Broker 19.0
Oracle Retail Order Management System 19.0
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Supported Oracle Retail Integration on Premise Technologies

Supported Oracle Retail Integration on Premise Technologies

The Oracle Retail Merchandising System supports integration with the following on
premise Oracle Retail Integration products.

Integration Technology Version

Oracle Retail Integration Bus (RIB) 19.0.1

Supported Oracle Retail Integration Cloud Technologies

The Oracle Retail Merchandising System supports integration with the following Oracle
Retail Integration Cloud Services.

Integration Technology Version

Oracle Retail Integration Cloud Service 16.0.030+, 19.0

Supported Oracle Retail Cloud Service Products

The Oracle Retail Merchandising System supports integration with the following Oracle
Retail Cloud Services.

Product Version

Merchandise Financial Planning Cloud Service 18.0+

Oracle Retail Merchandise Financial Planning Enterprise Edition 18.0+
Cloud Service

Oracle Retail Assortment and Item Planning Cloud Service 18.0+

Oracle Retail Assortment and Item Planning Enterprise Edition 18.0+

Cloud Service

Oracle Retail Demand Forecasting Cloud Service 18.0+

Oracle Retail Predictive Application Server Cloud Edition 18.0+

Oracle Retail Order Broker Cloud Service 18.1+

Oracle Retail Order Management System Cloud Service 18.2+

Oracle Retail Customer Engagement Cloud Service 18.0+

Oracle Retail Insights Cloud Service Suite 16.0.2+, 18.0+
Oracle Retail Store Inventory Operations Cloud Service 18.1+
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Supported Oracle Applications

The Oracle Retail Merchandising System supports integration with the following Oracle

applications.
Requirement Version
Oracle E-Business Suite Financials 12.2
Oracle PeopleSoft Financials 9.2
Oracle Cloud Financials Most Current Cloud Service
Release
Oracle Warehouse Management Cloud (WMS) 19C+

UNIX User Account Privileges to Install the Software

A UNIX user account is needed to install the software. The UNIX user that is used to
install the software should have write access to the WebLogic server installation files.

For example, “oretail.”

Note: Installation steps will fail when trying to modify files
under the WebLogic installation, unless the user has write
access.

Verify RMS and SIM Inventory Adjustment Reason Codes

SIM and RMS must have the same inventory adjustment reason codes to work properly.

New DB Directory for Purge and Archive Setup

As part of 19.0, archive feature of Purged RMS transaction data has been added and
this requires a new DB directory to be created which points to a physical shared mount
point which is accessible from both DB server and Application server (if batch is planned
to be installed in Application server). Please follow the steps for creating a New DB

directory:

This DB directory is used for exporting RMS transaction data archive dump file using data

pump.

1. Create a new DB Directory with the directory name as “DPUMP_PRGARCH_DIR” by
executing below command:

2. CREATE DIRECTORY DPUMP_PRGARCH_DIR AS <path of physical shared mount
location>;

3. Provide necessary grants on DB directory to RMS Schema Owner by executing the
below command:

4. Grant read, write on directory DPUMP_PRGARCH DIR to <
RMSSchemaOwner :RMS19DEV>;

5. Make sure to have the physical shared mount has restrictive permissions which is
accessible from both DB server and Application server (if batch is planned to be
installed in Application server).

6. chmod -R 755 <DPUMP_PRGARCH DIR>
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2
Database Installation Tasks

This chapter describes the tasks required for a full database installation.

Data Access Schema

Data Access Schema (DAS) exposes a subset of core RMS data to external
applications via database replication. DAS allows these applications read only access
RMS data as they need it. The use of a separate schema insulates core RMS
processes from outside requests for information. If you choose to implement the DAS
schema, refer to the DAS implementation section.

RMS Database Schema Distribution — Oracle Retalil
Applications Included

The RMS 19.0.1 release contains an installer package that can be used to install the
database objects for the following products: RMS, ReSA, RTM, RPM, RelM, and

Allocation.

Note: The Java application installers for RPM, RelM,
ReSA, and Allocation are separately downloadable
under their respective products. It is only the database
schema component of these applications that is included
with the RMS release.

Create Staging Directory for RMS Installer

To create the staging directory for RMS installer, complete the following steps.

Note: The same installer can be used to install multiple
RMS components. If you are installing any of the RMS
components (Database, Batch, or Application) on the
same server, they can use the same installer and this
step does not need to be repeated.

Login to the database server with a login that can connect to the RMS database.
Create a staging directory for the RMS installation software.

Copy the rms19installer.zip file from the RMS 19.0.1 release to the staging
directory. This is referred to as STAGING_DIR when installing database
software.

4. Change directories to STAGING_DIR and extract the rms19installer.zip file. This
creates an rms/installer/ subdirectory under STAGING_DIR.

Note: The DB Schema and Batch install can be run at
the same time, with the same installer, since they are
configured to run from the database server. To run both,
please follow instructions from the DB Schema Full
install and Batch Full install sections of the install guide.
This will ensure that both DB Schema and batch have
the same RETAIL_HOME. When running the installer,
select the Install Schema and Install batch check boxes.
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Establish a Database Partitioning Strategy

Partitioning is mandatory for specific tables. Review this entire section before
proceeding with the installation.

Note: Ensure the installer is used to automatically run
the partition.ksh script when using the Sample
Partitioning strategy. Do not run partion.ksh manually
unless steps 1 and 2 below have been completed fully
for the tables you wanted partitioned.

Sample Partitioning

The RMS 19.0.1 database schema installation runs the partitioning script
(partition.ksh) automatically using a sample partitioning strategy if you do not run the
partition script yourself. This is acceptable for development or demo installations and
allows for a simpler installation. However, the resulting partitioning strategy is not
suitable for production environments. It is highly recommended that the Production
Partitioning section below be followed rather than allowing the installer to implement
the sample strategy. The installer can be used to install the RMS database schema
regardless of the choice made here.

Production Partitioning

Requirements for mandatory and optional partitioning are defined in the Microsoft
Excel spreadsheet located in
STAGING_DIR/rms/installer/mom/Cross_Pillar/partitioning/source/RMS_partition_def
inition.xlIsx. Since partitioning strategies are complex, this step should be
implemented by an experienced individual who has a thorough understanding of
partitioning principles and the data to be partitioned.

Use the Microsoft Excel spreadsheet to determine an appropriate partitioning
strategy
(STAGING_DIR/rms/installer/mom/Cross_Pillar/partitioning/source/RMS_ partition_de
finition.xlsx). The Partition Method column indicates the recommended partitioning
options for each table. Refer to the information in this file to modify the DDL for
partitioned tables. This can be done by manually changing the file
STAGING_DIR/rms/installer/mom/Cross_Pillar/ddl/1_rms_tab_ddl.sql or by
implementing the process defined below.. This file will be used later in the installation
process.

Note: Refer to Oracle Database Concepts 12 ¢ Release
1 (12.1) Chapter 4 “Partitions, Views, and Other Schema
Objects” for further details regarding partitioning
concepts.

Beginning with hash partitions, complete the following process.

Hash partitions: 0 calculates the number of hash partitions and sub-
partitions, enter values for the three parameters highlighted in yellow at the
top of the RMS worksheet. Altering these values will update the Number of
Partitions column for HASH partitioned/sub-partitioned tables. The values in
these columns indicate the number of hash partitions/sub-partitions to create.
Keep in mind that the number of hash partitions should be a power of 2.

Partition Factor: This value is used to adjust the number of hash partitions. It
is based on the number of active items per location and transactions per
location/day. If the number of items/location and/or transactions/store/day is
low, the value of partition factor should be high. This will calculate fewer
hash partitions. The typical factor value ranges from 2 to 4; and in some
cases, it can be 10 or more.
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Note: Changing the items/location and
transactions/store/day fields on the worksheet does not
automatically impact the factor value. They are used as
a point of reference only.

Sub-Partition Factor: This value is used to adjust the number of hash sub-
partitions. The partition strategy for historical information determines the value of this
number. If the number of range partitions is high, the value of sub-partition factor
should be high to control the number of sub-partitions. Typically, this value is 2.

Locations: The total number of active stores and warehouses.

Range partitions: Determine the purging strategy for all of the tables that are
RANGE partitioned. Each partition should have a range of multiple key values. For
example, if the strategy were to have data available for one year and to purge it every
three months, five partitions would be created. In this case, four 3-month partitions
and a max value partition to contain all data greater than the defined ranges would
result. Refer to the Comments column and update the value in the Number of
Partitions column. The value in this column indicates the number of range partitions
to create.

Interval partitions: Interval partitioning is an extension of range partitioning wherein
the database automatically creates interval partitions as data for that partition is
inserted. Determine the purging strategy for all of the tables that are INTERVAL
partitioned. Each partition should have a range of multiple key values. For example, if
the strategy were to have data available for 90 days and to purge it every week, you
can create one 7-day partition, with an interval of 7 days. In this case, one 7-day
partition would be created and any data that is inserted past the initial 7-day range
will have a new partition automatically create to store the new data. Refer to the
Comments column and update the value in the Number of Partitions column. The
value in this column indicates the number of initial range partitions to create.

List partitions: The DAILY_ITEM_FORECAST, ITEM_FORECAST,
DEAL_ITEMLOC_DCS, DEAL_ITEMLOC_DIV_GRP, DEAL_ITEMLOC_ITEM, AND
DEAL_ITEMLOC_PARENT_DIFF must be LIST partitioned. If number of partition
keys is relatively static, change the value in the Partition Method column to LIST
where allowed. This method will ensure that each partition key has a separate
partition and that none are empty. The Number of Partitions column will be
automatically updated with the proper number of locations in the event the partition
method is changed. The value in this column indicates the number of list partitions to
create.

Step 1: Modify partition_attributes.cfg

Modify
STAGING_DIR/rms/installer/mom/Cross_Pillar/partitioning/source/partition_attributes
.cfg based on the partitioning strategy defined in RMS_ partition_definition.xIsx.
Changes to this file should be made only as indicated.

partition_attributes.cfg file: (file is comma-delimited)

Sample Entry:

ITEM LOC HIST,EOW DATE,RANGE,item loc hist.eow date.date, 64,10C,HASH,item loc
hist.loc.number, 64, RETAIL DATA

* Field 1: Table Name - Do not modify
» Field 2: partition Key - Do not modify

* Field 3: partition Method - Modify based on value in Partition Method column in
RMS_ partition_definition.xIsx - Valid values are RANGE, LIST, HASH, or
INTERVAL (case sensitive)
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» Field 4: partition Data Definition Filename - Do not modify - This field is
ignored if Partition Method is not RANGE or LIST or INTERVAL

* Field 5: partition Hash Count — Modify based on value in Hash Partitions
Calculated column in RMS_ partition_definition.xIsx. In case of INTERVAL
partition, this field will contain a partition interval value (e.g. 7 days in one
partition). This field is ignored if Partition Method is not HASH or INTERVAL.

= Field 6: Interval Unit - Used and required for INTERVAL partition only.
Expected values are 'DAY' or ' MONTH'.

»= Field 7: sub-Partition Key - Do not modify

* Field 8: sub-Partition Method - Modify based on value in Sub-partition Method
column in RMS_ partition_definition.xIsx - Valid values are LIST or HASH (case
sensitive)

*» Field 9: sub-Partition Data Definition Filename - Do not modify - This field is
ignored if Sub-Partition Method is not RANGE, LIST, or INTERVAL

» Field 10: sub-Partition Hash Count - Modify based on value in Hash Sub-
partitions Calculated column in RMS_partition_definition.xIs. This field is ignored
if Sub-Partition Method is HASH

» Field 11: Tablespace Name - Optional. Default is RETAIL_DATA

Step 2: Modify Data Definition Files

Tables partitioned or sub-partitioned by RANGE, INTERVAL or LIST have a
corresponding data definition file in the
STAGING_DIR/rms/installer/mom/Cross_Pillar/partitioning/source/data_def” directory
and should not be removed or renamed. These files are used to define the data
boundaries for each partition. Values must be entered in each file based on the data
type of the Partition Key column in RMS_ partition_definition.xls. Refer to the
Comments column in this file for additional information. The value in the Number of
Partitions column indicates the number of entries to place in the data definition file.
For INTERVAL partitioning, a single entry in the data definition file will be sufficient.
The format of a data definition file name is <table name>.<partition key
column>.<partition key data type> (for example, item_loc_hist.eow_date.date). When
placing data into these files, enter one data partition value per line.

When entering varchar2 values in a data definition file, do not use quotation marks.
When defining date values, use the DDMMYYYY format.
sampletable.action_date.date:

01012004

01012005

sampletable.state.varchar2:

Minnesota

Towa

sampletable.location.number:

1000

2000

When using RANGE patrtitioning, the data definition files will use the value less than
concept. For example, in sampletable.action_date.date above, the first partition will
contain all data less than 01012004. The second partition will contain all data greater
than or equal to 01012004 and less than 01012005. A third MAXVALUE partition will
automatically be created for all data greater than or equal to 01012005.

When using INTERVAL partitioning, the data definition file can be populated with one
date entry to create the first range. Future partitions will be added automatically when
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data is inserted into the table for dates greater than the defined range and
corresponding interval.

When using LIST partitioning, the data definition files will use the value equal to
concept. For example, in sampletable.state.varchar2 above, the first partition will
contain all data equal to Minnesota. The second partition will contain all data equal to
lowa.

Step 3: Generate DDL for Tables — Run partition.ksh

1. Copy STAGING_DIR/rms/installer/mom/Cross_Pillar/ddl/1_rms_tab_ddl.sql to
STAGING_DIR/rms/installer/mom/Cross_Pillar/partitioning/rms.tab.

2. Execute
STAGING_DIR/rms/installer/mom/Cross_Pillar/partitioning/source/partition.ksh at
the UNIX command prompt. This script reads configuration information from the
partition_attributes.cfg file and generates the partitioned DDL file
STAGING_DIR/rms/installer/mom/Cross_Pillar/partitioning/rms_part.tab. This file
is used later during the installation process.

Sample output from partition.ksh:
STAGING DIR/installer/mom/Cross_Pillar/partitioning/source >
./partition.ksh
FHHHEF AR R R A
#H#
# partition.ksh:
# This script will read the partition attributes.cfg file and any
referenced
# data definition files and generate partitioned DDL.
S i i
##4
# The non-partitioned DDL file is ../rms.tab.
# The partitioned DDL file that will be generated is ../rms part.tab.
SR i
#H#
Checking partition attributes.cfg for errors
Generating Partitioned DDL for DAILY DATA
Generating Partitioned DDL for DAILY ITEM FORECAST
Generating Partitioned DDL for DAILY SALES DISCOUNT

partition.ksh has generated the DDL for partitioned tables in the
../rms_part.tab file.
Completed successfully

Create the RMS Database

It is assumed that Oracle Database 19c, with appropriate patches, has already been
installed. If not, refer to Data Tier Requirements in Chapter 1 before proceeding.
Additionally, STAGING_DIR in this section refers to the directory created in Create
Staging Directory for RMS Database Schema Files in Part |, Chapter 1.

Review the Establish Database Partitioning Strategy section before continuing.

If a database has already been created, it is necessary to review the contents of this
section to determine if all database components have been installed and configured
properly. Refer to appendices A, B, C in this document.

If a database instance has not been created, create one using database creation
templates via DBCA in silent mode.
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Create the Database Instance Using Oracle Generic Template

Prerequisites:

19.3.0+ binary must have already been installed along with the appropriate one-
off patches. Refer to the Database Server Preinstallation section for all the
required one-off patchesBackground

Oracle Retail no longer deliver custom database template files. Instead,
databases can be created using the generic Oracle delivered template in the
directory$ORACLE_HOME/assistant/dbca/template.

SORACLE HOME/assistantsdbca/templates>

-—> 1ls -1 General Purpose.dbc

—rW-r—--—----— 1 rgbuora dba 4768 Apr 17 2019 General Purpose.dbc

Instance Creation Using the Generic Template via DBCA

1.

Ensure ORACLE_HOME and ORACLE_BASE is in the path:

export ORACLE HOME=<Location for Oracle Home >
export ORACLE BASE=<Location for Oracle Base>
export PATH=SORACLE HOME/bin:$PATH

.cd into SORACLE_HOME/assistants/dbca/templates

Execute the following command to create an instance:

SORACLE HOME/bin/dbca -silent -createDatabase -templateName
General Purpose.dbc —-gdboName DB NAME -sid DB SID -
createAsContainerDatabase true -SysPassword oraclel -
SystemPassword oraclel -emConfiguration NONE -datafileDestination
<Datafile Location> -characterSet AL32UTF8 -nationalCharacterSet
AL16UTF16 -redoLogFileSize 100 -initParams nls date format=DD-MON-
RR,nls language=AMERICAN,nls calendar=GREGORIAN, fast start mttr ta
rget=900

The above will create a container database using all the default parameters set
by dbca. Please replace the pfile by taking a copy from Appendix: Oracle 19cR1
Database Parameter File but customize the values according to the need of your
environment.

If you wish to create a non-container database, replace [-
createAsContainerDatabase true] with [-createAsContainerDatabase false].
Execute the following command to create a pluggable database if this is a
container environment:

CREATE PLUGGABLE DATABASE PDB NAME ADMIN USER PDBADMIN
IDENTIFIED BY pdbadmin pwd ROLES=(CONNECT) file name convert=('<Old
Locationof PDB Datafiles>', '<New Location for PDB Datafiles>');

alter pluggable database pdb name open;

alter system register;

Post Database Creation Setup

The above commands create a database with all files in one directory. Multiplex
the redo logs and the control files following the OFA architecture.

Configure the listener and the thsnames entry.

Log into the pluggable database to create the required tablespaces accordingly.
For non-container databases, log into the database as normal to create the
tablespaces.
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Create Required RMS Tablespaces
Release 19.0.1 uses the tablespaces RETAIL_DATA, RETAIL_INDEX.
ENCRYPTED_RETAIL_DATA, ENCRYPTED_RETAIL_INDEX and
FLASHBACK_DATA.
The ENCRYPTED_RETAIL_DATA and ENCRYPTED_RETAIL_INDEX tablespaces
hold data, which may include Personally Identifiable Information data (PIl Data). If
you hold the Advanced Security Option license, you can choose to create these two
tablespaces with TDE tablespace encryption to protect the PII data at rest. If you do
not hold an Advanced Security Option license, you can create the tablespaces as
normal tablespaces. The tablespace names must always be
ENCRYPTED_RETAIL_DATA and ENCRYPTED_RETAIL_INDEX regardless of
whether TDE encryption is used, because the table and index creation scripts look for
these specific names.
1. Modify STAGING_DIR/rms/installer/create_db/create_rms_tablespaces.sql. The

table below shows the default initial sizes.

2. Once this script has been modified, execute it in SQL*Plus as sys.
= For Example: SQL> @create_rms_tablespaces.sql
3. Review create_rms_tablespaces.log for errors and correct as needed.

If you do not wish to use TDE tablespace encryption follow below steps else for
TDE encryption skip to step 5.

a. Modify STAGING_DIR/rms/installer/create_db/create_encrypted_
tablespaces_no_TDE.sql.

b. Run the script using SQL*Plus as sys.

c. Review Create_encrypted_retail_tablespaces_no_TDE.log for errors and
correct as needed.

5. If you hold an Advanced Security Option license and wish to use TDE tablespace
encryption

a. Modify STAGING_DIR/rms/installer/create_db/create_encrypted_
tablespaces_TDE.sql.

b. Run the script using SQL*Plus as sys.
c. Review Create_encrypted_retail_tablespaces_TDE.log for errors and correct
as needed.

d. Refer to Appendix: Tablespace Creation for details about how to create
tablespaces in an encrypted format.

Note: The partitioning strategy determines the size of
RMS tablespaces. Be aware that increasing the number
of partitions may necessitate an increase in the size of
the required tablespaces. It is important to be accurate
when sizing tablespaces prior to the installation of RMS.
Failure to do so results in “insufficient space” errors,
which require a complete re-install of RMS.

The standard tablespace scripts contain the DDL for creating the required
tablespaces, which can extend up to the following sizes:

TABLESPACE_NAME Size
ENCRYPTED_RETAIL_INDEX 12G
ENCRYPTED_RETAIL_DATA 10G
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RETAIL_INDEX 10G
RETAIL_DATA 8G
LOB_DATA 2G
USERS 2G
FLASHBACK_DATA 2G

These sizes are sufficient if the initial values in the
STAGING_DIR/rms/installer/mom/Cross_Pillar/partitioning/source/RMS _ partition_def
inition.xlIs spreadsheet are used without modifications. Although using the initial
values is not recommended for a production environment, it is possible to use them
for creating a small test environment. For additional assistance with production
database sizing, please work with your implementation partner or contact Oracle
Retail Consulting.

Create the Schema Owner for RMS

Create an Oracle schema that will own the RMS application.

Note: The RMS schema owner must be created prior to
running the RMS database schema installation. The
installer will validate this user before proceeding with
installation.

Change directories to STAGING_DIR/rms/installer/create_db.

2. The create_user script relies on empty roles, being created. Log into sqlplus sys
as sysdba and run the following commands to create the roles.
SQL> Qcreate roles.sqgl

3. Enter the following command to create the schema owner:
SQL> @create user.sqgl

The following prompts will occur:

= Schema Owner — the Oracle user that will own all RMS objects. Referred to
in this install guide as RMS19DEV

= Password — the password for RMS19DEV
= Temp Tablespace — the temporary tablespace for RMS19DEV
4. Check the log file create_<Schema Owner>.Ist for any errors.

Create the Database User for BDI RMS INT SCHEMA

1. Enter the following command to create the BDI RMS Integration Schema:
SQL>@create bdi int user.sqgl
The following prompts will occur:

» Please enter the BDI INT schema: The BDI RMS Integration Schema is
referred to in this install guide as BDI_RMS_INT_SCHEMA

» Please enter the password for the user: the password for
BDI_RMS_INT_SCHEMA user

= Please enter the temporary tablespace for the user: the temporary
tablespace for BDI_RMS_INT_SCHEMA

2. Check the log file create_BDI_RMS_INT_SCHEMA.Ist for any errors.
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Create the Database User for Allocation (Optional)

1.

To create the database user for where Allocation temporary tables will be stored,
complete the following steps.

Change directories to STAGING_DIR/rms/installer/create_db

Log into sqlplus as sysdba and run the following command:
SQL> @create user_generic.sql

The following prompts will occur:

Schema Name — The name of the Allocation database user. Referred to in
this install guide as ALLOC19DEV

Password — the password for ALLOC19DEV
Temp Tablespace — the temporary tablespace for ALLOC19DEV

Create the Database User for Demo Data (Optional)

The RMS demo data user is only required if you will be seeding RMS during
installation with optional demo data. To create the demo data user, complete the
following steps.

1.
2.

Change directories to STAGING_DIR/rms/installer/create_db

Log into sqlplus as sysdba and run the following command:
SQL>@create user generic.sql

The following prompts will occur:

Schema Name — The name of the Demo database user. Referred to in this
install guide as RMS19DEMO

Password — the password for RMS19DEMO
Temp Tablespace — the temporary tablespace for RMS19DEMO

Run the RMS Database Schema Installation

1.

Note: See Appendix: RMS Database Schema Installer
Screens for details on the RMS Database Schema
installation screens and fields in the installer.

Note: The Schema and Batch installation to be done at
the same time and recommendation is to use the same
path for RETAIL_HOME. See next section for batch
installation steps

Note: If dynamic hierarchy is being used, as a pre-
installation task, update the script
<STAGING_DIR>/rms/installer/fmom/Cross_Pillar/control
_scripts/source/dynamic_hier_token_map.sql and its
language files
<STAGING_DIR>/rms/installer/mom/Cross_Pillar/langua
ges/xx/dynamic_hier_token_map_xx.sql to provide the
client name value. Refer to Merch Implementation guide
for details on dynamic hierarchy.

Change directories to STAGING_DIR/rms/installer.
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2. Source the oraenv script to set up the Oracle environment variables
(ORACLE_HOME, ORACLE_SID, PATH, and so on).

Example: prompt$ . oraenv
ORACLE_SID =[] ? mydb
prompt$

3. Verify the ORACLE_HOME and ORACLE_SID variables after running this script.

Example: prompt$ echo $ORACLE_HOME
/u00/oracle/product/mydbversion
prompt$ echo $ORACLE_SID
mydb

4. Set and export the following environment variables. These variables are needed
in addition to the environment variables set by the oraenv script above.

Variable Description Example

JAVA_HOME | Java home needed to | JAVA_HOME=/usr/javal/jdk1.8.64bit
run the GUI. Java 1.8 export JAVA_HOME

is required

NLS_LANG Locale setting for NLS_LANG=AMERICAN_AMERICA.AL32UTF8
Oracle database client | export NLS_LANG

DISPLAY Address and port of X | DISPLAY=<IP address>:0.0
server on desktop export DISPLAY

system of user running
install. Optional for
dbschema installation

Note: Unset NLS_DATE_FORMAT before running the
installer. If NLS_DATE_FORMAT is setas YYYY-MM-
DD:HH24:MI:SS, the installer will fail.

5. If you are going to run the installer in GUI mode using an X server, you need to
have the XTEST extension enabled. This setting is not always enabled by default
in your X server. See Appendix: Common Installation Errors for more details.

6. Run the install.sh script to start the installer.

Note: Below are the usage details for install.sh. The
typical usage for GUI mode is ho arguments.

Jinstall.sh [text | silent]

7. Verify that the installer reports “SUCCESS” for the Database Preinstall Check. If
it reports “FAILED,” check for errors in the output under the “Checking
environment for Database installation” section, and verify that your environment
variables are set properly.

8. For the initial RMS database installation, select the Full option on the Full Install
or Patch screen.

9. Check the Install DB Objects checkbox and continue with installer. If the Batch
and Database objects reside on the same RETAIL_HOME then click on the
Batch also.
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10. The RMS Installer provides the option of installing the Invoice Matching (RelM)
and Allocation database objects in addition to the RMS objects.

11. After the installer is complete, you can check its log file: rms-
install.<timestamp>.log.

12. The installer leaves behind the ant.install.properties file for future reference and
repeat installations. This file contains inputs you provided. As a security
precaution, make sure that the file has restrictive permissions.

Example: chmod 600 ant.install.properties

Resolving Errors Encountered During Database Schema Installation

If the installer encounters any errors, it halts execution immediately and prints to the
screen which SQL script it was running when the error occurred. Please view the log
files in $RETAIL_HOME/orpatch/logs. Additional error information for invalid objects
can be found in $SRETAIL_HOME/orpatch/logs/detail_logs/dbsgl_{schema}/invalids.
The {schema} refers to rms, rmsbdiint, raf, reim, rpm, alloc.

See Appendix: Common Installation Errors in this document for a list of common
installation errors.

Subsequent executions of the installer skip the SQL scripts, which have already been
executed in previous installer runs. This is possible because the installer maintains
entries in a table called DBMANIFEST of the scripts that have been run. It also
maintains an orpatch_restart.state file when the install restarts.

In case if you decided to drop the schemas and start the install from scratch, then
make sure the RETAIL_HOME is also removed.

Set Up Additional RMS Users

1. Few sample scripts to create application roles and database user are available
in the following location:
<STAGING_DIR>/rms/installer/mom/Cross_Pillar/utility_files. Review the scripts
as per your company’s security regulation to restrict the access based on user
responsibility.
= create_ ORMS_business_user_role.sqgl can be referred to create a new DB

role having access to objects owned by the schema owner.

= create_ ORMS_business_user.sqgl can be referred to create a new DB user
and granted the role created by create_ ORMS_business_user_role.sql
script.

= create_roles.sql creates sample roles.

= create_user_generic.sql is a generic script to create DB user having
extensive access and are assigned the roles created using create_roles.sql

Note: Evaluate the use of multiple roles and assign
appropriately to users, based on user responsibilities.

2. After users are set up, create synonyms to the owner schema for all tables,
views, sequences, functions, procedures, packages and types to which the user
has access.

3. For information, see “Appendix: Creating User Synonyms.”
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Note: create. ORMS_business_user_role.sgl and
create_ ORMS_business_user.sgl can be referred to
create RMS user with restricted privileges. Please refer
to the Oracle Retail Merchandising Operations
Management Security Guide for details.

Note: Users created with these scripts will be granted
with selective privileges on each database object. A new
object addition/patch that contains new objects will need
attention from customer database administrator. Either
grant selective privileges to the individual database
objects or re-create the role with

create_ ORMS_business_user_role.sql, which will grant
privileges to new objects for the users.

PRODUCT _VERS_CONFIG_OPTIONS

1. Run the ad-hoc script as RMS Schema Owner STAGING_DIR/rms/installer
/mom/Cross_Pillar/install_scripts/source/sys_update_prod_vers.sqlto
update the PRODUCT_VERS_CONFIG_OPTIONS table. It updates the patch
version of the other MOM products installed if any. It accepts seven values as
user input:

= first input as Allocation version

= second input as RWMS version
= third input as REIM version

= fourth input as SIM version

= fifth input as AIP version

= sixth input as RPM version

= seventh input as ReSA version

Batch Security Setup

If RMS was installed without DEMO Data, additional data setup is required to be able
to run batch programs. SEC_USER, SEC_GROUP, and SEC_USER_GROUP need
to be populated using the below scripts.

1. Log on to sqlplus as the RMS schema owner.
2. Insert into SEC_GROUP and entry for Super Group:
@<STAGING DIR>/rms/installer/create db/superGroup.sql

3. Insert the following row into SEC_USER and SEC_USER_GROUP for the
schema owner:

@<STAGING DIR>/rms/installer/create db/superUser.sql
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This section includes steps for batch installation.

Create Staging Directory for RMS Installer

To create the staging directory for RMS installer, complete the following steps.

Note: The same installer can be used to install multiple RMS
components. If you are installing any of the RMS
components (Database, Batch, or Application) on the same
server, they can use the same installer and this step does
not need to be repeated.

Log into the database server as a user that can connect to the RMS database.
Create a staging directory for the RMS installation software.

Copy the rms19installer.zip file from the RMS 19.0.1 release to the staging directory.
This is referred to as STAGING_DIR when installing batch software.

Change directories to STAGING_DIR and extract the rms19installer.zip file. This
creates an rms/installer/ subdirectory under STAGING_DIR.

Note: Refer to the following My Oracle Support note if the
operating system platform is Linux:

Doc ID 102288.1 — Precompiling Sample Pro*C Programs
on Linux Fails with PCC-02015 and PCC-02201 (Doc ID
102288.1

To fix the issue — Example:

1.

Compare the paths in the installer pcscfg.cfg to the paths for pcscfg.cfg that the Linux
OS has. The paths in the installer pcscfg.cfg are that may be invalid are

= Jusr/lib/gcc/x86_64-redhat-linux/4.1.2/include

= /usr/lib/gcc/x86_64-redhat-linux/4.4.6/include

Find the pcscfg.cfg file in the correct path in the Linux OS. The path is
= Jusr/lib/gcc/x86_64-redhat-linux/4.4.4

= Jusr/lib/gcc/x86_64-redhat-linux/4.4.7 -> 4.4.4

Back up the pcscfg.cfg file.

Edit the pcscfg.cfg file.

Change the following in the pcscfg.cfg file:

lusr/lib/gcc/x86_64-redhat-linux/4.4.6/include to /usr/lib/gcc/x86_64-
redhat-linux/4.4.7/include

Run the batch installer.
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Run the RMS Installer

To run the RMS Installer, complete the following steps:

Note: If Batch is installed along with Database installation
then this step can be skipped.

Note: See Appendix: RMS Batch Installation Screens for
details about the RMS Batch installation screens and fields
in the installer.

Change directories to STAGING_DIR/rms/installer.
2. Source the oraenv script to set up the Oracle environment variables

(ORACLE_HOME, ORACLE_SID, PATH, and so on).

Example: prompt$ . oraenv

ORACLE_SID =[] ? mydb
prompt$

3. Verify the ORACLE_HOME and ORACLE_SID variables after running this script.

Example:

/u00/oracle/product/mydbversion
prompt$ echo $ORACLE_SID
mydb

prompt$ echo $ORACLE_HOME

4. Verify that the following executables are available from PATH: make, makedepend,

Cc, ar.

Example:

commonly found:

Linux: Jusr/X11R6/bin

Here are some locations where makedepend is

5. Set and export the following environment variables. These variables are needed in
addition to the environment variables set by the oraenv script above.

Variable

Description

Example

JAVA_HOME

Java home needed to run the GUI. Java
1.8is required

JAVA_HOME-=/usr/java/jdk1.864bit

NLS_LANG

Locale setting for Oracle database client

NLS_LANG=AMERICAN_AMERICA
AL32UTF8

export NLS_LANG

DISPLAY

Address and port of X server on desktop
system of user running install. Optional for
batch installation

DISPLAY=<IP address>:0
export DISPLAY

6. If you are going to run the installer in GUI mode using an X server, you need to have
the XTEST extension enabled. This setting is not always enabled by default in your X
server. See Appendix: Common Installation Errors for more details.

7. Run the install.sh script to start the installer.
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Note: Below are the usage details for install.sh. The typical
usage for GUI mode is no arguments.

Jinstall.sh [text | silent]

8. Verify that the installer reports “SUCCESS” for the Batch preinstall check. If it reports
“FAILED,” check for errors in the output under the “Checking environment for Batch
installation” section, and verify that your environment variables are set properly.

9. Check the Install Batch checkbox and continue with installer.
10. Depending on system resources, a typical RMS batch installation takes around 30

minutes. After the installer is complete, you can check its log file in the “logs”
directory: rms-install.<timestamp>.log.

11. The installer leaves behind the ant.install.properties file for future reference and
repeat installations. This file contains inputs you provided. As a security precaution,
make sure that the file has restrictive permissions.

Example: chmod 600 ant.install.properties

Resolving Errors Encountered During Batch Installation

RETL

The RMS batch installation is a full install that starts from the beginning each time it is
run. If you encounter errors in your environment, after resolving the issue you can safely
run the batch installation again to attempt another installation. Log files for the batch
compilation can be found in the SRETAIL_HOME/orpatch/logs/rmsbatch/{lib,proc}

The RMS batch installation installs the RETL files under RETAIL_HOME.

See Appendix: RMS RETL Instructions in this document for more information about
RETL.
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Before proceeding, you must install Oracle WebLogic Server 12.2.1.4.0 with ADF and
any patches listed in the Chapter 1 of this document. The Oracle Retail Merchandising
System is deployed to a WebLogic Managed server within the WebLogic installation. It is
assumed Oracle Database has already been configured and loaded with the appropriate
schemas for your installation.

Installing a separate domain is mandated. It can be called “RMSDomain” (or something
similar) and will be used to install the managed servers. The ADF libraries should be
extended to this domain and the Enterprise Manager application should be deployed.

Note: If this domain is to be setup in a secure mode. Please
set up weblogic as SSL and refer to ORACLE Retall
Merchandising Security Guide for details on all items to
change to be in secure mode. This would best be done
before domain and application install. The domain example
below is for unsecured setup.

Middleware Infrastructure and WebLogic Serverl2c
(12.2.1.4.0) Installation

Create a directory to install the WebLogic (this will be the ORACLE_HOME):
Example: mkdir -p /u00/webadmin/products/wis_retail
1. Setthe ORACLE_HOME, JAVA HOME and DOMAIN_HOME environment
variables:
* ORACLE_HOME should point to your WebLogic installation.
= JAVA HOME should point to the Java JDK 1.8+. This is typically the same JDK
which is being used by the WebLogic domain where application is getting
installed.
Example:

Sexport ORACLE HOME=/u00/webadmin/products/wls retail

$Sexport JAVA HOME=/u00/webadmin/products/jdk java

(This should point to the Java which is installed on your server)
$export PATH=$JAVA HOME/bin:$PATH

Going forward we will use the above references for further installations.

2. Go to location where the WebLogic jar is downloaded and run the installer using the
following command:
java -jar ./fmw 12.2.1.4.0 infrastructure.jar

3. Click Next.
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4. Welcome screen appears. Click Next.

Welcome

Welcome

Auto Updates

Installation Location

Prerequisite Checks

T
!
i
» Installation Tvpe
i
¥ Installation Summary

Installation Pr

Help

5. Click Next

Oracle Fusion Middl e 12c Infi ucture

-Step 1of 8

ORACLE

FUSION MIDDLEWARE

Welcome to the Oracle Fusion Middleware 12c (12.2.1.4.0) Infrastructure Installer.

W
D‘

Use this installer to create a new Oracle home that contains the Oracle Fusion Middleware
Infrastructure software. You can then install additional Fusion Middleware products that
require the Infrastructure into the Oracle home, or you can use the Infrastructure to configure

a WebLogic Server domain for the deployment of Java and Oracle ADF applications.

For more information, see Install, Patch, and Upgrade in the Oracle Fusion Middleware

documentation library.

Context-sensitive online help is available from the Help button.

Copyright ® 1996, 2019, Oracle and/or its affiliates. All rights reserved

Next >

Cancel

Auto Updates

Welcomne

Auto Updates
Installation Location
Installation Tvpe
Prerequisite Checks

Installation Progress

L e R ans

Installation Camplete

Help

Installation Summany

Oracle Fusion Middleware 12c Infrastructure Installation - Step 2 of 8

%) Skip Auto Updates

Select patches from directory

Search My Oracle Support for Updates

< Back

OoRACLE
FUSION MIDDLEWARE

Next >

Cancel
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Enter the following and click Next.

Oracle home =<Path to the ORACLE HOME>

Example:
/u00/webadmin/products/wls retail

Oracle Fusion Middleware 12c Infrastructure Installation - Step 3 of 8

Installation Location

ORACLE
FUSION MIDDLEWARE

Welcome I
Auto Updates

Installation Location
Installation Type

Prerequisite Checks

Installation Summary

——§—€—— €%

Installation Pr eSS

Help

Oracle Home

/scratch/u00/webadmin/products/wls_retail

Feature Sets Installed At Selected Oracle Home: | View

Oracle Home may only contain alphanumeric, underscore (_), hyphen (-] or dot{.) characters and it

must begin with an alphanumeric character.

< Back Mext =

Browse

Cancel

7.

Select install type ‘Fusion Middleware Infrastructure’. Click Next.

Oracle Fusion Middleware 12c Infrastructure Installation - Step 4 of &

Installation Type

Welcome

Auto Updates
Installation Location
Installation Type
Prerequisite Checks
Installation Summary
Installation Progress
Installation Complete

€66 66—

Help

ORACLE
FUSION MIDDLEWARE

Fusion Middleware Infrastructure With Examples

2 Fusion Middleware Infrastructure

= Oracle Fusion Middleware 12c¢ Infrastructure 12.2.1.4.0
=l Core Server
Core Application Server 12.2.1.4.0
Coherence Product Files 12.2.1.4.0
Web 2.0 HTTP Pub-Sub Server 12.2.1.4.0

v

WebLogic SCA12.2.1.4.0

WebLogic Client Jars 12.2.1.4.0
= Administrative Tools
Administration Console Additional Language Help Files 12.2.1.4.0
CIE WLS Config 12.2.1.4.0
Enterprise manager 12.2.1.4.0
= Database Support
Third party JDBEC Drivers 12.2.1.4.0
WebLogic Evaluation Database 12.2.1.4.0
= Open Source Components
Fusion Middleware Maven Support 12.2.1.4.0
= JRF and Enterprise Manager
WLS for FMW 12.2.1.4.0
= Oracle Automatic Diagnostic Repository Feature Set Group
FMW Platform Generic 12.2.1.4.0

< Back Next =

T

Cancel
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This screen will verify that the system meets the minimum necessary requirements.
8. Click Next.

Oracle Fusion Middleware 12c Infrastructure Installation - Step 5of 8

Prerequisite Checks _ORACLE
FUSION MIDDLEWARE
Welcome :
Auto Updates 100%

Installation Location

Checking operating system certification
Installation Type

4<%

Checking Java version used to launch the installer
Prerequisite Checks

Installation Summary

- € - ——€

Installation Pr

Installation Complete

| View Successful Tasks View Log

4 Checking operating system certification
n used to launch the

Help | < Back Next > Cancel

9. Click Install.

Oracle Fusion Middleware 12c Infrastructure Installation - Step 6 of 8

Installation Summary %
FUSION MIDDLEWARE

Welcome + = Install Oracle Fusion Middleware 12c Infrastructure
) Auto Updates = Installation Location

Oracle Home Location: /scratchfu00/webadmin/products/wls_retail
Log File Location: /tmp/Oralnstall2020-02-27_02-18-05AM/install2020-02-27_02-18-05AM

Installation Type log
= Disk Space

Required: 2127 MB
! Installation Summary Available: 7223 MB
= Feature Sets to Install
Administration Console Additional Language Help Files 12.2.1.4.0
CIE WLS Config 12.2.1.4.0
Enterprise manager 12.2.1.4.0
Third party |DEC Drivers 12.2.1.4.0
Weblogic Evaluation Database 12.2.1.4.0
FMW Platform Generic 12.2.1.4.0
OPatch 13.9.4.2.1
Toplink Developer 12.2.1.4.0
WLS for FMW 12.2.1.4.0
Core Application Server 12.2.1.4.0
Coherence Product Files 12.2.1.4.0
Web 2.0 HTTP Pub-Sub Server 12.2.1.4.0
Weblogic SCA12.2.1.4.0
Weblogic Client Jars 12.2.1.4.0
Fusion Middleware Maven Support 12.2.1.4.0

Installation Location

Prerequisite Checks

R S

Installation Pr:

Installation Complete

Save Response File

Select Install to accept the above options and start the installation.

To change the above options before starting the installation, select the option to change in the left
pane or use the Back button.

Help | < Back Install Cancel
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10. Click Next

r -
Oracle Fusion Middleware 12c Infrastructure Installation - Step 7 of 8 o
Installation Progress C’Q—“CI—E
FUSION MIDDLEWARE
T >
;. Auto Updates 100%
I
T Installation Location
i « Prepare
T
I @ Copy
i %’  Generating Libraries
}- = %’ Performing String Substitutions
e Installation Progress
| o |Linking
Installation Camplete
b @ Setup
o Saving the inventory
%#  Postinstall scripts
View Messages v| View Successful Tasks | View Log
& Hardware and Software
ﬁ - Engineered to Work Together
Help Next = Finish

11. Click Finish

Oracle Fusion Middleware 12c Infrastructure Installation - Step 8 of 8

o)
Installation Complete ORACLE G‘
FUSION MIDDLEWARE

T ne » = Install Oracle Fusion Middleware 12c Infrastructure
L Aute Updates = Installation Location
Oracle Home Location: /scratch/u00/webadmin/products/wls_retail
Log File Location: ftmp/Oralnstall2020-02-27_02-18-05AM/install2020-02-27_02-18-05AM
.log
= Feature Sets Installed Successfully
Administration Console Additional Language Help Files 12.2.1.4.0
n Summary CIE WLS Config 12.2.1.4.0

Installation Location

Prerequisite C

Installatic

Enterprise manager 12.2.1.4.0

Third party JDBC Drivers 12.2.1.4.0

| Installation Complete WeblLogic Evaluation Database 12.2.1.4.0
FMW Platform Generic 12.2.1.4.0

OPatch 13.9.4.2.1

Toplink Developer 12.2.1.4.0

WLS for FMW 12.2.1.4.0

Core Application Server 12.2.1.4.0
Coherence Product Files 12.2.1.4.0

Web 2.0 HTTP Pub-Sub Server 12.2.1.4.0
WebLogic S5CA 12.2.1.4.0

Weblogic Client Jars 12.2.1.4.0

Fusion Middleware Maven Support 12.2.1.4.0

Installation Progress

e |

Next Step(s):
See the online help for next steps after installation.

Oracle Fusion Middleware 12c Infrastructure installation completed successfully

Help | = % Finish
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Install RCU Database Schemas

The RCU database schemas are required for the installation of configuration of domain

and retail application.

Note: Need user which have sys admin privileges to install
the RCU database schemas.

The following steps are provided for the creation of the database schemas:

1. Navigate to the directory into which RCU is installed. For example:

<ORACLE_HOME>/oracle common/bin/
Run “./rcu”

2. Click Next.

Repository Creation Utility - Step 1 of 8

) L2 1
[ i il ORACLE e
Repository Creation Utility = = =
FUSION MIDDLEWARE
| “
| ‘." Welcome ' welcome to Repository Creation Utility 12.2.1.4.0 for Oracle Fusion Middleware
i Create Reposito The Repositary Creation Utility enables you to create and drop database schemas that are required

for
Database Connection Detalls  Oracle Fusion Middleware products.

Schema Passwords
Map Tablespaces

)T\

; Select Components
T

I Summary

P S 9 Copyright @ 1996,2019, Oracle andfor its affiliates. All rights reserved.
3

Help Mext = Cancel
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3. Select Create Repository and System Load and Product Load. Click Next.

| Welcome
Jisl, Create Repository
|
Database Connection Details

Select Components

Map Tablespaces

Surnrnary

¥ Schema Passwords
7
T

’ S [

Help

Repository Creation Utility

Repository Creation Utility - Step 2 of 8

# Create Repository
Create and load component schemas into & database.

#)|Systemn Load and Product Load
| have DEA privileges.

Frepare Scripts for System Load
Create scripts for DEA to run later,

Perform Product Load
Systern Load scripts have been run by DBA

Drop Repository
Rermove component schemas from a database

< Back Mext =

ORACLE

FUSION MIDDLEWARE

oIl

Cancel
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4. Enter database connection details:
= Database Type: Oracle Database
= Host Name: dbhostname.us.oracle.com
=  Port; 1521
= Service Name: dbservicename
= Username: sys
= Password: <syspassword>
* Role: SYSDBA

Repository Creation Utility - Step 3 of 8

a2l X )
Repository Creation Utility _ORACLE m
FUSION MIDDLEWARE

Welcome

: ) Database Type: Cracle Database -
/-T\ reate Repository
il Database Connection Del Connection String Farmat: (s Connection Parameters Connection String
Host Mame: dbhostname.us.oracle.com
Port: 1521
Service Name: pborel
Username: sys as STYSDBA
Password:  jeessses
Rale: SYSDEA =
1 ’
Help < Back cCancel

5. Click Next. The Installer checks prerequisites.
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6. When the prerequisite checks are complete, click OK. Click Next.

Repository Creation Utility - Step 3of 8

Repository Creation Utility % @‘
FUSION MIDDLEWARE
| -

| wielcome
T Database Type Oracle Database -
,T\ Create Repository
T Database Connection Del Connection String Format. (o) Connection Parameters Connection String
T Select Components
T Schema Passwords
T Map Tablespaces Repository Creation Utility - Checking Prerequisites W &
\r Surmnmary. Checking Global Prerequisites
. & Initializing repesitary configuration metadata 00:00.806(ms)
& Obtain properties of the specified database 00:00.101{ms}
& Check requirement for specified database 00:07.026(sec)

I
Operation completed. Click OK to continue to next page

P m——

Help < Back Mewt = | Cancel

|-
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7. Click the Create a new prefix option, the prefix name for your schemas should be
unique to your application environment.

Example: RelM, ALLOC, ReSA, etc
8. Select the components to create:

» Meta Data Services

= Oracle Platform Security Services

Note: Once OPSS schema is selected, the following
dependent schemas will get selected automatically.

Audit Services
Audit Services Append

Audit Services Viewer

Note: STB schema will be already selected as part of the
Common Infrastructure component.

Repository Creation Utility - Step 4 of 8 ) X ]

Repository Creation Utility % m
FUSION MIDDLEWARE

+ Specify a unique prefix for all schemas created in this session. so wou can easily locate, reference,
T Welcome and manage the schemas later.
/T\ Create Reposito
v Database Connection Details Select existing prefix:
1
“i" Select Components 5 Create new prefix APPHAME
T Schema Passwords Alpha numeric anly. Cannot start with a number. Mo special
Map Tablespaces
T T Compenent Schemna Owner
T =E00racle AS Repository Components
: EHEAS Common Schernas
ECommon Infrastructure Services *
A oracle Platform Security Services
Ouser Messaging Service uMs
A Ludit Services
Maudit Services Append
B Audit Services Wiewer
[FrMetadata Services APPNAME_MDS
HAweblogic Services * APPNAME_WLS
* Mandatory component. Mandatory components cannot be deselected
1 S »
Help = Back Mext = Cancel
9. Click Next.
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10. Click OK when the repository Creation Utility is done checking prerequisites.

-

Repository Creation Utility

: Specify a unique prefix for all schemas created in this session, so you can easily locate, reference,

T Welcorne and manage the schemas later.
/T\ Create Repositol
¢ Database Connection Details Select existing prefix:
I
) Select Components R S DDRAME
+ Sk, e Repository Creation Utility - Checking Prerequisites & *, ay—
T Map Tahlespaces Checking Component Prerequisites
¢ Summary «” Common Infrastructure Services 00:00.100(ms) T
| @ Oracle Platform Security Services 00:00.100(ms)

o Audit Services 00:00.101(ms)

& Audit Services Append 00:00.101(ms)

o Audit Services Viewer 00:00,101(ms)

« Metadata Services 00:00,100(ms)

& Weblogic Services 00:00.101(ms)

MD&
Operation completed. Click OK to continue to next page. WLS
oK
# Mandatory component. Mandatory components cannot be deselected.
3 S L»
Help < Back Mext = Cancel

Repository Creation Utility - Step 4 of 8

_ORACLE
FUSION MIDDLEWARE

11. Enter password of your choice.

Note: This password is needed at the time of ADF domain
creation.

Repository Creation Utility - Step 5of 8

Repository Creation Utility OF‘,ACLE m
FUSION MIDDLEWARE

——€—€ e ——F—¢

1

Help

Welcom

e

Select Components

Summary

S

Define passwords for main and auxiliary schema users.

Create Repositol 5 Use same passwords for all schemas

Databsse Connection Details Password amaan

Alpha numeric only. Cannot start with 8 number.
No sperial characters except: §. # . _

Schema Passwords

Map Tablespaces Confirm Password: |[seeses

Use main schema passwords for auxiliary schemas

Specify different passwords for all schemas

= Eack Mext = Cancel

12. Click Next
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13.

r

Click ‘Next’.

Repository Creation Utility - Step 6 of 8

Repository Creation Utility

el ———f —

1

Welcome

Create Repository

Database Connection Details
Select Components

Schema Passwords

Map Tablespaces

Summary

= >

Help

_ORACLE
FUSION MIDDLEWARE

&)

Default and temporary tablespaces for the selected components appear in the table below.
To create new tablespaces or modify existing tablespaces,use the Manage Tablespaces Button

Component

Common Infrastructu...
Oracle Flatform Secu...

Audit Services

Audit Services Append
Audit Services Viewer
Metadata Services
weblogic Services

Schema Owner
APPMAME_STE
APPMAME_OPSS
APPMAME_1AU

APFNAME AU AF...
APPMAME AU VIE...

APPMNAME MDS
APPMAME_WLS

Default Tablespace
*APPHAME_STE
*APPMAME IAS_OPSS
*APPRAME 1AL
*APPRAME 1AL
*APPRAME 1AL
*APPMNAME_MDS
*APPMAME WS

Manage Tablespaces

Temnp Tablespace

#APPMAME_IAS_TEMP
#APPMAME_IAS TEMP
#APPMAME_IAS TEMP
#APPMAME_IAS TEMP
#APPMAME_IAS TEMP
#APPMAME_IAS TEMP
*APPMNAME_IAS_TEMP

# Default tablespaces (specified in the configuration files) are to be created upon confirmation

Encrypt Tablespace

= Back

Mext =

Cancel

14. A Repository Creation notification will appear. Click OK.

Repository Creation Utility - Ste|

Repository Creation Utility

= — —— —

1

Welcome

Create Repositony

Database Connection Details
Select Components

Scherma Passwords

Map Tablespaces

Surnmary

B 3

Help

42 Oracle Retail Merchandising System

0 6 of 8

_ORACLE
FUSION MIDDLEWARE

il

Default and temporary tablespaces for the selected components appear in the table below.
To create new tablespaces or modify existing tablespaces, use the Manage Tablespaces Button

Component

Common Im’rastructu
Orar
AUC
Auc
Auc
Met ?
el

Schema Owner
AFPNAME STE

Default Tablespace
*‘APPNAME _STB
e g

Repnsltury Creatlon Utility - Con'ﬁrmatmn G

Any tablespaces that do not already exist in
the selected schermas will be created.

Click OK to create tablespaces.
Click Cancel to return to the wizard

Cancel

Manage Tablespaces

Temp Tablespace

*APPMAME_IAS_TEMP
*APPMNAME_IAS_TEMP
*APPMNAME_IAS_TEMP
*#APPMNAME_IAS_TEMP
*#APPMAME_1AS TEMP
*#APPMNAME_1AS TEMP
*#APPMNAME_1AS TEMP

* Default tablespaces (specified in the configuration files) are to be created upon confirmation.

Encrypt Tablespace

= Back

Mext =

Cancel
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15. Tablespaces are created, and the progress will be displayed in a pop-up notification.
When the operation is completed, click OK.

Repository Creation Utility - Step 6 of 8

Repository Creation Utility %
FUSION MIDDLEWARE

 Default and termporary tablespaces for the selected components appear in the table below

welcome To create new tablespaces or modify existing tablespaces,use the Manage Tablespaces Button

Create Pepositary

Database Connection Details Manage Tablespaces

Select Comnponents

Schema Passwords Component Schema Owner Default Tablespace Temp Tablespace

Common Infrastructu... APPMNAME STE *APPNAME_STE *#APPMAME_IAS TEMP
: “HAME IAS TEMP
CO'MNAME_IAS TEMP
‘alidating and Cresting Tablespaces 'NAME_IAS TEMP
'MAME 1AS TEMP
'MAME 1AS TEMP
'MAME 1AS TEMP

Map Tablespace=
Repository Creation Utility - Creating Tablespaces > X

[{

—€—HE—€ —€—€—F —€

Surnmary

" Check tablespace requirements for selected compon... | 00:00.101(ms)
o Create tablespaces in the repository database 00:03.815(sec)

Operation completed. Click OK to continue to next page

# Default tablespaces (specified in the configuration files) are to be crested upon confirmation

Encrypt Tablespace

Help < Back Mext = Cancel

16. Click Create. The schema is created.

Repository Creation Utility - Step 7 of 8

Repository Creation Utility %
FUSION MIDDLEWARE

| Welcome Database details

—

/'T\ Create Reposito Host Mame mspO0ayz. us.oracle com
_|_ Database Connection Details Port 1521
_|_ Select Components Service Mame PROLSPOSARP
e Connected As sys as SYSDEA
T Operation Systemn and Data Load concurrently
¥ Map Tshlespaces
\:J Summary Prefix for (prefixable) Schema Owners APPNAME
Compaonent Schema Owner Tablespace Type Tablespace Mame
Common Infrastructure Services  APPMAME_STE Default APPHAME_STE
Temp APPMAME_|AS TEMP
Additional [Mone]
i
Oracle Platform Security Services APPMAME_OPSS Default APPMAME_|AS OPSS §
Temp APPHAME_IAS_TEMP |
Additional [Mone]
Audit Services APPMAME_IAU Default APPHAME_|AU
Temp APPMAME_IAS_TEMP
Additional [Mone]
Audit Services Append APPMAME_IAU_APPEND Default APPMNAME_LAU
Ternp APPHAME_|AS_TEMP
Additional [Mone]
Audit Services Viewer APPMAME_|AU_WIEWER Default APPRAME_|IAU
Temp APPMAME_IAS_TEMP
ardditinral Ihans] '
Save Response File
< Back Create cancel
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Upon successful creation of database schemas, a screen will appear with all the
schemas created.

17. Click Close.
Repository Creation Utility - Step 8 of 8

Repository Creation Utility %
| FUSION MIDDLEWARE

| Database details:

Host Mame msp00ayz us.oracle.com
Part 1521
Service Name PKOLSPOSAPP
Connected As sys as STSDEBA
Cperation Systern and Data Load concurrently
Execution Time 1 rninute 49 seconds

I RCU Logfile -02- E

@ Completion Summary g Jrnp/RCU2020-02-27_05-16_326381587/logs/rcu.log
Component Log Strp/RCUZ020-02-27_05-16_326351587/00s
Directory
view Log reulog

Prefix far (prefixable]  APPMAME
Scherna Quners

Companent Status Tirmne LogfilelClick to wview)

Comrmon Infrastructure Services Success 00:10.306(zec) sth.log
Oracle Platform Security Services Success 00:18.71%(sec) op=s.log
Audit Services Success 00:13.603(zec) iau.log
Audit Services Append Success 00:09.45%(sec) iau_append.log
Audit Services Yiewer Success 00:09.450(sec) iau_viewer.log
Metadata Services Success 00:16.420(sec) mds.log
weblogic Services Success 00:16.968(sec) wls.log

Help Close
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Create a New ADF Domain (with managed server and EM)

To create a new domain and managed server with ADF libraries and EM, follow the
below steps:

1.

Set the environment variables:

export JAVA HOME=<JDK HOME>
(Example: /uOO/webadmln/products/jdk java) [JDK HOME is the location where
jdk has been installed)
export PATH=$JAVA HOME/bin:$PATH
export ORACLE HOME=<ORACLE HOME>/
(Example: /uOO/webadmln/products/wls retail)

cd SORACLE HOME/oracle common/common/bin
(ORACLE HOMEis the location where Weblogic has been installed.)

Run the following command:

./config.sh

Select Create a new domain.

Domain location: Specify the path to the <DOMAIN_HOME>
Example:/u00/webadmin/config/domains/wlis_retail/APPNAMEDomain
Click Next.

Fusion Middleware Configuration Wizard - Page 1 of 8

Configuration Type ORACLE
FUSION MIDDLEWARE

Create D i
| @i Create Domain

¢ Configuration Surnmary

Ternplates
Adrninistrator Account
Dormain Mode and JOK
Advanced Configuration

what do ywou want to do?
Configuration Pragress

_ End Of Configuration 2) Create a new domain

Update an existing domain

Domain Location: | scratch/ud0fwebadmin/configfdomains/wls_retail/APPNAMEDOMaIn Browse

Create a new domain

Help Mext = Cancel
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7.

-

Select Create Domain Using Product Templates.
Check the following components:

Oracle Enterprise Manager

Oracle WSM Policy Manager

Note: When Oracle Enterprise Manager component is
selected, the following dependent components are selected
automatically:

Oracle JRF

Weblogic Coherence Cluster Extension

Click Next.

Templates

Create Domain

= Templates

! Application Location
Administrator Account
Domain Mode and JDK
Datahase Configuration Type
Component Datasaurces
DEC Test
Advanced Configuration
Configuration Surnrmary

Configuration Progress

(—€F— €0 6 € €€

End Of Configuration

Help
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Fusion Middleware Configuration Wizard - Page 2 of 12

ORACLE
FUSION MIDDLEWARE

On

Include all previously applied templates

» Create Domain Using Product Templates:
Filter Templates:
Include all selected terplates
Awailable Templates

Basic webLogic Server Domain [wiserver] ¥

Oracle Enterprise Manager [em]

Oracle Enterprise Manager-Restricted JRF [em)]

Oracle User Messaging Service Basic [oracle_common]
Oracle JRF SOAR/IMS Web Services [oracle_commaon]
Oracle RAS Session Service [oracle_common]

Oracle WSM Policy Manager [oracle_common]

Oracle WSM Policy Manager Cloud - File [oracle_comman]
Oracle |RF [oracle_commaon]

Oracle Restricted |RF [oracle_common]

WebLoglc Advanced Web Services forJAx WS Extension [oracle_commaon]

<

<

<

Create Domain Using Custom Template:

= Back Mext = Cancel
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Application location: Application directory location. Example:
/u00/webadmin/config/applications/wls_retaillAPPNAMEDomain

8. Click Next.

Fusion Middleware Configuration Wizard - Page 3 of 12

-l x)

Application Location ORACLE (
FUSION MIDDLEWARE

Create Domain

Ternplates

Application Location

Adrninistrator Account

Dornain Mode and [DE

Database Configuration Type

Component Datasources

DEC Test Daornain name APPHAMEDOMaIN

fdvanced Configuration Dornain location Sscratchiu00/webadrin/configfdornainsfwls_retail

Coritianr tion S urahe Application location: | hfu0Qfwebadminfconfigfapplic ationsswls_retail/APPHNAMEDOMain Browse
et etz S ey =

€ —C—C—€—C—C—E—F —J

Configuration Progress

End Of Configuration

Help < Back Hext = Cancel

9. Provide the WebLogic administrator credentials and click Next:
Username: weblogic
» Password: <Password>

Fusion Middleware Configuration Wizard - Page 4 of 12

Administrator Account ORACLE
FUSION MIDDLEWARE

| q
| A Create Domain

=,

s, Templates

—%

Application Location
Administrator Account
Dornain Mode and JDK
Database Configuration Twpe

Component Datasources

DEC Test Name weblogic
Advanced Configuration Password | seessesss
Configuration Summa Confirmn Passward | s=ssssees |

—— —(——(—(—( —

Configuration Progress

End Of Configuration

Must be the same as the password. Password must contain at least & alphanumeric characters with
at least one nurber or special character.

Help < Back Mext = Cancel
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10. Select Domain Mode as Production and the JDK to use (as applicable) and
click Next.

Fusion Middleware Configuration Wizard - Page 5 of 12

> X

Domain Mode and JDK ORACLE l )i
FUSION MIDDLEWARE

st Create Dornain

5 o Domain Mode
. emplates

=

Development
. Application Location

Utilize boot. properties for username and password, and poll for applications to deploy.
Adrninistrator Account

»|Production
Domain Mode and JDK

Require the entry of a username and password, and do not poll for applications to deploy.
Database Configuration Type

Component Datasources Ik
# Oracle HotSpot 1.8.0_221 fscratch/u00fwebadminsproductssjdk_java
DEC Test -

Other |DK Location:
Advanced Configuration Joely

Configuration Summary

Configuration Progress

(———f—€—€—C—E——¢

End of Configuration

< Back Mewt = | Cancel
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11. Select RCU Data.
= Vendor: Oracle
= DBMS/Service: dbservicename
* Host Name: dbhostname.us.oracle.com
=  Port: 1521
= Schema Owner: APPNAME_STB (Example: ALLOC_STB, ReSA_STB, etc)

» Password: <Password>. This is the password that was used for RCU schema
creation.

Fusion Middleware Configuration Wizard - Page 6 of 12

v )_( |
Database Configuration Type ORACLE 4 ‘

FUSION MIDDLEWARE

st Create Dn i
’T\ Siese nilEn '| Specify AutoConfiguration Options Using:

,-T\ Templates

») RCU Data Manual Configuration

T Application Location

w Administrator Account Enter the database connection details using the schema credentials corresponding to Common

r Infrastructure Services component in the Repository Creation Utility. The Wizard uses this connection
T Domain Mode and JDK to automatically configure the datasources required for components in this domain.

) Database Configuration Ty

| wendar: |Oracle w  Driver: *¥Oracle's Driver (Thin) for Service connections; .«
2 Component Datasources

IDEC Test #) Connection Parameters Connection URL String

., Advanced Configuration Host Name: | dbhostname.us.oracle.com

Configuration Summary )
DEMSfSenvice: | pborcl Paort | 1521
Configuration Progress

Schema Owner: | APPMAME_STB Schema Password: | =eeses
End Of Canfiguration
Get RCU Configuration

Connection Result Log

Successfully Done.

L1 |

Click "Get RCU Configuration” button to test the connection and activate the "Mext" button.

Help < Back cancel

12. Click the Get RCU Configuration button.
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13. Click Next.

r

Fusion Middleware Configuration Wizard - Page 7 of 12

ORACLE

|DBC Component Schema
FUSION MIDDLEWARE

Create Domain 4
., Termnplates
Application Location
Adrninistrator Account
arnain Mode and JDK
atabase Configuration Type

Component Datasources

—x—)

(= =]

DBC Test
Advanced Configuration
(S0 i) i Slimi Edits to the data above will affect all checked rows in the table below.

Configuration Progress

—(—:(—(—(—c'—c'—c —

Component Scherma DEMSfService Host Narne Port |Schema Ow...|Schems Passw
End of Canfiguration LocalSvcThl Schema | PKOLSPOSAPF msp00ayz. us.ar 1521 | APPNAME_STE =swsss
WLS Schema PEQLSPOSAPF msp00ayz. us.or 1521 | APPNAME_WLi| =eewsn

OWSM MDS Schema | PEOLSPOSAPF| msp00ayz.us.or 1521 APPNAME_MD | =eewsn
OPSS Audit Schema | PKOLSPOSAPF mspO0ayz. us.or 1521 APPNAME_|AU| ======
OPSS Audit Viewer Si| PKOLSPOSAPF msp00ayz. us.or 1521 APPNAME_|AU| ======
QPSS Schemna PEOLSPOSAPF mspO0ayz. us.or 1521 APPNAME_OP:| ==e===

Help < Back Mext = Cancel

14. Click Next to test to make sure it can connect to your datasources.

IS

Fusion Middleware Configuration Wizard - Page 8 of 12

ORACLE

JDBC Component Schema Test
FUSION MIDDLEWARE

Lreste Domain A [v] Status Component Scherna JDEC Connection URL
’T\ Ternplates v & | LocalSweThl Scherna jdbe:oracle:thin: @#fmsp00ayz. us.oracle
ApRllEationiliacation | o | WLS Schema jdbe:oracle:thin: @/mspO0ayz. us. oracle
T | o | OWSM MDS Schema jdbe:oracle:thin: @/mspO0ayz. us. oracle
Adrninistrator Account
T e e A T Y TR V| @ | OPsSS aAudit Schema jdbc:aracle:thin: @ffmspO0ayz. us.oracle
T Domain Mode and |k V| @ | OPSS Audit Viewer Schema jdbe:oracle:thin: @/#mspl0ayz. us. oracle
T Database Configuration Type | [« o | OPSS Schema jdbe:oracle:thin: @/#mspl0ayz. us. oracle
T Caomponent Datasources
T JDBC Test
),r\ Advanced Configuration
@ Corfigurstion Sumrman Test Selected Connections
Configurstion Progress Connection Result Log
USEr=AFFNAME_UFS3 =
End Of Configuration Password stk
SOL Test=select 1 from schema_version_reagistry where owner=(select user from duall and mr_type
CFGPNK-64213: Test Successfull
CFGPWK-64213: |IDEC connection test was successful.
CFGPWK-64213: Mo action required
4] )

Help < Back Mext = Cancel

15. Click Next to continue.
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16. Select advanced configuration for:
=  Administration Server
= Node manager
= Topology: Managed Servers, Clusters and Coherence
= Deployments and Services
Fusion Middleware Configuration Wizard - Page 9 of 23 U
Advanced Configuration ORACLE ‘
FUSION MIDDLEWARE

~
7

— (-~ —(—C—C——(—C

Create Domain =
v| Administration Server

Modify Settings

Templates
Application Location
Administrator Account v/ Node Manager

Dormain Mode and |DK Configure Node Manager

Database Configuration Ty, v| Topology

Component Datasources Add, Delete or Modify Settings for Managed Servers, Clusters, Virtual Targets and Coherence
DEC Test

Advanced Configuratio

Domain Frontend Host Capture

Configure Domain Frontend Host

Administration Server

Hode. Manater: v/ Deployments and Services

Managed Servers
Clusters File Store

Target to Servers or Clusters

Server Templates Modify Settings
Coherence Clusters
Machines

Virtual Targets L

Partitions

Deployments Targetin:
Services Targeting

e T )

Help < Back Next = Cancel
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17. Configure the Administration Server:
= Server Name: <APP name>_AdminServer
= Listen address: Appserver Hostname or IPAddress of the Appserver Host.
= Listen port: <Port for Admin Server> Note: The port that is not already used.
= Server Groups: Unspecified

Fusion Middleware Configuration Wizard - Page 10 of 23

Administration Server ORACLE #

-
) X
FUSION MIDDLEWARE ‘

s Create Domain T

)

—3
P
&
o
F
o
b4
o

Application Location

Adrninistrator Account
Domain Mode and JDK
Datahase Configuratinn Ty

Server Name AdrninSerser

Listen Address | APPhostname.us. oracle.com| -
Component Datasources

DBC Test
Advanced Configuration || Enable SSL

Listen Port Fool

p.

Administration Server || S5L Listen Port

Mode Manager

Server Groups |Unspecified -
Managed Servers

Clusters

Server Templates
Coherence Clusters

Machines

The name must not be null or empty and may not contain any ©, =* ¥ %/ _cloned.

o |
RIS
= |
£
S |4
ol
B
o
o
&

Deployrnents Targeting

— € ——€— —{ —(——€—C—(

Services Targeting

S S e

Help < Back Mext = Cancel
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18. Configure Node Manager:

Node Manager

Create Domain

—€— €€ C—C— €~ —————C—F—J
L

)
@

F
o
o
a
o

Application Location
Administrator Account
Domain Mode and DK
Database Configuration Ty,
Component Datasources
DEC Test

Advanced Configuration
Adrninistration Server
HNode Manager
Managed Servers
Clusters

Server Templates
Coherence Clusters
Machines

Wirtual Targets
Partitions

Deployments Targeting
Senvices Targeting

Help

Node manager type: Per domain default location
Username: weblogic
Password: <Password for weblogic>

.

) )

Fusion Middleware Configuration Wizard - Page 11 of 23

ORACLE

FUSION MIDDLEWARE

Hode Manager Type

#) Per Domain Defsult Location
Per Domain Custom Location
Mode Manager Home:
Manual Node Manager Setup

Hode Manager Credentials

Username:

weblogic

Password

Confirmn Password:

Must be the same as the password. Password must contain at least 8 alphanumeric characters with
at least one nurmber or special character.

= Back Mext = Cancel
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19. Click the Add button.
= Server Name: <appname-server>
= Listen address: Appserver Hostname or IPAddress of the Appserver Host

= Listen port: <Port for Managed Server> Note: The port used here must be a free
port.

= Server Groups: JRF-MAN-SVR

Fusion Middleware Configuration Wizard - Page 12 of 23

Managed Servers OR’ACLE
FUSION MIDDLEWARE

Create Domain i
# Add Clone x Delete f@‘ Discard Changes

=
o

F
o
=3
ot
o

Application Location Server Mame Listen Address Listen Port | Enable 5SL| SS5L Listen Serser

Port Groups
Adrninistrator Account

L appsever-name APPhostname. us... ™ 7003 JRF-MAN -S>
Database Configuration Ty
Companent Datasources
DEC Test

., Advanced Configuration

—

)

o Adrninistration Server
Mode Managetr
Managed Servers

Clusters

Server Ternplates
Coherence Clusters

Machines

T =
= |2
[= 1)
£
2 |4
B g
B
£
@
5

Deployrnents Targeting

Services Targeting

€ —— — ——(—( — —

b e e

Help < Back Mext = Cancel

20. Skip Configure Clusters and click Next.

-

Fusion Middleware Configuration Wizard - Page 13 of 23

Clusters ORACI—E
FUSION MIDDLEWARE

# Add % f@‘ Discard Changes

=l
5
3
I
o
b
L=
5
3
o
S

=
o

F
o
=3
ot
o

Application Location Cluster Name Cluster Address Frontend Host Frontend HTTP Frontend HTTPS
Port Port
Adrninistrator Account

Dornain Made and DK
Database Configuration Ty)
Companent Datasources
DEC Test

Advanced Configuration

A5
P

Adrninistration Server
Mode Manager

. Managed Servers
Clusters

Server Templates
Coherence Clusters

Machines

o=
582
o o
E3
a (4
% B
B
2
&
#

Deployments Targeting

€ — —C — —{ —( — —( —( —

Services Targeting
=

e

Help < Back Mext = cancel

21. Do not change anything and click Next.
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Fusion Middleware Configuration Wizard - Page 14 of 23

Server Templates OR’ACLE
FUSION MIDDLEWARE

Create Domain s
l# Add R Del @ Discard Changes
Ternplates

Application Location Name Listen Port S5L Listen Port Enable 551
Adrninistrator Account
Dormain Mode and JOK
Datahase Configuration Tyj

wsm-cache-servertemp 7100 8100
wsmpr-servertemplate 7100 8100

Component Datasources
DBC Test
Advanced Configuration

Adrninistration Server

—F——€—C——C—C—F—F

Node Manager
Managed Servers

Clusters

| € —€ —€ —€ —€ — €~ —( —( —C

Server Templates
Coherence Clusters
Machines

Wirtual Targets I
Partitions

Deployrnents Targeting
Sendices Targeting

G

Help < Back J Mext = Finist Cancal‘

22. Click Next.

5

Fusion Middleware Configuration Wizard - Page 15 of 23

Coherence Clusters _ORACLE
FUSION MIDDLEWARE

. Create Domain

ID

@ Discard Changes
Templates

Application Location Cluster Name Cluster Listen Port
Administrator Account | defaultCoherenceCluster 7574
Domain Mode and JDK
Database Configuration Ty
Component Datasources
DEC Test

Advanced Configuration

Administration Server

=
=
o
@
=
[
=]
[
@
S

Managed Servers
Clusters

Server Templates
Coherence Clusters
Machines

Virtual Targets -

Partitions

Deployments Targeting
Services Targeting

——(—(——(—{ — ————(—} —(—(—c_—c—c—(—}—}
]

Help < Back Next = S Cancel
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23. Configure Machines by selecting Uunix Machine :
24. Click the Add button.

= Name: apphostname_MACHINE

= Listen address: apphostname or IPAddress

= Listen port; <Port for node manager> Note: The port used here must be a free
port.

Fusion Middleware Configuration Wizard - Page 16 of 24

Machines ORACI—E
FUSION MIDDLEWARE

Create Dorain W

r

o —— — — —— —— —]

Maching | Unix Machine |
Templates

Application Location o add 3¢ pelete @ Disgard Changes
Adrninistrator Account
e Name Enable Post Enable Post Mode Manager MNode
Domain Mode and JDK Bind GID Bind UID Listen Address Manager
Database Configuration Ty apphost nobody | nobody | APPhost.us.oracl... ¥ 5556
Component Datasources . . .
DEC Test

Advanced Configuration
Administration Server
Node Manager

Managed Servers
Clusters

Server Ternplates
Coherence Clusters

Machines

Assign Servers to Machine =
Wirtual Targets
Partitions

Deployments Targeting

Help = Back Nest = Cancel

25. Assign the configured Admin server and managed servers to the new machine.

Fusion Middleware Configuration Wizard - Page 17 of 24

Assign Servers to Machines _ORACLE
FUSlON MIDDLEWARE

Create Domain i: Servers Machines

["® UnixMachine
Templates =2 b apphost
Application Location Lj AdminServer

Administrator Account g appsever-name

Domain Mode and |DK
Database Configuration Tyg
Component Datasources
DEC Test

Advanced Configuration
Administration Server
Node Manager

Managed Servers
Clusters

Server Templates
Coherence Clusters
Machines

Assign Servers to Machi

|| Select one or more servers in the left pane and one machine in the right pane. Then use the right

Virtual Targets 4 ,
arrow button (=) to assign the server or servers to the machine.

Partitions

—{—(—(—(—(—(—(—(—(—(—(—}—«—(—(—(—(—(—3—3

Deployments Targeting

Help < Back Next = Cancel
—_—

26. Skip Virtual Targets. Click Next.
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Fusion Middleware Configuration Wizard - Page 18 of 24

virtual Targets _ORACLE
FUSION MIDDLEWARE

Create Domain =l

r

— o —— 3

4 Add 3@ Ef—)‘ Discard Changes
Ternplates
Application Location Mame Target Host URI Prefix Explicit Part
MNames Port Offset

Adrninistrator Account
Domain Mode and JDK
Datshase Configuration Ty
Component Datasources
DEC Test

Adwvanced Configuration

Administration Server
Node Manager
Managed Servers
Clusters

Server Ternplates
Coherence Clusters
Machines

Assign Servers to Maching L—
Virtual Targets

Fartitions

Deployments Targeting

€€ @ € € 6 € e € €€

Help = Back Mext = t Cancel

27. Skip Partitions. Click Next.

Fusion Middleware Configuration Wizard - Page 19 of 24

Partitions DRACI—E
FUSION MIDDLEWARE

Create Domain
ok Add x ) Discard Changes
Templates

Application Location Marne
Adrninistrator Account
Domain Mode and JDK
Database Configuration Twy
Component Datasources
DEC Test

Advanced Configuration

Adrninistration Server

Node Manager
Managed Servers
Clusters

Server Ternplates
Coherence Clusters
Machines

Assign Servers to Maching _—
wirtual Targets

Partitions

Deployrnents Targeting

—— ——— — —c:—c:—c:—(—(—)‘—(—(—(—(—{—c—)—}

Help = Back Mext = ; Cancel
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28. Target the “wsm-pm” deployment to APPNAME_AdminServer:

Deployments Targeting

s}
<
@
o
o
a
=}
=1
3
o
E

=y
a
g
o
a
w

Application Location

=
z
&
£
&
&
2
A
&)
=
1=
=
B
2
2
5
=

ornain Mode and JOK

|

Datahase Configuration Ty

2]
Sl
ralE]
a2
w o
LUt

=L

o

&

&

iy

2

2

H

c

5

o

&

o |z |z
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= e
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n:‘
|
o
2 |2
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i
B

= |0 |
G |5 |a
e
[ A
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=
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g
=
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5
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o |s
3 |2
=4I
B
2 (4
= g
P
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= |
g
3 &
5k
&
o R
B
EES
L
7 |2
2 (o
bl =3
= =
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(w Deployments Targeting

29. Click Next.

Fusion Middleware Configuration Wizard - Page 20 of 24

| Deployments

g AppDeployment
[ig DMS Application#12.2.1.1.0
[ogl coherence-transaction-rar
gl em
gl opss-rest
g state-management-provider-rmenmory-
g wsm-prn

[ Library
g UlK#11@12.2.1.3.0
i adf oracle businesseditor#1. 0@12.2.7
[z adf.oracle.domain#1.0@12.2.1.3.0
[z adf.oracle. dormain. groowy#1.0@12.2.1
[l adf.oracle.domain.webapp#1.0@12.2,
[og adf.oracle.dormain. webapp. antlr-runtin
i adf oracle domain webapp. apache. htt]
[ adf.oracle.domain.webapp. apache. htt]
[zg) adf.oracle.dormain.webapp. apache. htt]
i adf.oracle.domain.webapp. apache. htt]
[z adf.oracle.dornain.webapp. apache.vel
lig adf oracle domain webapp. batik-bund
[l adf.oracle.domain.webapp. guava#1.0

r&ﬁﬁmﬁl&ﬁmﬂj{vebann.xml—ams—ew
1 L}

|| Select one or more Deployments in the left pane and one server or cluster in the right pane. Then
use the right arrow button (=) to target the Applications to the servers or clusters.

(x
—d

ORACLE

FUSION MIDDLEWARE

DeploymentTargets
“® AdminServer
b AdrninServer
b Server
= “@ appsever-name
= Egl AppDeployrnent
[z DMS Application#12.2.1.1.0
[z coherence-transaction-rar
] state-management-provider-me
[ wsm-pm
= gl Library
[ UIX#11(212.2.1.5.0
[ adf oracle.businesseditors#1.0@!
(g adf oracle. domain#1.0@12.2.1.3
(g adf oracle. domain. groowy#1.0@7
[y adf oracle. domain webapp#1.0@
(g adf oracle.domain.webapp. antirt
[ adf oracle. domain.webapp.apach
[ adf oracle.domain. webapp. apach
(g adf oracle. domain.webapp.apach
[z adf oracle. domain. webapp. apach
(g adf oracle.domain.webapp.apach

5 el adf oracle dFmaln.webaDD.bank’— L

< Back Mext = cancel

Services Targeting
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=
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Fusion Middleware Configuration Wizard - Page 21 of 24

| Services
[gd JDBC SystemResource
[l LocalsveTblDataSource
E@wLsSchemaDataSource
[l mds-owsm
[yl opss-audit-DBDS
[l opss-auditviewDS
[l opss-data-source
[ ShutdownClass
[l DMSShutdown
gl StartupClass
[l AWT Application Context Startup Class
[ DMS-Startup
[ JRF Startup Class
[zl ODL-Startup
[l WSM Startup Class
[l Web Services Startup Class
[ WLDFSystemResource
[l Module-FMWD P

&

ORACLE

FUSION MIDDLEWARE

DeploymentTargets
‘® AdminServer 1=
= ® AdminServer
= g IDBCSystemResource
gl LocalSveThiDataSource
i mds-owsrm
[ opss-audit-DEDS
[ opss-audit-viewDs
[ig) opss-data-source
= g ShutdownClass
[y DMSShutdown
E g StartupClass
[l AT Application Context Startup
[ DMS-Startup
i JRF Startup Class
[ ODL-Startup
[ WM Startup Class
o web Services Startup Class
= g WLDFSysternResource
[ Module-FMWDPW
‘& Server

= "® appsever-name

L) - » =

|| Select one or more Services in the left pane and one server or cluster in the right pane. Then use

the right arrow button (=) to target the services to the servers or clusters.

< Back Next = Cancel
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30. Click Create.

r -
Fusion Middleware Configuration Wizard - Page 22 of 24 )
Configuration Summary ORACLE
FUSION MIDDLEWARE
+, Creste Domain 5 view: [Deployment «| | Mame Basic WebLogic Server Domain
- Description Create a basic WebLogic Server d
Templates (= APPNAMEDOmain [fscratchfu00/webadminfconfi™ 5 =

Author Oracle Corporation

« Application Location El (5 Server Location  /scratchfu00/webadmin/products;]
T B (& appsever-name
w  Adrninistrator Account &=
T = AppDeployrnent Mame Oracle Enterprise Manager
T Domain Mode and |DK [ coherence-transaction-rar Description Enterprise Manager
| Bl ST D statefmaﬁag?ment—nrwlder—men Authn.r— Oracle Corporation i
T [] oMs Application#12.2.1.1.0 Location tscratchful0fwebadmin/productsy,
T- Component Datasources D WS m-prm
. |DBC Test = = Library Name. i emasTemp.Iate
T i [ adf.oracle businesseditor#1.0@ Description  emas plugin Template
,-T\ Advanced Configuration O] ohw-uix#5@12.2.1.3.0 Author Oracle Corporation
. Adrninistration Server D adf.oracle.domain.groowy#1.0@] | Lecation  JscratchfuOOfwebadmin/productsy|
T [ adf.oracle.domain.webapp. apach
Mode Manager Marne Oracle WSM Policy Manager
T [ oracle.pwdgen#2.0@12.2.1 i i
o et Sere D oracle.bi adf view, slib#1 0@12.2 Description Oracle WSM Policy Manager exten
T [ oracle.wsm.seedpolicies#2.0@1 Author Oracle Corparation
w Clusters P Location Sscratchfu00/webadmin/productsy,
T [ adf.oracle.domain.webapp. apach
w Server Templates e
T (1 orailgn-adfFll@1il.11.1.0 Marne Oracle WSM Console - Core
i Coherence Clusters [ oracle.sdp.client#2.0@12.21.9.0 | pescription This extension template deploys ¢
T M [ adf.oracle. domain. webapp.apach | author Oracle Corporation
i [ oracle.bijbips#11.1.1@0.1 ~ | Location scratchfu00/webadmin/products|
w  Assign Servers to Machines (/41 i L L L
T el Tarate || Select Create to accept the above options and start creating and configuring a new domain. To
- g ; - .
T change the abowve configuration before starting Domain Creation, go back to the relevant page by
T Partitinns selecting its name in the left pane. or by using the Back button.
w Deployments Targeting
Ve 2
Help < Back Create Cancel
. .
31. Click Next.
r
Fusion Middleware Configuration Wizard - Page 23 of 24 Y X 1
Configuration Progress ORACLE
FUSION MIDDLEWARE
Create Damain =)
| 100%
Application Locatio « Copy Unprocessed Artifacts
A ABONE & | OPSS Processing
A o | OWSM Processing
ain Mode and JDK 4 | Security Processing
Database Configuration Ty, @ | Artifacts Generation
« | String Substitution
Component C « | Post Processing
DB
Advanced Configu
Administration Server
Mode Manager
Managed Serv
Clusters
rs to Machine b
wirtual Targe [
Partitions
Deployments
Help Next = Cancel
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nstallation Tasks

32. When the process completes, click Finish.

2
gl

1
1
..I
..I
1
|
1

I
|
l
I
.I.
.T.
l
l
I
I
I

End Of Configuration

A, CreateDawraif
4 Templates

i Application Location

3 Administrator Account
3 Domain Mode and JDK
4 Database Configuration Tyy
) Component Datasources
5 JDBEC Test

i Advanced Configuration

; Administration Server
Node Manager

Managed Servers
Clusters

Server Templates
Coherence Clusters
Machines

i Assign Servers to Machine
i Wirtual Targets

Partitions

Deployments Targeting

Help

Fusion Middleware Configuration Wizard - Page 24 of 24

ORACLE
FUSION MIDDLEWARE

N

< Oracle Weblogic Server Configuration Succeeded
New Domain APPNAMEDomain Creation Succeede
Domain Location

d

[scratch/u00/webadmin/confio/domains/wls_retail 2/APPNAMED omain

Admin Server URL
http:/fapphost us.oracle.com:7001/console

Finish

Cancel
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Start the Node Manager

1.

Start the nodemanager from <DOMAIN_HOME>/bin using the following script:
nohup ./startNodeManager.sh &

Start the AdminServer (admin console)

1.

Configure boot.properties for starting the Weblogic domain without prompting to
username and password using the following command:

Create security folder at <DOMAIN_HOME>/servers/<AdminServer>/ and create
boot.properties file under <DOMAIN_HOME>/servers/<AdminServer>/security

The file ‘boot.properties’ should have the following:

username=weblogic
password=<password>

In the above, the password value is the password of WebLogic domain which is given
at the time of domain creation.

Save the boot.properties file and start WebLogic server.

Start the WebLogic Domain (Admin Server) from <DOMAIN_HOME> using the
following:

nohup ./startWebLogic.sh &

Example:

nohup /u00/webadmin/config/domains/wls_retail/RPMdomain/ startWebLogic.sh

Access the Weblogic Admin console
Example: Error! Hyperlink reference not valid.

In the below screen, provide username=weblogic and password=<weblogic
password>

ORACLE WeblLagic Server Administration Console 12¢

Start the Managed Server

After NodeManager is started, the managed servers can be started via the admin
console.

1.

Navigate to Environments -> Servers and select the Control tab. Select appname-
server and click Start.
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ORACLE WebLogie Server adminis

phos >suenmary of semers.

s
b customa ths ale
Servers (Filtered - More Columms Exist)
— achne e [r——
. e e oo
2w ey e
= Sonig 12582 v |

The Managed Server should be up and running before configuring further steps

Configuration of OID LDAP Provider in WebLogic Domain:

Perform the following procedure to create LDAP providers in the domains created in the
previous steps

1. Log in to the Administration Console.
http://<HOSTNAME>:<ADMIN PORT>/console

2. Inthe Domain Structure frame, click Security Realms.
3. Inthe Realms table, click myrealm. The Settings for myrealm page is displayed.
4. Click the Providers tab.

ORACLE WebLogic Server Asmins

Change Center

5. Click Lock & Edit and then click New. The ‘Create a New Authentication Provider’
page is displayed.

ORACLE' WabLogic Server Aarnstaton Corsde 1
nter 4 Welcome, weblogic | Connactd to: APPNAMEDGmai

Create a New Authentication Provider

o | [canear

Create a new Authentication Proviler

The came o the authantication roder.
“Hame: ODAherticaio]

This s the bye of authentication provider you s

eate
Tvpe: OraclelntemetDires toryAuthenticatar »

oK | |[Caneat

Haw do L.

6. Enter OIDAuthenticator in the Name field and select
OraclelnternetDirectoryAuthenticator as the type. Click OK.
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ORACLE WebLogic Server Adminisiraiion Console 12¢

Change Center
View changes a1 restarts

Fending changes sxit. They must be actvated
o take offect.

o At Changes

@ vome Log Out Preferences (] fecord welp

Configuration | Users an Groups | Roles and Poliies | Credentisl Mappings | Prowiders | Migratin

+ | Authoreration | adydication | Role Mapping | Auitbeg | Credential Mappeg | Certication Path

40 Authertication prowder aloms WebLogic Server 10 establch irust by valdating 2 ussr. You must have ame Auchestication prowider In  secusty realn, and you can configure multiple Authentication provkdess n.a sesuity realm. iffesent types of Authestic o access achas

LDAF sarvars ox DB,

o Customize thi table
Authentication Providers

Niew| | Gee | || Reoraer

Hame Description

e pe———r—

Showing 1ta4 014 Praics | et

ersian

Trust e

ermity aasarter Tzt Sarvie sanity saserion Froser

10

Defaulthuthenticator Weblogic Authentication Frovides
Weblogc Tdaniity Assestion proader
Provicie that. pefoems LDAP sufherticatin sing Ocacle Itermet Drectiry

10
1.0
10

Showing 1 ta4of 4 Pravous | Mt

7. All providers are displayed. Click OID Authenticator. The Settings for the OID
Authenticator are displayed.

ORACLE WebLogic Server Administration Console 12¢

| | Change Center

View changes and restarts

to take sffect.
o Activate Changes

Undo All Changes

@ Home LogOut Preferences [22] Record Help Q

Pending changes exist. They must be activated Settings for OIDAuthenticator

Configuration | Performance

Commen | Provider Specific

Domain Structure

APPNAMEDomain
1-Domain Partitions

~Servers
B-Clusters
~-Coherence Clusters
“Resource Groups
~Resource Group Templates
+“Machines
~-Virtual Hosts
~-Virtual Targets
- Work Managers
~-Concurrent Templates
—-Resource Management

Save

lﬁ Name: OIDAuthenticator
(5] Description: Provider that performs LDAP authentication using Oracle Internet Directory
@ Version: 10
(] Control Flag: SUFFICIENT ¥
=) | |Saval

How do L...

Authentication provider

Assertion providers
+ Setthe JAAS control flag

« Manage security providers

« Configure the Oracle Internst Directory

« Configure Authentication and Identity

« Configure the Password Validation provider

Home >Summary of Servers >Summary of Enviranment >Summary of Servers >Summary of Machines >apphast >Summary of Servers >Summary of Security Realms >myresim >Providers >OIDAuthenticatc

‘This page displays basic information about this Oracle Intemet Diractory Authentication provider. You can also us this page to set the JAAS Control Flag to control how this provider is use

8. Set the Control Flag field to SUFFICIENT and click Save.
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9. From the Providers tab, click on DefaultAuthenticator -> Configuration tab ->
Common tab. Update the Control Flag to SUFFICIENT.

10. Click Save.

ORACLE WebLogic Server Administration Console 12c

Change Center @} Home Log Out Preferences & Record Help Q

View changes and restarts Home =Summary of Servers »Summary of Machines >apphost >Summary of Servers »Summary of Security Realms >myreaim =Providers >0OIDAuthentica ~Providers >Def
Pending changes exist. They must be activated Settings for DefaultAuthenticator

to take effect.

Configuration | Performance | Migration
+_Activate Changes

[ UndoAiChanges | Common | Provider Specific

Save
Domain Structure E—

APPNAMEDomain

- Domain Partitions This page displays basic information about this WebLogic Authantication provider. You can also use this page to sat the JAAS Control Flag to control how this provider is used in the login sequ

[E-Environment
s

4F) Name: DefaultAuthenticator
Groups N (5 Description: WeblLogic Authentication Provider
Group Templates
] Version: 10
&5 Control Flag: SUFFICIENT ¥
esource Management. e Save

How do L. =]

11. From the Providers tab, click the “OIDAuthenticator” (you just created), in the
configuration -> Provider Specific tab enter your LDAP connection details:

The values shown below are examples only. You should match the entries to your
OID.

= Host: <oidhost>

= Port: <oidport>

=  Principal: cn=orcladmin

= Credential: <password>

= Confirm Credential: <password>

= User Base DN: cn=users,dc=us,dc=oracle,dc=com
= Enable ‘Use Retrieved User Name as principal.’

ORACLE WebLogic Server Aaminst

Change Center Welcome, weblogic | Corracted to: APPRAMEDoma

Principat:

Credential:

Confirm Credential:

SStEnabled

Users

User Base DM

4] Al Users fier:

] User From Mame Fier:

— o User Search Scope:

5 User Name Attribte:

4] User Object Class: —

# Use Retraeved User Name as Principal

12. Modify the following:
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=  Group Base DN: cn=Groups,dc=us,dc=oracle,dc=com

Groups

Group Base DN:

#E All Groups Filter:

5] Group From Name Filter:

Group Search Scope:

Group Membership Searching:

Max Group Membership Search Level:

Ignore Duplicate Membership

13. Check Propagate Cause For Login Exception

General

Connection Pool Size:
Connect Timeout:
Connection Retry Limit:
Parallel Connect Delay:
Results Time Limit:

Keep Alive Enabled

#| Follow Referrals
‘ﬁ Bind Anonymously On Referrals

| &F] Propagate Cause For Login Exception

14. Click Save.

cn=groups,de=us dc=oracle

(&(cn="){|(objectclass=groupc

(li&(cn=%g)(chjectclass=grot

subtree ¥
unlimited ¥
0
6
0
1
0
0
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15. Click the Providers tab.

ORACLE WebLogic Server Administration Consols 12¢

Change Center @) Home LogOut Preferences [&] Record Help Q
T R Tt Home >apphest >Summary of Servers >Summary of Security Resims >myreslm >Providers >0 >Providers ~Providers
Pending changes exist. They must be activated Settings for myrealm
to take effect,
Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
o Activate Changes
Undo Al Changes Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Avditing | Credential Mapping | Certification Path

Domain Structure

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure
APPNAMEDomain - LDAP servers or DEMS.

E¥-Domain Partitions
b

P b Customize this table

~Clusters . .
Coherence Clusters Authentication Providers
~Resource Groups

New | [Defete | || Reorder
~Resource Group Templates i —

rtual Hosts || Name Description

() | Trust Service Identity Asserter Trust Service Identity Assertion Provider
fork Managers

Concurrent Templates ()| Defaultauthenticater ‘WebLogic Authentication Provider
- Res h
s— [ | Defaultidentitysserter ‘Weblogic Identity Assertion provider
How do L. = [ | omAuthenticator

Provider that performs LDAP authentication using Oracle Intemet Directory

« Configure Authentication and Identity

A X New | [Delete | || Reorder
Assartion providers e L

Configure the Password Validation provider
Manage security providers

+ Set the JAAS contral flag

Re-crder Authentication providers

16. Click Reorder.
17. Move OIDAuthenticator to the top of the providers list.

ORACLE WebLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences

Record Help Q
e TarTE AT s e Home >apphost >Summary of Servers =Summary of Security Realms >myrealm >Providers >OIDAuthenticator >Providers >DefaultAuthenticator >0IDAL
Pending changes exist. They must be activated Reorder Authentication Providers
to take effect.
o Activate Changes oy | WGancelj
Undo All Changes Reorder Authentication Providers
Domain Structure You can regrder your Authentication Providers using the list belew. By recrdering Authentication Providers, you can alter the authenticatio
APPNAMEDomain - Select authenticator(s) in the list and use arrows to move them up and down in the list.
Domain Partitions
EF-Environment 5| Authentication Providers:
“Servers Available:
BH-Clusters
“Coherence Clusters [] Trust Service Identity Asser
" Resource Groups [ DefaultAuthenticator -
s;"?_"rce Group Templates | DefaultIdentityAsserter -
~-Machines
-
~-Virtual Hosts -
-Virtual Targets -
--Work Managers
—Concurrent Templates
—Resource Managemeant M
How do L. 2| | LK || Cancel|

» Re-order Authentication providers
s Setthe JAAS control flag

18. Click OK.
19. Once your changes are saved, click Activate Changes.
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20. Shutdown all servers and restart the admin server using startWebLogic.sh script.
Login to Admin Console and restart Managed server.
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Verify OID Authenticator
1. Log in to the Administration Console.
http://<HOST_NAME>:<ADMIN_PORT>/console/
In the Domain Structure frame, click Security Realms.
In the Realms table, click Default Realm Name. The Settings page is displayed.
Click the Providers tab. You must see the OID Provider in that list.

5. Click the Users and Groups tab to see a list of users and groups contained in the
configured authentication providers.

b e oron o R —

e cinsags 2 s

R

[ — ——
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Configure Oracle Single Sign-On

Note: This procédure is only needed if RMS application
setting up using Single Sign On (SSO) authentication. This
can be skipped if SSO is not going to be used. The Oracle
Access Manager must be configured and the Oracle http
server (Webtier and webgate) must be registered into the
Oracle Access Manager.

(Webtier and webgate) must be registered into the Oracle Access Manager
Log into the WebLogic console.

Navigate to: security realms -> myrealm (default realm) -> providers.
Start a Lock and Edit session.

Click New provider.

Set the provider name (Default: OAMIdentityAsserter).

Click OK.

Open the new provider configuration.

Under Common, set the Control Flag to REQUIRED.

On the provider list, click Reorder.

. Move the OAMIdentityAsserter to the top of the list, or above the
DefaultAuthenticator.

a. Click OK.

b. Click Activate Changes.

c. Shutdown the domain.

d. Start the admin and managed servers for the domain.

© © N o gk wDdRE

[EnY
o

Create mds-CustomPortalDS Datasource using console

Follow below steps to create mds-CustomPortal datasource using console:
1. Login to Weblogic Admin console with Administrator user credentials.

Error! Hyperlink reference not valid.console

Q Welcome, weblogic Cconected to: RMSDomain

How do T...

2. Take Lock & Edit and Navigate to Services—>Data Sources and click on
New->Generic Data Source.
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ORACLE WeblLogle Server agnnistration Consoie 12c

Change Center
View changes and restarts.

Wopending changs e, Cick the Release
Configuration buczon £ allow athers (o ed the

& vome Log o Preteences [ Recwa e

Hame >Summary of J0BC Data Sources >

stomPortalDS >Summary of JDBC Data Sources »RMSDOmaIn >Sumemary of Servers >Summiary of JDBC Data Sources
Summary of JDBC Data Sources

Gonfiguration  Montoring

A ———

aer s Eat
AJDDC deta source s an bject baand ta the JKDT tree that oo o JEBC connect ok the NI tree anc then from a data surce.
oo I this doman.
Domnain Structure:
pr— P
41-bomn parttns b Custonize this table
- Envicument
Data Sources (Fltered - ore Columns Exist)
New] [DERE Showng 1107 of 7 Prevous | Hext
Name & Type | INDLName Targets Scope | Domain partitions
LocabwTbbataSource Generc | dbe/LacaSve ThiDataSource RMS_Adminserver Gobal
L cpssadt-080S [ [T ——r— T R — ol
I Entity Cacres st Gnenc | tbensanvennstasane [ e —— ol
oM
o - opss-data-source Generc__|jdbe/opssoatasaunce RMS_AGminServer, ms-erver, M servce-server Gobal
—r RetatPleformDES Generic | jdbu/RetalPiatiomDEDs s server Gobal
RealiebSenvieds Genic e Gal
+ Create J0BC generic deta sources
+ Create J0BC idLnk deta sources [Generic | dbuRms0803 s Gl

o Create JDBC muli 0203 Sources
* Crsale LSP data sourees

o Create Promy data sources

3. Provide mds-CustomPortalDS name, JNDI Name and Database Type

Showing 1107 of 7 Previous | Next

ORACLE' WebLoglc Server Asristascn Consok 12

Change Center
View changes and restarts.
Nopending changes exst, Clck the Release
Configuration button o allow cthers to edit the
donaan

Tock & EGE

Release Configuration

@ Home Log out Proferences [ Record Help Q

Home >Sumimaey of JDBC Data Sources >ds-CustoarPortsl06 >Suminary of J0BC Dats Sources >RMSComain >Sumnary of Servers

Create a New JDBC Data Source
Back] |Mexi/ | [Fish] || Cancel

IJ0BC Data source Properties

Domain Structure

Deployments
E-Services

{-Persistent Stores
Foreign INDI Providers
|Work Contexts
ML Regitries.

XML EntRy Caches
Fegoom
R ——

HOW 00 .. [=

+ Create J0BC generic data sources
+ Create LLR-ensbled JOBC data sturces

The folkwirg prepe

your new JDC data source,
dicakes required fiekgs
What would yeu like to name your new JDBC data source?

4 Name: mis-CustomPortalDs

What scope do yeu want (o ereste yeur deta source in 7
Scope; Giobal »
What INDI rane weoud you like L0 685011 o your e JDBC Dita Scaurce?

w
[3dbc/mds /CustonPortals|

Name:

System Status a
Hesith of Runring Servers

[ Faied (0)

[ €l (0)

[ Ovescated (0]

[ Warming (0}

What datahase type would you like to select?
Database Type: Orade .

5] (s | P [ caneet

Welcome, weblogic | Coonected to: RMSDomain
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4. Select Oracle’s (Thin) Driver Service connections and Click next. Input the details of
Database Hostname, Port number and Service name. Provide Database username
and password created during RCU installation. Click Next.

ORACLE WebLoglc Server Asminstason Consol 120

Change Center

View changes and restarts

No pending changes exist. Cick the Release.
Configuraticn button to alow cehers to edk the
doman.

o & Edit

Retease Configuratin

Domain Structure.
RMSDomain
- Doman Partitans.
#-Envicnment
Deploments
B-Servies
$-Messagng
Oata Sources

@ Home Log Out Preferences 5] Record Help

Create a New JDBC Data Source.
Back| |Next] | (7 || Cancel
Connection Properties.
Define Comecton Prcpertes.
What 5 the name o the daabase you woud ke to connect to?

Database Name:

DB_SID

What 1 the name or 1P address of the database server?
Host Name: DB_HOSTNANME

What & the port on the database server used to connect to the database?

C data sources

System Status
Health of Running Servers
| Faied (0)

[ aeal (0)

foaded

o 1521
What da user name 60 you wank o use to create database connections?
Database User Name:

APPDOMAIN_MDS

What s the databare account password to use to create database connections?
Password: e
‘Confirm Password: .
‘Adaticnal Connection Propesties:

‘oradle.Jdbc.DRCPConnectionClass:

]|

180 Cancel,

Welcome, weblogic  Connected to: RMSDomsain

Sunmary of JDBC Deta Sources

5. Click Test Configuration to test the DB connection and Click Next

ORACLE Weblogic Server Agminstration Consoke 12¢

Change Center
View changes and restarts
1o pending changes exst. Cick the Release

Configuration button to alow cthers to edi the
daman,

@ Home Log Out Preferences (5] Record Help a

Create a New JDBC Data Source

e Contpuraon) | Bsck] (et | e | Cance
Test Database Connection
____ Release Configurabon
Test prowded.
ey

XML Registries

System Status

Health of Running Servers.
[ Fated (0)

I el
Overloaded

What s the full package name cf JOBC driver dass used to (reate da£abase CONNECUons i the Connection pock?
Oriver Class Mame: oracle jdbc OracieDriver
What s the URL of the database to connect to? The format o the URL varies by JDBC driver.
URL: Jdbc:oracle:thin:@/DB_HOSTNAME 1521/08_SID
Wha database ccount user hame 00 You Wark 10 Use to Creeke dakabase Connections?

Database User Name:

APPDOMAIN_MDS

What i the database account password to use to create database connections?

Password:

Confirm Password:

What are the properties to pass to the JDBC driver when creating database connactions?

Properties:
user=APPDOMAIN_I'DS

‘Welcome, weblogic | Connected to: RMSDomain

s >Summary of JDBC Data Sources

6. Select Targets as Managed server and Admin Server, click Next.

ORACLE WebLogle Server administaten Console 12

Change Center
View changes and restarts.

Mo pending changes exist Cick the Release
Configurition bulton 10 allow olhers lo-odit the
donain

Lock & Edit

Release Canfiguration

@) Home Log Out Prefernces 5] Record Help a

fome >Sumimary ef JCOC Data Seurces

a Sousces >RMEDa

> s CustarrPorialns >Surenary of 1090

Create a New IDBC Data Source
mack]| (W | [Fmsn, | cance

Select Targets

Domain Structure

RMSDomain -
BH-Domain Partitions

B Messaging
| -Data Sources
Persistent Star
Forcign JNDI Providers.
“viork Contexts
XML Reqistries
XML Entity Caches:
wom

¥ ‘your new JDBC data source, If you don't select a target, the data scurce wil be created but nat deplored. You wil need to deploy the data scurce at a later time.

servers

# rms-server

s service server

¥ RMS_AdminServer

Back| [Neat ||[Fish | Cancel

»Sumimary of Sarvers

P F———

*Summary o1 JDBC Deta Sources
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7. Click on Activate Changes and verify mds-CustomPortalDS exists in the Data
Sources.

LIIYALLE Weblogic Server Administr:

Chany

Data Sources (Filtered - More Columns Exist)

Click the Lack & Edit button I the Change Center to activate all the buttons on this page.

Name < Type INDI Name

How do L...

Load LDIF Files in LDAP

Note: In this section, the base DN
“dn=us,dn=oracle,dn=com” is used as an example. Modify
this value as per the organisation’s |dap settings.

The OID (Oracle Internet Directory) must be set up in order to perform the configuration
of OID Authenticator in WebLogic Domain.

There are four LDIF files provided in the application zip under STAGING_DIR/
rms/installer/mom/Idifs

= RGBU-oid-create-groups.ldif
» RGBU-oid-create-users.|dif
= RGBU-oid-delete-groups.Idif
= RGBU-oid-delete-users.Idif

Note: You may use the existing users and existing groups if
the enterprise users and groups are already available in the
LDAP. The users provided in the LDIF files above may not
be required to use the application. For more information,
refer to the Retail Role Hierarchy section in the
Implementing Functional Security of the Oracle Retail
Merchandising System Operation Guide.

The steps given below can be used to import the Groups and Users into the LDAP using
the LDIF files ‘RGBU-oid-create-groups.ldif’ and ‘RGBU-oid-create-users.Idif’.
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Note: If you are using the above LDIF files to set up the
users and groups, you must update the ‘RGBU-oid-create-
user.ldif LDIF file with your password for the ‘userpassword’
attribute for all the users mentioned in the RGBU-oid-create-
user.ldif LDIF file. The changes must be done before
importing the users LDIF file ‘RGBU-oid-create-users.|dif’
into the LDAP. Once the users are imported into the LDAP,
remove the ‘userpassword’ attribute value from the LDIF file.
Refer to the Oracle Internet Directory Administration Guide
for OID password policies for setting up passwords.

User DN and Group DN values (example: dc=us,dc=oracle,dc=com) may need to be
updated based on the DN values in your OID.

Once the LDIF files are updated for your configuration, the LDIF files can be loaded into
LDAP using the Idapadd tool that is included in the OID installation. LDIF files can also be
imported in other ways like ODSM.

For example to load RGBU-oid-create-users.|dif using ldapadd (this is done on the OID
host)

export ORACLE HOME=/u00/webadmin/products/wls idm/ORACLE IDM (this is the
ORACLE HOME of your OID install)

export PATH=SORACLE HOME/bin:$PATH

$ORZ—\CLE_HOME/bin/ldapadd -v —c —h <OID HOST> -p 3060 —w <ORCLADMIN PASSWORD> -D
“cn=orcladmin” -f RGBU-oid-create-users.ldif

The delete LDIF ‘RGBU-oid-delete-groups.Idif’ can be used as needed if you need to
delete the groups created from the groups creation LDIF ‘RGBU-oid-create-groups.Idif’.

The delete LDIF ‘RGBU-oid-delete-users.Idif can be used if you need to delete the users
created from the users LDIF file ‘RGBU-oid-create-users.|dif’.

Clustered Installations — Preinstallation Steps

Skip this section if you are not clustering the application server.

= Make sure that you are able to start and stop the managed servers that are part of
the RMS Cluster from the WebLogic Admin Console.

There are no additional steps before running the installer for RMS.

Create Staging Directory for RMS Application Server Files

To create the staging directory for the RMS Installer, complete the following steps.

Note: The same installer can be used to install multiple RMS
components. If you are installing any of the RMS
components (Database, Batch, or Application) on the same
server, they can use the same installer and this step does
not need to be repeated.

Log into the application server as the user who owns WebLogic Installation files.
2. Create a staging directory for the RMS application distribution (rms19installer.zip).

Example: /u00/webadmin/media/RMS

3. This location is referred as STAGING_DIR when installing application software.
Copy rms19installer.zip to staging directory and extract its contents.

Example: unzip rmsl9installer.zip
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5. This will create rms/installer subdirectory under STAGING_DIR.

Run the RMS Application Installation

Note: See Appendix: RMS Application Installer Screens for
details about the RMS application screens and fields in the

installer.

Note: On the installer screen, “RMS Application
Deployment Details” the default value “Rms” only should

be used.

1. Log on to your application server as a user with read and write access to the
WebLogic files.

Change directories to STAGING_DIR/rms/installer.
Set and export the following environment variables.

database client.

Variable Description Example

JAVA_HOME Location of a Java 1.8 JDK. JAVA_HOME=
/u00/webadmin/java/jdk1.8
export JAVA_HOME

NLS_LANG Locale setting for Oracle NLS_LANG=AMERICAN_AMERICA.AL

32UTF8
export NLS_LANG

J2EE_DOMAIN_HOME

The location of the WebLogic
domain (RMSDomain).

J2EE_DOMAIN_HOME=/u00/webadmin/
config/domains/wls_retailRMSDomain

export J2EE_ DOMAIN_HOME

J2EE_ORACLE_HOME

The location of the WebLogic
installation.

J2EE_ORACLE_HOME=/u00/webadmin
/products/wls_retail.

export J2EE_ORACLE_HOME

DISPLAY

install. Optional when running
the application installer

Address and port of X server on
desktop system of user running

DISPLAY=<IP address>:0.0
export DISPLAY

4. Run the install.sh script to start the installer.

Note: Below are the usage details for install.sh. The typical

usage for GUI mode is no arguments.

Jinstall.sh [text | silent]

5. Verify that the installer reports “SUCCESS” for the WLS J2EE Preinstall Check
preinstall check. If it reports “FAILED,” check for errors in the output under the
“Checking environment for Application installation” section, and verify that your
environment variables are set properly.

Check the Install Application checkbox and proceed with the installation.

After the installer is complete, you can check its log file in the “logs” directory:
STAGING_DIR/rms/installer/logs/rms-install.<timestamp>.log.
RETAIL_HOME/orpatch/logs/detail_log/{javaapp_*}
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8. The installer leaves behind the ant.install.properties file for future reference and
repeat installations. This file contains inputs you provided. As a security precaution,
make sure that the file has restrictive permissions.

Example: chmod 600 ant.install.properties

RMS Application — Post installation Steps

1. As part of 19.0.1 RMS installation, Flashback archive will be enabled on RMS tables.

Run the below grant script for allowing other DB schema users to query archived
historical data from RMS flashback enabled tables.

a. STAGING_DIR/rms/installer/create_db/grant_flashback to user.sql.
SQL> Qgrant flashback to user.sql

The following prompts will occur:

Please enter the schema user name User name for which you need to allow
query on archived historical data from RMS Flashback enabled tables.

b. Run the script using SQL*Plus as RMS schema owner.

Note: This is a Optional Step. Execute this grant script
only to grant enable other schema users to query
archived historical data.

Resolving Errors Encountered During Application Installation

If the application installer encounters any errors, it halts execution immediately. You can
run the installer in silent mode so that you do not have to re-enter the settings for your
environment. See Appendix: Installer Silent Mode in this document for instructions on
silent mode.

See Appendix: Common Installation Errors in this document for a list of common
installation errors.

Because the application installation is a full reinstall every time, any previous partial
installations are overwritten by the successful installation.

Test the RMS Application

After the application installer completes you should have a working RMS application
installation. To launch the application, open a web browser and go to Error! Hyperlink
reference not valid.>: <httpport>/Rms/faces/RmsHome

Examples:

= Error! Hyperlink reference not valid.http://apphost:app-server-port/
Rms/faces/RmsHome. You should use a user/password that you built in the previous
section of this install guide “Load LDIF files in LDAP”.

The default, preloaded user supplied in the LDIF scripts for testing this installed
application is RMS_ADMIN; the password is the password, which was created in the
LDIF file RGBU-oid-create-users.ldif as part of loading LDIF files into the LDAP>.

Single Sign-On

Skip this section if RMS is not used within an Oracle Single Sign-On environment.
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Note: This section assumes the Oracle WebLogic Server
has already been registered with the Oracle Access
Manager (OAM) via the oamreg tool. See the Oracle Single
Sign-On (OAM using webgate) documentation for details.

If RMS is being used in an Oracle Single Sign-On environment, then the RMS root
context must be protected. Modify the following files.

mod_wl_ohs.conf located in
DOMAIN_HOME/config/fmwconfig/components/OHS/instances/instanceName
LoadModule weblogic_module "${ORACLE_HOME}ohs/modules/mod_wl_ohs.so"
<IfModule weblogic_module>

</IfModule>

<Location /Rms />
WebLogicHost <weblogichostname>
WebLogicPort <rmsserverport>
WLCookieName RMSSESSIONID
SetHandler weblogic-handler

</Location>

<Location /RetailAppsAdminConsole-RMS />
WebLogicHost <weblogichostname>
WebLogicPort <rmsserverport>
WLCookieName RMSSESSIONID
SetHandler weblogic-handler

</Location>

<Location /RmsReSTServices />
WebLogicHost <weblogichostname>
WebLogicPort <rmsserverport>
WLCookieName RMSSESSIONID
SetHandler weblogic-handler
</Location>

Adding Logout URI

After verifying default authenticator's control flag set correctly as per the OAM
documentation, and order of the providers are correct, follow the below steps to configure
RMS Application SSO url logout using wist tool

1. Navigate to < ORACLE_HOME>/oracle_common/common/bin and run wist.sh

2. Connect RMS domain using admin credentials created during Weblogic domain
creation and add OAM SSO Provider.

connect ('<WEBLOGIC ADMIN USERNAME>',
'<<WEBLOGIC_ADMIN_PASSWORD>','t3://<APP_HOSTNAME>:<ADMIN_ PORT>')

wls:/crmodsso/serverConfig>domainRuntime ()
wls:/crmodsso/serverConfig>addOAMSSOProvider (loginuri="/${app.context}/adf
Authentication", logouturi="/oamsso/logout.html",
autologinuri="/obrar.cgi")

3. Login to Weblogic Admin Console and click on Lock & Edit
Enable “Weblogic Plugin Enabled” under RMS Domain->Web Applications Tab.
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S R ———
Change Center @ Home Log Gut Preferences [ Record Help Q mw‘mmm-mﬂh
e ] ime > RSDomain
o peding changes exit Cick the Release | SEEtNgS for RbtsDomain
ConPauraton bUAEEN to alkw obhers t edit he
domain, Configuration  Monkorng  Control  Securfy  Web Service Security | 20T Control  Mates
Lock & Edl General | JTA | Coneurrency JPA | EBs  Web Applications  Lopging  Log iters | Batch
Release Consguraton
save

Domain Structure
RMSDoman
& Gomain Partitions

%‘mﬁ?i ﬁlh!ﬂj\llmm Beginning with the 9.0 release, the FORM/BASIC authentication behavicr has been madified to
i canforn strty o ficaton, 12 userhas oggesn but does nc have pvkeges o
B-Senices. ) . Turm this fiag en
Security Reaims beha sse 1o the login form. - More Info..

B-Intercperabily

B-Disgrustics 4] Allow Al Roles: descripto;
s that shoid be permitted acess o this
synta for indicating all roles i the Web
vestrested a5 o inthe
] Fimer Dispatched Requests o net to appl
i, Unt Verson .1, WeoLooic Server appled Senvetikers (F conaured fa the web applcation)
Howdo ... -

Overiond Protection Enabled

X-Powernd-y Header: X-Powared-By header will not ba sent

4] Mime Mapping File: Jcontigmimemappings properies

5] Optimistic Sertalization

4] trror on Name request time vaue:

4] Client Cert Proxy Enabled

HAtp Trace Support Enabled

% Webtogic Plugin Enabled

. Save it and click on Activate Changes
6. Restart RMS Domain servers and verify Application url is logging out properly by
displaying OAM page.

ORACLE
Access Manager

Clustered Installations — Post-Installation Steps

If you are installing the RMS application to a clustered environment, there are some extra
steps you need to take to complete the installation. In these instructions, the application
server node with the ORACLE_HOME you used for the RMS application installation is
referred to as master node. All other nodes are referred to as remote nodes.

Note: Do not copy the entire file from one node to another.
Only copy the RMS entries modified in these files by the
installer. There is node-specific information in this file that is
different between ORACLE_HOME installations.

Copy runtimel2.jar to all the remote nodes under domain lib location.
<WEBLOGIC_DOMAIN_HOME>/lib
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RMS Reports Copied by the Application Installation

The application installation copies RMS report files to $RETAIL_HOME /reports. These
files should be installed into Bl Publisher as documented in the RMS Reports chapter of
this document.

BDI Job Admin install

1. Create a managed server for the RMS batch admin otherwise consider that this will
be installed on the managed server created for Rms application deployment.

= The managed server should have JRF templates and oracle WSM libraries
targeted to it.

= A simple way to do this is to clone the RMS server and give it different port
number.

2. Extract the contents of the
BdiEdgeAppJobAdminPak19.0.0ForRms19.0.0_eng_ga.zip from the RMS release in
a staging directory.
Example:

cd /u00/webadmin/BDIRMS EXTRACTOR INSTALL
unzip *.zip

3. Update the /u00/webadmin/BDIRMS_EXTRACTOR_INSTALL
/conf/deploymentenvinfo.json file. Update the data source and weblogic server
information. See sample below: (NOTE: Managed server entry is same as Admin
server in the example.)

Blue: data source
Yellow: WebLogic Admin server

Green: Managed server

{
"BdiJobAdminDeploymentEnvInfo": {

"DataSourceDef": {
"JobAdminDataSource": {
"dataSourceName" : "RmsJobAdminDataSource",
w.on

"dataSourceClass":"oracle.jdbc.pool.OracleDataSource",
"dataSourcedndiName":"jdbc/RmsJobAdminDataSource",

"jdbcUrl":"jdbc:oracle:thin:@//<dbhost.example.com>:1522/pdborcl",
"jdbcUserAlias" :"rmsJobAdminDataSourceUserAlias",
"jdbcUser":"GET FROM WALLET",
"jdbcPassword":"GET FROM WALLET"

} ’

"BatchInfraDataSource": {
"dataSourceName":"BatchInfraDataSource",
"dataSourceClass":"oracle.jdbc.xa.client.OracleXADataSource",
"dataSourceJdndiName":"jdbc/BatchInfrabDataSource",
"jdbcUrl":"jdbc:oracle:thin:@//

<dbhost.example.com>:1522/pdborcl",
"jdbcUserAlias" :"batchInfraDataSourceUserAlias",
"jdbcUser":"GET FROM WALLET",
"jdbcPassword":"GET FROM WALLET"

} ’

"JobXmlDataSource": {
"dataSourceName":"JobXmlDataSource",
"dataSourceClass":"oracle.jdbc.xa.client.OracleXADataSource",
"dataSourcedndiName":"jdbc/JobXmlDataSource",
"jdbcUrl":"jdbc:oracle:thin:@//

<dbhost.example.com>:1522/pdborcl",
"jdbcUserAlias" :"jobXmlDataSourceUserAlias",
"jdbcUser":"GET FROM WALLET",
"jdbcPassword":"GET FROM WALLET" I
"MiddlewareServerDef": {
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"JobAdminAppServer": {
"weblogicDomainName": " RMS_BATCH_DOMAIN ",
"weblogicDomainHome" :

"/u00/webadmin/config/domains/wls_retail/ RMS_BATCH DOMAIN ",

"weblogicDomainAdminServerUrl": "t3://APPHOST:7001",
"weblogicDomainAdminServerProtocol": "t3",
"weblogicDomainAdminServerHost": "APPHOST",
"weblogicDomainAdminServerPort": "7001",

"weblogicDomainAdminServerUserAlias":
"bdiAppServerAdminServerUserAlias",
"weblogicDomainTargetManagedServerName": "BDI_EX JOB_SERVER",

"jobAdminUiUrl":"http://APPHOST:7001/rms-batch-job-admin",
"jobAdminUiUserGroup" : "RmsJobAdminGroup",
"jobAdminUiUserAlias" :"rmsJobAdminUiUserAlias",
"jobAdminUiUser":"GET FROM WALLET",
"jobAdminUiPassword":"GET FROM WALLET",

"jobOperatorUiUserGroup": "RmsJobOperatorGroup",
"jobOperatorUiUserAlias":"rmsJobOperatorUiUserAlias",
"jobOperatorUiUser" :"GET FROM WALLET",
"jobOperatorUiPassword":"GET_FROM WALLET",

"jobMonitorUiUserGroup": "RmsJobMonitorGroup",
"jobMonitorUiUserAlias":"rmsJobMonitorUiUserAlias",
"jobMonitorUiUser":"GET FROM WALLET",
"jobMonitorUiPassword":"GET FROM WALLET"
}
}I
"JobAdminApplication": {
"appName":"rms",
"JobAdminAppUses": [
"JobAdminDataSource",
"JobAdminAppServer"

}
Compile and Deploy the RMS bdi application using admin deployer script.
Example:

cd <root-directory>/rms-home/bin
./bdi-job-admin-deployer.sh -setup-credentials -deploy-job-admin-app

Output:

/rms-home/bin> ./bdi-job-admin-deployer.sh -setup-credentials -deploy-job-
admin-app

Extracting jars from jps-wallet-all.

log4j:WARN No appenders could be found for logger
(com.oracle.retail.integration.common.security.credential.CredentialStoreManag
er) .

log4j:WARN Please initialize the log4j system properly.

Credential required for weblogicDomainAdminServerHost (msp00abx)
weblogicDomainAdminServerPort (7001) :

Enter username for alias (bdiAppServerAdminServerUserAlias) :weblogic
Enter Password: <weblogic-password>

Credential required for jobAdminUiUrl (http://APPHOST:7001/rms-batch-job-
admin) :

Enter username for alias (rmsJobAdminUiUserAlias) :rmsbatchadmin

Enter Password: <rms-batch-admin-password>

Credential required for jobOperatorUiUrl (http:// APPHOST:9010/rms-batch-job-
admin) :

Enter username for alias (rmsJobOperatorUiUserAlias): rmsbatchoperator

Enter Password: <rms-batch-opr-password>

Credential required for jobMonitorUiUrl (http:// APPHOST:9010/rms-batch-job-
admin) :
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Enter username for alias (rmsJobMonitorUiUserAlias): rmsbatchmonitor
Enter Password: <rms-batch-mon-password>

Credential required for dataSource (jdbc/RmsJobAdminDataSource)

jdbcUrl (jdbc:oracle:thin:@//<dbhost.example.com>:1521/APPDBSID) :

Enter username for alias (rmsAppDataSourceUserAlias):rms-bdi-int-schema
Enter Password: <password>

Credential required for BatchInfraDataSource

dataSource (jdbc/BatchInfraDataSource) jdbcUrl (jdbc:oracle:thin:@//
<dbhost.example.com>:1521/APPDBSID) :

Enter username for alias (batchInfraDataSourceUserAlias):batchinfra wls
Enter Password: <password>

Credential required for JobXmlDataSource dataSource (jdbc/JobXmlDataSource)
jdbcUrl (jdbc:oracle:thin:@// <dbhost.example.com>:1521/APPDBSID) :

Enter username for alias (jobXmlDataSourceUserAlias): rmsOlapp

Enter Password: <password>

5. When finished, bounce the WebLogic domain, and launch the application using the
path (Error! Hyperlink reference not valid.).
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RMS 15.0.3.1 reports supports OAS Publisher 5.5. RMS Reports are copied to
RETAIL_HOME /reports during the application installation.

Note: In the following sections, the Oracle OAS 5.5
installation steps are for demo purpose only. Refer to the
Installing and configuring Oracle Analytics Server 5.5.0 for
more information.

OAS Server Component Installation Tasks

Oracle OAS Publisher is used as the main RMS, RWMS, REIM, and SIM reporting
engine and can be used in conjunction with external printing solutions like label printing.
This section describes the installation of Oracle OAS Publisher as a server application
within WebLogic 12.2.1.4.0. One deployment of OAS Publisher can be used for any of
the RMS, RWMS, REIM, and SIM reports.

When installing OAS Publisher, refer to the appropriate Fusion Middleware guides for the
installation of the product in a WebLogic server environment.

Installation Process Overview

Installing the OAS Publisher server as a standalone web application in a WebLogic
server involves the following tasks:

1. Install Oracle Analytics Server under an existing WebLogic Server (WLS) 12.2.1.4
infrastructure home.

2. Configure Oracle Analytics Server, create default OAS Domain and configure
component “OAS Publisher” only.

3. Select the OAS Platform schema for update of the ORACLE 19c DB.
4. Configure ports and document and test the URL’s that are created.
The following post-installation tasks are involved once OAS Publisher has been installed:

5. Configure the OAS Publisher repository. Set security model, add users, assign roles,
add reports, add printers, set repository path, set data source, etc.

6. Set up and copy the RMS OAS Publisher Report Templates produced for RMS.

7. Set up for the RMS application specific configuration files to integrate OAS Publisher
with the RMS online app.

Install Oracle Analytics Server 5.5
1. Install JDK 1.8 as per product certification
For Example, /u01/product/fmw/wls_oas
2. Export your DISPLAY.
Example: export DISPLAY=10.141.10.110:0.0
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3. Install Oracle Fusion Middleware Infrastructure in OAS Product Home
(fmw_12.2.1.4.0_infrastructure_generic.jar)
JDK_HOME/bin/java -jar fmw_12.2.1.4.0_infrastructure.jar

4. Install Oracle Analytics Server 5.5
JDK_HOME/bin/java -jar Oracle_Analytics_Server_5.5.0.jar

For more details, refer Installing and Configuring Oracle Analytics Server 5.5.0
F27232-04 Guide
5. Launch Oracle Analytics configuration Assistant by executing
* Go to $OAS HOME/bi/bin
Example: /u01/product/fmw/wls_oas/bi/bin

Start configuring domain: ./config.sh

6. Click Next.

O Oracle Analytics - Step 1 of 10@msp00bcd 1= [} -

Welcome ORACLE

FUSION MIDDLEWARE m

Welcome to Oracle Analytics (5.5.0) Configuration Assistant.

\I_.- Welcome

+ Configuration

/T\ Prerequisite Checks
T Define Domain

¥ Database Details

+ Port Management Copyright (c) 1999, 2019, Oracle and/or its affiliates. All rights reserved.
+ Initial Application

|
Summary
\lJ

Configuration Progress

Configuration Complete

Help Next = Cancel

7. Select Oracle Analytics Publisher
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© Oracle Analytics - Step 2 of 10@msp00bcd

-
- : ORACLE
Configuration -
FUSION MIDDLEWARE
o Welcome :

T You are about to configure thecomponents contained in Oracle Analytics (5.5.0). At
© Configuration any time during the configuration, vou can view the Release Notes and Documentation
I i Chieds online for additional information. Context-sensitive help is available by clicking Help.

i WS QRS RN E
T
L Define Domain Components to include
| .
¥ Database Details Oracle Analyvtics Enterprise Edition
+ Port Management | Oracle Analytics Publisher
| - —
Initial Application
i
Summary
[
T Configuration Progress
| a
- Configuration Complete
Select the components to configure as part of the installation process.
Help = Back Next = Cancel
8. Click Next.
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O Oracle Analytics - Step 3 of 10@msp00bcd

Prerequisite Checks

Welcome
Y pi=iatlic s

|
¥ Configuration

IS 3

_ORACLE
FUSION MIDDLEWARE

100% |

)‘:'K Prerequisite Checks
+ Define Domain

+ Database Details

+ Port Management

+ Initial Application

R4444_%

|
¥ Summary

Configuration Progress

~ Configuration Complete

Checking kernel parameters

Checking physical memory

Checking operating swstem certification

Checking recommended operating system packages

Checking Recommended glibc version

Checking Java version used to launch the installer

Help

- g Checking kernel parameters

% Checking Recommended glibc version

4 Checking physical memory

Checking Java version used to launch the installer

v| View Successful Tasks View Log

< Back Next = Cancel
[

9. Provide Domain Directory and Name. Create Admin Username and Password
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O Oracle Analytics - Step 4 of 10@msp00bcd

Define Domain ORACLE i ia‘
FUSION MIDDLEWARE

¥ Welcome |l
| The domain is the basic unit of WebLogic administration. All Oracle Analytics components
¥ Configuration reside in one domain. The domain needs a place to store files, and initial administrator

| . M. credentials.
Prereguisite Checks
4y Prerequisite Checks

) . The domain files include configuration files, log files, and data files.
& Define Domain

+ Database Details The credentials define the initial administrator account. For security reasons no other
i default accounts are created. Use this initial account to create inidvidual accounts for yvour
v Port Management users.

|

¥ Initial Application l )
Location of new domain

¥ Summary

Configuration Progress Domains Directory L’scr.atch,.fu0l,mcmalns,.fu\lls_oas,ur Browse

mplete Domain Name |OASPUEIDomain

~ Configuration Co

Domain Home |fscratchfu0l/domains/wls_oas//OASPUBDomain

Credentials for new domain

Username |web|ogic |

Password

Confirm Password

Confirm the password by entering it again.

The password must be a minimum of 8 and not exceed 30 alphanumeric characters. It must begin
with an alphabetic character, use only alphanumeric, underscore (_), dollar ($) or pound (#)
characters and include at least 1 digit.

Help < Back Next = Cancel

10. Select Create New schemas. Enter your Oracle Database information. Simple
connect string like <DBHOST>:1521:<PDB>

Installation Guide 85



Oracle Analytics Server Configuration for RMS Reports

© Oracle Analytics - M= B3 I

Database Schema _ORACLE i ia‘
FUSION MIDDLEWARE

Welcome |
Database schemas are required for storage of internal housekeeping information. These

Configuration schemas are distinct from any data sources which wou plan to analyse in Oracle Analytics.
Prerequisite Checks The simplest option is to create new database schemas here. Alternatively you can use

X . existing schemas you created earlier using the Repository Creation utility (RCU). Using RCU in
Define Domain ] o . ) . : .
e — advance gives you aditional options, such as choosing tablespaces. RCU is available in
Database Details directory /scratch/u0l/productfmw/wls_oasforacle_commaon/bin.

Port Management
) Create new schemas
Initial Application

Schema prefix [DASPUB |
Summary

Schema password

Configuration Progress

(-l ——€——€

Confirm schema password

Configuration Complete
Database type | Oracle Database b

Username |5ys |

Password

Simple connect string |-«:DEI HOST=>:1521:<PDE>| |

Use existing schemas

Enter the connect string in the format hostname:port: servicename for the Oracle database. Use only
for non-RAC databases. Use the separate Oracle RAC option for all RAC databases, included those
accessed using an Oracle Single Client Access Name (SCAN) address

Help < Back Next = Cancel
—

11. Choose Port Range
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|
O Oracle Analytics - Step 6 of 10@msp00bcd 1= [}

Port Management &LE
FUSION MIDDLEWARE
¥ Welcome

| Choose the ports for Oracle Analytics and WLS processes to use.
¥ Configuration

| .
Prerequisite Checks Port Range
A BTSSR TR EHEEE 9

i ) )
& Define Domain Port Range Starting Port [9500 |

i .
 Database Details Port Range End Port [9550] |

I
e Port Management
| . S
Initial Application
i
Summary
L
T Configuration Progress
I =
_ Configuration Complete

The very last port than can be used when allocating port numbers

Help < Back Next = Cancel

12. Select Clean Slate
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|
© Oracle Analytics - Step 7 of 10@msp00bcd =

Initial Application ORACLE ‘
FUSION MIDDLEWARE @

, Welcome

Choose the application that will be installed into your inital service instance. This can be
, Configuration the default sample application, an application archive exported from another Oracle
Analytics installation or you can choose to start with a clean slate.

., Prerequisite Checks W &

Define Domain Your own existing Oracle Analytics Application from export bundle (. jar file)
Database Details # Clean Slate (no predefined application)

Port Management

! Initial Application

Summary

figuration Progress

e e s

Configuration Complete

Choose the application to be installed into wour initial service instance.

Help < Back Next = Cancel

13. Click on Configure
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© Oracle Analytics - Step 8 of nsp00bcd
p—
S _ORACLE @‘
FUSION MIDDLEWARE
¥ Welcome » = Configure =l
I Configuration = Configuration
T . = Components
/T\ Prerequisite Checks Oracle Analytics Publisher
¥ Define Domain = MNew domain
| Database Details Domain Name: OASPUBDomain
T E B Domains Directory: /scratch/u0l/domains/wls_oas
(. L 1 T Admin server (HTTP port 9504, HTTPS 9501, internal 9517)
.\:, Initial Application Managed server (HTTP port 9518, HTTPS 3503, internal 9519) §
\I_.. Summary = Database B
J : = New schemas
T Configuration Progress Database type: ORACLE
1 Configuratior mplete Connect string: us.oracle.com:1521:. IMERCH
New RCU prefix: OASPUBE
= Port Management
= Portrange
Port range start: 9500
Port range end: 9550 |
= Application
Archive: jscratch/u0l/productfmwiwls_oas/oui/mw/cormmon/framework/bin
Service Instance Key: ssi
Service Instance Limit: 1
= Entry points =
Save Response File: Save
Click Save to generate a response file used for silent installation.
Help < Back Configure Cancel
14. Click Next
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© Oracle Analytics - Step 9 of imsp00bcd

E
Configuration Progress ORACLE i ia‘
FUSION MIDDLEWARE

me |l - }
] Configuration Tools
I Configuration Name Progress
A Prerequisite Checks =0 Oracle_Analytics_Configuration 11%
; Define Dormain || | [ Create expanded domain +/ Success
I -l Create schemas using RCU In Progress
Database Details . .
] Oracle Analytics Publisher Mot started
P IR IETETE | . @ Complete domain Not started
I
T Initial Application || | b @ Store port range Mot started
; Summary ||| @ Sync mid tier database Mot started
I . || | e @ Add default service instance Mot started
(w) Configuration Progress X
. — @ Store |MS credential Mot started
- Configuration Complete || || @ Cleaning up issues Not started
----- @ Oracle_Analytics_Startup 0% ]
----- @ Oracle_Analytics_Epilogue 0% |

Configuration Log Location: /scratch/udl/product/fmwiwls_oas/install2020-09-25_09-40-24AM.log

W Cracle_pnalytics_Configuration
@ Cracle_Analytics_Startup
@ Oracle_fnalytics_Epilogue

Help Cancel
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© Dracle Analytics - Step 9 of 10@msp00bcd = ES |
Configuration Progress ORACI—E
FUSION MIDDLEWARE
Welcome - ]
] Configuration Tools
l Configuration Name Progress
s Prerequisite Checks + Oracle_Analvtics_Configuration 100% |
; HenRea ol [ [ Create expanded domain ¥ Success
e e [ Create schemas using RCU ” Success
Database Details
] ----- [ Oracle Analytics Publisher «¥ Success
T O RETECEETE [ Complete domain ” Success
|
Initial Application || | i i [ Store port range J Success L
I S id tier datab \
: Summary || i & ¥no mid tier database «# Success :
I ) || | [ Add default service instance o Success
'w) Configuration Progress
L e [ Store JMS credential + Success
@ Configuration Complete || | | [ Cleaning up issues «¥ Success
+ Oracle_Analytics_Startup 100%
[ Start all Servers «¥ Success |
=+ | « Oracle_Analvtics_Epilogue 100% -
| N [ T»

Configuration Log Location: /scratch/udl/product/fmwiwls_oas/install2020-09-25_09-40-24AM.log

v Oracle_Analytics_Configuration
+ Oracle_fnalytics_Startup
" Oracle_Analytics_Epilogue

Help Next = Cancel

15. Click Finish
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i |

=)

O Oracle Analytics - Step 10 of 10@msp00bcd

ORACLE

FUSION MIDDLEWARE

Configuration Complete

+ [E Configure

= MNew schemas
Database type: ORACLE
Connect string: msp00baj.us. oracle.com:1521: QOLSP10MERCH
New RCU prefix. OASPUB
=] Port Management
= Partrangs
Port range start: 9500
Port range end: 9550
= Application
Archive: /scratch/u0l/productfrmw/wls_oas/ouifmw/commonframework/bin
Service Instance Key: ssi

Configuration Progress

r
; Configuration = Configuration
I [z Components
Prerequisite Checks . .
/]\ Oracle Anahytics Publisher
T Define Domain = MNew domain
! Database Details Domain Name: OASPUBDomain
} Domains Directory: fscratchju0l/domains/wls_oas
W T S EE Admin server (HTTP part 9504, HTTPS 9501, internal 9517)
; Initial Application Managed server (HTTP port 9518, HTTPS 9503, internal 9519) §
[ = Database %
Summary
T )
|
¢
I

w) Configuration Complete

Service Instance Limit: 1
= Entry points

Save this page: Sawve

Click Save to generate a file containing the summary details.

Help = Back Finish

Post install steps for OAS5.5

1. Test your OAS Publisher installation, Get the xmlpserver url from your Installation
Screen and launch xmlpserver. Login with the credentials you entered in your Oracle
AS configuration (weblogic / password). Example URL:http://[OAS_host]:[OAS
server_port]/xmlpserver
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ORACLE" Anaytics

2. After sign on, select “Administration”.

ORACLE' Analytics

Administration

Data Sources

JDBC Connection

File

LDAP Connection
OLAP Connection

Web Service Connection
HTTP Cannection
Content Server

Security Center

Security Configuration
Roles and Permissions
Digital Signature

Delivery
Delivery Configuration

Fax

Email

WebDAV

HTTP

FTP

Content Server

CUPS Server

Content and Experience

Sign In

Please enter username and password

Username

weblogic

Password

Accessibility Mode []

Al

Home

System Maintenance

Server Configuration
Scheduler Configuration
Scheduler Diagnostics
Report Viewer Configuration
Manage Cache

Manage Job Diagnostics Log

Runtime Configuration
Properties

Font Mappings

Curre Formats.

Integration
Oracle B Presentation Services

Sign In
Guest
English (United States) v
. Administration  Help ¥ Sign Out
Catalog New Open v  SignedinAs  weblogic ¥
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3. Onthe System Maintenance Section, click Server Configuration.

ORACLE' Analytics search Al v . Administration  Help ¥ Sign Out
Administration Home Catalog New v Open v  SgnedInAs weblogic
Administration > Server Configuration o

System Maintenance

Server Configuration  Scheduler Configuration  Scheduler Diagnostics  Report Viewer Configuration  Manage Cache  Manage Job Diagnostics Log

@MP Any changes will only take effect after the application is restarted
Apply  Cancel
Catalog

The Catalog contains all content such as reports and data models.

Catalog Type Oracle BI Publisher - File System

Path /scratch/u01/domains/wis_oas/OASPubDomain/bidata/components/bipublisher/repository

General Properties

4. On this screen - In the Server Configuration Folder section, enter the path to your
repository. On the Catalog section enter Catalog Type: Oracle AS Publisher — File
System from the drop down menu.

= This is the path you entered in the Configuration Section and Catalog Section:
Example: $<OAS DOMAIN HOME>/config/bipublisher/repository

Click Apply.

Click Administration link at top of screen.

Click on the Security Configuration link under the Security Center to setup a super
user and apply the Bl Publisher security model.

ORACLE" Analytics Search All v . Administration  Help ~ Sign Out
Administration Home: Catalog New ¥ Open Signed InAs  weblogic
Administration > Security Configuration Q

Security Center

Security Configuration ~ Roles and Permissions  Digital Signature

P Any changes will only take eflect after the application is restarted.
Apply  Cancel
Local Superuser

ocal superuser can log in to the system independent from the selected security mode!
[ Enable Local Superuser

Superuser name  retail, user

Password  esssss

Guest Access

[ Allow Guest Access
Guest Folder Name  Guest

Authentication

8. Enable a Superuser by checking the “Enable Local Superuser” box and by entering
name and password on the corresponding fields on this screen.

9. Mark “Allow Guest Access” check box. Enter “Guest” as Guest Folder Name.
10. Click Apply.
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11. Scroll down the screen and locate the Authorization section:

ORACLE' Analytics Search Al v Administration ~ Help ~ Sign Out

Administration Home Catalog New Open w Signed In A5 weblogic

How to get user locale

User Locale Parameter

Enter the value for URL, Administrator Username, Administrator Password, Distinguished Name for Users and other required information below

URL

Administrator Username
Administrator Password

Distinguished Name for Users
JNDI Context Factory Class
Attribute used for Login Username

Attribute used for user matching with authorization system

Authorization

Security Model  Orade Fusion Mddleware

Fusion Apps Security [ ]

12. Select Oracle Fusion Middleware from the Security Model list.
13. Click Apply.
= Leave OAS Publisher up while completing the next section.

Installing the RMS OAS Publisher Templates

In this section we will outline how the RMS report templates are installed into the
appropriate OAS server repositories.

Example: <OAS_DOMAIN_HOME>/config/bipublisher/repository

Report files are placed by the application installation in the directory - "RETAIL HOME
/reports " and have to be copied into a newly created directory within OAS Publisher
repository Guest Reports directory.
1. Create the directory to hold the reports under <AS_REPOSITORY>

mkdir <BI_REPOSITORY>/Reports/Guest/RMS

2. Change directory to the RETAIL_HOME /reports/RMS created during the application
install. This directory contains subdirectories whose names reflect the names of
report templates provided with RMS.

3. Copy each report directory into the directory created above

For example,
cp -R * <BI REPOSITORY>/Reports/Guest/RMS

Configuring the RMS JDBC connection

Follow the below steps to configure a JDBC connection for the RMS Data Source, which
is required for RMS reports.

1. If not still logged into OASPublisher:

= Login with the credentials you entered in your Oracle AS configuration. (weblogic
/ password)

2. If the server was restarted:

= Login as the super user that was created in prior security setup steps.
3. Click the Administration link at top of screen

Select the JDBC Connection hyperlink in the Data Sources lists.
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5. Click the Add Data Source button.

ORACLE' Analytics Search All v . Administration  Help ¥ Sign Out
Administration Home Catalog New ¥ Open v Signed In As  weblogic ¥
Administration > JDBC > Add Data Souree o

Add Data Source

Apply  Cancel

General

TIP With Oracle Fusion Middleware Security Model, select the Use System User checkbox to use the BI System User for your B Server Database Connection

TIP Please make sure to install the required JDBC driver classes.
TIP Not all JDBC data sources support Data Gateway

* Data Source Name
* Driver Type Oracle 12c -

* Database Driver Class  oracle.jdbc.OracleDriver

. .
Connection String ... oracle:thin:@[host]:[port]:sid]

Use System User
* Username
Password

Pre Process Function

Post Process Function

6. Enter the appropriate details for the RMS data source. Click Test Connection to test
the connection on the screen once the data is entered.

= Data Source Name: RMS
— Must be RMS due to code dependencies.

= Driver type is ORACLE 12c

= Database driver class should be oracle.jdbc.OracleDriver.

= Connection string is similar to this example:
— Pluggable: jdbc:oracle:thin:@dbhostname:1521/servicename
— Non- Pluggable jdbc:oracle:thin:@dbhostname:1521:SID

= Enter the username and password for the RMS application user’s data source.
Click Test Connection to test the connection on the screen once the data is
entered.
7. Scroll to the bottom of the screen and check the Allow Guest Access check box. Click
Apply.

ORACLE" Analytics

Administration

Search All

Home

Catalog

@ TIP To enable access to a backup data source, please check the Use Backup Data Source checkbox and enter the necessary connection information

Security

Use Backup Data Source
Connection String

Username

Password

Allow Guest Access
Allowed User

Test Connection

=

Available Roles Allowed Roles
Bl Dataload Author Bl Cansumer
Bl Data Model Author Move Bl Content Author
DV Gonsumer
DV Content Author »
Bl Service Administrator Move All

Remave

®
Remove All
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8. Click Catalog link at the top of the screen — and then click the Guest folder on the left
so that it is highlighted.

ORACLE" Analytics search Al = O Admnisvsion  Hep v Skgnout -
Catalog Home Catalog New ¥ Open v  SignedinAs  weblogic ¥
vy L L G X E X 2~ Location /Shared FoldersiGuest v (]
Folders RMS  Last Modified 8/24/20 4.07 AM  Crealed By
Expand More ¥
» B My Folders ~
=_ RWMS LastModified 9/14/120 10:31 AM Created By
4 Bm Shared Folders B Expand More v
* I Components = SIM Last Modified 7/31/20 6:53 AM  Created By retail.user
il E I Expend More
» m RMS
» Bm RWMS
* B s hd
Tasks
fm Guest
i Expand 4, Upload
3 Delete &+, Download
| Copy 3 cut

Paste z]1Rename
§ Permissions  [EE Properties
[ Export XLIFF

9. Click the Permissions link on the lower left of the screen.

Permissions

Location /GuestRMS
Apply permissions to items within this folder

+X

Role Name

Schedule
Report

Output
(8181 Consumer

(@181 Content Author

(8181 Service Administrator

10. Click OK.
11. Restart OAS Publisher domain.

12. Verify application reports by logging through applications (For Example: RMS, RESA,
SIM, etc...) and It may prompt again for login credentials to display reports. For SSO
configured applications, reports should be displayed through application user logins if
those users/groups added into Bl Application roles through EM console.

Map Application LDAP Users/Groups to Bl Application roles using EM
console

1. Login to EM console with Weblogic admin credentials and Navigate to Weblogic
Domain->Security->Application Roles.
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ORACLE’ Enterprise Manager Fusion Middleware Control 12¢

=
/Domain

Applit

Applicatic
applicatic

b Polii

A Seal

Selectar

View v

Rol
BID!
BID:
DVC
BICI
DVC

BICI

& WebLogic Domain v
Home
Monitoring
Diagnostics
Control
Logs
Environment
Deployments
JDBC Data Sources
Messaging
Cross Component Wiring
Web Services

Other Services

Administration
Refresh WebLogic Domain
Security

JNDI Browser

)

b

)

)

fons that are specific to the application. These roles are seeded by applications in single global policy store when the :
beessing the application.

Security Realms Ihis application.
Security Administration

Web Service Security

Application Policies
Application Roles

System Policies
n
Security Provider Configuration
his role can author data models.

Audt Regsraon and Polcy his role can author data loads

Credentials £d this role can consume content but are resfricted in what they can create.
Keystore his role can create most types of content.
[uthor Users with this role can create most types of content.

Users aranted this role can consume content but are restricted in what thev can create

Select Bl ServiceAdministrator role name and click Edit.
Click the Add button to add group members.
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ORACLE Enterprise Manager Fusion Middeware Conlrol 12¢

F bi @
= & WebLogic Domain v

[Domain_bilbi > Application Roles >

Edit Application Role ; BlServiceAdministrat...

Role (or Enterprise Role) is the group of users designed at the enterprise level and typically used to assign a privilege or permission. A role can also contain oiher roles as members.

General

Application Stripe  obi

Role Name  BIServiceAdministrator
Display Name Bl Service Administrator

Description  This role confers privileges required to administer the
sample appiication.

Members

An application role may need to be mapped to users or groups defined in enterprise LDAP server, or the role can be mapped to other application roles.

Vewvy odpadd ) Delete.. = Detach
Name Display Name
BlAdministrators BlAdministrators

4. Select Type value as Group.

Ada Frincipal

Display Name Description

5. Search for Bl Administrator group by providing Principal name and click the Search
button.

Note: Bl Administrator group with application users like
rms_admin, resa_admin, retail.user should be available in

weblogic Security Realm.
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Add Principal
Specify criteria to search and select the application roles that you want to grant permissions to

Search
Tvpe Group -
Principal Name  Starts With v | Bladmin
Display Name Starts With v >
Searched Principals

View w I Detach

Principal Display Name Description

BlAdministrators, Bl Administrators Bl Administrators Group

oK

Check to enter principal name here instead of searching from above. This option can be used for advanced scenarios related to custom authenticators,

Cancel

6. Select “BIAdministrators” in Searched Principals.
7. Click OK.
8. Save the changes and click OK

Restart BIP domain using stop.sh and start.sh scripts available under
<OAS_DOMAIN>/bitools/bin directory.

./stop.sh
./start.sh

Post Configurations for SSO setup

Note: This procédure is only needed if OAS application
setting up using Single Sign On (SSO) authentication. This
can be skipped if SSO is not going to be used. The Oracle
Access Manager must be configured and the Oracle http
server (Webtier and webgate) must be registered into the
Oracle Access Manager.

1. Login to xmlpserver and Navigate to Security Configuration link under the Security
Center to configure SSO configurations like Single Sign-on Type, Sign-Off url, User
Name Parameter( For example, OAM_REMOTE_USER) and Locale Language.
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ORACLE s Serh Al ' O, Mninstation  Hep v Sgn0ut

Administration Fome kg MNew v Opn v Sgedlnks retaluser v
Glest Foder Name

Authentication

s an epton, you can st ither Singe Sgn-on or LOAP for your authentication e, you do not seecttis option, authentication i teken car of by the securty model you seleced on Authorizzton secfon
To enable Singl Sign-On, first sef up BT Publiher as & pertner applicaion on the S50 Senver, Enter the value for the single ign-0ff URL and otherrequire nformtion provided by the S50 Server belo,
B e e inn

Single Sign-0n Type. Qracle Single Sgn On v
Single Sign-Off URL it/ <OAM_HOSTNAMES foemserver/ogout
Howto get usemame
User Name Farameter
How to get user locale
User Locale Farameter

Enter the vaue far URL Adrinifator Usemanne, Adrinisrator Password, Ditinguished Name for Users and other required nformation below

2. Restart OAS domain using stop.sh and start.sh scripts available under
<OAS_DOMAIN>/bitools/bin directory.

./stop.sh
./start.sh
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Data Access Schema

Data Access Schema (DAS) exposes a subset of core Merchandising/Sales Audit data to
external applications via database replication. DAS allows these applications read only
access Merchandising/Sales Audit data as they need it. The use of a separate schema
insulates core Merchandising/Sales Audit processes from outside requests for
information. DAS user must be created in a different database from Merchandising/Sales

Audit.

Prepare DAS Database
To prepare the DAS database perform the following steps:
DAS Patches and updates are available from My Oracle Support.
Download 19.0.1 DAS patch from My Oracle Support.
Log into the DAS database server as a user that can connect to the DAS database.
Create a staging directory for the DAS implementation.

Copy the DAS patch Das19.0.00.zip file from the RMS 19.0.1 release to the staging
directory.

Change directories to DAS_STAGING_DIR and extract the Das19.0.00.zip file. This
creates a Das19.0.00/ subdirectory under DAS_STAGING_DIR. The sql scripts
under Das19.0.00/ will be used for setting up DAS schema.

Create DAS tablespaces:

1.

a.

Modify DAS_STAGING_DIR/create_das_tablespaces.sql to use the correct size
values. The DAS schema tablespaces require approximately 50% of the capacity
for the corresponding Merchandising/Sales Audit tablespaces, so set these
values to half the size allotted for each tablespace in Merchandising/Sales Audit.

As SYSDBA in the PDB, run DAS_STAGING_DIR/create_das_tablespaces.sql.
The following tablespaces are created:

RETAIL_DATA

RETAIL_INDEX

LOB_DATA

USERS

If you hold the Advanced Security Options license, you can create the encrypted
tablespaces with TDE tablespace encryption to protect Pll data at rest.

i. Follow the instructions in Appendix: Configure a Wallet for Tablespace Encryption
to create a Wallet.

ii. Modify the
DAS_STAGING_DIR/create_encrypted_das_tablespaces_TDE.sqgl to use
the correct size values. The DAS schema tablespaces require approximately
50% of the capacity for the corresponding Merchandising/Sales Audit
tablespace, so set these values to half the size allotted for each tablespace
in Merchandising/ Sales Audit.

iii. As SYSDBA in the PDB, run
DAS_STAGING_DIR/create_encrypted_das_tablespaces_TDE.sql.
The following tablespaces are created:
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ENCRYPTED_RETAIL_DATA
ENCRYPTED_RETAIL_INDEX

d. If you do not hold an Advanced Security Option license or do not wish to use
TDE tablespace encryption, create the remaining tablespaces without encryption.

i. Modify the DAS_STAGING_DIR/create_encrypted_das_tablespaces_no_TDE.sq|
to use the correct size values. The DAS schema tablespaces require approximately
50% of the capacity for the corresponding Merchandising/Sales Audit tablespace, so
set these values to half the size allotted for each tablespace in Merchandising/Sales
Audit.

ii. As SYSDBA in the PDB, run the
DAS_STAGING_DIR/create_encrypted_das_tablespaces_no_TDE.sql.
The following tablespaces are created:

ENCRYPTED_RETAIL_DATA
ENCRYPTED_RETAIL_INDEX

7. Create the DAS schema owner. Connect to the DAS PDB as SYSDBA and run the

following:
a. Runthe DAS_STAGING_DIR/create_das_user.sql. The following prompts will
occur:

— Schema Name: The name of the DAS schema owner (for example; RMS19DAS).
— Password: Password for the DAS schema owner.

— Temp Tablespace: Temporary tablespace for the DAS schema owner.
SQL> @create_das_user.sql
Please enter the schema owner name: <schema owner>
Please enter the password for the schema owner:
Please enter the temporary tablespace for the schema owner: TEMP

8. Create flashback tablespace and flashback archive. Grant flashback archive
privileges to the DAS schema owner.

a. Modify DAS_STAGING_DIR/create_das_flashback_tablespace.sql to use the
correct size values and data file path. Modify the flashback archive retention as
desired.

b. As SYSDBA in the PDB, run
DAS_STAGING_DIR/create_das_flashback_tablespace.sql. The script will
prompt for the DAS schema owner name.

The following tablespaces are created:
FLASHBACK_DATA
9. Create DAS views and sequences:
a. Asthe new DAS schema owner, run DAS_STAGING_DIR/create_das_views.sql

The created views will be invalid because the dependent tables do not exist yet.
After the tables are imported via Oracle Datapump, the views must be
recompiled.

SQL> @create das_views.sql
CREATING VIEW 'POVIEW ORDLOC VIEW'..
b. As the new DAS schema owner, run create_das_views_rpm.sql
SQL> @create das views rpm.sql
CREATING VIEW 'DAS WV _RPM CLEARANCE'..

c. Asthe new DAS schema owner, run create_das_views_reim.sql
SQL> @create das views reim.sqgl
CREATING VIEW 'DAS WV_IM AP STAGE DETAIL'..
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Initialize DAS Tables

The Oracle Database datapump utility can be utilized to initialize objects in DAS. An
export of objects taken from the main Merchandising/Sales Audit schema containing the
subset of DAS objects should be used for DAS table creation as well as initial data
seeding. Using a utility such as Oracle Database datapump for the export and import of
DDL and corresponding data will guarantee that underlying table structure such as
partitions line up exactly between Merchandising/Sales Audit and DAS. Replication
issues are likely to arise if partitions are not aligned. The latest DAS data model is
available on My Oracle Support.

Review and validate the following items in the DAS schema post initialization and prior to
enabling replication:

1. Verify that all constraints are enabled and in a validated state. Run the
DAS_STAGING_DIR/enable_das_primary_keys.sql script to generate and execute a
SQL script that will enable and validate any disabled or non-validated primary keys.
In SQLPLUS, as DAS schema owner on PDB,

SQL> QRenable das primary keys.sqgl
Please enter the DAS schema owner name: <schema owner>

Recompile the views.

The ITEM_LOC_SOH table has been altered to maintain flashback archive data. To
enable users to query historical data an additional privilege must be granted.
SQL> GRANT FLASHBACK ON ITEM LOC SOH TO <USER>;
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Web Services Installation

Some Oracle Retail applications; <app> (for example, RMS) use Oracle Objects for the
PL/SQL API’s. The tool generates a Web Service Provider layer between the external
clients and the <app> API’s to provide the Web Service functionality, such as faults,
logging, and security, as well as the conversion from xml payloads to Oracle Objects. The
Retail Service Enabler (RSE) tool creates the appropriate Provider web service endpoints
as well as templates for the PL/SQL APIs.

Set up Environment

To set up the environment, do the following:

1. Source the oraenv script to set up the Oracle environment variables
(ORACLE_HOME, ORACLE_SID, PATH, and so on).

Example: prompt$ . oraenv
ORACLE_SID =[] ? mydb
prompt$

2. Verify the ORACLE_HOME and ORACLE_SID variables after running this script.

Example: prompt$ echo $ORACLE_HOME
/uO0/oracle/product/mydbversion
prompt$ echo $ORACLE_SID
mydb
3. export TNS_ADMIN=/path/to/wallet/files/dir/
export UP=/@<Schema Owner Wallet Alias>

Note: See “Appendix: Setting Up Password Stores with
Oracle Wallet” for how to set up database wallet.

5. Verify that TNS is set up correctly by using the UP variable to successfully log in to
the RMS 19 schema.

Example: /u0O/oracle> sqglplus $UP

Grant permissions to RMS Database Schema

1. Change directories to RETAIL_HOME/
dbsgl_rms/Cross_Pillar/webservice_objects/consumer/sql

2. Verify the contents of the following files. They should contain commands to run
grants to your RMS schema owner.

= DrillBackForwardUrIServiceConsumer_grant.sql
» GlAccountValidationServiceConsumer_grant.sql

Note: If necessary, change all occurrence of <USER> to
RMS schema owner RMS19DEYV in the files:

dbms_java.grant permission( '<USER>',
'SYS:java.lang.RuntimePermission', 'setFactory', '' )

to
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doms java.grant permission( 'RMS19DEV',
'SYS:java.lang.RuntimePermission', 'setFactory', '' )

Note: For Multitenant databases comment the line CONN /
AS SYSDBA)

3. Runthe above files as the database SYS user.

You do NOT create synonyms to each java object loaded as the synonyms were
created in packages previously loaded pointing to the exposed java objects.

108 Oracle Retail Merchandising System



8

Patching Procedures

Oracle Retail Patching Process

The patching process for many Oracle Retail products has been substantially revised
from prior releases. Automated tools are available to reduce the amount of manual steps
when applying patches. To support and complement this automation, more information
about the environment is now tracked and retained between patches. This information is
used to allow subsequent patches to identify and skip changes that have already been
made to the environment. For example, the patching process uses a database manifest
table to skip database change scripts that have already been executed.

The enhanced product patching process incorporates the following:

= Utilities to automate the application of Oracle Retail patches to environments.

= Unified patches so that a single patch can be applied against Database, Forms, Java
applications, Batch, etc. installations.

= Database and Environment manifests track versions of files at a module level.

= Centralized configuration distinguishes installation types (Database, Forms, Java,
Batch, etc.).

= Patch inventory tracks the patches applied to an environment.

These enhancements make installing and updating Oracle Retail product installations
easier and reduce opportunities for mistakes. Some of these changes add additional
considerations to patching and maintaining Oracle Retail product environments.
Additional details on these considerations are found in later sections.

Supported Products and Technologies

Several products and technologies are supported by the enhanced patching process. The
utilities, processes, and procedures described here are supported with the following
products and listed technologies:

Product Supported Technology

Oracle Retail Merchandising System (RMS) = Database scripts

=  Batch scripts

= RETL scripts

= Data Conversion Scripts
= Bl Publisher Reports

= Java Application

Oracle Retail Warehouse Management System = Database scripts
(RWMS) =  Batch scripts
=  Forms

= Bl Publisher Reports

Oracle Retail Price Management (RPM) = Database scripts (included with
RMS)

= Java Application
=  Batch scripts
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Product Supported Technology
Oracle Retail Invoice Matching (RelM) =  Database scripts (included with
RMS)

= Java Application
=  Batch scripts

Oracle Retail Allocation = Database scripts (included with
RMS)

= Java Application
=  Batch scripts

Oracle Retail Sales Audit (ReSA) =  Database scripts (included with
RMS)

= Java Application

Oracle Retail Insights (RI) = Database scripts
Previously called Oracle Retail Analytics (RA)

Oracle Retail Advanced Science Engine (ORASE) = Database scripts
=  Batch scripts

Oracle Retail Data Extractor (RDE) = Database scripts

Oracle Retail Application Admin Console (ORAAC). = Java Application
Previously called Oracle Retail Application Security
Role Manager (RASRM)

Patch Concepts

During the lifecycle of an Oracle Retail environment, patches are applied to maintain your
system. This maintenance may be necessary to resolve a specific issue, add new
functionality, update to the latest patch level, add support for new technologies, or other
reasons.

A patch refers to a collection of files to apply to an environment. Patches could be
cumulative, such as the 19.0.1 release, or incremental, such as a hot fix for just a few
modules. Patches may contain updates for some or all components of a product
installation including database, application code, forms, and batch. In a distributed
architecture the same patch may need to be applied to multiple systems in order to patch
all of the components. For example, if a patch contains both database and application
changes, the patch would need to be applied to both the database server and the
application server.

The top-level directory for the installation of an Oracle Retail product is referred to as the
RETAIL_HOME. Underneath RETAIL_HOME are all of the files related to that product
installation, as well as configuration and metadata necessary for the Oracle Retail Patch
Assistant to maintain those files. In some cases the runtime application files also exist
under RETAIL_HOME. For example, compiled RMS batch files, the compiled RWMS
forms, or Java Application batch scripts.

Patching Utility Overview

Patches are applied and tracked using utilities that are specifically designed for this
purpose. The primary utility is described briefly below and additional information is
available in later sections.
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Oracle Retail Patch Assistant (ORPatch)

ORPatch is the utility used to apply patches to an Oracle Retail product installation. It is
used in the background by the installer when creating a new installation or applying a
cumulative patch. It is used directly to apply an incremental patch to an environment.

Oracle Retail Merge Patch (ORMerge)

ORMerge is a utility to allow multiple patches to be combined into a single patch.
Applying patches individually may require some steps to be repeated. Merging multiple
patches together allows these steps to be run only once. For example, applying several
incremental patches to database packages will recompile invalid objects with each patch.
Merging the patches into a single patch before applying them will allow invalid objects to
be recompiled only once.

Oracle Retail Compile Patch (ORCompile)

ORCompile is a utility to compile components of Oracle Retail products outside of a
patch. It allows RMS Batch, and RWMS Forms to be fully recompiled even if no patch
has been applied. It also contains functionality to recompile invalid database objects in
product schemas.

Oracle Retail Deploy Patch (ORDeploy)

ORDepiloy is a utility to deploy components of Oracle Retail Java products outside of a
patch. It allows RPM, RelM, Allocation and ReSA java applications to be redeployed to
WebLogic even if a patch has not been applied. It contains functionality to optionally
include or not include Java customizations when redeploying.

Changes with 16.0

Some products and technologies are supported by the enhanced patching process for
the first time in 16.0. In those cases all of the content in this chapter is new with 16.0.

New technologies

For the 16.0 release, the Oracle Retail Merchandising System (RMS) has a new ADF
application component that is integrated with Orpatch.

Patching Considerations

Patch Types

Oracle Retail produces two types of patches for their products: cumulative and
incremental.

Cumulative Patches

A cumulative patch includes all of the files necessary to patch an environment to a
specific level or build a new environment at that level. Examples of cumulative patches
would be 19.0.1, 16.0.2, 16.0, 15.0.2, and so on. Cumulative patches come with a
standard Oracle Retail installer and can be applied to an environment with the installer,
rather than with ORPatch or other utilities.

Incremental Patches

An incremental patch includes only selected files necessary to address a specific issue or
add a feature. Examples of incremental patches would be a hot fix for a specific defect.
Incremental patches do not include an installer and must be applied with ORPatch.
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Incremental Patch Structure

An Oracle Retail incremental patch generally contains several files and one or more
subdirectories. The subdirectories contain the contents of the patch, while the individual
files contain information about the patch and metadata necessary for patching utilities to
correctly, apply the patch. The most important files in the top-level directory are the
README.txt, the manifest files.

README File

The README.txt file contains information about the incremental patch and how to apply
it. This may include manual steps that are necessary before, after or while applying the
patch. It will also contain instructions on applying the patch with ORPatch.

Manifest Files

Each patch contains manifest files that consist of metadata about the patch and are used
by ORPatch, to determine the actions necessary to apply a patch. Patches should
generally be run against all installations a product in an environment, and ORPatch will
only apply the changes from the patch that are relevant to that installation.

Note: Cumulative patches use a different patch structure
because they include a full installer that will run ORPatch
automatically.

Version Tracking

The patching infrastructure tracks version information for all files involved with a product
installation. The RETAIL_HOME contains files that track the revision of all files within the
RETAIL_HOME including batch, forms, database, Java archives, and other files. In
addition, records of database scripts that have been applied to the product database
objects are kept within each database schema.

Apply all Patches with Installer or ORPatch

In order to ensure that environment metadata is accurate all patches must be applied to
the Oracle Retail product installation using patching utilities. For cumulative patches this
is done automatically by the installer. For incremental patches ORPatch must be used
directly. This is especially important if database changes are being applied, in order to
ensure that the database-related metadata is kept up-to-date.

Environment Configuration

A configuration file in SRETAIL_HOME/orpatch/config/env_info.cfg is used to define the
details of a specific Oracle Retail environment. This file defines:

= The location of critical infrastructure components such as the ORACLE_HOME on a
database or middleware server.

= The location of Oracle Wallet to support connecting to the database users.

» The type of file processing which is relevant to a particular host. For example, if this
is a host where database work should be done, or a host where batch compilation
should be done, a host where Java applications should be deployed, etc. This allows
a single database, forms and batch patch to be run against all types of hosts,
applying only the relevant pieces on each server.

= Other configuration necessary to determine proper behavior in an environment.
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Retained Installation Files

The RETAIL_HOME location of an Oracle Retail product installation contains all of the
files associated with that installation. This can include database scripts, Java files, Forms,
Batch, RETL and Data Conversion files as with previous versions and also includes all
database scripts. This allows objects to be reloaded during patching, including any
necessary dependencies.

Reloading Content

In order to ensure that database contents and generated files exactly match patched
versions, when applying cumulative patches some content is regenerated even if it does
not appear to have changed.

On a cumulative patch this includes:
= All re-runnable database content will be reloaded
— Packages and Procedures
— Database Types (excluding RIB objects)
— Control scripts
— Triggers
— WebService jars and packages
— Form Elements
= Al RWMS forms files will be recompiled
= All RMS batch files will be recompiled

When applying incremental patches, only changed files will be reloaded. However this
does not apply to RMS batch, which is fully recompiled with any change.

Java Hotfixes and Cumulative Patches

When applying cumulative patches to Java applications components with ORPatch, all
hotfixes related to base product ear files included with the patch will be rolled back. This
increases the likelihood of a successful deployment because hotfixes may not be
compatible with updated product ear files, or may already be included with the ear.
Before applying a cumulative patch to Java applications, check the patch documentation
to determine which hotfixes are not included in the ear. Then work with Oracle Support to
obtain compatible versions of the fixes for the updated ear version. In some cases this
may be the same hotfix, in which case it can be re-applied to the environment. In other
cases a new hotfix may be required.

Backups
Before applying a patch to an environment, it is extremely important to take a full backup
of both the RETAIL_HOME file system and the Oracle Retail database. Although
ORPatch makes backups of files modified during patching, any database changes cannot
be reversed. If a patch fails which contains database changes, and cannot be completed,
the environment must be restored from backup.

Disk Space

When patches are applied to an environment, the old version of files which are updated
or deleted are backed up to $RETAIL_HOME/backups/backup-<timestamp>. When
applying large patches, ensure there is sufficient disk space on the system where you
unzip the patch or the patching process may fail. Up to twice as much disk space as the
unzipped patch may be required during patching.
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In addition to backups of source files, the existing compiled RWMS Forms and RMS
Batch files are saved before recompilation. These backups may be created during
patches:

» Batch ‘lib’ directory in SRETAIL_HOME/oracle/lib/bin-<timestamp>

» Batch ‘proc’ directory in $SRETAIL_HOME/oracle/proc/bin-<timestamp>

= Forms ‘toolset’ directory in $RETAIL_HOME/base/toolset/bin-<timestamp>
* Forms ‘forms’ directory in $RETAIL_HOME/base/forms/bin-<timestamp>
Periodically both types of backup files can be removed to preserve disk space.

Patching Operations

Running ORPatch

ORPatch is used to apply patches to an Oracle Retail product installation. When applying
a patch that includes an installer, ORPatch does not need to be executed manually as
the installer will run it automatically as part of the installation process. When applying a
patch that does not include an installer, ORPatch is run directly.

ORPatch performs the tasks necessary to apply the patch:
» Inspects the patch metadata to determine the patch contents and patch type.

= Reads the environment configuration file to determine which product components
exist in this installation.

= Assembles a list of patch actions that will be run on this host to process the patch.

= Executes pre-checks to validate that all patch actions have the necessary
configuration to proceed.

= Compares version numbers of files from the patch against the files in the
environment.

= Backs up files that will be updated.

= Copies updated files into the installation.

» Loads updated files into database schemas, if applicable.

= Recompiles RMS batch, if applicable.

= Recompiles RWMS forms, if applicable.

= Constructs updated Java archives and deploys them to WebLogic, if applicable
= Updates Java batch files and libraries, if applicable

»= Records the patch in the patch inventory.

If a patch does not contain updated files for the database or system, no action may be
taken. If a previously failed ORPatch session is discovered, it will be restarted.

Preparing for Patching

Before applying a patch to your system, it is important to properly prepare the
environment.

Single Patching Session

It is extremely important that only a single ORPatch session is active against a product
installation at a time. If multiple patches need to be applied, you can optionally merge
them into a single patch and apply one patch to the environment. Never apply multiple
patches at the same time.

Shutdown Applications
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If a patch updates database objects, it is important that all applications are shutdown to
ensure no database objects are locked or in use. This is especially important when
applying changes to Oracle Retail Integration Bus (RIB) objects as types in use will not
be correctly replaced, leading to “ORA-21700: object does not exist or marked for delete”
errors when restarting the RIB.

Backup Environment

Before applying a patch to an environment, it is important to take a full backup of both the
RETAIL_HOME file system and the retail database. Although ORPatch makes backups
of files modified during patching, any database changes cannot be reversed. If a patch
which contains database changes fails and cannot be completed, the environment must
be restored from backup.

Log Files

When applying a patch, ORPatch will create a number of log files which contain important
information about the actions taken during a patch and may contain more information in
the event of problems. Log files are created in the $SRETAIL_HOME/orpatch/logs
directory. Logs should always be reviewed after a patch is applied.

After a patch session the log directory will contain, at a minimum, an ORPatch log file and
may also contain other logs depending on the actions taken. The following table
describes logs that may exist.

Log File

Used For

orpatch-<date>-<time>.log

Primary ORPatch log file

detail_logs/dbsql_<component>/invalids/*

Details on the errors causing a
database object to be invalid

detail_logs/analyze/details

Detail logs of files that will be
created/updated/removed when a
patch is applied

detail_logs/compare/details

Detail logs of the differences
between two sets of environment
metadata

orpatch_forms_<pid>_child_<num>.log

Temporary logs from a child
process spawned to compile
forms in parallel. After the child
process completes, the contents
are append to the primary
orpatch log file

detail_logs/rmsbatch/lib/*

Detail logs of the compilation of
RMS Batch libraries

detail_logs/rmsbatch/proc/*

Detail logs of the compilation of
RMS Batch programs

detail_logs/dbsql_rms/rms_db_ws_consumer_jars/*

Detail logs of the loadjava
command to install RMS
WebService Consumer objects

detail_logs/dbsql_rms/rms_db_ws_consumer_libs/*

Detail logs of the loadjava
command to install RMS
WebService Consumer libraries

detail_logs/forms/rwms_frm_forms/*

Detail logs of the compilation of
each RWMS Forms file
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Log File Used For

detail_logs/dbsql_rwms/rwms_db_sp _jars/* Detail logs of the loadjava
command to install RWMS SP
jars

detail_logs/javaapp_<product>/deploy/* Detail logs of the deploy of a
Java product

Unzip Patch Files

Before executing ORPatch, the patch files must be unzipped into a directory. This
directory will be passed to ORPatch as the “-s <source directory>" argument on the
command-line when applying or analyzing a patch.

Location of ORPatch

The ORPatch script will be located in SRETAIL_HOME/orpatch/bin.

Command Line Arguments

ORPatch behavior is controlled by several command-line arguments. These arguments
may be actions or options. Command and option names can be specified in upper or
lower case, and will be converted to upper case automatically. Arguments to options, for
example the source directory patch, will not be modified.

ORPatch command-line actions:

Action Description
apply Tells ORPatch to apply a patch, requires the —s option
Example: orpatch apply —s SRETAIL_HOME/stage/patch123456
analyze Tells ORPatch to analyze a patch, requires the —s option
Example: orpatch analyze —s $RETAIL_HOME/stage/patch123456
Isinventory Tells ORPatch to list the inventory of patches that have been applied to
this installation
exportmetadata Tells ORPatch to extract all metadata information from the environment

and create a $RETAIL_HOME/support directory to contain it. Requires the
—expname option.

Diffmetadata

Tells ORPatch to compare all metadata from the current environment with
metadata exported from some other environment. Requires the —
expname and —srcname options.

Revert

Tells ORPatch to revert the files related to a patch, requires the —s option

Example: orpatch revert —s $RETAIL_HOME/backups/backup-09302013-
153010

Note: An action is required and only one action can be
specified at a time.

ORPatch command-line arguments:

Argument

Valid For Actions | Description

-s <source dir>

apply Specifies where to find the top-level directory of the

analyze patch to apply or analyze. The source directory
should contain the manifest.csv and patch_info.cfg
files.
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Argument Valid For Actions | Description
-new apply Forces ORPatch to not attempt to restart a failed
ORPatch session
-expname exportmetadata Defines the top-level name to be used for the export
diffmetadata or comparison of environment metadata. When used
Isinventory with Isinventory, it allows an exported inventory to be
printed.
-srcname diffmetadata Defines the ‘name’ to use when referring to the

current environment during metadata comparisons.

-dbmodules diffmetadata When comparing metadata at a module-level,
compare the dbmanifest information rather than the
environment manifest. This method of comparing
metadata is less accurate as it does not include non-
database files.

-jarmodules analyze When used with analyze, requests a full comparison
diffmetadata of the metadata of Java archives included in the
patch versus the metadata of the Java archives in
the environment. This behavior is automatically
enabled when Java customizations are detected in
the environment. Analyzing the contents of Java
archives allows for detailed investigation of the
potential impacts of installing a new Java ear to an
environment with customizations.

When used with diffmetadata, this causes metadata
to be compared using jarmanifest information rather
than the environment manifest. This provides more
detailed information on the exact differences of the
content of Java archives, but does not include non-

Java files.
-selfonly apply Only apply or analyze changes in a patch that relate
analyze to orpatch itself. This is useful for applying updates to

orpatch without applying the entire patch to an
environment.

-s <backup dir> revert Specifies the backup from a patch that should be
reverted to the environment. This restores only the
files modified during the patch, the database must be
restored separately or the environment will be out-of-
sync and likely unusable.

Analyzing the Impact of a Patch

In some cases, it may be desirable to see a list of the files that will be updated by a
patch, particularly if files in the environment have been customized. ORPatch has an
‘analyze’ mode that will evaluate all files in the patch against the environment and report
on the files that will be updated based on the patch.

To run ORPatch in analyze mode, include ‘analyze’ on the command line. It performs the
following actions:

= Identifies files in the environment that the patch would remove.

= Compares version numbers of files in the patch to version numbers of files in the
environment.

= Prints a summary of the number of files that would be created, updated, or removed.

= Prints an additional list of any files that would be updated which are registered as
being customized.
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Prints an additional list of any files which are in the environment and newer than the
files included in the patch. These files are considered possible conflicts as the
modules in the patch may not be compatible with the newer versions already
installed. If you choose to apply the patch the newer versions of modules in the
environment will NOT be overwritten.

If a Java custom file tree is detected, prints a detailed analysis of the modules within
Java ear files that differ from the current ear file on the system.

Saves details of the files that will be impacted in
$RETAIL_HOME/orpatch/logs/detail_logs/analyze/details.

This list of files can then be used to assess the impact of a patch on your environment.
To analyze a patch, perform the following steps:

1
2.

9.

Log in as the UNIX user that owns the product installation.

Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.

Export RETAIL HOME=/u0O/oretail/tst

Set the PATH environment variable to include the orpatch/bin directory

export PATH=SRETAIL HOME/orpatch/bin:SPATH

Set the JAVA_HOME environment variable if the patch contains Java application
files.

Export JAVA HOME=/u00/oretail/java jdk

Note: If the JAVA_HOME environment variable is not
specified, the value from
RETAIL_HOME/orpatch/config/env_info.cfg will be used.

Create a staging directory to contain the patch, if it does not already exist.
Mkdir —p $RETAIL HOME/stage

Download the patch to the staging directory and unzip it.

Execute orpatch to analyze the patch.

Orpatch analyze —s SRETAIL HOME/stage/patchl23456

Repeat the patch analysis on all servers with installations for this product
environment.

Evaluate the list(s) of impacted files.

For more information on registering and analyzing customizations, please see the
Customization section later in this document.

Applying a Patch
Once the system is prepared for patching, ORPatch can be executed to apply the patch

to the environment. The patch may need to be applied to multiple systems if it updates
components that are installed on distributed servers.

To apply a patch, perform the following steps:

1
2.

Log in as the UNIX user that owns the product installation.

Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.

Export RETAIL HOME=/u0O/oretail/tst

Set the PATH environment variable to include the orpatch/bin directory
export PATH=SRETAIL HOME/orpatch/bin:S$PATH

Set the DISPLAY environment variable if the patch contains Forms.

Export DISPLAY=localhost:10.0
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Note: If the DISPLAY environment variable is not specified,
the value from RETAIL_HOME/orpatch/config/env_info.cfg
will be used.

5. Setthe JAVA_HOME environment variable if the patch contains Java application
files.
Export JAVA HOME=/u00/oretail/java jdk

Note: If the JAVA_HOME environment variable is not
specified, the value from
RETAIL_HOME/orpatch/config/env_info.cfg will be used.

6. Create a staging directory to contain the patch, if it does not already exist.
Mkdir -p $RETAIL HOME/stage
Download the patch to the staging directory and unzip it.

Review the README.txt included with the patch. If manual steps are specified in the
patch, execute those steps at the appropriate time.

9. Shutdown applications.
10. Execute ORPatch to apply the patch.
Orpatch apply —s SRETAIL HOME/stage/patchl23456
11. After ORPatch completes, review the log files in SRETAIL_HOME/orpatch/logs.

12. Repeat the patch application on all servers with installations for this product
environment.

13. Restart applications.

Restarting ORPatch

If ORPatch is interrupted while applying a patch, or exits with an error, it saves a record
of completed work in a restart state file in SRETAIL_HOME/orpatch/logs. Investigate and
resolve the problem that caused the failure, then restart ORPatch.

By default when ORPatch is started again, it will restart the patch process close to where

it left off. If the patch process should not be restarted, add -new’ to the command-line of
ORPatch.

Please note that starting a new patch session without completing the prior patch may
have serious impacts that result in a patch not being applied correctly. For example, if a
patch contains database updates and batch file changes and ORPatch is aborted during
the load of database objects, abandoning the patch session will leave batch without the
latest changes compiled in the installation.

Listing the Patch Inventory

After a patch is successfully applied by ORPatch the patch inventory in
$RETAIL_HOME/orpatch/inventory is updated with a record that the patch was applied.
This inventory contains a record of the patches applied, the dates they were applied, the
patch type and products impacted.

To list the patch inventory, perform the following steps:
1. Log in as the UNIX user that owns the product installation.

2. Setthe RETAIL_HOME environment variable to the top-level directory of your
product installation.
Export RETAIL HOME=/u00/oretail/tst

3. Setthe PATH environment variable to include the orpatch/bin directory
export PATH=SRETAIL HOME/orpatch/bin:S$PATH

4. Execute orpatch to list the inventory.
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Orpatch lsinventory

Exporting Environment Metadata

ORPatch functionality is driven based on additional metadata that is stored in the
environment to define what version of files are applied to the environment, and which
database scripts have been applied to database schemas. This environment metadata is
used to analyze the impact of patches to environments and controls what actions are
taken during a patch. The metadata is stored in several locations depending on the type
of information it tracks and in some cases it may be desirable to extract the metadata for
analysis outside of ORPatch. For example, Oracle Support could ask for the metadata to
be uploaded to assist them in triaging an application problem.

ORPatch provides a capability to export all of the metadata in an environment into a
single directory and to automatically create a zip file of that content for upload or transfer
to another system. The exact metadata collected from the environment depends on the

products installed in

the RETAIL_HOME.

ORPatch metadata exported:

Installed Product | Exported Metadata Description
Component
Any orpatch/config/env_info.cfg ORPatch configuration and settings
orpatch/config/custom_hooks.cfg
ORPatch inventory files
Any All env_manifest.csv and Environment manifest files detailing
deleted_env_manifest.csv files product files installed, versions,
customized flags and which patch
provided the file
Database DBMANIFEST table contents Database manifest information
Schemas detailing which database scripts were

run, what version and when they
were executed

Java Applications

All files from
javaapp_<product>/config except jar
files

Environment-specific product
configuration files generated during
installation

Java Applications

Combined export of all META-
INF/env_manifest.csv files from all
product ear files

Jar manifest information detailing
files, versions, customized flags and
which patch provided the file

Java Applications

orpatch/config/javaapp_<product>/a
nt.deploy.properties

Environment properties file created
during product installation and used
during application deployment

Java Applications

<weblogic_home>/server/lib/weblogi
c.policy

WebLogic server java security
manager policy file

RMS Batch

orpatch/config/rmsbatch_profile

Batch compilation shell profile

RWMS Forms

orpatch/config/rwsmforms_profile

Forms compilation shell profile

Exports of environment metadata are always done to the $RETAIL_HOME/support
directory. When exporting metadata, you must specify the —expname argument and
define the name that should be given to the export. The name is used for the directory
within $RETAIL_HOME/support and for the name of the zip file.
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To extract an environment’s metadata, perform the following steps:
1. Log in as the UNIX user that owns the product installation.

2. Setthe RETAIL_HOME environment variable to the top-level directory of your
product installation.
Export RETAIL HOME=/u00/oretail/tst

3. Setthe PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL HOME/orpatch/bin:$SPATH

4. Execute orpatch to export the metadata.
Orpatch exportmetadata —expname test env

This example would export all metadata from the environment to the

$RETAIL_HOME/support/test_env directory. A zip file of the metadata would be created
in SRETAIL_HOME/support/test_env.zip.

Note: The $RETAIL_HOME/support/<name> directory
should be empty or not exist prior to running exportmetadata
in order to ensure accurate results.

Comparing Environment Metadata

Once metadata has been exported from an environment, it can be used to compare the
environment manifest metadata of two environments. ORPatch provides a capability to
compare metadata of the current environment with the exported metadata of another
environment. Note that even though there are many types of metadata exported by
ORPatch, only environment manifest metadata is evaluated during comparisons.
Metadata comparison happens in four phases: product comparison, patch comparison,
ORPatch action comparison, and module-level comparison.

Product comparison compares the products installed in one environment with the
products installed in another environment. Patch comparison compares the patches
applied in one environment with the patches applied in another environment, for common
products. This provides the most summarized view of how environments differ. Patches,
which only apply to products on one environment, are not included in the comparison.

Since each patch may impact many files, the comparison then moves on to more detailed
analysis. The third phase of comparison is to compare the enabled ORPatch actions
between environments. These actions roughly correspond to the installed ‘components’
of a product. For example, one environment may have database and forms components
installed while another has only forms. Action comparison identifies components that are
different between environments. The final phase of comparison is at the module level for
actions that are common between environments. Modules which exist only on one
environment, or exist on both environments with different revisions, or which are flagged
as customized are reported during the comparison.

Differences between environment metadata are reported in a summarized fashion during
the ORPatch execution. Details of the comparison results are saved in
$RETAIL_HOME/orpatch/logs/detail_logs/compare/details. One CSV file is created for
each phase of comparison: product_details.csv, patch_details.csv, action_details.csv and
module_details.csv.

In order to be compared by ORPatch, exported metadata must be placed in the
$RETAIL_HOME/support directory. The metadata should exist in the same structure that
it was originally exported in. For example, if the metadata was exported to
$RETAIL_HOME/support/test_env on another system, it should be placed in
$RETAIL_HOME/support/test_env on this system.

When reporting differences between two environments, ORPatch uses names to refer to
the environments. These names are defined as part of the diffmetadata command. The

—expname parameter, which defines the directory containing the metadata, is also used
as the name when referring to the exported metadata. The —srcname parameter defines
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the name to use when referring to the current environment. As an example, if you had
exported the ‘test’ environment’s metadata and copied it to the ‘dev’ environment’'s
$RETAIL_HOME/support/test_env directory, you could run “orpatch diffmetadata —
expname test_env —srcname dev_env”. The detail and summary output would then refer
to things that exist on dev but not test, revisions in the test environment versus revisions
in the dev environment, etc.

ORPatch will automatically export the environment’s current metadata to
$RETAIL_HOME/support/compare prior to starting the metadata comparison.

To compare two environment’s metadata, perform the following steps:

1. Export the metadata from another environment using orpatch exportmetadata.
2. Transfer the metadata zip from the other system to $SRETAIL_HOME/support.
3. Log in as the UNIX user that owns the product installation.

4. Setthe RETAIL_HOME environment variable to the top-level directory of your

product installation.
Export RETAIL HOME=/u00/oretail/dev

5. Setthe PATH environment variable to include the orpatch/bin directory
export PATH=SRETAIL HOME/orpatch/bin:SPATH

6. Unzip the metadata zip file.
Unzip test env.zip
7. Execute orpatch to compare the metadata
orpatch diffmetadata —expname test env —srcname dev env

This example would compare the current environment against the metadata extracted in
$RETAIL_HOME/support/test_env directory.

Note: The $RETAIL_HOME/support/compare directory will
be automatically removed before environment metadata is
exported at the start of the comparison.

Reverting a Patch

In general, it is best to either completely apply a patch, or restore the entire environment
from the backup taken before starting the patch. It is important to test patches in test or
staging environments before applying to production. In the event of problems, Oracle
Retail recommends restoring the environment from backup if a patch is not successful.

Note: Reverting patches in an integrated environment can be
extremely complex and there is no fully automated way to
revert all changes made by a patch. Restoring the
environment from a backup is the recommended method to
remove patches.

It is possible to revert small patches using the backups taken by ORPatch during a patch.
This will restore only the files modified, and it is still necessary to restore the database if
any changes were made to it.

Note: Reverting a patch reverts only the files modified by the
patch, and does not modify the database, or recompile forms
or batch files after the change.

When multiple patches have been applied to an environment, reverting any patches other
than the most recently applied patch is strongly discouraged as this will lead to
incompatible or inconsistent versions of modules applied to the environment. If multiple
patches are going to be applied sequentially, it is recommended to merge the patches
into a single patch that can be applied or reverted in a single operation.
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To revert a patch, perform the following steps:

1. Log in as the UNIX user that owns the product installation.

2. Setthe RETAIL_HOME environment variable to the top-level directory of your
product installation.

Export RETAIL HOME=/u00/oretail/tst

3. Setthe PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL HOME/orpatch/bin:$SPATH

4. Identify the backup directory in $SRETAIL_HOME/backups that contains the backup
from the patch you want to restore.

= The backup directory will contain a patch_info.cfg file that contains the name of
the patch the backup is from.

» |tis possible to have two directories for the same patch, if ORPatch was updated
during the patch. It is not possible to revert the updates to ORPatch. Select the
backup directory that does not contain orpatch files.

= Ifitis not clear which backup directory to use, restore the environment from
backup

5. Execute orpatch to revert the environment using the contents of the backup directory
orpatch revert -s SRETAIL HOME/backups/backup-11232013-152059

Restore the database from backup if the patch made database changes

Use the orcompile script to recompile forms if the patch included RWMS forms files
orcompile —a RWMS -t FORMS

8. Use the orcompile script to recompile batch if the patch included RMS batch files
orcompile —a RMS -t BATCH

9. Use the ordeploy script to redeploy the appropriate Java applications if the patch
included Java files
ordeploy —a RPM -t JAVA
ordeploy —a REIM -t JAVA
ordeploy —a ALLOC -t JAVA
ordeploy —a RESA -t JAVA
ordeploy —a RMS -t JAVA

Merging Patches

When patches are applied individually some ORPatch tasks such as compiling forms and
batch files or deploying Java archives are performed separately for each patch. This can
be time-consuming. An alternative is to use the ORMerge utility to combine several
patches into a single patch, reducing application downtime by eliminating tasks that
would otherwise be performed multiple times. Patches merged with ORMerge are applied
with ORPatch after the merge patch is created.

Source and Destination Directories

ORMerge uses source and destination areas in order to merge patch files. The source
area is a single directory that contains the extracted patches to merge. The destination
area is the location where the merged patch will be created. If a file exists in one or more
source patches, only the highest revision will be copied to the merged patch.

The source and destination directories should exist under the same parent directory. That
is, both the source and destination directories should be subdirectories of a single top-
level directory.

The source directory must have all patches to be merged as immediate child directories.
For example if three patches need to be merged, the directory structure would look like
this:
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Source and Destination Directory Example

<parent>

source destination

patch1 patch2 patch3

In the example above, the manifest.csv and patch_info.cfg files for each patch to be
merged must exist in source/patchl, source/patch2, and source/patch3.

ORMerge Command-line Arguments

Argument Required Description

-s Yes Path to source directory containing patches to merge

-d Yes Path to destination directory that will contain merged patch

-name No Name of the merged patch. If not specified, a name will be
generated. When the merged patch is applied to a system, this
name will appear in the Oracle Retail patch inventory.

-inplace No Used only when applying a patch to installation files prior to the first
installation. See “Patching prior to the first install” in the
Troubleshooting section later, for more information.

Running the ORMerge Utility

To merge patches, perform the following steps:

1.
2.

Log in as the UNIX user that owns the product installation.

Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.

Export RETAIL HOME=/u00/oretail/tst

Set the PATH environment variable to include the orpatch/bin directory
export PATH=SRETAIL HOME/orpatch/bin:S$PATH

Create a staging directory to contain the patches.

Mkdir -p $RETAIL HOME/stage/merge/src

Download the patches to the staging directory and unzip them so that each patch is
in a separate subdirectory.

Review the README.txt included with each patch to identify additional manual steps
that may be required. If manual steps are specified in any patch, execute them at the
appropriate time when applying the merged patch.

Create a destination directory to contain the merged patches.

Mkdir -p $RETAIL HOME/stage/merge/dest

Execute ORMerge to merge the patches.

Ormerge -s SRETAIL HOME/stage/merge/src —d $RETAIL HOME/stage/merge/dest —name
merged patch
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The merged patch can now be applied as a single patch to the product installation using

ORPatch.

Compiling Application Components

In some cases it may be desirable to recompile RWMS Forms or RMS Batch outside of a
product patch. The ORCompile utility is designed to make this easy and removes the
need to manually execute ‘make’ or ‘frmcmp’ commands, which can be error-prone.
ORCompile leverages ORPatch functions to ensure that it compiles forms and batch
exactly the same way as ORPatch. In addition ORCompile offers an option to compile
invalid database objects using ORPatch logic.

ORCompile takes two required command line arguments each of which take an option.
Arguments and options can be specified in upper or lower case.

ORCompile Command Line Arguments

Argument

Description

-a <app>

The application to compile.

-t <type>

The type of application objects to compile

ORCompile Argument Options

Application | Type Description

RMS BATCH Compile RMS Batch programs

RWMS FORMS Compile RWMS Forms

RMS DB Compile invalid database objects in the primary RMS schema

ALLOC DB-ALC Compile invalid database objects in the Allocations user
schema

ALLOC DB-RMS Compile invalid database objects in the RMS schema

REIM DB Compile invalid database objects in the RMS schema

RME DB Compile invalid database objects in the RME schema

ASO DB Compile invalid database objects in the ASO schema

RI DB-DM Compile invalid database objects in the Rl DM schema

RI DB-RIBATCH Compile invalid database objects in the RI batch schema

RI DB-RMSBATCH | Compile invalid database objects in the RI RMS batch
schema

RI DB-FEDM Compile invalid database objects in the RI front-end schema

RDE DB-DM Compile invalid database objects in the RDE DM schema

RDE DB-RDEBATCH | Compile invalid database objects in the RDE batch schema

RDE DB-RMSBATCH Cohmpile invalid database objects in the RDE RMS batch
schema

Note: Compiling RMS type DB, RelM type DB, and
Allocation type DB-RMS, are identical as they attempt to
compile all invalid objects residing in the RMS schema.
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Running the ORCompile utility
To compile files, perform the following steps:
1. Log in as the UNIX user that owns the product installation.

2. Setthe RETAIL_HOME environment variable to the top-level directory of your
product installation.
Export RETAIL HOME=/u0O/oretail/tst

3. Setthe PATH environment variable to include the orpatch/bin directory
export PATH=SRETAIL HOME/orpatch/bin:S$PATH

4. Execute orcompile to compile the desired type of files.
Orcompile —a <app> -t <type>

ORCompile Examples

Compile RMS Batch.
Orcompile —a RMS -t BATCH

Compile RWMS Forms.
Orcompile —a RWMS -t FORMS

Compile invalid objects in the RA DM schema.
Orcompile —a RI -t DB-DM

Compile invalid objects in the RMS owning schema.
Orcompile -a RMS -t DB

Deploying Application Components

In some cases it may be desirable to redeploy Java applications outside of a product
patch. For example, when troubleshooting a problem, or verifying the operation of the
application with different WebLogic settings. Another situation might include wanting to
deploy the application using the same settings, but without customizations to isolate
behavior that could be related to customized functionality.

The ordeploy utility is designed to make this easy and remove the need to re-execute the
entire product installer when no configuration needs to change. ORDeploy leverages
Oracle Retail Patch Assistant functions to ensure that it deploys applications exactly the
same way as ORPatch. In addition ORDeploy offers an option to include or not include
custom Java files, to ease troubleshooting.

ORDeploy takes two required command line arguments each of which take an option.
Arguments and options can be specified in upper or lower case.

ORDeploy Command Line Arguments

Argument | Description

-a <app> The application to deploy.

-t <type> The type of application objects to deploy

ORDeploy Argument Options

Application | Type Description

ALLOC JAVA Deploy the Allocations Java application and Java batch files,
including any custom Java files.

ALLOC JAVANOCUSTOM | Deploy the Allocations Java application and Java batch files,
NOT including any custom Java files.
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Application | Type Description

REIM JAVA Deploy the REIM Java application and Java batch files,
including any custom Java files.

REIM JAVANOCUSTOM | Deploy the REIM Java application and Java batch files, NOT
including any custom Java files.

RESA JAVA Deploy the RESA Java application, including any custom
Java files.

RESA JAVANOCUSTOM | Deploy the RESA Java application, NOT including any

custom Java files.

RPM JAVA Deploy the RPM Java application and Java batch files,
including any custom Java files.

RPM JAVANOCUSTOM | Deploy the RPM Java application and Java batch files, NOT
including any custom Java files.

Running the ORDeploy utility
To deploy Java applications, perform the following steps:
1. Log in as the UNIX user that owns the product installation.

2. Setthe RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL HOME=/u0O/oretail/tst

3. Setthe PATH environment variable to include the orpatch/bin directory
export PATH=SRETAIL HOME/orpatch/bin:S$PATH

4. Execute ORDeploy to deploy the desired Java application.
ordeploy —a <app> -t <type>

ORDeploy Examples

Deploy RPM.
ordeploy -a RPM -t JAVA

Deploy RelM without including Java customizations.
ordeploy -a REIM -t JAVANOCUSTOM

Maintenance Considerations

The additional information stored within RETAIL_HOME and within database schemas
creates considerations when performing maintenance on your environment.

Database Password Changes

Oracle wallets are used to protect the password credentials for connecting to database
schemas. This includes all database schemas used during an install. If the password for
any of these users changes the wallet’'s entry must be updated.

The wallet location is configurable but by default is in the following locations:

Location Installation Type

$RETAIL_HOME/orpatch/rms_wallet RMS Database
RMS Batch

$RETAIL_HOME/orpatch/rwvms_wallet RWMS Database
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Location Installation Type
$RETAIL_HOME/orpatch/rwms_wallet_app RWMS Forms
$RETAIL_HOME/orpatch/oraso_wallet ASO Database
$RETAIL_HOME/orpatch/orme_wallet RME Database
$RETAIL_HOME/orpatch/ra_wallet RI (Previously RA) Database
$RETAIL_HOME/orpatch/rde_wallet RDE Database

The wallet alias for each schema will be <username>_<dbname>. Standard mkstore
commands can be used to update the password.

For example:

mkstore -wrl SRETAIL HOME/orpatch/rms wallet -modifyCredential rms rmsdb rmsOl
rmspassword

This command will update the password for the RMS01 user to ‘rmspassword’ in the alias
‘rms_rmsdb’.

The Oracle wallets are required to be present when executing ORPatch. Removing them
will prevent you from being able to run ORPatch successfully. In addition the Oracle
wallet location is referenced in the RMS batch.profile, and in the default RWMS Forms
URL configuration, so removing them will require reconfiguration of batch and forms. If
batch and forms were reconfigured after installation to use other wallet files, it is possible
to backup and remove the wallets, then restore them when running ORPatch.

WebLogic Password Changes

Java wallets are used to protect the password credentials used when deploying Java
products. This includes the WebLogic administrator credentials, LDAP connection
credentials, batch user credentials and any other credentials used during an install. If the
password for any of these users is changed the wallet’'s entry must be updated, or the
Java product installation can be run again.

The wallet location is in the following locations:

Location Installation Type
$RETAIL_HOME/orpatch/config/javapp_rpm RPM Java
$RETAIL_HOME/orpatch/config/javapp_reim RelM Java
$RETAIL_HOME/orpatch/config/javapp_alloc Allocation Java
$RETAIL_HOME/orpatch/config/javapp_resa RESA Java
$RETAIL_HOME/orpatch/config/javaapp_rasrm ORAAC (Previously RASRM) Java
$RETAIL_HOME/orpatch/config/javaapp_rms RMS Java

The wallet aliases will be stored in the retail_installer partition. The names of the aliases
will vary depending on what was entered during initial product installation.

The dump_credentials.sh script can be used to list the aliases in the wallet.
For example:

cd SRETAIL HOME/orpatch/deploy/retail-public-security-api/bin
./dump credentials.sh $RETAIL HOME/orpatch/config/javapp alloc
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Apapplication level key partition name:retail installer
User Name Alias:dsallocAlias User Name:rmsOlapp
User Name Alias:BATCH-ALIAS User Name : SYSTEM ADMINISTRATOR

User Name Alias:wlsAlias User Name:weblogic

The easiest way to update the credential information is to re-run the Java product
installer. If you need to manually update the password for a credential, the
save_credential.sh script can be used.

For example:

cd S$RETAIL HOME/orpatch/deploy/retail-public-security-api/bin
./save credential.sh -1 S$RETAIL HOME/orpatch/config/javapp alloc —p
retail installer -a wlsAlias -u weblogic

This command will prompt for the new password twice and update the alias wisAlias,
username weblogic with the new password.

Infrastructure Directory Changes

The RETAIL_HOME/orpatch/config/env_info.cfg file contains the path to the database
ORACLE_HOME on database or RMS Batch installations, to the WebLogic Forms and
Reports ORACLE_HOME and ORACLE_INSTANCE on RWMS Forms installations, and
to the WEBLOGIC_DOMAIN_HOME, WL_HOME and MW_HOME on Java product
installations. If these paths change, the related configuration variables in the env_info.cfg
file must be updated.

DBManifest Table

The table dbmanifest within Oracle Retail database schemas is used to track the
database scripts that have been applied to the schema. It is critical not to drop or truncate
this table. Without it, ORPatch will attempt to re-run scripts against the database that
have already been applied, which can destroy a working environment. Similarly, if
copying a schema from one database to another database, ensure that the dbmanifest
table is preserved during the copy.

RETAIL_HOME relationship to Database and Application Server

The RETAIL_HOME associated with an Oracle Retail product installation is critical due to
the additional metadata and historical information contained within it. If a database or
application installation is moved or copied, the RETAIL_HOME related to it should be
copied or moved at the same time.

Jar Signing Configuration Maintenance

The RPM product installation includes an option to configure a code-signing certificate so
that jar files modified during installation or patching are automatically re-signed. This
configuration is optional, but recommended. If it is configured, the code signing keystore
is copied during installation to $SRETAIL_HOME/orpatch/config/jarsign/orpkeystore.jks.
The keystore password and private key password are stored in a Java wallet in the
$RETAIL_HOME/orpatch/config/jarsign directory. The credentials are stored in a wallet
partition called orpatch:

Alias Username Description
storepass discard Password for the keystore
keypass discard Password for the private key

The keystore file and passwords can be updated using the product installer. This is the
recommended way to update the signing configuration.
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If only the credentials need to be updated, the sign_jar.sh script can be used.
1. Log in as the UNIX user that owns the product installation.

2. Setthe RETAIL_HOME environment variable to the top-level directory of your
installation.

export RETAIL HOME=/u00/oretail/tst

3. Change directories to the location of sign_jar.sh
cd SRETAIL HOME/orpatch/deploy/bin

4. Execute sign_jar.sh
sign jar.sh changepwd

When prompted, enter the new keystore password
When prompted, enter the new private key password

Customization

Patching Considerations with Customized Files and Objects

In general, the additional capabilities provided by the ORPatch should make it easier to
evaluate the potential impacts of patches to your customizations of Oracle Retail
products. However, the additional metadata maintained by the Oracle Retail patching
utilities does add some considerations when making customizations.

General Guidelines

It is always preferred to customize applications by extension rather than by direct
modification. For example, adding new database objects and forms rather than modifying
existing Oracle Retail objects and forms. You can also leverage built-in extension points
such as User Defined Attributes, the Custom Flexible Attribute Solution, or seeded
customization points in ADF Applications.

It is strongly discouraged to directly modify Oracle Retail database objects, especially
tables, as your changes may be lost during patching or may conflict with future updates.
When adding or modifying database objects, Oracle Retail recommends that all objects
be added with scripts to ensure that they can be rebuilt if necessary after a patch.

Custom Database Objects

When you create new database objects, Oracle Retail recommends placing them in an
Oracle database schema specifically for your customizations. You must use synonyms
and grants to allow the Oracle Retail product schema owner and other users to access
your objects, and use synonyms and grants to allow your customizations to access
Oracle Retail objects. A separate schema will ensure that your customizations are
segregated from base Oracle Retail code.

ORPatch expects that there will be no invalid objects in the database schemas it
manages after a patch is applied. For this reason adding extra objects to the product
schema could result in failures to apply patches as changes to base objects may cause
custom objects to go invalid until they are updated. In this situation, manually update the
custom objects so that they compile, and restart the patch.

Custom Forms

When creating new custom forms, Oracle Retail recommends placing them in a separate
directory specifically for your customizations. This directory should be added to the
FORMS_PATH of your RWMS Forms URL configuration to allow the forms to be found
by the Forms Server. This will ensure that your customizations are segregated from base
Oracle Retail code. If you choose to place customizations in the Forms bin directory, then
your custom forms will need to be recopied each time Forms are fully recompiled.
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ADF Application Customization

Oracle Retail ADF-based applications such as Allocation and ReSA can be customized
using a process called ‘seeded customization’. The customization process involves using
JDeveloper in Customizer mode to create changes to product configurations, and then
building a MAR archive containing the changes. The generated MAR is deployed to the
MDS repository used by the application and applied to the application at runtime. These
types of customizations are handled outside of ORPatch and are not reported during
patch analysis or tracked by the custom file registration utility. More information can be
found in the respective product customization guides.

Custom Compiled Java Code

When customizing Oracle Retail Java-based products such as RPM and RelM via
product source code, ORPatch supports automatically adding compiled customizations
into the application ear file prior to deployment. This allows customizations to be applied
to the application without directly modifying the base product ear, enabling
customizations and defect hotfixes to co-exist when they do not change the same file or a
dependent file. See the later “Custom Compiled Java Code” section for additional
information and considerations.

Analyze Patches when Customizations are Present

Whenever you have customized a product by directly modifying Oracle Retail files or
database objects, it is important to ensure you analyze each the files that will be updated
by a patch before applying the patch. This will allow you to identify any customized files
that may be overwritten by the patch and either merge your customization with the new
version of the file, or re-apply the customization after applying the patch.

Manifest Updates

If you choose to customize Oracle Retail files directly, it is extremely important not to
update the revision number contained in the env_manifest.csv. This could cause future
updates to the file to be skipped, invalidating later patch applications as only a partial
patch would be applied. The customized revision number for modified files will need to be
tracked separately.

Registering Customized Files

The ORPatch contains utilities and functionality to allow tracking of files that have been
customized through direct modification.

This process is referred to as ‘registering’ a customized file. Registration only works for
files that are shipped by Oracle Retail. It is not possible to register new files created in the
environment as part of extensions or customizations.

When patches are analyzed with ORPatch, special reporting is provided if any registered
files would be updated or deleted by the patch. Customized files impacted by the patch
are listed at the end of the analysis report from ORPatch. The detail files generated
during the analyze will contain a column called ‘customized’ which will have a Y for any
files which were registered as customized. This allows easier identification of
customizations that will be overwritten by a patch.

All files delivered by Oracle Retail are considered ‘base’ and so when they are applied to
an environment any registrations of those files as customized will revert back to un-
customized. Each time a patch overwrites customized files, you must re-register the
files as customized once you have applied customizations.

To register customized files, use the $RETAIL_HOME/orpatch/bin/orcustomreg script.
The orcustomerg script operates in one of two modes: registration and list.
» Registration mode registers or unregisters one or more files as customized.
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= List mode lists all files in the environment that are registered as customized.

Command Line Arguments for Registration Mode

Argument Description

-f <file> Adds <file> to the list of files that will be registered. Can be specified more than
once.

-bulk <file> Specifies a file to read, containing one filename per line. All filenames listed
inside <file> will be registered.

-register Files specified with -f or -bulk will be registered as ‘customized’

-unregister Files specified with -f or -bulk will be registered as ‘base’

Notes:

At least one of -f or -bulk is required.
If neither -register nor -unregister is specified, the default
is ‘-register’.

File names specified with -f must either be fully qualified
or be relative to RETAIL_HOME. The same is true for
filenames specified within a -bulk file.

Command Line arguments for list mode

Argument

Description

-list

List all files in the environment registered as customized

Running the orcustomreg Script
Perform the following procedure to run the orcustomreg script:
1. Login as the UNIX user that owns the product installation.

2. Setthe RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL HOME=/u0O/oretail/tst

3. Setthe PATH environment variable to include the orpatch/bin directory
export PATH=SRETAIL HOME/orpatch/bin:S$PATH

4. Execute orcustomreg script to register the desired file(s).
orcustomreg -register —-f <file>

Examples of using the orcustomreg Script
Register SRETAIL_HOME/dbsql_rms/Cross_Pillar/control_scripts/source/oga.sql as

customized.

orcustomreg -f dbsqgl rms/Cross_Pillar/control scripts/source/oga.sql

Unregister customizations for
$RETAIL_HOME/dbsqgl_rwms/Triggers/Source/TR_WAVE.trg

orcustomreg -unregister —f SRETAIL HOME/dbsql rwms/Triggers/Source/TR WAVE.trg

Bulk register several files as customized.

echo “SRETAIL HOME/oracle/proc/src/mrt.pc” > custom.txt
echo “SRETAIL HOME/oracle/proc/src/saldly.pc” >> custom.txt
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echo “SRETAIL HOME/oracle/proc/src/ccprg.pc” >> custom.txt
orcustomreg -bulk custom.txt

List all files registered as customized.
orcustomreg -list

Custom Compiled Java Code

When customizing Oracle Retail Java-based products such as RPM and RelM via
product source code, ORPatch supports automatically adding compiled customizations
into the application ear file prior to deployment. This allows customizations to be applied
to the application without directly modifying the base product ear, enabling
customizations and defect hotfixes to co-exist when they do not change the same file or a
dependent file

This functionality is enabled by creating a directory called
$RETAIL_HOME/javaapp_<app=>/custom, where <app> is the application the
customizations apply to. Files stored within this directory will be combined with the base
product ear files before the application is deployed to WebLogic. ORPatch will attempt to
consider customizations stored within the ‘custom’ directory during patch analysis by
triggering more detailed ear file change analysis to assist with identifying which
customizations might be impacted by changes in the patches.

Note: It is not possible, nor necessary, to register compiled
Java customizations with the orcustomreg tool.

As with other customization techniques for other technologies, Oracle Retail recommends
making Java customizations in new files as much as possible, versus overwriting base
product or configuration files. In the past it was necessary to build complete replacement
product ear files, but this method of customization is no longer required nor
recommended. Replacement ear and jar files will not contain the META-
INF/env_manifest.csv files which are required in order to be able to apply incremental
patches. Instead, compile the specific Java classes being customized and place them
along with any custom configuration files in $RETAIL_HOME/javaapp_<app>/custom.

Building Deployable ear files

When constructing the product ear file to deploy to WebLogic, ORPatch applies changes
to the ear file in a specific order, with files from later steps overwriting files in earlier
steps. The resulting ear is stored in SRETAIL_HOME/javaapp_<app>/deploy, and then
deployed to WebLogic.

Sequence for ORPatch Java Product ear file updates

Order | File Type Location

1 Base product ear $RETAIL_HOME/javaapp_<app>/base

2 Updated configuration files $RETAIL_HOME/javaapp_<app>/config
3 Oracle Retail-supplied hotfixes | $SRETAIL_HOME/javaapp_<app>/internal
4 Compiled customizations $RETAIL_HOME/javaapp_<app>/custom

Merging Custom Files

When merging files from the custom directory with the product ear, ORPatch uses the
directory path of the files within custom to calculate where the file should be stored within
the ear. This allows arbitrary nesting of files, even when placing files within jars stored in
jars, stored within the ear. The following examples below use RPM, but apply to adding
compiled customizations to any Java-based product.
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Custom directory location and product ear location Examples

File path within javaapp_<app>/custom/ Final Ear File Location

rpm.ear/company/ui/MyCustom.class In rpm.ear:
/company/ui/MyCustom.class

rpm.ear/rpm.jar/company/bc/MyCustom?2.class In rpm.ear:
In rpm.jar:
/company/bc/MyCustom?2.class

rpm.ear/lib/ourcustomlibs.jar In rpm.ear
llib/ourcustomlibs.jar

rpm.ear/WebLaunchServlet.war/lib/ In rpm.ear:
rpm.jar/company/bc/MyCustom2.class In WebLaunchServlet.war:
In lib/rpm.jar:

/company/bc/MyCustom?2.class

Analyzing patches when customizations are present

When analyzing a patch that contains a base product ear and the custom directory
contains files, ORPatch will automatically trigger a more detailed analysis of the changes
coming in a patch. This includes calculating what files inside the product ear have been
added, removed or updated and which files appear to be customized based on the
contents of the ‘custom’ directory. The detailed results of the ear file comparison during
patch analysis will be saved in javaapp_<app>_archive_compare_details.csv. Any
custom files that appear to be impacted by the patch are saved in
javapp_<app>_archive_custom_impacts.csv. Both files will be in the
$RETAIL_HOME/orpatch/logs/detail_logs/analyze/details directory.

Note: This detailed analysis is not available when analyzing
individual hotfixes, so special care must be taken when
applying hotfixes to a customized product installation, to
ensure there are no conflicts between customizations and
hotfix changes.

Customizations and cumulative patches

By default, when applying a cumulative patch, ORPatch will not include customizations in
the deployed product ear, even if they are present in the appropriate directory. This
allows verification that the application is functioning properly using base code, before
applying customizations. After verifying the initial deployment, use ORDeploy with the “-t
JAVA” option to construct and deploy the product ear including customizations.

If customizations need to be removed outside of a patch, use ORDeploy with the “-t
JAVANOCUSTOM” option to create and deploy an ear containing only Oracle Retail
code. To force ORPatch to include customizations in the deployed ear even when
applying a cumulative patch, set JAVAAPP_<app>_ INCLUDE_CUSTOM=Y in the
$RETAIL_HOME/orpatch/config/env_info.cfg file.

Changing configuration files

It is possible to directly change product configuration files in
$RETAIL_HOME/javaapp_<app>/config. These updates can be deployed to the
environment using the ORDeploy utility. However, the ‘config’ directory is completely
recreated each time the product installer is used. This means that modifications will be
lost and must be manually reapplied after each installer run. It is recommended to make
configuration changes via the installer where possible, and retain the ant.install.properties
file for use in later installer sessions.
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Extending Oracle Retail Patch Assistant with Custom Hooks

The default ORPatch actions and processing logic is sufficient to install and patch the
base Oracle Retail product code. However, there may be situations where custom
processing is desired during patching activities such as executing a shell script prior to
the start of patching, or running a SQL script at the end of the patch.

ORPatch supports extensions in the form of custom hooks. These hooks allow external
scripts to be run at specific points during ORPatch processing.

ORPatch Processing

Action

ORPatch supports a variety of ‘actions’ which define the steps necessary to apply
updates to a particular area of the Oracle Retail application. Each action is generally
specific to updates to a single technology or logical component of the environment. For
example, one action might handle making updates to the RMS database schema, while a
separate action is responsible for compiling RWMS forms, and a different action deploys
the RPM Java application. These actions are enabled and disabled within the
environment configuration file, allowing ORPatch to determine what types of changes to
apply to each product installation.
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ORPatch Actions

Order Action Name Description

1 DBSQL_RMSBDIINT Loads database objects into the RMS BDI Integration
schema

2 DBSQL_RMSBDIINFR Loads database objects into the RMS BDI Infrastructure
schema

3 DBSQL_RAF Loads Retail Application Framework database objects into
the RMS schema

44 DBSQL_RMS Loads RMS and RPM database objects into the primary
RMS schema

5 DBSQL_REIM Loads RelM database objects into the RMS schema

6 DBSQL_ALCRMS Loads Allocation database objects into the RMS schema

7 DBSQL_ALLOC Loads Allocation database objects into the Allocation user
schema

8 DBSQL_RMSDEMO Used to create demo data in the RMS schema if demo
data was selected during initial installation

9 DBSQL_RMSDAS Loads database objects into the RMS Data Access
Schema

10 RMSBATCH Compiles RMS Batch

11 RMSRETLSCRIPTS Copies Oracle Retail Extract and Load scripts for RMS

12 RMSDCSCRIPTS Copies Oracle Retail Merchandising System data
conversion scripts

13 JAVAAPP_RMS Deploys the RMS Java application

14 DBSQL_RWMS Loads database objects into the primary RWMS schema

15 DBSQL_RWMSADF Loads database objects into the RWMS ADF user schema

16 DBSQL_RWMSUSER Loads database objects into the RWMS user schema

17 ORAFORMS_RWMS Compiles RWMS Forms, copies RWMS batch scripts and
reports to $SRETAIL_HOME

18 JAVAAPP_RPM Deploys the RPM Java application and batch scripts

19 JAVAAPP_REIM Deploys the REIM Java application and batch scripts

20 JAVAAPP_ALLOC Deploys the Allocation Java application and batch scripts

21 JAVAAPP_RESA Deploys the ReSA Java application

22 JAVAAPP_RASRM Deploys the ORAAC (previously called RASRM) Java
application

23 DBSQL_RARMSBATCH | Loads database objects into the RMS Batch schema for
RI (previously called RA)

24 DBSQL_RADM Loads database objects into the RI (previously called RA)
Data Mart schema

25 DBSQL_RAFEDM Loads database objects into the RI (previously called RA)
Front-end schema
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Order Action Name Description
26 DBSQL_RABATCH Loads database objects into the RI (previously called RA)
Batch schema
27 RACOREBATCH Copies RA Core batch scripts and libraries
28 DBSQL_RDERMSBATC | Loads database objects into the RMS Batch schema for
H RDE
29 DBSQL_RDEDM Loads database objects into the RDE Data Mart schema
30 DBSQL_RDEBATCH Loads database objects into the RDE Batch schema
31 RDECOREBATCH Copies RDE Core batch scripts and libraries
32 DBSQL_RASECORE Loads core database objects into the ORASE schema
33 DBSQL_RASEASO Loads ASO database objects into the ORASE schema
34 DBSQL_RASERL Loads RL database objects into the ORASE schema
35 DBSQL_RASECDT Loads CDT database objects into the ORASE schema
36 DBSQL_RASECIS Loads CIS database objects into the ORASE schema
37 DBSQL_RASEDT Loads DT database objects into the ORASE schema
38 DBSQL_RASEAE Loads AE database objects into the ORASE schema
39 DBSQL_RASEMBA Loads MBA database objects into the ORASE schema
40 RASECOREBATCH Copies ORASE core batch scripts and libraries
41 RASEASOBATCH Copies ORASE ASO batch scripts and libraries
42 RASERLBATCH Copies ORASE RL batch scripts and libraries
43 RASECDTBATCH Copies ORASE CDT batch scripts and libraries
44 RASECISBATCH Copies ORASE CIS batch scripts and libraries
45 RASEDTBATCH Copies ORASE DT batch scripts and libraries
46 RASEAEBATCH Copies ORASE AE batch scripts and libraries
47 RASEMBABATCH Copies ORASE MBA batch scripts and libraries
48 DBSQL_RFM Loads RFM database objects into the RMS schema
Phase

ORPatch processes patches in phases. Each action relevant to a patch and host is
provided an opportunity to process the patch for each phase. The standard phases that
allow hooks are:

Restart Phase Name Description

Phase

Number

N/A PRECHECK Actions verify that their configuration appears complete and

correct. This phase and the associated hooks will be run
every time orpatch is executed, even if processing will be
restarted in a later phase.

10 PREACTION Actions do processing prior to when files are copied to the
environment. Files are deleted during this phase.
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Restart Phase Name Description

Phase

Number

20 COPYPATCH Actions copy files included in a patch into the destination

environment and the environment manifest is updated.

30 PATCHACTION [ Actions take the more detailed steps necessary to apply the
new files to the environment. For database actions in
particular, this is the phase when new and updated sql files
are loaded into the database.

40 POSTACTION Actions do processing after files have been copied and
PatchActions are completed. The Forms actions, for
example, use this phase to compile the forms files as this
must happen after database packages are loaded.

50 CLEANUP Actions do any additional processing. Currently no actions
implement activities in this phase.

Configuring Custom Hooks

Custom hooks are configured in a configuration file
RETAIL_HOME/orpatch/config/custom_hooks.cfg. The configuration file is a simple text
file where blank lines and lines starting with # are ignored and all other lines should
define a custom hook.

To define a custom hook, a line is added to the file in the form:
<hook name>=<fully qualified script>

The hook hame must be in upper case and is in the form:
<action name> <phase name> <sequence>

The action name is any action name understood by ORPatch. The phase name is one of
the five phase names from the table above. The sequence is either ‘START’ or ‘END’.
Hooks defined with a sequence of ‘START’ are run before the action’s phase is invoked.
Hooks defined with a sequence of ‘END’ are run after the action’s phase is invoked.

Multiple scripts can be associated with a single hook by separating the script names with
a comma. If a hook name appears in the configuration file multiple times only the last
entry will be used.

The script defined as a custom hook must be an executable shell script that does not
take any arguments or inputs. The only environment variable that is guaranteed to be
passed to the custom hook is RETAIL_HOME. The script must return 0 on success and
non-zero on failure.

If an action is a DBSQL action (i.e. has a name like DBSQL ), the custom hook can
optionally be a .sql file. In this case the SQL script will be run against the database
schema that the DBSQL action normally executes against. The SQL script must not
generate any ORA- or SP2- errors on success.

In order to be treated as a database script, the extension of the file defined as the custom
hook must be .sql in lower-case. Any other extension will be treated as if it is a shell
script. If you have database scripts with different extensions, they must be renamed or
wrapped in a .sgl script.

When using the PRECHECK phase and START sequence, please note that the custom
hook will be executed prior to any verification of the configuration. Invalid configuration,
such as invalid database username/password or a non-existent ORACLE_HOME, may
cause the custom hook to fail depending on the actions it tries to take. However, in these
cases, the normal orpatch PRECHECK activities would likely have failed as well. All that
is lost is the additional context that orpatch would have provided about what was
incorrect about the configuration.
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Restarting with Custom Hooks

If a custom hook fails, for example a shell script hook returns non-zero or a sql script
generates an ORA- error in its output, the custom hook will be treated as failing. A failing
custom hook causes ORPatch to immediately stop the patching session.

When ORPatch is restarted it always restarts with the same phase and action, including
any START sequence custom hooks. If the START sequence custom hook fails, the
action’s phase is never executed. With an END sequence custom hook, the action’s
phase is re-executed when ORPatch is restarted and then the custom hook is re-
executed. When an action’s phase is costly, for example the DBSQL_RMS action that
does a lot of work, this can mean a lot of duplicate processing.

For this reason it is preferred to use START sequence custom hooks whenever possible.
If necessary, use a START sequence hook on a later phase or a later action, rather than
an END sequence custom hook.

Patch-level Custom Hooks

In addition to action-specific hooks, there are two patch-level hook points available.
These hooks allow scripts to be run before any patching activities start and after all
patching activities are completed. The hooks are defined in the same configuration file,
with a special hook name.

To run a script before patching, define:

ORPATCH PATCH START=<fully qualified script>

To run a script after patching, define:

ORPATCH PATCH END=<fully qualified script>

These hooks only support executing shell scripts, database scripts must be wrapped in a
shell script. It is also important to note that these hooks are run on every execution of
ORPatch to apply a patch, even when restarting a patch application. If the START
sequence patch-level hook returns a failure, patching is aborted. If the END sequence
patch-level hook returns a failure, it is logged but ignored as all patching activities have
already completed.

Please note that the ORPATCH_PATCH_START hook is executed prior to any
verification of the configuration. Invalid configuration may cause the custom hook to fail
depending on the actions it tries to take. However, in these cases, the normal
ORPatchactivities would likely fail as well.

Example Custom Hook Definitions

= A shell script that is executed prior to the Pre-Action phase of RMS Batch:
RMSBATCH PREACTION START=/u00/oretail/prepare custom header.sh

= A sshell script that is executed after RETL script files are copied into the
RETAIL_HOME:
RETLSCRIPTS COPYPATCH END=/u00/oretail/copy custom files.sh

= A SQL script that is executed against the RWMS owning schema at the start of the
Clean-up Phase:
DBSQL RWMS CLEANUP_ START=/dba/sql/recompile synonyms.sqgl

Troubleshooting Patching

There is not a general method for determining the cause of a patching failure. It is
important to ensure that patches are thoroughly tested in a test or staging system several
times prior to attempting to apply the patch to a production system, particularly if the
patch is a large cumulative patch. After the test application is successful, apply the patch
to the production system.
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ORPatch Log Files

ORPatch records extensive information about the activities during a patch to the log files
in RETAIL_HOME/orpatch/logs. This includes a summary of the actions that are planned
for a patch, information about all files that were updated by the patch, and detailed
information about subsequent processing of those files. The ORPatch log files also
contain timestamps to assist in correlating log entries with other logs.

Even more detailed logs are available in RETAIL_HOME/orpatch/logs/detail_logs for
some activities such as forms compilation, invalid database object errors, and output from
custom hooks. If the standard ORPatch log information is not sufficient, it might be helpful
to check the detailed log if it exists.

Restarting ORPatch

The restart mechanism in ORPatch is designed to be safe in nearly any situation. In
some cases to ensure this, a portion of work may be redone. If the failure was caused by
an intermittent issue that has been resolved, restarting ORPatch may be sufficient to
allow the patch to proceed.

Manual DBManifest Updates

A possible cause for database change script failures is that a database change was
already made manually to the database. In this event, you may need to update the
dbmanifest table to record that a specific script does not need to be run. Before doing
this, it is extremely important to ensure that all statements contained in the script have
been completed.

Use the $RETAIL_HOME/orpatch/bin/ordbmreg script to register database scripts in the
dbmanifest table.

Command Line Arguments for ordbmreg

Argument Description

-f <file> Adds <file> to the list of files that will be registered. Can be specified more than
once.

-bulk <file> Specifies a file to read, containing one filename per line. All filenames listed
inside <file> will be registered.

-register Files specified with -f or -bulk will be registered in the dbmanifest table

-unregister Files specified with -f or -bulk will be removed from the dbmanifest table
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Notes:
= At least one of -f or -bulk is required.

= If neither -register nor -unregister is specified, the default
is ‘-register’.

» File names specified with -f must either be fully qualified
or be relative to RETAIL_HOME. The same is true for
filenames specified within a -bulk file.

= Registering a file in the dbmanifest table will cause it to
be completely skipped. Before doing so, ensure that all
commands contained in it have been completed.

= Removing a file from the dbmanifest table will cause it to
be run again. This will fail if the commands in the script
cannot be re-run. For example, if they create a table that
already exists.

Running the ordbmreg Script

Perform the following procedure to run the ordbmreg script:

1. Log in as the UNIX user that owns the product installation.

2. Setthe RETAIL_HOME environment variable to the top-level directory of your

product installation.
export RETAIL HOME=/u0O/oretail/tst
3. Setthe PATH environment variable to include the orpatch/bin directory
export PATH=SRETAIL HOME/orpatch/bin:SPATH
4. Execute ordbmreg script to register the desired file(s).
ordomreg -register -f <file>

Examples of using the ordbmreg Script

Register
$RETAIL_HOME/dbsgl_rms/Cross_Pillar/db_change_scripts/source/000593_system_opt
ions.sql with the dbmanifest table.

ordbmreg -f
dbsgl rms/Cross Pillar/db change scripts/source/000593 system options.sql

Remove the dbmanifest row for
$RETAIL_HOME/dbsql_radm/ra_db/radm/database_change_scripts/000035_s12733240
_w_party per_d.sql.

ordbmreg -unregister -f
SRETAIL HOME/dbsgl radm/ra db/radm/database change scripts/000035 s12733240 w part
y per d.sql

Bulk register several files in the dbmanifest table.

echo “SRETAIL HOME/dbsgl rwms/DBCs/Source/000294 container.sql” > dbcs.txt
echo “SRETAIL HOME/dbsqgl rwms/DBCs/Source/000457 drop object.sgl” >> dbcs.txt
ordomreg -bulk dbcs.txt

Restarting after registration

Once the row has been added to the dbmanifest table, restart ORPatch and the script will
be skipped. If the file is not skipped there are several possibilities:

* The script registered is not the failing script.
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= The file type is not a type that is filtered by the dbmanifest. The only file types that
skip files listed in the dbmanifest are:

— Initial install DDL Files
— Installation scripts that cannot be rerun
— Database Change Scripts

Manual Restart State File Updates
Oracle Retail strongly discourages manually updating the ORPatch restart state files.
Updating the file improperly could cause necessary steps in the patching process to be
skipped or patches to be incorrectly recorded as applied.

DISPLAY Settings When Compiling Forms
When compiling RWMS forms, it is necessary to have a valid X-Windows Display.
ORPatch allows this setting to come from one of two places:
= DISPLAY environment variable set before executing ORPatch

Or

= DISPLAY setting in RETAIL_HOME/orpatch/config/env_info.cfg
The DISPLAY variable in the environment overrides the env_info.cfg, if both are set. The
destination X-Windows display must be accessible to the user running ORPatch, and for
best compilation performance, it should be on the network ‘close’ to the server where
Forms are installed and compiled. Using a local display or VNC display is preferred.
Compiling forms across a Wide-Area Network will greatly increase the time required to
apply patches to environments.

JAVA HOME Setting
When working with Java application jar, ear or war files, it is necessary to have a valid
JAVA HOME setting. ORPatch allows this setting to come from one of two places:
= JAVA_HOME environment variable set before executing ORPatch

Or

= JAVA HOME setting in RETAIL_HOME/orpatch/config/env_info.cfg
The JAVA_HOME variable in the environment overrides the env_info.cfg, if both are set.
The specified Java home location must be accessible to the user running ORPatch and
be a full Java Development Kit (JDK) installation. The JAVA_HOME must contain the jar
utility and if automatic Jar file signing is configured, must contain the keytool and
jarsigner utilities.

Patching Prior to First Install

In some situations, it may be necessary to apply a patch to product installation files
before the initial install. For example, if there is a defect with a script that would be run
during the install and prevent proper installation. In this rare situation, it may be
necessary to apply a patch to the installation files prior to starting installation.

Note: These steps should only be undertaken at the direction
of Oracle Support.

Perform the following steps to patch installation files prior to starting an installation. The
steps assume an RMS installation, but apply to any product supported by ORPatch:

1. Unzip the installation files to a staging area.
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Note: The following steps assume the files are in
/media/oretall

2. Locate the patch_info.cfg within the product media. The directory it resides in will be
used for later steps.

find /media/oretail/rms/installer —-name patch_info.cfg

Output Example:

/media/oretail/rms/installer/mom/patch_info.cfg

Get the PATCH_NAME for the standard product installation. The patch name to use

[

in subsequent steps will be the portion following the “=" sign.
grep “PATCH NAME=" /media/oretail/rms/installer/mom/patch info.cfg

S e

Output Example:
PATCH_NAME=MOM_19 0 0 0

7. Create a directory that will contain the patch that must be applied, next to the
directory with the product installation files.

Note: The following steps assume this directory is in
/media/patch.

8. Unzip the patch into the directory created in step 2.

Note: This should place the patch contents in
/media/patch/<patch num>.

9. Export RETAIL_HOME to point within the installation staging area.
export RETAIL HOME=/media/oretail/rms/installer/mom/Build
10. Create a logs directory within the installation staging area
mkdir $RETAIL HOME/orpatch/logs
11. Ensure the ORMerge shell script is executable.
chmod u+x $RETAIL HOME/orpatch/bin/ormerge
12. Run ORMerge to apply the patch to the installation media, using a —name argument
that is the same as what was found in step 3.

SRETAIL HOME/orpatch/bin/ormerge -s /media/patch -d
/media/oretail/rms/installer/mom —name MOM 19 0 0 O —inplace

Note: The —inplace argument is critical to ensure that the
patching replaces files in the mom15 directory.

13. Unset the RETAIL_HOME environment variable.
unset RETAIL HOME

At this point, the installation files will have been updated with the newer versions of files
contained within the patch. Log files for the merge will be in
/media/oretail/rms/installer/mom/Build/orpatch/logs.

Providing Metadata to Oracle Support

In some situations, it may be necessary to provide details of the metadata from an
environment to Oracle support in order to assist with investigating a patching or
application problem. ORPatch provides built-in functionality through the ‘exportmetadata’
action to extract and consolidate metadata information for uploading to Oracle Support or
for external analysis. For more information, see the ORPatch ‘Exporting Environment
Metadata’ section.
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Appendix: Oracle 19C Database Parameter

File

G i

#
#
#
#

#
#
#

#

* % X o

#

# xxxM = Some reasonable starting value for your environment.

Copyright (c) 2019 by Oracle Corporation
Oracle 19.3.0.x Parameter file
NOTES: Before using this script:

1. Change <datafile path>, <admin path>, <utl file path>, <diag path> and
<hostname>

values as appropriate.

2. Replace the word SID with the database name.

3. Size parameters as necessary for development, test, and production
environments.

.audit file dest=full path of audit dir
.audit trail='db'
.compatible="'19.0.0.0"

.control files='full path of controlfile 1','full path of controlfile 2'
R

Memory Settings:

FHEHE R R

*

*
*
*
*
*
*

.db block size=xxxM

.db cache size=xxxM

.Java pool size=xxxM
.memory target=xxxM
.pga_aggregate target=xxxM
.shared pool size=xxxM
.streams pool size=xxxM

A

*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

.db block size=8192

.db_domain=""

.db name='dbName'

.diagnostic dest='full path of diag dir'
.enable pluggable database=true|false
.fast start mttr target=900

.nls calendar='GREGORIAN'

.nls date format='DD-MON-RR'

.nls language='AMERICAN'

.nls numeric characters='.,"

.nls sort=BINARY

.open_cursors=900

.os_authent prefix=""

.plsql optimize level=2
.processes=2000

.query rewrite enabled='true'

.remote dependencies mode='SIGNATURE'
.remote login passwordfile='EXCLUSIVE'
.remote os authent=true

.sec_case sensitive logon=false

.undo tablespace='UNDOTBS1'
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Appendix: Configure Listener for External

Procedures

Note: This example illustrates the listener configuration
required for external procedures. It does not include

environment specific settings that may be needed. Consult

Oracle Net Services guides for additional information.

7

# File: listener.ora

# Desc: Oracle Net8 listener file.

# Notes: Modify <hostname>

A

LISTENER =
(DESCRIPTION_LIST =
(DESCRIPTION =
(PROTOCOL_STACK =
(PRESENTATION = TTC)
(SESSION = NS))
(ADDRESS =
(PROTOCOL = tcp)
(HOST = <hostname>)
(PORT = 1521))
(ADDRESS =
(PROTOCOL = IPC)
(KEY = extproc key))
)
)

SID LIST LISTENER =
(SID LIST =
(SID DESC =
(PROGRAM = extproc)
(SID NAME = extproc agent)
(ENVS="EXTPROC DLLS=ANY"')
)
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Note: This example illustrates the configuration of net
services names required for external procedures. It does not
include environment specific settings that may be needed.
Consult Oracle Net Services guides for additional

information

5

# File: tnsnames.ora
# Desc: Net Services configuration file.

# Note: Change these values: <service name>, <oracle sid>, <hostname>,

# <global name>

G 5 i

EXTPROC CONNECTION DATA =
(DESCRIPTION =
(ADDRESSALIST = (ADDRESS = (PROTOCOL = IPC) (Key =
(CONNECT DATA (SID = extproc agent)))

EXTPROC CONNECTION DATA.world =
(DESCRIPTION =
(ADDRESS LIST = (ADDRESS = (PROTOCOL = IPC) (Key =
(CONNECT DATA (SID = extproc agent)))

< Connect string>
(DESCRIPTION =
(ADDRESS LIST

extproc key)))

extproc key)))

(ADDRESS = (PROTOCOL = tcp) (host = <hostname>) (Port

(CONNECT_DATA = (Service_Name = <Service_Name>) (GLOBAL_NAME =

<global name>)))

<Connect String>.world =

(DESCRIPTION =
(ADDRESS LIST = (ADDRESS = (PROTOCOL = tcp) (host = <hostname>) (Port
(CONNECT DATA = (Service Name = <Service Name> >)

<global name>)))

Example:
EXTPROC_CONNECTION_DATA =
(DESCRIPTION =
(ADDRESS LIST (ADDRESS = (PROTOCOL = IPC) (Key =
(CONNECT DATA = (SID = extproc agent)))

EXTPROC CONNECTION DATA.world =
(DESCRIPTION =
(ADDRESS LIST (ADDRESS = (PROTOCOL = IPC) (Key =
(CONNECT DATA = (SID = extproc agent)))

prod dbl =
(DESCRIPTION =
(ADDRESS LIST

(GLOBAL NAME =

extproc key)))

extproc key)))

1521)))

1521)))

(ADDRESS = (PROTOCOL = tcp) (host = server 01) (Port = 1521)))

(CONNECT DATA = (Service Name = prod dbl) (GLOBAL NAME = prod dbl.world)))

prod dbl.world =
(DESCRIPTION =
(ADDRESS LIST

(ADDRESS = (PROTOCOL = tcp) (host = server 01) (Port = 1521)))

(CONNECT DATA = (Service Name = prod dbl) (GLOBAL NAME = prod dbl.world)))
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Appendix: Tablespace Creation

Non-Encrypted Tablespace Creation

Standard RMS tablespaces are created using the create_rms_tablespaces.sql script
located in STAGING_DIR/rms/installer/create_db.

1. Modify STAGING_DIR/rms/installer/create_db/create_rms_tablespaces.sql. The
table below shows the default initial sizes.

TABLESPACE_NAME Size
ENCRYPTED_RETAIL_INDEX 12G
ENCRYPTED_RETAIL_DATA 10G
RETAIL_INDEX 10G
RETAIL_DATA 8G
LOB_DATA 2G
USERS 2G
FLASHBACK_DATA 2G

2. Once this script has been modified, execute it in SQL*Plus as sys.
3. Review create_rms_tablespaces.log for errors and correct as needed.

Encrypted Tablespace Creation

If you do not have an Advanced Security Option license, create the encrypted_retail_data
and encrypted_retail_index tablespaces as normal tablespaces.

1. Modify
STAGING_DIR/rms/installer/create_db/create_encrypted_tablespaces_no_TDE.sql

Run the script using SQL*Plus as sys
Review Create_encrypted_retail_tablespaces_no_TDE.log for errors and correct as
needed

With an Advanced Security license, tablespaces can be created in an encrypted format.
The steps are:

Configure a Wallet

1. Create a sqlnet.ora in $TNS_ADMIN directory of the database server similar to the
below entry:
ENCRYPTION WALLET LOCATION =
(SOURCE = (METHOD = FILE)
(METHOD DATA
(DIRECTORY

/u00/oracle/admin/ORACLE SID/wallet)))

2. Create the wallet directory:
mkdir -p /u00/oracle/admin/<ORACLE SID>/wallet
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3. As auser with the ‘alter system’ privilege, create the wallet as follows:

Non-container databases:

a. ADMINISTER KEY MANAGEMENT CREATE KEYSTORE
‘fu00/oracle/admin/dbName/wallet' IDENTIFIED BY "pwd#";

b. ADMINISTER KEY MANAGEMENT SET KEYSTORE OPEN IDENTIFIED BY
"pwd#";

c. ADMINISTER KEY MANAGEMENT SET KEY IDENTIFIED BY "pwd#" WITH
BACKUP;

d. ADMINISTER KEY MANAGEMENT CREATE AUTO_LOGIN KEYSTORE FROM
KEYSTORE '/u00/oracle/admin/dbName/wallet' identified by pwd#;

Container databases:

a. ADMINISTER KEY MANAGEMENT CREATE KEYSTORE
'/u00/oracle/admin/dbName/wallet' IDENTIFIED BY "pwd#";

b. ADMINISTER KEY MANAGEMENT CREATE AUTO_LOGIN KEYSTORE FROM
KEYSTORE '/u00/oracle/admin/dbName/wallet' identified by "pwd#";

c. ADMINISTER KEY MANAGEMENT SET KEYSTORE OPEN IDENTIFIED BY
"pwd#" Container=ALL;

d. ADMINISTER KEY MANAGEMENT SET KEY IDENTIFIED BY "pwd#" WITH
BACKUP USING 'TDE_ENCRYPTION' Container=all;

2. Confirm if the wallet is created and open (the TDE master encryption key has been
created and inserted automatically):

SQL>

select substr(wrl type, 1, 10) wrl type, substr(wrl parameter, 1, 45) param,
substr (status, 1, 10) status, substr(wallet type, 1, 15) w type

from v$encryption wallet;

WRL TYPE PARAM STATUS W TYPE

FILE /u00/oracle/admin/ORACLE SID/wallet OPEN AUTOLOGIN

An auto-open wallet is created. You are ready to create the encrypted
tablespaces as shown in the following section.

Encryption at Tablespace Level

Once the wallet is configured, determine an encryption algorithm to be used for the
encrypted tablespace and then create them. The sample scripts use the default algorithm
AES128:

1. Modify STAGING_DIR/rms/installer/create_db/create_encrypted_
tablespaces_TDE.sql.

Run the script using SQL*Plus as sys.

Review Create_encrypted_retail_tablespaces_TDE.log for errors and correct as
needed.

Once the tablespaces have been created, the RMS schema installation can be run.

Note: After encryption at the tablespace level, it is crucial to
backup the contents in the wallet directory; otherwise, if they
are lost you will not be able to access the tablespaces.
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Appendix: RMS RETL Instructions

This appendix summarizes the RETL program features utilized in the RMS Extractions
(RMS ETL). More information about the RETL tool is available in the Oracle Retail
Extract, Transform, and Load Programmer’s Guide. More information about RMS ETL is
available in the Oracle Retail Merchandising System Operations Guide.

Configuration: RETL

Before trying to configure and run RMS ETL, install RETL (version 13.2.9), which is

required to run RMS ETL. For installation instructions, see Chapter 2 of the Oracle Retail
Extract, Transform, and Load Programmer’s Guide. Run the verify_retl script (included as
part of the RETL installation) to ensure that RETL is working properly before proceeding.

RETL 13.2.9 creates a wallet under $RFX_HOME/etc/security, with the following files:
= cwallet.sso

» jazn-data.xml

= jps-config.xml

=  README.txt

To set up RETL wallets, complete the following steps:

1. Set the following environment variables:

ORACLE SID=retaildb

RFX HOME=/u00/rfx/rfx-16.0

RFX TMP=/u00/rfx/rfx-16.0/tmp

JAVA HOME=/usr/jdkl.864bit

LD LIBRARY PATH=S$ORACLE HOME/lib:$LD LIBRARY PATH
PATH=$RFX HOME/bin:$JAVA HOME/bin:$PATH

Change directory to $RFX_HOME/bin.
Run setup-security-credential.sh as follows.

a
b
c.
d
e

f.

Enter 1 to add a new database credential.

Enter the dbuseralias (for example, retl_java_rms0luser).
Enter the database user name (for example, rms0Oluser).
Enter the database password.

Re-enter the database password.

Enter D to exit the setup script.

4. Update your RETL environment variable script to reflect the names of both the Oracle
Networking wallet and the Java wallet.

For example, to configure RETLforRPAS, modify the following entries in
$RETAIL_HOME/RETLforRPAS/rfx/etc/rmse_rpas_config.env.

The RETL_WALLET_ALIAS should point to the Java wallet entry:
export RETL WALLET ALIAS="retl java rms0l"

The ORACLE_WALLET_ALIAS should point to the Oracle network wallet entry in
$RETAIL_HOME/orpatch/rms_wallet:
export ORACLE WALLET ALIAS="retaildb rms01"
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Note: See the section, Setting Up Wallets for Database
User Accounts.

= The SQLPLUS_LOGON should use the ORACLE_WALLET_ALIAS:
export SQLPLUS LOGON="/@${ORACLE WALLET ALIAS}"
Note: When connecting to a pluggable database, the JDBCCONN property in
the .env file needs to be properly set. This requires <port>/<service_name>
instead of <port>:<sid>. Below is an example:

export JDBCCONN="<PROPERTY name=\"jdbcconnectionstring\"
value=\"jdbc:oracle:thin:@msp28165.us.oracle.com:1521/retaildb\"/>"

5. To change a password later, run setup-security-credential.sh as follows.
a. Enter 2 to update a database credential.
b. Select the credential to update.
c. Enter the database user to update or change.
d. Enter the password of the database user.
Re-enter the password.

Note the following, which is how the setup-security-credential.sh script looks as it
runs.

/u00/rfx/rfx-16.0/bin> ./setup-security-credential.sh

RETL Database Credentials Configuration Utility.

Please select one of the below option:

1) Add a new database credentials

2) Modify/Update existing database credentials
3) Delete existing database credentials

([11, 21, (3], [Dlone): 1

Please enter the dbuseralias (This has to be unique for each database) :
<oracle sid> <database user name>, i.e., retl java rms0l

Please enter the database username: <database user name>, i.e., rmsOl

Please enter the database password (password text will not be displayed as it
is entered)

Verify database password :

Created the credentials for dbuseralias “retl java rms01” successfully

Please select one of the below option:
1) Add a new database credentials
2) Modify/Update existing database credentials

3) Delete existing database credentials

([11, [2]1, [3], [Dlone): /u00/rfx/rfx-16.0/bin>
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To run the RETL wallet, the /RETLforRPAS/rfx/etc/rmse rpas config.env file
needs to be edited with the following entries included:

##The folloiwng setting is for dbuseralias being replaced for connectstring
and dbuserid
export RETL WALLET ALIAS=" retl java rms01”

Note: The following is an example of how to run a sample
RETL script.

To run a RETL script, set up your environment with the following run-time variables.

export RFX HOME = i.e., /u00/rfx/rfx-16.0

export RFX TMP = i.e., /u00/rfx/rfx-16.0/tmp

export TNS ADMIN = i.e., SRETAIL HOME/orpatch/rms wallet

export

ALCHOME = i.e.,

/u00/webadmin/product/10.3.6/WLS/user projects/domains/APPDomain/allocl4/rpas-
interfaces

export

RETAIL HOME = i.e.,

/u00/webadmin/product/10.3.6/WLS/user projects/domains/APPDomain/allocl4/rpas-
interfaces

export ORACLE HOME = i.e., /u00/oracle/product/12.0.1

export JAVA HOME = i.e., /usr/jdkl.864bit

export PATH =$ORACLE HOME/bin:$JAVA HOME/bin:$RFX HOME/bin:$PATH

export

LD LIBRARY PATH = i.e.,

SRFX HOME/lib:SORACLE HOME/lib:$RETAIL HOME/oracle/lib/bin:/lib:/usr/lib:/usr/
dt/lib:/usr/openwin/lib

export TEMP DIR = i.e., /home/alcbatch/rpas/tmp

export PATH = i.e., ${ORACLE HOME}/bin:${JAVA HOME}/bin:${PATH}

Go to $ALCHOME/log and $ALCHOME/error and delete all existing files.
Go to S$ALCHOME/rfx/src and run the following command:

>alcl plan.ksh plan 0l.dat

To check for errors, run echo $?. If a 1 is returned, there are errors. If a 0
is returned, there were no errors.
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Appendix: Oracle Trade Management

System Expectations

This appendix describes the items expected by the Oracle Trade Management System.

Installation Scripts (elc_comp_post_htsupld.sqgl)

This script is for the RTM product only. This needs to be applied only after all static install
scripts have been run, oga, tariff_treatment, quota_category, country_tariff treatment and
hts_headings scripts have all been run followed by running the htsupld.pc program. The
last step is running this script. This script inserts the Expense and Assessment Cost
Components. This script needs to be run once for each country of import that the client is
using.

Note: This script is expecting two parameters to be passed
in (the user will be prompted for the parameters). The first
parameter is country ID, this is the Import Country. The
second parameter is Currency Code, this is the code of the
currency that corresponds to the entered Import Country.
Most likely this script will be run using the Base Country and
the Primary Currency as defined in the System Variables
form.

The inserted components include:

MPFXX (Merchandise Processing Fee XX) — This component is used to store
Merchandise Processing Fee. In place of the XX is the country code that is passed
into the script. Therefore, if the Country is US, then there is one component created,
MPFUS, with a description of Merchandise Processing Fee US. This leaves the client
with the ability to create additional MPF components for each of the countries that
they intend to import into. This component is inserted with a Component Rate of 100
percent. This rate should be modified to be the appropriate rate for the Import
Country. This component is also set up as an Always Default, which means that it is
defaulted to every Item/HTS combination.

HMFXX (Harbor Maintenance Fee XX) — This component is used to store Harbor
Maintenance Fee. In place of the XX will be the country code that is passed into the
script. Therefore, if the Country is US, then there is one component created, HMFUS,
with a description of Harbor Maintenance Fee US. This leaves the client with the
ability to create additional HMF components for each of the countries that they intend
to import into. This component is inserted with a Component Rate of 100 percent.
This rate should be modified to be the appropriate rate for the Import Country.

TDTYXX (Total Duty XX) — This component is used to store the total of the duty for
each Item/HTS or Order/Item/HTS combination. It totals all duties, taxes, and fees
within the Ordering dialog. This total is added together with the Total Expense and
the Item’s Cost to come up with the Total Estimated Landed Cost of the Item or
Order/ltem combination. This component should not be modified.

VFDXX (Value For Duty XX) — This Computation Value Base (CVB) is used to store
the value that duty should be calculated from. In place of the XX is the country code
that is passed into the script. Therefore, if the Country is US, then there is one CVB
created, VFDUS, with a description of Value for Duty US. This leaves the client with
the ability to create additional VFD CVBs for each of the countries that they intend to
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import into. Upon insert here, this CVB will only have one detail, which is ORDCST
(Order Cost). If the client needs additional expenses (we are making the assumption
that only Expense components will make up Value for Duty) to be used in the Value
For Duty, they need to be added to VFDXX through SQL Plus. All automatically
inserted Assessment components with a Calculation Basis of Value will have VFDXX
as the CVB.

= VFEDXXXX (XX% of Value For Duty XX) — This component is used to store a percent
of the CVB, Value For Duty. This is used in the case when you have an Item that is
classified with multiple HTS codes. For example, a button-down shirt may have one
HTS code for the cotton material that is 75 percent of the cost, and a second HTS
code for the buttons that make up the other 25 percent. The duty components
associated with the first HTS code would be need to be calculated from 75 percent of
the entire Value for Duty. To accomplish this, the associated components would use
VFD75XX as their CVB instead of VFDXX. The detail component would be
‘VFD75XX’ and would have a Component Rate of 75 and a CVB of VFDXX,
therefore, the component VFD75XX would be 75% of the Value for Duty. More
generically speaking, VFDXXXX will be the only detail in an inserted CVB called
VFDXXXX, where the first XX is replaced with the percentage. In place of the second
XX will be the country code that is passed into the script. Therefore, if the Country is
US, then there will be one component created, VFD25US, with a description of 25%
of Value for Duty US. This leaves the client with the ability to create additional VFD
components for each of the countries that they intend to import into. The script will
insert VFD25XX, VFD50XX, and VFD75XX, these are meant to be used as a guide if
the client needs additional components with different percentages. These
components should not be modified.

= DTYXXXX (DTYXXXX) — These components are used to calculate duty for each HTS
code. In place of the first XX is the HTS code’s Duty Component Code concatenated
with an A, B, or C as needed for duty calculation. In place of the second XX is the
country code that is passed into the script. Therefore, if the Country is US, then there
is one component created, DTYXXUS, with a description of DTYXXUS. This leaves
the client with the ability to create additional components for each of the countries
that they intend to import into. The Import Country for these components is the
country code of the Base Country that is defined on the System Options table. This
component is inserted with a Component Rate of 100 percent. This rate is overwritten
with the appropriate Tariff Treatment rate upon calculation within the Iltem and
Ordering dialogs. These components should not be modified.

=  DUTYXX(DUTYXX) — This component is used as a sub-total. In place of the XX is
the country code that is passed into the script. Therefore, if the Country is US, then
there is one component created, DUTYUS, with a description of DUTYUS. This
leaves the client with the ability to create additional components for each of the
countries that they intend to import into. It contains the sum of all DTYXXXX
components each HTS code. This component has a CVB called DUTY XX that
contains every ‘DTYXXXX’ component as its details. This component should not be
modified.

B XXXXXXX (XXXXXXX) — Fees and Taxes are created using a concatenation of
information. The Component ID consists of the Fee or Tax Class Code concatenated
with the Fee or Tax Component Code, and an A or B as needed for calculation, and
then the import country. For example, there is an existing Fee Class Code (also
referred to as Fee Type) which is 053, its Fee Component Code is 1, and importing
into the US, so there is a component created that has an ID of 0531AUS. The
descriptions are the same as the Component ID and can/should be modified to be
clearer. Other than the description, these components should not be modified.

=  ADXX (Anti-Dumping XX) — This component contains the Anti-Dumping charge for
each Item/HTS code. In place of the XX is the country code that is passed into the
script. Therefore, if the Country is US, then there is one component created, ADUS,
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with a description of Anti-Dumping US. This leaves the client with the ability to create
additional components for each of the countries that they intend to import into. This
component should not be modified.

CVDXX (Countervailing Duty XX) — This component contains the Countervailing Duty
charge for each Item/HTS code. In place of the XX will be the country code that is
passed into the script. Therefore, if the Country is US, then there is one component
created, CVDUS, with a description of Countervailing Duty US. This component
should not be modified.

HTS Upload / Mass Update

There are several installation scripts that must be run prior to HTS Upload to populate the
following tables. These are one-time installations upon implementation of the product and
must be maintained by the client.

ELC_COMP

QUOTA_CATEGORY (through the quota_category.sql script)

OGA (through the oga.sql script)

COUNTRY_TARIFF_TREATMENT (via the country_tariff _treatment.sql script)
HTS_CHAPTER (via the hts_headings.sql script)

TARIFF_TREATMENT (through the tariff_treatment.sql script)

After the initial load of the HTS data from executing the HTS Upload program. One
additional install script must be run to populate the following tables with additional
information:

ELC_COMP, CVB_HEAD, CVB_DETAIL (through the elc_comp_post_htsupld.sql
script)

The initial load of HTS information using a Customs provided tape and subsequent
execution of the HTS Upload program will populate and update the following tables:

HTS
HTS_TARIFF_TREATMENT
HTS_OGA

HTS_FEE

HTS_TAX
HTS_TT_EXCLUSIONS
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The following tables need to be populated by the client, but will be updated through the
HTS Upload program.

= HTS_AD

= HTS_CVD

» HTS_REFERENCE

The following tables need to be populated and maintained by the client:
» HTS _CHAPTER_RESTRAINTS

Calculation of Merchandise Processing Fee

This particular cost component is the only Cost Component that is calculated with a
Min/Max Range for each Customs Entry. This range is defined on the MPF_MIN_MAX
table (note: this table does not have a corresponding form and needs to be populated by
the client via SQL Plus. In order to process MPF the MPF_MIN_MAX table must be
populated for the import country or else the calculation function errors out during
processing.). If a client does not use Merchandise Processing Fee, but has a similar
component, they can use the MPF_MIN_MAX table and the MPFXX component to
accomplish the same result. They simply need to change the Component Description and
Rate. Within the Customs Entry dialog, MPFXX is defaulted in along with all other
assessments that are associated with each Order/ltem combination. Once associated
with the Entry, MPF is recalculated and checked to see if the value falls within the
Min/Max Range. If not, the value is modified to be within the range and then allocated
across all of the items on the Entry. Because this value is being calculated by the system,
the user is not allowed to modify the rate or value of any MPF components within the
Customs Entry dialog.

Unit of Measure Conversions

The internal process that calculates and distributes MPF charges on-line requires Unit of
Measure (UOM) conversions in multiple instances. If a particular UOM conversion is
missing the processing stops and a message will be displayed indicating that there is
insufficient UOM information to continue. If this should occur, you must exit the dialog
that generated the error add the missing conversion information and re-enter the dialog
for the MPF charges to be processed.

Customs Entry Ref. Status

There are 4 possible CE Ref. Statuses for each Customs Entry. They are Worksheet,
Send, Downloaded, and Confirmed. In general, when an Entry is created it is in
Worksheet status. Once all of the necessary information has been added, the user is set
the Status to Send, indicating that the Entry is ready to be sent to the Broker. That night
in the nightly batch run, the Entry is downloaded to the Broker (cednld.pc). Once the
download process is complete, the Status is automatically set to Downloaded; a user can
never set the Status to this value manually. At that point once the user receives
confirmation from the Broker, makes any necessary changes, and is sure that the
information is correct, they can set the CE Ref. Status to ‘Confirmed’. From that point on
the Status cannot be changed, however, most of the fields on the CE Header form
remain editable. All information on the CE Shipment form is view only. In addition, all
information on the CE Order/ltem form is view only except for the Cleared Quantity,
Cleared Quantity UOM, Apply button, and Comments fields. Finally, all information in the
CE Charges form will be view only as well.

Since some clients may prefer not to download their Entries to a Broker, the user will
have the ability to set the CE Ref. Status from Worksheet directly to Confirmed.Customs
Entry Totals

The following describes customs entry totals.

158 Oracle Retail Merchandising System



Appendix: Oracle Trade Management System Expectations

Total Duty contains the sum of the duty charges (any component beginning with
DTY) for each item times the associated item’s Manifest Item quantity, summed
together for all items on the entry.

Total Taxes contains the sum of the tax charges (any component beginning with a
tax type (see attached document for a description of taxes)) for each item times the
associated item’s Manifest ltem quantity, summed together for all items on the entry.

Total Other contains the sum of all other charges (including fees) for each item times
the associated item’s Manifest Iltem quantity, summed together for all items on the
entry.

Total VFD contains the Value for Duty (which can be made up of order cost plus
other dutiable expenses such as selling commission, royalties, etc.) times the
associated item’s Manifest Iltem quantity, summed together for all items on the entry.

Total Est. Assessments contains the sum of the estimated duty/fees/taxes for each
item, calculated from the Purchase Order/ltem HTS Assessments, times the
associated item’s Manifest ltem quantity, summed together for all items on the entry.

Total Act. Assessments contain the sum of the Total Duty, Total Taxes, and Total
Other values.
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Appendix: RMS Database Schema and
Batch Installation Screens

You need the following details about your environment for the installer to successfully
create the RMS database schema and install the RMS batch programs. Depending on the
options you select, you may not see some screens or fields.

The RMS database schema installation also includes the option to install the database
schema objects for the RelM and Allocation products. The RPM database schema objects
will be included with RMS.

Screen: Component Selection

ORACLE
Component Selection

Check the components wou wish to install on the local host

Install Database Objects
Install Batch

Install Application

€4 cancel G Back @ Mext | |~ Install

Field Title Component Selection
Field Select the RMS component(s) you would like to install. Multiple components may
Description be selected. You will not be able to install a component if the preinstall check for

that component has failed. Subsequent screens may or may not be displayed
based on this choice.
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Screen: Database Component Selection

|E Oracle Retail Merchandise Operations Management@nsh00dmp = ﬂ

ORACLE

Database Component Selection

RMS/Pricing
N

Allacation

Fleaze zelect the specific databaze camponents to install

& & &

| €39 Cancel 1 G Back | | 6 Mext | |""'¥- Install |

Field Title

Database Component Selection

Field
Description

By default, the RMS database schema installer creates database objects for
RMS/ReSA/RTM and Pricing. Optionally, the database objects for RelM and
Allocation may be installed at the same time or later. Subsequent screens may
or may not be displayed based on this choice.
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Screen: Host Details

ORACLE

Host Details

Please enter the hostname that the component{s) will be installed on. This should match your
current host.

Hostname dbhostname

| €3 cancel || G Back || a Mext | | % Install |

Field Title Hostname

Field Provide the hostname of the Oracle Database Server.
Description

Example Dbhostname
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Screen: Cloud deployment or On-prem environment deployment

selection

|E Oracle Retail Merchandise Operations Management@nshl0dmp

ORACLE

=101 %]

Cloud deployment or On-prem environment deployment selection

Pleaze checkthe checkbox if it is cloud deployment

Cloud deployment?

| €3 Cancel i G Back || Q Mext | | U Install |

Field Title

Cloud deployment or On-prem environment deployment selection

Field
Description

For on-prem installation this checkbox has to be unchecked.
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Screen: JDBC Security Details

|E Oracle Retail Merchandise Operations Managernent@nshlldmp = ﬂ

ORACLE’

JOBC Security Details

Mate: Enabling Secure |DBEC requires that security certificates hawe been configured and installed on this
machine.

Enable Secure |DEC connection

{:} Tes
@ Mo

| &3 Cancel\l | G Back\l | a Mext | | “ Install |

Field Title Enable Secure JDBC connection

Field Select Yes to use a secure jdbc connection during installation, otherwise

Description choose No. A secure data base connection must already be set up if you want
to use this option.
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Screen: JDBC URL Details
10| Oracle Retail Merct
ORACLE
JDBC URL Details

Prowvide the details for the RMS data source.

RMZ JDBEC URL jdbe:aracle: oci@rnydb

| €3 cancel || G Back || a Mext | | % Install |

Field Title RMS JDBC URL

Field URL used by the RMS application to access the RMS database schema. See
Description Appendix: URL Reference for expected syntax.

Examples For Non Secure JDBC Connection:

jdbc:oracle:oci:@mydb
or
jdbc:oracle:thin:@dbhostname:1521/mydb

For Secure JDBC Connection:

jdbc:oracle:thin: @(DESCRIPTION=(ADDRESS_LIST=(ADDRESS=(PROTOCO
L=tcps)(HOST=dbhostname)(PORT=2484)))(CONNECT_DATA=(SERVICE_NA
ME=mydb)))
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Screen: RMS Database Schema Details
E Oracle Retail Merchandise Operations Managernent@nshl0dmp = ﬂ

ORACLE

RMS Database Schema Details

Pleaze provide information on a pre-existing databasze user for this RMS installation.

RMS Schema 'RMsD1 ]
RS Schema Password [ [ITITITYY] ]
RMS Cracle SID [y b ]
RME Schema Security Alias [RMSAIias ]
Application Datasource Maximum Capacity [200 ]

(The aliaz for each username/passward pair must be unique)

@Cancel @Back @Next “ Inztall

Field Title RMS schema

Field Provide the RMS database user here. The installer logs into the database as

Description this user to create the RMS schema and uses it to compile RMS batch. This
user must already exist in the database when the RMS database schema
installer is run.

Example RMSO01

Field Title RMS schema password

Field Database password for the RMS Schema Owner.

Description

Field Title RMS Oracle SID

Field Oracle system identifier for the database where RMS will be installed

Description

Example mydb
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Field Title RMS Schema Security Alias

Field The alias to store the schema credentials.

Description

Example RMSAlias

Note This alias must be unique. Do not use the same value for any other alias fields
in the installer. If the same alias is used, entries in the wallet can override
each other and cause problems with the application.

Field Title Application Data Source Maximum Capacity

Field Maximum number of database connections in connection pool for this data

Description source in WebLogic Server

Example 200

Screen: Secure Data Source Details

5] Oracle Retail Merc ()
ORACLE

Secure Data Source Details

Provide the Keystore and Truststore details for the RMS secure data source

Identity Keystore

[Ip athftofidentity. keyvstare

Identity Keystore Type []KS

Identity Keystore Passphrase [ ssmmmmmEnn

Identity truststore
Identity truststare
Identity truststore

[:’p athftofidentity. store
Type [ kS

Passphrase [..........

£4 cancel GBack @Nex‘t “ o Install

Note:

This screen appears only if you have enabled 'Secure

JDBC'’ for RMS. Ignore this step in case you have not
enabled ‘Secure JDBC’ for RMS.
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Field Title Identity Keystore

Field Keystores ensure the secure storage and management of private keys and

Description trusted certificate authorities (CAs). This screen lets you provide the keystore
to be used for datasource connection These settings help you to manage the
security of message transmissions. For further information, please refer MOM
security Guide.
Location or path where identity keystore file is stored.

Field Title Identity Keystore Type

Field Type of the identity keystore used.

Description Example: jks

Field Title Identity Keystore Passphrase

Field The password to access the keystore mentioned above.

Description

Field Title Identity truststore

Field Location or path where identity truststore file is stored.

Description

Field Title Identity truststore Type

Field Type of the identity truststore used.

Description Example: jks

Field Title Identity truststore Passphrase

Field The password to access the truststore mentioned above.

Description

The installer validates the database settings provided, when you advance to the next

screen.
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Screen: BDI Integration Schema Details

E Oracle Retail Merchandise Operations Management@nsh00dmp = ﬂ

ORACLE

BDI Integration Schema Details

Pleaze provide information on a pre-existing BDI integration schema for thiz RMS installation.

BDI Integration Schema [RMS_BDI_INT ]
BOI Integration Schema Pazsword [ [TTYTTITTYITY] ]
BDI Integration Schema Security Alias [RMSBDIINTAIias ]

{The aliaz for each uzername/passward pair must be unique)

|63 Cancel || €9 Back || @ MNext || % Install

Field Title BDI Integration Schema

Field Provide the RMS BDI Integration database user here. The installer logs into the

Description database as this user to create the RMS BDI Integration schema. This user
must already exist in the database when the RMS database schema installer is
run.

Example RMS_BDI_INT

Field Title BDI Integration Schema Password

Field Database password for the RMS BDI Integration database user.

Description
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Field Title BDI Integration Schema Security Alias

Field The alias to store the schema credentials.

Description

Example RMSBDIIntAlias

Note This alias must be unique. Do not use the same value for any other alias fields

in the installer. If the same alias is used, entries in the wallet can override
each other and cause problems with the application.

The installer validates the database settings provided, when you advance to the next
screen.

Screen: Allocation Database Schema Details

E Oracle Retail Merchandise Operations Management@nsh0dmp = ﬁ

ORACLE

Allocation Database Schema Details

Pleaze provide information on a pre-existing database user for this Allocation installation. The installer
will authenticate as this user and create the Allocation database objects,

Alloc Schema [RMSDlAF‘F‘ ]
Allac Schema Pazswiaord [ LTI YT T YT ]
Alloc Schema Security Alias [AIIDEAIias ]

{The alias for each username/password pair must be unique)

€3 Cancel | | €9 Back | | €2 Mext | | % Install

Field Title Alloc schema
Field Provide the Allocation database user here. The installer logs into the database
Description as this user to create the Allocation schema objects. This user must already

exist in the database when the database schema installer is run.

Example RMS01APP
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Field Title Alloc schema password

Field Database password for the Allocation database user.

Description

Field Title Alloc Schema Security Alias

Field The alias to store the schema credentials.

Description

Example dsAllocAlias

Note This alias must be unique. Do not use the same value for any other alias fields
in the installer. If the same alias is used, entries in the wallet can override
each other and cause problems with the application.

The installer validates the database settings provided, when you advance to the next
screen.

Screen: RMS Primary Country

ORACLE"

RMS Primary Country

Please select wour primary country from the list below.

Primary Country UMITED STATES OF AMERICA (US) =l

£4 cancel GBack @Nex‘t “ Install
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Field Choose your primary country from the dropdown list provided.
Description
Example UNITED STATES OF AMERICA (US)

Screen: RMS Primary Currency
" Oradle Retail Merchandise Operations Marzgemert N o2l o]

ORACLE

RMS Primary Currency

This will be the base currency for the merchandising system. The primary currency is used
throughout the swstem in warious ways. For one, any conversion between currencies will utilize
the primary currency. For example, if currency A is the primary currency and the system is
conwverting from currency B to currency C it will first conwert currency B to currency &, then
currency A to currency ©. As a result, all currency exchange rates reflect the rate between the
non-primary currency and the primary currency.

Primnary Currency United States Dollar (USD)

£4 cancel GBack @Nex‘t “ o Install

Field Title Primary Currency

Field Choose your primary currency from the dropdown list provided.
Description

Example United States Dollar (USD)
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Screen: RMS Primary Language

ORACLE

RMS Primary Language

Please select wour primary language from the list below.

This setting affects the text on screen labels. It does not affect user-generated data.

labels will be displayed in the primary language of the system.

Prirmary Language

Screen

English fen)

®)

| €3 cancel || G Back || a Mext | | % Install |

Field Title

Primary Language

Field
Description

Choose your primary language from the dropdown list provided.

Example

English (en)
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’E Oracle Retail Merchandise Operations Management@nshi0dmp = I I:llil

ORACLE

RMS Language Packs

Select the l[anguage packs that needs to be installed in RME

Englizh {en}
Cerman (del
Greek (el
Spanish {es)
French {fr)
Croatian (hr)
Hungarian {huj
Italian {it
lapanese {ja)

Forean (ko)

OO0doodoodoE

Dutch {nl}

I«

| @ Cancel | |e Back:l |a Mext | | o Install |

Field Title Select the language packs that need to be installed in RMS

Field Select the checkboxes to include the respective language packs in the
Description installation.
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o] Oracle Retail Mer [
ORACLE

RMS Default Tax Type

Please select which type of tax system to use
SWAT: Simple Walue-Added Tax
SALES: Sales and Use Tax

Default Tax Tyvpe

| €3 cancel || G Back | | @ Mext | | % Install |

Field Title Default Tax type
Field Select the tax type that will be used with the system.
Description SVAT: Simple Value-Added Tax (VAT information is configured in RMS)

SALES: Sales and Use Tax

If VAT is enabled, then select SVAT. For a configuration with only Sales Tax,
Select SALES.
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ORACLE
RMS Calendar Type

A "4-5-4" calendar is one containing reporting periods of 4-weeks, S-weeks, and 4-weeks. Four
of these reporting periods represent a reporting wear. A "Standard" calendar indicates that a
typical 12-ronth calendar is being used for financial reporting.

Select Calendar Type {81 454 Calendar
{» Standard Calendar

| €3 cancel || €9 Back | | @) Mext | | % Install |

Field Title Select Calendar Type
Field Choose the type of calendar to use.
Description
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ORACLE

RMS Calendar Week Option

Select Week Start-End { Sat-Fri

O Sun-Sat
@ Mon-Sun

| @ Cancel | |@ Eiack:l |a Next:l | “% Install |

Field Title

Select Week Start-End

Field
Description

Select the range that defines the first and last days of the week.
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Screen: RMS Calendar VDate
E Oracle Retail Merchandise Operations Management@nsh00dmp = E

ORACLE

RMS Calendar YDate

Thiz should contain the first date the RMS system will be in operation. The wdate represents the
business date within RMS and it iz also leveraged outside of RMS by some other satellite applications.
WDate must be at least ane manth after the RMS calendar star date.

Date format is dd-Mbb-yyyy (Example: 15-MNOW-2019)

Whate 15-Feb-2018

| €3 Cancel i G Back || Q Mext | | U Install |

Field Title VDate

Field Enter the first date the RMS System will be in operation. The format dd-MMM-
Description yyyy must be used.

Example 15-NOV-2019
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Screen: HTS Tracking Level
") Oracle Retail Merchandise Operation: Manzgement NI o sl ]|

ORACLE

HTS Tracking Level

The HTS Tracking Lewvel determines what the HTS tariffs and fees are based on. They can either
be based on an itern's country of manufacturer or based on an item's country of sourcing.

HTS Tracking Lewvel {#) Country of Manufacturer

 Country of Sourcing

| @ Cancel || G Eack || Q Mext | | % Install |

Field Title

HTS Tracking Level

Field
Description

Select the basis for HTS tariffs and fees. The options are either the item’s
country of manufacturer or the item’s country of sourcing.
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Screen: Data Level Security

ORACLE

Data Level Security

Data level security provides the option to restrict user's access to specific data within the
merchandising systerm based on merchandise hierarchy or organizational hierarchy.

Enable Data Level Security?

| @ Cancel || G Eack || Q Mext | | % Install |

Field Title Enable Data Level Security?
Field Indicates if data level security is being utilized in the system.
Description
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Screen: Load RMS Demo Data

= [ )
ORACLE

Load RMS Demo Data

This installer will lnoad seed data for RMS. Please indicate whether or not wou want derno data
inserted in addition to this seed data.

Insert Derno Data

U

| @ Cancel || G Eack || Q Mext | | % Install |

Field Title

Insert Demo Data

Field
Description

The Installer by default loads seed data for RMS. Check the box to insert RMS
demo data in addition to seed data.

Note

Demo data should not be installed in production environments. See the warning
screen below for more details.
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Screen: Load RelM Demo Data

Note: The Load RelM Demo Data screen is only shown if
Insert Demo Data is checked in the previous screen and
RelM is selected in the beginning of the installation.

'O Oracle Retail Merchs [ )
ORACLE

Load RelM Demo Data

Please indicate whether or not wou want RelM derno data inserted.

Insert RelM Demo Data D

| €3 cancel || G Back | | @ Mext | | % Install |

Field Title Insert RelM Demo Data

Field Check the box to insert RelM demo data.

Description

Note Demo data should not be installed in production environments. See the warning
screen below for more details.

Installation Guide 183



Appendix: RMS Database Schema and Batch Installation Screens

Screen: Demo Data Warning

Note: This screen is shown only if a Demo Data option is

selected in the previous screens. Please read the Warning
carefully.

ORACLE

| Demo Data Warning

rou have selected an option to install demo data in your RMS schermna. This demo data is
intended for use only in demo and test environments. Demo data should not be installed in
production or other important environments where demo data could possibly mie with real

production data. “Werify that wou intend to install derno data. If not, hit back and change your
demo data selection(s). Otherwise, hit next.

| €9 Cancel | | G Back\| | 0 Next\| | “% Install |

Screen: RMS Demo Data Schema Details

E Oracle Retail Merchandise Operations Management@nsh0ldmp

- [Ox]
ORACLE

‘ RMS Demo Data Schema Details |

Please provide information on a pre-existing databasze user for RMS Demo Data. The installer will
authenticate as this user and create the demo data in this schema.

Demoa Data Schema [RMSDlDEMO ]
Demo Data Schema Password [uuuuuou| ]
Demo Data Schema Security Alias [RMSDemUAIiaS ]

{The aliaz for each username/password pair must be unigue)

| €39 Cancel i (€] Back || @D Mext | | “% Install |
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Field Title Demo Data schema

Field Schema that will be used to insert demo data into the RMS database.

Description

Example RMS01DEMO

Field Title Demo Data schema password

Field Password for the demo data schema.

Description

Field Title Demo Data Schema Security Alias

Field The alias to store the schema credentials.

Description

Example RMSDemoAlias

Note This alias must be unique. Do not use the same value for any other alias fields
in the installer. If the same alias is used, entries in the wallet can override
each other and cause problems with the application.

The installer validates the database settings provided, when you advance to the next

screen.
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Screen: RMS Demo Data — Number of Items

ORACLE

RMS Demo Data - Number of ltems

Select number of demo iterns to create

Mumber of demo iterns

| @ Cancel || G Eack || Q Mext | | % Install |

Field Title

Number of demo items

Field
Description

The number of demo data items to create.

Example

15
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Screen: RMS Demo Data — Transaction Level

= [ )
ORACLE

RMS Demo Data - Transaction Lewvel

Please select a walue to use for the transaction levels of the demo items being created. This is
not & permanent setting in the system. Only the demo data created by this installer will be
affected by this choice.

Transaction Lewvel {o) 1 iLine)
3 2 (Line Extension)
i) 3 variant)

| @ Cancel || G Eack || Q Mext | | % Install |

Field Title Transaction Level

Field Value to use for the transaction level of the demo items being created.
Description

Example 1 (Line)
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Screen: RMS Database RETAIL_HOME
E Oracle Retail Merchandise Operations Managernent@nshl0dmp = ﬂ

ORACLE

RMS Database RETAIL_ HOME

Pleaze enter the directory where the RMS databasze scripts will be installed. Pleasze keep track of this
directory, it should remain in place after installation and will be used to apply future patches. You may
uze the same RETAIL_HOME directory chosen for another RMS companent

RMS5 Database RETAIL_HOME Judl/retail/rms ] Select Folder |

| €3 Cancel | | €9 Back | | @ Mext || % Install

Field Title

RMS DB RETAIL_HOME

Field
Description

The location where the RMS Database Files are stored by the installer. This
location will be used during the subsequent patching of RMS, and will contain
the ORPatch utility.

Example

/uO1/retail/rms

Note

If you have selected an existing RETAIL_HOME, and it has been configured to
run other components than the ones you have selected for this installation,
those components will also be installed regardless of what you selected on the
Component Selection screen.
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Screen: RMS Batch RFX_HOME
|E Oracle Retail Merchandise Operations Managerment@nshi0dmp = E

ORACLE

RMS Batch RFX_HOME

Pleaze enter the directory where RETL has been or will be installed

RETL RFx_HOME Jull/retailfrfxfretl ] select Folder |

| €3 Cancel | | G Backxl | Q Mext | | U Install |

Field Title RMS Batch FRX_HOME

Field Enter the directory where RETL has been or will be installed
Description

Example fuOl/retail/rix/retl
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Screen: RMS Batch RETAIL_HOME

|E Oracle Retail Merchandise Operations Managerment@nshi0dmp = ﬂ

ORACLE

RMS Batch RETAIL_HOME

Pleaze enter the directory where RMS Batch will be installed. Please keep track of this directory, it should
remain in place after installation and will be uzed to apply future patches. You may use the zame
RETAIL_HOME directory chosen for another RMS component

Rt% Batch RETAIL_HOME Jull/retailfrms } select Faolder |

| €3 cancel || €9 Back || @ Mext || “% Install

Field Title

RMS Batch RETAIL_HOME

Field
Description

This is the Batch Installation Directory, the location where RMS Batch Files will
be installed along with the ORPATCH utility. This can be the same
RETAIL_HOME that was used for another component.

Example

/uO1/retail/rms

Note

If you have selected an existing RETAIL_HOME, and it has been configured to
run other components than the ones you have selected for this installation,
those components will also be installed regardless of what you selected on the
Component Selection screen.
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Screen: RMS APEX Integration
[© Oracle Retail Merchandise Operations Management@nshildmp = Iil

RMS APEX Integration

Enable APEX integration [

(-3 Cancel G Back 6 Mext | | <% Install

Field Title Enable Apex Integration
Field Uncheck this option as Apex integration is not supported in 19.0.1
Description
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Screen: Oracle Wallet

ORACLE"

Oracle wallet

An Oracle Wallet is an encrypted container used to store and retrieve sensitive information, such
as user credentials. Wallets are created if they don't already exist and configured to contain
passwords used by RMS. Ewvery Wallet is itself protected by a password, and the field for this
Wallet password must be filled out to mowve on to the next screen.

Mote: If a wallet already exists for a RETAIL HOME you have selected, this password must match
the password for the existing wallet. Make sure this password is kept as it will be needed for
future patches

The password must have a minimum length of eight characters and contain alphabetic
characters combined with numbers or special characters.

Oracle Wallet password [ semmsmamans

Please re-enter password [ EEEELEELLE

€4 cancel GBack @Next “ Install

Field Title Oracle Wallet

Oracle Wallet | This is the password for the wallet that will store the credentials used during the
Password RMS installation. If you have selected an existing RETAIL_HOME in the
previous screens, you will need to enter the password that was used for the
wallet in that RETAIL_HOME.

Note Make sure this password is kept, as it will be needed for future upgrades.
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Appendix: RMS Application Installer
Screens

Screen: Component Selection

ORACLE"

Component Selection

Check the components you wish to install on the local host

Install Database Objects L]
Install Batch ]
Install Application

£4 cancel GBack @Nex‘t “ Install

Field Title Component Selection
Field Select the RMS component(s) you would like to install. Multiple components
Description may be selected. You will not be able to install a component if the preinstall

check for that component has failed. Subsequent screens may or may not be
displayed based on this choice.
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Screen: Full install or Patch

.
ORACLE
Full Install or Patch
This installer can create a new baseline installation or patch an existing installation.

Full: Run the bundled scripts to create a new baseline installation.

Patch: Patch an existing installation to bring it up to the current baseline.

X
Select your choice &) Full
) Patch
€3 cancel || €9 Back || @ Mext || % Install
Field Title Full install or Patch
Field Gives an option to chose full or Patch Install
Description
Example Full
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Screen: Host Details

ORACLE

Host Details

Please enter the hostname that the component{s) will be installed on. This should match your
current host.

Hostname apphostnarne

| €3 cancel || G Back || a Mext | | % Install |

Field Title Hostname

Field Provide the hostname where the RMS Application is being installed.
Description

Example apphostname
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Screen: Persist Customer Data Option

|6 Oracle Retail Merchandise Operations Management — U X

ORACLE

Persist Customer Data Option

Persist Customer Data?

.9 Cancel G Back O Mext || % Install

Field Title Persist Customer Data?

Field Check the checkbox if you would like to persist the customer PIl in the

Description database, else uncheck it. This is used for implementation of GDPR
requirement
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Screen: JDBC Security Details

|E Oracle Retail Merchandise Operations Management@nshildmp = ﬂ

ORACLE’

JOBC Security Details

Mote: Enabling Secure JDEC requires that security certificates have been configured and installed on thizs

machine.

Enable Secure |IDBEC connection

7 ves
@ Mo

| €3 Cancel | | G Back‘l [ a Mext | | “ Install |

Enable Secure JDBC connection

Field Title
Field Select Yes to create secured data sources in WebLogic, otherwise choose
Description No. A secure data base connection must already be set up if you want to

create a secure data source.
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Screen: JDBC URL Details

= - [ =)

ORACLE

JDBC URL Details

Prowvide the details for the RMS data source.

RM3Z |JDEC URL jdbc:oracle:thin: @dbhostname: 1521 /rmydb

| €3 cancel || G Back || a Mext | | % Install |

Field Title RMS JDBC URL

Field URL used by the RMS application to access the RMS database schema. See
Description Appendix: URL Reference for expected syntax.

Examples For Non Secure JDBC Connection:

jdbc:oracle:oci:@mydb
or
jdbc:oracle:thin:@dbhostname:1521/mydb

For Secure JDBC Connection:

jdbc:oracle:thin: @(DESCRIPTION=(ADDRESS_LIST=(ADDRESS=(PROTOCO
L=tcps)(HOST=dbhostname)(PORT=2484)))(CONNECT_DATA=(SERVICE_NA
ME=mydb)))
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Screen: RMS Database Schema Details
IE Oracle Retail Merchandise Operations Management@nshi0dmp = ﬂ

ORACLE"

RMS Database Schema Details

Pleaze provide information on a pre-existing database user for this RM3 installation.

RMS Schema [RMSDI ]
RM5 Schema Password [ [TTTITTY) ]
RM% Oracle SI0 [m\,-'dh| ]
RM3 Schema Security Alias [RMSAIias ]
Application Datasource Maximum Capacity [200 ]

(The aliaz for each username fpassword pair must be unique)

@Cancel IGBack IG}Next “ Install

Field Title RMS schema

Field Provide the RMS database user here. The installer logs into the database as

Description this user to create the RMS schema and uses it to compile RMS batch. This
user must already exist in the database when the RMS database schema
installer is run.

Example RMS01

Field Title RMS schema password

Field Database password for the RMS Schema Owner.

Description

Field Title RMS Oracle SID

Field Oracle system identifier for the database where RMS will be installed

Description

Example mydb
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Field Title RMS Schema Security Alias

Field The alias to store the schema credentials.

Description

Example RMSAlias

Note This alias must be unique. Do not use the same value for any other alias fields
in the installer. If the same alias is used, entries in the wallet can override
each other and cause problems with the application.

Field Title Application Data Source Maximum Capacity

Field Maximum number of database connections in connection pool for this data

Description source in WebLogic Server

Example 200

Screen: Secure Data Source Details

"0 Oracle Retail Merchar =)
ORACLE

Secure Data Source Details

Provide the Keystore and Truststore details for the RMS secure data source

Identity Keystare

Identity Keystore Type []KS

[fp athftofidentity. keystare

Identity Keystore Passphrase [ TR EEET]

Identity truststore
Identity truststare
Identity truststore

[fp athftofidentity. store

Type []KS

Passphrase [..........

€4 cancel GBack @Nex‘t “ Install

Note:

This screen appears only if you have enabled 'Secure

JDBC'’ for RMS. Ignore this step in case you have not
enabled ‘Secure JDBC’ for RMS.
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Field Title Identity Keystore

Field Keystores ensure the secure storage and management of private keys and

Description trusted certificate authorities (CAs). This screen lets you provide the keystore
to be used for datasource connection These settings help you to manage the
security of message transmissions. For further information, please refer MOM
security Guide.
Location or path where identity keystore file is stored.

Field Title Identity Keystore Type

Field Type of the identity keystore used.

Description Example: jks

Field Title Identity Keystore Passphrase

Field The password to access the keystore mentioned above.

Description

Field Title Identity truststore

Field Location or path where identity truststore file is stored.

Description

Field Title Identity truststore Type

Field Type of the identity truststore used.

Description Example: jks

Field Title Identity truststore Passphrase

Field The password to access the truststore mentioned above.

Description

The database settings provided are validated by the installer when you advance to the

next screen.
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Screen: WebLogic Administrative Details

'O Oracle Retail Merchar =
ORACLE

Weblogic Administrative Details

Enter the administrative user and password for the Weblogic Server to which the application will
be deployed.

Weblogic Admin port [?ﬂﬂl

weblogic Admin User [weblogic

Weblogic Admin Passward [ ssssmsmnnn

Please re-enter password [ EET T

WeblLogic Admin User Security Alias [wIsAIias

(The alias for each usernamefpassword pair must be unique)

Mote: enabling SSL requires that security certificates hawe been configured and installed for this
‘Weblogic domain. The Admin server must then be configured to use S5L.

S50 Enabledifdmin Server)? %) Yes

OND

€4 cancel GBack @Next “ Install

Field Title Weblogic Admin port

Field Listen port for the WebLogic Admin server.

Description

Example 7001

Field Title Weblogic Admin User

Field Username of the admin user for the WebLogic instance to which the RMS
Description application will be deployed

Example weblogic
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Field Title Weblogic Admin Password

Field Password for the WebLogic admin user. You chose this password when you

Description created the WebLogic instance.

Field Title Weblogic Admin User Security Alias

Field An alias for the WebLogic admin user.

Description

Example wisAlias

Note This alias must be unique. Do not use the same value for any other alias fields
in the installer. If the same alias is used, entries in the wallet can override
each other and cause problems with the application.

Field Title SSL Enabled(Admin Server)?

Field Choose Yes to install RMS using a WebLogic admin server configured to use

Description SSL. In this case, SSL must be configured and the ports must be enabled for

the admin server. Choose No to install using a WebLogic admin server
configured without SSL. In this case the non-SSL ports must be enabled for
the admin server.
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Screen: WebLogic Administrative Details
|E Cracle Retail Merchandise Operations Management@nsh0ldmp = ﬁ

ORACLE

Weblogic Administrative Details

App Server Htatup Parameters [—Xm z8g -xmx&g ]

| €4 Cancel i (T Back | | @ e ] | % Install |

Field Title App Server Startup Parameters
Field Provide initial and maximum heap size for the JVM of RMS WebLogic server
Description during the server startup
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Screen: RMS Application Deployment Details

|E Oracle Retail Merchandise Operations Management@nshildmp = ﬂ

ORACLE"

RMS Application Deployment Details

The default values shown below are examples.

RME fpp Deployment Mame [Rms ]

RME App Context Root [Rms ]

Enter the name of the RMS WeblLogic managed zerver or cluster.

RME ServerfCluster [rms_ser\-‘erl ]

Mote: enabling 550 requires that security certificates have been configured and installed for this
‘Weblogic domain. The managed server,/cluster must then be configured to use S50,

S5L Enabled{RMS ServerfCluster)? @ Tes

1 Mo

| €3 Cancel || €9 Back || @) Next || % Install

Field Title RMS App Deployment Name
Field Name by which this RMS application is identified in the application server.
Description
Example Rms
Field Title RMS App Context Root
Field Context root of the application, so that we can access the application with
Description updated context root as follows.
If the context root is set as Rms, then RMS url would look as follows
https://<host>:<port>/Rms/faces/RmsHome
Example Rms

Installation Guide 205



HTS Upload / Mass Update

Field Title

RMS server/cluster

Field
Description

Name of the RMS WebLogic managed server or cluster.

Example

rms-server

Field Title

SSL Enabled(RMS Server/Cluster)?

Field
Description

Choose Yes to install RMS into a managed server/cluster configured to use
SSL. In this case, SSL must be configured and the ports must be enabled for
the managed server/cluster. Choose No to install into a managed
server/cluster configured without SSL. In this case the non-SSL ports must be
enabled for the managed server/cluster.
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Screen: Deploy RMS ReST Services

ORACLE

Deploy Mobile ReST Services

Deploy Mobile ReST Services Apps? m

| €3 cancel | | 9 Back | | @) Next | | % Install |

Field Title Deploy Mobile ReST Services?
Field Option to deploy RMS ReST Services
Description
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Screen: Deploy RMS Data Privilege Services
IE Oracle Retail Merchandise Operations Management@nsh0dmp = ﬂ

ORACLE

Oeploy RMS Data Privilege Services

Deploy Data Privilege Services App?

| €4 Cancel | | G Back\| | Q Mext | | % Install |

Field Title Deploy Data Privilege Services App

Field Option to deploy Data Privilege services to exercise the right to access/ forget
Description GDPR standards on Pll data.
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Screen: Persist Customer Data Option
’E Oracle Retail Merchandise Operations Management@nsh00dmp = ﬂ

ORACLE

Persist Customer Data Option

Persist Customer Datar

| @ Cancel ‘| | G Back‘l | a e xt ‘| | % Install |

Field Title Persist Customer Data?
Field Option to persist customer PlI data for GDPR
Description
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Screen: Enable Secure Cookies using JSESSIONID Flag
") Oracle Retsil Merchandise Operation: Marzgemert N - sl |

ORACLE

Enable Secure Cookies using |SESSIONID Flag

Mote; With enabling Secure Cookies for RM3 using JSESSIONID Flag, RMS should only be
accessed over a secure channel{such as Wehlogic SSL port).

Enable Secure Cookies using JSESSIONID Flag?

| €4 cancel || G Eack || a Mext | | % Install |

Field Title Enable Secure Cookies using JSESSIONID Flag?
Field Selecting “Yes” will enable secure cookies using JSESSIONID Flag. Selecting
Description “No” will not enable secure cookies using JSESSIONID Flag.
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Screen: Harden HTTP Transport

ORACLE

Harden HTTP Transport

Mote: Enable Harden HTTP Transport only when Enable Secure Cookies is selected.

Enable Harden HTTP Transport?

| @ Cancel || G Eack || Q Mext | | % Install |

Field Title Enable Harden HTTP Transport?
Field Selecting “Yes” will enable Harden HTTP Transport. Selecting “No” will not
Description enable Harden HTTP Transport.
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Screen: OHS Web Tier
= -
ORACLE

OHS Web Tier

Are wou running an OHS web tier for use in Oracle Single Sign-2n andfor a Clustered

Environment?

@ Yes
O Mo

| @ Cancel || G Eack || Q Mext | | % Install |

Field Title

Are you running an OHS web tier for use in Oracle Single Sign-On and/or a
Clustered Environment?

Field
Description

Selecting the option ‘Yes’ will configure all the application URLs delivered by
this installer with the OHS webtier hostname and port that will be entered in
the next screen. Selecting option ‘No’ will result in application URLs having
default hosts and ports.
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Screen: OHS Web Tier Details
This screen appears only if you have selected Yes in the previous screen.

(O Oracle Retail Merchan [P —c)
ORACLE

OHS Web Tier Details

Please enter the OHS web tier details.

QOHS web tier connection protocol ) http
(&) https

OHS web tier host [webtierhnstname

OHS web tier port [}-}-}-}-

€4 cancel IGEiack IaNE:D-zt “ Install

Field Title OHS web tier connection protocol
Field Connection protocol for OHS web tier — http or https
Description

Field Title OHS web tier host

Field Host name for OHS web tier
Description

Example webtierhostname

Field Title OHS web tier port

Field Port number for OHS web tier
Description

Example i
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Screen: Enable BIPublisher Integration?
'O Oracle Retail Merch
ORACLE

BlPublisher Integration

Enable EIFublisher Integration?

| @ Cancel || G Eack || Q Mext | | % Install |

Field Title

Enable BIPublisher Integration?

Field
Description

Selecting the option ‘Yes’ will configure RMS to use the BlIPublisher url that
will be entered in the next screen. Selecting option ‘No’ will result RMS not
being configured to use BIPublisher.
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Screen: BIPublisher Details
This screen appears only if you have selected Yes in the previous screen.

O] Oracle Retail Merchs
ORACLE
BlPublisher Details

Please prowvide BIPublisher URL

ElPublisher URL https:/frvbiphost 7325=mlpserveriGuestfRMS

| €3 cancel || G Back | | @ Mext | | % Install |

Field Title BIPublisher URL
Field The url through which the RMS application will access RMS BIPublisher
Description reports

Example https://mybiphost:7323/xmlpserver/Guest/RMS
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Screen: RMS Application RETAIL_HOME

D) Oracle Retail Merc (=)
ORACLE

RMS Application RETAIL_HOME

Please enter the directory where the RMS and ORAMC application files will be installed. Please
keep track of this directory, it should remain in place after installation and will be used to apply
future patches. You may use the same RETAIL_HOME directory chosen for another RMS
carmponent

RMS Application RETAIL HOME fpathftofretail home Select Folder

€4 cancel GBack @Next “ Install

Field Title RMS Application RETAIL_HOME

Field Retail Home is used to keep Orpatch related files, batches etc. by default.
Please keep track of this directory, it should remain in place after installation

Description -
and will be used to apply future patches.
Example /path/to/retail_home
Note If upgrading an existing RMS installation, please choose a RETAIL_HOME

location different than one used previously to install an RMS 15.0.x or earlier
application. If you have selected an existing RETAIL_HOME, and it has been
configured to run other components than the ones you have selected for this
installation, those components will also be installed regardless of what you
selected on the Component Selection screen.
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Appendix: RMS Analyze Tool

It may be desirable to see a list of the files that will be updated by a patch, particularly if

files in the environment have been customized. The installer has an ‘analyze’ mode that
will evaluate all files in the patch against the environment and report on the files that will
be updated based on the patch. See the section “Analyzing the Impact of a Patch” in the
chapter “RMS Patching Procedures” for more details.

Run the RMS Analyze Tool
1. Log onto the server as a user with access to the RETAIL_HOME for the installation
you want to analyze.

2. Change directories to STAGING_DIR/rms/installer. STAGING_DIR is the location
where you extracted the installer.

3. Set and export the following environment variables.

Variable Description Example

JAVA_HOME Location of a Java 1.8 JDK. JAVA_HOME=
/u00/webadmin/java/jdk1.8

export JAVA_HOME

DISPLAY Address and port of X server on | DISPLAY=<IP address>:0.0
desktop system of user running | export DISPLAY

install. Optional when running
the Analyze tool

4. If you are going to run the installer in GUI mode using an X server, you need to have
the XTEST extension enabled. This setting is not always enabled by default in your X
server. See Appendix: Common Installation Errors for more details.

5. Run the analyze.sh script to start the analyze tool.

Note: Below are the usage details for analyze.sh. The
typical usage for GUI mode is ho arguments.

Janalyze.sh [text | silent]
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Screen: RETAIL_HOME to Analyze
T Orace e M O [P —cE)

ORACLE"

RETAIL_ HOME to Analyze

Please enter a RETAIL_HOME path from a pre-existing installation that you would like to analyze.

RETAIL_HOME

fpath/ftofretail home Select Folder

MWote: If wou proceed to run the analyze tool. Orpatch will be updated in the RETAIL_HOME wou
hawve selected with the latest Crpatch files from this patch. Only generic Orpatch files will be
updated, no product patches will be applied.

€4 cancel GBack @Next “ Install

Field Title RETAIL_HOME

Field The pre-existing location where RMS (database, batch, and/or application) was

Description installed along with the ORPATCH utility. This location should contain
directories with your installed files as well as the “orpatch” directory.

Example /path/to/retail_home

Note The ORPatch files in this RETAIL_HOME may need to be updated in order to
be able to run the analysis. The Analyze tool will take care of this automatically.

1. After clicking *

install”, the Analyze tool will generate a report of the files that will be

patched if you apply this patch to the selected RETAIL_HOME. A high-level report
can be found in the log file: STAGING_DIR/rms/installer/logs/rms-
analyze.<timestamp>.log.

The detailed

list of patch files can be found in RETAIL_HOME/

orpatch/logs/detail_logs/analyze/details/
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In addition to the GUI and text interfaces of the installer, there is a silent mode that can
be run. This mode is useful if you wish to run a repeat installation without retyping the
settings you provided in the previous installation. It is also useful if you encounter errors
in the middle of an installation and wish to continue.

The installer runs in two distinct phases. The first phase involves gathering settings from

the user. At the end of the first phase, a properties file named ant.install.properties is

created with the settings that were provided. Then the second phase begins, where this

properties file is used to provide your settings for the installation.

To skip the first phase and re-use the ant.install.properties file from a previous run, follow

these instructions:

1. Edit the ant.install.properties file and correct any invalid settings that may have
caused the installer to fail in its previous run.

2. Look for duplicate properties in the ant.install.properties file. Some properties are set
on multiple pages to ensure default values when a page is only displayed under
certain conditions. For example, if there are two instances of input.property.name,
remove all but the last one.

3. Run the installer again with the silent argument.

Example: install.sh silent
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Appendix: URL Reference

This appendix provides URL reference information.

JDBC URL for a Database

Used by the Java application and by the installer to connect to the database.
Thick Client Syntax: jdbc:oracle:oci:@<sid>
<sid>: system identifier for the database

Example: jdbc:oracle:oci:@mysid

Thin Client Syntax: jdbc:oracle:thin: @<host>:<port>:<sid>
<host>: hostname of the database server

<port>: database listener port

<sid>: system identifier for the database

Example: jdbc:oracle:thin:@myhost:1521:mysid
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Appendix: Common Installation Errors

This section provides some common errors encountered during installation of RMS.

Database Installer Hangs on Startup

Warning:

Symptom
When the database schema installer is run, the following is written to the console and the
installer hangs indefinitely:

Running pre-install checks
Running tnsping to get listener port

Solution

The installer startup script is waiting for control to return from the tnsping command, but
tnsping is hanging. Type Control+C to cancel the installer, and investigate and solve the
problem that is causing the thsping <sid> command to hang. This can be caused by
duplicate database listeners running.

Could Not Find X Input Context

Symptom

The following text appears in the console window during execution of the installer in GUI
mode:

Couldn't find X Input Context

Solution
This message is harmless and can be ignored.

Unresponsive Country and Currency Drop-Downs

Symptom

In GUI mode, when you click on the drop-down list selection for the primary country or
currency, the list does not appear, and this message appears in the console window:
XTEST extension not installed on this X server: Error 0

Solution

To run the RMS installer in GUI mode you must have the XTEST extension enabled in
your X server.

To Enabling XTEST in Exceed, do the following.

1. Open Xconfig to edit Exceed configuration.

2. Gotothe X Server Protocol settings.

3. Click on the Extensions tab.

4. Make sure that the XTEST extension is selected, as shown.

Installation Guide 223



Unresponsive Country and Currency Drop-Downs

Protocol | Extensions

Enable Extenzsions:

[CIkIT-SHM A
[CIMuilti-Buffering 0
[CJRECORD
[CJREMDER
SECURITY
[w]SHAFE
[15MC
TOG-CUP
[J<IE

[w]=lnputE stenzion
[J=pExtenszion
[w]i=T estE wtenziond
e TES TR 1HE]
[C]5undwerlay

5. Restart the X Server and re-run the RMS installer.
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Could Not Execl Robot Child Process: Permission Denied

Symptom

When opening a drop-down list in GUI mode of the RMS installer, the installer freezes up
and displays the following message in the console:

Couldn't execl robot child process: Permission denied

Solution

As the owner of the database ORACLE_HOME (i.e. oracle), grant execute permissions
to the awt_robot* files under SORACLE_HOME/jdk/jre/lib. The database schema installer
uses $ORACLE_HOME/jdk for its JAVA_HOME.

Example (using SUN Solaris):

chmod a+x $SORACLE HOME/jdk/jre/lib/sparc/awt robot
chmod a+x $ORACLE HOME/jdk/jre/lib/sparcv9/awt robot

ConcurrentModificationException in Installer GUI

Symptom
In GUI mode, the errors tab shows the following error:

java.util.ConcurrentModificationException
at

java.util.AbstractList$Itr.checkForComodification (AbstractList.java:448)
at java.util.AbstractList$Itr.next (AbstractList.java:419)

.. etc

Solution

You can ignore this error. It is related to third-party Java Swing code for rendering of the
installer GUI and does not affect the retail product installation.

ORA-04031 (Unable to Allocate Memory) Error During
Database Schema Installation

Symptom

When running the database schema installer you get the following error one or more
times:
[ora:sglplus]

[ora:sglplus]

[ora:sglplus] ERROR at line 1:

[ora:sglplus] ORA-04031: unable to allocate 92120 bytes of shared memory ("shared
[ora:sqglplus] pool", "unknown object","PL/SQL MPCODE", "BAMIMA: Bam Buffer")

alter package
*

or

Solution

There was not enough available memory in the shared pool on the database at the time
of compilation. There are several choices to get past this error:

* Log into the database and attempt to recompile invalid objects in the database
schema. Subsequent attempts to compile the same object(s) can be successful.

= Have a DBA increase the shared pool size on the database and re-run the installer
from scratch on a new schema user.
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RIB Errors

At random times, the RIB will get certain errors such as GETNXT(?,?,?,?,?,?,?) and/or
ORA-21700 object does not exist or is marked for delete. This is very confusing because
you may research and find that the object exists and is valid.

You must re-initialize the reference to reference an existing object as follows.

1. Bring down the RIB in question.

2. Run/RIB_INSTALL_DIR>/InstallAndCompileAlIRibOracleObjects.sql.

3. Run another object validate script (ex: inv_obj_comp.sql) to make sure objects are
valid. (Some may have deal locked in the end of the previous step.)

4. Bring up the RIB in question.

Error Connecting to Database URL

Symptom
After entering database credentials in the installer screens and hitting next, a message
pops up with an error like this:

Error connecting to database URL <url> as user <user>
details...

The message prevents you from moving on to the next screen to continue the installation.

Solution

This error occurs when the installer fails to validate the user credentials you have entered
on the screen. Make sure that you have entered the credentials properly. If you receive a
message similar to this:

Error connecting to database URL <url> as user <user>

java.lang.Exception: UnsatisfiedLinkError encountered when using the Oracle
driver.

Please check that the library path is set up properly or switch to the JDBC thin
client.

It may mean that the installer is using the incorrect library path variables for the platform
you are installing on. Open the file <STAGING_DIR>/rms/installer/common/preinstall.sh
and make sure the variable use32bit is set to True if you are on a 32 bit platform, and
False if you are on a 64 bit platform.

Multi-Threaded OCI Client Dumps Core after Reconnecting
To Database

Symptom

If a multi-threaded Oracle client process that uses OCI to connect to a remote database
loses connectivity with the database, it tries to reconnect and the client program
continues to run. The program then dumps the core with the following stack trace, when
Automatic Diagnostic Repository (ADR) is enabled.

skgfgio sdbgrfbibf io block file dbgrfrbf read block file dbgrmflrp read page
dogrmblgmp get many pages dbgrmmdrrmd read relation meta data
dogrmmdora open record access full

dbgriporc openrel wcreate dbgrip open relation access dbgrip start iterator
dbgrip relation iterator dbgruprac read adrctl...

Solution

Oracle Retail recommended you disable ADR (diag_adr_enabled=OFF, a sqlnet.ora
parameter) while using multi-threaded OCI/OCCI application. diag_adr_enabled was
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introduced in Oracle 11g as a new method of tracing ADR. This will dump additional trace
details.

Disabling 'diag_adr_enabled' does not disturb any functionality. Therefore, it can safely
be unset by doing diag_adr_enabled=off in sqlnet.ora. However, if you still want tracing,
you can have following parameters/variables set in sqlnet.ora:

trace level server=16 -- for server side NET tracing

trace level client=16 -- for client side NET tracing

For additional information on how to set traditional tracing, see the My Oracle Support
document, “SQL*Net, Net8, Oracle Net Services - Tracing and Logging at a Glance” (ID
219968.1).

Error Compiling Batch

Symptom
[exec] 14:41:21 10/26/2016 Executing make -f retek.mk retek rms resa 2>&l
[exec] 14:41:21 10/26/2016 ——————- Start Pro*C Compilation Errors output ——-—-—

[exec] make: Fatal error: Command failed for target “saoranumadd.o'
[exec] 14:41:21 10/26/2016 ——————- End Pro*C Compilation Errors output —---

[exec] 14:41:21 10/26/2016 ERROR: 1 errors while compiling, see
/u00/projects/rms/oracle/lib/src/libretek.log for full details

[exec] 14:41:21 10/26/2016 Executing make -f retek.mk install 2>&l

[exec] 14:41:24 10/26/2016 Command succeeded

[exec] 14:41:24 10/26/2016 Errors while compiling libraries, attempting proc
compile

[exec] 14:41:24 10/26/2016 Compiling Pro*C batch in
/u00/projects/rms/oracle/proc/src

[exec] 14:41:24 10/26/2016 Moving /u00/projects/rms/oracle/proc/bin to
/u00/projects/rms/oracle/proc/bin-10262016-144124

[exec] 14:41:24 10/26/2016 Executing make -f mts.mk clobber 2>&1

[exec] 14:41:25 10/26/2016 Command succeeded

[exec] 14:41:25 10/26/2016 Executing { make -f mts.mk depend || make -f
mts.mk depend ; } 2>&1

[exec] 14:41:26 10/26/2016 Command succeeded

[exec] 14:41:26 10/26/2016 Executing make -f mts.mk
PRODUCT PROCFLAGS=dynamic=ansi ditinsrt 2>&1

[exec] 14:41:36 10/26/2016 ——————- Start Pro*C Compilation Errors output ----

[exec] make: Fatal error: Command failed for target “ditinsrt.o'
[exec] make: Fatal error: Command failed for target “ditinsrt'
[exec] 14:41:36 10/26/2016 ——————- End Pro*C Compilation Errors output —--——-

[exec] 14:41:36 10/26/2016 ERROR: 2 errors while compiling, see
/u00/projects/rms/oracle/proc/src/srcditinsrt.log for full details

[exec] 14:41:36 10/26/2016 Executing make -f mts.mk rms—-ALL recs—-ALL resa-
ALL rtm-ALL fif-ALL 2>&1

[exec] 14:41:38 10/26/2016 -—--———- Start Pro*C Compilation Errors output ----

[exec] make: Fatal error: Command failed for target “ang prcqtydnld.o'
[exec] make: Fatal error: Command failed for target “rms-ALL'
[exec] 14:41:38 10/26/2016 ---———- End Pro*C Compilation Errors output ———-

[exec] 14:41:38 10/26/2016 ERROR: 2 errors while compiling, see
/u00/projects/rms/oracle/proc/src/srcall.log for full details
[exec] 14:41:38 10/26/2016 Executing make -f mts.mk install 2>&1
[exec] 14:41:38 10/26/2016 Command succeeded
[exec] 14:41:43 10/26/2016 Errors while compiling Proc*C batch
[exec] 14:41:43 10/26/2016 Failed to complete Post-action for action:
RMSBATCH
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[exec] 14:41:43 10/26/2016 ORPatch session completed with errors
Solution

Ensure that the PATH variable is set to correct compiler for the respective
operating systems.
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Appendix: Single Sign-On for WebLogic

Single Sign-On (SSO) is a term for the ability to sign onto multiple Web applications via a
single user ID/Password. There are many implementations of SSO. Oracle provides an
implementation with Oracle Access Manager.

Most, if not all, SSO technologies use a session cookie to hold encrypted data passed to
each application. The SSO infrastructure has the responsibility to validate these cookies
and, possibly, update this information. The user is directed to log on only if the cookie is
not present or has become invalid. These session cookies are restricted to a single
browser session and are never written to a file.

Another facet of SSO is how these technologies redirect a user's Web browser to various
servlets. The SSO implementation determines when and where these redirects occur and
what the final screen shown to the user is.

Most SSO implementations are performed in an application’s infrastructure and not in the
application logic itself. Applications that leverage infrastructure-managed authentication
(such as deployment specifying Basic or Form authentication) typically have little or no
code changes when adapted to work in an SSO environment.

What Do | Need for Single Sign-On?

A Single Sign-On system involves the integration of several components, including
Oracle Identity Management and Oracle Access Management. This includes the following
components:

= An Oracle Internet Directory (OID) LDAP server, used to store user, role, security,
and other information. OID uses an Oracle database as the back-end storage of this
information.

= An Oracle Access Manager (OAM) 12c Release server and administrative console
for implementing and configuring policies for single sign-on.

= A Policy Enforcement Agent such as Oracle Access Manager 12c¢ (WebGate), used
to authenticate the user and create the Single Sign-On cookies.

= Oracle Directory Services Manager (ODSM) application in Oracle Identity Management
(12.2.1.4), used to administer users and group information. This information may also
be loaded or modified via standard LDAP Data Interchange Format (LDIF) scripts.

= Additional administrative scripts for configuring the OAM system and registering
HTTP servers.

Additional WebLogic managed servers will be needed to deploy the business applications
leveraging the Single Sign-On technology.

Can Oracle Access Manager Work with Other SSO
Implementations?

Yes, Oracle Access Manager has the ability to interoperate with many other SSO
implementations, but some restrictions exist.

Oracle Single Sign-on Terms and Definitions

The following terms apply to single sign-on.
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Authentication

Authentication is the process of establishing a user’s identity. There are many types of
authentication. The most common authentication process involves a user ID and
password.

Dynamically Protected URLs

A Dynamically Protected URL is a URL whose implementing application is aware of the
Oracle Access Manager environment. The application may allow a user limited access
when the user has not been authenticated. Applications that implement dynamic
protection typically display a Login link to provide user authentication and gain greater
access to the application’s resources.

Oracle Identity Management (OIM) and Oracle Access Manager (OAM)

Oracle Identity Management (OIM) 12c¢ includes Oracle Internet Directory and ODSM.
Oracle Access Manager (OAM) should be used for SSO using WebGate. Oracle Forms
12c contains Oracle HTTP server and other Retail Applications will use Oracle
WebTierl2c for HTTP Server.

MOD_WEBLOGIC

mod_WebLogic operates as a module within the HTTP server that allows requests to be
proxied from the OracleHTTP server to the Oracle WebLogic server.

Oracle Access Manager 12c Agent (WebGate)

Oracle WebGates are policy enforcement agents, which reside with relying parties and
delegate authentication and authorization tasks to OAM servers.

Oracle Internet Directory

Oracle Internet Directory (OID) is an LDAP-compliant directory service. It contains user
ids, passwords, group membership, privileges, and other attributes for users who are
authenticated using Oracle Access Manager.

Partner Application

A partner application is an application that delegates authentication to the Oracle Identity
Management Infrastructure. One such partner application is the Oracle HTTP Server
(OHS) supplied with Oracle Forms Server or WebTierl2c Server if using other Retalil
Applications other than Oracle Forms Applications.

All partner applications must be registered with Oracle Access Manager (OAM) 12c. An
output product of this registration is a configuration file the partner application uses to
verify a user has been previously authenticated.

Statically Protected URLs

A URL is considered to be Statically Protected when an Oracle HTTP server is
configured to limit access to this URL to only SSO authenticated users. Any
unauthenticated attempt to access a Statically Protected URL results in the display of a
login page or an error page to the user.

Servlets, static HTML pages, and JSP pages may be statically protected.

What Single Sign-On is not

Single Sign-On is NOT a user ID/password mapping technology.

However, some applications can store and retrieve user IDs and passwords for non-SSO
applications within an OID LDAP server. An example of this is the Oracle Forms Web
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Application framework, which maps Single Sign-On user IDs to a database logins on a
per-application basis.

How Oracle Single Sign-On Works

Oracle Access Manager involves several different components. These are:

The Oracle Access Manager (OAM) server, which is responsible for the back-end
authentication of the user.

The Oracle Internet Directory LDAP server, which stores user IDs, passwords, and
group (role) membership.

The Oracle Access Manager Agent associated with the Web application, which
verifies and controls browser redirection to the Oracle Access Manager server.

If the Web application implements dynamic protection, then the Web application itself
is involved with the OAM system.

About SSO Login Processing with OAM Agents

1.
2.
3.

10.
11.

12.
13.
14.
15.

The user requests a resource.

Webgate forwards the request to OAM for policy evaluation

OAM:

a. Checks for the existence of an SSO cookie.

b. Checks policies to determine if the resource is protected and if so, how?
OAM Server logs and returns the decision

Webgate responds as follows:

= Unprotected Resource: Resource is served to the user

= Protected Resource:
Resource is redirected to the credential collector.
The login form is served based on the authentication policy.
Authentication processing begins

User sends credentials
OAM verifies credentials
OAM starts the session and creates the following host-based cookies:

= One per partner: OAMAuthnCookie set by 12c WebGates using authentication
token received from the OAM Server after successful authentication.
Note: A valid cookie is required for a session.

= One for OAM Server: OAM_ID
OAM logs Success of Failure.
Credential collector redirects to WebGate and authorization processing begins.

WebGate prompts OAM to look up policies, compare them to the user's identity, and
determine the user's level of authorization.

OAM logs policy decision and checks the session cookie.

OAM Server evaluates authorization policies and cache the result.
OAM Server logs and returns decisions

WebGate responds as follows:

= If the authorization policy allows access, the desired content or applications are
served to the user.

= |f the authorization policy denies access, the user is redirected to another URL
determined by the administrator.
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SSO Login Processing with OAM Agents
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Installation Overview

Installing an Oracle Retail supported Single Sign-On installation using OAM12c requires
installation of the following:

1. Oracle Internet Directory (OID) LDAP server and the Oracle Directory Services
Manager. They are typically installed using the Installer of Oracle Identity
Management . The ODSM application can be used for user and realm management
within OID.

Oracle Access Manager 12¢ has to be installed and configured.

Additional midtier instances (such as Oracle Forms 12c) for Oracle Retail
applications based on Oracle Forms technologies (such as RMS). These instances
must be registered with the OAM installed in step 2.

4. Additional application servers to deploy other Oracle Retail applications and
performing application specific initialization and deployment activities must be
registered with OAM installed in step 2.
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Infrastructure Installation and Configuration

The Infrastructure installation for Oracle Access Manager (OAM) is dependent on the
environment and requirements for its use. Deploying Oracle Access Manager (OAM) to
be used in a test environment does not have the same availability requirements as for a
production environment. Similarly, the Oracle Internet Directory (OID) LDAP server can
be deployed in a variety of different configurations. See the Oracle Identity Management
Installation Guidel2c.

OID User Data

Oracle Internet Directory is an LDAP v3 compliant directory server. It provides standards-
based user definitions out of the box.

Customers with existing corporate LDAP implementations may need to synchronize user
information between their existing LDAP directory servers and OID. OID supports
standard LDIF file formats and provides a JNDI compliant set of Java classes as well.
Moreover, OID provides additional synchronization and replication facilities to integrate
with other corporate LDAP implementations.

Each user ID stored in OID has a specific record containing user specific information. For
role-based access, groups of users can be defined and managed within OID.
Applications can thus grant access based on group (role) membership saving
administration time and providing a more secure implementation.

User Management

User Management consists of displaying, creating, updating or removing user
information. There are many methods of managing an LDAP directory including LDIF
scripts or Oracle Directory Services Manager (ODSM) available for OID12c.

ODSM

Oracle Directory Services Manager (ODSM) is a Web-based application used in OID12c
and is designed for both administrators and users, which enables you to configure the
structure of the directory, define objects in the directory, add and configure users, groups,
and other entries. ODSM is the interface you use to manage entries, schema, security,
adapters, extensions, and other directory features.

LDIF Scripts

Script based user management can be used to synchronize data between multiple LDAP
servers. The standard format for these scripts is the LDAP Data Interchange Format
(LDIF). OID supports LDIF script for importing and exporting user information. LDIF
scripts may also be used for bulk user load operations.

User Data Synchronization

The user store for Oracle Access Manager resides within the Oracle Internet Directory
(OID) LDAP server.

Oracle Retail applications may require additional information attached to a user name for
application-specific purposes and may be stored in an application-specific database.
Currently, there are no Oracle Retail tools for synchronizing changes in OID stored
information with application-specific user stores. Implementers should plan appropriate
time and resources for this process. Oracle Retail strongly suggests that you configure
any Oracle Retail application using an LDAP for its user store to point to the same OID
server used with Oracle Access Manager.
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Appendix: Setting Up Password Stores with
wallets/credential stores

As part of an application installation, administrators must set up password stores for user
accounts using wallets/credential stores. Some password stores must be installed on the
application database side. While the installer handles much of this process, the
administrators must perform some additional steps.

Password stores for the application and application server user accounts must also be
installed; however, the installer takes care of this entire process.

ORACLE Retail Merchandising applications now have 3 different types of password
stores. They are database wallets, java wallets, and database credential stores.
Background and how to administer them below are explained in this appendix

About Database Password Stores and Oracle Wallet

Oracle databases have allowed other users on the server to see passwords in case
database connect strings (username/password@db) were passed to programs. In the
past, users could navigate to ps -ef|grep <username>to see the password if the
password was supplied in the command line when calling a program.

To make passwords more secure, Oracle Retail has implemented the Oracle Software
Security Assurance (OSSA) program. Sensitive information such as user credentials now
must be encrypted and stored in a secure location. This location is called password
stores or wallets. These password stores are secure software containers that store the
encrypted user credentials.

Users can retrieve the credentials using aliases that were set up when encrypting and
storing the user credentials in the password store. For example, if username/passwordedb
is entered in the command line argument and the alias is called db_username, the
argument to a program is as follows:

sqglplus /@db username

This would connect to the database as it did previously, but it would hide the password
from any system user.

After this is configured, as in the example above, the application installation and the other
relevant scripts are no longer needed to use embedded usernames and passwords. This
reduces any security risks that may exist because usernames and passwords are no
longer exposed.

When the installation starts, all the necessary user credentials are retrieved from the
Oracle Wallet based on the alias name associated with the user credentials.

There are three different types of password stores. One type explain in the next section is
for database connect strings used in program arguments (such as sqlplus
/@db_username). The others are for Java application installation and application use.

Setting Up Password Stores for Database User Accounts

After the database is installed and the default database user accounts are set up,
administrators must set up a password store using the Oracle wallet. This involves
assigning an alias for the username and associated password for each database user
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account. The alias is used later during the application installation. This password store
must be created on the system where the application server and database client are
installed.

This section describes the steps you must take to set up a wallet and the aliases for the
database user accounts. For more information on configuring authentication and
password stores, see the Oracle Database Security Guide.

Note: In this section, <wallet location> is a placeholder text
for illustration purposes. Before running the command,
ensure that you specify the path to the location where you
want to create and store the wallet.

To set up a password store for the database user accounts, perform the following steps:
1. Create a wallet using the following command:

mkstore -wrl <wallet location> -create

After you run the command, a prompt appears. Enter a password for the Oracle
Wallet in the prompt.

Note: The mkstore utility is included in the Oracle Database
Client installation.

The wallet is created with the auto-login feature enabled. This feature enables the
database client to access the wallet contents without using the password. For more
information, refer to the Oracle Database Advanced Security Administrator's Guide.

2. Create the database connection credentials in the wallet using the following
command:

mkstore -wrl <wallet location> -createCredential <alias—name> <database-user-—
name>

After you run the command, a prompt appears. Enter the password associated with
the database user account in the prompt.

3. Repeat Step 2 for all the database user accounts.

Update the sglnet.ora file to include the following statements:

WALLET LOCATION = (SOURCE = (METHOD = FILE) (METHOD DATA = (DIRECTORY =
<wallet location>)))

SQLNET .WALLET OVERRIDE = TRUE

SSL_CLIENT AUTHENTICATION = FALSE

5. Update the tnsnames.ora file to include the following entry for each alias name to be
set up.
<alias—name> =
(DESCRIPTION =
(ADDRESS LIST =
(ADDRESS = (PROTOCOL = TCP) (HOST = <host>) (PORT = <port>))
)
(CONNECT DATA =
(SERVICE NAME = <service>)
)
)

In the previous example, <alias-name>, <host>, <port>, and <service> are
placeholder text for illustration purposes. Ensure that you replace these with the
relevant values.
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Setting up Wallets for Database User Accounts

The following examples show how to set up wallets for database user accounts for the
following applications:

» For RMS, RWMS, RPM Batch using sqlplus or sqglldr, RETL, RMS and RWMS

For RMS, RWMS, RPM Batch using sqlplus or sqlldr, RETL, RMS, and
RWMS

To set up wallets for database user accounts, do the following.

1. Create a new directory called wallet under your folder structure.

cd /projects/rmsl9/dev/
mkdir .wallet

Note: The default permissions of the wallet allow only the
owner to use it, ensuring the connection information is
protected. If you want other users to be able to use the
connection, you must adjust permissions appropriately to
ensure only authorized users have access to the wallet.

2. Create a sqlnet.ora in the wallet directory with the following content.

WALLET_LOCATION = (SOURCE = (METHOD = FILE) (METHOD_DATA
= (DIRECTORY = /projects/rmsl9/dev/.wallet)) )
SQLNET.WALLET_OVERRIDE=TRUE

SSL CLIENT AUTHENTICATION=FALSE

Note: WALLET_LOCATION must be on line 1 in the file.

3. Setup a tnsnames.ora in the wallet directory. This tnsnames.ora includes the
standard tnsnames.ora file. Then, add two custom tns_alias entries that are only for
use with the wallet. For example, sglplus /@dvols29 rmsOluser.
ifile = /u00/oracle/product/12.1.0.2/network/admin/tnsnames.ora

Examples for a NON pluggable db:
dvols29 rmsOluser =
(DESCRIPTION = (ADDRESS LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xxxxxx.us.oracle.com) (Port = 1521)))
(CONNECT DATA = (SID = <Sid_name> (GLOBAL NAME = <sid_name>)))

dvols29 rmsOluser.world =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xxxxxx.us.oracle.com) (Port = 1521)))
(CONNECT DATA = (SID = <sid name>) (GLOBAL NAME = <sid name>)))

Examples for a pluggable db:
dvols29 rmsOluser =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xxxxxx.us.oracle.com) (Port = 1521)))
(CONNECT DATA = (SERVICE NAME = <pluggable db name>)))

dvols29 rmsOluser.world =
(DESCRIPTION = (ADDRESS LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xxxxxx.us.oracle.com) (Port = 1521)))
(CONNECT DATA = (SERVICE NAME = <pluggable db name>)))

Note: It is important to not just copy the tnsnames.ora file
because it can quickly become out of date. The ifile clause
(shown above) is key.
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4. Create the wallet files. These are empty initially.
a. Ensure you are in the intended location.

$ pwd
/projects/rmsl9/dev/.wallet

b. Create the wallet files.
$ mkstore -wrl . —create

c. Enter the wallet password you want to use. It is recommended that you use the
same password as the UNIX user you are creating the wallet on.

d. Enter the password again.
Two wallet files are created from the above command:
— ewallet.p12
— cwallet.sso

5. Create the wallet entry that associates the user name and password to the custom
tns alias that was setup in the wallet’s thsnames.ora file.
mkstore —wrl . —createCredential <tns alias> <username> <password>

Example: mkstore -wrl . —createCredential dvols29 rmsOluser
rmsOluser passwd

6. Test the connectivity. The ORACLE_HOME used with the wallet must be the same
version or higher than what the wallet was created with.

$ export TNS ADMIN=/projects/rmsl9/dev/.wallet /* This is very import to use
wallet to point at the alternate tnsnames.ora created in this example */

$ sqlplus /@dvols29 rmsOluser
SQL*Plus: Release 12

Connected to:
Oracle Database 12g

SQL> show user
USER is “rmsOluser”

Running batch programs or shell scripts would be similar:

Ex: dtesys /@dvols29 rmsOluser
script.sh /@dvols29 rmsOluser

Set the UP unix variable to help with some compiles

export UP=/@dvols29 rmsOluser
for use in RMS batch compiles, and RMS, RWMS forms compiles.

As shown in the example above, users can ensure that passwords remain invisible.

Additional Database Wallet Commands
The following is a list of additional database wallet commands.
= Delete a credential on wallet

mkstore -wrl . —deleteCredential dvols29 rmsOluser
= Change the password for a credential on wallet
mkstore —wrl . -modifyCredential dvols29 rmsOluser rmsOluser passwd

= List the wallet credential entries
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mkstore -wrl . —-list

This command returns values such as the following.

oracle.security.client.connect stringl
oracle.security.client.userl
oracle.security.client.passwordl

= View the details of a wallet entry
mkstore —wrl . —viewEntry oracle.security.client.connect stringl

Returns the value of the entry:
dvols29 rmsOluser

mkstore -wrl . —-viewEntry oracle.security.client.userl
Returns the value of the entry:

rmsOluser

mkstore -wrl . —viewEntry oracle.security.client.passwordl
Returns the value of the entry:

Passwd

Setting up RETL Wallets

RETL creates a wallet under $RFX_HOME/etc/security, with the following files:
= cwallet.sso
» jazn-data.xml
»=  jps-config.xml
» README.txt
To set up RETL wallets, perform the following steps:
1. Set the following environment variables:
*  ORACLE SID=<retaildb>
* RFX HOME=/u00/rfx/rfx-13
= RFX TMP=/u00/rfx/rfx-13/tmp
* JAVA HOME=/usr/jdkl.6.0_12.64bit
* LD LIBRARY PATH=$0RACLE HOME
"  PATH=$RFX HOME/bin:$JAVA HOME/bin:$PATH
Change directory to $RFX_HOME/bin.
Run setup-security-credential.sh.
= Enter 1 to add a new database credential.
= Enter the dbuseralias. For example, retl java rmsOluser.
= Enter the database user name. For example, rmsOluser.
= Enter the database password.
= Re-enter the database password.
= Enter D to exit the setup script.

4. Update your RETL environment variable script to reflect the names of both the Oracle

Networking wallet and the Java wallet.

For example, to configure RETLforRPAS, modify the following entries in
SRETAIL HOME/RETLforRPAS/rfx/etc/rmse rpas config.env.

* The RETL_WALLET_ALIAS should point to the Java wallet entry:
— export RETL WALLET ALIAS="retl java rmsOluser"

= The ORACLE_WALLET_ALIAS should point to the Oracle network wallet entry:
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— export ORACLE WALLET ALIAS="dvols29 rmsOluser"

= The SQLPLUS_LOGON should use the ORACLE_WALLET_ALIAS:
— export SQLPLUS LOGON="/@${ORACLE WALLET ALIAS}"

To change a password later, run setup-security-credential.sh.

= Enter 2 to update a database credential.

= Select the credential to update.

= Enter the database user to update or change.

= Enter the password of the database user.

= Re-enter the password.

For Java Applications (SIM, RelM, RPM, RIB, AIP, Alloc, ReSA, RETL)

For Java applications, consider the following:

For database user accounts, ensure that you set up the same alias names between
the password stores (database wallet and Java wallet). You can provide the alias
name during the installer process.

Document all aliases that you have set up. During the application installation, you
must enter the alias hames for the application installer to connect to the database
and application server.

Passwords are not used to update entries in Java wallets. Entries in Java wallets are
stored in partitions, or application-level keys. In each retail application that has been
installed, the wallet is located in
<WEBLOGIC_DOMAIN_HOME>/retail/<appname=>/config Example:
/u00/webadmin/config/domains/wis_retail/RPMDomain/retail/rpm/config

Application installers should create the Java wallets for you, but it is good to know
how this works for future use and understanding.

Scripts are located in <WEBLOGIC_DOMAIN_HOME>/retail/<appname>/retail-
public-security-api/bin for administering wallet entries.

Example:
/u00/webadmin/config/domains/wlis_retail/RPMDomain/retail/rpm/retail-public-
security-api/bin

In this directory is a script to help you update each alias entry without having to

remember the wallet details. For example, if you set the RPM database alias to
rmsO02luser, you will find a script called update-RMS01USER.sh.

Note: These scripts are available only with applications
installed by way of an installer.

Two main scripts are related to this script in the folder for more generic wallet
operations: dump_credentials.sh and save_credential.sh.

If you have not installed the application yet, you can unzip the application zip file and
view these scripts in <app>/application/retail-public-security-api/bin.

Example:
/u00/webadmin/rpm/application/rpm/Build/orpatch/deploy/retail-public-security-api/bin

update-<ALIAS>.sh

update-<ALIAS>.sh updates the wallet entry for this alias. You can use this script to
change the user name and password for this alias. Because the application refers only to
the alias, no changes are needed in application properties files.

Usage:

update-<username>.sh <myuser>
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Example:
/u00/webadmin/config/domains/wls retail/RPMDomain/retail/rpm/retail-public-
security-api/bin> ./update-RMSO1USER.sh
usage: update-RMSO1USER.sh <username>
<username>: the username to update into this alias.
Example: update-RMSO1USER.sh myuser
Note: this script will ask you for the password for the username that you pass in.
/u00/webadmin/config/domains/wls retail/RPMDomain/retail/rpm/retail-public-
security-api/bin>

dump_credentials.sh

dump_credentials.sh is used to retrieve information from wallet. For each entry found
in the wallet, the wallet partition, the alias, and the user name are displayed. Note
that the password is not displayed. If the value of an entry is uncertain, run
save_credential.sh to resave the entry with a known password.

dump credentials.sh <wallet location>

Example:

dump credentials.sh location:
/u00/webadmin/config/domains/wls retail/RPMDomain/retail/rpm/config

Retail Public Security API Utility

Below are the credentials found in the wallet at the
location/u00/webadmin/config/domains/wls_retail/RPMDomain/retail/rpm/config

Application level key partition name:rpm

User Name Alias:WLS-ALIAS User Name:weblogic

User Name Alias:RETAIL-ALIAS User Name:retail.user
User Name Alias:LDAP-ALIAS User Name:RETAIL.USER
User Name Alias:RMS-ALIAS User Name:rmsl9mock
User Name Alias:REIMBAT-ALIAS User Name:rpmbat
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save_credential.sh
save_credential.sh is used to update the information in wallet. If you are unsure
about the information that is currently in the wallet, use dump_credentials.sh as
indicated above.
save credential.sh -a <alias> -u <user> -p <partition name> -1 <path of the
wallet file location where credentials are stored>
Example:

/u00/webadmin/mockl9 testing/rpml9/application/retail-public-security-api/bin>
save credential.sh -1 wallet test -a myalias -p mypartition -u myuser

Retail Public Security API Utility

Enter password:
Verify password:

Note: -pin the above command is for partition name. You
must specify the proper partition name used in application
code for each Java application.

save_credential.sh and dump_credentials.sh scripts are the
same for all applications. If using save_credential.sh to add
a wallet entry or to update a wallet entry, bounce the
application/managed server so that your changes are visible
to the application. In addition, save a backup copy of your
cwallet.sso file in a location outside of the deployment path,
because redeployment or reinstallation of the application will
wipe the wallet entries you made after installation of the
application. To restore your wallet entries after a
redeployment/reinstallation, copy the backed up cwallet.sso
file over the cwallet.sso file. Then bounce the
application/managed server.

Usage

Retail Public Security API Utility

usage: save credential.sh -au[plh]
E.g. save credential.sh -a rms-alias -u rms user -p rib-rms -1 ./

-a,--userNameAlias <arg> alias for which the credentials
needs to be stored

-h,--help usage information

-1,--locationofWalletDir <arg> location where the wallet file is

created.If not specified, it creates the wallet under secure-credential-wallet
directory which is already present under the retail-public-security-api/

directory.
-p, ——applevelKeyPartitionName <arg> application level key partition name
-u, ——userName <arg> username to be stored in secure

credential wallet for specified alias*

How does the Wallet Relate to the Application?

The ORACLE Retail Java applications have the wallet alias information you create in an
<app-name>.properties file. Below is the reim.properties file. Note the database
information and the user are presented as well. The property called
datasource.credential.alias=RMS-ALIAS uses the ORACLE wallet with the argument of
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RMS-ALIAS at the csm.wallet.path and csm.wallet.partition.name = rpm to retrieve the
password for application use.

Reim.properties code sample:

datasource.url=jdbc:oracle:thin:@xxxxxxx.us.oracle.com:1521:pkols07
datasource.schema.owner=rmsl9mock

datasource.credential .alias=RMS-ALIAS

#
# ossa related Configuration

#

# These settings are for ossa configuration to store credentials.
#

csm.wallet.path=/u00/webadmin/config/domains/wls retail/RPMDomain/retail/rpm/confi

g
csm.wallet.partition.name=rpm

How does the Wallet Relate to Java Batch Program use?

Some of the ORACLE Retail Java batch applications have an alias to use when running
Java batch programs. For example, alias REIMBAT-ALIAS maps through the wallet to
dbuser RMS01APP, already on the database. To run a RelM batch program the format
would be: reimbatchpgmname REIMBAT-ALIAS <other arguments as needed by the
program in question>

Database Credential Store Administration

The following section describes a domain level database credential store. This is used in
RPM login processing, SIM login processing, RWMS login processing, RESA login
processing and Allocation login processing and policy information for application
permission. Setting up the database credential store is addressed in the RPM, SIM,
RESA, RWMS, and Alloc install guides.

The following sections show an example of how to administer the password stores thru
ORACLE Enterprise Manger Fusion Middleware Control, a later section will show how to
do this thru WLST scripts.
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1. The first step is to use your link to Oracle Enterprise Manager Fusion Middleware
Control for the domain in question. Locate your domain on the left side of the screen
and do a right mouse click on the domain and select Security > Credentials

E 58 Farm_aPPDomain
(3 Application Deployments
[ £3 weblLogic Domain

Page Refreshed Oct 25, 2013 12:32:17 PM EDT 02
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2. Click on Credentials and you will get a screen similar to the following. The following
screen is expanded to make it make more sense. From here you can administer

credentials.
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The Create Map add above is to create a new map with keys under it. A map would
usually be an application such as rpm. The keys will usually represent alias to various
users (database user, WebLogic user, LDAP user, etc). The application installer should
add the maps so you should not often have to add a map.

Creation of the main keys for an application will also be built by the application installer.
You will not be adding keys often as the installer puts the keys out and the keys talk to
the application. You may be using EDIT on a key to see what user the key/alias points to
and possibly change/reset its password. To edit a key/alias, highlight the key/alias in
guestion and push the edit icon nearer the top of the page. You will then get a screen as
follows:
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The screen above shows the map (rpm) that came from the application installer, the key
(DB-ALIAS) that came from the application installer (some of the keys/alias are selected
by the person who did the application install, some are hard coded by the application
installer in question), the type (in this case password), and the user name and password.
This is where you would check to see that the user name is correct and reset the
password if needed. REMEMBER, a change to an item like a database password WILL
make you come into this and also change the password. Otherwise your application will
NOT work correctly.

Managing Credentials with WSLT/OPSS Scripts

This procedure is optional as you can administer the credential store through the Oracle
enterprise manager associated with the domain of your application install for RelM, RPM,
SIM, RESA, or Allocation.

An Oracle Platform Security Scripts (OPSS) script is a WLST script, in the context of the
Oracle WebLogic Server. An online script is a script that requires a connection to a
running server. Unless otherwise stated, scripts listed in this section are online scripts
and operate on a database credential store. There are a few scripts that are offline, that
is, they do not require a server to be running to operate.

Read-only scripts can be performed only by users in the following WebLogic groups:
Monitor, Operator, Configurator, or Admin. Read-write scripts can be performed only by
users in the following WebLogic groups: Admin or Configurator. All WLST scripts are
available out-of-the-box with the installation of the Oracle WebLogic Server.

WLST scripts can be run in interactive mode or in script mode. In interactive mode, you
enter the script at a command-line prompt and view the response immediately after. In
script mode, you write scripts in a text file (with a py file name extension) and run it
without requiring input, much like the directives in a shell script.
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The weakness with the WLST/OPSS scripts is that you have to already know your map
name and key name. In many cases, you do not know or remember that. The database
credential store way through enterprise manager is a better way to find your map and key
names easily when you do not already know them. A way in a command line mode to find
the map name and alias is to run orapki. An example of orapki is as follows:

/u00/webadmin/product/wls_apps/oracle_common/bin> ./orapki wallet display —wallet
/u00/webadmin/product/wls_apps/user_projects/domains/APPDomain/config/fmwconfig

(where the path above is the domain location of the wallet)

Output of orapki is below. This shows map name of rpm and each alias in the wallet:
Requested Certificates:

User Certificates:

Oracle Secret Store entries:

rpm@#3#@DB-ALIAS

rPm@#3#@LDAP-ALIAS

rPm@#3#@RETAIL.USER

rpm@#3#@user.signature.salt

rpm@#3#@user.signature.secretkey

rpm@#3#@WEBLOGIC-ALIAS

rpPm@#3#@WLS-ALIAS

Trusted Certificates:

Subject: OU=Class 1 Public Primary Certification Authority,O=VeriSign\, Inc.,C=US

OPSS provides the following scripts on all supported platforms to administer credentials
(all scripts are online, unless otherwise stated. You need the map name and the key
name to run the scripts below

= listCred

= updateCred

= createCred

= deleteCred

= modifyBootStrapCredential
= addBootStrapCredential

listCred

The script 1istcCred returns the list of attribute values of a credential in the credential
store with given map name and key name. This script lists the data encapsulated in
credentials of type password only.

Script Mode Syntax
listCred.py -map mapName -key keyName

Interactive Mode Syntax

listCred (map="mapName", key="keyName")

The meanings of the arguments (all required) are as follows:
* map Specifies a map name (folder).

= key specifies a key name.

Examples of Use:

246 Oracle Retail Merchandising System



Managing Credentials with WSLT/OPSS Scripts

The following invocation returns all the information (such as user name, password, and
description) in the credential with map name myMap and key name myKey:

listCred.py -map myMap -key myKey

The following example shows how to run this command and similar credential commands
with WLST:

/u00/webadmin/product/wls apps/oracle common/common/bin>
sh wlst.sh

Initializing WebLogic Scripting Tool (WLST)...

Welcome to WebLogic Server Administration Scripting Shell

wls:/offline> connect ('weblogic', 'passwordl23', 'xxxxxx.us.oracle.com:17001")
Connecting to t3://xxxxxx.us.oracle.com:17001 with userid weblogic ...
Successfully connected to Admin Server 'AdminServer' that belongs to domain
'APPDomain’'.

wls:/APPDomain/serverConfig> listCred (map="rpm", key="DB-ALIAS")
Already in Domain Runtime Tree

[Name : rmsOlapp, Description : null, expiry Date : null]

PASSWORD:retail

*The above means for map rpm in APPDomain, alias DB-ALIAS points to database user
rmsOlapp with a password of retail

updateCred

The script updateCred modifies the type, user name, and password of a credential in the
credential store with given map name and key name. This script updates the data
encapsulated in credentials of type password only. Only the interactive mode is
supported.

Interactive Mode Syntax

updateCred (map="mapName", key="keyName", user="userName", password="passW",
[desc="description"])

The meanings of the arguments (optional arguments are enclosed by square brackets)
are as follows:

* map specifies a map name (folder) in the credential store.
= ey specifies a key name.

» user specifies the credential user name.

* password specifies the credential password.

» desc specifies a string describing the credential.
Example of Use:

The following invocation updates the user name, password, and description of the
password credential with map name myMap and key name myKey:

updateCred (map="myMap", key="myKey", user="myUsr", password="myPassw")

createCred

The script createCred creates a credential in the credential store with a given map name,
key name, user name and password. This script can create a credential of type password
only. Only the interactive mode is supported.
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Interactive Mode Syntax

createCred (map="mapName", key="keyName", user="userName", password="passW",
[desc="description"])

The meanings of the arguments (optional arguments are enclosed by square brackets)
are as follows:

* map specifies the map name (folder) of the credential.
* key specifies the key name of the credential.

» user specifies the credential user name.

* password specifies the credential password.

» desc specifies a string describing the credential.
Example of Use:

The following invocation creates a password credential with the specified data:
createCred (map="myMap", key="myKey", user="myUsr", password="myPassw")

deleteCred

The script deleteCred removes a credential with given map name and key name from the
credential store.

Script Mode Syntax
deleteCred.py —-map mapName -key keyName

Interactive Mode Syntax

deleteCred (map="mapName", key="keyName")

The meanings of the arguments (all required) are as follows:

* map specifies a map name (folder).

= ey specifies a key name.

Example of Use:

The following invocation removes the credential with map name myMap and key name
myKey

deleteCred.py -map myMap —key myKey

modifyBootStrapCredential

The offline script modi fyBootStrapCredential modifies the bootstrap credentials
configured in the default jps context, and it is typically used in the following scenario:
suppose that the policy and credential stores are LDAP-based, and the credentials to
access the LDAP store (stored in the LDAP server) are changed. Then this script can be
used to seed those changes into the bootstrap credential store.

This script is available in interactive mode only.

Interactive Mode Syntax
modifyBootStrapCredential (jpsConfigFile="pathName", username="usrName",
password="usrPass")

The meanings of the arguments (all required) are as follows:

" jpsConfigFile specifies the location of the file jps-config.xml relative to the location
where the script is run. Example location:
/u00/webadmin/product/wls_apps/user_projects/domains/APPDomain/config/fmwcon
fig. Example location of the bootstrap wallet is
/u00/webadmin/product/wls_apps/user_projects/domains/APPDomain/config/fmwcon
fig/bootstrap
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* username Specifies the distinguished name of the user in the LDAP store.
* password specifies the password of the user.
Example of Use:

Suppose that in the LDAP store, the password of the user with distinguished name
cn=orcladmin has been changed to <password>, and that the configuration file jps-
config.xml is located in the current directory. Then the following invocation changes the
password in the bootstrap credential store to <password>:

modifyBootStrapCredential (jpsConfigFile="./jps-config.xml"',
username="'cn=orcladmin', password='<password>")

Any output regarding the audit service can be disregarded.

addBootStrapCredential

The offline script addBootStrapCredential adds a password credential with given map,
key, user name, and user password to the bootstrap credentials configured in the default
jps context of a jps configuration file.

Classloaders contain a hierarchy with parent classloaders and child classloaders. The
relationship between parent and child classloaders is analogous to the object relationship
of super classes and subclasses. The bootstrap classloader is the root of the Java
classloader hierarchy. The Java virtual machine (JVM) creates the bootstrap classloader,
which loads the Java development kit (JDK) internal classes and java.* packages
included in the JVM. (For example, the bootstrap classloader loads java.lang.String.)

This script is available in interactive mode only.

Interactive Mode Syntax

addBootStrapCredential (jpsConfigFile="pathName", map="mapName", key="keyName",
username="usrName", password="usrPass")

The meanings of the arguments (all required) are as follows:

" JpsConfigFile specifies the location of the file jps-config.xml relative to the location
where the script is run. Example location:
/u00/webadmin/product/wls_apps/user_projects/domains/APPDomain/config/fmwcon

fig
* map specifies the map of the credential to add.
* key specifies the key of the credential to add.
* username Specifies the name of the user in the credential to add.
* password specifies the password of the user in the credential to add.
Example of Use:

The following invocation adds a credential to the bootstrap credential store:

addBootStrapCredential (jpsConfigFile="'./jps-config.xml', map='myMapName',
key="myKeyName', username='myUser', password ='myPass’)
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Quick Guide for Retail Password Stores (db wallet, java wallet, DB credential stores)
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Appendix: Oracle Single Sign-On

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
RMS batch | DB <RMS batch install dir n/a <Database |<rms Compile, | Installer n/a Alias hard-coded by
(RETAIL_HOME)>/.wallet SID>_<Data | schema execution installer
base owner>
schema
owner>
RMWS forms | PB <forms install n/a <Database | <rwms Compile | Installer n/a Alias hard-coded by
dir>/base/.wallet SID>_<Data | schema forms, installer
base owner> execute
schema batch
owner>
RPM batch DB <RPM batch install n/a <rms <rms Execute Manual rms-alias RPM plsqgl and sqlldr
plsql and dir>/.wallet schema schema batch batches
sqlldr owner alias> | owner>
RWMS auto- |JAVA <forms install
login dir>/base/.javawallet
<RWMS <RWMS <RWMS RWMS Installer rwms19inst
Installation database schema forms app
name> user alias> | owner> to avoid
dblogin
screen
<RWMS BI_ALIAS <BI RWMS Installer n/a Alias hard-coded by
Installation Publisher forms app installer
name> administrati | to
ve user> connect
to Bl
Publisher
AIP app JAVA <weblogic domain Each alias must be
home>/retail/<deployed aip unique
app
name>/config
aip <AIP <AIP App use | Installer aip-
weblogic weblogic weblogic-
user alias> | user name> alias
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fig/javaapp_rpm

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
aip <AIP <AIP App use | Installer aipOluser-
database database alias
schema schema
user alias> | user name>
aip <rib-aip <rib-aip App use Installer rib-aip-
weblogic weblogic weblogic-
user alias> | user name> alias
- <weblogic domain
RPM al DB Map=rpm or | Many for _
PP credenti what you app use home>/config/fmwco
al store called the nfig/jps-config.xml
app at install has info on the
time. credential store. This
directory also has the
domain cwallet.sso
file.
RPM app JAVA | <weblogic domain Each alias must be
home>/retail/<deployed unique
rpm app
name>/config
rpm <rpm <rpm App use | Installer rpm-
weblogic weblogic weblogic-
user alias> | user name> alias
rem <rpm batch | <rpm batch | App, Installer RETAIL.US
user name> | user name> | batch use ER
is the alias.
Yes, here
alias name
= user name
JAVA <retail_home>/orpatch/con Each alias must be

unigue
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
retail_installe | <rpm <rpm App use | Installer weblogic-
r weblogic weblogic alias
user alias> | user name>
retail_installe [ <rms <rms App, Installer rmsOluser-
r schema schema batch use alias
user alias> | user name>
retail_installe | <reim batch | <reim batch | App, Installer reimbat-
r user alias> | user name> | batch use alias
retail_installe | <LDAP- cn=rpm.ad | LDAP Installer LDAP_ALIA
r ALIAS> min,cn=Use | user use S
rs,dc=us,dc
=oracle,dc=
com
RelM app JAVA | <weblogic domain Each alias must be
home>/retail/<deployed unique
reim app
name>/config
<installed <reim <reim App use | Installer weblogic-
app name, weblogic weblogic alias
ex: reim> user alias> | user name>
<installed <rms <rms App, Installer rmsQOluser-
app name, schema schema batch use alias
ex: reim> user alias> | user name>
<installed <reim <reim App use | Installer reimwebser
app name, webservice | webservice vice-alias
ex: reim> validation validation
user alias> | user name>
<installed <reim batch | <reim batch | App, Installer reimbat-
app name, user alias> | user name> | batch use alias
ex: reim>
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
<installed <LDAP- cn=REIM.A | LDAP Installer LDAP_ALIA
app name, ALIAS> DMIN,cn=U [ user use S
ex: reim> sers,dc=us,
dc=oracle,d
c=com
JAVA <retail_home>/orpatch/con Each alias must be
fig/javaapp_reim unique
retail_installe | <reim <reim App use | Installer weblogic-
r weblogic weblogic alias
user alias> | user name>
retail_installe [ <rms <rms App, Installer rmsOluser-
r schema schema batch use alias
user alias> | user name>
retail_installe | <reim <reim App use | Installer reimwebser
r webservice | webservice vice-alias
validation validation
user alias> | user name>
retail_installe | <reim batch | <reim batch | App, Installer reimbat-
r user alias> | user name> | batch use alias
retail_installe | <LDAP- cn=REIM.A | LDAP Installer LDAP_ALIA
r ALIAS> DMIN,cn=U [ user use S
sers,dc=us,
dc=oracle,d
c=com
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
_ <weblogic domain
RESA a DB Map=resaor | Many for _
PP credenti what you login and home>/config/fmwco
al store called the policies nfig/jps-config.xml
app at install has info on the
time credential store. This
directory also has the
domain cwallet.sso
file. The bootstrap
directory under this
directory has
bootstrap cwallet.sso
file.
RESA app JAVA | <weblogic domain Each alias must be
home>/retail/<deployed unique
resa app
name>/config
<installed <resa <resa App use | Installer wisalias
app name> | weblogic weblogic
user alias> | user name>
<installed <resa <rmsdb App use | Installer Resadb-
app name> |schemadb |schema alias
user alias> | user name>
<installed <resa <rmsdb App use | Installer resa-alias
app name> | schema schema
user alias> | user
name>>
JAVA <retail_home>/orpatch/con Each alias must be

fig/javaapp_resa

unigue
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
retail_installe | <resa <resa App use | Installer wisalias
r weblogic weblogic
user alias> | user name>
retail_installe | <resa <rmsdb App use | Installer Resadb-
r schemadb |schema alias
user alias> | user name>
JAVA <retail_ Each alias must be
home>/orpatch/config/java unique
app_rasrm
retail_installe | <alloc <alloc App use | Installer weblogic-
r weblogic weblogic alias
user alias> | user name>
Alloc app DB Map=alloc | Many for <weblogic domain
credenti or what you | login and home>/config/fmwco
al store called the policies nfig/jps-config.xml
app at install has qu on the _
time credential store. This
directory also has the
domain cwallet.sso
file. The bootstrap
directory under this
directory has
bootstrap cwallet.sso
file.
Alloc app JAVA [ <weblogic domain Each alias must be
home>/retail/config unique
<installed <alloc <alloc App use | Installer weblogic-
app name> | weblogic weblogic alias
user alias> | user name>
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
<installed <rms <rms App use | Installer dsallocAlias
app name> |schema schema
user alias> | user name>
<installed <alloc batch | <SYSTEM_ | Batch use | Installer alloc14
app name> |user alias> | ADMINIST
RATOR>
JAVA <retail_ Each alias must be
home>/orpatch/config/java unique
app_alloc
retail_installe | <alloc <alloc App use | Installer weblogic-
r weblogic weblogic alias
user alias> | user name>
retail_installe | <rms <rms App use | Installer dsallocAlias
r schema schema
user alias> | user name>
retail_installe | <alloc batch | <SYSTEM_ | Batch use | Installer alloc14
r user alias> | ADMINIST
RATOR>
JAVA <retail_ Each alias must be
home>/orpatch/config/java unique
app_rasrm
retail_installe | <alloc <alloc App use | Installer weblogic-
r weblogic weblogic alias
user alias> | user name>
SIM app DB Map=oracle. | Aliases <weblogic domain
credenti retail.sim required for home>/config/fmwco
al store SIM app use nfig/jps-config.xml

has info on the
credential store. This
directory also has the
domain cwallet.sso
file.
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
JAVA <weblogic domain oracle.retail. | <sim batch |<sim batch |Appuse |Installer BATCH-
home>/retail/<deployed sim user alias> | user name> ALIAS
sim app
name>/batch/resources/co
nf
JAVA <weblogic domain oracle.retail. | <sim <sim App use | Installer WIRELESS-
home>/retail/<deployed sim wireless wireless ALIAS
sim app user alias> | user name>
name>/wireless/resources/
conf
RETL JAVA <RETL home>/etc/security | n/a <target <target App use | Manual User may vary
application | application retl_java_rm | depending on RETL
user alias> | db userid> sOluser flow’s target application
RETL DB <RETL home>/.wallet n/a <target <target App use | Manual <db>_<user | User may vary
application | application > depending on RETL
user alias> db userid> flow’s target application
RIB JAVA | <RIBHOME <app> is one of aip,
DIR>/deployment- rfm, rms, rpm, sim,
home/conf/security rwms, tafr
IMS jms<1-5> <jms user <jms user Integra- Installer jms-alias
alias> for name> for | tion use
jms<1-5> jms<1-5>
WebLogic rib-<app>- <rib-app <rib-app Integra- Installer weblogic-
app-server- | weblogic weblogic tion use alias
instance user alias> | user name>
Admin GUI rib- <rib-app <rib-app Integra- Installer admin-gui-
<app>#web- | admin gui admin gui tion use alias
app-user- user alias> | user name>
alias
Application rib- <app <app Integra- Installer app-user- Valid only for aip,
<app>#user- | weblogic weblogic tion use alias rpm, sim
alias user alias> | user name>
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
DB rib- <rib-app <rib-app Integra- Installer db-user- Valid only for rfm,
<app>#app- | database database tion use alias rms, rwms, tafr
db-user-alias | schema schema
user alias> | user name>
Error rib- <rib-app <rib-app Integra- Installer hosp-user-
Hospital <app>#hosp | error error tion use alias
-user-alias hospital hospital
database database
schema schema
user alias> | user name>
RFI Java <RFI-HOME>/retail-
financial-integration-
solution/service-based-
integration/conf/security
<installed rfiAppServer | <rfi App use | Installer rfiAppServer
app name> | AdminServe | weblogic AdminServe
rUserAlias user name> rUserAlias
<installed rfiAdminUiU | <ORFI App use | Installer rfiAdminUiU
app name> | serAlias admin serAlias
user>
<installed rfiDataSourc | <ORFI App use | Installer rfiDataSourc
app name> | eUserAlias |schema eUserAlias
user name>
<installed ebsDataSou | <EBS App use | Installer ebsDataSou
app name> | rceUserAlias | schema rceUserAlia
user name> s
<installed smtpMailFro | <From App use | Installer smtpMailFro
app name> | mAddressAli | emall mAddressAli
as address> as
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Appendix: Creating User Synonyms
Please refer to $SRETAIL_HOME/orpatch/utilities/create_synonyms_one_user.sql.

-- Copyright (C) 2013,2014, Oracle and/or its affiliates. All rights reserved.

—— This script creates synonyms in one schema (the synonym schema) to all objects
—-— in another schema (the owning schema)

—-- Arguments: synonym schema owning schema

set serveroutput on size unlimited

set escape on

declare
synonym schema varchar? (30) ;
owning schema varchar? (30) ;
run_schema varchar?2 (30) ;
missing object varchar? (130) ;
prefixl varchar? (128) ;
prefix2 varchar? (128) ;

cursor c get missing object (ownerschema in varchar2,synschema in varchar2) is
(select object name
from dba objects
where owner = upper (ownerschema)
and object type in ('TABLE', 'VIEW', 'CLUSTER', 'FUNCTION', 'PACKAGE',
'PROCEDURE', 'SEQUENCE', 'TYPE')
and object name not like 'DBC %'
and object name not like 'BINSS'
union
select synonym name from dba synonyms
where
owner = ownerschema
and table name in ('ARI INTERFACE SQL', 'RMS NOTIFICATION REC') and
synonym name in ('ARI INTERFACE SQL', 'RMS NOTIFICATION REC'))
MINUS
select object name
from dba objects
where owner = upper (synschema)

order by 1;
begin
synonym schema := sys.dbms assert.schema name (upper ('&1'"));
owning schema := sys.dbms assert.schema name (upper('&2'));
run schema := sys.dbms assert.schema name ('& USER');

IF synonym schema <> run schema THEN
prefixl:=sys.dbms assert.enquote name (synonym schema,FALSE) | |'.";
ELSE
prefixl:="";
END IF;

IF owning schema <> run schema THEN
prefix2:=sys.dbms_assert.enquote name (owning schema,FALSE) | |'.';
ELSE
prefix2:="";
END IF;
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open c_get missing object (owning schema, synonym schema) ;
LOOP
fetch ¢ get missing object into missing object;
--When at end of objects, exit
if ¢ get missing object¥NOTFOUND then
exit;
end if;

missing object:=sys.dbms_ assert.enquote name (missing object, FALSE) ;

BEGIN
execute immediate 'CREATE SYNONYM '| |prefixl||missing object||' FOR
'| |[prefix2| |missing object;
dboms output.put line('Created synonym '||prefixl||missing object]|'
pointing to '||prefix2||missing object);
EXCEPTION
WHEN OTHERS THEN
doms output.put line('Create synonym FAILED '||missing object] |’

"I'ISQLCODE| | ' — ' | [SQLERRM) ;
END;
END LOOP;
close ¢ get missing object;
EXCEPTION
WHEN OTHERS THEN
raise;
end;

/
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Appendix: Manual Batch Compilation

To manually recompile batch, please use the ORCompile utility.

This is only possible after installer has been run and configured Oracle Retail Patch
Assistant.

= Set RETAIL_HOME environment variable

»  S$RETAIL_HOME/orpatch/bin/orcompile —a RMS -t BATCH
Usage:

orcompile -a <app> -t <type>

Potential Apps and Types:

ALLOC =>DB-ALC,DB-RMS
REIM =>DB

RMS  =>BATCH,DB,DB-DEMO
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Appendix: Configure a Wallet for Tablespace
Encryption

Configure a Wallet for Tablespace Encryption

1. Create sqglnet.ora in $TNS_ADMIN of the database server, similar to the below entry:

ENCRYPTION WALLET LOCATION = (SOURCE = (METHOD = FILE) (METHOD DATA =
(DIRECTORY = /u00/oracle/admin/<ORACLE SID>/wallet)))

2. Create the wallet directory (replace the path with your value for DIRECTORY):
mkdir —p /u00/oracle/admin/<ORACLE SID>/wallet

a. As auser with the ALTER SYSTEM privilege, create the wallet as follows
(replace the path with your value for DIRECTORY):

Non-container database:

ADMINISTER KEY MANAGEMENT CREATE KEYSTORE '/u00/oracle/admin/<ORACLE SID>/wallet'
IDENTIFIED BY "pwd#";

ADMINISTER KEY MANAGEMENT SET KEYSTORE OPEN IDENTIFIED BY "pwd#";

ADMINISTER KEY MANAGEMENT SET KEY IDENTIFIED BY "pwd#" WITH BACKUP;

ADMINISTER KEY MANAGEMENT CREATE AUTO LOGIN KEYSTORE FROM KEYSTORE
'/u00/oracle/admin/<ORACLE SID>/wallet' identified by pwd#;

Container database:

ADMINISTER KEY MANAGEMENT CREATE KEYSTORE '/u00/oracle/admin/<ORACLE SID>/wallet'
IDENTIFIED BY "pwd#";

ADMINISTER KEY MANAGEMENT CREATE AUTO_LOGIN KEYSTORE FROM KEYSTORE
'/u00/oracle/admin/<ORACLE SID>/wallet' identified by "pwd#";

ADMINISTER KEY MANAGEMENT SET KEYSTORE OPEN IDENTIFIED BY "pwd#" Container=ALL;
ADMINISTER KEY MANAGEMENT SET KEY IDENTIFIED BY "pwd#" WITH BACKUP USING
'TDE_ENCRYPTION' Container=all;

Confirm that the wallet is created and open (the TDE master encryption key has been
created and inserted automatically).

SQL>

select substr(wrl_type, 1, 10) wrl_type, substr(wrl_parameter, 1, 45) param, substr(status,
1, 10) status, substr(wallet_type, 1, 15) w_type from v$encryption_wallet;

WRL_TYPE PARAM STATUS W_TYPE

FILE /uOO/oracle/admin/<ORACLE_SID>/wallet OPEN AUTOLOGIN

An auto-open wallet is created. You are ready to create the encrypted tablespaces as
shown.
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Appendix — Pre-installation of Retail
Infrastructure in WebLogic

Oracle Retail applications are primarily deployed in the Oracle WebL ogic server as the
Middleware tier. Java and forms based applications rely on Middleware infrastructure for
complete security a part from application specific security features.

This chapter describes the pre-installation steps for security setup of Oracle Retail
Infrastructure in WebLogic.

= JDK Hardening for Use with Retail Applications

» Pre-installation - Steps for Secured Setup of Oracle Retail Infrastructure in WebLogic
= Certificate Authority

= Obtaining an SSL Certificate and Setting up a Keystore

= Creating a WebLogic Domain

= Configuring the Application Server for SSL

= Enforcing Stronger Encryption in WebLogic

= Securing Nodemanager with SSL Certificates

= Using Secured Lightweight Directory Access Protocol (LDAP)

= Connecting from Forms Application to Secured Database

= Enabling Access to Secured Database from Forms Oracle Home - Optional

JDK Hardening for Use with Retail Applications
See the following sections on JDK hardening for use with Retail applications
» Upgrading JDK to use Java Cryptography extension
= Disabling weak SSL protocols and obsolete ciphers in JDK

Upgrading JDK to Use Java Cryptography Extension

You need to install the unlimited encryption Java Cryptography Extension (JCE) policy if
you want to use the strongest Cipher suite (256 bit encryption) AES_256
(TLS_RSA_WITH_AES _256_CBC_SHA). Itis dependent on the Java Development Kit
(JDK) version.

Using the following URL, download and install the JCE Unlimited Strength Jurisdiction
Policy Files that correspond to the version of your JDK

http://www.oracle.com/technetwork/java/javase/downloads/index.html

For JDK 8 download from the following URL:
https://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166.html
and replace the files in the JDK/jre/lib/security directory.

Pre-installation — Steps for Secured Setup of Oracle Retail
Infrastructure in WebLogic

Secured Socket Layer (SSL) protocol allows client-server applications to communicate
across a network in a secured channel. Client and server should both decide to use SSL
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to communicate secured information like user credentials or any other secured
information.

The WebLogic Server supports SSL on a dedicated listen port. Oracle Forms is
configured to use SSL as well. To establish an SSL connection, a Web browser connects
to the WebLogic Server by supplying the SSL port and the Hypertext Transfer Protocol
(HTTPS) in the connection URL.

For example: https://myserver:7002

The Retail Merchandising System (RMS) setup is supported in WebLogic in secured
mode. For enterprise deployment, it is recommended to use SSL certificates signed by
certificate authorities.

Note: You need to obtain a separate signed SSL certificate
for each host where the application is being deployed.

The Security Guide focuses on securing Oracle Retail Applications in a single node setup and
not on applications deployed in clusters.

Certificate Authority

Certificate Authority or certification Authority (CA) is an organization which provides
digital certificates to entities and acts as a trusted third party. Certificates issues by the
commercial CAs are automatically trusted by most of the web browsers, devices and
applications. It is recommended to have certificates obtained from a trusted CA or
commercial CAs to ensure better security.

Obtaining an SSL Certificate and Setting up a Keystore

Note: SSL certificates are used to contain public keys. With
each public key there is an associated private key. It is
critically important to protect access to the private key.
Otherwise, the SSL messages may be decrypted by anyone
intercepting the communications.

Perform the following steps to obtain an SSL certificate and set up a Keystore:

1. Obtain an identity (private key and digital certificate) and trust (certificate of trusted
certificate authority) for the WebLogic Server.

2. Use the digital certificate, private key and trusted CA certificate provided by the
WebLogic Server Kit, the CertGen utility, Sun Microsystem's keytool utility, or a
reputed vendor such as Entrust or Verisign to perform the following:

a. Set appropriate JAVA_HOME and PATH to java, as shown in the following
example:

export JAVA HOME=/u00/webadmin/product/jdk
export PATH=$JAVA HOME/bin:$PATH

b. Create a new keystore

Keytool -genkey -keyalg RSA -keysize 2048 -keystore<keystore> -
alias<alias>

For example:

keytool -genkey -keyalg RSA -keysize 2048 -keystore hostname.keystore
-alias hostname

c. Generate the signing request.

keytool -certreq -keyalg RSA -file <certificate request file> -
keystore
<keystore> -alias <alias>

For example:
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keytool -certreq -keyalg RSA -file hostname.csr -keystore hostname.keystore -alias
hostname

d. Submit the certificate request to CA
Store the identity and trust.
Private keys and trusted CA certificates which specify identity and trust are stored in
a keystore.
In the following examples the same keystore to store all certificates are used

a. Import the root certificate into the keystore as shown in the following
example:
keytool -import -trustcacerts -alias verisignclass3g3ca -file Primary.pem -
keystore hostname.keystore
A root certificate is either an unsigned public key certificate or a self-signed
certificate that identifies the Root CA.

b. Import the intermediary certificate (if required into the keystore as shown in
the following example.
keytool -import -trustcacerts -alias oracleclass3g3ca -file Secondary.pem
-keystore hostname.keystore

c. Import the received signed certificate for this requeste into the keystore as
shown in the following example:

keytool -import -trustcacerts -alias hostname -file cert.cer -keystore
hostname.keystore

Creating a Weblogic Domain

WebLogic domain is created for Oracle Retail Applications as part of the installation.
Different domains are created in different hosts for different applications in situations
where applications are being managed by different users or deployed on different hosts.
Once the domains are created, you need to enable the SSL ports if not done already.

1.
2.
3.

N o g k&

Perform the following steps to enable the SSL.:
Log in to WebLogic console using Administrator user. For example, weblogic.

Navigate to <Domain> > Environment > Servers > < Servername> > Configuration >
General tab.

Click Lock & Edit.

Select SSL Listen Port Enabled and assign the port number.
Click Save and Activate Changes.

Restart SSL to enable the changes.
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Figure 1 Restarting the Admin Server

Configuring the Application Server for SSL

Perform the following steps to configure the Application Server for SSL:

1. Configure the identity and trust keystores for WebLogic Server in the WebLogic
Server Administration Console.

a.
b.
c.

In the Change Center of the Administration Console, click Lock & Edit.
In the left pane of the console, expand Environment and select Servers.

Click the name of the server for which you want to configure the identity and
trust keystores as shown in the following example:
WLS RMS is for RMS server

Select Configuration, then Keystores.
The following options are available:

- Demo Identity and Demo Trust - The demonstration identity and trust
keystores, located in the BEA_HOME\server\lib directory and the Java
Development Kit (JDK) cacerts keystore, are configured by default. You need
to use for development purpose only.

- Custom Ildentity and Java Standard Trust - A keystore you create and the
trusted CAs defined in the cacerts file in the JAVA_HOME\jre\lib\security
directory.

- Custom Identity and Custom Trust [Recommended] - An Identity and
trust keystores you create.

- Custom Identity and Command Line Trust: An identity keystore you
create and command-line arguments that specify the location of the trust key.

Select Custom Identity and Custom Trust.
In the Identity section, define the following attributes for the identity keystore:

- Custom ldentity Keystore - This is the fully qualified path to the identity
keystore.

- Custom Ildentity Keystore Type - This is the type of the keystore.
Generally, this attribute is Java KeyStore (JKS); if it is left blank, it defaults to
JKS.

- Custom Ildentity Keystore Passphrase - This is the password you must
enter when reading or writing to the keystore. This attribute is optional or
required depending on the type of keystore. All keystores require the
passphrase in order to write to the keystore. However, some keystores do not
require the passphrase to read from the keystore. WebLogic Server only
reads from the keystore so whether or not you define this property depends
on the requirements of the keystore.

In the Trust section, define properties for the trust keystore.

If you choose Java Standard Trust as your keystore, specify the
password defined when creating the keystore.
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h. Confirm the password.

If you choose Custom Trust [Recommended] define the following
attributes:

- Custom Trust Keystore - This is the fully qualified path to the trust
keystore.

- Custom Trust Keystore Type - This is the type of the keystore. Generally,
this attribute is JKS; if it is left blank, it defaults to JKS.

- Custom Trust Keystore Passphrase - This is the password that you need
to enter when reading or writing to the keystore. This attribute is optional or
required depending on the type of keystore. All keystores require the
passphrase in order to write to the keystore. However, some keystores do not
require the passphrase to read from the keystore. WebLogic Server only
reads from the keystore, so whether or not you define this property depends
on the requirements of the keystore.

i. Click Save.

j.  To activate these changes in the changes, in the change Center of the
Administration Console, click Activate Changes.

Note: Not all changes take effect immediately, some require
a restart.

Figure 2 shows how to configure the application server for SSL

Figure 2 Configuring the Identity and Trust Keystores for WebLogic Server

Horme »APPDomain >Summary of Enviranment >Summary of Servers >AdminServer
sttings for AdminServer
“onfiguration | Protocols | Logging | Debug | Moritaring || Control | Deployments | Services | Seaurity | Notes

General | Cluster | Services | Keystores | SSL | Federation Services | Deployment | Migration | Tuning | Overload | Health Monitoring | Server Start | Web Services

Save

Keystoresensure the secure storage and management of private keys and trusted certificate authorities (CAs). This page lets you view and define various keystore configurations. These settings help you to manage the security of message transmissions.

Keystores: Custom Identity and Custom Trust| Change 'I"»‘\;.ich configuration rules should be used for finding the server's identity and trust keystores? More
. nfo...
Identity
Custom Identity Keystore: /u00Awebadmin/product/1( The path and file name of the identity keystore.  More Info...
Custom Identity Keystore Type: IKS The type of the keystore. Generally, thisis XS, More Info...
Custom Identity Keystore Passphrase: [ The encrypted custom identity keystore's passphrase, If empty or nul, then the keystore wil be oper

without a passphrase.  More Info. .

Confirm Custom Identity Keystore Passphrase: [
Trust
Custom Trust Keystore: 7u00/webadmin/product/1t The path and file name of the custom trust keystore.  More Info.
Custom Trust Keystore Type: IKS The type of the keystore. Generally, thisis JKS. More Info...
Custom Trust Keystore Passphrase: [ The custom trust keystore's passphrase. If empty or null, then the keystore will be opened without 2
passphrase.  More Info...
Confirm Custom Trust Keystore Passphrase: [ Liiisssssssens
save

For more information on configuring Keystores, see the Administration Console Online
Help.

2. Set SSL Configuration Options for the private key alias and password in the
WebLogic Server Administration Console.

a. Inthe Change Center of the Administration Console, click Lock & Edit.
b. Inthe left pane of the Console, expand Environment and select Servers.

c. Click the name of the server for which you want to configure the identity and
trust keystores.
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d. Select Configuration, then select SSL.
e. Inthe Identity and Trust Locations, the Keystore is displayed by default.

f. Inthe Private Key Alias, type the string alias that is used to store and
retrieve the server's private key.

g. Inthe Private Key Passphrase, provide the keystore attribute that defines
the passphrase used to retrieve the server's private key.

h. Save the changes.
i. Click Advanced section of SSL tab.
j.  Inthe Hostname Verification, select None.

This specifies to ignore the installed implementation of the
WebLogic.security.SSL.HostnameVerifier interface (this interface is generally
used when this server is acting as a client to another application server).
k. 11. Save the change
Figure 3 Configuring SSL
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For more information on configuring SSL, see the section Configure SSL in the
Administration Console Online Help.

All the server SSL attributes are dynamic; when modified through the Console. They
cause the corresponding SSL server or channel SSL server to restart and use the new
settings for new connections. Old connections will continue to run with the old
configuration. You must reboot WebLogic Server to ensure that all the SSL connections
exist according to the specified configuration.

Use the Restart SSL button on the Control: Start/Stop page to restart the SSL server
when changes are made to the keystore files. You have to apply the same for subsequent
connections without rebooting WebLogic Server.

Upon restart you can see the following similar entries in the log:

< Jan **, 20*%* 5:18:27 AM CDT> <Notice> <WebLogicServer> <BEA-000365> <Server state changed to
RESUMING>
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< Jan **, 20** 5:18:27 AM CDT> <Notice> <Server> <BEA-002613> <Channel "DefaultSecure" is now
ing on 10.141.15.214:57002 for protocols iiops, t3s, ldaps, https.>

<Jan ** 20** 5:18:27 AM CDT> <Notice> <Server> <BEA-002613> <Channel "DefaultSecure[l]" is now
ing on 127.0.0.1:57002 for protocols iiops, t3s, ldaps, https.>

< Jan **, 20** 5:18:27 AM CDT> <Notice> <WebLogicServer> <BEA-000329> <Started WebLogic Admin
Server "AdminServer" for domain "APPDomain" running in Production Mode>

< Jan **, 20** 5:18:27 AM CDT> <Notice> <WebLogicServer> <BEA-000365> <Server state changed to
RUNNING>

< Jan **, 20** 5:18:27 AM CDT> <Notice> <WebLogicServer> <BEA-000360> <Server started in RUNNING
mode>

Note: For complete security of the Weblogic Server, it is
recommended to secure both Administration as well as the
Managed Server where the application is being deployed.
You can choose to disable the non-SSL ports (HTTP. Itis
recommended to secure the Node Manager.

The steps to secure the Node Manager is provided in the following section.

Configuring WebLogic Scripts if Admin Server is Secured

Perform the following steps to configure the WebLogic scripts if Admin Server is secured:

1. Update the WebLogic startup/shutdown scripts with secured port and protocol to
start/stop services.

2. Backup and update the following files in <DOMAIN_HOME>/bin with correct Admin
server urls:

startManagedWebLogic.sh: echo "$1 managedserverl http://apphost1:7001"

stopManagedWebLogic.sh: echo "ADMIN_URL defaults to t3://apphost1:7001 if not
set as an environment variable or the second command-line parameter.”

stopManagedWebLogic.sh: echo "$1 managedserverl t3://apphost1:7001
WebLogic

stopManagedWebLogic.sh: ADMIN_URL="t3://apphost1:7001"
stopWebLogic.sh: ADMIN_URL="t3://apphost1:7001"

3. Change the URLs as follows:
t3s://apphostl:7002 https://apphostl:7002

Adding Certificate to the JDK Keystore for Installer

You will need the Oracle Retail Application installer to run Java. In situations where
Administration Server is secured using signed certificate, the Java keystore through
which the installer is launched must have the certificate installed.

In case the installer is being run using JDK deployed at location
/u00/webadmin/product/jdk, follow the steps as shown in the example below.

Adding certificate to the JDK keystore for Installer

apphostl: apps] /u00/webadmin/ssl> keytool -import -trustcacerts -alias apphostl -file
/u00/webadmin/ssl/apphostl.cer —keystore
/u00/webadmin/product/jdk/jre/lib/security/cacerts

Enter keystore password: Certificate was added to keystore apphostl: [ apps]
/u00/webadmin/ss1>
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Enforcing Stronger Encryption in WebLogic

It is recommended to use a stronger encryption protocol in your production environment.
See the following sections to enable the latest SSL and cipher suites.

SSL protocol version configuration

In a production environment, Oracle recommends Transport Layer Security (TLS) Version
1.2 for sending and receiving messages in an SSL connection.

= Setthe WebLogic.security.SSL.minimumProtocolVersion=protocol system
property as an option in the command line that starts WebLogic Server.

This system property accepts one of the following values for protocol:

Figure 4 Values for Protocol of System Property

Value Description

SSLv3 Specifies SSL V3.0 as the minimum protocel version enabled in SSL connections.

TL5vl Specifies TLS V1.0 as the minimum protocel versien enabled in SSL connections.

TLSVX.¥ Specifies TLS Vx. ¥ as the minimum pretocel version enabled in SSL connections, where:

+ xisan integer between 1 and 9, inclusive
* visan integer between 0 and 9, inclusive

For example, TL5v1. 2.

=  Set the following property in startup parameters in WebLogic Managed server for
enabling the higher protocol:

DWebLogic.security.SSL.minimumProtocolVersion=TLSv1.2 -Dhttps.protocols=TLSv1.2

Note: In case protocol is set for Managed servers, the same
should be set for the Administration server. Ensure that all
the managed servers are down when making changes to the
Administration server for setting up the protocol. It is
recommended to set the properties in the Administration
Server and then Managed Server.
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Enabling Cipher inWebLogic SSL Configuration

Configure the <ciphersuite> element in the <ssI> element in the <DOMAIN_
HOME>\server\config\config.xml file in order to enable the specific Cipher Suite to use as
follows:

Note: You need to ensure that the tag <ciphersuite> is
added immediately after tab <enabled>.

<ssl>

<name>examplesServer</name>

<enabled>true</enabled>
<ciphersuite>TLS RSA WITH AES 256 CBC SHA</ciphersuite>
<-port>17002</-port>

</ssl>

Securing Nodemanager with SSL Certificates
Perform the following steps for securing the Nodemanager with SSL certificates:

1. Navigate to weblogic 12c domain, the location is <DOMAIN_HOME>/nodemanager
) and take a backup of nodemanager.properties.

2. Add the following similar entries to nodemanager.properties:

KeyStores=CustomldentityAndCustomTrust

CustomldentityKey StoreFileName=/u00/webadmin/ssl/hostname.keystore
CustomldentityKeyStorePassPhrase=[password to keystore, this will get
encrypted]

CustomldentityAlias=hostname

CustomldentityPrivateKeyPassPhrase=[password to keystore, this will get
encrypted]

CustomTrustKeyStoreFileName=/u00/webadmin/ssl/hostname.keystore

SecurelListener=true
Log in to WebLogic console, navigate to Environment, and then Machines.
Select the nodemanager created already and navigate to Node Manager tab.
In the Change Center, click Lock & Edit.
In the Type field, select SSL from the list.
Click Save and Activate.

N o gk w
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Figure 5 Securing the Nodemanager
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8. You need to bounce the entire WebLogic Domain for changes to take effect, after
activating the changes.

9. You need to verify if the nodemanager is reachable in Monitoring tab after restart.

Using Secured Lightweight Directory Access Protocol

(LDAP)

The Application can communicate with LDAP server on a secured port. It is
recommended to use the secured LDAP server to protect user names and passwords
from being sent in clear text on the network.

For information on Configuring Secure Sockets Layer (SSL), see the Oracle Fusion
Middleware Administration Guide.

It is important to import the certificates used in LDAP server into the Java Runtime
Environment (JRE) of the WebLogic server for SSL handshake, in case the secure LDAP
is used for authentication.

For example:

1. Set JAVA_HOME and PATH to the JDK being used by WebLogic Domain.

2. Backup the JAVA_HOME/jre/lib/security/cacerts
/u00/webadmin/product/jdk/jre/lib/security> cp -rp cacerts cacerts_ ORIG

3. Import the Root and Intermediary (if required) certificates into the java keystore.
/u00/webadmin/product/jdk/jre/lib/security> keytool -import -trustcacerts

-alias digicertroot -file ~/ssl/Primary.pem -keystore
cacerts/u00/webadmin/product/jdk/jre/lib/security> keytool -import -trustcacerts-alias
digicertinter -file ~/ssl/Secondary.pem -keystore cacerts

4. Import the User certificate from LDAP server into the java keystore.
/u00/webadmin/product/jdk/jre/lib/security> keytool -import -trustcacerts
-alias hostname -file ~/ssl/cert.cer -keystore cacerts

Note: The default password of the JDK keystore is changeit

The deployed application should be able to communicate with LDAP on SSL port after
successful SSL Handshake.
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Advanced Infrastructure Security

Depending upon your security need for your production environment, infrastructure where
Oracle Retail applications are deployed can be secured.

Ensure the following to secure complete protection of environment;
= Securing the WebLogic Server Host

=  Securing Network Connections

»  Securing your Database

=  Securing the WebLogic Security Service

= & Securing Applications

For more information on Ensuring the Security of Your Production Environment, see
https://docs.oracle.com/middleware/12214/wls/SECMG/toc.htm Guide.
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Appendix — Post Installation of Retail
Infrastructure in Database

Oracle Retail applications use the Oracle database as the backend data store for
applications. In order to ensure complete environment security the database should be
secured.

This chapter describes the post installation steps for secured setup of Retail infrastructure
in the Database.

= The following topics are covered in this chapter:

= Configuring SSL Connections for Database Communications

= Configuring the Password Stores for Database User Accounts

= Configuring the Database Password Policies

= Configuring SSL Connection for Oracle Data Integrator (ODI)

= Creating an Encrypted Tablespace in Oracle 19c Container Database
= Additional Information

Configuring SSL Connections for Database Communications

Secure Sockets Layer (SSL) is the standard protocol for secure communications,
providing mechanisms for data integrity and encryption. This can protect the messages
sent and received by the database to applications or other clients, supporting secure
authentication and messaging. Configuring SSL for databases requires configuration on
both the server and clients, which include application servers.

This section covers the steps for securing Oracle Retail Application Clusters (RAC)
database. Similar steps can be followed for single node installations also.

Configuring SSL on the Database Server

The following steps are one way to configure SSL communications on the database
server:

1. Obtain an identity (private key and digital certificate) and trust (certificates of trusted
certificate authorities) for the database server from a Certificate Authority.

2. Create a folder containing the wallet for storing the certificate information. For Real
Application Cluster (RAC) systems, this directory can be shared by all nodes in the
cluster for easier maintenance.

mkdir-p/oracle/secure_wallet
3. Create a wallet in the path. For example
orapki wallet create -wallet /oracle/secure wallet -auto login
4. Import each trust chain certificate into the wallet as shown in the following example:

orapki wallet add -wallet /oracle/secure wallet -trusted cert -cert <trust
chain certificate>

5. Import the user certificate into the wallet, as shown in the following example:

orapki wallet add -wallet /oracle/secure wallet -user cert -cert <certificate
file location

6. .Update the listener.ora by adding a TCPS protocol end-point first in the list of end
points.
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LISTENER1= (DESCRIPTION=
(ADDRESS= (PROTOCOL=tcps) (HOST=<dbserver>) (PORT=2484)
(ADDRESS= (PROTOCOL~tcp) (HOST=<dbserver>) (PORT=1521)))

7.

10.
11.
12.

13.

Update the listener.ora by adding the wallet location and disabling SSL
authentication.

WALLET LOCATION = (SOURCE= (METHOD=File) (METHOD DATA=

(DIRECTORY=wallet location))) SSL CLIENT AUTHENTICATION=FALSE

Update the sqlnet.ora with the same wallet location information and disabling SSL
authentication.

WALLET LOCATION = (SOURCE= (METHOD=File) (METHOD DATA=

(DIRECTORY=wallet location))) SSL CLIENT AUTHENTICATION=FALSE

Update the thsnames.ora to configure a database alias using TCPS protocol for
Connections.

<dbname> secure= (DESCRIPTION= (ADDRESS LIST=
(ADDRESS= (PROTOCOL=TCPS) (HOST=<dbserver>) (PORT=2484)))
(CONNECT_DATA=(SERVICE_NAME=<dbname>)))

Restart the database listener to pick up listener.ora changes.

Verify the connections are successful to the new >dbname>_secure alias.

At this point either the new secure alias can be used to connect to the database, or
the regular alias can be modified to use TCPS protocol.

Export the identity certificate so that it can be imported on the client systems

orapki wallet export -wallet /oracle/secure wallet -dn <full dn of identity
certificate> -cert <filename to create>

Configuring SSL on an Oracle Database Client

The following steps are one way to configure SSL communications on the database
client:

1

Create a folder containing the wallet for storing the certificate information.
Mkdir-p / oracle/secure wallet

Create a wallet in the path. For example:

orapki wallet create -wallet /oracle/secure wallet -auto login

Import each trust chain certificate into the wallet as shown in the following example:
orapki wallet add -wallet /oracle/secure wallet -trusted cert -cert <trust
chain certificate

Import the identity certificate into the wallet, as shown in the following example:

orapki wallet add -wallet /oracle/secure wallet -trusted cert -cert
<certificate file location>

Note: on the client the identity certificate is imported as a
trusted certificate, whereas on the server it is imported as a
user certificate.

Update the sqglnet.ora with the wallet location information and disabling SSL
authentication.

WALLET LOCATION = (SOURCE= (METHOD=File) (METHOD DATA=
(DIRECTORY=wallet location))) SSL CLIENT AUTHENTICATION=FALSE

Update the thsnames.ora to configure a database alias using TCPS protocol for
connections.
<dbname> secure= (DESCRIPTION=

(ADDRESS LIST= (ADDRESS=(PROTOCOL=TCPS) (HOST=<dbserver>) (PORT=2484)))
(CONNECT DATA=(SERVICE NAME=<dbname>)))
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7. Verify the connections are successful to the new (dbname)_secure alias.

8. At this point either the new secure alias can be used to connect to the database, or
the regular alias can be modified to use TCPS protocol.

Configuring SSL on a Java Database Connectivity (JDBC)
Thin Client

The following steps are one way to configure SSL communications for a Java Database

1. Create a folder containing the keystore with the certificate information.
mkdir-p /oracle/secure jdbc

2. Create a keystore in the path. For example,
keytool -genkey -alias jdocwallet -keyalg RSA -keystore /oracle/secure
jdbc/truststore.jks -keysize 2048

3. Import the database certificate into the trust store as shown in the following example:
keytool -import -alias db cert -keystore /oracle/secure jdoc/truststore.jks
—-file <db certificate file>

4. JDBC clients can use the following URL format for JDBC connections:

jdbc:oracle:thin:@ (DESCRIPTION= (ADDRESS= (PROTOCOL=tcps) (HOST=<dbserver>)
(PORT=2484)) (CONNECT DATA= (SERVICE NAME=<dbname>)))

Note: The <dbname> would be replaced with the service
name in case of a multitenant database.

5. You need to set the properties as shown in the table, either as system properties or
as JDBC connection properties.

Table 1 Setting the Properties

Property Value

Javax.net.ssl.trustStore Path and file name of truststore. for Example,
loracle/secure_jdbc/truststore.jks

Javax.net.ssl.trustStoreType Jks

Javax.net.ssl.trustStorePasword password for trust store

Configuring the Password Stores for Database User
Accounts

Wallets can be used to protect sensitive information, including usernames and passwords
for database connections. The Oracle Database client libraries have built-in support for
retrieving credential information when connecting to databases. Oracle Retail applications
utilize this functionality for non-interactive jobs such as batch programs so that they are
able to connect to the database without exposing user and password information to other
users on the same system.

For information on configuring wallets for database access, see the Appendix Setting Up
Password Stores with Oracle Wallet in the product installation guide.

Configuring the Database Password Policies

Oracle Database includes robust functionality to enforce policies related to passwords
such as minimum length, complexity, when it expires, number of invalid attempts, and so
on. Oracle Retail recommends these policies are used to strengthen passwords and lock
out accounts after failed attempts.
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For example, to modify the default user profile to lock accounts after five failed login
attempts, run the following commands as a database administrator:

1. Query the current settings of the default profile select
resource_name,limit,resource_type from dba_profiles where profile="DEFAULT";

2. Alter the profile, if failed_login_attempts is set to unlimited: alter profile default limit
FAILED_LOGIN_ATTEMPTS 5;

Note: Many other profile settings are available for increased
security. For more information, see the Oracle Database
Security Guide.

Creating an Encrypted Tablespace in Oracle 19c Container
Database

The retail tablespaces can be encrypted in container databases using the following
method:

1. Update the SQLNET.ORA file with the following encryption details:

a. Configure the sglnet.ora file for a software keystore location
ENCRYPTION WALLET LOCATION= (SOURCE=
(METHOD=FILE) (METHOD DATA= (DIRECTORY=path to keystore)))
b. Restart the listener
2. Set up the Tablespace Encryption in the container database.

a. Create Software Keystores as follows:
SQL> ADMINISTER KEY MANAGEMENT CREATE KEYSTORE
'/u03/wallet cdb' IDENTIFIED BY "vallue#";
Kystore altered

b. Create an Auto-Login Software Keystore as follows:

SQL> ADMINISTER KEY MANAGEMENT CREATE AUTO LOGIN KEYSTORE FROM KEYSTORE
'/u03/wallet cdo' identified by "vallue#'; Keystore altered.

Note: the auto-login software keystore can be opened from
different computers from the computer where this keystore
resides. However, the [local] auto-login software keystore
can only be opened from the computer on which it was
created.

c. Open the software Keystore as follows:

SQL> ADMINISTER KEY MANAGEMENT SET KEYSTORE OPEN IDENTIFIED BY
"vallue#" Container=ALL;
Keystore altered.

d. Setthe Software TDE Master Encryption key as follows:

SQL> ADMINISTER KEY MANAGEMENT SET KEY IDENTIFIED BY "vallue#" WITH
BACKUP USING 'TDE_ENCRYPTION' Container=all;
Keystore altered

Note: One can set the Encryption Key only for a particular
PDB if required, by specifying the Container =<PDB>

e. Create the ENCRYPTED TABLESPACE in PDB as follows:
SQL>conn sys / xxxxx@orcl as sysdba Connected

SQL> create tablespace test datafile '+DATA1' size 100m ENCRYPTION
DEFAULT STORAGE (ENCRYPT);

Tablespace created.
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f.  Verify the Encryption:

SQL> select * from v$encryption_wallet
__

WRL WRL STATUS WALLET WALLET FULLY CONid
TYPE PARAMETER TYPE OR BAC
File /u03/wallet_cdb | OPEN PASSWOR [ SINGLE NO 0

D

3. For more information on Configuring Transparent Data Encryption (TDE) see
https://docs.oracle.com/en/database/oracle/oracle-database/19/asoag/asopartl.html

4. Other information may be useful during maintenance activity.

a. Close the encryption wallet as follows.

SQL> ADMINISTER KEY MANAGEMENT SET KEYSTORE Close
IDENTIFIED BY "vallue#" Container=ALL

Additional Information

For more information on the subjects covered in this section as well as information on
other options that are available to strengthen database security, see the Oracle Database
Security guide 19c https://docs.oracle.com/en/database/oracle/oracle-
database/19/dbseg/index.html.

The Oracle Advanced Security Option provides industry standards-based solutions to
solve enterprise computing security problems, including data encryption and strong
authentication. Some of the capabilities discussed in this guide require licensing the
Advanced Security Option.

For more information, see the Oracle Database Advanced Security Administrator's Guide
19c https://docs.oracle.com/en/database/oracle/oracle-database/19/asoag/index.html
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Appendix — Post Installation of Retail

Infrastructure in WebLogic

This chapter describes the post installation steps for secured setup of Oracle Retalil
infrastructure in WebLogic.

The following topics are covered in this chapter:

Retail Application Specific Post installation Steps for Security

Batch Set Up for SSL Communication

Oracle Business Intelligence (BI) Publisher - Disable Guest User - Optional
RMS - Forms Timeout Setting - Optional

Asynchronous Task JMS Queue Security

Hardening Use of Headers and Transport Layer Security

Retail Application Specific Post installation Steps for

Security

See the following sections for steps to improve security after an Oracle Retail Application
has been installed.

Batch Set Up for SSL Communication

Java batch programs communicate with Java applications deployed in WebLogic.

The communication needs to have SSL handshake with the deployed application. You
need to import the SSL Certificates into the JAVA_ HOME/jdk/jre/lib/security/cacerts
keystore for successful running of the application batches.

Example: Importing certificates into JDK keystore

/u00/webadmin/product/jdk/jre/lib/security> cp -rp cacerts cacerts ORIG
/u00/webadmin/product/jdk/jre/lib/security> keytool —-import -trustcacerts -alias
digicertroot -file ~/ssl/Primary.pem -keystore cacerts
/u00/webadmin/product/jdk/jre/lib/security> keytool —-import -trustcacerts -alias
digicertinter -file ~/ssl/Secondary.pem -keystore cacerts
/u00/webadmin/product/jdk/jre/lib/security> keytool —-import -trustcacerts -alias
hostname -file ~/ssl/cert.cer -keystore cacerts
/u00/webadmin/product/jdk/jre/lib/security> keytool —import -trustcacerts -alias
hostname -file ~/ssl/cert.cer -keystore cacerts

Note: The default password of JDK keystore is changeit
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Appendix-Using Self Signed Certificates

Self-signed certificates can be used for development environment for securing
applications. The generic steps to be followed for creating self signed certificates and
configuring for use for Oracle Retail application deployment are covered in the
subsequent sections.

The following topics are covered in this chapter:

= Creating a Keystore through the Keytool in Fusion Middleware (FMW) 12c

= Exporting the Certificate from the Identity Keystore into a File

= Importing the Certificate Exported into trust.keystore

= Configuring WebLogic

= Configuring Nodemanager

= Importing Self Signed Root Certificate into Java Virtual Machine (JVM) Trust Store
= Disabling Hostname Verification

= Converting PKCS7 Certificate to x.509 Certificate

Creating a Keystore through the Keytool in Fusion
Middleware (FMW) 12c

Perform the following steps to create a keystore through the keytool in Fusion
Middleware (FMW) 12c:

1. Create a directory for storing the keystores.
S mkdir ssl

2. Run the following to set the environment:
$ cd SMIDDLEWARE HOME/user projects/domains/<domain>/bin

$ . ./setDomainEnv.sh

Example:
apphost2: [ apps] /u00/webadmin/product/12c/WLS/user
projects/domains/APPDomain/bin> . ./setDomainEnv.sh apphost2:[ apps]

/u00/webadmin/product/12¢c/WLS/user projects/domains/APPDomain>

3. Create a keystore and private key, by executing the following command:
keytool -genkey -alias <alias> -keyalg RSA -keysize 2048 -dname <dn> -keypass
<password> -keystore <keystore> -storepass <password> -validity 365

Example:

apphost2: [ apps] /u00/webadmin/ssl> keytool -genkey -alias apphost2

-keyalg RSA -keysize 2048 -dname "CN=<Server Name>, OU=<Organization Unit>,
0O=<Organization>, I=<City>, ST=<State>,C=<Country>" -keypass <kpass> —keystore
/u00/webadmin/ssl/apphost?2.keystore -storepass <spass> -validity 365

apphost2: [ apps] /u00/webadmin/ssl> ls -ltra total 12

drwxr-xr-x 18 webadmin dba 4096 Apr 4 05:31 ..

-rw-r--r-- 1 webadmin dba 2261 Apr 4 05:46 apphost2.keystore drwxr-xr-x 2
webadmin doa 4096 Apr 4 05:46 . apphost2:[ apps] /u00/webadmin/ssl>

Exporting the Certificate from the Identity Keystore into a File

Perform the following steps to export the certificate from the identity keystore into a file
(for example, pubkey.cer):
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1. Run the following command:
$ keytool -export -alias selfsignedcert -file pubkey.cer -keystore
identity.jks
—-storepass <password>

Example:
apphost2: [ apps] /u00/webadmin/ssl> keytool -export -alias apphost2 -file
/u00/webadmin/ssl/pubkey.cer -keystore /u00/webadmin/ssl/apphost2.keystore
—-storepass <spass>
Certificate stored in file </u00/webadmin/ssl/ropubkey.cerot.cer>
apphost2: [ _apps] /u00/webadmin/ssl> 1ls -1 total 8
-rw-r--r-— 1 webadmin dba 2261 Apr 4 05:46 apphost2.keystore
-rw-r——r-— 1 webadmin dba 906 Apr 4 06:40 pubkey.cer apphost2:[ apps]
/u00/webadmin/ssl1>

Importing the Certificate Exported into trust.keystore

Perform the following steps to import the certificate you exported into trust.keystore

1. Run the following command

$ keytool -import -alias selfsignedcert -trustcacerts -file pubkey.cer -
keystore trust.keystore -storepass <password>

Example:
apphost2: [ apps] /u00/webadmin/ssl> keytool -import -alias apphost2
-trustcacerts -file pubkey.cer -keystore trust.keystore -storepass <spass>
Owner: CN=apphost2, OU=<Organization Unit>, O=<company>,l=<city>,ST=<state or
province>, C=<country>
Issuer: CN=apphost2, OU=<Organization Unit>, O=<company>,L=<city>,ST=<state or
province>, C=<country>
Serial number: 515d4bfb
Valid from: Thu Apr 04 05:46:35 EDT 2013 until: Fri Apr 04 05:46:35 EDT 2014
Certificate fingerprints:
MD5: AB:FA:18:2B:BC:FF:1B:67:E7:69:07:2B:DB:E4:C6:D9
SHAl: 2E:98:D4:4B:E0:E7:B6:73:55:4E:5A:BE:C1:9F:EA:9B:71:18:60:BB

SHA256:2E:98:D4:4B:E0:E7:B6:73:55:4E:5A:BE:C1:9F:EA:9B:71:18:60:BR Signature
algorithm name: SHA256withRSA

Version: 3

Trust this certificate? [no]: yes Certificate was added to keystore
apphost2:[10.3.6 apps] /u00/webadmin/ssl>

Configuring WebLogic

You need to enable SSL for WebLogic server's Admin and managed servers by following
the steps as provided in Configuring the Application Server for SSL section.

Configuring Nodemanager

You need to secure the Node manager by following the steps in Securing Nodemanager
with SSL Certificates section.

Importing Self Signed Root Certificate into Java Virtual
Machine (JMM) Trust Store

In order for the Java Virtual Machine (JVM) to trust in your newly created certificate,
import your custom certificates into your JVM trust store.

Perform the following steps to import the root certificate into JVM Trust Store:

1. Ensure that JAVA_HOME has been already set up.
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2. Run the following command:

Skeytool -import -trustcacerts -file rootCer.cer -alias selfsignedcert -
keystore cacerts

Example
apphost2: [ apps] /u00/webadmin/product/jdk/jre/lib/security> keytool -import -
trustcacerts -file
/u00/webadmin/ssl/root.cer -alias apphost2 —keystore
/u00/webadmin/product/ jdk /jre/lib/security/cacerts —storepass
[spass default is changeit]
Owner: CN=apphost2, OU=<Organization Unit>, O=<company>,L=<city>,ST=<state or province>,
C=<country>"
Issuer: CN=apphost2, OU=<Organization Unit>, O=<company>,l=<city>,ST=<state or province>,
C=<countzry>"
Serial number: 515d4bfb
Valid from: Thu Apr 04 05:46:35 EDT 2013 until: Fri Apr 04 05:46:35 EDT 2014
Certificate fingerprints:
MD5: AB:FA:18:2B:BC:FF:1B:67:E7:69:07:2B:DB:E4:C6:D9
SHAl: 2E:98:D4:4B:E0:E7:B6:73:55:4E:5A:BE:CL: 9F:EA: 9B:71:18:60:BB
SHA256:DA:8B:72:24:DB:C2:B5:26:50:30:8F:8E:15:A5:34:56:DD:5D:18:28:11:17:40:6A:B2:69:16:E
5:B8:26:5D:25
Signature algorithm name: SHA256withRSA
Version: 3
Trust this certificate? [nol: yes Certificate was added to keystore apphost2:[ apps]
/u00/webadmin/product/ jdk /jre/lib/security>

Converting PKCS7 Certificate to X.509 Certificate

Certificate authorities provide signed certificates of different formats. However, not all
formats of certificates can be imported to Java based keystores. Hence the certificates
need to be converted to usable form. Java based Keystores supports x.509 format of
certificate.

The following example demonstrates converting certificate PKCS 7 to x.509 format:
Copy the PKCS 7 certificate file to a Windows desktop.

Rename the file and provide .p7b extension.

Open the .p7b file.

Click the plus ( +) symbol.

Click the Certificates directory.

An Intermediary certificate if provided by CA for trust.

a s~ w e

Note: If an Extended Validation certificate is being converted
you should see three files. The End Entity certificate and the
two EV intermediate CAs.

6. Right click on your certificate file.

7. Select All Tasks > Export.

8. Click Next.

9. Select Base-64 encoded X.509 (.cer) > click Next.

10. Browse to a location to store the file.

11. Enter a File name.

12. For example, MyCert. The .cer extension is added automatically.
13. Click Save.

14. Click Next.

15. Click Save.

The Certificate can now be imported into Java based keystores.
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Example:

apphostl: [ apps] /u00/webadmin/ssl> keytool -import -trustcacerts -alias apphostl
-file /u00/webadmin/ssl/cert-x509.cer -keystore
/u00/webadmin/product/jdk/jre/lib/security/cacerts Enter keystore password:
[default is changeit] Certificate was added to keystore apphostl:[ apps]
/u00/webadmin/ss1>
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