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About This Guide

About This Guide

The purpose of this document is to provide an understanding of how to install a Virtual
Appliance on a supported hypervisor.

Documentation Set

The following table lists related documentation.

Document Name Document Description

Oracle SD-WAN Edge Release Notes Contains information about added features,
resolved issues, requirements for use, and known
issues in the latest Oracle SD-WAN Edge release.

Oracle SD-WAN OS Release Notes and Upgrade  Contains information about inserting an OS

Guide Partition Image or OS Patch on an appliance in
order to migrate to a new OS version or apply fixes
to an existing version.

Oracle SD-WAN Security Guide Contains information about security methods
within the Oracle SD-WAN solution.
Oracle SD-WAN Edge Features Guide Contains feature descriptions and procedures for all

incremental releases of Oracle SD-WAN Edge.
This guide is organized by release version.

My Oracle Support

ORACLE

My Oracle Support (https://support.oracle.com) is your initial point of contact for all product
support and training needs. A representative at Customer Access Support (CAS) can assist you
with My Oracle Support registration.

Call the CAS main number at 1-800-223-1711 (toll-free in the US), or call the Oracle Support
hotline for your local country from the list at http://www.oracle.com/us/support/contact/
index.html. When calling, make the selections in the sequence shown below on the Support
telephone menu:

1. Select 2 for New Service Request.
2. Select 3 for Hardware, Networking, and Solaris Operating System Support.
3. Select one of the following options:
*  For technical issues such as creating a new Service Request (SR), select 1.

*  For non-technical issues such as registration or assistance with My Oracle Support,
select 2.

You are connected to a live agent who can assist you with My Oracle Support registration and
opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.

Y


https://support.oracle.com
http://www.oracle.com/us/support/contact/index.html
http://www.oracle.com/us/support/contact/index.html
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About This Guide

Emergency Response

In the event of a critical service situation, emergency response is offered by the Customer
Access Support (CAS) main number at 1-800-223-1711 (toll-free in the US), or call the Oracle
Support hotline for your local country from the list at http://www.oracle.com/us/support/
contact/index.html. The emergency response provides immediate coverage, automatic
escalation, and other features to ensure that the critical situation is resolved as rapidly as
possible.

A critical situation is defined as a problem with the installed equipment that severely affects
service, traffic, or maintenance capabilities, and requires immediate corrective action. Critical
situations affect service and/or system operation resulting in one or several of these situations:

e A total system failure that results in loss of all transaction processing capability
*  Significant reduction in system capacity or traffic handling capability

*  Loss of the system's ability to perform automatic system reconfiguration

*  Inability to restart a processor or the system

*  Corruption of system databases that requires service affecting corrective actions
*  Loss of access for maintenance or recovery operations

*  Loss of the system ability to provide any required critical or major trouble notification

Any other problem severely affecting service, capacity/traffic, billing, and maintenance
capabilities may be defined as critical by prior discussion and agreement with Oracle.

Locate Product Documentation on the Oracle Help Center Site

Oracle Communications customer documentation is available on the web at the Oracle Help
Center (OHC) site, http://docs.oracle.com. You do not have to register to access these
documents. Viewing these files requires Adobe Acrobat Reader, which can be downloaded at
http://www.adobe.com.

1.  Access the Oracle Help Center site at http://docs.oracle.com.
2. Click Industries.

3. Click the Oracle Communications link.
Under the SD-WAN header, select a product.

4. Select the Release Number.
A list of the entire documentation set for the selected product and release appears.

5. To download a file to your location, right-click the PDF link, select Save target as (or
similar command based on your browser), and save to a local folder.


http://www.oracle.com/us/support/contact/index.html
http://www.oracle.com/us/support/contact/index.html
http://docs.oracle.com
http://www.adobe.com
http://docs.oracle.com

Revision History

Revision History

This section provides a revision history for this document.

(Required) Enter introductory text here, including the definition and purpose of the concept.

Date Description

February 2020 * Initial release of this publication, including
8.2M1 features "OCI laas Configuration" and
"Deploying Edge on KVM"

March 2020

*  Adds OCI Marketplace Support section
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Software and Hardware Requirements

Multiple Virtual Appliance VMs can be supported on a single, physical platform, provided each
VM is supplied with sufficient dedicated resources. The following requirements are per Virtual
Appliance VM depending on the appliance model and installed license.

VT800 Supported Hypervisors

VMware ESXi MlCl‘OSO{]t Hyper- Microsoft Azure KVM
Wind S VM:
indows Server -
i Standard DS3 +, gemu
Software Version 6.0 or later 2012 R2 - P16+ v .5.3-167 el7

64-Bit, 3GHz +,  64-Bit, 3GHz+,  64-Bit, 3GHz +,
CPU Requirements  AES-NI Intel  AES-NI, Intel AES-NI, Intel 8 vCPU,

CPU only CPU only CPU only
Spec'?l DAS DAS SSD DAS DAS recommended
Requirements / 1 1 11
. recommended recommended Recommended
Recommendations

j" Note:

I Directly Attached Storage (DAS) is recommended for all Virtual Appliances.

VT800-128 Supported Hypervisors

Microsoft Hyper-

VMware ESXi vV Microsoft Azure KVM
o S VM:
Windows Server -
i Standard DS3 +, demu
Software Version 6.5.0 or later 2012 R2 . | vm1.5.3-167 el7
Disk: P10 +

64-Bit, 3GHz +, 64-Bit, 3GHz +, 64-Bit, 3GHz +,
CPU Requirements AES-NI, Intel AES-NI, Intel AES-NI, Intel 8 vCPU

CPU only CPU only CPU only
i‘;ec':‘r'emen ) DAS DAS SSD DAS DAS
a . recommended!  recommended!  Recommended! Recommended !
Recommendations

f Note:

I Directly Attached Storage (DAS) is recommended for all Virtual Appliances.
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Chapter 1
Virtual Machine Specifications

Virtual Machine Specifications

ORACLE

Pladorm AR e vebust RAM o Che Type
VT800 20 Mbps 2 8 GB 2.10 Ghz
Hyper-V VT800 200 Mbps 10 10 GB 2.10 Ghz
VT800-128 200 Mbps 10 32 GB 2.10 Ghz
VT800 20 Mbps 4 28 GB 2.4 Ghz DI2 V2
Azure VT800 500 Mbps 8 56 GB 2.4 Ghz DI3 v2
VT800-128 500 Mbps 8 56 GB 2.4 Ghz DI3 v2
VT800 20 Mbps 2 4GB 2.10 Ghz
VT800 1 Gbps 8 8 GB 2.10 Ghz
ESXi VT800 2 Gbps 14 16 GB 2.10 Ghz
VT800-128 1 Gbps 8 32GB 2.10 Ghz
VT800-128 2 Gbps 14 32 GB 2.10 Ghz
M VT800 175 Mbps 8 16 GB 2.10 Ghz
VT800-128 175 Mbps 8 32 GB 2.10 Ghz
VT800 200 Mbps 4 60 GB 2.0 Ghz VM Stand
oCI ard2.4
VT800-128 200 Mbps 4 60 GB 2.0 Ghz Vl;fas;znd
j" Note:

I'For 1 Gbps and 2 Gbps license levels, Intel Xeon E7-8870v4 or better with L3 cache
of 50MB or more is required for expected performance.

Additionally, all Virtual Appliances require:

e aminimum of 180 GB dedicated storage.

j" Note:

Directly Attached Storage (DAS) is recommended for all Virtual Appliances.

* 1 shared or dedicated management interface

# Note:

KVM cannot have a shared management interface

e 1 dedicated, but not more than 7 total, non-management network interfaces

Important: Virtual Appliances required dedicated resources. A Virtual Appliance deployed
without dedicated (pinned) resources may not function as expected.
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Chapter 1
Upgrading from VT800 to VT800-128

Upgrading from VT800 to VT800-128

An existing VT800 instance cannot be converted directly into a VT800-128. To upgrade a site
from a VT800 to a VT800-128, deploy a new virtual appliance and cut over when ready, as
with hardware appliance upgrades.

WAN Optimization System Specifications

WAN Optimization is supported on VT800s running Edge 7.1 or above and VT800-128s
running Edge 7.3 P4 or above at the following levels with the specified resources:

Platform ]]:icvee':se ‘C‘;‘Al‘}:gg VCPUs  RAM &Z%Op ]S)I'ZS;‘ ICnl:tl:Illce
Sessions Type

20 Mbps 8 Mbps 2 8GB 1,500 160GB  NA
Hyper-V 10

200Mbps 100 Mbps o 10GB 5,000 160GB  NA

20Mbps 8 Mbps 4 28GB 10,000 160GB  DSI2 v2
Asure 500 Mbps 100 Mbps 8 (2.4GHz) 56GB 16,000 160GB  DSI13 v2

20 Mbps 8 Mbps 2 8GB 1,500 160GB  NA
ESXi " 16GB

2Gbps  200Mbps ) oo (VTS00-128: 10,000 160GB  NA

32 GB)

f Note:

The maximum number of WANOD sessions is scaled based on available memory. If a
virtual appliance has insufficient dedicated RAM, the maximum number of WANOp
sessions will be lower. Provisioning a virtual appliance below recommended system
specifications will not disable WANOp, but will impact WANOp performance.
Provisioning a virtual appliance below the defined minimum specifications is not
supported.

A warning banner will be displayed in the Web Console if WANOp is enabled on a Virtual
Appliance that does not meet the minimum recommended system specifications. An example is
shown below, on a VT800 with insufficient RAM and VCPUs:

Warning:

= WAN Optimization will likely have degraded performance unless at least 8 GB of RAM are allocated to the appliance. The system
currently only has 4.06 GB.

-

* WAN Optimization will likely have degraded performance unless at least 2 cores are allocated to the appliance. The system currently
only has 1.

For information on how to configure WAN Optimization, please see the WANOp Setup and
Configuration Guide.
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Chapter 1
Support for Virtual Appliances

Support for Virtual Appliances

Before calling or emailing for support, please ensure that your Virtual Appliance deployment
matches the above specifications. Configurations outside of this scope cannot be supported.
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Virtual Appliance Installation

VMware ESXi

ORACLE

Follow these instructions to deploy on VM Ware ESXi.

Prepare to Deploy the Virtual Appliance

j" Note:

You must perform the following procedure from a Microsoft Windows environment.

To acquire the Virtual image for ESXi, open any web browser and go to the Talari Support
site (www.talari.com/support). Login with your Talari Support credentials.

Click the OS Releases link to find the Auto Installers for Virtual Appliances.
Download Full Install for VMWare file for the desired Virtual Appliance.

f Note:

Virtual Machine image files are over 1 GB in size, so the download may take
several minutes to complete.

The vSphere Client is used to manage the VMware server. If you already have the
vSphere Client installed on your workstation, skip to step #D0E852/ REF424211511.
Otherwise, using any browser, navigate to your VMware server's [P Address.

Download the linked executable file on this page for vSphere Client.

2-1
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Chapter 2
VMware ESXi

Figure 2-1 Download vSphere Client

VMware ESXi

Welcome

Getting Started For Administrators

If you need to access this host remotely, use the following program to
install vSphere Client software. After running the installer, start the
client and log in to this host.

vSphere Remote Command Line

The Remote Command Line allows you to
use command line tools to manage

« Download vSphere Client for Windows vsphere from a client machine. These tools
% can be used in shell scripts to automate
To streamline your IT operations with vSphere, use the following day-to-day operations.
program to install vCenter, vCenter will help you consolidate and « Download the Virtual Appliance

optimize workload distribution across ESX hosts, reduce new system
deployment time from weeks to seconds, monitor yvour virtual
computing environment around the clock, avoid service disruptions
due to planned hardware maintenance or unexpected failure,

centralize access control, and automate system administration tasks. Use your web browser to find and
download files (for example, virtual

# Download the Windows Installer {exe)
» Download the Linux Installer (tar.gz)

Web-Based Datastore Browser

6. Run the file that you downloaded in step #D0OE852/ REF290283598, and install the
vSphere Client using the default options.

7. Open the vSphere Client program. At the initial dialog box, enter the IP address of the
VMware server.

8. Enter the User name and Password provided by your server's Administrator and click
Login.

f Note:

A Security Warning screen may appear with a Certificate Warning for an
untrusted SSL certificate. Click Ignore to continue using the default VMware SSL
certificate.
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Chapter 2
VMware ESXi

Figure 2-2 Enter IP address, User name, and Password

vmware

VMware vSphere

Client

@ All vSphere features introduced in vSphere 5.5 and beyond are
available only through the vSphere Web Client. The traditional
wSphere Client will continue to operate, supporting the same
feature set as vSphere 5.0.

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
wCenter Server.

IF address [ Name: |192. 168.39. 150 LI

User name: Iroot

Password: |=========

™ Use Windows session credentials

j" Note:

If you have already configured virtual switches to tie your Virtual Appliance's
LAN and WAN ports to the configured, physical Ethernet ports on the VMware
server or to ports on other VMs housed on the same server, proceed to Deploy The
Virtual Appliance.

If this is the first time you've used the vSphere Client, you may need to click the Inventory
icon. From the Inventory available, click the server's IP address then click the
Configuration tab.

ORACLE
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Chapter 2
VMware ESXi

Figure 2-3 VM Server Configuration Tab

File Edit View Inventory Administration Plug-ins Help
‘Q Home b g8 Inventory b [l Inventory
+

aoE

= [3 [192.168.39.150 localhostlocaldomain VMware ESXi, 6.0.0, 2494585
{5 CL1VTs00

Getting Started | Summary | Virtual Machines ' Resource Allocation | Performance [Jebliifslllenleliy, Users | Events | Permissions

Hardware View: |vSphere Standard Switch

Health Status Networking Refresh  Add Networking... Properties...

Processors
-

Memery Standard Switch: vSuitchd Remove... Properties...
Storage Virtua Port Group Physical Adapters

Networking 1 VM Network 9. B vmnicd 100 Full | 2
Storage Adapters B |1 virtual machine(s) | VLAN ID: All (4095)

Metwork Adapters CL1VT500

Advanced Settings VMkemal Port

Power Management L1 |Management Network

vmk0 : 192.168.39.150

Software fed0::4628:42ff:fe2b:c09e

Licensed Features

Time Configuration
DNS and Routing

Standard Switch: vSwitchi Remove... Properties...
. . Virtual Fon Group Physica| Adaprers
Authentication Services 3| LAN 5w g B vmnic2 1000 Full | 5

Virtual Machine Startup/Shutdown B | L virtual machine(s) | VLAN ID: All (4095)
Wirtual Machine Swapfile Location CL1WT500
Security Profile

Haost Cache Configuration
Sustem Resnures Ressruation Standard Switch: vSwitch2 Remove... Properties...

Recent Tasks Name, Target or Status contains: + Clear X

Name | Target | Status | Details | Initiated by | Requested Start Ti...— | Start Time | Completed Time -

&Y Remove virtual switch B 192.163.39.150 @ Completed roct 6/10/2015 7:26:45 AM  6/10/2015 7:26:45 AM  §/10/2015 7:26:45 AM ||
%Y Updatenetworkconfig.. [J 192.168.35.150 @ Completed root 6/10/2015 7:26:45 AM  6/10/2015 7:26:45 AM  6/10/2015 7:26:45 AM  _

T

10. Click Networking from the left menu then click the Add Networking... link.
11. Choose Virtual Machine as the Connection Type and click Next.

j" Note:

The physical network adapters on the server appliance (vmnicl, vmnic2, etc.) can
only be assigned to a single vSphere standard switch. Once a vmnic is assigned to
a vSphere standard switch, it will no longer be available when creating a new
vSphere standard switch.

12. Click Create a vSphere standard switch, choose one of the available virtual machine
NICs, and click Next.
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Chapter 2
VMware ESXi

13.

14.
15.

16.

17.

Figure 2-4 Create a Switch

T e e

Virtual Machines - Network Access
Virtual machines reach networks through uplink adapters attached to wSphere standard switches.

Connection Type Select which vSphere standard switch will handle the network traffic for this connection. You may also ceate a new
Network Access wSphere standard switch using the undaimed network adapters listed below,

Connection Settings
Summary * Create a vSphere standard switch Speed MNetworks

Broadcom Corporation NetXtreme BCM5720 Gigabit Ethernet
[ B vmnicy Down Mone
[vi BB vmnica Down None
I~ B vmnics Down None

" Use vSwitch0 Speed Metworks
Broadcom Corporation NetXtreme BCM5720 Gigabit Ethernet
I @8 vmrico 100 Full 192.168.44,1-192. 158.47.254
7 Nea wGuritehl

Preview:

Virtusl Machine Port Group

WM Network 2

< Back | MNext > I Cancel |

Give the Virtual Machine Port Group for the switch you created in step #D0E852/
_REF421705929 an appropriate Network Label. If VLAN tags will be used on the
associated appliance port, set the VLAN ID field to All (4095). Click Next.

Confirm that the information for the new virtual switch is correct then click Finish.

If this switch will be attached to the appliance management port, skip to step 18.
Otherwise, after creating the switch, remain on the Networking panel of the Configuration
tab and locate the switch within the panel. You may need to scroll down.

Click Properties... for the switch. Then, from the Ports tab, highlight the Virtual
Machine Port Group and click Edit...

On the Security tab ensure that Promiscuous Mode and Forged Transmits are set to
Accept then click OK.

ORACLE
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Chapter 2
VMware ESXi

Figure 2-5 Configure Promiscuous Mode

General Security lTraFﬁc Shaping I NIC Teaming I

— Policy Exceptions
"
Promiscuous Mode: v |Accept ;[
MAC Address Changes: i |Accept ;I
Forged Transmits: v |Accept ;!

18. Repeat steps #DOE852/ REF421706077 through #D0OE852/ REF321992698 to create a
separate virtual switch for each Virtual Appliance port that will be used in your
deployment.

19. Repeat steps #DOE852/ REF421706077 through #DOE852/ REF321993583, and do not
choose a virtual machine NIC in step #D0E852/ REF421705929, to create a null virtual
switch for Virtual Appliance ports that will not be used in your deployment.

& Note:

Virtual Appliances have 7 network ports. All 7 network ports must be assigned to a
virtual switch even if you do not intend to use all of them in your deployment. A null
virtual switch that is not tied to any physical NIC can be used for this purpose.

Deploy the Virtual Appliance

1. Click File a Deploy OVF Template...

ORACLE 2-6



Chapter 2
VMware ESXi

Figure 2-6 Deploy OVF Template

| ) 192.168.30.150 - vSphen

File | Edit View Inventory Administration Plug-ins

Mew 3

| Deploy OVF Template... I
Export »

Report il localhost.localdo
Print Maps » Getting Started

Exit

entory b [El Inve

What is a Ho

Ahostisaco

Browse to the location of the Talari Appliance VM Image (.ova package) that you
downloaded from the Talari Support site (www.talari.com/support). Select the file and
click Open.

Click Next and a screen will display information for the VM being imported.

Click Next and a screen will display the End User License Agreement. After reading, click
Accept then click Next.

The Name and Location screen displays a default name for the VM. Change the name if
desired and click Next.

Figure 2-7 Name the VM

CETIITIS ]

Name and Location
Specify a name and location for the deployed template

Source Name:
OVF Template Details alari Apliance V800

End User License Agreement
Name and Location

Disk Format

Metwork Mapping

Ready to Complete

The name can contain up to 80 characters and it must be unique within the inventory folder.

< Back | Mext = I Cancel

Accept the default settings on the Disk Format screen and click Next.

On the Network Mapping screen, use the drop-down menus under Destination Networks
to assign the Virtual Talari Appliance ports (Source Networks) to the previously
configured virtual switch port groups. Any port that will not be used in your deployment
must be assigned to the null virtual switch (see step 19 of Prepare to Deploy the Virtual
Appliance). Click Next.

ORACLE
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VMware ESXi

Figure 2-8 Map Networks from Inventory

PESIIETS =)

Network Mapping
What networks should the deployed template use?

Source

OVF Template Details Map the networks used in this OVF template to networks in your inventory
End User License Agreement
Name and Location Source Networks DestinationNetworks -
Digk Format ) Management Network [V Network
Read trkCMaplping Metwork 1
eady to Complete
Metwork 2 LAN 1
MULL
Network 3 WAN 1
Metwork 4 VM Network i
Metwork 5 VM Network
Metwark & VM Netwark i
< T | 3
Description:
The Management Metwark network -

Warning: Multiple source networks are mapped to the host network: VM Network

< Back | Mext > I Cancel

Click Finish on the Ready to Complete screen.

# Note:

Decompressing the disk image onto the server could take several minutes.

Configure the Virtual Machine

1.

If this is the first time you have used the vSphere Client, you may need to click the
Inventory icon, identify the server, and expand its inventory list.

Click the name of your Virtual Appliance's VM in the inventory list.

Click the Summary tab and click Edit Settings underneath the Commands section to
open the Virtual Machine Properties window.

Click Memory from the Hardware tab of the Virtual Machine Properties screen and
ensure that the required amount of memory is configured for the intended performance
level of your Virtual Appliance (see the Virtual Machine Specifications section for
details).

ORACLE
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Chapter 2

VMware ESXi

5.

Figure 2-9 Adjust Memory Size

Hardware |0|:|tior15 I Resources I

[~ Show All Devices Add... | e |
Hardware | Summary

Ml Memory 4096 MB

M cPus 4

Video card Video card

= VMCIdevice Deprecated

@ SCSI controller 0 L5I Logic SAS

2, co/ovD drive 1 Client Device

& Hard disk1 Virtual Disk

BB Network adapter1 WM Metwork

BB Network adapter2 LAN 1

BB Network adapter3 WAN 1

BB Network adapter4 WM Metwork

BB Network adapters WM Metwork

B Network adapteré WM Metwork

BB Network adapter7 WM Network

BB Network adapter8 WM Metwork

4 T |

1011 GB
512 GB
256 GE
128 GEB
64 GE
32 GB
16 GB
SGE

4 GE
Z20GE
1GE
512 MB
256 MB
126 ME
&4 ME
32 MB
16 ME
SMB
4 ME

—Memory Configuration

M3 Memory Size: I 43: IGB vl

<]

r ™
@ Talari Appliance VT800 - Virtual Machine Properties IE'@IQ

virtual Machine Version: 9 /2.

Maximurm recommended for this
guest O5: 1011 GB.

Maximum recommended for best
performance: 16288 MB.

Default recommended for this
guest O5: 1GB,

Minimum recommended for this
guest OS5: 256 MB,

OK | Cancel |

Click CPUs from the Hardware tab of the Virtual Machine Properties screen and ensure
that the required number of cores (i.e., Virtual CPUs) is configured for the intended
performance level of your Virtual Appliance (see Virtual Machine Specifications section
for details). You may configure these cores on a single virtual socket or across multiple

virtual sockets.

ORACLE
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VMware ESXi

Figure 2-10 Adjust the Number of Sockets and Cores

r ™
) Talari Appliance VT800 - Virtual Machine Properties IE'@IQ
Hardware |0|:|tior15 I Resources I Virtual Machine Version: 9 /&

[~ show All Devices Add... | Remave | Mumber of virtual sockets: Iq vl
Hardware | Summary Mumber of cores per socket: I:l vl
Wl Memory 4096 MB
Total number of cores: 4

d crPUs = l ber of
Video card Video card A - —_— | S,

. Changing the number of virtual CPUs after the guest
& VMCIdevice Deprecated 05 is installed might make your virtual machine
@ SCSI controller 0 L5I Logic SAS unstable.
2, co/ovD drive 1 Client Device
& Hard disk1 Virtual Disk The virtual CPU configuration specified on this page
BB Network adapter1 WM Network might violate the license of the guest OS.
BB Network adapter2 LAN 1
BB Network adapter3 WAN 1
BB Network adapter4 WM Metwork
BB Network adapters WM Metwork
B Network adapteré WM Metwork
BB Network adapter7 WM Network
BB Network adapter8 WM Metwork
‘| m | +

OK Cancel

# Note:

The number of virtual sockets should either be 2 or 4, based on the licensed
performance from Virtual Machine Specifications section. The number of cores
per socket must be 1.

6. Click Hard disk 1 from the Hardware tab of the Virtual Machine Properties screen and
ensure that at least 160GB of storage is configured in the Provisioned Size field.
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Figure 2-11 Add Hard Disk

r ™
2)) Talari Appliance VT800 - Virtual Machine Properties Q@lﬂ

Hardware |O|:|tions I Resources | virtual Machine Version: 9 /&,
— Dizk File
I Show All Devices Add... | Remove | I[daiﬁstcnrel] Talari Appliance VT300,Talari Appliance VT300.1
Hardware | summary
W Memary 2096 MB — Disk. Provisioning
@ crus 4 Type: Thick Provision Lazy Zeroed
1 Videocard video card Pravisioned Size: I 40.00 -4 IGB =l
&= VMCIdevice Deprecated Maximum Size (GB): 759.18
@ SCSI controller 0 LSI Logic SAS
25 cD/DvD drive 1 Client Device Virtual Device Node
&= Hard disk1 Virtual Disk
EA Network adapter 1 WM Network ISCSI (0:0) Hard disk 1 ;I
BB Network adapter2 LAM 1
BB Network adapter3 WAN 1 Fols
BB Network adapters4 VM Network: I"" Independent
BJ Network adapters VM Netwark Independent disks are not affected by snapshots.
BB Network adapter VM Network € Ppersistent . i .
BB Network adapter7 VM Network ;heagii.s are immediately and permanently written to
E@ Network adapter 8 WM Network - :
Changes to this disk are discarded when you power
off or revert to the snapshot.

-

L

oK Cancel

Click OK to save the changes to the Virtual Appliance and exit the Virtual Machine
Properties screen.

Start the Virtual Appliance

1.

From the inventory list, make sure your new VM is still selected and power it on by
clicking the green Play icon.

Click the Console tab in the right hand pane of the vSphere Client screen then click inside
the console screen and hit Enter.

# Note:

To exit the console, release the mouse by pressing and holding the Ctrl and Alt
buttons simultaneously.

At the talari login prompt enter the following credentials:
Login: talariuser
Password: talari

The Talari OS level and Host IP are displayed.
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j" Note:

The Virtual Appliance is configured to use DHCP by default. If you want to
manually configure the management IP, follow steps 5 through 9; otherwise, take
note of the Host IP and skip to Configure and License the Virtual Appliance.

Figure 2-12  Virtual Appliance Console Login

File Edit View Inventory Administration Plug-ins Help

@ £y Home b gf] Iventory b [l Inventory
| I - T =
B [ 192.168.39.177 Talari Appliance VT800

['D Talari Appliance VT800
3 TB7-NCN-VTB0D
Gh TB7-VTBOO-MGT-TN

& Tasks root

5.  Run the tcon command to acquire the Talari console.
6. Run the management IP command to enter the set_management_ip prompt.

7.  Run set interface <ip_address> <subnet_mask> <gateway_ip_address> (e.g., set
interface 192.168.44.196 255.255.240.0 192.168.35.2).

8. Run apply.

9. Run main_menu to exit the set_management_ip prompt.

Configure and License the Virtual Appliance

1. Ifyou intend to deploy your Virtual Appliance as a Network Control Node, skip to step 6.
Otherwise, access the Talari Configuration Editor available from the web console of
your Network Control Node or your Oracle SD-WAN Aware instance.

2. From the Talari Configuration Editor, modify your current configuration to include the
Virtual Appliance as a new Site or as an update to an existing Site.

3. Under Sites — [Virtual Appliance Site Name] — Basic Settings, when you choose a
Virtual Appliance model from the Model drop-down menu also choose the correct license
from the License drop-down menu.
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Figure 2-13 Choose Correct Virtual Appliance License from the Configuration
Editor

bp-ncn-t860
bp-cld-wt800
Basic Settings # ?

Appliance Name: Secure Key:
bp-cl4-viB00 6878ebbdfd2a2bdc
Regenerate
Model: =

VTE00

'

Mode:
secondary NCN %

L

Custom Rate
v Unlimited

Mo License

20Mbps

40Mbps ' Cost:

200Mbps

[

Gateway ARP Timer (ms):

4 Py

Enable Source MAC Learning

Apply = Close

Stage the modified configuration on your network as you would any other configuration
change.

Download the staged Appliance Package for the Virtual Appliance to your local
workstation.

j" Note:

At this point, if desired, continue and complete the Change Management process to

activate the configuration changes across Edge in preparation for the Virtual
Appliance addition.

6. Open any supported browser and navigate to the management IP of the Virtual Appliance.

At the Login prompt enter the following credentials and click Login:
Login: talariuser Password: talari
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7. Request a license for the Virtual Appliance by submitting the Hardware Identifier (found
on the Home page when you log in) to your Talari Sales Representative. Your Sales
Representative will issue a Talari License file based on the performance level you
specified.

j" Note:

If you have a pre-prepared Appliance Package for the Virtual Appliance, continue
with step 8. If you do not have a pre-prepared Appliance Package for the
Appliance, click Advanced Config to manually configure and license your Virtual
Appliance.

8. Under One Touch Start, click Browse and select the pre-prepared Appliance Package
from your workstation.

Figure 2-14 Oracle SD-WAN Edge Software Home Screen

One Touch Start
Na file selected.
Advanced Config @ NCN @ Client

For documentation, visit Talari Support (registration required).

Systemn Status

Name:

Model: VT200

Management IP Address: 152.168.200.253

Software Version: RS_1_TNET_04112016

05 Partition Version: 46

Hardware Identifier: 5640d4c35-305d-1574-ec81-1a887475b80d

9. Select Client or Network Control Node (NCN) and click Apply Package.

10. Once the Appliance Package is uploaded the Client Setup Complete (or NCN Setup
Complete) page will be displayed.

Figure 2-15 Client Setup Complete

Client Setup Complete

You have selected Client Mode, and have successfully uploaded the appropriate registry and software package. Next, please upload the license file for this af
the license is successfully uploaded, it will be safe to enable this appliance.

Mo file selected.

’ Upload License ] ’ Return to Home

For documentation, visit Talari Support (registration required).

ORACLE’ 2-14



Chapter 2
VMware ESXi

f Note:

The service starts automatically, but before you can take advantage of the
performance level you purchased a license for, you must upload the license to the
Virtual Appliance. An unlicensed Virtual Appliance will override the permitted
rates of all configured WAN Links so their total does not exceed 10 Mbps full-
duplex (i.e., 20 Mbps total).

11. Download the License file issued by your Talari Sales Representative to your workstation.
From this page or the Manage Appliance — License Information page, click the Browse
button and choose the License file you downloaded.

12. Click Upload License. The page will reload to display your License Information.

Figure 2-16 Successfully Licensed Virtual Appliance

Manage Appliance License Information Talari Support

— Upload License for this Appliance

Upload a license file te this appliance.
Filename: Choose File | No file chosen
Upload
Talari service must be restarted for license file to take effect.

— License Information

Issued To: Chris Parsons

Unique Identifier: 564db762-bd5a-f04d-fc91-6f701cc637c
Model: V1800

Capacity: Unlimited

License Identifier: 6f52213d220e42775f00f5096e9981a3

— Download License for this Appliance

Atext file containing the signed license for this appliance

Download

[ System Info

Hardware Model; VTBOD
Software Version: R7_1_GA_11142017
Hardware |dentifier: 564db762-bd5a-f04d-fc91-6f701cc6637¢

f Note:

In order for the license to take effect, the Service must be restarted.

Troubleshooting VM Permissions

If you encounter permissions issues attempting to run a Virtual Appliance on VMware ESXi,
highlight the Virtual Machine from the server's Inventory list and click the Permissions tab to
verify that the correct users have Administrator access to the Virtual Appliance. If the necessary
users are not listed and/or their role is not set properly, you must contact your VMware server's
administrator for help.
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File Edit View Inventory Administration Plug-ins Help

E @ |E} Home b gF] Inventory b [l Inventory
g @
B [ [192.168.200.254

3 Aegis VTE00
3 DocTestyM

unknown-lab-192-168-44-156.talari.local VMware ESX|, 6.0.0, 3029758

Getting Started | Summary | Virtual Machines ' Resource Allocation ' Performance ' Configuration ' Users | Events [EEquitHIGE

E&h Meridian VTEOD User/Group | Role ‘ Defined in |
3 Talari APN Aware 8 vpxuser Administrator This objed

8 deui Administrator This objed

8 root Administrator This objed

Microsoft Hyper-V

Virtual Appliances deployed on Microsoft Hyper-V are subject to the following configuration
limitations:

*  Hyper-V does not support layer 2 bridging; therefore, the Passthrough Service is not
supported in Virtual Appliances deployed on Hyper-V.

*  Hyper-V does not support multiple VLANS to use a single virtual interface, therefore only
one VLAN can be supported on an Interface Group.

Important: When shutting down Virtual Appliances deployed on Hyper-V, use the “Shut
Down” option rather than the “Turn Off” option to ensure graceful shutdown. If the “Turn Oft”
option is used, the Virtual Appliance may not start up properly.

Deploy the Virtual Appliance in Hyper-V

1. Open Server Manager, select the Tools pull-down menu, and click Hyper-V Manager.
This will open the Hyper-V Manager window.

. A |

Server Manager * Dashboard Manage  Tools

Component Services

Computer Management

ROLES AND SERVER GROUPS
i Dashboard i g it Defragment and Optimize Drives

- Roles:2 | Servergroups: 1

B Local Server Event Viewer

= == File and Storage = Hyper-V M:

W& All Servers n 1 B Hyper-v ] § Local server ] yper-V Manager]
Services e iSCS! Initiator

@ Manageability ® Manageability (® Manageability Local Security Policy

‘ODBC Data Sources (32-bit)

(ODEC Data Sources (64-bit)

Performance Monitor

R File and Storage Services b

B Hyper-v
Events Events Events
Performance Services Services
8PA results Performance Performance Resource Monitar

R reais BPA results Security Configuration Wizard
Services
System Configuration
System Information
Task Scheduler
Windows Firewall with Advanced Security
Windows Memory Diagnostic
Windows PowerShell
‘Windows PowerShell (x86)
Windows PowerShell ISE
‘Windows PowerShell ISE (x86)
Windows Server Backup

1 E R SR .

2. In the Hyper-V Manager window, make sure your server is selected from the dropdown list
in the left. Select New, and then Virtual Machine. This will open the New Virtual
Machine Wizard.
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5.

File Action View Help
w7 @
25 Hyper-V Manager I
BWINP New v| | Virtual Machine..
 Import Virtual Machine... Hard Disk... U Usage
Hyper-V Settings... Floppy Disk... [ Import Virtual Machine...
Virtual Switch Manager... [#) Hyper-V Settings...
:Vm"BISANMBMQH'" % Virtual Switch Manager..
Edit Disk... ] Virtual SAN Manager...
| Inspect Disk... T 4 Edit Disk...
Stop Service &l Inspect Disk...
R 5
iAok (m) Stop Service
Refresh
I The selected vitual machine has no checkpoi | 7 Remove Server
i »
e 3 Refresh =
el View »
Help
=i Connect...
Aware-T5000 1 Setings...
(=) Turn Off...
Created:  12/31/1600 4:00:00 FM WSt | &) Gt Down
Version: 50 Hear
Generation: 1 Inteq @ Save
lotes: None Serv | ] Pause
P Reset m
Za Checkpoint
Summary | Memary | Networking [ Replication | 2 Move..
<] ] | [>]] & Export... x|

Opens a cascading menu specifying objects which can be created on this server.

Review the Before You Begin tab, then click next.

On the Specify Name and Location tab, type an appropriate name for your virtual
machine into the name box. Click Next.

Before You Begin

Specify Name and Location

Specify Generation

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

Specify Name and Location

Choose a name and location for this virtual machine.

The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
identify this virtual machine, such as the name of the guest operating system or workload.

Name:  [vTB00| |

“You can create a folder or use an existing folder to store the virtual machine. If you don't select a
folder, the virtual machine is stored in the default folder configured for this server.

[[] store the virtual machine in a different location

Location: |C :\ProgramDataMicrosoft\Windows\Hyper-v| | | Browse...

& If you plan to take checkpoints of this virtual machine, select a location that has enough free
space, Chedkpoints indude virtual madhine data and may require & large amount of space.

On the Specify Generation tab, ensure that Generation 1 is selected and click Next.
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Specify Generation

Before You Begin Choose the generation of this virtual machine.
Specify Name and Location ® Generation 1
5 y Generation This virtual machine generation provides the same virtual hardware to the virtual machine as in
Mt previous versions of Hyper-V.
Configure Networking O Generation 2

) This virtual machine generation provides support for features such as Secure Boot, SCSI boot, and
o ce il e Dl F¥E boot using a standard network adapter. Guest operating systems must be running at least

Installation Options Windows Server 2012 or 64-bit versions of Windows 8.
summary & Once a virtual machine has been created, you cannot change its generation.
|<P:ew'mss||NE)¢t>|| Finish ||Cancd |

6. On the Assign Memory tab, chose the appropriate amount of memory necessary for the
Virtual Appliance being deployed and input that value into the Startup memory box.

Confirm “Use Dynamic Memory for the virtual machine” is not selected, then click Next.
i. 107168 77 7 - g X

File Action View Help

@« 7@ 1=

33 Hyper-V Manager |
3 WIN-QSE7HNEB3RN Virtual _ : =
e New 3
s £ Import Virtual Machi
5 TelaiC4 - [ Import Virtual Machine...
ety [ Hyper-V Settings...
B 1 Virtual Switeh Manager...

Before You Begn Speciy the amount of memery to alocate to i virtual madhine. You can specify an amount from 32 al Virtual SAN Manager...

Spedfy Name and Locaton e g e o EditDisk..

ceachidmenin Startup memory: 8 L Inspect Disk...
Check [T use Dynamic vemory for this vrtual machine.] .g (W) stop Service

PO s . R Server
Connect Virtual Hard Disk © vineny assgnto Comie Teo you Kot 10 1= | | % Remove Server
use G Refresh
Instalation Options ‘
Summary View »
H Help

Talari-CL
. <previous || next> ||[ Fnsn | [ cancel
Summary | Memory | Networking [ Replication |

e

7. On the Configure Networking tab, select a Virtual Switch to connect to the default
network adapter. This network adapter will be used as the management interface for the
Virtual Appliance. If you have not yet configured any Virtual Switches, you may leave the
network adapter disconnected for the moment. Click Next.
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Configure Networking

Before You Begin
Spedfi Name and §oation wirtual switch, or it can remain disconnected.

Each new virtual machine indudes a network adapter. You can configure the network adapter to use a

Connection:

Specify Generation Intel(R) 1350 Gigabit Network Connection - Virtual Switch

Assign Memoary

Configure Networking

Connect Virtual Hard Disk
Installation Options
Summary

8.  On the Connect Virtual Hard Disk tab, select the "Attach a virtual hard disk later" option
and click Next.
i -3 x
File Action View Hdl?
« = 2
3 Hyper-V Manager Actions I
3 WIN-QSE7HNBB3RN Virtual Iiili EE iiiiii| ii
o New »
e b (& Import Virtusl Machine...
& Toan 04 ﬁ] Connect Virtual Hard Disk [ Hyper-V Settings..
ks ¥1 Virtual Switch Manager...
Before YouBegn Avirtual machine that system, the @ Virtual SAN Manager...
T Storage now or configure it later by modying the virtual machine’s properties, b EfaDise
Bty Gt O Create a virtual hard disk {5 Inspect Disk...
Assin Mesory Borh W Arnih v = —— | @ stopservice
Checkpol  Confioure Netwarking Name:  [New Virtua Machne.vidx ] 18 | X Removeserver
F | T ... s nscanmsroe st || s G s
P [ 127 6B (aximam: 6478) View »
O Use an existing virtual hard disk He
Use this option to attach an existing virtual hard disk, either VHD or VHDX format. |Tatai-cz v
Location: [C:\Users'PubliciDocuments\iyper ¥ \Virtual Hard Disks\ ][ erowse...
to skip this. attach an existing
Talari-CL
. [<rrevous ||| wext> J|[ enen | [ comee |
Surmary | Memary [ Networking | Rephcafion |
= &
9. On the Summary page, review the information for accuracy then click Finish.
10. The next step is to use the Virtual Switch Manager to configure Virtual Switches for the

network interface ports. If this has already been done for other virtual machines on the

server, skip to the next step.
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a.  On the Hyper-V Manager window, select the server and from the dropdown then select
Virtual Switch Manager.

Virtual Machines
Mame <

3 New Vinual Machine
§ TaseCL3
FR

CPUUsage  Assigned Memory  Uptime Status

3% o v & Import Virtusl Machine.
4% 409 MB 222581 [#] Hyper-V Settings..
FT Virtual Switch Manager...

By

il Virtual SAN Manager...

i Edit Disk...

&5 Inspect Disk...
@ Stop Service
Checkpoints @ =

The selected vtual machine has no checkpors b Bitish
View »

B Hep
vi B ;
= Connect...
i settings...
© sur
| | s Checkpoint
{ | & Move..

Created:  4/1B/2016 10:4742 AM Clustered: Mo &) Export..

New Virtual Machine

=] Rename..
i Delete...
1 Enable Replication..

H Hep

Displays the Import Wizard.

e &

a. Select New Virtual Switch, make sure External Network (for connection to external
Ethernet ports) is selected under type, and click Create Virtual Switch.

b. Inthe Name box, choose an appropriate name for the Virtual Switch (i.e. MGT, WAN,
or LAN).

¢.  Under Connection Type, choose the physical NIC this Virtual Switch will represent.
Disable the "Allow management operating system to share this network adapter"
option, unless this is the management NIC and you would like it to be shared among
VMs.

d. Under VLAN ID, allow tagging and choose the VLAN if required, click Apply.
H S bR —

cenn o ey e

25 Hyper-V Manager £ o
[ WIN-QSETHNEB3IRN Virtual i 1
v -y @ ol gge2ian | Mame:
i-:w Broadcom Netireme Gigabit Ether. ”mwwusmm ] ‘ New »
ER e = Impert Virtual Machine...
§ Talan04 - Hyper-V Settings...
™ Virtuial Switch Manager..
# Wty Ggitgt =z
Broadcom Virtual SAN Manager...
PEpep e & dit Disk..
=T - Inspect Disk...
T = Stop Senvice
Checkpoints
Refresh
[ Enable single-root 1/0 virtuakzation (SR-10V) 2
View »
© tnternal network
© Private network. Help
WAND wVinual Machine
[] Enable Connect..
Settings.
s Start
Chy int
New Virtual Maf 2 i
Move...
o} Bport..
B Rename...
Gel & sraov i An external
ol alor private Delete...
switch.
Enable Replication...
Hel
o | [Comed [y | ||I™°

e. Repeat these steps for each NIC that will be used on the virtual appliance. Then, click
OK. In a typical deployment the virtual appliance will require a minimum of three
NICs — Management, LAN, and WAN.

11. Back on the Hyper-V Manager window, select the new virtual machine and click Settings.
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[vraco v 4G
& Hardware 4[| Add Hardware -
& 505 You ean use this setting to add devices to your virtual machine.
Boot from CD Select the devices you want to add and dick the Add button. o
B femory T " New 3
oy Ntyvork Adapter [% Import Virtual Machine...
= 3 Pracessor Legacy Hetwork Adspter 7
1 Virtual processor Fibre Channel Adapter [ Hyper-V Settings.
g IDE Controller 0 RemoteF: 30 Yideo Adapter Z1 Virtual Switch Manager
& [ IDE Contraller 1
3 | Virtual SAN Manager...
§# DVD Drive B 9
N A EditDisk..
&2 scs1 Controller You can increase the storage avaiiable to  virtual machine by adding a SCSI controller
and attaching virtual hard disks to it. A SCSI controller requires integration services in Inspect Disk,
& [ Network Adapter the guest operating system. Do not attach a system disk to a SCSI controller, System .
Intel(R) 1350 Gigabit Network Con... disks must be attached to an IDE contraller. (®) Stop Service
i
i g 7 Remove Server
T comz T3 Refresh =
None
Vi 4
Diskette Drive il
Nane Help
# .
] rae | 800 = |
VT800 =3 Connect..
%2 Integration Services uf I
7 Seftings.
Some services offered L | == g5
(&1 Checkpoint File Location @ Start
€:\ProgramData Microsoft\Windo. . ~
i Smart Paging File Location iy Checkpoint
C:\ProgramDats MicrosoftiWindo... 5 Move..
9 Automatic Start Action %
Restart if previously running =l Export..
Ta) Automatic Stop Action | |=I Rename.. =
e {-| S Delete
B
[ oK | e [ e | B8 _Enahia Renkcstinn ¥

a. In the settings window for your virtual machine select the IDE Controller 0 from the
Hardware dropdown menu. Ensure that Hard Drive is selected and click Add.

File Action View Help

«= 27 BE

55 Hyper-V Manager
8 WIN-QSE7HNGBIRN

Checkpoints

New Virtual Ma¢

New Virtual Machine Y4

Virtual il A Hardware
- 1 1 Add Hardware
& BIos

Name
B New Veus Mochn oot fiam
i Temcls B Memory
i Tanas 4036 ¥
@ [ Processor
1 IDE Controller 0
= & IDE Controler 1
€ v Drive
None
65 5CSI Controller
@ § Network Adapter

4 Management
(] Name

Noew Virtual Machine
% Integration Services

Some services offered

3] Checpoint File Location
¢ Moty

VPrograr vindo...
2 smartr
o

15 1DE Controller

You can add hard drives and CD/DVD drives to your IDE controler.
Select the type of drive you want to attach to the controler and then dick Add.

VD Drive

ive to use a
you attach the drive to the controler.

i |

C

Settings...
Start

Checkpoint

Move.

Export.

Rename...

Delete...

Enable Replication...

Help

=

Appliance is stored on the server. Click Apply then OK.

12. Under Media, choose Virtual Hard Disk and browse to where the .vhd for the Virtual

13. Go back to your virtual machine Settings window. You will notice that one network

adapter has already been created during the VM deployment. This network adapter
provides management connectivity for the Virtual Appliance. If it is not connected to the
Virtual Switch designated for management traffic, select that Virtual Switch from the
dropdown and click Apply.

14. You will need to create network adapters for the remaining data ports that will be used on

your Virtual Appliance. Select Add Hardware from the Hardware dropdown menu, then
choose Network Adapter and click Add.
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File Action View Help

« = 2z BE

33 Hyper-V Manager
{3 wiN-QsE7HNgBIRN

New Virtual Mag

£ 50

Summary_| Memory

= il 1D€ Controller 0
@ e Hard Drive
Talari CL3.vhdx
& 5 IDE Controller 1
& DVDDrive
None
I 5Csl Controller
U Network Adapter
Gg#3Mgt
@ § Network Adapter
Mot connected

(L] Name
New Vitual Machine
(7] Integration Services
Some services offered
] Chedkpoint File Location

5 Smert Pagng File Location

C:\ProgramData\Microsoft \Win...

C:\ProgramDataMicrosoft\Win. ..

You can use this setting to add devices to your virtual machine.
Select the devices you want to add and dick the Add button.
SCSI Controller

Legacy Network Adspter
Fibre Channel Adapter
RemoteF). 30 Video Adapter

A network
services in the quest operating system.

Connect...

Settings...

Start

Checkpoint
Move...

Export.

Rename...

Delete...

Enable Replication...
Help

=

15. Choose the appropriate previously configured Virtual Switch for the desired physical port
from the dropdown menu. If VLAN tagging will be used on this port, select the Enable
virtual LAN identification button. Click Apply and repeat for each virtual machine port.

File Action View Help

« = #[E 3=

Hyper-V Manager
53 Hyper £)
3 win-QsE7HNBE3RN

New Virtual Machine ¥4 PG

Click OK when all network adapters have been created.

Virtual Machinej |2 Hardware ~ | @ Network Adapter
lNiA ] Add Hardware
Il & Bios Specify the of remove the
5 Mew vl Maching Boot from €D [
§ e = vemory oig#4-WaAN v]
g Taance 03618
@ [ Processor ©
1 Whel processor 7] Enable virtual LAN identification
I8 1E Controller 0 “The VLAN identifier specifies the virtual LAN that this virtual machine wil use for all
& @ Hard Drive network communications through this ne twork adapter
Talari-CL3. vhdx
= 8 108 Convollr 1
R {4 DvDDrive }
Checkpoints Bandwith Management
| Checkpoints | 5 scs1 Controller s ] Enable bandwidih management
* Network Adapter
¢ i Specify how this netwerk adapter utiiz=s network bandwidh, Both Miimum
o Banduwidth and Maximum Bandwidth are measured in Megabits per second.
® § Network Adapter
ot connected Miimum bandwidth: 0 wbps
® U Network Adapter N .
gig#a-WAN Maximum bandnidth: o] wbps
oMt @ 7o leave the minimum or maximum unrestricted, specify 0 as the value.
Nene
7 com2 Toremove the. from this vir dickR
None
| etmeome
i Nene
New Virtual Ma @ Use a legacy network adapter instead of this network adapter to performa
2 1 i fon of the when integration
o 1] Name services are notinstalled in the guest operating system.
New Virtual Machine
Vel 7] Integration Services
Gel Some services offered
Hof 31| Checkpoint File Location
C:\ProgramData\Mcrosoftivn... |
o | [ comed | heey ]

Summary [Memory TH|

Connect...

Settings.

Start

Checkpoint

Move.

Export.

Rename...

Delete...

Enable Replication...

Help

F]

16. Finally, the Memory Weight for the Virtual Appliance must be set to High. Select Memory
from the Hardware dropdown menu. Ensure that the slider for Memory Weight is set to
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High, then click Apply.

4 Hardware

¥ Add Hardware
& BIOS
Boot from CD

6 Memory
4096 MB

Processor
1 Virtual processor
= EE IDE Controller 0
® & Hard Drive

= Ef IDE Controller 1
4* DVD Drive
Physical drive D:
B sCsI Controller
U Network Adapter
MGT

[ Network Adapter
LAN

0 Metwork Adapter
WAN

0 Network Adapter
LAN-2

I Network Adapter
WAN-2

T com1

MNone

¥ com2

MNone
[ Diskette Drive
MNone

3]

3]

i

®

A M

e
nent

vt800v1_hyperv_dynamic_...

TB&-NT300-.33.40

8 Memory

You can configure options for assigning and managing memory for this virtual machine.
Specify the amount of memory that this virtual machine will be started with,
i idens [ o] s
Dynamic Memory
You can manage the amount of memory assigned to this virtual machine
dynamically within the specified range.

[] Enable Dynamic Memary

| 512| MB
1048576| ME

Specify the percentage of memory that Hyper-V should try to reserve as a buffer
Hyper-V uzes the percentage and the current demand for memory to determine an
amourtt of memory for the buffer,

Minimurn RAM:

Maximum RAM:

Memory buffer: 20 ----- I oy,

Memory weight
Spedfy how to prioritize the availability of memory for this virtual machine
compared to other virtual machines on this computer,

Low Uﬁd”

i Sspedifying a lower setting for this virtual machine might prevent it from
starting when other virtual machines are running and available memory is low.

ﬁ}, Some settings cannot be modified because the virtual machine was running when
this window was opened. To modify a setting that is unavailable, shut down the
virtual machine and then reopen this window.

Lok || cacel [[ apy |

17. At this point the Virtual Appliance is ready for boot. Click Start from the VM's dropdown
menu, then Connect to console into the device.

File Actien Vi Help
e
33 Hyper-V Manager Actions
3 WIN-QSE7HNEB3RN | Virtual Machines
| Name 5 State CPUUssge  Assigned Memory  Uptime Status
-] New Virtual Machine Off
3 Taancls Running 4036 MB 2231330 i Connect..
3 Talancu4 Running 4036 MB 2231328 5 setings..
© Start
s Checkpoint
5 Move..
». Bxport..
Rename...
jChecknolats @| |4
Gk Delete..
The selected vitual machine has no checkpoirts 48 Enable Replication...
Help

New Virtual Machine

Version: 50
Generation: 1

Notes: None.

Created:  4/18/2016 10:47.42 AM

Clustered:  No

sm‘mlmlw‘

1.

)

Verify that the Virtual Appliance boots properly by hitting return to get the login prompt.
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e Talari-CL3 on WIN-QSETHNS8B3RN - Virtual Machine Connection [ = | B E

Filte Action Media Clipboard View Help

S O@O@O0 N k|

P talari ttyl

Debian GMU/Linux

an GNU/Linux
login:

an GHUAL inux
login:

an GHUAL inux

Status: Running

2. Log into the Virtual Appliance using the default credentials (talariuser/talari) and
determine the management IP address as displayed at login as Host IP. If DHCP is not
configured for this Ethernet segment, there will not be an IP address displayed at login (see
below) so the user will have to manually configure the management IP address on the

Appliance.

l: = | O m

VT800 on WIN-PK84MMUPSLG - Virtual Machine Connection

File Action _Medla Clipboard  View Help

S O0POO|N I i

Debian GNUALInux 7 talari ttul
Commit in
m with orde

Debian GNUALinux 7 talari ttyl

i root

Status: Running

To manually configure a management IP address on the Virtual Appliance:
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Run the tcon command to acquire the console.
Run the management_ IP command.

At the set_ management_ip> prompt type set interface followed by the IP, subnet mask,
and gateway (e.g., set interface 172.16.28.31 255.255.255.0 172.16.0.6).

Hit Enter.
Type apply and hit Enter.

Run main_menu to exit.

Once access to the management IP has been confirmed, you may configure and license the
Virtual Appliance.

Configure and License the Virtual Appliance

1.

If you intend to deploy your Virtual Appliance as a Network Control Node, skip to step 6.
Otherwise, access the Talari Configuration Editor available from the web console of
your Network Control Node or your Oracle SD-WAN Aware instance.

From the Talari Configuration Editor, modify your current Configuration to include the
Virtual Appliance as a new Site or as an update to an existing Site.

Under Sites — [Virtual Appliance Site Name| — Basic Settings, when you choose a
Virtual Appliance model from the Model drop-down menu, you will also be given the
option to choose the correct license from the License drop-down menu.
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[#} bp-ncn-t860
bp-cld-wt800
Basic Settings # 7

Appliance Name: Secure Key:
bp-cld-viBOD 687Bebbdid2a2bdc

Regenerate
Model: £

WTBO0O : Mode:

secondary NCN &
Custom Rate
¥ Unlimited
Mo License
20Mbps
40Mbps ¢ Cost:

200Mbps

aw

Gateway ARP Timer (ms)
1000

L FLELY

Enable Source MAC Learning

Apply = Close

4. Stage the modified Configuration on your network as you would any other configuration
change.

5. Download the staged Appliance Package for the Virtual Appliance to your local
workstation.

6. Open any supported browser and navigate to the management IP of the Virtual Appliance.
At the Login prompt enter the following credentials and click Login:
Login: talariuser Password: talari

7. Request a license for the Virtual Appliance by submitting the Hardware Identifier (found
on the Home page when you log in) to your Sales Representative. Your Sales
Representative will issue a License file based on the performance level you specified.
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f Note:

If you have a pre-prepared Appliance Package for the Virtual Appliance, continue with
step 8. If you do not have a pre-prepared Appliance Package for the Virtual Appliance,
click Advanced Config to manually configure and license your Virtual Appliance.

1.  Under One Touch Start, click Browse and select the pre-prepared Appliance Package
from your workstation.

Home

One Touch Start

Mo file selected.
Advanced Config @ MNCM O Client

For documentation, visit Talari Support (registration required).

B B

System Status

MName:

Model: VTEO0

Management IP Address: 192.168.200.253

Software Verslon: RS_1_TNET_04112016

05 Partition Version: 4.6

Hardware |ldentifier: 564d4c35-305d-1574-ec81-fa587475b80d

2. Select Client or Network Control Node (NCN) and click Apply Package.

3. Once the Appliance Package is uploaded the Client Setup Complete (or NCN Setup
Complete) page will load.

Client Setup Complete

You have selected Client Mode, and have successfully uploaded the appropriate registry and software package. Next, please upload the license file for this appliance
the license is successfully uploaded, it will be safe to enable this appliance.

Nao file selected.

[ Upload License ” Return to Home

For documentation, visit Talari Support (registration required).
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f Note:

The Service starts automatically, but before you can take advantage of the performance
level you purchased a license for, you must upload the license to the Virtual Appliance.
An unlicensed Virtual Appliance will override the permitted rates of all configured
WAN Links so their total does not exceed 10 Mbps full-duplex (i.e., 20 Mbps total).

Download the License file issued by your Sales Representative to your workstation. From
this page or the Manage Appliance — License Information page, click the Browse
button and choose the License file you downloaded.

2. Click Upload License. The page will reload to display your License Information.

Manage Appliance License Information Talari Support

— Upload License for this Appliance

Upload a license file to this appliance.

Filename: Choose File | No file chosen
Upload
Talari service must be restarted for license file to take effect.
— License Information
Issued To: Chris Parsons
Unique Identifier: 564db762-bd5a-f04d-fc91-6i701cc637c
Model: VTB00
Capacity: Unlimited

License Identifier: 6f52213d220e4a775f00f509629981a3

 Download License for this Appliance

A text file containing the signed license for this appliance

Download

r System Info

Hardware Model: VTEOD
Software Version: R7_1_GA_11142017
Hardware Identifier: 564db762-bd5a-f04d-fc21-6f701cc6637c

;" Note:

In order for the license to take effect, the Service must be restarted.

) Important:

When shutting down Virtual Appliances deployed on Hyper-V, use the “Shut Down”
option rather than the “Turn Off” option to ensure graceful shutdown. If the “Turn Off”
option is used, the Virtual Appliance may not start up properly.

Microsoft Azure

ORACLE

Virtual Appliances deployed on Microsoft Azure are subject to the following configuration
limitations:

Azure does not support layer 2 bridging; therefore, the Passthrough Service is not
supported in Virtual Appliances deployed on Azure.
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*  Azure supports one subnet per virtual interface, therefore only one VLAN can be
supported on an Interface Group.

j" Note:

This document describes a basic setup of a Virtual Appliance in the Microsoft Azure
cloud, at a single Azure location, within a single VNET. For assistance with deploying
more complex Azure configurations, please contact support.

Prerequisites for Microsoft Azure

*  Administrative access to your Azure Portal

e Active Azure Subscription & Azure Location

*  Active Registration to the following Resource Providers:
—  Microsoft.Network
—  Microsoft.Compute
—  Microsoft.Storage

*  Sufficient amount of compute resources available in the Resource Group that you are
deploying in (ex. Number of vCPUs available)

e Azure Express Route (if required)

Prerequisites

e A valid license

— In order to acquire a license, you will first need to spin-up the new appliance so that
you can obtain the UUID of the appliance.

—  Once a UUID has been obtained from the appliance, please contact your Account
Team who will assist you with procuring a valid license that will need to be applied to
the Virtual Appliance before service can be enabled.

*  An Appliance Package for the specific site being deployed (available from your NCN's
Change Management Page once the configuration containing the new site has been staged

Supported Topologies
There are 3 basic topologies supported for Microsoft Azure:

1. Single WAN Link Using Azure Public IP Address
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Figure 2-17 Sample Topology for Single WAN Link using Azure Public IP Address

Public Internet

-
Single Azure VNET Configured Azure public IP

WAN Subnet
Ex: 10.0.1.8/29

Talari Virtual Appliance WAN NIC
Port2 Ex: 10.0.1.12 attached to public IP

Talari Virtual Appliance MGT NIC
Ex: 10.0.0.10

Talari Virtual Appliance (VT800)

Port1 Talari Virtual Appliance Talari LAN NIC
Ex: 10.0.1.4

Talari LAN Subnet
Ex: 10.0.1.0/29

User Defined Route(s) attached to Company LAN subnet:
Ex: 0.0.0.0/0 NH: 10.0.2.11
Default route to the Talari Virtual Appliance

Company LAN Subnet
Ex: 10.0.0.0/24

(&

Single WAN Link Using Azure Express Route

Figure 2-18 Sample Topology for Single WAN Link using Azure Express Route

Azure Express Route Peering to ISP
Routes Shared via eBGP

(Single Azure VNET ( Company Virtual Network Gateway Subnet )
WAN Subnet
Ex: 10.0.1.8/29
Talari Virtual Appliance WAN NIC
Port2 Ex: 10.0.1.12

Talari Virtual Appliance MGT NIC
Ex: 10.0.0.10

Talari Virtual Appliance (VT800)

Port1 Talari Virtual Appliance Talari LAN NIC
Ex: 10.0.1.4

Talari LAN Subnet
Ex: 10.0.1.0/29

Ex: 0.0.0.0/0 NH: 10.0.2.11
Directs all LAN traffic through the Talari Virtual Appliance

Company LAN Subnet
Ex: 10.0.0.0/24

.

User Defined Route(s) attached to Company LAN subnet:

Dual WAN Link using Azure Public IP address and Azure Express Route
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Figure 2-19 Sample Topology for Dual WAN Links with Azure Public IP and Azure
Express Route

Azure Express Route Peering to ISP

Routes Shared via eBGP Public Internet

(Single ( Company Virtual Network Gateway Subnet 10.0.4.0/24 ) Configured Azure public IP )
Azure VNET
Talari ExpressRoute WAN Subnet Talari Internet WAN Subnet
Ex: 10.0.1.8/24 Ex: 10.0.1.16/29

Talari Virtual Appliance ExpressRoute WAN NIC Talari Virtual Appliance Internet WAN NIC

Ex: 10.0.1.12 (_Porz ) (_Pora ) Ex: 10.0.1.20
Talari Virtual Appliance MGT NIC

Ex: 10.0.1.10 Talari Virtual Appliance (VT800)
Port1 Talari Virtual Appliance Talari LAN NIC
Ex: 10.0.1.4
Talari LAN Subnet
Ex: 10.0.1.0/29

User Defined Route(s) attached to Company LAN subnet:
Ex: 0.0.0.0/0 NH: 10.0.2.11
Default route to the Talari Virtual Appliance
Company LAN Subnet
Ex: 10.0.0.0/24

Deployment Notes

1.

Standard deployment of the Virtual Appliance with a single public WAN Link requires two
Public IP Addresses:

a.  One for permanent use by the WAN VIP.
b. One for permanent or temporary use by the MGT IP:

i.  Permanent Public IP — if you wish to have the MGT accessible via Public IP
permanently.

ii. Temporary Public IP — if you wish to temporarily access the Virtual Appliance
and then remove the Public IP access once Conduit MGT access has been
established.

The Azure Virtual Appliance requires dedicated LAN and WAN subnets for Talari use
only.

Other subnets that exist in your Azure environment can be connected to the LAN subnet
via User Defined Routes.

If Internet service is required at the Virtual Appliance site, the Configuration must utilize a
Dynamic Outbound PAT to the Public IP Address of the Virtual Appliance's WAN VIP.

IP forwarding must be enabled on all Azure NICs connected to the Virtual Appliance, with
the exception of the MGT NIC.

All required NICs must be attached to the Virtual Appliance prior to enabling the service
on the virtual appliance.

If requirements dictate more complex topologies, please consult with Talari to ensure
supportability.

VM Size Requirements

Choose a VM size most appropriate for your deployment scenario and performance
requirements. Deploying a virtual machine that does not meet the requirements is not
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supported. Additionally, this may result in instability and/or suboptimal performance of the
Virtual Appliance.

Addressing Guidelines and Planning

Before creating or appropriating Microsoft Azure resources, determine how many IP subnets
will be required by reviewing the supported topologies discussed above along with your
configuration needs. For standard deployment, define a minimum of:

1. A unique Address Space for the Virtual Network (VNET).

2. Atleast one Company LAN subnet for company assets contained within that VNET.

3. A unique, LAN subnet contained within that VNET.

4. A WAN subnet contained within the VNET for each WAN Link.

5. LAN & WAN VIPs for the Virtual Appliance, contained within their respective subnets.

6. Optional (for MGT): you may choose to leave your MGT address accessible via Public IP,
place it into your already-existing Company LAN Subnet, or create an entirely new MGT
Subnet for the Interface. In this example, we will assume that the MGT Interface and MGT
IPs will live on the Company LAN Subnet as discussed in the topology overview.

Single WAN Link Example

*  VNET Address Space: 10.0.0.0/23
e Existing Company LAN Subnet: 10.0.0.0/24
¢ LAN Subnet: 10.0.1.0/24
— LAN Virtual IP (VIP): 10.0.1.11/24
* WAN Subnet: 10.0.2.0/24
—  WAN Virtual IP (VIP): 10.0.2.11/24
*  MGT Virtual IP (VIP): 10.0.0.4

f Note:

Subnet size prefixes as small as /29 may to be used. Smaller subnets are not permitted
by Azure due to the requirements of their reserved IP addresses. The first three
addresses in each subnet are reserved by Azure for their internal services and cannot be
assigned to the Virtual Appliance.

Create Network Resources

Prior to deploying a Virtual Appliance, you should ensure that you have all the Microsoft Azure
resources required by your topology and configuration. If you have already gathered the
required resources, please skip ahead to the section below. If you do not have already-existing
Microsoft Azure resources that can be used for the Virtual Appliance, the following steps will
walk through the process of creating each of the following: Resource Groups, VNET, Subnets,
Route Tables, Network Security Groups, Public IPs, and Virtual NICs.

Resource Group

If you are not using an existing Azure Resource Group, you will need to create a new resource
group in your chosen region. To create a new resource group, select “Resource Groups” from
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“All Services” in the Azure Portal Menu, and click “Add.” Enter a name for the Resource
Group, select the Subscription and Location, then click “Create.”

Figure 2-20 Create Resource Group

;.D Search resources, services, and docs

|- Create a resource Resource groups ‘ X Resource group O x
D rectory)

tnazuretala Create an empty resource group

All services =
B8 Edit columns * Resource group name

‘ Test-Resource-Group

FAVORITES
* Subscription
Dashboard
Resource groups - * Resource group location
Virtual networks
Public IP addresses
¥ Virtual machines
Network interfaces
Network security groups
Route tables
fif All resources
App Services
Function Apps
SQL databases

' Azure Cosmos DB

Virtual Network (VNET)

If you do not have an already-existing VNET with free Address Space, you will need to create
anew VNET or alter an existing VNET to include the Address Space you defined in the
“Addressing Guidelines & Planning” section.

To create a new VNET:

1. Select “Virtual Network” from “All Services” in the Azure Portal Menu.
2. Select “Add” to create a new VNET.

Enter a Name for the VNET.

R

4. Type the Address Space defined in the “Addressing Guidelines & Planning” section.

5. Select the Resource Group and Location defined in the “What You Need Before Starting”
section.

6. Give the Subnet (one that will be created for the VNET) a Name and type the Address
Range defined above in the “Addressing Guidelines & Planning” section above.

7. Select “Basic” for DDoS protection and click “Create.”
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Create a resource

All services

Dashboard
Resource groups
Virtual networks
Public IP addresses

Virtual machines

| i Network interfaces

Network security groups
Route tables

All resources

App Services

Function Apps

SQL databases

Azure Cosmos DB

Figure 2-21 Create VNET

ome > Virtual » Create vi
Virtual networks
tnazuretalari (Default Directory)
== Add  EE Edit columns

* Address space @

10.3.0.0 - 10.3.255.255 (65536 addresses)
* Subscription

To modify an existing VNET:
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R Search resources, services, and docs

Create virtual network O x

* Resource group
(@) Createnew () Use existing

* Location

Subnet

* Name

* Address range @

10.3.0.0 - 10.3.0.255 (256 addresses)
DDoS protection @

() Rasic_( Standard

Pin to dashboard

Select “Virtual Network” from “All Services” in the Azure Portal Menu.

Select an existing VNET and select “Address Space” and “Subnets” to alter an existing

VNET.

| Create a resource

All services

Dashboard e

Resource groups
Virtual networks.

Public IP addresses
Virtual machines
Network interfaces
Netwark security groups
Route tables

Al resources.

App Services

Function Apps

SQL databases

Azure Cosmos DB

Figure 2-22 Modify VNET
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B3R Automation script

ces, and docs
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Subnets
Create the Subnets defined in the “Addressing Guidelines & Planning” section above.
To create a new Subnet:

1. Select “Virtual Network™ from “All Services” in the Azure Portal Menu.

2. Select the desired VNET.

3. Select “Subnets”.

4. Click the “+ Subnet” button to create a new subnet within the Address Space of the VNET.

5. Repeat for each required Subnet.

Figure 2-23 Create Subnet

+ AZUre

-} Create a resource

Al services.
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N Resource groups
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B Virtual machines
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B Network security groups

5 Route tables

B ANresources
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% Function Apps

= 50 datobases

4 Azure Cosmos DB

.~ Support_Testing - Subnets

o Subnet = Gateway subnet

Overview

name ADORESS RANGE

B Acvitylog
4 Access control (M)
& Tops

X Diagnose and solve problems

sermmias
Address space

@ Connected devices
Subnets

¥ 0Dos protection

B DNS servers
Peerings
Properties

@ Lods

I Automation script

Route Tables

Route Tables will need to be created for each Subnet created above. The following routes are
required for each Subnet's Route Table:

* MGT - 0.0.0.0/0 Internet

*  LAN —next hop set as Company LAN Subnet

* WAN-0.0.0.0/0 Internet

To create a new Route Table:

1. Select “Route Tables” from “All Services” in the Azure Portal Menu.

2. Click “+ Add.”

3. Enter a Name for the Route Table.

4. Select the Subscription and Location chosen in the “Prerequisites” section above.
5. Enable BGP route propagation if desired.

6. Click “Create.”
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7. Repeat for each required Route Table.

Figure 2-24 Create Route Table

L Search resources, services, and docs

~ Create a resource Route tables Create route table = I 4

retalari (Default Directory) You can add routes to this table after it's created

All services ZE edit columns * Name

| Sample-Route-Tab ie‘
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Dashboard
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) o .‘;‘i BGP route propagation
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App Services
Function Apps

SQL databases d Pin ko dashboard

Azure Cosmos DB m Automation options

Once created, the new Route Table will have to be modified to include all required routes, with
a minimum of the above-discussed routes included in each Subnet's Route Table.

To modify an existing Route Table:

1. Select “Route Tables” from “All Services” in the Azure Portal Menu.
2. Select the desired Route Table.

3. Select “Routes.”

4. Click “+ Add” to add a new route.
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Once all required routes are added to the newly-created Route Tables, each Route Table will
need to be associated with the appropriate Subnet. To associate a Subnet with a Route Table:

N

. Select “Subnets.”

w

. Click “+ Associate.”

N

(9]

Figure 2-26
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ORACLE

. Select “Route Tables” from “All Services” in the Azure Portal Menu.

. Select the Route Table you wish to associate with a Subnet.

. Select the VNET & Subnet you wish to associate the Route Table with.

Associate Route Table with Subnet

O Search resources, senvices, an

ubnets

«| e Associate

HAME ADDRESS RANGE

5 Overview
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f Note:

You may also need to add routes to your already-existing Company LAN Subnet(s) so
they can route traffic to the newly-created Subnets.

Network Security Groups (NSGs)

You will need to create two Network Security Groups (NSGs): one for the MGT Interface (to
be created in a later step) and one for the WAN Interface (to be created in a later step).

The following rules must to be added for both inbound and outbound traffic for the MGT &
WAN NSGs:

* NSG-MGT - Permit TCP 443 | Permit TCP 22 (for browser & SSH access)

* NSG-WAN - Permit UDP 2156-2157 (TRP access)

To create a new Network Security Group:

1. Select “Network Security Groups” from “All Services” in the Azure Portal Menu.
2. Click “+ Add.”

3. Give the Network Security Group a Name.

4.  Select the Subscription, Resource Group, and Location previously selected.

5. Click “Create.”
Figure 2-27 Create new Network Security Group

/’3 Search resources, services, and docs

Create network security group

-}~ Create a resource Network security groups # X Create network security group O X
ni /]

Al services ZE Edit columns * Nama

| Sample-WAN-NSG

FAVORITES
* Subscription

Dashboard

* Resource group

Resource groups .
() Create new (@) Use existing

+ Virtual networks
B Public IP addresses * Location
0 virtual machines
B Network interfaces
W Network security groups
s Route tables
5E Al resources
& App Services

% Function Apps

T SOl databases

Pin to dashboard

IS8 aaaaaaaa

& Azure Cosmos DB

Once the new NSGs are created, the Inbound and Outbound Security Rules discussed above
must to be added to each respective NSG.
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To modify an existing NSG and/or a new Inbound/Outbound Security Rule to an existing NSG:

1. Select “Network Security Groups” from “All Services” in the Azure Portal Menu.
2. Select the desired NSG.

3. Select “[Inbound | Outbound] security rules.”

4. Add rules as required.

Example Security Rule Configuration: An Inbound Rule allowing TRP Traffic (Talari UDP
2156 traffic) requires the following parameters:

*  Source: any

e Source Port Ranges: *

e Destination: any

e Destination Port Ranges: 2156
e Protocol: UDP

*  Action: Allow

Figure 2-28 Create Inbound/Outbound Security Rule on NSG
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Public IP Addresses
At a minimum, the Virtual Appliance requires 1 Public IP Address:

e WAN Pub IP — Public IP Address to be associated with the WAN Interface.

*  MGT Pub IP — Public IP Address to be associated with the MGT Interface (optional once
deployment is complete).
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f Note:

The MGT Interface may be permanently associated with a Public IP if public MGT
access is desired. Should MGT access be set-up through the Conduit, however, the
temporary Pub IP created for the MGT Interface here can be de-allocated once an
Appliance Package has been applied to the Virtual Appliance and MGT access has been
verified through the Conduit.

To Create a new Public IP Address:

1. Select “Public IP Addresses” from “All Services” in the Azure Portal Menu.
2. Click “+ Add.”

3. Enter a name for the Public IP Address.

4. Select “Basic” for “SKU” and “IPv4” for IP Version.

5. Static IP addresses are recommended to guarantee use of same Public IP by the Virtual
Appliance WAN Links.

6. Select the Resource Group and Location defined in the “What You Need Before Starting”
section.

7. Click “Create.”

Figure 2-29 Create Public IP Address
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Virtual Network Interfaces (NICs)

The Virtual Appliance requires 3 Virtual NICs at a minimum: one for MGT, one for LAN, and
one for WAN. If additional WAN Links are used in the deployment, additional Interfaces will
have to be created. Please contact Talari for assistance with advanced topology configuration &
deployment.

To create a new Network Interface:

1. Select “Network Interfaces” from “All Services” in the Azure Portal Menu.
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2. Click “+ Add.”
3. Enter a name for the new Interface.
4. Select the VNET & Subnet to be associated with that Interface.

5. Choose “Static” IP Address Assignment and give your Interface an IP defined in the
“Addressing Guidelines & Planning” section.

6. Select the Subscription, Resource Group, and Location defined in the “What You Need
Before Starting” section.

7. Click “Create.”

Figure 2-30 Create a Network Interface
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Virtual NIC Configuration

The WAN and MGT Interfaces created above will have to be associated with a previously-
created or already-existing Public IP Address and NSG. All Interfaces will also have to be
configured for IP Forwarding.

To Associate a Public IP Address with a Virtual NIC:

1. Select “Public IP Addresses” from “All Services” in the Azure Portal Menu.
2. Select a previously-created Public IP Address.

3. Click “Associate.”
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Figure 2-31
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In the “Associate Public IP Address” sub-menu:
1. Select “Network Interface” as the Resource Type.
2. Select the appropriate Network Interface from the “Network Interface” selection menu.

To Associate a Network Security Group with a Virtual NIC:

[

. Select “Network Security Groups” from “All Services” in the Azure Portal Menu.

[

. Select to a previously-created NSG.

. Select “Subnets.”

(5]

. Click “Associate.”

S

Figure 2-32 Associate Network Security Group with Virtual NIC
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To enable IP Forwarding on a Virtual NIC:

2-42



Chapter 2
Microsoft Azure

1. Select “Network Interfaces” from “All Services” in the Azure Portal Menu.
2. Select to a previously-created Virtual NIC.
3. Select “IP Configurations.”

4. “Enable” IP Forwarding and click “Save.”

Figure 2-33 Enable IP Forwarding on Virtual NIC
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Deploy The Virtual Appliance

Once all Azure Resources have been created, configured, and gathered, the Virtual Appliance is
may be created.

To create a new Virtual Appliance:

1. Navigate to “Virtual Machines” from “All Services” in the Azure Portal Menu
2. Click “+ Add.”

3. Search for “Talari” in the Azure Marketplace.

4. Select the “Talari Networks Virtual Appliance” image.

5. Click “Create”.
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Figure 2-34 Select Marketplace Image
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Once “Create” is clicked the page will redirect to a settings configuration sub-menu. In order to

complete the Virtual Appliance creation process, the user must:

1. Configure basic settings.
2. Choose virtual machine size.

3. Configure optional features.

4. Confirm all appliance setting configurations.

Step 1: Configure Basic Settings

1. Enter a unique name for the Virtual Appliance.

2. Select “SSD” as the VM disk type.

3. Enter “talariuser” for the Username.

4.  Set the Authentication type to “Password.”

5. Create a secure password for the “talariuser” account.

6. Select the Subscription, Resource Group, and Location defined in the “What You Need

Before Starting” section.

7. Click “OK.”
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Figure 2-35 Create Virtual Machine: Configure Basic Settings
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Step 2: Choose Virtual Machine Size

1. Select a desired VM size based your needs and the minimum supported requirements
discussed in the “Prepare Your Azure Environment” section above.

2. Click “Select.”

Figure 2-36 Create Virtual Machine: Select a VM Size
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Step 3: Configure Optional Features

1. Leave “High Availability” at “None.”

2. Select “Yes” for “Use managed disks.”

3. Select the previously-created/designated VNET.
Select the previously-created MGT Subnet.

Select the previously-created MGT Public IP Address.
Select the previously-created MGT NSG.

Select “Off” for the “Auto-shutdown” menu.

Enable “Monitoring.”

e ® 2 S e

Select the auto-populated Diagnostic storage account.
10. Select “No” for the “Managed service identity” option.
11. Click “OK.”

Figure 2-37 Create Virtual Machine: Configure Optional Features
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Step 4: Summary and Deployment

1. Review the summary information and Terms of Use.

2. When satisfied and ready to accept the Terms of Use, click “Create” to build the Virtual
Appliance. Wait until the deployment has completed (this can be verified in the notification
window).
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f Note:

Full appliance deployment will take up to 10 minutes.

Step 5: Add Additional Network Interfaces

Once deployed, navigate to the newly-created Virtual Appliance and stop it. You will need to
add the additional LAN/WAN Interfaces.

To add a Virtual NIC to a Virtual Machine:

1. Navigate to “Virtual Machines” from “All Services” in the Azure Portal Menu .
2. Select the newly-created Virtual Appliance.

3. Select “Networking” from the VM Menu.

4. Click “Attach network interface.”

j" Note:

The Interfaces must be attached in the following order: MGT | LAN | WAN. Failure to
do so will incorrectly associate the interfaces, resulting in non-operability.

Figure 2-38 Attach Network Interface to VM
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Verify all Public IPs, NSGs, Subnets, and NICs are configured, attached, and associated per the
instructions above prior to turning the appliance back on.

Final Verification and Network Integration

1. Start the Virtual Appliance.

2. Navigate to the Public IP associated with the MGT Interface.
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f Note:

Even after deployment is successful, it may take some time (up to 10 additional
minutes) before the management port will respond on the MGT IP as the software
activates. Unless you have custom security rules in place to allow ICMP, you will
NOT be able to ping the MGT IP even when it is accessible.

Open a web browser and navigate to the Public IP. This should give you access to the
standard Web GUI. Use talariuser for the user and the password created during the VM
creation process.

Install the initial configuration package for the Virtual Appliance site gathered in the
“What You Need Before Starting” section. Follow the prompts on the screen to install the
package.

Once the package has been installed, note your appliance UUID and reach out to the
Account Team for assistance with procuring a Virtual Appliance License.

j" Note:

Do not enable service on the Virtual Appliance before a license has been applied.

Once a valid license has been obtained:
a. Navigate to Manage Appliance > License Information on the Virtual Appliance.
b. Upload the license obtained through the Account Team.

Verify that the Virtual Appliance is connecting to Edge properly and that all paths are
functioning as expected. This can be verified either on the Virtual Appliance side or the
NCN.

Confirm connectivity from the new Virtual Appliance to the APN. At this point, the GUI
should be accessible by the previously-defined private management IP. Once confirmed,
the Public IP associated with the Management Interface may be dissociated and removed
so the Web Ul is no longer accessible via the Public IP if desired.

The Virtual Appliance in Azure should now be fully functional and integrated.

KVM Hypervisor

Follow these instructions to deploy Oracle SD-WAN Edge Virtual Appliance on Kernel-based
Virtual Machine (KVM).

Install virtual manager on the KVM

Configure LAN and WAN Bridges

Use CPU affinity to pin the VM vCPU to physical CPUs

Login to the KVM server and create a new virtual machine.

Open Virtual Manager (Application, System Tools, Virtual Machine Manager).
From the File menu, click on New Virtual Machine.

Select Import existing disk image as the installation type.

Click on Forward.
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Enter the storage path where qcow2 image for vt800 or vt800_128 is available.

Enter 16GB for the RAM configuration (32GB for vt800 128) and 8 for the CPU
configuration.

Click on Forward.

Enter a name for the virtual machine. Alphanumeric characters, underscores (_), periods
(), and hyphens (-) are allowed.

Click on the checkbox before Customize configuration before install.

Click on Finish.

Click on the Add Hardware button and select Storage from the menu on the left.
Enter 180GB as the storage disk size.

Click on Finish.

Select Interface (Management), which begins with NIC:.

3" Note:

Use Host devices like enol: macvtap" for the management interfaces, and host
devices like ens1f0:macvtap for APN-facing interfaces

Make the network source value Host device <no.>:macvtap.

Make the source mode Bridge.

Make the device model Virtio.

Click on Apply.

Click on Add Hardware.

Click on Network from the menu on the left.

Create a virtual interface using one of the following methods:

a. mactvap: Select host device <no.>:macvtap as the network source.

b. Linux bridge: Follow the instructions in Create Linux/Networking Bridge and then
select Bridge lanbr<no.>: Host Device ens<no.> as the network source.

Select Bridge as the Source Mode.

Select Virtio as the Device Model.

Click on Finish.

Click on Begin Installation.

Enter your credentials.

Enter the following commands to set the Management [P

$tcon

$managenent _i p

$set interface <ip_address> <subnet_mask> <gat eway>
apply

Power off the instance, then power it back on.

Login to SD-WAN Edge.
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Create Linux/Networking Bridge

ORACLE

Follow these instructions to create a networking bridge.

1.
2.

Log in to the KVM server.

Create a file called i f cf g- | anbr Nand replace N with the interface number
under / et ¢/ sysconfi g/ net wor k- scri pts/

Open the file in an editor and enter the following

[l ocal adm n@ocal host network-scripts]$ cat ifcfg-1anbr201
DEVI CE=l anbr 201

TYPE=Bri dge

BOOTPROTG=none

ONBOOT=yes

DELAY=0

[l ocal adm n@ ocal host network-scripts]$

To add the virtual interface to the LAN bridge, ensure ONBOOT=yes and BRI DGE=the
name of the LAN bridge in the i f cf g- ens2f O file, where i f cf g- ens2f O is the
virtual interface.

[l ocal adm n@ ocal host network-scripts]$ cat ifcfg-ens2f0
TYPE=Et her net

PROXY_METHOD=none

BROASER_ONLY=no

BOOTPROTO=dhcp

DEFROUTE=yes

| PV4_FAl LURE_FATAL=no

| PV6I NI T=yes

| PV6_AUTOCONF=yes

| PV6_DEFROUTE=yes

| PV6_FAI LURE_FATAL=no

| PV6_ADDR_GEN_MODE=st abl e- pri vacy
NAMVE=ens2f 0

UUI D=bf 4196€3- b003- 41f f - 8b02- 29ed79ea3552
DEVI CE=ens2f 0

ONBOOT=yes

BRI DGE=I anbr 201

[l ocal adm n@ ocal host network-scripts]$

Create a WAN bridge by logging into the KVM server.

Create a file called i f cf g- wanbr Nand replace N with the interface number
under / et ¢/ sysconfi g/ net wor k-scri pts.

Open the file in an editor and enter the following.

[l ocal admi n@ ocal host network-scripts]$ cat ifcfg-wanbr201
DEVI CE=wanbr 201

TYPE=Bri dge

BOOTPROTG=none

ONBOOT=yes

DELAY=0

[l ocal admi n@ ocal host network-scripts]$

To add the virtual interface to the WAN bridge, ensure ONBOOT=yes and BRI DGE=the
name of the WAN bridge in the i f cf g- ens2f 1 file, where i f cf g- ens2f 1 is the
virtual interface.
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[l ocal adm n@ ocal host network-scripts]$ cat ifcfg-ens2fl
TYPE=Et her net

PROXY_NETHOD=none

BROWSER_ONLY=no

BOOTPROTO=dhcp

DEFROUTE=yes

| PV4_FAI LURE_FATAL=no

| PV6I NI T=yes

| PV6_AUTOCONF=yes

| PV6_DEFRQUTE=yes

| PV6_FAI LURE_FATAL=no

| PV6_ADDR_GEN_MODE=st abl e- pri vacy
NAME=ens2f 1

UUI D=f 45577ab- f 733- 4¢53- a791- f e44662cc5hb4
DEVI CE=ens2f 1

ONBOOT=yes

BRI DGE=wanbr 201

[l ocal adm n@ ocal host network-scripts]$

Restart the network by entering the following.
$sudo systentt!l restart network
Verify the interfaces are connected to the bridges by entering the following.

$sudo brctl show

The interfaces should look like the following

[l ocal adm n@ ocal host network-scripts]$ brctl show

bridge nane bridge id STP enabl ed interfaces

| anbr 201 8000. 3cf df e6272a8 no ens2f 0
vnet 0

| anbr 202 8000. 3cf df e6272aa no ens2f 2
vnet 1

| anbr 203 8000. 3cf df e6272b8 no ens3f0
vnet 2

wanbr 201 8000. 3cf df e6272a9 no ens2f 1
vnet 3

wanbr 202 8000. 3cf df e6272ab no ens2f 3
vnet 4

wanbr 203 8000. 3cf df e6272b9 no ens3f 1
vnet5
vnet 6

[l ocal admi n@ ocal host network-scripts]$

Automatically Starting Guests After Reboot

Follow these steps to make guests start automatically during the reboot phase.

ORACLE

1.

Set a guest to start automatically by entering the following command

[l ocal adm n@ ocal host network-scripts]$ sudo virsh autostart vt800_128
[sudo] password for |ocal adm n:

Dormai n vt 800_128 narked as autostarted

[l ocal admi n@ ocal host network-scripts]$

Stop a guest from starting automatically by entering the following command

[l ocal adm n@ ocal host network-scripts]$ sudo virsh autostart --disable
vt 800_128
Dormai n vt 800_128 unnarked as autostarted
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[l ocal admi n@ ocal host network-scripts]$

Extending the Guest VM hard disk

The default disk size of the created instance is 175.8G. Follow these instructions to extend the
guest VM.

1.

ORACLE

Shut down a running guest machine's virtual disk by entering its name or ID.

[l ocal adm n@ ocal host network-scripts]$ sudo virsh |ist
[sudo] password for |ocal adm n:

Id Name State

1 EngPer f 3- CL1- TN runni ng
2 EngPer f 3- NCN- TN runni ng
9 vt 800_128 runni ng

[l ocal admi n@ ocal host network-scripts]$

[l ocal adm n@ ocal host network-scripts]$ sudo virsh shutdown <instance-nanme>
Dormai n vt 800_128 is being shutdown

[l ocal admi n@ ocal host network-scripts]$

[l ocal admi n@ ocal host network-scripts]$ sudo virsh |ist

Id Name State
2 EngPer f 3- CL1- TN runni ng
3 EngPer f 3- NCN- TN runni ng

[l ocal admi n@ ocal host network-scripts]$
Locate the guest image disk path.

[l ocal adm n@ocal host ~]$ sudo virsh donbl klist vt800_128
Tar get Sour ce

hda / hone/ | ocal adm n/ Downl oads/

[l ocal admi n@ocal host ~]$
Extend the disk size to the desired capacity by entering the following command.

[l ocal adm n@ ocal host ~]$ sudo genu-ing resize /hone/l ocal adni n/ Downl oads/
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f Note:

quemu-img cannot resize an image that contains snapshots. You must first remove
all VM snapshots:

[l ocal admi n@ocal host ~]$ sudo virsh snapshot-list vt800_128
Nane Creation Tine State

snapshot1  2019-04-16 08:54:24 +0300 shutoff

[l ocal admi n@ocal host ~] $ sudo virsh snapshot-del ete --domain
vt 800_128 --snapshot nane snapshot 1
Domai n snapshot snapshotl del eted

Extend the disk by using + before disk capacity

[l ocal adm n@ ocal host ~]$ sudo genu-ing resize /hone/l ocal adni n/ Downl oads/

| rage resized.
[ ocal admi n@ocal host ~]$

Power up the guest machine

[l ocal adm n@ocal host ~]$ sudo virsh start vt800_128
Dormai n vt 800_128 started

[ ocal admi n@ocal host ~]$

Verify the disk layout
tal ari user @UT- KVM VT800: ~# sudo | shl k
NAME MAJ:MN RM Sl ZE RO TYPE MOUNTPQOI NT
sda 8:0 0 185. 8G 0 di sk
sdad 8:4 0 1K 0 part
sda2 8:2 0 10G 0 part /
sda5 8:5 0 1G 0 part [ SWAP]
sda3 8:3 0 10G 0 part
sdal 8:1 0 200M 0 part /grub
sda6 8:6 0 154. 6G 0 part / hone

tal ari user @UT- KVM VT800: ~#

KVM Tuning

ORACLE

2.

For better performance, turn off TSO/GSO in KVM by following these steps:
1.

Log in to the KVM host.
Check to see if each of the data interface offloads are on or off.

sudo ethtool -k enol | grep offload (Same for eno2 , eno3 and eno4 )

where enol is the data interface

[root @ocal host ~]# sudo ethtool -k enol | grep offload
tcp-segnent ation-of fl oad: on
udp-fragment ati on-of fl oad: of f
generic-segnentation-of fl oad: on
generic-receive-offload: on
| arge-receive-of fload: off
rx-vlan-of fl oad: on
tx-vlan-of fl oad: on
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| 2-fwd- of fl oad: of f
hw-tc-of fl oad: off

esp- hwof fl oad: on
esp-tx-csum hw of fl oad: on
rx-udp_tunnel -port-offload: on

If offload is on, turn it off by entering the following command

[root @ocal host ~]# ethtool -K enol rx off tx off tso off ufo off gso off
gro off Iro off

Cannot change udp-fragnentation-of fl oad

[root @ocal host ~]# sudo ethtool -k enol | grep offload tcp-segnentation-
of fl oad: of f

udp-fragment ati on-of fl oad: of f

generi c-segnentation-of fl oad: of f

generic-receive-of fload: off

| arge-receive-of fload: off

rx-vl an-of fl oad: on

tx-vl an-of fl oad: on

| 2-fwd- of fl oad: of f

hw-tc-of fl oad: off

esp- hwof fl oad: on

esp-tx-csum hwof fl oad: on

rx-udp_tunnel -port-offload: on

[root @ocal host ~]#

OCI IaaS Configuration

Follow these instructions to deploy Oracle SD-WAN Edge Virtual Appliance on Oracle's Cloud
Infrastructure (OCI) as a Virtual Machine(VM) to provide connectivity to IaaS (Infrastructure
as a Service) resources.

ORACLE

1.
2.
3.

Log in to Oracle Cloud and select the region where you want to deploy.
Enter your credentials, then enter your cloud tenant ID.

From the navigation bar, in Networking, Virtual Cloud Networks, create a new virtual
network with the following configuration:

e Security list: It is recommended to use stateless lists for WAN/LAN interfaces. The
LAN security list can be configured as needed. The WAN security list will need to
have UDP port 2156 open, at minimum, as this is the default WAN service port.
Management ports, however, can be stateful, and should be used as follows

—  SSH—TCP port 22
—  NTP—UDP port 123
—  HTTPS—TCP port 443

*  Subnet configuration: Subnets must be created for management access, LAN access,
and WAN access.

* Internet gateway: Create a default internet gateway.
*  Route table: Use the default.
*  DHCP options: Use the default.

From the VCN Compartment dialog, open the drop-down menu and click on Object
Storage.

If there is no bucket available, create one by clicking on the Create Bucket button.
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Select your bucket and click on the Upload Object button.

Locate your image and upload it to the bucket.

3" Note:

The image must be in qcow2 format.

On the Overflow menu, click on Create a pre-authenticated request.
Click on the Permit Read On The Object to enable read permissions.
Click on the Create Pre-Authenticated Request button.

On the Pre-Authenticated Request Details menu, click on the copy link under the Pre-
authenticated request URL field. You will use this URL to access your image.

Go to Compute, Custom Images.

On the Import Image dialog, select the compartment from the Create in Compartment
option.

Type a name in the Name field.

On the Operating System drop-down, select Linux.

Paste the pre-authenticated request URL into the Object Storage URL field.
From the Image Type radio buttons, select QCOW?2.

From the Launch Mode radio buttons, select Paravirtualized Mode.

Go to Compute, Instances from the menu.

Click on the Create Instance button.

Select the uploaded custom image from the Create Compute Instance dialog.
Enter a name and an availability domain.

Select Virtual Machine as the instance type.

Select the VM.Standard2.4 shape.

In the Configure Networking section, select the VCN compartment, VCN, subnet
compartment, and subnet for the management interface.

Click on the Show Advanced Options link, then select Hardware-assisted SR-IOV
networking on the Networking tab.

Leave the Boot Volume parameters at its default.

Optional: Add an SSH key for logging into the appliance with SSH in the Add SSH Key
section.

Click on the Create button.

Go to Compute, Instances and open the instance.

Click on the Stop button. Interfaces cannot be added to an instance while it is running.
In the Attached VNICs section, click on the Create VNIC button.

Name the VNICs and select the subnets you created.

Repeat the last two steps for the number of LAN/WAN interfaces you are adding, in the
order you want them to be in.
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35. Click on the Start button.

You can now access the Oracle SD-WAN Edge instance through its management interface.

Oracle Cloud Marketplace Support

ORACLE

SD-WAN Edge virtual appliance is available for installation directly from the Oracle Cloud
Marketplace. Installing SD-WAN Edge from the cloud marketplace simplifies the process and
lets you run your application sooner.

An OCI account is required to use the marketplace. Search for "Oracle SD-WAN Edge Virtual
Appliance" on the Marketplace web site.

Initial sign-in to SD-WAN Edge on OCI

When you sign in to SD-WAN Edge virtual appliance for the first time, a default username and
password are provisioned. These are:

e Username: talariuser

e Password: talari-[first 8 characters of OCID string]

For example, A Virtual Appliance with a VM OCID of ocidl.instance.ocl.phx.anyhqljs
q5fbgSacabkpupy4ew2rickxhkecnuqmgqtxdrshbyi2Sumjngtnh2 would be accessible via the user
"talariuser" and password "talari-anyhqljs".

See Where to find your tenancy's OCID for more information.

Refer to the following resources for more information.
e Oracle Cloud Marketplace Documentation

e Oracle Cloud Infrastructure Documentation

2-56


https://docs.cloud.oracle.com/en-us/iaas/Content/General/Concepts/identifiers.htm#tenancy_ocid
https://docs.oracle.com/en/cloud/marketplace/marketplace-cloud/index.html
HTTPS://DOCS.CLOUD.ORACLE.COM/EN-US/IAAS/CONTENT/HOME.HTM

WAN Deployment with a Virtual Appliance

Please note that the Virtual Appliance differs from physical Appliances in that it does not
support the following:

*  High Availability (HA) appliance pairing
e Fail-to-Wire for Interface Groups

*  Configuration of Ethernet Interface auto-negotiation, speed, or duplex settings through the
Appliance Web Console

*  Appliance Reports for Temperature

ORACLE
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