Oracle® Fusion Middleware
Securing Applications with Oracle Platform
Security Services

12¢ (12.2.1.4.0)
F29738-02
September 2020

ORACLE"



Oracle Fusion Middleware Securing Applications with Oracle Platform Security Services, 12c (12.2.1.4.0)
F29738-02
Copyright © 2003, 2020, Oracle and/or its affiliates.

This software and related documentation are provided under a license agreement containing restrictions on
use and disclosure and are protected by intellectual property laws. Except as expressly permitted in your
license agreement or allowed by law, you may not use, copy, reproduce, translate, broadcast, modify, license,
transmit, distribute, exhibit, perform, publish, or display any part, in any form, or by any means. Reverse
engineering, disassembly, or decompilation of this software, unless required by law for interoperability, is
prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free. If
you find any errors, please report them to us in writing.

If this is software or related documentation that is delivered to the U.S. Government or anyone licensing it on
behalf of the U.S. Government, then the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs (including any operating system, integrated software,
any programs embedded, installed or activated on delivered hardware, and modifications of such programs)
and Oracle computer documentation or other Oracle data delivered to or accessed by U.S. Government
end users are "commercial computer software" or "commercial computer software documentation" pursuant
to the applicable Federal Acquisition Regulation and agency-specific supplemental regulations. As such,
the use, reproduction, duplication, release, display, disclosure, modification, preparation of derivative works,
and/or adaptation of i) Oracle programs (including any operating system, integrated software, any programs
embedded, installed or activated on delivered hardware, and modifications of such programs), ii) Oracle
computer documentation and/or iii) other Oracle data, is subject to the rights and limitations specified in the
license contained in the applicable contract. The terms governing the U.S. Government's use of Oracle cloud
services are defined by the applicable contract for such services. No other rights are granted to the U.S.
Government.

This software or hardware is developed for general use in a variety of information management applications.
It is not developed or intended for use in any inherently dangerous applications, including applications that
may create a risk of personal injury. If you use this software or hardware in dangerous applications, then you
shall be responsible to take all appropriate fail-safe, backup, redundancy, and other measures to ensure its
safe use. Oracle Corporation and its affiliates disclaim any liability for any damages caused by use of this
software or hardware in dangerous applications.

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of
their respective owners.

Intel and Intel Inside are trademarks or registered trademarks of Intel Corporation. All SPARC trademarks are
used under license and are trademarks or registered trademarks of SPARC International, Inc. AMD, Epyc,
and the AMD logo are trademarks or registered trademarks of Advanced Micro Devices. UNIX is a registered
trademark of The Open Group.

This software or hardware and documentation may provide access to or information about content, products,
and services from third parties. Oracle Corporation and its affiliates are not responsible for and expressly
disclaim all warranties of any kind with respect to third-party content, products, and services unless otherwise
set forth in an applicable agreement between you and Oracle. Oracle Corporation and its affiliates will not

be responsible for any loss, costs, or damages incurred due to your access to or use of third-party content,
products, or services, except as set forth in an applicable agreement between you and Oracle.



Contents

Preface

Audience Xxiil
Documentation Accessibility XXili
Related Documentation Xxiii
Conventions XXIV

What's New in This Guide

Changes in This Document for Release 12.2.1.4.0 XXV
Changes in This Document for Release 12.2.1.3.0 XXV
Changes in This Document for Release 12.2.1.2.0 XXV
Changes in This Document for Release 12.2.1.1.0 XXVi
New Features in Release 12.2.1.0.0 XXVi

Part | Understanding Security Concepts

1 Introduction to Oracle Platform Security Services
What Is OPSS? 1-1
OPSS Main Features 1-1
OPSS Architecture Overview 1-2
Benefits of Using OPSS 1-3
OPSS for Developers 1-3
About Java EE Application Security 1-3
About Java SE Application Security 1-4
ADF Security Overview 1-4
Oracle ADF Application Security 1-5
2 Understanding Users and Roles
Terminology 2-1
Role Mapping 2-3

ORACLE iii



Permission Inheritance and the Role Hierarchy 2-3

Role Hierarchy Example 2-4
About the Role Category 2-6
About the Authenticated Role 2-7
About the Anonymous User and Role 2-7
About Administrative Users and Roles 2-7
Managing User Accounts 2-8
3 Understanding Identities, Policies, Credentials, Keys, Certificates,
and Audit
Authentication Basics 3-1
WebLogic Server Authentication Providers 3-1
Support for Multiple Authentication Providers 3-2
Additional Authentication Methods 3-2
Identity Store Types and WebLogic Server Authentication Providers 3-3
Policies Basics 3-4
Credentials Basics 3-5
Keys and Certificates Basics 3-5
Audit Basics 3-6

4 About the Security Store

Supported File, LDAP, and Database Stores 4-1
Packaging Requirements 4-2
FIPS Support in OPSS 4-2

Part Il Basic OPSS Administration

5 Security Administration
OPSS Administration: Main Steps 5-1
Security Management Tools 5-2
Security Practices with Fusion Middleware Control 5-2
Security Practices with WebLogic Server Administration Console 5-3
Security Practices with WLST 5-4
Security Practices with OES 5-4

6 Deploying Secure Applications

Developing Oracle ADF Applications 6-1

ORACLE iv



Choosing the Tool for Deployment 6-2
Deploying Secure Applications with Fusion Middleware Control 6-3
Migrating Application Policies at Deployment 6-3
Migrating Application Credentials at Deployment 6-4
Deploying Oracle ADF Applications to a New Environment 6-4
Deploying to a Test Environment 6-4
Typical Administrative Tasks After Deployment 6-5
Deploying Standard Java EE Applications 6-6
Deploying Audit-Aware Applications 6-7
Migrating from a Test to a Production Environment 6-7
Migrating Identities 6-8
Migrating Identities with migrateSecurityStore 6-8
Migrating Policies and Credentials 6-9
Migrating Policies with migrateSecurityStore 6-10
Examples for Migrating Policies with migrateSecurityStore 6-13
Migrating Credentials with migrateSecurityStore 6-13
Examples for Migrating Credentials with migrateSecurityStore 6-16
Migrating Audit Data 6-17
Migrating Keys and Certificates with migrateSecurityStore 6-17
Migrating Keys and Certificates in the Same Domain 6-18
Examples for Migrating Keys and Certificates in the Same Domain 6-20
Migrating Keys and Certificates across Different Domains 6-21
Part [ll  OPSS Services

7 Life Cycle of Security Artifacts
How Security Artifacts Are Seeded 7-1
About Fusion Middleware Domains 7-1
Creating Fusion Middleware Domains 7-2
Using a New Database Instance 7-2
Sharing a Database Instance 7-3
Layered Component Security Artifacts 7-4
Backing Up and Recovering the Security Store 7-5
Configuration Files for Backup 7-6
Backing Up and Recovering a Database-Based Security Store 7-6
Backing Up and Recovering LDAP Security Stores 7-8
Recommendations 7-9
ORACLE v



8 Configuring the ldentity Store

About the ldentity Store 8-1
Configuring the ldentity Store Provider 8-1
Configuring the ldentity Store 8-2
Identity Store Parameters 8-2
Query Parameters 8-3

Global Connection Parameters 8-3
Back-End Connection Parameters 8-4
Understanding the Service Configuration 8-4
Configuring the Service for a Single LDAP 8-4
Configuring the Service for Multiple LDAPs without Virtualization 8-5
Configuring the Service for Multiple LDAPs with Fusion Middleware Control 8-5
Configuring the Service with WLST 8-5
Configuring the Timeout Setting with WLST 8-5
Configuring Other Parameters 8-6
Restarting Servers 8-6
Configuring Single and Multiple LDAPs 8-6
Configuring Split Profiles 8-7
Configuring Custom Authentication Providers 8-7
Configuring Virtualization in Java SE Applications 8-8
Querying the Identity Store Programmatically 8-8
Configuring SSL for the Identity Store 8-9

o Configuring the Security Store

About the Security Store 9-1
Environments with Multiple Servers 9-2
Using an LDAP Security Store 9-2
Prerequisites to Using the LDAP Security Store 9-3
Resetting the LDAP User Password 9-4
Using a Database-Based Security Store 9-5
Prerequisites to Using the Database Security Store 9-5
Maintaining a Database Security Store 9-5
Resetting the OPSS Schema Password 9-7
Setting Up an SSL Connection to the Database Security Store 9-7
Reassociating the Security Store 9-7
Reassociating the Security Store with Fusion Middleware Control 9-7
Securing Access to LDAP Nodes 9-8
Reassociating the Security Store with reassociateSecurityStore 9-9
Migrating the Security Store 9-9
Migrating the Security Store with Fusion Middleware Control 9-9

ORACLE

Vi



Migrating the Security Store with migrateSecurityStore 9-10

Migrating All Policies with migrateSecurityStore 9-10
Migrating System Policies with migrateSecurityStore 9-12
Migrating Application Policies with migrateSecurityStore 9-13
Migrating All Credentials with migrateSecurityStore in the Same Domain 9-14
Migrating One Credential Map with migrateSecurityStore in the Same
Domain 9-15
Migrating All Credentials with migrateSecurityStore Across Domains 9-17
Migrating One Credential Map with migrateSecurityStore Across Domains 9-18
Migrating Audit Data with migrateSecurityStore 9-19
migrateSecurityStore Usage Examples 9-19
Configuring Security Providers with Fusion Middleware Control 9-20

10 Managing Policies

Determining the Security Store Characteristics 10-1
Managing the Policy Store 10-1
Managing Policies with Fusion Middleware Control 10-2
Managing Application Policies 10-2
Managing Application Roles 10-3
Managing System Policies 10-4
Managing Policies with WLST 10-5
reassociateSecurityStore 10-7
Refreshing the Policy Cache 10-10
Authorization Scenarios Using Policy Refreshing 10-11
Principals and Roles in WLST Commands 10-11
Application Stripe in WLST Commands 10-12
Managing Application Policies with OES 10-13

11 Managing Credentials

Credential Types 11-1
Encrypting Credentials 11-1
Managing Credentials with Fusion Middleware Control 11-4
Managing Credentials with WLST 11-5

12 Managing Keys and Certificates

About the Keystore Service 12-1
Structure of the Keystore Service 12-1
Types of Keystores 12-2
The Truststore 12-2

ORACLE vii



About Keystore Service Commands 12-3
Getting Help for Keystore Service Commands 12-3
Keystore Service Command Reference 12-4

Managing Keystores with Fusion Middleware Control 12-4

Managing Keystores with WLST 12-5

About Certificates 12-6

Managing Certificates with Fusion Middleware Control 12-7

Managing Certificates with WLST 12-10

Replacing Demonstration CA Signed Certificates 12-12
Replacing Demo CA Certificates With Domain CA Signed Certificates 12-12
Replacing Demo CA Certificates With Third-Party CA Signed Certificates 12-14
Replacing the Demo CA Trust Service Certificate 12-14
Setting Up a Security Hardened Domain: An Example 12-15

How Fusion Middleware Components Use the Keystore Service 12-16
Synchronizing the Local Keystore with the Security Store 12-16

syncKeyStores Usage 12-16
When to Synchronize the Keystores 12-17
13 Introduction to Oracle Fusion Middleware Audit Framework

What Are the Audit Objectives? 13-1

Audit Terminology 13-2

About Auditing with Oracle Fusion Middleware Audit Framework 13-4
Overview of Oracle Fusion Middleware Audit Framework 13-4
About Components and Applications 13-5

Understanding Audit 13-5
The Audit Model 13-5
About the Audit Store 13-6
How Audit Data Is Stored 13-7
About the Oracle Fusion Middleware Audit Framework 13-7
Audit Setup: Main Steps 13-8
Understanding the Runtime Audit Event Flow 13-8

About Audit Attributes, Events, and Event Categories 13-9
Audit Attribute Groups 13-9

About Generic Attribute Groups 13-9

About Custom Attribute Groups 13-10

About Audit Attribute Data Types 13-11

Audit Events and Event Categories 13-11

About System Categories and Events 13-12

About Component and Application Categories 13-12

Audit Artifact Naming Requirements 13-13
ORACLE viii



About Audit Definition Files 13-13
About the component_events.xml File 13-13
About Mapping and Version Rules 13-16
What Are Version Numbers? 13-16
About Custom Attribute to Database Column Mappings 13-17
14  Managing Audit

Audit Administration Tasks 14-1
Managing the Audit Store 14-1
About Audit Data Sources 14-2
Managing Bus-Stop Files 14-2
Configuring Standalone Audit Loader 14-2
Configuring the Environment 14-3
Running Standalone Audit Loader 14-3
Managing Audit Policies 14-4
Managing Audit Policies with Fusion Middleware Control 14-4
Managing Audit Policies with WLST 14-7
Viewing Audit Policies with WLST Commands 14-7
Updating Audit Policies with WLST Commands 14-8
Configuring Audit Policies Example 14-8
Configuring Audit Events Example 14-9

What Happens to Custom Configuration when the Audit Level Changes? 14-9
Managing Audit Policies Programmatically 14-9
Understanding Audit Time Stamps 14-9
About Audit Logs and Bus-stop Files 14-10
Audit Database Administration 14-10
Overview of the Audit Schema 14-11
Base and Component Table Attributes 14-11
Tuning Performance 14-12
Planning Backup and Recovery 14-12
Importing and Exporting Data 14-13
Purging Data 14-13
Partitioning 14-13
Performing Tiered Archival 14-14
Creating Indexes on Custom Table Attributes Using Materialized Views 14-14
Best Practices for Audit Event Definitions 14-15
Guidelines for Naming Events 14-15
Differentiating Events 14-16
Event Categorization 14-16
Use of Generic Attributes 14-16

ORACLE



Use of Component Attributes 14-16
Guidelines for Linking Across Components 14-16
Updating Event Definitions 14-17
15  Using Audit Analysis and Reporting
About Audit Reporting 15-1
Audit Reporting with the Dynamic Metadata Model 15-1
Audit Views Created at Registration 15-2
Manually Created Audit Views 15-2
Part IV Developing with OPSS APIs
16 Integrating Application Security with OPSS
About Security Challenges 16-1
Security Integration Use Cases 16-2
Authentication 16-3
Java EE Application Requiring Authenticated Users 16-3
Java EE Application Requiring Programmatic Authentication 16-4
Java SE Application Requiring Authentication 16-4
Identities 16-4
Application Running in Two Environments 16-4
Application Accessing User Profiles in Multiple Stores 16-5
Authorization 16-5
Java EE Application Accessible by Specific Roles 16-5
Oracle ADF Application Requiring Fine-Grained Authorization 16-5
Application Securing Web Services 16-6
Java EE Application Requiring Codesource Permissions 16-6
Non-Oracle ADF Application Requiring Fine-Grained Authorization 16-6
Credentials 16-6
Application Requiring Credentials to Access System 16-6
Audit 16-7
Auditing Security-Related Activity 16-7
Auditing Business-Related Activity 16-7
Identity Propagation 16-8
Propagating the Executing User Identity 16-8
Propagating a User Identity 16-8
Propagating ldentities Across Domains 16-9
Propagating Identities over HTTP 16-9
Administration and Management 16-9

ORACLE



Application Requiring a Centralized Store 16-9

Application Requiring a Custom Management Tool 16-10
Application Running in a Multiple Server Environment 16-10
Integration 16-10
The OPSS Trust Service 16-11
Propagating Identities over HTTP 16-11
Propagating ldentities with the OPSS Trust Service 16-12
Propagating Identities Across Multiple WebLogic Server Domains 16-12
Token Generation on the Client-Side Domain 16-12
Server-Side or Token Validation Domain 16-16
Propagating Identities Across Containers in a Single WebLogic Server Domain 16-18
Trust Provider Properties 16-18
Implementing a Custom Graphical User Interface 16-19
Imports Assumed 16-22
Query Identity Store Example 16-22
Create Role Example 16-23
Query Roles Example 16-23
Map Roles Example 16-24
Get Roles that Contain a User Example 16-25
Delete Role Mapping Example 16-26
Securing Oracle ADF Applications 16-27
Development Phase 16-27
Deployment Phase 16-28
Administration Phase 16-28
Summary of Tasks per Participant per Phase 16-28
Code and Configuration Examples 16-29
Programming Examples 16-29
Configuration Examples 16-30
Propagating Identities with JKS 16-30
Single Domain Scenario 16-30
Create the Client Application 16-31
Configure the Keystore 16-32
Configure Maps and Keys 16-32
Configure a Grant 16-32

Create the Java Servlet 16-33
Configure web.xml 16-33
Configure the Asserter 16-33

Update Trust Parameters 16-34
Multiple Domain Scenario 16-35
Domains Using Both Protocols 16-35
Single Domain Scenario 16-36

ORACLE Xi



17

18

Multiple Domain Scenario

The Security Model

16-36

About the OPSS Authorization and Policy Models 17-1
Authorization Models 17-1
The Java EE Authorization Model 17-1
Declarative Authorization 17-2
Programmatic Authorization 17-2
Java EE Application Example 17-3
The JAAS Authorization Model 17-3
The JAAS/OPSS Authorization Model 17-4
The Resource Catalog 17-4
Managing Policies 17-4
Checking Policies Programmatically 17-6
Using checkPermission 17-7
Using doAs and doAsPrivileged 17-11
Using checkBulkAuthorization 17-11
Using getGrantedResources 17-11
The Class ResourcePermission 17-12
Developing with the Credential Store Framework
About the Credential Store Framework API 18-1
Guidelines for Using the Credential Store Framework API 18-1
About Map and Key Names 18-2
Provisioning Access Permissions 18-2
Permission to Access a Key Example 18-2
Permission to Access a Map Example 18-3
Using the Credential Store Framework API 18-3
Using the Credential Store Framework API in Java SE Applications 18-3
Using the Credential Store Framework API in Java EE Applications 18-4
Credential Store Framework APl Examples 18-4
Credential Store Framework Operations Example 18-4
Java SE Application with File Credentials Example 18-6
Java EE Application with File Credentials Example 18-8
Java EE Application with LDAP Store Example 18-10
Java EE Application with DB Store Example 18-10
Xii

ORACLE



19 Developing with the User and Role API

About the User and Role API 19-1
Authentication Providers and the User and Role API 19-2
Working with Service Providers 19-2
Setting Up the Environment 19-2
Choosing the Provider Repository 19-3
Creating the Provider Instance 19-4
Configuring the Provider Start-Time and Runtime Properties 19-4
Configuring Start-Time and Runtime Properties 19-4
Enabling Execution Context ID 19-6
Configuring the Provider when Creating a Factory Instance 19-6
Configuring Common Properties 19-7
Configuring Constants, Number of Connections, and Pool Connection 19-7
Configuring the Provider when Creating a Store Instance 19-7
Configuring the Provider at Runtime 19-8
Programming Guidelines 19-8
Switching Providers 19-8
Using Identity Store Objects 19-9
The Provider's Lifetime 19-9
Searching the Identity Store 19-9
Searching for a Specific Identity 19-9
Searching for Multiple Identities 19-10
Using Search Filters 19-10
Filter Operators 19-10
Filter for Logged-In User and Role 19-10
Filters Examples 19-11
Creating and Modifying Entries in the Identity Store 19-12
Creating ldentities and Roles 19-12
Modifying an ldentity 19-12
Deleting an Identity 19-13
User and Role APl Examples 19-13
Searching Users Example 19-13
Managing Users Example 19-14
Configuring SSL for LDAP Providers 19-16
Setting Up SSL to Providers 19-16
Customizing SSL to Providers 19-17

20 Developing with the Identity Governance Framework
About the ldentity Governance Framework 20-1
Identity Directory API Overview 20-1
ORACLE Xiii



About the Identity Directory APl Configuration 20-2
Using the Identity Directory API 20-2
Initializing and Obtaining the Identity Directory Handle 20-2
Creating and Deleting a User 20-4
Obtaining and Modifying a User 20-4
Simple and Complex User Search 20-5
Creating and Deleting a Group 20-6
Obtaining a Group 20-6
Group Search Filter 20-6
Adding and Deleting a Member to a Group 20-7
Configuring SSL Using the Identity Directory API 20-7
21 Developing with the Keystore Service

About the Keystore Service API 21-1
Setting Policy Permissions 21-1
Permission for a Keystore Example 21-2
Permission for a Map Example 21-3
Permission for a Key Alias Example 21-3
Using the Keystore Service APl in Java EE Applications 21-3
Using the Keystore Service APl in Java SE Applications 21-4
Keystore Service APl Examples 21-4
Keystore Service Management Example 21-5
Reading Keys at Runtime Example 21-6
Getting a Handle to the Keystore 21-6
Accessing Keystore Artifacts - Method 1 21-6
Accessing Keystore Artifacts - Method 2 21-7

22  Developing with Oracle Fusion Middleware Audit Framework
Integrating Applications with the Oracle Fusion Middleware Audit Framework 22-1
Creating Audit Definition Files 22-1
The component-events.xml File 22-2
Translation Files 22-2
Registering the Application with the Audit Service 22-2
Performing Declarative Audit Registration 22-3
Application Audit Registration 22-3
Custom Audit Registration 22-3
Programmatic Registration 22-4
Registering the Application with Audit Using WLST 22-5
Using Domain Extension Templates for Audit Artifacts 22-6
Xiv

ORACLE



Managing Audit Policies Programmatically 22-6

Querying Audit Data 22-6
Viewing and Setting Audit Policies 22-7
Logging Audit Events Programmatically 22-7
Oracle Fusion Middleware Audit Framework Interfaces 22-7
Setting System Grants 22-8
Obtaining the Auditor Instance 22-9
Updating and Maintaining Audit Definitions 22-10

23  Configuring Java EE Applications to Use OPSS

About Authentication in Java EE Applications 23-1
Developing Authentication in Java EE Applications 23-2
Configuring the Filter and the Interceptor 23-2
Setting the Application Stripe 23-3
Setting Application Role Support 23-4
Setting the Anonymous User and Role 23-4
Setting Authenticated Role Support 23-5
Setting JAAS Mode 23-6
Interceptor Configuration Requirements 23-7
Summary of Filter and Interceptor Parameters 23-7
Choosing the Appropriate Class for Enterprise Groups and Users 23-8
Packaging a Java EE Application Manually 23-9
Packaging Policies with the Application 23-9
Packaging Credentials with the Application 23-10
Configuring Java EE Applications to Use OPSS 23-10
Controlling Policy Migration 23-10
jps.policystore.migration 23-11
jps.policystore.applicationid 23-11
jps.apppolicy.idstoreartifact.migration 23-12
jps.policystore.removal 23-13
jps.policystore.migration.validate.principal 23-14
JpsApplicationLifecycleListener 23-14
Configuring Policy Migration According to Behavior 23-14
Recommendations 23-14
Skipping Migrating Policies 23-15
Migrating Merging Policies 23-15
Migrating Overwriting Policies 23-15
Removing or Not Removing Policies 23-16
Migrating Policies in a Static Deployment 23-18

Using File Credential Stores 23-18

ORACLE XV



Controlling Credential Migration 23-18

jps.credstore.migration 23-19
Configuring Credential Migration According to Behavior 23-19
Skipping Migrating Credentials 23-19
Migrating Merging Credentials 23-19
Migrating Overwriting Credentials 23-20
Using Supported Permission Classes 23-20
Security Store Permission Class 23-20
Credential Store Permission Class 23-21
Generic Permission Class 23-22
Specifying Bootstrap Credentials Manually 23-22

24  Configuring Java SE Applications to Use OPSS

Using OPSS in Java SE Applications 24-1
The JpsStartup Class 24-2
JpsStartup.start States 24-3
JpsStartup Constructor 24-3
JpsStartup runtime Options 24-3

OPSS Starting Examples 24-4
Implementing Security Services in Java SE Applications 24-6
Authentication in Java SE Applications 24-6
Configuring the LDAP ldentity Store in Java SE Applications 24-7
Using Login Modules in Java Applications 24-8
The User Authentication Login Module 24-8

The User Assertion Login Module 24-9

The Identity Store Login Module 24-11

The Asserted User 24-15

Using the Login Modules in Java SE Applications 24-17
Authorization in Java SE Applications 24-18
Configuring Policy and Credential File Stores 24-19
Configuring Policy and Credential LDAP Stores 24-20
Configuring Database-Based Security Stores 24-21
File Store Unsupported Methods 24-22
Audit in Java SE Applications 24-23
About Audit in Java SE Applications 24-23
Configuring the Audit Bus-Stop Directory 24-24
Configuring Audit Loaders 24-24
Common Audit Scenarios in Java SE Applications 24-24
Configuring Audit with a Collocated WebLogic Server 24-25

ORACLE Xvi



Configuring Audit Without a Collocated WebLogic Server 24-25

Part V' Reference

A OPSS Configuration File Reference

First and Second Hierarchy Levels A-1
Third and Lower Hierarchy Levels A-2
<description> A-3
<extendedProperty> A-4
<extendedPropertySet> A-5
<extendedPropertySetRef> A-6
<extendedPropertySets> A-6
<jpsConfig> A-7
<jpsContext> A-7
<jpsContexts> A-9
<name> A-10
<property> A-10
<propertySet> A-12
<propertySetRef> A-13
<propertySets> A-13
<servicelnstance> A-14
<servicelnstanceRef> A-17
<servicelnstances> A-17
<serviceProvider> A-18
<serviceProviders> A-20
<value> A-20
<values> A-21

B File Store References

File Store Hierarchy B-1
File Store Elements and Attributes B-5
<actions> B-7
<actions-delimiter> B-7
<app-role> B-8
<app-roles> B-9
<application> B-10
<applications> B-10
<attribute> B-11
<class> B-11

ORACLE XVii



<codesource> B-13

<credentials> B-14
<description> B-14
<display-name> B-15
<extended-attributes> B-16
<grant> B-17
<grantee> B-18
<guid> B-18
<jazn-data> B-20
<jazn-policy> B-20
<jazn-realm> B-22
<matcher-class> B-25
<member> B-25
<member-resource> B-27
<member-resources> B-27
<members> B-28
<name> B-29
<owner> B-32
<owners> B-32
<permission> B-33
<permissions> B-34
<permission-set> B-34
<permission-sets> B-35
<policy-store> B-36
<principal> B-38
<principals> B-38
<provider-name> B-39
<realm> B-40
<resource> B-40
<resources> B-41
<resource-name> B-42
<resource-type> B-42
<resource-types> B-44
<role> B-44
<role-categories> B-45
<role-category> B-46
<role-name-ref> B-47
<roles> B-47
<type> B-48
<type-name-ref> B-49
<uniquename> B-50

ORACLE Xviii



<url> B-51

<user> B-52
<users> B-53
<value> B-54
<values> B-55

C Oracle Fusion Middleware Audit Framework Reference

Audit Events C-1
What Components Can Be Audited? C-1
System Categories and Events C-1
OPSS Event Attributes C-10

The Audit Schema C-12

Audit Filter Expression Syntax C-17

Naming and Logging Audit Files C-18

D User and Role API Reference

Mapping User Attributes to LDAP Directories D-1
Mapping Role Attributes to LDAP Directories D-3
Default Configuration Parameters D-4

E Administration with Scripts and MBeans

Configuring Services with Scripts E-1
Configuring Services with MBeans E-2
Supported OPSS MBeans E-2
Using OPSS MBeans E-3
Programming with OPSS MBeans E-4
Restricting Access to MBeans E-11
Annotation Examples E-11
Mapping Logical Roles to Enterprise Groups E-12
Particular Access Restrictions E-13

F OPSS System and Configuration Properties

OPSS System Properties F-1
OPSS Configuration Properties F-5
Properties Common to OPSS Services F-5
Policy Store Service Properties F-8
Policy Store Service Configuration F-8
Runtime Policy Configuration F-11

ORACLE XixX



Credential Service Properties F-15
LDAP Identity Properties F-16
Properties Common to All LDAP Servers F-21
Trust Service Properties F-23
Audit Service Properties F-25
Keystore Service Properties F-27
Anonymous and Authenticated Roles Properties F-29
G OPSS API References
H Using an OpenLDAP Identity Store
Using an OpenLDAP Identity Store H-1
| Configuring Adapters for Identity Virtualization
About Split Profiles I-1
Configuring Split Profiles I-1
Implementing Split Profiles -2
Logging Identity Virtualization Library I-3
J Troubleshooting OPSS
The OPSS Diagnostic Framework J-1
Diagnosing Security Errors J-3
About OPSS Loggers J-3
About Diagnostic Log Files J-3
Offline WLST Loggers J-4
Loggers by Service J-5
Logging Authorization J-5
Logging Audit J-5
Logging the User and Role API J-6
Logging Other Components J-6
System Properties J-7
Understanding Log Entries J-8
Troubleshooting Reassociation and Migration J-9
Reassociation Failure J-10
Unsupported Schema J-12
Missing Policies in Reassociated Security Store J-12
Migration Failure J-14
Troubleshooting Server Startup J-15

ORACLE

XX



Missing Required LDAP Authentication Provider J-15

Missing Administrator Account J-16
Missing Permission J-17
Server Fails to Start J-18
Other Server Start Issues J-19
Permission Failure Before Server Starts J-21
Troubleshooting Permissions J-21
Troubleshooting System Policy Failures J-21
Failure to Get Permissions - Case Mismatch J-23
Authorization Check Failure J-24
User Gets Unexpected Permissions J-25
Granting Permissions in Java SE Applications J-26
Application Policies Not Seen in 12c High Availability (HA) Domain J-26
Troubleshooting Connections and Access J-27
Database Connection Exception J-27
Other Database Exceptions J-28
JNDI Connection Exception J-28
Failure to Connect to the Embedded LDAP Server J-29
Failure to Connect to LDAP Server J-29
Failure to Access Data in the Credential Store J-30
Security Access Control Exception J-31
Failure to Establish an Anonymous SSL Connection J-32
Oracle Business Intelligence Publisher Time Zone J-33
Troubleshooting Searching J-33
Search Failure When Matching Attribute in Security Store J-33
Search Failure with an Unknown Host Exception J-36
Troubleshooting Versions J-37
Incompatible Versions of Binaries and Security Store J-37
Incompatible Versions of Security Stores J-38
Troubleshooting Other Errors J-38
Runtime Permission Check Failure J-39
Tablespace Needs Resizing J-40
Oracle Internet Directory Exception J-40
User and Role API Failure J-40
Characters in Policies J-41
Special Characters in Oracle Internet Directory 10.1.4.3 J-41
Characters in File Security Stores J-41
Characters in Application Role Names J-42
Missing Newline Characters in File Store J-42

Invalid Key Size J-42

ORACLE XXi



Need Further Help? J-43

ORACLE" XXii



Preface

Audience

This guide explains the features and administration of Oracle Platform Security
Services (OPSS).

The intended audience of this guide are experienced Java developers, domain
administrators, deployers, and application managers who want to understand and use
OPSS.

This guide includes several parts, each of which groups related major topics. Parts

| through IIl are relevant to security administrators. Parts IV contains information
about the policy model and is intended for developers, and part V contains reference
information.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at htt p: / / www. or acl e. conl pl s/t opi ¢/ | ookup?
ct x=acc& d=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit ht t p: / / www. or acl e. cont pl s/

t opi ¢/ | ookup?ct x=acc& d=i nf o or visit htt p: / / www. or acl e. conf pl s/t opi ¢/ | ookup?
ctx=acc&i d=trs if you are hearing impaired.

Related Documentation

ORACLE

Additional information is found in the following documents:

e Administering Oracle Fusion Middleware

»  Securing Web Services and Managing Policies with Oracle Web Services
Manager

*  Administering Oracle Internet Directory

*  Developing Fusion Web Applications with Oracle Application Development
Framework

*  Administering Oracle Entitlements Server
* Understanding the WebLogic Scripting Tool
*  WLST Command Reference for Infrastructure Security

*  Creating Schemas with the Repository Creation Utility
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e For links to APl documentation, see OPSS API| References.

For a comprehensive list of Oracle documentation or to search for a particular topic
within Oracle documentation libraries, see htt p://docs. oracl e. com

Conventions

The following text conventions are used in this guide:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action.

italic Italic type indicates book titles, emphasis, terms defined in text, or
placeholder variables for which you supply particular values.

nonospace Monospace type within a paragraph indicates commands, URLs, Java
class names and method names, file and directory names, text that
appears on the screen, or text that you enter.
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What's New Iin This Guide

This chapter summarizes the main changes introduced in the 12.2.1.x releases.

Changes in This Document for Release 12.2.1.4.0

There are no updates to this guide for the Oracle Fusion Middleware 12.2.1.4.0
release.

Changes in This Document for Release 12.2.1.3.0

Release 12.2.1.3.0 includes the following changes:

When migrating application policies for an application using the

m grat eSecurityStore WLST command, the behavior of how policies are merged
using the overwr i t e parameter has been changed. See Migrating Application
Policies with migrateSecurityStore.

The Keystore Service (KSS) has been updated to support Subject Alternative
Name (SAN) SSL certificates. See Managing Certificates with WLST and
Managing Certificates with Fusion Middleware Control.

The sections “Upgrading Security to 12.2.1.x” and “Compatibility Table for 11g and
12c Versions” have been moved to Securing Datastores in Planning an Upgrade of
Oracle Fusion Middleware.

Added an example that illustrates how you can set up a domain that uses either
third-party CA signed or internal CA signed certificates throughout the domain in
place of the demonstration CA certificates. See Setting Up a Security Hardened
Domain: An Example.

Clarified the procedures for migrating credentials in the same domain and across
domains. See Migrating Credentials with migrateSecurityStore.

Changes in This Document for Release 12.2.1.2.0

In release 12.2.1.2.0, the changes to this document include:

ORACLE

A procedure that describes how to synchronize the local keystore with the security
store. See Synchronizing the Local Keystore with the Security Store.

Procedures that describe how to replace demonstration certificates with third-party
or domain CA signed certificates. Demonstration CA certificates should not be
used in a production environment. See Replacing Demonstration CA Signed
Certificates.

Troubleshooting information about database connection errors. See Database
Connection Exception.
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What's New in This Guide

Changes in This Document for Release 12.2.1.1.0

In release 12.2.1.1.0, this document has been changed as follows:

e The procedures in “Upgrading Security to 12.2.1.x" have been updated and
streamlined to improve usability.

" Note:

In 12.2.1.3.0, these procedures have been moved to Securing Datastores in
Planning an Upgrade of Oracle Fusion Middleware.

New Features in Release 12.2.1.0.0

The new features and major changes introduced in release 12.2.1.0.0 include the
following:

e Support for IBM DB2 and Microsoft SQL server databases. OPSS supports two
new databases as repositories for security stores. See Supported File, LDAP, and
Database Stores.

e The ability to create database views of audit records at registration time using the
Dynamic Metadata Model. See Audit Views Created at Registration.

e New audit cr eat el AWi ewand get | AWVi ewl nf o commands, that allow you to
create and to get information about audit database views. See Audit Configuration
WLST Commands in WLST Command Reference for Infrastructure Security.

e Anewnerge.jdkcacerts.wth.trust property, which specifies whether to
return public certification authority certificates in the kss: // syst enf publ i cacerts
keystore with a keystore query to kss: // systeni trust. See About Certificates.

* The OPSS REST API.
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Understanding Security Concepts

This part contains the following chapters:
e Introduction to Oracle Platform Security Services
e Understanding Users and Roles

« Understanding ldentities, Policies, Credentials, Keys, Certificates, and Audit

e About the Security Store
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Introduction to Oracle Platform Security
Services

Oracle Platform Security Services (OPSS) provides development teams a portable
and integrated framework to secure Java Platform Standard Edition (Java SE) and
Java Platform Enterprise Edition (Java EE) applications.

This chapter incudes the following sections:

¢ What Is OPSS?

*  OPSS Architecture Overview
e OPSS for Developers

*  ADF Security Overview

The scope of this document does not include Oracle Web Services security. For
information about Oracle Web Services security, see Securing Web Services and
Managing Policies with Oracle Web Services Manager.

What Is OPSS?

OPSS is the underlying security platform that provides security to Oracle Fusion
Middleware products, including Oracle WebLogic Server, service-oriented architecture
(SOA) applications, Oracle WebCenter, Oracle Application Development Framework
(Oracle ADF) applications, and Oracle Entitlements Server (OES).

OPSS provides an abstraction layer in the form of application programming interfaces

(APIs) that insulate developers from security and identity management implementation
details. Developers do not need to know the details of, for example, cryptographic

key management, repository interfaces, or other identity management infrastructures.

Using OPSS, in-house developed applications, third-party applications, and integrated
applications benefit from the same uniform security services across the enterprise.

OPSS is supported on WebLogic Server and is installed with Oracle Fusion
Middleware Infrastructure.

OPSS Main Features

ORACLE

OPSS complies with the following standards: Role-Based Access Control (RBAC),
Java EE, Java Authorization and Authentication Services (JAAS), and Java
Authorization Contract for Containers (JACC).

Built upon these standards, OPSS provides an integrated security platform that
supports:

*  Authentication
e Identity assertion

e Authorization
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OPSS Architecture Overview

Managing roles and role mappings

Managing application policies and credentials
Managing keys and certificates

Audit

Identity Virtualization

Security APIs

OPSS Architecture Overview

OPSS includes the WebLogic Server security providers and the Oracle Fusion
Middleware security frameworks. Figure 1-1 illustrates the OPSS architecture.

ORACLE

Figure 1-1 The OPSS Architecture

Oracle Platform Security Services
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The OPSS architecture has the following layers:

The security services, which includes authorization, authentication, credentials,
identity and trust, Secure Sockets Layer (SSL), and cryptographic services. For
authentication, OPSS uses WebLogic Server Authentication providers.

The WebLogic Server security providers. The Security Services Provider

Interface (SSPI) provides Java container security, resource-based authorization
for the environment, and APIs for implementing security providers. A module
implementing any of these interfaces can be plugged into the framework to provide
a particular type of security service, such as custom authentication or a particular
role mapping.

The security store with one of three types of repositories: file, Lightweight Directory
Access Protocol (LDAP), or database.

¢ See also:

The Security Service Provider Interfaces (SSPIs) in Understanding Security
for Oracle WebL ogic Server
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OPSS for Developers

Benefits of Using OPSS

OPSS offers many benefits, including the following:

» Allows developers to focus on application and domain problems
e Supports enterprise deployments

e Supports LDAP servers and SSO systems

* Is certified on WebLogic Server

» Integrates with Oracle products and technologies

» Offers a consistent security experience for developers and security administrators
* Provides a uniform set of APIs for all types of applications

»  Optimizes development time by offering abstraction layers

* Provides a simplified application security maintenance

*  Allows changing security rules without affecting application code
* Eases administration

* Integrates with identity management systems

OPSS provides security for Java EE applications, Oracle Fusion Middleware
applications, and Java SE applications. It also provides the tools to administer
all security in the enterprise, and allows changing security configurations without
modifying application code.

Using OPSS APIs, developers secure all types of applications and integrate them with
other security systems, such as LDAP, databases, and custom security components.

Ready-to-use, the default security provider (embedded LDAP server) is available, but
domains can use identity data in other LDAP repositories.

OPSS for Developers

The following sections summarize the main security features that you use in Java
applications:

e About Java EE Application Security
e About Java SE Application Security

About Java EE Application Security

ORACLE

Java EE applications can use several interfaces to access and maintain security
data, including those provided with Credential Store Framework API, User and Role
API, Identity Governance Framework API, and Keystore Service API. Using these
interfaces Java EE applications set and retrieve user attributes, and manage policies,
keys, and certificates.

Java EE applications can use authentication and authorization declaratively, with
specifications in the web. xnl file, or programmatically, with calls to the i sUser | nRol e
and i sCal | erI nRol e methods.
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ADF Security Overview

Java EE applications can use custom authentication providers and control
authentication between Java servlets and Enterprise JavaBeans (EJB) using roles and
enterprise groups.

¢ See also:

Security Integration Use Cases
About the User and Role API

Configuring Java EE Applications to Use OPSS

About Java SE Application Security

Most of the OPSS features available for Java EE applications are also available
for Java SE applications, but there are some differences that apply to Java SE
applications only, including the following:

e Applications must use the AppSecurityContext. JpsStartup. start method before
calling any security operations.

» Application security configuration is defined in the j ps- confi g-j se. xni file by
default installed in the following location:

$DOMAI N_HOVE/ confi g/ f mconfi g/ j ps-confi g-j se. xm

To specify a different location, use the or acl e. security.jps.config property:
-Doracl e. security.jps.config=pathToConfigFile

» Applications use standard JAAS login modules by implementing a custom
authentication provider that calls the login module.

*  The following Java archive (JAR) file must be added to the class path:

$ORACLE_HOVE/ or acl e_comon/ nodul es/ oracl e. jps_12.2.1/jps-manifest.jar

¢ See also:

Authentication Providers in Developing Security Providers for Oracle
WebLogic Server

Using OPSS in Java SE Applications

ADF Security Overview

Oracle ADF is an end-to-end Java EE framework that simplifies development by
providing infrastructure services and a visual development experience. Oracle ADF
is integrated with Oracle JDeveloper.
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ADF Security is based on the JAAS security model, uses OPSS and permission-based
authorization, and simplifies the configuration of application security with visual editors
and ADF Security wizard.

During the development of an Oracle ADF application, the authentication providers are
configured with Oracle WebLogic Server Administration Console, and policies are kept
in a file.

To summarize, ADF security allows you to:

*  Control the granularity of declarative security
*  Simplify permission with the role hierarchy
* Access to Oracle ADF resources

* Integrate with JDeveloper for quick development and test cycles

¢ See also:

Enabling ADF Security in a Fusion Web Application in Developing Fusion
Web Applications with Oracle Application Development Framework

Securing Oracle ADF Applications

Oracle ADF Application Security

ORACLE

Oracle ADF simplifies the development of Java EE applications with JDeveloper
by minimizing the code that implements the application infrastructure. This helps
developers focus on application features.

Oracle ADF leverages container authentication and uses JAAS based authorization
to control access to Oracle ADF resources. Policies may include specific application
roles and JAAS authorization permissions. Oracle ADF connection credentials are
stored in the security store.

Oracle ADF and WebCenter applications include WebLogic Server Authentication
providers and may include a single sign-on solution such as Oracle Single Sign-On.

¢ See also:

Overview of Single Sign-On with Microsoft Clients in Administering Security
for Oracle WebLogic Server

Securing Oracle ADF Applications
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Understanding Users and Roles

This chapter defines terms used throughout this document, and it introduces the role
category and role mapping. Special roles include the authenticated and anonymous
roles.

This chapter includes the following sections:

e Terminology

* Role Mapping

*  About the Role Category

*  About the Authenticated Role

e About the Anonymous User and Role
*  About Administrative Users and Roles

* Managing User Accounts

Terminology

ORACLE

This section defines OPSS terms used throughout this document.
Users and Groups

A user is an end-user accessing a service. A group is a subset of users and other
groups, so a group has a hierarchical structure.

An authenticated user is a user whose credentials have been validated. To
authenticate users, OPSS uses WebLogic Server Authentication providers.

An anonymous user is an authenticated user who is permitted access to only
unprotected resources.

Application Stripe

An application stripe or stripe (when the application is understood) is a subset of
policies. An application chooses the policies to use by specifying a stripe in the
security store. Several applications can use the same stripe.

Roles
An enterprise role or enterprise group is a collection of users and groups.

An application role is a collection of users and other application roles. Application
roles are defined in application policies and they are not necessarily known to a Java
container.

Application roles can be mapped many-to-many to enterprise roles. For example,
the enpl oyee enterprise role (in the identity store) can be mapped to the hel pdesk
servi ce request application role (in one stripe) and to the sel f service HR
application role (in some other stripe).

Principal
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A principal is the identity to which a policy grants permissions. A principal can be a
user, an external role, or an application role.

Policies

An application policy is a policy that specifies a set of permissions for principals, such
as viewing application web pages or modifying application reports. Application policies
must have at least one principal and can specify either separate permissions or a
permission set, but not both.

A system policy is a policy that specifies a set of permissions for a principal or

a codesource. The scope of system policies is the entire domain. System policies
grant permissions to codesources and principals, while application policies grant
permissions to principals only. Application and system policies are specified in the
j azn-data. xn file.

Subject

The subject is a collection of principals and user credentials, such as passwords
and cryptographic keys. The authentication service populates the subject with users,
groups, application roles, and credentials. The OPSS subiject is critical in identity
propagation across domains.

OPSS Configuration File

The OPSS configuration file where all security services for the entire domain are
specified. The specifications in the OPSS configuration file apply to all servers and
applications running in the domain.

By default, the OPSS configuration file is the j ps- confi g. xm file (for Java EE
applications) and the j ps- confi g-j se. xnl file (for Java SE applications) and they are
located in the $DOMAI N_HOVE/ conf i g/ f mvconf i g directory.

OPSS Context

The context defines a collection of services instances common to a domain. Contexts
are specified in the OPSS configuration file.

Security Stores

The identity store is the repository of enterprise users and groups and must be LDAP.
Ready-to-use, users and groups can be stored in the default provider (embedded
LDAP server).

The security store is the repository of system and application policies, credentials,
audit data, keys, and certificates used by all applications running in a domain.

The policy store refers to the portion or the security store where application and
system policies are kept. The credential store refers to the portion of the security store
where credentials are kept. The keystore refers to the portion of the security store
where keys and certificates are kept. The truststore refers to a keystore where trusted
certificates of third-party certificate authorities are kept.

For information about audit terms, see Audit Terminology.
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¢ See also:

Role Mapping
About the Authenticated Role
About the Anonymous User and Role

Setting the Application Stripe

Role Mapping

Permission

ORACLE

OPSS supports the many-to-many mapping of application roles to enterprise groups.
This allows users in enterprise groups to access application resources as specified by
application roles.

Mapping an application role to an enterprise group rewrites the permission of the
enterprise group as the union of its permissions and those of the mapped role.
Therefore, the mapping may augment the permissions of the enterprise group but
never removes any permission from it.

After deploying the application, you map application roles to enterprise groups with
WebLogic Scripting Tool (WLST), Oracle Enterprise Manager Fusion Middleware
Control (Fusion Middleware Control), or Oracle Entitlements Server (OES).

¢ See also:

Managing Application Roles for information about managing roles with
Fusion Middleware Control.

Inheritance and the Role Hierarchy

Roles can be structured hierarchically by the relation “is a member of," and a role can
have as members users or roles.

In a role hierarchy, role members inherit permissions from the parent role. Thus, if
rol eAis a member of r ol eB, then all permissions granted to r ol eB are also granted to
rol eA. In addition, r ol eA may have its own particular permissions.

¢ See also:

grantAppRole and revokeAppRole in WLST Command Reference for
Infrastructure Security

Administering Oracle Entitlements Server
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Role Mapping

Role Hierarchy Example

ORACLE

The following example illustrates a role hierarchy of nested application users and
roles. In the example, the devel oper AppRol e role has the following members:

devel oper
devel oper _group
manager AppRol e
di rect or AppRol e

The di r ect or AppRol e role has the following members:

devel oper
devel oper _group

The relevant portions of the j azn- dat a. xnl file specifying this hierarchy follows:

<pol i cy-store>
<appl i cations>
<appl i cation>
<name>MyApp</ nane>
<app-rol es>
<app-rol e>
<name>devel oper AppRol e</ nane>
<cl ass>oracl e. security.jps.service.policystore. ApplicationRol e</cl ass>
<di spl ay- nane>Appl i cation devel oper rol e</displ ay-nane>
<description>Application devel oper rol e</description>
<gui d>61FD29C0D47E11DABFIBA765378CFIF5</ gui d>
<menber s>
<nenber >
<cl ass>webl ogi c. security. principal . WSUser I npl </ cl ass>
<name>devel oper </ name>
</ menber >
<nenber >
<cl ass>webl ogi c. security. principal . WSUser I npl </ cl ass>
<name>di r ect or AppRol e</ nane>
</ menber >
<nenber >
<cl ass>webl ogi c. security. princi pal . W.SG oupl npl </ cl ass>
<name>devel oper _gr oup</ nane>
</ menber >
<nenber >
<cl ass>
oracle.security.jps.service.policystore. ApplicationRol e</cl ass>
<nane>nanager AppRol e</ nane>
</ menber >
</ menber s>
</ app-rol e>
<app-rol e>
<name>di r ect or AppRol e</ nane>

<cl ass>oracl e. security.jps.service.policystore. ApplicationRol e</class>
<di spl ay- name>Appl i cation director role </display-nanme>
<descri ption>Application director role</description>
<gui d>61FD29C0D47E11DABFIBA765378CFIF8</ gui d>
<nember s>
<nember >
<cl ass>webl ogi c. security. principal . W.SUser | npl </ cl ass>
<nane>devel oper </ nane>
</ member >
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<nmenber >
<cl ass>webl ogi c. security. princi pal . WSG oupl npl </
cl ass>
<nane>devel oper _group</ nane>
</ menber >
</ menber s>
</app-role> ..

</ app-rol es>

<j azn-policy>
<grant >
<grant ee>
<princi pal s>
<princi pal >
<cl ass>
oracle.security.jps.service.policystore. ApplicationRol e</cl ass>
<nanme>devel oper AppRol e</ name>
</ princi pal >
</ princi pal s>
</ grantee>
<per ni ssi ons>
<perni ssi on>
<cl ass>j ava. i o. Fi | ePerni ssion</cl ass>
<name>/ t np/ or acl e. t xt </ nane>
<actions>wite</actions>
</ perm ssi on>
</ perm ssi ons>
</ grant>

<grant >
<grant ee>
<princi pal s>
<princi pal >
<cl ass>
oracle.security.jps.service.policystore. ApplicationRol e</cl ass>
<nane>nanager AppRol e</ nane>
</ princi pal >
</ princi pal s>
</ grant ee>
<per ni ssi ons>
<perni ssi on>
<cl ass>j ava. util.PropertyPerm ssion</class>
<name>nyPr opert y</ nane>
<actions>read</ actions>
</ perm ssi on>
</ perm ssi ons>

</ grant>
<grant >
<grant ee>
<princi pal s>
<princi pal >
<cl ass>
oracle.security.jps.service.policystore.ApplicationRol e</cl ass>
<nanme>di r ect or AppRol e</ name>
</ principal >
</ princi pal s>
</ grant ee>
<per ni ssi ons>
<perni ssi on>
<cl ass>f 0o. Cust onPer m ssi on</ cl ass>
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<nane>nyPropert y</ name>
<actions>*</actions>
</ perm ssi on>
</ perm ssi ons>
</ grant>
</jazn-policy>
</ policy-store>

Table 2-1 summarizes the permissions of the five users and roles in the example.

Table 2-1 Granted and Inherited Permissions

Role Permission Granted Actual Permissions

devel oper AppRol e Pl=java.io.FilePermission P1

manager AppRol e P2= P2 and (inherited) P1
java.util.PropertyPermission

di rect or AppRol e P3=foo.CustomPermission P3 and (inherited) P1

devel oper NA P1 and P3 (both inherited)

devel oper _group NA P1 and P3 (both inherited)

About the Role Category

ORACLE

A role category is a collection of application roles. A role category contains no
hierarchical structure.

The following example illustrates the configuration of a role category:

<app-rol es>
<app-rol e>
<name>AppRol e_READONLY</ nane>
<di spl ay- name>di spl ay name</ di spl ay- nanme>
<descri pti on>descri ption</description>
<cl ass>oracl e. security.jps.service.policystore. ApplicationRol e</cl ass>
<extended-attributes>
<attribute>
<name>ROLE_CATEGORY</ nanme>
<val ues>
<val ue>RC_READONLY</ val ue>
</val ues>
<lattribute>
</ extended-attributes>
</ app-rol e>
</ app-rol es>
<rol e-cat egori es>
<rol e- cat egory>
<nane>RC_READONLY</ nanme>
<di spl ay- name>RC_READONLY di spl ay name</ di spl ay- name>
<descri pti on>RC_READONLY descri ption</description>
</rol e-category>
</rol e-categories>

The members of a role category are not configured within <r ol e- cat egor y> but within
<ext ended- at t ri but es> of the corresponding application role. The role category hame
is case-insensitive. The role category can be managed with the Rol eCat egor yManager
interface.

2-6



Chapter 2
About the Authenticated Role

¢ See also:

e Managing a Role Category in Administering Oracle Entitlements Server

e Java API Reference for Oracle Platform Security Services

About the Authenticated Role

OPSS supports the authenticated role. This role is available to all applications and
need not be declared in the OPSS configuration fie. The permissions granted to the
authenticated role follow from the enterprise groups and application roles of which
it is a member, that is, it is granted inherited permissions only. A typical use of

the authenticated role is to allow authenticated users access to common application
resources. You configure this role in the Java servlet filter and the Enterprise
JavaBeans (EJB) interceptor.

¢ See also:

Configuring the Filter and the Interceptor

About the Anonymous User and Role

OPSS supports the anonymous user and the anonymous role. The permissions
granted to them follow from the enterprise groups and application roles of which
they are a member, that is, they are granted inherited permissions only. A typical use
of the anonymous user and role is to allow unauthenticated users to access public,
unprotected resources. You can configure this role in the Java servlet filter and the
EJB interceptor.

¢ See also:

Configuring the Filter and the Interceptor

About Administrative Users and Roles

ORACLE

A WebLogic Server administrator is any user member of the Adni ni st rat ors group,
and any user in a WebLogic Server security realm can be added to this group.
Generally, there is no default name for an administrator.

After a domain is configured, any member of the Admi ni st rat or s group can manage
users in the Admi ni strat ors group. The tools to manage these accounts are Oracle
WebLogic Server Administration Console, WLST, and Fusion Middleware Control.
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¢ See also:
Install WebLogic Server in a Secure Manner in Securing a Production
Environment for Oracle WebLogic Server

Users, Groups, And Security Roles in Securing Resources Using Roles and
Policies for Oracle WebLogic Server

Add users to groups in Oracle WebLogic Server Administration Console
Online Help

Using the WebLogic Scripting Tool in Understanding the WebLogic Scripting
Tool

Managing User Accounts

For information about user accounts and passwords, see:

e Manage users and groups in Oracle WebLogic Server Administration Console
Online Help

e Securing the WebLogic Server Host in Securing a Production Environment for
Oracle WebLogic Server

e Managing the Embedded LDAP Server in Administering Security for Oracle
WebLogic Server

e Configuring the Password Validation Provider in Administering Security for Oracle
WebLogic Server

ORACLE 2-8



Understanding Identities, Policies,
Credentials, Keys, Certificates, and Audit

Identities, policies, credentials, keys, and audit are fundamental to securing
applications. This chapter introduces these basic concepts.
This chapter includes the following sections:

*  Authentication Basics

* Policies Basics

* Credentials Basics

» Keys and Certificates Basics

e Audit Basics

Authentication Basics

OPSS uses WebLogic Server Authentication providers, components that validate
users based on a user name/password combination or a certificate. Authentication
providers make user identity information available (in subjects) to other components in
the domain.

Java EE applications can use LDAP or DB authentication providers. Ready-to-use,
Java SE applications use a file identity store, but the store can be configured to use an
LDAP server or a database.

For information about Oracle WebLogic Server security, see Authentication in
Understanding Security for Oracle WebLogic Server.

The following sections describe WebLogic Server Authentication providers:

*  WebLogic Server Authentication Providers

* Identity Store Types and WebLogic Server Authentication Providers

WebLogic Server Authentication Providers

ORACLE

By default, users and groups are stored in the WebLogic Server Default Authenticator.
This authentication provider uses cn as the default attribute.

The data stored in any LDAP authentication provider can be accessed by the User and
Role API to query user profile attributes, but custom code may be required to query
identity repositories that are not LDAP. Within an authentication provider, a group
name must be unique.

The following sections explain how to set up multiple authentication providers:

e Support for Multiple Authentication Providers

» Additional Authentication Methods
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¢ See also:
How an LDAP X509 Identity Assertion Provider Works in Administering
Security for Oracle WebLogic Server

Configuring the SAML Authentication Provider in Administering Security for
Oracle WebLogic Server

Support for Multiple Authentication Providers

WebLogic Server allows the configuration of multiple authentication providers in a
given context. One of them must be an LDAP authentication provider.

The Default Authenticator has the control flag set (by default) to REQUI RED. To
initialize the identity store with an LDAP authentication provider other than the Default
Authenticator, change the control flag of the Default Authenticator or switch the order
of the authentication providers.

OPSS initializes the identity store with the LDAP authentication provider according to
the following algorithm:

1. Consider the set of LDAP authentication providers configured in the context. The
context must contain at least one LDAP authentication provider.

2. Within that set, consider those that have set the maximum flag. The flag ordering
used to compute this subset is the following:

REQUI RED > REQUI SI TE > SUFFI Cl ENT > OPTI ONAL
3. Within that subset, consider the first provider in the context.

The LDAP authentication provider singled out in step 3 is the one used to initialize the
identity store.

If a service instance initialization value is provided explicitly in the service instance
configuration, then the value configured takes precedence over the default one.

¢ See also:

Securing a Production Environment for Oracle WebLogic Server

OPSS API References

Additional Authentication Methods

The WebLogic Server Identity Assertion providers support certificate authentication
using X.509 certificates, SPNEGO tokens, Security Assertion Markup Language
(SAML) assertion tokens, and CORBA Common Secure Interoperability version 2
(CSIv2).
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The Negotiate Identity provider is used for SSO with Microsoft clients that support the
SPNEGO protocol. This provider decodes SPNEGO tokens to obtain Kerberos tokens,
validates the Kerberos tokens, and maps Kerberos tokens to WebLogic Server users.

¢ See also:
Identity Assertion Providers and LoginModules in Understanding Security for
Oracle WebLogic Server

Overview of Single Sign-On with Microsoft Clients in Administering Security
for Oracle WebLogic Server

Creating a Kerberos Identification for WebLogic Server in Administering
Security for Oracle WebLogic Server

Identity Store Types and WebLogic Server Authentication Providers

The information in this section applies only to Java EE applications.

For supported versions of identity store types, see Oracle Fusion Middleware
Supported System Configurations.

Table 3-1 lists the WebLogic Server Authentication providers used with each identity
store type:

Table 3-1 Identity Store Types and Authentication Providers
|

Store Type WebLogic Server Authentication Provider

Oracle Internet Directory OraclelnternetDirectoryAuthenticator

Oracle Virtual Directory OracleVirtualDirectoryAuthenticator

Open LDAP OpenLDAPAuthenticator

Oracle Unified Directory iPlanetAuthenticator

Oracle Directory Server Enterprise Edition iPlanetAuthenticator

Sun Java System Directory Server iPlanetAuthenticator

Novell eDirectory NovellAuthenticator

Tivoli Access Manager OpenLDAPAuthenticator

Active Directory ActiveDirectoryAuthenticator

Active Directory AM ActiveDirectoryAuthenticator

Active Directory 2008 ActiveDirectoryAuthenticator

Oracle DB CustomDBMSAuthenticator
ReadOnlySQLAuthenticator
SQLAuthenticator

Oracle Identity Cloud Service OracleldentityCloudIntegrator

Any LDAP authentication provider other than the Default Authenticator requires that
you set the UseRetrievedUserNameAsPrincipal flag. Ready-to-use, this flag is set in
the Default Authenticator.

ORACLE 3-3



Chapter 3
Policies Basics

¢ See also:

Configuring the LDAP Identity Store in Java SE Applications
Using an OpenLDAP Identity Store

Authentication Providers in Developing Security Providers for Oracle
WebLogic Server

Configuring Authentication Providers in Administering Security for Oracle
WebLogic Server

Configure authentication and identity assertion providers in Oracle WebLogic
Server Administration Console Online Help

Policies Basics

ORACLE

A policy specifies the permissions granted to code loaded from a given location.

A Java Authorization and Authentication Services (JAAS) policy extends policies by
allowing an optional list of principals, so that permissions are granted to code run by a
user represented by those principals.

An application policy is a collection of JAAS policies that applies to the application only
(in contrast to policies that apply to all applications in the domain).

A system policy grants permissions to users and groups, or to code, such as a URL or
a JAR file.

The OPSS authorization service provides a central repository of system and
application policies and roles. Application roles can include enterprise users and
groups specific to the application (such as administrative roles). A policy can use any
of these groups or users as principals.

In the case of applications that manage their own roles, Java EE application roles
(configured in the web. xn or ej b-j ar. xnl files) get mapped to enterprise users and
groups and used by application policies.

The policy store refers to the portion of the security store where application and
system policies are kept. The type of the policy store can be file, LDAP, or DB. A file
store is an XML file. The only LDAP policy store type supported is Oracle Internet
Directory.

During development and by default, application policies are specified in the j azn-
dat a. xm file.

When you deploy the application with Oracle Enterprise Manager Fusion Middleware
Control (Fusion Middleware Control), policies can be automatically migrated into the
security store.

All permission classes must be specified in the system class path.
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¢ See also:

Migrating the Security Store with Fusion Middleware Control
Reassociating the Security Store

The JAAS/OPSS Authorization Model

Credentials Basics

The OPSS credential service provides a central repository of artifacts that certify the
authority of users, Java components, and system components. A credential can hold
user name and password combinations, tickets, or public key certificates. This data
is used during authentication, when principals are populated in subjects, and, further,
during authorization, when determining what actions the subject can perform.

The credential store refers to the portion of the security store where credentials are
kept. The type of the credential store can be file, LDAP, or DB. A file credential store is
the cwal | et . sso file. The only LDAP credential store type supported is Oracle Internet
Directory.

An application can use either the credential store or its own credential store. The
credential store can be a file, LDAP, or DB.

When you deploy the application with Fusion Middleware Control, credentials can be
automatically migrated into the security store.

OPSS provides the Credential Store Framework that includes an API that applications
can use to create, read, update, and manage credentials programmatically.

¢ See also:

Migrating the Security Store with Fusion Middleware Control

Reassociating the Security Store

Keys and Certificates Basics

The keystore service (KSS) keystore provides a central repository for the keys and
certificates used by a domain components and applications. This eliminates the need
to associate keystores with individual applications, and it provides a single user
interface that allows you to manage keystore data uniformly in the domain.

The keystore repository can be file, DB, or LDAP. The keystore can be reassociated
from one type to another.
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¢ See also:

Reassociating the Security Store

Managing Keys and Certificates

Audit Basics

ORACLE

Oracle Fusion Middleware Audit Framework provides the audit store, a central
repository of audit records for the domain. Use this framework to audit events triggered
by configuration changes as well as operational activity for components and deployed
applications. The audit store can be file or database.

¢ See also:

Introduction to Oracle Fusion Middleware Audit Framework
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This chapter introduces the security store types supported, the package requirements
for application security, and the OPSS support for Federal Information Processing
Standards (FIPS).

This chapter includes the following sections:

e Supported File, LDAP, and Database Stores

e Packaging Requirements
*  FIPS Support in OPSS

Supported File, LDAP, and Database Stores

OPSS supports the following repositories:

e Security store and keystores:

— Database-based

*

*

*

*

*

Oracle Database, Express Edition
Oracle Database, Standard Edition
Oracle Database, Standard Edition One
IBM DB2

Microsoft SQL Server

» ldentity store-any LDAP authentication provider supported by Oracle WebLogic
Server. File identity stores are supported in Java SE applications only.

¢ Audit store:
— File-based - XML file

— Database-based

*

*

*

*

*

Oracle Database, Express Edition
Oracle Database, Standard Edition
Oracle Database, Standard Edition One
IBM DB2

Microsoft SQL Server

For supported versions, see Oracle Fusion Middleware Supported System
Configurations..

If you are using Oracle Internet Directory version 10.1.4.3 with OPSS, then the patch
that fixes bug number 8351672 is required. For a list of patches to various versions of
Oracle Internet Directory, see Using an LDAP Security Store.
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¢ See also:

Managing Policies
Managing Credentials
Managing Keys and Certificates

Managing Audit

Packaging Requirements

Application policies are specified in the j azn- dat a. xnl file, and application credentials
are specified in the cwal | et . sso file. Package these files in the META- | NF directory of
the application Enterprise ARchive (EAR) file. At application deployment, you typically
migrate those policies and credentials to the security store.

¢ See also:

Packaging a Java EE Application Manually

Deploying Secure Applications

FIPS Support in OPSS

FIPS-140 is enabled in the entire Oracle Fusion Middleware stack. For information

about FIPS, see FIPS-140 Support in Oracle Fusion Middleware in Administering
Oracle Fusion Middleware.
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Basic OPSS Administration

This part contains the following chapters:

Security Administration

Deploying Secure Applications

ORACLE



Security Administration

This chapter describes the main tasks you carry out to manage application security
and the tools you use to accomplish those tasks.
It contains the following sections:

OPSS Administration: Main Steps

Security Management Tools

Security Practices with Fusion Middleware Control

Security Practices with WebLogic Server Administration Console

Security Practices with OES

OPSS Administration: Main Steps

Application security administration is an iterative process that incudes the following
main tasks:

ORACLE

Packaging and deploying applications
Managing application roles and users
Managing application and system policies
Managing application credentials
Managing application keys and certificates

Managing audit

¢ See also:

Deploying Secure Applications for information about packing security with an

application

Managing Application Policies
Managing Application Roles
Managing Credentials
Managing Keys and Certificates
Managing Audit

Administration with Scripts and MBeans
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Security Management Tools

To administer security, use any of the following tools:

* Oracle WebLogic Server Administration Console
*  Fusion Middleware Control

*  WebLogic Scripting Tool (WLST)

e Oracle Entitlements Server (OES)

The tool you use depends on the type of data and the kind of store.

OPSS does not support automatic backup or recovery of server files. It is
recommended that all server configuration files be periodically backed up. For
information about backup, see Introduction to Backup and Recovery in Administering
Oracle Fusion Middleware.

Users and Groups

If a domain uses the WebLogic Server Default Authenticator to store identities, then
use WebLogic Server Administration Console to manage the stored data. This data
can be accessed by the User and Role API to query user profile attributes or to insert
additional attributes to users or groups.

If your domain uses the Default Authenticator, then the Administration Server must
be running for an application to access identity data with the User and Role API.
Otherwise, if it uses an LDAP server different from the Default Authenticator, then use
the utilities of that LDAP server to manage users and groups.

Policies, Credentials, Keys, and Certificates

Policies, keys, credentials, and certificates are stored in the same kind of storage (file,
LDAP, or DB). The tools to manage these artifacts are:

*  WebLogic Server Administration Console, for identities.
*  Fusion Middleware Control, WLST, or OES, for policies and credentials.
*  WLST, for keys and certificates.

Changes to policies, credentials, or keys do not require server restart. Changes to the
j ps-config.xm file require server restart.

¢ See also:

Getting Started Managing Oracle Fusion Middleware in Administering Oracle
Fusion Middleware

Security Practices with Fusion Middleware Control

This section addresses only OPSS security-related operations. For other security
administrative operations, see WebLogic Server Security in Administering Oracle
WebLogic Server with Fusion Middleware Control.
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Use Oracle Enterprise Manager Fusion Middleware Control (Fusion Middleware
Control):

Post-installation and before you deploy the application to reassociate the security
store.

Post-installation and before you deploy the application to define OPSS properties.

At application deployment, to configure the automatic migration of application
policies and credentials to the security store.

After application deployment, to:
— Manage application policies.
— Manage credentials.

— Manage users and groups.

— Specify the mapping from application roles to users, groups, and application
roles.

Manage system policies for the domain.

Manage OPSS properties for the domain.

¢ See also:

Deploying Oracle ADF Applications to a New Environment
Reassociating the Security Store with Fusion Middleware Control
Configuring Security Providers with Fusion Middleware Control
Migrating the Security Store

Managing the Policy Store

Managing Application Roles

Managing System Policies

Managing Credentials

Security Practices with WebLogic Server Administration

Console

ORACLE

Use WebLogic Server Administration Console to:

Start and stop WebLogic servers.

Configure WebLogic servers and domains.

Deploy applications.

Configure failover support.

Configure WebLogic Server domains and WebLogic Server realms.

Manage WebLogic Server Authentication Providers.
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» Enable single sign-on in Microsoft clients, Web browsers, and HTTP clients.

* Manage administrative users and administrative policies.

¢ See also:
Configuring Existing WebLogic Domains in Understanding the WebLogic
Scripting Tool

Understanding WebLogic Server Deployment in Deploying Applications to
Oracle WebLogic Server

Failover and Replication in a Cluster in Administering Clusters for Oracle
WebLogic Server

Starting and Stopping Servers in Administering Server Startup and Shutdown
for Oracle WebLogic Server

Secure servers and resources in Oracle WebLogic Server Administration
Console Online Help

Security Practices with WLST

All security configuration tasks you do with WebLogic Server Administration Console,
you can also do with WLST, including domain configuration and application
deployment.

A Java Virtual Machine (JVM) instance points to at most one j ps-confi g. xnl file. All
WLST commands called within the instance use the configuration file first obtained,
regardless of the configuration location passed to subsequent commands.

¢ See also:

WLST Command Reference for Infrastructure Security

Security Practices with OES

ORACLE

OES provides a large number of functions to configure and maintain authorization,
including the ability to:

e Search application roles and the role hierarchy.

e Manage application policies and the role hierarchy.
e View the role hierarchy.

e Manage application role mappings.

For information about OES, see Introduction to Oracle Entitlements Server in
Administering Oracle Entitlements Server.
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Deploying Secure Applications

You typically deploy applications to Oracle WebLogic Server with Oracle WebLogic
Server Administration Console or Oracle Enterprise Manager Fusion Middleware
Control (Fusion Middleware Control). You can also start an application without
restarting the server by setting its bits in a location known to WebLogic Server. This
application start is known as hot deployment.

The recommendations in this chapter apply to Java EE applications using OPSS.

This chapter includes the following sections:

Developing Oracle ADF Applications

Choosing the Tool for Deployment

Deploying Oracle ADF Applications to a New Environment
Deploying Standard Java EE Applications

Deploying Audit-Aware Applications

Migrating from a Test to a Production Environment

¢ See also:

Deploying Applications in Administering Oracle Fusion Middleware

Developing Fusion Web Applications with Oracle Application Development
Framework

Securing Oracle ADF Applications
Configuring Java EE Applications to Use OPSS

Developing Oracle ADF Applications

When developing an Oracle Application Development Framework (Oracle ADF)
application you:

ORACLE

Use JDeveloper to develop the application and Oracle ADF Wizard to configure
security for the application.

Use JDeveloper to copy the application users, roles, policies, and credentials to
the integrated WebLogic Server, into which you deploy the application during the
test cycles.

Create the application Enterprise ARchive (EAR) file that packs application
policies and credentials.

Deploy the EAR file to WebLogic Server using Fusion Middleware Control.

Figure 6-1 illustrates the workflow for developing an Oracle ADF application.

6-1



Chapter 6
Choosing the Tool for Deployment

Figure 6-1 WorkFlow for Developing an Oracle ADF Application
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During development, you deploy your application with Oracle JDeveloper to the
embedded WebLogic Server. After the application transitions to test or production
environments, you deploy it with Oracle Enterprise Manager Fusion Middleware
Control (Fusion Middleware Control), WebLogic Server Administration Console, or by

a hot deployment.

The recommended way to deploy an application depends on the platform, the
application type, and whether the application is in the developing phase or in a post-
development phase.

¢ See also:

Deploying Secure Applications with Fusion Middleware Control

Choosing the Tool for Deployment

Table 6-1 lists the tools you use to deploy Java EE applications.

ORACLE

Table 6-1 Tools to Deploy Java EE Applications

Java EE Application

Use

Non-Oracle ADF

Oracle ADF

WebLogic Server Administration Console, Fusion Middleware
Control. The recommended tool is WebLogic Server
Administration Console.

Fusion Middleware Control or WebLogic Scripting Tool (WLST).
The recommended tool is Fusion Middleware Control.
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¢ See also:

Deploying Secure Applications with Fusion Middleware Control

Deploying Secure Applications with Fusion Middleware Control

This section describes the security configurations available when you deploy a Java
EE application that uses OPSS with Fusion Middleware Control.

The content displayed on the Configure Application Security page varies according
to what is packaged in the EAR file:

If the EAR file packages j azn- dat a. xml with application policies, then the page
displays the policy migration section.

If the EAR file packages credentials in the cwal | et . sso file, then the page displays
the credential migration section.

If the EAR file does not include any of these files, then the page displays the
default Java EE security options.

The settings in this page control the migration of application policies and credentials
(packed in application EAR file) to the security store.

Migrating Application Policies at Deployment

ORACLE

To migrate the packed application policies at deployment, deploy the application to
just one WebLogic Server. If you deploy an application with packed policies to multiple
Managed Servers, then your deployment must include the Administration Server, so
that the domain syst em j azn- dat a. xnl file is updated with the packed policies.

If you are deploying the application for the first time, then you want to migrate
application policies to the security store, so choose Append in the Application
Policy Migration area.

If for some reason you do not want the migration to take place, then choose
Ignore. The option Overwrite is also supported.

If you are redeploying the application and assuming that the migration of
application policies has taken place in a previous deployment, then choose
Append to merge the packed policies with the ones in the domain, or Ignhore
to prevent policy migration.

The option Ignore is chosen when redeploying an application or when you want to
preserve changes made to the security store during previous deployments.

If you choose Append, then specify which grants and roles should be migrated.
The basic distinction is between Oracle ADF application roles and grants and
development-time only roles and grants.

To migrate Oracle ADF application roles and grants, and not to migrate
development-time only security roles and grants, check Migrate only application
roles and grants. Ignore identity store artifacts. Check it when you are
deploying to a production environment. Note that you must map application roles
to enterprise groups after the application deployment.
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*  When you choose Append, then specify a particular stripe (different from the
default stripe, which is the application name) into which the application policies are
migrated, by entering the name of that stripe in the text field Application Stripe
ID.

» If nothing is specified, then the default settings are Append (in deployments) and
Ignore (in redeployments).

Migrating Application Credentials at Deployment

» If you are deploying the application for the first time, then you want to migrate
application credentials to the credential store. Therefore, choose Append in the
Application Credential Migration area.

* Choose Ignore (default value) to prevent credential migration.

# Note:

Application code using credentials may not work if you ignore credential
migration. Choose Ignore when the credentials were created with the
same map and key, but with different values.

e Overwrite is supported only when WebLogic Server is running in development
mode.

Deploying Oracle ADF Applications to a New Environment

When an Oracle ADF application transitions to a test or production environment, you
typically deploy it with Fusion Middleware Control to leverage all ADF security features
that the framework offers.

The following sections explain the tasks involved when the application transitions to a
new environment:

»  Deploying to a Test Environment

*  Migrating from a Test to a Production Environment

Deploying to a Test Environment

ORACLE

Before deploying an application that uses a file security store, verify that grants
contains no duplicate permissions. If a duplicate permission (one that has the same
name and class) appears in a grant, then the migration reports and error and halts. To
resolve, edit the j azn- dat a. xnl file and remove duplicated permissions.

When you deploy an Oracle ADF application with Fusion Middleware Control, the
following processes take place:

»  Application policies packed with the application are automatically migrated to the
security store.

» Application credentials packed with the application are automatically migrated to
the credential store.

*  The bootstrap credentials needed to access LDAP repositories during migration
are created.
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Identities packed with the application are not migrated. You must configure an
authentication provider (with WebLogic Server Administration Console), update
identities, as appropriate, and map application roles to enterprise users and groups
(with Fusion Middleware Control).

When you deploy to a domain with LDAP security stores and want to preserve
application data integrity, Oracle recommends that you deploy the application at the
cluster level or to just one Managed Server.

When you deploy an application to multiple Managed Servers, include the
Administration Server so that data is migrated as expected.

¢ See also:

Typical Administrative Tasks After Deployment

Typical Administrative Tasks After Deployment

ORACLE

After deploying the application, use Fusion Middleware Control or WebLogic Server
Administration Console to:

e Manage security providers

e Create and customize application policies
e Create and customize application roles

e Manage system policies

e Manage credentials

e Manage keystores

e Manage audit data

When you undeploy an application with Fusion Middleware Control from a server
running in production mode, the application policies are removed from the security
store. If you use any other tool to undeploy the application, then those policies must be
removed manually.

Credentials are not deleted when you undeploy the application.
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¢ See also:

Configuring Security Providers with Fusion Middleware Control
Managing Application Policies

Managing Application Roles

Managing System Policies

Managing Credentials with Fusion Middleware Control
Managing Keystores with Fusion Middleware Control

Managing the Audit Store

Deploying Standard Java EE Applications

There are two ways to secure Java EE applications that do not use OPSS but that use
standard Java authorization: administratively, with WebLogic Server Administration
Console or WLST commands, or programmatically, with deployment descriptors.

A Java EE application deployed to WebLogic Server is a WebLogic resource, so you
set security for the application the same way that you do for any other WebLogic
resource.

¢ See also:

Securing Resources Using Roles and Policies for Oracle WebLogic Server
e Application Resources

e Options for Securing Web Application and EJB Resources

Oracle WebLogic Server Administration Console Online Help:

e Use roles and policies to secure resources

Securing WebLogic Web Services for Oracle WebLogic Server:

e Overview of Web Services Security

Developing Applications with the WebLogic Security Service:

e Securing Web Applications. Particularly relevant is the subsection Using
Declarative Security with Web Applications

e Securing Enterprise JavaBeans (EJBS)

e Using Java Security to Protect WebLogic Resources
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Deploying Audit-Aware Applications

Audit-aware components refer to components integrated with Oracle Fusion
Middleware Audit Framework, whose audit policies can be configured and whose
events can be audited.

To use of this framework, you must register the application at deployment.
Registration

Configure audit registration parameters in the OPSS deployment descriptor file
packaged with the application EAR file. Files are processed automatically by audit
registration when you deploy the application.

Packaging Requirements
Package the following configuration files with the application EAR file:

* The event definitions file describing the auditable events for the application

» Translation files containing localizable elements

¢ See also:

Migrating Audit Data
Creating Audit Definition Files
Registering the Application with the Audit Service

Introduction to Oracle Fusion Middleware Audit Framework

Migrating from a Test to a Production Environment

ORACLE

The recommendations that follow apply to Java EE applications that use Java
Authorization and Authentication Services (JAAS) authorization, such as Oracle ADF,
service-oriented architecture (SOA) applications, and Oracle WebCenter applications,
and they do not apply to Java EE applications that use standard authorization.

The recommended tool to deploy applications is Fusion Middleware Control, and
the user must have the appropriate permissions, including the permission to seed
a schema in an LDAP repository.

File security stores are not recommended in production environments.
Migrating to a production environment includes:

e Migrating Identities

e Migrating Policies and Credentials

e Migrating Audit Data

e Migrating Keys and Certificates with migrateSecurityStore

6-7



Chapter 6
Migrating from a Test to a Production Environment

Migrating ldentities

The configuration of authentication providers in the test environment must be
duplicated in the production environment. This task may include:

» Using WebLogic Server Administration Console to configure authentication
providers and to provision users and groups.

e Setting in the production environment any particular provider configuration used in
the test environment.

Migrating Identities with migrateSecurityStore

You migrate identity data from a source repository to a target repository with the

m grat eSecuritySt ore WLST command, for example, when moving from a test
environment that uses a file identity store to a production environment that uses an
LDAP identity store.

The command does not require a connection to a running server to operate. The
configuration file you pass to the confi gFi | e argument need not be an actual
domain configuration file, but it only specifies the source and target repositories of
the migration.

To migrate identities, use one of the following:

m grateSecurityStore -type idStore
-configFile jpsConfigFilelLocation
-src srcJpsCont ext
-dst dstJpsCont ext
[-dstLdifFile LdifFileLocation]
[-overwrite trueOrfalse]

m grateSecurityStore(type="idStore",
confi gFi |l e="j psConfi gFi | eLocati on",
src="srcJpsContext",
dst ="dst JpsCont ext ",
[dstLdifFile="LdifFilelLocation"]
[,overwite="trueCrfal se"])

where:

» confi gFil e specifies the relative or absolute path of the j ps-confi g. xm
configuration file.

» src specifies the name of a context in the configuration file passed to the
confi gFi | e argument, where the source store is specified. The embedded LDAP
server cannot be the source store.

e dst specifies the name of another context in the configuration file passed to the
confi gFi | e argument where the target store is specified. The target store must be
LDAP. For list of supported types, see Identity Store Types and WebLogic Server
Authentication Providers.

e dstLdifFil e specifies the relative or absolute path to the LDAP Data Interchange
format (LDIF) file created. Applies only when the target store is LDAP. Notice that
the LDIF file is not imported into the LDAP server and requires manual editing.
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e overwite specifies whether to overwrite data in the target store. Setto t r ue
to overwrite target data. Set to f al se not to overwrite target data. Optional. If
unspecified, it defaults to f al se.

The contexts passed to src and dst must be defined in the configuration file and have
distinct names. From these two contexts, the command determines the locations of the
source and the target repositories involved in the migration.

The passwords in the generated LDIF file are all set to the string weblogic, and in case
the target is LDAP, they are set to the string change. Before importing the LDIF file into
the target LDAP store, change these passwords to real ones.

Migrating Policies and Credentials

ORACLE

In a production environment, it is strongly recommended that you reassociate the
security store to an LDAP or DB store.

This section explains how to migrate policies and credentials when you deploy

the application. For information about migrating security data after deployment,
see Migrating Policies with migrateSecurityStore and Migrating Credentials with
migrateSecurityStore.

If the application is hot deployed, then the migration of data in the j azn- dat a. xm

file to the security store is carried out provided the security store does not contain a
stripe with the same name as the application. In particular, if the application is hot
redeployed, then any changes introduced in the j azn- dat a. xnl file are not migrated to
the security store.

To disable migrating policies and credentials for all applications deployed on a
WebLogic Server (regardless of the application migration particular settings), set the
j ps. depl oyment . handl er. di sabl ed system property to t r ue.

To preserve GUIDs during migration, set the j ps. appr ol e. preservegui d parameter.

When you transition an application from a test to a production environment, it is critical
that you know the answer to the following question:

Have policies or credentials packed in the application EAR file been modified in the
test environment?

Then, to deploy an application to a production environment:

1. Use Fusion Middleware Control to deploy the application EAR file to the
production environment with the following options:

« If policies (application or system) have been modified in the test environment,
then disable the option to migrate policies at deployment by choosing Ignore
under the Application Policy Migration area in Fusion Middleware Control's
page Configuration Application Security. Otherwise, choose Append.

You can choose both Append and check Migrate only application roles and
grants. Ignore identity store artifacts, even when the mapping of application
roles have been modified in the test environment. Note that choosing this
combination migrates application policies but disregards the maps to test
enterprise groups. Later on, you must remap application roles to production
enterprise groups.

» If credentials have been modified in the test environment, then disable the
option to migrate credentials at deployment by choosing the option Ignhore
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under the Application Credential Migration area in Fusion Middleware
Control's page Configuration Application Security. Otherwise, choose
Append.

2. Use the ni grateSecurityStore command to migrate modified data:

e If you chose to Ignore application policy migration, then migrate
application and system policies from the test to the production LDAP. For
information about the procedure, see the example in Migrating Policies with
migrateSecurityStore.

e If you chose to Ignore application credential migration, then migrate
credentials from the test to the production LDAP. For information
about the procedure, see the example in Migrating Credentials with
migrateSecurityStore.

3. Use Fusion Middleware Control to map application roles to production enterprise
groups, as appropriate.

4. Use Fusion Middleware Control to verify that administrative credentials in the
production environment are valid, in particular, test passwords versus production
passwords. If it is necessary, then modify the production data, as appropriate.

Migrating Policies with migrateSecurityStore

ORACLE

By default, the ni grat eSecurit ySt ore command re-creates GUIDs and it may take a
long time to migrate a large number of policies. Therefore, when moving from a test to
a production environment, consider migrating policies and credentials with an alternate
procedure that uses bulk operations. For information about security store backup, see
Backing Up and Recovering LDAP Security Stores.

To migrate policies with ni gr at eSecuri t ySt or e, assemble a configuration file where
the source and target are specified.

Here is a complete example of a configuration file, named t 2p- pol i ci es. xnl ,
illustrating the specification of policy sources in LDAP, database, and file repositories,
and of policy targets in LDAP and DB repositories:

<?xm version="1.0" encodi ng="UTF-8" standal one='yes' ?>

<jpsConfig xm ns="http://xm ns. oracl e. coni or acl eas/ schema/ 11/

j ps-config-11_1.xsd" xm ns:xsi="http://ww:. w3. org/ 2001/ XM.Schena-

i nstance" xsi:schemalLocation="http://xm ns.oracl e. conf oracl eas/ schenma/ 11/ | ps-
config-11_1.xsd" schema- ngj or-version="11" schena-mi nor-version="1">

<servi ceProvi der s>
<servi ceProvi der
class="oracl e.security.jps.internal.policystore.xnl.Xm PolicyStoreProvider"
nanme="pol i cystore. xm . provi der" type="PCOLI CY_STORE">
<descri pti on>XM.- based policy store provider</description>
</ servi ceProvi der >

<servi ceProvi der
class="oracl e.security.jps.internal.policystore.|dap.LdapPolicyStoreProvider"
nanme="1dap. pol i cystore. provi der" type="POLI CY_STORE">

<property value="QO D' name="policystore.type"/>

<descri pti on>LDAP policy store provider</description>

</ servi ceProvi der >

<servi ceProvi der
class="oracl e.security.jps.internal.policystore.|dap.LdapPolicyStoreProvider"
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name="db. pol i cyst ore. provi der" type="POLI CY_STORE">
<property val ue="DB_ORACLE" nanme="policystore.type"/>
<description>DB policy store provider</description>
</ servi ceProvi der>

</ servi ceProvi ders>

<servi cel nstances>
<I'-- Source XML-based policy store instance -->
<servicelnstance |ocation="./systemjazn-data.xm"
provi der="pol i cystore.xn . provi der" name="policystore.xnl.source">
<description>Repl ace location with the full path of the fol der where the system
jazn-data.xm is located in the source file system</description>
</ servi cel nstance>

<l'-- Source LDAP policy store instance -->

<servi cel nstance provider="1Idap. policystore. provider"

name="pol i cystore. | dap. source">

<descri ption>Repl ace: A. mySour ceDomai n and mySour ceRoot Name to appropriate
val ues according to your source LDAP directory structure; B. O D wth OVD,
if your source LDAP is OVD, C. Idap://mySourceHost.com 3060 with the URL
and port nunmber of your source LDAP</description>

<property value="Q D' nane="policystore.type"/>

<property val ue="boot strap" nanme="boot strap. security.principal.key"/>

<property val ue="cn=nySour ceDomai n" name="oracl e. security.jps.farmnane"/>

<property val ue="cn=nySour ceRoot Nane"

name="oracl e. security.jps.|dap.root.name"/>

<property val ue="|dap:// nySour ceHost.com 3060" nane="|dap.url"/>

</ servi cel nstance>

<I'-- Source DB policy store instance -->
<servi cel nstance provider="db. policystore.provider" name="policystore.db.source">
<descri ption>Repl ace: nySourceDonai n and mySour ceRoot Nane to appropriate
val ues according to your source DB policy store structure

</ description>
<property val ue="DB_ORACLE" name="policystore.type"/>
<property val ue="cn=nySour ceDomai n" name="oracl e. security.jps.farmnane"/>
<property val ue="cn=nySour ceRoot Nane"
name="oracl e. security.jps.|dap.root.name"/>
<property val ue="j dbc: oracl e: t hi n: @ySour ceHost.com 1722: orcl " nanme="jdbc.url"/>
<l-- the value of jdbc.url should be the value entered when the source

dat asource was set up -->
<property value="oracle.jdbc.driver.Oacl eDriver" nanme="jdbc.driver"/>
<property nane="hoot strap.security.principal.key" val ue="mySour ceKeyNarme" />
<property nane="hoot strap.security.principal.mp" val ue="nySour ceMapNarme" />
<I'-- the val ues of bootstrap.security.principal.key and

boot strat p. security. principal . map

shoul d be the val ues entered when the bootstrap credential was set up -->
</ servi cel nstance>

<I'-- target LDAP policy store instance -->

<servi cel nstance provider="1dap. pol i cystore. provider"
name="pol i cystore. | dap.target">

<descri ption>Repl ace: A nyDestDonain and myDest Root Name to appropriate val ues
according to your target LDAP directory structure; B. ODwth O, if your
target LDAP is OVD; C. Idap://nyDestHost.com 3060 with the URL and port nunber
of your target LDAP</description>

<property value="Q D' nane="policystore.type"/>

<property val ue="boot strap" nanme="boot strap. security.principal.key"/>
<property val ue="cn=nyDest Donai n" nane="oracl e. security.jps.farmnanme"/>
<property val ue="cn=nyDest Root Nane" name="oracl e. security.jps.|dap.root.name"/>
<property val ue="I|dap:// nyDest Host.com 3060" name="|dap.url"/>
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</ servi cel nstance>

<I'-- target DB policy store instance -->
<servi cel nstance provider="db. policystore.provider"
name="pol i cystore. db.target">
<descri pti on>Repl ace: myDest Domai n and nyDest Root Nane to appropriate val ues
according to your target DB policy store structure</description>
<property val ue="DB_ORACLE" name="policystore.type"/>
<property val ue="cn=nyDest Donai n" nane="oracl e. security.jps.farmnanme"/>
<property val ue="cn=nyDest Root Nane" name="oracl e. security.jps.|dap.root.name"/>
<property val ue="j dbc: oracl e: t hi n: @ryDest Host com 1722: orcl " name="j dbc. url"/>
<l-- the value of jdbc.url should be the value entered when the target
dat asource was set up -->
<property value="oracle.jdbc.driver.Oacl eDriver" nanme="jdbc.driver"/>
<property nane="bhoot strap.security.principal.key" val ue="nyDest KeyNarme" />
<property nane="bhootstrap.security.principal.mp" val ue="nyDest MapNarme" />
<I-- the value of bootstrap.security.principal.key and

boot strat p. security. principal . map

shoul d be the value entered when the bootstrap credential was set up -->
</ servi cel nstance>

<I'-- Bootstrap credentials to access source and target LDAPs or DBs-->
<servicelnstance | ocation="./bootstrap" provider="credstoressp"
name="boot strap. credstore">

<description>Repl ace location with the full path of the directory where the
cwal let.sso file is located; typically found in targetDomain/config/fmwconfig/</
descri ption>

</ servi cel nstance>

</ servi cel nstances>

<j psCont ext s>

<j psCont ext nane="XM.sour ceCont ext ">

<servicel nstanceRef ref="policystore.xnl .source"/>
</j psCont ext >

<j psCont ext nane="LDAPsour ceCont ext" >
<servi cel nstanceRef ref="policystore.|dap.source"/>
</j psCont ext >

<j psCont ext name="DBsour ceCont ext ">
<servi cel nstanceRef ref="policystore.db.source"/>
</j psCont ext >

<j psCont ext nane="LDAPt ar get Cont ext" >
<servicel nstanceRef ref="policystore.ldap.target"/>
</j psCont ext >

<j psCont ext name="DBt ar get Cont ext ">
<servicel nstanceRef ref="policystore.db.target"/>
</j psCont ext >

<!'-- Do not change the name of the next context -->
<j psCont ext nane="hoot strap_credstore_context">
<servi cel nstanceRef ref="bootstrap.credstore"/>

</j psCont ext >

</j psCont ext s>

</jpsConfig>

Note that because the migration involves LDAP and DB stores, the file includes a
context named boot strap_credst ore_cont ext that specifies the directory where the
cwal | et. sso bootstrap credential file is located. Furthermore, for each pair of map
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name and key name in the example, you must provide the corresponding bootstrap
credentials with the addBoot St r apCr edenti al WLST command:

w s:/of fline> addBoot StrapCredential (j psConfigFile="jps-config.xm",
map=" nyMapNare', key='nyKeyNane', username='User Nane',
passwor d=' Password')

where User Nane and Passwor d specify the user account name and password to access
the target database.

Examples for Migrating Policies with migrateSecurityStore

The following examples of use of ni gr at eSecuri t ySt or e assume that:

« Thet2p-policies.xn file is located on the target system in the directory where
the command is run.

* The directory structure of LDAP or DB system policies in the test and production
environments should be identical. If this is not the case, then before using the
command, restructure manually the system policy directory in the production
environment to match the corresponding structure in the test environment.

To migrate policies from a test (or source) LDAP store to a production (or target) LDAP
store, call m grat eSecurityStore in the target system:

>m grateSecurityStore(type="policyStore",
configFile="t2p-policies.xm",
src="LDAPsour ceCont ext",
dst =" LDAPt ar get Cont ext ")

To migrate policies from a test (or source) file store to a production (or target) LDAP
store, call m grat eSecuri tyStore in the target system:

>m grateSecurityStore(type="policyStore",
configFile="t2p-policies.xm",
src="XM.sour ceCont ext",
dst =" LDAPt ar get Cont ext ")

To migrate policies from a test (or source) DB store to a production (or target) DB
store, call m grat eSecurityStore in the target system:

>m grateSecurityStore(type="policyStore",
configFile="t2p-policies.xm",
src="DBsour ceCont ext",
dst =" DBt ar get Cont ext ")

Migrating Credentials with migrateSecurityStore

ORACLE

The mi grat eSecurityStore command re-creates GUIDs and it may take a long time
to migrate a large number of credentials. Therefore, when moving from a test to a
production environment, consider migrating policies and credentials with an alternate
procedure that uses bulk operations. For information about store backup, see Backing
Up and Recovering LDAP Security Stores.

To migrate credentials with ni gr at eSecuri t ySt or e, assemble a configuration file
where the source and target are specified.
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Here is a complete example of a configuration file, named t 2p- credenti al s. xm ,
illustrating the specification of credential sources in LDAP, DB, and file repositories,
and of credential targets in LDAP and DB repositories:

<?xm version="1.0" encodi ng="UTF-8" standal one='yes' ?>

<j psConfig xm ns="http://xm ns. oracl e. coni oracl eas/ schena/ 11/

j ps-config-11_1.xsd" xm ns:xsi="http://ww. w3. org/ 2001/ XM.Schena-

i nstance" xsi:schemalLocation="http://xm ns. oracl e. conioracl eas/ schena/ 11/ ps-
config-11_1.xsd" schema- mgj or-version="11" schema- ni nor-version="1">

<servi ceProvi ders>

<servi ceProvi der

class="oracl e.security.jps.internal.credstore.ssp.SspCredential StoreProvi der"
name="cr edst oressp" type="CREDENTI AL_STORE" >

<description>File credential provider</description>

</ servi ceProvi der>

<servi ceProvi der
class="oracl e.security.jps.internal.credstore.|dap. LdapCredenti al St oreProvider"
name="1|dap. credenti al store. provi der" type="CREDENTI AL_STORE" >
<description>LDAP credential provider</description>

</ servi ceProvi der>

<servi ceProvi der

class="oracl e.security.jps.internal.credstore.rdbns. DonsCredenti al StoreProvider"
name="db. credenti al store. provi der" type="CREDENTI AL_STORE">

<description>DB credential provider</description>

</ servi ceProvi der>

</ servi ceProvi ders>

<servi cel nst ances>

<I'-- Source file credential store instance -->

<servicel nstance | ocation="myFi | eBasedCredSt oreLocati on"

provi der="credst oressp” name="credential.file.source">

<description>Repl ace location with the full path of the fol der where the
file source credential store cwallet.sso is located in the source file system
typically located in sourceDomain/ config/fmaconfig/ </ description>

</ servi cel nstance>

<l'-- Source LDAP credential store instance -->
<servicel nstance provider="1dap. credential store.provider"
name="credenti al . | dap. source">
<descri ption>Repl ace: A. mySour ceDomai n and mySour ceRoot Name to appropriate
val ues according to your source LDAP directory structure; B. Idap://
my Sour ceHost . com 3060 with the URL and port number of your source LDAP</
descri ption>
<property val ue="bootstrap" nanme="bootstrap.security.credential.key"/>
<property val ue="cn=nySour ceDomai n" name="oracl e. security.jps.farmnane"/>
<property val ue="cn=nySour ceRoot Nane"
name="oracl e. security.jps.|dap.root.name"/>
<property val ue="Idap://nySour ceHost.com 3060" nane="|dap.url"/>
</ servi cel nstance>

<I'-- Source DB credential store instance -->

<servi cel nstance provider="db. credential store. provi der"
name="credenti al . db. source">

<descri ption>Repl ace: A. mySour ceDomai n and mySour ceRoot Name to appropriate
val ues according to your source DB credential store</description>

<property val ue="cn=nySour ceDomai n" name="oracl e. security.jps.farmnane"/>
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<property val ue="cn=nySour ceRoot Nane"
name="oracl e. security.jps.|dap.root.name"/>
<property val ue="j dbc: oracl e: t hi n: @ySour ceHost : 1722: orcl" name="j dbc.url"/>
<l-- the value of jdbc.url should be the value entered when the source
dat asource was set up -->
<property value="oracle.jdbc.driver.Oacl eDriver" nanme="jdbc.driver"/>
<property nane="hootstrap.security.principal.key" val ue="nySour ceKeyNarme" />
<property nane="hoot strap.security.principal.mp" val ue="nySour ceMapNarme" />
<I'-- the val ues of bootstrap.security.principal.key and

boot strat p. security. principal . map

shoul d be the val ues entered when the bootstrap credential was set up -->
</ servi cel nstance>

<I'-- target LDAP credential store instance -->
<servi cel nstance provider="1dap. credenti al store. provi der"
name="credential .| dap.target">
<descri ption>Repl ace: A nyDestDonain and nmyDest Root Name to appropriate val ues
according to your target LDAP directory structure; B. |dap://myDestHost.com 3060
with the URL and port nunber of your target LDAP</description>
<property val ue="bootstrap" nanme="bootstrap.security.credential.key"/>
<property val ue="cn=nyDest Donai n" nane="oracl e. security.jps.farmnanme"/>
<property val ue="cn=nyDest Root Nane" name="oracl e. security.jps.|dap.root.name"/>
<property val ue="I|dap: // nyDest Host.com 3060" name="|dap.url"/>
</ servi cel nstance>

<I'-- target DB credential store instance -->
<servi cel nstance provider="db. credenti al store. provider"
name="credential .db.target">
<descri ption>Repl ace: myDest Domai n and nyDest Root Nane to appropriate val ues
according to your target DB credential store</description>
<property val ue="cn=nyDest Donai n" nane="oracl e. security.jps.farmnanme"/>
<property val ue="cn=nyDest Root Nane" name="oracl e. security.jps.|dap.root.name"/>
<property val ue="j dbc: oracl e: t hi n: @yDest Host. com 1722: orcl " nane="j dbc. url"/>
<I-- the value of jdbc.url should be the value entered when the target
dat asource was set up -->
<property value="oracle.jdbc.driver.OacleDriver" nanme="jdbc.driver"/>
<property nane="hoot strap.security.principal.key" val ue="nyDest KeyNarme" />
<property nanme="bhootstrap.security.principal.mp" val ue="nyDest MapNarme" />
<I'-- the val ues of bootstrap.security.principal.key and
boot strat p. security. principal . map
shoul d be the val ues entered when the bootstrap credential was set up -->
</ servi cel nstance>

<I'-- Bootstrap credentials to access source and target LDAPs and DBs -->
<servicel nstance | ocation="./bootstrap" provider="credstoressp"
name="boot strap. credstore">

<description>Repl ace | ocation with the full path of the directory where the
bootstrap file cwallet.sso is located; typically found in targetDonain/config/
fmneonfi g/ </ descri ption>

</ servi cel nstance>

</ servi cel nstances>

<j psCont ext s>

<j psCont ext nane="Fi | eSour ceCont ext" >

<servicel nstanceRef ref="credential.file.source"/>
</j psCont ext >

<j psCont ext nane="LDAPsour ceCont ext" >

<servicel nstanceRef ref="credential.ldap.source"/>
</j psCont ext >
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<j psCont ext name="DBsour ceCont ext ">
<servicel nstanceRef ref="credential.db.source"/>
</j psCont ext >

<j psCont ext nane="LDAPt ar get Cont ext" >
<servicel nstanceRef ref="credential.ldap.target"/>
</j psCont ext >

<j psCont ext name="DBt ar get Cont ext ">
<servicel nstanceRef ref="credential.db.target"/>
</j psCont ext >

<l'-- Do not change the name of the next context -->
<j psCont ext nane="hoot strap_credstore_context">
<servi cel nstanceRef ref="bootstrap.credstore"/>
</j psCont ext >
</j psCont ext s>

</jpsConfig>

For command syntax in this scenario, see Migrating One Credential Map with
migrateSecurityStore Across Domains.

Note that because the migration involves LDAP or DB stores, the file includes a
context named boot strap_credst ore_cont ext that specifies the directory where the
cwal | et. sso bootstrap credential file is located.

Examples for Migrating Credentials with migrateSecurityStore

The following examples of use of ni grat eSecuri t ySt or e assume that the t 2p-
credential s. xm file is located on the target system in the directory where the
command is run.

To migrate credentials from a test (or source) LDAP store to a production (or target)
LDAP store, call mi grat eSecuri tyStor e in the target system:

>m grateSecurityStore(type="credStore",
configFile="t2p-credentials.xm",
src="LDAPsour ceCont ext",
dst =" LDAPt ar get Cont ext ")

To migrate credentials from a test (or source) file store to a production (or target)
LDAP store, call m grat eSecuri tySt or e in the target system:

>m grateSecurityStore(type="credStore",
configFile="t2p-credentials.xm",
src="Fi | eSour ceCont ext ",
dst =" LDAPt ar get Cont ext ")

To migrate credentials from a test (or source) DB store to a production (or target) DB
store, call m grat eSecurityStore in the target system:

>m grateSecurityStore(type="credStore",
configFile="t2p-credentials.xm",
src="DBSour ceCont ext",
dst =" DBt ar get Cont ext ")
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Migrating Audit Data

Audit data consists of component event definitions, attribute table mappings, and audit
policies, and this information resides in the audit store.

Use the mi grat eSecuritySt ore WLST command with the following syntax to migrate
audit data between source and target repositories:

m grateSecurityStore(type="auditStore",
configFile="jps_config file_location",
src="sour ceCont ext ",
dst="t ar get Cont ext"
[,overWite="{true|false}"])

where:

e configFi| e specifies the absolute or relative location of a configuration file. This
configuration file is created just for the migration and serves no other purpose.
This file contains two contexts that specify the source and target stores.

» src specifies the name of a context in the configuration file passed to the
confi gFi | e argument. It is the source data store.

* dst specifies the name of another context in the configuration file passed to the
confi gFi | e argument. It is the target data store.

e overWite indicates whether to overwrite data in the target store. Set to tr ue to
always overwrite data. Set to f al se not to overwrite data unless specific conditions
are met. Optional. If unspecified, it defaults to f al se. Note that:

— System definitions are never overwritten regardless of the value of the flag.

— Ifoverwite istrue, then component definitions in the target store are
replaced with the definitions in the source store.

— Ifoverwiteisfal se, then versions of the component definition in source and
target store are compared. If they have the same major version and the minor
version in the source component definition is higher, then the component
definition in the target store is replaced with the definition in the source store.
Otherwise, overwriting is skipped.

Migrating Keys and Certificates with migrateSecurityStore

Keys and certificates are migrated in two distinct scenarios:

*  When source and target keystores lie in the same domain: the source and target
keystores use the same encryption key.

*  When source and target keystores lie in different domains: the source and target
keystores use distinct encryption keys.

The following sections explain key migration in these scenarios:

* Migrating Keys and Certificates in the Same Domain

* Migrating Keys and Certificates across Different Domains
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Migrating Keys and Certificates in the Same Domain

ORACLE

To migrate keys and certificates with nmi gr at eSecuri t ySt or e when both stores reside
in the same domain, create a configuration file to specify the source and target service
instances, and then use ni grat eSecuri t ySt or e. Note that a single configuration file is
sufficient to specify source and target contexts when the keystores reside in the same
domain.

The following example illustrates how to specify keystore sources in LDAP, DB, and
file stores, and keystore targets in LDAP and DB stores:

<?xm version="1.0" encodi ng="UTF-8" standal one='yes' ?>

<jpsConfig xm ns="http://xm ns. oracl e. coni oracl eas/ schena/ 11/

j ps-config-11_1.xsd" xm ns:xsi="http://wwm. w3. org/ 2001/ XM.Schena-

i nstance" xsi:schemalLocation="http://xm ns. oracl e.conioracl eas/ schena/ 11/ ps-
config-11_1.xsd" schema- maj or-version="11" schema-ni nor-version="1">

<servi ceProvi ders>

<servi ceProvi der

class="oracl e.security.jps.internal.credstore.ssp. SspCredenti al St oreProvi der"
name="cr edst oressp" type="CREDENTI AL_STORE" >

<description>File credential provider</description>

</ servi ceProvi der >

<I-- provider for file, LDAP, and DB keystores -->

<servi ceProvi der type="KEY_STORE" name="keystore. provi der"
class="oracl e.security.jps.internal.keystore. KeyStoreProvider">
<description>PKI Based Keystore Provider</description>

</ servi ceProvi der>

</ servi ceProvi der s>

<servi cel nst ances>

<l'-- Source XML-based keystore instance -->

<servicelnstance location="./" provider="keystore.provider"
name="keystore.file.source">

<property name="keystore. provider.type" value="file"/>

<property name="keystore.file.path" value="./"/>

<descri ption>Repl ace keystore.file.path with the full path of the folder where
the file source keystore keystores.xm is located in the source file system
typically located in sourceDomain/ config/fmaconfig/ </ description>

</ servi cel nstance>

<l'-- Source LDAP keystore instance -->

<servi cel nstance provi der="keystore. provider" name="keystore.| dap.source">
<descri ption>Repl ace: A. mySourceDonai n and mySour ceRoot Name to appropriate
val ues according to your source LDAP directory structure; B. Idap://

my Sour ceHost . com 3060 with the URL and port number of your source LDAP</
descri ption>

<property val ue="bootstrap" nanme="bootstrap.security.credential.key"/>
<property val ue="cn=nySour ceDomai n" name="oracl e. security.jps.farmnane"/>
<property val ue="cn=nySour ceRoot Nane"

name="oracl e. security.jps.|dap.root.name"/>

<property val ue="Idap:// nySour ceHost.com 3060" nane="|dap.url"/>

<property name="keystore. provider.type" val ue="Idap"/>

</ servi cel nstance>

<l'-- Source DB keystore instance -->

<servi cel nstance provider="keystore. provider" name="keystore. db. source">
<descri ption>Repl ace: A. mySour ceDonmai n and mySour ceRoot Name to appropriate
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val ues according to your source DB </description>
<property val ue="cn=nySour ceDomai n" name="oracl e. security.jps.farmnane"/>
<property val ue="cn=nySour ceRoot Nane"
name="oracl e. security.jps.|dap.root.name"/>
<property val ue="j dbc: oracl e: t hi n: @ySour ceHost : 1722: orcl" name="j dbc.url"/>
<l-- the value of jdbc.url should be the value entered when the source
dat asource was set up -->
<property value="oracle.jdbc.driver.OacleDriver" name="jdbc.driver"/>
<property nane="hoot strap.security.principal.key" val ue="mySour ceKeyNarme" />
<property nane="hoot strap.security.principal.mp" val ue="nySour ceMapNarme" />
<property nane="keystore.provider.type" value="db"/>
<I'-- the values of bootstrap.security.principal.key and

boot strat p. security. principal . map

shoul d be the val ues entered when the bootstrap credential was set up -->
</ servi cel nstance>

<I'-- target LDAP keystore instance -->
<servicel nstance provider="keystore. provi der" name="keystore.|dap.target">
<descri ption>Repl ace: A nyDestDonain and myDest Root Name to appropriate val ues
according to your target LDAP directory structure; B. |dap://mDestHost.com 3060
with the URL and port nunber of your target LDAP</description>
<property val ue="bootstrap" nane="bootstrap.security.credential.key"/>
<property val ue="cn=nyDest Donai n" nane="oracl e. security.jps.farmnanme"/>
<property val ue="cn=nyDest Root Nane" name="oracl e. security.jps.|dap.root.name"/>
<property val ue="I|dap:// nyDest Host.com 3060" name="|dap.url"/>
<property nane="keystore.provider.type" val ue="I|dap"/>
</ servi cel nstance>

<l'-- target DB keystore instance -->
<servicel nstance provider="keystore. provi der" nane="keystore.db.target">
<descri pti on>Repl ace: myDest Domai n and nyDest Root Nane to appropriate val ues
according to your target DB </description>
<property val ue="cn=nyDest Donai n" nane="oracl e. security.jps.farmnanme"/>
<property val ue="cn=nyDest Root Nane" name="oracl e. security.jps.|dap.root.name"/>
<property val ue="j dbc: oracl e: t hi n: @yDest Host. com 1722: orcl " nane="j dbc. url"/>
<l-- the value of jdbc.url should be the value entered when the target
dat asource was set up -->
<property value="oracle.jdbc.driver.Oacl eDriver" nanme="jdbc.driver"/>
<property nane="boot strap.security.principal.key" val ue="nyDest KeyNarme" />
<property nane="bootstrap.security.principal.mp" val ue="nyDest MapNarme" />
<property nane="keystore.provider.type" value="db"/>
<I'-- the val ues of bootstrap.security.principal.key and

boot strat p. security. principal . map

shoul d be the val ues entered when the bootstrap credential was set up -->
</ servi cel nstance>

<I'-- Bootstrap credentials to access source and target LDAPs and DBs -->

<servicel nstance | ocation="./bootstrap" provider="credstoressp"
name="boot strap. credstore">

<description>Repl ace | ocation with the full path of the directory where the
bootstrap file cwallet.sso is located; typically found in targetDonain/config/
f mconfi g/ boot st rap</ description>

</ servi cel nstance>

</ servi cel nstances>

<j psCont ext s>

<j psCont ext nane="Fi | eSour ceCont ext" >

<servicel nstanceRef ref="keystore.file.source"/>
</j psCont ext >

<j psCont ext nane="LDAPsour ceCont ext" >
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<servi cel nstanceRef ref="keystore.|dap.source"/>
</j psCont ext >

<j psCont ext name="DBsour ceCont ext ">
<servi cel nstanceRef ref="keystore.db.source"/>
</j psCont ext >

<j psCont ext nane="LDAPt ar get Cont ext" >
<servicel nstanceRef ref="keystore.ldap.target"/>
</j psCont ext >

<j psCont ext name="DBt ar get Cont ext ">
<servi cel nstanceRef ref="keystore.db.target"/>
</j psCont ext >

<!'-- Do not change the name of the next context -->
<j psCont ext nane="hoot strap_credstore_context">
<servi cel nstanceRef ref="bootstrap.credstore"/>
</j psCont ext >
</j psCont ext s>

</jpsConfig>

Note that because the migration involves LDAP or DB stores, the file includes the
boot strap_credstore_cont ext context that specifies the location of the cwal | et . sso
bootstrap credential file.

Examples for Migrating Keys and Certificates in the Same Domain

The following examples assume that the t 2p- keys. xn file is located on the target
system in the directory where the command is run.

To migrate all keys and certificates from a test (source) LDAP store to a production
(target) LDAP store, call mi grat eSecuri tySt or e in the target system:

>m grat eSecurityStore(type="keyStore",
configFile="t 2p-keys.xm ",
src="LDAPsour ceCont ext",
dst =" LDAPt ar get Cont ext ")

To migrate all keys and certificates from a test (source) file store to a production
(target) LDAP store, call mi grat eSecuri tySt or e in the target system:

>migrateSecurityStore(type="keyStore",
configFile="t2p-keys.xm",
src="Fi | eSour ceCont ext ",
dst =" LDAPt ar get Cont ext ")

To migrate keys and certificates for a specific application stripe from a test (source)
database store to a production (target) database store, call ni gr at eSecurityStore in
the target system:

>m grateSecurityStore(type="stripeKeyStore",
configFile="t2p-keys.xm"
src="DBSour ceCont ext ",
dst ="DBt ar get Cont ext ",
srcStripe="applicationl",
dstStripe="application2")
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Migrating Keys and Certificates across Different Domains

ORACLE

To migrate keystore data when source and target keystores are located in different
domains, two different configuration files are required because the encryption keys
used to encrypt the keystores are different. Therefore the bootstrap credential stores
must be distinct.

When using the ni gr at eSecuri tySt ore WLST command, recall that:

*  The context of the source keystore in the configuration file is specified in the
srcConfi gFi | e parameter.

*  The context of the target keystore in the configuration file is specified in the
confi gFi | e parameter.

Example

To migrate all keys and certificates from a test (source) LDAP store to a production
(target) LDAP store, call mi grat eSecuri tySt or e in the target system:

>m grat eSecurityStore(type="keyStore",
srcConfi gFi | e="/source_domai n/ confi g/ f mconfig/jps-config.xm",
configFile="/target_domai n/ config/fmconfig/jps-config.xm",
src="ksSrc",
dst="ksDst")
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This part contains the following chapters:

Life Cycle of Security Artifacts

Configuring the ldentity Store

Configuring the Security Store

Managing Policies

Managing Credentials

Managing Keys and Certificates

Introduction to Oracle Fusion Middleware Audit Framework
Managing Audit

Using Audit Analysis and Reporting



Life Cycle of Security Artifacts

This chapter explains the security artifacts that can be seeded in the security store
when you create or extend a WebLogic Server domain. It also describes how to
backup and recover security stores.

This chapter includes the following sections:

*  How Security Artifacts Are Seeded
*  About Fusion Middleware Domains
e Creating Fusion Middleware Domains
* Layered Component Security Artifacts

* Backing Up and Recovering the Security Store

# Note:

Procedures for upgrading security artifacts from earlier releases to 12.2.1.x
and for upgrading a shared security store are described in Securing
Datastores in Planning an Upgrade of Oracle Fusion Middleware.

How Security Artifacts Are Seeded

In 11g domains, the specification of product-specific security artifacts is bundled in
the application Enterprise ARchive (EAR) file and those artifacts are migrated to the
security store at application deployment, provided the deployment descriptors are set
appropriately.

In 12¢ domains, the specification of product-specific security artifacts is configured in
a product template, which provides a way to seed those artifacts to the security store
when the domain is created.

¢ See also:

Layered Component Security Artifacts

About Fusion Middleware Domains

ORACLE

Fusion Middleware domains are created or extended with the Java Required Files
(JRF) template. The template specifies the provisioning of artifacts in the security
store. Specifically, the process creates:
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*  OPSS security artifacts.
* The cwal | et. sso bootstrap file seeded with an encryption key.

« Keystores, including the truststore, a demonstration keystore, and a domain
identity keystore used by Oracle WebLogic Server.

e Atrust service wired to the truststore.

*  Three data sources: one for the OPSS schema, one for the OPSS audit viewer
schema, and one for the OPSS audit append schema.

e Configurations for database security and audit stores.

The JRF template does not create Managed Servers. In Fusion Middleware domains,
all resources are targeted only to the Administration Server. If, at a later time, you add
a Managed Server to the domain, then you must apply the JRF template to the target
resources to that Managed Server also. To target OPSS and audit data sources to a
Managed Servers after domain reconfiguration, use the appl yJRF WebLogic Scripting
Tool (WLST) command.

¢ See also:

Layered Component Security Artifacts

applyJRF in WLST Command Reference for Infrastructure Components

Creating Fusion Middleware Domains

Production Fusion Middleware domains require database security stores. The
database can be a new database or a database associated with some other Fusion
Middleware domain.

The following sections explain how to create Fusion Middleware domains:

e Using a New Database Instance

e Sharing a Database Instance

Using a New Database Instance

ORACLE

To create or expand Fusion Middleware domains associated with a new database:

1. Create a new database schema. For information about database-based security
stores, see Prerequisites to Using the Database Security Store.

2. Use the Fusion Middleware Configuration Wizard to create or expand a domain,
as explained in Creating a WebLogic Domain in Creating WebLogic Domains
Using the Configuration Wizard.

This task includes supplying information about the database schema to use,
such as the one created in step 1, and choosing to use the JRF Template. The
database schema associated with the domain you create must be a new schema.

When you use the JRF template, three data sources are automatically created:
one for the OPSS schema, one for the OPSS audit viewer schema, and one for
the OPSS audit append schema.
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¢ See also:

Template Tools in Domain Template Reference

About Fusion Middleware Domains

Sharing a Database Instance

The following procedure uses WLST commands only. To create an expanded Fusion
Middleware domain associated with a domain database:

ORACLE

1.

Assuming that domai n1 uses the dbl database (to which other domains want
to join), use the export Encrypti onKey command to export the encrypt key from
domai nl to a specified location:

export Encrypti onKey(l ocation, password)

Create a script similar to the following that will create a domain that shares the db1
database:

## argl - ws.jar loc

## arg2 - jrf.jar loc

## arg3 - domain hone

## argd - adm nserver port

## argb - Db host

## arg6 - db port

## arg 7 - DB service nane (pdb)
## arg8 - STB schema user,

readTenpl at e(sys. argv[ 1], "Expanded")
cd('/Security/base_domai n/ User/webl ogic')
cno. set Name(' webl ogi c')

cno. set Passwor d( ' password')

wri t eDomai n(sys. argv[ 3])

cl oseTenpl ate()

#Set Adm nServer Port

r eadDomai n(sys. argv[ 3])
cd('/Servers/ Admi nServer')

set (' ListenAddress','")
set('ListenPort', int(sys.argv[4]))
updat eDomai n()

cl oseDomai n()

readDomai n(sys. argv[ 3])
addTenpl at e(sys. argv[2])

cd('/ JDBCSyst enResour ce/ Local SvcThl Dat aSour ce/ JdbcResour ce/
Local SvcThl Dat aSour ce')
cd(' JDBCDri ver Parans/ NO_NAME 0')

set (' DriverName','oracle.jdbc. OracleDriver')

set (' Passwor dEncrypted', 'nyPassw )

set('URL',"jdbc:oracle:thin: @+sys.argv[5]+ :'+sys.argv[6]+' /' +sys.argv[7])
set (' UsePasswordl ndirection', 'false')

set (' UseXADat aSourcel nterface', 'false')
create(' nyProps',' Properties')
cd(' Properties/ NO NAMVE 0/ Property/user')
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cno. set Val ue(sys. argv[8])
get Dat abaseDef aul t s()

set Shar edSecr et St or eW t hPasswor d(| ocati on, passwor d)
updat eDomai n()

¢ Note:

In the set Shar edSecr et St or eW t hPasswor d command, use the
same values for | ocat i on and passwor d that you used in the
export Encrypti onKey command in step 1.

3. Start all the servers in donai n1 and in the new domain. Both domains now share
the same security store.

< Note:

* You can also use this script to create other Fusion Middleware
domains like domai nl. To do so, delete the lines starting with
set Shar edSecr et St or eW t hPasswor d from the script.

e Be sure to backup the encryption key for the domain using the
export Encrypti onKey WLST command and keep it in a secure location
in case the domain fails and needs to be recreated.

¢ See also:

exportEncryptionKey in WLST Command Reference for Infrastructure
Security

Layered Component Security Artifacts

ORACLE

To streamline the seeding and processing of security artifacts, components consuming
OPSS must provide a template during domain creation or extension. This template
defines and bundles artifacts specific to just the components that are required for the
component's execution, and includes the files listed in Table 7-1.

Table 7-1 Files in a Component Template Used by OPSS

File name Description Location relative to the
template root folder
conponent -security- Required. Specifies the life  ./security/component-security-
i nfo.xm cycle of security artifacts. info.xml
j azn-data. xm Optional. Specifies policies.  ./security/authorization/jazn-
data.xml
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Table 7-1 (Cont.) Files in a Component Template Used by OPSS

File name

Description Location relative to the
template root folder

keyst ore. xm

credential s. xn

conponent _events. xm

conponent _events xIf.jar

Optional. Specifies the security/keystore/keystore.xml
keystore metadata.

Optional. Specifies the Jsecurity/credential/
credential metadata used by credentials.xml
the component.

Optional. Specifies the audit ./security/audit/

data. component_events.xml
Optional. Specifies the Jsecurity/audit/
localized audit data. component_events_xIf.jar

OPSS security artifacts bundled with a product template require the conponent -
security-info.xn file that indicates how artifacts are handled.

Backing Up and Recovering the Security Store

This section describes how to back up and recover the security store.

ORACLE

This section contains the following topics:

Configuration Files for Back Up

Backing Up and Recovering a Database-Based Security Store

Backing Up and Recovering LDAP Security Stores

Recommendations

# Note:

You can use the ni grat eSecuri tySt ore WLST command to back up and
recover security data. To back up security data, migrate security data to a file
store. To recover it, migrate the file store to the target security store.
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¢ See also:

Administering Oracle Fusion Middleware

e Performing a Backup

e Recovering an Oracle WebLogic Server Domain
Migrating Identities

Migrating Policies and Credentials

Migrating Audit Data

Migrating Keys and Certificates with migrateSecurityStore

Configuration Files for Backup

In addition to backing up the security store, you must also back up the following
configuration and data files:

DOVAI N_HOME/ confi g/ config. xm

DOVAI N_HOME/ confi g/ f mconfi g/ j ps-confi g. xm

DOVAI N_HOMVE/ confi g/ f maconfi g/ j ps-config-j se. xn
DOVAI N_HOME/ confi g/ f mvconfi g/ cwal | et . sso

DOVAI N_HOMVE/ confi g/ f maconfi g/ keyst ores. cm

DOVAI N_HOMVE/ confi g/ f mvconfi g/ audi t - st ore. xm

DOVAI N_HOMVE/ confi g/ f mconfi g/ syst em j azn- dat a. xm
DOVAI N_HOME/ confi g/ f mvconfi g/ i ds-config. xm

DOVAI N_HOMVE/ confi g/ f mconfi g/ nbeans/ | ps_nbeans. xni
DOVAI N_HOMVE/ confi g/ f mrconfi g/ boot strap/ cwal | et. sso

In these path names, DOMAIN_HOME represents the directory in which you created
your domain. The default domain home location is ORACLE_HOVE/ user _pr oj ect s/
donai ns/ donai n_nare.

Backing Up and Recovering a Database-Based Security Store

ORACLE

The procedure in this section uses Oracle Database Utility Recovery Manager
(RMAN), a tool used to automate backup strategies and recoveries, and to duplicate
databases.

Use the following procedure to back up a database-based security store on host A to
a database-based security store on host B. The security store on host A has the j dbc
URL set to pr oddb, and the security store in host B has the j dbc URL set to t est db.
The procedure sets the domain to work with the cloned database-based security store
on host B.

To back up the database-based security store:
1. Setup thetestdb database on host B:
a. Create theinittestdb. ora file to contain the following lines:

#
db_nane=t est db
#
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Add test db to the | i st ener. or a file:

SID_LI ST_LI STENER
= (SID_LI ST=(SI D_DESC=( SI D_NAME=t est db) ( GLOBAL_DBNAME=t est db)
( ORACLE_HQOME=/ u01/ app/ oracl e/ product/ 11. 2. 0/ dbhone_1))

Add t est db/ proddb to the t nsnanes. or a file:

pr oddb=( DESCR! PTI ON=( ADDRESS=( PROTOCOL=t cp) ( HOST=host A. com)
( PORT=XXXX) ) ( CONNECT _DATA=( SERVER=DEDI CATED) ( SERVI CE_NAME=
proddb)))

t est db=( DESCRI PTI ON=( ADDRESS=( PROTOCOL=t cp) ( HOST=host B. con)
( PORT=YYYY) ) ( CONNECT_DATA=( SERVER=DEDI CATED) ( SERVI CE_NAME=t est db) ))

Restart the listener:

Isnrctl stop, Isnrctl start

Start the new instance using the pfi | e file in the nonount mode:
$ export ORACLE_SI D=t estdb

$ sglplus / as sysdba

SYS@estdb SQL>startup nonount pfile=/scratch/rdbns/dbs/
inittestdb.ora

Use RMAN to clone the proddb database to the t est db database:

a.

Add add t est db/ pr oddb to the t nsnanes. or a file:

pr oddb=( DESCRI PTI ON=( ADDRESS=( PROTOCOL=t cp) ( HOST=nyhost A. con)
( PORT=XXXX) ) ( CONNECT_DATA=( SERVER=DEDI CATED) ( SERVI CE_NAME=
proddb)))

t est db=( DESCRI PTI ON=( ADDRESS=( PROTOCOL=t cp) ( HOST=nyhost B. com)
( PORT=YYYY) ) ( CONNECT_DATA=( SERVER=DEDI CATED) ( SERVI CE_NAME=t est db) ) )

Make sure that the proddb database is using the spfi | e file. If it is not, then
generate a binary spfi | e from the i ni t file by login in as the sysdba user and
running create spfile from pfile. Then, restart the server.

Restart the listener:
I'snrctl stop, Isnrctl start

Decide how to generate the names for the duplicate database files.
Specifically, how to name the control files, data files, online redo log files,
and temporary files.

For example, if in the pr oddb database the files on host A are in the
directory / or adat a/ pr oddb, and you want to saved them in the / or adat a/

t est db directory on host B, then you would specify DB_FI LE_NAVE_CONVERT /
proddb, /testdb, asinthe sequence below.

Run RMAN to clone the pr oddb database to the t est db database:

$rman

RVAN> CONNECT TARGET SYS@r oddb

RVAN> CONNECT AUXI LI ARY SYS@ est db

RVAN> DUPLI CATE TARGET DATABASE TO testdb
FROM ACTI VE DATABASE
DB_FI LE_NAME_CONVERT '/ proddb','/testdb'
SPFI LE
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PARAMETER VALUE_CONVERT '/ proddb', '/ testdb’
SET LOG FI LE_NAME_CONVERT '/proddb','/testdb';

Make sure that RMAN completes with no errors.

3. Verify that the t est db database works as expected by switching your domain to
use the backed up database as the security store:

a. Stop WebLogic Server.

b. Change the j dbc URL from proddb to t est db in
the {domai n}/ confi g/ f mwconfi g/j ps-config.xm, {domain}/config/
fmaconfi g/ ps-config-jse.xm, and {donmain}/config/jdbc/*xn files.

c. Restart WebLogic Server.

d. Ensure that the domain security works as expected.

Backing Up and Recovering LDAP Security Stores

LDAP security store is not recommended for 12c release. It may be used in
environments upgraded from 11g.

Use the procedure in this section to back up a source LDAP store to a target LDAP
store.

1. Inthe source LDAP system create an LDAP Data Interchange format (LDIF) file by
running I di fwrite:

>l difwite connect="srcQO dDbConnect Str" basedn="cn=j psnode”
Idiffile="srcOd.ldif"

This command writes all entries under the cn=j psnode node to the srcG d. | di f
file.
Move this file to the target LDAP system.

The Oracle Internet Directory Database Password Utility is prompted to complete
the Idifwrite command.

2. Inthe target LDAP system, ensure that the schema has been seeded.

3. Inthe target LDAP system, verify that there are no schema errors or bad entries
by running bul k! oad:

>bul kl oad connect ="dst O dDbConne ctStr" check=true generate=true
restore=true file="fullPath2SrcO dLdif"

If duplicated distinguished names (common entries between the source and the
target directories) are detected, then review them to prevent unexpected results.

The Oracle Internet Directory Database Password Ultility is prompted to complete
the bulkload command.

4. Load data into the target LDAP, by running bul kI oad:
>bul kl oad connect ="dst O dDbConnect Str" | oad=true file="fullPath2SrcG dLdif"
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¢ See also:

Administering Oracle Internet Directory:

«  Dumping Data from Oracle Internet Directory to a File by Using Idifwrite
e Migrating LDAP Data Using LDIF File and Bulk Loader

Recommendations

Oracle recommends that you back up the security store and the configuration files
periodically, and when any of the following events occurs:

o After first install.
- Before and after an upgrade.
e Anytime you run the rol | over Encrypti onKey WLST command.

»  After you create new security data such as policies, credentials, or keys and
keystores.

For more information on the configuration files, see Configuration Files for Backup.

ORACLE 7.9



Configuring the Identity Store

This chapter explains how to configure and use the identity store, and how to query it
programmatically.
This chapter includes the following sections:

e About the Identity Store

e Configuring the Identity Store Provider

e Configuring the Identity Store

* Querying the Identity Store Programmatically

e Configuring SSL for the Identity Store

¢ See also:

Overview of the Identity Directory APl in Developing Applications with
Identity Governance Framework

About the Identity Store

The identity store stores users and groups, and the service lets you query that data.
By default, it supports querying a single LDAP identity store. You can configure the
service to use a virtualized identity store that lets you query multiple LDAP identity
repositories instead of just one. For information about identity virtualization, see
Configuring the Identity Store .

Depending on the configuration, the service uses a file or (one or more) LDAP servers
as the repository of identities. When the service is configured for LDAP, by default, it
gueries a single LDAP, but you can configure the service to query multiple LDAPs.

The service is available in Java SE environments. For information about virtualization
in Java SE applications, see Configuring Virtualization in Java SE Applications.

Configuring the Identity Store Provider

ORACLE

Before using the identity store, you must configure the identity store provider. OPSS
supports both file and LDAP identity store providers, as the following configuration
example illustrates:

<servi ceProvi der type="|DENTI TY_STORE"' nane="idstore.|dap. provider"
class="oracl e.security.jps.internal.idstore.|dap. LdapldentityStoreProvider">
<description>LDAP I dentityStore Provider</description>
</ servi ceProvi der >

<servi ceProvi der type="|DENTI TY_STORE" nane="idstore.xmnl . provider"
class="oracl e.security.jps.internal.idstore.xm.Xn |dentityStoreProvider">
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<descri pti on>XM.- based | dentityStore Provider</description>
</ servi ceProvi der>

If you set Active Directory as the identity store provider, then set the USERNAME_ATTR
and USER_LOG N_ATTR properties to sAMAccount Nane in j ps-confi g. xml (or | ps-
config-j se.xm) if you want to override the default value (cn). For example:

<property val ue="sAMAccount Nane" nane="usernane.attr"/>
<property val ue="sAMAccount Nane" nane="user.login.attr"/>

" Note:

If you setvirtualize totrue, then do not set the user. | ogin.attr and
usernane. attr properties.

¢ See also:

Task 3, Configuring the Identity Store Provider

Configuring the Identity Store

The following sections explain how to configure the identity store:

e ldentity Store Parameters

* Understanding the Service Configuration

»  Configuring Split Profiles

e Configuring Custom Authentication Providers

»  Configuring Virtualization in Java SE Applications

¢ See also:

OPSS System and Configuration Properties

|dentity Store Parameters

The following sections explain the use of the identity store configuration parameters:

*  Query Parameters
¢ Global Connection Parameters

e Back-End Connection Parameters

ORACLE 8-2



Query Parameters

Chapter 8
Configuring the Identity Store

Use the following parameters to configure queries to multiple LDAPS:

* Thevirtualize property - This property can be either t r ue (multiple LDAPs
lookup) or f al se (single LDAP lookup). If unspecified, it defaults to f al se.

e Global Connection Parameters (when the vi rt ual i ze property is enabled) - The
calling application uses these parameters to specify global LDAP configuration
such as the search base, create base, and so on. If any of these parameters is
unspecified, then OPSS uses a default value.

» Back-end Connection Parameters - These parameters are specific to each LDAP
store. One set of back-end parameters is specified for each LDAP. You do not
need to set these parameters unless you want to overwrite default values.

Global Connection Parameters

ORACLE

Table 8-1 shows the global parameters. For a list of connection pool parameters, see
Configuration Parameters for IDS in Developing Applications with Identity Governance

Framework.

Table 8-1 Global LDAP Identity Store Parameters

Parameter

Default Value

group. creat e. bases
group.filter.object.classes
group. mandatory. attrs
group. menber. attrs
group. obj ect . cl asses
group. sear ch. bases

group. sel ect ed. create. base
group. sel ect ed. sear ch. base
groupnane. attr

mex. search.filter.length
search. type

user. create. bases

user.filter.object.classes
user.login. attr

user. mandatory.attrs

user. obj ect. cl asses

user. search. bases
usernane. attr

same as user.create.bases
groupofuniquenames
No default value
uniguemember
groupofuniquenames
No default value

No default value

No default value

cn

No default value

No default value

If only one authentication provider, then it uses the
create base value. If multiple ones, then no default value
is set.

inetorgperson

uid

No default value
inetorgperson

Same as group.search.bases

cn
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¢ See also:

Table F-9

Back-End Connection Parameters

These parameters are specific to your particular LDAP store.

¢ See also:

LDAP Identity Properties

Policy Store Service Properties

Understanding the Service Configuration

LDAP authentication providers are configured with Oracle WebLogic Server
Administration Console or WebLogic Scripting Tool (WLST). At runtime, the server
passes the configuration details to OPSS.

In WebLogic Server domains, you can configure multiple authentication providers in

a given context. By default, the first authentication provider in the list is used to
initialize the identity store. For information about authentication providers, see Support
for Multiple Authentication Providers.

To query multiple LDAPSs requires setting up the vi rtual i ze property.

The following sections explain several configurations:

»  Configuring the Service for a Single LDAP

»  Configuring the Service for Multiple LDAPs without Virtualization

»  Configuring the Service for Multiple LDAPs with Fusion Middleware Control
*  Configuring the Service with WLST

*  Configuring Single and Multiple LDAPs

Configuring the Service for a Single LDAP

ORACLE

The following example illustrates the configuration of a single LDAP service instance:

<I-- JPS WS LDAP Identity Store Service Instance -->
<servi cel nstance name=i dstore.|dap provider=idstore.|dap.provider>
<property nane=i dstore.config.provider
val ue=oracl e. security.jps.w s.internal.idstore.
W sLdapl dSt or eConfi gProvi der/ >
<property name=CONNECTI ON_POOL_CLASS
val ue=oracl e. security.idm providers. stdl dap. JNDI Pool / >
</ servi cel nst ance>
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Configuring the Service for Multiple LDAPs without Virtualization

In cases when the vi rtual i ze property cannot be set, configure the service to query
more than one LDAP and override the configuration in WebLogic Server. To specify
multiple LDAPs, use a comma separated list of LDAP URLSs:

<property name="Idap.url", value="Idap://hostl:portl,|dap://host2:port2"/>

Configuring the Service for Multiple LDAPs with Fusion Middleware Control

To configure the service for multiple LDAPs with Fusion Middleware Control:
Choose the domain in the navigation pane on the left.

Go to Security, then Security Provider Configuration.

Expand the Identity Store Provider section of the page.

Click Configure.

The Identity Store Configuration page appears.

Under Custom Properties, click Add.

N o g M 0w Db PR

Add the new property:

Property Name=virtualize
Val ue=t rue

Be sure to also add this property to the service instance in the default context of
the OPSS configuration file.

8. Click OK.

Configuring the Service with WLST

To configure and use virtualization using WLST:

1. Create a script file to connect to the Administration Server in the domain of
interest. You must specify the user Nane, user Pass, | ocal Host, and por t Nunber
attributes for this operation. For information about configuring services with scripts,
See Configuring Services with Scripts.

2. Go to $ORACLE HOVE/ common/ bi n.
3. Runwst. sh.

For example, if the domain configuration file contains the i dst ore. | dap
authentication provider, then the following command configures the provider for
multiple LDAPs lookup:

W st.sh /tnp/updateServicelnsta, nceProperty.py -si idstore.|dap
-key "virtualize" -value "true"

Configuring the Timeout Setting with WLST

To set adapter timeout using WLST:

1. Run the listAdapters command to obtain the list of adapters.
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2. Run the modifyLDAPAdapter command to set the timeout for each adapter to, for
example, 120 seconds:

modi f yLDAPAdapt er (' <ADAPTER NAMVE>', ' (perationTi neout', 120000)
3. Restart WebLogic Server.

¢ See also:

modifyLDAPAdapter in WebLogic Scripting Tool Command Reference for
Identity and Access Management

Configuring Other Parameters

Optionally, update the configuration in the j ps- confi g. xn file to set query parameters
listed in Identity Store Parameters. These parameters are optional and have default
values.

Restarting Servers

After configuring queries to multiple LDAPS, restart WebLogic Administration Server
and Managed Servers.

Configuring Single and Multiple LDAPS

The following example illustrates the configuration of a single LDAP:

<servi cel nstance nanme=i dstore.| dap provider=idstore.|dap. provider>
<property nane=i dstore. config.provider
val ue=oracl e. security.jps.ws.internal.idstore.
W sLdapl dSt or eConfi gProvi der/ >
<property name=CONNECTI ON_POOL_CLASS
val ue=oracl e. security.idm providers. stdl dap. JNDI Pool / >
</ servi cel nstance>

The following example illustrates the configuration of a multiple LDAPS:

<servi ceProvi der s>
<servi ceProvi der type="IDENTI TY_STORE" name="idstore.|dap. provider"”
class="oracl e.security.jps.internal.idstore.|dap.LdapldentityStoreProvider">
<description>LDAP I dentityStore Provider</description>
</ servi ceProvi der>
</ servi ceProvi der s>
<servi cel nstances>
<I-- IDstore instance connecting to multiple Idap -->
<servi cel nstance name="idstore.virtualize"
provi der="i dstore.| dap. provi der">
<I'-- indicates using WS | dap authentication providers -->
<property name="idstore.config. provider"

val ue="oracl e.security.jps.ws.internal .idstore. WsLdapl dSt oreConfi gProvi der"/>
<l-- enable virtualization -->
<property nanme="virtualize" value="true"/>
<I-- ldap properties (if not supplied, then it uses default val ues) -->
<ext endedPr operty>
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<nanme>user . creat e. bases</ nane>
<val ues>
<val ue>cn=users_front, dc=us, dc=exanpl e, dc=conx/ val ue>
</val ues>
</ ext endedPr operty>
<ext endedPr operty>
<name>gr oup. cr eat e. bases</ name>
<val ues>
<val ue>cn=groups_front, dc=us, dc=exanpl e, dc=conx/ val ue>
</val ues>
</ ext endedPr operty>
</ servi cel nstance>
</ servi cel nstances>
<j psContexts defaul t="defaul t">
<l-- the identity store uses multiple |daps -->
<j psCont ext nane="defaul t">
<l-- use multiple Idap -->
<servicelnstanceRef ref="idstore.virtualize"/>
<b-- L. ot her services -->
</ j psCont ext >
</ j psCont ext s>
</jpsConfig>

Note that:

 Thevirtualize property of the service instance is t r ue, and this allows queries to
multiples LDAP directories.

* The ext endedPr operty element allows you to set front-end parameters to override
default values.

¢ See also:

Identity Store Parameters

Configuring Split Profiles

Identity virtualization supports split profiles, which lets applications access identity
attributes when they are stored in more than one LDAP repository.

This feature requires additional configuration explained in Configuring Adapters for
Identity Virtualization .

Configuring Custom Authentication Providers

OPSS supports WebLogic Authentication providers to access identities. If the available
providers are not suitable to your particular LDAP server, then, typically, you customize
one. This section explains how to configure and use a custom authentication provider.

When using a custom LDAP authentication provider, the following configuration
illustrates how to specify the LDAP type so that the provider can find the proper LDAP
plug-in by overriding i dst ore. type inj ps-confi g. xm :

<servi cel nstance nane="idstore.|dap" provider="idstore.|dap.provider">
<property nanme="idstore.config.provider"
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val ue="oracl e.security.jps.ws.internal.idstore. WsLdapl dSt oreConfi gProvi der"
/>
<property name="CONNECTI ON_POOL_CLASS"
val ue="oracl e. security.idm providers. stdl dap. JNDI Pool " />
<property val ue="true" name="virtualize" />
<servi cel nstanceRef ref="myGeneri cLDAPNane"/ >
</ servi cel nstance>
<servi cel nstance name="myGeneri cLDAPName" provi der="idstore. | dap. provi der">
<I-- overrides the 'idstore.type' property -->
<property nane="idstore.type" val ue="ACTI VE_DI RECTORY" />
</ servi cel nstance>

To override additional LDAP provider instances, insert similar entries. For information
about provider configuration, see Configuring Security Providers with Fusion
Middleware Control.

Configuring Virtualization in Java SE Applications

For Java SE applications, you set all configurations in the j ps-confi g-j se. xn file.
According to your needs, edit this file to:

1. Define a new service instance.

2. Add the new service instance to the context and replace any previously defined
instances.

3. Enablevirtualize.

¢ See also:

Configuring the LDAP Identity Store in Java SE Applications

Querying the Identity Store Programmatically

To programmatically query the identity store, use OPSS APIs to obtain a context. This
context acts like a bridge to obtain the store instance. Subsequently you use the User
and Role API to query the store instance:

try {
//find the JPS context

JpsCont ext Factory ctxFactory = JpsCont ext Factory. get Cont ext Factory();
JpsCont ext ctx = ctxFactory. get Context();

//find the JPS IdentityStore service instance
/I (assuning the back-end is |dap type)
Ldapl dentityStore idstoreService =
(Ldapl dentityStore)ctx. getServicel nstance(ldentityStoreService.class)

//get the User/Role API's ldnstore instance
oracle.security.idmldentityStore idndentityStore =
i dstoreService. getldnStore();

/luse the User/Role APl to query ID store
I
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/lalternatively, instead of using IdentityStore, use the
/lldentityDirectory to access LDAP
oracle.igf.ids.ldentityDirectory ids = idstoreService.getldentityStore();
} catch (Exception e) {

e.printStackTrace()
}

¢ See also:

Configuring Services with MBeans

Configuring SSL for the Identity Store

ORACLE

You can use Secure Sockets Layer (SSL) connections between the identity store and
the LDAP server(s). Both the Identity Directory APl and the User and Role API can
operate with multiple LDAPs.

When the connection to the identity store originates at a client in WebLogic Server,
then the SSL configuration is handled by the server.

¢ See also:

Administering Oracle Fusion Middleware:

e Setting Up One-Way SSL to the LDAP Security Store
e Setting Up SSL in Identity Store Services
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The security store is the central repository of system and application-specific policies,
credentials, keys, and audit data used by all applications running in a WebLogic Server
domain.

This chapter includes the following sections:

e About the Security Store

e Using an LDAP Security Store

» Using a Database-Based Security Store
» Reassociating the Security Store

e Migrating the Security Store

e Configuring Security Providers with Fusion Middleware Control

About the Security Store

The security store is the central repository of system and application-specific
policies, credentials, and keys. This centralization facilitates the administration and
maintenance of policies, credentials, and keys.

The type of the security store can be file, LDAP, or database. You can reassociate it
from file to LDAP or database, from database to LDAP or database, or from LDAP to
LDAP or database. Ready-to-use, the security store is a database store.

In Java EE applications, the security data is packaged with the application Enterprise
ARchive (EAR) file, and it can be migrated to the security store when you deploy the
application.

When a WebLogic Server domain uses policies from the security store, Java
Authorization Contract for Containers (JACC) policies and the Java Security Manager
become unavailable to all Managed Servers in that domain.

All permission classes used in policies must be included in the class path so the policy
provider can load them when a service instance is initialized.
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¢ See also:

Reassociating the Security Store with Fusion Middleware Control
Reassociating the Security Store with reassociateSecurityStore
Migrating the Security Store with Fusion Middleware Control
Migrating the Security Store with migrateSecurityStore

Java EE and WebLogic Security in Understanding Security for Oracle
WebLogic Server

Environments with Multiple Servers

Production WebLogic Server domains with several server instances (Administration
and Managed Servers) on the same host or distributed across multiple machines,
must use an LDAP or a database security store. File-based providers are not
supported in production environments.

¢ See also:

Policy Store Service Properties

Credential Service Properties

Using an LDAP Security Store

Production environments typically use LDAP security stores. The only LDAP
supported is Oracle Internet Directory.

OPSS does not support enabling referential integrity on LDAP servers. The server will
not work as expected if referential integrity is enabled. To disable a server's referential
integrity, use Oracle Enterprise Manager Fusion Middleware Control to:

1. Choose first Administration, then Shared Properties, and then General.

2. In the Enable Referential Integrity list, choose Disabled.
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< Note:

Depending on the version, the following Oracle Internet Directory patches
are required:

e Patch 10.1.4 to fix bug 9093298

e Patch 11.1.x to fix bug 8736355

e Patch 11.1.x and 10.1.4.3 to fix bug 8426457
e Patch 10.1.4.3 to fix bug 8351672

e Patch 10.1.4.3 to fix bug 8417224

e Patch 11.1.1.6.0 to fix bug 13782459

For information about supported Oracle Internet Directory versions, see Oracle Fusion
Middleware Supported System Configurations.

The following sections explain how to set up an LDAP security store:

»  Prerequisites to Using the LDAP Security Store
* Resetting the LDAP User Password

¢ See also:

Setting Up One-Way SSL to the LDAP Security Store in Administering
Oracle Fusion Middleware

Properties Common to All LDAP Servers

Prerequisites to Using the LDAP Security Store

ORACLE

To ensure the proper access to LDAP, set a node in the server directory as explained
in this section.

When you use Fusion Middleware Control to reassociate to an LDAP store, the tool
automatically provides bootstrap credentials in the cwal | et . sso file.

To set a node in an LDAP server:

1. Create an LDAP Data Interchange format (LDIF) file (j pst est node. | di )
specifying the following entries:

dn: cn=j psroot

cn: jpsroot

obj ectcl ass: top

obj ect cl ass: Orcl Cont ai ner

The distinguished name of the root node jpsroot must be distinct from any other
distinguished name. Some LDAP servers enforce case-sensitivity by default.
Multiple WebLogic Server domains can share a root node. This node need not
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be created at the top level, but the LDAP administrator must have read and write
access to all nodes below it.

Import this data into the LDAP server with the | dapadd utility:

>| dapadd -h | dap_host -p ldap_port -D cn=orcladnin -w password -v -f
j pstestnode. | di f

Verify that the node has been successfully inserted with the | dapsear ch utility:

>| dapsearch -h | dap_host -p I dap_port -D cn=orcladmn -w password -s base
-b "cn=j psroot" objectclass="orcl Container"

Run oi dstat s. sql to generate database statistics for optimal database
performance:

>$ORACLE_HOME/ | dap/ adni n/ oi dst at s. sql

You need to run this utility only once after the initial provisioning.

¢ See also:

Specifying Bootstrap Credentials Manually

About Oracle Internet Directory Database Statistics Collection Tool in
Reference for Oracle Identity Management

Resetting the LDAP User Password

Use the procedure in this section to reset the LDAP user password.

ORACLE

1.

3.

Create an LDIF file with a content that specifies the new password:

dn: <User D\>

changetype: nodify

repl ace: userPassword
user Password: new_password

where user DN stands for the distinguished name of the administrator.

Use | dapnmodi fy to apply the specifications in the created file as in the following
example, which uses specifications in the updat ePasswor d. | di f file:

| dapnodi fy -h oi d_hostName -p oid_port -D “cn=orcladnin" -w
orcl adm n_password -f updat ePassword. | di f

Run nodi f yBoot St rapCredenti al to update the password in the bootstrap wallet.

¢ See also:

e Setting the Server Mode by Using Idapmodify in Administering Oracle
Internet Directory

¢ modifyBootStrapCredential in WLST Command Reference for
Infrastructure Security
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Using a Database-Based Security Store

A database-based security store is recommended in production environments. To
configure the security store, use Fusion Middleware Control or WebLogic Scripting
Tool (WLST). The database security store and the domain must be in the same data
center.

For information about the database versions supported, see Oracle Fusion Middleware
Supported System Configurations.

For information about the OPSS and audit schemas support of Edition-Based
Redefinition (EBR), see Creating an Edition on the Server for Edition-Based
Redefinition (Optional) in Upgrading to the Oracle Fusion Middleware Infrastructure.

The following sections explain how to set up a database security store:
»  Prerequisites to Using the Database Security Store

* Maintaining a Database Security Store

* Resetting the OPSS Schema Password

e Setting Up an SSL Connection to the Database Security Store

Prerequisites to Using the Database Security Store

To use a database repository for the security store, first use Oracle Fusion Middleware
Repository Creation Utility to create the required OPSS schema and to seed some
initial data. See About the Repository Creation Utility in Creating Schemas with the
Repository Creation Utility.

When using Repository Creation Utility to create the OPSS schema, choose all
schemas whose names contain the following suffixes:

. _OPSS
- 1AU
| AU_APPEND
- AU VIEWER
. _STB

Maintaining a Database Security Store

ORACLE

This section describes some of the tasks that you follow to maintain a database
security store.

A database security store maintains a change log that should be periodically purged.
To purge it, use the provided SQL opss_pur ge_changel og. sql script, which will purge
change logs older than 24 hours, or connect to the database and run the del et e utility
(with the appropriate arguments):

SQL>del ete fromjps_changel og where createdate < (select(max(createdate) - 1)

fromjps_changel og);
SQ.>Commi t;
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To enhance performance when accessing a database security store, run the
DBMS_STATS package to gather statistics about the physical storage of database tables
and indexes. This information, stored in the data dictionary, is then used to optimize
the execution plan for SQL statements accessing analyzed objects.

When loading large amount of data into a database security store, such as when
creating thousands of new application roles, it is recommended that your run
DBMS_STATS within short periods and concurrently with the loading activity. Otherwise,
when the loading activity is small, then run DBMS_STATS just once or according to your
needs.

The following example illustrates the use of DBMS_STATS:

EXEC DBMS_STATS. GATHER SCHEMA STATS(' DEV_OPSS' , DBMS_STATS. AUTO SANPLE_SI ZE,
no_i nval i dat e=>FALSE) ;

where DEV_OPSS denotes the name of the database schema created with Repository
Creation Utility.

Script Examples
The following example runs the DBMS_STATS command every 10 minutes:

#!/bin/sh

i=1

while [ $i -le 1000 ]

do

echo $

sql pl us dev_opss/ password@nst1l @pssstats. sq
sl eep 600

i=expr $i + 1°

done

where opssst at s. sql contains the following text:

EXEC DBMS_STATS. gat her _schena_st at s(' DEV_OPSS' , DBMS_STATS. AUTO_SAMPLE_SI ZE,
no_i nval i dat e=>FALSE) ;
QT

The following example also runs DBMS_STATS every 10 minutes:

variabl e jobno number;

BEG N

DBMS_JOB. subni t

(job => :jobno

what =>

' DBMS_STATS. gat her _schema_stats('' DEV_OPSS' ', DBMS_STATS. AUTO_SAMPLE_SI ZE, no_i nval
i dat e=>FALSE) ; ",

interval => ' SYSDATE+(10/24/60)");
COWM T;

END;

/

To stop the DBMS_STATS started by this SQL script, first find out its job humber by
issuing the following commands:

sql plus '/as sysdba

SELECT j ob FROM dba_j obs WHERE schena_user = 'DEV_OPSS' AND

what = ' DBMS_STATS. gat her _schema_stats(' ' DEV_OPSS' ', DBMS_STATS. AUTO_SAMPLE_SI ZE,
no_i nval i dat e=>FALSE) ;' ;
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Then run a command like the following (which assumes that the query returned the job
number 31):

EXEC DBVS_JOB.renpve(31);

Resetting the OPSS Schema Password

To reset the OPSS schema password:

1. Use the database ALTER USER command to reset the password in the database.
Remember the new password entered, as it will be used in the next two steps.

2. Use Oracle WebLogic Server Administration Console to update the password that
the data source uses to connect to the OPSS schema with the new password.

3. Use the nodi f yBoot StrapCredential WLST command to update the cwal | et. sso
bootstrap file with the new password.

¢ See also:
Creating a JDBC Data Source in Administering JDBC Data Sources for
Oracle WebLogic Server

modifyBootStrapCredential in WLST Command Reference for Infrastructure
Security

Setting Up an SSL Connection to the Database Security Store

Establishing a one- or two-way SSL connection to a database security store is optional
and explained in section Configuring SSL for the Database in Administering Oracle
Fusion Middleware.

Reassociating the Security Store

Reassociating the security store is the process that relocates security data from one
repository to another one. The source type can be file, LDAP, or database. The target
type can be LDAP or database.

Reassociation changes the repository while preserving the integrity of the data stored.
This operation can take place at any time after the domain has been created, and it

is carried out with either Fusion Middleware Control or the r eassoci at eSecurityStore
WLST command as explained in the following sections:

* Reassociating the Security Store with Fusion Middleware Control

* Reassociating the Security Store with reassociateSecurityStore

Reassociating the Security Store with Fusion Middleware Control

Reassociation migrates the security store (policies, credentials, keys, and audit data)
from one repository to another and reconfigures security providers. For information
about the procedure, see Task 2, Migrating the Security Store.
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Note the following points:

Before reassociating to a target LDAP store, ensure that your setup satisfies the
Prerequisites to Using the LDAP Security Store.

Before reassociating to a target database store, ensure that your setup satisfies
the Prerequisites to Using the Database Security Store.

Before reassociating and if a one-way SSL to a target LDAP is required, then
follow the instructions in Setting Up One-Way SSL to the LDAP Security Store in
Administering Oracle Fusion Middleware.

After reassociating to an LDAP store, to secure access to the root node of the
LDAP store, follow the instructions in Securing Access to LDAP Nodes.

Reassociation updates the j ps- confi g. xm and j ps-confi g-j se. xm files with the
new configuration: it deletes old provider configuration, inserts the new provider
configuration, and moves data from the source to the target store.

If the target store is LDAP, then the information is stored under the domain
distinguished name according to the following format:

cn=<donai n_name>, cn=JpsCont ext, <JPS ROOT DN\>

If your configuration relies on the domain distinguished name, then do not delete
this node from the LDAP Server.

Securing Access to LDAP Nodes

ORACLE

The procedure explained in this section is optional and performed only to enhance the
security to access LDAP servers.

An access control list (ACL) is a list that specifies who can access information and
what operations are allowed on the LDAP objects. The control list is specified at a
node, and its restrictions apply to all entries under that node.

Use ACL to control the access to data stored in an LDAP repository. Typically, you
specify this list at the root node of the store.

To specify an ACL at a node in the LDAP repository:

1.

Create an LDIF file with a content that specifies the ACL:

dn: <st oreRoot DN>

changetype: nodify

add: orcl ACl

access to entry by dn="<userDN>" (browse, add, del ete) by * (none)

access to attr=(*) by dn="<userDN>" (search,read,wite, conpare) by * (none)

where st or eRoot DN stands for the root node of the store, and user DN stands for
the distinguished name of the administrator (the same distinguished name that
was entered to perform reassociation).

Use | dapnmodi fy to apply these specifications to the Oracle Internet Directory:

dn: cn=j psRoot Node

changet ype: nodify

add: orcl ACl

access to entry by dn="cn=nyAdnin, cn=users, dc=us, dc=or acl e, dc=conf
(browse, add, del ete) by * (none)

access to attr=(*) by dn="cn=nyAdnin, cn=users, dc=us, dc=or acl e, dc=cont
(search,read, wite, conpare) by * (none)
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¢ See also:

Idapmodify in Reference for Oracle Identity Management

Reassociating the Security Store with reassociateSecurityStore

The security store can be reassociated with the reassoci at eSecuritySt ore WLST
command. For information about this command, see reassociateSecurityStore.

Migrating the Security Store

Applications can specify their own policies and these policies are stored in the
application stripe (in the security store) when you deploy the application to WebLogic
Server. Each application running in the domain uses one stripe, and more than one
application can use the same stripe. In a file security store, stripes are specified in
the $DOMAI N_HOVE/ confi g/ f maconfi g/ system j azn-dat a. xm file under the element
<appl i cations>.

Migrating the security store is the process that relocates the policies, credentials, audit
data, and keys from one repository to another one. The source type can be file, LDAP,
or database. The target type can be LDAP or DB. The OPSS binaries and the target
security store must have compatible versions. For information about version issues,
see Incompatible Versions of Binaries and Security Store.

The following sections explain how to migrate application security to the security store:

* Migrating the Security Store with Fusion Middleware Control

e Migrating the Security Store with migrateSecurityStore

Migrating the Security Store with Fusion Middleware Control

ORACLE

Applications can migrate security data specified in the j azn- dat a. xnl application file
to the security store when you deploy the application to WebLogic Server with Oracle
Enterprise Manager Fusion Middleware Control (Fusion Middleware Control). Policies
can also be removed from the security store when the application is undeployed and
updated when the application is redeployed.

Set the j ps. depl oynment . handl er. di sabl ed system property to t r ue to disable the
migration of policies and credentials at deployment for all applications regardless of
particular settings in the webl ogi c-appl i cation. xm files.

¢ See also:

Task 2, Migrating the Security Store
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Migrating the Security Store with migrateSecurityStore

You can migrate identities, policies, system policies, and credentials, from a source
repository to a target repository with the m grat eSecuritySt ore WLST command.

This command does not require a connection to a running server to operate.
Therefore, the configuration file passed to the confi gFi | e argument need not be an
actual domain configuration file, but assembled only to specify the source and target
repositories of the migration.

# Note:

The mi grat eSecurityStore command re-creates GUIDs and takes a long
time to migrate a large volume of data. Consider using instead Oracle
Internet Directory bulk operations to migrate large volume stores. For
information about the procedure, see Backing Up and Recovering LDAP
Security Stores.

If migrating a large volume of data to an IBM DB2-based security store, you
need to set the following configuration parameters on the DB2 database:

e update db cfg using MAXLOCKS AUTOWATI C
e update db cfg using LOCKLI ST AUTOWATI C

The following sections explain how to use this command:

*  Migrating All Policies with migrateSecurityStore

* Migrating System Policies with migrateSecurityStore

* Migrating Application Policies with migrateSecurityStore

* Migrating All Credentials with migrateSecurityStore in the Same Domain

* Migrating One Credential Map with migrateSecurityStore in the Same Domain
*  Migrating All Credentials with migrateSecurityStore Across Domains

*  Migrating One Credential Map with migrateSecurityStore Across Domains

¢ See also:

Managing Policies with WLST

migrateSecurityStore Usage Examples

Migrating All Policies with migrateSecurityStore

To migrate all policies (system and application policies, for all applications) use one of
the following syntaxes:
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m grateSecurityStore.py -type policyStore

-configFile jpsConfigFilelLocation
-src srcJpsCont ext

-dst dstJpsCont ext

[-skip trueOrfal se]

[-overwite trueOrfal se]

m grateSecurityStore(type="policyStore",

confi gFil e="j psConfi gFi | eLocation",
src="srcJpsCont ext",

dst =" dst JpsCont ext "
[,skip="trueOfalse"]
[,overwrite="trueOrfalse"])

where:

confi gFi | e specifies the location of a configuration file relative to the directory
where the command is run. This configuration file should be specially assembled
and must contain a contexts that specify:

— The source store
— The target store
— The bootstrap credentials

The bootstrap context specifies the location of the cwal | et . sso file, which
contains the keys needed to access the source and target stores, and to decrypt
and encrypt security data.

For information about extracting the keys used in a domain, see the
export Encrypti onKey command in WLST Command Reference for Infrastructure
Security.

For information about storing a key into a wallet, see the i nport Encr ypt i onKey
command in WLST Command Reference for Infrastructure Security.

For information about creating wallets, see Common Wallet Operations in
Administering Oracle Fusion Middleware.

sr ¢ specifies the name of a context in the configuration file passed to the
confi gFi | e argument. The case of the string passed must match the case of the
context in the configuration file.

dst specifies the name of another context in the configuration file passed to the
confi gFi | e argument. The case of the string passed must match the case of the
context in the configuration file.

ski p specifies whether the migration should skip migrating incompatible artifacts
or to terminate upon encountering an incompatible artifact in the source repository.
Set to t r ue to skip migrating incompatible artifacts and not to terminate. Set

to f al se to terminate when an incompatible artifact is detected. Optional. If
unspecified, then it defaults to f al se.

overw it e specifies whether to overwrite data in the target store. Setto t r ue
to overwrite target data. Set to f al se not to overwrite target data. Optional. If
unspecified, then it defaults to f al se.

The contexts you specify in src and dst must be defined in the passed configuration
file, have distinct names, and the case of the passed contexts must match the case
of the contexts in the configuration file. From these two contexts, the command
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determines the locations of the source and the target repositories involved in the
migration.

Migrating System Policies with migrateSecurityStore

ORACLE

To migrate just system policies use one of the following syntaxes:

m grateSecurityStore.py -type gl obal Policies

-configFile jpsConfigFilelLocation
-src srcJpsCont ext

-dst dstJpsCont ext

[-overwrite trueOrfalse]

m grat eSecurityStore(type="gl obal Policies",

confi gFil e="j psConfi gFi | eLocati on",
src="srcJpsContext",

dst ="dst JpsCont ext "
[,overwite="trueCrfalse"])

where:

confi gFi | e specifies the location of a configuration file relative to the directory
where the command is run. This configuration file should be specially assembled
and must contain contexts that specify:

— The source store
— The target store
— The bootstrap credentials

The bootstrap context specifies the location of the cwal | et . sso file, which
contains the keys needed to access the source and target stores, and to decrypt
and encrypt security data.

For information about extracting keys used by a domain, see exportEncryptionKey
in WLST Command Reference for Infrastructure Security.

For information about storing a key into a wallet, see importEncryptionKey in
WLST Command Reference for Infrastructure Security.

For information about creating wallets, see Common Wallet Operations in
Administering Oracle Fusion Middleware.

sr ¢ specifies the name of a context in the configuration file passed to the
confi gFi | e argument. The case of the string passed must match the case of the
context in the configuration file.

dst specifies the name of another context in the configuration file passed to the
confi gFi | e argument. The case of the string passed must match the case of the
context in the configuration file.

ski p specifies whether the migration should skip migrating incompatible artifacts
or to terminate upon encountering an incompatible artifact in the source repository.
Set to true to skip migrating incompatible artifacts and not to terminate. Set to

f al se to terminate if an incompatible artifact is detected. Optional. If unspecified,
then it defaults to f al se.

overw it e specifies whether to overwrite data in the target store. Settotrue
to overwrite target data. Set to f al se not to overwrite target data. Optional. If
unspecified, then it defaults to f al se.
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The contexts you specify in src and dst must be defined in the configuration file,
have distinct names, and the case of the passed contexts must match the case of the
contexts in the configuration file. From these two contexts, the command determines
the locations of the source and the target repositories involved in the migration.

Migrating Application Policies with migrateSecurityStore

ORACLE

To migrate just application-specific policies for an application, use one of the following
syntaxes:

m grateSecurityStore. py -type appPolicies

-configFile jpsConfigFilelLocation
-src srcJpsCont ext

-dst dstJpsCont ext

-srcApp srcAppNane

- dst App dst AppNane]

-overWite trueOrfal se]

-m gratel dSt oreMappi ng trueQOrfal se]
-mode laxOrstrict]

-skip trueOfal se]

m grat eSecurityStore(type="appPolicies",

configFil e="j psConfigFil eLocation",
src="srcJpsCont ext",
dst="dst JpsCont ext ",
sr cApp="sr cAppNane",
[ dst App="dst AppNane"],
[overWite="trueOfal se"],
[m gratel dStoreMappi ng="trueOrfal se"],
[ mode="strict"],
skip="trueOrfal se")

where:

confi gFi | e specifies the location of a configuration file relative to the directory
where the command is run. This configuration file should be specially assembled
and must contain contexts that specify:

— The source store
— The target store
— The bootstrap credentials

The bootstrap context specifies the location of the cwal | et . sso file, which
contains the keys needed to access the source and target stores, and to decrypt
and encrypt security data.

For information about extracting keys used by a domain, see exportEncryptionKey
in WLST Command Reference for Infrastructure Security.

For information about storing a key into a wallet, see importEncryptionKey in
WLST Command Reference for Infrastructure Security

For information about creating wallets, see Common Wallet Operations in
Administering Oracle Fusion Middleware.

sr ¢ specifies the name of a context in the configuration file passed to the
confi gFi | e argument. The case of the string passed must match the case of the
context in the configuration file.
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e dst specifies the name of another context in the configuration file passed to the
confi gFi | e argument. The case of the string passed must match the case of the
context in the configuration file.

» ski p specifies whether the migration should skip migrating incompatible artifacts
or to terminate upon encountering an incompatible artifact in the source repository.
Set to true to skip migrating incompatible artifacts and not to terminate. Set to
f al se to terminate if an incompatible artifact is detected. Optional. If unspecified,
then it defaults to f al se.

e srcApp specifies the name of the application whose policies are migrated.

» dst App specifies the name of the application whose policies are being written. If
unspecified, then it defaults to the name of the source application. Optional.

e migratel dSt or eMappi ng specifies whether enterprise policies should be migrated.
The default value is t r ue. To migrate just application policies, set it to f al se.
Optional.

* overWite specifies whether a target application policy stripe matching a source
application policy stripe should be overwritten by or merged with the source
application policy stripe.

Set to t r ue to overwrite the target application policy stripe; set to f al se to merge
the new policy artifacts in the source application policy stripe into the target
application policy stripe. If unspecified, it defaults to f al se.

During merging, if a policy artifact with the same name exists in the target
application stripe, then the migration of the policy artifact is skipped. Only the new
resource actions added to a permission set, new members added to an application
role, and new actions added to a resource type are merged into the target policy
artifact.

e node specifies whether the migration should stop and signal an error upon
encountering a duplicate principal or a duplicate permission in a policy. Either
do not specify or set to | ax to allow the migration to continue when it encounters
duplicate items, to migrate just one of the duplicated items, and to log a warning to
this effect. Optional.

The contexts you specify in src and dst must be defined in the configuration file,
have distinct names, and the case of the passed contexts must match the case of the
contexts in the configuration file. From these two contexts, the command determines
the locations of the source and the target repositories involved in the migration.

If the input does not follow these syntax requirements, then the command execution
fails. In particular, the input must satisfy the following requisites: (a) the j ps-
config.xn file is found in the passed location, (b) the j ps- confi g. xn file includes
the passed contexts, and (c) the source and the target context names are distinct.

Migrating All Credentials with migrateSecurityStore in the Same Domain

To migrate all credentials use one of the following syntaxes:

m grateSecurityStore. py -type credStore
-configFile jpsConfigFilelLocation
-src srcJpsCont ext
-dst dstJpsCont ext
[-skip trueOrfalse]
[-overwrite trueOrfalse]
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m grateSecurityStore(type="credStore",
confi gFil e="j psConfigFil eLocation",
src="srcJpsCont ext",
dst="dst JpsCont ext ",
[skip="trueOrfal se"],
[overwite="trueOrfal se"])

where:

« configFil e specifies the location of a configuration file relative to the directory
where the command is run. This configuration file should be specially assembled
and must contain contexts that specify:

— The source store
— The target store
— The bootstrap credentials

The bootstrap context specifies the location of the cwal | et . sso file, which
contains the keys needed to access the source and target stores, and to decrypt
and encrypt security data.

For information about extracting keys used by a domain, see exportEncryptionKey
in WLST Command Reference for Infrastructure Security.

For information about storing a key into a wallet, see importEncryptionKey in
WLST Command Reference for Infrastructure Security.

For information about creating wallets, see Common Wallet Operations in
Administering Oracle Fusion Middleware.

» src specifies the name of a context in the configuration file passed to the
confi gFi | e argument. The case of the string passed must match the case of the
context in the configuration file.

e dst specifies the name of another context in the configuration file passed to the
confi gFi | e argument. The case of the string passed must match the case of the
context in the configuration file.

» ski p specifies whether the migration should skip migrating incompatible artifacts
or to terminate upon encountering an incompatible artifact in the source repository.
Set to t r ue to skip migrating incompatible artifacts and not to terminate. Set to
f al se to terminate if an incompatible artifact is detected. Optional. If unspecified, it
defaults to f al se.

* overwite specifies whether to overwrite data in the target store. Setto t rue
to overwrite target data. Set to f al se not to overwrite target data. Optional. If
unspecified, then it defaults to f al se.

The contexts you specify in src and dst must be defined in the configuration file,
have distinct names, and the case of the passed contexts must match the case of the
contexts in the configuration file. From these two contexts, the command determines
the locations of the source and the target repositories involved in the migration.

Migrating One Credential Map with migrateSecurityStore in the Same Domain

To migrate just one credential map, use one of the following syntaxes:

m grateSecurityStore. py -type fol derCred
-configFile jpsConfigFilelLocation
-src srcJpsCont ext
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-dst dstJpsCont ext
srcFol der mapl]
dst Fol der map2]
overWite trueO Fal se]

[_
[_
[_
[-skip trueOrFal se]

m grateSecurityStore(type="fol derCred",

confi gFil e="j psConfi gFi | eLocation",
src="srcJpsCont ext",

dst="dst JpsCont ext ",

[ srcFol der="mapl"],

[ dst Fol der ="map2"],
[overWite="trueO Fal se"],

[ skip="trueO Fal se"])

where:

confi gFi | e specifies the location of a configuration file relative to the directory
where the command is run. This configuration file should be specially assembled
and must contain contexts that specify:

— The source store
— The target store
— The bootstrap credentials

The bootstrap context specifies the location of the cwal | et . sso file, which
contains the keys needed to access the source and target stores, and to decrypt
and encrypt security data.

For information about extracting keys used by a domain, see exportEncryptionKey
in WLST Command Reference for Infrastructure Security.

For information about storing a key into a wallet, see importEncryptionKey in
WLST Command Reference for Infrastructure Security.

For information about creating a wallet, see Common Wallet Operations in
Administering Oracle Fusion Middleware.

sr ¢ specifies the name of a context in the configuration file passed to the
confi gFi | e argument. The case of the string passed must match the case of the
context in the configuration file.

dst specifies the name of another context in the configuration file passed to the
confi gFi | e argument. The case of the string passed must match the case of the
context in the configuration file.

ski p specifies whether the migration should skip migrating incompatible artifacts
or to terminate upon encountering an incompatible artifact in the source repository.
Set to t r ue to skip migrating incompatible artifacts and not to terminate. Set to

f al se to terminate if an incompatible artifact is detected. Optional. If unspecified,
then it defaults to f al se.

srcFol der specifies the name of the map containing the credentials to migrate.
Optional. If unspecified, then the credential store is assumed to have only one
map and the value of this argument defaults to the name of that map.

dst Fol der specifies the map where the source credentials are migrated. Optional.
If unspecified, then it defaults to the map passed to sr cFol der .

over Wit e specifies whether a target credential matching a source credential
should be overwritten by or merged with the source credential. Setto true to
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overwrite target credentials. Set to f al se to merge matching credentials. Optional.
If unspecified, then it defaults to f al se. When f al se and if a matching is detected,
then the source credential is disregarded and a warning is logged.

The contexts you specify in sr¢ and dst must be defined in the configuration file,
have distinct names, and the case of the passed contexts must match the case of the
contexts in the configuration file. From these two contexts, the command determines
the locations of the source and the target repositories involved in the migration.

Migrating All Credentials with migrateSecurityStore Across Domains

ORACLE

To migrate all credentials across domains, use one of the following syntaxes:

m grateSecurityStore. py -type credStore
-configFile "/target_domain/config/fmaconfigljps-

config. xn

-src srcJpsCont ext

-dst dstJpsCont ext

[-skip trueOrfalse]

-srcConfigFile “/source_domain/config/fmwonfig/jps-
config. xn

[-overwrite trueOrfalse]

m grateSecurityStore(type="credStore",
-configFile "/target_domain/config/fmaconfigljps-

config.xnl,
src="srcJpsContext",
dst="dst JpsCont ext ",
[skip="trueOrfalse"],
[srcConfigFile="alternConfigFilelLocation"],
[overwite="trueOrfal se"])
where:

- configFil e refers to the configuration file in the destination domain where
credentials are being migrated to. This configuration file should be specially
assembled and must contain contexts that specify:

— The target store
— The bootstrap credentials

The bootstrap context specifies the location of the cwal | et . sso file, which
contains the keys needed to access the source and target stores, and to decrypt
and encrypt security data.

For information about extracting keys used by a domain, see exportEncryptionKey
in WLST Command Reference for Infrastructure Security.

For information about storing a key into a wallet, see importEncryptionKey in
WLST Command Reference for Infrastructure Security.

For information about creating wallets, see Common Wallet Operations in
Administering Oracle Fusion Middleware.

e src specifies the name of a context in the configuration file passed to the
confi gFi | e argument. The case of the string passed must match the case of the
context in the configuration file.

» dst specifies the name of another context in the configuration file passed to the
confi gFi | e argument. The case of the string passed must match the case of the
context in the configuration file.

9-17



Chapter 9
Migrating the Security Store

» ski p specifies whether the migration should skip migrating incompatible artifacts
or to terminate upon encountering an incompatible artifact in the source repository.
Set to t r ue to skip migrating incompatible artifacts and not to terminate. Set to
fal se to terminate if an incompatible artifact is detected. Optional. If unspecified, it
defaults to f al se.

« srcConfigFil e refers to the configuration file on the source domain from where
credentials are copied.

* overw i te specifies whether to overwrite data in the target store. Setto t r ue
to overwrite target data. Set to f al se not to overwrite target data. Optional. If
unspecified, then it defaults to f al se.

The contexts you specify in src and dst must be defined in the configuration file,
have distinct names, and the case of the passed contexts must match the case of the
contexts in the configuration file. From these two contexts, the command determines
the locations of the source and the target repositories involved in the migration.

Migrating One Credential Map with migrateSecurityStore Across Domains

ORACLE

To migrate just one credential map, use one of the following syntaxes:

m grat eSecurityStore. py -type fol derCred
-configFile "/target_domain/config/fmaconfigljps-

config. xnm

-src srcJpsCont ext

-dst dstJpsCont ext

[-srcFol der map1l]

[-dst Fol der map2]

-srcConfigFile “/source_domain/config/fmaconfig/jps-
config. xm

[-overWite trueO Fal se]
[-skip trueOrFal se]

m grat eSecurityStore(type="fol derCred",

-configFile "/target_domain/config/fmaconfigljps-
config.xn,

src="srcJpsContext",

dst ="dst JpsCont ext ",

[ srcFol der="mapl"],

[ dst Fol der ="map2"],

-srcConfigFile “/source_domain/config/fmaconfig/jps-
config.xn,

[overWite="trueO Fal se"],

[ skip="trueOrFal se"])

where:

» configFil e specifies the location of a configuration file relative to the directory
where the command is run. This configuration file should be specially assembled
and must contain contexts that specify:

— The source store
— The target store
— The bootstrap credentials

The bootstrap context specifies the location of the cwal | et . sso file, which
contains the keys needed to access the source and target stores, and to decrypt
and encrypt security data.
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For information about extracting keys used by a domain, see exportEncryptionKey
in WLST Command Reference for Infrastructure Security.

For information about storing a key into a wallet, see importEncryptionKey in
WLST Command Reference for Infrastructure Security.

For information about creating a wallet, see Common Wallet Operations in
Administering Oracle Fusion Middleware.

» src specifies the name of a context in the configuration file passed to the
confi gFi | e argument. The case of the string passed must match the case of the
context in the configuration file.

* dst specifies the name of another context in the configuration file passed to the
confi gFi | e argument. The case of the string passed must match the case of the
context in the configuration file.

» ski p specifies whether the migration should skip migrating incompatible artifacts
or to terminate upon encountering an incompatible artifact in the source repository.
Set to t r ue to skip migrating incompatible artifacts and not to terminate. Set to
f al se to terminate if an incompatible artifact is detected. Optional. If unspecified,
then it defaults to f al se.

e srcFol der specifies the name of the map containing the credentials to migrate.
Optional. If unspecified, then the credential store is assumed to have only one
map and the value of this argument defaults to the name of that map.

* dst Fol der specifies the map where the source credentials are migrated. Optional.
If unspecified, then it defaults to the map passed to sr cFol der .

e srcConfigFil e refers to the configuration file on the source domain from where
credentials are copied.

* overWite specifies whether a target credential matching a source credential
should be overwritten by or merged with the source credential. Setto true to
overwrite target credentials. Set to f al se to merge matching credentials. Optional.
If unspecified, then it defaults to f al se. When f al se and if a matching is detected,
then the source credential is disregarded and a warning is logged.

The contexts you specify in sr¢ and dst must be defined in the configuration file,
have distinct names, and the case of the passed contexts must match the case of the
contexts in the configuration file. From these two contexts, the command determines
the locations of the source and the target repositories involved in the migration. For
more examples, see Migrating Credentials with migrateSecurityStore.

Migrating Audit Data with migrateSecurityStore

Use the mi grat eSecuritySt ore WLST command to migrate audit data to a different
security store. For information about the procedure, see Migrating Audit Data

migrateSecurityStore Usage Examples

For complete examples illustrating the use of i grat eSecurityStore, see the
following sections:

» Migrating Policies with migrateSecurityStore
* Migrating Credentials with migrateSecurityStore

*  Migrating Audit Data
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* Migrating Keys and Certificates with migrateSecurityStore

Configuring Security Providers with Fusion Middleware

Control

ORACLE

Follow the instructions in this section to migrate the security store, to configure
the identity store provider and security services, and to manage login modules and
properties with Fusion Middleware Control.

e Task 1, Opening the Security Provider Configuration Page
e Task 2, Migrating the Security Store

» Task 3, Configuring the Identity Store Provider

e Task 4, Configuring Security Services

e Task 5, Managing Login Modules

e Task 6, Managing Properties and Property Sets

Task 1, Opening the Security Provider Configuration Page

Log in to Fusion Middleware Control and go to Domain, then to Security, and then
to Security Provider Configuration. The Security Provider Configuration page is
displayed.

Task 2, Migrating the Security Store

1. Expand Security Store Provider and Security Stores.

2. Click Change Store Type. The Configure Security Stores page is displayed. In
this page, enter the target repository parameters.

3. Click OK.

Task 3, Configuring the Identity Store Provider

1. Expand Security Store Provider and Identity Store Provider.

2. Click the Configure button. The Identity Store Configuration page is displayed.
In this page, enter add or edit properties, as appropriate.

3. Click OK.

Task 4, Configuring Security Services

1. Expand Security Store Provider and Security Services.

2. Click a pencil icon to configure a provider. The provider's page is displayed.
3. Inthis page, enter the required fields.

4. Click OK.

Task 5, Managing Login Modules

1. Expand Security Store Provider and Login Modules. The table of configured
login modules is displayed.

2. Click Create to create a new login module. The Create Login Module page is
displayed. Enter the login module parameters and click OK.
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3. Click Edit to modify a login module. The Edit Login Module page is displayed.
Modify parameters and click OK.

4. Click Delete to remove a login module. Confirm deletion.

Task 6, Managing Properties and Property Sets

1. Expand Security Store Provider and Advanced Properties.
2. Click the Configure button. The Advanced Properties page is displayed.
3. In this page, do any of the following:

» Click Add to add a new property.

* Click Edit to modify a property.

* Click Delete to removed a property.

* Click Add Property Set to add a new property set.

* Click Add Property to add a property to a set.

* Click Edit Property to modify a property in a property set.

e Click Delete to remove a property set or a property in a property set.
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Managing Policies

This chapter explains how to manage policies with Oracle Enterprise Manager Fusion
Middleware Control (Fusion Middleware Control), WebLogic Scripting Tool (WLST),
and Oracle Entitlements Server (OES).

This chapter includes the following sections:

Determining the Security Store Characteristics
Managing the Policy Store

Managing Policies with Fusion Middleware Control
Managing Policies with WLST

Refreshing the Policy Cache

Principals and Roles in WLST Commands
Application Stripe in WLST Commands

Managing Application Policies with OES

Determining the Security Store Characteristics

Use the |i st SecurityStorel nfo WLST command to determine several attributes of
the security store. For information about this command, see listSecurityStorelnfo in
WLST Command Reference for Infrastructure Security.

Managing the Policy Store

To avoid unexpected authorization failures and to manage policies effectively, note the
following points:

ORACLE

Before deleting a user, revoke all permissions, application roles, and enterprise
groups that have been granted to the user. If you fail to remove all security data
referencing a deleted user, then these artifacts are left dangling and, potentially,
be inadvertently inherited if another user with the same name is created at a later
time.

Similar considerations apply to when a user name is changed: all policies (grants,
permissions, groups) referring to old data must be updated so that authorization
works as expected with the changed data.

When applied, policies use case-sensitivity in names. The best way to avoid
possible authorization errors due to case in user or group names is to use
the spelling of those names exactly as specified in the identity store. Oracle
recommends that:

— When provisioning a policy, spell the names of users and groups used in the
policy exactly as they are spelled in the identity store.

— When entering a user name at runtime, enter a name that matches exactly the
case of a name in the identity store.
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* Resource type, resource, or entittement names can contain printable characters
only and they cannot start or end with a white space.

* Authorization failures are not shown in the console by default. To have
authorization failures (such as JpsAut h. checkPer ni ssi on failures) displayed in the
console, set the j ps. aut h. debug system variable to t r ue.

The following sections explain how to manage policies with Fusion Middleware
Control, WLST, and OES. Typical operations include:

e Managing Policies with Fusion Middleware Control
e Managing Policies with WLST
e Managing Application Policies with OES

¢ See also:

Failure to Get Permissions - Case Mismatch
User Gets Unexpected Permissions

Characters in Policies

Managing Policies with Fusion Middleware Control

Fusion Middleware Control allows you to manage system and application policies in a
WebLogic Server domain as explained in the following sections:

* Managing Application Policies
* Managing Application Roles

* Managing System Policies

Managing Application Policies

ORACLE

Follow the instructions in this section to manage application policies withFusion
Middleware Control.

e Task 1, Opening the Application Policies Page

» Task 2, Searching Application Policies

e Task 3, Creating an Application Policy

e Task 4, Creating an Application Policy Like Another One

Task 1, Opening the Application Policies Page

Log in to Fusion Middleware Control and go to Domain, then to Security, and then to
Application Policies. The Application Policies page is displayed. The Policy Store
Provider area is read-only and displays the provider currently used in the domain.
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Task 2, Searching Application Policies

In the Search area, choose an application stripe, enter a string to match (a principal
name, principal group, or application role), and click the search button. The results of
the search are displayed in the table at the bottom of the page.

Task 3, Creating an Application Policy

Choose an application stripe, and click Create. The Create Application Grant page is
displayed. In this page, add principals and permissions to the grant, as appropriate:

1.

To add permissions, in the Permissions area click Add to display the Add
Permission dialog.

In the Search area of that dialog, first choose Permissions or Resource Types.
If you chose Permissions, then identify permissions matching a class or resource
name, and determine the Permission Class and Resource Name. If you chose
Resource Types, then identify the resource types matching a type name, and
determine a type. Then click OK to return to the Create Application Grant page.
The permission you chose is displayed in the table in the Permissions area.

To add principals, click Add in the Grantee area to display the Add Principal
dialog.

In the Search area of that dialog, choose a Type, enter strings to match principal
names and display names, and click the search button. The result of the query

is displayed in the Searched Principals table. Then choose one or more rows
from that table, and click OK to return to the Create Application Grant page. The
principals you chose are displayed in the table in the Grantee area

Click OK to return to the Application Policies page. The new policy is displayed
in the table at the bottom of the page.

Task 4, Creating an Application Policy Like Another One

1.
2.

3.

Choose a policy.

Click Create Like. The Create Application Grant Like page is displayed and the
table of permissions is filled in with the data extracted from the chosen policy.

Modify those values, as appropriate, and then click OK.

Managing Application Roles

Follow the instructions in this section to manage application roles withFusion
Middleware Control.

ORACLE

Task 1, Opening the Application Roles Page

Task 2, Searching Application Roles

Task 3, Creating an Application Role

Task 4, Adding Application Roles to a Role

Task 5, Creating an Application Role Like Another One
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Task 1, Opening the Application Roles Page

Log in to Fusion Middleware Control and go to Domain, then to Security, and then
to Application Roles. The Application Roles page is displayed. The Policy Store
Provider area is read-only and displays the provider currently used in the domain.

Task 2, Searching Application Roles

In the Search area, choose an application stripe, enter a string to match, and click the
search button. The results of the search are displayed in the table at the bottom of the

page.
Task 3, Creating an Application Role
Click Create to display the Create Application Role page.

You need not enter data in this page all at one time. For example, you could create a
role by entering the role name and display name, save your data, and later on specify
the members in it. Similarly, you could specify the role mapping at a later time.

In the area General:

* Inthe Role Name text field enter the name of the role.

* Inthe Display Name text field, optionally, enter the name to display for the role.

* Inthe Description text field, optionally, enter a description of the role.

* Inthe Members area, specify the users, groups, or other application roles into
which the role is mapped.

Task 4, Adding Application Roles to a Role
1. Choose arole and click Add. The Add Principal dialog is displayed.

2. Choose a Type (application role, group, or user), enter a string to match principal
names, and click the search button. The result of the search is displayed in the
Searched Principals table. Choose one or more principals from that table.

3. Choose one or more principals to which you want to add the role.
4. Click OK to return to the Create Application Role page. The new application role
is displayed in the Members table.

Task 5, Creating an Application Role Like Another One

1. Choose a role.

2. Click Create Like. The Create Application Role Like page is displayed and
some entries are filled in with data extracted from the role you chose.

3. Modify the list of roles and users, as appropriate, and then click OK.

To understand how permissions are inherited in the role hierarchy, see Permission
Inheritance and the Role Hierarchy.

Managing System Policies

Follow the instructions in this section to manage system policies with Fusion
Middleware Control.
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» Task 1, Opening the System Policies Page
» Task 2, Searching System Policies,

» Task 3, Creating a System Policy

Task 1, Opening the System Policies Page

Log in to Fusion Middleware Control and go to Domain, then to Security, and then
to System Policies. The System Policies page is displayed. The Policy Store
Provider area is read-only and displays the provider currently used in the domain.

Task 2, Searching System Policies

In the Search area, choose a type, enter a string to match, and click the search
button. The results of the search are displayed in the table at the bottom of the page.

Task 3, Creating a System Policy

1. Click Create. The Create System Grant page is displayed.

2. Choose type of policy to create: Principal or Codebase. The steps that follow
assume you chose Principal.

3. To add permissions, click the Add button. The Add Permission dialog is
displayed. Choose a permission to add to the policy being created.

* Use the Search area to query permissions matching a type, principal name, or
permission name. The result of the search is display in the table in the Search
area.

*  Choose a permission to add. Details are rendered in the read-only Customize
area.

e Click OK to return to the Create System Grant page. The permission is
displayed in the Permissions table.

4. Click OK to return to the System Policies page.

5. The table in the Permissions for Codebase area is read-only and it displays the
resource name, actions, and permission class associated with the new system

policy.

Managing Policies with WLST

ORACLE

An online WLST command is a command that requires a connection to a running
server. Unless otherwise stated, commands listed in this section are online commands
and operate on the security store, regardless of its type. There are a few commands
that are offline which do not require a running server to operate.

Read-only commands can be performed only by users in the following WebLogic
Server groups: Mni t or, Qper at or, Conf i gur at or, or Adm n. Read/write commands
can be performed only by users in the following WebLogic Server groups: Admi n or
Confi gurat or. All commands are available with the installation of Oracle WebLogic
Server.

You can run WSLT commands in interactive or in script mode. In interactive mode,
you enter the command at a command-line prompt. In script mode, you write the
commands in a text file and run the script, much like the directives in a shell script.

All class names specified in commands must be fully qualified path names.
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OPSS provides the following commands to administer application policies:

listAppStripes

listCodeSourcePermissions

createAppRole
deleteAppRole
grantAppRole
revokeAppRole
listAppRoles
listAppRolesMembers
grantPermission
revokePermission
listPermissions
deleteAppPolicies
createResourceType
getResourceType
deleteResourceType
createResource
deleteResource
listResources
listResourceActions
createEntitlement
getEntitlement

deleteEntitlement

addResourceToEntitlement

revokeResourceFromEntitlement

listEntitlements
grantEntitlement
revokeEntitlement

listResourceTypes

reassociateSecurityStore

Chapter 10
Managing Policies with WLST

migrateSecurityStore. see Migrating the Security Store with migrateSecurityStore
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¢ See also:

Security Practices with WLST
Principals and Roles in WLST Commands

Application Stripe in WLST Commands

reassociateSecurityStore

ORACLE

The reassoci at eSecuritySt ore WLST command migrates the security store from a
source to a target store and resets service configurations in the j ps-confi g. xml and
j ps-config-jse.xm files to the target repository. This command is supported in only
the interactive mode.

The source store can be a file, LDAP, or DB security store. The target store can be
a new store or an existing store in some other domain (see optional j oi n argument
below). When the target is a store in some other domain, you specify whether to

append the source data to the target store (see optional m gr at e argument below).

The version of the source store must be equal to or greater than the version of the
target store. If the version of the source is later than the version of the target, then the
command runs a compatibility check between the source and the target security data.
If the check fails on some artifacts, then the command allows skipping the migration of
incompatible artifacts by setting the ski p argument to t r ue. If this argument is nott r ue
and incompatible artifacts are detected, then the command terminates.

The command resets the bootstrap credentials (see adni n and passwor d
arguments below). For an alternate way to reset bootstrap credentials, see the
modi f yBoot St rapCredenti al and addBoot St rapCredential commands.

Command Syntax

The command syntax varies according to the type of the target store. When the target
is an LDAP store, use the following syntax (arguments are displayed in separate lines
for clarity only):

reassoci at eSecuri t ySt or e( donai n="donai nNang",
servertype="Q D',
| dapur| ="host AndPort ",
j psroot ="cnSpeci fication",
adni n="cnSpeci fication",
passwor d="passWérd",
[join="trueOrfalse"] [, keyFilePath="dirLoc", keyFil|ePassword="password"]]
[migrate="trueOrfal se"]
[ skip="trueOfalse"])

When the target is a DB security store, use the following syntax (arguments are
displayed in separate lines for clarity only):

reassoci at eSecuri t ySt or e( donai n="donai nNang",
servertype="DB_ORACLE",
dat asour cenanme="dat asour ceNane",
j psroot="j psRoot ",
j dbcurl ="j dbcURL",
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j dbcdriver="jdbcDriverd ass",
dbUser =" dbUser Nange",
dbPasswor d="dbPasswor d",
[adm n="adm nAccnt", password="pass\Wrd", ]
[,join="trueOfal se"
[, keyFil ePat h="dirLoc", keyFilePassword="password"]

[,mgrate="trueOrfal se" [,skip="trueOfalse"]]])

[ odbcdsn="o0dbcDsnSti ng"]
[migrate="trueOfal se"]
[skip="trueOfalse"])

The main points regarding the use of the j oi n, ni gr at e, and ski p arguments are next
summarized:

The m gr at e argument is relevant only when j oi n is t r ue. Otherwise it is ignored.
Therefore, if migration is desired, then set both j oin and i grate to t rue.

The keyFi | ePat h and keyFi | ePasswor d arguments are required when j oi n and
m grat e are both tr ue.

When the j oi n and mi gr at e arguments are both t r ue, then if ski p is t r ue, then
the migration of incompatible artifacts with the target store is skipped. If ski p

is f al se, then the command terminates when it finds any incompatible artifacts.
Skipping is supported for generic credentials only.

The argument descriptions are:

domai n: specifies the name of the domain where the target store is located.

adnmi n in case of an LDAP target, specifies the administrator's user name on the
target server. Use the format: cn=usr Nane.

In case of a DB security store, it is required only when the database has a data
source protected with user and password. In this case, this argument specifies
the user name that was set to protect the data source when the data source

was created. That user and password must be present in the bootstrap credential
store. If specified, then passwor d must also be specified.

passwor d specifies the password associated with the user specified in admi n. Itis
required in case of an LDAP target.

In case of a DB security store, it is required only when the database has a
protected data source. In this case, it specifies the password associated with the
user specified in admi n. If specified, then adni n must also be specified.

| dapur| specifies the URI of the LDAP server. Use the format | dap/ / host : port,
if you are using the default port, or | daps: // host: port, if you are using an
anonymous Secure Sockets Layer (SSL) or one-way SSL. The secure port must
be configured to handle the desired SSL connection mode, and must be distinct
from the default (honsecure) port.

servertype specifies the kind of the target store. Valid types are O D, DB_ORACLE.

j psroot specifies the root node in the target LDAP repository under which all data
is migrated. The format is cn=nodeNane.

j oi n specifies whether the target store is a store in some other domain. Optional.
Set to t r ue to share a target store in some other domain. Set to f al se otherwise.
If unspecified, it defaults to f al se. The use of this argument allows multiple
WebLogic Server domains to point to the same security store, but note that:

— Joining to a security store is supported only when you create a new domain.
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— Merging two distinct security stores in two domains is not supported.

— Ifjoinistrue, then you must export the OPSS encryption keys from one
domain and import them into the other domain.

# Note:

To export and import encryption keys use the following procedure. For an
alternate procedure, see keyFi | ePat h argument.

Assume that Domainl has a security store and Domain2 has
reassociated to Domainl's security store with j oi n setto true. Then:

1. Use the export EncryptionKey WLST command to extract the
key from Domainl into the ewal | et . p12 file. The value of the
keyFi | ePasswor d argument passed must be used later when you
import that key into the second domain.

2. Use theinportEncryptionKey WLST command to import the
extracted ewal | et . p12 file into Domain2. The value of the
keyFi | ePasswor d argument must be identical to the one used when
the ewal | et . p12 file was generated.

3. Restart Domain2's server.

For information about the export and import commands, see
exportEncrytionKey and importEncryptionKey in WLST Command
Reference for Infrastructure Security.

m grat e is meaningful only if j oi n is t r ue, otherwise ignored. Specifies whether
the data in the source store should be appended to the joined store. Setto true
to append source data to the target store. Set to f al se to join to the target store
without any appending source data. Optional. If unspecified, then it defaults to
fal se.

ski p is meaningful only if both j oi n and mi gr at e are tr ue, otherwise it is ignored.
Specifies whether to skip the migration of incompatible artifacts. Set to t r ue to
skip appending incompatible artifacts to the target store and not to terminate

the command. Set to f al se to terminate the command upon encountering an
incompatible artifact in the source store. Optional. If unspecified, it defaults to

fal se.

dat asour cenane specifies the Java Naming and Directory Interface (JNDI) name
of the Java Database Connectivity (JDBC) data source. The value should be
identical to the value of the JNDI nhame data source entered when the data source
was created.

keyFi | ePat h specifies the directory where the ewal | et . p12 file for the target
domain is located. The content of this file is encrypted and secured by the value
passed to keyFi | ePasswor d. It is required only if j oi nis true.

Ifj oi nis true, then the encryption keys must be exported from one domain and
imported in the other. These tasks are carried out automatically when you use the
keyFi | ePat h and keyFi | ePasswor d arguments.

Assume that Domainl has a security store and Domain2 reassociates to Domainl
security store with j oi n setto true and key file arguments. Then first run
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the reassoci at eSecuritySt ore WLST command with the appropriate argument
values, and then restart Domain2's server. For an alternate procedure to export
and import encryption keys, see Note in the description of j oi n argument.

» keyFi | ePasswor d specifies the password to secure the ewal | et. p12 file. Required
only ifjoinistrue.

e jdbcurl specifies the JDBC URL used by a Java SE application to connect to the
database. Applies only to Java SE applications. Required. Must be used with the
j dbcdri ver, dbUser, and dbPasswor d. arguments.

e jdbcdriver specifies the class of the JDBC driver used to connect to the
database. Required. Must be used with the j dbcur| argument.

« dbUser specifies the database user (in the credential store) to add to the bootstrap
credentials. Required. Must be used with the j dbcur | argument.

» dbPasswor d specifies the password of the user specified by dbUser . Required.
Must be used with the j dbcur| argument.

» odbcdsn specifies the Open Database Connectivity (ODBC) data source name
used by the C Credential Store Framework API. Applies only to C programs.

Reassociation Examples
The following example illustrates how to reassociate to a DB security store:

reassoci ateSecurityStore(domai n="t arget Domai n", servertype="DB_ORACLE",
j psroot ="cn=j psroot", datasourcenanme="j dbc/ opssds",

j dbcurl ="j dbc: oracl e: thin: @yhost. oracl e. com 5555: t est db",

dbUser ="t est _opss", dbPassword="nypass",

j dbcdriver="oracle.jdbc. xa. client. O acl eXADat aSour ce")

To share the security store in ot her Donmai n without migrating the contents of the source
security store:

reassoci at eSecuritySt ore(domai n="ot her Domai n", servertype="DB_ORACLE",

j psroot ="cn=j psroot", datasourcename="j dbc/ opssds",

j dbcurl ="j dbc: oracl e: thi n: @vyhost . oracl e. com 5555: t est db", dbUser ="t est _opss",
dbPasswor d="nypass", jdbcdriver="oracle.jdbc.xa.client.O acl eXADat aSource",
join="true", keyFilePath="/tnp/nyFileDirectory", keyFilePassword="password")

To share the security store in ot her Domai n and to migrate the contents of the source
security store to the target DB security store skipping over incompatible artifacts:

reassoci ateSecuritySt ore(domai n="ot her Domai n", servertype="DB_ORACLE",

j psroot ="cn=j psroot", datasourcename="j dbc/ opssds",

j dbcurl ="j dbc: oracl e: t hi n: @wyhost . oracl e. com 5555: t est db", dbUser ="t est _opss",
dbPasswor d="nypass", jdbcdriver="oracle.jdbc.xa.client.O acl eXADat aSource",
join="true", mgrate="true", skip="true",

keyFi |l ePat h="/tnp/ nyFil eDirectory", keyFilePassword="password")

Refreshing the Policy Cache

ORACLE

This topic applies to LDAP and DB security stores only. In case of a file store, the
cache is updated after a few seconds.

OPSS optimizes the authorization process by caching security artifacts. When a
security artifact is modified, the change becomes effective at different times depending
on where the tool used to modified the artifact and the application are running:
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If both the application and the tool are running on the same host and in the same
domain, then the change becomes effective immediately.

Otherwise, if the application and the tool are running on different hosts or in
different domains, then the change becomes effective after the store cache

is refreshed. The frequency of the cache refresh is determined by the value

of the oracl e. security.jps.|dap.policystore.refresh.interval property. The
default value is 10 minutes.

Within a domain, any changes introduced with WLST or Fusion Middleware
Control are first accounted on the Administration Server only. Those changes are
pushed to all Managed Servers in the domain only when the server is restarted.

Authorization Scenarios Using Policy Refreshing

The following use case illustrates the authorization behavior in scenarios when (from
a different domain or host) OES is used to modify security data, and the property
oracle.security.jps.|dap.policystore.refresh.interval is setto 10 minutes.

This case assumes that:

A user is member of an enterprise role.
That enterprise role is included as a member of an application role.

The application role is granted a permission that governs some application
functionality.

Consider a scenario where:

A user logs in to the application.
The user accesses the functionality secured by the application role.

From another host (or domain), the enterprise role is removed from the application
role.

Then consider the following actions and outcomes:

The user logs out from the application, and immediately logs back in. The user can
still access the functionality secured by the application role, because the policy
cache has not yet been refreshed with the change introduced in step 3.

The user logs out from the application, and logs back in after 10 minutes. The user
is not able to access the functionality secured by the application role, because the
policy cache has been refreshed with the change introduced in step 3.

The user does not log out and remains able to access the functionality secured
by the application role for 10 minutes, because the policy cache has not yet been
refreshed with the change introduced in step 3.

The user does not log out, waits more than 10 minutes, and then attempts to
access the functionality secured by the application role: the access is denied,
because the policy cache has been refreshed with the change introduced in step
3.

Principals and Roles in WLST Commands

Several commands require that you specify the principal name and class for a
role involved in the operation, such as the following which adds a principal to the
myAppRol e role in the nyApp application stripe:

ORACLE

10-11



Chapter 10
Application Stripe in WLST Commands

grant AppRol e. py -appStripe nyApp
- appRol eNane nyAppRol e
-principal Cass nyPrincipal dass
-princi pal Name nyPrinci pa

When the principal refers to the authenticated role or the anonymous role, the principal
names and principal classes are fixed and must be one of the following name-class
pairs:

*  Authenticated role
— authenticated-role
— oracle.security.jps.internal.core.principals.JpsAuthenticatedRol el m
pl
*  Anonymous role
— anonynous-rol e
— oracle.security.jps.internal.core.principals.JpsAnonynousRol el npl
The following WLST commands require principal name and class specification:
e grantAppRol e
* revokeAppRol e
e grantPerm ssion
e revokePerni ssion

e |istPerm ssions

Application Stripe in WLST Commands

ORACLE

Several commands require that you specify an application stripe. If the application
does not have a version, then the application stripe defaults to the application

name. Otherwise, if the application has a version, then the application name and the
application stripe are not identical.

For example, the name of the myApp application with version 1 is myApp(v1. 0), but
the application stripe name is myApp#v1. 0. More generally, an application with name
appName(vers) gets assigned the application stripe appNane#ver s. Pass a string with
this last pattern as the application stripe name:

>| i st AppRol es nyApp#vl. 0

The following WLST commands require stripe specification:
e createAppRol e

e del et eAppRol e

e grantAppRol e

* revokeAppRol e

e |istAppRol es

e | istAppRol eMenbers

e grantPerm ssion
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e revokePerm ssion
e |istPermssions

e del eteAppPolicies

Managing Application Policies with OES

ORACLE

OES allows you to manage and search application policies and other security data in a
WebLogic Server domain.

For information about managing policies with OES, see the following topics in
Administering Oracle Entitlements Server:

*  Querying Security Objects

* Managing Policies and Policy Objects
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Managing Credentials

OPSS includes the Credential Store Framework, a collection of interfaces that you use
to create, read, update, and manage credentials in your applications. Credentials are
kept in the credential store, and the framework supports credential encryption.

This chapter includes the following sections:

e Credential Types
*  Encrypting Credentials
* Managing Credentials with Fusion Middleware Control

* Managing Credentials with WLST

Credential Types

A credential can hold user names, passwords, and tickets, and credentials can be
encrypted. Credentials are used during authentication, when principals are populated
in subjects, and, further, during authorization, when determining what actions the
subject can perform.

OPSS supports the following types of credentials according to the data they contain:

* A password credential encapsulates a user name and a password.

* A generic credential encapsulates any customized data or arbitrary token, such as
a symmetric key.

A credential is uniquely identified by a map name and a key name. A map can

hold several keys and the map name corresponds with the name of an application.

All credentials with the same map name define a group of credentials, such as the
credentials used by an application. The pair of map and key names must be unique for
all entries in the credential store.

A password can have any number of characters, but they cannot be empty nor null.

By default, the credential store is an Oracle wallet and it can store X.509 certificates.

Encrypting Credentials

ORACLE

OPSS supports storing encrypted data in file and LDAP credential stores. OPSS uses
an encryption key to encrypt and decrypt data when it is read from or written to the
credential store. This key is unique and has domain scope. To enable the encryption
of credentials in a file or LDAP store, set the following property in the credential store
instance of the j ps-confi g. xm file:

<property name="encrypt" value="true" />

In case of DB credential stores, data is always encrypted using a client-side key.
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The Domain Encryption Key

When you set the encrypt property to true, OPSS uses an encryption key to encrypt
new credentials entered in the credential store. This encryption key is a 128-bit
Advanced Encryption Standard (AES) key randomly generated when the domain is
started for the very first time and is valid for the entire domain. Eventually, the domain
encryption key may require being rolled over periodically. Rolling over a key generates
a new key and archives the previous one. Archived keys are used to decrypt old data,
and the new key is used to encrypt and decrypt new data.

When a new domain encryption key is generated, the credential store data is not
encrypted immediately with the new key. Instead, data is encrypted (with the new key)
only when it is written. This means that to get all data to use the same encryption key,
all credentials must be read and written.

Domains Sharing a Credential Store

If two or more domains share a credential store and encryption is enabled in that
store, then each of those domains must use the same encryption key. To facilitate this,
OPSS provides offline scripts to export, import, and restore keys in the cwal | et. sso
bootstrap file so that an encryption key generated in one domain can be carried over
to all other domains sharing the credential store.

The following scenarios illustrate how to set encryption key in a cluster of two
domains, Domainl and Domain2. (In case of more than two domains, treat each
additional domain as Domain2).

¢ Note:

The following scenarios assume an LDAP credential store but the use of the
i mport Encrypt i onKey and export Encrypti onKey commands to import and
export keys across domains applies also to DB credential stores (in which
data is always encrypted).

Scenario One

Assume that Domainl has reassociated to an LDAP credential store, and Domain2
has not yet joined to that store. Then, to enable credential encryption on that store:

1. Setthe encrypt property to true in Domainl's j ps-config. xnl file and restart the
domain.

2. Use the export Encrypti onKey WebLogic Scripting Tool (WLST) command to
extract the key from Domain1 into the ewal | et . p12 file. Note that the value of
keyFi | ePasswor d passed to the command must be used later when you import
that key into another domain.

3. Setthe encrypt property totrue in Domain2's j ps- confi g. xn file.

At this point, complete the procedure in one of two ways. Both of them use the
reassoci ateSecurityStore WLST command but with different syntaxes.

The first approach:
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Use the reassoci at eSecur it ySt ore WLST command to reassociate Domain2's
credential store to that used by Domainl. Use the j oi n argument and do not use
the keyFi | ePasswor d and keyFi | ePat h arguments.

Use the i mpor t Encrypt i onKey WLST command to import the extracted
ewal | et. p12 file into Domain2. Note that the value of keyFi | ePasswor d must be
identical to the one used when the ewal | et . p12 file was generated.

Restart Domain2's server.

The second approach:

1.

2.

Use the reassoci at eSecur it ySt ore WLST command to reassociate Domain2's
credential store to that used by Domainl. Use the j oi n, keyFi | ePasswor d, and
keyFi | ePat h arguments.

Restart Domain2's server.

Scenario Two

Assume that Domainl has reassociated to an LDAP credential store and Domain2 has
already joined to that store. Then, to enable credential encryption on that store:

1.

Set the encrypt property to t r ue in Domainl's j ps- confi g. xnl file and restart the
domain.

Use the export Encrypt i onKey WLST command to extract the key from Domainl
into the ewal | et . p12 file. Note that the value of keyFi | ePasswor d passed to the
command must be used later when you import that key into another domain.

Set the property encrypt to t r ue in Domain2's j ps- confi g. xni file.

Use the i nport Encrypt i onKey WLST command to write the extracted
ewal | et. p12 file into Domain2. Note that the value of keyFi | ePasswor d must be
identical to the one used when the file ewal | et . p12 was generated.

Restart Domain2's server.

" Note:

In case of multiple domains sharing a credential store in which encryption
has been enabled, every time a roll-over key is generated in one of those
domains, you must import that key to each of the other domains in the cluster
with the expor t Encrypti onKey and i nport Encrypti onKey commands.

¢ See also:

Managing Credentials with WLST
reassociateSecurityStore

exportEncrytionKey and importEncryptionKey in WLST Command Reference
for Infrastructure Security

11-3



Chapter 11
Managing Credentials with Fusion Middleware Control

Managing Credentials with Fusion Middleware Control

ORACLE

Follow the instructions in this section to manage credentials with Oracle Enterprise
Manager Fusion Middleware Control (Fusion Middleware Control).

e Task 1, Opening the Credentials Page

* Task 2, Searching Credentials

* Task 3, Creating a Credential Map

» Task 4, Adding a Key to a Credential Map
e Task 5, Editing a Key

Task 1, Opening the Credentials Page

Log in to Fusion Middleware Control and go to Domain, then to Security, and then to
Credentials. The Credentials page is displayed. The Policy Store Provider area is
read-only and displays the provider currently used in the domain.

Task 2, Searching Credentials

To display credentials matching a given key name, enter the string to match in the
Credential Key Name text field, and then click the search button. The result of the
search is displayed in the table at the bottom of the page.

Task 3, Creating a Credential Map

1. Click Create Map. The Create Map dialog is displayed.

2. Enter the name of the map for the new credential.

3. Click OK to return to the Credentials page. The new credential map name is
displayed in the table.

Task 4, Adding a Key to a Credential Map
1. Click Create Key. The Create Key dialog is displayed.

2. Inthe Select Map menu, choose a map, enter a key in the text Key text field, and
choose a type (Password or Generic) from the pull-down menu Type.

e For a Password key, enter the fields Key, User Name, Password, Confirm
Passwords.

» For a Generic key, enter the required field Key and the credential information
either as text (choose the Enter as Text radio button), or as a list of key-
value pairs (choose the Enter Map of Property Name and Value Pairs radio
button). To add a key-value pair, click Add Row, and then enter the Property
Name, Value, and Confirm Value in the added arrow.

3. Click OK to return to the Credentials page. The new key is displayed under the
map you chose.

Task 5, Editing a Key

1. Choose a key.
2. Click Edit. The Edit Key dialog is displayed.
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3. Modify the data as appropriate. In case of editing a generic key, use the red X next
to a row to delete the corresponding property-value pair.

4. Click OK to save your changes and return to the Credentials page.

Managing Credentials with WLST

Executing an online command requires a connection to a running server. Unless
otherwise stated, the commands listed in this section are online and operate on a
security store.

Read-only scripts can be performed only by users in the following WebLogic
Server groups: Moni t or, Qper at or, Confi gur at or, or Adni n. Read/write scripts can
be performed only by users in the following WebLogic Server groups: Admi n or
Confi gurator. All WLST commands are available with the installation of Oracle
WebLogic Server.

You can run WSLT commands in interactive or in script mode. In interactive mode,
you enter the command at a command-line prompt. In script mode, you write the
commands in a text file and run the script, much like the directives in a shell script.

OPSS provides the following commands to administer application credentials:
e updateCred

» createCred

e deleteCred

* modifyBootStrapCredential

* addBootStrapCredential

e exportEncryptionKey

e importEncryptionKey

* restoreEncryptionKey

* rollOverEncryptionKey

¢ See also:

Security Practices with WLST
Managing Policies with WLST
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Managing Keys and Certificates

The keystore service allows you to manage and administer keys and certificates
for Secure Sockets Layer (SSL), message security, encryption, and other tasks that
require special certificates.

This chapter includes the following topics:

e About the Keystore Service

e About Keystore Service Commands

e Managing Keystores with Fusion Middleware Control
e Managing Keystores with WLST

*  About Certificates

e Managing Certificates with Fusion Middleware Control
e Managing Certificates with WLST

* Replacing Demonstration CA Signed Certificates

» How Fusion Middleware Components Use the Keystore Service

About the Keystore Service

The Keystore Service allows you to manage keys and certificates for SSL, message
security, encryption, and other tasks that require a key or a certificate. Typical keystore
management tasks include the following:

» Creating a keystore in the context of an application stripe, directly or by importing
a keystore file from the file system.

* Viewing the list of keystores and choosing some for updating.
» Updating and deleting keystores.

* Changing the keystore password.

»  Exporting and importing keystores.

The following topics introduce Keystore Service concepts:

e Structure of the Keystore Service

*  Types of Keystores

e The Truststore

Structure of the Keystore Service

ORACLE

A keystore is uniquely identified by an application stripe and a keystore within that
stripe. Keys and certificates are created in keystores within stripes. Stripe names
must be unique in the security store, and keystore names within a stripe must

be unique in the stripe. For example,(stripel, keystoreA), (stripel, keystoreB),
and(stripe2, keyst or eA) refer to three distinct keystores.
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Applications can create more than one keystore within the application stripe.

A keystore can contain the following entries, referenced by a unique alias within the
keystore:

e Asymmetric Keys, including public keys and private keys that are used with SSL.
Public keys are wrapped within a certificate.

e Symmetric Keys, generally used for encryption.

e Trusted Certificates, used to establish trust with an SSL peer.

Types of Keystores

The Keystore Service allows you to create two types of keystores:

» Keystores protected by a policy

These keystores are protected by policies and any access to them by runtime
code is protected by codesource policies. The key data is encrypted with the
domain encryption key.

» Keystores protected by password

These keystores are protected by keystore and/or key passwords. Any access
to them by runtime code requires access to the keystore and key password

(if different from the keystore password). The key data is encrypted with the
keystore/key password with password-based encryption.

Oracle recommends that you use password-protected keystores. However, if your
application requires a high security level, then consider using a keystore protected by
a codesource policy. You can export, import, and restore keys to a wallet.

In domains with multiple servers, the only supported store types are LDAP or DB. Do
not use the keystore service to manage passwords or keys. Instead, use the credential
store for your application.

The Truststore

ORACLE

The truststore is a keystore that contains trusted certificates of most well-known third-
party certificate authorities and a trusted certificate from the demonstration certification
authority (CA), which is configured with the Keystore Service. If your application uses
SSL, for example, it can point to the truststore for certificates, and you do not need a
dedicated keystore to store them.

Caution:

The demonstration CA includes a hard-coded private key. Oracle
recommends that you neither use nor trust the demonstration CA certificates
in production environments. For more information about replacing the demo
CA certificates, see the following topics:

* Replacing Demo CA Certificates With Domain CA Signed Certificates
* Replacing Demo CA Certificates With Third-Party CA Signed Certificates

e Replacing the Demo CA Trust Service Certificate
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The truststore is shared by all products and applications in a domain. The decision to
add or remove trust for a product may affect other products in the domain. Consider
creating a custom truststore only if your product's trust management requirements are
not met by the truststore.

A truststore is preconfigured for all products and applications to use, and applications
can configure multiple keystores, according to their needs.

One-Way SSL,

For one-way SSL, applications can use the truststore and you do not need to create a
specific keystore.

Two-Way SSL

For two-way SSL, applications create a keystore to keep just their identity certificate
and use the truststore for other certificates.

About Keystore Service Commands

The Keystore Service uses a dedicated set of commands for keystore operations
such as creating and managing keystores, exporting certificates, and generating key
pairs. While their usage is similar, these commands are distinct from other OPSS
commands.

The starting point to all these commands is the get GpssSer vi ce command, which gets
an OPSS service command object that lets you:

e Execute commands for the service
e Obtain command help
The command syntax is:

vari abl e = get OpssServi ce(nane=' servi ce_nane')

In this command:

e vari abl e stores the command object.

e service_nane refers to the service whose command object is to be obtained. The
only valid value is 'KeyStoreService'.

For example:

svc = get OpssServi ce(name="KeySt oreService')

Getting Help for Keystore Service Commands

ORACLE

To obtain help for any Keystore Service command, start by obtaining a service
command object. Then use this object in conjunction with the help command and the
command in question.

To obtain the service command object and the list of all Keystore Service commands,
enter:

svc = get OpssServi ce(name="KeySt oreService')
svc. hel p()

To obtain help for a specific command, enter:
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svc. hel p(' command- nane')

For example, the following returns help for the export KeySt or e command:

svc. hel p(' exportKeyStore')

Keystore Service Command Reference

For syntax and reference information about the Keystore Service commands,
see OPSS Keystore Service Commands in the WLST Command Reference for
Infrastructure Security.

Managing Keystores with Fusion Middleware Control

Use the following tasks to manage keystores with Oracle Enterprise Manager Fusion
Middleware Control.

ORACLE

Task 1, Opening the Keystore Page
Task 2, Creating a Keystore
Task 3, Deleting a Keystore

Task 4, Changing a Keystore Password

Task 1, Opening the Keystore Page

Log in to Fusion Middleware Control and go to Domain, then to Security, and then to
Keystore. The Keystore page is displayed.

Task 2, Creating a Keystore

1.

4,

Choose the stripe in which to create the keystore. If necessary, then create a
stripe.

Click Create Keystore. The Create Keystore dialog is displayed.
In this dialog, enter the following data:
* Keystore Name: a unigue name.

»  Protection Type: the protection mechanism for the keystore. Choose Policy or
Password. For a password-protected keystore, provide a valid password.

e Grant Permission: check this box to grant permissions to code URL.

Click OK. The new keystore is displayed under the stripe you chose.

Task 3, Deleting a Keystore

When you delete a keystore, note that all certificates in it are also deleted.

1
2
3.
4

Expand the stripe in which the keystore resides, and choose a row.
Click Delete. The Delete Keystore dialog is displayed.

If this is a password-protected keystore, then enter the password.
Click OK.

Task 4, Changing a Keystore Password

This task applies to password-protected keystores only.
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1. Expand the stripe in which the keystore resides. Choose the row corresponding to
the keystore.

2. Click Change Password. The Change Keystore Password dialog is displayed.
3. Enter the old and new passwords.

4. Click OK.

Managing Keystores with WLST

ORACLE

Use the following tasks to manage keystores with WebLogic Scripting Tool (WLST).

e Task 1, Creating a Keystore

e Task 2, Deleting a Keystore

» Task 3, Changing a Keystore Password
e Task 4, Exporting a Keystore

e Task 5, Importing a Keystore

Task 1, Creating a Keystore

Use the creat eKeySt ore WLST command. For example, assuming the stripe name is
teststripel, create a permission-based keystore:

svc. creat eKeyStore(appStripe='teststripel', nane='keystorel',
passwor d=' password', per ni ssi on=true)

where passwor d is the password for keyst or e1. Any combination of characters is
allowed for a new stripe name, but it is recommended that you do not use the forward
slash (/) in it. The keystore name must unique.

Task 2, Deleting a Keystore

Use the del et eKeySt ore WLST command. For example, assuming the stripe is
appstripel, delete keyst orel:

svc. del et eKeySt ore(appStri pe=' appstripel', name='keystorel', password='password')
where passwor d is the password for keyst or el.

Task 3, Changing a Keystore Password

Use the changeKeySt or ePasswor d WLST command. For example, assuming the stripe
name is syst em change the password of keyst or e2:

svc. changeKeySt or ePasswor d(appStri pe=' system, name='keystore2',
current passwor d=' current password', newpasswor d=' newpassword')

where curr ent passwor d and newpasswor d are the old and new passwords.

Task 4, Exporting a Keystore
Use the export KeySt ore WLST command.

To export a singe key to a file:
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svc. export KeyStore(appStripe=' nystripe', name='keystore2',
passwor d=' password', al i ases=' nyorakey', keypasswords='keypasswordl',
type="JKS",filepath="/tnp/file.jks")

To export multiple keys to a file, specify a comma-separated list of aliases and key
passwords.

To export a symmetric key:

svc. export KeySt ore(appStripe=' nystripe', name='keystore2',
passwor d=' password', al i ases=' nyorakey', keypasswords='keypasswordl',
type="JCEKS", filepath="/tnp/file.jks")

To export to a wallet, use the Oracl eVl | et type:

svc. export KeySt ore(appStripe='nystripe', name='keystore3',
passwor d=' password', al i ases=' nyor akeyl, nyorakey2', keypasswords='",
type="OracleWallet", filepath="/tnp")

Task 5, Importing a Keystore
Use the i nport KeySt ore WLST command.
To import a single key, such as myOr akey:

svc. i nport KeyStore(appStripe="nystripe', nanme='keystore2',
passwor d=' password', al i ases=" nyOrakey', keypasswords='keypasswordl', type="JKS",
perm ssion=true, filepath="/tnp/file.jks")

To import multiple keys, specify a comma-separated list of aliases and key passwords.

To import keys from a wallet, use the Or acl eVl | et type:

svc. i mport KeySt ore(appStripe='nystripe', name='keystored',
passwor d=' password', al i ases=' nyor akeyl, nyorakey2', keypasswords='",
type="OracleWallet", pernission=true, filepath="/tnp")

About Certificates

The Keystore Service (KSS) keystore supports the Java Keystore (JKS), Java
Cryptography Extension Keystore (JCEKS), and Oracle wallet certificate formats.
Typical certificate management tasks include the following:

» Creating a certificate for a key pair.

* Generating a Certificate Signing Request (CSR) for the certificate and saving it to
a file.

* Sending the CSR to a certificate authority who verifies the sender, and signs and
returns the certificate.

* Importing user and trusted certificates into the keystore, by either pasting it into a
text field or importing it from the file system.
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< Note:

Keystore Service supports importing PEM/BASE64-encoded certificates
only. You cannot import DER-encoded certificates or trusted certificates
into a keystore.

Exporting certificates or trusted certificates from the keystore to a file.

Deleting certificates or trusted certificates from the keystore.

The following points regarding public CA certificates apply to domains upgraded to
12.2.1 and to new 12.2.1 Java Required Files (JRF) domains:

Well-known public CA certificates are no longer available in the t rust keystore in
the syst emstripe.

Use instead the publ i ccacerts keystore in the syst emstripe, which has been
previously seeded with well-known public CA certificates from the Java SE
Development Kit (JDK) cacert s file. Alternatively, import your own certificates as
needed.

The nerge. j dkcacerts.w th. trust property specifies whether to return public
CA certificates in the kss: // syst emf ubl i ccacert s keystore when you query the
kss://systemtrust keystore. Setto true, to have all publ i cacerts certificates
returned with the query. Do not set or set to f al se, to have no publ i cacerts
certificates returned with the query.

¢ See also:

Trust Service Properties

Managing Certificates with Fusion Middleware Control

Use the following tasks to manage keystores with Fusion Middleware Control.

ORACLE

Task 1, Generating a Key Pair

Task 2, Generating a CSR for a Certificate
Task 3, Importing a Certificate

Task 4, Exporting a Certificate

Task 5, Changing a Certificate Password

Task 6, Deleting a Certificate

Task 1, Generating a Key Pair

1.

Log in to Fusion Middleware Control and go to Domain, then to Security, and then
to Keystore. The Keystore page is displayed.

Expand the stripe in which the keystore resides. Choose the row corresponding to
the keystore, and click Manage.
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3. If the keystore is password-protected, then enter the keystore password and click
OK. The Manage Certificates page is displayed.

4. Click Generate Keypair. The Generate Keypair dialog is displayed.
5. In this dialog, enter the following data:

* Alias (required)

e Common Name (required)

e Subject Alternative Name

*  Organizational Unit

*  Organization

e City

« State

e Country: Choose one from the drop-down list.

» Key Type: Choose an algorithm from the drop-down list. The choices are
Elliptic Curve Cryptography (ECC) or RSA.

* Key Size: Choose a key size.
6. Click OK. The new certificate is displayed in the certificate list.
7. View the certificate details by clicking on the certificate alias.

The key pair is wrapped in a demonstration CA signed certificate and stored in the
truststore. To use this certificate for SSL, applications must either use the truststore or
import the demonstration CA certificate to a custom keystore.

Task 2, Generating a CSR for a Certificate

1. Log into Fusion Middleware Control and go to Domain, then to Security, and then
to Keystore. The Keystore page is displayed.

2. Expand the stripe in which the keystore resides. Choose the row corresponding to
the keystore, and click Manage.

3. If the keystore is password-protected, then enter the keystore password and click
OK. The Manage Certificates page is displayed.

4. Choose the row corresponding to the certificate and click Generate CSR. The
Generate CSR dialog appears

5. Do one of the following:

» Copy and paste the entire CSR into a text file, and click Close.

* Click Export CSR to save the CSR to a file.
Send the generated certificate to a certificate authority which will return a signed
certificate.

Task 3, Importing a Certificate

1. Log in to Fusion Middleware Control and go to Domain, then to Security, and then
to Keystore. The Keystore page is displayed.

2. Expand the stripe in which the keystore resides. Choose the row corresponding to
the keystore, and click Manage.
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If the keystore is password-protected, then enter the password and click OK. The
Manage Certificates page is displayed.

Click Import. The Import Certificate dialog is displayed.
Choose Certificate or Trusted Certificate from the drop-down.
Choose the alias from the drop-down.

Specify the certificate source. If using the Paste option, then copy and paste the
certificate directly into the text field. If using the Select a file option, then click
Browse to choose the file from the operating system.

Click OK. The imported certificate or trusted certificate is displayed in the list of
certificates.

Task 4, Exporting a Certificate

1.

Log in to Fusion Middleware Control and go to Domain, then to Security, that then
to Keystore. The Keystore page is displayed.

Expand the stripe in which the keystore resides. Choose the row corresponding to
the keystore, and click Manage.

If the keystore is password-protected, then enter the password and click OK. The
Manage Certificates page is displayed.

Choose the row corresponding to the certificate and click Export. The certificate
export dialog is displayed.

Do one of the following:
» Copy and paste the entire certificate into a text file, and click Close.

» Click Export Certificate to save the certificate to a file.

Task 5, Changing a Certificate Password

1.

5.

Log in to Fusion Middleware Control and go to Domain, then to Security, and then
to Keystore. The Keystore page is displayed.

Expand the stripe in which the keystore resides. Choose the row corresponding to
the keystore, and click Manage.

If the keystore is password-protected, then enter the password and click OK. The
Manage Certificates page is displayed.

Choose the row corresponding to the certificate and click Change Password. The
Change Key Password dialog appears

Enter the old and new passwords and click OK.

Task 6, Deleting a Certificate

1.

Log in to Fusion Middleware Control and go to Domain, then to Security, and then
to Keystore. The Keystore page is displayed.

Expand the stripe in which the keystore resides. Choose the row corresponding to
the keystore, and click Manage.

If the keystore is password-protected, then enter the password and click OK. The
Manage Certificates page is displayed.

Choose the row corresponding to the certificate and click Delete. The Delete
Certificate dialog is displayed. Click OK.
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Managing Certificates with WLST

ORACLE

Use the following tasks to manage certificates with WLST.

* Task 1, Generating a Key Pair
e Task 2, Generating a CSR for a Key Pair
» Task 3, Importing a Certificate
» Task 4, Exporting a Certificate
e Task 5, Changing a Certificate Password

» Task 6, Deleting a Certificate

Task 1, Generating a Key Pair

Use the gener at eKeyPai r WLST command. For example, assuming an application
stripe named appst ri pe2, the following command creates a key pair with
the nyal i as alias using the ECC algorithm:;

svc. gener at eKeyPai r (appStri pe=' appstripe2', name='keystore2',
passwor d=' password', dn='"cn=www. exanpl e.com, Kkeysize='1024",
alias="nyalias', keypassword="keypassword', algorithm EC)

where passwor d is the keystore password and keypasswor d is the password of the
alias.

The key pair is wrapped in a demonstration CA certificate and stored in the truststore.
If your application is not using the truststore, then you must import the demonstration
CA certificate to a custom keystore.

The following example generates a keypair in keystore2 using the default RSA
algorithm:

svc. gener at eKeyPai r (appStri pe=' system, name='keystore2',
passwor d=" password', dn="cn=ww. oracl e.conl, keysize='2048",
al i as=' orakey', keypassword="keypassword')

You can pass a Subject Alternative Name (SAN) extension using the optional ext _san
argument. The format for the argument is "t ype: val ue, ..., type: val ue". Only the
DNS type is supported.

The following example generates a keypair with a SAN extension in keystore2 using
the default RSA algorithm:

svc. gener at eKeyPai r (appStri pe=' system, name=' keystore2',
passwor d=" password', dn="cn=www. oracl e.conl, keysize='2048",
al i as=" orakey', keypassword='keypassword',

ext _san=' DNS: server 1. oracl e. com DNS: www. or acl e. com )

Task 2, Generating a CSR for a Key Pair

Use the export KeyStoreCertifi cat eRequest WLST command. For example,
assuming an application stripe is stri pel, the following command generates a CSR
from the t est al i as key pair:
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svc. export KeyStoreCertificateRequest (appStripe='stripel', nanme='keystorel',
passwor d=' password', alias="testalias', keypassword='keypassword',
filepath="/tnp/csr-file")

where passwor d is the keystore password and keypasswor d is the password of the
alias. The CSR is exported to an operating system file.

Task 3, Importing a Certificate

Use the i nport KeySt oreCerti fi cate WLST command. For example, assuming the
appstri pel application stripe, the following command imports a certificate with nykey
alias from an operating system file:

svc. importKeyStoreCertificate(appStripe="appstripel', nane=' keystore2',
passwor d=' password', alias="nykey', keypassword='keypassword',
type='Certificate', filepath="/tnp/cert.txt")

where passwor d is the keystore password and keypasswor d is the password of the
alias.

Task 4, Exporting a Certificate

Use the export KeySt oreCertifi cate WLST command. For example, assuming the
appstripel application stripe, the following command exports a certificate with nykey
alias to an operating system file:

svc. exportKeyStoreCertificate(appStripe="appstripel', nane=' keystore2',
passwor d=' password', alias="nykey', keypassword='keypassword',
type='Certificate', filepath="/tnp/cert.txt/")

where passwor d is the keystore password and keypasswor d is the password of the
alias.

< Note:

The directory specified using the fi | epat h parameter must exist before
exporting the keystore.

Task 5, Changing a Certificate Password

Use the changeKeyPasswor d WLST command. For example, assuming the system1
system stripe, the following command deletes a certificate with t est key alias:

svc. changeKeyPasswor d( appStri pe=' systeml', name='keystore',
passwor d=' password', alias="testkey', currentkeypassword="currentkeypassword',
newkeypasswor d=' newkeypassword')

where passwor d is the keystore password and keypasswor d is the password of the
certificate alias.

Task 6, Deleting a Certificate

Use the del et eKeySt or eEnt ry WLST command. For example, assuming the
appstri pe application stripe, the following command deletes a certificate with or akey
alias:
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svc. del et eKeySt oreEntry(appStri pe=' appstripe', name='keystore2',
passwor d=' password', alias='orakey', keypassword="keypassword')

where passwor d is the keystore password and keypasswor d is the password of the
alias.

Replacing Demonstration CA Signed Certificates

Oracle highly recommends that you use third-party Certificate Authority (CA) signed
certificates or domain CA signed certificates when you deploy applications to a
production environment. By default, any certificates created using the OPSS keystore
service in the domain are signed using the demonstration CA. These demonstrations
certificates should never be used in a production environment. The private key of the
demonstration certificate is available to all installations of WebLogic Server, therefore
each installation can generate a demo signed CA certificate using the same key. As a
result, you cannot trust these certificates.

A domain CA is a self-signed certificate that acts like a CA for a domain. Unlike a
demonstration CA, the private key used in a domain CA certificate is unique to each
domain, and provides more security. You can create a domain CA certificate and
replace all the demonstration CA certificates in a domain as described in Replacing
Demo CA Certificates With Domain CA Signed Certificates.

A third-party CA validates identities and issues certificates. To get the certificate, you
must create a Certificate Request and submit it to the CA. The CA will authenticate the
certificate requestor and create a digital certificate based on the request. To replace
demonstration certificates with third-party CA signed certificates, see Replacing Demo
CA Certificates With Third-Party CA Signed Certificates.

Replacing Demo CA Certificates With Domain CA Signed Certificates

ORACLE

To replace all the demonstration CA signed certificates in the domain with domain CA
signed certificates, use the following procedure:

1. Use the keytool command to create a JKS file that contains the custom CA key
and certificate. For example:

keyt ool -genkeypair -alias custonta -keyal g RSA -keysize 2048 -dnanme
"cn=custoncta, o=oracle" -validity 3650 -keystore /tmp/file.jks -storepass
passwordl -keypass password2

2. Import the JKS file into the KSS keystore kss: // syst eni cast or e using the
svc. i mport KeySt or e keystore service online WLST command. Before using this
command you must start WLST and connect to the server.

connect ("<w s admi nuser>","<w s adnin password>", "t 3://<host>: <port>")
svc = get OpssServi ce(name="KeySt oreService')

w s: / base_domai n/ domai nRunti me/ > svc. i nport KeySt ore(appStri pe='systen,
name=' castore', password='passwordl',

al i ases=' custonta', keypasswor ds=' password2', type='JKS , pernission=true,
filepath="/tnmp/file.jks")

Note that the values of some parameters used in svc. | nport KeySt ore WLST
command are derived from the values specified in the keyt ool command in the
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previous step. The corresponding parameters, with the sample values used in
these commands, are shown in the following table.

Keytool Parameter  svc.importKeyStore Parameter Sample Value
-alias al i ases= customca
-keystore filepath= itmplfile.jks
-storepass passwor d= passwordl
-keypass keypasswor ds= password2

Verify that the key pair and certificate have been imported correctly into the KSS
store. The output of the command should contain an entry with the alias cust onta,
as shown.

W s: / base_domai n/ domai nRunti me/ > svc. | i st KeyStoreAl i ases(appStripe='systen,
name=' castore', password="', type='Certificate")

Already in Domain Runtime Tree

denoca
custonta

Export the certificate from kss: // syst em cast or e, and import it into kss: //
systeniftrust. The value of the fi | epat h parameter must be the same in the
export and import commands.

W s: / base_domai n/ domai nRunt i ne/ >
svc. export KeyStoreCertificate(appStripe="systenl, nane='castore',
password="", alias='custonta', type='Certificate', filepath="/tnp/cert.txt"')

Already in Domain Runtime Tree
Certificate exported.

W s: / base_domnai n/ domai nRunt i ne/ >

svc. inmportKeyStoreCertificate(appStripe="system, name='trust', password="",
alias='custonta', keypassword="', type='TrustedCertificate', filepath="/tnp/
cert.txt")

Already in Domain Runtime Tree

Certificate inported.

Verify that the certificate has been imported into the kss: //systenf trust store.
The output of the command should include an alias by the name of cust onta, as
shown.

w s: / base_domai n/ domai nRunti me/ > svc. | i st KeyStoreAliases(appStripe='systen,
name='trust', password="', type='TrustedCertificate')

Already in Domain Runtine Tree

denoca
ol ddenoca
custonta

Add the following property to the j ps-confi g. xm and j ps-confi g-j se. xnl files in
DOMAI N_HOME/ confi g/ f mconfi g in the keystore service instance configured in the
default context:
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<property nanme="ca. key. al i as" val ue="custonta"/ >

To do so, follow the procedure in Configuring Services with Scripts to create the
updat eSer vi cel nst ancePr operty. py script.

Execute the script as follows:

>cd $ORACLE_HOVE/ conmon/ bi n
>w st.sh /tnp/updat eServicel nstanceProperty.py -si keystore.db -key
ca. key.alias -val ue custonta

7. Restart all the servers in the domain. The domain is now ready to function with the
new custom CA certificate. The older demoCA certificate and key still exist in the
domain, but are not used.

8. If you wish to use domain CA signed certificates in production, renew the
certificates by executing the following online WLST command:

svc. listExpiringCertificates(days='9999", autorenew=true)

Replacing Demo CA Certificates With Third-Party CA Signed
Certificates

For each demo certificate in the domain that needs to be replaced with a third-party
CA signed certificate, do the following:

1. Generate a CSR using the alias of the certificate that needs to be replaced. Note
that the alias must be of type "Certificate”, and not "TrustedCertificate".

2. Submit the new CSR to a third-party Certificate Authority (CA). The CA will sign
the public key in the CSR and return a CA signed certificate and its own certificate.

Some CAs return a certificate chain containing both the CA signed certificate and
its own certificate, instead of two separate certificates.

3. Import the CA signed certificate (or the certificate chain) using the alias of the
certificate that is being replaced.

4. If the CA has provided its own certificate separately, import that CA certificate as a
trusted certificate in the trust store used by the product or application. By default,
most applications use the domain trust store kss: //systenf trust for trust.

¢ See also:

Managing Certificates with Fusion Middleware Control

Managing Certificates with WLST

Replacing the Demo CA Trust Service Certificate

The OPSS trust service certificate is stored in the following keystores in the opss
stripe:

* trustservice_ks which is a keystore that contains the private key

e trustservice_ts which is a trust store that contains the certificate
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By default, the trusted certificate is signed using the demonstration CA and has
identical copies in both the keystores listed above. To replace it with domain CA or
third party CA signed certificate, do the following:

1.

Replace the certificate in stripe opss and keystore t rust servi ce_ks as described
in either (but not both) of the following sections:

* Replacing Demo CA Certificates With Domain CA Signed Certificates
* Replacing Demo CA Certificates With Third-Party CA Signed Certificates

Export the certificate from the keystore and import it into the trust store with the
stripe opss and keystore t rust servi ce_t s using the following WLST commands:

svc. export KeyStoreCertificate(appStripe="opss', name='trustservice_ks',
password="", alias="trustservice', keypassword="', type=' Certificate',
filepath="/tnp/cert.txt")

svc. del et eKeySt oreEntry(appStri pe=' opss', nanme='trustservice_ts',
password="", alias="trustservice', keypassword="")

svc. importKeyStoreCertificate(appStripe="opss', name='trustservice_ts',
password="", alias="trustservice', keypassword="",
type='TrustedCertificate', filepath="/tnp/cert.txt")

Setting Up a Security Hardened Domain: An Example

The following example procedure applies the steps provided in the previous sections
to illustrate how you can set up a domain that uses either third-party CA signed or
internal CA signed certificates throughout the domain in place of the demonstration CA
certificates.

ORACLE

Replace the demo CA with the custom CA as described in Replacing Demo CA
Certificates With Domain CA Signed Certificates.

Remove the denoca trusted certificate from kss: // system t rust and add the
certificate from the third-party or internal CA. You can do so using the
del et eKeySt oreEntry and i nport KeySt oreCerti fi cat e commands, respectively.

In the syst em denoi dentity and opss/trustservice_ks keystores, replace all
denoCA certificates in the deployment with certificates signed by the third-party or
internal CA. To do so, follow these steps for each certificate

a. Generate a CSR using the alias of the certificate that needs to be replaced.
To do so use the export KeySt oreCertifi cat eRequest command. For sample
usage, see Task 2, Generating a CSR for a Key Pair.

b. Submit the CSR to the third-party or internal CA and obtain a certificate.

c. Import the third-party or internal CA signed certificate into the keystore using
the same alias as the certificate it is replacing (it will replace the demo CA
signed certificate).

Replace the certificate in opss/trustservice_ts as follows:

a. Export the certificate with alias t rust servi ce from opss/trustservice_ks toa
file.

b. Delete the trusted certificate with alias t r ust ser vi ce from opss/
trustservice_ts.
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c. Import the certificate from the file into the keystore opss/trustservice_ts
using the alias t rust servi ce.

For sample usage of these steps and the commands required, see step 2 in
Replacing the Demo CA Trust Service Certificate.

How Fusion Middleware Components Use the Keystore

Service

After configuring keystores in Oracle WebLogic Server, use them to generate keys and
certificates. You can also configure Node Manager to use the Keystore Service.

¢ See also:

Configuring SSL in Administering Security for Oracle WebLogic Server

Configure Keystores in Oracle WebLogic Server Administration Console
Online Help

Configuring Node Manager to Use the OPSS Keystore Service in
Administering Oracle Fusion Middleware

Administering Node Manager for Oracle WebLogic Server

Synchronizing the Local Keystore with the Security Store

All Oracle Fusion Middleware components keep keys and certificates in a central
security store. However, because certain infrastructure components must be started
before the security store is available, some components use a local file keystore
instance instead.

To synchronize the local file keystore with the central security store, use the
syncKeySt or es command. Synchronization is a one-way procedure in which key data
is read from the central security store and synchronized in the local file keystore.

syncKeyStores Usage

ORACLE

The usage of the syncKeySt or es command is:

syncKeySt ores(appStri pe=' systen, keystoreFormat='KSS')

This command accesses the system stripe in the central security store and downloads
its contents into a file named keyst ores. xm in DOMAI N_ HOVE/ confi g/ f mnconfi g on
the local system.

For more information, see syncKeySt or es in WLST Command Reference for
Infrastructure Security.
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When to Synchronize the Keystores

To determine when to use the syncKeySt or es command to synchronize the keystores,
consider the following:

» If the keystore being updated belongs to WebLogic Server, then the keystore
should be located under the system stripe.

* If you change the domain truststore, such as adding or removing a trusted
certificate, you need to execute syncKeySt or es to synchronize the local copy used
by WebLogic Server with the central security store.

* You do not need to execute the syncKeySt or es command if a layered component
such as Oracle Web Services Manager, or a Java EE application, update the
keystore. These components/applications access their keys and certificates from
the central security store directly.

ORACLE 12-17



Introduction to Oracle Fusion Middleware
Audit Framework

The Oracle Fusion Middleware Audit Framework allows you to audit application
events. Using this framework, you create events specific to your application, register
the application at deployment, and generate audit reports.

This chapter includes the following topics:

*  What Are the Audit Objectives?

e Audit Terminology

e About Auditing with Oracle Fusion Middleware Audit Framework
*  Understanding Audit

* About Audit Attributes, Events, and Event Categories

e About Audit Definition Files

e About Mapping and Version Rules

What Are the Audit Objectives?

ORACLE

The objectives of audit are to comply with regulations, to monitor business activity, and
to obtain data for risk analysis.

Compliance

To comply with regulations required in the enterprise and to allow the review of
compliance policies, customers must audit identity information and user access events
on applications and devices across the enterprise, including the following:

* User profile change
* Access rights change
* User access

*  Operational activities, such as like application start and stop, upgrade, and backup

Monitoring

Audit data allows you to monitor activity, to create dashboards, and to build key
performance indicators to observe the health of the various systems in the enterprise.

Analytics

Audit data analysis can be used to assess the efficacy of controls and risks. Based on
historical data, a risk score is calculated and assigned to a user. Then, any runtime
evaluation of a user access to systems can include risk scores as additional criteria to
determine access permission.
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Audit support across enterprises is not uniform. For example, there are no standards
to generate audit records, format records, or define audit policies. As a result, audit
solutions have a number of drawbacks:

e There is no centralized audit framework.

« Audit support is inconsistent from application to application.

» Audit data, audit policies, and configuration are scattered across the enterprise.
»  Cross-component analysis of audit is complex and time-consuming.

e Scattered data, lack of consistency, and decentralization make the audit solutions
fragile with idiosyncrasies.

Audit Terminology

ORACLE

This section introduces several audit terms used in this document.

Component

A component refers to an Oracle Fusion Middleware component.

Audit-Aware Components

An audit-aware component is a component that is integrated with Audit Framework,
whose audit policies can be configured and whose events can be audited.

Audit Store

The audit store is a database that has a predefined audit schema and that stores audit
events. After you configure the audit store, the audit loader periodically uploads data to
this database. Audit data is cumulative and grows in size over time. Ideally, the audit
store should be a database not used by other applications but used exclusively by
audit. The audit store stores audit events generated by components as well as user
applications integrated with Audit Framework.

Audit Definition File

An audit definition file is a file where an applications specify its specific audit rules
(such as events and filters) that control audit.

Audit Events

An audit event is an event that is recorded by Audit Framework. This framework
provides a set of generic events that you map to application audit common events,
such as authentication or policy change. It also allows you to define specific
application events and to update audit configuration with Fusion Middleware Control or
with WebLogic Scripting Tool (WLST) commands.

Audit Loader

The audit loader is a module of Oracle WebLogic Server that supports audit activity in
the server. After you configured the audit store, the audit loader collects audit records
of all running components and loads them to the audit store. For Java components,
the audit loader starts when the container starts up. To upload events with the audit
loader, register the system component with audit (with the regi st er Audit WLST
command) or use the standalone audit loader.
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Audit Policy

An audit policy specifies the events that Audit Framework captures for a particular
component. You define policies at the component level (so that it applies to a particular
component), or at the domain level (so that it applies to all components in the domain).

Bus-Stop Files

A bus-stop file is a local file that contains audit data records. Bus-stop files are
simple text files that can be queried easily to look up specific audit events. If audit

is configured in the domain, then the data in these files is periodically uploaded to the
audit store after a configurable time interval. If audit is not configured in the domain,
then the data is kept in bus-stop files.

You correlate and combine audit data from multiple components in a report,
for example, when you want to identify authentication failures in all middleware
components and instances.

By default, the bus-stop files are located the following directory:

\Webl ogi ¢ Domai n Hone/ servers/ server _nane/ | ogs/ audi t| ogs

with sub-directories for each component bus-stop files. For example, OPSS bus-stop
files are kept in the following directory:

Wbl ogi ¢ Domai n Hone/ servers/ server_nane/ | ogs/ audi t| ogs/ JPS

Event Filters

An event filter is a filter that controls whether the event is logged. For example, a
successful login event to a component is logged only for a certain subset of users.

Audit Configuration MBeans

Audit configuration MBeans are the MBeans that manage audit configuration. For Java
components and applications, these MBeans are present in WebLogic Administration
Server and the audit configuration is centrally managed. For system components,
each component has its separate MBeans.

¢ See also:

About the Audit Store

How Audit Data Is Stored

About Audit Definition Files
Overview of the Audit Schema
Running Standalone Audit Loader
Managing Audit Policies

Audit Events
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About Auditing with Oracle Fusion Middleware Audit

Framework

The following sections describe the Audit Framework support to audit components:

Overview of Oracle Fusion Middleware Audit Framework

About Components and Applications

Overview of Oracle Fusion Middleware Audit Framework

The Audit Framework includes the following features:

ORACLE

A uniform way to administer audits across Java components, system components,
and applications.

A Java component audit, including:
— Support audit for applications that are not audit-aware.
— The ability to search for audit data at any application level.

Capturing authentication history and failures, authorization history, user
management, and other common transaction data.

Flexible policies including:

— Previously seeded audit policies, which capture most common audit events,
available for ease of configuration.

— Atree-like policy structure.

The ability to write your own reports based on the published audit schema. For
information about audit analysis, see Using Audit Analysis and Reporting .

Keeping audit data and files in a common location (the audit store), which
simplifies record maintenance.

A common audit record format including:
— Baseline attributes such as outcome (status), event date-time, and user.

— Event-specific attributes such as the authentication method, source IP
address, target user, and resource.

— Contextual attributes such as the execution context ID (ECID), and session ID.
A common and unified way to configure audit policies for the entire domain.
Oracle Fusion Middleware support, so that audit:

— Can be used across Oracle Fusion Middleware components and services.

— Integrates with Oracle Enterprise Manager Fusion Middleware Control (Fusion
Middleware Control).

— Integrates with WLST.

A dynamic metadata model that integrates with the Audit Framework and that
allows applications to:

— Register at any time.
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— Define and log specific audit events.

— Upgrade definitions independent of release cycles by providing event
definitions versions.

About Components and Applications

Oracle Fusion Middleware Audit Framework provides a centralized framework for all
Oracle Fusion Middleware products. Specifically, it provides audit for the following
applications and components:

* Middleware Platform - This includes Java components such as OPSS and Oracle
Web Services Manager. All the deployed applications leveraging Java components
benefit from audit, which happens at the platform level.

» Java EE applications - The framework provides audit for Java EE applications,
including Oracle Java EE-based components, and applications and components
can specify their own specific audit events.

»  System Components - For system components, such as Oracle HTTP Server, the
framework provides an end-to-end solution similar to that of Java components,
including APIs for C and C++ applications.

¢ See also:

Oracle Fusion Middleware Components in Administering Oracle Fusion
Middleware.

Understanding Audit

The following sections explain fundamental audit concepts:
*  The Audit Model

e Audit Setup: Main Steps

*  About the Audit Store

*  How Audit Data Is Stored

The Audit Model

ORACLE

The audit model provides a standards-based, integrated framework for Java EE and
SE applications and components across Oracle Fusion Middleware.

Dynamic Model

The Oracle Fusion Middleware Audit Framework features a dynamic audit model
that lets applications manage audit event definitions and make version changes
independent of release cycles. Audit event definitions can be dynamically updated
at redeployment.
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Application Life Cycle Support

The model supports all aspects of the application life cycle from design to
development to deployment.

Application Registration
A versatile registration lets you register applications with audit in different ways:

o Declaratively, by packaging the configuration in the META- | NF directory of the
application Enterprise ARchive (EAR) file.

*  Programmatically, by calling the audit registration methods.
e Atthe command line, by calling WLST audit commands.

*  When you create a domain, by specifying security artifacts in a product template.

Distributed Environments

Oracle Fusion Middleware Audit Framework supports distributed environments with
multiple servers. It monitors the audit store so changes in audit policies introduced in
one server are synchronized with all other servers in the domain.

Consider, for example, a distributed environment consisting of an Administration
Server and three Managed Servers. A single security store (that includes audit
data) supports all the servers in the domain. When you change an audit policy in
the Administration Server with Fusion Middleware Control, then those changes are
automatically propagated and synchronized with all other servers in the domain.

¢ See also:

Performing Declarative Audit Registration
registerAudit in WLST Command Reference for Infrastructure Security

How Security Artifacts Are Seeded

About the Audit Store

ORACLE

The audit store contains component event definitions, attribute table mappings, and
audit policies.

The audit store includes:
*  Audit registration that allows you:
— Create, modify, and delete event definition entries.
— Create attribute database mappings to store audit data.
» The service that retrieves event definitions and runtime policies.

* Audit MBean commands that allow you to look up and modify component audit
definitions and runtime policies.
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The Audit Framework requires a database to store audit data, and this database can
be any of the supported ones. For information about supported types, see Supported
File, LDAP, and Database Stores.

When a new application registers with audit, the following artifacts are stored in the
audit store:

e Audit event definitions including custom attribute group, categories, events, and
filter preset definitions

e Localized translation entries
e Custom attribute-database column mapping tables

* Runtime audit policies

How Audit Data Is Stored

Audit data resides in intermediate or permanent storages.

* Intermediate storage, in bus-stop files. Each component instance writes to its own
separate bus-stop file. Bus-stop files are text-based and easy to query.

* Permanent storage, in the audit store (if configured in the environment). Audit
records generated by all components in the domain are written to the same store.

Advantages to Using a Database Store
Having the audit records stored in bus-stop files has some limitations:

e You cannot view domain-level audit data.
* You cannot obtain reports easily.

And there are advantages to using the audit store:

e It allows you to generate audit reports.

e The database store contains records from all components in the domain, whereas
the bus-stop contains audit records for one component only.

e Itimproves performance.

About the Oracle Fusion Middleware Audit Framework

ORACLE

The Audit Framework provides a set of interfaces for any audit-aware components
integrating with it. During runtime, applications may call these APIs to manage audit
policies and to audit the necessary information about a particular event happening in
the application code. These interfaces allow applications to specify event details and
attributes needed to provide the context of the event they want to audit.

¢ See also:

Developing with Oracle Fusion Middleware Audit Framework
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Audit Setup: Main Steps

The following list includes the major tasks that you carry out to you set up and
maintain audit in your environment:

Understanding the audit architecture, the essential elements of the framework, the
flow of actions, and the Audit Framework. For information about these tasks, see
Audit Administration Tasks.

Integrating applications with the framework. For information about integration, see
Integrating Applications with the Oracle Fusion Middleware Audit Framework.

Creating the audit definition file that specifies the application's audit events and
how they map to the audit schema. For information about audit definition files, see
Creating Audit Definition Files.

Registering the application with audit. For information about audit registration, see
Registering the Application with the Audit Service.

Migrating audit information. For information about audit data migration, see
Migrating Audit Data.

Generating audit reports. For information about audit reporting, see Using Audit
Analysis and Reporting .

Understanding the Runtime Audit Event Flow

If the audit store is not configured in your environment, then the audit records are kept
in bus-stop files. An application does not stop execution if it is unable to record an
audit event.

The audit event flow is best understood by looking at the following sequence that takes
place when an audit event occurs within an application running in an environment
where you have configured audit:

1.

ORACLE

During application deployment or service start-up, a client Java EE application
registers with audit.

The service reads the application audit definition file and updates definitions in the
audit store.

When a user accesses the component or application, an audit function is called to
audit the event.

The Audit Framework checks whether to audit events with this type, status, and
attributes. If they must be audited, then the audit function is called to create the
event and collect information such as the status, initiator, resource, and ECID.

The event is stored in a bus-stop file. Each application or component has its own
bus-stop file.

The audit loader pulls the events from bus-stop files, formats the data using the
application's metadata, and moves it to the audit store.
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¢ See also:

Using Audit Analysis and Reporting

About Audit Attributes, Events, and Event Categories

The Audit Framework supports a model that allows you to specify and define
dynamically application audit attribute groups, categories, and events.

The following sections explain this support:
* Audit Attribute Groups
* Audit Events and Event Categories

* Audit Artifact Naming Requirements

Audit Attribute Groups

Attribute groups provide broad classification of audit attributes and consist of three
types: common, generic, and custom.

*  The common attribute group contains system attributes common to all
applications, such as the component type, system IP address, and host name.
The | AU_COWDN database table contains attributes in this group.

*  Generic attribute groups contain attributes for audit authentication and user
provisioning.

»  Custom attribute groups are those defined by an application to meet specific
needs. The scope of attributes in a custom group is limited to a component.
These attribute groups and attributes are stored in the | AU_CUSTOWh table, where n
denotes an integer (1,2, and so on).

¢ See also:

About Generic Attribute Groups
About Custom Attribute Groups
About Audit Attribute Data Types
OPSS Event Attributes

About Generic Attribute Groups

ORACLE

A generic attribute group refers to a namespace and a version number, and contains
one or more attributes. The following example illustrates an attribute group with the
aut hori zat i on namespace and version 1.0:

<Audi t Config xm ns="http://xm ns. oracl e.confias/audit/audit-2.0.xsd" >
<Attributes ns="authorization" version="1.0">
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<Attribute displayNane="CodeSource" maxLengt h="2048" nane="CodeSource"
type="string"/>

<Attribute displayName="Principal s" maxLengt h="1024" nane="Pri nci pal s"
type="string"/>

<Attribute displayName="1InitiatorGJ D' nmaxLength="1024"
name="lnitiatorGJ D' type="string"/>

<Attribute displayName="Subject" nmaxLength="1024" name="Subject"
type="string">

<Hel pText >Used for subject in authorization</Hel pText>
</Attribute>
</Attributes>

You refer to the CodeSour ce attribute like this:

<Attribute name="CodeSource" ns="authorization" version="1.0" />

Each generic attribute group is stored in a dedicated database table. The naming
conventions are:

* | AU_GENERI C_ATTRI BUTE_GROUP_NAME for table names
* | AU _ATTRI BUTE_NAME for table columns

For example, the aut hori zat i on attribute group is stored in the | AU_AUTHORI ZATI ON
table with these columns:

e | AU_CODESQURCE as string
* | AU_PRI NCI PALS as string
e | AU_I NI TI ATORGUI D as string

About Custom Attribute Groups

ORACLE

A custom attribute group refers to a namespace, a version number, and one or more
attributes. Each custom attribute incudes:

e Attribute name
« Datatype

*  Attribute-database column mapping order - This property specifies the order in
which an attribute is mapped to a database column of a specific data type in the
custom attribute table.

* Help text (optional)
¢ Maximum length
» Display name

*  Size - This property denotes how many values of the same data type the attribute
can have. The default size value is 1. A size greater than 1 denotes an attribute
that can have two or more values of the same data type. These attributes support
all data types except for binary types.

The following example illustrates the definition of the Account i ng attribute group with
the account i ng namespace and version 1.0:

<Attributes ns="accounting" version="1.0">

<Attribute name="TransactionType" displayNane="Transaction Type"
type="string" order="1"/>

<Attribute name="AccountNunber" displ ayNane="Account Nunber" type="int"
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order="2">
<Hel pText >Account nunber. </ Hel pText >
</Attribute>

</Attributes>

The following example defines the Account Bal ance attribute with multiple values:

<Attribute order="3" displayName="Account Bal ance" type="doubl " name="Bal ance"
size="2" sinceVersion="1.1">
<Mul ti Val ues>
<Mul ti Val ueName di spl ayName="Previ ous Bal ance" index="0">
<Hel pText >t he previ ous account bal ance</ Hel pText >
</ Mil ti Val ueNane>
<Mul ti Val ueName di spl ayName="Current Bal ance" index="1"/>
</Mil tiVal ues>
</Attribute>

About Audit Attribute Data Types

Table 13-1 shows the attribute data types supported and the corresponding Java
object types:

Table 13-1  Audit Attribute Data Types

Attribute Data Type Java Object Type Notes

Integer Integer NA

Long Long NA

Float Float NA

Double Double NA

Boolean Boolean NA

DateTime java.util.Date NA

String String Maximum length 2048 bytes
LongString String Unlimited length

Binary byte(] NA

Audit Events and Event Categories

An event category contains audit events in a functional area. For example, a session
category may contain login and logout events significant to the life cycle of a user
session. An event category does not itself define attributes. Instead, it references
attributes in component and system attribute groups.

There are two types of event categories:

e System categories

e Component and application categories
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¢ See also:

System Categories and Events

About System Categories and Events

A system category references common and generic attribute groups and includes
audit events. System categories are the base set of component event categories and
events. Applications can refer to system categories and use the events in them to log
audit events and set filter preset definitions.

The following example illustrates the definition of attributes, events, and
the User Sessi on system category with an attribute referencing the common
Aut hent i cat i onMet hod attribute:

<Syst enConponent maj or="1" mnor="0">
<Attributes ns="common" version ="1.0"></Attributes>
<Attributes ns="identity" version ="1.0"></Attributes>
<Attributes ns="authorization" version ="1.0"></Attributes>
<Event s>
<Category nane="User Sessi on" di spl ayNane="User Sessions">
<Attributes>
<Attribute name="AuthenticationMethod" ns="common" version ="1.0" />
</Attributes>
<Hel pText ></ Hel pText >
<Event name="UserLogi n" displ ayNane="User Logi ns" shortNane="ulLogi n"></ Event >
<Event name="User Logout" di spl ayName="User Logouts" shortNane="ulLogout"
xdasNane="t er m nat eSessi on" ></ Event >
<Event name="Aut hentication" displ ayName="Aut henti cation"></Event >
<Event name="I|nternal Logi n" displ ayNane="Internal Login" shortName="i Logi n"
xdasNane="Cr eat eSessi on" ></ Event >
<Event name="Internal Logout" displ ayName="1Internal Logout" shortName="i Logout"
xdasNane="t er m nat eSessi on" ></ Event >
<Event nanme="(QuerySession" di spl ayName="Query Session"
shor t Name="qSessi on" ></ Event >
<Event nanme="Modi fySessi on" di spl ayNane="Mdify Session"
short Name="nBessi on" ></ Event >
</ Cat egory>
<Category di spl ayName="Aut hori zati on" name="Aut hori zati on"></ Cat egory>
<Cat egory di spl ayName="Servi ceManagement" name="Ser vi ceManagenent " ></ Cat egor y>
</ Event s>
</ Syst enConponent >

About Component and Application Categories

ORACLE

A component or application can extend system categories or define new component
event categories.

The following example illustrates the definition of a category with the Account Nunber ,
Dat e, and Amount attributes from the account i ng attribute group, and it includes the
pur chase and deposit events:

<Category displ ayName="Transacti on" name="Transaction">
<Attributes>
<Attribute name="Account Nunber" ns="accounting" version="1.0"/>
<Attribute name="Date" ns="accounting" version="1.0" />
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<Attribute name="Anpunt" ns="accounting" version="1.0" />
</Attributes>
<Event di spl ayNane="purchase" nane="purchase"/>
<Event di spl ayNane="deposit" name="deposit">
<Hel pText >deposi ting funds. </ Hel pText >
</ Event >

</ Cat egory>

Extend system categories by creating category references in your application audit
definitions, listing the system events that the category includes, and adding attribute
references and events to the category reference.

The following example illustrates the definition of the Ser vi ceManagenent system
category reference with the Servi ceTi me attribute, and the rest art Ser vi ce event:

<Cat egor yRef name="Servi ceManagement" conponent Type="Syst enConponent ">
<Attributes>
<Attribute name="ServiceTi me" ns="accounting" version="1.0" />
</Attributes>
<Event Ref name="start Service"/>
<Event Ref name="stopService"/>
<Event displayName="restart Service" name="restart Service">
<Hel pText >restart service</ Hel pText >
</ Event >
</ Cat egor yRef >

Audit Artifact Naming Requirements

The name of a category, an event, or an attribute must:
* Be an English word

* Be less than 26 characters

*  Contain characters a-z, A-Z, and numbers 0-9 only

e Start with a letter

About Audit Definition Files

An audit definition file specifies the application's specific audit rules (such as events
and filters). Audit definition files provide a way to translate event definitions to foreign
languages. There are two types of audit definition files:

e The conponent _events. xnl file. For information about this file, see About the
component_events.xml File.

» Translation files, which are used to display audit definition in different languages.
For information about translation files, see Translation Files.

About the component_events.xml File

ORACLE

The conponent _event s. xn file specifies the properties audit uses to log audit events,
including the following:

* Basic properties
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— The component type, which applications use to register with audit and obtain a
runtime auditor instance

— Major and minor version of the application
* A custom attribute group
» Event categories with attribute references and events
e Component level filter definitions
* Runtime policies
The following example illustrates the definition of this file:

<?xm version="1.0"?>
<Audi t Config xm ns="http://xn ns.oracl e.con i as/audit/audit-2.0.xsd">
<Audi t Conponent conponent Type="Appl i cati onAudit" major="1" m nor="0">
<Attributes ns="accounting" version="1.0">
<Attribute name="TransactionType" displ ayName="Transaction Type"
type="string" order="1">
<Hel pText >Transact i on type. </ Hel pText >
</ Attribute>
<Attribute name="Account Nunber" di spl ayNane="Account Nunber"
type="int" order="2">
<Hel pText >Account nunber. </ Hel pText >
</Attribute>
<Attribute name="Date" displayName="Date" type="dateTime" order="3"/>
<Attribute name="Amount" displ ayName="Anount" type="float" order="4">
<Hel pText >Transacti on anount. </ Hel pText >
</Attribute>
<Attribute name="Status" displayName="Account Status" type="string"
order="5">
<Hel pText >Account status. </ Hel pText >
</Attribute>
</Attributes>
<EBvent s>
<Cat egory di spl ayName="Transacti on" name="Transaction">
<Attributes>
<Attribute name="Account Nunber" ns="accounting"
version="1.0" />
<Attribute name="Date" ns="accounting" version="1.0" />
<Attribute name="Amount" ns="accounting" version="1.0" />
</Attributes>
<Event di spl ayName="pur chase" name="purchase">
<Hel pText >di rect purchase. </ Hel pText >
</ Event>
<Event di spl ayName="deposit" nane="deposit">
<Hel pText >deposi ting funds. </ Hel pText >
</ Event>
<Event di spl ayName="wi t hdrawi ng" name="wi t hdraw ng">
<Hel pText >wi t hdr awi ng funds. </ Hel pText >
</ Event>
<Event di spl ayName="paynent" nane="paynent">
<Hel pText >payi ng bills. </ Hel pText >
</ Event>
</ Cat egory>
<Cat egory di spl ayName="Account" name="Account">
<Attributes>
<Attribute name="Account Nunber" ns="accounting"
version="1.0" />
<Attribute name="Status" ns="accounting" version="1.0" />
</Attributes>
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<Event di spl ayName="open" nane="open">
<Hel pText >Qpen a new account . </ Hel pText >
</ BEvent >
<Event di spl ayName="cl ose" nane="cl ose" >
<Hel pText >0 ose an account. </ Hel pText >
</ BEvent >
<Event di spl ayName="suspend" nane="suspend" >
<Hel pText >Suspend an account. </ Hel pText >
</ Event >
</ Cat egory>
</ Bvent s>
<FilterPresetDefinitions>
<FilterPresetDefinition displayNane="Low' hel pText="" name="Low">
<FilterCategory enabl ed="partial" name="Transaction">
deposi t. SUCCESSESONLY( Host 1 d -eq &quot; Nort hEast &uot ; ), wi t hdrawi ng </
Fil terCategory>
<FilterCategory enabl ed="partial"
name="Account " >open. SUCCESSESONLY, cl ose. FAI LURESONLY</ Fi | t er Cat egor y>
</ FilterPresetDefinition>
<FilterPresetDefinition displayNane="Medi um' hel pText=""
name="Medi uni'>
<FilterCategory enabl ed="partial"
name="Transact i on" >deposi t, wi t hdraw ng</ Fi | t er Cat egor y>
<FilterCategory enabl ed="partial" nanme="Account">open, cl ose</
Fil terCategory>
</FilterPresetDefinition>
<FilterPresetDefinition displayName="H gh" hel pText="" name="Hi gh">
<FilterCategory enabl ed="partial"
name="Transact i on">deposi t, wi t hdrawi ng, payment </ Fi | t er Cat egor y>
<FilterCategory enabl ed="true" nane="Account"/>
</ FilterPresetDefinition>
</FilterPresetDefinitions>

<Policy filterPreset="Low">
<Cust onFi | ters>
<FilterCategory enabl ed="partial" nanme="Transaction"> purchase </
Fil terCategory>
</ CustonFilters>
</ Policy>
</ Audi t Conponent >

</ Audi t Confi g>

About Runtime Properties

In addition, there are runtime properties you create with Fusion Middleware Control,
WLST commands, or during registration. They include the following properties:

- filterPreset, to specify the audit filter level
* speci al Users, to specify the users to audit always

e maxBusst opFi | eSi ze, to specify the size of a bus-stop file

¢ See also:

Managing Audit Policies
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About Mapping and Version Rules

Audit registration applies certain rules to create the audit data for the application, and
this data is used to maintain different versions of the audit definition and to generate
reports.

The following sections explain how the registration works:

What Are Version Numbers?

e About Custom Attribute to Database Column Mappings

What Are Version Numbers?

ORACLE

An audit definition file has a major and a minor version number. Any change
introduced to an audit event definition requires updating the version number. These
numbers are used by audit registration to determine the compatibility of event
definitions and attribute mappings between versions. These version numbers have
no relation to Oracle Fusion Middleware version numbers.

Component Version

When you register a component, audit registration checks if this is a first-time
registration or an upgrade.

In case of a new registration, the service:

1. Retrieves the component audit and translation information.
2. Parses and validates the definition, and stores it in the audit store.
3. Generates the attribute-column mapping table and saves it in the audit store.

In case of an upgrade, the current version number for the component in the audit store
is compared with the new version number to determine whether to proceed with the
upgrade.

Java EE Application Version

To reset the version number after you modified an application audit definition, Oracle
recommends that you:

e Increase the minor version number only when making changes in an audit
definition that will work with the audit data created by the previous attribute
database mapping table.

For example, suppose the current definition version 2.1. When adding a new event
that does not affect the attribute database mapping table, you change the version
to 2.2, and leave the major version unchanged (major=2). Similarly, increase the
minor version after adding a new attribute.

e Increase major version number when making changes where the new mapping
table is incompatible with the previous table.

Changes becomes effective after you restart the server.
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About Custom Attribute to Database Column Mappings

ORACLE

When you register a new component or application, audit registration creates an
attribute-to-database column mapping table from the custom attributes, and then
saves this table to the audit store.

If the number of custom attributes is greater than 100, then you must create additional
tables manually. OPSS ships with the tables | AU_CUSTOMand | AU_CUSTOM 01 only.

Attribute-database mapping tables are required to ensure unique mappings between
your application's attribute definitions and database columns. The audit loader uses
mapping tables to load data into the audit store. These tables are also used to
generate audit reports from custom | AU_CUSTOMdatabase table.

Use the creat eAudi t DBVi ew WLST command to generate a SQL file that creates a
database view of the audit definitions for your component.

Understanding the Mapping Table for your Component

A custom attribute-database column mapping has the following properties: name,
database column name, and data type.

Each custom attribute must have a mapping order number in its definition. Attributes
with the same data type are mapped to the database column in the sequence of
attribute mapping order.

For example, the following definition file:

<Attributes ns="accounting" version="1.1">
<Attribute name="TransactionType" type="string" maxLength="0"
di spl ayName="Transaction Type" order="1"/>
<Attribute name="Account Number" type="int" displayName="Account Number"
order="2">
<Attribute name="Date" type="dateTine" displayName="Date" order="3"/>
<Attribute name="Amount" type="float" displayNane="Amount" order="4"/>
<Attribute name="Status" type="string" maxLength="0" di spl ayName="Account
Status" order="5"/>
<Attribute name="Bal ance" type="float" displ ayName="Account Bal ance"
order="6"/>
</Attributes>

maps to:

<Attribut esMappi ng ns="accounting" tabl eName="1AU CUSTOM' version="1.1">
<AttributeCol um attribute="TransactionType" col um="1AU_STRI NG 001"
dat at ype="string"/>
<AttributeCol um attribute="Account Nunber" col um="1AU_| NT_001"
datatype="int"/>
<AttributeColum attribute="Date" col um="1AU_DATETI ME_001"
dat at ype="dat eTi ne"/ >
<AttributeColum attribute="Amunt" col um="1AU_FLOAT_001" datatype="float"/>
<AttributeColum attribute="Status" col um="1AU_STRI NG 002" datatype="string"/>
<AttributeCol um attribute="Bal ance" col um="I AU_FLOAT_002" dat atype="float"/>
</ AttributesMappi ng>

The version number of the attribute-database column mapping table matches the

version number of the custom attribute group. This allows your application to maintain
a backward compatibility of attribute mappings across audit definition versions.

13-17



Chapter 13
About Mapping and Version Rules

¢ See Also:

createAuditDBView in WLST Command Reference for Infrastructure Security
Oracle Fusion Middleware Audit Framework Reference

What Are Version Numbers?
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Managing Audit

This chapter explains the main administration tasks and tools you use to manage the
audit store, audit policies, and bus-stop files.
This chapter includes the following topics:

Audit Administration Tasks
Managing the Audit Store

Managing Audit Policies
Understanding Audit Time Stamps
About Audit Logs and Bus-stop Files
Audit Database Administration

Best Practices for Audit Event Definitions

Audit Administration Tasks

Setting up audit in your environment involves the following major tasks:

Planning the type of store to use for audit records and the store configuration
details. For information about audit store management, see Managing the Audit
Store .

Configuring and maintaining audit policies so that audit events are generated. For
information about audit policies, see Managing Audit Policies.

Configuring audit reports and queries. For information about reporting, see Using
Audit Analysis and Reporting .

Registering applications. For information about application registration, see
Registering the Application with the Audit Service.

Migrating audit information. For information about audit data migration, see
Migrating Audit Data.

Administering the audit database, including increasing the database size that
stores the generated audit data, and backing up and purging that data. For
information about audit administration, see Audit Database Administration.

Managing the Audit Store

The audit store is a database that provides the scalability and high-availability needed
to store audit records and that allows you to view and generate reports.

ORACLE

The following sections introduce the audit store and explain how to manage it:

About Audit Data Sources
Managing Bus-Stop Files

Configuring Standalone Audit Loader
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About Audit Data Sources

When you create a domain, the process generates the audit schema, a data structure
required to store audit records in the database. It also sets up an audit data source

in the server that uses the audit schema. If your environment is not set up with a
database to store records, then audit records are kept in bus-stop files.

¢ See also:

Bus-Stop Files

Managing Bus-Stop Files

After the bus-stop file reaches a certain size and all the data was uploaded to the
database, the audit loader deletes the file from the file system. Specify the location
and maximum size of bus-stop files, so that bus-stop files are automatically deleted.
Deleting audit files manually is not recommended.

Bus-Stop File Locations
Bus-stop files for Java components are located in the following directory:

$DOVAI N_HOVE/ ser ver s/ $SERVER_NAME/ | ogs/ audi t | ogs/ Conponent _Type

Bus-stop files for system components are located in the following directory:

$ORACLE_| NSTANCE/ audi t | ogs/ Conponent _Type/ Conponent _Nare

Bus-Stop File Size

In Java components, the maximum size of a bus-stop file is set with the
audi t. maxFi | eSi ze property.

In system components, the maximum size of a bus-stop file is set in the
audi tconfig. xm file:

<servi cel nstance nane="audit" provider="audit. provider">
<property nane="audit.maxFil eSi ze" val ue="10240" />
<property nane=" audit.|oader.repositoryType " val ue="Db" />
</ servi cel nstance>

When you switch from a file to a database store for audit data, all the events collected
in the files are moved to the database tables and the audit files are deleted.

Configuring Standalone Audit Loader

The standalone audit loader moves records from bus-stop files to the audit store
periodically. The mechanism driving the audit loader depends on the application
environment:
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Java EE components and applications use the audit loader functionality provided
by OPSS runtime. The standalone audit loader is not needed in these
environments.

System components and non-Java applications use the audit loader functionality
provided by the St andAl oneAudi t Loader command.

Java SE applications also use the standalone audit loader depending on where
the bus-stop files are written. For information about audit for Java SE applications,
see Common Audit Scenarios in Java SE Applications.

The following sections explain how to set up and run the standalone audit loader:

Configuring the Environment

Running Standalone Audit Loader

Configuring the Environment

The following settings apply only to non-Java applications and system components.

Before you run the standalone audit loader, set the following audit loader parameters:

ORACLE_HOME, the full path to the home directory
COVMON_COVPONENTS_HOME, the full path to the Java Required Files (JRF) directory
ORACLE_I NSTANCE, the full path of an Oracle instance directory

audi t| oader. j dbcString, the Java Database Connectivity (JDBC) connection
string for the database where the audit data is stored

audi t | oader . user nange, the name of the user who runs the audit loader

In addition, make sure that the password for the database schema user is available
and stored. This password is specified once.

To specify the database schema user password, use the java St andAl oneAudi t Loader
command with the - Dst or e. passwor d=t r ue property:

$JDK_HOVE/ bi n/ j ava

-cl asspath $COMMON_COMPONENTS_HOVE/ nodul es/ oracl e. j ps_12. 2.1/ ps-mani fest.j ar
- Dor acl e. hone=$ORACLE_| NSTANCE - Dor acl e. i nst ance=$ORACLE_| NSTANCE

- Daudi t | oader. j dbcString=j dbc: oracl e: thin: @ost:port:sid

- Daudi t | oader . user nane=user nanme

- Dstore. passwor d=t rue

oracle.security.audit.ajl.l|oader. Standal oneAudi t Loader

which will prompt you to enter a password. The command generates the cwal | et . sso
file containing the password you entered.

Running Standalone Audit Loader

To run the loader, use the St andAl oneAudi t Loader command:

$JDK_HOVE/ bin/j ava

ORACLE

-cl asspath $COMMON_COVPONENTS_HOME/ nodul es/ oracl e. j ps_12. 2. 1/j ps-mani fest.jar
- Dor acl e. home=$ORACLE_I NSTANCE - Dor acl e. i nst ance=$ORACLE_| NSTANCE

- Daudi t | oader. j dbcString=j dbc: oracl e: thin: @ost:port:sid

- Daudi t | oader . user nane=user name

oracle.security.audit.ajl.loader.Standal oneAudit Loader
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This command is typically scheduled to run automatically so that audit records are
periodically uploaded to the audit store.

Managing Audit Policies

An audit policy is a declaration of the type of events that are recorded by Oracle
Fusion Middleware Audit Framework for a particular component. In Java components,
the audit policy is defined at the domain level. In system components, the audit policy
is managed at the component instance level.

Note that you must update audit policies when you introduce changes to the
application environment, such as adding or deleting components or users. Policy
changes do not require server or instance restart.

The Audit Framework lets you configure audit policies and provides high control
over the types of events and data being audited. You configure audit policies with
Oracle Enterprise Manager Fusion Middleware Control (Fusion Middleware Control),
WebLogic Scripting Tool (WLST), or programmatically, as explained in the following
sections:

* Managing Audit Policies with Fusion Middleware Control
* Managing Audit Policies with WLST

* Managing Audit Policies Programmatically

¢ See also:

Audit Terminology

Oracle Fusion Middleware Audit Framework Reference

Managing Audit Policies with Fusion Middleware Control

ORACLE

Follow the instructions in this section to manage audit policies for Java and system
components with Fusion Middleware Control.

e Task 1, Opening the Audit Page

e Task 2, Choosing Events to Audit for a Java Component

e Task 3, Customizing Audit Policies for a Java Component

e Task 4, Creating Audit Filters for a Java Component

* Task 5, Importing and Exporting Audit Policies for a Java Component
» Task 6, Choosing Events to Audit for a System Component

* Task 7, Customizing Audit Policies for a System Component

* Task 8, Creating Audit Filters for a System Component

» Task 9, Importing and Exporting Audit Policies for a System Component
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Task 1, Opening the Audit Page

Log in to Fusion Middleware Control and go to Domain, then to Security, and then to
Audit Policy. The Audit Policy page is displayed.

Task 2, Choosing Events to Audit for a Java Component

1.

In the Audit Component Name drop-down, choose a Java component. The table
of audit categories relevant to the component is displayed in the Audit Policy
Settings area.

" Note:

The values you enter in the Audit Policy Settings area do not apply to
Oracle Access Manager audit.

In the Audit Level drop-down, choose the audit level according to your needs:
* None - Selects no event categor.ies

e Low, Medium, High - Selects subsets of event categories representing
predefined audit levels.

e Custom - Selects custom filters.

Check flags are displayed in the Select for Audit column, and events in the
chosen categories will be audited. View the events within a flagged category by
clicking on that row in the categories table. The table of events can be edited in a
custom level only.

Task 3, Customizing Audit Policies for a Java Component

1.

4.

In the Audit Component Name drop-down, choose a Java component. The table
of audit categories relevant to the component is displayed in the Audit Policy
Settings area.

In the Audit Level drop-down, choose Custom. All categories become available.

Choose categories and events to customize the audit policy by checking the box in
the Select For Audit column.

Click Apply to save the changes.

Task 4, Creating Audit Filters for a Java Component

1.

In the Audit Component Name drop-down, choose a Java component. The table
of audit categories relevant to the component is displayed in the Audit Policy
Settings area.

A pencil icon in the Edit Filter column denotes that a filter is available for the
event. Click on a pencil icon for an event. The Edit Filter dialog is displayed.

Each filter attribute has a formal name and a display name. Either name is
displayed in the Edit Filter edit dialog.

Create a filter condition by choosing an item from the Condition drop-down, an
operator, and a value. Then click the add button. When you are finished adding
conditions, click OK.
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Optionally, under Users to Always Audit, specify a comma-separated list of users
to audit events initiated by these users. Audit occurs regardless of the audit level
or filters that have been specified. User names you enter in this field are not
validated

Restart Oracle WebLogic Server on which the Java component is running for the
changes to take place.

Task 5, Importing and Exporting Audit Policies for a Java Component

1.

In the Audit Component Name drop-down, choose a Java component. The table
of audit categories relevant to the component is displayed in the Audit Policy
Settings area.

At any time while editing a policy, do one of the following:
» Click Export to save the current settings to a file

*  Click Import to load settings from a file

Task 6, Choosing Events to Audit for a System Component

1.

Go to a system component home page. The table of audit categories relevant to
the component is displayed in the Audit Policy Settings area.

In the Audit Level drop-down, choose the audit level.
* None, selects no event categor.ies

* Low, Medium, High - Selects subsets of event categories representing
predefined audit levels.

e Custom - Selects custom filters.

Check flags are displayed in the Select for Audit column, and events in the
chosen categories will be audited. View the events within a flagged category by
clicking on that row in the categories table. The table of events can be edited in a
custom level only.

Task 7, Customizing Audit Policies for a System Component

1.

4,

go to a system component home page. The table of audit categories relevant to
the component is displayed in the Audit Policy Settings area.

In the Audit Level drop-down, choose Custom. All categories become available.

Choose categories and events to customize the audit policy by checking the box in
the Select For Audit column.

Click Apply to save the changes.

Task 8, Creating Audit Filters for a System Component

1.

Go to a system component home page. The table of audit categories relevant to
the component is displayed in the Audit Policy Settings area.

A pencil icon in the Edit Filter column denotes that a filter is available for the
event. Click on a pencil icon for an event. The Edit Filter dialog is displayed. A
filter attribute has a formal name and a display name. Either name is displayed in
the Edit Filter edit dialog
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Create a filter condition by choosing an item from the Condition drop-down, an
operator, and a value. Then click the add button. When you are finished adding
conditions, click OK.

Optionally, under Users to Always Audit, specify a comma-separated list of users
to audit events initiated by these users. Audit occurs regardless of the audit level
or filters that have been specified. User names you enter in this field are not
validated. Particular users, such as a system administrator, will generate audit
traffic anytime that user executes any auditable events for any component.

Restart WebLogic Server on which the system component is running.

Task 9, Importing and Exporting Audit Policies for a System Component

1.

Go to a system component home page. The table of audit categories relevant to
the component is displayed in the Audit Policy Settings area.

At any time while editing a policy, do one of the following:
» Click Export to save the current settings to a file

*  Click Import to load settings from a file

Managing Audit Policies with WLST

Use this section manage audit policies with WLST.

Viewing Audit Policies with WLST Commands
Updating Audit Policies with WLST Commands
Configuring Audit Policies Example
Configuring Audit Events Example

What Happens to Custom Configuration when the Audit Level Changes?

Viewing Audit Policies with WLST Commands

ORACLE

1.

Connect to the WebLogic Server:

>j ava webl ogi c. W.ST
>connect (' user Nane', 'userPassword', 'url', 'admi nServerNane')

To view domain or Java component audit policies, use the get Audi t Pol i cy
command:

(view domain audit policies)
w s: / nydomai n/ server Confi g> get Audi t Pol i cy()

(view conmponent audit policies)
w s: / nydomai n/ server Confi g> get Audi t Pol i cy( conponent Type="JPS")

To view a system component audit policies:

a. Obtain the system component MBean name with the get NonJava
EEAudi t MBeanName command.

b. Use the get Audi t Pol i cy command:

w s: / nydomai n/ server Confi g> get Audi t Pol i cy

(on="oracl e.security.audit.test:type=CSAudi t MBean, name=CSAudi t Pr oxyMBean"

)
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Updating Audit Policies with WLST Commands

1. Connect to WebLogic Server:

>j ava webl ogi c. W.ST
>connect (' user Nane', 'userPassword', 'url', 'admi nServerNane')

2. Go the hierarchy to access the domain of interest:
w s: / nydomai n/ ser ver Confi g>
3. Use the set Audi t Pol i cy command to update the audit policy configuration.

4. For system components use the set Audi t Pol i cy command and include an
MBean name to update the audit policy configuration. The name for an audit
MBean has the following format:

oracl e. as. managenent . mbeans. r egi st er: t ype=conponent . audi t confi g, name=audi t con
figl,instance=I NSTANCE, conponent =COMPONENT_NAME

For example:

oracl e. as. managenent . mbeans. r egi st er: t ype=conponent . audi t confi g, name=audi t con
figl,instance=i nstancel, conponent =oi d1

5. For system components, such as Oracle HTTP Server or LDAPS, call save
explicitly after issuing the set Audi t Pol i cy or i nport Audi t Confi g commands.

The following example illustrates this step: navigating to the root proxy MBean in
the tree, using the i nvoke command to call set Audi t Pol i cy, and using the save
command:

ORACLE_COWVMON_HOVE/ common/ bi n/ wl st. sh
connect (' usernane', 'password', 'protocol://local host:7001",
"l ocal host: 7001")
custom()
cd(' oracl e. as. mnanagenent . mbeans. regi ster')
cd(' oracl e. as. managenent . nbeans. regi st er: t ype=conponent, name=oi d1, i nst ance=i n
stancel')
invoke('load',jarray.array([],java.lang. Object),jarray.array([],
java.lang. String))
set Audi t Policy(filterPreset="None',
on='oracl e. as. nanagenent . nheans. r egi st er: t ype=conponent . audi t confi g,
nanme=audi t confi g1, i nst ance=i nst ancel, conponent =oi d1')
i nvoke('save',jarray.array([],java.lang. Cbject),jarray.array([],
java.lang. String))

Configuring Audit Policies Example

Assume that the domain current policy audits a user named user 1, and you want to
add two names, user 2 and user 3, to the list of users who are always audited, and
remove user 1 from the list of users audited.

To accomplish these tasks, run the following command:

set Audi t Pol i cy
(filterPreset="None", addSpeci al User s="user 2, user 3", renoveSpeci al Users="user1")
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Configuring Audit Events Example

Assume that the domain current policy audits user logout events, and you would like to
remove logout events and add audit login events.

To accomplish these tasks, run the following command:

set Audi t Pol i cy (on="CHS nbean nane")
(filterPreset="Custon', addCust onEvent s=" OHS: User Logi n",
r emoveCust onEvent s=" OHS: User Logout ")

Notice the Cust omfilter preset called to add and remove events.

What Happens to Custom Configuration when the Audit Level Changes?

When you configure audit at the custom audit level, and you subsequently use WLST
to switch to a different (non-custom) audit level, the custom audit settings are retained
unless you explicitly remove them.

The following sequence illustrates how changing the audit level affects audit data
collection:

1. The custom audit level is set in a component's policy, and an audit filter is
specified as part of the configuration.

2. Atruntime, audit data is collected according to the filter.

3. The component's audit policy is then changed, for example, from the custom audit
level to low with the set Audi t Pol i cy command. The filter that was set up as part
of the custom audit level remains in the audit configuration.

4. Thereafter, audit data is collected based on the low audit level.

5. The component's audit policy is changed back to the custom level, and an
additional filter is added. This new filter is appended to the original filter. Unless
the original filter is explicitly deleted, it remains part of the configuration.

6. Thereafter, audit data is collected based on both filters at the custom level.

Managing Audit Policies Programmatically

The Oracle Fusion Middleware Audit Framework provides a set of interfaces that
applications can use to retrieve and update audit policies. For information about policy
management, see Managing Audit Policies Programmatically.

Understanding Audit Time Stamps

ORACLE

Before Release 11.1.1.7.0, audit wrote out audit records using the application server's
time zone. Starting with Release 11.1.1.7.0, audit and the server can use a different
time zone. This means that:

* New sites see audit events written in Coordinated Universal Time (UTC).

*  Sites that upgrade from release 11.1.1.6.0 continue, by default, to use the
application server time zone for audit records unless you explicitly specify to use
UTC.

Records in bus-stop files use UTC.
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Audit Time Stamps at New Sites

Audit records in new installations use UTC time stamps. Use the audi t . ti nezone
property in the audit configuration to specify it:

<servi cel nstance nane="audit" provider="audit. provider" | ocation="./audit-
store.xm ">

<property name="audit.filterPreset" val ue="None"/>

<property name="audit.timezone" val ue="utc" />

<property name="audit.| oader.repositoryType" val ue="File" />

<property name="auditstore.type" value="file"/>
</ servi cel nstance>

Audit Time Stamps at Upgraded Sites

Audit records prior to release 11.1.1.7 used the application server time stamp. After
upgrading to that release, the service configuration remains unchanged and, by
default, the records are written using the application server time stamp.

If you wish to use the UTC after upgrading to 12¢, then move the current records to
avoid any potential inconsistencies and insert the audi t . ti nezone service property in
your configuration file.

¢ See also:

Audit Service Properties

About Audit Logs and Bus-stop Files

The Audit Framework has several runtime components that log error messages. This
framework provides a set of log files that you use to trace errors and to diagnose
failures when the Audit Framework runs into exceptions.

Time stamps in the audit bus-stop files are recorded in Coordinated Universal Time.
This may differ from the machine time depending on the machine's time zone setting.

¢ See also:

Logging Audit
Naming and Logging Audit Files
Understanding Audit Time Stamps

Audit Database Administration

This section explains the organization and administration of the audit schema in the
following topics:
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*  Overview of the Audit Schema

* Base and Component Table Attributes
e Tuning Performance

* Planning Backup and Recovery

* Importing and Exporting Data

e Partitioning

»  Performing Tiered Archival

» Creating Indexes on Custom Table Attributes Using Materialized Views

Overview of the Audit Schema

The tables in the Audit Framework schema includes:

e Base data in a base table. This table contains the basic data for an audit record
and is related to the component-specific tables with the | AU | D attribute.

*  Common attributes in the | AU_COWON table. This table contains the basic data for
an audit record and is related to the custom tables with the | AU_| D attribute.

*  Generic attributes in dedicated tables.
e Custom attributes in the | AU_CUSTOM nnn tables.

Not all these tables are used at the same time. The dynamic model uses the common
and custom tables. The static (older) model uses the base table and component-
specific tables.

¢ See also:

About Audit Attributes, Events, and Event Categories

The Audit Model

Base and Component Table Attributes

ORACLE

The audit loader stores two kinds of data records in tables:

* General information (such as time, event type, and event status), stored in one
row of the common table (dynamic model) or the base table.

*  Component-specific information, stored in one row of the custom table (dynamic
model) or the component table.

The average audit record size is approximately 0.3 KB. Use this average when you
plan to resize database tables, and in addition, monitor how your audit database size
grows according to policies and level of activity.

The attributes of the base table are derived from the following file:

$ORACLE_HOVE/ nodul es/ oracl e.iau_12. 2. 1/ conponent s/ generi ¢/ generi c_events. xm

The attributes of the component table are derived from the following file:
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$ORACLE_HOME/ nodul es/ oracl e. i au_12. 2. 1/ conponent s/ conponent Nane/
conponent _events. xnl

Table C-6 lists the attributes defined in the | AU_BASE base table. Table C-7 lists the
attributes defined in the | AU_COWON common table.

To get a list of attribute names for individual component tables, use the
li st Audi t Events WLST command.

¢ See also:

The Audit Schema

listAuditEvents in WLST Command Reference for Infrastructure Security.

Tuning Performance

For efficient queries, an index is created by default for the | AU_TSTZORI G NATI NG
column in the base table and for each of the component-specific tables.

The default index in | AU_BASE is EVENT_TI ME_I NDEX, and in component tables is
t abl eName_| NDEX (such as OVDCOVPONENT_| NDEX, O DCOMPONENT _| NDEX, JPS_| NDEX).

Additional columns and indexes in the common table are:

« | AU_TSTZOR G NATI NG indexed by DYN_EVENT_TI ME_I NDEX

e | AU Audi t User, indexed by DYN_USER | NDEX

e | AU_Conponent Type, indexed by DYN_COVPONENT_TYPE_| NDEX
* | AU_Event Cat egory, indexed by DYN_EVENT_CATEGORY_| NDEX
* | AU Event Type, indexed by DYN_EVENT_TYPE_| NDEX

Planning Backup and Recovery

ORACLE

When planning the audit database backup, consider the following points.

e Growth rate of audit events

Your audit policies determine the number of audit events the framework generates
and the number of audit events generated daily determines how often you want to
back up the store.

* Compliance regulations

Consult you organization's compliance regulations to determine the frequency of
backups and number of years for which audit data storage is mandatory.

Use Oracle Database Utility Recovery Manager (RMAN) to back up and recover an
Oracle Database. Note that you need to back up the | AU_DI SP_NAVES TL translation
table just once, because it typically does not change over time.
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¢ See also:

Backing Up and Recovering a Database-Based Security Store

Importing and Exporting Data

Import and export the audit schema to migrate data, for example, if you wish to
combine several audit repositories into a single audit store, or if you wish to scale
up the database. Use Oracle Data Pump to import and export data from an Oracle
Database.

Purging Data

Partitioning

ORACLE

The framework provides the following SQL scripts to purge records from the audit
store, in the directory $SM\V HOVE/ or acl e_comon/ conmmon/ sql /i au/ scri pts:

e audit Dat aPur ge. sql
e auditDel eteDat a. sql
e audit Recl ai nSpace. sql

To delete records without taking any other action, use audi t Del et eDat a. sql. This
script has the following syntax:

audi t Del et eDat a. sql audit_schema_user nunber _of _days_to_keep

For example, to delete records older that 100 days:

sql pl us> @udit Del et eData. sql DEV_I AU 100

To reclaim space, use audi t Recl ai nSpace. sql . This script has the following syntax:

audi t Recl ai nSpace. sql audit_schenma_user

To delete audit records and reclaim space, use audi t Dat aPur ge. sqgl . This script has
the following syntax:

audi t Dat aPur ge. sql audi t _schema_user nunber _of _days_t o_keep

For example, to delete all records older than 100 days and enable row movements to
shrink space:

sql pl us> @udi t Dat aPur ge. sql DEV_| AU 100

Not all database systems support partitioning, all the tables in the audit schema are
not partitioned by default.

Because audit data grows over time, if you store a large volume of data, then consider
partitioning the audit schema to allow for easier archiving.

Benefits of partitioning include:
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Improved Performance: If a table is range-partitioned by time stamps, for example,
then queries by time stamps can be processed on the partitions within that time
frame only.

Better Manageability: Partitions can be created on separate tablespaces (thus
different disks). This lets you move older data to slower and larger disks, while
keeping newer data in faster and smaller disks.

In addition, partitioning makes archival much easier.

Increased Availability: If a single partition is unavailable, for example, and you
know that your query can eliminate this partition from consideration, then the query
can be processed without waiting for the unavailable partition to become available.

Performing Tiered Archival

Partitioning tables allows you to store individual partitions on different storage tiers.
Typically, you create tablespaces in high-performance or low-cost disks, and create
partitions in different tablespaces based on the value of the data or other criteria.

Oracle Information Lifecycle Management (ILM) features streamlined data
management with partitioning and compression.

Creating Indexes on Custom Table Attributes Using Materialized Views

Database views enable you to run queries against audit records. Furthermore, you

can create indexes on custom tables for their attributes with indexable views. We
recommend that applications create a simple view first and switch to an indexable view
later on when needed.

ORACLE

To create an indexable view:

1.

Specify the event attributes in the conponent _events. xnl file. In Release 12c
(12.2.1) the new i ndexabl e attribute has been added to the Attri but eType
element.

Conponent _events. xm
<?xm version="1.0"?>
<Audi t Config xm ns="http://xm ns. oracl e.confias/audit/audit-2.0.xsd">
<Audi t Conponent conponent Type="ApplicationAudit" major="1" mnor="1">
<Attributes ns="accounting" version="1.0">
<Attribute name="TransactionType" displayNane="Transacti on Type"
type="string" order="1" indexable="true">
<Hel pText >Transacti on type. </ Hel pText >
</Attribute>
<Attribute name="Account Number" di spl ayNane="Account Nunber"
type="int" order="2">
<Hel pText >Account number. </ Hel pText >
</Attribute>
<Attribute name="Date" displayName="Date" type="dateTi me"
"3 >

order
<Attribute name="Anount" displ ayName="Anmount" type="float"

order="4">
<Hel pText >Transacti on anount. </ Hel pText >
</Attribute>
<Attribute name="Status" displayName="Account Status"
type="string" order="5" indexabl e="true">
<Hel pText >Account st atus. </ Hel pText >

<[Attribute>
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</ Attributes>

</ Audi t Conponent >
</ Audi t Confi g>

Create indexable views either at registration or after registration.
If at registration time, use any of the following:

»  Specify the opss. audi t. i auvi ewdeployment parameter as | NDEXABLE in
webl ogi c-appl i cation. xnl .

* Pass the creat eVi ew=l NDEXABLE option to the r egi st er Audi t command.

e Implement the Audi t Regi st rati onExt interface and returning
Audi t Regi strationExt. TYPE. | NDEXABLE from the get | AUVi ewSupport Type
method.

If after registration time, use any of the following:
* Run the creat el AWV ewcommand to switch to an | NDEXABLE view.

e Generate a SQL script with the cr eat eAudi t DBVi ew command, to which you
specify an | NDEXABLE view type. Then run the script as administrator.

If you change event definitions, then drop the associated materialized view before
redeployment.

Best Practices for Audit Event Definitions

This section provides guidelines for managing audit configuration and maximizing the
value of the collected audit data, in the following topics:

Guidelines for Naming Events
Differentiating Events

Event Categorization

Use of Generic Attributes

Use of Component Attributes

Guidelines for Linking Across Components

Updating Event Definitions

Guidelines for Naming Events

Ensure that all audit names conform to the following naming conventions:

Do not use any of the following characters in component Type, Category, Event, or
Attribute names: !, @, “, #,$, %, ', (,), *, +, comma, period, -, ,/, space, :, ;, <, =,
>l ?1 {1 }1 ~l A'

The space character is allowed in display names only.

When you name audit events:

ORACLE

Do not prefix the event name with the component name.

Try to make names as specific as possible. For example, use HTTPResponse
instead of Response when defining an HTTP response code.
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* Do not append the suffix Event to all event names. For example, instead of
AuthenticationEvent, use Authentication.

Differentiating Events

To optimize the use of events:

» Define separate events for each operation. For example, instead of defining
the event Policy with attributes Delete and Create, define the separate events
PolicyCreate and PolicyDelete.

» Do not define separate events for the events success and failure. For example,
do not define the separate events PolicyCreateSuccess and PolicyCreateFailure.
Instead use the EventStatus attribute to record them.

Event Categorization

To categorize events:

e Refer system categories when applicable. For example, UserSession and
Authorization.

e For configuration operations, make a category around a group of operations. For
example, put PolicyCreate, PolicyDelete in a component specific category called
Policy.

Use of Generic Attributes

When you define generic attributes:

* Include the following event attributes:
— Initiator - the user who performed the event action
— MessageText - a short description of what happened.
— EventStatus - the event outcome
— FailureCode - the error code applicable to the failure.

* Use the attribute Resource - the object that was affected, such as the accessed
URI or the granted permission.

Use of Component Attributes

The Audit Framework considers the union of all common attributes in each event
and defines a database column for each of them. So try to define as many common
attributes as possible.

Guidelines for Linking Across Components

Define enough information so that events generated by your component can be cross
linked to other events.
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Updating Event Definitions

The conponent _events. xm file provides version support. If you decide to change the
event definitions, make sure to delete any associated materialized view.
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Using Audit Analysis and Reporting

This chapter describes how to configure audit reporting and view audit reports.
This chapter includes the following topics:

About Audit Reporting
Audit Reporting with the Dynamic Metadata Model

About Audit Reporting

The Oracle Fusion Middleware Audit Framework offers two approaches to audit
reporting. The approach you adopt is determined by the audit model that components
use at your site:

Dynamic Metadata Model

This model was introduced in 11g Release 1 (11.1.1.6.0). Oracle Fusion
Middleware installations starting with 12¢ (12.1.2) use this mode. For information
about this model, see Audit Reporting with the Dynamic Metadata Model.

Report Template Model

This earlier model is used by system components. When you upgrade, the Oracle
Fusion Middleware Audit Framework continues to use this model.

Audit Reporting with the Dynamic Metadata Model

Audit events are saved into the i au_comon common attribute table and the

i au_cust om nnn custom attribute tables. Oracle Platform Security Services Common
Audit Framework generates SQL scripts to create Oracle Database views. Component
reporting applications can use these views to query audit event data from audit
database tables.

ORACLE

To set up audit reporting with the Dynamic Metadata Model:

1.

Register your application with audit. Audit registration creates audit views that
lets you run queries on audit data. For information about generating audit views
manually, see Registering the Application with the Audit Service.

Configure audit policies so that audit logs events to generate audit data. For
information about audit logging, see Logging Audit Events Programmatically.

Configure the audit loader to ensure bus-stop files are migrated to the database.
For information about bus-stop files, see Managing Bus-Stop Files.

If audit views were not created at registration, then:
e Use creat eAudi t DBVi ewto generate a SQL script of audit definitions.

* Log in to the database as the | AU schema user to create a view using the SQL
script.

Configure your reporting application to query the view.
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¢ See also:

createAuditDBView in WLST Command Reference for Infrastructure Security
Audit Views Created at Registration

Manually Created Audit Views

Audit Views Created at Registration

Starting with Release 12¢ (12.2.1), database views of your audit data can be created
at registration. The views supported are:

Simple view - This view is based on the runtime database mappings of the
component attributes against the columns in | AU_COMMON and | AU_CUSTOM *
tables.

A Simple database view is created in the | AU VI EWER schema when a component
registers with audit. This view type is available for all supported databases. Note
that a simple view is automatically generated for the component when you create
the schema with Oracle Fusion Middleware Repository Creation Utility.

Indexable view - A simple view that is indexable. This view leverages Oracle
materialized views for improved performance of reporting queries. These views
are supported ready-to-use for Oracle Databases only.

Use indexable views with care, as they can impact the audit loader performance.
A component can switch to an indexable view with the cr eat el AUWi ew WebLogic
Scripting Tool (WLST) command. Qualified event attributes must be present in the
component audit definitions. For information about indexes, see Creating Indexes
on Custom Table Attributes Using Materialized Views.

File audit repositories do not support views.

Manually Created Audit Views

ORACLE

To create audit views manually, use the cr eat eAudi t DBVi ew command. Here is the

output that this command generated when it was called to create a view for the

Appl i cationAudit component:

Audit View for Conmponent

CREATE VI EW Appl i cat i onAudi t _AUDI TVI EW AS
SELECT | AU_AUDI TSERVI CE. | AU_TRANSACTI ONI D AS AUDI TSERVI CE_TRANSACTI ONI D,
| AU_COMMON. | AU_COVPONENTTYPE AS Conponent Type,
| AU_COMMON. | AU_MAJORVERSI ON AS Maj or Ver si on,

| AU_COVWON. | AU_M NORVERSI ON AS M nor Ver si on,

| AU_COMMON. | AU_I NSTANCEI D AS I nstancel d,

| AU_COMMON. | AU_HCSTI D AS Host I d,

| AU_COMMON. | AU_HOSTNWADDR AS Host Nwaddr ,

| AU_COMMON. | AU_MODULEI D AS Mbdul el d,

| AU_COMMON. | AU_PROCESSI D AS Processl d,

| AU_COMMON. | AU_ORACLEHOME AS Or acl eHone,

| AU_COMMON. | AU_HOVEI NSTANCE AS Honrel nst ance,

| AU_COMMON. | AU_ECI D AS ECI D,

| AU_COMVON. | AU_RI D AS RID,

| AU_COMMON. | AU_CONTEXTFI ELDS AS Cont ext Fi el ds,
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| AU_COMMON. | AU_SESSI ONI D AS Sessi onl d,

| AU_COVMON. | AU_TARGETCOVPONENTTYPE AS Tar get Conponent Type,

| AU_COMVON. | AU_APPLI CATI ONNAME AS Appl i cati onNane,

| AU_COVWMON. | AU_EVENTTYPE AS Event Type,

I AU_COVMON. | AU_EVENTCATEGCORY AS Event Cat egory,

| AU_COWVON. | AU_EVENTSTATUS AS Event St at us,

| AU_COMMON. | AU_TSTZORI Gl NATI NG AS Tst zOri gi nati ng,

| AU_COVMON. | AU_THREADI D AS Threadl d,

I AU_COVMON. | AU_COVPONENTNAVE AS Conponent Nane,

| AU_COVMON. | AU_I NI TI ATOR AS Initiator,

| AU_COVMON. | AU_MESSAGETEXT AS MessageText,

| AU_COVMON. | AU_FAI LURECCDE AS Fai | ur eCode,

| AU_COVWMON. | AU_REMOTEI P AS Renot el P,

| AU_COVWMON. | AU_TARCET AS Tar get,

| AU_COMMON. | AU_RESQURCE AS | AU_RESCURCE,

| AU_COMMON. | AU_ROLES AS Rol es,

| AU_COMMON. | AU_DOVAI NNAME AS Domai nNane,

I AU_COVMON. | AU_COVPONENTDATA AS Conponent Dat a,

| AU_COWNON. | AU_AUDI TUSER AS Audi t User,

| AU_COVMON. | AU_TENANTI D AS Tenant | d,

| AU_COMVON. | AU_TRANSACTI ONI D AS Transacti onl d,

| AU_COMMON. | AU_USERTENANTI D AS User Tenant | d,

| AU_CUSTOM | AU_I NT_001 AS Account Nunber,

| AU_CUSTOM | AU_DATETI ME_001 AS Dat e,

| AU_CUSTOM | AU_FLOAT_001 AS Anount,

| AU_CUSTOM | AU_STRI NG 002 AS Status,

| AU_CUSTOM | AU_FLQOAT_002 AS Bal ance,

| AU_USERSESSI ON. | AU_AUTHENTI CATI ONVETHOD AS Aut henti cati onMet hod
FROM | AU_AUDI TSERVI CE, | AU_COMVON, | AU_CUSTOM | AU_USERSESSI ON WHERE
I AU_COVWON. | AU_I D = | AU_AUDI TSERVI CE. | AU_I D AND | AU_COWON. | AU_ID =
| AU_CUSTOM | AU_I D AND | AU_COWMON. | AU_I D = | AU_USERSESSI ON. | AU_I D AND
| AU_COVMON. | AU_Conponent Type = ' ApplicationAudit';
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This part contains the following chapters:

Integrating Application Security with OPSS

The Security Model

Developing with the Credential Store Framework
Developing with the User and Role API

Developing with the Identity Governance Framework
Developing with the Keystore Service

Developing with Oracle Fusion Middleware Audit Framework
Configuring Java EE Applications to Use OPSS

Configuring Java SE Applications to Use OPSS



Integrating Application Security with OPSS

This chapter describes a number of security use cases, including the propagation
of identities in domains and across domains, and the typical life cycle of an Oracle
Application Development Framework (Oracle ADF) application security.

This chapter includes the following sections:

e About Security Challenges

e Security Integration Use Cases

* The OPSS Trust Service

»  Propagating Identities over HTTP

*  Propagating Identities with the OPSS Trust Service
* Implementing a Custom Graphical User Interface

e Securing Oracle ADF Applications

e Code and Configuration Examples

* Propagating Identities with JKS

About Security Challenges

ORACLE

This chapter introduces use cases that solve several typical security challenges. Use
these use cases as the departing point to solve your particular application security
requirements. The audience includes developers, security architects, and security
administrators, and the solutions presented offer both declarative and programmatic
approaches.

The top security issues that you face include managing users, user passwords, and
controlling access to resources. OPSS provides solutions to these challenges by
supporting:

« External security artifacts separate from the application logic
» A declarative approach to security

* A complete user identity life cycle

* Policy-driven access controls

Figure 16-1 illustrates how applications access the security stores and the tools you
use to manage them.
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Figure 16-1 Applications, Security Stores, and Management Tools

| APM i EM oM
Application Policy and Role | Configuration Security Artifact | Identity and Enterprise Role
i Management | | Management Management | Management

—— Application Transaction Data ——————————»

OPSS

Identity and Role Provisioning
Single Sign-On S
! » [ b
OPSS Security Store g
A
Authentication Function Security User and -
‘ i Authorization Role Profile Identity Store

I Credentials
WLS Container Keys
| Applications Audlit
| l ADF, SOA, WebCenlter, BI
‘ OWSM Agent SPML Data Security

¢ See also:

OPSS Architecture Overview

Introducing Oracle Access Management in Administering Oracle Access
Management

Developing Fusion Web Applications with Oracle Application Development
Framework

Developing Applications with Oracle Security Developer Tools

OPSS API References

Security Integration Use Cases

ORACLE

The following sections introduce several use cases:
e Authentication

e ldentities

e Authorization

e Credentials

e Audit

* |dentity Propagation
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e Administration and Management
* Integration

Each use case includes a brief description of the problem it attempts to solve, the
security and features involved, and links to details.

Authentication

The following sections describe authentication use cases:

» Java EE Application Requiring Authenticated Users - Users must be authenticated
to access a Java EE application.

» Java EE Application Requiring Programmatic Authentication - A Java EE
application requires authenticating a user programmatically.

» Java SE Application Requiring Authentication - A Java SE application requires
authenticating against the domain identity store.

Java EE Application Requiring Authenticated Users

ORACLE

To access a Java EE application, users must be authenticated against the identity
store in cases where the identity store is any of the following:

e Asingle LDAP store.
e Several LDAP stores of the same kind.

e Several LDAP stores of different kinds, such as, for example Microsoft Active
Directory and Oracle Internet Directory.

e Asingle DB store.
* Several LDAP and DB stores.

This use case requires:

* Allowing access to the application to only authenticated users.

*  Not modifying the application code, even when customers have user identities in
different repositories.

This use case features:

»  Configuring the appropriate authentication providers according to your particular
set of user repositories.

»  Configuring the authentication provider in case of a mixed LDAP or mixed LDAP
and DB types.

According to the repository used, the details of this use case are divided into the
following scenarios:

* Single user repository - Configure the appropriate WebLogic Server Authentication
Provider.

e Multiple user repositories - Configure the LDAP providers.
« DB repositories - Configure the database providers.

For information about authentication providers, see WebLogic Server Authentication
Providers.
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Java EE Application Requiring Programmatic Authentication

A Java EE application not using deployment descriptors must authenticate the user
programmatically against the configured identity store(s).

This use case requires using OPSS APIs to authenticate a user, and it features:

e Configuring authentication providers for a Java container

e Usingtheoracle.security.|ps.service.login.Logi nService interface to
authenticate the user.

For information about authentication, see About Authentication in Java EE
Applications.

Java SE Application Requiring Authentication

|dentities

A Java SE application must authenticate users against the LDAP identity store used
in the domain. The application code requesting authentication must be the same
regardless of the specifics of the domain's identity store.

This use case requires configuring the identity store(s) against

which the authentication should take place and using the
oracle.security.jps.service.login.LoginService interface. A Java SE application
can use only one identity login module.

For information about using login modules programmatically, see Using the Login
Modules in Java SE Applications.

The following sections describe identity use cases:

e Application Running in Two Environments - An Application, to run in two different
environments, requires access user profile information in a single LDAP store.

*  Application Accessing User Profiles in Multiple Stores - An Application requires
access user profile information stored in multiple LDAP stores.

Application Running in Two Environments

ORACLE

An application that can run in two different environments requires access to user
profile information stored in an LDAP store. The LDAP server may differ with the
environment.

More specifically, this use case assumes that:

e The application uses the User Profi | e. get Emai | method.

* In one environment, mail is configured in the Microsoft Active Directory server:
mail.attr = nsad_emil

* In the other environment, mail is configured in the Oracle Identity Directory server:

mail.attr = mail
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For the application to retrieve the correct information without modifying the code and
regardless of the environment (first or second) in which it runs, you must configure the
identity store providers with the correct property in each of the environments.

In Microsoft Active Directory, set the identity store provider name property:

<property name="mail.attr" value="nsad_nail">

In Oracle Identity Directory, set the identity store provider nane property:

<property name="mail.attr" val ue="mail"

For information about identity store provider configuration, see Configuring the Identity
Store Provider .

Application Accessing User Profiles in Multiple Stores

An application requires access to user profile information located in more than
one LDAP store servers. In this scenario, you must configure the environment for
multiple LDAP stores. For information about the procedure, see Configuring Single
and Multiple LDAPs.

Authorization

The following sections describe authorization use cases:

« Java EE Application Accessible by Specific Roles - A Java EE application
accessible only by users configured in web descriptors.

e Oracle ADF Application Requiring Fine-Grained Authorization - An Oracle ADF
application requires fine-grained authorization.

e Application Securing Web Services - An requires securing web services.

» Java EE Application Requiring Codesource Permissions - A Java EE application
requires codesource permissions.

e Non-Oracle ADF Application Requiring Fine-Grained Authorization - A non-Oracle
ADF application requires fine-grained authorization.

Java EE Application Accessible by Specific Roles

For a Java EE application that allows access only to users that had been assigned
specific roles in web descriptors, the group-to-role assignment must be configurable at
deployment based on the customer's environment.

For information about declarative security, see the following topics in Developing
Applications with the WebLogic Security Service:

* Using Declarative Security with Web Applications

* Using Declarative Security with EJBs

Oracle ADF Application Requiring Fine-Grained Authorization

For an Oracle ADF application that requires fine-grained authorization at the level of
individual controls on the pages of the application, you must externalize policies and
customize them after you application deployment.
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¢ See also:

Securing Oracle ADF Applications

Enabling ADF Security in a Fusion Web Application in Developing Fusion
Web Applications with Oracle Application Development Framework

Application Securing Web Services

The application requires securing web services with fine-grained authorization. For
information about Web services, see Configuring Authorization Using Oracle Web
Services Manager in Securing Web Services and Managing Policies with Oracle Web
Services Manager.

Java EE Application Requiring Codesource Permissions

A Java EE application requires codesource permissions to perform specific actions.
Typical examples are reading a credential from the credential store or looking up
policies. For information about permissions, see Configure a Grant.

Non-Oracle ADF Application Requiring Fine-Grained Authorization

A non-Oracle ADF application requires fine-grained authorization checks. In this
scenario:

* Place checks in the application code
»  Configure the appropriate policies

For information about managing and checking policies programmatically, see The
JAAS/OPSS Authorization Model.

Credentials

The following section describe a credential use case:

»  Application Requiring Credentials to Access System - An Application requires
credentials to access a back-end system.

Application Requiring Credentials to Access System

An application requires a credential to connect to a back-end system, such as a
database or an LDAP server. The application code should reference this credential
in such a way that the specifics of the credential can be changed per customer

post deployment without modifying the application code. Furthermore, this use case
also requires specifying who can access the credential store and what operations an
authorized user can perform on credential data.

This use case features:

* Using the credential store to persist credentials

* Fetching credentials at runtime with the Credential Store Framework API in
application code
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» Defining and enforcing system policies on codesource

¢ See also:

Managing Credentials
Provisioning Access Permissions
Credential Store Framework APl Examples

Packaging Credentials with the Application

The following sections describe audit use cases:

* Auditing Security-Related Activity - An application requires recording security-
related activity.

* Auditing Business-Related Activity - An application requires recording business
activity in the context of a flow.

Auditing Security-Related Activity

The settings explained in this use case apply to all applications and components in a
domain. Applications running in a domain require recording when policies, credentials,
or keys are changed, and the policies evaluated in a particular time interval.

This use case features:

» Integrating applications with Oracle Platform Security Services Common Audit
Framework.

« Defining application audit categories and events in security areas, and making the
application audit-aware.

e Setting the appropriate filter level in each application.

¢ See also:

Registering the Application with the Audit Service

Logging Audit Events Programmatically

Auditing Business-Related Activity

ORACLE

The settings explained in this use case apply to all applications and components

in a domain. Applications must record business-related activity in the context of a
functional flow. Specifically, the application requires logging the users and the business
actions performed by them in a particular time interval.
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To implement this scenario, you create audit events based on business needs, and
the application logs the event activity in the audit store. In addition, you generate
audit reports from audit events, manage runtime audit policies, and modify audit event
definitions, as needed.

This use case features:

« Allowing applications to define business functional areas (as audit categories),
business activities (as audit events in categories), and attributes in each category.

e Registering applications at deployment, updating audit definitions, and
deregistering applications after deployment.

e Managing audit artifacts with Oracle Enterprise Manager Fusion Middleware
Control (Fusion Middleware Control) or WebLogic Scripting Tool (WLST)
commands.

¢ See also:

Registering the Application with the Audit Service
Logging Audit Events Programmatically
Creating Audit Definition Files

Managing Audit Policies

Identity Propagation

The following sections describe identity propagation use cases:
* Propagating the Executing User Identity

» Propagating a User Identity

* Propagating Identities Across Domains

» Propagating Identities over HTTP

Propagating the Executing User Identity

A client application in a container requires propagating the executing user identity to
a web service over the Simple Object Access Protocol (SOAP). The web service may
be running in the same domain (same or different Managed Server), or in a different
domain.

For information about OWSM, see Securing Web Services and Managing Policies with
Oracle Web Services Manager.

Propagating a User Identity

ORACLE

A client application in container requires propagating a user identity (distinct from the
executing user identity) to a web service over SOAP.

In this use case, the application gets the specific identity to propagate from the
credential store and uses OWSM ability to propagate the identity to a remote server.
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For information about OWSM, see Securing Web Services and Managing Policies with
Oracle Web Services Manager.

Propagating Identities Across Domains

A client application in container requires propagating a user identity (stored in the
security store) to a different WebLogic Server domain.

For information about domain trust, see Enabling Trust Between WebLogic Server
Domains in Administering Security for Oracle WebLogic Server.

Propagating Identities over HTTP

A client application in container requires propagating identities over HTTP. The
recommended implementation is to use the OPSS trust service.

¢ See also:

Propagating Identities with the OPSS Trust Service

Propagating Identities with JKS

Administration and Management

The following sections describe administration and management use cases:

e Application Requiring a Centralized Store
e Application Requiring a Custom Management Tool

e Application Running in a Multiple Server Environment

Application Requiring a Centralized Store

An application requires a central repository of policies, credentials, audit configuration,
trusts, and keys, and a set of tools to manage it. To implement this use case, use
OPSS services and the tools to manage security services.

¢ See also:

About the Security Store

Managing Policies with Fusion Middleware Control
Managing Policies with WLST

Managing Credentials with Fusion Middleware Control
Managing Credentials with WLST

Managing Keys and Certificates
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Application Requiring a Custom Management Tool

An application requires a custom tool to manage externalized security data. To
implement this use case, create a custom graphical user interface that calls OPSS
APIs to display and manage security data in a context meaningful to the application.

¢ See also:

Implementing a Custom Graphical User Interface

OPSS API References

Application Running in a Multiple Server Environment

An application running in a domain (where several server instances may be distributed
across multiple machines) requires propagating security data changes when you
initiate changes on the Administration Server and data on Managed Servers is
refreshed based on caching policies. Changes must take effect in all components of
the application regardless of where they are running. To implement this use case, use
the OPSS MBeans or OPSS APIs to modify security data.

¢ See also:

Environments with Multiple Servers

Configuring Services with MBeans

Integration

A product requires multiple WebLogic Server domains to run and these domains
must share a single central security store. To implement this use case, use the
reassoci at eSecuritySt ore command to join to a store in some other domain, and
the OPSS support for several domains to share a centralized security store.

Joining to a security store is supported only when you create a new domain.

¢ See also:

reassociateSecurityStore

Encrypting Credentials
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The OPSS Trust Service

The OPSS trust service uses the Identity Asserter to provide and validate tokens and
allows applications to propagate identities across HTTP-enabled applications.

¢ See also:

Trust Service Properties

updateTrustServiceConfig in WLST Command Reference for Infrastructure
Security

Propagating Identities over HTTP

¢ Note:

Oracle recommends that you implement identity propagation using the OPSS
trust service as explained in Propagating Identities with the OPSS Trust
Service.

Figure 16-2 illustrates the typical flow of identity propagation using HTTP:

1.

ORACLE

A client application in Domainl requests a token for an authenticated user from
Domainl's OPSS trust instance.

The service accesses Domainl's keystore and generates a token for the client
application.

The client application encodes the token in an HTML header and dispatches an
HTTP request to a Java servlet in Domain2. Domain 2's asserter intercepts the
request and extracts the token.

The asserter requests a validation of that token from Domain2's OPSS trust
instance.

The service accesses Domain2's keystore to validate the token and returns a
response.

Assuming that the validation is successful, the asserter sends the request to the
Java servlet with the asserted identity.

The Java servlet sends an HTTP response to the client application request.
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Figure 16-2 Identity Propagation over HTTP
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The ready-to-use configuration sets the key alias based on the server name.

Propagating Identities with the OPSS Trust Service

To propagate identities across multiple domains or across containers in a single
domain, Oracle recommends that you use the OPSS trust service as explained in
the following sections:

e Propagating Identities Across Multiple WebLogic Server Domains
* Propagating Identities Across Containers in a Single WebLogic Server Domain

e Trust Provider Properties

Propagating Identities Across Multiple WebLogic Server Domains

In this use case there are two different WebLogic Server domains: Domainl and
Domain2. The client application is running in Domainl, and the Java servlet is running
in Domain2. The client application uses Domainl's service for token generation, and
the Java servlet uses Domain2's service for token validation.

The following sections include examples and configurations to implement this use
case:

»  Token Generation on the Client-Side Domain

» Server-Side or Token Validation Domain

Token Generation on the Client-Side Domain

ORACLE

On the client side (Domainl) where the token is generated:

» Develop the Client Application
e Configure the Truststore
e Add a TrustServiceAccessPermission Grant

e Configure the Provider
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Develop the Client Application

The client application can be a Java SE or Java EE application. The following example
illustrates the client application:

/1 Authentication type nanme

public static final String AUTH TYPE_NAME = "O T";
/1 The authenticated usernane

String user = "webl ogic";

/1 URL of the target application

URL url = "http://<host>: <port>/<destinati onApp>";

JpsCont ext Factory ctxFactory = JpsCont ext Fact ory. get Cont ext Factory();
JpsContext jpsCtx = ctxFactory. getContext();
final TrustService trustService = jpsCx.getServicelnstance(Trust Service.class);
final TokenManager tokenMyr = trust Service. get TokenManager();
final TokenContext ctx = tokenMyr. createTokenCont ext (
TokenConf i gur at i on. PROTOCOL_EMBEDDED) ;
User nameToken ut = WSSTokenUtil s. creat eUser naneToken("wsui d*, user);
CGenericToken gtok = new GenericToken(ut);
ctx. set SecurityToken(gtok);
ct x. set TokenType( SAML2URI . ns_sam ) ;
Map<String, Object> ctxProperties = ctx.getCQ herProperties();
ct xProperties. put ( TokenConst ant s. CONFI RVATI ON_METHCD,
SAML2URI . confi rmati on_net hod_bearer);

AccessControl | er.doPrivil eged(new Privil egedAction<String>() {
public String run() {
try {
t okenMyr . i ssueToken(ctx);
} catch (Exception e) {
e.printStackTrace();
}
return null;
}
1

Token token = ctx.getSecurityToken();
String b64Tok = TokenUtil.encodeToken(token);

Ht t pURLConnection connection = (HttpURLConnection) url.openConnection();
connect i on. set Request Met hod( " GET") ;
connect i on. set DoQut put (true);
connect i on. set ReadTi meout ( 10000) ;
connect i on. set Request Property("Authorization", AUTH TYPE_NAME + " " + b64Tok);
connect i on. connect ();
Buf f eredReader rd = new Buf f eredReader (new | nput St r eanReader (
connection. getlnputStreanm()));
StringBuilder sb = new StringBuilder();

String line = null;

while ((line = rd.readLine()) !'=null) {
sh. append(line);

}

connection. di sconnect () ;

Systemout. println(sb.toString());
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Configure the Truststore

The truststore should be provisioned with a client certificate and a private key. The
certificate is exported from the keystore and imported into the truststore. Both the
keystore and the truststore, are managed by the keystore service (KSS) keystore in
the client domain.

# Note:

When you set the trust . keyst or eType property to KSS, it is recommended
not to use passwords for the keystore or the truststore. In this case, by
default, the keystore and truststore are protected by codesource permissions
and therefore do not require password protection.

The following script illustrates these tasks:

# Update followi ng values with correct val ue

user = "<username>"
password = "<password>"
w surl = "t3(s)://<host>: <port>"

stripeNane = "<stripeNme>"

S
ksName = "<trustservice_ks>"
tsName = "<trustservice_ts>"

al i asName = "<trustservice>"
i ssuerDN = "cn=" + aliasNane

print "Stripe Name: " + stripeName
print "KeyStore Name: " + ksNane
print "TrustStore Nane: " + tsName
print "Alias Name: " + aliasNane
print "Issuer DN. " + issuerDN

connect (user, password, wsurl)

svc = get OpssServi ce(name=" KeySt oreService')
svc. | i stKeyStores(appStripe=stripeNane)

svc. creat eKeyStore(appStri pe=stri peName, name=ksNane, password="",
perm ssi on=true)

svc. gener at eKeyPai r (appStri pe=stri peNane, nane=ksName, password="", dn=i ssuerDN,
keysi ze="1024", alias=al i asName, keypassword="", algorithm="RSA")

svc. export KeyStoreCertificate(appStripe=stripeName, name=ksNane, password="",

al i as=al i asNarme, keypassword="", type="Certificate", filepath="./

trustservice.cer")

svc. creat eKeySt ore(appSt ri pe=stri peNane, name=t sNane, password="",

perm ssi on=true)

svc. inmportKeyStoreCertificate(appStripe=stripeName, name=tsNane, password="",
al i as=al i asNarme, keypassword="", type="TrustedCertificate", filepath="./
trustservice.cer")

svc. | i stKeyStores(appStripe=stripeNane)
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svc. | i stKeyStoreAliases(appStripe=stripeNane, nane=ksName, password="",
type="Certificate")
exit()

Add a TrustServiceAccessPermission Grant

The following grant (in the application j azn- dat a. xmi file) illustrates a codesource
permission that allows clients to use trust methods:

<gr ant >
<grant ee>
<codesour ce>
<url>file:${oracle.deployed. app. dir}/<M/App>${oracl e. depl oyed. app. ext } </
url>
</ codesour ce>
</ grant ee>
<per ni ssi ons>
<per ni ssi on>
<cl ass>oracl e. security.jps.service.trust. Trust Servi ceAccessPerm ssi on</
cl ass>
<nanme>appl d=*</ nane>
<actions>i ssue</actions>
</ perm ssi on>
</ perm ssi ons>
</grant>

Add this grant to the security store with the gr ant Per mi ssi on WLST command, or

if the application is a Java EE application and the j azn- dat a. xnl file is packed

with the application, then have the grant migrated to the security store at application
deployment.

¢ See also:

grantPermission in WLST Command Reference for Infrastructure Security.

Configuring the Filter and the Interceptor

Configure the Provider
The following example illustrates trust provider properties:

<propertySet nane="trust. provider.enbedded" >
<property nanme="trust.keystoreType" val ue="KSS"/>
<property name="trust.keyStoreName" val ue="kss://<stripeNane>/ <keyst or eName>"/>
<property name="trust.trustStoreNane" val ue="kss://<stri peName>/
<trust storeName>"/>
<property name="trust.aliasNane" val ue="<al i asName>"/>
<property nanme="trust.issuerName" val ue="<i ssuerName>"/>
<property nanme="trust.provider.className"
val ue="oracl e.security.jps.internal.trust.provider.enbedded. EmheddedProvi der | npl "
/>
<property name="trust.cl ockSkew' val ue="60"/>
<property name="trust.token.validityPeriod" val ue="1800"/>
<property name="trust.token.includeCertificate" value="false"/>
</ propertySet >
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Server-Side or Token Validation Domain

ORACLE

On the server side (Domain2) where the token is validated:

» Develop the Server Application
e Configure web.xml

e Configure the Asserter

*  Provision the Keystore

e Add Permissions

e Configure the Provider

Develop the Server Application
The Java servlet code first obtains the asserted user:

public void doCet (HttpServl et Request request, HtpServletResponse response)
throws Servl et Exception, |COException {
String username = request.get RenoteUser();
Servl et Qut put Stream out = response. get Qut put Strean();
out.print("Asserted username: " + usernane);
out.close();

}

Configure web.xml
Set the login configuration method to CLI ENT- CERT in the web. xm file:
<web- app id="WebApp_I D'

<l ogi n-confi g>

<aut h- met hod>CLI ENT- CERT</ aut h- net hod>

<real mnanme>l dentity Assertion </real mnane>
</l ogi n-confi g>

</ web- app>

Configure the Asserter
Configure the asserter in one of the following ways:

* Log in to Oracle WebLogic Server Administration Console and go to Security
Realms, then to the Providers tab, then to Authentication, and then choose
TrustServiceldentityAsserter.

This asserter calls trust methods to decode and validate the token from the
incoming request, and passes the user name to WebLogic Server to establish
the asserted subject.

* Use a script like the following:

connect (" <usernanme>", "<passwor d>", "t 3://<host >: <port>")
edit()
startEdit()
real m = cno. get SecurityConfiguration().getDefaul t Real n()
tsia = real m|ookupAut henti cationProvider("TSIA")
if tsia != None:

real m destroyAut henti cati onProvi der (tsia)
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tsia = real mcreateAut henticationProvider("TSI A",
"oracle.security.jps.wWs.providers.trust. Trust ServiceldentityAsserter")
save()

activate()

di sconnect ()

Provision the Keystore

Export the client certificate you provisioned in the Domainl's keystore and import it
into the Domain2's truststore, as illustrated in the following example.

# Note:

Import the certificate in the keystore with an alias that matches the client
name. In case of multiple domains, the i ssuer Narme set during token
generation on the client side is used as the alias name to search for the
certificate name on the server side.

# Update followi ng values with correct val ue

user = "<username>"
password = "<password>"
w surl = "t3(s)://<host>:<port>"

stripeName = "<stri peName>"

ksName = "<trustservice_ks>"
tsName = "<trustservice_ts>"

al i asName = "<trustservice>"

print "lInporting certificate for :
print "Stripe Name: " + stripeName
print "TrustStore Name: " + tsName
print "Alias Name: " + aliasName
connect (user, password, wsurl)
svc = get OpssServi ce(name="KeySt oreService')
svc. | i stKeyStores(appStripe=stripeNane)

+ al i asNane

# switch Trust service to using KSS

svc. creat eKeySt ore(appStri pe=stri peName, name=t sNane, password="",

perm ssi on=true)

svc. import KeyStoreCertificate(appStripe=stripeName, name=tsNane, password="",
al i as=al i asNanme, keypassword="", type="TrustedCertificate", filepath="./
trustservice.cer")

svc. i stKeyStoreAliases(appStripe=stripeNane, nane=tsName, password="",
type="TrustedCertificate")

exit()

Add Permissions

Use the grant Per ni ssi on WLST command to add codesource grants to the
application's j azn- dat a. xm file.

For example, the following codesource grant is required for the MyApp application to
use trust methods:

<grant >
<grant ee
<codesour ce>
<url>file:${oracl e.depl oyed. app. di r}/ <MyApp>${ or acl e. depl oyed. app. ext } </
url >
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</ codesour ce>
</ grant ee>
<per ni ssi ons>
<per ni ssi on>
<cl ass>oracl e.security.jps.service.trust. Trust Servi ceAccessPerm ssi on</
cl ass>
<name>appl d=*</ nane>
<actions>val i dat e</ acti ons>
</ perm ssi on>
</ perm ssi ons>
</grant>

¢ See also:

grantPermission in WLST Command Reference for Infrastructure Security

Configure the Provider
The following example illustrates trust provider properties:

<propertySet nane="trust. provider.enbedded" >
<property nanme="trust.keystoreType" val ue="KSS"/>

<property nanme="trust.keySt oreName" val ue="kss://<stripeName>/ <keyst oreNane>"/>

<property nanme="trust.trustStoreNane" val ue="kss://<stripeName>/
<trust st oreName>"/>

<property nanme="trust.aliasNane" val ue="<al i asName>"/ >

<property nane="trust.issuerName" val ue="<i ssuer Name>"/>

<property nanme="trust. provider.className"
val ue="oracl e. security.jps.internal.trust.provider.enbedded. EmheddedProvi der | npl "
/>

<property name="trust.cl ockSkew' val ue="60"/>

<property name="trust.token.validityPeriod" val ue="1800"/>

<property name="trust.token.includeCertificate" value="false"/>
</ propertySet >

If the provider is used only for token validation, then the al i asName and i ssuer Nane
attributes are not used for token validation and are therefore optional. In this case to
validate a token, the provider looks for the certificate using the name included in the
token.

Propagating Identities Across Containers in a Single WebLogic Server

Domain

In this use case the client and server applications run in the same domain, both
applications can use the same keystore, and therefore it is not necessary to import the
client certificate (into some other keystore). All other information remains identical to
that explained in the multiple-domain scenario.

Trust Provider Properties

ORACLE

To configure the trust provider, use the following properties:

e trust.keyStoreType
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e trust.keyStoreName

e trust.trustStoreName

e trust.aliasName

e trust.issuerName

e trust.provider.classNane

e trust.clockSkew

e trust.token.validityPeriod

e trust.token.includeCertificate

The following example illustrates a trust provider configuration:

<propertySet nane="trust. provider.enbedded" >
<property name="trust.keystoreType" val ue="KSS"/>
<property nanme="trust.keySt oreName" val ue="kss://<stripeName>/ <keyst oreNane>"/>
<property nanme="trust.trustStoreNane" val ue="kss://<stri peName>/
<trust st oreName>"/>
<property name="trust.aliasNane" val ue="<al i asName>"/ >
<property nanme="trust.issuerName" val ue="<al i asNane>"/>
<property nanme="trust. provider.className"
val ue="oracl e.security.jps.internal.trust.provider.enbedded. EnheddedProvi der | npl "
/>
<property name="trust.cl ockSkew' val ue="60"/>
<property name="trust.token.validityPeriod" val ue="1800"/>
<property name="trust.token.includeCertificate" value="false"/>
</ propertySet >

To modify the properties of the trust provider, use the updat eTr ust Ser vi ceConfi g
WLST command. For information about this command, see updateTrustServiceConfig
in WLST Command Reference for Infrastructure Security.

Implementing a Custom Graphical User Interface

ORACLE

This section illustrates some of the operations needed when you implement, for
example, a custom graphic Ul to manage policies. The examples use the OPSS APIs
and demonstrate how to:

* Queue users in the identity store.
*  Queue application roles in the security store.

*  Queue the mapping of users and groups to application roles. Specifically, given a
user identify all the application roles mapped to that user (Recall that the mapping
of users and groups to application roles is a many-to-many relationship).

» Create, read, update, and delete the mapping of users and groups to application
roles.

This use case assumes that:

*  The identity store is an LDAP store.

*  The security store is an LDAP store.

* The identity store contains the following hierarchy of users and groups:

— The Mary, John, Tom, and Helen users.
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— The IT, Training, and Development groups.

— The Training and Development groups, members of the IT group.

— The Mary user, member of the Training group.

— The Tom and John users, members of the Development development.

*  The security store contains the following application policies and hierarchy of
application roles:

— The ApplicationPolicyl and ApplicationPolicy2 application policies.

— The System Manager, System Developer, and System Analyst roles,
application roles referenced in the policy ApplicationPolicyl. The System
Manager role is a member of the System Developer role. The System
Developer role is a member of the System Analyst role.

— The Director, Instructor, and Lecturer roles are application roles referenced in
the ApplicationPolicy2 policy. The Director role is a member of the Instructor
role. The Instructor role is a member of the Lecturer role.

* Application roles are mapped to users and groups:
— The System Manager role is mapped to the Helen user.
— The System Developer role is mapped to the Development group.
— The Director role is mapped to the Tom user.
— The Instructor role is mapped to the Training and Development groups.

Figure 16-3 illustrates this hierarchy of application roles, users and groups, and the
mapping of application roles to users and groups.
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Figure 16-3 Mapping of Application Roles to Users and Groups
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Note that this role hierarchy implies that a user in the System Manager role is also in
the System Developer role, and similarly with the other roles. The role membership for
each of the four users is next summarized:

User Tom is a member of the following application roles: System Developer,
System Analyst, Director, Instructor, and Lecturer.

User Helen is a member of the following application roles: System Manager,
System Developer, and System Analyst.

User Mary is a member of the following application roles: Instructor and Lecturer.

User John is a member of the following application roles: System Developer,
System Analyst, Instructor, and Lecturer.

For the examples details, see the following sections:

Imports Assumed

Query ldentity Store Example
Create Role Example

Query Roles Example

Map Roles Example

Get Roles that Contain a User Example

ORACLE"
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* Delete Role Mapping Example

Imports Assumed

The examples assume the following import statements:

i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport

java. security. AccessController;

java.security. Policy;

java.security.Principal;
java.security.PrivilegedExceptionAction;

java.security. Security;

java.util.HashSet;

java.util.List;

java.util. Set;

javax.security. auth. Subject;

oracle.security.idmldentity;
oracle.security.idmldentityStore;

oracl e.security.idm Obj ect Not FoundExcepti on;
oracle.security.idmRole;

oracl e.security.idm Rol eManager;

oracle.security.idm SearchParaneters;

oracl e.security.idm SearchResponse;

oracle.security.idm Sinpl eSearchFilter;

oracle.security.idm User;

oracle.security.idm UserProfile;

oracl e.security.jps.ContextFactory;
oracle.security.jps.JpsContext;

oracle.security.jps.JpsContext Factory;
oracle.security.jps.principals.JpsApplicationRole;
oracle.security.jps.service.idstore.ldentityStoreService;
oracle.security.jps.service.policystore. ApplicationPolicy;
oracl e.security.jps.service.policystore. PolicyCbjectNot FoundExcepti on;
oracle.security.jps.service.policystore.PolicyStore;
oracle.security.jps.service.policystore. PolicyStoreException;
oracle.security.jps.service.policystore.entitymanager. AppRol eManager ;
oracle.security.jps.service.policystore.info. AppRol eEntry;
oracle.security.jps.service.policystore.search. AppRol eSear chQuery;
oracle.security.jps.service.policystore.search. Conpar at or Type;
oracle.security.jps.util.JpsAuth;

webl ogi c. security. principal.Principal Factory;

Query |dentity Store Example

The following example illustrates two queries to users in the identity store:

ORACLE

private void queryUsers() throws Exception {

Il Using IDMUR to query ID store
IdentityStore idnStore = idStore.getldnStore();

/1 Query an individual user by name
User enpl oyee = idnftore. searchUser (USER_TOV ;

Log("----mrmrrm e ")
| og("### Query individual user (Tom) fromI|D store ###");
[ og(USER_ TOM + ": " + enpl oyee.getName() + " GUD " +
enpl oyee. get GU () ) ;
log();

Il CGet all users whose name is not "Paul"
Sinpl eSearchFilter filter =
i dnSt or e. get Si npl eSear chFi | ter (User Profi| e. NAME,

16-22



Chapter 16
Implementing a Custom Graphical User Interface

Si npl eSear chFi | t er. TYPE_NOTEQUAL,
"Paul ");
SearchParaneters sps =
new SearchParaneters(filter, SearchParaneters. SEARCH USERS_ONLY);
Sear chResponse result = idnStore. searchUsers(sps);
L Og(" - mmm e ")
| og("### Query all users (whose name is not Paul) fromID store ###");
l og("Found the followi ng users:");
while (result.hasNext()) {
Identity user = result.next();
log("\t user: " + user.getName() + ", GQUD " + user.getGUD());
}
log();
}

Create Role Example

The following example illustrates how to create an application role and how to make a
role a member of another role:

private void createAppRol esl() throws Exception {
AppRol eManager arml = apl. get AppRol eManager () ;

L Og( "= mmrm e ");
| og("### Creating app roles in app policyl with hierachy ###");

AppRol eEntry sysAnal ystRol e =
armil. creat eAppRol e( APP_ROLE_SYS_ANALYST, APP_ROLE_SYS ANALYST,
APP_ROLE_SYS_ANALYST) ;
AppRol eEntry sysDevel operRol e =
armi. creat eAppRol e( APP_ROLE_SYS_DEVELOPER, APP_ROLE_SYS_ DEVELOCPER,
APP_ROLE_SYS_DEVELOPER);
AppRol eEntry sysManager Rol e =
armi. creat eAppRol e( APP_ROLE_SYS_MANAGER, APP_ROLE_SYS MANAGER,
APP_ROLE_SYS_MANAGER) ;

apl. addPri nci pal ToAppRol e( sysManager Rol e, APP_ROLE_SYS DEVELOPER);
apl. addPrinci pal ToAppRol e( sysDevel oper Rol e, APP_ROLE_SYS ANALYST);
| og("### App roles in app policy #1 have been created ###");
log();

}

Query Roles Example

ORACLE

The following example illustrates several ways to query application roles:

private void queryAppRol esl nApplicationPolicyl() throws Exception {
AppRol eManager arml = apl. get AppRol eManager () ;

Il CGet role that matches a nane

AppRol eEntry are = arnl. get AppRol e( APP_RCLE_SYS_MANAGER) ;

log("----mmrrmme e ")
| og("### Query app roles in application policy #1, by name ###");
log("Found " + are.getName() + " by app role nane.");

log();

Il CGet the role that matches a nane exactly
AppRol eSear chQuery q =
new AppRol eSear chQuer y( AppRol eSear chQuery. SEARCH_PROPERTY. NAME,
fal se, Conparator Type. EQUALI TY,
APP_ROLE_SYS_ANALYST,
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AppRol eSear chQuer y. MATCHER. EXACT) ;
Li st <AppRol eEntry> arel = arnil. get AppRol es(q);
log("### Query app roles in application policy #1, by exact query ###");
log("Found " + arel.get(0).getName() + " by exact query.");
log();

Il CGet roles with names that begin with a given string

q =
new AppRol eSear chQuer y( AppRol eSear chQuery. SEARCH_PROPERTY. NAMVE, fal se,

Conpar at or Type. EQUALI TY,

APP_ROLE_SYS_DEVELOPER. subSequence(0, 7),

AppRol eSear chQuery. MATCHER. BEG NS_W TH) ;
arel = arnl. get AppRol es(q);
| og("### Query app roles in app policy #1, by begins_with query ###");
log("Found " + arel.get(0).getName() + " by begins_with query.");
log();

Il Get roles with names that contain a given substring

q =
new AppRol eSear chQuer y( AppRol eSear chQuery. SEARCH_PROPERTY. NAMVE, fal se,

}

Conpar at or Type. EQUALI TY, "dummy",
AppRol eSear chQuery. MATCHER. ANY) ;
arel = arnl. get AppRol es(q);
| og("### Query app roles in app policy #1, by matcher any ###");
log("Found " + arel.size() + " app roles by matcher any.");
for (AppRol eEntry ar : arel) {
log("\t" + ar.getNane());
}

log();

Map Roles Example

ORACLE

The following example illustrates how to map application roles to users and groups:

private void assi gnAppRol eToUser sAndG oups() throws Exception {

/] Ootain the user/group principals
IdentityStore idnStore = idStore.getldnStore();
User tom = idnftore. searchUser (USER_TOV) ;

User helen = idnftore. searchUser (USER_HELEN) ;

Rol e trainingRole =

i dnSt or e. sear chRol e(1dentityStore. SEARCH BY_NAME, GROUP_TRAI NING ;
Rol e devRol e =

i dnfSt or e. sear chRol e(1dentityStore. SEARCH BY_NAME, GROUP_DEV);

Principal tonPrincipal =
Princi pal Factory. getlnstance().creat eW.SUser (tom get Nane(),
tom get GUI D(),
t om get Uni queNarme());
Principal hel enPrincipal =
Princi pal Factory. getlnstance().createW.SUser (hel en. get Nanme(),
hel en. get GUI () ,
hel en. get Uni queNane());
Principal trainingPrincipal =
Princi pal Factory. getlnstance().creat eW.SG oup(traini ngRol e. get Nane(),
traini ngRol e. get GUI () ,
t rai ni ngRol e. get Uni queNane());
Princi pal devPrincipal =
Princi pal Factory. getlnstance().creat eW.SG oup(devRol e. get Nare(),
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devRol e. get GUI () ,
devRol e. get Uni queNane()):

Il Application policy #1

L Og(" - mmmm e ")

| og("### Assigning appl roles to users and groups, app policy #1 ###");
apl. addPrinci pal ToAppRol e( hel enPrinci pal, APP_ROLE_SYS MANAGER);

apl. addPri nci pal ToAppRol e(devPrinci pal, APP_ROLE_SYS DEVELOPER);

Il Application policy #2

| og("### Assigning app roles to users and groups, app policy #2 ###");
ap2. addPri nci pal ToAppRol e(tonPrinci pal, APP_ROLE_DI RECTOR);

ap2. addPri nci pal ToAppRol e(devPrinci pal, APP_ROLE_| NSTRUCTOR);

ap2. addPri nci pal ToAppRol e(trai ni ngPrincipal, APP_ROLE_| NSTRUCTOR);

| og("### App roles have been assigned to users and groups ###");
log();

Get Roles that Contain a User Example

ORACLE

The following example illustrates how to get all the roles that contain a specified user:

private void showAppRol es() throws Exception {

}

private

Subj ect tonBubject = getUser Subj ect (USER TOV) ;
Subj ect hel enSubj ect = get User Subj ect (USER_HELEN) ;
Subj ect j ohnSubj ect = get User Subj ect (USER_JOHN) ;
Subj ect marySubj ect = get User Subj ect (USER_MARY) ;

Set<String> applications = new HashSet<String>();
appl i cations. add( APPLI CATI ON_NAMEL) ;

appl i cati ons. add( APPLI CATI ON_NAME2) ;

L Og( "= mmmm e ");
| og("### Query application roles for Tom ###");
showAppRol es(appl i cations, USER_TOM tonfBubject);
log():

[ og("### Query application roles for Helen ###");
showAppRol es(appl i cations, USER_HELEN, hel enSubject);
log();

| og("### Query application roles for John ###");
showAppRol es(appl i cations, USER_JOHN, johnSubject);
log();

| og("### Query application roles for Mary ###");
showAppRol es(appl i cations, USER_MARY, marySubject);
log();

Subj ect get User Subj ect (String userNane) throws Exception {
Subj ect subject = new Subject();

Il Query users fromID store using user/role API,for user principal
IdentityStore idnStore = idStore.getldnStore();
User user = idnStore. searchUser (userName);
Principal userPrincipal =
Princi pal Factory. getlnstance().creat eW.SUser (user. get Name(),
user.get QU (),
user. get Uni queNane());
subj ect . get Princi pal s().add(userPrincipal);

Il Query users fromID store using user/role APl, for enterprise roles
Rol eManager rm = i dnft or e. get Rol eManager () ;
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Sear chResponse result = null;
try {

result = rmget Gant edRol es(user. getPrincipal (), false);
} catch (nbj ect Not FoundException onfe) {

/'l ignore

}

/1 Add group principals to the subject
while (result '= null && result.hasNext()) {
Identity role = result.next();
Principal groupPrincipal =
Princi pal Factory. getlnstance().creat eW.SG oup(rol e. get Nane(),
role.getGQUD(),
rol e. get Uni queName() ) ;
subj ect. get Princi pal s().add(groupPrincipal);
}

/'l The subject now contains both user and group principals.
return subject;

}
private void showAppRol es(Set<String> applications, String user, Subject
subj ect) {
Il Get all granted application roles for this subject
Set <JpsAppl i cationRol e> result = null;
try {
result = JpsAuth. get All G ant edAppRol es(subj ect, applications);
} catch (PolicyStoreException pse) {
I og(pse.toString());
if (result.size() <=1) {
log(user + " has " + result.size() + " application role.");
if (result.size() ==1) {
for (JpsApplicationRole ar : result) {
log("\tApplication role: " + ar.getNane());
}
} else {
Systemout.println(user +" has " + result.size() +
" application roles.");
for (JpsApplicationRole ar : result) {
log("\tApplication role: " + ar.getApplD() + "/" +
ar. getNane());
}
}
}

Delete Role Mapping Example

The following example illustrates how to remove the mapping of an application role to
a group:

private void renpveAppRol eFor UserDirector() throws Exception {
/'l Remove instructor role fromDev group

L Og( "= mmmm e ");
| og("### Renoving Instructor application role fromDev group ###");

IdentityStore idnStore = idStore.getldnStore();

Rol e devRol e =
i dnfSt or e. sear chRol e(1dentityStore. SEARCH BY_NAME, GROUP_DEV);
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Principal devPrincipal =
Princi pal Factory. getlnstance().creat eW.SG oup(devRol e. get Narre(),
devRol e. get GUI D) ,

devRol e. get Uni queName() ) ;
ap2. renovePrinci pal FromAppRol e(devPrinci pal, APP_ROLE_| NSTRUCTOR) ;
| og("### Instructor app role has been renmoved from Dev group ###");

log();

L Og(" - mmmmrr o ")
| og("### Now query application roles for user John, again ###");

Set<String> applications = new HashSet<String>();
appl i cations. add( APPLI CATI ON_NAMEL) ;
appl i cations. add( APPLI CATI ON_NAME2) ;
Subj ect j ohnSubj ect = get User Subj ect (USER_JOHN) ;
showAppRol es(appl i cations, USER_JOHN, johnSubject);
log();

}

Securing Oracle ADF Applications

The following sections explain the typical tasks performed in Oracle ADF applications
developed with Oracle JDeveloper:

* Development Phase
* Deployment Phase
*  Administration Phase

The participants are the application product manager, developers, and security
administrators.

¢ See also:

Summary of Tasks per Participant per Phase

Development Phase

ORACLE

In the development phase developers design the application to work with the full range
of security options available in Oracle Fusion Middleware. Developers have access

to a rich set of security services exposed by JDeveloper, the built-in Oracle ADF
framework, and Oracle WebLogic Server, all of which ensure a consistent approach to
security throughout the application's life span.

You use ADF Security Wizard (an authorization editor) and the expression language
editor, all within JDeveloper. Additionally and optionally, you may use OPSS APIs

to implement more complex security tasks. Thus, some parts of the application use
declarative security, others use programmatic security, and they both rely on security
features available in the development and runtime environment.

You also define a number of application entitlements and roles required to secure
the application, and this data is kept in a source control system together with the
application source code.
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Deployment Phase

After you have developed the application, you test it in a staging environment before
deploying it to a production environment. In a production environment, the application
and runtime services are integrated with other security components, such as single
sign-on, user provisioning, and audit.

The type of security services usually change with the phase: for example, during
development you keep credentials in a file or Oracle wallet, but in a production
environment you store them in an LDAP server.

In the deployment phase, you migrate the policies to the production security store, and
map application roles to enterprise groups according to application policies.

Administration Phase

The administration phase starts after you have deployed the application to a
production environment. In this phase, you manage day-to-day security tasks, such
as granting users access to application resources, reviewing audit logs, responding to
security incidents, and applying security patches.

Summary of Tasks per Participant per Phase

ORACLE

The following tables summarize the major responsibilities per participant in each of the
security life cycle phases and Figure 16-4 illustrates the basic flow.

Figure 16-4 Application Life Cycle Phases

Development Phase Deployment Phase Administration Phase
JOeveloper Environment — Generate —3 Remote Oracle Weblogic Sarver
‘ ADF Application EAR - Policies | Enterprise | OPSS
| and Cradentials | Identity Store | Security Store
Configured with -
‘ Fusion Middleware Deployment T T
; Descriptors :
‘ Declarative Security f oPSS
‘ Container Security : £ o Middlevale
Fusion
‘ OPS55 Middleware
| |
v v itk | Container
Local Application | Security
|dentity Store Palicy Store |
(WLS) (jazn-data.xml) Deploy —._"I

Table 16-1 Security Tasks for the Application Architect

Phase Task

Development Define high-level application roles based on functional security and data
security requirements. Populate the initial security store.

Deployment Define real-world customer scenarios for the QA (quality assurance) team
to test.
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Table 16-1 (Cont.) Security Tasks for the Application Architect
|

Phase

Task

Administration

Understand and identify the requirements to customize application
policies. Consider defining templates for vertical industries.

Table 16-2 Security Tasks for the Application Developer

Phase

Task

Development

Deployment

Use tools and processes, specifically JDeveloper, to build the application
and to create security data, such as application roles and permissions.

Use grants to specify data-level security.
Test the application using a local security store with users and roles.

Assist the QA team to troubleshoot and resolve runtime issues.

Table 16-3 Security Tasks for the Application Security Administrator

Phase

Task

Deployment

Administration

Use deployment services to migrate data in j azn- dat a. xnl to the
production security store.

Map application roles to enterprise groups so that security policies can be
enforced.
Apply patches and upgrades software, as necessary.

Manage users and roles, as enterprise users and the application role
hierarchy changes overtime.

Manage policies packed with the application and creates new ones.
Integrate with and manage the identity infrastructure.

Code and Configuration Examples

The following sections list code and configuration examples found elsewhere in this

Programming Examples

ORACLE

guide.

*  Programming Examples

*  Configuration Examples

The following topics include examples of typical security-related programming tasks:

e Querying the Identity Store Programmatically

e Implementing a Custom Graphical User Interface.

e Programmatic Authorization

Managing Policies
Checking Policies Programmatically

The Class ResourcePermission
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Using the Identity Store Login Module for Authentication
Using the Identity Store Login Module for Assertion

Configuration Examples

The following topics include examples of typical security-related configuration tasks:

The Class ResourcePermission

Configuring the Filter and the Interceptor

Migrating Policies with migrateSecurityStore

Migrating Credentials with migrateSecurityStore

Configuring Single and Multiple LDAPs

Configuring the LDAP Identity Store in Java SE Applications

Authorization in Java SE Applications

Propagating Identities with JKS

The ready-to-use configuration sets the token name and the key alias based on the
server name. To change these default values, use the procedures explained in Update
Trust Parameters.

The following sections explain the propagation of identities over HTTP using Java
Keystore (JKS):

Single Domain Scenario
Multiple Domain Scenario

Domains Using Both Protocols

Single Domain Scenario

In this scenario, the both client and Java servlet use the same service to generate
and validate tokens. The following sections explain the tasks necessary to implement
identity propagation when the client and Java servlet run in the same domain:

ORACLE

Create the Client Application
Configure the Keystore
Configure Maps and Keys
Configure a Grant

Create the Java Servlet
Configure web.xml
Configure the Asserter

Update Trust Parameters
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Create the Client Application

ORACLE

The following example illustrates a client application. Note that the j ps- api . j ar
file and the osdt _ws_sx.jar, osdt _core.jar, osdt_xnlsec.jar,and osdt_sam 2.jar
files must be included in the class path.

/1 Authentication type nanme

public static final String AUTH TYPE_NAME = "O T";
/1 The authenticated usernane

String user = "webl ogic";

/1 URL of the target application

URL url = "http://<host>:<port>/<destinationApp>";

JpsCont ext Factory ctxFactory = JpsCont ext Fact ory. get Cont ext Factory();
JpsContext jpsCtx = ctxFactory.getContext();
final TrustService trustService = jpsCx.getServicelnstance(Trust Service.class);
final TokenManager tokenMyr = trust Service. get TokenManager ();
final TokenContext ctx = tokenMyr. createTokenCont ext (
TokenConf i gur at i on. PROTOCOL_EMBEDDED) ;
User nameToken ut = WSSTokenUtil s. creat eUser naneToken("wsui d", user);
CGenericToken gt ok = new GenericToken(ut);
ct x. set SecurityToken(gtok);
ct x. set TokenType( SAML2URI . ns_sam ) ;
Map<String, Object> ctxProperties = ctx.getCQherProperties();
ct xProperties. put ( TokenConst ant s. CONFI RVATI ON_METHCD,
SAML2URI . confi rmati on_met hod_bearer);

AccessControl | er.doPrivil eged(new Privil egedAction<String>() {
public String run() {
try {
t okenMyr . i ssueToken(ct x);
} catch (Exception e) {
e.printStackTrace();
}
return null;
}
1

Token token = ctx.getSecurityToken();
String b64Tok = TokenUtil.encodeToken(token);

Ht t pURLConnection connection = (HttpURLConnection) url.openConnection();
connect i on. set Request Met hod(" GET") ;
connect i on. set DoQut put (true);
connect i on. set ReadTi meout ( 10000) ;
connect i on. set Request Property("Authorization", AUTH TYPE_NAME + " " + b64Tok);
connect i on. connect ();
Buf f eredReader rd = new Buf f er edReader (new | nput St r eanReader (
connection. getlnputStream)));
StringBuilder sb = new StringBuilder();

String line = null;
while ((line = rd.readLine()) !'=null) {
sh. append(line);

connection. di sconnect () ;
Systemout. println(sb.toString());
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Configure the Keystore

Assuming that the server name is j r f Ser ver _adni n, the following command illustrates
the creation of the keystore, represented by the generated def aul t - keyst ore. j ks file:

JAVA_HOVE/ bi n/ keyt ool - genkeypai r
-alias orakey
-keypass wel cone
-keyal g RSA
-dname "CNsj rf Server _adm n, O=Or acl e, C=US'
-keystore default-keystore.jks
-storepass password

# the generated file nust be placed on the domain configuration |ocation
cp defaul t-keystore.jks ${donmain. home}/config/fmconfig

Make sure that the keystore service configured in the j ps- confi g. xnl file points to the
generated def aul t - keystore. j ks:

<I-- KeyStore Service Instance -->

<servi cel nstance nane="keystore"
provi der="keystore. provider" |ocation="./default-keystore.jks">
<description>Default JPS Keystore Service</description>
<property nane="keystore.provider.type" value="file"/>
<property nane="keystore.file.path" value="./"/>
<property nane="keystore.type" val ue="JKS'/>
<property nane="keystore.csf.mp" val ue="oracle.wsm security"/>
<property nane="keystore. pass.csf.key" val ue="keyst ore-csf-key"/>
<property nane="keystore.sig.csf.key" val ue="sign-csf-key"/>
<property nane="keystore.enc.csf.key" val ue="enc-csf-key"/>

</ servi cel nstance >

Configure Maps and Keys

Create a map/key pair used to open the keystore and another map/key pair used
to generate tokens. The following commands illustrate these operations with the
creat eCred WLST command:

/'l JKS keystore opening password
createCred(map="oracl e.wsm security", key="keystore-csf-key",
user="keystore", password="password")

Il Private key password to issue tokens
createCred(map="oracl e.wsm security", key="sign-csf-key",
user ="or akey", password="password")

For information about cr eat eCr ed, see Managing Credentials with WLST.

Configure a Grant

ORACLE

Add a system policy with a codesource grant, which allows the client application to use
trust methods:

<gr ant >
<grant ee>
<codesour ce>
<url>file:${oracl e.depl oyed. app. di r}/ <MyApp>${ or acl e. depl oyed. app. ext } </
url>
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</ codesour ce>
</ grant ee>
<per ni ssi ons>
<per ni ssi on>
<cl ass>oracl e. security.jps.service.trust. Trust Servi ceAccessPerm ssi on</cl ass>
<name>appl d=*</ name>
<actions>i ssue</actions>
</ permi ssi on>
</ permi ssi ons>
</grant>

You must stop and restart WebLogic Server for the grant to take effect.

Create the Java Servlet

The following example illustrates how a Java servlet obtains an asserted user name:

public void doGet (Ht tpServl et Request request, HttpServletResponse response)
throws Servl et Exception, |CException {
String username = request.get Renot eUser();
Servl et Qut put Stream out = response. get Qut put Strean();
out.print("Asserted usernane: " + usernane);
out. close();

}

Configure web.xml

Set the appropriate login method in the web. xm file:
<web- app i d="\WebApp_I D'

<l ogi n-confi g>

<aut h- net hod>CLI ENT- CERT</ aut h- net hod>

<real mnane>l dentity Assertion</real mname>
</l ogi n-confi g>

;/.web- app>

Configure the Asserter

To configure the asserter:

1. Copythejps-w s-trustprovider.jar identity asserter file to the location $
{donai n. home}/ i b/ mheant ypes:

cp ${comon. conponent s. hone}/ modul es/ oracl e.jps_12.2.1/j ps-wW s-
trustprovider.jar ${domain. hone}/lib/ nbeantypes

2. Restart WebLogic Server.
3. Use WebLogic Server Administration Console to configure the asserter:

a. Login as an administrator and go to Security Settings, then to Security
Realms, then to Providers, then to the Authentication tab, and then click
New. The Create a New Authentication Provider dialog is displayed.

b. In this dialog, enter Trust Servi cel denti t yAsserter in the name text field,
and choose Trust Servi cel dentityAsserter from the pull-down list. Then
click OK.
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4. Verify that a grant like the following is present in the security store. This grant is
required so that the asserter can use OPSS trust methods:

<grant >
<grant ee>
<codesour ce>
<url>file:${domai n. home}/li b/ mbeant ypes/jps-w s-
trustprovider.jar</url>
</ codesour ce>
</ grantee>
<per ni ssi ons>
<per ni ssi on>

<cl ass>oracl e. security.jps.service.trust. Trust Servi ceAccessPerm ssi on</cl ass>
<name>appl d=*</ name>
<actions>val i dat e</actions>
</ permi ssi on>
</ permi ssi ons>
</grant>

Changes to the j ps- confi g. xm file require that you restart the server.

Update Trust Parameters

ORACLE

This section explains how to modify the trust parameters in the j ps- confi g. xn file by
executing a script.

By default, the trust. al i asNane and t rust . i ssuer Name parameters are set to the
server name. To modify these values, adapt and use the following script:

i mport sys

w sAdnin = " webl ogi c'

w sPwd =" password_val ue'

W Ul ="t3://local host: 7001
i ssuer="issuer'

alias = "alias'

print "OPSS Trust Service provider configuration managenent script.\n"

instance = 'trust.provider’

name = 'trust.provider.enbedded

cf gProps = HashMap()

cf gProps. put ("trust.issuerNanme", issuer)
cfgProps. put ("trust.aliasName", alias)
pm = Port abl eMap( cf gProps);

connect (W sAdmin, w sPwd, w Ul)
domai nRunt i me()

paranms = [instance, name, pm toConpositeData(None)]

sign = ["java.lang. String", "java.lang.String",

"j avax. management . opennbean. Conposi t eDat a"]

on = Obj ect Name("com oracl e.jps:type=JpsConfig")

nbs. i nvoke(on, "updateTrust ServiceConfig", parans, sign)
nbs. i nvoke(on, "persist", None, None)

print "Done.\n"
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Multiple Domain Scenario

In this scenario there are two different domains: Domainl and Domain2. The client
application is running in Domainl, and the Java servlet is running in Domain2. It is
assumed that these two domains have each a trust service properly configured as
explained in the Single Domain Scenario. The client uses Domainl's trust service
for token generation, and the Java servlet uses Domain2's trust service for token
validation.

In Domainl, the client code and the following configurations are identical to those
described in the Single Domain Scenario:

The client application as illustrated in Create the Client Application.

The configuration of the keystore as illustrated in Configure the Keystore.

The Credential Store Framework configuration as illustrated in Configure Maps
and Keys.

The grant configuration as in Configure a Grant.

In Domain 2, the Java servlet code and web. xnl configuration are identical to those
described in the Single Domain Scenario:

The Java servlet code as illustrated in Create the Java Servlet.

The configuration of the web. xn file as illustrated in Configure web.xml.

The client certificate used to sign the token in Domainl must be present in
Domain2's keystore. To comply:

1.

Export the certificate from Domain 1's keystore:

JAVA HOVE/ bi n/ keyt ool -export
-orakey orakey. cer

-keystore defaul t-keystore.jks
-storepass password

Import the certificate into Domain 2's keystore. Note that the alias used to
import the certificate must match the name of the on the client side:

JAVA HOVE/ bi n/ keyt ool -inportcert
-alias orakey
-keypass wel cone
-keyal g RSA
-keystore defaul t-keystore.jks
-storepass password

Set the Domain2's keystore password in the (Domain2's) credential store with
the creat eCred WLST command:

createCred(map="oracl e.wsm security", key="keystore-csf-key",
user="keystore", password="password")

See createCred in WLST Command Reference for Infrastructure Security.

Domains Using Both Protocols

In this scenario, applications use either HTTP or SOAP, and not all applications in the
domain use the same protocol. In such scenario, the keystore can be shared by HTTP
and SOAP services.

ORACLE
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The following sections explain the special configurations required in this case:

*  Single Domain Scenario

*  Multiple Domain Scenario

Single Domain Scenario

In this scenario, there is one keystore. The following example illustrates the
configuration required for a certificate with or akey alias:

<propertySet nane="trust.provider.enbedded" >
<property nanme="trust. provider. cl assNane"

val ue="oracl e.security.jps.internal.trust.provider.enbedded. EmheddedProvi der | npl "
/>

<property nanme="trust.cl ockSkew' val ue="60"/>

<property nanme="trust.token.validityPeriod" val ue="1800"/>

<property name="trust.token.includeCertificate" value="false"/>

<I-- The alias used to get the signing certificate fromJKS -->
<property nanme="trust.aliasName" val ue="orakey"/>

<I-- The issuer nane to add in the token used by the target
trust service instance as an alias to pick up the corresponding certificate
to validate the token signature -->
<property nanme="trust.issuerNane" val ue="orakey"/>
</ propertySet >

Multiple Domain Scenario

ORACLE

In this scenario, there are two domains and two keystores. The following example
illustrates the configuration required in the domain that is issuing tokens for a
certificate with or akey alias:

<l'-- issuer domain truststore must have a signing certif. w alias orakey -->
<propertySet nane="trust.provider.enbedded">
<property nanme="trust. provider. cl assNane"

val ue="oracl e.security.jps.internal.trust.provider.enbedded. EmheddedProvi der | npl"
/>

<property nanme="trust.cl ockSkew' val ue="60"/>

<property nane="trust.token.validityPeriod" val ue="1800"/>

<property nane="trust.token.includeCertificate" value="false"/>

<I-- the signing certificate alias in local JKS -->
<property nanme="trust.aliasName" val ue="orakey"/>

<l-- the token issuer's name -->
<property nane="trust.issuerNane" val ue="domai nl1"/>
</ propertySet >

On the client side, the value of trust . i ssuer Nanme can be same astrust. al i asNane.
However the name value can be overridden by setting a different value for
trust.issuerNane (as shown in the example). This name will be set in the token
generated on the client side.

On the server side, if the server is used only for token validation, then it is not
mandatory to settrust. al i asNane and t rust . i ssuer Name. The name set during the
token generation is used while looking for a certificate on the server side. Hence the
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certificate imported from the client should be exported on the server side with the client
side name as the alias (domainl in the example).

The following example illustrates the configuration required in the domain that is
receiving tokens for a certificate with or akey alias:

<I'- the recipient domain nust have a token validation certificate
for domainl, which is the one was used to sign the token with alias "domainl" -->
<propertySet nane="trust. provider.enbedded" >

<property nanme="trust. provider.cl assNane"

val ue="oracl e.security.jps.internal.trust.provider.enbedded. EnmheddedProvi der | npl "
/>

<property nanme="trust.cl ockSkew' val ue="60"/>

<property nane="trust.token.validityPeriod" val ue="1800"/>

<property nanme="trust.token.includeCertificate" value="false"/>

<I-- the signing certificate alias in |ocal JKS -->
<property nanme="trust.aliasName" val ue="orakey"/>

<l-- the token issuer's name -->

<property nane="trust.issuerNane" val ue="domai n2"/>
</ propertySet >
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The Security Model

This chapter describes the OPSS authorization and policy models, and compares
them with the Java EE and Java Authorization and Authentication Services (JAAS)
authorization models.

This chapter includes the following sections:

e About the OPSS Authorization and Policy Models
e Authorization Models
e The JAAS/OPSS Authorization Model

About the OPSS Authorization and Policy Models

For information about the OPSS authorization and policy models, see Administering
Oracle Entitlements Server.

Authorization Models

A policy specifies the permissions granted to code loaded from a given location.

The JAAS model extends policies by allowing an optional list of principals. These
policies grant permissions to code from a specified location that is run by any of those
principals.

The OPSS model is based on the JAAS model and, moreover, allows application
policies and roles, and system policies. Application roles can be mapped to enterprise
users and groups (such as administrative roles). A policy can grant permissions to any
of these roles, groups, or principals.

A Java EE application can delegate authorization to the container where it runs, or it
can implement its own authorization with calls to methods such as checkPer i ssi on,
checkBul kAut hori zati on, or get G ant edResour ces.

The following sections describe the main points of the Java EE and JAAS
authorization models:

e The Java EE Authorization Model
e« The JAAS Authorization Model

The Java EE Authorization Model

ORACLE

The Java EE authorization model uses role membership to control access to
Enterprise JavaBeans (EJB) and web resources that are referenced by URLs. Policies
assign permissions to users and roles, and they are enforced by the container.

In the Java EE model, authorization is implemented in either of the following ways:
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» Declaratively, where policies are specified in deployment descriptors. The
container reads those policies from deployment descriptors and enforces them.
No special application code is required to enforce authorization.

*  Programmatically, where policies are processed in application code. The code
checks whether a subject has the appropriate permission to execute specific
sections of code. If the subject fails to have the proper permission, then the code
throws an exception.

Table 17-1 shows the advantages and disadvantages of each approach.

Table 17-1 Comparing Authorization in the Java EE Model
|

Authorization Type Advantages Disadvantages

Declarative No coding needed. Easy to update Authorization is specified at the
by modifying just deployment URL level or at the EJB method
descriptors. level.

Programmatic Specified in application Not so easy to update, because
code. Provides fine-grained it involves code changes and
authorization. recompilation.

A container can provide authorization to applications running in it in two ways:
declaratively and programmatically, as explained in the following sections:

*  Declarative Authorization
*  Programmatic Authorization

« Java EE Application Example

Declarative Authorization

Declarative authorization allows you to control access to URL-based resources (such
as Java servlets and pages) and EJB methods.

To configure declarative authorization:

1. Specify (in standard deployment descriptors) the resource to protect and a role
that has access to that resource. Alternatively, use code annotations.

2. Map the role to an enterprise group (in proprietary deployment descriptors, such
as the web. xni file).

Programmatic Authorization

Programmatic authorization provides a fine-grained authorization not available in
declarative approach, and it requires that the application code call the i sUser | nRol e
method (for Java servlets) or the i sCal | er | nRol e method (for EJB), both available
from standard Java APIs.

Although these methods still depend on role membership to determine authorization,
they give finer control over authorization decisions because the controlling access is
not limited to EJB or URL.
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Java EE Application Example

The following example illustrates an application calling the i sUser | nRol e method.
The example assumes that the application Enterprise ARchive (EAR) file includes
the web. xm and webl ogi c-appl i cation. xm files, and that these files include the
following specifications:

<I-- security roles in web.xn -->
<security-role>

<rol e- name>sr _devel oper </ rol e- name>
</security-rol e>

<I'-- maping of user to role in weblogic.application.xm -->
<w s:security-rol e-assi gnnent >

<w s: rol e- nane>sr _devel oper </ w s: rol e- name>

<wl s: princi pal - nane>webl ogi c</w s: pri nci pal - name>
</W s:security-rol e-assi gnment >

Code Calling isUserInRole

i nport javax.servlet. ServletConfig;

inport javax.servlet.ServletException;

inport javax.servlet.ServletCQutputStream
inport javax.servlet.http. HtpServlet;

i nport javax.servlet.http. HtpServl et Request;
i mport javax.servlet.http. HtpServl et Response;
i mport java.io.lOException;

inport java.util.Date;

public class PolicyServlet extends HtpServlet {
public PolicyServlet() {
super();
}

public void init(ServletConfig config)
throws Servl et Exception {
super.init(config);
}
public void doGet (HttpServletRequest request, HttpServletResponse response)
throws Servl et Exception, |OException {
final ServletQutputStreamout = response. get Qut put Strean();
response. set Content Type("text/htm ");
out. println("<HTM.><BCDY bgcol or =\ " #FFFFFF\ ">");
out.printIn("Time stanp: " + new Date().toString());
out.println( "<br>request.getRempteUser =" + request.get RenoteUser() +
"<hr>");
out.println("request.isUserlnRol e('sr_developer') =" +
request.isUserlnRol e("sr_devel oper") + "<br>");
out.println("request.getUserPrincipal =
"<br>");
out. println("</BCDY>");
out.println("</HTM>");

+ request. getUserPrincipal () +

}
The JAAS Authorization Model

The JAAS authorization model introduces permissions but also uses roles. In
this model, a policy binds permissions with a subject (role, group, or user)
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and, optionally, with code. You grant permission to a role by calling the

addPri nci pal sToAppRol e method. Permissions are evaluated by calls to the static
AccessControl | er. checkPerni ssi on method. The model allows a high control of
resources.

In a policy you specify the following data:

*  Application roles and enterprise groups allowed the permission(s).

*  Permissions (in application policies) and codesources (in system policies).
Application polices define what a user or the member of a group is allowed to
access. System policies define what actions the code is allowed to perform.

When you program with this model, you precede sensitive parts of the your application
with checks that determine whether the current user or role has the appropriate
permissions to the code, and the code is run if the user has the right permissions.

For an example, see Using Supported Permission Classes.

The JAAS/OPSS Authorization Model

JAAS/OPSS authorization is based on controlling the operations that a class can
perform when it is loaded and run in the environment.

The following sections explain the OPSS authorization model:
* The Resource Catalog

* Managing Policies

*  Checking Policies Programmatically

The Class ResourcePermission

The Resource Catalog

OPSS supports the specification and runtime support of the resource catalog in
security stores.

The resource catalog allows you to:

» Describe policies and secured artifacts in human-readable terms.

» Define and modify policies independently of the application source code.
* Browse and search policies, roles, and the role hierarchy.

*  Group permissions in entitlements.

Managing Policies

ORACLE

Manage the resource catalog with the following interfaces, all sub-interfaces of
oracle.security.jps.service.policystore. EntityMnager:

* G ant Manager - Use this interface to query grants using search criteria, to obtain
list of grants that satisfy various combinations of resource catalog artifacts, and to
grant or revoke permissions to principals.

e Perm ssi onSet Manager - Use this interface to create, modify, and query
permission entitlements.
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* ResourceManager - Use this interface to create, delete, and modify resource
instances.

e ResourceTypeManager - Use this interface to create, delete, modify, and query
resource types.

To create a resource type, a resource instance, actions, or a permission set, use code
like the following:

import oracle.security.jps.service.policystore.entitymanager.*;
inport oracle.security.jps.service.policystore.search. *;

i nmport oracle.security.jps.service.policystore.info.resource.*;
i nport oracle.security.jps.service.policystore.info.*;

import oracle.security.jps.service.policystore.*;

import java.util.*;

public class examle {
public static void main(String[] args) throws Exception {
ApplicationPolicy ap;

Resour ceTypeManager rtm = ap. get EntityManager ( Resour ceTypeManager . cl ass);

Resour ceTypeSear chQuery query = new ResourceTypeSear chQuery();

query. set ANDMVat ch() ;

query. addQuer y( Resour ceTypeSear chQuery. SEARCH PROPERTY. NAME, fal se,
Conpar at or Type. EQUALI TY, "resourceType", BaseSearchQuery. MATCHER. EXACT);

Li st <Resour ceTypeEntry> al | Resour ceTypes = rtm get Resour ceTypes(query);

Resour ceManager rm = ap. get Entit yManager ( Resour ceManager . cl ass);

Resour ceSear chQuery ResourceQuery = new ResourceSear chQuery();

Resour ceQuery. set ANDMat ch() ;

Resour ceQuery. addQuer y( Resour ceSear chQuery. SEARCH PROPERTY. NAME, fal se,
Conpar at or Type. EQUALI TY, "R2", BaseSear chQuery. MATCHER EXACT);

Li st <Resour ceEntry> al | Resources = rm get Resour ces("RT2", ResourceQuery);

Per mi ssi onSet Manager psm = ap. get Entit yManager ( Per m ssi onSet Manager . cl ass) ;
Per mi ssi onSet Sear chQuery pssgq = new Perni ssi onSet Sear chQuery();
pssq. set ANDMat ch() ;
pssq. addQuer y( Per nmi ssi onSet Sear chQuery. SEARCH PROPERTY. NAME, fal se,
Conpar at or Type. EQUALI TY, "PS1", BaseSearchQuery. MATCHER EXACT);
Li st <Permi ssi onSet Entry> al | PernSets = psm get Per ni ssi onSet s( pssq) ;

Rol eCat egor yManager rcm = ap. get Enti t yManager ( Rol eCat egor yManager . cl ass);
Rol eCat egor ySear chQuery rcsq = new Rol eCat egor ySear chQuery();
rcsq. set ANDMat ch() ;
rcsqg. addQuer y( Rol eCat egor ySear chQuery. SEARCH PROPERTY. NAME, f al se,
Conpar at or Type. EQUALI TY, "rol eCat egoryCartoon”,
BaseSear chQuery. MATCHER. EXACT) ;

Li st <Rol eCat egor yEntry> al | Rol eCat egories = rcm get Rol eCat egori es(rcsq);

}
}

The following example illustrates a complex query involving resource catalog
elements:

/I ApplicationPolicy ap as in the preceeding exanple

Resour ceTypeManager rtm = ap. get EntityManager (Resour ceTypeManager. cl ass);
Resour ceTypeSear chQuery query = new Resour ceTypeSear chQuery();

query. set ANDVat ch() ;

query. addQuer y( Resour ceTypeSear chQuery. SEARCH_PROPERTY. NAME, fal se,
Conpar at or Type. EQUALI TY, "resourceType", BaseSearchQuery. MATCHER. EXACT);
Li st <Resour ceTypeEntry> enties = rtm get Resour ceTypes(query);
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Resour ceManager rm = ap. get Entit yManager ( Resour ceManager . cl ass) ;

Resour ceSear chQuery Resour ceQuery = new Resour ceSear chQuery();

Resour ceQuery. set ANDMVat ch() ;

Resour ceQuery. addQuer y( Resour ceSear chQuer y. SEARCH_PROPERTY. NAME, fal se,
Conpar at or Type. EQUALI TY, "R2", BaseSear chQuery. MATCHER EXACT);

Arrayli st <BaseSear chQuery> querries = Resour ceQuery. get Queries();

Li st <ResourceEntry> resources = rm get Resources("RT2", ResourceQuery);

Per mi ssi onSet Manager psm = ap. get Entit yManager ( Per m ssi onSet Manager . cl ass);
Per mi ssi onSet Sear chQuery pssq = new Per ni ssi onSet Sear chQuery();

pssq. set ANDVat ch() ;

pssq. addQuer y( Per m ssi onSet Sear chQuery. SEARCH_PROPERTY. NAME, fal se,

Conpar at or Type. EQUALI TY, "PS1", BaseSearchQuery. MATCHER. EXACT);

Li st <Permi ssi onSet Entry> psets = psm get Perni ssi onSet s(pssq) ;

Rol eCat egor yManager rcm = ap. get Enti t yManager ( Rol eCat egor yManager . cl ass);

Rol eCat egor ySear chQuery rcsq = new Rol eCat egor ySear chQuery();

rcsq. set ANDVat ch() ;

rcsq. addQuer y( Rol eCat egor ySear chQuery. SEARCH_PROPERTY. NAMVE, fal se,

Conpar at or Type. EQUALI TY, "rol eCat egoryCartoon", BaseSearchQuery. MATCHER EXACT);
Arrayli st <BaseSear chQuery> queries = rcsq. get Queries();

Li st <Rol eCat egoryEntry> rcs = rcm get Rol eCat egori es(rcsq);

The following example illustrates how to create a grant:

Grant Manager gm = ap. get Enti t yManager (G ant Manager. cl ass);
Set <Pri nci pal Entry> pe = new HashSet <Pri nci pal Entry>();

Li st <AppRol eEntry> are = ap. sear chAppRol es(appRol eNane) ;
pe. addAl | (are);

gmgrant (pe, null, pernissionSetNane);

Checking Policies Programmatically

ORACLE

When you check policies programmatically, keep in mind the following points:

e By default, authorization failures are not visible in the console. To have
authorization failures sent to the console, set the j ps. aut h. debug system variable:
- Dj ps. aut h. debug=t r ue.

In particular, to have JpsAut h. checkPer mi ssi on failures sent to the console, you
must set that variable.

e The policy provider must be explicitly set in Java SE applications:

java.security. Policy.setPolicy(new
oracle.security.jps.internal.policystore.JavaPolicyProvider())

Not setting the policy provider explicitly in a Java SE application may cause
runtime methods (such as JpsAut h. checkPer mi ssi on) to return incorrect values.

The following sections illustrate the use of several methods to check policies
programmatically:

» Using checkPermission
* Using doAs and doAsPrivileged
» Using checkBulkAuthorization

» Using getGrantedResources
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Using checkPermission

Oracle Fusion Middleware supports the checkPer i ssi on method in the
java.security. AccessControll er andoracle.security.jps.util.JpsAuth classes.

Oracle recommends the use of checkPer ni ssi on in the JpsAut h class because it
provides better debugging support, better performance, and audit support.

The static AccessControl | er. checkPerm ssi on method uses the default access
control context (the context inherited when the thread was created). To check
permissions on some other context, call the instance checkPer mi ssi on method on
a particular AccessCont r ol Cont ext instance.

The following table describes the behavior of checkPer ni ssi on according to the value
of the JAAS mode:

Table 17-2 checkPermission Behavior According to JAAS Mode
|

JAAS Mode checkPermission Behavior

of f orundefi ned Enforces codesource security based on the security policy in
effect, and there is no provision for subject-based security.

doAs Enforces a combination of codesource and subject-based security
using the access control context created in the doAs block.

doAsPrivil eged Enforces subject-based security using a null access control
context.

subjectOnly Takes into consideration grants involving principals only (and
it disregards those involving codesource) when evaluating a
permission.

¢ Note:

If you call checkPer ni ssi on inside a doAs block and the check permission
call fails, then to display the failed protection domain you must set the
java. security. debug=access, f ai | ure system property.

The following example illustrates an application checking a permission. It assumes
that the application EAR file includes the configuration j azn- dat a. xmt and web. xn
files.

jazn-data.xml

<?xm version="1.0" ?>
<j azn- dat a>
<pol i cy-store>
<appl i cati ons>
<appl i cation>
<nane>MyApp</ nanme>

<app-rol es>
<app-rol e>
<nane>AppRol e</ nane>
<di spl ay- nane>AppRol e di spl ay nane</di spl ay- nane>
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<descri ption>AppRol e descri ption</description>
<gui d>F5494E409CFB11DEBFEBC11296284F58</ gui d>
<cl ass>oracl e. security.jps.service.policystore. ApplicationRol e</cl ass>
</ app-rol e>
</ app-rol es>

<resour ce-types>
<resource-type>
<name>MyResour ceType</ nane>
<di spl ay- name>MyResour ceType di spl ay name</di spl ay- name>
<descri pti on>M/Resour ceType descri ption</description>
<provi der - nane>M/Resour ceType provi der </ provi der - nane>
<mat cher - cl ass>oracl e. security.jps. Resour cePer m ssi on</ mat cher - cl ass>
<actions-delimter> </actions-delinmter>
<actions>write,read</actions>
</resource-type>
</resource-types>

<resour ces>
<resour ce>
<name>MyResour ce</ nane>
<di spl ay- name>My/Resour ce di spl ay nane</di spl ay- nane>
<descri pti on>M/Resour ce description</description>
<t ype- nane-r ef >MyResour ceType</ t ype- nane-r ef >
</resource>
</resources>

<per ni ssi on- set s>
<per ni ssi on-set >
<nane>MEnti t| ement </ name>
<di spl ay- nane>MyEnti t| ement di spl ay nanme</di spl ay- nane>
<description>WEntitlenent description</description>
<menber - r esour ces>
<nmenber - r esour ce>
<t ype- nane-r ef >MyResour ceType</ t ype- nare- r ef >
<resour ce- name>M/Resour ce</ r esour ce- nanme>
<actions>wite</actions>
</ menber - r esour ce>
</ menber - r esour ces>
</ permi ssi on-set >
</ perm ssi on-set s>

<j azn-policy>
<grant >
<grant ee>
<princi pal s>
<princi pal >
<cl ass>
oracle.security.jps.service.policystore. ApplicationRol e</cl ass>
<name>AppRol e</ nane>
<gui d>F5494E409CFB11DEBFEBC11296284F58</ gui d>
</ princi pal >
</ princi pal s>
</ grant ee>

<l-- entitlenment -->
<perm ssi on-set-refs>
<perni ssi on-set-ref>
<nanme>M/Enti t| ement </ name>
</ perm ssi on-set -ref >
</ perm ssion-set-refs>
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</ grant>
</jazn-policy>
</ application>
</ applications>
</ policy-store>
<j azn-policy></jazn-policy>
</jazn-data>

web.xml
The following example illustrates the JpsFi | t er filter configuration:

<web- app>
<di spl ay- name>Pol i cyTest :
<filter>
<filter-nanme>JpsFilter</filter-name>
<filter-class>oracle.security.jps.ee. http.JpsFilter</filter-class>
<init-paranp
<par am name>appl i cati on. nane</ par am nane>
<par am val ue>Pol i cySer vl et </ par am val ue>
</init-paranp
</filter>
<filter-nmappi ng>
<filter-name>JpsFilter</filter-nane>
<servl et - name>Pol i cySer vl et </ servl et - nane>
<di spat cher >REQUEST</ di spat cher >
</filter-mpping>. ..

Pol i cySer vl et </ di spl ay- nane>

Example

In the following example, Subj ect . doAsPri vi | eged may be replaced by
JpsSubj ect . doAsPri vi |l eged:

i nport javax.
i nport javax.
i nport javax.
i nport javax.
i nport javax.
i nport javax.
i nport javax.

security. auth. Subject;

servlet. Servl et Config;

servlet. Servl et Excepti on;

servl et. Servl et Qut put St ream
servlet. http. HtpServlet;
servlet. http. Ht pServl et Request;
servlet. http. HtpServl et Response;

inport java
inport java
inport java
inport java
inport java
inport java
inport java

.i0.1CException;

0. PrintWiter;
.i0.StringWiter;
.security.*;

.util.Date;
.util.PropertyPerm ssion;
.10.FilePerm ssion;

public class PolicyServlet extends HtpServlet {

public Pol

icyServlet() {

super ();

}

public void init(ServletConfig config)

throws Servl et Exception {

super.init(config);

}
public voi

fin

d doGet (Htt pServl et Request request, HtpServl et Response response)
throws ServletException, |OException {
al ServletQutputStreamout = response. get Qutput Stream();
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response. set Cont ent Type("text/htm");
out. println("<HTM.><BODY bgcol or =\ "#FFFFFF\ ">") ;
out.printIn("Time stanp: " + new Date().toString());

out.println( "<br>request.getRenmdteUser = " + request.get RenoteUser() +
"<hr>");

out.println("request.isUserlinRol e('sr_developer') =" +
request.isUserlnRol e("sr_devel oper") + "<br>");

out.println("request.getUserPrincipal =" + request.getUserPrincipal () +
"<br>");

Subject s = null;
s = Subj ect. get Subj ect (AccessControl | er.get Context());

out.println("Subject in serviet " + s);
out.println("<br>");
final RuntinePernission rtPerm= new RuntimePerni ssion("getd assLoader");
try {
Subj ect . doAsPrivileged(s, new PrivilegedAction() {
public Ghject run() {
try {
AccessControl | er. checkPerm ssion(rtPerm;
out.println("<br>");
out.println("CheckPerm ssion passed for permssion. " +
rtPermt " seeded in application policy");
out.println("<br>");
} catch (I OException e) {
e.printStackTrace();
print Exception ("l OException", e, out);
} catch (AccessControl Exception ace) {
ace. printStackTrace();
print Exception ("Accesscontrol Exception", ace, out);

}

return null;

}
},onull);

} catch (Throwable e) {
e.printStackTrace();
print Exception("application policy check failed", e, out);
}
out. println("</BCDY>");
out.println("</HTM>");

}
voi d printException(String nsg, Throwable e, ServletQutputStreamout) {
Throwabl e t;
try {

StringWiter sw= new StringWiter();
PrintWiter pw = new PrintWiter(sw, true);
e.printStackTrace(pw);

out.println("<p>" + msg + "<p>");

out.println("<code>");

out.println(sw getBuffer().toString());

t = e

/* Print the root cause */

while ((t =t.getCause()) !'=null) {
sw = new StringWiter();
pw = new PrintWiter(sw, true);
t.printStackTrace(pw);
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out. println("<hr>");

out.println("<p> Caused By ... </p>");

out.println(sw getBuffer().toString());
}

out. println("</code><p>");
} catch (1 OException ioe) {

i oe.printStackTrace();
}

}

Using doAs and doAsPrivileged

Oracle Fusion Middleware supports the doAs and doAsPri vi | eged methods in the
javax. security.auth. Subject and oracl e.security.jps.util.JpsSubject classes.

Oracle recommends you use the oracl e. security.jps.util.JpsSubject class
because it renders better performance and provides audit.

" Note:

If you call checkPer ni ssi on inside a doAs block and the check permission
call fails, then to display the failed protection domain you must set the
j ava. security. debug=access, f ai | ur e system property.

Using checkBulkAuthorization

The checkBul kAut hori zat i on method determines whether a subject has access to
one or more resource actions. This method returns the set of resource actions the
subject is authorized on the resources. Grants using resources must include the
resource type.

When you call this method, make sure that:

1. You have set the j ava. security. pol i cy system property to the location of the
Oracle WebLogic Server policy file.

2. Your application calls checkBul kAut hori zat i on after set Pol i cy:

java. security. Policy.setPolicy(new
oracle.security.jps.internal.policystore.JavaPolicyProvider())

checkBul kAut hori zat i on assumes that:

* The caller can provide a subject with user and enterprise role principals, and a list
of resources including the stripe each resource belongs to.

* The application can access the application stripes configured in the domain where
the application is running.

Using getGrantedResources

The get G ant edResour ces method provides a runtime authorization query to fetch all
granted resources on a given subject by returning the resource actions that have been
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granted to the subject. This method returns only permissions associated with resource
types and is available only when for LDAP security stores.

The Class ResourcePermission

ORACLE

A permission class provides the means to control the actions that a grantee is allowed
on a resource. Even though a custom permission class gives you complete control
over the actions, target matching, and logic, to work as expected at runtime, a custom
permission class must be specified in the system classpath of the server so that it is
available and can be loaded when it is required. But modifying the system class path
in environments is difficult and, in some environments, such modification might not be
even possible.

OPSS includes the oracl e. security.jps. Resour cePer ni ssi on class that you use

as the permission class within any application grant to protect application or system
resources. In this way, you no longer need to write custom permission classes and can
readily use that class in permissions within application grants stored in any supported
policy provider. Do not use this class in system policies, but use it only in application
policies.

Configuring Resource Permissions

A permission that uses the Resour cePer ni ssi on class is called a resource permission,
and it specifies the resource type, the resource name, and an optional list of actions:

<per ni ssi on>
<cl ass>oracl e. security.jps. Resour cePerm ssi on</cl ass>
<name>r esour ceType=t ype, r esour ceNane=nane</ nanme>
<actions>character-separated-1|ist-of-actions</actions>
</ perm ssi on>

Even though the resource type information is not used at runtime, the resource type
definition is required.

The following examples illustrate the specifications of resource permissions, which
include the required resource types:

<perni ssi on>

<cl ass>oracl e. security.jps. Resour cePerm ssi on</cl ass>

<name>r esour ceType=epm cal cngr. per m ssi on, r esour ceName=EPM Cal ¢_Manager </ nane>
</ perm ssi on>

<resour ce-types>
<resource-type>
<name>epm cal cngr. per m ssi on</ nane>
<di spl ay- name>Cal cManager Resour ceType</ di spl ay- name>
<descri ption>Resour cetype for nmanagi ng Cal cManager grants</description>
<provi der - nanme></ pr ovi der - nane>
<mat cher - cl ass>oracl e. security.jps. Resour cePer m ssi on</ mat cher - cl ass>
<actions-delimter> </actions-delinmter>
<actions></actions>
</resource-type>
</resource-types>

<perni ssi on>
<cl ass>oracl e. security.jps. Resour cePerm ssi on</cl ass>
<name>r esour ceType=or acl e. bi . publ i sher. Reports, resour ceNane=G.Repor t s</ nane>
<acti ons>devel op; schedul e</ acti ons>

</ perm ssi on>
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<resour ce-types>
<resource-type>
<nane>or acl e. bi . publ i sher. Report s</ name>
<di spl ay- nane>Bl Publisher Reports</displ ay-nane>
<provi der - nanme></ pr ovi der - nane>
<mat cher - cl ass>oracl e. security.jps. Resour cePerm ssi on</ mat cher - cl ass>
<actions-delimter>; </actions-delimter>
<actions>vi ew, devel op; schedul e</ acti ons>
</resource-type>
</resource-types>

A resource type associated with a resource permission can have an empty list of
actions. Note the following points about resource permissions:

*  The name must conform to the following format:

resour ceType=aType, r esour ceNane=aNane

You must define the resource type of a resource permission. To obtain the type of
a resource, use the Resour cePer ni ssi on. get Type method.

* The character-separated list of actions is optional. If specified, then it must be
a subset of the actions specified in the associated resource type. The method
ResourcePermission.getActions returns this list.

The character used to separate the items of the list must equal to the character
specified in the <actions-delimiter> of the associated resource type.

*  The Resour cePer mi ssi on. get Resour ceNane method returns the display name of a
resource used in a permission.

* Wildcard characters are not supported in resource permissions.

Managing and Checking Resource Permissions
The following lines illustrate how to create a resource permission and how to check it:

ResourcePernission rp =
new Resour cePerm ssion("oracl e. bi.publisher.Reports","G.Reps", "devel op");
JpsAut h. checkPer ni ssi on(rp);

The permission check succeeds if the resource permission satisfies the following
conditions:

e The permission is an instance of the Resour cePer ni si on class.
* The resource type name matches (ignoring case) the name of a resource type.
* The resource name matches exactly the name of a resource instance.

* The list of actions is a comma-separated subset of the set of actions specified in
the resource type.

About the Class for a Resource Type

When you create a resource type, optionally specify a class. If unspecified, then it
defaults to the oracl e. security.j ps. Resour cePerni ssi on class.

If two or more resource types share a class, then that class must be one of the
following:

e Theoracle.security.jps.ResourcePerm ssion class.

17-13



ORACLE

Chapter 17
The JAAS/OPSS Authorization Model

A concrete class extending the oracl e. security.jps. Abstract TypedPer mi ssi on
abstract class, as illustrated by MyAbst r act TypedPer ni ssi on:

public class MyAbstract TypedPerni ssion extends Abstract TypedPernission {
private static final long serial VersionUD = 8665318227676708586L;
public MyAbstract TypedPernission(String resourceType,
String resourceNane,
{super(resourceType, resourceName, actions);

}
}
A class implementing the or acl e. security. | ps. TypePer ni ssi on class and
extending the java. security. Perm ssion class.
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Developing with the Credential Store
Framework

This chapter explains how to use the Credential Store Framework in your applications
and describes guidelines for the credential store configuration.
This chapter includes the following topics:

*  About the Credential Store Framework API

e Guidelines for Using the Credential Store Framework API
e About Map and Key Names

e Provisioning Access Permissions

e Using the Credential Store Framework API

e Credential Store Framework APl Examples

About the Credential Store Framework API

You use the Credential Store Framework API to access, retrieve, and manage
credentials kept in the credential store. This APIs allow you to:

*  Check whether a credential map or a map and key is stored in the credential store.
» Obtain credentials associated within a map or a map and key.

* Assign credentials to a a map or to a map and key.

* Delete credentials within a map or a map and key.

Operations on the credential store are secured by the Credent i al AccessPermi ssion
class, a class implementing the fine-grained control used by the credential framework.

¢ See also:

Managing Credentials

Guidelines for Using the Credential Store Framework API

When you develop applications that use the Credential Store Framework API, make
sure that you:

*  Provision security policies that enable applications access to credentials.

» Determine appropriate map and key names to use, specially in environments
where multiple applications use the same credential store.
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* Make sure that a credential store instance is defined and properly configured in
the j ps-config. xm file.

¢ See also:

Provisioning Access Permissions
About Map and Key Names
Using the Credential Store Framework API

Credential Store Framework APl Examples

About Map and Key Names

Each application must have a uniqgue map name associated with it in the credential
store. This guarantees that no conflicts will arise between the various map and key
names in the store, and that the map name identifies the application unambiguously.
Within a given map, an application can store multiple keys each of which also has

a unigue name, so that the pair map name/key name identifies a single key in the
credential store.

Provisioning Access Permissions

The credential framework secures access to maps, all keys within a map, and to
specific keys within a map. To use the Credential Store Framework APl you must
specify access permissions that allow your application to use the APIl. Moreover, any
code calling this API also requires a codesource permission, but these permissions
are typically restricted to specific jars only. It is not recommended that you define
access permissions to all maps and keys.

The following sections illustrate access permissions:

*  Permission to Access a Key Example

*  Permission to Access a Map Example

Permission to Access a Key Example

ORACLE

The following example shows an access permission to a source code to perform any
action on a specific key within a map:

<j azn-policy>
<grant >
<grant ee>
<principal s>...</principal s>
<codesour ce>
<url>file:${oracl e.depl oyed. app. di r}/ <MyApp>${ or acl e. depl oyed. app. ext } </
url >
</ codesour ce>
</ grant ee>
<per ni ssi ons>
<per ni ssi on>
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<cl ass>oracl e. security.jps.service.credstore.
Credenti al AccessPer ni ssi on</cl ass>
<nanme>cont ext =SYSTEM mapNanme=nmyMap, keyName=nyKey</ nane>
<actions>*</actions>
</ perm ssi on>
</ perm ssi ons>
</ grant>
</jazn-policy>

Permission to Access a Map Example

The following example shows an access permission to a source code to perform
specific actions to a map and all keys in that map:

<j azn-policy>
<grant >
<grant ee>
<principal s>...</principal s>
<codesour ce>
<url >file:${oracl e. depl oyed. app. di r}/ <MyApp>${ or acl e. depl oyed. app. ext } </
url>
</ codesour ce>
</ grant ee>
<per ni ssi ons>
<per ni ssi on>
<cl ass>oracl e. security.jps.service.credstore.
Credenti al AccessPer ni ssi on</ cl ass>
<name>cont ext =SYSTEM mapNane=nyMap, keyNane=* </ nane>
<actions>read,wite, update, del ete</acti ons>
</ permi ssi on>
</ perm ssi ons>
</ grant>
</jazn-policy>

Using the Credential Store Framework API

The following sections explain how to use this framework in Java SE and Java EE
applications:

e Using the Credential Store Framework API in Java SE Applications

e Using the Credential Store Framework API in Java EE Applications

Using the Credential Store Framework APl in Java SE Applications

To use the Credential Store Framework API in Java SE applications:
1. Ensure that the j ps- mani f est . j ar file is in your class path.
2. Provide permissions to access Credential Store Framework APls.

3. Set Java Virtual Machine (JVM) options as appropriate. Options include the
following:

e -Doracle.security.jps.config

specifies the full path to the j ps- confi g-j se. xni file, if different from the
default location ($DOMAI N_HOVE/ confi g/ f maconfi g/ j ps-confi g-j se. xm ).

e -Dyava.security.policy
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specifies the location of the webl ogi c. pol i cy file, if different from the default
location ($W._HOVE/ server/lib).

e -Dcommon. conponent s. hone

specifies the location of the or acl e_common directory under middleware home.

° -Dopss.version

specifies the version used in the environment.

¢ See also:

Provisioning Access Permissions

Using OPSS in Java SE Applications

Using the Credential Store Framework APl in Java EE Applications

To use the Credential Store Framework API in a Java EE application, provide the
access permissions necessary for your application to work before deploying it to
Oracle WebLogic Server.

¢ See also:

Provisioning Access Permissions

Credential Store Framework API Examples

The following examples illustrate how credential store operations use the required
access permissions:

»  Credential Store Framework Operations Example
» Java SE Application with File Credentials Example
» Java EE Application with File Credentials Example
» Java EE Application with LDAP Store Example

» Java EE Application with DB Store Example

Credential Store Framework Operations Example

ORACLE

The following example illustrates Credential Store Framework APl operations that are
used in by other examples:

package deno.util;

import java.security.AccessController;
inmport java.security.PrivilegedAction;
import oracle.security.jps.JpsException;
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import oracle.security.jps.service.credstore. Credential;

import oracle.security.jps.service.credstore.Credential Al readyExi st sExcepti on;
inport oracle.security.jps.service.credstore.Credential Factory;

inmport oracle.security.jps.service.credstore.Credential Store;

inport oracle.security.jps.service.credstore.PasswordCredential ;

public class CsfUil {
final Credential Store store;
public CsfUtil (Credential Store store) {
super();
this.store = store;

}
private void doOperation() {
try {
Passwor dCredential pc = null;
try {

/1 this call requires read privilege
pc = (PasswordCredential )store. getCredential ("pc_nap", "pc_key");
if (pc ==null) {
/'l key not found, create one
pc = Credential Fact ory. newPasswor dCredenti al ("] doe",
"password".toCharArray());
Il this call requires wite privilege
store.setCredential ("pc_map", "pc_key", pc);
Systemout.print("Created ");

}
el se {
if (pc instanceof PasswordCredential){
Systemout. print("Found ");
} else {
Systemout. println("Unexpected credential type found");
}

Systemout.println("password credential: Nane=" + pc.getName() +
", Password=" +
new String(pc.getPassword()));

} catch (Credential Al readyExi st sException e) {
/'l ignore because credential already exists.
Systemout.println("Credential already exists for
<pc_map, pc_key> " + pc.getName() + ":" +
new String(pc.getPassword()));

try {
/1 perm ssion corresponding to

/1 "cont ext =SYSTEM mapNane=gc_mnap, keyName=gc_key"
byte[] secret =

new byte[] { Ox7e, Ox7f, 0x3d, Ox4f, 0x10,

0x20, 0x30 };

Credential gc =

Credenti al Fact ory. newGeneri cCredential (secret);
store.setCredential ("gc_map", "gc_key", gc);
Systemout.println("Created generic credential");

} catch (Credential Al readyExi st sException e) {
/'l ignore because credential already exists.
Systemout.println("Generic credential already exists
for <gc_map, gc_key>");
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try {
/Ino permssion for pc_map2 & pc_key2 to perform
/I operation on store
Credential pc2 =
Credenti al Fact ory. newPasswor dCr edenti al ("pc_j ode2",
"pc_password".toCharArray());
store.setCredential ("pc_map2", "pc_key2", pc2);

} catch (Exception expected) {
/I Credential Access Exception expected here. Not enough pernission
Systemout.printIn("This is expected :" +
expect ed. get Local i zedMessage());

}

} catch (JpsException e) {
e. printStackTrace();
}

* This method performs a non-privileged operation. all code
* in the call stack nust have Credential AccessPerni ssion
* R
* the caller nust have the Credential AccessPernission only and
* invoke this operation in doPrivileged bl ock
*/
public void doCredQperation() {
doQperation();
}

/*
* pecause the fol lowing perforns a privileged operation, only
* jar containing this class needs Credential AccessPerm ssion
*/
public void doPrivilegedCredOperation() {
AccessControl | er. doPrivil eged(new PrivilegedAction<String>() {
public String run() {
doQperation();
return "done";

}

Java SE Application with File Credentials Example

The example in this section illustrates a Java SE application that uses a file credential
store represented by the $DOVAI N_HOVE/ conf i g/ f mconfi g/ syst em j azn- dat a. xn
file.

In the example, the proj ect src. hone system property points to the directory
containing the Java SE application, and cl i ent App. j ar is the application JAR file
which is present in the di st directory.

The following grant illustrates access permissions:

<grant >
<grant ee>
<codesour ce>
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<url>file:${projectsrc.hone}/dist/clientApp.jar</url>
</ codesour ce>
</ grant ee>
<per ni ssi ons>
<perni ssi on>
<cl ass>oracl e.security.]jps.service.credstore. Credential AccessPerni ssion
</ cl ass>
<name>cont ext =SYSTEM mapNanme=pc_map, keyNane=* </ nane>
<actions>read, wite</actions>
</ perm ssi on>
<perni ssi on>
<cl ass>oracl e. security.]jps.service.credstore. Credential AccessPerni ssion
</ cl ass>
<nanme>cont ext =SYSTEM mapNane=gc_map, keyNanme=gc_key</ name>
<actions>wite</actions>
</ perm ssi on>
</ perm ssi ons>
</grant>

Because no permission is granted to mapNane=pc_nap2, keyNane=pc_key2, the call to
set Credenti al for that map and key will fail.

The credential store used by the application is specified in j ps- confi g-j se. xm :

<servi cel nst ances>
<servicel nstance nane="credstore file_instance"
provi der="credstore_file_provider">
<property nanme="|ocation" val ue="store" />
</ servi cel nstance>
</ servi cel nstances>

Here is the Java SE code that calls the program.

package denv;

i mport java.io.ByteArrayl nput Stream

import java.security.AccessController;

import java.security.PrivilegedAction;

i mport oracle.security.jps.JpsContext;

import oracle.security.jps.JpsStartup;

i nmport oracle.security.jps.JpsContextFactory;

i nmport oracle.security.jps.JpsException;

import oracle.security.jps.jaas.JavaPolicy;

inmport oracle.security.jps.service.credstore.Credential;

inmport oracle.security.jps.service.credstore.Credential Al readyExi st sExcepti on;
import oracle.security.jps.service.credstore.Credential Factory;
import oracle.security.jps.service.credstore.Credential Store;

import oracle.security.jps.service.credstore.PasswordCredential ;
import oracle.security.jps.service.policystore.PolicyStore;

i mport oracle.security.jps.service.policystore. PolicyStoreException;
import demo.util.CsfUil;

public class CsfApp {

public CsfApp() {
super () ;
}

public static void main(String[] a) {
/'l performoperation as privileged code
JpsCont ext Factory ctxFactory;
try {
new JpsStartup().start();
ctxFactory = JpsCont ext Fact ory. get Cont ext Factory();
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JpsContext ctx = ctxFactory. get Context ()
Credential Store store =
ct x. get Servi cel nstance(Credential Store. cl ass)
CsfUtil csf = new CsfUtil(store);
/1 next call is in a doPrivileged bl ock and shoul d succeed
csf. doPrivil egedCredCperation();

/'l because next call is not in a doPrivileged bl ock,
/1 it fails if Credential AccessPerm ssion is not granted to this

cl ass
csf.doCredQperation();
} catch (JpsException e) {
e.printStackTrace();
}
}
}

Java EE Application with File Credentials Example

This example shows a Java EE application using file credentials that calls the
Credential Store Framework API. The j azn-dat a. xm file defines the appropriate
access permissions, the codesource permissions, the permissions required for
different combinations of map and key.

The following grant illustrates access permissions:

<grant >
<grant ee>
<codesour ce>
<url>file:${oracl e. depl oyed. app. di r}/ <MyApp>${ or acl e. depl oyed. app. ext } </
url >
</ codesour ce>
</ grant ee>
<per mi ssi ons>
<per mi ssi on>
<cl ass>oracl e. security.jps.service.credstore. Credential AccessPerni ssion
</class>
<nanme>cont ext =SYSTEM mapNanme=pc_map, keyNane=* </ nane>
<actions>read, wite</actions>
</ perm ssi on>
<per mi ssi on>
<cl ass>oracl e. security.jps.service.credstore. Credential AccessPerni ssion
</class>
<name>cont ext =SYSTEM mapNarme=gc_map, keyNane=gc_key</ name>
<actions>wite</actions>
</ perm ssi on>
</ perm ssi ons>
</ grant>

The credential store used by the application is specified in the j ps-confi g. xni file:

<servi ceProvi der s>
<servi ceProvi der type="CREDENTI AL_STORE" nane="cr edst oressp"

class="oracle.security.jps.internal.credstore.ssp. SspCredential StoreProvider">
<descri ption>Secret St ore-based CSF provi der</description>
</ servi ceProvi der>
</ servi ceProvi der s>

<servi cel nst ances>
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<servi cel nstance name="credstore" provider="credstoressp">
<property name="l ocation" value="./" [>
</ servi cel nstance>
</ servi cel nstances>

<j psContexts defaul t="defaul t">
<j psCont ext nane="defaul t">

<servicel nst anceRef ref="credstore"/>

</ j psCont ext >
</j psCont ext s>

The | ocat i on property specifies the location of the cwal | et . sso file.

Here is the example using these configurations:

package deno;

import deno.util.CsfUil;

i mport java.io.lOException;

inmport java.io.PrintWiter;

i mport java.net.URL;

import java.util.Date;

i mport javax.servlet.*;

inport javax.servlet.http.*;

import oracle.security.jps.JpsException;

inmport oracle.security.jps.service.JpsServicelLocator;

import oracle.security.jps.service.credstore. Credential Store;

public class CsfDenpServlet extends HtpServlet {
private static final String CONTENT _TYPE = "text/htnl; charset=w ndows-1252";
public void init(ServletConfig config) throws ServletException {

super.init(config);

public void doGet (H tpServl et Request request,
Ht t pSer vl et Response response) throws Servl et Exception,
| CException {
r esponse. set Cont ent Type( CONTENT_TYPE) ;
PrintWiter out = response.getWiter();
/] Servl et Qut put Stream out = response. get Qut put Strean();
try {
response. set Content Type("text/htm ");
out. println("<htm ><body bgcol or=\"#FFFFFF\ ">");
out.println("<b>Current Time: </b>" + new Date().toString() +
"<br><br>");

/1get hold of app-level CSF service store
/I Qutside app context, it returns the domain CSF store
final Credential Store store =

JpsServi ceLocat or. get Servi ceLocat or (). | ookup(Credential Store. cl ass);
CsfUtil csf = new CsfUtil(store);
csf. doPrivil egedCredQperation();
out.println("Credential operations conpleted using privileged
code.");
} catch (JpsException e) {
e.printStackTrace(out);
}
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The create operation is implemented inside a privileged block. Note that in a Java SE
environment, the following two calls are equivalent:

Credential Store store =
JpsServi celLocat or. get Servi ceLocat or () . | ookup(Credenti al St ore. cl ass);

Credential Store store =
JpsCont ext Fact ory. get Cont ext Fact ory() . get Cont ext (). get Servi cel nstance(Credential S
tore.cl ass);

Java EE Application with LDAP Store Example

The following example uses the same application used in Java EE Application with
File Credentials Example, but the credential store is now LDAP instead of a file.

Here is an example of an LDAP store configuration:

<servi ceProvi der s>
<servi ceProvi der name="| dap. credenti al store. provider"
class="oracl e.security.jps.internal.credstore.|dap. LdapCredenti al St oreProvi der">
<descri ption>Prot ot ype LDAP CSF provider</description>
</ servi ceProvi der>
</ servi ceProvi der s>

<servi cel nstances>
<servi cel nstance provider="1dap. credenti al store. provider"
name="credst ore. | dap" >
<property val ue="boot strap"
name="boot strap. security. principal . key"/>
<property val ue="cn=w s-jrfServer"
name="oracl e. security.jps.farmnanme"/>
<property val ue="cn=j psTest Node"
name="oracl e. security.jps.|dap.root.name"/>
<property val ue="I|dap://nynode. us. nycor p. com 1234"
name="1|dap. url"/>
</ servi cel nstance>
</ servi cel nstances>

<j psContexts defaul t="appdefaul t">
<j psCont ext nane="appdefaul t">
<servi cel nstanceRef ref="credstore.ldap"/>
</ j psCont ext >
</j psCont ext s>

Java EE Application with DB Store Example

The following example uses the same application used in Java EE Application with
File Credentials Example, but the credential store is now a database instead of a file.

Here is a example of a DB store configuration:

<servi ceProvi der s>

<servi ceProvi der type="CREDENTI AL_STORE" nane="db. credenti al store. provider"
class="oracl e.security.jps.internal.credstore.rdbns. DonmsCredenti al StoreProvider"/
>

<descri ption>DB CSF provi der</description>

</ servi ceProvi der>
</ servi ceProvi der s>

<servi cel nst ances>
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<servi cel nstance provider="db. credential store. provider"
name="credst ore. db" >
<property val ue="boot strap"
name="boot strap. security. principal . key"/>
<property val ue="cn=wl s-jrfServer"
name="oracl e. security.jps.farmnane"/>
<property val ue="cn=j psTest Node"
name="oracl e. security.jps.|dap.root.name"/>
<property name="jdbc.url" val ue="jdbc: oracl e: thin: @ocal host: 5521: | dapoi d"/ >
<property name="jdbc.driver" value="oracle.jdbc. OracleDriver"/>
<property name="dat asource.jndi.name" val ue="j dbc/ OpssDS"/ >

</ servi cel nstance>

</ servi cel nstances>

<j psCont exts defaul t="appdefaul t">
<j psCont ext name="appdefaul t">
<servicel nstanceRef ref="credstore.db"/>
</ j psCont ext >
</j psCont ext s>
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Developing with the User and Role API

This chapter explains how to use the User and Role API to access, search, and modify
entries in the identity store, and how to configure Secure Sockets Layer (SSL) with
LDAP providers.

It includes the following sections:

*  About the User and Role API

*  Working with Service Providers

*  Searching the Identity Store

* Creating and Modifying Entries in the Identity Store
* User and Role APl Examples

e Configuring SSL for LDAP Providers

About the User and Role API

ORACLE

" Note:

The User and Role API is deprecated. Oracle recommends that you

use instead the ldentity Governance Framework and migrate usage to
this framework. For information about this migration, see Migrating to
Identity Directory API in Developing Applications with Identity Governance
Framework.

The User and Role API allows applications to access identity information in a uniform
and portable way regardless of the particular underlying identity repository. This
repository can be an LDAP server, a database, a file, or some custom repository.

The User and Role API provides programmatic access to any repository, ensures
portability, and helps you simplify application. For example, using this API, your
application can access several repositories without requiring any changes to the
application code.

This API includes methods to create, update, and delete users and roles, and search
them for attributes; it allows you, for example, to obtain the email addresses of all
users in a certain role.

To use the User and Role API from a Java container, the identity store must be LDAP
and the Administration Server must be up and running. In addition, application role
members must use the webl ogi ¢. security. princi pal . W.SUser | npl class.

Oracle recommends that you authenticate users with an authentication provider and
that do not use User and Role API for that purpose, and that you do not use
concurrently the User and Role API and other APIs accessing entries in the same
LDAP server.
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¢ See also:

Authentication Providers and the User and Role API
Developing Security Providers for Oracle WebLogic Server

Java API Reference for Oracle Platform Security Services User and Role

Authentication Providers and the User and Role API

The User and Role API uses, by default, the first authentication provider configured
in the domain. If your application requires using any other configured authentication
provider, then configure this special use as explained in Working with Service
Providers.

When more than one provider is configured in the environment, you specify providers
in an ordered list and set a control flag in each of them. Using this order and the
control flags, the server determines which provider to use. After one is chosen, the
remaining providers are ignored.

Working with Service Providers

To implement a provider, choose the provider class appropriate to the underlying
repository, configure that provider, and then configure the provider runtime, as
explained in the following sections:

e Setting Up the Environment

e Choosing the Provider Repository

e Configuring the Provider Start-Time and Runtime Properties
e Configuring the Provider when Creating a Factory Instance
e Configuring the Provider when Creating a Store Instance

e Configuring the Provider at Runtime

e Programming Guidelines

e The Provider's Lifetime

¢ See also:

Identity Assertion Providers in Developing Security Providers for Oracle
WebLogic Server

Setting Up the Environment

The User and Role API interacts with the identity repository through an identity
provider, which carries out the actual communication with the underlying repository.
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This offers flexibility because the same code can be used with different repositories by
modifying the provider's connection information.

To configure your environment to use the User and Role API:

e Ensure that the provider JAR file, which implements the underlying particular
identity repository, and component JARs required by your provider are available
in your environment.

e Specify the object classes that the search method use:

<servi cel nstance name="idstore.|dap" provider="idstore.|dap.provider">
<property name="idstore.config.provider"
val ue="oracl e.security.jps.w s.internal.idstore. WsLdapl dSt oreConfi gProvi der"
/
>
<property name="CONNECTI ON_POOL_CLASS'
val ue="oracl e. security.idm providers. stdl dap. JNDI Pool "/ >
<ext endedPr operty>
<name>user . obj ect . cl asses</ nanme>
<val ues>
<val ue>t op</ val ue>
<val ue>person</ val ue>
<val ue>i net or gper son</ val ue>
<val ue>or gani zat i onal per son</ val ue>
<val ue>ot her Acti veDirect orySpeci fi cC asses</ val ue>
</ val ues>
</ ext endedPr operty>
e In case of an LDAP provider, configure the provider user so that it has permissions
to read the cn=comon, cn=pr oduct s, cn=or acl econt ext nodes.

¢ See also:

Configuring Security Providers with Fusion Middleware Control

Choosing the Provider Repository

ORACLE

OPSS supports a number of user repositories for an identity service provider.
For systems and versions, see Oracle Fusion Middleware Supported System
Configurations.

The choice of repository determines the provider class to use with the provider, as
described in the following table:

Table 19-1 Repository and Provider Classes

______________________________________________________________________|
Repository Provider Class

Microsoft Active Directory  oracle.security.idm.providers.ad.ADIdentityStoreFactory
Novell eDirectory oracle.security.idm.providers.edir.EDIdentityStoreFactory

Oracle Directory Server oracle.security.idm.providers.iplanet.IPldentityStoreFactory
Enterprise Edition
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Table 19-1 (Cont.) Repository and Provider Classes

_______________________________________________________________________|
Repository Provider Class

Oracle Internet Directory  oracle.security.idm.providers.oid.OIDIdentityStoreFactory

OpenLDAP oracle.security.idm.providers.openldap.OLdapldentityStoreFactory

Embedded LDAP server oracle.security.idm.providers.wisldap.WLSLDAPIdentityStoreFacto
ry

Oracle Virtual Directory oracle.security.idm.providers.ovd.OVDIdentityStoreFactory

Microsoft ADAM oracle.security.idm.providers.ad.ADIdentityStoreFactory

IBM Tivoli oracle.security.idm.providers.openldap.OLdapldentityStoreFactory

The provider class must implement the interface specified by the User and Role
API framework. For information about this API, see Java API Reference for Oracle
Platform Security Services.

Creating the Provider Instance

To create a provider instance after having identified the provider's class:

1. Usethe ldentityStoreFactoryBuil der.getldentityStoreFactory method to
create a factory instance:

I dentityStoreFactoryBuil der buil der =new I dentityStoreFactoryBuilder ();

2. UsetheldentityStoreFactory. getldentityStorelnstance method to create a
store instance:

IdentityStoreFactory oidFactory = buil der.getldentityStoreFactory(
“oracle.security.idmproviders.oid. 0D dentityStoreFactory", factEnv);

3. Obtain the handle to the identity store:

oi dStore = oidFactory. getldentityStorelnstance(storeEnv);

Configuring the Provider Start-Time and Runtime Properties

You can set a number of properties for the factory instance and the store instance,
such as the URL, the repository port number, and the user and password to access
the repository.

The following sections explain how to set these properties:

»  Configuring Start-Time and Runtime Properties

* Enabling Execution Context ID

Configuring Start-Time and Runtime Properties

To configure the provider properties at start-time (when you create the provider) or at
runtime, use properties including:

*  Start-time properties, with names prefixed with ST_.

* Runtime properties, with names prefixed with RT_.
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Start-time Configuration Properties

You configure start-time provider properties once because generally these values
persist for the duration of the provider's lifetime.

Specify the property ST _SUBSCRIBER_NAME when you create the store instance,
and all other start-time properties when you create the provider factory instance.

The following table describes the start-time identity provider properties.

Table 19-2 Start-Time Identity Provider Properties

|
Property Name Description

ST_BINARY_ATTRIBUTES The names of binary attributes stored in the LDAP
server. The provider treats these attributes as binary
data while sending and receiving data from the LDAP
server.

ST_CONNECTION_POOL The external connection pool, an instance
of the oracl e. i dm connecti on. Connect i onPool
class. The provider uses this pool to
acquire connections to the LDAP server,
and the properties ST_SECURITY_PRINCIPAL,
ST_SECURITY_CREDENTIALS, and ST_LDAP_URL

are ignored.
ST_USER_NAME_ATTR The provider user's name in the identity store.
ST_GROUP_NAME_ATTR The provider user's role name in the identity store.
ST_USER_LOGIN_ATTR The login ID of the provider's user in the identity store.
ST_SECURITY_PRINCIPAL The user (principal).
ST_SECURITY_CREDENTIALS The credentials to log in to the identity store.
ST_LDAP_URL The URL of the identity store.
ST_MAX_SEARCHFILTER_LENGT The maximum length of the search filter allowed by the
H LDAP server.
ST_LOGGER The logger that the API uses.
ST_SUBSCRIBER_NAME The base distinguished name in the LDAP server. This

property is specified when you create the IdentityStore
instance and is used to determine default values for the
remaining properties.

ST_CONNECTION_POOL_CLASS The fully-qualified connection pool class name.

ST_INITIAL_CONTEXT_FACTORY  The fully-qualified class name of the factory that creates
the initial context.

Runtime Configuration Properties

Runtime properties control the behavior of the provider's | denti t ySt or e instance.
You configure these properties by the specifying St or eConf i gur ati on object that is
obtained from the | denti t ySt or e instance. All runtime properties have default values.

The following table describes the runtime identity provider properties.
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Table 19-3 Runtime Identity Provider Properties
|

Property Name Description
RT_USER_OBJECT_CLASSES An array of classes required to create a user.
RT_USER_MANDATORY_ATTRS Required attributes of a new user.
RT_USER_CREATE_BASES Base DNs where a new user can be created.
RT_USER_SEARCH_BASES Base DNs that can be searched for users.
RT_USER_FILTER_OBJECT_CLAS An array of classes used to search users.
SES

RT_GROUP_OBJECT_CLASSES An array of classes required to create a role.
RT_GROUP_MANDATORY_ATTRS Required attributes of a new role.

RT_GROUP_CREATE_BASES Base DNs where a new role can be created.
RT_GROUP_SEARCH_BASES Base DNs that can be searched for roles.
RT_GROUP_MEMBER_ATTRS An array of attributes in a role. All members of a role

have a value for each of these attributes.
RT_GROUP_FILTER_OBJECT_CLA An array of classes used to search roles.

SSES
RT_USER_SELECTED_CREATE_B The distinguished name where a user is created with
ASE creat eUser. If null and the ST_SUBSCRIBER_NAME

is unspecified, then the first supplied value of

the RT_USER_CREATE_BASE is used. If null and
the ST_SUBSCRIBER_NAME is specified, then the
subscriber name of the identity store is used.

RT_GROUP_SELECTED_CREATE_ The distinguished name where a role is created with
BASE creat eRol e. If null and the ST_SUBSCRIBER_NAME
is unspecified, then the first supplied value of the
RT_GROUP_CREATE_BASE is used. If null and
the ST_SUBSCRIBER_NAME is specified, then the
subscriber name of the identity store is used.

RT_GROUP_GENERIC_SEARCH_ The distinguished name where to search roles for a

BASE given identity. In LDAP providers, it is set, by default,
to the subscriber name or else to the first group search
base.

RT_SEARCH_TYPE The type of search: SIMPLE, PAGED, or

VIRTUAL_LIST_VIEW.

Enabling Execution Context ID

ECID enabling is required only for LDAP identity stores. By default, ECID support is
disabled in the User and Role API. To enable it, set the ST_ECI D_ENABLED property to
t rue when initializing the API:

fact Env. put (OVDI dentityStoreFactory. ST_ECI D ENABLED, "true");

Configuring the Provider when Creating a Factory Instance

Configuration at this stage affects the entire factory object as well as objects created
using the specific factory instance. Many start-time properties are set at this time,
including ST_LDAP_URL, ST_SECURI TY_PRI NCI PAL, and ST_SECURI TY_CREDENTI AL.
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The following sections illustrate how to configure provider properties when you create
a factory instance:

*  Configuring Common Properties

e Configuring Constants, Number of Connections, and Pool Connection

Configuring Common Properties

The following example illustrates a provider configuration at the time the LDAP factory
is created, including the specification of a log location:

I dentityStoreFactoryBuil der builder = new IdentityStoreFactoryBuil der();

I dentityStoreFactory oidFactory = null;

Hasht abl e fact Env = new Hashtabl e();

Logger nylogr = Logger. get Logger (" nyl ogger. abc. cont);

Fil eHandl er fh = new Fil eHandl er("userrol eapi.log");

nyl ogr . addHandl er (f h);

fact Env. put (O Dl dentityStoreFactory. ST_SECURI TY_PRI NCl PAL, "User DN');

fact Env. put (O Dl dentityStoreFactory. ST_SECURI TY_CREDENTI ALS, "User password");

factEnv. put (O DidentityStoreFactory. ST_LDAP_URL, "I dap://| daphost: port/");

fact Env. put (O Dl dentityStoreFactory. ST_LOGGER NAME, "nyl ogger. abc. cont);

oi dFactory = buil der.getldentityStoreFactory(
"oracle.security.idmproviders.oid. 0D dentityStoreFactory", factEnv);

Configuring Constants, Number of Connections, and Pool Connection

To overwrite constants and default property values, supply a map in the
ST_PROPERTY_ATTRI BUTE_MAPPI NG property during factory creation.

The following example illustrates how to set the maximum and minimum
number of connections, the custom connection pool class, and the map of the
Rol eProf i | e. OANER user to the nyowner attribute:

fact Env. put (LDl denti tySt oreFact ory. ST_CONNECTI ON_POOL_M N_CONNECTI ONS, "3");
fact Env. put (LDl denti tySt oreFact ory. ST_CONNECTI ON_POOL_MAX_CONNECTI ONS, "16");

fact Env. put (O Dl dentityStoreFactory. ST_CONNECTI ON_POCL_CLASS,
“oracle.security.idm providers.stdl dap. JNDI Pool ");

fact Env. put (1 Pl dentityStoreFactory. ST_SECUR TY_PRI NCl PAL, "<User DN>");

fact Env. put (I Pl dentityStoreFactory. ST_SECURI TY_CREDENTI ALS, "<User password>");

fact Env. put (I Pl dentityStoreFactory. ST_LDAP_URL, "I dap://| daphost: port/");

Map m = new Hashtabl e();

m put (Rol eProfile. OANER, "myowner");

fact Env. put (1 Pl dentitySt oreFactory. ST_PROPERTY_ATTRI BUTE_MAPPI NG m);

i pFactory = builder.getldentityStoreFactory(
"oracle.security.idmproviders.iplanet.|PldentityStoreFactory",
fact Env);

All owner-related operations, such as get Oaner s, and get OamnedRol es are performed
using the myowner attribute. The maximum minus the minimum connection values
must be greater than 10.

Configuring the Provider when Creating a Store Instance

The identity store configuration applies to the store and all objects created with the
store instance, and you specify the runtime property you want when you create the
identity store instance.
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The following example illustrates how to create a store instance and how to get a
handle for it:

IdentityStore oidStore = null;
Hasht abl e storeEnv = new Hashtabl e();
storeEnv. put (O Dl dentityStoreFact ory. ST_SUBSCRI BER NAME, "dc=us, dc=or acl e, dc=conft')

oi dStore = oidFactory.getldentityStorelnstance(storeEnv);

Configuring the Provider at Runtime

To facilitate adding and modifying properties at runtime, the User and
Role API provides the get St or eConfi gur ati on method. For example, to set
RT_USER_SEARCH BASES at runtime:

StoreConfiguration conf = oi dStore. get StoreConfiguration();
conf. set Property(“RT_USER _SEARCH BASES"', “dc=us, dc=oracl e, dc=cont');

Programming Guidelines

The following sections contain recommendations to consider when you work with
providers and provider artifacts:

*  Switching Providers

» Using Identity Store Objects

Switching Providers

ORACLE

To ensure that your application works after switching providers, consider the following
guidelines:

1. Use the constants specified in oracl e. security.i dm User Profil e only to refer
to user properties. Avoid using native constants, which are not portable. For
example, if you must obtain a user's login name, then fetch it using the
User Profi | e. USER_NAME constant:

Property prop = usrprofile.getProperty(UserProfile. USER_NAMVE);
2. Use code like the following to obtain all the properties of a user,

UserProfile upf = null;

Li st proplst = store.getUserPropertyNames();

String[] proparr = (String[]) proplst.toArray(new String[proplst.size()]);
PropertySet pset upf . get Properties(proparr);

3. Do not use native wildcard characters directly in your search filter string when
you create search filters. Use instead the Si npl eSear chFi | t er. get W dCar dChar
method that fetches the correct wildcard character for the provider:

Snpl eSearchFilter sf = m.identityStore. getSinpleSearchFilter(
attrNane, SinpleSearchFilter. TYPE_EQUAL, null);
sf.setValue(filterStringWthoutW I dcard+sf.getWIdCardChar());

For example, the method returns %for a database provider and * for an LDAP
provider.

4. Apply the following conversion on the filter while generating the User and Role
API filter, if your application accepts user-supplied filter strings with a predefined
wildcard character:
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/I'User supplied filter assumes “% as the wildcard character
String userDefinedFilter = .................
Snpl eSearchFilter sf = m.identityStore. getSinpleSearchFilter(
attrNane, SinpleSearchFilter. TYPE_EQUAL, null);
userDefinedFilter = userDefinedFilter.replaceall ("%, sf.getWldCardChar());
sf. set Val ue(user DefinedFilter);

Using Identity Store Objects

When implementing your application, consider the following points:

*  The identity store implementations are not thread-safe. The User and Role API
assumes that the store instances are not shared among threads. If the store
instance is shared among threads, then the application code must take care to
handle any required thread safety issues.

» Some applications allow a user session to change the create and search bases
and various other runtime properties, which you define as runtime properties, and
the identity store changes its runtime behavior according to these settings. The
framework allows only one identity store instance per session.

The Provider's Lifetime

A provider persists in the environment until you close the factory instance. When the
provider instance ends, all the objects that were created with that instance become
invalid and subsequent calls on them throw an exception. When you close a factory
instance, it is recommended that you explicitly close server connections and delete no
longer valid instances. Factory instances are thread-safe, but identity store instances
are not.

Similar considerations apply to closing the identity store instance.

Searching the Identity Store

Queries to the identity store can return a single identity or multiple ones. The following
sections explain how to use the User and Role API to query the identity store:

e Searching for a Specific Identity
e Searching for Multiple Identities

* Using Search Filters

Searching for a Specific Identity

To query for a specific identity or role use any the following methods:

I dentityStore. searchUser
I dentityStore. searchUser
I dentityStore. searchUser
I dentityStore. searchRol e

String nane);

Principal principal);

int searchType, String nane);
int searchType, String value);

—~ o~ o~ —~

Use these methods when you must get the object reference to a known identity kept in
the store. They raise an exception if multiple entities with the same value are found in
the store.
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Searching for Multiple Identities

To query for multiple identities or roles use any of the following methods:

I dentityStore. search(SearchParans parans);

I dentityStore. searchUsers(SearchParans parans);

I dentityStore. searchRol es(int searchType, SearchParans parans);
I dentityStore. searchProfil es(SearchParans parans);

Using Search Filters

The User and Role API includes a number of search filters that facilitate a variety of
search operations. The following sections explain the use of search filters:

e Filter Operators
e Filter for Logged-In User and Role

e Filters Examples

Filter Operators

The User and Role API supports the operators "=", "<",">", "<=" and ">=" which are
used to create simple search filters, and the operators "&" and "|" which are used to
combine two or more search strings to make a complex search filter.

Use the NOT operator in a simple or a complex search filter. The negated filter returns
the entities which were rejected by the filter.

Filter for Logged-In User and Role

Applications commonly must retrieve the identity of the logged-in user and
the user's group name. The user. | ogin. attr and groupnane. attr attributes
are set when a user logs in, and you use the User Profi | e. get User Narme and
Rol eProfil e. get Property(Rol eProfil e. NAME) methods to get their values.

The following example shows how to query a logged in user:

Si npl eSearchFilter sf = oidStore. getSinpl eSearchFilter(
UserProfile. USER_ NAME, SinpleSearchFilter. TYPE_EQUAL, "sanpleUserNane");
Sear chPar anet ers ssp = new Sear chPar anet er s( sf,
Sear chPar anmet er s. SEARCH_USERS_ONLY) ;

Sear chResponse resp = oi dStore. searchUsers(ssp);

Systemout. println("Searched users are:");

while (resp.hasNext()) {
Identity idy = resp.next();
String foundUserNane = ((User)idy).getUserProfile().getUserName();
Systemout. println("Found user name: "+ foundUser Name );

}

The following example shows how to query the logged-in user's role:

Rol e aRol e = i dStore. searchRol e(ldentityStore. SEARCH BY_NAME, "sanpl eRol eName");
Property prop = aRol e. get Rol eProfile().getProperty(Rol eProfile. NAME);

List rol eList = prop.getVal ues();
Iterator itr = rolelList.iterator();
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Systemout. println("Searched roles are:");
while (itr.hasNext()) {
String foundRol eName = (String)itr.next();
Systemout. println("Found role name: "+ foundRol eNane );

Filters Examples

ORACLE

The implementation of a simple search filter depends on the underlying store. In the
following example, the filter allows all entries with value not null for the NAME field:

Si npl eSearchFilter sf =
oi dSt ore. get Si npl eSear chFi | ter (User Profil e. NAVE,
Si npl eSearchFi |l ter. TYPE_EQUAL, null);

sf. set Val ue(sf.getWI| dCardChar());

The following example retrieves users whose preferred language is not English:

Si npl eSearchFilter sf =
0i dSt ore. get Si npl eSearchFi | ter(
User Profi | e. PREFERRED LANGUAGE,
Si npl eSear chFi | ter. TYPE_EQUAL,
"english");
sf.negate();

The following example combines multiple search filters with operators "&" or "|". It
searches for users whose name starts with a letter between "a" and "j":

Sinpl eSearchFilter sfl =
0i dSt or e. get Si npl eSear chFi | ter(
User Profi | e. NAME,
Si npl eSear chFi | t er. TYPE_GREATER,
null);

sf 1. set Val ue("a" +sf 1. get Wl dCardChar ());
Sinpl eSearchFilter sf2 =

0i dSt or e. get Si npl eSear chFi | ter (UserProfil e. NAME,

Si npl eSearchFil ter. TYPE_LESS, null);

sf 2. set Val ue("j"+sf2. get Wl dCardChar ());
Sinpl eSearchFilter sfArray[] = new SinpleSearchFilter[] {sfl, sf2};
Conpl exSearchFilter cfl =
st ore. get Conpl exSearchFi |l ter(sfArray, Conpl exSearchFilter.TYPE_AND);

To use of nested filters to search for users whose name starts with a letter between "a"
and "|" but not with the letter "i":

[continues from previous exanple]
Si npl eSearchFilter sf3 =

0i dSt ore. get Si npl eSearchFi | ter (UserProfile. NAVE, Si npl eSear chFi | t er. TYPE_EQUAL, nul
1)

sf 3. set Val ue(“i"+sf3. get Wl dCardChar());

sf 3. negate();

SearchFilter sfArray2[] = new SearchFilter[] {cfl, sf3};
Conpl exSearchFilter cf2 =
store. get Conpl exSear chFi | ter(sfArray2, Conpl exSearchFilter. TYPE_AND);

The following example filters names starting with the letter A and prints the return
values:
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/'l search filter (cn=a*)
Si npl eSearchFilter sf =

oi dStore. get Si npl eSear chFi | ter (User Profil e. NAVE, Si npl eSear chFi | t er. TYPE_EQUAL, nul

1)
sf.set Val ue("a"+sf.get Wl dCardChar());

Sear chPar amet ers parans = new Sear chParaneters();
parans. setFil ter(sf);

/'l Search users
Sear chResponse resp = oi dSt ore. sear chUser s( parans) ;
Systemout. println("Searched users are:");
while (resp.hasNext()) {

Identity idy = resp.next();

Systemout. println("Uni que nane: "+idy. getUni queName());
}

Creating and Modifying Entries in the Identity Store

The User and Role API allows you to add and modify identities with the use of

the User Manager and Rol eManager classes. To obtain User Manager and Rol eManager

instances from a store instance, use the following calls:

User Manager um = storel nst. get User Manager () ;
Rol eManager rm = storel nst. get Rol eManager () ;

The following sections provide examples that illustrate:

e Creating ldentities and Roles
*  Modifying an Identity
o Deleting an Identity

Creating Identities and Roles

To create a new identity, use one of the following methods in the User Manager class:

createUser (java.lang.String nane, char[] password)

createUser(java.lang. String nane, char[] password, PropertySet suppliedProps)

The second method sets user properties with the passed values. Required attribute

values not supplied are given default values.

To create a new role, use one of the following methods in the Rol eManager class:

createRol e(String rol eNane);
createRol e(String rol eNane, int rol eScope);

Roles are created, by default, with the enterprise scope.

Modifying an Identity

To modify an identity, first obtain a reference to it. Then use the set Property method

in the User, User Profil e, Rol e, or Rol eProfi | e classes to modify the identity.

To replace a display name:

ORACLE
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UserProfile usrprofile = usr.getUserProfile();

ModProperty nprop = new ModProperty(UserProfile. DI SPLAY_NAME,
"modi fied display nane",
ModPr operty. REPLACE) ;

usrprofile.setProperty(nprop);

Valid operators are: ADD, REMOVE, and REPLACE.

To modify a value in an attribute with multiple values, first remove the value you want
to modify, and then add the modified value.

Deleting an Identity

To delete an identity, first obtain the user and role references, and then use the
dropUser and dr opRol e methods:

User usr;

Rol e role;

usr manager . dropUser (usr);
rol emanager . dropRol e(rol e);

User and Role API Examples

The following examples illustrate the use of the User and Role API to query and
manage users:

e Searching Users Example

* Managing Users Example

Searching Users Example

The following example illustrates how to set up a search filter to query users. To query
groups, use the Rol eProf i | e class. To query users, use the User Profi | e class.:

inport oracle.security.idm?*;

i nmport oracle.security.idmproviders.oid.*;
inport java.util.*;

import java.io.*;

public class SearchUsersQ D
{
public static void main(String args[])
{
I dentityStoreFactoryBuil der builder = new
I dentityStoreFactoryBuil der();
I dentityStoreFactory oidFactory = null;
IdentityStore oidStore = null;

try
{
Hasht abl e fact Env = new Hashtabl e();

Hasht abl e storeEnv = new Hashtabl e();

/] creating the factory instance

fact Env. put (O DI dentityStoreFactory. ST_SECURI TY_PRI NCI PAL, "<User DN>");

fact Env. put (O DI dentityStoreFactory. ST_SECURI TY_CREDENTI ALS, " <User
passwor d>");

fact Env. put (O Dl dentityStoreFactory. ST_LDAP_URL, "l dap://| daphost: port/");
oi dFactory = builder.getldentityStoreFactory(
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"oracle.security.idmproviders.oid. OD dentityStoreFactory",
fact Env);

storeEnv. put (O Dl dentityStoreFact ory. RT_SUBSCRI BER_NAME,
"<Subscriber name>");
oi dStore = oi dFactory. getldentityStorelnstance(storeEnv);

/'l search filter (cn=a*)
Si npl eSearchFilter sf = oi dStore. get Si npl eSearchFi | ter(

User Profile. NAME, SinpleSearchFilter. TYPE_EQUAL, null);
sf.set Val ue("a"+sf.get Wl dCardChar());

/1 sf2 search filter (!(cn=*a))
Si npl eSear chFilter sf2 = oi dStore. get Si npl eSear chFi | ter(
User Profile. NAME, SinpleSearchFilter. TYPE_EQUAL, null);
sf 2. set Val ue(sf2. get Wl dCardChar()+"a");
sf 2. negate();

Si npl eSearchFilter sfArray[] = new SinpleSearchFilter[] {sf,sf2};
Conpl exSear chFilter cfl = oi dStore. get Conpl exSear chFil ter(sfArray,
Conpl exSear chFi | ter. TYPE_AND) ;

Sear chPar amet ers parans = new Sear chParaneters();

parans. setFilter(cfl);

/'l Searching for users
Sear chResponse resp = oi dSt ore. sear chUser s( parans) ;
Systemout. println("Searched users are:");
while (resp.hasNext()) {
Identity idy = resp.next();
Systemout. println("Uni que name: "+idy. getUni queNane());

}
}catch (I MException e)
{
e.printStackTrace();
}
}
}

Managing Users Example

ORACLE

To create, modify, and delete an identity in a Microsoft Active Directory store:

package oracle.security.idm sanples;
inport oracle.security.idm?*;

import oracle.security.idmproviders.ad.*;
inport java.util.*;

inmport java.io.*;

public class CreatelbdifyDel eteUser AD
{

public static void main(String args[])

{
I dentityStoreFactoryBuil der builder = new I dentityStoreFactoryBuilder();

I dentityStoreFactory adFactory = null;
IdentityStore adStore = null;

try

Hasht abl e fact Env = new Hashtabl e();
Hasht abl e storeEnv = new Hashtabl e();
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String keystore = "/home/ bhusi ngh/client_keystore.jks";
System set Property("javax.net.ssl.trustStore", keystore);
System set Property("javax. net.ssl.trust StorePassword", "password");

/] create the factory
fact Env. put (ADI dentityStoreFactory. ST_SECURI TY_PRI NCI PAL,
"sramaset @yzt.cont');
fact Env. put (ADl dentityStoreFactory. ST_SECURI TY_CREDENTI ALS, "ntrtntrt");
fact Env. put (ADI dentityStoreFactory. ST_LDAP_URL,
"| daps: // nmynode. us. mycor p. com 123/");
fact Env. put ("j ava. naning. security. protocol","SSL");
adFactory = builder.getldentityStoreFactory(
"oracle.security.idmproviders.ad. ADl dentityStoreFactory", factEnv);

Il create the store

st or eEnv. put (ADI dentityStoreFactory. ST_SUBSCRI BER_NAME,
"dc=upad, dc=us, dc=or acl e, dc=cont');

adStore = adFactory. getldentityStorelnstance(storeEnv);

/1 get UserManager and create user
User Manager usrnanager = adStore. get User Manager ();
String usrnane = "anyd";
try
{
User usr = adStore. searchUser (usrnane);
usr manager . dropUser (usr);
}catch(1 MException ime){}

Systemout.println("creating user "+usrnane);

char[] password = {'w, 'e'", "I', '¢', '0", 'm,"¢e,"3};

User usr = usrmanager.createUser(usrname, password);

Systemout.println("user (" +usr.getUniqueName() + ") created with
gui d="+usr.get QU D());

Systemout.println("user name = "+usr.getNane() );

/1 nodify user
System out. println("Dl SPLAY_NAMVE="+usr. get Di spl ayNane());
Systemout. println("nodi fying property UserProfile. Dl SPLAY_NAME");
UserProfile usrprofile = usr.getUserProfile();
ModProperty nprop = new MbdProperty(UserProfile. Dl SPLAY_NAME,
"modi fied display nane",
ModPr operty. REPLACE) ;
usrprofile.setProperty(nprop);
Systemout.println("get property values UserProfile. D SPLAY_NAME");
Property prop = usrprofile.getProperty(UserProfile. D SPLAY_NAME);
Li st values = prop.getVal ues();
Iterator itr = values.iterator();
whil e(itr.hasNext())

{

}
Systemout. println();

Systemout. println(UserProfile. DI SPLAY_NAME+": "+ itr.next());

Systemout.println("verifying the password");
bool ean pass = fal se;

try

{
usrmanager . aut henti cat eUser (usrname, password);
pass= true;

}catch (oracle.security.idm AuthenticationException e)

{
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Systemout. printin(e);
e.printStackTrace();

if (pass)

Systemout. println("password verification succeded");
el se

Systemout. println("password verification failed");

Si npl eSear chFi l ter sf = adStore. getSinpl eSear chFilter(
UserProfile. NAVE, SinpleSearchFilter. TYPE EQUAL, usrnane);

Sear chPar anet ers parans = new Sear chParaneters();
parans. setFilter(sf);

/'l Search users
Sear chResponse resp = adStore. searchUser s(parans);
Systemout. println("Searched users are:");
whil e (resp. hasNext())
{
Identity idy = resp.next();
Systemout. println("name: "+idy.get Nange()+"\tUni que nane:

"+i dy. get Uni queName());

}

}

/'l delete user
Systemout. println("del eting user "+usrnane);
usr manager . dr opUser (usr);
Systemout. println("user dropped");

}catch (Exception e)

{
e.printStackTrace();

}

}

Configuring SSL for LDAP Providers

The following sections describe the User and Role API support for SSL connections to
providers:

Setting Up SSL to Providers

Customizing SSL to Providers

Setting Up SSL to Providers

LDAP providers for the User and Role API rely on the Java Secure Sockets Extension
(JSSE) to provide SSL with LDAP identity stores.

ORACLE

To set up the ready-to-use SSL:

1.

Specify values for the keystore and key password and set system properties:

String keystore = "<keystore |ocation>";

String keypasswd = "<keystore password>";

System set Property("javax. net.ssl.trustStore", keystore);

System set Property("javax. net.ssl.trust StorePassword", keypasswd);

Set the SSL URL of the LDAP server:
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fact Env. put (ADI dentitySt oreFactory. ST_LDAP_URL,
"I daps:/ /| daphost:sslport/");

Set the security protocol to SSL:

fact Env. put ("j ava. nam ng. security. protocol","SSL");

¢ See also:

Configuring SSL for the Identity Store

Customizing SSL to Providers

To customize SSL:

1.

ORACLE

Specify the custom SSL socket factory name:

fact Env. put ("j ava. nanm ng. | dap. fact ory. socket",
“fully qualified customsocket factory name");

Set the SSL URL of the LDAP server:

fact Env. put (ADI dentitySt oreFactory. ST_LDAP_URL,
"I daps:/ /| daphost:sslport/");

Set the security protocol to SSL:

fact Env. put ("j ava. nam ng. security. protocol","SSL");
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Developing with the Identity Governance
Framework

This chapter explains how to access and maintain identities with the Identity Directory
API provided with the Identity Governance Framework.
This chapter includes the following sections:

e About the Identity Governance Framework

e About the Identity Directory API Configuration

e Using the Identity Directory API

e Configuring SSL Using the Identity Directory API

About the Identity Governance Framework

The Identity Governance Framework allows applications to access identity data
uniformly regardless of the particular underlying identity repository. This framework
includes the Identity Directory API, a flexible, fully configurable collection of interfaces
that allows access to artifacts in the identity store.

To use the Identity Directory API, add the i gf - mani f est . j ar file to the application
classpath.

¢ See also:

Java API Reference for Identity Governance Framework Identity Directory

Identity Directory API Overview

ORACLE

The Identity Directory API allows Java EE and SE applications to access and manage
identity data. This API is part of the Identity Governance Framework and offers all the
framework's benefits for identity control.

The Identity Directory API allows you to:

¢ Operate on users and groups.
e Change passwords.
e Force password changes.

e Maintain attributes with multiple values, and static and dynamic groups.
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About the Identity Directory API Configuration

The Identify Directory API provides an interface to access and modify users and
group information from different identity stores. The configuration is specified in

the DOVAI N_HOVE/ confi g/ f mwconfi g/ i ds-config. xm and ovd/i ds/ adapt ers. os. xm
files, and the OPSS configuration file.

¢ See also:

Configuring Security Providers with Fusion Middleware Control
LDAP Identity Properties

Identity Directory API Configuration in Developing Applications with Identity
Governance Framework

Java API Reference for Identity Governance Framework Identity Directory

Using the Identity Directory AP

The following sections include examples that illustrate the use of the Identity Directory
API to manage users and groups:

e Initializing and Obtaining the Identity Directory Handle
e Creating and Deleting a User

e Obtaining and Modifying a User

e Simple and Complex User Search

e Creating and Deleting a Group

e Obtaining a Group

e Group Search Filter

e Adding and Deleting a Member to a Group

Initializing and Obtaining the Identity Directory Handle

ORACLE

The following example illustrates how to obtain the Identity Directory handle and a
directory instance:

JpsCont ext Factory ctxFactory = JpsCont ext Fact ory. get Cont ext Factory();
JpsContext ctx = ctxFactory. getContext();

/1find the service instance
I dentityStoreService idstoreService =
ct x. get Servi cel nstance(ldentityStoreService.class)
to
/lget instance
oracle.igf.ids.ldentityDirectory ids = idstoreService.getldentityStore();
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The following example initializes the service with the configuration present in the IDS
location. All user and group operations are performed with this IDS instance.

inport java.util.ArraylList;

inport java.util.List;

inport java.util.lterator;

inport java.util.Map;

inport java.security.Principal;

inport oracle.igf.ids.Entity;

inport oracle.igf.ids.User;

inport oracle.igf.ids.UserManager;

inport oracle.igf.ids.Goup;

inport oracle.igf.ids. G oupManager;

inport oracle.igf.ids.config.Operational Config;
inport oracle.igf.ids.ldentityDirectoryFactory;
inport oracle.igf.ids.ldentityDrectorylnfo;
inport oracle.igf.ids.ldentityDirectory;
inport oracle.igf.ids.|DSException;

inport oracle.igf.ids.ReadOptions;

inport oracle.igf.ids.CreateOptions;

inport oracle.igf.ids.MdifyOptions;

inport oracle.igf.ids.DeleteOptions;

inport oracle.igf.ids.SearchOptions;

inport oracle.igf.ids.SearchFilter;

inport oracle.igf.ids.ResultSet;

inport oracle.igf.ids.Attribute;

inport oracle.igf.ids. ModAttribute;

i nport oracl e.dns. cont ext. Execut i onCont ext ;

public class IdslTest {
private IdentityDirectory ids;
private User Manager uMr;
private G oupManager gMyr;
public IdslTest() throws |DSException {
Il Set QOperational Config
Operational Config opConfig = new Operational Config();

Il Set search/crate base, name, objclass, etc. config.

Il This overrides default operational configuration in IDS

opConfig.setEntityProperty("User", opConfig. SEARCH BASE,
"| =amer, dc=exanpl e, dc=cont') ;

opConfig.setEntityProperty("User", opConfig. CREATE BASE,
"| =amer, dc=exanpl e, dc=cont') ;

opConfig.setEntityProperty("User", opConfig.FI LTER OBJCLASSES, "person");

opConfig.setEntityProperty("User", opConfig. CREATE_OBJCLASSES,
"inetorgperson");

opConfig.setEntityProperty("Goup", opConfig. SEARCH BASE,
"cn=dl cont ai ner OCS, dc=exanpl e, dc=cont') ;

opConfig.setEntityProperty("Goup", opConfig. CREATE BASE,
"cn=dl cont ai ner OCS, dc=exanpl e, dc=cont') ;

opConfig. setEntityProperty("Goup", opConfig.FlLTER OBJCLASSES,
" gr oupof uni quenanes") ;

opConfig. setEntityProperty("Goup", opConfig. CREATE OBJCLASSES,
" gr oupof uni quenanes, orcl group");

Il Get ldentityDirectoryService "userrole" configured in IDS config
IdentityDirectoryFactory factory = new IdentityDirectoryFactory();
ids = factory.getldentityDirectory("userrole", opConfig);

Il Get UserManager and G oupManager handl es
uMgr = ids. get User Manager () ;
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gMgr = ids. get G oupManager ();

Creating and Deleting a User

The following examples illustrate how to create and delete a user.

public

public

}

Principal createUser() {

Principal principal = null;

List<Attribute> attrs = new ArrayList<Attribute>();
attrs.add(new Attribute("comonnane”, "testl userl"));

(

attrs.add(new Attribute("password", "password23".toCharArray()));
attrs.add(new Attribute("firstname", "testl"));
attrs.add(new Attribute("lastname”, "userl"));
attrs.add(new Attribute("mil", "testl.userl@xanple.cont));
attrs.add(new Attribute("tel ephone", "1 650 123 0001"));
attrs.add(new Attribute("title", "Senior Director"));
attrs.add(new Attribute("uid", "tuserl"));

( (

attrs.add(new Attribute("description", "created test user 1",

new java.util.Local e("us", "en")));

try {

CreateOptions createQpts = new CreateQOptions();

creat eOpt s. set Creat eBase( "l =apac, dc=exanpl e, dc=cont') ;

principal = uMr.createUser(attrs, createQOpts);

Systemout.println("Created user " + principal.getName());
} catch (Exception e) {

Systemout. println(e. get Message());

e.printStackTrace();
}

return principal;

voi d del eteG oup(Principal principal) {
try {
Del et eOptions del eteOpts = new Del eteOptions();
gMr . del et eG oup(principal, deleteOpts);
Systemout.println("Del eted group " + principal.getNane());
} catch (Exception e) {
Systemout. println(e. get Message());
e.printStackTrace();

Obtaining and Modifying a User

The following examples illustrates how to obtain a handle to a user and modify it.

public

ORACLE

User getUser (Principal principal) {

User user = null;

try {
ReadOptions readOpts = new ReadOptions();
/1 Getting specific |ocale values
readOpts. set Local e("us-en");
user = uMyr.getUser(principal, readOpts);
printEntity(user);

} catch (Exception e) {
Systemout. println(e.get Message());
e.printStackTrace();
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return user;

¢ void nodifyUser(User user) {

try {
Modi fyOptions nodi fyOpts = new MdifyOptions();
Li st<ModAttribute> attrs = new ArrayLi st<MdAttribute>();
attrs.add(new ModAttribute("description", "nodified test user 1"));
/lattrs.add(new ModAttribute("uid", "testuserl"));
user.modi fy(attrs, modifyOpts);
Systemout. println("Mdified user " + user.getName());

} catch (Exception e) {
Systemout. println(e.get Message());
e.printStackTrace()

1

Simple and Complex User Search

The following examples illustrate a simple and complex user search.

ORACLE

try {

}

ReadOptions readOpts = new ReadOptions();

readpt s. set Sear chBase( "l =apac");

User user = uMyr.searchUser("tuserl", readOpts);

printEntity(user);
} catch (Exception e) {

Systemout. println(e. get Message());

e.printStackTrace()

1

public void searchUsers() {
try {

/1 Conplex search filter with nested AND and OR conditiions
SearchFilter filter = new SearchFilter(

SearchFi | ter. Logi cal Op. OR,

new Sear chFil ter(SearchFilter.Logical Op. AND,
new SearchFilter("firstname”, SearchFilter.Operator.BEG NS WTH "ve"),
new SearchFilter("tel ephone”, SearchFilter.Operator. CONTAINS, "506")),
new Sear chFil ter(SearchFilter.Logical Op. AND,
new SearchFilter("firstname”, SearchFilter.Operator.BEGNS WTH "ra"),
new Sear chFil ter(SearchFilter. Logical Op. OR,
new SearchFilter("orgunit”, SearchFilter.Operator.BEG NS WTH, "ldap"),
new SearchFilter("orgunit”, SearchFilter.Operator.BEG NS WTH, "sun"),
new SearchFilter("orgunit”, SearchFilter.Operator.BEG NS W TH,

"access")),

new SearchFilter("tel ephone”, SearchFilter.Operator.CONTAINS, "506")));

/1 Request attributes

List<String> reqAttrs = new ArrayList<String>();
regAttrs. add("j pegphoto");

SearchOptions searchQpts = new SearchOptions();
sear chOpt s. set PageSi ze(3);

sear chOpt s. set Request edPage(1);

searchOpts. set Request edAttrs(regAttrs);

sear chOpt s. set Sear chBase(" | =amer");

Resul t Set <User> sr = uMyr.searchUsers(filter, searchOpts);
whil e (sr.hasMre()) {
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User user = sr.getNext();
System out. println(user. get Subj ect Nane());
Systemout. println(" " + user.getAttributeVal ue("commmonnane"));

} catch (Exception e) {
Systemout. println(e. get Message());
e.printStackTrace();

}
}

Creating and Deleting a Group

The following example illustrates how to create and delete a group.

public Principal createGoup() {
Principal principal = null;
List<Attribute> attrs = new ArrayList<Attribute>();
attrs.add(new Attribute("name", "testl_groupl"));
attrs.add(new Attribute("description", "created test group 1"));
attrs.add(new Attribute("displaynane", "testl groupl"));
try {
CreateOptions createQpts = new CreateOptions();
principal = gMyr.createGoup(attrs, createQpts);
Systemout.println("Created group " + principal.getNane());
} catch (Exception e) {
Systemout. println(e. get Message());
e.printStackTrace();
}

return principal;

}

Obtaining a Group

The following example illustrates how to obtain a handle to a group.

public Goup getG oup(Principal principal) {

Goup group = null;

try {
ReadOptions readOpts = new ReadOptions();
group = gMyr.get Group(principal, readOpts);
printEntity(group);

} catch (Exception e) {
Systemout. println(e.get Message());
e.printStackTrace();

}

return group;

}

Group Search Filter

The following example illustrates a search filter that returns multiple groups.

public void searchGoups() {
try {
SearchFilter filter = new SearchFilter("name",
SearchFilter. Operator. BEA NS WTH, "test");
SearchOptions searchQpts = new Sear chOptions();
sear chOpt s. set PageSi ze(10);
Resul t Set <Group> sr = gMyr.searchGoups(filter, searchOpts);
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whil e (sr.hasMre()) {
G oup group = sr.getNext();
System out. println(group. getSubjectNane());

} catch (Exception e) {
Systemout. println(e. get Message());
e.printStackTrace();

}

Adding and Deleting a Member to a Group

The following examples illustrate how to add and delete a user from a group.

public void addMenber () {
try {
ReadOptions readOpts = new ReadOptions();
User user = uMyr.searchUser("testuserl", readOpts);
G oup group = gMyr.searchGoup(“testl_groupl", readOpts);
Modi fyOptions modOpts = new Mdi fyOptions();
user . addMenmber O (gr oup, modOpts);
Systemout. println("added testuserl as nenber of testl groupl");
} catch (Exception e) {
Systemout. println(e. get Message());
e.printStackTrace();

}
}
public void del eteMermber () {
try {
ReadOptions readOpts = new ReadOptions();
User user = uMyr.searchUser("testuserl", readOpts);
G oup group = gMyr.searchG oup(“testl_groupl", readOpts);
Modi fyOptions modOpts = new Modi fyOptions();
group. del et eMenber (user, nodOpts);
Systemout.println("del eted testuserl fromthe group testl groupl");
} catch (Exception e) {
Systemout. println(e. get Message());
e.printStackTrace();
}
}

Configuring SSL Using the Identity Directory API

For information about Secure Sockets Layer (SSL) configuration when using the
Identity Directory API, see Configuring SSL for the Identity Store.
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Developing with the Keystore Service

This chapter explains how to use the Keystore Service API in your applications and
includes examples of common keystore operations to access and retrieve keys at
runtime.

This chapter includes the following topics:

e About the Keystore Service API

e Setting Policy Permissions

e Using the Keystore Service API in Java EE Applications
e Using the Keystore Service API in Java SE Applications

» Keystore Service APl Examples

About the Keystore Service AP

A keystore is used to store keys and certificates securely, and you use the Keystore
Service API to access, retrieve, and maintain data in the keystore repository. This
repository type can be a file, an LDAP, or a DB.

Operations include creating, reading, updating, and deleting keys, and get handles to
keystore artifacts the keystore configured properties. These operations are secured by
theKeySt or eAccessPer mi ssi on class that implements the fine-grained access control
model used by the service.

Before using the Keystore Service API in your application:

» ldentify the application stripe and the keystore to use.

»  Provision the required policies that enable your application to access and use
the keystore. For information about provisioning policies, see Setting Policy
Permissions.

» Make sure that the keystore instance is specified in the j ps- confi g. xn file.

¢ See also:

Managing Keystores with Fusion Middleware Control
Managing Keystores with WLST

Permission for a Keystore Example

Setting Policy Permissions

The keystore provider configured in the domain is instantiated when the server starts.
A file keystore provider specifies its content in the syst em j azn- dat a. xnl file.
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You can secure keys at the application stripe level, at the keystore level, or at a single
key level. To access the keystore with the Keystore Service APIs, your application
must have a codesource permission that specifies the operations the application is
allowed.

Oracle recommends that these permissions be restricted to specific applications and
keys.

The following sections illustrate several permission examples:

* Permission for a Keystore Example
* Permission for a Map Example

* Permission for a Key Alias Example

Permission for a Keystore Example

ORACLE

The following example illustrates a policy that grants a codesource any action to a
keystore within a stripe:

<j azn-policy>
<grant >
<grant ee>
<principal s>...</principal s>
<l-- This is the location of the JAR as |oaded with the runtine -->
<codesour ce>
<url>file:${oracl e. depl oyed. app. di r}/ <MyApp>${ or acl e. depl oyed. app. ext } </
url >
</ codesour ce>
</ grant ee>
<per i ssi ons>
<per mi ssi on>
<cl ass>oracl e. security.jps.service. keystore. KeySt or eAccessPer m ssi on</ cl ass>
<nanme>st ri peName=keyst or eapp, keyst or eNane=ks1, al i as=*</ nane>
<I-- Al actions are granted -->
<actions>*</actions>
</ perm ssi on>
</ perm ssi ons>
</ grant>
</jazn-policy>

where:

e stripeNane is the name of the application stripe to which you want to grant
permissions.

* keystoreNane is the name of the keystore.

e alias indicates the key alias within the keystore. The wild card indicates the
application is granted permission for all aliases.

¢ See also:

Structure of the Keystore Service

21-2



Chapter 21
Using the Keystore Service API in Java EE Applications

Permission for a Map Example

The following example illustrates a policy that grants a codesource read, write, and
delete permissions to all keystores within a stripe:

<j azn-policy>
<grant >
<grant ee>
<principal s>...</principal s>
<codesour ce>
<url>file:${oracl e. depl oyed. app. di r}/ <MyApp>${ or acl e. depl oyed. app. ext } </
url>
</ codesour ce>
</ grantee>
<per ni ssi ons>
<per ni ssi on>
<cl ass>oracl e. security.jps.service. keystore. KeySt or eAccessPer m ssi on</ cl ass>
<name>st ri peNanme=keyst or eapp, keyst or eNane=*, al i as=*</ nane>
<actions>read,wite, update, del ete</acti ons>
</ permi ssi on>
</ perm ssi ons>
</ grant>
</jazn-policy>

Permission for a Key Alias Example

Using the

ORACLE

The following example illustrates a policy that grants a codesource read permission to
a specific keystore and alias within a stripe:

<j azn-pol i cy>
<grant >
<grant ee>
<principal s>...</principal s>
<codesour ce>
<url>file:${oracl e. depl oyed. app. di r}/ <MyApp>${ or acl e. depl oyed. app. ext } </
url>
</ codesour ce>
</ grant ee>
<per ni ssi ons>
<per ni ssi on>
<cl ass>oracl e. security.jps.service. keystore. KeySt or eAccessPer m ssi on</ cl ass>
<name>st ri peNane=keyst or eapp, keyst or eNanme=ks1, al i as=or akey</ name>
<actions>read</acti ons>
</ permi ssi on>
</ perm ssi ons>
</ grant>
</jazn-policy>

Keystore Service API in Java EE Applications

To use the Keystore Service API in Java EE applications:

1. Set up the permission required for your application to use the API.
2. Start Oracle WebLogic Server.
3. Deploy the application.
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¢ See also:

Setting Policy Permissions

Configuring Java EE Applications to Use OPSS

Using the Keystore Service APl in Java SE Applications

To use the Keystore Service API in Java SE applications:
1. Ensure that the j ps- mani fest . j ar file is in your classpath.
2. Set up the permission required for your applicant to use the API.
3. Set Java Virtual Machine (JVM), as appropriate:
-Doracl e.security.jps.config
to specify the full path to the j ps-confi g-j se. xm configuration file.
-Djava. security. policy
to specify the location of the webl ogi c. pol i cy policy file.
- Dconmon. conponent s. hone
to specify the location of the or acl e_comon directory under middleware home.
- Dopss. ver si on

to specify the version used in the environment.

-Dj ava. security. debug=al |

to specify a debug level.

4. Run the application.

¢ See also:

Setting Policy Permissions
About Java SE Application Security
Using OPSS in Java SE Applications

Keystore Service APl Examples

The following sections show examples of use of the API:

* Keystore Service Management Example

* Reading Keys at Runtime Example
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Keystore Service Management Example

The following example illustrates common keystore operations.

i nmport oracle.security.jps.JpsContext;

i nport oracle.security.jps.JpsContextFactory;

inport oracle.security.jps.JpsException;

inport oracle.security.jps.service.keystore. KeyStoreProperties;
import oracle.security.jps.service. keystore. KeyStoreServi ce;

import oracle.security.jps.service.keystore. KeyStoreServi ceExcepti on;
i nport java.security.AccessController;

import java.security.PrivilegedAction;

public class KeyStoreTest {
private static KeyStoreService ks = null;
public KeyStoreTest() {

super ();
}
/*
* This method perforns a non-privileged operation. Either all code
* in the call stack nust have KeyStoreAccessPerm ssion
*

R
* the caller must have the KeyStoreAccessPernission only and
* invoke this operation in doPrivileged bl ock
*/
public static void doKeyStoreQperation() {
doQperation();
}
/*
* because this method perforns a privileged operation, only current class or
* jar containing this class needs KeyStoreAccessPerm ssion
*/
public static void doPrivil egedKeySt oreQperation() {
AccessControl | er.doPrivil eged(new Privil egedAction<String>() {
public String run() {
doQperation();
return "done";

}
} b
private static void doOperation() {
try {

ks. del et eKeySt or e( " keyst oreapp”, "ksl", null);
} catch(KeyStoreServiceException e) {
e.printStackTrace();

public static void main(String args[]) throws Exception {
try {
new JpsStartup().start();
JpsCont ext ctx = JpsContext Factory. get Cont ext Factory(). get Context();
ks = ctx. get Servicel nstance(KeySt oreServi ce. cl ass);
/1 this call is in a doPrivileged bl ock
doPri vi | egedKeySt oreCper ation();

} catch (JpsException je) {
je.printStackTrace();
}
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¢ See also:

Java API Reference for Oracle Platform Security Services

Reading Keys at Runtime Example

The following examples illustrate several ways to access keystore artifacts at runtime.
* Getting a Handle to the Keystore

* Accessing Keystore Artifacts - Method 1

* Accessing Keystore Artifacts - Method 2

Getting a Handle to the Keystore

To access a keystore, your application must first get the keystore handle by either
specifying the application stripe and keystore name as separate parameters, or by
specifying the application stripe and keystore name as one parameter.

Both methods work exactly in the same way for fetching keys and certificates, the only
difference is the way the keystore is loaded. The first method 1 uses OPSS APIs. The
second one uses Java SE Development Kit (JDK) APIs.

Accessing Keystore Artifacts - Method 1

ORACLE

The following example illustrates how to get a handle to the keystore, in which you
specify the application stripe and keystore as separate parameters.

/] First get the KeyStoreService handle from JpsCont ext
JpsContext ctx = JpsContext Factory. get Cont ext Factory(). get Context();
KeySt oreServi ce kss = ctx. get Servi cel nst ance(KeySt oreServi ce. cl ass);

/1 Now get the keystore handl e from KeyStoreService.

/1 Method 1: Explicitly specify application stripe and keystore nane as

/] separate paranmeters. In this exanple, the last paraneter is null because
/1 we are denpnstrating a password-protected keystore.

java.security.KeyStore keyStore = kss. get KeySt ore("keystoreapp”, "ksi1", null);

[l 1f this keystore is password-protected, provide the keystore password as the
/'l 1ast paraneter.

/] java.security.KeyStore.ProtectionParaneter pwd = new

java. security. KeyStore. Passwor dProtection("password".toCharArray());

/] java.security.KeyStore keyStore = kss. get KeyStore("keystoreapp", "ksi1", pwd);

/1 Method 2: Specify application stripe and keystore name as one paraneter
/] using KSS URI. The last parameter is the keystore password, which is
/] set to null in this exanple due to permission protected keystore.

/1 For password-protected keystore, set it to the keystore password.

Key key = keyStore.getKey("key-alias", null);
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/] Get the certificate associated with this alias
Certificate cert = keyStore.getCertificate("cert-alias");

# Note:

Oracle recommends that you place calls to the methods | oad, get Key,
get Cert inside a doPri vi | eged block.

Accessing Keystore Artifacts - Method 2

The following example illustrates how to get a handle to the keystore, in which you
specify the application stripe and keystore in one parameter using the JDK keystore
URI.

/] Create an object with paranmeters indicating the keystore to | oad

Far nKey St or eLoadSt or ePar anet er param = new Far mKeySt or eLoadSt or ePar anet er () ;
param set AppSt ri peNare( " keyst or eapp") ;

par am set KeySt or eNanme("ks1");

/1 The password is set to null in this exanple because it assunes this is a
/1 perm ssion protected keystore.

param set Prot ecti onParaneter(null);

Il 1f the keystore is password protected, use the follow ng |ines instead
/] java.security.KeyStore.ProtectionParaneter pwd = new

java. security. KeyStore. Passwor dProtection("password".toCharArray());

/'l param set Prot ecti onPar anet er ( pwd) ;

/1 Initialize the keystore object by setting keystore type and provider
java.security.KeyStore keyStore = KeyStore. getlnstance("KSS", new
Far nKeySt oreProvider());

/1 Load the keystore. There are two ways to do this:

/1 Method 1: Explicitly specify application stripe and keystore nane as
/'l separate paranmeters in param object

/'l keyStore.|oad(param;

/1 Method 2: Specify application stripe and keystore name as one paraneter
/1 using KSS URI. because we denonstrate method 2, in this
/'l exanple, method 1 is comented out

Far nKey St or eLoadSt or ePar anet er param = new Far mKeySt or eLoadSt or ePar anet er () ;
param set KssUri ("kss://keyst oreapp/ ks1");

param set Prot ecti onParaneter(null);

keySt ore. | oad(param;

/1 Now you have a handle to JDK KeyStore object. Use this handle to get
/'l key(s) and/or certificate(s)

/] Get the private key associated with this alias

Key key = keyStore.getKey("key-alias", null);

/] Get the certificate associated with this alias
Certificate cert = keyStore.getCertificate("cert-alias");
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< Note:

Oracle recommends you place calls to the methods | oad, get Key, get Cert
inside a doPri vi | eged block.
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Developing with Oracle Fusion Middleware
Audit Framework

This chapter explains how to use Oracle Fusion Middleware Audit Framework to audit
application events. Using this framework, you create event definitions, register the
application with the service at deployment, modify audit configuration at runtime, and
generate reports.

This chapter includes the following topics:

* Integrating Applications with the Oracle Fusion Middleware Audit Framework
e Creating Audit Definition Files

* Registering the Application with the Audit Service

e Managing Audit Policies Programmatically

e Logging Audit Events Programmatically

e Updating and Maintaining Audit Definitions

Integrating Applications with the Oracle Fusion Middleware
Audit Framework

To integrate your application with the Audit Framework, perform the tasks explained in
the following sections:

*  Creating Audit Definition Files
* Registering the Application with the Audit Service
* Logging Audit Events Programmatically

* Updating and Maintaining Audit Definitions

Creating Audit Definition Files

The following sections explain how to create the conponent - event . xnl and translation
files:

e The component-events.xml File

e Translation Files

¢ See also:

About the component_events.xml File
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The component-events.xml File

When you create the conponent - event s. xm audit definition file, keep in mind the
following points:

* Any change to an audit event definition requires that the version ID be modified by
changing the minor or major numbers.

* There must be a 1-to-1 correspondence between tables for your application
attribute definitions and database columns. Each custom attribute must have a
corresponding order number in its definition.

¢ See also:

What Are Version Numbers?

About Custom Attribute to Database Column Mappings

Translation Files

The following procedure explains how to generate the XLIFF (XML

Localization Interchange File Format) translations files and pack them in the
conponent _events_xI f.jar file. At deployment and during registration, this
information is stored in the audit store along with the component event definition.

1. Run acommand like the following to generate XLIFF files:

java -cp $MW HOME/ or acl e_common/ modul es/ oracl e.jps_12.2.1/jpsaudit.jar:
$MV HOVE/ or acl e_comon/ nodul es/ oracl e. jps_12.2.1/jps-api.jar
oracle.security.audit.tools. NewXl f Generat or

-s [tnp/ conp_events. xm

-t /tnp/conp_events. x| f

2. Translate the generated x| f file for the supported languages. This x| f file contains
translation units as well as help texts for all categories, events, and attributes. The
prefixes for these are Category_, Event_ and Attribute .

3. Package the translated files in a JAR file.

Registering the Application with the Audit Service

ORACLE

The following sections explain the various mechanisms by which applications can
register with audit:

e Performing Declarative Audit Registration
e Programmatic Registration
e Registering the Application with Audit Using WLST

e Using Domain Extension Templates for Audit Artifacts
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< Note:

The use of domain extension templates is the preferred approach to
registration. For information about templates, see Using Domain Extension
Templates for Audit Artifacts.

Performing Declarative Audit Registration

This section explains the two methods by which declarative registration of audit
definitions occurs:

o Default Audit Registration

e Custom Audit Registration

Application Audit Registration

By default, the following registration activity occurs when you deploy, redeploy or
undeploy the application:

e Deployment - Registers the audit event definition to the audit store if the
application is not yet registered.

e Redeployment - Upgrades the component event definition if the component is
already registered.

e Undeployment - Removes the application's audit event definition from the audit
store.

A simple database view to query audit records is created in the | AU schema at
registration. This occurs for all except the component, for which Oracle Fusion
Middleware Repository Creation Utility creates the view.

Custom Audit Registration

ORACLE

The parameters to customize audit registration are set in the webl ogi c-

appl i cation.xm WebLogic Server deployment descriptor. This file is packaged in the
META- | NF directory of the application Enterprise ARchive (EAR) file. For information
about packaging requirements, see Packaging a Java EE Application Manually.

A simple database view to query audit records is created in the | AU schema by audit
registration, unless view creation is explicitly disabled.

Table 22-1 shows the parameters with their options:

Table 22-1 Parameters for Audit Registration

______________________________________________________________________|
Parameter Option Description

opss.audit.registration OVERWRITE Register component audit definition
whether or not it is registered.

UPGRADE (default Register component audit definition
option) according to version support.
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Table 22-1 (Cont.) Parameters for Audit Registration
|

Parameter Option Description
DISABLE Do not register component audit
definition.
opss.audit.deregistration DELETE (default Delete component audit definition
option) from audit store when undeploying
applications.
DISABLE Keep component audit definition in audit
store when undeploying applications.
opss.audit.componentType - Set the custom component type.
(Optional)
opss.audit.iauview SIMPLE e Creates a simple | AU view (default
INDEXABLE behavior)
DISABLE «  Creates an indexable | AU view

if indexes are specified in the
conponent _event s. xni application
file.

»  Disables view creation.

The following example illustrates the use of registration and deregistration options:

<w s: appl i cati on- par anp
<wW s: param name>opss. audi t. regi stration</w s: param nane>
<wW s: param val ue>Dl SABLE</ W s: par am val ue>

</W s: application-paranp

<w s: appl i cati on- par anp
<wW s: param name>opss. audi t. regi stration</w s: param nane>
<wW s: par am val ue>OVERWRI TE</ Wl s: par am val ue>

</wW s: application-paranp

<w s: appl i cati on- par anp
<wl s: param name>opss. audi t. unregi stration</w s: param nane>
<wW s: param val ue>DELETE</ wl s: par am val ue>

</W s: application-paranp

<w s: appl i cati on- par anp
<wl s: param name>opss. audi t. unregi stration</w s: param nane>
<wW s: param val ue>Dl SABLE</ W s: par am val ue>

</wW s: application-paranp

Programmatic Registration

The following example shoes how to register an application with audit
programmatically:

Audi t Service auditService =
JpsServi ceLocat or. get Servi ceLocat or (). | ookup(Audi t Servi ce. cl ass);
Audi t Regi stration auditReg = <instance of AuditRegistration inplenentation>;
AccessControl | er.doPrivil eged(new Privil egedExceptionAction<Cbject>() {
public Ghject run() throws AuditException, |OException {
audi t Servi ce. regi ster(auditReg);
return null;
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K

Calling the audi t Ser vi ce. r egi st er method requires that the application be granted
the Audi t St or eAccessPer ni ssi on permission with create, upgrade actions. For
information about specifying grants, see Setting System Grants.

Here is a programmatic registration example:

JpsCont ext Fact ory ctxFactory = JpsCont ext Factory. get Cont ext Fact ory();
JpsContext ctx = ctxFactory. get Context();

//get audit service

final AuditService auditService = ctx.getServicel nstance(Audit Service.class);

[/create an audit registration instance
final AuditRegistration auditReg = new Sanpl eRegi stration();

[/call APl to register audit event definition

AccessControl | er.doPrivileged(new Privil egedExceptionAction<Qbj ect>() {
public Gbject run() throws AuditException, |OException {
audi t Servi ce. regi ster(auditReg);
return null;

}
IO

Registration creates a database view to query audit records from the database.

To add logic to manage view creation or to disable this feature, implement the
interface oracl e. security.jps.service. audit. Audit Regi strationExt, an interface
that extends Audi t Regi strati on:

Sanpl eRegi stration.java
class Sanpl eRegi stration inplenents AuditRegistrationExt {
/*
met hods from Audit Registration go here
*/
publ i c AuditRegistrationExt. TYPE getl AWV ewSupport Type() {
/1 add app specific logic here to determne the type
return AuditRegistrationExt. TYPE <type>; [/ where type is SIMPLE,
| NDEXABLE, DI SABLE
}
}

Registering the Application with Audit Using WLST

To register your application with audit, use the r egi st er Audi t WebLogic Scripting Tool
(WLST) command. This command also allows you to create an audit view with the
registration:

registerAudit(xm File, [xIfFile], conponentType, [nmode=OVERWRI TE| UPGRADE],
[ creat eVi ew=S| MPLE| | NDEXABLE| DI SABLE] )

where S| MPLE is the default if no value is provided for cr eat eVi ew.

See registerAudit in the WLST Command Reference for Infrastructure Security.
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Using Domain Extension Templates for Audit Artifacts

When a domain is created or extended, applications can specify the seeding of
application-specific security data in the security store. For information about artifact
seeding, see How Security Artifacts Are Seeded.

Java EE applications can register with audit by means of domain extension templates
containing the conponent _event s. xn and conponent _events_xI f.jar files. Audit
registration processes them automatically when you deploy the application. For
information about the files included in the template, see Layered Component Security
Artifacts.

Managing Audit Policies Programmatically

The Audit Framework allows you to query audit data, and get and set audit policies
programmatically. First use the following method to obtain an Audi t Ser vi ce instance:

Audi t Servi ce auditService =
JpsCont ext Fact ory. get Cont ext Fact ory() . get Cont ext (). get Servi cel nstance(Audit Servic
e.cl ass);

Audi t Admi nServi ce audi t Adm nService = audit Service. get Adni nServi ce();

The following sections explain how to use this instance to query and view audit data:
*  Querying Audit Data
* Viewing and Setting Audit Policies

Querying Audit Data

ORACLE

To query audit data, use any of the following methods:

Set <String> get Conponent Narmes() throws AuditException;
Map<String, ? extends AttributeG oup> getGenericAttributeG oups() throws
Audi t Excepti on;
Col | ection<? extends EventCategory> get SystenEvents() throws AuditException;
Conponent Def i ni tion get Conponent Def (String conmponent Type) throws
Audi t Excepti on;
Attribut esDat abaseMap get AttributesMap(String conponent Type) throws
Audi t Excepti on;
Attribut esDat abaseMap get SystemAttributesMap() throws AuditException;

The following example demonstrates how to query audit data:

//search events and attributes for a conmponent
Set <String> conponents = audi t Adni nServi ce. get Conponent Nanes() ;
for (String conponent Type : conponents) {
Conponent Definiti on conponent Def =
audi t Admi nServi ce. get Conponent Def ( conponent Type) ;
/lget attributes of a conponent
AttributeGoup attrGoup = conponent Def.getAttributes();
for (AuditAttribute attr : attrGoup.getAttributes()) {
Audit Attribute. DataType type = attr.getAttributeType();
String attrName = attr.get Name();
}
//get events of a conponent
Col | ection<? extends EventCategory> events = conponent Def. get Events();
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for (EventCategory category : events) {
if (category.isConponentSpecific()) { // isConponentSpecific() is
true neans the category is belong to a component, otherw se is system category
Col | ection<? extends Event> categoryEvents =
category. get Al |l Events();

}
}

Viewing and Setting Audit Policies

To retrieve and set an audit policy, use the following methods:

Audi t Pol i cy getAuditPolicy(String conponent Type) throws AuditException;
voi d set Audi tPolicy(String conmponent Type, AuditPolicy auditPolicy) throws
Audi t Except i on;

The following example shows how to use these methods to obtain and set the audit
policy for a component:

/lget runtime policy for conmponent JPS
final String component Type = "JPS";
Audi t Pol i cy policy = auditAdni nService. get Audi t Pol i cy( conponent Type);
String filterLevel = policy.getFilterLevel();

//set runtimpolicy for conponent JPS
final AuditPolicy newPolicy = new AuditPolicy("None", null, null);
/I'set Audit Policy() requires AuditStoreAccessPermni ssion(<conponent Type>,
"modi fy");
AccessControl | er.doPrivil eged(new Privil egedExcepti onActi on<bj ect >(){
public Object run() throws AuditException {
audi t Admi nServi ce. set Audi t Pol i cy( conponent Type, newPolicy);
return null;
}
b

Logging Audit Events Programmatically

The following sections illustrate how applications can use the Oracle Fusion
Middleware Audit Framework to access audit programmatically and generate their own
audit events:

e Oracle Fusion Middleware Audit Framework Interfaces
e Setting System Grants

*  Obtaining the Auditor Instance

Oracle Fusion Middleware Audit Framework Interfaces

ORACLE

The Audit Framework provides the following class and interfaces:

Interface Audit Service {

Audi tor getAuditor(String conponent Type);

voi d register(AuditRegistration auditRegistration);
voi d unregister(AuditRegistration auditRegistration);
}

Interface Auditor {
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bool ean | og( Audi t Event ev);

bool ean i sEnabl ed();

bool ean i sEnabl ed( String categoryNane, String event Type, bool ean event Status,
Map<String, Object> properties);

public class oracle.security.jps.service.audit.AuditEvent {

public AuditEvent (AuditContext ctx, String eventType,

String event Category, bool ean eventStatus, String messageText);

public void setApplicationName(String applicationNange) public void
setAttribute(String attributeName, Object attributeVal ue) public void
set Attribut eBool ean(String attributeNane, boolean attributeValue) public void
set Attribut eBool ean(String attributeNane, Bool ean attributeValue) public void
set Attribut eBool eans(String attributeName, bool ean[] values) public void
setAttributeByteArray(String attributeNane, byte[] attributeVal ue) public
void setAttributeDate(String attributeNane, Date attributeVal ue) public
void setAttributeDates(String attributeName, Date[] val ues) public void
set AttributeDoubl e(String attributeName, double attributeValue) public
voi d setAttributeDoubl es(String attributeNane, double[] values) public
void setAttributeFloat(String attributeName, float attributeVal ue) public
void setAttributeFl oats(String attributeNane, float[] values) public
void setAttributelnt(String attributeName, int attributeVal ue) public
void setAttributelnts(String attributeNane, int[] values) public void
setAttributeLong(String attributeName, long attributeVal ue) public void
setAttributelLongs(String attributeNane, Iong[] values) public void
setAttributeString(String attributeName, String attributeValue) public void
setAttributeStrings(String attributeNane, String[] values) public void
set Conponent Nane(String conponent Nane) public void set Conponent Type(String
conponent Type) public void setContextFields(String contextFields) public
void setECID(String ecid) public void setEventCategory(String
cat egory) public void setEvent Definition(Qbject
event Definition) public void setEvent Status(bool ean st at us) public
voi d set Event Ti nest anp(| ong event Ti mest anp) public void setEvent Type(String
event Type) public void setFailureCode(String failureCode) public
voi d setHostld(String hostld) public void setHost Net wor kAddr (String
host Net wor kAddr)  public void setlnitiator(String initiator) public
voi d setlnstanceld(String instanceld) public void set MessageText (String
messageText) public void setMdul el d(String modul el d) public void
set Oracl eHome( String oracl eHone) public void setOraclelnstance(String
oraclelnstance) public void setProcessld(String processid) public
void setRemotel P(String val ue) public void setResource(String
val ue) public void setRID(String rid) public void
set Rol es(String val ue) public void setTarget(String val ue)
public voi d set Target Conponent Type(String target Conponent Type) public
voi d set Threadl d(String threadld) public void setTransactionld(String
transactionl d)

}

To set permissions and to obtain an auditor instance, see Setting System Grants, and
Obtaining the Auditor Instance.

Setting System Grants

ORACLE

Applications must have the Audi t St or eAccessPer i ssi on permission to use
methods provided by the Audit Framework. In this example, the grant allows
the MyApp application to call the audi t Servi ce. get Audi t or method in an
AccessControl | er. doPrivil eged block:

<grant >
<grant ee>
<codesour ce>
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<url>file:${oracle.depl oyed. app. di r}/ MApp${ or acl e. depl oyed. app. ext} </ url >
</ codesour ce>
</ grant ee>
<per ni ssi ons>
<per ni ssi on>
<cl ass>oracl e. security.jps.service.audit.AuditStoreAccessPernission</class>
<nane>conpl</ name>
<actions>actionl, action2, action3</actions>
</ perm ssi on>
</ permi ssi ons>
</grant>

where the <actions> is the comma-separated list of actions that the application can
carry out. The following table lists the available actions:

Action Authorizes Client to

create Call Audi t Servi ce. regi st er to register a new audit component.

upgrade Call Audi t Servi ce. regi ster to upgrade a component event
definition.

delete Call Audi t Servi ce. unr egi st er to deregister an audit
component.

read Call Audi t Ser vi ce. get Audi t or to get an instance of component
auditor.

modify Call Audi t Admi nServi ce. set Audi t Pol i cy to modify audit policy.

Obtaining the Auditor Instance

ORACLE

After your application registers to audit, it can get its auditor instance
programmatically:

/] Gets audit service instance
final AuditService auditService =
JpsServi ceLocat or. get Servi ceLocat or (). | ookup( Audi t Servi ce. cl ass);

/] Gets Auditor instance for application ' MApp'
Audi tor auditor = AccessController.doPrivileged(
new Privil egedExcepti onActi on<Auditor>() {
public Auditor run() throws AuditException {
return audit Service. get Audi t or (" M/App");
}
b

final String category = "Transaction";
final String eventName = "deposit";

/I Check if event 'deposit' is enabled in filtering.
bool ean enabl ed = auditor.isEnabl ed(category, eventNane, "true", null);
if (enabled) {

Audi t Context ctx = new Audit Context();

String message = "deposit transaction”;

//Creates an audit event

Audi t Event ev = new AuditEvent(ctx, eventName, category, "true",
message) ;

/]Sets event attributes
ev.setlnitiator("johnsnith");
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ev.setAttributelnt("accounting: Account Nunber", 2134567);
ev.setAttributeDate("accounting: Date", new Date());
ev.set AttributeFl oat ("accounting: Amount”, 100.00);

/ILogs audit event
bool ean ret = auditor.|og(event);

}

Updating and Maintaining Audit Definitions

As the application's audit requirements evolve, you typically update audit definitions to
reflect those changes. Specifically, you:

1. Update the audit definition file. For information about versions, see About Mapping
and Version Rules.

2. Redeploy the application EAR file with the updated event definition file.
Alternatively, notify audit registration about the newer version.

3. Verify your changes.

" Note:

When you create or extend a WebLogic Server domain, you can specify
audit artifacts in the domain template to facilitate audit definition upgrades.
For information about files in component templates, see Layered Component
Security Artifacts.

ORACLE 22-10



Configuring Java EE Applications to Use

OPSS

This chapter describes the configuration and packaging recommended for Java
EE applications that use OPSS but do not use Oracle Application Development
Framework (Oracle ADF) security.

This chapter is includes the following sections:

About Authentication in Java EE Applications

Developing Authentication in Java EE Applications

Configuring the Filter and the Interceptor

Choosing the Appropriate Class for Enterprise Groups and Users
Packaging a Java EE Application Manually

Configuring Java EE Applications to Use OPSS

The following security-related files are relevant in a Java EE application during
development, deployment, and runtime:

DOMAI N_HOME/ confi g/ f maconfi g/ j ps-confi g. xm

DOMAI N_HOVE/ confi g/ f mvconfi g/ syst em j azn- dat a. xm

j azn-dat a. xm (packaged in the application Enterprise ARchive (EAR) file)
cwal | et. sso (packaged in the application EAR file)

web. xnl (packaged in the application EAR file)

webl ogi c-appli cation. xnl (packaged in the application EAR file)

¢ See also:

Configuring Java SE Applications to Use OPSS
Developing Oracle ADF Applications

Securing Oracle ADF Applications

OPSS API References

About Authentication in Java EE Applications

The following topics contain information about developing authentication in Java EE
applications:

ORACLE

Authentication in Understanding Security for Oracle WebLogic Server.
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*  Developing Applications with the WebLogic Security Service:
— Securing Web Applications
— Using JAAS Authentication in Java Clients
— Using SSL Authentication in Java Clients
»  Developing Security Providers for Oracle WebLogic Server:
— Authentication Providers
— Login Modules
— How to Develop a Custom Authentication Provider
— ldentity Assertion Providers

— Servlet Authentication Filters

Developing Authentication in Java EE Applications

The OPSS login modules support programmatic user authentication and assertion in
Java EE and SE applications, and the API you use to call these login modules is
common to both Java EE and SE applications. Oracle WebLogic Server delegates
user authentication and assertion to WebLogic Server security providers.

¢ See also:

Authentication Providers in Developing Security Providers for Oracle
WebLogic Server

Using Login Modules in Java Applications

Configuring the Filter and the Interceptor

ORACLE

The configurations explained in this section are required only if you are packaging
or configuring your Java EE application (integrated with OPSS) outside Oracle
JDeveloper.

OPSS provides the JpsFi | ter filter for Java servlets and the Jpsinterceptor interceptor
for Enterprise JavaBeans (EJB). The filter is configured in the web. xn file packed in

a web application archive (WAR) file. The interceptor is configured in the ej b-j ar. xn
file packed in a JAR file.

OPSS also provides a way to configure the stripe that application MBeans access, in
the web. xn file.

Ready-to-use, the filter is set with the default parameter values so you need not
configure it in the deployment descriptor. However, you must configure it manually if
a value different from the default value is required. The interceptor must be manually
configured.

The parameters you use to configure the filter and the interceptor are explained in the
following sections:

*  Setting the Application Stripe
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e Setting Application Role Support

e Setting the Anonymous User and Role
e Setting Authenticated Role Support

e Setting JAAS Mode

¢ See also:

About the Anonymous User and Role
About the Authenticated Role
Interceptor Configuration Requirements

Summary of Filter and Interceptor Parameters

Setting the Application Stripe

ORACLE

The application stripe is optionally specified in the application web. xm file, and it is
used at runtime to determine which set of policies are applicable. If unspecified, it
defaults to the application ID (which includes the application name).

To set the application stripe, use the appl i cat i on. name parameter. This setting is
optional and case-sensitive. If unspecified, it defaults to the name of the application.

To specify the application stripe, configure either the fi | ter or the cont ext - param
elements in web. xm :

<filter>
<filter-name>JpsFilter</filter-nane>
<filter-class>oracle.security.jps.ee.http.JpsFilter</filter-class>
<init-paranp
<par am nane>appl i cati on. name</ par am name>
<param val ue>stri pei d</ param val ue>
</init-paranp
</filter>

<cont ext - par anp
<description>JPS custom stripe id</description>
<par am nane>appl i cati on. name</ par am nane>
<param val ue>stri pei d</ param val ue>

</ cont ext - par an»

If your application contains application MBeans that access the security store and your
the name of your application is different from the name of the stripe they access, then
you must use the cont ext - par amconfiguration like the previous one to specify the
stripe name.

Additional Examples

The following example illustrates the configuration of the MyServl et 1 and MySer vl et 2
servlets in web. xm . Note that servlets in the same WAR file use the same policy
stripe.
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<filter>
<filter-name>JpsFilter</filter-name>
<filter-class>oracle.security.jps.ee. http.JpsFilter</filter-class>
<init-paranp
<par am nane>appl i cati on. name</ par am nane>
<par am val ue>MyAppName</ par am val ue>
<linit-paranp
</filter>
<filter-mppi ng>
<filter-name>JpsFilter</filter-name>
<servl et - name>MySer vl et 1</ ser vl et - name>
<di spat cher >REQUEST</ di spat cher >
</filter-mappi ng>
<filter-mppi ng>
<filter-name>JpsFilter</filter-nanme>
<servl et - name>MySer vl et 2</ ser vl et - name>
<di spat cher >REQUEST</ di spat cher >
</filter-mappi ng>

The following example illustrates the configuration of the MyAppNane application stripe
and the Jpsl nt er cept or interceptor in the ej b-j ar. xn file, and the binding of that
interceptor to MyEj b:

<interceptor>
<interceptor-class>oracle.security.jps.ee.ejb.Jpslnterceptor</interceptor-
cl ass>
<env-entry>
<env-entry-name>appl i cati on. name</ env-ent ry- name>
<env-entry-type>java.lang. String</env-entry-type>
<env-entry-val ue>MyAppNarme</ env-ent ry-val ue>
<injection-target>
<injection-target-class>
oracle.security.jps.ee.ejb.Jpslnterceptor</injection-target-class>
<injection-target-nane>application_nanme</injection-target-name>
</injection-target>
</env-entry>
</interceptor>

<i ntercept or - bi ndi ng>
<ej b- name>M/Ej b</ ej b- nane>
<interceptor-class>
oracle.security.jps.ee.ejb.Jpslnterceptor</interceptor-class>
</interceptor-bhinding>.

Setting Application Role Support

To add application roles to a subject, set the add. appl i cation.rol es
parameter to t r ue. Not to add them, set it to f al se. The default

value is t r ue. The principal class for an application role is the
oracle.security.jps.service.policystore.ApplicationRol e class.

Setting the Anonymous User and Role

To enable the use of the anonymous user, set enabl e. anonynous to true. To disable it,
setitto f al se. The default value is t rue.

To remove the anonymous role from a subject, set r enove. anonynous.rol etotrue. To
retain it, set it to f al se. The default value is f al se.
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The names and the principal classes for the anonymous user and role are:

anonynous
oracle.security.jps.internal.core.principals.JpsAnonynmousUser | np
anonynous-rol e

oracle.security.jps.internal.core.principals.JpsAnonynmousRol el np

The following example illustrates the setting of the anonymous user and role in the
web. xm file, and the use of the JpsFi | t er filter by the MySer vl et Java servlet:

<filter>
<filter-name>JpsFilter</filter-nane>
<filter-class>oracle.security.jps.ee http.JpsFilter</filter-class>
<init-parane
<par am nane>enabl e. anonynous</ par am name>
<par am val ue>t r ue</ par am val ue>
</init-paranp
<init-paranp
<par am nane>r enpve. anonynous. r ol e</ par am nanme>
<par am val ue>f al se</ param val ue>
</init-paranp
</filter>
<filter-mappi ng>
<filter-name>JpsFilter</filter-nane>
<servl et - name>MySer vl et </ ser vl et - nanme>
<di spat cher >REQUEST</ di spat cher >
</filter-mpping>

The following example illustrates the setting of r emove. anonynous. rol e in the gj b-
jar.xm file, and the use of the interceptor by M/Ej b:

<interceptor>
<interceptor-class>oracl e.security.jps.ee.ejb.Jpslnterceptor</interceptor-
cl ass>
<env-entry>
<env-ent ry- name>r enpve. anonynous. r ol e</ env-ent ry- name>
<env-entry-type>j ava. | ang. Bool ean</ env-entry-type>
<env-entry-val ue>f al se</env-entry-val ue>
<injection-target>
<injection-target-class>
oracle.security.jps.ee.ejb.Jpslnterceptor</injection-target-class>
<injection-target-nane>renmove_anonynous_rol e/ injection-target-name>
</injection-target>
</env-entry>
</interceptor>

<i nt er cept or - bi ndi ng>
<ej b- name>M/Ej b</ ej b- nanme>
<interceptor-class>
oracl e.security.jps.ee.ejb.Jpslnterceptor</interceptor-class>
</i nt ercept or - bi ndi ng>

Setting Authenticated Role Support

ORACLE

To add the authenticated role to a subject, set the add. aut henti cat ed. r ol e property
totrue. Notto add it, setitto f al se. The default value is t r ue.

The name and principal class for the authenticated role are:

authenticated-role
oracle.security.jps.internal.core.principals.JpsAuthenticatedRol el mp
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The following example illustrates the configuration of the add. aut henti cated.rol e
property and the use of the JpsFi | t er filter by the MyServl et Java servlet, in the
web. xnl file:

<filter>
<filter-name>JpsFilter</filter-nane>
<filter-class>oracle.security.jps.ee http.JpsFilter</filter-class>
<init-paranp
<par am nanme>add. aut hent i cat ed. r ol e</ par am name>
<par am val ue>f al se</ param val ue>
</init-paranp
</filter>
<filter-mappi ng>
<filter-name>JpsFilter</filter-nane>
<servl et - name>MySer vl et </ ser vl et - nanme>
<di spat cher >REQUEST</ di spat cher >
</filter-mpping>

Setting JAAS Mode

ORACLE

To set JAAS mode use the oracl e. security.jps.jaas. mode parameter with one of
the following values:

doAs
doAsPrivil eged
of f

undefi ned
subjectOnly

The default value is doAsPri vi | eged.

The following example illustrates the use of the JpsFi | t er filter by the MySer vl et Java
servlet:

<filter>
<filter-name>JpsFilter</filter-name>
<filter-class>oracle.security.jps.ee. http.JpsFilter</filter-class>
<init-paranp
<param nane>or acl e. security. | ps.jaas. node</ param nane>
<par am val ue>doAs</ par am val ue>
</init-paranp
</filter>
<filter-mappi ng>
<filter-name>JpsFilter</filter-name>
<servl et - name>MySer vl et </ servl et - name>
<di spat cher >REQUEST</ di spat cher >
</filter-mappi ng>

The following example illustrates a doAs setting and the use of the Jpsl nt er cept or
interceptor:

<interceptor>
<interceptor-class>oracl e.security.jps.ee.ejb.Jpslnterceptor</interceptor-
cl ass>
<env-entry>
<env-entry-name>oracl e. security.jps.jaas. mde</env-entry-nanme>
<env-entry-type>java.lang. String</env-entry-type>
<env-ent ry-val ue>doAs</ env-entry-val ue>
<injection-target>
<injection-target-class>
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oracle.security.jps.ee.ejb.Jpslnterceptor</injection-target-class>
<injection-target-nane>oracle_security_jps_jaas_node
</injection-target-name>
</injection-target>
</env-entry>
<linterceptor>

<i nterceptor-bindi ng>
<ej b- name>M/Ej b</ ej b- nane>
<interceptor-class>
oracle.security.jps.ee.ejb.Jpslnterceptor</interceptor-class>
</i nterceptor-bi ndi ng>

Interceptor Configuration Requirements

The following requirements apply to all Jps| nt er cept or parameter specifications:

*  Must specify the parameter type in the env-ent ry-type element.

e Must specify the i nj ecti on-target element, which identifies the same class as
that of the interceptor (specified in the i nj ecti on-t ar get - cl ass element). In the
i nj ection-target-nane element, the name must be rewritten as a string where
the dots are replaced by underscores.

»  Must specify the binding of the interceptor to EJB by referring to the interceptor's
class.

Summary of Filter and Interceptor Parameters
The following table lists the filter and the interceptor parameters:

Table 23-1 JpsFilter and Jpsinterceptor Parameters
|

Parameter Name Values Default Function Notes
application.name  Any valid The name of  Specifies the subset Must specify if
string. The the of policies that the  several Java servlets
value is case- application. Java servlet or EJB  or EJB access the
sensitive. use. same subset of
policies.
add.application.rol true or true Adds application Setto f al se notto
es fal se roles to the subject. add application roles
to a subject.
enable.anonymous true or true Enables the Iftrue, then
fal se anonymous user in it includes the
the subject. anonymous user

and role in a subject.
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Table 23-1 (Cont.) JpsFilter and Jpsinterceptor Parameters
|

Parameter Name Values Default Function Notes

remove.anonymou true or fal se Removes the Available for Java

s.role fal se anonymous role servlets only. For
from the subject EJB, the anonymous

after authentication. role is removed
from a subject.
If f al se, then
the subject retains
the anonymous role
after authentication.
Iftrue, thenit
is removed after

authentication.
add.authenticated. true or true Allows adding the Set to f al se not
role fal se authenticated role to to include the
the subject. authenticated role to
a subject.
oracle.security.jps.j doAsPrivilege doAsPrivileged Sets the JAAS Not Applicable (N/A)
aas.mode d mode.
doAs
off
undefined
subjectOnly

Choosing the Appropriate Class for Enterprise Groups and

Users

ORACLE

The classes you specify in members of an application role must be either the
application role class or one of the following two:

webl ogi c. security. principal . W.SUser | npl
webl ogi c. security. principal . W.SG oupl npl

The following example illustrates the use of the Appl i cati onRol e and W.SG oupl npl
classes in the specification of a role:

<app-rol e>
<name>app_noni t or </ name>
<di spl ay- name>appl i cation rol e nonitor</display-name>
<cl ass>oracl e. security.jps.service.policystore. ApplicationRol e</cl ass>
<nenber s>
<menber >
<cl ass>oracl e. security.jps.service.policystore. ApplicationRol e</cl ass>
<name>app_oper at or </ nane>
</ menber >
<menber >
<cl ass>webl ogi c. security. princi pal . W.SG oupl npl </ cl ass>
<name>Devel oper s</ nane>
</ menber >
</ menber s>
</ app-rol e>
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Application role names are case-insensitive. Enterprise user and group names are
case-sensitive.

¢ See also:

Failure to Get Permissions - Case Mismatch

Packaging a Java EE Application Manually

This section explains the packaging requirements for Java servlets and EJB that use
custom policies and credentials.

Application policies are defined in the j azn- dat a. xnl file. The only supported way to
include this file with an application is to package it in the META- | NF directory of the
application EAR file.

Java servlets are packaged in a WAR file that contains the web. xm configuration file.
The EJB is packaged in a WAR file that contains the ej b-j ar. xn configuration file.
The WAR file must include the configuration of the filter (for Java servlets) or the
interceptor (for EJB) in the corresponding configuration file.

The following packaging requirements are stated to Java servlets and the
configuration of the filter in the web. xm file, but they also apply to EJB and the
configuration of the interceptor in the ej b-j ar. xm file:

*  The application must be packaged in a single EAR file.

* The EAR file must contain exactly one META- | NF/ j azn- dat a. xn file that specifies
application policies and roles.

* The EAR file may contain one or more WAR files.

 Each WAR or JAR file in the EAR file must contain exactly one web. xn file that
configures the JpsFi | t er filter and such configurations in all EAR files must be
identical.

* Component credentials in cwal | et . sso files can be packaged in the EAR file.

If a component requires a filter configuration different from that of other components,
then it must be packaged in a separate EAR file and deployed separately.

¢ See also:

Configuring the Filter and the Interceptor

Packaging Policies with the Application

Application policies are defined in the j azn- dat a. xn file. The only supported way to
include this file with an application is to package it in the META- | NF directory of the
application EAR file.
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To specify particular policies for a component in a WAR file, that component must
be packaged in a separate EAR file with its own j azn- dat a. xml file. No other policy
package combination is supported, and policy files other than j azn- dat a. xm are
disregarded.

Packaging Credentials with the Application

Application credentials are defined in the cwal | et . sso file. The only supported way
to include this file with an application is to package it in the META- | NF directory of the
application EAR file.

To specify particular credentials for a component in a WAR file, that component must
be packaged in a separate EAR file with its own cwal | et . sso file. No other credential
package combination is supported, and credential files other than the cwal | et . sso file
are disregarded.

Configuring Java EE Applications to Use OPSS

The following sections describe how to control the migration of policies and credentials
packaged with a Java EE application at application deployment:

»  Controlling Policy Migration

»  Configuring Policy Migration According to Behavior

*  Controlling Credential Migration

»  Configuring Credential Migration According to Behavior
» Using File Credential Stores

» Using Supported Permission Classes

»  Specifying Bootstrap Credentials Manually

¢ See also:

Migrating Identities with migrateSecurityStore

Controlling Policy Migration

ORACLE

You control the migration of application policies at deployment with parameters
specified in the META- | NF/ webl ogi c- appl i cati on. xnl file. If you do not use Fusion
Middleware Control to manage your application, then you must enter these
configurations manually.

Set thej ps. depl oynment . handl er. di sabl ed system property to t r ue to disable the
migration of policies and credentials at deployment for all applications regardless of
particular settings in the webl ogi c-appl i cation. xm files.

When you deploy an application that incudes policies and credentials to a Managed
Server running in a computer different from where the Administration Server is
running, do not use the life cycle listener to control migration at deployment, because
the data maintained by the Managed Server and the Administration Server would end
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up not synchronized. Instead, use the m grat eSecuritySt ore command to migrate
those policies and credentials to the security store.

The parameters that configure the migration and removal of policies are the following:
*  Migration
—  jps.policystore.migration
— jps.apppolicy.idstoreartifact.migration
—  jps.policystore.removal
e Listener
— JpsApplicationLifecycleListener
*  Principal Validation
— jps.policystore.migration.validate.principal
» Target of Migration (application stripe)

—  jps.policystore.applicationid

¢ See also:

Deploying Secure Applications with Fusion Middleware Control

Jps.policystore.migration

This parameter, configured in the following example, specifies whether to migrate and
merge or overwrite policies in the security store:

<w s: appl i cati on- par anp
<wW s: param nanme>j ps. pol i cystore. m grati on</w s: param nane>
<w s: param val ue>Opti on</w s: par am val ue>

</w s:application-parans

where Opt i on stands for MERGE, OVERWRITE, or OFF.

Set to OFF to prevent migration. Set to MERGE to migrate merging policies. Set to
OVERWRITE to migrate overwriting policies in the target store. The default value is
MERGE.

jps.policystore.applicationid

ORACLE

This parameter, configured in the following example, specifies the target stripe into
which policies are migrated.

<w s: appl i cati on- par anp
<wl s: par am name>j ps. pol i cyst ore. appl i cati oni d</w s: par am name>
<w s: param val ue>nyAppl i cationStripe</w s: param val ue>

</W s: appl i cation- paran»

The value can be any valid string. If unspecified, then WebLogic Server
creates a stripe name based on the application name and version using the
appl i cati on_nane#ver si on format.
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The value of this parameter must match the value of the appl i cati on. nane parameter
specified for the JpsFi | ter filter (in web. xm ) or for the Jpsl nt er cept or interceptor (in
gjb-jar.xm).

The value read from the webl ogi c-appl i cation. xm file is used at deployment. The
value read from the web. xm or the ej b-j ar. xnl file is used at runtime.

jps.apppolicy.idstoreartifact.migration

ORACLE

This parameter, configured in the following example, specifies whether to exclude
migrating references to enterprise users or groups, such as the mapping of application
roles to enterprise users or groups. Thus it allows you to the migration of just
application policies and it ignores the mapping of application roles to enterprise users
or groups.

<w s: appl i cati on- par anp
<wl s: param name>j ps. apppol i cy. i dstoreartifact.nmgrati on</w s: param nane>
<w s: param val ue>Opti on</w s: par am val ue>

</wW s: application-paran»

where Opti on stands for true or fal se. Set to f al se to exclude the migration
of artifacts referencing enterprise users or groups. Otherwise, set it to true. If
unspecified, then it defaults to t r ue.

" Note:

After you deploy the application with this parameter set to f al se and before
the application is used in the domain, map application roles to enterprise
groups or users with Oracle Enterprise Manager Fusion Middleware Control
(Fusion Middleware Control) or Oracle WebLogic Server Administration
Console.

The following examples illustrate a j azn- dat a. xml file, packaged in the application
EAR file, that describes the policy. The syst em j azn-dat a. xn file represents the
file security store into which application policies are migrated. It is assumed that the
j ps. apppolicy.idstoreartifact.mgration parameteris fal se.

<!-- Exanple 1: app role applicationDevel operRole in jazn-data.xm that
ref erences
the enterprise group devel opers -->
<app-rol e>
<cl ass>webl ogi c. security. principal . WSG oupl npl </ cl ass>
<nanme>appl i cati onDevel oper Rol e</ name>
<di spl ay- name>appl i cation rol e applicationDevel operRol e</ di spl ay- nane>
<nenber s>
<menber >
<cl ass>webl ogi c. security. princi pal . W.SG oupl npl </ cl ass>
<nanme>devel oper s</ nane>
</ menber >
</ menber s>
</ app-rol e>

<I-- app role applicationDevel operRole in systemjazn-data.xm after nigration:

notice how the rol e devel opers has been excluded -->
<app-rol e>
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<nanme>appl i cati onDevel oper Rol e</ name>
<di spl ay- name>appl i cation rol e applicationDevel operRol e</ di spl ay- nane>
<gui d>CB3633A0D0E811DDBF08952E56E4544A</ gui d>
<cl ass>webl ogi c. security. princi pal . W.SG oupl npl </ cl ass>
</ app-rol e>

<!-- Exanple 2: app role viewerApplicationRole in jazn-data.xm makes reference
to the anonymous role -->
<app-rol e>
<name>vi ewer Appl i cati onRol e</ nane>
<di spl ay- name>vi ewer Appl i cat i onRol e</ di spl ay- nane>
<cl ass>webl ogi c. security. princi pal . W.SG oupl npl </ cl ass>
<nenber s>
<menber >
<cl ass>
oracle.security.jps.internal.core.principals.JpsAnonymousRol el npl
</ cl ass>
<name>anonynous- r ol e</ nane>
</ menber >
</ menber s>
</ app-rol e>

<I'-- app role viewerApplicationRole in systemjazn-data.xml after mgration
notice that references to the anonynous role are never excluded -->
<app-rol e>
<name>vi ewer Appl i cati onRol e</ nane>
<di spl ay- name>vi ewer Appl i cat i onRol e</ di spl ay- nane>
<gui d>CB3D86A0DOES11DDBF08952E56E4544A</ gui d>
<cl ass>webl ogi c. security. princi pal . WSG oupl npl </ cl ass>
<nenber s>
<menber >
<cl ass>
oracle.security.jps.internal.core.principals.JpsAnonymousRol el npl
</class>
<name>anonynous- r ol e</ nane>
</ menber >
</ menber s>
</ app-rol e>

jps.policystore.removal

ORACLE

This parameter, configured in the following example, specifies whether to remove
policies when you undeploy the application:

<w s: appl i cati on- par anp
<w s: par am name>j ps. pol i cystore. renoval </ w s: par am nane>
<w s: par am val ue>COFF</ W s: par am val ue>

</wW s: appl i cation-paran»

Set to OFF to prevent removing policies. If not set, then policies are removed. By
default, policies are not removed when you undeploy the application.

Consider using this setting when multiple applications share the same application
stripe and one of them is undeployed, but note that setting j ps. pl i cyst ore. ranoval
to OFF for a given application requires knowing, at application deployment, whether it
uses an application stripe shared with other applications.
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jps.policystore.migration.validate.principal

This parameter, configured in the following example, specifies whether to check for
principals in system and application policies at deployment or redeployment:

<w s: appl i cati on- par anp
<wl s: par am name>j ps. pol i cystore. migration.validate. principal </W s: param nane>
<wl s: par am val ue>opti on</w s: par am val ue>

</wW s: appl i cation-paran>

where opt i on stands for true or f al se.

Set to t r ue to validate enterprise users and groups: if a principal (in an application or
system policy) refers to an enterprise user or group not found in the identity store, then
log a warning and continue. Set to f al se, to skip the check. If unspecified, it defaults to
fal se. Validation warnings are logged in the server log.

JpsApplicationLifecycleListener

This parameter, configured in the following example, specifies the listener class:

<w s:listener>
<wW s:|istener-class>
oracle.security.jps.ws.listeners.JpsApplicationLifecycleListener
</w s:listener-class>
</wWs:listener>

Configuring Policy Migration According to Behavior

The following sections describe recommendations and the settings required in typical
scenarios:

* Recommendations

e Skipping Migrating Policies

e Migrating Merging Policies

e Migrating Overwriting Policies

e Removing or Not Removing Policies

e Migrating Policies in a Static Deployment

Recommendations

ORACLE

The following recommendations apply to both policies and credential migration.
A value setting not described in the following sections is not recommended.

If you want to deploy your application to multiple Managed Servers, then choose

to migrate when you deploy it to just one of those servers only. The rest of the
deployments should choose not to migrate policies and credentials. This ensures that
the policies and credentials are migrated only once from the application store to the
store. All the deployments must use the same application ID.

An alternative to migrating security data at deployment is to migrate policies and
credentials with the m gr at eSecuri tySt ore WLST command. For information about
this command, see Migrating the Security Store with migrateSecurityStore.
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If your application packages policies and credentials and you deploy it to several
servers, then you must include the Administration Server so that the process updates
the$DOMAI N_HOMVE/ conf i g/ f mvconfi g/ syst em j azn- dat a. xml policy file.

Skipping Migrating Policies
The following table shows the settings to skip migration:

Table 23-2 Settings to Skip Policy Migration
|

Settings Valid at Deployment or Redeployment
JpsApplicationLifecycleListener Set
jps.policystore.migration OFF

Skip migrating policies when you want to keep domain policies as they are, but you
would migrate policies when deploying the application for the first time.

Migrating Merging Policies

The following table shows the setting to migrate only policies that are not in the target
store:

Table 23-3 Settings to Migrate Merging Policies

Settings Valid at Deployment or Redeployment

JpsApplicationLifecycleListener Set

jps.policystore.migration MERGE

jps.policystore.applicationid Optional. Defaults to the Java servlet or EJB
name.

jps.apppolicy.idstoreartifact.migration Optional. Set to f al se to exclude migrating

policies that reference enterprise artifacts.
Otherwise settot rue. Defaults to t r ue.

jps.policystore.migration.validate.principal Optional. Set to t r ue to validate enterprise
users and roles in application and system
policies. Set to f al se, otherwise. If unspecified,
it defaults to f al se.

Choose to migrate policies with merging at redeployment if a policy has changed
(since last undeployment) or you want to add new policies.

Migrating Overwriting Policies
The following table shows the setting to migrate all policies overwriting matching target

policies:

Table 23-4 Settings to Migrate Overwriting Policies

_______________________________________________________________________|
Settings Valid at Deployment or Redeployment

JpsApplicationLifecycleListener Set
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Table 23-4 (Cont.) Settings to Migrate Overwriting Policies

Settings Valid at Deployment or Redeployment
jps.policystore.migration OVERWRITE
jps.policystore.migration.validate.principal Optional. Set to t r ue to validate enterprise

users and roles in application and system
policies. Set to f al se, otherwise. If unspecified,
it defaults to f al se.

Choose to migrate policies with overwriting at redeployment if you want to replace all
policies with new ones.

Removing or Not Removing Policies

Only application policies can be removed at undeployment. System policies are not
removed. The following table shows the setting to remove application policies at
undeployment:

Table 23-5 Settings to Remove Policies
|

Settings Valid at Undeployment
JpsApplicationLifecycleListener Set
jps.policystore.removal Not set (default)

The stripe from which policies are removed at undeployment depends on the stripe
you specified at deployment or redeployment. If you redeploy an application with a
stripe specification different than the original one, then policies in that original stripe
are not removed.

The following table shows the settings to disable removing policies at application
undeployment:

Table 23-6 Settings to Disable Removing Policies
|

Settings Valid at Undeployment
JpsApplicationLifecycleListener Set
jps.policystore.removal OFF

What Gets Removed and What Remains

Consider the nyApp application that has been configured for automatic migration and
removal of policies. The following example (in the application's j azn- dat a. xm file)
illustrates the policies that are migrated at application deployment and policies that are
not removed at application undeployment:

<j azn- dat a>
<pol i cy-store>
<appl i cations>
<l-- The contents of the follow ng el enent application is mgrated
to the element policy-store in domain systemjazn-data.xm;
when nyApp is undeployed with EM it is renoved fromsecurity store -->
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<appl i cation>
<nane>nyApp</ name>
<app-rol es>
<app-rol e>
<cl ass>oracl e. security.]jps.service.policystore. SoneRol e</ cl ass>
<name>appl i cati onDevel oper Rol e</ name>
<di spl ay- name>appl i cation rol e applicationDevel operRol e</ di spl ay-
nane>
<nmenber s>
<nmenber >
<cl ass>oracl e. security. sonePat h. JpsXm Ent er pri seRol el npl </ cl ass>
<nanme>devel oper s</ nane>
</ menber >
</ menber s>
</ app-rol e>
</ app-rol es>
<j azn-policy>
<grant >
<grant ee>
<princi pal s>
<princi pal >
<cl ass>oracl e. security.jps.service.policystore. ApplicationRol e</
cl ass>
<nanme>appl i cati onDevel oper Rol e</ nane>
</ princi pal >
</ principal s>
</ grant ee>
<per ni ssi ons>
<per ni ssi on>
<cl ass>oracl e. security.jps.JpsPerm ssion</class>
<nane>| oadPol i cy</ nane>
</ permi ssi on>
</ perm ssi ons>
</ grant>
</jazn-policy>
</ application>
</ applications>
</ policy-store>

<j azn-policy>
<I'-- The fol |l owing codesource grant is nmgrated to the el ement
jazn-policy in domain systemjazn-data.xm; when nyApp is undepl oyed
with FMC, it is not removed fromsecurity store -->
<grant >
<gr ant ee>
<codesour ce>
<url>file:${domai n. home}/servers/ ${webl ogi c. Nane}/ Foo. ear/-</url >
</ codesour ce>
</ grant ee>
<per ni ssi ons>
<per ni ssi on>
<cl ass>oracl e. security.jps.service.credstore. Credential AccessPerni ssion</cl ass>
<nane>cont ext =SYSTEM mapName=*, keyNane=* </ nane>
<actions>*</actions>
</ permi ssi on>
</ perm ssi ons>
</ grant>
</jazn-policy>
</jazn-data>
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Migrating Policies in a Static Deployment

The following table shows the settings to migrate application policies when the
application is statically deployed. The MERGE or OVERWRITE operation takes place
only if the application policies do not already exist in the security store.

Table 23-7 Settings to Migrate Policies with Static Deployments

Settings Valid at Static Deployments
JpsApplicationLifecycleListener Set
jps.policystore.migration MERGE or OVERWRITE

The following table shows the settings to skip migrating application policies when the
application is statically deployed.

Table 23-8 Settings Not to Migrate Policies with Static Deployments

Settings Valid at Static Deployments
JpsApplicationLifecycleListener Set
jps.policystore.migration OFF

Using File Credential Stores

A file credential store is the cwal | et . sso file. The location of this file is specified in the
j ps-config.xm file with the <servi cel nst ance> element:

<servi cel nstance nane="credstore" provider="credstoressp">

<property name="location" val ue="nyCredStorePath"/>
</ servi cel nstance>

¢ See also:

Administering Oracle Fusion Middleware

e Common Wallet Operations

e Managing Keystores, Wallets, and Certificates

Controlling Credential Migration

ORACLE

You control the migration of application credentials at deployment with parameters
specified in the META- | NF/ webl ogi c- appl i cati on. xn file. If you do not use Fusion
Middleware Control to manage your application, then you must enter these
configurations manually.

Set the j ps. depl oynent . handl er. di sabl ed system property to t r ue to disable the
migration of policies and credentials at deployment for all applications regardless of
settings in webl ogi c-appl i cation. xm application files.
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When you deploy an application that packages policies and credentials to a Managed
Server running in a computer different from where the Administration Server is
running, do not use the life cycle listener to control migration at deployment because
the data maintained by the Managed Server and the Administration Server would
end up not synchronized. Instead, use the mi grat eSecuritySt ore command to
migrate those policies and credentials to the security store. For information about this
command, see Migrating the Security Store with migrateSecurityStore.

The parameters that configure the migration and removal of credentials are:

*  jps.credstore.migration

» JpsApplicationLifecycleListener

jps.credstore.migration

This parameter, configured in the following example, specifies whether to migrate and
merge or overwrite credentials in the security store:

<w s: appl i cati on- par anp
<wW s: par am name>j ps. credstore. m grati on</w s: param nane>
<w s: param val ue>Opti on</w s: par am val ue>

</wW s: appl i cation-paran»

where Opt i on stands for MERGE, OVERWRITE, or OFF.

Set to OFF to prevent migration. Set to MERGE to migrate merging credentials. Set to
OVERWRITE to migrate overwriting credentials. The default value is MERGE.

Configuring Credential Migration According to Behavior

The following sections describe recommendations and the settings required in typical
scenarios:

* Recommendations

e Skipping Migrating Credentials

*  Migrating Merging Credentials

e Migrating Overwriting Credentials

Note that application credentials are not removed when you undeploy the application.

Skipping Migrating Credentials

The following table shows the setting to prevent the migration:

Table 23-9 Settings to Skip Credential Migration

|
Settings Valid at deployment or redeployment

jps.credstore.migration OFF

Migrating Merging Credentials

The following table shows the settings required to migrate only credentials that are not
in the target store:

ORACLE 23-19



Chapter 23
Configuring Java EE Applications to Use OPSS

Table 23-10 Settings to Migrate Merging Credentials

Settings Valid at deployment or redeployment
JpsApplicationLifecycleListener Set
jps.credstore.migration MERGE

Migrating Overwriting Credentials

The following table shows the setting to migrate all credentials overwriting target
credentials:

Table 23-11 Settings to Migrate Overwriting Credentials

Settings Valid at deployment or redeployment
JpsApplicationLifecycleListener Set

jps.credstore.migration OVERWRITE
jps.app.credential.overwrite.allowed Must be t rue

Using Supported Permission Classes

The following sections describe the values you use in the <cl ass>, <name>, and
<act i ons> elements within a <per m ssi on> element in the syst em j azn-dat a. xm file;

e Security Store Permission Class
e Credential Store Permission Class
e Generic Permission Class

All permission classes used in policies must be included in the class path, so the
policy provider can load them when a service instance is initialized.

Security Store Permission Class

ORACLE

The security store permission class is:

oracle.security.jps.service.policystore. PolicyStoreAccessPerni ssion

If the permission applies to a particular application, then use the following pattern
for the corresponding nanme element, where appSt ri peNane specifies the particular
application:

cont ext =APPL| CATI ON, nane=appSt ri peNane

When the permission applies to all applications, use the following name pattern:

cont ext =APPL| CATI ON, nane=*

If the permission applies to all applications and system policies, then use the following
name pattern:

cont ext =SYTEM
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The values allowed in the act i ons element are the following (* stands for any action):

*

createPolicy

get Confi gur edAppl i cati ons
get SystenPol i cy

get Appl i cationPolicy
creat eApplicationPolicy
del et eAppl i cationPolicy
grant

revoke

creat eAppRol e

al ter AppRol e

r enoveAppRol e
addPri nci pal ToAppRol e
removePri nci pal Fr omAppRol e
hasPer m ssi on

cont ai nsAppRol e

The following examples illustrate grants to create policies and to do runtime checks:

grant {
permi ssion
oracl e.security.jps.service. poI i cystore. PolicyStoreAccessPerm ssion
"cont ext =APPLI CATI ON, name=*", "*";
perm ssion
oracle.security.jps.service.policystore. PolicyStoreAccessPerni ssion
"cont ext =SYSTEM adni nr esour ce= Appl i cationPolicy,instancename=*", "*";
oracle.security.jps.JpsPernission "AppSecurityContext.setAppli catl onl D *!

b

grant codebase "file:${opss.lib.location}/-" { perm ssion
java.security. Al |l Perm ssion;

b

Credential Store Permission Class

ORACLE

The credential store permission class is the
oracle.security.jps.service.credstore. Credential AccessPerni ssi on class.

If the permission applies to a map and a particular key in that map, then use the
following pattern for the corresponding nane element, where nmyMap and nyKey specify
the particular credential:

cont ext =SYSTEM mapNane=nyMap, keyNane=nyKey

If the permission applies to a map and all keys in it, then use the following pattern,
where nyMap specifies the particular map:

cont ext =SYSTEM napNane=nyMap, keyNanme=*

The values allowed in the act i ons element are the following (* stands for any action):

*

read

wite
updat e
del ete
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Generic Permission Class

The generic permission class is the oracl e. security.j ps. JpsPerm ssi on class.

If the permission applies to an assertion performed by the
oracle.security.jps.callback.ldentityCallback callback instance, then use the
following pattern for the corresponding <name> element:

I dentityAssertion

The only value allowed in the act i ons element is execut e.

Specifying Bootstrap Credentials Manually

You specify the credentials needed to connect and access the domain repository in the
cwal | et . sso file, which is configured in the j ps- confi g. xm file. These credentials are
called bootstrap credentials and are always kept in a file.

Bootstrap credentials are configured in a context named
boot strap_credstore_context:

<servi cel nst ances>
<servicel nstance | ocation="./bootstrap" provider="credstoressp"
name="boot strap. cred">
<property val ue="./bootstrap" name="Il ocation"/>
</ servi cel nstance>
</ servi cel nst ances>
<j psCont ext name="boot strap_credstore_context">

<servi cel nstanceRef ref="bootstrap.cred"/>
</j psCont ext >

where the cwal | et . sso file is assumed present in the boot st rap directory.

The boot strap. security. principal.key and boot strap. security. principal . nmap
properties specify the bootstrap map and key:

<servi cel nstance provider="1dap. policystore.provider" name="policystore.|dap">
<property val ue="boot strapKey" name="boot strap. security.principal.key"/>

</ servi cel nstance>

If the boot strap. security. principal.nap property is unspecified, then it defaults to
BOOTSTRAP_JPS.

To modify or add bootstrap credentials, see modifyBootStrapCredential and
addBootStrapCredential in WLST Command Reference for Infrastructure Security.
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Configuring Java SE Applications to Use
OPSS

This chapter describes how to use OPSS to implement authentication, authorization,
and audit in Java SE applications.
This chapter includes in the following topics:

e Using OPSS in Java SE Applications

* Implementing Security Services in Java SE Applications
e Authentication in Java SE Applications

e Authorization in Java SE Applications

e Auditin Java SE Applications

¢ See also:

Configuring Java EE Applications to Use OPSS

Using OPSS in Java SE Applications

To use OPSS in a Java SE application:

* Place the jps-manifest.jar file in the class path.

e Callthe JpsStartup. start method at initialization.

e Set the following properties:
— oracle.security.jps.config, the file path to the j ps-confi g-j se. xn file.
— common. conponent s. hone, the path to the or acl e_comon directory.

— java.security. policy, the path to the file j ava. pol i cy.

opss. audi t. | ogDirectory, the path to a writable directory where audit writes
records for the application.

* Set-Djava.security.policy tothe location of the Oracle WebLogic Server
webl ogi c. pol i cy policy file (located in the wl _home/ server/1i b directory).

* Use the OPSS AppSecuri tyCont ext class and note the required associated grant:

String appl D = AppSecurityContext. get Applicationl D();
try {
set Appl i cati onl D( appNane) ;
} finall&/.{”
set Applicationl D(appl D );
}
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}
private static void setApplicationlD(final String applicationlD) {
AccessControl | er.doPrivileged(new PrivilegedAction() {
public Ghject run() {
AppSecurityCont ext.set Applicationl D(applicationlD);
return null;

K
}

The call AppSecurityCont ext. set Appl i cati onl Drequires that you include in your
j ps-config-jse.xm a codesource permission like the following:

<grant >
<grant ee>
<codesour ce>
<ur| >nyJavaSEapp/ - </ url >
</ codesour ce>
</ grantee>
<per ni ssi ons>
<per ni ssi on>
<cl ass>oracl e. security.jps.JpsPerm ssion</cl ass>
<name>AppSecurityCont ext . set Appl i cati onl D. myAppSt ri pel D</ nane>
</ permi ssi on>
</ permi ssi ons>
</ grant>

¢ See also:

The JpsStartup Class
Configuring the Security Store
OPSS System Properties

The JpsStartup Class

The following sections describe the states, runtime options, and examples of use of
the JpsSt art up class:

e JpsStartup.start States

e JpsStartup Constructor

e JpsStartup runtime Options
*  OPSS Starting Examples

¢ See also:

Java API Reference for Oracle Platform Security Services
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JpsStartup.start States

The transition states of the JpsStart up. start method are defined by the following
constants:

* UNINITI ALI ZED - The state before a call to JpsStartup. start.
e I NITIALI ZI NG - The state to which it transitions after calling JpsSt art up. start.

*  FAI LURE - The state to which it transitions if the | NI Tl ALI ZI NG state run into any
errors.

e ACTI VE - The state to which it transitions if the | NI TI ALI ZI NG state completed
successfully.

* | NACTI VE - The state to which it transitions after calling the JpsSt at up. st op
method.

The JpsSt art up. get St at e method returns the current OPSS state.

JpsStartup Constructor

The class includes the following constructor:

JpsStatup(java.lang. String platforniype,
java.util.Mp<java.lang. String, Context Configuration> ctxtCfgs,
java.util.Mp<java.lang. String, ?> options)

Call this constructor when you want to start OPSS with additional context details and
options.

The ct xCf gs argument holds the details of the context specified in the j ps- confi g-

j se. xnl file. To start contexts other than the default context, pass multiple context
information. To start a context other than the default context, pass the context name. If
unspecified, then it uses the default context.

The opti ons argument groups specific OPSS startup values. For information about
runtime options, see Table 24-1.

¢ See also:

OPSS Starting Examples

JpsStartup runtime Options

ORACLE

The following table describes the options you use with the j psSt art up method:

Table 24-1 JpsStartup Runtime Options

Option Values Default Description
ACTI VE_CONTEXT The name of an default  Use the specified context.
active context. Otherwise, use the default context.
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|

Option

Values

Default
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Description

ENABLE_JAVA PCLICY trueorfal se

_PROVI DER

ENABLE_AUDI T_SERVI

CE_EXT

true orfal se

ENABLE_POLI CY_STOR trueorfal se

E_SERVI CE_EXT

ENABLE_DEPLOYMENT _ true orfal se

HANDLI NG
RUNTI VE_MODE

JPS_CONFI G

DEFAULT or
SCRI PT

The path to
j ps. config-

j se. xm specified by
oracl e.security.

jps.config

true

true

true

true

DEFAULT

Setto t r ue to use the policy
provider. Otherwise, set to f al se.

Set to t r ue to start audit monitoring
and the audit loader when the
service is started. Otherwise, set to
fal se.

Setto t r ue to start the Policy
Distribution Point (PDP) with a
policy change. Otherwise, set to
fal se.

Settot r ue to create deployment
handlers. Otherwise, set to f al se.

Set to SCRIPT to have the following
options set to f al se:

«  ENABLE JAVA POLI CY_PROVI
DER

« ENABLE AUDI T_SERVI CE_EXT

« ENABLE PCLI CY_STORE_SERV
| CE_EXT

«  ENABLE DEPLOYMENT HANDLI
NG

Otherwise set to DEFAULT.

Use the specified path. Otherwise,
use the default path.

OPSS Starting Examples

This section illustrates the use of the JpsSt art up class in typical scenarios.

Example 1

The following example illustrates how to start OPSS with no explicit parameters.

JpsStartup jpsStartUp = new JpsStartup();
jpsStartUp.start();

jpsStartUp. getState();

jpsStartUp. stop();

Example 2

The following example illustrates how to start OPSS with specific configuration values.

Note that:

o defaul t1is the default context passed as part of the cont ext Confi g map.
e To disable audit, set ENABLE_AUDI T_SERVI CE_EXT to f al se. By default, it is

enabled.

ORACLE

24-4



ORACLE

Chapter 24
Using OPSS in Java SE Applications

* To disable runtime services set ENABLE POLI CY_STORE_SERVI CE_EXT to f al se. By
default, it is enabled.

Confi gurationServi ceProvider prov = ConfigurationServiceProvider.new nstance();
ConfigurationService configService = prov.getConfigurationService();

Cont ext Confi guration configuration =

configService. get Cont ext Confi guration("defaul t1");

Map<String, ContextConfiguration> contextConfig = new HashMap<Stri ng,

Cont ext Confi guration>();

cont ext Confi g. put (JpsConst ant s. DEFAULT_CONTEXT_KEY, configuration);

Map<String, Object> option = new HashMap<String, Object>();
option. put (JpsConst ants. ENABLE _AUDI T_SERVI CE_EXT, "FALSE");
option. put (JpsConst ant s. ENABLE PCOLI CY_STORE_SERVI CE_EXT, "FALSE");

JpsStartup jpsStartUp = new JpsStartup("JSE", contextConfig, option);
jpsStartUp.start();

jpsStartUp. stop();

Example 3
The following example illustrates how to start OPSS with an additional context:

Map<String, Object> startupOption = new HashMap<String, Object>();

Confi gurationServiceProvider prov = ConfigurationServiceProvider.new nstance();
ConfigurationService configService = prov. get ConfigurationService();

Cont ext Confi guration configuration =

configService. get Cont ext Confi guration("default1");

Map<String, ContextConfiguration> contextConfig = new HashMap<Stri ng,
Cont ext Confi guration>();
cont ext Confi g. put (JpsConst ant s. DEFAULT_CONTEXT_KEY, configuration);

JpsStartup jpsStartUp = new JpsStartup("JSE", contextConfig, startupOption);
jpsStartUp.start();
jpsStartUp. stop();

Example 4

The following example illustrates how to start OPSS with multiple contexts. It assumes
that the j ps. confi g-j se. xm file includes the contexts:

<j psContexts defaul t="defaul t">
<j psCont ext nane="defaul t">
<servicel nstanceRef ref="credstore"/> ...
</j psCont ext >

<j psCont ext nanme="defaul t 1">
<servi cel nstanceRef ref="idstore.logi nnodule"/> ...
</j psCont ext >

<j psCont ext nanme="defaul t 2">
<servi cel nstanceRef ref="keystore"/> ...
</j psCont ext >

<j psCont ext nanme="defaul t 3">
<servi cel nstanceRef ref="policystore "/> ...
</j psCont ext >

<j psCont ext nane="boot strap_credstore_context">
<servi cel nstanceRef ref="bootstrap.credstore"/>
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</j psCont ext >
</ j psCont ext s>

Confi gurationServiceProvider prov = ConfigurationServiceProvider.new nstance();
ConfigurationService configService = prov. get ConfigurationService();

Cont ext Configuration configurationl =

configService. get Cont ext Confi guration("default1");

Cont ext Configuration configuration2 =

configService. get Cont ext Confi guration("default2");

Cont ext Configuration configuration3 =

configService. get Cont ext Confi guration("defaul t3");

Map<String, ContextConfiguration> contextConfig = new HashMap<Stri ng,
Cont ext Confi gurati on>();

cont ext Confi g. put (JpsConst ant s. DEFAULT_CONTEXT_KEY, configuration);
context Config. put(("defaultl", configurationl);
context Config. put(("default2", configuration2);
context Config. put(("default3", configuration3);

Map<String, Object> startupOption = new HashMap<String, Object>();
startupOption. put (JpsConst ants. ACTI VE_CONTEXT, "default");

JpsStartup jpsStartUp = new JpsStartup("JSE", contextConfig, startupOption);
jpsStartUp.start();
jpsStartUp. stop();

The ACTI VE_CONTEXT parameter specifies the context to use as default. If
DEFAULT_CONTEXT_KEY is not passed as part of map, then the default context is started
provided there is no ACTI VE_CONTEXT key passed as part of st art upOpt i on map.
Example 5

The following example illustrates how to start OPSS in the SCRI PT mode. This mode is
used when you do not want runtime services started.

Map<String, bject> startupOption = new HashMap<String, Object>();
startupOption. put (JpsConstants. RUNTI ME_MODE, "SCRI PT");

JpsStartup jpsStartUp = new JpsStartup("JSE", startupOption);
jpsStartUp.start();
jpsStartUp.stop();

Implementing Security Services in Java SE Applications

The following sections describe the OPSS support in Java SE applications:

* Authentication in Java SE Applications

* Authorization in Java SE Applications

e Using the Credential Store Framework API in Java SE Applications
* Using the Keystore Service APl in Java SE Applications

* Auditin Java SE Applications

Authentication in Java SE Applications

The following sections explain the identity store support in Java SE applications:

ORACLE 24-6



Chapter 24
Authentication in Java SE Applications

*  Configuring the LDAP ldentity Store in Java SE Applications
* Using Login Modules in Java Applications

* Using the Login Modules in Java SE Applications

Configuring the LDAP Identity Store in Java SE Applications

A Java SE application can use an LDAP identity store configured in the j ps- confi g-
j se. xnl file with the servi ceProvi der, servi cel nstance, and j psCont ext elements:

<servi ceProvi der s>
<servi ceProvi der type="IDENTI TY_STORE" nane="idstore.|dap. provider"
class="oracl e.security.jps.internal.idstore.|dap.LdapldentityStoreProvider">
<descri ption>Prototype LDAP I D store</description>
</ servi ceProvi der>
</ servi ceProvi der s>

<servi cel nst ances>
<servi cel nstance name="idstore.|dap" provider="idstore.|dap.provider">
<property name="idstore.type" value="QD'/>
<property name="max.search.filter.length" val ue="500"/>
<ext endedPr operty>
<nanme>user . sear ch. bases</ nane>
<val ues>
<val ue>cn=user s, dc=us, dc=or acl e, dc=conx/ val ue>
</val ues>
</ ext endedPr operty>
<ext endedPr operty>
<name>gr oup. sear ch. bases</ nane>
<val ues>
<val ue>cn=gr oups, dc=us, dc=or acl e, dc=conx/ val ue>
</val ues>
</ ext endedPr operty>
</ servi cel nstance>
</ servi cel nst ances>

<j psContexts defaul t="Idap_i dstore">
<j psCont ext name="|dap_i dstore">
<servi cel nstanceRef ref="idstore.|dap"/>
</ j psCont ext >

<j psCont ext name="boot strap_credstore_context">
<servi cel nstanceRef ref="bootstrap.cred"/>
</ j psCont ext >
</ j psCont ext s>

Note the following points:

* The name of the servi cel nstance (i dst ore. | dap in the example) must match the
instance referenced in servi cel nst anceRef .

*  The name of the servi ceProvi der (i dstore. | dap. provi der in the example) must
match the provider specified in servi cel nst ance.
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¢ See also:

Configuring Services with Scripts

LDAP Identity Properties

Using Login Modules in Java Applications

Unless otherwise stated the information in this section applies to both Java EE and SE
applications, and the API you use to call login modules is common to both kinds of
applications.

A login module is a component that authenticates users and populates a subject

with principals. The login module authenticates a user after requesting a name and a
password or some other data. If the authentication succeeds, then the module assigns
the relevant principals to the subject.

In any of the supported login modules, set the following properties:

enabl e. anonynous (default: false)
remove. anonymous. rol e (default: true)
add. application.roles (default: true)
add. aut henticated.role (default: true)

The supported login modules are:

e The User Authentication Login Module
e The User Assertion Login Module

e The Identity Store Login Module

* The Asserted User

In Java SE applications, the default identity store service supports the User
Authentication and the User Assertion login modules.

The User Authentication Login Module

ORACLE

Use the User Authentication login module in both Java EE or SE applications to
authenticate a user with a given user name and password. The configuration of this
login module is available ready-to-use, and it authenticates against the domain identity
store.

The following example illustrates the use of this module for programmatic
authentication:

i nport javax.security.auth. cal | back. NameCal | back;
i mport javax.security.auth. call back. PasswordCal | back;
public class MyCal | backHandl er extends Cal | backHandl er {
private String nane = null;
private char[] password = null;

public MyCal | backHandl er (String name, char[] password) {
this.nane = nane;
this. password = password;

}
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public void handl e(Cal | back[] callbacks) throws |CException,
Unsupport edCal | backException {
for (Callback callback : callbacks) {
if (callback instanceof NanmeCallback) {
NarmeCal | back ncb = (NaneCal | back) cal | back;
nch. set Nane( nane) ;

el se if (callback instanceof PasswordCallback) {
Passwor dCal | back pcb = (PasswordCal | back) cal | back;
pch. set Passwor d( passwor d) ;

}
el se {

t hrow Unsupport edCal | backExcepti on(cal | back);
}

}

JpsLogi nMbdul eFactory factory = JpsLogi nModul eFact ory. get Logi nModul eFact ory();
Cal | backHandl er cbh = new MCall backHandl er("name", "password".toCharArray());
Logi nContext ctx =

factory. get Logi nCont ext (JpsLogi nModul eType. USER_AUTHENTI CATI ON, nul |, cbh);
ctx. login();

Subj ect s = ctx.getSubject();

The User Assertion Login Module

ORACLE

Use the User Authentication login module in both Java EE and SE

applications to assert a user identity in the identity store. This requires

provisioning an or acl e. securi ty.j ps. JpsPern ssi on permission and implementing
the oracl e. security.ps.callback.ldentityCallback callback, as described in the
following sections:

e Provisioning the jpsPermission
* Implementing the CallbackHandler

e Implementing the Programmatic Assertion

Provisioning the jpsPermission

The following example illustrates a grant allowing the j doe principal permission to
execute the User Assertion login module:

<grant >
<grant ee>
<princi pal s>
<princi pal >
<cl ass>webl ogi c. security. principal . W.SUser | npl </ cl ass>
<name>j doe</ nane>
</ princi pal >
</ principal s>
</ grant ee>
<per ni ssi ons>
<per ni ssi on>
<cl ass>oracl e. security.jps.JpsPerm ssion</cl ass>
<nanme>| dentityAssertion</nane>
<action>execut e</action>
</ perm ssi on>

24-9



ORACLE

Chapter 24
Authentication in Java SE Applications

</ perm ssi ons>
</grant>

¢ See also:

Using Supported Permission Classes

Implementing the CallbackHandler
The following example illustrates an implementation of the callback handler:

i nmport oracle.security.jps.callback.|dentityCallback;
i nport javax.security.auth. call back. Cal | back;
i nport javax.security.auth. callback. Cal | backHandl er;
i nmport javax.security.auth. cal | back. UnsupportedCal | backExcepti on;
i nport java.io.lOException;
public class AssertCall backHandl er inplements CallbackHandl er {
private String nanme = null
public AssertCal | backHandl er (String name) {
this. name = nane;

public void handl e(Cal | back[] callbacks) throws |CException,
Unsupport edCal | backException {
for (Callback callback : callbacks) {
if (callback instanceof IdentityCallback) {
IdentityCal Il back nc = (ldentityCallback) call back;
nc. setldentity(nane);

}
el se {

t hrow new Unsupport edCal | backExcepti on(cal | back);
}

}

Implementing the Programmatic Assertion
The following example illustrates how to assert a user:

inport oracle.security.jps.callback.ldentityCallback;
inport oracle.security.jps.internal.api.jaas.mdul e. JpsLogi nMbdul eFact ory;
inport oracle.security.jps.internal.api.jaas.mdul e. JpsLogi nMdul eType;
inport javax.security.auth. Subject;
i nport javax.security.auth.callback. Cal |l back;
i nport javax.security.auth.callback. Cal | backHandl er;
inport javax.security.auth.callback. UnsupportedCal | backExcepti on;
inport javax.security.auth.login.LoginContext;
inport java.io.lOException;
inport java.security.AccessController;
inport java.security.PrivilegedActionException;
inport java.security.PrivilegedExceptionAction;
Subj ect subject = AccessController.doPrivileged(new
Privil egedExceptionActi on<Subj ect>() {
public Subject run() throws Exception {

JpsLogi nModul eFactory f =
JpsLogi nModul eFact ory. get Logi nModul eFactory();

Cal | backHandl er cbh = new Assert Cal | backHandl er (nane) ;
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Logi nContext ¢ =

f. get Logi nCont ext (JpsLogi nMbdul eType. USER_ASSERTI ON, nul |, cbh);
c.login();
return c.getSubject();

K

The Identity Store Login Module

ORACLE

A Java SE application can use a stack of login modules to authenticate its users. Each
module performs its own computations independently from the others in the stack, and
they are specified in the j ps- confi g-j se. xnl file.

The sequence in which a context lists the login modules in a stack is significant
because the authentication algorithm takes this order into account in its computation.
Ready-to-use, the identity store service is specified in the syst em j azn- dat a. xm file.
The service can be reconfigured to use an LDAP store.

OPSS APIs includes the oracl e. security.jps.service.|ogin. LoginService
interface that allows a Java SE application to call not just all the login modules in a
stack, but a subset of them in a prescribed order. The context passed to Logi nCont ext
in this interface determines the stack of login modules that your application uses.

The class associated with Identity Store login module is the
oracle.security.jps.internal.jaas.nodul e.idstore.|dStoreLogi nMdul e class.

Properties specific to this login module include r emove. anononynous. rol e and
add. application.role.

You configure an instance of this module in the j ps- confi g- se. xnl file:

<servi cel nstance nane="idstore. | ogi nmodul " provider="j aas. | ogin. provi der">
<description>ldentity Store Login Mdul e</description>
<property nanme="|ogi nMdul eCl assName"

val ue="oracl e. security.jps.internal.jaas.modul e.idstore.|dStorelLogi nModul e"/>
<property name="jaas. | ogin.control Fl ag" val ue="REQU RED"'/ >

</ servi cel nst ance>

The following sections explain the use of this module in Java SE applications:

e Using the Identity Store Login Module for Authentication
e Using the Identity Store Login Module for Assertion

Using the Identity Store Login Module for Authentication

This section describes the use of the Identity Store login module for basic user name
and password authentication.

The following example illustrates how to configure the appNane context:

<j psCont ext name="appNang" >
<servi cel nstanceRef ref="jaasImidstorel"/>
</ j psCont ext >

<servi ceProvi der type="JAAS LM name="jaasl midstore"
class="oracle.security.jps.internal.jaas.nmdul e.idstore.|dStorelLogi nModul e">
<description>ldentity Store-based Logi nModul e

</ description>
</ servi ceProvi der>
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<servi cel nstance nane="jaasl midstorel” provider="jaasl midstore">
<property name="jaas. | ogin.control Fl ag" val ue="REQU RED"/ >
<property nanme="debug" val ue="true"/>
<property name="addAl | Rol es" val ue="true"/>

</ servi cel nstance>

The following example illustrates a callback that handles the name and password:

inport javax.security.auth. Subject;

inport javax.security.auth.login.Logi nContext;

inport javax.security.auth.callback.*;

inport java.io.lOException;

Subj ect sub = new Subject ();

Cal | backHandl er cbh = new Your Cal | backHandl er ();

Logi nCont ext context = new Logi nCont ext (appNane, subject, cbh);
context.login();

public class Sanpl eCal | backHandl er i npl ements Cal | backHandl er {
/I For nane/ password cal | backs

private String nane = null;private char[] password = null;
public Sanpl eCal | backHandl er (String nane, char[] pwd) {

if (name == null || nane.length() ==0)
throw new |11 egal Argument Exception("Invalid nane ");
el se
this.name = nane;
if (pwd == null || pwd.length == 0)
throw new |11 egal Argunent Exception("Invalid password ");
el se

this. password = pwd;

}

public String getName() {
return name;
} public char[] getPassword() ({
return password;

}
public void handl e(Cal | back[] cal |l backs)
throws | OException, UnsupportedCal | backException {
if (callbacks !'= null && callbacks.length > 0) {
for (Callback ¢ : callbacks) {
if (c instanceof NameCal | back) {
((NanmeCal | back) c).set Name(nane);

}
el se
if (c instanceof PasswordCallback) {
((PasswordCal | back) c). set Password(password);

}
el se {
t hrow new Unsupport edCal | backException(c);
}
}
}
}

}

Using the Identity Store Login Module for Assertion

To use the Identity Store login module for assertion, provide a permission to execute
the protected set | denti t y method, and implement the callback handler that uses the
oracle.security.jps.callback.ldentityCallback class.
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The following example illustrates a configuration that allows the MyApp application
permission to execute protected methods in the assertion login module:

<grant >
<grant ee>
<codesour ce>
<url>file:${soa.oracl e. hone}/application/ nyApp. ear</url>
<--1 soa.oracle.hone is a systemproperty set when
the server JUWMis started -->
</ codesour ce>
</ grant ee>
<per ni ssi ons>
<per ni ssi on>
<cl ass>oracl e. security.jps.JpsPerm ssion</cl ass>
<nanme>| dentityAssertion</nane>
</ permi ssi on>t
</ perm ssi ons>
</grant>

The following example illustrates the configuration that allows the j doe user
permission to execute the assertion login module:

<grant >
<grant ee>
<princi pal s>
<princi pal >
<cl ass>webl ogi c. security. principal . WSUser | npl </ cl ass>
<nane>j doe</ nane>
</ princi pal >
</ princi pal s>
</ grant ee>
<per ni ssi ons>
<per ni ssi on>
<cl ass>oracl e. security.jps.JpsPerm ssion</cl ass>
<name>| dent it yAsserti on</ name>
</ perm ssi on>
</ perm ssi ons>
</ grant>

The following example illustrates an implementation of the callback handler:

i nport javax.security.auth. call back. Cal | back
i nport javax.security.auth. callback. Cal | backHandl er
i mport javax.security.auth. cal | back. NameCal | back
i nport javax.security.auth. call back. PasswordCal | back
i nport javax.security.auth. cal | back. UnsupportedCal | backException
import oracle.security.jps.callback.|dentityCallback
public class Custontal | backHandl er inplements Cal | backHandl er {
private String nane = null
private char[] password
public CustontCal | backHandl er (String name) {
this. name = nane;
}

public Custontal | backHandl er (String name, char[] password) {
this.name = name;
this. password = password

}
public void handl e(Cal I back[] cal |l backs) throws | OException
Unsupport edCal | backException

for (Callback callback : callbacks) {
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if (callback instanceof NameCallback) {
NanmeCal | back nc = (NameCal | back) cal | back;
nc. set Name( nane) ;

else if (callback instanceof PasswordCallback) {
Passwor dCal | back pc = (PasswordCal | back) cal | back;
pc. set Passwor d( password) ;

else if (callback instanceof |dentityCallback) {
IdentityCal | back idch = (IdentityCallback)call back;
i dcb. setldentity(name);
i dcb. setldentityAsserted(true);
i dcb. set Aut henti cati onType(" CUSTOW') ;

} else {
[/throw exception
throw new Unsupport edCal | backExcepti on(cal | back);

}

The following example illustrates the implementation of a login module:

i nport javax.security.auth.callback. Cal | backHandl er;
inport javax.security.auth.login.Logi nContext;

inport oracle.security.jps.service.JpsServicelocator;
inport oracle.security.jps.service.login.LoginService;

public class Logi nMbdul eExanpl e {
private static final String CONTEXT_NAME = "JSE User Aut hnAssertion";

public Logi nModul eExanpl e() {
super ();
}

public Subject assertUser(final String username) throws Exception {
Cal | backHandl er cbh =
AccessControl | er. doPrivil eged(new
Privil egedExcepti onActi on<Cal | backHandl er>() {
public Call backHandl er run() throws Exception {
return new CustontCal | backHandl er (user nane) ;
}

1K
Subj ect sub = new Subj ect ();
LoginService |Is =

JpsServi celLocat or. get Servi ceLocat or (). | ookup( Logi nServi ce. cl ass);
Logi nCont ext context = |s. getLogi nCont ext (sub, cbh);

context.login();
Subj ect s = context. get Subject();

return s;

}

public Subject authenticate(final String usernane, final char[] password)
throws Exception {
Cal | backHandl er cbh = new Cust onfCal | backHandl er (user nane, password);
Subj ect sub = new Subj ect ();
LoginService |Is =
JpsServi celLocat or. get Servi ceLocat or (). | ookup( Logi nServi ce. cl ass);
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Logi nCont ext context = |s. getLogi nContext(sub, cbh);

context.login();
Subj ect s = context.getSubject();

return s,

}

public static void nmain(String[] args) {
Logi nMbdul eExanpl e | ogi nMobdul eExanpl e = new Logi nMbdul eExanpl e() ;
try {
Systemout. println("authenticated user subject =" +
| ogi nMbdul eExanpl e. aut henti cate("test User",
"password".toCharArray()));
Systemout.println("asserted user subject =" +
| ogi nMbdul eExanpl e. assert User ("test User"));
} catch (Exception e) {
e.printStackTrace();
}

}

The Asserted User

ORACLE

Applications often must execute actions as run-as operations. OPSS allows you to use
the subjects of an asserted user to execute application logic as if it were executed by
that user.

The following sections explains how to use the OPSS Subj ect Security class to
implement run-as operations:

* The SubjectSecurity Class
*  Programming Guidelines and Recommendations

» Using SubjectSecurity

The SubjectSecurity Class
Here are several scenarios where you use this class:

e UCL1 - A scheduler allows submitting and executing jobs. These jobs are submitted
at one time and executed at some future time, therefore the need to assert the
user's identity and execute the scheduled job in the user's context.

e UC2 - A scheduled job is executed by an entity bean that calls other entity beans
to complete the job, and all the code to complete the job must execute in the
user's context. Therefore this context must be propagated through the call path,
across entity beans.

e UC3 - The permissions to execute a scheduled job are based on the user's
application roles. In this case, the user's context must be aware of the application
roles granted to the user regardless of the code path across entity beans.

e UC4 - When an unauthenticated user submits a job, the job metadata must persist
the anonymous user. Eventually, the job must be executed by the anonymous
user.

e UC5 - An MBean running in an application is called from a Ul via an MBean
server. The MBean operation call a series of diagnostic tests that must be run as a
particular user.
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UC6 - An identity has been asserted and the assertion has produced a user
context that can be used to run operations as that user.

Programming Guidelines and Recommendations

The Subj ect Security class allows you to execute code either when a precomputed
subject is available, or when the user must first be asserted. If the application context
has not been set, then before you use the Subj ect Security class, setits ID:

AppSecurityCont ext.set Applicationl D(applicationl D)

If you have set the application context, then the call to set Appl i cati onl Dis optional.

When programming with the Subj ect Securi ty class:

Use Subj ect Security. get Acti onExecut or (subj ect) if you have already obtained
a subject and want to execute some operation with it.

— If you obtained the subject with the Subj ect Uti | . get Current Subj ect method,
then that subject works with the container security and OPSS, and application
roles are considered.

— If you obtained the subject programmatically using the
JpsLogi nMbdul eFact ory class, then that subject works with the container
security and OPSS.

Use Subj ect Security. get Acti onExecut or (user Nane) if just the user name is
available and want to execute some operation as that user. To use this method,
provide a codesource permission like the following:

<grant >
<gr ant ee>
<codesour ce>
<url>file:${domai n. hone}/servers/ ${webl ogi c. Nane}/ myApp. ear/ - </
url>

</ codesour ce>
</ grant ee>
<per ni ssi ons>
<per ni ssi on>
<cl ass>oracl e. security.jps.JpsPerm ssion</cl ass>
<name>| dentityAssertion</nanme>
<actions>execut e</ actions>
</ permi ssi on>
</ perm ssi ons>
</ grant>

where url specifies the location of the code where the method is called.

Note that Act i onExecut or. execut e(Privi |l egedAction) calls Subj ect . doAs with
the subject and the application's Pri vi | egedActi on.

Use Subj ect Security. execut eAs( Subj ect subject, PrivilegedAction<T>
action) to execute the action immediately.

Use Subj ect Security. execut eAs( Subj ect subj ect,

Privil egedExceptionActi on<T> action) to execute the action immediately. This
method obtains the action executor using the get Act i onExecut or method, and
executes the action.
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For information about the oracl e. security.jps.runtime. Subj ect Security class
and the oracl e. security.jps.runtime.Acti onExecutor interface, see Java AP/
Reference for Oracle Platform Security Services.

Using SubjectSecurity

The following example illustrates how to use the Subj ect Securi ty class to run as the
asserted j doe user:

/1 get a SubjectSecurity instance
final SubjectSecurity subjectSecurity = SubjectSecurity.getlnstance();
String username = "jdoe";
/] create ActionExecutor wth subjectSecurity getActionExecutor(String username)
ActionExecutor executor =
AccessControl | er. doPrivil eged(new
Privil egedExceptionActi on<ActionExecutor>() {
public ActionExecutor run() throws AssertionException {
return subjectSecurity. getActionExecutor(usernane);
}
b, onull);
/1 When OPSS subjects are avail abl e,
/] create ActionExecutor with SubjectSecurity getActionExecutor(Subject subject)
Subj ect opssSubj ect = SubjectUtil.getCurrent Subject();
ActionExecutor ececutor = subjectSecurity.getActionExecutor(opssSubject);
[frun privilegedAction
PrivilegedAction action = new M/PrivilegedAction();
execut or. execute(action);
[1run PrivilegedExceptionAction
Privil egedExceptionAction exceptionAction = new
MyPri vi | egedExceptionAction();
try {
execut or . execut e( excepti onAction);
} catch (PrivilegedActionException e) {
/1 handl e PrivilegedActi onException

}

Using the Login Modules in Java SE Applications

ORACLE

To call a login module in Java SE applications, use the get Logi nCont ext method of the
oracl e.security.jps.service.login.LoginService interface.

Similar to the Logi nCont ext method in the standard Java Authorization and
Authentication Services (JAAS) API, the get Logi nCont ext method returns a

Logi nCont ext object instance that you use to authenticate a user, but, more generally,
it allows you to use any number of login modules and in any order. Authentication is
performed on just those login modules and in the order you passed them.

The following example illustrates user authentication against a subset of login modules
with the get Logi nCont ext method:

inport oracle.security.jps.service. Servicelocator;
inmport oracle.security.jps.service.JpsServicelLocator;
import oracle.security.jps.service.login.LoginService;

/I Cbtain the login service
Servi ceLocator locator = JpsServicelLocator. get ServicelLocator();
Logi nServi ce | oginService = |ocator.|ookup(Logi nService. class);

/I Create the handler for given nane and password
Cal | backHandl er cbh = new MyCal | backHandl er (" nane", "password".toCharArray());
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/'l nvoke | ogin nodul es selectively in a given order

sel ectiveMddul es = new String[]{"| mNamel", "I mNane2", "l nName3"};
Logi nContext ctx = | ogi nServi ce. get Logi nCont ext (new Subj ect (), cbh,
sel ecti veModul es);

ctx. login();

Subj ect s = ctx.getSubject();

sel ecti veMdul es is an array of login module names, and the authentication uses
these login modules in the order listed in the array. Each login module in the array is
listed in the default context in the | ps-confi g-j se. xm file.

The following example illustrates the configuration of a stack of two login modules:

<servi ceProvi der type="LOGd N' name="jaas.| ogi n. provider"

class="oracl e.security.jps.internal.login.jaas.JaasLogi nServiceProvider">
<descri ption>Common definition for any |ogin nmodul e instances</description>

</ servi ceProvi der >

<servi cel nstance name="aut h. | ogi nnodul e" provi der="j aas. | ogi n. provi der">
<descri ption>User Authentication Login Mdul e</description>
<property name="I| ogi nMbdul eCl assNare"
val ue="oracl e. security.jps.internal.jaas.modul e. aut henti cation. JpsUser Aut henti cat
i onLogi nModul e"/ >
<property name="jaas. | ogin.control Fl ag" val ue="REQU RED"/ >
</ servi cel nstance>

<servi cel nstance nane="custom | ogi nnodul e" provi der="j aas. | ogi n. provi der">
<descri ption>My Custom Logi n Mdul e</descri ption>
<property name="I| ogi nMbdul eCl assName" val ue="ny. cust om MyLogi nMdul eCl ass"/ >
<property name="jaas. | ogin.control Fl ag" val ue="REQU RED"/ >

</ servi cel nstance>

<j psCont ext s defaul t="aJpsCont ext">
<j psCont ext name="aJpsCont ext ">
<servi cel nstanceRef ref="auth.|ogi nnodul e"/>
<servi cel nstanceRef ref="custom | ogi nmodul e"/>
</ j psCont ext >
</ j psCont ext s>

Authorization in Java SE Applications

Use a file, LDAP, or database-based security store in your Java SE applications and
configure all services in the j ps-confi g-j se. xnl file. In this file, you also set system
properties appropriate to your applications.

The following sections describe the configuration of policy and credential stores:

»  Configuring Policy and Credential File Stores
e Configuring Policy and Credential LDAP Stores
*  Configuring Database-Based Security Stores

* File Store Unsupported Methods
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¢ See also:

OPSS System Properties

Configuring Policy and Credential File Stores

A file policy store is specified in the syst em j azn- dat a. xn file. A file credential store
is specified in the cwal | et . sso file.

The following example illustrates policy and credential configurations:

<servi ceProvi der s>
<servi ceProvi der type="CREDENTI AL_STORE" nane="credst oressp"

class="oracl e.security.jps.internal.credstore.ssp. SspCredential StoreProvider">
<descri ption>Secret St ore-based CSF Provider</description>
</ servi ceProvi der>
<serviceProvi der type="PCOLI CY_STORE" name="policystore.xm . provider"
class="oracl e.security.jps.internal.policystore.xm.Xm PolicyStoreProvider">
<descri pti on>XM.- based PolicyStore Provider</description>
</ servi ceProvi der>
</ servi ceProvi ders>

<servi cel nst ances>
<servicel nstance name="credstore" provider="credstoressp" |ocation="./">
<description>File Credential Store Instance</description>
</ servi cel nstance>

<servicel nstance name="policystore.xm " provider="policystore.xnl.provider"
| ocation="./systemjazn-data.xm">
<description>File Policy Store Service |nstance</description>
<property name="oracl e.security.jps.policy.principal.cache. key"
val ue="fal se"/>
</ servi cel nstance>
</ servi cel nstances>

<j psContexts defaul t="Test JSE">
<j psCont ext nane="Test JSE">
<servi cel nstanceRef ref="credstore"/>
<servicel nstanceRef ref="policystore. xm"/>

</ j psCont ext >
</ j psCont ext s>

Note that setting the oracl e. security.jps. policy.principal.cache. key property to
fal se in the policy store instance is required.
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¢ See also:

Using File Credential Stores

modifyBootStrapCredential and addBootStrapCredential in WLST Command
Reference for Infrastructure Security

Configuring Policy and Credential LDAP Stores

ORACLE

The examples in this section assume that the domain uses an LDAP store.

The following example illustrate the configurations of providers, instances, and context
for a Java SE application:

<servi ceProvi ders
<servi ceProvi der type="POLI CY_STORE"' nmne="|dap. policystore. provider"
class=oracle.security.jps.internal.policystore.|dap.LdapPolicyStoreProvider"/>
<servi ceProvi der type="CREDENTI AL_STORE"' mane="|dap. credential . provider"
class=oracle.security.jps.internal.credstore.|dap.LdapCredential StoreProvider"/>
</ servi ceProviders>

<servi cel nst ances>

<servicel nstance provider="|dap. policystore.provider" name="policystore.|dap">
<property value="O D' nane="policystore.type"/>
<property val ue="boot strap" name="bootstrap.security. principal.key"/>
<property val ue="cn=PSldomai nRC3" name="oracl e. security.jps.farmnane"/>
<property val ue="cn=nyTest Node" name="oracl e. security.jps.|dap.root.name"/>
<property val ue="Idap://myConp. com 1234" nane="Idap.url"/>

</ servi cel nst ance>

<servicel nstance provider="|dap.credential.provider" nane="credstore.|dap">
<property val ue="boot strap" name="bootstrap.security. principal.key"/>
<property val ue="cn=PSldomai nRC3" name="oracl e. security.jps.farmnane"/>
<property val ue="cn=nyTest Node" name="oracl e. security.jps.|dap.root.name"/>
<property val ue="Idap://myConp. com 1234" nane="Idap.url"/>

</ servi cel nst ance>

</ servi cel nstances>

<servicelnstance | ocation="./bootstrap" provider="credstoressp"
name="boot strap. cred">

<property val ue="./bootstrap" nane="location"/>
</ servi cel nstance>

<j psCont exts defaul t="Test JSE">
<j psCont ext nane="Test JSE" >
<servicel nstanceRef ref="policystore.ldap"/>
<servicel nstanceRef ref="credstore.|dap"/>
</ j psCont ext >
<j psCont ext nane="hoot strap_credstore_context">
<servi cel nstanceRef ref="bootstrap.cred"/>
</ j psCont ext >
</ j psCont ext s>

The following example illustrates how to obtain programmatically a reference to the
security store and assumes that you have set the oracl e. security.jps.config
system property to the location of the j ps- confi g-j se. xn file:
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String context Name="Test JSE"
public static PolicyStore getPolicyStore(String contextNane) {
try-bl ock
JpsCont ext Factory ct xFact;
ctxFact = JpsCont ext Fact ory. get Cont ext Factory();
JpsContext ctx = ctxFact. get Cont ext (cont ext Nane);
return ctx.getServicelnstance(PolicyStore.class)
catch-bl ock ..

¢ See also:

Prerequisites to Using the LDAP Security Store

Configuring Database-Based Security Stores

ORACLE

This sections presents configuration examples of database-based policy, credential,
and keystores in the j ps-confi g-j se. xm file. Note the points about the following
example:

e The value of the j dbc. ur| property should be identical to the name of the Java
Database Connectivity (JDBC) data source entered when you created the data
source.

»  The values of the bootstrap credentials (map and key) must match those
you passed to the addBoot St rapCredenti al WebLogic Scripting Tool (WLST)
command when you created the bootstrap credential.

<jpsConfig .>
<propertySets>
<propertySet name="props.db.1">
<property val ue="cn=nmyDomai n" name="oracl e. security.jps.farmnanme"/>
<property val ue="DB_ORACLE" nane="server.type"/>
<property val ue="cn=nyRoot" nane="oracl e. security.jps.!|dap.root.nane"/>
<property nanme="jdbc.url" val ue="j dbc: oracl e: t hi n: @yhost.com 1521/
srv_nane"/>
<property name="jdbc.driver" val ue="oracle.jdbc.driver.OacleDriver"/>
<property name="bootstrap.security.principal.key" val ue="nyKeyName" />
<property name="bootstrap.security.principal.mp" val ue="nyMapNarme" />
</ propertySet >
</ propertySet s>

<servi ceProvi ders>
<servi ceProvi der
class="oracl e.security.jps.internal.policystore. OPSSPol i cySt oreProvi der"
type="POLI CY_STORE" nane="policy.rdbns">
<descri pti on>DBM5S based Pol i cyStore</description>
</ servi ceProvi der >
<servi ceProvi der
class="oracl e.security.jps.internal.credstore.rdbns. DonmsCredenti al StoreProvider"
t ype=" CREDENTI AL_STORE" nane="db. credenti al store. provider" >
<servi ceProvi der
class="oracl e.security.jps.internal.keystore. KeyStoreProvider"
type="KEY_STORE" name="keystore.provider" >
<property nanme="provider.property.nanme" val ue="owsn'/>
</ servi ceProvi der>
</ servi ceProvi der s>
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<servi cel nst ances>
<servi cel nstance nanme="policystore.rdbms" provider="db. policystore. provider">
<propertySetRef ref = "props.db.1"/>
<property nane="policystore.type" value="DB ORACLE'/>
</ servi cel nstance>
<servi cel nstance nane="credstore. rdbns" provider="db. credstore. provi der">
<propertySetRef ref = "props.db.1"/>
</ servi cel nstance>
<servi cel nstance nane="keystore.rdbns" provider="db. keystore. provi der">
<propertySetRef ref = "props.db.1"/>
<property nane="keystore.provider.type" value="db"/>
</ servi cel nstance>
</ servi cel nstances>

<j psContexts defaul t="defaul t">
<j psCont ext nane="defaul t">
<servi cel nstanceRef ref="policystore.rdbns"/>
<servi cel nstanceRef ref="credstore.rdbns"/>
<servi cel nstanceRef ref="keystore.rdbns"/>
</j psCont ext >
</ j psCont ext s>
</jpsConfig>

¢ See also:

Prerequisites to Using the Database Security Store
Properties Common to OPSS Services

Keystore Service Properties

File Store Unsupported Methods

The file store does not support methods that involve cascading deletions. It supports
only simple queries.

The following example illustrates a simple query that returns of all permissions with a
display name matching MyDi spl ayNane:

Per mi ssi onSet SearchQuery query = new Perm ssi onSet Sear chQuery();
query. addQuer y( Per ni ssi onSet Sear chQuery. SEARCH PROPERTY. DI SPLAY_NAME,
fal se
Conpar at or Type. EQUALI TY.
"MDi spl ayName"
BaseSear chQuery. MATCHER. EXACT)
get Per mi ssi onSet s(query);

Cascading deletions relates to any method whose signature includes the Boolean
cascadeDel et e argument. The only value allowed in case of a file store is f al se.
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Audit in Java SE Applications

The following sections explain how to use Oracle Platform Security Services Common
Audit Framework to audit events in Java SE applications and some common audit
usage scenarios:

*  About Audit in Java SE Applications
*  Configuring the Audit Bus-Stop Directory
e Configuring Audit Loaders

e Common Audit Scenarios in Java SE Applications

¢ See also:

Using OPSS in Java SE Applications

About Audit in Java SE Applications

ORACLE

In Java SE applications, the audit configuration is specified in the j ps- confi g-j se. xm
file:

<servi cel nstance provider="audit.provider" nane="audit">
<property val ue="Medi unf name="audit.filterPreset"/>
<property val ue="0" nane="audit.nmaxDirSize"/>

<property val ue="104857600" nanme="audit.maxFil eSi ze"/>
<property val ue="" name="audit. speci al Users"/>

<property val ue="" name="audit. cust onEvents"/>

<property val ue="Db" name="audit.| oader.repositoryType"/>
<property value="file" name="auditstore.type"/>

</ servi cel nstance>

Audit lets your application capture specific runtime events that are recorded in bus-
stop files. The audit loader periodically moves data from bus-stop files to the audit
store.

¢ See also:

Configuring the Audit Bus-Stop Directory
Configuring Audit Loaders

Common Audit Scenarios in Java SE Applications
Managing Bus-Stop Files

About Audit Logs and Bus-stop Files

Audit Service Properties
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Configuring the Audit Bus-Stop Directory

The bus-stop file names follow the format host pi d_audit _maj or _ni nor. | og, as in
sanpl e. nyhost. com 12345 audit _1 0. og. Note that the host name, the process ID,
and the version number are embedded in the file name.

Your Java SE application must use a writable directory to which the service writes
audit bus-stop files. To specify this location, set the audi t. | ogDi r ect ory property
with the set Audi t Reposi t ory WLST command, or set the opss. audi t.| ogDi rectory
system property. If the runtime process is unable to determine a writable directory,
then audit may not work.

Java SE applications can share the bus-stop directory if you set it with the

audit. | ogDirectory property and all the Java SE applications in the environment use
the same j ps-confi g-j se. xm file, or the same value is passed as a system property
to all Java SE applications.

¢ See also:

setAuditRepository in WLST Command Reference for Infrastructure Security

Configuring Audit Loaders

The audit loader is a process that moves audit data from bus-stop files to a database.
The audi t . | oader. reposi t or yType system property must be set in Java EE and SE
applications. By default, it is set to database.

Java SE applications can use two kinds of loaders:

e The audit loader, a thread started by runtime audit. Ready-to-use, the audit loader
is disabled; to enable it, set audi t . | oader . enabl e=t r ue.

e The standalone audit loader for Java SE applications, which Oracle recommends,
especially if you are using a shared directory.

¢ See also:

Configuring Standalone Audit Loader

Common Audit Scenarios in Java SE Applications

ORACLE

The following sections describe common scenarios that implement audit in Java

SE applications. We consider environments with and without a collocated WebLogic
Server. A collocated environment is a WebLogic Server domain where Java Required
Files (JRF) are installed.
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Configuring Audit with a Collocated WebLogic Server

To set audit in your the domain:

1.

Set up the audit loader repository with Fusion Middleware Control or use the
set Audi t Reposi t ory WLST command:

# logDirectory is the location of the audit |og directory

# jdbcSring is the connect string

# user and pass refer to the | AU append schena user and password
# (These get stored in bootstrap credential store)

set Audi t Reposi tory(switchToDB = "true", dat aSour ceName = "j dbc/

Audi t DB",interval = "20", tinezone="utc", logDirectory="/fool/bar",
jdbcString="jdbc:oracle:thin: @ost:1521:sid", dbUser="test_iau_append",
dbPasswor d="password");

The command updates the j ps-confi g. xm and j ps-config-jse. xn files. A
standalone audit loader is not needed if the writable audit directory for Java SE
applications is the same directory as the log directory for WebLogic Server.

If you choose to have a separate writable audit directory for Java SE applications,
then start the standalone audit loader and use a system properties, such as
oracl e.instance, to set the value of the bus-stop directory:

$JAVA_HOWE/ bi n/j ava

-cl asspath $COVWMON_COMPONENTS_HOME/ nodul es/ oracl e.j ps_12.2. 1/j ps-
mani fest.jar:

$COVMON_COMPONENTS_HOME/ nodul es/ or acl e. j dbc_12. 2. 1/ oj dbc6dns. j ar:
$COVMON_COMPONENTS_HOME/ nodul es/ oracl e.iau_12.2.1./jps-manifest.jar
- Dor acl e. i nst ance=$ORACLE_| NST
-Doracle.security.jps.config=path_to_jps-config-jse.xm
oracle.security.audit.ajl.loader.Standal oneAudit Loader

Configuring Audit Without a Collocated WebLogic Server

ORACLE

The following task assumes that a middleware home is available but no WebLogic
Server is running, so neither Fusion Middleware Control nor the set Audi t Reposi tory
WLST command is available.

To set up audit in this case:

1.

Specify the bus-stop directory with the opss. audit. | ogDi rectory or
oracl e. i nstance system properties. Ready-to-use, audit is enabled in Java SE
applications if you provide a writable directory to the Java Virtual Machine (JVM).

Use the addBoot StrapCredenti al WLST command to add the bootstrap credential
to the bootstrap credential store:

addBoot StrapCredenti al (j psConfigFile="../../../user_projects/donains/
base_domai n/ confi g/ f meconfig/jps-config-jse.xn', map="AuditDbPrincipal Map',
key=" Audi t DbPri nci pal Map', usernane=' TEST | AU APPEND , password='password')

Add the audi t. | oader. j dbcString property to the audit configuration
in the j ps-confi g-j se. xn file with a value such as
audi t. | oader.jdbcString=jdbc:oracle:thin: @ost:1521:sid

If several Java SE applications share an audit directory, then start the standalone
audit loader to move records to the database.
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5. If every Java SE application writes to its own audit directory, then enable the
runtime service's audit loader by speci fyi ng audit. | oader. enabl e=tr ue.

Otherwise, if the audit directory is shared, then start the standalone audit loader.

¢ See also:

Running Standalone Audit Loader
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OPSS Configuration File Reference

This appendix describes the hierarchy of elements and attributes in the j ps-
config.xm andj ps-config-jse.xm configuration files, typically located in
the $DOMAI N_HOVE/ confi g/ f mvconf i g directory.

This appendix includes the following sections:

» First and Second Hierarchy Levels

e Third and Lower Hierarchy Levels

¢ See also:

Configuring Services with MBeans

First and Second Hierarchy Levels

The specifications in the OPSS configuration file apply to an entire domain, that is, to
all Managed Servers and applications deployed in the domain.

The top element in the j ps- confi g. xm file is the j psConfi g element. It contains the
following second-level elements:

e <property>

e <propertySets>

e <extendedProperty>
e <serviceProviders>
e <servicelnstances>
e <jpsCont exts>

Table A-1 describes the function of these elements. The annotations between curly
braces{} indicate the number of occurrences the element is allowed. For example, {0
or nore} indicates that the element can occur 0 or more times; { 1} indicates that the
element must occur once.

Table A-1 First- and Second-Level Elements in jps-config.xml

|
Elements Description

<jpsConfig> {1} Defines the top-level element in the configuration file.
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Table A-1 (Cont.) First- and Second-Level Elements in jps-config.xml

_________________________________________________________________________________________|]
Elements Description

<property> {0 or nore}

Defines names and values of properties. It can

also appear elsewhere in the hierarchy, such as
under <pr oper t ySet >, <servi ceProvi der >, and
<servi cel nstance>.

<propertySets> {0 or 1}
<propertySet> {1 or nor e}
<property> {1 or nore}

Groups one or more <pr opert ySet > elements so that
they can referenced as a group.

<extendedProperty> {0 or nore}
<name> {1}
<values> {1}
<value> {1 or nore}

Defines a property that has multiple values. It can also
appear elsewhere in the hierarchy, such as under the
elements extendedProperty and servicelnstance.

<extendedPropertySets> {0 or 1}
<extendedPropertySet> {1 or nore}
<extendedProperty> {1 or nore}
<name> {1}
<values> {1}
<value> {1 or nore}

Groups one or more <ext endedPr oper t ySet > elements
so that they can referenced a group.

<serviceProviders> {0 or 1}
<serviceProvider> {1 or nore}
<description> {0 or 1}
<property> {0 or nore}

Groups one or more <ser Vi ceProvi der > elements,
each of which defines an implementation of an OPSS
service, such as a provider or a login module.

<servicelnstances> {0 or 1}
<servicelnstance> {1 or nore}
<description> {0 or 1}
<property> {0 or nore}
<propertySetRef> {0 or nore}
<extendedProperty> {0 or nore}

<name> {1}
<values> {1}
<value> {1 or nore}

<extendedPropertySetRef> {0 or nore}

Groups one or more <servi cel nst ance> elements,
each of which configures and specifies property values
for a service provider defined in a <ser vi ceProvi der >
element.

<jpsContexts> {1}
<jpsContext> {1 or nore}
<servicelnstanceRef> {1 or nore}

Groups one or more <j psCont ext > elements, each
of which is a collection of service instances that an
application can use.

Third and Lower Hierarchy Levels

This section describes, in alphabetical order, the complete set of elements that can
occur under the elements described in the First and Second Hierarchy Levels.

e <description>

e <extendedProperty>

ORACLE
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<description>

* <extendedPropertySet>
* <extendedPropertySetRef>
* <extendedPropertySets>
*  <jpsConfig>

*  <jpsContext>

*  <jpsContexts>

e <pame>

e <property>

*  <propertySet>

e <propertySetRef>

*  <propertySets>

*  <servicelnstance>

* <servicelnstanceRef>

e <servicelnstances>

e <serviceProvider>

e <serviceProviders>

e <value>

 <values>

<description>

ORACLE

This element describes the corresponding entity (a service instance or service
provider).

Parent Elements

<servicelnstance> or <serviceProvider>

Child Element

None.

Occurrence
<descri ption> can be a child of <servicelnstance> or <serviceProvider>.

e As a child of <servicelnstance>:

<servicelnstances> {0 or 1}
<servicelnstance> {1 or nore}
<description> {0 or 1}
<property> {0 or nore}
<propertySetRef> {0 or nore}
<extendedProperty> {0 or nore}
<name> {1}
<values> {1}
<value> {1 or nore}
<extendedPropertySetRef> {0 or nore}
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e As a child of <serviceProvider>:

<serviceProviders> {0 or 1}
<serviceProvider> {1 or nore}
<description> {0 or 1}
<property> {0 or nore}

Example
The following example illustrates a description:

<serviceProvider ... >
<description>file I dStore Provider</description>

</ servi ceProvi der>

<extendedProperty>

ORACLE

This element defines an extended property in the following locations:

» Directly under <jpsConfig>, it defines an extended property for general use. It can
specify, for example, all the base DNs in LDAP authentication providers.

» Directly under <extendedPropertySet>, it defines an extended property set.

» Directly under <servicelnstance>, it defines an extended property for a particular
service instance.

An extended property includes multiple values. Use a <value> element to specify
each value. Several LDAP identity store properties are in this category, such as the
specification of the following values:

* Object classes used for creating user objects
e Attribute names that must be specified when you create a user

e Base DNs for searching users

Parent Elements

<extendedPropertySet>, <jpsConfig>, or <servicelnstance>

Child Elements

<name> or <values>

Occurrence

<ext endedPr opert y> can be a child of <extendedPropertySet>, <jpsConfig>, or
<servicelnstance>.

e As a child of <extendedPropertySet>:

<extendedPropertySets> {0 or 1}
<extendedPropertySet> {1 or nore}
<extendedProperty> {1 or nore}
<name> {1}
<values> {1}
<value> {1 or nore}
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* As a child of <jpsConfig>:

<jpsConfig>
<extendedProperty> {0 or nore}
<name> {1}
<values> {1}
<value> {1 or nore}

e As a child of <servicelnstance>:

<servicelnstances> {0 or 1}
<servicelnstance> {1 or nore}
<description> {0 or 1}
<property> {0 or nore}
<propertySetRef> {0 or nore}
<extendedProperty> {O or more}
<name> {1}
<values> {1}
<value> {1 or nore}
<extendedPropertySetRef> {0 or nore}

Example
The following example sets a single value:

<ext endedPr operty>
<name>user . sear ch. bases</ nane>
<val ues>
<val ue>cn=users, dc=us, dc=or acl e, dc=conx/ val ue>
</val ues>
</ ext endedPr operty>

<extendedPropertySet>

ORACLE

This element defines a set of extended properties. The extended property set can
then be referenced by an <ext endedPr oper t ySet Ref > element to specify the given
properties as part of the configuration of a service instance.

Attributes
Name Description
nane Designates a name for the extended property set. No two

<ext endedPr oper t ySet > elements may have the same name
attribute setting within a configuration file.

Values: string
Default: n/a (required)

Parent Element

<extendedPropertySets>

Child Element

<extendedProperty>

Occurrence

Required within <extendedPropertySets>, one or more:
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<extendedPropertySets> {0 or 1}
<extendedPropertySet> {1 or more}
<extendedProperty> {1 or nore}
<name> {1}
<values> {1}
<value> {1 or nore}

<extendedPropertySetRef>

This element configures a service instance by referring to an extended property set
defined elsewhere in the file.

Attributes
Name Description
ref Refers to an extended property set whose extended properties

are used for the service instance defined in the <servicelnstance>
parent element. The r ef value of <ext endedPr opert ySet Ref >
must match the name value of an <extendedPropertySet>
element.

Values: string

Default: n/a (required)

Parent Element

<servicelnstance>

Child Element

None.

Occurrence
Optional, zero or more.

<servicelnstances> {0 or 1}
<servicelnstance> {1 or nore}
<description> {0 or 1}
<property> {0 or nore}
<propertySetRef> {0 or nore}
<extendedProperty> {0 or nore}
<name> {1}
<values> {1}
<value> {1 or nore}
<extendedPropertySetRef> {0 or more}

<extendedPropertySets>

This element specifies a set of properties.

Parent Element

<jpsConfig>
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Child Element

<extendedPropertySet>

Occurrence
Optional, zero or one.

<jpsConfig>
<extendedPropertySets> {0 or 1}
<extendedPropertySet> {1 or nore}
<extendedProperty> {1 or nore}
<name> {1}
<values> {1}
<value> {1 or nore}

<jpsConfig>

This is the root element of a configuration file.

Parent Element

None.

Child Elements

<extendedProperty>, <extendedPropertySets>, <jpsContexts>, <property>,
<propertySets>, <servicelnstances>, or <serviceProviders>

Occurrence

Required, one only.

Example

<jpsConfig xm ns="http://xm ns. oracl e. con oracl eas/ schema/ 11/ ps-config-11_1. xsd"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi :schemaLocation="http://xn ns. oracl e. com or acl eas/ schema/ 11/ | ps-
config-11_1.xsd"

</j psConfig>

<jpsContext>

ORACLE

This element declares an OPSS context, a collection of service instances common to
a domain, either by referring to a set of service instances that comprise the context.
Each <j spCont ext > must have a unique name.
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Attributes
Name Description
nane The name for the OPSS context. Contexts must have a unique

names.
Values: string
Default: n/a (required)

Parent Element

<jpsContexts>

Child Element

<servicelnstanceRef>

Occurrence

There must be at least one <j psCont ext > element under <jpsContexts>. A
<j psCont ext > element contains the <servicelnstanceRef> element.

<jpsContexts> {1}
<jpsContext> {1 or more}
<servicelnstanceRef> {1 or nore}

Example

The following example illustrates the definition of two contexts. The first one, named
def aul t, is the default context (specified by the attribute def aul t in <jpsContexts>),
and it references several service instances by name.

The second one, nhamed anonynous, is used for unauthenticated users, and it
references the anonynous and anonynous. | ogi nnodul e service instances.

<servi cel nst ances>

<servi cel nstance provider="credstoressp" name="credstore">

<description>Fi|le Based Default Credential Store |nstance</description>

<property nane="l ocation" val ue="${oracle.instance}/config/ JpsDataStore/ JpsSystenttore"/>
</ servi cel nstance>

<servi cel nstance provider="anonynous. provi der" name="anonymous" >
<property val ue="anonynous" name="anonynous. user.nane"/>
<property val ue="anonynmous-rol e" nane="anonynous. rol e. name"/>
</ servi cel nstance>

<servi cel nstance provider="jaas. | ogin.provider" name="anonymous.loginmodule">
<descri ption>Anonymous Logi n Mdul e</descri ption>
<property val ue="oracl e.security.jps.internal.jaas.nmdul e. anonynous. AnonyrmousLogi nMbdul e"
name="1| ogi nMbdul e assName" />
<property val ue="REQUI RED"
name="j aas. | ogi n. control Fl ag"/ >
</ servi cel nstance>

</ servi cel nst ances>

<j psContexts defaul t="defaul t">
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<j psCont ext nanme="defaul t">
<I-- This is the default JPS context. Al the mandatory services and Login Mdul es nust be
configured in this default context -->

<servi cel nst anceRef

<servi cel nst anceRef

<servi cel nst anceRef

<servi cel nst anceRef

<servi cel nst anceRef
</ j psCont ext >

ref =" credstore"/ >

ref =" idstore.xml"/>

ref ="policystore.xml"/>

ref =" idstore. loginmodule"/ >
ref="idm"/>

<j psCont ext nane="anonynous" >
<servi cel nst anceRef ref="anonymous"/ >
<servi cel nst anceRef ref="anonymous.loginmodule"/>

</ j psCont ext >

</ j psCont ext s>

<jpsContexts>

This element specifies a set of contexts.

Appendix A
<jpsContexts>

Attributes
Name Description
def aul t Specifies the context used by an application if none is specified.

The def aul t value of the <j psCont ext s> element must match

the nane of a <jpsContext> child element.

Values: string

Default: n/a (required)

The default context must configure all services and login

modules.

Parent Element

<jpsConfig>

Child Element

<jpsContext>

Occurrence

ORACLE

Required, one only.
<jpsConfig>

<jpsContexts> {1}
<jpsContext> {1 or nore}

Example

See <jpsContext> for an example.

A-9



<name>

This element specifies the name of an extended property.

Parent Element

<extendedProperty>

Child Element

None

Occurrence
Required, one only.

<extendedProperty> {0 or nore}
<name> {1}
<values> {1}
<value> {1 or nore}

Example

See <extendedProperty> for an example.

<property>

ORACLE

This element defines a property in the following scenarios:

Table A-2 Scenarios for <property>

Appendix A
<name>

Location in jps-config.xml Function

Directly under <jpsConfig> Defines a one-value property for general use.

Directly under <propertySet> Defines a property set with multiple values.

Directly under <servicelnstance> Defines a property for use by a particular service
instance.

Directly under <serviceProvider> Defines a property for use by all service instances

of a particular service provider.

For a list of properties, see OPSS System and Configuration Properties.

Attributes
Name Description
nane Specifies the name of the property being set.

Values: string
Default: n/a (required)
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<property>

Name Description

val ue Specifies the value of the property being set.
Values: string
Default: n/a (required)

Parent Elements

<jpsConfig>, <propertySet>, <servicelnstance>, or <serviceProvider>

Child Element

None.

Occurrence

Under a<pr opert ySet >, it is required, one or more. Otherwise, it is optional, zero or
more.

* As a child of <jpsConfig>:

<jpsConfig>
<property> {0 or more}

e As a child of <propertySet>:

<propertySets> {0 or 1}
<propertySet> {1 or nore}
<property> {1 or more}

e As a child of <servicelnstance>:

<servicelnstances> {0 or 1}
<servicelnstance> {1 or nore}
<description> {0 or 1}
<property> {0 or more}
<propertySetRef> {0 or nore}
<extendedProperty> {0 or nore}
<name> {1}
<values> {1}
<value> {1 or nore}
<extendedPropertySetRef> {0 or nore}

e As a child of <serviceProvider>:

<serviceProviders> {0 or 1}
<serviceProvider> {1 or nore}
<description> {0 or 1}
<property> {0 or more}

Example

The following example illustrates a property to disable Java Authorization and
Authentication Services (JAAS) mode for authorization:

<jpsConfig ... >
<property name="oracl e. security.jps.jaas.node" value="off"/>

</jpsConfi g>
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<propertySet>

For additional examples, see <propertySet> and <servicelnstance>.

<propertySet>

This element defines a set of properties. Each property set has a name so that it can
be referenced by a <propertySetRef> element to include the properties as part of the
configuration of a service instance.

Attributes
Name Description
nane Designates a name for the property set. No two <pr oper t ySet >
elements may have the same name within a j ps- confi g. xm
file.

Values: string
Default: n/a (required)

Parent Element

<propertySets>

Child Element

<property>

Occurrence
Required within a<pr opert ySet s>, one or more

<propertySets> {0 or 1}
<propertySet> {1 or more}
<property> {1 or nore}

Example
<propertySets>

<I-- For property that points to valid Access SDK installation directory -->
<propertySet name="access.sdk.properties">

<property nanme="access. sdk.install.path" val ue="$ACCESS_SDK HOVE"/ >
</ propertySet >

</ propertySet s>
<servi cel nst ances>

<servi cel nstance provider="jaas. | ogin.provider" name="oam | ogi nnodul ">
<descri pti on>0AM Logi n Mbdul e</descri ption>
<property
val ue="oracl e. security.jps.internal.jaas.mdul e. oam CAM.ogi nModul e"
name="1| ogi nModul e assName" />
<property val ue="REQU RED' name="j aas. | ogi n.control Fl ag"/ >
<propertySet Ref ref="access.sdk.properties"/>
</ servi cel nstance>
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</ servi cel nstances>

<propertySetRef>

Appendix A
<propertySetRef>

This element configures a service instance by referring to a property set defined

elsewhere in the file.

Attributes
Name Description
ref Refers to a property set whose properties are used by

the service instance defined in the <servicelnstance> parent
element. The r ef value of a <pr opert ySet Ref > element must
match the nane of a <propertySet> element.

Values: string

Default: n/a (required)

Parent Element

<servicelnstance>

Child Element

None.

Occurrence

Optional, zero or more.

<servicelnstances> {0 or 1}

<servicelnstance> {1 or nore}
<description> {0 or 1}
<property> {0 or nore}
<propertySetRef> {0 or more}
<extendedProperty> {0 or nore}

<name> {1}
<values> {1}

<value> {1 or nore}
<extendedPropertySetRef> {0 or nore}

Example

See <propertySet> for an example.

<propertySets>

This element specifies a set of property sets.

Parent Element

<jpsConfig>

ORACLE
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<servicelnstance>

Child Element

<propertySet>

Occurrence
Optional. If present, then there can be only one <pr opert ySet s> element.
<jpsConfig>

<propertySets> {0 or 1}

<propertySet> {1 or nore}
<property> {1 or nore}

Example

See <propertySet> for an example.

<servicelnstance>

ORACLE

This element defines an instance of a service provider, such as an identity store
instance or login module instance.

Each provider instance specifies the name of the instance, used to refer to the
provider within the configuration file and, possibly, the properties of the instance.
Properties include the location of the instance and can be specified directly, within
the instance element itself, or indirectly, by referencing a property or a property
set. To change the properties of a service instance, use the procedure explained in
Configuring Services with Scripts

Set properties and extended properties of a service instance in the following ways:

»  Set properties directly with <property> subelements.
»  Set extended properties directly with <extendedProperty> subelements.
* Refer to previously defined sets of properties with <propertySetRef> subelements.

» Refer to previously defined sets of extended properties with
<extendedPropertySetRef> subelements.

Attributes

Name Description

nane Designates a name for this service instance. No two
<servi cel nst ance> elements may have the same nane
attribute setting within a j ps- confi g. xnl file.
Values: string
Default: n/a (required)

provi der Indicates which service provider this is an instance of.

The provi der value of a <servi cel nst ance> element must
match the nane value of a <serviceProvider> element.

Values: string
Default: n/a (required)
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Appendix A
<servicelnstance>

Parent Element

<servicelnstances>

Child Elements

<description>, <extendedProperty>, <extendedPropertySetRef>, <property>, or
<propertySetRef>

Occurrence
Required within <ser vi cel nst ances>, one or more.

<servicelnstances> {0 or 1}
<servicelnstance> {1 or more}
<description> {0 or 1}
<property> {0 or nore}
<propertySetRef> {0 or nore}
<extendedProperty> {0 or nore}
<name> {1}
<values> {1}
<value> {1 or nore}
<extendedPropertySetRef> {0 or nore}

Examples

Example 1
The following example illustrates the configuration of a file identity store that uses the
| ocat i on property to specify the file location:

<servi cel nst ances>
<servi cel nstance nane="idstore.xm " provider="idstore.xnl.provider">
<!-- Subscriber name nust be defined for file ldentity Store -->
<property name="subscriber.nane" val ue="jazn. conf/>
<I-- This is the location of file Identity Store -->
<property name="l ocation" val ue="./systemjazn-data.xm"/>
</ servi cel nstance>

</ servi cel nstances>

Example 2
The following example illustrates the configuration a credential store. It uses the
| ocat i on property to set the location of the credential store.

<servi cel nst ances>
<servi cel nstance provider="credstoressp" nane="credstore">
<description>Fi|l e Based Default Credential Store I|nstance</description>
<property name="I| ocation"
val ue="${oracl e.i nstance}/ confi g/ JpsDat aSt or e/ JpsSystenfStore" />
</ servi cel nstance>

</ servi cel nst ances>

Example 3
The following example illustrates the configuration of an LDAP identity store:

<servi cel nstance name="idstore.oid" provider="idstore.|dap.provider">
<property name="subscriber.nane" val ue="dc=us, dc=oracl e, dc=cont' />
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<servicelnstance>

<property name="idstore.type" value="QD'/>
<property name="security.principal.key" value="|dap.credentials"/>
<property name="security.principal.alias" value="JPS"'/>
<property name="Idap.url" val ue="Idap://nyServer Name.com 389"/ >
<ext endedPr operty>
<name>user . sear ch. bases</ name>
<val ues>
<val ue>cn=users, dc=us, dc=or acl e, dc=conx/ val ue>
</val ues>
</ ext endedPr operty>
<ext endedPr operty>
<name>gr oup. sear ch. bases</ nane>
<val ues>
<val ue>cn=gr oups, dc=us, dc=or acl e, dc=conx/ val ue>
</val ues>
</ ext endedPr operty>
<property name="usernarme.attr" val ue="uid"/>
<property name="groupnane.attr" val ue="cn"/>
</ servi cel nstance>

Example 4
The following example illustrates the configuration of an audit provider:

<servi cel nstances>
<servi cel nstance nanme="audit" provider="audit. provider">
<property name="audit.filterPreset" val ue="Low'/>
<property name="audit.special Users" value ="admi n, fmwadmn" />
<property name="audit.custonEvents" val ue ="JPS: CheckAut hori zation
CreateCredential, OF: UserLogin"/>
<property name="audit.| oader.jndi" val ue="jdbc/AuditDB"/>
<property name="audit.| oader.interval " val ue="15" />
<property name="audit.maxFil eSi ze" val ue="10240" />
<property name=" audit.|oader.repositoryType " val ue="Db" />
</ servi cel nstance>
</ servi cel nstances>

Example 5
The following example illustrates the configuration of a login module:

<servi cel nstance name="user. aut henti cation.| ogi nnodul e"
provi der="j aas. | ogi n. provi der">
<description>User Authentication Logi n Mdul e</description>
<property name="|ogi nMdul ed assNane"
val ue="oracl e. security.jps.internal.jaas. nmodul e. aut hentication. JpsUser Aut hentica
tionLogi nMbdul e"/ >
<property name="jaas.| ogin.control Fl ag" val ue="REQU RED'/ >
<property name="enabl e. anonynous" val ue="true"/>
<property name="renpve. anonynous.rol e" val ue="fal se"/>
</ servi cel nst ance>

¢ See Also:

e <serviceProvider>, for related examples defining service providers
referenced here.

*  <jpsContext>, for a corresponding example of <servicelnstanceRef>.
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<servicelnstanceRef>

<servicelnstanceRef>

This element refers to service instances.

Attributes
Name Description
ref Refers to a service instance that are part of the context

defined in the <jpsContext> parent element. The r ef value of
a <servi cel nst anceRef > element must match the nane of a
<servicelnstance> element.

Values: string
Default: n/a (required)

Parent Element

<jpsContext>

Child Element

None

Occurrence
Required within a <jpsContext>, one or more.

<jpsContexts> {1}
<jpsContext> {1 or nore}
<servicelnstanceRef> {1 or more}

Example

See <jpsContext> for an example.

<servicelnstances>

This element is the parent of a <servicelnstance> element.

Parent Element
<jpsConfig>
Child Element

<servicelnstance>

Occurrence
Optional, zero or one.
<jpsConfig>

<servicelnstances> {0 or 1}
<servicelnstance> {1 or nore}
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<description> {0 or 1}
<property> {0 or nore}
<propertySetRef> {0 or nore}
<extendedProperty> {0 or nore}

<name> {1}

<values> {1}

<value> {1 or nore}

<extendedPropertySetRef> {0 or nore}

Example

See <servicelnstance> for an example.

<serviceProvider>

ORACLE

This element defines a service provider. Each provider specifies the type of the
provider, such as credential store, authentication, policy, or login module, and the Java
class that implements to use when the provider is created. Furthermore, the element
property specifies settings used to instantiate the provider.

It specifies the following data:

* The type of service provider (specified in the type attribute)

* A designated name of the service provider (referenced in each
<servi cel nst ance> element that defines an instance of this service provider)

* The class that implements this service provider and is instantiated for instances of
this service provider

»  Optionally, properties that are generic to any instances of this service provider

Attributes
Name Description
type Specifies the type of service provider being declared. Valid types

are the following:

CREDENTI AL_STORE

| DENTI TY_STORE

POLI CY_STORE

AUDI T

LOA N

ANONYMOUS

KEY_STORE

| DM (for pluggable identity management)
CUSTOM

The implementation class more specifically defines the type of
provider.

Values: any valid type.
Default: n/a (required)
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<serviceProvider>

Name Description

nane Designates a name for this service provider. This name is
referenced in the provi der attribute of <servicelnstance>
elements to create instances of this provider. No two
<servi ceProvi der > elements may have the same nane
attribute setting within a configuration file.
Values: string
Default: n/a (required)

class Specifies the fully qualified name of the Java class that
implements this service provider instantiated when the service
provider is created.
Values: string

Default: n/a (required)

Parent Element

<serviceProviders>

Child Elements

<description> or <property>

Occurrence
Required within the <serviceProviders> element, one or more.

<serviceProviders> {0 or 1}
<serviceProvider> {1 or more}
<description> {0 or 1}
<property> {0 or nore}

Examples
The following example illustrates the specification of a login module:

<servi ceProvi der s>
<servi ceProvi der type="LOGd N' name="jaas.| ogi n. provider"
class="oracl e.security.jps.internal.login.jaas.JaasLogi nServi ceProvider">
<description>This is Jaas Login Service Provider and is used to configure
I ogi n nodul e service instances</description>
</ servi ceProvi der >
</ servi ceProvi ders>

The following example illustrates the definition of a provider:

<servi ceProvi ders>
<servi ceProvi der name="audit.provider" type="AUD T"
class="oracle.security.jps.internal.audit.AuditProvider">
</ servi ceProvi der>
</ servi ceProvi der s>

See <servicelnstance> for other examples.
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<serviceProviders>

<value>

ORACLE

This element specifies a set of service providers.

Parent Element
<jpsConfig>
Child Element

<serviceProvider>

Occurrence
Optional, one only.
<jpsConfig>
<serviceProviders> {0 or 1}
<serviceProvider> {1 or nore}

<description> {0 or 1}
<property> {0 or nore}

Example

See <serviceProvider> for an example.

Appendix A
<serviceProviders>

This element specifies a value of an extended property, which can have multiple

values. Each <val ue> element specifies one value.

Parent Element

<values>

Child Element

None.

Occurrence
Required within <values>, one or more.

<extendedProperty> {0 or nore}
<name> {1}
<values> {1}
<value> {1 or more}

Example

See <extendedProperty> for an example.
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ORACLE

This element is the parent element of a <value> element.

Parent Element

<extendedProperty>

Child Element

<value>

Occurrence

Required within <ext endedPr opert y>, one only.

<extendedProperty> {0 or nore}
<name> {1}
<values> {1}
<value> {1 or nore}

Example

See <extendedProperty> for an example.

Appendix A
<values>
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File Store References

This appendix describes the hierarchy of elements and attributes in the system j azn-
data. xml andjazn-data. xnl files that specify file identity stores. File identity stores
are supported in Java SE applications only.

This appendix includes the following topics:

e File Store Hierarchy

«  File Store Elements and Attributes

File Store Hierarchy

This section describes the element hierarchy of the syst em j azn-data. xml and j azn-
dat a. xnl files. The <j azn- dat a> element is the root element. The elements directly
under this root element are:

° <jazn-realnp
e <policy-store>
* <jazn-policy>

The <j azn- pri nci pal - cl asses> and <j azn- per m ssi on- cl asses> elements and their
subelements may appear in the syst em j azn- dat a. xnl file as subelements of the
<pol i cy- st or e> element, but they are for backward compatibility only.

Table B-1 Hierarchy of Elements in system-jazn-data.xml and jazn-data.xml

Element Description
<jazn-data> The top-level element in the syst em j azn- dat a. xml file.
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File Store Hierarchy

Table B-1 (Cont.) Hierarchy of Elements in system-jazn-data.xml and jazn-data.xml

____________________________________________________________________________________________|]
Element Description

Specifies security realms, and the users and enterprise groups

<jazn-realm> {0 or 1 . .
) { ! included in each realm.

<realm> {0 or nore}
<name> {1}
<users> {0 or 1}
<user> {0 or nore}
<name> {1}
<display-name> {0

or 1}
<description> {0 or
1}
<guid> {0 or 1}
<credentials> {0 or
1}
<roles> {0 or 1}
<role> {0 or nore}
<name> {1}
<display-name> {0
or 1}
<description> {0 or
1}
<guid> {0 or 1}
<members> {0 or 1}
<member> {0
or nore}
<type> {1}
<name>
{1}
<owners> {0 or 1}
<owner> {0 or
mor e}
<type> {1}
<name>
{1}
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Table B-1 (Cont.) Hierarchy of Elements in system-jazn-data.xml and jazn-data.xml

____________________________________________________________________________________________|]
Element Description

Configures application-level policies. Define roles at the application
level, and then define members in the roles. Members of a role are
users and other roles.

<policy-store> {0 or 1}
<applications> {0 or 1}
<application> {1 or nore}

<name> {1} When <jazn-policy> is specified under the <application> element, it
<description> {0 or 1} specifies policies at the application level.
<app-roles> {0 or 1} <jazn-policy> can also appear under the <jazn-data> element, in
|  <app-role> {1 or which case it specifies policies at the system level.
mor e}
| <name> {1}
| <class> {1}
| <display-name>
{0 or 1}
| <description> {0
or 1}
| <guid> {0 or 1}
| <uniquename>
{0 or 1}
| <extended-
attributes> {0 or 1}
| | <attribute>
{1 or nore}
| I
<name> {1}

<value> {1 or nore}
| <members> {0

<values> {1}

or 1}

| <member>
{1 or nore}

|
<name> {1}

| <class>
{1}

|
<uniquename> {0 or 1}

| <guid>

{0 or 1}
<role-categories> {0 or 1}
| <role-category> {1 or nore}
| <name> {1}
| <display-name> {0 or 1}
| <description> {0 or 1}
| <members> {0 or 1}
| <role-name-ref> {1}
<resource-types> {0 or 1}
| <resource-type> {1 or nore}
| <name> {1}
| <display-name> {1}
| <description> {0 or 1}
| <provider-name> {1}
| <matcher-class> {1}
| <actions-delimiter> {1}
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Table B-1 (Cont.) Hierarchy of Elements in system-jazn-data.xml and jazn-data.xml

Element Description
| <actions> {0 or nore}
<resources> {0 or 1}
| <resource> {1 or nore}
| <name> {1}
| <display-name> {1}
| <description> {0 or 1}
| <type-name-ref> {1}
<permission-sets> {0 or 1}
| <permission-set> {1 or nore}
| <name> {1}
| <member-resources> {1 or nore}
| <member-resource> {1 or
mor e}
| <resource-name> {1}
| <type-name-ref> {1}
| <actions> {0 or 1}
<jazn-policy> {0 or 1}
| <grant> {0 or nore}
| <description> {0
or 1}
| <grantee> {0 or
1}
| | <principals>
{0 or 1}
I I
<principal> {0 or nore}
I I
<name> {1}
I I
<class> {1}
I |
<uniquename> {0 or 1}
I I
<guid> {0 or 1}
I I
<codesource> {0 or 1}
| | <url>

{1}

or 1}

<name> {0 or 1}

<actions> {0 or 1}

{1 or nore}

{1}

<permissions> {0
<permission>

<class>

ORACLE
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File Store Elements and Attributes

Table B-1 (Cont.) Hierarchy of Elements in system-jazn-data.xml and jazn-data.xml

Element

Description

<jazn-policy> {0 or 1}
<grant> {0 or nore}
<description> {0 or 1}
<grantee> {0 or 1}
<principals> {0 or 1}

1}
:
I

<principal> {0 or nore}
<name> {1}
<class> {1}
<uniquename> {0 or

<guid> {0 or 1}

<codesource> {0 or 1}

<url> {1}

<permissions> {0 or 1}
<permission> {1 or nor e}

<class> {1}
<name> {0 or 1}
<actions> {0 or 1}

<permission-sets>
<permission-set>

<name>

When the <jazn-policy> element is located under the <jazn-data>
element, it specifies policies at the system-level.

<jazn-policy> can also appear under the <application> element, in
which case it specifies policies at the application level.

File Store Elements and Attributes

The following sections describe the elements and attributes used in the syst em j azn-
data.xm and | azn-data. xnl files:

ORACLE

<actions>
<actions-delimiter>
<app-role>
<app-roles>
<application>
<applications>
<attribute>
<class>
<codesource>
<credentials>
<description>

<display-name>

<extended-attributes>

<grant>

<grantee>

B-5



ORACLE

<guid>
<jazn-data>
<jazn-policy>
<jazn-realm>
<matcher-class>

<member>

<member-resource>

<member-resources>

<members>
<name>

<owner>
<owners>
<permission>
<permissions>
<permission-set>
<permission-sets>
<policy-store>
<principal>
<principals>
<provider-name>
<realm>
<resource>
<resource-name>
<resources>
<resource-type>
<resource-types>
<role>
<role-categories>
<role-category>
<role-name-ref>
<roles>

<type>
<type-name-ref>
<uniquename>
<url>

<user>

<users>

Appendix B

File Store Elements and Attributes
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e <value>

 <values>

<actions>

This element specifies the operations permitted by the associated permission class.
Values are case-sensitive and are specific to each permission implementation.

Parent Element

<permission>

Child Elements

None

Occurrence
Optional, zero or one:
<jazn-policy> {0 or 1}
<grant> {0 or nore}
<description> {0 or 1}

<grantee> {0 or 1}
<principals> {0 or 1}
<codesource> {0 or 1}

<url> {1}

<permissions> {0 or 1}

<permission> {1 or nore}
<class> {1}
<name> {0 or 1}
<actions> {0 or 1}

Examples

See <jazn-policy> for examples.

<actions-delimiter>

This element specifies the character used to separate the actions of the associated
resource type.

Parent Element

<resource-types>

Child Elements

<name>, <display-name>, <description>, <actions><roles>, <users>

Occurrence
Optional, zero or more
<policy-store> {0 or 1}

<applications> {0 or 1}
<application> {1 or nore}
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<name> {1}
<description> {0 or 1}
<app-roles> {0 or 1}

<role-categories> {0 or 1}

<resource-types> {0 or 1}
<resource-type> {1 or nore}

<name> {1}
<display-name> {1}
<description> {0 or 1}
<provider-name> {1}
<matcher-class> {1}
<actions-delimiter> {1}
<actions> {0 or nore}

Example

For an example, see <resource-type>.

<app-role>

ORACLE

This element specifies an application role.
Required subelements specify the following:

* <name> specifies the name of the application role.

e <class> specifies the fully qualified name of the class implementing the application
role.

Optional subelements can specify the following:
»  <description> provides more information about the application role.

»  <display-name> specifies a display name for the application role, such as for use by
GUI interfaces.

e <guid> specifies a globally unique identifier to reference the application role. This is
for internal use only.

*  <members> specifies the users, roles, or other application roles that are members of
this application role.

e <uniquename> specifies a unique name to reference the application role. This is for
internal use only.

Parent Element

<app-roles>

Child Elements

<class>, <description>, <display-name>, <guid>, <members>, <name>, <uniquename>

Occurrence
Required, one or more:

<policy-store> {0 or 1}
<applications> {0 or 1}
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<application> {1 or nore}
<name> {1}
<description> {0 or 1}
<app-roles> {0 or 1}
<app-role> {1 or nore}
<name> {1}
<class> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<uniquename> {0 or 1}
<extended-attributes> {0 or 1}
<attribute> {1 or nore}
<name> {1}
<values> {1}

<value> {1 or nore}

<members> {0 or 1}
<member> {1 or nore}

<name> {1}

<class> {1}

<uniquename> {0 or 1}

<guid> {0 or 1}

Examples

See <policy-store> for examples.

<app-roles>

ORACLE

This element specifies a set of application roles.

Parent Element

<application>

Child Elements

<app-role>

Occurrence
Optional, zero or one:

<policy-store> {0 or 1}
<applications> {0 or 1}
<application> {1 or nore}
<name> {1}
<description> {0 or 1}
<app-roles> {0 or 1}
<app-role> {1 or nore}

Example

See <policy-store> for examples.

Appendix B
<app-roles>
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<application>

<application>

This element specifies roles and policies for an application.

Required subelements specify the following information for an application:
e <name> specifies the name of the application.

Optional subelements can specify the following:

e <description> provides information about the application and its roles and policies.
»  <app-roles> specifies any application-level roles

e <jazn-policy> specifies any application-level policies.

Parent Element

<applications>

Child Elements

<app-roles>, <description>,, <jazn-policy>, <name>, <permission-sets>, <resource-types>,
<resources>, <role-categories>

Occurrence
Required, one or more:

<policy-store> {0 or 1}
<applications> {0 or 1}
<application> {1 or nore}
<name> {1}
<description> {0 or 1}
<app-roles> {0 or 1}
<app-role> {1 or nore}

Example

See <policy-store> for examples.

<applications>

ORACLE

This element specifies a set of applications.

Parent Element

<policy-store>

Child Elements

<application>

Occurrence

Optional, zero or one
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<policy-store> {0 or 1}
<applications> {0 or 1}
<application> {1 or nore}

Example

See <policy-store> for an example.

<attribute>

This element specifies an attribute of an application role.

Parent Element

<extended-attributes>

Child Elements

<name>, <values>

Occurrence
Required, one or more:

<policy-store> {0 or 1}
<applications> {0 or 1}
<application> {1 or nore}
<name> {1}
<description> {0 or 1}
<app-roles> {0 or 1}
<app-role> {1 or nore}
<name> {1}
<class> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<uniquename> {0 or 1}
<extended-attributes> {0 or 1}
<attribute> {1 or nore}
<name> {1}
<values> {1}
<value> {1 or nore}
<guid> {0 or 1}

<class>

This element specifies several values depending on its location in the configuration
file:

»  Within the <app-role> element, <cl ass> specifies the fully qualified name of the
class implementing the application role.

<app-rol e>

<cl ass>oracl e. security.jps.service.policystore. ApplicationRol e</cl ass>

e Within the <member> element, <cl ass> specifies the fully qualified name of the
class implementing the role member.
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<app-rol e>

<menber s>
<menber >

<cl ass>
webl ogi c. security. principal . W.SUser | npl
</ cl ass>

Within the <permission> element (for granting permissions to a principal), <cl ass>
specifies the fully qualified name of the class implementing the permission. Values
are case-insensitive.

<j azn-policy>
<grant >

<per ni ssi ons>
<perni ssi on>
<cl ass>j ava. i o. Fi | ePer ni ssi on</ cl ass>

Within the <principal> element (for granting permissions to a principal), it specifies
the fully qualified name of the principal class, which is the class instantiated to
represent a principal granted a set of permissions.

<j azn-policy>
<grant >

<grant ee>
<princi pal s>
<princi pal >

<cl ass>oracl e. security.jps.service.policystore. Test User</cl ass>

Parent Element

<app-role>, <member>, <principal>, or <permission>

Child Elements

None

Occurrence
Required, one only

<policy-store> {0 or 1}

<applications> {0 or 1}

<application> {1 or nore}

<name> {1}
<description> {0 or 1}
<app-roles> {0 or 1}

<app-role> {1 or nore}

<name> {1}
<class> {1}

<members> {0 or 1}
<member> {1 or nore}
<name> {1}
<class> {1}
<uniquename> {0 or 1}
<guid> {0 or 1}
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<jazn-policy> {0 or 1}
<grant> {0 or nore}
<description> {0 or 1}
<grantee> {0 or 1}
<principals> {0 or 1}
<principal> {0 or nore}

<name> {1}
<class> {1}

<permissions> {0 or 1}
<permission> {1 or nore}
<class> {1}
<name> {0 or 1}
<actions> {0 or 1}

Example

See <jazn-policy> and <policy-store> for examples.

<codesource>

Appendix B
<codesource>

This element specifies the URL of the code to which permissions are granted.

The policy configuration can also include a <principals> element, in addition to the
<codesour ce> element. Both elements are children of a <grantee> element and they

specify who or what the permissions in question are being granted to.

For variables that can be used in the specification of a <codesour ce> URL, see <url>.

Parent Element

<grantee>

Child Elements

<url>

Occurrence
Optional, zero or one

<jazn-policy> {0 or 1}
<grant> {0 or nore}
<description> {0 or 1}
<grantee> {0 or 1}
<principals> {0 or 1}
<principal> {0 or nore}

<name> {1}
<class> {1}

<uniquename> {0 or 1}

<guid> {0 or 1}

<codesource> {0 or 1}

<url> {1}

<permissions> {0 or 1}

<permission> {1 or nore}

<class> {1}

<name> {0 or 1}

<actions> {0 or 1}

ORACLE
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<credentials>

Example

See <jazn-policy> for examples.

<credentials>

This element specifies the authentication password for a user. The credentials are, by
default, in obfuscated form.

Parent Element

<user>

Child Elements

None

Occurrence
Optional, zero or one
<jazn-realm> {0 or 1}
<realm> {0 or nore}
<name> {1}
<users> {0 or 1}
<user> {0 or nore}
<name> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<credentials> {0 or 1}

Example

See <jazn-realm> for examples.

<description>

This element specifies a text string that provides textual information about an item.

Parent Element

<app-role>, <application>, <grant>, <role>, or <user>

Child Elements

None

Occurrence
Optional, zero or one

<jazn-realm> {0 or 1}
<realm> {0 or nore}
<name> {1}
<users> {0 or 1}
<user> {0 or nore}
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<description> {0 or 1}

<roles> {0 or 1}
<role> {0 or nore}

<description> {0 or 1}

<policy-store> {0 or 1}
<applications> {0 or 1}
<application> {1 or nore}
<name> {1}
<description> {0 or 1}
<app-roles> {0 or 1}
<app-role> {1 or nore}

<description> {0 or 1}
<jazn-policy> {0 or 1}
<grant> {0 or nore}

<description> {0 or 1}
<grantee> {0 or 1}

Example
The f mvadni n user might have the following description:

<description>User with administrative privileges</description>

See <jazn-realm> for additional examples.

<display-name>

This element specifies the name of an item. Depending on the parent element, an item
can be an application role, user, or enterprise group.

Parent Element

<app-role>, <role>, or <user>

Child Elements

None

Occurrence
Optional, zero or one

<jazn-realm> {0 or 1}
<realm> {0 or nore}
<name> {1}
<users> {0 or 1}
<user> {0 or nore}
<name> {1}
<display-name> {0 or 1}

<roles> {0 or 1}

<role> {0 or nore}
<name> {1}
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<display-name> {0 or 1}

<policy-store> {0 or 1}
<applications> {0 or 1}
<application> {1 or nore}

<name> {1}

<description> {0 or 1}

<app-roles> {0 or 1}

<app-role> {1 or nore}

<name> {1}
<class> {1}
<display-name> {0 or 1}

Example
The f mvadni n user might have the following display name:

<di spl ay- name>Admi ni strat or </ di spl ay- name>

See <jazn-realm> for additional examples.

<extended-attributes>

ORACLE

This element specifies attributes of an application role.

Parent Element

<app-role>

Child Elements

<attribute>

Occurrence
Optional, zero or one

<policy-store> {0 or 1}
<applications> {0 or 1}
<application> {1 or nore}
<name> {1}
<description> {0 or 1}
<app-roles> {0 or 1}
<app-role> {1 or nore}
<name> {1}
<class> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<uniquename> {0 or 1}
<extended-attributes> {0 or 1}
<attribute> {1 or nore}
<name> {1}
<values> {1}
<value> {1 or nore}
<members> {0 or 1}
<member> {1 or nore}
<name> {1}
<class> {1}

Appendix B
<extended-attributes>
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<uniquename> {0 or 1}
<guid> {0 or 1}

Example

<app-rol es>
<app-rol e>
<name>Kni ght </ name>
<di spl ay- name>Fel | owshi p For the R ng</displ ay-nane>
<cl ass>oracl e. security.jps.service.policystore. ApplicationRol e</cl ass>
<extended-attribut es>
<attribute>
<name>SCOPE</ name>
<val ues>
<val ue>Part -1 </val ue>
</val ues>
<lattribute>
</ extended-attributes>
</ app-rol e>

<grant>

This element specifies the recipient of the grant - a codesource, or a set of principals,
or both- and the permissions assigned to it.

Parent Element

<jazn-policy>

Child Elements

<description>, <grantee>, <permissions>, <permission-sets>

Occurrence
Optional, zero or more

<jazn-policy> {0 or 1}
<grant> {0 or nore}
<description> {0 or 1}
<grantee> {0 or 1}
<principals> {0 or 1}
<principal> {0 or nore}
<name> {1}
<class> {1}
<uniquename> {0 or 1}
<guid> {0 or 1}
<codesource> {0 or 1}
<url> {1}
<permissions> {0 or 1}
<permission> {1 or nore}
<class> {1}
<name> {0 or 1}
<actions> {0 or 1}

Example

See <jazn-policy> for examples.
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<grantee>

<grantee>

This element, in conjunction with a parallel <permissions> element, specifies who or
what the permissions are granted to: a set of principals, a codesource, or both.

Parent Element

<grant>

Child Elements

<codesource>, <principals>

Occurrence
Optional, zero or one

<jazn-policy> {0 or 1}
<grant> {0 or nore}
<description> {0 or 1}
<grantee> {0 or 1}
<principals> {0 or 1}
<principal> {0 or nore}
<name> {1}
<class> {1}
<uniquename> {0 or 1}
<guid> {0 or 1}
<codesource> {0 or 1}
<url> {1}
<permissions> {0 or 1}
<permission> {1 or nore}
<class> {1}
<name> {0 or 1}
<actions> {0 or 1}

Example

See <jazn-policy> for examples.

<guid>
This element is for internal use only. It specifies a globally unique identifier (GUID) to

reference the item.

Depending on the parent element, the item referenced may be an application role,
application role member, principal, enterprise group, or user, and it uniquely identifies
the item. GUIDs are sometimes generated and used internally by OPSS.

Parent Element

<app-role>, <member>, <principal>, <role>, or <user>

Child Elements

None
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<guid>

Occurrence
Optional, zero or one

<jazn-realm> {0 or 1}
<realm> {0 or nore}
<name> {1}
<users> {0 or 1}
<user> {0 or nore}
<name> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<credentials> {0 or 1}
<roles> {0 or 1}
<role> {0 or nore}
<name> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}

<policy-store> {0 or 1}
<applications> {0 or 1}
<application> {1 or nore}
<name> {1}
<description> {0 or 1}
<app-roles> {0 or 1}
<app-role> {1 or nore}
<name> {1}
<class> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<uniquename> {0 or 1}
<extended-attributes> {0 or 1}
<attribute> {1 or nore}
<name> {1}
<values> {1}
<value> {1 or nore}
<members> {0 or 1}
<member> {1 or nore}
<name> {1}
<class> {1}
<uniquename> {0 or 1}
<guid> {0 or 1}

<jazn-policy> {0 or 1}
<grant> {0 or nore}
<description> {0 or 1}
<grantee> {0 or 1}
<principals> {0 or 1}
<principal> {0 or nore}
<name> {1}
<class> {1}
<uniquename> {0 or 1}
<guid> {0 or 1}
<codesource> {0 or 1}
<url> {1}
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<jazn-data>

Example

See <jazn-realm> for examples.

<jazn-data>
This element specifies the top-level element in the syst em j azn-dat a. xnl file.

Attributes

Name Description

schema- maj or - ver si on Specifies the major version number of the syst em j azn-
dat a. xnl XSD. The value of this attribute is fixed at 11 for use
with Oracle Fusion Middleware 11g.

schema- mi nor - versi on Specifies the minor version number of the syst em j azn-
dat a. xm XSD. The value of this attribute is fixed at 0 for use
with the Oracle Fusion Middleware 12.2.1 implementation.

Parent Element

n/a
Child Elements
<jazn-policy>, <jazn-realm>, <policy-store>

Occurrence
Required, one only

<jazn-data ... > {1}
<jazn-realm> {0 or 1}

<policy-store> {0 or 1}
<jazn-policy> {0 or 1}

Example

<j azn-data
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchemalLocat i on=
"http://xm ns. oracl e.com oracl eas/ schema/ j azn-
data-11 0. xsd">

.<)j.azn-data
<jazn-policy>

This element specifies policy grants that associate grantees (principals or code
sources) with permissions.
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<jazn-policy>

This element can appear in two different locations in the syst em j azn- dat a. xm file:

* Under the <jazn-data> element, it specifies global policies.

« Under the <application> element, it specifies application-level policies.

Parent Element

<application> or <jazn-data>

Child Elements

<grant>

Occurrence
Optional, zero or one

<jazn-data> {1}
<jazn-policy> {0 or 1}
<grant> {0 or nore}
<description> {0 or 1}
<grantee> {0 or 1}
<principals> {0 or 1}

<codesource> {0 or 1}
<url> {1}
<permissions> {0 or 1}
<permission> {1 or nore}
<class> {1}
<name> {0 or 1}
<actions> {0 or 1}

Examples of jazn-policy

This is the first example of jazn-policy:

<jazn-policy>
<grant >
<grant ee>
<princi pal s>
<princi pal >
<cl ass>
oracle.security.jps.service.policystore. Test User
</cl ass>
<nane>j ack</ nane>
</ principal >
<princi pal >
<cl ass>
oracle.security.jps.service.policystore. Test User
</cl ass>
<nane>j il | </ nane>
</ principal >
</ principal s>
<codesour ce>
<url>file:${oracl e. depl oyed. app. di r}/ <MyApp>${ or acl e. depl oyed. app. ext } </
url >
</ codesour ce>
</ grant ee>
<per ni ssi ons>
<permi ssi on>
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<jazn-realm>

<cl ass>oracl e. security.jps.JpsPerm ssion</class>
<name>get Cont ext </ nane>

</ perm ssi on>

<permi ssi on>
<cl ass>j ava.io. Fi | ePerni ssion</cl ass>
<nane>/ f oo</ nane>
<actions>read, wite</actions>

</ perm ssi on>

</ perm ssi ons>
</ grant>
</jazn-policy>
This is the second example of jazn-policy:
<j azn-policy>
<grant >
<grant ee>

<princi pal s>

<princi pal >
<cl ass>
oracl e. security.jps.service.policystore. Test Adni nRol e
</cl ass>

<nanme>Far n¥f ar ml, name=Ful | Adm ni st r at or </ nane>
</ principal >
</ princi pal s>
<codesour ce>
<url>file://some-path</url>
</ codesour ce>
</ grant ee>
<perm ssi ons>
perm ssi on>
<cl ass>j avax. managenent . MBeanPer m ssi on</ cl ass>
<nane>

oracl e. as. managenent . t opol ogy. nbeans. | nst anceQper at i ons#get Attri bute
</ name>
<actions>i nvoke</ acti ons>
</ perm ssi on>
</ perm ssi ons>
</ grant>
</jazn-policy>

<jazn-realm>

This element specifies security realms and the users in each of them. It is the top-level
element for user and role information.

Attribute
Name Description
defaul t Specifies which of the realms defined under this element is the

default realm. The value of this attribute must match a <name>
value under one of the <realm> subelements.

Values: string
Default: n/a (required)
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Parent Element

<jazn-data>

Child Elements

<realm>

Occurrence
Optional, zero or

<jazn-data> {1}

one

<jazn-realm> {0 or 1}

<realm>

{0 or nore}

<name> {1}
<users> {0 or 1}

<roles> {0 or 1}

Example

<jazn-data ... >

<jazn-realm
<real mp

defaul t="j azn. cont >

<name>j azn. conx/ nane>

<use

rs>
<user deactivated="true">
<name>anonynous</ name>

<gui d>61FD29C0D47E11DABFIBA765378CFIF3</ gui d>

Appendix B
<jazn-realm>

<descri ption>The default guest/anonynous user</description>

</ user>
<user >

<name>devel oper 1</ nane>

<credenti al s>! passwor d</credenti al s>
</ user>
<user >

<name>devel oper 2</ nane>

<credenti al s>! passwor d</ credenti al s>
</ user>
<user >

<name>nanager 1</ nane>

<credenti al s>! passwor d</ credenti al s>
</ user>
<user >

<name>nanager 2</ nane>

<credenti al s>! passwor d</ credenti al s>
</ user>

<I-- these are for testing the adnin role hierachy. -->

<user >
<name>f ar m admi n</ nane>
<credenti al s>! passwor d</credenti al s>
</ user>
<user >
<name>f ar m noni t or </ nane>
<credenti al s>! passwor d</credenti al s>
</ user>
<user >
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<nane>f ar m oper at or </ name>
<credenti al s>! passwor d</credenti al s>
</ user>
<user >
<name>f ar m audi t or </ nane>
<credenti al s>! passwor d</credenti al s>
</ user>
<user >
<name>f ar m audi t vi ewer </ nane>
<credenti al s>! passwor d</credenti al s>
</ user>
</ users>
<rol es>
<rol e>
<nane>user s</ name>
<gui d>31FD29C0D47E11DABFIBA765378CFIF7</ gui d>
<di spl ay- name>user s</ di spl ay- nanme>
<description>users role for rm/ejb access</description>
</rol e>
<rol e>
<name>ascont rol _appadmi n</ nane>
<gui d>51FD29C0D47E11DABFIBA765378CFIF7</ gui d>
<di spl ay- name>ASCont rol App Admi n Rol e</ di spl ay- name>
<descri ption>
Application Admnistrative role for ASContro
</ descri ption>
</rol e>
<rol e>
<name>ascont rol _nonit or </ name>
<gui d>61FD29C0D47E11DABFIBA765378CFIF7</ gui d>
<di spl ay- name>ASCont rol Monitor Rol e</di spl ay- nane>
<description>Mnitor role for ASControl </description>

</rol e>
<rol e>
<name>devel oper s</ nane>
<nmenber s>
<menber >
<type>user</type>
<nanme>devel oper 1</ nane>
</ menber >
<menber >
<type>user</type>
<nanme>devel oper 2</ nane>
</ menber >
</ menber s>
</rol e>
<rol e>
<nane>nanager s</ name>
<nmenber s>
<menber >
<type>user</type>
<name>manager 1</ name>
</ menber >
<menber >
<type>user</type>
<name>nanager 2</ name>
</ menber >
</ menber s>
</rol e>
</rol es>
</real n»
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</jazn-real m»

</jazn-data>

<matcher-class>

This element specifies the fully qualified name of the class for a resource type.
Queries for resources of this type delegate to this class. Values are case-sensitive.

Parent Element

<resource-type>

Child Elements

None

Occurrence
Optional, zero or more

<policy-store> {0 or 1}
<applications> {0 or 1}
<application> {1 or nore}
<name> {1}
<description> {0 or 1}
<app-roles> {0 or 1}

<role-categories> {0 or 1}

<resource-types> {0 or 1}
<resource-type> {1 or nore}

<name> {1}
<display-name> {1}
<description> {0 or 1}
<provider-name> {1}
<matcher-class> {1}
<actions-delimiter> {1}
<actions> {1 or nore}

Example

For an example, see <resource-type>.

<member>

This element specifies the members of a set, such as a <role> or an<app-role> element:

*  When under a <role> element, it specifies a member of the enterprise group.
A member can be a user or another enterprise group. The <name> subelement
specifies the name of the member, and the <type> subelement specifies whether
the member type (a user or an enterprise group).

*  When under an <app-role> element, it specifies a member of the application
role. A member can be a user, an enterprise group, or an application role. The
<name> subelement specifies the name of the member, and the <class> subelement
specifies the class that implements it. The member type is determined with the
<class> element.
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Parent Element

<members>

Child Elements

e When under a <role> element, the <menber > element has the following child
elements: <name>, <type>

*  When under an <app-role> element, the <nenber > element has the following child
elements: <name>, <class>, <uniquename>, <guid>

Occurrence
Optional, zero or more

<jazn-realm> {0 or 1}
<realm> {0 or nore}

<name> {1}
<users> {0 or 1}

<roles> {0 or 1}
<role> {0 or nore}
<name> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<members> {0 or 1}
<member> {0 or nore}
<type> {1}
<name> {1}
<owners> {0 or 1}
<owner> {0 or nore}
<type> {1}
<name> {1}

<policy-store> {0 or 1}
<applications> {0 or 1}
<application> {1 or nore}

<name> {1}

<description> {0 or 1}

<app-roles> {0 or 1}

<app-role> {1 or nore}

<name> {1}
<class> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<uniquename> {0 or 1}
<extended-attributes> {0 or 1}

<members> {0 or 1}
<member> {1 or nore}
<name> {1}
<class> {1}
<uniquename> {0 or 1}
<guid> {0 or 1}
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Example

See <jazn-realm> and <policy-store> for examples.

<member-resource>

This element specifies resources for a permission set.

Parent Element

<member-resources>

Child Elements

<resource-name>, <type-name-ref>, <actions>

Occurrence
Required within <member-resources>, one or more.

<policy-store> {0 or 1}
<applications> {0 or 1}
<application> {1 or nore}
<name> {1}
<description> {0 or 1}
<app-roles> {0 or 1}

<role-categories> {0 or 1}

<permission-sets> {0 or 1}
<permission-set> {1 or nore}

<name> {1}
<member-resources> {1 or nore}
<member-resource> {1 or nore}

<resource-name> {1}
<type-name-ref> {1}
<actions> {0 or 1}

Example

For an example, see <permission-set>.

<member-resources>

ORACLE

This element specifies a set of member resources.

Parent Element

<permission-set>

Child Elements

<member-resource>
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Occurrence
Required within <permission-sets>; one or more.

<policy-store> {0 or 1}
<applications> {0 or 1}
<application> {1 or nore}
<name> {1}
<description> {0 or 1}
<app-roles> {0 or 1}

<role-categories> {0 or 1}

<permission-sets> {0 or 1}
<permission-set> {1 or nore}

<name> {1}
<member-resources> {1 or nore}
<member-resource> {1 or nore}

<resource-name> {1}
<type-name-ref> {1}
<actions> {0 or 1}

Example

For an example, see <permission-set>.

<members>

ORACLE

This element specifies a set of members.

Parent Element

<role>, <app-role>

Child Elements

<member>

Occurrence
Optional, zero or one

<jazn-realm> {0 or 1}
<realm> {0 or nore}

<name> {1}
<users> {0 or 1}

<roles> {0 or 1}
<role> {0 or nore}
<name> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<members> {0 or 1}
<member> {0 or nore}
<type> {1}
<name> {1}
<owners> {0 or 1}
<owner> {0 or nore}
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<type> {1}
<name> {1}

<policy-store> {0 or 1}
<applications> {0 or 1}
<application> {1 or nore}

<name> {1}

<description> {0 or 1}

<app-roles> {0 or 1}

<app-role> {1 or nore}

<name> {1}
<class> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<uniquename> {0 or 1}
<extended-attributes> {0 or 1}

<members> {0 or 1}
<member> {1 or nore}
<name> {1}
<class> {1}
<uniquename> {0 or 1}
<guid> {0 or 1}

Example

See <jazn-realm> and <policy-store> for examples.

<name>

This element has different uses, depending on its location in the file:

*  Within the <app-role> element, it specifies the name of an application-level role in
the policy configuration. For example:

<name>Far n=f ar ml, nane=Ful | Adm ni st r at or </ nane>

Or a simpler example:
<nanme>Myr ol enane</ nane>
e Within the <application> element, it specifies the policy context identifier.

*  Within the <attribute> element, it specifies the name of an additional attribute for the
application-level role.

*  Within the <member> element, it specifies the name of a member of an enterprise
group or application role (depending on where the <member> element is located).
For example, if the f mvadni n user is a member of the role:

<nanme>f mvadm n</ name>

e Within the <owner> element, it specifies the name of an owner of an enterprise
group. For example:

<nanme>mygr oupowner </ name>

«  Within the <permission> element, as applicable, it specifies the name of a
permission meaningful to the permission class. Values are case-sensitive. For
example:
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<name>
oracl e. as. mnanagenent . t opol ogy. nbeans. | nst anceQper ati ons#get Attri bute
</ nane>

Or:
<name>get Cont ext </ nane>

*  Within the <principal> element (for granting permissions to a principal), it specifies
the name of a principal within the given realm. For example:

<nanme>Adni ni strat or s</ name>
e Within the <realm> element, it specifies the name of a realm. For example:
<nanme>j azn. conx/ name>

*  Within the <role> element, it specifies the name of an enterprise group in a realm.
For example:

<nanme>Adni ni strat or s</ name>
e Within the <user> element, it specifies the name of a user in a realm. For example:
<nane>f mvadm n</ name>

«  Within the <resource-type> element, it specifies the name of a resource type and is
required. For example:

<nane>r est ypel</ name>

Parent Element

<app-role>, <application>, <attribute>, <member>, <owner>, <permission>, <principal>, <realm>,
<role>, or <user>

Child Elements

None

Occurrence

Required within any parent element other than <permission>, one only. Optional within
<permission>, zero or one

<jazn-realm> {0 or 1}
<realm> {0 or nore}
<pame> {1}
<users> {0 or 1}
<user> {0 or nore}
<name> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<credentials> {0 or 1}
<roles> {0 or 1}
<role> {0 or nore}
<name> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<members> {0 or 1}
<member> {0 or nore}

<type> {1}
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<pame> {1}
<owners> {0 or 1}
<owner> {0 or nore}
<type> {1}
<pame> {1}

<policy-store> {0 or 1}
<applications> {0 or 1}
<application> {1 or nore}
<name> {1}
<description> {0 or 1}
<app-roles> {0 or 1}
<app-role> {1 or nore}
<name> {1}
<class> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<uniquename> {0 or 1}
<extended-attributes> {0 or 1}
<attribute> {1 or nore}
<name> {1}
<values> {1}
<value> {1 or nore}
<members> {0 or 1}
<member> {1 or nore}
<name> {1}
<class> {1}
<uniquename> {0 or 1}
<guid> {0 or 1}

<jazn-policy> {0 or 1}
<grant> {0 or nore}
<description> {0 or 1}
<grantee> {0 or 1}
<principals> {0 or 1}
<principal> {0 or nore}
<pame> {1}
<class> {1}
<uniquename> {0 or 1}
<guid> {0 or 1}
<codesource> {0 or 1}
<url> {1}
<permissions> {0 or 1}
<permission> {1 or nore}
<class> {1}
<name> {0 or 1}
<actions> {0 or 1}

Example

<appl i cation>
<nanme>peanut s</ nane>
<app-rol es>
<app-rol e>
<nanme>snoopy</ name>
<di spl ay- name>appl i cati on rol e snoopy</ di spl ay- name>
<cl ass>oracl e. security.jps.service.policystore. ApplicationRol e</class>
<menber s>
<nenber >
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See <jazn-policy>, <jazn-realm>, and <policy-store> for examples.

This element specifies the owner of the enterprise group, where an owner has
administrative authority over the role.

An owner is a user or another enterprise group. The <type> subelement specifies
the owner's type. The concept of role (group) owners specifically relates to BPEL or
Oracle Internet Directory functionality. For example, in BPEL, a role owner has the
capability to create and update workflow rules for the role.

Parent Element

<owners>

Child Elements

<name>, <type>

Occurrence
Optional, zero or more

<jazn-realm> {0 or 1}
<realm> {0 or nore}

<name> {1}
<users> {0 or 1}

<roles> {0 or 1}
<role> {0 or nore}
<name> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<members> {0 or 1}
<member> {0 or nore}
<type> {1}
<name> {1}
<owners> {0 or 1}
<owner> {0 or nore}
<type> {1}
<name> {1}

This element specifies a set of owners.

Parent Element

<role>

Child Elements

<owner>
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Occurrence
Optional, zero or one

<jazn-realm> {0 or 1}
<realm> {0 or nore}

<name> {1}
<users> {0 or 1}

<roles> {0 or 1}
<role> {0 or nore}
<name> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<members> {0 or 1}
<member> {0 or nore}
<type> {1}
<name> {1}
<owners> {0 or 1}
<owner> {0 or nore}
<type> {1}
<name> {1}

<permission>

Appendix B
<permission>

This element specifies the permission to grant to grantees, where a grantee is a set of

principals, a codesource, or both, as part of a policy configuration.

Parent Element

<permissions>

Child Elements

<actions>, <class>, <name>

Occurrence
Required within parent element, one or more

<jazn-policy> {0 or 1}
<grant> {0 or nore}
<description> {0 or 1}
<grantee> {0 or 1}
<principals> {0 or 1}
<principal> {0 or nore}
<name> {1}
<class> {1}
<uniquename> {0 or 1}
<guid> {0 or 1}
<codesource> {0 or 1}
<url> {1}
<permissions> {0 or 1}
<permission> {1 or nore}
<class> {1}
<name> {0 or 1}
<actions> {0 or 1}

ORACLE

B-33



Appendix B
<permissions>

Example

See <jazn-policy> for examples.

<permissions>

This element specifies a set of permissions.

The <per m ssi ons> element (used in conjunction with a parallel <grantee> element)
specifies the permissions being granted, with a set of <permission> subelements.

The syst em j azn- dat a. xml schema definition does not specify this as a required
element, but OPSS runtime requires its use within any <grant> element.

Parent Element

<grant>

Child Elements

<permission>

Occurrence
Optional, zero or one

<jazn-policy> {0 or 1}
<grant> {0 or nore}
<description> {0 or 1}
<grantee> {0 or 1}
<principals> {0 or 1}
<principal> {0 or nore}
<name> {1}
<class> {1}
<uniquename> {0 or 1}
<guid> {0 or 1}
<codesource> {0 or 1}
<url> {1}
<permissions> {0 or 1}
<permission> {1 or nore}
<class> {1}
<name> {0 or 1}
<actions> {0 or 1}

Example

See <jazn-policy> for examples.

<permission-set>

A permission set (or entitlement) specifies a set of permissions.

Parent Element

<permission-sets>
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Child Elements

<name>

Occurrence
Optional, zero or more

<policy-store> {0 or 1}
<applications> {0 or 1}
<application> {1 or nore}
<name> {1}
<description> {0 or 1}
<app-roles> {0 or 1}

<role-categories> {0 or 1}

<permission-sets> {0 or 1}
<permission-set> {1 or nore}

<name> {1}
<member-resources> {1 or nore}
<member-resource> {1 or nore}

<resource-name> {1}
<type-name-ref> {1}
<actions> {0 or 1}

Example
The following example illustrates the configuration of a permission set:

<per i ssi on- set s>
<perm ssi on- set >
<name>per nset Name</ nane>
<menber - r esour ces>
<nenber - r esour ce>
<t ype- name- r ef >TaskFl owResour ceType</t ype- nane-r ef > <resour ce-
nane>r esour cel</resour ce- nanme>
<actions>custom ze, vi ew</ acti ons>
</ menber - r esour ce>
</ menber - r esour ces>
</ perm ssi on- set >
</ perm ssi on- set s>

Note the following points about permission sets:

e The actions specified in a <member-resource> must match one or more of the
actions specified for the resource type referenced in <resource-name-ref>,

e A <member-resources> can have multiple <member-resource> elements in it.
» Permission sets must have at least one resource.
e Permission sets can exist without being used in principals.

In addition, in a permission, the name, description, and display hame are case-
sensitive.

<permission-sets>

This element specifies a collection of permission sets.
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Parent Element

<application>

Child Elements

<permission-set>

Occurrence
Optional, zero or more

<policy-store> {0 or 1}
<applications> {0 or 1}
<application> {1 or nore}
<name> {1}
<description> {0 or 1}
<app-roles> {0 or 1}

<role-categories> {0 or 1}

<permission-sets> {0 or 1}
<permission-set> {1 or nore}

<name> {1}
<member-resources> {1 or nore}
<member-resource> {1 or nore}

<resource-name> {1}
<type-name-ref> {1}
<actions> {0 or 1}

Example

For an example, see <permission-set>.

<policy-store>

This element configures application policies. Under <applications> there is an
<application> for each application. The policies are specified in a <jazn-policy> of each
<application>.

The <j azn-princi pal - cl asses> and <j azn- per m ssi on- cl asses> elements and
their subelements may appear in the syst em j azn- dat a. xm schema definition as
subelements of <pol i cy- st or e>, but are for backward compatibility only.

Parent Element
<jazn-data>

Child Elements
<applications>

Occurrence
Optional, zero or one

<jazn-data> {1}
<policy-store> {0 or 1}
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<applications> {0 or 1}
<application> {1 or nore}

Example

<jazn-data ... >

<pol i cy-store>
<l-- application policy -->
<appl i cations>
<appl i cation>
<name>pol i cyOnl y</ nane>
<j azn-policy>

</jazn-policy>
</ application>
<appl i cation>
<name>r ol eOnl y</ nanme>
<app-rol es>
<app-rol e>
<nanme>Fel | owshi p</ nanme>
<di spl ay- nane>Fel | owshi p of the Ring</display-name>
<cl ass>

oracle.security.jps.service.policystore.ApplicationRole
</cl ass>
</ app-rol e>
<app-rol e>
<nanme>Ki ng</ nane>
<di spl ay- name>Ret urn of the King</display-nane>
<cl ass>

oracle.security.jps.service.policystore.ApplicationRole
</ cl ass>
</ app-rol e>
</ app-rol es>
</ application>
<appl i cation>
<app-rol es>
<app-rol e>
<name>Far mef ar ml, name=Ful | Adni ni strat or </ name>
<di spl ay- name>f ar L. Ful | Adni ni st rat or </ di spl ay- name>
<gui d>61FD29C0D47E11DABFIBA765378CFIF2</ gui d>
<cl ass>

oracle.security.jps.service.policystore.ApplicationRole
</cl ass>
<nenber s>
<menber >
<cl ass>

oracle.security.jps.internal.core.principals.JpsXn EnterpriseRol el npl
</ cl ass>
<name>adm n</ nane>
</ menber >
</ menber s>
</ app-rol e>
</ app-rol es>
<j azn-policy>
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</jazn-policy>
</ application>

</ applications>
</policy-store

</jazn-data

See <jazn-policy> for examples of that element.

<principal>

This element specifies a principal being granted the permissions specified in a
<permissions> element as part of a policy configuration. Required under <principals>.

Subelements specify the name of the principal and the class that implements it, and
optionally specify a unigue name and unique global identifier (the latter two for internal
use only).

Parent Element

<principals>

Child Elements

<class>, <guid>, <name>, <uniquename>

Occurrence
Optional, zero or more

<jazn-policy> {0 or 1}
<grant> {0 or nore}
<description> {0 or 1}
<grantee> {0 or 1}
<principals> {0 or 1}
<principal> {0 or nore}
<name> {1}
<class> {1}
<uniquename> {0 or 1}
<guid> {0 or 1}
<codesource> {0 or 1}
<url> {1}
<permissions> {0 or 1}
<permission> {1 or nore}
<class> {1}
<name> {0 or 1}
<actions> {0 or 1}

Example

See <jazn-policy> for examples.

<principals>

This element specifies a set of principals.
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For policy configuration, a <pri nci pal s> element and/or a <codesource> element are
used under a <grantee> element to specify who or what the permissions in question are
being granted to. A <pri nci pal s> element specifies a set of principals being granted
the permissions.

For a subject to get these permissions, the subject should include all the principals.

Parent Element

<grantee>

Child Elements

<principal>

Occurrence
Optional, zero or one

<jazn-policy> {0 or 1}
<grant> {0 or nore}
<description> {0 or 1}
<grantee> {0 or 1}
<principals> {0 or 1}
<principal> {0 or nore}
<name> {1}
<class> {1}
<uniquename> {0 or 1}
<guid> {0 or 1}
<codesource> {0 or 1}
<url> {1}
<permissions> {0 or 1}
<permission> {1 or nore}
<class> {1}
<name> {0 or 1}
<actions> {0 or 1}

Example

See <jazn-policy> for examples.

<provider-name>

This element specifies the name of a resource type provider. The resource resides in a
location external to the domain security tore. Values are case-insensitive.

Parent Element

<resource-type>

Child Elements

None

Occurrence

Optional, zero or more
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<policy-store> {0 or 1}
<applications> {0 or 1}
<application> {1 or nore}
<name> {1}
<description> {0 or 1}
<app-roles> {0 or 1}

<role-categories> {0 or 1}
<resource-types> {0 or 1}
<resource-type> {1 or nore}

<name> {1}
<display-name> {1}
<description> {0 or 1}
<provider-name> {1}
<matcher-class> {1}

<actions-delimiter> {1}
<actions> {0 or nore}

Example

For an example, see <resource-type>.

<realm>

This element specifies a security realm and the users and roles in it.

Parent Element

<jazn-realm>

Child Elements

<name>, <roles>, <users>

Occurrence
Optional, zero or more

<jazn-realm> {0 or 1}
<realm> {0 or nore}

<name> {1}
<users> {0 or 1}

<roles> {0 or 1}

Example

See <jazn-realm> for an example.

<resource>

This element specifies an application resource and contains information about the
resource.
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Parent Element

<resources>

Child Elements

<name>, <description>, <display-name>, <type-name-ref>,

Occurrence
One of more required under <resources>.

<resources> (0 or nore)
<resource> (1 or nore)
<name> (1)
<display-name> (1)
<description> {0 or 1}
<type-name-ref> (1)

Example
The following example illustrates the configuration of a resource (instance):

<resour ces>
<resour ce>
<nane>r esour cel</ nane>
<di spl ay- name>Resour celDi spl ayNane</ di spl ay- nane>
<descri pti on>Resour cel Description</description>
<t ype- nane-r ef >TaskF| owResour ceType</t ype- nane-r ef >
</resource>
</resour ces>

Note that the name, description, and display names are case-sensitive.

<resources>

ORACLE

This element specifies a collection of application resources.

Parent Element

<application>

Child Elements

<resource>

Occurrence

Optional, zero or more

<resources> (0 or nore)
<resource> (1 or nore)
<name> (1)
<display-name> (1)
<description> {0 or 1}
<type-name-ref> (1)
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Example

For an example, see <resource>.

<resource-name>

This element specifies a member resource in a permission set. Values are case-
sensitive.

Parent Element

<member-resource>

Child Elements

None

Occurrence
Optional, zero or more

<policy-store> {0 or 1}
<applications> {0 or 1}
<application> {1 or nore}
<name> {1}
<description> {0 or 1}
<app-roles> {0 or 1}

<role-categories> {0 or 1}

<permission-sets> {0 or 1}
<permission-set> {1 or nore}

<name> {1}
<member-resources> {1 or nore}
<member-resource> {1 or nore}

<resource-name> {1}
<type-name-ref> {1}
<actions> {0 or 1}

Example

For an example, see <permission-set>.

<resource-type>

This element specifies the type of a secured artifact, such as a flow, a job, or a web
service. Values are case-insensitive.

Parent Element

<resource-types>

Child Elements

<name>, <display-name>, <description>, <actions>, <actions-delimiter>, <matcher-class>,
<provider-name>.
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Occurrence
Optional, zero or more

<policy-store> {0 or 1}
<applications> {0 or 1}
<application> {1 or nore}
<name> {1}
<description> {0 or 1}
<app-roles> {0 or 1}

<role-categories> {0 or 1}

<resource-types> {0 or 1}
<resource-type> {1 or nore}

<name> {1}
<display-name> {1}
<description> {0 or 1}
<provider-name> {1}
<matcher-class> {1}
<actions-delimiter> {1}
<actions> {0 or nore}

Example
The following example illustrates the configuration of a resource type:

<resour ce-types>
<resource-type>
<name>TaskF|l owResour ceType</ nane>
<di spl ay- name>TaskFl owResour ceType_di sp</ di spl ay- nane>
<descri ption>Resource Type for Task Fl ow</description>
<provi der - nane>r esTypePr ov</ provi der - name>
<mat cher-cl ass>
oracle.adf.control | er.security. TaskFl owPer ni ssi on</ mat cher - ¢l ass>
<actions-delimter> </actions-delimter>
<actions>custoni ze, vi ew</ acti ons>
</resource-type>
</resource-types>

The following points apply to the specification of a resource type:
* The name is required and case-insensitive.

*  The provider name is optional and case-insensitive. A provider is used when there
are resources managed in a store other than the security store.

When specified, the class in a <provider-name> element is used as a resource
finder. Queries for resources of this type (with the Resour ceManager method)
delegate to this class instead of using the built-in resource finder.

* The class specification is required and case-sensitive.
* The description and display specifications are optional and case-insensitive.

»  The action specification is optional and case-sensitive. The list of actions in a
resource type can be empty. An empty action list indicates that the actions on
instances of the resource type are determined externally.
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<resource-types>

This element specifies a set of resource types.

Parent Element

<application>

Child Elements

<resource-type>

Occurrence
Optional, zero or more
<policy-store> {0 or 1}
<applications> {0 or 1}
<application> {1 or nore}
<name> {1}

<description> {0 or 1}
<app-roles> {0 or 1}

<role-categories> {0 or 1}
<resource-types> {0 or 1}
<resource-type> {1 or nore}

<name> {1}
<display-name> {1}
<description> {0 or 1}
<provider-name> {1}
<matcher-class> {1}

<actions-delimiter> {1}
<actions> {0 or nore}

Example

For an example, see <resource-type>.

<role>

This element specifies an enterprise security role, as opposed to an application-level
role, and the members (and optionally owners) of that role.

Parent Element

<roles>

Child Elements

<description>, <display-name>, <guid>, <members>, <name>, <owners>

Occurrence

Optional, zero or more
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<jazn-realm> {0 or 1}
<realm> {0 or nore}
<name> {1}
<users> {0 or 1}
<user> {0 or nore}
<name> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<credentials> {0 or 1}
<roles> {0 or 1}
<role> {0 or nore}
<name> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<members> {0 or 1}
<member> {0 or nore}
<type> {1}
<name> {1}
<owners> {0 or 1}
<owner> {0 or nore}
<type> {1}
<name> {1}

Example

See <jazn-realm> for examples.

<role-categories>

This element specifies the parent element of <role-category> elements.

Parent Element

<application>

Child Elements

<role-category>

Occurrence
Optional, zero or one

<application> {1 or nore}
<name> {1}
<description> {0 or 1}
<app-roles> {0 or 1}
<app-role> {1 or nore}
<name> {1}
<class> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<uniquename> {0 or 1}
<extended-attributes> {0 or 1}
<attribute> {1 or nore}
<name> {1}
<values> {1}
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<value> {1 or nore}
<members> {0 or 1}
<member> {1 or nore}
<name> {1}
<class> {1}
<uniquename> {0 or 1}
<guid> {0 or 1}
<role-categories> {0 or 1
<role-category> {1 or nore}
<name> {1}
<description> {0 or 1}
<display-name> {0 or 1}

Example

See Using checkPermission for an example.

<role-category>

ORACLE

This element specifies a flat set of application roles.

Parent Element

<role-categories>

Child Elements

<name>, <display-name>, <description>, <members>

Occurrence
Optional, zero or one

<application> {1 or nore}
<name> {1}
<description> {0 or 1}
<app-roles> {0 or 1}
<app-role> {1 or nore}
<name> {1}
<class> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<uniquename> {0 or 1}
<extended-attributes> {0 or 1}
<attribute> {1 or nore}
<name> {1}
<values> {1}
<value> {1 or nore}
<members> {0 or 1}
<member> {1 or nore}
<name> {1}
<class> {1}
<uniquename> {0 or 1}
<guid> {0 or 1}
<role-categories> {0 or 1}
<role-category> {1 or nore}
<name> {1}
<description>{ 0 or 1}
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<display-name>{0 or 1}
<members> {0 or 1}

Example

See Using checkPermission for an example.

<role-name-ref>

This element specifies an application role within a role category.

Parent Element

<members>

Child Elements

None

Occurrence
Optional, zero or one

<application> {1 or nore}
<name> {1}
<description> {0 or 1}
<app-roles> {0 or 1}
<app-role> {1 or nore}
<name> {1}
<class> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<uniquename> {0 or 1}
<extended-attributes> {0 or 1}
<attribute> {1 or nore}
<name> {1}
<values> {1}
<value> {1 or nore}
<members> {0 or 1}
<member> {1 or nore}
<name> {1}
<class> {1}
<uniquename> {0 or 1}
<guid> {0 or 1}
<role-categories> {0 or 1}
<role-category> {1 or nore}
<name> {1}
<description> {0 or 1}
<members> {0 or 1}
<role-name-ref> {1}

<roles>

This element specifies a set of enterprise roles that belong to the security realm.
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Parent Element

<realm>

Child Elements

<role>

Occurrence
Optional, zero or one

<jazn-realm> {0 or 1}
<realm> {0 or nore}
<name> {1}
<users> {0 or 1}
<user> {0 or nore}
<name> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<credentials> {0 or 1}
<roles> {0 or 1}
<role> {0 or nore}
<name> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<members> {0 or 1}
<member> {0 or nore}
<type> {1}
<name> {1}
<owners> {0 or 1}
<owner> {0 or nore}
<type> {1}
<name> {1}

Example

See <jazn-realm> for an example.

This element specifies the type of an enterprise group member or role owner:

specifically, whether the member or owner is a user or another role:

<type>user</type>
Or:

<type>rol e</type>
Parent Element

<member> or <owner>

Child Elements

None

Appendix B
<type>
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Occurrence
Required, one only

<jazn-realm> {0 or 1}
<realm> {0 or nore}

<name> {1}
<users> {0 or 1}

<roles> {0 or 1}
<role> {0 or nore}
<name> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<members> {0 or 1}
<member> {0 or nore}
<type> {1}
<name> {1}
<owners> {0 or 1}
<owner> {0 or nore}
<type> {1}
<name> {1}

Example

See <jazn-realm> for examples.

<type-name-ref>

This element specifies the resource type of a resource.

Parent Element

<member-resource>, <resource>

Child Elements

None

Occurrence

One only. Required within <resource> or <member-resource>.

<resources> (0 or nore)
<resource> (1 or nore)
<name> (1)
<display-name> (1)
<description> {0 or 1}
<type-name-ref> (1)

Example

For an example, see <resource>.
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<uniquename>

ORACLE

This element, for internal use, takes a string value to specify a uniqgue name to
reference the item. (The JpsPri nci pal class can use a GUID and unique name, both
computed by the underlying policy provisioning APIs, to uniquely identify a principal.)
Depending on the parent element, the item could be an application role, application
role member (not an enterprise group member), or principal. It uniquely identifies the
item. A unigue name is sometimes generated and used internally by Oracle Platform
Security.

The unique name for an application role would be: " appi d=appl i cati on_nane,
name=act ual _r ol ename“. For example:

<princi pal >
<cl ass>
oracl e.security.jps.service.policystore.adninrol es. Adm nRol ePri nci pal
</class>
<uni quenane>
APPI D=App1, nanme="FARM:D. 1. 2. 3, APPLI CATI ON=Pol i cySer vl et , TYPE=OPERATCR"
</ uni quenane>
</ principal >

Parent Element

<app-role>, <member>, or <principal>

Child Elements

None

Occurrence
Optional, zero or one

<policy-store> {0 or 1}
<applications> {0 or 1}
<application> {1 or nore}

<name> {1}

<description> {0 or 1}

<app-roles> {0 or 1}

<app-role> {1 or nore}

<name> {1}
<class> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<uniquename> {0 or 1}
<extended-attributes> {0 or 1}

<members> {0 or 1}
<member> {1 or nore}
<name> {1}
<class> {1}
<uniquename> {0 or 1}
<guid> {0 or 1}

<jazn-policy> {0 or 1}
<grant> {0 or nore}

B-50



Appendix B
<url>

<description> {0 or 1}
<grantee> {0 or 1}
<principals> {0 or 1}
<principal> {0 or nore}
<name> {1}
<class> {1}
<uniquename> {0 or 1}
<guid> {0 or 1}
<codesource> {0 or 1}
<url> {1}
<permissions> {0 or 1}
<permission> {1 or nore}
<class> {1}
<name> {0 or 1}
<actions> {0 or 1}

<url>
This element specifies the URL of the code granted permissions.
Note the following points:
e URL values cannot be restricted to a single class.
e URL values with ".jar" suffix match the JAR files in the specified directory.
e URL values with "/" suffix match all class files (not JAR files) in the specified
directory.
e URL values with "/*" suffix match all files (both class and JAR files) in the specified
directory.
e URL values with "/-" suffix match all files (both class and JAR files) in the specified
directory and, recursively, all files in subdirectories.
e The system variables or acl e. depl oyed. app. di r and or acl e. depl oyed. app. ext
can be used to specify a URL independent of the platform.
Parent Element
<codesource>
Child Elements
None
Occurrence
Required within parent element, one only
<jazn-policy> {0 or 1}
<grant> {0 or nore}
<description> {0 or 1}
<grantee> {0 or 1}
<principals> {0 or 1}
<principal> {0 or nore}
<name> {1}
<class> {1}
<uniquename> {0 or 1}
<guid> {0 or 1}
<codesource> {0 or 1}
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<url> {1}
<permissions> {0 or 1}
<permission> {1 or nore}
<class> {1}
<name> {0 or 1}
<actions> {0 or 1}

Example

The following example illustrates the use of the system variables
oracl e. depl oyed. app. dir and or acl e. depl oyed. app. ext to specify URLs
independent of the server platform.

Suppose an application grant requires a codesource URL that differs with the server
platform:

<grant >
<grant ee>
<codesour ce>
<url>file:${domai n. hone}/servers/ ${webl ogi c. Nane}/t np/ _W._user/ nmyApp/ - </
url>
</ codesour ce>
</ grant ee>
<permi ssions> ... </perm ssions>
</ grant>

Then, using the following system variable settings:

- Dor acl e. depl oyed. app. di r =${ DOVAI N_HOVE} / ser ver s/ ${ SERVER_NAME}/ t np/ _W.__user
- Doracl e. depl oyed. app. ext=/ -

the following specification is possible:

<grant >
<grant ee>
<codesour ce>
<url>file:${oracl e.depl oyed. app. di r}/ <MyApp>${ or acl e. depl oyed. app. ext } </
url >
</ codesour ce>
</ grant ee>
<permissions> ... </perm ssions>
</ grant>

This element specifies a user within a realm.

Attributes
Name Description
deactivat ed Specifies whether the user is valid or not.

Setto t r ue if you want to maintain a user in the configuration
file but not have it be a currently valid user. This is the initial
configuration of the anonynous user in the j azn. comrealm, for
example.

Values: true or fal se
Default: f al se
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Parent Element

<users>

Child Elements

<name>, <display-name>, <description>, <guid>, <credentials>

Occurrence
Optional, zero or more

<jazn-realm> {0 or 1}
<realm> {0 or nore}
<name> {1}
<users> {0 or 1}
<user> {0 or nore}
<name> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<credentials> {0 or 1}
<roles> {0 or 1}

Example

See <jazn-realm> for examples.

<users>

This element specifies the set of users belonging to a realm.

Parent Element

<realm>

Child Elements

<user>

Occurrence
Optional, zero or one

<jazn-realm> {0 or 1}
<realm> {0 or nore}
<name> {1}
<users> {0 or 1}
<user> {0 or nore}
<name> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<credentials> {0 or 1}
<roles> {0 or 1}
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Example

See <jazn-realm> for an example.

<value>

This element specifies a value for an attribute. Specify additional attributes for
application-level roles with the <extended-attributes> element.

Parent Element

<attribute>

Child Elements

None

Occurrence
Required within the parent element, one only

<policy-store> {0 or 1}
<applications> {0 or 1}
<application> {1 or nore}
<name> {1}
<description> {0 or 1}
<app-roles> {0 or 1}
<app-role> {1 or nore}
<name> {1}
<class> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<uniquename> {0 or 1}
<extended-attributes> {0 or 1}
<attribute> {1 or nore}
<name> {1}
<values> {1}
<value> {1 or nore}
<members> {0 or 1}
<member> {1 or nore}
<name> {1}
<class> {1}
<uniquename> {0 or 1}
<guid> {0 or 1}

Example

<app-rol es>
<app-rol e>
<name>Kni ght </ name>
<di spl ay- name>Fel | owshi p of the Ring</display-name>
<cl ass>oracl e. security.jps.service.policystore. ApplicationRol e</cl ass>
<extended-attri butes>
<attribute>
<name>SCOPE</ name>
<val ues>
<val ue>Part -1 </val ue>
</val ues>
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<[attribute>
</ extended-attributes>
</ app-rol e>

This element specifies a set of values, each of which specify the value of an attribute.
An attribute can have more than one value.

Parent Element

<attribute>

Child Elements

<value>

Occurrence
Required within the parent element, one only

<policy-store> {0 or 1}
<applications> {0 or 1}
<application> {1 or nore}
<name> {1}
<description> {0 or 1}
<app-roles> {0 or 1}
<app-role> {1 or nore}
<name> {1}
<class> {1}
<display-name> {0 or 1}
<description> {0 or 1}
<guid> {0 or 1}
<uniquename> {0 or 1}
<extended-attributes> {0 or 1}
<attribute> {1 or nore}
<name> {1}
<values> {1}
<value> {1 or nore}
<members> {0 or 1}
<member> {1 or nore}
<name> {1}
<class> {1}
<uniquename> {0 or 1}
<guid> {0 or 1}

Example

<app-rol es>
<app-rol e>
<nanme>Kni ght </ name>
<di spl ay- name>Fel | owshi p of the Ring</displ ay-name>
<cl ass>oracl e. security.jps.service.policystore. ApplicationRol e</cl ass>
<ext ended-attri butes>
<attribute>
<nanme>SCOPE</ nanme>
<val ues>
<val ue>Part - </ val ue>
</val ues>
<lattribute>
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</ extended-attributes>
<[ app-rol e>
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Oracle Fusion Middleware Audit
Framework Reference

This appendix describes how to use Oracle Fusion Middleware Audit Framework to
create and develop reports from your audit data.
This appendix includes the following topics:

e Audit Events

*  The Audit Schema

e Audit Filter Expression Syntax

* Naming and Logging Audit Files

This appendix covers reports based on the report template model of Oracle Business
Intelligence Publisher 10g. For information about a different approach based on the
audit dynamic model, see Using Audit Analysis and Reporting .

Audit Events

The following sections describe the components, the events, and the attributes that
you use with audit:

*  What Components Can Be Audited?
*  System Categories and Events
*  OPSS Event Attributes

What Components Can Be Audited?

The Audit Framework provides the foundation to audit Oracle Fusion Middleware
components and applications, such as the following:

« OPSS

e Oracle Web Services Manager

*  Oracle Directory Integration Platform
e Oracle HTTP Server

* Oracle Internet Directory

This appendix provides audit information for events generated by OPSS only. For
information about audit in other components and applications, refer to the respective
administration guides.

System Categories and Events

ORACLE

The Audit Framework allows you to audit events in several core platform security
services, including:
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System events for OPSS services

Core OPSS
Identity Governance Services

Identity virtualization

Appendix C
Audit Events

The following tables list specific events:

Table C-1
Table C-2
Table C-3
Table C-4

Table C-1 System Categories and Events

Category Event

Description

UserSession  UserlLogin
UserLogins

UserLogout
UserLogouts

Authentication

InternalLogin
InternalLogout

QuerySession

ModifySession

Authorization = CheckAuthorization

Data Access  CreateDataltem
Create a data item

DeleteDataltem

QueryDataltemAttribute
s

ModifyDataltemAttribut
es
AccountManag ChangePassword
ement CreateAccount

DeleteAccount

EnableAccount

In applications with multiple tiers, inner tiers often use
some special user ID to log in to the next tier. These
logins are considered in the separate Internal Logins
category. The User Login/Logout events only records
actions by regular users.

An end user or administrator logs out.

Similar to UserLogin/InternalLogin, except that no
session is created, so there is no corresponding
UserLogout/InternalLogout. This event is usually
generated by lower layers, while login is generated
by higher layers.

An internal login between two tiers.
An internal logout between two tiers.

Query the attributes within a session object for a
logged-in user.

Modify the attributes within a session object for a
logged-in user.

Set of authorization events.

Delete a data item.

Query the attributes associated with a data item.

Modify the attributes associated with a data item, for
example access.

Create a user, group, or any principal account.

Delete an account for a user, group, or other
principal.

Enable an account for a user, group, or other
principal
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Table C-1 (Cont.) System Categories and Events

Category

Event

Description

ServiceManag
ement

ServiceUtilize

PeerAssocMa
nagement

DataViaAssoci
ate

DataltemCont
entAccess

Exceptional

DisableAccount

QueryAccount
ModifyAccount
InstallService
RemoveService
QueryServiceConfig
ModifyServiceConfig
DisableService
EnableService
InvokeService

TerminateService

QueryProcessContext

ModifyProcessContext

CreatePeerAssoc

TerminatePeerAssoc

QueryAssocContext

ModifyAssocContext

NA

ReceiveDataViaAssoc
SendDataViaAssoc
CreateDataltemAssoc

TerminateDataltemAss
oc

QueryDataltemAssocC

ontext

ModifyDataltemAssocC

ontext

QueryDataltemContent

S

ModifyDataltemContent

StartSystem
ShutdownSystem

Disable an account for a user, group, or other
principal.

Query the user's account.

Modify the account attributes.

Install or upgrade a service or an application.
Uninstall a service or an application.

Query the configuration of a service or application.
Modify the configuration of a service or application.
Shut down or disable a service or application.
Start up or enable a service or application.

Call a service or an application.

Terminate a service or an application, either at the
request of the application itself or by intervention
of the domain in response to user or administrative
action.

Query the attributes associated with the current
processing context.

Modify the attributes associated with the current
processing context.

Creates a communication channel between system
components.

Terminates a communication channel between
system components.

Query attributes associated with a communication
channel between system components.

Modify attributes associated with a communication
channel between system components

a communication channel between system
components

Receive data from an associated peer.
Send data to an associated peer.
Open a data item, for example a file.

Close a data item, for example a file.

Query attributes of a data item, for example mode of
access, size limits, access paths, and so on.

Modify attributes of a data item.

Read the data item.

Write or append to the data item.
Boot a system host.

Shut down the system.
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Table C-1 (Cont.) System Categories and Events

Category Event Description
ResourceExhausted Resources like data storage or communication
endpoints have been exhausted.
ResourceCorrupted Resources like data storage have integrity failures.
BackupDatastore Make a backup copy of a data store.
RecoverDatastore Recover a data store from a backup copy.

AuditService  ConfigureAuditPolicy

ConfigureAuditReposito
ry

Modify parameters that control audit, such as audit
event filtering.

Configure the audit storage type.

Table C-2 Core OPSS Events

Event Category Event Type

Attributes used by Event

Authorization CheckPermission

CheckSubject

IsAccessAllowed

CredentialManageme CreateCredential
nt

ComponentType, Instanceld, Hostld,
HostNwaddr, Moduleld, Processld,
OracleHome, Homelnstance, ECID,

RID, ContextFields, Sessionld,
TargetComponentType, ApplicationName,
EventType, EventCategory,

EventStatus, TstzOriginating, Threadld,
ComponentName, Initiator, MessageText,
FailureCode, RemotelP, Target, Resource,
Roles, CodeSource, Principals,
InitiatorGUID, Subject, PermissionAction,
PermissionTarget, PermissionClass

ComponentType, Instanceld, Hostld,
HostNwaddr, Moduleld, Processlid,
OracleHome, Homelnstance, ECID,

RID, ContextFields, Sessionid,
TargetComponentType, ApplicationName,
EventType, EventCategory,

EventStatus, TstzOriginating, Threadld,
ComponentName, Initiator, MessageText,
FailureCode, RemotelP, Target, Resource,
Roles, CodeSource, Principals,
InitiatorGUID, Subject

NA

ComponentType, Instanceld, Hostld,
HostNwaddr, Moduleld, Processid,
OracleHome, Homelnstance, ECID,

RID, ContextFields, Sessionld,
TargetComponentType, ApplicationName,
EventType, EventCategory,

EventStatus, TstzOriginating, Threadld,
ComponentName, Initiator, MessageText,
FailureCode, RemotelP, Target, Resource,
Roles, mapName, key, CodeSource,
Principals, InitiatorGUID
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Table C-2 (Cont.) Core OPSS Events

_______________________________________________________________________|
Event Category Event Type Attributes used by Event

DeleteCredential ComponentType, Instanceld, Hostld,
HostNwaddr, Moduleld, Processlid,
OracleHome, Homelnstance, ECID,

RID, ContextFields, Sessionid,
TargetComponentType, ApplicationName,
EventType, EventCategory,

EventStatus, TstzOriginating, Threadld,
ComponentName, Initiator, MessageText,
FailureCode, RemotelP, Target, Resource,
Roles, mapName, key, CodeSource,
Principals, InitiatorGUID

AccessCredential ComponentType, Instanceld, Hostld,
HostNwaddr, Moduleld, Processid,
OracleHome, Homelnstance, ECID,

RID, ContextFields, Sessionid,
TargetComponentType, ApplicationName,
EventType, EventCategory,

EventStatus, TstzOriginating, Threadld,
ComponentName, Initiator, MessageText,
FailureCode, RemotelP, Target, Resource,
Roles, mapName, key, CodeSource,
Principals, InitiatorGUID

ModifyCredential ComponentType, Instanceld, Hostld,
HostNwaddr, Moduleld, Processid,
OracleHome, Homelnstance, ECID,

RID, ContextFields, Sessionlid,
TargetComponentType, ApplicationName,
EventType, EventCategory,

EventStatus, TstzOriginating, Threadld,
ComponentName, Initiator, MessageText,
FailureCode, RemotelP, Target, Resource,
Roles, mapName, key, CodeSource,
Principals, InitiatorGUID

PolicyManagement PolicyGrant ComponentType, Instanceld, Hostld,
HostNwaddr, Moduleld, Processld,
OracleHome, Homelnstance, ECID,

RID, ContextFields, Sessionld,
TargetComponentType, ApplicationName,
EventType, EventCategory,

EventStatus, TstzOriginating, Threadld,
ComponentName, Initiator, MessageText,
FailureCode, RemotelP, Target, Resource,
Roles, CodeSource, Principals,
InitiatorGUID, PermissionAction,
PermissionTarget, PermissionClass,
PermissionScope
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Table C-2 (Cont.) Core OPSS Events

_______________________________________________________________________|
Event Category Event Type Attributes used by Event

PolicyRevoke ComponentType, Instanceld, Hostld,
HostNwaddr, Moduleld, Processlid,
OracleHome, Homelnstance, ECID,

RID, ContextFields, Sessionid,
TargetComponentType, ApplicationName,
EventType, EventCategory,

EventStatus, TstzOriginating, Threadld,
ComponentName, Initiator, MessageText,
FailureCode, RemotelP, Target, Resource,
Roles, CodeSource, Principals,
InitiatorGUID, PermissionAction,
PermissionTarget, PermissionClass,
PermissionScope

RoleManagement RoleMembershipAdd ComponentType, Instanceld, Hostld,
HostNwaddr, Moduleld, Processid,
OracleHome, Homelnstance, ECID,

RID, ContextFields, Sessionlid,
TargetComponentType, ApplicationName,
EventType, EventCategory,

EventStatus, TstzOriginating, Threadld,
ComponentName, Initiator, MessageText,
FailureCode, RemotelP, Target,
Resource, Roles, CodeSource,
Principals, InitiatorGUID, ApplicationRole,
EnterpriseRoles, PermissionScope

RoleMembershipRemove ComponentType, Instanceld, Hostld,
HostNwaddr, Moduleld, Processld,
OracleHome, Homelnstance, ECID,

RID, ContextFields, Sessionld,
TargetComponentType, ApplicationName,
EventType, EventCategory,

EventStatus, TstzOriginating, Threadld,
ComponentName, Initiator, MessageText,
FailureCode, RemotelP, Target,
Resource, Roles, CodeSource,
Principals, InitiatorGUID, ApplicationRole,
EnterpriseRoles, PermissionScope

RolePolicyManageme RolePolicyCreation CodeSource, Principals,

nt InitiatorGUID, InitiatorDN,
ManagedApplication, PolicyName,
PolicyApplicationRolePrincipals,
RoleMembers, PolicyRules,
ResourceNames,
ResourceNameExpressions,
PolicyApplicationRolePrincipalsOld,
RoleMembersOld, PolicyRulesOld,
ResourceNamesOld,
ResourceNameExpressionsOld
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Table C-2 (Cont.) Core OPSS Events

_______________________________________________________________________|
Event Category Event Type Attributes used by Event

,RolePolicyModification CodeSource, Principals,
InitiatorGUID, InitiatorDN,
ManagedApplication, PolicyName,
PolicyApplicationRolePrincipals,
RoleMembers, PolicyRules,
ResourceNames,
ResourceNameExpressions,
PolicyApplicationRolePrincipalsOld,
RoleMembersOld, PolicyRulesOld,
ResourceNamesOld,
ResourceNameExpressionsOld

RolePolicyDeletion CodeSource, Principals,
InitiatorGUID, InitiatorDN,
ManagedApplication, PolicyName,
PolicyApplicationRolePrincipals,
RoleMembers, PolicyRules,
ResourceNames,
ResourceNameExpressions,
PolicyApplicationRolePrincipalsOld,
RoleMembersOld, PolicyRulesOld,
ResourceNamesOld,
ResourceNameExpressionsOld

ResourceManagemen ResourceCreation InitiatorDN, GUID, CodeSource,

t Principals, Permission,
PermissionClass, ManagedApplication,
ResName, ResTypeName,
PolicyDomainName, ResourceAttributes,
Cascade, ModifiedAttributeName,
ModifiedAttributeValue,
ModifiedAttributeValueOld,
ResourceAttributesOld, SqlPredicate,
SqlPredicateOld, XmIExpression,
XmlExpressionOld,

ResourceDeletion InitiatorDN, GUID, CodeSource,
Principals, Permission,
PermissionClass, ManagedApplication,
ResName, ResTypeName,
PolicyDomainName, ResourceAttributes,
Cascade, ModifiedAttributeName,
ModifiedAttributeValue,
ModifiedAttributeValueOld
ResourceAttributesOld, SqlPredicate,
SqlPredicateOld, XmIExpression,
XmlExpressionOld,

ORACLE ..



Table C-2 (Cont.) Core OPSS Events

Appendix C
Audit Events

Event Category Event Type

Attributes used by Event

ResourceModification

KeyStoreManagement CreateKeyStore

DeleteKeyStore

ModifyKeyStore

PermissionSet PermissionSetCreation
Management

PermissionSetDeletion

PermissionSetModification

InitiatorDN, GUID, CodeSource,
Principals, Permission,
PermissionClass, ManagedApplication,
ResName, ResTypeName,
PolicyDomainName, ResourceAttributes,
Cascade, ModifiedAttributeName,
ModifiedAttributeValue,
ModifiedAttributeValueOld,
ResourceAttributesOld, SqlPredicate
SqlPredicateOld, XmlExpression,
XmlExpressionOld,

stripeName, keystoreName, alias,
operation, CodeSource, Principals,
InitiatorGUID

stripeName, keystoreName, alias,
operation, CodeSource, Principals,
InitiatorGUID

stripeName, keystoreName, alias,
operation, CodeSource, Principals,
InitiatorGUID

InitiatorDN, GUID, CodeSource,

Principals, Permission, PermissionClass,
ManagedApplication, PermissionSetName,
PolicyDomainName, ResourceActions,
Cascade, ModifiedAttributeName,
ModifiedAttributeValue,
ModifiedAttributeValueOld,
ResourceActionsOld

InitiatorDN, GUID, CodeSource,

Principals, Permission, PermissionClass,
ManagedApplication, PermissionSetName,
PolicyDomainName, ResourceActions,
Cascade, ModifiedAttributeName,
ModifiedAttributeValue,
ModifiedAttributeValueOld,
ResourceActionsOld

InitiatorDN, GUID, CodeSource,

Principals, Permission, PermissionClass,
ManagedApplication, PermissionSetName,
PolicyDomainName, ResourceActions,
Cascade, ModifiedAttributeName,
ModifiedAttributeValue,
ModifiedAttributeValueOld,
ResourceActionsOld

ORACLE
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Table C-3 Identity Governance Service Events

Event Category Event Type

Attributes used by Event

UserSession Authentication

DataAccess CreateDataltem

DeleteDataltem

ModifyDataltemAttributes

Initiator, EventType, EventStatus,
MessageText, ApplicationName,
AuditService:Transactionld, ContextFields,
ECID, EventCategory, FailureCode,
MajorVersion, MinorVersion, RID,
RemotelP, Resource, Roles, Sessionid,
Target, Threadld, AuthenticationMethod

Initiator, EventType, EventStatus,
MessageText, ApplicationName,
AuditService:Transactionld, ContextFields,
ECID, EventCategory, FailureCode,
MajorVersion, MinorVersion, RID,
RemotelP, Resource, Roles, Sessionld,
Target, Threadld, AuthenticationMethod

Initiator, EventType, EventStatus,
MessageText, ApplicationName,
AuditService:Transactionld, ContextFields,
ECID, EventCategory, FailureCode,
MajorVersion, MinorVersion, RID,
RemotelP, Resource, Roles, Sessionld,
Target, Threadld, AuthenticationMethod

Initiator, EventType, EventStatus,
MessageText, ApplicationName,
AuditService:Transactionld, ContextFields,
ECID, EventCategory, FailureCode,
MajorVersion, MinorVersion, RID,
RemotelP, Resource, Roles, Sessionld,
Target, Threadld, AuthenticationMethod

Table C-4 Identity Virtualization Library Events

Event Category Eventy Type

Attributes used by Event

LDAPEnNtryAccess Add

Delete

ORACLE

Initiator, EventType, EventStatus,
MessageText, ApplicationName,
AuditService:Transactionld, ContextFields,
ECID, EventCategory, FailureCode,
MajorVersion, MinorVersion, RID,
RemotelP, Resource Roles, Sessionld,
Target, Threadld, AuthenticationMethod

Initiator, EventType, EventStatus,
MessageText, ApplicationName,
AuditService:Transactionld, ContextFields,
ECID, EventCategory, FailureCode,
MajorVersion, MinorVersion, RID,
RemotelP, Resource, Roles, Sessionld,
Target, Threadld, AuthenticationMethod

C-9



Appendix C
Audit Events

Table C-4 (Cont.) Identity Virtualization Library Events

_______________________________________________________________________|
Event Category Eventy Type Attributes used by Event

Modify Initiator, EventType, EventStatus,
MessageText, ApplicationName,
AuditService:Transactionld, ContextFields,
ECID, EventCategory, FailureCode,
MajorVersion, MinorVersion, RID,
RemotelP, Resource, Roles, Sessionld,
Target, Threadld, AuthenticationMethod

Rename Initiator, EventType, EventStatus,
MessageText, ApplicationName,
AuditService:Transactionld, ContextFields,
ECID, EventCategory, FailureCode,
MajorVersion, MinorVersion, RID,
RemotelP, Resource, Roles, Sessionld,
Target, Threadld, AuthenticationMethod

UserSession UserLogin.FAILURESONL Initiator, EventType, EventStatus,
Y MessageText, ApplicationName,
AuditService: Transactionld, ContextFields,
ECID, EventCategory, FailureCode,
MajorVersion, MinorVersion, RID,
RemotelP, Resource, Roles, Sessionld,
Target, Threadld, AuthenticationMethod

DataAccess QueryDataltemAttributes  Initiator, EventType, EventStatus,
MessageText, ApplicationName,
AuditService: Transactionld, ContextFields,
ECID, EventCategory, FailureCode,
MajorVersion, MinorVersion, RID,
RemotelP, Resourc,e Roles, Sessionld,
Target, Threadld, AuthenticationMethod

ModifyDataltemAttributes Initiator, EventType, EventStatus,
MessageText, ApplicationName,
AuditService:Transactionld, ContextFields,
ECID, EventCategory, FailureCode,
MajorVersion, MinorVersion, RID,
RemotelP, Resource, Roles, Sessionld,
Target, Threadld, AuthenticationMethod

¢ See also:

Audit Events and Event Categories

OPSS Event Attributes

Table C-5 lists attributes of audit events.
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Table C-5 Attributes of Audit Events

Appendix C
Audit Events

Namespace

Attribute Name

Description

common

ApplicationName

AuditUser

ComponentData

ComponentName

ComponentType

ContextFields

DomainName
ECID

EventCategory

EventStatus

EventType

FailureCode

Homelnstance

Hostld
HostNwaddr

Initiator

Instanceld

MajorVersion
MessageText
MinorVersion
Moduleld

OracleHome
Processld
RemotelP

Resource

The Java EE application name.

Identifies the user name of the user who is running
the application.

Where component-specific data are stored when
there is no component-specific table in the
schema.

The name of this component.
Type of the component.

This attribute contains the context fields extracted
from the dms context.

The WebLogic Server domain.

Identifies the thread of execution in which the
originating component participates.

The category of the audit event.

The outcome of the audit event - success or
failure.

The type of the audit event. Use the
l'i st Audi t Event s command to list out all the
events.

The error code in case EventStatus = failure

The ORACLE_| NSTANCE directory of the
component.

DN of originating host.

The IP or other network address of originating
host.

Identifies the UID of the user who is doing the
operation.

The name of the instance to which this component
belongs.

The major version of a component.
Description of the audit event.
The minor version of a component.

The ID of the module that originated the message.
Interpretation is unique within Component ID.

The ORACLE_HOVE directory of the component.
The ID of the process that originated the message.
The IP address of the client initiating this event.

Identifies a resource being accessed, such as a
web page, a file, a directory, a web service, or a
document. The resource name combines the host
name and the URI.
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Table C-5 (Cont.) Attributes of Audit Events
|

Namespace Attribute Name Description

RID This is the relationship identifier. Used to provide
the full and correct calling relationships between
threads and processes.

Roles The roles that the user was granted at the time of
login.

ServerName The name of the server.

Sessionld The ID of the login session.

Target Identifies the UID of the user on whom the
operation is being done. For example, if Alice
changes Bob's password, then Alice is the initiator
and Bob is the target.

TargetComponentType  The target component type.

TstzOriginating

Threadld
Tenantld
Transactionld

UserTenantld

Date and time when the audit event was
generated.

The ID of the thread that generated this event.
The tenant ID.
The transaction ID.

The user tenant ID.

AuditService Transactionld The transaction ID.
UserSession AuthenticationMethod The Authentication method, namely password,
SSL, Kerberos and so on.
¢ See also:

Audit Attribute Groups

The Audit Schema

Even though prebuilt reports use a subset of event attributes, the Audit Framework
allows using the entire event attribute set in your custom reports.

ORACLE

Table C-6 and Table C-7 describe the audit schema. The | AU_I D column in the schema
is indexed to enhance query performance.

Table C-6 The Audit Schema

Table Name Column Name Data Type Nullable Column ID
BASE TABLE IAU_ID NUMBER Yes 1
IAU_ORGID VARCHAR2(255  Yes 2
Bytes)
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Table C-6 (Cont.) The Audit Schema

Appendix C
The Audit Schema

Table Name Column Name Data Type Nullable Column ID

IAU_COMPONENTID VARCHAR2(255 Yes 3
Bytes)

IAU_COMPONENTTYPE VARCHAR2(255 Yes 4
Bytes)

IAU_INSTANCEID VARCHAR2(255 Yes 5
Bytes)

IAU_HOSTINGCLIENTID VARCHAR2(255 Yes 6
Bytes)

IAU_HOSTID VARCHAR2(255 Yes 7
Bytes)

IAU_HOSTNWADDR VARCHAR2(255 Yes 8
Bytes)

IAU_MODULEID VARCHAR2(255 Yes 9
Bytes)

IAU_PROCESSID VARCHAR2(255 Yes 10
Bytes)

IAU_ORACLEHOME VARCHAR2(255 Yes 11
Bytes)

IAU_HOMEINSTANCE VARCHAR2(255 Yes 12
Bytes)

IAU_UPSTREAMCOMPONENT VARCHAR2(255 Yes 13

ID Bytes)

IAU_DOWNSTREAMCOMPON VARCHAR2(255 Yes 14

ENTID Bytes)

IAU_ECID VARCHAR2(255 Yes 15
Bytes)

IAU_RID VARCHAR2(255 Yes 16
Bytes)

IAU_CONTEXTFIELDS VARCHAR2(2000 Yes 17
Bytes)

IAU_SESSIONID VARCHAR2(255 Yes 18
Bytes)

IAU_SECONDARYSESSIONID VARCHAR2(255  Yes 19
Bytes)

IAU_APPLICATIONNAME VARCHAR2(255 Yes 20
Bytes)

IAU_TARGETCOMPONENTTY VARCHAR2(255 Yes 21

PE Bytes)

IAU_EVENTTYPE VARCHAR2(255 Yes 22
Bytes)

IAU_EVENTCATEGORY VARCHAR2(255 Yes 23
Bytes)

IAU_EVENTSTATUS NUMBER Yes 24

IAU_TSTZORIGINATING TIMESTAMP(6) Yes 25
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Table C-6 (Cont.) The Audit Schema
|

Appendix C
The Audit Schema

Table Name Column Name Data Type Nullable Column ID
IAU_THREADID VARCHAR2(255 Yes 26
Bytes)
IAU_COMPONENTNAME VARCHAR2(255 Yes 27
Bytes)
IAU_INITIATOR VARCHAR2(255 Yes 28
Bytes)
IAU_MESSAGETEXT VARCHAR2(255 Yes 29
Bytes)
IAU_FAILURECODE VARCHAR2(255 Yes 30
Bytes)
IAU_REMOTEIP VARCHAR2(255 Yes 31
Bytes)
IAU_TARGET VARCHAR2(255  Yes 32
Bytes)
IAU_RESOURCE VARCHAR2(255 Yes 33
Bytes)
IAU_ROLES VARCHAR2(255 Yes 34
Bytes)
IAU_AUTHENTICATIONMETH VARCHAR2(255 Yes 35
oD Bytes)
IAU_TRANSACTIONID VARCHAR2(255 Yes 36
Bytes)
IAU_DOMAINNAME VARCHAR2(255 Yes 37
Bytes)
IAU_COMPONENTDATA clob yes 38
DIP IAU_ID NUMBER Yes
IAU_TSTZORIGINATING TIMESTAMP(6) Yes 2
IAU_EVENTTYPE VARCHAR2(255 Yes 3
Bytes)
IAU_EVENTCATEGORY VARCHAR2(255 Yes 4
Bytes)
IAU_ASSOCIATEPROFILENAM VARCHAR2(512 Yes 5
E Bytes)
IAU_PROFILENAME VARCHAR2(512  Yes 6
Bytes)
IAU_ENTRYDN VARCHAR2(1024 Yes 7
Bytes)
IAU_PROVEVENT VARCHAR2(2048 Yes 8
Bytes)
IAU_JOBNAME VARCHAR2(128 Yes 9
Bytes)
IAU_JOBTYPE VARCHAR2(128  Yes 10
Bytes)
IAU_DISP_N IAU_LOCALE_STR VARCHAR2(7 1
AME_TL Bytes)
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Table C-6 (Cont.) The Audit Schema
|

Appendix C
The Audit Schema

Table Name Column Name Data Type Nullable Column ID
IAU_DISP_NAME_KEY VARCHAR2(255 2
Bytes)
IAU_COMPONENT_TYPE VARCHAR2(255 3
Bytes)
IAU_DISP_NAME_KEY_TYPE VARCHAR2(255 4
Bytes)
IAU_DISP_NAME_TRANS VARCHAR2(4000 Yes 5
Bytes)
IAU_LOCAL IAU_LOC_LANG VARCHAR2(2 Yes 1
E_MAP_TL Bytes)
IAU_LOC_CNTRY VARCHAR2(3 Yes 2
Bytes)
IAU_LOC_STR VARCHAR2(7 Yes 3

Bytes)

Table C-7 shows tables in the audit schema that support the dynamic metadata model.

Table C-7 Additional Audit Schema Tables
]

Table Name Column Name Data Type
IAU_COMMON IAU_ID NUMBER
IAU_Orgld VARCHAR(255)
IAU_Componentld VARCHAR(255)
IAU_ComponentType VARCHAR(255)
IAU_MajorVersion VARCHAR(255)
IAU_MinorVersion VARCHAR(255)
IAU_Instanceld VARCHAR(255)
IAU_HostingClientld VARCHAR(255)
IAU_Hostld VARCHAR(255)
IAU_HostNwaddr VARCHAR(255)
IAU_Moduleld VARCHAR(255)
IAU_Processld VARCHAR(255)
IAU_OracleHome VARCHAR(255)
IAU_Homelnstance VARCHAR(255)
IAU_UpstreamComponentid VARCHAR(255)
IAU_DownstreamComponentld  VARCHAR(255)
IAU_ECID VARCHAR(255)
IAU_RID VARCHAR(255
IAU_ContextFields VARCHAR(2000)
IAU_Sessionld VARCHAR(255)
IAU_SecondarySessionld VARCHAR(255)
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Table C-7 (Cont.) Additional Audit Schema Tables

Appendix C
The Audit Schema

Table Name Column Name Data Type
IAU_ApplicationName VARCHAR(255)
IAU_TargetComponentType VARCHAR(255)
IAU_EventType VARCHAR(255)
IAU_EventCategory VARCHAR(255)
IAU_EventStatus NUMBER
IAU_TstzOriginating TIMESTAMP
IAU_Threadld VARCHAR(255)
IAU_ComponentName VARCHAR(255)
IAU_Initiator VARCHAR(255)
IAU_MessageText VARCHAR(2000)
IAU_FailureCode VARCHAR(255)
IAU_RemotelP VARCHAR(255)
IAU_Target VARCHAR(255)
IAU_Resource VARCHAR(255)
IAU_Roles VARCHAR(255)
IAU_AuthenticationMethod VARCHAR(255)
IAU_Transactionld VARCHAR(255)
IAU_DomainName VARCHAR(255)
IAU_ComponentVersion VARCHAR(255)
IAU_ComponentData CLOB

IAU_CUSTOM IAU_ID NUMBER
IAU_BOOLEAN_O001 - NUMBER
IAU_BOOLEAN_050
IAU_INT_001 - IAU_INT_050 NUMBER
IAU_LONG_001 - NUMBER
IAU_LONG_050
IAU_FLOAT_001 - NUMBER
IAU_FLOAT 050
IAU_DOUBLE_001 - NUMBER
IAU_DOUBLE_050
IAU_STRING_001 - VARCHAR(2048)
IAU_STRING_100
IAU_DATETIME_001 - TIMESTAMP
IAU_DATETIME_050
IAU_LONGSTRING_001 - CLOB
IAU_LONGSTRING_050
IAU_BINARY_001 - BLOB
IAU_BINARY_050

IAU_AuditService IAU_ID NUMBER
IAU_Transactionld VARCHAR(255)
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Table C-7 (Cont.) Additional Audit Schema Tables

Table Name Column Name Data Type
IAU_USERSESSION IAU_ID NUMBER
IAU_AuthenticationMethod VARCHAR(255)

Audit Filter Expression Syntax

ORACLE

When you choose a custom audit policy, you have the option to specify a filter
expression along with an event.

For example, use the following expression:

Host 1d -eq "nyhost 123"

to enable the audit event for a particular host only. Enter this expression with the
set Audi t Pol i cy command.

An expression can be a Boolean or a literal.

<Expr> ::= <Bool eanExpressi on> | <Bool eanLiteral >

A boolean expression can use combinations of Rel at i onal Expr essi on with —and, -or,
-not and parenthesis. For example, (Host 1d -eq "stadl 17" -or ).

<Bool eanExpression> ::= <Rel ational Expressi on>
| “(" <Bool eanExpression> “)"
| <Bool eanExpressi on> “-and" <Bool eanExpressi on>
| <Bool eanExpression> “-or" <Bool eanExpr essi on>
| “-not" <Bool eanExpressi on>

A relational expression compares an attribute name (on the left hand side) with a literal
(on the right-hand side). The literal and the operator must be of the correct data type
for the attribute.

<Rel ati onal Expression> ::= <AttributeNane> <Rel ati onal Operator> <Literal >

Relational operators are particular to data types:

e -eq, -ne can be used with all data types
e -contains, -startswith, -endswith can be only used with strings

e -contains_case, -startswith_case and -endswith_case are case-sensitive versions
of these three functions

e -t -le, -gt, -ge can be used with numeric and datetime

<Rel ational Cperator>: = "-eq" | "-ne" | "-It" | "-le" | "-gt" | "-ge"
| "-contains" | "-contains_case"
| "-startswith" | "-startswith_case"
| "-endswith" | "-endsw th_case"

The rules for literals are:

» Boolean literals are true or f al se.
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« Date time literals must be enclosed in double quotes and can have different
formats. For example, “June 25, 2016 2:00 pm", “06/25/2016 2:00 pm" are both
valid.

e String literals are quotes, back-slash can be used to escape an embedded double
quote.

e Numeric literals are in their usual format.

For example:
<Literal> ::= <NunericLiteral > | <BooleanLiteral > | <DateTineLiteral > |
<StringLiteral ><Bool eanLiteral > ::= "true" | "fal se"

Naming and Logging Audit Files

In Java EE applications, the audit files names follow the pattern audi t *. | og. The
current file name is audit.log.

When that file fills up (it reaches the configured maximum audit file size which is
100MB), it is renamed to audi t <n>. | og and records are written to a new audi t. | og.
So the current logs are written to audi t . | og and old logs are found in audi t 1. | og,
audit 2.1 og, and so on.

In Java SE applications and system components, the audit log files hames follow the
pattern host name_pi d_audi t *. | og and these files follow a cycle similar to that of log
files in Java EE applications. The current log file name is host _pi d_audi t. | 0og. Note
that the process ID is embedded in log file names, as in host 12345 audit.| og.

After you configure an audit store, the audit loader reads these files and transfers
the records to the database. After transferring a log file (such as audi t 2. | og or
host 11925 audit 1.1 0g), it deletes the log file, but it never deletes the current log
filesaudit.| og or host pid audit.!log.

For applications with audit definitions in the dynamic model, the file names follow the
format audi t _naj or _ni nor. | 0og. Note that the file name has embedded the version
number asinaudit_1 2.1 o0g.

Log files follow the W3C extended logging format where:

*  #Fi el ds specifies all the fields in the rest of the file.
*  #Remar k specifies common attributes.

» Attributes are separated by spaces and missing attributes are indicated by a dash.

ORACLE C-18



User and Role API Reference

This appendix describes the attributes and parameters you use to develop applications
with the User and Role API for LDAP repositories.

" Note:

The User and Role APl is deprecated. Oracle recommends that you

use instead the ldentity Governance Framework and migrate usage to
this framework. For information about this migration, see Migrating to
Identity Directory API in Developing Applications with Identity Governance
Framework.

This appendix includes the following sections:
*  Mapping User Attributes to LDAP Directories
* Mapping Role Attributes to LDAP Directories

o Default Configuration Parameters

Mapping User Attributes to LDAP Directories

ORACLE

Table D-1 lists user attributes in the User Profi | e. property file and the attribute that
corresponds in the directory servers supported. IBM Tivoli and OpenLDAP use the
same set of parameters. Microsoft ADAM and Microsoft Active Directory use the same
set of parameters.

Table D-1 User Attributes in Directory Servers

User Oracle Embedded Microsoft ODS EE Novell OpenLDAP
Attribute Internet LDAP Active eDirectory

Directory  Server Directory
GUID orclguid uid objectguid  nsuniqueid guid entryuuid
USER_ID username uid uid uid uid uid

(see Note

below)
DISPLAY_NA displaynam displaynam displaynam displaynam displaynam displaynam
ME e e e e e e
BUSINESS_E mail mail mail mail mail mail
MAIL

DESCRIPTIO description description description description description description
N

EMPLOYEE_ employeeTy employeeTy employeeTy employeeTy employeeTy employeeTy
TYPE pe pe pe pe pe pe

D-1
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Table D-1 (Cont.) User Attributes in Directory Servers

User Oracle Embedded Microsoft ODS EE Novell OpenLDAP
Attribute Internet LDAP Active eDirectory

Directory  Server Directory
DEPARTMEN department department department department department department
T number number number number number number
DATE_OF_BI orcldateofhi - - - - -
RTH rth
BUSINESS_F facsimiletel facsimiletel facsimiletel facsimiletel facsimiletel facsimiletel
AX ephonenum ephonenum ephonenum ephonenum ephonenum ephonenum

ber ber ber ber ber ber
BUSINESS_ | I I I I I
CITY
BUSINESS_ ¢ c c c c c
COUNTRY
DATE_OF_HI orclhiredate - - - - -
RE
NAME cn uid cn uid cn cn
PREFERRED Preferredla preferredlan preferredlan preferredlan preferredlan preferredlan
_LANGUAGE nguage guage guage guage guage guage
BUSINESS_P postaladdre postaladdre postaladdre postaladdre postaladdre postaladdre
OSTAL_ADD ss ss ss ss ss ss
R
MIDDLE_NA orclmiddlen - - - - -
ME ame
ORGANIZATI ou ou ou ou ou ou
ONAL_UNIT

WIRELESS  orclwireless - - - - -
ACCT_NUMB accountnu

ER mber
BUSINESS_P postofficebo postofficebo postofficebo postofficebo postofficebo postofficebo
O_BOX X X X X X X
BUSINESS_S St st st st st st
TATE
HOME_ADD Homepostal homepostal homepostal homepostal homepostal homepostal
RESS address address address address address address
NAME_SUFF Generation generationq generationq generationq generationq generationq
IX qualifier ualifier ualifier ualifier ualifier ualifier
BUSINESS_S street street street street street street
TREET
INITIALS initials initials initials initials initials initials
USER_NAME username uid samaccount uid uid uid

(see Note name

below)
BUSINESS_P postalcode postalcode postalcode postalcode postalcode postalcode
OSTAL_COD
E
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Table D-1 (Cont.) User Attributes in Directory Servers

User Oracle Embedded Microsoft ODS EE Novell OpenLDAP
Attribute Internet LDAP Active eDirectory
Directory  Server Directory
BUSINESS_P pager pager pager pager pager pager
AGER
LAST_NAME sn sn sn sn sn sn
BUSINESS_P telephonen telephonen telephonen telephonen telephonen telephonen
HONE umber umber umber umber umber umber
FIRST_NAM givenname givenname givenname givenname givenname givenname
E
TIME_ZONE orcltimezon - - - - -
e
MAIDEN_NA orclmaiden - - - - -
ME name
PASSWORD userpasssw userpasssw USerpasssw Uuserpasssw USerpasssw userpasssw
ord ord ord ord ord ord
DEFAULT_G orcldefaultp - - - - -
ROUP rofilegroup
ORGANIZATI o (o] (o] (o] (o] (o]
ON
HOME_PHO homephone homephone homephone homephone homephone homephone
NE
BUSINESS_  mobile mobile mobile mobile mobile mobile
MOBILE
Ul_ACCESS_ orcluiacces - - - - -
MODE sibilitymode
JPEG_PHOT jpegphoto  jpegphoto  jpegphoto  jpegphoto  jpegphoto  jpegphoto
O
MANAGER  manager manager manager manager manager manager
TITLE title title title title title title

EMPLOYEE_ employeenu employeenu employeenu employeenu employeenu employeenu
NUMBER mber mber mber mber mber mber

LDUser.PASS userpasswo USerpasswo USerpasswo USerpasswo Uuserpasswo userpasswo
WORD rd rd rd rd rd rd

Mapping Role Attributes to LDAP Directories

Table D-2 lists each role attribute in UserProfile.property and its corresponding
attribute in different directory servers. IBM Tivoli and OpenLDAP use the same set
of parameters. Microsoft ADAM and Microsoft Active Directory use the same set of
parameters.
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Table D-2

Role Attributes in Directory Servers

Appendix D

Default Configuration Parameters

Role Attribute  Oracle Embedded Microsoft ODS EE Novell OpenLDAP
Internet LDAP Server Active eDirectory
Directory Directory

DI SPLAY_NAME displayname - displayname displayname displayname displayname

MANAGER - - - - - -

NANME cn cn cn cn cn cn

OWNER owner owner - Owner - owner

QU D orclguid cn objectguid NSuniqueid  guid entryuuid

Default Configuration Parameters

This section lists default configuration parameter values and the source of the value in

ORACLE

different directory servers.

Table D-3 lists parameter values for Oracle Internet Directory and Microsoft Active
Directory. Note that Active Directory requires SSL when setting sensitive information

like passwords.

Table D-3 Oracle Internet Directory and Microsoft Active Directory Parameters

Parameter Oracle Internet Microsoft Active Directory
Directory

RT_USER_OBJECT_CLASSES #config {"user"}

RT_USER_MANDATORY_ATTRS  #schema #schema

RT_USER _CREATE_BASES #config cn=users,<subscriberDN>

RT_USER_SEARCH_BASES #config <subscriberDN>

RT_USER_FILTER_OBJECT_CLA #config {"user"}

SSES

RT_USER_SELECTED_CREATE_ #config cn=users,<subscriberDN>

BASE

RT_GROUP_OBJECT_CLASSES #config {"group" }

RT_GROUP_MANDATORY_ATTRS #schema #schema

RT_GROUP_CREATE_BASES #config <subscriberDN>

RT_GROUP_SEARCH_BASES #config <subscriberDN>

RT_GROUP_FILTER_OBJECT_CL #config {"group"}

ASSES

RT_GROUP_MEMBER_ATTRS "uniguemember"”, "member"

RT_GROUP_SELECTED_CREATE
_BASE

RT_GROUP_GENERIC_SEARCH_
BASE

RT_SEARCH_TYPE
ST_SUBSCRIBER_NAME

"member"

#config

<subscriber-DN>

#config
#config

<subscriberDN>

<subscriberDN>

#config
NULL
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Default Configuration Parameters

Table D-3 (Cont.) Oracle Internet Directory and Microsoft Active Directory
Parameters

Parameter Oracle Internet Microsoft Active Directory
Directory
ST_USER_NAME_ATTR #config cn
ST_USER_LOGIN_ATTR #config samaccountname
ST_GROUP_NAME_ATTR #config cn
ST_MAX_SEARCHFILTER_LENGT 500 500
H
ST_BINARY_ATTRIBUTES Binary Attribute Binary Attribute +
{objectguid, unicodepwd}
ST LOGGER_NAME oracle.idm.userrole oracle.idm.userrole
¢ Note:

The Binary Attributes include photo, personalsignature, audio, jpegphoto,
javaSErializeddata, thumbnailphoto, thumbnaillogo, userpassword,
usercertificate, cacertificate, authorityrevocationlist, certificaterevocationlist,
crosscertificatepair, and x500Uniqueldentifier.

The config attribute is extracted from the meta information present in the
directory. The schema attribute is extracted from the schema in the directory.

Table D-4 lists parameters for Oracle Directory Server Enterprise Edition and Novell
eDirectory.

Table D-4 Directory Server Enterprise Edition and Novell eDirectory
Parameters

Parameter DS EE Novell eDirectory

RT_USER_OBJECT_CLA {"inetorgperson", "person"”, {"person", "inetorgperson",

SSES "organizationalperson” } "organizationalPerson”,
"ndsloginproperties" }

RT_USER_MANDATORY_ #schema #schema

ATTRS

RT_USER_CREATE_BAS ou=people,<subscriberDN> ou=users,<subscriberDN>
ES

RT_USER_SEARCH_BAS <subscriberDN> <subscriberDN>
ES

RT_USER_FILTER_OBJE {"inetorgperson”, "person"”, {"person", "inetorgperson”,
CT_CLASSES "organizationalperson” } "organizationalPerson",
"ndsloginproperties" }

RT_USER_SELECTED_C ou=people,<subscriberDN> ou=users,<subscriberDN>
REATE_BASE

RT_GROUP_OBJECT_CL "groupofuniquenames" {"group" }
ASSES
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Table D-4 (Cont.) Directory Server Enterprise Edition and Novell eDirectory

Parameters

Parameter DS EE

Novell eDirectory

RT_GROUP_MANDATORY #schema
_ATTRS

RT_GROUP_CREATE_BA ou=groups,<subscriberDN>

SES

RT_GROUP_SEARCH_BA <subscriberDN>

SES

RT_GROUP_FILTER_OBJ {"groupofuniquenames'}

ECT_CLASSES

RT_GROUP_MEMBER_AT "uniguemember"

TRS

RT_GROUP_SELECTED_ ou=groups,<subscriberDN>

CREATE_BASE

RT_GROUP_GENERIC_S <subscriber-DN>

EARCH_BASE
RT_SEARCH_TYPE #config
ST_SUBSCRIBER_NAME NULL
ST_USER_NAME_ATTR uid
ST_USER_LOGIN_ATTR uid
ST_GROUP_NAME_ATTR cn
ST_MAX_SEARCHFILTER 500

#schema

ou=groups,<subscriberDN>

<subscriberDN>

{"group}

"member"

ou=groups,<subscriberDN>

<subscriberDN>

#config
NULL
cn

cn

cn

500

_LENGTH

ST_BINARY_ATTRIBUTES Binary Attribute Binary Attribute + {objectguid,

unicodepwd}

ST_LOGGER_NAME oracle.idm.userrole oracle.idm.userrole

# Note:

The Binary Attributes include photo, personalsignature, audio, jpegphoto,
javaSkErializeddata, thumbnailphoto, thumbnaillogo, userpassword,
usercertificate, cacertificate, authorityrevocationlist, certificaterevocationlist,
crosscertificatepair, and x500Uniqueldentifier.

The config attribute is extracted from the meta information present in the
directory. The schema attribute is extracted from the schema in the directory.

Table D-5 lists the parameters for OpenLDAP and Oracle Virtual Directory.
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Table D-5 OpenLDAP and Oracle Virtual Directory Parameters

Parameter

OpenLDAP

Oracle Virtual Directory

RT_USER_OBJECT_CLASSES

RT_USER_MANDATORY_ATTRS
RT_USER_CREATE_BASES

RT_USER_SEARCH_BASES

RT_USER_FILTER_OBJECT CLA
SSES

RT_USER_SELECTED_CREATE_
BASE

RT_GROUP_OBJECT_CLASSES

RT_GROUP_MANDATORY_ATTR
S

RT_GROUP_CREATE_BASES

RT_GROUP_SEARCH_BASES

RT_GROUP_FILTER_OBJECT C
LASSES

RT_GROUP_MEMBER_ATTRS

RT_GROUP_SELECTED_CREAT
E_BASE

RT_GROUP_GENERIC_SEARCH
_BASE

RT_SEARCH_TYPE
ST_SUBSCRIBER_NAME
ST_USER_NAME_ATTR
ST _USER_LOGIN_ATTR
ST_GROUP_NAME_ATTR

ST_MAX_SEARCHFILTER_LENG
TH

ST_BINARY_ATTRIBUTES

ST_LOGGER_NAME

{"inetorgperson",
"person”,
"organizationalperson” }

#schema

ou=people,<subscriberD
N>

<subscriberDN>

{"inetorgperson",
"person"”,
"organizationalperson” }

ou=people,<subscriberD
N>

"groupofuniqguenames"
#schema

ou=groups,<subscriberD
N>

<subscriberDN>

"groupofuniquenames"

"uniguemember"

ou=groups,<subscriberD
N>

<subscriber-DN>

#config
NULL
uid

uid

cn

500

Binary Attribute

oracle.idm.userrole

{"inetorgperson"}

#schema

<subscriberDN>

<subscriberDN>

{"inetorgperson"}

<subscriberDN>

{"groupofuniquenames"}
#schema

<subscriberDN>

<subscriberDN>

{"groupofuniquenames"}

"uniguemember"

<subscriberDN>

<subscriberDN>

#config

#config (hnamingcontexts)
cn

cn

cn

500

Binary Attribute + {objectguid,
unicodepwd}

oracle.idm.userrole

ORACLE
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The Binary Attributes include photo, personalsignature, audio, jpegphoto,
javaSkErializeddata, thumbnailphoto, thumbnaillogo, userpassword,
usercertificate, cacertificate, authorityrevocationlist, certificaterevocationlist,
crosscertificatepair, and x500Uniqueldentifier.

The config attribute is extracted from the meta information present in the
directory. The schema attribute is extracted from the schema in the directory.

Table D-6 lists the embedded LDAP server parameters.

Table D-6 Embedded LDAP Parameters

Parameter

Default

RT_USER_OBJECT_CLASSES

RT_USER_MANDATORY_ATTRS
RT_USER_CREATE_BASES
RT_USER_SEARCH_BASES
RT_USER_FILTER_OBJECT CLASSES
RT_USER_SELECTED CREATE_BASE
RT_GROUP_OBJECT CLASSES
RT_GROUP_MANDATORY_ATTRS
RT_GROUP_CREATE_BASES
RT_GROUP_SEARCH_BASES
RT_GROUP_FILTER_OBJECT CLASSES
RT_GROUP_MEMBER_ATTRS
RT_GROUP_SELECTED_CREATE_BASE
RT_GROUP_GENERIC_SEARCH_BASE
RT_SEARCH_TYPE
ST_SUBSCRIBER_NAME
ST_USER_NAME_ATTR

ST USER_LOGIN_ATTR
ST_GROUP_NAME_ATTR
ST_MAX_SEARCHFILTER_LENGTH
ST_BINARY_ATTRIBUTES

ST_LOGGER_NAME

{"inetorgperson", "person",

"organizationalperson”, "wisUser"}
#schema
{"ou=people,<subscriberDN>"}
{"ou=people,<subscriberDN>"}
{"inetorgperson", "wlsUser"}
ou=people,<subscriberDN>
{"top","groupofuniqguenames","groupOfURLs"}
#schema
{"ou=groups,<subscriberDN>"}
{"ou=groups,<subscriberDN>"}
{"top","groupofuniquenames","groupOfURLs"}
"uniguemember"
ou=groups,<subscriberDN>
<subscriberDN>

#config

#config (hnamingcontexts)

uid

uid

cn

500

*(BBA)

See note below about BBAs.

oracle.idm.userrole
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Administration with Scripts and MBeans

This appendix describes the administrative tasks that you carry out with WebLogic
Scripting Tool (WLST) commands and the OPSS MBean API.
It includes the following sections:

e Configuring Services with Scripts
e Configuring Services with MBeans

e Restricting Access to MBeans

Configuring Services with Scripts

ORACLE

If your application uses the User and Role APl and must access a provider
user attribute different from the default cn attribute, then you must configure the
authentication provider to use the desired user attribute and initialize the provider

properly.

Use the following procedure to create a script that changes the provider initialization,
so that the User and Role API uses the specified user attribute to access data in the
configured provider:

1. Create a script file with the following content:
i nport sys

connect (' userNane', 'userPassword', 'url', "adm nServerNange')
donai nRunt i me()

val = None
key = None
si = None
for i in range(len(sys.argv)):
if sys.argv[i] == "-si":
si = sys.argv[i+1]
if sys.argv[i] == "-key":
key = sys.argv[i+1]
if sys.argv[i] == "-value":

val = sys.argv[i+1]

on = (bj ect Name("com oracl e.  ps: type=JpsConfig")

sign = ["java.lang. String","java.lang. String","java.lang. String"]
parans = [si, key, val]

nbs. i nvoke(on, "updateServicel nstanceProperty", parans, Sign)
mbs. i nvoke(on, "persist", None, None)

2. Replace user Nane, user Pass, | ocal Host, and port Nunber by the appropriate
values to connect to the Administration Server in the domain you are interested.
Note that the use of connect requires that the server to which you want to connect
be up and running when the script is called. Assume that the script is saved
as /tnp/ updat eSer vi cel nst anceProperty. py.

3. Change to the $ORACLE_HOVE/ cormon/ bi n directory and run wl st . sh:
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>cd $ORACLE_HOVE/ common/ bin
>w st.sh /tnp/updateServicel nstanceProperty.py -si servlnstNane -key propKey
-val ue propVal ue

where:

* servlnst Nane is the name of the service instance provider whose properties
you want to modify.

e propKey identifies the name of the property to insert or modify.
* propVal ue is the name of the value to add or update.

The command modifies the $DOVAI N_HOVE/ conf i g/ f maconfi g/ j ps- confi g. xm
domain configuration file by adding or updating a property to the passed instance
provider. If you pass a key that matches the name of a property, then that property
is updated with the passed value.

4. Restart Oracle WebLogic Server.

Example E-1 Example of Use
Assume that the domain uses the i dst or e. | dap authentication provider. Then:

W st.sh /tnp/updat eServicel nstanceProperty.py -si idstore.ldap -key "myPropName"
-val ue "nyVal ue"

adds (or updates) the specified property of that instance provider:

<servi cel nstance provider="idstore.|dap.provider" name="idstore.|dap">
<property name="myPropName" val ue="nyVal ue"/>

</ servi cel nstance>

Configuring Services with MBeans

OPSS provides a set of IMX-compliant Java EE Beans that are used by Fusion
Middleware Control and scripts to manage, configure, and monitor services. Use of
MBeans is recommended in Java EE applications only.

The following sections explain how to use OPSS MBeans:

e Supported OPSS MBeans
e Using OPSS MBeans
e Programming with OPSS MBeans

¢ See also:

OPSS API References

Supported OPSS MBeans

Table E-1 lists the MBeans that OPSS supports, their basic function, and the object
name to use (in custom scripts or Java SE programs) to perform a task:
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Table E-1 List of OPSS MBeans
]

MBean

Function

Appendix E
Configuring Services with MBeans

MBeanServer Object Name

Jps Configuration

Credential Store

G obal Policy Store

Application Policy

Store

Admini stration Policy
Store

Manages domain configuration in j ps-
confi g. xnl . This MBean provides the only
way to modify configuration data.

Update or write operations require server
restart to effect changes.

Manages credential data.

Update or write operations do not require
server restart to effect changes. All changes
take place immediately. Access is restricted
to security administrators only.

Manages global policies in the security store
configured in the default context.

Update or write operations do not require
server restart to effect changes. All changes
take place immediately.

Manages application policies in the security
store configured in the default context.

Update or write operations do not require
server restart to effect changes. All changes
take place immediately.

Validates whether a user logged into the
current JMX context belongs to a particular
role. It does not facilitate any configuration
modifications.

comoracl e.jps:type=JpsConfig

comoracle.jps:type=JpsCredent
ial Store

comoracle.jps:type=Jpsd obal P
olicyStore

comoracle.jps:type=JpsApplica
tionPolicyStore

comoracle.jps:type=JpsAdni nPo
licyStore

Using OPSS MBeans

To call an OPSS MBean, write a script and run it using WLST, or write a Java program,
or use the MBean browser in Fusion Middleware Control.

To call an OPSS MBean with Fusion Middleware Control:

1. Inthe appropriate domain, first choose AdminServer, and then System MBean
Browser. The System MBean Browser page is displayed.

2. Inthat page, expand the nodes Application Defined MBeans, com.oracle.jps
and Domain.

3. Choose an MBean and use the Attributes, Operations, and Notifications tabs in
the right pane to inspect the MBean attribute values and the methods.

For example, to retrieve a credential with a given map and key, use scripting to call
the MBean operation JpsCr edent i al MXBean. get Port abl eCredenti al (map, key).

ORACLE
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Programming with OPSS MBeans

ORACLE

Tool

¢ See also:

Programming with OPSS MBeans

Appendix E
Configuring Services with MBeans

Navigating MBeans (WLST Online) in Understanding the WebLogic Scripting

The following example illustrates how to call the JpsConfi gur ati on MBean. Note that:

e It assumes that the following JAR files are in the class path:

—  $ORACLE_HOWE or acl e_common/ nodul es/ or acl e. j ps/ | ps-api . ar

—  $ORACLE_HOVE/ or acl e_conmon/ nodul es/ or acl e. j ps/j ps- mbeans. j ar

—  $ORACLE_HOWE or acl e_common/ nodul es/ or acl e. j mx/ j mxf r amewor k. j ar

—  $ORACLE_HOWE/ or acl e_conmmon/ modul es/ oracl e.idnfidentitystore.jar
— $WEBLOG C_HOWE/ server/lib/w jnxclient.jar

e The connection is established by the i nit method.

* Any update operation is followed by a call to persist.

i mport java.io.lOException;
net. Mal f or medURLExcepti on;
util.Arraylist;
util.Arrays;
util.HashMap;

inport java.
inport java.
inport java.
inport java.
inport java.
i nport javax.
i nport javax.
i nport javax.
i nport javax.
i nport javax.
i nport javax.
i nport javax.
i nport javax.
i nport javax.
i nport javax.
i nport javax.
i nport oracl
i nport oracl
i nport oracl
i nport oracl
i nport oracl
i nport oracl
i nport oracl
i nport oracl
i nport oracl

i nport oracl

util. List;

nanagenent

managenent .
managenent .
managenent .
managenent .
managenent .
managenent .
managenent .
managenent .
managenent .
nam ng. Cont ext ;

. I nst anceNot FoundExcept i on;

renote.
renote.

e.security.jps.nas.
e.security.jps.nas.
e.security.jps.nas.
e.security.jps.nas.
e.security.jps.nas.
e.security.jps.nas.
e.security.jps.nas.
e.security.jps.nas.
e.security.jps.nas.
e.security.jps.nas.

public class |InvokeJpshWeans {
private static JMXConnector connector;

MBeanExcepti on;
MBeanSer ver Connecti on;
Mal f or medhbj ect NaneExcepti on;
bj ect Nane;
Refl ectionExcepti on;
opennbean. Conposi t eDat a;
renot e. JMXConnect or ;

JMXConnect or Fact ory;
JMXSer vi ceURL;

ngmnt

mont

. nx.
ngnt .
ngnt .
. nx.
ngnt .
ngnt .
ngnt .
ngnt .
ngnt .
ngnt .

j mx.
j mx.

j mx.
j mx.
j mx.
j mx.
j mx.
j mx.

credstore. Portabl eCredential ;
credstore. Port abl ePasswor dCredenti al ;

policy.
policy.
policy.
policy.
policy.
policy.
policy.

Port abl eAppl i cati onRol e;
Por t abl eCodeSour ce;

Port abl eGr ant;

Port abl eGr ant ee;

Port abl ePer m ssi on;
Por t abl ePri nci pal ;

Port abl eRol eMenber ;

util.JpsJmxConstants;
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private static MBeanServerConnection w sMBeanConn;
private static ChjectNane configNarme;

private static CbjectNane credNane;

private static Cbject Nane appPol Narre;

private static CbjectNane gl oPol Narre;

private static CbjectNane adni nPol Nane;

private final static String STR_ NAME =String. cl ass. get Name();

public static void nmain(String args[]) {

}

/1 Intialize connection and retrieve connection object
init();

/I Check registration
i f (isRegistered(configNane))

Systemout.println("Jps Config MBean is registered");
if (isRegistered(credNane))

Systemout.println("Jps Credential Mean is registered");
i f (isRegistered(appPol Nane))

Systemout. println("Jps Application policy Mean is registered");
i f (isRegistered(gloPol Nane))

Systemout.printin("Jps dobal policy Mean is registered");
i f (isRegistered(adm nPol Nange))

Systemout. printin("Jps Adnin Policy Mean is registered");

/'linvoke MBeans

i nvokeConf i gMBeanMet hods() ;

i nvokeCr edent i al MBeanMet hods() ;

i nvokeAppl i cati onPol i cyMBeanMet hods() ;
i nvoked obal Pol i cyMBeanMet hods() ;

i nvokeAdm nPol i cyMBeanMet hhods() ;

private static void invokeConfigMBeanMet hods() {

String KEY = "nyKey";
String VALUE = "nyVal ue";
String strVval;
try {
strVal = (String) w sMBeanConn.invoke(configNane, "updateProperty",
new Qbject[] { KEY, VALUE },
new String[] { STR.NAME, STR_NAME });
w sMBeanConn. i nvoke( confi gName, "persist", null,null);

strVal = (String) w sMBeanConn.invoke(configNane, "getProperty",
new Qbject[] { KEY }, new String[] { STR.NAME });
Systemout.println("Updated the property: " + strVal.equal s(strVval));

strVal = (String) w sMBeanConn.invoke(configNane, "renmoveProperty",
new Qbject[] { KEY }, new String[] { STR NAME });
w sMBeanConn. i nvoke( confi gName, "persist", null,null);
} catch (InstanceNot FoundException e) {
/1 auto-generated catch bl ock
e.printStackTrace();
} catch (MBeanException e) {
/1 auto-generated catch bl ock
e.printStackTrace();
} catch (ReflectionException e) {
/| auto-generated catch bl ock
e.printStackTrace();
} catch (1 OException e) {
/] auto-generated catch bl ock
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e. printStackTrace();

}

private static void invokeCredential MBeanMet hods() {

String USER = "jdoe";

String PASSWORD = "password";

String ALIAS = "mapName";
String KEY = "keyVal ue";

Portabl eCredential cred = new Portabl ePasswor dCredenti al (USER,
PASSWORD. t oChar Array());

try {
/Iseed a password credenti al
w sMBeanConn. i nvoke(credNane, "setPortableCredential"”, new Object[]
{ ALIAS, KEY, cred.toConpositeData(null) }, new String[] { STR_NAVE, STR_NAME,
Conposi t eDat a. cl ass. get Nane() });
bool ean bCont ai nsMap = (Bool ean) w sMBeanConn. i nvoke( credNane,
"contai nsMap", new Object[] { ALIAS }, new String[] { STR.NAME });
Systemout.println("Credstore contains map: " + ALIAS + "
+bCont ai nsMap) ;

bool ean bCont ai nsCred = (Bool ean) w sMBeanConn. i nvoke( cr edNane,
"containsCredential", new Object[] { ALIAS, KEY }, new String[] { STR_NAME,
STR_NAME });

Systemout. println("Contains Credential; " + bContainsCred);

Conposi teData cd = (ConpositeData) w sMBeanConn. i nvoke(credNang,
"getPortabl eCredential ", new Qbject[] { ALIAS, KEY }, new String[] { STR_NAME,
STR_NAME });

cred = Portabl eCredential.froncd);

Por t abl ePasswor dCredential pc = (Portabl ePasswordCredential) cred;

Systemout. println("User name should be " + USER + " Retrieved - " +
pc. get Nane() ) ;
Systemout. println("Password should be " + PASSWORD + "retrieved - " +

new String(pc.getPassword()));

/ldelete entire nap
wl sMBeanConn. i nvoke( credNane, "del et eCredential Map", new Object][]
{ALI AS}, new String[] {STR_NAME} );

} catch (InstanceNot FoundException e) {
/| auto-generated catch bl ock
e.printStackTrace();

} catch (MBeanException e) {

/| auto-generated catch bl ock
e.printStackTrace();

} catch (ReflectionException e) {
/] auto-generated catch bl ock
e.printStackTrace();

} catch (1 OException e) {

/1 auto-generated catch bl ock
e.printStackTrace();
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private static void invokeApplicationPolicyMBeanMethods() {
//add grants to approles

[Ifirst create application policy
String TESTGET_APP_ROLES MEMBERS = "t est get AppRol esMenbers”;
try {
w sMBeanConn. i nvoke(appPol Nane, "del et eApplicationPolicy", new
Object[] { TESTGET_APP_ROLES MEMBERS }, new String[] { STR_NAME });
} catch (Exception e ) {
Systemout.printIn("IGNORE: App " + TESTGET_APP_ROLES MEMBERS + "
m ght not exist");
}

try {
w sMBeanConn. i nvoke(appPol Nane, "createApplicationPolicy", new

Object[] { TESTGET_APP_ROLES MEMBERS }, new String[] { STR_NAME });

/1 add renove menbers to applicaiton roles

/1 Create App Role here

String APP_ROLE_NAME = "ravencl aw_house";

w sMBeanConn. i nvoke(appPol Name, "createApplicationRole", new
oj ect[] { TESTGET_APP_ROLES MEMBERS, APP_ROLE _NAME, null, null, null }, new
String[] { STR_.NAME, STR NAVE, STR NAME, STR NAME, STR NAME });

Conposi teData cd = (ConpositeData) w sMBeanConn. i nvoke(appPol Nane,
"get ApplicationRole", new Object[] { TESTGET_APP_RCLES MEMBERS, APP_ROLE_NAME },
new String[] { STR_.NAME, STR _NAME });

Por t abl eAppl i cati onRol e appRol e = Portabl eApplicationRole.fron(cd);

/1 Add custom principal here
Port abl eRol eMeber prm custom = new
Por t abl eRol eMenber (" M. Cust om Pri nci pal ", "Cust onPrincipal ", nul'l, null,null);

Conposi teData[] arrConpData = { prm.customtoConpositeData(null) };
cd = (ConpositeData) w sMBeanConn. i nvoke(appPol Nane,

"addMenber sToAppl i cationRol e", new Chject[] { TESTGET_APP_ROLES MEMBERS,

appRol e. t oConposi teData(nul ), arrConpData }, new String[] { STR_NAME,

Conposi t eDat a. cl ass. get Nane(), ConpositeData[].class. getName() });

/1 Chk if member got added

Conposi teData[] arrCD = (ConpositeData[])
w sMBeanConn. i nvoke(appPol Nane, "get Menber sFor ApplicationRole", new Object[]
{ TESTGET_APP_ROLES MEMBERS, appRol e.toConmpositeData(null) }, new String[]
{ STR_NAME, ConpositeData.class.getName() });

Port abl eRol eMenber[] act RM = get RMArrayFronCDArray(arr CD);

Port abl eRol eMenber[] expRM = { prm custont;

chkRol eMenber Arrays(act RM expRV ;

cd = (ConpositeData) w sMBeanConn. i nvoke(appPol Nane,
"renoveMenber sFromAppl i cati onRol e", new Chject[] { TESTGET_APP_ROLES_MEMBERS,
appRol e. t oConposi teData(nul 1), arrConpData }, new String[] { STR_NAME,
Conposi t eDat a. cl ass. get Nane(), ConpositeData[].class. getName() });

/1 Chk if menber got renoved

arrCD = (ConpositeData[]) w sMBeanConn. i nvoke(appPol Nane,
"get Menber sFor Appl i cati onRol e", new bject[] { TESTGET_APP_ROLES_ MEMBERS,
appRol e. toConposi teData(nul|) }, new String[] { STR_NAME,
Conposi t eDat a. cl ass. get Nane() });

Systemout.printIn("l ength should be zero :" + arrCD.length);

/1 Renove the App Role

w sMBeanConn. i nvoke(appPol Name, "renoveApplicationRole", new
Cbject[] { TESTGET_APP_ROLES MEMBERS, APP_ROLE NAME }, new String[] { STR_NAME,
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STR_NAME });
w sMBeanConn. i nvoke(appPol Nane, "del et eApplicationPolicy", new
bj ect[] { TESTGET APP_ROLES MEMBERS }, new String[] { STR_NAME });

} catch (InstanceNot FoundException e) {
/1 auto-generated catch bl ock
e.printStackTrace();

} catch (MBeanException e) {

/| auto-generated catch bl ock
e.printStackTrace();

} catch (ReflectionException e) {
/] auto-generated catch bl ock
e.printStackTrace();

} catch (1 OException e) {

/] auto-generated catch bl ock
e.printStackTrace();

}
}
private static Portabl eRol eMenber[] get RMArrayFronCDAr ray( Conposi t eDat a[ |
arrCD) {
Port abl eRol eMember[] act RM = new Port abl eRol eMenber [arr CD. | engt h] ;
int idx = 0;
for (CompositeData cdRM: arrCD) {
act RM i dx++] = Portabl eRol eMenber. fron{cdRM;
}
return act RM
}

private static void chkRol eMenber Arrays(Portabl eRol eMenber[] arrExpect edRM
Port abl eRol eMenber[] arrActRM {

Li st < Portabl eRol eMenber > | st EXpRM = new ArraylList <
Port abl eRol eMember >(Arrays. asLi st (arr Expect edRM ) ;

Li st < Portabl eRol eMenber > | st Act RM = new ArraylList <
Port abl eRol eMenmber >(Arrays. asList(arrActRM);

for (Portabl eRol eMenber actRM: [stActRM {
for (int idx = 0; idx < |stExpRMsize(); idx++) {
Por t abl eRol eMenber expRM = (Port abl eRol eMenber)
| st ExpRM get (i dx);
if (expRMequal s(actRM) {
| st ExpRM renove(i dx) ;
br eak;

}
}
Systemout. println("List should be enpty - " + | stExpRM si ze());

}

private static void invokeAdm nPolicyMBeanMet hhods() {
/1 Connection is established as webl ogi ¢ user, who by OOTB gets all
perm ssi ons
Bool ean bool ;
try {
bool = (Bool ean) w sMBeanConn. i nvoke(adni nPol Nang, "checkRol ", new
oject[]{"Admi n"}, new String[]{STR_NANVE});
Systemout. println("Werblogic has Admin role: " + bool);
bool = (Bool ean) w sMBeanConn. i nvoke(adni nPol Nang, "checkRol ", new
oject[] {"Configurator"}, new String[]{STR NAME});
Systemout. println("Werbl ogic has Configurator role: " + bool);
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bool = (Bool ean) w sMBeanConn. i nvoke(adni nPol Nang, "checkRol e", new
oj ect[]{new String[] {"Operator", "Admn", "Configurator"}},
new String[]{String[].class.getNane()});
System out. println("Werbl ogi c has Admi n, Qperator, Configurator role:
' + bool);
} catch (InstanceNot FoundException e) {
/1 auto-generated catch bl ock
e.printStackTrace();
} catch (MBeanException e) {
/] auto-generated catch bl ock
e.printStackTrace();
} catch (ReflectionException e) {
/] auto-generated catch bl ock
e.printStackTrace();
} catch (1 CException e) {
/| auto-generated catch bl ock
e.printStackTrace();

}

private static void invoked obal Pol i cyMBeanMet hods() {
Il lets create a grant in systempolicy
Port abl ePrinci pal CUSTOM JDCE = new
Portabl ePrinci pal ("oracl e.security.jps.internal.core.principals.CustonXm Userl npl
", "jdoe", PortablePrincipal.Principal Type. CUSTOM ;
Port abl ePri nci pal CUSTOM APP_ADM NS = new
Portabl ePrincipal ("oracle.security.jps.internal.core.principals.CustomXm Enterpri
seRol el npl ", "oc4j-app-admini strators", PortablePrincipal.Principal Type. CUSTOV ;
Portabl ePrincipal[] arrPrincs = {CUSTOM JDOE, CUSTOM APP_ADM NS} ;
/I codesource URL
String URL = "http://ww. oracle.conlas/jps-api.jar";
Port abl eCodeSour ce pcs = new Port abl eCodeSour ce( URL) ;
Port abl eGrant ee pge = new Portabl eG antee(arrPrincs, pcs);
Port abl ePerm ssi on CSF_PERM = new
Port abl ePer mi ssi on("oracl e. security.jps.service.credstore. Credential AccessPermi ss
ion", "context=SYSTEM mapNane=MY_MAP, keyName=My_KEY", "read");
Portabl ePermission[] arrPernms = {CSF_PERM;
Portabl eGrant grnt = new Portabl eGant(pge, arrPerns);
Conposi teData[] arrCompData = { grnt.toConpositeData(null) };
try {
Systemout.println("Creating SystemPolicy grant");
w sMBeanConn. i nvoke( gl oPol Name, "grant ToSystenPolicy", new Qbject[]
{ arrConpData }, new String[] { ConpositeData[].class.getNanme() });
Systemout.printin("Deleting the created grant");
w sMBeanConn. i nvoke( gl oPol Narme, "revokeFronSystenPolicy", new
oject[] { arrCompData }, new String[] { ConpositeData[].class.getName() });

} catch (InstanceNot FoundException e) {
/| auto-generated catch bl ock
e.printStackTrace();

} catch (MBeanException e) {

/1 auto-generated catch bl ock
e.printStackTrace();

} catch (ReflectionException e) {
/1 auto-generated catch bl ock
e.printStackTrace();

} catch (I OException e) {

/| auto-generated catch bl ock
e.printStackTrace();
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private static bool ean i sRegi stered(Object Name nane) {

try {

return w sMBeanConn. i sRegi st ered(nane);

} catch (1 CException e) {
/| auto-generated catch bl ock
e.printStackTrace();

}

return false;

}

private static void init() {
String protocol "t3";
String jndi_root = "/jndi/";

String W server = "nyWServer";
String host = "nyHost. conf;
int port = 7001

String adm nUser nanme
String adm nPassword
JMXServi ceURL url;
try {
url new JMXServi ceURL( pr ot ocol
HashMap<String, Object> env

"my Admi nNange"
"myAdm nPassw';

, host, port,jndi_root+w server);

new HashMap<String, Object>();

env. put (Cont ext . SECURI TY_PRI NCI PAL, adni nUser nane);

env. put ( Cont ext . SECURI TY_CREDENTI ALS, adm nPasswor d) ;

env. put (JMXConnect or Fact ory. PROTOCOL_PROVI DER_PACKAGES,
"webl ogi c. managenent.renmote");

connector = JMXConnect or Factory.

connect (url, env);

w sMBeanConn = connect or. get MBeanSer ver Connection();
/I create object nanes

/1 the next string is set to comoracle.
confi gName = new
bj ect Nane(JpsJmxConst ant s.
/1 the next string is set to comoracle.jps:
appPol Nane = new
bj ect Nane(JpsJmxConst ant s.
/1 the next string is set to comoracle.jps:
gl oPol Nane = new
bj ect Nane(JpsJmxConst ant s.
/] the next string is set to comoracle.jps:
adm nPol Name = new
bj ect Nane(JpsJmxConst ant s.
/1 the next string is set to comoracle.jps:
credNane = new

j ps:type=JpsConfig

VBEAN_JPS_CONFI G_FUNCTI ONAL) ;
t ype=JpsApplicationPolicyStore

VBEAN _JPS_APPL| CATI ON_POLI CY_STORE) ;
type=Jpsd obal Pol i cyStore

MBEAN JPS GLOBAL_POLI CY_STORE) ;
t ype=JpsAdni nPol i cyStore

MBEAN _JPS _ADM N_POLI CY_STORE) ;
type=JpsCredential Store

bj ect Name(JpsJmxConst ant s. MBEAN_JPS_CREDENTI AL_STORE) ;

} catch (Mal formedURLException e) {
/1 take proper action
e.printStackTrace();

} catch (1 OException e) {

/1 take proper action
e.printStackTrace();

} catch (Mal formedChj ect NaneException e) {

/] auto-generated catch bl ock
e.printStackTrace();

ORACLE
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Restricting Access to MBeans

The information in this section is not restricted to OPPS MBeans but applies, more
generally, to Oracle Fusion Middleware MBeans.

A logical role is a role specified declaratively or programmatically by a Java EE
application. It is defined in an application deployment descriptor and used in the
application code. You can map logical roles to enterprise groups or users, but you
cannot map these roles to application roles.

The security access to MBeans is based on logical roles rather than on security
permissions. MBeans are annotated with role-based constraints that are enforced at
runtime by the JMX Framework.

The following sections illustrate the use of annotations, list the particular access
restrictions, and explain the mapping of logical roles to enterprise groups:

* Annotation Examples
*  Mapping Logical Roles to Enterprise Groups

»  Particular Access Restrictions

Annotation Examples

ORACLE

The following example illustrates the use of enterprise group annotations (in bold text)
in an MBean interface:

@escription(resourceKey = "demn. ScreenCust om zer Runt i meMBean. descri ption”,
resour ceBundl eBaseName = "deno. runtime. Messages")
@ mut abl el nfo("true")
@ince("1.1")
public interface ScreenCustoni zer Runti meMXBean {
@escription(resourceKey = "denp. ScreenCustom zer Runti meMBean. Active",
resour ceBundl eBaseNane = "deno. runtime. Messages")
@ttrributeGetterRequiredGlobalSecurityRole(GlobalSecurityRole.Operator)
public bool ean isActive();
@ttrributeSetterRequiredGlobalSecurityRole(GlobalSecurityRole.Admin)
public void setActive(boolean val);

@escription(resourceKey =
"deno. Scr eenCust om zer Runt i meMBean. Acti veVi rtual Screenl d",
resour ceBundl eBaseNane = "deno. runtime. Messages")

@ef aul t Val ue("0")
@egal Val ues( {"0", "2", "4", "6", "8" })
@Requi reRest art ( Confi gUpt akePol i cy. Appl i cationRestart)
@perationRequiredGlobalSecurityRole(GlobalSecurityRole._Admin)

public void setActiveVirtual Screenld(int id) throws

Il egal Argunment Excepti on;

}

where:

e @\rributeCetterRequiredd obal SecurityRol e specifies that the user must
belong to the role Oper at or to access the geti sActi ve method.

e @\rributeSetterRequiredd obal SecurityRol e specifies that the user must
belong to the Adni n role to access the set Act i ve method.
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* (@perationRequiredd obal SecurityRol e specifies that the user must belong to
the Admi n role to access the set Acti veVirtual Screenl d method MBean.

Note that all these three annotations apply just to a specific item in the interface.

The following example illustrates the use of an annotation (in bold text) with a different
scope:

@escri ption(resourceKey = "deno. ScreenCust omi zer Runt i meMBean. descri ption",
resour ceBundl eBaseName = "deno. runtime. Messages")

@ nmut abl el nfo("true")

@i nce("1.1")

@MBeanRequiredGlobalSecurityRole(GlobalSecurityRole.Admin)

public interface ScreenCustonizerRunti meMXBean { ...}

@beanRequi redd obal Securi t yRol e specifies that the user must belong to the Admi n
role to access any operation or attribute of the MBean, so its scope is the entire
MBean. Annotations with method or attribute scope override annotations that apply to
the entire MBean.

d obal Securi t yRol e defines the set of global, logical roles that are mapped to actual
roles in the environment before performing security checks. This enumeration includes
the value NONE to indicate that any user has read and write access to the annotated
operation or attribute.

Mapping Logical Roles to Enterprise Groups
Table E-2 shows the mapping of logical roles to enterprise groups.

Table E-2 Mapping of Logical Roles to WebLogic Server Groups
|

Logical Role Default Permissions WebLogic Group
Adnmin Read and write access to all MBeans Adnmin
Confi gur at or Read and write access to configuration Adnmin
MBeans
Oper at or Read access to configuration MBeans. Oper at or
Read and write access to runtime MBeans
Moni t or Read access to all MBeans Moni t or
Appl i cationAdnin Read and write access to all application Adnmin
MBeans

ApplicationConfigurat Read and write access to all application Adnin
or MBeans

Appl i cationQperat or Read access to application configuration Qper at or
MBeans. Read and write access to
application runtime MBeans

Applicationhbnitor Read access to all application runtime and  Moni t or
configuration MBeans
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¢ See also:

Users, Groups, and Security Roles in Securing Resources Using Roles and
Policies for Oracle WebLogic Server

Particular Access Restrictions

ORACLE

By default, all MBean write and update operations require that the user be a
member of the Admi n or Confi gurat or roles. In addition, operations annotated with
the @ npact (val ue=1) tag require that the user be a member of the Adni n role,
and operations annotated with the tag @ npact (val ue=0) require that the user be a
member of the Adni n or Oper at or roles.

Table E-3 describes the roles required to access attributes and operations in MBeans:

Table E-3 Roles Required per Operation

Operations with MBean Type Requires One of the Roles
Impact Value

INFO or attribute getter  System configuration MBean Monitor, Operator, Configurator,

Admin
INFO or attribute getter  Application configuration Monitor, Operator, Configurator,
MBean Admin, ApplicationMonitor,

ApplicationOperator,
ApplicationConfigurator,
ApplicationAdmin

ACTION, System configuration MBean  Admin, Configurator

ACTION_INFO,

UNKNOWN, or attribute

setter

ACTION, Application configuration Admin, Configurator,

ACTION_INFO, MBean ApplicationAdmin,

UNKNOWN, or attribute ApplicationConfigurator

setter

INFO or attribute getter ~ System runtime MBean Monitor, Operator, Configurator,
Admin

INFO or attribute getter  Application runtime MBean Monitor, Operator, Configurator,

Admin, ApplicationMonitor,
ApplicationOperator,
ApplicationAdmin

ACTION, System runtime MBean Admin, Operator
ACTION_INFO,

UNKNOWN, or attribute

setter

ACTION, Application runtime MBean Admin, Operator, ApplicationAdmin,
ACTION_INFO, ApplicationOperator

UNKNOWN, or attribute

setter

E-13



OPSS System and Configuration
Properties

This appendix documents OPSS system and configuration properties you set at the
server startup.
It includes the following sections:

e OPSS System Properties
e OPSS Configuration Properties

All OPSS system and configuration changes require server restart to take effect.

¢ See also:

Programming with OPSS MBeans

OPSS System Properties

A system property that has been introduced or modified is not in effect until the server
is restarted. To set a system property, edit set Domai nEnv. sh and add the property to
the EXTRA_JAVA PROPERTI ES variable.

Table F-1 lists the system properties available with OPSS.

Table F-1 OPSS System Properties

System Property Name Specifies

conmon. conponent s. hone The location of the common components home.

Required for both Java EE and SE applications.
No default value.

j ava. security. debug The permission failure when JpsAut h. checkPer nmi ssi on is called inside a

Subj ect . doAs block and the permission check fails.

Setting j ps. aut h. debug orj ps. aut h. debug. ver bose is not enough to
get a failure notification in this case.

Optional.

java.security.policy The location of the Java security policy file.

j ps. app. permi ssi oncol | ecti on The number of permission collection map entries kept in memory. Each

map. si ze

entry corresponds with a set of permissions. It requires that you set
j ps. policystore.ref.useSoftHar dvapFor Sel ect edMaps tot r ue.

Optional.
Valid values: a positive integer.
Default value: 512.

ORACLE
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Table F-1 (Cont.) OPSS System Properties

_________________________________________________________________________________________|
System Property Name

Specifies

jps

.authz

The delegation of calls to the AccessCont rol | er. checkPer nmi ssi on Java
SE Development Kit (JDK) method that reduces runtime and debugging
overhead.

Optional.
Valid values: NULL, SM ACC, and DEBUG_NULL.
No default value.

i ps.

aut h. debug

The server logging output. Default value: f al se.
Optional.

jps.

aut h. debug. ver bose

The server logging output. Default value: f al se.
Optional.

i ps.

conbi ner. optim ze

The caching of a subject's protection domain.
Optional.

Valid values: t rue, f al se.

Default value: f al se.

i ps.

al

combi ner. optim ze. | azyev

The evaluation of a subject's protection domain when a check permission is
triggered.

Optional.
Valid values: t r ue, f al se.
Default value: f al se.

jps.

combi ner map. si ze

The number of combiner map entries kept in memory. Each entry
corresponds with a set of principals. It requires that you set
j ps. policystore.ref.useSoftHar dvapFor Sel ect edMaps to t r ue.

Optional.
Valid values: a positive integer.
Default value: 128.

ps. depl oynent . handl er. di sab

The migration of policies and credentials for applications deployed on a
WebLogic Server. Valid only for WebLogic Server.

Settot r ue to disable the migration of application policies and credentials
for all applications deployed on the server regardless of application settings
in the webl ogi c- appl i cation. xm file.

Optional.
Valid values: t r ue, f al se.
Default value: f al se.

jps

. policystore. hybrid. mde

The hybrid mode. When it is enabled, the policy provider reads from the
j ava. policy, webl ogi c. pol i cy file, and the security store reads from
the j ps- confi g. xn file.

Optional.
Valid values: t r ue, f al se.
Default value: t r ue.

ORACLE
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Table F-1 (Cont.) OPSS System Properties

System Property Name

Specifies

j ps.policystore.ref.useSoftH
ar dvapFor Sel ect edMaps

The use of the map type.

The map type is used to hold some structures in a special cache so that
they are not garbage-collected by the Java Virtual Machine.

If f al se, then the Sof t KeyHashMap type is used.

If t r ue, then the Sof t Har dKeyHashMap type is used. This setting allows
retaining some of the maps in memory. Note that every get/put operation will
then have a lock operation overhead.

See related j ps. subj ect map. si ze, j ps. conbi ner map. si ze, and
j ps. app. per ni ssi oncol | ecti onnap. si ze properties.

Optional.
Valid values: t rue, f al se.
Default value: f al se.

j ps. subj ect. cache. ttl

The number of milliseconds after which group membership changes are in
effect.

This value must be kept synchronized with the value G- oup

H erarchy Cache. If this last parameter value is changed, then

j ps. subj ect. cache. ttl must be reset to match the new G- oup
H erarchy Cache value.

Optional.

Valid values: any positive integer.

Default value: 60000

j ps. subj ect nap. si ze

The number of subject map entries kept in memory. Each entry corresponds
with TTL information about a subject. For this setting to take effect,

the j ps. pol i cystore. ref. useSof t Har dvapFor Sel ect edMaps property
must be t r ue.

Optional.
Valid values: a positive integer.
Default value: 128.

oracle.security.jps.config

The path to the domain configuration j ps- confi g. xm orj ps-confi g-
j se. xnl files. Paths specifications in those files can be absolute or relative
to the location of the configuration file.

Required.
No default value.

oracl e. depl oyed. app. dir

The path to the directory of a codesource URL.
Optional.

No default value.

For an example of use, see <url>.

oracl e. depl oyed. app. ext

The extension of codesource URL.
Optional.

No default value.

For an example of use, see <url>.

oracl e.security.jps.log.for.
approl e. substring

The name of an application role that contains a specified substring. If the
substring to match is unspecified, then it logs all application role names.

Optional.
No default value.

ORACLE
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Table F-1 (Cont.) OPSS System Properties

System Property Name

Specifies

oracl e.security.jps.log.for.
per nef f ect

The grant that was granted or denied. If the value is unspecified, then it logs
all grants (regardless whether they were granted or denied).

Optional.
No default value.

oracle.security.jps.log.for.
per mcl assnane

The name of the permission class that matches exactly a specified name. If
the name to match is unspecified, then it logs all permission class names.

Optional.
No default value.

oracle.security.jps.log.for.
perntarget. substring

The name of a permission target that contains a specified substring. If the
substring to match is unspecified, then it logs all permission targets.

Optional.
No default value.

oracle.security.jps.log.for.
enterprise. princi pal nane

The name of the principal (enterprise user or enterprise role) that matches
exactly a specified name. If the name to match is unspecified, then it logs all
principal names.

Optional.
No default value.

opss.audit.logDirectory

The location of the audit log files for SE applications if it is not set in the
j ps-config-jse.xm configuration file.

Optional.
No default value.
Valid values: any writeable directory.

w st.offline.log

The location of the log file when running offline WLST.
Optional.

No default value.

Valid values: <filename>, stdout, strerr, disable.

wst.offline.log.priority

The level of the notification.
Optional.
No default value.

Valid values: OFF, SEVERE, WARNING, INFO, CONFIG, FINE, FINER,
FINEST, ALL, debug, info, warn, error, fatal.

oracle.security.jps.policyst
ore.resource. cache. si ze

The number of resources kept in the resource cache for one application
policy.

Valid in Java EE and Java SE applications.

Applies to Oracle Internet Directory and database stores.

Optional.

Default value: 1000.

ORACLE
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System Properties

Appendix F
OPSS Configuration Properties

Configuring Services with Scripts

OPSS Configuration Properties

The following sections describe service properties:

*  Properties Common to OPSS Services

* Policy Store Service Properties

» Credential Service Properties

* LDAP ldentity Properties

*  Properties Common to All LDAP Servers

e Trust Service Properties

e Audit Service Properties

» Keystore Service Properties

* Anonymous and Authenticated Roles Properties

Properties Common to OPSS Services

The following tables describe the OPSS properties common to all services except for
the trust store service. For information about trust store service properties, see Trust

Service Properties.

Table F-2 Common Properties — Properties valid in both Java EE and SE applications

Property Name

Specifies

boot strap. security. principal . key

The key for the password credentials to access the LDAP store,
stored in the cwal | et . sso file.

Valid in Java EE and SE applications.
Applies to LDAP and DB security stores.
Required.

No default value.

The ready-to-use value is boot st r ap.

boot st rap. security. principal . mp

The map for the password credentials to access the LDAP store,
stored in the cwal | et . sso file.

Valid in Java EE and SE applications.
Applies to LDAP and DB security stores.
Required.

Default value: BOOTSTRAP_JPS.

ORACLE
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Table F-2 (Cont.) Common Properties — Properties valid in both Java EE and SE applications

____________________________________________________________________________________________|]
Property Name Specifies

jdbc.url The URL of the JBDC.
Valid in Java SE and Java EE applications.
Applies to only DB security stores.
Required.
No default value.

Value example:
j dbc: oracl e: thin: @xx27. com 1345: asi 102cn

[ dap. url The URL of the LDAP security store, with the format | dap: //
host: port.

Valid in Java EE and SE applications.

Applies only to LDAP stores.
Required.
No default value.

oracle.security.jps.farmnane The relative distinguished name format of the domain node in the
LDAP store.

Valid in Java EE and SE applications.
Applies to LDAP and DB security stores.
Required.

No default value.

oracle.security.jps.|dap.root.name The relative distinguished name format of the root node in the
LDAP store.

Valid in Java EE and SE applications.
Applies to LDAP and DB security stores.
Required.

No default value.

oracl e.security.jps.pdp.PolicyProvid The maximum number of permission collections allowed in the
er. Perm ssionCol | ectionCache. MaxSi ze cache per protection domain and request permission class.

Valid in Java EE and SE applications.
Applies to LDAP and DB security stores.
Optional.

Default value: 5000

server.type The type of the security store.
Valid in Java EE and SE applications.
Applies to LDAP and DB security stores.
Required.
No default value.
Values: O D, DB_ORACLE.
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Table F-3 Common Properties — Properties valid in Java EE applications

Property Name

Specifies

dat asour ce. j ndi . name

The Java Naming and Directory Interface (JNDI) name of the Java
Database Connectivity (JDBC) data source instance.

Valid in Java EE applications only.
Applies to only DB security stores.
Required.

No default value.

oracle.security.jps.failover.retry.t
i mes

The number of retry attempts.
Valid in Java EE applications only.
Applies to only DB security stores.
Optional.

Default value: 3

oracle.security.jps.failover.retry.i
nt erval

The number of seconds between retry attempts.
Valid in Java EE applications only.

Applies to only DB security stores.

Optional.

Default value: 15

webl ogi c. dbuser. map
webl ogi c. dbuser . key

The credential's map and key for the WebLogic

DB user/password. They apply only when
oracle.security.jps.db. useWebl ogi cDBUser MapKey is
t rue. In this case, both or none of them should be configured.

Valid in Java EE applications only.
Applies to only DB security stores.
Optional.

Default value: none.

oracle.security.jps.db. useWbhl ogi cDB
User MapKey

Where to find the map and key for the WebLogic DB user/
password. This property is automatically set when reassociating
to a DB security store.

Valid in Java EE applications only.
Applies to only DB security stores.
Optional.

Valid values: true or f al se.
Default value: f al se.

Ift rue, then the webl ogi c. dbuser. map and
webl ogi c. dbuser . key properties specify the credential's map
and key for the WebLogic DB user/password.

Otherwise, if f al se or unspecified, then

the boot st rap. security. principal . map and

boot strap. security. principal.key properties specify the
credential's map and key for the WebLogic DB user/password.

ORACLE
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Table F-4 Common Properties — Properties valid in Java SE applications

____________________________________________________________________________________________|]
Property Name Specifies

security. principal The clear text name of the principal to use instead of the
user name specified in the bootstrap. Used in developments
environments only.

Valid in Java SE applications only.
Applies to LDAP and DB security stores.
Optional.

No default value.

security.credential The clear text password for the security principal to use instead of
the password specified in the bootstrap. Not recommended.

Valid in Java SE applications only.
Applies to LDAP and DB security stores.
Optional.

No default value.

jdbc.driver The JDBC driver.
Valid in Java SE applications only.
Applies to only DB security stores.
Required.
No default value.
Value example: or acl e. j dbc. driver. Oracl eDri ver

¢ See also:

Configuring Services with Scripts

Policy Store Service Properties

The following sections describe the policy store service properties:

e Policy Store Service Configuration

* Runtime Policy Configuration

¢ See also:

Configuring Services with Scripts

Policy Store Service Configuration

The policy store provider class to use with LDAP or DB security stores
isthe oracl e. security.jps.internal.policystore.|dap.LdapPolicyStoreProvider
class.
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Table F-5 describes the properties specific to policy store. Additional properties are
listed in Properties Common to OPSS Services.

Table F-5 Policy Properties

Property Name

Specifies

oracl e.security.jps.policystore.reso Throwing exceptions if any of the following checks fail:
ur cet ypeenf or cement node «  Verify that if two resource types share the

same permission class, then that permission

must be either Resour cePer ni ssi on or extend

Abst ract TypedPer nmi ssi on, and this last resource type
cannot be created.

»  Verify that all permissions have resource types defined,
and that the resource matcher permission class and the
permission being granted match.

If setto Strict, when any of the checks fail, then the system

throws an exception and the operation is stopped.

If set to Leni ent, when any of the checks fail, then the system

does not throw any exceptions, the operation continues without

disruption, and any discrepancies encountered are logged in the
log files.

Valid in Java EE and SE applications.

Applies to LDAP and DB security stores.

Optional.

Default value: Leni ent

Valid values: Stri ct, Leni ent.

ORACLE

Example 1

The following example illustrates the configuration of a policy store instance for a Java
EE application:

<propertySet nanme="props.|dap.1">
<property nanme="java. nam ng.| dap. deref Al i ases" val ue="never"/>
<property nanme="boot strap.security.principal.key"

val ue="boot strap_6aCN\ngRMBzF04Tol i wecdF6K300="/>
<property nanme="oracl e.security.jps.farmnane" val ue="cn=conpact1_oi d26008"/>
<property nanme="server.type" value="0D'/>
<property nanme="oracl e.security.jps.|dap.root.nane" val ue="cn=j psTest Node"/>
<property nanme="|dap.url" val ue="Idap://myConp. com 2020"/ >

</ propertySet >

<servi ceProvi der type="POLI CY_STORE" nane="policystore. provider"
class="oracl e.security.jps.internal.policystore.|dap.LdapPolicyStoreProvider"/>

<servi cel nstance nane="policystore.|dap" provider="policystore.provider">
<propertySet Ref ref="props.|dap.1"/>
</ servi cel nstance>

Example 2

The following example illustrates the configuration of an LDAP policy store instance for
a Java SE application:

<servi cel nstance name="policystore.oid" provider="policy.oid">
<property value="Q D' name="server.type"/>
<property val ue="boot strap" name="bootstrap. security.principal.key"/>
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<property name="Idap.url" val ue="I|dap://nyHost.com 1234"/ >
<property name="oracl e.security.jps.|dap.root.name" val ue="cn=j psNode"/ >
<property name="oracl e.security.jps.farmnane" val ue="cn=donai n1"/>

</ servi cel nstance>

Example 3

The following example illustrates the configuration of DB security stores for a Java EE
application:

<j psConfi g>

<propertySets>
<I-- property set props.db.1 common to all DB services -->
<propertySet name="props.db.1">
<property name="jdbc.url" val ue="jdbc: oracl e:thi n@xx. com 1521: orcl "/ >
<property name="dat asource.jndi.name" val ue="opssds"/>
<property val ue="cn=farnf name="oracl e. security.jps.farmnane"/>
<property val ue="cn=j psroot” nane="oracl e.security.jps.|dap.root.nane"/>
<property val ue="dsrc_| ookup_key"
name="boot strap. security. principal . key"/>
<property val ue="credential _map" nane="boot strap. security. principal.mp"/>
</ propertySet >
</ propertySets>

<servi ceProvi der s>
<servi ceProvi der
class="oracl e.security.jps.internal.policystore.|dap.LdapPolicyStoreProvider"
type="POLI CY_STORE" nane="rdbms. policystore. provider" >
<descri pti on>RDBMS based Pol i cyStore provider</description>
</ servi ceProvi der>

<servi ceProvi der type="KEY_STORE" nane="keystore. provider"
class="oracl e.security.jps.internal.keystore. KeyStoreProvider">
<description>PKI Based Keystore Provider</description>
<property name="provider.property.name" val ue="owsni/>
</ servi ceProvi der>

<servi ceProvi der name="pdp. service. provider" type="PDP"
class="oracl e.security.jps.az.internal.runtine.provider.PDPServiceProvider">
<descri ption>0PSS Runtinme Service provider</description>
</ servi ceProvi der>
</ servi ceProvi der s>

<servi cel nstances>
<servi cel nstance name="pol i cystore.rdbns"
provi der ="rdbns. pol i cyst ore. provi der">

<property val ue="DB_ORACLE' name="server.type"/>
<propertySetRef ref = "props.db.1"/>
<property name="sessi on_expiration_sec" val ue="60"/>
<property name="failover.retry.tines" value="5"/>

</ servi cel nst ance>

<servi cel nstance name="credstore.rdbns" provi der="rdbns. credstore.provider">
<propertySetRef ref = "props.db.1"/>
</ servi cel nst ance>

<servi cel nstance name="keystore.rdbns" provider="rdbns. keystore. provider">
<propertySetRef ref = "props.db.1"/>
<property name="server.type" val ue="DB_ORACLE"/>

</ servi cel nst ance>
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<servi cel nstance name="pdp. service" provider="pdp. service. provi der">
<property nanme="oracl e.security.jps.runtine.pd.client.smnang"
val ue="perm ssi onSni'/ >
<property nanme="oracl e.security.jps.pdp.AuthorizationDeci si onCacheEnabl ed"
val ue="true"/>
<property
name="oracl e. security.|ps. pdp. Aut hori zati onDeci si onCacheEvi cti onCapaci ty"
val ue="500"/ >
<property
name="oracl e. security.jps. pdp. Aut hori zati onDeci si onCacheEvi cti onPer cent age"
val ue="10"/>
<property name="failover.retry.tines" value="5"/>
<property nanme="failover.retry.interval" val ue="20"/>
<property name="oracl e.security.jps.policystore.refresh. purge.tinmout"
val ue="30000"/>
<propertySet Ref ref = "props.db.1"/>
</ servi cel nstance>
</ servi cel nstances>

<j psContexts defaul t="defaul t">
<j psCont ext nane="defaul t">
<servi cel nstanceRef ref="pdp. service"/>
<servi cel nstanceRef ref="policystore.rdbns"/>
<servi cel nstanceRef ref="credstore.rdbns"/>
<servi cel nstanceRef ref="keystore.rdbns"/>
</j psCont ext >
</ j psCont ext s>

</jpsConfig>
Example 4

The following example illustrates the configuration of a DB policy store for a Java SE
application:

<servi cel nstance nane="policystore.rdbms" provider="policy.rdbnms">
<property nanme="server.type" val ue="DB_ORACLE'/>
<property nanme="jdbc.url" val ue="jdbc: oracl e:thin: @xx.com1722:orcl"/>
<property nanme="jdbc.driver" value="oracle.jdbc.driver.CracleDriver"/>
<property name="boot strap. security.principal.key"
val ue="boot st rap_DWpEJgXwhDl oLYVZ20M4R8WOA=" [ >
<property nane="oracl e.security.jps.|dap.root.name" val ue="cn=j psTest Node"/>
<property nanme="oracl e.security.jps.farmnane" val ue="cn=vi ew steph.atz"/>
</ servi cel nstance>

Runtime Policy Configuration

ORACLE

The runtime policy store provider class you use with LDAP or DB security stores is the
oracle.security.jps.az.internal.runtine.provider.PDPServiceProvider class.

Table F-6 lists the runtime properties of policy store instances.
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Property Name

Specifies

oracl e.security.jps.policystore.rol emenber
. cache. type

The type of the role member cache.

Valid in Java EE and SE applications.

Applies to LDAP and DB security stores.

Optional.

Valid values:

e  STATIC - Cache objects are statically cached and
can be cleaned explicitly only according the applied

cache strategy, such as FIFO. The garbage collector
does not clean a cache of this type.

e SOFT - The cleaning of a cache of this type relies
on the garbage collector when there is a memory
crunch.

*  WEAK - The behavior of a cache of this type is
similar to a cache of type SOFT, but the garbage
collector cleans it more frequently.

Default value: STATI C.

oracl e.security.jps.policystore.rol emenber
.cache. strategy

The type of strategy used in the role member cache.

Valid in Java EE and SE applications.

Applies to LDAP and DB security stores.

Optional.

Valid values:

e FIFO - The cache implements the first-in-first-out
strategy.

*«  NONE - All entries in the cache grow until a refresh
or reboot occurs. There is no control over the size of
the cache. Not recommended but efficient when the
policy footprint is very small.

Default value: Fl FO.

oracle.security.jps.policystore.rol emenber
.cache. si ze

The number of the roles kept in the member cache.
Valid in Java EE and SE applications.

Applies to LDAP and DB security stores.

Optional.

Default value: 1000.

oracle.security.jps.policystore.policy.laz
y. | oad. enabl e

The policy lazy load.

Valid in Java EE and SE applications.
Applies to LDAP and DB security stores.
Optional.

Valid values: t rue, f al se.

Default value: t r ue.

ORACLE
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Property Name

Specifies

oracl e.security.jps.policystore. policy.cac
he. strat egy

The type of strategy used in the permission cache.

Valid in Java EE and SE applications.

Applies to LDAP and DB security stores.

Optional.

Valid values:

*  PERMISSION_FIFO - The cache implements the
first-in-first-out strategy.

«  NONE - All entries in the cache grow until a refresh
or reboot occurs. There is no control over the size of
the cache. Not recommended but efficient when the
policy footprint is very small.

Default value: PERM SSI ON_FI FO.

oracle.security.jps.policystore.policy.cac
he. si ze

The number of grants kept in the permission cache.
Valid in Java EE and SE applications.

Applies to LDAP and DB security stores.

Optional.

Default value: 1000.

oracle.security.jps.policystore.refresh.en
abl e

The policy store refresh. If this property is set, then
oracle.security.jps.!|dap.cache. enabl e cannot
be set.

Valid in Java EE and SE applications.
Applies to LDAP and DB security stores.
Optional.

Valid values: t r ue, f al se.

Default value: t r ue.

oracle.security.jps.|dap.cache. enable

The refresh of the cache. If this property is set, then
oracle.security.jps.policystore.refresh.enab
| e cannot be set.

Valid in Java EE and SE applications.
Applies to LDAP and DB security stores.
Optional.

Valid values: tr ue, f al se.

Default value: t r ue.

oracle.security.jps.policystore.refresh.pu
rge. ti meout

The number of milliseconds after which the security store
cache is purged.

Valid in Java EE and SE applications.
Applies to LDAP and DB security stores.
Optional.

Default value: 43200000 (12 hours).

ORACLE
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Property Name

Specifies

oracl e.security.jps.ldap.policystore.refre
sh.interval

The number of milliseconds at which the security store is
polled for changes.

Valid in Java EE and SE applications.
Applies to LDAP and DB security stores.
Optional.

Default value: 600000 (10 minutes).

oracle.security.jps.policystore.rol emenber
. cache. war nup. enabl e

The way the ApplicationRole membership cache is
created. If t r ue, the cache is created at server startup.
Otherwise, it is created on demand (lazy loading).

Set to t r ue when the number of users and groups is
significantly higher than the number of application roles.
Set to f al se when the number of application roles is very
high.

Valid in Java EE and SE applications.

Applies to LDAP and DB security stores.

Optional.

Valid values: t r ue, f al se.

Default value: f al se.

security.jps.runtime.pd.client.|ocalpolicy
.wor k_f ol der

The folder for temporary storage.

Valid in Java EE and SE applications.
Applies to file, LDAP, and DB security stores.
Optional.

Default value: the system temporary folder.

oracle.security.jps.pdp. Authori zationDeci s
i onCacheEnabl ed

The authorization cache is enabled.

Valid in Java EE and SE applications.
Applies to file, LDAP, and DB security stores.
Optional.

Valid values: t r ue, f al se.

Default value: f al se.

oracle.security.jps.pdp. Aut hori zati onDeci s
i onCachekEvi ctionPer cent age

The percentage of sessions to drop when the eviction
capacity is reached.

Valid in Java EE and SE applications.
Applies to file, LDAP, and DB security stores.
Optional.

Default value: 10

oracle.security.jps.pdp. Aut hori zati onDeci s
i onCacheEvi ctionCapacity

The maximum number of authorization and role mapping
sessions to maintain. When the maximum is reached,
old sessions are dropped and reestablished when it is
needed.

Valid in Java EE and SE applications.
Applies to file, LDAP, and DB security stores.
Optional.

Default value: 500

ORACLE
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Property Name

Specifies

oracl e.security.jps.pdp. AuthorizationDecis
i onCacheTTL

The number of seconds during which session data is
cached.

Valid in Java EE and SE applications.
Applies to file, LDAP, and DB security stores.
Optional.

Default value: 60

oracle.security.jps.policystore.resourcety
peenf or cenent node

Throwing exceptions if any of the following checks fail:

«  Verify that if two resource types share the
same permission class, that permission must
be either Resour cePer ni ssi on or extend
Abst ract TypedPer ni ssi on, and this last resource
type cannot be created.

e Verify that all permissions have resource types
defined, and that the resource matcher permission
class and the permission being granted match.

If setto Strict and any of the checks fail, then

the system throws an exception and the operation is

terminated.

If set to Leni ent and any of the checks fail, then the

system does not throw any exceptions, the operation

continues without disruption, and any discrepancies
encountered are logged in the log files.

Valid in Java EE and SE applications.

Applies to LDAP and DB security stores.

Optional.

Default value: Leni ent

Valid values: Stri ct, Leni ent.

Credential Service Properties

Table F-7 lists the properties specific to credential store instances. Additional
properties are listed in Properties Common to OPSS Services.

Table F-7 Credential Store Properties

Property Name

Specifies

encrypt

To encrypt credentials.

Valid in Java EE and SE applications.
Applies only to file and LDAP stores.
Valid values: true, f al se.

Optional.

Default value: f al se.

The following example illustrates the configuration of a credential store for a Java EE

application:

ORACLE

F-15



Appendix F
OPSS Configuration Properties

<propertySet name="props.|dap.1">
<property nane="java.nam ng.| dap. deref Al i ases" val ue="never"/>
<property nanme="boot strap. security.principal.key"

val ue="hoot st rap_6aC\hgRM3zF04Tol i wecdF6K300="/>
<property nane="oracl e.security.jps.farmnanme" val ue="cn=conpact1_oi d26008"/>
<property nane="server.type" value="0D'/>
<property nane="oracl e.security.jps.|dap.root.name" val ue="cn=j psTest Node"/ >
<property nanme="|dap.url" val ue="Idap://myConp. com 2020"/ >

</ propertySet >

<servi ceProvi der type="CREDENTI AL_STORE"' nane="|dap. credenti al store. provider"

class="oracl e.security.jps.internal.credstore.|dap. LdapCredential StoreProvider"/>

<servi cel nstance nane="credstore.|dap" provider="1dap.credential store. provider">
<propertySet Ref ref="props.|dap.1"/>

</ servi cel nstance>

¢ See also:

Configuring Services with Scripts

LDAP Identity Properties

Table F-8 lists the properties of LDAP identity stores, and states extended properties
are and User and Role API properties.

Table F-8 LDAP ldentity Store Properties

Property Name

Specifies

i dstore. type

The type of the identity store.

Valid in Java SE and Java EE applications.

Required

Valid values:

O D- Oracle Internet Directory

OVD - Oracle Virtual Directory

ACTI VE_DI RECTQRY - Microsoft Active Directory

| PLANET - Oracle Directory Server Enterprise Edition

EDI RECTORY - Novelle Directory

OPEN_LDAP - OpenLdap

LI BOVD - Oracle Library OVD

CUSTOM- Any other type

If using a custom authentication provider, then the service instance
configuration must include one of the following properties:

<property nane="idstore.type" val ue="<your-idstore-type>"
<property nane="ADF_I M FACTORY_CLASS" val ue="<your-| DM
FACTOY_CLASS_NAME>"

Corresponding User and Role API property: ADF_IM_FACTORY_CLASS

ORACLE
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Table F-8 (Cont.) LDAP Identity Store Properties

Property Name

Specifies

| dap. url

The LDAP URL value.

Valid in Java SE and Java EE applications.

Required.

No default value.

Value example: | dap: // mySer ver Nanme. com 1389.

Corresponding User and Role API property: ADF_IM_PROVIDER_URL

user. sear ch. bases

The user search base for the LDAP server in DN format. Extended property.
Valid in Java SE and Java EE applications.

Required.

No default value.

Value example: cn=users, dc=us, dc=abc, dc=com

Corresponding User and Role API property: USER_SEARCH_BASES

group. search. bases

The group or enterprise search base for the LDAP server in DN format.
Extended property.

Valid in Java SE and Java EE applications.

Required

No default value.

Value example: cn=gr oups, dc=us, dc=abc, dc=com

Corresponding User and Role API property: ROLE_SEARCH_BASES

i dstore. config. provider

The i dst or e provider class.
Valid only in Java EE applications.
Required

The only supported value is:

oracle.security.jps.ws.internal.idstore. WsLdapl dSt oreConfi gProv
i der

group. creat e. bases

The base DNs used to create groups. Extended property.

Valid in Java EE and SE applications.

Required to allow writing operations with the User and Role API. Otherwise,
optional.

Value example of a single DN:

<ext endedPr operty>

<name>gr oup. cr eat e. bases</ nane>

<val ues>

<val ue>cn=gr oups, dc=us, dc=or acl e, dc=conx/ val ue>
</val ues>
</ ext endedPr operty>

Corresponding User and Role API property: ROLE_CREATE_BASES

ORACLE
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Table F-8 (Cont.) LDAP Identity Store Properties

Property Name

Specifies

user. create. bases

The base DNs used to create users. Extended property.

Valid in Java EE and SE applications.

Required to allow writing operations with the User and Role API. Otherwise,
optional.

Value example of a single DN:

<ext endedPr operty>
<nanme>user. creat e. bases</ nane>

<val ues>

<val ue>cn=users, dc=us, dc=or acl e, dc=conx/ val ue>
</val ues>
</ ext endedPr operty>

Corresponding User and Role API property: USER_CREATE_BASES

group.filter.object.classes

The fully qualified names of object classes used to search groups. Extended
property.

Valid in Java EE and SE applications.

Optional.

Value example: gr oupCf Uni queNanes.

Corresponding User and Role API property:
ROLE_FILTER_OBJECT_CLASSES

group. mandatory. attrs

The attributes that must be specified when creating groups. Extended
property.

Valid in Java EE and SE applications.

Optional.

Value example:

<ext endedPr operty>
<name>gr oup. mandat ory. att r s</ nane>
<val ues>
<val ue>cn</ val ue>
<val ue>obj ect €l ass</ val ue>
</val ues>
</ ext endedPr operty>

Corresponding User and Role API property: ROLE_MANDATORY_ATTRS

group. nenber. attrs

The attribute of a static role that specifies the distinguished names (DNs) of
the members of a group. Extended property.

Valid in Java EE and SE applications.

Optional.

Value example:

<ext endedPr operty>
<name>gr oup. menber . at t r s</ name>
<val ues>
<val ue>uni queMenber </ val ue>
</ val ues>
</ ext endedPr operty>

Corresponding User and Role API property: ROLE_MEMBER_ATTRS

ORACLE
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Table F-8 (Cont.) LDAP Identity Store Properties
]

Property Name

Specifies

group. obj ect . cl asses

The fully qualified names of one or more schema object classes used to
represent groups. Extended property.

Valid in Java EE and SE applications.
Optional.
Value example:

<ext endedPr operty>

<name>gr oup. obj ect . cl asses</ nane>
<val ues>

<val ue>t op</ val ue>

<val ue>gr oupCf Uni queNanes</ val ue>
</val ues>
</ ext endedPr operty>

Corresponding User and Role API property: ROLE_OBJECT_CLASSES

group. sel ected. create. base

The base DNs for creating groups.

Valid in Java EE and SE applications.

Optional.

Value example: cn=user s, dc=us, dc=abc, dc=com (single DN)

Corresponding User and Role API property:
ROLE_SELECTED_CREATEBASE

groupnane. attr

The attribute that uniquely identifies the name of the group.

Valid in Java EE and SE applications.

Optional.

Value example: cn

Corresponding User and Role API property: ROLE_NAME_ATTR

group. sel ect ed. sear ch. base

The base DNs for searching groups.

Valid in Java EE and SE applications.

Optional.

Value example: cn=user s, dc=us, dc=abc, dc=com(single DN)

max. search.filter.length

The maximum number of characters of the search filter.
Valid in Java EE and SE applications.

Optional.

Value: a positive integer.

Corresponding User and Role API property:
MAX_SEARCHFILTER_LENGTH

search. type

The type of search to employ when the repository is queried.

Valid in Java EE and SE applications.

Optional.

Valid values: SI MPLE, PACGED, or VI RTUAL_LI ST_VI EW

Corresponding User and Role API property: IDENTITY_SEARCH_TYPE

ORACLE
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Table F-8 (Cont.) LDAP Identity Store Properties
]

Property Name

Specifies

user.filter.object.classes

The fully qualified names of object classes used to search users. Extended
property.

Valid in Java EE and SE applications.

Optional.

Value example: i net Or gPer son

Corresponding User and Role API property:
USER_FILTER_OBJECT_CLASSES

user.login.attr

The login identity of the user.

Valid in Java EE and SE applications.

Optional.

Value example:

<property name="user.login.attr" value="mil"/>
Corresponding User and Role API property: USER_LOGIN_ATTR

user. mandatory. attrs

The attributes that must be specified when you create a user. Extended
property.

Valid in Java EE and SE applications.

Optional.

Value example:

<ext endedPr operty>
<name>user. mandat ory. at t r s</ nane>
<val ues>

<val ue>cn</ val ue>

<val ue>obj ect O ass</val ue>

<val ue>sn</ val ue>

</val ues>
</ ext endedPr operty>

Corresponding User and Role API property: USER_MANDATORY_ATTRS

user. obj ect. cl asses

The fully qualified names of the schema classes used to represent users.
Extended property.

Valid in Java EE and SE applications.
Optional.
Corresponding User and Role API property: USER_OBJECT_CLASSES

usernane. attr

The LDAP attribute that uniquely identifies the name of the user.
Valid in Java EE and SE applications.

Optional.

Corresponding User and Role API property: USER_NAME_ATTR

Note that if you reset the attribute user name, then you must also reset
usernane. attr.

| dap. host

The name of the system hosting the identity store.
Valid in Java EE and SE applications.
Optional.

ORACLE
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Table F-8 (Cont.) LDAP Identity Store Properties
]

Property Name Specifies

subscri ber. name The default realm for the identity store.
Valid in Java EE and SE applications.
Optional.

Value example: dc=us, dc=or acl e, dc=com
Corresponding User and Role API property: ADF_IM_SUBSCRIBER_NAME

virtualize Where search and modifications are performed. If t r ue, then searching and
modifying is available in all configured authentication providers. If f al se, then
searching and modifying is available in only the first provider in the configured
stack.

Set to t r ue to use the User and Role API to search or write information in all
providers.

Valid in Java EE and SE applications.
Optional.
Valid values: true or f al se.
Default value: f al se.
Value example:
<property name="virtualize" value="true"/>

The following example illustrates the configuration of an LDAP identity store for a Java
SE application:

<servi cel nstance nane="idstore.|dap" provider="idstore. | dap. provider">
<property nane="idstore.type" value="QD'/>
<property nane="Idap.url" val ue="Idap://nmyHost.com 1234"/>
<ext endedPr operty>
<nane>user . sear ch. bases</ nane>
<val ues>
<val ue>cn=users, dc=us, dc=or acl e, dc=conx/ val ue>
</val ues>
</ ext endedPr operty>
<ext endedPr operty>
<name>gr oup. sear ch. bases</ nane>
<val ues>
<val ue>cn=gr oups, dc=us, dc=or acl e, dc=conx/ val ue>
</val ues>
</ ext endedPr operty>
</ servi cel nstance>

¢ See also:

Configuring Services with Scripts

Properties Common to All LDAP Servers

Table F-9 lists properties common to LDAP servers.
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In case of an LDAP identity store and to ensure that the User and Role API picks up
the connection pool properties when it is using the JNDI connection factory, the identity
store instance must include the following property:

<property

nanme="1 N TI AL_CONTEXT_FACTORY" val ue="com sun. j ndi .| dap. LdapCt xFactory"/>

___________________________________________________________________________________________|]
Property Name

Specifies

connection. pool . aut henti cation

The type of LDAP connection that the JNDI connection pool
uses.

Valid in Java EE and SE applications.
Optional.

Values: none, si npl e, and DI GEST- MD5.
Default value: si npl e.

connection

. pool .

mex. si ze

The maximum number of connections in the LDAP
connection pool.

Valid in Java EE and SE applications.
Optional.
Value example: 30

connection

. pool .

mn. si ze

The minimum number of connections in the LDAP
connection pool.

Valid in Java EE and SE applications.
Optional.
Value example: 5

connection

. pool .

pr ot ocol

The protocol to use for the LDAP connection.
Valid in Java EE and SE applications.
Optional.

Values: pl ai n, ssl .

Default value: pl ai n.

connection

. pool .

provi der.type

The connection pool to use.

Valid in Java EE and SE applications.
Optional.

Values: JNDI , | DM

Default value: JNDI .

connection

. pool

. timeout

The number of milliseconds that an idle connection can
remain in the pool. After time-out, the connection is closed
and removed from the pool.

Valid in Java EE and SE applications.
Optional.
Default value: 300000 (5 minutes)

oracle.security.jps.ldap. nax.retry

The maximum number of retry attempts if there are
problems with the LDAP connection.

Valid in Java EE and SE applications.
Optional.
Value example: 5

ORACLE
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<l'-- comon properties used by all LDAPs -->
<property name="oracl e. security.jps.farmnang"
val ue="cn=0r acl eFar nCont ai ner"/ >
<property name="oracl e. security.jps.|dap.root.name"
val ue="cn=0r acl eJpsCont ai ner"/>
<property name="oracl e.security.jps.|dap.max.retry" val ue="5"/>

¢ See also:

Configuring Services with Scripts

Trust Service Properties

Table F-10 lists the properties specific to the trust service.

Table F-10 Truststore Properties

|
Property Name Specifies

mer ge. j dkcacerts. with. trust Whether to return public CA certificates in the keystore
kss: //systeni publiccacerts with a keystore query to
kss://systemtrust. Settotrue to have all certificates in
publ i ccacert s included in the keystore query return. Set to
f al se not to have them included in the query.

Valid in Java EE and SE applications.
Values: true or f al se.

Optional.

Default: f al se.

trust. keystoreType The type of the truststore: Java Keystore (JKS) or keystore
service (KSS) keystore.

Valid in Java EE and SE applications.
Optional.

Valid values: JKS of KSS.

Default: none.

If unspecified and KSS is provisioned, then the value is KSS.
Otherwise it is JKS.

trust. keySt or eNane The store name with the format:

kss://<stripeNane>/ <keySt or eName>

Applies only when t r ust . keyst or eType is KSS.
Valid in Java EE and SE applications.

Optional.

Default: kss: // opss/trustservice ks.
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Property Name

Specifies

trust.

trust St or eNane

The store URL with the format:

kss://<stripeNane>/ <keySt or eName>

Applies only when t r ust . keyst or eType is KSS.
Valid in Java EE and SE applications.

Optional.

Default: kss: // opss/trustservice_ts.

trust.

al i asNanme

The alias to use to get an X.509 certificate and private key
from the keystore.

Valid in Java EE and SE applications.
Optional.
Default: the name of the Oracle WebLogic Server domain.

trust.

i ssuer Name

The name (included in the token) that the target trust service
uses to pick up and validate the token.

Valid in Java EE and SE applications.
Optional.
Default: the name of the WebLogic Server domain.

trust.

provi der. cl assName

The fully-qualified name of the trust provider class.
Valid in Java EE and SE applications.
Required.

Value: the only supported value is
oracle.security.jps.internal.trust.provider.enbe
dded. EnbeddedPr ovi der | npl .

trust.

cl ockSkew

The number of seconds the time-gap allowed when verifying
time conditions.

Valid in Java EE and SE applications.
Optional.
Default: O.

trust.

token. val i dityPeriod

The number of seconds that a token remains valid after being
issued.

Valid in Java EE and SE applications.
Required.
Default: none.

trust.

csf. map

The map of the credential to access the keystore.
Valid in Java EE and SE applications.
Optional.

Default: the value of the keystore instance property
keystore. csf. map.

ORACLE
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Table F-10 (Cont.) Truststore Properties

Property Name

Specifies

trust. csf. keystorePass

Applies only when t r ust . keyst or eType is JKS, and it
specifies the key of the credential to access the private key
(the map is set by t rust . csf. map).

Valid in Java EE and SE applications.
Optional.

Default: the value of the keystore instance property
keyst or e. pass. csf. key.

trust. csf. keyPass

The key of the credential to access the keystore (the
map is set by t r st. csf. map). Applies only when
trust. keystoreType is JKS

Valid in Java EE and SE applications.
Optional.

Default: the value of the keystore instance property
keystore. si g. csf. key.

trust.token.includeCertificate

The Security Assertion Markup Language (SAML) token
includes a certificate.

Valid in Java EE and SE applications.
Required.

Valid values: t r ue or f al se.

Default: f al se.

The following example illustrates the configuration of a trust service:

<propertySet nanme="trust. provider.enbedded" >
<property nanme="trust.provider.className"
val ue="oracl e.security.jps.internal.trust.provider.enbedded. EmheddedProvi der | npl "

/>
<property
<property
<property
<property
<property
<property
<property

name="trust.
name="trust.
name="trust.
name="trust.
name="trust.
name="trust.
name="trust.

</ propertySet >

¢ See also:

cl ockSkew' val ue="60"/>

t oken. val i di tyPeriod" val ue="1800"/>

al i asName" val ue="or akey"/ >

i ssuer Narme" val ue="orakey"/>

csf.map " val ue="ny-csf-map"/>

csf. keystorePass" val ue="ny-keyst or e- csf - key"/ >
csf. keypass" val ue="ny-si gni ng- csf - key"/ >

Configuring Services with Scripts

Audit Service Properties

Table F-11 lists the properties specific to audit. Additional properties are listed in
Properties Common to OPSS Services.

ORACLE
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Table F-11  Audit Properties
]

Appendix F
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Property Name Specifies Required? Values Default
Value
audit.filterPreset The audit level. no None, Low, None
Medium, or
High
audi t. cust onEvent s The custom events that to audit. The no NA NA
events must be qualified using the
component type. Commas separate
events and a semicolon separates
component types.
Example:
JPS: CheckAut hori zati on,
CreateCredential; OF: UserLogin
audi t. speci al Users The list of users whose activity no NA NA
is always audited, even if the
filterPreset propertyis none.
audit. maxFi | eSi ze The size of a bus-stop file where audit no NA 104857600
events are written. Integer is in Bytes
audi t. | oader.interval The number of seconds with which no 15 seconds
audit loader uploads to database.
audit.| oader .repositor The store type for the audit events. yes File, DB File
yType If type is Database (DB), then
also define audit.loader.jndi or JDBC
property.
audit.loader.jndi The IJNDI name of the data source in  no NA jdbc/
application servers for uploading audit AuditAppend
events into database. DataSource
audi t.db. principal.mp The map and key for the JDBC no NA NA
audi t.db. principal . key username and password credential
in bootstrap credential store, when
running a Java SE application and the
repository type is DB.
audi t.l oader.jdbc.strin The JDBC string for JDBC connection no NA
g when running a Java SE application
and repository type is DB.
audit.logDirectory The base directory for bus-stop files. required for NA jse
JavaSE
audit.tinezone Recording events using a specific no UTC, local uTC
time zone.
audi t. change. scanni ng.  The number of milliseconds after no whole number 60000 (60
interval which, the service checks for any greater than seconds)
changes. zero
The following example illustrates the use of properties in a configuration:
<servi cel nstance nane="audit" provider="audit.provider" |ocation="./audit-
store.xm ">
<property name="audit.filterPreset" val ue="Medium'/>
<property name="audit.| oader.jndi" val ue="j dbc/ Audit AppendDat aSour ce" />
<property name="audit.| oader.repositoryType" val ue="DB" />
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<property nanme="server.type" val ue="DB_ORACLE'/>
<property nanme="audit.tinmezone" val ue="local" />
</ servi cel nstance>

¢ See also:

Configuring Services with Scripts

Keystore Service Properties

Table F-12 lists the properties specific to the keystore. Additional properties are listed
in Properties Common to OPSS Services.

Table F-12 Keystore Service Properties

Appendix F

OPSS Configuration Properties

Property Name Specifies Required? Values Default
keystore.file.path The location of the file keystores.xml  Yes, if a file - A
when file provider is configured. keystore provider
is configured.
ca.key.alias The key alias of the third party CA No - -
used for the keystore service instance.
| ocation The absolute or relative path. location  Yes, if Path to /default-
of the keystore. keystore.type is  keystore keystore.jks
JKS.
No, if
keystore.type is
PKCS11 or HSM
(LunaSA)
keystore. type The type of keystore. No KSS, JKS, JKS
PKCS11,
Luna
keystore. csf. map The credential store map name that No Credential  oracle.wsm.sec
OWSM uses. Used by OWSM only. store map  urity
name
keyst ore. pass. csf. The credential store key that pointsto  No Credential  keystore-csf-

key

keystore.sig.csf.k
ey

keystore. enc. csf.k
ey

Keystore password. Used by OWSM
only.

The credential store key name that No
points to alias and password of signing

key in keystore.For HSM, it is the

direct key alias name rather than the
credential store key name. Used by

OWSM only.

The credential store key name that No
points to alias and password of

encryption key in keystore.For HSM, it

is the direct key alias name rather than

the credential store key name. Used by
OWSM only.

store csf key
name

Credential
store csf key
name or, for
HSM, the
direct alias

Credential
store csf key
name or, for
HSM, the
direct alias

key

sign-csf-key

enc-csf-key
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The following example illustrates a keystore configuration:

<propertySet name="props.|dap.1">
<property name="java.nam ng. | dap. deref Al i ases" val ue="never"/>
<property name="boot strap. security.principal.key"

val ue="bhoot st rap_6aC\NngRM3zF04Tol i wecdF6K300="/ >
<property name="oracl e. security.jps.farmnanme" val ue="cn=conpact 1_oi d26008"/ >
<property name="server.type" value="Q D'/ >
<property name="oracl e.security.jps.|dap.root.name" val ue="cn=j psTest Node"/>
<property name="|dap.url" val ue="Idap://myConp. com 2020"/ >

</ propertySet >

<servi ceProvi der type="KEY_STORE" nane="keystore. provider"
class="oracl e.security.jps.internal.keystore.KeyStoreProvider">
</ servi ceProvi der >
<servi cel nstance name="keystore.|dap" provider="keystore.provider">
<propertySet Ref ref="props.|dap.1"/>
</ servi cel nst ance>

The following example illustrates a keystore configuration for an LDAP provider:

<servi cel nstance nanme="keystore" provider="keystore. provider" | ocation="./
defaul t-keystore. jks">

<description>Default JPS Keystore Service</description>

<property name="server.type" value="Q D'/ >

<property name="keystore.type" val ue="JKS"/>

<property name="keystore. csf.map" val ue="oracl e.wsm security"/>

<property name="keystore. pass. csf.key" val ue="keyst ore- csf-key"/>

<property name="keystore.sig.csf.key" val ue="sign-csf-key"/>

<property name="keystore. enc. csf. key" val ue="enc- csf-key"/>
<property val ue="boot strap” name="boot strap. security.principal.key"/>
<property val ue="cn=wl s-jrfServer" nane="oracle.security.jps.farmname"/>
<property val ue="cn=j psTest Node" nane="oracl e. security.jps.|dap.root.nane"/>
<property val ue="1dap://myHost.com 1234" nanme="|dap.url"/>
</ servi cel nstance>

The following example illustrates a keystore configuration for a DB provider:

<propertySet nanme="props.db.1">
<property name="jdbc.url" val ue="j dbc: oracl e: thin: @ost:port:sid"/>
<property name="oracl e.security.jps.farmnane" val ue="cn=farni/>
<property name="server.type" val ue="DB_ORACLE"/>
<property name="oracl e.security.jps.|dap.root.name" val ue="cn=jpsroot"/>
<property name="jdbc.driver" value="oracle.jdbc.OracleDriver"/>
<property name="boot strap.security.principal.nmp" val ue="credendial _map"/>
<property name="boot strap.security.principal.key" value="credential key"/>
</ propertySet >

<servi cel nstance name="keystore.rdbms" provider="keystore. provider"

| ocation="./defaul t-keystore.jks">
<propertySet Ref ref = "props.db.1"/>
<property name="server.type" val ue="DB_ORACLE"/>
<property name="keystore.type" val ue="JKS"/>
<property name="keystore. csf.nmap" val ue="oracl e.wsm security"/>
<property name="keyst ore. pass. csf.key" val ue="keyst ore-csf-key"/>
<property name="keystore.sig.csf.key" val ue="sign-csf-key"/>
<property name="keystore. enc. csf. key" val ue="enc-csf-key"/>

</ servi cel nstance>
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Configuring Services with Scripts

Anonymous and Authenticated Roles Properties

Table F-13 lists the properties that can be used to configure anonymous users,
anonymous roles, and authenticated roles.

Table F-13 Anonymous and Authenticated Roles Properties

Property Name

Specifies

anonymous. rol e. descri ption

The description of the anonymous role.
Valid in Java EE and SE applications.
Optional.

No default value.

anonynous. r ol e. name

The name of the principal in the anonymous role.
Valid in Java EE and SE applications.

Optional.

Default value: anonymous-r ol e

anonynous. r ol e. uni quenane

The name of the anonymous role.
Valid in Java EE and SE applications.
Optional.

Default value: anonymous-rol e

anonynous. user. nane

The name of the principal in the anonymous user.
Valid in Java EE and SE applications.

Optional.

Default value: anonynous

aut henti cated. rol e. description

The description of the authenticated role.
Valid in Java EE and SE applications.
Optional.

No default value.

aut henti cat ed. rol e. nane

The name of the principal in authenticated user roles.
Valid in Java EE and SE applications.

Optional.

Default value: aut henti cat ed-rol e

aut henti cat ed. rol e. uni quenane

The name of the authenticated role.
Valid in Java EE and SE applications.
Optional.

Default value: aut henti cat ed-rol e

ORACLE
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Table F-13 (Cont.) Anonymous and Authenticated Roles Properties
]

Property Name Specifies

remove. anonymous. rol e The anonymous role to remove from the subject after a user is
authenticated.
Valid in Java EE and SE applications.
Optional.

Valid values: t rue, f al se.
Default value: f al se.

¢ See also:

Configuring Services with Scripts

ORACLE F-30



OPSS API References
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This appendix lists the reference documentation available for the APIs used with
OPSS.

OPSS API

Java API Reference for Oracle Platform Security Services

OPSS MBean API

Java API Reference for Oracle Platform Security Services MBeans

User and Role API

Java API Reference for Oracle Platform Security Services User and Role
Identity Directory API

Java API Reference for Identity Governance Framework Identity Directory
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Using an OpenLDAP Identity Store

This appendix describes the setup required to use OpenLDAP 2.2 as the repository for
the identity store.
It includes the following section:

e Using an OpenLDAP Identity Store

Using an OpenLDAP Identity Store

To use OpenLDAP 2.2 for the identity store:

ORACLE

1. Use Oracle WebLogic Server Administration Console to create a new
authentication provider:

Choose OpenLDAPAuthenticator from the list of providers.

Set the control flag of the OpenLDAPAuthenticator to SUFFI Cl ENT.

Set the control flag of the WebLogic Default Authenticator to SUFFI Cl ENT.
Change the order to make the OpenLDAPAuthenticator the first in the list.

In the Provider Specific page for the OpenLDAPAuthenticator, enter User Base
DN and Group Base DN, and set the value of the object class in the Group
From Name Filter to something other than group of names.

2. From the directory where OpenLDAP is installed:

Open sl apd. conf for edit.
Insert the following line in the include section at the top:
i ncl ude ./schema/inet or gperson. schenma

Save the file and restart the OpenLDAP.

This procedure adds the i net or gper son object to every new external role you create
in the OpenLDAP. That class is required to map external roles to an application roles.
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Configuring Adapters for Identity
Virtualization

This appendix describes how to configure, implement, and log messages for adapters
used in identity virtualization.
This appendix includes the following sections:

e About Split Profiles
e Configuring Split Profiles
e Implementing Split Profiles

e Logging ldentity Virtualization Library

About Split Profiles

A split profile is an identity whose attributes are stored in two (or more) sources.
Identity virtualization supports split profiles and querying multiple LDAP directories in a
single query. So when an application must obtain attributes from more than one source
directory for an identity, it uses identity virtualization with split profiles. The adapter
configuration is stored in the adapt ers. os_xni file, but connection parameters, such
as host, port, and credentials, are obtained from the OPSS configuration.

When configuring the LDAP connection parameters, the user. creat e. bases and
group. creat e. bases properties must correspond to the primary adapter's namespace.

¢ See also:
Administering Oracle Virtual Directory

e Understanding Oracle Virtual Directory Adapters
e Understanding the Join View Adapter

Identity Store Parameters

Configuring Split Profiles

ORACLE

To configure split profiles:

1. Setthevirtualize property to true to enable queries against multiple LDAPs. For
information about configuring the identity store, see Configuring the Identity Store .

2. Use the creat eJoi nAdapt er WLST command to create a join adapter in the
primary identity store:

creat eJoi nAdapt er (adapt er Name="Joi n Adapter Nane", root="Nanmespace",
pri maryAdapt er="Primary adapter Nanme")
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Implementing Split Profiles

3. Use the addJoi nRul e WLST command to add the join rule to each secondary
store:

addJoi nRul e( adapt er Name="Joi n Adapt er Nane", secondary="Secondary Adapter
Name", condition="Join Condition")

4. Use the nodi f yLDAPAdapt er WLST command to modify adapters in all stores:

modi f yLDAPAdapt er (adapt er Nane="Aut hent i cat or Name", attribute="Visible",
val ue="Internal ")

¢ See also:

WebLogic Scripting Tool Command Reference for Identity and Access
Management:

e createJoinAdapter
e addJoinRule
* modifyLDAPAdapter

Implementing Split Profiles

Assume that Microsoft Active Directory is the primary authentication provider with the
cn=users, dc=acne, dc=comuser base, and Oracle Internet Directory is the secondary
provider with the cn=user s, dc=0i d, dc=comuser base.

To implement split profile with these two adapters:

1. Create a join adapter on the primary authentication provider:

creat eJoi nAdapt er (adapt er Nane="Joi nAdapt er 1", root="dc=acne, dc=cont,
pri mar yAdapt er =" AD")

2. Add the created join adapter to the secondary authentication provider:

addJoi nRul e(adapt er Name="Joi nAdapt er 1", secondary="0 D', condition="uid=cn")

where ui d=cn indicates that if for a user, the ui d value matches the cn value in
Microsoft Active Directory, then the attributes are combined.

The attribute on the left side of the equal sign is the attribute in the secondary
adapter and the attribute on the right side is the attribute in the primary adapter.

3. Change the visibility of all adapters:

modi f yLDAPAdapt er (adapt er Nane="Q D', attribute="Visible", value="Internal")
modi f yLDAPAdapt er (adapt er Nanme="AD", attribute="Visible", value="Internal")

4. Restart Oracle WebLogic Server.
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¢ See also:

WebLogic Scripting Tool Command Reference for Identity and Access
Management:

e createJoinAdapter
e addJoinRule
* modifyLDAPAdapter

Logging Identity Virtualization Library

To enable identity virtualization library logging:

ORACLE

1.
2.

Remove any previously configured identity virtualization library loggers.

Create the new logger named or acl e. ods. vi rtual i zat i on. accessl og with the
NOTI FI CATI ON level.

Create a handler to specify the file associated with the logger, where all messages
are logged.

Add audi t LogPubl i sher tot he DOVAI N HOVE/ confi g/ f mwconfi g/ ovd/ def aul t/
provi der. os_xm file:

<provi der s>

<audi t LogPubl i sher >
<provi der nane="FMAMudi t LogPubl i sher"></ provi der >
<provi der name="AccessLogPublisher">
<configC ass>oracl e. ods. virtual i zation. config. AccessLogPubl i sher Confi g</
configd ass>
<properties>
<property name="enabl ed" val ue="true"/>
</ properties>
</ provi der >
</ audi t LogPubl i sher >

</ provi ders>

Restart WebLogic Server.



Troubleshooting OPSS

This appendix describes common problems that you may encounter when you
configure or use OPSS and explains how to solve them.

It includes the following sections:

The OPSS Diagnostic Framework
Diagnosing Security Errors

Troubleshooting Reassociation and Migration
Troubleshooting Server Startup
Troubleshooting Permissions
Troubleshooting Connections and Access
Oracle Business Intelligence Publisher Time Zone
Troubleshooting Searching

Troubleshooting Versions

Troubleshooting Other Errors

Need Further Help?

The OPSS Diagnostic Framework

OPSS includes a framework that helps you reduce the resolution time of problems.
This framework allows you to extract internal states of a domain and dump that
information to a file. The framework provides a number of tests to generate dumps
that record the characteristics of domain servers and services in that domain.

The OPSS diagnostic framework provides the following tests:

ORACLE

Configuration test

— oracle.security.jps.diag.test.JpsConfigTest

Connectivity tests

— oracle.security.jps.diag.test.JpsContainerAuthenticationLdapConnect

ivityTest

— oracle.security.jps.diag.test.JpsldentityStoreUserRol eApi LdapConnec

tivityTest

Credential store tests

— oracle.security.jps.diag.test.JpsCredential StoreConfigTest

— oracle.security.jps.diag.test.JpsCredential StoreTest

Identity store tests

— oracle.security.jps.diag.test.JpsldentityStorel DSSearchTest
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— oracle.security.jps.diag.test.JpsldentityStorelLi bOvdConfigTest

— oracle.security.jps.diag.test.JpsldentityStoreUserRol eApi Sear chTest
Keystore tests

— oracle.security.jps.diag.test.JpsKeyStoreTest

— oracle.security.ps.diag.test.JpsKeyStoreConfigTest

Running a Test

To call a test, use the execut eDunp command with the following syntax:

execut eDunp(nane=" opss. di agTest', outputFi| e=' dunplLocation',
args={'testtnane':'testNane'})

where:

The first argument, name=" opss. di agTest ', is fixed.

out put Fi | e specifies the location where the dump is generated relative to where
the command is run.

All character strings in the third argument are fixed except for the t est Nane string,
which you set to one of the tests. If you use the wild card *, then all the tests are
run in the following order:

oracle.security.jps.diag.test.JpsConfigTest
oracle.security.jps.diag.test.JpsContainerAut henticationLdapConnecti vityTest
oracle.security.jps.diag.test.JpsCredential StoreConfigTest
oracle.security.jps.diag.test.JpsCredential StoreTest
oracle.security.jps.diag.test.JpsldentityStorel DSSearchTest
oracle.security.jps.diag.test.JpsldentityStorelLi bOvdConfigTest
oracle.security.jps.diag.test.JpsldentityStoreUserRol eApi LdapConnecti vityTest
oracle.security.jps.diag.test.JpsldentityStoreUserRol eApi Sear chTest
oracle.security.jps.diag.test.JpsKeyStoreConfigTest
oracle.security.jps.diag.test.JpsKeyStoreTest

Example of Use

The following sequence illustrates a situation where you use the diagnose framework:

1.
2.

You receive a customer problem.

From the logged failure, you determine that the problem has to do with a
connection (for example).

You run one or more tests in the domain in question, such as
oracle.security.jps.diag.test.JpsContainerAuthenticationLdapConnecti vi
tyTest:

a. Connect to Oracle WebLogic Server:
W s:/of fline> connect (' adm nuser', 'adnminpass', 't3://local host:7001")
b. Call a test, such as the following:

>execut eDunp( nane=' opss. di agTest', outputFile=" nyDunpTest',
args={'testnane':
‘oracle.security.jps.diag.test.JpsContainerAuthenticationLdapConnectivity
Test'})

The test generates a dump at the specified location. The dump includes the
following lines:
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LDAP aut henticator : QD

host : myHost.com

port : 7066

principal : cn=orcladnin

passv\ord : *kkkkkkkk

Is SSL? fal se

Testing LDAP connection to | dap://nyHost.com 7066 with principal
cn=orcl admi n.

JNDI settings:

j ava. naning. provider.url = |dap://myHost.com 7066

java.naning.factory.initial = comsun.jndi.ldap. LdapCt xFactory

com sun. j ndi. | dap. connect.tineout = 5000

java. naning. security.principal = cn=orcladnin

java. nanming. security.authentication = sinple

java.naning.security.credentials = *****xxx

Failed to establish LDAP connection to |dap://nmyHost.com 7066.
The stack trace:

j avax. nam ng. Conmuni cat i onException: nyHost.com 7066 [ Root exception
i's java.net.Connect Exception: Connection refused]

at comsun.jndi. | dap. Connection. <init>(Connection.java:214) ..

c. Inspect the dump for errors and failures. In this example, the text in bold
indicates that the connection to the LDAP provider could not be established.

Diagnosing Security Errors

In addition to the OPSS diagnostic framework, use loggers to diagnose and solve a
variety of security issues as described in the following sections:

e About OPSS Loggers
* Loggers by Service
e System Properties

e Understanding Log Entries

¢ See also:

The OPSS Diagnostic Framework

About OPSS Loggers

The following sections describe the log files and loggers that OPSS supports and
explains how to configure, set logger levels, and view log files with Fusion Middleware
Control and WebLogic Scripting Tool (WLST):

*  About Diagnostic Log Files
»  Offline WLST Loggers

About Diagnostic Log Files

ORACLE

Each server instance in a domain writes all OPSS exceptions raised by applications to
a server log file in the file system of the local host computer.
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By default, this log file is located in the | ogs directory below the server instance
root directory. The names of these log files have the following format: ServerName-
di agnosti c. | ogxxxxx, where xxxxx denotes an integer between 1 and 99999.

Servers write security-related errors to diagnostic files. Server-related security errors,
such as exceptions raised by issues with a subject or principal, or errors that

may occur while migrating or reassociating domain security data, are written in

the Administration Server diagnostic log. Application-related security errors, such as
exceptions raised by application-specific policies or credentials, are written in the
diagnostic log of the Managed Server where the application is running.

By default and similar to diagnostic log files, server log files are located in the | ogs
directory below the server instance root directory. Domain log files are located in the
| ogs directory below the Administration Server root directory. The names of these
log files have the format ServerName. | ogxxxxx and domai n. | ogxxxxx, where Xxxxx
denotes an integer between 1 and 99999.

The domain logs duplicate some of the messages in server logs, and they help
determine the server on which a fault has occurred in domains with a large number of
servers.

The generation of a new log file is determined by file size: when a log file exceeds a
specified size, the system generates a new one with a name whose integer suffix is
increased by 1.

¢ See also:
Server Log Files and Domain Log Files in Configuring Log Files and Filtering
Log Messages for Oracle WebLogic Server.

What Is the WebLogic Diagnostics Framework? in Configuring and Using the
Diagnostics Framework for Oracle WebLogic Server.

Adding WebLogic Logging Services to Applications Deployed on Oracle
WebLogic Server.

Managing Log Files and Diagnostic Data in Administering Oracle Fusion
Middleware.

Offline WLST Loggers

ORACLE

Logging for online WLST commands is automatic, but it is not for offline commands.
When you use an offline command such as the mi grat eSecuritySt ore command,
enable logging by starting the Java Virtual Machine (JVM) with the following system
properties:

e wst.offline.log, with one of the following values: <fi | enane>, stdout, sterr,
or di sabl e. If unspecified, then the log files are located in the $MV HOVE/ | ogs
directory.

e wst.offline.log.priority, with one of the following values: OFF, SEVERE,
WARNI NG, | NFO, CONFI G, FI NE, FI NER, FI NEST, ALL, debug, i nfo, warn, error, fatal .
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Loggers by Service

The following sections list the loggers available per service:

Logging Authorization

Logging Audit

Logging the User and Role API
Logging Other Components

Logging Authorization

You can enable and disable loggers without having to stop and restart servers.
Typically, you set the level of loggers to TRACE: 32.

OPSS provides several loggers that help troubleshooting runtime authorization
failures:

Logging Audit

ORACLE

oracle.security.jps.util.JpsAuth - Logs the start and return of checkPer ni ssi on.

oracle.security.jps.trace.logger - Logs information about application roles,
permissions, targets, principals, and granted and denied policies. This logger
generates a large output. Use it to debug a single use case only.

oracle.jps.authorization - Logs messages during runtime authorization.

oracle.jps.common - Logs messages in OPSS common functional areas, such as
service management and user management.

oracle.security.jps.dbg.logger - Logs messages that are used to debug the
JpsFi | ter filter permission checks.

oracle.security.jps.az.internal.runtime.policy.AbstractPolicylmpl -
Logs messages for the
oracle.security.jps.az.internal.runtime.policy.AbstractPolicylnpl class.

oracle.security.jps.internal.policystore.JavaPolicyProvider - Logs messages for the
oracle.security.jps.internal.policystore.JavaPolicyProvider class.

This section explains how to interpret audit log messages and how to use them to
diagnose component failures. Log files are located at:

Donai nNane/ ser ver s/ $SERVER_NAME/ | ogs/ $SERVER _NAME- di agnosti c. | og

Table J-1 lists the available diagnostic log files.

Table J-1 Log Files for Audit Diagnhostics

_______________________________________________________________________|
Component Log Location Configuring Loggers

Java EE Components DomainName/ oracle.security.audit.logger

servers/$SERVER_NAME/ (See instructions below)
logs/$SERVER_NAME-
diagnostic.log

OPMN Components See Logging Audit. See Logging Audit.
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Table J-1 (Cont.) Log Files for Audit Diagnostics
|

Component Log Location Configuring Loggers

Startup Class Audit Loader DomainName/ oracle.security.audit.logger
servers/$SERVER_NAME/ (See instructions following this
logs/$SERVER_NAME- table)
diagnostic.log

OPMN Audit Loader $ORACLE_INSTANCE/ java.util.logging.config.file
diagnostics/logs/OPMN/opmn/  system property can be set to
rmd.out the file that contains the log

level for OPMN Audit Loader

Config/Proxy Mbeans DomainName/ oracle.security.audit.logger
servers/$SERVER_NAME/ (See instructions below)
logs/$SERVER_NAME-
diagnostic.log

Audit Schema Support Oracle Fusion Middleware Repository Creation Utility log
Repository Creation Utility log  level. Default is ERROR.
location (Default
is $ORACLE_HOME/rcu/log/)R
CU_LOG_LOCATION can be
set to change this location

Configuring Audit Loggers

Use Fusion Middleware Control to configure the oracl e. security. audit. | ogger
logger, and to view loggers. For information about log files, see Managing Log Files
and Diagnostic Data in Administering Oracle Fusion Middleware.

Audit error messages are numbered | AU- XXX.

To configure audit logging for system components managed with OPMN, edit the
audi tconfig. xm file to specify the log directory location to which the component's
audit logs should be written:

<LogsDi rect ory>

<MaxFi | eSi ze></ MaxFi | eSi ze>

<Locati on>/t np/ audi t/ audi t | ogs</ Locat i on>
</ LogsDirectory>

Logging the User and Role API

To trace OPSS User and Role API calls, set the oracl e.i dm userrol eapi logger to
TRACE:32.

Logging Other Components

ORACLE

Additionally, OPSS provides the following loggers:

oracl e.j ps. depl oyment logs issues with OPSS artifacts packed with the application
when you deploy the application.

oracl e.j ps. openaz logs issues with PEP API calls. Setting or acl e. j ps. openaz. | evel
to FI NEST, logs information about submitted requests - identity, resource, action,
context - and authorization results.
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oracle.jps.attribute logsissues with the OPSS Attribute service.

System Properties

Use the following properties to configure debugging at server startup:

ORACLE

j ps. aut h. debug, logs permission checks that fail only. To disable permission
check messages, set this property to f al se. By default, itistrue.

j ps. aut h. debug. ver bose, logs permission checks that fail. Logs more information
than jps.auth.debub. By default, it is f al se.

DebugOPSSPol i cyLoadi ng, a flag that monitors the progress and setting of the
policy provider.

j ava. security. debug=pol i cy, the standard Java security debug flag that
produces print information about policy files as they are parsed, including their
location in the file system, the permissions they grant, and the certificates they
use.

Edit the set Domai nEnv. sh script and add the desired property to the
EXTRA_JAVA_PROPERTI ES system property. This change requires that you restart the
server.

Caution:

Setting a high logging output may cause stuck threads, especially when file
loading takes place. To avoid this situation, change the timeout value that
WebLogic Server uses to mark a thread as stuck to a higher value.

Other System Properties

Additional system properties that may further help you debugging are the following:

oracle.security.jps.log.for.approle.substring, logs the name of an
application role that contains a specified substring. If the substring to match is
unspecified, then it logs all application role names.

oracle.security.jps.log.for.perneffect, logs a grant that was granted or
denied. If the value is unspecified, then it logs all grants (regardless whether they
were granted or denied).

oracle.security.jps.log.for.perntlassnane, logs the name of the permission
class that matches exactly a specified name. If the name to match is unspecified,
then it logs all permission class names.

oracle.security.jps.log.for.perntarget.substring, logs the name of a
permission target that contains a specified substring. If the substring to match
is unspecified, then it logs all permission targets.

oracle.security.jps.log.for.enterprise. principal nane, logs the name of the
principal (enterprise user or role) that matches exactly a specified name. If the
name to match is unspecified, then it logs all principal names.

Examples of Use

The following examples illustrate typical settings of system properties.
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» Tolog all application role names that contain the nyAppRol e string:
-Doracle.security.jps.log.for.approle.substring=nyAppRol e

e Tolog all denied permission checks:
-Doracl e.security.jps.log.for.permeffect=deny

e Tolog all granted permission checks:
-Doracl e.security.jps.log.for.permeffect=grant

e Tolog all granted or denied permission checks, do not set
oracle.security.jps.log.for.perneffect.

* Tolog all permission checks that match exactly j ava. util . PropertyPerm ssion:
-Doracl e.security.jps.log.for.pernclassname=java. util.PropertyPerm ssion

* To log all target names that contain the p. non string:
-Doracle.security.jps.log.for.perntarget.substring=p.non

* To log all authorizations involving the manager principal name:
-Doracl e.security.jps.log.for.enterprise.principal name=manager

* To log application role names that match a substring or principal names that
match a string, use both oracl e. security.jps.log.for.approle.substringand
oracle.security.jps.log.for.enterprise.principal nare.

Understanding Log Entries

ORACLE

Your understanding of log errors is crucial to isolate and solve an error. This section
explains how to interpret the contents of a diagnostic log file, such as the following:

[ 2009- 01- 07T09: 15: 02. 393-08: 00] [ Admi nServer] [ERROR] [JPS-00004]
[oracle.|ps.adm n]
[tid: [ACTIVE].ExecuteThread: '3" for queue: 'weblogic.kernel. Defaul t
(self-tuning)'] [userld: weblogic] [ecid: 0000Hunbkxw7MAn54nU4Ui 19PD8S000005, 0]
Unabl e to add principal to the application role. Reason: Principal
"abc. xxx@ryConp. cont is already a nenber of the application role
" BPMAOr kf | owAdmi n" [ [
java.security.PrivilegedActionExcepti on:
oracle.security.jps.service.policystore. PolicyhjectAl readyExi st sExcepti on:
Unabl e to add principal to the application role. Reason: Principal
"abc. xxx@ryConp. cont is already a nenber of the application role
" BPMAOr kf | owAdmi n”

at java.security.AccessController.doPrivileged(Native Method)

at oracle.security.jps.ms.ngnt.jnx.policy.JpsApplicationPolicyStorelnpl.
addRermoveMenber sToRol e( JpsAppl i cationPol i cyStorel npl . java: 408)

at oracle.security.jps.ms.ngnt.jnx.policy.JpsApplicationPolicyStorelnpl.
addMenber sToAppl i cati onRol e( JpsAppl i cationPolicyStorelnpl.java: 385)

at sun.reflect. NativeMet hodAccessor | npl.invokeO(Native Method)

The meaning of the fields in the preceding message is:
e [2009-01-07T09:15:02.393-08:00]

Identifies the date and time when the error was logged.
*  [AdminServer]

Identifies the name of the server where the error occurred.
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«  [IPS-00004]

Identifies the error code and hints to the kind of error that occurred. For a complete
list of JPS error codes, see Error Messages.

* Joracle.jps.admin]

Identifies the logger category. The subcategories of or acl e. j ps (such as admi n)
indicate the kind of error that occurred. They include the following:

—  commopn - generic errors

upgr ade - upgrade errors
— config - configuration errors
— depl oynent - deployment errors
— authentication -login module errors (Java SE applications only)
— idmgnt - identity store errors
— credstore - credential store errors
— authorization - policy store errors at runtime
— policymgmt - policy store management errors
— admin - JMX and WLST errors
e [tid: [ACTIVE].ExecuteThread: '3' for queue: ‘weblogic.kernel.Default (self-tuning)]
Identifies the thread where the error occurred.
* [userld: weblogic]
Identifies the user that performed the operation that generated the error.
*  [ecid: 0000HUM5kxw7MAN54nU4Ui19PD8S000005,0]

Identifies the execution context ID. Correlates and traces sequence of events. The
execution context ID (ECID) provides information about the flow across processes,
such as, from a request, to WebLogic Server, to an Oracle Internet Directory
server.

* Unable to add principal to the application role. Reason: Principal
abc.xxx@myComp.com is already a member of the application role
BPMWorkflowAdmin

Identifies the reason why the error was logged.

* java.security.PrivilegedActionException:
oracle.security.jps.service.policystore.PolicyObjectAlreadyExistsException: Unable
to add principal to the application role. Reason: Principal abc.xxx@myComp.com
is already a member of the application role BPMWorkflowAdmin

Identifies the exception that was raised and the reason for it.

Troubleshooting Reassociation and Migration

The following sections describe issues with data security operations:

e Reassociation Failure
e Unsupported Schema

* Missing Policies in Reassociated Security Store
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e Migration Failure

Reassociation Failure

ORACLE

This section explains three reasons why reassociating from a file to an LDAP store
may fail.

Symptom 1- Error Code 32

Reassociation fails and an error like the following is logged in the
MySer ver Nane.di agnosti c. | og file:

[LDAP: error code 32 - No Such Object]
Aut hentication to LDAP server |dap://myServer.com 3060 is unsuccessful.

Diagnosis 1
This error means that the specified node does not exist in the LDAP server.

It is required that the root node you specified exist in the LDAP before you start
reassociating the store.

Solution 1

Verify that the data you enter in the JPS Root DN text field matches the name of a
node in the target LDAP directory, and then rerun the reassociation.

Symptom 2- Error Code 68

Reassociation fails and an error like the following is logged in the
serverName.di agnosti c. | og file:

Aut hentication to LDAP server |dap://nyServer.com 3060 is successful.
Starting to migrate policy store...

Set up security provider reassociation successfully.

Checked and seeded security store schema successful ly.

nul |

[LDAP: error code 68 - (bject already

exi sts]: cn=Syst enPol i cy, cn=domai n1, cn=JPSCont ext, cn=nb_pol i cy

Error occurred while mgrating LDAP based policy store.

Diagnosis 2

This error indicates that the name specified in the WebLogic Domain Name text field
is a grandchild of the JPS Root DN node in the target LDAP directory.

It is required that the cn not be a descendant of the root node.

Solution 2

Verify that the name you enter in the WebLogic Domain Name text field does not
match the name of a grandchild of the specified JPS Root DN node, and rerun the
reassociation.

Symptom 3

Reassociation, carried out with Fusion Middleware Control, fails and an error like the
following is logged in the serverName.di agnosti c. | og file:
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[2009- 01-21T10: 09: 24. 326-08: 00] [Adnmi nServer] [ERROR] [] [oracle.jps.adnin] [tid

[ ACTI VE] . Execut eThread: '15' for queue: 'webl ogic.kernel.Default (self-tuning)
"] [userld: weblogic] [ecid: 0000HvuOTpe7q2T6uBADUH19Tpyb000006, 0] Unable to rem
ove the principal fromthe application role. Reason: Principal "Managers" is not
a nenber of the application role "test-role"[]
java.security. PrivilegedActionException: oracle.security.jps.service.policystore
. Pol i cyQbj ect Not FoundException: Unable to remove the principal fromthe applicat
ion role. Reason: Principal "Managers" is not a member of the application role "
test-role"

at oracle.security.jps.ms.ngnt.jnx.policy.JpsApplicationPolicyStorelnpl

. addRermoveMenber sToRol e( JpsAppl i cationPol i cyStorel npl.java: 408)..

Diagnosis 3
This error points to some problem with the t est - r ol e application role.

Ensure that when you enter data to perform reassociation with Fusion Middleware
Control, you use the button Test LDAP Authentication immediately after you have
completed entering all required values to connect to the target LDAP server. This test
catches any problems with those values before reassociation begins.

Solution 3

In our example, a quick inspection of syst em j azn- dat a. xml reveals that the t est -
rol e role is used by a policy, but it is not defined. The following example illustrates
where the required data is missing:

<appl i cation>
<name>nyApp</ name>
<app-rol es>
<--1 test-role should have been defined here -->
</ app-rol es>
<j azn-pol i cy>
<grant >
<grant ee>
<princi pal s>
<princi pal >
<cl ass>
oracle.security.jps.service.policystore.ApplicationRol e</cl ass>
<name>t est - r ol e</ nanme>
<gui d>66368900E7E511DDIF62FIADA4233FE2</ gui d>
</ princi pal >
</ principal s>..

To solve this particular error, (a) fix system j azn-dat a. xm by inserting the definition
of the application test-role, (b) revert to file stores with the fixed file, and (c) rerun the
reassociation.

Symptom 4 - Audit Store is Not Reassociated

This note applies to release 11.1.1.6.0. Reassociation with Oracle Enterprise Manager
Fusion Middleware Control (Fusion Middleware Control) completes successfully, but
you do not see the audit store in the target store. This is because in that release

the audit store could be reassociated only with the r eassoci at eSecuri tyStore WLST
command.
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Solution 4

In the original environment, run the r eassoci at eSecuri t ySt or e command with a
different j psr oot node. This effects an LDAP-to-LDAP directory reassociation and
data (including audit data) gets migrated to the new node.

Unsupported Schema

This section explains a reason why reassociation to an LDAP server may fail.

Symptom

Reassociating the security store to an LDAP repository fails and the Administration
Server log reports an error like the following:

[ 2011- 02- 09T07: 01: 13. 884-05: 00] [Admi nServer] [ERROR []

[oracle.jps.admin] [tid: [ACTIVE].ExecuteThread: '6' for queue

"webl ogi c. kernel . Default (self-tuning)'] [userld: weblogic] [ecid

41050d66ef 2ec40b: - 4c1f b689: 12e06cc7b6ce: - 8000- 00000000000001el, 0] Schena seedi ng

failed, check the server type of the given Idap url.[]

oracle.security.jps.JpsException: Error Mdifying JPS Schema, Record: dn

cn=schema

changet ype: nodify

del ete: objectcl asses

obj ectclasses: ( 2.16.840.1.113894.7.2.2 NAME 'orcl Container' SUP ( top ) MJS
T ( cn) MY ( orclVersion $ orcl ServiceType ) )

[ LDAP: error code 32 - No Such (bject]:cn=schem

Diagnosis

The error indicates that the schema of the target LDAP repository is not supported.

Solution

Update the target LDAP repository to one supported and then try reassociating again.
The version of Oracle Internet Directory must be 10.1.4.3 or later. For a list of
supported versions, see Using an LDAP Security Store.

Missing Policies in Reassociated Security Store

ORACLE

Symptom

You successfully reassociated a file store to an LDAP store, but codesource policies
are missing in the target store.

Diagnosis
At runtime, the server reports a stack trace like the following:

<BEA- 000000> <JspServlet: initialization conplete>

#i###<May 4, 2009 8:32:50 AM PDT> <Error> <HTTP> <ap626at g> <W.S_Spaces>
<[ ACTI VE] ExecuteThread: '3' for queue: 'weblogic.kernel. Default
(self-tuning)'> <<WS Kernel >> <> <> <1241451170341> <BEA-101020>

<[ Servl et Cont ext @0193148[ app: webcent er modul e: / webcent er path:/webcenter
spec-version: 2.5]] Servlet failed with Exception

java. security. AccessControl Exception: access denied
(oracle.security.jps.service.policystore.PolicyStoreAccessPernission
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cont ext =APPLI CATI ON, nane=webcent er get Appli cati onPoli cy)

at
java. security. AccessControl Cont ext . checkPerm ssi on( AccessControl Context.java: 323)
at
java.security. AccessControl | er. checkPerni ssion(AccessControl | er.java: 546)
at
oracle.security.jps.util.JpsAut h$Aut hori zati onMechani sn$3. checkPer m ssi on( JpsAut h
.java: 348)
at
oracle.security.jps.util.JpsAut h$Di agnostic.checkPerni ssi on(JpsAuth.java: 268)
at

oracle.security.jps.util.JpsAut h$Aut hori zati onMechani sn6. checkPer m ssi on( JpsAut h
.java: 372)

at oracle.security.jps.util.JpsAuth.checkPerni ssion(JpsAuth.java: 408)

at oracle.security.jps.util.JpsAuth.checkPerni ssion(JpsAuth.java: 431)

at
oracle.security.jps.internal.policystore. AbstractPolicyStore.checkPolicyStoreAcce
ssPerm ssion(Abstract PolicyStore.java: 246)

at
oracle.security.jps.internal.policystore.|dap.LdapPolicyStore.getApplicationPolic
y(LdapPol i cyStore.java: 281)

at
oracle.security.jps.internal.policystore.PolicyUil.getG antedAppRol es(PolicyUtil
.j ava: 898)

at

oracle.security.jps.internal.policystore.PolicyUil.getJpsAppRol es(PolicylUtil.jav
a: 1354)

at
oracle.security.jps.ws.JpsWsSubj ect Resol ver $1. run(JpsW sSubj ect Resol ver. java: 27
3)

at
oracle.security.jps.ws.JpsWsSubj ect Resol ver $1. run(JpsW sSubj ect Resol ver. j ava: 27
0)

at java.security.AccessController.doPrivileged(Native Mthod)

Here the permission

oracl e.security.jps.service.policystore. PolicyStoreAccessPernission
cont ext =APPLI CATI ON, nane=webcent er get Appl i cationPolicy

is granted to a codesource, and the authorization is not allowed because it evaluates
to f al se.

Solution

Check the Administration Server logs for messages like the following, which suggests
that the schema was never seeded during the reassociation:

Admi nSer ver - di agnosti c. | 0og: [ 2009- 05- 28T02: 27: 52. 249-07: 00] [ Admi nServer]

[ NOTI FI CATION] [JPS-00072] [oracle.jps.config] [tid: Thread-39] [ecid:

00001 66Z0KHOf pl p4snBUi 1A7_RI 00002s, 1: 5001] [arg: 11.1.1.1.0] [arg: 11.1.1.0.0]
Pol i cy schema upgrade not required. Store Schema version 11.1.1.1.0 is
conpatible to the seed schema version 11.1.1.0.0

Admi nSer ver - di agnosti c. | 0og: [ 2009- 05- 28T02: 28: 58. 012-07: 00] [ Admi nServer]

[ NOTI FI CATION] [JPS-00078] [oracle.jps.config] [tid: Thread-39] [ecid:

00001 66Z0KHOf pl p4snBUi 1A7_RI 00002s, 1: 5001] [arg: 11.1.1.1.0] [arg: 11.1.1.0.0]
Credential store schema upgrade not required. Store Schema version 11.1.1.1.0 is
conpatible to the seed schema version 11.1.1.0.0

To ensure that the schema is seeded during reassociation:
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1. Remove the cn=0PSS container under the cn=0r acl eSchemaVer si on container in
LDAP.

2. Start with a clean working instance of a file policy store.
3. Reassociate the file store to a target LDAP store.

Check the Administration Server logs to confirm that the OPSS schema was seeded in
the LDAP server by looking for messages like the following:

Adni nServer - di agnosti c. | og: [ 2009- 05- 29T07: 18: 18. 002- 07: 00] [ Admi nServer]

[ NOTI FI CATION] [JPS-00078] [oracle.jps.config] [tid: Thread-12] [ecid:

00001 61Z0MHOf pl p4snBUI 1A7_LI 00002s, 1: 5001] [arg: 11.1.1.0.0] Policy schena
version set to 11.1.1.0.0

If reassociating to a Release 11g Oracle Internet Directory server, then the schema
version should read: 11.1.1.1.0

If reassociating to a Release 10.1.4.3 Oracle Internet Directory server, then the
schema version should read: 11.1.1.0.0

The policy store version is set in LDAP under:
cn=Pol i cySt or e, cn=0PSS, cn=Cr acl eSchemaVer si on

The credential store version is set in LDAP under:

cn=Cr edenti al St ore, cn=0PSS, cn=0r acl eSchemaVer si on

Migration Failure

ORACLE

This section describes a reason why policy migration fails when you deploy the
application. Note that an application deployment may succeed even though the
migration has failed. For information about version issues, see also Incompatible
Versions of Security Stores.

Symptom

You configured your application to migrate policies at deployment. The application
deployment succeeds, but the server diagnostic file has a message like the following:

[2009- 01-21T13: 34: 48. 144-08: 00] [server_soa] [NOTIFI CATION []
[oracle.jps.deployment] [tid: [ACTIVE].ExecuteThread: '2' for queue:
"webl ogi c. kernel . Default (self-tuning)'] [userld: webl ogic]

[ecid: 0000Hvv7U_H7q2T6uBADUH19Tq0B000021, 0] [ APP: JpsJdev#V2. 0]
Application [JpsJdev#V2.0] is being deployed, start policy mgration.

[ 2009- 01-21T13: 34: 48. 770- 08: 00] [server_soa] [WARNING []

[oracl e.jps.deployment] [tid: [ACTIVE].ExecuteThread: '2' for queue:
"webl ogi c. kernel . Default (self-tuning)'] [userld: webl ogic]

[ecid: 0000Hvv7U_H7q2T6uBADUH19Tq0B000021, 0] [ APP: JpsJdev#V2. 0]
Exception in application policy migration. [
oracle.security.jps.JpsException: appplication Role:

test_role not found for the application in the destination policy store
at oracle.utility.destination.apibased.JpsDstPolicy.convertAppPolicyPrincipal
(JpsDst Poli cy. java: 815)

at oracle.utility.destination.apibased.JpsDstPolicy.clone

(JpsDst Policy. java: 691). ..

In this example, the JpsJdev application was deployed to the server _soa Managed
Server. The key phrase to look for to locate such error is highlighted in the output
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example. This error also describes the artifact that raised the exception, the test _rol e
application role.

Diagnosis
A look at j azn- dat a. xnl reveals that the t est _rol e role is referenced in a grantee:

<grant ee>
<di spl ay- name>nyPol i cy</ di spl ay- name>
<princi pal s>
<princi pal >
<cl ass>oracl e. security.jps.service.policystore. ApplicationRol e</cl ass>
<name>t est _r ol e</ name>
</ principal >
</ princi pal s>
</grantee> ..

But the name is misspelled totest rol | e:

<appl i cation>
<name>JpsJdev</ nane>
<app-rol es>
<app-rol e>
<name>t est _rol | e</ nane>
<cl ass>oracl e. security.jps.service.policystore. ApplicationRol e</cl ass>
<nenbers> ..

Solution

Ensure that you have defined all application roles referenced in application policies. If
a referenced role name cannot be matched, then the migration fails.

Troubleshooting Server Startup

This section explains several reasons why Oracle WebLogic Server may fail to start in
the following sections:

* Missing Required LDAP Authentication Provider
e Missing Administrator Account

*  Missing Permission

*  Server Fails to Start

e Other Server Start Issues

¢ Permission Failure Before Server Starts

Missing Required LDAP Authentication Provider

ORACLE

This section explains a reason why WebLogic Server may fail to start after modifying
the list of authentication providers in a domain.

Symptom

After modifying the list of providers in a domain, WebLogic Server fails to start, and the
error messages include the following:

java.lang. |1l egal Argunent Exception: null KeyStore name
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Diagnosis
One cause of this problem is that the list in your domain does not include an LDAP
provider. An LDAP provider is required in this list in any domain using OPSS.

Solution

Add a provider:

1. Open DOVAI N_NAME/ confi g/ config. xm .

2. Editt o include within the element <r eal n> an LDAP provider:

<real np

<sec:authentication-provider xsi:type="w s:default-authenticatorType">
</ sec: aut henti cati on-provi der>

</real m>
3. Restart the server.

After the server is up and running, modify the list of providers to include the provider of
your choice with Oracle WebLogic Server Administration Console, and ensure that at
least one of them is an LDAP authentication provider.

Use WebLogic Server Administration Console to:

1. Go to the page Create a new Authentication Provider.
2. Enter a name and choose a type:
» ActiveDirectoryAuthenticator

*  WebLogic Default Authenticator (this is the one inserted manually in the
example)

* LDAPAuthenticator

* LDAPX509IdentityAsserter

*  OpenLDAPAuthenticator

»  OraclelnternetDirectoryAuthenticator

»  OracleVirtualDirectoryAuthenticator

Missing Administrator Account

ORACLE

This section explains a reason why WebLogic Server may fail to start.

Symptom

After removing the configured authentication provider and adding the Oracle Internet
Directory authentication provider, the server fails to start.

Diagnosis

Most likely, you have forgotten to enter an account member of the Administrators
group in the provider you added. The server requires that such an account be present
in one authentication provider. This account is always present in the default one.
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Solution
Add the deleted LDAP provider manually:
1. Open DOVAI N_NAME/ confi g/ config. xm .

2. Editto include within the <r eal n> element the default provider:

<real np

<sec:authentication-provider xsi:type="w s:default-authenticatorType">
</ sec: aut henti cati on-provi der>

</real m>
3. Restart the server.

After the server is up and running:

1. Create an account for a member of the Administrators group.
2. Setthe flag to SUFFICIENT.

3. Restart the server, which it should start without problems, because it is using the
account in the Administrators group provided in the default provider.

4. Reset the flag to REQUIRED and remove the default provider. The server should
now start using the account in the Administrators group that you created.

Missing Permission

ORACLE

This section explains a reason why WebLogic Server may fail to start.

Symptom

The server fails to start when you try to start it with the security manager enabled (with
the - Dj ava. security. manager system property).

Diagnosis

The grant that allow access to public key methods in or acl epki . j ar when the security
manager is enabled at server startup is not found.

Solution

Ensure that a grant like the following is present in the webl ogi c. pol i cy file, or add it if
it is not present:

grant codeBase "file:${oracl e. hone}/ nodul es/ oracl e. pki _${ opss. version}/*" {
perm ssion java.security. Al'l Pernission;

b

This grant is provided by default. Note that when security manager is enabled, the
access to all system resources requires codesource permission grants.

See Using the Java Security Manager to Protect WebLogic Resources in Developing
Applications with the WebLogic Security Service.
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Server Falls to Start

ORACLE

This section explains two reasons why WebLogic Server fails to start.

Symptom 1

The ${ domai n. hone}/ confi g/ f mmconfi g domain directory is on an NFS-mounted
partition, and an error message like the following is logged when you start the server:

JPS-01050: Opening of wallet based credential store failed. Reason
java.io. | OException: PKI-02002: Unable to open the wallet. Check password.

Furthermore, when or apki debugging is turned on and you start the server again, the
following message is logged:

java.io. | Oexception: No | ocks avail able.

Diagnosis 1

Because OPSS requires file locking to manage security data in file stores, the No
| ocks avai | abl e error message indicates that the file system on which the domain
directory is NFS-mounted does not support file locking.

Solution 1

Perform either of the following and restart the server:

e Upgrade from NFS v3 to NFS v4.

* Mount the remote file system with the nol ock option enabled.

* Move files in ${ domai n. hone}/ confi g/ f mconfi g to a local storage

Symptom 2

The server fails to start because a credential operation run into an exception.
Furthermore, when or apki debugging is turned on and you start the server again,
a file permission error is logged.

Diagnosis 2

Credential operations create and make use of temporary files in the / t np directory.

All files matching the pattern / t np/ * pki * must be owned by the user that started the
server. A file permission error message indicates that some files matching that pattern
are not owned by the appropriate user.

Solution 2

Remove any files matching the pattern / t np/ *pki * not owned by the user starting the
server, and restart the server.

Symptom 3

This symptom is same as symptom 2, but it has a different resolution. The server

fails to start because a credential operation run into an exception. Furthermore, when
orapki debugging is turned on and you start the server again, a file permission error is
logged.
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Diagnosis 3

The server must be started by the same OS user as the one who installed the domain.
The server fails to start even if started by any other member of the OS group to which
the installer belongs.

Solution 3

Restart the server using the OS user who installed the domain.

Other Server Start Issues

ORACLE

This section explains several reasons why WebLogic Server may fail to start.

Symptom

When attempting to load and set the policy provider, WebLogic Server fails to start and
logs an exception similar to the following:

<Mar 30, 2010 3:15:54 PM EDT> <Error> <Security> <BEA-090892> <The

dynani ¢ | oading of the OPSS java security policy provider class
oracle.security.jps.internal.policystore.JavaPolicyProvider failed due to
probl eminside OPSS java security policy provider. Exception was thrown when
| oading or setting the JPSS policy provider

<Mar 30, 2010 3:15:54 PM EDT> <Critical > <WebLogi cServer> <BEA-000386> <Server
subsystem failed. Reason: weblogic.security.SecuritylnitializationException
The dynanic | oading of the OPSS java security policy provider class
oracle.security.jps.internal.policystore.JavaPolicyProvider failed due to
probl eminside OPSS java security policy provider. Exception was thrown when

| oading or setting the JPSS policy provider

webl ogi c. security. SecuritylnitializationException: The dynam c | oadi ng

of the OPSS java security policy provider class
oracle.security.jps.internal.policystore.JavaPolicyProvider failed due to
probl eminside OPSS java security policy provider. Exception was thrown when
| oading or setting the JPSS policy provider

Diagnosis

The server startup includes loading and setting the policy provider as defined in

the j ps-config. xm configuration file. If this task is not completed successfully, then
WebLogic Server fails to start. This type of failure is identified in the server's log by the
string

Exception was thrown when | oading or setting the JPSS policy provider.

To determine the root cause of a server startup failure, check the server's log file
and inspect the logged stack trace. For information about identifying errors, see
Diagnosing Security Errors.

Here are some reasons why the server fails to start:

1. The path to the configuration file is incorrectly specified.
2. The default context is missing in the configuration file.

3. The XML parser is not available.
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4. A codesource URL is incorrectly specified in a system policy. This situation is
identified by a logged exception that includes the string
java. net. Mal f or medURLExcept i on: unknown pr ot ocol

Solution

The following steps describe a solution to each of these reasons:

1.

Ensure that the correct path is specified by the oracl e. security.jps.config
system parameter:

-Doracl e. security.jps.config=<full-path-to-jps-config.xn >

Note that special characters (such as backlashes or white space characters) in the
full path specification must be properly escaped. One way to verify correctness is
to test with the full path specified in a command line.

The configuration file must include a default context. For an example of a default
context configuration, see <jpsContext>.

Make sure that the XML parser is available in your system and that the XML
parser JAR file is included in the classpath.

The following examples illustrate incorrect and corrected codesource URLS:

Example 1 - Incorrect URL
<grant ee>
<codesour ce>
<ur| >${my.oracle.home}/jlib/webcacheua.jar</url >
</ codesour ce>
</ grant ee>

Exanple 1 - Corrected URL (in bold)
<grant ee>
<codesour ce>
<url >File:/${my.oracle_home}/jlib/webcacheua.jar</url >
</ codesour ce>
</ grant ee>

Exanple 2 - Incorrect URL
<grant ee>
<codesour ce>
<url >c:/myfolder/jlib/webcacheua.jar</url >
</ codesour ce>
</ grant ee>

Exanple 2 - The corrected URL (in bold) is either one of the followi ng three
<gr ant ee>
<codesour ce>
<url >File:///c:/myfolder/jlib/webcacheua. jar</ url >
</ codesour ce>
</ grant ee>

<gr ant ee>
<codesour ce>
<ur| >File:c:/myfolder/jlib/webcacheua.jar</url >
</ codesour ce>
</ grant ee>

<grant ee>
<codesour ce>
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<ur| >File:/c:/myfolder/jlib/webcacheua.jar</url >
</ codesour ce>
</ grant ee>

For information about the syntax of URL specifications in a codesource, see <url>.

Permission Failure Before Server Starts

This section describes a reason why a permission check may fail before the server
has completed its starting phase.

Symptom

An authorization check fails before the server has started. The server has started up,
but the server diagnostic file contains the following:

<WebLogi cServer > <BEA-000365> <Server state changed to STARTI NG
Diagnosis

A permission check error before the server has changed status to STARTI NG usually
indicates that the service required to check that permission was not fully initialized at
the time of the request.

Solution
To workaround this issue:
1. Edit the webl ogi c. poli cy file and add the appropriate grant(s).
2. Start WebLogic Server with the following system properties:
* java.security.policy setto the location of the webl ogi c. pol i cy file.

e jps.policystore. hybrid. node settotrue.

Troubleshooting Permissions

This section describes the following issues:

e Troubleshooting System Policy Failures

* Failure to Get Permissions - Case Mismatch

* Authorization Check Failure

e User Gets Unexpected Permissions

e Granting Permissions in Java SE Applications

e Application Policies Not Seen in 12¢ High Availability (HA) Domain

Troubleshooting System Policy Failures

ORACLE

A system policy is a policy that specifies a set of permissions that a

principal or a codesource is allowed to perform, and it holds for an entire
domain. Codesource grants are required, for example, when an application
code must perform a management operation on a policy, a credential, a key,
or audit.A runtime authorization failure on any of these operations throws the
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java. security. AccessControl Excepti on exception. This section describes the
process that you follow to diagnose the issue.

Symptom
A runtime authorization failure occurs:

java. security. AccessControl Exception: access denied
(oracle.security.jps.service.credstore.Credential AccessPerm ssion

cont ext =SYSTEM mapNane=or acl e. pat chi ng, keyNane=FUSI ON_APPS_PATCH W.S_ADM N- KEY
read)

The first step is to get information about the failure by enabling the following loggers
and then reproducing the failure:

set LogLevel (target ="serverNane", |ogger="oracle.security.jps.util.JpsAuth",
| evel =" TRACE: 32", persist=1);

set LogLevel (target ="serverNane", |ogger="oracle.security.jps.trace.|ogger",
| evel =" TRACE: 32", persist=1);

setLogLevel (target ="serverNane", |ogger="oracle.security.jps.dbg.logger",
| evel =" TRACE: 32", persist=1);

set LogLevel (target="server Nane",
| ogger="oracl e.security.jps.internal.policystore.JavaPolicyProvider",
| evel =" TRACE: 32", persist=1);

set LogLevel (target ="serverNane", |ogger="oracle.jps.comon", |evel="TRACE 32",
persist=1);

In the JpsAut h logger output, look for the string “Failed ProtectionDomain." The
following output example illustrates the relevant lines around that string:

Fail ed

Prot ecti onDonai n: O assLoader =sun. m sc. Launcher $AppC assLoader @823ab20
CodeSource=file:/scratch/idnprov/idntop/products/ian patch_w s1036/

pat ch_j ars/ BUGL4331527_1036. | ar

Principal s=total 0 of principal s<no principal s>

Permi ssi ons=((java.io. Fi | ePernission /scratch/idnprov/idntop/products/iam

pat ch_w s1036/ pat ch_j ar s/ BUGL4331527_1036. j ar read)

Call Stack: java. security. AccessControl Exception: access denied
(oracle.security.jps.service.credstore. Credential AccessPerm ssion

cont ext =SYSTEM napName=0AM STORE, keyNane=j ks write)

e]

java. security. AccessControl Cont ext.checkPer ni ssi on( AccessControl Cont ext.java: 374)
e] java.security.AccessController.checkPernission(AccessController.java: 546)

e] oracle.security.jps.util.JpsAuth$Authorizati onMechani sn$3. checkPerm ssion
(JpsAut h. j ava: 463)

Diagnosis

This failure indicates a mismatch between the provisioned codesource grant and the
runtime expanded evaluation of the grant.

Solution

To resolve this issue, one must update the provisioned codesource grant so that it
matches the permission, target, and action(s) that the runtime evaluates to. To this
end:
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=

Inspect the provisioned codesource grant with either Fusion Middleware Control
as explained in Managing Policies with Fusion Middleware Control or the

| i st CodeSour cePer ni ssi ons WLST command. See listCodeSourcePermissions in
WLST Command Reference for Infrastructure Security.

2. If the provisioned codesource grant does not match the data in the runtime error,
then modify the grant with Fusion Middleware Control or the gr ant Per mi ssi on
WLST command. See grantPermission in WLST Command Reference for
Infrastructure Security.

3. Ensure that domain and other variables expand to correctly specified the grant.
Note that, in loggers, codesources are written using the absolute path to the JAR
file, but URLs are written using environment variables.

4. If you specified the grant in the syst em j azn- dat a. xnl file, then review the grant
in that file so that the fix will take effect when you deploy the application to a new
environment.

5. If your code is required to run in a privileged block, then make sure that it is doing
Sso.

Failure to Get Permissions - Case Mismatch

ORACLE

This section explains some reasons why an enterprise user or role (group) fails to get
permissions.

Symptom

An enterprise user or group, properly entered in an authentication provider, is not
granted the permissions defined by a grant.

Diagnosis

This problem is likely to occur when there is a case mismatch between the stored
name and the supplied name. For example, this mismatch would occur when the
stored user name is jDoe and the supplied user name is jdoe.

Solution 1

The first solution involves setting the appropriate property in the authentication
provider being used in your domain. As long as both strings (the supplied and the
stored) contain identical sequence of characters (irrespective of case), this setting
guarantees that the user name populated in the subject matches the user name
present in an authentication provider, even when the corresponding characters differ in
case.

To set your provider property:

1. Use WebLogic Server Administration Console to go to the page where your
provider is configured. For example, if you are using the default provider, then
go to the Default Authenticator page at Realms.myrealm.Providers.Default
Authenticator.

2. Select the tab Provider Specific.
3. Set the property userRetrievedUserNameAsPrincipal to true.

4. Restart the server.
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Solution 2

The second solution considers the case where one must produce a principal from a
user name.

When you create a user or role principal, use:

Principal userPrincipal
Principal rolePrincipal

= new W.SUser I npl (user. get User Profil e()get Name());
= new W.SG oupl npl (rol e. get Rol eProfile().getName());

instead of:

Princi pal userPrincipal
Principal rolePrincipal

new W.SUser | mpl (user. get Narme() ) ;
new W.SG oupl npl (rol e. get Nane());

To obtain the correct user or group name, either pass the name exactly as it is stored
in the authentication provider or use the sequence of calls:

i nport webl ogi c. security. principal. WSG oupl npl ;
i mport webl ogi c. security. principal.WSUserlnpl;

/'l Set the context

JpsCont ext Factory ctxFact = JpsContext Factory. get Cont ext Factory();
Server Cont ext Factory scf = (ServerContextFactory) ctxFact;
JpsContext ctx = scf. get Context (Server Cont ext Fact ory. Scope. SYSTEM ;
ctx = ctxFact. get Context();

Il Set the identity store
IdentityStore identityStore =
ct x. get Servi cel nstance(ldentityStoreService.class).getldnStore();

Il In case of a user name, search the user that matches the supplied name
User user = idStore.searchUser(ldentityStore. SEARCH BY _NAME, suppliedUser Nane);

/1 Use the obtained object (user) to obtain the stored user nane and create
/1 the Principal

String storedUser Nane = user. get Name();

Principal userPrincipal = new W.SUser | npl (storedUser Nane) ;

/I Simlarily, in case of a role name, search the role that matches
/'l the supplied role name

Role role = identityStore.searchRol e(ldentityStore. SEARCH BY NAME,
suppl i edRol eNane) ;

/1 Use the obtained object (role) to obtain the stored role nane and create
/1 the Principal

String storedRol eNane = rol e. get Name();

Principal rolePrincipal = new W.SG oupl npl (st or edRol eNarre) ;

Authorization Check Failure

ORACLE

This section explains a reason why an authorization check has failed.

Symptom

An attempt to authorize a user by your application fails, and the system logs an error
containing a line like the following:
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Servlet failed with Exception
oracl e.adf.control | er.security. Authori zati onExcepti on: ADFC- 0619:
Aut hori zation check failed: '/StartHere.jspx' 'VIEW.

Diagnosis

One reason that can lead to this an authorization failure is a mismatch between the
context and the stripe that you application is using.

On the one hand, the application stripe that an application uses is specified

in the web. xm file with the appl i cati on. name parameter in the configuration of
the JpsFi |l t er filter or the Jpsl nt er cept or interceptor. If the application stripe is
unspecified, then the system picks an application stripe based on the application
name.

On the other hand, the runtime policies that your application uses are specified in the
systemjazn-data. xm file with the <appl i cati on. name> element.

If those two names do not match or you have not explicitly specified the stripe to use,
then, most likely, your application is accessing the wrong policy stripe and is not able
to authorized your application's users as expected.

Solution

Ensure that you specify explicitly your application stripe, and that stripe is the one that
your application is supposed to use. In most cases, the two names specified in those
two different files match. However, in cases where several applications share the same
policy stripe, they may differ.

User Gets Unexpected Permissions

ORACLE

This section explains the likely reasons why a user gets permissions other than those
anticipated.

Symptom

A new user or a modified user gets unexpected permissions.

Diagnosis

This issue is likely to come up in cases where a user is added with the name of
previously removed user, or an old user gets its nhame or uid changed. The common
reason why the user may get more or less permissions than expected is that the
security store has not been properly updated before you remove users or change user
data.

Solution

Before deleting a user, revoke all the permissions, application roles, and enterprise
groups that had been granted to that user. If you fail to remove all security data
referencing the user, they are left dangling and, potentially, inherited if another user
with the same name is created at a later time.

Similar considerations apply to when a user name is changed: all policies (grants,
permissions, roles) referring to the old data must be updated so that they work as
expected with the new data.
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Granting Permissions in Java SE Applications

This section describes the correct way to code a grant in Java SE applications. Even
though the problem described is not an issue in Java EE applications, for maximum
portability, it is recommended that this solution be used in Java EE applications too.

Symptom
The application code includes lines like the following:

Permission p = new Fil ePermi ssion(resourceName, "wite");

Principal Entry nyPrincipal 2 =

I nf oFact ory. newPr i nci pal Entry("webl ogi c. security. principal . W.SG oupl npl ",

ent erpri seRol eNane2) ;

ap. grant (new Principal []{myPrincipal 2. getPrincipal ()}, null, new Perm ssion[]

{r});

At runtime, however, the grant is not taking effect as expected.

Diagnosis
A little inspection indicates that the security store includes the following attribute:

orcljaznjavacl ass=oracl e.security.jps.internal.policystore.Unresol vedPrincipal +cn
=ent er pri seRol eNane2

Solution
The code should be replaced by the following lines:

Permission p = new Fil ePermission (resourceNane, "wite");
PernmissionEntry pernEntry = I nfoFactory. newPerni ssionEntry(p. getd assNang(),
p.get Name(), p.getActions());

ap. grant (new Principal Entry[] {nyPrincipal?2}, null, new Permi ssionEntry[]
{pernentry});

The solution uses the Pri nci pal Entry array instead of the Pri nci pal array and the
Per ni ssi onEnt ry array instead of the Per mi ssi on array.

Application Policies Not Seen in 12¢ High Availability (HA) Domain

ORACLE

This section describes a sequence that results in application policies not taking effect
in the 12c high availability (HA) domain, and how to work around it.

Symptom

The following sequence throws an exception:

1. Deploy a custom application (packed with application policies) in a 12¢c HA
domain, either to the Administration Server or to a Managed Server (but not to
both).

2. Undeploy the application.
3. Redeploy the application to a server different from the server in step 1.

Step 3 results in an exception and the application policies do not take effect. This issue
is observed in 12¢c HA domains only.
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Example J-1 Diagnosis

This issue is seen because the domain servers do not have their caches
synchronized. Note that the various servers run in distinct JVM's (Java Virtual
Machine).

Suppose, for example, that the HA domain has three servers: server A (the
Administration Server), server B (a Managed Server), and server C (a Managed
Server). Suppose further, that the application is first deployed to server A, the
Administration Server, and then all three servers are restarted. The caches in servers
A, B, and C will then have been initialized (with policies read from the security store)
and are synchronized.

If the application is then undeployed (from server A), then the server A's cache will
be cleared, but the caches in servers B and C will not. Further, if the application is
redeployed, say, to server B, then the caches become out of synch, and an exception
is thrown (because policy objects already exist).

Example J-2 Solution

Undeploy the application and, before deploy it, restart all servers in the HA domain.
This way, the modified procedure leads to synchronized caches in all servers in the HA
domain, and the application policies are seen as expected.

Troubleshooting Connections and Access

This section describes the following issues:

» Database Connection Exception

e Other Database Exceptions

* JNDI Connection Exception

* Failure to Connect to the Embedded LDAP Server
*  Failure to Connect to LDAP Server

* Failure to Access Data in the Credential Store

* JNDI Connection Exception

*  Security Access Control Exception

*  Failure to Establish an Anonymous SSL Connection

Database Connection Exception

ORACLE

This section explains why a database connectivity exception is thrown for the OPSS
security store.

Symptom

OPSS throws the
oracle.security.jps.service.policystore.PolicyStoreConnectivityException
when it fails to connect to the database to read or update security store data.
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Diagnosis

Check log files to see if there is
oracle.security.jps.service.policystore. PolicyStoreConnectivityException
printed.

Solution

Check the database status and connectivity from the host where the exception above
was thrown.

Other Database Exceptions

This section explains how to identify and solve other database exceptions for OPSS
database security store access.

Symptom

OPSS throws the

oracl e.security.jps.service.policystore. PolicyStoreException with
org. ecli pse. persi stence. exceptions. Dat abaseExcepti on and

j ava. sql . SQLExcepti on as the cause of the exception.

Diagnosis

Get error code from j ava. sql . SQLExcept i on such as j ava. sql . SQLExcepti on:
ORA-28000: the account is |ocked.

Solution

Contact your database Administrator to solve the SQL exception.

JNDI Connection Exception

ORACLE

This section explains why Java Naming and Directory Interface (JNDI) connections
may throw a time out exception.

Symptom

JNDI Connections throw the j avax. nam ng. Nani ngExcepti on: LDAP response read
timed out, timeout used:-1ns exception.

Diagnosis

This issue is found in domains configured to use an Oracle Identity Directory security
store, or when using the User Role API or IGF/IDS against an LDAP identity store on
any of the following JDK versions: Java SE 6u85, 7u72, or 8u20.

Solution

Update the JDK to a version supported in this release. For certified JDK versions, see
Oracle Fusion Middleware Supported System Configurations.
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Failure to Connect to the Embedded LDAP Server

This section explains why a connection to the embedded LDAP server fails.

Symptom

The connections that client applications use to request queries to the embedded LDAP
server with the User and Role API, are stored and maintained in a connection pool. By
default this pool is the JNDI pool as specified in the j ps-confi g. xnl file.

If the number of current connections in the pool exceeds the maximum allowed by
the LDAP service, then client applications will not be able to connect to the service
or, even when they are already connected, receive a “socket closed" exception. The
server log would indicate, in this case, that the number of concurrent connections
allowed has been exceeded.

Diagnosis

To avoid going over the limit, you must adjust the maximum number of concurrent
connections allowed by the LDAP service as appropriate to the application's needs.
This threshold must be finely tuned up: a too small maximum may not be sufficient
(and cause an exception). A too large maximum may risk a denial of service (DOS)
attack. The correct maximum depends on your application and the particular LDAP
service the application uses.

Solution
There are two alternative ways that resolve this issue:

* Increase the maximum number of concurrent connections allowed by the provider:

— If the provider that your application uses is the embedded LDAP server, then
edit the file DomainName/servers/MyServerNameldata/ldap/conf/vde.prop,
and increase the value of the vde. quot a. max. conper subj ect property from
the default 100 to, for example, 200, or any other value.

— Otherwise, if your application is using any other provider, then consult the
provider's documentation to learn how to modify the maximum.

» Edit the file DomainName/config/fmwconfig/jps-config.xml and remove the
CONNECTI ON_POOL_CLASS property from the provider server instance (by default,
this property has the value or acl e. security.idm providers. stdl dap. JNDI Pool .

Note that these settings do not exclude each other and, in any case, you must restart
the server for the changes to take effect.

Failure to Connect to LDAP Server

ORACLE

This section explains the likely reasons why a connection to an LDAP server may fail.
This failure can also happen during reassociation.

Symptom

The migration of data from a source repository to a target LDAP server fails.
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Diagnosis
This kind of problem is due to incorrect parameter values in the target LDAP server.

For further probing into WebLogic Server log files, search any of the log files
in the Domai nName/ ser ver s/ Adm nServer or Donmei nNanme/ server s/ ManagedSer ver s
directories for the following strings: <Error>, <Critical>, and <Warning>.

For more information about identifying and solving errors, see Diagnosing Security
Errors.

Solution

Verify that all the target server data provided for the migration is valid. If you use
Fusion Middleware Control to reassociate to an LDAP server, then ensure that you use
the button Test LDAP Authentication before initiating the operation. This test catches
incorrect parameters.

Failure to Access Data in the Credential Store

ORACLE

This section explains a likely reason why an application fails to access data in the
domain's credential store.

Symptom

An application fails to retrieve credential data from the domain's credential store, and
an error message containing lines like the following is logged:

07/07/26 18:22:22 [JpsAuth] For permisson ( CredentialAccessPermission [target]
[actions]), domain that failed: ProtectionDonain
cs(file:somePat h/ aWar Fi | e. war/ WEB- | NF/ cl asses/), []

Diagnosis

If an application is to access the credential store to perform an operation (such

as retrieving a user password, for example), then its code must be granted the
appropriate permission to perform the secured operation. Otherwise, the application
runs into an error.

Solution

To grant the permission that an application requires to access the credential store,
include the appropriate Credent i al AccessPer m ssi on permission in the application’'s
j azn-dat a. xm . This grant takes effect when you deploy or redeploy the application.

To add a permission with Fusion Middleware Control, see Managing Policies with
Fusion Middleware Control.

To add a permission with a WLST command, see Managing Policies with WLST.

The following example illustrates how to grant all code in the nyApp application
permission to read all credentials in the nyAl i as folder:

<j azn- dat a>

<l-- codesource policy -->
<j azn-policy>
<grant >
<grant ee>
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<codesour ce>
<l-- This grants applies to all code in the followi ng directory -->
<ur | >${ dormai n. hone}/t mp/ _W._user/ myApp/-</url >
</ codesour ce>
</ grant ee>
<per ni ssi ons>
<perni ssi on>

<cl ass>oracl e. security.jps.service.credstore. Credential AccessPerni ssion</cl ass>

<I-- Allowread permission to all credentials under folder MW_MAP -->
<nane>cont ext =SYSTEM mapName=MY_MAP, keyNane=* </ nane>
<actions>read</ actions>

</ perm ssi on>
</ perm ssi ons>
</ grant>
</jazn-policy>
</jazn-data>

Security Access Control Exception

ORACLE

This section explains a reason why your code may run into a security access control
exception.

Symptom

At runtime, your application prints an error like the following one (only the first few lines
are shown):

<Jan 20, 2009 5:45:33 PM PST> <Error> <HTTP> <BEA-101020>

<[ webl ogi c. servl et.internal . WebAppSer vl et Cont ext @40cf 52

- appName: ‘' Application2',

name: ' Application2. war',

context-path: '/Application2',

spec-version: '2.5']

Servliet failed with

Exceptionj ava. | ang. Runti meException: j ava. security. AccessControl Excepti on: access
deni ed

Diagnosis

This error means that a call in your code does not have sufficient permissions to
execute a secured operation.

Solution

Your code must be granted the appropriate permissions to execute the secured
operation. Depending on the scope of the permission you would like to set, you have
two alternatives.

The first alternative is to grant permission to all application code in the application
Enterprise ARchive (EAR) or web application archive (WAR) files. In this case, the call
to the operation can be inserted anywhere in the application code.

The second alternative is to grant permission to just a JAR file. In this case, the call to
the operation must be inside a privileged block.

Each of these solutions is next illustrated by an application attempting to access the
credential store.
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The following example illustrates how to set permission to read any key within the map
MY_MAP in the credential store to any code within the Basi cAut h directory:

<j azn-policy>
<grant >

<grant ee>

<codesour ce>
<url>file:${domain. hone}/servers/ _W._user/Basi cAuth/-</url>

</ codesour ce>

</ grant ee>

<per ni ssi ons>
<per ni ssi on>

<cl ass>
oracle.security.jps.service.credstore. Credential AccessPernission
</class>

<name>cont ext =SYSTEM mapNanme=MY_MAP, keyNanme=* </ name>
<actions>read</actions>
</ perm ssi on>
</ perm ssi ons>
</grant>
</jazn-policy>

When granting permissions to code in a particular EAR or WAR file, then change the
url specification to one like the following:

<url >file:${domain. hone}/servers/_W._user/jpsBasi cAuth/.../Basi cAuth. ear</url >

When granting permissions to just the code in a particular JAR file, the change the ur |
specification to one like the following:

<url>file:${domain. hone}/servers/_W._user/j psBasi cAut h/ myJars/ Foo.jar</url >

In this last case, the code in the Foo. j ar file that calls a read operation on the
credential store must be placed in an AccessControl | er. doPri vi | eged block:

inport oracle.security.jps.*;
i mport oracle.security.jps.service.credstore.*;

JpsCont ext Factory factory = JpsContext Factory. get Cont ext Factory();
JpsContext jpsContext = factory.getContext();
final Credential Store store =
j psCont ext . get Servi cel nst ance(Credenti al Store. cl ass);
Credential cred = AccessController.doPrivileged(new
Privil egedExcepti onActi on<Passwor dCredential >() {

public PasswordCredential run() throws JpsException {

return store. getCredential ("MY_MAP", "anyKey");
}

Ik

Passwor dCredential pwdCred = (PasswordCredential)cred;

Note that because our example grant allows a read permission only, none of the set or
reset operations work, even inside a privileged block.

Failure to Establish an Anonymous SSL Connection

This section explains the likely reasons why you are not able to establish an
anonymous Secure Sockets Layer (SSL) connection while reassociating policies and
credentials.
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Symptom

Reassociation of a file security store to an LDAP server with Fusion Middleware
Control involves testing the anonymous SSL connection to the LDAP server. When
you click Test LDAP, the test fails.

Diagnosis

Your target LDAP server must be trusted by WebLogic Server and the port number
you are using to connect to the LDAP server must be an SSL port.

Solution

Establishing SSL connections to an LDAP server requires additional LDAP server
configuration. For information about this configuration, see Prerequisites to Using the
LDAP Security Store.

In addition, to use an anonymous SSL connection, you must enter a port that has been
set for receiving secure data. If your LDAP server has not been configured with such a
port, then the connection fails.

Ensure that the supplied LDAP server port is an SSL port configured to listen in
anonymous SSL mode, and that the supplied server name reachable.

Oracle Business Intelligence Publisher Time Zone

You may see some problems with audit reports if Bl Publisher and the database are
installed in sites with different time zones. Ensure that Bl Publisher and the database
are installed in the same time zone.

Troubleshooting Searching

The following sections describe query issues:

*  Search Failure When Matching Attribute in Security Store

e Search Failure with an Unknown Host Exception

Search Failure When Matching Attribute in Security Store

ORACLE

This section describes a reason why you must catalog attributes.

Symptom
When querying the security store, you run into the following exception:

oracle.security.jps.service.policystore. PolicyStoreQperationNot Al | owedException
j avax. nam ng. Oper at i onNot Support edExcept i on:

[LDAP: error code 53 - Function Not Inplenented, search filter attribute
orcljpsresourcetypenanme is not indexed/ catal oged];

remai ni ng name ' cn=Per m ssi ons, cn=JAASPol i cy, cn=I DCCS,

cn=sprint6_policy_domai n, cn=JPSCont ext, cn=Fusi onAppsPol i ci es’
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Diagnosis

You must catalog or cl j psresour cet ypenane before you use it in a filter to search the
security store.

Solution

An LDAP attribute used in a search filter must be indexed and cataloged. Indexing
and cataloging are optional operations, in general, but required for OPSS-related
attributes. Attribute indexing and cataloging is automatically performed by the
reassoci at eSecuritySt ore WLST command.

To catalog attributes manually use the | dapnodi f y command:

>| dapnmodi fy -h <host> -p <port> -D <bind DN> -w <bi nd password> -v -f <catal ogue
modify Idif file name>

To catalog the creat et i nest anp and nodi f yt i nest anp attributes, for example, use an
LDAP Data Interchange format (LDIF) file like the following:

dn: cn=cat al ogs

changetype: nodify

add: orclindexedattribute
orclindexedattribute: nodifytinmestanp
orclindexedattribute: createtinestanp

The list of LDAP attributes that must be indexed follows:

Orcl JpsAl | Resour cKeywor d

Orcl JpsAl | Resour ceAct i onKeywor d
Orcl JpsEncodedAttri but es

Orcl JpsExt ensi onType

Orcl JpsResour ceConvert er

O cl JpsResour ceMat chi ngAl g

Orcl JpsResour ceMat chi ngAl gorithm
Or cl JpsResour ceNanmeExpr essi on
Orcl JpsRol eType

or cOesAppAttributes

or cl ASI nst anceNane

or cl Far mName

orcl JPSOhj GUI D

orcl JavaAppl i cationEntityRef
or cl JpsPol i cyDomai nNarme

orcl JpsResour ceAct i onset Menber s
or cl JpsResour ceExpressi on

orcl JpsResour celLocal i t yRef

or cl JpsResour ceMat cher Javacl ass
or cl JpsResour ceName

orcl JpsResour ceTypeActi onAttrs
or cl JpsResour ceTypeAct i onNanmes
or cl JpsResour ceTypeNane

or cl JpsResour ceTypePr ovi der Name
orcl JpsResour ceTypeResourceAttrs
or cl JpsRol eCat egory

or cl JpsRol eMenber Expr essi on

or cl JpsSuper Resour ceType

or cl CESAct Col | ecti onNane

orcl CESAct Col | ecti onRf s

orcl CESActi onAttributes

or cl CESAct i onConst r ai nt
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orcl CESAl gorithmlavad ass
orcl CESAl | Resour ceType
orcl CESAI | owAdvi ceRef

orcl CESAl | owCbl i gat i onRef
orcl CESAttri but eCat egory

orcl CESAttri buteCol | ecti onHandl er Funct i onNane
orcl CESAttri buteCol | ecti onHandl er PackageNare
orcl OESAttri buteCol | ecti onHandl er SchenaName

orcl CESAttri buteCol | ecti onNane
orcl CESAttri but eDat aType
orcl CESAttri butel ssuer

orcl CESAttri but eNanespace
orcl CESAttri buteType

or ¢l CESConbi ner Par anet er
or ¢l CESCondi ti onExpr essi on
or cl CESDSCol umAttrs

or cl CESDSPr i nKey

or cl CESDat aSour ceCt r nt

or ¢l OESDat aSour ceName

or cl CESDat aSour ceType

or cl OESDef aul t Pol Set Ref

or cl CESDenyAdvi ceRef

orcl CESDeny bl i gat i onRef
orcl CESDi stri buti onEndTi ne
orcl CESDi stributionlD

orcl CESDi stributionl ssuer
orcl CESDi stri buti onMessage
orcl CESDi stri buti onPercent Conpl ete
orcl CESDi stributionStartTine
orcl CESEf f ect

orcl CESEnvAttributes

or cl CESEnvConst rai nt

or cl CESExecut i onFrequency
or cl CESExpressi on

or cl CESFuncti onCat egory
or cl CESFunctiond ass

or cl CESFuncti onPar anet er s
or cl CESFuncti onRet ur nType
orcl CESI sSensitive

orcl CESI sSi ngl eVal ued

orcl CESMat chl nfo

or cl OESMaxDel egat i onDept h
orcl CESOhl i gationFul fillOn
or ¢l OESPDPAddr ess

or ¢l CESPDPConf i gur ati onl D
or cl CESPDPI nst anceNane

or cl OESPDPSt at usSuccess

or cl CESPI PType

orcl CESPol i cyCat egory

or cl CESPol i cyConbi ner Par anet er
or cl CESPol i cyConbi ni ngAl gori t hnRef
orcl CESPol i cyDef aul ts

or cl CESPol i cyExt ensi on
orcl CESPol i cyl ssuer

orcl CESPol i cyRef

orcl CESPol i cyRul eOr der

or cl CESPol i cyRul eRef

or cl CESPol i cySet Cat egory
orcl CESPol i cySet Defaul t's
or cl CESPol i cySet Ref

orcl CESPol i cySet Type

Appendix J
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orcl CESPol i cyType

orcl CESPol i cyVer si on

or cl CESPresenceRequi red

orcl CESPri ncConstrai nt

orcl CESPrinci pal Attributes
or cl CESResConst r ai nt

or cl CESResTypeCat egory

orcl CESResourceAttributes
or cl CESResour ceHi rchyType
or cl CESResour ceNaneDel i m

or cl CESResour cePar ent Nane
or ¢l CESRol eMappi ng

or ¢l CESRul eConbi ner Par anet er
or ¢l CESRul eConbi ni ngAl gori t hmRef
or cl OESSQLExpr essi on

or cl CESSet Conbi ner Par anet er
or cl CESSet Menber O der

or cl CESTar get Expr essi on

or cl OESXMLExpr essi on

orcl assi gnedper mi ssi ons

orcl assi gnedrol es
orcldistributionversion

orcl j azncodebase

orcl jaznjavacl ass

orcl j aznper ni ssi onacti ons
orcl j aznper ni ssi onr esour cer ef
orcljaznperm ssi onsi gner
orcl j aznper ni ssi ont ar get

orcl j aznper ni ssi ont ar get expr
orcl jaznprinci pal

orcl jaznsi gner

orcl j psRul eCombi ni ngAl gori t hmRef
orcljpsactionsdelim

orclj psassi gnee

orclrol escope

Search Failure with an Unknown Host Exception

ORACLE

When searching Microsoft Active Directory (configured for LDAP referrals), the
referrals fail if the host being referred to is in a different domain than the Active
Directory server.

Symptom

When a user requests a resource, at times verification of the user's identity can fail
due to an inability to validate the user's identity in the directory. This error can occur
with Microsoft Active Directory when the browser runs on a system different from
Microsoft Windows, or the browser runs on Microsoft Windows but not in the server
where Microsoft Active Directory is running.

Diagnosis

This problem can arise due to LDAP referral chasing. An LDAP referral occurs

when a domain controller does not have the section of the directory tree where a
requested object resides. The domain controller refers the client to another target so
that the client can conduct a DNS search for another domain controller. If the client is
configured to chase referrals, then the search can continue.
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For the scenario where the user has a Windows-based computer, an issue can occur
with LDAP referrals if trust is not established between the client's domain controller
and the Active Directory domain controller.

Solution

Add the entry for the Active Directory host's address in the following list:

W NDOAS_HOME_DI RECTORY\ syst enB2\ dri ver s\ et c\ hosts

On Windows XP, the list is located at:

C. \ W NDOW&\ syst enB2\ dri ver s\ et c\ host

On a Unix-based system, add this entry to the / et ¢/ host s file, using the format:
ADhost _| Paddr ess ADhost _nane

where AD_host _nane is the host name specified in the referral, such as
123.123. 123. 123 ny2003ad. com

Troubleshooting Versions

The following sections describe the version issues:

e Incompatible Versions of Binaries and Security Store

e Incompatible Versions of Security Stores

Incompatible Versions of Binaries and Security Store

ORACLE

This section describes the reason why the server would throw the
Pol i cySt orel nconpat i bl eVer si onExcept i on exception.

Symptom
You encounter an error like the following:

Oracle.security.jps.service.policystore. PolicyStorel nconpati bl eVersi onException
JPS-06100: Policy Store version 11.1.1.5.0 and Oracle Platform Security Services
version 11.1.1.4.0 are not conpati bl e.

Diagnosis

The exception indicates that the domain OPSS binaries version (11.1.1.4.0) and the

security store version (11.1.1.5.0) used by that domain are incompatible. The version
of the security store is established during reassociation and that version is used until
you upgrade the security store to a newer version.

OPSS domain binary versions are backward compatible with security store versions,
but they are not forward compatible. So, the error indicates that the security store has
version newer that the version of the OPSS binaries.

Here are three scenarios where OPSS binaries ends up being incompatible:

e Scenario 1

— Domainl and Domain2 point to the same security store. Domainl, Domain2,
and that security store have all version 11.1.1.3.0.
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— The binaries in Domainl are upgraded to 11.1.1.4.0.

— The security store is upgraded to 11.1.1.4.0 (using the upgr adeOPSS
command).

— When the Domain2 is brought up again, the binary and security store versions
are incompatible.

e Scenario 2

— Domainl points to a security store, and both binaries and the security store
have version 11.1.1.3.0.

— An attempt to migrate the security store to a 11.1.1.4.0 fails because the
migration would render a scenario with incompatible versions.

Migration is supported only when the OPSS binaries and the security store
versions are same.

e Scenario 3

— A 11.1.1.3.0 Domainl attempts to join a 11.1.1.4.0 security store (in some
other domain), using the r eassoci at eSecuritySt ore WLST command with
the j oi n argument.

— The operation fails because the sharing would render a scenario with
incompatible versions.

Reassociation is supported only when the OPSS binaries and the security
store versions are same.

Solution
The solution to all three scenarios is either one of the following:

* Update OPSS binaries to match the version of the security store the domain is
using.

* Reassociate the security store to a security store that has version not newer than
the version of OPSS binaries.

Incompatible Versions of Security Stores

This section describes the reason why you may encounter the
Pol i cySt or el nconpat i bl eVer si onExcept i on exception when migrating the security
store.

The Pol i cySt or el nconpat i bl eVer si onExcept i on exception indicates that the version
of the source store is higher than the version of the target store. Migration carries on
only if the version of the source is not higher than the version of the target.

The workaround is to upgrade the target store to a version compatible with the version
of the source store.

Troubleshooting Other Errors

The following sections describe a variety of issues:

*  Runtime Permission Check Failure

* Tablespace Needs Resizing
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* Oracle Internet Directory Exception
e User and Role API Failure
e Characters in Policies

* Invalid Key Size

Runtime Permission Check Failure

ORACLE

This section explains a reason why a permission may fail to pass a permission check.

Symptom
Your application prints an error like the following one:

[JpsAut h] Check Pernission

Pol i cyCont ext : [null]

Resour ce/ Tar get : [test]

Action: [null]

Permi ssion O ass: [ com oracl e. perm ssi on. Si npl ePer i ssi on]
Eval uator: [ ACC

Resul t: [ FAI LED]

Fail ed

Prot ecti onDomai n: C assLoader =webl ogi c. utils. cl assl oader s. ChangeAwar eC assLoader @
4061a8

finder: weblogic.utils.classloaders. CodeGenC assFi nder @dce7a8

annotation: Application2@pplication2.war

CodeSour ce=fil e:/scratch/servers/Adm nServer/tnp/ perm ssi on/ Test Servl et $1. cl ass
Principal s=total 0 of principal s<no principal s>

Per mi ssi ons=(

(oracle.security.jps.service.credstore. Credential AccessPerm ssion

cont ext =SYSTEM mapNane=def aul t, keyNane=* read, wite)

(j ava. net. Socket Permi ssi on | ocal host:1024- |isten, resol ve)
(oracle.security.jps.service.policystore.PolicyStoreAccessPerni ssion

cont ext =APPLI CATI ON, nane=* get Appl i cati onPol i cy)
(oracle.security.jps.service.policystore.PolicyStoreAccessPerni ssion

cont ext =SYSTEM get Conf i gur edAppl i cati ons)
(com.oracle.permission.SimplePermission *)

java. security. AccessControl Exception: access denied
(com oracl e. perni ssion. Si npl ePermi ssion test)...

Diagnosis

When two or more applications share a permission class, that permission class must
be set in the system class path so the class is loaded just once. Otherwise, only

the first application loading the class passes the permission check. Other applications
loading the same class thereafter fail the permission check and print a similar error.

Note that even though the permission class is in the permission collection, the check
fails and the access is denied, because the environment contains several instances of
a permission class with the same name.

Solution

Ensure that if two or more applications running in the same domain share a permission
class, then you include that class in the system class path.
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Tablespace Needs Resizing

This section describes a reason why SQL operations fail in a DB security store.

Symptom
While performing policy operations, the database issues a the following error:

"ORA-1652: unable to extend tenp segnent by 128 in tabl espace”
Diagnosis

The reason is that the temporary table used by the operations has no more free blocks
available.

Solution
To solve this issue:

1. Extend the size of the temporary table to 4096 M:

ALTER TABLESPACE " <TEMP_TABLESPACE_NAME>" ADD TEMPFI LE ' <data_file_name>'
size 4096M

2. Restart the Administration Server.

Oracle Internet Directory Exception

A domain using Oracle Internet Directory 11.1.1.6.0 as the security store runs into the
following exception:

[LDAP: error code 53 - O D-5018: Cataloging for attr orcljpsextensiontype
is already in progress.]:cn=catal ogs

You must apply a patch to fix bug 13782459 in Oracle Internet Directory 11.1.1.6.0. For
a list of Oracle Internet Directory patches, see Using an LDAP Security Store.

User and Role API Failure

ORACLE

This section explains reasons why you may fail to access data in an authentication
provider with the User and Role API.

Symptom

The User and Role API fails to access data.

Diagnosis 1

The User and Role API can access data only in the first LDAP provider configured in
a domain. At least one such provider must be present in a domain. The APl access
to that first LDAP provider fails if the target user is not present in that provider, even
though that user is present in some other authentication provider.

Solution 1

Enter the missing user in the first LDAP authentication provider or reorder the list of
LDAP providers in your domain.
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Diagnosis 2

Assume that the target user on which the API that fails is present in the first LDAP
provider configured in your domain.

By default, the User and Role API uses the ui d attribute to perform user search in an
LDAP provider. If for some reason, a user entered in the LDAP is lacking this attribute,
then the User and Role API fails.

Solution 2

Ensure that all users in the first LDAP authentication provider have the ui d attribute
set.

If you are developing a Java SE application and you want the User and Role API to
use an attribute other than ui d to search users, say mai | for example, then you must
configure the usernane. attr and user. | ogi n. attr attributes in the LDAP provider
instance of the identity store (in the j ps- confi g-j se. xnl file):

<servi cel nstance provider="idstore.|dap. provider" name="idstore.|dap">

<property name="username.attr" value="mail"/>
<property name="user.login.attr" value="mail"/>

</ servi cel nstance>

For information about adding properties to a provider instance with a prescribed script,
see Configuring Services with Scripts.

Characters in Policies

The following sections explain several issues related to characters in policies:

e Special Characters in Oracle Internet Directory 10.1.4.3
e Characters in File Security Stores
»  Characters in Application Role Names

* Missing Newline Characters in File Store

Special Characters in Oracle Internet Directory 10.1.4.3

When the security store is Oracle Internet Directory 10.1.4.3, then using the characters
* (L"), or '\in the RFC 2252/2253 filter results in error 53 (DSA unwilling to perform).
To resolve this error, apply the patch for bug number 7711351 to Oracle Internet
Directory 10.1.4.3.

Characters in File Security Stores

The issue explained in this section applies to file stores only.
The following characters:

<t & S, I\ ()~ %+ {1}

are not recommended in role names within file stores.
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If you use one of those characters to create a role, then ensure that you escape such
characters in arguments to methods like Appl i cati onPol i cy. sear chAppRol es so they
return correct results. For example, if you have an application role named appRol e"$,
then pass the argument as in appRol e\ \ "\ \ $ to find the match in the security store.

Alternatively, you could use a wild card in the search expression without including
these escaped special characters, as in appRol e*.

Characters in Application Role Names

An application role name is a string of alphanumeric characters (ASCII or Unicode)
and other printable characters (such as underscore or square brackets) that contains
no white space. This rule applies to roles names in any type of storage.

Missing Newline Characters in File Store

In a file store, a new-line character is required between the closing of a <per ni ssi on>
or <pri nci pal > tag and the opening of the following one.

The following are examples of strings illustrating incorrect and correct formats.
Incorrect:

<perni ssi on>
<cl ass>j ava. | ang. Runti nePer ni ssi on</ cl ass>
<name>get Cl assLoader </ nane>
</permission><permission>
<cl ass>j ava. i 0. Fi | ePerni ssi on</ cl ass>
<name>/ f oo</ nanme>
<actions>read, wite</actions>
</ permi ssi on>

Corrected:

<per ni ssi on>
<cl ass>j ava. | ang. Runti nePer ni ssi on</ cl ass>
<name>get Cl assLoader </ nane>
</permission>
<permission>
<cl ass>j ava. i o. Fi | ePerm ssi on</ cl ass>
<nanme>/ f oo</ nane>
<actions>read, wite</actions>
</ perm ssi on>

Invalid Key Size

ORACLE

This section explains why an invalid key size exception occurs.

Symptom
You encounter the following exception:

java.security.InvalidKeyException: I|llegal key size

Diagnosis 1

During domain creation, OPSS uses the keystore service to create an Advanced
Encryption Standard (AES) symmetric key used to encrypt security store data. OPSS
tries to generate a 256-bit key first. If it is not supported, then it tries to generate
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al92-bit key, and if not supported either, then it creates a 128-bit key. If 128-bit keys
are not supported, the i nval i dkeyExcept i on exception is thrown.

Diagnosis 2

During OPSS startup, if the OPSS encryption key cannot be read because the runtime
JDK does not support the AES algorithm or if the domain provisioned key size differs
from the size that the JDK supports, the i nval i dKeyExcept i on exception is thrown.

Solution

Install the Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy
Files in the JDK, and then retry the domain creation or OPSS startup. You

can download the JCE files at htt p: / / ww. or acl e. conf t echnet wor k/ j ava/ j avase/
downl oads/ j ce8- downl oad- 2133166. ht n

Need Further Help?

ORACLE

To find more information about Oracle Support, visit http://
nyor acl esupport. oracl e. com If you do not find a solution to your problem, log a
service request.
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