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Preface

ORACLE

The Token Proxy Service is designed to provide a token exchange proxy service for hosted
applications. This document describes how to install the Oracle Hospitality Self-Hosted Token
Proxy Service. This document does not cover installation of any prerequisites, for which a
separate documentation is already available.

Audience

This document is intended for installers of the Self-Hosted Token Proxy Service.

Customer Support

To contact Oracle Customer Support, access the Customer Support Portal at the following
URL:

https://iccp.custhelp.com

When contacting Customer Support, please provide the following:

*  Product version and program/module name

* Functional and technical description of the problem (include business impact)
» Detailed step-by-step instructions to re-create

» Exact error message received

»  Screen shots of each step you take

Documentation

Oracle Hospitality product documentation is available on the Oracle Help Center at http://
docs.oracle.com/en/industries/hospitality/.

Oracle WebLogic product documentation is available on the Oracle Help Center at https://
docs.oracle.com/en/middleware/

Oracle Database product documentation is available on the Oracle Help Center at http://
docs.oracle.com/en/database/

Revision History

Table 1 Revision History
]

Date Description of Change

July 2019 Initial Publication

March 2020 Updated TPS Demoldentity Upgrade details in
the Chapter 6.

July 2020 Revised content across the entire document
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Table 1 (Cont.) Revision History

___________________________________________________________________________|
Date Description of Change

March 2021 * Updated content in Tomcat HTTPS
Listener section in the Chapter 9.
* Added screens in WebLogic and Tomcat -
Certificate Configuration Wizard sections
in the Chapter 9.

March 2023 Updated content to confirm support of Oracle
19c Database.
June 2023 Updated the Customer Support section with

the new support portal name and URL
January 2024 Updated content in the Certificates Chapter 7.
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Overview of Token Proxy Service

The Token Proxy Service is designed to provide a token exchange proxy service for hosted
applications. It is a proxy interface that works with your application to communicate with
payment service providers (PSP), on whom it relies to provide the actual token functionality. It
connects to PSPs via the internet or virtual private network (VPN).

Components

Token Proxy Service has three components:

Database
Token Proxy Web Portal

Token Proxy Service

Installation Prerequisites

Before installing the Token Proxy Service, verify your environment meets the following
requirements:

ORACLE

64-bit host
Windows Server 2008 R2, 2012 R2, 2016, 2019 and Windows 10
You can install either Oracle or MySQL database:

— Oracle 12¢/19c database server installed and running, and the user understands how
to use and configure Oracle DB.

— MySQL 8.0 database is installed and running.

WebLogic running to host the Web Portal and the user understands how to use and
configure WebLogic 12c. This is not required if you want to deploy TPS using Tomcat.

An SMTP server exists for sending emails to users.

JRE (Java Runtime Environment) 1.8. If Token Proxy Service is installed on the same
host as WebLogic (which includes JDK), a separate JRE for Token Proxy Service is not
required.
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Chapter 1
The Database

< Note:

Token Proxy Service 19.2 has the following options for database and
deployment:

e Supports Oraclel2c/19c database and allows deployment of Token
Proxy WebPortal on WebLogic.

e Supports Oraclel2c/19c database and allows deployment of Token
Proxy WebPortal on Tomcat.

e Supports MySQL database and allows deployment of Token Proxy
WebPortal on Tomcat.

The Database

* The database stores the configuration and audit log from the Web Portal.

* The Token Proxy Service requires read-only access to the database. If required,
you can configure a different Token Proxy Service database user with less
privileges.

* The Web Portal requires a database user with privileges to make changes within
the database.

" Note:

During installation, the Token Proxy Service creates a database schema.
TPS does not override the period of time. This database schema remains
valid because the schema expiration date is already defined by existing
policies of the environment where the database is installed. By default,
Oracle Database defines an expiration date of six months after creation. Be
aware that if the schema password expires, and the Token Proxy Service is
subsequently unable to read from or write to the database, service
interruptions should be expected.

The Web Portal

* The Web Portal is used to configure the settings used by the Token Proxy Service.

 The Web Portal is a web application supplied in a WAR file suitable for hosting in
WebLogic or Tomcat. It relies on the selected web server to store some of its
configuration, such as the database connection string (datasource), and to provide
a trusted SSL certificate for connections from users accessing the configuration
web portal.

Token Proxy Service

The Token Proxy standalone application runs automatically as a service.

ORACLE 1-2



Chapter 1
Recommended System Requirements

Connections from Listeners

The application creates a Listener to monitor a TCP port for XML messages posted over
HTTPS. The default Listener port is 443, but it can be set to a custom port number via the
Token Proxy Web Portal. This Listener must be exposed to the client (for example,
OPERA systems).

The Listener manages its own use of the certificates provided by the datacenter using
TLS1.2, so a firewall or load balancer (if present) must not offer any form of HTTPS to
HTTP bridging functionality. Instead the connection must be passed directly to the Token
Proxy Service. The certificates provided must be installed on all servers running the
Token Proxy Service in the event the service is installed on multiple machines for load
balance or fail over. In case if the certificate has to be deployed at load balancer, then a
certificate should also be deployed at TPS app server to establish HTTPS connection
from load balancer to TPS server. It is highly recommended to use CA signed certificates.

Connections to PSPs (Payment Service Providers)

The service also makes outgoing connections to PSPs.

The outgoing connection is to a URL specified by the PSP and the host or port (and
optionally a path) is specified by the PSP.

The outgoing connection can be over the internet or over VPN, but it must use HTTPS
with TLS1.2 or greater.

Recommended System Requirements

Table 1-1 Recommended System Requirements

Dedicated or when using Tomcat When installed on Web Portal/WebLogic Host*

ORACLE

4 x vCPU 4 x vCPU

16 GB RAM 16 GB RAM

100 GB OS 100 GB OS

100 GB Data 100 GB Data
" Note:

* The recommended requirements are increased due to the heavy footprint of
WebLogic.
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Recommended System Requirements
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Installing Token Proxy Service

The Token Proxy Service installer verifies the existence of any required components, creates
a database user, deploys a database schema, deploys the Web Portal used for configuration,
and deploys the Token Exchange Service.

The Installation and configuration of WebLogic, MySQL and Oracle 12¢/19c is not the focus
of this document.

Pre-Installation Checklist

ORACLE

Before installing Token Proxy Service, ensure you have the following information available:

You have installed and configured either Oracle or MySQL database before installing Token
Proxy Service.

e Oracle Database Information
— Host, port#, and service name
— DBA user credentials

e MySQL Database Information
— Host, port# and database name

— DBA user credentials
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Chapter 2
Installing Token Proxy Service

< Note:

By default MySQL is installed with configuration that allows the root user to
connect only via the localhost address. In the scenario where your MySQL
database is not installed on the same host as the other elements of your
Token Proxy system, you would need to configure MySQL with an additional
users, so the database server will accept the connection via an address
other than localhost.

e Connect to the MYSQL Database as the “root” user.
*  Run the following queries: USE mysqgl; SELECT user, host FROM user
You will see that the "root" user is only related to the "localhost" host

e Onceitis verified that the root user only has permission to connect in
localhost, run the following query:

Create user 'root'@'<hostname_or_lan_ip_address>’ identified by “<root
password>";

Grant all privileges on *.* to 'root'@'<hostname_or_lan_ip_address>'with
grant option;

Where <hostname_or_lan_ip_address> is the hostname or ip address
you want to be able to connect to the database via, and
"<root_password> is the user the root password.

For more information refer to the MySQL documentation; https://
dev.mysgl.com/doc/mysql-installation-excerpt/8.0/en/mysql-installer-
workflow-server.html

e If you want to, run the first query again to verify that the root user has the
connect permission with server IP.

WebLogic host and authentication credentials. This is required only when Tomcat
is not selected as the web server.

SMTP host, port, and authentication credentials
PSP details (including certificates)
Client details (including Card Type setup from client's OPERA configuration)

Some installations may include additional network configuration and whitelisting in
the data center, which requires network-specific information or IP addresses.

Installing Token Proxy Service

ORACLE

To install the Token Proxy Service, navigate to the TokenProxylInstaller_19.2.0.x.exe
file, and then double-click it to begin.

The installer creates installation logs in C:\TokenProxy\LOGS.

The installer verifies system compatibility and looks for the MW_HOME
environment variable to use when deploying the WebLogic configuration.

The installer allows you to proceed without the MW_HOME variable, but doing so
limits the WebLogic deployment tasks the installer can complete. The MW_HOME
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Chapter 2
Installing Token Proxy Service

variable is not mandatory because it is possible to run the Token Proxy Installer to deploy
only the Token Proxy Service component. MW_HOME is not needed if you want to
deploy Token Proxy Service using Tomcat.

Creating the MW_HOME Variable

ORACLE

# Note:

This section is not applicable if you want to deploy Token Proxy Service using
Tomcat.

If you do not have an MW_HOME variable and want to use the Token Proxy Installer to
deploy the WebLogic .WAR file and to create the datasource on the machine you are running
the installer on, cancel the installation and create an environment variable to reflect your
WebLogic environment.

*  Open Windows System Properties, click the Advanced tab, and then click Environment
Variables.

e Click New in the System Variable section, and then enter MW_HOME in the Variable
name field and path of the WebLogic installation in the Variable value field.

»  This will vary depending on your WebLogic installation path, but an example value might
be :\Oracle\Middleware\Oracle_Home

* Click OK to confirm, and then exit System Properties.

* Re-run the installer after creating the MW_HOME Environment Variable.
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Token Proxy Service Complete Installation

1.

3.

ORACLE

Right-click TokenProxylnstaller_19.2.0.0.exe file and select Run as Administrator to
perform an installation.

The installer creates installation logs in C:\TokenProxy\LOGS.

The installer verifies system compatibility and looks for the MW_HOME environment
variable to use when deploying the WebLogic configuration. The installer allows you to
proceed without the MW_HOME variable, but doing so limits the WebLogic deployment
tasks the installer can complete. The MW_HOME variable is not mandatory because you
can install the Token Proxy Service by using Tomcat which allows deployment of Token
Proxy WebPortal on Tomcat.

# Note:

If the MW_HOME is not found, then the installer will prevent the Token Proxy
Portal Auto Deployment on WebLogic server.

Click Next to proceed with the installation.

Ensure all the prerequisites for the Token Proxy installation are met.

TokenProxylnstaller - InstaliShield Wizard -

TokenProxy Prerequisites ﬂ

Following is some information related to your system:

Current Date & Time 07-11-2019 14:06:09

Free space on drive C: 78025 MB

This is a 64 bit Operating System.

05 wversion: Windows Server 2012 R2 Datacenter (No Service Padk)
05 version: 6.3

Found Java version JRE 1.8

Found Java Home C:\Program Fies\Javaljre 1.8.0_161
PROGRAMDATA - C:\ProgramData

MW _HOME - C:\Orade Middieware\Orade_Home

Mext > | Cancel

Select either the Complete or Custom installation option:

* Complete: Installs the Database, Token Proxy Web Portal and Token Proxy Service
during the installation process.
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* Custom: Allows installation of only the modules selected. You can also use
this mode to install Token Proxy Service only on multiple servers if they want
to deploy multiple TPS servers behind a load balancer for high availability. For
example, if you want to install the Database on one host and the WebPortal on
a different host, you can run the installer on both the machines, with only the
relevant components selected for each machine.

— Database
— Token Proxy Web Portal
— Token Proxy Service

The steps below cover a Complete Installation. If you are installing the Token
Proxy Service components to different hosts, see the Token Proxy Service
Custom Installation section.

TokenProxylnstaller - InstallShield Wizard -

Setup Type
Select the setup type ko install, \

Please select & setup type,

(8 Complete

-,‘ ¢ Al program festures will be installed. (Requires the most disk space.)

() Custom

.‘ 2 Select which prograrm Features you want installed, Recommended for
o advanced users,

<Back || Next> | [ Cancel

Click Browse to amend the installation drive or Token Proxy installation path, if
required and then click Next.
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Choose Destination Location
Select folder wihere setup wil install fles,

Setup wil instal TokenProxylnstalier i the folowing folder,

Tao install to this folder, diidk Next. To instal to a different folder, dick Browse and select
another folder.

5. Click Install to begin the installation.
6. Select your Database type:

a. MySQL

b. Oracle DB

Inskalishisid

7. Click Next.

8. Enter the relevant connection details for your database type. Details can be provided by
the individual who installed or configured the database software.
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9. On the Database Server screen, enter the following credentials to allow the Token
Proxy Service installer to connect to your Oracle 12¢/19c or MySQL Database.
The installer supports pluggable and legacy non-pluggable database formats.

MySQL

a. Name/lP: The Hostname or IP Address used for communication to the
database. If the TPS and its database are installed on the same host machine,
then you can enter the value as ‘localhost’ here.

b. Port #: The Port number used for communication to the database.
Oracle DB

a. Name/lP: The Hostname or IP Address used for communication to the
database. If the TPS and its database are installed on the same host machine,
you can enter the value as ‘localhost’ here.

b. Port #: The Port number used for communication to the database.

c. Service Name: The service name used to connect to the Oracle database.

TokenProxylnstaller - InstallShield Wizard -

Database Server

Enter the Database Server Mame or IP,
Enter the Port Mumber,

Marme/IP: | |

Part #: | |

< Back ” Mext = || Zancel

10. Click Next

11. Enter the database credentials. The installer requires DBA access to create a
Token Proxy Service database user and configure a Token Proxy Service
database schema.

a. For MySQL the Login ID: = root
b. For Oracle database, enter the DBA user name or Login ID.

c. Enter the correct password for the DBA user.
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TokenProxylnstaller - InstallShield Wizard -

Database Server Login
The Datsbase server requires login credentials to continue,

Flease enter the Databass Administrator Credentials

User Name:

Password:

<Back || Next> Cancel

12. Click Next.
13. Enter the following details.

a. User Name: Create a new user. When creating the username for the database, the
installer allows only alphanumeric characters and should start only with an alphabetic
character.

b. Password: Create a password. The Password is case sensitive, and should be at
least 8 characters in length and must have at least one upper case letter, one lower
case letter, one number and one special character from the following list:! @#$%"&*

c. Confirm the password, and then click Next.

» The installer attempts to connect to the database using the DBA credentials
provided. If the connection fails, logs are written to your installation path. If
required, resolve any connectivity or user/password issues and retry the
database connection.

* The installer attempts to create the user details specified in Step 13. If there are
any issues in creating the DB User, make sure the database specified is open for
updating.
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TokenProwylnstaller - InstallShield Wizard -

Create DB User for TPS

This will create a DB Username and Password For cormmunication between the
Taken Proxy Service and the Database l

Enter the user name and password.

Password is case sensitive, should be at least 8 characters in length and must have at least
one upper case letter, one lower case letter, one number and one special character from the
Following lisk: @4t

User Mame:

| 01tpsdbuser

page 1okenProxylnstaller - InstallShield Wizard *

o User Mame must begin with an alphabetic character.

Confi Please re-enter User Mame.

]

< Back Mext = ancel

14. Enter the URL where the web portal need to be installed and Port#.

a. FQDN - The Fully Qualified Domain Name (FQDN) that is used to access the
Token Proxy Service Web Portal.

b. Port— The HTTPS port number the Web Portal deployment is configured to
listen on WebLogic or Tomcat.

These details must be set correctly so that links in system generated emails
(such as password resets) contain the correct URL. To update Web Portal
URL Configuration settings post-installation, edit
\ProgramData\TokenProxyl\application.properties using a text editor.
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TokenProxylnstaller - InstallShield Wizard -

Web Portal URL Configuration

Please specify the Fully Qualified Domain Mame (FODM) and Port For the URL that will be used
ko access the TPS Web Portal

FODM | | | Pork | |

\Web Portal LIRL:

hitps : /FODN: portioken-proscy-ui

Initial Setup URL:

hitps . /FODON: porttoken-proxy-ui'public /s etup.jsp

Mote: Please copy and save these URLs ko be used ko access the Web Parkal and the Initial
Web Portal's Setup page respeckively

< Back, Mext = | | Zancel

15. Click Next.

16. Enter the SMTP server details. The Token Proxy Service requires access to SMTP server
in order to send password reset emails.

a. SMTP host: Your SMTP mail server address.
b. SMTP port: Your SMTP mail server port.

c. SMTP sender: The email address that any password reset emails will show as sent
from.

d. Use TLS: Select this option if the SMTP server supports TLS secured connections
for sending login credentials. Enable this option in a production environment, if
supported.

e. Authentication Required: Select this option if the SMTP server requires username
and password credentials to send email. If not required, uncheck this option and
ignore the smtp.username and smtp.password fields.

i. SMTP username: If ‘Authentication Required’ is selected, set the username of
the SMTP credentials.

ii. SMTP password: If ‘Authentication Required’ is selected, set the password of
the SMTP credentials.

ORACLE .
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TokenProxylnstaller - InstaliShield Wizard

SMTP Server

Please enter the values for the SMTP configuration:

SMTPhost | |

SMTPport | ]

SMTF sender | |
[Nusemis
[+ Authentication Required

SMTP password | |

17. Click Next.

The configuration file is created in the following path:
\ProgramData\TokenProxy\application.properties

Utilities are deleted from the following path: \TokenProxy\Utilities

To update SMTP settings post-installation, edit
\ProgramData\TokenProxyl\application.properties using a text editor. You must
restart the web server (WebLogic or Tomcat) running the Token Proxy Service
Web Portal for any configuration change to take effect.

18. Select a Deployment Option.

a. Auto Deployment on WebLogic: Select this option for a guided deployment
of the Token Proxy Service Web Portal .WAR file and datasource into
WebLogic. Refer to Auto deployment on WebLogic section for more details.

b. Auto Deployment on Tomcat: Select this option for a guided deployment of
the Token Proxy Service Web Portal .WAR file into Tomcat. Refer to Auto
Deployment on Tomcat section for more details.

c. Manual Deployment on WebLogic: Select this option if the Web Portal will
be deployed in a clustered WebLogic environment. Deployments in clustered
WebLogic environments must be performed manually. Refer to Manual
deployment on WebLogic section for more details.
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Token Proxy Service Custom Installation

Token Proxy Service has three components. These components can be installed all on one
host, or on separate hosts.

The correct order (required) for a custom install is:
* Database
e Token Proxy Web Portal

*  Token Proxy Service

Part 1: Database

1. Right-click TokenProxylnstaller_19.2.0.0.exe file and select Run as Administrator to
perform an installation.

2. Click Next to proceed with the installation.
3. On the Setup Type screen, select the Custom installation option and then click Next.

4. Click Browse to amend the installation drive or Token Proxy installation path, if required
and then click Next.

5. On the Select Features screen, select the Database component and then click Next.

TokenProxyinstaller - InstallShield Wizard -

Select Features
Selact the Features setup will install. Y

Salect the Feabures wou want bo install, and desslect the features you do not want to instal.

Cioutabase | Descrpton
[_ITokenProxy web Portal Sets up the Database

[ TekenProxyService components for the defined
e :

78.13 ME of space required on the C drive
68516.23 MB of space avadable on the C drive

6. Click Install to begin the installation.
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10.

11.
12.

13.
14.

Chapter 4
Part 1: Database

Select your Database type:

a. MySQL
b. Oracle DB
Click Next.

Enter the relevant connection details for your database type. Details can be
provided by the individual who installed or configured the database software.

On the Database Server screen, enter the following credentials to allow the Token
Proxy Service installer to connect to your Oracle 12¢/19c or MySQL Database.
The installer supports pluggable and legacy non-pluggable database formats.

MySQL

a. Name/lP: The Hostname or IP Address used for communication to the
database. If the TPS and its database are installed on the same host machine,
then you can enter the value as ‘localhost’ here.

b. Port #: The Port number used for communication to the database.
Oracle DB

a. Name/lP: The Hostname or IP Address used for communication to the
database. If the TPS and its database are installed on the same host machine,
you can enter the value as ‘localhost’ here.

b. Port #: The Port number used for communication to the database.
c. Service Name: The service name used to connect to the Oracle database.
Click Next.

Enter the database credentials. The installer requires DBA access to create a
Token Proxy Service database user and configure a Token Proxy Service
database schema.

a. For MySQL the Login ID: = root

b. For Oracle database, enter the DBA user name or Login ID.
c. Enter the correct password for the DBA user.

Click Next.

Enter the following details.

a. User Name: Create a new user. When creating the username for the
database, the installer allows only alphanumeric characters and should start
only with an alphabetic character.

b. Password: Create a password. The Password is case sensitive, and should
be at least 8 characters in length and must have at least one upper case letter,
one lower case letter, one number and one special character from the
following list:! @#$%"&*

c. Confirm the password, and then click Next.

* The installer attempts to connect to the database using the DBA
credentials provided. If the connection fails, logs are written to your
installation path. If required, resolve any connectivity or user/password
issues and retry the database connection.
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* The installer attempts to create the user details specified in Step 14. If there are
any issues in creating the DB User, make sure the database specified is open for
updating.

15. Click Finish.

Part 2: Token Proxy Web Portal

6.

Right-click TokenProxylnstaller_19.2.0.0.exe file and select Run as Administrator to
perform an installation.

Click Next to proceed with the installation.
On the Setup Type screen, select the Custom installation option and then click Next.

Click Browse to amend the installation drive or Token Proxy installation path, if required
and then click Next.

On the Select Features screen, select the Token Proxy Web Portal component and
then click Next.

TokenProxylnstaller - InstallShield Wizard -
Select Features

Select the Features setup will install,
Select the features you wank to install, and deselect the features you do not want, bo install,

[ Joatabase Description

¥ TokenProxy \Web Portal Deploys the TokenProxy Park

[ TrokerProxyservice war file to the designated

SErVer,
124.65 MB of space required on the C drive
68507, 60 MB of space available on the C drive
<Back || mext> | | cancel

# Note:

If you want to install Token Proxy Web Portal and want to create datasource
using the installer, then the prerequisite is database. The installer will prompt for
the database details for datasource creation.

Click Installto begin the installation.
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7. Enter the URL where the web portal need to be installed and Port#.

a. FQDN: The Fully Qualified Domain Name (FQDN) that is used to access the
Token Proxy Service Web Portal.

b. Port: The HTTPS port number the Web Portal deployment is configured to
listen on in WebLogic or Tomcat.

These details must be set correctly, so that links in system generated emails
(such as password resets) contain the correct URL.

To update Web Portal URL Configuration settings post-installation, edit
\ProgramData\TokenProxy\application.properties using a text editor.

TokenProwylnstaller - InstallShield Wizard -

¥Web Portal URL Configuration

~ ,

Please specify the Fully Qualified Domain Mame (FQDM) and Port For the URL that will be used
ko access the TPS Web Portal

eon ] e —

Web Paortal URL:

hitps .//FQDON: portitoken-proxy -ul

Initial Setup URL:

hitpes . MFQDN: portfoken-proxy -uiipublic/s etup.isp

Mote: Please copy and save these URLs to be used to access the Web Portal and the Initial
Web Portal's Setup page respectively

< Back, Mext = | | Zancel

8. Click Next.

9. Enter the SMTP server details. The Token Proxy Service requires access to SMTP
server in order to send password reset emails.

a. SMTP host: Your SMTP mail server address.
b. SMTP port: Your SMTP mail server port.

c. SMTP sender: The email address that any password reset emails will show as
sent from.

d. Use TLS: Select this option if the SMTP server supports TLS secured
connections for sending login credentials. Enable this option in a production
environment, if supported.

e. Authentication Required: Select this option if the SMTP server requires
username and password credentials to send email. If not required, uncheck
this option and ignore the smtp.username and smtp.password fields.

i. SMTP username: If ‘Authentication Required’ is selected, set the
username of the SMTP credentials.
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ii. SMTP password: If ‘Authentication Required’ is selected, set the password of
the SMTP credentials.

10. Click Next.

The configuration file is created in the following path:
\ProgramData\TokenProxy\application.properties

Utilities are deleted from the following path: \TokenProxy\Utilities

To update SMTP settings post-installation, edit
\ProgramData\TokenProxy\application.properties using a text editor. You must restart
the web server (WebLogic or Tomcat) running the Token Proxy Service Web Portal for
any configuration change to take effect.

11. Select a Deployment Option.

a. Auto Deployment on WebLogic: Select this option for a guided deployment of the
Token Proxy Service Web Portal .WAR file and datasource into WebLogic. Refer to
Auto deployment on WebLogic section for more details.

b. Auto Deployment on Tomcat: Select this option for a guided deployment of the
Token Proxy Service Web Portal .WAR file into Tomcat. Refer to Auto Deployment on
Tomcat section for more details.

c. Manual Deployment on WebLogic: Select this option if the Web Portal will be
deployed in a clustered WebLogic environment. Deployments in clustered WebLogic
environments must be performed manually. Refer to Manual deployment on
WebLogic section for more details.

Part 3: Token Proxy Service

ORACLE

Right-click TokenProxylnstaller_19.2.0.0.exe file and select Run as Administrator to
perform an installation.

Click Next to proceed with the installation.
On the Setup Type screen, select the Custom installation option and then click Next.

Click Browse to amend the installation drive or Token Proxy installation path, if required
and then click Next.

On the Select Features screen, select the Token Proxy Service component and then
click Next.
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Select Features
Select the Features satup vl install.

Select the Features you wank bo install, and deselect the features wou do not want ko instad,

:...DMH Description
I TokenProxy Web Portal Deploys the TokenProxy

SErvICe,

59.43 MB of space required on the C drive
B9304,35 MB of space available on the C deive
Iresk allShiedd

| <Back || mext> | | concel |

# Note:

If you want to install the Token Proxy Service and want to connect the
service to database, then the prerequisite is database.

6. Click Install to begin the installation.

The installer installs the Token Proxy Service.
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TokenProxylnstaller - InstallShield Wizard I £ |

»

-

The InstaliShisld Wizard is installing TokenProxylnstaller
' TokenProxylnstaller - InstaliShield Wizard (L0

o Token Service successfully installed.

" Note:

The OPI Token Service Windows service installation completes. The service
remains in stopped state until the Web Portal configuration is complete. The
Apache Tomcat for TPS Windows service installation completes. The service
remains in stopped state until the Web Portal configuration is complete. This
service is applicable only if you choose to deploy TPS using Tomcat.

Click Finish to complete the Token Proxy Service installation.
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oxstallensimEienisld Vi izard]

InstallShield Wizard Complete

The InstaltShield Wizard has successfully instalied
TekenProxylnstaller. Chick Finish ko sxit the wizard,

X bd:r = -jl.ll.-..-.l

Auto Deployment on WebLogic

You can auto deploy the Token Proxy Service Web Portal .WAR file and datasource
into WebLogic only if Oracle database is selected.

< Note:

If the Token Proxy Portal is installed on WebLogic, then the Manage
Server(s) that are hosting the Token Proxy Portal will need to be restarted
once the installation has been completed in order for the configuration
changes to take effect.

Granting permissions on WebLogic user account

When Weblogic is used and the WebLogic OS user is not an administrator then write
permission need to be granted in \ProgramData\TokenProxy directory.

1. On the Deployment Options screen, select Auto deployment on WebLogic
option for a guided deployment of the Token Proxy Service Web Portal.
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TokenProxylnstaller - InstallShield Wizard =]

Deployment Dptions w

Deployment Options

The Auta deploy opkion prompts the wser For conneckion information used to automatically
deploy the war fils on the spedfied sarver,

(®) Auto Dephoyment on Weblogic
! fusko Deployment on Tomcat

Use the manual deploy opthon i the connection information is not svailable, the server is
unreachable at this time or Ffor amy reason bo deploy the war file at a later bime.,

[} Manual Dephoyment on WebLagic

Met> | | Cancel

2. Click Next.

3. Onthe WebLogic Connection Settings screen, enter the following details. This screen
does not appear when performing a manual deployment.

The connection is used to push the Token Proxy Service Web Portal .WAR file into
WebLogic, and to create the Token Proxy Service Web Portal datasource configuration.

a. Host: WebLogic IP address.
b. Port: WebLogic port number.

o

Username: WebLogic user name.

d. Password: WebLogic password.

e. Protocol:

i. T3 is the default WebLogic Protocol.

ii. T3S is the T3 Protocol with SSL.

iii. HTTP is T3 wrapped in HTTP to allow routing through firewalls, if required.

iv. HTTPS is T3S wrapped in HTTP to allow routing through firewalls, if required.

f. Demo Trust: Select this option for T3S or HTTPS when user certificates are not
installed while installing the WebLogic.

4. Click Test Connection to verify connectivity. If necessary, adjust the settings until the test
succeeds, and then click Next.

By default, the WebLogic logical server Listen Address is localhost. In order for the Token
Proxy Service installer to connect to WebLogic, the WebLogic logical server Listen
Address may need to be set to an IP, Hostname, or 0.0.0.0, depending on your
WebLogic Environment.
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4,

TokenProxyinstaller - Install Shield Wizard

‘WebLogic Connection Settings

Pleasa enter the Webloges: Conrmction Settings,
Tunneling mast be enabled on the Admin Server for HTTP or HTTPS,

Herst: Pork: 7001

e : Prokocol TokenProxylnstaller - InstallShield Wizard .
TS
T3

5
Password: o Weblogic Test Connection passed,

HTTP
Select this option For T35 or HTTFS when user -
certicates are it instalied. HTTRS

[ o |

[ Test Cornection | <Back | Cancel

Enter the name of the WebLogic Server you want to deploy or undeploy the Token
Proxy Service Web Portal.

* Admin Server: Deploy the Web Portal to the Admin server. Not
recommended.

* Deploy to one or more named servers: Enter the name(s) of the WebLogic
target server(s) where you want to deploy the WebPortal. Multiple servers can
be specified as a comma-delimited list.

— Prior to deploying the Web Portal configuration, verify the following:
*  WebLogic Node Manager is running.
*  WebLogic is running.

*  The server you select for Web Portal deployment is running in
WebLogic.

Click Next.
Select a datasource creation option.

» Create a default datasource for the database connection: Select this
option for the installer to configure the WebLogic datasource that the Token
Proxy Service Web Portal uses to communicate with the database.

« 1 will create and manage the datasource myself: Select this option to
configure the datasource manually.

Click Next. If you have previously selected Create a default datasource for the
database connection, the Token Proxy Service installer attempts to add the
datasource configuration.

If any part of the WebLogic deployment fails, then you are returned to the
WebLogic Connection Settings dialog box. Resolve the issue and try to deploy
again.

The installer will deploy the WebLogic configuration for the WebLogic Deployment
and WebLogic Datasource components if WebLogic and Database are available.

The OPI Token Service Windows service installation completes. The service
remains in stopped state until the Web Portal configuration is complete.

Click Finish to complete the Token Proxy Service installation.
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Auto Deployment on Tomcat

ORACLE

You can auto deploy the Token Proxy Service Web Portal .\WAR file on Tomcat if MySQL
database is selected.

1. On the Deployment Options screen, Auto deployment on Tomcat option is selected
by default.

" Note:

Auto Deployment on WebLogic and Manual Deployment on WebLogic
options are disabled for MySQL.

TokenProxylnstaller - InstallShield Wizard -

Deployment Options

w ,

Deployment Options

The Auko deploy option prompts the user for connection information used ko automakically
deplay the war File on the specified server,

Auto Deployment on Weblogic

(®) auto Deployment on Tomcat

I=e the manual deploy option if the connection information is not available, the server is
unreachable at this time or for any reason to deploy the war file at a later time.

rManual Deployvment on WwebLogic

As MySOL database tvpe is selected Weblogic server deployment options are disabled.

< Back Mext = | | Zancel

2. Click Next.

3. Onthe Create Tomcat User Account screen, enter the following details.

a. User Name: Create a new user.

b. Password: Create a password. The Password is case sensitive, and should be at
least 8 characters in length and must have at least one upper case letter, one lower
case letter, one number and one special character from the following list:! @#$%"*.

c. Confirm the password, and then click Next.

This user will have access to the files in the Tomcat installation.
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< Note:

The Tomcat User Account Password by default is set to expire after 42
days (Windows default domain policy). Please update password/default
expiration date range as required. Refer to Change the password
expiration policy for windows user account in the Auto Deployment on
Tomcat section of Token Proxy Service Custom Installation.

4. On the Tomcat HTTPS Certificate screen, create the Password and confirm it.

The Password is case sensitive, and should be at least 8 characters in length and
must have at least one upper case letter, one lower case letter, one number and
one special character from the following list:! @#$%"&*.

5. Click Next.

When Tomcat is selected as web server to host the TPS web portal, the installer
creates a self-signed certificate for Tomcat as server’s certificate. In production,
CA signed certificate is highly recommended. Refer to “Tomcat — Certificate
Configuration Wizard” and “Tomcat HTTPS Listener” section for steps to replace
self-signed certificate with the CA signed certificate.

# Note:

If you are performing Custom installation, then the installer will prompt
for database details for datasource creation.

6. The Apache Tomcat for TPS Windows service installation completes. The service
remains in stopped state until the Web Portal configuration is complete.

7. Click Finish to complete the Token Proxy Service installation.

Change the Password Expiration Policy for Windows User Account

1. Open Run Application (Win + R).

Typee thee e af & program, folder, document. o
Intermet resource, and Windows will opon it for you

Open: | ORI

2. Enter gpedit.msc and click OK. Local Group Policy Editor will be displayed.
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A Local Geoup Poboy Edvos
Fig  Achon  Wiew Help
o amXEE Bm
A Loeal Comprater Pelicy Foboy Seouny Seting

~ 8 Compubr Conliguiation . Endoroe parpword Fistory  patrmcnch remambened
v Salwan Setng B
* o) WWardored Seftiegd Y er—— 1 ey
& ;:;MM ; o, M parigecnd length 8 charsoen
I Deglosyed Friness < Pasyemed st meet somplesty requinemeents frubed
v B Seunity Settings i e padswends whing revirtble enoyplon Dt
w _f Mcoreun Poloas
£ Pavpwoed Policy
8 Acccint Lockoss Poloy
i Lo Pobowps

| Windove Defender Firewall math Advaecd Seounty
1 Megtwork List Manager Polioes
2 Public Key Pobcies
1 $attears Restnction Police
4 Applhication Corsrol Polices.
B P Securey Pokces on Locl Computer
» 2 Advanced Audit Poloy Configuration
all Pelizy-Eaad 005
| Adrmeatratree Semplaten
w ol Uher Configueation
Saltwan SAlingt
1 Wi Semtrg
| dgirrmeists gt Torrelaret

3. Go to Computer Configuration -> Windows Settings -> Security settings -> Account
Policies -> Password Policy.

4. Double click on Maximum password age on the right panel.

Palicy Security Setting
', Enforce password histony & pasywords remembered
B Maxirsm password age 42 days

e Minemium password age
s, Minimum password length

Lz, Password must meet complexity requirements Local Securty Selting  Explain
s, Store pastwords using reversible encryption

Maimurm passwond age Properies ? = |

-'a Masrnim passeand 550

Pashword will sopre n!
lﬂd : days

(o] o o

5. Set the expiration days as per your organization's password policy. Click on Apply and
then OK.
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# Note:

This change is applicable to all the user accounts in the system.

Alternate Way

The password expiry policy can also be set using command line.

1. Open Command Prompt as Administrator.

2. Set the password expiration days as per your organization's password policy.
Execute the command net accounts /Imaxpwage:180

¢ Note:

Here 180, is the password age. Change this as per your organization's
password policy.

Manual Deployment on WebLogic

The Token Proxy Installer deploys two .WAR files (token-proxy-restapi.war, token-
proxy-ui.war) and a .JAR file (tokenproxy-headers-filter.jar) on WebLogic as an
Application deployment, unless you select the option to manually complete the
WebLogic deployment.

The headers jar (tokenproxy-headers-filter.jar) should be deployed before either of the
WAR files. Successful deployment of the .WAR files is possible only if the .JAR file has
already been deployed. Once the installation is complete, you can find the required
files for manual deployment at C:\ProgramData\TokenProxy.
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< Note:

If the Token Proxy Portal is installed on WebLogic, the Manage Server(s) that are
hosting the Token Proxy Portal will need to be restarted once the installation has
been completed in order for the configuration changes to take effect.

1. Inthe WebLogic Server Administration Console, select Deployments menu.

2. Select the Lock & Edit option and then click Install.

3. Browse to the C:\ProgramData\TokenProxy directory and select the tokenproxy-
headers-filter.jar file.

4. Click Next.
5. Select the target Server to which you want to deploy the application and then click Next.

The message reporting that Weblogic has assumed this as a library deployment, is only a
warning and is correct, the tokenproxy-headers-filter.jar is a library not an application.

6. Select DD Only, and then select the other options required for your WebLogic
environment.

7. Click Finish to complete the deployment, you are redirected to the Deployments screen.

8. To deploy the token-proxy-restapi.war file:
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10.

11.

12.
13.
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a. Select Install.

b. The C:\ProgramData\TokenProxy directory should be retained from the
previous deployment, if not browse and select the token-proxy-restapi.war.

c. Click Next.
d. Select Install this deployment as an application.
e. Click Next.

f. Select the target Server to which you want to deploy the application, and click
Next.

g. Select DD Only, and then select the other options required for your WebLogic
environment.

h. Click Finish to complete the deployment, you are redirected to the
Deployments screen.

To deploy the token-proxy-ui.war file:
a. Select Install.

b. The C:\ProgramData\TokenProxy directory should be retained from the
previous deployment, if not browse and select the token-proxy-ui.watr.

c. Click Next.
d. Select Install this deployment as an application.
e. Click Next.

f. Select the target Server to which you want to deploy the application, and click
Next.

g. Select DD Only, and then select the other options required for your WebLogic
environment.

h. Click Finish to complete the deployment, you are redirected to the
Deployments screen.

Once all the files are deployed, click Activate Changes.

Click the Control tab and then select the token-proxy-ui.war and token-proxy-
restapi.war web applications.

Click Start and then select Servicing all requests to start the web applications.

Click Yes to start the selected deployments and No to discard the process.
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14. Once the deployed web applications show Active state, then you can access the Web
Portal using your browser.

T e p— o]

—— [ PN — F—— & S —

— e e N Bty
Sk o i e e CararT e

b e e e
P
LT — T P |
m— —— e o — —
- —— B | —— = e
e -
= — Bee =
- N R A
=1

Token Proxy Configuration Web Portal

After deploying the Token Proxy Service .WAR file, your configuration portal should be
accessible.
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¢ Note:

To access Token Proxy Service web portal using Internet Explorer (IE), you
need to edit the IE settings as given below:

« Add URL to IE Trusted Sites list.

* Deselect “Display intranet sites in Compatibility view” check box in IE
compatibility view settings.

# rm e wm ed e e s P e srm—
B e e om S s

Compatibality View Settings B

by Change Compatibiity View Settings
(il
Add this webste:
l | | add

Wabakes you've added bo Compatibility View:

Dﬂh-sph‘r intranet skes in Compatibly Yiew
w7 Liss Macr oot compatiblity bsts
Liann rrocre by poaschine the [nbesnat Explores privacy stibement

Close

If the web portal starts correctly, then you can browse to it using HTTPS and the
configured FQDN (Fully Qualified Domain Name), port and application context, as
shown in the following example: https://<FQDN>:<port>/token-proxy-ui/public/setup.jsp
for both standard and non-standard ports.

The SMTP settings specified during installation must be correct. Incorrect settings
prevent the admin from receiving initial login details and prohibits further configuration.
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Token Proxy Exchange Setup

The Token Proxy Exchange Setup page should be completed by the individual who will be
managing the Token Proxy Service.

1.

2.

On the Token Proxy Exchange Setup page, enter the following details.
a. Last Name: Enter your last name.
b. First Name: Enter your first name.

c. Email: Enter your email address.

Last Name
First Name

Ermanl

Setup

Click Setup. The Token Proxy Exchange Setup sends an email to the admin user that
contains a link with a unique password reset token.

Hellareyy,
Wi e dote mik Wi crmin] Bt i ol bein B cenated Tod o fod te Tolirs Prosy conliguestaim, vl poital Vo Ui 10 o youn el sddrens Ploase Chek e ek Sebrs e ae1 voum

Ve [T gy com
Lisk : g .

Pleats SNOTE: The Bk will be vuld for the nest 11 bear(s), il 1o do ot w6 your pasvwond belore the lnk supires, you will seed to costact sur Support Tram is sttt your sidoanl

Token Proagy Saggenn Teass

By default, the link is valid for 12 hours/720 minutes. To change the time limit, edit the

userTokenLifeSpan=720 setting in
C:\ProgramData\TokenProxyl\application.properties using a text editor. The link in the
email opens the password reset page, as shown below:

ORACLE"
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Flease choose 3 mew passwornd - it must meet the complesty requirements

Passworg

Confirm Fassword

Resel Password

3. Enter the Password and confirm it.
4. Click Reset Password to reset the password.
The passwords must be at least 8 characters in length and contain:
*  One upper case letter
e One lower case letter
e One number

e One special character fromthe list: ! "#3$% &' ()*+,-./:;<=>?2@[\]"

X |

# Note:

The default password expiry date is 180 days and all passwords
need to be reset before they expire.

5. Once the Admin user chooses the new password, then you are navigated to the
Token Proxy Exchange Service Sign In page.
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Email

Fassword
Sign In Forgotten Password?

6. Enter your Email address and Password to login into the Token Proxy Exchange Service
home page.

Forgotten Password allows you to choose a new password. Click Forgotten Password,
this navigates to Token Proxy Exchange Service Sign In page where you need to enter
your email address used to login to your Token Proxy service account. Click Reset
Password. An email is sent that contains a link to change your password. Repeat steps
2 through 4 to choose the new password.
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You may experience formatting and performance issues if you view the Web Portal using a
browser that does not support HTMLS5.

Signing In

To sign in, browse to the application root and enter your credentials. The Token Proxy Service
Web Portal home page opens.

Update User Profile

You can update your user profile once you login to the Token Proxy Service Web Portal home
page.

1. On the top right corner of the TPS home page, click User Name, and then select Update
Profile to update the user information.

2. Make necessary changes to First Name or Last Name and click Update to update the
User Information.

You cannot update the email address as it is read only.

3. You can update your password by providing the Old Password, New Password and
Confirm Password. Click Update Password to update the password details.

Listeners

The initial setup procedure creates a standard HTTPS Listener. This is the port the Token
Proxy Service listens on for connections from clients.

Updating the Listener

On the TPS home page, click Listeners tab, and then select the appropriate Listener record
to update. Make necessary changes and click Update to update the Listener details. All
Listeners records are hardcoded to use a certificate named OPI_Listener.pfx.
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Update Listener [1] X

e

Mame
Listener

i

el LI

Standard HTTPS Listerer
A ji W

Port Mumber

443

v Listener is active

more achons,

Cancel Update

»  Click more actions and then click Delete to delete a Listener configuration. A
confirmation pop-up window appears, click Yes to proceed with the deletion and
No to discard the process.

The following are the actions that can be performed for Listeners:

* Create New Listener: This action helps you to create new listener details by
providing the Name, Description and Port Number. Select Listener is active
option to make the Listener active.

» Search Listeners: This action helps you to search listeners by providing either
Name or Port Number.

* Show active listeners: Select this option to lists all active listeners.
» Show Inactive listeners: Select this option to lists all inactive listeners.

» Show all listeners: Select this option to lists all active and inactive listeners.

Creating and configuring PSPs

Revocation Check

Certificate Revocation check is an important security feature that should be enabled at
all times wherever possible in a production environment. By default, new PSP records
are created with a Revocation check enabled for the certificates that PSP provides for
TPS to communicate with them. On the confirmation pop-up window, click Yes to
enable Revocation check. The Revocation Check option is only visible while updating
a PSP, not when creating a new PSP.
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10.

11.

12.
13.

Confirmation E

Are wou sure, you want to deeck revacation?

. Yes Mo

On the TPS home page, click Payment Service Providers tab.

On the Payment Service Providers home page, click Create New Payment Service
Provider.

Enter the Name and Description.

Host: Enter the URL provided by the partner. For example if the URL provided by the
partner is https:// myhost.us.example.com:port/token.do, then enter only
myhost.us.example.com in the host field and do not append https://.

Port Number: Enter the port number to connect to the partner. For example: 8788.
Context Path: Enter the context path provided by the partner if any.

Enter the PSP’s Failover Host, Failover Port Number and Failover Context Path if the
PSP has failover services available.

Connection Timeout (in milliseconds): The number of milliseconds TPS will wait when
initiating a connection to the PSP Host before timing out.

Communication Timeout (in seconds): The number of seconds TPS will wait for a
response from the PSP Host before timing out.

Select the Payment Service Provider is active option to allow the PSP to be chosen
when creating a client.

Enter the Proxy Host and Proxy Port details if the outbound access to the PSP should
go via a proxy. These details are optional proxy host settings for anonymous HTTP.

Click Create.

Restart the OPI Token Service for the configuration to take immediate effect. Always
restart the OPI Token Service after creating or changing a PSP.

» Deselect the Payment Service Provider is active option to set a PSP to inactive
status.

ORACLE"
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Create New Payment Service Provider X

Mame *
PSP
Description ™
PSP

Host ™

Paort Mumber ™
8443

Context Path

Failower Host

Fallower Port Mumber

Failover Context Path

Connection Timeaut (in millizeconds) ®
1000

- 5 W
Communication Timeout (in secands)

a0

v Payment Service Provider is active
Proxy Configuration
Optional Proxy Host settings for anonymous HTTP

Proxy Host

Proxy Paort

Cancel Create

Updating PSPs

The Revocation Check option is only visible while updating a PSP, not when creating
a new PSP, as ‘Revocation Check’ should always be enabled by default. However
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some of the PSP's are unable to support certificate revocation due to their infrastructure. In
these limited cases, the certificate 'Revocation Check' option can be disabled via the PSP
configuration page in the TPS webportal.

The Revocation Check option should only be disabled where implicitly instructed to do so by
the PSP.

1. Onthe Payment Service Providers home page, select the appropriate PSP record you
want to update.

2. Make necessary changes and click Update to update the PSP details.

Update Payment Service Provider [1] %

-

¥ Payment Sarvide Provtid o it

" Revocatan Check

Prooy Configuration

Optional Praxy Host settings for anormymows HTTP

Carcel Lipsdati

Deleting PSPs configuration

1. Onthe Payment Service Providers home page, select the appropriate PSP record you
want to delete.
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Click more actions and then click Delete to delete a PSP configuration. A
confirmation pop-up window appears, click Yes to proceed with the deletion and
No to discard the process.

Additional feature of PSPs

The following are the actions that can be performed for Payment Service Providers:

Search PSPs: This action helps you to search PSPs by providing either Name or
Port Number.

Show active PSPs: Select this option to lists all active PSPs.
Show Inactive PSPs: Select this option to lists all inactive PSPs.

Show all PSPs: Select this option to lists all active and inactive PSPs.

Configuring Clients

P W NP

9.

On the TPS home page, click Clients tab.
On the Clients home page, click Create New Client.
Enter the client Name and Description.

The Account ID should be set as the Oracle Hospitality OPERA PMS
CHAINCODE and PROPERTYCODE.

Select a Listener. The client accepts incoming tokenization requests from the
Listener.

Select a Payment Service Provider. The client forwards tokenization requests to
the PSP.

The PSP uses the Payment Service Provider Account Identifier to uniquely
identify client tokenization requests. It is recommended the PSP Account
Identifier should be set same as the Account ID value, for continuity where client
chains have some properties communicating with a PSP’s tokenization solution via
On Premise Token Exchange, and other properties communicating via Token
Proxy. Although, this will ultimately depend on how the PSP have configured the
client on their side.

Select the Card Type Table as either ‘Default Card Type Table’ or ‘Copy from
Client’ option. If ‘Copy from Client’ option is selected, then you can copy the card
type configuration from the client system.

Select the Active option to activate the client account.

10. Click Create

ORACLE
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Create Mew Client x

Mame
Hotel1
m .
LrEsOnpuor

Hotell

CHAINCODE|PROPERTYCODE

w Clipnit 15 actve
Listener -

pip -
Payment Serade Provider Account Identifier ™
Hotel ldentifier

Card Type Table

Please select source for a new Card Type

® Default Cord Type Table

Copy fram Cligrnit
Create

Cancel

Troubleshooting

* If you cannot find the required Listener or PSP in a drop-down list, verify the Active option
is selected on the Listener or PSP page.

« Always restart the OPI Token Service after creating or changing a client.
Updating Clients

1. On the Clients home page, select the appropriate Client record you want to update.
2. Click Client Details subtab.
3. Make necessary changes and click Update to update the client details.

* Always restart the OPI Token Service after creating or changing a client.

» Deselect the Active option to set a client to inactive status.
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Deleting Clients

On the Clients home page, select the appropriate Client record you want to
delete.

Click Client Details subtab

Click more actions and then click Delete to delete a client. A confirmation pop-up
window appears, click Yes to proceed with the deletion and No to discard the
process.

Client Credentials

You can create the client credentials once the client details are created.

1.

4,

On the Clients home page, select the appropriate Client record you want to create
client credentials.

Click Client Credentials subtab.

Enter the Username and Password, the client system should use to authenticate
with the Token Proxy Service. The Username must be unique.

The passwords must be at least 8 characters in length and contain:

¢ One upper case letter

*  One lower case letter

*  One number

e One special character fromthe list: ! "#$% &' ()*+,-./:;<=>?2@[\]"
I

These values should match the values set in OPERA on the Config | Setup |

Property Interfaces | Interface Configuration | <OPI Interface Record> | Edit |
Custom Data tab.

Click Create.

Update Client Credentials

ORACLE

On the Clients home page, select the appropriate Client record you want to
update client credentials.

Click Client Credentials subtab.

Update the Username, Old Password , New Password and Confirm New
Password.

If you have forgotten the old password, then you can reset your password by
selecting the Forgot the old password. Use Password Reset Token option.
Click more actions and then click Generate Reset Token. A token is sent to your
email address. You can use this code provided in the email to reset the basic
authorization credentials password. Copy the reset code and paste it in the Reset
Token field.
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| Update Client [1]

" Change Passwond

~ Fargat the oid parrenrd Use Passwerd Reres Token (Ser man scbons.. beigw

Sadyie

Generate Reset Tolen  Gererate and serd @ Password Beset Tolen to my el sddiness

Larel

4. Click Update to update the username, or the username and password.

Card Type

The Card Type page allows you to manage the Issuerld or Card Type mappings for each
Client. It is a tab on the Client details page.

The Token Proxy web portal will create any new Client records with a set of predefined Card
Type to Issuerld mappings. These need to be tailored to complement the Clients actual
configuration.

Card Type Mapping

* Issuer ID: Select the value from Table 5-1 — Predefined Credit Card Mappings. Partners
expect one of the listed numeric values. These numeric values come from the
OraclePaymentinterface spec.

* Client Card Type: The Client Card Type value comes from the Oracle Hospitality PMS
Client configuration.

» Description: Provides information about the mapping.

All tokenization requests that have a Card Type value with an unrecognized mapping will be
returned to the Oracle Hospitality PMS client as CA 98 Cash.
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Updating a Card Type

1. On the Clients home page, select the appropriate Client record you want to
update a card type.

2. Click Card Types subtab.
3. Select the relevant Card Type record you want to update.

4. Amend the details as required, click Update.

Adding a New Card Type

If there are any additional local tenders configured, they will also need to be added to
the clients Token Proxy configuration.

1. On the Clients home page, select the appropriate Client record you want to create
a new card type.

2. Click Card Types subtab.
3. Enter the Issuer Id, Client Card Type and Description as required.

4. Click Create New Card.

¢ Note:

It is not possible to have duplicate Issuerld records. For example, it is not
possible to configure the following example because TokenProxy would not
know whether to forward Issuerld 01 responses to VA or VS.

Table 5-1 Card Types

I
VA 01 VISA

VS 01 VISA

However, it is possible to map multiple Issuerld’s to the same client card type if the
consolidation is required by the client.

For example, if site only has MasterCard configured in their PMS system, they may
want to map both MasterCard and MasterCard Debit to the same MC card type.

Table 5-2 Master Card Type

|
MC 02 MasterCard

MC 24 MasterCard Debit

Deleting a Card Type

1. On the Clients home page, select the appropriate Client record you want to
remove a card type.
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Click Card Types subtab.

Select the relevant Card Type record you want to delete and then click more actions and
then click Delete to delete a card type. A confirmation pop-up window appears, click Yes
to proceed with the deletion and No to discard the process.

Default Card Type Configuration

The

following tables lists the Client Credit Card Type, the Token Proxy Service Issue ID, and

a description of the card.

Table 5-3 Predefined Credit Card Mappings
]

Card Type Issuer ID Description

77 00 Local/Debit

VA 01 VISA

MC 02 MasterCard

AX 03 American Express
DC 04 Diners Club

]C 05 JCB

Ccu 06 China Union Pay
GC 07 SVC/Gift Card

77 08 Others

CD 09 CUP debit

Y 10 Debit SMS

77 11 Bank Card

DS 12 Discover

PC 13 Paypal

SD 16 UKDM/Switch

VE 17 VISA Electron

VD 18 VISA Debit

MA 19 Maestro

VP 20 Vpay

AL 21 Alliance

EC 22 EC Chip

BC 23 GiroCard

MD 24 MasterCard Debit
77 25 WeChatPay

77 26 AliPay

The OPI specification also defines ‘IssuerlD’s 31 to 45 for local use, these are not included in

the ‘Default Card Type Table’ but are valid ID’s that can be configured manually where clients
have configured local card types.

ORACLE
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Additional features for Clients

The following are the actions that can be performed for Clients:

Search Clients: This action helps you to search client information by providing the
client Name.

Show active clients: Select this option to lists all active clients.
Show Inactive clients: Select this option to lists all inactive clients.

Show all clients: Select this option to lists all active and inactive clients.

Creating Additional Users

ORACLE

g w b P

o

9.

On the TPS home page, click Users tab.
On the Users home page, click Create New User.
First name: First name of the new User.
Last name: Last name of the new User.

Email: Email address of the new User. The password reset email is sent to this
email address.

User is active: Select this option to activate the user account.

User is locked: System administrator may need to uncheck this option if a user
cannot log in to the system.

Select the required Role for the new User. The Token Proxy Configuration Portal
includes the following two predefined Roles:

a. System Administrator: Can view all pages within the Web Portal.

b. Client User: Can only view the Home Page and the Client System
Configuration pages to which the user has been assigned.

Select the Clients from the available list.

10. Click Create User.
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Create New User x

= “
Eir rrame

Client
Last mame ~

User

W User is active
User is locked

SEIECL ROIELS

ClientlUser X
select Client(s)

Hotell X

Cancel Create

Updating Users

1. Onthe Users home page, select the appropriate User record you want to update.

2. Make necessary changes and click Update to update the user details.
Deleting Users

1. Onthe Users home page, select the appropriate User record you want to delete.

2. Click more actions and then click Delete to delete a user. A confirmation pop-up window
appears, click Yes to proceed with the deletion and No to discard the process.

Additional features for Users

The following are the actions that can be performed for Users:

» Search Users: This action helps you to search user information by providing the First
Name, Last Name or Email.

* Show active users: Select this option to lists all active users.
* Show Inactive users: Select this option to lists all inactive users.

* Show all users: Select this option to lists all active and inactive users.

Audit
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The Token Proxy Service includes an Audit function to keep track of any configuration
updates. Only System Administrators can view the Audit information. The System
Administrator should login to the Token Proxy Service Configuration Web Portal and
click Audits tab.

Audit Search

ORACLE

Use the available filters to narrow the search criteria as required.

o Start Date — Enter the date to search from in the format dd-mm-yyyy, or click the
calendar icon

and select the required date.

* End Date — Enter the date to search up to in the format dd-mm-yyyy, or click the
calendar icon

and select the required date.
e IP — Events containing the IP Address value entered.
* Login Name — Events containing the login name value entered.
e Description — Events containing the Description value entered.
* Event type;

— Application — Configuration related events

— Security — User account related events
Click Apply to display the relevant Audit details.

By default, the search results are displayed in descending Event Time order. To view
details of a particular event, click the Event Type on the relevant row.

Depending on the event type, you may see additional information in the Pre-snapshot
and Post-snapshot fields, showing the before and after values, if the event was a
configuration update.
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Audits

Manage Audits

System Administrator can export records in Excel format and also purge any Audit events
that are older than 90 days.

* Onthe Audits page, click more actions at the bottom of the page to export and purge
Audit records.

* Export

— Select Export all records option and then click Export to export all records in Excel
format.

— Select Export filtered records option and then click Export to export only the
filtered records in Excel format.

* Purge

— Enter the date in the format dd-mm-yyyy, or click the calendar icon

i

and select the required date and then click Purge to purge any Audit events that are
older than 90 days.
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Upgrading the TPS

VERY IMPORTANT: Read and follow the upgrade directions.

# Note:

e TPS 6.1 can be upgraded to TPS 19.2.

e Make sure that the Admin and the target web server are in running state.

TPS Demoldentity Upgrade

The demo identity certificates that are deployed by default with the installation of WebLogic
should have been replaced during installation to enhance the security of your environment.
The demo identity certificates that are deployed by default with the installation of WebLogic
should have been replaced during installation to enhance the security of your environment. If
self-signed certificates were deployed to your WebLogic instance during installation, you will
have to rollback your WebLogic to trust the Demoldentity in order for the upgrade installer to
use WLST to connect to the WebLogic admin server in order that it can apply any required
updates.

If you deployed CA signed certificates to your WebLogic instance during installation,
depending on how your CA signed certificates were signed, your connection may be trusted
by the JavaStandardTrust keystore, and therefore WLST should be able to connect to the
WebLogic admin server. If your CA signed certificates are not trusted by the
JavaStandardTrust keystore, then you would also have to rollback your weblogic to trust the
Demoldentity certificates in order for the installer to use WLST to connect to the WebLogic
admin server in order that it can apply any required updates.

Alternatively, you may want to update the deployments in WebLogic manually.

Restoring Weblogic Demoldentity Certificates

ORACLE

* Make sure you have the details of your certificates, as these will need to be reinstated
again after the update process has been completed.

e Login to your WebLogic’s admin console.

* Navigate to the Environment | Servers tab.
*  Select the AdminServer.

* Navigate to the Keystores tab.

» Select 'Lock and Edit' the configuration.
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» Select the 'Change' option and select the 'Demo Identity and Demo Trust' option
from the list.

* 'Save' your changes, and 'Release Configuration'.
* Restart the wis admin server.

* Once the update has completed successfully restore your certificates using the
Cert Manager in the normal way.

Manual Deployment/UnDeployment on Weblogic

If you want to manually update the Weblogic deployments, you must first manually
undeploy the existing deployments.

If you are upgrading from TPS 6.1 there was only one deployment in this version.

* Login to your WebLogic's admin console.

* Navigate to the Environment | Deployments tab.

* Select 'Lock and Edit' the configuration.

*  Select the tickbox next to the 'token-proxy-webportal' deployment.
» Select 'Delete' to remove the deployment.

* Select 'Yes' to confirm the deletion of the deployment.

* Select 'Activate Changes'.

Installation of the new Deployments will be as per the steps listed in the section
'‘Manual Deployment on WebLogic'.

Upgrading TPS 6.1 to 19.2

ORACLE

1. Right-click TokenProxylnstaller_19.2.0.0.exe file and select Run as
Administrator to perform an upgrade.

2. Click Yes to perform an upgrade of Token Proxy Installer installation.

TokenProxylnstaller - InstallShield Wizard x

This setup will perform an upgrade of TokenProsmydnstaller’. Do you
want to continue?

Yes _ Mo

3. Click Next to proceed with the installation.

4. Ensure all the prerequisites for the Token Proxy installation are met.
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TokenProxy Prerequisites

Fallowing is some nforiation related b your system:

TokenProxylnstaller - InstallShield Wizard .

Current Dake & Time 18-09-2019 04:24:19 A
Free space on drive C; 67991 MB

This is a 64 bit Operating System,

05 version: Windows Server 2012 R2 Standard (No Service Pack)

05 version: 5.3

Fourid Java version JRE 1.8

Found Java Home C:\Program Files)Javaljrel .8.0_161

FROGRAMODATA - C:iProgramDiata

MW _HOME - C:\CradeiMiddieware)Oracle_Home

5. Click Next.

The installer updates the Token Proxy Service from 6.1 to 19.2.

" Note:

the installer upgrades it accordingly.

all the three components.
— Database
— Token Proxy Web Portal

— Token Proxy Service.
only the selected components.

for TPS 19.2 is allowed only with Oracle database.

By default the installer checks which components are installed for TPS 6.1 then

e If you have performed ‘Complete’ installation for TPS 6.1, then it upgrades

e If you have performed ‘Custom’ installation for TPS 6.1, then it upgrades

e Asthe TPS 6.1 installer supports only Oracle database, so the upgradation

6. Enter the following credentials to allow the Token Proxy Service installer to connect to

your Oracle 12¢/19c¢ database.

a. NamellP: The Hostname or IP Address used for communication to the database.

b. Port #: The Port number used for communication to the database.

c. Service Name: The service name used to connect to the Oracle database.
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TokenProxylnstaller - InstallShield Wizard -

Database Server “

Enter the Database Server Name ar IP,
Enter the Port Number,
Enter the Service name,

NamefP: ||

Poat #: | 1521

Service: |

< Back Mext = Cancel

Click Next.

Enter the existing TPS Database User Name and Password.

Click Next.

The installer attempts to connect to the database using the DBA credentials
provided. If the connection fails, logs are written to your installation path. If
required, resolve any connectivity or user/password issues and retry the
database connection.

The installer starts the PatchDB update and upgrades the database
component.

On the Data Upgrade Tools Results screen, click Next.

On the Deployment Options screen, select any of the upgrade option to undeploy
the existing war file and deploy the new war and jar files on the server.

WebLogic Auto Upgrade: Select this option to automatically undeploy the
existing war file and deploy the new war and jar files on WebLogic. Please
follow the below steps 11 through 19 for an auto upgrade.

WebLogic Manual Upgrade: Select this option only if the connection is not
available. In this case you have to undeploy the existing war files manually
and deploy the new war and jar files by selecting form your machine.

— If manual upgrade is selected, then installer retrieves the deployment files
in C:\ProgramData\TokenProxy.

— The installer successfully updates the configuration file.
— The installer successfully upgrades the Token Proxy Service.
— The installer attempts to delete the Utilities from the Token Proxy Service.

— The installer completes the update of the Token Proxy Service installer to
19.2.
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You can deploy two .WAR files (token-proxy-restapi.war, token-proxy-ui.war) and
a .JAR file (tokenproxy-headers-filter.jar) on WebLogic manually. The war and jar
files are available at C:\ProgramData\TokenProxy directory. Refer to Manual
Deployment on WebLogic section for more detalils.

Deployment Dptions “

Upgrade Options

The futo upgrade option prompts the user For connection information used to
automatically undeploy the war file, and deploy on the specified server,

(@) webhlLogic Auto Uiporade

Use the manual upgrade option if the conrection information is not available, the server is
unreachable at this time or Ffor any reason bo deploy the war file at a later me.,

() weblLogic Manual Upgrade

Tomcat Auto Upgrade

TokenProxylnstaller - InstaliShield Wizard

Mext > | Cancel

11. Click Next.

12. On the WebLogic Connection Settings screen, enter the following WebLogic
Connection Settings. This dialog box does not appear when performing a manual
deployment.

13.

The connection is used to undeploy the Token Proxy Service Web Portal .WAR file from
WebLogic and deploy two .WAR files (token-proxy-restapi.war, token-proxy-ui.war) and
a .JAR file (tokenproxy-headers-filter.jar) on WebLogic.

a.
b.

C.

Host: WebLogic IP address.

Port: WebLogic port number.

Username: WebLogic user name.

Password: WebLogic password.

Protocol:

iv.

T3 is the default WebLogic Protocol.

T3S is the T3 Protocol with SSL.

HTTP is T3 wrapped in HTTP to allow routing through firewalls, if required.
HTTPS is T3S wrapped in HTTP to allow routing through firewalls, if required.

Demo Trust: Select this option for T3S or HTTPS when user certificates are not
installed while installing the WebLogic.

Click Test Connection to verify connectivity. If necessary, adjust the settings until the test
succeeds, and then click Next.
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By default, the WebLogic logical server Listen Address is localhost. In order for the
Token Proxy Service installer to connect to WebLogic, the WebLogic logical server
Listen Address may need to be set to an IP, Hostname, or 0.0.0.0, depending on
your WebLogic Environment.

14. On the Web Portal server screen, enter the name of the WebLogic Server where
you want to undeploy and deploy the new Token Proxy Service Web Portal.

*  Multiple servers can be specified as a comma-delimited list.
— Prior to deploying the Web Portal configuration, verify the following:
— WebLogic Node Manager is running.
— WebLogic is running.

— The server you select for Web Portal deployment is running in WebLogic.

TokenProxylnstaller - InstaliShield Wizard [x]

Web Portal server “

Please enter the target server as defined in Weblogic.

Server | toserver|

Enter the name of the Weblogic target server(s) you wish to deploy fundegloy the
WebPortal to, Multiple servers can be spedfied as a comma seperated list, for example:

Serverl Serverd

15. Click Next.
* The Installer successfully updates the configuration file.

e The Installer attempts to undeploy the Web Portal.
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TokenProxyinstaller - InstallShield Wizard Li.l
Setup Status

The InstallShield Wizard is updating (6.01.000) of TokenProxyInstaler to version 19.2.0.0

E TokenFroxy Portal is undeploying. This may take some time. Please be patient.

16. On the Token Proxy Portal Results screen, click Next.
17. Click OK.

e The Installer initiates the Token Proxy Portal deployment process.

e The Installer attempts to deploy two .WAR files, and a .JAR file on WebLogic.
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18. On the Setup Status screen, click OK.
The Installer attempts to delete the Utilities from the Token Proxy Service.

19. Click Finish to complete the update of the Token Proxy Service installer to 19.2.
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Update Complete

The InstallShisld Wizard has updated TokenProxylnstaller to
version 19.2.0.0.

< Back Cancel

" Note:

The token proxy webportal url is changed from TPS 6.1 to TPS 19.2.

e The users have previously accessed TPS 6.1 web portal as given
below: https://<fqdn>:<port>/token-proxy-webportal

e The TPS 19.2 upgraded web portal need to be accessed as given
below: https://<fqdn>:<port>/token-proxy-ui
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Certificates

HTTPS is mandatory for the communication between OPERA and TPS and between TPS
and PSP, therefore certificates are required to set up for each of the communication path.

The below diagram depicts the certificates used for each of the communication path during a
transaction.

Important: Please note that a Public SSL certificate is required. If you attempt to install
OPI TPS with a self-signed certificate then you will receive a warning.
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Certificates for Communication between TPS and PSP

In order for TPS to properly trust the PSP Application, it requires two files which will be
provided by the PSP.

* The Public Root certificate (in the format of the *.cer or *.crt file) of the server certificate
deployed on the PSP end.

* The Client Certificate file which is to be deployed on the TPS.
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* The public root of the PSP server certificate will need to be imported into a Java
key store file with name OPI_PSP_XRoot (where X is replaced with the unique id
of the PSP record from the Token Proxy Service configuration web portal).

* The TPS Certificate Manager tool can be used to set up the public root of the
PSP server certificate into the required key store. Refer to Certificate Requests
using Cert Manager section for more details.

* The Client certificate file is in the .pfx file format and is a PKCS#12 Certificate file
that contains a public key and a private key. It will be protected by a password.

* The Token Proxy Service Payment Service Provider Certificates are available for
both Tomcat and WebLogic.

* The TPS Certificate Manager can also be used to import required certificates into
the root certificate files for each PSP configured on a Token Proxy Service.

* ltis possible to retrieve the PSP record number from the Token Proxy Service
configuration database, and import the selected certificates public key to a
keystore it creates with the required file name, and set the password in the TPS
wallet, which means this step does not need to be completed with the existing
OPIConfigX utility.

*  The options will be disabled until database setup has been completed with the
OPIConfigX utility.

# Note:

The Certificates expiration date depends on what is set during initial
configuration. You can check the expiration date using tools like: certutil —
dump <pfx file>. The certutil tool is a command line tool that comes with
Windows OS. You must update the certificates prior to the expiration date to
avoid downtime to the Token Proxy Service.

Certificates for Communication between OPERA and TPS

For HTTPS communication between OPERA and the Token Proxy Service, a server
certificate is required to be deployed on the listener at the Token Proxy Service side.

The server certificate deployed with the Token Proxy Service should be a CA signed
certificate provided by the third party.

The Token Proxy Service expects the server certificate to be named OPI_Listener.pfx.
The file should be located in the TPS key folder (see image below).

. = e
E . = ; < I it
i spy  Dwietn Adn vog
T = -
v Computer » Locel Dk 05 » Tobenfromy » wiS » Tokenfroodendcs + by
i meorder

B Cesiep o O Listenar.cor
B Direriipsy 5t O _Lintemar.piy
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Certificates for Communication between OPERA and TPS

Similar to the certificates used between TPS and PSP, you can also use the certificate
manager tool to set up the server certificate deployed at TPS side for HTTPS communication

between OPERA and TPS.

# Note:

For OPERA software whose version meets the minimum version requirement, the
client certificates are not required to be deployed on OPERA side for token
exchange functionality. You only need to load the public key for the root of the
server certificate (.cer file) on OPERA side if it is not already trusted at OPERA
side.

Certificates created with the Certificate Creator tool have a default expiration date of five
years from the date of creation. You must update the Token Proxy Service Server Side
Certificates prior to the expiration date to avoid downtime to the Token Proxy Service.

Any client that connects to the Token Proxy Service will also require the public key of the
Token Proxy Service listener importing to the Trusted Root Certificate Folder in order to
validate the authenticity of the Token Proxy Service.
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OPIConfigX.exe

ORACLE

The OPIConfigX.exe utility allows you to set passwords for the Database, Listener, and
PSPs in the Token Proxy Service configuration. \TokenProxyServicelbin\OPIConfigX.exe

1.

Initialization/First Time Setup: Runs all options consecutively (If you plan to use
certificate manager to set up certificates, then you can skip this option because you will
only need to use OPIConfigX to set up the database).

Setup Database: Configures the Token Proxy Service configuration for the MySQL or
Oracle Database. This option does not change the User or Password at the database
side, it only updates the Token Proxy Service configuration. The Database configuration
change should be made by the database administrator.

] CATekenProxATokenProxySendcetbin\OPIConfigk.exe =1 .

Javarrel JH_oB_161
rEiEhRatry

elithRet iy

g Options:
wp

n Settings
SeLi ings

startWithRetry

srartlithRetey

e Select either MySQL or Oracle Database option.
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stup Menu
o llowing Options:

- C\TokenProxy\TokenProxySenice\bin\OPIConfigkexe L= 0 IS

DATABR uppartad

o Main Manu

THBASE Sotup Hanu
OF The Pollowing Options:

rted Henu

The below options are available for both MySQL and Oracle Databases:
— Setup IP/Host: The IP address of the MySQL or Oracle Database.
— Setup Port: The port number of the MySQL or Oracle Database.

— Setup Database Name: The Token Proxy Service database name created
during installation.

— Setup Username: The username for the Token Proxy Service database
created during installation.

— Setup Password: The password for the Token Proxy Service database
created during installation.

These two options are available only if you select Oracle Database.
— Setup Maximum Connection Number: The default is 40.

— Setup Use Service Name: If connecting to an Oracle Pluggable
Database, the service name should be used.

3. Setup Listener, Setup PSP - Common Settings and Setup PSP - Unique
Settings: Use certificate manager to set up certificates of the Listener and the
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password of the common and unique PSP certificates. Refer to the Certificate Requests

using Cert Manager section for more details.

C CATokenProogdTokenProsySenace\binkOP Configiexe

Conmon FPassword

il {enter = to exditd

Dptions:

» If the database and PSPs have been configured properly in the Web Portal, then

select the number for the PSP certificate password you want to set.

Exit: Exits the OPIConfigX utility.
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Certificates Request using Cert Manager

The Listener certificates are to be purchased from a third party certificate authority. The
certificate’s Common or Alternate name values should match the Hostnames whenever they
will be accessed.

Keep in mind that while requesting certificates, you may need separate certificates for
backup/failover nodes, or you can be able to request a cert with the common name as the
primary host, and the backup/failover nodes in the certificates with alternative name values.

In order to use all of Cert Managers functionality, Cert Manager will need to be deployed on
all machines which host WebLogic or Tomcat and the Token Proxy Service. It is not designed
to deploy certificates on remote machines. Cert Manager Tool needs to be run as an
administrator.

In some environments Database, Tomcat or WebLogic and the Token Proxy may reside on
the same host, however if your environment has the Database, Tomcat or WebLogic and the
Token Proxy on different machines, the Cert Manager will need to be deployed on each host
separately.

Cert Manager will check the presence of WebLogic and the Token Proxy on the host, and will
restrict certain functionality if it does not find WebLogic or the Token Proxy Service
installations.

Cert Manager requires Java to be installed, but since both WebLogic and the Token Proxy
Service also requires Java, there should be no additional Java prerequisite to run Cert
Manager.

Before Running

To use Cert Manager to deploy your Token Proxy Service certificates, Cert Manager should
be able to connect to the Token Proxy Service database, in order to read configuration.

Therefore in a new installation scenario the Token Proxy Service database connection details
must be defined before using Cert Manager using the OPIConfigX utility.

Cert Manager performs the similar certificate functions to the OPIConfigX utility, which can
also be used if required.

Self-Hosted Token Proxy

Standalone

ORACLE

Cert Manager is packaged with Self-Hosted Token Proxy, it resides in the TokenProxy folder.

\TokenProxy\TokenProxyCertManager\certmanager-frontend.jar
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Deploying Cert Manager from an Installed Token Proxy Service to a WebLogic host

Cert Manager is also a standalone tool that can be used on existing installations of the
Token Proxy. This is available from https://support.oracle.com.

Deploying Cert Manager from an Installed Token Proxy
Service to a WebLogic host

In case of separate WebLogic and the Token Proxy Service hosts, where you have the
Cert Manager on your Token Proxy Server host as part of the Token Proxy Service
installation, but need to transfer it to your WebLogic host(s), you will need to copy the
whole TokenProxyCertManager folder to your WebLogic machine.

Logs

If something is not working as expected, you should be able to see more information
on why by consulting the Cert Manager logs;
: \TokenProxy\TokenProxyCertManager\log

Logs will also need to be supplied in the event of any support request.

Wizard Mode - Login

The Login screen has two options such as Tomcat and WebLogic. You need to select
either Tomcat or WebLogic option and specify valid connection details and credentials
to configure the certificates.

" i TokenProxy Exchange Senvice. [=[c |
TokenProxy Exchange Service - Certificate Configuration Wizard
Flesis enler the senned hodl apphiaban Ii Tomeat Webloge
Flege erter your Dutabage credpnbaly 1 login bo the (ortdicate manager tool
Diatabais: o Myl Ciracle 1
Hoar | |
Fart
semame:
Pawserond
Schema
OoORACLE
HOSPITALITY
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WebLogic - Certificate Configuration Wizard

On the Login screen if WebLogic option is selected, then you need to enter your WebLogic
credentials to login to the Cert Manager tool.

1. Protocol

e T3/ T3S the default option selected is T3S, as it is presumed that T3 access to your
WebLogic Admin server is disabled.

2. Host

» The default value is localhost. If WebLogic is not installed on the local machine, then
enter the host details.

* The value provided can be the hostname or IP address of your WebLogic server. No
http/https prefix should be provided, the Cert Manager will amend this as required
based on the Protocol specified.

3. Port

*  The default port value is 7002, this is the default WebLogic port that WebLogic uses
when it is installed. If your Admin managed server port is not 7002, then update this
with the correct port number.

4. Username

*  Your user name for the WebLogic Admin Server, for example, the same Username
you use to login to the WebLogic console page.

5. Password

*  Your password for the WebLogic Admin Server, for example, the same Password you
use to login to the WebLogic console page.

Once you have provided the valid credentials, click Login to proceed.

0 Cracle Payment Intevface - Token Proxy Certificate Manager v19.2,0.0 l;li-

Token Proxy Exchange Service - Certificate Configuration Wizard

Mepss erfer the verver hast apploaton Tomeat  (8) Weblogic

Plapse erter your 'Weblogie credentinh ta login ba the certificate manasger faol
¥ r w i
Profocol T3 & 135

oRACLE

HOSPITALITY
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If your login is successful, then you should be navigated to a page where you can
select any of the following six options:

»  Configure the certificates for one or more WebLogic Managed Server(s).

»  Configure the certificates for the WebLogic Node Manager.

¢ Note:
The Node Manager cannot be configured before the AdminServer
managed server.
»  Configure the certificates for the TokenProxy Exchange Service HTTPS Listener.
»  Configure the server root certificates for one or more Payment Service Provider(s).
»  Configure the client certificates for one or more Payment Service Provider(s).

*  Configure the common fallback certificate for Payment Service Provider(s).

' Takan Proxy Exchange Sarice [= o

Token Proxy Exchange Service - Certificate Configuration Wizard

Canhgure the certificates for ane ar more 'Webloge: Managed Sener{s) I i

The Mode Manager cannot be corfigueed before the AdminSener maraged Server

prifigured ynil the database connection has been et

ORACLE Frey
HOSPITALITY

Proxy Configuration

Proxy configuration may be required in an environment that requires a proxy to access
the internet.

Cert Manager will access the internet for the purpose of certificate revocation checks,
and to check and download any missing intermediaries in your certificates chain of
trust.

1. To configure a Proxy, go to the Proxy configuration in the main screen or use globe
icon

&

when options are selected.
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2. Check the Proxy Enabled option, enter the valid information as required and select apply.
WebLogic Managed Server

Cert Manager allows the user to connect to the WebLogic Admin Server, and update the
certificate associated with any of the managed servers.

This allows users to update the certificate that is seen in the browser when accessing the
Token Proxy Webportal pages.

The Common Name of the certificate that is applied to the Managed Server should reflect the
hostname of the URL by which it will be accessed, otherwise regardless of serving the
certificate up, a user’s browser will still show the URL as insecure as hostname validation will
fail.

1. After Login, select the option Configure the certificates for one or more WebLogic
Managed Server(s).

L] Toleen Prowy Exchange Serace L'."_E-
Token Proxy Exchange Service - Certificate Configuration Wizard

| ) Conhgun the ceridicate ioe one or more Wbl ogiz Miraged Seread)] | '
T A o - r .

Lonfigure the common Tellback cevtificate for Payment Service Providens]

i Paymment Service Provicier cersficates cannot be configuned until the: databsse connection has been set

ORACLE Frew Mest
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2. You will be provided with a list of the managed servers that are present on your
WebLogic instance.
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Token Proxy Exchange Service - Certificate Configuration Wizard

iH.ue Poat  Poat (5500

s iz ghaa

ORACLE'
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3. Select the Managed Server that you want to assign a certificate to. If you need to
add certificates to the AdminServer and the tokenproxy_server, repeat the
process for both.

4. The Cert Manager allows the supported certificate to be imported by browsing or
using drag and drop. Browse to the location of the certificate you want to import
from add icon

C
|+ |
) available on the top right of the page or you can also drag the certificate to the

Cert Manager page (be attentive of the File Extension filter in the file browser
window).

Token Proxy Exchange Service - Certificate Configuration Wizard

Asirve Cevrihcabe Chasy -

Certifecale Start Dabe Certifizats Sphog

Certilizabe Expary Duaie:

OoRrACLE Poas
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5. You will be prompted to provide the password for the certificate you have selected.
Enter the password and select Decrypt.
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4

Active Certificate Chaing
Certdhente Start Date

Certficate Expary Date

ORACLE
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Taken Proxy Exchange Senvice

Token Proxy Exchange Service - Certificate Configuration Wizard

Please enter youd password.

6. If the entered password is correct, then you should see a file read successfully

message.

Token Proxy Exchange Service - Certificate Configuration Wizard

- CHi
¥ CHas
¥ =
Ch=

Azt Cartificabe Chafe
{Lertificate 3tart Date:

Lertificate Ewpiry Date:

OoRACLE
HOSPITALITY

Token Proxy Exchange Service

Mo Dec 14 19:00:00 EXT 2020

Sun Dec 19 18:5%:58 E5T 2021

City, ST=Caffomia, C=..

Wabd

7. The Cert Manager will display the certificate chains from the certificate provided.

8. Select from the Active Certificate Chain drop-down list, the required alias if more than

one is available.

9. This will display the associated Certificate Expiry Date and Status.

ORACLE"

9-7



Chapter 9
WebLogic - Certificate Configuration Wizard

Token Proxy Exchange Service - Certificate Configuration Wizard

4 .

w M= OU= Q= . C=US
* Ch= L OU= Oh= - C=lS
¥ CNe OuDigiCert Inc, CallS
CH= , DU O Oracle Corposation, LeRedwood City, ST=California, Tz
Actre Certifacabe Chain: [ 1 - I
Certificate Start Date: Mon Dec 14 150000 EST 2020 Cenificate Status | g

Certificate Expiry Date: Sun Dec 19 12:59:59 EST 2021

ORACLE’ Prey West
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10. Click Next to choose a password for the keystore.

11. Provide and confirm the password that meets the minimum requirements, for the
keystore that will store identity certificate.

Token Proxy Exchange Service - Certificate Configuration Wizard

Plears chocss 3 peisword for the keystone that will slone the mansged server sdenbty certificates.

e —

Pas st B e CESE SETISARE.

The password should be ot et esght charpciers i lengsh and st have 3¢ Isast one
uiper Cild Shifadhin, ant |owed tmie charscben one rumenal it Bnd sas izl
character brom the solowang el

PEERED s - TR )

ORACLE Pree Contiggure
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12. Click Configure to configure the Managed server certificates.

Managed Server identity keystore has been updated, will be displayed once the
process is complete. You will be returned to the list of Managed Servers so that you
can update your other Managed Servers. Click OK to return to the option selection

screen.
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at Taken Prowy Exchange Senice =] 0%
Token Proxy Exchange Service - Certificate Configuration Wizard

Pleast chesse i password for the knytons that will thore the mansged server identily et

Pritwiid

Confirm Paridwond

Pl B cir o By Serves identity kiinans ot bees updated.
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iz ]
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WebLogic Node Manager

Cert Manager also allows the user to connect to the WebLogic Admin Server, and update the
certificate associated with the Node Manager.

This option will be disabled until you have the WebLogic managed server certificates
configured.

1. After WebLogic server certificates are configured, select Configure the certificates for
the WebLogic Node Manager.

Token Proxy Exchange Service - Certificate Configuration Wizard

Cenhgure the certfcates for ane e mane WebLegie Managed Servens]
(W) Configure the ceriScates for the Weblogic Mode Mansger '

Peoxy Conbguratian

Configure the oeriificate for the Token Proxy Exchange Senice HTTPRS fishensr

Configure B common Ealkack certificate for Payment Sernce Provdenda]

Payrment Service Provider cevtificates cannot be configured undtil the datsbase connection has been set.

ORACLE Prev Nest

HOSPITALITY

2. You will be provided with a list of the machines that are present on your WebLogic
instance.

3. Select the Machine that you want to assign a certificate to. If you need to add certificates
to the Machine 1 and Machine 2, repeat the process for both.
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Token Proxy Exchange Service - Certificate Configuration Wizard

Machine Hent Poat  Type

ORACLE Hea Clase
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4. The Cert Manager allows the supported certificate to be imported by browsing or
using drag and drop. Browse to the location of the certificate you want to import
from add icon

€

E3

) available on the top right of the page or you can also drag the certificate to the
Cert Manager page (be attentive of the File Extension filter in the file browser
window).

Token Proxy Exchange Service - Certificate Configuration Wizard

s

Actrve Cestificabe Chaire =
Certiteoabe Saet Dabe: Cerirhoate Sapbug

Certificabe Expiry Date

oRACLE P
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5. You will be prompted to supply the password for the certificate you have selected.
Enter the password and select Decrypt.
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Active Certificate Chaing
Certdhente Start Date

Certficate Expary Date
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Taken Proxy Exchange Senvice

Token Proxy Exchange Service - Certificate Configuration Wizard

Please enter youd password.

6. If the entered password is correct, then you should see a file read successfully

message.

Token Proxy Exchange Service - Certificate Configuration Wizard

- CHi
¥ CHas
¥ =
Ch=

Azt Cartificabe Chafe
{Lertificate 3tart Date:

Lertificate Ewpiry Date:

OoRACLE
HOSPITALITY

Token Proxy Exchange Service

Mo Dec 14 19:00:00 EXT 2020

Sun Dec 19 18:5%:58 E5T 2021

City, ST=Caffomia, C=..

Wabd

7. The Cert Manager will display the certificate chains from the certificate provided.

8. Select from the Active Certificate Chain drop-down list, the required alias if more than

one is available.

9. This will display the associated Certificate Expiry Date and Status.

ORACLE"
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" Token Proxy Exchange Service == .
Token Proxy Exchange Service - Certificate Configuration Wizard
s 3
* b o s us
L Orm CigiCert 5
C a] OsOracle Corporation, LeRedwood City, 5T=Californi a, T
Aciree Ceriifazabe Chain
Certificate Start Date: Mon Dec 14 150000 EST 2020 Certificate Status | g4
Certificate Expiry Date S Dec 10 1855:59 EST 3031
ORACLE Prav Poaxt
HOSPITALITY

10. On the next page you will have four options to configure the hostname, so the

node manager matches the hostname the certificate is issued to.
* Leave the Node Manager configuration unaltered:

— Allows a user to make these changes in WebLogic manually if they
required or it can be that the value is already correct so needs no update.

e Update the NodeManager Hostname to the following configuration:

— Allows user to update the NodeManager Hostname to a value defined by
the user.

* Update the NodeManager Hostname to the address specified by the CN
(CommonName) field of the certificate subject name.

— Allows users to set the Hostname to a value same as the CN value.

* Update the NodeManager hostname to the address listed in the
SubjectAltName of the certificate:

— Allows user to update the NodeManager hostname to the address
specified by the Alternative Name of the certificate set the NodeManager
value as the AltName value selected from the drop-down menu.
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Token Proxy Exchange Service - Certificate Configuration Wizard

‘WiebLige: regusret that the hostrame woed ba sooess the MadeM beihes the e TPt Critrabe (6 ndued ko

For this resson, yoo must ermure the hostneme is configuned comectly.

Current NedeManager Hast ]

) Leave the MeodeMarager confaganition unaltered.

1 s the Bladeblansger b5 the fob 3 eoedi
Host

Update the ModeMarager Hostname to the address speafied by the CH fiefd of the certificate subject name:

Host:

Hask
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11. Click Next to choose a password for the keystore.

12. Provide and confirm the password that meets the minimum requirements, for the

keystore that will store the Node manager certificate.

Token Proxy Exchange Service - Certificate Configuration Wizard

Plegse chooe g paspword for the beprione thad will fipee the Modefdarager server certrfcaie.

Pasgwozst
s [—]

Fasganity e caie saraiiie
The password should B al least sight charscten in length and must have at beast ore
WPPET CabE CharaTier, Dne Ioweer Cie cRaracher, one nemenical digit, and one special

character lram the feliowing lat

[ 2 RN L N
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13. Click Configure to configure the Node manager certificates.

Managed Server identity keystore has been updated, it is important that the WebLogic
and Node manager are manually restarted to make the changes come into effect. Click

OK to return to the option selection screen.

ORACLE"
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& Toden Prooy Exchange Service = Al 5
Token Proxy Exchange Service - Certificate Configuration Wizard
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Tomcat - Certificate Configuration Wizard

1. On the Login screen if Tomcat option is selected, then you can either select
Oracle or MySQL database. You need to enter your database credentials to login
to the Cert Manager tool.

2. Select your Database type:

a. MySQL
b. Oracle DB
«  MySQL

Token Proxy Exchange Service - Certificate Configuration Wizard

Flete enler the seretr hast appheation o Temeat Wekidoie

Plewrse enier yoror Dulabade credonsals 1o bogin i the certificats sanager bool.
Catabase ) WL Gracle

Srhema
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— Host — The default value is localhost, if MySQL database is not installed
on the local machine, then enter the host details.
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The value provided can be the hostname or IP address of your server where
MySQL database is installed. No http/https prefix should be provided, the Cert
Manager will amend this as required based on the Protocol specified.

Port — The default port value is 3306, this is the default MySQL database port
that MySQL DB uses when installed. If your MySQL database port is not 3306,
then update this with the correct port number.

Username — Your TPS database username for example, the same username
you use to connect to MySQL database.

Password — Your TPS database password for example, the same password you
use to connect to MySQL database.

Schema — Your database schema configured details should be provided here.

* Oracle DB
0 Token Prosy Exchange Senice [=[= N
Token Proxy Exchange Service - Certificate Configuration Wizard
'] &) Cracle
L
ORACLE
HOSPITALITY

Host — The default value is localhost, if Oracle database is not installed on the
local machine, then enter the host details.

The value you provide can be the hostname or IP address of your server where
Oracle database is installed. No http/https prefix should be provided, the Cert
Manager will amend this as required based on the Protocol specified.

Port — The default port value is 1521, this is the default Oracle database port that
Oracle DB uses when installed. If your Oracle database port is not 1521, then
update this with the correct port number.

Username — Your database Admin user name for example, the same username
you use to connect to Oracle database.

Password — Your database Admin password for example, the same Password
you use to connect to Oracle database.

Instance — The service name used to connect to the Oracle database.

3. Once you have provided the valid credentials, click Login to proceed.

If your login is successful, then you should be navigated to a page where you can select any
of the following five options:

ORACLE
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»  Configure the certificates for the Tomcat HTTPS Listener.

»  Configure the certificates for the TokenProxy Exchange Service HTTPS Listener.

»  Configure the server root certificates for one or more Payment Service Provider(s).
»  Configure the client certificates for one or more Payment Service Provider(s).

»  Configure the common fallback certificate for Payment Service Provider(s).

B Taken Prowy Exchangs Service [= = S|

Token Proxy Exchange Service - Certificate Configuration Wizard

]

serdiure e certificate for the Tomcst WTTPS Liviens Bririe i

el guraton

Payment Serace Provider pertificater cannot be configured unsl the datsbate connection kas been 1ot
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Proxy Configuration

Proxy configuration may be required in an environment that requires a proxy to access
the internet.

Cert Manager will access the internet for the purpose of certificate revocation checks,
and to check and download any missing intermediaries in your certificates chain of
trust.

1. To configure a Proxy, go to the Proxy configuration in the main screen or use globe
icon
b
when options are selected.

2. Check the Proxy Enabled option, enter the valid information as required and select
apply.

Tomcat HTTPS Listener

Cert Manager allows the user to import required certificates into root certificate files for
the Listener record configured on a Tomcat.

1. After Login, select the option Configure the certificates for the Tomcat HTTPS
Listener.
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< Note:

If you have installed Token Proxy in any path/directory other than
C:\TokenProxy you will see this message "These options have been disabled
because Tomcat is not found on this server. Please use the browse button to
locate the Token Proxy installation directory”. In this case use Browse to point
to the correct location of the Token Proxy.

Token Proxy Exchange Service - Certificate Configuration Wizard

T ] Il .
Tig-ie e, bt Bepess il B e Tomist it nat Foud on it peivey
Pleaie we the Briwie bution o boyle the Toben Frosy solslaben deecion
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0 Token Proxy Exchange Senace |;|1-

Token Proxy Exchange Service - Certificate Configuration Wizard

Coefigure the cestificate for the Tomeat HTTRS Literer Browse @

Prooey Configuestion

Corifigure the certificate for the Token Frowy Exchangs Service HTTRS listener

Coomfigrure the commaon falback certficate for Payment Senace Provider(s)
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The Cert Manager allows the supported certificate to be imported by browsing or using
drag and drop. Browse to the location of the certificate you want to import from add icon

(

e

) available on the top right of the page or you can also drag the certificate to the Cert
Manager page (be attentive of the File Extension filter in the file browser window).
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Token Proxy Exchange Service — Certificate Configuration Wizard

4 @

Artve Certificate Chain: =
Certifaabe Staet Dabe: Certifcabs Sphog

Certilicate Expary Date

OoORACLE Pew
HOSPITALITY

3. You will be prompted to supply the password for the certificate you have selected.
Enter the password and select Decrypt.

T
all

Taken Provy Exchange Service =] L B
Token Proxy Exchange Service - Certificate Configuration Wizard

4

Please enter your passward,

L Decnpt | cance

Active Certificate Chain =

Certificate Saart Date: Cenificate Staius

Certficate Expury Date

ORACLE Prew
HOSPITALITY

4. If the entered password is correct, then you should see a file read successfully
message.
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=

Token Proxy Exchange Service =|a

Token Proxy Exchange Service - Certificate Configuration Wizard

* (M
* CMs

* Oz
s

Azt Coriticate Chase
{Lertificate 32art Date:

Lertificate Expiry Date:

ORACLE’
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5. The Cert Manager will display the certificate chains from the certificate provided.

ihod City, ST=Cakfomia, C=

Mon Dec 14 19:00:00 EST 2020

Certificate Stabus:  yaid

Sun Dec 10 185950 E5T 2020

6. Select from the Active Certificate Chain drop-down list, the required alias if more than

one is available.

7. This will display the associated Certificate Expiry Date and Status.

¥ (M=
T L=

* ChNn
=

Actres Certifazabe Chain:
Certificate Start Diate:

Certificate Expiry Dlste:

ORACLE
HOSPITALITY

Token Proxy Exchange Service - Certificate Configuration Wizard

Ou= D=
L Cls O=
OuDigiCert nc, Calis

. C=US
[, Cells

, Oz Oe0race Corporation, LeRedwood City, STeCalifornia, e

Mon Dec 14 180000 EST 2020 Cerificate Status: | yyug

Sun Dec 10 18:35:59 EST 2001

8. Click Next to choose a password for the keystore.

9. Provide and confirm the password that meets the minimum requirements, for the
keystore that will store Tomcat server certificate.

ORACLE"
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Token Praxy Exchange Service - Certificate Configuration Wizard

Plaspe choose o pappword for the beystone St will plone the Tomeat sereer cartificabe

Paspaiid
ottt (]

Paaswirdi bft ciid derdilieg.
Tirae papswnrd Should e at kasst ssght charoiens in length ared mis bhaee 3 eart one
Upper tirig dhaiiner, Sas liveer Cie Chaster, one Aumencal g, wnd oo apesial

charsctes from she following Int

PESRAT - e TR

ORACLE P Firssh
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10. Click Finish to configure the Tomcat server certificate.

The Token Proxy service listener PFX file has been updated with OPI_Listener.pfx
in directory: \TokenProxy\TokenProxyService\key\.

ai Token Proxy Exchange Senace =l [

Token Proxy Exchange Service - Certificate Configuration Wizard

Pleaie choos & password ks the kitors that will it the Tomead wereer cerltifizabe,

Passwond

Conhim Piddwond

Pasrwoads. are cabe send

o The Tomeat server certificate PR file has been updated

Please reatan the Token Prosy Tomosl senece.
The pasrward should B

et tase character, sl
character from the fodiof

CERNEN. o= TR

ORACLE’ Pre Faih
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11. Click OK to return to the option selection screen.

Token Proxy Service Listener Certificate

# Note:

The Token Proxy Service Listener Certificate is available for both Tomcat and
WebLogic.

The Cert Manager can also assist importing required certificates into root certificate
files for the Listener record configured on a Token Proxy system.
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It is possible to import the selected certificates public key to a keystore it creates with the
required file name, and set the password in the TPS wallet, which means this step does not
need to be completed with the existing OPIConfigX utility.

1. After login, select the option Configure the certificates for the TokenProxy Exchange
Service HTTPS Listener.

i Teken Presy Exchange Serace

Token Proxy Exchange Service - Certificale Configuration Wizard

=1 =
£ { il
Configane the certibeate for the Tomest HITPS Lutener | rowna ; i
P Cartcrialion

ORACLE Prsw
HOSPITALITY

2. The Cert Manager allows the supported certificate to be imported by browsing or using
drag and drop. Browse to the location of the certificate you want to import from add icon

(

-

) available on the top right of the page or you can also drag the certificate to the Cert
Manager page (be attentive of the File Extension filter in the file browser window).

2 Token Prowy Exchange Senace [= 1=

Token Proxy Exchange Service - Certificate Configuration Wizard

Certrhcabe Start Dabe Certifizabe Staby

OoORACLE e
HOSPITALITY

3. You will be prompted to supply the password for the certificate you have selected. Enter
the password and select Decrypt.
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1y Taken Prosy Exchange Senvice e

Token Proxy Exchange Service - Certificate Configuration Wizard

4

Pleass enter youl password.

Artive Certificate Chsin =
Certificate Start Date Cenificate Status

Certdhicae Expiry Date

OoRrRACLE’ Brev
HOSPITALITY

4. If the entered password is correct, then you should see a file read successfully
message.

O Token Proxy Exchange Service =] x

Token Proxy Exchange Service - Certificate Configuration Wizard

8 :

* CHi , Ol , Om , Calls
¥ (M Ol Os Csls
v CHs=

M= City. ST=Calkfomia, C=.

o PP file rend successhully

Activs Cartrhicabe Chae

Certificate Start Date: Mon Dec 14 19:00:00 E5T 2020 Cenificate Status: g

Lernficate Expiry Date: Sum Dec 10 18:55:59 E5T 2000
oORACLE' Prev Hext
HOSPITALITY

5. The Cert Manager will display the certificate chains from the certificate provided.

6. Select from the Active Certificate Chain drop-down list, the required alias if more
than one is available.

7. This will display the associated Certificate Expiry Date and Status.
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Token Proxy Exchange Service - Certificate Configuration Wizard

9

I
 Ch= o= 0= . =15
* CM= L OUs O= - Ca=lUS
* CNe OuDigiCert Inc, Calis
ha , Ol Qs Oracle Corporation, LeRedwood City, STsCalifornia, e
Active Cenlifazate Chain: i 1 - |
Certificate Start Date: Mon Diee 14 1800400 EST 2020 Cenificate Status: | yyuq

Certificate bopiry Date: Sun Dec 19 1855959 EST 2021

ORACLE Pre Neat
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8. Click Next to choose a password for the keystore.

9. Provide and confirm the password that meets the minimum requirements, for the
keystore that will store listener certificate.

Token Proxy Exchange Service - Certificate Configuration Wizard

Fleave chocas o parppword for the beysione Shat well pione the Tomcat sereer carbificabe

Paaswensi aFe cide dardilrg.
Tre pavspword should be at leest esght charsoiers i bength and must beee 8t leas one
Upper i chaTiNer, S liveet Cirie charecner, one nurmencll dhgin, nd one dpecial

charsster from S dtowing Int

FESRAT) e o n P B )=

oRACLE P Fireah
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10. Click Finish to configure the listener certificate.

The Token Proxy service listener PFX file has been updated with OPI_Listener.pfx in
directory: \TokenProxy\TokenProxyService\key\.
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. Token Prosy Exchange Service = e

Token Proxy Exchange Service - Certificate Configuration Wizard

Fiesse choose & patteened fod the keysiose Thal will s2one the TokerProry Serice Litener cerhicate

0 Token Prosy Certificate Manager

ks s e i o Tha TiskriPeaay thivace livhiavir PRX Fla haa Bben ipdabed
The pazranrd thoyl

ORACLE Frew Finish
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11. Click OK to return to the option selection screen.

Token Proxy Service Payment Service Providers

¢ Note:

The Token Proxy Service Payment Service Provider Certificates are
available for both Tomcat and WebLogic.

The Cert Manager can also assist importing required certificates into root certificate
files for each PSP configured on a Token Proxy system.

It is possible to retrieve the PSP record number from the Token Proxy Service
configuration database, and import the selected certificates public key to a keystore it
creates with the required file name, and set the password in the TPS wallet, which
means this step does not need to be completed with the existing OPIConfigX utility.

The options below will be disabled until database setup has been completed with the
OPIConfigX utility.

PSP Server root certificates

1. For the PSP server root certificates, after login select the option Configure the
server root certificates for one or more Payment Service Provider(s).
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Token Proxy Exchange Service - Certificate Configuration Wizard

Condgure B certficate: Sor ang o mane Wieblegic Managed Sarveri] b \
| 3
Confagure the cerbficates Sor the 'Wieblogic Node Marager

Cagure tee (ertfinle for the Token Praoy Eecharge Serce HTTPS katenes

@ Conlupare th sevwer il costificates lor ane o mane Payment Service Provides(s)
Conlapore e chent certtbeaben for orer ar mons Payment Senes Prevaden(i)

Caedurs b tamman llkack domdiats Yor Fapmest Sarnte Prevaderis]

ORACLE e Hent
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2. You will be provided with a list of the Payment Service Providers that are configured in
your TokenProxy Webportal.

HOSPITALITY

3. Select the Payment Service Provider that you want to assign a certificate to. If you need
to add certificates to multiple Payment Service Providers, repeat the process for each as
required.

4. The Cert Manager allows the supported certificate to be imported by browsing or using
drag and drop. Browse to the location of the certificate you want to import from add icon

C

E3

) available on the top right of the page or you can also drag the certificate to the Cert
Manager page (be attentive of the File Extension filter in the file browser window).
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5.

6.
7.

Token Proxy Exchange Service - Certificate Configuration Wizard

Alias Subyjecthame WValid Fresm Valid Ter Actinas
Fri Jan 75 03:36:57 EST 2020 Thea Jan 15 Q2363T E5T 2006 Dielete

ORACLE Prey Nt
HOSPITALITY

If the password is correct, then you should see a file read successfully message.

The window will display the certificate information from the certificate provided.

iy Token Praxy Exchange Servi a e X
Token Proxy Exchange Service - Certificate Configuration Wizard

Piepae choode & paddwed for the keyaboee Bt el siore the peyment senade provder root camfoae,

Pt povgueed

Condiom Pappwoed

P aiir cosn 0 DL oot certibe aie keystine has been vodated.

The passwoid shauld
UppeT case characher
eharoer fam the kel

el Pt B T

ORACLE Poe binecs

Click Next to choose a password for the keystore.

Provide and confirm the password that meets the minimum requirements, for the
keystore that will store payment service provider root certificate.

ORACLE"
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Token Proxy Exchange Service - Certificate Configuration Wizard

Pleane choooe & pasiword for the leyitone that wil sioee the payment sermoe provsler spot cerificabe

P vz
Contirn Paiwond

Parteai s B b S8 T
The patsword should e st lesst sight charscten m lengih snd mux! hues o1 et ooe
Epar cabe Characien. oo lower cle charsctsn one rumerisl digit. s one tpeci!

chayrcned Trom the doBoweng inz

rERRR - e 1B -

ORACLE P
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Click Finish to configure the payment service provider root certificate Select to create the
root certificate.

PSP root certificate keystore has been updated with OPI_PSP_1Root in
directory :\TokenProxy\TokenProxyService\key.

3 Token Proxy Exchange Service -|=| =
Token Proxy Exchange Service - Certificate Configuration Wizard
Pleaie chooss & paddwond for the bepilong IRal wall Slons the payssinl fedvds prowveder o] Gerpliaie

Pasmied:

Contam Pargwrgt

Paspesits we cace sanl o AR root cetibcate keysicee s been updated,

The passeond shouls

e ] =)
chassreer fram this kadodd

TR . A =2 TR )

oRACLE
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Prav Finah

10. If all PSPs requiring an update have been updated, clickOK to return to the option select

screen.

PSP Client certificates

1.

For PSP Client certificates, after login select the option Configure the client certificates
for one or more Payment Service Provider(s).

ORACLE"
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2.

3.

Token Proxy Exchange Service - Certificate Configuration Wizard

Contigure the certficate for the Tomeat HTTPS Listener | Browss @

Prooy Configuration

Configune the certificate for the Token Prozy Exchange Senvice HTTPS Estener
Configure the saray rood ceetificates for ore or more Payment Sevvice Provides(s)
@ Configure the client certificates for cne or mone Payment Service Providen(s)

Configure the commaon falback certificate for Payment Service Prowviden(s)

ORACLE’ Prev et
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You will be provided with a list of the Payment Service Providers that are
configured in your TokenProxy Webportal.

Token Proxy Exchange Service = Certificate Configuration Wizard
Id Mame Description
1
ORACLE Wea Close
HOSPITALITY

Select the Payment Service Provider that you want to assign a certificate to. If you
need to add certificates to multiple Payment Service Providers, repeat the process
for each as required.

The Cert Manager allows the supported certificate to be imported by browsing or
using drag and drop. Browse to the location of the certificate you want to import
from add icon

C
E3
) available on the top right of the page or you can also drag the certificate to the

Cert Manager page (be attentive of the File Extension filter in the file browser
window).

ORACLE"
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Token Proxy Exchange Service — Certificate Configuration Wizard

4 @

Artve Certificate Chain: =
Certifaabe Staet Dabe: Certifcabs Sphog

Certilicate Expary Date

OoORACLE Pew
HOSPITALITY

5. You will be prompted to supply the password for the certificate you have selected. Enter
the password and select Decrypt.

e
all

Token Proxy Exchange Senvice =] L
Token Proxy Exchange Service - Certificate Configuration Wizard

]

=
Please enter yous passward.
=-"M"'--| Cancel
Arzive Certifiate Chain =
Certcate St Date Cemfinte Stahis
Certaficate Expary Date
ORACLE Prev
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6. If the password is correct, then you should see a file read successfully message.
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|

Token Proxy Exchange Service =|0] X
Token Proxy Exchange Service - Certificate Configuration Wizard

]

&
* Che . OUwy . 0w . Calis
¥ CHd . OUs Os Cslls
¥ CN=

s

o [oken Proxy Certifi cd City, STeCabfomia, =
o PP file read successhally
Actove Centihicate Chaire -
Certificate Start Date: Mo Dec 14 19:00:00 EST 2020 Certificate Stabus: | yypq

Lernificate Expiry Date: Sun Dec 10 18:5%:59 £5T 2021

ORACLE’ Frec et
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7. The Cert Manager will display the certificate chains from the certificate provided.

8. Select from the Active Certificate Chain drop-down list, the required alias if more
than one is available.

9. This will display the associated Certificate Expiry Date and Status.

Token Proxy Exchange Service - Certificate Configuration Wizard

4

+
¥ (M= Ou= O= . =S
* CH= L OUs O= . CelUS
* Che OuDigiCert Inc, CallS
Na , O = OsOracle Corposation, LeRedwood City, STsCalifarnia, Cse
Active Centificate Chain: l 1 = |
Certificate Start Date: Man Diee 14 190000 EST 2020 Certificate Status: | yypy

Certificate Expiry Date: Sun Dec 19 18:59:59 EST 2021

ORACLE’ rev Nex
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10. Click Next to choose a password for the keystore.

11. Provide and confirm the password that meets the minimum requirements, for the
keystore that will store payment service provider client certificate.
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Token Proxy Exchange Service - Certificate Configuration Wizard

Plesar chocse a password far the krntone that will viare the payment servse provider chert certficate,

Pasywced: .'r’

Confum Papwond:

PEpaTrdl FE GRE SERSATAE
The pasmword should be at least eight draraciers in length and must have 5t least one
upper caie character one lower case character, one nusmncal digt, and one ypecial

character from the following list

PEYER" - - ca s HENI T

oRACLE P
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12. Click Finish to configure payment service provider client certificate.

The TokenProxy service PSP client certificate PFX file has been updated with
OPI_PSP_1.pfx in directory: \TokenProxy\TokenProxyService\key.

Token Proxy Exchange Service =] x
Token Proxy Exchange Service - Certificate Configuration Wizard

Please choooe 8 paspword fioe the losystore that will shore the payment sendioe peoider client cemificate.

Paimieond:

Conrm Passwond:

Passwords SPE ChSE S The TokenProwy senvice PSP clent certificate PFY fille has been
updated
The passveord should b

rlopassacs Ce]

charscter from the folic 3

FERRAT - e = TN -

ORACLE Prev Finsh
HOSPITALITY

13. If all PSPs require an update have been updated, click OK to return to the option
selection screen.

PSP Common certificates

1. For the PSP Common certificates, after login select the option Configure the common

fallback certificate Payment Service Provider(s).

ORACLE"
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2.

Token Proxy Exchange Service - Certificate Configuration Wizard

Configure the certificate for the Tomcat HTTPS Listerer Browse @

Prooy Corfiguration

Confagure the certifzate for the Token Proxy Exchange Service HTTRS listener

@ Configure the comman fallback certificate for Payment Service Providers)

Fayment Service Prowvider certificates camnot be configuned untd the database conmection has been set

ORACLE Prev bt
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You will have two options. If you select the first option Import an existing
common certificate, then the Cert Manager allows you to import an existing
certificate by browsing or using drag and drop. Click Next

Token Proxy Exchange Service - Certificate Configuration Wizard

|
i@mmmlqmm |
i !

i Cregte » datplt pe¥-cgned common certficate

ihwmhmetmﬂwmmwmdywwnﬂ plan to e & comemon chend certificate.
Il create @ dedilt place holder certbeane. which £ b teervidcin by the intuslanan of the PSP ipecilis cortibeane. |

ORACLE Frev Fe
HOSPITALITY

*  Browse to the location of the certificate you want to import from add icon

€
|+
) available on the top right of the page or you can also drag the certificate to

the Cert Manager page (be attentive of the File Extension filter in the file
browser window).

ORACLE"
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Token Proxy Exchange Service — Certificate Configuration Wizard

4 @

Artve Certificate Chain: =
Certifaabe Staet Dabe: Certifcabs Sphog

Certilicate Expary Date

OoORACLE Pew
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*  You will be prompted to supply the password for the certificate you have selected.
Enter the password and select Decrypt.

e
all

Token Proxy Exchange Senvice =] L
Token Proxy Exchange Service - Certificate Configuration Wizard

]

=
Please enter yous passward.
=-"M"'--| Cancel
Arzive Certifiate Chain =
Certcate St Date Cemfinte Stahis
Certaficate Expary Date
ORACLE Prev
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e If the password is correct, then you should see a file read successfully message.
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" Token Prowy Exchange Service i e L
Token Proxy Exchange Service - Certificate Configuration Wizard
4 =
* CHi
* (N
v s ! —
che = oken Proxy liod City, ST=Caffomia, C=..
o PFX file read successhally
Actied Caitiheate Chaire =
Certificate Start Dlate: o D 14 16:00:00 EST 2020 Certificate Status:  yigpa
Lertificate Expiry Date: Sun Des 10 18:59.59 E5T 2021
ORACLE’ Prew Mt
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* The Cert Manager will display the certificate chains from the certificate
provided.

» Select from the Active Certificate Chain drop-down list that requires an alias
if more than one is available.

e This will display the associated Certificate Expiry Date and Status.

Token Proxy Exchange Service - Certificate Configuration Wizard

¢ ;

¥ (H= Ou= [+55 . C=US
* CM= L OUs Q= L CaliS
* CHe OuDigiCert Inc, CallS
Na , U= O s0racle Corporation, LeRedwood City, ST Califarnia, T
Active Cartificabe Chain: L 1 - I
Cortriicate Suart Dy Man Dac 14 16:00:00 EST 2020 Centificate Status | yypq

Certificate Expiry Date: Sun Dec 19 18:55.59 EAT 2021

ORACLE’ Prew West
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»  Click Next to proceed to choose a password.

*  Provide and confirm the password that meets the minimum requirements, for
the payment service provider common certificate that will be created.
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3.

Token Proxy Exchange Service - Certificate Configuration Wizard

Pleaie chacds b padimiard for the biitcns Bl will shice the piyment seivite provider common certihcats.

Pascpwecm

Con s —

Passwoeds ane case pensitive

The password should be at lesst eight characters m lengthvand must have at leass one
upper case Charpcter, one bower Case charscter, one namesicel digit, ared one specal
charncter from the folowing list

T R T
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Click Finish to create the payment service provider common certificate.

The TokenProxy service PSP common certificate PFX file has been updated with
OPI_PSP_1Root in directory: \TokenProxy\TokenProxyService\key.

(N Tokeim Prowy Exchange Senace =
Token Proxy Exchange Service - Certificate Configuration Wizard
Plaate choces 8 pansword for the beptions Shat will ihons the paymend iervce provider common oertificabe.

[

Lol Paifessrd

The TokenProsy sevice P2 common oervcate PFX M has

Fad pwoedt G CESE

benn gt
The paspaced ghogid
pesbapsspit (=
eharacter bom e
rEERR s - Seee s PO
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Click OK to return to the option selection screen.

Select the second option Create a default self-signed common certificate.

ORACLE"
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Token Proxy Exchange Service - Certificate Configuration Wizard

lmipcrt e garniting commen carhibcate

() Croate a dielaclt wfugres comman oetdcase

The opbion 1o cresie & detast sel-signed cerricane shoukd be chosen if e &0 not pla 10 use 3 common chent cerihone,
il eresie & Selaul place hokler certificale, whsth (8s be svermiies by the walalaton of the FIP ipecila cemlste,

ORACLE" oew et
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Click Next to choose a password for the keystore.

Provide and confirm the password that meets the minimum requirements, for

the root certificate that will be created.

Token Proxy Exchange Service - Certificate Configuration Wizard

Flesst chatrie & psword for the leyitoss tal will slove T payment Bbrece prosider chent eertibcale

et (—]

Condure Panpworgt

Faspwinds e (ISE BB

The pastercrd shoukd be o1 keast exghl chaticiens n lesgth s musl bave al sl sne
WP (358 ShATRCET, Ofer bowbs (368 CRATMCHET, Gret rumancal Dagt, and one mpecal
chartar from B foliowing kit

TR TR
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Click Finish to create a default self-signed common certificate.
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. Token Prosy Exchange Semvice = o L
Token Proxy Exchange Service - Certificate Configuration Wizard

Flrana chocas & pateword fosr thee yiscrs Tt sall sione the pulTTeT! SRTECE EIOAVISHH SOMMEN CRTATIE,

Fasieied

Combemn Parpsosd
Fapieirds e Chie b)) The Tokenifsoay strece FiP common cervhiate PR e Bai

i aar updsted
Tra pacpsned thould b
PR sl Chaler, (o E
characier bom tha lololl
RPN - e TR
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The TokenProxy service PSP common certificate PFX file has been updated with
OPI_PSP_1Root in directory: \TokenProxy\TokenProxyService\key.

Click OK to return to the option selection screen.

ORACLE"
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Configuring OPERA for real-time transactions via OPI/IFC8 is not the focus of this document.
For information about configuring OPERA and OPI/IFC8, refer to the Oracle Hospitality
OPERA Property Management System Installation Guide on the Oracle Help Center.

Configuring the CC Vault

Navigate to Setup | Application Settings | IFC Group | Functions, and then enable
CREDIT CARD VAULT.

Propeny [F50H iz & Fusssons  Pararrtars  gemings

anip

B TRATY =
3

BLOCKS
CATHIERING
CATERING
COMMEEEION
END OF DAY
EFCRTS
FRONT DESH
SENERAL
GRC

% | Nams
K CREDIN CARDVALET

|#

MEWBERSHE
NEMGATOR
PREVENTATIVE MAINT | i | 1]
PRICRTY : =
SROFILES

FTH

RATE §

RE SERVATIONS

SO0ME MANAGENENT —
SELLING SCREEM Bl

Acfivate Crod Cand Vel FuncBonaidly

Gy Fird e e |

Configuration | Setup | Application Settings | IFC | Settings

OPERA uses the CREDIT CARD VAULT CHAIN CODE for the certificate lookup.

CREDIT CARD VAULT WEB SERVICE URL value should be in the format: https://
<ipaddress_opi_host>:<port>

CREDIT CARD VAULT ID is currently not used.

CREDIT CARD MAX CC PROCESSED is set to what the PSP can support for the
number of records sent in one Token (GetlD/GetCC) request. This is used during the bulk
tokenization process and when multiple folio windows exist on OPERA Reservations. If
this field is blank, then the default value is 50.
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* CREDIT CARD VAULT TIMEOUT is set to the timeframe to wait for a response
from the Token Proxy Service. At least 45 is recommended.

(WOSSMALLY -ApphcatonSelings |
Propery [D3SWALLT | 8] | punaons Y A
Groun | Hama Walub =
i ToaTY S B T CMATIC ALTHORIZATIONS PRITER
e £ AUTH PROC STOP CHECK INTERVAL L
BACH OF FICE CREDIT CARD PROMPT .
BLOCHS CREDIT CARD VAULT CHAN CODE SHELL
CASHIERRG | CREDIT CARD YALLT 0 "
s | CREDIT CARD VALILT MAX CC PROCESSED .
END OF Dy CREDHT CARD VALILT TIMEOUT H
ExPORTS CREDNT CARD VALLT WEB SERVICE URL T
FRONT DESH CEFAULT POSTING ROOM =
GEMERAL ENABLE FARLOVER N
RC EXTERNAL TREQUT el
I e l
ME MEE R SHF FLAGS
DEDS [ GUEST LOGKUP TEOLT ]
S EEY INTERFACE TIMEQUT 1 il =
PROFILES
TS Assigned prinder for sulomadic ©redl Cand aushorzalions =
RESERVATIONS
ROCMS MAMAGEMENT
-
= | fna | Een | cmse |

Application settings are changed based on the OPERA Version 5.5.0.18.1, 5.5.0.19
and 5.6.1.0 above.

These settings can be set per property and are moved to the Configuration | Setup |
Property Interfaces | Interface Configuration | edit EFT IFC OPI | Custom Data
tab.

The Token URL is moved to the Configuration | Setup | Property Interfaces |
Interface Configuration | edit EFT IFC OPI | General.
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Token Proxy Service Maintenance

Services

When the Token Proxy Service installation is complete, an OPI Token Service is present. The
OPI Token Service should start when your configuration is complete or after a reboot.

« Always restart the OPI Token Service after creating or changing a client.

Fila  Acton Vs Hap
gl T i ) N BTN

Sarvipet (Looed | Sarvices [Locall

Y Token Service Hrrer Coriemplion Srabuy Trartig Typs Lewy O B

Tu T [ —— Helpl w2 [T e

Modify, Repair, or Remove Token Proxy Service

To Modify, Repair, or Remove the Token Proxy service:

1. Run the Token Proxy Service installer on a system with an existing installation of Token
Proxy Service.

2. Select the Custom installation option, and then choose to Modify, Repair, or Remove.
Modify

Allows you to add new features or remove already installed components.

If you select the Modify option, then the installer attempts to install each component selected
and removes any components that are not selected, regardless of what components are
already installed.

For example, if the host machine already has the service component installed and Modify has
been run:

e If the Datasource, Web Portal and Service are selected, then the installer will attempt to
install all three components.

» If the Datasource, Web Portal are selected and Service is not selected, then the installer
will install Datasource and Web Portal components, and removes the service component.

« If the Datasource, Web Portal and Service are selected, and they are already installed
the installer will do nothing.

Repair
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Reinstalls the currently installed features. All credentials entered during installation
must be entered again during repair.

Remove

The Token Proxy Service installer removes the components in the reverse order of
deployment.

e All credentials entered during installation must be entered again during removal to
allow the installer to access and remove various components.

e WebLogic must be running for the Token Proxy Service installer remove the portal
and datasource configuration. This is required only when Tomcat is not selected as
the web server.

e The Token Proxy Service database is not deleted during the removal process.

Token Proxy Service Log Files

Installation

The Token Proxy Service general installation log is written to:
\TokenProxy\v19.2\LOGS\TokenProxy_Installation.log

As each of the Token Proxy Service components are installed, there are more specific
logs relating to each part, that are written to;

\TokenProxy\LOGS\

* Schema

*  TokenProxyService

*  TokenProxyWebPortal
«  Utilities

Token Proxy Service Configuration Logs

Configuration Audit data is stored in the Token Proxy Service database. Login to the
Token Proxy Web Portal as a System Administrator to view the data.

Token Proxy Service — Service Logs

Token Proxy Service — service logs are found at the path:
\TokenProxy\TokenProxyServicellog\

These logs are only created and populated once the OPI Token Service is up and
running.
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Debug.log

General detailed logging.

e Rotated by file size, the maximum size is 20MB.
e Current debug log filename is debug.log.
*  The previous debug log filename is debug.log.1.

» debug.log.X, sort by date.
Gateway.log
* Rotated by file size. The maximum size is 20MB.

System.log

*  Check the Token Proxy Service build number.

» Rotated by file size. The maximum size is 20MB.
Transaction.log

e Lists details of each transaction handled by the Token Proxy Service.
e Rotated daily.
*  The current transaction log filename is transaction.log.

* The previous day’s transaction log filename is transaction.log.YYYY-MM-DD .

Token Proxy Service Password Maintenance

The passwords for the Token Proxy Service database and various certificates are set during
installation.

You can use the OPIConfigX.exe utility to update passwords post-installation within the Token
Proxy Service configuration.

\TokenProxy\TokenProxyService\bin\OPIConfigX.exe
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Select the required function, and then enter the updated credentials you want to set in
the OPI configuration.

" Note:

The OPIConfigX.exe utility does not change the Oracle or MySQL database
password itself. The Database Administrator should change the password
via the preferred method.

OPI Client Certificate Creator

The OPI Client Certificate Creator utility can be used to create self-signed certificates.

The OPI Client Certificate Creator is included in the subfolders of the Token Proxy
Service installation.

1. Run CertCreator.jar, and then add the required information.

2. Click Create Certificate Files when complete.
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3. Specify the location to save the certificates, enter the filename, and then click Save.
e Both a .pfx and .cer are created in the specified location.
e The certificate expires five years from the date of creation.
The OPI Client Certificate Creator fields translate to standard certificate attributes as follows:
Chain Code > CN (CommonName)
Merchant Organization Department > OU (OrganizationalUnit)
Merchant Organization Name > O (Organization)
Merchant City > L (Locality)
Merchant State > S (StateOrProvinceName)

Merchant Country > C (CountryName)

11-5



Chapter 11
TPS Configuration Backup

L (Certficate =]

Shiove: :c_nl;- vi
[ FEH Wl -
L. Serlal number 6o 56 14 f6
../ Sigristurs sigarkhm shaZSREA
| Sigristurs hash skgorithm sheaZ S -
ISM Shelll, Testorg, Testnams, Te...
|, | ¥abd From Tuesday, Moy 28, 2019 5:50:...
Clvahd o Tussday, May 28, 2024 5:50:...
o Subjert Shelll, Testorg, Testnams, Ta..,
[Pk by R4 (2048 Bits) v
N = Shelll
= Teskong
= Testname
= Texas
o = Houstan
= LIS

TPS Configuration Backup

The Token Proxy configuration is held within the database created by the installer.

Listener and PSP Certificates are held within
\TokenProxy\v1.0\TokenProxyService\key

Encrypted Passwords for the database connection and certificates are held with the
wallet files in \TokenProxy\v1.0\TokenProxyService\properties.

If anyone wants to backup their configuration in order to restore it in the event of a
disaster recovery, then you need to backup the following files;

» :\TokenProxy\TokenProxyService\properties\cwallet.sso
e :\ProgramData\TokenProxy\tpskeystore

e :\ProgramData\TPSKeystore\TPSKeystore.properties
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