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Unix% setenv JAVA_HOME /usrflocal/packages/re1.1.7B

Windows NT O 0 O

1. Jbooooooobo ~>b00b0->0b00boboooboob-—>ob0oboboo->boo0obooo
gbooooooooo

2. 00 JAVA_HOME 0O c:¥ava¥rel.1.7BO OO OO OO

O000DO0O0O00C0 O0O00O00O00O0OO0Osqnetorad 000000 30000000
oooboooo

= SQLNET.RADIUS_CHALLENGE_RESPONSE

= SQLNET.RADIUS_CHALLENGE_KEYWORD

= SQLNET.RADIUS_AUTHENTICATION_INTERFACE
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0 3-11 Oracle Net8 Assistant OO0

@Oracle Net8 Assistant - D:\10raclelOra81\NETWORKIADMINY [stop]

File Edit and  Help

= Network

1

ket Service Names
Listeners
Oracle Names Servers

Host Name:

Secret File:

Authentication Service.

Fort MNumber:

MNumber of Retries.

Send Accounting

Challenge Response:

Default Keyword:

Interface Class Mame:

oooo-ooooo

- o x|

Advanced Security Option ~

Other Params

RA )
localhost
1645

3
DAQracie\Oras 1 \networks

OFF

Timeout (seconds):

[OFF

challenge
DefaultRadiusinterface

Oracle Net8 Assistant OO0

SQLNET.ORA O OO

0311o000o0o0ooooo
OOther ParamsO O OO OOOOO0O

0 Authentication Servicel 0 0 O O (11 RADIUSO O
goooog

0 Challenge Responsed 0 00000000000 OFF
poodooooooooooooooooodo -
opoodooooooooOooNOooooooo

0 Default Keywordd 00000000000
challenge 0000000000 O0O0O0OOOOOO
OORADIUSOOOOOOOOOOOCODOOODOO
oooooooooon

O Interface ClassNameO D 0 000000000
DefaultRadiusInterface D 0 0 00000000 0OO
00000000 Oracle0 00 00OOO RADIUS
0000000 -0000000oooooooog
gdooooooooooon

1.
2.

oooooooooooooo

SQLNET.RADIUS_CHALLENGE_RESPONSE=
(ION | OFF])

SQLNET.RADIUS_CHALLENGE_
KEYWORD=(KEYWORD)

SQLNET.RADIUS_AUTHENTICATION_
INTERFACE=(package name D 000 00.000000O
00000 /0000400 radius_interface_name 0 O 0 0 )

obooobooooooooo

SQLNET.RADIUS_AUTHENTICATION_
INTERFACE=vendor/net/ActivCardRadiusInterface
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! 0000000 Oracde 000000000 DOOD RADIUSOODOOODOOODOOOOOODOOOOOOOOOO
OORADIUSOOOOOOOOOOOOOOOOOOOODOOOODOOOOODOO

goboooooooooooooobooboboboboboooooooboobobobobobOooobooobooobon
goboooobOooooooobOooooboOoOoboOoOonOo RrRADIUSODOOOOOO0ORADIUSOOOOOCOOODOOOO
gooooooo0oOoooooooooobo0oOobooOoooooOoO0oUOooOoOOoRrRADILSOOOOOOODOOOODOO
gobooooooooooooooooooo
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OO0 RADIUSOOOOOOOOOOOON

OO RADIUSOOO0O0O0O0O0O0O0O0O0O0OO0OOOOOOOOOOOODO sqlnetoorad OO
gbobooooooobogoboaoobo

SQLNET.RADIUS_ALTERNATE&IOSTNAME OR IP ADDRESS OF ALTERNATE RADIUS SERVER)
SQLNET.RADIUS_ALTERNATE_POR{E645)

SQLNET.RADIUS_ALTERNATE_TIMEOU[NUMBER OF SECONDS TO WAIT FOR RESPONSE)
SQLNET.RADIUS_ALTERNATE_RETRIESAUMBER OF TIVIES TO RE-SEND TO RADIUS SERVER)

OO0 :RADIUS OO0 000O0D0OODOODOODORADUSOOOOODOODOODO

Oracle Server 0 RADIUSOODOOOOODOOOODO3200000 3100000000
go

Livingston RADIUS O0O0O0OO0O000O0O0 2000 RADIUSOOOOOO
oooo

00 : Internet Engineering Task Forced IETFO RFC #2138 Remote
Authentication Dial In User Service[d RADIUS[J 0 O O RFC #2139 RADIUS
Accounting 00O O0OO0O00O RADIUSOOOOO0O0O0O0O0O0O0O0OOO
OJORADIUSOOO0OO0O00O0O0O0O0OO0OO0OOOOOOOOOODOOOODO
J00d00OoRADIUSO0D0O0O0OO0OO0OO0OOOOOOOOOOOOOODO
oo

RADIUSOODOODO clients 00000000 RADIUSOOOOOOOOOOOOIPOODO
goOoOoOOoOOOOoOOoODOODOODOODOODODOODODODODODO Vetc/raddb/clients 0O 0O

Livingston RADIUS 0000 2000000000 RADIUSOOOOOOOOOO
1. OO000D0OO000O0O000D dientsOO000O000DOOODOOOOODOOOODO
gooo

@ (#) clients 1.1 2/21/96 Copyright 1991 Livingston Enterprises Inc

This file contains a list of clients which are allowed to make

authentication requests and their encryption key. The first field is a valid
hostname. The second field (separated by blanks or tabs) is the encryption
key.

Client Name Key

2. CLIENTNAMEODOODODOOOOOOOOIPODOOODOO0ODOOOOKEYODODOO
gbobooooooooan
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00: CLIEENTNAMEOOOOOOOOOOOOOOOOOOOOOTIP
O000O000000ORADIUSOODOOOO0DOOOOOOOORADIUSO
gboobooboooooooogo

3. dentsO00OO0O0DOOOODOOOO

o000 : RADIUSOOOOOOOOOOOOOOOOOOOO0ODOO

OO0 4&4000000000D00O000000

1. OracleServer 000 000000000000 O0O0O0O0O0OOOOOOOOOO
SQL*Plus OO0 O O0O00OO0O0OO0DOOO0ODOOOO0OO

SQL> CONNECT system/manager@database_name;
SQL>CREATE USER usemame IDENTIFIED EXTERNALLY;
SQL> GRANT CREATE SESSION TO USER usemame;
SQL> EXIT

Windows NTO O OO OOO0OOOO OO Oracle Enterprise Manager I Security
Manager 000000000000 O0COO

0000 : OOracle8i 00000000 OOCraclesi 0000000 OOODO
gooooo

2. RADIUSOUOO0ODwsersOOOO00OO0OO0OO0OO0OOOOOODO

OOO0OO0O: RADIUSOOOOOOOOOOOOOOOOOOOOOO

OO 5:RADIUSOOOODOOOO

RADIUSOOOOOODODOOracleServer 000000000 OOOORADIUSOOOOOO
gbobooooooobobobobobooboooRrADIUSOOODOOOOOOOOODOOD
gbobobooooobooboboboboooooogoo

RADIUSOOOODOOOODOOOOOOOODOOOOOOOOODOOOODOO
= OracleServer 0 0 RADIUSOOOOOOOO
« RADIUSOOOOOODOOODOO

OracleServer OO0 RADIUS O OO OOOOO
Oracle Server 0 SQLNET.RADIUS_SEND ACCOUNTINGOOOOOOOOOOOO
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O 3-12 Oracle Net8 Assistant OO OO0 RADIUSOOOODOOOO

\Oracle\0Ora81\NETWORKIADMIN\ [stop] MI=IE]]

= Advanced Security Option =

Met Bervice Mames
Listeners Other Params
Qracle Names Servers

Authentication Service: [F;

Host Mame: localhost
Port Murnber: 1645

Timeout (seconds)
Number of Retries

SecretFile [0 10racieroras finehworias
Send Accounting GFF

Challenge Response: OFF

Default Keyword: challenge
Interface Class Name:  [DefaultRadiusinterface

Oracle Net8 Assistant OO0 SQLNET.ORA OODO
0s3-120000000000 gboooooboobooo
1. OOtherParamsO0 00O OO0 OO0O SQLNET.RADIUS_SEND_ACCOUNTING= ON

2. 0 Authentication Servicel 0 O O O [IJ RADIUSO O
gooooda

3. 000D0D0OO0DO0O000000D0O MO Send
Accountingd 00O OO ONOOOOOOOOOO
0000 OoOFFODOU0OO0OD0ODOODODODO OFFO
ao
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RADIUSO OODOOOOOODOO

RADUSOOODOOOOODOOODOO

RADIUSOOOOOODORADIUSOOUOOOOOODOODODOOOOOOOOOOODOOD
gboboooooooobogooo

O0OO0OO: RADIUSOOOOOOOOOOOOORADIUSOOOOOO
gbobooooooobogoboaoobo

OO 6RADUSOOOODOOOOODOOOOODOOO

oo0oo0: booboooooooobooboboboboobooooobooon
oboobobob0oOxiidogooooobooboooooooobooDbo
oboooooogooo

OO0 7:00000000000000RADISOOOODOOONO

o000 : RADIUSOODODOODOOOOOOOOOOODOODO

OO0 8 0dnoooobooonoooooa

RADIUSOOO0OO0O0O0OO0O0OO0OOOOOOODODODOODOOODODODODOOOO RADIUS
0000000000000 00000O0O0ORADIUSOODOODO CONNECOOOOOOO
OracleServer 0 0000000000 0O0OO0O

OOOOOOOOOOODOOracleServer 0 RADIUSOODOOOODOOOOOOOODOODOO

Oracle Server OO OOOODOO
1. 000000000000000OracleServer [ initora0 0000000 DODOOOO
OS ROLESIODOOOOO

2. OracleServer 00 O0O0O0O0O0OODOO

3. IDENTIFIED EXTERNALLY OO0 0OO0OOOOORADIUSOOOOOO0OOOOOOOOO
OracleServer 1 000000

O0OO0O0O: OCracleSiOOOOOOOOOOOOOOOO
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RADIUSOOOOOOOOOOONO
gbobooooooobogoboaoobo

ORA DatabaseName.DatabaseDomainName_RoleName

ooooo oo

DatabaseName 00000000 OracleServer UOOOdb name 0000000
gooooooo

DatabaseDomainName OracleServer 10 000000000 Odb domain0 O 0OOO
ogoooooooood

RoleName OracleServer 100000000000

gbobooooooooan
ORA JULIETDB.US.ORACLE.COM_MANAGER

OOO0OO0O: RADIUSOOOOOOOOOOOOOOOOOOODOOO

00 9:0racleServer OO0 RADUS O O OO OOOOODOOO

gbooooogooo

1. RADIUSOOOODOO RADIUSOOOOO0ODOOOO0OOOO0OOORADIUSOODOO
gbooboooobo RADIUSOOOOOODODODOOOOOODOODOODODOD
test123' 0000000 O0ODOOOODOO

2. OracleServer 010000000 $ORACLE_HOME/SECURITY DO OOOOO

3. RADIUSOO0O000000000000000000 radiuskeyDOOOOOOOO
OO0COOCOOO0OC0OO0OODOOOOOOOODO $ORACLE_HOME/SECURITY OO O
ooog

4, 0000O0O0DO0OO0O0ODODOO0ODOCOOOOOOO0DOOracleServer00000
radiuskey 0000000000 0OO

OOO0OO: OoOoOoOoOOOOOOOOOOOCORADIUSOOOOOO
gbobooooooobogoboaoobo

00000000000000 0O$ORACLE_HOME/SECURITY 00 radiuskeyO0 00000
OO0O0OD0RADIUSOOOOOOOOOOOODOOODOOOODOOO
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goboooooooooo

Oo0: ODOobOobobooooooobOobOobobobobooobooon
gbooboooooooogo

ooodooooood

O00DOoO00ooOo0oooooOoOoD sQu s 00 0000DOOO0ODOOOOODOOO
gooo

CONNECTusemame/fpassword ~ @latabase_alias

ooobooooooooooOoOo0oDbO0O -0D00 oFFOOO0DbDbOOOn

OO0 -00000000D0000DO0O000DO0O SsQLr*srlus00d0OOOoOoOooOoOoon
gboobooooooo

CONNECT/@rtabase_alias

ooooOoOoooooooooOoOoDbOoOo -ocoooNOOooooooo
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A

CyberSafe 00 O 0O 0O O

O00000CyberSafe 10000 Oracle 00000000 OOracle0 00000000
CyberSafe 1000000000 O0O0O0O0O0OO0O

gboboooboooobobobooooobooon

« CyberSafe 00000
. CyberSafe[IDDDDDDDDDDDDDDDDDDDDDDD
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CyberSafe 0 OO OO

CyberSafe 0 0 0O O O

CyberSafe 100 000O0000O0O0OO0O0OOO0OO0O0COOOO0OOOOOOCOOOOOCOO
goooo

00: OO0000O0O000O0O0000O0000O0O000O0O000O0

OO0 1:CyberSafe 1 O OO OO0O0O0O0O0O0

00 2:CyberSafe TrustBroker 0 0 00000000000

00 3: CyberSafe Application Security Toolkit D 000 00O

00 4 OracleServer 00 O0O0O0O0O0DOOOODODOO

OO0 5:CyberSafe 10000000000

00 6:OracleServer 00 OO OO0

00 7:Oracle Advanced Security 0 CyberSafe 10000000000
O080000000000000 Net8O Oracle 00O

00 9:CyberSafe 0 0O 00O

00 10:00000000 CyberSafe0 000000

00 11:000000000 OracledD00OOO Oracle Server 00O 0O
00 12: Kerberos/Oracle 0 0 OO0 00O OOO0OOOOO

00 13: CyberSafe 1 00 000000 Oracle Server 0 O O
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CyberSafe D OO OO

OO0 1:CyberSafe IO OO ODOOOOODO

gboboobooobooboobobobobooboooooog

oo000: DobobooooooobobOxiidoooooobooo
0000000 CyberSafe 00 0000000000000

00 2:CyberSafe TrustBroker 1 0 0 O OO0 O00O0O0O0OMO

OracleServer 0 Oracle D 0D 000000000000 000O0O0O0OOOOO

o000 : bobooooooooboboxiigbogoooooooo
0000000 CyberSafe 00 0000000000000

0 O 3: CyberSafe Application Security Toolkit 0 O O O OO 0O

gbobooooooboobobobobooooog

o000 : boboooooboooobobOoxiigbogobooooooo
0000000 CyberSafe 00 0000000000000

O00 4:0racleServer O 0000 0O00OOOOOOOO

OracleServer 000 0000O000O0O0O0O00OOOOOOCyberSafe TrustBroker Master
Server 000000 O0O0DODOOracleServer 10000000000 OOOODOOOOOO
O0o0oooooooooooobooooooooooono

gboboobooobooboobobobobooboooooog

kservice/kinstance@REALM
kservice Oracle D0 0O0O0OOODOODOOOOOO0OO00O00O0O0OOOOOO
Jodddddooooooooooo
kinstance O000OOCracle0 0 OO0OOO0OOO0OOOOOOOOO
REALM goododoooa

O00: kserviceOOOOOOOOOOODOOOOREALMOODOOOO
gboooboooo

O0: O0O0OO0OO0OO0O00O00000000000000000000o0o
00000000 CyberSafe 000000 cyberuserd 0000
OSOMECOo.CcOMO O OOOOOOOO0OOO0O00000000000O0aO
oag
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OO0000Okservice DDoracleD DO Oracle 000000000 OODOOOOOO
0 dbserver.someco.comd 0 0 0000 OSOMECO.COMO O OOOOOOOOOOOOOO
ooDoooooo

oracle/dbserver.someco.com@SOMECO.COM

O0: DOOODNSOOUODOOOOOOoOooDboOoobooooo

kdb5_ edit 00 0000000000000 0O00O00O0O0O0O0O0O0OO

# cd /krb5/admin
# Jkdb5_edit

O oracle/dbserver.someco.com@SOMECO.COMO 000000000 OO CyberSafe 0 0 O
OOOOOOOOOOODOODODOODODOODODOOkdbS editODODOOOOOOODOO
od

kdb5_edit: ark oracle/dbserver.someco.com@SOMECO.COM

OO0 5:CyberSafe I OO DO ODOOOOOO

CyberSafe 0000000000 O0O00O0OO Oracle Server 0O OO CyberSafe
TrustBroker 00000000000 OOO0DOO0ODOOOOODOOODOOOOO
dbserversomecocom D 000000000000 0Okdb5 edit0 000000000000

kdb5_edit: xst dbserver.someco.com oracle
‘oracle/dbserver.someco.com@SOMECO.COM' added to keytab
WRFILE:dbserver.someco.com-new-siviab'

kdb5_edit: exit

# krb5/hbinkiist k -t dbserver.someco.com-new-srviab

OO0: x»t00000000 REALMOOOOOOOSOMECO.COMOO
O00D0000kdb5 edit0 OO0 O0O0O0D0OOOO0DOOOOODOOOODO
gboboobooooooooooan

gboboooooooboboboboobooooooboboboobooooooobOoo
gboboooooooboboboboobooooooboboboobooooooobOoo
O00D000Okdb5 edit0 0O O0O0OO0DOOOODOOOOO

O0000CyberSafe 0 000000 CyberSafe TrustBroker 1 0 0000000000000
O0000000000000 CyberSafe0 000000000000 0O0O0O0O0OMODO
O0000000000000C0000C00000C0000O0000020 0O CyberSafe

4-4 Oracle8iAdvanced Security 00 0000



CyberSafe D OO OO

Challenger DO 0OO0OO0OOOOOOOOOOOOOOOOOOODOOOFIPOOOOOOOO
gboboooooooboboboboobooooooboboboobooooooobOoo
oooobooooo

# mv dbserver.someco.com-new-srviab /krb5A5srvtab

rFrpobO0bOoO0OoO0ooOobOOobOobOobobobooboOoooboooboooboan

Oracle Server 0O 0O0OO0OO0OO0OOOOOODOOOODO

OracleServer 1 000 0000000000000 0O0O0O0OO0O0O0OOkrb5/v5srvtab O
0000000000000 d0dOoO Cracle000000OO0O0ODOOOracleddnd
0000000000000 0000O000bO00000o0oo0oooooooooOon
0000000000000 o0oo0oOo0ooooooooonm

OO0 6:0racleServer D 00O OO0

CyberSafe TrustBroker 0 0 D000 0000000000000 O0O0OOOOCOOOOO
oo

O0OO0OO0O: ODOOOOOOOO0OO0O0oracletiDOOOoOooOooOo0OO
gboboooooooobogoba

00O 7:Oracle Advanced Security 0 CyberSafe 0 0 0 O OO OO0OO0O0

Oracle8i 00000000 0O0DOOODO 0O Oracle Advanced Security 0 O 0 O CyberSafe O
000000000000000OracleUniversallnstaller D000 O0O0O0OOOOOOO
oo0oooooooooooog

OOOoO: ODOoOOOOOOO0OO0OO0 Oracle0OOOO0OOOOOOOOO
oboobooooooooo

OO0 80000000D00O0O00ODO Net8 O Oracled OO

o000 : bobobooooooobOobOobobobobooobooon
ooobooooo

OO0 9:CyberSafe 0 O O 00O

Oracle Server 0 Oracle 0000000 sqnetora 01 0000000000000 O0O0OO
o0o0oO0o0oo0o0o0oO0o0oO0o0ooOoooooon

« OOobOobobooooboobobobooboo
- 0000000000000 CybertSafe0000000O0O00O0O0OOO
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CyberSafe 0 OO OO

« INITORADOOODOOOOO

sqlnetora 00 000 OracleNet8 Assistant 1 0000000000000 O000O00OO
O000000000000000000000O0Imitorad000000000O0O0O0OOO
ooooooo

OOO00O: OracleNet8 Assistant 1 I 00000000000 O0O0O0O
goo

Oracle Net8 Assistant O 0O O

OOOOCOOCOOOOCOOOOOOObOOOOOOOOOsgetoralDODOOOO
Oracle8i D000 0OO0O00ODOOOOOOOOODOOOOODO

Oracle Net8 Assistant OO0
. UNIX 00 O0$ORACLE_HOME/binO0 O 0OO0O0O0O netasst 0000000

« WindowsOOOOOOODOOOODMmMOOODOOOO --0000000->00racled
HOME_NAMELD ->0 Network Administrationd ->[ Net8 Assistant0 D O O O OO0 0O O
oono

Oracle Net8 Assistant 0 000 0O Oracle Advanced Security OO0
Oracle Net8 Assistant 0 0 000000 0OProfile0 00000000000 ODOODOOOO
OoOOOCOOCOOOOOOOOOO0OO0OO0OObOOO0OOO0OOO0OOnOAdvanced Securityd O O
00000 Oracle Advanced Security 1 D 0000000000000

Oracle Net8 Assistant OO OOOOOOOO
000000000 FileO ->0 Save Network ConfigurationD D 0 0000000
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CyberSafe 0O O OO

oboooobooooo

obobooobboooooao

SQLNET. AUTHENTICATION_SERVICES OO OO00OO0OO0000O0O

O 4-1 Oracle Net8 Assistant

ooo0O0o0ooooo

goracle Net8 Assistant - D:\0racle\Ora81\NETWORKIADMIN\ [stop] Mi=lET

File Edit nd Help
Y Network

et Service Names
Listeners

Authentication

Eﬂ Advanced Security Option -

Cracle Names Servers

Avallable Methods: Selected Methods:

KERBEROSS = CYBERSAFE
IDENTIX

SECURID
RADIUS =

NTS

Promate
Demaote

Oracle Net8 Assistant OO0

SQLNET.ORA O OO

0410000000000

1.
2.

0 AuthenticationD 0 0 000000 0O

O Available MethodsO O 0O 0 O [1J CyberSafeld
ooooo

oooooooooobooooo

SQLNET.AUTHENTICATION_SERVICES=(CYBERSAFE)

oo

O>000000000000000000 Selected
MethodsOOOOOOOOOOOODOOOOOO

ooboooooooooobobooDo

oooooooooocooooooobbooooo

0000000000 Promoted O OO

ODemotel 00 00OO0O00OO0OO0O0OO0OOCOOOOOO

CyberSafe 000 00O000O00O0O0O0O0OO
CyberSafe 000 D0O0O0O0O0DOOOO0O

Cybersafe 0O OO0 4-7



CyberSafe 0D OO OO

O0O0000O0OO0OO000O0O CyberSafe 000 O0O0OOOOOOOO
oo
SQLNET.AUTHENTICATION_GSSAPI_SERVICEO 00000000000

0O 4-2 Oracle Net8 Assistant O0O0O0O0O0O0OOODOOOOOOODOOOOO

QOracle Net8 Assistant - D:\0raclelOra81\NETWORKIADMINY [stop] =1

10 Help

Advanced Security Qption -
ervice Names

Listeners Other Params
Qracle Names Servers

Authertication Service: [CTBE|

GESAPI Service:

Oracle Net8 Assistant OO0 SQLNET.ORA OODO
0420000000000 oooooooooooooo
1. OOtherParams0 000000000 SQLNET. AUTHENTICATION_GSSAPI_

SERVICE=KSERVICE/KINSTANCE@REALM
2. 0O Authentication Service(l 0 0 O O [1J CYBERSAFED
O00: 430000000 4:O0racleServer 0000

DOo0o0000
0000000000000000000000000
3. GSSAPIDOOOOO0O000000O0O0DOOOD Qppoooooooooooooo

oracle/  dbserver.someco.com
@SOMECO.COM
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CyberSafe D OO OO

o0 10:00

INT.ORAOOODOOOOO

000000000 0000D00 imitssid>ora0000000000D0OOCOOOOCOOOO
oboobooooooo

REMOTE_OS_AUTHENT=FALSE

sid000000D00000O0O000OO0OOd

00 : REMOTE_OS_AUTHENTO TRUEDOOOODOOOOOOOOO
goTceoopooboobobOooooooboobobobooooooon
goopooooopss0DOO0O00pDOOOoDOOOoOO0ODOOoOOooOOd
gooooo

CyberSafe 0 0000000000000 0O0O00O0OCOracle0O0O00O0 3000000
O0OO0D0O0OO0OOOS_AUTHENT_PREFIXOOOOOOOOO NULLOOODOODOOOOO
oooobooooo

OS_AUTHENT_PREFIX="
00000000000 0DO0O00DO0O000DODO000 OracleServer0O0O0OO0OOO

OO0O0O: OracleServerODOOOOOOOOOOOOOODOOODOO
0000000000 00D0000D0O0OOCraclesiJ0O00O0ODOOOO
gbooboooo

OO0OO0D0 CyberSafe OO OO OODO

CyberSafe d Oracle 0000000000000 O0O0OO0O0O0OOOO0OOOOOO
CyberSafe 0000000000 O0O0OO0O0OOO0OO0O0COOOO0OOOOOGOOOOOCOO
oboboboooooooooboobo

oooo: boboobooooboooboobobobobobooboooboooo
xviiODO0OOoooooooooooooooooaoao

O0: ODO0000O000O0000ooO000oo00boo0o00o0o0n
00000000 CyberSafe 00000 Ocyberuserd 0000
OSOMECO.COMOOOO0OO0O00O0O00O0O0O00O00O0DOO0O0O00000
oooooo
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CyberSafe 0 OO OO

OOOCOOOOO /krb5/admin/kdb5_ editDOOOOOOOOOOOCOO CyberSafe 00O
OOO"cyberuser'0 000 000000O00O0O0O0O0OOO

1. #kdb5_edit

2. kdbb5_edit: ank cyberuser

3. Enterpassword:<0000000000C0O0O0O0OCO >

4. Re-enter password for verification: <0 00 O000000000000O0 >
5. kdbb5_edit: quit

OO0 1M1: 000000000 Oracled O 0O0ODO Oracle Server O O OO

SQL*Plus 00000 Oracle 000000000 O0OOOOOracleServer 100000000
oooooooo

SQL>CONNECT INTERNAL,
SQL> CREATE USER "USNERNAME" IDENTIFIED EXTERNALLY;
SQL> GRANT CREATE SESSION TO "USERNAME",

OOO0OD0OOOOS_AUTHENT PREFIXOOOOOOOOOODOO

O0: Oracle00O00D0OO0OO0DOOOOOOOODOOODOOOOO
gbobobooooobobobobooobooog

O0OO0D0OO0OOS_AUTHENT_PREFIXO ™ O0O0OO0O0OO0DOO

SQL> CREATE USER "JDOE" IDENTIFIED EXTERNALLY
SQL> GRANT CREATE SESSION TO "JDOE"

O0OO0O0O: OCracleSiDOOOOOOOOOOOOOOOO

O0 12:Kerberos/Oracle D O OO0 OO0 0OOOOOODOOO

goooooooooooOoOoOoOOOOOOODOOODOD KMNitOOOOOOOOOO0O0
Oinitial ticketO O OO OO0O0O0O0O0O0OOO

% kinit (user name)
Password for CYBERUSER@US.ORACLE.COM:
<password not echoed to screen>
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CyberSafe D OO OO

OO00O000O00kstOOOO0O0OOO0O0O000a
0000000000000 Kist0000000000000000000000000

oooooo
% Klist
ooo oooo oooo
11-Aug-95 16:29:51 12-Aug-95 00:29:21 krbtgt/SOMECO.COM@SOMECO.COM
11-Aug-95 16:29:51 12-Aug-95 00:29:21 oracledbserver.someco.com@SOMECO.COM

00 13:CyberSafe 0 0 O OO OO OO Oracle Server O O O

knitOOOOODODOOODOOOOOOOO0ODOOO0OOODOO0ODOOOODOOOOODO
OracleServer 0000000000 0OOOODOOODOOOOODO

% sgiplus/@  net_service name

net_service_name ] Net8 D OO0 0000
dododoooooooa
% sglplus /@npddoc_db

0000 : O 1000O0racle Advanced Security 0 0 0 O O O Oracle8i O
O0o00000o00oo00ooo0ooono
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CyberSafe 0 000D O00ODOOOODOOODOOOODOOOOO

CyperSafe 0 000 O0ODOO0OOODOOOOODOOOOODOO

gboobooooooobooboboboobooooobooboboboo

kint 0000000000 OOOOOOOOOOOOOO

kibeonf OO0 0O0OOOOODOODOODOODOODODOODODODODODOODODODODOO

0000000000000000 TrustBroker MasterServer 1 00 000000
oopoDoooogo

MasterServer U0 00O O00O0O0ODO0ODOODOOOOOOODOODOOOOODOODO
gbobooboooooboobooboobo

krb.confO0 0000 krbrealms OO0 000 Oracle 0000000000 OOODOO
oopoooooag

odododOoOooOooOooOoooooooo

gboboobooobooboobobobobooboooooog

000000 sqlnet.ora 00 00O OO CyberSafe Master Server 010 0000000
o0o00oO0o0o0o00o0oO0o0oO0o0oooooooon

gbobobooooooboobobobobobooooobooboobDobobobo
goooo

Oo000o0O0000O00000O00000000O

gboboooooobobobobobooobooobooon

vhsrvtab OO OO ODOOOOOODOOODOOracle000000000000000O0
ooooooogo

000000000000 Osgnetora0 000000O0000O0C0O0O0OOO
vhsrvtab O OO OO0 O0O0OO0OO0ODOOOO0ODOOOOODOOOODO

Oo000o0O0000O00000O00000000O

0000000000000 00DOO000O000DOknit-fO00000O0O
gboboooobooboboboooon

gbobooboooooboobooboobo

ooo0oDo0o0ooOoOoOoooOoOoOoDbO0OuoooOo kinit00OOOO0ODOOOO
gbooooogooo
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Kerberos OO 0O OO

O0000OKerberosOOOOOOO Oracle000000OOracle 0 O0O0O0O0OOO
Kerberos OO 0O O0O0O0O0O00O0O0OO0O

gooooOoOoOoOoOoOoOoOopooopoooooo

«  KerberosOOOOO

» KerberosOOODOOODOODODOOODOODOODO

» KerberosOOODOOOOODODODODOOODOODOD
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Kerberos 0 0 0 O O

Kerberos O 1 0 O O

Kerberos 0O OO OOOODOOOODOOOODOOOODOOODOOOOODDOOODDOO
gooo

gdooooOoOoOoOoOoOooOooooooooooooo
00 1:Kerberos DO OOOODO
00 2:OracleServer OO0 O OOOO0ODOOOODOO
00 3:Kerberos OO OOOOOOOOO
00 4:OracleServer 0 Oracle 000000 O0O0OODOOO
OO0 5Net8OOOOODODO
00 6:Net8 O Oracle 0 00O
00 7:Kerberos 0 0 OO0
00 8 Kerberos OO OOOODO
009000000000 OracleO0OOOOO
00 10: Kerberos/Oracle 0 0 00000000 OOODOO

OO0 1:KerberosO OO OOQOO
Og0o0oo0o0oo0ooOo0oo0oobooocooo0ooooooo

O0OO0OO0O: OO0OO000 KerberosOOOOOOOOOOO0OO0O0O0OOOO
gbobobooOxiidOO00O0o0Ooooboboooooooooan

O00 2:0racleServer O 0000 0O0OOOOOOOOO

Kerberos 00 000000000000 00O0O0O0O00O00O0O OracleServer0O00000O0
0000 OCracle0 0000000000000 O0OOOOOOOOOOO

Jjddddd0od00odooooooooooooooo
kservice/kinstance@REALM

kservice Oracle 00 00O0O0O0O0OOOODOOOODOOOODOOOOO
gboboooooboobobobooooooobooboboboo
gbooooooooan

kinstance O00D0OCOracle0000O00O0DODOOODOOOOODO
REALM gbobooobooobooboboboooooboon
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Kerberos O O 0O O 0O

O0: ODoO0OOO0O0O0O0O00000000d0000ooooooooo
J0000000OKerberosOdOOOOOkrbuserd 0000
OSOMECOo.CcOMO O OOOOOOOO0OOO0O0O0000000000O0aO
oopnoooo

O0000OkserviceDOoracledOOOracle0 000000000000 O0OO0O
0 dbserver.someco.comd 0 0 00 00O OSOMECO.COMO O OOOOOOOOOOOOOO
oonoooooo

oracle/dbserver.someco.com@SOMECO.COM

OOo0oODNSOODOOOOOOOoOoooDoOoooooooo

00000000000 00000DOO0Okdb5 edit0 0000 O0O0DOO0ODDOOUNIX
gboobooooo

# cd /krb5/admin

# ./kdb5_edit
0 oracle/dbserver.someco.com@SOMECO.COMO O OO OO OO OO O O Kerberos O 0O 0O O
0000000000000 0000000O0o0b00o0oo0obOoOoooOooo

kdb5_edit:  ark oracle/dbserver.someco.com@SOMECO.COM

O0 3:KerberosO OO OOOOOOOO

Kerberos 00000000000 0O0O0O0O OracleServer OO OO Kerberos OO O OO
000D0o0oo0oooooooooooono

O000dddbserversomecocom D0 00000000 ODOODODOOOOOOOOOOON

kdb5_edit: xst dbserver.someco.com oracle
‘oracle/dbserver.someco.com@SOMECO.COM' added to keytab
WREFILE:dbserver.someco.com-new-siviab'

kdb5_edit: exit

oklist -k -t dbserver.someco.com-new-srvtab

gbobooboooooboboboboobooobooboobobobobooooboooooban
O00DO0000O000DOO00bO0O000oDO00DO0o0DOOO0Dkdbs_editO
gboboooooooogooan

xstOOODOODOODOOOOOSOMECO.COMOOOODOOODOOOkdb5 editOODO
gboobooooooobooboboboobooooobooboboboo

kerberos 000000 Kerberos OO OOOOOOOOOOOOOOOOOOOODODODOO
OO00D0O0000O0000O000DO0O0O0D0 KerberosOOOOODODOOODOOOODODO
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Kerberos 0 0 0 O O

gbobooooboo rrpOO0ObO0O0OO0OOODOODOODOODOOOOOOOOOODOODn
gboboooooouNIXobooooog

# mv dbserver.someco.com-new-siviab /etcA/bsiviab

OO00D00O0000O0O00DOO0O00 Jete/vosrvtab OO0 DO OOOO0OD0OOOODOOOODODO
gbobooboooboobooboboboboboooooog

Oracle Server 0O 0O0OO0OO0OO0OOODOOODOOOODO

OracleServer 0 0 00000000000 DOOOODOOOODOOO0ODOO /etc/vbsrvtabl
0000000000000 ooooDobobobOboDb0Ob0D0D0O00 Oracled O
Jdddddddododdd oraclel 00000000 OOOODOODODODDODODOOOO

0o0: bobobooooooooboboboboboooooboon
gboboboooooboobobobooobooog

OO0 4:0racleServer 0 Oracle D0 0O 0OOOOOOOCOO

oooo: boboooooooobooboboboboooobooboon
ooobooooo

OO0 s:Net8ODOOODOOO

OracleServer 0000 Oracle00O00OOCOOCOOODOODOODOODODODODOO

o000 : NeOOOOOOOOOOOOOODOOOOOOOOOO
go
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Kerberos O O 0O O 0O

OO0 6:Net8 O Oracle O O O
OracleServer 0 Oracle DO OO OOOO0OOOOOOOO

ooo0: boboboooooooboboboboboooboooog
ONet8sOOUOODOOOOOOOODDOOO

OO0 7:Kerberos O OO 0OO

Oracle Server 0 Oracle 0000000 sqnetora 01 0000000000000 O0O0OO
o0o0oO0o0oo0o0o0oO0o0oO0o0ooOoooooon

« OOobOobobooooboobobobooboo
= OracleServer 0 Oracle 00 O0OOOCOCOOODOOOODODODO

0000 : Oracle Net8 Assistant [0 [0 0 Kerberos 0 00 00 O O O O Oracle
NetSAssistant 1 000000000 OO0OOOOOOOO

OOOOOOODOODOODOKerberos00O0000O0OOOOracle Net8 Assistant 0 0000
O0000000000000000 sqlnetora00000000O0OO

Oracle Net8 Assistant O 0O O

OOOOCOOCOOOOCOOOOOOObOOOOOOOOOsgetoralDODOOOO
Oracle8i D0 O00O0OO0O00ODOOOOOOOOODOOOOODO

Oracle Net8 Assistant OO0
. UNIX 00 O0$ORACLE_HOME/binOOOOO0O netasst 0000000

« WindowsOOOOOODODOOODMmMOOODOOOO --0000000->00racled
HOME_NAMELD ->00 Network Administrationd ->[ Net8 Assistant0 O O O O O 0O 0O O
oono

Oracle Net8 Assistant 0 000 0O Oracle Advanced Security OO0
Oracle Net8 Assistant 0 0 00000 00OProfileD0 0000000000000 OOOOO
OoOOOCOOCOOOOOOOOOO0OO0OO0OObOOO0OOO0OOO0OOnOAdvanced Securityd O O
00000 Oracle Advanced Security 1 D 0000000000000

Oracle Net8 Assistant OO OOOOOOOO
000000000 FileO ->0 Save Network Configuration0 0 00000000
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Kerberos 0 O OO O

goooooooooooooooooooon
SQLNET.AUTHENTICATION_SERVICES 000000000000

0 5-1 Oracle Net8 Assistant OO OOOOOO0O0O
[ Oracle Nets Assistant -D:0raclelOraB1INETWORKWADMING[stop] [T

nand Help

Advanced Security Option -

et Sernice Names

Listeners Authentication

Oracle Names Servers

Available Methods: Selected Methods:

RADIUS KERBEROSS
NTS
IDENTIX

CYBERSAFE =
SECURID

Promote
Demote

Oracle Net8 Assistant OO0 SQLNET.ORA OODO
0510000000000 ooooOoooooooooo
1. O Authentication0 0000 O0OQQOOO SQLNET. AUTHENTICATION_SERVICES=(KERBEROS5)

2. [0 Available Servicesd 0 0 0 0 KERBEROSSI 0 00O
ooo

3. 0>000000000000000000Selected
Services OO OOOOODOOOOOOOOOOOOO
ooDOo0ooooooooooo

4, 0J00D0DOODOOOOOOOODOOOOOOOOOn
dooooooooDbDooobooooooDooo
O Promoted O OO0 O OO Demoted O OO OO

oooooooooocooooooobbooooo
O0OO0OO0OO0OKERBEROSY O OOOOOOOOOO
OOO0OOKERBEROSYEI O OUOOOOOOOOOO
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Kerberos O O OO 0O

OracleServer 0 Oracle O 0 00O 0OO0OOOOODOOOOOO

SQLNET. AUTHENTICATION_KERBEROS5_SERVICEO OO OOOOO0O0OO0OOO0OO0OOO
gbooboooobooboboboobooooooboboboo

0 5-2 Oracle Net8 Assistant OO0 O0OO0OOODOOOOOOO
_loj x|

Advanced Security Option -
Met Service Names

Listeners Other Params
Oracle Mames Servers

Authentication Semvice: | KERBEROS(WS) e

Service: ,TYWEE‘MEE‘—
Credential Cache File:  [Cimpliabcache
Configuration File: [owbsumconi
Realm Translalion File:  [clihgiah realme
Key Tahle: ,W

Clock Skew: 300
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Kerberos 0 0 0 O O

Oracle Net8 Assistant O00O0O

SQLNET.ORA O0OO

0520000000000
1. OOtherParamsO OO0 O0OO0O0O0
oo

2. OServiceOOOOOOOOOO
kerberos DO O OO OO
doooDoooooo

ooo
ooo

[ |

O
O
O

ooo
ooo
O ooo

oo

oo

oo
oooobooooo
gooooo

oooobooooo

. ooooooooooooono
. oooooo

. ooooooooo

. ooooooo

. ooooooo

oobooooboooboooboobooooo
SQLNET.AUTHENTICATION_KERBEROS5_SERVICE=kservice

O00:0000000000OCracle KerberosOOOOOOOOOOOO
000000000000 0000000000000000 kservice O
do00o0DOooooDoooooooad

00 :00000 SQLNET. AUTHENTICATION_KERBEROS5_SERVICE [0
ooboooobooobooobOoOooOoOoboOobooobOoOooboOooon

ooboooobooobooobOoobOooooooos9uooonooo
0000 SQLNETORAODOOOOOOOOOOOOOOO0O

»  SQLNET.KERBEROS5_CC_NAME

«  SQLNET.KERBEROS5_CONEF

«  SQLNET.KERBEROS5_REALMS

«  SQLNET.KERBEROS5_KEYTAB

«  SQLNET.KERBEROS5_CLOCKSKEW

INITORAODOOOOOOO

gboboboooooboboboboobooboobobobOob mitorab 000000
gbobooooooooan

REMOTE_OS_AUTHENT=FALSE

oo

REMOTE_OS_AUTHENT O TRUEOUOOOOOOOOOOOO

gooTceoboobooboboooooobobobobooooobooo
go0opoogooooopssi0OO0OOOOO0ODOOODOOODOD
gbooboooooooobogooo

KerberosOOOOOOOOOOOOOOOOOOODOOracle0OoooOosoooooonQ
O0OO0OD0O0OO0OOS_AUTHENT PREFIXOOOOOOOOO NULLOOOODOODOOOOO

oooboooo

OS_AUTHENT_PREFIX=""

OS_AUTHENT_PREFIXO NULLOOOOOOOOOOOOOOOOPS$OOOOOOO

oo
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Kerberos O O 0O O 0O

000000 SQLNET.ORAOOOOO

gbobooooooboboboboooboooooobobobobobooooboDbo
gbobooooooooan

ooooo:

ono:

oboooo:

oo :

goooo:

0ono:

SQLNET.KERBEROS5_CC_NAMgzthname_to_credentials_cache_file

O0OOOOO0OOOKerberosOOOOOOOOOOCCOOOOOOOO
gboboooooooboboboooooooboooboobobobo
OOOCOOCOOOOUNIXOOO /tmp/krbScc_userid 0000000
gbobooooooooooan

SQLNET.KERBEROS5_CC_NAME=/usttmplkibcache

O00: KRBSCCNAMEOOOOODOOODOOOOODOOOODOO
gboooooogn

sqlnetora0 00000000 SQLNET.KERBEROS5_CC_NAME O O
OOO0D0OOOKRBSCCNAMEOD ODOOODODOOODODOOOOOOOO

SQLNET.KERBEROS5_CLOCKSKEWmber_of_seconds_accepted_as_
network_delay

OO00000O00OOKerberosOOOOOOODOOOODOOOODODOO
gbobooooooobobobobooooboooooboboboo
gbobooooooobobobooboooooboobooboboboo
OO00D0DOo00oOo0o0o0oDOOo0o0oDbDO0o0OoDOOoOoO0oDoOOgg Oracle
Sercver 000000000 DOOOOODOOOOOOOODOOOO
g3poboooobooboboboooogn

SQLNET.KERBEROS5_CLOCKSKEW=1200

SQLNET.KERBEROS5_CONPathname_to_Kerberos
configuration_file

O00000O00OOKerberosOOOOOOODOOOODOOOODODOO
oo0ooOo0oooooOooobobo KpCcoooooooooooooooo
oo0oOOo0ooooo KbCOOoOooooooooooooooooo
gbobobooooobooboobobobOobuNIXooo
/krb5/krb.conf 00 00 000000000000000000O0

SQLNET.KERBEROS5_CONkb/krb.conf
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Kerberos 0 0 0 O O

ooooo:

oo

goooo:

0ono:

SQLNET.KERBEROS5_KEYTAB=
pathname_to_Kerberos_principal/key _table

O00D0O0O0O0OOKerberosUOOOOO /O0O0O00DOOODOOOO
OoOOOOOOOOOODOODOODODOOOOOOracleserverd 0000
gbooboobooooobobobobooooooooooboboo
gbooboobooooobobobobooooooooooboboo
OO00DOO00COOUNIXODO /ete/vosrvtab OO OO O OODOO
gboobooooooood

SQLNET.KERBEROS5_KEYTAB#ASSViah

SQLNET.KERBEROS5 REALMS=
pathname_to_Kerberos _realm_translation_file

O00000O00OOKerberosOOOOOOODOOOODOOOODOOO
gbobooboooooboboboboooobooooobooboboo
gbobooboooooboboboboooobooooobooboboo
OO00D0UNIXOOO /etc/krbrealms OO OO0 O0D00OOO0O0OOOO

go

SQLNET.KERBEROS5_REALM&bSArb.realms
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Kerberos O O 0O O 0O

OO0 8:KerberosOOOOOOO

KerberosDOOOOO Oracle 0000000 DOO0OOODOOOODOOOODOOOOODOO
OO0 Kerberos 00O OOO00OD0OOOO0ODOOOODOOO

gboobooooboobobobooooobooooooboobo

oo000: DobobooooooobobOxiidogoooobooobooo
gbobooooooooan

O0: O0O0OO0OO0OO000O00000000000000000000o0o
J0000000OKerberosdOOOOOkrbuserd 0000

OsOMECO.COMOOO0000O000000O00O0O0O0O0O0O0O0O0O0O0O0
gooooo

/kib5/admin/kdb5 edit 0000000000 DO0OOO Kerberos O OO OO "krbuser" O
0000000000 000O000UNIXODOOOOoOoa

# ./kdb5_edit
kdb5_edit: ank krbuser
Enter password: <password not echoed to screen>

Re-enter password for verification: <password...>
kdb5_edit: quit

OO0 9000000000 OracleOOOOOO

SQL*Plus 0 OracleServer D 0O OO OKerberos 000000000 Oracle0 0000
000000000000O0OS_AUTHENT_PREFIXO " O OO0OO0OOOOOO

O0: Oracle0000D0OCOO0DOOOODOOOODODOOODOOOOO
0000000000 "KRBUSERe@SOMECO.COM"OOO0O0O000O

SQL> CONNECT INTERNAL,

SQL> CREATE USER "KRBUSER@SOMECO.COM" IDENTIFIED EXTERNALLY;
SQL> GRANT CREATE SESSION TO "KRBUSER@SOMECO.COM";
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Kerberos 0 0 0 O O

O0 10:Kerberos/Oracle O O O OO0 O0OOOOOOOOO

gOOOCOOOOOOOOOOOOOOOOOOOKDCO D OOO0O0O0OOI nitial ticketO
gboboooboooooboobobobooboobooboobobobooboon

okinit (user name)

O0O0O0O: okinitDOOOOOO51300000Kerberos0O0OOO0O
gboboboooooboobobobooobooog

000000000000 DOO0bOO00o0oDO0o0ooDooDoDOooooooooooogn
ooooo

sqlplus /@oracle
0000000000000 0-f0000000000000000000O okinit-fO000

gboboooooooboboboboobooooooboboboobooooooobOoo
OO00D00O0O0OO0OCracle00000O0O0OOOOODOOODOOOO

% okinit -f
Password for krbuser@SOMECO.COM:<password not echoed to screen>

0000 : okinitDOOOO05-13000000kinit00000000
gbobobooooooooboooan
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Kerberos OO OO ODOOOOODOOOODOOO

Kerberos U U U O UOUOUOOOOOOOOOOO

O0OOO030000000000 OracleKerberos OO0 OOO0OOOOOOOODODODODODO
0000000000 00DOO0OOCracle00000DOOOODOOOODOOODOO

oooan

oo

okinit
oklist

okdstry

oooooooooooboooooooo
ooboooooboooboooboooOoobooboobooboooon
ooboooooboooboooboOooOoOoboOobooobOoOoboOooon

O00D0O00000000KerberosOOOOOOO0ODOOOODOOOO Oracle0 OO
gboboobooobooboobobobobooboooooog

UNIXODO : KerberosOOOODO 40 Solaris 10000000000
gboboboobobo4000b00DO00O0O0OOODOODOODOODODOO
Kerberos 0O OOO 5000000000000 00OOOOODODOOO

okintOOODOOOOOOODOODOO

okinit 00000 Kerberos DO OOOOOOOOOOOOOOOOOODOODOODO okinitO
gbobooooooobobobobooboboobooboboboboooobooooban
oo0ooooKDCOOOoOoDOooooooooooooooooooooooooooo

00000000000 0OoO0O00DDokinit00 00000000 0ODOOO0ODO

ooooao

-f

booooooooooOoooxkpcOooOooOoooOoOoOooooooooooooo
goodoooooooboooOoOoOooOobOo000@mw@ OOD d O 00 hO
000mmMmOO0s@MOODO0OO0OO0000O0O0OOO0COO0O0O0OODOODOO00O0
ooo

oooooooooooboooooo
okinit 4 2wid6h20m?30s

obobooooboooboobooooooboo2000100600 200 300
ooo
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Kerberos DO OODOOOOODOODOODOODOO

ooooo

oo

000000000000000000UNIXOODO /tmp/krb5ce_<uid>00
0000000sglnet.ora 00000 SQLNET.KERBEROS5_CC_NAME 0 0 0O
ooboooooboooboooboooOoobocobooobOoOooboooo

ooooooooooooooooooboooo

okistUOOOOOOOOOOO

OO00D0oklistUODDOOODOODOOODOOOOODOOOODOOOODODOOOODOO
oooooooo-fObo00bOoo0oooOooooooon

% oklist -f

27-Jul-1995 21:57:;51 28-Jul-1995 05:58:14
krbtgtt SOMECO.COM@SOMECO.COM

Flags: FI

ooooao

oo

-f

-C

OO00oO00ooooOOO0OCb0O00O0O0Cracle0 0000000 0IMOOO0O0ODO
Oooooooo0oOorOOoooobOOobobooOoooooObOOooO0oMmon
ooooooooooobooooo

000000000000000000UNIXOO00 /tmp/krb5ec_<uid>0 0
000000Osglnet.ora 00000 SQLNET.KERBEROS5_CC_NAME 0 0 0O
obooooooooooboobOoOooOoooooooooo

UNIXOOOOOOODOOOOOO Jete/vhsrvtabO OO OOOOODOOOOO
0 O sqlnet.ora 00 000 SQLNETKERBEROS5_KEYTABO OO OOOOOO
oooooooooooooooooOooboooo

okdstry 0 0O 0OOD0OOO0OOOOOOOOODODOOOOO

okdstry 0000000000 O0OOO0OO0OCOOOOOOOOOGOOOOOOO

$ okdstry f

ooooo

oo

-f

000000000000000000UNIXO00 /tmp/krb5ec_<uid>0 0
0000000000000 0sqglnet.orald 0 SQLNET.KERBEROS5_CC_NAME
oobooooobooobooooOoOoOoo0ooOoOobOoOoOoOoOoOoOoOoboOoDOoo
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Kerberos OO OO OOODOOOOODOOOODOOOO

Kerberos OO OO OOODOO Oracle Server O O O

OO0000O0000O000DO0O0000000DDO0 OracleServer0O00O000OO0ODODO
gboboooooooobogooa

$sqlplus/ @net_service_name

net_servicename 1 Net8 D 00 000000000000 OOOO0OO

$ sqiplus /@oracle_dbname

O000: O0O000O0O0000 1000 O0racle Advanced Security O
O0000OOCracle8i D0 0000000 OOOOOOOO

Kerberos U O U UOUOUOUOOOOOOOOOOOONO

obobobooooobobobobobooooooboobobobobo

okint 0O0O0O0OO0OO0OO0OOOOOOOOOOOOOOOOOO

krb.onf 000000000 OOCOO0ODOOOODOOOODOOOODOOOOO

o0oo0oOo0o0ooOooOooDbDoOOooooOoOoKDCOOooOooooooooooooDo
go

KbCOooooooooooooobooooooooooooooooooooooo
gbooboooooooogo

krb.confO0 0000 krbrealms OO OO0 Oracle 0000000000000 OO0OO
oonoooo

oobooooOooOoO0oOOoOoOoOoOooOooon

gboboobooobooboobobobobooboooooog

000000 sqlnetora0000O00KerberosO 00000000000 O0O0DO0OOO
o0o0oooO0o0o0ooo0oO0oooo0o

0000000000000 00o0bO0o0b00o0o0oobOo0obOo0o0oo0oOOo0oooOooog
O0000000sqlnetora 00000 sqlnet.kerberos5_clockskew 000000000
oom
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Kerberos 0O OOOOOOODOODOOODOODOODOO

ooooooooooooooooooooooon
. 0000000000O00O00000000000000

«» Vhsrvtab OO OOOOOODODOOOOOOOracle00000O00OO0OODODOOODO
OOOCOOOOCOsgetoralD00O00OOOOOOOOOOO

« 000000 sgnetorad00000000000000000O0O0OvS5srvtabO0O0O
gbobooobooobooboboboooooboon

boboooooooooooooooOoooooa

«» (0J00000D00O0000ODOO00DOOC0O0D0OOO0DOOOokinit-fO0O00O00OOOO
gbooobooooobooboboboooom

« Q0OOoO0OobOoboboboooboobogoon

« (J00000D00OO00O00OO0O00DODOO0DOO0O00OO0OokintOOO0DOOO0ODO
gbobooooooboood

5-16 Oracle8/Advanced Security 1 00000



6

SecurlD DO QOQOQO

O000000SecwrIDOODODOODODODODODO OracleServer 0 Oracle D0 OO DOOOOONO
O000000000000000000000 Security Dynamics 0 ACE/Server 0 00
0000000000 ACE/Server U0 0OOD0DOOOOOODODOOODOOODODOODOOO
oagd

0000 : O000O0O00DOO00b0o0oOdxwiiDoOoooooooo
goooooooooooo
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gbobooooobooboboboobo pcOb0oboboobOobOobboooobDOoD
OOTNSNAMESORADOOOOOOOOODOOODOOOOOO

(connect _data =
(service_name = senice_name)
(security = (Authentication_service = NONE))
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0000000000 00DOOO00D0O0O000D0DOOOracleServer000O000O00DO0O
Ooracleserver0 0000000000000 DOOOODOCOOODOOOOODOOOODOO
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% su
password:  (root password is not echoed)
# dce_login cell_admin cell_admin_password
# rgy_edit

Current site is: registry server at
/..Icellname/subsys/dce/sec/master

rgy edi=> dop

Domain changed to: principal

rgy_edit=>  add oracle_server

gy edi=> doa

Domain changed to: account

rgy_edi=>  add oracle_server -g none -0 none -pw oracle_server_
password -mp cell_admin_password

rgy_edi=>  ktadd -p oracle_server -pw oracle_server_password
rgy_edi=>  quit

bye

8-2 Oracle8iAdvanced Security 000000



DCEGSSAPID O OOO

OO0 22000 DCECOOOOOOODOODO DCEGSSAPIDOOOO

OO0000OOracleServer 000000000 doracle_serverD DO O OOO0OOO
0000 sqlnetora0 000000000
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% dce_login cell_admin cell_admin_password

% rgy_edit

Current site is : registry server at/.../ cellname  [subsys/dcel/sec/master
gy edi=> dop

Domain changed to: principal

rgy_edi=>  add oracle

gy edi=> doa

Domain changed to: account

rgy_edi=>  add oracle -g none -0 none -pw oracle_client_password -mp
cell_admin_password

rgy_edit=>  quit

bye

Oracle 0000000000 O0ODCOO0ODOOOOODOOODOOOODOOSQL*PlusOO
gbobooboooooboobobobooobooog

SQL> connect internal

Connected

SQL> create user "/.../ CELLNAMBORACLE" identified externally;
Statement processed.

SQL> grant connect to "/.../ CELLNAMBORACLE";

Statement processed.

SQL> exit

O00: Oracle0O000D0OOO0O0DOOODOOOODODOOOODDOO
gbobooooooboboboooooboooboooboobobobo
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%dce_login  oracle_client_principal oracle_client_password
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% dce_login oracle oraclnt

2. DCEGSSAPIOOOODODODO Oracle0000000O0O0O0O0OO

% SQLPLUS /@<database_service_name>

dododoooooooa
% SQLPLUS /@sales
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A| Inztall a new Certificate |

Provide vour wallet certificate either from a file or paste it fi
Clipboard.

[———- BEGIN CERTIFICATE————— —
MIICPJCCAaegAw BAGIBSDAMNBgkahkiGIwOBAQQFADErMC
MAOGATUEChMGT3hY2xIMSgwlgYDWQOLExIFbnRIcnBy:
IFNlcnZ p2Yz MSEw Hw YDWQODExh FOVNROSEDZ¥)0aw 2
OTgw NJASMIET M MW heNOThe M jfs b JET MM SW Bri Qs
A1UECBMCOOEXETAPBGMYEBACTCEFueX doZ X IM Rgw FgyDh
YXRpb24xEDAOBGNYBASTBOZ phmFuy2 UEDAOBGNYEAM
hkiCAwOBAQEFAANLADBIAKEAYLaKsx TXTELnbB TEHSDgrLw
390cBd13MyRPZAeFIbzHSHZnIBF McpNUZSFyDkjOXjyp20
hkaBhvhCAQEEBAMCAM Aw Hw YDV ROJBEgw Fod UDC HwWEU
DOYIKoZ IhwcMAQEEBOADGYEAIUY Y wHthkh1 nBtz k7Y berin
gSCHIWSKIT7h7Y3KA0OMITgEwWamxUSu7MmSLLurmyPHIi
?Ucyc!fS1wa5q25€HM HanghBeow M3 IKWOWVZIrEOwy ue
Of=

| oK | Cancel

5. DoKOOOoOooooooo
OOracleWalletD 00 0000000000000 O0O0O0OOREADYODOOOOODODO

00000 200000000000000O0OC00O0O0
1. 00000000000000000000000

2. bOoOooOoooboooboobobobobooooboooOobOoobo

3. OlInstall anew Certificate 0 0 0000000000 0OPaste0 000000000000
gbobobooooobooboboboboboooooobogn 9-20t™

4, DoKOOOOOODOooOO
5. OOracleWalletD OO0 O O0DOOOO0DO0OOOODOOOOOOREADYDOODOOOOO

ssLogoog 9-37



sSLOoOOooooOod

OO 7nz000000000000O00

gbobooboooooboboboboobooobooboobobobobooooboooooban
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1. sqnetorad0000000000000O0O00O0O0O

oss.source.my_wallet=
(SOURCE=
(METHOD=File)
(METHOD_DATA=
(DIRECTORY=your wallet location)
)
)

2. 000OO0OO0ODbOOoOobooOoo
setenv TNS_ADMIN  your_sqlhetora_file

3. OD0000000000000000000000COracleWallet Manager 00000
ooooooooooooa

owmemd -f

Jodddoooooooa
Nvobsloracle/network/bin/owmemd -f

Oracle WalletManager 0 00 0000000000000 O0O0OCOOOCOOOOOO
goooo

9-31 0000000 5:WalletDODOOOODOODOODOOOODOOOOODOOOODO
goooo

4. Oracle Wallet Manager [ 0 O [J Wallet Resource Locator 1 D 000000000
5.  Wallet Resource Locator 1 000000

cwalletsso 000000000000 WalletOOOOOOOOOO Wallet Resource
Locator OO O OOOOOOOO WalletOOOOOOOOOOOOOOOOOODODO
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O010:0000000000000 OracleServerD OO DOOOOOOO
ooo

O0000000000000000000000Oracle Enterprise Manager O Security
Manager 0000000000000 OO0O0OOCOOO0DOOOOOOOOOCOOOOOO
00D000oO0o0oooooooo

CONNECT system/manager@ database_name ;
CREATE USERusemame IDENTIFIED GLOBALLY AS'  extemal name '

external name 0000000000000 OO0OODOOOODOOCOOO

Oo0: DOoboboooooooobobOobobobobooobooo
OO0 OracleWallet 000D OOO0O0OOOODOOOO

000 o0ooOoooooboboboboobobboebODbObOOOOOOOODOODn
gbooboooooooobogooo

»  Common Name (CN)

» Location (L)

= State (ST)

= Organizational Unit (OU)

= Organization (O)

«  Country (C)

0oo0oooooobooooooobooobooboooog
CN=user, L=location, ST=state, OU=unit, O=organization, C=country

o000oo0o0ooooooooooooooo
»  Common Name: Tom Jones

»  Location: HQ

= State: California

= Organizational Unit: Information Technologies
= Organization: Acme Corporation

«  Country: US
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CN=Tom Jones, L=HQ, ST=CA, OU=Information Technologies, O=Acme Corporation, C=US

gbobobooobod TomJonesOOOOOOOOOOODOOOOO

CREATE USER tjones IDENTIFIED GLOBALLY AS "CN=Tom Jones, L=HQ, ST=CA,
OU=Information Technologies, O=Acme Corporation, C=US"

OracleWallet 00 O0OO0OO0O0OOOOO 9310000000 5:WalletOOOOOOO

OCreateaNew WalletD OO0 00 DOO000D0OOOO0OOOOODOOODOOOODOOOO
O0000O00o0O0oOooDoOoO0dCommonNamel OO0 0OO0OO0O0OD0OOOODOOOOODO
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= Open a wallet
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OCancell 000D OO0OOODOOOOOOKOOOOOOOOOO

OOracleWalletO DO OO0O0O0O0000O00 922000000000

O0: OO0OO00COO0OO0O0O0O0OO00DO0O00000O O Failed to Open
wallet! 0O OO0OO0O0OO0O00O0O00O0O0COO0OO0O0O0OO0OOO0OOOOO
OMoKOOOOOODOOMMOracleWalletD OO0 OO0O0OO0O0O0OOO
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WeriSign Class 1

Werisign Class 2
Werisign Class 3

2. 0Add0OOOO0OOOOO
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4. ONextODOOGOOOOOODO
ONew Trustpoint0 000000000000 925000000000

0 9-25 ONew Trustpoint OO OOOOOOOOO

| |
A| Inztall a new Trustpoint |

New Trustpoint

Please enter a name for your trustpoint.

Mame: | Treystpoint

oK Cancel

5, DObOoOoOooooooooboooboboboobooooooobOobobobobooboooog
gboooooogan

6. D00DOOODOOOOODOO0ODOOCancelD00DOO0OODODOOOODOOOKDO
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gbobobooooo

DCEO0O0OO0O0OO0OOOOOOobOOobobobobooooooboboboboboooooo
gboboooooooboboboboobooooboobobobooboboooooobOoo
gboboooooobobobobobooboooooboobooboebsooooooooo
Oracle 000000000 OOODOOOOraclesi 0000000 DOOOODOOOOODO
OO00D0OO000O0O0o0o0oDOoOO00DbOO000ooOO0O0O0Cracle00oooooooOoOon
Oracle 00000000 0O0OO0ODOOOODOOODOCDSOOOOOODOOOraclednnO
OoOOChsOOOOoOOOoOoOoOOO DCEODOODOODOODOODODODODODODO OracleC OO
gboooooogo

gbobooooooobobobobooboooobooboboboboooooobOoo
goo

« DCEO0ODOOO0ODOOODOOOODOOGDSOH
« QOOobOoboboooobooboobobooo

OOO00: DCECDSNative Naming OO OOOOOOOOOOOOOO
oboooooogooo

» CDSOOO0000O000DCEOOOOOOOOOO0 1200
O Oracle DCE Integration 010 0 00O DCEOOOOOOO

« CDSOODODODO OracledO0ODODODODO OracleServer D OO OOOMO
000 1300 0 Oracle DCE Integration d O 0 00 Oracle 0 0 00O
ooo

»  Oracle Native Naming 0 00 Oracle DO 0000000000000
OMOracle8iNets DO OO OO0O0OOO

11-4 Oracle8i Advanced Security 0 0 00 00O



Oracle DCE Integration O O O

DCEO DO ODOOOOO

Oracle Advanced Security OO ODCEOD 000000000000 O0O0O0O0O0O0O0O0O0O0O
gbooooooooan

DCEIntegration 000 000000000000O0O0O0OO 20000000000
DCESecure Core UO OO ORPCODODOOOOOOOODOOOODOOOODOOOOOO
gboooooogo

DCECDSODOO0OOOOODODOODOTCP/IPODOOOOOOODOODOODODOOO
J00000oOoODCEODODODDDOODODOODODODOOOO0O000000000O0a
CDSOOO0OD0DODDDODDOODOODODODOODODOO0000000 12000 Oracle
DCE Integration 0 0000 DCEOO OO OO 13 0O O Oracle DCE Integration O 0 O
00 Oracle000000O00O00O0O

O0OO0O0O: COracle000000O0O0O0OOO0OOOOCracleOOOOOO
O00D00O0000™O COracle8iNetSs OO ODODOOODOOOODOOO

O00000000 8OOODCEGSSAPIODOOOOOOO0DOO DCEGSSAPIO OO
gboobooooobCcEdnDonoobooboobooooooobooboboobooog
OSFDCE11000000

goobobbooooooon

DCEOOO00ODOOO0ODOOOO0OOO0O0O0DOOOooobOoOooOo10oooooOooDO
ooog

gbobooooooobobobobooboooooobooboboboboboooooboOoo
ooog

OOOOCOOO DCE Integration O O O O O O Oracle MultiProtocol Interchange O O
oooooooooo

O00D0000Oracle0 0 0OO0OO0DOOOODOOOMTISODOOOODOOO
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Oracle DCE Integration 0O 0O 0O 0O
DCE 0O O [

000000 Oracle DCE Integration 0 D 00000000 00O OO O DCE Integration 0 0O
0000000 DCEODOOOOOODOOOOOOOOOn

0000 : DobobooooooobOobOobOobobOooxviibioO
gboboooooboobobooobooooon
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DCE Integraton 0 0 0 OO DCEO OO

DCE Integration D 0 0 OO DCEO O O

DCEIntegration 00000 DCEOOOOOOOOOOOOOOOOOOOOOOOOOO
gboooobCE0D0Oooooooooboobooooooooboboboboooog

DCEOOO00ODOOOO0ODOOO0ODOOOOOoDOOoOoooooon
00 10o0o000ooooobooobooo
o020000000000D0000O00O000DOO0O0bOO
00 3:Oracle DCE Integration 0 0 0 00 DCECDS O 00O

OO0 :odbbooboobobooboboooo

gboobooooooobooboboboobooooobooboboboo

% dce_login cell_admin password

Y%rgy_edit

Current site is: registry server at
1...Icelll/subsys/dce/sec/master

rgy_edi=> dop

Domain changed to: principal

rgy_edit=> add oracle

rgy_edi=> doa

Domain changed to: account

rgy_edit=>  add oracle -g none -0 none -pw oracle_password
-mp  cell admin_password

gy edi=>  quit

bye

OO0OD0"racle" 000 DCEOODOOODOOOOODOOODOOOODOOOOODO
"massword' 000000000000 0OOO0O0O0COOOCOOOOOCOOOOGOOOO0
DCEOOOO0OOD0OODCEDUODOODObOOOooooonogn

DCEIntegration 000 0000000000000 O0O0OOOOOOOOOOOOOOO
O00D0OO000O0O0o0o0ooOoOO00DbO0OO0O0DOoraced0DO0OOODOOOODOOOO
goooo
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DCE Integraton 0 O OO 0O DCEO OO

O0220000000000000000D000D00O0O000

goOoOOoOOoOoOOoOOOOOOOOOOOOOOOOOOOOdeepakeyp OO oooo
gboboboboooobobobOoboONetsOO0OOo0OobOobOOobOoOoOOOOn
oboobo0oboooodbONetSsOODODOOOOOOOOODOODOODODOOOOOO DCE
OO00OO0O0OO0OO0OO0OO0OO0ODCEIntegrationD 0000000000 O0O0OOOOOOOOOO
00000000000 00O000DOO000O0O000DODO0O0O0OOO0racle0dnognQ
gbobooooooobogoboaoobo

OO0O: $ORACLE HOMEOOOOOOOODOOOOODOOOOODODOODOOO

gboboboooooboboboboooboooooboobobobobo
gboboooooobobobobooooobooboobobooboo

gbooboooooooogo

mkdir SORACLE_HOME/dcepa
mkdir SORACLE_HOME/dcepa/admin

gboboobooobooboobobobobooboooooog

%dce_login cell_admin password

% rgy_edit

Current site is: registry server at/.../celll/subsys/dce/sec/master
rgy_edit=>  ktadd -p oracle -pw Oracle_password |
$ORACLE HOMieepaladmin/dcepakey

rgy_edi=> quit

bye

00O 3:Oracle DCE Integration D O O OO DCECDS O O O

/.:/subsys/oracle/names OO0 0 OO000ONet8 00000000000 O0O0O0O0OOOO
O000o0O0000O000CcpsOooo0o0ooo0ooboOo0ooooonooooon

/.:/subsys/oracle/service_registry O 000 O000O0DCEOOOOOOOOOOOOOO
0000000000 0000000000O0000O00DCEODDOODODOOOOOOaO
gooooooooooooooboobooooooooooono

cosOOdOoOnOoracleOODOODOODOOODO

DCE Integration Adapter 1 D 0 0 0000000000000 000000000000
gooooo

%dce_login cell_admin
Enter Password:(password not displayed)

$ cdscp
cdscp>  create dir /.//subsys/oracle
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cdscp> create dir /./subsys/oracle/names
cdscp> create dir /../subsys/oracle/service_registry
cdscp> exit

O0: DOobOOobOOoOoooboOobOoboecbsbooboobooooooboon

cosOd0O0O0O0oO0Oo0OoOooOOoOoOoOobOOoOoOoOooOoOoooan
J00000000Ooracle O0O00O0O0O0O0O cds-server Oo0Oo00ooboOooonoo

$ dce_login cell_admin

Enter Password: (password not displayed)
$rgy_edit

rgy_edit=>  domain group

Domain changed to: group

rgy_edi=>  member subsys/dce/cds-server -a oracle
gy edit=>  exit

Oracle D0 0OOOOCDSOOOOOO
0000: 000000000000000013-1300000DCE
CDSOO000000000000000000000000000

Oracle 000000 CDSOOOOOOOOOOOOOO13-1500000
OOracle000000 CDSOO0O0O0O0O0O0O0OOO TNSNAMES.ORA
obobobooooooooobobo
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000000 Oracle DCE Integration 0 D D000 0 00O 0O OO DCE Integration 0 0 0 00
0000 Oracled Net8s OO ODOOO0O0O0OO0OO0O0COOO0O0OOOOOOOOOOOOOO
00000000000 o0ooo0oO0oOoo0oboOo0ooooooo

DCEOOOO0O000000

ooooooo
ooooooOoOooooooooooooo
DCE Integration D 00000000
ooooooooo
DCECDsOOO0000000O0000O00O00

Oracle DCE Integration 0 0O 00O Oracle0D OO0 13-1



DCEODODODOODODO

DCEO 0 ODOODOODOOn

listenerora0 000000 tnsnamesoraJ 000000 DCEOOOOOODCEOOOO
ddddd0o0oooooOoooooooooooobooobOoOooOoo0oO0o0o0o0o00o0o00a
Jdddddo0oooooooooooo

ADDRESS=(PROTOCOL~DCE)

(SERVER_PRINCIPAL= senver_name )
(CELL_NAME= cell name )
(SERVICE= dce_service_name))

gbooboooooooobogooo

PROTOCOL DCERPCOOOOODOOOOOOOODOOODOO

SERVER_PRINCIPAL goddoobodooobooooboooobooooboooooa
ddddd0o0ooooooooooooooooooooon
ODCEOD0OOODOOOOOOOOO0OO0OO0O0O0OOoOooOonon
O000O0Olisteneroral OO0 O0O0O0O0O0O0O0O0O0O0O0OO0O
Jdddddo0ooooooooooooooDoboooboon
000000000 Otmsnamesoral D000 00OOOOOO
Jdddddo0ooooooooooooooDoboooboon
Jdddd0d0o0ooooooooooooooooobo1onon
Jdddd0d0o0o0oooooooooooooooooooon
dddooooooooooo

CELL_NAME gbobooboooboobooboboboboboooooog
OO00D0O0oO0O0 DCEDO0DOOoOooDoooboooooog
gbobooboooboobooboboboboboooooobooon
gboboooooboobobobobo™@obooboboooog
SERVICEO OOOOOOOODOODOODbObDOoOoboOooon
OO000DO0O0OO0O0O0OCELLNAMEOOOOOOOOOOODOO
gooooo

SERVICE ooobobooooooooobooooooooobooooon
ooooocpstooobooooooooooooboooooon
O0OOD0OD0OOCDSO OracleDCEODOOOOOOOODOODO
oooooooboooobooooobobooobooooon Cebs
goooOoOooOoOoOoOoOOOOOOOOOOO0/./cells
name/subsys/oracle/service_registry ] 0000000000
cCDSsO0O0O00000oooooon

ooobOoooobooooooobo
SERVICE=/../cell_name/subsys/oracle/service_registry/dce_service_name

gboboobooooooooboooan
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SERVICE=dce service name

CELL_NAME=cell_name OO0OO00OOCOOOOOO

OO 100000000SERVICE=dce_service name 1 00 O0O0O00O0000O00O00O0
gbobooboooooboboboboobooobooboobobobobooooboooooban
gbobooboloboboobooboobooboobobobo

OO0 : SERVICEOODOOOOOOOOO dce_service_name [ Net8 0 O
0000000000000 0ooooooooobObOONets0O00O0O
000000000000 00000000tmsnames.orall 000000
O0000000000Odceeservice name0 000000000 O0OODOO
oag

O0: 0000000 DCE Integration O O O listener.oral sqlnet.oral]
tnsnames.oral] protocol.ora 000 00000 O O $ORACLE_

HOME /network/admin 0000000000 0O O init<sid>.ora 0 0 O O
O00%$ORACLE_HOME/dbs OO OO OOOOOOOO

goooooo

DCEIntegration 000 0000000000000013200000DCEODOOOOOO
O00ob0000o00oob0b0bUOb0ONet8O0O0O0O DCEODODODODODOOOOOO
gbooboooooooooogoo

OO0 : OracleNetS8Assistant 1 000000000000 O0O0O0OO0O
00000000000 Oracle8iNets DO OO OOOOOOOOO
oooo

gboobobooooobobobobooboooobooboobobobo

«» (0J00000D0O0CO00O0OOCOO0OO0ODOCOO0DODOIdstenerorald 0 DCEOODOO
obooboboooooooooobo

» OO0000O00000000000000000000000000000000
0000000000 0sqglnet.orall O protocolora0 0000000000000
ooo
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LISTENERORAO OO OO

000000000000 DCEOODO Net8OOOODDOOODOOOODODOOOODDOO
gbobooooboobobob NetSsOOOOODODODODOOOOOOOOOODOOD
00000000000 0D0OO0O0DOOOlistenerora0 00000000 0O0OOOCOOOO
gboboboooooooooobgoo

SERVER_PRINCIPALO 00000000000 OO0DOCO DCEODOOODODDOOODOOOOO
00000000000 0D0O0OoracleD0D000D0O0OOOOOOODO

LISTENERORAO O OO ODOOOODCEOOODOOODOOO
000000 Dlistenerora 000000000 DCEDODOODOODOOODODO

LSNR_DCE=

(ADDRESS=
(PROTOCOL=DCE)
(SERVER_PRINCIPAL=0racle)
(CELL_NAME=cell1)
(SERVICE=dce_swc))

SID_LIST_LSNR DCE=
(SID_DESC=
(SID_NAME=ORASID)
(ORACLE_HOME=/private/oracle?))

oo boooood
DCEOOOODOOO Oracle000D0OO0O0O0DOOOODOOO0DMDOOODOOOODOOO
gboboboooooboobobobooobooog

O0O0O0O: OD0OO0ODO0ODOO0ODODOOOCraclesi 0 00000000000O0O0O0
ooog

gboboooooboobobobooooboooboobobobo

1. init<sid>ora00000000000000000000O0

REMOTE_OS_AUTHENT=FALSE
OS_AUTHENT_PREFIX=""

2. DCECOOOOOOOOOOOOOOOOOMTSODOODODDODOinitcsid>ora0 000
gbooboooooobooboboboooooobooboboboboboooobDoDbo
oo

mts_dispatchers="dce, 3"
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DBAOOODOOOOOOODOODOODLOOOOOOOOOOOOObOObOObOOnOO
gbobooooooboobobobobooooog

SQL*Plus OO0 000000000000 DOOO00DOOO00OO0OODOO0ODCoOOnoO
Oracle00000O00O0OOCO0O00ODOOO0ODOOOOOOOODDOODCEOOOODO
gboboooooobooboboboooobooboobobobob1oboooboooboan
gbobooobooooobooboboboboooooobooboobobobobo

oo0: bobobooooobooboboboobooboobobobobo
gboboboooooboboboboooboooooboobobobobo
gooo

gboobobooooobobobobooboooobooboobobobo

SQL> CREATE USER server _principal IDENTIFIED EXTERNALLY,;
SQL> GRANT CREATE SESSION TO server_principal

gbooboooooooogo

SQL> CREATE USER oracle IDENTIFIED EXTERNALLY;
SQL> GRANT CREATE SESSION TO oracle;

00 : CELL_NAME/SERVER_PRINCIPAL ODOOODOOOOODO 150
gbobooooooooan

gbooboooooooogo

SQL> CREATE USER "CELLI/ORACLE" IDENTIFIED EXTERNALLY;
SQL> GRANT CREATE SESSION TO "CELL1I/ORACLE";

O0000000000000C000000000DO0000cell_name O server_principal
ooDoDooooooo

SQL> CREATE USER "CELL_NAME/SERVER_PRINCIPAL"IDENTIFIED EXTERNALLY;
SQL>GRANT CREATE SESSION TO "CELL NAME/SERVER_PRINCIPAL",

0o0: boboboooooooobobobobobooooobooon
gboboboooooboboboboooboooooboobobobobo
gboboboooooboboboboobooooooboobobobo
obooboooogooo

Oracle DCE Integration 0 0O 00O Oracle0 OO 13-5



DCE Integration 0 0 00O OOOODO

gbobooooooooan

SQL> CREATE USER "CELL1T/ORACLE" IDENTIFIED EXTERNALLY;
SQL> GRANT CREATE SESSION TO "CELL1T/ORACLE",

O0: OOO0O0O0OO0OO0OO00O0O000Oprotocolora00 00000000
0000 FALSEO OO0O0O00O0d

dce.local_cell usemames=false

O0: DOO0ODO0OO0OO0OO0 Oracle000O00OOOOODOOODDOO
0/00000000000C000OOC000DOOO00DOOOOOoDOOOO
gboboboooooboboboboobooooooboobobobo
gboboboooooboboboboooboooooboobobobobo
gbooooooooan

SQL>SELECT * FROM oracleemp

gbobobooooobobobobooobooooboobobobobo
gbobooobooobooboboboooooboon

SQL> SELECT * FROM "CELL1I/ORACLE".emp

DCEIntegration 1 0 OO0 OO0 0O O

OOOCOOODCEIntegration0 OO0 OOOO0O0O0O0O0O0O0OODCEOOOONO SYSOPER
OO0 SYSDBAODODO Oracle0O0O00O0OO0OO0ODOOOODOOOOODO

DCE Integration O OOOOO0O0OO
1. 00000000 initcsid>ora0 000000

OS_ROLES=TRUE

gbooboboooooooooobogoo

2. Oracle0000O00O0ODOODCEOOOOODOOODOOOODOOOODOOOODOO
ooog

ORA_<global_name>_<role>[_[a][d] ]

gbooboooooooobogoo

ORA 0000000 Oracle00D0OOOODOOOO
<GLOBAL_NAME> gbobooooooooan
<ROLE> gbobobooooobooboboboobooog
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A 00000000000 adminOOO0O0D0OOOO0DOOOOOO
ooog

D gboboobooboooobuobobobobooooobogo
goooo

O0: DOO0OD0O0O0OO0O0MOraclesi D0 DOO0OO0DOOOOODOOOO
go

3. DCEO dce_login OO0OOOOKIst OOOOOOOOOODCECOOOOOOOOO
O00D0O0O0000O0000Odee_login OOODOOKIst OO0OODOOCOODOOO
gboboooboom

O0: DCEOOO0OO0OO0ODOO0O200000D0000D00000D0000
goooo

% dce_login oracle
Enter Password:
% Kiist
DCE Identity Information:
Waming: Identity information is not certified
Global Principal: /.. flabl/oracle
Cell  001c3f90-01f5-1f72-bab5-02608c2c84f3 /...flabl
Principal: 00000068-0568-2f72-bd00-02608c2c84f3 oracle
Group:  0000000c-01f5-272-ba01-02608c2c84f3 none
Local Groups:
(0000000c-0115-2f72-ba01-02608c2c84f3 none
0000006a-0204-2f72-b901-02608c2c84f3 subsys/dce/cds-server
00000078-daf4-2fe1-a201-02608c2c84f3 ora_dce222_dba
00000084-89c8-2fe8-a201-02608c2c84f3 ora_dce222 connect d
00000087-8a13-2fe8-a201-02608c2c84f3 ora_dce222 resource d
(00000080-1681-2fe1-a201-02608c2c84f3 ora_dce222_rolel_ad
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4, 0O0O0O0OOO0OODOODbObOOObOObnOO

O00DO0O0000OODCENDDOODOODOOODOOODDOUODBAO CONNECTO
RESOURCEOROLEIODOOOOOO0OOOOOOO

SQL> SELECT * FROM session _roles;

ROLE

CONNECT
RESOURCE
ROLE1

SQL> SET ROLE all;
Role set.
SQL> SELECT * FROM session _roles;

ROLE

DBA

EXP_FULL DATABASE
IMP_FULL_DATABASE
CONNECT
RESOURCE

ROLE1

6 rows selected.

SQL> EXIT

DCED SYSDBADO OO SYSOPERO OO Oracle DO DO OOOODOO

DCEOOOOO SYSOPERO OO SYSDBAO OO Oracle0 OO OOOODOODOODOODOO
gboooooogo

1. OracleDBAODODODO OPERATOROOOOOOOOO DCEOOOOOOOOOOO
DCEOOO0O0O0013-600000DCEIntegration0 0D 0O0OOOOOOOOOCOO
O000OoO000O0O0o0ooOOoO00DbDO00oO0o0OoDbO0oOobobOO™oraclenOOd
gboboobooooooooboooan

$dce_login cell_admin <cell_admin password>
$rgy_edit

rgy_edit=>domain group

DOmain changed to: group

rgy_edit=>add ora_dce222 dba_ad
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rgy_edit=>add ora_dce222_operator_ad
rgy_edit=>member ora_dce222_dba_ad -a oracle
rgy_edit=>member ora_dce222_operator_ad -a oracle

GLOBALNAMEOOOOOO DCEODOOOOOODOOOOINSOODOOOODOO
0000000 TNSNAMES.ORAOODOODODOO

ORADCE=
(ADDRESS=

(PROTOCOL~DCE)
(SERVER_PRINCIPAL=0racle)
(CELL_NAME=cell1)
(SERVICE=dce_swc))

(CONNECT_DATA=
(SID=ORASID)
(GLOBAL_NAME=dce222)))

1B40000000000000000DO00DO0OOOOOOOODOODOOOODOOOO
O00D00O00000OOoracleO0OODOOOO

ooo0oOo0ooooOoOooDoOoODCEODOOoOOoDooOooon

$dce_login oracle <oracle password>
$Kiist
DCE Identity Information:
Warning: Identity information is not certified
Global Principal: /../dce.dlsun685.us.oracle.com/oracle
Cel:  00af8052-7€94-11d2-h261-9019b88bhaa77
/.../dce.disun685.us.ora
cle.com
Principal: 0000006d-880h9-21d2-9300-9019b88baa77 oracle
Group:  0000000c-7€94-21d2-h201-9019b88baa77 none
Local Groups:
0000000c-7e94-21d2-b201-9019b88baa77 none
0000006a-7e94-21d2-ad01-9019b88baa77 subsys/dce/cds-server
00000076-80h53-21d2-9301-9019b88baa77 ora_dce222_dba_ad
00000077-8053-21d2-9301-9019b88baa?7 ora_dce222_operator_ad

Identity Info Expires: 1998-12-04-10:28:22
Account Expires:  never
Passwd Expires:  never

Kerberos Ticket Information:

Ticket cache: /opt/dcelocalivar/security/creds/dcecred 43ae2600

Default principal: oracle@dce.dlsun685.us.oracle.com

Server: kibtgt/dee.disun685.us.oracle.com@dce.disun685.us.oracle.com
valid 1998-12-04-00:28:22 to 1998-12-04-10:28:22

Server: dee-rgy@dce.dlsun685.us.oracle.com
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valid 1998-12-04-00:28:22 to 1998-12-04-10:28:22
Server: dee-ptgt@dce.disun685.us.oracle.com

valid 1998-12-04-00:28:26 to 1998-12-04-02:28:26
Client dee-ptgt@dce.disun685.us.oracle.com  Server:
krbtgt/dce.disun685.us.o
racle.com@dce.dIsun685.us.oracle.com

valid 1998-12-04-00:28:26 to 1998-12-04-02:28:26
Client dee-ptgt@dce.disun685.us.oracle.com  Server:
dece-rgy@dce.disun685.us.
oracle.com

valid 1998-12-04-00:28:27 to 1998-12-04-02:28:26

O0O: O0OO0OO0OO0ODODOCOracle DCECOOOOOOOOOOOODODOO

5. Oracle0000000 SYSBDAOOO SYSOPEROOOOOOOOOOOOOOOO
gboooooogan

SQL> connect/@oradce as SYSDBA

gooogoood

DCE Integration 0000000000000 OOOOOOOOOOOOOOOOODO Nets
o0o0oDoOO0ODCEOOO0OOO0OOOO0DOO0O0oOoOoooobooooooooo

= protocol.ora

= sqlnet.ora
Oo0O0OoCcCpsO0o0onoooobooooboooobooooboooobooOono cpsoonn
0000000000 000DO0000O000Otnsnames.orad 00000000

o000 : 13-1300000DCECDSO0000000000O0O000O0
gbobooooooooan

PROTOCOLORAO OO OOODOOODO

400 DCEOOOOOO protocolora 0000000000000 O0OOOO0OCOOOO
gboboboooobouobobobobooooODCEDoboobobobobo4000D
OOOOOOOOOOOOOOOOOOOprotocolora D0 0OOOOOOOOOOOO
gboboooooboobobobooooooobooboboboo

. DCE.AUTHENTICATION=dce_secret
«  DCE.PROTECTION=pkt_integ
» DCE.TNS_ADDRESS_OID=1.3.22.1.5.1
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« DCE.LOCAL_CELL_USERNAMES=TRUE

00 : DCE.LOCAL_CELL_USERNAMESO OO O0ODO TRUEO OO DCE
Integration 1 000 21.6 OOOFALSEDOOOOOOOOOMM

gboboooooooboboboboobooooooboboboobooooooobOoo
gbooooogooo

00 : DCEAUTHENTICATIONODOOOOOOODOODOOOOOOOO
gbobooooooobogoboaobo

DCE.AUTHENTICATIOND O OOOUODOOODOoOooooooooooan
oboobooooooooo

DCE.AUTHENTICATION OO OOOO0OOO0O0OOO00O0O00O00O00O00DO0000000
OO0 DCERPCODOUOOOOOOODOOOODOOODOOOOOD DCE_AUTHENTICATION
UbOob0o00o00o0dg DEC_AUTHENTICATIONDOODODOOOOOOoooooboooo
gbooboooo

« NONE:OOOO

« DCESECRET:DCEOOOODOCOOODOODOD O KerberosO
« DCESECRET:000O00O0O0O0OO0DO

« DEFAULT:000000DO

O0: DOOOOOOOODDCE_SECRETOOODOOOODOOOO
go

DCEPROTECTION OO D0OOO0OO0O0OOOOOOOOODOOOO0ODOOOO0ODOOOOODOOOO0
obobobooooboobuob0oboboooboobooboobDOobOob DCE_PROTECTION
gboboooooobobobo DCE_PROTECTIONO D ODODODOOOOODOO
gbobooooooooan

« NONE:ODODDOOODOOOOOOOOODOOODOO
« DEFAULT:00000000O0O0ODOODODOObOObOO

« CONNECT:OOUODOODbODbOObOOOOobDObDOobOObOobObObOOobOOobDOoDOoD
gooo

« CALL:O00DOO0OO0O0ODOOOO0OOCOOOOOOOODOOOOODOOOODOOOnOOD
gbobooooooboood
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gooooooog

« PKT:OOOOOOOODOOOOOODOOOODOOOOOOOOOOObOODOO

« PKT INTEG:OOODOOOOOOOODOOOOOOOODOOOODOOODODOOO
oooboooo

« PRIVACY:.DOUOOOOODODOOOOOOODODODODOOOOOOOODOD
gboobobooooobobobobooboooobooboobobobo

DCE.TNS_ADDRESS OID 0 0 OO ODCE.TNS_ADDRESS ol OO0 O0OoOOoOOoOoOoOoOnO
gbobooooooobobobobooooobogon

DCE.TNS_ADDRESS OID=1322.1. xx

oo0oo0: booboooooooobooboboboboobooooobooon
obobooboooooboboboboobools-400o0gooebsog
gboobooooooecpstboooooobobobooooon

DCE.LOCAL_CELL_USERNAMESOOO0OO0OO0OO0OOOOOOOOOOOOOOOOOO

Ousername DO 0O0OO0OO0O0OO0OOO0O0OOOOOOODOODOOOOOOOODOOOODOOOO
ooog

Oo0: ODOoboboboooooooboboboboboooboooog
gboobobooooobobobobooboooooooboobobobo
gbooboooooooboboboboooobooooobooboboo
gbobooooobobobooobooobooon

gbooooooooan

TRUE:OOUOOOOUOODOOOOCELLLNAME O OOOODO SERVER_PRINCIPAL O
gboboooooobOoTRUEODOODOODODOOOOOOODOODOODOObDObOO
gbooboooooooogo

oracle
dddd0l100000000ooooooooooooooooooooooooo0n
0000000000 000000000000000O0TRUEODOOODOOOO

FALSE: CELLNAME/SERVER_PRINCIPALOOOOOOOOOCOOFALSEOOOOO
gboboobooooobobobobooooobooboobobooboo

CELL1/ORACLE

gbobooooooobobobobooboooooobooboboboboboooooboOoo
obobooooooooooboobo
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DCECDSOOODODOOOOOOOOODODODOO

DCECDS OO DO0ODOODO0OO0OOOOnOOOnd

0000000000 CDSOOOnoO Oracle00000OOCOO0ODODOOOODOOODDOO
oooDbDoOooooocecpsoooooon

OO0OO0O0OcbsOOonoon

oo0oDoDo0oOoooocpsogoooooocepsooooooooooooooooon
OO0 DCEIntegrationCDSOO0OO0O000O00O000000O00O0000O00O000O0O
DCEIntegration 00000 CDSOOOOOOOOOOOOOOOOOO

Oo000: ¢cbsOO00oOoO0O00obobOoOo0ooOoooboOoOoooonoo
DCEIntegration 0 000 0000000000012-30000000 3:
Oracle DCE Integration 0 0 OO0 DCECDSOO0O0OO00O0O0OOO
oo

OU0OO00MMORADCED D D OODOOOOODOOOO0DOOO00O0O0O00ODOOODCEO
chsOOooooood

0000000000 00D0 Oracle0000O0D0 OracleDO000O0D0OO0OO0ODOOOODODO
gbobooooooobobobooooboooboobobobobooobooooobomoog
gboobooooooobogoo

sqlplus /@ORADCE

ooo0oOOoODCENDOOOOOOOOO0DOO0bDOoOoooooOooooboooo

CDSsOO0O0O0ODoDDoDooOooOoOoOoOoOoDOOO0oO000000000oooooOoOoOoon
Otnsnamesoral 0000000000000 O0O0OO0OOOOOOOOOOOOOO
OracleServer 1 000 0000000000000 00OOOMmsnamesoral 0000000
ogooooa
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DCECDSOOODODOOOOOOOOODODODOO

cosO0f0OdnDOonoOoOoOoocepsooOonoaon

CDSOO00000000000 DCEONOOOOOCDSOO TNS_AddressdO 00000
IDOCDSOOO0OOO0ODOOOO0ODOOoO0OooOOoOoooD IDObDOO0OOooOOoOoOooDooOooon
obooboooom

1. /opt/dcelocal/etc/cds_attributes 0000000000000 0O0O0O0O0OCO
1322151 TNS_Address char
TNS_ Address 0 OO OO0 OIDOOOOOOOOODOODODODOL.3.221.5100000

cds_attributes 1 00 00 0000000000000000O0CIDOOOOOOOOO
gooooo

O0: DCEOOOOOOOTNS Address00001.3.221xyd00000
400000000000

olb00000000000000000000000000 protocoloraOOOO0O
opoOoooooooooooo

00000013221510 00000 0000000000000 00O0O00O0O0OO
0000 protocolora0 0000000000000 OOO

DCE.TNS_ADDRESS OID=1.322.1. xy

OO0 : cds_attributes 000000000 OID OO OO protocol.ora O O
000 DCETNS_ADDRESS OID OO OOO0OO0OO0OOO0OOO0O0O0O00O00O0
ooooooo

2. DOODOOcCpbsOoOooOoobOoOoOocebsoboooooooooboooobooonoon
00000000000 0oOoO00DoOOBMAIXOOOsmit OO0O0OO0OOCOOO
ChsOOoOoooomBMAIXODOOOODOO CDsOOOoooOogoao

1. OsmitDCEODOOOODOO

2. O Restart DCE/CDS DaemonsD OO0 O OO0 00
3. OListCOOODOOOO

4, 00O0O0OOCDSsOOOOOOODOOOODOO
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DCECDSOOODODOOOOOOOOODODODOO

Oracle DO ODOODOCDSOOOOODOODOODOO TNSNAMES.ORAO O OO
ooo

Oracle00000O0O0OOOOCDSOOO0DOOOOODOOOOODOOODOOOODOOO
Ob0ob0obo0oooobuobobUobUuobbOwmsnamesoral 0000000 0OOO0OOO
gboboboooboobobdbOwmsnamescocral 0000000000 OO0O0OOOOO
O0Otmsnamesoral DO 0000000000 Net8OOODOOOOOOOOOOOOODO

O00O0OO0OOwmsnamesoraJ 0000000000 O0OOOOOOOOOOOOOOOO
msnamesoral 00000000000 OOOOOOOOOOOOOOOOOOOOOOO
Oracle 000000000000 O0O0O00000O0O0DCEOODODODOOOracleddOdOdn
OOORADCEO O OracleServer 0 0000000000000 00O0O0OOOO DCEO
O00000000CDsoOO00noa0 /../cell_name/subsys/oracle/names 0 0 DCE_SVCO
g0oooooooooooooboooooo

ORADCE=(DESCRIPTION=
(ADDRESS=
(PROTOCOL=DCE)

(SERVER_PRINCIPAL=0racle)
(CELL_NAME=cell1)
(SERVICE=DCE_SVC))

(CONNECT _DATA=

(SID=ORASID}))

O0: DO0OO0OO0OOOCOracle0 00000 DCEODOODOOOODOOOO
gbobooooooboobobobobooooog

O00ob00o0OoOOoOPROTOCOL=DCED O 0OOOO0ODOODOOOOOOOOOOODODO
OO00D00O0000OOIistenerora0 0000000000 OOOODOOODOOOODO
Otnsnamescoral DO OO0O000O00O0O0OO0OO0O0OO0O0O0OO0OO0OOOOOOOOOOOO
gbooooogooo

DCEOOOODO SERVER PRINCIPALOODOO0OO0OO0O0D0OOODO OO tnsnames.orall O 0O O
oboobooooooooo

DCEOOOOO SERVICEODOOOOOOOOOODCEDDODODODODODOOSERVICE=dce_
service_namel] D0 0000000000 OLstenerorad 00000000 O0O0O0O
Otnsnamesoral 000 00O0O00OOOOO0O

Oracle 00000 SIDOOODOO0ODOOOODOOOODDOO OracleddOD IDODOO
gooosibbodooboobooooooobobobobosIboogobooboobooo
O000O0oO0O0ODCECDSOOO0Onooogno

O0000: 000000000000 tnsnames.orall 0O 00O
OOracle8iNet8 D D 0000000000 OOOOO
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DCECDSOOODODOOOOOOOOODODODOO

Oracle 0O ODOODOCDSOOOOO

Oracle DCE Integration 1 0 0000000 CDSOOO0O00O0000O00O00O0O0O
Otnnfg0 000000

Oracle00000O0OO0OOOOCDSOO0OOCOOOODOOOODOOOODOOO

% dce_login cell_admin
% tnnfg dceload full_pathname _to TNSNAMES.ORA

% Enter Password:(password will not display)

O0: O00000O0O0OOwmsnames.ora0 000000000000
O0o0o0oooooo

O00Osgnetora00000 tnsnamesora0 0000000000000
oo0poDoooooooooog

OO00D00O0O0OOOmsnamescora0000000000O0O DCEQ CDSOOOODOO
oo

O00: tnsnamesora0000000000000OO0DOOCOOOOOOO
O0infg000000000O0O00O0O0COCDSOOO0O0O0OO

000000000000 0C0000000000mnfg0000000
gboboobooooooooooanb

TNSNAMES.ORAD OO ODOODOODOOOO

SQL*Net22000000000000000000Otnsnames.ora 0000 DCEDO CDS
0000000000000 ooo0o00ob0b0OOwmsnamesbak 00000 O0OOOOOOO
0000000000000 000bO0o0b0o0O0o0bOO0o0obOo0o0oo0bOO0o0obOoOoooDOoOoo
OO0OCDSOO000 tnsnamescora0 0000000000 0O0O0OOOOO

SQL*Net230 00O Net8O OO ODOODOOOOOCDSOOOODOODODOODOOOOO
000000 tnsnames.ora 0000000000 O0OO0OONOO tnsnames.ora 0 000
CDSsOOO0ODoDOooDDoDoOooOoODB-1700000CDSOO0OOO0OO0O0O0O0O0O0n
SOLNETORAOOOOOOOOOOOO0O0O0COO0OO0OOO0O0OOOOOADOsqlnet.orald
0 NAMES.DIRECTORY PATHO O OOODOOOODOOO
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DCECDSOOODODOOOOOOOOODODODOO

COSO 0000000 DOOO0ODO SALNETORAD OO DO OODOOODODOOO

OO0OO0OOOOOsgnetoral 0000000000000 O0O00O0SQL*Netd OO Net8ODODO
gbobooooooooan

SQL*Net23 00000000 Nets
DCECDS000000000000000000000000000000000000
ooooooooo

«» CDSOO00000D00O0ODODO0ODO0OODDOO0ODOODDOOODOOoOoDOOn
«» 00000000 sqnetora0000O00000OO
NAMES DIRECTORY_PATH=(dce, thsnames, onames)

gboboooooooboboboboobooooooboboboobooooooobOoo
gboboooooooboboboboobooooooboboboobooooooobOoo

DCE O Oracle Server O O O

O0O0O0O: DCEOOOOCracle0O00O0O0OOODOOODODODODODODODODO
0 14000DCEOODO Oracle0 00 O00D0OOO0ODOOOOODODOOO
go
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DCEUOONO Oracle DO OOOOOOMO

O00000DCEOOO OracleD 000000000000 O0O00O0O0OO0OOOOracle
0000000000000 08 Oracle DCE Integration 0 0 0 0 O 0O 0O O O Oracle DCE
Integration 00000000 DCEO Oracle00 0000000000000

ogbobooooooobobobooooobooon
« OQgooboobobooboon
« DCEOODOOracle00000O0O0OOODODOOO

DCEOUOO Oracle0 00000000 14-1



gooooboobocoobooon

goooobbooboooad

OO0ob00oood NetSODODODOOOOODO
1. OJO0obOOobobooboooocoboboboboobooog

%dce_login  principal_name password
% lIsnrctl start listener_name

OO0O0OOOLstenerora000000COCCOODO LSNR DCEOOOOOO0O0O0O0O0O
gboboooooboobobooobooobooon

% dce_login oracle orapwd
% Isnrctl start LSNR_DCE

O000o0000000O0000000rpd00O00C0O00O0O0COO0OO0OOOCOOOOO
gbooooooooan

% rpecp show mapping

OOOOCOOCOOOOODOODODODODODODODODODODODO dce_service name 000000
ooobooooo

2. 00OD0DD0ODODOOODOOOOO00000000000000000000 dce_service_
name J 000000

% cdscp show object '/../subsysloracle/service_registry/dce_service_name"

0doooooooooogaon
%c dscp show object "/.:/subsys/oracle/service_registry/dce_svc"

gboobooooooobobo cbsboboobobooboooooobobobooo
oboooooogooo

SHOW
OBJECT /../subsysloracle/service_registry/dce_svc
AT 1995-05-15-17:10:52
RPC_ClassVersion=0100
CDS_CTS =1995-05-16-00:05:01.221106100/aa-00-04-00-3e-8¢c
CDS_UTS =1995-05-16-00:05:01.443343100/aa-00-04-00-3e-8c
CDS_Class=RPC_Server
CDS _ClassVersion=1.0
CDS_Towers=:
Tower =ncacn_ip_tcp:144.25.2357]]
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DCEOODO Oracle OO OODOOOOODOOOO

DCEOOO OracleD 0O OOODOOODOOODOO

DCEOOO OracleServer 00 O0OOOOOOOOOOOOODOODOODODOO

1.

goobooooooooooooOoobOoOooooOoOooooboDoboOoooD /0o0oobooooo
O0000OO00O0ODCEODOOODOO Oracle00DOOO0O0ODOOOODOOOODODO
OOOCOOOODCEODOOOODOODOODOODD singlesign-onO0O0O0OOOOO
gooooo

% dce_login principal_name password

oooboooooooogo
% dce_login oracle orapwd

OO0: deeloginO0OOOO0O0O0O0O0O0OOOOOOOOOOOOOOO
ODCEO0ObOO0ObOOoooooobobobooboobooboobobobo

0000000000000 000D0O000000 OracleServer0O0O0O0D0OOOO
gbobooooooobogoboaoobo

%sqlplus/@  net_service_name

net_service name D 00000000000 OO0OO
Jodddoooooooa
%sqlplus /@ORADCE

0000 : OC0racle8iDO00O0ODOODODOOOOOOOOO
0000000o0ooDOdDO /0000000000 O0DO0DOO0OO

%sqlplus usemame/password  @et_service_name
net_service_name J Net8 D 0000000

oooboooooooogo
%sqlplus scott/tiger@ORADCE

DCEOOO Oracle0O0O0O0D0OOO0OO 14-3
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DCEOUOOO DCEUOOOOOONOO

OO00DC0OO0DCENDOODOUOODOO DCEOOO OracleServer D0 OOODOOOO
OO0 CDSOOO0D0OO0O0DOo0ooOooOoDOoUdbDOOttnsnames.orald 000000
gboboooboooooboobooboobo

0000ooO00oooOooboooOoooooooo

« ODCECOODOOOOODODOO DCEQO OO Oracle Server 0 0 O

«» (JO000O00DOOOOO0ODOOOO0

« CDSOO0OO0O0O0ODOOOOOOOTNSNAMESORAODOODOOOODOO
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ODCEOOOODODOOOODODO DCEO OO Oracle Server 0 O O

ODCEOJJ0OOOOOOOODCEOOO
Oracle Server O OO O

0000000 DCEO ChDsOOOoOoOooooooooTCp/IPO0O0O0O0O0O0OOOOOO
O000000ODCEO OracleServer D DD DOOOOODOOODOOOOOOOO0OOOMO
J00000O Lstenerora0 0000000 O0DO0ODODOODOOOOOOOOODOOOO
listeneroraJ 0000000 DCEODOODOODODODODODO OracledOO Net8O OO OO
O0000000DCEO OracleServer O OO OOOO

O00: OD00O000000000DCE0DO0ODOOOOOOOoOOooOoOoan
ddddd0o0o0oooooooooooooooobooooooooon
Oo0O00o0cCcpsOooonoooonooooboooonoooonoo
msnames.ora0 00 00000OOO0O

oo0o0o0: oobobodooooooooodgs20000
O LISTENER.ORADO O 15-4 0000 O TNSNAMES.ORAO OO OOODODO
goo

ODCEOODOODOOOOOODCEOOO OCracle0000O0OOOOOOOOOOOONO
0000000000 listenerorad 0000 tnsnamescora0 00000000 OOOOO
godddoooooao

gooobobobooboooad

000000 /0000000000000 0O00OO000DODO0O0O00 200 Oracled O
gboboooooooboboboboobooooboobobobooboboooooobOoo
gboboooooooboboz20b0000o00n

=« LISTENER.ORA
= TNSNAMES.ORA

LISTENER.ORA

gboboooooooboboboboobooooooboboboobooooooobOoo
gbooboboooooooooobogoo

gboboooooooboboboboobooooooboboboobooooooobOoo
00000000000 0DOO0O0O0DOOlistenerora 000000000 OOOOODOO
gboboooooboobobobooooboobooboboboboobooboooobOobo
gboboooooboobobobooobooobooooboboboo
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gobooboobooboooon

OO000O0o00oo0O0O00DO UNXOOOoooooooooooo Tep/lPOOO0OOO
obooboooooobo DCEDOoboboboooooboolpoboboboooooon

gbooboooooooboboboboobooooboobobobobooooooobOoo
gbooboooo200b00b0obobooboooobooboboboboboooooobOoo
o0o010000000o0ooooTCp/IPO DCEOOOOOODOOODOOOODOOO
gbobooooobooboboboooooooobobooboo

LSNR_TCP=
(ADDRESS_LIST=

(ADDRESS=
(PROTOCOL=IPC)
(KEY=DB1)

)

(ADDRESS=
(PROTOCOL=tcp)
(HOST=rose)
(PORT=1521)

)

SID_LIST_LSNR_TCP=
(SID_DESC=
(SID_NAME=ORASID)
(ORACLE_HOME=/usrfjprod/oracle?)
)
LSNR_DCE=
(ADDRESS=
(PROTOCOL=DCE)
(SERVER_PRINCIPAL=0racle)
(CELL_NAME=cell1)
(SERVICE=dce_svc))
SID_LIST_LSNR_DCE=
(SID_DESC=
(SID_NAME=ORASID)
(ORACLE_HOME=/usr/prod/oracle8))
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goooooboooooboboooo

#For al listeners, the following parameters list sample
#default values.

PASSWORDS_LISTENER=
STARTUP_WAIT_TIME_LISTENER=0
CONNECT_TIMEOUT_LISTENER=10

TRACE_LEVEL LISTENER=OFF
TRACE_DIRECTORY_LISTENER=/ust/prod/oracle7/neatworkfrace
TRACE File_LISTENER=listener.trc

LOG DIRECTORY_LISTENER=/ust/prodioracle7/networkflog
LOG_FILE LISTENER=Iistener.log

TNSNAMES.ORA

gboboooooboobobobooooboobooboboboboobooboooobOobo
gbobooboooooboboboboobooobooboobobobobooooboooooban
goooo

OO000 tnsnames.ora000000TCP/IPOOCOCOCOOCOOOOODOODO ORATCP
Ooobo0ooooouooDCEDODOUODOObOOobOOooouonboOoDnD ORADCEDODOOODO
oooboooo

ORATCP = (DESCRIPTION=

(ADDRESS=
(PROTOCOL=TCP)
(HOST=rose)
(PORT=1521)

)

(CONNECT_DATA=
(SID=DB1)

)

)
ORADCE=(DESCRIPTION=

(ADDRESS=
(PROTOCOL=DCE)
(SERVER_PRINCIPAL=o0racle)
(CELL_NAME=cell1)
(SERVICE=dce_svc)

)

(CONNECT_DATA=

(SID=ORASID)

)

)
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COSOOO0O0ODOOOODDODOOTNSNAMESORAD OO ODOOOOODO

DB1O0O0O0O0OO0O0O0ODOOO0ODOCO0OOOOOO0O ORATCPOOOOOODOOOODO
gboboooooooboboboobooog

SQLPLUS SCOTT/TIGER@ORATCP

COSOO0O0O0OD0ODOOOO0ODODODOTNSNAMESORACD OO OOO
oo

gooocpsOooooopooooDoooobooOooOooOoDooo0@oooooonon
J00000000Omsnamesora0 000000000OOCracle000O0O0O0OOOOO
O0O0000OOoCcDSsOo000oooooooocpsoooooooooooooooon
00000000000 tnsnamescora000000O0O000O0O0O0O

SQL*Net22 00O 0OO0O0O

tnsnames.ora0 0 0000000000000 0O00000O0O000O0O sqlnetorad OO0
O000oo0000oo0o0o0oo0o0oooo0o0oooo0oobooooooo0o0oooo0d
O000oo000oo000obo00#00000000000000000000

#native_names.use_native=true
#native_names.directory_path=(dce)

SQL*Net O O OO 2.3 0O Net8

OOOCOOOOO sqlnetora0 0000 NAMESDIRECTORY PATHOOOOOOOOOO
msnames OO0 O0O0O0ODOOOODCECDSOOOOOOOONO tnsnames.orad 0000
0000000000000 00o0bO0o0bOo0oOooobOooooOooo

names.directory _path=(dce, thsnames)
gooboo0oo0ooOooOobOobOoboUobOOobOobOOobOOobOobOoboouooOoooooo

OO0000O0000O000D0O000 dced00000deeD 00000 tnsnames 1000
gooo
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obogoboobotdootdootdobooonn

O0000000Oracle Advanced Security 00 0 0000000000000 0O0O00O0O
00o0o0oooO0oooOoooO0oz20000000000000000000000O00
O000000000000000000 sglnetorad 000000000000

gbobooboooooboboboboobooog
«  SQLNETORAOOOOOODOODO
« OO0OO0bO0obOoboooooboobobobo

oooooooooooOooooobooboobooOo A1



SQLNET.ORAD O OODOOOOO

SQLNETORAD OO OODOOODO

0000000000000 000bO00b0o0O0o0bO0o0oobOo0obOoOoooDoOooOn
sqlnetora0 0 0000000000000 O0O0O00OOO sqlnetorad 00000 O Oracle
Advanced Security 0000000000 O0OOOOOOOOOOOOOOO

# SQLNET.ORA Configuration File/private/usersioracle7/sqinet.ora
# Generated by Oracle Net8 Assistant

SQLNET_CRYPTO_CHECKSUM TYPE_SERVER =MD5
OSS.SOURCEMY_WALLET =

(SOURCE =

(METHOD = FILE)

(METHOD_DATA=

(DIRECTORY = /private/users/oracle7/an0814/8.1.4/network/adminiwallet)

)
)

SQLNET.AUTHENTICATION_SERVICES= (BEQ, SECURID)
SQLNET.CRYPTO_CHECKSUM CLIENT = requested
SQLNET.ENCRYPTION_TYPES_SERVER= (RC4_40, DES40)
SQLNET.ENCRYPTION_TYPES_CLIENT= (RC4 40, DES40)
SSL VERSION = Any

SQLNET_CRYPTO_CHECKSUM TYPE_CLIENT = MD5
SQLNET.EXPIRE_TIME =0
SQLNET.ENCRYPTION_SERVER = requested
SQLNET.ENCRYPTION_CLIENT = requested
SQLNET.CRYPTO_CHECKSUM SERVER = requested

SQLNET.CRYPTO_SEED = gwertyuiopasdfghjkl;zxcvbnm
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ooboobooobuoobooboobooo

gbobooooooooan

0000000000000 00o0bO0o0b00o0o0oobOo0obOo0o0oo0oOOo0oooOooog
O0000000000000C00000C0000O00000C00000A0 sqlnet.ora
000000000000 00000Oracle Advanced Security 00000000
ACCEPTED OO DO OO

gbobooooooobobobooooobooboobobobobooooboooboooboan
gbobooooooobobobooooobooboobobobobooooboooboooboan
gbobooooobooboboboooobooboobobobooobooboooboobOoonbo
gbobooooooobobobobooboooooobooboboboboboooooboOoo
gbooboooooobooboboboooooobooboboboboboooobDoDbo
oo

gbobooooooobobobooooobooboobobobobooooboooboooboan
gbobooboooobooboobobobobooooboobobobobobooo

DooobObboboboboooooooaoaad

gboboooooooboboboboobooooooybobobboooooobOoo
gbobooboooooboboboboobooog

gbobooooooooboan
gbobooooooooooan
gboboboooooboobooboobo
gboboooooboboboboooogo
gboboboooooooooogoo
gboboooobooboboboooog
gbobooooooobobobooooobooon
gbobooboooooboboboboooboooboon
gbobooooooooooan

oooo: 2700000000000O0O000O0O0OO0O0DOO0OO00OO
ooog

ooooooooooooooooooooo A3



ooboobooobuoobooboobooo

odoodooooooooo

oo :

0ono:
gopoodoo :
oonoooo :

gboboooooboobobobobobooooooboboboo
gboboooooboobobobobobooooooboboboo
gboboooooooboboboboooboooboon
SQLNET.ENCRYPTION_CLIENTOOOODOOOOOOOO

SQLNET.ENCRYPTION_SERVER = valid_value
ACCEPTEDO REJECTEDU REQUESTEDUO REQUIRED
ACCEPTED

Od0oOd0oO0dOoOooooooaoo

0o :

oo :
gopoooo:
oonoooo :

gbooboooooooboboboooboooooooboboboo
gbooboooooooboboboooboooooooboboboo
gbobooboooboobooboboboboboooooobooon
SQLNET.ENCRYPTION_SERVERO OO DOOOODOOOOO

SQLNET.ENCRYPTION_CLIENT = valid_value
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