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mai n(argc, argv)
int argc;

char *argv[];
#endi f

{
TPKEY sdo_key;

char *sdo_l ocati on;
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if (tpkey_open(&sdo_key, "sdo", sdo_location,
NULL, O, TPKEY_SIGNATURE) == -1) {
(void) fprintf(stderr, "tpkey_open sdo failed
tperrno=%(%s)\n", tperrno, tpstrerror(tperrno));
exit(1l);
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mai n(argc, argv)
int argc;

char *argv[];
#endi f
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{
TPKEY sdo_key;
char principal _nanme[ PNAVE_LEN] ;
| ong pnanme_l en = PNAVE_LEN
if (tpkey_getinfo(sdo_key, "PRI NC PAL",
princi pal _nane, &pnane_len, 0) == -1) {
(void) fprintf(stdout, "Unable to get information
about principal:%(%)\n",
tperrno, tpstrerror(tperrno));
exit(1)
}
}
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int argc;

char *argv[];
#endi f

{
TPKEY sdo_key;

static const unsigned char shal_objid[] = {
0x06, 0x05, 0x2b, 0x0e, 0x03, 0x02, Oxla
b
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if (tpkey_setinfo(sdo_key, "Dl GEST_ALG', (void *) shal_objid,
si zeof (shal_objid), 0) == -1) {
(void) fprintf(stderr, "tpkey_setinfo failed
t perrno=%(%)\n",
tperrno, tpstrerror(tperrno));
return(l);
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mai n(argc, argv)
int argc;

char *argv[];
#endi f

{
TPKEY sdo_key;
char *sendbuf, *rcvbuf;
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if (tpsign(sendbuf, sdo_key, 0) == -1) {

(void) fprintf(stderr, "tpsign failed tperrno=%d(%)\n",
tperrno, tpstrerror(tperrno));

tpfree(rcvbuf);

t pfree(sendbuf);

tpterm();

(void) tpkey_cl ose(sdo_key, 0);

exit(1);
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mai n(argc, argv)
int argc;

char *argv[];
#endi f

{
TPKEY tu_key;

if (tpkey_open(&t u_key, "TOUPPER', NULL,
NULL, 0, TPKEY_ENCRYPT) == -1) {
(void) fprintf(stderr, "tpkey_open tu failed
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tperrno=%(%)\n", tperrno, tpstrerror(tperrno));
exit(1);
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mai n(argc, argv)
int argc;
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char *argv[];
#endi f

{
TPKEY tu_key

char principal _nanme[ PNAVE_LEN] ;
| ong pnanme_l en = PNAVE_LEN

if (tpkey_getinfo(tu_key, "PRINCI PAL",
princi pal _nane, &pnane_len, 0) == -1) {
(void) fprintf(stdout, "Unable to get information
about principal:%(%)\n",
tperrno, tpstrerror(tperrno))

exit(1l);
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mai n(argc, argv)
int argc;

char *argv[];
#endi f

{
TPKEY tu_key

static const unsigned char rc2_objid[] = {
0x06, 0x08, 0x2a, 0x86, 0x48, 0x86, Oxf7, 0x0d, 0x03, 0x02
b
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if (tpkey_setinfo(tu_key, "ENCRYPT_ALG', (void *) rc2_objid,
sizeof (rc2_objid), 0) == -1) {
(void) fprintf(stderr, "tpkey_setinfo failed
t perrno=%( %)\ n",
tperrno, tpstrerror(tperrno));
return(1l);
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gboboooooboboboboobobODbDtpalloc(3c) DOOODOODOO
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mai n(argc, argv)
int argc;

char *argv[];
#endi f

{
TPKEY tu_key;
char *sendbuf, *rcvbuf;

if (tpseal (sendbuf, tu_key, 0) == -1) {
(void) fprintf(stderr, "tpseal failed tperrno=%(%)\n",
tperrno, tpstrerror(tperrno));
tpfree(rcvbuf);
t pf ree(sendbuf);
tpterm();
(void) tpkey_close(tu_key, 0);
exit(1l);
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3. (00000 )tpkey setinfo() J00000000000000O0OOOOO
0000000000000
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gboboooooboboboooooobooboboobooobooooboobooboDbo
gboobooooooboobobobooooobooboboboobooboooobOobo
gboobooooooboobobobooooobooboboboobooboooobOobo
gbooboooooooboobobob

000000000 tpkey open() D0OO0O0OCOODO0OOCOODO0OOOOOOO
OOTPKEY DECRYPTOOOOCOOOO0OOCOOOOOCOOOOOCOOOONOOODO
D00000000000000000000000O0O0tpinit() 0000000
O0000000000000O tpsvrinit() 000000000000 O000O0O
Oooooooooon
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gb0ds1 gogbobobobooooogooDoo

TPKEY tu_key;

tpsvrinit(argc, argv)
int argc;

char **argv;

#endi f

{

char *tu_l ocati on;

if (tpkey_open(& u_key, "TOUPPER', tu_location,
NULL, O, TPKEY_DECRYPT) == -1) {
userl og("Unable to open private key: %d(%)",
tperrno, tpstrerror(tperrno));
return(-1)

}
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TPKEY tu_key;

tpsvrinit(argc, argv)

int argc;

char **argv;

#endi f

{
char principal _nane[ PNAMVE_LEN] ;
| ong pnanme_l en = PNAME_LEN,;

if (tpkey_getinfo(tu_key, "PRINCI PAL",
principal _nane, &pnane_len, 0) == -1) {
(void) fprintf(stdout, "Unable to get information
about principal:%d(%)\n",
tperrno, tpstrerror(tperrno));

exit(1l);
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TPKEY tu_key;

tpsvrinit(argc, argv)
int argc;

char **argv;

#endi f

{
TM32U nybits = 128;

if (tpkey_setinfo(tu_key, "ENCRYPT BITS", &nybits,
sizeof (mybits), 0) == -1) {
(void) fprintf(stderr, "tpkey_setinfo failed
tperrno=%l( %)\ n",
tperrno, tpstrerror(tperrno));
return(l);
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mai n(argc, argv)
int argc;

char *argv[];
#endi f

{

TPKEY tu_key;

TPKEY sdo_key;

TPKEY out put _key;

char *sendbuf, *rcvbuf;

int ret;

int occurrence = 0;

| ong status;

char princi pal _name[ PNAVE_LEN] ;
| ong pnane_l en = PNAME_LEN,

int found = 0;

out put _key = NULL;

ret = tpenvel ope(rcvbuf, 0, occurrence, &output_key,
&status, NULL, 0);

while (ret !'=-1) {
if (status == TPSI GN_OK) {

if (tpkey_getinfo(output_key, "PRINCI PAL",
principal _nane, &pnanme_len, 0) == -1) {
(void) fprintf(stdout, "Unable to get information

about principal:%(%)\n",
tperrno, tpstrerror(tperrno));

t pfree(sendbuf);
tpfree(rcvbuf);
tpterm();
(void) tpkey_close(tu_key, 0);
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(voi d) tpkey_cl ose(sdo_key, 0);
(voi d) tpkey_cl ose(output_key, 0);
exit(1);

}

/* O0O00DO0DOoooog */

(voi d) tpkey_cl ose(output_key, 0);
out put _key = NULL;

found = 1;

br eak;

}

/* 0000O0DOO0ooooooo */

(voi d) tpkey_cl ose(output_key, 0);
out put _key = NULL;

occurrence++;

ret = tpenvel ope(rcvbuf, 0, occurrence, &output_key,
&status, NULL, 0);

0oon

s 3006300000000 00O0DO0OOOOOODOODOO
s 100 2000000000000 00O0O0O0OOO
s J2004000000000000000000

s 030030000000000000O00ATMIOOODODOODOODOOOOO
ood
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0000000000000000000000000000 PKCS70000000
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00000 tpexport() 0000000000000
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gbobobooooooobooboboboboboooboooobobOobo
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gotdoooogad
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tpexport 0 OO tpimport OO 00O O

Ob0O0bO0ObOOOtpexport() DOODOODOODODODOOOOODOOOODODO
gbobobooboobogoboOtpinport() UOOOOOOOOODOODOODODO
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000 3-15 tpexport OO0 tpimport DO O OO0

static void hexdunp _((unsigned char *, long));
#defi ne MAX_BUFFER 80000

mai n(argc, argv)
int argc;

char *argv[];
#endi f

{

char *dat abuf;

char exportbuf [ MAX_BUFFER] ;
|l ong exportbuf_size = 0;
char *inportbuf = NULL;
long inportbuf_size = 0;
int go_on = 1;

exportbuf _size = 0;
while (go_on == 1) {
if (tpexport(databuf, 0, exportbuf, &exportbuf_size, 0)
== -1) {
if (tperrno == TPELIMT) {
printf("% tperrno is TPELIMT, exportbuf_size=% d\n",
__LINE__, exporthbuf_size);
i f (exportbuf_size > MAX_BUFFER) {

return(1l);
}
}
el se {
printf("tpexport(%l) failed:tperrno=%(%)\n",
__LINE__, tperrno, tpstrerror(tperrno));
return(l);
}
}
el se {
go_on = O;
}
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hexdunp( (unsi gned char *) exportbuf, (long) exportbuf_size);

if (tpinport(exportbuf, exportbuf_size, & nportbuf,
& nportbuf _size, 0) == -1) {
printf("tpinport(%) failed:tperrno=%(%)\n",
__LINE__, tperrno, tpstrerror(tperrno));
return(1l);

0l1iob0 2000000000000 b0bobooon
gz200400000000000000000O

g300300000bdboboooo ATMIDODOOOOOoOoOoDooDbOoD
oon
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