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WebLogic Security SPI

4-1 WebL ogic Server

4-1 WebLogic Security

Javax.security.auth JAAS LoginContext
weblogic.security Web Java
WebL ogic Server
WebL ogic Server
weblogic.security.acl WebL ogic Server
ACL
ACL

weblogic.security.audit

WebL ogic Server
Audit
weblogic.security.net
IP
WebL ogic Server
weblogic.net._http. WebL ogic Server
HTTPsURLConnection WebL ogic Server
SSL
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4-1 WebLogic Security

weblogic.security.SSL._HostN

ameVerifier
SSL
JAAS  JavaDevelopment Kit 13
JAAS
JAAS JINDI WebL ogic Server
WebL ogic Server JAAS
JAAS Java SDK 13
JAAS WebL ogic Server
4-2 WebL ogic Server JAAS

4-2 JAAS

Jjavax.security.auth.Subject

Subject

Javax.security.auth.login.LoginContext LoginContext

Javax.security.auth.login.Configuration Webl ogic Server
LoginModule
getConfiguration()

4-4 WebLogic Security


http://edocs.bea.co.jp/e-docs/wls61/javadocs/weblogic/security/SSL/HostNameVerifier.html

JAAS

4-2 JAAS
jJavax.security.auth._spi.LoginModule WebLogic Server
LoginModule
LoginModule
Javax.security.auth.callback.Cal lback
Java
Javax.security.auth.callback.Callback. LoginModule
CallbackHandler CallbackHandler
LoginContext
LoginContext LoginModule
LoginModule
CallbackHandler CallbackHandler
LoginModule
WebL ogic Server
Java JAAS
1. WebLogic Server LoginModule
LoginModule 1
WebL ogic Server LoginModule
WebL ogic Server LoginModule
weblogic.security.auth.Authenticate
weblogic.security.auth._Authenticate JNDI
Environment JNDI
Environment 4-3
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4
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4-6

2. WebLogic Server
LoginModule

3. Java

LoginContext

4, LoginContext

login()

LoginContext

o

samples\examples\security
examples.security.jaas

LoginModule

LoginContext

Configuration
LoginModule

WebL ogic Server

login()
LoginModule

LoginModule

LoginException

LoginContext

Javax.security.auth.Subject

ACL

WebL ogic Server

Java JAAS

4-1

Javax.security.auth_spi.LoginModule

4-1

examples.security.jaas

Samplel oginModule

4-1 LoginModule

Configuration

doAs()
doAs()

//

import java.
import java.
import java.
import java.

WebLogic Security

//
util _Map;
i0. 10Exception;
net_MalformedURLException;
rmi .RemoteException;



JAAS

import javax.security.auth.Subject;

import javax.security.auth.callback.Callback;

import javax.security.auth.callback.CallbackHandler;

import javax.security.auth.callback._.NameCallback;

import javax.security.auth.callback.PasswordCallback;

import javax.security.auth.callback.UnsupportedCallbackException;
import javax.security.auth.login.LoginException;

import javax.security.auth.login.FailedlLoginException;

import javax.security.auth._spi._LoginModule;

import weblogic.security.auth._Authenticate;
import weblogic.jndi.Environment;

public class SampleLoginModule implements LoginModule

private Subject subject = null;

private CallbackHandler callbackHandler = null;
private Map sharedState = null;

private Map options = null;

private String url = null;

//
private boolean succeeded = false;
private boolean commitSucceeded = false;
//
private String username = null;
private String password = null;
//

public void initialize(Subject subject,
CallbackHandler callbackHandler,
Map sharedState,
Map options)

this.subject = subject;
this.callbackHandler = callbackHandler;
this.sharedState = sharedState;
this.options = options;

// WeblLogic Server URL
url = System.getProperty

("'weblogic.security.jaas.ServerURL™);

// true

// FailedLoginException

// LoginModule LoginException
//

public boolean login() throws LoginException

//
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// NULL

if(callbackHandler == null)
throw new LoginException(*'No Cal lbackHandler Specified);

// //
Callback[] callbacks = new Callback[2];
callbacks[0] = new NameCallback(*'username: ');

callbacks[1] new PasswordCal lback(''‘password: ', false);
//

callbackHandler_handle(cal lbacks);

//

username = ((NameCallback) callbacks[0]) -getName();

// char[] Strin

g
char[] charPassword = ((PasswordCallback)
callbacks[1]) -getPassword();

if(charPassword == null)

NULL
charPassword = new char[0];

password = new String(charPassword);

}
// WeblLogic
Environment env = new Environment();
env.setProviderUrl(url);
env.setSecurityPrincipal (username);
env.setSecurityCredentials(password);
//
Authenticate.authenticate(env, subject);
//
succeeded = true;
return succeeded;
WebL ogic Server LoginModule
weblogic.security. internal .ServerLoginModule
Login
Server .policy Login
Login
WebLogic Server  JAAS NameCallback PasswordCallback
TextlnputCallback LoginModule
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server.policy Login
LoginModule WebL ogic Server
JAAS server.policy Login
Login
Login
VM
weblogic.management.username weblogic.management.password
Login
4-2 Javax.security.auth._login.Configuration
4-2

examples.security.jaas SampleConfig

4-2

import java.util _Hashtable;

import javax.security.auth.login.Configuration;

import javax.security.auth.login.AppConfigurationEntry;
import java.io.File;

import java.io.FileReader;

import java.io.lOException;

import java.io.lnputStream;

import java.io.BufferedReader;

import java.io.FilelnputStream;

import java.io.FileNotFoundException;

public class SampleConfig extends Configuration

{

String configFileName = null;

// Configuration
public SampleConfig()

// Configuration
// LoginModule

public AppConfigurationEntry[]
getAppConfigurationEntry(String applicationName)
{

AppConfigurationEntry[] list =
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new AppConfigurationEntry[1];
AppConfigurationEntry entry = null;

//
configFileName =
System.getProperty(“'weblogic.security.jaas.Policy");
System.out._printIn("'Using Configuration File: " +
configFileName);
try
{
FileReader fr = new FileReader(configFileName);
BufferedReader reader = new BufferedReader(fr);
String line;
line = reader.readLine();
while(line != null)
/77 {
if(line.length() == 0 || line.charAt(0) = *{")
{
line = reader.readLine();
continue;
}
// LoginModule
line = reader.readLine();
int 1;
for(i = 0; 1 < line.length(); i++)
{
char ¢ = line.charAt(i);
if(c 1= " ")
break;
}

int sep = line.indexOf(" ", 1);

line.substring(0, sep).trim(Q);
line.substring(sep + 1)line.indexOf

7, sep + 1));

System.out.printIn(’'Login Module Name: " + LMName);
System.out.printIn(''Login Module Flag: "™ + LMFlag);

String LMName
String LMFlag

if(LMFlag.equalslgnoreCase("'OPTIONAL'™))

entry = new AppConfigurationEntry(LMName,
AppConfigurationEntry.LoginModuleControlFlag.
OPTIONAL,new Hashtable());
list[0] = entry;
}

else if(LMFlag.equalslgnoreCase(""REQUIRED™))
{

entry = new AppConfigurationEntry(LMName,
AppConfigurationEntry.LoginModuleControlFlag.
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REQUIRED, new Hashtable());
list[0] = entry;
}

else if(LMFlag.equalslgnoreCase(""REQUISITE™))
{

entry = new AppConfigurationEntry(LMName,
AppConfigurationEntry.LoginModuleControlFlag.
REQUISITE, new Hashtable());
;ist[O] = entry;

else if(LMFlag.equalslgnoreCase("'SUFFICIENT™))

entry = new AppConfigurationEntry(LMName,
AppConfigurationEntry.LoginModuleControlFlag.
SUFFICIENT ,new Hashtable());
list[0] = entry;

// Login
public void refresh()

4-3 JAAS Java
4-3 examples.security. jaas
SampleClient Java
Jjavax.security.auth.callback.Cal lback.CallbackHandler

4-3 JAAS Java
//
import java.io.*;
import java.util_*;
import javax.security.auth_Subject;
import javax.security.auth.callback.Callback;
import javax.security.auth.callback.CallbackHandler;
import javax.security.auth.callback.TextOutputCallback;
import javax.security.auth.callback.NameCallback;
import javax.security.auth.callback.PasswordCallback;
import javax.security.auth.callback.UnsupportedCallbackException;
import javax.security.auth.login.LoginContext;
import javax.security.auth.login.LoginException;
import javax.security.auth.login.FailedLoginException;
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import javax.security.auth.login.AccountExpiredException;
import javax.security.auth.login.CredentialExpiredException;

public class SampleClient

{
//
LoginContext loginContext = null;
// JAAS URL LoginContext
{
// SamplelLoginModule URL JAAS

// LoginModule
Properties property = new
Properties(System.getProperties());
property.put(“weblogic.security. jaas.ServerURL", args[0]);
System.setProperties(property);

// SampleConfiguration
// JAAS Configuration
property = new Properties(System.getProperties());
property.put(“weblogic.security.jaas.Configuration",
"examples.security.jaas.SampleConfig");
System.setProperties(property);

// Configuration
//
property = new Properties(System.getProperties());
property.put(*weblogic.security.jaas.Policy",
"Sample.policy");
System.setProperties(property);

// LoginContext
loginContext = new LoginContext(*'SampleLoginModule™, new
MyCal lbackHandler()):

}
//
loginContext.login();
// SampleAction

Subject subject = loginContext.getSubject();
SampleAction sampleAction = new SampleAction();
Subject.doAs(subject, sampleAction);

// CallbackHandler
class MyCallbackHandler implements CallbackHandler

{
public void handle(Cal lback[] callbacks) throws 10Exception,

UnsupportedCal IbackException
for(int i1 = 0; 1 < callbacks.length; i++)

if(callbacks[i] instanceof TextOutputCallback)
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//

//

//

TextOutputCal lback toc = (TextOutputCallback) callbacks[i];
switch(toc.getMessageType())
{
case TextOutputCallback.INFORMATION:
System.out.printin(toc.getMessage());
break;
case TextOutputCallback.ERROR:
System.out._printIn(*'ERROR: " + toc.getMessage()):;
break;
case TextOutputCallback_ WARNING:
System.out.printIn(""WARNING: " + toc.getMessage());
break;
default:
throw new I0Exception('Unsupported message type: " +
;oc.getMessageType());

}
else if(callbacks[i] instanceof NameCallback)

{

NameCallback nc = (NameCallback) callbacks[i];
System.err.print(nc.getPrompt());
System.err.flush();

nc.setName((new BufferedReader(new
InputStreamReader(System.in))).readLine());

}else if(callbacks[i] instanceof PasswordCallback)

{

PasswordCallback pc = (PasswordCallback) callbacks[i];
System.err.print(pc.getPrompt());
System.err.flush();

/7 JAAS String char[]

String tmpPassword = (new BufferedReader (new
InputStreamReader(System.in))).readLine();

int passLen = tmpPassword.length();

char[] password = new char[passLen];

for(int passldx = 0; passldx < passLen; passldx++)
password[passldx] = tmpPassword.charAt(passldx);
pc.setPassword(password) ;

else

throw new UnsupportedCal IbackException(callbacks[i],
"Unrecognized Callback™);
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JAAS Java Authentication and Authorization Service
Developer's Guide

JNDI

Java JNDI Java
JINDI Initial Context WebL ogic Server
Initial Context WebL ogic Server INDI
JNDI
4-3 JNDI
INITIAL_CONTEXT_FACTORY WebL ogic Server

weblogic.jndi.WLInitialContextFactory
WebL ogic Server JNDI SPI

PROVIDER_URL WebL ogic Server
. t3://weblogic:7001
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JNDI

4-3 JNDI

SECURITY_AUTHENTICATION

®m None

m Simple

m Strong

WebL ogic Server
SECURITY_AUTHENTICATION
WebL ogic Server

SECURITY_AUTHENTICATION  None

SECURITY_PRINCIPAL WebL ogic Server

SECURITY_CREDENTIALS WebL ogic Server

®  SECURITY_AUTHENTICATION="simple"

User

m SECURITY_AUTHENTICATION=""strong"

WebL ogic Server
X509
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InitialContext
4-4 Java
4-4 samples\examples\security
WebL ogic Server examples._security.acl

Client

4-4

Hashtable env = new Hashtable();
env. put(Context. INITIAL_CONTEXT_FACTORY,
"weblogic.jndi. WLInltlaIContextFactory DF
env.put(WLContext.PROVIDER_URL, "t3: //Webloglc 7001");
env.put(WLContext.SECURITY_ AUTHENT ICATION "simple'™);
env.put(Context.SECURITY_PRINCIPAL, Javacllent DF
env._put(Context.SECURITY_ CREDENTIALS ""password™);

ctx = new InitialContext(env);

4-5 Java
SSL WebL ogic Server T3S
SSL WebL ogic Server
Java

4-5

Hashtable env = new Hashtable();
env.put(Context. INITIAL_CONTEXT_FACTORY,

"weblogic.jndi. WLInitiaIContextFactory DF
env.put(WLContext.PROVIDER_URL, "t3s: //Webloglc 7001™);
env.put(WLContext.SECURITY_ AUTHENTICATION "strong');
env.put(Context.SECURITY_PRINCIPAL, "javaclient");
env.put(Context. SECURITY_CREDENTIALS, "certforclient™);

ctx = new InitialContext(env);
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SSL Web

SSL

4-4 4-5
User
weblogic.security.acl.Security.getUser()
WebL ogic Server User WebL ogic Server
Java User
ACL

INDI INDI
WebL ogic JNDI
JINDI
INDI

Web

URL WebL ogic Server
WebL ogic Server SSL
weblogic.net._http.HttpsURLConnection

weblogic.net_http.HttpsURLConnection

SSL SSL SocketFactory

SSL weblogic.net._http.HttpsURLConnection
SSL
SSL Java Secure Socket Extension JSSE
API SSL
SSL
\samples\examples\security\ssiclient
examples.security.sslclient
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WebL ogic Server
WebL ogic Server
WebL ogic Server
Administration Console
WebL ogic Server
WebL ogic Server
SSL
WebL ogic Server
Java JAAS
LoginModule
Java JNDI WebL ogic INDI Environment
setSSLClientCertificate()
X.509
Java
Definite
Encoding Rules DER X509 JNDI
X509 JNDI
JINDI
JNDI DER
InputStreams JINDI
Java

InputStream
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2 Java

InputStream
Java
fileRealm._properties Java
WebL ogic
Server Java
weblogic.security.PEMInputStream Privacy Enhanced
Mail PEM
64 DER PEM
4-6 Java
4-6 samples\examples\security
WebL ogic Server examples.security.acl

AltClient

4-6

package examples.security.acl;

import java.io.FilelnputStream;

import java.io.lnputStream;

import javax.naming.Context;

import weblogic.jndi.Environment;

import weblogic.security.PEMInputStream;

public class AltClient

{
public static void main(String[] args)

Context ctx = null;

String url = args[0];

try

{ . ]
Environment env = new Environment();
env.setProviderUrl(url);

// 2 3
if (args.length >= 3)
{
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env.setSecurityPrincipal(args[1]);
env.setSecurityCredentials(args[2]);

// 4 5
//
if (url_startsWith("t3s'") && args.length >= 5)

{
InputStream[] certs = new InputStream[args.length - 3];
for (int q = 3; q < args.length; g++)
{

String file = args[q];
InputStream is = new FilelnputStream(file);

if (File.toLowerCase() -endsWith(*".pem™))

{ is = new PEMInputStream(is);

%erts[q - 3] = is;
gnv-setSSLClientCertificate(certs);

ctx = env.getlnitialContext();

IJNDI  getlnitialContext() Java
WebL ogic Server Web
Web
Java
User
Java ACL
WebL ogic Server Java
WebLogic INDI Environment getinitialContext()
Environment
Environment JNDI
getinitialContext()
Java WebL ogic Server
VM Java VM ID Java
WebL ogic Server
Java JVM
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Java SSL

VM VM
SSL JVM Java JINDI
InitialContext JNDI SECURITY_PRINCIPAL
SECURITY_CREDENTIALS
WebL ogic Server ID SSL Java
WebL ogic Server
SSL
CertAuthenticator WebL ogic Server
Java CertAuthenticator
CertAuthenticator WebL ogic Server
VM
CertAuthenticator
ID
JNDI JNDI
WebL ogic INDI
JNDI
JINDI
WebLogic Server
WebL ogic Server SSL Web
Java
Web Java WebL ogic Server
Web Java
ACL WebL ogic Server
WebLogic Server  Web Java
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Web Java WebL ogic Server
weblogic.security.acl.CertAuthenticator
SSL CertAuthenticator
CertAuthenticator
weblogic.security.acl .getUser()
User WebL ogic Server
CertAuthenticator Web WebLogic
Server Java
JNDI SECURITY_CREDENTIALS
SSL
Java CertAuthenticator
SSL Java ID
Java JVM
JVM SSL
WebL ogic Server
weblogic.security.acl.getUser()
DER
Certificatelnfo MD5 X.509
ANS.1
CertAuthenticator
authenticate() WebL ogic Server
Java
Certificate SSL
true authenticate()
Certificate
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4-7

CertAuthenticator

weblogic.security.acl.getUser()

WebL ogic Server User
ID
4-7 WebL ogic Server
4-7
samples\examples\security WebL ogic Server

examples.security.cert

SimpleCertAuthenticator

4-7 WebLogic Server

package examples.security.cert;

import
import
import
import
import
import
import

public

weblogic.
weblogic.
weblogic.
weblogic.
weblogic.
weblogic.
weblogic.

security.Certificate;
security._Entity;
security.X500Name;
security.acl.CertAuthenticator;
security.acl.BasicRealm;
security.acl.Realm;
security.acl.User;

class SimpleCertAuthenticator
implements CertAuthenticator

private BasicRealm realm;

public SimpleCertAuthenticator()
{

realm = Realm.getRealm(*'weblogic');

/**

e

% b X %

param userName

@ param certs
@ WebLogic

WebLogic Security
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* @ param ssl false null
* @ null
*/
public User authenticate(String userName, Certificate[] certs,
boolean ssl)
// SSL
//
if (ssl == false)
return null;
User result = null;
Certificate cert = certs[0];
Entity holder = cert.getHolder(Q);
if (holder instanceof X500Name)
{
X500Name x500holder = (X500Name) holder;
String email = x500holder.getEmail();
if (email = null)
int at = email.indexOf('@");
if (at > 0)
String name = email.substring(0, at);
//
//
result = realm.getUser(name);
3
}
return result;
}
4-7 WebLogic
Server
weblogic.security.acl._realm getRealm('weblogic'™)
LDAP
WebL ogic Server
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weblogic.security.X500Name
weblogic.security.Certificate
4-7 Certificate
X500Name X500Name
getEmail
weblogic.security.acl _AbstractableRealm
getUser(String) WebL ogic Server

weblogic.security.acl._AbstractableRealm authenticate()
null

WebLogic Server

WebL ogic Server WebL ogic Server

4-8 WebL ogic Server
server2._.weblogic.com 2 WebL ogic Server

4-8 WebLogic Server

FilelnputStream [] f = new FilelnputStream[3];
Tf[0]= new FilelnputStream(*'demokey.pem™);
f[1]= new FilelnputStream(*'democert.pem™);
f[2]= new FilelnputStream(*'ca.pem');

Environment e = new Environment ();
e.setProviderURL(""t3s://server2.weblogic.com:443");
e.setSSLClientCertificate(f);
e.setSSLServerName(*'server2._weblogic.com™);
e.setSSLRootCAFingerprints(*'ac45e2d1ce492252acc27ee5c345ef26™) ;

T3Client t3c = e.createProviderClient();
t3c.connect();
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e.setlnitialContextFactory
(“weblogic.jndi.WLInitialContextFactory”);
Context ctx = new InitialContext(e.getProperties())

4-8 WebL ogic INDI Environment
m setProviderURL WebLogic Server  URL
URL SSL WebL ogic Server
T3S SSL 2 WebL ogic

Server

m setSSLClientCertificate

m setSSLServerName WebL ogic Server
WebL ogic Server

B setSSLRootCAFingerprint

INDI INDI
WebL ogic JNDI
INDI
JNDI
Java Java
Java
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WebL ogic Servlet AP HTTPServletRequest
getAttribute() SSL

WebL ogic Server

® javax.net.ssl._cipher_suite

m javax.net.ssl.session SSL Session
SSL Session

B javax.net._ssl_rootCA

® javax.net.ssl.rootCADigest

m javax.net.ssl.peer_certificates

weblogic.security.X509

] Web
URL ID
|
]
|
|
X509 to_stringQ

WebLogic Security 4-27


http://edocs.beasys.co.jp/e-docs/wls61/javadocs/weblogic/security/X509.html

4 WebLogic Seurity SPI

X509
weblogic.security.JDK11Certificate
weblogic.security.JDK11Certificate
Java.security._Certificate

4-9 X509 X509
JDK111Certificate

4-9 X509 JDK111Certificate

weblogic.security.JDK11Certificate jdkllcert =
new weblogic.security.JDK111Certificate(X509certs [0]):

print(out, "jdkllcert.getPrincipal().getName() -",
jJdklicert.getPrincipal().getName() );
print(out, "jdkllcert.getGuarantor().getName() -",
Jdklicert.getGuarantor().getName() );

weblogic.security.JDK1l1Certificate
m getlssuerCertificate()

jJava.security.Certificate

m getFingerprint()
DER MD5

® getSubjectOrgunit() Organizational
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WebL ogic Server WebL ogic
SSL
WebLogic Server  SSL SSL
SubjectDN SSL

SSL

SSL
SSL

SSL
WebL ogic Server
WebL ogic Server
m  Administration Console [ ] [SSL] [
]

m SSL

-Dweblogic.security.SSL.ignoreHostnameVerification=true

weblogic.security.SSL.HostnameVerifier

SubjectDN

weblogic.security.SSI_HostnameVerifier
ID
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m Administration Console | ] [SSL] [

[
-Dweblogic.security.SSL.HostnameVerifier=hostnameverifier
hostnameverifier

JDK
2

weblogic.net.http.Handler.init();

weblogic.management.application.Handler.init();

\samples\examples\security\sslclient

examples._security.sslclient SSL

true
NullHostnameVerifier WebL ogic
SSL SubjectDN
SSL
setHostnameVerifier
SSL
public void setHostnameVerifier (HostnameVerifier hv)
SSL
weblogic.security.SSL.TrustManager
SSL
SSL
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SSL
SSL
Web SSL
SSL
weblogic.security.SSL.TrustManager
SSL
weblogic.security.SSL.TrustManager
setTrustManager ) SSL

weblogic.security.SSL.TrustManager JSSE

Administration Console

\samples\examples\security\ssiclient

] SSL
SSL

\samples\examples\security\sslclient\SSLSocketClient
u true

\samples\examples\security\sslclient\Nul ledTrustManager
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SSL

SSL SSL
SSL SSL
SSL
SSL
CA
SSL
SSL
SSL

setTrustManager
SSL Administration Console

SSL
Java new SSL getlnstance()

getlnstance()

\samples\examples\security\ssiclient

[ SSL SSL
SSL

\samples\examples\security\sslclient\SSLSocketClient
SSL Sun Microsystems  Java Secure Socket Extension JSEE
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ACL

ACL

WebL ogic Server ACL
ACL WebL ogic Server
WebL ogic Server ACL
ACL
WebL ogic Server
Web

weblogic.security.acl.Security ACL
weblogic.security.acl.Security Security.hasPermission()

Security.checkPermission()

Security.hasPermission()
true
Security.checkPermission()
jJjava.lang.SecurityException

WebL ogic Server examples.security.acl
samples\examples\security ACL
frob ACL aclexample RMI
Frobimpl
ACL WebL ogic Server
ACL
ACL Java

1. JINDI InitialContext ~ WebL ogic Server
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2. WebL ogic Server INDI
Java
frob  Froblmpl
3. RMI frob(Q
FroblImpl ACL
4-10 weblogic.security.acl.realm
checkPermission() ACL
4-10 ACL
Security.checkPermission(Security.getCurrentUser(),
"aclexample",
Security.getRealm().getPermission("frob™),
ACL
1. weblogic.security.acl.realm getRealm(realm_name)
2. weblogic.security.acl.realm getACLO
getPermission() ACL
3. acl.checkPermission()
4-11 ACL
4-11 ACL
User p = Security.getCurrentUser();
BasicRealm realm = Realm.getRealm(realm_name);
Acl acl = realm.getAcl(acl_name);
Permission perm = realm.getPermission(permission_name);
boolean result = acl == null || 'acl.checkPermission(p, perm);
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frob
ACL frob
false
getACLQ
Java. lang.UnsupportedOperationException
ACL
4-12
weblogic.security.audit Audit
Audit WebLogic Server  AuditProvider
4-12

Audit._checkPermission(*'Frob™, acl, p, perm, !result);

ACL
samples\examples\security WebL ogic Server
examples.security.acl

2. Group
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3.
4,
5.
6.
7.
8 User
9. Group
10. User
11. Group
WebL ogic Server WebL ogic Server Administration Console
weblogic.security.acl Javadoc
BEA
RMI
RMI
4-4 WebL ogic
4-4 WebLogic

weblogic.security.acl .User
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4-4

WebLogic

weblogic.security.acl.

FlatGroup

weblogic.security.acl.

CloseableEnumeration

weblogic.security.acl.

AbstractListableRealm

ACL
Admission Console

ACL

weblogic.security.acl.

RefreshableRealm

Administration Console
ACL

weblogic.management.
configuration.
CustomRealmMbean

4-1
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4-1 WebLogic

= wehlogic security acl
?I'E?ihb Eiﬂ )7 Abstractl istableRealm

EWETD CustomPBealm 75

: | :

wablogicsscurity.acl Mbbilunl;lé_mmw acl
ClasableEnumearation mMeration
EHETE Loar (D5 U797 ERET 2 Group DIERSS

| I

vasblogic eecuwrity.acl Ussr ».'.ehb security acl FlatGraup
S & User 733, TTD Arowp 732,

.

wablogic maragemant
configuration C ustomPealmbBaan

I ,

TFallFy ZRTF
(e, Group)

User

weblogic.security.acl ._User
User

4-13 User
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//
import weblogic.security.acl._user;

// User
/*package */class CustomRealmUser
extends User
{

//
CustomRealm realm = null;

//
/*package*/ CustomRealmUser(String name, CustomRealm realm);

{
//

//
super(name) ;

//
this.realm = realm;

}
//

public BasicRealm getRealm()
{

return realm;

}

Group

Group
weblogic.security.acl.Flatgroup
Group
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Flatgroup

FlatGroup

5

Administration Console |

4-14 Group

4-14 Group

//
import weblogic.security.acl.FlatGroup;

/*package*/ class CustomRealmGroup
extends FlatGroup

//
/*package*/ CustomRealmGroup(String name,
CustomRealm realm);

//
//
super(name, source);

// User
// Group
protected Class getUserClass()

return CustomRealmUser.class;
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weblogic.security.acl.CloseableEnumeration
Java.util .Enumeration

Group
WebL ogic Server

User

4-15

4-15

User

Group

//

import weblogic.security.acl.FlatGroup;
import weblogic.security.acl.ClosableEnumeration;

7

/*package*/ class CustomRealmUsersEnumeration
implements CloseableEnumeration

//

//

// User

private CustomRealm realm = null;
//

/*package */ CustomRealmUsersEnumeration(...,
CustomRealm realm)

this.realm = realm;

3
1/

WebLogic Security
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public boolean hasMoreElements()
{
7/
7/
return (there are more users ...) ? true : false;

}

//
//
// User User
public Object nextElement()

//
//
return new CustomRealmUser(next user name ..., realm);

}

//
//
public void close()

//
//
//
¥
¥
// Group

/*package*/class CustomRealmGroupsEnumeration
implements CloseableEnumeration

//

//
// Group
private CustomRealm realm = null;

//
/*package */ CustomRealmUsersEnumeration(.. .,
CustomRealm realm)

this.realm = realm;
}
//
public boolean hasMoreElements()
{
//
//
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return (there are more groups ...) ? true : false;

}

//
//
// Group Group
public Object nextElement()
{
//
//
return new CustomRealmGroup(next group name ..., realm);

}

//
//
public void close()

//
//
//

}

weblogic.security.acl _AbstractListableRealm

1
2
3.
4
WebL ogic Server

WebL ogic Server
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Administration Console | ]
weblogic.security.acl.RefreshableRealm
refresh()
refresh() refresh()
4-16
4-16
a
import weblogic.security.acl.AbstractListableRealm;
import weblogic.security.acl._BasicRealm;
import weblogic.security.acl._RefreshableRealm;
import weblogic.server.Server;
//
public class CustomRealm
extends AbstractListableRealm //
implements Refreshable Realm //
//
public CustomRealm()
super(*'Custom Realm™);
public void refresh()
{
//
}
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URL

WebL ogic Server Administration Console | Custom
Ream | [ ]
WebL ogic Server
userinfoFileName groupInforFileName 2
Administration Console [ Custom Realm

] [ ]
weblogic.management.Helper
weblogic.management.configuration.DomainMbean

4-17

4-17

/7
import weblogic.management.Helper;
import weblogic.management.configuration.DomainMBean;

MBeanHome mHome = Helper.getMBeanHome(user, password, url,
servername);
DomainMBean domainMBean = mHome.getActiveDomain();
SecurityMBean secMBean = domainMBean.getSecurity();
BasicRealmMBean basicRealmMBean =
secMBean.getRealm() .getCachingRealm.getBasicRealm();

CustomRealmMBean customRealmMBean =
(CustomRealmMBean)basicRealmMBean;
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// CustomRealmMBean
Properties configData = customRealmMBean.getConfigurationData();

//

String userlInfoFileName =
configData.getProperty("'UseriInfoFileName);

String grouplnfoFileName =
configData.getProperty("'GroupInfoFileName);

authUserPassword()
authUserPassword()
[ | User
User
|
null
4-18
4-18
7
protected User authUserPassword(String name, String password)
{
//
// password name
if (.- { _
return new CustomRealmUser(name, this);
} else {

return null;

}
¥
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getGroupMembersinternal ()

4-19

4-19

s
protected Hashtable getGroupMemberslinternal (String name)
//

//
if (1...) |

//
throw new CustomRealmException(*'No such group : " + name);

//
//

Hashtable members = new Hashtable();

//

for (...) {/7/
it (...){
//

// User

//

// User

members.put(memberName, new CustomRealmUser
(memberName, this));

} else if

// User

members.put(memberName, new CustomRealmGroup
(memberName, this));

}

ks
//
return members;
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4-48

weblogic.security.acl _.AbstractListableRealm
getGroup()

weblogic.security.acl .AbstractListableRealm
getGroups(Q

User Group

Console

4-20

4-20

getUser()

getUsers()

Administration

// User
public User getUser(String name)

it (...){

// User

// User
return new CustomRealmUser(name, this);

} else {

// null

return null;

}

}

// Group
public Group getGroup(String name)
{

//

//

if (... {

// Group

// Group
return new CustomRealmGroup(name, this

} else {

// null

return null;
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//
//
public Enumeration getUsers()

// User
//
//
//
//
return new CustomRealmUsersEnumeration(..., this);
}
//
//
public Enumeration getGroups()
// Group
//
//
//
//
return new CustomRealmGroupsEnumeration(..., this);
}
weblogic.security.acl._FlatGroup isMember()
ACL Aclimpl
AclEntrylmpl
AclEntry
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Aclimpl ACL
AclEntrylmpl Aclimpl
AclEntrylmpl
getAcl O
ACL getAclInternal )
Aclimpl
AclEntrylmpl AclEntrylmpl
AclEntrylmpl Aclimpl
Aclimpl
getAcliInternal Q) ACL
weblogic.security.audit WebL ogic Server
SPI
AuditProvider Audit
WebL ogic Server 2
AuditProvider
WebL ogic
Server
AuditProvider
WebL ogic Server
AuditProvider Administration Console
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LoginAuditProvider \samples\examples\security\audit
WebL ogic Server examples.security.audit
WebL ogic Server

true

LogAuditProvider

ACL WebL ogic Server

SSL

weblogic.security.net.ConnectionFilter

WebL ogic Server
Administration Console
Java Web WebL ogic Server
WebLogic Server  ConnectionEvent
ConnectionFilter accept()
ConnectionEvent IP
Jjava.net.InetAddress
WebL ogic Server HTTP HTTPS
T3 T3S IHOP
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ConnectionFilter ConnectionEvent

FilterException

samples\examples\security\net WebL ogic Server
examples._security.net_SimpleConnectionFilter
SimpleConnectionFilter

WebL ogic Server
SimpleConnectionFilter

4-21 WebL ogic Server ConnectionEvent
SimpleConnectionFilter.accept()
SimpleConnectionFilter.accept()

SimpleConnectionFilter.accept()

4-21

public void accept(ConnectionEvent evt)
throws FilterException

InetAddress remoteAddress = evt.getRemoteAddress();

String protocol = evt.getProtocol().toLowerCase();
int bit = protocolToMaskBit(protocol);

if (bit == Oxdeadbeef)
bit = 0;

//
for (int i = 0; i < rules.length; i++)

switch (rules[i]-check(remoteAddress, bit))
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SSL

case FilterEntry.ALLOW:

return;

case FilterEntry._DENY:
throw new FilterException(rule ™ + (I + 1));
case FilterEntry.IGNORE:

break;
default:
throw new RuntimeException(*'connection filter internal error!™);
}
//
return;
}
RMI over [IOP
SSL RMI EJB IHOP
SSL
WebL ogic Server
SSL RMI over I1OP
m CORBA Object Request Broker ORB
m Java
SSL WebL ogic Server
SSL
CORBA ORB SSL RMI over IIOP
1. SSL CORBA ORB
SSL
ORB
2. host2ior WebL ogic Server IOR
host2ior SSL SSL
2 IOR
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3. SSLIOR WebL ogic Server INDI CosNaming
RMI over 11OP WebL ogic RMI Over [10P

Java SSL RMI over I1OP

1 Java

2. SSL java.rmi.server.RMISocketFactory

WebLogic Server  SSL
Java.rmi.server.RMISocketFactory

4-22
3. -d gjbc
4. java.rmi.server._.RMISocketFactory Java
CLASSPATH
5. Java

-xbootclasspath/a:%CLASSPATH%
-Dorg.omg.CORBA.ORBSocketFactoryClass=java.rmi.server.RMISocket
Factory

-Dssl .certs=Java

-Dssl _key=Java

Java CLASSPATH SSL WebLogic
Server
WebL ogic Server Java
Java
ssl._certs ssl_key
4-22

Java WebLogic Server  SSL SSL

Sun Microsystems  JSSE SSL
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SSL RMI over [IOP

4-22 java.rmi.server.RMISocketFactory

package examples._rmi_iiop.ejb_rmi_iiop;
import java.io.FilelnputStream;

import java.io.lOException;

import java.io.lnputStream;

import java.net.ServerSocket;

import java.net.Socket;

import java.rmi.server._RMISocketFactory;
import java.util.StringTokenizer;

import java.util_Vector;

import weblogic.security.PEMInputStream;
import weblogic.security.RSAPrivateKey;
import weblogic.security.SSL.SSLCertificate;
import weblogic.security.SSL.SSLParams;
import weblogic.security.SSL.SSLServerSocket;
import weblogic.security.SSL.SSLSocket;
import weblogic.security.X509;

/**

*SSL org.omg.CORBA.ORBSocketFactoryClass

* examples.rmi_iiop.ejb.rmi_iiop.SSLSocketFactory
* WebLogic Server Java

* WebLogic Server Java

* WebLogic Server Java
* SSL SSL

* **/

public class SSLSocketFactory extends RMISocketFactory

static int sslPort = 7002;

SSLCertificate cert;
RSAPrivateKey key;

private static InputStream getDERStream(String fileName)
throws I0Exception

InputStream is = new FilelnputStream(fileName);

if (fileName.toLowerCase().endsWith(".pem™)) {
is = new PEMInputStream(is);
}

return is;

public SSLSocketFactory()
{

String certFiles = System.getProperty(“'ssl.certs");
String keyFile = System.getProperty(*'ssl.key');

if (certFiles == null) {
System.err._printIn("'Warning: no server certs (ssl.certs)
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provided!');
System.err_printIn(**Warning: incoming server connections
may faill');
return;
}
if (keyFile == null) {
System.err._printIn(*"Warning: no server private key (ssl.key)
provided!™);
System.err.printIn(""Warning: incoming server connections
may faill'™);
}
StringTokenizer toks = new StringTokenizer(certFiles,
System.getProperty(‘'path.separator",

cert = new SSLCertificaté();'
cert.certificateList = new Vector();
try {

if (keyFile = null) {

cert._privateKey = new

RSAPrivateKey(getDERStream(keyFile));

}

while (toks.hasMoreTokens()) {

InputStream is = getDERStream(toks.nextToken());
cert._certificateList.addElement(new X509(is));
is.close();

}
catch (Exception e) {

e.printStackTrace();

System.exit(1);

}

public Socket createSocket(String host, int port)
throws I0Exception

{
Socket sock = null;
System.out.printIn(*"*** connecting to " + host + ":" + port);
if (port == sslPort) {
try {

SSLParams p = new SSLParams();
sock = new SSLSocket(host, port, p);

}

catch (Exception e) {
e.printStackTrace();
}

else {
sock = new Socket(host, port);
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return sock;

public ServerSocket createServerSocket(int i)
throws I0Exception

ServerSocket sock = null;

it (true) {
try {
SSLParams p = new SSLParams();

if (cert = null) {
p-setServerCert(cert);

else {

System.err._printin

(***** Listening for SSL connections without server
private key or certs!™);

System.err.println

("**** THIS MAY CAUSE FAILURES IF THE SERVER
CONNECTS TO USI'™);
}

sock = new SSLServerSocket(i, p);
3

catch (Exception e) {
e._printStackTrace();

3

else {
sock

new ServerSocket(i);

int Ip = sock.getLocalPort();

if (i '=1p) {
System.out.printIn(’"*** listening on any port -
got " + Ip);

else {
System.out.printIn(’"*** listening on port " + Ip);

return sock;
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