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Send Us Your Comments

Oracle Financial Services Lending and Leasing User Documentation

Oracle welcomes customers' comments and suggestions on the quality and usefulness of this
document. Your feedback is important, and helps us to best meet your needs as a user of our
products. For example:

e Are the implementation steps correct and complete?

e Did you understand the context of the procedures?

e Did you find any errors in the information?

e Does the structure of the information help you with your tasks?

e Do you need different information or graphics? If so, where, and in what format?
e Are the examples correct? Do you need more examples?

If you find any errors or have any other suggestions for improvement, then please tell us your
name, the name of the company who has licensed our products, the title and part number of
the documentation and the chapter, section, and page number (if available).

Note: Before sending us your comments, you might like to check that you have the latest
version of the document and if any concerns are already addressed. To do this, access the
Oracle Documentation available at www.docs.oracle.com which contains the most current
Documentation Library plus all documents revised or released recently.

Send your comments using the electronic mail address: financialservices_ww@oracle.com
Please give your name, address, electronic mail address, and telephone number (optional).

If you need assistance with Oracle software, then please contact your support representative
or Oracle Support Services.

If you require training or instruction in using Oracle software, then please contact your Oracle
local office and inquire about our Oracle University offerings. A list of Oracle offices is
available on our Web site at www.oracle.com.
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1.1

1. Preface

This document contains notes and installation steps needed to install and setup Oracle
Financial Services Lending and Leasing. Oracle Financial Services Lending and Leasing
relies on several pieces of Oracle software in order to run and this document is in no way
meant to replace Oracle documentation supplied with these Oracle products or available via
Oracle technical support. The purpose of this document is only meant to supplement the
Oracle documentation and to provide Oracle Financial Services Lending and Leasing specific
installation instructions.

For recommendations on security configuration, refer Security Configuration Guide.

It is assumed that anyone installing Oracle Financial Services Lending and Leasing will have
a thorough knowledge and understanding of Oracle Weblogic Server 12c, OAS (Oracle
Analytic Server) 5.5.0.

Application installation consists of following steps.

e Installing Software

e Creating Domains, Repositories, Data Sources

e Configuring Policies

e Deploying Application

e Enabling SSL
e Mapping Enterprise Group with Application Role

e Configuring JNDI name for HTTP Listener
e Configure AQ-JMS Bridge
e Configuring Oracle Analytics Publisher for Application

e Launching Application

Prerequisites

The following software are required to install Oracle Financial Services Lending and Leasing
application and they are available from the following sources:

e Oracle Software Delivery Cloud (http://edelivery.oracle.com/)
e Oracle Technology Network (OTN)

1. JDK Version jdk1.8.0_241 or above (https://www.oracle.com/technetwork/java/javase/
downloads/jdk8-downloads-2133151.html)

2. Oracle WebLogic Server 12¢ Version 12.2.1.4.0 (http://www.oracle.com/technetwork/
middleware/weblogic/downloads/index.html)
Navigate to Fusion Middleware Infrastructure Installer.

3. JVM/JDK are to be downloaded and installed prior to installing the Weblogic Server.

Note

Please use all 64-bit software’s for machine hosted with 64-bit O/S.

1-1 ORACLE
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1.2

1.3

Audience

This document is intended for system administrators or application developers who are
installing Oracle Financial Services Lending and Leasing Application.

Conventions Used

Term

Refers to

Application

Oracle Financial Services Lending and Leasing

ORACLE



2.1

2. Installing Software

Installing Oracle WebLogqic Server 12c

To install using generic Weblogic installer

1. Run the command > java -jar fmw_12.2.1.4.0_infrastructure.jar

2. Welcome screen is displayed as shown below. Click Next.

E Oracle Fusion Middleware 12c¢ Infrastructure Installation - Step 1 of 8

2 O b4
Welchiing _ORACLE m
FUSION MIDDLEWARE

Welcome il

i i 2c (122 1)
Auto Updates Welcome to the Oracle Fusion Middleware 12¢ (12.2.1.4.0) Infrastructure Installer.
Installation Location Use this installer to create a new Oracle home that contains the Oracle Fusion Middleware
Infrastructure software. You can then install additional Fusion Middleware products that require the
Installation Type Infrastructure into the Oracle home, or you can use the Infrastructure to configure a WebLogic

o Server domain for the deployment of Java and Oracle ADF applications.
Prerequisite Checks

For more information, see Install, Patch, and Upgrade in the Oracle Fusion Middleware
Installation Summary
documentation library.

e e G

Context-sensitive online help is available from the Help button

Copyright © 1996, 2019, Oracle and/or its affiliates. All rights reserved.

Help Next > Cancel
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3. The following window is displayed.

E Oracle Fusion Middleware 12c Infrastructure Installation - Step 2 of 8 — O X
Auto Updates ORACLE
FUSION MIDDLEWARE
Welcome :
Auto Updates ») Skip Auto Updates
Installation Location Select patches from directory

Installation Type
Prerequisite Checks Search My Oracle Support for Updates

Installation Summary

Installation Progre

€~~~ ——€ €

Installation Complete

Help < Back | Next > I Cancel

4. Select ‘Skip Auto Updates’ and Click ‘Next'.

E Oracle Fusion Middleware 12c Infrastructure Installation - Step 3 of 8 — O X

Installation Location ORACLE
FUSION MIDDLEWARE

Welcome * Oracle Home:

Auto Updates

! Installation Location

Jull/Middleware /Weblogicl2cHome - Browse

Feature Sets Installed At Selected Oracle Home: | View
Installation Type

Prerequisite Checks
Installation Summary

Installation Progress

C——C-€—€—€—06—6€

Installation Complete

The Oracle Home will be used for all Oracle Feature Sets in this installation.

This page only shows Feature Sets installed at the selected Oracle Home.
It does not show Feature Sets installed anywhere else.

Help <Back || Next> i Cancel

5. Specify the path for Middleware Home Directory.
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6. Click ‘Next'. The following window is displayed.

E Oracle Fusion Middleware 12c Infrastructure Installation - Step 4 of 8

Installation Type

€€ —€—€— <€

Welcome

Auto Updates
Installation Location
Installation Type
Prerequisite Checks
Installation Summary
Installation Progress
Installation Complete

Help

_ORACLE
FUSlON MIDDLEWARE
Fusion Middleware Infrastructure With Examples

# Fusion Middleware Infrastructure

= Oracle Fusion Middleware 12c Infrastructure 12.2.1.4.0
= Core Server
Core Application Server 12.2.1.4.0
Coherence Product Files 12.2.1.4.0
Web 2.0 HTTP Pub-Sub Server 12.2.1.4.0
WebLogic SCA12.2.1.4.0
WebLogic Client Jars 12.2.1.4.0
= Administrative Tools
Administration Console Additional Language Help Files 12.2.1.4.0
CIE WLS Config 12.2.1.4.0
Enterprise manager 12.2.1.4.0
= Database Support
Third party JDBC Drivers 12.2.1.4.0
WebLogic Evaluation Database 12.2.1.4.0
= Open Source Components
Fusion Middleware Maven Support 12.2.1.4.0
= JRF and Enterprise Manager
WLS for FMW 12.2.1.4.0
= Oracle Automatic Diagnostic Repository Feature Set Group

| SN >

|»

< Back || Next > | | Cancel

7. Select the option ‘Fusion Middleware Infrastructure’. Click ‘Next'.

E Oracle Fusion Middleware 12¢ Infrastructure Installation - Step 5 of 8

Prerequisite Checks

T
1
!
i
T
T
=]
!
!
T
1

Welcome

Auto Updates
Installation Location
Installation Type

Prerequis ite Checks
Installation Summary
Installation Progress

Installation Complete

Help

_ORACLE
FUSION MIDDLEWARE

100%

Checking operating system certification

L4
v 4 Checking Java version used to launch the installer

v| View Successful Tasks ViewLog

23 OChecklngJavaversmn used to launch the installer

< Back Next > I Cancel
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8. Click ‘Next’. The following window is displayed.

E Oracle Fusion Middleware 12¢ Infrastructure Installation - Step 6 of 8

Installation Summary mifuﬁg:ﬁn: O‘

Welcome » = Install Oracle Fusion Middleware 12c¢ Infrastructure

Auto Updates = Installation Location
Oracle Home Location: fu01/Middleware/Weblogicl2cHome
Log File Location: /tmp/Oralnstall2020-04-30_08-58-54AM/install2020-04-30_08-58-54AM

Installation Tvpe -log

= Disk Space
Required: 2127 MB

Installation Summary Available: 16019 MB

= Feature Sets to Install
WLS for FMW 12.2.1.4.0
Core Application Server 12.2.1.4.0
Coherence Product Files 12.2.1.4.0
Web 2.0 HTTP Pub-Sub Server 12.2.1.4.0
WeblLogic SCA12.2.1.4.0
WeblLogic Client Jars 12.2.1.4.0
Third party |JDBC Drivers 12.2.1.4.0
WebLogic Evaluation Database 12.2.1.4.0
FMW Platform Generic 12.2.1.4.0
OPatch 13.9.4.2.1
Toplink Developer 12.2.1.4.0
Administration Console Additional Language Help Files 12.2.1.4.0
CIE WLS Config 12.2.1.4.0
Enterprise manager 12.2.1.4.0
Fusion Middleware Maven Support 12.2.1.4.0

Installation Location

Prerequisite Checks

Installation Progress

(L HE €~ —€ € —€

Installation Complete

Save Response File

Select Install to accept the above options and start the installation.

To change the above options before starting the installation, select the option to change in the left
pane or use the Back button.

Help < Back - Install Cancel

9. Click ‘Next’. The following window is displayed.

E Oracle Fusion Middleware 12¢ Infrastructure Installation - Step 7 of 8

Installation Progress _ORACLE 0‘
FUSION MIDDLEWARE

r Welcome i
‘[ Auto Updates 100%
‘T Installation Location
I L4 Prepare
T Installation Type
I v Copy
Prerequisite Checks
‘T « Generating Libraries
Installation Summary
; & Performing String Substitutions
(v Installation Progress
i L4 Linking
Installation Complete
22 w Setup
(v 4 Saving the inventory
& Post install scripts
View Messages v| View Successful Tasks View Log

' P P Hardware and Software
H : N Engineered to Work Together
Help | Next> 7] Einish
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10. Click ‘Install’. The weblogic installation starts. Once done, the following window is
displayed.

E Oracle Fusion Middleware 12c¢ Infrastructure Installation - Step 8 of 8 —

O X
Installation Complete _ORACLE" O‘
FUSION MIDDLEWARE

- » B Install Oracle Fusion Middleware 12c Infrastructure
Auto Updates = Installation Location
Oracle Home Location: fu0l/Middleware/Weblogicl2cHome

Installation Location B ~
Log File Location: ftmp/Orainstall2020-04-30_08-58-54AM/install2020-04-30_08-58-54AM

Installation Type log

Prerequisite Checks

gl WLS for FMW 12.2.1.4.0
Installation Summary Core Application Server 12.2.1.4.0

T
i
T
i
i
T
| = Feature Sets Installed Successfully
T
T

Coherence Product Files 12.2.1.4.0

Web 2.0 HTTP Pub-Sub Server 12.2.1.4.0
WeblLogic SCA 12.2.1.4.0

WebLogic Client Jars 12.2.1.4.0

Third party |DBC Drivers 12.2.1.4.0
WeblLogic Evaluation Database 12.2.1.4.0
FMW Platform Generic 12.2.1.4.0

OPatch 13.9.4.2.1

Toplink Developer 12.2.1.4.0

Administration Console Additional Language Help Files 12.2.1.4.0
CIE WLS Config 12.2.1.4.0

Enterprise manager 12.2.1.4.0

Fusion Middleware Maven Support 12.2.1.4.0

Installation Progress

« Installation Complete

Next Step(s):

See the online help for next steps after installation.

Oracle Fusion Middleware 12c Infrastructure installation completed successfully

Help x | Einish i

11. Click ‘Finish’ to close the window.
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3. Creating Domains, Repositories, Data Sources

3.1 Creating Schemas using Repository Creation Utility

1. Open command prompt on Unix and browse to <WL_HOME>/oracle_common/bin and
run ./rcu. The following window is displayed.

E Repository Creation Utility - Step 1 of 8
Repository Creation Utility _ORACLE m
FUSION MIDDLEWARE

Welcome to Repository Creation Utility 12.2.1.4.0 for Oracle Fusion Middleware.

Welcome

. Create Repositary
for
Database Connection Details  Oracle Fusion Middleware products

The Repository Creation Utility enables you to create and drop database schemas that are required

Select Components

Schemas Passwords

Map Tablespaces

- —(—(—(—(—f —¢

Surnmary
« S 1 » Copyright @ 1996,2019, Oracle and/for its affiliates. All rights reserved
Help Mext = Cancel

3-1 ORACLE



2. Click ‘Next’. The following window is displayed.

E Repository Creation Utility - Step 2 of 8

Repository Creation Utility

4

|

Welcome

» Create Repository

Create Repository Create and load co

Database Connection Details
Select Components

Schema Passwords

Map Tablespaces

Summary.

Create st

(—€—€—€—€—€T0€

mponent s

» Systern Load and Product Load
| have DBA privileges

Prepare Scripts for System Load
cripts for DBA to run later

Perform Product Load

stern Load scripts

Drop Repository

Remowve component sch

<] S

Help

following window is displayed.

E Repository Creation Utility - Step 3 of 8

Repository Creation Utility

Welcome
Database Type;

Create Repository
| Database Connection Dei Connection String Format:
Select Components

Schema Passwords

[ —(—(—(—F —¢

Map Tablespaces Host Name:
Summary Port:
Service Name:
Username:
Password:
Role:

SN ] »

Help

screen.

3-2

have been run by DBA

emas from a database

< Back

Oracle Database

# Connection Parameters

ofsll.oracle.com
1521

OLLMDR

SYSDBA

< Back

ORACLE
FUSION MIDDLEWARE

Lo

chemas into a database

Cancel

HNext =

Select ‘Create Repository’ and select ‘System Load and Product Load’. Click ‘Next’. The

ORACLE
FUSION MIDDLEWARE

N

-
Connection String
-
Mext = Cancel

Provide database details where you want to create schemas, as shown in the above

ORACLE



Note

You will require a user with SYSDBA role to create schemas.

5. Click ‘Next’. The following window is displayed.

E Repository C on Utility - Step 3 of 8 = O X
Repository Creation Utility %
FUSION MIDDLEWARE
Welcome 0 ;
T Database Type: Oracle Database =
,—.r Create Repository
T‘ Database Connection Del Connection String Format: &) Connection Parameters Connection String
T Select Components
T Schema Passwords
T Map Tablespaces Host Name: whf00ake.in.oracle.com
Surnrmary. =
T E Repository Creation Utility - Checking Prerequisites x L
Checking Global Prerequisites —
'« Initializing repository configuration metadata 00:13.825(sec) |
«” Obtain properties of the specified database 00:04,073(sec) | B
«” Check requirement for specified database 00:00,805(ms) L
-
| L
Operation completed. Click OK to continue to next page
oK
4 A | [»
Help = Back Next = ! Cancel

6. Click ‘OK’ in the confirmation dialog.
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7. Click ‘Next’ the following window is displayed.

E Repository Creation Utility - Step 4 of 8

Repository Creation Utility Fus'c‘::‘_‘::s:ﬁne @‘

» Specify a unique prefix for all schemas created in this session, so you can easily locate, reference,

Welcome and manage the schemas later.

Create Reposito

Database Connection Details Select existing prefix:
Select Components

s Create new prefix: OLL
Schems Passwords Alpha numeric only. Cannot start with a number. No special
Map Tablespaces
i Component Schema Owner
=00racle AS Repository Components
=MAS Common Schemas

Ecommon Infrastructure Services *

M oracle Platform Security Services

OUser Messaging Service UMS

HAudit Services

MAudit Services Append

HAudit Services Viewer

MMetadata Services OLL_MDS

weblogic Services * OLL_WLS

(—€—€—€—E—€—F—<

* Mandatory component. Mandatory components cannot be deselected.

4 . | »

Bl rep

Help

< Back Mext = Cancel

Select ‘Create new Prefix’ option and specify the value. For example, OLL.

Select the options ‘Metadata Services’ and ‘Oracle Platform Security Services’ as shown
in the above screen. Click ‘Next’. The following window is displayed.

Repository Creation Utility FUSIOOI:?MAIDSLIE-ﬁRE @‘

» Specify a unique prefix for all schemas created in this session, so you can easily locate, reference,

T Welcome and manage the schemas later.
,_I,\ Create Reposito
T Database Connection Details Select existing prefix:
‘T Select Components 5 Create new prefix: oLL
Y Schema Passwords AInh s Sl e B ni Cannok startithla nanbar b srectsl
T Map Tablespaces .
¢ Stns [E] Repository Creation Utility - Checking Prerequisites — O x|
Checking Component Prerequisites
«” Common Infrastructure Services 00:09.540(sec)
«” Oracle Platform Security Services 00:00.100(ms)
«” Audit Services 00:00.101(ms)
«” Audit Services Append 00:00.101(ms)
« Audit Services Viewer 00:00.101(ms)
«” Metadata Services 00:00.101(ms)
«” Weblogic Services 00:00.100{ms)
[
Operation completed. Click OK to continue to next page
oK
* Mandatory component. Mandatory components cannot be deselected.
< RSN I3
Help - Back Mext = | Cancel
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10. Click ‘Next’. The following window is displayed.
E Repository Creation Utility - Step 5 of 8

Repository Creation Utility F% @‘

§
+ Define passwords for main and auxiliary schema users.
Welcome

Create Repositony # Use same passwords for all schemas

Database Connection Details Password: | =s=ses

Alpha numeric only. Cannot start with a number

Select Components
Mo special characters except: § #, _

Schema Passwords

Map Tablespaces Confirm Password: | ==sess

€ ——F —

Summary.
Use main schema passwords for auxiliary schemas

Specify different passwords for all schemas

1| AN | »

Help < Back Mext = Cancel

11. You can select one of the following:
— Select ‘Use same password for all schemas’ and specify the password.

— Select ‘Specify different passwords for all schemas’ and specify Schema
Passwords for each schema.
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12. Click ‘Next’. The following window is displayed.

E Repository Creation Utility - Step 6 of 8

Repository Creation Utility mgﬁﬁg:ﬁ“ @‘

+ Default and temporary tablespaces for the selected components appear in the table below.

Welcome To create new tablespaces or modify existing tablespaces.use the Manage Tablespaces Button

Create Reposito
Database Connection Details Manage Tablespaces

Select Components

(———— T —

Schema Passwords Component Schemna Owner Default Tablespace Ternp Tablespace
Commeon Infrastruct... OLL_STB *OLL_STB *OLL_IAS_TEMP
) MapTablespaces Oracle Platform Sec... OLL_OPSS *OLL_|AS_OPSS *OLL_IAS_TEMP
Summary Audit Services OLL_I1AU *OLL AU *OLL IAS TEMP
Audit Services App... OLL_IAU_APPEND *OLL_IAU *OLL IAS TEMP
Audit Services Viewer OLL_IAU_VIEWER *OLL_IAU *OLL_IAS_TEMP
Metadata Services OLL_MDS *OLL_MDS *OLL_IAS_TEMP
weblogic Services OLL_WLS *OLL_WLS *OLL_IAS_TEMP

* Default tablespaces (specified in the configuration files) are to be created upon confirmation.

<] S | »

Help < Back | Next= Cancel

13. Click ‘Next’. The following window is displayed.
=] Repository Creation Utility Step 6 of & — | b

Repository Creation Utility % m

— Default and temporary tablespaces for the selected components appear in the table below.
elcome

T To create new tablespaces or modify existing tablespaces,use the Manage Tablespaces Button
I Create Repository
T Database Connection Details Manage Tablespaces
Select Components
T Schema Passwords Component Scherna Owner Default Tablespace Termnp Tablespace
T g Common Infrastruct.. OLL_STB *DLL STE *OLL_IAS_TEMP
T' Map Tablazpaces Oracle Flatform Sec... OLL_OFSS *OLL_IAS_OPSS *OLL_IAS_TEMP
Summary * *OLL_IAS_TEMP
T =] Repository Creation Utility - Confirmation *OLL_IAS_TEMP
: *OLL_IAS_TEMP
- — S —— *OLL_IAS_TEMP
wel > Any tablespaces that do not already exist in the *OLL IAS TEMP
s selected schemas will be created. - -
Click OK to create tablespaces.
Click Cancel to return to the wizard
OK I Cancel
* Default tablespaces (specified in the configuration files) are to be created upon confirmation.
< SN I1»]
Help < Back Mext > | Cancel

14. Click ‘OK’ in the confirmation dialog.
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15. Click ‘Next’. The following window is displayed.

Repository Creation Utility m;ifrﬁf:wean: @‘

welcome

. Default and temporary tablespaces for the selected components appear in the table below.

T To create new tablespaces or modify existing tablespaces.use the Manage Tablespaces Button
T Create Reposito
T Database Connection Details Manage Tablespaces
T Select Components
Schema Passwords component Schermna Owner Default Tablespace Temp Tablespace
T = Tabl Cornmon Infrastruct... OLL_STB *OLL STB *OLL_1AS_TEMP
- ap Tablespac B e 1S _TEMP
= kepository Creation Utility - Creating lablespaces > .
».}4 Summarye © ~ v 7 ® LIAS TEMP
“alidating and Creating Tablespaces LIAS TEMP
«” Check tablespace requirements for selected compon... | 00:00.100(ms) FAs TEMD
«#” Create tablespaces in the repository database 00:15.831(sec) E_ene
it _IAS_TEMP
Operation completed. Click OK to continue to next page
OK
1
* Default tablespaces (specified in the configuration files) are to be created upon confirmation.
<[ S 1>
Help = Back || HNext = | cancel

16. Click ‘OK’ in the confirmation dialog. The following window is displayed.

E Repository Creation Utility - Step 7 of 8

Repository Creation Utility OQACI‘E
FUSION MIDDLEWARE
T Welcome " Database details:
/T\ Create Reposito Host Name ofsil.aracle.com
T Database Connection Detsils Port 1521
T Select Components Service Name OLLMDR.
w Schema Passwords Connected A S
T Operation Systern and Data Load concurrently
T Map Tablespaces
@ Summary Prefix for {(prefixable) Schema Owners OLL
T
1
Component Schema Owner Tablespace Type | Tablespace Name |
Common Infrastructure Services OLL STB Default OLL_STB -
Temp OLL_IAS_TEMP
Additional [None]
-
Oracle Platform Security Services  OLL_OPSS Default OLL_IAS _OPSS §
Temp OLL_IAS_TEMP ]
Additional [None]
Audit Services OLL_1AU Default OLL_lAau
Temp OLL IAS TEMP
Additional [None]
Audit Services Append OLL_IAU_APPEND  Default OLL_laU
Temp OLL_IAS TEMP
Additional [None]
Audit Services Viewer OLL_IAU_VIEWER Default OLL_lAU
Temp OLL_IAS TEMP =
R AR ) —
« @ el Save Response File

Help < Back | Create I

Cancel
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17. Click ‘Create’. The following windows are displayed.

[&] repository Creation U

Repository Creation Utility

Welcome

Create Repository

Select Components

Database Connection Details

4

" Database details:
Host Name
Port

Service Name

a

_ORACLE
FUSION MIDDLEWARE

arsil.oracie.com

1521
OLLMDR

Schema Passwords

(€ ———€—3F —<

E Repository Creation Utility - System Load = O X
Map Tablespaces
Summary Repository System Load in progress.
| & Executing pre create operations 00:16.429(sec)
1 | (® Common Infrastructure Services 00:09.528(sec)
5 a lespace Mame
Audit Services Append o] T -
Audit Services Viewer o} bin
5 S_TEMP
Metadata Services o] S
Weblogic Services 0
Audit Services 0 A5 OPSS
Oracle Platform Security Services 0 _IAS_TEMP
Executing post create operations o] nej
AU
185 TEMP
nej
Stop AU
: _IAS_TEMP
Additional [Mone]
Audit Services Viewer OLL_1AU_VIEWER Default OLL_1aU
Termp OLL_IAS_TEMP
aldinie el AL
« S | » Save Response File
Help < Back | Create ‘ Cancel

E Repository Creation Utility - Step 8 of 8

Repository Creation Utility

Completion Summary

Database details:

Host Name ofsll.oracle.com
Port 1521

Service Name OLLMDR
Connected As sys

Operation

Execution Time

RCU Logfile
Component Log
Directory

View Log rcu.log
Prefix for (prefixable) OLL
Schema Owners

Component
Common Infrastructure Services
Oracle Platform Security Services
Audit Services
Audit Services Append
Audit Services Viewer
Metadata Services
weblogic Services

=

Help

18. Click ‘Close’ to close the window.

3-8

3 minutes 11 seconds

Status
Success
Success
Success
Success
Success
Success
Success

_ORACLE
FUSION MIDDLEWARE

Systern and Data Load concurrently

#tmp/RCU2020-04-30_10-43_542165227/logs/rcu.log
ftmp/RCU2020-04-30_10-43_542165227/l0gs

Time
00:12.083(sec)
01:04.542(min)
00:31.023(sec)
00:10.196(sec)
00:10.255(sec)
00:23.939(sec)
00:19.677(sec)

Logfile(Click to view)

stb. log
opss.log
jiau.log
iau_append.log
iau_viewer.log
mds.log
wls.log

Close

s

»

V2

|4

N
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3.2 Creating Domain and Servers

1.

2.

In Unix/Linux machine, once the Oracle WebLogic Server is installed, navigate to the
following path - <WL_HOME>/oracle_common/common/bin.

In Unix, run ‘config.sh’

@ Fusion Middleware Configuration Wizard - Page 1 of 8

Configuration Type

L —(—{—

Create Domain
Templates
Administrator Account
Domain Mode and JDK
Advanced Configuration
Configuration Sumrmary
Configuration Progress

End Of Configuration

Help

_ORACLE
FUSION MIDDLEWARE

what do you want to do?

» Create a new domain

Update an existing domain

Domain Location: | warefeblogicl2cHome/user_projects/domains/OFSLLREL_domain Browse

Create a new domain.

MNext = Cancel
=7

3. Select ‘Create a new domain’ and specify the Domain Location.

4. Click ‘Next’. The following window is displayed.

L—!l Fusion Middleware Configuration Wizard - Page 2 of 12

Templates

(X —€—€—(—€——€—X

Create Domain

Templates

Application Location
Administrator Account
Domain Mode and JDK
Database Configuration Type
Component Datasources
DBC Test

. Advanced Configuration

Configuration Summary
Configuration Progress

End Of Configuration

Help

_ORACLE
FUSION MIDDLEWARE

Include all selected templates Include all previously applied templates

» Create Domain Using Product Templates:

Filter Templates:

Available Templates

Basic WeblLogic Server Dormain [wlserver] *

<

Oracle Enterprise Manager [em]

Oracle Enterprise Manager-Restricted JRF [em]

Oracle User Messaging Service Basic [nracle_cammnn]
Oracle JRF SOAP/MS Web Services [oracle_common]
Oracle RAS Session Service [oracle_common]

Oracle WSM Policy Manager [oracle_common]

Oracle WSM Policy Manager Cloud - File [oracle_common]
v| Oracle JRF [oracle_common]
Oracle Restricted JRF [oracle_cormmon]
‘weblLogic Advanced Web Services for JAX-WS Extension [oracle_common]

Create Domain Using Custom Template:

< Back Next = Cancel
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5. Select the option ‘Create Domain Using Product Templates’ in the list of available
templates and select ‘Oracle Enterprise Manager - 12.2.1.3.0 [em]'. On selection, the
following options are auto-selected:

— Oracle JRF - 12.2.1.3.0 [oracle_common]

— Weblogic coherence cluster Extension-12.2.1.3.0 [wiserver]

6. Click ‘Next'. The following window is displayed.

@

Fusion Middleware Configuration Wizard - Page 3 of 12

Application Location

e S e e e e R

Create Domain

Templates

Application Location

Administrator Account

Domain Mode and DK

Database Configuration Type

Component Datasources

DBC Test Domain name:

Advanced Configuration Domain location:

Configuration Summan Application location:

Configuration Progress

End Of Configuration

Help

= O X
ORACLE -
FUSION MIDDLEWARE

OFSLLREL_domain

fu01/Middleware/Weblogicl2cHome/user_projects/domains

Meblogicl2cHomesuser_projectsfapplicationsfOFSLLREL_domain Browse
< Back Mext = Cancel

3-10 ORACLE



7. Specify the Domain Name in the ‘Application location’ field. You can click browse to
directly select the path (if required). Click ‘Next’. The following window is displayed.

[il Fusion Middleware Configuration Wizard - Page 4 of 12

Administrator Account _ORACLE
FUSION MIDDLEWARE

=
=
I
=3
o
=
-
o
Ia}
[}
=
o
=)

Database Configuration Type
Component Datasources
DEC Test Name weblogic

/T\

/T\

T

-

+ Domain Mode and JOK
T

T

; Advanced Configuration Password =e
Y

Configuration Summary Confirm Password ==
Configuration Progress

End Of Configuration

Must be the same as the password. Password must contain at least 8 alphanumeric characters with
at least one number or special character.

Help < Back Next = | Cancel

8. Enter credentials for the following:
— Name
— Password
— Confirm Password
9. Click ‘Next’. The following window is displayed.

[il Fusion Middleware Configuration Wizard - Page 5 of 12

Domain Mode and JDK _ORACLE ‘
FUSION MIDDLEWARE ‘ )

Create Domain

' Domain Mode
Templates

—3—3

o ‘ Development
Application Location
Utilize boot.properties for username and password, and poll for applications to deploy.
Administrator Account
d a » Production

Domain Mode and JDK

J Require the entry of a username and password, and do not poll for applications to deploy.
Database Configuration Type
Component Datasources JDK
DEC Test

_ Advanced Configuration

» Oracle HotSpot 1.8.0_241 /scratch/jdksdkl.8.0_241

Other JDK Location:

Configuration Summary

Configuration Progress

e e e e e G

End Of Configuration

Help = Back MNext = | Cancel
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10. Select the Domain Mode as ‘Production’ and ‘JDK’ from Available JDKs. You can also
select any other JDK by selecting ‘Other JDK Location’ option. Click ‘Next’. The following
window is displayed.

El Fusion Middleware Configuration Wizard - Page 6 of 12

Database Configuration Type _ORACLE
FUSION MIDDLEWARE

Create Dornain

Specify AutoConfiguration Options Using:

») RCU Data Manual Configuration

Application Location
Administrator Account Enter the database connection details using the schema credentials corresponding to Cornmon

i Infrastructure Services component in the Repository Creation Utility. The Wizard uses this connection
Domain Mode and DK to autornatically configure the datasources required for components in this domain.
Database Configuration Ty
= vendor: Oracle w  Driver: *Oracle's Driver (Thin) for Service connections; ... v
Component Datasources
|DBC Test # Connection Parameters Connection URL String

Advanced Configuration HostName [ ofsl.oracle.com

Configuration Summary
DBMS/Service: | OLLMDR Port: | 1521
Configuration Progress

$ Templates
T
I
i
"
|
|
I
|

= Schema Owner: | OLL_STB Schema Password:  s==s»
End Of Configuration

Get RCU Configuration

Connection Result Log

Successfully Done.

(1A

e

Click "Get RCU Configuration" button to test the connection and activate the "Next" button.

Help = Back Cancel

11. Specify the RCU data and click on ‘Get RCU Configuration’. The following window is
displayed.

@ Fusion Middleware Configuration Wizard - Page 7 of 12

JDBC Component Schema _ORACLE G‘
FUSION MIDDLEWARE

Create Domain :
Templates

Application Location
Administrator Account

Domain Mode and JDK

Database Configuration Type

Component Datasources
DBC Test

Advanced Configuration
Configuration Summary Edits to the data above will affect all checked rows in the table below.
Configuration Progress

e e e B e

Component Schema DBMS/Service Host Name Port Schema Ow...| Schema Passw...
End Of Configuration LocalSvcTbl Schema | OLLMDR ofsll.oracle.com|  1521| OLL_STB |
WLS Schema | OLLMDR ofsll.oracle.com| 1521 OLL_WLS_RUN|
| OPSS Audit Schema ;‘OLLMDR ofsll.oracle. mrﬁE 1521 OLL_IAU_APP
: OPSS Audit Viewer Str OLLMDR nfsll oracle. cum 1521 OLL 1AU VIEW
| OPSS Schema [OLMDR | ofsll.oracle.com| 1521 | OLL OPSS | =eees
Help < Back MNext = | Cancel
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12. Click ‘Next’. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 8 of 12

e e S A e e e i e |

Help

|JDBC Component Schema Test

Create Domain
Templates

Application Location
Administrator Account
Dormain Mode and DK
Database Configuration Type
Component Datasources
JDBC Test

Advanced Configuration
Configuration Summary
Configuration Progress

End Of Configuration

_ORACLE"
FUSION MIDDLEWARE
v| Status Component Schema JDBC Connection URL
v « LocalSvcThl Schema jdbc:oracle:thin: @4/
v & | WLS Schermna jdbc:oracle:thin: @47
v | 4 OPSS Audit Schema jdbc:oracle:thin: @4/
v < OPSS Audit Viewer Schema jdbc:oracle:thin:@#
v & OP5S Schema jdbec:oracle:thin: @4/

Test Selected Connections

Connection Result Log
uUser=uLL_uUr

Passward—*****
SQL Test=select 1 from schema_version_reqgistry where owner=(select user from dual) and mr_typ

CFGFWK-64213: Test Successfull
CFGFWK-64213: |DBC connection test was successful.
CFGPWK-64213: No action required.

I

< Back | HMext > l Fini ;7

Cancel

13. Click ‘Next’. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 9 of 20

(—(—€—€—€—€—€—€—€—€—€—%

B e e R

Help |

Advanced Configuration

Create Domain
Termnplates
Application Location
Administrator Account
Domain Mode and JDK

Datsbase Configuration Type

_ORACLE"
FUSION MIDDLEWARE

On

| Administration Server

Modify Settings

Hode Manager

Configure Node Manager

Component Datasources
DBC Test

Advanced Configuration

Administration Server
Managed Servers
Clusters

Server Templates
Coherence Clusters
Machines

Wirtual Targets
Partitions

Configuration Summary
Configuration Progress

End Of Configuration

v Topology
Add, Delete or Modify Settings for Managed Servers, Clusters, Virtual Targets and Coherence

| Domain Frontend Host Capture

Configure Domain Frontend Host

| Deployments and Services

Target to Servers or Clusters

Cancel

= Back 7;" Next = t F !7
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14. Select ‘Administration Server and ‘Topology’ and click ‘Next’. The following window is
displayed.

@ Fusion Middleware Configuration Wizard - Page 10 of 20 = O X

Administration Server ORACLE
FUSION MIDDLEWARE

Create Domain o
Templates

Application Location
Administrator Account

Domain Mode and JDK
Database Configuration Type
Component Datasources

DEC Test

Advanced Configuration Enable SSL

Server Name AdminServer
Listen Address | All Local Addresses ]

Listen Port 9001

Administration Server SSL Listen Port

Managed Servers

Clusters Server Groups |Unspecified =
Server Templates
Coherence Clusters
Machines

Virtual Targets
Partitions

P

Configuration Summary Port number must be between 1 and 65535, and different from SSL listen port and coherence port.

T e o e e G e G e e e S e

Configuration Progress

End Of Configuration

Help < Back | HNext = Cancel

15. Enter Administration ‘Server Name’ and ‘Listen Port’ details. Click ‘Next’. The following
window is displayed.

Eﬂ Fusion Middleware Configuration Wizard - Page 11 of 20

— O pd
Managed Servers ORACLE
FUSION MIDDLEWARE

Create Domain
4 Add B3 clone x Delete ﬁ) Discard Changes

4
@
F
@
=3
i
3

Application Location Server Name Listen Address Listen Port | Enable SSL| SSL Listen Server
. Port Groups
Administrator Account

omain Mode and JDK
Database Configuration Type
Component Datasources
DBC Test
Advanced Configuration

Administration Server

OFSLL_ManagedServer All Local Address... ¥ 5003 v 9503  |RF-MAN-S... ¥
WS_ManagedServer All Local Address... ™ 2004 JRF-MAN-S...~ |

\=]

o) X
v
]
o
-]
n
a
w
"
2
n
=
w

lusters

erver Templates

(o %]
o
=
]
=)
]
=
Il
@
[
c
@
=3
@
=
@

Machines

2 |$
EE
|
L
=2 |H
o |o
=
@
E3
@

O

onfiguration Summary

Configuration Progress

LA~~~

End Of Configuration

Help = Back Next = Cancel

16. Click ‘Add’ button to create ‘ManagedServer'.

17. Select the Server Group as ‘JRF-MAN-SVR'. Selecting this server group ensures that the
Oracle JRF services are targeted to the specific Managed Servers created.
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Note

It is recommended to create two managed servers, one each for Ul and Web Services.

18. Click ‘Next’. The following window is displayed.

[il Fusion Middleware Configuration Wizard - Page 12 of 20
Clusters

. Create Domain + add x
Templates

Application Location E Cluster Name Cluster Address
Administrator Account

. Domain Mode and |DK
Database Configuration Type
Component Datasources
DBC Test

. Advanced Configuration
Administration Server
Managed Servers

Clusters

Server Templates

Coherence Clusters
Machines

Wirtual Targets

Partitions

Configuration Summary

Configuration Progress

(A —€—€—€—€—€—(~C—C—F —(—~(—(——C—C—F —¥

End Of Configuration

Help

— O =
ORACLE
FUSION MIDDLEWARE
@ Discard Changes

Frontend Host Frontend HTTP Frontend HTTPS
Port Port

< Back | MNext> | Cancel
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19. Configure as required and click ‘Next'.

Fusion Middleware Configuration Wizard - Page 13 of 20

Server Templates

Create Domain
Ternplates

Application Location
Administrator Account
Domain Mode and JDK
Database Configuration Type
Component Datasources
DBC Test

Advanced Configuration
Administration Server
Managed Servers
Clusters

Server Templates
Coherence Clusters
Machines

¥irtual Targets

Partitions

Configuration Summary

Configuration Progress

I o o S G G B e T e e e B e e e

End Of Configuration

Help

The following window is displayed.

_ORACLE
FUSION MIDDLEWARE

X ) Discard Changes
Listen Port SSL Listen Port Enable SSL
wsm-cache-server-temp 7100 8100
< Back || Next = I | Cancel

20. Configure as required and click ‘Next’. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 14 of 20

Coherence Clusters

Create Domain
Termnplates

Application Location
Administrator Account
Domain Mode and DK
Database Configuration Type
Component Datasources
DBC Test

Advanced Configuration
Administration Server
Managed Servers
Clusters

Server Templates
Coherence Clusters
Machines

Yirtual Targets

Partitions

Configuration Summary

Configuration Progress

T ——(——(——(— —}

End Of Configuration

Cluster Name

defaultCoherenceCluster

_ORACLE

FUSION MIDDLEWARE G‘

f@ Discard Changes

Cluster Listen Port
7574

Help

< Back | DNext > I Cancel
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21. Configure as required and click ‘Next’. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 15 of 20

Machines ORACLE
FUSION MIDDLEWARE

Create Domain )

1" machine Unix Machine
Templates

Application Location ok add XK Celet: ) Discard Changes
Administrator Account
Dormain Mode and |DK
Database Configuration Type

Name Mode Manager Listen Address Mode Manager Listen Port

Component Datasources
DBC Test

Advanced Configuration

Administration Server

=
[
=
o
3
o
wn
@
2
@
i
o

o
=
@
3
@
2
r

(n
a
<
a
=
-
@
3
a
=4
a
@

Coherence Clusters

2
o
n
=
2
n
w

Virtual Targets

Partitions

Configuration Summary

Configuration Progress

C— —(—(—(—(j—(—(—(—(—f—}—(—(—(—(—(—(—)—}

End Of Configuration

Help | < Back MNext = F t Cancel

22. Click ‘Create’. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 16 of 20

Virtual Targets _ORACLE o‘
FUSION MIDDLEWARE

Create Domain

1| ok add b4 ¢ E) Discard Changes
Templates —
Application Location Name Target Host URI Prefix Explicit Port
Mames Port Offset

Administrator Account
Domain Mode and JDK
Database Configuration Type
Component Datasources
DEC Test

Advanced Configuration
Administration Server
Managed Servers
Clusters

Server Templates
Coherence Clusters
Machines

Virtual Targets
Partitions

Configuration Summarny

Configuration Progress

I e G e B e B e B T T S B e e o

End Of Configuration

Help = Back MNext = . Cancel
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23. Click ‘Next’. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 17 of 20

Partitions

Create Domain
« Templates

Application Location
Administrator Account
Domain Mode and JDK
Database Configuration Type
Component Datasources
DBC Test
Advanced Configuration

Administration Server

=
i
=l
@
@
o
i
@
@
=
@

z |0 |0 |O
o o |0 |&
n[Z |12 |&
T |@ I
E I - ]
a |5 @
o 3 [@
? B
4
5 [
D= 1]
® |o
.
e

Virtual Targets

bl
v
2
=3
5
3
"]

Configuration Summary

Configuration Progress

C— %-(}—(—(—(—(—(—(—(—}—(—(—(—(—(—(—}—:t

End Of Configuration

Help

24. Click ‘Next’. The fol

o add b4

_ORACLE

FUSION MIDDLEWARE

Name

On

[6 Discard Changes

lowing window is displayed.

Fusion Middleware Configuration Wizard - Page 18 of 20

Configuration Summary

Create Domain

]
a

F
o
=4
a
I3

Application Location
Administrator Account

omain Mode and |DK
Database Configuration Type

j=d

O

omponent Datasources
DBEC Test
Advanced Configuration
Administration Server
Managed Servers
Clusters
Server Templates
Coherence Clusters
Machines
Virtual Targets
Partitions
| Configuration Summary

Configuration Progress

e — ——— —

End Of Configuration

Help

* View: b

Deployment

= & Server
= (& OFSLL_ManagedServer
= = AppDeployment

D DMS Application#12.2.1.1.0
D coherence-transaction-rar
D state-management-provider-men
= (& Library
adf oracle.domain.webapp.apack
adf.oracle.domain.webapp.apack
adf.oracle.businesseditor#1.0@
oracle.wsm.idmrest.sharedlib#1
oracle.sdp.client#2.0@12.2.1.3.¢

ohw-rcf#5(@12.2.1.3.0
adf oracle.domain.webapp.apack
adf oracle.domain.webapp.apack
oracle. adf. desktopintegration#1.
odl.clickhistory. webapp#1.0@12
oracle.bi.adf. webcenter slib#1.0
adf.oracle.domain.webapp.apack
oracle.dconfig-infra#2.0@12.2.1
»

oD

)

= OFSLLREL_domain (fuﬂl}MiédEcwarefWeblngizl(“

< Back Next = I

_ORACLE

FUSION MIDDLEWARE

Mame
Description
Author
Location

Mame
Description
Author
Location

Mame
Description
Author
Location

Mame
Description
Author
Location

Name
Description
Author

Cancel

ON

Basic WebLogic Server Domain | =~
Create a basic WeblLogic Server d
Oracle Corporation
fu0l/Middlewaresweblogicl2cHom)

Oracle Enterprise Manager
Enterprise Manager

Oracle Corporation
fu0l/Middlewarefieblogicl2cHom

emasTemplate

emas plugin Template

Oracle Corporation
fu0l/Middlewarefieblogicl2cHom

Oracle WSM Consaole - Core

This extension template deploys ¢
Oracle Corporation
fu0lMiddlewarefweblogicl2cHom

QOracle JRF
Full JRF Domain Template
QOracle Corporation

Location u01/Middlewarefeblogicl2cHorm v/
j,d 1]

< Back |

Select Create to accept the above options and start creating and configuring a new domain. To
change the above configuration before starting Domain Creation, go back to the relevant page by
selecting its name in the left pane, or by using the Back button.

Create Cancel
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25.

Click ‘Next’. The following window is displayed.

@ Fusion Middleware Configuration Wizard - Page 19 of 20

Configuration Progress

€E—&—(—(C—(C—C—(C—

26.

Create Domain

_ORACLE
FUSION MIDDLEWARE

Templates

Application Location Copy Unprocessed Artifacts
OPSS5 Processing

Security Processing
Artifacts Generation

String Substitution

Post Processing

Administrator Account
Domain Mode and JDK

Database Configuration Type

te¢e e

Component Datasources
JDBC Test

Advanced Configuration
Administration Server
Managed Servers
Clusters

Server Templates
Coherence Clusters
Machines

Virtual Targets

Partitions

Configuration Summary
Configuration Progress

End Of Configuration

Help

Click ‘Next’. The following window is displayed.

Eil Fusion Middleware Configuration Wizard - Page 20 of 20

I
[
[
\
[
[
[
\
|
\
[
[
[
\
[
\
[
[
1

27.

End Of Configuration

Create Dormain
Templates

Application Location Domain Location

+ Oracle Weblogic Server Configuration Succeeded
New Domain OFSLLREL_domain Creation Succeeded

Cancel

_ORACLE
FUSION MIDDLEWARE

u01/Middleware/Weblogicl2cHome/fuser_projects/domains/OFSLLREL_domain

Admin Server URL
http:d fofsll. oracle com:9001 ieonzole

Administrator Account
Domain Mode and JDK
Database Configuration Type
Component Datasources
JDBC Test

Advanced Configuration
Administration Server
Managed Servers
Clusters

Server Templates
Coherence Clusters
Machines

Virtual Targets
Partitions

Configuration Summary
Configuration Progress

End Of Configuration

Help

Finish

Once the creation of the Domain is complete, click ‘Finish’ to close the window.
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Note

The default Weblogic installation will be running JVM with 512MB, this has to be increased
for the ADF managed server. Say, for a 2 CPU Quad Core with 16 GB it could have the
JVM running at 8 GB as:

USER_MEM_ARGS="-Xms8192m —Xmx8192m -XX:PermSize=2048m -XX:Max-
PermSize=2048m"

28.

20.

The "$MW_HOME/user_projects/domains/<mydomain>" directory contains a script that
can be used to start the Admin server.

—  $ cd SMW_HOME!/user_projects/domains/<mydomain>/bin
— § /startWebLogic.sh

If the server is required to be running and access to command line needs to be returned
use "nohup" and "&"

$ nohup ./startWebLogic.sh &

To Start Managed Server
— % cd SMW_HOME/user_projects/domains/<mydomain>/bin

- $ ./$MW_HOME!/user_projects/domains/<mydomain>/bin/
startManagedWebLogic.sh {ManagedServer_name} {AdminServer URL}

If the server is required to be running and access to command line needs to be returned
use "nohup" and "&".

$ nohup ./$MW_HOME/user_projects/domains/<mydomain>/bin/
startManagedWebLogic.sh {ManagedServer_name} {AdminServer URL} &

The recommended parameters for each Managed Server for application and web services are
as follows:

For managed server where application is deployed:

-Xms8g -Xmx8g -XX:NewRatio=3 -XX:HeapDumpPath=/tmp -
Dweblogic.threadpool.MinPoolSize=40 -Dweblogic.threadpool.MaxPoolSize=150 -
XX:SoftRefLRUPolicyMSPerMB=10 -
Dweblogic.diagnostics.debug.DebugLogger.DISABLED=true -
Dweblogic.management.discover=false -Dweblogic.lIr.table.specjdsl=wl_lIr_jent31_1 -
Dweblogic.llr.table.specjds2=wl_IIr_jent31_2 -Dsun.net.inetaddr.ttI=0 -
Dnetworkaddress.cache.ttl=0 -XX:AllocatePrefetchDistance=256 -
XX:AllocatePrefetchStyle=1 -XX:+AggressiveOpts -XX:+UseConcMarkSweepGC -
XX:+UseParNewGC -XX:MaxTenuringThreshold=4 -XX:-
UseCMSiInitiatingOccupancyOnly -XX:CMSiInitiatingOccupancyFraction=60 -
XX:CMSTriggerRatio=60 -XX:+CMSParallelRemarkEnabled -
XX:+UseCMSCompactAtFullCollection -XX:+CMSCompactWhenClearAllSoftRefs -
XX:PrintCMSStatistics=1 -XX:+PrintClassHistogram -XX:-UseParallelGC -
XX:ParallelGCThreads=10 -XX:-TraceClassUnloading -XX:-UseParallelOIdGC -
XX:+UseCompressedOops -XX:+UseBiasedLocking -XX:+AlwaysPreTouch -XX:-
UseAdaptiveSizePolicy -Djbo.load.components.lazily=true -
Djbo.ampool.initpoolsize=100 -Djbo.recyclethreshold=200 -
Djbo.ampool.minavailablesize=200 -Djbo.ampool.maxavailablesize=200 -
Djbo.ampool.timetolive=-1 -Djbo.locking.mode=optimistic -
Djbo.doconnectionpooling=true -Djbo.txn.disconnect_level=1 -
Djbo.ampool.doampooling=true -Djbo.dofailover=false -
Djbo.ampool.maxinactiveage=3600000 -Djbo.ampool.monitorsleepinterval=360000 -
Doracle.multitenant.enabled=false -
Dweblogic.mdb.message.MinimizeAQSessions=true -
Dweblogic.ejb.container.MDBDestinationPollIntervalMillis=6000 -
XX:StringTableSize=100003 -XX:ReservedCodeCacheSize=1g -XX:+UseStringCache
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3.3

-XX:+OptimizeStringConcat -XX:+UnlockCommercialFeatures -XX:+FlightRecorder -
Doracle.adfm.useSharedTransactionForFrame=false

e For managed server where web services are deployed:

-Xms8g -Xmx8g -XX:NewRatio=3 -XX:HeapDumpPath=/tmp -
Dweblogic.threadpool.MinPoolSize=40 -Dweblogic.threadpool.MaxPoolSize=150 -
XX:SoftRefLRUPolicyMSPerMB=10 -
Dweblogic.diagnostics.debug.DebuglLogger.DISABLED=true -
Dweblogic.management.discover=false -Dweblogic.lIr.table.specjdsl=wl_lIr_jent31_1 -
Dweblogic.lIr.table.specjds2=wl_IIr_jent31_2 -Dsun.net.inetaddr.tt|=0 -
Dnetworkaddress.cache.ttl=0 -XX:AllocatePrefetchDistance=256 -
XX:AllocatePrefetchStyle=1 -XX:+AggressiveOpts -XX:+UseConcMarkSweepGC -
XX:+UseParNewGC -XX:MaxTenuringThreshold=4 -XX:-
UseCMSiInitiatingOccupancyOnly -XX:CMSiInitiatingOccupancyFraction=60 -
XX:CMSTriggerRatio=60 -XX:+CMSParalleIRemarkEnabled -
XX:+UseCMSCompactAtFullCollection -XX:+CMSCompactWhenClearAllSoftRefs -
XX:-UseParallelGC -XX:ParallelGCThreads=10 -XX:-TraceClassUnloading -XX:-
UseParallelOIdGC -XX:+UseCompressedOops -XX:+UseBiasedLocking -
XX:+AlwaysPreTouch -XX:-UseAdaptiveSizePolicy -
Doracle.multitenant.enabled=false -XX:StringTableSize=100003 -
XX:ReservedCodeCacheSize=1g -XX:+UseStringCache -XX:+OptimizeStringConcat -
XX:+UnlockCommercialFeatures -XX:+FlightRecorder

Creating Metadata Repository

Assuming that OLL_MDS schema is created using Oracle Repository Creation Utility (RCU)
as mentioned in Creating Schemas using Repository Creation Utility section, follow the below
steps to create the repository.

1. Login to Oracle Enterprise Manager 12c console (http://hostname:port/em).
ORACL € Enterprise Manager Fusion Middieware Control 12¢ _ weblogic

Home

===  OFSLLREL domain &
L

Monitoring
{4 Weblogic Domain Diagnostics >
@ Information Control >
Certain functionality on this page is available only when you own the edit session lock. To obt:
Change Center menu. Logs
Environment >
Servers

Administration Server
Deployments

2 Rame.. SdminSeer JDBC Data Sources
4 Up
Host of:ilin.cracle.com Messaging L
»

Cross Component Wiring

Listen Port 5001

Web Services
Clusters Servers
Persistent Stores Other Services >
> View ¥
XML Entity Caches Adminisiration
Clusters
Name O5Gi Frameworks Refresh WeblLogic Dromain
Mail Sezsions Security
AdminServer{admin}
Deployments Foreign JNDI Providers JNDI Browser
POy OFSLL ManagedSer B
WS_ManagedServer WTC Servers System MBean Browser
>
. "{ up Metadats Repositories @ WeblLogic Server Administration Console
< ["\5" Target Sitemap
Columns Hidden 34 Target Information

~

2. Click on domain name OFSLLREL_domain on the left side panel.

3. Expand Weblogic domain OFSLLREL_domain and click ‘Metadata Repositories’ option,
as shown in the above screen.
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4. The following window is displayed.

l”' WeblLogic Domain ¥ weblogic ¥

ORACLE Ente rprise Manager Fusion Middlewars Contral 12¢

t- OFSLLREL_domain ©
- WeblLogic Domain w Sep 15, 2017 6:22:12 PM IST t)

Metadata Repositories
You create most Fusion Middiewsre compenent schema repositories in a database using the Repository Creation Utility. Metsdata Services (MDS) repositories can be
created in a database with the Repository Creation Utility or created on disk as file-based repositories. You must register an MDS repository before you can deploy

spplication metadsta to the repository.

Database-Based Repositories

Register._ | [
[
g
Ed
Repository Name Database Type Database Name Schema Name JNDI Location Partition
Mo Repositary
< >
File-Based Repositories
Register...
o
Repository Mame Directory Partition
Mo Repository
< >
< >
. ‘ . y . . . .
5. Click ‘Register’ button. The following window is displayed.

OORACL_E’ Enterprise Manager Fusion Middieware Control 12¢ i} webLogic Domain weblogic ¥ =
e OFSLLREL_domain @ Tav bdvw
E=

Weblogic Domain Sep 15, 2017 6:31:32 PM IST )
@ -~

€ Information
The changes made on this page do not participate in the edit session. The changes will be activated and applied immediately. You cannot

undo the changes from the Change Center.

Register Database-Based Metadata Repository @
A repository storss information used by Applic ation Server components and other applications A metadata repository must be registered to be operational
A datsbase based repository is crested using the Repository Creation Utility. To reqister, input database connection information and click Ciuery, then select

one of the Metadata Repository and click OK button.
OK Cancel

Database Connection Information
@ Oracle O SOL S O 1IBM DB2 O MySQL -~
Database Type @ Oracle () eIvard iy User Name  sys|

* Host Mame ofslloralce com
* Password ssssssssss =
* Port 1521 Role SYSDBA |w
= Service Name OLLDB
Query

Metadata Repository Is Registered? Schema Name Version Status Modified Time
Mo Repository
Selected Repository 1

>

The sslertad srhama ran he renistared only if it has not slready heen reoisterad

Enter database instance details under Database Connection Information section and click
‘Query’. All available schemas in the given database instance are listed.

Select the schema you require and in the Selected Repository — Schema OLL_MDS
section, enter ‘Repository Name’ (adf) and the password.
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8. Click ‘OK’. The following window is displayed.
ORALCL & enterprise Manager Fusion Middiewsrs Cantrol 12z

il WebLogic Domain weblogic = o

2018 23:28:37 EDT {)

= OFSLLREL_domain @
=

WWeblogic Domain

@ Information
The changes made on this page do not partisipats in the =dit session. The changes will be acti and applied i
Change Center

You cannot undo the changes from the

Register Database-Based Metadata Repository @

ks s St vt P R S e i RIS T el e ] A ie s ben s i
se connection information = k Query, then select one of the Metadata Reposiory and click OH

on Server compos
input dat

A repo
creat:

ory stores information used by Apal
g sitory Creation Lility.

Database Connection Information

Database Type ® Oracle @ SQL Sewer o 1M DE2 MySQaL < fcor bame | sy

* Host Name  ofsll.oracle.com
* Password

®Part | 1521 Role

* Service Mame OLLDE

Guery
ry Is i 7  Schema Mame  Version Status
MoS falss OLL_MDS 122130 wALID
¥ - : OLL_MDS

The selected schema can be registered only if it has not already been registered
* Repository Mame | adf
* Schema Password

Scope

9. Click Repository name ‘mds-adf on left panel. You can even select it from right panel.

Weblogic Domain w weblogic « -

DRACL-E. Enterprise Manager Fusion Middleware Contral 12¢c
wms OFSLLREL_domain @& T v
Dec 5, 2019 3:08:33 PM 15T ®)

=

I} WebLogic Domain +

Metadata Repositories

“You create most Fusion Middleware component schema repositories in a a the R Creation Utility. Meladala Services (MDS) reposilories
Carl Tt ereatetl b laPeas vl Iic FenoSInt: Cieaton DI 06 Keate toy tk S o-baser TPl oHea JYE TSI TSt MIIS e raiTon! DETOR DU

can deploy application metadata to the repository.

Database-Based Repositories

Register... Deregister...
-
Repository Name Database Type Database Name Schema Name JNDI Location Par
mds-adf Oracle oLLz2 OLL_MDS Mbcimds/adf Glok
4 >
File-Based Repositories
Register...
-
Repository Name Directory Partition
MNo Repository
3

{

10. Click ‘Add’ and target to AdminSever and OFSLL_ManagedServer as on right panel.
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3.4 Creating Data

Source

1. Login to WebLogic Server 12c console (http://hostname:port/console).

ORACLE WEbLDgiG Server Administration Console 12¢

Welcome

Log in to work with the Weblogic Server domain

Username:

Password:

2. The following window is displayed.

ORACILE Weblogic Server

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Conhguration

Administration Console 12¢

{81 Home Log Out Preferences 5 Help

Home
Home Pags

Information and Resources

Domain Structure

OFSLLREL_domain
4+~ Dromain Partitions
Environmant

Security Realms

nrmation

- Configurs applications -
= Configure GridLink for RAC = Read the documentation
Data Source

= Configure a Dynamic Cluster
= Recent Task Status

= Set your console preferences
= Oracle Enterprise Manager

Domain Configurations

= Domain

How do ..

.

Search the configuration
Use the Change Canter
Record WLST scripts

.

Change Console praferences

.

Manage Cansale extensions

.

Manitor servers

= Domain Partitions

= Partition Wark Managers

= Deployments

= Servers

= Clusters Sar

= Server Templates

- Messaging

System Status

3. Click Domain Name

=  Migratable Targets = IMS Servers

Store-and-Forward
Agents

= Coherence Clusters =

- =

> Services > Data Sources.
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Common Administration Task Descriptions

- Ask a question on My Orade Supprt

.

.

.

.

.

WTC Servers
Jolt Connection Pools

Log Files

Diagnostic Modules
Built-in Diagnostic Modules
Diagnostic Images
Request Performance
Archives

Conbext

SNMP

Interceotors L
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4. The following window is displayed.

ORACLE Weblogic Server administration Gonsole 12¢

e —— {8} Home Log Out Preferences

Help

-~

Q,

View changes and restarts

Click the Lock & Edit butbon to modify, add or
delete items in this domain.

Lock & Edit

Release Conhguration

Domain Structure
OFSLLREL_domain

+-Domain Partitions L
Environment

et
~Foreign JNDI Froviders

Work Contexts

i | to: OFSLLREL domain

Home >Summary of JDEC Data Sources
Summary of JDBC Data Sources
Configuration = Monitaring
A JDEC data source is an object bound to the JNDI tree that provides database connectivity through a pocl of

JDBEC connactions. Applications can look up a data source on the JNDI tree and then borrow a database
connection from a data source.

This page summarizes the JDBC data source objects that have been crested in this domain,

b Customize this table

Data ( - More Col

Exist)

Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

“XML Registries New=| [Delete Showing 1to 6 of 6 Pravious Next
~XML Entity Caches
| [¥coM s Name ¢ Type | INDI Name Targets
H - Mail Seesinns
LocalSvcTblDataSource | Genaric | jdbc/LocalSveThiDataSource | AdminServer
How do I... =
mds-adf Genaric | jdbefmds/adf AdminServer

Create JDBC generic data sources
= Create JDBC GridLink data sources
+ Create JDEC multi data sources
Create UCP data sources

Create Proxy data sources

System Status =

Health of Running Servers as of 6:38 PM

opss-audit-DEDS oFstl g 4

Generic | jobe/AudithppendDataSource | (i IoE0 T 25

~ OFSLL
’ . i o 4
opss-audit-viewDS Genaric | jdbe/AuditviewDataSource | (e TSR T -
S Generic | jdbe/OpssDataSource iy ’

WS_ManagedServer

WLSSchemaDataSource | Generic | jdbc/WLSS5chemaDataSource

New - Delete Showing 1to 6 of 6 Previous Next

[ http://10.184.87.13:9001/console/console.portal?_nfpb=trued_pagelabel=GloballDECData... ]
v

5. Click ‘Lock & Edit’ button on the left panel. Click ‘New’ on right panel and select Generic

Data Source.

ORACILE Weblogic Server Administration Console 12¢

Change Center

View changes and restarts

No pending changes exist, Click the Release
Configuration button to allow others to edit the
domain.

Lock & Edit

Release Configuration

Domain Structura

OFSLLREL_domain

*t-Domain Partitions "~

Environment

Deployments

Sarvices

| Messaging

{ | Data Sources
Persistent Stores
+--Foraign JMDI Providars
| F—Work Contexts

XML Registries

| XML Entity Caches
FOOM W

—Mail Sessinns

How do I... =

= Create JDBC generic data sources

= Create LLR-enabled JDBC dats sources

System Status =
Health of Running Servers as of 7:02 PM
Failed (0}
| Critical (0}
Cverloaded {0
Warning (0}

6. Enter Data source ‘Name’, JNDI Name as ‘jdbc/ofslIDBConnDS’

Database Type.

&) Home Log Out Preferences Record Help @,

Welcome, weblngic| Connected to: OFSLLREL domain

Home =Summary of JDBC Data Sources
Create a New JDBC Data Source
Back | | MNext| | Finish |-Canea
JDBC Data Source Properties
The following properties will be used to identify your new JDEC data source.

* Indicates ragquirad fislds

What would you like to name your new JDBC data source?

4E| * Name:

OFSLL
What scope do you want to create your data source in 7

Henpes Giobal|v|

What JNDI name would you like bo assign to your new JDEC Data Source?

4] INDI Name:
jdbc/ofsl1DBConnDS

‘What database type would you kks to select?

Database Type: Oracke

Back | Nea-ﬂ:| Finish | Cancel
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7. Click ‘Next’. The following window is displayed.

ORACLE Weblogic Server Administration Gonsole 12¢

Change Center

View changes and restarts

Mo pending changes exist. Click the Release
Configuration button to allow others to edit the
domain.

Lock & Edit

Relesse

Domain Structure
OFSLLREL_domain

+ - Domain Partitions
Environment

Persistent Stores
t—Foreign JNDI Providers
—Work Contexts
XML Registries
XML Entity Caches
joom

Wil Sessinns.

How do I...

= Create JDBC generic data sources

= Create LLR-enabled JDBC data sources

Systam Status
Health of Running Servers as of 7:02 PM
[ Failed(0)

[ Critical (0)
Cverloaded (0}
Warning (0)

——

8. Selectthe Database Driver ‘Oracle's Driver(Thin) for Instance connections; Versions:Any’

as shown above.

1@} Home Log Out Preferences

Record Help

Home >Summary of JDBC Data Sources

Create a New JDBC Data Source
Back| | Mast| | Finish | Cancsl
IDBC Data Source Properties

The following proparties will be used to identify your new JDBC data source.

Database Oracle
Type:

What database driver would you like ko use ko creste database connections? Nobe: = indicates that the driver is
explicitly supported by Gracle WeblLogic Server.

g:hbi* =Oracle’s Driver (Thin) for Instance connections; Versions-Any [
ver:
Sace| [ne| | [Finsn] || Cancal

9. Click ‘Next’. The following window is displayed.

ORACLE Weblogic Server administration Console 12c

Change Center
View changes and restarts
No pending changes sxst. Click the Relaase

Configuration button to allow others to edit the
domai

Lock &

it

Release Configurstion

181 Home Log Out Preferences o] Record Help

o

Home >Summary of JDBC Data Sources

Create a New JDBC Data Source
Back| | Mext | Finish |:Cancal

Tr: fon Opti

Domain Structure
OFSLLREL_domain
t-Domain Partitions
Environment

—-Data Sources
Persistent Stores

i~ Foreign JNDI Providers

—Work Contexts
ML Registries

~~ XML Entity Caches
FCOM

— Mail Sessions

“fou have selected non-XA JDBC driver to create dstabase connection in your new dats scurce.

Does this data source support global transactions? If yes, please choose the bransaction protoce! for this data
source,

1 Supperts Global Transactions

Select this option if you want to enable non-XA JDBC connections from the data source to participata in giobal
transactions using the Lagging Last LLR) transaction optimization. Recommended in place of Emulste
Two-Phase Commit.

) Logging Last Resource

Sebect this option if you want to enable non-XA JDBC connections from the data scurce to emulate participation in
global transactions using JTA, Select this option only if your application can tolerate heuristic conditions.

How do IL...

= Creats JDBC generic data sources

= Create LLR-enabled JDBC data sources

) Emulate Two-Phase Commit

Selact this option if you want to enable non-XA JDBC connactions from the data source to participate in giobal
transactions using the one-phase commit transaction processing. With this option, no other resources can
participate in the global transaction.

System Status

Health of Running Servers as of 7:06 PM
[ Failed (0}

[ Critical (0}
Overloaded (0}
Warning {0}

——

(@) One-Phase Commit

Back| | Next | Finish | Cancel

to: OFSLLREL_domain
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10. Click ‘Next’. The following window is displayed.
ORACLE WeblLogic Server administration Console 12¢ _A

Change Center 181 Homa Log Out Preferences Record Help | la,. |
View changes and restarts Woelcome, weblogic | Connected to: OFSLLREL _domain
T ——— Home >Summary of JDBEC Data Sources
Configuration butbon to allow others to edit th
T, R e = Create a New JDBC Data Source
ok b Back| | Mext | | Finish | GCanesl
Release
c ion Properties
Domain Structure Define Connection Properties.
OFSLLREL_domai
T e B e A What is the name of the database you would like to connect bo?
Sy Database Name: OLLDE
Services
Messaging What is the name or IP address of the database server?
Data Sourcas
Persistent Stores Host Name:
Foreign JNDI Providers arsltoracle.pom
Work Contexts
XML Registries What is the port on the database server used to connect to the database?
XML Entity Caches )
JOOM v Port: 1521
H Mail Sessinn:
How do ... = Wihat database account user name do you want to Lse to create database connections?
= Create JDBC generic data sources Database User Name: OFSLLREL
= Create LLR-enabled JDBC data sources -
Wihat is the database account password to use to create database connections?
System Status =
Password: =
Health of Running Servers as of 7:06 FM
[ Failed (0} ) §
'7 Critical \,u) Confirm Passwaord: LT Y
Overloaded (0} "
[ waming (@ Addstional Connection Properties: "

11. Enter Database details click ‘Next’. The following window is displayed.
ORACLE Weblogic Server Administration Consale 12¢ _I\.

Change Center @) Homs Log Out Prafarsnces Record Halp | | @,

View changes and restarts Welcome, weblogic |€_‘anfen:ed to: OFSLLREL_domain

No pending changes exist, Click the Releass e Ry o I DR TR
g:nf:g_;urauon button to allow others to edit the Create a New JDBC Data Source
msin.
Lock & Edit Test Configuration | Sock | |Mext | Einish | Cancel |
Release Cenfiguration
TestD c ]

Domain Structure
OFSLLREL_domain
H-Domai

Tast the datsbass svailsbility and the connection sroperties you provided.

~ What is the full package name of JDBC driver class used to create database connections in the connection pool

51 Messaging Driver Class Name:
—Data Sources
Persistent Stores

|oracle.jdbc.OracleDriver

i Forsign INDI Providers What is the URL of the database to connect to? The format of the URL varies by JDBC driver.
=Wark Contexrs

XML Registries URL: jdbe oracle thin-@ofslloracle com-1521:0LLDB
XML Entity Caches

jCom b

1 pp i What database account user name do you want to use o create database connections?

Hows do L... = Database User |OFsSLLREL| *
Name:

+ Crezt= IDBC generic data sources

What is the database account password to use to create database connections?
= Create LLR-enabled JDBC data sources

System Status =

Health of Running Servers as of 7:17 PM Password:
T Failed (D)

[ criveal (@) ‘Confirm Password: J—
" overdoaded (0)

[ waming{0)

What are the proparties to pass to the JDBC driver when creating datsbase connactions?

(3

Properties:
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12. Click ‘Test Configuration’. The following window is displayed.

ORACLE Weblogic Server adgministration Consale 12¢

Change Center

Wiew changes and restarts

Mo pending changes exist, Click the Release
Configuration button to allow others to edit the
domain.

Lock & Edit

Release Configuration

Domain Structure
OFSLLREL_domain

#H-Domain Partitons "

BEnvironment

#}-Massaging
Datz Sources
Persistant Stores
Forsign JNDI Providers
ork Contexts

XML Registries
+~MML Entity Caches

jlecsl] L

i—Msil Sessinns

How da L., =

= Craztz IDBC generic data sources

» Crzazte LLR-enabled IDBC datz sources

System Status =]
Hezlth of Running Servers as of 7113 PM
Eailad (0)

Critical ()

Owerloaded (0}

[ Wwarning (0}

oK (3)

;< B

Welcame, weblogic | Connected to; OFSLLREL_domain

8] Home Log Out Prefersnces

Record Help | L

Home =Summary of JDBC Data Sources
Messages

4 Connaction test succeeded.
Create a New JDBC Data Source

Test Gonfiguration | |Next| | [Finish| || Cancel

Test Database Connection

Test the datzbase availa

ility and the connection properties you provided.,

What is the full package name of JDBC driver class used to create database connections in the connection pool?

(N

Driver Class Name:

woracle jdbe OracleDriver

What is the URL of the database to connect to? The format of the URL varies by JDBC driver.

s jdbc oracle thin: @ofsiloracle com:1521.0LLDE

What databass account user name do you want to use o create database connectons?

Database User
Name:

OFSLLREL x

What is the datsbase account password to use to creste detzbase connections?

Password:

Confirm Password:

13. Displays confirmation message as ‘Connection test succeeded’. Click ‘Next’. The
following window is displayed.

ORACLE Weblogic Server Administration Conszale 122

Change Center
View changes and restarts
Mo pending changss exist. Click the Relezse

Configuration button to sllow others to edir the
domsin

Lock

dit

Release Configuration

Domain Structure
OFSLLREL_domain
[#-Domain Partiions e
B#-Environment.
{—Deployments
=H-Sanices
31 #Massaging
i—D=t2 Sources
{Parsistant Stores
—Forsign JNDI Providers
—Work Contexts
XML Registries
XML Entity Caches
JooM ~

i-Mail Sessinns

How do L..

» Create JDBC generic data sources

= Creste LLR-enabled JDBC dat= sources

System Status =]
Haslth of Running Sarvers as of 7:21 PM

Failed (0)
Critical (00
Gverloaded (0}
[ Warning (0}
oK (3)

aE:___________° B

Welcome, weblogic |Camd m: OFSLLREL_domain

{8 Home Log Out Brefersnces

Record Help L&

Home >Summary of JDBC Data Sources

Create a New JDBC Data Source
| Back | [Maxt | Finish |'C=nae|'
Select Targets

You can select one or mere targets to deploy your new JDBEC data source. If you don't select a target, the data source will

be created but not deployed. You will need to degloy the diats source at a later time.

Servers

AdminServer

] oFSLL_ManagedServer

[l ws_ManagedSarvar

Back | [Mext |F|n|sh |EC=r|ae|f
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14. Select target Servers ‘AdminServer and ‘OFSLL_ManagedServer’ and click ‘Finish’. The

following window is displayed.

COMRACILE Weblogic Server asmnisraton Consoie 12c

15. Click ‘Activate Changes’ on the left panel.

Update the following parameters in JDBC data source connection pool:

1. Select Services > Data Sources > select the OFSLL data source > Connection Pool.
2. Initial capacity and Maximum capacity is defaulted to 15, if the number of concurrent
users are more this needs to be increased.
3. Click Advanced button and update the following:
— Inactive Connection Timeout=900
— Uncheck the ‘Wrap Data Types’ parameter for better performance.
4. Click ‘Save’.

Note

User Authentication and Management is outside of Oracle Financial Services Lending and
Leasing application. Organizations can use an LDAP implementation for authentication.
For Development and Testing purpose, the following sections can be configured for au-
thentication:

3.5 Creating SQL Authentication Provider

3.6 Creating User Groups and Users

3.7 Implementing JMX Policy for Change Password
4.1 Configuring Password Policy for SQL Authenticator
4.2 Configuring User Lockout Policy

3-29 ORACLE



3.5 Creating SQL Authentication Provider

1. Login to WebLogic server administration console and click ‘Security Realms’ in left panel.
The following window is displayed.

ORACLE Weblogic Server administration Console 12¢ /\

P {8l Home Log Qut Preferences [2] Help Q

Welcome, weblogic | Connected to: OFSLLREL_domain
>Summary of Security Realms

Wiew changes and restarts

Chck the Lock & Eoi _— g S Home >Summary of JDBC Data Sou

delete iterns in this domain.

Summary of Security Realms

Lock & Edit
” Congieat
B e N e A security realmis a iner for the mechani including wsers, groups, security roles, security policies, and
security providers—that are used to protect WeblLogic resources. You can hawve multiple active security realms in
D i a WebLogic Sarver domain, but only one can be sst as the default sscurity realm, which is resarved for domain

administrative purposes.
OFSLLREL_domain

Domain Partitions This Security Realms page lists each security realm that has been configured in this WebLogic Server domain.
ittt Click the name of the reaim to explore and configure that realm.

Deployments
Services
Security Realms [ Customize this table
Intss il
nisepperatay Realms (Filtered - More Columns Exist)
Diagnastics

Click the Lock & Ediit button in the Change Center to activate all the buttons on this page.

New | [Delsts Showing 1to 1 of 1 Previous Next

Name Default Realm

ryresim true
How do I... &

Mew | [Delsts Showing 1to 1 of 1 Previous Mext
« Configure new security realms

= Enahle sutomatic realm restart

- Delete security realms

- Change the default security reafm

System Status =
Health of Running Servers as of 7:24 PM

[ Failed{o)
Critical (0) »

2. Click ‘myrealm’ on right panel. The following window is displayed.

TR — B o5

Change Center {21 Home Log Out Preferences 4 Help | Q@

View changes and restarts Welcome, weblog

Click the Lock & Edit . ify. add or Home =Summany of IDBC Data Sourc
delete items in this domain.

| Connectad to: OFSLLREL _domain

urnmary of Security Reaims =myrealm

Sattings for myrealm

[ Lock & Edit ]
l} Configuration | Users and Groups | Roles and Polices | Credential Mappings || Providers || Migration
Relesse Configuration
General RDBMS Security Store User Lockout Performance
Domain Structure
OFSLLREL_domain Click the Lock & Edit button in the Change Center to modify the settings on this page.
#-Domain Partitions
& Save
+ - Environment
Deployments
Services Use this page bo configure the general behavior of this security realm.
Security Realms
Intercperability Mob=:
i If you are implemanting security using JACC (Java Autherization Conkract for Containers as defined in
= Ea JSR 115), you must use the DD Only security model. Other Weblogic Server models are not available
and the security functions for Web applications and EJBs in the Administration Console are disabld.
Name: myrealm The name of this security realm.  More
Info...
4] Security Model DO Only Specifies the default security medel for Web
How do I... = Default:

applications or EJBs that are sacurad by this
security resim. You can overrida this default
during deployment. Mare Info.

.

Configurs mew sscurity reslms

Enable automatic realm restart

= Manage security for Web applications and
EJEs

d Role Mappii bled Determines how the role mapgings in the
Enterprise Application, Web application, and
EJB containers interact. This setting is valid

i only for Web applications and EJBs that use

St the deéfaalt secuuity mads! assiidienl :EF.':J.—W rmodel and that

= Delegate MB=an authorization to the realm initislize roles from deployment

descriptors.  More Info...

.

System; b El 4] Use Authorization Providers to Protect JMX Access Configures the WeblLogic Server MBean
servers to use the security realm’s
Authorization providers to determine whether
A IMX cliant has nermissinn to arcess an

Health of Running Servers as of 7:24 PM
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3. Click on Providers tab. The following window is displayed.

ORACLE Weblogic Server Administration Consale 12c

e < B

Change Center
View changes and restarts

No pending changes exist, Click the Release
n button to allow others to edit the

domzin,

Lock & Edit

Release Configuration

Configuration || Usars and Groups

8 Home Log Out Praferences

Record Help | L&

Welcome, weblagic | Connected to: OFSLLREL damain
Home >Summary of JDBC Deta Sources >Summary of Security Reslms >myrealm >Sumrmary of Security Reslms >myrealm >Providers

Settings for myrealm

Roles and Policies | Cradentiad

Domain Structure
OFSLLREL_domazin
(#-Domain Partitions
}-Environment

—Deploymants
B-Services

Security Reslms

FH-Interoparabilizy
[31-Diagnostics

How do L.. =

= Configure authentication and identity
assertion providers

= Configure the Password Validation provider

= Manage security providers

= Set the 1445 contral flag

= Re-order suthentication providers

System Status =]
Heslth of Running Servers == of 7:30 PM

[ Failed(D)

Adjudicat Role Mapping | Auditing | Credential Mapging

Certification Path

An Authentication provider allows WeblLogic Server to establish trust by validating = user, You must have one
Authentication provider in 2 s=curity rezlm, and you can configure mulsiple Authentication providers in a security realm.
Different types of Authentication providers are designed to access different data stores, such as LDAP sarvers or DBMS.

[ Customize this table
Authentication Providers

New | |Deist= |Reo|der_

Showing 1to 3 of 3 Previous | Next

[ | Name Description Version
[ | Trust Servics Identity Asserter Trust Servics Identity Assertion Provider 10

[ | DefaultAuthenticator WeblLogic Authentication Provider L0

[ | pefaultidentityAsserter ‘WebLogic Identity Assertion provider 1.0
New| [Deii=| ||Reorder|

Showing 1 to 3 of 3 Previous | Mext

[ crsel(@

4. Click ‘Lock & Edit’ to unlock the screen and click ‘New’ button in Authentication Providers

sub tab. The following window is displayed.

ORACLE Weblogic Server Administration Console 12¢

Change Center 1@ Home Log Out Preferences Record Help

View changes and restarts

to panding changes axist. Click the Releass

g:nmf;g_::.rabon buttan to sllow others to edit the T O W R T B
Lock & Edit | 7
Release Configuration

Create a new Authentication Provider
Domain Structure
OFSLLREL_domain
GH-Domain Partitions
&= ronment
—Deployments
#-Services
Security Resl
+H-Intaroperability
[}-Diagnostcs

* Indicates required fiel

The name of the authentication provider.

| OF SLLDBAuthenticator

This is the type of suthentication provider you wish to create.

Type:

oK |Ganct=J

|SQLAuthenticator

Tha follzwing properties will be wsed to identfy your new Authenticasion Provider,

<N
L=

Welcame, weblogic | Connect=d to: OFSLLREL_domain

Home = Summary of JDBC Data Sources >Surmmary of Security Reakms >myrealm >Summary of Security Realms >myrealm > Providers

=

How do I... =]

- Manage security providers

+ Gonfigure authentication and identity
assertion providers

System Status =
Health of Running Servers as of 7:33 PM
[ Failed (0}

Critscal (D)

Overloaded (0}

Warning {0}

oK (3}

5. Create Authentication provider with following values:
— Name: OFSLLDBAuthenticator
— Type: SQLAuthenticator
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6. Click ‘OK’. The following window is displayed.

ORACLE Weblogic Server administration Console 12¢

Change Center
View changes and restarts

Pending changes exist. They must be activated
10 take affect.

o Activats Changes

Undo All Changes

Configuration | Users and Groups

Domain Structure
OFSLLREL_domain
[#-Domain Partitions
h-Environment

Deployments
B-Services

Security Realms
BHInteroperabi
Et-Diagnostics

o

How do L. =

» Configure authentication and identity
assertion providers

Configure the Password Validation provider

Manage security providers
Set the JAAS control flag
Re-order zauthentsication providers

B

Welcome, weblogic |Cumd t: OFSLLREL_domain
Home >Summery of JDBC Dsta Sources >Summary of Security Reskms >myrsaim >Summary of Security Resims >myrealm >Providers

{81 Home Log Dut Prafersnces Record Help | | @,

Settings for myrealm

Rafes and Policies | Credentisl Mappings | Providers | Migration

validztion horizath Adjudication | Role Mapping | Auditing | Credential Mapping

ication
Cartification Path
An Authentication provider allows WebLogic Server to establish trust by validating = user. You must have ane
Authentication provider in 3 security resim, and you can configure multiple Authentication providers in a security realm.
Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.
[ Customize this table

Authentication Providers

New | |Delete Reorder | Showing 1 to 4 of 4 Previows | Mext
]| name Description Version

[ | Trust Servics Identity Assartsr Trust Service Identity Assartion Provider L0

[ | DefaultAuthenticator WeblLogic Authsntication Provider 1.0

[ | pefzultidentinyAsserter WebLogic Identity Assertion provider 1.0

[ | oFSLLDBAUthenticator Provider that performs DEMS authentication 1.0

New| [Deisi=| | |Reorder| Showing 1to 4 of 4 Previous | Mext

System Status =
Health of Running Servers as of 7:35 PM

Failed (0}

[ criseal (@)

Panelnmrdnd fot

7. Click on ‘Activate Changes’. The following window is displayed.

ORACLE Weblogic Server sdministration Consale 12

Change Center
Wiew changes and restarts

Panding changes exist. They must be activated
fFact.

o Activats Changes

WUndo All Changes

{8 Home Log Out Preferences Record Help | (=Y
Welcome, weblogic | Connected to: OFSLLREL _domain
Home = Surmmeny of JDBC Dota Sounces >Summary of Security Reakrs. = smyresim > Surrmary of Secuity Resims. smyresim >Providers:

Settings for myrealm

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Prowiders || Migration

Domain Structure
CFSLLAEL domain
BH-Domain Partitions
HH-Emironment

Deployments
#-Services

Security Reslms
- Interoperabiliny
EH-Diagnostics

How do L.. =

- Configure authentication and identity
assertion providers

Configurs the Password Validation provider

Mznzge sscurity providars
Set the JAAS control flag
» Re-order authenscation providers

Password Walidstion || Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping

Cartification Path

An Authentication provider aliaws WeblLogic Server to establish trust by validating = user. You must have one

Authentication provider in 3 security realm, and you can configure multiple Authentication providers in a securicy realm.

Different types of Authentication providers are designed to access different data stores, such as LDAD servers or DEMS.
[ Customize this table

Authentication Providers

New | | Delste Recrder | Showing 1 to 4 of 4  Previous | Next

1| mame Description Wersion

[ | oFsLLDBAUthenticator Provider that performs DEMS authentication 1.0

[ | Defaultauthenticator WeblLogic Authentication Provider 1.0
DefaultidentityAsserter WebLogic Idensity Assertion provider 1.0

O | pefeutad b o

[ | Trest Servics Identity Asserter Trust Service Identity Assertion Provider 1.0

New | [O=iei=| || Recrder| Showing 1to 4of 4 Previous | Next

System Status =2
Health of Running Servers as of 7:37 PM

Failed (D)
Crizical (@)

— ~ Amt

Authentication order should be maintained as mentioned in the above screen.
‘OFSLLDBAuthenticator’ will be displayed as above.
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8. Click on ‘OFSLLDBAuthenticator’. The following window is displayed.
ORACLE Weblogic Server Administration Console 12¢ _A

Change Center

View changes and restarts

No pending changes exist. Click the Release
Configuration button to allow others to adit the
domain,

Lock & Edit

Release Configuration

@ Home Lo Out Preferences (3] Record Halp | Q
Welcome, weblogic |Cc|:weﬂ:ed to: OFSLLREL_domain

Home >Providars = Sumimary of Senices =Summany of Security Realms >myrezim >Providers >OFSLLDBAuthenticator

for OFSLLDE,

Configuration = Performancs

Common || Brovider Specific

Domain Structure
OFSLLREL_damain
H-Domain Partitons
&} Environment
i—Deployments
#h-senices

[}~ Diagnostics

Save

This page displays basic information sbout this SQL Authentication provider. You can 2lso use this page to set the JAAS
Control Flag to control how this provider is usad in the login s2quenca.

@5 Name: OFSLLDBAuthenticator The name of this SQL Authentication
provider. More Ind

(#F] Description: Provider that performs DBMS authentication A short description of
provider. More Info.

his SOL Authentication

&5 ion: x wersion number of this SQL Authentication
provider.  More Info..

How do L. B

= Configure authentication and identity
assertion providers

» Set the JAAS control flag

= Configure the Password Walidation provider

+ Manage security providers

System Status B

Heslth of Running Servers as of 8:01 PM
Failed (0}

Critical (0]

Overloaded (0}

45| Control Flag: SUFFICIENT] v Specifies how this SQL Authentication provider

ts into the login sequence.  More Info...
Saue

9. Select ‘SUFFICIENT as the Control Flag and click ‘Save’.

10. Click Provider Specific sub tab under Configuration tab. The following window is

displayed.

ORACLE Weblogic Server Administration Consale 12c _/\

Change Center
View changes and restarts

Pznding changes exist, Thay must be activated
to take effe

7 Aclivate Changes

Undo All Changes

Domain Structure
GFSLLREL_domain
3+-Domain Partitions
B-Environment

Deploymants
[-Services

Sacurity Realms
#-Interoparzhiliny
[+-Dizgnostics

How do I... =

» Configure authentication and identity
assertion providers

+ Manage security providers

System Status

m

Heelth of Running Servers as of 8:03 PM
[ Failed (0}
[ crsel (@)
[ Overloaded (5}
[ waming {0}
I O (1)

11. Specify the following

@ Home Log Dut Preferences

Record Help La

Welcome, weblogic |Ca'!ﬁeﬂ:Ed to: OFSLLREL_domain
Home >Providers >Summary of Senices >Sunmary of Security Reaims >myresim >Providers >OFSLLD uth

Settings for OFSLLDBAuthenticator
Configuration = Performance
Commen | Provider Specific

Save
Use this page to define the provider specific configuration of this SQL Authentication provider.
TIdentity Domain: The name of the identity domain. More Info...

[ Plaintext Passwords Enabled Specifies whather plaintext passwords are
allowed to be used. More Info.

Data Source Name: oESLL The name of the JDBC data sowrce used for
database access.  More Info...
Group Membaership Searching: P barshio
unfimited [+] ced, Valid values ars
Max Group Membership Ssarch a This specifies how many levels of group
Level: membership can be sa

™
only i Group Membes S:E'[h g is set to

i valid values are tive inpagers.
For example, 0 indicates only :I ect group
mamberships will be found, a positive number
ndicates the number of levels to go

down. More Info...

[] Password Style Retained rols how a password is stored in the
n updating an existing user's

password.  More Info..

to hash b
s & standard

Password Algorithm: SHAS12 The message digest algorithm
passwords for storage, The na

values in corresponding fields:

— Data Source Name: OFSLL

— Password Style Retained: Uncheck
— Password Algorithm: SHA-512

— Password Style: SALTEDHASHED
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— Provide the SQL Queries from the column Corresponding SQL Queries as per
OFSLL Tables as given below.

. Default SQL Query Corresponding SQL Queries as per our
Operation from Weblogic Tables
SQL GetUsers | SELECT U_PASS- SELECT UAU_USR_PASSWORD FROM
Password: WORD FROM USERS | USER_AUTHORISATIONS WHERE
WHERE U_NAME =? | UAU_USR_CODE =?
SQL Set User | UPDATE USERS SET | UPDATE USER_AUTHORISATIONS SET
Password: U_PASSWORD =7? UAU_USR_PASSWORD = ? WHERE
WHERE U_NAME =? | UAU_USR_CODE =?
SQL User SELECT U_NAME SELECT UAU_USR_CODE FROM
Exists: FROM USERS USER_AUTHORISATIONS WHERE
WHERE U_NAME =? | UAU_USR_CODE =?
SQL List SELECT U_NAME SELECT UAU_USR_CODE FROM
Users: FROM USERS USER_AUTHORISATIONS WHERE
WHERE U_NAME UAU_USR_CODE LIKE ?
LIKE ?
SQL Create INSERT INTO USERS | INSERT INTO USER_AUTHORISA-
User: VALUES (?,?,7) TIONS(UAU_USR_CODE, UAU_USR_-
PASSWORD,UAU_DESC) VALUES(?,?,?)
SQL Remove DELETE FROM DELETE FROM USER_AUTHORISA-
User: USERS WHERE TIONS WHERE UAU_USR_CODE= ?
U_NAME =?
SQL List SELECT G_NAME SELECT UGR_GROUP_CODE FROM
Groups: FROM GROUPS USER_GROUPS WHERE
WHERE G_NAME UGR_GROUP_CODE LIKE ?
LIKE ?
SQL Group SELECT G_NAME SELECT UGR_GROUP_CODE FROM
Exists: FROM GROUPS USER_GROUPS WHERE
WHERE G_NAME =? | UGR_GROUP_CODE =?
SQL Create INSERT INTO INSERT INTO
Group: GROUPS VALUES (? | USER_GROUPS(UGR_GROUP_CODE,U
,?) GR_GROUP_DESC) VALUES(?,?)
SQL Remove DELETE FROM DELETE FROM USER_GROUPS WHERE
Group: GROUPS WHERE UGR_GROUP_CODE =?
G_NAME =?
SQL Is Mem- SELECT G_MEMBER | SELECT UGM_MEMBER_USR_CODE
ber: FROM GROUPMEM- FROM USER_GROUP_MEMBERS
BERS WHERE WHERE UGM_MEM-
G_NAME =? AND BER_GROUP_CODE=? AND
G_MEMBER =? UGM_MEMBER_USR_CODE =?
SQL List Mem- | SELECT G_NAME SELECT UGM_MEM-
ber Groups: FROM GROUPMEM- BER_GROUP_CODE FROM

BERS WHERE
G_MEMBER =?

USER_GROUP_MEMBERS WHERE
UGM_MEMBER_USR_CODE-= ?

3-34

ORACLE




Default SQL Query

Corresponding SQL Queries as per our

Operation from Weblogic Tables
SQL List SELECT G_MEMBER | SELECT UGM_MEMBER_USR_CODE
Group Mem- FROM GROUPMEM- FROM USER_GROUP_MEMBERS
bers: BERS WHERE WHERE UGM_MEM-
G_NAME =? AND BER_GROUP_CODE=? AND
G_MEMBER LIKE ? UGM_MEMBER_USR_CODE LIKE ?
SQL Remove DELETE FROM DELETE FROM USER_GROUP_MEM-
Group Mem- GROUPMEMBERS BERS WHERE UGM_MEMBER_US-
berships: WHERE G_MEMBER | R_CODE=7? OR
=? ORG_NAME =? UGM_MEMBER_GROUP_CODE=?
SQL Add INSERT INTO INSERT INTO USER_GROUP_MEM-
Member To GROUPMEMBERS BERS (UGM_MEM-
Group: VALUES( ?,?) BER_GROUP_CODE,UGM_MEMBER_US
R_CODE) VALUES(?,?)
SQL Remove DELETE FROM DELETE FROM USER_GROUP_MEM-

Member From
Group:

GROUPMEMBERS
WHERE G_NAME = ?
AND G_MEMBER = ?

BERS WHERE UGM_MEM-
BER_GROUP_CODE= ? AND
UGM_MEMBER_USR_CODE="?

SQL Remove
Group Mem-
ber:

DELETE FROM
GROUPMEMBERS
WHERE G_NAME =?

DELETE FROM USER_GROUP_MEM-
BERS WHERE UGM_MEM-
BER_GROUP_CODE= ?

SQL Get User

SELECT U_DESCRIP

SELECT UAU_DESC FROM USER_AU-

Description: TION FROM USERS | THORISATIONS WHERE UAU_US-
WHERE U_NAME =? | R_CODE = ?

SQLSet User | UPDATE USERS SET | UPDATE USER_AUTHORISATIONS SET

Description: U_DESCRIPTION =? | UAU_DESC=? WHERE UAU_US-
WHERE U_NAME =? | R_CODE=?

sQL Get SELECT G_DE- SELECT UGR_GROUP_DESC FROM

Group Descrip- | SCRIPTION FROM USER_GROUPS WHERE

tion: GROUPS WHERE UGR_GROUP_CODE-= ?
G_NAME = ?

SQL SetGroup | UPDATE GROUPS UPDATE USER_GROUPS SET

Description: SET G_DESCRIP- UGR_GROUP_DESC= ? WHERE
TION =? WHERE UGR_GROUP_CODE= ?
G_NAME = ?

Provider Name | OFSLLDBAuthentica-

tor
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SQL Remove Member From Group: | zjy5ER USR_CODE= 7

SR Flemeriies Gseg Pl DELETE FROM USER_¢| [h

/] Descriptions Supparted

SOL Get User Description: E UAU_USR_GODE = 7

a single raco
More In

SQLSet User Description: iE UAL_USR_CODE= 7

SOL Get Group Description: JGR_GROUP_GODE= 7

dascription.  More In

SQL Set Group Description: JGR_GROUP_CODE= ?
— — o

\S;m[]/}

12. Click ‘Save’.

Note

Application server needs to be restarted for these changes to take effect.

3.6 Creating User Groups and Users

3.6.1 Creating Users

Create an OFSLL application super user to login to the application.

A script is provided in the distribution media in the dba_utils folder to create an user.

Note

By default there are no users created to login to OFSLL application.
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Login as application schema owner and run the script ‘crt_app_user.sql script’ to create

OFSLL application user.

SQL*Plus: Release 12.1.0.2.0 Production on Sat Sep 16 10:35:2% 2017
Copyright (c) 1982, 2014, Oracle. B&ll rights reserved.
Enter user—name: QOFSLLREL

Enter password:

Last Successful login time: Sat Sep 16 2017 10:38:03 405:30
Connected to:

Oracle Database 12c Enterprise Edition Release 12.1.0.2.0 —

With the Partitioning, COLAP,

SQL> Bcrt app user.sgl
Enter the name of the OFSLL App user Id4d you

Want to create user: DEMOSUPR

Enter the First Name for this user: DEMO

Enter the Last Name for this user: SUPR

Enter the FPhone Number for this user: 989897778886
Enter the Fax Number for this user: 6655544422

1 row created.

1 row created.

1 row created.

SQL> commit:
Commit complete.

sor> |

1. Login into WebLogic server console.
2. Click ‘Security Realms’ on the left panel.

3. Click ‘myrealm’ on the right panel..

&4bit Production
Advanced Analytics and Real Application Testing options

ORACLE Weblogic Server agministration Console 12¢

Change Center @) Home Log Out Prefersnces R

- ° B
L&

View changes and restarts

Click the Lock & Edlir burton to modify, add or

delete iterns in this domain.
Lock & Edit

Release Confguration

Domain Structure

OFSLLREL_domain
#H-Domain Partitions
1 Environment
—Deployments

&} Services

3} Diagnostics

Welcome, weblogic |Cumd tm: OFSLLREL_domain
Home =Summary of Security Realms

Summary of Security Realms

A sacuriy realm is a contziner for the mechanisms—including usars, groups, szeurity roles, sacurity policias, and sscuriny
providers--that are used w protect Weblogic rescurces. You can have multiple active security reslms in @ WebLogic Server
domain, but anly ana can be set =5 the defsul sacurity realm, which is ressrvad for domain sdministrative purposss.

This Security Realms page lists =ach security realm that has been configured in this Weblogic Server domain. Click the
nams of the realm to =xplore 2nd configurs thar resim.
| Customize this table

Realms (Filtered - More Columns Exist)
Click the Lock & Ediit bution in the Change Canter to activate all the buttons en this page.

New | [Delets Showing 1to 1 0f 1 Previows | Mext
Name &% Default Realm
myrealm true
Howr do L... = New| [Delet= Showing 1to 1 of 1 Previous | Mext
= Configure new security reaims
= Enable auromaric realm reszart
» Dalers sacuricy rezlimes
+ Change the dafauls sscuriny realm
System Status =

Health of Running Servers as of 10:49 AM
Failed (0}
[ criseal (@)

[ Overloaded (0}

4. Select ‘Users’ tab under Users and Groups.
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5. If SQLAuthenticator is configured as a Security Provider for the OFSLL application, the
Users are automatically created in weblogic when created through an application.

ORACLE WeblLogic Server administration Console 12c _A

Change Center 1@ Homs Log Ouwt Prafersnces Halp | =%
WView changes and restarts Welcome, weblagic |Cam-enzd to: OFSLLREL_domain
OBk ihes vt 5 ot bisteson 5% AT nelior Home »Summary of Securiny Realms »myrealm >Summary of Security Reslms »myrasim >Users and Groups

delete itams in this domain. =
Settings for myrealm
Lock & Edit

Configuration | Users and Groups | Roles and Folicies | Cradential i id gy
Release Confguration I

Users | Groups
Domain Structure :
CFSLLREL_domain
[3-Domain Partitions
F1-Environmant
—Deployments
51 Services
‘—Security Realms
- Interoperabiliny

This page displays infarmation sbout sach user that has been canfigured in this security realm.

| Customize this table

Users (Filtered - More Columns Exist)

¥~ Dizgnostics New | |Delsts Showing 1 to 4 of 4 DPrevious | Mext
Name & Description Provider
P
[] | pEMOSURPR DEMO SUPR OFSLLDBAuthenticator
This is the default service account for WebLogic Server Lifecycle Manager

[ | icMuser Acyiraakan ipcstes: DefaultAuthenticator
How do ... =] [ | oracleSystemUser | Gracle application software system user. DefaultAuthenticator
S RS e el GRS [] | weeblogic This user is the default administrator. DefaultAuthenticator

e New | [Desst= Showing 1to 4 of 4 Previous | Mext

= Modify users

= Delete users

System Status

m

Health of Running Servers as of 10:51 AM

Failed (0}
Criscal (@)
Overloaded (0)
Warning (0)

|

3.6.2 Creating User Groups

1. Select ‘Groups’ tab under Users and Groups.

2. If SQLAuthenticator is configured as a Security Provider for the OFSLL application, the
Groups are automatically created in weblogic when created through an application.

ORACLE Weblogic Server Administration Console 12¢ _ -~

i . @ Home Log Out Praferences [ Record Help | La
View changes and restarts Welcome, weblogic |Ca!met|:ad o OFSLLREL_domain
Click the Lok & Fole-button w mocdify, add or Home: > Summary of Security Reslms >myraslm >Summary of Seaurity Reslms >mynesim >Users and Groups
delete itemns in this domain. =
Sartings for myrealm
Lock & Edit
Configuration | Users and Groups || Roles and Policies | Credential Mappings | Providers || Migration
Release Configuration L
Users | Groups
Domain Structure ) B :
OFSLLREL_domain
B et P et This pags displays information zbout each grous that has baen configurad in this sscurity rasim,
1 Environment
& Devlegmenes ¥ Customize this table
i—Security Realms Groups

= Interoparahilivg
- Disgnostics MNew | | Dei=te Showing 1 to 9 of 9 Previous | Mext

1 Description Provider

] AdminChannelUsers can access the admin channel, Drefaulithuthenticator

O | katentons Administratars can view snd modify sl resource stributas and start TR

- and stop servers, el A
How dio I... =] [ | AppTestars AppTesters group. DefauhtAuthenticator
+ Manage usars and groups [ | CrossDomainCannactars Sﬂ’?nf:?;’“a'"c““"m“ can make inter-domain calls from forelgn | b p aushenticator
&/ Crente nmirs [ | peployers Dieployers can view =l ressurce amributes and deploy spplications. | Defackauthenticatsr
» Modify groups
e Manitors can view and medify 2l resource sttributes and perform =

- Delate groups O | Monitars roadlanind et el Defaulthuthanticator

[ | oFsLL_USER OFSLL USER GROUP GFSLLDBAuthenscator
System Status = = - T = T

perators can view and modify all resource atrributas and parform % z
Hezlth of Running Servers as of 10:52 AM [ | operstors server lifecycle operations. IRt ok,
T Failed (0} [ | oracleSystemGroup Oracle application software system group. DefaultArthenticator
Critical (0) Mew | | Delete Showing 1 to 9 of 9 Previows | Mext

I Cvarloaded (0}
I ~ warning (0) b 4
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3.6.3 Assigning Users to Groups

The USERS are automatically mapped to default application group - OFSLL_USER.

Chmrge Centry | ) vese Lig Ot Protrpeces e | - Brefctaree, weillosgic | Cofrmed s 0931 demicain
Virss charges and reatarty i
ik g il B oot mai iy, e o I Setimps. bor CYHOMN
R e |
Cowd | P | Greugs
Lech A8
EI
Drmtain SLrmbure o o T R T S T P
Farerd Grours o e b g e o ety e Sar st e Mg i-h
Avadatle Chasenc
LT
L
Savm
e e L |
» Ciutin e

Sputem tatus
gt By b

| ]

I e
kA
g

3.6.4 Resetting password via weblogic console
1.

Click on ‘User’. Select Passwords tab and enter new password and confirm password.

ORACLE Weblogic Server adminisiration Console 12c

Change Center @ Home Log Out Preferences Record Halp | Q@

-~

WView changes and resrarts Welcome, weblogic | Connected to: OFSLLREL_domain
T e Home =Summary of Security Reslms =myresim >Users and Groups > DEMOSUPR

Jelete iterns in this domain. PP e

Lock & Edit

General | Passwords | Groups
Felease Configuration ! 1

Save
Domain Structure
OFSLLREL_domain Use this page o change the passward for the selectad ussr,
#-Domain Partitions.
Gl e * Indicates required fiskds
—Deploymeants
31 Senvices

—Security Realms * New Password: Pl The new password of this wser. More Info...
Hh-Interoperabiliy

i+}-Diagnostics
* Confirm New Password: R e

Save

How do L. =

- Craste users
- Modify usars

= Delete usars

System Status ]
Health of Running Servers as of 11:04 AM
T ~ Failed (0}
[ Criseal (@)
[ Overloaded (0}
|

Warning (0)

I Ok (1)
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2. Click ‘Save’.The following window displayed.
ORACLE WeblLogic Server administration Console 12c _A

Change Center 18 Home Log Out Preferences Halp Q@

View changes and restarts Welcome, weblogic |e:am-ecr.ed to: OFSLLREL domain
Click the tock & Edit button to modify, add or Home >Summary of Security Reslms >myresim >Users and Groups ~DEMOSUPR
delete itams in this dos . Messages:

Lock & Edit & Settings updated succe

Felease ©

Settings for DEMOSUPR

Domain Structure General | Passwords | Groups

OFSLLREL_domain
#H-Domain Partitsons
#}-Emvironment
—Deployments

- Services
i—Security Realms

#-Interoperabiliny

=1 Diagnostics

Save

Use this page w change the password for the selected user,
* Indicates required fislds
* New Password:

The new password of this user.  More Enfo...

* Confirm New Password:

How do T...

o

+ Creats users
- Modify users

» Delete users

System Status =

Hezlth of Running Servers as of 11:07 AM

[ (o}
I Criseal (@)
|

|

Gvardoaded (¥)
Warming (0]

I Ok (1)

3.7 Implementing JMX Policy for Change Password

1. Login to Oracle WebLogic Server 12c console (http://hostname:port/console)

Note

The Change Password feature uses the JMX Policy configured on the domain. Hence, the
AdminServer is required to be up and running to enable this.

2. Click Domain > Security > myrealm > Configuration

ORACLE WebLogic Server Adminisvaton Console 120 s 2 o

Change Center @ Home Log Out Preferences [5] 7 a

R T T Wlcome, weblogic | Connsced to: OFSLLREL_domain
Click the Lock & Eait button w modify, add or
delate itams in this domain.

| Lock & Edit

Settings for myrealm

Configuration | Users and Groups | Roles and Policies | Credentis| Mappings | Providers | Migration

A

General RDBMS Security Store | User Lockout | Performance

OFSLLREL_domain Click the £ack & Edit button in the Change Canter to modify the setings on this page.
[ Domain Partitions e
[ Enviranment
- Deployment
B Services Use this page o configure the general behavior of this seaurisy realm.
| Serurity Reslms
[ Mots:
i ;‘ﬁe“”e'ﬂ""“’ ¥ you sre implementing security using JACC (Java Autharization Contract for Contsiners a5 defined in J5R 115), you must use
iagnostics the DD Only security model. Other Wablogic Server models are nat svailable and the security functions For Web apelications
and EJBs in the Administration Console are disabled.
Name: myresim The name of this security realm,  Mors Info...
4F] Security Model Default: DD Only [~
How do L.. =l

‘Configure new security realms

« Enable automatc realm restar +/ 4] Combined Role Mapping Enabled

= Manage security for Web applications and
ElEs

Set the default security modsl
= Delegata MBzan authorization to the r=alm

2 deployment
More Info...

7] Use Authorization Providers to Protect JMX Access
System Status =

Health of Running Servers as of 11:09 AM

I Failed (0)

I Critical {0} i Restart After N, ic Cha Sce{éf m 'f_ﬂl be zutn-restarted if
—— nan-dy re mads to the realm or

[ Overloadad (0} provwiders - More Info...

T Warning (0) L
I OV (1)

Retire Timeout: on Soecifies the retire tmeout for a realm that =
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3. To enable JMX policy select the ‘Use Authorization Providers to Protect JMX Access’
check box on the right panel

ORACLE web Logic Server Administration Console 12c

Change Center
View changes and restarts
Mo pending changss exist, Cick the Releass
Configuration button to allow othars to adit the
domain,

Lock & Edit

Releaze C

Domain Structure
OFSLLREL_domain
- Domain Partitions
[ Environment

i+ Deployments

[ Services

i~ Security Realms
- Interoparability
[# Diagnostics

How do L... a8

= Configure new security realms

Enable automatic realm restart

« Manage security for Web applications and
SES

= Sat the default sscurity modsl
« Delegste MBean suthorization to the realm

System Status =]
Health of Running Servers as of 11:09 AM
[ Failed (0)
T critical {0}
[ Overosdd (0)

‘Warning (0}

@ Home Log Out Preferences [52] Record Help

Welcome, weblogic | Connacead to: OFSLLREL_damain
Home >Summary of Security Resims > myresim

Settings for myrealm
‘Configuration

General

Users and Groups | Reles and Polices | Credential Mappings | Providers | Migration

RDBMS Security Store | User Lockowt | Performance

Save

Use this page w configure the general behavior of this security realm.

MNot=:
TF you are implementing security uslrlg JACC (Jsva Authorization Contract for Contsiners as defined in 15R 115), you must use

the DD Cnly sacurity madel. ic Server modsls are not available and the sscurity functions for Wb apolications
and EJBs in the Administration Ccmsule are disabled.

Name: myreaim The name of this security realm.  More Info...

(5] Security Model Default: Specifies the default security model for Wab

appl ions or EJBs that are secured by this security
razim. You can ovarmids this default during
deployment. More Info...

DD Cnly

[~]

(57| Combined Role Mapping Enabled

Determines how the role mappings in the Entesprise
I, I [ = D

that ntialize roles from deployment
descriptors.  More Info...

(i5] Use Authorization Providers to Protect JMX Access Configures the Weblogic Senver MBean sarvers to use
the sacurity realm’s Authorization providers
determine whether a IMK dient has permmission to
access an MBazn attribute or invoke 2n MBezn
operation.  More Info...

[] Automatically Restart After Non-Dynamic Changes Specifies whethes the Reslm will be auto-restarted if
non-dynamic changes are made to the: realm or
providers within the reaim.  More Info...

Retire Timeout: 60 Specifies the retire tmisout for a realm that is
restarted. The old realm will be shutdown after the

specified timeout period has elapsed.  More Info...

4. Click ‘Save’ and restart the server.

5. Re-login to console.

6. Click Domain > Security > myrealm > Roles and Policies > Realm Policies

Note

If server is not restarted, JMX Policy Editor option will not appear

ORACLE WebLogic Server Administration Console 12c

Change Center
View changes and restarts

Click the Lock & Fdiirbutton o modify, add or
deliete inems in this domain.

Lock & Edit

Domain Structure

OFSLLREL domain
[# - Domazin Partitions
[ Environment
—Deploymants

[# - Sarvices

| Serurity Reslms
[# - Interoparsbility
[ Dizgnostics

-G

Welcome, wablogic | Cannactad to: OFSLLREL_domain

1@ Home Log Our Preferances [5] 7

Help =S

Hame »Summary of Security Resims =myresim >Fesim Ao > Reslm Polities
Sattings for myrealm

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration

Rezlm Roles  Realm Policies

Use this tabla to access or create security palicies for this sacurity reabm. The Root Level Policies nade in the Name column provides
arcess to root level policies (which apply to =il resources of a given type]. Al ather nodes provide scoess to palicies that apply to
rESDUICE instances.

Motes:

» This table does not provide access w polides for instances of INDI resounces o Work Context resources. To ses these
poficies, view: tha Security t=b for each JWDI node or Wirk Conteer ohject instance.

= If you imporad policies for Wb applications or E18s from deploymane descriptors using the Inst=# Application
Assistant, you must activats changes to access the polides.

To wiew or modify JMX policies in the Administration Console, you must first delegats MBazn suthorization to the
realm’s Authorization providers,

this table

How do I...

o

« Manage security policies

= Access policies for INDI resources

= Acress policies for Work Context resources
= Delegate MB=an authorization to the raalm

System Status =}
Health of Running Servers as of 11:24 AM
| Failed (0)

Critical {0}

Overloaded (0)

Wasrning (0}
— oK (1)

Showing 1o 9 of 3 Previous Next

Resource Type Palicy

I Coherence Clusters
= Deployments
=l Domain

=1 1C0M

= 1D8C

= M5
I Policy Editor

=1 Root Level Poficies:
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7. Click on JMX Policy Editor to configure

ORACLE webLogic Server Adminsiration Conscle 12¢

Change Canter @ Home Log Out Preferences [&] Record Help || =Y blogi |Connema:|m: __domain
View changes and restarts Horme = Summarny of Security Resims >ryresim = Rezim Roes = Resim Polcies =JMX Policy Editor
Click the Lock & Edirbutton o modify, add or IMX Policy Editor
delete iems in this domain,
Leck & Edit | Back| |Mext| [Giesie Pobcy | | [Cancsl|
Release Configuration Select the Policy Scope
P S » To apply this policy 1o 2ll instances of an MBean, select GLOBAL SOOPE.
OFSLLREL domain = To apply this policy only o an MBazn instancs that is used to manags 2 specific daployment or resource, select the deployment or
[ Domain Partitions L
l:7 Environment Scopes
- Deploymants
- Sarvices Scope
|~ Seourity Realms
[# - Enteroperability @) GLOBAL SCOPE
[ Dizgnostics
B Deployments
13 JDEC System Resources
[+ IMS System Resources
[ WLDF System Resounces
How do ... g Hack| [eq| [Cresie Poicy) | | Cancel]
« Create IMX palices I:lé

System Status =
Health of Running Servers as of 11:26 AM

[ Failed(D)
[ cal{n
[ Cuverosded (D)
[ Waming (0)
I (1)

8. Select ‘GLOBAL SCOPE’ and click ‘Next’.

[# weblogic. managemant.security.authentication
[# weblogic.sacurity.providers, audit
=l weblogic,sscurity.providers, authentication
() AdiveDirectoryAuthenticztorMBaan
) CustomDEMSAuthenticstorMBean
3 DefaulthuthenticatorMBezn
O DefaultidentityAsserterMBaan
() IPlanethuthenticatorMBean
() LDAPAuthenticatorMBaan
) LDAPKSD3IdentityAssertarMBsan
) NegatisteldentityAssarterMBaan
O NovelAuthenticatorMBaan
() OpenlDABAutherticstorMBesn
() OracleldendnCloudInegratoriBezn
) OraclelntzrnaDirectoryAushenticzaorMBazn
3 OracleUnifredDirectoryAuthentcatorMBaan
O OracleVirtuslDirectoryAuthenticatorMBzan
() ReadOnhSQLALthsnticatorMBaan
@®  SOLAuthenticatorMBzan
O VimalUssrfuthenticztorMBaan
14 wehlogic.sacurity.providers, autharization
[# wehlogic.sacurity.providers.credentials
# weblogicsecurity.providers. pk
¥ weblogic,security.providars, sami
¥ weblogic,security.providers.xzcml.authorization

|Bask| | MNest| [Cresi Pabcy |fCancei:

9. Select weblogic.security.providers.authentication.
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10. Select ‘SQLAuthenticatorMBean’. Click ‘Next'.

ORACLE weblLogic Server Adminstrstion Consale 122
{8 Home Log Out Preferences [5] 7

Change Center
View changes and restarts

Click the Lock & Edirbutton to modify. add or

delete izerms in this domain.
Lock & Edit

Fislease Conbiguation

Domain Structure
OFSLLREL domain

[# - Domain Partitions
[#- Erwironment

I‘%‘ Interoperability
[ Disgnostics

Hame = Summary of Security Resims =myreaim >Rezim Robes >Resim Fol

IMX Policy Editor
|Back| [Fi=d] [Creaiz Poi |Canae|
Selact Read, Write, or Invoke Privileges

Specify raad/write privilages for one or 2l MBezn attributss, or specify privilages for invoking an MBean eperstion.

Selected Scope: GLOBAL SCOPE
Selected MBean Type: SQLAuthenticatorMBaan
Attributes and Operations
Attribute or Operation Existing Palicy
o

2B

Welcome, weblogic | Connectad 121 OFSLLREL_damain
=IMX Policy Editor

itele | &

= If you chos= ALL MBEAN TYPES on the previcus page, you must apply the poficy to all sttributes or &l aperstions.

» If you chosa 2 specific MBezn type on the previous page, you can salect a specific amribure or operation or you can apply the
policy to all stributes or oparations.

[ Anributes: Permission to Read

How do L... =)
.C) + s
« Creste IMX polices [+ Arributes: Permizsion to Wiite
O @ Encrypted Attributes: Permission t Resd
S ] O B Encrypead Atributes: Permission o Write
okl SRt 14 Lookup Operstions: Permission t Invoke
I Eetled ) O = Oparations: Parmission to Invoke
— Critieal {0) =
[ T Overioaded (0} O =ddMemberToGroup
Warring (0) sdvance
———— changellssrPassword
closz
crestaGroup
v

oetCurrentiame

11. Expand ‘Operations: Permissions to Invoke’ and select ‘ChangeUserPassword’.

12. Click ‘Create Policy’. The following window is displayed for Authorization providers where
you can add conditions to setup the policy.

13. Click ‘Add Condition’. The below screen will be displayed.

OoRACLE WeblLogic Server Administration Conscle 12c
1@ Home Log Out Preferences [&=] 7
Home = Summary of Szzurity Resims =my

Edit JMX Policies

Change Center
View changes and restarts

Click the Logk & Edirbutton to modify, add or
delete iterms in this domain,

i Lock & Edit |

Relaase Conhguration

Domain Structure
OFSLLREL domain
[# Domain Partitions
[ Environment

I Deployments

[ Services

i~ Security Resims
[# - Interoperability
[ Dizgnostics

How do L.

= Create IMX polides
« Combine canditions

]

Savs
Use this page to spacfy the conditions under which s user can access this IMX resounce and the Autharization pravider that stores and

Providers

These are the authorization prowiders an administrator can select: from,
Authorization Providers:

Policy Conditions

These conditions determine the access control to your IMX resource,

tielp | L&

m Rdes = Rmslm Poloies >3840 Po

Welcome, weblogic | Connected to: OFSLLREL domain

¢ Editar =Edit TMX Policies

the conditions.

[XACMLAuthorizer[v]

| Add Conditions | | Combine| |Uncombine]| |Move Up| | Move Down | |Remove | |Negats |
Mo Policy Specified
|Add Conditions| | Comine| |Uncombine| |Move Up| | Move Down| |Remove| |Negste
| Sawe |
Policy Used By Default
Role : Admin

System Status

Health of Running Servers as of 11:31 AM

[ Failed (0]

[ Crigical {0)

I Overloaded (0}
Waming (0}

I (1)
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14. For Predicate List, select Group for configuration. Click ‘Next'.

oORACLE Weblogic Server Adminisiration Consale 12c

Change Center 1@ Home Log Out Preferences [&] fiec

| Q| Welcome, weblogic | Conrected w: OFSLLREL_domain

View changes and restarts Hame = Summarny of Security Reslms >nmyrsalm = 34 Policy Editor >Edit JMX Policies
Click the Lock & Edir button to madify, add or Edit JMX Polices
delete iterms in this domain.
i Lock & Edit | Back| [Next| |Finish| || Cancel
Felease Configuranon Edit Arguments
= ©On this page you will fill in the arguments that pertsin to the predicate you have chosan,
OFSLLREL domain Add ene or mone groups to this eondition. If you add multipls groups, the condition evaluares as trus if the user is 5 membsr of ANY of the
[ Domain Partitions Lo o
[ Environment
T, Group Argument Name: Add |
13- Services -
| Sacurity Realms £
[ - Enteroperability OFSLL_USER
[ Dizgnostics
Back| |Mext Finish | || Cancsl
Howdo T... B

= Create JMX policies
« Combine conditions

System Status =}
Health of Running Servers as of 11:33 AM
[ Failed (0}

Critical {0)
[ Cverloaded (0}

Warning (0}
I (1)

15. Select user roles for application.

16. Click ‘Finish’. Click ‘Save’ to complete the configuration. The following window will be
displayed.

ORACLE weblogic Server Adminisiration Conssle 12

Change Center 1@ Home Log Our Preferences [E] Record Help | [ Q@ wdmme,ueuogiclc\:nre:naﬂ #0¢ OFSLLREL_domain
e s e v s Hirme= = Summary of Security Resims = myresim > Reslm Roies > Resim Poloies =343 Policy Editsr > Edit JMX Policies
Click the Logk & Eait button o madify. add or [Edit IMX Policies
delste iems in this domain.
L Lock & Edit | 1205

Relesse Configation

Use this page to specfy the conditions under which & usar can access this JMX rescurce and the Authorization provider that stores and
enforces the conditions.

OFSLLREL domain Providers

[# - Domain Partitions — . s -
bl e These are the peowiders an can selact from.

= Dk ey Authorization Providers: TR R =
B Services XACMLAUthorize!

Sacurity Realims

[ Interoperability Palicy Conditions

¥ Disgrostics These conditicns determine the access control 5o your JMX resource.
| Add Conditions | | Combins| |4 ine| |Move Up| | Move Down| |Remowe| |Megas|
[ Group : OFSLL_USER
| Add Conditions | | Combins | |4 ine | |Move Up| | Move Down| |Remowe| |Negas|
Save |
How do L. = Owerridden Policy
Role 1 Admin

= Create IMX policies
- Combine conditions

System Status =
Hezlth of Running Servers as of 11:41 AM
[ Failed (o)
T )
| Owerioadad (0)

Warming [0}
I < (1)
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4. Configuring Policies
4.1 Configuring Password Policy for SQL Authenticator

1. Login to the WebLogic server administration console with user login credentials.

2. Browse to Security Realms > myrealm > Providers > Password Validation as shown
below. The following window is displayed

ORACLE webLogic Server Adminisision Consoie 120 s 2020 o

Change Center

Q Welcome, weblogic | Connected to: OFSLLREL demain
View changes and restarts
Click the Lack & Fdirbutton to madify, add or Settings for myrealm
delete ems in this domain.
e Configuration | Users and Groups | Roles and Poicies | Credentizl Mappings | Providers  Migration

Pa d

Adjudication | Role Mappang  Auditing  Credential Mapping

Cartification Path
Domain Structure

OFSLLREL domain

[~ Domain Partitions The Password Validssion provider manages and erforces = s=t of configurable password composion rules, Whan configursd in  sscuriny

[ Erwironment razbm, the Passward Validation provider is auwtomatically invoked by = supported suthentication provider whenever 2 password is created or
g e updated for & user in the resim. The Password Validstion provider then performs 2 check to determine whather the password mests the
" i oriteria established by the composition rules, and the password is accepted or rejected 2s approgriate.
rvices
Security Realms

# - Interopars bility

I Customize this table
[ Dizgnostics

Password Validation Providers
Click the £ock & Edirbumon in the Changs Centsr to activate all the burrons on this page.

New| [ Delete | Rzarder Showing 1to1 of 1 Previous | Next

- Ma Description Version
How do I... = 3

SyssemPasswordValidamor

Paszwond compasition checks 1.0
« Configure the Password Validation provider

Wew| [Dele= | Fiarder Showing 1to 1 of 1 Bravious | Nest
System Status =

Health of Running Servers as of 11:42 AM

I
|
[ Overiaaded (0}

Warring (0)

o)

3. Click ‘SystemPasswordValidator’ link. The following window is displayed.

ORACILE weblLogic Server Adminisiration Console 12c

P oo r— @ Home Log Out Breferences (o

d valp | a Welcome, weblogic | Connect=d w: OFSLLREL domain

Wisws changes and restares e = Summany o Seow ders > SystemPassveordValidator

Click the Lack & Sairbutton w modify. add or
delete is=ms in this domain.

Configuration
Lock & Edit

Common | Provider Specific

This page display= basic information about this System Password Validaton provider,

AF] Mame: SystemPasswardvalidamr dation

(%] Description: Password compesition chacks A shore description of the System Password Validaer
Mowe Info...

55 Versian: 10 on nurmbar of the System Passwerd Validamr
Moz Info...

How do I... =

- Configure the Password Validation provider

= Manage secusay providers

System Status =

Heaith of Running Servers as of 11:43 AM

4. Click Provider Specific Tab.
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5. Configure the password policy as per the requirement. An example is provided in the

following window.

D Reject if Password Contains the User Neme Reversed
=
il Password Length Policies
+ Configurethe Passuart Veiteliongrenter |y Bossocord Length: s of charecters ot
+ Mnage sty providers " the Defult Authe
-
configuret
System Status B
et of Runming Servrs 1 11:44 A1 e —— D
Faite (0]
ot 1)
| Oyvminaded (1)
[ Warning (0} Character Policies
I )
Meximum Any Character: 5
ey appesr i e pemnecrd. Mare Info.
Mesimum Cansecutive Characters 2 e maimam rumber of tmes et hrecte
ey agpear ety 7 e pam, Pre
Minimum Number of Alhsbetic Charscters: |5 Spacin the minimum rumbr o sghabetc hareclre
Minimurm Mumbér of Numri Chiractérss 0
Minimum Number of Lower Case Characters: ] minimum number

st conézin.  Mors

Minimum Number of Upper Case Characters: i minimum number of

rd mist confzin.  More Inf.

percess characters

Minimum Number of Nan-Alphanumeric o

minimum number of nen-alphanu
Characters:

Minimum Number of Non-Alphabetic Charecterss | ¢

6. Click ‘Save’.

4.2 Confiquring User Lockout Policy

1. To Change User lockout policy, browse to Security Realms > myrealm > Configuration
Tab > User Lockout Tab. The following window is displayed

ORACLE WeblLogic Server Administration Console 12¢

< B

Welcome, weblogic | Connected to: OFSLLREL_domain

{8 Home Log Out Praferances

Change Center i Help | =X
View changes and restarts

T s S s
Click the Lock & Edit button to medify, add or Hame >Summary of Security Reslms >myrealm

delete items in this do
Lock & Edit

Settings for myrealm

Configuration | Users and Groups | Roles and Poficies | Credential Mappings | Providers: || Migration
Release Confguration

Genarzl | RDEMS Security Store | User Lockout | Performance

Domain Structure

OFSLLREL_domain
#-Domain Partitions
# - Environment
-—-Deployments

@1 -Sarvices

Click the Lock & Ediir button in the Change Canter o modify the settings on this page.

Save

Password guessing s 2 common type of security amack. In this type of arack. & hacker atempes £ log in o a computer
using various combinations of usernames and passwords. Weblogic Server provides a set of attributes to protect user
accounts from intruders. This pags allows us to define how user lackeuts will be handled in this security reaim.

i—Security Reslms
= Interop=rabiliny
F1-Disgnostics

~| 45| Leckout Enabled

the ssrver bocks users
walid begin atternpts on
Mare Info...

45 Lockout Threshold: =

cur befors 2
More Info...

How do I... =]

#F] Lockour Durations a0 The number of minutes thar a usar's scoount is

ocked our.  More Info...

= Set user lockour atributes

» Unlack user accounts

45| Lockout Reset Duration: = The number of minutes within whi

consecutive

= invaBd login atrempes cause a user’s account t
System Status =) b= lockad out.  More Info...
Hezith of Running Servers s of 11:50 AM
—_— #%] Lockout Cache Size: = The maximum number of invalid login records
Failad (0} = that the server can place in & cache, Mors

Critical ()
Grvarloadad (0)
Warning (0}
OK (1}

Info...

4] Lockout GC Threshold: 400 The maximum number of invalid login records

that the server keeps in memory. More Info...

Save L

2. Configure the User Lockout details as per the requirement. An example is provided
above.

4-2 ORACLE



5. Deploying Application

5.1 Deploying Application

1. Login to the Oracle Enterprise Manager 12c console . (i.e. http://hostname:port/em)

SIGN IN TO

Domain  Domsin_OFSLLREL_domain

*User Name  weblogic

[ Login to Partition

Sign in

ORACLE

2. Click on ‘Lock and Edit’ as shown below.

T wwesLoges Dermain « wi=blogic -

EEl = -  Auoreresn or

OORACL € enterprise Manager Fusicn Missizwars Contro! 120

= oOrsuREL_domain @
i \WebLogic Demain w psT £
¥ Information
Cartain . on this page is [
Servers -
. = S
Clusters
o »
Clusters
Heann
oK
Deployments =
. oK
. B o
Domain Partitions
Domain Partiions  p
Resource Group Templates < >
Servers Zof:

Columns Hidden 3%
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3. The following window is displayed.

DRACLE‘ Enterprise Manager Fusion Middlewsrs Control 122

=== OFSLLREL_domain @

t=

WebLogic Domain ¥

& Confirmation

The edit session lock has been acquired. Mo pending changes exist.

Servers
3 Up
Clusters
Clusters
Deployments
1 Up

Domain Partitions

Domain Partitions

Resource Group Templates

Administration Server

Name  AdminServer

Haost ofslin.cracle.com

Listen Port 9001

Servers
Vizw w Wl Create Delete Contol v [
Name Status  Cluster Machine
AdminServar{admin) +
+
+

Columns Hidden 34

= WebLogic Domain * weblogic ¥ w

Br| Hv

Auto Refresh OF v

16-Sep-2017 12:27.37 15T 0

State Health
Running o8
Running 0K
Running O

»

Servers 3of2

4. Click on Deployments in the left panel. To deploy go to Deployments option in the menu

as shown below.

ORAC LE' Enterprize Manager Fusion Middieware Control 12

=== OFSLLREL_domain &

bLogic Domain »

& Confirmation

The edit session lock has been acquired. No pending changes exist.

Servers

3Up

Clusters

Clusters

Deployments

1Up

Domain Partitions

Domain Partitions

Resource Group Templates

Deployments
Visw v ] Show All Deployment » Owerride » Control =
W Deploy Status  State Health
¥ B Redeploy % 4+ Active oK
% Undegloy

o, Fetch Deployment Plan

<

Columns Hidden 4 Columns Frozen 1

5-2

Weblogic Domain weblogic = san

A v [@Av  AdoRefesh OF |E|

Sep 16, 2017 12:15:46 PM IST “_)

Type Domain Part

‘Web Applcation

>
Deployments 1of 1
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5. Click ‘Choose File’ button and select OFSLL application archive file i.e. ofsll_149.ear.
Choose the ‘Deployment Plan’ (if any).

ORACLE Enterprise Manager F

wieblogic «

n Middleware Control 122

OFSLLREL_domain @
&

Select Archive Select Target

k Steoiof4 | Mext | Cancel

Deploy Java EE Application: Select Archive

5co| :
e 4 Information
t 3 scope you want to deploy this apg tionto Global ¥ Ute i parie e
applications tha Oracle

Metadats Services (MOS) or that
take advantsge of the Oracle
Applicstion Development
Framewark (Oracle ADF).

Archive or Exploded Directory

dules (EJB JAR files), Rescurce Ada Modules (RAR files), Coherence Archives (GAR files)
les) can be deployed. You can also deploy an exploded archive that is present on the sarver

I your application is a S04
Anchive composite, use the S0A Compos
Loostan deployment wizard.
If your application is not a S04
composie or it does not require 3
MDS repository or ADF
connechions, then you can deploy
wour applicstion wsing this wizard
Erowse... or the Cracle WebLogic Senssr
Adrministration Console.

that contains the deployment settings for an ication. You can use a previously sawed deployment plan for this

y 55, you can optionalfy edit the deployment plsn and save it for a future deployment of this wceation. If
be crested sutomaticaly duning the deployment process when deployment configuration is done. The
deploy a library.

® Create a new deployment plan when deployment configuration is don

) Deployment plan is on the machine where this YWeb browser is

Choose File | No file chosen
Deployment plan is on the server where Ent

rprise Manager is running

Erowse...

Note

A deployment plan can be used to easily change an application's WebLogic Server con-
figuration for a specific environment without modifying existing deployment descriptors.
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Sample plan.xml

<?yml version='1.0"' encoding="UTF-8'32>
<deplovment-plan xmlns="http://xmins.oracle.com/weblogic/deployment-plan" xmlns:xsi="http:// www.w3.orqg/2001/MLSck
<application-name>of=llrel</applicaticn-name>
<variable-definition>
<variable>
<name>Web ofsllrel contextRoot</name>
<value>ofsllrel</value>
</variable>
</variable-definition>
<module-override>
<mpdule-name>ofsllrel.ear</module-names>
<module-typerear</module-type>
<module-descriptor external="false">
<root-element>weblogic-application</root-element>
<uri>META-INF/weblogic-application.xml</uri>
</module-descriptor>
<module-descriptor external="false">
<roct-element>application</root-elements>
<uri>META-INF/application.mml</uri>
<variable-agsignment>
<name>Web ofsllrel contextRoot</name>
<xpath>/application/module/web/ [context-root="cfsllrel"] /context-root</xpath>
<operation>replace</operation>
</variable-assignment>
</module-descriptor>
<module-descriptor external="true">
<rooct-element>wldf-resource</rooct-element
<uri>META-INF/weblogic-diagnostics.xml</uri>
</module-descriptor>
</module-override>
<module-override>
<module-name>ofsllrel.war</module-name>
<module-typerwar</module-types>
<module-descriptor external="Ffalse">
<root-element>weblogic-web-app</roct-element>
<uri>WEB-INF/weblogic.xml</uris
</module-descriptor>
<module-descriptor external="false">
<rooct-element>web-app</roct-elements>
<uri>WEB-INF/web.xml</uri>
</module-descriptor>
</mpdule-override>
<module-override>
<module-name>empty . jar</module-name>
<mpdule-typercar</module-type
<module-descriptor external="true">
<root-element>weblogic-application-client</roct-elements>
<uri>META-INF /weblogic-application-client.xml</uri>
</module-descriptor>
<module-descriptor external="false">
<root-elementrapplication-client</roct-element>
<uri>META-INF/application-client.xml</uri>
</module-descriptor>
</module-override>

Click ‘Next’. The following window is displayed.

OIRACCL_E Enterprise Manager Fusion Middleware Control 126

weblogic
OFSLLREL_domain @

Seimcr Archive Select Targes

Apptoation Anributes

D Java EE

Target Back | Step Zars | Mext | | Cancet
Select the WeblLogic server or cluster that you want this appiication to be deployed to.
Setect Mame

Type Deployed Applications
[ AdrminSeruer Cracie WebLogic Serer

OFSLL_mManagedSener Cracie WebLogic Seres

= WWS_sanagedSener

Oracie WebLogic Serwer
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7. Check target server as per the requirement ‘OFSLL_ManagedServer and click ‘Next'.
The following window is displayed.

DDMLE. E ise M Fusion Mi Conirol 12 wieblogic
OFSLLREL_domain €
Select Archive Select Target Application Deployment Settings
Attributes
Deploy Java EE Application: Application Attributes |Back | Sic3sfé Next | Deploy | Gancel

-

A Hide Deployment Summary
Archive Type Java EE Application (EAR fils)
Deployment Plan  Creaste a new plan
Deployment Target OFSLL_ManagedServer
Scope Global

Deployment Type  Application

* Application Name  ofsli148
Archive Version /14.0.0.0.0-6106

Deployment Plan Version

Context Root of Web Modules
Web Module Context Root

ofslit48 war ofsll 149

« I >

Target Metadata Repository
Select the metsdata repository and specify the partition in the repository that the sppicabon will be degloyed .

* Repository Name mds-adf 4 »

8. Click ., button to select Repository Name. The following window is displayed.

Metadata Repositories

Select the p ¥ that the ion will be deployed fo

Repository Details

Name
Type
Scope Gictal
Data Source mds-sdf
JNDI Location  jdbe/mds/adt
Database Type Oracle
Database Name CLL1ZZ

Database User OLL_MDS

JDBC URL jdbc:oracieshini@mumbibzp.in.cracle.com:1521/0LL 122
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9. Select Repository as per requirement and click ‘OK’.
OoORACLE Enterprise Manager Fusion Middlewars Control 12c

weblogic « LI
OFSLLREL_domain €
@) o [ ]
Select Archive Select Target Application Depioyment
Attributes
DEp'OY Java EE Appfication: Applicaticn Attributes Back | Stzp3of4 | Next | Deploy | Cancel
-

Target Metadata Repository
Select the metadsta repository and specify the parition in the repository that the spplication will be deployed to.
* Repository Mame mds-adf #°

Repository Type Datsbase

* Partition  ofsli149
Distribution

Install and start application {servicing all requesis)

Install and start spplication n administration mode (servicing only sdministration requestsh
) Inszall onfy. Do not start.

4 Other Options

@ Use the defsuhs defined by the deployment’s targets. Recommended selection.

Application
Aboessslijt:‘ilrf; ) Copy this spplication onto every target. During deployment. the files will be copied automatically to the manaped servers to which the application is targeted
) Make the applicstion sccessible from the source lecation that i will be deployed on. You must ensure that each target can reach the hocation.
# Use the same sooes ity as the application.
Deployment
:égi?:ﬁ; i Copy the deployment plan anto every target During degloyment, the files will be copied autematically to the managed servers to which the application is targeted.

| Make the deployment plan sccessible from the source location that i will ke deployed on. You must ensure that each target can reach the focation.

10. Enter Partition name as per the requirement and click ‘Next’.

ORACLE Enterprise Manager Fusion Middlewars Control 12c

weblogic v LLT]
OFSLLREL_domain €
O 8] 8] L]
Select Archive Select Target Apphication Attributes. Deployment Settings
Deploy Java EE Application: Deployment Settings Back  Stepdof4 Mext | Deploy | Cancel
A Hide Deployment Summary 2
Archive Type
Deployment Plan  Creste 3 new plan
Deployment Target OFSLL_ManagedServer
Scope Global
Deployment Type - Application
Application Name  ofsll148
Version V14.0.0.0.0-b108
Context Root  ofsll140
Deployment Mede  Install and start application (servicing all requests)
Deployment Tasks
The table below lists common tasks that you may wish to do before deploying the applcation
Mame Go To Task Description
Configure Web Modules F Configure the Web modules in your spplication.
Configure Application Security f Configure application policy migration, credentizl migration and other security behavior.
4 Deployment Plan
-
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11. Click ‘Deploy’. The following window is displayed

Deployment Succeeded

Deployment of Application "ofsli148” is completed. The deployment changes are pending activation. Exit the wizard and use the Change Center to
activate or undo the changes.

Summary
Scope Global

Version /14.8.0.0.0-0108

yed Archive | h 2o/user_projects/domains/OFSLLREL_domair H1148_'14.9.0.0.0-b106/archivelofsll_
Location  f48.ear

Archive Type Java EE Application (EAR file)
Deployment Mode  Install and =tart application (serwicing il requests)

Deployment Target OFSLL_ManagedServer

tion States U (OFSLL_M
Context Root ofsi143

4 Hide Frogress Messages

ment plan vabdated.

EL 12ciuser_projects/domeins/OFSLLREL
ofed 140 V14 0.0.0.0-0108 archivelofel_148 sar
[April 28, 2020 11:24:42 PM |ST] Deployment plan: /seratchiappdfmw 2ofuser_projects/domains/OFSLLREL _domain/sysman/upload/deploy’
ofsl148_W/14.9.0.0.0-0108 configiptan xoml
[April 26, 2020 11:24:42 PM I5T] Targeting MDS repository: com.bea: Type=JDBCSystemRescurce Name=mds-zdf to target OFSLL_ManagedServer.
[April 28, 2020 11:24:42 PM IST] Targeting MDS repository: com.bea: Type=JDBCSystemRescurce, N ds-adf to target OFSLL_ManagedServer
col ed.
[April 28, 2020 11:24:42 PM IST] [Deployer148140[The task cannot be processed further untd the cumrent edit session is activated. When this occurs,
task processing will continue. The user can exit the deployer tool without affecting the task.

Ffircil 98 9090490447 DN IOTE Dopln

12. Click Close once the message ‘Deploy operation completed’ is displayed.
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6. Enabling SSL

The application is accessible only via https protocol; hence, after the deployment of the

application, you need to enable SSL.

To enable SSL

1. Login to console.

2. $Domain_Home > Servers > Manage Servers > Configuration > General. The below
screen is displayed.

Configuration button to allow others to edit the Sattings for OFSLL_ManagedSarver

domain, A
Lock & Edit Configuration = Protocols | logging  Dsbug | Monitoring | Control | Deployments | Senvices | Security | Motes
Liss Releae, Conbigumbion e General Clster | Serviess | Keystoes | S5L Federztion Senices | Deployment | Migration | Tuning | Overlosd
Domain Structure Concurrency | Health Monitoring | Server Start | Web Services | Coherence
OFSLLREL_domain (S

B~ Domain Partitions
[¥ Environment

Deployments Use this page to configure general faztures of this server such 25 default network commenications,
[~ Services
i~ Geourity Realms Wizw INDI Tree &

- Interoperahility
[~ Dizgnostics

Name: OFSLL_ManzgedServer A;‘:Iph;nurrenc name for this sarver instznce.  Mora
Info...
Template: (Mo value specified)| Change The template used to configure this server,  More
I Info...
(if] Machine: (None) Logic Server host computer {machine) on
How do L. =] which this server is meant to run. - More Info..,

» Configure default netwark connections (iF] Clustar: {Stand-Alone)

r group of Weblogic Server instances, to

» Creste and configure machines Ry Ml

s ] Listen Address: The 1D address or DN name this sarver uses o fisten
i i CHion nier

y. More Info..,

= Start and stop servers
» Configure WLDF diagnostic volume

Apply = sarver template Listen Port Enabled ved through

port.  More

System Status B
Heslth of Running Servers as of 1:22 BM Listen Port: 9003 The default TCP part that this server uses to listen for
) regular {non-55L] incoming connections,  More

ailed (] Info...
[ Critical {0}
[ (veroaded (0) 551 Listen Port Enabled Indicates whether the server can be reached through
[ Warning (1) the dafaul 5 rt. Mare Info..,
I 0K (3)

S5L Listen Port: 9503 The TCP{TP port at w

is server fistens for 551
connection reguests nfo...

[ 45 Client Cart Proxy Enabled heterSendat provies the (V]

hezder. Mare Info..

3. Check the ‘SSL Listen Port Enabled’ check box.
4. Specify the port for ‘SSL Listen Port’.

Note

It is recommended to disable http protocol.
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7. Mapping Enterprise Group with Application Role

Follow the below steps to add an user to the group

1. Login to Oracle Enterprise Manager 12c console (http://hostname:port/em).

2. Click WebLogic Domain > Security > Application Roles on the right panel.

OORACL € Enterprise Manager Fusion Middiewars Control 12¢

—
o info
Cert

Serve

Clust

3. Select Application Stripe from the drop-down menu.

OFSLLREL_domain @
Homs
Monitaring
Disgnostics
Control
Environment
Deployments
JDBC Datz Sources
Massaging

Cross Component Wiring

Cther Services

Administration
Refresh WebLogic Domain
Security

JNDI Browser

System MBean Browser

B \Weblogic Server Adminis

Target Sitemap

Target Information

, B you own the edit session lock. To obtain the lock, click “Lock and Edit”

»
on Server

»

>

tion Conscile

Mame AdminSerer

Security Reaims

Security Admini:

stion
et Service Security
Applicstion Policies

Application Roles

System Policies

ration 2nd Policy

Keystors

Columns Hidden 34

ty Provider Configuration

[ystuster

E¥

Machine

% weblLogic Domain »

weblogic

in the Change Center menu.

State Health
Running =14
ok
Running ok
3

Servers 3of3

4. Click the arrow head button. Details of the existing Roles are displayed below:

ORACLE ente rprise Manager Fusion Middiewars Contral 12¢

=

OFSLLREL_domain @
- WeblLogic Domain +

Domain_OFSLLREL_domain/OF SLLREL _domain = A

¥ Policy Store Provider

4 Search

Select an application stripe and enter a search keyword i

View ¥

»

Application Stripe | ofs

Role Name = Starts With ¥

#l Create...

Role Name
o applicstion roles found.

Display Name

that are specs

7-1

Description

fic to the application. Thess roles are seeded by applications in single ghctal policy ston
ed in the context of end users accessing the application.

= \WebLopic Domain w weblogic =

Agr 26, 2020 11:3%:45 PM

=T 4)

2 th

= applications

" Detach

ORACLE



5. Select the ‘Role Name’. Membership details of the selected Role Name are displayed
under Membership for "role_name"..

o

ORACLE Enterprise Manager Fusion Middle:

OFSLLREL_domain &
MWebl ogic Domain »

Domain_OFSLLREL_domain/OFSLLREL domain > Application R

Application Roles

Application roles are the roles used by security aware applications that are specific to the application.

ware Control 122

ar registered. These sre also applicstion roles that are created in the context of end wsers acoessing the application.

¥ Policy Store Provider

4 Search

Select an spplication stripe and enter 3 search keyword for the rols

Application Stripe  ofcB1408214.0.0. v
Role Name = Starts With v

View v f] Create... B Crestelike.. o Edit.
r

Role Mame Display Name

OFSLL_USER OFSLL USER
4 Membership for OFSLL_USER
Principal Display Name Type
DEMOSUFR User

name to search for rofes defined by this application.

b

2 Delete...

Description

Description

Click ‘Edit’. The following window is displayed.
ORACLE Enterprise Manager Fusion Middlewars Control 12¢

OFSLLREL_domain &
febd ogic Domain «

Domain OFSLLREL_domain/OFSLLREL domsin > Appl

Edit Application Role : OFSLL_USER

WebLogic Domain weblogic ¥

3945 P4 15T )

These roles are seeded by applications in single ghotal policy store when the applications

" Detach

WebLogic Damain « weblogic *

Agr 26, 2020 11:44:46 PM IST t_)

OK Cancel

Role {or Enterprise Role) is the group of users designed at the enterprise kevel and typically used to assign a privilege or permission. A role can also contain other roles as members.

General
Appli%i:ii;: ofsll1£88V14.9.0.0.0-0108
Role Name OFSLL_USER

Display Name = OFSLL USER

Description

Members

An application role may nesd to be mapped to users or groups defined in enterprize LDAP senver, or the role can be mapped to other application roles.

View w | = Add Delets i’ Detach

Mame

DEMOSUFR

Display Name

Type

User

7. Click ‘Add”. Select type as Group. Click on the arrow head button.
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8. Follow the given steps to select the Principal ‘OFSLL_USER'’ to add and click OK. The
following window is displayed.

Add Principal

Specsfy criteria to search and select the applcation roles that you want to grant permssions to.
4 Search

o

Principal Nama  Staris wm‘

Display Mame Stars 'mm

Searched Principals
View » i Detach
Principal

Mo search conducted

A Advanced Option

[[] Check to enter principal name hers instead of searching from above. This option can be used for advanced scenarios related to custom authenticators,

9. Check the check box in Advanced options. Enter the name of Group manually.

Add Principal

Specify criteria 1o search and select the apglcation roles that you wWant 1o prant parmissions to.
4 search

Type Group

Principal Name Starts \Mﬂl

Display Name Swans vm
Searched Principals
View w i Detach

Principal Description
AdminChannelsers AdminChannelUsers can acoess the admin channel.

Administrstors Administrators can view and modify 3l resource sttributes and start snd stop servers.
AppTesters AppTesters group.

CrossDomainConnectors GrossDomainConnectors can make intar-domain calls from foreign domains.
Deployers can view all resource atiributes and deploy applications.

Monitors
Operators

Moniters can view and modify Sl ressurce Sttributes and perform operations not restrict=d by roles.
Gperators can view and medify all resource anributes and perform server lifeeycle operations.
OracleSystemGroup Oracle application software system group.

4 Advanced Option

1 Check to enter principal name here instead of searching from abc  Enter 256 or fewer characters. F-ced scanarios related to customn authenticators.

Type Gmup * Principal Mame  OFSLL_USER| x
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10. Click ‘OK'.
ORACLE’ Enterprise Manager Fusion Middleware Contral 12c

WeblLogic Domain *  weblogic * s

t- OFSLLREL_domain &
= L Wetloge Doman + hgr 26, 2020 11:44:45 PH IST )

[Domain_OFSLLREL_domain/OFSLLREL domain > Application Roles = Edi Applicatic
OK  Cancel

Edit Application Role : OFSLL_USER
s designed &t the entenorise lzvel and typicaly used to as=ign a privilege or permission. A role can a'so contain other roles 35 members.

Role {or Enterprise Role) is the group of users des
General

Application . i
Stripe ofsll 148514 2.0.0.0-0108

Role Name OFSLL_USER
Display Mame  OFSLL USER

Description

Members
An applicstion role may ne=d to be mapped to wsers or groups defined in enterprise LDAP server, or the role can be mapped to other application roles.

View v o Add Delete i Detach
MName Display Name Type
DEMOSUPR User

Group

OFSLL_USER

11. The following window is displayed with the confirmation message as ‘The Application role
of 'group_name' has been updated’.

ORACLE Enterprise Manager Fusion Middlewsrs Conirol 12c 1% WebLogic Damain weblogic =

Agr 26, 2020 11:49:36 P4 15T 4

OFSLLREL_domain &

i Weblogic Domain

@ Information
An zpplication role OF SLL_USER has been updated.

/Domain_OFSLLREL _domain/OFSLLREL_domsin » App

Application Roles
used by security aware applicabons that are specific to the application. These roles are seeded by spplications in single glotal policy store when the applications

Application roles are the roles
= registered. These ar= also application roles that are created in the context of end users accessing the application.

¥ Policy Store Provider

ion stripe nd enter a search keyword for the role name to search for nofes defined by this application.

Application Stripe | ofcB14%80/14 0.0.0.0-5108 T

Role Mame = Starts With ¥ P
i Detach

View w i Create._ B Createlike.. " Edit.. 3¢ Delete...

e

Role Name Display Name Deseription
OFSLL_USER OFSLL USER
4 Membership for OFSLL_USER
Principal Display Name Type Description
DEMOSUFR User
OFSLL_USER OFSLL_USER Group OFSLL USER
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8. Configuring JNDI name for HTTP Listener

1. Click ‘WebLogic Domain’ on the right panel. Select Security > Credentials.

ORACI_EI Enterprise Manager Fusion Middlzware Control 12¢

=== OFSLLREL_domain &

=

Monitoring

Serve Diagnostics
Conirol
Logs
Environment
Deployments
Clusty JDBC Dsta Sources
Messaging

Cross Component Wiring

Weblogic Domain weblogic =

v | AutoRefiesh OF j

Sep 16, 2047 1:36:47 PM IST )

=

" en you own the edit session lock. To obtain the lock, click "Lock and Edit™ in the Change Center menu.

3
on Server

Security Realms

Security Administration

Web Service Security

Application Policies =

Application Roles

Wb Services System Folicies juster Mathine Stabe Healtit
(Other Senvices Security Provider Configuration Running oK
Deplc . TR 2
Adrninistration Audit Registration and Policy Running oK
Refresh WeblLogic Domain Credentials L\\, Running Ok
Security Keystore
JNDI Browser
System MBean Browser
Doma
&8 Weblogic Server Adminisiration Console
Target Sitemap
Target Infiormation
. S — >
Columns Hidden 34 Servers 3of3
. P . , . . . .
2. Click ‘Credentials’. The following window is displayed.
OIRACCL € Enterprise Manager Fusion Middiewars Control 126 Bt ot e weblogic
== OFSLLREL domain &
o WebLogic Damain - Sep 15, 2007 13822 s =T R

Domain_OFSLLREL _domsin/OESLLREL _domain > C

Credentials

b Credential Stors Prowider

o Create tap
Credantial (=3

Moo credentiats fourd

re is the reposfiony of security data that ceri

- fes the
St Prownaer 16 Stare and mana cent

wthority of entities wsed by Java SE. Jawa EE, and ADF applications Applications can use the Credential Store. a single.
e

Cregentat ey » 7 Detach

Type Description
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3. Click ‘Create Map’. The following window is displayed.

Create Map

by & map name and a key nams. Typically. the

rresponds with

A credential is uniquely identified
H\Emnﬁanapplmalmn and all credentials with the same map name define a lngnsl gmupefc.reuennals
| stors be distingt.

such a5 the cradentials used by the application. All map names ina

* Map Name ofsiLhttp listener jndi

4. Enter Map name as 'ofsll.http.listener.jndi'.

5. Click ‘OK’. The following window is displayed.

ORACLE" i Fusion Cantrot 120
=== OFSLLREL_domain
== %5 webLogic Domain +

@ Information
i ofsILhttp. i jindi_ has been created

Domain_OFSLLREL domsin/OFSLLREL domain > Cradentials

Credentials
# cresential store (= the reposiory of seourity dais that oeriifes the suthority of enfities used by Java SE. Java EE. and ADF
‘consclidsted service provider 1o Store and Manage their credentisls secursiy.

¥ Credential Store Provider

View =  of Createmtap  -f- Create Key Eat. — CEEa A
Credential Type
R p————

i Weblogic Domain = | weblogic = au

Sep 16, 2017 2:25-28 Pra ST D

can use the Store. = single.

B Detacn

6. Click ‘Create Key’ Button. The following window is displayed.

* User Hame

* Password

* Confirm Password

Description
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7. Enter the followng details as per your requirement.
— Key: jndiname
— Credential: java:comp/env/jdbc/ofslIDBConnDS
— Type:Generic

ursu.m.ﬁsuzner.jndi

jndiname

Generic

(®) Enter as text () Enter map of propery name and value pairs

* Credential | jsus:comp/enwidbc/ofsIDEConnDS|

8. Click ‘OK’. The following window is displayed.

ORACLE & i Fusion Cantrol 120 T Wesloge Domain »  weblogic =
== OFSLLREL_domain &
= = WebLogic Domain « Sep 18, 2007 2:28:28 PM IST 4)
@ Information

The credential key, jndiname, has been created

/Domain_OFSLLREL domainOFSLLREL domain > Credentizls

Credentials

A credential store is the repository of security data that cerfifies the autharity of entities used by Java SE. Java EE, and ADF 2 ications can use the ial Store, a single.
consolidsted service provider to store and manage their credentisls secursly.

P Credential Store Provider

View =  wj Create Map = Create Key Edat_ Delete. Credentint ey b = Detach
Credential Type Description
b - ofshtpEstenss jndi
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9. Configure AQ-JMS Bridge

The following steps are to be performed to configure the AQ-JMS Bridge through the
Weblogic Console:

e Create Data Sources for AQ-JMS Bridge
e Configure MDB Flow

e AQ-JMS Topic Setup

e JMS Queue Configuration

e Configure External Client Certificates

e Create Credentials and System Policies
e Deploy MDB EJB

Note

Ensure that MDB EJB is not configured and deployed (i.e. OfsllAppQueue.ear deploy-
ment) on the same server on which the other WebServices are deployed.

9.1 Create Data Sources for AQ-JMS Bridge

1. Login to Oracle Weblogic 12¢ console (http://hostname:port/console).

ORACLE Weblogic Server administration Console 12¢
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2. On successful login, the following window is displayed.

ORACLE Weblogic Server Administration Consale 12c

Change Center

View changes and restarts

Click the Lock & Edit button to modify, add or

delete iterms in this domasin.

! Lock & Edit

Release Configuration

Domain Structure

OFSLLREL _domain
#-Domain Partitons
E-Environment
i—Deployments

1 Services
-Security Rezlms
“Interopersbilisy
=} Diagnostics

@ Home Log Out Prafersnces

Home

Home Page

- Information and Resources

Helpful Tools

= Canfigure spplications

= Configure GridLink for RAC Data

Sourca

= Canfigure & Dynamic Cluster

= Recent Task Status

= St your conscle preferances

= Oraclk Enterpriss Manager

Domain Configurations

Damain

= Domain

Domain Partitions

Hoidol 2 « Domsin Parstions

+ Search the configuration « Partition Wark Managers

= Usa tha Change Cantar

= Record WLST scripes Environment

» Change Console prefarances « Servers

» Manage Console extensions = Clusters

= Monitor servars = Server Templates
= Mi Targets

System Status = Coharence Clustars

Health of Running Servers as of 11:23 AM

[ Failed (D}
[ crsal(@

Click Domain Name > Services > Data Sources. The following window is displayed.

Machines

Virtual Hosts
Virtuzl Tangets

-

ORACLE Weblogic Server aAdministration Console 12c

Change Center

View changes and restarts

Click the Lock & Edit button to modify, add or

delete items in this domain.
L Lock & Edit

Release Connguration

Domain Structure

OFSLLREL_domain
Bt-Domain Partitions
[F-Environment

Forsign JNDI Providers

Wiork Contexes

-XML Registries

£—XML Entity Caches
JCOM

i—Mail Gessinns

How do I...

Create JDBC generic data sources

Crezt= IDBEC Gridlink datz sources
» Creatz JDBC mult data sources
= Create UCP data sourcas

= Creste Proxy dats sources

System Status
Health of Running Servers as of 7:58 PM
Failed (0}

—
[ Crigical (@)
Overloaded (0}

{8 Home Log Out Preferences

Home >Summary of JDBC Data Sources

Summary of JDBC Data Sources

Configuration = Monitoring

ord Help |

General Information
= Common Administration Ta:
= Raad the documantation

= Aska question on My Orach

Resource Group Templates

= Resource Group Templates

Resource Gros

+ Rasource Groups

Deployed Resources

= Deployments

= Swore-and-Forward
Agents

M5 Modules
= Path Services

Bridges

Help |

a2 B

Welcome, weblogic |Caametted ta: OFSLLREL_domain

Y

sk Descriptions

e Suppart

Interoperability
= WTC Servers
= Jolt Connection Poais

Diagnostics

= Log Files

= Diagnostic Modules

= Built-in Diagnostic Modules:
= Dizgnostic Images

= Regquest Performance

= Archives

= Context

= SHMP

» Interceptors

Charts and Graphs

S PECEPARE S RS

B

Welcome, weblogic |Cumd to: OFSLLREL_domain

L

A JDBC data source is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC

connections. Applications can look up 2 data source on the JNDI tree and then borrow a database connection from a dat=

source,

This page summarizes the JDBC data source objects that have been wested in this domain.

¢ Customize this table

Data Sources (Filtered - More Columns Exist)
Click the Lock & Edir button in the Change Center to activate all the buttons on this page.

New - | [Delete Showing 1to 3 of 9 Previous | Next
Mame &4 Type | JINDI Name Targets
AG-IMS-DB Generic | jdbc/agimsdb OFSLL_MznzgedServer
jdbc/dbk105nlEIBDS  Generic | jdbe! JBDS WS_| ver
LocalSveTolDataSource  Generic | jdbe/LocalSweTblDataScurce | AdminServer
mds-adf Generic | jdbc/mds/adf AdminServer, OFSLL_ManagedServer
OFSLL Ganeric | jdbe/of=iDBConnDS AdminServar, OFSLL_ManagedSarver
o = z AdminServer, OFSLL_ManagedServer,
opss-2udit-DBEDS Generic | sdbc/AuditAppandDataSource | ey Tt e
v . - AdminServer, OFSLL_ManagedServer,
= i r . |
opss-audit-viewDS Generic | jdbc/AvditViswDataSource | T ey
i o AdminServer, OFSLL_ManagedServer,
opss-data-source G=neric | jdbc/ CpssDataSource W5_Mana it
WLSSchemaDataSource  Generic | jdbc/WLSSchemaDataSource
New - | [Delete Showing 1t 9 of 9 Previous | Next
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4. Click ‘Lock & Edit’ button on the left panel. Click ‘New’ on right panel and select ‘Generic
Data Source’.

ORACLE Weblogic Server Administration Console 12¢ _A

Change Center @ Home Log Out Breferences [B] Record Help La,
View changes and restarts Welcome, weblogic | Connected to: OFSLLREL_domain
Mo pending changes sxiss. Click the Relsass ot Sy of MIOC Dot froures
gznn:'g:rauon butron to allow others o adit the Summary of IDBC Data Sou
Lock & Edit Configuration = Monitaring
Release Configuration
A JDBC dats source is an objsct bound to the JNDI tree that provides database connectivity through @ pool of JDBC
Domain Structure connections. Applications can leok up a data source on the INDI tree and then borrow a database connection from a data
OFSLLREL_domain RO
a1 E i ~
{-Domain Partitions This pags summarizes the JDBC deta source objects that have been crested in this domain.
@} Environmant
i—Deployments
[H-Sarices [ Customize this table
[31-Massaging
—Data Sources Data Sources (Filtered - More Columns Exist)
i Parsistant Stores e
—Forsign INDI Providars Liewe ) (D Showing 1t0 9 of 3 Previous | Mext
+—Work Contexts Ganeric Data Sous - T - -
i ype ame arge
i:t x::ﬁhes GridLink Data Sour
o p—
st " NV ——— Generic | jdbc/2gymsdb OFSLL_Mznagedserver
Mz Sessinns prowy Data Source |7 GRS jdbe/dbk105nIEIBDS WS5_ManagadSarver
: E ic | sdber i
How 8o I... =] UCP Dats Source urce  Generic | jdbe/LocalSveThbiDataSource | AdminSaneer
Generic | jdbe/mds/adf i ., OFSLL d
+ Creste JDBC generic data sources = ety Hdaoimn i =
. (Crezts 1DBEC Gridlink dars sources [ |orsiL Ganeric | jdbc/ofsiDBCoNNDS AdminServer, OFSLL_ManagedSarver
_ B ;i M g
= Create JDBC multi dats sourcss [ | opss-audic-DBDS Ganeric | jdbcf AuditppendDat=Sourcs | 110 s OESIE ]
) W5_ManagedServer
+ Crazts UCP dats sources
ol Ad OFSLL o
e b i : : =
+ Crests Prowy data sources [ | epss-audit-viewds Generic | jdbc/ AuditviewDataSource WS, ManagedServer
o =l Admi + DFSLL | d
Sys Fem = [ | ops=-data-source Generic | jdbo/ OpssDataSource WS, ManagedSarver
Health of Running Servers as of 7:58 PM [ | wiSSchemaDstaSource  Generic | jdbo/WLSSchemaDataSource
[ Fail=d{D) | Newe~ | [Delete Showing 1to 9 of 9 Pravicus | Mext
I Critical (0) (v
T cwerdnadad ()

5. The following window is displayed.

ORACLE web Logic Server Administration Console 12e

Change Center &) Home Log Out Preferences [&] Record Help [ & Wdoume,welﬂu;icl(bnremedm:m_lhmh
View dlall]E and restarts Home >Summary of S=rvices >Summary of FDBC Duts Sources
Mo pending changes exist, Click the Release Create a New JDBC Data Source
Configuration buton to allow others to edit the
domzin, Sack| |Next| [Firish| || Cancal
Lock & Edit
JDBC Data Source Properties
! Release Configuration |
The following properties will be wsed to identdfy your new JDBC data source.
Domain Structure * Indicates required fiekds
OFSLLREL domzin
B~ Domain Partitions What would you Ee o name your new JDBC data source?
[# Environment
i+ Daploymants ] T Name: [ AQ-JMS-DB
- e
i Securiy Realms
- [nteroparahilty ‘What scope do you want o create your dsta sounce in ?
[# Diagnostics 3
Scape: Global[v]
What JNDI name would you like to assign to your new JDBC Datz Source?
(1F| JNDI Name:
|jdbc/agimsdb
How do L.. 2 A~
= Create JDBC generic data sources
» (Creste L R-ensbled JDBC dats souncss i
System Status 8 What dammbase type would you like to selec?
Heszlth of Running Servers as of 2:45 P
Database Type: |Oracle
Failed (0) o
e T
Crical (1) Back| [Mest| [Finish| ||Cancel|
| Overfoaded (0}
Warning (0}
E— o (2

6. Specify the following details:
— Enter Data source Name
— Enter the JNDI Name as ‘jdbc/agjmsdb’.
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Note

If required, you may specify any other JNDI name, but ensure to use the same JNDI name
during other configuration steps.

— Select ‘Oracle’ as Database Type.

7. Click ‘Next’. The following window is displayed.

CORACLE webLogic Server Acminisiration Senssie 126 s 2 202020000 o I

Change Center @) Home Log Out Breferences Record Halp |

L=
ie onnes e e e
T e
others to =dit the Create a New JDBC Data Source
N ——
08¢ Data Source Propersies
e B W e T e D A S e

Database O
Twpe:

what dasabass culd
supported by Oracle WebLo:

Drivar:

How do L. =

DBC genaric data =

8. Select the Database Driver ‘Oracle's Driver(Thin XA) for Services
connections;Versions:Any’.

9. Click ‘Next’. The following window is displayed.

Create a New JDBC Data Source
Back | | Next | Finish | Cancel

Transaction Options

You have selected an X4 JDBC driver to use to create database connection in your new data source, The data source will support global transactions and
use the Two-Phase Commit' global transaction protocol. No other transaction configuration options are available.

Back | | Next | Finish |Cance|
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10. Click ‘Next’. The following window is displayed.

ORACLE WebLogic Server Administration Conzale 126

Change Center
View changes and restarts
No pending changss exist, Click the Relaase
Configuration button to allow others to edit the
domain.

Lock & Edit

Release Configuration

Domain Structure
OFSLLREL_domain

[#+-Domain Partitions A

[*-Environmient:
i—Deployments
[EHSanvices
[#-Masszging
—~Datz Sources
i Persistent Stores
—Forsign JNDI Providers
i—Work Contexts
XML Registries
%ML Entity Caches

JCOM v

—Mail Sessinns

How da L.. B

» Create JDBC generic data sources

+ Crzate LLR-enabled 1DBC datz sources

System Status E
Hezlth of Running Servers as of 8:07 PM

[ Failed (D)
[ Crital(0)
[ overloaded (0}
[ Wamning{0)
k()

& Home Log Out Preferences Record Help | &

O

Welcome, weblagic |Cumd to: OFSLLREL_domain

Home >Summary of JDBC Data Sources

Create a New JDBC Data Source

| Back

] | [FiER] | Gancel|
‘Connection Properties
Define Conmection Properties,

What is the name of the database you would like to connect to?

Database Name: OLLDB

What iz the name ar IP address of the databass serer?

Host Name: ofsll.oralce.com

What is the port on the datzbase server ussd to connact to the databass?

Bowt 1521

What databasz account user name do you want to use t create databasa cennections?
Database User Name: OFSLLREL
What is the datzbase account password to use to creste datzbase connections?

Password:

Confirm Password: TTTIIT] ®

Additional Connection Properties:

oracle.jdbc.DRCPConnectionClass:

11. Enter the Database details.

ORACLE



12. Click ‘Next’. The following window is displayed.
ORACLE WebLogic Server administration Conzale 122

Change Center @ Home Log Out Preferences Record Help |
View changes and restarts

Mo pending changes syist, Click the Release Home Summary of J0BC Data Sources
Configuration button to zllow others to edit th

i ® || Create 2 New JDBC Data Source

Lock & Edit

Release Configuration

Test Database Connaction
Domain Structure Tast the database availability and the connection properties you provided.
OFSLLREL_domin
4*'[\}*115"?1 Partitons A Wihat is the full package name of JDBC driver class used to create databass connections in the connection paol?
[#Environment R o
i Deploymants
[=HSanvices
- Messaging Driver Class Name: [0 ic iane OracleDriver
—Data Sources ;
i~ Persistent Stores
“Fareign NDI Providers What is the URL of the database to connect to7 The format of the URL varies by JDBC driver,
—Wark Contexts
XML Registies URL: jdbe orace:thin: @/ofsll oralce.com:1521/0LLDE
XML Entity Caches
oM v : = X
s What database account user name do you want to use o create database connections?
—Mail Seezings
How do ... g| | Dambaselser  nrg R

Name:
» (reate IDBC generic data sources

+ (Create LLR-gnabled JDBC datz sources

System Status 2]

Health of Running Servers as of 8:07 PM Password: RN
Failed (0}

[ Crigal (0) Confirm Password: |40 4 pagsasessnsast

Overloadad (0}

0

Praperties

| Test Configuration | || Back| |Next| | Finish |'Cancel'

What iz the datzbase zcoount password to use to create datzbase connections?

| " Waming (1) What are the properties to pass to the JDBC driver when creating databasa connections?

(4]

Welcome, weblogic | Connected to: OFSLLREL_domain

13. Click ‘Test Configuration’. On completion, displays a confirmation message as

‘Connection test succeeded’.

14. Click ‘Next’. The following window is displayed.

ORACILE weblogic Server Adminisiration Console 12¢

[ rm— — & Home Log Out Preferences [5a] Record Help |
S Hoems = Summary of Ssrvicss > Summery of JDBC Dats Sources
No pending changes exist. Cick the Relesss Create 2 New JDBC Data Source
Configurztion buon to allow others to =dit the
<l Back| || |Finish| || Cancet
Loak & Edit
Select Targets
Relesse
== = nat degloved. You will nesd to deploy the data saurce =t 2 fater tme.

You can select one or mare targets o deploy your new JDBC data source. I you don't select a target. the data source will be crestad bus

Servers

[ adminserver

R Soriwity Realirs B4 OFSLL_ManagedServer

] ws_ManagedServer

Back| [[=a| |Einish| || Cancel

Welcome, weblogic | Connected w: OFSLLREL_domain

How do L.. =]

= Crests JDBC generic ata sources
= Crests LLR-enabled IDBC dats sources.

System Status =
Health of Running Servers as of 3:00 PM
— Failed(m
Criical {0)

T

[

I Oweriosded (0}
T Warring (0}

ok (3

15. Select target Server as ‘OFSLL_ManagedServer’.

16. Click ‘Finish’ to activate the changes.
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9.2

Update the following parameters in JDBC data source connection pool:

1. Select Services > Data Sources > select the AQ_JMS_DB data source > Connection
Pool.

2. Initial capacity and Maximum capacity is defaulted to 30, if the number of concurrent
users are more this needs to be increased.

Click Advanced button and update the ‘Inactive Connection Timeout’ to 300 seconds.
4. Click 'Save' and restart the Data source.
Similarly create ‘QueueAppDS’ data sources which is used by MDB for all database related

operations by following the steps mentioned in above section (Create Data Sources for AQ-
JMS Bridge).

e Create data source name as QueueAppDS
e Update the JNDI as jdbc/QueueAppDS

Do not perform the JDBC data source update and instead follow the below steps to configure
the created ‘QueueAppDS’ data source:

e To Enable GRI (Generic Recovery Interface) CLOB logging from MDB to DB, click
Advanced button and deselect the "Wrap Data Types' check box.

e Set the ‘Inactive Connection Timeout’ to 300 seconds.

Configure MDB Flow

To configure the MDB Flow from Weblogic Console, do the following:
1. Login to Oracle Weblogic 12c console (http://hostname:port/console).
2. On the left pane, click 'Services'.

3. In Messaging tree click ‘JMS Modules’. The following window is displayed.

ORACLE WeblLogic Server Administration Consale 12c

Change Canter @) Home Log Out Preferences [& Help | Q, Welcome, neblogic| Connectsd to: OFSLLREL_domain

View changa and restarts Home >Summary of Servioes >Sumr i Data Sources >Summary of Services >Summany of JMS Modules
Click the Lock & gt button t modify, add or Summary of IMS Modules
deliste iterms in this domain,

Lock & Edit

IME system resources are configured and stored as modules similar to standard Java EE modulles. Such resources include queues, topics,
Rlzase Configuration connection facrories, tamplates, destination keys, quota, distributed quewes, distributed topics, foreign servers, and JMS store-and-forward
2 (SAF) parametsrs, You can administatively configurs and manags IMS system modules as global system resources,

Domain Structure Thiz page summarizes the JMS system modules that have been crezted for this domain,
OFSLLREL domain

e e ~

Ot borihors | Customize this table

[ Enwiranment

& E::“F""‘“E'E IMS Modules (Filtared - More Columns Exist)

= Services

=1 Messaging Click the Lack & Edlit button in the Changs Canter to activate all the buttons on this page.
i §IMS Servers
i~ Store-and-Forward Agents Pew| |Delet= Showing 0t O of 0 Previows  Nex

~IMS Modules

Mame < Type

Thare are na itams to displzy

» Mew| [Delet= Showing 000 of § Pravious  Next

« Configure IMS system modules

« Configure resounces for M5 system modules

System Status
Health of Running Sarvers as of 3:03 PM
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4. Click 'New'. The following screen is displayed.

ORACLE weblLogic Server Administration Console 12¢

Change Canter & Home Log Out Preferences [&] Record Help | & Welcome, weblogic | ‘Connected tw: OFSLLREL domain
View changes and restarts Home >Summary of Servioss =>Summary of JOBC Dela Sources »Summary of Services >Summary of JMS Modules:
No pending changes exist, Cick the Ralease Create IMS System Module
Configuration buman to allow others to edit the:
chxnn, Sack| (Next| [Firizh| ||Gancel
Lock & Edtt
The followi i ill be used to identi module.
2 - ; e following properties wi to identify your new
= M5 system resources are configured and swored as modules simifar to s@ndard Jeve EE modules. Such resources indude queuss, topics,
Domain Structure connection factories, templates, destination keys, quot, distibuted quewss, disibuted topics, foreign servers, and JMS store-and-forward
OFSLLREL  dormain {5AF) parametars, You can sdministratively configure and manage IM5 system modules 2= global system resources,
- Domain Partitions ~
¥ Environment * Indicates required figlds
i+ Deploymants
= Bewice ‘What would you Bz to name your System Maodula?
i El-Messaging g
= IM5 Servers * et -
- Store-and-Forward Agents Bame: AQUMShodule
= IM5 Modules
I‘ Path Services Wiould you like this new IM5 System Maodule to be restricted %o 5 specific resource group template ar resource group ?
- Bridges
Dtz Sources Scope: | Global| v
1=-Persistent Storas L L :l

Forsion DT Browidars

Whiat would you Bz to name the descriptor file name? IF you do not provide 2 name, a dafault will be assigned,
How do L. =]

Descriptor Fila Name: ACIMSModule
= Configure M5 system modules L it

» Configune M5 s=ners Wihere would Fke to place the desoriptor for this Systemn Module, refative to the jms configuration sub-directory of your domain?

System States =] Location In Doma
Heszlth of Running Servers as of 3:07 PM
[ Faled(D) Back| |Next| [Finish| || Cancel
[ cisalln)

[ Overlosded (0)

Warning ()

[
[

5. Specify the following details:
— Name: AQJMSModule
— Descriptor File Name: AQUMSModule
6. Click ‘Next’. The following window is displayed.

ORACLE weblLogic Server Adminstration Console 12c

[ e e— @ Home Log Out Praferences (4] Record Help |

@, Welcome, weblogic | Connecoed to: OFSLLREL_domain
i s wiel s Harme >Summary of Services >Summary of J08C Dets Sourses >Summ remes >Summary of JMS Modulis
Mo pending changes exist, Click the Release Create IMS System Module
Configuration buston to allow others to edit the
domain. Hack| [Nexi| [Finsh| |[Cancal
ook & Edit
The followi rties will be used o ta ms module.
= = % & following prope: i rOer your new system ul
= e l;l: chis pag 1o salect the server or cluster on which you would e 5 Seplay this IMS system modus. Vau can recenfigurs mrgess lazer if
OFSLLREL_domsin
- Domain Partitions. s
Environment Targets :
eployments
Services
=1 Messaging Servers
|-IMS Serve i
+-Srore-znd-Forward Agents ] AdminServer
i+ IMS Madhikes
- Path Senvices OFSLL_ManagedServer
I3 Bridges
Data Sources
D s et Cheas v [ ws_ManagedServer
Fsinn WO Srmwidars
Howr do L. = |Back| [Mest| [Fimsh] || Cancel|
+ Configure JMS system modules
» Configure JMS saners

System Status =
Heslth of Running Servers as of 3:08 PM
I Failad {0}
T Crsal{o}
[ Overloaded (0}

Warning ()

I
I K )

7. Select target servers as ‘OFSLL_ManagedServer'.
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8. Click ‘Next’. The following window is displayed.

COTRACIL € wwebLoglc Server samimsirsnon Console 12e

honse Camear
Wiews changes and rescares
Mo ganding changes s, Cick s moleses

S E0E50 T Slicw orhars o Sait the

Cosk= Ean

[(e]

Change Center
View changes and restarts

Click the Lock & Soit button w medify, add or
delsts mams in this domain.

Lo<k & Edit

LEinish

| Leamest

A rescurces to this JMS syscem module

Uss Spi= pege to indicare wisther you sans t STimediseely Sod resources o Ths JMS Systern Mol Sfter = is crested. JMS resources
et e e e =k

] Would you fike to add resources to this IMS system module?

|Secx]| [TExE] | Einish Canesi |

. Click ‘Finish’ to activate the changes. The following window is displayed.

ORALCLE weblLogic Server Administration Console 12c

1@ Home Log Out Praferences [&3] fecord Help | LS dewmlﬁnrmm:mim'n
o > Summary of S=rvicss = Swmmery of JOBC Defs Sourcss = Summars of Sercms > Summany oF IMS Modules
Messages

+# All changes have baen activated. Mo restans are necessany.

Fislease Configuration

[ Domain Partitions £
[ Enviranment

=

« Configure TS system modules
- Configura rescurces for M5 syssarm modules

System Status =
Health of Running Servers as of 2:10 PM
[ Failed (D)
T Critical {0}
[ Overasded (o)
[ wamng (o)
I O (3)

v of IMS

Such resources includs quaues,
i, Forsion Sarvars and TMS storeant fareard
+ modules as giobal system mesources.

This page summarizes the JMS system modules that have been cested for this domain.

315 sysserm resources ar= canfigured and stored a3 modules similar to standard Javs EE modues.
cannecten fecuarias, mmplates. dastinetan kevs cuo, distribuisd quswes, diswbutsd
~Vou can rmanags IMS system

b Customize this table
IMS Modules (Filtered - More Columns Exist)
Click the Lok & Edlit butien in the Changs Canter to activase all the burtons on this pags.

Ficei| [Diet=] Showing 1 1 of 1 Previews . Next
= =
| [ acamsmocuie | mssysemAecource
Hew| [Daiet=] Showing 1 w1 of 1 Previows et

10. Click on the JMS Module that you created. The following window is displayed.

ORACLE web Logic Server Adminisiration Consale 12c

Change Center
View changes and restarts

Click the Logk & Sait button w modify, add or
delete isems in this domain,

1 Lock & Edit

Rel=ase Conhiguration

Domain Structure
OFSLLREL domain
[¥- Domain Partitions ~
[ Erwironment
-~ Deployments
Services
[=1-Messaging
| IMS Servers
{-Store-and-Forward Agents
~IM5 Modules
{+-Path Sanmcss
[ Bridges
Dats Sources
+~Persistant Stores b
L—-horsinn DT Broviders

How do ... =

« Configure quotas for destinations

« Configure TMS templates

= Configure destination kays

= Configure topics

+ Corfigura quaues

« Configura connection factories

+ Corfigurs uriorm disributed topics
= Configure uniform distributed queves
« Configure forsign servers

» Configura IMS SAF

System Status =2
Health of Running Servers as of 3111 PM

‘Configuration

@ Home Log Out Preferences [&] fi=

. © B
S

Welcome, weblogic | Connscted wo: OFSLLREL_domain
Home >Summarny of Servioes >Summery of JDBC Dels Sources >Sismmary of Senices >Summarny of JMS Modules: > AQIMSModule
Sertings for AQIMSModule
Subdeployments

Targets | Security || Mates

This page displays general information about a IM5 system module and its rasources. Tt also sllows you to configura new resources and
access eisting resources.

Name: AQIMSModule The name of this IMS system module,  Mare Info...
Scope: Global Specifies if the JM5 system module is accessible
OOMain, & Pition, of 3 NESOUNCE Qroup
Mars Info...
Descriptor File Name: FmsfAQIMSModule-jme.xmi The name of the JMS module descriptor file.  Mors

Info...

This page summarizes the JMS resources that have been created for this JMS system moduls. inchuding queue and topic destinations.
connecton factories, M5 emglates. destination sort keys, destination guata, distributed destinal % forsign servers, and store-anc-
forward parameters,

[ Customize this table

Summary of Resources
Click the £ack & Edit buron in the Changs Canter t activate all the burtons on this page.

Fewi| [Delete | Showing 0 to 0 of 0 Pravious | Next
MName & |Type |.mmname Subdeployment Targets
There arz no items to dsplay
Hew| [Delets ]|

Showing @ to 0 of 0 Pravious | Next
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11. Click ‘New’ in ‘Summary of Resources’ section. The following window is displayed.

ORACLE  WebLogic Server Adninsiston Console 122 s 2 o B

e — @ Home Log Out Preferences [&] Record Hebp | (8,
View changes and restarts Welcome, weblogic | Connacted to¢ OFSLLREL_domain
Mo pending changes exist, Cick the Relesza Home >Summanry of Servioes >Summery of JOBC Delz Sources >Summary of Senvices >Summarny of JMS Modules =AQIMSModule
Eﬂnﬂf‘aigl;muunhmnmalmmma:htﬂﬁ P 2 Newe TMS 5 Module R —
Lock & Edit |Back| | Nest| [Firizh| || Canest |
Release C
Choose the type of resource you want to create,
Domain Structure
OFSLLREL = \Use these pages to create resources in 2 IMS system madule, such 25 queuss, topics, templates, and connaction factories,
E"Mai“ Partitions o Depending on the type of resource ywou select, you are promptad to enter basic information for creating the resource, For targetzhble
'+ Emvironmerit rasources, like stand-zlone queues and togics, connection factories, distributed queuss and wopics, mrei%n sarvars, and JMS SAF
- Deployments destinations, you c2n also proczed to targeting pages for sslecting appropriate ssrver targets. You can also associzts tergetable
- Senvices resources with subdeployments, which is an advanced mechanism for grouping JMS module resources and the members to server
| El-Messaging resources,
| = IMS Sarvers
i +Store-and-Forward Agents A . = 7 5
- () Connection Factory Defines = sat of connaction configuration parameters
[ IME Modules that are usad to oeste connections for JMS
i+ Path Senvices dhiants,  Mare Info...
[H-Bridges
| {~Data Soarces ) Queue Defines & point-to-point destination type, which ane
i 1 Persistent Stores v used for asynchronous peer communications.
| iErweinn DT Prosiders miessage delfivered to a queue is distributed m
one consumer.  Mare Info..,
How do L.. =1
i) Topic Defines a publish/subscribe destination type, which
» Configure quotas for destinations are used for asynchronous pesr communications, &
« Config miessage deliversd to 2 topic i distributed to all topic
vt W werriaess consumers.  More Info..,
+ Configure destination keys
« Configure topics () Distributed Queue Defines = set of quﬂﬁﬂat are
= multiphs M5 servers, wihi
=iy groe single, logical quews to IMS dients.  Mare Info...
» Configure connection factories
= Configure unform distributed topics () Distributed Topic Defires 2 et of topics that are dewibuted on multiplz
Confs I IMS servers, but which are accessible 25 3 single,
* AR AT e logiczl topic to IMS diants.  More Info...
» Configure forsign servers
» Configure IMS SAF ) Foreign Server Defines forsign messaging providers or remote
Wieblogic Server instances that are not part of the
current domzin,  More Info..
System Status = v
Heslth of Running Servers s of 3113 PM O Quota e e e e e S

—_—

2. Select ‘Foreign Server’ as the option for type of resource to be created and click ‘Next'.
The following window is displayed.

B e )

13. Specify the name of the Foreign Server as ‘AQForeignServer’ and click 'Next'. The
following window is displayed.

OIRACLE webLogic Server Adminisyaton Gonso 125 B o Bh

Change Canter 1@ Home Log Out Preferences [5] Record Help =%
AP ke e e e e Welcome, weblogic | Connectad to: OFSLLREL_domain
1k ik e et ekt Rminc Hame > Surmmary of Services >Sumrmery of JOBC Defe Sources =Sumemary of Sericm > Summa—y of MS Motules > AQIMSMadule
Gonfiguration burwan o aliow others t edit the = — = =
LaeE el Back| [M=d| |Finish| || Advanced Targsting | | [ Gancei |
Release
The following p ies will be used to target your new JMS system module resource
Domain Structsre
=TTT = WUse this page to view and acoept the default targets whers this JMS resource will be targsted, The default targets are based on the
E - dornair s arent IM5 system module tangets. TF you do not want to accept the default targets, then dick Advanced Targeting to uss the
Hi-Comalo Forhitons subdeployment meachanism for targesng this resource,
rvironment
oymanss
Sarvices The following JMS modhde targets will be used as the default targets for your new IMS system module resounce. If the module's tangets

are changed, this resource will 2isc be ratargered appropristely.

reers
i Store-and-Forward Agents Targers :
-IMS Modules
|+ Path Saruicss
- Bridges [servers |

—Data Sources

et M |

i-Foreion INDT Broviders

How do L. = Back| [Mext| |Finish| || Advanced Targeting | | | Cancel

- Configure quosas for destinations
« Configure JMS templates

« Configure destination keys

- Configure topics

- Configure queues

Configure connection factories
Configure unform disTibuted mpics
Canfigure unform disibuted queuss
Configure forsign sarvers

Configure M5 SAF

System Status = ~
Health of Running Servers as of 3:13 AM

9-10 ORACLE



14. Click ‘Finish’ and activate the changes. The following window is displayed.

ORACLE WebLogic Server Adminstston Console 122 s 2 © B

Change Canter ﬁHomeLngOLtﬂrefe'mcEERecmdﬂdp|
Vicks oo sl et Walcame, weblogic | Cannscced to: OFSLLREL_damain
T S S — Home >Summary of Services > Summeny of 1050 Dets Sources =Summany of Services 5Summary of JMS Modules > AQIMSMedule
to ke fect, Messages:
& Activars Chanpes & The foreign server was orsated successfully,
Undo All Changes ] ing= for AQ:
Domain Structure Configuration  Subdeployments | Targets | Security | Mates
OFSLLREL_domain
- Domai 3t ~
i Em'ir::‘::;"“’" This pags disslays geners information about 3 JMS sytem module and = rasources. It slso sllows yo to configurs new resources and
¥ acress existing resources,
Deployments
[= Barvices
Eh-Messaging Name: AQIMSModule The name of this JMS system madule,  More Info...
1 IM5 Servers
Store-and-Forward Agents Scope: Global Specifies if the TMS system module is scessible
IMS Modules within the dormain, 2 partition, or a resource group
Dath Services template.  More Info...
B Bridges
Dats Sources Descriptor File Name: jms/AQIMSModula-jme.xml The name of tha M5 module descriptar file.  More
Parsistent Stores ny Infa...
Foweinn INDT Broviders
How do L. (=] This page summarizes the JMS resources that have been created for this JMS system miodule, inchuding queue and togic destinations,
connection factorias, JMS tamplates, destination sort keys, destination guota, distributed destinations, forsign servers, and store-and-
« Configure quotas for destinations forward paramaters.
= Configure IMS templates
= Configure destination keys r Customize this mble

= Configure topics

Summary of Resources
= Configure qusues

= Configurs connection factories |bew | | Delete | Showing 1to 1of 1 Previous | Next

= Canfigure unform dismibuted wpics ]| Mame & Type INDI Name Subdeployment Targets

. Configure uriform deétribumed queves

+ Configure forsign sarvers [ | AQForeignserver Fareign Server WA Defauit Targeting OFSLL_ManagedSarver

« Configure M5 SAF New| [Delgi= Shewing 1o Lof 1 Previous | Nes
System Status =

Health of Running Sarvers as of 2:17 PM b 2
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15. Click on the Foreign Server that you created. The following window is displayed.

Undo All Changes Configuration  Subdsployment | Notes "
Domain$ General Destinations | Connaction Factories
OFSLLREL domain Save|
[ Domin Parttions ] i
[ Enviranment
1~ Deployments 4 foreign server represants a JNDI provider that resides outside 2 Weblogic Server, It contains information that hows WebLogic
= Server to reach tha remotz INDI providr, This way, 2 number of connection factory znd destination objects (quevss or mpig anbe
| E-Messaging defined on one JNDT directaory, Use this page t configure  foreign server,
LIS Servers
m;ﬁgmrﬂ Agents (| Name:  AQForsignenver The name of this foreign server, More Info...
I U
1 Fath Sanviczs — . : —_—
-Brid ]".D.I oracle jme ACjmsInitialCi 'I'h:a name of the caslls Ll:.al‘ must be |n5l2.=n:aB:"Ln
L Sowt; Initial access the JNDT provider, This class name depends
e | Context an the JNDI providr and the vendor that are being
|~ Persistent Stores Factory: used, Maore Info...
+-Freinn DT Broviders
g AINDL | The URL tha Weblogic Server wil use to contact the
fsvdo} C’?nrmﬁnn ! INDI provides, The syntax of this URL depends on
. i URL: which INDI provider i being used, For WabLogic
* Crestefoeign comecton actorizs IMS, leave this field bank if you are refarencing
» Cresta foreign destinations Weblogic MG objects within the same chster, More
Info...
System Status 81 mor Any Credantials that must be sat for the INDT
X ; Properties provider, Thesa Credentials will be part of the
Health of Running Servers as of 319 PH Credential: IE:me:’E wil be JB;EB.‘: direg,- to rﬂ; consiTuctnn
P rthe JNDI provider's InitiziContext class, Note: For
Falled (1 secure edential management, use the Cradentizl
Critical {0 field, Using the Properties fiekd results i the
E— R credential being stored and displayed & originally
™ Viamig [ﬂ} d entered  More Info..
I ) ke
JNDL
Droperties
Credential:
INDI Properties: Any additional properties that must be set for the
ldatascurce=idbe/aginsds INDI provider, Thesz properties will be passad
R A directly to the constructor for the INDI provider's
InitizlContext class. Mare Info..,
v
W
M (i7] Defaul Targeting Enabled Specifies whether this M5 resource defaults t the
ARSI B EFUISER LRI G i o] B b

16. Specify the following details:
— Enter JNDI Initial Context Factory as ‘oracle.jms.AQjmslInitialContextFactory’.
— JNDI Properties as ‘datasource=jdbc/agjmsdb’.
— Ensure ‘Default Targetting Enabled’ option is selected.

17. Click ‘Save’.
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9.3

18. Select ‘Destinations’ Tab and click ‘New’ to create new destination. The following window
is displayed.

ORACLE webLogic Server Admirstaton Gonsole 125
Welcame, weblogsc | Conrectad to: OFSLLREL_domain

Change Canter @ Home

Views changes and restares

Pending changes exist. They must be activated
to aks =fect.
o Activabe Changes

Create a New Foreign JMS Destination

oK| |[cancal

Wndo All Changes.

Foreign Destination Properties

The following propertes will be used to idensfy your new forsign dessnation.

AQUMSQueue
Local INDI Mame: AmsiagOTsiCusue
Remote INDT Name: Queves/OFSLL_OUTBOUND_Q >

OK| [Cancel

How do I...

= Configure forsign servers
= Crest= forsign connection factories

System Status

Health of Running Serve: of 322 PM

Fai

19. Specify the following details:
— Name: AQJMSQueue
— LocalJNDI Name: /jms/aqg/OfsllQueue
— Remote JNDI Name: Queues/OFSLL_OUTBOUND_Q

20. Click ‘OK’ and save the changes.

21. Select ‘Connection Factories’ Tab and click ‘New’ to add new connection factory. The
following window is displayed.

ORACLE webLogic Server Adminisiration Consoie 120

Chanige Center Q, Welcame. weblogic | Connected wm: OFSLLREL_damain

== = Summary of Serdces = Summary o JMS

Viewe changes and restarts

Pending changes exist. They must be activated
to taks =ffect,

> Activate Changss

Create a Mew Foreign JMS Connection Factory.

OK| |Cancel
Undc All Changes

Foreign Connection Factory Properties
Domain Structure
OFSLLRELdormain The foliowing properties will be used o identfy your new forsign connacsion facory.
|"

- Domain Partitions
[ nt

= Mame: AQofsICF
Local INDI Mame: fimsiagfOfsICF
Remote JNDI Name:

HXAQueueConnectionFactory

OK| |Gancel

How do I.

- Configura fareign sarvers
= Create foreign destinations

System Status
Health of Running Servers as of 2:23 PM

22. Specify the following details:
— Name: AQofslICF
— Local JNDI Name: /jms/aq/OfslICF
— Remote JNDI Name: XAQueueConnectionFactory

23. Click ‘OK’ and save the changes.

AQ-JMS Topic Setup

AQ-JMS Topic Bridge facilitates for group publishing to set of subscribed users. In a
configured setup, a published message is sent to all the interested subscribers. Accordingly
zero to many subscribers will receive a copy of the same message.
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9.3.1

Create AQ-JMS Topic Bridge

To configure the AQ JMS Topic from Weblogic console, do the following:

1.

Login to Oracle Weblogic 12c console (http://hostname:port/console).

2. On the left pane, select Services > Messaging > JMS Modules. The following window is

displayed.

ORACILE webLogic Server Adminisiration Conscle 12c

Change Canter
Wi d.ar-gs and restares

Click the & St buston w modify, add o
e e i 2

@ Home Log Ous Prefersnces |52 ©

Summary of IMS Modules

e R i e i L . s S (R B A KR SR
onnecton factories, by quom, gu=cs Fon
“Vou can CETOre Shd Mamnae JHE Syetam moduies 28 Gt o

13 - Enteroperablity
[ Diagnostic:

Howr do X... =

- Configurs 3MS system modules
- Configurs ressurces for JMS Sysam medules

System Status =
Health of Running Sarvars as of 3:39 b
T

This page summarizes the TMS systam modules that have been crassad for this domain.

b Customize this table
3IMS Modules (Filtersd - More Columns Exist)
Click the £ock & Edie butten in the Changs Canter to scivess all the buttons on this pege.

Tew| [Deiets

2 Welcome, weblogic | Connecsed to: OFSLLREL_domain

Such resources include queuwes, Topics,
reign senvers. and M5 Stare and fommmrd

Showing 1m 1of 1 Praveus  Mex
— [Fvee
e e —
e S

Click '"AQJMSModule'. The following window is displayed.

ORACLE weblogic Server Administration Console 12¢

Change Canter
Views changes and restares

Click the Lock & £l button  modify, add or
delete iterms in this domain,

Lock & Edit

Domazin Partitions

[
[%- Environment

- Deployments
[ Sarvicas
Security Realms
Tntaroparsbility
Dizgnostics

-

How do L... =
- Configure quotas for destinations

- Configurs TS templates

Conifigure destinaticn keys

- Configure topics

- Configure quaues

- Configure connection factories

« Configure uniform distributed topics
 Configure undorm distributed queves
« Configure forsign servers

= Configure IMS SAF

System Status =]
Health of Running Servers as of 3:30 PM

@ Home Log Out Preferences [& =

Q

- N

Welcome, weblogic | Connected to: OFSLLREL_domain

Hame = Summary of Servises > Summery of

auies > AQIMSModule
Settings for AQIMSModule
Configuration | Subdeployments

Motes

Targets | Security

This.
acress axisting

Name: AGQIMSMedule

Scope: Global

Descriptor File Names JmsAQIMSModide-jms.xmi

page displays general information about a JMS system module and #= resources. It also sllows you to configure new resources and
=sources.

The name of the IMS module descripor file.
Info...

M5 systam moduls.  More Info...

coessible
resource group

em moduk
tition, or

Mor=

This page summarizas che M5 resources that have baen created for this M system modude, inchuding qusue snd tooic dessnations.

et

[ Customize this table
Summary of Resources
Click the £ock & Edit burton in the Changs Center to activate all the buttons on this page.

Wewi | [Delets

gn servers, and store-and-

Showing 1to 1 of 1 Pravicus | Next

| Name < | Typa | INDT Nama | Subdeployment | Targets
[ | AcForegnsaner | Forsign Server [ mea | Defauit Targesng | oFsLL_Managedserver
New| [Delete

Showing 1to 1 of 1 Pravious | Ne
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4. In the Summary of Resources section, click 'New'. The following window is displayed.

ORACLE WebLogic Server Adminsraton Console 120 s 22 °oB

Change Canter @ Home Log Ot Preferences [&] Record Help | &
Wik el el Welcome, weblogic | Connectad to: OFSLLREL_domain
No FEI'dIN; changa axist, Cick the Relesse Home >Summary of Servioes >Summery of Services: 145 >Summary of JMS Modules >AQIMSModule
ﬂnnf'aigl:‘.llﬁdun button to allow others to edit the it B AN St Ml FlEoit
Lock & Edit

|Back | | Mext| [Finish| || Cancel|

L Release Configuration |
Choose the type of resource you want to create,

Domain Structure
OFSLLREL domain LUse these pagss to create resources in 2 JMS system module, such 2= queuss, topics, templates, znd connection factories,

B~ Domain Partitions Depanding on the typz of resource you select, you are prompted to enter basic information for creating the resource, For targetsble

[ Environment resnurces, like stand-alone quaues and togics, cannection factories, distributed quaues and topics, forsign sarvers, and IMS SAF

i Deployments destinztions, you can also procesd to targeting pages for sslecting appropriate server targets. You can 2lso associzts targetzble

[# - Sarvices resources with subdeployments, which is an advanced mechanism for grouping JMS madule resources and the members to server

i~ Security Reslms resourcas,

- Interoperability

¥ Diiagnastics () Connection Factory Defines 2 sat of connaction configuration paramaters

that are usad w oeste connections for IM5
clients,  More Info...

) Queue Defines 2 point-to-point destinatio
used for asynchronous pesr comim
meszage defiverad to a queue i distri
ane consumer.  Mare Info..,

pe, which are

How do L.. =]
() Topic Dafines 2 publish/subscribe destination type, which

= Configure quotas for destinations are used for asynchronous peer communications, A

. message defivered to a topic is distributed to all topic
Configure JMS templates kit haenhiy

= Configure destination kays

» Configure topics () Distributed Queue Defines = sat of qusuﬁn:"at ?:.;‘E i b..msdbj\'

. - muktiple IMS servers, are accessible a:
ol guees single, logicel queus to IMS dhents, More Infa..,

+ Configura connection factorizs

= Configure uniform distributed topics (") Distributed Topic Defines = set of topics that are distributed on multiple

IMS servers, but which are acressible as & single,
logica! topic to JMS dients.  More Info...

Configure unform distributed queuss

S R SR
= Configure JMS SAF (®) Foreign Server Diefines forsign messaging providers or remate
WebLogic Sery are not part of the
curent domain,
System Status =1 v
Heslth of Running Servers as of 332 BM O Quota Controls the allotment of system resources availzble

5. Select 'Foreign Server' as the option for type of resource to be created and click 'Next'.
The following window is displayed.
COMRACLE  wWebiogic Server adminiraton Sonssie 132 =

B tore Loa Oue Preferances (A1 Record Hiale a
Welcome. weblosic | Conmaced t: OFSLLREL domain

Cremte = Piors 3015 Symtem Module Resource

Sscx| |Mesa| | Finisnl || Canes

Forcign Sorrer Proporios

The Follawing roparties will b smed wo idarty. your naw forion =
= andicates reguared fieics
= Mame: OreiiTopicrs

6. Specify the name of the Foreign Server as ‘OfslITopicFS’ and click 'Next'. The following
window is displayed.

ORACLE el ogic Server Asmnsraton Cono 12 s o B

Change Center @ Home Log Out Preferences |54 Record Help &
View changes and restarts Welcame, weblogic | Connectad to: OFSLLREL _domain
No panding changes mast, Chck the Ralaasa Mo >Summary of Servies » Summery of Seraces: JMS > Summary of JMS Moduies > AQIMSModuls
Ganfigurerion busan te aliow cthersto sdit the = — = =
CEEE Back| [[ed| |Finish| | [Advanced Tangeting| | [Canesi |
HRelease
The follow ses will be used to target your new JMS system module rescurce

CESITREL = Use this page to view and acrept the default targers where this JMS resource will be targeted, The default targets are based on the
ol < garant JME system module targets. I you do not want w acoest the default wrgets, then dick Advanced Targeting w us= the
Subdeployment machanism for targetng this resource,

| Deloymants
F-Serviee= The following JMS modkde targets vl be usad as the default targets for your nevw JMS system module rescurce. IF the module's targets
il S are changed, this resource wall 2iso be retargeted approprizsely.
=
[ Dizgnastics Targets :
[server= |
“ OFSLL_ManagedServer
Howr do L. = Back| [Mext| |Finish| ||Advanced Targeting| | | Cancel

+ Configure quotas for destinations
= Configure JMS tamplates

+ Configurs destination keys

= Configure topics

+ Configura quaues

- Configure connection factories

= Configure undarm diswibuted mpics
=~ Configure unform distributed queves
« Configure foreign sarvers

= Configurs IMS SAF

System Status =
Health of Running Servers as of 3:34 PM
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7. Click 'Finish' and activate the changes.

8. Click on the Foreign Server that you created. The following window is displayed.

Ungo All Changes. |
General | Destinations | Connection Faciories ~
Domain Structure
OFSLLREL_domain LiSaxal
[# - Domain Partitions
[ Environmenrt A foresign server represents 2 INDT pruw:er that resides outside 2 Weblogic Server. [t contains information that aflows WebLogic
Deployments. Server to reach the remote INDI prov is way, a number of connection factory and destination objects (quewss or topics) can be
B Conviies TRt oot Gk MU e i Ll o i oo e P e o P ke s S
- Serurity Reslims
[ - Enteroperabil
p e, - 45| Name:  OfsliTopicFs e o the s e, W T
JINDI oracle jms_ ACjmsinitialC The name of the dass that m: b= |n5l_ tiated to
Initial access. e depends
Co on the INI ider and the vendor 1h_. are being
Factory: B
aE| INDT
How do I... = Connection
URL:
+ Create foreign connection factorizs
« Crasts forsign destinations
System Status s
Heslth of Running Servers as of 3:36 B Credential:
[ Failed (D}
i Critical {0}
Overloaded (0}
Warning (0}
Confirm
I ' (3) el
Properties
Credential:
INDI Properties:
dazascurce=jdbc/agimsds
e ~
v
(i] Default Targeting Enabled whether this JMS rescurce defaults to the
d udulss targeting or uses the subdsployment b &
. More Info..

9. Specify the following details and click 'Save'.

e Enter JNDI Initial Context Factory as 'oracle.jms.AQjmslnitialContextFactory'.

e JNDI Properties as 'datasource=jdbc/agjmsdb’.

e Ensure 'Default Targetting Enabled' checkbox is selected.

10. Select 'Destinations' tab and click 'New' to create new destination. The following window

is displayed.

ORACLE weblogic Server Adminsrstion Consale 12c

Change Canter
Home >Summary of Services >Summary of Services: B

View changes and restarts

Pending changes xdst. They must be actvated
to take =ffect.

o Activatz Changes |OK| | Cancel|

Create a New Foreign JMS Destination

‘ndo All Changes. Foreign Destination Properties

Domain Structure

OFSLLREL domain

- Domain Partitions

[ Enviranment
Deployments.

* Indicates required figlds

i Services * Name: ACUMSTopic

T Seourity Reslms

[ - Interoperability

[ Disgnastics Lacal INDI Name: fims/ag/OfsiTopic
Kemote SNDLMames Topics/OFSLL_OUTBOUND_TORIC
|OK| | Cancel

How do L... =]

@ Home Log Out Preferences [&] Record Help [

45 = Summary of JMS Modules >AQIMS]

The foliawing propertizs will be usad to identfy your new foreign destination,

Welcome, weblogic | Connected to: OFSLLREL_domain

EModule >OfsiTopicts >Configuration

= Configure foreign sarvers
= Crezte forsign connection factories

System Status =]
Health of Running Sarvers as of 3:33 PM
I Failed (0}
i Critical {0}

Overlozadad (0}

Warning (0}
I ok )

11. Specify the following details and click 'OK' to save the changes.

e Name: AQIJMSTopic
e LocalJNDI Name: /jms/aq/OfsliTopic

e Remote JNDI Name: Topics/OFSLL_OUTBOUND_TOPIC
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9.4

12. Select 'Connection Factories' tab and click 'New' to add new connection factory. The

following window is displayed.

ORACLE weblogic Server Administration Conscle 12c

Change Center =Y

Viewe changes and restares

ctory Properties

The foliowi will be wsed 1o identfy your new forsign connecsion factory.

¥ Mame: ACUMSETopicCF

Local INDT Name: Amsiag/OfsiiTopic GF

Remots JNDI Name: XATopic ConnsctionFactony

System Status

Welcome, vweblogic | Conreciad to: OFSLLREL_damarn

13. Specify the following details and Click 'OK' to save the changes.

Name: AQJMSTopicCF
Local JNDI Name: /jms/aq/OfslITopicCF
Remote JNDI Name: XATopicConnectionFactory

JMS Queue Configuration

JMS queue is used to hold webservice invocation exception messages. It provides a
mechanism for third parties to handle communication related failures.

Perform the following steps to configure JMS queue in application server.

Create JMS Server

Create JMS Module
Subdeployment

Create JMS Connection Factory
Create JMS Queue
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9.4.1

Create JMS Server

1. Login to WebLogic Server 12c console (http://hostname:port/console). The following
screen is displayed.

ORACLE Weblogic Server Administration Console 12¢

Welcome

Log into work with the WeblLogic Server domain

Username: weblogic

oW ceverend

2. Specify the Weblogic administrator user name and password and click 'Log In'. The
Oracle Weblogic home page is displayed.

ORACLE  WebLogic Server Adninstaton Consol 2c B 222 oR

Change Codter: @ Home Log Out Preferences o Help ‘ Q Welcome, weblogic ‘ Connected to:OFSLLREL_domain
View changes and restarts Home
Click the £ack & £ button to modify, add or Home Page
delete items in this domain.
ek Information and Resources
e Helpful Tools General Information
= Configure applications = Common Administration Task Descriptions
Domain Structure = Configure GridLink for RAC Data Seurce = Read the documentation
OFSLLREL_domain = Configure a Dynamic Cluster = Ask a question on My Oracle Support
f-Domain Partitions = Recent Task Status
= Sat your console preferences
= Oradle Enterprise Manager
Domain Configurations
B-Diagnostics .
o Domain Resource Group Templates Interoperability
- Domain « Resource Group Templates - WTC Servers

+ Jolt Connection Pools

Domain Partitions Resource Groups
= Domain Partitions « Resource Groups Diagnostics
e = « Partition Work Managers « l0g Hes
Deployed Resources = Diagnostic Modules
« Search the configuration Environment « Deployments ~ Built-in Diagnostic Modules
« Use the Change Center « Sorvers - Diagnostic Images
* Record WLST Scripts o Clusters Services * Request Performance
= Change Console preferences = Server Templates « Messaging + Archives
- Manage Console extensions = Migratable Targets = IMS Servers - Context
M e « Coherence Clusters = Store-and-Forward Agents + SNMP
« Machines = IMS Meodules * Interceptors
System Status 5] o Virtual Hosts = Path Services
Health of Running Servers « Virtual Targets = Bridges Charts and G
T « Work Managers « Data Sources » Monitoring Dashboard
T it (0 « Concurrent Templates « Persistent Stores
[ Owerloaded (0} * Resource Management « XML Registries
[ waming (o) « Startup And Shutdown Classes « XML Entity Caches
I K () - Foreign INDI Providers
Application’s Security Settings « Viork Contexts

« Security Realms - oM

3. Click Domain Name > Services > Messaging > JMS Server.
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4. In the main window, click 'Lock & Edit". The following window is displayed.

CRACE i it

ChanEComes @& Home Log Out Preferences (& Record Help | Q Welcome, weblogic | Connected to; OFSLLREL_domain
i e it i Home >Summary of 1M5 Servers
No pending changes exict. Click the Release summary of JMS Servers
Configuration button to allow others to edt the
domain.
TG B BT IMS servers act as management containers for the queues and topics in JMS modules that are targeted to them.
ik i o This page summarizes the JMS servers that have been created in the current WebLogic Server domain.
LS e i Customize this table
OFSLLREL_domain
41-Domain Partitions A IMS Servers (Filterad - More Columns Exist)
New | | Delete Showing 0 to 0 of 0 Previous | Next
[] | Name & ‘ Persistent Store Target Current Target ‘ Health ‘ Scope Domain Partitions
There are no items to display
New,| | Delete

Showing 0to 0 of 0 Previous | Next

Data Sources

-Persistent Stores v
Enreion INDT Providers

HowdoT.. =]

+ Configure JMS servers

« Configure JMS system modules

System Status a
Health of Running Servers

Failed (0)

Critical (0)
[ Qverloaded (0)

Wamning (0)
I K (3)

5. Click 'New'. The following window is displayed.

COIRACIL € wWeblogic Server Adminisiration Console 12¢
Change Canter

Wiews changes and restares

Record sei | & Welcome, weblogie | Conmecred w: OFSLLREL_domein

o Bending changes sxist. Clck the Haleass
Ganhguraton busen to alion others t edit the

Ssew mesa| [Einisn| |[Canest

IMS Server Properties

The foliowing propertes will be wsad to idensfy your new JMS Servar.

recuarec

Wihat would you Eke 5 name your new TMS server?

Al T Mame: SIS Serer

Wiould you like this new JMS server %o be restricted 5o & specific resource group template or resource group ?
Siobal[w

Hor do L.

- Configurs IMS system modules
- Configure custom parsistant storas

6. Specify the JMS Server Name as ‘OfsllJMSServer'. Click ‘Next’, the following window is
displayed.
ﬂ ﬂ ‘ Finish |ﬂ
Select Persistent Store
Specify Persistent Store for the new JMS Server.

Persistent Store: (none)| v || Create & New Store

| Back| | Mext ‘ Finish |Can:al

Select 'None' as the Persistent Store type. Click 'Next', the following window is displayed.
ORACLE weblogic Server Administration Console 12

Change Center @) Home Log Ous Preferences [5] Record Help |

| & Welcome, weblogic | Connected to: OFSLLREL _domain
View changes and restarts

Home >Summary of Services >Summary of Services: P45 =Summary of JMS Servers >0f=MSServer >Summary of JMS Servers

Pending changes exist. They must be activatad Create a New JMS Server

to take effect.
« Activate Changes Back| | Mext| | Finish| || Cancel
\Undo All Changes Select targets
Salert the server instance or migratable target on which you would fike t deploy this IM5 senver,

Domain Structure s ot o ¥
OFSLLREL domain Target: OFSLL_ManagedServer|v|
[#- Domazin Partitions B
[H- Envi nt
i AT Back| [Next| |Finish Cancal

Deployments. _ _ =
[¥ Services
[+~ Security Resims
[% - Interoperability

8. Select the target managed server and click 'Finish'.

919 ORACLE



9.4.2

9. Click 'Activate Changes' under Change Center. Once done, the following window is

displayed:

ORACLE weblLogic Server Adminsrstion Consale 12¢

Change Canter
View changes and restarts

Pending changes exisz. They must be actvated

to take effect.
& Activate Chanpges
‘Undo All Changes

{8 Home Log Out Preferences [ Record Help Y Wdoume,wzblogic|£bnnemed 0 OFSLLREL_domain

Home >Summary of Services >Summary of Services: M5 =Summary of JMS Servers >0fsR-S!

Messages

rver >Summary of JMS Servers

w# M5 s=rver created successfully

Summary of IMS Servers

Domain Structure

IMS servers act a5 managemant contziners for the gusues and wpics in JMS modules that zre targeted to them,

OFSLLREL domain This page summarizes the JMS sarvers that have been created in the current WisbLogic Server domain.
[#- Domazin Partitions
[# Enwironment ~ B
- Degloyments [ Customize this table
[¥ Services .
G Rk JMS Servers (Filtered - More Columns Exist)
[ “Interoperability New| [Delet= Showing 1to 1 of 1 Previous | Next
[¥ Dizgnostics
[ | Mame & Persistent Store Target Current Target Health
[ | ofslzmssener OFSLL_ManapadServer OFSLL_ManagedServer
| Mew | | Delete Showing 1to Lof 1 Previous | Next
How do L..

Create JMS Module

1.

Login to WebLogic Server 12c console (http://hostname:port/console) by specifying the
Weblogic administrator user name and password.

Click Domain Name > Services > Messaging > JMS Modules. The following window is

displayed.

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Zack & £dfit button to modify, add or
delete items in this domain,

Lock & Edit

Release Configuration

Domain Structure
QA1435UP_domain
#}-Domain Partitions N
#-Environment
~Deployments
Services
—}-Messaging
{—IMS Servers
~-Store-and-Forward Agents
{~IMs Modules
i~Path Services
i-Bridges
Data Sources
Persistent Stores v
-Foreign JNDI Providers.

How do L., =1 t

Change Center

View changes and restarts

No sending changss axist, Cick the Ralzass
Canfiguration bumon 1o allov
domain.

Lock & Edit

Felzase

8] Home Log Out Preferences Help Q
Home >Summary of JMS Modules

Summary of IMS Modules

IMS system resources are configured and stored as modules similar to standard Java EE modules. Such resources include queuss, topics, connection factories, templates,
destination keys, quota, distributed queues, distributed topics, foreign servers, and JMS store-and-forward (SAF) parameters. You can administratively configure and manage
JMS system modules as global system resources.

This page summarizes the JMS system modules that have been created for this domain.

b Customize this table

IMS Modules

Click the Lock & Edit button in the Change Center ko activate all the buttons on this page.

New| [Detete Showing 1to 1 of 1 Previous | Next
Name & Type Scope Domain Partitions.
AQIMSModule IMSSystemResource Global

New| [Delete

Showing 1to 10f 1 Previous | Next

others to edit the

3. Click 'New'. The following screen is displayed.

ORACLE wWeblLogic Server Administration Consale 12¢

{&) Home Log Our Preferences [ Record Help | (& Welcome, wzhlogmlﬂ:nne:ned e OFSLLREL_domain

Home > Summany of Sarvioss > Summary of Ssrdices: ¥S = Summany of TMS Modules

Create JMS System Module
Back| |Mext| [Finish| || GCancet

The following properties will be used to identify your new module.

Domain Structure

OFSLLAEL_domain

[~ Domain Partitions

¥ Environmant
Degploymants

[ Sarvices

1~ Forsign INDI Providers
i~ Work Contexts

XML Registries
XML Entiry Caches

IMS systern resources are configured and stored as modules simiar to standard Java EE modules. Such resources indude quevss, topics,
‘connection factories, Jnati uota, distril i ik wopics. foreign servers. and JMS stors-and-forward

{SAF) paramatars. You can administratvaly configure and manage JMS system modules as global system resounces.

How do L.

- Configure M5 system modules
- Configure M5 seners

System Status

Haslth of Running Servers as of 553 BM
[ Failed (0}

[ Crisical {0}

[

I

Overloaded (0}

-~

* Indicatas required fields

What would you ke to name your System Module?

* Name: OfsilJMShiodule

Would you like this new JMS System Module to be restricted o & specific resource group template ar resource group ?
. Scope: Global[w]
- What would you ke m name the descriptor file name? If you do not provids 2 name, a dafault will be assignad,
- Descriptor File Mame:  [OfsiliMShModule

Whers would Eke t placs the descripeor for this Syssem Modhule, relative 1o the jms configuration sub-directory of your domain?
=] Location In Domain:

Back| |Mext| [Fimish| || Cancet

Welcome, weblogic ‘ Connected to: OFSLLREL_domain
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4. Specify the following details:
— Enter the System Module Name as ‘OfsllJMSModule’
— Enter the Description File Name as ‘OfsllJMSModule’
5. Click ‘Next’. The following screen is displayed.

ORACLE WebLogic Server Administration Console 12

Change Center
View changes and restarts
No pending changes sxist, Click the Relesse
Configuration button to allow others to edit the
domain,

Lock & Edit

Release Configuration

Domain Structure
OFSLLREL_domain

B Domain Partitions Lty

[ Erviranment
+ Deploymants
[7 - Sarvices
| 3] Mesz2ging
‘—Datz Sources
+~~Persistent Stores
1~ Foreign INDI Providers
+~"Waork Contexts
HML Registries
—¥ML Entity Caches

FjC0M W

Mzd Sessions

How do L. =]

« Configurs M system modules

@ Home Log Out Preferences [32] Record Help | |a Welcome, nzlﬂogic|tbnnemed tw: OFSLLREL_domain

Home >Summary of Services >Summary of Services: 345 >Summary of JMS Modules

Create IMS System Module
Back| | Next Finish Cangal

The following properties will be usad to target your new JMS system module.

Usa :".'iisshpage to select the sarver or dluster on which you would = m deploy this IMS syst=m modufe. You can reconfigure tarpets [ster if
you wish,

Targets :

Servers

[ adminServer

OFSLL_ManagedServer

O 'WS5_ManagedServer

Back| |MNet| [Fifih |Cannel

6. Select the target server and click 'Next'. The following window is displayed.

Create JMS System Module

Back | [Ned |Fimsn |Cancel

Add resources to this IMS system module

Use this page to indicate whether you want to immediately add resources to this IMS system module after it is created. IMS resources include queues, topics, connection

factories, and such,

|| Would you like to add resources to this JMS system module?

Back | | MNext |Fin\sh |Cancel

7. Click 'Finish' to save and activate the changes. Once done, the following window is

displayed.

ORACLE weblLogic Server Administration Console 12c

Change Center
View changes and restarts

Click the Lock & &t button to madify, add or
defiere iems in this domain.

Lock & Edit

{&) Home Log Our Preferances

Q Welcome, weblogic | Connertad t: OFSLLREL domain

Horme >Summary of Services >Sum 5 >Summary of IMS Modules

Messages

«# All changes have been activated. No restarts are necessary,

Ficiease Conhgmation

Domain Structure
OFSLLREL domain
[¥# Domazin Partitions {as
[ Environment
— Daploymants
[ Services
[3}-Messaging
i i~Data Sources
Persistent Stores
—Forsign INDI Providers
Work Contexts
*ML Registries
{=XML Entity Cachss
FCOM L

LMz Sessinns,

How do I... =

« Configurs M5 system modules
- Configurs resounces for IMS system modules

System Status =]
Haalth of Running Servers as of 6:05 PM

[ Overioaded (0)
[ Waming (0}
. O (2)

9.4.3 Subdeployment

b Customize this table

v of IMS Modules

JMS systam resources are configured and stored as modules similar to standard Java EE modules. Such rescurces include queves, topics,
connection factories, templates. kays. quota, queues, o pics, foreign servers, and JMS store-and-forward
(SAF) parameters. You can adminstratively configure 2nd manape JMS system modules as global systam resources,

This page summarizes the JMS system modules that have been geated for this domain.

IMS Modules (Filtarad - More Columns Exist)
Click the Lack & Edit button in the Changa Canter to activate all the buttons on this page.

Fewi | [Delete Showing 1w 2 of 2 Pravious  Next
Name Type
AGIMSModule IMSSystermResource
OfsilMSModule IMSSystamResource

New| [Deiete Showing 1t 2of 2 Previous  Next

1. Login to WebLogic Server 12c console (http://hostname:port/console) by specifying the
Weblogic administrator user name and password.
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the list of JMS modules available.

following window is displayed.
Settings for OfsllIMSModule

Configuration | Subdeployments | Targets | Security | Notes

Click Domain Name > Services > Messaging > JMS Modules. The main window displays

Select the created JMS module ‘OfsllJMSModule’ and click 'Subdeployments' tab. The

This page displays subdeployments created for a JMS system module. A subdeployment is 2 mechanism by which JMS module resources (such as queuss, topics, and connection factories) are

grouped and targeted to a server resource (such as JMS servers, server instances, or cluster).

[ Customize this table
Subdeployments

New | | Delete

Showing 0to 0 of 0 Previous | Next

|

Name &%

Targets

There are no items to display

New | | Delete

Shawing 0 to 0 of 0 Previous | Next

4. Click 'New'. The following screen is displayed.

OMRACLE weblLogic Server Administration Conscle 12c

Change Center 1@ Home Log Out Preferen

View changes and restarts Hams > Summary of Servies

[ Racard Help | Q

No pending changes exist, Click the Relesse
othars

Create 2 Mew Subdaploymant

Configuration buman to allow o =dit the
A Sae%| [MNexa| [Finish| || Gances
Lock & Edit
Subdeployment Properties
Release

=
Welcome, weblogic | Conmected t: OFSLLREL_domain
duies > OFSIIMEModute

The folowing properties will be used 1o idensfy your new subdegloymeant.
= Indicates required fislds

= Subdeployment Names OfslJMSSD

Hack| [Mext| [Finish| || Cancel

5. Specify the Subdeployment Name as ‘OfsllJMSSD’. Click 'Next', the following window is
displayed.
ORACLE webLogic Server Administration Console 12c
| Q| Welcome, weblogic | Cannectad t: OFSLLREL domain

Create & New Subdeployment

Change Canter 1@ Home Log Out Preferences [&] Record Help

View changes and restarts

No pending changes exist, Cick the Releasa
Configuration buton to allow others to edit the
choael: Back| [Nest| |Finish| || Cancel
Lok & Edit
Targets
Release C

Please select targets for the Subdeployment
Domain Structure

OFSLLREL domain ol
- Domain Partitions ke
St ol [ OFSLL_ManagedServer
i~ Daploymants
[ IMS Servers
1 ofsiimMsserver
{~-Forsign INDI Providers
i~ Work Contexts Back| [Mest| |Finish| || Cancet
¥ML Registries
AL Entity Caches
—c0m s

M=il Sascinne

6. Select the check box against the newly created JMS Server and click ‘Finish’. Once done,
the following window is displayed.

Configuration  Subdeployments | Targets = Security | Notes

This page displays subdeployments created for a IMS system module. A subdeployment is a mechanism by which JMS module resources (such as queues, topics, and connaction factories) are
grouped and targeted to & server resource (such as JMS servers, server instances, or cluster),

{ Customize this table

Subdeployments
Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

New | [Delete Showing 1 te 1 of 1 Previous | Next
Name & Resources Targets
OfslIMSsD OfsllIMSServer

New | | Delete

Showing 1te10f 1 Previous | Next

You can further click 'New 'to create more Queues and repeat the steps explained above.
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944 Create JMS Connection Factory

1. Login to WebLogic Server 12c console (http://hostname:port/console) by specifying the
Weblogic administrator user name and password.

2. Click Domain Name > Services > Messaging > JMS Modules. The main window displays
the list of JMS modules available.

3. Select the newly created JMS module ‘OfsllJMSModule’. The following window is
displayed.
OIRACLE WebLogic Server Acministration Consola 120 .

Change Center @Y Home Log Out Preferences Record Help

e e ey,
R T T

SaE S Summary of IMS Modules

B —

Undo All Changes

IMS system resources are configured and stored as modules simitar to standard Java EE modules. Such resources include
SUsUES, Topics, SONNSCTon Factorias, LAmpIatas . quota, guewu=s, topecs, foreign

e —— Servers, =nd JMS store-and-forward (SAF) You can Snd mana0s JMS svstam
modules == global syswem Grees.

P Customize this table

IMS Modules (Filtered - More Columns Exist)

Mew | [DaiEE Showing 15e 2 of 2 Previows Mext
| mame < Twvpe

1 | ag3msmodule IMSSystemResource

[ | ofstumsmodata IMSSystemResource

Mew | [DCasste Showing 1te 2 of 2 Breviews Nt

4. Click 'New'. The following window is displayed.
Settings for OfsliJMSModule
Configuration | Subdeployments | Targsts Security MNotes

This page displays general information about a IJMS system module and its rescurces. It also allows you to configure new resources and access
existing resources.

Name: OfsliIMSModule The name of this JMS system module. More Info...

Scope: Global Specifies if the IMS system module is accessible within
the domain, a partition, o resgurce group
template. More Info...

Descriptor File Name: jmsfOfsllIMSMoadule-ims.xml The name of the IJMS module descriptor file. More
Infa...

This page summarizes the JMS resources that have been created for this IMS system module, including queue and topic destinations,
connection factories, JMS templates, destination sort keys, destination guota, distributed destinations, foreign servers, and store-and-forward
parameters.

I Customize this table

Summary of Resources

Click the Lock & Ediit button in the Change Center o activate all the buttons on this page.

New Delete Showing 0 to 0 of 0 Previous | Next

| Name «% | Type | JNDI Name | Subdeployment Targets

There are no items to display

MNew Delete Showing 0 to 0 of 0 Previous | Next

5. Click 'Next'. The following window is displayed.
s s — [— ||

Choose the type of rescurce ¥ou want to create.

s U prgies 160 € real e perraare en i1 o TMIS syeteren reseliles, e b cpes s, Lo s, Gernpslatens, arscl € oo D Fote Lo e
Cispending on the Type Of resource you SSlect, You are promptad To Snter basic INFOrmMation for cresting the reso: rgstabis resourcss,
. E uted

fikke stand-alone o topics. Toreian servers. and JMS Sar destlnatlnhs, wou
e e mese] Lar botr iy P r oo = L. wirs fart sl S el Lt bkl T
o e To Sorvor rosourcos.

R e R A e

(= Cerererese Bians o doary configuration parameters that
Qucuc L ieh ars ussd
Topic

which 3
messaoe

Listmbuted Quouc Sre distributed on multiple

ccessible 25 a sinole, logical

Distributed Tonic distributed on mul
=t

Dle
=553 Singie, Iogical

FIEfIReS Fareian MResEROInG BroUidars or FemmaTe Ve aoke
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6. Select 'Connection Factory' option and click 'Next'. The following window is displayed.

e ) Create a Mew JMS System Module Resource

o Activsts Changes ~
Back | |Mext |Finish | Cancel

Undo All Changes

- Connection Factory Properties
Domain Structure

OFSLLREL domain The following properties will be wsed to identify your new connection factery. The current module i OfslIMSMadule,

+-Domain Paritons * R e ek
- Enviranment

Deploymants What would yau like to name your new connection factory?
hSarices

+--Security Reslms
H-Interoperabiliy

M= Of=llIMSCF
[-Diagnostics

What JNDI Name would you like to us= to look up your new connection factory?
JNDI Name: jms/OfsIlUMSCF

The Connection Fzctory Subscription Sharing Policy Subscribers can be used to control which subseribers can access new
subscriptions. Should subscriptions created using this factory be sharable?

How do L. =

Subscription Exclusive| v

» Configure quotas for destinations Sharing Policy:

= Configure IMS templates
3 i The Cliznt ID Policy indicates whether more than one JMS connection can use the same Client ID. Oracle recommends setting

+ Configure destination keys the Client ID policy to Unrestricted if sharing durable subscribers. Subscriptions created with different Client ID policies are

ahways trested 25 independent subscriptions. What Client 1D Palicy would you like to uss?

ClientID Policy:  [Restricted | v|

= connection factaries

e uniform distributed topics A connection factory can Emit the number of messages that can queved for an asynchronous session, Should this connection

= uniform distributad queues factory impose a limit?

facsign sarvers .
Maximum 10

IMS SAF Messages par

SiStEnESrms = Should this connection factory create sessions that are JTA aware, and create XA queves and YA topics?

] XA Connection Factory Enabled

iled (0}

~ Criscal () Should the zuthenticated user name be attached to sent if the IM5 dess is to support this
ik behavier ? o

Y

7. Specify the following details:
— Enter the Name of the Connection Factory as 'OfsllJMSCF’
— Enter the JNDI Name as ‘jms/OfsllJMSCF’
— Select the check box 'XA Connection Factory Enabled'
8. Click 'Next'. The following window is displayed.
Create a New JMS System Module Resource

Back | | Next

Finish ‘AdvancedTargetEng ‘ Cancel

The following properties will be used to target your new 1MS system module resource

Use this page to view and accept the default targets where this JMS resource will be targeted. The default targets are based on the parent JMS system module targets. If
you do not want to accept the default targets, then click Advanced Targeting to use the subdeployment mechanism for targeting this resource.

The following JMS module targets will be used as the default targets for your new JMS system module resource. If the module's targets are changad, this resource will also
be retargeted appropriately.

Targets :

Servers

~ OFSLLREL_ManagedServer

Back | | Next | Finish ‘Aclvanced‘rarget‘mg Cancel
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9.4.5

9. Click 'Advanced Targeting'. The following window is displayed.

ORACLE Weblogic Server Administration Consale 12¢

Change Center
View changes and restarts

Pending changss sxisz. They must be sctivared
to take affact.

«#_Activate Changes

Undo All Changes

e ___________° B

Welcome, weblogic |Ca':nxned to: OFSLLREL_domain
-Sumemary of IMS Modules =OfsIIMSModule

{83 Home Log Out Prefersnces

Record Help | Q@

Home =Summary of Services >Surmmary of Services: IMS
Create a New JMS System Module Resource

Back | [Hext |

inish | GCancal

Domain Structure
OFSLLREL_domain
+1-Domain Partitions
ronment
Deployments
H-Services
Security Realms
EH-Interoperabiliny
#-Diagnostics

= quotas for dastinations
IMS templates
s=stination keys

- Canfigurs quaues

- Configurs connaction facories

« Configure uniform distributed topics
- Config
+ Configurs forsign servers
« Configurs M5 SAF

nifarm distributad quauss

The following properties will be used to target your new JMS system module resource

Use this pags to sslect 2 subdeployment to = this system module resource. A subdeployment & 3 mechanism by which
IMS resources ars grouped and targeted oo a sarver instance, cluster, or SAF agent. If necessary, you can craste 3 new
subdepioyment by dicking the Create a New Subdeployment button. You can also reconfigure subdeployment targets
later by using the parent module’s subdeployment management page.

Select the subdeployment you want to uss. If you select (none), no targeting will ocour.
Subdeployments: OfsllIMESD [~ ]| Create a New Subdeployment

What targets do you want to assign to this subdeployment?

Targets :

Sarvers

[] 0FSLL_ManagedServer

IMS Servers

OfsllIMSServer

Back | [Mext |Fini5h | Cancel

Sustam Sratus =

10. Select the Subdeployments as ‘OfsllUMSSD’ from the drop down list.

11. Under JMS Servers, select the check box against 'OfsllJMSServer'.

12. Click 'Finish' to save and activate the changes. Once done, the following window is

displayed.

Messages

«# Connection factory created successfully.

Settings for OfslliMSModule

Configuration Subdeployments

This page displays general information about a JMS system module and its resources. It also allows you to configure new resources and access

existing resources.

Name:

Scope:

Descriptor File Name:

This page summarizes the JMS resources that have been created for this JMS systerm module, including queue and topic destinations,
connection factories, JMS templates, destination sort keys, destination guota, distributed destinations, foreign servers, and store-and-forward

parameters.

B Customize this table

Summary of Resources

New Delete

Targets | Security | Notes

OfsiiIMSModule

The name of this JMS system module. More Info...
Global Specifies if the IJMS system module is accessible
the domain, a pa on, Or a reso e group

template. More Info...

imsfOfslIMSModule-jms.xml The name of the IMS module descriptor file. More

Info...

Showing 1to 1 of 1 Previous | Next

Name & Type

JINDI Name Subdeployment Targets

OfsllIMsSCF

Connection Factory

imsfOfsliIMSCF OfsllIMSSD ofslloMsServer

New Delete

Create JMS Queue

Showing 1to 1 of 1 Previous | Next

1. Login to WebLogic Server 12c console (http://hostname:port/console) by specifying the
Weblogic administrator user name and password.

2. Click Domain Name > Services > Messaging > JMS Modules. The main window displays
the list of JMS modules available.
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3. Select the newly created JMS module ‘OfsllJMSModule’. The following window is
displayed.
ORACLE WeblLogic Server administration Console 12¢ _

Help Q Welcome, weblogic | Connect=d to: OFSLLREL_domain

Change Center @) Home Log Out Preferences

[ S Home =Summary of Services >Summary of Services: IMS >Summary of JM5 Modules > OfsllIMSModule
Click the Lock & Ediit button to modify, add or Settings for OfslDMSModule

delete items in this domain.
Configuration | Subdeployments | Targsts | Security || Notes
Lock & Edit

Release Connguration

This page displays general information about a M5 system module and its resources. It alss allows you to configure new resources and access
existing resources.

Domain Structure

OFSLLREL_domain

GH-Domain Partitions Name: OfslIMSModule The name of this JMS system module.  More Info...
EH-Environment

—Deployments Scope: Global Specifies if the IMS system module is accessible within
B} Services the domain, a partition, or a resource aroup

-Security Realms templata. More Info.

- Interoperability
E3-Diagnestics

Descriptor File Name: sms/OfsllIMSModule-jms. xml The name of the JMS module descriptor file.  More
Info...

This page summarizes the JM5 resources that have been created for this JMS system module, including queue and topic destinations, connection
factories, JMS templates, destination sart kays, destination quota, distributed destinations, foreign ssrvers, and store-and-forward parameters.

[P Customize this table
How do I... =]
Summary of Resources
= Configure quotas for destinations

Click the Lock & Edit button in the Change Center to activate all the buttons on this page.
= Gonfigurs JMS templates

- Configure destination keys Ticw| [Delete Showing 1to 1 of 1 Previous | Next
- Configure topics

R Name S Type INDI Name Subdeployment Targets

- Configure connaction factories [ [ofsiomscr | cannection Factory | smssotsiomsce | ofeiomsso | ofsitamsserver |

= Configure uniform distributed topics
Hew | [Delete Showing 10 10f 1 Previous | Next
« Configure uniform distributad queues

= Configure foreign servers

4. Click ‘New’. The following window is displayed.

ORACLE WebLogic Server sninisision Corsole 12 B 2 °oB

Change Center 1 Home Log 0wt Preferences [5d] Recors Hel | la.| Welcame, mHngi:|Ccnre:J=:l ta: OFSLLREL_domain
View changes and restacts Horme »Summary of Servio= = Surmary of Servces. JMS >Summany of M5 Module >OFIMSMadule
Mo pending chenges exist, Click the Asless Creste a New IMS System Madule Resouree
Corfiguration fuftan to sllow cifiers to edit
Hocr. |Back | | Mkt | Gl | [Cancsl|
ook & E

Choose the type of resource you want to create.
FRelessa Configurasion |

wrees in 2 IH5 myx =dulz, s i s
s Uis= thess pages to craste resoumces in 2 JMS system module, such 2= queues, topics, tampistes, 2nd connection factories

OFSLLREL domain Depending an th
B

== of resourcs you s=lect, you are prompte b snier Basic information o sresting e ressurce. Sor tegelsbie resources, like
Demsin PartRions stard-zlone queves and topics, connection factories, Qistributed queves and togice, Poreign servers, and JMS SAF cestinations, you can alss grovess
t= targeting pages for s=lecting sporoorists s=rver targets. You can slso azzociate targetabie ressurces with subdeglzyments, which is an adve
miechanizm far grouping JM5 module resources and the memoers to server resaurces.

Envircnment

rametars that

mnts. Mars

' Connection Factory Defines & set of connection configuration
are (med o creats connactions for

-

- Disgrastes Itz

Defines & paint-to-point destintion type, which sre us=d
for amymchronous pesr communications. A message
defiveras e i Sstributen to oaly ans
conzumar. Mare Infa..

! Topic Defires & publish/subscribe destinatian typs, which ars
us=d for ssynchronous pesr communications, A message

= =]
How do L. e to 2 topic is gestributed to 2ll topic

=y T2t are Smtributes on multipie
fich are accessifile a= a single, logical
to JM5 clients. More Info..

! Distributed Queus

! Distributed Topic Defines = set of topics that are distributed on mulips JMS
s=rvers, but which are sccmssible a=  single, logicel topic
to IMS clients. More Info...

: Fareign Server Dafirms formign messaging providers ar remate Weblogic
Server instances nat part af the current
domain. More Info..

— | Quota Cantrols the fiatment of system resources avalabie to
Syahtas Status = =tinstionz.  Mon= Infa...
Hesith of Runaing Servers == of 09:18

Destingtion Sort Key Defines & unique soit Sestinatio piy to
| — arriving messzges.  More Infa...
I Critizal (1)
[ Ovedosdes (3] ) IMS Template Defines = s=t of gefault configuration settings far multis -
pad Mmrm Tt

OIRACLE weblogic Server Adminisiraton Console 12c

e e e &
e
Pt ciimrge ety rrmant bmcanmemd e = mmry o Sarviems = Sumrmary ot Ser——: s

faeraihoiesy Z = o
S e e
Unda All Changes Dmes| [emse| | Cimisn| || Seess|

IMS Destination Properties
i The following propertes will be used o identfy your new Quass. The current module is OfsITMSModule.

OfsiluMSQueus

INDT Mame:

IPS/OfSIIMS Queus

Template: MNone [~
|Saek| [Nest| (Einisnl | [Canset]
=
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6. Specify the following details while creating new JMS System Module Resources:
— Enter the Name of the Queue as 'OfsllUMSQueue’
— Enter the JNDI Name as 'jms/OfsllUMSQueue’
— Select the Template as 'None'

7. Click 'Next'. The following window is displayed.
ORACLE WeblLogic Server Administration Sonscle 120 .

P e —— @ Home Los Ous Preferances (5] Record Heln | A
Views changes and restarts Welcome, weblogsc | Connected to: OFSLLREL_domain
T e —————— Crpe—— o= = Summery o Service= > Summmeny Of Sereom: 3995 > Summany of TS Mo > OfIIMSModule

to take effact,

« Activat= Changes

Create a News IMS System Module Resource

Back| [f=E] |Finish| || Cance

ses will be used ta new IMS system module resource

stem modhule resource. A subdepioyment is & mecha, by which IMS.

cluster. or SAF agent. If necessary. you can creste =
20 aise reconfigurs subdeployrment targets later by

Salect tha subdaploymant you went te uss. I you sslecs (nens]. ne targating will sozur,

Subdeployments: OfSllJMSSD[ ] | Craste = New Susdsployment

Vihat targats do you want to assign t this subdeployment?

Targers :

[Grs servars |

& OfsilIMSServer

Sack| [Wes| |Finish| |[Cancal

Health of Running Sarvers as of £:16 PM | o

8. Select the Subdeployments as 'OfsllJMSSD' from the drop-down list.

9. Click ‘Finish’ to save and activate the changes. Once done, the following window is
displayed.
ORACLE WebLogic Server Administration Console 12¢ m

Chimsvcie Conites: @ Home Log Out Preferences Record Help %
i i e nmd resfonts Welcome, weblogic | Connected to: OFSLLREL_domain
ParlinG NG Es sk Thay B SarNatad Home > Summary of Servicas >Summary of Services: JMS >Summary of JMS Modules >OfsiJMSModule

to take effect.

Messages
«# Activate Changes «# The IMS Quetse was created successfully
nda;AlChanges, Settings for OfslJMSModule

Configuration | Subdeployments | Targets | Security | Notes

This page displays general information about a JMS system module and its resources. It also allows you o configure new resources
and access existing resources.

Name: ofslIMSMadule

Scope: Global

Descriptor File Name: ms{OfsiIMSModule-jms.oml The name of the JMS module descriptor file.  More
= This page summarizes the JMS rescurces that have been created for this JMS system module, including queus and topic destinations,

connection facteries, JMS templates, destination sort keys, destination quota, distributed destinations, foreign servers, and store-and-
forward parameters,
B Customize this table

Summary of Resources

Showing 1 to 2 of 2 Previous | Next

New | [Dsisi=
Name & Type INDI Name Subdeployment Targets
e Forsn Sanas OfsllIMSCF Connaction Factory jms/ofsliamscE ofsllamssn OfsllIMEServer
« Configurs IMS SAF OfsliMsQueus Queus Jms/OfsllamMsQuens ofslamsse ofsliMsserver
new | [Deists Showing 1 to 2 of 2 Previous | Mext

You can further click 'New 'to create more Queues and repeat the steps explained above.

Configure External Client Certificates

The Webhook option in OFSLL extends the support of interfacing with third-party applications
by sending REST API based notifications of changes through system generated Webhook
event actions.

In a Webhook setup you can notify the changes that are done in OFSLL by triggering
Webhook request as an event action and propagate the information to the dependant third-
party applications (client) through specific https communication channel.

For webhook HTTPS communication, client certificates are to be imported in Weblogic OPSS
keystore for each channel.
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Follow the below steps to import the certificates.

1. Login to the Oracle Enterprise Manager 12c console. (i.e. http://hostname:port/em)

2. Click on ‘Weblogic Domain’ drop-down list and navigate to Security > Keystore.

ORACLE. Enterprise Manager Fusion Migdiaware Control 12

E OFSLLREL_domain @

§5 Weblogic Damain

Servers Administration Server
3 » Hame AgominSarver
up
Hoat mumODtap.incrace com
Liaten Port 7001
Clusters Servars
Viaw w Wl create Dalsts cantol ~ Ep
»
Clustars
HName Status  Cluster
Admingarvanzdmin) +
Deployments Ianag vEr +
WE_Managedsanier +
. ‘ .
up
Domain Partitions
Domain Parfitiones ),
Rssourcs Group Tmplatas
L

Columns Hidden 34

3. Click on ‘Create Stripe’.
ORACI_E‘ Enterprise Manager Fusion Middiewars Contod 12¢

== QFSLLREL_domain @
- | B Webloglc Damaln v

domain/OFSLLREL domain =

ain_0FSL

Keystore

The Keystore ks a rep
you can create 3 s¥ipe, o

Itory of kayE and security certificates. Thase 3re arganizad Into namaspac
te 3 keystore within a s¥ripe, manage cerBleates in a keyslore

== Creata Keystore Desata
Protection
b [y Eysem nia
by opes nia
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Home:

Markaring ]
Deagnosics )
Cantral ]
Loge »
Emironment L
Deplaymants

JDSC DstE Sources

lagsaging >
Crose Companent Wnng »
Web Servicae
Machine State

Othar Sarvicas

Running |
Admirigiratian v

Running |
Rafresh WebLoglc Domaln |

Funning

Sacunty Rasims Sacurtty

Secunty Agministration

WD Sanvice Sacuriy Systam MSzan Srowsar

1
INDI Broweer |
lwt-_-:lg o Server Administration Console

Appication Falides
Apglication Ralze Targat Sizmap
System Boilciee Targat informatian
Securt iy Pravider :-JI"‘gLE'.OI‘

Audh Regrstration ang Pollcy

Credantials

Keystora

5 Weblogic Comain * wabiogic v g2

2pr 30, 2013 7:55:25 AM 15T 0

+ 3 keystore, Beiect e row in the table and ssiect 3 meny option. On MiE page
keystore
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4. Enter the Stripe Name as ‘OFSLL_STRIPE’.

Create Stripe

Enmer Siipa Name. Entar 3 unique EiNpe Name.

* Siripe
o)
Na OFSLL_STRIPE|

| OK || Cancsl

5. Click ‘OK’. The following OFSLL_STRIPE is created.

M Enterprise Manager Fusion Middiewars Control 120 T Wieblags: Damain « bt o 5
=== OFSLLREL_domain @
4 Viebiogk Damain #or 30, 2013 T:55:25 AM IST t)
€ Information [

The sbripa OF SLL_STRIPE has besan created.
/Domain OFSLLREL domainiOFSLLREL domain = Keyssare
Keystore

The Keystore ks a repository of k2ye and secunty c2riificates, Thase are arganized Into namaspaces callad “sinpes”. To wark with 3 sipa or 3 Keysiore, s2iect e row in the table and ssact 3 many option. On tis page
YOu can create 3 stipe, create 3 kaystore WERIn 3 sripe, managa certbzates In a keystors, change 3 Keystor pAEEwDRd, Of 021843 3 stripe of keysiore.

Wiew w == Creats $iipe == Creats Keystors  ){ Delste Manags Change Peasword | Dafsch
MName Protection
b [y EyEEm ma
F g opee na
[ ‘OFSLL STRIPE nia

6. Select the newly created ‘OFSLL_STRIPE’ and click ‘Keystore’.

9-29 ORACLE



7. Enter the Keystore Name as ‘OFSLL_KSS’ and click ‘OK’.

Create Keystore

Keystors =
Strips OFSLL_STRIPE
Hama

* Kaystore "
=
Protection @ Polcy o Password

Keystore
Password

Canfirm
Passwarnd

8. Select ‘OFSLL_KSS’ and click ‘Manage’..
ORACLE enterprisem Fusion 120

we=  OFSLLREL_domain @
£ WabLogle Damaln «

/Domain_OFSLUREL domsi/OFSLLREL domain > Keysiare

Keystore
Tha Keysiore k a repoeltory of kaye and securily

Wiew w o Creats Strips < Creata Keystors  { Delate oo Manage Change Pessword e Delech
Name Protection
L na
F [ opee na
4 [y OFSLL_STRIPE na
& OFSLL XS Fadicy

9-30

5 Weblagic Comaln v | wabéogie s

for 30, 2015 E:0103 AN ST 4)

allzd “siripes”. To work with a siipa or a keysiore, sefect s row In the table and select 3 mana option. On s page
you £an creats 3 £vipe, crEate 3 Kaystone wanin 3 evipe, nmageczm@anat!ﬁlm!. changa a keyetora pIEewond, of dalea 3 elripe or keystore.
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9. Click ‘Import’.
DM Enterprise Manager Fusion Middizwars Convol 122

wmm  OFSLLREL_demain @
= & weblogk Domaln v
[Domain OFSLLREL domain/OFSLLREL domain = Keyskre > Manage Camicales
Manage Certificates: OFSLL_STRIPE/OFSLL_KSS§
To generaie 3 naw key pair (pubilc 3 private key) and wiap Me publis key InIC 3 cersicale signad by the Cama CA, oick "Ganarate Keypalr. To generate a Cercaie Signing Requast {CER), Eeiact 3 cartiNeats ram
U create 3 CSR, BEnd i 1o your GA who wil venfy your Is2nsty and retum 1he signad cartiicats. To Imgort the CA EIgned certifcate o trustad cart, cick IMpant. You can ooly

130/2 and clics “Gensrais CEF. Afler yai
Import e CA-zigned camicate to 1he Eame key T2 OER was

#5 WeblLogic Domaln v | webiogic v i

#pr 30, 2019 E:03:02 &M 15T t)

Change Password =" Detach
Certificate SHA1 Fingerprint

Export Dstats

Certificate Type  Serial Number Expiration Date

WView w == Generats Keypalr Generats CSR &, Impart

Alias Subject Name
No CerSficales Found. Click on "Ganerate Keypalr™ to craale a Ceriificals.

10. In the below ‘Import Certificate’ screen, specify the following details:
Certificate Type: Trusted Certificate

e Alias: webhook Channel Name
Choose file: webhook channel certificate

Import Certificate

Cartificate Type  Trusted Cerificaiz W

*allan  EXTERNALINTERFAGE-D.

Cartlficate Source ) Paste Cemfcate or Certificaa Chaln

Paste Cartificate Siring here

® Eelect 3 file Thal containg tha Cericate or Certificata Chaln

* Flls Mams Choose Fli2 containing 3 vakd cermcale.

[croase File | rootoer
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9.6

11. Click ‘OK’.

Create Credentials and System Policies

In order Configure MDB flow, you need to create credentials and system policies. The
credentials are accessed through CSF framework which is managed by Oracle Weblogic
Server. The keys are managed by Maps and Maps need to be given with Permissions.

1. Login to Oracle Enterprise Manager (http://hostname:port/em).

2. Onthe left panel, right click on OFSLLREL_domain and select Security > System Policies
> Credentials. The following window is displayed.
ORALCL € Enterprise Manager Fusion Middlewara Control 12c i Weblogic Domain ~ wreblogic =
=|| gl denono e D
i saor s s

A cregential store is the repostony of Security data that cenifies the suthority of entities used by Java SE. fava EE, and ADF s can use the ‘Store. a single.
‘consofidsted sanvice provider 1o stors and manage their cradentisls securely.

» Credential Store Provider

Wiew = | i~ CresteMap | ~f- Creste Key Edit Detete._ Ew e Wiy b Detash
Credential Type Description

» o=l http Estener jndi

3. Click ‘Create Map’. The following window is displayed.

4. Enter Map Name as ‘ofsll.int.bureau’ and click ‘OK’.

Click ‘Create Key’. The following window is displayed.

Create Key
Select Map  ofsllint buresy v

*Key e _ds_kay

Type Genenc ¥

Description Qusus Agp Darzsauree

@ Enter astext & Entermap of propeny name and value s

* Credential jihoiQueuetondd

6. Specify the following details:
— Select Map as ‘ofsll.int.bureau’ from the drop down list.
— Specify Key as ‘jdbc_ds_key’
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Select Type as ‘Generic’ from the drop down list.
Specify the Credential as ‘jdbc/QueueAppDS’.

7. Click ‘OK'.

8. Similarly you need to create the following Maps and corresponding keys as indicated in
following table.

Maps Keys Description
ofsll.int.bur This map is used to setup keys for all credit
eau bureau interfaces
ProxyServer Name of the proxyServer to be configured
ProxyPort Port to which ProxyServer is running.
ExpEcalsURL The Experian Connection URL to be config-
ured.
ExpDirectExperianEna- If you set value as true, then you would be set-
bled ting ecals response URL. Else, the Ecals
request URL
ExpCertPath The location of .jks file which contains the valid
certificate for Experian Credit Bureau.
ExpBusUserNamePass- | Login Credentials to be configured for Experian
word Business reports.
ExpConUserNamePass- | Login Credentials to be configured for Experian
word Consumer reports.
EfxURL The Equifax Connection URL to be configured.
EfxCertPath The location of .jks file which contains the valid
certificate for Equifax Credit Bureau.
EfxUserNamePassword Login credentials to be configured for access-
ing Equifax Reports.
TucCertPath The location of .jks file which contains valid cer-
tificate for Transunion Bureau.
TucCertPassword The password that requires to read the valid
Jjks certificate for the Transunion Bureau.
TucUserNamePassword | Login credentials to be configured for access-
ing Transunion reports
TucConnectionURL The Transunion URL to be configured.
jdbc_ds_key Datasource configured to retrieve data for
bureau.
source Configured as EXTERNAL for actual call.
ofsll.int.out This map is used to setup keys for the Route-
bound One and Dealer track call back from OFSLL.
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Maps Keys Description

roUserNamePassword Login Credentials used at the time of call back
from OFSLL to RouteOne Interface.

dtUsernamePassword Login Credentials used at the time of Call back
from OFSLL to Dealer Track Interface.

jdbc_ds_key Datasource configured to retrieve data for out-
bound Resources.

roPostDealerUsername- | Credentials required to upload the dealer

Passwd details to Route One Portal

roPostDealerWbsURL Route One Post Dealer Web Service url

roDealerUploadURL Route One URL to upload the Dealer details

dtPostDealerUsername- | Credentials required to upload the dealer

Passwd details to Dealer Track Portal

dtPostDealerWbsURL Dealer Track Post Dealer Web Service url

dtDealerUploadURL Dealer Track URL to upload the Dealer details

VertexUserNamePd Credentials required to connect to VERTEX
web service

VertexTrustedld ID required to connect to VERTEX web service

TorqueltsUserName- Credentials required to connect to Torquelts

Password web service

TorqueltsURL Torquelts Decision service URL

ProxyHost Name of the proxyServer to be configured.

ProxyPort Port to which ProxyServer is running.

ofsll.int.bip This Map is used to setup all the Keys required

to setup interface with BIP to generate reports.

local_top_dir Define the path of the local BIP server where

you would like place the generated BIP reports.

email_from_addr

Define the From Email address to be used
while sending email for the generated BIP
reports.

emailBodyContentPath

The path for ‘file.properties’ file that contains
the content of the subject and body required
while sending letter, report or correspondence
as mail to the applicant or producer.

For example; /tmp/file.properties

*Refer to note below for details on ‘file.proper-
ties’ file creation for email configuration.

fax_server

Configure the name of Fax server to be used to
fax the generated BIP reports.
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Maps Keys Description
jdbc_ds_key Datasource configured to retrieve data for BIP.
ofsll.int.file This map is used to setup keys for all credit
transfer bureau interfaces
sftp_key Credentials to login to SFTP server(Username/
Password)
sftp_top_dir Top root directory for SFFTP server
sftp_servers SFTP server names
ofsll.int.se | bip_key This is BIP login credentials
curity
ofsllint.gri | GriURL GRI web service URL to be configured.
GriAPIKey GRI API key to be configured
ProxySet System Level Proxy Enabled/Disabled. Value
can be either true or false.
True= proxy required
False = proxy not required
ProxyHost Name of the proxyServer to be configured.
Set only if ProxySet =true.
ProxyPort Port on which ProxyServer is running.
Set only if ProxySet =true.
jdbc_ds_key Datasource configured to retrieve the request
XML for GRI.
GriCertPath The location of .jks file which contains the valid
certificate for GRI.
Configure only when a valid certificate is availa-
ble.
ofsll.int.co This map is used to setup keys for common
mmon JMS Queue
OfsllUMSQueueJNDI The JMS queue JNDI name to be configured
OfsllUMSQueueCF The JMS queue connection factory to be con-
figured
OfsllJMSServerURL The JMS server url to be configured.
Ex: t3://<JMS server host>:<JMS server port>
ofsll.int.we | jdbc_ds key Datasource configured to retrieve data for Web-
bhook hook.

* A new file(file.properties) needs to be created and copied to the application server in the
same path as mentioned in the value corresponding to the key 'emailBodyContentPath' under
the map 'ofsll.int.bip". The file should have the following contents:
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— letter_subject="Text that is configurable and would be the subject of the mail'

— letter_body='Text that is configurable and would be the body of the mail’

— correspondence_subject="Text that is configurable and would be the subject of the
mail'

— correspondence_body="Text that is configurable and would be the body of the mail’

— report_subject="Text that is configurable and would be the subject of the mail'

— report_body='Text that is configurable and would be the body of the mail'

9. On the left panel, right click on OFSLLREL_domain and select Security > System
Policies. The following window is displayed.

ORACL & Enterprise Manager Fusicn Middiewsrs Control 12¢ 4 Weblogic Domain ¥ o bhoga
===  OFSLLREL domain ©
E= = weblLogic Domain Sep 16, 2017 4:00:38 PM IST )
fDomain_CFSLLREL_domain/OFSLLREL_domain =
System Policies
System palicies are the system-wide policies spplied to sil applications deployed to current mansgement domsin. You can grant specisl permissions snd priviieges to princips or
codebase
P Policy Store Provider
4 Search
Select a grant type and enter search keyword for codebase or principal to query system security grants.
Type Codebsse ~
Mame Starts With| >
Wiew w c;ea‘eml,\} Create Like Delete [+ Detach

Name

No security policies found.

11. Enter the codebase as ‘file:${domain.home}/lib/OfslICommonCSF .jar’
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12. Click ‘Add’. The following window is displayed.

Add Permission

‘Select from permissions and resources used in system policies of this domsin.

4 search

Type Codabasa =

Name

Permission »
Search Results
Name Type

Mo permissions found.

Select here to enter details for a new permission

13.

Select the check box 'Select here to enter details for a new permission'.

14. Specify the following details as the first permission class.

Permission Class Resource Name Per_rnlssmn
Actions

oracle.security.jps.service.cred- context=SYSTEM,mapN- read
store.CredentialAccessPermission | ame=ofsll.int.bureau,keyName=*
oracle.security.jps.service.cred- context=SYSTEM,mapN- read
store.CredentialAccessPermission | ame=ofsll.int.filetransfer,key-

Name=*
oracle.security.jps.service.cred- context=SYSTEM,mapN- read
store.CredentialAccessPermission | ame=ofsll.int.outbound key-

Name=*
oracle.security.jps.service.cred- context=SYSTEM,mapN- read
store.CredentialAccessPermission | ame=ofsll.int.bip,keyName=*
oracle.security.jps.service.cred- context=SYSTEM,mapN- read
store.CredentialAccessPermission | ame=ofsll.int.gri,keyName=*
oracle.security.jps.service.cred- context=SYSTEM,mapN- read
store.CredentialAccessPermission | ame=ofsll.int.common,keyName=*
oracle.security.jps.service.cred- context=SYSTEM,mapN- read
store.CredentialAccessPermission | ame=ofsll.http.listener.jndi,key-

Name="
oracle.security.jps.service.cred- context=SYSTEM, mapN- read, write,
store.CredentialAccessPermission ame=ofsll.int.webhook,key- update

Name="*
oracle.security.jps.service.key- stripeName=0OFSLL_STRIPE key | read
store.KeyStoreAccessPermission storeName=OFSLL_KSS,alias="

15. Click ‘OK’.
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9.7

Deploy MDB EJB

1.

Login to Web Logic application server enterprise manager (e.g.:http://hostname:port/em)

SIGN IN TO

Domain Domain_OFSLLREL_domain
* User Name
* Password

O Login to Partition

ORACLE

2. Enter valid login credentials. The following window is displayed.

=== OFSLLREL_domain &

E=

I WebLogic Domain

@ Information

OORALCL € enterprise Manager Fusion Middleware Gontrol 120

I Webl ogic Domain w wablogic =

T w A w | AutoRefesh OF
Sep 25, 2047 B:15:37 PH IST )

Certain functicnality on this page is availabla only when you own the adit session lock. To obtain the lock, click “Lock and Edit™ in the Change Canter menu.

Administration Server

» Nams  AdmnServer
3ue
Most  ofsilin_oracis com

Listen Port 0001

Servers
» View v Create Delete Contral w &=
Chiees Name Status Cluster Machine State Health Listen Port
AgminSenver(admin) + Running  OK 8001
OFSLL_ManageaServer T+ Running  OK 8003
Deployments WS_ManagedServer + Running 0K B004
»
3ue
Domain Partitions
Domain Partitions b
Resource Group Templates < >

Columns Hidden 34 Servers 3of3

3. Select ‘Lock & Edit’ option in the lock drop-down list available in the header.
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4. Click ‘Deployment’ in the left panel. The following window is displayed.

DRAC LE’ Enterprise Manager Fusion Middleware Control 12¢

= OFSLLREL_domain @

WebLogic Domain »

@ Information
Certain functionality on this page is available only when you own

Sehvers Administration Server

Name

3Up

Host

Listen Port
Clusters

» View w Create
Clusters Meme
AdminServer{admin)
OFSLL_ManagedServer

Deployments WE_MansgedSaner

3
3Up

Domain Partitions
Domain Partitions

Resource Group Templates

Columns Hidden

‘Weblogic Domain «

weblogic = i

m [ v  AutoRefesh OF E|

the edit session lock. To obtain the lock, click "Lock and Edit™ in t

AdminSarver
ofsll.in.oracke com

e0o1

Control v [

Status Cluster Machine State Health
4+ Running 0K
+ Running 0K
4+ Running  OK

34

Edit Sessions

v )

Lock & Edit

N

View Restart Checklist

Preferences
Help
Listen Port
B001
BO03
8004

¥

Servers 3of 3

5. Select ‘Deploy’ from the Deployment drop-down list. The following window is displayed.

ORACL_&  enterprise Manager Fusicn Middleware Control 126

E= OFSLLREL_domain &
T WeblLogic Domain «
& Confirmation

The edit session lock has been acquired. No pending changes exist.

Servers Deployments
P Wiew » ] Show Al
3w Name
» | [ opss—rest
Clusters
>
Clusters
Deployments
. T
Domain Partitions
Domain Partiions ).
Resource Group Templates <

Columns Hidden 4

Deployment =  Oweride =  Control

W Depioy Status  State Health
B Redepioy l} 4 Acive oK

3 Undegloy

Fetch Degloyment Plan

Columns Frozen 1
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6. The following window is displayed.

OORACL_E Enterprise Manager Fusion Middlewars Gontrol 12¢

webicgie

OFSLLREL_domain €

Select Archive Select Target
K Step1ofs | Mext | | Cancel

Deploy Java EE Application: Select Archive

Scope

Seiect 2 scops that you want to deploy this application 1o | Sioba!

or i ¥
= (EJE JAR filas), Rescurcs Adspter Mad
San b= deploy=d. You can 310 depioy 30

7. Browse to the folder containing the MDB EJB. Eg: C:/OfsllQueueApp.ear
8. Click ‘Next’. The following window is displayed.

9. Select the server on which the MDB EJB needs to be deployed.
10. Click ‘Next’. The following window is displayed.
ORACL €’ Enterprise Manager Fusion Middlewsars Control 12c weblogic v
OFSLLREL_domain @y
Deploy Java EE A ion: A Attr Back |Siep2of4 | Mext | | Deploy | | Cancel
e e

11. Select the option ‘Install and start application (servicing all requests)’.
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12. Check the context root and click ‘Next’.The following window is displayed.

ORACL € enterprise Manager Fusion Middiswars Control 12

OFSLLREL _domain g»

o
Ssizot arenie

Deploy Java EE A

Seleer Target

smreutas D

Back |Siep4of4 Mest | Deploy | | Cancel
 Hide Deployment Summary b
Archive Type Java EE Appsoaton (EAR e}
Deployment Plan  Crass = new an
Depioyment Target OFSLL_ManagsdSsrvar
Scope Giosar
Deployment Type  Appscaton
Appiication Mame OfssCususses
versicn et usrsioned
Deployment Mode  Install 2nd simrt SpRicsson (Seresing =5 requesis)
Deployment Tasks
The table below lists common tasks that you may wish 1o 5o befors depioying the asotcaton
Name Go ToTask  Description
Configurs Es8s - Configurs the Enterense Java Beans in your SpEecaten.
Canfigurs Applicstion Sesurity - Eamey migratan snd sthar sseurty behausr
-« Deployment Plan
You can eptionally use the Edit Depioyment Sian option to Set more advanced deployment options which the deployment tasks Sbove o nat cover.
Edit Deployment Pan

13. Click ‘Deploy’. On successful deployment, the following window is displayed.

Deployment Succeeded

D of “Ofsl
to activate or undo the changes.

Summary
Scope

Wersion

Deployed Archive /udt jebiog)
OfsliQueushpp.ear

Location

Archive Type
Deployment Mode
Deployment Target

Application States

changes are pending activation. Exit the wizard and use the Change Center

Global

ot versionzd

Java EE Application (EAR file)
Instafi and stan application (servicing all requasts)
OFSLL ManagedServer

Unavallable (OFSLL_ManagedSenver)

4 Hide Progress Messages

occurs, task p
[18 Seprember

T18 Seprember 2017 16-25:07 o'clock [S7] Initiatng depioy operaton
{18 S=ptember 2017 15:43.07 o'clock [ST] Saving the oracie configuration changes to archive.
[18 September 2017 15:43:05 o'clock [ST] Archive: /ul1/Madd jic? 2 2 i
iQueveAppisrchive/ ClsICusURApD s
[15 Saptember 2017 15:28:08 o'clock IST] [Deployer148140]The task cannot be processed further unti the ciment adt session is actvatad. When this
rocassing will continue. The usar can exit the deployer tool without affecting the task
2017 15:48:00 o'ciock IST] Deplay d

/OFSLLREL ¢

‘aperation compizte

14. Click ‘Close’. Post deployment, you need to activate the changes by selecting ‘Active
Changes’ option from ‘Edit Session’ drop-down list as indicated in step 4 above.

Note

While starting the ‘OFSLLREL_ManagedServer’, always start with option ‘-DUseSun-
HttpHandler=true’ to enforce the weblogic server to uses SUN SSL implementation.
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10. Configuring Oracle Analytics Publisher for Appli-

cation

1. Copy the OfsliCommonCSF.jar from /WEB-INF/lib available in the staging area to
$DOMAIN_HOME!/lib

2. Update the setDomainEnv.sh file (SMW_HOME/user_projects/domains/mydomain/bin
directory) by appending the above jar file path —- EXTRA_JAVA PROPERTIES="........
${EXTRA_JAVA_PROPERTIES}
-Dofsll.csf.path=${DOMAIN_HOME}"

3. Configure Security via EMconsole

Note

It is assumed that Bl Publisher is installed and configured. Refer Bl Publisher Guide for
further details.

OQACLE‘ Enterprise Manager Fusion Middlevare Control 12

L=

Oinfc

Cerl

Serve

Clust

Doma

OFSLLREL_domain @

‘ WebLogic Demain w

Home

Monitoring

Diagnastics.

Cantrol

Logs

Environment

Deployments

JDBC Data Sources

Messaging

Cross Component Wiring

‘Wb Services

Other Services

Adrninistration

Refresh YWeblogic Domain

Security

JNDI Browser

System MBean Browsar
& Weblogic Server Administration Console

Target Sitemap

Target Information

| SS— <

i WebLogic Domain

weblogic *

v | AutoRefesh OF j

Sep 21, 2017 8:35:59 AM IST ‘O

=

, BN you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.

; on Server
Name  AdminServer

Security Rezims
Security Administration
Web Service Security
Application Folicies
Application Roles

* System Policies
Security Provider Configuration
Audit Registration and Policy
Credentials

Keystors

Columns Hidden 34
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uster Machine State Health

Running 0K
Running 0K
Running  OK

Listen Port

>
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’

Map’.

ORACL <" i Fusion antrol 120

== OFSLLREL_ domain
E=  #\webLogic Domain w
/Domain OFSLLREL domain/OFSLLREL domain > Cradentials

Credentials
A cregential store is the repositorny of A e e e L SR S S

4. Click WebLogic Domain on the right panel. Select Security > Credentials. Click ‘Create

i Wbl ogic Domain « weblogic = e

Sep 23, 2017 @582 ana 15T 4

£ security
P e e e e e e e i
b Credential Stors Provider

e = Cregensial
7l 4 Create Key san Delete e

» [~ ofsihtip Estenes jndi

» -, ofsiintbureau

Enter the Map Name: ofsll.int.security.

Create Map

A credential i uniquely identified by 3 map name and a key name. Typically. the map name
name of an application and all credentiaks with
Sich as the credaneials (sed by the applioation. All map names in &

* Map Name  ofslLint security x

6. Click ‘OK.

ORACL < i ger Fusion ontrol 120
===  OFSLLREL_domain
EZ= i \webLogic Domain w

@ Information
The credential map. ofsiiint security. has been created.

/Domain_OFSLLREL domain/OFSLLREL_domain > Credentisls

Credentials

A credential stors is the repository of security data that cerifes the authority of entities used by Java SE. Java EE. and ADF
store an

b Credential Store Provider

Cradentiat
Sl e [ sk ] Ean. Detate. 1 Koy

Credential Type
» ofsi hizp Estenas jndi
» [, ofsmintbureau

[~y ofsmint security

Click ‘Create Key’ Button.

10-2

corresponds with
the ssme map name define 2 logicsl group of credentials,
credential store

ean use the Stora, a singie.

i Webl ogic Domain +

weblogic = e

S 21, 2017 ez am ST D

can use the

Stors, = singl=.
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8. Enter the details as per your requirement. Specify ‘User Name’ and ‘Password’ of Bl
Publisher console.

sl securty
bip_key

el

* UserName  weblogic

* Password
* Confirm Password

Description BIF usemame and password

9. Click ‘OK’. The following window is displayed.

ORACL 5 Fusion ontro 120 5 vvemtoges Uemam | weblogic
= orsiLiREL_domain
E= Sl eblonic Damain - Sec 232017 8:smiaz an st D
@ Information (]
T ceraedentin looy. hip_loy. has heen areated

. cregentisl Stors is the reposion: of Security Sots that cerifies the Suthority of entiies wsed by Javs SE. Java S5, and ADE can use the Stors. = single.
et Shnai Taceran

Wiew w - CreateMap - Create Key . Delate T » 7 Detach
Creasntan ype Lescrpnon
> ofsE hizp Estener jndi
>, ewmsintourssu

by e e s
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10. On the left panel, right click on the domain OFSLL_domain > Security > System Policies.
The following window is displayed.

DRACLE. Enterprise Manager Fusion Middleware Controd 12c

O Infy

The

/Domain

Crede

A creden
consolids

P Crec

View 7

‘= Webl

ogic Domain w

Home

Moanitoring

Diagnostics

Ceontrol

Logs

Environment
Deployments

JIDBC Data Sources
Messsging

Cross Component Wiring
Web Services

Otther Services
Administration

Refresh Weblogic Domain
Security

JND| Browser

System MBean Browssr

Weblogic Sarver Administration Console

Targ=t Sitemap

Tangst Information

11. Click ‘Create’.

COMRACL_ "«

3 the suthority of entities used by Jawa SE. Jawa EE. and ADF
reshy

ntizts

Security Reaims

Security Administrstion Kol ey

Wb Senvice Szeurity Mare

Type

Applicztion Folicies
Applicstion Roles

System Palicies

Security Provider Configuration [}
Audit Registration and Policy
Credentials

Keystors

i} WWebiogic Domain weblagic *

Sep 21, 2017 8:58-42 aM 15T )

=

sppiications. Applications can use the Credential Store, a single

» " Detach
Description
B vttogie Domain — T

Sep TA PO1F AR DM TST D

12. The following window is displayed. Enter the codebase as ‘file:${ofsll.csf.path}/lib/
OfslliCommonCSF .jar’ and click ‘Add’.

R e =

13. The following window is displayed. Select the checkbox 'Select here to enter details for a
new permission' and enter the following details as the first permission class.

Permission Class:

oracle.security.jps.service.credstore.CredentialAccessPermission

Resource Name: context=SYSTEM,mapName=ofsll.int.security,keyName="

10-4
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— Permission Actions: read

Saarch Resuts

Name.

No permissions found.

‘Select her to enter details for 2 new permission

Configuring JNDI Name for http Listener

1. Similarly, click Add to add the second permission class. Select the check box 'Select here
to enter details for a new permission' and enter the following details as the second
permission class.

— Permission Class:
oracle.security.jps.service.credstore.CredentialAccessPermission

— Resource Name: context=SYSTEM,mapName=ofsll.http.listener.jndi,keyName=*
— Permission Actions: read

2. Click ‘OK’. The following window is displayed.

or=LacL =" e oo emeres 120 A it s P emioais -
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3. Click ‘OK’. The following window is displayed.

; Webl ogic Domain weblogic *

OORALL_E Enterprise Manager Fusion Middiewars Control 120
== OFSLLREL_domain &
E= % webLogic Domain + Sep 21, 2017 9:18:01 M 1T )

) Information
A new security grant has been added successfully.

Domain_OFSLLREL_domainOFSLLREL_domain = Sy

System Policies
System policies are the system-wide poficies applied to all spplications deploysd to cument management domain. You can grant special permissions and privileges to principal or codebase

P Policy Store Provider

4 Search
Select 3 grant type and enter search keyword for codebase or principal to query system security grants.

Type Codebase

Name Staris With|

Wiew w Wl Create

Name
Mo security policies found.
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11. Launching Application

Verifying Successful Application Deployment and Launching Application

Successful Application deployment can be verified by following:

e Making sure that the state is ACTIVE and health is OK in the Weblogic.
e Access and log into the application.

After you enable SSL you can launch the application via https:\\ protocol.

To launch application

1. Verify if the deployed OFSLL application is ‘Active’.

OFSLLREL_domain
+1-Domain Partitions
*j'"En','ir:nr"'nert

i Deployments
+-Sarvices

curity Realms
8- Interoperability

&t~ Diagnostics

How do I... =

= Install am enterprise application

= Configure an enterpriss application

= Update (redeploy] an enterprise application

= Monitor the modules of an enterprise
application

= Deploy EJB modules

= Install a Web application

System Status =

Health of Running Servers as of 5:07 AM

| Failed {0)

[ Critical (0)

I " Overlpaded {0}
] " Warning (0)

I ok (3

You can update (redeploy) or delete instslled applications and madules from the domain by selecting the
checkbox next to the application name and then using the controls on this page.

To install 2 new application or medule for deployment to targets in this domain, click Install.

[ Customize this table

Deployments
Install Updste Delete
Hame & State Health
coherence- -
active ¥ OK
transaction-
rar
= ~ DMS
Application Active & OK
(12.2.1.1.0)
B = em Adive @ OK
149 Acive ¥ OK
(V14.9.0.0.0-
b108)
o -
TR adive ok
res
(5 stake-
management- pctive @ QK
provider-
memory-rar
Install Update Delete

Type

Resource
Adapter

Web
Application

Enterprise
Application

Enterprise
Application

Web
Application

Resource
Adapter

Targets

AdminServer,
OFSLL_ManagedServer,
WS_ManagedServar

AdminServar,
OFSLL_ManagedServer,
WS_ManagedSarver

AdrninServar

OFSLL_ManagedServer

AdminServer

AdminServer,
OFSLL_ManagedServar,
WS _ManagedServer

Showing 1to 6 of & Previous | Next

Scope Domain Partitions Deplc

Global 100
Global 5

Global 400
Global 100
Global 150
Global 100

Showing 1to 6 of 6 Previous | Next

3

2. The URL of the OFSLL application will be of the format - https://<hosthame>:<Port>/
<ContextName>/faces/pages/OfslISignin.jsf (Example: https://localhost:7003/ofsll/faces/

pages/OfslISignin.jsf)

ORACLE



3. Login with the user credentials that was created in Users Creation.

ORACLE

Financial Services Lending and Leasing

4. After successful login, the following screen is displayed

Sign In

Flazse enter uszrid and password

*User Id

* Paszword

Sign In

ORACLE

Financial Services Lending and Leasing

DashBoard
DashBoard

CashBoard

Users Productivity
System Monitor
Producer Anaysis

Process Files

Origination
2 Servicing
Collections
> WFP
> Tools
: Setup

/B, Warning

You have previous apen logins.

*

ORACLE
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