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Removed the task “Configure ClassLoader for Apache
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from the section Configure Resource Reference in Tomcat

Application Server.
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Updated the FIC_SERVLET_PORT information details in
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of OFS AAAI on AIX or Solaris x86 Operating System section
(Doc 31817756).
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Added information for the mandatory one-off patch
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Confidential - Oracle Restricted




Confidential - Oracle Restricted

Table of Contents
LI S (= T 12
11 8 T L= o Ul 12
12 2 oY= Do Yol U5 g =T | £ 12
13 L0 1Y 7= 0 T L3P TTTS 12
14 F N o) 0 LA T- 1T TSR 13
2 T G 15
72 1o T LW T o T 16
21 Oracle Financial Services Analytical Applications Infrastructure (OFSAAI) ... eeerreeeee e 17
2.11 (@0 g oToT gLl gt k3o ) O Y Y Y 17
2.12 OFSAA Infrastructure High AVQIIADITIEY .......oeeueeeeeeeeeeeeeeeeeeeeerseeearsesesesesestsesssassssssssssssssssssssssasasasssassssssssssssens 18
2.13 ID]=10) 0} V/a g T=T o Lol KoToTo] Lo |V 19
2.2 About Oracle Financial Services Advanced Analytical Applications Infrastructure (OFSAAAI) Application
Pack 19
2.3 About Oracle Financial Services Analytical Applications Infrastructure Extension Pack........ccccceoeveeeeucneeee. 20
24 Installation @aNd UPEIrade SCENAIIOS ....coueueerirerirerireeseeresessesseesesesssesesessseessesssssssssssssssssssssssasssssasasssesesesssssnsssnsnss 20
25 1S E= | = 1o I 1= o S ] TP 21
3 Hardware and Software Requirements ...........cccvcccccmirnismmsnsssssc s s s e ssmm s sessnes 24
3.1 IR Tol =T 1Y [ o T 0 0 =1 [0 o PO 24
32 Verify SYStEM ENVIFONMENT ...ttt se st e ne s s s s e et e e et e e s e s e ansnansnan s anananas 24
4  Pre-installation..... ..o s n e 25
4.1 Oracle Database INStANCE SEHINES ... .ot ee e et ee e ee e e e asesasas s s s e s e e e esasseeseeas 25
4.2 Web APPIICAtION SEIVEE SEHHINES ....eoeeeeeeeeee ettt et re s eas e e e e e e ee e e e e st e ee e nese st eensnananananasananaen 25
43 LA LY=L=l T = 26
4.4 BiE Data SEUHINES. ... ettt eeese e s e e e e e e e e et et e se e et eeneeeneeanseaeaeas s asaeaeasatas ettt et et et eeeeneesnanann 26
45 Create the Installation, Download, and Metadata Repository Dir@CtOries.......oovverererurerreieeeeeereeeeeeeeeesees 26
4.6 Configure the OS File System Settings and Environment Settings in the .profile File .......cccceveeeeverecceennenene 27
4.6.1 Configure Operating System and File SYStem S@ttINGS.........owoweeeeeceeeeeeeeeereeereert e ee e e s s anaeeeeesesereeeeenens 27
4.6.2  Configure ENVIrONME@NTt SEHINGS.......ccvceeeeeeeeeeeeeeeeeeeeteeesestes e ssssssessssesssassssssasessssasssssssasssssssssssssassssssasassses 28
477 Install Oracle R distribution and Oracle R ENterprise (ORE) ...ttt se s sees 32

OFS ANALYTICAL APPLICATIONS INFRASTRUCTURE INSTALLATION AND CONFIGURATION GUIDE | 5
Confidential - Oracle Restricted



Confidential - Oracle Restricted

4.8 Download the OFSAAAI Applications Pack Installer and Mandatory Patches ... 32
4.9 g Tt B { LI 0] ATT7  TOPP 33
410  Install Pre-installation PAtCRES.......... ettt ee e ee et se st e s sessne s e e s e e e e e e e et eeee s 34
LT 1313 = | 1= 1 Lo o 35
5.1 Configure the OFS_<App pack>_PACK.XMI FilE.....c e ceeceeteteees et sae s ssse s s senn e 35
52 Configure the SChema Creator ULITITY ... ..ot ss e e s et s e s e st s sttt ee e e 37
5.2.1 LT =T [0 K [ (=2 37
522 Configure the Schema Creator Utility for RDBMS INStQIGEION. ........comeoeeeeeeeeeeeeeeeee e 37
5.2.3  Configure the Schema Creator Utility for HDFS SCR@MQ.......ccceeoreereeeeeeeseeeseeesieteiee s eersssssansssnasansssnssnnnens 47
53 Execute the SChema Creator ULTIY ... ettt ettt ettt 55
5.3.1 Execute the Schema Creator Utility in OffliNe MOCE ..........o.eoeereeeeeeeeeeeee et eeeeeannaeens 55
532 Execute the Schema Creator Utility in ONlINE MOGE............oeeeeeeeeeeeeeeeeeeeeeeeeeee e s an e e s ensseseseeen 59
533  Execute the Schema Creator ULility iN TCPS MOGE@..........oeoeeeeeeeeeereeeeeeseesteesteesesistsisaesesesesss s asssn s anasansen 61
5.34 Execute the Schema Creator Utility while Installing Subsequent Applications Pack..............cccccceeeeune.. 64
54 Configure the OFSAAI_INStalICONTIZ.XMI FIlE....o e se e 67
5.4.1 R =1 0o o T=INY al 0 1Y o 1 (= =3 73
5.5 Install the OFSAAI APPIICAtION PACK........ccoieeeieeeeeeee ettt et st eae e se et ee e e ee s et s se e e ess e s e sssn e nans 74
5.5.1 Verify the LOG File INfOIMQLION .....c.oeeeeeeeeeeeeeeeeeeetetestetst ettt st assssss s s ansansasssassesssasssssssssssssssssnsansnananann 78

6 Post-iNStallation........coociiee s 79
6.1 Patch OFSAA INfrastructure INSTAlIAtioN ...ttt 79
6.2 Backup the OFS_<PACK>_SCHEMA_IN.xml and OFS_<PACK>_SCHEMA_OUTPUT.xml Files.......c.cccceruu... 80
6.3 StOP the INFrAStIUCTUIE SEIVICES .....eeeececeeereeer ettt 80
6.4 Configure Referrer Header Validation...........coeceeceeetee ettt ese e s s es e s s s aen 80
6.5 Create and Deploy the EAR/WAR FIIES ... ettt sttt st s 81
6.5.1 CrEALE tNE EAR/WAR Fil@.....eeeeeeeeeeeeeeeereeteetsts e st e e s s ss e s s e s s s ass s s assssasasess s s essssasasessnasasaasasassssansans 81
B.5.2  EXPIOAC tNE EAR Fil@ .ottt st e st et ese s st ess s st ese e s st assssasessss s sssssssasesassassssssssasssassssssnsnanas 82

Lo T TG S D T=] o) [0}V A g L= Y Y o = 87
6.6 EAR/WAR File - Build Once and Deploy Across Multiple OFSAA INStanCes.......ccccoeeceeereceeeeervecereee e eeeenens 98
6.7 Y e W T = [ 1 £ o TR Yol a1 T 0 g = TR 99
6.7.1 ASSIGN Grants fOr AtOMIC SCR@MIQ .........ueeeeeeeeeeeeeeeeeeeeeeeeteeeste e et et e st ese s ss st e s s ssessssssesessasssesssasssessasssssnanas 99
6.7.2  AsSIgN Grants for CONfigG SCRGIMIQ .........oeeueeeeeeeeeeeeeeeeeetstseststste st ss e e s sss s s s s asssassssssesssssssssssssssssssssssasanas 100
6.7.3  Assign Grants for Config Schema Entities for AtOMIC USEIS.......oocweuereeeoreeeeeeeeeeeeeeeeeseieeeeeannseeeeseanas 101

Confidential - Oracle Restricted



Confidential - Oracle Restricted

6.8 Start the INFrastrUCTUIE SEIVICES ... ettt se e e e e e e et e et ee st et e anseananas 106
6.8.1 5tart the Web APPIICALION S@IVEIS........eeeeeeee ettt eeeasae s e s s s s s s an s s sanaeassenerenanaearen 107
6.9 ACCESS the OFSAA APPHCAtION. ...ttt s e s et s s se s es e s s ess s s essan e s eas e s ens 108
6010 OFSAA LaNdIiNg Page....u ettt ettt se e et s st s e e et se et s e s s eae et esnae e eneanannns 109
Fo 30 [0 B 1V o131 =T T YTV 110
6.10.2  INGVIGATION DIAWEL ...ttt ettt a e et s e et e s e et et e s e et sesse s et ese et ssese st eneeatnneneas m

Lo (00 S Vi) (=T 0 W @0 T e 3 o L Lo o 113
6.1 Configure the eXCIUdEURLLISt.CFE FIlE ...ttt ettt n et e e en e 14
6.12  Configure Oracle R Distribution and Oracle R Enterprise@ (ORE) .......c.occcereceeirreeeeeeeeeeeetee et ees e eeeseeanes 14
6.12.1  INStall OFSAAAI RUNNEI PACKAGE ........oeeeeeeeeereeeeeteeeestetesesteteeaestesssessesesasssessssasssassassssssssassssssassssssssassssssssssssanas 115
6.12.2  Uninstall OFSAAI RUNNEE PACKAGE........cueeeeeeeeeeee ettt s s s an s an e sessess e s s enenn 115

(o 20 S oY} To TU =l O] =l = (=Tal V| 1 [ o [ 116
(o3 2 B @oY o) [ [V = o) 1 ¢ el [ SO S 116
613 CONFIGUIE Big Data PrOCESSING -..curureicererereeieceereseeceeusese e e eee s s e see s s sse e see s e ssese st s s assss et et eeasassss st etasasasaneeeetasass 16
6.13.1  Copy Jars to the OFSAA INStAIGLION DIF@CTOIY .....oueurueeeeeeeeeeeeseieteteteiea e n s ns s sess e s s enenn 17
6.13.2  Copy KEYTAB QNG KRB5 FIlES IN OFSAAL... ettt trtseaessssaseseansssssaseasansssssssseasasssssssensassssssssessases 17
L3N 3G T = o Te o] L= =1 [« I D e 1 {o [ S 118
6.14  Enable Financial Services Enterprise Modeling on Another Application PacK.........ccoevveeerveccnnsccscnescceece 18
Lo T O ==Y (Y o] o] [ ToF= 1T T O £ T O 19
616  Map Application USEr(S) 10 USEI GIrOUP ...ccoerceceerecieeeesiseseesessseessssssssssssssssssssssessssssssssssssssssssssasssssssassssssssseas 19
6.17  Add TNS entries in the TNSNAMES.ORA FlE ... et ee st sse st ee et s s s sse e s s ass e ess s anenes 120
6.18  Configure Transparent Data Encryption (TDE) and Data Redaction in OFSAA........ceeeeeeeeeeeeeeeeeeeeennas 121
Lo TN LT B o =T (=T 1] 1] (=S 121
6.18.2  Transparent DAt ENCrYPLION (TDE) ...ttt n s s s s ans s e e seseeasaeasssasanen 121

T3 L7 SR DT 1 (o N 2{=To [« Tat 3 o o SO TSN 129

7 Remove OFSAA INfrastruCture ... 130
71 UNINStall the OFSAA INfrastrUCTUIE ... ettt e e e et ee et e e e e ne s e aeanaeananas 130
7.2 LT ES] I d T o A TP 130
7.2.1 Uninstall the EAR FileS iN WEDSPREI@. ...ttt sasa s e s s s s annanananannas 130
7.2.2 Uninstall the EAR FileS i WEDLOGIC..........cvveeeeeeeesssissessseassestsesssesssassssssssssssssssssassasssasasasssssssssssssssesssssenes 132
7.2.3 Uninstall the EAR FileS 1N TOMICQT ...ttt ettt se st s s s s asesass s s s s s annarnanas 133
7.3 Clean Up the ENVIFONMIENT ... .. ettt e et e e e e e e s e s asasasas s e s e s e e s eseeereeeneeenenens 134

Confidential - Oracle Restricted



Confidential - Oracle Restricted

= T | 135
S T U 0 7= T [ 136
8.1 Upgrade from Release v8.0.x of OFS AAAI on AIX or Solaris x86 Operating System .......cccocevveeveeeeenes 136
8.2 T T T Lo T U0 = o 136
8.3 Upgrade from a Release BEfOre 8.0.6.1.0 ...ttt s s s s e s e s e seessassssssnsssnsssnsssssens 137
8.4 Upgrade an Already Installed Application Pack From 8.0.6.1.0 Or Later .......ccccccoeeerrerenerereeereseeesees e 137
8.4.1 Clone Your EXiSting ENVIFONM@NT.........ccucueeeeeeeeeeeeeessesssisasssssassssssssssesssassssssssssssssssssassasasasasasssssssssssssssesssssenes 138
8.4.2  Download the OFSAAAI Applications PACK INSTQIIEN .........c..ceeeeeeeeeeeeeeeeeeeetete ettt s st n e 138
£ S =3 (1o (ot 1 1 L=BN Yo 07 e =SS 138
RS0 0 N T [o T=Tah i g 1= [0 XSy e (o 3 o o O 139
8.4.5  Verify the LOG File INfOrMQUION .....c.oueeeeeeeeeeee ettt ea e se e s s es e asanasseseereasananneen 141
Eo R o T = o XY o e[ fo o T IR =] o X S 141
= T O | 142
9 Configure the Web Server....... o cmiirccmirssssesssssssmm s s s s s ssmss s s s sssmmsssessssmmssassssnnes 143
9.1 Configure WebSphere Application Server for Application Deployment..........ccceeeeereeereeenesesereeereseseseresenenens 144
9.1.1 Create @ NeW Profile iN WEDSPDREI ...ttt ee et s an st ssnsn e s anss s sn s sss s s ssess s anesens 144
9.12 Manage IBM WebSphere SDK Java Technology Edition VersSions.........eeeeveveveeisssisssarssansesssssssesenes 145
9.13 [\ [e]glele =WAYo)o) | Tala o) g KR I L L= oY o g =1 = 147
9.14 Configure WebSphere Application Server to Initialize Filters before Initializing Load-On-Startup Servlets
and AlIOWING EMPTY SEIVICTS MOPS ...ttt a s s e e s s s s s am s s e e bt st st e esesesssessnsnsanas 149
9.15 Configure WebSphere Application Server Persistence to JPA Specification 2.0 .........cooeeeeoeoeeeeeeeareeaeaenne 150
9.1.6 Configure WebSphere Application Server to Use a Load Balancer or Proxy Server ............cccveveeeeevnnc.. 150
N D L= 1= (= =T oY oY g T=T (=l o L= 151
9.1.8 (@00 Ta e [N = =] oY o g =T = I I e Y 152
9.1.9 Configure WebSphere MemOIY SEHNGS .........ccveeeeeeeeeeeeeeeeeeeeeestseestees s ssssssasessssassssssssasessssasesssssasessanans 152
9.1.70  Configure WebSphere for Rest Services AUtNOIIZAtION ........coccueueereeeeeeeeeeeeeeeeeie e eeeeseee e eeresennanaeen 152
9.2 Configure WebLogic for Application DEPIOYMENT ... ettt e e e e e e eee e e e ee e eenenens 152
9.2.1 Create DOM@iN iN WEDLOGIC S@IVEY ......eeeeeeereeeesreeeissesestsisseseessssatessssassssssssssssssasasessssasessassssssssasssssssssssssssnes 153
9.2.2  Delete DOMQAIN IN WEBDLOGIC ..ottt e et es st et e s an st ess st ess s anssess s ssessssanasessannessssnasasans 159
9.2.3  Configure WebLOgGiC MEMOIY S@EHINGS ........cowweurereeeeeeee et aeseeeesese s s s sesesassssssseseassassseseseanassesserens 159
9.3 Configure Apache Tomcat Server for Application DeplOYMENt.........ocoe e 160

Confidential - Oracle Restricted



Confidential - Oracle Restricted

9.3.1 TOMCAL USEI AQIMUNISTIATION ...ttt et rare e s eaeseaesessananas s s s s anasanasasrersresarassns 160
932 (@0 ) [ LU= Y =10V [=1 0 o] SO USSR 160
LG 3 S @0 o ) 1o [U 4 =Y A o o A 161
9.3.4  Configure Apache TOMCAt MEMOIY SEULINGS .......cveeeeeeeeeeeeeeeeeeeeeeee et earaeaeseasssae e s s nsansasasanasaseeseseseren 161
9.3.5  Configure Tomcat for User Group AUtROIIZAION. .........cceeeeeeeeeeeeeeeeeeesesesteecesiesesestessseasssessssasssssssssssssssasessseas 161
LG Ko TN U o) T o]/ I 4TZ2V g ] (=20 [ I Ko g ol | 162
9.4 Additional Configurations fOr WED SEIVEIS........ et sa s s e e e eeeen 162
9.4.1 Configure Application SeCUrity IN WEDSPREI@ ...ttt ere e nnenns 163
9.4.2  Configure WebSphere Shared Library to Support Jersey 2x and Jackson 2.9x Libraries. ..........c...c.c...... 163
10 Configure Resource Reference in Web Servers .......mrrcsscmsnnssssmmsssssssssssssssssssssnsssas 166
10.1  Configure Resource Reference in WebSphere Application SEIVEr ... oot 166
LLO A B € ¢=To | (= I8 D) =1 Gl o (01 o (= 166
LLO N I € =T (=0 Do £ Yo TV ol =SS 169
10.1.3  Create J2C AUthentiCAtION DELQIIS ........cooeeveeeeeeeeeeee ettt ea s ea e s s s ar s s s an s s aseseeen 173
10.1.4  Define JDBC CONNECION POOIING ....ceeeeeeeeeeeee ettt ea s s e s s s s s s s s s s seasseeereseneenen 174
10.2  Configure Resource Reference in WebLogic ApPliCation SEIVEF ... e 175
LLO 2% B € 4=l (=0 Do £ I Yo TV ol =SS 175
([0 N € (= To 1 (=R CTq e MTa] gD o (o I Yo T8 ol = 180
10.2.3  CONfIGUIE MUIEI-AAEA SOUICES ...ttt ettt s e s eaesesess s s s s an s s s s s s aeassensresasesaren 181
10.2.4  Configure Advanced Settings fOr DAtA SOUICE .......ouuueeereereereeeseesesesteestetstetstsseese s s s s ssss s s anasanssssasssssssees 184
10.2.5 Configure JDBC CONNECHION POOIING ......vueeeeeererereeeeeeeeeieee e ae s sese s essesesasassssseseassassseseseasassssserens 184
L[0T @ ¢ =To | (= o Tq (g gl Lo o =T o 185
10.3  Configure Resource Reference in Tomcat APPliCatioN SEIVEN ......ceeeeeeeeceee et 186
LLOJ0G  € =T (=0 Do £ Yo U ol =SS 186
10.3.2  Define JDBC CONNECION POONNG ....c.evareteeereeeeeeieie ettt st ean s es e anass s seseasassssseseseasasseseesens 187
10.3.3  Configure ClassLoader for Apache TOMCQAL .........oeeeeeoeeeeeeeeeeeeeeeeeereeens Error! Bookmark not defined.
11 Configure Work Manager in Web Application Servers ........ccccooireerrccmrsscmrnsnnssssscsssenenas 189
1n1 Configure Work Manager in WebSphere Application SEIVET ... e seeeseeenas 189
.11 L@=Ta Xl oY @1 [ e Lo =T Y 189
11.1.2  Map Work Manager to OFSAA WebSPRere INSANCE............cueeeeeeeeeeeeeeeeeeeeseeteecestesssessesssasssesessasssessansnes 192
1.2 Configure Work Manager in WebLogic APPliCatioN SEIVEN ... oeeerireeeeeeereeeststsses s sssses e sesesesssesesesssesssenens 196

Confidential - Oracle Restricted



Confidential - Oracle Restricted

= T 199
12 Additional Configurations for Application Packs.........ccccomirriremrrrscccsrssseccssessssceeenenaas 200
121 Configurations for ENterprise@ MOAEIING ......c.vueueeeeeeceeeceeeeererereeeesee et ses s s s ss s ses e s e s e sensssnsnsnsnas 200
1297 SANADOX RESAVE ULIIIEY .uevevreeeeeeeesesiseetstetstesstessiessassssasasasssasasasssassssssssssssssssssssssssssssssssassansassasasassssssssssssssssses 200

122 Configure Process Modeling FramEWOIK...... .ot se st ee e s e ss e e anane s 202
13 Additional INformation....... s 203
131 Add FTP/SFTP Configuration for File TranSTer...... ettt seesesesesesssesssesesesssss s snns 203
13.2  Configure INfrastrucCture SEIVEN MEIMOIY ... ceeeeeeeirieereeests st st s s s ss e se e ee et e s seesssssnsssnsesssssssnasasasann 203
13.3  Retrieve PatCh INfOrMatioN ... ..ttt et 204
13.4  Set OLAP Data Server CONFIGUIAtION ...ttt sttt s s s sessese e e s et sessssssnsssnssssssssssssasasann 204
13.5  Change IP/ Hostname, Ports, Deployed Paths of the OFSAAINSTANCE.........cccoeveeererereerrererereresses e seeeeaes 205
13.6  Set Infrastructure LDAP CONFIGUIALION ..ottt s s ses e e e s e s sessssnsnsssnsssssnsssnssasasans 205
13.7  Configure OFSAAI WED SEIVICES ...ttt sttt e e et se st e snsssnsssnssas s s snnnananaen 205
13.7.1  Configure DynamiCWSCONIG. XM Fil@........veeeeeeirrirreesresseaesesesesesestsissssssssssesssssssssssssanasasssssssassssssssssssssanses 205
(/A A €0} T (0T A @0 ) e I =P 208
13.7.3  CONFIGUIE PrOXY SEEUINGS....c.eeeeeeeeererrrarasaessaestseststrtsastsssssssssssssssssasssasasassassasassssessssssssssssssssessssssnsssasasasasasasasaen 208
13.7.4  CONFIGUIE OFSAAI HOME@ ENTIY .ot eesss st stsss st eststsasssassssssssesessssssssss s s ansanasasasasasnssssssasssanses 209
13.7.5  Configure DynamiCWSCONIG.XIMI FIlE ...ttt s s s an s s s s s s ese e e e e naenen 210
13.7.6  DEPIOY OFSAAI WED SOIVICES ....eeeeeeeerrrreeeeeeteeseseriserisssasassssssssssssssasssasasssssasasassssssesssssssssssassssssssssssasasasasasasasns 210
13.8  Enable Parallel Execution Of DML Stat@MENTS .........cereeecururerereeeerereseee et et e e s sse sttt 210
13.9  Configure Message Details in FOrMS DESIGNEN......ccocoieiririreeerereresesesssesss e s sessssssesssesessssssssssssssssssssnssssssssanas 210
1310 Clear APPHCAtION CACNE.... ettt ettt et et et e a e et e se et eeese et ese et eeesese et eaese st sesennesans 21
1311 Configure PassWOrd CHANEES .......ccccceeeeccceeerieeresereeesesssesssssssssss s s s s s sassssssesssesessessssssnsssnsasassasssssnsasnsnssnsasassees 21
13.11.1  Modify OFSAA Infrastructure Config Schema Password in a Non Wallet-Based Setup.............cccccuuu.... 21
13.11.2  Modify OFSAA Infrastructure Atomic Schema Password in a Non Wallet-Based Setup...........cccccceuuuu... 212
13.11.3  Modify the OFSAA Infrastructure Config Schema Password in a Wallet-Based Setup................cu......... 213
13.11.4  Modify the OFSAA Infrastructure Atomic Schema Password in a Wallet-Based Setup...........ccoeuue.... 214
1312 Configure Java Virtual MAChTNE. ...ttt et sttt ne s na s na e e s e 214
13.13  Configure Internal Service (Document Upload/ DoOWNIoad) .........cerereeoeeeieneeececncrecneseeeseseeesesesssesssssasseeneas 214
14 Migrate Excel Upload FunNctionality......ccccoccieomiiiicecsinciesnsssems s s s 216
141 =T (=T UL L] (=TS 216

Confidential - Oracle Restricted



Confidential - Oracle Restricted

{2V = =Y (=30 = al=] [0 o] o - o PO 216
15 Frequently Asked Questions (FAQs) and Error Dictionary........ccccccccececmcmmessncssssssscmcenns 218
15.1 Frequently ASKEd QUESTIONS ...ttt ses et st et et s ns s e e et es 218
LS O Y Y Y Y 3 218
15.1.2  ApPlicAtion PACK 8.1.0.0.0 FAQS....eeeeeeeeeeeeeereesiresessssasisessasasssssasessasasssssassassasssassseasasssssaressasssssssressassssssses 235

L5372 = ¢ (o g ) ox o] g =T o PP 238
15.2.1  ACCESS tNE EITON DICEIONQIY ....eveeeeeeseeeeeeeseerseersiesssssssasssasasasasassessssssssssssssssssssssesssssssssssasassassasasassssssssssssssasses 239
[SYVV A = g o T @oTo [N D) ot 0] g Lo oV AR 239

Confidential - Oracle Restricted



Confidential - Oracle Restricted
PREFACE

AUDIENCE

1 Preface

This section provides information about the Oracle Financial Services Advanced Analytical Application
Infrastructure (OFSAAAI) Installation and Configuration Guide.

Topics:
e Audience

e Related Documents

e Conventions

e Abbreviations

1.1 Audience

OFSAAI Installation and Configuration Guide is intended for administrators and implementation
consultants who are responsible for installing and maintaining the application pack components.

This document assumes that you have experience in installing Enterprise components and basic
knowledge about the following:

e OFSAAI components
o OFSAA Architecture
¢ UNIX Commands

e Database Concepts

e Web server or web application server

1.2 Related Documents

We strive to keep this and all other related documents updated regularly; visit the OHC
Documentation Library to download the latest version available there. The list of related documents is
provided here.

e OFSAAAI Application Security Guide

e Oracle Financial Services Analytical Applications Technology Matrix
e Oracle Financial Services Analytical Applications Infrastructure Environment Check Utility Guide

e Oracle Financial Services Analytical Applications Infrastructure Cloning Guide

1.3 Conventions

The following text conventions are used in this document:
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Table 1: Document Conventions

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action or terms defined in text or the glossary.

jtalic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, file names, text that appears on the screen, or text that
you enter.

Hyperlink Hyperlink type indicates the links to external websites, internal

document links to sections.

1.4 Abbreviations
The following table lists the abbreviations used in this document:

Table 2: Abbreviations

Abbreviation Meaning

BDP Big Data Processing

DBA Database Administrator

DDL Data Definition Language

DEFQ Data Entry Forms and Queries
DML Data Manipulation Language

EAR Enterprise Archive

EJB Enterprise JavaBean

ERM Enterprise Resource Management
FTP File Transfer Protocol

HDFS Hadoop Distributed File System
HTTPS Hypertext Transfer Protocol Secure
J2C J2EE Connector

J2EE Java 2 Enterprise Edition

JCE Java Cryptography Extension
JDBC Java Database Connectivity

JDK Java Development Kit

JNDI Java Naming and Directory Interface
JRE Java Runtime Environment
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JVM Java Virtual Machine
LDAP Lightweight Directory Access Protocol
LHS Left Hand Side
MFA Multi-Factor Authentication
MOS My Oracle Support
OFSAA Oracle Financial Services Analytical Applications
OFSAAI Oracle Financial Services Analytical Application Infrastructure
OFSAAAI Oracle Financial Services Advanced Analytical Applications
Infrastructure Application Pack
OHC Oracle Help Center
OLAP On-Line Analytical Processing
OLH Oracle Loader for Hadoop
ORAAH Oracle R Advanced Analytics for Hadoop
oS Operating System
RAM Random Access Memory
RDBMS Relational Database Management System
RHEL Red Hat Enterprise Linux
SFTP Secure File Transfer Protocol
SID System Identifier
SSL Secure Sockets Layer
TNS Transparent Network Substrate
URL Uniform Resource Locator
VM Virtual Machine
WAR Web Archive
XML Extensible Markup Language
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Partl

Topics:
e Pre-installation
e Installation

e Post-installation
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2 Introduction

In today's turbulent markets, financial institutions require a better understanding of their risk-return,
while strengthening competitive advantage and enhancing long-term customer value. Oracle
Financial Services Analytical Applications (OFSAA) enable financial institutions to measure and meet
risk-adjusted performance objectives, cultivate a risk management culture through transparency,
lower the costs of compliance and regulation, and improve insight into customer behavior.

OFSAA uses industry-leading analytical methods, shared data models, and applications architecture to
enable integrated risk management, performance management, customer insight, and compliance
management. OFSAA actively incorporates risk into decision making, enables to achieve a consistent
view of performance, promote a transparent risk management culture, and provide pervasive
intelligence.

Oracle Financial Services Analytical Applications delivers a comprehensive, integrated suite of
financial services analytical applications for both banking and insurance domains.

The following figure depicts the various application packs that are available across the OFSAA Banking
and Insurance domains.

Figure 1: Application Packs of OFSAA
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Topics:

e Oracle Financial Services Analytical Applications Infrastructure (OFS AAI)

e About Oracle Financial Services Advanced Analytical Applications Infrastructure (OFSAAAI)
Application Pack

e About Oracle Financial Services Analytical Applications Infrastructure Extension Pack

e Installation and Upgrade Scenarios

e Installation Check List

2.1 Oracle Financial Services Analytical Applications
Infrastructure (OFSAAI)

Oracle Financial Services Analytical Applications Infrastructure (OFSAAI) powers the Oracle Financial
Services Analytical Applications family of products to perform the processing, categorizing, selection
and manipulation of data and information required to analyze, understand and report on specific
performance, risk, compliance and customer insight issues by providing a strong foundation for the
entire family of Oracle Financial Services Analytical Applications across the domains of Risk,
Performance, Compliance and Customer Insight.

Topics:

e Components of OFS AAI

e OFSAA Infrastructure High Availability

e Deployment Topology

2.1.1 Components of OFSAAI

The OFSAA Infrastructure includes frameworks that operate on and with the Oracle Financial Services
Analytical Applications Data Model and forms the array of components within the Infrastructure.

The OFSAA Infrastructure components/frameworks are installed as two layers; primarily, the
metadata server and Infrastructure services run on one layer, while the Ul and presentation logic runs
on the other. The Ul and presentation layer is deployed on any of the supported J2EE Servers.

The following figure depicts the various frameworks and capabilities that make up the OFSAA
Infrastructure.
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Figure 2: Components of OFSAAI
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2.1.2

OFSAA Infrastructure High Availability

The current release of the OFSAA Infrastructure supports only the "Single Instance" installation for the
Infrastructure components. However, the High Availability (HA) for the Database Server and/ or the
Web application server clustering and deployment are supported in this release.

This release supports the Active-Passive model of implementation for OFSAAI components. For more
information, see Oracle Financial Services Analytical Applications Configuration for High Availability
Best Practices Guide.
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2.1.3

2.2

Deployment Topology

Figure 3: The logical architecture implemented for OFSAAAI Application Pack
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About Oracle Financial Services Advanced Analytical

Applications Infrastructure (OFSAAAI) Application
Pack

Oracle Financial Services Advanced Analytical Applications Infrastructure (OFSAAAI) Application Pack
provides integrated stress testing and modeling capabilities that you can readily apply across multiple

risk areas enabling institutions to devise appropriate enterprise-wide and holistic risk and economic
capital strategies.

OFSAAAI enables you to comply with regulatory requirements on stress testing, enables advanced
customer and portfolio analytics, utilize multiple industry-standard techniques, test and model with
complete data integrity.

OFSAAAI Application Pack includes the following applications:

Financial Services Analytical Applications Infrastructure: This application powers the Oracle
Financial Services Analytical Applications family of products to perform the processing, categorizing,
selection and manipulation of data and information required to analyze, understand and report on
specific performance, risk, compliance and customer insight issues by providing a strong foundation
for the entire family of Oracle Financial Services Analytical Applications across the domains of Risk,
Performance, Compliance and Customer Insight.

Financial Services Enterprise Modeling: This application helps banking institutions to identify the
business opportunities and to measure the risk prevailing in the competitive market to safeguard the
regulatory and economic capital of banks.

Financial Services Big Data Processing: This option introduces, into the OFSAA platform (OFSAAI),
the capability to run analytics on data stored in Hadoop Distributed File System (HDFS).
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2.4

With the Big Data Processing (BDP) add-on option, all core data management frameworks within
OFSAA such as Data Management Framework (T2T/ F2T), Data Quality Framework, and Rules
framework are enhanced to operate on both Oracle RDBMS data sources as well as Apache Hive data
sources. An OFSAA Run definition can contain tasks that transform data held in the Hive. OFSAA
applications that use these platform frameworks for expressing application logic automatically gain
the ability to manage data held in the Hive. The OFSAA platform leverages HiveQL and Map Reduce to
process data directly in the Hadoop cluster without having to stage data in a relational database.

About Oracle Financial Services Analytical Applications
Infrastructure Extension Pack

The Oracle Financial Services Analytical Applications Infrastructure Extension (OFS AAIE) Pack adds a
set of new advanced features for 8.1.0.0.0 Release across OFSAA applications. This pack can be
installed on an OFSAA instance having one or more OFSAA application packs.

The Oracle Financial Services Analytical Applications Infrastructure Extension Pack includes the
following advanced features and functionalities:

e Distributed Processing Capabilities
e Analytic Pipeline and Process models
e Attribution Analysis

e Content Management Interoperability Services

NOTE The pack is enabled by procurement of an additional license.
For more information, see the OFS AAIE Release Notes and
Installation Guide on the OHC.

Installation and Upgrade Scenarios

Release 8.1.0.0.0 of OFSAAI supports various installation and upgrade scenarios. A high-level
overview of the possible scenarios is provided in the following table. Detailed procedural steps are
provided in the succeeding sections of this document.

Table 3: Release 8.1.0.0.0 Installation and Upgrade Scenarios

Scenario Installation and Upgrade Instructions

New Installation 1. Prepare for the Installation.

Installing Release 8.1.0.0.0 application | 2. Execute the Schema Creator Utility.

pack for the first time (new 3. Install the OFSAAI Application Pack.

installation).

Upgrade Installation 1. If upgrading from a release before 8.0.6.1.0, then first upgrade to
Upgrade an already installed 8.0.6.1.0 or later.

application pack from 8.0.6.1.0 or later| 2. Run the Environment Check Utility tool and ensure that the hardware
and software requirements are installed as per the Oracle Financial
Services Analytical Applications 8.1.0.0.0 Technology Matrix.
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You are upgrading the application 3. Clone your existing environment to the Oracle Financial Services
pack from Release 8.0.6.1.0 or later to Analytical Applications 8.1.0.0.0 Technology Matrix.

Release 8.1.0.0.0. 4. Download the installer.

Example: You are using release 5. Extract the software.

8.0.7.0.0 and now want to upgrade to
Release 8.1.0.0.0.

6. Trigger the installation.

Upgrade from OFS AAAI Release Release v8.1.0.0.0 of OFS AAAl is not certified for IBM AlX and Oracle
v8.0.x on AIX or Solaris x86 Operating Solaris x86 Operating Systems. If you are currently running OFSAA
System v8.0.x on AlX or Solaris x86 Operating Systems and plan to upgrade to

Release v8.1.0.0.0, then you must migrate from AIX or Solaris x86 to
Oracle Linux or Oracle Solaris SPARC. See the My Oracle Support Doc
ID 2700084.1 for details.

2.5 Installation Check List

To complete the installation process, you must perform the following steps listed in the Pre-install
Checklist. Use this checklist to verify whether these steps are completed or not.

Table 4: Installation Checklist

SI. No. Activity

1

Install all the prerequisite hardware and software as per the Oracle Financial Services Analytical
Applications 8.1.0.0.0 Technology Matrix.

Verify the System Environment using the Environment Check Utility.

W

Configure the Database Instance settings.

Install and configure the web application server.

Configure the HTTP settings on the web server.

(Optional) Install and configure for Big Data/Hive.

N |o | o N

Create the Installation, Download, and Metadata Repository Directories:
e Installation directory
e Temporary directory
e Staging Area/Metadata Repository

Download directory

Pre-installation Steps

Configure the following Operating System and File System settings:
o File Descriptor
e Total number of processes

Port(s)

.profile file permissions

Add FTP/SFTP configuration for file transfer (to access staging area and metadata directory)

Update the following Environment Settings as required for the installation in the .profile file:
Java Settings
e Oracle Database Server and Client Settings
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SI. No. Activity

e Add TNS entries in the TNSNAMES . ORA file
e Oracle Essbase Settings
e Time Zone Settings
10 (Optional) Install and configure Oracle R/ Oracle R Enterprise.
n Download the installer kit.
12 Extract the installer kit.
w1 Configure the OFS_<App pack> PACK.xml file.
g 14 Configure the OFS_<App pack> SCHEMA IN.xml file.
é 15 (Optional) Configure the <App pack> SCHEMA BIGDATA IN.xml file.
? 16 Execute the Schema Creator Utility in Online, Offline, or TCPS modes and verify the log file.
= 17 Configurethe OFSAAT InstallConfig.xml file.
18 Trigger the application installation.
19 Verify the installation logs.
20 Verify that all patches are successfully installed.
21 Backup the OFS_<PACK>_SCHEMA_IN .xml and OFS_<PACK>_SCHEMA_OUTPUT.xmlI files.
22 Stop the OFSAA Infrastructure services.
23 Create and deploy EAR or WAR files.
;? 24 Assign Grants for schemas.
Ué 25 Start the OFSAA Infrastructure services.
% 26 Access the OFSAA Application.
g 27 Configure the excludeURLList.cfg file.
g 28 (Optional) Configure Big Data Processing.
29 ICreate Application Users.
30 IMap Application User(s) to User Groups.
31 Add TNS entries in the TNSNAMES . ORA file.
32 Set TDE and Data Redaction in OFSAAL.
33 Implement Data Protection in OFSAAI.
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34

Configure the web server.

35

Configure Resource Reference in web servers.

36

Configure Work Manager in web application servers.

37

Add FTP/SFTP Configuration for File Transfer.

38

Configure Infrastructure Server Memory.

39

Retrieve Patch Information.

40

Change IP/Hostname, Ports, Deployed Paths of the OFSAA Instance.

41

Execute Encryption Changer.

42

Set Infrastructure LDAP Configuration.

Additional Configuration

43

Configure OFSAAI Web Services.

44

Configure Message Details in Forms Designer.

45

Configure Password Changes.

46

Configure Java Virtual Machine.

47

Configure Internal Service.
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3

Hardware and Software Requirements

See the Oracle Financial Services Analvtical Applications 8.1.0.0.0 Technology Matrix for the hardware
and software required for OFSAAI Release 8.1.0.0.0.

Table 5: Recommended Software Combination

Operating System Database Web Application Server Web Server
Oracle Linux Oracle Database | Oracle WebLogic Server/ Apache Oracle HTTP Server/
Tomcat Server Apache HTTP Server
Oracle Solaris Oracle Database | Oracle WebLogic Server/ Apache Oracle HTTP Server/
Tomcat Server Apache HTTP Server
Topics:

e License Information

e Verify System Environment

License Information

For details on the third-party software tools used, see the OFSAA Licensing Information User Manual
Release 8.1.0.0.0.

For information about OFSAA Product Licenses after installation of Application Packs, see the View
OFSAA Product Licenses After Installation of Application Pack section in the Oracle Financial
Services Advanced Analytical Applications Infrastructure User Guide.

Verify System Environment

To verify your system environment meets the minimum requirements for the installation, a Pre-Install
Check utility is available within the Install Kit archive file. This utility can also be obtained separately by
contacting Oracle Support Services.

Though the system environment verification is an integral and automated part of the installation of
this software product, Oracle strongly recommends running this utility before beginning the
installation as part of your organization's "Installation Readiness Verification Process".

For more details on download and usage of this utility, see the Oracle Financial Services Analytical
Applications Infrastructure Environment Check Utility Guide.
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Pre-installation

Topics:

e Oracle Database Instance Settings

e Web Application Server Settings

e Web Server Settings

e Big Data Settings

e Create the Installation, Download, and Metadata Repository Directories

e Configure the OS File System Settings and Environment Settings in the .profile File

e Install Oracle R distribution and Oracle R Enterprise (ORE)

e Download the OFSAAAI Applications Pack Installer and Mandatory Patches

e Extract the Software

e Install Pre-installation Patches

Oracle Database Instance Settings

Ensure that the following database instance settings are configured:
e NLS_CHARACTERSET to AL32UTF8
e NLS_LENGTH_SEMANTICS to BYTE
e OPEN CURSORS limit to greater than 1000

Web Application Server Settings

Ensure that the web application server is installed and the profile (when using WebSphere) or domain
(when using Weblogic) is created.

Note the path values as shown in the following table as you will be prompted to enter the WebSphere
Profile path, the WebLogic Domain path, or the Tomcat Deployment path during OFSAAI installation.

Table 6: Web Application Server Settings

Description Example Value

For WebSphere, specify the /data2/test//WebSphere/AppServer/profiles/<Profile
WebSphere path as _Name>/installedApps/aiximfNode01lCell, where aix-imfis
<WebSphere profile the Host name.

directory>/installedAp

ps/<NodeCellName>.

For WebLogic, specify the /<WebLogic home directory path>/bea/wlserver 10.3

WebLogic home directory path.

For Tomcat, specify the Tomcat /oradata6/ revwb7/tomcat/webapps/
directory path till /webapps.
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4.3

4.4

NOTE See Configure the Web Server for WebSphere Profile and
WebLogic Domain creation.

Web Server Settings

This is an optional requirement. If you have installed an HTTP Server, then configure the appropriate
HTTP server settings:

Table 7: Web Server Settings

Description Example Value

Apache HTTP Server/ Configure the HTTP Server and note down the IP/ Hostname and Port

Oracle HTTP Server/ IBM details as you will be prompted to enter these details during installation.

HTTP Server Note: See Configure the Web Server for web server configuration.
Big Data Settings

This is an optional step and required only if you intend to install OFSAA Big Data Processing.

Install Big Data components from Apache . For version information, see the Hardware and Software
Requirements section.

Create the Installation, Download, and Metadata
Repository Directories

To install OFSAAI, create the following directories:

OFSAA Download Directory (Optional): This is the directory where the downloaded installer/
patches can be copied. Create a download directory and copy the OFSAA Application Pack
Installer File (archive). Assign 755 permission to this directory.

Temporary Directory: Default temporary directory where the installation files are stored for a
short time to support faster installation. Configure adequate space on the /tmp directory. It is
recommended that you allocate more than 10 GB of space. Assign 755 permission to this
directory with NOEXEC option disabled.

NOTE If NOEXEC option is enabled, the extraction of files by the
installer into the /tmp directory is prevented and the binaries
will not execute in the directory, which will fail the installation.

OFSAA Installation Directory (Mandatory): Create an installation directory where the product
binaries are installed. Assign 755 user permission to the installation directory.
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e OFSAA Staging/Metadata Directory (Mandatory): A directory to hold the application
metadata artifacts and additionally act as the staging area for the flat files. This directory is also
referred to as "FTPSHARE". Create a Staging/Metadata Repository Directory to copy data files,
save data extracts, and so on.

The directory must exist on the same system as the OFSAA Installation. This directory can be
configured on a different mount or under a different user profile. However, the owner of the
installation directory must have RWX (775) permissions to this directory.

NOTE Ensure the OFSAA staging directory is not set to the same path
as the OFSAA installation directory and is not a subdirectory
inside the OFSAA installation directory.

4.6 Configure the OS File System Settings and Environment
Settings in the .profile File

A .profile fileis a start-up file of a UNIX user. Create the .profile file at the home directory of the
logged-in user if it is not already available. The user must have 755 permission on the file to execute it.
This file consists of various parameters for Environment Settings, OS, and File System Settings.

To set the parameters for the .profile file, login as a non-root user, and configure the environment
settings.

WARNING Do not modify any other parameters other than the
parameters mentioned in the following subsections.

4.6.1 Configure Operating System and File System Settings

Table 8: Configure Operating System and File System Settings

Parameter Configuration Action

Installation Directory Inthe .profile file, set the variable FIC_HOME to point to the OFSAA
Installation Directory.

File Descriptor Settings Inthe sysctl.conf file, to change the number of file descriptors, do
the following as the root user:

1. Edit the following lineinthe /etc/sysctl. conf file:
fs.file-max = <value>
where <value> is greater than 15000
2. Apply the change by running the following command:
# /sbin/ sysctl -p
Note: The value specified here is the minimum value to be set for the
installation process to go forward. For other modules, this value may

depend on the available resources and the number of processes
executed in parallel.
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Parameter Configuration Action

Total Number of Process Inthe sysctl.conf File set the value to greater than 15000.
Settings

Note: The value specified here is the Minimum Value to be set for the
Installation Process to go forward. For other modules, this value may
depend on the available resources and the number of processes
executed in parallel.

Default port numbers to be enabled on the system are 6500, 6501, 6505,
6507, 6509, 6510, 6666, 9999, and 10101.

Port Settings

4.6.2 Configure Environment Settings
4.6.2.1  Java Settings
Table 9: Java Settings
Description Example Value
Inthe .profile
file, set PATH to For example: PATH=/usr/java/jrel.8.0 221/bin:$ORACLE
include the Java HOME/bin: SPATH
Runtime export PATH
Environment (JRE)
absolute path.
Ensure that Note: OFSAA does not support Open]DK and JRE.
SYMBOLIC links to
JAVA installation
are not set in the
PATH variable.
Inthe .profile JAVA BIN=/scratch/<<version>>/jre/bin
file, set PATH to For examp]e:
include the Java PATH=/usr/java/jrel.8.0 221/bin:$ORACLE
Runtime HOME/bin:$PATH
Environment bin
path.
Inthe .profile JAVA TOOL OPTIONS="
file, set the Java Djdk.util.zip.disableZip64ExtraFieldValidation=true"
tool options for all export JAVA TOOL OPTIONS
versions JDK 11.0.20
and above updates
Enable unlimited For more information, see the section Enabling Unlimited Cryptographic Policy
cryptographic from the_OFS Analytical Applications Infrastructure Administration Guide.
policy for Java.
4.6.2.2 Oracle Database Server and Client Settings
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Table 10: Oracle Database Server and Client Settings

Description Example Value

Inthe .profile file,
set TNS_ADMIN pointing
to the appropriate
tnsnames.ora file.

TNS_ADMIN=SHOME/tns

Inthe .profile file,
set ORACLE_HOME
pointing to the
appropriate Oracle Client
installation.

ORACLE HOME=/scratch/oraofss/app clientl9c/product/

19.0.0/client 1

Inthe .profile file,
set PATH to include the
appropriate

$ORACLE HOME/bin
path.

PATH=$JAVA HOME/bin:$ORACLE HOME/bin

4.6.2.3

4.6.2.31 Non-TCPS

Table 11: TNS entries inthe T

TNS entries in the TNSNAMES.ORA file for Non-TCPS and TCPS

NSNAMES.ORA file for Non-TCPS

Description Example Value

Ensure that an entry (with
SID/ SERVICE NAME) is
added in the
tnsnames.ora file on the
OFSAA server.

<SID NAME> DESCRIPTION (ADDRESS LIST
(ADDRESS (PROTOCOL TCP) (HOST
<HOST NAME>.in.oracle.com) (PORT
1521))) (CONNECT DATA (SERVICE NAME
<SID NAME>)))<ATOMIC SCHEMA NAME> =

(DESCRIPTION = (ADDRESS LIST = (ADDRESS =
(PROTOCOL = TCP) (HOST =

<HOST NAME>.in.oracle.com) (PORT =
1521))) (CONNECT DATA = (SERVICE NAME =

<SID_NAME>)))

<SID NAME>
(DESCRIPTION
(ADDRESS_LIST
(ADDRESS
NUMBER>) )
)
(CONNECT DATA
(SERVICE_ NAME
)

(PRO

)

<ATOMICSCHEMANAME>
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(DESCRIPTION =
(ADDRESS LIST =
(ADDRESS = (PROTOCOL = TCP) (HOST = <HOST NAME>) (PORT = <PORT
NUMBER>) )
)
(CONNECT DATA =
(SERVICE NAME = <SID NAME>)
)

NOTE The ATOMIC SCHEMA NAME must be the same as defined in
the OFS <App Pack> SCHEMA IN.xml file.

4.6.2.3.2 TCPS

Table 12: TNS entries in the TNSNAMES.ORA file for TCPS

Description Example Value

Ensure that an entry (with <SID NAME> = DESCRIPTION =(ADDRESS LIST = (ADDRESS =

SID/ SERVICE NAME) is added | (PROTOCOL = TCPS) (HOST =

inthe tnsnames . ora file <HOST NAME>.in.oracle.com) (PORT =

on the OFSAA server. 1521))) (CONNECT DATA = (SERVICE_NAME =
<SID_NAME>)))<ATOMIC_SCHEMA_NAME> = (DESCRIPTION
= (ADDRESS LIST = (ADDRESS = (PROTOCOL = TCPS) (HOST =
<HOST NAME>.in.oracle.com) (PORT =
1521)))(CONNECT_DATA = (SERVICE NAME =
<SID NAME>))) (security=(ssl server cert dn=CN=<HOST
NAME>) ) ) )

Ensure that an entry (with NAMES.DIRECTORY PATH= (TNSNAMES,

WALLET_HOME and wallet EZCONNECT) WALLET LOCATION = (SOURCE = (METHOD =

parameters) is added in the FILE) (METHOD_DATA = (DIRECTORY = <PATH TO WALLET

sglnet .ora file onthe DIRECTORY>) ) ) SQLNET .WALLET OVERRIDE = TRUE

OFSAA server must be same SSL CLIENT AUTHENTICATION =

as Oracle database server FALSETSQLNET.AUTHENTICATION_SERVICES =

running with TCPS. (TCPS,NTS,BEQ)]SSL_CIPHER_SUITES =
(SSL_RSA WITH AES 256 CBC SHA,
SSL _RSA WITH 3DES EDE CBC SHA)

<SID NAME> =
(DESCRIPTION =
(ADDRESS LIST =
(ADDRESS = (PROTOCOL = TCPS) (HOST = <HOST NAME>) (PORT = <PORT
NUMBER>) )
)
(CONNECT DATA =
(SERVICE NAME = <SID NAME>)

(security=(ssl server cert dn=CN=<HOST NAME>))
)
)
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<ATOMICSCHEMANAME> =
(DESCRIPTION =
(ADDRESS LIST =
(ADDRESS = (PROTOCOL = TCPS) (HOST = <HOST NAME>) (PORT = <PORT
NUMBER>) )
)
(CONNECT_ DATA =
(SERVICE NAME = <SID NAME>)

(security=(ssl server cert dn=CN=<HOST NAME>)) )
)

NOTE The ATOMIC SCHEMA NAME must be the same as defined in
the OFS <App Pack> SCHEMA IN.xml file, which also
includes prefix without underscore. For example,
DEVOFSAAATM.

4.6.2.4 Oracle Wallet Settings for Installation in TCPS Mode

Inthe .profile file, set the following parameters for Oracle Wallet if you want to run the installer in
the TCPS mode:
OFS ORA WAL ENABLED=TRUE

export OFS_ORA WAL ENABLED

NOTE e Installation in TCPS mode with Oracle Wallet requires
Config and Atomic Schema credentials in Oracle
Wallet along with certificates.

e If you do not configure this variable, the system
defaultsto OFS ORA WAL ENABLED=FALSE.

4.6.2.5 Oracle Essbase Settings

Inthe .profile file, set the following parameters if you want to use Oracle Hyperion Essbase OLAP
features.

Table 13: Oracle Essbase Settings

Description Example Value

ARBORPATH to point to an PATH=SPATH: SARBORPATH/bin
appropriate Oracle Essbase
Client installation.

ESSBASEPATH to point to an | ESSBASEPATH=/scratch/essps3/Oracle/MiddlewareHome/EP
appropriate Oracle Essbase MSysteml1R1l/common/EssbaseRTC-64/11.1.2.0

Client installation. export ESSBASEPATH
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Description

Example Value

HYPERION_HOME to point to
an appropriate Oracle
Essbase Client installation.

HYPERION HOME=/scratch/essps3/Oracle/MiddlewareHome/
EPMSystemllR1l/common/EssbaseRTC-64/11.1.2.0

export HYPERION HOME

4.6.2.6 Time Zone Settings

Inthe .profile file, set the Time Zone parameter to indicate the time zone of your region/ location.

Table 14: Time Zone Settings

Description

Example Value

Time Zone

TZ=Asia/Calcutta

4.7 Install Oracle R distribution and Oracle R Enterprise

(ORE)

This is an optional step and required only if you intend to use Oracle R scripting in the Oracle Financial
Services Enterprise Modeling Application.

Install Oracle R Distribution and Oracle R Enterprise (Server Components) on the Oracle Database
server. See the Oracle R Enterprise Installation and Administration Guide for Linux and Solaris in the
Oracle R Enterprise Documentation Library. For supported versions of ORD and ORE, see the Oracle

Financial Services Analytical Applications 8.1.0.0.0 Technology Matrix.

NOTE If you use ORE 1.4.1 with Oracle Financial Services Enterprise
Modeling, you must set the session time zonein R_HOME/etc/
Rprofile.site file on the database server, where R_HOME is
the home directory of the R instance on which ORE server
packages are installed. Alternatively, you can set the session
time zone in scripts registered within OFS EM by using the
Sys.env (TZ=<time zone>) R function.

4.8 Download the OFSAAAI Applications Pack Installer and
Mandatory Patches

To download the OFSAAAI Applications Pack Installer Release 8.1.0.0.0, follow these steps:

1. Login to the Oracle Software Delivery Cloud (OSDC) with a valid Oracle account.

2. Download the installer archive and copy (in Binary mode) to the download directory that exists
in the OFSAAAI installation setup.
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NOTE Select the required archive files for either Solaris SPARC or
Linux based on the operating system of your OFSAAAI.

3. Download the following mandatory one-off patches from My Oracle Support into the download
directory that exists in the OFSAAAI installation setup:

Patch ID Description

31605076 Access to features owing to the additional license functionality that gets installed
through the OFS AAI Extension Pack.

31545589 For pack-on-pack installation on new atomic schema.

4. Loginto My Oracle Support, search for the 33663417 Mandatory Patch in the Patches &
Updates Tab and download it.

ATTENTION On the 10th of December 2021, Oracle released Security Alert
CVE-2021-44228 in response to the disclosure of a new
vulnerability affecting Apache Log4] before version 2.15. The
application of the 33663417 Mandatory Patch fixes the issue.

For details, see the My Oracle Support Doc ID 2827801.1.

Ensure that you reapply the 33663417 Mandatory Patch
whenever you install or upgrade the application, or apply an
incremental patch.

4.9 Extract the Software

You must be logged in to the UNIX operating system as a non-root user to perform the following
steps. To extract the software, follow these steps:

1. Download the unzip utility (OS-specific) unzip <os>.Z and copy it in Binary mode to the
directory that is included in your PATH variable.

If you already have an unzip utility to extract the contents of the downloaded archive, skip this
step. Uncompress the unzip installer file with the command:

uncompress unzip <os>.Z

NOTE If an error message "uncompress: not found [No such file or
directory]" is displayed, contact your UNIX administrator.

2. Assign execute (751) to the file with the following command:

chmod 751 unzip <0S>
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4.10

For example: chmod 751 unzip sparc

Extract the contents of the OFSAAAI Application Pack Release 8.1.0.0.0 installer archive file in
the download directory with the following command:

unzip OFS AAAI PACK.zip

Extract the following one-off patches in the download directory:
a. 31545589

b. 31605076

Navigate to the download directory and assign execute permission to the installer directory with
the following command:

chmod -R 750 OFS_AAAI Pack

Install Pre-installation Patches

Before installing OFSAAAI 8.1.0.0.0, apply the 31545589 one-off patch. See the Readme packaged
with the patch for further instructions on how to install.

See My Oracle Support for more information on the latest release.
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5 Installation

Topics:

e Configure the OFS <App pack> PACK.xml File

e Configure the Schema Creator Utility

e Execute the Schema Creator Utility

e Configure the OFSAAI InstallConfig.xml File
e Install the OFSAAI Application Pack

5.1 Configure the OFS_<App pack>_PACK.xml File

The OFS <APP PACK>.xml file holds details on the various products that are packaged together in
OFS <App pack>.

To configure the OFS <APP PACK>.xml file, follow these steps:
1. Navigate to the OFS_<APP PACK>/conf directory.
2. OpentheOoFs <aAPP PACK>.xml filein a text editor.

3. Configure the OFS_<APP PACK>.xml file as mentioned in the following table.

Figure 4: Sample OFS_AAAI_PACK.xml File

<APP_PACK_CONFIG>
<APP_PACK_ID>OFS_AAAT_PACK</APP_PACK_ID>
<IS_OPT_INSTALL VALUE="TRUE" />
<APP_PACK_NAME>Financial Services Advanced Analytical Applications Infrastructure Application Pack</APP_PACK_NAME>
<APP_PACK_DESCRIPTION>Applications for Advanced Analytics using Oracle R, Modeling and Stress Testing Framework and Inline Processing Engine</APP_PACK_DESCRI|
<VERSION>8.1.0.0.0</VERSION>
<APP>

<APP_ID PREREQ="" DEF_SEL_FLG="YES" ENABLE="YES">OFS_AAI</APP_ID>
<APP_NAME>Financial Services Analytical Applications Infrastructure</APP_NAME>
<APP_DESCRIPTION>Base Infrastructure for Analytical Applications Infrastructure</APP_DESCRIPTION>
<VERSION>8.1.0.0.0</VERSION>

</APP>

<APP>
<APP_ID PREREQ="OFS_AAI" DEF_SEL_FLG="NO" ENABLE="NO">OFS_AAIB</APP_ID>
<APP_NAME>Financial Services Analytical Applications Infrastructure Big Data Processing</APP_NAME>
<APP_DESCRIPTION>Add-On Option for Big Data Processing</APP_DESCRIPTION>
<VERSION>8.1.0.0.0</VERSION>

</APP>

<APP>
<APP_ID PREREQ="OFS_AAI" ENABLE="YES">OFS_AAAI</APP_ID>
<APP_NAME>Financial Services Enterprise Modeling</APP_NAME>
<APP_DESCRIPTION>Add-On Option for Advanced Analytical Applications</APP_DESCRIPTION>
<VERSION>8.1.0.0.08</VERSION>

</APP>

</APP_PACK_CONFIG>

Table 15: OFS_<APP PACK>.xml File Parameters

Tag Name/ Attribute Description Mandatory Comments
Name (Y/ N)
APP_PACK_ID Unique Y Unique Seeded Value. Do not modify this value.
Application
Pack Identifier
IS_OPT_INSTALL Unique Y Unique Seeded Value. Do not modify this value.
VALUE="TRUE" Application
Entry

Confidential - Oracle Restricted



Confidential - Oracle Restricted

INSTALLATION

CONFIGURE THE OFS_<APP PACK>_PACK.XML FILE

Tag Name/ Attribute

Name

Description

Mandatory
(Y/N)

Comments

Product Name

APP_PACK_NAME Unique Y Unique Seeded Value. Do not modify this value.
Application
Pack Name
APP_PACK_DESCRIPTION | Unique Y Unique Seeded Value. Do not modify this value.
Application
Pack
Description
VERSION Unique release | Y Unique Seeded Value. Do not modify this value.
version
APP Unique Y Unique Seeded Value. Do not modify this value.
Application
Entries
APP_ID Unique Y Unique Seeded Value. Do not modify this value.
Application
Identifier
APP_ID/ PREREQ Prerequisite Y Unique Seeded Value.
Application/ For most applications, OFSAAAI is the
Product prerequisite set. For all other applications, the
default Application ID is set to none. You can
set it for the applications you want to install.
Do not modify this value.
APP_ID/ DEF_SEL_FLAG Default Y In all Application Packs, Infrastructure requires
Selected Flag this value to be set to "YES".
Do not modify this value.
APP_ID/ ENABLE Enable Y e Default YES for Infrastructure
Application/ e NO for Others
Product Set this attribute-value to YES against every
APP_ID which is licensed and must be enabled
for use.
Note: The Application/ Product cannot be
disabled once enabled. Only
Applications/Products which are enabled are
installed. In order to enable other licensed
Applications/Products, you must reinstall by
making the flag as Y for the App_ID.
However, in case of a reinstallation, to enable
other Applications/Products, skip the execution
of the schema creation utility if it does not
include any additional sandboxes to be created.
APP_NAME Unique Y Unique Seeded Value. Do not modify this value.
Application/
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5.2

5.2.1

5.2.2

Tag Name/ Attribute Description Mandatory Comments

Name (Y/N)

APP_DESCRIPTION Unique Y Unique Seeded Value. Do not modify this value.
Application/
Product Name

VERSION Unique release | Y Unique Seeded Value. Do not modify this value.
version

Configure the Schema Creator Utility

Creating database users/schemas (RDBMS) is one of the primary steps in the complete OFSAAAI
installation process. The Schema Creator utility enables you to quickly get started with the installation
by creating Database User(s)/ Schema(s) (RDBMS), assigning the necessary GRANT(s), creating the
required entities in the schemas and so on.

The schema creator utility must be configured and executed before the installation of any OFSAA
Application Pack.

Topics:
e Prerequisites
e Configure Schema Creator Utility for RDBMS Installation

e Configure Schema Creator Utility for HDFS Schema

Prerequisites

Ensure you have the following before configuring the Schema Creator Utility:
e Oracle User ID/Password with SYSDBA privileges
e JDBC Connection URL for RAC/Non RAC database
e The HOSTNAME/IP of the server on which OFSAA is getting installed.
In the case of the HIVE installation, you must also have the following:
e HIVE connection credentials (For example: Kerberos connection properties).

e Hostname/IP of the HIVE Server installation

Configure the Schema Creator Utility for RDBMS Installation

If the installation is being performed for RDBMS, provide the Pack specific schema details in the
OFS <App Pack> SCHEMA IN.xml file.

You can configure the following types of schemas:

e CONFIG: This schema holds the entities and other objects required for OFSAA setup
configuration information. There can be only one CONFIG schema per OFSAA instance
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ATOMIC: This schema holds the data model entities. One ATOMIC schema is attached to one
Information Domain. There can be multiple ATOMIC schemas per OFSAA Instance.

5.2.2.1 Configure the OFS_<App Pack>_SCHEMA_IN.xml File

Creating database schemas, objects within schemas, and assigning appropriate grants are the primary
steps in the installation process of OFSAA Applications.

The OFS <APP PACK> SCHEMA IN.xml file contains details of the various application schemas.
Update the values of the various tags and parameters available in this file before executing the
schema creator utility.

This file must be configured only if the database is RDBMS.

To configure the <APP PACK> SCHEMA IN.xml file, follow these steps:

1.
2,
3.

Log in to the system as a non-root user.
Navigate to the <OFS AAAI PACK>/schema creator/conf directory.

Edit the <OFS AAAI> SCHEMA IN.xml file using atext editor and configure the values as
mentioned in the following table.

Save the file.
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Table 16: OFS_<APP PACK>_SCHEMA_IN.xml file Parameters

Tag Name/Attribute  Description Comments

Mandatory Default Value/ Permissible Value

<APP_PACK_ID>

Seeded unique ID for the
OFSSAA Application Pack

Seeded

Do not modify this value.

You can enter the
following JDBC URL types:

1. RAC/ NON-RAC
enabled database
connectivity URL.

2. TCPS RAC/ NON-RAC
enabled database
connectivity URL
provided the
<IS_TCPS> tag value
is TRUE.

3. Wallet-enabled JDBC
URL.

IP>:<PORT>:<SID>
or

jdbc:oracle:thin:@//[HOS T][:PORT]/
SERVICE

or

jdbc:oracle:thin:@(DESCRI
PTION=(ADDRESS_ LIST=(ADDRESS=(PROT
OCOL=TCP)(HOST=[HO
ST])(port=[PORT]))(ADD
RESS=(PROTOCOL=TCP)
(HOST=[HOST])(PORT=[ PORT]))(LOAD_
BALANCE=yes)(FAILOV
ER=yes))(CONNECT_ DATA=(SERVICE_
NAME=[SERVICE])))

For example:

jdbc:oracle:thin:@//dbhos
t.server.com:1521/service 1

or

jdbc:oracle:thin:@//dbsho
st.server.com:1521/scan-1

or

jdbc:oracle:thin:@(DESCRI
PTION=(ADDRESS_ LIST=(ADDRESS=(PROT
OCOL=TCP)(HOST=dbhost1.server.com)

(port=1521))(ADDRESS=(PROTOCOL=TCP)(H
0OST=dbhost2.s erver.com)(PORT=1521))(

<IS_TCPS> Enter if the TCPS Seeded, with FALSE as the default value. Modify this to TRUE if you require the
configuration is required. installer to uptake the configuration.

<JDBC_URL> Enter the JDBC URL. Example: Ensure to add an entry (with SID/
Note: jdbc:oracle:thin:@< DBSERVER IP/ HOST/ | SERVICE NAME) in the

tnsnames.ora file on the OFSAA
server. The entry must match with the
SID/ SERVICE NAME used in the JDBC
URL.

Ensure that you have configured:

1. The correct Oracle Wallet with the
credentials for stored Sys,
Config, and Atomic Users.

2. The JDBC URL as follows:
jdbc:oracle:thin: /@
For more information on how to
configure Oracle Wallets for OFSAA
Installation and Data Sources, see the

OFS Analytical Applications
Infrastructure Administration Guide.
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Tag Name/Attribute

Name

Description

Mandatory
(Y/N)

Default Value/ Permissible Value

LOAD_BALANCE=yes)(FAILOV
ER=yes))(CONNECT_
DATA=(SERVICE_NAME=servicel)))

or
<JDBC_URL>jdbc:oracle:thin:@(DESCRIPTIO
N = (ADDRESS = (PROTOCOL =TCPS)(HOST
= dbhost.server.com)(PORT = 2484))
(CONNECT_DATA =(SERVER = DEDICATED)
(SERVICE_NAME=SERVICEID))(security=(ssl
_server_cert_dn=CN=dbhost)))

or

jdbc:oracle:thin:/@

Comments

<JDBC_DRIVER>

This driver's name is
seeded by default.

Example: oracle.jdbc.driver.OracleDriver

Only JDBC Thin Driver is supported.
Do not modify this value.

<HOST>

Enter the Host name/ IP
Address of the system on
which you are installing
the OFSAA components.

Host Name/ IP Address

<SETUPINFO>/PREFI
X_SCHEMA_NAME

Identifies whether the
value specified in
<SETUPINFO>/NAME
attribute must be prefixed
to the schema name.

YES or NO

The default value is YES.

<SETUPINFO>/NAME

Enter the acronym for the
type of implementation.
This information is
displayed in the OFSAA
Home Page.

On executing the schema
creator utility, this value is
prefixed with each schema

Accepts strings with a minimum length of
two and a maximum of four. Example: DEV,
SIT, PROD

This name appears in the OFSAA
Landing Page as "Connected To: xxxx".

The schemas that are created get this
prefix. For example, dev_ofsaaconf,
uat_ofsaaconf, and so on.
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Tag Name/Attribute

Name

Description

Mandatory
(Y/N)

Default Value/ Permissible Value

Comments

name. For example:
dev_ofsaaconf,
uat_ofsaatm.
<PASSWORD>/ Enter the password if you N The maximum length allowed is 30 On successful execution of the utility,
DEFAULT* want to set a default characters. Special characters are not the entered password in the
password for all schemas. allowed. OFS_<APP
You also must set the PACK>_ SCHEMA IN.xml fileis
APPLYSAME- cleared.
FORALL attribute as Y to
apply the default password
for all the schemas.
<PASSWORD>/ If you have entered Y in Y Default N Permissible: Y or N Setting this attribute value is
APPLYSAMEFORALL | APPLYSAME- Enter Y if you want to apply the password mandatory if the DEFAULT attribute is
FORALL attribute and also specified in the DEFAULT attribute for all the | S€t-
have specified individual schemas.
passwords for all the If you enter as N, you must provide
schemas, then the individual passwords for all schemas.
specified individual
passwords will take
precedence.
<SCHEMA>/TYPE The different types of Y ATOMIC/CONFIG/SANDBOX/ADDON Only One CONFIG schema can exist in
schemas that are SANDBOX and ADDON schemas do not the file.
supported in this release apply to OFSAAIL Do not edit this attribute value.
are ATOMIC, CONFIG, This schema identifies as the
SANDBOX, and ADDON. CONFIGURATION schema that holds
By default, the schemas the OFSAA setup detains and other
types are seeded based on Metadata information.
the Application Pack. Multiple ATOMIC/ SANDBOX/ADDON
schemas can exist in the file.
<SCHEMA>/NAME The schemas’ names are Y The permissible length is 15 characters and SETUPOINFO/NAME
seeded based on the only alphanumeric characters are allowed. attribute value is prefixed to the
Application Pack by No special characters allowed except schema name being created.
default. underscore '_'
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Tag Name/Attribute

Name

Description

You can edit the schema
names if required.

The Schema Name will
have a prefix of the
SETUPINFO/ NAME
attribute.

SCHEMA NAME must be
the same for all the
ATOMIC Schemas of the
applications within an
Application Pack.

Mandatory
(Y/N)

Default Value/ Permissible Value

Comments

For example, if a name is set as
'ofsaatm’ and setupinfo as 'uat’, then
schema being created is 'uat_ofsaatm'.

NAME must be the same where
APP_GRP=1for all SCHEMA tags (Not
applicable for this Application Pack).

If this attribute is left blank,
then USERS is set as the
default tablespace.

Permissible Any existing valid tablespace
name.

<SCHEMA>/PASSWO | Enter the password of the N The maximum length allowed is 30 It is mandatory to enter the password if
RD schema to be created. characters. Special characters are not you have set the <PASSWORD>/
If this attribute is left blank, allowed. APPLYSAMEFORALL attribute as N.
then the password
specified in the
<PASSWORD>/DEFAULT
attribute is applied as the
Schema Password.
<SCHEMA>/APP_ID The Application ID is Y Unique Seeded Value Identifies the Application/ Product for
seeded based on the which the schema is being created. Do
Application Pack by not edit this attribute value.
defauit. Do not modify this value.
<SCHEMA>/DEFAULT | Enter the available default | N Default USERS Modify this value to associate any valid
TABLESPACE tablespace for DB User. tablespace with the schema.
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Tag Name/Attribute

Name

<SCHEMA>/TEMPTA
BLESPACE

Description

Enter the available
temporary tablespace for
DB User.

If this attribute is left bank,
TEMP is set as the default
tablespace.

Mandatory
(Y/N)

Default Value/ Permissible Value

Default TEMP

Permissible Any existing valid temporary
tablespace name.

Comments

Modify this value to associate any valid
tablespace with the schema.

<SCHEMA>/QUOTA

Enter the quota to be set
on the
DEFAULTTABLESPACE
attribute for the schema/
user. By default, the quota
size is set to 500M.

Minimum: 500M or
Unlimited on default
Tablespace.

Example:

600M/ m

20G/ g

UNLIMITED/ unlimited

Modify this value to grant the specified
quota on the mentioned tablespace to
the user.

<SCHEMA>/
INFODOM

Enter the name of the
Information Domain to
associate this schema.

The schema creator utility
automatically derives an
Information Domain Name
based on the Application
Pack if no value is specified
for this attribute.

Permissible length is 16 characters and only
alphanumeric characters are allowed. No
special characters are allowed.

<ADV_SEC_OPTIONS>
/

Parent tag to hold Advance
Security Options.

Uncomment the tag and edit if you
want to add security options. For
example, TDE and Data Redact.

For details, see the example in the
comments for the
<TABLESPACE>/ENCRYPT tag.
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Tag Name/Attribute

Name

Description

Mandatory
(Y/N)

Default Value/ Permissible Value

Comments

<ADV_SEC_OPTIONS> | Tagto enable/disable TDE. | N The default is FALSE. To enable TDE, set Ensure this tag is not commented if
/TDE this to TRUE. you have uncommented
<ADV_SEC_OPTIONS>
<ADV_SEC_OPTIONS> | Tag to enable/disable the N The default is FALSE. To enable Ensure this tag is not commented if
/DATA_REDACT Data Redaction feature. DATA_REDACT, set this to TRUE you have
uncommented<ADV_SEC_OPTIONS>
<TABLESPACES> Parent tag to hold N NA Uncomment the tag and edit. ONLY if
<TABLESPACE> tablespaces are to be created as part of
the installation.
elements

For details, see the example following

the table.

When TDE is TRUE in

ADV_SEC_OPTIONS,

then it is mandatory for the

<TABLESPACES> tag to be present in

the XML file.
<TABLESPACE>/NAM | Logical Name of the Y Name, if specified, must be referred in
E tablespace to be created. the

<SCHEMA DEFAULTTABLESPACE=

"#HNAME##"> attribute.

Note the ## syntax.
<TABLESPACE>/VAL Physical Name of the Y NA Value, if specified, is the actual name
UE tablespace to be created. of the TABLESPACE.
<TABLESPACE>/DAT | Specifies the location of Y NA Enter the absolute path of the file to be
AFILE the data file on the server. created.
<TABLESPACE>/AUT | Specifies if the tablespace | Y ON or OFF Set to ON to ensure that the tablespace
OEXTEND must be extensible or have does not run out of space when full.

a hard limit.
<TABLESPACE>/ENC | Specifies if the Y ON or OFF Set to ON to ensure that the
RYPT tablespace(s) must be tablespaces when created are

encrypted using TDE.

encrypted using TDE.
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Tag Name/Attribute Description Mandatory | Default Value/ Permissible Value Comments

Name (Y/N)

Note: Encryption of tablespaces
requires enabling Transparent Data
Encryption (TDE) on the Database
Server.

Example: The following snippet shows
that TDE is enabled and hence the
tablespace is shown with encryption
ON.

<ADV_SEC_OPTIONS>

<OPTION NAME="TDE"
VALUE="FALSE" />

<OPTION NAME="DATA REDACT"
VALUE="FALSE" />

</ADV_SEC_OPTIONS>
<TABLESPACES>

<TABLESPACE
NAME="OFS AAI TBSP_ 1"
VALUE="TS USERS1"
DATAFILE="/

scratch/oral9c/app/oracle/
oradata/OFSPQA19cDB/ts_use
rsl.dbf" SIZE="500M"
AUTOEXTEND="ON"
ENCRYPT="ON" />

<TABLESPACE
NAME="OFS AAI TBSP 2"
VALUE="TS USERS2"
DATAFILE="/

scratch/oral9c/app/oracle/
oradata/OFSPQA19cDB/ts use
rs2.dbf" SIZE="500M"
AUTOEXTEND="ON"
ENCRYPT="ON" />

</TABLESPACES>

<SCHEMAS>
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Tag Name/Attribute Description Mandatory | Default Value/ Permissible Value Comments

Name (Y/N)

<SCHEMA TYPE="CONFIG"
NAME="ofsaaconf"
PASSWORD=""

APP ID="OFS AAI"
DEFAULTTABLESPACE="##OFS_A
AI TBSP 1##"
TEMPTABLESPACE="TEMP"

QUOTA="unlimited"/>

<SCHEMA TYPE="ATOMIC"
NAME="ofsaaatm"
PASSWORD=""

APP_ID="OFS_ AAAI"
DEFAULTTABLESPACE="##OFS_A
AI TBSP 2##"
TEMPTABLESPACE="TEMP"
QUOTA="unlimited"
INFODOM="OFSAAAIINFO" />

</SCHEMAS>
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5.2.3 Configure the Schema Creator Utility for HDFS Schema

If the installation is being performed for Big Data, provide the Pack specific schema details in the <APP
Pack> SCHEMA BIGDATA IN.xml file.

The types of schemas that you can configure are:

e CONFIG: This schema holds the entities and other objects required for OFSAA setup
configuration information. There can be only one CONFIG schema per OFSAA instance. This
schema is created only in RDBMS.

¢ METADOM: This schema holds the data model entities. One METADOM schema is attached to
one Information Domain. There can be multiple DATADOM schemas per OFSAA Instance. This
schema is created only in RDBMS. It has only platform entities that hold the metadata details.
However, it does not hold the data model entities.

e DATADOM: This schema holds data model entities. One DATADOM schema is attached to one
Information Domain. There can be multiple DATADOM schemas per OFSAA Instance.

5.2.3.1 Configure the <APP Pack>_SCHEMA_BIGDATA_IN.xml File

Creating HIVE schemas and objects within the schemas are the primary steps in the installation
process of OFSAA Applications.

The <APP PACK> SCHEMA BIGDATA IN.xml file contains details of the various application
schemas. Update the values of the various tags and parameters available in this file before executing
the schema creator utility.

This file must be configured only if the installation is for HDFS. This file is not required to be
configured for an RDBMS ONLY target installation.
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Table 17: <APP Pack>_SCHEMA_BIGDATA_IN.xml file Parameters

Tag Name/Attribute Name

Description

Mandatory

Default Value/
Permissible Value

Comments

<APP_PACK_ ID> Seeded unique ID for the Y Seeded DO NOT modify this value.
OFSAA Application Pack
<IS_TCPS> Enter if the TCPS Y Seeded, with FALSE as the | Modify this to TRUE if you require the
configuration is required. default value. installer to uptake the configuration.
<JDBC_URL> Enter the JDBC URL Y Example:
Note: You can enter RAC/ jdbc:oracle:thin:@<HOST/

NON-RAC enabled database
connectivity URL.

IP>:<PORT>:<SID>
or

jdbc:oracle:thin:@//[HOS
T][:PORT]/ SERVICE

For an HDFS ONLY target
installation, this URL must
be of the RDBMS instance
that hosts the
Application's METADOM.

or

jdbc:oracle:thin:@(DESCRI
PTION=(ADDRESS_
LIST=(ADDRESS=(PROT
OCOL=TCP)(HOST=[HO
ST])(port=[PORT]))(ADD
RESS=(PROTOCOL=TCP)
(HOST=[HOST])(PORT=[
PORT]))(LOAD_
BALANCE=yes)(FAILOV
ER=yes))(CONNECT_
DATA=(SERVICE_
NAME=[SERVICE])))

For example,
jdbc:oracle:thin:@//
dbhos
t.server.com:1521/service 1

or
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Tag Name/Attribute Name

Description

Default Value/
Permissible Value

Comments

jdbc:oracle:thin:@//dbsho
st.server.com:1521/scan-1

or
jdbc:oracle:thin:@(DESCRI

PTION=(ADDRESS_
LIST=(ADDRESS=(PROT
OCOL=TCP)(HOST=dbhost
1.server.co

m)(port=1521)
)J(ADDRESS=(PROTO-
COL=TCP)(HOST=dbhost2
.s erver.com)(PORT=1521))(
LOAD_
BALANCE=yes)(FAILOV
ER=yes))(CONNECT_
DATA=(SERVICE_

NAME=servicel)))

<JDBC_DRIVER>

By default, this driver's name
is seeded.

Example,
oracle.jdbc.driver.OracleD
river

Only JDBC Thin Driver is supported.
DO NOT modify this value.

<HOST>

Enter the Hostname/ IP
Address of the system on
which you are installing the
OFSAA components.

Host Name/ IP Address

<SETUPINFO>/ PREFIX_ SCHEMA _
NAME

Identifies if the value
specified in

<SETUPINFO>/

NAME attribute must be
prefixed to the schema
name.

YES or NO

The default value is YES.

<SETUPINFO>/ NAME

Enter the acronym for the
type of implementation. This
information is displayed in
the OFSAA Home Page.

Accepts strings with a
minimum length of two
and a maximum of four.

This name appears in the OFSAA Landing
Page as "Connected To: xxxx"

Note: On executing the schema creator
utility, this value is prefixed with each
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Tag Name/Attribute Name Description Mandatory  Default Value/ Comments
(Y/N) Permissible Value
Example, schema name. For example: dev_ ofsaaconf,
DEV, SIT, PROD uat_ofsaaatm.
<PASSWORD>/ DEFAULT* Enter the password if you N The maximum length Applies only to the RDBMS type METADOM
want to set a default allowed is 30 characters. schema(s).
password for all schemas. Special characters are not
Note: You also must set the allowed.
APPLYSAMEFORALL
attribute as Y to apply the
default password for all the
schemas.
<PASSWORD>/ APPLYSAMEFO Enter as Y if you want to Y Default N Permissible Y or | Setting this attribute value is mandatory If
RALL apply the password specified N the DEFAULT attribute is set.
in the DEFAULT attribute for Applies only to the RDBMS type METADOM
all the schemas. schema(s).
If you enter as N, you must
provide individual passwords
for all schemas.
Note: If you have entered Y
in the APPLYSAME-
FORALL attribute and also
have specified individual
passwords for all the
schemas, then the specified
individual passwords will take
precedence.
<SCHEMAS>/TYPE=RDBMS Identifies the RDBMS schema | Y Default names for In an HDFS ONLY target installation, the
details. schemas within the pack Application's METADOM (that hosts the
are derived in absence of metadata) for an application is stored in
any value specified. RDBMS schema and the data model entities
of the application are stored in the
DATADOM (which are on Hive).
<SCHEMA>/ TYPE The different types of Y ATOMIC/CONFIG/SANDB | Only One CONFIG schema can exist in the
schemas that are supported OX/ADDON file.
in this release are ATOMIC, Note: The SANDBOX AND | This schema identifies as the
ADDON schemas do not CONFIGURATION schema that holds the
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Tag Name/Attribute Name

Description

Mandatory
(Y/N)

Default Value/
Permissible Value

Comments

CONFIG, SANDBOX, and
ADDON.

By default, the schemas
types are seeded based on
the Application Pack.

Note: Do not edit this
attribute value.

apply to the OFSAAAI
Application Pack.

OFSAA setup details and other metadata
information.

Multiple ATOMIC/ SANDBOX/ ADDON
schemas can exist in the file.

ATOMIC schema refers to the METADOM
within the Information Domain schema.
SANDBOX schema refers to the SANDBOX
schema.

ADDON schema refers to another
miscellaneous schema (not applicable for
this Application Pack).

<SCHEMA>/ NAME By default, the schema's Y The permissible length is The Schema Name will have a prefix of the
names are seeded based on 15 characters and only SETUPINFO/ NAME attribute.
the Application Pack. alphanumeric characters SCHEMA NAME must be the same for all the
You can edit the schema allowed. No special ATOMIC Schemas of applications within an
names if required. characters allowed except | Application Pack.
underscore "' . . , ,
For example, if the name is set as 'ofsaaatm
and setupinfo as 'uat’ then the schema being
created would be 'uat_ofsaaatm’'.
NAME must be the same where APP_GRP=1
for all SCHEMA tags (Not applicable for this
Application Pack).
<SCHEMA>/PASSWORD Enter the password of the N The maximum length It is mandatory to enter the password if you
schema to be created. allowed is 30 characters. have set the <PASSWORD>/
Note: If this attribute is left Special characters are not | APPLYSAMEFORALL attribute as N.
blank, then the password allowed.
specified in the
<PASSWORD>/DEFAULT
attribute is applied as the
Schema Password.
<SCHEMA>/APP_ID By default, the Application ID | Y Unique Seeded Value Identifies the Application/ Product for which

is seeded based on the
Application Pack.

the schema is being created.
Note: Do not edit this attribute value.
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Tag Name/Attribute Name

Description

Mandatory
(Y/N)

Default Value/
Permissible Value

Comments

<SCHEMA>/DEFAULTTABLESPACE

Enter the available default
tablespace for DB User.
Note: If this attribute is left
blank, then USERS is set as
the default tablespace.

Default USERS

Permissible Any existing
valid tablespace name.

Modify this value to associate any valid
tablespace with the schema.

<SCHEMA>/ TEMPTABLESPACE

Enter the available temporary
tablespace for the DB User.

Note: If this attribute is left
blank, then TEMP is set as
the default tablespace.

Default TEMP

Permissible Any existing
valid temporary tablespace
name.

Modify this value to associate any valid
tablespace with the schema.

<SCHEMA>/ QUOTA

Enter the quota to be set on
DEFAULTTABLESPACE
attribute for the schema/
user. By default, the quota
size is set to 500M.
Minimum: 500M or
Unlimited on default
Tablespace.

Example, 600M/m 20G/g
UNLIMITED/unlimited

Modify this value to grant the specified
quota on the mentioned tablespace to the
user.

<SCHEMA>/ INFODOM

Enter the name of the
Information Domain to
associate this schema.

The schema creator utility
automatically derives an
Information Domain Name
based on the Application
Pack if no value is specified
for this attribute.

Permissible length is 16
characters and only
alphanumeric characters
allowed. No special
characters allowed.

<SCHEMAS>/TYPE=HDFS

Type of schemas being
created.

Refers to the DATADOM of the Application
Pack being installed.

<HIVE_ SERVER_HOST>

IP/HostName of the server
where HIVE is installed.

<HIVE_LIB_ PATH>

The directory path where the
HIVE related drivers/jar files
are copied.

Manually copy the jars mentioned in the
Copy Jars to OFSAA Installation Folder
and
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Tag Name/Attribute Name

Description

Mandatory
(Y/N)

Default Value/
Permissible Value

Comments

Copy KEYTAB and KRB5 Files in OFSAAI
sections.

Note: Select the appropriate versions of the
files.

<SCHEMA>/NAME By default, the schema Y The permissible length is The Schema Name must not be the same as
names are seeded based on 20 characters and only the Schema Name specified for the ATOMIC
the Application Pack. alphanumeric characters Schema Type.
You can edit the schema allowed.
names if required.
Note: The Schema Name will
have a prefix of the
SETUPINFO/ NAME
attribute.
<SCHEMA>/TYPE Identifies the type of schema | Y By default, the TYPE DO NOT modify this value.
where the data model entities attribute in this tag is set
reside. to DATADOM.
<SCHEMA>/DB TYPE Identifies the type of driverto | Y By default, the only In upcoming releases, the type value can be
be used for the connection. supported type is HIVE in HIVE/ IMPALA, etc.
this release.
<SCHEMA>/<PROPERTY>/COMME | COMMENTS for the HIVE N
NT schema.
<SCHEMA>/<PROPERTY>/LOCATI You can optionally specify a N
ON location for the table data.
<CONNECTION_PROPERTIES>/<PR HIVE JDBC driver details. Y org.apache.hive.jdbc.Hive The default Hive Server 2 driver name.
OPERTY>/ JDBC_DRIVER Driver
<CONNECTION_PROPERTIES>/<PR | Enter the HIVE JDBC URL. Y Valid Hive JDBC URL to be | Specify the Hive JDBC URL to connect to the

OPERTY>/ JDBC_URL

specified.

Hive Server.
For Example:

jdbc:hive2://ofss-
****:10000/default;principal=hive/ofss-
XXx@xxx.COM

Confidential - Oracle Restricted




Confidential - Oracle Restricted

INSTALLATION

CONFIGURE THE SCHEMA CREATOR UTILITY

Tag Name/Attribute Name

Description

Mandatory
(Y/N)

Default Value/
Permissible Value

Comments

OPERTY>/KRB_REALM_FILE_NAME

<CONNECTION_PROPERTIES>/<PR | Authentication Type. Y Permissible values: Only "Kerberos with keytab" based

OPERTY>/AUTH_TYPE KERBEROS_WITH_ authentication supported in this release.
KEYTAB

<CONNECTION_PROPERTIES>/<PR | Alias name for authentication | Y An Alias name mapping to a principal and

OPERTY>/ AUTH_ALIAS credentials. password combination specified in the

following tags.

<CONNECTION_PROPERTIES>/<PR | Authentication principal Y Principal name used in authentication to

OPERTY>/PRINCIPAL name connect to the Hive Server.

For Example: hive/ofss-xxx@xxx.COM
<CONNECTION_PROPERTIES>/<PR | Authentication password Y Password used in authentication to connect
OPERTY>/PASSWORD to the Hive Server.
<CONNECTION_PROPERTIES>/<PR | A keytab file containing pairs | Y This file must be copied to the location
OPERTY>/KRB_GSSJAAS_FILE_NAM | of Kerberos principals and an specified in <HIVE_LIB_PATH>.

E encrypted copy of that
principal's key.
<CONNECTION_PROPERTIES>/<PR | REALM configuration file. Y This file must be copied to the location

specified in <HIVE_LIB_PATH>.
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5.3 Execute the Schema Creator Utility

Depending on the option selected to run the OFSAA Application Pack installer, you must select the
appropriate schema creator utility execution option from the following options:

e Execute the Schema Creator Utility in Offline Mode

e Execute the Schema Creator Utility in Online Mode

e Execute the Schema Creator Utility in TCPS Mode

e Execute the Schema Creator Utility while Installing Subsequent Applications Pack

After creating the schema, proceed to Configure the OFSAAI InstallConfig.xml File.

5.3.1 Execute the Schema Creator Utility in Offline Mode

In the Offline mode, the utility generates an SQL script with all the required DDLs for Users, Objects,
and Grants. This script must be executed by the DBA on the appropriate database identified for
OFSAA usage. If you do not have the SYSDBA privileges, you can execute the Schema Creator Utility in
Offline mode and generate the script file that contains the Schemas, Objects, and Grants information.
Subsequently, a SYSDBA user can execute the script file manually. To run the OFSAA Application Pack
installer in Silent mode, it is mandatory to execute the schema creator utility with -s option.

To execute the utility in Offline mode, you must have a database user with the following GRANTS
(alternatively, you can also connect as a user with SYSDBA privileges):

e SELECT ON DBA_ROLES

e SELECT ON DBA_USERS

e SELECT ON DBA_DIRECTORIES
e SELECT ON DBA_TABLESPACES
o CREATE SESSION

I NOTE Explicit Grants to the user are required. Grants assigned
through Roles are not supported.
To execute the schema creator utility in the offline mode, follow these steps:
1. Login to the system as a non-root user.
2. Navigate to the following path: OFS_AAAI/schema creator/bin.
3. Execute the osc. sh file using the following command:
./osc.sh -s -o
4. The following message is displayed:

You have chosen OFFLINE mode. Triggering the utility in OFFLINE mode will generate the
script. Do you wish to proceed? (Y/y or N/n).

5. Enter Y to proceed.
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6. Enter the DB Username with SELECT privileges.

7. Enter the User Password.

Figure 5: Schema Creation in Offline Mode

/ atch/test81/0FS_ARAT PACK/schema creator/bin>./
hellol

You have chosen OFFLINE mod

> the script. Do you wish to proceed? (Y/N):

found in : /scratch/oracfss/jdkl.8.0_|
Version found : .0_202

: SUCCESS

n Started r
with the following privil.

SELECT on DBB:DIRECTORIES
SELECT on DBA TABLESFACES
2 User Name:

Generating Schema Creation Scripts Started

he ng OFSAA installation.
OFSAA installation not found.
i the dat file OFS_AAAI CFG.dat started...
The path i .ch/test81/0F5_ARAI_ PACK/schema_ creator/conf
fully validated OFS_ARAI_CFG.dat fil
ting the input XML ./scratch/test81/0F5_AAAI P
d

152
Successfully connected to User - sy dba URL - jdbc:oracle
URL successfully validated...

8. The console runs the initial validation checks and displays the following message:

You have chosen to install this Application Pack on <Name of the Atomic Schema> ATOMIC
schema. Do you want to proceed? (Y/N).
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Figure 6: Schema Creation in Offline Mode Script Generation

INT_LB HOST not
1S_HYBRID not t
Parsing file: /

appList

there in schema
e in schema
e /conf/OFS_AAAI_Pack.xml

ATOMIC
aatm” ATOMIC schema. Do you want to pr

. Do you want to pro

creation Scripts

enerating TableSp,
P n Scripts

Generating Tables

eat
ion for CONFIG
for CONFI!
f details updated into the dbmaster table
onf details updated into the I1BNMASTER table
nf details updated into the i_db detail table
nf details updated into the aai_db_auth_alias table
r table

TableSpace : USERS on Temp TableSpace
s complete:

redaction flag in atomic schema

a_output_scripts.sql before proceeding with the install

Enter v to start the script generation. The following message is displayed:

You have chosen to install this Application Pack on <Name of the Infodom>. Do you want to
proceed? (Y/N).

Figure 7: Schema Creation in Offline Mode Successful

CONFIG User uavy ofsaaconf creation script generated successfully o
ts creation scripts started.

ripts complet

Default Tabl on Temp TableSpace : TEMP

G schema started .

lema comp.

User uavy ofsaa
User £

f details updatex

updated i
into the

uavy_ofsaaatm
uavy_ofsaaatm d

tion script

eted ...
into the dbmaster table

d into the I18NMASTER table
nf details updated into the a

db_detail table
)_auth_alias table
r table
I18NMASTER table
i_db_detail table
ias table
n Default TableSpace :

into the aai

n Temp TableSpace : TEMP

pts

eation Scripts
ation Scripts
tion flag in atom

Completed

hema Creator exe _creator/sysdba_output_: ipts.sql before proceeding with the install)

ation.
/scratch/t

SQL*Plus:
Version 18.
pyright

Enter password:

acle Database 18c Enterprise Edition Release 18.0.0.0.0 - Production
Ver 0.0.0

@/scratch/test8l/OFS_AAAI_PACI

/schema_creator/sysdba_output_scrip
nected from Or e Database L 0

Enterprise Edition Release 18.(

sql

0.0.0 - Production

hema_creato

On successful execution of the schema creator utility, the console displays the following status
message:

Schema Creator executed successfully. Please execute
scratch/ofsaaapp/OFS AAAI/schema creator/sysdba output scripts.sqgl before
proceeding with the installation.
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Additionally, if you have configured the <<APP PACK>> SCHEMA BIGDATA IN.xml file, a
file called hive output scripts.hgl isalso created in the
/scratch/ofsaaapp/OFS AAAI PACK/schema creator directory.

NOTE If there are any errors during the SQL script execution,
reconfigure the <<APP Pack>> SCHEMA IN.xml and/or
<<APP Pack>> SCHEMA BIGDATA IN.xml filesand
repeat steps in this procedure to execute the utility. This
regenerates the scripts with the correct information.

10. Navigate to the OFS AAAI/schema creator directory.

11. Log in to SQLPLUS as a user having SYSDBA Privileges.

Figure 8: Schema Creation in Offline Mode — Execute sysdba_output_scripts.sql

SQL*Plus: Release 18.0.0.0.0 — Production on Tue Mar 10 10:50:36 2020
Version 18.3.0.0.0

Copyright (c) 1982, 2018, Oracle. All rights reserved.

Enter user-name: sys

Enter password:

ERROR:

ORA-12 TNS:net service name is incorrectly specified

Enter user-name: TESTDB

Enter password:

ERROR:

ORA-12162: TNS:net service name is incorrectly specified

Enter user—-name: sys

Enter password:

ERROR:

ORA-121 TNS:net service name is incorrectly specified

SP2-0157: unable to CONNECT to ORACLE after 3 attempts, exiting SQL*Plus
/scratch/test81/0FS RAAI PACK/schema creator>sys@RUBY18STD as sysdba

—ksh: sys@RUBY18STD: not found [No such file or directory]
/scratch/test81/0FS_ARAI PACK/schema creator>sglplus sys@RUBY18STD as sysdba

SQL*Plus: Release 18.0.0.0.0 — Production on Tue Mar 10 10:53:24 2020
Version 18.3.0.0.0

Copyright (c) 1982, 2018, Oracle. BAll rights reserved.
Enter password:
Connected to:

Oracle Database 18c Enterprise Edition Release 18.0.0.0.0 - Production
Version 18.3.0.0.0

SQL> @/scratch/test81/0FS AAAI PACK/schema creator/sysdba output scripts.sql
Disconnected from Oracle Database 18c Enterprise Edition Release 18.0.0.0.0 - Production
Version 18.3.0.0.0

/scratch/test81/0FS AAAI PACK/schema creator>f]

12. Execute the sysdba output scripts.sql file using the following command:

SQL>@sysdba_ output scripts.sqgl
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Alternatively, you can copy the sysdba output scripts.sql fileand SQLScripts directory
to a remote server and execute the sysdba_output scripts.sql file, after providing
appropriate execute permissions.

13. Log in to the Hue Browser with System Administrator privileges. Execute the script mentioned
under hive output scripts.hqgl (omitting the slash ('/")) in the HIVE Query Editor. For
example:

CREATE SCHEMA IF NOT EXIST <<HIVE SCHEMA NAME>>

NOTE See the sysdba_output_scripts.log file for execution status. If
there are any errors, contact My Oracle Support. If there are no
errors in the execution, the log file is empty.

The result of this task is that the <PACK>_SCHEMA_OUT.XML file is generated. Do not modify this file.

After creating the schema, proceed to Configure the OFSAAI InstallConfig.xml File.

5.3.2 Execute the Schema Creator Utility in Online Mode

In Online mode, the utility connects to the database and executes the DDLs for Users, Objects, and
Grants. If you have SYSDBA privileges you can execute the Schema Creator Utility in Online mode and
thereby create the Users, Objects, and Grants during the execution process. To execute the utility in
the Online mode, you must connect as "<User> AS SYSDBA".

If you want to run the OFSAA Application Pack Installer in Online mode, it is mandatory to execute the
schema creator utility with -s option.

To execute the utility with -s option in online mode, follow these steps:

1. Editthe file OFS AAAI/schema creator/conf/OFS <APP PACK> SCHEMA IN.xmlina
text editor. See Configure OFS <App Pack> SCHEMA IN.xml for values to modify in the XML
file.

2. Execute the utility with -s option. For Example: . /osc.sh -s
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Figure 9: Schema Creation in Online Mode

/scratch/ofsaaapp/RAI81 Kit/OFS_AAAI PACK/schema_creator/bin>./osh.sh -s
-ksh: ./osh.sh: not found [No such file or directory]
/scratch/ofsaaapp/AAI81_Kit/OFS_AARI_PACK/schema_creator/bin>ls

osc.sh
/scratch/ofsaaapp/AAI81_Kit/OFS_AAAI_PACK/schema_creator/bin>clear
/scratch/ofsaaapp/RAAI81 Kit/OFS_AAAI PACK/schema_creator/bin>./osc.sh -s
You have chosen ONLINE mode

Triggering the utility in ONLINE mode will execute the DDLs directly on the Database. Do you wish to proceed? (Y/N):
e

Java Validation Started ...

Java found in : fusr/java/jdkl.8.0_172/bin

JAVA Version found : 1.8.0_172

JAVA Bit Version found : 64-bit

Java Validation Completed. Status : SUCCESS

DB specific Validation Started ...

Enter the DB User Name With SYSDBA Privileges:

sys as sysdba

Enter the User Password:

user name is sys

Cracle Client version : 18.0.0.0.0. Status : SUCCESS
Oracle Server version Current value : 18.0.0.0.0. Status : SUCCESS
DB specific Validation Completed. Status : SUCCESS

Checking OFSAA installation...

OFSAA installation not found.

Validating the dat file OFS_RAAI_CFG.dat started...

The path is:/scratch/ofsaaapp/AAIB1_Kit/OFS_AAAI_PACK/schema_creator/conf

Sucessfully vali ed OFS_AAARI_CFG.dat file

Validating the input XML file.../scratch/ofsaaapp/AAIBl_Kit/OFS_AAAI_PACK/schema_creator/conf/OFS_AAAI_SCHEMA_ IN.xml
Input XML file validated successfully.

The following message is displayed:

You have chosen ONLINE mode. Triggering the utility in ONLINE mode will execute the DDLs
directly on the Database. Do you wish to proceed? (Y/y or N/n).

Enter Y to proceed.

Figure 10: Schema Creation in Online Mode — DDL Execution

OFSAA installation fou

rs are properly set

checking and creating data security role
Security role already pre t in DB
Security role already present in DB
privilege role already present in DB
d i i scratch/ofsaaapp/AAI81 Kit/OFS_ARAI_PACK/schema_creator/../conf/OFS_AAAI_Pack.xml

hema_name: aj8l_ofsaaconf schema_type: CONFIG

| j8l_ofsaaatm schema_type: ATOMIC
natall this Application Pack on "aj8l_ ofszaaatm" ATOMIC hema. Do you want to proceed? (Y/N)

The following message is displayed:

You have chosen to install this application pack on INFODOM “<INFODOM_NAME>". Do you
wish to proceed? (Y/y or N/n).

Enter Y to proceed.
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5:3-3

Confidential

Figure 11: Schema Creation in Online Mode — Infodom Confirmation

Validating Connection URL ...jdbc:oracle:thin:@
Connection jdbc:oracle:thin: ¢ : 1521/_
Successfully connected to User - sys as sysdba URL - jdbc:oracle:thin: @I 152 ] /I
Connection URL successfully validated...
localhost name - NN [PAddress - I
INT_LB_HOST not there in schema
IS_HYBRID not there in schema
the redaction flag is inside precheck true
Executing redaction check query
Data Redaction parameters are properly set
checking and creating data security roles
Security role already present in DB
Security role already present in DB
privilege role already present in DB
Parsing file: /scratchlofsaaapp/AAIBl Kit/OFb ARAT PALK/schema ureator/../ccnf/OFS_AAAI_Pack.xml
Checking: app: OFS_AAI schema name: aj8l_ ofsaaconf schema _type: CONFIG
Checking: app: OFS AAAT achema _name: aj8l_ofsaaatm schema type: ATOMIC
You have chosen to install this Application Pack on "aj8l_ofsaaatm"” ATOMIC schema. Do you want to proceed? (Y/N)
Y
You have chosen to install this Application Pack on INFODOM "ofsaaaiinfo". Do you want to proceed? (Y/N)
Y
xecuting TableSpace Scripts :
Executlng TableSpace SCrlpt“ cumpleted.l.
Lreatlnq Schemas started...
CONFIG User ajB8l_ofsaaconf successfully created on Default TableSpace : USERS on Temp TableSpace : TEMP
Grants creation scripts execution started...
Grants creation scripts execution completed...
Connection jdbc:oracle:thin: @ 1521/
Successfully connected to User - aj8l_ofsaaconf URL - jdbc:oracle:thin: @i 152 1 / AN
Scripts execution for CONFIG schema started ...

7. After Schema creation is successful, proceed to Configure the OFSAAI InstallConfig.xml File.

Figure 12: Schema Creation in Online Mode —Successful

Creating Schemas started...
CCONFIG User ajBl_ofsaaconf successfully created on Default TableSpace : USERS on Temp TableSpace : TEMP
Grants creation scripts execution started...
Grants creation scripts execution completed...
Connection jdbc:oracle:thin: @I 152 ] /I
Successfully connected to User - aj8l_ofsaaconf URL - jdbc:oracle:thin:@EEEENN: 152 1 / I
Scripts execution for CONFIG schema started ...
Scripts execution for CONFIG schema completed ...
ajBl_ofsaaconf details updated into the dbmaster table
ajEll ofsaaconf details updated into the I1BNMASTER table
ajel “ofsaaconf details updated into the aai_db_detail table
a]él_ofsaaconf details updated into the aai_db_auth_alias table
aj8l_ofsaaatm details updated into the dbmaster table
aj8l_ofsaaatm details updated into the I1BNMASTER table
aj8l_ofsaaatm details updated into the aai_db detail table
ajBl_ofsaaatm details updated into the aai_db_auth_alias table

> aj8l_ofsaaatm is successfully created on Default TableSpace : USERS on Temp TableSpace : TEMP
f"reatJ.ng Schemas completed

R:Jle:l creation scripts execution started .
Roleas creation scripts execution completed
the value of redaction flag in atomic schema ie

Grants creation scripts execution started...

the value of redaction flag in atomic schema istrue

lAdding datasec grant file to suffixlist for app name other than AAI
Grants creation scripts cution completed.

The result of this task is that the <PACK>_SCHEMA_OUT.XML file is generated. Do not modify this file.

Execute the Schema Creator Utility in TCPS Mode

If you intend to run the OFSAAAI Application Pack Installer in TCPS mode, it is mandatory to execute
the schema creator utility with -s option and in online mode.
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5.3.3.1  Prerequisites

The following are the prerequisites for this configuration:

1.
2,

UNIX user credentials with which OFSAA was installed.

UNIX user credentials with which Web Application Server (Oracle WebLogic (WLS)/Apache
Tomcat/ IBM WebSphere) was installed.

OFSAAI version should be 8.1.0.0.0 and later.

Ensure OFSAA installed and deployed is having JAVA 8 (Java version must support Java
unlimited cryptographic policy. Java version 1.8.0_161+ supports unlimited cryptographic
policy.)

Create Oracle Wallet on the OFSAA processing tier.

For information on Creating and Managing Oracle Wallet, see
https://blogs.oracle.com/dev2dev/ssl-connection-to-oracle-db-using-jdbc,-tlsv12,-jks-or-

oracle-wallets and https://blogs.oracle.com/weblogicserver/weblogic-jdbc-use-of-oracle-
wallet-for-ssl.

Configure the Oracle Wallet with trusted certificates between the database server with TCPS
configured and the database client to enable communication through the SSL protocol.For
example, all the database utils such as sqlplus, tnsping, and sqlldr must work between the Client
and the Server.

Configure OFSAA to Store Config Schema, Atomic Schema, and SysDBA Credentials with Oracle
Wallet. For details, see the Configure OFSAA to Store Config Schema, Atomic Schema, and
SysDBA Credentials with Oracle Wallet section.

5.3.3.11 Configure OFSAA to Store Config Schema, Atomic Schema, and SysDBA Credentials with Oracle
Wallet

To configure the OFSAA to store the Config and Atomic schema credentials with Oracle Wallet, follow
these steps:

1.
2,

Log in as a UNIX user with the permission to modify the Oracle Wallet.

Execute the following command to configure Config Schema credentials. Enter the password to
store the credentials in the Wallet when prompted.

SORACLE HOME/bin/mkstore -wrl <WALLET HOME> -createCredential -nologo
CONFIG <CONFIG DATABASE USERNAME> <CONFIG DATABASE PASSWORD>

Execute the following command to configure the Atomic Schema credentials, Enter the
password to store the credentials in the Wallet when prompted.
SORACLE HOME/bin/mkstore -wrl <WALLET HOME> -createCredential -nologo

<ATOMICALIASNAME> <ATOMIC DATABASE USERNAME>
<ATOMIC DATABASE PASSWORD>

Configure SysDBA credentials. Execute the following command to configure SysDBA Schema
credentials. Enter the password to store the credentials in the Wallet when prompted.

SORACLE HOME/bin/mkstore -wrl <WALLET HOME> -createCredential -nologo
SYS <SYS DATABASE USERNAME> <SYS DATABASE PASSWORD>
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NOTE ATOMICALIASNAME value is a TNS alias for Atomic Schema and must not
contain underscores.

For example, if the Atomic Schema Name is PROD_OFSAAATM, then the
value for ATOMICALIASNAME must be entered as PRODOFSAAATM.

5.3.3.2 Execute the Utility

To execute the utility, follow these steps:

1.

Edit the file OFS AAAI PACK/schema creator/conf/OFS AAAI SCHEMA IN.xml inthe
text editor. See the tables in Configure OFS <App Pack> SCHEMA [N.xml for values to modify
in the XML file.

Execute the utility with -s option.
./osc.sh -s TCPS <WALLET HOME>

For example: $ ./osc.sh -s TCPS /scratch/oraofss/wallet

Figure 13: Schema Creation in the TCPS Mode

sma_creator/bin

h 9 /scratch/aai8lssl/wallet]

ema creator/bin>./oac.sh -3 TCPS /scratch/aaif8lasl/wallet

1 -Doracle.net.wallet location={f ={METHCOD=£file) (METHOD
erver_dn_m “h=true 7 trustStoreType=550 -Dja

directly on the Database. Do you wish to proceed? (Y/N):

3. The following message is displayed:

Triggering the utility in ONLINE mode will execute the DDLS directly on the Database. Do you
wish to proceed? (Y/y or N/n).

Enter Y to proceed.
The following message is displayed:

You have chosen to install this application pack on “<ATOMIC_SCHEMA_NAME>" ATOMIC
schema. Do you wish to proceed? (Y/y or N/n).

Figure 14: Schema Creation in the TCPS Mode - Install on Atomic Schema

8 8D 05 B2 02 OF 2D 00 00
01 02 23 E4 00 02 05 1B 0 0E
00 00 00 00 00 00 0 01
00 00 00O 02 05 7B 00 19 4F 31
33 3R 20 6E 6F 20 64 61 74 61 20 ¢ 75

4 OR 61 1D D5 6D 51 10 60 C1 2 8 52
4 F8 CA 1B 2C F2 0% 09 0% 09 09 09 09 09 09
chosen to install this Application Pack on "t8ls_ofsaaatm" ATOMIC schema. Do you want to proceed? (Y/N)

6. Enter Y to proceed.

7. After Schema creation is successful, proceed to Configure the OFSAAI InstallConfig.xml File.
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Figure 15: Schema Creation in the TCPS Mode

: 05 02 24 2C 00 O 00 01 10 00 2B
: 00 00 00 00 0O O 00 58 00 01 01
0050: 00 00 EE &3 D9 C 3cC A2 23 E1 34

0060: 4F 69 FD 59 9F 2 09 09 09 09 09 09
Grants creation scrip cution completed...

00
(1]1]

66 01 68

09 09

The result of this task is that the <PACK>_SCHEMA_OUT.XML file is generated. Do not modify this file.

5.3.4 Execute the Schema Creator Utility while Installing Subsequent

Applications Pack

When executing the schema creator utility during the installation of a subsequent Applications Pack,
you can choose to install the pack either on the same Information Domain /Atomic Schema of the
existing application pack or on a new Information Domain / Atomic Schema. You can execute the

schema creator utility either in Online or Offline mode.

To execute the schema creator utility while installing OFSAAAI Application Pack over an existing

Application Pack, follow these steps:

1. Editthe file OFS_AAAI/schema_creator/conf/OFS_<APP PACK> SCHEMA IN.xmlina
text editor. See Configure OFS <App Pack> SCHEMA IN.xml for values to modify in the XML

file.

2. Execute the utility with -s option. For Example: . /osc.sh -s -o
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Figure 16: Execute the Schema Creator Utility to Install Subsequent Applications Pack

script. Do you wish to proceed? (Y/N):

Java Validation Started ...

Java found in : /scratch/oraofss/jdkl.8.0_2
JAVA Version found : 1.8.0_202

JAVA Bit Version found : 64-bit

Java Validation Completed. Status : SUCCESS

DB specific Validation Started ...
Enter the DB User Name with the following privileges:
CREATE SESSION
SELECT on DBA_ROLES
on DBA_USERS
on DBA DIRECTORIES
on DBA_TABLESPACES
> User Name:
sys as sysdba
Enter the User Password:
Oracle Client version : 18.0.0.0.0. Statu JCCESS
Oracle Server version Current wvalue : 18.0. .0. Status
DB specific Validation Completed. Stat
FALSE -0
E=s===sss=smssssoo=s=oz===s

Gener.

Che: ng OFSAA installation

OFSAA installation not found.

Validating the dat file OFS_AAAI CFG.dat started...

The path is:/scratch/test81/0FS_ARAI PACK/schema_ creator/conf

Sucessfully validated OFS_ARAI CFG. dat file

Validating the input XML nle...fscratchftestEUOFS AARAI_ PACK/schema_creator/conf/OFS_AAAI SCHEMA IN.xml
Input XML file validated successfully.

idating Conne n URL ...jdbc:“ 1/
Connection trial jdbcioracle:thin:@ 521/1 {user=sys as sysdba, password=IlI )
ed to User - sys as sdba URL - jdbc:oracle:thin:@ i : 1
Connection URL successfully validated...

After successful schema creation, execute the sysdba output scripts.sql file

Figure 17: Install Subsequent Applications Pack— Execute sysdba_output_scripts.sql

INT_LB_HOST not there in schema
IS, HYBRID not there in schema
Parsing file: /scratch/test81/0FS ARAI PACK/schema creator/../conf/OFS AAAI Pack.xml
Enabled appList: [OFS_RATB, OFS_ARAT]
Enablnd appList: [OFS_ARAIB, OFS_AAAI]
OFS_AAI schema_name: UAVY_ofsaaconf schema_type: CONFIG

app: OFS_AAAI schema name: UAVY ofsaaatm schema type: ATOMIC
You have chosen to install this Application Pack on "uavy_ofsaaatm" ATOMIC schema. Do you want to proceed? (Y/N})
Y
You have chosen to install this Application Pack on INFODOM "ofsaaaiinfo”. Do you want to proceed? (¥/N)
Y

Generating TableSpace creation Scripts started.
Generating TableSpace creation Scripts completed...

Generating Schema creation scripts started...
CONFIG User uavy_ofsaaconf creation script generated successfully on Default TableSpace : USERS on Temp TableSpace
Generation of grants creation scripts started.
Generation of grants creation scripts complet:-d..,
neration for CONFIG hema started ...
Generation for CONFIG schema completed ...
uvavy_ofsaaconf details updated into the dbmaster table
uavy ofsaaconf details updated inte the I1S8NMASTER table
uavy ofsaaconf details updated into the aai_db detail table
uavy_ofsaaconf details updated into the aai_db_auth_alias table
uvavy_ofsaaatm details updated into the dbmaster table
vavy ofsaaatm details updated into the I18NMASTER table
vavy_ofsaaatm details updated into the aai_db_detail table
uvavy_ofsaaatm details updated into the aai_db auth_alias table
uavy_ofsaaatm creation script generated successfully on Default TableSpace : USERS on Temp TableSpace : TEMP
Generating Schema creation scripts completed.

Generating Roles creation Scripts started.
Generating Roles creation Scripts completed...
the value of redaction flag in atomic schema isfal

ma Creator cute /scratch/test81/0FS_AAAI_PACK/schema_creator/sysdba_output_scripts.sgl before proceeding with the install
ation.
/scratch/test81/0FS_ARAI_PACK/schema_creator/bin>]]
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NOTE You must use the same config schema user name as the
previous Application Pack.

3. The utility identifies the Application Packs that are already installed on the current OFSAA setup
and displays the following on the console:

= Atomic schema of the existing Application Pack
= Information Domain Name of the existing Pack

= List of Installed Application Packs

Figure 18: Install Subsequent Applications Pack— Select Atomic Schema and Infodom

CEE L e R e T PR R P P R e e R )
Generating Schema Creation Scripts Started

IS T N I I N T ST T RN TSNS SN ER RN

Checking OFSAA installation...

Found OFSAA installation at /scratch/ofsaadb/OFSAAI

Validating the dat file OFS_AARI CFG.dat started...

Sucessfully validated OFS_AAAI CFG.dat file

Parsing /scratch/ofsaadb/OFSAAI/cont/DynamicServices.xml

Successfully connected to User - dev_confl URL - jdbc:oracle:nhin:&_ 1521:

Validating the input XML file.../scratch/ofsaadb/OFS_ARRI_PACK/schema creator/conf/OFS ARAI SCHEMA IN.xml

Input XML file validated successfully.

Validating Connection URL ...jdbc:oracle:thin: ¢ NS :152: I
Successfully connected to User - sample URL - jdbc:oracle:thin:CdiE:1521:
[ ]

Connection URL successfully validated...

You have chosen to install this Application Pack on "uat_atm anurag™ ATOMIC sche
=a. Do you want to proceed? (Y/N)

¥

You have chosen to install this Application Pack on INFODOM "ofsaaaiinfol™. Do y
ou want to proceed? (Y/N)

Y

4. Select the Atomic User on which you want to install the Application Pack.
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Figure 19: nstall Subsequent Applications Pack- Select Atomic Schema and Infodom

Validating Consection URL ,..jdbciozacle:thin: i NINNRNNNNN:15:) : IRARRENEN

Soccesafully connected to User = sys as sysdba URL - jdde:ioracle:thin:dEENNNNNNNN:1521: EENENNNNN
Connection URL successfully validated...

The following Applicaticn Packs are already installed in this OTSAA setup:

dev_atal-

"OFS_TR_PACK®

You bave selected to install this Applicaticn Fack on "dev_atm3® ATOMIC schema. To proceed enter (¥/y). To change the selection, eater (W/a).

B
Choose the ATOMIC schema from the below 1ist on which you wish to imstall this Application Pack:

- dev atal-
- dev_at=l

Eater che opticn mumber:l

*OFS_TR_EACK®

Generacing TableSpace creation Scripts started...
Generating TableSpace creation Scripts ceepleted...

Generating Schema creation scripts scarted...

Skipping the creation of CONFIG user dev_confl as OFSAAL is already installed on dev_confl

User dev_atmd details updated into the dbmaster table

User dev_atmd creaticn script generated saccessfully ca Default TableSpace : USERS oo Temp TableSpace : THRMP
Gser dev_atmd creatica 19 skipping a3 the user is already created.

Generating Schema Creation scripts cempleted...

Generating Roles creaticn Scripts atarted...
Generating Roles creatica Scripts compleved...

Generating Grants creation scripts started...
Gemerating Grants creation scripts completad...

Genezating Schema Creatica Scripts Completed

Schema Creator executed Successfully.Please execute fscratch/ofsasdb/OFS RARI_PACK/schems creator/syscba _output_scripts.sql
befoze proceeding with the izstallatica.

On successful execution of schema creator utility, the console displays the following status

message:

Success. Please proceed with the installation.

NOTE

See thelogfilein OFS AAAI PACK/schema creator/
logs directory for execution status.

See thelog file sysdba output scripts.log for
execution status if executed in offline mode. This log will
be empty if there are no errors in the execution.

If there are any errors, contact My Oracle Support.

5.4 Configure the OFSAAI_ InstallConfig.xml File

To configure the OFS InstallConfig.xml file, follow these steps:

1. Navigate to the OFS_ARAI/OFS_AAI/conf/ directory.

2, Openthe OFSAAI InstallConfig.xml filein a text editor.

3. Configure the OFSAAI InstallConfig.xml file as mentioned in the following table.
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You must manually set the InteractionVariable parameter values as mentioned in the table. If a value is

not applicable, enter NA. Ensure that the value is not entered as NULL.

Table 18: OFSAA Infrastructure Installation Tasks and Descriptions

InteractionVariable Name

<Layer name="GENERAL">

Significance and Expected Value

Mandatory

InteractionGroup name="WebServerType”

WEBAPPSERVERTYPE

Identifies the web application server on which the OFSAA Infrastructure
web components are deployed.

Set the following numeric value depending on the type of web
application server:

e Apache Tomcat =1

¢ IBM WebSphere Application Server = 2

e Oracle WebLogic Server =3
For example, <InteractionVariable
name="WEBAPPSERVERTYPE">3</InteractionVari able>

Yes

InteractionGroup name="0OFSAA Infrastructure Server Details”

DBSERVER_IP

Identifies the host name or IP address of the system on which the
Database Engine is hosted.

Note: For RAC Database, the value must be NA. For example,
<InteractionVariable name="DBSERVER
IP">14.15.16.17</InteractionVariable> or

<InteractionVariable name="DBSERVER
IP">dbhost.server.com</InteractionVariable>

Yes

InteractionGroup name="Da

tabase Details”

ORACLE_SID/SERVICE_NA
ME

Identifies the Oracle DB Instance SID or SERVICE_NAME

Note: The Oracle SID value mustbe exactly the sameasitis
mentioned in JDBC_URL.

For example, <InteractionVariable
name="ORACLE S ID/ SERVICE

NAME">ofsaser</InteractionVariable>

Yes

ABS_DRIVER_PATH

Identifies the directory where the JDBC driver

(ojdbc<version>. jar) exists. This is typically the

SORACLE HOME/jdbc/1lib directory.

For example, <InteractionVariable name="ABS DRIVER

PATH">">/oradata6/revwb7/ oracle
</InteractionVariable>

Note: See Hardware and Software Requirements to identify the correct
ojdbc<version>. jar file version to be copied.

Yes

InteractionGroup name="0LAP Detail
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enabled. The following numeric value must be set depending on the
choice:

e SFTP:1
e FTP:0
e Local: -1

OLAP_SERVER_ Identifies whether the OFSAA Infrastructure OLAP component must be No
IMPLEMENTATION configured. It depends on whether you intend to use the OLAP feature.
The following numeric value must be set depending on the choice:
e YES:1
e NO:O
Note: If the value for OLAP  SERVER IMPLEMENTATIONIissetto],
the installer checks if the following environment variables are set in the
.profile file:
e ARBORPATH
e HYPERION_HOME
e ESSBASEPATH
InteractionGroup name="SFTP Details”
SFTP_ENABLE Identifies if the SFTP (Secure File Transfer Protocol) feature is to be Yes

You can change this selection later from the OFSAAI administration interface.

The default value for SFTP_ENABLE is 1, which signifies that SFTP is used. Oracle recommends using SFTP instead of FTP
because SFTP is more secure. However, you can ignore this recommendation and use FTP by setting SFTP_ENABLE to 0.

Set SFTP_ENABLE to -1to configure ftpshare and weblocal path as a local path mounted for the OFSAAI server. Use this
option when your application server and web server are on the same machine and using the same UNIX user. This will not ask
for SFTP credentials and installation will proceed.

FILE_TRANSFER_PORT

Identifies the port used for the file transfer service. The default value
specified is 22 (SFTP). Specify the value as 21 or any other PORT value if
the value for SFTP_ENABLE is 0.

For example, <InteractionVariable
name="FILE TRANSFER
PORT">21</InteractionVariable>

Yes

InteractionGroup name="Locale Detail”

LOCALE

Identifies the locale information to be used during the installation. This
release of the OFSAA Infrastructure supports only US English.

For example, <InteractionVariable
name="LOCALE">en US</InteractionVariable>

Yes

InteractionGroup name="0OFSAA Infrastructure Communicating ports"

Note: The following ports are used internally by the various OFSAA Infrastructure services. The default values mentioned are
set in the installation. If you intend to specify a different value, update the parameter value accordingly, ensure that the port
value is in the range 1025 to 65535, and the respective port is enabled.

JAVAPORT

9999

Yes

NATIVEPORT

6666

Yes
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AGENTPORT 6510 Yes
ICCPORT 6507 Yes
ICCNATIVEPORT 6509 Yes
OLAPPORT 10101 Yes
MSGPORT 6501 Yes
ROUTERPORT 6500 Yes
AMPORT 6505 Yes

InteractionGroup name="Web Details"

Note: If the value for HTTPS ENABLE is set to 1, ensure that you have a valid certificate available from a trusted CA and it is
configured on your web application server.

HTTPS_ENABLE

Identifies whether the Ul must be accessed using HTTP or HTTPS
scheme. The default value is set to 0. The numeric value must be set
depending on the following options:

e YES:1
¢ NO:O

For example, <InteractionVariable
name="HTTPS ENABLE">0</InteractionVariable>

Yes

WEB_SERVER_IP

Identifies the HTTP Server IP/ Host name or Web application server IP/
Host name, to be used to access the Ul. This IP is typically the HTTP
Server IP.

If a separate HTTP Server is not available, then the value must be Web
application server IP/Host name.

For example, <InteractionVariable name="WEB SERVER
IP">10.11.12.13</InteractionVariable>

or

<InteractionVariable name="WEB SERVER
IP">myweb.server.com</InteractionVariable>

No

WEB_SERVER_PORT

Identifies the Web Server Port, which is typically 80 for non SSL and 443
for SSL. If a separate HTTP Server exists, the port value must be the
value configured for the Web Server.

Warning: The installer will not accept the port value as:
e 80,if the HTTPS ENABLE variableis 1
e 443, if the HTTPS ENABLE variableis O

For example, <InteractionVariable name="WEB
SERVER _PORT">80</InteractionVariable>

No

CONTEXT_NAME

Identifies the web application context name which is used to build the
URL to access the OFSAA application. You can identify the context name
from the following URL format:

<scheme>://<host>:<port>/<context-name>/
login.jsp

The following is an example:
https://myweb:443/ofsaadev/login.jsp

Yes
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For example, <InteractionVariable name="CONTEXT_
NAME">ofsaadev</InteractionVariable>

E

For example, <InteractionVariable
name="WEBLOGIC DOMAIN

HOME">/home/weblogic/bea/user projects/
domains/mydomain

</InteractionVariable>

WEBAPP_CONTEXT_PATH Identifies the absolute path of the exploded EAR file on the web Yes
application server.
e For Tomcat, specify the Tomcat directory path till /webapps. For
example, /oradata6/ revwb7/tomcat/webapps/.
e For WebSphere, specify the WebSphere path as <WebSphere
profile
directory>/installedApps/<NodeCellName>. For
example, /
data2/test//WebSphere/AppServer/profiles/<Prof
ile Name>/installedApps/aiximfNodeOlCell, where
aix-imf is the Host name.
e For WebLogic, specify the WebLogic home directory path. For
example, /<WebLogic home directory
path>/bea/wlserver 10.3
Note: For WebLogic, the value specified for this attribute is ignored and
the value provided against the attribute WEBLOGIC DOMAIN HOME is
considered.
WEB_LOCAL_PATH Identifies the absolute path to any directory on the web application Yes
server that can hold temporary files, which are uploaded as part of the
usage of the application.
Set this in the FTPSHARE location.
Note: During a clustered deployment, ensure that this path and the
directory are the same on all the nodes.
InteractionGroup name="Weblogic Setup Details”
WEBLOGIC_DOMAIN_HOM Identifies the WebLogic Domain Home. Yes.

Specify the value
only if
WEBAPPSERVERT
YPE is set as 3
(WebLogic)

InteractionGroup name="OFSAAI FTP Details”

OFSAAI_FTPSHARE_PATH

Identifies the absolute path of the directory that is identified as the file
system stage area.

Note: The directory must exist on the same system on which the OFSAA
Infrastructure is being installed (can be on a separate mount).

The user mentioned in the APP_SFTP_USER_ID parameter in the
following example must have RWX permission on the directory.

For example, <InteractionVariable

name="APP FTPSHARE PATH">">/oradata6/revwb7/ftpsh
are</ InteractionVariable>

Yes

OFSAAI_SFTP_USER_ID

Identifies the user who has RWX permissions on the directory identified
for the parameter APP_FTPSHARE_PATH.

Yes

OFSAAI_SFTP_PRIVATE_KE
Y

Identifies the SFTP private key for OFSAAI.
For example,

No

Confidential - Oracle Restricted




Confidential - Oracle Restricted

INSTALLATION

CONFIGURE THE OFSAAI_INSTALLCONFIG.XML FILE

<InteractionVariable
name="OFSAAI SFTP PRIVATE KEY">/home/ofsaapp/.ssh
/id_rsa</InteractionVariable>

By default, the value is NA, which indicates that, for authentication, you
are prompted to enter the password for the user <OFSAAI_SFTP_USER_
ID>.

For more information on how to generate an SFTP Private key, see the
Set Up SFTP Private Key section.

OFSAAI_SFTP_PASSPHRAS
E

Identifies the passphrase for the SFTP private key for OFSAAI.

For example,

InteractionVariable
name="OFSAAI SFTP PASSPHRASE">enter a pass phrase
here</InteractionVariable>

By default, the value is NA.

If the OFSAATI SFTP PRIVATE KEY valueis given and the
OFSAAI SFTP_ PASSPHRASE valueis NA, then the passphrase is
identified as empty.

No

InteractionGroup name="Hive Details"
The default value set for the interaction variables under this group is NA.
Note: The following values are required only for Hive Configuration.

HIVE_SERVER_PORT

Identifies the port used for the file transfer service. The default value is
22 (SFTP). To use this port for FTP, set this value to 21.
For example,

<InteractionVariable
name="HIVE SERVER PORT">22</InteractionVariable>

Yes

HIVE_SERVER_FTPDRIVE

Identifies the absolute path to the directory identified as file system
stage area of the HIVE server.
For example,

<InteractionVariable
name="HIVE SERVER FTPDRIVE">/scratch/ofsaa/ftpsha
re</InteractionVariable>

Yes

HIVE_SERVER_FTP_USERID

Identifies the user who has RWX permissions on the directory identified
undmﬁhepmamemrHIVE_SERVER_FTPDRIVE
For example,

<InteractionVariable
name="HIVE SERVER FTP USERID">ofsaa</InteractionV
ariable>

Yes

HIVE_SERVER_FTP_PROTO
COoL

If the HIVE SERVER_PORT is 21, then set the value to FTP. If not, set it
to SFTP.

For example,

<InteractionVariable
name="HIVE_SERVER_FTP_PROTOCOL">SFTP</Interaction
Variable>

Yes
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HIVE_SFTP_PRIVATE_KEY

Identifies the SFTP private key for the HIVE server.

For example,

<InteractionVariable name="HIVE SFTP PRIVATE
KEY">/scratch/testuser/.ssh/id rsa</InteractionVa
riable>

By default, the value is NA, which indicates that, for authentication, you
are prompted to enter the password for the user
<HIVE_SERVER_FTP_USERID>.

For more information on generating SFTP Private key, see the Set Up
SETP Private Key section.

HIVE_SFTP_PASSPHRASE

Identifies the passphrase for the SFTP private key for HIVE.
For example,

<InteractionVariable name="HIVE SFTP
PASSPHRASE">NA</InteractionVariable>

By default, the value is NA.

Ifthe HIVE SFTP PRIVATE KEY valueis NA, then the passphrase is
identified as empty.

5.4.1 Set Up the SFTP Private Key

Log in to OFSAA UNIX user using the Putty tool, where you plan for installation and generate a pair of
authentication keys using the ssh-keygen command. If required, set passphrase. Otherwise, the
OFSAAI_SFTP_PASSPHRASE tag must be set to NA.

To generate a private key, enter the commands as shown:

ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/home/ofsaapp/.ssh/id rsa):

Created directory '/home/ofsaapp/.ssh'.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/ofsaapp/.ssh/id rsa.

Your public key has been saved in /home/ofsaapp/.ssh/id rsa.pub.

The key fingerprint is:

3e:4£:05:79:3a:9f:96:7c:3b:ad:e9:58:37:bc:37:e4

ofsaapp@OFSASERVER:~> cat /home/ofsaapp/.ssh/id rsa.pub >>

/home/ofsaapp/.ssh/authorized keys

Ensure the following permissions exist for the given directories:

e permissions of .ssh must be 700

e permissions of .ssh/authorized_keys must be 640

e permission of .ssh/id_rsa must be 400

e Permission of UNIX User created must be 755
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5.5 Install the OFSAAI Application Pack

ATTENTION Before you begin the installation, configure and execute the
following files:

1. Configure the OS File System Settings and Environment
Settings in the .profile File

Configure OFS <App pack> PACK.xml File
Configure OFS <App Pack> SCHEMA IN.xml File
Configure <APP Pack> SCHEMA BIGDATA IN.xml File

Configure OFSAAI InstallConfig.xml File (Do not
configure this file if an installation of OFSAAI 8.1 already
exists.)

o > 0D

6. Execute the Schema Creator Utility

To install the OFSAAI Application Pack, follow these steps:

1.
2,

Log in to the system as a non-root user.

Identify a directory for installation and set the same in the user .profile file as follows:
FIC HOME=<OFSAA Installation Directory>

export FIC HOME

Execute the user .profile file.

Navigate to the OFS AAAI PACK directory.

Rename the
OFS_AAAI PACK/schema creator/conf/OFS AAAI SCHEMA IN.xml.Template fileto
OFS AAAI PACK/schema creator/conf/OFS AAAI SCHEMA IN.xml.

If the installation is for Big Data, then rename the OFS_AAAI  PACK/
schema creator/conf/OFS AAAI SCHEMA BIGDATA IN.xml.Template fileto
OFS AAAI PACK/schema creator/conf/OFS AAAI SCHEMA BIGDATA IN.xml.

ATTENTION Do not install the new applications in the same segment if the
preinstalled applications use run management.

Enter the following command in the console to execute the application pack installer with the
Silent option.

./setup.sh SILENT

The installer proceeds with Pre-Installation Checks.
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Figure 20: Silent Mode of Installation

tup.sh SILENT

Java
JCE IS tr

katta. Status

READ. Status : SUCCESS

SELECT privile e
i anted with at lea:

9. Enter the OFSAA Processing Tier FTP/SFTP password value and proceed, when prompted in
the command prompt.
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Figure 21: OFSAA Processing Tier FTP/SFTP Password Prompt
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SEFTP password [ |

10. The process displays the OFSAA License. Enter Y and proceed.

Figure 22: Accept the OFSAA License Agreement

Triggering Infrastructure installation ...

Please enter Infrastructure FTP/SFTP password

WARN No appenders could be found for lo
J:WARN Please initial the logdj tem proper
gd4j/1.2/fag.htmlénocenfig for more info

-commons.vfs2.impl.StandardFiles;

[-H | -L] path-list predicate-list
current dir is /scratch/te
-
OFSAA APPLICATION PACK LICENSE AGREEMENT

* Oracle Financial Services
plication pack contains OFSAA applications that addr
* Every application pack also includes the following O

Analytical Applications (OFSAR) application packs are groups of OFSAA products packaged together into a single installer. Each ap
specific functional domains.*
infrastructure application options which are automatically installed by every application pack ins

oracle Financial § rvices Analytical Applications Infrastructure
Oracle Financial s Enterprise Modeling
3. or S ces Big Data P essing
oOracle Financial Services Analytical Applications Infrastructure (OFS AAI)
installed and enabled by the application pack installer.*
cation pack installer always installs Oracle Financial Serv

infrastructure for all OFSAA applications and is therefore automat

s Enterprise Modeling, Oracle Financial Services In-line Processing Engine and Ora

s Big Dara Processing application options along with the application pack applications, but bles them only if any application that
i enabled.*
abled must be licensed for use. Oracle Financial Services Analytical Applications Infrastructure, Oracle Financial Services

requires their fu
AR appllFatlﬂn that
oracle Financial Services In-line Processing Engine and Oracle Financial Services Big Data Pro g are individually licensable app
can e disabled. Application products not enabled on installation, may later be enabled using the "Manage OFSAA Prod|
i feature of the platform.*
P e T T S S S S

Are you accepting the terms and conditions mentioned above? [Y/N]:
v

or logger (org.apache.commons.vfs2.impl.StandardFileSystemManager).
the 1 ystem properly.
http://logging.aj rq/logd4j/1.2/faq.html#noconfig for
hostname
Starting installation.

Extracting the installation from the installer archive...

11. The installer installs the AAl application.
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12

Figure 23: OFS AAAI Silent Mode Installation

taller:
Oracle S¢ ces Analytical Applications Infrastructure
Oracle Financial Services Enterprise Modeling
Financial Services Big Data Prc ine
rvi Analytical Applications Infrastructure (OFS AAI) infrastructure for all OFSAA applications and is therefore automat|
enabled by the application pack installer.*
¢ installer always installs Oracle Financial Services Enterprise Modeling, Oracle Financial Services In-line Processing Engine and Ora
Financial Services Big Data Processing application options along with the application p: icatio but enables them only if any application that
requir their functionality is enabled.?*
* Any OFSAA application that enabled must be licensed for use. Oracle Financial i i i Infrastructure, Oracle Financial
Enterpri odeling, Oracle Financial Services In-line Processing Engine and Orac ng are individually licensab:

pplication products once enabled cannot be disabled. Application products not enabled on installation, may later be enabled using the “"Manage OFSAA Prod|
uct License(s)" feature of the platform.*
P S S S P

ting the terms and conditions mentioned above? [Y/N]:

WARN No appenders could be found for logger (org.apache.commons.vfs2.impl.StandardFil
WARN Please initialize the logdj system properly.

WARN See http://logging.apache.org/logdj/1.2/faq.htmlénoconfig for more info.
acle.com

hostname is c
Starting installation...
P[Bparlnq to install.
racting the 1natalldt)nn resour r the installer archive...
nnmgunng the installer for this sy, environment. ..

Launching installer...

Preparing SILENT Mode Installation...

Data Model Upload may take several hours to complete. You can check the installation logs in
the following location: OFS AAAI/OFS AAAI/logs

The OFSAA Infrastructure installation performs a post-install check automatically on the
successful installation of the product.

Figure 24: Silent Mode Installation In Progress
Preparing SILENT Mode Installation...

pack_installsilent

Installing...

tallation completed succ
Pau.}. NamP tuunj is: OFS_AAAI PACK

]
load class

D : OFS_ARAI_PACK

appLs »
configConnection 9‘42. URL=jdbc:oracle:thin: CHNGGGGG—_—_—.cracle.com: 1521 /I, UserName=WM_OFSAACONF, Oracle JDBC driver
is OFS_AAAI PACK
URL=jdb i N . oracle.com:152] /EEEEE, UserName=Slll OFSAACONF, Oracle JDBC driver
[dec: ,FptEIATFilg]Errar: Dat file does e r pack OFS_ARATI
getPreReq fr OFS_AAAI
configConnection : 114234734 oracle:thin: ¢ .oracle.com: 1521 /I, UserName=8lll OFSAACONF, Oracle JDBC driver
appList.size 2
Final appIDs OFS_AAI
Final applDs OFS_ARAI
‘@l OFSAACONF, Oracle JDBC driver
521 /NN, UserName=UM_OFSRACONF, Oracle JDBC driver
Utility triggerr:-d for XML file=

Congratulations! Your installation is complete.
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5.5.1 Verify the Log File Information
See the following logs files for more information:
¢ Infrastructure installation log files in the OFS_ AAAI/OFS AAI/logs/ directory.
e OFSAAInfrastucture Install.log fileinthe $SFIC HOME directory.

After the installation OFSAAAI 8.1.0.0.0 is successful, complete the required Post-installation steps.

Confidential - Oracle Restricted



Confidential - Oracle Restricted

POST-INSTALLATION

PATCH OFSAA INFRASTRUCTURE INSTALLATION

6 Post-installation

Perform the required post-installation steps after completing the installation of OFSAAAI 8.1.0.0.0.

Topics:

Patch OFSAA Infrastructure Installation
Backup the OFS <PACK> SCHEMA IN.xml and OFS <PACK> SCHEMA OUTPUT.xml Files

Stop the Infrastructure Services
Create and Deploy the EAR or WAR Files
EAR or WAR File - Build Once and Deploy Across Multiple OFSAA Instances

Assign Grants for Schemas

Start the Infrastructure Services
Access the OFSAA Application
OFSAA Landing Page

Configure the excludeURLList.cfg File

Configure Oracle R Distribution and Oracle R Enterprise (ORE)

Configure Big Data Processing

Enable Financial Services Enterprise Modeling on Another Application Pack

Create Application Users

Map Application User(s) to User Group
Add TNS entries in the TNSNAMES.ORA File

Configure Transparent Data Encryption (TDE) and Data Redaction in OFSAA

6.1 Patch OFSAA Infrastructure Installation

Oracle strongly recommends installing the latest available patch set to be up-to-date with the various
releases of the OFSAA product.

After the installation of OFSAAAI 8.1.0.0.0, apply the following mandatory patches. See the Readme
packaged with the patch for further instructions on how to install.

31605076
33663417

ATTENTION On the 10th of December 2021, Oracle released Security Alert
CVE-2021-44228 in response to the disclosure of a new
vulnerability affecting Apache Log4] before version 2.15. The
application of the 33663417 Mandatory Patch fixes the issue.

For details, see the My Oracle Support Doc ID 2827801.1.
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Ensure that you reapply the 33663417 Mandatory Patch
whenever you install or upgrade the application, or apply an
incremental patch.

See My Oracle Support for more information on the latest release.

6.2 Backup the OFS_<PACK>_SCHEMA_IN.xml and
OFS_<PACK>_ SCHEMA_ OUTPUT.xml Files

Backup the OFS <PACK> SCHEMA IN.xml, OFS <PACK> SCHEMA OUTPUT.xml files to reuse these
files in the future to upgrade existing Apps, or to install new Apps.

Table 19: Directory of Files to Backup

File Name Directory

OFS <PACK> SCHEMA IN.xml <OFS_AAAI_PACK>/schema_creator/conf

OFS_ <PACK> SCHEMA OUTPUT.xml | <OFS AAAI PACK>/schema creator/

6.3 Stop the Infrastructure Services

To stop Infrastructure services, follow these steps:

1. On the machine where the Infrastructure Application components are installed, navigate to the
SFIC APP HOME/common/FICServer/bin directory, and execute the following command:

./stopofsaai.sh

2. To stop the ICC server on the machine where the Infrastructure Default Application components
are installed, navigate to the SFIC_HOME/ficapp/icc/bin directory, and execute the
following command:

./iccservershutdown. sh

NOTE Only the Infrastructure Default Application Server will hold the
ICC component.

3. To stop the Back-end server on the machine where the Infrastructure database components are
installed, navigate to the $FIC DB HOME/bin directory, and execute the following command:

./agentshutdown. sh

6.4 Configure Referrer Header Validation

Referrer Header Validation protects against CSRF attacks by allowing validated host URLSs.

To configure Referrer Header validation, follow these steps:
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1. Navigate to the web. xm1 file in the SFIC HOME/ficweb/webroot/WEB-INF/ directory.
2. Add the following tag:
<filter>
<filter-name>FilterServlet</filter-name>
<filter-class>com.iflex.fic.filters.FilterServlet</filter-class>
<init-param>
<param-name>AllowHosts</param-name>
<param-value><URL1>/ <URL2>/</param-value>
</init-param>

</filter>

NOTE 1. Separate <URL1> and <URL2> with a single space. Adding the URLs without a
space between them or adding two or more spaces between them results in
errors. Make sure that <URL> ends with a forward slash (/).

2. If you choose to set Referrer-Policy no-referrer, then follow these steps. The
above steps to configure Referrer Header validation are not required.
If your OFS AAl version is 8.1.0.0.0, then you must apply the one-off patch
32499890 for the following configuration. If your OFS AAl is 8.1.0.2.0 or later
ML versions, then the following configuration is available by default.

a. Opentheweb.xml fileinthe SFIC HOME/ficweb/webroot/WEB-
INF/ directory. The REFERRER_POLICY_FLAG is set to TRUE by default in
the web.xml file as shown in the following tag:

<context-param>
<param-name>REFERRER POLICY FLAG</param-name>
<param-value>TRUE</param-value>
</context-param>

b. Modify the referrer policy in the web . xm1 file to FALSE.

6.5 Create and Deploy the EAR/WAR Files

This section covers the following topics:
e Create the EAR or WAR File
e Explode the EAR File
e Deploy the EAR or WAR File

6.5.1 Create the EAR/WAR File

EAR/WAR files are automatically generated during the new installation. However, see this section if
you have to create EAR/WAR files later after installation or upgrade

To create the EAR/WAR File, follow these steps:

1. Navigate tothe SFIC WEB HOME directory on the OFSAA Installed server.
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Execute the . /ant.sh command to trigger the creation of the EAR/WAR file.

The EAR/WAR (<contextname>.ear/ .war) is created. The "BUILD SUCCESSFUL" and
"Time taken" message is displayed.

Figure 25: Creating EAR/ WAR File

aaxtBl . war existenas

war froshly. .
til.war

NOTE e The <contextname> is the name given during
installation. This process overwrites any existing
version of the EAR file that exists in the path.

e For OFSAA configured on Tomcat installation,
<contextname>.war file is created.

e Ignore ANT warning(s) for the tools.jar file while
executing . /ant.sh command.

6.5.2 Explode the EAR File

To explode the EAR file, follow these steps:

1.

Create the "applications" directory under the domain name directory.
For example, "/Bea/user projects/domains/ <Domain name>/applications".
Create the <context name>.ear directory under the applications directory.

Copy the <$FIC WEB HOME/<context name>.ear file to the <WEBLOGIC INSTALL
DIR>/ Bea/user projects/domains/<DOMAIN NAME>/applications/<context

name>. ear directory.
Explode the <context name>.ear file by executing the following command:

jar -xvf <context name>.ear

Delete the <context>.ear and <context>.war files <WEBLOGIC_
INSTALL_DIR>/Bea/user_projects/domains/<DOMAIN_ NAME>/applications/

<context name>.ear

Create a directory <context name>.war under the <WEBLOGIC INSTALL DIR>/Bea/
user projects/domains/<DOMAIN

NAME>/applications/<context>.ear./<context>.war directory.

Copy the <$FIC WEB HOME/<context name>.war fileto <WEBLOGIC INSTALL DIR>/
Bea/user projects/domains/<DOMAIN NAME>/applications/<context

name>.ear/<context name>.war directory.
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8. Explode the <context_name>.war file by executing the following command to get the directory

structure:

jar -xvf <context name>.war

6.5.2.1 Install Application

To install the Application, follow these steps:
1. Select Install Application Assistant from the Navigation Tree to display the window.

Figure 26: Install Application Assistant

Install Application Assistant

Back] [Next| | [Finksh |Cdl\09|

Locate deployment to install and prepare for deployment
Select the file path that represents the application root directory, archive file, exploded archive directory, or application module descriptor that you want to Install. You can also enter the path of

the application directory of file in the Path field.
Note: Only valid file paths are displayed below. If you cannot find your deployment files, Upload your file(s) andfor confirm that your application contains the required deployment descriptors.

Oracle_Home/user_projecis/domains/AAAIGK G/applications/ofsa81.ear

Path: ‘Oracle/Mi
Recently Used Paths: (none)
Current Location: win.oracke.com / scratch / ofsaadb / Oracle / Middleware / Oracle_Home [ user_projects / domains / AMIGKG / applications

Offv, ofsaBL.ear (open directory)

Back Nm!‘ Finssh | Cancel

2. C(lick Next.

Figure 27: Install Application Assistant

Install Application Assistant

Back| |Noxt ‘Finiull |ICanm\I

Choose installation type and scope
Select If the deployment should be Installed as an application or library. Also decide the scope of this deployment.

The application and its components will be targeted to the same locations. This is the most common usage.

® Install this deployment as an application
Application libraries are deployments that are availeble for other deployments to share, Libraries should be available on all of the targets running their referencing applications.

) Install this deployment as a library
Select a scope in which you want to Install the deployment.

Scope: [Global v

Back \Nextw Finish |!Cenm\|

3. From the Choose targeting style section, select Install this deployment as an application, and
click Next. The Optional Settings window is displayed.
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Figure 28: Optional Settings

{nstall Application Assistant

| Back | | Next | |' Finish | Cancel |

‘Optional Settings

You ¢an modify these settings or accept the defaults.
* Indicates required fields

General

What do you want to name this deployment?
* Name: ofsaB1

Security

What security model do you want to use with this application?

‘. DD Only: Use only roles and policies that are defined in the deployment descriptors.

" Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the deployment descriptor.
(! Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.

' Advanced: Use a custom model that you have configured on the realm's configuration page.
Source Accessibility

Haow should the source files be made accessible?
Use the defaults defined by the deployment's targets
Recommended selection.
_ Copy this application onto every target for me
During deployment, the files will be copied automatically to the Managed Servers to which the application is targeted.

@ I will make the depl it ible from the following location

Location: Jscratch/ofsaadb/Oracle/Middleware/Oracle_Homeluser_proje

Provide the location from where all targets will access this application's files. This is often a shared directory. You must ensure the application files exist in this location and that each target can
reach the location.

Plan Source Accessibility

How should the plan source files be made accessible?
® Use the same accessibility as the application
Recommended selection.
_ Copy this plan onto every target for me
During deployment, the plan files will be copied automatically to the Managed Servers to which the application is targeted.
Do not copy this plan to targets
You must ensure the plan files exist in the shared location and that each target can reach the location.

|Back | [Next| || Finish| || Cancel

Enter a Name for the deployment if required.

Under the Security section, select the DD Only: Use only roles and policies that are defined

in the deployment descriptors option.

Select | will make the deployment available from the following location under the Source

accessibility section.

Click Next to display the Deployment Summary window.
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Figure 29: Deployment Summary

Install Application Assistant

Back| [Nex]

Fiish| | [Cancel
Review your cholces and click Finish
Click Finish to complete the deployment. This may take a few moments to complete.

~ Additional Configuration -

£

In order to work successfully, this application may require additional configuration. Do you want to review this applcation’s c

® Yes, take me to the deployment’s configuration screen.

No, I will review the configuration later.

_ ¥
Deployment: Jscrateh/ofsaadb/Oracle/ {Oracle_Home _projects)/ JGK wfofsaBl.ear
Name: ofsasl
Staging Mode: T will make the deployment accessible at
Jscratct Oracle/ Oracle | e r_projects) ear
Plan Staging Use the same accessibilty as the application
Mode:
Security Model:  DDOnly: Use only roles and policies that are defined in the deployment descriptors.
Scope; Global
Target Summary
Components ¢ Targets
ofsa8l.ear AdminServer
Back | [MNext] || Finish| | | Cancel

8. Select Yes, take me to the deployment's configuration screen.

9. (lick Finish to display the Settings for <Deployment Name> window.
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Figure 30: Settings for <Deployment Name>

Settings for ofsa806

Overview = Deployment Plan = Configuration = Security = Targets = Control | Testing = Monitoring | Notes

Save |

Use this page to view the general configuration of an enterprise application, such as its name, the physical path to the application files, the associated deployment plan, and so on. The table at
the end of the page lists the modules (such as Web applications and EJBs) that are contained in the enterprise application. Click on the name of the medule to view and update its configuration.

Name: ofsaB06 The name of this enterprise application. More Info...

Scope: Global Specifies if this enterprise application is accessible within the domain, a
partition, or a resource group template. More Info..

Path: | scratch/ ofsaaapp/ Oracle/ Middleware/ Oracle_Home/ user_projects/ domains/ The path to the source of the deployable unit on the Administration
AATB06/ applications/ ofsaB06. ear Server.  More Info...
Deployment Plan: (no plan specified) The path to the deployment plan decument on the Administration

Server. More Info...

Staging Mode: nostage Spedifies whether a deployment's files are copied from a source on the
Administration Server to the Managed Server's staging area during
application preparaticn. More Info...

Plan Staging Mode: (not specified) Specifies whether an application's deployment plan is copied from a source
on the Administration Server to the Managed Server's staging area during
. application preparation. More Info...
Security Model: DDOnly Thea security model that is used to secure a deployed module.  More Info...
a‘ﬂ Deployment Order: 100 An integer value that indicates when this unit is deployed, relative to other
deployable units on a server, during startup.  More Info...
5] Deployment A string value that indicates the principal that should be used when deploying
Principal Name: R the file or archive during startup and shutdown. This principal will be used to

sel the current subject when calling out into application code for interfaces
such as ApplicationLifecycleListener. If no principal name is specified, then
the anonymous principal will be used. More Info...

Sava |
Modules and Components
Showing 1to 1 of 1 Previous | Next
Name ¢ Type
Enterprise
E ofsa806 Application
E E)Bs
None to display
[= Modules
= Iofsa806 Web
@ Application
B web Services
None to display

Showing 1to 1of 1 Previous | Mext

10. Review the general configuration details of the deployment. You can also update the
configuration of the deployment in this window. In the Overview tab, you can view the
complete deployment configuration.

11. Click Save to update the changes, if any.

12. From the navigation tree, click Deployments to display the Summary of Deployments window.
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Figure 31: Summary of Deployments

Summary of Deployments
G Control W

This page displays the list of Java EE applications and standalone application modules Installed to this domain.

You can start and stop applications and modules from the domain by selecting the checkbox next to the application name and then using the controls on this page.

[ Customize this table

Showing 1to 1of 1 Previous | MNext

te | Health | Type Targets Scope | Domalin Partitions
‘Ilr.l‘w ¥ 0K | Enterprise Applicetion | AdminServer |Gbl.\3|
| Startv| | Stop~ Showing 1to 10of 1 Previous | Next

13. Select the newly deployed Infrastructure application.

14. Click Start and then select Servicing all requests.

ATTENTION Verify that the Infrastructure server is up and running. For
more information, see Start the Infrastructure Services.

Figure 32: Summary of Deployments

Summary of Deployments

Configuration Control  Monitoring

This page displays the list of Java EE applications and standalone application modules installed to this domain
You can update (redeploy) or delete installed applications and modules from the domain by selecting the checkbox next to the application name and then using the controls on this page.

To install 2 new application or module for deployment to targets in this domain, click Install.

b Customize this table
Deployments

Install | | Update | | Deleie Showing 1to 10f 1 Previous | Next

¥  Name & State Health Type Targets W‘an‘wm
- Enterprise . -

W MR e | g
(R ofsafil ear Active | ¥ OK Application | AdminServer | Global ‘ ‘ 100

Install | | Update | | Delate Showing 1to 10f 1 Previous | Next

15. The state of the deployed application is displayed as Active if started successfully.

6.5.3 Deploy the EAR/WAR File
This section covers the following topics:

e (lear the Application Cache

e Deploy the EAR or WAR Files on WebSphere
e Deploy the EAR or WAR Files for Webl ogic

e Deploy WAR Files on Tomcat
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NOTE You must clear the application cache before deploying the
Applications Pack Web archive. This applies to all Web Servers
(WebSphere, WebLogic, and Tomcat). For more information,
see the Clear the Application Cache section.

6.5.3.1  Clear the Application Cache

Ensure to clear the application cache before the deployment of Applications Pack Web Archive. This
applies to all Web Servers (WebSphere, WebLogic, and Tomcat).

Before the deployment of the Infrastructure, Application Service Packs, or one-off patches, navigate to
the following path depending on the WebServer configured and clear the cache:

e Tomcat

<Tomcat installation directory>/work/Catalina/localhost/<Application
name>/org/apache/jsp

e Weblogic

<Weblogic installation location>/domains/<Domain name>/servers/<Server
name>/tmp/ WL user/<Application name>/gqaelce/jsp servlet

e WebSphere

<Websphere installation directory>/AppServer/profiles/<Profile
name>/temp/<Node name>/serverl/<Application name>/<.war file name>

6.5.3.2 Deploy the EAR/WAR Files on WebSphere

To deploy the Infrastructure application in WebSphere, follow these steps:

1. Navigatetothe"/<Websphere Installation Directory>/
IBM/WebSphere/AppServer/profiles/<Profile Name>/bin/" directory

2. Start the WebSphere Profile by executing the following command:

./startServer.sh serverl
3. Open the following URL in a browser to display the Login window:

http://<ipaddress>:<Administrative Console Port>/ibm/console (https, if SSLis
enabled)
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Figure 33: WebSphere Login Window

» — ]

WebSphere Integrated
Solutions Console

User ID:
admin

Password:

Log in

Licensed Materials - Property of IBM (c) Copyright IBM Corp. 1997, 2011 All Rights Reserved
1BM, the IBM logo, Ibm.com and WebSphere are trademarks or registered trademarks of
International Business Machines Corp., registered in many jurisdictions worldwide, Other
preduct and service names might be trademarks of IBM or other cempanies. A current list of
18M trademarks is available on the Web at Copynght and trademark information.

4. Enter the user credentials with administrator rights and click Log in.

5. From the Navigation Tree, select Applications, and then select New Application to display the
New Application window.

Figure 34: New Application

New Application =

New Application
This page provides links to create new applications of different types.
Install a New Application

Mew Enterprise Application

- &ﬂ_ﬁ;ﬂ Business Level Application
o

(] et

6. Click New Enterprise Application to display the Preparing for the application installation
window.
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Figure 35: Preparing for the application installation

Preparing for the application installation

Specify the EAR, WAR, JAR, or SAR module to upload and install.

Path to the new application

) Local file system

| Cheose File |No file chosen

® pemote file system
Full path

|/scratch,J'IBM,~’WebSphere}’J’\ppServerjprcfifeszppSrvOifinsLalll\ [ Browse...

Next I Cancel |

7. Select the Remote File System and click Browse.

8. Select the EAR file (generated for OFSAAI) to upload and install. Click Next.
Figure 36: Installation Options

Preparing for the apphication installation

How do you want to install the application?

(8 Fast Path - Prompt only when additional information is required.

‘) Detailed - Show all installation options and parameters.

® Choose to generate default bindings and mappings

Previous Next || Cancel

9. Select the Fast Path option and click Next to display the Install New Application window.
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Figure 37: Install New Application

Install New Application

Specify options for installing enterprise applications and modules.

Step 2 Map modules
Lo servers.

Step 3 Map resource

= Step 1: Select Select installation options.
installation options

[ precompile JavaServer Pages files

references to Directory to install application
resources

Step 4 Map virtual [ Distribut= zpplication
hosts for Web modules

Step 5 Summary

) Use Binary Configuration

Specify the various options that are available for your application.

_Mext || Cancel

5] Deploy enterprise beans

Application name
[ofsg1wa ]

¥ Create MBeans for resources

[ override class reloading settings for Web and EJ& modules

Reload interval in seconds,

B Deploy Web services
Validate Input offfwarn/fail

O process embedded configuration

File Permission

Allow all files to be read but not written to -
Allow executables to execute
Allow HTML and image files to be read by everyone ~

|.*\.dl\:755&'.*\.50:755#.*\.3:755#."‘\.5\:755

Application Build [D
Unknown

) Allow dispatching includes to remote resources

5] Allow servicing includes from remaote resources

Business level application name
[ Create New BLA L4

Asynchroneus Request Dispatch Type
Disabled v

B Allov EJB reference targets to resolve automatically

(@] Deploy client modules

[ Tsolated v

[ validate schema

10. Enter the required information and click Next to display the Map Modules to the Servers

window.
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Figure 38: Map Modules to Servers

Specify options for installing enterprise applications and modules.

Step 1 Select Map modules to servers
mstallation options

Specify targets such as application servers or clusters of application servers where you want to instzll the modules that are
Step 2: Map contained in your application. Modules can be installed on the same application server or dispersed among several application
modules to servers servers. Also, specify the Web servers as targets that serve as routers for requests to this application. The plug-in
configuration file (plugin-cfg.xml) for each Web server is generated, based on the applications that are routed through.
Step 3 Map resource

references to Clusters and servers:

resources WebSphere:cell=whf0OcywNode01Cell,node=whf0OcywNode01,server=serveri =

Step 4 Map vartual =
hosts for Web modules ‘ |® l.l
Step 5 Summary.
Select | Module URT Server
o OFSAAL ofs81w0. war. WEB- WebSphere:cell=whf00cywNode0O1Cell,node=whf00cywNode01,server=serverl
Web o
Application INF/web.xml

Previous I ! Next I | Cancel I

11. Select the Web Application and click Next to display the Map Resource References to Resources
window.

Figure 39: Map Resource References to Resources

Step 1 Select Map resource references to resources
nstallation options

Each resource reference that is defined in your application must be mapped to a resource.

commonj.work.WorkManager

[ Set Multiple INDI Names ~ | |

Step 2 Map modules
to servers

Step 3: Map
resource references
10 resources

Step 4 Map virtual
hosts for Web modules Select | Module Bean | URT :gfs:urer::e Target Resource JNDI Name ‘
Step 5 Summary
OFSAAI Web ofs81w9.war, WEB |wm/WorkManager |
o Application INF/web.xml wm/WorkManager | [ Browse... |

javax.sql.DataSource

Set Multiple JNDI [ Use Java EE default bindings | [ Modify Resource Authentication Method... |

Names * Extended Properties...

|
|
|

Resource Login
_Select -Mudule ‘ Bean .LIRI Reforemce .Talget Resource JNDI Name configuration
Resource
authorization:
OFSAAT |idbc/FICMASTER | contalner
O | web ofs8lwo.war WEB- | 14p /e1cmaSTER
Application INF/web.xml ] |ml Authentication
mathod:
None
Resource
authorization:
OFSAAT [idbc/OFSAAATINFO | contalner
O |web ofsBlwd.warn WEB- | 140 /orsanaTINFD
Application INF/web.xml ] IMI Authentication
method:
None

| Previous | | mext | | cancel |
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12. Map each resource defined in the application to a resource JNDI name defined earlier.

13. Click Modify Resource Authentication Method and specify the authentication method created
earlier.

NOTE Specify "config" for FICMASTER resource or "atomic" for the
atomic resource as the authentication method.

14. Select OFSAAI Web Application and click Next to display the Map Virtual hosts for Web Modules
window.

Figure 40: Map Virtual host for Web Modules
e Apation |

Specify options for installing enterprise applications and modules.

Step 1 Select Map virtual hosts for Web modules
installation opticns

Specify the virtual host for the Web modules that are contained in your application. You can install

Step'2 Map modules Web modules on the same virtual host or disperse them among several hosts.

1o servers R A
@ Apply Multiple Mappings

Step'3 Map resource

references to ‘
resources b .
Step4:Map virtual Select | Web module | Virtual host
hosts for Web
modules ¥ | OFSAAT Web Application default_host ¥
SIEp-D Summary -

[ Previous | | Mext | | Cancel |

15. Select OFSAAI Web Application and click Next to display the Summary window.
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6.5.3.2.1

Figure 41: Summary

Install New Application

Specify options for installing enterprise applications and modules.

Step 1 Select
installation options

Step 2 Map modules
to servers

Step 3 Map resource
references to
resources

Step 4 Map virtual

hosts for Web modules

Step 5: Summary

Summary

Summary of installation options

Options Values
Precompile JavaServer Pages files No
Directory to install application

Distribute application Yes
Use Binary Configuration No
Deploy enterprise beans Mo
Application name ofsBiwg
Create MBeans for resources Yes
Override class reloading settings for Web and EIB No
modules

Reload interval in seconds

Deploy Web services No
Validate Input offfwam/fail wam
Process embedded configuration Na

File Permission

A dIl=7557 %Y, 50=755# . \.a=755#.*\.sl=755

Application Build 1D

Unknown

Allow dispatching includes to remote resources No

Allow servicing includes from remote resources No
Business level application name

Asynchronous Request Dispatch Type Disabled
Allow E)B reference targets to resolve No
automatically

Deploy client modules No

Cliznt deployment mode Isolated
Validate schema No
Cell/Node/Server Click here

| Previous I | Finish I | Cancel I

16. Click Finish to deploy the Infrastructure Application on WebSphere. On successful installation, a

message is displayed.

17. Click Save to save the master file configuration. The details are displayed in the Master File

Configuration window.

Start the Application

To start the application, follow these steps:

1.

Expand Applications > Application Type > WebSphere enterprise applications to display the

Enterprise Applications window.
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Figure 42: Enterprise Applications Window

1l

Enterprise Applications M|

Enterprise Applications
Use this page to manage installed applications. A single application can be deployed onto multiple servers.

[# Preferences

[ start |[ stop || Install | [ Uninstall | [ update || Rollout Update || Remove File | | Export | [ Export DDL || Export File |

(=1

Select Name & Application Status Q Liberty Advisor Summary Q
You can administer the following resources:
O DefaultApplication P | @
O | ivage > @
&4 ofs81wd 2 @
O auery 4 2]
Total 4
2. Select the installed application and click Start.
NOTE e <profile name> is the name given during the

WebSphere profile creation.

e <cell name> is the cell name given during profile
creation.

e <contextname> is the context name given during
installation.

6.5.3.3 Deploy the EAR/WAR Files for WebLogic
To deploy the OFSAAI EAR (ofaai and tflt) files, follow these steps:

1. Navigate to the <WebLogic Installation directory>/user
projects/domains/<domain name>/bin directory in the machine in which WebLogic is
installed.

2. Start WebLogic by executing the command:
./startWebLogic.sh

3. Open the following URL in a browser window:

http://<ipaddress>:<admin server port>/ console (https, if SSL is
enabled).

The Login window of the WebLogic Server Administration Console is displayed.

NOTE Ensure that you have started the Infrastructure Server by
executing"./ startofsaai.sh"as mentioned in the Start
the Infrastructure Services section.
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4. Logintothe WebLogic Server by entering the user credentials with privileges to deploy the EAR

file.

5. From the Domain Structure navigation tree, click Deployments to display the Summary of
Deployments window.

Figure 43: Summary of Deployments

Change Center
View changes and restarts
Configuration editing Is enabled. Future

changes will automatically be 2ctivated &5 you
modify, add or delete items in this domain.

ORACLE WebLogic Server Administration Conssle 12¢ :—I

@ Home Log Out Preferences (2 Record Help | la | Welcome, weblocl:|Comeded!o: AAAIGKG
Home >Summary of Deployments

Domain Structure
AAAIGKG
E}-Domein Pertitions
&-Environment
--Deployments
B1-Services
=-Security Realms.
BHInteroparatility
}-Diagnostics

« Install an enterprise application
« Configure an enterprise application
* Update (redeploy) an enterprise application

 Monitor the modules of an enterprise
application

* Deploy £J8 modules
+ Install a Web application

How do L. (c]

Summary of Deployments

Configuration | Control | Monitoring

This page displays the list of Java EE applications and standalone application modules Installed to this domain.

You can update (redeploy) or delete instalied and modules from the domain by selecting the checkbox next to the appiication name and then using the controls on this page.
To install 2 new application or medule for deployment to targets in this domain, click Install.

[» Customize this table

Deployments I_}
linstall| [Updaic] [Delcle Showing Lto 1of 1 Previous | Next
0| Name & State | Health | Type Targets | Scope | Domain Partitions | Deployment Order
g | [ 2

(] .g.ujofml.c.w |actve |FOK | lication | Adminserver | Global 100

[Instell| [Update| [Deicte Showing 1o Lof 1 Previous | Next

6. Click Install to display the Install Application Assistant window.

7. Navigate to the location where the Exploded EAR directory exists and select it.

8. Click Next.

6.5.3.4 Deploy WAR Files on Tomcat

Before deploying the WAR files, ensure that the previously deployed applications of Infrastructure are
uninstalled. See Uninstall Previously Deployed WAR Files in Tomcat for the procedure to uninstall the
previously deployed Infrastructure war files.

To deploy Infrastructure application on the machine that hosts Tomcat, follow these steps:

1. Copy the <context-name>.war file from $FIC WEB HOME/<context-name.war> directory
tothe <Tomcat Installation Directory>/webapps/ directory.
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Figure 44: Tomcat Home window

Home Documentation Configuration Examples Wiki Mailing Lists Find Help

Apache Tomcat/9.0.24 i APACHE' termans rounsarion

fully installed Tomcat. Congratulations

™

Recommended Reading: Server Status

% Security Considerations How-To
Manager App
/‘k\ Manager Application How-To

Clustering/Session Replication How-To Host Manager

Developer Quick Start

Jomeat Setup Realms & AAA Examples Servlet Specifications
Eirst Web Application JDBC DataSources Tomcat Versions
Managing Tomcat Documentation Getting Help
For security, access to the manager webapp is TJomcat 9.0 Documentation FAQ and Malling_Lists
restricted. Users are defined in: ! T N
Tomcat 9.0 Configuration The following mailing lists are available:
SCATALINA_HOME/conf/tomcat-users.xml T
Tomcat Wiki | tomeat-announce
In Tomcat 9.0 access to the manager Important announcements, releases, security
application is split between different users. Find additional important configuration ! vulnerability notifications. (Low volume).
Read more... infermation in: Z =
SCATALINA_HOME/RUNNING . txt LiseLEUpport anc cBctaion
Release Notes ; taglibs-user
Developers may be interested in: User support and discusslon for Apache Taglibs
oelog Tomeat 9.0 Bug Database tomeat-dev
i i i Development mailing list, including commit
Migration Guide Tomeat 8.0 JavaDocs messages
Security Notices Tomeat 9.0 SVN Reposiiory

2. (lick Manager App to display the Connect to dialog box.

3. Enter the User ID and Password with admin rights and click OK. The Tomcat Web Application
Manager window is displayed with the list of all the applications deployed. (For user creation in
Tomcat, see Tomcat User Administration.)
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6.6

Figure 45: Tomcat Web Application Manager
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In the Deploy section, enter the Context Path provided during the installation as "/<context-

name>".

Enter the path where the <context-name>.war file resides (by default
$FIC WEB HOME/<context-name.war>) in WAR or Directory URL and click Deploy.

On successful application deployment, a confirmation message is displayed.

Start the Tomcat server. For more information, see Start the Infrastructure Services.

EAR/WAR File - Build Once and Deploy Across Multiple
OFSAA Instances

OFSAA 8.1.0.0.0 supports a single archive deployment model. You can build the EAR/WAR file once
and deploy it across multiple OFSAA instances on the same release version.

Prerequisites:

1.

The web server type must be the same across all OFSAA instances.

2. Theinformation domain must be the same across all OFSAA instances.

The following updates are done for this feature:

1.

The path of the deployed area log files is in the AAI_SETUP_PROPS database table in the Config
Schema.

The following parameters are moved from the FICWEB. cfq file to the AAT SETUP_ PROPS
table with tier as WEB. The file is removed and the respective parameters are set in the servlet
context.

®= FIC SERVLET PORT reconfigured as FIC WEBSERVER PORT

* ICC_SERVER_ PORT
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* CSS_LOGGER_PATH

3. The following values for the AAl servlet config parameters in the web . xm1 file is moved to the
AAI SETUP_ PROPS table:

* FIC_WEBPROTOCOL

* FIC PHYSICAL HOME LOC
* FIC WEBSERVER PORT

* FIC_HOME

" FIC WEBSERVER TP

4. OFSAA environment details used to establish communication between the web and app layer
now moved from the LookupServices.xml and DynamicServices.xml file to the following
database tables:

" aai dyn svcs params
" aal dyn svcs_servers

" aal lkp svcs servers

NOTE This change to the configuration XML files is done only at the web layer
deployment location.

6.7 Assign Grants for Schemas
This section discusses the various grants required for the Atomic and Sandbox schemas.
Topics:

e Assign Grants for Atomic Schema

e Assign Grants for Config Schema

e Assign Grants for Config Schema Entities for Atomic Users

6.7.1 Assign Grants for Atomic Schema

Atomic Schema creation requires certain grants for object creation present in the $FIC HOME/
privileges atomic user.sql file.

To assign grants for the Atomic Schema, follow these steps by executing in the SQL Plus console:

grant create SESSION to &database username

/

grant create PROCEDURE to &database username
/

grant create SEQUENCE to &database username
/

grant create TABLE to &database username
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grant

grant

grant

grant

grant

create TRIGGER to &database username

create VIEW to &database username

create MATERIALIZED VIEW to &database username

select on SYS.V_SPARAMETER to &database username

create SYNONYM to &database username

6.7.2  Assign Grants for Config Schema

Config Schema creation requires certain grants for object creation present in the SFIC_HOME/
privileges config user.sql file.

To assign grants for the Config Schema, follow these steps by executing in the SQL Plus console:

grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant

/

create SESSION to &database username

create PROCEDURE to &database username

create SEQUENCE to &database username

create TABLE to &database username

create TRIGGER to &database username

create VIEW to &database username

create MATERIALIZED VIEW to &database username

olap user to &database username

select on SYS.V_SPARAMETER to &database username

create SYNONYM to &database username
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6.7.3  Assign Grants for Config Schema Entities for Atomic Users

Atomic Schema creation requires certain grants for config schema object access present in the
SFIC HOME/config table privileges for atomic user.sql file.

To assign grants for the Config Schema entities for Atomic Users, execute the following commands in

the SQL tool console:

grant select on CSSMS USR PROFILE to &database username

/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant

/

select

select

select

select

select

select

select

select

select

select

select

select

select

select

select
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on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

CSSMS_ROLE MAST to &database username

CSSMS_GROUP_MAST to &database username

CSSMS_FUNCTION MAST to &database username

CSSMS _USR GROUP_MAP to &database username

CSSMS_USR GROUP_DSN_SEG MAP to &database username

CSSMS_ROLE_FUNCTION MAP to &database username

CSSMS GROUP ROLE MAP to &database username

CSSMS_SEGMENT MAST to &database username

CSSMS_USR DSN_SEG MAP to &database username

CSSMS_USR ROLE MAP to &database username

CSSMS_METADATA SEGMENT MAP to &database username

BATCH RUN to &database username

PR2 FILTERS to &database username

PRZ2 TASK FILTER to &database username

PR2 TASK FILTER DETAIL to &database username



Confidential - Oracle Restricted

POST-INSTALLATION

ASSIGN GRANTS FOR SCHEMAS

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

select

select

select

select

select

select

select

select

select

select

select

select

select

delete

insert

update

select

delete

insert
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on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

ST STRESS MASTER to &database username

ST SCENARIO MASTER to &database username

ST SHOCK MASTER to &database username

BATCH MASTER to &database username

ICC_MESSAGELOG to &database username

PRZ2 MASTER to &database username

PR2 RUN REQUEST to &database username

MF MODEL SCRIPT MASTER to &database username

MF INPUT VALUES to &database username

MF MODEL OUTPUT VALUES to &database username

DB MASTER to &database username

DSNMASTER to &database username

pr2 rule map to &database username

pr2 rule map pr to &database username

pr2 rule map pr to &database username

pr2 rule map pr to &database username

pr2 rule map pr to &database username

pr2 rule map pr tmp to &database username

pr2 rule map pr tmp to &database username
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grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

update

select

select

delete

insert

update

select

delete

insert

update

select

select

select

select

select

select

select

select
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on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

pr2 rule map pr tmp to &database username

pr2 rule map pr tmp to &database username

pr2 rule map exclude to &database username

pr2 rule map exclude pr

pr2 rule map exclude pr

pr2 rule map exclude pr

pr2 rule map exclude pr

pr2 rule map exclude pr

to

to

to

to

&database username

&database username

&database username

&database username

tmp to &database username

pr2 rule map exclude pr tmp to &database username

pr2 rule map exclude pr tmp to &database username

pr2 rule map exclude pr tmp to &database username

pr2 run object to &database username

pr2 run object member to &database username

pr2 run map to &database username

pr2 run execution b to &database username

pr2 run execution filter to &database username

pr2 firerun filter to &database username

pr2 filters to &database username
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grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

select

select

select

select

select

select

select

select

select

select

select

select

select

select

select

select

select

select

select
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on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

configuration to &database username

batch parameter to &database username

component master to &database username

MDB OBJECT TYPE ATT LAYOUT to &database username

REV_OBJECT_ ATTRIBUTE DTL to &database username

FORMS LOCALE MASTER to &database username

mdb object dependencies to &database username

mdb execution details to &database username

REV_STAT DATA to &database username

REV_OBJECT REPOSITORY B to &database username

REV_OBJECT REPOSITORY TL to &database username

REV_OBJECT ATTRIBUTE DTL MLS to &database username

REV_OBJECT APPLICATION MAP to &database username

MDB OBJ EXPR DETAILS to &database username

MDB EXECUTION DETAILS to &database username

REV_OBJECT _TYPES CD to &database username

REV_OBJECT TYPES MLS to &database username

REV_APPLICATIONS CD to &database username

REV_APPLICATIONS MLS to &database username
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grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

select

select

select

select

select

select

select

select

select

select

select

select

select

select

select

select

delete

insert
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on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

METADATA BROWSER LOCALE to &database username

MDB_STAT DATA to &database username

MDB OBJECT TYPE LAYOUT to &database username

ofsa md id ref to &database username

MDB ETL MAPPING to &database username

setupinfo to &database username

LOCALEREPOSITORY to &database username

MF MODEL MASTER to &database username

MF SANDBOX MASTER to &database username

MF VARIABLE MASTER to &database username

MF TECHNIQUE MASTER to &database username

MDB RULE SOURCE HEADER to &database username

MDB RULE TARGET HEADER to &database username

MDB RULE TARGET MEMBER HEADER to &database username

MDB RULE GRID DATA to &database username

MDB MODEL MAPPING to &database username

AATI MAP MAPPER to &database username

AAT MAP MAPPER to &database username
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grant

grant

grant

grant

grant

update

select

select

select

select

on

on

on

on

on

AAI MAP MAPPER to &database username

AAT MAP MAPPER to &database username

RTI UI EXCLUDE PDM LISTto &database username

RTI VIR PHY TBL NAMEto &database username

infodom patches to &database username

6.8 Start the Infrastructure Services

Start the infrastructure servers after the installation and the post-installation steps are completed. Log
on to each machine and execute the .profile file. Start all the servers mentioned from the same
shell encoding.

ATTENTION The servers mentioned in this section are dependent on each

other. It is mandatory to maintain the order in which the
servers are started. Allow each of the servers to initialize
completely before starting the next server.

1. On the machine where the Infrastructure Application components are installed, navigate to the
SFIC APP HOME/common/FICServer/bin directory, and execute the following command to
start the Infrastructure Server:

./startofsaai.sh

NOTE

1. You can also start the Infrastructure Server by executing the command
"nohup ./ startofsaai.sh &". Startingthe process using "nohup"
and "&" returns the command prompt without having to wait until the
process completes. However, this command cannot be used when you
are starting the server for the first time or starting after changing the
user password in the configuration database schema.

2. When you start the server, the following error is displayed:
java.io.FileNotFoundException:

/ftpshare/<INFODOM>/erwin/fipxml/<INFODOM>_DATABASE.XML
(No such file or directory)

Ignore this error.

2. Start the ICC server.
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On the machine where the Infrastructure Default Application components are installed,
navigate to the $SFIC HOME/ficapp/icc/bin directory, and execute the following command
to start the "ICC server":

./iccserver.sh

NOTE Only the Infrastructure Default Application Server holds the ICC
component.

3. Start the Backend Services using one of the following options:

= On the machine where Infrastructure Database components are installed, navigate to the
$FIC DB HOME/bin directory, and execute the following command to start the "Agent
server":

./agentstartup.sh
= Using nohup execute the following command:

nohup ./agentstartup.sh &

NOTE This agent internally starts the Router, Message Server, OLAP
Data Server, and AM Services.

6.8.1 Start the Web Application Servers

Start the Web application server depending on the type from the following table:

Table 20: Start the Web Application Servers

Startup Option Description

Start WebSphere Profile On the machine where WebSphere is installed:

1. Navigate to the [Webshpere Installation Directory]
/AppServer/<profiles>/<profile name>/bin
directory.

2. Execute the following command:

./startServer.sh serverl

Start WebLogic Domain On the machine where WebLogic is installed:

1. Navigate to the <WebLogic Installation
Directory>/user projects/domains/<domain
name>/bin directory_

2. Execute the following command:

startWebLogic.sh -do64

Note: If WebLogic is already running, access the WebLogic Admin
Console. Stop and start the application <context name>.ear file.
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Start Tomcat Application

On the machine where Tomcat is installed:

1. Navigatetothe <Tomcat Install Directory>/bin
directory.

2. Execute the following command:
./catalina.sh run

6.9 Access the OFSAA Application

To access the OFSAA application, follow these steps:

1. Open a browser and enter the URL in the following format:

<scheme>://<IP address/ hostname>:<port>/<context-name>/login.jsp

For example, https://192.0.2.2/0fsaa/login.jsp
The OFSAA Login window is displayed.

Figure 46: OFSAA Login Window

ORACLE Financial Services Analytical Applications = About
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ORACLE Financial Services Analytical Applications

Language US-English .
weo L]
Password

Login

Version 8.1.0.0.0
Copyright © 1993, 2020, Oracle and/or its affiliates. All rights reserved.

With the installation of every OFSAA Application Pack, there are two seeded user profiles
configured in the system:

= SYSADMN System Administrator
= SYSAUTH System Authorizer

The SYSADMN and SYSAUTH users are configured with a default password, which you will
require to login for the first time. See the MOS Doc ID: 2691681.1 for the password.

2. Login to the application using the "SYSADMN" User ID and the default password. After the first
login, you are prompted to change the password.

ATTENTION The password change is required only for a new installation
scenario and not for upgrade scenarios.

6.10 OFSAA Landing Page

On successful login, the OFSAA Landing screen is displayed.
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Figure 47: OFSAA Landing screen
= ORACLE @ @ E | UsEnglsh v AsAUSER v | @ A
APPLICATIONS

Financial Services
Enterprise Modeling
Base Infrastructure for
Advanced Analytical

Financial Services Inline
Processing Engine
Framework for Inline Processing
Engine

HIVE APPLICATION
HIVEDOM1

6.10.1

Applications

Model Testing
Model Testing

Hive App
Hive App

OFSAA Landing screen shows the available Applications as tiles, for which a user has access to.
Clicking the respective Application tile launches that particular Application. You can change the
landing page based on your preference.

Masthead

Figure 48: User Interface Components

.~ applications Icon

= ORACLE @ @ [ USEnglish ¥  AAAIUSER v

Language Menu /

Last Login Details

e Hamburger Icon- This icon is used to trigger the Application Navigation Drawer.

e Application Icon- This icon is used to show the available Applications installed in your
environment at any time.

e Administration Icon- This icon is used to go to the Administration window. The Administration
window displays modules like System Configuration, Identity Management, Database Details,
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Configure Email Configuration, Manage OFSAA Product Licenses, Create New Application,
Information Domain, Translation Tools, and process Modelling Framework as Tiles.

¢ Reports Icon- This icon is used to launch various User Reports such as user Status Report, User
Attribute Report, User Admin Activity Report, User Access Report, and Audit Trial Report.

e Language Menu- It displays the language you selected in the OFSAA Login Screen. The
language options displayed in the Language Menu are based on the language packs installed in
your OFSAA instance. Using this menu, you can change the language at any point in time.

e User Menu- Clicking this icon displays the following menu:

Figure 49: User Menu

c
3% Preferences

About
a Change Password

(= Log Out

= Preferences- To set the OFSAA Landing Page.

= Change Password- To change your password. For more information, see the Change
Password section in the OFS AAI User Guide. This option is available only if SMS
Authorization is configured.

= Log Out- Tolog out from OFSAA applications.

= Last Login Details - This displays the last login details as shown:

Figure 50: Last Login Details

Last Login Date : 05/13/2018 20:28:46 PM
Last Failed Login Date : 05/11/2018 09:27:26
AM

6.10.2 Navigation Drawer

1. Click Hamburger Icon to launch the Navigation Drawer as shown:
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Figure 51: Navigation Drawer

Navigation List

@ Financial Services Enterprise Modeling
¥ Finandal Services Inline Processing Engine

HIVE APPLICATION

Here the navigation items appear as a list. The First Level menu shows the installed
applications. Clicking an application displays the second-level menu with the application name
and Common tasks menu. The arrangement of the menu depends on your installed application.

2. (licking an item in the menu displays the next level sub-menu and so on. For example, to
display Data Sources, click Financial Services Enterprise Modeling>Data Management>Data
Management Framework>Data Management Tools>Data Sources.

Figure 52: Navigation Drawer Menus and Submenus

@A Home
< Data Management Tools
Data Sources
Data Mapping
Post Load Changes
User Defined Functions

DMT Configurations

3. Click . Hierarchical Menu to display the navigation path of the current sub-menu as
shown:

Figure 53: Navigation Submenu

Data Management Tools

Navigation List

Financial Services Enterprise Modeling
Data Management
Data Management Frameworlk

4. The RHS Content Area shows the Summary page of Data Sources. Click anywhere in the

Content Area to hide the Navigation Drawer. To launch it back, click the Hamburger icon
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5. Click Home to display the OFSAA Landing Screen.

6.10.3 System Configuration

The Administration and Configuration section allows the System Administrators to configure the
Server details, Database details, OLAP details, and Information Domain along with the other
Configuration process such as segment and metadata mapping, and mapping segment to security.
System Configuration is mostly an onetime activity which helps the System administrator to make the
Infrastructure system operational for usage.

6.10.3.1 Navigate to System Configuration

Click @ from the header to display the Administration tools in the Tiles menu. Click System
Configuration from the Tiles menu to view a submenu list.

NOTE After you have accessed a tool from the submenu, the antions
are also available in the Navigation List to the left. Click ——
button to access the Navigation List.

Figure 54: System Configuration Submenu

Mavigation List # Home
figuration System Configuration
¢ Ildentity Management Configure Database Server
Database Details Configure Application Server

Manage OF5AA Product Licenses

| Create New Application Configure O

T Information Configure

Translation Tools

rocessing Modelling Framework

You (System Administrator) must have full access rights to ftpshare directory with appropriate User ID
and password to add and modify the server details.
6.10.3.2 Components of System Configuration
System Configuration consists of the following sections.
e Database Server
e Application Server

e Web Server
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6.11

6.12

Database Details

OLAP Details

Email Configuration

View OFSAA Product Licenses
Information Domain
Configuration

Create Application

Configure the excludeURLList.cfg File

To configure the excludeURLList . cfg file, follow these steps:

1.
2,

Locate the webserver deployed area webroot/conf/excludeURLList.cfg file.
Modify the following entries:

[SQLIA]./datalntegrator/ to [ALL]./dataIntegrator/
[SQLIA]./ETLExtractionServlet to

[ALL]./ETLExtractionServlet
Save the changes and restart the webserver.

Resave the definition.

Configure Oracle R Distribution and Oracle R
Enterprise (ORE)

This section is applicable only if OFS Enterprise Modeling is licensed and enabled in your OFSAA
instance.

1.

Install OFSAAIRunner Package. For more information, see Install OFS AAAI Runner Package. If
you have already installed the OFSAAIRunner package (as part of a previous installation),
uninstall it. (For more information, see Uninstall OFSAAI Runner Package, and reinstall the
latest available OFSAAIRunner package.

Log in to the database with dba privileges and provide the following privilege to Configuration
Schema:

RQADMIN by executing the command:

GRANT RQADMIN TO <config schema>;

Log in to the database with dba privileges and provide the following privileges to Atomic
Schema:

CREATE UNLIMITED TABLESPACE privilege by executing the command: GRANT
CREATE UNLIMITED TABLESPACE TO <atomic_ schema>;

CREATE MINING MODEL privilege (to execute the Data Mining models) by
executing the command:

GRANT CREATE MINING MODEL TO <atomic_schema>;
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6.12.1 Install OFSAAAI Runner Package

OFSAAIRunner is an R package built by the OFS Enterprise Modeling Application. It is a prerequisite
for executing models developed using R scripts. This package helps in:

Initializing inputs
Mapping framework variables to R objects
Configuring possible outputs of the script

Storing results back to the Database

OFSAAIRunner package (OFSAAIRunner 1.0.0.tar.gz)isavailableinthe SFIC DB HOME/lib
directory.

6.12.1.1 Prerequisite

Oracle R and ORE must be installed on the Oracle Database server before installing the OFSAAIRunner
package.

Refer to the following instructions to install OFSAAIRunner package:

1.
2,
3.

Log in to the OFSAA Server. Navigate to the directory SFIC DB HOME/lib.
Copy the file OFSAAIRunner 1.0.0.tar.gz in Binary mode to the Oracle Database Server.

Log in to the Oracle Database Server with the user using which Oracle Database Server
installation is done.

Navigate to the directory where the file OFSAAIRunner 1.0.0.tar.gz is copied.

Install the package by executing the command:

ORE CMD INSTALL OFSAAIRunner 1.0.0.tar.gz
Successful installation is indicated in the installation log as:
* DONE (OFSAATRunner)

Making packages.html ... done

NOTE The OFSAAIRunner package is installed in the
/usr/1ib64/R/1library directory.

Navigate to the directory SORACLE HOME/R/library and check whether OFSAAIRunner
package is listed thereby executing the command:

>library (OFSAAIRunner) >OFSAAIRunner: : and press TAB twice.

This lists out all the functions.

6.12.2 Uninstall OFSAAI Runner Package

Perform the following instructions to uninstall the OFSAAIRunner package:

1.

Log in to the Oracle Database Server with the same username, using which Oracle Database
Server installation is done.
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6.12.4

6.13

2. Enter ORE in command prompt and execute the command:
#ORE
>remove.packages ("OFSAAIRunner")
3. To save the workspace image, enter the command:
>q ()
4. Enter y when prompted to save the workspace image. Save workspace image? [y/n/c]: y

5. Navigate to the directory $SORACLE HOME/R/library and verify the package is not listed
thereby executing the command:

1s -1

Configure ORE Execution

Perform the following step: to configure ORE execution:

1. Adda TNS entry in the tnsnames . ora file with ths name same as that of the value set for
ORACLE_SID in the database server.

NOTE For the RAC database, follow the preceding configuration in all
the machines.

Configure Tomcat

To stop generating static content with one print statement per input line, you must configure the
web . xml file.

To configure the web . xm1 file, perform the following steps:
1. Navigate to tomcat/conf directory.
2. Edit the web. xm1 file as follows:

3. Setthe mapped file parameter to False in the servlet tag mentioned with
<servlet-name>jsp</servlet-name>.
<init-param>
<param-name>mappedfile</param-name>
<param-value>false</param-value>

</init-param>

Configure Big Data Processing

This section is not applicable if you have enabled Financial Services Big Data Processing during the
installation of OFSAAI 8.1.0.0.0 full installer. Follow instructions in this section if you intend to enable
Big Data Processing.

Topics:
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e Copy Jars to OFSAA Installation Directory
e Copy KEYTAB and KRB5 Files in OFSAAI

o Enable Big Data

6.13.1 Copy Jars to the OFSAA Installation Directory

1. Copy the following Jars <Apache Installation Directory>/jars directory based on the Apache
version to the location SFIC HOME/ext/lib:

woodstox-core-5.0.3.jar
stax2-api-3.1.4.jar
logd4j-1.2.17.jar
libthrift-0.9.3.jar
httpcore-4.4.4.jar
httpclient-4.5.2.jar
hive-exec-3.1.2.jar
hadoop-auth-3.1.1.jar
commons-configuration2-2.1.1.jar
zookeeper-3.4.9.jar
slf4j-log4jl2-1.7.25.jar
slfd4j-api-1.7.25.jar
1ibfb303-0.9.3.jar
hive-service-3.1.2.jar
hive-metastore-3.1.2.7jar
hive-jdbc-3.1.2.jar
hadoop-common-3.1.1.jar
curator-client-2.12.0.jar
commons-logging-1.0.4.jar
commons-io-2.4.jar
commons-collections-3.2.2.jar

NOTE For Installation purpose, copy the below jars to the locationed
mentioned in the 5.2.3.1 Configure the <APP
Pack>_SCHEMA_BIGDATA_IN.xml File section to the location
<HIVE_LIB_PATH>.

6.13.2 Copy KEYTAB and KRBj; Files in OFSAAI

A Keytab is a file containing pairs of Kerberos principals and encrypted keys (these are derived from
the Kerberos password). The krb5.conf file contains Kerberos configuration information, including the
locations of KDCs and admin servers for the Kerberos realms of interest, defaults for the current
realm, and Kerberos applications, and mappings of hostnames onto Kerberos realms.

If the Authentication is configured as KERBEROS_WITH_KEYTAB for the Hive database, then you must
use the Keytab file to login to Kerberos. The Keytab and Kerberos files must be copied to
$FIC HOME/conf and $FIC WEB HOME/webroot/conf of the OFSAAAI installation directory.

Generate the application EAR/WAR file and redeploy the application onto your configured web
application server.
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Restart the Web application server and the OFSAAAI Application Server. For more information, see the

Start the Infrastructure Services section.

6.13.3 Enable Big Data

To enable Big Data option, follow these steps:

Download the OFSAAAI Applications Pack Installer

Extract the Software

1
2
3. Configure OFS <App pack> PACK.xml File
4

Enable the option as YES for the App ID OFS_AAIB as shown in the following illustration:

Figure 55: Enable Big Data

<APP_PACK_CONFIG>
<APP_PACK_ID>OFS_AAAT_PACK</APP_PACK_ID>
<IS_OPT_INSTALL VALUE="TRUE" />

<VERSION>8.1.8.0.8</VERSION>
<APP>

<VERSION>8.1.9.0.0</VERSION>
</APP>
<APP>

<VERSION>8.1.0.8.8</VERSION>
</APP>
<APP>

<VERSION>8.1.0.0.0</VERSION>
</APP>
</APP_PACK_CONFIG>

<APP_PACK_NAME>Financial Services Advanced Analytical Applications Infrastructure Application Pack</APP_PACK_NAME>
<APP_PACK_DESCRIPTION>Applications for Advanced Analytics using Oracle R, Modeling and Stress Testing Framework and Inline Processing Enginec/APP_PACK_DESCRI]]

<APP_ID PREREQ="" DEF_SEL_FLG="YES" ENABLE="YES">OFS_AAI</APP_ID>
<APP_NAME>Financial Services Analytical Applications Infrastructure</APP_NAME>
<APP_DESCRIPTION>Base Infrastructure for Analytical Applications Infrastructure</APP_DESCRIPTION>

<APP_ID PREREQ="OFS_AAI" DEF_SEL_FLG="NO" ENABLE="YES">OFS_AAIB</APP_ID>
<APP_NAME>Financial Services Analytical Applications Infrastructure Big Data Processing</APP_NAME>
<APP_DESCRIPTION>Add-On Option for Big Data Processing</APP_DESCRIPTION>

<APP_ID PREREQ="OFS_AAI" ENABLE="VES">QFS_AAAI</APP_ID>
<APP_NAME>Financial Services Enterprise Modeling</APP_NAME>
<APP_DESCRIPTION>Add-On Option for Advanced Analytical Applications</APP_DESCRIPTION>

5. |Install the OFSAAI Application Pack

6.14

Enable Financial Services Enterprise Modeling on

Another Application Pack

To enable Enabling Financial Services Enterprise Modeling on another Application Pack, follow these

steps:

Download the OFSAAAI Applications Pack Installer

Extract the Software

1
2
3. Configure OFS <App pack> PACK.xml File
4

Enable the option as YES for the App ID OFS_AAAI as shown in the following illustration:
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Figure 56: Enable Financial Services Enterprise Modeling

<APP_PACK_CONFIG>

<APP_PACK_ID>OFS_AAAT_PACK</APP_PACK_ID>

<IS_OPT_INSTALL VALUE="TRUE" />

<APP_PACK_NAME>Financial Services Advanced Analytical Applications Infrastructure Application Pack</APP_PACK_NAME>

<APP_PACK_DESCRIPTION>Applications for Advanced Analytics using Oracle R, Modeling and Stress Testing Framework and Inline Processing Engine</APP_PACK_DESCR])

<VERSION>8.1.0.8.8</VERSION>

<APP>
¢APP_ID PREREQ="" DEF_SEL_FLG="YES" ENABLE="YES'">OFS_AAI</APP_ID>
<APP_NAME>Financial Services Analytical Applications Infrastructure</APP_NAME>
<APP_DESCRIPTION>Base Infrastructure for Analytical Applications Infrastructure</APP_DESCRIPTION>
<VERSION>8.1.0.9.0</VERSION>

</APP>

<APP>
<APP_ID PREREQ="OFS_AAI" DEF_SEL_FLG="NO" ENABLE="NO">QFS_AAIB</APP_ID>
<APP_NAME>Financial Services Analytical Applications Infrastructure Big Data Processing</APP_NAME>
<APP_DESCRIPTION>Add-On Option for Big Data Processing</APP_DESCRIPTION>
<VERSION>8.1.90.0.@</VERSION>

</APP>

<APP>
<APP_ID PREREQ="OFS_AAI" ENABLE="YES">OFS_AAAI</APP_ID>
<APP_NAME>Financial Services Enterprise Modeling</APP_NAME>
<APP_DESCRIPTION>Add-On Option for Advanced Analytical Applications</APP_DESCRIPTION>
<VERSION>8.1.0.8.@</VERSION>

</APP>

</APP_PACK_CONFIG>

5. Install the OFSAAI Application Pack

Create Application Users

Create the application users in the OFSAA setup before use. For more information, see the User
Administrator section in the Oracle Financial Services Analvtical Applications Infrastructure User
Guide.

NOTE This step may not be required if you have already set up users
in the OFSAA setup.

Map Application User(s) to User Group

Starting the OFSAA 8.1release, with the installation of every OFSAA Application Pack, pre-configured
application user groups are seeded. These user groups are unique to every OFSAA Application Pack
and have application roles pre-configured.

User Groups seeded with the OFSAAAI Application Pack are listed in the Seeded User Groups Table

Table 21: Seeded User Groups

Name Description

Modeler Group A user mapped to this group has access to all the menu items for
Enterprise modeling but does not have authorization rights for sandbox
population, model deployment, and modeling technique authorization.

Modeling Administrator Group A user mapped to this group has access to all the menu items for
Enterprise modeling and has authorization rights for the sandbox
population, model deployment, and modeling technique authorization.

Business Administrator A user mapped to this group has access to all the menu items and actions
for the advanced operations of metadata objects.
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Name Description

Business Authorizer

A user mapped to this group has access to all the menu items and actions
for authorization of changes to metadata objects.

Business Owner

A user mapped to this group has access to all the menu items and actions
for read and write of metadata objects

Business User

A user mapped to this group has access to all the menu items and actions
for access and read of metadata objects.

Identity Administrator

A user mapped to this group has access to all the menu items for
managing User entitlements, User Group Entitlements, and Access
Management configurations.

Identity Authorizer

A user mapped to this group has access to all the menu items for
authorizing User entitlements, User Group Entitlements, and Access
Management configurations.

System Administrator

A user mapped to this group has access to all menu items for managing
the setup configurations.

Object Administrator

A user mapped to this group has access to all menu items for managing
object migration and metadata traceability using the metadata browser.

Guest Group

A user mapped to this group has access to certain menu items with only
access privileges.

Map the application user (s) to the respective Application User Group (s) and subsequently authorize
the entitlements by logging in as SYSAUTH (System Authorizer) user.

For more information, see the Mapping/Unmapping Users section from the Oracle Financial Services
Analvtical Applications Infrastructure User Guide.

6.17 Add TNS entries in the TNSNAMES.ORA File

Add TNS entries in the tnsnames. ora file for every schema created for the Application Pack.

To find the tnsname for the entries, follow these steps:

Log in to the application using System Administrator privileges.

Navigate to System Configuration & Identity Management tab.

1
2
3. Click Administration and Configuration, select System Configuration, and click Database Details.
4

Expand Name to get the list of TNS entry names.
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6.18

6.18.1

6.18.2

Alternatively, you can connect to the CONFIG schema and execute the following query:

select dbname from db master where dbname !='CONFIG'

Configure Transparent Data Encryption (TDE) and Data
Redaction in OFSAA

Two features comprise of Oracle Advanced Security: Transparent Data Encryption and Oracle Data
Redaction.

This section details the configurations required in case you want to enable TDE or Data Redaction in
OFSAA applications.

e Prerequisites
e Transparent Data Encryption (TDE)

e Data Redaction

Prerequisites

Ensure the required Oracle Database Server versions are installed:

e Oracle Database Server Enterprise Edition 19c Release 3 and above releases - 64 bit RAC/Non-
RAC with/without partitioning option, Advanced Security Option.

Transparent Data Encryption (TDE)

Transparent Data Encryption (TDE) enables you to encrypt sensitive data, such as Personally
Identifiable Information (PII), that you store in tables and tablespaces. After the data is encrypted, this
data is transparently decrypted for authorized users or applications when they access this data. To
prevent unauthorized decryption, TDE stores the encryption keys in a security module external to the
database, called a Keystore. For more details on TDE, see the Database Advanced Security Guide.

TDE tablespace encryption enables you to encrypt all of the data stored in a tablespace. To control the
encryption, you use a Keystore and TDE master encryption key. Oracle Database supports both
software keystores and hardware, or HSM-based, keystores. A software keystore is a container for the
TDE master encryption key, and it resides in the software file system.

To configure TDE for OFSAA, follow these steps:

1. Create a new PDB (19c) on the same or different Database Server for TDE. For more
information, see Configure Software Keystore and Encrypted Tablespace Creation.

2. Shutdown the OFSAAI Services.

3. Export all Configuration, Atomic, and Sandbox Schemas as per the applications installed in your
OFSAA instance.

For example:

expdp SYSTEM/oracle@OFSA19c2DB DIRECTORY=data pump dir
DUMPFILE=ofsaaconf ofsaaatm %U.dmp filesize=2G
SCHEMAS=ofsaaconf, ofsaaatm LOGFILE=ofsaaconf ofsaaatm exp.log
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4,

10.
1.
12.

NOTE The above command will create data dumps as files of 2GB size
each (multiples). Any other commands/ tools as appropriate
may be used to archive the schemas.

Import all schemas that are exported using the above command, into the new DB instance.

For example:

impdp SYSTEM/oracle@OFSA12nDB DIRECTORY=data pump dir
DUMPFILE=ofsaaconf ofsaaatm %U.dmp SCHEMAS=ofsaaconf,ofsaaatm
LOGFILE=ofsaaconf ofsaaatm_ imp.log

NOTE e Restoring the exported dumps creates Configuration
and Atomic Schema(s) with the same user credentials
as that of the source, along with the existing grants.

e If schemas are restored using a tool/ mechanism
other than as mentioned in Steps 1and 2, retain the
user credentials of Configuration and Atomic Schemas
the same as in the Source environment, along with the
Schema grants.

Provide select grants on sys.V_$parameter to view Configuration and Atomic Schemas of
Target Environment database.

For example:

Log in as sys user:

SQL> GRANT SELECT ON SYS.V_$PARAMETER TO ofsaaconf;
Grant succeeded

SQL> GRANT SELECT ON SYS.V_$PARAMETER TO ofsaaatm;

Grant succeeded
Update .profile for ORACLE_SID environment variable with new ORACLE_ SID.

Update JDBC URL by executing Port Changer utility. For details on how to execute Port Changer
utility, see Changing IP/Hostname, Ports, Deployed paths, Protocol of the OFSAA Instance
section under Generic Configurations chapter in OFS Analytical Applications Infrastructure
Administration Guide.

Navigate to the $SFIC WEB HOME directory and execute the following command to trigger the
creation of the EAR/WAR file:

./ant.sh

The EAR/WAR file - <contextname>.ear/.war - is created in the SFIC_WEB_HOME directory.

On completion of the EAR/WAR file creation, the message "BUILD SUCCESSFUL" is displayed.
Edit the existing Connection Pool settings to point to the new JDBC URL and verify connections.

Clear the webserver cache and redeploy the application onto your configured web application
server.
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13. Restart the OFSAA Services. For more information, see Start the Infrastructure Services.

6.18.2.1 Configure a Software Keystore and Encrypted Tablespace Creation

A software keystore is a container for the TDE master encryption key, and it resides in the software file
system. You must define a location for the key in the sgqlnet. ora file so that the database locates the
keystore (one per database) by checking the keystore location in the sglnet. ora file. After defining
the location, create the keystore and open it. Set the TDE master key after opening it and then encrypt
the data.

To find whether a wallet is already existing, check the following entries:

1.

The location specified by the ENCRYPTION_WALLET_LOCATION parameter in the sqlnet.ora
file.

The location specified by the WALLET_LOCATION parameter in the sglnet.ora file.

Encrypted tablespaces can share the default database wallet. However, Oracle recommends that
you use a separate wallet for transparent data encryption functionality by specifying the
ENCRYPTION_WALLET_LOCATION parameter in the sqlnet.ora file.

NOTE You must have the required privileges to perform the following
actions.

To configure the software keystore, follow the instructions in the following sections:

1
2
3.
4
5

Set the Software Keystore Location in the sglnet.ora File

Create the Software Keystore

Open the Software Keystore

Set the Software TDE Master Encryption Key

Encrypting vour Data

6.18.2.11 Set the Software Keystore Location in the sqlnet.ora File

The first step is to designate a location for the software keystore in the sgqlnet.ora file. The Oracle
Database will check the sglnet . ora file for the directory location of the keystore to determine
whether it is a software keystore or a hardware module security (HSM) keystore.
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NOTE e Ensure that the directory location which you want to
set for software keystore exists beforehand.
Preferably, this directory must be empty.

¢ Ina multitenant environment, the keystore location is
set for the entire multitenant container database
(CDB), not for individual pluggable databases (PDBs).

e By default, the sglnet.ora fileis located in the
ORACLE HOME/network/admin directory or the
location set by the TNS_ADMIN environment variable.
Ensure that you have properly set the TNS_ADMIN
environment variable to point to the correct
sglnet.ora file.

To create a software keystore on a regular file system, use the following format when you edit the
sqglnet.ora file:

ENCRYPTION WALLET LOCATION= (SOURCE=(METHOD=FILE)
(METHOD DATA= (DIRECTORY=<<path to keystore>>)))

Examples:

= For a regular file system in which the database name is orclb:

ENCRYPTION WALLET LOCATION= (SOURCE= (METHOD=FILE)
(METHOD DATA= (DIRECTORY=/etc/ORACLE/WALLETS/orcl)))

=  When multiple databases share the sqlnet.ora file:

ENCRYPTION WALLET LOCATION= (SOURCE= (METHOD=FILE)
(METHOD DATA= (DIRECTORY=/etc/ORACLE/WALLETS/orcl)))

=  When Oracle Automatic Storage Management (ASM) is configured:

ENCRYPTION WALLET LOCATION= (SOURCE=(METHOD=FILE)
(METHOD DATA= (DIRECTORY=+diskl/mydb/wallet)))

= For ASM Diskgroup:

ENCRYPTION WALLET LOCATION= (SOURCE=(METHOD=FILE)
(METHOD DATA=(DIRECTORY=+ASM file path of the diskgroup)))

6.18.2.1.2 Create the Software Keystore

There are three types of Software Keystores:
e Password-based Software Keystores
e Auto-login Software Keystores
e Local Auto-login Software Keystores
Perform the following steps to create a software keystore:
1. Login as sysdba or user with ADMINISTER KEY MANAGEMENT or SYSKM privilege.

2. Use the following command to create password-based software keystore:

CONN sys/password@serviceid AS SYSDBA
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6.18.2.1.3

ADMINISTER KEY MANAGEMENT CREATE KEYSTORE 'keystore location'
IDENTIFIED BY

software keystore password;

= keystore_location is the path of the keystore directory you want to create

= software_keystore_password is the password of the keystore that you want to create.
For example, to create the keystore in the /etc/ORACLE/WALLETS/orcl directory:

ADMINISTER KEY MANAGEMENT CREATE KEYSTORE /etc/ORACLE/WALLETS/orcl'
IDENTIFIED BY password;

After you run this statement, the ewallet.p12 file, which is the keystore, appears in the
keystore location.

= Alternatively, you can create an Auto-Login or Local-Login Keystore to avoid opening the
Keystore manually every time. Use the following command:

ADMINISTER KEY MANAGEMENT CREATE [LOCAL] AUTO LOGIN KEYSTORE FROM
KEYSTORE 'keystore location' IDENTIFIED BY keystore password;

= LOCAL enables you to create a local auto-login software keystore. Otherwise, omit this
clause if you want the keystore to be accessible by other computers.

After you run this statement, the cwallet. sso file appears in the keystore location.

NOTE It is important to remember the master key password
(<keystore_password>) used during the creation of the
keystore. There are no ways to retrieve the password if
forgotten.

Open the Software Keystore

Depending on the type of keystore you create, you must manually open the keystore before you can
use it.

You must not manually open auto-login or local auto-login software keystores. These keystores are
automatically opened when it is required, that is when an encryption operation must access the key. If
necessary, you can explicitly close any of these types of keystores. You can check the status of
whether a keystore is open, closed, open but with no master key, or open but with an unknown master
key by querying the STATUS column of the VSENCRYPTION_ WALLET view.

After you open a keystore, it remains open until you manually close it. Each time you restart a
database instance, you must manually open the password keystore to re-enable encryption and
decryption operations.

Perform the following steps to open the software wallet:
1. Login as sysdba or user with ADMINISTER KEY MANAGEMENT or SYSKM privilege.
2. Use the following command to open password-based software keystore:

CONN sys/password@serviceid AS SYSDBA

ADMINISTER KEY MANAGEMENT SET KEYSTORE OPEN IDENTIFIED BY
software keystore password [CONTAINER = ALL | CURRENT];
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6.18.2.1.4

* software keystore password isthe same password that you used to create the
keystore in "Step 2: Create the Software Keystore".

* CONTAINER is for use in a multitenant environment. Enter ALL to set the keystore in all of
the PDBs in this CDB, or CURRENT for the current PDB.

NOTE e Ina CDB, open the Keystore in the ROOT (CDB$ROOT)
container and in all the associated PDBs, where TDE is
enabled.

¢ You must not manually open auto-login or local auto-
login software Keystores.

Set the Software TDE Master Encryption Key

Once the keystore is open, you can set a TDE master encryption key for it. The TDE master encryption
key is stored in the keystore. This key protects the TDE table keys and tablespace encryption keys. By
default, the TDE master encryption key is a key that Transparent Data Encryption (TDE) generates.

In a multitenant environment, you can create and manage the TDE master encryption key from either
the root or the PDB.

Ensure that the database OPEN_MODE is set as READ WRITE. To find the status for a non-multitenant
environment, query the OPEN_MODE column of the V$DATABASE dynamic view. If you are using a
multitenant environment, then query the V$PDBS view. (If you cannot access these views, then
connect as SYSDBA and try the query again. To connect as SYSKM for this type of query, you must
create a password file for it. See Oracle Database Administrator's Guide for more information.)

Perform the following steps to set the encryption key:
1. Login as sysdba or user with ADMINISTER KEY MANAGEMENT or SYSKM privilege.

2. Use the following command to set the encryption key:
CONN sys/password@serviceid AS SYSDBA

ADMINISTER KEY MANAGEMENT SET KEY [USING TAG 'tag'] IDENTIFIED BY
password [WITH BACKUP [USING 'backup identifier']] [CONTAINER = ALL |
CURRENT] ;

* tagisthe associated attributes and information that you define. Enclose this setting in
single quotation marks (' ).

* password is the mandatory keystore password that you created when you created the
keystore in Create the Software Keystore.

= WITH BACKUP creates a backup of the keystore. You must use this option for password-
based keystores. Optionally, you can use the USING clause to add a brief description of the
backup. Enclose this description in single quotation marks (' '). This identifier is appended to
the named keystore file (for example, ewallet_time_stamp_emp_key_backup.p12, with
emp_key_ backup being the backup identifier). Follow the file naming conventions that your
operating system uses.

* CONTAINER s for use in a multitenant environment. Enter ALL to set the key in all of the
PDBs in this CDB, or CURRENT for the current PDB.
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For example,

ADMINISTER KEY MANAGEMENT SET KEY IDENTIFIED BY password WITH
BACKUPUSING 'emp key backup';

Encrypt your Data

After completing the keystore configuration, encrypt the data. You can encrypt individual columns in a
table or entire tablespaces. OFSAA recommends encrypting entire tablespaces and the description in
this section covers encrypting entire tablespaces.

NOTE The following restrictions on using Transparent Data
Encryption when you encrypt a tablespace:

e Transparent Data Encryption (TDE) tablespace
encryption encrypts or decrypts data during read and
write operations, as compared to TDE column
encryption, which encrypts and decrypts data at the
SQL layer. This means that most restrictions that
apply to TDE column encryption, such as data type
restrictions and index type restrictions, do not apply to
TDE tablespace encryption.

e To perform import and export operations, use Oracle
Data Pump.

Encrypting data involves the following steps:

1. Set the COMPATIBLE Initialization Parameter for Tablespace Encryption

2. Set the Tablespace TDE Master Encryption Key

3. Create the Encrypted Tablespace

Set the COMPATIBLE Initialization Parameter for Tablespace Encryption

Prerequisite: You must set the COMPATIBLE initialization parameter for the database to 12.2.0.0 or
later. Once you set this parameter to 12.2.0.0, the change is irreversible.

To set the COMPATIBLE initialization parameter, follow these steps:
1. Login to the database instance. In a multitenant environment, log into the PDB.
2. Check the current setting of the COMPATIBLE parameter.

For example:

SHOW PARAMETER COMPATIBLE

NAME TYPE VALUE
compatible string 12.0.0.0
noncdbcompatible BOOLEAN FALSE

3. If you want to change the COMPATIBLE parameter, perform the following steps:

» Locate the initialization parameter file for the database instance.

Confidential - Oracle Restricted



Confidential - Oracle Restricted
POST-INSTALLATION

CONFIGURE TRANSPARENT DATA ENCRYPTION (TDE) AND DATA REDACTION IN OFSAA

UNIX systems: This file is in the ORACLE HOME/dbs directory and is named
initORACLE SID.ora (forexample, initmydb.ora).

= |In SQL*Plus, connect as a user who has the SYSDBA administrative privilege, and then shut
down the database.

For example:
CONNECT /AS SYSDBA
SHUTDOWN

= Edit the initialization parameter file to use the correct COMPATIBLE setting.

For example:
COMPATIBLE = 12.2.0.0

= In SQL*Plus, ensure that you are connected as a user who has the SYSDBA administrative
privilege, and then start the database.

For example:
CONNECT /AS SYSDBA
STARTUP

= If tablespace encryption is in use, then open the keystore at the database mount. The
keystore must be open before you can access data in an encrypted tablespace.
STARTUP MOUNT;

ADMINISTER KEY MANAGEMENT SET KEYSTORE OPEN IDENTIFIED BY password;
ALTER DATABASE OPEN;

Set the Tablespace TDE Master Encryption Key

Make sure that you have configured the TDE master encryption key as shown in the Set the Software
TDE Master Encryption Key. section.

Create the Encrypted Tablespace

After you have set the COMPATIBLE initialization parameter, you are ready to create the encrypted
tablespace.

See the following reference link for details on manually creating encrypted tablespaces:

https://docs.oracle.com/cloud/latest/db121/ASOAG/asotrans _config.htm#ASOAG9555.

6.18.2.2 Test the Encryption

Test the encryption by checking if a tablespace is encrypted or not. Execute the following query to
check:

SELECT tablespace name, encrypted FROM dba tablespaces;

The following result is displayed, which indicates whether the TABLESPACE is encrypted or not in the
ENCRYPTED column.
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Table 22: Testing the Encryption

TABLESPACE_NAME ENCRYPTED

SYSTEM NO
SYSAUX NO
UNDOTBS1 NO
TEMP NO
USERS NO
ENCRYPTED_TS YES

The above example indicates TABLESPACE ENCRYPTED_TSs is created with Encryption ON.

6.18.3 Data Redaction

OFSAA is enhanced to enable masking of sensitive data and Personal Identification Information (PIl) to
adhere to Regulations and Privacy Policies. Oracle Data Redaction provides selective, on-the-fly
redaction of sensitive data in database query results before display by applications so that
unauthorized users cannot view the sensitive data. The stored data remains unaltered, while displayed
data is transformed into a pattern that does not contain any identifiable information.

To enable Data Redaction, perform the following steps:

1.
2,

Log in as SYSDBA into the database.

Executethe SFIC HOME/utility/data security/scripts/create data sec
roles.sql file only once per database (PDB in case of 19¢).

Execute the following SQL statement to find out the list of atomic users from the table:

select v_schema_name from aai_db_detail where V_DB_NAME <> 'CONFIG' AND V_DB_ TYPE =
'ORACLE'

Execute the
$FIC HOME/utility/data security/scripts/grant data sec roles.sql file for all
atomic users found in the previous step.

From the Configuration window in the System Configuration module, select the Allow Data
Redaction checkbox.

Run the Data Redaction utility.

For more details on enabling Data Redaction, see the Data Redaction section in the Data
Security and Data Privacy topic in the OFS Analytical Applications Infrastructure Administration
Guide.
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~7 Remove OFSAA Infrastructure
Topics:
e Uninstall the OFSAA Infrastructure
e Uninstall the EAR Files

e (lean Up the Environment

7.1 Uninstall the OFSAA Infrastructure

To uninstall the OFSAA Infrastructure, follow these steps:

ATTENTION Before you start the uninstallation process, ensure that no
open connections exist to the OFSAA Infrastructure Config and
Atomic Schemas and Stop the Infrastructure Services.

1. Login to the system as a non-root user.
2. Navigateto the $SFIC HOME directory and execute the following command:
./Uninstall.sh

3. Enter the password for the OFSAAI Configuration Schema when prompted:

Figure 57: OFSAAI Configuration Schema Prompt

/scratch/of saadb/0FSAARIY . /Uninstall, sh
Uninstallation Started ([time : Tue Jun 10 14:20:27 IST 2014 ]

*%% Driver loaded with Driver oracle,jdbc.driver.OracleDriver

Please enter Configuration schema Password

Connected to Config Schema

Cleaning config schema ....

config schema cleaned ...

Cleaning up Infrastructure Home Dir |

Please wait ..,

Uninstallation Completed | Thank You [time : Tue Jun 10 14:21:53 IST 2014 ]

/scratch/of saadb/0FSAAIVY

7.2 Uninstall the EAR Files
Topics:

¢ Uninstall the EAR Files in WebSphere

e Uninstall the EAR Files in WebLogic

e Uninstall the EAR Files in Tomcat

7.2.1 Uninstall the EAR Files in WebSphere

To uninstall a previously deployed application from a WebSphere application server, follow these
steps:
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1. Open the URL in a browser window:

http://<ipaddress>:<Administrative Console Port>/ibm/console (httpsif SSLis
enabled).

The login window for the WebSphere Application Server Administration Console is displayed.
2. Login with the user ID that has admin rights.

3. From the Navigation Tree, select Applications, select Application Types, and then select
WebSphere enterprise applications. The Enterprise Applications window with all the
previously deployed applications is displayed.

Figure 58: Enterprise Applications Window - Previously Deployed Applications

1

Enterprise Applications 4

Enterprise Applications
Use this page to manage installed applications. A single application can be deployed onto multiple servers.

# Preferences

| Start |:"Stop‘|\ Install || Uninstall | ‘ Update ” Rollout Update ” Remove File | [ Export || Export DDL H Export File | A;\'f‘?:;y_
BE
Select Name & Application Status Q Liberty Advisor Summary Q

You can administer the following resources:

J DefaultApplication

O ivtApp

154 ofs81w9

o query

LK K AR 2
(OENOENOREN

Total 4

4. Select the check box adjacent to the application that you want to uninstall and click Stop.

5. Click Uninstall to display the Uninstall Application window.

Figure 59: Uninstall Application window

Uninstall Application

The follewing applications will be removed.

Application(s) with Started or Unavailable status.

Name
ofs81w9

Click OK to remove the application(s). If you do not want to remove the
application(s), click Cancel to return to the previous page.

0K I Cancel I

6. Click OK to confirm.

7. Click Save to save the master file configuration.
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7.2.2 Uninstall the EAR Files in WebLogic

To uninstall a previously deployed application from the WebLogic application server, follow these
steps:

1. Open the URL in a browser window:
http://<ipaddress>:<admin server port>/console (httpsif SSL is enabled).
The login window of the WebLogic Server Administration Console is displayed.

2. Login with the WebLogic user credentials having administrator privileges.

3. From the Navigation Tree for Domain Structure, select Deployments to display the Summary of
Deployments window.

Figure 60: Summary of Deployments Window

Summary of Deployments

Configuration = Control | Monitering

This page displays the list of Java EE applications and standalone application modules Installed to this domaln.

You can start and stop applications and modules from the domain by selecting the checkbox next to the application name and then using the controls on this page.

[ Customize this table

Deployments

Startv| | Stop v

When work completes

Showing 1 to 1 of 1 Previous | Next

¥ | Nam|

Targets
{ Force stop now

@ | @of

‘Shte {Health "ﬁ/pe

Scope {Domaln Partitions ‘

Adtive

Stop, but continue servicing administration requests v oK Enterprise Application IAdmmServe; Global ‘

Start | "STopO Showing 1to 1 of 1 Previous | Next

4. Select the check box adjacent to the application that you want to uninstall, click Stop, and then
select Force Stop Now.

5. Click Yes in the confirmation dialog to stop the selected deployment.

Figure 61: Stop the Selected Deployment
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6. Select the check box adjacent to the application and click Delete to delete the selected
deployment.
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7. C(lick Yes in the confirmation dialog to remove the selected deployment from the domain

configuration.

7.2.3 Uninstall the EAR Files in Tomcat

To uninstall a previously deployed application from Tomcat server, follow these steps:

1.

Comment out the Context path section from the server.xml file in the
$CATALINA HOME/conf directory to avoid conflict during undeploying and re-deploying the
WAR file.

Place comment <! > in between the context path section. For example:
<l--

<Context path ="/pr2test" docBase="/home/perfuser/tomcat-
7.0.19/webapps/ pr2test" debug="0" reloadable="true"
crossContext="true">

<Resource auth="Container" name="jdbc/PR2ATM"
type="javax.sqgl.DataSource"

driverClassName="oracle.jdbc.driver.OracleDriver" username="pr2atm"

password="pr2atm" url="jdbc:oracle:thin:@<HOST NAME>:1521:PERFTEST"
maxTotal="100"

maxIdle="30" maxWaitMillis="10000"/>
</Context>

-=>

To restart the Tomcat service, follow these steps:

c. Logintothe "UNIX server" through a terminal emulator.
d. Navigatetothe $catalina home/bin directory.

e. Stop the Tomcat services using the following command:

./shutdown.sh

f. Start the Tomcat services using the following command:

./startup.sh
Open the URL in a browser window:
http://<IP address>:<Tomcat server port> (httpsif SSLis enabled).
The Tomcat home window is displayed.
Click Manager App to display the Connect to window.

Log in with the user credentials having admin rights. The Tomcat Web Application Manager
window is displayed with the list of all applications deployed in Tomcat.
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Figure 62: Tomcat Web Application Manager Window
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6. Click the Undeploy link corresponding to the deployed Infrastructure application. A
confirmation message is displayed.

7.3 Clean Up the Environment

To clean up the Infrastructure environment, follow these steps:

1. Uninstallation does not remove the Infrastructure application from the Web application server.
Manually remove the Infrastructure application.

2. Remove the entries in the .profile file.

3. Navigate to the ftpshare directory and delete the infodom files and directories under the file
system staging area (ftp share) by executing the following command:

$ rm -rf <INFODOM>

4. Drop config and atomic schemas from the database. Drop all the database objects from the
Atomic Schemas manually.
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Part 11

Topics:

e Upgrade
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8 Upgrade

In this scenario, you are upgrading the application pack from Release 8.0.6.1.0 or later to Release
8.1.0.0.0.

Example: You are using release 8.0.7.0.0 and now want to upgrade to Release 8.1.0.0.0.

1. Run the Environment Check Utility tool and ensure that the hardware and software
requirements are installed as per the Oracle Financial Services Analytical Applications 8.1.0.0.0
Technology Matrix.

2. (Clone your existing environment to the Oracle Financial Services Analytical Applications
8.1.0.0.0 Technology Matrix.

ATTENTION Always ensure you run the upgrade installer only on the
cloned environment.

3. Trigger the installation.
Topics:

e Upgrade from Release v8.0.x of OFS AAAI on AIX or Solaris x86 Operating System

e Prepare for Upgrade

e Upgrade from a Release Before 8.0.6.1.0

e Upgrade an Already Installed Application Pack From 8.0.6.1.0 or Later

NOTE If you want to Upgrade from Release v8.0.x of OFS AAAI on AIX
or Solaris x86 Operating System, skip the other upgrade topics
in this guide and see the instructions in the migration guide.

8.1 Upgrade from Release v8.0.x of OFS AAAI on AIX or
Solaris x86 Operating System

Release v8.1.0.0.0 of OFS AAAlI is not certified for IBM AIX and Oracle Solaris x86 Operating Systems.
If you are currently running OFSAA v8.0.x on AlX or Solaris x86 Operating Systems and plan to
upgrade to Release v8.1.0.0.0, then you must migrate from AlX or Solaris x86 to Oracle Linux or Oracle
Solaris SPARC. See the My Oracle Support Doc ID 2700084.1 for details.

8.2 Prepare for Upgrade

Before you plan to install/upgrade any of your application packs to Release 8.1.0.0.0, ensure that all
the application packs in your current OFSAA instance are available in the Release 8.1.0.0.0 version.
Contact My Oracle Support for more information about the release version details.
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ATTENTION The minimum supported version is 8.0.6.1.0. If upgrading from
a release before 8.0.6.1.0, then first upgrade to 8.0.6.1.0 or
later. After this step, you can upgrade to 8.1.0.0.0 or later.

1. Backup the following environment files from the <OFS AAAI PACK>/schema creator/conf
directory:

= Database
" OFS <App pack>.xml
* OFS <PACK> SCHEMA IN.xml

= OFSAAI InstallConfig.xml

2. See the Oracle Financial Services Analytical Applications 8.1.0.0.0 Technology Matrix for the
hardware and software required to upgrade to OFS AAAI Release 8.1.0.0.0.

3. Enable unlimited cryptographic policy for Java. For more information, see the Enabling
Unlimited Cryptographic Policy section in the OFS Analytical Applications Infrastructure
Administration Guide.

4. Clone your environment. For more information, see the OFSAA Cloning Reference Guide.

8.3 Upgrade from a Release Before 8.0.6.1.0

You are upgrading from a release before 8.0.6.1.0:

1. Upgrade to 8.0.6.1.0 or later. For more information, see
https://docs.oracle.com/cd/E60058 O1/install.htm.

2. Upgrade from 8.0.6.1.0 to 8.1.0.0.0. For more information, see Upgrade from a Previous Release
(8.0.6.1.0 or Later).

I NOTE The minimum supported version is 8.0.6.1.0

8.4 Upgrade an Already Installed Application Pack From
8.0.6.1.0 or Later

You are upgrading the application pack from Release 8.0.6.1.0 or later to Release 8.1.0.0.0.

Example: You are using release 8.0.7.0.0 and now want to upgrade to Release 8.1.0.0.0.

NOTE If upgrading from a release before 8.0.6.1.0, then first upgrade
t0 8.0.6.1.0 or later. To upgrade to 8.0.6.1.0, see the installation
guides at https://docs.oracle.com/cd/E60058 01/install.htm.
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8.4.1 Clone Your Existing Environment

Clone your existing environment to the Oracle Financial Services Analytical Applications 8.1.0.0.0
Technology Matrix. For more information, see the OFSAA Cloning Reference Guide for:

e Release 8.0.x

8.4.2 Download the OFSAAAI Applications Pack Installer

To download the OFSAAAI Applications Pack Installer Release 8.1.0.0.0, follow these steps:

1. Login to the Oracle Software Delivery Cloud (OSDC) with a valid Oracle account.

2. Download the installer archive and copy (in Binary mode) to the download directory that
exists in the OFSAAAI installation setup.

NOTE Select the required archive files for either Solaris SPARC or
Linux based on the operating system of your OFSAAAI.

3. For Solaris OS, download the mandatory one-off patch 31509494 from My Oracle Support.

4. Loginto My Oracle Support, search for the 33663417 Mandatory Patch in the Patches &
Updates Tab and download it.

ATTENTION On the 10th of December 2021, Oracle released Security Alert
CVE-2021-44228 in response to the disclosure of a new
vulnerability affecting Apache Log4] before version 2.15. The
application of the 33663417 Mandatory Patch fixes the issue.

For details, see the My Oracle Support Doc ID 2827801.1.

Ensure that you reapply the 33663417 Mandatory Patch
whenever you install or upgrade the application, or apply an
incremental patch.

8.4.3 Extract the Software

You must be logged in to the UNIX operating system as a non-root user to perform the following
steps. To extract the software, follow these steps:

1. Download the unzip utility (OS-specific) unzip <os>.Z and copy it in Binary mode to the
directory that is included in your PATH variable.

If you already have an unzip utility to extract the contents of the downloaded archive, skip this
step. Uncompress the unzip installer file with the command:

uncompress unzip <os>.Z
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NOTE If an error message "uncompress: not found [No such file or
directory]" is displayed, contact your UNIX administrator.

2. Assign execute (751) to the file with the following command:
chmod 751 unzip <0S>

For example: chmod 751 unzip_ sparc

3. Extract the contents of the OFSAAAI Application Pack Release 8.1.0.0.0 installer archive file in
the download directory with the following command:

unzip OFS AAAI PACK.zip

4. Logintothe OFSAA Infrastructure Config Schema and execute the following SQL query:
ALTER TABLE CONFIGURATION MODIFY PARAMNAME VARCHAR2 (100 CHAR);

5. For Solaris OS, extract and apply the one-off patch 31509494. See the Readme packaged with
the patch for further instructions on how to install the patch.

6. Navigate to the download directory and assign execute permission to the installer directory with
the following command:

chmod -R 750 OFS AAAI Pack

8.4.4 Trigger the Installation

1. Enter the following command in the console to execute the application pack installer with the
Silent option.

./setup.sh SILENT

2. Theinstaller proceeds with the pre-installation checks and starts the upgrade installation
process.

3. The OFS AAAl installation begins.
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Figure 63: OFS AAAI Silent Mode Installation
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Figure 64: Silent Mode Installation In Progress
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Congratulations! Your installation is complete.
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8.4.5 Verify the Log File Information

See the following logs files for more information:
e Pack Install.logfileinthe OFS AAAI/logs/ directory.

¢ Model Upload log file <Name and Path>

8.4.6  Post Installation Steps

Follow the steps mentioned in the Post Installation Steps section.
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Part 111

Topics:

e Configure the Web Server

e Configure Resource Reference in Web Servers

e Configure Work Manager in Web Application Servers
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9 Configure the Web Server

This step assumes the installation of a web server exists as per the prerequisites.

Refer to the product-specific installation guide to install and configure the web server. If an installation
already exists, skip, and proceed to the next step.

NOTE e See the Oracle Financial Services Analytical
Applications Infrastructure Security Guide for
configurations to secure your web server.

¢ You must enable a sticky session/affinity session
configuration on the web server. See the respective
product-specific Configuration Guide for more details.
Additionally, you also must enable the sticky session/
affinity session configuration at the Load Balancer
level if you have configured a Load Balancer in front
of the web server.

This step assumes the installation of a web application server exists as per the prerequisites. To
configure the Web application server for OFSAA Deployment refer to the following sections.

Topics:

e Configure WebSphere Application Server for Application Deployment

e Configure Weblogic for Application Deployment

e Configure Apache Tomcat Server for Application Deployment

e Additional Configurations for Web Servers

NOTE e Make a note of the IP Address/ Hostname and Port of
the web application server. This information is required
during the installation process (required if the web
server is not configured).

e Add umask 0027 in the .profile of the UNIX
account which manages the WEB server to ensure
restricted access permissions.

e Seethe OFSAA Secure Configuration Guide/ Security
Guide mentioned in the Related Documents section
for additional information on securely configuring
your web server.
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9.1.1

Configure WebSphere Application Server for
Application Deployment

You can deploy multiple OFSAA applications on different profiles of a stand-alone WebSphere
application server. To create multiple WebSphere "Profiles" in a stand-alone server, use the command
line option as explained in the following section. A profile is the set of files that define the runtime
environment. At least one profile must exist to run the WebSphere Application Server.

This section covers the following topics:

e Create a New Profile in WebSphere

e Manage IBM WebSphere SDK Java Technology Edition Versions

e Manage Applications in WebSphere

e Configure WebSphere Application Server to Initialize Filters before Initializing Load-On_Startup
Servlets

e Configure WebSphere Application Server Persistence to JPA Specification 2.0

e Configure WebSphere Application Server to Use a Load Balancer or Proxy Server

e Delete WebSphere Profiles
e Configure WebSphere HTTPS

e Configure WebSphere Memory Settings

Create a New Profile in WebSphere

The Profile is created in WebSphere through the command line using the manageprofiles.sh that
resides in the <WebSphere Install directory>/AppServer/bin directory.

Use the following command to create a profile without admin security through the command line:

"manageprofiles.sh -create -profileName <profile> -profilePath <profile
path> -templatePath <template path> -nodeName <node name> -cellName

<cell name> -hostName <host name>"

Example:

Susr/home>./manageprofiles.sh -create -profileName mockaix
-profilePath/websphere/webs64/Appserver/profiles/mockaix
-templatePath/websphere/webs64/Appserver/profileTemplates/default
-nodeName ipa020dorNode(04 cellName ipa020dorNode(04Cell -hostName ipa020dor
The command to create a profile with admin security through command line is as follows:

"manageprofiles.sh -create -profileName <profile> -profilePath <profile
path> -templatePath <template path> -nodeName <node name> -cellName

<cell name> -hostName <host name> -enableAdminSecurity true -
adminUserName<Admin User Name> -adminPassword < Admin User Password> -
samplespassword<sample User Password>"

Example:

Susr/home>./manageprofiles.sh -create -profileName mockaix
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-profilePath/websphere/webs64/Appserver/profiles/mockaix
-templatePath/websphere/webs64/Appserver/profileTemplates/default

-nodeName ipa020dorNode(04 -cellName ipa020dorNode(04Cell -hostName ipa020dor
-enableAdminSecurity true -adminUserName ofsaai -adminPassword ofsaai -
samplespassword ofsaai"

NOTE While using the manageprofiles.sh command to create a
New Profile in WebSphere, you can also use "-
validatePorts" to validate if the specified ports are not
reserved or in use. Additionally, you can specify new ports with
"-startingPort <base port>"which specifies the starting
port number to generate and assign all ports for the profile. For
more information on using these ports, refer to WebSphere
manageprofiles command.

9.1.2 Manage IBM WebSphere SDK Java Technology Edition
Versions
Follow these steps to check the java version and set it to JAVA 8.X SDK:
1. Enter the WebSphere URL in the format http://HOST_NAME:PORT_ NUMBER/ibm/console
(use https if SSL is enabled.). For example, http://192.168.1.0:9000/ibm/console.
2. Login with your administrator user ID and password.
3. From the LHS menu, click Servers to expand and view the menu.

4. C(lick Server Types to expand the menu further and then click WebSphere Enterprise
Application Servers to view the Application servers window.

5. Onthe Application servers window, click the required Application Server link. For example,
serverlin the following figure:
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Figure 65: Application Server Java SDKs
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6. Click the Java SDKs link from the Server Infrastructure section to view the list of Java SDKs.

Figure 66: Application Server List of Java SDKs
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Figure 67: Application Server List of Java SDKs
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7. Select 8.0_64.
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9.1.3 Manage Applications in WebSphere

To manage the installed applications in WebSphere, follow these steps:

1. Open the administrator console using the following URL:

http://<ipaddress>:<Administrative Console Port>/ibm/console

Restart the WebSphere Application Server to apply the changes to the IBM application profile.

For example: http://10.111.222.333:9003/ibm/console (https if SSL is enabled.)

NOTE Administrative Console Port value is available in the
serverindex.xml file within the <WebSphere Profile

Directory>/config/cells/<Node Cell>/nodes/<Node
Name> directory.

The Integrated Solutions Console Login window is displayed.
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Figure 68: Integrated Solutions Console Login
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Log in with the User ID provided with admin rights.

From the LHS menu, expand the Applications > Application Type> WebSphere Enterprise

Applications to display the Enterprise Applications window.

Figure 69: Enterprise Applications
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This Enterprise Applications window helps you to:
= Install new application
= Uninstall existing applications

= Start or Stop the installed applications
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9.1.4 Configure WebSphere Application Server to Initialize Filters
before Initializing Load-On-Startup Servlets and Allowing
Empty Servlets Maps

The custom configuration information in this section initializes the filters before initializing load-
onstartup servlets and allows empty servlet maps when you start an application.

NOTE This is a mandatory configuration for OFSAA with WebSphere
for both fresh and upgrade installation.

To configure custom properties for filters, follow these steps:

1.

Enter the WebSphere URL in the format http://HOST_NAME:PORT_ NUMBER/ibm/console
(use https if SSL is enabled.). For example, http://192.168.1.0:9000/ibm/console.

Log in with your administrator user ID and password.
From the left menu, click Servers to expand the menu.

Click Server Types to expand the menu further and then click WebSphere Enterprise
Application Servers to view the Application servers window.

On the Application servers window, click the required Application Server link.

Click Web Container Settings and then Custom Properties to view the Custom Properties
window. The following illustration is an example:

Figure 70: Web Container Initialize Filters Before Servlet

Application servers [ ] =

Application servers > serverl > Web container > Custom properties

Use this page to specify an arbitrary name and value pair. The value that is specified for the name and value pair is a string that can set
internal system configuration properties.

@ Preferences

| New... || Delete I
e

Select | Name £ Value $ | Description £

You can administer the following resources:

O com.ibm.ws.webcontainer.emptyServietMappings true empty servlet mappings

() | com.ibm.ws.webcontainerinitFilterBeforelnitSerylet true

‘mm ibm.ws.webcontainerinvokeFilterInitAtStartup true ‘

Total 3

Click New and enter the following properties:

= com.ibm.ws.webcontainer.initFilterBeforeInitServlet totrue

= com.ibm.ws.webcontainer.invokeFilterInitAtStartup to true

= com.ibm.ws.webcontainer.emptyServletMappings to true.

Click OK and then click Save on the Console to save the customized configurations.

Restart the WebSphere Application Server to apply the changes.
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9.1.5

Configure WebSphere Application Server Persistence to JPA
Specification 2.0

The persistence configuration information in this section sets JPA 2.0 specification in WebSphere over
the default JPA 2.1 specification.

NOTE This is a mandatory configuration for OFSAA with WebSphere
for both fresh and upgrade installation.

To set the JPA 2.0 as the default persistence provider, follow these steps:

1. Enter the WebSphere URL in the format http://HOST_NAME:PORT_ NUMBER/ibm/console
(use https if SSL is enabled.). For example, http://192.168.1.0:9000/ibm/console.

2. Login with your administrator user ID and password.
3. From the LHS menu, click Servers to expand the menu.

4. C(lick Server Types to expand the menu further and then click WebSphere Enterprise
Application Servers to view the Application servers window.

5. On the Application servers window, click the required Application Server link.

6. Click Container Services and then click Default Java Persistence API settings to display the
Configuration window:

Figure 71: Default Java Persistence Settings JPA Specification 2.0

Canfigu ratian
General Properties Additional Properties
194 Specification Lustom progertiss
+ Default persistence provider Related Ttems

®) Zalact a default persistence provider that is ingluded with WebEphara Application Servar = Data Sources

raistence orovider

| comeism.ebsphere.persistance. PersistanceProviderdmal ¥

Specify 8n ahernate default peraastence provider

7. From the JPA Specification drop-down, select 2.0 to change the default JPA Specification from
21t02.0.

8. Click OK and then click Save on the Console to save the customized configurations.

9. Restart the WebSphere Application Server to apply the changes.

Configure WebSphere Application Server to Use a Load
Balancer or Proxy Server

The configuration prevents the process server from redirecting to an internal port when using a load
balancer or proxy server.

The following steps describe the configuration:
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Enter the WebSphere URL in the format http://HOST NAME:PORT NUMBER/ibm/console (use
https if SSL is enabled.). For example, http://192.168.1.0:9000/ibm/console.

Log in with your administrator user ID and password.
From the LHS menu, click Servers to expand and view the menu.

Click Server Types to expand the menu further and then click WebSphere Enterprise
Application Servers to view the Application servers window.

On the Application servers window, click the required Application Server link. For example,
serverl.

Click Web Container Settings and then Custom Properties to view the Custom Properties
window.

Figure 72: Application Servers Load Balancer Proxy Server

Application servers > serverl > Wab container > Custom properties

Use this page to specify an arbitrary name and value pair. The value that is specified for the name and value pair is a stnng that can set
internal system configuration properties.

+ Preferences

Hew... || Delete
Bns®
A

Select| Name £ Value Description 23

b

| ¥ou can administer the following resources:

com. ibrm.we. websortainenextraztHostHeaderPart true [}
frusthostheadergort true En

Total 2

Click New and enter the following properties:

= com.ibm.ws.webcontainer.extractHostHeaderPort: true

= Trusthostheaderport: true

Click OK and then click Save on the Console to save the customized configurations.

Restart the WebSphere Application Server to apply the changes.

9.1.7 Delete WebSphere Profiles

To delete a WebSphere profile, follow these steps:

1.
2,
3.

Select the check box adjacent to the required application and click Stop.
Stop the WebSphere profile to be deleted.

Navigate to WebSphere directory:

<WebSphere Installation Directory>/AppServer/bin/
Execute the command:

manageprofiles.sh -delete -profileName <profile name>

Delete the profile directory.
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Example: <WebSphere Installation
Directory>/AppServer/profiles/<profile name>

6. Execute the command:

manageprofiles.sh -validateAndUpdateRegistry

9.1.8 Configure WebSphere HTTPS

To configure an HTTPS Transport on WebSphere, follow these steps:

1. Create a profile using the Profile Creation Wizard in WebSphere.

NOTE Record the https port specified during this process and use it
as a servlet port or web server port during OFSAAI installation.

2. To enable https configuration on Infrastructure, assign value 1to "HTTPS_ ENABLE" in
OFSAAI InstallConfig.xml for Silent mode OFSAAIl installation.

9.1.9 Configure WebSphere Memory Settings

To configure the WebSphere Memory Settings, follow these steps:

1. Navigate to WebSphere applications server > Application servers > server1 > Process
definition > Java Virtual Machine.

2. Change the memory setting for Java Heap:
= |nitial heap size = 512

=  Maximum heap size = 3072

9.1.10 Configure WebSphere for Rest Services Authorization

For more information, see the OFS Analytical Applications Infrastructure Administration Guide

9.2 Configure WebLogic for Application Deployment

You can deploy multiple Infrastructure applications on different domains of a stand-alone WebLogic
application server. To create multiple WebLogic "Domains" in a stand-alone server, you can use the
Domain Creation wizard. A domain is the set of files that define the runtime environment. At least one
domain must exist to run the WebLogic Application Server.

This section covers the following topics:
e Create Domain in WebLogic Server
e Delete Domain in WebLogic

e Configure WebLogic Memory Settings
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9.2.1 Create Domain in WebLogic Server

To create a new domain using Configuration Wizard in WebLogic, follow these steps:

1. Navigate to the directory <WLS HOME>/wlserver/common/bin and execute the command:

./config.sh

The Welcome window of the Configuration Wizard is displayed.

Figure 73: Configuration Type

Configuration Type
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2. Select Create a new domain option and click Next to the Templates window.

Confidential - Oracle Restricted



Confidential - Oracle Restricted

CONFIGURE THE WEB SERVER
CONFIGURE WEBLOGIC FOR APPLICATION DEPLOYMENT

Figure 74: Templates
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3. Select the Create Domain Using Product Templates option and click Next to display the
Administrator Account window.

Figure 75: Administrator Account
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4. Enter the user name to be assigned to the administrator, the password, and confirm the
password. Click Next to the Domain Mode and JDK window.

Figure 76: Domain Mode and JDK
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5. Select from the following options:
= Inthe Domain Mode section, select the required mode (Development or Production).

* Inthe JDK section, select the required option. If you select Other JDK Location, click
Browse, navigate to the JDK location, and select. Click Next to display the Advanced
Configuration window.
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Figure 77: Advanced Configuration
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6. Select the Administration Server. A WebLogic Server domain must have an Administration
Server. You can also select Manages Servers, Clusters and Machines, and RDBMS Security
Store if required. Click Next to display the Administration Server window.

Figure 78: Administration Server
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7. Enter Administration Server details such as the Server Name, Listen address, Listen Port,
Enable SSL (for secure login using https, select this check box), and SSL Listen Port. Click Next
to display the Configuration Summary window.

NOTE Make a note of the Listen Port or SSL Listen Port value (for
example: 7007) since the same has to be re-entered in the
Servlet port field during Infrastructure installation.

Figure 79: Configuration Summary
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8. Verify the configuration details of the WebLogic domain and click Create to display the
Configuration Progress window with the status indication of the domain creation process.
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Figure 80: Creating Domain
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9. (lick Next when 100% of the activity is complete. The End of Configuration window is displayed.

Figure 81: End of Configuration
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10. Click Finish. The domain server is created enabling the deployment of multiple Infrastructure
applications on a single WebLogic.
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NOTE e Record the HTTPS port specified during this process
and use it as a servlet port or web server port during
OFSAAI Installation.

e To enable https configuration on Infrastructure,
assign value 1to "HTTPS_ENABLE" in
OFSAAI InstallConfig.xml for silent mode
OFSAAl installation.

11. Add a java option entry -DUseSunHttpHandler=true in the WLS HOME/bin/
"setDomainEnv.sh" file (Required only if a self-signed certificate is used).

9.2.2 Delete Domain in WebLogic

To delete a domain in WebLogic, follow these steps:

1. Navigate to the following directory:
<WebLogic Installation directory>/user projects/domains/<domain name>/
bin

2. Execute stopWebLogic.sh to stop the Weblogic domain.

3. Delete the Weblogic domain.

9.2.3 Configure WebLogic Memory Settings

To configure the WebLogic Memory Settings, follow these steps:

1. Change the memory setting for Java Heap to -Xms512m -Xmx3072min the setDomainEnv.sh
file, which resides in the <DOMAIN HOME>/bin directory and the CommEnv . sh file which
resides in the common /bin directory

2. Edit this file for customizing memory settings and garbage collector settings depending on the
available hardware configuration.

Example 1:

if [ "${JAVA_VENDOR}" = "Sun" ] ; then WLS MEM ARGS 64BIT="-Xms512m -
Xmx1024m"

export WLS MEM ARGS 64BIT WLS MEM ARGS 32BIT="-Xms512m -Xmx1024m"
export WLS MEM ARGS 32BIT else WLS MEM ARGS 64BIT="-Xms512m -Xmx1024m"
export WLS MEM ARGS 64BIT WLS MEM ARGS 32BIT="-Xms512m -Xmx1024m"
export WLS MEM ARGS 32BIT

Example 2:

JAVA VM=

MEM ARGS="-Xms256m -Xmx1024m"
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9.3

9.3.1

9.3.2

Configure Apache Tomcat Server for Application
Deployment

This section is applicable only when the Web application server type is Tomcat. This section includes
the following topics:

e Tomcat User Administration

e Configure Servlet Port

e Configure SSL Port

e Configure Apache Tomcat Memory Settings

e Configure Tomcat for User Group Authorization

e Uninstall WAR Files in Tomcat

Tomcat User Administration

The Tomcat administration and manager application does not provide a default login. You are
required to edit "SCATALINA HOME/conf/tomcat-users.xml" as follows:

This file contains an XML <user> for each user that will display the username and password used by
the admin to log in to Tomcat and the role names to which the admin user is associated with.

For example, <user name="admin" password="admin" roles="standard,manager" />

1. Add the manager role to any one of the existing username/password combinations as shown in
the preceding example.

2. Use the same username/password to which the manager role is assigned to access the Tomcat
Application Manager.

3. If the Tomcat server is already running, it requires a re-start after the preceding configuration is
done.

Configure Servlet Port

The default servlet port configured for the Tomcat installation is 8080. Ignore this section if you must
use the default port.

If you must use a different port number, you must first configure the port in the server.xml file in
the conf directory of the Tomcat Installation directory. To configure the Servlet Port, follow these
steps:

1. Navigate to SCATALINA HOME/conf. Open server.xml andlocate thetag: "Define a
non-SSL HTTP/1.1 Connector on port 8080"

Against this tag, a parameter is specified 'Connector port = "8080"'". Edit this value to the
new port number that was used during the Infrastructure installation process.

2. Saveyour changesin the server.xml file.
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NOTE Make a note of the servlet port configured. This information is
required during the installation of the OFSAA Application Pack.

9.3.3 Configure SSL Port

If you must configure and access your OFSAA setup for HTTPS access, ensure that the following
connect tag under Define a SSL HTTP/1/1 Connector on port 8443 in the

<Tomcat installation directory>/conf/server.xml fileis uncommented for SSL
Configuration. (By default, it is commented).

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"

maxThreads="150" scheme="https" secure="true" clientAuth="false"
sslProtocol="TLS"

NOTE e Make a note of the servlet port configured. This
information is required during the installation of the
OFSAA Application Pack.

e To enable https configuration on Infrastructure,
assign value 1to "HTTPS_ENABLE" in the
OFSAAI InstallConfig.xml filefor SILENT mode
OFSAAl installation.

For more information related to SSL Configuration on Tomcat, see http://tomcat.apache.org/.

9.3.4 Configure Apache Tomcat Memory Settings

To configure the Apache Tomcat Memory Settings, follow these steps:
1. Locatethe catalina.sh file that resides in the <CATALINA_HOME>/bin directory.

2. Edit this file for customizing the memory settings and garbage collector settings depending on
the available hardware configuration.

3. Add the memory setting for Java Heap to -Xms512m -Xmx1024m. For example:
if [ -z "$LOGGING_MANAGER" ]; then JAVA_OPTS="$JAVA_OPTS -Xms512m -
Xmx1024m
-Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager" else
JAVA_OPTS="$JAVA_OPTS -Xms512m -Xmx1024m $LOGGING_MANAGER"
fi

9.3.5 Configure Tomcat for User Group Authorization

Users with system authorization roles can access User Group Authorization. However, to make it
available on the Tomcat web server, you must follow these configuration steps:

1. Navigate to the SCATALINA HOME/conf directory and open the web . xm1 file.
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9.3.6

9.4

Enter the following in the web . xm1 file.
<init-param>
<param-name>mappedfile</param-name>
<param-value>false</param-value>
</init-param>

Save and close the file.

Uninstall WAR Files in Tomcat

To uninstall WAR files in Tomcat, refer to Uninstalling WAR Files in Tomcat.

Additional Configurations for Web Servers

This section provides information for additional configuration required for the web servers on
OFSAAAIL.

NOTE The instructions in this section are applicable if you are
upgrading from an earlier version of OFSAAI to 8.1.0.0.0.

Configuration for WebSphere: To configure WebSphere, see the Configure WebSphere
Application Server for Application Deployment section. Additionally, configure for REST
services. For details, see the Configuring WebSphere for REST Services Authorization section in
the OFS Analvtical Applications Infrastructure Administration Guide.

Additionally, you must configure the Work Manager in WebSphere and map it to the OFSAA
instance. For details, see the Work Manager Configurations section in the OFS Analytical
Applications Infrastructure Administration Guide.

Configuration for WebLogic: To configure WebLogic, see the Configure WebLogic for
Application Deployment section. Additionally, configure for REST services. For details, see the
Configuring WebLogic for REST Services Authorization section in the OFS Analvtical
Applications Infrastructure Administration Guide.

Additionally, you must configure the Work Manager in WebLogic. For details, see the Work
Manager Configurations section in the OFS Analytical Applications Infrastructure Administration
Guide.

Configuration for Tomcat: For the successful execution of Data Mapping in Tomcat, perform
the configurations mentioned in the Configuration for Tomcat section in the OFS Analytical
Applications Infrastructure Administration Guide.

For additional configurations, see the Configure Apache Tomcat Server for Application
Deployment section.
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9.4.2

Configure Application Security in WebSphere

This is a mandatory security procedure for WebSphere to restrict the unauthorized access of
configuration files in directories. For detailed information, see the Oracle Financial Services Analytical
Applications Infrastructure Security Guide.

Configure WebSphere Shared Library to Support Jersey 2x and
Jackson 2.9x Libraries

Perform the following configuration to set WebSphere shared library to support jersey 2x and Jackson
2.9x libraries.

1. Click Environment from the menu on the left to expand and view the list. Click Shared
Libraries to open the Shared Libraries window.

Figure 82: WebSphere Shared Libraries
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¥/ Use an isolated class loader for this shared library
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2. Enter the following details:

Name: Enter a uniquely identifiable name.
Description: Enter a valid description.

Classpath: Enter the absolute path where the JARs related to Jersey 2.x and Jackson 2.9x
are copied. These jars are available in the
<OFSAA HOME>/ficweb/webroot/externallib/WEBINF/1lib/ directory after creation
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of the EAR file. Another format of representation of the path is
<ofsaa deployed area location>/externallib/WEBINF/1lib/.

3. Select Use an isolated class loader for this library.

4. Click OK to save to master configuration.

5. Select the application or module and map the shared libraries. Click OK. In the following figure,

ofsa is selected.

Figure 83: WebSphere Shared Library References
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Shared Libraries

v ofsB1w9 META-INF/application.xml

Select | Module URI

s OFSAAI Web Application ofs81w9.war, WEB-INF/web.xml

Shared Libraries

Cancel |

6. From the Shared Library Mapping window, move the required shared libraries from Available

to Selected. In the following figure, JERSEY2x is selected.

Figure 84: WebSphere Shared Libraries Mapping Selection

Enterprise Applications
Enterprise Applications > ofs81w9 > Shared library references > Shared Library Mapping
Map shared libraries to an entire application or to one or more modules.

Map libraries to the application or module listed
ofs81w9

Select the library in the Available list. Move it to the Selected list by clicking >>.

Selected:
JERSEY2x

Available:

(®]
K1

oK || Cancell

7. Click OK.

8. Similarly, select the next application or module and repeat the procedure from steps 5to 7.
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Figure 85: WebSphere Shared Libraries Select Next Application
Enterprise Applications

Enterprise Applications > ofs81w9 > Shared library references
Shared Library Mapping for Modules

Specify shared libraries that the application or individual modules reference. These libraries must be defined in the configuration at the
appropriate scope.

| Reference shared libraries |

Selecl| Application URI Shared Libraries
o4 ofs81wo META-INF/application.xml JERSEY2x
Select ﬂod}ule URI Shared Libraries
¥ | OFSAAI Web Application ofs81w9.war, WEB-INF/web.xml JERSEY2x

9. Disable the built-in JAX-RS via JVM property.

a. Navigate to the WebSphere admin console in Servers > WebSphere Application Servers >
yourServerName.

b. Inthe Server Infrastructure section, go to Java and Process Management > Process
definition> Java Virtual Machine > Custom properties.

c. Add the following property:

com.ibm.websphere.jaxrs.server.DisablelBMJAXRSEngine=true

10. Restart the application.
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10

10.1

10.1.1

Configure Resource Reference in Web Servers

Topics:

e Configure Resource Reference in WebSphere Application Server

e Configure Resource Reference in WebLogic Application Server

e Configure Resource Reference in Tomcat Application Server

Configure Resource Reference in WebSphere
Application Server

This section is applicable only when the Web application server type is WebSphere.
Topics:

e Create a JDBC Provider

e Create Data Source

e Create J2C Authentication Details

e Define JDBC Connection Pooling

Create a JDBC Provider

To create the JDBC Provider in WebSphere Application Server, follow these steps:

1. Open the WebSphere admin console in the browser window:
http://<ipaddress>:<administrative console port>/ibm/console (https, if SSL is enabled). The
Login window is displayed.

2. Login with the user ID that has admin rights.

3. Expand the Resources option in the LHS menu and click JDBC > JDBC Providers to display the
JDBC Providers window.
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Figure 86: JDBC Providers

JDBC providers

JDBC providers

what scope is and how it works,

pe settings help,

| Node=whfQOcywNode01, Server=serverl ¥ |

[# Preferences

Use this page to edit properties of a JDBC provider. The JDBC provider object encapsulates the specific JDBC driver implementation class for
access to the specific vendor database of your environment. Learn more about this task in a quided activity. A quided activity provides a list of

task steps and more general information about the topic.

= Scope: Cell=whf00cywNode01Cell, Node=whf00cywNode01, Server=serverl

Scope specifies the level at which the resource definition is visible. For detailed information on

B D=2

Select Name &

Scope {

Description J

You can administer the following resources:

[ Derby JDBC Provider

Node=whf0OcywNodeQ1,Server=serverl

Derby embedded non-XA JDBC Provider

) | Oidbes

Node=whf0OcywNode01,5erver=serverl

Oracle JDBC Driver

Total 2

4. Select the Scope from the drop-down list. The Scope specifies the level at which the resource

definition is visible.

5. Click New to add the new JDBC Provider under the Preferences section. The Create new JDBC

Provider window is displayed.

Figure 87: Create a new JDBC Provider

Create a new IDUC Provider -

Crants & fdw JDEC Preades

=} Step 1: Croate new
IDBE prowvidar

Create new JOBC provider

Step 2 Enter
databese dess path
infarmation

Stap 31 Gummany

=

Sat thve basic configuration valess of & JDEC provider, which sncapsclates the speciic
wandor JOBGC drivar implemantation clesses that sre reguired to $008Es the detabars.
The wizard fillg iv the name and the deseiztion fialds. But yvou can tyoe affarant

waluas.

Hang

Zanal

* Databases typa
Sratla b

# Brovidar bype
C‘l:l'l_ JOBC Drivar ~

* Irmplamianbitics type
Coanaction pool datas source (M

* Mo

[oraci 1662 Briver

Srwcla JOBE Drivar

6. Enter the following details:
= Database Type: Oracle
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Provider Type: Oracle JDBC Driver
Implementation Type: Connection pool data source
Name: The required display name for the resource.

Description: The optional description for the resource

7. Click Next.

Figure 88: Enter database class path information

Create a new JIDBC Provider -

Craate a naw JDEC Erovider

Skap Li Croate naw Enter database class na'ljl'lnl'om.al.l'nn
ACBC provider = .
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Cirectery location for “cadoos.ar” which is saved as WebSchare
#{CRACLE_JCBC_DRIVER_SaTH)

&l
=)

variable

Veradaloripdboc/ spp/erajd befprodust 0520 et _1/3d0e/bp
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8. Specify the directory location for the ojdbc<version>. jar file. Do not use the trailing slash

file separators.

The Oracle JDBC driver can be downloaded from the following Oracle Download site:

After downloading, you must copy the file in the required directory on the server.

Oracle Database 19c JDBC Drivers

NOTE See Hardware and Software Requirements to identify the

correct ojdbc<version>.jar filev

9. C(lick Next to display the Summary window.
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Figure 89: Summary
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10. Verify the details and click Finish to create the JDBC Provider.

11. The options to Save and Review are displayed. Click Save.

10.1.2 Create Data Source

The following steps apply to both config and atomic data source creation. To create the data source,
follow these steps:

1. Open the following URL in the browser window: http://<ipaddress>:<administrative console
port>/ibm/console (https if SSL is enabled). The Login window is displayed.

2. Login with the user ID that has admin rights.

3. Expand the Resources option in the LHS menu and click JDBC > Data sources to display the
Data sources window.
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Figure 90: Data Sources
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definition is visible.

Figure 91: Create Data Source

Select the Scope from the drop-down list. The scope specifies the level at which the resource

Click New to display the Create a Data Source window.
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same as the "Information Domain" name.
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Figure 92: Select JDBC provider
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9. Select the option Select an Existing JDBC Provider and select the required JDBC provider from
the drop-down list. Click Next.

Figure 93: Enter database specific properties
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10. Specify the database connection URL.
For example: jdbc:oracle:thin:@<DB SEREVER IP>:<DB SERVER PORT>:<SID>

11. Select Data Store Helper Class Name from the drop-down list and ensure that the Use this
data source in container managed persistence (CMP) check box is selected.

NOTE For RAC configuration, provide the RAC URL specified during
installation.

Example:

jdbc:oracle:thin:@(DESCRIPTION=(ADDRESS_
LIST=(ADDRESS=(PROTOCOL=TCP)(HOST=10.11.12.13)(port=1521))(ADDRESS=(PRO
TOCOL=TCP)(HOST=10.11.12.14)(PORT=1521))(LOAD_
BALANCE=no)(FAILOVER=yes))(CONNECT_DATA=(SERVICE_NAME=pgadb)))
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12. Click Next.

Figure 94: Enter Database specific properties
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13. Map the J2C authentication alias, if already created. If not, you can create a new J2C
authentication alias by accessing the link given (Global J2C authentication alias) or you can
continue with the data source creation by clicking Next and then Finish.

Figure 95: Summary
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You can also create and map J2C authentication alias after creating the data source.

14. You must create another Data source by following the same procedure with jdbc/FICMASTER
as JNDI name pointing to the "configuration schema" of Infrastructure.
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10.1.3 Create J2C Authentication Details
The following steps apply to create both config and atomic J2C Authentication. To create J2C
Authentication details, follow these steps:

1. Select the newly created Data Source and click JAAS J2C authentication data link under
Related Items.
Figure 96: JAASJ2C authentication data
T 1
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2. Click New under the Preferences section.

Figure 97: JAASJ2C authentication data New
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3. Enter the Alias, User ID, Password, and Description. Verify that the user ID is the Oracle user
ID created for the respective Config and Atomic Schema for the "Information Domain".
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Specify the Config database user ID and password information for the jdbc/FICMASTER data
source, and the Atomic database user ID and password information for the Atomic schema data

source that you created earlier.

4. C(lick Apply and save the details.

10.1.4 Define JDBC Connection Pooling

To define the JDBC connection pooling, ensure that you have created JDBC Provider and Data source

to access the data from the database.

1. Expand the Resources option in the LHS menu and click JDBC > Data sources option to display

the Data sources window.

2. Click the newly created Data Source $DATA_SOURCE$ and navigate to the path Data sources >
GAFUSION DATA_SOURCE > Connection pools.

Figure 98: Connection pools
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3. Set the following values:
= Connection timeout: O
=  Maximum connections: 100

=  Minimum connections: 10

You can also define Reap time, Unused timeout, and Aged timeout as required.
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10.2 Configure Resource Reference in WebLogic Application
Server

This section applies only when the Web application server type is WebLogic. This section includes the
following topics:

e Create Data Source

e Create GridLink Data Source

Configure Multi Data Sources

Configure Advanced Settings for Data Source

Configure JDBC Connection Pooling

e Create WorkManager

In the WebLogic server, you can create a "Data Source" in the following ways:

e For anon-RAC Database instance, a Generic Data Source must be created. See Create Data
Source.

e For a RAC Database instance, a Gridlink Data Source must be created. See Create GridLink Data
Source.

e When Load Balancing/Fail over is required, a Multi Data Source must be created. See Configure
Multi Data Sources.

10.2.1 Create Data Source

The following steps apply to both config and atomic data source creation.
1. Open the following URL in the browser window:

http://<ipaddress>:<administrative console port>/console. (https, if SSL is enabled). The
Welcome window is displayed.

2. Login with the Administrator Username and Password.
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Figure 99: Welcome

ORACLE WebLogic Server Administration Console 12¢

Welcome

Log in to work with the Weblogic Server domain

Username:
Password:

3. From the LHS menu (Domain Structure), click Services > Data Sources to display the Summary

of JDBC Data Sources window.

Figure 100: Summary of JDBC Data Sources
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4. C(lick New and select Generic Data Source to display the Create a New JDBC Data Source

window.
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Figure 101: Create a New JDBC Data Source

Create s New JDBC Dals Sowrce
bt Cancal

0B Data Scurce Properties

The fiokowreg propertes wil ke used 1 dentfy your rere J0BC Sata sounce.

R mied o loe 55 e your A J0BC dats sourie?
1 * Maenes ATOMSTSOL

Wit N name would rou Boe to asegn (o your newr 1DBC Data Source?

fo] IND Maimie:

e/ ATOHITSCL

Wihat databade byde wenkd vou e 19 deledt?

Database Type: Orache J

() Cassel

You can also select GridLink Data Source or Multi Data Source while creating a Data Source.
For more information, see Create Data Source or Configure Multi Data Sources.

Figure 102: JDBC Data Source Properties
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5. Enter JDBC data source Name, JNDI Name, and select the Database Type from the drop-down

list.

6. Ensure the following:

= The JNDI Name field must be in the format jdbc/informationdomain

= The same steps must be followed to create a mandatory data source pointing to the
"configuration schema" of infrastructure with jdbc/FICMASTER as JNDI name.

= JNDI Name is the same as mentioned in the web . xm1 file of OFSAAI Application.

= Required "Database Type" and "Database Driver" must be selected.

Data sources must be created for atomic and atomiccnf schemas following the same steps.

7. Click Next.
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Figure 103: Transaction Options
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3 Der-Phase Comenit

LT el

Wizh ghg. eption, Po

depending on database setup, that is, with or without RAC. Click Next.

Figure 104: Database Name
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Select the Database Driver from the drop-down list. You must select the Database Driver

9. Select the Supports Global Transactions check box and the One-Phase Commit option.

10. Click Next to display the Connection Properties window.
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Figure 105: Database Details
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11. Enter the required details such as the Database Name, Host Name, Port, Oracle User Name,

Password, and Confirm Password.

12. Click Next to display the Test Database Connection window.

Figure 106: Select Targets
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13. Verify the details and click Test Configuration and test the configuration settings. A
confirmation message is displayed stating "Connection test succeeded."

14. Click Finish. The created "Data Source" is displayed in the list of Data Sources.
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“User ID" is the Oracle user ID that is created for the

NOTE .
respective "Information Domain".

e “User ID" specified for a data source with

"FICMASTER" as "JNDI" name must be the Oracle user
ID created for the "configuration schema".

15. Select the new Data Source and click the Targets tab.

Figure 107: Data Source
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16. Select the AdminServer option and click Finish.

10.2.2 Create GridLink Data Source

If you have selected the option, New > GridLink Data Source while creating the "Data Source", you can
directly specify the JDBC URL as indicated.

Figure 108: GridLink Data Source
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10.2.3

1. Enter the Data Source Name and JNDI Name.

Ensure that the "JNDI Name" field is specified in the format "jdbc/infodomname™ and the XA
Driver check box is not selected. Click Next.

Figure 109: JNDI Name
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2. Specify Complete JDBC URL, Database User Name, and Password. Click Finish. The created
"Data Source" is displayed in the list of Data Sources.

Configure Multi-data Sources

A JDBC multi-data source is an abstraction around a group of data sources that provides load
balancing and failover between data sources. As with data sources, multi-data sources are also bound
to the JNDI tree. Applications can look up a multi-data source on the JNDI tree and then reserve a
database connection from a data source. The multi-data source determines from which data source to
provide the connection.

When the database used is Oracle RAC (Real Application Clusters), which allows Oracle Database to
run across a set of clustered servers, then a group of data sources can be created for instances
running on a set of clustered servers and a JDBC multi-data source can be created so that applications
can look up a multi-data source on the JNDI tree to reserve database connection. If a clustered server
fails, Oracle continues running on the remaining servers.

1. Open the WebLogic Admin Console in the browser window: http://<ipaddress>:<administrative
console port>/console. (https if SSL is enabled). The Login window is displayed.

2. Login with the User ID that has admin rights.

3. Inthe LHS menu (Domain Structure), select Services > JDBC > Multi Data Sources to display
the Summary of JDBC Multi Data Sources window.
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Figure 110: Multi Data Sources
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4. C(lick New to display the New JDBC Multi Data Source window.

Figure 111: Configure Multi Data Source
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NOTE Ensure that the Data Sources which must be added to the new
JDBC Multi Data Source are created.

5. Enter the JDBC Source Name, JNDI name, and select the Algorithm Type from the drop-down
list. Click Next.
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NOTE

Figure 112: Select Targets

The JNDI Name must be specified in the format jdbc/
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6. Select the AdminServer check box and click Next.
Figure 113: Select Data Source Type
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7. Select the type of data source to add to the new JDBC Multi Data Source. Click Next.

Confidential - Oracle Restricted



Confidential - Oracle Restricted

CONFIGURE RESOURCE REFERENCE IN WEB SERVERS

CONFIGURE RESOURCE REFERENCE IN WEBLOGIC APPLICATION SERVER

Figure 114: Add Data Sources
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8. Map the required Data Source from the Available Data Sources. Click Finish. The New JDBC

Multi Data Source is created with added data sources.

10.2.4 Configure Advanced Settings for Data Source

To configure the advanced setting for the data source, follow these steps:

1. Click the new Data Source from the Summary of JDBC Data Sources window to display the
Settings for <Data Source Name> window.

2. Select the Connection Pooling tab given under Configuration.

3. Navigate to the Advanced option at the bottom of the window, and check the Test Connection
of Reserve check box (enables WebLogic Server to test a connection before giving it to a client).
To verify if the data source is valid, select "Data Source Name". For example, FICMASTER.

4. Select the server and click Test Data Source. A message is displayed indicating that the test was

successful.

After the "Data Source" is created successfully, the following messages are displayed: All
changes are activated. No restart is necessary.

Settings updated successfully.

If not, follow these same steps to recreate the data source.

10.2.5 Configure JDBC Connection Pooling

To define the JDBC connection pooling, ensure that you have created the JDBC Provider and Data

Source to access the data from the database.

1. Click the newly created Data Source $DATA_SOURCE$ and navigate to the path Home
>Summary of Services: JDBC >Summary of JDBC Data Sources >JDBC Data Source-
<INFODDOM_NAME>.

2. Set the following values:

Initial Capacity: 10
Maximum Capacity: 100

Capacity Increment: 1
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= Statement Cache Type: LRU
= Statement Cache Size: 10

3. C(lick Save.

10.2.6 Create Workmanager
A Workmanager is used to re-trigger failed messages. To create a Workmanager, follow these steps:
e The Name field must have the value wm/WorkManager-TFLT
¢ The Type field must have the value Work Manager.
e The Targets field must have the value AdminServer
e The Scope field must have the value Global

e The Stuck Thread Action field must have the value Ignore stuck threads Click Save.

Figure 115: WorkManager Screen 1
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10.3

10.3.1

Figure 116: Workmanager screen Screen 2
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Configure Resource Reference in Tomcat Application
Server

This section is applicable only when the Web application server type is Tomcat and includes the
following topics:

e Create Data Source

e Define JDBC Connection Pooling

Create Data Source

To create a "data source" for Infrastructure application, navigate to <Tomcat Home>/conf directory
and edit the following block of text by replacing the actual values in the server . xm1 file.

NOTE The User-IDs for configuration/ atomic schemas have the
prefix of setup info depending on the value set for
PREFIX_SCHEMA_NAME in the <<apP

Pack>> SCHEMA IN.XML file of the Schema Creator Utility.

For example: If the value set for PREFIX_SCHEMA_NAME is
DEV and the schema name is mentioned as ofsaaconf, then the
actual schema created in the database is DEV_ofsaaconf.

<Context path ="/<context name>" docBase="<Tomcat Installation
Directory>/webapps/<context name>" debug="0" reloadable="true"
crossContext="true">

<Resource auth="Container" name="jdbc/FICMASTER" type="javax.sql.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver" username="<user id for the
configuration schema>" password="<password for the above user id>"
url="jdbc:oracle:thin:@<DB engine IP address>:<DB Port>:<SID>"
maxActive="100"
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maxIdle="30" maxWait="10000"/>
<Resource auth="Container"
name="jdbc/< INFORMATION DOMAIN NAME >"

type="javax.sql.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver" username="<user id for the
atomic schema>" password="<password for the above user id>"

url="jdbc:oracle:thin:@<DB engine IP address>:<DB Port>:<SID>"
maxActive="100"

maxIdle="30" maxWait="10000"/>

</Context>

NOTE e The <Resource> tag must be repeated for each
Information Domain created.

e After the configuration, the "WAR" file must be
created and deployed in Tomcat.

10.3.2 Define JDBC Connection Pooling

To define the JDBC connection pooling, follow these steps:

1. Copythe SORACLE HOME/jdbc/lib/ojdbc<version>.jar file to the path $TOMCAT
DIRECTORY/1ib/ directory.

See Hardware and Software Requirements to identify the correct ojdbc<version>.jar file
version to be copied.

2. Editthe server.xml file present under the $TOMCAT DIRECTORY/conf/ directory with the
following changes, which is required for connection pooling.

<Context path="/ $SCONTEXTNAMES" docBase=" $APP7DEPLOYED7PATH$ "
debug="0" reloadable="true" crossContext="true">

<Resource auth="Container" name="jdbc/ SINFODOM NAMES"
type="javax.sql.DataSource"

driverClassName="oracle.jdbc.driver.OracleDriver" username="
$ATOMICSCHEMA_USERNAME$ " password=" $ATOMICSCHEMA_PASSWORD$ "
url=" $JDBC_CONNECT ION_URL"

maxTotal="300" maxIdle="30" maxWaitMillis="10000"

removeAbandonedOnBorrow="true" removeAbandonedTimeout="60"
logAbandoned="true" />

</Context>
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NOTE

$APP_DEPLOYED_PATH$ must be replaced by the
OFSAAI application deployed path.

$INFODOM_NAME$ must be replaced by Infodom
Name.

$ATOMICSCHEMA_USERNAME$ must be replaced by
an Atomic schema database user name.

$ATOMICSCHEMA_PASSWORD$ must be replaced by
an Atomic schema database password.

$IDBC_CONNECTION_URL must be replaced by JDBC
connection string
jdbc:Oracle:thin:<IP>:<PORT>:<SID>.

For example,

jdbc:oracle:thin
192.168.0.1:1521:s0luint

The User-IDs for configuration/ atomic schemas have the prefix of setupinfo depending on the value
set for PREFIX_SCHEMA_NAME in the <<APP Pack>> SCHEMA IN.XML file of Schema Creator

Utility.

For example: if the value set for PREFIX_SCHEMA_NAME is DEV and the schema name is mentioned
as ofsaaconf, then the actual schema created in the database is DEV_ofsaaconf.
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11

11.1

11.1.1

Configure Work Manager in Web Application
Servers

The process Modelling framework requires creating a Work Manager and mapping it to the OFSAA
instance. This configuration is required for WebSphere and WebLogic Web application server types.

This section covers the following topics:

e Configure Work Manager in WebSphere Application Server

e Configure Work Manager in WebLogic Application Server

Configure Work Manager in WebSphere Application
Server
Topics:

e Creating Work Manager

e Mapping Work Manager to OFSAA WebSphere Instance

Create Work Manager

To create the Work Manager, follow these steps:

1. Open the WebSphere admin console in the browser window:
http://<ipaddress>:<administrative console port>/ibm/console. (https if SSL is enabled). The
Login window is displayed.
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Figure 117: WebSphere Login page
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Log in with the user ID which has admin rights.

Figure 118: Home page

bt this Insegrated Solutions Console

trtag administrative cantola for muticla sroduct. Tha table
& et

rated Sclutiona Conscle provides a commaon Intagrated Soiubons Contcle, 0.3.5.0
forarimpuloisneie plo i thanimatirele el sbiorpignl i ionbeta B s

1313.01
3

Bud Catar

Suite Name
WabEoheie Ansioation Seves

Varica
B350

TV OF 188
1724 W88, ST24: M09, 3E33-WL3 (€} bt
Machines 1994, 2012 i

w

From the LHS menu, expand Resources > Asynchronous beans and select Work Managers.
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Figure 119: Work Managers
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4. Select the required Scope from the drop-down list.
For example, Node=whfO0OagnNode01, Server=server1.

5. Click New in the Preferences section.

Figure 120: New Work Managers
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6. Enter the Name as 'wm' and JNDI name as 'wm/WorkManager ' in the respective fields.
7. Enter the Thread pool properties.
8. Click Apply.
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Figure 121: Configure Work Managers
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9. C(lick Save.

Figure 122: Work Managers Preferences
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After creating the work manager, you must map it to an OFSAA instance.

11.1.2 Map Work Manager to OFSAA WebSphere Instance

To map the Work Manager to an OFSAA WebSphere Instance, follow these steps:

1. From the LHS menu, expand Applications > Application Types and click WebSphere
enterprise applications.
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Figure 123: Enterprise Applications
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2. (lick OFSAAl instance hyperlink.

Figure 124: OFSAAI
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3. C(lick the Resource references link under the References section.
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Figure 125: Resource References
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4. C(lick Browse corresponding to the Work Manager Resource Reference. The available
resources are displayed.

Figure 126: Available Resources
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5. Select the newly created Work Manager (‘wm') and click Apply.
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Figure 127: Select Work Manager
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6. Select the Work Manager (‘wm/WorkManager') and click OK.

Figure 128: OFSAAI Configuration
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7. Click Save.
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Figure 129: Enterprise Applications Preferences
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11.2  Configure Work Manager in WebLogic Application
Server

To create the Work Manager in WebLogic application server, follow these steps:

1. Open the WebLogic admin console in the browser window: http://<ipaddress>:<administrative
console port>/console. (https if SSL is enabled). The Welcome window is displayed.

Figure 130: WebLogic Login page

ORACLE WeblLogic Server Administration Console 12¢

Welcome

Log in to work with the Weblogic Server domain

Username:

Password:

2. Login with the user ID that has admin rights.

3. From the Domain Structure menu in the LHS, expand Environment and select Work Managers
to display the Summary of Work Managers window.
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Figure 131: Work Manager
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4. C(lick New to create a new Work Manager component.

Figure 132: New Work Manager

Create o Mew Work Hanasger Compoment
Back] [met| |[Fie)] || ancel

Select Work Manager Definition type

kst bype of Work Manager, Request Class or Congtraing 4o you wark to creste?
= Work Manager
| Response Tiene Request Class
() Fair Share Request Class
L Coatext Request Clins

) Maximism Theeads Constraint

Minirmmm Thresds Constramt
L) Capecity Constraint
Back| |boast| | [t | Canzal

5. Select the Work Manager and click Next.

Figure 133: Work Manager
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6. Enter the Name as 'wm/WorkManager' and click Next.
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Figure 134: Select Deployment Targets

dresle o Hew Wish Mamsger O eegusend.

Buci | | b Firssn | | Corcs

‘Srbenl] depdorrrernl Lamedy

Awadlibi Largpts |

Seorwors

 Rdwerirner

Firesnt Canosl

Fona e Barpet e Weork Managor B3 e of Bhete WbiLiget Server iniaroe o Olusters. Sehect B e arget o mhich you sl Snkoy appiationg Baf sofpeencn T Work Marager

Select the required deployment target and click Finish.

Figure 135: Summary of Work Managers
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Part1V

Topics:

e Additional Configurations for Application Packs

e Additional Information

e Migrate Excel Upload Functionality
e FAQs
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12 Additional Configurations for Application Packs

This section provides information for additional configurations required for the OFSAA application
packs.

Topics:

e Configurations for Enterprise Modeling

e Configurations for Process Modeling Framework

12.1  Configurations for Enterprise Modeling

This section is applicable only if OFS Enterprise Modeling is licensed and enabled in your OFSAA
instance. See the OFS Analytical Applications Infrastructure Administration Guide for information on
additional configurations.

Perform the following configurations before you start using Enterprise Modeling framework:

1. Install the OFSAAAI Runner package in the database server to execute ORE models. Thisis a
mandatory step and you can find the Runner package in the SFIC_ HOME/ficdb/lib
directory. For more information, refer to the section Install OFSAAAI Runner Package.

2. Configure ORE 1.5 to load the Cairo library in Oracle Linux/RHEL 7 by creating a symbolic link
from libtiff.so.3 to libtiff.s0.5 for the ORE executions to succeed. Follow the steps given below to
create a symbolic link:

a. Loginasroot and change directory to /usr/1ib64.

b. Execute the following command:
In -s libtiff.so.5 libtiff.so.3

NOTE Contact My Oracle Support if you require further assistance on
ORE 15

3. Execute Variable Migration Utility to migrate the variables defined in previous versions to
8.1.0.0.0 version. For more details, see the Variable Migration utility section in OFS Analytical
Applications Infrastructure Administration Guide.

12.1.1  Sandbox Resave Utility

A utility is provided to regenerate the CONSTRAINTS. XML as per the changes done as part of Update
Constraints utility. The constraint XML is required for the sandbox data population which will store the
foreign key names of all the tables.

The XML files to be regenerated are:

ftpshare/<SANDBOXINFODOM>/erwin/scripts/sandbox/CONSTRAINTS.xml
ftpshare/<SANDBOXINFODOM>/erwin/scripts/sandbox/<TABLE NAME>.xml
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12.1.1.1 Prerequisites

Update Constraints utility must be run successfully on all the sandbox and production Infodoms.

12.1.1.141 How to Run the Utility

To run the utility:

1. Navigate tothe $SFIC HOME/utility/sandboxutil/bin directory and grant RWX (755)
permissions for all executables (. sh files).

2. Execute the utility using the following command:
./updatesandbox.sh
3. Verifylogs fromthe $FIC HOME/utility/sandboxutil/logs/Update.log directory.

4. |If the process is successful, verify the following references for new constraint names:

ftpshare/<SANDBOXINFODOM>/erwin/scripts/sandbox/CONSTRAINTS.xml
ftpshare/<SANDBOXINFODOM>/erwin/scripts/sandbox/<TABLE NAME>.xml

5. In case of failure, refer the utility's log and restore the backups for the file system.

6. Execute the utility for the failed infodoms one by one using the following command:
SFIC HOME/utility/sandboxutil/bin/updatesandbox.sh $INFODOM.

NOTE The utility does the backup of
ftpshare/<SANDBOXINFODOM>/erwin/scripts/sandbox
directory as
ftpshare/<SANDBOXINFODOM>/erwin/scripts/sandbox bkp,
but restore is not done. Restore must be done manually in case of
any failure. The backup directory will be created in the app
ftpshare area. In case of any failure, the backup has to be replaced
in the database ftpshare area also.

For queries, contact My Oracle Support.

12.1.1.2 Model Resave Utility

If you upgrade OFSAAI to 8.1.0.0.0 from an older version, you have to resave all ORE based models. To
resave, you have to use the utility modelresave. sh, which is available in the directory
$FIC DB HOME/bin.

NOTE You cannot trigger the model resave utility if the RQADMIN
role is not granted to Configuration Schema. For more
information on granting the role, refer to the section Configure
Oracle R distribution and Oracle R Enterprise (ORE).

To run the utility from the console:
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1. Navigate tothe $FIC DB HOME/bin directory and grant RWX (755) permissions for all
executables (. sh files).

2. Execute the utility using the following command:

./modelresave.sh
This will resave all the available ORE models.

3. Provide the following parameter if you want to resave ORE models that are presentin a
particular information domain:

INFODOM - Specify the information domain name if you want to resave the models only in a
particular information domain.

For example, . /modelresave.sh <infodom>

NOTE You can find the logs in
SFIC DB HOME/log/migration.log.

12.2  Configure Process Modeling Framework

See the OFS Analvtical Applications Infrastructure Administration Guide for information on
configuration for the Process Modeling Framework.
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13 Additional Information

Topics:

e AddFTP/SFTP Configuration for File Transfer

e Configure Infrastructure Server Memory

e Retrieve Patch Information

e Set OLAP Data Server Configuration

e Change IP Address or Hostname, Ports, Deployed Paths of the OFSAA Instance

e Set Infrastructure LDAP Configuration

e Configure OFSAAI Web Services

e Enable Parallel Execution of DML Statements

e Configure Message Details in Forms Designer

e (Clear Application Cache

e Configure Password Changes

e Configure Java Virtual Machine

e Configure Internal Service (Document Upload or Download)

13.1  Add FTP/SFTP Configuration for File Transfer

In OFSAA, certain modules require the transfer of files from the web application server to the OFSAA
server over SSH.

Follow these steps to ensure the OFSAA server recognizes the web application server during file
transfers.

1. Login to the web application server.

2. Type sftp <user>@<OFSAA Server>.

3. Specify Yes when prompted for permission.
Are you sure you want to continue connecting (Yes/No)?
This will add an entry into the "known_hosts" file.

4. A confirmation message is displayed:

Permanently added <OFSAA Server> RSA) to the list of known hosts.

13.2  Configure Infrastructure Server Memory

The memory settings for Infrastructure Application Server, Tomcat, WebSphere, and WebLogic can be
edited for customizing memory settings and garbage collector settings depending on the available
hardware configuration as explained in the following section. These settings are the bare minimum
and have to be incremented considering the deployment metrics into account. The increments are
usually handled in multiples of 128 MB for heap and 64 MB for the stack.
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13.3

13.4

You can configure the Infrastructure Application Memory settings as follows:

1.
2,

Locatethe .profile file.

Edit x ARGS field in this file for customizing memory settings and garbage collector settings
depends on the hardware configuration.

This has a default value X_ARGS="-Xms200m" X_ARGS=""$X_ARGS" $DELIM -Xmx2048m"

NOTE Modify X_ARGS_APP variable in the .profile file to
customize Java Memory Settings for Model Upload based on
the Data Model size.

For Run and Rule executions, the following value is recommended:

X ARGS RNEXE="-Xmslg -Xmxlg -XX:+UseAdaptiveSizePolicy
-XX:MaxPermSize=512M -XX:+UseParallel0OldGC
-XX:+DisableExplicitGC"

X ARGS RLEXE="-Xmslg -Xmxlg -XX:+UseAdaptiveSizePolicy
-XX:MaxPermSize=512M -XX:+UseParallel0OldGC
-XX:+DisableExplicitGC"

Retrieve Patch Information

To identify the list of patches installed on your OFSAA setup, follow these steps:

1.
2,
3.

Log in to the OFSAA application as a user with Object AdminAdvanced Role.
Navigate to Object Administration tab, expand Utilities, and click Patch Information.

The window displays the list of patches installed on the OFSAA setup across
Applications/Platforms.

Set OLAP Data Server Configuration

This section is applicable if you are using the OLAP feature of OFSAAI.

The following parameters must be set to ensure that the system limitations are not exceeded at any
stage. The values for these OS parameters must be specified based on the expected load at each
implementation site.

For example:

Process Memory: Limit Max Thread Stack Size
Max Number of Threads per Process

Sort Buffer settings: This must be set at the Essbase application level appropriate to the
anticipated load.

Shutdown and Restart: During the shutdown of the OFSAAI Server that has an instance of Data
Services that is communicating with an OLAP Data Server, it is imperative to ensure that the
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13.5

13.7.1

cleanup of the old instance is completed on the OLAP Data Server before restarting the OFSAAI
Server. Pause for a period based on the load the system is subjected to, before restarting the
Data Services subsystem.

Change IP/ Hostname, Ports, Deployed Paths of the
OFSAAlInstance

For information on this section, see OFS Analytical Applications Infrastructure Administration User
Guide.

Set Infrastructure LDAP Configuration

For more information on LDAP configuration, see OFSAAI Administration Guide.

Configure OFSAAI Web Services

Web Services in OFSAAI is meant for exposing a web service to "asynchronously” or "synchronously”
execute requested tasks offered by OFSAAI. The following configuration steps are to be done only if
you are using the Web Services feature of OFSAAI.

Configure DynamicWSConfig.xml File

For each third-party web service that must be accessed using the OFSAAI Web services framework
and the operations to be invoked, corresponding entries are to be made in the
DynamicWSConfig.xml template file.

The variable <WebServer> denotes any one of the application servers, that is, WebSphere, WebLogic,
or Tomcat.

The DynamicWSConfig.xml file is available in the <OFSAAT Installation
Directory>/EXEWebService/ <WebServer>/ROOT/conf directory. This file can be placed in any
directory that is accessible by the application and this location must be specified in the web . xm1 file,
as WSCONFIGFILE parameter.

The DynamicWSConfig.xml template file is in the <WebServer Deployment Path>/
EXEWebService.ear/EXEWebService.war/conf directory.

This template is as follows:

<XML>

<WEBSERVICES>

<WEBSERVICE CODE="S$CODE"

ENDPOINT="S$SENDPOINT" TARGETNAMESPACE="S$TARGETNAMESPACE"

XMLNS XSD="$XMLNS XSD" ENCODINGSTYLE="SENCODINGSTYLE"
SERVICENAME="$SERVICENAME" PORTTYPENAME="S$PORTTYPENAME"

SESSION MAINTAIN PROPERTY="S$SSESSION MAINTAIN PROPERTY" USERNAME="SUSERNAME"

PASSWORD="$PASSWORD" STYLE="SWEBSERVICESTYLE"
STUBIMPLEMENTATION="$STUBIMPLEMENTATION">
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<OPERATION CODE="$CODE" NAME="S$SNAME" SOAPACTION="$SOAPACTION" STYLE="S$STYLE"
PACKAGENAME="$PACKAGENAME ">

<INPUT ORDER="$ORDER" PARAMNAME="S$SPARAMNAME" ARGTYPE="SARGTYPE"
CLASSNAME="$CLASSNAME" />

<OUTPUT PARAMNAME="S$SPARAMNAME" RETURNTYPE="S$SRETURNTYPE"
CLASSNAME="SCLASSNAME" />

</OPERATION>

</WEBSERVICE>

</WEBSERVICES>

</XML>

The DynamicWSConfig.xml file has the placeholders as shown in the following table. These have to
be updated depending on the web service chosen and the mode of accessing it. For each Web service
to be accessed, the entire webservice tag in the DynamicWSConfig.xml file must be repeated. The
placeholders tabulated as follows must be set per the parameters published in the third party wsdl

files (webservices) to be accessed. The stub class specified must implement the "com.iflex.Oracle
Reveleus.execution.webservice.EXEWeblIF" interface.

Attributes of WEBSERVICE tag

Table 23: WEBSERVICE tag Attributes

Placeholder Description

$CODE A unigue number within the XML file and cannot be 999 or O.

$ENDPOINT soap: address location in the wsdl: service name tag of the wsdl file.

$TARGETNAMESPACE The attribute value for the targetNamespace of the wsdl:
definitions tag.

$XMLNS_XSD The attribute value for the xmins:s of the wsdl:definitions tag

$ENCODINGSTYLE The attribute value for the xmins:soapenc of the wsdl:definitions
tag.

$SERVICENAME Name of the service found under the wsdl:service name tag of the
wsdl file.

$PORTTYPENAME wsdl port type name as mentioned in the wsdl file.

$SESSION_MAINTAIN_PROPERTY This can be given as " also.

$USERNAME User name to access web services. Enter "" if no user name is
required.

$PASSWORD The password to access the web services. Enter "" if no password is
required.

$WEBSERVICESTYLE This can take either "rpc" in case of DIl mode of invoking web
services or "stub" in case of static mode. This is a mandatory
parameter.

$STUBIMPLEMENTATION Fully qualified class name (package name.classname).

Attributes of OPERATION tag
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Ensure that the OPERATION tag attributes are repeated for each of the OPERATION tags.

Table 24: OPERATION tag Attributes

Placeholder

Description

$CODE

It must be unique within the Webservice tag.

$NAME

The name of the Function that is to be called by the wsdl file.

$SOAPACTION

The URL for the Operation to access. This is associated with the
Operation tag of the wsdl file.

$STYLE

This can take "rpc" if the web services invoking is in DIl mode or
"stub” if it is in static mode. This is a mandatory parameter.

$PACKAGENAME

Represents the JAXB package of the input object.

Attributes of the INPUT tag

Table 25: INPUT tag Attributes

Placeholder

Description

$ORDER

The sequential number of the INPUT tag. It must start
from 0. This is in line with the input order of the
arguments that the APl accepts which is called by this
operation.

$PARAMNAME

The input parameter name to be called by the wsdl
file.

$ARGTYPE

Input Parameter Data Type. If the input argument
type is a complex object, specify $ARGTYPE as
"xmlstring".

$CLASSNAME

Represents the class name of the input object
parameter.

Attributes of OUTPUT tag

Table 26: OUTPUT tag Attributes

Placeholder Description

$PARAMNAME The output parameter name to be returned by the
web service.

$RETURNTYPE Output parameter Data Type. If the web service
response is a complex object, then specify
$RETURNTYPE as "object".

epresents the class name of the output object

$CLASSNAME Rep he cl f th put obj

parameter.
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Adding web.xml Entries

This step is optional and required only if the web application server used is Tomcat. In case of any
other application server, skip and proceed with next step.

1. Navigate to the $SFIC HOME/webroot/WEB-INF/ and edit the web.xm1l file. Set parameter
value DOCSERVICEAPP to EXEWebServiceAXIS.

2. Navigate to the <OFSAAI Installation
Directory>/EXEWebService/<WebServer>/ROOT/WEB-INF/ and edit the web.xml file as
follows:

Configure WSConfig File

The WSCONFIG (DynamicWSConfig.xml) file is available in the <WiebServer Deployment Path>/
EXEWebService.ear/EXEWebService.war/conf directory. This file can be placed in any directory
that is accessible by the application.

The path where the WSCONFIG file is placed must be specified in place of
$WSCONFIGFILELOCATIONS$ in the following block of text in the web . xm1 file.

<context-param>

<description>WebServices Configuration File</description>
<param-name>WSCONFIGFILE</param-name>
<param-value>$SWSCONFIGFILELOCATIONS</param-value>
<!--Specify the Location of DynamicWSConFig.xml-->

</context-param>

Configure Proxy Settings

Replace the following <param-value> text in the web . xm1 file with appropriate values.
If no values are required, leave the <param-value> blank.

<context-param>

<description>http Proxy Host</description>
<param-name>http.proxyHost</param-name>

<param-value>$PROXYHOSTS</param-value>

<!-- Specify the IP address or hostname of the http proxy server-->
</context-param>

<context-param>

<description>http Proxy Port</description>
<param-name>http.proxyPort</param-name>

<param-value>$PROXYPORTS$</param-value>

<!--Port Number for the Proxy Server-->

Confidential - Oracle Restricted



Confidential - Oracle Restricted

ADDITIONAL INFORMATION
CONFIGURE OFSAAI WEB SERVICES

13.7.4

</context-param>

<context-param>

<description>http proxy UserName</description>
<param-name>http.proxyUserName</param-name>

<param-value>$PROXYUSERNAMES$</param-value>

<!-- User ID To get authenticated by proxy server-->
</context-param>

<context-param>

<description>http proxy Password</description>
<param-name>http.proxyPassword</param-name>

<param-value>$PROXYPASSWORDS$</param-value>

<!-- User Password To get authenticated by proxy server-->
</context-param>

<context-param>

<description>http non-ProxyHosts</description>
<param-name>http.nonProxyHosts</param-name>
<param-value>$NONPROXYHOSTS$</param-value>

<!--Hosts for which the proxy settings should get by-passed (Note: Separate
them by "|" symbol) -->

</context-param>

Configure OFSAAI Home Entry

This entry must point to the Application layer / Web layer of the OFSAAI installation and must be
accessible.

Replace $FIC_HOMES$ in the following block of text in the web . xm1 file with <WebServer Deployment
Path>/EXEWebService.ear/EXEWebService.war.

<context-param>
<description>OFSAAI Web Home</description>
<param-name>FIC HOME</param-name>

<param-value>S$SFIC HOMES</param-value>

<!--OFSAAI Installation Directory-->
</context-param>

<context-param>

<description>OFSAAI Web Home</description>

<param-name>FIC PHYSICAL HOME</param-name>
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<param-value>S$SFIC HOME$</param-value>
<!--OFSAAI Installation Directory-->

</context-param>

Configure DynamicWSConfig.xml File

For each third-party web service that must be accessed using the OFSAAI Web services framework
and the operation to be invoked, make corresponding entries into this file. This file is to be placed in
the location that is specified in the web . xm1, as WSCONFIGFILE parameter.

Deploy OFSAAI Web Services

You can deploy OFSAAI Web Services separately if you had not configured OFSAAI Web Services as
part of the installation.

1. Complete the manual configuration of OFSAAI Web Services.

2. Navigate to <OFSAAI Installation Directory>/EXEWebService/<WebServer> and execute the
command:

./ant.sh
This will trigger the EAR/WAR file creation, which is required for the deployment.
3. Deploy the generated EXEWebService.EAR/EXEWebService. WAR file into the WebServer.

If you have already configured OFSAAI Web Services as part of the installation, deploy the
generated EXEWebService.EAR/ EXEWebService.WAR file into the OFSAAI Deployment area in
WebServer profile.

Enable Parallel Execution of DML statements

A configuration file, OracleDB.conf is introduced to accommodate any configurable parameter related
to operations on the oracle database. If you do not want to set a parameter to a specific value, then the
respective parameter entry can be removed/commented off form the OracleDB. conf file that
resides in the path $SFIC DB HOME/conf.

As of now, the OracleDB. conf file has only one parameter namely CNF_DEGREE_OF_
PARALLELISM. This parameter indicates the degree of parallelism to be used for a DML operation if
parallel DML is explicitly enabled in the session with the ENABLE PARALLEL DML clause of the ALTER
SESSION statement. The default mode of a session is DISABLE PARALLEL DML. If
CNF_DEGREE_OF_PARALLELISM is not set, then the default degree, as decided by Oracle will be used.

Configure Message Details in Forms Designer

You can configure the Message Details in Forms Designer under Data Entry Forms and Queries
module by updating the details of the mail server in the NotificationConfig.cfg file that resides
in the path $FIC_APP HOME/common/FICServer/conf.

Ensure that the "authorized User details" for whom you must configure the Message details are
included in Administration > Security Management > User Administrator > User Maintenance window.

Update the following parameters in the "NotificationConfig.cfg" file:

Confidential - Oracle Restricted



Confidential - Oracle Restricted

ADDITIONAL INFORMATION

CLEAR APPLICATION CACHE

13.10

13.11

13.11.1

Table 27: NotificationConfig.cfg File Attributes

Parameter Description

SMTP_SERVER_IP Specify the hostname or IP address of the SMTP Server.

SMTP_DEBUG_MODE To run SMTP service in Debug mode, set value to 'true’, otherwise set value
to 'false’.

SMTP_AUTHORIZATION Set to 'true' if the SMTP server requires the client to be authenticated,

otherwise set to 'false’.

SMTP_USERNAME Username required for logging into the SMTP server, if authentication is not
required use a dummy value.

SMTP_PASSWORD Password required for logging into the SMTP server. If authentication is not
required, use false value.

SMTP_MAILID If the Messages must go from a Particular ID that ID must be added. The
exchange server forces you to set a valid ID that is there in the exchange
server. (Based on Security settings)

Clear Application Cache

This is applicable to all Web Servers (that is, WebSphere, WebLogic, and Tomcat).

Prior to the deployment of Infrastructure or Application Service Packs / One-off patches, navigate to
the following path depending on the WebServer configured and clear the cache:

e Tomcat: <Tomcat installation
directory>/work/Catalina/localhost/<Application name>/org/apache/jsp

e Weblogic: <Weblogic installation location>/domains/<Domain
name>/servers/<Server name>/tmp/ WL user/<Application name>/gaelce/jsp
servlet

e WebSphere: <iiebsphere installation directory>/AppServer/profiles/<Profile
name>/temp/<Node name>/serverl/<Application name>/<.war file name>

Configure Password Changes

This section explains about how to modify the OFSAA Infrastructure Config Schema and Atomic
Schema passwords for non Wallet-based and Wallet-based setups.

Modify OFSAA Infrastructure Config Schema Password in a
Non Wallet-Based Setup
To change the Config Schema password, perform the following steps:

1. Change the Config Schema User Password in the database.

2. Deletethe SFIC HOME/conf/Reveleus. SEC file.

3. Shutdown the OFSAAI App service:
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cd SFIC APP HOME/common/FICServer/bin

./stopofsaai.sh

Start the Infrastructure Server in foreground directly on the server or through X-Windows
software using the command:

./startofsaai.sh

In the prompt, enter System Password. Enter the "new Config Schema" password.

The service regenerates a new Reveleus. SEC filein the $FIC HOME/conf/ directory.
Terminate the Putty Console Session.

Copy the encyrpted Configuration Schema password from the Reveleus. SEC file in the
$FIC HOME/conf/ directory and update the Configuration Schema user password field in the
following tables:

= DB MASTER
= AAI DB AUTH ALIAS
Restart the Infrastructure Server.

If you are using Apache Tomcat as the Web server, update the <Context> -> Resource tag
details in the Server.xml file from the SCATALINA HOME/conf directory. For Tomcat, both
Config Schema (FICMASTER resource) and Atomic Schema (<INFODOM_NAME> resource)
exist.

If you are using WebSphere as a Web Server:
a. Logintothe WebSphere Administration Console, from the left side menu.

b. Navigate to Resources >JDBC >Data Sources. A list of data sources are populated on the
right side.

c. Select the appropriate Data Source and edit the connection details. (In this case, both Config
and Atomic Data Sources must be modified).

If you are using WebLogic as a Web Server:
a. Logintothe WebLogic Administration Console, from the left side menu

b. Under Domain Structure list box, expand the appropriate Domain and navigate to Services
> JDBC >Data Sources. A list of data sources are populated on the right side.

c. Select the appropriate Data Source and edit the connection details. (In this case, both Config
and Atomic Data Sources must be modified).

Post successful startup of the service, if required, the Infrastructure Server may be shut down
and restarted in the background using nohup mode.

13.11.2 Modify OFSAA Infrastructure Atomic Schema Password in a
Non Wallet-Based Setup

To change the Atomic Schema Password, perform the following steps:

1.

Change the Atomic schema User Password in the database.
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Log in to the application from the browser using the SYSADMN account or any user id, which
has a System Administrator role mapped.

Navigate to System Configuration > Database Details window. Modify the password as
explained in the following steps:

a. From the Database Master window, select the connection whose password you want to
modify and click the button from the toolbar.

b. Click the button corresponding to the Alias Name. The Alias Details window is displayed.
¢. Modify the password in the Auth String field.

If you are using Apache Tomcat as the Web server, update the <Context> -> Resource tag
details in the Server.xml file from the SCATALINA HOME/conf directory. For Tomcat, both
Config Schema (FICMASTER resource) and Atomic Schema (<INFODOM_NAME> resource)
exist.

If you are using WebSphere as Web server:
a. Login to the WebSphere Administration Console, from the left side menu.

b. Navigate to Resources >JDBC >Data Sources. A list of data sources are populated on the
right side.

c. Select the appropriate Data Source and edit the connection details. (In this case, both Config
and Atomic data sources must be modified).

If you are using WebLogic as Web server:
a. Logintothe WebLogic Administration Console, from the left side menu

b. Under Domain Structure list box, expand the appropriate Domain and navigate to Services
> JDBC >Data Sources. A list of data sources are populated on the right side.

c. Select the appropriate Data Source and edit the connection details. (In this case, both Config
and Atomic data sources must be modified).

Restart the OFSAAI services.

13.11.3 Modify the OFSAA Infrastructure Config Schema Password in a
Wallet-Based Setup

To change the Config Schema Password in a Wallet-Based setup, follow these steps:

1
2
3.
4

Shutdown all the OFSAAI Services and Web Servers.
Change the Config Schema User Password in the Database.
Log in as a UNIX user with the permission to modify the Oracle Wallet.

Execute the following command to configure Config Schema credentials.

SORACLE HOME/bin/mkstore -wrl <WALLET HOME> -modifyCredential -nologo
CONFIG <CONFIG DATABASE USERNAME> <CONFIG DATABASE NEWPASSWORD>

Enter the password to store the credentials in the Wallet when prompted.

Start all the OFSAAI Services excluding Web Servers.
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If you use Apache Tomcat, WebSphere, or WebLogic as the Web Server, update the associated
Wallet Directory with the new Config Schema User Password.

Start the associated Web Servers.

13.11.4 Modify the OFSAA Infrastructure Atomic Schema Password in a
Wallet-Based Setup

To change the Atomic Schema Password in a Wallet-Based setup, follow these steps:

1
2
3.
4

Shutdown all the OFSAAI Services and Web Servers.
Change the Atomic Schema User Password in the Database.
Log in as a UNIX user with the permission to modify the Oracle Wallet.

Execute the following command to configure the Atomic Schema credentials.

SORACLE HOME/bin/mkstore -wrl <WALLET HOME> -modifyCredential -nologo
<ATOMICALIASNAME> <ATOMIC DATABASE USERNAME>
<ATOMIC DATABASE NEWPASSWORD>

NOTE ATOMICALIASNAME value is a TNS alias for Atomic Schema and must not
contain underscores.

For example, if the Atomic Schema Name is PROD_OFSAAATM, then the
value for ATOMICALIASNAME must be entered as PRODOFSAAATM.

Enter the password to store the credentials in the Wallet when prompted.
Start all the OFSAAI Services excluding Web Servers.

If you use Apache Tomcat, WebSphere, or WebLogic as the Web Server, update the associated
Wallet directory with the new Atomic Schema User Password.

Start the associated Web Servers.

13.12 Configure Java Virtual Machine

While running several database intensive tasks in parallel, fetching the database connection from the
connection pool may face an error. To ensure no such error is encountered, add the line
securerandom.source=file:/dev/./urandom in the java.security configuration file available in
$JAVA_HOME/jre/lib/security/ path.

This must be configured on all the machines or virtual machines where the OFSAAI database
components (ficdb layer) are installed.

13.13 Configure Internal Service (Document Upload/
Download)

This step can be ignored if it has already been configured as part of any previous IR/ML installation.
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The Document Upload /Download feature has changed and can now be configured to use Internal
service for document upload/download instead of the earlier ExeWebService.

To facilitate internal service for document upload/ download, perform the following configurations:

1. Create the directories download, upload, TempDocument, and Temp in the local path of the
Web application server and provide Read/Write permission.

= To find the exact location, execute the following query in the CONFIG schema:

select localpath from web server info

= To create directories with Read/Write permission, execute the command:
mkdir -m 777 download upload TempDocument Temp
2. Create DocStorage directory in the FTPSHARE location of APP tier and provide Read/Write
permission.
= To find the exact location, execute the query in the CONFIG schema:

select ftpdrive from app server info

= To create a directory with Read/Write permission, execute the command:

mkdir -m 777 DocStorage

By default, the parameter DOCUMENT_SERVICE_TYPE_EXTERNAL value is set to FALSE in the
Configuration table in CONFIG schema and hence the application “ExeWebService” will not be used. It
is recommended that the value be set to FALSE and use the Internal service for document upload/
downloads. If you intend to continue using the External ExeWebService, set the value to TRUE.

Navigate to SFIC_ HOME/EXEWebService/<WEBSERVER TYPE> directory of WEB tier and type

. /ant. sh. This triggers the creation of the EAR/WAR file EXEWlebService.ear/.war. The
EAR/WAR file ExEWebService.ear/.war is created in the

$FIC HOME/EXEWebService/<WEBSERVER TYPE> directory of WEB tier. Redeploy the generated
EAR/WAR file onto your configured web application server.
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Migrate Excel Upload Functionality

This section provides detailed instructions to migrate excel upload functionality.
Topics:

e Prerequisites

e Migrate Excel Upload

Prerequisites

The following are the prerequisites for migration.
e The data model in ATOMIC schemas must be the same on the source and target setups.
o OFSAAI (platform) patch level version must be the same on the source and target setups.
e PL/SQL Developer to connect and query the database.

e  WInSCP to connect and access the server file system.

Migrate Excel Upload

To migrate, follow these steps:

1. Open PL/SQL Developer and logon to the source setup's configuration (CONFIG) schema by
entering the appropriate username and password.

2. Inanew SQL window, query the data of table EXCEL_MAPPING_MASTER.

3. Open anew session in the PL/SQL developer and logon to the target setup's configuration
(CONFIG) schema by entering the appropriate username and password.

4. Insert the records from Step 1into this table.

5. Inthe V_INFODOM column of the EXCEL_MAPPING_MASTER table, update the infodom name
with the target infodom name.

NOTE If all the mappings can work out of the single target Infodom,
update the same Infodom value across all rows. If only a few
mappings will work out of the target infodom, update the
infodom value for selective records. Excel upload mappings will
work only if the target infodom has the same data model
entities as used in the mappings defined on the source setup.

6. Update the V_CREATED_BY column with the name of any user present in the target setup that
has appropriate roles to perform Excel Upload tasks.

NOTE It is mandatory to update values for V_INFODOM and V_
CREATED_BY columns.
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12

13.

Open WIinSCP and log in a new session by entering the host name, port number, user name,
and password to access the source setup.

Navigate to the directory referred to as FTPSHARE.

Copy the excel-entity mapping xml file(s) which are located in this directory according to
their directory structure on to your desktop.

For example:
/ftpshare/STAGE/ExcelUpload/$SOURCE INFODOM NAME/$EXCEL FILE NAME.xml

NOTE The actual file name of the Excel Sheet is mentioned in the
V_EXCEL_ NAME column of the EXCEL_MAPPING_MASTER
table.

Copy the excel templates (.xIs/ .xIsx) file(s) which are located in this directory according to their
directory structure on to your desktop. For example:

/ftpshare/STAGE/ExcelUpload/TEMPLATE/* xls or *.xlsx

NOTE xls/.xIsx files must be copied to the path as per the local path
given in your webserverinfo table of config schema. Ignore this
step if files are not present at the location.

Log into a new session in WinSCP by entering the host name, port number, user name, and
password to access the target setup.

Copy the XML file(s) from Step 3 to the following location in the target setup.

For example: /ftpshare/STAGE/ExcelUpload/$TARGET INFODOM NAME/S$EXCEL FILE
NAME . xml.

NOTE $TARGET_INFODOM_NAME must be target setup infodom in
which you have uploaded the appropriate data model and the
name must be the same as the V_INFODOM column value
updated in EXCEL_ MAPPING_MASTER table.

Copy the xIs/ xIsx file(s) from Step 3 to the following location in target setup.

For example: / ftpshare/STAGE/ExcelUpload/TEMPLATE/*.xls or *.xlsx.

I NOTE Ignore this step if files are not present at the location.

Confidential - Oracle Restricted



Confidential - Oracle Restricted
FREQUENTLY ASKED QUESTIONS (FAQS) AND ERROR DICTIONARY

FREQUENTLY ASKED QUESTIONS

15 Frequently Asked Questions (FAQs) and Error
Dictionary

This section consists of resolution to the frequently asked questions and error codes noticed during
OFSAAI installation.

e Frequently Asked Questions

e Error Dictionary

15.1  Frequently Asked Questions

You can refer to the Frequently Asked Questions which is developed with the interest to help you
resolve some of the OFSAAI Installation and configuration issues. This intends to share the knowledge
of problem resolution to a few of the known issues. This is not an official support document and just
attempts to share the knowledge of problem resolution to a few of the known issues.

15.1.1  OFSAAI FAQs

1. What are the different components that get installed during OFSAAI?
The different components of OFSAAI are illustrated in Components of OFSAAL.
2. What are the different modes of OFSAAI installation?

OFSAAI can be installed only in Silent Mode.
3. Can the OFSAA Infrastructure components be installed on multi-tier?
No.

OFSAA Infrastructure components (ficapp, ficweb, ficdb) cannot be installed on multi-tier. By
default, they are installed on a single-tier. However, OFSAA Infrastructure can be deployed
within the n-Tier architecture where the Database, Web Server, and Web application server is
installed on separate tiers.

4. Is the JDK (Java Development Kit) required during the installation of OFSAA? Can it be
uninstalled after the OFSAA installation?

JDK is not required during the installation of OFSAA and only a runtime is needed. For details,
see Hardware and Software Requirements,

Only JRE (Java Runtime Environment) is required during the installation of OFSAA and cannot
be uninstalled as the JRE is used by the OFSAA system to work.

5. How do | know what are the Operating system, web servers, and other software versions
that OFSAA supports?

See the Oracle Financial Services Analvtical Applications 8.1.0.0.0 Technology Matrix.

6. What are the different files required to install OFSAAI?

The following files are required:
" setup.sh.

" envCheck.sh
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®= preinstallcheck.sh

= VerInfo.txt

" OFSAAInfrastructure.bin

" validatedXMLinputs.jar

" MyResources_en US.properties

= log4j.xml

" OFSAAI InstallConfig.xml

" privileges config user.sqglprivileges atomic user.sql
What should I do if | get the following error message during installation:

"Execute Permission denied"? Check whether all the files provided for OFSAAI installation has
execute permissions.

To give execute permissions, navigate to the directory path where the Installation files are
extracted and execute the following command:

chmod -R 755 OFS_AAAI PACK
"No Java virtual machine could be..."

If the error message reads "No Java virtual machine could be found from your PATH
environment variable. You must install a VM before running this program"”, then

= Check whether the "java path" is set in the PATH variable. See the Hardware and Software
Requirements section in this document.

= Check whether sufficient temporary space is available.

= Ensure that the movement of OFSAAI Installer text files to the target system is done in the
Text mode so that the setup. sh file does not contain control line feed characters (*M).

What should I do if | get the following error message during installation, "OracleDriver
Files Not Found, Please Choose the Right Path To Continue'?

Check whether the provided path for Oracle Driver files is correct and whether the user has
permission to access the files.

The installation of OFSAAI was completed successfully! What next?

Post the successful completion of the OFSAAI installation, one has to perform the Post
Installation steps. See Post-installation.

What is to be done when OFSAAI Installation is unsuccessful?

OFSAAl installer generates the log file OFSAAInfrastructure Install.loginthe
Infrastructure Installation Directory. There are also other log files created in the directories:

" < directory path where the Installation files are extracted
>/OFS_AAAI PACK/logs

" < directory path where the Installation files are extracted
>/OFS_AAAI PACK/OFS AAI/logs

If the logs of any of these reported Warnings, Non Fatal Errors, Fatal Errors, or Exceptions, they
must be brought to the notice of the OFSAAI My Oracle Support. It is recommended not to
proceed until the reported problems are adequately addressed.
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How do | completely uninstall OFSAAI?

OFSAAI can be completely uninstalled by performing the steps provided in the Uninstall OFSAA
Infrastructure section in this guide.

Can OFSAAI config and atomic schemas be on different databases?
OFSAAI requires both config and atomic schemas to be present on the same database instance.
How do | grant privileges if a new information domain is created?

If you are creating a new information domain, provide a set of privileges (database permissions)
to the new Atomic schema.

a. Loginto the database as sys and connect as sysdba user.

b. Executetheprivileges atomic user.sqgl file available under the $FIC HOME
directory.

¢. Enter the database schema for which you want to grant privileges.
When should | run the MLS utility?

See the Multiple Language Support (MLS) Utility section in the OFS Analytical Applications
Infrastructure Administration Guide.

What should I do if | get the following error message on the UNIX System terminal while
executing ./setup.sh, "Insert New Media. Please insert Disk1 or type its location?

a. Login asroot user on the UNIX machine where OFSAAI is getting installed.
b. Navigate to the path /etc/security/.
c. Edit the file limits.conf to add/edit a row for the UNIX user installing OFSAA:

<Unix User> soft nofile 15000

d. After saving the changes, log in as UNIX user with which OFSAAI is getting installed and
execute the command:

ulimit -n
e. The command must return the value 15000.
How do I verify if the system environment is ready for OFSAAI installation?

To verify the system environment meets the minimum requirements for the installation, a Pre-
Install Check utility is available within the Install Kit archive file. This utility can also be obtained
separately by contacting My Oracle Support.

See Verifying System Environment section for additional information.

How do | know if the installation is completed successfully?

The OFSAA Infrastructure installation performs a post-install health check automatically on the
successful installation of the product.

What should I do if there are any exceptions or errors in installation and how to proceed?

a. See the Verify the Log File Information section for log file information.

b. Backup the installation logs.

c. Share the backup logs with My Oracle Support.
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What should I do if | get the following error message during OFSAAI installation on Solaris
11 system?

"Error: OFSAAI-1108

ORA-00604: error occurred at recursive SQL level 1
ORA-01882: timezone region not found"

Or

"Time zone cannot be set as null or 'localtime' "

This happens if the time zone is not set, that is NULL or it is set as "localtime’. Set the
environment variable TZ to a valid time zone region in the .profile file. For example,

TZ=Asia/Calcutta
export TZ
What should I do if the installation process is abruptly terminated or aborted?

If the installation process is abruptly terminated, then the installation is incomplete. To recover
from this, follow these steps:

a. Drop the DB objects in the config and atomic schemas created by OFSAAI installation.

b. Openthe .profile and remove the entries made by the OFSAAI installation which are
made between the comment statements, #Beginning of entries by OFSAA Infrastructure
installation, and #End of entries by OFSAA Infrastructure installation.

c. Delete the OFSAA install and FTP Share directories created by the OFSAAl installer.
d. Perform the OFSAAI installation again. See Pre-installation

Does OFSAA support any other web server types, other than the ones stated in the Oracle
Financial Services Analytical Applications 8.1.0.0.0 Technology Matrix and Installation
Guide?

No, all the supported software and versions are stated in the Oracle Financial Services Analytical
Applications 8.1.0.0.0 Technology Matrix.

What should I do if the database connection from the connection pool displays the
following error message, "java.sql.SQLRecoverableException: 10 Error: Connection reset"?

This happens while running several database intensive tasks in parallel. To correct this error,
add the line securerandom.source=file:/dev/./urandom in the java.security configuration file
available in $JAVA_HOME/jre/lib/security/ path.

NOTE This must be configured on all the machines or VMs where the
OFSAAI components are installed.

If the issue is not resolved even with the preceding settings, check the MTU(Maximum
Transmission Unit) settings on the Linux box. For details on MTU settings and updating them,
contact your system administrator.

What should | do when | get syntax errors/file not found error messages while invoking
setup.sh file from my install archive?
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This can mostly happen due to the following reasons:
=  When the installer is not extracted correctly or corrupted during the unzip utility process.

* setup.sh file which resides within the install archive is not transferred in ASCII or text
mode, which can corrupt the file.

To correct this, follow the steps:

a. Copy theinstaller (in BINARY mode) to the system on which the OFSAA Infrastructure
components will be installed.

b. Unzip the installer using the command:

unzip <OFSAAI Installer>.zip

The corrupted setup. sh file would have introduced certain ~M characters into the file. You can
remove M characters from the setup. sh file by following these steps:

a. Login to the server where the installer is copied.

b. Navigate to the directory < directory path where the Installation files are
extracted >/0OFS AAAI PACK/bin.

¢. Openthe setup. sh filein the vi editor using the command: vi setup.sh.

d. Inside vi editor in Esc mode, type: $s/"M/ /g

NOTE To enter M, hold the CTRL key then press Vand Min
succession.

e. Savethe setup.sh file by typing: wg!

25. What should I do if | get the following error message while executing ./startofsaai.sh file
on the UNIX System terminal "./startofsaai.sh: /java: Execute permission denied"?

= Ensure the JAVA_BIN environment variable path is set on the "UNIX user" terminal from
where the startofsaai. sh file is invoked.

= Ensurethatthe .profile file, where the environment/ path settings are made, is executed
successfully.

26. What should I do if the OFSAAI Application Server does not proceed even after providing
the system password?

Ensure that, the System Password provided when prompted during installation is correct. Also,
check whether the connection to the "configuration schema" can be established through
sqlplus.

27. Although the OFSAAI installation has completed successfully, when OFSAAI servers are
started, and the application URL is accessed, it gives an error message "the page cannot be
found or displayed" or "Could not retrieve the list of languages from Server. Please
contact the system administrator”. What should one do?

Ensure OFSAAI servers are started and are running successfully. For details on startup
parameter options, see Start the Infrastructure Services section.
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33.

34.

For more details on the issue, refer to the logs under $SFIC HOME /logs directory.

Is it necessary to provide the specified grants to the Oracle schema user before
installation? If yes, can it be revoked after completing the installation?

The "Oracle schema" user requires the necessary grants specified before, during, and after the
installation process. Grants provided must never be revoked as the application makes use of
these grants all the time.

Can we have a distributed OFSAAI Application Server for load balancing?

OFSAAI Application server can be scaled out/distributed across different JVM's (machines)
based on the various services and Information Domains, in other words, Load balancing can be
achieved with the distribution of services.

Why do we need FTPSHARE on all the layers? Can we have ftpshare on another server
other than the server where OFSAAI is installed?

FTPSHARE is a Metadata Repository directory. All the metadata related files used in
Infrastructure are stored in the FTPSHARE directory. The ftpshare contains directories for each
Information Domain, with each Information Domain directories holding Erwin, log, and scripts
directory. The transfer of data among the Web, Application, and Database servers in
Infrastructure takes place through FTP/SFTP.

You must configure FTP/SFTP and enable communication between the servers by providing
App server's FTP/SFTP credentials to the Web server and DB server users.

Yes, you can have FTPSHARE as a common local storage mount point which can be mounted
where OFSAAI is installed.

Is it mandatory to provide the FTP/SFTP password?

Yes, OFSAAI needs credentials of the user who has complete permissions on the FTPSHARE
directory, and the user must be able to independently log in to the UNIX server.

For more information, see the Configure OFSAAI InstallConfig.xml File section.

What are the permissions required for FTPSHARE and when should | give them?

It is recommended to provide permissions on FTPSHARE in case of installations done across
different machines or VMs (multitier installation).

In the case of a single-tier installation, 770 permissions can be provided if the UNIX users of
OFSAAI and web servers belong to the same UNIX group.

Additionally, any new file that is created in the FTPSHARE directory of any installation layer
must be granted specific/explicit permission.

How to modify the port number currently being used by the Infrastructure application?

Port Changer utility can be used to have the Port number modified, which is currently being
used by the Infrastructure application. For more information, refer to the Change IP/ Hostname,
Ports, Deployed Paths of the OFSAA Instance section in the OFS Analytical Applications
Infrastructure Administration User Guide.

Are there any in-built system administration users within OFSAAI Application?
The two in-built system administration users are provided to configure and setup OFSAAI.

=  SYSADMN
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= SYSAUTH

Does OFSAAI Application support both FTP and SFTP?

OFSAAI supports both FTP and SFTP configuration.

Is it necessary to enable the FTP/SFTP services to use the OFSAAI?

Yes, enabling of FTP/SFTP services and its ports is a pre-requisite step towards using the
OFSAAI.

OFSAAI Configuration: Unable to save the server details?

= Ensure the input User ID, Password, and Share Name are correct.

= Ensure FTP/SFTP services are enabled.

= Have atest FTP/SFTP connection made and confirm if they are successful.

What should I do if | get the following message while creating Information Domain,
"Please create a database and then create the information domain"?

Information Domain is mapped to only one Database; and thus before the creation of
Information Domain, at least one database details must exist.

What should | do if | get the following message during the startup of the backend engine
message server, "ConnectToDatabase: FatalError, could not connect to the DB server"?

= Verify whether a connection to the Configuration Schema can be established through
SQL*PLUS.

= Verify the Configuration Schema password is modified post-installation.

= Ensure Oracle Database Alias Name created for Oracle Instance and Oracle Service Name
are the same.

What should I do if | get the following message during the startup of the backend engine
message server, "Fatal Error, failed to get the user ID from LibSmsConnect"?

Ensure the Reveleus. SEC file exists under the $FIC_HOME/conf directory where the
Database components are installed.

Does OFSAAI Application support LDAP authentication?
OFSAAI supports LDAP configuration and authentication.
Does OFSAAI support multiple languages?

Yes, OFSAAI supports multiple languages.

Does OFSAAI provide any data back-up features?

OFSAAI does not have a built-in backup facility. External Storage Infrastructure is
recommended for back-up.

What kind of security features does the OFSAAI provide?
See the Security Guide for more information.

Does OFSAAI have the ability to enforce periodic password change?
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OFSAAI provides configurable parameters to define the number of days after which the user
password must expire and then the user is forced to change the password after the expiration
period.

What is the password policy followed in OFSAAI?

OFSAAI enforces a minimum password length with a combination of Upper and Lower case
characters and alphanumeric strings.

Which version of Erwin Data Modeller does OFSAAI support?

See the Hardware and Software Requirements section for more information.

Does OFSAAI provide the mechanism to upload Business Data model?
OFSAAI provides two mechanisms for business data model upload:

= Easy to use GUI based Model upload mechanism to upload the Business Data Model
through Data Model Management -->Data Model Maintenance --> Import Model.

= OFSAAI also provides a model upload utility "upload. sh" for uploading the business data
model through the command line parameter by executing this shell script file under the
path <FIC_HOME> /ficapp/common/FICServer/bin.

For more details, see the Model Upload Utility section of the OFS Analytical Applications
Infrastructure User Guide.

How do I apply the incremental change to the existing model when the Business Data
model changes?

The modified data model can be uploaded into the system and OFSAAI can compare the
changes within the data model concerning the one already present in the system and enables
propagation of incremental changes in a consistent manner.

What are the different types of uploading a business data Model?

OFSAAI supports uploading of the business data model from client desktop and also by picking
up the data model from the server location.

Can the OFSAAI Configuration Schema password be modified post-installation?

The OFSAAI Configuration Schema password can be modified post-installation. OFSAAI
application stores the password in the database and few configuration files, thus any changes
to the Configuration Schema password will require updating in those files. For more
information, see Modify OFSAAInfrastructure Config Schema Password.

Can the OFSAAI Atomic Schema password be modified?

The OFSAAI Atomic Schema password can be modified. OFSAAI application stores the atomic
schema password in the database and few configuration files, thus any change to the atomic
schema password will require updating those files.

To change the Atomic Schema password, follow the steps:
a. Loginto OFSAA.

b. Navigate to System Configuration > Database Details window. Select the appropriate
connection, provide the modified password, and save.

c. Based on the Web Server installed, follow the steps:
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= [f you are using Apache as Web server:

— Update the <Context> -> Resource tag details in the server. xml file from the
$CATALINA HOME/conf directory. (In case of Tomcat only Atomic <Resource> will
exist).

» If you are using WebSphere as Web server:
— Login to the WebSphere Administration Console from the left side menu.

— Navigate to Resources >JDBC > Data Sources. A list of data sources are populated on
the right side.

— Select the appropriate Data Source and edit the connection details. (In this case, both
Config and Atomic data sources must be modified).

*= If you are using WebLogic as Web server:
— Login to the WebLogic Administration Console from the left side menu.

— Under Domain Structure list box, expand the appropriate Domain and navigate to
Services > JDBC >Data Sources. A list of data sources are populated on the right side.

— Select the appropriate Data Source and edit the connection details. (In this case, both
Config and Atomic data sources must be modified).

d. Restart the OFSAAI services

NOTE If the modified passwords are not updated, OFSAAI logs
display the message ORA-28000: the account is locked.

Does the upload of the Business Data model depend on Java Memory?

Business data model upload through OFSAAI depends on the Java memory settings on the
client and server machines. Java memory setting varies with the data model size and the
available RAM. Contact My Oracle Support for more details.

Why do the Business Metadata Management screens (Business Processors screen) in User
Interface take more time to load than other screens?

The Log file in DynamicServices.xml which resides in the $FIC HOME/conf directory is
continuously being updated/refreshed to cache metadata. This can be observed when you are
starting startofsaai.sh and if any of the log files (For example, SMSService.log)in
DynamicServices.xml is being continuously refreshed for a longer time.

By default, the Metadata Logfile cache size is set to 1000. If in case the log is being updated
beyond this limit, retrospectively the preceding entries are overwritten. For example, the 1001st
entry is overwritten by deleting the first entry. This results in the application window taking a
longer time to load.

Increase the cache size limit in Dynamicservices.xml located at <FIC HOME>/conf,
depending on the currently logged count for the specific metadata.

a. Generate the Log report by executing the following query in the config schema.

select count(l), t.metadata name, m.dsn id from metadata master m,
metadata type master t where m.metadata type = t.metadata type
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group by t.metadata name, m.dsn_ id

b. The preceding query returns a list of codes with their respective metadata count. You can
refer to the "metadata_type_master" table to identify the metadata name.

c. View thelog report to identify the metadata which is being updated/refreshed beyond the
specified cache size limit. Accordingly, increase the cache size limit in
Dynamicservices.xml depending on the currently logged count for the specific
metadata.

For example, if the "MEASURE_CACHE_SIZE" is set to 1000 and the total measure reported
in the log is 1022, increase the limit to 2000 (approximately).

d. Restart Reveleus/OFSAAI servers (Web and APP) and check the issue.

What should I do if | get OutOfMemoryError while deploying the EAR file in the
WebSphere application server?

The Java memory must be increased in the ejbdeploy. sh file which is present under
<WebSphere Install directory>/AppServer/deploytool/itp. For example,

$ JAVA CMD \
-Xbootclasspath/a:$ejbd bootpath \ Xms256m -Xmx1024m \

What is the default memory setting configured by the installer?

During OFSAAl installation, the X_ARGS_APP parameter in the .profile file is set as given:

X ARGS APP="-Xms200m -Xmx8g -XX:+UseAdaptiveSizePolicy -
XX:MaxPermSize=1024M -XX:+UseParallelOldGC -XX:+DisableExplicitGC

During the application installation, if 10 times the data model size (data model size*10) is
greater than the default Xmx value of 8g (8GB), the installer automatically updates the Xmx
value to 10 times the data model size.

What configurations should | ensure if my data model size is greater than 2GB?

Ensure the Xmx value in the X_ARGS_APP parameter in the .profile file is set as 10 times the
data model size.

For example, if it is 2GB, set it as:

X ARGS APP="-Xms200m -Xmx20g -XX:+UseAdaptiveSizePolicy -
XX:MaxPermSize=1024M -XX:+UseParallelOldGC -XX:+DisableExplicitGC

Then execute the .profile file.

What should I do if my Hierarchy filter is not reflecting correctly after | make changes to
the underlying Hierarchy?

In some cases, the Hierarchy Filters do not save the edits correctly if the underlying Hierarchy is
changed. This can occur in hierarchy maintenance, where you have moved a member to
another hierarchy branch, and that member is explicitly selected in the Filter and is now a child
of a node that is already selected in the Filter. Refer Support Note for the workaround.

Can |l install an Application Pack on an existing Atomic schema/ Information Domain
created manually?
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No, you cannot install an Application Pack on existing Atomic schema/Information Domain
created manually. Application Packs can be installed only on Atomic Schemas/Information
Domain created using schema creator utility and/ or the Application Pack installer.

What should | do if | get the following exception while trying to view the model outputs in
Model Outputs screen, "Exception ->Local Path/STAGE/Output file name (No such file or
directory)"?

Ensure you have created a directory "STAGE" under the path mentioned as "Local Path" in the
web server details window. This directory must be created under the local path on every node,
in case of web application server clustering.

What should I do if | get the following exception during OFSAA services startup,
"Exception in thread "main" java.lang.UnsatisfiedLinkError: net (Not a directory)"?

Ensure the JRE referred in .profile is not a symbolic link. Correct the path reference to point
to a physical JRE installed.

How do you turn off unused Information Domains (Infodoms) from caching?
Follow these steps to turn off unused infodoms from caching:

a. Navigateto SFIC HOME/conf in the APP layer of your OFSAAI installation.

b. Inthe DynamicServices.xmnl file, identify the section for <Service code="20">.

c. Modify the value of parameter CACHE_ON_STARTUP to O (default is 1).

2

Update the same details in the table Aai_Dyn_Svcs_Params of Config Schema for the
parameter CACHE_ON_STARTUP. Set the value as O and commit the change.

e. Restart the OFSAAI Services (APP and WEB). For more information, refer to the Starting
Infrastructure Services section.

NOTE This setting helps cache the Infodom metadata only for the
infodoms that are accessed after the user login. Infodoms
which are not accessed, are not cached.

Sample code is as follows:
<SERVICE CODE="20"

CLASS="com.iflex.fic.metadata.services.MetadataServiceProvider"
NAME="BMD"

SERVERID="DEFAULT" PATH=" " LOGGERNAME="UMMLOGGER" LOGGERLEVEL="10">
<PARAMETERS>

<PARAMETER NAME="CACHE ON_ STARTUP" VALUE="0" />

<PARAMETER NAME="BACKUP_ XML" VALUE="1" />

<PARAMETER NAME="MAX BACKUP XML" VALUE="2" />

<PARAMETER NAME="PC NONBI BI SWITCH" VALUE="2048" />

<PARAMETER NAME="HIERARCHY NODE LIMIT" VALUE="2000" />

<PARAMETER NAME="ALIAS CACHE SIZE" VALUE="1000" />
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<PARAMETER NAME="DATASET CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="MEASURE CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="HIERARCHY CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="DIMENSION CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="HIERARCHYATTRIBUTE CACHE SIZE" VALUE="1000" />
<PARAMETER NAME="CUBE CACHE SIZE" VALUE="1000" />

<PARAMETER NAME="RDM CACHE SIZE" VALUE="1000" />

<PARAMETER NAME="BUSINESSPROCESSOR CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="DERIVEDENTITY CACHE SIZE" VALUE="1000" />
<PARAMETER NAME="LOG GET METADATA" VALUE="false" />

<PARAMETER NAME="METADATA PARALLEL CACHING" VALUE="0O" />
</PARAMETERS>

</SERVICE>

While creating an Excel Mapping, after specifying the excel worksheet, the target table,
and mapping each column in the worksheet to a target table, I click Save and nothing
happens. But when | click Cancel, a message pops up informing me that all changes will be
discarded", what is to be done.

Check if the version of the browser and JRE Plugin are as mentioned in the Hardware and
Software Requirements section of this manual. If not, use the qualified versions as mentioned.

Can multiple OFSAA Infrastructure instances share the same Config Schema?
No, only one OFSAA environment can be installed using one Config Schema.

Can Atomic Schema be shared?

Yes, it can be shared between two OFSAA instances.

While setting a firewall, which ports must be opened for communication between the Web
Server (Apache HTTP Server/ Oracle HTTP Server/ IBM HTTP Server) and the Web application
server (WebSphere/ WebLogic/ Tomcat) for OFSAAI to operate properly?

The OFSAA Servlet port which is the same as the Web server port must be open. Also, the web
application port must be open.

Can |l install an already installed application in a different infodom?
No, it is not possible to install the same application in two different infodoms.
How can | configure the OFSAA application for High Availability?

OFSAA can have active-passive high availability. For more details, refer Configuration for High
Availability- Best Practices Guide.

During OFSAA installation should | provide a web application server's IP /Hostname and
port or web server's IP/Hostname and port, if the Apache HTTP Server/ Oracle HTTP
Server/ IBM HTTP Server are configured?

In case the web server is configured, you must enter the Web Server IP Address/Hostname and
Port details during OFSAA installation. Here the Servlet port must be the same as the Web
Server port.
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If Web Server is not configured, the Web application server's IP Address/ Hostname and Port
are required during the installation process. Here the Servlet port must be the same as the Web
application server port.

Is "ReveleusAdminConsoleAgent" applicable for OFSAAI 8.1.0.0.0 and higher versions?

No, ReveleusAdminConsoleAgent is not applicable starting OFSAAI 7.3.3.0.0. There is a change
in the way agentservers are managed through agentstartup.sh and agentshutdown. sh.

What should | do when the message server process does not open and | get the following
error message, "CI18NProvider::CI18NProvider, Error, unable to connect to the config
database"?

This error is displayed due to the following reasons:
= The Config Schema password is already expired.

= [f the Config Schema password is going to expire soon and the message like "ORA-28002:
the password will expire within 6 days" displays while connecting to Config Schema through
SQLPlus.

= The Config Schema password is modified.

To resolve the error, re-set the Config Schema password to the old password. Else, if the Config
Schema password is modified to something else then follow these steps:

a. Deletethe $FIC HOME/conf/Reveleus.SEC file.

b. Shutdownthe OFSAAI App service: cd $FIC APP HOME/common/FICServer/bin
./stopofsaai.sh

c. Start the Infrastructure Server in foreground directly on the server or through XWindows
software using the command: . /startofsaai.sh

d. Enter System Password.

e. Enter the new Config schema password. The service starts and initializes if it can
successfully connect to the DB and generates the Reveleus. SEC file.

f. Post successful startup of the service, if required, the Infrastructure server may be shut
down and restarted in the background using nohup mode.

What is the mechanism of log file sizing, changing the log file path, and creating backups
of the log files?

OFSAAI Log files created under $FIC_APP HOME/common/FICServer/logs and
<OFSAAI DEPLOYED AREA>/<CONTEXT.war>/logs is configurablein
RevLog4jConfig.xml.

The default size of the log files (MaxFileSize) is set to 5000kb and the number of maximum
backup log files (MaxBackuplndex) retained is set to 5, both of which are configurable.
Increasing these parameters to a higher value must depend on the server hardware
configurations and may reduce the performance.

To configure the Logs file size on the OFSAA Application server, follow these steps:
a. Navigateto SFIC_HOME/conf where OFSAA is installed.

b. Edit the following parameters in the RevLog4jConfig.xml file:
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— param name="fileName" : Enter the path where the Logs are to be generated.
— param name="size" : Provide the required file size.
— param name="max" : Provide the required number of backup files to be created.

Example:

<RollingFile name="REVSERVERAPPENDER"
fileName="<Path exists>/logs/RevAppserver.log"

filePattern="<Path exists>/logs/RevAppserver—%i.log" >

<PatternLayout>
<Pattern> [%d{dd-MM-yy HH:mm:ss,SSS zzz aa}{GMT}] [%—
5level] [APP] [REVELEUS] %m%n</Pattern>
</PatternLayout>
<Policies>

<SizeBasedTriggeringPolicy size="5000 KB" />
</Policies>

<DefaultRolloverStrategy max="5"> <!-- number of backup
files -->

</DefaultRolloverStrategy>

</RollingFile>

¢. Navigateto $SFIC HOME/ficweb/webroot/conf and configure the deployed area logs.
Edit the following parameters in the RevLog4jConfig.xml file:

— param name="file": Do not change this value.
— param name="MaxFileSize" : Provide the required file size.

— param name="MaxBackuplndex" : Provide the required number of backup files to be
created.

Example:

<RollingFile name="REVSERVERAPPENDER"
fileName="${sys:LOG HOME}/logs/RevAppserver.log"

filePattern="${sys:LOG HOME}/logs/RevAppserver-%$i.log" >

<PatternLayout>
<Pattern> [%d{dd-MM-yy HH:mm:ss,SSS zzz aa}{GMT}] [%-
5level] [WEB] [REVELEUS] %m%n</Pattern>
</PatternLayout>
<Policies>

<SizeBasedTriggeringPolicy size="5000 KB" />
</Policies>

<DefaultRolloverStrategy max="5"> <!-- number of backup
files -->

</DefaultRolloverStrategy>
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</RollingFile>

To configure the deployed area log file path, modify the value in the LOG_HOME_PATH
parameter in the aai_setup_props table.

72. Can | point the environment with HTTP enabled to HTTPS after installation and vice versa?
Follow these steps:
a. Create SSL related certificates and import to respective servers.

b. Enable SSL on a desired Port (example 9443) on your existing and already deployed web
application servers.

¢. Replace the protocol as https and new ssl port (FIC_SERVLET_PORT) configured and in all
the URLs specified on the following files:

— SFIC _HOME/ficapp/common/FICServer/conf/FICWeb.cfg and S$SFIC
HOME/ ficweb/webroot/conf/FICWeb.cfg

— SFIC _HOME/ficapp/icc/conf/WSMREService.properties

— SFIC_HOME/ficweb/webroot/conf/ModelExecution.properties
— S$FIC HOME/ficdb/conf/MDBPublishExecution.properties

— SFIC _HOME/ficdb/conf/ObjAppMap.properties

— SFIC HOME/utility/Migration/conf/WSMigration.properties
— SFIC HOME/utility/WSExecution/conf/WSExecution.properties

— SFIC_HOME/EXEWebService/WebSphere/ROOT/WEB-INF/wsdl/EXEWebSe
rviceImpl.wsdl

— S$FIC HOME/EXEWebService/Tomcat/ROOT/WEB-INF/wsdl/EXEWebServic
eImpl.wsdl

— S$FIC_HOME/EXEWebService/weblogic/ROOT/WEB-
INF/wsdl/EXEWebServiceIm pl.wsdl

d. XML attribute/Node values are now moved to the config schema table AAI_SETUP_PROPS
where v_prop_name in ('"FIC_WEBSERVER_PORT', 'FIC_WEBPROTOCOL").

— FIC WEBSERVER PORT=9443
— FIC WEBPROTOCOL=https

— SFIC_HOME/conf/LookUpServices.xml and $FIC
HOME/ ficweb/webroot/conf/LookUpServices.xml

— DPORT="9443" PROTOCOL="https:"

e. Loginto Config Schema and execute the following SQL command to replace protocol and
SSL port.

SQL> update configuration cn set cn.paramvalue='9443' where
cn.paramname='SERVLET ENGINE PORT';

SQL> update configuration cn set
cn.paramvalue=replace (cn.paramvalue, 'http:', 'https:') where
cn.paramname="'FormsManagerCacheReload';
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SQL> update web server info ws set
ws.servletport='9443",ws.servletprotocol="https"';

f. Create EAR/WAR file and Re-Deploy.

73. What should I do if my schema creator log has the following exception:

Failed to detect a valid hadoop home directory java.io.IOException:
HADOOP HOME or hadoop.home.dir are not set. at
org.apache.hadoop.util.Shell.checkHadoopHome (Shell.java:302)

at org.apache.hadoop.util.Shell.<clinit>(Shell.java:327) at
org.apache.hadoop.util.StringUtils.<clinit>(StringUtils.java:79) at
org.apache.hadoop.security.Groups.parseStaticMapping (Groups.java:130)
at org.apache.hadoop.security.Groups.<init>(Groups.java:94) at
org.apache.hadoop.security.Groups.<init>(Groups.java:74) at
org.apache.hadoop.security.Groups.getUserToGroupsMappingService (Groups.
Java:30 3) at
org.apache.hadoop.security.UserGroupInformation.initialize (UserGroupInf
ormation.ja va:283) at
org.apache.hadoop.security.UserGroupInformation.setConfiguration (UserGr
oupInfor mation.java:311) at HdfsDbUtil.connect (HdfsDbUtil.java:162) at
SchemaParserUtil.validateHiveConnection (SchemaParserUtil.java:1359) at
SchemaParserUtil.checkAllPreChecks (SchemaParserUtil.java:1011) at
Main.execute (Main.java:317) at Main.main (Main.java:145) This occurs
when HADOOP HOME environment variable is not set.

You can ignore this exception since we do not mandate to install HIVE where OFSAA is installed.
74. What should I do if the sliced data model upload takes a long time to complete?

If the metadata cache size is set to a lower value than the actual count of each metadata type
(hierarchy, dataset, dimension etc), then it gets into performance degrade issues. We have to
increase the cache size for each metadata type according to the count in the environment.

Following are the parameters in DynamicServices.xml to be configured depends on the
metadata count in your environment.

<PARAMETER NAME="HIERARCHY NODE LIMIT" VALUE="2000"/>
<PARAMETER NAME="ALIAS CACHE SIZE" VALUE="1000"/>

<PARAMETER NAME="DATASET CACHE SIZE" VALUE="2000"/>
<PARAMETER NAME="MEASURE CACHE SIZE" VALUE="3000"/>
<PARAMETER NAME="HIERARCHY CACHE SIZE" VALUE="2000"/>
<PARAMETER NAME="DIMENSION CACHE SIZE" VALUE="2000"/>
<PARAMETER NAME="CUBE CACHE SIZE" VALUE="1000"/>

<PARAMETER NAME="BUSINESSPROCESSOR CACHE SIZE" VALUE="2000"/>
<PARAMETER NAME="DERIVEDENTITY CACHE SIZE" VALUE="1000"/>
Metadata count can be derived based on the following queries:

select count(l) from metadata master where metadata version=0 --- for
all metadata

select count(l) from metadata master where metadata version=0 and
metadata type=1 -—-- for measure
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76.

77.

78.

79.

80.

select count(l) from metadata master where metadata version=0 and
metadata type=2 --—- for Dimension

select count(1l) from metadata master where metadata version=0 and
metadata type=3 --- for HCY

select count(l) from metadata master where metadata version=0 and
metadata type=4 -—-—- for DATASET

select count(l) from metadata master where metadata version=0 and
metadata type=59 --- for BP's

select count(l) from metadata master where metadata version=0 and
metadata type=54 --- for Alias

select count(l) from metadata master where metadata version=0 and
metadata type=5 --- for CUBES

select count(l) from metadata master where metadata version=0 and

metadata type=856 -—-— for Derived Entity

For LDAP authentication, which server connects with the LDAP server, the Application
server (where ofsaai is installed), or Web application server (where EAR is deployed)?

For LDAP authentication, the Application server (ficapp) connects with the LDAP server.

The LDAP server in the setup listens on secure protocol Idaps (port 636). | have the root
certificate of the LDAP server for SSL, and would like to know where to offload this
certificate?

You must import the certificate into the JDK/JVM used by Reveleus server in ficapp layer.
How to relocate FTPSHARE directory, change IP HOST name, and deployed area in OFSAA?

You can run the portC. jar utility. For more details, refer Change IP/ Hostname, Ports,
Deployed Paths of the OFSAA Instance section in the OFS Analytical Applications Infrastructure
Administration Guide.

How do we identify the list of ports that are used by/configured in an OFSAA
environment?

a. Navigateto SFIC HOME directory on Target.
b. Refertothe PortsDef.log file.

What should I do if | get the following error message, "Error while fetching open cursor
value Status : FAIL"?

This error occurs while executing envCheck. sh because the user does not have access to the
V$parameter. This error does not occur due to sysdba or non sysdba privileges provided they
have access/grants to the V$parameter.

What should | do when an entity containing many attributes (>100 columns) is selected as

a Source entity and the Data Mapping (T2T definition) save operation takes longer than

expected with the hourglass in the Ul continuously rotating?

a. Locatethe webserver deployed area webroot/conf/excludeURLList.cfq file.

b. Modify the following entries:
[SQLIA]./dataIntegrator/ to [ALL]./datalntegrator/

[SQLIA]./ETLExtractionServlet to
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[ALL]./ETLExtractionServlet
c. Save the changes and restart the webserver.
d. Resave the definition.
What should I do if | get the following error message when I try to start the OLAP server:
./olapdataserver: error while loading shared libraries: libessapinu.so:

cannot open shared object file: No such file or directory FATAL ERROR
:— OLAP DATA SERVER start up failed.

This error occurs when the OLAP component is not configured and the OLAP feature in OFSAA
is not used. However, this error can be ignored.

What should I do if | get the error "FATAL ERROR-Problem with OFSAA Service" during the
OFS_AAAI_PACK installation?

Increase the sleep counter (default value is 80) to a higher value in the following section of the
OFS_AAAI PACK/OFSAAIUpdate. sh file:

if [ Scount -eq 0 ] ; then sleep 80;

count=" grep -i "FICServer Initialization Complete"

SFIC HOME/ficapp/common/FICServer/bin/nohup.out|wec -1 °~ fi
if [[ $Scount -gt 0 ]] ; then echo OFSAA Service - OK

else

fi

echo FATAL ERROR-Problem with OFSAA Service exit 1

15.1.2 Application Pack 8.1.0.0.0 FAQs

1.

What is an Application pack?

An Application Pack is a suite of products. For more information, refer About Oracle Financial
Services Analytical Applications (OFSAA) Application Packs.

Can | get a standalone installer for OFSAAI 8.1?
No. AAl is part of every application pack and installs automatically.
Where can | download OFSAA 8.1.0.0.0 Application Pack?

You can download the OFSAAI 8.1.0.0.0 Application Pack from Oracle Software Delivery Cloud
(OSDCQ).

What are the minimum system and software requirements for the OFSAA 8.1 Application
Pack?

Refer to Hardware and Software Requirements for more information.

Is my environment compatible with OFSAA 8.1.0.0.0 Application Pack?

Environment Check utility performs the task. It is part of the install and can also be run
separately.

Does the OFSAA 8.1.0.0.0 Application Pack support all Operating systems?

Refer to the Hardware and Software Requirements section.

Confidential - Oracle Restricted


https://edelivery.oracle.com/EPD/Search/handle_go
https://edelivery.oracle.com/EPD/Search/handle_go
https://edelivery.oracle.com/EPD/Search/handle_go

Confidential - Oracle Restricted

FREQUENTLY ASKED QUESTIONS (FAQS) AND ERROR DICTIONARY

FREQUENTLY ASKED QUESTIONS

10.

1.

12.

13.

14.

15.

16.

17.

18.

19.

How can | install the OFSAA 8.1.0.0.0 Application Pack?

Refer to Oracle Financial Services Advanced Analytical Infrastructure Installation And
Configuration Guide.

Does this installation require any Third-party Softwares?

For details on the third-party software tools used, see the OFSAA Licensing Information User
Manual Release 8.1.0.0.0 available in the OHC Documentation Library.

What languages are supported during the OFSAA 8.1.0.0.0 Application Pack installation?
US English is the language supported.

What mode of installations OFSAA Application Pack supports? [that is., Silent, GUI]
OFSAA Application Packs support only Silent Mode.

Does OFSAA 8.1.0.0.0 Application Pack support Multi-tier Installations?

OFSAA 8.1.0.0.0 supports only a single-tier installation. For more information refer to the OFS
AAIl FAQs section.

Does this Application Pack validate all prerequisites required for this installation like
Memory, Disk Space, and so on?

Yes. The pre-requisite checks are done by the respective application pack installer.

What happens if it aborts during the installation of any application/products within an
Application pack?

You must restore the system and retrigger the installation

Does this Application pack 'Roll Back' if any application installation fails due to errors?
The rollback of installation is not supported.

Does the Application pack install all applications bundled?

Only Application pack system which are enabled are installed. In order to enable other licensed
Applications, you need to reinstall by making the flag as Y. See the Table 15: OFS_<APP
PACK>.xml File Parameters, APP_ID/ ENABLE attribute for information on how to enable.
However, in case of reinstallation to enable the other Applications, execution of the schema
creation utility must be skipped if it does not include any additional sandboxes to be created.

Can I re-install any of the Application Packs?

You can retrigger in case of failure.

Does this Application pack allow enabling/disabling any of the applications installed?
Yes, you can enable but you cannot disable once the product is enabled in an environment.

I have installed one application in an Application pack, can Il install any of the new
applications within the Application pack later?

Yes, the installation of additional applications is done by setting the flag as Y. See the Table 15:
OFS_<APP PACK>.xml File Parameters, APP_ID/ ENABLE attribute for information on how to
enable. However, in case of a reinstallation, to enable the other Applications, skip the execution
of the schema creation utility if it does not include any additional sandboxes to be created.

How many OFSAA Infrastructures can be installed in a single server?
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20.

21.

22,

23.

24,

25.

26.

27.

28.

29.

30.

31.

32.

There are no issue in installing separate OFSAAI installations, each with their own PFT/FTP
installations and separate associated database instances and separate Web Server installations
on the same server as long as adequate memory is allocated for each instance and as long as
each OFSAAl installation is installed using a separate UNIX user and profile. Care must be taken
when running multiple OFSAAI installations on a single server. Adequate memory is required
for each installation as several OFSAAI processes (model upload, DEFQ services, etc) take
significant amounts of memory. So it depends on your server's memory.

Is it possible to install OFSAA 8.1.0.0.0 Application pack on an existing 'Infodom' where
another OFSAA 8.1.0.0.0 application is installed?

Yes. However, the Behavioral Detection Application Pack and Compliance Regulatory Reporting
Application pack are the exceptions. They must be installed in a different Infodom.

Can I select an Infodom for the Application pack during installation?
Yes. You can select or change the required infodom.
Can l install all Application Packs in a 'Single Infodom'?

Yes. But, the Behavioral Detection Application Pack and Compliance Regulatory Reporting
Application Pack are the exceptions. They must be installed in a different Infodom.

Is it possible to install applications on different Infodom within the Application pack? (For
example, | want to install LRM and MR in two infodoms)

Applications within the application pack have to be installed in the same information domain in
the same environment.

How many Infodoms can be created over a single OFSAA Infrastructure of 8.1.0.0.0?

You can install only one infodom during installation. But after installation, you can create
multiple infodoms.

Is the 'Data Model' bundled specifically to an Application pack or an individual application?
A merged data model for all applications within the application pack is bundled and uploaded.
Is it possible to install OFS Enterprise Modeling later?

OFS Enterprise Modeling is a separate product and can be enabled as an option later from any
application pack that bundles Enterprise Modeling. For more information, see Enable Financial
Services Enterprise Modeling on Another Application Pack

Does the Application pack create a sandbox automatically for the required applications?
Yes, Sandbox creation is part of the application install process.

Are upgrade Kits available for individual applications or the complete Application Pack?
Maintenance Level (ML) Release / Minor Release upgrades are available across all applications.
Can l upgrade AAl only?

Yes, you can upgrade AAl alone.

Can | upgrade one application within the Application Pack? (For example, | want to
upgrade LRM in the Treasury Application pack, but not MR.)

No, an upgrade is applied to all applications in the application pack.

Is it possible to uninstall any Application from the Application pack?

Confidential - Oracle Restricted



Confidential - Oracle Restricted

FREQUENTLY ASKED QUESTIONS (FAQS) AND ERROR DICTIONARY

ERROR DICTIONARY

33.

34.

35.

36.

37.

38.

39.

40.

No, it is not possible to uninstall any Application from the Application Pack.

Can | uninstall the entire Application Pack?

No, you cannot uninstall the Application Pack.

Is it possible to uninstall only the application and retain AAl in the installed environment?
No, you cannot uninstall only the application and retain AAl in the installed environment.

Does Application Pack contain all Language Packs supported?

Language Packs must be installed on the application packs.

Can linstall an Application Pack over another Application Pack (that is the same infodom
or different infodom)?

Yes, you can install an Application Pack over another Application Pack in the same information
domain or different information domain. But Behavioral Detection Application Pack and
Compliance Regulatory Reporting Application Pack, Asset Liability Management Application
Pack, and Profitability Application Pack are the exceptions. They must be installed in a different
Infodom.

What should I do if | get the following error message while running the schema creator
utility, "HostName in input xml is not matching with the local hostname"?

One possible reason can be the machine is configured for zonal partitioning. Ensure all the
known IP Addresses of the machine are presentinthe /etc/hosts file.

What are the Java versions supported in OFSAAAI Application Pack version 8.1.0.0.0?

See the Hardware and Software Requirements section.

Is OFSAAAI Application Pack version 8.1.0.0.0 supported on Java 9 and Java 11?

For information about supported Java versions, see the Hardware and Software Requirements
section

What should | do when | get "[ERROR] - Error : APP Setup bin file failed." message during
OFS_Application_PACK installation?

This is a generic error message that appears during application installation failure. You must
check the installation log files for more information about what failed the installation.

However, if the message is displayed and the log files are not generated, this can be a temp
directory issue. The resolution is that your UNIX administrator has to disable the NOEXEC
option. The installers extract the installation files into the /tmp directory, and if NOEXEC is
enabled, the execution of binaries will not happen in the directory and the installation fails. Re-
run the installer after the configuration is changed. For detailed information, see the support
note at https://support.oracle.com/epmos/faces/DocumentDisplay?id=2340045.1.

15.2  Error Dictionary

The contents of this section are created with the interest to help you resolve the installation issues if
any. There is a compilation of all the possible errors that might arise during the installation process
with the possible cause and the resolution to quickly fix the issue and proceed further with the
installation.
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OFSAAl installer performs all the pre-requisite validation check during installation. Any errors
encountered in the process is displayed with an appropriate Error Code. You can refer to the Error
Dictionary to find the exact cause and resolution to rectify the error.

This section includes the following topics:

e Access the Error Dictionary

e Error Code Dictionary

15.2.1 Access the Error Dictionary
Instead of scrolling through the document to find the error code, you can use the pdf search
functionality. In the "Find" dialog available in any of the Adobe Acrobat version that you are using to
view the pdf document, follow these instructions to quickly find the error resolution:

1. With the Installation pdf open, press Ctrl+F or select Edit > Find. The Find dialog is displayed as
indicated.

2. Enter the error code that is displayed on the screen during Infrastructure installation.

3. Press Enter. The search results are displayed and highlighted.

4. View the details of the issues, its cause, and resolution specific to the error code. Repeat the
step to find an answer to any other errors that you notice during installation. If you are not able
to resolve the issue even after following the steps provided in the resolution, you can contact
support.oracle.com along with log files and appropriate screenshots.

15.2.2 Error Code Dictionary
Table 28: Error Code Dictionary
Error Code Cause Resolution
OFSAAI-1001 | UNIX shell is not "korn" shell. Change the shell type to "korn". Use the chsh UNIX command to
change the SHELL type.
Shell type can also be changed by specifying the shell path for the
UNIX user in the /etc/passwd file.
Note: The chsh command is not available in Solaris OS.
OFSAAI- No proper arguments are available Provide proper arguments. Invoke the Setup. sh file using
1002 SILENT.
Example: . /Setup.sh SILENT
OFSAAI- File .profileis not presentin Create the .profile filein the SHOME directory, that is, in the
1004 $HOME. home directory of the user.
OFSAAI- OFSAAInfrastructure.binfileis | Copythe OFSAAInfrastructure.bin fileintothe
1005 not present in the current directory. installation kit directory.
OFSAAI- CustReqg.DAT file is not present in the | Copy the CustReg.DAT file into the installation kit directory.
1006 current directory.
OFSAAI- OFSAAI InstallConfig.xmlfile | CopytheOFSAAI InstallConfig.xml fileinto the
1007 is not present in the current directory. installation kit directory.
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Resolution

Error Code Cause
OFSAAI- validateXMLInputs.jar fileis CopythevalidateXMLInputs. jar fileinto the installation
1008 not present in the current directory. kit directory.
OFSAAI- log4j.xml fileis not present in the Copy the 10g47j . xml file into the installation kit directory.
1009 current directory.
OFSAAI-1010 | An unknown error occurred. Make sure to provide a proper argument (SILENT) to the
Setup. shfile.
OFSAAI-1011 | XML validation failed. Check the InfrastructurePreValidations.Log file for more details.
OFSAAI-1012 | Property file with locale name does not Copy the MyResources _en US.properties fileto the
exist. setup kit directory and keep en_US in the LOCALE tag of the
OFSAAI InstallConfig.xml file.
OFSAAI-1013 | OFSAAI InstallConfig.xml/OF | Copy the
SAAI PostInstallConfig.xml OFSAAI InstallConfig.xml/OFSAAI PostInstallC
file not found. onfig.xml file to the setup kit directory.
OFSAAI-1014 | XML node value is blank. Make sure all node values except SMTPSERVER, PROXYHOST,
PROXYPORT, PROXYUSERNAME, PROXYPASSWORD,
NONPROXYHOST, or RAC_URL are not blank.
OFSAAI-1015 | XML is not well-formed. Execute the command dos2unix
OFSAAI InstallConfig.xml fileto convert a plain text file
from DOS/MAC format to UNIX format.
OR
Ensure that the OFSAAT InstallConfig.xml fileis valid.
Try to open the file through a web browser for a quick way to
check validity. If it is not getting opened, create a new
OFSAAI InstallConfig.xml file usingthe
XML Utility.jar file.
OFSAAI-1016 | The user installation directory contains Provide an installation path that does not contain spaces. Check
blank spaces. the tag USER_INSTALL_DIR in the
OFSAAI InstallConfig.xml file. This path must not
contain any spaces.
OFSAAI-1017 | The user installation directory is invalid. | Provide a valid installation path. Check if you can create the

directory mentioned in the USER _INSTALL DIR tag value of
the OFSAAI InstallConfig.xml file.

See the My Oracle Support reference document for a workaround
on this issue:
https://mosemp.us.oracle.com/epmos/faces/DocumentDisplay?
afrLoop=192791484383909&id=2412630.1& afrWindowMode=0
& adf.ctrl-state=u2t2mirei 4.
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OFSAA Support

Raise a Service Request (SR) in My Oracle Support for queries related to OFSAA applications.
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Send Us Your Comments

Oracle welcomes your comments and suggestions on the quality and usefulness of this publication.
Your input is an important part of the information used for revision.

e Did you find any errors?

e Isthe information clearly presented?

e Do you need more information? If so, where?

e Are the examples correct? Do you need more examples?
¢ What features did you like most about this manual?

If you find any errors or have any other suggestions for improvement, indicate the title and part
number of the documentation along with the chapter/section/page number (if available) and contact

the Oracle Support.

Before sending us your comments, you might like to ensure that you have the latest version of the
document wherein any of your concerns have already been addressed. You can access the My Oracle
Support site that has all the revised/recently released documents.
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