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About This Guide

About This Guide

The Interactive Session Recorder (ISR) Application Programming Interface (API) Guide
provides information about:

ISR FACE

Invoking API Commands

Recording File Types/Formats Supported

Return Codes

Troubleshooting

Related Documentation

The following table describes the documentation set for this release.

Document Name

Document Description

ISR Release Notes
ISR Installation Guide

ISR User Guide

ISR Administrator
Guide

ISR API Reference
Guide

ISR Monitoring Guide

ISR Security Guide

Contains information about new ISR features, fixes, and known issues.

Provides an overview of the ISR, hardware/software requirements and
recommendations, storage considerations, pre-installation information,
installation procedures, post-install verification procedures, making the first
call, and additional advanced topics about the ISR.

Contains information about using the ISR Dashboard for all levels of users.
Provides information about viewing, playing, deleting recordings, running
reports, and managing user profiles.

Contains information about using the ISR Dashboard for the Administrator
level user (Super User, Account Administrator, Tenant Administrator). Provides
information about creating and managing accounts, routes, and users. Also
provides information about configuring the ISR, running reports, viewing active
calls, and securing the ISR deployment.

Contains information about ISR FACE, Recording File Types/Formats
Supported, Return Codes, and Troubleshooting.

Provides provisioning, configuration and test instructions for the NET-SNMP
implementation to monitor all ISR component hosts.

Contains information about security considerations and best practices from a
network and application security perspective for the ISR product.

My Oracle Support

ORACLE

My Oracle Support (https://support.oracle.com) is your initial point of contact for all product
support and training needs. A representative at Customer Access Support (CAS) can assist you
with My Oracle Support registration.

Call the CAS main number at 1-800-223-1711 (toll-free in the US), or call the Oracle Support
hotline for your local country from the list at http://www.oracle.com/us/support/contact/

Vi


https://support.oracle.com
http://www.oracle.com/us/support/contact/index.html

ORACLE

About This Guide

index.html. When calling, make the selections in the sequence shown below on the Support
telephone menu:

1. Select 2 for New Service Request.
2. Select 3 for Hardware, Networking, and Solaris Operating System Support.
3. Select one of the following options:
*  For technical issues such as creating a new Service Request (SR), select 1.

»  For non-technical issues such as registration or assistance with My Oracle Support,
select 2.

You are connected to a live agent who can assist you with My Oracle Support registration and
opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.

Emergency Response

In the event of a critical service situation, emergency response is offered by the Customer
Access Support (CAS) main number at 1-800-223-1711 (toll-free in the US), or call the Oracle
Support hotline for your local country from the list at http://www.oracle.com/us/support/
contact/index.html. The emergency response provides immediate coverage, automatic
escalation, and other features to ensure that the critical situation is resolved as rapidly as
possible.

A critical situation is defined as a problem with the installed equipment that severely affects
service, traffic, or maintenance capabilities, and requires immediate corrective action. Critical
situations affect service and/or system operation resulting in one or several of these situations:

e A total system failure that results in loss of all transaction processing capability
»  Significant reduction in system capacity or traffic handling capability

*  Loss of the system's ability to perform automatic system reconfiguration

* Inability to restart a processor or the system

*  Corruption of system databases that requires service affecting corrective actions
*  Loss of access for maintenance or recovery operations

*  Loss of the system ability to provide any required critical or major trouble notification

Any other problem severely affecting service, capacity/traffic, billing, and maintenance
capabilities may be defined as critical by prior discussion and agreement with Oracle.

Locate Product Documentation on the Oracle Help Center Site

Oracle Communications customer documentation is available on the web at the Oracle Help
Center (OHC) site, http://docs.oracle.com. You do not have to register to access these
documents. Viewing these files requires Adobe Acrobat Reader, which can be downloaded at
http://www.adobe.com.

1. Access the Oracle Help Center site at http://docs.oracle.com.
2. Click Industries.

3. Under the Oracle Communications sub-header, click the Oracle Communications
documentation link.
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The Communications Documentation page appears. Most products covered by these
documentation sets appear under the headings "Network Session Delivery and Control
Infrastructure” or "Platforms."

Click on your Product and then Release Number.
A list of the entire documentation set for the selected product and release appears.

To download a file to your location, right-click the PDF link, select Save target as (or
similar command based on your browser), and save to a local folder.
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This section provides a revision history for this document.

Date Description

March 2020 . Initial release of ISR 6.4 software.
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About the ISR

Driven by a profusion of government and industry regulations, enterprises are required to
record and store an increasing quantity of communications sessions in order to maintain
compliance. Conventional call recording solutions, designed for capturing contact center agent
exchanges for training or quality assurance purposes, are not well suited to compliance
recording applications. They are difficult to integrate with business applications, offer limited
scalability, and can be costly to deploy.

The Oracle Communications Interactive Session Recorder (ISR) is specifically designed to
eliminate enterprise compliance recording cost and complexity. The solution features an open,
standards-based architecture that dramatically simplifies the capture and storage of real-time IP
communications sessions throughout the enterprise. Ideal for a wide range of compliance
applications, ISR leverages a modular design for superior scalability and economics, offers an
extensive API set for ultimate extensibility and flexibility, and includes integrated support for
screen recording using an industry leading user monitoring solution.

The ISR leverages SIPREC and a modular architecture for ease of deployment and scale.
SIPREC uses a client/server architecture, where the SIPREC client (the Oracle Enterprise
Session Border Controller in the image below) initiates SIPREC sessions with the SIPREC
server (the Oracle ISR).
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Chapter 1
Session Recording Client Support

For an introduction to SIPREC and its configuration on the Oracle Session Border Controller,
see the "Selective Call Recording/SIPREC" appendix in this guide or .

Session Recording Client Support

The ISR has been tested with the following SIPREC Session Recording Platforms:

e Oracle communications Session Border Controller
e Oracle Enterprise Session Border Controller

*  Broadworks Application Server R21

ORACLE 1-2



ISR FACE

ISR FACE

The ISR supports FACE. FACE is a feature for the aggregation and control of events. It is a
centralized component used to control both ISR and integrated third-party services. It can also
retrieve audio, video, and detailed metadata for recordings stored in the ISR. The initial third-
party integration is with the ObservelT Visual Session Recording solution. This provides the
key activities necessary for desktop screen capture and for associating the captured screens to
related audio recordings.

The controls currently available include full recording control (start, stop, split, pause, and
resume, where split stops recording the current segment and starts recording a new segment,
and where pause and resume can aid in the omission of sensitive information from the
recording), retrieval of recorded files and metadata, as well as starting and stopping screen
capture on an Observel T agent host. FACE also supports a policy system allowing incoming
events to trigger actions, with the current set of actions dedicated to screen capture control.

The ISR FACE contains the following components:
*  FACE Policy System—Handles automatic actions for specific ISR events.

»  External Event Notification Listener—Receives events from ISR components and passes
them to Policy System.

*  FACE REST API—API for communication and control of ISR components.
For more information on ISR FACE, see the API Reference Guide.

Creating an API User

ORACLE

In order to use the audioRecording commands of the FACE REST API, you must create an
API User via the Dashboard.
To Add an API User:

1. After logging into the ISR Dashboard, click Admin in the main menu (or Edit System
Configurations on the Home page).

2. Click Users.
The Users page displays.
3. Click New User
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The New User page displays.

MNew User

Account

Mame

Email

Password

Confirm Password

Preferred Time Zone Locale

Type of User

Chapter 2
REST API Commands

x
System ¥
adminl
example@oracle.com
sessaRe =

BEERRRE
Eastern Time (US & Canada) v

API User r

Create

4. Enter the relevant Account, Name, Email, Password, and Preferred Time Zone Locale

for the User.

5. Type of User—Select API User from the dropdown menu.

6. Click Create.

For more information on configuring Users, see "Managing Users" in the Oracle
Communications Interactive Session Controller Administrator Guide.

j" Note:

REST API Commands

Your API User password will expire based on the value you configure in the
Dashboard Security Settings Users Password Expires in parameter. When the API
User password expires, the FACE API client application/s will no longer be
authorized for requests until the password has been changed and reflected
accurately in the client user's password configuration. For more information on
configuring Dashboard Security Settings, see "Managing User Dashboard Security
Settings" in the Oracle Communications Interactive Session Controller
Administrator Guide.

The following table shows and describes the specific API commands you can implement using

the ISR FACE REST APIL

f Note:

Use GET as the HTTP method unless otherwise directed in the command description.

ORACLE
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Chapter 2
REST API Commands

API Command Description
audioRecording/ Retrieve recording metadata or audio, control ISR recording, or update certain
<command> metadata. These commands require an authentication token. The <command>
argument can be one of the following values:
° start
e stop
*  pause
*  resume
e details
*  download
e redirect
e delete
*  split
f Note:
The download and redirect commands are
supported for single-segment recordings only.
audioRecording/ Retrieve recording segment metadata or audio, or update certain metadata. The
segment/<command>  command argument can be one of the following values:
e details
*  download
*  redirect
login Authenticate a user/client to receive a token.
eventNotify Notify the FACE of the specified event, possibly causing Policy Actions to
fire.
StartScreenCapture Begin ObservelT Screen Recording.
StopScreenCapture End ObservelT Screen Recording.
version Return the version number of the FACE software.

URL-Encoding Special Characters

Special characters should be URL encoded (also known as percent-encoded) in URL
parameters. For example, the plus (+) and at (@) signs are commonly used as SIP URI
parameters (%2B and %3A, respectively).

# Note:

ORACLE

Special characters should only be encoded within parameter values; you must leave
them unencoded when they have meaning as part of the URL, for example, ampersand
(&) when it is used to separate URL parameters.
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Chapter 2
REST API Commands

Logging In to FACE

To generate an authorization token, an HTTP POST, in which the request body contains the
"userEmail", "password", and optionally the "expirationSeconds" (the number of seconds
before expiration of the token), must be sent to the following URL:

<schene>: // <host >: <port >/ Face/ | ogi n

If the user's credentials are correct but the password has expired, FACE returns an error
message and does not create or return a token. Similarly, FACE returns a generic error message
if the credentials are invalid or if a user has been locked out due to too many failed login
attempts.

If the credentials are accurate, a new token is generated, added to the data structure, and
returned. The expiration time is calculated based on the user's "expirationSeconds" value; if the
user has not provided an "expirationSeconds" parameter, or that value is larger than the ISR's
default maximum, the ISR's default maximum (1 day) is used.

The "userld" parameter limits which recordings the user may access and/or control, based on
the user's account. A new user type, the "API User" must be created, and only that user type is
allowed to use the FACE API. For more information, see "Creating an API User in this guide".

audioRecording Commands

download

redirect

ORACLE

This section describes FACE recording access and control.

The FACE audioRecording commands use a subset of standard HTTP methods to help
determine the type of action to take. In any POST, the FACE API checks the request body for
custom data (as well as other customer-definable ISR data related to the method, (for example,
"Agentld") and if present, updates the appropriate values. Any data defined by, or unique to the
system (for example, SIPREC metadata and extension data, call start time, to, from, and
duration) cannot be updated. If the request is a GET or DELETE, the FACE API ignores the
request body. In all audioRecording commands, URL request parameters are used solely to
determine which item the request acts upon. No parameters in the request URL are used
directly for updating any ISR data.

Download a supplemental file such as MP4 video.

f Note:

This command requires an authentication token.

<scheme>: /[ <host >: <port >/ Face/ audi oRecor di ng/ downl oad

The following URL offers a redirect response containing the direct URL serving the audio
recording.

<scheme>: / / <host >: <port >/ Face/ audi oRecor di ng/ r edi rect
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Chapter 2
REST API Commands

details

The following URL returns the recording metadata.

<scheme>: /[ <host >: <port >/ Face/ audi oRecor di ng/ detai | s

start | pause | resume | stop

The following URL controls audio with the HTTP POST request method, where the command
parameter can be start, pause, resume, or stop.

<schene>: // <host >: <port >/ Face/ audi oRecor di ng/ <comand>

When the body of the request is empty, it causes the action only. When the body of the request
contains content, it causes the action as well as updates the recording in the ISR.

split

The following URL stops recording the current segment and starts recording a new segment.
The split command uses the HTTP POST request method.

<scheme>: // <host >: <port >/ Face/ audi oRecor di ng/ split

delete

The following URL deletes recordings using the HTTP POST request method.

<scheme>: /[ <host >: <port >/ Face/ audi oRecor di ng/ del ete

Alternatively, the following request URL deletes the recording using the HTTP DELETE
method.

<scheme>: / / <host >: <port >/ Face/ audi oRecor di ng/ detai | s

Both the POST and DELETE methods delete both the audio file and all of its associated
metadata.

j" Note:

Depending on your Archiver configuration, the length of time it may take for the file
and metadata to be removed from the system can vary.

Input Parameters

The following section describes all the HTTP POST request parameters, URL request
parameters, and miscellaneous parameters.

HTTP POST Request Parameters

The following parameters can be included in the request body in an HTTP POST request:

e filename

* agentld

ORACLE’ )5



Chapter 2
REST API Commands

* agentTerminal
*  sensitive (flag)
»  setNeverExpire (flag)

* any defined Custom Data Field names (For more information, see "Viewing and Editing
the Custom Data Master List" in the Oracle Communications Interactive Session Recorder
Administrator Guide.)

URL Request Parameters

ORACLE

The URL request parameters are used to select the recording on which to act. Only recordings
for which the user has permission to access are included in the results.

j" Note:

All requests must include a token parameter in the URL with a value equal to the token
generated by the login command.

The following are options for selection criteria:

General:

o isrUcid

*  ingressCallld

o egressCallld

e thirdpartyld (for example, ObservelT screen capture ID)
* ani/from

*  dnis/to

e filename

° start

» earliestStart (only recordings starting at this time or later are matched, can be used with
latestStart to refine the time range)

* latestStart (only recordings starting at this time or earlier are matched, can be used with
earliestStart to refine the time range)

» earliestEnd (only recordings ending at this time or later are matched)

» latestEnd (only recordings ending at this time or earlier are matched)

e aor

» any SIPREC extension data defined as "searchable" (metadata_types table)
Recording control only:

*  channelNumber

* rssld

Non-recording control only:

»  recordingld/tmpRecordingld

2-6
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any defined Custom Data Field names (for more information, see "Viewing and Editing the
Custom Data Master List" in the Oracle Communications Interactive Session Recorder
Administrator Guide.)

audioOnly: if 'true', only recordings with no supplemental files are matched.

mustHaveVideo: if 'true', only recordings that have associated video files are matched;
user, account, and route must allow video access.

Special formatting (for more information, see Special Return Data Formatting).

format (used to request special formatting, currently the only valid value is template).
formatName (used to specify the name of the format item (for example, Template name)

version (used to specify a version for a formatName, if special formatting is requested and
version is not provided, the highest numbered version is used).

j" Note:

A special formatting reference example is available in "Common FACE
Commands".

f Note:

Parameter values are case-sensitive.

The following miscellaneous parameters may also be included in some cases:

maxListLength: Limits the maximum number of items returned that match the supplied
Selection Criteria. Valid values are integers between 1 and 1000.

fillWithSilence: By default, silence is not inserted into the recording to indicate the pause.
Set this parameter to true to fill the paused section of audio with padded silence. If omitted
or set to false, the paused section of audio is truncated.

# Note:

This parameter is only applicable for the pause command.

codecProfile: Overrides the Codec Profile during ad hoc recording (for more information,
see Managing Recording Format Profiles in the Oracle Communications Interactive
Session Recorder Administrator Guide).

The following are valid values:

— 1 (Default)

2 (Smallest)

3 (Small)

4 (Best Quality)

5 (Firefox Compatible)
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REST API Commands

f Note:

This parameter is only applicable for the st art command.

Return Data

ORACLE

All recording metadata, including custom data, SIPREC metadata and extension data, and
supplemental file details are incorporated into the response when recording details are
requested and a single entry is matched, unless special formatting is requested (see "Special
Return Data Formatting"). This same data is included as part of the return for all
audioRecording commands (with minor exceptions, such as retrieving the audio).

In the event that the selection criteria don't uniquely determine a recording to act upon, a
limited list is returned containing suggested selection criteria and metadata for each entry, to
help the user or client application make the decision. The default maximum list length of 1000
items can be overridden by including a "maxListLength" parameter in the request URL. If the
number of matches has exceeded the maximum list length, the ISR provides the following
status message:

Selection criteria insufficient to determne recording. There were nore matches
than maxLi stLength, please refine your search if the entry you require is not in
this list."

If the number of matches is less than maxListLength, the status message is:

"Selection criteria insufficient to determne recording. Returning all matches.

Currently, both XML and JSON response formats are supported. By default, XML is returned,
but the "Accept" header of the request can be set to specify which option the client prefers
(application/json or aplication/xml).

The following examples show a single match return in XML format, then the same return data
in JSON format, and lastly a multiple match return in XML format which contains less than
maxListLength entries.

j" Note:

These examples are not meant to reflect all possibilities and the data returned may
differ in your system.

Single Match XML Example

<result>

<code>0</ code>

<message>ACK</ nessage>

<recor di ng>
<recor di ngl d>11905071</ r ecor di ngl d>
<ani >si pp_sd_si prec</ ani >
<dni s>rss_sd_si prec</dni s>
<account >1</ account >
<dur ati on>120075</ durati on>
<startTi ne>2018-08-29 19: 00: 54. 923</start Ti me>
<rss>2</rss>
<rout e>1</rout e>
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<agent |l d/>
<sensitive>0</sensitive>
<del et eFl ag>f al se</ del et eFl ag>
<isrlUcid>x-isr-ucid-1-28605@0. 10. 248. 209</i sr Uci d>
<ingressCal | | d>1-28605@L0. 10. 248. 209</ i ngressCal | | d>
<cust onDat aSet s>
<cust onDat a>
<cust onDat al d>7</ cust onDat al d>
<name>Cust onDat aFi el d1</ nane>
<val ue>uni queCust onDat aVal ue01730</ val ue>
</ cust onDat a>
</ cust onDat aSet s>
<segnent s>
<segnent >
<segnent | d>1214965</ segnent | d>
<recor di ngl d>11905071</ r ecor di ngl d>
<sequence>1</ sequence>
<fil ename>rss_sd_si prec-1-28605@0. 10. 248. 209. seg0. wav</ fi | enane>
<di rect ory>/2018- 08-29/ 19/ 00</ di rectory>
<fileStatus>0</fileStatus>
<l ocati on>4</| ocation>
<account | d>1</account | d>
<rout el d>1</rout el d>
<start>2018-08-29 19: 00: 54. 923</start>
<end>2018- 08-29 19: 02: 54. 998</ end>
<checksunM smat ch>f al se</ checksunM smat ch>
<pauselengt h>0</ pauseLengt h>
<pausedW t hSi | ence>f al se</ pausedW t hSi | ence>
<secur edMedi a>0</ secur edMedi a>
<hasVi deo>f al se</ hasVi deo>
<ar chi ved>1</ ar chi ved>
<ar chi val Remar ks>Recor di ng was archived by archiver 1D 2 process ID
ap-isrdev-dhl-5. us. oracl e. coml6587116331 at Wed Aug 29 15:03:11 EDT 2018</
ar chi val Remar ks>
<ar chi val Fai | Count >0</ ar chi val Fai | Count >
<ar chi ver Mode>Pri mar y</ ar chi ver Mode>
<archi ver Acti on>0</ ar chi ver Acti on>
<conver si onSt at us>0</ conver si onSt at us>
<cust onDat aSet s>
<cust onDat a>
<cust onDat al d>9</ cust onDat al d>
<nane>Cust onDat aFi el d1</ name>
<val ue>uni queSegment Cust onDat aFi el dVal ue01810</ val ue>
</ cust onDat a>
</ cust onDat aSet s>
<dtnfDigits/>
<si precDat aSet s>
<si precDat a>
<sessi on>
<startTi ne>2017-10-25 14:44:39.0</start Ti ne>
<si precCal | | d>1-28605@L0. 10. 248. 209</ si precCal | | d>
<si precSessi onl d>s| bybsXt Q7pi vcNTRvENAA==DH</
si precSessi onl d>
<ext ensi onDat aSet s>
<ext ensi onDat a>
<name>apkt : cal | er Ori g</ nane>
<val ues>
<val ue>true</val ue>
</val ues>
</ ext ensi onDat a>
<ext ensi onDat a>
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<name>apkt : uci d</ name>
<val ues>
<val ue>x-i sr-ucid-1-28605@.0. 10. 248. 209</
val ue>
</ val ues>
</ ext ensi onDat a>
</ ext ensi onDat aSet s>
</ sessi on>
<parti ci pant s>
<parti ci pant >
<si precParti ci pant | d>f hpR4z4qSy5x4H7aEzbsPg==DH</
siprecParticipant|d>
<aor >si p: si pp_sd_si prec@0. 138. 217. 108: 5060</ aor >
<name>si pp_sd_si prec</ nane>
<startTi ne>2017- 10- 25 14:44:39. 0</start Ti ne>
<ext ensi onDat aSet s>
<ext ensi onDat a>
<nane>apkt : cal | i ngPart y</ nane>
<val ues>
<val ue>true</val ue>
</val ues>
</ ext ensi onDat a>
</ ext ensi onDat aSet s>
</ participant>
<parti ci pant >
<si precParti ci pant | d>PdDRRcWSz| OnE7nP5VVg==DH</
siprecParticipant|d>
<aor >si p:rss_sd_si prec@0. 138. 217. 108: 5060</ aor >
<name>r ss_sd_si prec</ name>
<startTi ne>2017- 10- 25 14:44:39. 0</start Ti ne>
<ext ensi onDat aSet s>
<ext ensi onDat a>
<nane>apkt : cal | i ngPart y</ nane>
<val ues>
<val ue>f al se</ val ue>
</val ues>
</ ext ensi onDat a>
</ ext ensi onDat aSet s>
</ participant>
</ partici pant s>
<streans>
<streanp
<node/ >
<participant!d>13139573</ partici pant|d>
<si precSt r eant d>4MYDBh8R8JK+ULKGHBapw==DH</
siprecStreant d>
<startTi ne>2017- 10- 25 14: 44: 40. 0</ start Ti ne>
<l abel >65537</ | abel >
<ext ensi onDat aSet s/ >
</ streanp
<streanp
<node/ >
<participant|d>13139575</ parti ci pant|d>
<si precSt reant d>vPwZND2gSt ZcASIJPa40xhQ==DH</
si precStreant d>
<startTi ne>2017- 10- 25 14: 44: 40. 0</ start Ti ne>
<l abel >65536</ | abel >
<ext ensi onDat aSet s/ >
</ streanp
</ streanms>
</ si precDat a>
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</ si precDat aSet s>
</ segnment >

</ segnment s>
</recordi ng>

</result>

Single Match JSON Example

{"result”:

{"code": 0,

"message": " ACK",

"recording”:
{"recordingld": 11905071,
"ani":"sipp_sd_siprec”,
"dnis":"rss_sd_siprec”,
"account":"1",
"duration": 120075,
"startTime":"2018-08-29 19:00: 54. 923",
"rss": 2,
"route":1,
"agentld":"",
"sensitive":0,
"del eteFl ag": f al se,
"isrUcid":"x-isr-ucid-1-28605@L0. 10. 248. 209",
"ingressCallld":"1-28605@0. 10.248. 209",
"custonDat aSets”: |

{"custonData”:
{"custonDatal d": 3,
"nane": " Cust onDat aFi el d1”,
"val ue": "uni queCust onDat aVal ue01730"}}],

"segnents”: |

I D ap-isrdev-

{"segment | d": 1214965,
"recordingld": 11905071,
"sequence": 1,
“filename":"rss_sd_siprec-1-28605@0. 10. 248. 209. seg0. wav”,
"directory":"/2018-08-29/19/00",
“fileStatus":0,

"l ocationld": 4,

"accountld": 1,

"routeld": 1,

"start":"2018-08-29 19:00: 54. 923",
"end":"2018-08-29 19:02:54.998",
"checksunM smat ch”: f al se,
"pauselLength": 0,

"pausedW t hSi | ence": fal se,
"securedMedi a": 0,

"hasVi deo": f al se,

"archived": 1,

"archi val Remarks": "Recording was archived by archiver ID 2 process

"archival Fai | Count": 0,
"archi ver Mode": " Primry”,
"archiverAction": 0,
"conversionStatus": 0,
"cust onDat aSets”: [
{"custonData”:
{"custonDatal d": 3,
"name": " Cust onDat aFi el d1”,
"val ue": " uni queSegnent Cust onDat aFi el dval ue01810"}}],
“dtnfDigits":[],
"siprecDataSets”: |

dh1-5. us. oracl e. coml6587116331 at Wed Aug 29 15:03:11 EDT 2018",
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{"siprechata”:
{"session":{"startTime":"2017-10-25 14:44:39.0",
"siprecCallld":"1-28605@0. 10.248. 209",
"si precSessionl d":"sl bybsXt Q7pi veNTRVENAA==DH",
"ext ensi onDat aSet s”: |
{"extensionData”:
{"nane": "apkt:callerOrig”,
"val ues”: |
{"value":"true"}]}},
{"extensionData”:
{"name": "apkt: uci d”,
"val ues”: |
{"val ue":"x-isr-
uci d- 1- 28605@10. 10. 248. 209"}]}}1},
"participants”:|
{"participant”:
{"siprecParticipant!d":"fhpR4z4qSy5x4H7aEzbsPg==DH",
"aor":"sip:sipp_sd_siprec@h0.138.217.108: 5060",
"name":"si pp_sd_siprec”,
"startTine":"2017-10-25 14:44:39.0",
"ext ensi onDat aSet s”: [
{"extensionData":
{"name": "apkt:cal lingParty”,
"val ues”: [
{"value":"true"}]}}1}},
{"participant”:
{"siprecParticipant!d":"PdDRRcW Szl OnE7nP5VWVg==DH",
"aor":"sip:rss_sd_siprec@y0.138.217.108: 5060",
"name":"rss_sd_siprec”,
"startTine":"2017-10-25 14:44:39.0",
"ext ensi onDat aSets”: [
{"extensionData":
{"name": "apkt:callingParty”,
"val ues”: [
{"value":"false"}1}}1}}1,
"streans”: |
{"streant:
{"mode": ™",
“participantld":"13139573",
"siprecStreant d": " 4MNYDBh8R8JK+ULKGHBapw==DH",
"startTine":"2017-10-25 14:44:40.0",

"| abel ":"65537",

"extensi onDat aSets":[]}},
{"streant:

{"mode":"",

“participantld":"13139575",

"siprecStreant d": " vPwZND2gSt ZcASIPa40xhQ==DH",

"startTine":"2017-10-25 14: 44:40.0",

"l abel ": " 65536",

"extensionDataSets":[]1}}1}1}1],
"segment”:{}}]}}}

Multiple Match XML Example

<?xm version="1.0" encodi ng="UTF-8"?>
<result>
<code>- 1</ code>
<message>Sel ection criteria insufficient to determne recording.

Returning all matches. </ message>
<mat ches>
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<mat ch>
<r ecor di ngl d>2486</ r ecor di ngl d>
<ingressCal | | d>1-2505@L. 2. 3. 4</ingressCal | | d>
<fil ename>5678- 1- 2505@L. 2. 3. 4. wav</fil ename>
<fromp8675309</ f r onp
<t 0>5678</t 0>
<start>2016-10-10 11:24: 34</start>

<hasVi deo>t r ue</ hasVi deo>

</ mat ch>

<mat ch>
<recor di ngl d>2519</r ecor di ngl d>
<ingressCal |  d>181-1739@. 2. 3. 4</i ngressCal | | d>
<filename>9012-181-1739@l. 2. 3. 4. wav</fil enane>
<fromp8675309</ f r onp
<t 0>9012</t 0>
<start>2016-10-10 12:04:49</start>

<hasVi deo>f al se</ hasVi deo>

</ mat ch>

</ mat ches>
</result>

Special Return Data Formatting

ISR offers the FACE API for users wishing to connect to ISR to extract recordings for use in
other third party or homegrown applications. Some legacy recording vendors require recording
metadata be delivered in a pre-defined format. Using Export Templates, you can create a
defined format for data extraction and then call the FACE API, referencing the Template, to
extract recording information in the defined format. Export Templates are version controlled
and can be updated or replaced as needed. ISR provides the Verint ® Import Manager
Template, by default.

URL Parameter Description

format The type of special formatting requested; currently
only template is supported.

formatName The name of the specific format/template (for
example, Verint)

version The version of the specified formatName to use to
format the response. If special formatting is
requested but version is not specified, the highest
numbered version of that formatName is used by
default.

f Note:

For more information on creating Templates, see "Managing Templates" in the
Interactive Session Recorder Administrator Guide.

file/download

The file/download command allows a FACE user to download a supplemental file (currently
only video is supported).
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Parameter Description

token Authentication and authorization token.

filename The name of the file to download (currently only
supplemental and video files can be downloaded
using this method).

supplementalFileld The supplemental file ID of the file to download

(this can be found in associated recording's
audioRecording/details).

Optional Parameter

Parameter

Description

type

Specifies the type of supplemental file to download
to help narrow the search. Do not this information
unless you know the type with certainty (currently
video is the only option supported).

eventNotify

The eventNotify command allows the ISR and external systems to notify FACE that an event
of interest has occurred. The RSS' ISR API is typically used to notify FACE of events such as
audio recording starting or stopping, or that a recording was paused, but third-party systems can
use eventNotify, as well, to notify FACE of interesting Events such as a screen recording

started or ended.

Currently FACE supports AudioRecordingStarted and AudioRecordingEnded Events,
although custom event types can be configured. See FACE Policy System for more information.

f Note:

The Optional Input Parameters listed below are used in the currently supported Events.
Other Events may require different parameters.

Required Input Parameters

Standard Implementation

Parameter

Value

Description

event

<event type>

The type of event

Optional Input Parameters

Parameter

Value

Description

calledAors

ORACLE

<AORS List>

The list of Addresses of Record
(AOR) for the called parties of
the session

2-14



Chapter 2
REST API Commands

Parameter Value Description
ucid <ISR UCID> The ISR UCID identifying the
session

f Note:

For more information about using ISR UCIDs, see "Determining the ISR UCID".

The following is an example of using the eventNotify REST API command.

Request:

https://1.2.3.4:8443/ Face/ event Noti fy?
event =Audi oRecor di ngSt art ed&uci d=f bd5715af e5aca679d1c9230dce37e73@L. 2. 3. 5&cal | edA
or s=si p: agent X@. 2. 3. 4. 11, si p: agent Y@. 2. 3. 4. 13

Response:

<response>
<Code>0</ Code>
<nessage>success</ message>
</ response>

StartScreenCapture

The StartScreenCapture command causes FACE to issue an ObservelT
AgentRemoteControl command to start a screen capture for a specified in-progress recording.
To use this command, either the Screenlp you are capturing must be known, or the Agentld
must be registered with the ISR in the thirdparty service params database table. Isrld is also
required and should be the ISR_UCID for the session. If successful, the StartScreenCapture
command also creates a correlation entry between the Isrld and the returned ObservelT session
ID for looking up recordings for playback.

Required Input Parameters

Standard Implementation

Parameter Description

Isrld UCID of the session

Agentld or ScreenIP The registered DNIS or ANI of the Agent Screen to
capture or the IP address of the agent screen to
capture.

;" Note:

For more information about using ISR UCIDs, see "Determining the ISR UCID".

The following is an example of using the StartScreenCapture REST APl command.
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Request:

https://1.2.3.4:8443/ Face/ Start ScreenCapt ure?l srld=
fbd5715af e5aca679d1c9230dce37e73@. 2. 3. 5&Agent | d=6789

Response:

<response>
<Code>0</ Code>
<message>ACK</ nessage>
</ response>

StopScreenCapture

version

ORACLE

The StopScreenCapture command causes FACE to issue an Observel T AgentRemoteControl
command to terminate a specified in-progress screen recording. To use this command, either
the Screenlp to capture must be known, or the Agentld must be registered with the ISR in the
thirdparty service params database table.

Required Input Parameters

Standard Implementation

Parameter Description

Agentld or ScreenIP The registered DNIS or ANI of the Agent Screen to
capture or the IP address of the agent screen to stop
capturing.

The following is an example of using the StopScreenCapture REST API command.
Request:

https://1.2.3.4: 8443/ Face/ St opScr eenCapt ur e?Agent | d=6789

Response:

<response>
<Code>0</ Code>
<message>ACK</ message>
</ response>

The version command returns the version and build information for the current FACE API
application.

Required Input Parameters
None
The following is an example of using the version REST API command.

Request:
https://1.2.3.4:8443/ Face/ versi on

Response:
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<version>5.2. OMOPO build <build #></version>

</result>

Return Codes

ORACLE

As the FACE API has replaced the traditional RSS REST API, return codes are now
concentrated around a standard where a code of "0" is returned for successful requests and "-1"
for unsuccessful requests. The details of the response offered in the "message" string are now
more helpful and critical for both logic and logging within the client application.

Return Code

Message

0
0

O 0 3 AN LB W N =

—_
- o

—
—_

11

11

ACK

%command% command returned successfully (where %command% equals
one of the supported commands)

This file has been renamed by the recorder, please use the following new
filename for future commands: %filename%

NACK
%miscellaneous error message%

Selection criteria insufficient to determine recording. Returning all matches.

f Note:

It must be clearly explained that client
applications may intentionally offer
insufficient parameters with the expectation of
a list of related recordings in the response, in
which case the "-1" status code likely will be
ignored. The "Common FACE Commands"
section presents multiple examples of this type
of implementation.

Feature Not Licensed

Host Not Authorized

Parameter Missing

Missing Command - command parameter is required
Invalid Command

Missing Parameter - ANI parameter is required
Missing Parameter - DNIS parameter is required
Missing Parameter - channelld parameter is required
Missing Parameter - fileld parameter is required
Error establishing database connection

Error retrieving filename for ANI %ANI% DNIS %DNIS% at timestamp of
YtimeStamp%

Error retrieving file info for ANI %ANI% DNIS %DNIS% at timestamp of
YtimeStamp%

Error retrieving file for ANI %ANI% DNIS %DNIS% at timestamp of
YtimeStamp%

Error retrieving file with supplied criteria
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Return Code Message

12 Recording has already started on this channel.

12 Recording is not paused, cannot unpause recording.

12 Recording is started by another session or not started, cannot pause
recording.

12 Recording has already been paused, cannot pause recording.

12 Recording is started by another session or not started, cannot unpause
recording.

13 Recording is started by another session or not started, cannot end recording.

14 Invalid Parameter for RecordEnd - fileld not found from recording index.

15 Error Indexing for RecordEnd - %SQLException%

16 Error Generating Token

17 Couldn't find route information

17 Route is not RecordAndSave application type

17 Couldn't find route information for ANI %ANI% DNIS %DNIS% or route
is not RecordAndSave application type

18 ANI and DNIS are required for command SaveRecording

19 No recording found with supplied criteria

20 RSS could not successfully perform the operation

21 Cannot change name of file while recording is in progress

22 Cannot rename a file that is set to be deleted

23 Could not convert file to playable format

24 Timed out waiting for file conversion

25 Conversion already initiated by another user, please try again later

26 No session or file was found matching the provided UCID

27 Missing Parameter - %parameter% is required

FACE Policy System

ISR FACE is able to create and handle Event Policies for the controlling and indexing of audio
recordings, screen recordings, and their corresponding metadata. You can create policies to
match specific events (for example, AudioRecordingStarted) which can generate a Policy
Action (for example, InitiateScreenRecording). This allows FACE to have the power and
flexibility to control both audio and screen recording based on your network and application
setup.

For more information, see ISR External Event Notifications in this guide to see which ISR
Events are currently supported and could be used to trigger FACE Policies.

FACE Policy Configurations

ORACLE

While the ISR does not come with any existing Events, ISR and FACE do follow some
conventions and come with some default Event types and supported Policy Actions already
configured. You can implement new Events to be used to initiate FACE Policy Actions.

Default Event Types
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Event Name Description

AudioRecordingStarted Event fired by an external event notification when an RSS begins a
new audio recording

AudioRecordingEnded Event fired by an external event notification when an RSS finishes
recording an audio file

When an Event with an associated Policy is matched, FACE can trigger an Action to complete
a task, such as starting or stopping audio or screen recording, or notifying a third-party
component of the Event.

Default Policy Actions
Action Name Description
InitiateRecordScreen Action initiated by FACE to begin ObservelT Screen Recording
TerminateRecordScreen Action initiated by FACE to end ObservelT Screen Recording

j" Note:

When FACE is configured, it creates a Policy that, when audio recording starts or stops,
triggers start or stop, respectively, of ObservelT Screen Recording on the IP address
contained in the first called participant's AOR.

Determining the UCID

ORACLE

The Unique Call Identifier (UCID) accurately identifies the specific session related to a request
and is the recommended parameter when using any ISR API. It can be one of two values
associated with the session: the isr_ucid or ingress_callid. For the isr_ucid, the RSS pulls the
SIP Header matching the configured X-ISR-UCID header name from the SIP Headers, if it is
present. For a SIPREC session, if the <*:ucid> field is present in the extension data, the
parameter value is used as the isr_ucid. In the case where both extension data and X-ISR-UCID
SIP Headers are present, X-ISR-UCID SIP Header is used as the isr_ucid. The call-id from the
SIP Headers of the initial INVITE is used for the ingress_callid.

There has been a lot of interest (both internal and field-wide) focused on populating SIPREC
metadata with an X-ISR-UCID header or a SIPREC extension data field, mainly for purpose of
API recording access and control. Currently, there are 2 SPL implementations to address
populating the X-ISR-UCID field, one that properly sets the field with a provided UCID/GUID,
and another that adds the value as a field in the SIPREC extension data.

The current ISR release has been enhanced to now populate the primary recording X-ISR-
UCID field regardless of SPL implementation. However, this has led to confusion with existing
integrations.

When the SRC/SBC is configured for both the "AvayaCiscoUCID64" and the
"SipHeaderExtensionMetadata.1.2.spl" SPL, the ISR's UCID is now populated in the following
order of precedence:

*  X-ISR-UCID (or any other field name configured in the "<Sip><IsrUcidHeaderField>" tag
of the RSS configuration file / cxc/ vngConfi g. xm ), for example:

<participant id="hql8G)s3TtJdhj Psf PNV8A=="sessi on="BYi C7uSZQGN3VQdzW 1HW==">
<nanel D aor ="si p: si pp@92. 168. 10. 1">
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<ext ensi ondata xm ns: apkt ="http://acmepacket. coni si prec/ ext ensi ondata">

<apkt : header | abel ="X-1SR-UCI D'>
<val ue>X- 1 SR-UCI D- 1- 150323161627- 1979582260@a0af 9f 9</ val ue>
</ apkt : header >

</ ext ensi ondat a>
Third-party UCID, for example:

<session id="/Bo3JD j Rnzl uCz1VhPHeg=="">

<associ at e-ti me>2016- 03- 15T01: 33: 46</ associ ate-ti me>

<ext ensi ondata xm ns: apkt ="http:/acnepacket. coni si prec/ ext ensi ondata" >
<apkt : uci d>00FA080200000F56E7667A; encodi ng=hex</ apkt : uci d>

<apkt:cal l erOrig>true</apkt:callerOig>

Note that Call-ID no longer populates X-ISR-UCID automatically, better reflecting
behavior in versions prior to 5.1M6. If you prefer to populate the X-ISR-UCID with the
Call-ID value, you can edit the / opt /i sr/rss/vngConfi g. xm file in the following
way:

<?xm version="1.0" encodi ng="UTF-8"?>
<configuration>

<Si p>

<I sr Uci dHeader Fi el d>Cal | -1 D</ | sr Uci dHeader Fi el d>
<Si p>

;/.confi guration>

The following is an example value of Call-ID:

<participant id="hql8GIs3TtJdhj Psf PNV8A=="sessi on="BYi C7uSZQG\3VQdzW 1HW==">
<namel D aor ="si p: si pp@92. 168. 10. 1">

<extensi ondata xm ns: apkt ="http://acmepacket . con si prec/ ext ensi ondat a" >

<apkt: header |abel="Call-1D">

<val ue>1-150323161627- 1979582260 @a0af 9f 9</ val ue>
</ apkt : header >

</ ext ensi ondat a>

External Event Notifications

ORACLE

The External Event Notification feature provides a way to notify RESTful services of events
occurring in the ISR. It can be used in two ways: to notify third-party applications of new
recordings, new sessions, and updates to existing sessions and recordings, or to notify new ISR
components, acting as integrations to third-party platforms, of critical ISR events.

When communicating with third-party applications, the external event notification system
propagates session and recording events to a separate server that interoperates with the
ObservelT Visual Session Recording solution (the ISR FACE feature). The data provided in
these notifications allows the service to coordinate ISR recordings with ObservelT screen
capture recordings in order to provide simultaneous audio and video playback on applications
such as the ISR Dashboard.

2-20



Chapter 2
External Event Notifications

f Note:

The ISR encodes the URL parameter values in UTF-8 format before sending them to
the external server. However, the base URL is left unencoded and the destination server
must decode the URL into UTF-8 format.

External event notifications may be configured with a series of default settings for
interoperation with ISR FACE and the ObservelT Visual Session Recording solution. For more
information on the interaction between ISR FACE and ObservelT Visual Recording solution,
see the "Face Policy System" section of this guide. If you require more extensive external event
notification configuration, contact your Oracle representative.

Events and Notifications

The majority of the external event notifications handling Events and queueing and sending
Notifications is implemented in the ISR APIs.

Supported Events

The following Events are implemented in the current version of the external event notifications:

Event Event Description
RECORDING_STARTED_EVENT Recording has started
RECORDING PAUSED EVENT Recording paused
RECORDING_RESUMED EVENT Recording has resumed
RECORDING ENDED EVENT Recording has ended
SEGMENT STARTED EVENT Recording segment has started
SEGMENT ENDED EVENT Recording segment has ended
Notifications

When external event notification is configured, upon successful completion of a command, the
API queues a Notification for a successful result for the Event. If a command is unsuccessful,
the API queues a Notification for an unsuccessful result for the Event.

The API supports configuration of external event notification on a per Route, per Account, and
per Realm basis. Global Events, which are delivered regardless of the Route, Account, or
Realm of the Event, are also possible. The API supports multiple Notification destinations for
an Event such that an Event that matches each Route, Account, and Realm configured
generates Notifications for each of these matching criteria. Additionally, multiple destinations
for the same Route, Account, and Realm can be configured for each supported event type.

For example:

Route, destination A, and Account, destination B (Both Route and Account for the Event have
destinations configured)

Account, destination A, and Account, destination B (Redundant Event sinks for Account)

External Events Parameters Available by Event Type

This section lists the available sets of parameters available for each Event Type and the specific
parameter sets for each Event Type.
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f Note:

To properly insert parameter values in the event requests, you must include the %
character is required before and after the parameter name. The following example
shows the URL Parameters field configured properly in the Dashboard for the file name
value to be inserted in the Event URL.

%1 LENAME%

For more information via the Dashboard, you can click the URL Parameters Help link
(?) on the "External Event Destinations" settings page.

Event Type Parameters

RECORDING_ENDED EVENT - RESULT
«  FILENAME
- RECORDING ID
«  TMP_RECORDING ID
. START TIME
- END_TIME
- ISR _UCID
- INGRESS_CALLID
- EGRESS_CALLID
- DURATION
- PAUSE LENGTH
- DELETE FLAG
< ANI
- DNIS
- CALLING_AORS
- CALLED_AORS

SEGMENT _ENDED EVENT - RESULT
- FILENAME
- SEGMENT ID
- TMP_SEGMENT ID
«  TMP_RECORDING ID
- START TIME
- END _TIME
- ISR_UCID
- INGRESS_CALLID
- EGRESS_CALLID
.+ PAUSE LENGTH
- CALLING AORS
- CALLED AORS
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Event Type

Parameters

RECORDING STARTED EVENT

RECORDING_RESUMED_EVENT

RECORDING_PAUSED EVENT

SEGMENT STARTED EVENT

- RESULT
.+ FILENAME

«  TMP_RECORDING ID
«  START TIME

- ISR _UCID

- INGRESS CALLID

- EGRESS_CALLID

< ANI

- DNIS

- CALLING_AORS

- CALLED_AORS

- RESULT

- FILENAME

«  TMP_RECORDING ID
«  START TIME

- ISR _UCID

- INGRESS_CALLID
«  EGRESS_CALLID
«  PAUSE LENGTH

- PAUSE SILENCE

< ANI

- DNIS

- CALLING_AORS

- CALLED AORS

- RESULT
«  FILENAME

- TMP_RECORDING ID
. START TIME

ISR _UCID

«  INGRESS CALLID

- EGRESS_CALLID
PAUSE _SILENCE

< ANI

- DNIS

- CALLING AORS

- CALLED_AORS

- RESULT
- FILENAME

- TMP_SEGMENT ID

«  TMP_RECORDING ID
. START TIME

- ISR _UCID

- INGRESS CALLID

- EGRESS_CALLID

- SESSION ID

- CALLING_AORS

- CALLED_AORS
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External Event Notification and Parameters Example

ORACLE

The following REST command shows an example of a RECORDING_STARTED _EVENT
Notification Destination, along with the Event type, called party AORs, and ingress call ID
parameters for the Notification:

https://1.2.3.4:8443/ Face/ event Not i f y?event =Audi oRecor di ngSt art ed&cal | edAor s=si p:
7654321@L. 2. 3. 1: 5060&uci d=13-23132@.. 2. 3. 4

For more information on configuring External Events via the ISR Dashboard, see the
Administrators Guide.
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Common FACE Commands

This chapter provides several examples, meant as an introduction, to learn FACE and how to
develope ISR client applications in the language(s) and on the platform(s) of your choice.
These examples use "curl", an industry-standard command-line tool used to get and send files
over a variety of Internet protocols and platforms.

Basic FACE Commands

This section describes the FACE commands used to obtain information about the version of
ISR you are running and FACE login credentials.

Version Info

Example Request:
$ curl -k https://<FACE host_name_or _| P>: 8443/ Face/ version

Example Response:

<result>
<version>5.2. OMLPO build 2016.12. 15 13. 29</versi on>
</resul t>

Authentication

Example Request:

$ curl -k -X POST --data 'userEmail =i srapi @cnepacket . com&passwor d=Admi n1234'
https:// <FACE_host _nanme_or _| P>: 8443/ Face/ | ogi n

Example Response:

<?xm version="1.0" encodi ng="UTF- 16" ?>

<resul t ><code>0</ code><message>ACK</ nessage>

<t oken>0b007a4d- 5593- 4393- a8ef - bc7e6384e97</ t oken><expi r at i on>3600seconds</
expiration></resul t>

Fetch Recordings

This section describes the FACE commands for obtaining a list of recordings. The default total
recording limit of response is 1000.

Get Recording Details

Example Request:

$ curl -k -X GET https://<FACE_host _name_or _| P>/ Face/ audi oRecor di ng/ det ai | s?
t oken=c69864ea- 3d62- 4e4f - 8983- 27879e7db04a

ORACLE
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Example Response:

<?xm version="1.0" encodi ng="UTF- 16" ?>

<resul t ><code>- 1</ code><nmessage>Sel ection criteria insufficient to determne
recording. Returning all matches. </ message><mat ches><mat ch><recor di ngl d>220</
recor di ngl d><i srUci d>x-i sr-uci d-1-6695@0. 178. 248. 32</

i srUci d><i ngressCal | |1 d>1- 6695@.0. 178. 248. 32</i ngressCal | | d><f r on»si pp_sd_si prec</
fromp<t o>rss_sd_si prec</to><start>2019-12-12 03: 08: 43</start></

mat ch><mat ch><r ecor di ngl d>221</ r ecor di ngl d><i sr Uci d>x-i sr-

uci d- 1- 6697@10. 178. 248. 32</ i sr Uci d><i ngressCal | | d>1-6697@0. 178. 248. 32</

i ngressCal | | d><fronpsi pp_sd_si prec</fronp<to>rss_sd_si prec</to><start>2019-12- 12
03: 09: 00</ st art ></ mat ch>

</ mat ches></resul t >

Example Request:

$ curl -k -X GET https://<FACE host _nane_or _| P>/ Face/ audi oRecor di ng/ segnent /
det ai | s?t oken=c69864ea- 3d62- 4e4f - 8983- 27879e7dh04a

Example Response:

<?xm version="1.0" encodi ng="UTF- 16" ?>

<resul t ><code>- 1</ code><message>Sel ection criteria insufficient to determ ne
recording. Returning all matches. </ message><mat ches><mat ch><segnent | d>262</
segnent | d><r ecor di ngl d>220</

recor di ngl d><fi | ename>rss_sd_si prec-1-6695@0. 178. 248. 32. wav</
filename><start>2019-12-12 03: 08: 43</ st art ><end>2019- 12- 12 03: 08: 55</
end><hasVi deo>f al se</ hasVi deo></ nat ch><mat ch><segnent | d>263</

segnent | d><r ecor di ngl d>221</

recor di ngl d><fi | ename>rss_sd_si prec-1-6697@0. 178. 248. 32. wav</

fil ename><start>2019-12-12 03: 09: 00</ st art ><end>2019- 12- 12 03: 09: 12</
end><hasVi deo>f al se</ hasVi deo></ mat ch>

</ mat ches></resul t >

Download Recorded Segment File by File Name

Command:

$ curl -k -X GET "https://<FACE host_name_or _| P>: 8443/ Face/ audi oRecor di ng/
segment / downl oad?t oken=d4cf 088e- b7b8- 4f 62- 87d4-

e807df f 450aeé&f i | ename=rss_sd_si prec- 1- 7452@0. 10. 248. 119. wav" >
rss_sd_siprec-1-7452@0. 10. 248. 119. wav

Get Segment Details by File Name

ORACLE

Example Request:

$ curl -k -X GET "https://<FACE_host_name_or _| P>: 8443/ Face/ audi oRecor di ng/
segment / det ai | s?t oken=37451e58-
e60d- 4e9f - 8abe- 95f 855f ef 6ac&f i | ename=rss_sd_si prec-1- 7452@0. 10. 248. 119. wav"

Example Response:

<?xm version="1.0" encodi ng="UTF- 16" ?>

<r esul t ><code>0</ code><nessage>ACK</ message><segnment ><segment | d>2058</
segnent | d><r ecor di ngl d>2056</ r ecor di ngl d><sequence>1</

sequence><fil enane>rss_sd_si prec-1-7452@0. 10. 248. 119. wav</
filename><fileStatus>0</fileStatus><location>1</location><account|d>1</
account | d><rout el d>1</rout el d><st art>2018-08-30 14:51: 38. 31</
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start><end>2018- 08- 30 14:53: 38. 382</ end><checksumM smat ch>f al se</

checksunmM smat ch><pauselLengt h>0</ pauseLengt h><pausedW t hSi | ence>f al se</
pausedWt hSi | ence><secur edMedi a>0</ secur edMedi a><hasVi deo>f al se</

hasVi deo><ar chi ved>0</ ar chi ved><ar chi val Fai | Count >0</

ar chi val Fai | Count ><ar chi ver Mode>Pr i mar y</ ar chi ver Mode><ar chi ver Acti on>0</

ar chi ver Acti on><conver si onSt at us>6</ conver si onSt at us><cust onDat aSet s/

><dt nf Di gi t s/ ><si precDat aSet s><si pr ecDat a><sessi on><st art Ti ne>2012- 01- 02
13:44:39. 0</ start Ti me><si precCal | | d>1-7452@.0. 10. 248. 119</

siprecCal | | d><si precSessi onl d>sl bybsXt Q7pi veNTRVENAAL==</

si precSessi onl d><ext ensi onDat aSet s><ext ensi onDat a><name>apkt : cal | er Ori g</
name><val ues><val ue>t r ue</ val ue></ val ues></

ext ensi onDat a><ext ensi onDat a><nane>apkt : uci d</ nane><val ues><val ue>x-i sr-

uci d- 1- 7452@L0. 10. 248. 119</ val ue></ val ues></ ext ensi onDat a></ ext ensi onDat aSet s></
sessi on><parti ci pant s><parti ci pant ><si precParti ci pant | d>f hpR4z4qSy5x4H7aEzbsPgl==
</ siprecParticipant|d><aor>si p: si pp_sd_si prec_1@0. 10. 248. 119: 5060</

aor ><name>si pp_sd_si prec_1</ nane><start Ti ne>2012- 01- 02 13: 44: 39. 0</

start Ti me><ext ensi onDat aSet s><ext ensi onDat a><nane>apkt : cal | i ngPart y</

name><val ues><val ue>t r ue</ val ue></ val ues></ ext ensi onDat a></ ext ensi onDat aSet s></
partici pant ><parti ci pant ><si precParti ci pant | d>PdDRRcWSz| OnE7nP5V@Vg1==</

si precPartici pant | d><aor>si p:rss_sd_si prec@0. 10. 248. 113: 5060</

aor ><name>r ss_sd_si prec</ nane><start Ti ne>2012- 01- 02 13: 44: 39. 0</

start Ti me><ext ensi onDat aSet s><ext ensi onDat a><nane>apkt : cal | i ngPart y</

name><val ues><val ue>f al se</ val ue></ val ues></ ext ensi onDat a></ ext ensi onDat aSet s></
partici pant></partici pant s><streans><streanr<node/ ><parti ci pant | d>4155</
partici pant|d><si precSt ream d>4MYDBh8R8JK+ULKGHBapwl==</

siprecStreant d><startTi me>2012-01- 02 13: 44: 40. 0</ st art Ti me><| abel >65537</

| abel ><ext ensi onDat aSet s/ ></ st r eanp<st r ean><node/ ><parti ci pant | d>4156</

partici pant|d><si precSt ream d>vPwZND2gSt ZcASIPa40xhQl==</
siprecStreant d><start Ti me>2012-01- 02 13: 44: 40. 0</ st art Ti me><| abel >65536</

| abel ><ext ensi onDat aSet s/ ></ st rean®</ st r eans></ si pr ecDat a></ si pr ecDat aSet s></
segment ></resul t >

Get Single Recording Details by UCID

ORACLE

Example Request:

$ curl -k -X GET "https://<FACE_host _name_or _| P>: 8443/ Face/ audi oRecor di ng/
det ai | s?t oken=7653a545- 9815- 4e85- 970a- 14f f 53b84a80& sr Uci d=x-i sr-
uci d- 1- 7452@.0. 10. 248. 119"

Example Response:

<?xm version="1.0" encodi ng="UTF- 16" ?>

<resul t ><code>0</ code><nessage>ACK</ message><segnment ><segnent | d>2058</
segment | d><recor di ngl d>2056</ r ecor di ngl d><sequence>1</

sequence><fil enane>rss_sd_si prec-1-7452@0. 10. 248. 119. wav</

filename><fil eStatus>0</fileStatus><location>1</|ocation><account|d>1</
account | d><rout el d>1</rout el d><st art >2018- 08-30 14: 51: 38. 31</
start><end>2018- 08- 30 14:53: 38. 382</ end><checksumM smat ch>f al se</
checksunM smat ch><pauseLengt h>0</ pauselLengt h><pausedW t hSi | ence>f al se</
pausedWt hSi | ence><secur edMedi a>0</ secur edMedi a><hasVi deo>f al se</

hasVi deo><ar chi ved>0</ ar chi ved><ar chi val Fai | Count >0</

ar chi val Fai | Count ><ar chi ver Mode>Pr i mar y</ ar chi ver Mode><ar chi ver Act i on>0</
ar chi ver Acti on><conver si onSt at us>6</ conver si onSt at us><cust onDat aSet s/
><dt nf Di gi t s/ ><si precDat aSet s><si pr ecDat a><sessi on><start Ti ne>2012- 01- 02
13:44:39. 0</ start Ti me><si precCal | | d>1-7452@0. 10. 248. 119</

si precCal | | d><si precSessi onl d>sl bybsXt Q7pi veNTRVENAAL==</

si precSessi onl d><ext ensi onDat aSet s><ext ensi onDat a><name>apkt : cal | er Ori g</
name><val ues><val ue>t r ue</ val ue></ val ues></

ext ensi onDat a><ext ensi onDat a><nane>apkt : uci d</ nane><val ues><val ue>x-i sr-
uci d- 1- 7452@L0. 10. 248. 119</ val ue></ val ues></ ext ensi onDat a></ ext ensi onDat aSet s></
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sessi on><parti ci pant s><parti ci pant ><si precParti ci pant | d>f hpR4z4qSy5x4H7aEzbsPgl==
</ siprecParticipant|d><aor>si p: si pp_sd_si prec_1@0. 10. 248. 119: 5060</

aor ><name>si pp_sd_si prec_1</ nane><start Ti ne>2012- 01- 02 13: 44: 39. 0</

start Ti me><ext ensi onDat aSet s><ext ensi onDat a><nane>apkt : cal | i ngPart y</

name><val ues><val ue>t r ue</ val ue></ val ues></ ext ensi onDat a></ ext ensi onDat aSet s></
partici pant ><parti ci pant ><si precParti ci pant | d>PdDRRcWSz| OnE7nP5\@Vg1==</

si precPartici pant | d><aor>si p:rss_sd_si prec@0. 10. 248. 113: 5060</

aor ><name>r ss_sd_si prec</ nane><start Ti ne>2012- 01- 02 13: 44: 39. 0</

start Ti me><ext ensi onDat aSet s><ext ensi onDat a><nane>apkt : cal | i ngPart y</

name><val ues><val ue>f al se</ val ue></ val ues></ ext ensi onDat a></ ext ensi onDat aSet s></
partici pant></partici pant s><streans><streanr<node/ ><parti ci pant | d>4155</

partici pant|d><si precSt ream d>4MYDBh8R8JK+ULKGHBapwl==</

siprecStreant d><startTi me>2012-01- 02 13: 44: 40. 0</ st art Ti me><| abel >65537</

| abel ><ext ensi onDat aSet s/ ></ st r eanp<st r ean><node/ ><parti ci pant | d>4156</

partici pant|d><si precSt ream d>vPwZND2gSt ZcASIPa40xhQl==</

siprecStreant d><startTi me>2012-01- 02 13: 44: 40. 0</ st art Ti me><| abel >65536</

| abel ><ext ensi onDat aSet s/ ></ st reanp</ st r eans></ si pr ecDat a></ si pr ecDat aSet s></
segment ></resul t >

Get Recordings by Date

Example Request:

curl -k -X GET "https://<FACE_host _name_or _| P>: 8443/ Face/ audi oRecor di ng/ det ai | s?
t oken=7653a545- 9815- 4e85- 970a- 14f f 53b84a808&ear | i est St art =2017- 03- 22T00: 00: 00&l at e
st Start=2017-03-22T23: 59: 59"; echo; echo

Example Response:

<?xm version="1.0" encodi ng="UTF-8"?7>

<resul t ><code>- 1</ code><message>Sel ection criteria insufficient to determne
recording. Returning all natches. </ nessage><mat ches><nat ch><recordi ngl d>671</
recor di ngl d><i srUci d>x-i sr-uci d-8701-24030@L0. 10. 248. 107</

i srUci d><i ngressCal | 1 d>8701-24030@.0. 10. 248. 107</

i ngressCal | | d><fil enane>dht est. wav</fil ename><fronpsi pp_g711_ul aw</
fronp<to>rss_g711 ul aw</to><start>2017-03-22 15: 06: 59</start></

mat ch><mat ch><r ecor di ngl d>672</ r ecor di ngl d><i sr Uci d>x-i sr-

uci d- 8745-24030@.0. 10. 248. 107</i sr Uci d><i ngressCal | | d>8745-24030@0. 10. 248. 107</
i ngressCal | | d><fil enane>dht est. wav</fil ename><fronpsi pp_g711_ul aw</
fronp<to>rss_g711 ul aw</to><start>2017-03-22 15: 14: 18</start></

mat ch><mat ch><r ecor di ngl d>673</ r ecor di ngl d><i sr Uci d>x-i sr-

uci d- 1- 4355@.0. 10. 248. 107</i sr Uci d><i ngressCal | | d>1- 4355@L0. 10. 248. 107</
ingressCal | I d><fil ename>startstoptest.wav</filenane><fronpsi pp_g711_ul aw</
fronp<to>rss_g711 ul aw</to><start>2017-03-22 16: 02: 17</ st art ></ mat ch></ mat ches></
resul t>

j" Note:

The default total recording limit of response is 1000.

Recording Controls

This section describes the FACE commands used to start and stop ISR recordings.
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Start Recording with From/To URIs

Example Request:

$ curl -k -X POST --data 'filename=startstoptest.wav' "https://
<FACE_host _nane_or _| P>: 8443/ Face/ audi oRecor di ng/ start ?
t oken=8c29980c- 7400- 4129- 8813- e58aaleecd3c&f ronrsi pp_g711_ul aw&t o=rss_g711_ul aw'

Example Response:

<resul t ><code>0</ code><nessage>ACK</ message><r ecor di ng><t npRecor di ngl d>11</

t npRecor di ngl d><ani >si pp_sd_si prec_1</ ani ><dni s>rss_sd_si prec</ dni s><account >1</
account ><dur ati on>0</ dur ati on><st art Ti ne>2018- 08- 30 14:58: 57. 149</

start Ti me><rss>1</rss><rout e>1</r out e><agent | d/ ><sensi ti ve>0</

sensi tive><del et eFl ag>f al se</ del et eFl ag><i sr Uci d>x-i sr-

uci d- 1- 7490@.0. 10. 248. 119</i sr Uci d><i ngressCal | | d>1- 7490@L0. 10. 248. 119</

i ngressCal | | d><cust onDat aSet s/ ><segnent s><segnent ><t npSegnent | d>14</

t npSegnent | d><r ecor di ngl d>11</ r ecor di ngl d><sequence>2</

sequence><fil enane>rss_sd_si prec-1-7490@0. 10. 248. 119. segl. r pdd</
filename><fil eStatus>0</fileStatus><location>1</|ocation><account|d>1</
account | d><rout el d>1</rout el d><st art >2018- 08-30 14:59: 36. 21</

st art><checksunM snat ch>f al se</ checksunM snmat ch><pauselLengt h>0</

pauselLengt h><pausedW t hSi | ence>f al se</ pausedW t hSi | ence><secur edMedi a>0</
secur edMedi a><hasVi deo>f al se</ hasVi deo><ar chi ved>0</

ar chi ved><ar chi val Fai | Count >0</ ar chi val Fai | Count ><ar chi ver Mode>Pr i mar y</

ar chi ver Mode><ar chi ver Acti on>0</ ar chi ver Act i on><conver si onSt at us>1</

conver si onSt at us><cust onDat aSet s/

><si precDat aSet s><si precDat a><sessi on><start Ti me>2012- 01- 02 13: 44: 39. 0</
start Ti me><si precCal | | d>1- 7490@L0. 10. 248. 119</

si precCal | | d><si precSessi onl d>sl bybsXt Q7pi veNTRVENAAL==</

si precSessi onl d><ext ensi onDat aSet s><ext ensi onDat a><name>apkt : cal | er Ori g</
name><val ues><val ue>t r ue</ val ue></ val ues></

ext ensi onDat a><ext ensi onDat a><nane>apkt : uci d</ nane><val ues><val ue>x-i sr-

uci d- 1- 7490@L0. 10. 248. 119</ val ue></ val ues></ ext ensi onDat a></ ext ensi onDat aSet s></
session><parti ci pant s>

<partici pant ><si precParti ci pant | d>f hpR4z4qSy5x4H7aEzbsPgl==</

si precParti ci pant | d><aor >si p: si pp_sd_si prec_1@.0. 10. 248. 119: 5060</

aor ><nanme>si pp_sd_si prec_1</ nane><start Ti me>2012- 01- 02 13: 44 39. 0</

start Ti me><ext ensi onDat aSet s><ext ensi onDat a><nane>apkt : cal | i ngPart y</
name><val ues><val ue>t r ue</ val ue></ val ues></ ext ensi onDat a></ ext ensi onDat aSet s></
parti ci pant ><parti ci pant ><si precParti ci pant | d>PdDRRcWSz| OnE7nP5V\0Vgl==</

si precPartici pant | d><aor>si p:rss_sd_si prec@Q0. 10. 248. 113: 5060</

aor ><name>rss_sd_si prec</ name><start Ti ne>2012- 01- 02 13: 44: 39. 0</

st art Ti me><ext ensi onDat aSet s><ext ensi onDat a><nane>apkt : cal | i ngPar t y</
name><val ues><val ue>f al se</ val ue></ val ues></ ext ensi onDat a></ ext ensi onDat aSet s></
parti ci pant ></ parti ci pant s><streans><st r eanp<node/ ><parti ci pant | d>4157</
parti ci pant | d><si precSt ream d>4MYDBh8R8JK+ULKGHBapwl==</
siprecStream d><start Ti me>2012- 01- 02 13: 44: 40. 0</ st art Ti ne><I| abel >65537</

| abel ><ext ensi onDat aSet s/ ></ st r eanp<st r ean><node/ ><parti ci pant | d>4158</

parti ci pant | d><si precStream d>vPwZND2gSt ZcASIPa40xhQl==</
siprecStream d><start Ti me>2012- 01- 02 13: 44: 40. 0</ st art Ti ne><I| abel >65536</

| abel ><ext ensi onDat aSet s/ ></ st rean®</ st r eans></ si pr ecDat a></ si pr ecDat aSet s></
segment ></ segment s></ recor di ng></resul t>

Stop Recording with From/To URIs

Example Request:
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$ curl -k -X POST --data 'filenane=startstoptest.wav' "https://
<FACE_host _name_or _| P>: 8443/ Face/ audi oRecor di ng/ st op?
t oken=7653a545- 9815- 4e85- 970a- 14f f 53b84a80&f r onrsi pp_g711_ul aw&t o=rss_g711_ul aw'

Example Response:

<?xm version="1.0" encodi ng="UTF-8"?7>

<resul t ><code>0</ code><nmessage>ACK</ message><r ecor di ng><r ecor di ngl d>673</
recor di ngl d><fi | ename>st art stopt est. wav</filenane><fil eStat us>0</
fileStatus><ani >si pp_g711_ul aw</ ani ><dni s>rss_g711_ul aw</ dni s><account >1</
account ><dur ati on>19958</ dur at i on><st art Ti me>2017- 03-22 16: 02: 17. 558</
start Ti me><rss>1</rss><ar chi ved>0</ ar chi ved><r out e>1</

rout e><ar chi val Fai | Count >0</ ar chi val Fai | Count ><ar chi ver Mode>Pr i nar y</

ar chi ver Mode><sensi ti ve>0</ sensi ti ve><pauselLengt h>0</

pauselLengt h><del et eFl ag>f al se</ del et eFl ag><l ocat i on>1</

| ocati on><previ ousFi | ename>st art st opt est . wav</

previ ousFi | ename><ar chi ver Act i on>2</ ar chi ver Act i on><conver si onSt at us>0</
conver si onSt at us><i sr Uci d>x-i sr-uci d-1-4355@10. 10. 248. 107</

i srUci d><i ngressCal | 1 d>1-4355@0. 10. 248. 107</

i ngressCal | | d><pausedW t hSi | ence>f al se</ pausedW t hSi | ence><cust onDat aSet s/
><si precDat aSet s/ ><dt nf Di gi t s/ ></recor di ng></resul t >

Split Session Recording into Segments (Using UCID)

ORACLE

Example Request:

$ curl -k -X POST --data 'isrUcid=<e.g. isr-ucid-1-31237@L0. 10. 248. 123>
"https://

<FACE_host _nane_or _| P>: 8443/ Face/ audi oRecor di ng/ split?

t oken=7653a545- 9815- 4e85- 970a- 14f f 53b84a80"

Example Response:

<resul t ><code>0</ code><nessage>ACK</ message><r ecor di ng><t npRecor di ngl d>11</
t npRecor di ngl d><ani >si pp_sd_si prec_1</ ani ><dni s>rss_sd_si prec</ dni s><account >1</
account ><dur ati on>0</ dur ati on><st art Ti ne>2018- 08- 30 14:58: 57. 149</

start Ti me><rss>1</rss><rout e>1</r out e><agent | d/ ><sensi ti ve>0</

sensi tive><del et eFl ag>f al se</ del et eFl ag><i sr Uci d>x-i sr-

uci d- 1- 7490@0. 10. 248. 119</i sr Uci d><i ngressCal | | d>1- 7490@L0. 10. 248. 119</

i ngressCal | | d><cust onDat aSet s/ ><segnent s><segnent ><t npSegnent | d>14</

t npSegnent | d><r ecor di ngl d>11</ r ecor di ngl d><sequence>2</

sequence><fil enane>rss_sd_si prec-1-7490@0. 10. 248. 119. segl. r pdd</
filename><fil eStatus>0</fileStatus><location>1</|ocation><account|d>1</
account | d><rout el d>1</rout el d><st art >2018- 08-30 14:59: 36. 21</

st art><checksunM snat ch>f al se</ checksunM snmat ch><pauselLengt h>0</

pauselLengt h><pausedW t hSi | ence>f al se</ pausedW t hSi | ence><secur edMedi a>0</
secur edMedi a><hasVi deo>f al se</ hasVi deo><ar chi ved>0</

ar chi ved><ar chi val Fai | Count >0</ ar chi val Fai | Count ><ar chi ver Mode>Pri mar y</

ar chi ver Mode><ar chi ver Acti on>0</ ar chi ver Act i on><conver si onSt at us>1</

conver si onSt at us><cust onDat aSet s/

><si precDat aSet s><si precDat a><sessi on><start Ti me>2012- 01- 02 13: 44: 39. 0</
start Ti me><si precCal | | d>1- 7490@L0. 10. 248. 119</

si precCal | | d><si precSessi onl d>sl bybsXt Q7pi veNTRVENAAL==</

si precSessi onl d><ext ensi onDat aSet s><ext ensi onDat a><name>apkt : cal | er Ori g</
name><val ues><val ue>t r ue</ val ue></ val ues></

ext ensi onDat a><ext ensi onDat a><nane>apkt : uci d</ nane><val ues><val ue>x-i sr-
uci d- 1- 7490@L0. 10. 248. 119</ val ue></ val ues></ ext ensi onDat a></ ext ensi onDat aSet s>
<partici pant ><si precParti ci pant | d>f hpR4z4qSy5x4H7aEzbsPgl==</

si precParti ci pant | d><aor >si p: si pp_sd_si prec_1@.0. 10. 248. 119: 5060</

aor ><nane>si pp_sd_si prec_1</nane><start Ti me>2012- 01- 02 13: 44 39. 0</

st art Ti me><ext ensi onDat aSet s><ext ensi onDat a><nane>apkt : cal | i ngPar t y</
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name><val ues><val ue>t r ue</ val ue></ val ues></ ext ensi onDat a></ ext ensi onDat aSet s></
partici pant ><parti ci pant ><si precParti ci pant | d>PdDRRcWSz| OnE7nP5V@Vg1==</

si precPartici pant | d><aor>si p:rss_sd_si prec@Q0. 10. 248. 113: 5060</

aor ><name>r ss_sd_si prec</ nane><start Ti ne>2012- 01- 02 13: 44: 39. 0</

start Ti me><ext ensi onDat aSet s><ext ensi onDat a><nane>apkt : cal | i ngPart y</

name><val ues><val ue>f al se</ val ue></ val ues></ ext ensi onDat a></ ext ensi onDat aSet s></
partici pant></partici pant s><streans><streanr<node/ ><parti ci pant | d>4157</
partici pant|d><si precSt ream d>4MYDBh8R8JK+ULKGHBapwl==</

siprecStreant d><startTi me>2012-01- 02 13: 44: 40. 0</ st art Ti me><| abel >65537</

| abel ><ext ensi onDat aSet s/ ></ st r eanp<st r ean><node/ ><parti ci pant | d>4158</

partici pant|d><si precSt ream d>vPwZND2gSt ZcASIPa40xhQL==</

siprecStreant d><startTi me>2012-01- 02 13: 44: 40. 0</ st art Ti me><| abel >65536</

| abel ><ext ensi onDat aSet s/ ></ st rean®</ st r eans></ si pr ecDat a></ si pr ecDat aSet s></
segment ><segnent ><segnent | d>2059</ segnment | d><r ecor di ngl d>11</

recor di ngl d><sequence>1</

sequence><fil ename>rss_sd_si prec-1- 7490@0. 10. 248. 119. seg0. r pdd</

filename><fil eStatus>0</fileStatus><location>1</|ocation><account|d>1</

account | d><rout el d>1</rout el d><start>2018-08-30 14:58:57. 149</
start><end>2018- 08- 30 14:59: 36. 21</ end><checksunM smat ch>f al se</

checksunM smat ch><pauselLengt h>0</ pauseLengt h><pausedW t hSi | ence>f al se</
pausedWt hSi | ence><secur edMedi a>0</ secur edMedi a><hasVi deo>f al se</

hasVi deo><ar chi ved>0</ ar chi ved><ar chi val Fai | Count >0</

ar chi val Fai | Count ><ar chi ver Mode>Pr i mar y</ ar chi ver Mode><ar chi ver Acti on>0</

ar chi ver Acti on><conver si onSt at us>1</ conver si onSt at us><cust onDat aSet s/

><dt nf Di gi t s/ ><si precDat aSet s><si pr ecDat a>

<sessi on><start Ti me>2012- 01- 02 13: 44: 39. 0</

start Ti me><si precCal | | d>1- 7490@L0. 10. 248. 119</

siprecCal | | d><si precSessi onl d>sl bybsXt Q7pi veNTRVENAAL==</

si precSessi onl d><ext ensi onDat aSet s><ext ensi onDat a><name>apkt : cal | er Ori g</
name><val ues><val ue>t r ue</ val ue></ val ues></

ext ensi onDat a><ext ensi onDat a><nane>apkt : uci d</ nane><val ues><val ue>x-i sr-

uci d- 1- 7490@L0. 10. 248. 119</ val ue></ val ues></ ext ensi onDat a></ ext ensi onDat aSet s></
sessi on><parti ci pant s><parti ci pant ><si precParti ci pant | d>f hpR4z4qSy5x4H7aEzbsPgl==
</ siprecParticipant|d><aor>si p: si pp_sd_si prec_1@0. 10. 248. 119: 5060</

aor ><name>si pp_sd_si prec_1</ nane><start Ti ne>2012- 01- 02 13: 44: 39. 0</

start Ti me><ext ensi onDat aSet s><ext ensi onDat a><nane>apkt : cal | i ngPart y</

name><val ues><val ue>t r ue</ val ue></ val ues></ ext ensi onDat a></ ext ensi onDat aSet s></
partici pant ><parti ci pant ><si precParti ci pant | d>PdDRRcWSz| OnE7nP5\Vg1==</

si precPartici pant|d><aor>si p:rss_sd_si prec@0. 10. 248. 113: 5060</

aor ><name>r ss_sd_si prec</ nane><start Ti ne>2012- 01- 02 13: 44: 39. 0</

st art Ti me><ext ensi onDat aSet s><ext ensi onDat a><nane>apkt : cal | i ngPar t y</

name><val ues><val ue>f al se</ val ue></ val ues></ ext ensi onDat a></ ext ensi onDat aSet s></
partici pant></partici pant s><streans><streanr<node/ ><parti ci pant | d>4157</
partici pant|d><si precSt ream d>4MYDBh8R8JK+ULKGHBapwl==</

siprecStreant d><startTi me>2012-01- 02 13: 44: 40. 0</ st art Ti me><| abel >65537</

| abel ><ext ensi onDat aSet s/ ></ st r eanp<st r ean><node/ ><parti ci pant | d>4158</

partici pant|d><si precSt ream d>vPwZND2gSt ZcASIPa40xhQlL==</

siprecStreant d><startTi me>2012-01- 02 13: 44: 40. 0</ st art Ti me><| abel >65536</

| abel ><ext ensi onDat aSet s/ ></ st rean®</ st r eans></ si pr ecDat a></ si pr ecDat aSet s></
segment ></ segment s></ recor di ng></resul t >

Custom Data

This section describes the custom data commands used to get recordings using Custom Data
fields and values and update Custom Data field values.

Get Recordings Using Custom Data Fields and Values

Example Request:

ORACLE 3.7
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$ curl -k -X GET "https://<FACE_host _name_or _| P>: 8443/ Face/ audi oRecor di ng/
det ai | s?t oken=6060329a- 3786- 4d85- a697- 59845f 8265f b&t est Cust onDat al=t est Val uel"

Example Response:

<?xm version="1.0" encodi ng="UTF-8"?7>

<resul t ><code>0</ code><nessage>ACK</ nessage><r ecor di ng><r ecor di ngl d>671</
recor di ngl d><fi | ename>dht est . wav</fil ename><fi | eSt at us>0</

fileStatus><ani >si pp_g711_ul aw</ ani ><dni s>rss_g711_ul aw</ dni s><account >1</
account ><dur ati on>3551</ dur ati on><start Ti ne>2017- 03-22 15: 06: 59. 842</
start Ti me><rss>1</rss><ar chi ved>0</ ar chi ved><r out e>1</

rout e><ar chi val Fai | Count >0</ ar chi val Fai | Count ><ar chi ver Mode>Pr i nar y</

ar chi ver Mode><sensi ti ve>0</ sensi ti ve><pauselLengt h>0</

pauselLengt h><del et eFl ag>f al se</ del et eFl ag><l ocat i on>1</

| ocati on><ar chi ver Act i on>0</ ar chi ver Acti on><conver si onSt at us>0</

conver si onSt at us><i sr Uci d>x-i sr-uci d-8701-24030@L0. 10. 248. 107</

i srUci d><i ngressCal | 1 d>8701-24030@.0. 10. 248. 107</

i ngressCal | | d><pausedW t hSi | ence>f al se</

pausedW t hSi | ence><cust onDat aSet s><cust onDat a><nane>t est Cust onDat al</
nanme><val ue>t est Val uel</ val ue></ cust onDat a></ cust onDat aSet s><si pr ecDat aSet s/
><dt nf Di gi t s/ ></recordi ng></resul t>

Add Custom Data Field Values to Recording

ORACLE

Example Request:

curl -k -X POST --data 'foo=recbarl" "https://<FACE_host _nane_or _| P>: 8443/ Face/
audi oRecor di ng/ det ai | s?t oken=d4cf 088e- b7h8- 4f 62- 87d4- e807df f 450ae&i sr Uci d=x-i sr -
uci d- 1- 7452@.0. 10. 248. 119"

Example Response:

<?xm version="1.0" encodi ng="UTF- 16" ?>

<resul t ><code>0</ code><nmessage>ACK</ message><r ecor di ng><r ecor di ngl d>2056</
recor di ngl d><ani >si pp_sd_si prec_1</ ani ><dni s>rss_sd_si prec</ dni s><account >1</
account ><dur ati on>120072</ dur ati on><st art Ti me>2018- 08- 30 14:51: 38. 31</
start Ti me><rss>1</rss><rout e>1</ r out e><agent | d/ ><sensi ti ve>0</

sensi tive><del et eFl ag>f al se</ del et eFl ag><i sr Uci d>x-i sr-

uci d- 1- 7452@.0. 10. 248. 119</i sr Uci d><i ngressCal | | d>1- 7452@L0. 10. 248. 119</

i ngressCal | | d><cust onDat aSet s><cust onDat a><cust onDat al d>1</

cust onDat al d><nanme>f oo</ name><val ue>bar </ val ue></

cust onDat a><cust onDat a><cust onDat al d>4</ cust onDat al d><name>f oo</

name><val ue>r echar 1</ val ue></ cust onDat a></

cust onDat aSet s><segnent s><segnment ><segnent | d>2058</ segment | d><r ecor di ngl d>2056</
recor di ngl d><sequence>1</

sequence><fil enane>rss_sd_si prec-1-7452@0. 10. 248. 119. wav</

filename><fil eStatus>0</fileStatus><location>1</|ocation><account|d>1</
account | d><rout el d>1</rout el d><st art >2018- 08-30 14: 51: 38. 31</
start><end>2018- 08- 30 14:53: 38. 382</ end><checksumM smat ch>f al se</
checksunM smat ch><pauselLengt h>0</ pauseLengt h><pausedWt hSi | ence>f al se</
pausedWt hSi | ence><secur edMedi a>0</ secur edMedi a><hasVi deo>f al se</

hasVi deo><ar chi ved>0</ ar chi ved><ar chi val Fai | Count >0</

ar chi val Fai | Count ><ar chi ver Mode>Pr i mar y</ ar chi ver Mode><ar chi ver Act i on>0</
ar chi ver Acti on><conver si onSt at us>6</

conver si onSt at us><cust onDat aSet s><cust onDat a><cust onDat al d>2</

cust onDat al d><nane>f 0oo</ nane><val ue>segbar </ val ue></

cust onDat a><cust onDat a><cust onDat al d>3</ cust onDat al d><name>f oo</

nanme><val ue>segbar 1</ val ue></ cust onDat a></ cust onDat aSet s><dtnf Di gi t s/

><si precDat aSet s><si precDat a><sessi on><start Ti me>2012- 01- 02 13: 44: 39. 0</
start Ti me><si precCal | | d>1- 7452@L0. 10. 248. 119</

si precCal | | d><si precSessi onl d>sl bybsXt Q7pi veNTRVENAAL==</
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si precSessi onl d><ext ensi onDat aSet s><ext ensi onDat a><name>apkt : cal | er Ori g</
name><val ues><val ue>t r ue</ val ue></ val ues></

ext ensi onDat a><ext ensi onDat a><nane>apkt : uci d</ nane><val ues><val ue>x-i sr-

uci d- 1- 7452@L0. 10. 248. 119</ val ue></ val ues></ ext ensi onDat a></ ext ensi onDat aSet s></
sessi on><parti ci pant s><parti ci pant ><si precParti ci pant | d>f hpR4z4qSy5x4H7aEzbsPgl==
</ siprecParticipant | d><aor>si p: si pp_sd_si prec_1@0. 10. 248. 119: 5060</

aor ><name>si pp_sd_si prec_1</ nane><start Ti ne>2012- 01- 02 13: 44: 39. 0</

start Ti me><ext ensi onDat aSet s><ext ensi onDat a><nane>apkt : cal | i ngPart y</

name><val ues><val ue>t r ue</ val ue></ val ues></ ext ensi onDat a></ ext ensi onDat aSet s></
partici pant ><parti ci pant ><si precParti ci pant | d>PdDRRcWSzI OnE7nP5VVg1==</

si precPartici pant | d><aor>si p:rss_sd_si prec@0. 10. 248. 113: 5060</

aor ><name>r ss_sd_si prec</ nane><start Ti ne>2012- 01- 02 13: 44: 39. 0</

start Ti me><ext ensi onDat aSet s><ext ensi onDat a><nane>apkt : cal | i ngPart y</

name><val ues><val ue>f al se</ val ue></ val ues></ ext ensi onDat a></ ext ensi onDat aSet s></
partici pant ></partici pant s><streans><streanr<node/ ><parti ci pant | d>4155</

partici pant|d><si precSt ream d>4MYDBh8R8JK+ULKGHBapwl==</

siprecStrean d><startTi me>2012-01- 02 13: 44: 40. 0</ st art Ti me><| abel >65537</

| abel ><ext ensi onDat aSet s/ ></ st r eanp<st r ean><node/ ><parti ci pant | d>4156</

partici pant|d><si precSt ream d>vPwZND2gSt ZcASIPa40xhQl==</
siprecStreant d><start Ti me>2012-01- 02 13: 44: 40. 0</ st art Ti me><| abel >65536</

| abel ><ext ensi onDat aSet s/ ></ st rean®</ st r eans></ si pr ecDat a></ si pr ecDat aSet s></
segment ></ segment s></ recor di ng></resul t>

Add Custom Data Field Values to Segment

ORACLE

Example Request:

$ curl -k -X POST --data 'foo=segbarl' "https://<FACE_host_name_or _| P>: 8443/ Face/
audi oRecor di ng/ segnent / det ai | s?t oken=d4cf 088e- h7h8- 4f 62- 87d4-
e807df f 450ae&f i | ename=rss_sd_si prec- 1- 7452@l0. 10. 248. 119. wav"

Example Response:

<?xm version="1.0" encodi ng="UTF- 16" ?>

<resul t ><code>0</ code><nessage>ACK</ message><segnment ><segnent | d>2058</

segment | d><recor di ngl d>2056</ r ecor di ngl d><sequence>1</

sequence><fil enane>rss_sd_si prec-1-7452@0. 10. 248. 119. wav</

filename><fil eStatus>0</fileStatus><location>1</|ocation><account|d>1</

account | d><rout el d>1</rout el d><st art >2018- 08-30 14:51: 38. 31</
start><end>2018- 08- 30 14:53: 38. 382</ end><checksumM smat ch>f al se</

checksunM smat ch><pauseLengt h>0</ pauselLengt h><pausedW t hSi | ence>f al se</
pausedWt hSi | ence><secur edMedi a>0</ secur edMedi a><hasVi deo>f al se</

hasVi deo><ar chi ved>0</ ar chi ved><ar chi val Fai | Count >0</

ar chi val Fai | Count ><ar chi ver Mode>Pr i mar y</ ar chi ver Mode><ar chi ver Act i on>0</

ar chi ver Acti on><conver si onSt at us>6</

conver si onSt at us><cust onDat aSet s><cust onDat a><cust onDat al d>2</

cust onDat al d><nane>f 0o</ nane><val ue>segbar </ val ue></

cust onDat a><cust onDat a><cust onDat al d>3</ cust onDat al d><name>f oo</

nanme><val ue>segbar 1</ val ue></ cust onDat a></ cust onDat aSet s><dtnf Di gi t s/

><si precDat aSet s><si precDat a><sessi on><start Ti me>2012- 01- 02 13: 44: 39. 0</

start Ti me><si precCal | | d>1- 7452@L0. 10. 248. 119</

si precCal | | d><si precSessi onl d>sl bybsXt Q7pi veNTRVENAAL==</

si precSessi onl d><ext ensi onDat aSet s><ext ensi onDat a><name>apkt : cal | er Ori g</
name><val ues><val ue>t r ue</ val ue></ val ues></

ext ensi onDat a><ext ensi onDat a><nane>apkt : uci d</ nane><val ues><val ue>x-i sr-

uci d- 1- 7452@L0. 10. 248. 119</ val ue></ val ues></ ext ensi onDat a></ ext ensi onDat aSet s></
session><partici pant s><parti ci pant ><si precParti ci pant | d>f hpR4z4qSy5x4H7aEzhsPgl==
</ siprecParticipant|d><aor>si p: si pp_sd_si prec_1@0. 10. 248. 119: 5060</

aor ><nane>si pp_sd_si prec_1</ nane><start Ti me>2012- 01- 02 13: 44 39. 0</

st art Ti me><ext ensi onDat aSet s><ext ensi onDat a><nane>apkt : cal | i ngPar t y</

name><val ues><val ue>t r ue</ val ue></ val ues></ ext ensi onDat a></ ext ensi onDat aSet s></
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partici pant ><parti ci pant ><si precParti ci pant | d>PdDRRcWSz| OnE7nP5V0Vg1==</

si precPartici pant | d><aor>si p:rss_sd_si prec@0. 10. 248. 113: 5060</

aor ><name>r ss_sd_si prec</ nane><start Ti ne>2012- 01- 02 13: 44: 39. 0</

start Ti me><ext ensi onDat aSet s><ext ensi onDat a><nane>apkt : cal | i ngPart y</
name><val ues><val ue>f al se</ val ue></ val ues></ ext ensi onDat a></ ext ensi onDat aSet s></
partici pant></partici pant s><streans><streanr<node/ ><parti ci pant | d>4155</
partici pant|d><si precSt ream d>4MYDBh8R8JK+ULKGHBapwl==</

siprecStreant d><startTi me>2012-01- 02 13: 44: 40. 0</ st art Ti me><| abel >65537</

| abel ><ext ensi onDat aSet s/ ></ st r eanp<st r ean><node/ ><parti ci pant | d>4156</
partici pant|d><si precSt ream d>vPwZND2gSt ZcASIPa40xhQl==</

siprecStreant d><startTi me>2012-01- 02 13: 44: 40. 0</ st art Ti me><| abel >65536</

| abel ><ext ensi onDat aSet s/ ></ st rean®</ st r eans></ si pr ecDat a></ si pr ecDat aSet s></
segment ></resul t >

Update Custom Data Value for Recording

ORACLE

Example Request (using <customDatald>4</customDatald>

curl -k -X POST --data 'foo[4]=rechar2' "https://<FACE host_name_or _| P>: 8443/
Face/ audi oRecor di ng/ det ai | s?t oken=d4cf 088e- b7b8- 4f 62- 87d4- e807df f 450ae&i sr Uci d=x-
i sr-ucid-1-7452@0. 10. 248. 119"

Example Response:

<?xm version="1.0" encodi ng="UTF- 16" ?>

<resul t ><code>0</ code><nessage>ACK</ message><r ecor di ng><r ecor di ngl d>2056</
recor di ngl d><ani >si pp_sd_si prec_1</ ani ><dni s>rss_sd_si prec</ dni s><account >1</
account ><dur ati on>120072</ dur ati on><st art Ti me>2018- 08- 30 14:51: 38. 31</

start Ti me><rss>1</rss><rout e>1</ r out e><agent | d/ ><sensi ti ve>0</

sensi tive><del et eFl ag>f al se</ del et eFl ag><i sr Uci d>x-i sr-

uci d- 1- 7452@.0. 10. 248. 119</i sr Uci d><i ngressCal | | d>1- 7452@L0. 10. 248. 119</

i ngressCal | | d><cust onDat aSet s><cust onDat a><cust onDat al d>1</

cust onDat al d><nanme>f oo</ name><val ue>bar </ val ue></

cust onDat a><cust onDat a><cust onDat al d>4</ cust onDat al d><name>f oo</

name><val ue>r echar 2</ val ue></ cust onDat a></

cust onDat aSet s><segnent s><segnment ><segnent | d>2058</ segment | d><r ecor di ngl d>2056</
recor di ngl d><sequence>1</

sequence><fil enane>rss_sd_si prec-1-7452@0. 10. 248. 119. wav</

filename><fil eStatus>0</fileStatus><location>1</|ocation><account|d>1</
account | d><rout el d>1</rout el d><st art >2018- 08-30 14: 51: 38. 31</
start><end>2018- 08- 30 14:53: 38. 382</ end><checksumM smat ch>f al se</

checksunM smat ch><pauseLengt h>0</ pauselLengt h><pausedW t hSi | ence>f al se</
pausedWt hSi | ence><secur edMedi a>0</ secur edMedi a><hasVi deo>f al se</

hasVi deo><ar chi ved>0</ ar chi ved><ar chi val Fai | Count >0</

ar chi val Fai | Count ><ar chi ver Mode>Pr i mar y</ ar chi ver Mode><ar chi ver Act i on>0</

ar chi ver Acti on><conver si onSt at us>6</

conver si onSt at us><cust onDat aSet s><cust onDat a><cust onDat al d>2</

cust onDat al d><nane>f 0oo</ nane><val ue>segbar </ val ue></

cust onDat a><cust onDat a><cust onDat al d>3</ cust onDat al d><name>f oo</

nanme><val ue>segbar 1</ val ue></ cust onDat a></ cust onDat aSet s><dtnfDi gi t s/

><si precDat aSet s><si precDat a><sessi on><start Ti me>2012- 01- 02 13: 44: 39. 0</
start Ti me><si precCal | | d>1- 7452@L0. 10. 248. 119</

si precCal | | d><si precSessi onl d>sl bybsXt Q7pi veNTRVENAAL==</

si precSessi onl d><ext ensi onDat aSet s><ext ensi onDat a><name>apkt : cal | er Ori g</
name><val ues><val ue>t r ue</ val ue></ val ues></

ext ensi onDat a><ext ensi onDat a><nane>apkt : uci d</ nane><val ues><val ue>x-i sr-

uci d- 1- 7452@L0. 10. 248. 119</ val ue></ val ues></ ext ensi onDat a></ ext ensi onDat aSet s></
session><partici pant s><parti ci pant ><si precParti ci pant | d>f hpR4z4qSy5x4H7aEzhsPgl==
</ siprecParticipant|d><aor>si p: si pp_sd_si prec_1@0. 10. 248. 119: 5060</

aor ><name>si pp_sd_si prec_1</ nane><start Ti me>2012- 01- 02 13: 44 39. 0</

st art Ti me><ext ensi onDat aSet s><ext ensi onDat a><nane>apkt : cal | i ngPart y</
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name><val ues><val ue>t r ue</ val ue></ val ues></ ext ensi onDat a></ ext ensi onDat aSet s></
partici pant ><parti ci pant ><si precParti ci pant | d>PdDRRcWSz| OnE7nP5V@Vg1==</

si precPartici pant | d><aor>si p:rss_sd_si prec@Q0. 10. 248. 113: 5060</

aor ><name>r ss_sd_si prec</ nane><start Ti ne>2012- 01- 02 13: 44: 39. 0</

start Ti me><ext ensi onDat aSet s><ext ensi onDat a><nane>apkt : cal | i ngPart y</

name><val ues><val ue>f al se</ val ue></ val ues></ ext ensi onDat a></ ext ensi onDat aSet s></
partici pant></partici pant s><streans><streanr<node/ ><parti ci pant | d>4155</
partici pant|d><si precSt ream d>4MYDBh8R8JK+ULKGHBapwl==</

siprecStreant d><startTi me>2012-01- 02 13: 44: 40. 0</ st art Ti me><| abel >65537</

| abel ><ext ensi onDat aSet s/ ></ st r eanp<st r ean><node/ ><parti ci pant | d>4156</

partici pant|d><si precSt ream d>vPwZND2gSt ZcASIPa40xhQL==</

siprecStreant d><startTi me>2012-01- 02 13: 44: 40. 0</ st art Ti me><| abel >65536</

| abel ><ext ensi onDat aSet s/ ></ st rean®</ st r eans></ si pr ecDat a></ si pr ecDat aSet s></
segment ></ segment s></ recor di ng></resul t >

Format Responses in JSON

Example Request:

$ curl -k -X GET -H "Accept: application/json" "https://<FACE_host_name_or_| P>:
8443/ Face/ audi oRecor di ng/ det ai | s?t oken=6060329a- 3786- 4d85-
a697- 59845f 8265f b&t est Cust onDat al=t est Val uel"

Example Response:

{"result":{"code": -1, "message":"Sel ection criteria insufficient to deternine

recording. Returning all matches.","matches":[{"match":{"recordingld":

671, "isrUcid": "x-isr-

uci d- 8701- 24030@.0. 10. 248. 107", "i ngressCal | I d": "8701- 24030@L0. 10. 248. 107", "fil ena

me": "dhtest.wav", "front':"sipp_g711 ulaw',"to":"rss_g711 ulaw',"start":"2017-03-22
15:06:59"}}, {"match": {"recordingld":673,"isrUcid":"x-isr-

uci d- 1- 4355@0. 10. 248. 107", "i ngressCal | | d": "1-4355@0. 10. 248. 107", "fil enane": "sta

rtstoptest3.wav", "front':"sipp_g711 ulaw',"to":"rss_g711 ulaw',"start":"2017-03-22
16:02: 17"}}]1}}

Format Responses In the Default "verint" Template

Example Request:

curl -k -X GET "https://<FACE_host _name_or _| P>: 8443/ Face/ audi oRecor di ng/ det ai | s?
t oken=6060329a- 3786- 4d85- a697- 59845f 8265f b&t est Cust onDat al=t est Val uel& sr Uci d=x-
i sr-ucid-1-4355@0. 10. 248. 107&f or nat =t enpl at e&f or mat Name=verint"

Example Response:

<Cal | xm ns:xsi=" http://wwmv. w3. org/ 2001/ XM_Schena-

i nst ance" ><Dat a><audi o><audi o_segnent ><channel _i d>f al se</

channel _i d><recordi ng_order>1</recordi ng_order><audi o_url >http://

10. 10. 249. 103: 8080/ Recor di ngs/ / rss_g7996- 2034@.0. 10. 248. 107. wav</

audi o_ur | ><Start Ti ne>2017- 06- 20T19: 46: 00</ St art Ti me><Dur at i on>6</ Dur at i on></
audi o_segment ></ audi o><ani >si pp_g711_ul aw</ ani ><dni s>rss_g711_ul aw</

dni s><uni que_i denti fi er>1000</ uni que_i denti fi er><ti me_of f set >0</

ti me_of fset ><di recti on>0</direction></Data></Cal | >
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ISR Provisioning API

The ISR supports REST APIs to provision the following features:

*  Recording Format Profiles

¢ Routes
e Users

*  Accounts

The provisioning API feature is available for all user types except Tenant Users and API Users
and can configure all parameters within each feature except for Email and Password.

All of the provision APIs use HTTPS standards. Any HTTP request is redirected to HTTPS
before sending to ensure data privacy. The JWT token generated for Provision APIs is valid for
5 hours from the time it is generated.

# Note:

Account Provisioning API

ORACLE

You must send the complete object for the specified API PUT requests. If any field is
missing, the application changes the missing value to the default value. For sending an
incomplete object with missing fields, PATCH request functionality is available.

The following table lists the Provisioning API fields for Accounts, their accepted byte values,

and the meaning of those values.

Field Accepted Value Meaning
recordingEnabled 0,1 *  0:Disabled

. 1: Enabled
announceEnabled 0,1 ¢ 0:Disabled

. 1: Enabled
callMetaDataSrc 0,1 N/A
optOutEnabled 0,1 . 0 : Disabled

. 1: Enabled
defaultRecordingType N/A N/A
agentldEditableFlag 0,1 *  0:No

. 1: Yes
ratingEditableFlag 0,1 « 0:No

. 1: Yes
completedEditableFlag 0,1 « 0:No

. 1: Yes
notesEditableFlag 0,1 . 0:No

1
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User Provisioning API

Field Accepted Value Meaning
playBeepBeforeRecord N/A N/A
terminateOnDTMF N/A N/A
terminateOnEOS N/A N/A
recurringBeepEnabled N/A *  0:Disabled

. 1: Enabled
showApplianceTabinRouteView  N/A N/A
storeDTMFSetting -1,0,1 . -1 : Use System Account's

Setting

«  0:No

. 1: Yes
downloadRecordingPermission 0,1 . 0:No

. 1: Yes
playBackRecordingPermission 0,1 = 0:No

. 1: Yes
deleteRecordingPermission 0,1 . 0:No

. 1: Yes
videoRecordingEnabled 0,1 *  0:Disabled

. 1: Enabled
videoAccessEnabled 0,1 . 0 : Disabled

. 1: Enabled
recSegmentationState 0,1,2 . 0 : Disabled

. 1: Enabled

*  2:Ad-Hoc Only

User Provisioning API

ORACLE

The following table lists the Provisioning API fields for Users, their accepted values, and the

meaning of those values.

j" Note:

The configured Locale value must be valid to update Users using provisioning APIs.

Field Accepted Value Meaning
deletePermission 0,1 . 0:No

. 1: Yes
loginDisabled 0,1 *  0:Enabled

. 1 : Disabled
auditViewPermission 0,1 . 0:No

. 1: Yes
allRoutesInAccountAccess 0,1 « 0:No

. 1: Yes
editRecordingDataPermission 0,1 « 0:No

1
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Route Provisioning API
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Chapter 4
Route Provisioning API

Field Accepted Value Meaning

downloadRecordingPermission 0,1 . 0:No
. 1: Yes

playbackRecordingPermission 0,1 « 0:No
. 1: Yes

notesAndScoringPermission 0,1 = 0:No
. 1: Yes

videoAccessEnabled 0,1 . 0:No
. 1: Yes

isPasswordExpiryDisabled 0,1 «  0:No

1

The following table lists the Provisioning API fields for Routes, their accepted values, and the

meaning of those values.

Field Accepted Value Meaning
routeType 0,1,2 e 0:From

. 1:To

*  2:From/To
recordingEnabled 0,1 e 0:Disabled

* 1:Enabled
defaultRecordingType
announceEnabled e 0:Disabled

e 1:Enabled
optOutEnabled *  0:Disabled

e 1:Enabled
terminateOnDtmf
playBeepBeforeRecord
terminateOnEos
agentldEditableFlag 0,1 «  0:No

. 1: Yes
ratingEditableFlag 0,1 « 0:No

. 1: Yes
completedEditableFlag 0,1 «  0:No

. 1: Yes
notesEditableFlag 0,1 «  0:No

. 1: Yes
storeDtmfSetting -1,0,1 e -1:Use System Account's

Setting

= 0:No

. 1: Yes
downloadRecordingPermission 0,1 «  0:No

. 1: Yes
playbackRecordingPermission 0,1 « 0:No

. 1: Yes
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Provisioning API Examples

Field Accepted Value Meaning
deleteRecordingPermission 0,1 . 0:No

. 1: Yes
videoRecordingEnabled 0,1 . 0:No

. 1: Yes
videoAccessEnabled 0,1 . 0:No

. 1: Yes
recSegmentationState 0,1,2 . 0 : Disabled

. 1 : Enabled

*  2:Ad-Hoc Only

Provisioning API Examples

The following sections provide examples of Provisioning API requests and responses.

Authentication

ORACLE

REST URL - https://<IP> <port>/provapi/authenticate
SUPPORTED METHOD -  PCST

HEADER - Aut hori zation

Sample Request Body
{

"password": "string",
"username": "string"

}

Sample Response Body

{ "token": "string" }

Sample Input Body

{

"password": "Admi n1234!",
"username": "isradm n@r acl e. cont
}

Sample Output Response

{ "token":

"eyJhbCGci O JI UzUxM J9. eyJzdW i O Jpc3JhZGlpbkBvenfj bGUUY29t | wi aWFOl j oxNTgzM EOM k
yLCJI eHAI G ELODWMy Mzl yOTJ9. bJUgy9P8SDhd -

ul xnmb3q- 50xRuk28ul i nyZc1vTjj 30HWZ0a8CGU K- F- a4hW ha013HV1Ki wriXAUH | 9ZHZwW'" }
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Accounts
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Provisioning API Examples

GET

REST URL - https://<IP>: <port>/provapi/accounts
SUPPORTED METHCD -  GET
HEADER - Aut hori zation

Sample Request Body - Not required

Sample Response Body

[ { "accountDescription": "string", "accountld": 0, "accountMsc": "string",
"account Nane": "string", "acctPortLinit": 0, "agent!|dEditableFlag": byte,
"announceEnabl ed": byte, "application": "string", "callMetaDataSrc": byte,
"codecProfileld": 0, "conpletedEditabl eFlag": byte, "defaul t AnnounceAudi oFile":
"string", "defaul t AnnounceAudi oText": "string", "defaultQptCQutVxm File":
"string", "defaul tRecordingType": byte, "del eteRecordingPerm ssion": byte,
"downl oadRecor di ngPerni ssion": byte, "forceRpdd": 0, "maxi mumNunber Of Ports": 0,
"not eskdi tabl eFl ag": byte, "nunberOfBurstPorts": 0, "optQutEnabled": byte,
"percent ToRecord": 0, "playBackRecordingPerm ssion": byte,

"pl ayBeepBef oreRecord": byte, "ratingEditabl eFlag": byte,
"recSegnentationState": byte, "recordSaveDTMF': "string", "recorderState": 0,
"recordi ngEnabl ed": byte, "recurringBeepEnabl ed": byte, "recurringBeepFile":
"string", "recurringBeeplnterval": 0, "showApplianceTabi nRouteView': byte,
"storeDTMFSetting": byte, "ternminateOnDTMF': byte, "term nateOnECS": byte,

"vi deoAccessEnabl ed": byte, "videoRecordingEnabl ed": byte } ]

Example

[ { "accountld": 1, "accountName": "Systenf, "accountDescription": "Systent,
"accountM sc": "Systent', "percentToRecord": 100, "recordi ngEnabl ed": 1,
"announceEnabl ed": 0, "defaul t AnnounceAudioFile": "",

"def aul t AnnounceAudi oText": "", "defaul tOptQutVxm File": "opt_out.jsp",

"opt Qut Enabl ed": 0, "recorderState": 1, "defaul t Recordi ngType": 8,

"agent | dEdi t abl eFl ag": 0, "ratingEditabl eFlag": 0, "conpletedEditableFlag": O,
"not esEdi tabl eFl ag": 0, "application": "conference", "playBeepBeforeRecord": 0,
"termnateOnDTMF": 0, "terminateOnECS': -1, "recurringBeepEnabl ed": O,
"recurringBeeplnterval": 30, "recurringBeepFile": "beep.wav", "recordSaveDTM":
"#", "maxi mumNunber Of Ports": 24, "nunber OfBurstPorts": 6, "acctPortLimt": -1,
"showAppl i anceTabi nRouteView': 0, "codecProfileld": 1, "forceRpdd": O,
"storeDTMFSetting": -1, "downl oadRecordi ngPerm ssion": 1,

"pl ayBackRecor di ngPerni ssion": 1, "del eteRecordi ngPerm ssion": 1,

"vi deoRecor di ngEnabl ed": 1, "vi deoAccessEnabled": 1, "recSegnentationState": 0,
"cal | MetaDataSrc": 0 }]

POST

REST URL - https://<IP>:<port>/provapi/accounts
SUPPORTED METHCD -  POST
HEADER - Aut hori zation

Sample Request Body
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{

"account Description": "string",
"accountM sc": "string",
"account Nane": "string",
"acctPortLimt": O,
"recSegnentationState": byte,
"recorderState": 0

}

Sample Response Body
{

"account Description": "string",
"account|d": O,

"accountM sc": "string",

"account Name": "string",
"acctPortLinmt": 0,

"agent | dEdi t abl eFl ag": "string",
"announceEnabl ed": "string",
"application": "string",

“cal | MetabDataSrc": "string",
"codecProfileld": O,

“conpl et edEdi t abl eFl ag": "string",
"def aul t AnnounceAudi oFi | e": "string",
"def aul t AnnounceAudi oText": "string",
"defaul t Opt Qut Vxml Fil e": "string",
"def aul t Recor di ngType": "string",

"del et eRecor di ngPerm ssion": "string",
"downl oadRecor di ngPerm ssion": "string",
"forceRpdd": 0,

" maxi mumNunber Of Port s": 0,

"not eskdi t abl eFl ag": "string",
“nunber O Bur st Ports": O,

"“opt Qut Enabl ed": "string",

"percent ToRecord": 0,

"pl ayBackRecor di ngPerm ssion": "string",
"pl ayBeepBef oreRecord": "string",
"ratingEditabl eFlag": "string",
"recSegnentationState": "string",
"recordSaveDTMF": "string",
"recorder State": 0,

"recordi ngEnabl ed": "string",
"recurringBeepEnabl ed": "string",
“recurringBeepFile": "string",
“recurringBeeplnterval ": 0,

"showAppl i anceTabi nRout eVi ew': "string",
"storeDTMFSetting": "string",

"term nateONDTMF": "string",
"termnateOnECS": "string",

"vi deoAccessEnabl ed": "string",

"vi deoRecor di ngEnabl ed": "string"

}

Sample Input Body
{

"account Description": "New Account",
"accountMsc": "M sc",

"account Name": " New Account",
"acctPortLimt": -1,
"recSegnentationState": 1,
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Provisioning API Examples

"recorderState": 0

}

Sample Output Response

{ "account1d": 4, "accountName": "New Account", "accountDescription": "New
Account", "accountMsc": "Msc", "percentToRecord": 100, "recordi ngEnabl ed": 1,
"announceEnabl ed": 0, "default AnnounceAudi oFile": null,

"def aul t AnnounceAudi oText": null, "defaul tOptQutVxm File": null,

"opt Qut Enabl ed": 0, "recorderState": 0, "defaul t Recordi ngType": 8,

"agent | dEdi t abl eFl ag": 0, "ratingEditabl eFlag": 0, "conpletedEditableFlag": O,
"not eskdi tabl eFl ag": 0, "application": null, "playBeepBeforeRecord": 0,

"term nateONDTMF": 0, “"term nateOnECS": -1, "recurringBeepEnabl ed": 0,
"recurringBeeplnterval": 30, "recurringBeepFile": "beep.wav", "recordSaveDTM":
"#", "maxi mumNunber Of Ports": 24, "nunber OfBurstPorts": 6, "acctPortLimt": -1,
"showAppl i anceTabi nRouteView': 0, "codecProfileld": 1, "forceRpdd": O,
"storeDTMFSetting": -1, "downl oadRecordi ngPermission": 1,

"pl ayBackRecor di ngPerni ssion": 1, "del eteRecordi ngPerm ssion": 1,

"vi deoRecor di ngEnabl ed": 0, "videoAccessEnabled": 1, "recSegnentationState": 1,
"cal | MetaDataSrc": 0 }

DELETE

REST URL - https://<IP>: <port>/provapi/accounts/{account| D}
SUPPCRTED METHCD -  DELETE

HEADER - Aut hori zation

PATH PARAMETER - account|D

Sample Request Body - Not required

Sample Response Body

Account with I D <account| D> has been del et ed

Example

Account with ID 3 has been del et ed

POST

REST URL - https://<IP>: <port>/provapi/accounts/search
SUPPORTED METHCOD -  PCST
HEADER - Aut hori zation

Sample Request Body

{"account Nane": "Systeni'}

Sample Response Body
{

"accountld": 1,

“account Name": "Systent,
“account Description": "Systent,
"accountM sc": "Systent,

" per cent ToRecord": 100,
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"recordi ngEnabl ed": 1,

"cal | et aDat aSrc": 0,
"announceEnabl ed": 0,

"def aul t AnnounceAudi oFi l e": "",
"def aul t AnnounceAudi oText": "",
"defaul t Opt Qut Vxml Fil e": "opt_out.jsp",
"opt Qut Enabl ed": 0,
"recorderState": 1,

"def aul t Recordi ngType": 8,

"agent | dEdi t abl eFl ag": 0,
"ratingEditabl eFlag": 0,

"conpl et edEdi t abl eFl ag": 0,

"not eskEdi t abl eFl ag": 0,
"application": "conference",

"pl ayBeepBef or eRecord": 0,

"term nateOnDTMF": 0,

"term nateOnECS": -1,
"recurringBeepEnabl ed": O,
"recurringBeeplnterval ": 30,
"recurringBeepFile": "beep.wav",
"recordSaveDTMF": "#",

"maxi mumNunber Of Port s": 24,
"nurber O Bur st Ports": 6,
"acctPortLimt": -1,

"showAppl i anceTabi nRout eVi ew': 0,
"codecProfileld": 1,

"forceRpdd": 0,
"storeDTMFSetting": O,

"downl oadRecor di ngPerm ssion": 1,
"pl ayBackRecor di ngPerm ssion": 1,
"del et eRecor di ngPermi ssion": 1,
"vi deoRecor di ngEnabl ed": 0,

"vi deoAccessEnabl ed": 1,
"recSegnentationState": 0

}

Sample Output Response

[ { "accountld": 1, "accountName": "Systenf, "accountDescription": "Systent,
"accountM sc": "Systeni, "percentToRecord": 100, "recordi ngEnabl ed": 1,

"cal | MetaDataSrc": 0, "announceEnabled": 0, "default AnnounceAudioFile": "",
"def aul t AnnounceAudi oText": "", "defaul tOptQut Vxm File": "opt_out.jsp",

"opt Qut Enabl ed": 0, "recorderState": 1, "defaul t Recordi ngType": 8,

"agent | dEdi t abl eFl ag": 0, "ratingEditabl eFlag": 0, "conpletedEditableFlag": O,
"not eskdi tabl eFl ag": 0, "application": "conference", "playBeepBeforeRecord": 0,
"term nateONDTMF": 0, "term nateOnECS": -1, "recurringBeepEnabl ed": 0,
"recurringBeeplnterval": 30, "recurringBeepFile": "beep.wav", "recordSaveDTM":
"#", "maxi mumNunber Of Ports": 24, "nunber OfBurstPorts": 6, "acctPortLimt": -1,
"showAppl i anceTabi nRouteView': 0, "codecProfileld": 1, "forceRpdd": O,
"storeDTMFSetting": 0, "downl oadRecordi ngPernission": 1,

"pl ayBackRecor di ngPerni ssion": 1, "del eteRecordi ngPerm ssion": 1,

"vi deoRecor di ngEnabl ed": 0, "videoAccessEnabl ed": 1, "recSegnentationState":

01} 1]

POST

REST URL - https://<IP>: <port>/provapi/accounts/upl oad
SUPPORTED METHCD -  POST

HEADER - Aut hori zation
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PATH PARAMETER - No parans

Sample Request Body - Create a CSV file with the following data to be imported:

* account name

* account_description

°  account_misc

* percent_to record

* recording_enabled

e recorder_state

*  default recording_type
* agent id editable flag
* rating editable flag

*  completed editable flag
* notes_editable flag

* application

*  maximum_number of ports

*  number of urst ports
* acct _port limit

Output Response

Accounts inported successfully

GET

REST URL - https://<IP>: <port>/provapi/accounts/{account| D}

SUPPORTED METHOD - GET

HEADER - Aut hori zation

PATH PARAMETER - accountID

Sample Request Body - Not required

Sample Resonse Body
{

"account Description": "string",

"accountld": O,
"accountM sc": "string",
"account Name": "string",
"acctPortLimt": O,

"agent | dEdi t abl eFl ag": "string",
"announceEnabl ed": "string",

"application": "string",

“cal | MetaDataSrc": "string",

"codecProfileld": O,

"conpl et edEdi t abl eFl ag": "string",
"def aul t AnnounceAudi oFi | e": "string"

Chapter 4

Provisioning API Examples
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"def aul t AnnounceAudi oText": "string",
"defaul t Opt Qut Vxml Fil e": "string",

"def aul t Recor di ngType": "string",

"del et eRecor di ngPerm ssion": "string",
"downl oadRecor di ngPerm ssion": "string",
"forceRpdd": 0,

" maxi mumNunber Of Port s": 0,

"not eskdi t abl eFl ag": "string",
“nunber O Bur st Ports": O,

"“opt Qut Enabl ed": "string",

"percent ToRecord": 0,

"pl ayBackRecor di ngPerm ssion": "string",
"pl ayBeepBef oreRecord": "string",
"ratingEditabl eFlag": "string",
"recSegnentationState": "string",
"recordSaveDTMF": "string",

"recorder State": 0,

"recordi ngEnabl ed": "string",
"recurringBeepEnabl ed": "string",
“recurringBeepFile": "string",
“recurringBeeplnterval ": 0,

"showAppl i anceTabi nRout eVi ew': "string",
"storeDTMFSetting": "string",

"term nateONDTMF": "string",
"ternminateOnECS": "string",

"vi deoAccessEnabl ed": "string",

"vi deoRecor di ngEnabl ed": "string"

}

Sample Output Response

{ "accountld": 3, "accountNane": "OC', "accountDescription": "Oracle as an

conpany", "accountMsc": "", "percentToRecord": 50, "recordingEnabled": 1,
"announceEnabl ed": 0, "defaul t AnnounceAudi oFile": null,
"def aul t AnnounceAudi oText": null, "defaul tOptQutVxm File": null,

"opt Qut Enabl ed": 0, "recorderState": 1, "defaul t Recordi ngType": 8,

"agent | dEdi t abl eFl ag": 0, "ratingEditabl eFlag": 0, "conpletedEditableFlag": O,
"not esEdi tabl eFl ag": 0, "application": "conference", "playBeepBeforeRecord": 0,
"term nateONDTMF": 0, "term nateOnECS": -1, "recurringBeepEnabled": 0,
"recurringBeeplnterval": 30, "recurringBeepFile": "beep.wav", "recordSaveDTM":
"#", "maxi mumNunber Of Ports": 24, "nunber OfBurstPorts": 6, "acctPortLimit": 6,
"showAppl i anceTabi nRouteView': 0, "codecProfileld": 1, "forceRpdd": O,
"storeDTMFSetting": -1, "downl oadRecordingPermission": 1,

"pl ayBackRecor di ngPerni ssion": 1, "del eteRecordi ngPerm ssion": 1,

"vi deoRecor di ngEnabl ed": 1, "videoAccessEnabled": 1, "recSegnentationState": 1,
"cal | MetaDataSrc": 0 }

GET

REST URL - https://<IP>:<port>/provapi/accounts/{account|D}/routes
SUPPORTED METHOD -  GET

HEADER - Aut hori zation

PATH PARAMETER - account|D

Sample Request Body - Not required

Sample Response Body
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{

"routeld": 0,

"accountld": 0,

"routeType": 0,

"routePattern": "string",
"virtual RoutePattern": "string",
"l abel ": "",

"priority": 0,

"application": "string",
"recordi ngEnabl ed": 0,
"recSegnentationState": 0,

"per cent ToRecord": 0,
"forceRpdd": 0,
"codecProfileld": 0,
"storeDtnfSetting": O,

"vi deoRecor di ngEnabl ed": 0,

"vi deoAccessEnabl ed": O,

"agent | dEdi t abl eFl ag": 0,
"ratingEditabl eFlag": 0,

"conpl et edEdi t abl eFl ag": 0,

"not esEdi t abl eFl ag": 0,
"recordSaveDTMF": "#",

"m ni nuntt or ageDays": 1,

"maxi mumNunber Of Ports": 0,
"nurber O Bur st Ports": 0,

"pl aybackRecor di ngPerm ssion": 0,
"downl oadRecor di ngPer m ssion": 0,
"del et eRecor di ngPermni ssion": 0

}

Sample Output Response

[ { "routeld": 74930, "accountld": 1, "routeType": 1, "routePattern":
"asdasdasd", "virtual RoutePattern": "asdasdasd", "label": "", "priority": 5,
"application": "conference", "recordi ngEnabled": 1, "recSegnentationState": O,
"percent ToRecord": 100, "forceRpdd": 0, "codecProfileld": 1, "storeDtnfSetting":
0, "videoRecordingEnabl ed": 0, "videoAccessEnabled": 1, "agentldEditabl eFl ag":
0, "ratingEditableFlag": 0, "conpletedEditabl eFlag": 0, "notesEditableFlag": 0,
"recordSaveDTMF": "#", "mi ni nunttorageDays": 90, "maxi mumNunber Of Ports": 24,
"nurmber O Bur st Ports": 6, "playbackRecordi ngPerni ssion": 1,

"downl oadRecor di ngPer mi ssion": 1, "del eteRecordingPermission": 1}, { "routeld":
74931, "accountld": 1, "routeType": 1, "routePattern": "sdfsdfsdf",

"virtual RoutePattern": "sdfsdfsdf", "label": "", "priority": 5, "application":
"conference", "recordingEnabled": 1, "recSegnentationState": 0,

"percent ToRecord": 100, "forceRpdd": 0, "codecProfileld": 1, "storeDtnfSetting":
0, "videoRecordingEnabl ed": 0, "videoAccessEnabled": 1, "agentldEditabl eFlag":
0, "ratingEditableFlag": 0, "conpletedEditabl eFlag": 0, "notesEditableFlag": 0,
"recordSaveDTMF": "#", "nmi ni nunttorageDays": 90, "maxi mumNunber Of Ports": 24,
"nurmber O Bur st Ports": 6, "playbackRecordi ngPerni ssion": 1,

"downl oadRecor di ngPer mi ssion": 1, "del eteRecordingPerm ssion": 1} ]

PATCH

REST URL - https://<IP>: <port>/provapi/accounts/{account| D}
SUPPCRTED METHCD - PATCH

HEADER - Aut hori zation

PATH PARAMETER - account|D
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Sample Request Body - Any permissible key values for update

Sample Response Body

{

}

"account Description": "string",
"account|d": O,

"accountMsc": "string",

"account Name": "string",
"acctPortLimt": O,

"agent | dEdi t abl eFl ag": "string",
"announceEnabl ed": "string",
"application": "string",

"cal | MetabDataSrc": "string",
"codecProfileld": O,

"conpl et edEdi t abl eFl ag": "string",
"def aul t AnnounceAudi oFi | e": "string",
"def aul t AnnounceAudi oText": "string",
"defaul t Opt Qut Vxml File": "string",
"def aul t Recor di ngType": "string",

"del et eRecor di ngPer m ssion": "string",
"downl oadRecor di ngPer mi ssion": "string",
"forceRpdd": O,

"maxi mumNunmber Of Port s": 0,

"not eskdi t abl eFl ag": "string",
"nunber O Bur st Ports": O,

"opt Qut Enabl ed": "string",

"percent ToRecord": O,

"pl ayBackRecor di ngPermi ssion": "string",
"pl ayBeepBef or eRecord": "string",
"ratingEditabl eFlag": "string",
"recSegnentationState": "string",
"recordSaveDTMF": "string",
"recorderState": 0,

"recordi ngEnabl ed": "string",
"recurringBeepEnabl ed": "string",
"recurringBeepFile": "string",
"recurringBeeplnterval ": 0,

"showAppl i anceTabi nRout eView': "string",
"storeDTMFSetting": "string",

"term nat eONDTMF": "string",

"term nat eONECS": "string",

"vi deoAccessEnabl ed": "string",

"vi deoRecor di ngEnabl ed": "string"

Sample Input Body

{

"account Description": "Updated desc",
"accountM sc": "m sc has been updated"

}

Sample Output Response

Chapter 4
Provisioning API Examples

{ "accountld": 3, "accountName": "OC', "accountDescription": "Updated desc",
"accountM sc": "nmisc has been updated”, "percentToRecord": 50,

"recordingEnabl ed": 1, "announceEnabl ed": 0, "defaul t AnnounceAudi oFile": null,
"def aul t AnnounceAudi oText": null, "defaul tOptQutVxm File": null,

"opt Qut Enabl ed": 0, "recorderState": 1, "defaul t Recordi ngType": 8,
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"agent | dEdi t abl eFl ag": 0, "ratingEditabl eFlag": 0, "conpletedEditableFlag": O,
"not esEdi tabl eFl ag": 0, "application": "conference", "playBeepBeforeRecord": 0,
"term nateONDTMF": 0, "term nateOnECS": -1, "recurringBeepEnabl ed": 0,
"recurringBeeplnterval ": 30, "recurringBeepFile": "beep.wav", "recordSaveDTM":
"#", "maxi mumNunber Of Ports": 24, "nunber OfBurstPorts": 6, "acctPortLimt": 6,
"showAppl i anceTabi nRouteView': 0, "codecProfileld": 1, "forceRpdd": O,
"storeDTMFSetting": -1, "downl oadRecordingPermission": 1,

"pl ayBackRecor di ngPermi ssion": 1, "del eteRecordi ngPerm ssion": 1,

"vi deoRecor di ngEnabl ed": 1, "videoAccessEnabled": 1, "recSegnentationState": 1,
"cal | MetaDataSrc": 0 }

PUT

REST URL - https://<IP>: <port>/provapi/accounts/{account| D}
SUPPORTED METHOD - PUT

HEADER - Aut hori zation

PATH PARAMETER - account|D

Sample Request Body
{

"account Description": "string",
"account1d": 0,

"accountMsc": "string",

"account Nane": "string",
"acctPortLinit": O,

"agent | dEdi t abl eFl ag": "string",
"application": "string",
"codecProfileld": O,

"conpl et edEdi t abl eFl ag": "string",
"del et eRecor di ngPerni ssion": "string",
"downl oadRecor di ngPer i ssion": "string",
"forceRpdd": 0,

"maxi mumNumber Of Ports": 0,

"not eskdi tabl eFl ag": "string",
"nunber O Burst Ports": 0,

"per cent ToRecord": 0,

"pl ayBackRecor di ngPer i ssion": "string",
"ratingEditabl eFlag": "string",
"recSegnentationState": "string",
"recordSaveDTMF": "string",
"recorderState": 0,

"recordi ngEnabl ed": "string",
"storeDTMFSetting": "string",

"vi deoAccessEnabl ed": "string",

"vi deoRecor di ngEnabl ed": "string"

}

Sample Response Body
{

"account Description": "string",
"account1d": O,

"accountM sc": "string",
"account Nane": "string",
"acctPortLinmit": 0,

"agent | dEdi t abl eFl ag": "string",
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"announceEnabl ed": "string",
"application": "string",

“cal | MetabDataSrc": "string",
"codecProfileld": O,

"conpl et edEdi t abl eFl ag": "string",
"def aul t AnnounceAudi oFi | e": "string",
"def aul t AnnounceAudi oText": "string",
"defaul t Opt Qut Vxml Fil e": "string",
"def aul t Recor di ngType": "string",

"del et eRecor di ngPerm ssion": "string",
"downl oadRecor di ngPerm ssion": "string",
"forceRpdd": 0,

" maxi mumNunber Of Port s": 0,

"not eskdi t abl eFl ag": "string",
“nunber O Bur st Ports": O,

"“opt Qut Enabl ed": "string",

"percent ToRecord": 0,

"pl ayBackRecor di ngPerm ssion": "string",
"pl ayBeepBef oreRecord": "string",
"ratingEditabl eFlag": "string",
"recSegnentationState": "string",
"recordSaveDTMF": "string",
"recorder State": 0,

"recordi ngEnabl ed": "string",
"recurringBeepEnabl ed": "string",
“recurringBeepFile": "string",
“recurringBeeplnterval ": 0,

"showAppl i anceTabi nRout eVi ew': "string",
"storeDTMFSetting": "string",

"term nateONDTMF": "string",
"termnateOnECS": "string",

"vi deoAccessEnabl ed": "string",

"vi deoRecor di ngEnabl ed": "string"

}

Sample Input Body

{ "accountld": 3, "accountNane": "OC', "accountDescription": "Updated desc",
"accountM sc": "nmisc has been updated", "percentToRecord": 50,

"recordi ngEnabl ed": 1, "announceEnabl ed": 0, "defaul t AnnounceAudi oFile": null,
"def aul t AnnounceAudi oText": null, "defaul tOptQutVxm File": null,

"opt Qut Enabl ed": 0, "recorderState": 1, "defaul t Recordi ngType": 8,

"agent | dEdi t abl eFl ag": 0, "ratingEditabl eFlag": 0, "conpletedEditableFlag": O,
"not eskdi tabl eFl ag": 0, "application": "conference", "playBeepBeforeRecord": 0,
"term nateONDTMF": 0, "term nateOnECS": -1, "recurringBeepEnabled": 0,
"recurringBeeplnterval": 30, "recurringBeepFile": "beep.wav", "recordSaveDTM":
"#", "maxi mum\unber Of Ports": 24, "nunber OfBurstPorts": 6, "acctPortLimt": 6,
"showAppl i anceTabi nRouteView': 0, "codecProfileld": 1, "forceRpdd": O,
"storeDTMFSetting": -1, "downl oadRecordi ngPermission": 1,

"pl ayBackRecor di ngPerni ssion": 1, "del eteRecordi ngPerm ssion": 1,

"vi deoRecor di ngEnabl ed": 1, "videoAccessEnabled": 1, "recSegnentationState": 1,
"cal | MetaDataSrc": 0 }

Sample Output Response

{ "accountld": 3, "accountNane": "OC', "accountDescription": "Updated desc",
"accountM sc": "nmisc has been updated", "percentToRecord": 50,

"recordi ngEnabl ed": 1, "announceEnabl ed": 0, "default AnnounceAudi oFile": null,
"def aul t AnnounceAudi oText": null, "defaul tOptQutVxm File": null,

"opt Qut Enabl ed": 0, "recorderState": 1, "defaul t Recordi ngType": 8,

"agent | dEdi t abl eFl ag": 0, "ratingEditabl eFlag": 0, "conpletedEditableFlag": O,
"not esEdi tabl eFl ag": 0, "application": "conference", "playBeepBeforeRecord": 0,

ORACLE 4-14



ORACLE

Chapter 4
Provisioning API Examples

"term nateONDTMF": 0, "term nateOnECS": -1, "recurringBeepEnabl ed": 0,
"recurringBeeplnterval ": 30, "recurringBeepFile": "beep.wav", "recordSaveDTM":
"#", "maxi mum\unber Of Ports": 24, "nunber OfBurstPorts": 6, "acctPortLimt": 6,
"showAppl i anceTabi nRouteView': 0, "codecProfileld": 1, "forceRpdd": O,
"storeDTMFSetting": -1, "downl oadRecordi ngPermission": 1,

"pl ayBackRecor di ngPermi ssion": 1, "del eteRecordi ngPerm ssion": 1,

"vi deoRecor di ngEnabl ed": 1, "vi deoAccessEnabled": 1, "recSegnentationState": 1,
"cal | MetaDataSrc": 0 }

PATCH

REST URL - https://<IP>: <port>/provapi/accounts/{account|D}/archi veByAccount
SUPPCRTED METHCD -  PATCH

HEADER - Aut hori zation

PATH PARAMETER - account|D

Sample Request Body
{

"sourceDirectory": "sring",
"name": "string",
"converterlp": "string",
"wwSer vedFrom': nul |,
"converterWebSer vi ceSSLEnabl ed": 0,
"account1d": O,
"accessType": 0,

"del et eEnabl ed": 0,
"dirDateStructure": 0,
"dirAccount Structure": 0,
"moveNonEXxi sti ngRecord": O,
"creat eEnpt yRecordi ngs": 0,
"conver si onMbde": 0,
"conver si onPer cent age": 0,
"host": "string",
"credential sUser": "string",
"credential sPass": "string",
"checksunOptions": 0

}

Sample Response Body
{

"sourceDirectory": "sring",
"name": "string",
"converterlp": "string",
"wwSer vedFrom': nul |,
"converter\WebSer vi ceSSLEnabl ed": 0,
"account1d": 0,
"accessType": 0,

"del et eEnabl ed": 0,
"dirDateStructure": 0,
"dirAccount Structure": O,
"moveNonEXxi sti ngRecord": O,
"creat eEnpt yRecordi ngs": 0,
"conver si onMbde": 0,
"conver si onPer cent age": 0,
"host": "string",
"credential sUser": "string",
"credential sPass": "string",
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"checksunOptions": 0
}

Sample Input Body
{

"sourceDirectory" : "/opt/isr/recordings",
"nane" : "Systen ,
"accessType": 0

}

Sample Output Body

{ "sourceDirectory": "/opt/isr/recordings", "name": "Systent, "converterlp":
"10.178.248. 21", "wwServedFront: null, "converterWbServi ceSSLEnabl ed": 1,
"accountld": 1, "accessType": 0, "deleteEnabled": 1, "dirDateStructure": 1,
"dirAccount Structure": 0, "noveNonExi stingRecord": 0, "createEnptyRecordings":
0, "conversionMde": 2, "conversionPercentage": 100, "host": "10.178.248. 22",
"credential sUser": "root", "credential sPass": "isradnf, "checksunOptions": 0 }

Codec Profile

GET

REST URL - https://<IP>: <port>/provapi/codecProfile
SUPPORTED METHCD - GET
HEADER - Aut hori zation

Sample Request Body - Not required

Sample Response Body

[ { "codecProfileld": 0, "preferences": 0, "codecMaps": [ { "codecMapld": 0,
"codecProfileld": 0, "recordingFormatld": 0, "transm ssionCodecld": 0 },

{ "codecMapld": 0, "codecProfileld": 0, "recordingFormatld": O,

"transm ssionCodecld": 0}, { "codecMapld": 0, "codecProfileld": O,
"recordingFormatld": 0, "transmissionCodecld": 0}, { "codecMapld": O,
"codecProfileld": 0, "recordingFormatld": 0, "transm ssionCodecld": 0 },

{ "codecMapld": 0, "codecProfileld": 0, "recordingFormatld": O,

"transm ssionCodecld": 0} ], "name": "string", "description": "string" }]

Example

[ { "codecProfileld": 1, "preferences": 50, "codecMaps": [ { "codecMapld": 1,
"codecProfileld": 1, "recordingFormatld": 6, "transm ssionCodecld": 1 },

{ "codecMapld": 2, "codecProfileld": 1, "recordingFormatld": 19,

"transm ssionCodecld": 2 }, { "codecMapld": 3, "codecProfileld": 1,
"recordingFormatld": 7, "transmissionCodecld": 3}, { "codecMapld": 4,
"codecProfileld": 1, "recordingFormatld": 12, "transmi ssionCodecld": 4 },

{ "codecMapld": 21, "codecProfileld": 1, "recordingFornatld": 13,
"transmssionCodecld": 5} ], "name": "Default", "description": "The default
profile" }, { "codecProfileld": 2, "preferences": 0, "codecMaps":

[ { "codecMapld": 5, "codecProfileld": 2, "recordingFornatld": 20,

"transm ssionCodecld": 1}, { "codecMapld": 6, "codecProfileld": 2,
"recordingFormat 1 d": 20, "transmi ssionCodecld": 2}, { "codecMapld": 7,
"codecProfileld": 2, "recordingFormatld": 20, "transmi ssionCodecld": 3},

{ "codecMapld": 8, "codecProfileld": 2, "recordingFormatld": 20,
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"transm ssionCodecld": 4}, { "codecMapld": 22, "codecProfileld": 2
"recordingFormat1d": 2, "transnissionCodecld": 5} ], "nane": "Smallest"
"description": "The smallest file size" }, { "codecProfileld": 3, "preferences"
30, "codecMaps": [ { "codecMapld": 9, "codecProfileld": 3, "recordingFormat!d":
16, "transm ssionCodecld": 1 }, { "codecMapld": 10, "codecProfileld": 3
"recordingFormat1d": 19, "transm ssionCodecld": 2 }, { "codecMapld": 11
"codecProfileld": 3, "recordingFormatld": 7, "transm ssionCodecld": 3}

{ "codecMapld": 12, "codecProfileld": 3, "recordingFornatld": 22

"transm ssionCodecld": 4}, { "codecMapld": 23, "codecProfileld": 3
"recordingFormat1d": 7, "transnissionCodecld": 5} ], "nane": "Small"
"description": "A blend of small files and good quality" }, { "codecProfileld"
4, "preferences": 100, "codecMaps": [ { "codecMapld": 13, "codecProfileld": 4
"recordingFormat1d": 16, "transm ssionCodecld": 1}, { "codecMapld": 14
"codecProfileld": 4, "recordingFormatld": 19, "transnmi ssionCodecld": 2 },

{ "codecMapld": 15, "codecProfileld": 4, "recordingFornatld": 13

"transm ssionCodecld": 3}, { "codecMapld": 16, "codecProfileld": 4
"recordingFormat1d": 16, "transm ssionCodecld": 4 }, { "codecMapld": 24
"codecProfileld": 4, "recordingFormatld": 13, "transm ssionCodecld": 51} ],
"name": "Best Quality", "description": "The best quality recordings" }

{ "codecProfileld": 5 "preferences": 50, "codecMaps": [ { "codecMapld": 17
"codecProfileld": 5, "recordingFormatld": 13, "transnmissionCodecld": 1},

{ "codecMapld": 18, "codecProfileld": 5, "recordingFornatld": 13

"transm ssionCodecld": 2 }, { "codecMapld": 19, "codecProfileld": 5
"recordingFormat1d": 13, "transm ssionCodecld": 3}, { "codechMapld": 20
"codecProfileld": 5, "recordingFormatld": 13, "transnmi ssionCodecld": 4 },

{ "codecMapld": 25, "codecProfileld": 5, "recordingFornatld": 13

"transm ssionCodecld": 5} ], "nanme": "Firefox Conpatible", "description": "This
Codec Profile is for use to support recording playback in mdern versions of the
Firefox Wb Browser." }, { "codecProfileld": 7, "preferences": 50, "codecMaps"
[ { "codecMapld": 31, "codecProfileld": 7, "recordingFormatld": 2

"transm ssionCodecld": 1}, { "codecMapld": 32, "codecProfileld": 7
"recordingFormat1d": 2, "transnissionCodecld": 2 }, { "codecMapld": 33
"codecProfileld": 7, "recordingFormatld": 2, "transm ssionCodecld": 3}

{ "codecMapld": 34, "codecProfileld": 7, "recordingFornmatld": 2,

"transm ssionCodecld": 4}, { "codecMapld": 35, "codecProfileld": 7
"recordingFormat1d": 2, "transnissionCodecld": 5} ], "nane": "new format"
"description": "re" } ]

POST

REST URL - https://<IP>:<port>/provapi/codecProfile
SUPPORTED METHCD -  POST

HEADER - Aut hori zation

Sample Request Body
{

"description"; "string"
"name": "string"

}

Sample Response Body

{ "codecProfileld": 0, "description": "string", "name": "string", "preferences"
0}

Sample Input Body
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{
"description": "New codec",
"name": "Codec Description”

}

Sample Output Response

{ "codecProfileld": 15, "name": "Codec Description", "description": "New codec",
"preferences": 50 }

PUT

REST URL - https://<IP>: <port>/provapi/codecProfile/{codecProfilel D}
SUPPORTED METHOD - PUT

HEADER - Aut hori zation

PATH PARAMETER - codecProfilel D

Sample Request Body
{

"description": "string",
"name": "string",
"preferences": 0

}

Sample Response Body

{ "codecProfileld": 0, "description": "string", "name": "string", "preferences":
0}

Sample Input Body
{

"description": "Updated desc",
"nane": "New codec",
"preferences": 100

}

Sample Output Response
{

"description": "Updated desc",
"nane": "New codec",
"preferences": 100

}

DELETE

REST URL - https://<IP>: <port>/provapi/codecProfile/{codecProfilelD}
SUPPCRTED METHCD -  DELETE

HEADER - Aut hori zation

PATH PARAMETER - codecProfilel D

Sample Request Body - Not required

Sample Response Body
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Codec Profile with ID <codecProfilel D> has been del eted

Example

Codec Profile with ID 3 has been del et ed

PUT

REST URL - https://<IP>: <port>/provapi/codecProfil e/ codecMapEntry/{codecMapl D}/
recor di ngFor mat / {r ecor di ngFor nat | D}

SUPPORTED METHCD - PUT
HEADER - Aut hori zation
PATH PARAMETER - codecMapl D, recordi ngFormat|D

Sample Request Body - Not required

Sample Response Body

{ "codecMapld": 0, "codecProfileld": 0, "recordingFormatld": O,
"transm ssi onCodecl d": 0}

Sample Input URL

https://10.128. 248. 23: 9443/ pr ovapi / codecProf i | e/ codecMapEnt ry/ 23/
recor di ngFor mat / 11

Sample Output Response

{ "codecMapld": 23, "codecProfileld": 3, "recordingFormatld": 11,
"transm ssionCodecld": 5}

GET

REST URL - https://<IP>: <port>/provapi/codecProfil e/ codecProfil eNane/
{codecProfil eNane}

SUPPORTED METHOD - GET
HEADER - Aut hori zation

Sample Request Body - Not required

Sample Response Body

{ "codecProfileld": 0, "preferences": 0, "codecMaps": [ { "codecMapld": O,
"codecProfileld": 0, "recordingFormatld": 0, "transm ssionCodecld": 0 },
{ "codecMapld": 0, "codecProfileld": 0, "recordingFormatld": O,

"transm ssionCodecl d": 0}, { "codecMapld": 0, "codecProfileld": O,
"recordingFormat1d": 0, "transnissionCodecld": 0}, { "codecMapld": O,
"codecProfileld": 0, "recordingFormatld": 0, "transm ssionCodecld": 0 },
{ "codecMapld": 0, "codecProfileld": 0, "recordingFormatld": O,

"transm ssionCodecld": 0 } ], "nane": "string", "description": "string" }

Sample Input URL
https://10.128. 248. 23: 9443/ provapi / codecProf i | e/ codecPr of i | eName/ Def aul t

Sample Output Response
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{ "codecProfileld": 1, "preferences": 50, "codecMaps": [ { "codecMapld": 1,
"codecProfileld": 1, "recordingFormatld": 6, "transm ssionCodecld": 1 },

{ "codecMapld": 2, "codecProfileld": 1, "recordingFormatld": 19,

"transm ssionCodecld": 2 }, { "codecMapld": 3, "codecProfileld": 1,
"recordingFormat1d": 7, "transmssionCodecld": 3}, { "codecMapld": 4,
"codecProfileld": 1, "recordingFormatld": 12, "transnmi ssionCodecld": 4 },

{ "codecMapld": 21, "codecProfileld": 1, "recordingFornatld": 13,

"transm ssionCodecld": 5} ], "name": "Default", "description": "The default
profile" }

GET

REST URL - https://<IP>:<port>/provapi/codecProfile/recordingFornat
SUPPORTED METHCD - GET
HEADER - Aut hori zation

Sample Request Body - Not required

Sample Response Body

[ { "recordingFormatld": 0, "nanme": "string" }]

Example

[ { "recordingFormatld": 1, "nane": "RDPP changed" }, { "recordingFormatld": 2,
"name”: "RAWulaw' }, { "recordingFormatld": 3, "name": "RAWal aw' },

{ "recordingFormatld": 4, "name": "RAWPCM }, { "recordingFormatld": 5, "nane":
"WAVE PCM (8bit 8Khz) nono" }, { "recordingFormatld": 6, "name": "WAVE PCM (8bit
8Khz) stereo" }, { "recordingFormatid": 7, "name": "WAVE PCM (8bit 8Khz)" },

{ "recordingFormatld": 8, "name": "WAVE PCM (16bit 8Khz) mono" },

{ "recordingFormatld": 9, "name": "WAVE PCM (16bit 8Khz) stereo" },

{ "recordingFormatld": 10, "nane": "WAVE PCM (16bit 8Khz)" },

{ "recordingFormatld": 11, "nane": "WAVE PCM (16bit 16Khz) nono" },

{ "recordingFormatld": 12, "nanme": "WAVE PCM (16bit 16Khz) stereo" },
{ "recordingFormatld": 13, "nane": "WAVE PCM (16bit 16Khz)" },

{ "recordingFormat|d": 14, "nane": "WAVE ul aw (8bit 8Khz) nono" },

{ "recordingFormatld": 15, "nane": "WAVE ul aw (8bit 8Khz) stereo" },
{ "recordingFormatld": 16, "nane": "WAVE ulaw (8bit 8Khz)" },

{ "recordingFormatld": 17, "nane": "WAVE al aw (8bit 8Khz) nono" },

{ "recordingFormatld": 18, "nane": "WAVE al aw (8bit 8Khz) stereo" },
{ "recordingFormatld": 19, "nane": "WAVE alaw (8bit 8Khz)" },

{ "recordingFormat|d": 20, "nane": "WAVE ADPCM (4bit 8Khz) mpno" },

{ "recordingFormatld": 21, "nanme": "WAVE ADPCM (4bit 8Khz) stereo" },
{ "recordingFormatld": 22, "nanme": "WAVE ADPCM (4bit 8Khz)" } ]

GET

REST URL - https://<IP>: <port>/provapi/codecProfile/transn ssi onCodec
SUPPORTED METHOD -  GET
HEADER - Aut hori zation

Sample Request Body - Not required

Sample Response Body

[ { "transm ssionCodecld": 0, "nane": "string" }]

Example
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[ { "transmi ssionCodecld": 1, "nane": "g.711 nulaw' }, { "transnissionCodecld":
2, "nane": "g.711 alaw' }, { "transm ssionCodecld": 3, "nane": "g.722" },

{ "transm ssionCodecld": 4, "name": "g.729" }, { "transm ssionCodecld": 5,
"name": "AMR-VB/ 16000/ 1" } ]

GET

REST URL - https://<IP>: <port>/provapi/codecProfile/{codecProfilel D}
SUPPORTED METHOD -  GET

HEADER - Aut hori zation

PATH PARAMETER - codecProfilel D

Sample Request Body - Not required

Sample Response Body

{ "codecProfileld": 0, "preferences": 0, "codecMaps": [ { "codecMapld": O,
“codecProfileld": 0, "recordingFormatld": 0, "transm ssionCodecld": 0 },

{ "codecMapld": 0, "codecProfileld": 0, "recordingFormatld": O,

"transm ssionCodecld": 0}, { "codecMapld": 0, "codecProfileld": O,
“recordingFormatld": 0, "transmissionCodecld": 0}, { "codecMapld": O,
“codecProfileld": 0, "recordingFormatld": 0, "transm ssionCodecld": 0 },

{ "codecMapld": 0, "codecProfileld": 0, "recordingFormatld": O,

"transm ssionCodecld": 0} ], "name": "string", "description": "string" }

Example

{ "codecProfileld": 1, "preferences": 50, "codecMaps": [ { "codecMapld": 1,
“codecProfileld": 1, "recordingFormatld": 6, "transm ssionCodecld": 1},

{ "codecMapld": 2, "codecProfileld": 1, "recordingFormatld": 19,

"transm ssionCodecld": 2}, { "codecMapld": 3, "codecProfileld": 1,
“recordingFormatld": 7, "transmissionCodecld": 3}, { "codecMapld": 4,
“codecProfileld": 1, "recordingFormatld": 12, "transni ssionCodecld": 4 },

{ "codecMapld": 21, "codecProfileld": 1, "recordingFormatld": 13,

“transm ssionCodecld": 5} ], "name": "Default", "description": "The default
profile" }

GET

REST URL - https://<IP>: <port>/provapi/users
SUPPORTED METHCD -  GET
HEADER - Aut hori zation

Sample Request Body - Not required

Sample Response Body
[ { "userTypeld": 0, "accountld": O, "timeFormat": "string", "description":
"string", "timeZone": "string", "userEmmil": "string",

"i sPasswor dExpi ryDi sabl ed": byte, "locale": "string", "userName": "string",
“userld": 0} ]

Example
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[ { "userTypeld": 1, "accountld": 1, "timeFormat": "% ", "description":
"string", "timeZone": "Kol kata", "userEmail": "isradm n@racle.conf,
"i sPasswor dExpi ryDi sabl ed": 1, "locale": "en", "userName": "Admn", "userld":

1}]

POST

REST URL - https://<IP>: <port>/provapi/users
SUPPORTED METHCD -  POST
HEADER - Aut hori zation

Path Parameter - No parameters

Sample Request Body - Create a CSV file with the following data to be imported:
e user name

e user_email

e description

e password

* user_type

e account name

* login disabled

e time zone locale

e audit_view_permission

e call control permission

e edit_recording data permission
* notes_and scoring permission

e access_to_all routes in_account
e time format

Sample Output Response

Uaera inported successfully

POST

REST URL - https://<IP>: <port>/provapi/users
SUPPORTED METHCD -  POST
HEADER - Aut hori zation

Sample Request Body
{

"account |l d": O,

“description": "string",

"i sPasswor dExpi ryDi sabl ed": byte,
"l ocale": "string",

"l ogi nDi sabl ed": byte,
“timeFormat": "string",
“timeZone": "string",
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"userEmail": "string",
"userName": "string",
"userPass": "string",
"userTypeld": 0

}

Sample Response Body

{ "accountld": 0, "allRouteslnAccountAccess": byte, "del etePernission": byte,
"description": "string", "downloadRecordi ngPernission": byte,

"edi t Recor di ngDat aPer i ssion": byte, "isPasswordExpiryD sabled": byte, "locale":
"string", "loginDisabled": byte, "notesAndScoringPerm ssion": byte,

"pl aybackRecor di ngPerm ssion": byte, "timeFormat": "string", "timeZone":
"string", "userld": 0, "userNane": "string", "userTypeld": O,

"vi deoAccessEnabl ed": byte }

Sample Input Body
{

"account I d": 1,

"description": "New user",

"i sPasswor dExpi ryDi sabl ed": 1,
"local e": "en",

"l ogi nDi sabl ed": 0,

"timeFormat": "% ",
"timeZone": "Kol kata",
"userEmai | ": "newUser @r acl e. cont',

"userName": "New User",
"userPass": "Adm n1234!",
"user Typeld": 2

}

Sample Output Response

{ "userld": 14, "accountld": 1, "userName": "New User", "description": "New
user", "userTypeld": 2, "loginDisabled": 0, "allRouteslnAccountAccess": 0,

"del et ePernmission": 1, "editRecordi ngDataPernission": 0,

"downl oadRecor di ngPerm ssion": 1, "playbackRecordi ngPerm ssion": 1,

"not esAndScori ngPermi ssion": 0, "videoAccessEnabled": 1, "tineZone": "Kol kata",
"timeFormat": "%", "locale": "en", "isPasswordExpiryDisabled": 0}

GET

REST URL - https://<IP>: <port>/provapi/users/userNane/ {user Nane}
SUPPORTED METHOD - GET

HEADER - Aut hori zation

PATH PARAMETER - user Nane

Sample Request Body - Not required

Sample Response Body
[ { "userTypeld": 0, "accountld": O, "timeFormat": "string", "description":
"string", "timeZone": "string", "userEmail": "string",

"i sPasswor dExpi ryDi sabl ed": byte, "locale": "string", "userName": "string",
“userld": 0} ]

Sample Input URL
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https://10.128. 248. 23: 9443/ provapi / user s/ user Nane/ newd20User

Sample Output Response

{ "userTypeld": 2, "accountld": 1, "tineFormat": "9%", "description": "New
user", "timeZone": "Kol kata", "userEmail": "newUser @racle.cont,

"i sPasswor dExpi ryDi sabl ed": 1, "locale": "en", "userNane": "New User", "userld":
14 }

DELETE

REST URL - https://<IP>: <port>/provapi/users/{userl D}
SUPPCRTED METHCD -  DELETE

HEADER - Aut hori zation

PATH PARAMETER - userlD

Sample Request Body - Not required

Sample Response Body

User with I D <userl D> has been del eted

Example

User with ID 3 has been del eted

GET

REST URL - https://<IP>: <port>/provapi/users/userlD
SUPPORTED METHCD -  GET

HEADER - Aut hori zation

PATH PARAMETER - userlD

Sample Request Body - Not required

Sample Response Body
[ { "userTypeld": 0, "accountld": O, "timeFormat": "string", "description":
"string", "timeZone": "string", "userEmail": "string",

"i sPasswor dExpi ryDi sabl ed": byte, "locale": "string", "userName": "string",
“userld": 0} ]

Example

{ "userTypeld": 2, "accountld": 1, "tinmeFormat": "9%", "description": "New
user", "timeZone": "Kol kata", "userEmail": "newUser @racl e. cont,

"i sPasswor dExpi ryDi sabl ed": 1, "locale": "en", "userName": "New User", "userld":
14}

PATCH

REST URL - https://<IP>: <port>/provapi/users/{userlD}
SUPPORTED METHCD -  PATCH

HEADER - Aut hori zation
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PATH PARAMETER - userlD

Sample Request Body - Any permissible key values for update

Sample Response Body

{ "accountld": 0, "all RouteslnAccount Access": "string", "deletePerm ssion":
"string", "description": "string", "downl oadRecordingPerm ssion": "string",

"edi t Recor di ngDat aPer mi ssion": "string", "isPasswordExpiryDisabled": "string",
"local e": "string", "loginDisabled": "string", "notesAndScoringPerm ssion":
"string", "playbackRecordingPerm ssion": "string", "tinmeFormat": "string",

"tineZone": "string", "userld": 0, "userName": "string", "userTypeld": O,
"vi deoAccessEnabl ed": "string" }

Sample Input Body
{

"description": "Updated desc",
"i sPasswor dExpi ryDi sabl ed": 1

}

Sample Output Response

{ "userld": 14, "accountld": 1, "userName": "New User", "description": "Updated
desc", "userTypeld": 2, "loginDisabled": 0, "allRouteslnAccountAccess": 0,

"del et ePerm ssion": 1, "editRecordingDataPerm ssion": 0,

"downl oadRecor di ngPermi ssion": 1, "playbackRecordi ngPerm ssion": 1,

"not esAndScori ngPermi ssion": 0, "videoAccessEnabled": 1, "tineZone": "Kol kata",
"tineFormat": "% ", "locale": "en", "isPasswordExpiryDisabled": 1}

PUT

REST URL - https://<IP>: <port>/provapi/users/userlD
SUPPORTED METHCD -  PUT

HEADER - Aut hori zation

PATH PARAMETER - user|D

Sample Request Body
{

"accountld": O,

"al | Rout esl nAccount Access": byte,
"del et ePermi ssion": byte,
“description": "string",

"downl oadRecor di ngPer mi ssion": byte,
"edi t Recor di ngDat aPer mi ssion": byte,
"i sPasswor dExpi ryDi sabl ed": byte,

"l ocale": "string",

"l ogi nDi sabl ed": byte,

"not esAndScor i ngPer i ssion": byte,
"pl aybackRecor di ngPer mi ssion": byte,

“timeFormat": "string",
“timeZone": "string",
"userld": O,

“userName": "string",
"user Typel d": 0,
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"vi deoAccessEnabl ed": byte

}

Sample Response Body

{ "accountld": 0, "allRouteslnAccountAccess": "byte", "del etePernmission": byte,
"description": "string", "downloadRecordi ngPernission": byte,

"edi t Recor di ngDat aPer i ssion": byte, "isPasswordExpiryD sabled": byte, "locale":
"string", "loginDisabled": byte, "notesAndScoringPerm ssion": byte,

"pl aybackRecor di ngPer m ssion": byte, "timeFormat": "string", "timeZone":
"string", "userld": 0, "userNane": "string", "userTypeld": O,

"vi deoAccessEnabl ed": byte }

Sample Input Body
{ "userld": 14, "accountld": 1, "userName": "New User", "description": "updated
user", "userTypeld": 2, "loginDisabled": 0, "allRouteslnAccountAccess": 0,

"del etePernmission": 1, "editRecordi ngDataPernission": 0,

"downl oadRecor di ngPermi ssion": 1, "playbackRecordi ngPerm ssion": 1,

"not esAndScori ngPermi ssion": 0, "videoAccessEnabled": 1, "tineZone": "Kol kata",
"timeFormat": "%", "locale": "en", "isPasswordExpiryDisabled": 0}

Sample Output Response

{ "userld": 14, "accountld": 1, "userName": "New User", "description": "updated
user", "userTypeld": 2, "loginDisabled": 0, "allRouteslnAccountAccess": 0,

"del etePernmission": 1, "editRecordi ngDataPernission": 0,

"downl oadRecor di ngPermi ssion": 1, "playbackRecordi ngPerm ssion": 1,

"not esAndScori ngPermi ssion": 0, "videoAccessEnabled": 1, "tineZone": "Kol kata",
"timeFormat": "%", "locale": "en", "isPasswordExpiryDisabled": 0}

DELETE

REST URL - https://<IP>: <port>/provapi/users/{userlD}/userAccount/{account| D}
SUPPCRTED METHCD -  DELETE

HEADER - Aut hori zation

PATH PARAMETER - userl D, account|D

Sample Request Body - Not required

Sample Response Body

User account with I D <account!D> is del eted

Sample Input URL
https://10.128. 248. 23: 9443/ pr ovapi / user s/ 2/ user Account/ 3

Sample Output Response

User account with ID 3 is deleted

PUT

REST URL - https://<IP>: <port>/provapi/users/{userlD}/userAccount/{account| D}
SUPPORTED METHCOD - PUT

HEADER - Aut hori zation
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PATH PARAMETER - user| D, account|D

Sample Request Body - Not required

Sample Response Body

{ "all Rout esl nAccount Access": "string", "userAccountldentity": { "accountld": O,
"userld": 01} }

Sample Input URL
https://10.128. 248. 23: 9443/ provapi / user s/ 2/ user Account/ 3

Sample Output Response

{ "all Routesl nAccount Access": 1, "userAccountldentity": { "accountld": 3,
"userld": 2} }

DELETE

REST URL - https://<IP>: <port>/provapi/users/{userlD}/userRoute/{userRoutel D}
SUPPORTED METHCD - DELETE

HEADER - Aut hori zation

PATH PARAMETER - user! D, userRoute

Sample Request Body - Not required

Sample Response Body

User route with | D <userRoutel D> is del eted

Sample Input URL
https://10.128. 248. 23: 9443/ provapi / user s/ 2/ user Rout e/ 3

Sample Output Response

User routewith ID 3 is deleted

PUT

REST URL - https://<IP>: <port>/provapi/users/{userlD}/userRout e/ {userRout el D}
SUPPORTED METHCD -  PUT

HEADER - Aut hori zation

PATH PARAMETER - userI D, routelD

Sample Request Body - Not required

Sample Response Body

{ "userRoutesldentity": { "routeld": 0, "userld": 0} }

Sample Input URL
https://10.128. 248. 23: 9443/ provapi / users/ 2/ user Rout e/ 3
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Sample Output Response

{ "userRoutesldentity": { "routeld": 3, "userld": 2} }

GET

REST URL - https://<IP>: <port>/provapi/routes
SUPPORTED METHCD -  GET
HEADER - Aut hori zation

Sample Request Body -Not required

Sample Response Body

[ { "accountld": 0, "agentl|dEditabl eFlag": byte, "application": "string",
"codecProfileld": 0, "conpletedEditabl eFlag": byte, "del eteRecordingPerm ssion":
byte, "downl oadRecordi ngPerm ssion": byte, "forceRpdd": 0, "label": "string",
"maxi mumNunber Of Ports": 0, "nini nunSt orageDays": 0, "notesEditabl eFlag": byte,
"nurmber O Burst Ports": 0, "percentToRecord": 0, "playbackRecordi ngPerm ssion":
byte, "priority": 0, "ratingEditabl eFlag": byte, "recSegnentationState": byte,
"recordSaveDTMF": byte, "recordingEnabled": byte, "routeld": 0, "routePattern":
"string", "routeType": byte, "storeDtnfSetting": byte, "videoAccessEnabled":
byte, "videoRecordingEnabl ed": byte, "virtual RoutePattern": "string" } ]

Example

[ { "routeld": 4, "accountld": 1, "routeType": 1, "routePattern": "9%,

"virtual RoutePattern": "9ONI S%, "label": "", "priority": 5, "application":
"conference", "recordingEnabled": 1, "recSegnentationState": 1,

"percent ToRecord": 100, "forceRpdd": 0, "codecProfileld": 1, "storeDtnfSetting":
1, "videoRecordingEnabl ed": 1, "videoAccessEnabled": 0, "agentldEditabl eFl ag":
0, "ratingEditableFlag": 0, "conpletedEditabl eFlag": 0, "notesEditableFlag": 0,
"recordSaveDTMF": "#", "mi ni nunttorageDays": 90, "maxi mumNunber Of Ports": 24,
"nurmber O Burst Ports": 6, "playbackRecordi ngPermi ssion": 1,

"downl oadRecor di ngPermi ssion": 1, "del eteRecordingPerm ssion": 1} ]

POST

REST URL - https://<IP>: <port>/provapi/routes
SUPPORTED METHCD -  POST
HEADER - Aut hori zation

Path Parameter - No parameters

Sample Request Body - Create a file with the following data to be imported:
* route type

e route_pattern

e virtual route pattern

e label

e priority

e account_name
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*  percent_to_record

* recording_enabled

e default recording_type
* agent id editable flag

* rating editable flag

*  completed editable flag
* notes_editable flag

*  application

*  maximum_number of ports
*  number of burst ports
°  minimum_storage days
Sample Output Response

Rout es inported successfully

POST

REST URL - https://<IP>: <port>/provapi/routes
SUPPORTED METHCOD -  POST
HEADER - Aut hori zation

Sample Request Body
{

"accountld": O,

"l abel": "string",

“priority": O,

“routePattern”: "string",
"routeType": byte,

"virtual RoutePattern": "string"

}

Sample Response Body

Chapter 4
Provisioning API Examples

{ "accountld": 0, "agentl|dEditableFlag": byte, "application": "string",

“codecProfileld": 0, "conpletedEditabl eFl ag":

byte, "del eteRecordi ngPerni ssion":

byte, "downl oadRecordi ngPerm ssion": byte, "forceRpdd": 0, "label": "string",
"maxi mumNunber Of Ports": 0, "mnini nuntt orageDays": 0, "notesEditabl eFl ag": byte,
"number O Burst Ports": 0, "percent ToRecord": 0, "playbackRecordi ngPerm ssion":
byte, "priority": 0, "ratingEditabl eFlag": byte, "recSegmentationState": byte,
"recordSaveDTMF": byte, "recordingEnabled": byte, "routeld": 0, "routePattern”:

"string", "routeType": "string", "storeDinfSetting":

byte, "videoAccessEnabl ed":

byte, "videoRecordingEnabl ed": byte, "virtual RoutePattern": "string" }

Sample Input Body
{

"accountld": 1,

"l abel ": "New Route",
“priority": 1,
"routePattern": "%4,
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"routeType": 1,
"virtual RoutePattern": "9%%

}

Sample Output Response

{ "routeld": 5, "accountld": 1, "routeType": 1, "routePattern": "9%4,

"virtual RoutePattern": "94, "label": "New Route", "priority": 1, "application":
"conference", "recordingEnabled": 1, "recSegnentationState": 0,

"percent ToRecord": 100, "forceRpdd": 0, "codecProfileld": 1, "storeDtnfSetting":
-1, "videoRecordi ngEnabl ed": 1, "videoAccessEnabled": 1, "agent!|dEditabl eFl ag":
0, "ratingEditableFlag": 0, "conpletedEditabl eFlag": 0, "notesEditableFlag": 0,
"recordSaveDTMF": "#", "mi ni nunttorageDays": 90, "maxi mumNunber Of Ports": 24,
"nurmber O Burst Ports": 6, "playbackRecordi ngPerni ssion": 1,

"downl oadRecor di ngPer mi ssion": 1, "del eteRecordingPermission": 1}

DELETE

REST URL - https://<IP>: <port>/provapi/routes/{routel D}
SUPPCRTED METHCD -  DELETE

HEADER - Aut hori zation

PATH PARAMETER - routel D

Sample Request Body - Not Required

Sample Response Body

Route with ID <routelD> is del eted

Example

Route with ID 3 is deleted

GET

REST URL - https://<IP>: <port>/provapi/routes/{routel D}
SUPPORTED METHCD - GET

HEADER - Aut hori zation

PATH PARAMETER - routel D

Sample Request Body - Not required

Sample Response Body

{ "accountld": 0, "agent!dEditableFlag": byte, "application": "string",
"codecProfileld": 0, "conpletedEditabl eFlag": byte, "deleteRecordingPerm ssion":
byte, "downl oadRecordi ngPerm ssion": byte, "forceRpdd": 0, "label": "string",
"maxi mumNurber Of Ports": 0, "mini nunttorageDays": 0, "notesEditabl eFlag": byte,
"nunber O BurstPorts": 0, "percentToRecord": 0, "playbackRecordi ngPermni ssion":
byte, "priority": 0, "ratingEditabl eFl ag": byte, "recSegnentationState": byte,
"recordSaveDTMF": byte, "recordingEnabled": byte, "routeld": 0, "routePattern":
"string", "routeType": byte, "storeDinfSetting": byte, "videoAccessEnabled":
byte, "videoRecordingEnabl ed": byte, "virtual RoutePattern": "string" }

Example
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{ "routeld": 4, "accountld": 1, "routeType": 1, "routePattern": "%,

"virtual RoutePattern": "9®ONI S¥%, "label": "", "priority": 5, "application":
"conference", "recordingEnabled": 1, "recSegnentationState": 1,

"percent ToRecord": 100, "forceRpdd": 0, "codecProfileld": 1, "storeDtnfSetting":
1, "videoRecordingEnabl ed": 1, "videoAccessEnabled": 0, "agent!|dEditabl eFl ag":
0, "ratingEditableFlag": 0, "conpletedEditabl eFlag": 0, "notesEditableFlag": 0,
"recordSaveDTMF": "#", "mi ni nuntt orageDays": 90, "maxi mumNunber Of Ports": 24,
"nurmber O Burst Ports": 6, "playbackRecordi ngPerni ssion": 1,

"downl oadRecor di ngPer mi ssion": 1, "del eteRecordingPermission": 1}

PATCH

REST URL - https://<IP>:<port>/provapi/routes/{routel D}
SUPPCRTED METHCD - PATCH

HEADER - Aut hori zation

PATH PARAMETER - routeslD

Sample Request Body - Any permissible key values for update

Sample Response Body

{ "accountld": 0, "agentl|dEditableFlag": byte, "application": "string",
"codecProfileld": 0, "conpletedEditabl eFlag": byte, "del eteRecordingPerm ssion":
byte, "downl oadRecordi ngPerm ssion": byte, "forceRpdd": 0, "label": "string",
"maxi mumNunber Of Ports": 0, "nini nuntt orageDays": 0, "notesEditabl eFl ag": byte,
"number O Bur st Ports": 0, "percent ToRecord": 0, "playbackRecordingPerm ssion":
byte, "priority": 0, "ratingEditabl eFlag": byte, "recSegmentationState": byte,
"recordSaveDTMF": byte, "recordingEnabled": byte, "routeld": 0, "routePattern”:
"string", "routeType": "string", "storeDtnfSetting": byte, "videoAccessEnabled":
byte, "videoRecordingEnabl ed": byte, "virtual RoutePattern": "string" }

Sample Input Body
{

"conpl et edEdi t abl eFl ag": 1,

"l abel ": "Sanple |abel"

}

Sample Output Response

{ "routeld": 4, "accountld": 1, "routeType": 1, "routePattern": "%,

"virtual RoutePattern": "9ONI S%, "label": "Sanple label", "priority": 5,
“application": "conference", "recordingEnabled": 1, "recSegnentationState": 1,
"percent ToRecord": 100, "forceRpdd": 0, "codecProfileld": 1, "storeDtnfSetting":
1, "videoRecordingEnabl ed": 1, "videoAccessEnabled": 0, "agentldEditabl eFl ag":
0, "ratingEditableFlag": 0, "conpletedEditabl eFlag": 1, "notesEditableFlag": 0,
"recordSaveDTMVF": "#", "mi ni nuntt orageDays"”: 90, "maxi mumNunber Of Ports": 24,
“number O Bur st Ports": 6, "playbackRecordi ngPerni ssion": 1,

"downl oadRecor di ngPermi ssion": 1, "del eteRecordingPerm ssion": 1}

GET

REST URL - https://<IP>: <port>/provapi/routes/{routel D}/routeG oup

SUPPORTED METHOD - GET
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HEADER - Aut hori zation
PATH PARAMETER - routel D

Sample Request Body - Not required

Sample Response Body

[ { "routeMasterlid": 0, "routeMenberld": 0, "routePattern": "string",
"virtual RoutePattern": "string" } ]

Example

[ { "routeMenberid": 2, "routeMasterld": 5, "routePattern": "$",
"virtual RoutePattern": "$" } ]

POST

REST URL - https://<IP>: <port>/provapi/routes/{routel D}/routeG oup
SUPPORTED METHCD -  POST

HEADER - Aut hori zation

Sample Request Body

{

"routePattern”: "string",
"virtual Pattern": "string"

}

Sample Response Body

{ "routeMasterld": O, "routeMenberld": O, "routePattern": "string",
"virtual RoutePattern": "string" }

Sample Input Body
{

"routePattern”: "%4%,
"virtual Pattern": "84

}

Sample Output Response

{ "routeMenberld": 3, "routeMasterld": 5, "routePattern": "9&",
"virtual RoutePattern": "9%" }

DELETE

REST URL - https://<IP>: <port>/provapi/routes/{routel D}/routeG oup/{nmenberl D}
SUPPORTED METHCD - DELETE

HEADER - Aut hori zation

PATH PARAMETER - routel D, nmenberl D

Sample Request Body - Not required
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Sample Response Body

Menmber Route Successful |y Renmoved

Example

Menber Route Successfully Renoved

REST API Sample Workflow

This section provides a sample Provisional API workflow and important information regarding
the REST APIs.

POST /aut henticate

Authentication is the initial process for all API requests and is a mandatory step. Enter the
required username and password to access the authentication token. These are the same
credentials used to access the Dashboard.

f Note:

Ensure you have a valid token before accessing the API. Authentication tokens are
only valid for a certain amount of time.

GET /accounts
Provides a list of accounts for the signed in user only.

POST /accounts
Provides the required information to create an account. Account details are provided by the
user except accountld, which is generated by the system.

POST /account s/ search
Search any account by providing valid fields in the request.

PCOST / account s/ upl oad
Import a CSV file with a list of accounts.

DELETE / account s/

Deletes the specified account. You can access a list of accounts using the GET /
account s API. Once you delete an account it is permanently deleted and cannot be
retrieved.

GET /account s/ {account | d}

Get account details for the specified account. You can access a list of accounts using the
GET /account s API.

PATCH / account s/ {account | d}
Update the specified account with this patch. You can access a list of accounts using the
GET /accounts APIL

PUT /accounts/{account| d}
Update the data for the specified account. You can access a list of accounts using the
GET /account s APL

PATCH /account s/ {account | d}/routes
Archive all of the recordings for the specified account in the provided location.

CGET /accounts/{accountld}/routes
Provides you with the routes list for the account. You can access a list of accounts using
the GET /account s APL
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CGET /codecProfile
Provides a list of codecProfiles.

POST /codecProfile
Provides the required information to create the codecProfile.

PUT / codecProfil e/ codecMapEntry/ { codecMapl d}/ r ecor di ngFor mat /
{recordi ngFor mat | d}

Updates recording formats. Use the GET / codecPr of i | e/ codecPr of i | eNare/
{codecProf i | eNanme} API to retrieve the codec map ID and Recording format ID.
Use the GET / codecProfil e/ transm ssi onCodec API to retrieve transmission
codecs.

CGET /codecProfil e/ codecProfil eNare/ {codecPr of i | eNane}
Retrieves the details of the recording format profile. Provides the list of transmission
codecs and recording format set for each of the transmission codecs.

CGET / codecProfil e/ recordi ngFor mat
Provides a list of supported recording formats.

CGET /codecProfile/transm ssi onCodec
Provides a list of transmission codecs.

DELETE / codecProfil e/ {codecProfil el d}
Deletes a specified recording. Use the GET / codecPr ofi | e/ codecPr of i | eName/
{codecProf i | eNanme} API to retrieve the codec profile ID.

CGET /codecProfile/{codecProfileld }

Provides you with the details of the specified codec profile. Use the GET /
codecProfil e/ codecProfil eNane/ {codecPr of i | eNanme} API to retrieve the
codecProfile ID.

PUT /codecProfil e/ {codecProfil eld}
Updates the details of the specified codecProfile. Use the GET / codecPr ofi | e API to
retrieve a list of codecProfiles.

CGET /routes
Provides a list of routes in the system.

PCST /routes
Provides the required information to create a route.

POST /routes/search
Search any route by providing valid fields in the request.

PCOST /rout es/ upl oad
Import a CSV file with a list of routes.

DELETE /routes/{routeld}
Delete the specified route from the system. Use the GET / r out es API to retrieve a list
of routes.

CET /routes/{routeld}
Provides you with the details for the specified route. Use the GET /r out es APIto
retrieve a list of routes.

PATCH /rout es/ {rout el d}
Update the specified route with this patch. Use the GET /r out es API to retrieve a list of
routes.

PUT /routes/{routeld}
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Update the data for the specified route. Use the GET /r out es API to retrieve a list of
routes.

e CET /routes/{routeld}/routeG oup
Provides a list of route groups associated with the specified route. Use the GET / r out es
API to retrieve a list of routes.

e POST /routes/{routeld}/routeGoup
Creates a specific routeGroup for a particular route. Use the GET / r out es API to
retrieve a list of routes.

e DELETE /routes/{routeld}/routegroup/{nenberld}
Deletes a specified routeGroup. Use the GET /r out es/ {r out el d}/r out eG oup
API to retrieve a list of routeGroups.

e CET /users
Provides a list of users.

+ POST /users
Provides the required information to create a user.

«  POST /users/upl oad
Import a CSV file with a list of users.

e CET /users/userNane/ {user Nane}
Provides details of the specified user.

 DELETE /users/{userl D}
Deletes the specified user. Use the GET /user s API to get the User ID.

e CET /users/{userld}
Provides you with the details for the specified user. Use the GET / users API to retrieve
a list of users.

PATCH /users/{userld}
Update the specified user with this patch. Use the GET / user s API to retrieve a list of
users.

e DELETE /users/{userld}/userAccount/{accountl d}
Deletes the specified user account. Use the GET / users API to retrieve a list of users.
Use the POST / account/ sear ch API to get the account ID.

 PUT /users/{userld}/userAccount/{accountld}
Adds the specified user to the specified account. Use the GET / user s API to retrieve a
list of users. Use the POST / account/ sear ch API to get the account ID.

« PUT /users/{userld}/userRoute/{routeld}
Adds the specified user to the specified route. Use the GET / users API to retrieve a list
of users. Use the POST /r out es/ sear ch API to get the route ID.

 DELETE /users/{userld}/userRoute/{routeld)
Deletes the specified user from the specified route. Use the GET / user s API to retrieve
a list of users. Use the POST /r out es/ sear ch API to get the route ID.

ORACLE 4-35



	Contents
	About This Guide
	My Oracle Support

	Revision History
	1 About the ISR
	 Session Recording Client Support

	2 ISR FACE
	ISR FACE
	Creating an API User

	REST API Commands
	URL-Encoding Special Characters
	Logging In to FACE
	audioRecording Commands
	download
	redirect
	details
	start | pause | resume | stop
	split
	delete
	Input Parameters
	HTTP POST Request Parameters
	URL Request Parameters

	Return Data

	Special Return Data Formatting
	file/download

	eventNotify
	StartScreenCapture
	StopScreenCapture
	version
	Return Codes

	FACE Policy System
	FACE Policy Configurations

	Determining the UCID
	External Event Notifications
	Events and Notifications
	External Events Parameters Available by Event Type
	External Event Notification and Parameters Example


	3 Common FACE Commands
	Basic FACE Commands
	Version Info
	Authentication

	Fetch Recordings
	Get Recording Details
	Download Recorded Segment File by File Name
	Get Segment Details by File Name
	Get Single Recording Details by UCID
	Get Recordings by Date

	Recording Controls
	Start Recording with From/To URIs
	Stop Recording with From/To URIs
	Split Session Recording into Segments (Using UCID)

	Custom Data
	Get Recordings Using Custom Data Fields and Values
	Add Custom Data Field Values to Recording
	Add Custom Data Field Values to Segment
	Update Custom Data Value for Recording

	Format Responses in JSON
	Format Responses In the Default "verint" Template

	4 ISR Provisioning API
	Account Provisioning API
	User Provisioning API
	Route Provisioning API
	Provisioning API Examples
	Authentication
	Accounts
	Codec Profile
	Users
	Routes

	REST API Sample Workflow


