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Preface 

About This Document 
This document provides an overview of federated SSO login. It explains how to configure federated SSO 
login with SAML for the ORMB Cloud Service. 

Intended Audience 
This document is intended for the following audience: 

• End-Users 

• System Administrators 

• Consulting Team 

• Implementation Team 

Organization of the Document 
The information in this document is organized into the following sections: 

Section No. Section Name Description 

Section 1 Federated Single Sign-On using 
SAML 2.0 

Explains how to use the OpenID Connect and SAML 
2.0, which provide secure mechanisms to transmit 
authentication credentials and related information 
between different web applications. 

Conventions 
The following conventions are used across the document: 

Convention Meaning 

boldface Boldface indicates graphical user interface elements associated with an 
action, or terms defined in the text. 

italic Italic indicates a document or book title. 

monospace Monospace indicates commands within a paragraph, URLs, code in examples, 
text that appears on the screen, or information that an end-user needs to 
enter in the application. 

Acronyms 
The following acronyms are used in this document: 

Acronym Meaning 

IDCS Oracle Identity Cloud Service 
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Acronym Meaning 

IDP External Identity Provider 

JWT JSON Web Tokens 

OCI Oracle Cloud Infrastructure 

OIDC OpenID Connect 

ORMB Oracle Revenue Management and Billing 

ORMBCS Oracle Revenue Management and Billing Cloud Service 

SAML Security Assertion Markup Language 

SP Service Provider 

SSO Single Sign-On 

WTSS Web Tier Security Service 

Related Documents 
You can see the following documents for more information: 

Document Name Description 

Oracle Revenue Management and Billing 
Cloud Service Release 8.1.1 Release Notes 

Lists the feature enhancements and client platforms and 
browsers that are supported in this release. It highlights 
different roles and responsibilities of Oracle and Customer 
in deploying, configuring, and maintaining the Oracle 
Revenue Management and Billing Cloud Service. It also 
highlights the known issues in this release. 

Oracle Revenue Management and Billing 
Cloud Service Licensing Guide 

Lists different features which are offered when you 
acquire a license for the following cloud services: 

• Oracle Financial Services Revenue Management 
and Billing  

• Oracle Insurance Revenue Management and 
Billing  

It also provides the licensing information of Oracle 
software and third-party JARs and components which are 
included in the above-mentioned cloud services. 

Oracle Revenue Management and Billing 
Cloud Service REST Services Configuration 
Guide 

Explains how to configure federated Web service login to 
access protected REST services on the ORMB Cloud 
environments. 
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Document Name Description 

Oracle Revenue Management and Billing 
Cloud Service SFTP Authentication and 
Access Permissions Guide 

Explains how to configure SFTP authentication for the 
ORMB Cloud Service. It also explains how to access the 
SFTP server using WinSCP, how to create the directories 
and files on the SFTP server, and how to set the read, 
write, and execute permissions for a file or folder on the 
SFTP server. 

Oracle Revenue Management and Billing 
Cloud Service OAS Reporting Solution 

Provides an overview of the ORMB SaaS reporting 
architecture. It also explains how to use Oracle Analytics 
Server (OAS) for ORMB SaaS reporting. 

Oracle Revenue Management and Billing 
Cloud Service End-User Onboarding Using 
IDCS 

Explains how to setup the security administrator account 
for the ORMB Cloud Service. It explains how to manage 
users and groups for the ORMB Cloud Service. In addition, 
it explains how to import and export bulk users and groups 
for the ORMB Cloud Service and how to use SAML on the 
Cloud environment for single sign-on. 

Oracle Revenue Management and Billing 
Chatbot Configuration Guide 

Explains how to integrate Oracle Digital Assistant (ODA) 
with the ORMB Cloud Service. 

Oracle Revenue Management and Billing 
Chatbot User Guide 

Explains how to use the menu based Chatbot introduced 
in the ORMB Cloud Service. 

Oracle Revenue Management and Billing 
ML Integration Guide 

Explains how to integrate Machine Learning (ML) with the 
ORMB Cloud Service for anomaly detection. 

Access to Oracle Support 
Oracle customers that have purchased support have access to electronic support through My Oracle 
Support. For information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit 
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired. 

Change Log 
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Copyright Notice Updated Information 
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1. Federated Single Sign-On using SAML 2.0 
Federated single sign-on (SSO) standards such as OpenID Connect (OIDC) provide secure mechanisms for 
passing credentials and related information between different web applications that have their own 
authorization and authentication systems. The OpenID Connect is a simple identity layer on top of the 
OAuth 2.0 protocol. It allows clients to verify the identity of the end-user based on the authentication 
performed by an authorization server and obtain basic profile information about the end-user in an 
interoperable and REST-like manner. OpenID Connect has become the leading standard for single sign-on 
and identity provision on the Internet. Its formula for success is simple JSON-based identity tokens (JWT), 
delivered via OAuth 2.0 flows designed for web, browser-based and native or mobile applications. 

ORMB Cloud Service uses ‘Authorization Code Flow’. This flow is the commonly used flow, intended for 
traditional web applications. It involves an initial browser redirection to and from the OpenID Provider or 
Identity Provider for user authentication and consent, then a second back-channel request is sent to 
retrieve the ID token. This flow offers optimal security, as tokens are not revealed to the browser and still 
the client can be authenticated. 

ORMB Cloud Service provides two types of configuration options: 

• Customer can integrate Oracle Identity Cloud Service (IDCS) (as SP) with their On Premise Identity 
Provider using the SAML protocol 

• Customer can leverage Oracle Identity Cloud Service (IDCS) as their identity provider 

1.1 OpenID Connect Terminology 
The SAML 2.0 specification provides a Web Browser SSO Profile, which describes how web applications 
can achieve Single Sign-On. The following are the main players in OpenID Connect: 

• Client - This is how the user is interacting with the resource server, like a web application being 
served through a web browser. 

• Identity Provider (Authorization Server) – This server owns the user identities and credentials 
and authenticates the user. 

• SAML Token - The term SAML token refers to SAML Assertion, often compressed, encoded, 
possibly encrypted. SAML Assertion is just an XML node with certain elements. 

• Metadata: Metadata defines how SAML 2.0 shares configuration information between two 
communicating entities. You can access and share the Access Manager Metadata information 
with the federated application. You can also access and share the federated application metadata 
with Access Manager. 

1.2 Federated SSO Login Overview 
With federated login, an External Identity Provider (IDP), such as an on-premises corporate login system, 
is used to authenticate the user ID and password and, if successful, a token (SAML assertion) is generated 
by the IDP and used to grant access to the target application.  

 

 

 

http://en.wikipedia.org/wiki/SAML_2.0#Web_Browser_SSO_Profile
http://en.wikipedia.org/wiki/Security_Assertion_Markup_Language#SAML_Assertions
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1.2.1 Login Method 1 

In the Login Method 1, the login process is as follows: 

1. User accesses the ORMB Cloud Service through the Web Tier Security Service (WTSS) URL. 

2. WTSS intercepts the request and identifies the user is not authenticated. 

3. WTSS redirects the user to the configured IDCS. 

4. An external identity provider as configured in IDCS should do the authentication. It creates a SAML 
2.0 request and responds to the browser with a redirect to the IDP. 

5. The IDP is invoked with the SAML request and the IDP challenges the user with a login prompt. 

6. The IDP authenticates the user and responds with a SAML 2.0 assertion and IDCS validates the 
assertion. 

7. IDCS generates an access token and returns to WTSS through the callback URL. 

8. WTSS redirects the user back to the originally requested resource. 

9. WebLogic validates the JWT assertion token and then redirects to the ORMB Cloud Service. 

The following figure graphically illustrates the flow of Login Method 1: 

 

Figure 1:  Method 1 – Screen Login Flow 
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1.2.2 Login Method 2 

In the Login Method 2, the login process is as follows: 

1. User accesses the ORMB Cloud Service through the Web Tier Security Service (WTSS) URL. 

2. WTSS on the ORMB application server intercepts the request and identifies the user is not 
authenticated. 

3. WTSS redirects the user to the configured IDCS. IDCS challenges the user to enter the credentials. 

4. IDCS authenticates the user and if successfully authenticated, generates an access token and 
returns to WTSS through the callback URL. 

5. WTSS redirects the user back to the originally requested resource. 

6. WebLogic validates the JWT assertion token and then redirects to the ORMB Cloud Service. 

The following figure graphically illustrates the flow of Login Method 2: 

 

Figure 2:  Method 2 - Screen Login Flow 

1.3 OpenID Connect Implementation  
IDCS OAuth key used for signing the JWT Access Token is imported in the ORMB application server 
(WebLogic) using chef automation script. These exchanges of signing keys will happen over SFTP or email. 
ORMB application server validates JWT Access Token through JWT Identity Assertor using JWT signing 
certificate. 
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1.4 SAML 2.0 Implementation (Only for Method 1) 
External Identity Provider (IDP) will handle the sign-in process and will eventually provide the 
authentication to the ORMB Cloud Service users. Users are authenticated through SAML Assertion in IDCS. 
Any changes you perform on premise accounts (namely first name, last name, and email) is synced back 
to the ORMB account through external REST services. The user data that is necessary for ORMB is a user 
ID for each user, the user's first name, last name and email. ORMB does not store passwords. 

1.4.1 Configure SAML 2.0 Compliant Identity Provider 

This section graphically explains how to configure SAML 2.0 Identity Provider to federate with ORMB 
application server to enable Single Sign-On access to one or more ORMB Cloud Service using the OpenID 
Connect protocol. The SAML 2.0 relying party for ORMB Cloud Service used in this scenario is External IDP 
and service provider is IDCS. 

 

Figure 3:  SAML Configuration 

1.4.2 SAML Metadata 

IDP imports IDCS’s SAML metadata and thereby exchange public keys, IP addresses and communication 
information. Thus, Oracle IDCS provides you with the SAML metadata XML file, including the correct X509 
certificates. It is recommended that you always import the latest ORMB metadata when configuring SAML 
2.0 identity provider. 
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The following figure illustrates a sample SAML 2.0 metadata XML: 

 

Figure 4:  Sample SAML Metadata XML 

Note: The metadata XML varies from server to server. 

1.4.3 User Provisioning 

For user provisioning, external identity server must be compatible with JWT. Customer needs to create 
users in the ORMB Cloud Service through REST services. For detailed instructions, see Oracle Revenue 
Management and Billing Cloud Service REST Services Configuration Guide. User must be present in the 
ORMB Cloud Service. 

1.5 Why SAML? 
The benefits of SAML include: 

• Platform Neutrality - SAML abstracts the security framework away from platform architectures 
and particular vendor implementations. Making security more independent of application logic is 
an important principle of Service-Oriented Architecture. 

• Loose Coupling of Directories - SAML does not require user information to be maintained and 
synchronized between directories. 

• Improved Online Experience for End-users - SAML enables Single Sign-On by allowing users to 
authenticate in an Identity Provider and then access service providers without additional 
authentication. Additionally, identity federation (linking of multiple identities) with SAML provides 
better customized user experience for each service while ensuring privacy. 
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