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Preface

About This Document

This document will help you to understand how to generate the public and private keys for SFTP user
authentication. It explains how to establish authentication with the SFTP hosts in the ORMB cloud service
using the public and private keys.

It also explains how to access the SFTP server using WinSCP, how to create the directories and files on the
SFTP server, and how to set the read, write, and execute permissions for a file or folder on the SFTP server.
In addition, it explains how to upload the files and folders to the SFTP server and download the files and
folders from the SFTP server.

Intended Audience

This document is intended for the following audience:

e End-Users

e System Administrators

e Consulting Team

Organization of the Document

The information in this document is organized into the following sections:

Section No. @ Section Name Description
Section 1 SFTP Authentication Explains how to generate the SSH key pair (i.e. public and
private keys) for each user who requires SFTP access.
Section 2 Accessing the SFTP Server | Explains how to access the SFTP server using WinSCP.
Section 3 Creating Directories on the | Explains how to create the directories or folders on the
SFTP Server SFTP server.
Section 4 Setting the  Recursive | Explains how to set the recursive permission for a
Permissions for a Directory = directory on the SFTP server.
Section 5 Setting the Permissions for | Explains how to set the permission for a file on the SFTP
a File server.
Section 6 Transferring the Files using | Explains how to upload and download the files from the
WinSCP SFTP server using WinSCP.
Acronyms
The following acronyms are used in this document:
Acronym Meaning
ORMB Oracle Revenue Management and Billing
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Acronym Meaning
SFTP SSH File Transfer Protocol
SSH Secure Socket Shell
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1. SFTP Authentication

The SSH File Transfer Protocol (SFTP) is a secure file transfer protocol. It runs over the SSH protocol. You
use the SFTP user accounts to sign in to the SFTP server so that you can perform FTP operations related
to the Oracle Revenue Management and Billing Cloud Service.

You can use SSH keys to establish an SFTP connection. SSH keys is a pair of public and private keys used
to authenticate a client when it connects to an SFTP server. The user's private key is kept secret and stored
locally on the user’s computer while the user's public key is used for verification on the SFTP server where
the user wants to connect. These public and private keys use asymmetric cryptography to establish the
client’s identity.

1.1 SFTP Authentication Process

The following figure illustrates how an SFTP connection is established using the public and private keys.

Step 1:
Initiate initial conNection =——-
with username Step 2:

Generate a
challenge
message using

Step 3: public key

~g— Send challenge
Step 4: message to client

Prompt for passphrase
to access private key
Private Key and decrypt challenge
message (response
message) Step 5:
Send response -

message to server

Public Key

Step 6:

Validate response
message with
original challenge
message and
allow access if
same

Figure 1: SFTP Authentication Process

The following steps are involved while establishing SFTP connection using the SSH key based
authentication:
1. The SFTP client tries to connect to the SFTP server using the username and private key.

2. The SFTP server considers the public key of the respective user and constructs a challenge
message based on the public key. This challenge message is then returned to the SFTP client.

3. The SFTP client locates the private key on the local machine and prompts for a passphrase to
access the private key (when necessary).

4. The SFTP client then generates a response to the challenge message using the private key. This
response is then sent to the SFTP server.

5. The SFTP server takes the message response and validates it using the public key and then grants
the required access.

Copyright © 2014, 2022 Oracle and/or its affiliates. All rights reserved. 1



Oracle Revenue Management and Billing Cloud Service SFTP Authentication and Access Permissions Guide

1.2 Generating SSH Key Pair using PuTTY Key
Generator

To generate the SSH key pair (i.e. public and private keys) for a user who requires SFTP access:

1. Open the WinSCP application on your local machine. The Login window appears.
2. Click Tools. A menu appears.

By Login = X
l;':{ New Site Session
File protocol:
SFTP v
Host name: Port number:
| I 23]
Import Sites... User name: Password:

Import/Restere Configuration... I ’ I ’

Export/Backup Configuration... e £ PEVARE |v
Clean Up...

Run Pageant

Run PuTTYgen
Check for Updates

Preferences...

About... =

Tools v | Manage v togin |¥ Close Help

Show Login dialog on startup and when the last session is dosed

Figure 2: WinSCP Login Window
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3. Click the Run PuTTYgen option from the menu. The PUTTY Key Generator window appears.

B® PuTTY Key Generator ? >
File Key Conversions Help
Key
No key.
Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
(®)RSA () DsA () ECDSA () EdDSA () SSH-1 (RSA)
Number of bits in a generated key: 2048

Figure 3: PuTTY Key Generator Window

Copyright © 2014, 2022 Oracle and/or its affiliates. All rights reserved. 3
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4. Click Generate. The generated public and private keys appear in the Key section of the PuTTY Key
Generator window. Note that you need to keep moving the mouse over the blank area in the Key

section until the keys are generated.

§° PuTTY Key Generator ? X

File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:

AAAAB3NzaC 1yc2EAAAADAQABAA. PSh/VQPGyt5bLeC.JTq2j0/p04YA6bEN6ZKU4r.
+Z0IVLFESND4/ZbAhRVKk+9bT|pld0RezVw/sWRa+X0EghrV3J5Fg8G55IREMImhDCwYIrb2m.JJt]

+B4mNhcdB6A7C3ZEuXcWywSBib/GZdKsIEIZIBIHHac4K3b0u23Ce™ ™ " _.
hk3hpzS9¢  "O8YTAWOJKSTcM7b86/ssM9rzP34MuPUQpcezBLJSANRIbpxX1M3zc7oPTFvMcZ JNNSO+Nn

Key fingerprint: |ssh—rsa ] |
Key comment: |rsa—key_ |
|
|

Key passphrase: |

Canfirm |
Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key Save public key Save private key
Parameters

Type of key to generate:

(®RsSA (ODbsAa () ECDSA () EdDSA (OSSH1(RSA)

2048 |

Number of bits in a generated key:

Figure 4: Public and Private Keys

5. Enter the phrase that functions like a password when there are two or more users with the same
username in the Key passphrase field. If there are two or more users with the same username,
the passphrase is required to subsequently access the private key.

Copy the public key from the Key section and then paste it in a text file.

Save the text file.

Note: You must share the public key with the Oracle AMS team for authenticating user on the SFTP server.

8. Click Save private key to save the private key on your local machine in a text file. By default, the
fileis named asMy Private key.ppk.

Note: The private key is used to login to the SFTP server. It is critically important that the private key file
is secured and protected at all times.

4 Copyright © 2014, 2022 Oracle and/or its affiliates. All rights reserved.
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1.3 Submitting the Public Key to Oracle AMS Team

Raise a service request with Oracle Global Support and attach the public key file in the service request.
Indicate the user and environment for which you want to use this public key to establish an authenticated
session. Before creating the service request, ensure that the user is already created by Oracle AMS team
with a temporary password. The SSH key pair will replace the temporary password.

Oracle will take the public key and associate it with the relevant user on the relevant environment, and
then update the service request accordingly.

Copyright © 2014, 2022 Oracle and/or its affiliates. All rights reserved.
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2. Accessing the SFTP Server

To access the SFTP server using WinSCP:

1. Open the WinSCP application on your local machine. The Login window appears.

L
Local Mark Files Commands Sessicn Options Remote Help
, = Queue ~ - Transfer Settings Default & -
E;:i New Session
EData -E2-m- & Login = X -
XL om I New site Session

E\ [ sfip.jad.icprod.oradeindustry.com File protocol:

Name Size SFTP v Rights Owner
P Host 3 Port number
fik jost name: ort num Z; .
mRemateng =
NotePad++ User name: Password:
oradehomes
Putty
sqldeveloper Save v Advanced... |w
WinSCP
Xming

Tools v Manage ¥ Login (Close Help
/] Show Login dizlog on startup and when the last session is dosed
0Bof0Bin0of9 3 hidden
| Not connected

Figure 5: Login Window

2. To create a new WinSCP session, click the New Site option in the left pane of the Login window.
Enter the following details in the right pane of the Login window:

3.

File protocol — Used to indicate that you want to use the SFTP protocol to connect to the
SFTP server.

Host name — Used to specify the IP address of the SFTP server to which you want to
connect. This SFTP endpoint URL is shared by the Oracle AMS team.

Port number — Used to specify the port number of the SFTP server to which you want to
connect.

User Name — Used to specify the username using which you want to connect to the SFTP
server. The specified user should have any of the following user access roles which are
created by the Oracle AMS team:

User Access Role Description

<CustomerName> upload Used when you want to upload the files on the
SFTP server.

<CustomerName> download | Used when you want to download the files from
the SFTP server.
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User Access Role

Description

<CustomerName> config

Used when you want to place the configuration
files on the SFTP server.

e Password — Note that you must leave this field blank as the user authentication is done

using the user’s private key.

Session

Eile protocol:

SFTP e

Host name: Port number:

|_—Orrnb-sﬂp,oracleindustrv.corn 22 5 |

User name: Password:

I-_duwnload Il |
Save hd Advanced... |V

Login |v Close Help

Figure 6: New WinSCP Session Details

4. Click Advanced. The Advanced Site Settings window appears.

Advanced Site Settings

Environment
-Directories
.~Recydle bin
'~ Encryption
L-SFTP
- Shell
Connection
- Proxy
“-Tunnel
SSH
--Key exchange
- Authentication
.-Bugs
Note

[ | Bypass authentication entirely

Authentication options
Attempt authentication using Pageant

Attempt 'keyboard-interactive' authentication
Respond with a password to the first prompt
Attempt TIS or CryptoCard authentication (SSH-1)

Authentication parameters
] Allow agent forwarding
Private key file:

‘k::\Users\_\Documents\FSGBU\connect\SFrP_Keys\My_priva

Display Public Key Tools -

GSSAPL
Attempt GSSAPI authentication

[]Allow GSSAPI credential delegation

Color ¥

Cancel Help

5. In the left pane of the Advanced Site Settings window, click the Authentication option from the
SSH node. The authentication related settings appear in the right pane of the Advanced Site

Settings window.

Figure 7: Advanced Site Settings Window

Copyright © 2014, 2022 Oracle and/or its affiliates. All rights reserved.
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6. Ensure that the following options are selected in the Authentication options section:
e Attempt authentication using Pageant
e Attempt ‘keyboard-interactive’ authentication
e Respond with a password to the first prompt

7. Do the following in the Authentication parameters section:

a. Click the Browse button corresponding to the Private key file field.
b. Browse to the location where you have placed the text file containing the private key.

c. Select the My_Private_key.ppk file and then click Open. The private key file name
appears (along with the absolute path) in the Private key file field.

8. Ensure that the Attempt GSSAPI authentication option is selected in the GSSAPI section.
9. Click OK. The Login window appears.

“* Login — *
& Mew Site Session
File protocol:
SFTP
Host name: Port number:
I 2|
User name: Password:
Edit Advanced
Tools - Manage - ] Login |v Close Help
Show Login dialog on startup and when the last session is closed

Figure 8: Login Window

10. Click Login. A warning message appears while establishing connection to the SFTP server, as
shown in the following figure:

MWarning ? =
/. Continue connecting to an unknown server and add its host

i -

key to a cache?

The server's host key was not found in the cache. You have no guarantee that the
server is the computer you think it is.

The server's EA25519 key details are:
Algorithm: ssh-ed25519 255
SHA-256: dVjyodLZhpDDCjeVv1+9U5+d+tgxKIfQHMNGqC7FPoU=
MD5: f2:36:¢3:59:b2:5c:90:8d:4d:ff:26:2f:c0:8a:93:b1

If you trust this host, press Yes. To connect without adding host key to the cache,
press No. To abandon the connection press Cancel.

Copy key fingerprints to dipboard

Yes ‘V No Cancel Help

Figure 9: Warning Message
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11. Click Yes to proceed with the user authentication process. The Authentication Banner window
appears, as shown in the following figure:

Authentication Banner - #88_download @ impissssiss-ormb-s... X ||

—==————=——-—-—+-—=——-"-———-——--——Seeanrity.Netice A

= This site is for the exclusive use of Oracle and =
= its authorized customers and partners.
= Use of this site by customers and partners is subject to the

Terms of Use and Privacy Policy for this site, =
as well as your contract with Oracle. =
Use of this site by Oracle employees is subject to ==
company policies, including the Code of Conduct.

Unauthorized access or breach of these terms may result in

termination of your authorization to use this site and/or

= civil and criminal penalties. =
= Terms of llse =

[ ]Never show this banner again Help

Figure 10: Authentication Banner Window

12. Click Continue. On successful user authentication, the SFTP endpoint redirects the authenticated
user to the respective directory depending on the user’s access role. In this example, the SFTP
endpoint redirects the authenticated user to the download directory.

wem_down| - @ O Q& B FindFiles T - €=~
\;_{;f New ~

/wime_download/

Name - Size Changed Rights Owner

2l 27-07-2021 01:26:21 wxr-sr-x 0
ap_upload 02-12-2021 12:57:32 MWXT-XT-X 117824
gl_upload 12-10-2021 17:53:23 TWXT-XT-X 117824
processed_files_AP 02-12-2021 12:57:32 FWXT-XI-X 117824
processed_files_ GL 27-10-2021 13:27:21 PWXT-Xr-X 117824

Figure 11: Download Directory

Copyright © 2014, 2022 Oracle and/or its affiliates. All rights reserved. 9
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3. Creating Directories on the SFTP Server

To create a directory on the SFTP server:

1. Click the New menu in the Files toolbar. A menu appears.

g down! ~ .:’ v ~ B EAEN @ |2, Find Files | T - 4= ~
‘T{” New ~ | [+ v
/mism_download/ 2’ File..  Shift+F4
Name - Siz‘\'i'!i Directory..  F7 ‘ Rights Owner
al Lpd Link... Alt+F6 WXT-ST-X 0
ap_upload 02-12¢ ¢create directory (F7) 824
gl_upload 12-10-: ) 824
processed_files_AP 7% Bl e dhirectory 24
processed_files_GL 27-10-2021 13:27:21 FWXT-Xr-X 117824

Figure 12: New Menu List

2. Click the Directory option from the menu list. The Create folder window appears.
3. Enter the folder name in the respective field.
4. Select the Set permissions option.
5. Provide the necessary permissions to the folder, as shown in the following figure:
! g =
Local Mark Files Commands Session Options Remote Help
[’E: @ Synchronize .;? ’:E L;,]‘ = Queue v Transfer Settings Default v E 2
I SFTP_\wmmem_download @fsgbu-mimm-ormb-sftp.oracleindustry.com X [ New Session
[ Desktop -EB-0- aa0d % s down ~ (%~ [T - & MQ2 @ FindFiles T €=~
> New~ -[# =] ¥ o New~ [+ 7
C:\Users\muitiapiageg\ Desktop\SFTP\ /s download/
Name Size Type Changed Name - Size Changed Rights Owner
€. Parent directory 07-06-2022 14:09:45 £ . 27-07-2021 01:26:21 TWXT-ST-X 0
SFTP_Copy Ere‘a!‘e‘foider eenmnen s ) X_ ap_upload 02-12-2021 12:57:32 TWXT-XT-X 117824
gl_upload 12-10-2021 17:53:23 TWXT-XT-X 117824
New folder name: processed_files AP 02-12-2021 12:57:32 TWXTXT-X 117824
Test_sftp_files processed_files_GL 27-10-2021 13:27:21 TWXT-XI-X 117824
Attributes
Set permissions
owner (VIR Mw [Jx []setuip
Goup [VJR [Jw [Ix []setGID
oOthers [VJR [Jw []x []sticky bit
Octal: (0644
DUSE same settings next time
Cancel Help
. ™
0Bof0Bin0of 1 0Bof0Bin0of4
f _SFTP-3 0:02:03

Figure 13: Setting Directory Permissions
6. Click OK. The folder is created with the specified permissions.

10 Copyright © 2014, 2022 Oracle and/or its affiliates. All rights reserved.
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4, Setting the Recursive Permissions for a
Directory

A directory or a folder is defined with a recursive permission when all the files within the folder possess
the same set of permissions. By setting recursive permissions, you no longer need to modify the
permissions of each file within the folder.

To set the recursive permissions for a directory:

1. Right-click the folder for which you want to set the recursive permissions. A shortcut menu

appears.
2. Click the Properties option from the shortcut menu, as shown in the following figure:
mm downl - (5 - [F] - & 62 fr & [B) Find Files | Ty = <= -
¥ Download ~ ¥ L7 [ properties 5 New=~ - [#] [=] [¥] F
/i download/
Mame : Size Changed Rights Owner
= . 27-07-2021 01:26:21 MWXT-5r-X 0
ap_upload 02-12-2021 12:57:32 PWXE=X=X 117824
gl_upload 12-10-2021 17:53:23 P =X =X 117824
processed_files_AP 02-12-2021 12:57:32 WK -2 117824
processed_files_GL 27-10-2021 13:27:21 IWXE-XT—X 117824
[les———=— 07-06-2022 14:17:02 rW-r--r-- 117824
i Open
>
=# Download.. F5 »
Z5] Duplicate... Shift+F5
S Mowve To... Shift+F&
K Delete Fa
" Rename F2
Copy Ctrl+C
File Custorm Commands #
i >
0B of File Names
L] Properties Fo S SFTP-3 0:04:18
_V| SFTP=T ) I.CI.I.'_'.IJS
Properties (F9)
Display/change properties of
selected file(s)

Figure 14: Directory Properties
The <Directory> Properties window appears.
3. Do either of the following:

e Set the required read, write, and execute permissions for the Owner, Group, and Others.

e Enter 0755 in the Octal field. It means that the owner has the read, write, and execute
permissions, whereas the group and others have the read and execute permissions.

Copyright © 2014, 2022 Oracle and/or its affiliates. All rights reserved. 11
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4. Select the Set group, owner and permissions recursively option to change the permissions of all
files and folders within the directory at once.

5. Click OK.

Test_sftp_files Properties ? >
Common Checksum
Test_sftp_files
Location: /mimm_download
Size: Unknown Calculate
Group: 20003 [20003] ~]
Owner: (117824 [117824] v |

Permissions: owner VIR [w [v]x [ ]setulD
Group VIR [ Jw [vIx []SetGID
Others  [«|R [|w [v]x []Sticky bit

QOctal: 0755

Add X to directories

Set group, owner and permissions recursively

Figure 15: Setting Recursive File Permissions

12
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5. Setting the Permissions for a File

To set the permissions for a file:

1. Right-click on the file for which you want to set the permissions. A shortcut menu appears.

2. Click the Properties option from the shortcut menu. The <Filename . xxx> Properties window

appears.

Transaction1.bxt Properties ? >

Common  Checksum

Transaction1.txt

Location: /uB_download/Test_sftp_files
Size: 23 B

Group: 20003 [20003 R
Owner: [117824 [117824] ~ |

Permissions:  Owner R w [ Ix [ ]setuiD
Group R [Qw [Ix [ |setGID
Others R [Iw [Ix []sticky bit
Octal:

OK Cancel Help

Figure 16: Setting File Permissions
3. Do either of the following:
e Set the required read and write permissions for the Owner, Group, and Others.

e Enter 0644 inthe Octal field. It means that the owner has the read and write permissions,

whereas the group and others have the read permission.
4. Click OK.

Copyright © 2014, 2022 Oracle and/or its affiliates. All rights reserved.
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6. Transferring the Files using WinSCP

WinSCP allows you to upload a file or folder from the local machine to the SFTP server and download a
file or folder from the SFTP server to the local machine using the drag and drop feature.

To upload a file from the local machine to the SFTP server:

1. Select the file or folder that you want to transfer to the SFTP server from the local machine.

2. Drag and drop the selected file or folder from the left pane (i.e. local machine directory) to the
right pane (i.e. SFTP server directory).

"
[ o=} =
Local Mark Files Commands Session Options Remote Help
&R Synchronize -GF' B & Queue ~ Transfer Settings Default - &
= SFTP-download@fsgbu-'~ormb~sttp.orademdusuy.com x [ New Session
B Desktop B -T- B /.\% = - Test's!lp_f"’v':'—n'-' ol 7 ’.‘% 0, Find Files = -
“ New~ [+ \'J " New~
C\Users\ SRR Oesktop\SFTPASFTP_Copy\ /g dovinload/Test sftp files/
Name Size Type Chi100% Uploading ? X Size Changed Rights Owner
e Parent directory 07- 07-06-2022 14:17:02 TWXIWXT-X 117824
-1 Py ! \ S| ) 4
e 1KB Text Document o7 & File: C,\....Desldop\,JFTP\fTP_.Copy\Transadlon1,bd
Target: ,.domlload/Tesl sftp_files/
[
Time left: Calculating  Time elapsed: 0:00:00
Bytes transferred: 23B Speed: 08/s
=]
X B — 3D - Sunlimited  ~
23Bof23Bin1of 1 0Bof0Bin0of 0
SFTP-3 0:07:34

Figure 17: Uploading Files to SFTP Server
Similarly, to download a file from the SFTP server to the local machine:

1. Select the file or folder that you want to transfer to the local machine from the SFTP server.

2. Dragand drop the selected file or folder from the right pane (i.e. SFTP server directory) to the left
pane (i.e. local machine directory).

14 Copyright © 2014, 2022 Oracle and/or its affiliates. All rights reserved.



	1. SFTP Authentication
	1.1 SFTP Authentication Process
	1.2 Generating SSH Key Pair using PuTTY Key Generator
	1.3 Submitting the Public Key to Oracle AMS Team

	2. Accessing the SFTP Server
	3. Creating Directories on the SFTP Server
	4. Setting the Recursive Permissions for a Directory
	5. Setting the Permissions for a File
	6. Transferring the Files using WinSCP

