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Preface

Preface

This preface describes the document accessibility features and conventions used in
this guide—Understanding WebLogic Web Services for Oracle WebLogic Server.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at htt p: / / www. or acl e. conl pl s/t opi ¢/ | ookup?
ct x=acc& d=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit ht t p: / / www. or acl e. cont pl s/

t opi ¢/ ookup?ct x=acc& d=i nf o or visit htt p: / / www. or acl e. coni pl s/t opi ¢/ | ookup?
ctx=acc&i d=trs if you are hearing impaired.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.

New and Changed Features in This Release

For a comprehensive listing of the new WebLogic Server features introduced in this
release, see What's New in Oracle WebLogic Server.
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Introducing Oracle WebLogic Web
Services

WebLogic Web services for Oracle WebLogic Server are loosely coupled, distributed
environments that allow you to integrate heterogeneous applications within the
enterprise or to expose business functions to customers and partners over the
Internet. These services are characterized by the business functionality, the website
which exposes that functionality, and the set of published interfaces necessary to use
the exposed functionality.

»  Overview of WebLogic Web Services
* How Do | Choose Between SOAP and REST?

For definitions of unfamiliar terms found in this and other books, see the Glossary.

Overview of WebLogic Web Services

You can access the Web services using standard Web protocols such as XML or
HTTP. WebLogic Server supports the web service types such as Java API for XML-
Based Web Services (JAX-WS) 2.3, Java API for RESTful Web Services (JAX-RS),
and Java API for XML-Based RPC (JAX-RPC) 1.1.

Table 1-1 Types of WebLogic Web Services

Web Service Type Description

Java API for XML-Based Web  The JAX-WS implementation in Oracle WebLogic Server is extended from the
Services (JAX-WS) 2.3 JAX-WS Reference Implementation (RI) developed by the Glassfish Community

(see https://github. com eclipse-eedj/metro-jax-ws).
For more information about JAX-WS, see:

*  Developing JAX-WS Web Services for Oracle WebLogic Server
e JAX-WS specification: ht t ps: // www. j cp. org/ en/j sr/ detail ?i d=224

Java API for REST
Services (JAX-RS)

ful Web WebLogic Server supports Jersey 2.x (JAX-RS 2.1 RI) by default in this release.
Registration as a shared library with WebLogic Server is no longer required.

For more information about JAX-RS, see:

«  Developing and Securing RESTful Web Services for Oracle WebLogic
Server

e JAX-RS 2.1 specification: ht t ps: //jcp. org/en/jsr/detail ?i d=370

Java API for XML-Based RPC  JAX-RPC is considered legacy and the specification is no longer evolving. JAX-

(JAX-RPC) 1.1

RPC defines APIs and conventions for supporting XML web services in the Java
Platform as well support for the WS-I Basic Profile to improve interoperability
between JAX-RPC implementations.

For more information about JAX-WS, see:

»  Developing JAX-RPC Web Services for Oracle WebLogic Server
«  JAX-RPC specification: htt ps://jcp.org/en/jsr/detail ?i d=101

ORACLE
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Chapter 1
How Do | Choose Between SOAP and REST?

How Do | Choose Between SOAP and REST?

In WebLogic Server, SOAP web services are implemented using JAX-WS and
RESTful web services are implemented using JAX-RS. Follow the recommended
guidelines to consider when choosing between SOAP and REST.

See also Features and Standards Supported by WebLogic Web Services for a
comparison of the standards that are supported for JAX-WS and JAX-RS.

Table 1-2 How to Choose Between SOAP and RESTful Web Services

Use... In the following scenarios . . .

SOAP Implement SOAP web services using JAX-WS in enterprise application
integration scenarios that:
e Have advanced quality of service (QoS) requirements.
* Need to call methods remotely in Java components, such as Plain Old

Java Objects (POJOSs) or Enterprise JavaBeans (EJBs).

JAX-WS interoperates with other standards-based SOAP web services from
Oracle or other SOAP web service vendors.
JAX-WS supports the full set of WS-* protocols that provide standards for
security, reliability, and so on, and better interoperates with other clients and
servers that conform to the WS-* protocols.
For more information about SOAP web service development, see Developing
JAX-WS Web Services for Oracle WebLogic Server.

REST Implement RESTful web services using JAX-RS to integrate services over the

web when the constraints of the RESTful style are desirable, such as separate
client-server architecture, uniform interface, and so on.

For more information about RESTful web services development, see
Developing and Securing RESTful Web Services for Oracle WebLogic Server.

ORACLE
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Features and Standards Supported by
WebLogic Web Services

ORACLE

WebLogic web services for Oracle WebLogic Server support various features and
standards. Many specifications that define web service standards are written to allow
for broad use of the specification throughout the industry. The Oracle implementation
of a particular specification may not cover all possible usage scenarios defined in the
specifications.

# Note:

The JAX-WS implementation in Oracle WebLogic Server is extended from
the JAX-WS Reference Implementation (RI) developed by the Glassfish
Community (see https://github. conl eclipse-eedj/netro-jax-ws). All
features defined in the JAX-WS specification (JSR-224) are fully supported
by Oracle WebLogic Server.

The JAX-WS RI also contains a variety of extensions, provided by Glassfish
contributors. Unless specifically documented, JAX-WS RI extensions are not
supported for use in Oracle WebLogic Server.

Oracle considers interoperability of web service platforms to be more important than
providing support for all possible edge cases of the web service specifications. Oracle
complies with the following specifications from the Web Services Interoperability
Organization and considers them to be the baseline for web services interoperability:

e Basic Profile 2.0 (JAX-WS only): http://docs. oasi s- open. or g/ ws- br sp/
Basi cProfile/v2. 0/ BasicProfile-v2.0.htm

e Basic Profile Version 1.2 (JAX-WS only): htt p:// docs. oasi s- open. or g/ ws- br sp/
Basi cProfile/vl. 2/ BasicProfile-vl. 2. htn

e Basic Profile Version 1.1 (JAX-WS and JAX-RPC): htt p: // www. ws-i . or g/
Profiles/BasicProfile-1.1-2004-08-24. htn

*  Basic Security Profile 1.1 (JAX-WS and JAX-
RPC): http://docs. oasi s- open. or g/ ws- br sp/ Basi cSecurityProfile/vl. 1/
Basi cSecurityProfile-vl. 1. htnl

* Reliable Secure Profile Version 1.0 (JAX-WS
only): http://docs. oasi s- open. or g/ ws- br sp/ Rel i abl eSecur eProfile/vl.0/
Rel i abl eSecureProfile-v1.0.htmn

The WebLogic web service documentation set does not necessarily document all of
the specification requirements; it does, however, document features that are beyond
the requirements of these specifications.

The following table summarizes the features and specifications supported by
WebLogic web services.
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Table 2-1 Features and Standards Supported by WebLogic Web Services
]

Feature Description JAX-WS JAX-RS JAX-RPC
Programming model ~ JSR 109: Implementing Enterprise Web Version 1.4  N/A Version 1.4
(based on metadata Services—Programming model and runtime

annotations) and architecture for implementing web services

runtime architecture in Java that run on a Java EE application
server, such as WebLogic Server. See JSR
109: Implementing Enterprise Web Services

1.4.
Programming model =~ Web Services Metadata for the Supports N/A Supports
(based on metadata  Java Platform 2.0 (JSR-181)—Standard
annotations) and annotations that you can use in your Java

runtime architecture Web Service (JWS) file to facilitate the
programming of web services. See Web
Services Metadata for the Java Platform 2.1
(JSR-181).

Programming APIs Java API for XML-based Web Services Version 2.3  N/A N/A
(JAX-WS)—Standards-based API for coding,
assembling, and deploying Java web
services. The integrated stack includes JAX-
WS 2.3, JAXB 2.3, and SAAJ 1.3. See Java
API for XML-based Web Services (JAX-WS)
2.3.

See also Developing JAX-WS Web Services
for Oracle WebLogic Server.

Programming APIs Java API for RESTful Web Services N/A 2.1 N/A
(JAX-RS)—Provides a standard JAVA API
for developing web services based on
the Representational State Transfer (REST)
architectural style. See Java API for RESTful
Web Services (JAX-RS).

See also Developing and Securing RESTful
Web Services for Oracle WebLogic Server.

Programming APIs Java API for XML-based RPC (JAX-RPC) N/A N/A Version 1.1
—Java APIs for making XML-based remote
procedure calls (RPC). See Java API for
XML-based RPC (JAX-RPC) 1.1.

See also Developing JAX-RPC Web
Services for Oracle WebLogic Server.

Data binding Java Architecture for XML Binding (JAXB) Version 2.3  Version 2.3  N/A
—Implementation used to bind an XML
schema to a representation in Java code.
JAXB is supported by JAX-WS web services
only. See Java Architecture for XML Binding
(JAXB) 2.3.

See also Using JAXB Data Binding in
Developing JAX-WS Web Services for Oracle
WebLogic Server.
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Table 2-1 (Cont.) Features and Standards Supported by WebLogic Web Services

Chapter 2

Feature

Description JAX-WS

JAX-RS

JAX-RPC

Data binding

Apache XMLBeans—A technology for N/A
binding XML schema to Java types and for
accessing XML data in a variety of ways.
XMLBeans is the default binding technology

for JAX-RPC web services. See Apache

XMLBeans 2.0.

See also Understanding Data Binding in
Developing JAX-RPC Web Services for
Oracle WebLogic Server.

N/A

2.0

Web service
description

Web Services Description Language Version 1.1
(WSDL)—XML-based specification that
describes a web service. See Web Services

Description Language (WSDL) 1.1.
See also:

*  JAX-WS: Developing WebLogic Web
Services Starting from a WSDL File:
Main Steps in Developing JAX-WS Web
Services for Oracle WebLogic Server.

»  JAX-RPC: Developing WebLogic Web
Services Starting from a WSDL File:
Main Steps in Developing JAX-RPC
Web Services for Oracle WebLogic
Server.

N/A

Version 1.1

Web service
description

Web Application Description Language N/A
(WADL)—XML-based specification that

provides a machine-readable description of
HTTP-based Web applications. See Web
Application Description Language (WADL)

2009 Membership Submission.

2009
Member
Submission

N/A

Web service
description

Versions 1.5
and 1.2

Web Services Policy Framework (WS-
Policy)—General purpose model and
corresponding syntax to describe and
communicate the policies of a web service.
See Web Services Policy Framework (WS-
Policy) 1.5 and 1.2.

N/A

Versions 1.5
and 1.2

Web service
description

Versions 1.5
and 1.2

Web Services Policy Attachment (WS-
PolicyAttachment)—Abstract model and an
XML-based expression grammar for policies.
See Web Services Policy Attachment (WS-
Policy Attachment) 1.5 and 1.2.

N/A

Versions 1.5
and 1.2

Data exchange
between web service
and requesting client

Versions 1.2
and 1.1

Simple Object Access Protocol (SOAP)
—Lightweight XML-based protocol used to
exchange information in a decentralized,
distributed environment. See Simple Object
Access Protocol (SOAP) 1.1 and 1.2.

N/A

Versions 1.2
and 1.1

Data exchange
between web service
and requesting client

SOAP with Attachments API for Java
(SAAJ) 1.3—Implementation that developers
can use to produce and consume messages
conforming to the SOAP 1.1 specification
and SOAP with Attachments notes. See
SOAP with Attachments API for Java (SAAJ)
1.3.

Version 1.3

N/A

Version 1.3

ORACLE
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Chapter 2

Table 2-1 (Cont.) Features and Standards Supported by WebLogic Web Services

Feature Description JAX-WS JAX-RS JAX-RPC
Security Web Services Security (WS-Security)— Versions 1.1 N/A Versions 1.1
Standard set of SOAP [SOAP11, SOAP12] and 1.0 and 1.0

extensions that can be used when building
secure web services to implement message
content integrity and confidentiality. See Web
Services Security (WS-Security) 1.1 and 1.0.

See also Securing WebLogic Web Services
for Oracle WebLogic Server.

Security Web Services Security Policy (WS- Version 1.3  N/A Version 1.3
SecurityPolicy)—Set of security policy
assertions for use with the WS-Policy
framework. See Web Services Security
Policy (WS-SecurityPolicy) 1.3.

See also Securing WebLogic Web Services
for Oracle WebLogic Server.

Security Security Assertion Markup Language Versions 2.0 N/A Versions 2.0
(SAML)—XML standard for exchanging and 1.1 and 1.1
authentication and authorization data
between security domains. See Security
Assertion Markup Language (SAML) 2.0 and
1.1.

See also Securing WebLogic Web Services
for Oracle WebLogic Server.

Security Security Assertion Markup Language Versions 1.1 N/A Versions 1.1
(SAML) Token Profile—Set of WS-Security and 1.0 and 1.0
SOAP extensions that implement SOAP
message authentication and encryption. See
Security Assertion Markup Language (SAML)
Token Profile 1.1 and 1.0.

See also Securing WebLogic Web Services
for Oracle WebLogic Server.

Reliable Web Services Addressing Version 1.0  N/A Version 1.0
communication (WS-Addressing)—Transport-neutral and 2004/08 and 2004/08
mechanisms to address web services and
messages. See Web Services Addressing
(WS-Addressing) 1.0 and 2004/08 Member
Submission.
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Table 2-1 (Cont.) Features and Standards Supported by WebLogic Web Services
]

Feature Description JAX-WS JAX-RS JAX-RPC
Reliable Web Services Reliable Messaging (WS- Versions 1.2, N/A Version 1.1
communication ReliableMessaging)—Implementation that 1.1 and 1.0

enables two endpoints (web service and

client) running on different WebLogic

Server instances to communicate reliably

in the presence of failures in software

components, systems, or networks. See

Web Services Reliable Messaging (WS-

ReliableMessaging).

See also:

* JAX-WS: Using Web Services Reliable
Messaging in Developing JAX-WS Web
Services for Oracle WebLogic Server

»  JAX-RPC: Using Web Services Reliable
Messaging in Developing JAX-RPC Web
Services for Oracle WebLogic Server

Reliable Web Services Reliable Messaging Versions 1.2 N/A Versions 1.1
communication Policy Assertion (WS-RM Policy)— and 1.1 and 1.0
Domain-specific policy assertion for reliable
messaging for use with WS-Policy and
WS-ReliableMessaging. See Web Services
Reliable Messaging Policy Assertion (WS-
RM Policy).

See also:

*  JAX-WS: Pre-packaged WS-Policy
Files for Reliable Messaging and
MakeConnection in Developing JAX-WS
Web Services for Oracle WebLogic
Server

*  JAX-RPC: Pre-packaged WS-Policy
Files for Reliable Messaging in
Developing JAX-RPC Web Services for
Oracle WebLogic Server

Reliable Web Services Trust Language (WS- Version 1.4 N/A Version 1.3
communication Trust)—Extensions that build on Web and 1.3

Services Security (WS-Security) to secure

asynchronous communication. See Web

Services Trust Language (WS-Trust).

See also Configuring Message-Level
Security in Securing WebLogic Web Services
for Oracle WebLogic Server.

Reliable Web Services Secure Conversation Version 1.4  N/A Version 1.3
communication Language (WS-SecureConversation)—

Extensions that build on Web Services

Security (WS-Security) and Web Services

Trust Language (WS-Trust) to secure

asynchronous communication. See Web

Services Secure Conversation Language

(WS-SecureConversation).

See also Configuring Message-Level
Security in Securing WebLogic Web Services
for Oracle WebLogic Server.
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Table 2-1 (Cont.) Features and Standards Supported by WebLogic Web Services

Feature Description JAX-WS JAX-RS JAX-RPC
Asynchronous Asynchronous Request Response—When Supported Supported Supported
communication you invoke a web service synchronously,

the invoking client application waits for the
response to return before it can continue
with its work. In cases where the response
returns immediately, this method of invoking
the web service is common. However,
because request processing can be delayed,
it is often useful for the client application to
continue its work and handle the response
later on. This can be accomplished using
asynchronous web service invocation. For
example, see:

e JAX-WS: Developing Asynchronous
Clients in Developing JAX-WS Web
Services for Oracle WebLogic Server

*  JAX-RPC: Invoking a Web Service
Using Asynchronous Request-Response
in Developing JAX-RPC Web Services
for Oracle WebLogic Server

Asynchronous WS-MakeConnection—Provides a Version 1.1  N/A N/A
communication mechanism for the transfer of messages

between two endpoints when the sending

endpoint is unable to initiate a new

connection to the receiving endpoint. See

Web Services MakeConnection 1.1.

See also Developing Asynchronous Clients
in Developing JAX-WS Web Services for
Oracle WebLogic Server.

Atomic transactions Web Services Atomic Transaction— Versions 1.2, N/A N/A (see
Defines the Atomic Transaction coordination 1.1, and 1.0 Note in
type that is to be used with the extensible description)

coordination framework described in the Web
Services Coordination specification. The
WS-AtomicTransaction and WS-Coordination
specifications define an extensible framework
for coordinating distributed activities among a
set of participants. See Web Services Atomic
Transaction (WS-AtomicTransaction) Version
1.2,1.1, and 1.0.

See also Using Web Services Atomic
Transactions in Developing JAX-WS Web
Services for Oracle WebLogic Server.

Note: For JAX-RPC similar functionality
can be accomplished using

@\bMet hod inside a transaction

(@webl ogi c. jws. Transact i onal ). See
weblogic.jws.Transaction in WebLogic Web
Services Reference for Oracle WebLogic
Server.
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Table 2-1 (Cont.) Features and Standards Supported by WebLogic Web Services

______________________________________________________________________________________________|]
Feature Description JAX-WS JAX-RS JAX-RPC

Atomic transactions Web Services Coordination—Defines an Versions 1.2, N/A N/A
extensible framework for providing protocols 1.1, and 1.0
that coordinate the actions of distributed
applications. The WS-AtomicTransaction
and WS-Coordination specifications define
an extensible framework for coordinating
distributed activities among a set of
participants. See Web Services Coordination
(WS-Coordination) Version 1.2, 1.1, and 1.0.

See also Using Web Services Atomic
Transactions in Developing JAX-WS Web
Services for Oracle WebLogic Server.

Client event Web service callbacks—Callbacks notify a  Supported Not Supported
notification client of your web service that some event supported
has occurred. For example, you can notify a
client when the results of that client's request
are ready, or when the client's request
cannot be fulfilled.
For more information, see:
*  JAX-WS: Using Callbacks in Developing
JAX-WS Web Services for Oracle
WebLogic Server
*  JAX-RPC: Using Callbacks to Notify
Clients of Events in Developing JAX-
RPC Web Services for Oracle WebLogic

Server
Optimizing XML Fast Infoset—Compressed binary encoding Supported Not Not
transmission format that provides a more efficient supported supported

serialization than the text-based XML format.
Fast Infoset optimizes both document size
and processing performance. See Fast
Infoset.

See also Optimizing XML Transmission
Using Fast Infoset in Developing JAX-WS
Web Services for Oracle WebLogic Server.

Optimizing XML Message Transmission Optimization Supported Not Supported
transmission Mechanism (MTOM)—Defines a method for supported
optimizing the transmission of XML data of
type XS: base64Bi nary or xs: hexBi nary
in SOAP messages. For more information,
see:
e JAX-WS: Optimizing Binary Data
Transmission in Developing JAX-WS
Web Services for Oracle WebLogic
Server
*  JAX-RPC: Sending Binary Data Using
MTOM/XOP in Developing JAX-RPC
Web Services for Oracle WebLogic
Server
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Table 2-1 (Cont.) Features and Standards Supported by WebLogic Web Services

Chapter 2

A Note About JAX-WS 2.2 RI/JDK 8.0 Extensions

Feature

Description JAX-WS JAX-RS

JAX-RPC

SOAP Over JMS
Transport

SOAP over JMS transport—Typically, client Supported Not
applications use HTTP/S as the connection supported
protocol when invoking a WebLogic web
service. You can, however, configure a
WebLogic web service so that client
applications use JMS as the transport
instead. See SOAP Over JMS Transport 1.0.
For more information, see:
e Using JMS Transport as the Connection
Protocol in Developing JAX-WS Web
Services for Oracle WebLogic Server
e Using JMS Transport as the Connection
Protocol in Developing JAX-RPC Web
Services for Oracle WebLogic Server

Supported

Stand-alone Java SE
client access

Stand-alone Java SE client JAR file—lIf Supported Supported
your computer does not have WebLogic

Server installed, you can still invoke a web

service by using the stand-alone WebLogic

web services client JAR file. See:

* Invoking a Web Service from a
Standalone Java SE Client in
Developing JAX-WS Web Services for
Oracle WebLogic Server

» Using a Standalone Client JAR File
When Invoking a Web Service in
Developing JAX-RPC Web Services for
Oracle WebLogic Server

Supported

The following sections describe the specifications in more detail. Specifications are
listed in alphabetical order. Additional specifications that WebLogic web services
support are listed in Additional Specifications Supported by WebLogic Web Services.

A Note About JAX-WS 2.2 RI/JDK 8.0 Extensions

A subset of the APIs such as com sun. xm . ws. devel oper are supported as an

extension to the JDK 8.0 or JAX-WS 2.3 Reference Implementation (RI).

Because the APIs are not provided as part of the JDK 8.0 or WebLogic Server
software, they are subject to change. The APIs include, but are not limited to:

com sun. xm . ws. api . server. AsyncProvi der

com sun. xn . ws. cl i ent. Bi ndi ngProvi der Properties
com sun. xn . ws. devel oper. JAXWSPr oper ti es

com sun. xnm . ws. devel oper. SchemaVal i dati on

com sun. xnl . ws. devel oper. SchemaVal i dati onFeat ure
com sun. xnl . ws. devel oper. Streani ngAt t achment

com sun. xn . ws. devel oper. Streani ngAt t achnent Feat ure
com sun. xnl . ws. devel oper. Streani ngDat aHandl er

ORACLE
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Apache XMLBeans 2.0

XMLBeans uses XML Schema to compile Java interfaces and classes that use to
access and modify XML instance data. XMLBeans is the default binding technology for
JAX-RPC web services.

Apache XMLBeans 2.0, described at htt p: // xnl beans. apache. or g, provides a
technology for binding XML schema to Java types and for accessing XML data in
a variety of ways.

Fast Infoset

Fast Infoset is a compressed binary encoding format that provides a more efficient
serialization than the text-based XML format. Fast Infoset optimizes both document
size and processing performance.

When enabled, Fast Infoset converts the XML Information Set in the SOAP envelope
into a compressed binary format before transmitting the data. Fast Infoset optimizes
encrypted and signed messages, MTOM-enabled messages, and SOAP attachments,
and supports both HTTP and JMS transports.

The Fast Infoset specification, ITU-T Rec. X.891 and ISO/IEC 24824-1 (Fast Infoset)
is defined by both the ITU-T and ISO standards bodies. The specification can be
downloaded from the ITU Web site: htt p: //www. i tu. i nt/rec/ T- REC- X. 891- 200505-
I/en

See Optimizing XML Transmission Using Fast Infoset in Developing JAX-WS Web
Services for Oracle WebLogic Server.

Java API for RESTful Web Services (JAX-RS)

The Java API for RESTful Web Services (JAX-RS) specification provides a standard
JAVA API for developing web services based on the Representational State Transfer
(REST) architectural style. See https://jcp.org/en/jsr/detail ?i d=370.
WebLogic Server provides support for Jersey 2.x (JAX-RS 2.1 RI) by default in this
release. Registration as a shared library with WebLogic Server is no longer required.

See Developing and Securing RESTful Web Services for Oracle WebLogic Server.

Java API for XML-based RPC (JAX-RPC) 1.1

ORACLE

The Java API for XML-based RPC (JAX-RPC) specification defines the Java APIs for
making XML-based remote procedure calls (RPC). In particular, these APIs are used
to invoke and get a response from a web service using SOAP 1.1, and XML-based
protocol for exchange of information in a decentralized and distributed environment.

Namespace: http://java. sun. coml xm / ns/jax-rpc
See https://github. com eclipse-eedj/jax-rpc-ri .

WebLogic Server implements all required features of the JAX-RPC Version 1.1
specification. Additionally, WebLogic Server implements optional data type support,
as described in Understanding Data Bindingin Developing JAX-RPC Web Services for
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Oracle WebLogic Server. WebLogic Server does not implement optional features of
the JAX-RPC specification, other than what is described in this chapter.

See Developing JAX-RPC Web Services for Oracle WebLogic Server.

" Note:

Because JAX-WS is the successor to the JAX-RPC and it implements many
of the new features in Java EE, Oracle recommends that you develop web
services with JAX-WS. JAX-RPC is considered legacy and the specification
is no longer evolving.

Java API for XML-based Web Services (JAX-WS) 2.3

The Java API for XML-based Web Services (JAX-WS) is a standards-based API for
coding, assembling, and deploying Java web services.

Namespace: http://java. sun. conl xm / ns/ j axws

Seehttp://jcp.org/about Java/ conmuni t yprocess/ nrel /j sr224/index5. htm . The
integrated stack includes JAX-WS 2.3, Java Architecture for XML Binding (JAXB) 2.3
and SOAP with Attachments API for Java (SAAJ) 1.3.

See Developing JAX-WS Web Services for Oracle WebLogic Server.

Java Architecture for XML Binding (JAXB) 2.3

The Java Architecture for XML Binding (JAXB) provides a convenient way to bind
an XML schema to a representation in Java code. This makes it easy for you

to incorporate XML data and processing functions in applications based on Java
technology without having to know much about XML itself.

Namespace: http://java. sun. conf xn / ns/j axb
See https://jcp.org/about Java/ communi t yprocess/ nrel /jsr222/index3. htnl .

See Using JAXB Data Binding in Developing JAX-WS Web Services for Oracle
WebLogic Server.

¢ Note:

JAXB cannot be used with JAX-RPC.

JSR 109: Implementing Enterprise Web Services 1.4

ORACLE

The JSR 109: Implementing Enterprise Web Services defines the programming model
and runtime architecture for implementing web services in Java that run on a Java EE
application server, such as WebLogic Server.
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See the JSR 109: Implementing Enterprise Web Services specification at http: //
www. j cp. org/ en/jsr/detail ?i d=109. In particular, it specifies that programmers
implement Java EE web services using one of two components:

e Java class running in the Web container
e  Stateless session EJB running in the EJB container

The specification also describes a standard Java EE web services packaging format,
deployment model, and runtime services, all of which are implemented by WebLogic
web services.

Security Assertion Markup Language (SAML) 2.0 and 1.1

The Security Assertion Markup Language (SAML) specification provides an XML
standard for exchanging authentication and authorization data between security
domains.

Namespaces:

urn:oasis:nanmes:tc: SAM.: 2. 0: assertion
urn:oasi s: names: tc: SAML: 2. 0: prot ocol
See:

e https://wmv. oasi s-open. or g/ st andar ds#san v2. 0
e https://ww. oasi s-open. org/ st andar ds#sam v1.1

See Securing WebLogic Web Services for Oracle WebLogic Server.

Security Assertion Markup Language (SAML) Token Profile
1.1and 1.0

The Web Services Security: SAML Token Profile 1.1 specification defines a set of
SOAP extensions that implement SOAP message authentication and encryption.

Namespace: urn: oasi s: nanmes: tc: SAML: 1. 0: assertion
See:

e http://ww. oasi s-open. org/ comittees/downl oad. php/ 16768/ wss-v1. 1- spec-
0s- SAM_TokenPr of i | e. pdf

* http://docs. oasi s-open. or g/ wss/ oasi s-wss-sant -t oken-profile-1.0. pdf

See Securing WebLogic Web Services for Oracle WebLogic Server.

Simple Object Access Protocol (SOAP) 1.1 and 1.2

Simple Object Access Protocol (SOAP) is a lightweight XML-based protocol used to
exchange information in a decentralized, distributed environment.

Namespace: htt p: // schemas. xm soap. or g/ wsdl / soap

ORACLE 2-11


http://www.jcp.org/en/jsr/detail?id=109
http://www.jcp.org/en/jsr/detail?id=109
https://www.oasis-open.org/standards#samlv2.0
https://www.oasis-open.org/standards#samlv1.1
http://www.oasis-open.org/committees/download.php/16768/wss-v1.1-spec-os-SAMLTokenProfile.pdf
http://www.oasis-open.org/committees/download.php/16768/wss-v1.1-spec-os-SAMLTokenProfile.pdf
http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.0.pdf

Chapter 2
SOAP Over JMS Transport 1.0

See the Simple Object Access Protocol (SOAP) specification, described at http://
www. W3. or g/ TR/ SOAP. WebLogic Server includes its own implementation of versions
1.1 and 1.2 of the SOAP specification. The protocol consists of:

* An envelope that describes the SOAP message. The envelope contains the body
of the message, identifies who should process it, and describes how to process it.

« A set of encoding rules for expressing instances of application-specific data types.
e A convention for representing remote procedure calls and responses.

This information is embedded in a Multipurpose Internet Mail Extensions (MIME)-
encoded package that can be transmitted over HTTP, HTTPs, or other Web protocols.
MIME is a specification for formatting non-ASCIlI messages so that they can be sent
over the Internet.

The following example shows a SOAP 1.1 request for stock trading information
embedded inside an HTTP request:

POST /StockQuote HTTP/ 1.1

Host: www. sanpl e. com 7001

Content-Type: text/xm; charset="utf-8"
Content - Length: nnnn

SQAPActi on: "Some- UR"

<SOAP- ENV: Envel ope
xm ns: SOAP- ENV="ht t p: / / schemas. xnl soap. or g/ soap/ envel ope/ "
SOAP- ENV: encodi ngSt yl e="htt p: // schemas. xm soap. or g/ soap/ encodi ng/ ">
<SQAP- ENV: Body>
<m Get Last St ockQuot e xnl ns: m=" Sone- URl ">
<synbol >ORCL</ synbol >
</ m Get Last St ockQuot e>
</ SOAP- ENV: Body>
</ SOAP- ENV: Envel ope>

By default, WebLogic web services use version 1.1 of SOAP; if you want your web
services to use version 1.2, you must specify the binding type in the JWS file that
implements your service.

SOAP Over JMS Transport 1.0

SOAP over Java Messaging Service (JMS) transport is supported as a connection
protocol for JAX-WS and JAX-RPC WebLogic web services.

For JAX-WS, this feature supports the new W3C SOAP over Java Message Service
1.0 standard (February 2012), available at: htt p: / / www. w3. or g/ TR/ soapj ns/

For more information, see:

e Using JMS Transport as the Connection Protocol in Developing JAX-WS Web
Services for Oracle WebLogic Server

e Using JMS Transport as the Connection Protocol in Developing JAX-RPC Web
Services for Oracle WebLogic Server
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SOAP with Attachments API for Java (SAAJ) 1.3

The SOAP with Attachments API for Java (SAAJ) describes how developers can
produce and consume messages conforming to the SOAP 1.1 specification and SOAP
with Attachments notes.

See the SOAP with Attachments API for Java (SAAJ) specification, described at
https://jcp.org/en/jsr/detail ?i d=67.

The single package in the API, j avax. xni . soap, provides the primary abstraction
for SOAP messages with MIME attachments. Attachments may be entire XML
documents, XML fragments, images, text documents, or any other content with a
valid MIME type. In addition, the package provides a simple client-side view of a
request-response style of interaction with a web service.

Web Application Description Language (WADL) 2009
Membership Submission

Web Application Description Language (WADL) is an XML-based specification

that provides a machine-readable description of HTTP-based Web applications.
Developers of WebLogic web services do not need to create the WADL files; you
generate these files automatically as part of the WebLogic web services development
process.

Namespace: http://wadl . dev. j ava. net/ 2009/ 02/ wadl . xsd

See Web Application Description Language (WADL) specification at http: //
www. W3. or g/ Subni ssi on/ wadl .

See Developing and Securing RESTful Web Services for Oracle WebLogic Server.

Web Services Addressing (WS-Addressing) 1.0 and 2004/08
Member Submission

ORACLE

The Web Services Addressing (WS-Addressing) Core provides transport-neutral
mechanisms to address web services and messages.

Namespaces:
http://ww. w3. or g/ 2005/ 08/ addr essi ng
http://ww. w3. or g/ 2007/ 05/ addr essi ng/ met adat a

See the Web Services Addressing (WS-Addressing) Core specification, described
athttp://ww. w3. org/ TR/ ws- addr - cor e. In particular, the specification defines a
number of XML elements used to identify web service endpoints and to secure end-to-
end endpoint identification in messages.

In addition to 1.0, the current release supports Web Services Addressing (August
2004 Member Submission), described at ht t p: / / www. W3. or g/ Subm ssi on/ 2004/ SUBM
ws- addr essi ng- 20040810.
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The Web Services Addressing (WS-Addressing) Metadata specification, described
athttp://ww. w3. or g/ TR/ ws- addr - net adat a, defines how the abstract properties
defined in Web Services Addressing Core are described using WSDL and how WS-
Policy can be used to indicate the support of WS-Addressing by a web service.

Web Services Atomic Transaction (WS-AtomicTransaction)
Version 1.2,1.1,and 1.0

The Web Services Atomic Transaction (WS-AtomicTransaction) defines the

Atomic Transaction coordination type that is to be used with the extensible
coordination framework described in the Web Services Coordination specification.
The WS-AtomicTransaction and WS-Coordination specifications define an extensible
framework for coordinating distributed activities among a set of participants.

See the Web Services Atomic Transaction (WS-AtomicTransaction) specification,
described at htt p: // docs. oasi s- open. or g/ ws-t x/ wst x- wsat - 1. 2- spec- c¢s- 01/ wst x-
wsat - 1. 2-spec-cs-01. htnl .

See Using Web Services Atomic Transactions in Developing JAX-WS Web Services
for Oracle WebLogic Server.

Web Services Coordination (WS-Coordination) Version 1.2,
1.1,and 1.0

The Web Services Coordination (WS-Coordination) defines an extensible framework
for providing protocols that coordinate the actions of distributed applications.

See the Web Services Coordination (WS-Coordination) specification,

described at htt p: // docs. oasi s- open. or g/ ws-t X/ wst x- wscoor - 1. 2- spec- cs- 01/

wst X-wscoor - 1. 2- spec- cs-01. ht m . The WS-AtomicTransaction and WS-
Coordination specifications define an extensible framework for coordinating distributed
activities among a set of participants.

Web Services Description Language (WSDL) 1.1

ORACLE

Web Services Description Language (WSDL) is an XML-based specification that
describes a web service. A WSDL document describes web services operations, input
and output parameters, and how a client application connects to the web service.

Namespace: http://schemas. xn soap. or g/ wsdl

See the Web Services Description Language (WSDL) specification at htt p: //
ww. W3. or g/ TR/ wsdl .

Developers of WebLogic web services do not need to create the WSDL files; you
generate these files automatically as part of the WebLogic web services development
process.

The following example, for informational purposes only, shows a WSDL file that
describes the stock trading web services StockQuoteService that contains the method
GetLastStockQuote:
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<?xm version="1.0"?>

<definitions name="St ockQuot e"

t arget Nanespace="htt p: //sanpl e. coni st ockquot e. wsdl "
xm ns:tns="http://sanpl e. conl st ockquot e. wsdl "
xm ns: xsd="htt p: // ww. w3. or g/ 2000/ 10/ XM_Schena"
xm ns: xsd1="http://sanpl e. cont st ockquot e. xsd"
xm ns: soap="http://schemas. xnl soap. or g/ wsdl / soap/"
xm ns="http://schenas. xm soap. or g/ wsdl / " >
<message nanme="Get St ockPricel nput">
<part nane="synbol" el ement="xsd:string"/>
</ message>
<message nanme="Get St ockPriceQut put">
<part nanme="result" type="xsd:float"/>
</ message>
<port Type nane="St ockQuot ePort Type" >
<operation name="Get Last St ockQuot e">
<i nput message="tns: Get St ockPri cel nput"/>
<out put nessage="tns: Get St ockPri ceQut put"/>
</ operation>
</ port Type>
<bi ndi ng name="St ockQuot eSoapBi ndi ng" type="tns: St ockQuot ePort Type" >
<soap: bi ndi ng styl e="rpc"
transport="http://schenas. xm soap. org/ soap/ http"/>
<operation name="Get Last St ockQuot e">
<soap: operation soapAction="http://sanple. con GetLast StockQuote"/>
<i nput >
<soap: body use="encoded" namespace="http://sanple.conl

st ockquot e"

encodi ngStyl e="http://schemas. xm soap. or g/ soap/

encoding/ "/ >

</input>

<out put >

<soap: body use="encoded" nanespace="http://sanpl e. conl st ockquote"
encodi ngStyl e="http://schemas. xm soap. or g/ soap/

encoding/"/>

</ out put >
</ operation>>
</ bi ndi ng>
<servi ce nanme="St ockQuot eServi ce">
<docurentation>My first service</docunentation>
<port nane="StockQuotePort" bhindi ng="tns: St ockQuot eSoapBi ndi ng" >
<soap: address | ocation="http://sanple. conl stockquote"/>
</port>
</ servi ce>

</definitions>

The WSDL specification includes optional extension elements that specify different
types of bindings that can be used when invoking the web service. The WebLogic web
services runtime:

Fully supports SOAP bindings, which means that if a WSDL file includes a SOAP
binding, the WebLogic web services will use SOAP as the format and protocol of
the messages used to invoke the web service.

Ignores HTTP GET and POST bindings, which means that if a WSDL file includes
this extension, the WebLogic web services runtime skips over the element when
parsing the WSDL.

Partially supports MIME bindings, which means that if a WSDL file includes this
extension, the WebLogic web services runtime parses the element, but does not
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actually create MIME bindings when constructing a message due to a web service
invoke.

See:

« JAX-WS: Developing WebLogic Web Services Starting from a WSDL File: Main
Steps in Developing JAX-WS Web Services for Oracle WebLogic Server.

* JAX-RPC: Developing WebLogic Web Services Starting from a WSDL File: Main
Steps in Developing JAX-RPC Web Services for Oracle WebLogic Server.

Web Services MakeConnection 1.1

The Web Services MakeConnection provides a mechanism for the transfer of
messages between two endpoints when the sending endpoint is unable to initiate a
new connection to the receiving endpoint. For example, to enable asynchronous web
service invocation from behind a firewall.

Namespace: htt p: //docs. oasi s- open. or g/ ws-r x/ wsnt/ 200702

See the Web Services MakeConnection specification at htt p: // docs. oasi s-
open. or g/ ws-r x/ wsnt/ 200702/ wsnt- 1. 1- spec-0s. ht i .

See Developing Asynchronous Clients in Developing JAX-WS Web Setrvices for
Oracle WebLogic Server.

Web Services Metadata for the Java Platform 2.1 (JSR-181)

ORACLE

Oracle recommends that you take advantage of the metadata annotations feature in
Oracle WebLogic Server. To do so, you use a programming model in which you create
an annotated Java file and then use Ant tasks to convert the file into the Java source
code of a standard Java class or EJB and automatically generate all the associated
artifacts.

See http://docs. oracl e. conf javase/ 8/ docs/ t echnot es/ gui des/ | anguage/
annot ations. htm .

The Java Web Service (JWS) annotated file (called a JWS file for simplicity) is the
core of your web service. It contains the Java code that determines how your web
service behaves. A JWS file is an ordinary Java class file that uses JDK 5.0 metadata
annotations to specify the shape and characteristics of the web service. The JWS
annotations you can use in a JWS file include the standard ones defined by the

Web Services Metadata for the Java Platform specification (JSR-181), described at
http://ww.jcp.org/en/jsr/detail ?i d=181, as well as a set of other standard or
WebLogic-specific ones, depending on the type of web service you are creating.

# Note:

As an alternative to using a JWS annotated file, you can program a
WebLogic web service manually by coding the standard Java class or EJB
from scratch and generating its associated artifacts by hand (deployment
descriptor files, WSDL, data binding artifacts for user-defined data types, and
so on). However, the entire process can be difficult and tedious and is not
recommended.
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Web Services Policy Attachment (WS-Policy Attachment)
1.5and 1.2

The Web Services Policy Attachment (WS-Policy Attachment) specification defines an
abstract model and an XML-based expression grammar for policies. The specification
defines two general-purpose mechanisms for associating such policies with the
subjects to which they apply. This specification also defines how these general-
purpose mechanisms can be used to associate WS-Policy with WSDL and UDDI
descriptions.

Namespaces:

WS-Policy Attachment 1.5: htt p: // www. w3. or g/ ns/ ws- pol i cy
WS-PolicyAttachment 1.2: htt p: // schemas. xm soap. or g/ ws/ 2004/ 09/ pol i cy
See:

e Web Services Policy 1.5 - Attachment (Recommendation): http://
www. W3. or g/ TR/ ws- pol i cy-attach/

*  Web Services Policy 1.2 - Attachment (WS-PolicyAttachment) (Member
Submission): ht t p: // www. wW3. or g/ Submi ssi on/ W5- Pol i cyAt t achnent

See Securing WebLogic Web Services for Oracle WebLogic Server.

Web Services Policy Framework (WS-Policy) 1.5 and 1.2

The WS-Policy Framework (WS-Policy) specification provides a general purpose
model and corresponding syntax to describe and communicate the policies of a web
service. WS-Policy defines a base set of constructs that can be used and extended by
other web services specifications to describe a broad range of service requirements,
preferences, and capabilities.

Namespaces:

WS-Policy Framework 1.5: htt p: // www. wW3. or g/ ns/ ws- pol i cy
WS-Policy 1.2: http://schemas. xm soap. or g/ ws/ 2004/ 09/ pol i cy
See:

*  Web Services Policy 1.5 - Framework (Recommendation): http: //
www. W3. or g/ TR/ ws- pol i cy

*  Web Services Policy 1.2 - Framework (WS-Policy) (Member Submission): http://
www. W3. or g/ Subni ssi on/ Ws- Pol i cy

See Securing WebLogic Web Services for Oracle WebLogic Server.

Web Services Reliable Messaging (WS-ReliableMessaging)

The Web Services Reliable Messaging (WS-ReliableMessaging) describes how two
web services running on different WebLogic Server instances can communicate
reliably in the presence of failures in software components, systems, or networks.
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Namespace: htt p: // docs. oasi s- open. or g/ ws-r x/ wsr i 200702

See the Web Services Reliable Messaging (WS-ReliableMessaging) specification
athttp://docs. oasi s-open. or g/ ws-rx/ wsrm 200702, In particular, the specification
provides for an interoperable protocol in which a message sent from a source endpoint
to a destination endpoint is guaranteed either to be delivered or to raise an error.

See:

* JAX-WS: Using Web Services Reliable Messaging in Developing JAX-WS Web
Services for Oracle WebLogic Server

* JAX-RPC: Using Web Services Reliable Messaging in Developing JAX-RPC Web
Services for Oracle WebLogic Server

# Note:

The WebLogic Server WS-ReliableMessaging supports backward
compatibility with older versions of the specification. For example, a WS-
ReliableMessaging 1.2 web service can be accessed by clients conforming
to either the WS-ReliableMessaging 1.2 or 1.1 specifications. However,

a WS-ReliableMessaging 1.2/1.1 client cannot communicate with a WS-
ReliableMessaging 1.0 server. Note that WS-ReliableMessaging 1.2 (client
or service) is supported on JAX-WS only.

Web Services Reliable Messaging Policy Assertion (WS-RM

Policy)

ORACLE

The Web Services Reliable Messaging Policy Assertion (WS-RM Policy) specification
defines a domain-specific policy assertion for reliable messaging for use with WS-
Policy and WS-ReliableMessaging. This specification enables an RM Destination and
an RM Source to describe their requirements for a given sequence.

Namespace: htt p: // docs. oasi s- open. or g/ ws-r x/ wsr np/ 200702
See:

*  Version 1.2 (JAX-WS only): htt p: // docs. oasi s- open. or g/ ws-r x/ wsr np/ 200702/
wsr np- 1. 2- spec- 0s. ht ni

e Version 1.1 (JAX-WS and JAX-RPC): htt p://docs. oasi s- open. or g/ ws-r x/
wsr nmp/ 200702/ wsr np- 1. 1- spec-0s-01. ht i

See:

« JAX-WS: Using Web Services Reliable Messaging in Developing JAX-WS Web
Services for Oracle WebLogic Server

« JAX-RPC: Using Web Services Reliable Messaging in Developing JAX-RPC Web
Services for Oracle WebLogic Server
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Web Services Secure Conversation Language (WS-
SecureConversation)

The Web Services Secure Conversation Language (WS-SecureConversation)
specification defines extensions that build on Web Services Security (WS-Security)
1.1 and 1.0 and Web Services Trust Language (WS-Trust) to provide secure
communication across one or more messages.

Namespace: htt p: //docs. oasi s- open. or g/ ws- sx/ ws- secur econver sat i on/ 200512

Specifically, the specification defines mechanisms for establishing and sharing security
contexts, and deriving keys from established security contexts (or any shared secret).

See:

e Version 1.4 (JAX-WS): http://docs. oasi s- open. or g/ ws- Sx/ ws-
secur econversation/vl. 4/ ws-secureconversation. htm

e Version 1.3 (JAX-RPC): htt p: // docs. oasi s- open. or g/ ws- sx/ ws-
secur econver sat i on/ 200512/ ws- secur econver sati on- 1. 3- 0s. ht ni

See Securing WebLogic Web Services for Oracle WebLogic Server.

Web Services Security (WS-Security) 1.1 and 1.0

ORACLE

Namespaces: htt p: // docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401-
wsSs-wssecuritysecext-1.0.xsd, http://docs. oasi s-open. or g/ wss/ 2004/ 01/

0asi s- 200401- wss-wssecurityutility-1.0.xsd, http://docs. oasi s-open. org/ wss/
0asi S-wss-wssecurity-secext-1.1.xsd

The following description of Web Services Security is taken directly from the OASIS
standard 1.1 specification, titled Web Services Security: SOAP Message Security,
dated February 2006:

This specification proposes a standard set of SOAP [SOAP11, SOAP12] extensions
that can be used when building secure web services to implement message content
integrity and confidentiality. This specification refers to this set of extensions and
modules as the Web Services Security: SOAP Message Security or WSS: SOAP
Message Security.

This specification is flexible and is designed to be used as the basis for securing
web services within a wide variety of security models including PKI, Kerberos,

and SSL. Specifically, this specification provides support for multiple security token
formats, multiple trust domains, multiple signature formats, and multiple encryption
technologies. The token formats and semantics for using these are defined in the
associated profile documents.

This specification provides three main mechanisms: ability to send security tokens as
part of a message, message integrity, and message confidentiality. These mechanisms
by themselves do not provide a complete security solution for web services. Instead,
this specification is a building block that can be used in conjunction with other web
service extensions and higher-level application-specific protocols to accommodate a
wide variety of security models and security technologies.
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Chapter 2
Web Services Security Policy (WS-SecurityPolicy) 1.3

These mechanisms can be used independently (for example, to pass a security token)
or in a tightly coupled manner (for example, signing and encrypting a message or part
of a message and providing a security token or token path associated with the keys
used for signing and encryption).

See the OASIS Web Service Security Web page at htt p: // www. oasi s- open. or g/
commi ttees/tc_home. php?wy_abbr ev=wuss.

WebLogic web services also implement the following token profiles:

*  Web Services Security: SOAP Message Security

*  Web Services Security: Username Token Profile

*  Web Services Security: X.509 Certificate Token Profile
*  Web Services Security: SAML Token Profile 1.0 and 1.1

See Securing WebLogic Web Services for Oracle WebLogic Server.

Web Services Security Policy (WS-SecurityPolicy) 1.3

The Web Services Security Policy (WS-SecurityPolicy) defines a set of security policy
assertions for use with the WS-Policy framework to describe how messages are to be
secured in the context of WS-Security, WS-Trust and WS-SecureConversation.

Namespace: htt p: // docs. oasi s- open. or g/ ws- sx/ ws- securi t ypol i cy/ 200802

See the Web Services Security Policy (WS-SecurityPolicy) specification at htt p: //
docs. oasi s- open. or g/ ws- sx/ ws- securi typolicy/vl. 3/ ws-securitypolicy.htn .

All the asynchronous features of WebLogic web services (callbacks, conversations,
and web service reliable messaging) use addressing in their implementation, but web
service programmers can also use the APIs that conform to this specification stand-
alone if additional addressing functionality is needed.

See Securing WebLogic Web Services for Oracle WebLogic Server.

Web Services Trust Language (WS-Trust)

The Web Services Trust Language (WS-Trust) defines extensions that provides a
framework for requesting and issuing security tokens, and to broker trust relationships.

Version 1.4 Namespace: htt p:// docs. oasi s- open. or g/ ws- sx/ ws-trust/ 200802
Version 1.3 Namespace: http: // docs. oasi s- open. or g/ ws- sx/ ws-trust/ 200512
See the Web Services Trust Language (WS-Trust) specifications at:

e Version 1.4 (JAX-WS): htt ps: // www. oasi s- open. or g/ st andar ds#wst rustvl. 4
*  Version 1.3 (JAX-RPC): htt ps: // ww. oasi s- open. or g/ st andar ds#wst rustvl. 3

See Securing WebLogic Web Services for Oracle WebLogic Server.
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Additional Specifications Supported by WebLogic Web
Services

XML Schema Part 1: Structures described at ht t p: / / www. W3. or g/ TR/ xnl schena- 1

e XML Schema Part 2: Data Types described at htt p: / / www. w3. or g/ TR/
xm schema- 2

ORACLE 2.1


http://www.w3.org/TR/xmlschema-1
http://www.w3.org/TR/xmlschema-2
http://www.w3.org/TR/xmlschema-2

Using the Development and Administration

Tools

Oracle provides helpful tools for developing and administering WebLogic web
services for Oracle WebLogic Server, such as Oracle IDEs to develop web services,
administration tools to manage, test, and monitor WebLogic Web services, Oracle
WebLogic Scripting Tool, Java Management Extensions (JMX), and so on.

» Using the Administration Tools to Manage, Test, and Monitor WebLogic Web
Services

* Using Oracle WebLogic Server Administration Console
e Using the Oracle WebLogic Scripting Tool

* Using Oracle WebLogic Server Ant Tasks

* Using the Java Management Extensions (JMX)

e Using the Java EE Deployment API

» Using Web Services Apache Maven Goals

Using the Administration Tools to Manage, Test, and Monitor
WebLogic Web Services

ORACLE

Basic administration of web services is very similar to basic administration of standard
Java Platform, Enterprise Edition (Java EE) applications and modules. These standard
tasks include deploying and monitoring the Enterprise application, configuring the
policy files, and so on.

When you use the j wsc Ant task to compile and package a WebLogic web service,
the task packages it as part of an Enterprise application. The web service itself

is packaged inside the Enterprise application as a Web application WAR file, by
default. However, if your JWS file implements a session bean then the web service
is packaged as an EJB JAR file.

The standard tasks include:

»  Deploying the Enterprise application that contains the web service.
e Starting and stopping the deployed Enterprise application.

e Configuring the Enterprise application and the archive file which implements the
actual web service. You can configure general characteristics of the Enterprise
application, such as the deployment order, or module-specific characteristics, such
as session time-out for Web applications or transaction type for EJBs.

e Creating and updating the Enterprise application's deployment plan.
e Monitoring the Enterprise application.

e Testing the Enterprise application.
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The following provides examples of administrative tasks are specific to web services:

»  Configuring the policy files associated with a web service endpoint or its
operations.

*  Viewing the SOAP handlers associated with the web service.
*  Viewing the WSDL of the web service.
* Creating a web service security configuration.

There are a variety of ways to administer Java EE modules and applications that run
on WebLogic Server, including web services, as described in the following sections:

e Using Oracle WebLogic Server Administration Console
e Using the Oracle WebLogic Scripting Tool

e Using Oracle WebLogic Server Ant Tasks

e Using the Java Management Extensions (JMX)

e Using the Java EE Deployment API

Using Oracle WebLogic Server Administration Console

ORACLE

The WebLogic Server Administration Console is a web browser-based, graphical user
interface that you use to manage a WebLogic Server domain, one or more WebLogic
Server instances, clusters, and applications, including web services, that are deployed
to the server or cluster.

One instance of WebLogic Server in each domain is configured as an Administration
Server. The Administration Server provides a central point for managing a WebLogic
Server domain. All other WebLogic Server instances in a domain are called Managed
Servers. In a domain with only a single WebLogic Server instance, that server
functions both as Administration Server and Managed Server. The Administration
Server hosts the WebLogic Server Administration Console, which is a Web Application
accessible from any supported Web browser with network access to the Administration
Server.

You can use the WebLogic Server Administration Console to:

» Deploy an Enterprise application

e Start and stop a deployed Enterprise application
e Configure an Enterprise application

e Configure Web applications

e Configure EJBs

e Create a deployment plan

e Update a deployment plan

e Test the modules in an Enterprise application

e Associate the WS-Policy file with a web service
*  View the SOAP message handlers of a web service
* View the WSDL of a web service

e Create a web service security configuration
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For more information about using the WebLogic Server Administration Console to
administer web services, see Web Services in Oracle WebLogic Server Administration
Console Online Help.

The following sections provide more details on the following topics:

e Invoking the Administration Console
e How Web Services Are Displayed In the Administration Console

e Creating a Web Services Security Configuration

Invoking the Administration Console

To invoke the WebLogic Server Administration Console in your browser, enter the
following URL:

http://host: port/consol e

where

* host refers to the computer on which the Administration Server is running.

e port refers to the port number where the Administration Server is listening for
connection requests. The default port number for the Administration server is
7001.

Click the Help button, located at the top right corner of the WebLogic Server
Administration Console, to invoke the Online Help for detailed instructions on using
the WebLogic Server Administration Console.

How Web Services Are Displayed In the Administration Console

ORACLE

Web services are typically deployed to WebLogic Server as part of an Enterprise
Application. The Enterprise Application can be either archived as an EAR, or be in
exploded directory format. The web service itself is almost always packaged as a Web
Application; the only exception is if your JWS file implements a session bean in which
case it is packaged as an EJB. The web service can be in archived format (WAR or
EJB JAR file, respectively) or as an exploded directory.

It is not required that a web service be installed as part of an Enterprise application;
it can be installed as just the Web Application or EJB. However, Oracle recommends
that users install the web service as part of an Enterprise application. The WebLogic
Ant task used to create a web service, j wsc, always packages the generated web
service into an Enterprise application.

To view and update the web service-specific configuration information about a web
service using the WebLogic Server Administration Console, click on the Deployments
node in the left pane and, in the Deployments table that appears in the right pane,
locate the Enterprise application in which the web service is packaged. Expand the
application by clicking the + node; the web services in the application are listed under
the Web Services category. Click on the name of the web service to view or update its
configuration.

The following figure shows how the Hel | oWor | dSer vi ce web service, packaged inside
the hel | oWor | dEar Enterprise application, is displayed in the Deployments table of
the WebLogic Server Administration Console.
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Figure 3-1 WebLogic Server Administration Console Main Window
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Creating a Web Services Security Configuration

When a deployed WebLogic web service has been configured to use message-

level security (encryption and digital signatures, as described by the WS-Security
specification), the web services runtime determines whether a web service security
configuration is also associated with the service. This security configuration specifies
information such as whether to use an X.509 certificate for identity, whether to use
password digests, the keystore to be used for encryption, and so on. A single security

configuration can be associated with many web services.

Because web services security configurations are domain-wide, you create them from
the domainName > WebService Security tab of the WebLogic Server Administration
Console, rather than the Deployments tab. The following figure shows the location of

this tab.

ORACLE
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Figure 3-2 Web Service Security Configuration in Administration Console
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Using the Oracle WebLogic Scripting Tool

The WebLogic Scripting Tool (WLST) is a command-line scripting interface that you
can use to interact with and configure WebLogic Server domains and instances,

as well as deploy Java EE modules and applications (including web services) to

a particular WebLogic Server instance. Using WLST, system administrators and
operators can initiate, manage, and persist WebLogic Server configuration changes.

See:

«  Web Services Custom WLST Commands in WLST Command Reference for
Infrastructure Components

* Understanding the WebLogic Scripting Tool

Using Oracle WebLogic Server Ant Tasks

ORACLE

WebLogic Server includes a variety of Ant tasks that you can use to centralize many of
the configuration and administrative tasks into a single Ant build script. Use wl ser ver,
w confi g, and W depl oy for basic Ant tasks.

The Ant tasks can:

e Create, start, and configure a new WebLogic Server domain, using the W ser ver
and wl confi g Ant tasks.

* Deploy a compiled application to the newly-created domain, using the w depl oy
Ant task.

*  Generate web services and clients, and download a WSDL to a local directory.

The following table summarizes the steps to use the web services Ant tasks.
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Table 3-1 Steps to Use the Web Services Ant Tasks
]

# Step Description
1  Setup your environment. On Windows NT, execute the set Domai nEnv. cnd command, located
in your domain directory. The default location of WebLogic Server
domains is ORACLE_HOME\ user _pr oj ect s\ donai ns\ donai nNanme, where
ORACLE_HOME represents the directory you specified as the Oracle Home
when you installed WebLogic Server and domai nNane is the name of your
domain.
On UNIX, execute the set Domai nEnv. sh command, located in your domain
directory. The default location of WebLogic Server domains is ORACLE_HOVE/
user _proj ect s/ domai ns/ domai nNane, where ORACLE_HOVE represents
the directory you specified as the Oracle Home when you installed WebLogic
Server and donmai nNane is the name of your domain.
2 Create the bui | d. xn file The following example shows a simple bui | d. xm file with a single target
that contains a call to the web called cl ean:
services Ant tasks. ] )
<proj ect name="my-webservice">
<target name="clean">
<del et e>
<fileset dir="tnp" />
</ del et e>
</target>
</ proj ect >
This cl ean target deletes all files in the t np subdirectory. Later sections
provide examples of specifying the Ant task in the bui | d. xnl file.
3 For each WebLogic web The following example shows how to add the j wsc Ant task to the build file;
service Ant task you wantto  the attributes of the task have been removed for clarity:
execute, add an appropriate . .
task definition and targetto ~ <t@skdef name="jwsc"
the bui | d. xni file using the cl assname="webl ogi c. wsee. t ool s. ant t asks. JwscTask" />
<taskdef >and <target>  <target name="build-service">
elements <jwsc attributes go here...>
</jwsc>
</target>
Note: You can name the WebLogic web services Ant tasks anything you
want by changing the value of the name attribute of the relevant <t askdef >
element. For consistency, however, this document uses the names j wsc,
clientgen,wsdl ¢, and wsdl get throughout.
4 Execute the Ant task or tasks Type ant in the same directory as the bui | d. xnl file and specify the target.
specified in the bui | d. xm For example:
file.
pronpt> ant buil d-service
5 Specify the context path and  You can set this information in several ways, as described in Defining the
service URI used in the URL  Context Path of a WebLogic Web Service in Developing JAX-WS Web
that invokes the web service.  Services for Oracle WebLogic Server.
(Optional)
For more information, see:
* Ant Task Reference in WebLogic Web Services Reference for Oracle WebLogic
Server
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» The following sections in Developing Applications for Oracle WebLogic Server:
— Using Ant Tasks to Configure and Use a WebLogic Server Domain

— wldeploy Ant Task Reference

Setting the Classpath for the WebLogic Ant Tasks

Each WebLogic Ant task accepts a cl asspat h attribute or element so that you can add
new directories or JAR files to your current CLASSPATH environment variable.

The following example shows how to use the cl asspat h attribute of the j wsc Ant task
to add a new directory to the CLASSPATH variable:

<jwsc srcdir="M/JW5File.java"
cl asspat h="%{j ava. cl ass. path}; ny_fab_directory"

</jwsc>

The following example shows how to add to the CLASSPATH by using the
<cl asspat h> element:

<jwsc ... >
<cl asspat h>
<pat hel ement pat h="${j ava. cl ass. path}" />
<pat hel ement path="ny_fab_directory" />
</ cl asspat h>

<l ] wsc>
The following example shows how you can build your CLASSPATH variable outside of

the WebLogic web service Ant task declarations, then specify the variable from within
the task using the <cl asspat h> element:

<path id="nyd assl D'>
<pat hel ement pat h="${j ava. cl ass. path}"/>
<pat hel ement pat h="${addi ti onal . pathl}"/>
<pat hel ement pat h="${addi ti onal . path2}"/>
</ pat h>
fwse ....>
<cl asspath refid="nyCd asslD" />

</jwsc>

# Note:

The Java Ant utility included in WebLogic Server uses the ant (UNIX) or
ant. bat (Windows) configuration files in the W._HOVE\ ser ver\ bi n directory
to set various Ant-specific variables, where W._HOME is the top-level directory
of your WebLogic Server installation If you need to update these Ant
variables, make the relevant changes to the appropriate file for your
operating system.
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Differences in Operating System Case Sensitivity When Manipulating
WSDL and XML Schema Files

Many WebLogic web service Ant tasks have attributes that you can use to specify a
file, such as a WSDL or an XML Schema file.

The Ant tasks process these files in a case-sensitive way. This means that if,

for example, the XML Schema file specifies two user-defined types whose names
differ only in their capitalization (for example, MyRet ur nType and MYRETURNTYPE),
the cl i ent gen Ant task correctly generates two separate sets of Java source files
for the Java representation of the user-defined data type: MyRet ur nType. j ava and
MYRETURNTYPE. j ava.

However, compiling these source files into their respective class files might cause a
problem if you are running the Ant task on Microsoft Windows, because Windows

is a case insensitive operating system. This means that Windows considers the files
M/Ret ur nType. j ava and MYRETURNTYPE. j ava to have the same name. So when you
compile the files on Windows, the second class file overwrites the first, and you end
up with only one class file. The Ant tasks, however, expect that two classes were
compiled, thus resulting in an error similar to the following:

c:\src\com bea\ order\ MyRet ur nType. j ava: 14:
cl ass MYRETURNTYPE is public, should be declared in a file named  MYRETURNTYPE. | ava
public class MYRETURNTYPE

AN

To work around this problem rewrite the XML Schema so that this type of naming
conflict does not occur, or if that is not possible, run the Ant task on a case sensitive
operating system, such as Unix.

Using the Java Management Extensions (JMX)

ORACLE

A managed bean (MBean) is a Java bean that provides a Java Management
Extensions (JMX) interface. JMX is the Java EE solution for monitoring and managing
resources on a network. Like SNMP and other management standards, JMX is a
public specification and many vendors of commonly used monitoring products support
it.

WebLogic Server provides a set of MBeans that you can use to configure, monitor, and
manage WebLogic Server resources through JMX. WebLogic web services also have
their own set of MBeans that you can use to perform some web service administrative
tasks.

There are two types of MBeans: runtime (for read-only monitoring information) and
configuration (for configuring the web service after it has been deployed).

The configuration web services MBeans are:
* \\bserviceSecurityConfigurati onMBean
* \Weébservi ceCredenti al Provi der MBean

* \\bserviceSecurityMean

*  \ebserviceSecurityTokenMBean

e \Weébservi ceTi mest anpMBean
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e \\ébservi ceTokenHandl er MBean

The runtime web services MBeans are:

* \MeeRunti neMBean

*  WeeHandl er Runti neMBean

* \eePortRunti meMBean

e WseeQperati onRunti meMBean
*  WseePol i cyRunti meMBean

See MBean Reference for Oracle WebLogic Server and the following sections in
Developing Custom Management Utilities Using JMX for Oracle WebLogic Server:

e Understanding WebLogic Server MBeans
» Accessing WebLogic Server MBeans with JIMX

* Managing a Domain's Configuration with JIMX

Java EE Deployment API

The Java EE Deployment architecture defines the contracts that enable tools or
application programmers to configure and deploy applications on any Java EE
platform product. The contracts define a uniform model between tools and Java EE
platform products for application deployment configuration and deployment.

The J2EE Application Deployment specification (JSR-88), described at htt p: //
jcp.org/en/jsr/detail ?i d=88, defines a standard API that you can use to configure
an application for deployment to a target application server environment.

The Deployment architecture makes it easier to deploy applications: Deployers do not
have to learn all the features of many different Java EE deployment tools in order to
deploy an application on many different Java EE platform products.

See Deploying Applications to Oracle WebLogic Server for more information.

Using Web Services Apache Maven Goals

ORACLE

Apache Maven is a software tool for building and managing Java-based projects.
WebLogic Server provides support for Maven through the provisioning of plug-ins that
enable you to perform various operations on WebLogic Server from within a Maven
environment.

WebLogic Server provides support for the following web services Maven goals.

Table 3-2 Web Services Maven Goals
]

Maven Goal Description
ws-clientgen Generates client web service artifacts from a WSDL.
ws-wsdl ¢ Generates a set of artifacts and a partial Java implementation of

the web service from a WSDL.

WS- j WsC Builds a JAX-WS web service.
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See Using the WebLogic Development Maven Plug-in in Developing Applications for
Oracle WebLogic Server for complete documentation.
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Roadmap and Related Information

Understand how to implement WebLogic web services for Oracle WebLogic Server
using a roadmap that lists common tasks for creating, deploying, and invoking
WebLogic web services, along with a summary of related documentation.

* Roadmap for Implementing WebLogic Web Services
*  WebLogic Web Services Documentation Set

* Related Documentation—WebLogic Server Application Development

Roadmap for Implementing WebLogic Web Services

The roadmap provides common tasks for creating, deploying, and invoking WebLogic
web services, such as reviewing the supported standards, running the samples,
developing and administering web services using JAX-WS, and more.

Table 4-1 Roadmap for Implementing WebLogic Web Services

Task More Information

Review supported standards Features and Standards Supported by WebLogic Web Services
Run samples Examples for Java EE Web Service Developers

Develop and administer web services Developing JAX-WS Web Services for Oracle WebLogic Server
using JAX-WS

Develop and administer RESTful web Developing and Securing RESTful Web Services for Oracle WebLogic
services using JAX-RS Server

Develop and administer web services Developing JAX-RPC Web Services for Oracle WebLogic Server
using JAX-RPC

Secure the web service—WebLogic web  Securing WebLogic Web Services for Oracle WebLogic Server
service policies

Deploy web services Install a Web Service

Administer web services—WebLogic Web Services

Server Administration Console

Test web services e Testa Web Service

Monitor web service performance e Monitor Web Services

Create custom WebLogic web service Creating and Using a Custom Policy File in Securing WebLogic Web

policy file Services for Oracle WebLogic Server

Upgrade Upgrading WebLogic Web Services in Upgrading Oracle WebLogic
Server

WebLogic Web Services Documentation Set

This document is part of a larger WebLogic web services documentation set that
covers a comprehensive list of web services topics.
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Table 4-2 WebLogic Web Services Documentation Set
|

Document Description

Understanding WebLogic Web Introduces WebLogic web services, the standards that
Services for Oracle WebLogic are supported, interoperability information, and relevant
Server (This Document) samples and documentation.

Developing JAX-WS Web Describes how to develop WebLogic web services
Services for Oracle WebLogic using JAX-WS. The guide includes use cases and
Server examples, iterative development procedures, typical JWS

programming steps, data type information, and how to
invoke a web service.

Developing and Securing RESTful Describes how to develop WebLogic web services that

Web Services for Oracle conform to the Representational State Transfer (REST)

WebLogic Server architectural style using Java API for RESTful Web
Services (JAX-RS).

Developing JAX-RPC Web Describes how to develop WebLogic web services

Services for Oracle WebLogic using JAX-RPC. The guide includes use cases and

Server examples, iterative development procedures, typical JWS

programming steps, data type information, and how to
invoke a web service.

Securing WebLogic Web Services Describes how to develop and configure message-level
for Oracle WebLogic Server (digital signatures and encryption), transport-level, and
access control security for a web service.

WebLogic Web Services Reference information on JWS annotations, Ant tasks,
Reference for Oracle WebLogic reliable messaging WS-Policy assertions, security WS-
Server Policy assertions, and deployment descriptors.

Related Documentation—WebLogic Server Application
Development

ORACLE

For comprehensive guidelines for developing, deploying, and monitoring WebLogic
Server applications, refer to the documents such as Developing Applications for
Oracle WebLogic Server, Developing Web Applications, Serviets, and JSPs for Oracle
WebLogic Server, Developing XML Applications for Oracle WebLogic Server, and so
on.

Table 4-3 Related Documentation—WebLogic Server Application Development

Review this To learn howto...
document ...

Developing Applications for Develop WebLogic Server components (such as Web applications
Oracle WebLogic Server  and EJBs) and applications.

Developing Web Develop Web applications, including servlets and JSPs, that are
Applications, Servlets, and deployed and run on WebLogic Server.

JSPs for Oracle WebLogic

Server

Developing Enterprise Develop EJBs that are deployed and run on WebLogic Server.

JavaBeans, Version 2.1, for
Oracle WebLogic Server
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Table 4-3 (Cont.) Related Documentation—WebLogic Server Application

Development

Review this
document. ..

To learn howto...

Developing XML
Applications for Oracle
WebLogic Server

Design and develop applications that include XML processing.

Deploying Applications to
Oracle WebLogic Server

Deploy WebLogic Server applications. Use this guide for both
development and production deployment of your applications.

Configuring Applications
for Production Deployment
in Deploying Applications
to Oracle WebLogic Server

Configure your applications for deployment to a production
WebLogic Server environment.

Tuning Performance of
Oracle WebLogic Server

Monitor and improve the performance of WebLogic Server
applications.

System Administration
in Understanding Oracle
WebLogic Server

Administer WebLogic Server and its deployed applications.
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Interoperability with Microsoft WCF/.NET

ORACLE

Oracle performs interoperability testing, in conjunction with Microsoft, to ensure that
WebLogic web services for Oracle WebLogic Server can access and consume web
services created using Microsoft Windows Communication Foundation (WCF)/.NET
3.0, 3.5, and Framework 4.0, and vice versa.

Table 5-1 describes the interoperability tests that were completed on JAX-WS and

JAX-RPC web services.

Table 5-1 Completed Interoperability Tests
|

Area

Interoperability Guidelines

Basic and complex data types

Basic Data Types Interoperability Guidelines

WS-I Basic Profile 2.0, 1.2, and
1.1

Basic Profile Interoperability Guidelines
Note: WS-I Basic Profile 2.0 and 1.2 applies to JAX-WS

only. WS-I Basic Profile 1.1 applies to both JAX-WS and
JAX-RPC web services.

Web Services Reliable Secure
Profile (WS-RSP) 1.0

Web Services Reliable Secure Profile Interoperability
Guidelines

Web Services Security (WS-
Security) 1.0 and 1.1

WS-Security Interoperability Guidelines

Web Services Security Policy
(WS-SecurityPolicy) 1.2

WS-SecurityPolicy Interoperability Guidelines

Web Services Secure
Conversation Language (WS-
SecureConversation) 1.3

WS-SecureConversation Interoperability Guidelines

Web Services Policy Framework
(WS-Policy) 1.5

No interoperability restrictions.

Web Services Addressing (WS- N/A
Addressing) 0.9 and 1.0
Message Transmission N/A

Optimization Mechanism (MTOM)

SAML Assertions

Using SAML Assertions Referenced from Signedinfo

In addition, the following combined features were tested:

e MTOM and WS-Security

* WS-ReliableMessaging and MTOM

*  WS-ReliableMessaging 1.2 and WS-Addressing 1.0 (JAX-WS)

*  WS-ReliableMessaging 1.1 and WS-Addressing 1.0 (JAX-WS)
WS-ReliableMessaging 1.1 and WS-Addressing 0.9 and 1.0 (JAX-RPC)
WS-ReliableMessaging 1.0 and WS-Addressing 0.9 and 1.0 (JAX-RPC)
* WS-ReliableMessaging 1.2 and WS-SecureConversation 1.4
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* WS-ReliableMessaging 1.1 and WS-SecureConversation 1.3
* WS-ReliableMessaging 1.0 and WS-SecureConversation 1.3
*  WS-Policy 1.5 and WS-SecurityPolicy 1.2

The following sections describe the interoperability issues and guidelines that were
identified during the testing.

Basic Data Types Interoperability Guidelines

When using the anyType class with Microsoft .NET 3.0/3.5 the Java data type returned
cannot be guaranteed. If a specific Java data type is required, avoid using anyType.

Basic Profile Interoperability Guidelines

Follow the basic profile interoperability guidelines to test the WS-I Basic Profiles.

The WS-I Basic Profile 1.2 and 2.0 profiles were tested between WebLogic
web services JAX-WS and the Microsoft .NET Framework 4.0. No interoperability
restrictions were found.

WS-I Basic Profile 1.1 was tested between WLS JAX-RPC and the Microsoft .NET
3.0/3.5 framework. This testing found that Microsoft .NET 3.0/3.5 does not

enforce string Basic Profile 1.1 semantics for the use case described on the

Java Web site at: ht t p: // downl oad. or acl e. com docs/ cd/ E17802_01/ webser vi ces/
webservi ces/reference/tutorial s/wsit/doc/DataBi nding7. htn

Web Services Reliable Secure Profile Interoperability
Guidelines

The Web Services Reliable Secure Profile implementations for WebLogic web services
and Microsoft .NET Web are compatible with few caveats.

»  For WS-ReliableMessaging security, you must use WS-SecureConversation
as per the guidelines in the WS-/ Reliable Secure Profile Version
1.0 Working Group Draft specification at ht t p: / / www. ws-i . or g/ Profil es/
Rel i abl eSecureProfile-1.0.htm .

e Asynchronous reliable messaging plus WS-SecureConversation or WS-Trust is
only supported for WebLogic web service JAX-WS clients and Microsoft .NET
services. In is not supported for JAX-RPC clients.

WS-Security Interoperability Guidelines

WebLogic Server lists interoperability guidelines for WS-Security, such as defining the
security policies, Microsoft .NET 3.0/3.5 guidelines, and so on.

* Use of <sp: Strict > layout assertions (shown below) cannot be guaranteed.

<sp: Layout >
<wsp: Pol i cy>
<sp: Strict/>
</ wsp: Pol i cy>
</ sp: Layout >
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Instead, you should define your policy as follows:

<sp: Layout >

<wsp: Pol i cy>

<sp: Lax/ >

</wsp: Pol i cy>

</ sp: Layout >
* The following assertions are not supported by Microsoft .NET 3.0/3.5:

— Digest password in User nameToken
— <sp: Encrypt edSupportingTokens>
— Element-level signature
— Element-level encryption

e Support of asymmetric binding for WS-Security 1.1 cannot be guaranteed on
Microsoft .NET 3.0/3.5.

WS-SecurityPolicy Interoperability Guidelines

WebLogic Server provides WS-SecurityPolicy interoperability guidelines to be
followed.

In this release, WebLogic Server and Microsoft .NET 3.5 support Web Services
Security Policy (WS-SecurityPolicy) 1.3. Microsoft .NET 3.0 supports the December
2005 draft version of the WS-SecurityPolicy specification.

In the December 2005 draft version of the specification, the

<sp: Si gnedEncr ypt edSuppor ti ngTokens> policy assertion is not supported.

As a result, Microsoft .NET 3.0 encrypts the User naneToken in

the <sp: Si gnedSuppor t i ngTokens> policy assertion. If you use the

<sp: Si gnedSupporti ngTokens> policy assertion without encrypting the User nameToken,
the WebLogic Server and Microsoft .NET web services will not interoperate.

WS-SecureConversation Interoperability Guidelines

Use the interoperability guidelines for WS-SecureConversation, such as usage of
<sp: Si gnBef or eEncrypt >, set Conpati bilityPreference("nsft") method, and so on.

*  Oracle recommends that you do not use <sp: Encr ypt Bef or eSi gni ng/ > unless
there is a security requirement. Instead, use <sp: Si gnBef or eEncr ypt > (the
default).

* Although WebLogic Server web services support cookie mode conversations, this
feature is a Microsoft proprietary implementation, and may not be supported by
other vendors.

*  When using <sp: Boot st rapPol i cy> policy assertion, you should refer to the
guidelines defined in WS-Security Interoperability Guidelines.

* There is no standard method of supporting cancel and renew of WS-
SecureConversation defined in the WS-SecurityPolicy or WS-SecureConversation
specifications. The method used by Microsoft .NET to support cancel and renew of
WS-SecureConversation is not compatible with WebLogic Server 10.x. As a result:

— For a Microsoft .NET client to interoperate with a WebLogic Server web
service, the Conpati bi | ity flag must be set on the server side via the
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web service Security MBean using the set Conpati bilityPreference("nmsft")
method.

— For a WebLogic Server web service client to interoperate with a WebLogic
Server web service that has the Conpati bi | i ty flag set, the client must set
this flag as well, as follows:

stub. _set Property(W.St ub. POLI CY_COVPATI Bl LI TY_PREFERENCE, "nsft")

For examples, see Example 5-1 and Example 5-2.

Using SAML Assertions Referenced from Signedinfo

When the SAML assertion is referenced in the <ds: Si gned! nf 0> element of a

<ds: Si gnat ur e> element in a <wsee: Secur i t y> header, Microsoft .NET does not
support a SAML assertion that is referenced from <wsse: Secur it yTokenRef er ence>.
Use of <wsse:SecurityTokenReference> is defined as a best practice in the WS-
Security specification.

See http://ww. oasi s-open. org/ commi tt ees/ downl oad. php/ 16768/ wss-v1. 1- spec-
0S- SAMLTokenProf i | e. pdf .

For compatibility with Microsoft .NET, you must

set the W.St ub. POLI CY_COWPATI BI LI TY_PREFERENCE flag to

VLSt ub. POLI CY_COWPATI BI LI TY_MSFT flag in web service client code. When the flag
is set, the SAML assertion will be signed with direct reference, rather than using a
SecurityTokenRef erence.

The following provides an example of how to set the Microsoft .NET compatibility flag
for a JAX-WS web service client:

The following provides an example of how to set the Microsoft .NET compatibility flag
for a JAX-RPC web service client:

Example 5-1 Setting the Microsoft .NET Compatibility Flag in a JAX-WS Web Service Client

i nport webl ogi c. wsee. j axrpc. W.St ub;

public String test(String hello) throws Exception {

}

Bi ndi ngProvi der provider = (BindingProvider)port;
Map context = provider. get Request Context();

cont ext . put (WSt ub. PCLI CY_COWPATI BI LI TY_PREFERENCE, WSt ub. POLI CY_COMPATI BI LI TY_MSFT) ;

String result = port.getNane(hello);
Systemout. println("MSFT Result was: " + result);
return result;
} catch (Exception e) {
t hrow new Runti meException (e);

Example 5-2 Setting the Microsoft .NET Compatibility Flag in a JAX-RPC Web Service Client

i mport webl ogi c. wsee. j axrpc. W.St ub;

ORACLE
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@\ebMet hod()
public String call Sam Hel | oSV_W5S10_MSFT(String input) {
try {
Systemout.printin("Calling sayHel lo(" + input + ") with MSFT Ways");
((Stub)port)._setProperty(WStub. POLI CY_COWPATI Bl LI TY_PREFERENCE,
WSt ub. POLI CY_COMPATI BI LI TY_NSFT) ;
String result = port.sayHel | oSV_W5S10(i nput);
Systemout. println("MSFT Result was: " + result);
return resul t;
}
catch (RenoteException e) {
t hrow new RuntimeException(e);
}
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Examples for Java EE Web Service
Developers

Oracle provides a variety of samples that web service developers can use to learn
more about WebLogic web services for Oracle WebLogic Server.

e Samples for WebLogic Web Service Developers

* Additional Web Services Samples Available for Download

Samples for WebLogic Web Service Developers

Oracle provides a variety of code samples for web services developers. The
samples and tutorials illustrate WebLogic web services in action, and provide
practical instructions on how to perform key web service development tasks. Oracle
recommends that you run the web service samples before programming your own
application that use web services.

Web services samples include:

« JAX-WS web services and clients
e« RESTful web services and clients

« JAX-RPC web services and clients

Web Services Samples in the WebLogic Server Distribution

WebLogic Server optionally installs API code examples in

the ORACLE_HOMVE\ Wl ser ver\ sanpl es\ server\ exanpl es\ src\ exanpl es\ webser vi ces
directory, where ORACLE_HOME represents the directory in which you installed WebLogic
Server. See Sample Applications and Code Examples in Understanding Oracle
WebLogic Server.

Avitek Medical Records Application (MedRec) and Tutorials

MedRec is an end-to-end sample Java EE application shipped with WebLogic Server
that simulates an independent, centralized medical record management system. The
MedRec application provides a framework for patients, doctors, and administrators to
manage patient data using a variety of different clients.

MedRec demonstrates WebLogic Server and Java EE features, and

highlights Oracle-recommended best practices. MedRec is optionally installed

with the WebLogic Server installation. You can start MedRec from the
ORACLE_HOME\ user _proj ect s\ donai ns\ medr ec directory, where ORACLE_HOME is the
directory you specified as the Oracle Home when you installed Oracle WebLogic
Server. See Sample Applications and Code Examplesin Understanding Oracle
WebLogic Server.
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Additional Web Services Samples Avalilable for Download

ORACLE

The additional Web services samples include Oracle-certified ones, and the samples
submitted by fellow developers. Your use rights and restrictions for each sample code
item described in the applicable license agreement.

Additional APl samples for download can be found at ht t p: / / ww. or acl e. com
t echnet wor k/ i ndexes/ sanpl ecode/ i ndex. htm .
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