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Chapter 1 Introduction to the Platform CLI

The Oracle Cloud Native Environment Platform Command-Line Interface, ol cnect | , is used to configure,
deploy and manage the components of Oracle Cloud Native Environment. The ol cnect| command is
installed using the ol cnect | package on an operator node. For information on setting up an operator
node, see Getting Started.

You interact with ol cnect | by entering commands with a series of options. The Platform CLI syntax is:
ol cnectl command [ command_opti ons|{-h|--hel p}]
The full syntax and options for each command is provided in Chapter 4, Platform CLI Commands.

When you use the ol cnect | command, you are prompted for any missing options.

1.1 Getting Syntax Help

You can get help on the syntax for ol cnect | commands using the - - hel p option. For example, to show
the command options available for the ol cnect | command, enter:

ol cnectl --help

A CLI that talks to an Oracle C oud Native Environment Platform APl Server endpoint,
facilitating depl oynent and nanagenent of Kubernetes clusters and their resources

Usage:
ol cnect!| [command]

Avai | abl e Commands:
envi ronment Environnment operations

hel p Hel p about any command
nodul e Mbdul es that can be nodified in an environment
tenpl ate Generate a configuration file tenplate
Fl ags:
-h, --help hel p for ol cnectl
Use "ol cnectl [command] --hel p" for nore information about a command.

The Avai | abl e Commands section lists any available commands for the ol cnect | command. In this
case, you can use the commands ol cnect| environnent, ol cnectl hel p, ol cnect|l nodul e and
ol cnectl tenpl ate.

The FI ags section lists the available command options you can use.

The ol cnect| hel p command is the equivalent of using ol cnect| --hel p. Thatis, it prints out the
help for the ol cnect| command.

You can drill further down into the help system by providing the - - hel p option to the commands listed in
the Avai | abl e Conmands section. For example, to show the available commands and options for the
ol cnect| nodul e command, enter:

ol cnectl nodul e --help
Modul es that are used to custom ze your environnent

Usage:
ol cnect| nodul e [ comrand]

Avai | abl e Commands:
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backup backup a nodul e

create Create a nodul e

get Get a nodul e

install Install a nodul e

i nst ances List all nodul e instances that are defined in an environnent

Iist Show al | nodul es that can be installed

property Commands that interact with nodul e properties

report Di splay the report of the sel ected nodul e instance

restore restore a nodul e

uni nst al | Uni nstal | a nodul e

updat e Updat e a nodul e

val i dat e Val i date that an nodul e can be installed

Fl ags:

-a, --api-server string Platform APl Server to talk to. If this is not specified ...
--config-file string Location of configuration file that contains the

-h, --help hel p for ol cnectl
--olcn-ca-path string Optional path to a predefined CA or the a destination if
--ol cne-node-cert-path string Optional path to a predefined Key or the a destination
--ol cne- node- key-path string Optional path to a predefined Cert or the a destination
--olcne-tls-cipher-suites string TLS C pher Suites, Possible value(s) (conma separated):
--ol cne-tls-max-version string TLS Maxi num Versi on, Default val ue: VersionTLS12,
--olcne-tls-mn-version string TLS M ni num Versi on, Default value: VersionTLS12,
--secret-nmanager-type string Manager that will handle the secrets. Options are: file,
--updat e-config When defined the gl obal argunments will be witen to a
--vaul t-address string Address of Vault. Default: https://127.0.0.1: 8200 or
--vault-cert-sans string Sans that will passed to Vault to generate the Platform
--vaul t-token string Token to authentic with Vault

Use "ol cnectl nodul e [ conmand] --hel p* for nore information about a conmand.

Again, the Avai | abl e Conmands section lists any sub commands available for the command. In this
case, you can use commands such as ol cnect| nodul e backup, ol cnectl nodul e create,
ol cnect| nodul e get and so on.

The FI ags section lists the options that can be used by all subcommands.

Drilling further down into the help system you can see the ol cnect| nodul e property command has
a further two options, get and | i st.

ol cnect| nodul e property --help
Commands that interact with nodul e properties

Usage:
ol cnect| nodul e property [conmand]

Avai | abl e Commands:

get Gets the value of one or nore properties
list Show al | properties for a nodul e
Fl ags:
-h, --help hel p for property
G obal Fl ags:
-a, --api-server string Platform APl Server to talk to. |If this is not
--config-file string Location of configuration file that contains ...
--olcne-ca-path string Optional path to a predefined CA or the a ...

Use "ol cnect|l nodul e property [comrand] --hel p" for nore informati on about a command.

A new set of command options is listed under The G obal FI ags section. The options shown in this
section are global flags, which are used by all ol cnect | subcommands. For more information on global
flags, see Section 1.3, “Using Global Flags”.
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To get a list of the command options, you need to include the full command with the - - hel p option. In
this case, the ol cnect| nodul e property get command has four options as shown in the Fl ags
section.

ol cnect| nodul e property get --help

Gven a |list of properties, fetch the value of each for a specific nodul e

Usage:
ol cnect| nodul e property get [flags]
Fl ags:
-E, --environnent-name string Nane of the environnent
-h, --help hel p for get
-N, --nanme string Nanme of the nodul e
-P, --property strings Nanes of properties to fetch

The help system for the ol cnect| nodul e creat e andthe ol cnect| nodul e updat e commands
behaves differently to the other uses of the - - hel p option. As there are multiple modules within an
environment, you must provide information about a module in order for the Platform CLI to display the
appropriate help. To display the help for the ol cnect| nodul e creat e command, enter:

ol cnectl nodul e create --help

Create a nodul e in a environnment

Usage:

ol cnectl nodul e create [fl ags]

Fl ags:

-E, --environnent-nane string Nane of the environnent
-h, --help help for create

-M --nopdule strings Mddule to create

-N, --nanme strings Name to assign the nodul e

To see the options for creating each module you must use the - - nodul e option and provide the module
type. The module types are listed in Section 4.5, “"Module Create”. For example, to get help on creating a
Kubernetes module you specify the module type as kuber net es:

ol cnectl nodul e create --help --nodul e kubernet es

Create a nodul e in a environment

Usage:
ol cnectl nodul e create [flags]

Fl ags:
-0, --apiserver-advertise-address string ( DEPRECATED) Advertised address for internal
-b, --apiserver-bind-port string Kubernetes APl Server bind port (default "6443")
-B, --apiserver-bind-port-alt string Port for the Kubernetes APl Server to bind to if
-e, --apiserver-cert-extra-sans string Kubernetes APl Server extra sans
-r, --container-registry string Cont ai ner Registry that hol ds the kubernetes imges
-E, --environnent-nanme string Nane of the environnent
-h, --help help for create
-X, --kube-proxy-node string Routi ng nmbde for the Kubernetes proxy (default
-V, --kube-version string Kuber netes version (default "1.17.4")

Similarly, to get help on the ol cnect| nodul e updat e command use:

ol cnect| nodul e update --help




The software described in this documentation is either no longer supported or is in extended support.
Oracle recommends that you upgrade to a current supported release.
Setting the Platform API Server

Updat e a nodul e

Usage:
ol cnect| nodul e update [fl ags]
Fl ags:
-E, --environment-name string Name of the environnent
-F, --force Updat e wi t hout pronpting
-g, --generate-scripts CGenerate a script for each node that takes all suggested actions
-h, --help hel p for update
-N, --nane strings Modul es to update

The output shows a - - nane option. This is the option you use to specify the module. This example shows
the output for the ol cnect| nodul e update --hel p command for a Kubernetes module named
nmycl uster:

ol cnectl nodul e update --help --nane nycl uster

Updat e a nodul e

Usage:
ol cnectl nodul e update [fl ags]

Fl ags:
-E, --environnent-nanme string Name of the environnent
-F, --force Updat e wi t hout pronpting
-g, --generate-scripts Generate a script for each node that takes all suggested actions
-h, --help hel p for update
-V, --kube-version string Kuber netes version (default "1.21.14-3")
-m --master-nodes string A comma separated |ist of naster nodes
-N, --nane strings Mbdul es to update
-w, --worker-nodes string A comma separated |ist of worker nodes

The output shows the options you can use to scale or update/upgrade the Kubernetes module.

1.2 Setting the Platform API Server

The Platform CLI connects to an Oracle Cloud Native Environment Platform API Server. You can use an
operator node with the Platform CLI installed to connect to multiple Platform APl Server instances. You
specify the Platform API Server using the ol cnect| --api-server api _server_address: 8091
option. This enables you to use a single operator node to manage multiple environments. For example, to
connect to a Platform API Server on api server. exanpl e. com you would use:

ol cnect| nodul e property list \

--api -server apiserver.exanpl e.com 8091 \
--envi ronnent - nane myenvi ronnent \

--name nycl uster

When you create an environment with the ol cnect| environnent creat e command you can
optionally include the - - updat e- conf i g option. This option writes information about the environment to
a local configuration file at $HOVE/ . ol cne/ ol cne. conf, and this configuration is used for future calls to
the Platform API Server. If you use this option, you do not need to specify the Platform API Server in future
ol cnect | commands.

For example, if you create an environment using the - - updat e- conf i g option:

ol cnect| environnent create \
--api-server 127.0.0.1:8091 \
--envi ronnent - nane myenvi ronnent \
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--secret-nmanager-type vault \

--vaul t-token s. 3QKNuRoTgLbj XaGBOMX6Psj h \
--vaul t-address https://192.0.2.20: 8200 \
--updat e-config

When you write all future ol cnect| commands you can omit the - - api - ser ver option. For example:

ol cnect|l nodul e property list \
--envi ronnent - nane myenvi ronnent \
--name nycl uster

You can also set an environment variable to set the Platform API Server. You can do this using the
$OLCNE_API _SERVER_BI N environment variable on the operator node. For example, to set the Platform
API Server to the localhost, use:

export OLCNE_API _SERVER BI N=127. 0. 0. 1: 8091

1.3 Using Global Flags

There are a number of global flags, or command options, that can be used with all ol cnect| commands.

These options are most often used when creating an environment using the ol cnect | envi r onnent
cr eat e command, however they can also be used with all other ol cnect| commands. The global
options are:

[{-a]--api-server} api_server_address: 8091]
--config-file path]

--secret-manager-type {file|vault}]

- -updat e- confi g]

--ol cne-ca-path ca_path]

--ol cne-node-cert-path node_cert_path]

- - ol cne- node- node- key- pat h node_key_pat h]
--ol cne-tls-cipher-suites ciphers]

--ol cne-tl s-max-versi on version]
--olcne-tls-mn-version version]

--vaul t-address vaul t _address]

--vaul t-cert-sans vaul t _cert_sans]

--vaul t-token vaul t _t oken]

[
[
[
[
[
[
[
[
[
[
[
[

Where:

{-a| --api-server} The Platform API Server for the environment. This is the host running
api _server _address: 8091 the ol cne- api - server service in an environment. The value of
api _server _addr ess is the IP address or hostname of the Platform
API Server. The port number is the port on which the ol cne- api -
server service is available. The default port is 8091.

If a Platform API Server is not specified, a local instance is used. If
no local instance is set up, it is configured in the $HOVE/ . ol cne/
ol cne. conf file.

For more information on setting the Platform API Server see
Section 1.2, “Setting the Platform API Server”.

This option maps to the $OLCNE_API _ SERVER BI N environment
variable. If this environment variable is set it takes precedence over and
overrides the Platform CLI setting.

--config-file path The location of a YAML file that contains the configuration information
for the environment(s) and module(s). The filename extension must be
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--secret - nanager -t ype
{file|lvault}

--update-config

--olcne-ca-path ca_path

--ol cne-node-cert-path
node _cert _path

--ol cne- node- key-path
node_key_path

--olcne-tl s-cipher-
sui tes ciphers

either yam or yn . When you use this option, any other command line
options are ignored, with the exception of the - - f or ce option. Only the
information contained in the configuration file is used.

The secrets manager type. The optionsare fi |l e orvaul t.Usefile
for certificates saved on the nodes and use vaul t for certificates
managed by Vault.

Writes the global arguments for an environment to a local configuration
file which is used for future calls to the Platform API Server. If this option
has not been used previously, global arguments must be specified for
every Platform API Server call.

The global arguments configuration information is saved to
$HOVE/ . ol cne/ ol cne. conf on the local host.

If you use Vault to generate certificates for nodes, the certificate is
saved to $HOVE/ . ol cne/ certi fi cat es/ envi ronnent _nanme/ on
the local host.

The path to a predefined Certificate Authority certificate, or the
destination of the certificate if using a secrets manager to download the
certificate. The defaultis / et c/ ol cne/ certifi cates/ca.cert,or
gathered from the local configuration if the - - updat e- conf i g option is
used.

This option maps to the $OLCNE_SM CA PATH environment variable. If
this environment variable is set it takes precedence over and overrides
the Platform CLI setting.

The path to a predefined certificate, or the a destination if using a
secrets manager to download the certificate. The default is / et c/
ol cne/ certificates/ node. cert, or gathered from the local
configuration if the - - updat e- conf i g option is used.

This option maps to the $OLCNE_SM CERT_PATH environment
variable. If this environment variable is set it takes precedence over and
overrides the Platform CLI setting.

The path to a predefined key, or the destination of the key if using a
secrets manager to download the key. The defaultis / et ¢/ ol cne/
certificates/node. key, or gathered from the local configuration if
the - - updat e- conf i g option is used.

This option maps to the $OLCNE_SM KEY_PATH environment variable.
If this environment variable is set it takes precedence over and
overrides the Platform CLI setting.

The TLS cipher suites to use for Oracle Cloud Native Environment
services (the Platform Agent and Platform API Server). Enter one or
more in a comma separated list. The options are:

+ TLS_ECDHE_ECDSA W TH_AES 128 CBC SHA
+ TLS_ECDHE_ECDSA W TH_AES 128 CBC SHA256
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 TLS ECDHE _ECDSA W TH_AES 128_GCM SHA256
« TLS_ECDHE ECDSA W TH AES 256 _CBC SHA

e TLS ECDHE ECDSA W TH_AES 256 _GCM SHA384
e TLS ECDHE_ECDSA W TH_CHACHA20_POLY1305
« TLS_ECDHE ECDSA W TH RC4 128 SHA

e TLS ECDHE RSA W TH 3DES EDE CBC_SHA

e TLS ECDHE _RSA W TH_AES 128_CBC_SHA

« TLS ECDHE RSA W TH_AES 128 CBC SHA256
 TLS ECDHE _RSA W TH_AES 128 GCM SHA256
e TLS ECDHE _RSA W TH_AES 256_CBC_SHA

« TLS_ECDHE RSA W TH_AES 256 GCM SHA384
e TLS ECDHE _RSA W TH CHACHA20_POLY1305

 TLS ECDHE _RSA W TH RC4_128_SHA

« TLS RSA W TH 3DES EDE _CBC SHA

« TLS RSA W TH_AES 128 CBC SHA

 TLS RSA W TH_AES 128_CBC_SHA256

« TLS RSA W TH AES 128 GCM SHA256

« TLS RSA W TH_AES 256_CBC_SHA

 TLS RSA W TH_AES 256_GCM SHA384

« TLS RSA W TH RC4 128 SHA

For example:

--olcne-tl s-cipher-suites
TLS ECDHE RSA W TH AES 128 GCM SHA256, TLS ECDHE_RSA W TH_AE!

This option maps to the $CLCNE_TLS_Cl PHER_SUI TES environment
variable. If this environment variable is set it takes precedence over and
overrides the Platform CLI setting.
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--olcne-tls-max-version The TLS maximum version for Oracle Cloud Native Environment
version components. The default is Ver si onTLS12. Options are:

e VersionTLS10
e VersionTLS11
e VersionTLS12
e VersionTLS13

This option maps to the $OLCNE_TLS MAX_VERSI ON environment
variable. If this environment variable is set it takes precedence over and
overrides the Platform CLI setting.

--olcne-tls-mn-version The TLS minimum version for Oracle Cloud Native Environment
version components. The default is Ver si onTLS12. Options are:

e VersionTLS10
e VersionTLS11
e VersionTLS12
e VersionTLS13

This option maps to the $OLCNE_TLS M N_VERSI ON environment
variable. If this environment variable is set it takes precedence over and
overrides the Platform CLI setting.

--vaul t - address The IP address of the Vault instance. The default is

vaul t _address https://127.0.0. 1: 8200, or gathered from the local configuration if
the - - updat e- conf i g option is used.

--vault-cert-sans Subject Alternative Names (SANS) to pass to Vault to generate the

vault _cert_sans Oracle Cloud Native Environment certificate. The defaultis 127. 0. 0. 1,

or gathered from the local configuration if the - - updat e- conf i g
option is used.

--vaul t -t oken The Vault authentication token.
vaul t _t oken
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Chapter 2 Using a Configuration File

To simplify creating and managing environments and modules, you can use a configuration file. The
configuration file includes all information about the environments and modules you want to create. Using a
configuration file saves repeated entries of Platform CLI command options.

You can use a configuration file using the - - conf i g- f i | e option with any Platform CLI command as it is
a global command option. When you use the - - conf i g- fi | e option with a Platform CLI command, any
other command line options are ignored, with the exception of the - - f or ce option. Only the information
contained in the configuration file is used with an ol cnect | command.

The following sections contain information on writing a configuration file and using a configuration file
create and remove environments and modules. There are more uses for the configuration file than
this chapter describes. The use cases described in this chapter are the most common ways to use a
configuration file.

2.1 Creating a Configuration File

The configuration file must be valid YAML with a file extension of yam or yn . The basic format of
components in the configuration file is:

envi ronnent s
- envi ronnent - nane: nane
gl obal s
key: val ue
nmodul es
- nodul e: nane
nane: nane
args
key: val ue
- nodul e: nane
nane: nane
args
key: val ue
- envi ronnent - nane: nane
gl obal s
key: val ue
nmodul es
- nodul e: nane
nane: nane
args
key: val ue
- nodul e: nane
nane: nane
args
key: val ue

The ol cnect| tenpl at e command is useful to create a YAML file that contains some basic
configuration options to start a configuration file for your environment.

ol cnect!| tenplate

This command creates a file named confi g-fil e-tenpl at e. yam in the local directory. You can edit
this file to suit your needs.

The configuration file should contain key: val ue pairs for ol cnect| command options. For example,
when creating an environment, you might use an ol cnect | command like:

ol cnect| environnent create \




The software described in this documentation is either no longer supported or is in extended support.
Oracle recommends that you upgrade to a current supported release.
Creating a Configuration File

--api-server 127.0.0.1:8091 \

--envi ronnent - nane myenvi ronnent \
--secret-nmanager-type vault \

--vaul t-token s. 3QKNuRoTgLbj XaGBOM6Psj h \
--vaul t-address https://192.0.2.20: 8200 \
--updat e-config

To represent this same information in YAML format in the configuration file, you would use:

envi ronment s
- environment - name: mnyenvi r onment
gl obal s

api -server: 127.0.0.1: 8091
secr et - manager -type: vaul t
vaul t -t oken: s.3QKNuRoTgLbj XaGBOnO6Psj h
vaul t -address: https://192.0.2.20: 8200
updat e- confi g: true

Notice that the ol cnect| environnent creat e command options to create the environment map
directly to the YAML key: val ue pairs.

When you write the nodul es section, you can use any ol cnect| nodul e command option that relates
to modules. That is, any ol cnect| nodul e command option that can be used with a module can be
included in the nodul e section. The ar gs section for a module should only contain the options available
with the ol cnect| nodul e creat e command. Any other options should be under the main nodul e set
of options.

In this example, the - - gener at e- scri pt s and - - f or ce options are not valid with the ol cnect |
nodul e creat e command, but they are valid options for the ol cnect| nodul e val i dat e or

ol cnect| nodul e uni nstal |l options. The gener at e-scri pts and f or ce options should not be
added as module ar gs, instead they should be listed under the nodul e: kuber net es section.

nodul es
- nodul e: kubernetes
name: nycl uster
generate-scripts: true
force: true
ar gs
kube-version: 1.21.14-3
container-registry: container-registry.oracle.com ol che
| oad- bal ancer: | b. exanpl e. com 6443
mast er - nodes
- control 1. exanpl e. com 8090
- control 2. exanpl e. com 8090
- control 3. exanpl e. com 8090
wor ker - nodes
- wor ker 1. exanpl e. com 8090
- wor ker 2. exanpl e. com 8090
- wor ker 3. exanpl e. com 8090
sel i nux: enforcing
restrict-service-externalip: true
restrict-service-externalip-ca-cert: /etc/olcne/certificates/restrict_external _ip/ca.cert
restrict-service-externalip-tls-cert: /etc/olcne/certificates/restrict_external _i p/node. cert
restrict-service-externalip-tls-key: /etc/olcne/certificates/restrict_external _i p/node. key

If you do not provide all mandatory options for a command, you are prompted for them when you use the
configuration file with ol cnect | . If you do not supply a value for a key, the default for that ol cnect |
command option is used, or if there is no default value, that key is ignored. If you add key values that are
not valid, an error is displayed to help you correct the invalid option. If you add keys that are not valid, they
are ignored.
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Do not include the - - confi g-fi | e option for any ol cnect| commands in the configuration file. This
option is ignored and cannot be used in a configuration file.

The order of the components in the YAML file is important. The components should be in the same order
as you would create them using the Platform CLI.

For example, this file creates two environments, the first environment includes only the Kubernetes
module. The second environment includes the Kubernetes module, the Helm module, the Operator
Lifecycle Manager module (which requires Helm), the Istio module (which also requires Helm) and finally,
the Oracle Cloud Infrastructure Container Storage Interface module (which requires Helm as well). Both
environments and all modules can be created and installed using a single set of ol cnect| commands.

envi ronment s
- environnent - nane: myenvi ronnent 1
gl obal s
api -server: 127.0.0.1: 8091
secret - manager-type: file
ol cne-ca-path: /etc/olcne/certificates/ca.cert
ol cne- node-cert-path: /etc/olcne/certificates/node. cert
ol cne- node- key-path: /etc/olcne/certificates/node. key
nodul es
- nodul e: kubernet es
name: myclusterl
ar gs
contai ner-registry: container-registry.oracl e.conm ol cne
| oad- bal ancer: | b. exanpl e. com 6443
mast er - nodes:
- control 1. exanpl e. com 8090
- control 2. exanpl e. com 8090
- control 3. exanpl e. com 8090
wor ker - nodes
- wor ker 1. exanpl e. com 8090
- wor ker 2. exanpl e. com 8090
- wor ker 3. exanpl e. com 8090
sel i nux: enforcing
restrict-service-externalip: true
restrict-service-externalip-ca-cert: /etc/olcne/certificates/restrict_external _ip/ca.cert
restrict-service-externalip-tls-cert: /etc/olcne/certificates/restrict_external _i p/ node. cert
restrict-service-externalip-tls-key: /etc/olcne/certificates/restrict_external _i p/ node. key
- environnent - nane: myenvi r onnent 2
gl obal s
api -server: 127.0.0.1: 8091
secret - manager-type: file
ol cne-ca-path: /etc/olcne/certificates/ca.cert
ol cne-node-cert-path: /etc/olcne/certificates/node. cert
ol cne- node- key-path: /etc/olcne/certificates/node. key
nodul es
- nodul e: kubernet es
name: mycl uster2
args
contai ner-regi stry: container-registry.oracl e.conm ol cne
| oad- bal ancer: | b. exanpl e. com 6443
mast er - nodes:
- control 4. exanpl e. com 8090
- control 5. exanpl e. com 8090
- control 6. exanpl e. com 8090
wor ker - nodes
- wor ker 4. exanpl e. com 8090
- wor ker5. exanpl e. com 8090
- wor ker 6. exanpl e. com 8090
node- | abel s: fail ure-domai n. bet a. kuber net es. i o/ zone=US- ASHBURN- AD- 2
node- oci ds
- control 4. exanpl e. conroci d1. i nst ance. ocl. i ad. .
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- control 5. exanpl e. conroci d1. i nst ance. ocl. i ad. .
- control 6. exanpl e. conroci d1. i nst ance. ocl. i ad. .
- wor ker 4. exanpl e. conroci d1. i nst ance. ocl. i ad. .
- wor ker 5. exanpl e. conroci d1. i nst ance. ocl. i ad. .
- wor ker 6. exanpl e. conmroci d1. i nst ance. ocl. i ad. .
sel i nux: enforcing
restrict-service-externalip: true

restrict-service-externalip-ca-cert: /etc/olcne/certificates/restrict_external _ip/ca.cert
restrict-service-externalip-tls-cert: /etc/olcne/certificates/restrict_external _i p/ node. cert
restrict-service-externalip-tls-key: /etc/olcne/certificates/restrict_external _i p/ node. key

- nmodul e: helm
name: mnyhel m
ar gs
hel m kuber net es- modul e: nycl uster2
- nodul e: operator-lifecycl e-nmanager
name: nyol m
ar gs
ol m hel m nodul e: myhel m
- nmodul e: istio
name: nyistio
ar gs
i stio-hel mnodul e: myhel m
- nodul e: oci-cs
name: nmyoc
ar gs
oci - csi - hel m modul e: nyhel m
oci -regi on: us-ashburn-1
oci -tenancy: ocidl.tenancy. ocl..
oci -conpartment: oci dl. conpartnent.ocl. .
oci -user: ocidl.user.ocl..
oci-fingerprint: b5:52:...
oci - private-key: /home/opc/.oci/oci_api_key. pem

2.2 Installing Using a Configuration File

This section contains an example of using a configuration file to create an environment and deploy
Kubernetes into it.

The configuration file for this is named nmyenvi r onnent . yan and contains:

envi ronment s
- environment - name: mnyenvi ronment
gl obal s
api -server: 127.0.0.1: 8091
secret - manager-type: file
ol cne-ca-path: /etc/olcne/certificates/ca.cert
ol cne-node-cert-path: /etc/olcne/certificates/node. cert
ol cne- node- key-path: /etc/olcne/certificates/node. key
nodul es
- nodul e: kubernet es
name: mycl uster
ar gs
contai ner-registry: container-registry.oracl e.conm ol che
| oad- bal ancer: | b. exanpl e. com 6443
mast er - nodes:
- control 1. exanpl e. com 8090
- control 2. exanpl e. com 8090
- control 3. exanpl e. com 8090
wor ker - nodes
- wor ker 1. exanpl e. com 8090
- wor ker 2. exanpl e. com 8090
- wor ker 3. exanpl e. com 8090
sel i nux: enforcing
restrict-service-externalip: true

12
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restrict-service-externalip-ca-cert: /etc/olcne/certificates/restrict_external _ip/ca.cert
restrict-service-externalip-tls-cert: /etc/olcne/certificates/restrict_external _i p/ node. cert
restrict-service-externalip-tls-key: /etc/olcne/certificates/restrict_external _i p/ node. key

Use the same commands as you would usually use to create an environment and deploy the Kubernetes
module, but instead of passing all the command options using the Platform CLI, simply provide the location
of the configuration file.

To create the environment and deploy Kubernetes, on the operator node:
1. Usetheol cnect| environnent create command withthe --config-fil e option:

ol cnect!| environment create \
--config-file myenvironment.yan

The environment is created and ready to use to install the Kubernetes module. If you have multiple
environments set up in your configuration file, they are all created using this one step.

2. Usetheol cnectl mnodul e creat e command to create the Kubernetes module.

ol cnectl nodule create \
--config-file nmyenvironment. yan

If you have multiple modules set up in your configuration file, they are all created using this one step.

3. You should also validate the module is able to be installed on the nodes. Use the ol cnect| nodul e
val i dat e command to validate the module.

ol cnect| nodul e validate \
--config-file nmyenvironment. yan

If you have multiple modules set up in your configuration file, they are all validated.

4. The last step is to install the module. Use the ol cnect| nodul e i nstall command to install the
module.

ol cnectl nodule install \
--config-file myenvironnent.yan

If you have multiple modules set up in your configuration file, they are all installed.

5. You can verify the Kubernetes module is deployed and the nodes are set up using the ol cnect |
nodul e i nst ances command.

ol cnect| nodul e instances \
--config-file nyenvironnent.yan

| NSTANCE MODULE STATE

control 1. exanpl e. com 8090 node install ed
control 2. exanpl e. com 8090 node instal |l ed
control 3. exanpl e. com 8090 node install ed
wor ker 1. exanpl e. com 8090 node install ed
wor ker 2. exanpl e. com 8090 node install ed
wor ker 3. exanpl e. com 8090 node install ed
nycl ust er kuber net es instal |l ed

2.3 Adding Modules or Environments Using a Configuration File

If you want to add modules or environments to your deployment, add them to your configuration file, then
run the ol cnect| commands to add them to your deployment. For example, to add the Operator Lifecycle

13



The software described in this documentation is either no longer supported or is in extended support.
Oracle recommends that you upgrade to a current supported release.
Uninstalling Specific Modules or Environments Using a Configuration File

Manager module to an existing Kubernetes deployment, create a file similar to the following. This file is
the same as that used in Section 2.2, “Installing Using a Configuration File”, to create an environment and
deploy Kubernetes, with the addition of the Helm and Operator Lifecycle Manager modules.

envi ronment s
- environment - name: nyenvi r onment
gl obal s
api -server: 127.0.0.1: 8091
secret - manager-type: file
ol cne-ca-path: /etc/olcne/certificates/ca.cert
ol cne-node-cert-path: /etc/olcne/certificates/node.cert
ol cne- node- key-path: /etc/olcne/certificates/node. key
nodul es
- nodul e: kubernet es
name: mycl uster
ar gs
container-registry: container-registry.oracl e. conl ol cne
| oad- bal ancer: | b. exanpl e. com 6443
mast er - nodes:
- control 1. exanpl e. com 8090
- control 2. exanpl e. com 8090
- control 3. exanpl e. com 8090
wor ker - nodes
- wor ker 1. exanpl e. com 8090
- wor ker 2. exanpl e. com 8090
- wor ker 3. exanpl e. com 8090
sel i nux: enforcing
restrict-service-externalip: true
restrict-service-externalip-ca-cert: /etc/olcne/certificates/restrict_external _ip/ca.cert
restrict-service-externalip-tls-cert: /etc/olcne/certificates/restrict_external _i p/ node. cert
restrict-service-externalip-tls-key: /etc/olcne/certificates/restrict_external _i p/ node. key
- nmodul e: helm
name: myhel m
ar gs
hel m kuber net es- nodul e: nycl ust er
- nodul e: operator-lifecycl e-manager
name: nyol m
ar gs
ol m hel m nodul e: myhel m

Install the Helm module and the Operator Lifecycle Manager module using the ol cnect| nodul e
commands.

ol cnect! nodul e create \
--config-file nmyenvironnent.yan
ol cnectl nodul e validate \
--config-file nmyenvironnent.yan
ol cnectl nodule install \
--config-file nmyenvironnent.yan

The additional Helm and Operator Lifecycle Manager modules are installed into the existing Kubernetes
cluster in the environment.

2.4 Uninstalling Specific Modules or Environments Using a
Configuration File

As the Platform API Server acts upon all the information contained in a configuration file, if you want to
remove specific components from your deployment, while leaving other components, you need to create
a separate configuration file with only the components you want to remove. The new configuration file
includes only the information about the environment and module(s) you want to uninstall.

14
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For example, to remove the Helm and Operator Lifecycle Manager modules and not the Kubernetes
module in an environment, create a file similar to the following. This file is the same as used in Section 2.3,
“Adding Modules or Environments Using a Configuration File”, without the information about the
Kubernetes module. Specify the environment in which the modules are deployed, and only the modules
you want to remove.

envi ronment s
- environment - name: nyenvi r onment
gl obal s
api -server: 127.0.0.1: 8091
secret - manager-type: file
ol cne-ca-path: /etc/olcne/certificates/ca.cert
ol cne-node-cert-path: /etc/olcne/certificates/node.cert
ol cne- node- key-path: /etc/olcne/certificates/node. key
nodul es
- nmodul e: helm
name: mnyhel m
args
hel m kuber net es- modul e: nycl uster
- nodul e: operator-lifecycl e-manager
name: nyol m
args
ol m hel m nodul e: nmyhel m

The filename in this example is myenvi r onment - ol m yamni .
Important

A Make sure you confirm the configuration file is correct before you use it to uninstall
modules in order to maintain the integrity of your deployment.

Uninstall the Helm and Operator Lifecycle Manager modules using the ol cnect| nodul e uni nstal |
command. Remember to use the - - f or ce option to make sure the modules are removed in the correct
order by the Platform API Server.

ol cnectl nodul e uninstall \
--config-file nyenvironnent-ol myan \
--force

The Helm and Operator Lifecycle Manager modules are uninstalled from the environment, while leaving
the Kubernetes module untouched.

2.5 Scaling a Cluster Using a Configuration File

The information in this section shows you how to scale a Kubernetes cluster using a configuration file. For
more information about scaling a cluster and preparing nodes, see Container Orchestration.

To scale a Kubernetes cluster using a configuration file, simply change the nodes listed in the Kubernetes
module and use the ol cnect| nodul e updat e command to apply the changes to the module. For
example, to add nodes to an existing cluster that has the following listed in the configuration file:

nodul es
- nodul e: kubernet es

name: mnycl uster

ar gs
contai ner-regi stry: container-registry.oracl e. conm ol cne
| oad- bal ancer: | b. exanpl e. com 6443
mast er - nodes:

- control 1. exanpl e. com 8090
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- control 2. exanpl e. com 8090

- control 3. exanpl e. com 8090
wor ker - nodes

- wor ker 1. exanpl e. com 8090

- wor ker 2. exanpl e. com 8090

- wor ker 3. exanpl e. com 8090

Add the new nodes to the configuration file. In this case there are two additional control plane nodes and
one additional worker node.

nodul es
- nodul e: kubernet es
name: nycl uster
ar gs
contai ner-registry: container-registry.oracl e.com ol cne
| oad- bal ancer: | b. exanpl e. com 6443
mast er - nodes:
- control 1. exanpl e. com 8090
- control 2. exanpl e. com 8090
- control 3. exanpl e. com 8090
- control 4. exanpl e. com 8090
- control 5. exanpl e. com 8090
wor ker - nodes
- wor ker 1. exanpl e. com 8090
- wor ker 2. exanpl e. com 8090
- wor ker 3. exanpl e. com 8090
- wor ker 4. exanpl e. com 8090

Use the ol cnect| nodul e updat e command to scale up the cluster.

ol cnect| nodul e update \
--config-file nyenvironment.yam

The Platform API Server backs up the cluster and adds the new nodes.

To scale down a cluster, perform the same steps, except delete the information about the nodes you want
to remove from the cluster from the configuration file.

2.6 Updating and Upgrading Using a Configuration File

You can use the configuration file when you update or upgrade modules. For more information about
updating or upgrading modules, see Updates and Upgrades.

To update all modules to the latest available errata release, use the ol cnect| nodul e updat e
command.

ol cnectl nodul e update \
--config-file nyenvironment.yam

To upgrade modules to the latest available release, set the version for the module in the configuration file
and use the ol cnect| nodul e updat e command. For example, to upgrade the Kubernetes module to
the latest version, add kube- ver si on: 1.21. 14- 3, and for the Istio module, add i sti o-ver si on:
1.13.9:

nmodul es
- nodul e: kuber net es
name: mycl uster
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ar gs
contai ner-registry: container-registry.oracle.conl ol cne
| oad- bal ancer: | b. exanpl e. com 6443
kube-version: 1.21.14-3
mast er - nodes
- control 1. exanpl e. com 8090
- control 2. exanpl e. com 8090
- control 3. exanpl e. com 8090
wor ker - nodes
- wor ker 1. exanpl e. com 8090
- wor ker 2. exanpl e. com 8090
- wor ker 3. exanpl e. com 8090
sel i nux: enforcing
restrict-service-externalip: true
restrict-service-externalip-ca-cert: /etc/olcne/certificates/restrict_external _ip/ca.cert
restrict-service-externalip-tls-cert: /etc/olcne/certificates/restrict_external _i p/ node. cert
restrict-service-externalip-tls-key: /etc/olcne/certificates/restrict_external _i p/ node. key
nodul es
- nmodul e: helm
name: mnyhel m
ar gs
hel m kuber net es- nmodul e: nycl ust er
- nmodul e: istio
name: nyistio
ar gs
i stio-hel mnodul e: myhel m
istio-version: 1.13.9

Use the ol cnect| nodul e updat e command to upgrade the modules listed in the configuration file.

ol cnectl nodul e update \
--config-file nyenvironnent.yan

2.7 Uninstalling Using a Configuration File

To use a configuration file to uninstall environments and modules, you should use the same ol cnect |
commands you would use to remove modules without using the file. That is, you should remove the
modules first, then remove the environment.

Use the - - f or ce option of the ol cnect| nodul e uni nstall command to make sure the module
dependency order is maintained internally by the Platform API Server when you remove modules from an
environment.

ol cnect| nodul e uninstall \
--config-file nyenvironnent.yam \
--force

All the modules in the configuration file are removed.

Remove the environment using:

ol cnect| environnent delete \
--config-file nyenvironment.yam

The environment is removed.
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Chapter 3 Reporting Oracle Cloud Native Environment Details

You can query the status of your environment, including such items as the installed modules, the
configuration of specific hosts in a Kubernetes cluster, and so on using the Platform CLI. This information
can be useful for reporting status and for troubleshooting purposes.

The following sections contain information about reporting information about your environments, installed
modules, and their associated properties.

3.1 Reporting Environment Information

To obtain general information about your environment and a summary of its modules, you can use the
ol cnect| nodul e report orol cnectl environnent report commands along with the - -
envi r onnent - nanme option to specify the environment you want information about, such as the following:

ol cnectl nodul e report \
--envi ronnent - nane myenvi r onnent

or

ol cnectl environnent report \
--envi ronnent - nane myenvi r onnent

Environment details included in the response depend on the modules you have installed. Responses
include information about each installed module, their status, and other related information. For example,
response might include:

» Deployed Kubernetes module, including information such as cluster name and status such as:
* The Kubernetes cluster name,
e The status of pod networking,
e The health status of the cluster.
» Cluster Node IP addresses, port numbers and status information such as:
* networking status
 kubecfg file status
¢ SELinux status
* swap status
 |P connectivity status

 Other Installed modules including Helm chart details relating to each module.

3.2 Reporting Detailed Module Information

To isolate the summary information about specific modules in your environment, use the ol cnect |
nodul e report command with the - - envi r onnent - nanme and - - nanme options to specify a module
name. Only one module can be specified at a time. For example, the following command returns
information about the Kubernetes cluster:
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ol cnectl nodul e report \
--envi ronment - name nyenvi ronment \
--name nycl uster

To obtain detailed information about a specific module (if the module has additional detailed information) in
your environment, you can add the - - chi | dr en option:

ol cnect! nodul e report \

--envi ronnment - nanme nyenvi ronnent \
--nanme nycluster \

--children

In this example, the results returns a table listing information such as:
e The summary module information included in the command without the - - chi | dr en option.
* Details for each node such as:

« IP address, port number, and connectivity status

« Container images available

< Firewall settings such as open ports

« Kernel versions

* IP Interface

e Swap status

» Packages installed and corresponding version numbers

« Services running on the node

3.3 Filtering Report Responses

To filter responses such that only specified properties are returned, you can use the ol cnect| nodul e
report command along with the - - i ncl ude option. For example, the following command returns only
Kubernetes package details and version numbers:

ol cnect| nodul e report \

--envi ronnment - nanme nyenvi ronnent \
--nanme nycluster \

--children \

--include "package"

To return one or more properties, use the - - i ncl ude option followed by a comma separated list of each
property you want to return. For example, the following returns information about the state of a cluster and
the services running on each node in the cluster:

ol cnectl nodul e report \

--envi ronnent - nane myenvi ronnent \
--name nycl uster \

--children \

--include "service","status_check"

You can also exclude certain properties from the response using the - - excl ude option. For example, the
following excludes only the kernel and IPS information from the response:

20



The software described in this documentation is either no longer supported or is in extended support.
Oracle recommends that you upgrade to a current supported release.
Changing Report Format

ol cnectl nodul e report \

--envi ronment - name nyenvi ronment \
--name nycl uster \

--children \

--exclude "kernel","ips"

3.4 Changing Report Format

The default format for returned information is the table format. For example:

ol cnectl nodul e report \
--envi ronnment - nane nyenvironment \
--nane mnycl uster

nmyenvi r onment

nmycl ust er

Property Current Val ue
st at us_check heal t hy
kubect |

kubecf g file exist
podnet wor ki ng runni ng

ext ernal i p- webhook runni ng

To return responses in yaml format, use the - - f or mat yani option. For example:

ol cnectl nodul e report \
--envi ronment - name nyenvironment \
--nane nycluster \
--format yam
Envi ronnent s:
nyenvi ronnment :
Modul el nst ances:
- Nanme: nycl uster
Properties:
- Nanme: kubecfg
Val ue: file exist
- Nanme: podnet wor ki ng
Val ue: running
- Nane: externalip-webhook
Val ue: running
- Nanme: status_check
Val ue: heal t hy
- Nane: kubect|

You can also redirect the YAML format output of your responses to a file by using a right angle bracket >
followed by a file name. For example:

ol cnectl nodul e report \

--envi ronment - name nyenvi ronnment \
--name nycl uster \

--format yam \

> cluster_sunmary. yani

The contents of the response can be viewed in the file.
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Chapter 4 Platform CLI Commands

This chapter contains the syntax for each ol cnect | command option, including usage and examples.

4.1 Environment Create

Creates an empty environment.

The first step to deploying Oracle Cloud Native Environment is to create an empty environment. You can
create an environment using certificates provided by Vault, or using existing certificates on the nodes.

Syntax

ol cnectl environnent create

{-E| --environnent - nane} environnent _nane

[{-h|--help}]
[ gl obal s]

Where:

{-E| - - envi ronnent - nane}
envi ronnent _nane

{-hl --hel p}
Where gl obal s is:

{-a|--api-server}
api _server _address: 8091

--config-file path

--secret-manager-type
{file|vault}

The Oracle Cloud Native Environment. The value of
envi ronnent _nane is the name to use to identify an environment.

Lists information about the command and the available options.

The Platform API Server for the environment. This is the host running
the ol cne- api - server service in an environment. The value of

api _server _addr ess is the IP address or hosthame of the Platform
API Server. The port number is the port on which the ol cne- api -
server service is available. The default port is 8091.

If a Platform API Server is not specified, a local instance is used. If
no local instance is set up, it is configured in the $HOVE/ . ol cne/
ol cne. conf file.

For more information on setting the Platform APl Server see
Section 1.2, “Setting the Platform API Server”.

This option maps to the $OLCNE_API _SERVER_BI N environment
variable. If this environment variable is set it takes precedence over and
overrides the Platform CLI setting.

The location of a YAML file that contains the configuration information
for the environment(s) and module(s). The filename extension must be
either yam or yni . When you use this option, any other command line
options are ignored, with the exception of the - - f or ce option. Only the
information contained in the configuration file is used.

The secrets manager type. The options arefil e orvaul t.Usefile
for certificates saved on the nodes and use vaul t for certificates
managed by Vault.
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Syntax

--update-config

--ol cne-ca-path ca_path

--ol cne-node-cert-path
node_cert_path

- - ol cne- node- key- pat h
node_key path

--ol cne-tl s-cipher-
suites ciphers

Writes the global arguments for an environment to a local configuration
file which is used for future calls to the Platform API Server. If this option
has not been used previously, global arguments must be specified for
every Platform API Server call.

The global arguments configuration information is saved to
$HOVE/ . ol cne/ ol cne. conf on the local host.

If you use Vault to generate certificates for nodes, the certificate is
saved to $HOVE/ . ol cne/ certi fi cat es/ envi ronnent _nane/ on
the local host.

The path to a predefined Certificate Authority certificate, or the
destination of the certificate if using a secrets manager to download the
certificate. The defaultis / et c/ ol cne/ certificates/ca.cert,or
gathered from the local configuration if the - - updat e- conf i g option is
used.

This option maps to the $OLCNE_SM CA PATH environment variable. If
this environment variable is set it takes precedence over and overrides
the Platform CLI setting.

The path to a predefined certificate, or the a destination if using a
secrets manager to download the certificate. The default is / et ¢/
ol cne/ certificates/ node. cert, or gathered from the local
configuration if the - - updat e- conf i g option is used.

This option maps to the $OLCNE_SM CERT_PATH environment
variable. If this environment variable is set it takes precedence over and
overrides the Platform CLI setting.

The path to a predefined key, or the destination of the key if using a
secrets manager to download the key. The defaultis / et ¢/ ol cne/
certificates/node. key, or gathered from the local configuration if
the - - updat e- conf i g option is used.

This option maps to the $OLCNE_SM KEY_PATH environment variable.
If this environment variable is set it takes precedence over and
overrides the Platform CLI setting.

The TLS cipher suites to use for Oracle Cloud Native Environment
services (the Platform Agent and Platform API Server). Enter one or
more in a comma separated list. The options are:

« TLS_ECDHE_ECDSA W TH_AES 128 CBC_SHA
 TLS_ECDHE_ECDSA W TH_AES 128 CBC SHA256
 TLS_ECDHE_ECDSA W TH_AES 128 GCM SHA256
« TLS_ECDHE_ECDSA W TH_AES 256_CBC_SHA
 TLS_ECDHE_ECDSA W TH_AES 256_GCM SHA384

« TLS_ECDHE_ECDSA W TH_CHACHA20_ POLY1305
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o TLS _ECDHE _ECDSA W TH_RC4_128 SHA
« TLS ECDHE RSA W TH 3DES EDE_CBC SHA

e TLS ECDHE RSA W TH_AES 128 CBC_SHA

e TLS ECDHE_RSA W TH_AES 128 CBC_SHA256
« TLS ECDHE RSA W TH AES 128 GCM SHA256
e TLS ECDHE RSA W TH_AES 256 _CBC_SHA

e TLS _ECDHE_RSA W TH_AES 256 _GCM SHA384
« TLS ECDHE RSA W TH_CHACHA20_ POLY1305
e TLS ECDHE RSA W TH RC4_128 SHA

e TLS_RSA W TH_3DES_EDE_CBC _SHA

« TLS RSA W TH AES 128 CBC SHA

e TLS RSA W TH AES 128 CBC_SHA256

e TLS_RSA W TH_AES 128 GCM SHA256

« TLS RSA W TH AES 256 _CBC SHA

e TLS RSA W TH AES 256 _GCM SHA384

e TLS RSA W TH_RC4_128_ SHA

For example:

--ol cne-tl s-cipher-suites
TLS_ECDHE_RSA W TH_AES 128 GCM SHA256, TLS_ECDHE RSA W TH_AE

This option maps to the $OLCNE_TLS_Cl PHER_SUI TES environment
variable. If this environment variable is set it takes precedence over and
overrides the Platform CLI setting.

--olcne-tls-max-version The TLS maximum version for Oracle Cloud Native Environment
version components. The default is Ver si onTLS12. Options are:

¢ VersionTLS10
e VersionTLS11
¢ VersionTLS12

¢ VersionTLS13

This option maps to the $OLCNE_TLS MAX_ VERSI ON environment
variable. If this environment variable is set it takes precedence over and
overrides the Platform CLI setting.
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--olcne-tls-mn-version The TLS minimum version for Oracle Cloud Native Environment
version components. The default is Ver si onTLS12. Options are:

* VersionTLS10
* VersionTLS11
e VersionTLS12
e VersionTLS13

This option maps to the $OLCNE_TLS M N_VERSI ON environment
variable. If this environment variable is set it takes precedence over and
overrides the Platform CLI setting.

--vaul t - addr ess The IP address of the Vault instance. The default is

vaul t _address https://127.0.0. 1: 8200, or gathered from the local configuration if
the - - updat e- conf i g option is used.

--vault-cert-sans Subject Alternative Names (SANS) to pass to Vault to generate the

vault _cert_sans Oracle Cloud Native Environment certificate. The defaultis 127. 0. 0. 1,

or gathered from the local configuration if the - - updat e- confi g
option is used.

--vaul t-token The Vault authentication token.
vaul t _t oken

Examples

Example 4.1 Creating an environment using Vault

To create an environment named nmyenvi r onnent using certificates generated from a Vault instance, use
the - - secr et - manager -t ype vaul t option:

ol cnect!| environnent create \

--api-server 127.0.0.1:8091 \

--envi ronnment - nane nyenvi ronnent \
--secret-nmanager-type vault \

--vaul t -t oken s. 3QKNuRoTgLbj XaGBOO6Psj h \
--vaul t-address https://192.0.2.20: 8200 \
--updat e-config

Example 4.2 Creating an environment using certificates

To create an environment named nmyenvi r onment using certificates on the node's file system, use the - -
secret-manager-type fil e option:

ol cnect!l environnment create \

--api -server 127.0.0.1:8091 \

--envi ronnment - nanme nyenvi ronnment \

--secret-manager-type file \

--ol cne-node-cert-path /etc/olcne/certificates/node.cert \
--olcne-ca-path /etc/olcne/certificates/ca.cert \

--ol cne-node- key-path /etc/olcne/certificates/node. key \
--updat e-config

4.2 Environment Delete

Deletes an existing environment.
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You must uninstall any modules from an environment before you can delete it.

Syntax

ol cnect!| environnent delete
{- E| --envi ronnent - nane} environnent _nane
[{-h|--help}]

[ gl obal s]
Where:

The Oracle Cloud Native Environment. The value of
envi ronnent _namne is the name to use to identify an environment.

{-E| - - envi ronnment - nane}
envi ronnent _nane

{-h| --hel p} Lists information about the command and the available options.

Where gl obal s is one or more of the global options as described in Section 1.3, “Using Global Flags”.

Examples
Example 4.3 Deleting an environment

To delete an environment named nmyenvi r onment :

ol cnect!l environnment delete \
--envi ronment - name nyenvi r onnment

4.3 Environment Report

Reports summary and detailed information about environments.

Syntax

ol cnect!| environnent report

[{-E| --environnment-nane} environnent_nane]
[--children]

[--exclude pattern]

[--include pattern]

[--format {yanl |table}]

[{-h|--help}]

[ gl obal s]

Where:

{- E|] - - environnent - nane}
envi ronnent _nane

--children

--exclude pattern

--include pattern

The Oracle Cloud Native Environment. The value of
envi ronnment _nane is the name to use to identify an environment.

When added to the command, this option recursively displays the
properties for all children of a module instance. The default value is
‘false’.

An RE2 regular expression selecting the properties to exclude from the
report. This option may specify more than one property as a comma
separated lists.

An RE2 regular expression selecting the properties to include in the
report. This option may specify more than one property as a comma
separated lists. By default, all properties are displayed. Using this option
one or more times overrides this behavior.
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--format {yani|tabl e} To generate reports in YAML or table format, use this option. The
default formatist abl e.

{-h] --hel p} Lists information about the command and the available options.

Where gl obal s is one or more of the global options as described in Section 1.3, “Using Global Flags”.

Examples

Example 4.4 Reporting summary details about an environment

To report a summary about the environment named nmyenvi r onnent :

ol cnect!| environnent report \
--envi ronnent - nane myenvi r onnent

Example 4.5 Reporting details about an environment
To report details about the environment named nyenvi r onment :
ol cnect!l environnment report \

--envi ronnent - nane myenvi ronnent \
--children

4.4 Module Backup

Backs up a module in an environment.

Syntax

ol cnect| nodul e backup
{-E| --envi ronnent - nane} environnent _nane
{-N| --nane} nane

[{-h]--help}]

[ gl obal s]

Where:

{-E| - - envi ronnent - nane} The Oracle Cloud Native Environment. The value of

envi ronnent _nane envi ronnent _nane is the name to use to identify an environment.
{-N --nane} nane The module name. The value of nane is the name to use to identify a

module in an environment.
{-h| --hel p} Lists information about the command and the available options.

Where gl obal s is one or more of the global options as described in Section 1.3, “Using Global Flags”.

Examples

Example 4.6 Backing up a control plane nodes

To back up the configuration for the Kubernetes control plane nodes in a kuber net es module named
nmycl ust er in an environment named nmyenvi r onnent :

ol cnect!| nodul e backup \
--envi ronnment - nanme nyenvi ronnent \
--nanme nycl uster
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Module Create

4.5 Module Create

Adds and configures a module in an environment.

Syntax

ol cnect| nodul e create

{-E| --envi ronnent - nane} environment _name

{-M --nodul e} nodul e
{-N --nane} nane

[{-h]--help}]
[modul e_args ...]
[ gl obal s]

Where:

{-E| - -envi ronnent - nane}
envi ronnent _nane

{-M --nodul e} nodul e

{-N --nane} nane

{-h|--hel p}

Where nodul e_ar gs is:

The Oracle Cloud Native Environment. The value of
envi ronnent _nane is the name to use to identify an environment.

The module type to create in an environment. The value of nodul e is
the name of a module type. The available module types are:

e kubernetes

e helm

e pronet heus

e grafana

e istio

e« operator-Iifecycl e- manager
e gluster

e ocCi-csi

The module name. The value of nane is the name to use to identify a
module in an environment.

Lists information about the command and the available options.

The value of nodul e_ar gs is one or more arguments to configure a module in an environment.

nodul e_ar gs for the kuber net es module:

{-0| --api server-
adverti se- addr ess}
| P_address

The IP address on which to advertise the Kubernetes API server to
members of the Kubernetes cluster. This address must be reachable
by the cluster nodes. If no value is provided, the interface on the control
plane node is used specified with the - - nast er - nodes argument.

This option is not used in a highly available (HA) cluster with multiple
control plane nodes.
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Syntax

{-Db] --api server - bi nd-
port} port

{-B]| --api server-bi nd-
port-alt} port

{-e|--apiserver-
cert-extra-sans}
api _server_sans

{-r|--container-

regi stry}
contai ner_registry

{-X| - - kube- pr oxy- node}
{userspace| i pt abl es]|
i pvs}

{-v]|--kube-version}
ver si on

{-t|--kubeadmt oken}
t oken

--kube-tls-cipher-suites
ci phers

Important

A This argument has been deprecated. Use the - -
mast er - nodes argument instead.

The Kubernetes API server bind port. The default is 6443.

The port on which the Kubernetes API server listens when you use a
virtual IP address for the load balancer. The default is 6444. This is
optional.

When you use a virtual IP address, the Kubernetes API server port

is changed from the default of 6443 to 6444. The load balancer

listens on port 6443 and receives the requests and passes them to

the Kubernetes API server. If you want to change the Kubernetes API
server port in this situation from 6444, you can use this option to do so.

The Subject Alternative Names (SANS) to use for the Kubernetes API
server serving certificate. This value can contain both IP addresses and
DNS names.

The container registry that contains the Kubernetes images. Use
cont ai ner-regi stry. oracl e. coni ol cne to pull the Kubernetes
images from the Oracle Container Registry.

If you do not provide this value, you are prompted for it by the Platform
CLL.

The routing mode for the Kubernetes proxy. The default is i pt abl es.
The available proxy modes are:

e user space: This is an older proxy mode.
« i pt abl es: This is the fastest proxy mode. This is the default mode.
e i pvs: This is an experimental mode.

If no value is provided, the default of i pt abl es is used. If the system's
kernel or i pt abl es version is insufficient, the user space proxy is
used.

The version of Kubernetes to install. The default is the latest version.
For information on the latest version number, see Release Notes.

The token to use for establishing bidirectional trust between Kubernetes
nodes and control plane nodes. The formatis [ a- z0- 9] {6} \. [ a-
z0- 9] { 16}, for example, abcdef . 0123456789abcdef .

The TLS cipher suites to use for Kubernetes components. Enter one or
more in a comma separated list. The options are:

« TLS_ECDHE_ECDSA W TH_AES 128 CBC_SHA

+ TLS_ECDHE_ECDSA W TH_AES 128 CBC_SHA256
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 TLS ECDHE _ECDSA W TH_AES 128_GCM SHA256
« TLS_ECDHE ECDSA W TH AES 256 _CBC SHA

e TLS ECDHE ECDSA W TH_AES 256 _GCM SHA384
e TLS ECDHE_ECDSA W TH_CHACHA20_POLY1305
« TLS_ECDHE ECDSA W TH RC4 128 SHA

e TLS ECDHE RSA W TH 3DES EDE CBC_SHA

e TLS ECDHE _RSA W TH_AES 128_CBC_SHA

« TLS ECDHE RSA W TH_AES 128 CBC SHA256
 TLS ECDHE _RSA W TH_AES 128 GCM SHA256
e TLS ECDHE _RSA W TH_AES 256_CBC_SHA

« TLS_ECDHE RSA W TH_AES 256 GCM SHA384
e TLS ECDHE _RSA W TH CHACHA20_POLY1305

 TLS ECDHE _RSA W TH RC4_128_SHA

« TLS RSA W TH 3DES EDE _CBC SHA

« TLS RSA W TH_AES 128 CBC SHA

 TLS RSA W TH_AES 128_CBC_SHA256

« TLS RSA W TH AES 128 GCM SHA256

« TLS RSA W TH_AES 256_CBC_SHA

 TLS RSA W TH_AES 256_GCM SHA384

« TLS RSA W TH RC4 128 SHA

For example:

--kube-tls-cipher-suites
TLS ECDHE RSA W TH AES 128 GCM SHA256, TLS ECDHE_RSA W TH_AE!

--kube-tls-mn-version The TLS minimum version for Kubernetes components. The default is
version Ver si onTLS12. Options are:

¢ VersionTLS10
* VersionTLS11
¢ VersionTLS12

¢ VersionTLS13
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Syntax

{-1]--1o0ad-bal ancer}
| oad_bal ancer

{-m --nmast er - nodes}
nodes ...

{-9| --ngi nx-i mage}
cont ai ner _| ocati on

--node- | abel s | abel

--node-oci ds OCl Ds

The Kubernetes API server load balancer hostname or IP address, and
port. The default port is 6443. For example, 192. 0. 2. 100: 6443.

A comma separated list of the hostnames or IP addresses

of the Kubernetes control plane nodes, including the

port number for the Platform Agent. For example,

control 1. exanpl e. com 8090, contr ol 2. exanpl e. com 8090.

If you do not provide this value, you are prompted for it by the Platform
CLL.

The location for an NGINX container image to use in a highly available
(HA) cluster with multiple control plane nodes. This is optional.

You can use this option if you do not provide your own load balancer
using the - - | oad- bal ancer option. This option may be useful if you
are using a mirrored container registry. For example:

--ngi nx-i mage mrror.exanpl e.com 5000/ ol cne/
ngi nx: 1.17.7

By default, podman is used to pull the NGINX image that is configured
in/usr/1ibexec/pull ol cne_ngi nx. If you set the - - ngi nx-

i mage option to use another NGINX container image, the location of
the image is written to / et ¢/ ol cne- ngi nx/ i mage, and overrides the
default image.

The label to add to Kubernetes nodes on Oracle Cloud Infrastructure
instances to set the Availability Domain for pods. This option is used
with the Oracle Cloud Infrastructure Container Storage Interface module
(oci - csi ). The label should be in the format:

fail ure-donain. bet a. kuber net es. i o/ zone=r egi on-
i dentifier-AD-avail ability-domai n- nunber

For example:

--node-| abel s fail ure-donmai n. bet a. kubernetes. i o/
zone=US- ASHBURN- AD- 1

For a list of the Availability Domains, see the Oracle Cloud Infrastructure
documentation.

A comma separated list of Kubernetes nodes (both control plane and
worker nodes) with their Oracle Cloud Identifiers (OCIDs). This option is
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used with the Oracle Cloud Infrastructure Container Storage Interface
module (oci - csi ). The format for the list is:

FQDN=CCI D, . . .
For example:

- - node- oci ds
control 1. exanpl e. comroci d1. i nst ance. .., worker 1. exanpl e. com=

For information about OCIDs, see the Oracle Cloud Infrastructure
documentation.

{-p|--pod-cidr} pod_CI DR The Kubernetes pod CIDR. The defaultis 10. 244. 0. 0/ 16. This is the
range from which each Kubernetes pod network interface is assigned
an IP address.

{-n| - - pod- net wor k} The network fabric for the Kubernetes cluster. The defaultis f | annel .
networ k_fabric

{-P|--pod-network-iface} The name of the network interface on the nodes to use for the

networ k_i nterface Kubernetes data plane network communication. The data plane network
is used by the pods running on Kubernetes. If you use regex to set the
interface name, the first matching interface returned by the kernel is
used. For example:

- - pod- networ k-i face "ens[1-5]]| eth5"

--selinux {enforcing| Whether to use SELinux enf or ci ng or per m ssi ve mode.
perm ssi ve} per m ssi ve is the default.

You should use this option if SELinux is set to enf or ci ng on the
control plane and worker nodes. SELinux is set to enf or ci ng mode by
default on the operating system and is the recommended mode.

{-s|--service-cidr} The Kubernetes service CIDR. The default is 10. 96. 0. 0/ 12. This

service_CI DR is the range from which each Kubernetes service is assigned an IP
address.

{-i|--virtual -ip} The virtual IP address for the load balancer. This is optional.

virtual _i
~P You should use this option if you do not specify your own load balancer

using the - - | oad- bal ancer option. When you specify a virtual IP
address, it is used as the primary IP address for control plane nodes.

{-W --worker-nodes} A comma separated list of the hostnames or IP addresses of

nodes ... the Kubernetes worker nodes, including the port number for the
Platform Agent. If a worker node is behind a NAT gateway, use
the public IP address for the node. The worker node's interface
behind the NAT gateway must have an public IP address using
the /32 subnet mask that is reachable by the Kubernetes cluster.
The /32 subnet restricts the subnet to one IP address, so that
all traffic from the Kubernetes cluster flows through this public
IP address (for more information about configuring NAT, see
Getting Started). The default port number is 8090. For example,
wor ker 1. exanpl e. com 8090, wor ker 2. exanpl e. com 8090.
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--restrict-service-
externalip {true|false}

--restrict-service-
external i p-ca-cert path

--restrict-service-
externalip-tls-cert path

--restrict-service-
externalip-tls-key path

--restrict-service-
externalip-cidrs
al  owed _cidrs

If you do not provide this value, you are prompted for it by the Platform
CLI.

Sets whether to restrict access to external IP addresses for Kubernetes
services. The default is t r ue, which restricts access to external IP
addresses.

This option deploys a Kubernetes service named ext er nal i p-
val i dat i on- webhook- ser vi ce to validate ext er nal | Ps set
in Kubernetes service configuration files. Access to any external IP
addresses is set in a Kubernetes service configuration file using the
ext er nal | Ps option in the spec section.

The path to a CA certificate file for the ext er nal i p-val i dati on-
webhook- ser vi ce application that is deployed when the - -
restrict-service-externalipoptionissettotrue. For example,
/etc/olcnel/certificates/restrict_external _ip/ca.cert.

The path to a CA certificate file for the ext er nal i p-val i dati on-
webhook- ser vi ce application that is deployed when the - -
restrict-service-externalipoptionissettotrue. For
example,/etc/olcne/certificates/restrict_external _ip/
node. cert.

The path to the private key for the ext er nal i p-val i dati on-
webhook- ser vi ce application that is deployed when the - -
restrict-service-externalipoptionissettotrue. For
example,/etc/olcne/certificates/restrict_external _ip/
node. key.

Enter one or more comma separated CIDR blocks if you want to
allow only IP addresses from the specified CIDR blocks. For example,
192. 0. 2.0/ 24, 198. 51. 100. 0/ 24.

nodul e_ar gs for the hel mmodule:

- - hel m kuber net es- nodul e
kuber net es_nodul e

--hel mversion version

The name of the kuber net es module that Helm should be associated
with. Each instance of Kubernetes can have one instance of Helm
associated with it.

The version of Helm to install. The default is the latest version. For
information on the latest version number, see Release Notes.

nodul e_ar gs for the pronet heus module:

- - promet heus- hel m nodul e
hel m_nodul e

- - promet heus-ver si on
version

- - promet heus-i mage
contai ner_registry

The name of the hel mmodule that Prometheus should be associated
with.

The version of Prometheus to install. The default is the latest version.
For information on the latest version number, see Release Notes.

The container image registry and tag to use when installing
Prometheus. The default is cont ai ner-regi stry. oracl e. com
ol cne/ pr onet heus.
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Syntax

- - pr omet heus- namespace
nanespace

- - pronmet heus- per si st ent -
storage {true|false}

- - pronet heus-al erti ng-
rul es path

- - pronet heus-recordi ng-
rul es path

- - pronet heus-scr ape-
configuration path

The Kubernetes namespace in which to install Prometheus. The default
namespace is def aul t .

If this value is f al se, Prometheus writes its data into an enpt ydi r on
the host where the pod is running. If the pod migrates, metric data is
lost.

If this value is t r ue, Prometheus requisitions a Kubernetes
Per si st ent Vol uneCl ai mso that its data persists, despite
destruction or migration of the pod.

The defaultis f al se.

The path to a configuration file for Prometheus alerts.

The path to a configuration file for Prometheus recording rules.

The path to a configuration file for Prometheus metrics scraping.

nodul e_ar gs for the gr af ana module:

--grafana- hel m nodul e
hel m_nodul e

--grafana-version
version

- - graf ana-
container-registry
container_registry

- - graf ana- nanespace
namespace

- - graf ana- dashboar d-
confi gmaps confi gnap

- - graf ana- dashboar d-
provi ders path

- - graf ana- dat asour ces
pat h

--grafana-exi sting-
sercret-nanme secret

--grafana-notifiers path

- - graf ana- pod-
annot ati ons annot ati ons

- - graf ana- pod- env
env_vars

The name of the hel mmodule that Grafana should be associated with.

The version of Grafana to install. The default is the latest version. For
information on the latest version number, see Release Notes.

The container image registry and tag to use when installing Grafana.
The default is cont ai ner-regi stry. oracl e. conl ol cne.

The Kubernetes namespace in which to install Grafana. The default
namespace is def aul t .

The name of the ConfigMap reference that contains the Grafana
dashboards.

The location of the file that contains the configuration for the Grafana
dashboard providers.

The location of the file that contains the configuration for the Grafana
data sources.

The name of the existing secret containing the Grafana admin
password.

The location of the file that contains the configuration for the Grafana
notifiers.

A comma separated list of annotations to be added to the Grafana pods.

A comma separated list of environment variables to be passed to
Grafana deployment pods.
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Syntax
--grafana-service-port The port number for the Grafana service. The default is 3000.
port
--grafana-service-type The service type to access Grafana. The default is Cl ust er | P.
service
nodul e_ar gs for thei sti o module:
--istio-hel mnodul e The name of the hel mmodule that Istio should be associated with.

hel m nodul e

--istio-version version The version of Istio to install. The default is the latest version. For
information on the latest version number, see Release Notes.

--istio-container- The container image registry to use when deploying Istio. The default is
registry contai ner-registry.oracl e.coniol cne.
container_registry

--istio-mutual -tls Sets whether to enable Mutual Transport Layer Security (mTLS) for
{true| fal se} communication between the control plane pods for Istio, and for any
pods deployed into the Istio service mesh.

The defaultis t r ue.

Important

A ‘ It is strongly recommended that this value

is not setto f al se, especially in production
environments.

nodul e_ar gs for the operat or-1ifecycl e- manager module:

--ol m hel m nodul e The name of the hel mmodule that Operator Lifecycle Manager should
hel m nodul e be associated with.
--ol mversion version The version of Operator Lifecycle Manager to install. The default is

the latest version. For information on the latest version number, see
Release Notes.

--ol mcontai ner-regi stry The container image registry to use when deploying the
contai ner_registry Operator Lifecycle Manager. The default is cont ai ner -
regi stry.oracl e. coni ol cne.

--ol menabl e- oper at or hub Sets whether to enable the Operator Lifecycle Manager to use the
{true| fal se} OperatorHub registry as a catalog source.

The defaultistr ue.

nodul e_ar gs for the gl ust er module:

--gluster-hel mnodul e The name of the hel mmodule that the Gluster Container Storage
hel m_nodul e Interface module should be associated with.

--gluster-server-url URL The URL of the Heketi API server endpoint. The default is
http://127.0.0. 1: 8080.
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Syntax
--gluster-server-user The username of the Heketi API server admin user. The default is
user adm n.
--gluster-existing- The name of the existing secret containing the admin password. The
secret-name secret default is heket i - admi n.
--gluster-secret-key The secret containing the admin password. The default is secr et .
secr et
--gl uster-nanmespace The Kubernetes namespace in which to install the Gluster Container
nanmespace Storage Interface module. The default is def aul t .
--gluster-sc-nane The StorageClass name for the Glusterfs StorageClass. The default is
cl ass_nane hyper conver ged.
--gluster-server-rest- Whether the Heketi API server accepts REST authorization. The default
auth {true|fal se} istrue.
nodul e_ar gs for the oci - csi module:
--o0ci-csi-hel mnodul e The name of the hel mmodule that the Oracle Cloud Infrastructure
hel m nodul e Container Storage Interface module should be associated with.
--oci-tenancy OCID The OCID for the Oracle Cloud Infrastructure tenancy.
--o0ci-region The Oracle Cloud Infrastructure region identifier. The default is us-
regi on_identifier ashburn- 1.

For a list of the region identifiers, see the Oracle Cloud Infrastructure
documentation.

--oci-compartnment OCl D The OCID for the Oracle Cloud Infrastructure compartment.
--oci-user OCID The OCID for the Oracle Cloud Infrastructure user.

--oci-private-key path The location of the private key for the Oracle Cloud Infrastructure API
signing key. This must be located on the primary control plane node.
The defaultis/root/.ssh/id_rsa.

Important

A | The private key must be available on the primary

control plane node. This is the first control plane
node listed in the - - mast er - nodes option
when you create the Kubernetes module.

--oci-fingerprint The fingerprint of the public key for the Oracle Cloud Infrastructure API

fingerprint signing key.

--oci - passphrase The passphrase for the private key for the Oracle Cloud Infrastructure

passphrase API signing key, if one is set.

--oci-ven OCI D The OCID for the Oracle Cloud Infrastructure Virtual Cloud Network on
which the Kubernetes cluster is available.

--oci -l b-subnetl OCI D The OCID of the regional subnet for the Oracle Cloud Infrastructure load
balancer.
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Alternatively, the OCID of the first subnet of the two required availability
domain specific subnets for the Oracle Cloud Infrastructure load
balancer. The subnets must be in separate availability domains.

--o0ci-| b-subnet2 OCID The OCID of the second subnet of the two subnets for the Oracle
Cloud Infrastructure load balancer. The subnets must be in separate
availability domains.

--oci-| b-security-node This option sets whether the Oracle Cloud Infrastructure CSI plug-in

{Al'l | Front end| None} should manage security lists for load balancer services. This option
sets the configuration mode to use for security lists managed by the
Kubernetes Cloud Controller Manager. The default is None.

For information on the security modes, see the Kubernetes Cloud
Controller Manager implementation for Oracle Cloud Infrastructure
documentation.

--oci-container-regi stry The container image registry to use when deploying the Oracle Cloud
contai ner_registry Infrastructure cloud provisioner image. The defaultisi ad. oci r.i o/
oracl e.

--csi-container-regi stry The container image registry to use when deploying the CSI component
container_registry images. The defaultis quay. i o/ k8scsi .

Where gl obal s is one or more of the global options as described in Section 1.3, “Using Global Flags”.

Examples

Example 4.7 Creating a module for an HA cluster with an external load balancer

This example creates an HA cluster with an external load balancer, available on the host
| b. exanpl e. comand running on port 6443.

You must also include the location of the certificates for the ext er nal i p-val i dati on- webhook-
ser vi ce Kubernetes service.

ol cnect| nodul e create \

--envi ronnment - nane nyenvi ronnment \

--nodul e kubernetes \

--nanme mycluster \

--container-registry container-registry.oracle.conifolcne \

- -1 oad- bal ancer | b. exanpl e. com 6443 \

--mast er-nodes control 1. exanpl e. com 8090, cont rol 2. exanpl e. com 8090, cont r ol 3. exanpl e. com 8090 \
--wor ker - nodes wor ker 1. exanpl e. com 8090, wor ker 2. exanpl e. com 8090, wor ker 3. exanpl e. com 8090 \
--selinux enforcing \

--restrict-service-externalip-ca-cert /etc/olcne/certificates/restrict_external _ip/ca.cert \
--restrict-service-externalip-tls-cert /etc/olcne/certificates/restrict_external _i p/node.cert \
--restrict-service-externalip-tls-key /etc/olcne/certificates/restrict_external _i p/ node. key

Example 4.8 Creating a module for an HA cluster with an internal load balancer

This example example creates an HA Kubernetes cluster using the load balancer deployed by the Platform
CLI. The - -vi rt ual -i p option sets the virtual IP address to 192. 0. 2. 100, which is the IP address of
the primary control plane node. The primary control plane node is the first node in the list of control plane
nodes. This cluster contains three control plane nodes and three worker nodes.
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You must also include the location of the certificates for the ext er nal i p- val i dati on- webhook-
ser vi ce Kubernetes service.

ol cnect! nodul e create \

--envi ronnent - nane myenvi ronnent \

--nmodul e kubernetes \

--name mycl uster \

--container-registry contai ner-registry.oracle.confol cne \

--virtual -ip 192.0.2.100 \

--mast er- nodes control 1. exanpl e. com 8090, contr ol 2. exanpl e. com 8090, contr ol 3. exanpl e. com 8090 \
- -wor ker - nodes wor ker 1. exanpl e. com 8090, wor ker 2. exanpl e. com 8090, wor ker 3. exanpl e. com 8090 \
--selinux enforcing \

--restrict-service-externalip-ca-cert /etc/olcne/certificates/restrict_external _ip/ca.cert \
--restrict-service-externalip-tls-cert /etc/olcne/certificates/restrict_external _i p/node.cert \
--restrict-service-externalip-tls-key /etc/olcne/certificates/restrict_external _i p/node. key

Example 4.9 Creating a module for a cluster to allow access to service IP address ranges

This example example creates a Kubernetes cluster that sets the external IP addresses that can be
accessed by Kubernetes services. The IP ranges that are allowed are within the 192. 0. 2. 0/ 24 and
198. 51. 100. 0/ 24 CIDR blocks.

You must also include the location of the certificates for the ext er nal i p-val i dati on- webhook-
ser vi ce Kubernetes service.

ol cnect| nodul e create \

--envi ronnent - nane myenvi ronnent \

--nmodul e kubernetes \

--name mycl uster \

--contai ner-registry container-registry.oracle.confol cne \

--virtual -ip 192.0.2.100 \

--mast er- nodes control 1. exanpl e. com 8090, contr ol 2. exanpl e. com 8090, contr ol 3. exanpl e. com 8090 \
- -wor ker - nodes wor ker 1. exanpl e. com 8090, wor ker 2. exanpl e. com 8090, wor ker 3. exanpl e. com 8090 \
--selinux enforcing \

--restrict-service-externalip-ca-cert /etc/olcne/certificates/restrict_external _ip/ca.cert \
--restrict-service-externalip-tls-cert /etc/olcne/certificates/restrict_external _i p/node.cert \
--restrict-service-externalip-tls-key /etc/olcne/certificates/restrict_external _i p/node. key \
--restrict-service-externalip-cidrs 192.0.2.0/24,198.51. 100. 0/ 24

Example 4.10 Creating a module for a cluster to allow access to all service IP addresses

This example creates a Kubernetes cluster that allows access to all external IP addresses for Kubernetes
services. This disables the deployment of the ext er nal i p- val i dati on-webhook-servi ce
Kubernetes service, which means no validation of external IP addresses is performed for Kubernetes
services, and access is allowed for all CIDR blocks.

ol cnectl nodul e create \

--envi ronnent - nane myenvi ronnent \

--nmodul e kubernetes \

--name mycl uster \

--container-registry contai ner-registry.oracle.confol cne \

--virtual -ip 192.0.2.100 \

--mast er- nodes control 1. exanpl e. com 8090, contr ol 2. exanpl e. com 8090, contr ol 3. exanpl e. com 8090 \
- -wor ker - nodes wor ker 1. exanpl e. com 8090, wor ker 2. exanpl e. com 8090, wor ker 3. exanpl e. com 8090 \
--selinux enforcing \

--restrict-service-externalip fal se

Example 4.11 Creating module for a cluster with a single control plane node

This example creates a Kubernetes module to deploy a Kubernetes cluster with a single control plane
node. The - - nodul e option is set to kuber net es to create a Kubernetes module. This cluster contains
one control plane and two worker nodes.
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You must also include the location of the certificates for the ext er nal i p-val i dati on- webhook-
ser vi ce Kubernetes service.

ol cnect| nodul e create \

--envi ronnment - nanme nyenvi ronnent \

--nodul e kubernetes \

--nanme nycluster \

--container-registry container-registry.oracle.conifolcne \

--mast er-nodes control 1. exanpl e. com 8090 \

- -wor ker - nodes wor ker 1. exanpl e. com 8090, wor ker 2. exanpl e. com 8090 \

--selinux enforcing \

--restrict-service-externalip-ca-cert /etc/olcne/certificates/restrict_external _ip/ca.cert \
--restrict-service-externalip-tls-cert /etc/olcne/certificates/restrict_external _i p/node.cert \
--restrict-service-externalip-tls-key /etc/olcne/certificates/restrict_external _i p/ node. key

Example 4.12 Creating a module for a service mesh

This example creates a service mesh using the Istio module. The - - nodul e optionis settoi sti o to
create an Istio module. This example uses a Kubernetes module named nycl ust er, a Helm module
named myhel m and an Istio module named nyi st i o.

The - -i sti o- hel m nodul e option sets the name of the Helm module to use.

If you do not include all the required options when adding the modules you are prompted to provide them.

ol cnectl nodul e create \

--envi ronnent - nane myenvi ronnent \
--nmodul e istio \

--name nyistio \

--istio-hel mnodul e myhel m

Example 4.13 Creating a module for Operator Lifecycle Manager

This example creates a module that can be used to install Operator Lifecycle Manager. The - - nodul e
option is setto operat or-1i fecycl e- mnanager to create an Operator Lifecycle Manager module. This
example uses a Kubernetes module named mycl ust er , a Helm module named nyhel m and an Operator
Lifecycle Manager module named nyol m

The - - ol m hel m nodul e option sets the name of the Helm module to use.

If you do not include all the required options when adding the modules you are prompted to provide them.

ol cnectl nodul e create \

--envi ronment - name nyenvi ronnment \
--nodul e operator-1ifecycl e-nmanager \
--nanme myol m\

--ol mhel mnodul e nmyhel m

Example 4.14 Creating a module for Gluster Storage

This example creates a module that creates a Kubernetes StorageClass provisioner to access Gluster
storage. The - - nodul e option is setto gl ust er to create a Gluster Container Storage Interface module.
This example uses a Kubernetes module named nycl ust er, a Helm module named nmyhel m and a
Gluster Container Storage Interface module named nmygl ust er .

The - - gl ust er - hel m nodul e option sets the name of the Helm module to use.

If you do not include all the required options when adding the modules you are prompted to provide them.

ol cnect| nodul e create \
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--envi ronnent - nane myenvi ronnent \
--nodul e gluster \

--name nygl uster \

--gl uster-hel mnodul e nyhel m

Example 4.15 Creating a module for Oracle Cloud Infrastructure Storage

This example creates a module that creates a Kubernetes StorageClass provisioner to access Oracle
Cloud Infrastructure storage. The - - nodul e option is set to oci - csi to create an Oracle Cloud
Infrastructure Container Storage Interface module. This example uses a Kubernetes module named
nmycl ust er, a Helm module named myhel m and an Oracle Cloud Infrastructure Container Storage
Interface module named nyoci .

The - - oci - csi - hel m nodul e option sets the name of the Helm module to use.

You should also provide the information required to access Oracle Cloud Infrastructure using the options
as shown in this example, such as:

e --0cCi-tenancy

e --o0ci-conpart nent
* --0Ci-user

e --oci-fingerprint
e --0cCi-private-key

You may need to provide more options to access Oracle Cloud Infrastructure, depending on your
environment.

If you do not include all the required options when adding the modules you are prompted to provide them.

ol cnect| nodul e create \

--envi ronnent - nane myenvi ronnent \

--nmodul e oci-csi \

--name myoci \

--o0ci - csi-hel m nodul e nyhel m\

--oci -tenancy oci dl.tenancy.ocl... \

--oci -conpartment ocidl. conpartnment.ocl... \
--oci-user ocidl.user.ocl... \

--oci-fingerprint b5:52:... \

--oci-private-key /hone/opc/.oci/oci_api_key. pem

4.6 Module Install

Installs a module in an environment. When you install a module, the nodes are checked to make sure they
are set up correctly to run the module. If the nodes are not set up correctly, the commands required to fix
each node are shown in the output and optionally saved to files.

Syntax

ol cnect! nodul e install

{-E| --environnent - nane} environnent _nane
{-N| --nane} nane
[{-9]--generate-scripts}]

[{-h|--help}]

[ gl obal s]
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Where:

{- E|] - - environnent - nane} The Oracle Cloud Native Environment. The value of

envi ronnent _nane envi ronnent _nane is the name to use to identify an environment.
{-N --nane} nane The module name. The value of nane is the name to use to identify a

module in an environment.

{-9|--generate-scripts} Generates a set of scripts which contain the commands required to
fix any set up errors for the nodes in a module. A script is created for
each node in the module, saved to the local directory, and named
host name: 8090. sh.

{-h] --hel p} Lists information about the command and the available options.

Where gl obal s is one or more of the global options as described in Section 1.3, “Using Global Flags”.

Examples

Example 4.16 Installing a module

To install a Kubernetes module named nycl ust er in an environment named nmyenvi r onnent :

ol cnectl nodule install \
--envi ronnent - nane myenvi ronnent \
--nanme nycl uster

4.7 Module Instances

Lists the installed modules in an environment.

Syntax

ol cnect| nodul e instances
{-E| --envi ronnent - nane} environnent _nane

[{-h|--help}]

[ gl obal s]

Where:

{-E| - - envi ronnent - nane} The Oracle Cloud Native Environment. The value of

envi ronnent _nane envi ronnent _namne is the name to use to identify an environment.
{-h| --hel p} Lists information about the command and the available options.

Where gl obal s is one or more of the global options as described in Section 1.3, “Using Global Flags”.

Examples

Example 4.17 Listing the deployed modules in an environment

To list the deployed modules for an environment named nyenvi r onment :

ol cnect| nodul e i nstances \
--envi ronnment - nanme nyenvi r onnent
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4.8 Module List

Syntax

Lists the available modules for an environment.

ol cnect! nodule |ist
{-E| --environnent - nane} environnent _nane

[{-h|--help}]

[ gl obal s]

Where:

{-E| - - envi ronnent - nane} The Oracle Cloud Native Environment. The value of

envi ronnent _nane envi ronnent _namne is the name to use to identify an environment.
{-h| --hel p} Lists information about the command and the available options.

Where gl obal s is one or more of the global options as described in Section 1.3, “Using Global Flags”.

Examples

Example 4.18 Listing available modules in an environment

To list the modules for an environment named nmyenvi r onment :

ol cnectl nodule list \
--envi ronnent - nane myenvi r onnent

4.9 Module Property Get

Syntax

Lists the value of a module property.

ol cnect| nodul e property get

{-E| --environnent - nane} environnent _nane
{-N| --nane} nane

{-P|--property} property_nane

[{-h|--help}]

[ gl obal s]

Where:

{-E| - - envi ronnent - nane} The Oracle Cloud Native Environment. The value of

envi ronnent _nane envi ronnent _namne is the name to use to identify an environment.
{-N --nane} nane The module name. The value of nane is the name to use to identify a

module in an environment.

{-P|--property} The name of the property. You can get a list of the available properties
property name using the ol cnect| nodul e property |ist command.
{-h| --hel p} Lists information about the command and the available options.

Where gl obal s is one or more of the global options as described in Section 1.3, “Using Global Flags”.
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Example 4.19 Listing module properties

To list the value of the kubecf g property for a Kubernetes module named nycl ust er in an environment
named myenvi r onnent :

ol cnectl nodul e property get \

--envi ronment - name nyenvi ronment \

--name nycl uster \
--property kubecfg

4.10 Module Property List

Lists the available properties for a module in an environment.

Syntax

ol cnect| nodul e property |ist
{-E| --envi ronnent - nane} environment _name
{-N --nane} nane

[{-hl|--help}]

[ gl obal s]

Where:

{- E|] - - environnent - nane} The Oracle Cloud Native Environment. The value of

envi ronnent _nane envi ronnent _nane is the name to use to identify an environment.
{-N --nane} nane The module name. The value of nane is the name to use to identify a

module in an environment.
{-h] --hel p} Lists information about the command and the available options.

Where gl obal s is one or more of the global options as described in Section 1.3, “Using Global Flags”.

Examples
Example 4.20 Listing module properties

To list the properties for a Kubernetes module named nycl ust er in an environment named
nyenvi ronment :

ol cnect|l nodul e property list \

--envi ronment - name nyenvi ronment \
--name nycl uster

4.11 Module Report

Reports summary and detailed information about module and properties in an environment.

Syntax

ol cnect| nodul e report

{-E| --envi ronnent - nane} environment _nane
[{-N --nane} nane]

[--children]
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[--exclude pattern]
[--include pattern]
[--format {yam | tabl e}]

[{-h|--help}]

[ gl obal s]

Where:

{-E| - - envi ronnent - nane} The Oracle Cloud Native Environment. The value of

envi ronnent _nane envi ronnent _nane is the name to use to identify an environment.
{-N --nane} nane The module name. The value of nane is the name to use to identify a

module in an environment. When no name is specified, the output of
the command contains information about all modules deployed in the
selected environment.

--children When added to the command, this option recursively displays the
properties for all children of a module instance. The default value is
‘false’.

--exclude pattern An RE2 regular expression selecting the properties to exclude from the

report. This option may specify more than one property as a comma
separated lists.

--include pattern An RE2 regular expression selecting the properties to include in the
report. This option may specify more than one property as a comma
separated lists. By default, all properties are displayed. Using this option
one or more times overrides this behavior.

--format {yan |tabl e} To generate reports in YAML or table format, use this option. The
default formatist abl e.

{-h| --hel p} Lists information about the command and the available options.

Where gl obal s is one or more of the global options as described in Section 1.3, “Using Global Flags”.

Examples
Example 4.21 Reporting summary details about an environment

To report a summary of all modules deployed in the environment named nyenvi r onnent :

ol cnectl nodul e report \
--envi ronnent - nane myenvi ronnent \

Example 4.22 Reporting summary details about a Kubernetes module

To report summary details about a Kubernetes module named mycl ust er:

ol cnectl nodul e report \

--envi ronnent - nane myenvi ronnent \

--name nycl uster

Example 4.23 Reporting comprehensive details about a Kubernetes module
To report comprehensive details about a Kubernetes module named nycl ust er:

ol cnectl nodul e report \
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--envi ronnent - nane myenvi ronnent \
--name mycl uster \
--children

4.12 Module Restore

Restores a module from a back in an environment.

Syntax

ol cnect!| nodul e restore

{- E| --envi ronnent - nane} environnent _nane
{-N| --nane} nane
[{-9]--generate-scripts}]

[{-F|l--force}]

[{-h|--help}]

[ gl obal s]

Where:

{-E| --environnment-nane}  The Oracle Cloud Native Environment. The value of

envi ronnent _nane envi ronnent _namne is the name to use to identify an environment.
{-N --nane} nane The module name. The value of nane is the name to use to identify a

module in an environment.

{-9|--generate-scripts} Generates a set of scripts which contain the commands required to
fix any set up errors for the nodes in a module. A script is created for
each node in the module, saved to the local directory, and named
host name: 8090. sh.

{-F|--force} Skips the confirmation prompt.
{-h] --hel p} Lists information about the command and the available options.

Where gl obal s is one or more of the global options as described in Section 1.3, “Using Global Flags”.

Examples
Example 4.24 Restoring control plane nodes from a back up

To restore the Kubernetes control plane nodes from a back up in a Kubernetes module named nycl ust er
in an environment named nyenvi r onment :

ol cnectl nodul e restore \

--envi ronment - nanme nyenvi ronnment \
--nanme nycl uster

4.13 Module Uninstall

Uninstalls a module from an environment. Uninstalling the module also removes the module configuration
from the Platform API Server.

Syntax

ol cnect! nodul e uninstall
{-E| --envi ronnent - nane} environment _name
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{-N --nane} nane
[{-F|--force}]

[{-h]--help}]

[ gl obal s]

Where:

{- E|] - -environnent - nane} The Oracle Cloud Native Environment. The value of

envi ronnent _nane envi ronnent _nane is the name to use to identify an environment.
{-N --nanme} nane The module name. The value of nane is the name to use to identify a

module in an environment.
{-F|--force} Skips the confirmation prompt.
{-h| --hel p} Lists information about the command and the available options.

Where gl obal s is one or more of the global options as described in Section 1.3, “Using Global Flags”.

Examples

Example 4.25 Uninstalling a module

To uninstall a Kubernetes module named nycl ust er from an environment named nmyenvi r onnent :

ol cnect! nodul e uninstall \
--envi ronnent - nane myenvi ronnent \
--name nycl uster

In this example, the Kubernetes containers are stopped and deleted on each node, and the Kubernetes
cluster is removed.

4.14 Module Update

Syntax

Updates a module in an environment. The module configuration is automatically retrieved from the
Platform API Server. This command can be used to:

» Update the Kubernetes release on nodes to the latest errata release
» Upgrade the Kubernetes release on nodes to the latest release
» Update or upgrade other modules and components
» Scale up a Kubernetes cluster (add control plane and/or worker nodes)
» Scale down a Kubernetes cluster (remove control plane and/or worker nodes)
Important
or upgraded Oracle Cloud Native Environment to the latest release. For information

on updating or upgrading Oracle Cloud Native Environment, see Updates and

A Before you update or upgrade the Kubernetes cluster, make sure you have updated
Upgrades.

ol cnect| nodul e update
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{-E| --envi ronnent - nane} environment _nane

{-N --nane} nane

[{-r|--container-registry} container_registry]
[{-K| --kube-version} version]

[{-mM --master-nodes} nodes ...]

[{-W --worker-nodes} nodes ...]

[ --ngi nx-i mage cont ai ner _| ocati on]

[--hel mversion version]

[ --promet heus-versi on versi on]
[--promet heus- cont ai ner-regi stry contai ner_registry]
[--grafana-version version]
[--grafana-container-registry container_registry]
[--istio-version version]
[--istio-container-registry container_registry]
[--ol mversion version]
--restrict-service-externalip {true|fal se}
--restrict-service-externalip-ca-cert path
--restrict-service-externalip-tls-cert path
--restrict-service-externalip-tls-key path
--restrict-service-externalip-cidrs allowed _cidrs
[--selinux {enforcing|perm ssive}]
[{-9g]--generate-scripts}]

[{-F|--force}]

[{-h|--help}]

[ gl obal s]

Where:

{-E| - - envi ronnent - nane} The Oracle Cloud Native Environment. The value of

envi ronnent _nane envi ronnent _narne is the name to use to identify an environment.
{-N --nane} nane The module name. The value of nane is the name to use to identify a

module in an environment.

{-k| - -kube-versi on} Sets the Kubernetes version for the upgrade. The default is the latest
versi on version. For information on the latest version number, see Release
Notes.

If this option is not provided any Kubernetes errata updates are

installed.
{-r|--container- The container registry that contains the Kubernetes images when
registry} performing an update or upgrade. Use the Oracle Container Registry or
container_registry a local registry to pull the Kubernetes images.

This option allows you to update or upgrade using a different container
registry. This option sets the default container registry during all
subsequent updates or upgrades and need only be used when
changing the default container registry.

{-nm --nast er-nodes} A comma-separated list of the hostnames or IP addresses of the

nodes ... Kubernetes control plane nodes that should remain in or be added
to the Kubernetes cluster, including the port number for the Platform
Agent. Any control plane nodes not included in this list are removed
from the cluster. The nodes in this list are the nodes that are to be
included in the cluster.

The default port number for the Platform Agent is 8090. For example,
control 1. exanpl e. com 8090, control 2. exanpl e. com 8090.
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Syntax

{-W - -wor ker -nodes}
nodes ...

--ngi nx-i mage
cont ai ner_| ocati on

--hel mversion version

- - pronet heus-versi on
version

- - pronet heus-
container-registry
container_registry

--grafana-version
versi on

--grafana-
container-registry
container_registry

--istio-version version
--istio-container-
registry

contai ner_registry

--ol mversion version

--restrict-service-
externalip {true|fal se}

A comma-separated list of the hostnames or IP addresses of the
Kubernetes worker nodes that should remain in or be added to the
Kubernetes cluster, including the port number for the Platform Agent.
Any worker nodes not included in this list are removed from the cluster.
The nodes in this list are the nodes that are to be included in the cluster.

The default port number for the Platform Agent is 8090. For example,
wor ker 1. exanpl e. com 8090, wor ker 2. exanpl e. com 8090.

The location of the NGINX container image to update. This is optional.

This option pulls the NGINX container image from the container registry
location you specify to update NGINX on the control plane nodes. For
example:

--ngi nx-i mage contai ner-regi stry. oracl e.conf ol cne/
ngi nx: 1.17.7

Sets the Helm version for the upgrade. The default is the latest version.
For information on the latest version number, see Release Notes.

Sets the Prometheus version for the upgrade. The default is the latest
version. For information on the latest version number, see Release
Notes.

The container registry that contains the Prometheus images when
performing an update or upgrade. Use the Oracle Container Registry
(the default) or a local registry to pull the Prometheus images.

Sets the Grafana version for the upgrade. The default is the latest
version. For information on the latest version number, see Release
Notes.

The container registry that contains the Grafana images when
performing an update or upgrade. Use the Oracle Container Registry
(the default) or a local registry to pull the Grafana images.

Sets the Istio version for the upgrade. The default is the latest version.
For information on the latest version number, see Release Notes.

The container registry that contains the Istio images when performing
an update or upgrade. Use the Oracle Container Registry (the default)
or a local registry to pull the Istio images.

Sets the Operator Lifecycle Manager version for the upgrade. The
default is the latest version. For information on the latest version
number, see Release Notes.

Sets whether to restrict access to external IP addresses for Kubernetes
services. The default is t r ue, which restricts access to external IP
addresses.

This option deploys a Kubernetes service named ext er nal i p-
val i dat i on- webhook- ser vi ce to validate ext er nal | Ps set
in Kubernetes service configuration files. Access to any external IP
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Examples

--restrict-service-
external i p-ca-cert path

--restrict-service-
externalip-tls-cert path

--restrict-service-
externalip-tls-key path

--restrict-service-
external i p-cidrs
al l owed _cidrs

--sel i nux {enforcing|
perm ssi ve}

{-9|--generate-scripts}

{-F|--force}

{-h|--hel p}

addresses is set in a Kubernetes service configuration file using the
ext er nal | Ps option in the spec section.

The path to a CA certificate file for the ext er nal i p-val i dati on-
webhook- ser vi ce application that is deployed when the - -
restrict-service-externalipoptionissettotrue. For example,
letc/olcne/certificates/restrict_external _ip/ca.cert.

The path to a CA certificate file for the ext er nal i p-val i dati on-
webhook- ser vi ce application that is deployed when the - -
restrict-service-externalipoptionissettotrue. For
example,/etc/olcne/certificates/restrict_external _ip/
node. cert.

The path to the private key for the ext er nal i p-val i dati on-
webhook- ser vi ce application that is deployed when the - -
restrict-service-externalipoptionissettotrue. For
example,/etc/olcne/certificates/restrict_external _ip/
node. key.

Enter one or more comma separated CIDR blocks if you want to
allow only IP addresses from the specified CIDR blocks. For example,
192. 0. 2.0/ 24,198. 51. 100. 0/ 24.

Whether to use SELinux enf or ci ng or per m ssi ve mode.
per m ssi ve is the default.

You should use this option if SELinux is set to enf or ci ng on the
control plane and worker nodes. SELinux is set to enf or ci ng mode by
default on the operating system and is the recommended mode.

Generates a set of scripts which contain the commands required to
fix any set up errors for the nodes in a module. A script is created for
each node in the module, saved to the local directory, and named
host name: 8090. sh.

Skips the confirmation prompt.

Lists information about the command and the available options.

Where gl obal s is one or more of the global options as described in Section 1.3, “Using Global Flags”.

Examples

Example 4.26 Scaling a cluster

To scale up a cluster, list all nodes to be included in the cluster. If an existing cluster includes two
control plane and two worker nodes, and you want to add a new control plane and a new worker, list
all the nodes to include. For example, to add a cont r ol 3. exanpl e. comcontrol plane node, and a
wor ker 3. exanpl e. comworker node to a Kubernetes module named nycl ust er:

ol cnect| nodul e update \

--envi ronnment - nanme nyenvi ronnent \

--nanme nycluster \

--mast er-nodes control 1. exanpl e. com 8090, cont rol 2. exanpl e. com 8090, cont r ol 3. exanpl e. com 8090 \
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- -wor ker - nodes wor ker 1. exanpl e. com 8090, wor ker 2. exanpl e. com 8090, wor ker 3. exanpl e. com 8090

To scale down a cluster, list all the nodes to be included in the cluster. To remove the
control 3. exanpl e. comcontrol plane node, and wor ker 3. exanpl e. comworker node from the
kuber net es module named nycl ust er:

ol cnectl nodul e update \

--envi ronnment - nanme nyenvi ronnment \

--name nycl uster \

--mast er- nodes control 1. exanpl e. com 8090, control 2. exanpl e. com 8090 \
- -wor ker - nodes wor ker 1. exanpl e. com 8090, wor ker 2. exanpl e. com 8090

As the cont r ol 3. exanpl e. comcontrol plane node and wor ker 3. exanpl e. comworker node are not
listed in the - - mast er - nodes and - - wor ker - nodes options, the Platform API Server removes those
nodes from the cluster.

Example 4.27 Updating the Kubernetes release for errata updates

To update a Kubernetes module named nycl ust er in an environment named myenvi r onnent to the
latest Kubernetes errata release, enter:

ol cnect! nodul e update \
--envi ronnment - nanme nyenvi ronnent \
--name nycl uster

The nodes in the environment are updated to the latest Kubernetes errata release.
Example 4.28 Updating using a different container registry

To update a Kubernetes module named nycl ust er in an environment named nmyenvi r onnent to
the latest Kubernetes errata release using a different container registry than the default specified when
creating the Kubernetes module, enter:

ol cnect| nodul e update \

--envi ronnment - nanme nyenvi ronnent \

--nanme nycluster \

--container-registry container-registry-austin-mrror.oracle.coni ol cne/

The nodes in the environment are updated to the latest Kubernetes errata release contained on the mirror
container registry.

Example 4.29 Upgrading the Kubernetes release

To upgrade a Kubernetes module named nmycl ust er in an environment named nyenvi r onnent to
Kubernetes Release 1.21.14-3, enter:

ol cnectl nodul e update \

--envi ronment - name nyenvi ronment \
--name nycl uster \

--kube-version 1.21.14-3

The - - kube- ver si on option specifies the release to which you want to upgrade. This example uses
release number 1.21.14-3.

Make sure you upgrade to the latest Kubernetes release. To get the version number of the latest
Kubernetes release, see Release Notes.

The nodes in the environment are updated to Kubernetes Release 1.21.14-3.
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Example 4.30 Upgrading using a different container registry

To upgrade a Kubernetes module named nycl ust er in an environment named nyenvi r onnment to
Kubernetes Release 1.21.14-3 using a different container registry than the current default container
registry, enter:

ol cnectl nodul e update \

--envi ronnent - nane myenvi ronnent \

--name nmycluster \

--container-registry container-registry-austin-mrror.oracle.confolcne/ \
--kube-version 1.21.14-3

The - - kube- ver si on option specifies the release to which you want to upgrade. This example uses
release number 1.21.14-3. The specified container registry becomes the new default container registry for
all subsequent updates or upgrades.

Make sure you upgrade to the latest Kubernetes release. To get the version number of the latest
Kubernetes release, see Release Notes.

The nodes in the environment are updated to Kubernetes 1.21.14-3.
Example 4.31 Setting access to external IP addresses for Kubernetes services

This example sets the range of external IP addresses that Kubernetes services can access.

ol cnect| nodul e update \

--envi ronnment - nanme nyenvi ronnent \

--nanme nycluster \

--restrict-service-externalip-cidrs 192.0.2.0/24,198.51.100. 0/ 24

Example 4.32 Modifying host SELinux settings

This example updates the configuration with the Platform APl Server that nodes in the Kubernetes cluster
have SELinux enf or ci ng mode enabled.

ol cnect!| nodul e update \

--envi ronnment - nanme nyenvi ronnent \
--nanme nycluster \

--selinux enforcing

4.15 Module Validate

Syntax

Validates a module for an environment. When you validate a module, the nodes are checked to make sure
they are set up correctly to run the module. If the nodes are not set up correctly, the commands required to
fix each node are shown in the output and optionally saved to files.

ol cnect| nodul e validate

{-E| --envi ronnent - nane} environment _name
{-N --nane} nane
[{-9g]--generate-scripts}]

[{-hl|--help}]

[ gl obal s]
Where:

{-E| --environnment-nane}  The Oracle Cloud Native Environment. The value of
envi ronnent _nane envi ronnent _nane is the name to use to identify an environment.
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{-N --nane} nane The module name. The value of nane is the name to use to identify a
module in an environment.

{-9|--generate-scripts} Generates a set of scripts which contain the commands required to
fix any set up errors for the nodes in a module. A script is created for
each node in the module, saved to the local directory, and named
host nane: 8090. sh.

{-h| --hel p} Lists information about the command and the available options.

Where gl obal s is one or more of the global options as described in Section 1.3, “Using Global Flags”.

Examples
Example 4.33 Validating a module

To validate a Kubernetes module named nycl ust er in an environment named nmyenvi r onnent :

ol cnect! nodul e validate \
--envi ronnent - nane myenvi ronnent \
--name nycl uster

4.16 Template

Generates a simple configuration file template. The template file is named confi g-fil e-
tenpl at e. yam and created in the local directory.

Syntax

ol cnectl tenplate
[{-hl--help}]

Where:

{-h] --hel p} Lists information about the command and the available options.

Examples

Example 4.34 Creating a sample configuration template

To create a sample configuration template:

ol cnectl tenplate
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