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Kubernetes? 5 X 2 CTERAT HEIAE £ /KT HI1Z(X. CloudFlareDTLSEEEAE 4 RY —IL.
CFSSLZ{ERLET, O—AHI - a2EFa1—4% (macOSHRELTLNS) T, COEMaITU K
EFEITLTLESL,

1. curlZERAL Tefssi\yr—S &4 o0—kKLET,
curl -0 https://pkg.cfssl.org/R1.2/cfssl darwin-amd64

2. TALY MYICHT HHERELEE L TofssIEITRIBET 7 A LEERLFE T,

chmod +x cfssl darwin-amd64

3. cfsslZ& /usr/local/binlZ#E L T/SRIZEMLET,

sudo mv cfssl darwin-amdé64 /usr/local/bin/cfssl

4. curl#ERAL Tctssljson/NA F Y ESFHO—FLET,
curl -0 https://pkg.cfssl.org/R1.2/cfssljson darwin-amd64

5. T4LY PIICHT BEREZEE L TcrsslisonEITRAIRET 7ML EERLET .

chmod +x cfssljson darwin-amd64

6. cfssljsonZ/NRIZFEILET,

sudo mv cfssljson darwin-amdé64 /usr/local/bin/cfssljson
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COETIK, VSR ICHELRIHRAENHREICOVNTHBALET, O—AH) - aVE1—4
(macOSARREIL TLNS) T, ZOEMOIATY FEETLTLESL,

1. FEER (CA) ZRBLIBRIFAIVEERLFET ., COTF7AILIE. 75 RAZICEET
DI RTORDEELIEASNET,

cat > ca-config.json <<EOF
{
"signing": {
"default": {
"expiry": "8760h"
br
"profiles":
{ "kubernetes":
{
"usages": ["signing", "key encipherment", "server auth", "client
auth"],
"expiry": "8760h"
}
}
}
}

2. CARLHEDERV VT XA MEERLET,

cat > ca-csr.json <<EOF
{
"CN": "Kubernetes",
"key" : {
llalgoll: llrsall,
"size": 2048
by

"names": [
{
WCHg WggW,
"L": "Portland",
"O": "Kubernetes",
"ou": "CA",
"ST": "Oregon"
}
]
t
EOF

3. CAGIEAELMERZARLES.

cfssl gencert -initca ca-csr.json | cfssljson -bare ca

RDI7AIHBERESNFET,

e ca-key.pem

e ca.pem
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4. Kubernetes7—HhH— -/ —FKZT&EIZ, 95472 FBEEUVHS—N—TLCIEIHEZDOER ) ¥
IXFZERLET, $(instance)ld. > T B AL DKubernetess 7 —H—D & HIIZE
=M Z TLEEL (kubeW1, kubeW2, kubeW37: &)

for instance in worker-0 worker-1 worker-2; do
cat > ${instance}-csr.json <<EOF

{

"CN": "system:node:${instance}",
"key": {
"algo": "rsa",
"size": 2048
}r
"names": [
{
"c":. "us",
"L": "Portland",
"O": "system:nodes",
"OU": "Kubernetes The Hard
Way", "G . "Oregon"

}
]
}
EOF

5. Kubernetes7—Hh— -/ —RZ &I, MEAEEHERZERLES . ROAT U FET—
A—CTEITIEIT DEITLET . $(instance) [F, &> TLVS{E% DKubernetes7—7H—0
ZHICBEMRZ T EELY (kubeW1, kubeW2, kubeW37%: &) , s (EXTERNAL 1P) KU
${INTERNAL 1P)I&, ’o>TWWBT—H—D/TUvo (B8 IP7FRLRABLUVTS A
R—k (RER) IP7 FLRICEEH®ZET,

cfssl gencert \
-ca=ca.pem \
-ca-key=ca-key.pem \
-config=ca-config.json \
-hostname=${instance}, $ {EXTERNAL_IP} , S INTERNAL_IP} \
-profile=kubernetes \
S{instance}-csr.json | cfssljson -bare
S{instance} done

RDIT7AIDBERShFET,

e kubeW1-key.pem
e kubeW1.pem
o  kubeW2-key.pem
e kubeW2.pem
e  kubeW3-key.pem
e kubeW3.pem
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6. BEENAO—)L - A—X - 7Y R (RBAC) (IAZNELZV VIR MEERLET,
EBEYSAT v MEAER, EEO—)LEZBL TAPIY—/N— (YRE—) [THERT D&
EIZERAShET, FNIZL > T, KubernetesD R4 71« FJRBACD 1 & THEDIERH
HFaIEnEY,

cat > admin-csr.json <<EOF
{
"CN": "admin",
"hosts": [],
"key": {
"algo": "rsa",
"size": 2048
}r

"names": [
{
"c". "us",
"L": "Portland",
"O": "system:masters",
"OoUu": "Cluster",
"ST": "Oregon"
}
1
}
EOF

7. BEEBISAT U MIAELMEREERLET,

cfssl gencert \
-ca=ca.pem \
-ca-key=ca-key.pem \
-config=ca-config.json \
-profile=kubernetes \
admin-csr.json | cfssljson -bare admin

ROIT7AIDBERESNFET,

e admin-key.pem

e admin.pem

8. kube-proxy” 54 7 2 FEBAZEDER Y VI RA MEERLET . COEAE LY ML,
kube-proxyh‘Kubernetes% X 2 —[Z#f T SIRICHERAINET,

cat > kube-proxy-csr.json <<EOF

{

"CN": "system:kube-proxy",
"hosts": [1],
"key": {
"algo": "rsa",
"size": 2048
}y
"names": [
{
"cr: "us",
"L": "Portland",
"O": "system:node-proxier",
"OUu": "Cluster",
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"ST": "Oregon"

]

}
EOF

9. kube-proxy”? 4 72 FEFAE L MERETERLET,

cfssl gencert \
-ca=ca.pem \
-ca-key=ca-key.pem \
-config=ca-config.json \
-profile=kubernetes \
kube-proxy-csr.json | cfssljson -bare kube-proxy

RDI7AIHBERESNFET,

e kube-proxy-key.pem

e  kube-proxy.pem

10. Kubernetest—/A—ZEBAZE #ER L £J . kubeMn private iplEBFELDIRXEZ—DTS
A4 R—KFP7 FLRIZ, loadbalancer public ipldB—FK « NS UHDIP7 FLXIZ,
TRThEEHBRA TSN,

cat > kubernetes-csr.json <<EOF

{

"CN": "Kubernetes",
"key": [
"10.32.0.1",

“kubeMl_private_ip",
“kubeMZ_private_ip”,
“kubeM3 private ip” ,
"loadbalancer public ip",
"127.0.0.1",
"kubernetes.default"
1,
"key":
{ "algo":
"rsa",
"size": 2048
by

"names": [
{
"c":. "us",
"L": "Portland",
"O": "Kubernetes",
"ou": "Cluster",
HST" : "O]’Iegol’l"
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11. Kubernetest—/\—SIBAZ L MEZEREZER L FT,

cfssl gencert \
-ca=ca.pem \
-ca-key=ca-key.pem \
-config=ca-config.json \
-profile=kubernetes \

kubernetes-csr.json | cfssljson -bare kubernetes
ROT7AIDMERESNFET,

e kubernetes-key.pem

e kubernetes.pem
12. UTOFIET, etcdifBAZFERLFET,

A ROTOPzy bEF Y O—FKL., FIEIZH > THetcd/ — FOIIBAZEZER L &
¥, configlZ# breq-csr.pem”7 7 A JLIZ[X, #Fetcd/ —FDTS4A4 R—FPF7 KL
REAALTLESLY,

https://github.com/coreos/etcd/tree/v3.2.1/hack/tls-setup

B. cert7 4 LY kb ibeted-certsE LN BN T« LY b CetcdifBAZ %20 EF—L E
To CONRRIEIENSBEIZEBZDT, T4LI FJEEZPTVGHIZLTLES
Ly (~letcd-certs’s &)

C. renamed V> l‘i’{ﬁﬁﬁ LT, etchH’G‘ﬁ;é _¢& 75“1’)1)\6 K 5 I:etcd@EEEE)%@%ﬁﬁ’é
EELFET,

brew install rename
rename 's/ca/etcd-ca/' *

AEAE D 7 M IILDRR FADIE—

1. RO&LSBRVYThEFERALT. BEGHAPEI 7ML ERA MIOAE-LET,
node public IPI&, T—H—, RRE— H&Uetcd/ —FD/NTY v IIP7 FLRIZE
EMZ TSN,

T 744 : copyCAs.sh

for host in 'kubeWl public IP' 'kubeW2 public IP' 'kubeW3 public IP'; do
scp -1 ~/.ssh/id rsa ca.pem kube-proxy.pem kube-proxy-key.pem

ubuntu@${host}:~/

done

for host in 'kubeMlipublicilP’ 'kubeM27publicilP’ 'kubeMBipublicilP’ g
do scp -i ~/.ssh/id rsa ca.pem ca-key.pem kubernetes-key.pem
kubernetes.pem

ubuntu@${host}:~/

done

for hast in 'etadl nuhlic TP' 'etcd? puhlic TP’ 'etcdl nublic TP ¢
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done
2. BROT—H—EIREE, ®HHTET—Hh—[caEF—LEFET, T—H—T¢&I2, etcdiEBA
Z. kubeconfigZ7 7 A JL. capemZ 7M., BLUVHBDIAAENTRTHLETT,

T7AULDBRT—A—IZaE—EhdE. ET—A—IC@ERODES LT F7AILBNEEND L SITHY
F9,

bootstrap.kubeconfig etcd1.csr  etcd1.pem etcd2-key.pem etcd3.csr etcd3.pem etcd-ca-key.pem
kube-proxy-key.pem  kube-proxy.pem kubew2-csr.json kubew?2.kubeconfig proxy1.csr proxy1.pem

ca.pem etcd1-key.pem etcd2.csr etcd2.pem etcd3-key.pem etcd-ca.csr etcd-ca.pem
kube-proxy.kubeconfig kubew2.csr  kubew2-key.pem kubew2.pem proxy1-key.pem

CNLDTF7ANELEEDD=DIZ, etcdilBAZZRET Hetcd-certs&E NS5 T 4 LY b 2R
LET, COTALI bMIEERL, BYRBTI7MILERBT HICE, ROIT U FEFEALET,

mkdir etcd-certs
mv *.* etcd-

AT w73 : HAetcdy S XA DIEE

ZDRTYTIZIE. DockerA R b—JL., etcdT a4 LY b)) DIERK. etcdZ S X2 D TOED 3
ZUTENS3IN—rABHYET, COEBOITY FiE, BEDIERAGZLHNETY ., etcd/ — KT
EITLTL S,

€/ — KThDockerA A —)L

ZDHA FTIX. get.docker.comTABENTLVvBDocker{ YR k—JL - R ) T rZEFERALE
¥, Docker®d 4 YR b—JLIZIE, FHICIE L TEERDFEEHFELCIZELY,

1. culZERALTRY Y T rEEHoO0—KLET,

curl -fsSL get.docker.com -o get-docker.sh

2. XMOavwr FEEITLTDockerZA4 VA F—JLLET,

sh get-docker.sh

etcdT 4 LY FDER
ROATY FEETLT, etcdDAT—2DEMIERT LT LY ) EERLET,

sudo mkdir /var/lib/etcd

19 KUBERNETES ON ORACLE CLOUD INFRASTRUCTURE



AE etcdV SREADERTICEELHY . etcdF—N—DBEF IO NREIZHESBRIZIE. Z2OF 4«
LY b)) ZBIBRT ADELRHYET, 5 LHNE, etcdlTHWVERTESHILES ELET ., HIBRT BHIZIE.
RDAT U FFEEALTLESLY  sudo rm -rf /var/lib/etcd

etcd7 SRAMTAOE 3=y

1. fetcd/ — RICRDEHZRELET . NaME nFB & UHOST nlE. CLUSTERERICHELIE
WERMTHIEHTT, HosT nEHITDUTIL., etcdn private ipaHHELND/ — KD
TSAR—KP7 RLRIZEZHATLESL,

NAME l=etcdl
NAME 2=etcd2
NAME 3=etcd3
HOST 1= etcdl private ip
HOST 2= etcd2 private ip
HOST 3= etcd3 private ip

CLUSTER=${NAME 1}=https://${HOST 1}:2380,${NAME 2}=https://${HOST 2}:2380,
${NAME_3}=https://${HOST_3}:2380

DATA DIR=/var/lib/etcd

ETCD VERSION=latest

CLUSTER STATE=new

THIS IP=$(curl http://169.254.169.254/opc/v1/vnics/0/privatelIp)

THIS NAME=S$ (hostname)

2. iptableZHIBRLFE T,

Kubernetes &etcdld, ERED(CiptablelCEEBEMAET, CORATY TTIE. BEIZIEL
Tetcd TRETESH L3I, iptableFZLIZHIBRLET .

FR COFIRICEEF2UTALOVRIARHVEY, COFIEEERTT SIS, Ry FT—
D V—ADEFxF2) T4 - L=+ FITHEIL TSI EZHREL TS,

sudo iptables -F

3. RDOA—F%E/—FTEDFFRFTLT, etedarTHEEBLET,

sudo docker run -d -p 2379:2379 -p 2380:2380 ——volume=${DATA_DIR}:/etcd—
data --volume=/home/ubuntu/etcd-certs:/etc/etcd --net=host --name etcd
quay.io/coreos/etcd:${ETCD VERSION} /usr/local/bin/etcd --name

${THIS NAME} --cert-file=/etc/etcd/${THIS NAME}.pem --key-
file=/etc/etcd/${THIS NAME}-key.pem --peer-cert-

file=/etc/etcd/${THIS NAME}.pem --peer-key-file=/etc/etcd/${THIS NAME}-

key.pem --trusted-ca-file=/etc/etcd/etcd-ca.pem --peer-trusted-ca-
file=/etc/etcd/etcd-ca.pem --peer-client-cert-auth --client-cert-auth -
-initial-advertise-peer-urls https://${THIS IP}:2380 --listen-peer-

urls --listen-client-urls --advertise-client-urls --initial-

cluster-

token etcd-cluster-0 --initial-cluster ${CLUSTER} --initial-cluster-
state new --data-dir=/etcd-data
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http://169.254.169.254/opc/v1/vnics/0/privateIp)

AR RDIS—HARELEFHEE., COFIEORTY TITHRE LEZERO—BELELEL
RELTVWET, IRTOEBAELSRESATVSINE SMERLTLEELY,

"docker: invalid reference format"

4. FE0etcd/ —FTROATVREEFTLT, VS RADNERBICT IO SN L&
BLET,
sudo docker exec etcd etcdctl --ca-file=/etc/etcd/etcd-ca.pem --cert-

file=/etc/etcd/${THIS NAME}.pem --key-file=/etc/etcd/${THIS NAME}-
key.pem cluster-health

5. BEIMN D FELKEFLHIMESIE, etecdT 7ML ZHIBRL THERATL TS,

sudo docker stop etcd
sudo docker rm etcd
sudo rm -rf

AT v 74 : RBACDEETE
macOSHAEELTWL\b0—A) -2V EFa—4 T, COEOIATY REETLET,

1. kubectlZ&H>O—KLTA VA —=ILLET,

curl -0 https://storage.googleapis.com/kubernetes—
release/release/v1.6.0/bin/darwin/amd64/kubectl
chmod +x kubectl

sudo mv kubectl /usr/local/bin

2. RDELSIT, TLST—+R ST - b—U U &ERLTERALET,

A b=V EERLEY.

BOOTSTRAP_TOKEN=$ (head -c 16 /dev/urandom | od -An -t x | tr -d ' ")

B. h=U 2 -TJ7AILEERLFET,

cat > token.csv <<EOF
${BOOTSTRAP_TOKEN}, kubelet-bootstrap, 10001, "system: kubelet-bootstrap"
EOF

C. BYARA—IZ =9 %W LET, controllernlf. &KubernetesTt X Z—M /7T
JyOIP7 FLRIZCEEH]Z TL &L,

for host in controllerO controllerl controller2; do
scp -1 ~/.ssh/id rsa token.csv ubuntu@S${host}:~/
done

3. J—FRFS v Tkubeconfig? 7 A ILEERLET,

kubectl config set-cluster kubernetes-the-hard-way \
--certificate-authority=ca.pem \
-—-embed-certs=true \
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--server=https://${LB_IP}:6443 \
--kubeconfig=bootstrap.kubeconfig

kubectl config set-credentials kubelet-bootstrap \
--token=${BOOTSTRAP TOKEN} \
—--kubeconfig=bootstrap.kubeconfig

kubectl config set-context default \
--cluster=kubernetes-the-hard-way \
--user=kubelet-bootstrap \
—--kubeconfig=bootstrap.kubeconfig

kubectl config use-context default --kubeconfig=bootstrap.kubeconfig

4. kube-proxy kubeconfigZ7 7 1 L #ERR L E T,

kubectl config set-cluster kubernetes-the-hard-way \
-—certificate-authority=ca.pem \
-—embed-certs=true \
--server=https://${LB_IP}:6443 \
—--kubeconfig=kube-proxy.kubeconfig

kubectl config set-credentials kube-proxy \
--client-certificate=kube-proxy.pem \
--client-key=kube-proxy-key.pem \
-—embed-certs=true \
—--kubeconfig=kube-proxy.kubeconfig

kubectl config set-context default \
--cluster=kubernetes-the-hard-way \
--user=kube-proxy \
—--kubeconfig=kube-proxy.kubeconfig

kubectl config use-context default --kubeconfig=kube-proxy.kubeconfig

5. 25472 kkubeconfig7 7 4 ILEEEHLET . kubewn public ipld, EIT—Hh—+ /—
RD/RTY 9 OIP7 FLRICBEZHZ T &Y,

for host in ‘kubeWl public ip’ ‘kubeW2 public ip’ ‘kubeW3 public ip’ ;
do scp -i ~/.ssh/id rsa bootstrap.kubeconfig kube-proxy.kubeconfig

ubuntu@S {host}:~/

done

X w75 : HA Kubernetesa > kO—)L - TL— 2 DiEE)
KubermetesY A4 —%JOEYC 3=V 45 LET, YREA—TROATU REEFTLET,
1. T—rRESY T b= ZROBFRFIZCOE—LET,

sudo mkdir -p /var/lib/kubernetes/
sudo mv token.csv /var/lib/kubernetes/
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2.

(R7v 72 BARDHRELTLSARAEDERK] T, BELFHAE ZKubermnetesY X2 —
[COE—LTWAWMEEX, CZTaE—LFET., HELDIX, capem, ca-key.pem,
kubernetes-key.pem. & & Ukubernetes.pem®iEBAE T,

Kubernetes APIt—/\— (Y X4 —L) | kubectl (thD < > > h 5KubernetesZ il %
f=IZEM) . kubelet (T—h—1L) OEDBEEZHERT 5=HIC. RTvT2THERL
F=TLSEERAZEMNER SN FE T, Kubernetes APIH—/\—LetcdDEIDEEL. R T T2T
ER LI-TLSEERAZIC K > TIHRESINFET,

TLSEEBAE Z. Kubernetest&fM 7T« LV FYJIZIE—LFET,

sudo mv ca.pem ca-key.pem kubernetes-key.pem kubernetes.pem
/var/lib/kubernetes/

wgetZ{EA L T. Kubernetes/\f 1) DAK) )—REF4HoO0—KLET,

wget https://storage.googleapis.com/kubernetes-
release/release/v1.7.0/bin/linux/amdé64/kube-apiserver

wget https://storage.googleapis.com/kubernetes-
release/release/vl1.7.0/bin/linux/amd64/kube-controller-manager
wget https://storage.googleapis.com/kubernetes-
release/release/v1.7.0/bin/linux/amdé64/kube-scheduler

wget

https://storage.googleapis.com/kubernetes-

Kubernetes/\ 1 +1) &4 VA F—ILLET,

chmod +x kube-apiserver kube-controller-manager kube-scheduler kubectl
sudo mv kube-apiserver kube-controller-manager kube-scheduler kubectl
/usr/bin/

Kubernetes APIH—/\—

SEBAEZEYICFLEHTEITAHELIIC. ROATU FEFEAL T, $XThetcdilBAE %
EROTALY FIICRELEY,

sudo mkdir /var/lib/etcd
sudo cp *.* /var/lib/etcd/.

TOUDOAEIPT FLRAEZRBLET,
INTERNAL IP=$(curl http://169.254.169.254/opc/v1/vnics/0/privatelp)

iptableZHIBR L E T,

Kubernetes &etcdld, REF(CiptablelCEEEMAET, CORXTY I TIE, BEIZIEL
Tetcd THRETES L3I, iptableFZ2IZHIBRLET .

AR COFBEICEEFIVTALOUVRIMENET, COFIBEETT BRI, =y FT—
o )Y=RDEFa2UT4 =B+ RICHEIL TSI EFZHRALTLEEL,
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http://169.254.169.254/opc/v1/vnics/0/privateIp)

sudo iptables -F

4. Kubernetes APIY—/\—®Dsystemd1 =y k - J7 A LEERLET, CDT 71 ILIE.
Kubernetes APIY—/3\—Z%systemd—E X & L TEET 5 & 5. Ubuntu®DsystemdIZ$g
~LET,

cat > kube-apiserver.service <<EOF

[Unit]

Description=Kubernetes API Server
Documentation=https://github.com/GoogleCloudPlatform/kubernetes

[Service]

ExecStart=/usr/bin/kube-apiserver \\
--admission-

control=NamespacelLifecycle,LimitRanger, ServiceAccount,DefaultStorageClass,

ResourceQuota \\
--advertise-address=${INTERNAL IP} \\
--—allow-privileged=true \\
—-—apiserver-count=3 \\
-—audit-log-maxage=30 \\
-—audit-log-maxbackup=3 \\
-—audit-log-maxsize=100 \\
——audit-log-path=/var/lib/audit.log \\
--authorization-mode=RBAC \\
--bind-address=${INTERNAL IP} \\
--client-ca-file=/var/lib/kubernetes/ca.pem \\
--enable-swagger—-ui=true \\
-—-etcd-cafile=/var/lib/etcd/etcd-ca.pem \\
-—etcd-certfile=/var/lib/etcd/etcd3.pem \\
--etcd-keyfile=/var/lib/etcd/etcd3-key.pem \\
--etcd-servers=https://<etcdl private ip>:2379,https://<etcd2 private

ip>:2379,https://<etcd3 private ip>:2379 \\
-—event-ttl=1h \\
-—experimental-bootstrap-token-auth \\
-—-insecure-bind-address=0.0.0.0 \\
-—kubelet-certificate-authority=/var/lib/kubernetes/ca.pem \\
--kubelet-client-certificate=/var/lib/kubernetes/kubernetes.pem \\
--kubelet-client-key=/var/lib/kubernetes/kubernetes-key.pem \\
-—kubelet-https=true \\
--runtime-config=rbac.authorization.k8s.io/vlalphal \\
—-—kubelet-preferred-address-

types=InternallP,ExternallP, LegacyHostIP,Hostname \\
--service-account-key-file=/var/lib/kubernetes/ca-key.pem \\
—--service-cluster-ip-range=10.32.0.0/16 \\
--service-node-port-range=30000-32767 \\
——-tls-cert-file=/var/lib/kubernetes/kubernetes.pem \\
--tls-private-key-file=/var/lib/kubernetes/kubernetes-key.pem \\
--token-auth-file=/var/lib/kubernetes/token.csv \\
—-—v=2

Restart=on-failure

RestartSec=5

[Install]
WantedBy=multi-user.target
EOF
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5. kube-apiservert—EXZEB)ILFET,

sudo mv kube-apiserver.service /etc/systemd/system/kube-apiserver.service
sudo systemctl daemon-reload

sudo systemctl enable kube-apiserver

sudo systemctl start kube-apiserver

sudo systemctl status kube-apiserver --no-pager

6. Y—EXTIZ—HLKR—FEhGEEF. ROITUFEFERALTTNAY I L, BER
R—FINA Y RENTVEINESHIERERLET,
journalctl -xe

netstat -na | more
netstat -na | grep 6443

7. ROAT2 FEETLT. Kubernetes APIH—/N\—HABEIL TS L ZFEELET,

kubectl get componentstatuses
ATV EALDHEAF. RDKSIZHEBIETTT,

ubuntufkubem3:~% kubectl get componentstatuses

NAME STATUS MESSAGE ERROR
scheduler Unhealthy Bet http://127.8.08.1:108251/healthz: dial tcp 127.9.8.1:18251: getsockopt: connection refused
controller-manager Unhealthy Get http://127.8.6.1:18253/healthz: dial tcp 127.8.8.1:18252: getsockopt: connection refused

etcd-2 Healthy {"health": “true"}

etcd-8 Healthy {"health": "true"}

eted-1 Healthy {"health": "true"}

Kubernetes X1 —5

1. KubernetesR%7 ¥ a—SMsystemd1=v k- J7 A ILEERLET, CDT7AILIE.
KubernetesR 7 ¥ 1 —3 Zsystemd—E R & LTEE T 5 & 5. Ubuntu®systemd(Z$g
~LET,

kube-scheduler.service

cat > kube-scheduler.service <<EOF

[Unit]

Description=Kubernetes Scheduler

Documentation=https://github.com/GoogleCloudPlatform/kubernetes

[Service]

ExecStart=/usr/bin/kube-scheduler \\
--leader-elect=true \\

--master=http://${INTERNAL IP}:8080 \\
-—v=2

Restart=on-failure

RestartSec=5

[Install]
WantedBy=multi-user.target
EOF

2. kube-schedulery—EXZ&EELEI .

sudo mv kube-scheduler.service /etc/systemd/system/
sudo systemctl daemon-reload

sudo systemctl enable kube-scheduler

sudo systemctl start kube-scheduler

sudo systemctl status kube-scheduler --no-pager
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3. XMOaATY FEEFTLT. KubernetesR7 S 1—5MWREBLTWS I E2HELET.

kubectl get componentstatuses

ARV EALDHEAIRK. ROKSIZHEBHETTY,

ubuntufkubem3:~% kubectl get componentstatuses

NAME STATUS MESSAGE ERROR
scheduler Healthy ok

controller-manager Unhealthy Get http://127.8.8.1:18252/healthz: dial tecp 127.8.8.1:18252: getsockopt: connection refused

etcd-1 Healthy {"health": "true"}

etcd-2 Healthy {"health": "true"}

| etcd-8 Healthy {"health": "true"}

Kubernetesa > hO—5 - ¥ Rx—T ¥

1. Kubernetesa > hAO—5 - YRXx—T ¥ Dsystemd1 =y b - T7AIVEERLFET, ZD
Z7 AL, Kubermnetesa > hA—5 - I_r—U v Fsystemd—ERXRELTEET S &
5. Ubuntu®systemdIZ$gR L E T,

cat > kube-controller-manager.service <<EOF

[Unit]

Description=Kubernetes Controller Manager
Documentation=https://github.com/GoogleCloudPlatform/kubernetes

[Service]

ExecStart=/usr/bin/kube-controller-manager \\
--address=0.0.0.0 \\
—-—allocate-node-cidrs=true \\
--cluster-cidr=10.200.0.0/16 \\
-—cluster-name=kubernetes \\
--cluster-signing-cert-file=/var/lib/kubernetes/ca.pem \\
--cluster-signing-key-file=/var/lib/kubernetes/ca-key.pem \\
--leader-elect=true \\
--master=http://${INTERNAL IP}:8080 \\
-—-root-ca-file=/var/lib/kubernetes/ca.pem \\
--service-account-private-key-file=/var/lib/kubernetes/ca-key.pem \\
-—service-cluster-ip-range=10.32.0.0/16 \\
==v=2

Restart=on-failure

RestartSec=5

[Install]
WantedBy=multi-user.target
EOF

2. kube-controller-managertt—E R ZEEH L E T,

sudo mv kube-controller-manager.service /etc/systemd/system/
sudo systemctl daemon-reload

sudo systemctl enable kube-controller-manager

sudo systemctl start kube-controller-manager

sudo systemctl status kube-controller-manager --no-pager

3. XDATY KEEFTLT, Kubernetesa > kO—5 - IRx—C oA RELTWNSZ L2
FLET,

kubectl get componentstatuses
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ARV EALDHEAIRK. ROKSIZHEBHETTY,

ubuntufkubeml:~% kubectl get componentstatuses

NAME STATUS MESSAGE ERROR
controller-manager Healthy ok

scheduler Healthy ok

eted-1 Healthy {"health": "true"}

etcd-8 Healthy {"health": "true"}

etcd-2 Healthy {"health": "true"}

ATFvT6: J—h—miEM

CDARATYFIZIE., T7—Hh—IZxF BkubeconfigZ 7 4 LD ERK. kube-proxy A MDkubeconfig®
Ef. 7—HA—LTOIT7MILOBEE. BEOIVKR—RU bDA VR F—ILEWVWS /=B Y
F9,

&7 —Hh—IZxt9 Skubeconfigd 4 ik

ET—HN—D/—RBIZ—BT B 547> MERAE (TRTv 72 BEARDRTE ETLSHHE
DYER] THER) ZRFERALTIESL,

RDODRY) TrE#FEHALT, 7—HhH—+ /— FiZkubeconfigZ £ L E T,

for instance in worker-0 worker-1 worker-2; do
kubectl config set-cluster kubernetes-the-hard-way \
-—certificate-authority=ca.pem \
-—embed-certs=true \
--server=https://${LB_IP}:6443 \
--kubeconfig=${instance} .kubeconfig

kubectl config set-credentials system:node:${instance} \
-—client-certificate=${instance}.pem \
--client-key=${instance}-key.pem \
-—embed-certs=true \
--kubeconfig=${instance} .kubeconfig

kubectl config set-context default \
--cluster=kubernetes-the-hard-way \
-—-user=system:node:${instance} \
--kubeconfig=${instance} .kubeconfig

kubectl config use-context default --kubeconfig=${instance}.kubeconfig
done

RODIT7AIDBERShFET,

e worker-0.kubeconfig
e worker-1.kubeconfig

e worker-2.kubeconfig
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Kube-Proxy A Mkubeconfig 7 7 1 LD ERK

RO RFZEFERAL T, kube-proxymtY R 2 —~DEGFIZER T SkubeconfigZ7 7 1 ILZ 4R L
E I

kubectl config set-cluster kubernetes-the-hard-way \
--certificate-authority=ca.pem \
-—embed-certs=true \
--server=https://${LB_IP}:6443 \
—-kubeconfig=kube-proxy.kubeconfig

kubectl config set-credentials kube-proxy \
--client-certificate=kube-proxy.pem \
--client-key=kube-proxy-key.pem \
-—embed-certs=true \
—--kubeconfig=kube-proxy.kubeconfig

kubectl config set-context default \
--cluster=kubernetes-the-hard-way \
--user=kube-proxy \
—-kubeconfig=kube-proxy.kubeconfig

kubectl config use-context default --kubeconfig=kube-proxy.kubeconfig

D—h—LETODIT7AILDERK
BI)—Hh—IcOdA4 oL, ROT7AILBEAT FEZETLET,

sudo mkdir /var/lib/kubernetes/

sudo mkdir /var/lib/kubelet/

sudo mkdir /var/lib/kube-proxy/

sudo mv bootstrap.kubeconfig /var/lib/kubelet

sudo mv kube-proxy.kubeconfig /var/lib/kube-

proxy sudo mv ca.pem /var/lib/kubernetes/

sudo mv $ (hostname)-key.pem $ (hostname) .pem /var/lib/kubelet/
sudo mv $ (hostname) .kubeconfig /var/lib/kubelet/kubeconfig
sudo mv ca.pem /var/lib/kubernetes/

Flannel 4 > X k—JL

1. ROa<> KZEALTFlannel#4 X F—JILLET,

wget https://github.com/coreos/flannel/releases/download/v0.6.2/flanneld-
amd64 -0 flanneld && chmod 755 flanneld
sudo mv flanneld /usr/bin/flanneld
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2. D /etc/systemd/system/flanneld.service 7 7 1L ’i—ﬂim L Tflannel—E X ’é*ﬁﬂz
LET,

[Unit]

Description=Flanneld overlay address etcd agent

[Service]

Type=notify

EnvironmentFile=-/usr/local/bin/flanneld

ExecStart=/usr/bin/flanneld -ip-masg=true -iface 10.0.0.11 --etcd-
cafile=/home/ubuntu/etcd-ca.pem --etcd-certfile=/home/ubuntu/etcd3.pem --
etcd-keyfile=/home/ubuntu/etcd3-key.pem —--etcd-
endpoints=https://10.0.0.7:2379,https://10.0.1.7:2379,https://10.0.2.6:237
9 --etcd-prefix=/kube/network

Restart=on-failure

3. flannelr—EXZEEFHLET .

sudo systemctl daemon-reload

sudo systemctl restart flanneld

sudo systemctl enable flanneld

sudo systemctl status flanneld --no-pager

BRI, Y—ERDRT—EREFI vV T5aAY2FT, HARRDBFDESI2EYE
-g—o

ubuntulkubewl:~$ sudo systemctl status flanneld --no-pager

flanneld.service - Flanneld overlay address etcd agent

Loaded: loaded (/etc/systemd/system/flanneld.service; static; vendor
preset: enabled)

Active: active (running) since Fri 2017-09-15 17:40:06 UTC; 1ls ago
Main PID: 1904 (flanneld)

Tasks: 10
Memory: 10.6M
CPU: 292ms

CGroup: /system.slice/flanneld.service
L—1904 /usr/bin/flanneld -ip-masg=true -iface 10.0.0.11 --
etcd- cafile=/home/ubuntu/etcd-ca.pem --etcd-
certfile=/home/ubuntu/etcd3.pem -- etcd-keyfile=/home/ubuntu/etcd3-key.pem
-—etcd- endpoints=https://10.0.0.7:2379,https://10.0.1...

Sep 15 17:40:06 kubewl flanneld[1904]:

I0915 17:40:06.283241 01904 ipmasg.go:47] Adding iptables rule: ! -

s 10.200.0.0/16 -d 10.200.0.0/16 -j MASQUERADE

Sep 15 17:40:06 kubewl flanneld[1904]:

I0915 17:40:06.285301 01904 manager.go:246] Lease acquired: 10.200.63.0/24
Sep 15 17:40:06 kubewl systemd[l]: Started Flanneld overlay address etcd
agent.

Sep 15 17:40:06 kubewl flanneld[1904]:

I0915 17:40:06.285666 01904 network.go:58] Watching for L3 misses

Sep 15 17:40:06 kubewl flanneld[1904]:

I0915 17:40:06.285698 01904 network.go:66] Watching for new subnet leases
Sep 15 17:40:06 kubewl flanneld[1904]:

I0915 17:40:06.297509 01904 network.go:153] Handling initial subnet events
Sep 15 17:40:06 kubewl flanneld[1904]:

I0915 17:40:06.297538 01904 device.go:163] calling GetL2List ()
dev.link.Index: 3
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Sep 15 17:40:06 kubewl flanneld[1904]:

I0915 17:40:06.297617 01904 device.go:168] calling

NeighAdd: 10.0.0.9, 86:64:67:a6:29:e5

Sep 15 17:40:06 kubewl flanneld[1904]:

T0915 17:40:06.297682 01904 device.go:168] calling NeighAdd: 10.0.2.9,
e6:76:2b:98:c6:ab

Sep 15 17:40:06 kubewl flanneld[1904]:

T0915 17:40:06.297728 01904 device.go:168] calling NeighAdd: 10.0.0.8,
a6:67:22:ab:2f:8b

Container Networking Interface (CNI) @4 > X k—JL

1. CNIY—ERDE=HIZROD I 71 IVEERLET,

/etc/systemd/system/cni-bridge.service

[Unit]

Requires=network.target
Before=docker.service

[Service]

Type=oneshot
ExecStart=/usr/local/bin/cni-bridge.sh
RemainAfterExit=true

/usr/local/bin/cni-bridge.sh

#!/bin/bash
set -x

/sbin/ip link add name cniO type bridge

/sbin/ip addr add $(grep '~“FLANNEL SUBNET' /run/flannel/subnet.env | cut
- d= -f2) dev cni0

/sbin/ip link set dev cniO up

2. ROTAvHDATUREETL. CONIV—EXEZA4 X F—J)LLTHBLEYS,

sudo su

mkdir -p /opt/cni/bin /etc/cni/net.d

chmod +x /usr/local/bin/cni-bridge.sh

curl -L --

retry 3 https://github.com/containernetworking/cni/releases/download/v0.5.
2/cni-amd64-v0.5.2.tgz -o /tmp/cni-plugin.tar.gz

tar zxf /tmp/cni-plugin.tar.gz -C /opt/cni/bin/

printf '{\n "name": "podnet",\n "type": "flannel",\n "delegate":
{\n "isDefaultGateway": true\n }I\n}\n' >/etc/cni/net.d/10-
flannel.conf

chmod +x /usr/local/bin/cni-bridge.sh

systemctl enable cni-bridge && systemctl start cni-bridge

exit

3. DAYV FEEFTLT. Y—ERDRT—RREZHERELFET,

sudo systemctl status cni-bridge
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HAK, ROFIDESIZHYET,

ubuntu@kubew3:~$ sudo systemctl status cni-bridge.service
cni-bridge.service
Loaded: loaded (/etc/systemd/system/cni-bridge.service; static; vendor
preset: enabled)
Active: active (exited) since Fri 2017-09-15 18:20:25 UTC; 27s ago
Process: 1940 ExecStart=/usr/local/bin/cni-bridge.sh (code=exited,
status=0/SUCCESS)
Main PID: 1940 (code=exited, status=0/SUCCESS)

Sep 15 18:20:25 kubew3 systemd[l]: Starting cni-bridge.service...

Sep 15 18:20:25 kubew3 cni-bridge.sh[1940]: + /sbin/ip link add name cniO
type bridge

Sep 15 18:20:25 kubew3 cni-bridge.sh[1940]: ++ grep '“FLANNEL SUBNET'
/run/flannel/subnet.env

Sep 15 18:20:25 kubew3 cni-bridge.sh[1940]: ++ cut -d= -f2

Sep 15 18:20:25 kubew3 cni-bridge.sh[1940]: + /sbin/ip addr add
10.200.63.1/24 dev cni0

Sep 15 18:20:25 kubew3 cni-bridge.sh[1940]: + /sbin/ip link set dev cni0
up

Sep 15 18:20:25 kubew3 systemd[1l]: Started cni-bridge.service.

ubuntu@kubewl:~$ ifconfi
cni0 Link encap:Ethernet HWaddr 32:2a:0a:be:35:a2
inet addr:10.200.63.1 Bcast:0.0.0.0 Mask:255.255.255.0
inet6 addr: fe80::302a:aff:febe:35a2/64
Scope:Link UP BROADCAST RUNNING MULTICAST
MTU:1500
Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:8 errors:0 dropped:0 overruns:0 carrier:0

Docker A4 X k—)L

1. RO & SIZDockerdA X —ILLET,

wget https://get.docker.com/builds/Linux/x86 64/docker-1.12.6.tgz
tar -xvf docker-1.12.6.tgz
sudo cp docker/docker* /usr/bin/

2. RD/etc/systemd/system/flanneld.service 7 7 A ILZ{ER L TDocker—E X %4
BLFET,

[Unit]
Description=Docker Application Container Engine
Documentation=http://docs.docker.io
After=network.target firewalld.service cni-bridge.service
Requires=cket cni-bridge.service

[Service]

ExecStart=/usr/bin/dockerd \
--bridge=cni0 \
-—iptables=false \
--ip-masg=false \
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--host=unix:///var/run/docker.sock \
--insecure-registry=registry.oracledx.com \
--log-level=error \
--storage-driver=overlay

Restart=on-failure

RestartSec=5

[Install]
WantedBy=multi-user.target

3. Dockerr—ERX##EEILET,

sudo systemctl daemon-reload

sudo systemctl enable docker

sudo systemctl start docker

sudo docker version

sudo docker network inspect bridge

4. ROATY FZEEITL T, DockerMBEY)ICHEHEIN TS L ZHERBLET,

sudo docker network inspect bridge

H A TIE. Dockerhicni0 T v O HFEHAT AL SBRINTWSE I ENTEINET,

Kubeleth 4 > X b—JL

1. RO FEFEALT, kubelet/x\—2 3 1.74% 48 o0— KL%,

wget —-gq —--show-progress —--https-only --

timestamping https://storage.googleapis.com/kubernetes-
release/release/vl.7.4/bin/linux/amd64/kubectl

wget -gq —--show-progress —--https-only --

timestamping https://storage.googleapis.com/kubernetes-
release/release/vl1.7.4/bin/linux/amd64/kube-proxy

wget —-gq —--show-progress —--https-only --

timestamping https://storage.googleapis.com/kubernetes-
release/release/vl1.7.4/bin/linux/amd64/kubelet

2. KubeletZA4 VX +F—ILLZET,

chmod +x kubectl kube-proxy kubelet
sudo mv kubectl kube-proxy kubelet /usr/bin/

3. WD /etc/systemd/system/kubelet.service 7 7 A I ZEERLET .

/etc/systemd/system/kubelet.service

[Unit]

Description=Kubernetes Kubelet
Documentation=https://github.com/GoogleCloudPlatform/kubernetes
After=docker.service

Requires=docker.service

[Service]
ExecStart=/usr/bin/kubelet \
-—allow-privileged=true \
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--cluster-dns=10.32.0.10 \
--cluster-domain=cluster.local \
--container-runtime=docker \
--image-pull-progress-deadline=2m \
--kubeconfig=/var/lib/kubelet/kubeconfig \
--require-kubeconfig=true \
--network-plugin=cni \
--pod-cidr=10.200.88.0/24 \
--serialize-image-pulls=false \
--register-node=true \
--runtime-request-timeout=10m \
-—-tls-cert-file=/var/lib/kubelet/kubew?2.pem \
--tls-private-key-file=/var/lib/kubelet/kubew2-key.pem \
--hostname-override= kubew2.sub08071631352.kubevcn.oraclevcn.com \
—-—v=2

Restart=on-failure

RestartSec=5

[Install]
WantedBy=multi-user.target

4. iptableZHIBx L TH 5. kubeleth—E R Z#&EEILET,

iptables -F

5. kubelet—ERXZ#EEILE T,

sudo systemctl daemon-reload

sudo systemctl enable kubelet

sudo systemctl start kubelet

sudo systemctl status kubelet --no-pager

kube-proxy® 4 > X k—JL

1. kube-proxyFIZ. RD/etc/systemd/system/kube-proxy.service 7 7 A4 JLEERR L ET,

[Unit]
Description=Kubernetes Kube Proxy
Documentation=https://github.com/GoogleCloudPlatform/kubernetes

[Service]

ExecStart=/usr/bin/kube-proxy \
--cluster-cidr=10.200.0.0/16 \
--kubeconfig=/var/lib/kube-proxy/kube-proxy.kubeconfig \
--proxy-mode=iptables \

—-—v=2

Restart=on-failure

RestartSec=5

[Install]
WantedBy=multi-user.target
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2. kube-proxy—ERZEHLET,

sudo systemctl daemon-reload
sudo systemctl enable kube-
proxy sudo systemctl start
kube-proxy

J—h—DHI
T—h—DHIBRABEICHE > 1-5EIE. ROOAIT Y FTHIRTEET ., CDEEF, nodenameld,
kubectl get nodesM i ®MKubernetesT7—H—+ / —FRICEEHMA TS,

1. /—Fhi, Ry FBHBNIFHIBRLET .

kubectl drain nodename

2. J—h—-/—FZHIBKRLET,

kubectl delete node nodename

AR COBETAURAVRAIFHEIBREhZEH A, Oracle Cloud Infrastructure Computeqf A %2 > X % Hll
BRLEWESIF, CLUERFIVY—ILENLTHIRT 2LENHYET,

ATYTT: JE—bF 7O EADTI=8HDKubectl DIERL

kubectl(. Kubernetes? 5 X2 D%l L EEIZFEHAT ST I/ - Y—IJ)LTY, B—F
JL-avEax—4RIZkubectlzf YR b—)LLTHERT L. VSRFBEYE—F-OF5—23 Y
[CAJAU LT SRZICEET HMDYIC, BELDIUEa1—42 %E L THEIZKubernetes
TR EBEETELLSICHYET, A—AILDSD I Ea—FhbKubernetesy 5 X2 = EH
LIzLMERIE. T VEL—E2 TRORATY TERTLTLIESLY,

ZDRTY THERETI S E. Oracle Cloud Infrastructure T2 S A R TR TEE T, (1B 1P} &
A—F - NSUYDIP7 FLRIZEEWALS5ZAT, A—H)IL - AVE21—42TROIAT Y FEE
TLET,

kubectl config set-cluster kubernetes-the-hard-way \
--certificate-authority=ca.pem \
--embed-certs=true \
--server=https://${LB _IP}:6443

kubectl config set-credentials admin \
--client-certificate=admin.pem \
—--client-key=admin-key.pem

kubectl config set-context kubernetes-the-hard-way \
--cluster=kubernetes-the-hard-way \

—--user=admin

kubectl config use-context kubernetes-the-hard-way
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AT v 78 : Kube-DNSOHOF 7O A

1. kube-dns¥? S X% - 7 KA VHETTOALET,

kubectl create -f https://storage.googleapis.com/kubernetes-the-hard-
way/kube-dns.yaml

HAK, ROFIDESIZEYFET,

Service account "kube-dns" created configmap "kube-dns" created service
"kube-dns" created deployment "kube-dns" created

2. kube-dnsTFBA A2 FTHERENIZRY FEUXFLET,
kubectl get pods -1 k8s-app=kube-dns -n kube-system

HAF, ROFIDESIZHEYET,

NAME READY STATUS RESTARTS AGE
kube-dns-3097350089-gg015 3/3 Running 0 20s
kube-dns-3097350089-g64qc 3/3 Running 0 20s

ATYI: RE—Y - TRAMDEST
CDIETIEH, V75RANFTEEBYICEMELTWA I L AHRTIHELRE—Y - TR MIDW
THBALES,

1. ROARVFZEFEALT, 320LTYAHEELDInginxT7AA A2 bEERLET,
kubectl run nginx --image=nginx --port=80 --replicas=3

HARK, ROKXSIZHBYET,

deployment "nginx" created

2. ROATVFEEFTLT, TTEAS AV MI&>THERESNIZRY FEEM D,
BHhORETHLHICEZHIELFET,

kubectl get pods -o wide

HAK, ROBIDESIZEYFET,

NAME READY STATUS RESTARTS AGE AGE AGE
nginx-158599303-bt144 1/1 Running 0 18s 10.99.49.5 k8s-
worker-adl-0
nginx-158599303-ndxtc 1/1 Running 0 18s 10.99.49.3 k8s-
worker-ad2-0
nginx-158599303-r2801 1/1 Running 0 18s 10.99.49.4 k8s-

worker-ad3-0

3. nginxTTOA AU MIHEHT A —EREMERLETS,

kubectl expose deployment nginx --type NodePort
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4. #EHLF=Y—EX%EZXRRLZET, Oracle Cloud Infrastructure CIZIR1E
--type=LoadBalancerMHYR— F N TLWEWNWI LITFELTLLEELY,

kubectl get service

NAME CLUSTER-IP EXTERNAL-IP PORT (S) AGE
kubernetes 10.21.0.1 <none> 443/TCP 1h
nginx 10.21.62.159 <nodes> 80:30050/TCP 1h

REATIE., 95RE2ICI—TFaoFEsnsd0—K - N\So9% FFHTBMCIZERT 3
(ZDFITIE, 10.21.62.159:80) A, Oracle Cloud Infrastructure®t a1 54 - Y X k
#NMLT/—FK -R—F (CD{\E. 30050) #8FLET, COHA KTIE, #EZE
TLET,
5. J—h—DtEFa)TF4 - VAMEEEL., 30050~DA VT LR b5 T 4w %EHA
LE9d,

6. nginxtr—E RIZEE SN TV zNodePort ZHFLFE T,

NodePort=$ (kubectl get svc nginx —--output=jsonpath='{range
.spec.ports[0] }{.nodePort}"')

7. U, 7—HAH—D1DDworker public iplBZEFELET,

8. RDcurlZFEAL T, nginxH—ERXE#TRMLET,
curl http://${worker public ip}:${NodePort}

HAK, ROBIDESIZEYFET,

<!DOCTYPE html>

<html>
<head>
<title>Welcome to nginx!</title>
<style>
body {
width: 35em;
margin: 0 auto;
font-family: Tahoma, Verdana, Arial, sans-serif;
}
</style>
</head>
<body>

<hl>Welcome to nginx!</hl>

<p>If you see this page, the nginx web server is successfully installed
and

working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<br/>
Commercial support is available at

<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>
</body>
</html>
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T8A X274 - IL—IL
COFETE. ROEF2)T4 - VRARDYRE - L—ILIZDWVWTHEEZRLET,
o etcd : etcd_security_list.sl

e Kubernetes< X % — : k8sMaster_security_list.sl

e Kubernetes™7—#}— : k8sWorker_security_list.sl

X2 T4 - URMENFNRDOEEDA VI LABEUVIY LR - IL—ILE, RORICEEDHE
Lfzo W—IIETART, AT—FIILTT,

etcdEXal)F4 - YRLDLAVI LR L—Ib

Y—R IP7okan Y—R « R— +HIE 5EdeR— ~HEE
10.0.0.0/16 TCP +RT TART
10.0.0.0/16 TCP +RT 22

10.0.0.0/16 TCP +RT 2379-2380

etcdzF¥a T4 - YURFDIYI LR - JL—)L

¥k PFaran Y—R - R— MEEH sE %k R— FEEE
0.0.0.0/0 TRT TAT TART

KubernetesY A4 —: €Xal) T4 - YRAFDLA VY LR - L—)L

SEE P7Foran Y—X - R— M 5ESR— EGEE
10.0.0.0/16 FRT TRT TRT
10.0.0.0/16 TCP +RT 3389
10.0.0.0/16 TCP TRT 6443
10.0.0.0/16 TCP +RT 22

KubernetesT A A —+ #Xal)F 4 - YRFDIH LR - JL—)L

3k PZFa bkl Y—2R « R— FEEH s R— ~EE
0.0.0.0/0 TRT TAT TART
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Kubernetes 7—h—: €Xal)T4 - YR DAL VT LR - =)L

ek IP7obka Y—2R - R— FEE SESER— EEER
10.0.0.0/16 TCP +RT +RT
10.0.0.0/16 TCP +RT 22

10.0.0.0/16 UDP +RT 30000-32767

Kubernetes 7—A—* #Xal)F 4 - YR FDIH LR - JL—)L

¥k PFaran Y—R - R— MEEH sE %k R— FEEE
0.0.0.0/0 TRT TART TART
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